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HER 1 BIE MSK Bl BRY SRR

EFEERA Amazon MSK BVtE SR | 81— Amazon MSK (&,

EFEMABIE Amazon MSK £ 8 Amazon Web Services Management Console

1. EFHEnhttps://console.aws.amazon.com/msk/Z F T FF Amazon MSK ##|& ? Amazon Web
Services Management Console region=us-east-1#/home/,

EFROEER.

MNTREGE , FRECBAETREGNEFRS, REZBATAVEEARNREIZER,
NTEFHEN , NENEFHA —MIRERF, HlH0 , MSKTutorialCluster,
NTEARERMYE , BTHRITUTERE

o > oD

a. XNTHEEHRE K LZREWME.
b. EHRBEHENRIE LIZTTH Apache Kafka fiRZAN, &#F “EFRAKRENL LEFLREK.
c. NTHRLERE , FREIREIRELLH.
d. ZEERZLLENE,
6. MIESEBHRETHERT , EHHRFUTRENE , HEERHEPLAEEN

. VPC
- W
- BEVPC XEXHNZLH
7. ERCIEEHE,

8. HEEBMENEL , EPERRS. & Amazon MSK MEKFE , REMNEZCQIETRFES. 4
RERESE , BUEEIER, AXEFRSNESER  H5R T # MSK M ERVEEFIA

N

BNo

T—s
S5 2 : Bl IAM B | BT Amazon MSK S8 - 012 T HRKUR
FE2: 8l IAM A€ , I%F & Amazon MSK £ L 8|2 F BRI R

HST|E , BFHRTHMES. F—MESREIE IAM policy , LR FHEER LB EFUUR @)X L
FEREBENHRNR. FZMEFRUE IAM SEFAFUEREEXEK, ERENSRY , £F
PERALBENEFHITEN , FRCEEF LABTEHOZETBREHIE.
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BIEAFEETEHBEAEEMN IAM policy

1. f#H https://console.aws.amazon.com/iam/ T FF IAM &1 5,

ESMERD , EEEREK,

prizegolFe

R RIESRT , & JSON , RERYmERRE O PRI JSON BN LT JSON,

A w0 D

FEUTRBIF |, regionB R ELIEZERH Amazon Web Services Xig N ER B, HHF
Account-ID BNENIKF 1D,  MSKTutorialCluster Bt HIEMEEEZ .

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"kafka-cluster:Connect",
"kafka-cluster:AlterCluster",
"kafka-cluster:DescribeCluster"

1,

"Resource": [
"arn:aws:kafka:region:Account-

ID:cluster/MSKTutorialCluster/7d7131el-25c5-4e9a-9ac5-ea85bee4dall-14"

]
},
{

"Effect": "Allow",

"Action": [
"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData"

1,

"Resource": [
"arn:aws:kafka:region:Account-ID:topic/MSKTutorialCluster/*"

]

.
{

"Effect": "Allow",

"Action": [
"kafka-cluster:AlterGroup",
"kafka-cluster:DescribeGroup"

1,

B2 IAM B 7
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"Resource": [
"arn:aws:kafka:region:Account-ID:group/MSKTutorialCluster/*"

]

EXRNARELEREMWIE , 5 fthe section called “IAM 1 A1 #2 &,
ii*%-lt_*/':o
EEEMCEZTESF , FRITUTERE

a. HERBEWRP  WAHRLEMEEN , flimsk-tutorial-policy.,
b. EULREEPENNNRT , EF /B REREEPELINR,

c. (Hik)NTHERG, ALANERER | FEARNNFRSUERENOERRNREL, Fl
W, FEAMNEBEXNDREANNIEEL, Environment Test

BXEARINEZER , B2 IAM AP B H B Amazon Identity and Access
Management ‘BIRIRE,

ik gnlke N

B2 1AM A & F @ H bk SR e

5.

ESMERL , GRAR  RAGRERUIRASG,
HARZEENIERE L , FHRITUATERE

a. XTF Trusted entity type ( AI{ESR4AKEL ) |, % Amazon Web Services B

b. XTRSFHAA , BHEEFEEC2,

c. 1TE Usecase (fEARM) T , i&F EC2,

EET—F,

£ Add permissions ( AR ) WE L , FHITUATRE -

a. ENREBTHERESR , HALZHNETHEUNENRBENEN. Re , ERERKEHREN
BB IEAE

b. (Wit ) RENELR, XR—IESREFE , TRATHRSAE , EATHTRSAXAR, &
KREMRLAWES , HEH IAM AFERPHNEIZS SN KR (2H5 ) .

ii*%jt_ﬁo
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6. 7 Name, review, and create ( in . EEFEMAE ) TEH , FHRITUATERE

a. HEAGBEHH K WARRUEEF , fliinsk-tutorial-role,

/A Important
wEARKN , HESUTER

- AEBMELNRIBLIERE—H Amazon Web Services I , F B FREER K/
EmEBE—,
flan | FERF RIS PRODROLE 1 prodrole AR, HAGBZHERET
FAHEEN ARN H—00 , BEEHREXSANE | BERYACEHERFE
FEEFERE (FlM, £2FHE ) K AREHRTFTXSKNE,

- BIEAGRE , BT EFRBZACGHNEN , RAEMSATELSIAZAR,

b. (W& )XNTHR , mAABHHEER,

c. (Wi%)ERBLACHAGMNR, BESR 1 ERAEEARISR 2 . FINMNRBS , &
B,

d. (™% ) RTHERE, ALHZERAE | BEEFNFFZINRENNOEXFINEZ, 6
wm, FRAMNBEXNNENARRINFZE. ProductManager John

BXEARINEZER , S IAM AP B H M Amazon Identity and Access
Management &REIRE .

7. REZAR , RFERUIERASG,

T—%
S 3 : BIRE S I EA
SH 3 SIBREFRITE

I A EM Amazon MSK WL SRR |, BIZFFimit &AL, AT LAGER L P im it S AL 812 & A fE
BENER, AEERL , £FEE MSK S5 XK VPC RelB it E A imit &4l , SUERFim e B
BYNEZDIEE,

BIREFIRITE

1. IIHLSE EC2 #1Hl& , Mtk Ahttps://console.aws.amazon.com/ec2/o

BIRE R E 9
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2. i%&# Launch instances.
3. WMAEFFRITENAZH , Hl0 MSKTutorialClient,
4. NTILSHYLEFERE (AMI ) EH | 14&%EH Amazon Linux 2 AMI ( HVM ) - A% 5.10 , SSD %

5. RE 2.micro SAIZE B3k R,

6. HEHAXN (BXF)T , RRUEFRHEAN, NBHEAXNBMEA MSKKeyPair , RFEE T HFH
o MEHh , EERERAINBZERAN

7. BASREAEEND  REEREEDSR 2 : 6 IAM AEHeI2M IAM A€,
8. EEEHEH,

9. ERERXN. RF, BX2E T , EREFNRFXRENZEE, EHARFLEEN D,
LUEEEER

10. FTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2#1&,

1. ESEMERD , BEL2A, KE ID REFE the section called “BIEEER L E4A.
12. EAUEMMIETF £ | ERHREALEAN,

13. &8 HAN,

14, EFHAN S | ZFBREIGHABERE. ERINE-NFED , 2RFEFRITEINRZE4A,
REERHEFHRITENEMEREEEHNE,

15. JEREAN, NE  FENZ2ATUEIRXEFFARITENZEEANRE.

I

T—5%
_l.]:

S 4 : £ Amazon MSK £8P a|ZFJ

\|

I8 4 . £ Amazon MSK 86| H

EFFEER Amazon MSK Bk SR | BEEZRFIKITE N EZ % Apache Katka BEFwmEMNTE |
REBETHE,

/A Warning

AHEFEAM Apache Kafka A SRR RO, BUEFERE MSK EF R4 E K F - iRwAR
R, BRRBRARIBARSROELEDREMKRBIFRES.
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B, MSK SEEHARA

1. BI{E https://eu-west-2.console.aws.amazon.com/msk/

2. % MSK £E,

3. EEELKER LA Apache Kafka YRR,

4. FEHEFH Amazon MSK RESEHIBEMRNESR 3 FREM R

EEFRITEI LZER

1. ITFLS¥ EC2 #41A , Mt Ahttps://console.aws.amazon.com/ec2/o

2. ESMBERT , EFEXH. RAFEPEE TR I QEBEEFFIHITEN PRBRNEFIBRITENER
SN EIRE,

3. 1%&$F Actions (R1E) , R/F%ER Connect (E#), ERBEHAPHRA , EEIENEFIRITE
Mo

4. BRETUTHSEEFFHITEN LR Java .

sudo yum -y install java-11

5 BT T@HSETE Apache Kafka.

wget https://archive.apache.org/dist/kafka/{YOUR MSK VERSION}/kafka_2.13-{YOUR MSK
VERSION}.tgz

® Note
MREFLEERALDTPEANGERIEIZIANGRIER , WA Apache W¥h LikFHE
R BRI o

6. ELE—LTHF TAR XHTHINEFZFHEITATHT.

tar -xzf kafka_2.13-{YOUR MSK VERSION}.tgz

7. #3Z kafka_2.13-{YOUR MSK VERSION}/libs B , AEE{TU TS TE Amazon
MSK IAM JAR X4, Amazon MSK IAM JAR it & Fimit &4 0] L5 R &£ 8%,

wget https://github.com/aws/aws-msk-iam-auth/releases/download/v2.3.0/aws-msk-iam-
auth-2.3.0-all.jar
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FEALGS , BEAUTEHEHRAEN aws-msk-iam-auth-*-all. jar.

8. %% kafka_2.13-{YOUR MSK VERSION}/config B, E#IUATEMHREH FERMBIF
X, AXH client.properties @& HREH

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler

9. 7E https://console.amazonaws.cn/msk/ ¥TF Amazon MSK & &

10. SREEHIRSENED, ii—IﬁE%?—,ETEIL THREE,, ERBRNESE , ARERER. X2
HEEISETERHERHENT

1. RREEFEFRER.
12. EFABRIANERFZNTE,

BRABNMMERE=RR. EUATHIRY , LRFE—MMERR.
13. BITLAR@® , BootstrapServerStringBNBEL—SHFRENVARBIRRZ—,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-server
BootstrapServerString --command-config client.properties --replication-factor 3 --
partitions 1 --topic MSKTutorialTopic

MRHERI , BFEELLTEE : Created topic MSKTutorialTopic.
T
HSIR 5 ERFERABE
HBR 5 A AREE

EFFRER Amazon MSK Btk SR | 4 BN B EUE,

ERMERFER

1. BITUTHSUBIEHE AR BootstrapServerStnng*é?ﬁUJ!&“\EﬁULIuﬂFé’i SH4E
NAEEFHS, BXUOMAKRNEREFFRIOUEA , iS5 Getting the bootstrap brokers for

an Amazon MSK cluster,
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<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --
broker-list BootstrapServerString --producer.config client.properties --
topic MSKTutorialTopic

2. WAFTEMNETHEE , REIE Enter, EERTHIRFAH=", BXMA—1THIZ Enter i ,
ZISEREMAEE XX R EH Apache Kafka &,

HEFEFRITEINERRET RS  RAREFEOFIFEZITENNE N EREE,

EUTHEH, BootstrapServerStrlngﬁéiﬁéﬁZHIJﬁ'cT?—E’JﬁEKZIK EERFRH, AL, B0
BHAEFERSE  ERAEFRITENNE - MNEZEETUTH S,

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapServerString --consumer.config client.properties --
topic MSKTutorialTopic --from-beginning

TR B2 BT R R A4 LB S AR

5. EERSEEOPRAESZHE  HIUEHEHEE REFEHASIEQH,
T—5%

£6% : FHATL® CloudWatch &2F I &% MSK 18%5

£ 6% FHITS® CloudWatch &Z2F T &% MSK 15#r

T HEEATDH MSK' NX—$F | BEEFLS#HFHHIT S MSK $§#5, CloudWatch

ExEPEZF Amazon MSK #E#r CloudWatch

1. §TF CloudWatch #£#l& , it R https://console.aws.amazon.com/cloudwatch/s
2. ESMERP | ERIER.

3. BEEFTAEEIF , AFiEE AWS/Kafka,
4

BEEERBRIIMIEFR , Bi%#ER Broker ID, Cluster Name (R ID , 8 &), W TEHRIN
1B#R , 1EI%#R Cluster Name (BB E ),

5. (Wk ) EERERT , ARSITHENTEEER , REEAXLIRESRRZ CloudWatch Bk

HBR 7 BIERN AHAE 612 RY Amazon IR

EF Bl 13
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ST BBRAAREIEREMN Amazon BIR

HITIRER Amazon MSK & fE—H , BEMBRANAHRECIZE MSK £EMNEFF iwit &4l

Ef BRE R , B A Amazon Web Services Management Console

£ https://console.amazonaws.cn/msk/ 3T FF Amazon MSK 2 &l &
IEFREBNER, Bl , MSKTutorial &8,

%% Actions (181E) , AA/F1%$F Delete (HIBR).

L S# EC2 #2414 , Wik A https://console.aws.amazon.com/ec?/,
ERERNEFIRITTEN LIS , $I20 MSKTutorialClient,
EEEFPRTS , REEFL A,

2 o

BB IAM KM B &

£ https://console.aws.amazon.com/iam/ 3T FF IAM 2#| &,
ESEMERSD , EEAE,

EERED , MALATHELEN IAM BEHNER.

ERAG ., REIEERERAEHEIAER.

ESMERD , EEERK,

EERED , MALANTUECNENRBEHEN,

ERR , THERBENR. EXBOBMENE L |, EEMHRERK,
%% Delete ( MiBR ) o

© N o g kw0 DN~

Amazon MSK By T{EJRIE

Amazon MSK 2 —I T £ EM Apache Kafka fRS5 , ©E A AR RBFIZ1TE A Apache Kafka &b 38
RBBEANARER, NEERHNEESTHEBAXAR T H Amazon MSK By T/EJRE LA K tn{a 7 M A
BRFPAEMER Amazon MSK,

BAATME , Amazon MSK £ 7 —/ N E2£EEM Apache Kafka 5£8 | iZE B HTIE & FIRME,
AmazoniX IR & LR B OB E EC2 K4l, BEMBZRE. B Kafka RERHPITHELTF IS
MR, BAILEETHENARR |, it Amazon MSK RAMEEA 2, Amazon MSK £ B3 Bl & &
ENitE., FRANEER , HREEIT R, SUAMNREZRBEIE , LEBRKREN Kafka £5
ASASETR. &NEEEET Amazon MSK By BA M AR INAER CREERKENAREF,
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EEENTEE LS

Amazon MSK EE 2R A U EIKF R elZH EE Amazon MSK BiR. AT W EBNENARTE
TLHY Amazon MSK #84, BXRAIUTE MSK £EE ERITHAMERENTIIR  FSRUTRE :

o XLEXiHAE : Amazon Web Services Management Console
* Amazon MSK API| Reference

* Amazon MSK CLI Command Reference

£l

- B MSK T B E R

+ B Amazon MSK £

 HE#EZF| Amazon MSK TfL B E &

+ JREX Amazon MSK &M 5| SR E

« ¥ Amazon MSK T fii B K £ 8

« EH Amazon MSK £EEMNZ iR E

« ¥ & Amazon MSK EEHHREHE

« M Amazon MSK 8 BBRNRE

« A Amazon MSK £8P EREREFHELE
« EH Amazon MSK EEARE KX/

 7£ Amazon LinkedIn MSK _tf# /] Apache Kafka By 2 &l R4
« ¥ Amazon MSK £ EE

« B3 Amazon MSK EHHWRE

+ 71 Amazon MSK &/ MixE

« EBEF Amazon MSK £&

- MIBR Amazon MSK T fii & K &£ 8%

B2 MSK TS & /Y &5

/A Important
PIEERE , B EE R MSK Mk EEEH VPC,

EEENMEEER 15
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82 MSK MEE&EE 2l , BLFEZEHMAE ( Amazon Virtual Private Cloud VPC) #1£iZ VPC NigE
FM,

FNFEEFES (MABEILILE ) HXWIRERLE , REEERINMNTENTAXHREARNFM,
M Amazon MSK WERXFH , BAUEERB=NFN, ZHNFRLTYTFRBATAX
F, XTF Express R , BFEEE=ATEANTAXFEA=NFM, HE0IE MSK MEEEE
Bf , Amazon MSK £ RET K59 7B RFEEN FM L,

F

- {EAAIZE MSK Tl E#YEE Amazon Web Services Management Console

- ERABIEMEERN Amazon MSK £ Amazon CLI

- EABEENX Amazon MSK it & 6|2 — MSK B E# &8 Amazon CLI

- f£/ Amazon MSK API &3 MSK Tt & £ 5

R BIE MSK Tl E /R Amazon Web Services Management Console

EBRERTEARHNEEN IR ETAE MSK MEBEHNENES. Amazon Web Services
Management Console& 7] LL7E A% 2 H %1 Amazon Web Services Management Console 3R 82
ThRGeREE

1. %Ehttps://console.aws.amazon.com/msk/ZR$] FF I 5 i# MSK 2 #] & ? region=us-east-1#/
home/,

EROEER.

NTEFHUERE , FEFEEENLGE,
BEE—MME—BETEY 64 M FRNERFE T
NTEASHEL , FARCTMEFNERFRE,

EBREENRE LZ{TH Apache Kafka WA, E&EE & Apache Kafka lRZAR X Amazon MSK
THEEM LR |, B L “EBRAREM

ERERELLHHINELRLCHELHRE,
8. REEHMNITE, NENF#ER K LERATEFNKEXRND, RIS MSK 2L/ KE ,
9. EEREAEIMIXHE, RELZAFEINATHRTIRIREESHTAM,

10. EELFHLE MSK EBNTAXFHRZHNRERE, SMNTARNSENMERSINTAHAK , 810§
BHNRNMMIEHN30M , ZooKeeper& TEEN B RNENKRaftBNEE 60 MUE,

o gk~ w N

~
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11.

12.

13.

14.

15.

16.
17.

18.

19.

20.

21.

22.

23.

24.

25.

(INRIFERE ) EREFLEEHHAENNRTHE, QBRERE K SXIERPEHBIE. BXF
N ExpressZ 4L A EB1ZM,

({XBRIFERE ) RESERHREBERD (KX ) |, BAMEEEMENTEEFHE
HE, ESALIED , FH x86 EFRE R/ ( EHIKD ) kafka.m5.4xlarge REK , RETF
Graviton #)S5fi%4% kafka.m7g.2xlarge RE K., HSH 2727

({XBRIFERE ) RFEFHFHERED , BXIR EBS FH 2 EFM# M EBS ik, RELL
ATREELREETFMH,

MELERENEAFEAEAENEREE (RNELCLXRETEREE ) , FEBE—IMEE. BN ,
&R LAER Amazon MSK BUIASE B E 0 ZEE . BX Amazon MSK EEEWEE , BZ M the
section called “@L AEE",

ii?%jt_ﬁ;_o

FFBMRE” , BRERATEEHN VPC,

BREZZHERNXHEE  BENEEFRERENTARMNFN, MFEERS ( MAEELIL
2 ) e XWIRHELLH | BREEEFRNTENTRAXFERARN M. £1RH# Amazon MSK I E
RXEH | BUALUEERE=NFM, BN FRAANTARRINATAXH, XFF Express {LE
BEEE=ATEANTARRFERA=/NFM, £612E MSK B EEAT , MSK &K ET 215
S mELEENFM L,

BU UL EmERFRNEHNHRNBEN —NIZALLE (W, ERHRITEINZS

H), MRBIEESEAZNZ LA NS RBRREEEFEHAECIINNR, BE4AKE  BFEE
ec2:DescribeSecurityGroups MR, E#EZE MSK £,

ii?%jt_ﬁ;_o

EBREHEMNBREFHSEMMNZFRE , ATEERPHEANREBEZBERHBEN N EH#ITNE, BXE
Z{ER , 55 M the section called “Amazon MSK 4& #i F 123",

EREATNHBSHEN KMS R4AKE, BXEZEE |, i5Z R the section called “Amazon
MSK 85",

ii?%-lt_ﬁo

ERFIENKENFRES, EBRRELBIREBNIERE, BXEZEER , 15 the section called
“ajmeERY’ . WO CloudWatch, Prometheus . Broker H B EMI SR ERIFE , REIEET—
%,

EEEHRNEE, SUUBELT®EL—FSREE P REAFRERREAEREE , EETE
BRREXFIBFEEFHRE, WRIRELH , FEZRCIEREH,

EERPBENEL  EPEBRS, £ Amazon MSK B &EE T , MAMNEEQET HES, Y
RARFEEE , BAHERZIIER, XxEHRSNEZELR | SR 7 H MSK Tl E W EEIR

N

VAR,
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https://docs.amazonaws.cn/msk/latest/developerguide/msk-tagging.html

Amazon Managed Streaming for Apache Kafka FERARER

£ A0 ZETRE B/ Amazon MSK £8 Amazon CLI

1. SHIELT JSON A FHERFEXHH, FHX#HamE N brokernodegroupinfo.json, F JSON
IDs FHFREBR AN EENFRXNBHE, XEFMATANTFFRRNTAXS, "Security-
Group-ID"EBNEFE VPC I — P RENLLAMN ID, EXLERTLAXRBKNEFIRAILLE
FIE#H, IREEESEHENGLA  NXABREFEEXNEMNONR, BE4kE K £FE
ec2:DescribeSecurityGroups R, BHXTRHI , HSH Amazon EC2 : RVFHEIEFIE L
HEAXNEESHE VPC XM Amazon EC2 ££ 4., &5 , HEHEH JSON XHREFEE
Amazon CLI ZEMITEN L.

{
"InstanceType": "kafka.m5.large",

"ClientSubnets": [
"Subnet-1-ID",
"Subnet-2-ID"

1,
"SecurityGroups": [
"Security-Group-ID"
]
}

/A Important

Xt F Express RE , BREEE=ATEANTAXHEA=ANFMN, EHFFTEENTAE
FAEMERIE %,

NFEERI (MAFERLILE ) wXNIELLHE , BFEEERNTRENTAXPFERA
ANFM, E£RME Amazon MSK WERXFH , BALEERI=NFM. L8 FMLH%
FANTAENTHEXF, EOIZERN , Amazon MSK FE&IEER F M2 B F19 49 B A E

-+
=

2. 1E{RTFbrokernodegroupinfo.jsonX#H B FRFEZEITELT Amazon CLI &% , "Your-
Cluster-Name "B RN IBIRBNENR. I F "Monitoring-Level" , BALIEEUAT=MEZ
— : DEFAULTPER_BROKER, ZXPER_TOPIC_PER_BROKER, BXX=ANTREALERIINEL ,
HZ 27?7, enhanced-monitoring ZWME WM., WRAKRE create-cluster M HHIEE
ZZH , WL FIBEIN DEFAULT,

BIEEE 18
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aws kafka create-cluster --cluster-name "Your-Cluster-Name" --broker-node-group-
info file://brokernodegroupinfo.json --kafka-version "2.8.1" --number-of-broker-
nodes 3 --enhanced-monitoring "Monitoring-Level"

ZaSHH BT JSON FR7R :

{
"ClusterArn": "...",
"ClusterName": "AWSKafkaTutorialCluster",
"State": "CREATING"

}

® Note

create-cluster B ARELIREEIR , BR— IS NFRIBENTARTZ X,
REKMPE R , ZERSERTEIFNTAX, BRI ERAFAZIZEFNTAHAXHN ¥
M, RIEEiR create-cluster %,

3. fRTF ClusterArn #M{E , RN EEEZRT ENEFMITHMBIRKE,

4. BITUTHSREEEEMN STATE, 7(£ Amazon MSK FRiE & &8t , STATE fEM CREATING &H
ACTIVE, HIRAN ACTIVE i |, BENERFER, EXREFHRESNESZEER , 5SH 7# MSK
B B R EBERS .

aws kafka describe-cluster --cluster-arn <your-cluster-ARN>

5/ BE X Amazon MSK BE 82— MSK Tl E#YEEF Amazon CLI

ﬁ?% BEMX Amazon MSK ELE A R iS22 X LEENFEE , S the section called “Z48 A EL

0

|

1. JFLLTF JSON REFEBXHF | configuration-arnBMANBEA TRIBERNEEH ARN,

"Arn": configuration-arn,
"Revision": 1

BIEEE 19
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2. 1&81T create-cluster P H A configuration-info ETEEEE L —SHFREHN
JSON Xt RHIMT :

aws kafka create-cluster --cluster-name ExampleClusterName --broker-node-group-
info file://brokernodegroupinfo.json --kafka-version "2.8.1" --number-of-broker-
nodes 3 --enhanced-monitoring PER_TOPIC_PER_BROKER --configuration-info file://
configuration. json

LA Riz4T e an 5 Ja 89 B 20 WE B2 7R Bl

{
"ClusterArn": "arn:aws:kafka:us-east-1:123456789012:cluster/
CustomConfigExampleCluster/abcdl234-abcd-dcba-4321-alb2abcd9fof-2",
"ClusterName": "CustomConfigExampleCluster",
"State": "CREATING"

£ Amazon MSK API 612 MSK Fifit & &£ &

Amazon MSK APl A FEZEBZEM X ER ERBEH AT LUEES N ABNEREMN MSK Tl EE
2238

EFH API 8122 MSK Bl ERVEERE , SR, CreateCluster

5 Amazon MSK £&

EIREX Amazon MSK EE M 5| SNRE , BEELHM Amazon B#IREF (ARN ) , MREEHIZERH
B ARN , ATLUBE S BB EE KK EIT. S the section called “FRELE| S 242 A7,

F&

- ERAIHEE Amazon Web Services Management Console
- fEAZIHES Amazon CLI

- £/ API B ER

R %I HE B Amazon Web Services Management Console

E3IREN Amazon MSK &M 5| SRE , BEZEFHMN Amazon BIREF (ARN ) . MREEEZER
B ARN , ATLUES S HF B EB KK BIE, BES R the section called “FREVE| S E L N7,

PR 20
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1. B FZHfEhttps://console.aws.amazon.com/msk/ZRF FTF Amazon MSK #2#|& ? Amazon Web
Services Management Console region=us-east-1#/home/,

2. ZREFTHKFS TIHXEBNAESH. AREEFHFAGENEFNEN,

£ 1 51| H &£ 8% Amazon CLI

E3IREL Amazon MSK £85I SRE , BFEEHMN Amazon BFEEM (ARN) , MIREEBFZEFH
B ARN , ATLUBE ZI HAFE EB R EIT. 155 the section called “SRELG| HF L L A7,

aws kafka list-clusters

£/ AP 5 B &

EIRE Amazon MSK &M 5| SRE , BFEELHK Amazon BREM (ARN ) . MMREEHZERH
B ARN , ATLUB S HAr B£8R K EIT ., iBES A the section called “FREVE| S L L N7,

EFH API 5 HER | S HListClusters,
E#EE] Amazon MSK Bl ERYEE 8

BRIMBRT , REYEFIRESERNMNTE— VPC 5, i1 aEnEZER. RIABERT , 8
Kafka B iw%F MSK Bl EEF 2 BN EBEEHRAEN , ENRBBEKEZTLET EEBRMEH,
ENESEB N TE— VPC FMEFimiER T MSK Provisioned 8 | EHREFNLZHEEZRE
BEFREZEEARENAERAN, EXREXEHAMUNER , BSRZLAAN, BEXNANSEFMLT
[E— VPC A # Amazon EC2 =415 R £ K Rl , S Hthe section called “FFiaE A",

(® Note
KRaft TTH#IEE KX MSK Express RIBFRsEE 6B AF BUSERMA HiF R,

ENEH VPC 2 ANE FimEEE &/ MSK B EKE , BZRMEE Amazon By VPC RERFSL
EBREIT IR

FB
o JEEX MSK FRELE EFHHY N 15 7] AR
« MEEM VPC WEF Amazon {B S8 E83# 171514
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https://console.amazonaws.cn/msk/home?region=us-east-1#/home/
https://docs.amazonaws.cn/msk/1.0/apireference/clusters.html#ListClusters
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules
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TFEX MSK TR B &8 #Y 2 H 175 R FR

Amazon MSK R IF&ERTF 5 31E1T Apache Kafka 2.6.0 RE S R4 MSK Bl BEEHNRKEN L
FiFENR. HTFRELER , BECNE MSK £EBENTETB AR BTRNR. B2 , BUUEHRNEE
BUBEHETHATF R, BEAUGIE—NHER  AENEH#TEN , FHAHRITFIAE,

WA LAFF B3 MSK BN AR IGRINE , TEXRNEFNER  ERHEEFHNBRBEEEX[inE
Amazon WEEER A, EXENMWEE , BESE Amazon EC2 #HEEN

EF FX MSK Provisioned £ /AR FHENE , FEEBRZERFEZUATMESRY

- BEEBIXBENFRLTNRLNEFN, BIMNEBFRBE—INE2XENAE IPv4 itk , AF IPv4
Wt EM I Amazon VPC EMM A EHAR. XEWE FMLAMEGXBENWBEHBARIAEE T BRRMMN
Ko BxUABIEZMEREERNMXWEL , HSH Amazon VPC AFEREFHNFEREBRRNMXE
A VPC EEMifal,

o REFHWUEM T RG] LM FRARS , HESRMEDTF BT HRIERSIA EZ—  SASL/IAM,
SASL/SCRAM , mTLS, BxMAEFHERFHMN G RIEHIFENER |, BZSHthe section called “E#
Y e

- DAFBEFHANMNE, FERRERVNEBERNNIRINEE., X TFTEEFHPHMBL T ARSH 6
BNEE  TAEANETFENE. Hit , ¥ TFEEFEPNMEL FARSHOIENES , TENEF
BaRiERNER,

- REMEZFH2ZBNEXXRELTXA, BXEHFENINAXANEER , FSHthe section called
‘EMERLE

- MRLRFEAHIZE SASL/SCRAM = mTLS WhEIR&1 5% |, NAF R EEFIRE Apache
Kafka, ACLs ACLs NEBHIZE Apache Katka /& , BEMEHNEE , TFZEFHNEMIE
Ballow.everyone.if.no.acl.foundX false. BXRMAEFHEHEBNELR , FSHthe
section called “WIEE BRI’ . MREFEFANR IAM TG REEH HAEEZR ARCEREREHMRK
% , 1§25 the section called “IAM 15 [E]#2 %", B> Apache Kafka H{E S ACLs , iEZ[[. the
section called “Fi 1H & Kafka ACLs”

HEEBR MSK £EFF R LAY HNEKEE |, B LLER Amazon Web Services Management
Console Amazon CLI,  Amazon MSK APl B A HFRIMNR, FEEFEHNAHRFRMNRE , B
REKRM— MK SREFZHFER, EXRRNERHSISRENEE , BSHthe section called “FREL5|
BR8N,
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https://docs.amazonaws.cn/vpc/latest/userguide/VPC_Internet_Gateway.html
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/A Important

BRT B HIBRRA Zgﬁﬁﬁ%ﬁﬂﬁﬁééﬂﬁﬁmﬂ)\ﬁm |P stk 3 4723 $£ 175 8] 49 A 36
TCP MM, At , BWEBRARETHRKIEEXLEHAN, BXLZLEMALRNNESR , FSH
{Amazon VPC AF{5m) EFE’J B VPC L2, BXIwOS , 2 the section called
“wOER . BXRUMAEREFLZEAMNA , B the section called “BZ £ 4",

(® Note

MREIZEBLUTRBFBLARBRNIR , BHLEHREE | FSH@the section called “ToiET
B EFF a3 A H G RNREHEE

EREF AT B L H B ENR

1. B FHEhttps://console.aws.amazon.com/msk/Z F T FF Amazon MSK #&lA ? Amazon Web
Services Management Console region=us-east-1#/home/,

2. HEEBRIIKRYP , EEENHEFBLHTENRIES.
3. GEREMEI+ , AERIMZRERD.
4. EERRELHLTERNER,

FERFE LA H I RPE Amazon CLI

1. J1Z4TLAT Amazon CLI %% , A&ClusterArnBCurrent-Cluster-Versionfy ARN F14
BIRAFRN, EEREFNYBIRE , FFEHADescribeClusteri®&E=} desc ribe- Amazon CLI
cluster a8, RAIMRARZE KTVPDKIKX@DER,

aws kafka update-connectivity --cluster-arn ClusterArn --current-
version Current-Cluster-Version --connectivity-info '{"PublicAccess": {"Type":
"SERVICE_PROVIDED_EIPS"}}'

Z update-connectivity AT JSON REIFT R,

{
"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",
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"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

(@ Note
ERANHTHRNR , EEAKLE Amazon CLI %, BRAFAUTERESR

"{"PublicAccess": {"Type": "DISABLED"}}'

2. EIRBupdate-connectivityBRELR , BIETU TS , ClusterOperationArnBHRA1E
o FIREH ARN, update-connectivity

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation an S H ML JSON RAIFF R

"ClusterOperationInfo": {

"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2",

"CreationTime": "2019-06-20T21:08:57.735Z",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "UPDATE_CONNECTIVITY",

"SourceClusterInfo": {

"ConnectivityInfo": {
"PublicAccess": {
"Type": "DISABLED"

iy
"TargetClusterInfo": {

"ConnectivityInfo": {
"PublicAccess": {
"Type": "SERVICE_PROVIDED_EIPS"

Connect 3% MSK Filii BRI £ 24



Amazon Managed Streaming for Apache Kafka FERARER

}

N—

R OperationState HY{EN UPDATE_IN_PROGRESS , HE&F—BrtE , AEBXET
describe-cluster-operation @,

£/ Amazon MSK API 7 B 22 #7584 FR

- EFAAPIFEHXAEFHNAHTFRINR , FZHUpdateConnectivity.

(® Note
HFZ£ZER , Amazon MSK R 1T A8 Apache ZooKeeper 3 KRaft 2 #2511 =Ko

MEEH VPC AEF Amazon B SR 1TIHR
EMNEEM Amazon VPC I Amazon B EREEE] MSK 58 | AL LA T %I,
Amazon VPC X & iE ##

BENEEEH VPC FEMN VPC EHEFEN MSK £5 |, Bl ERE 2HIENFiERE, VPCsAX
VPC WEFEZENER , S Amazon VPC WEEEERE,

Amazon Direct Connect

Amazon Direct Connect B FR AR 1 FIKAZLER 10 FIKAL LA P HLT BLERF Amazon &Y 2 3 R 45 4%
BEEZME, BN —mEETENEARE , 5 —iwiEEE Amazon Direct Connect B 2R, Bt
EERE , B EZEMEEE Amazon =M Amazon VPC WERIED |, 3 MEREHNEBMRS
R, BXEZELR , 3 H Amazon Direct Connect,

Amazon Transit Gateway

Amazon Transit Gateway 2 —I R 8B [ At M 4& VPCs R HY 2 ith R 48 152 B 2 AN < Y R S5
B EA Amazon Transit Gateway®{E & , S HAmazon Transit Gateway.
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VPN iE#

B LMERAUTEZRNER VPN ERBIER | F MSK &M VPC EEIZEMEMA, : VPN iE
¥

REST {3

&R LAFE SR AFAY Amazon VPC Iz {TRYSEAI E &% REST K3, FA REST KE , tIZB[NER R
R IBE HTTP APl BREEEBER.

ZXE% VPC E#

BUR M #5#R 7  T AR XA 24N X8 VPCs AYEEGE - 2 X% VPC E i,

B X% VPC FABEESE

EATF Apache Managed Streaming Kafka ( Amazon MSK ) £&#/% VPC #AH3%E$# ( B§ Amazon
PrivateLink ) Rt %% , ZUEELER ERIWFREEFREMUFAE S () MK~ P B Kafka &7 i
(VPCs) f Amazon ik P iE# 2L T2k MSK 5£8F.

#EZ [ Single Region multi-VPC connectivity for cross-account clients.

EC2-Z2HM L E=H
WEE MSK B XEMFEHT L7 EC24 8 EC2 MEZ T L #h 3 4l,

SN EC2-ZHMEENREA—UTRERTS E,

B XK Amazon MSK % VPC FAH &

EFF Apache Managed Streaming Kafka ( Amazon MSK ) 58 #9% VPC FAEiE# ( FH Amazon
PrivateLink ) 2t %5 , ZIheEE LB BRbFREETTREMURE S () MK/ Kafka &7 i
(VPCs)  Amazon ik P iE# 2L T3k MSK 5£8F

ZVPCAEEEE—HHERNMRAE , AIE{LE VPC MBEKFEZENMEEMRE, FF 5L
B iE#EEE] Amazon MSK 5% | PrivateLink EF A B REREFE Amazon MERN, EHA TS
MSK £8 M % VPC B EEER TFE A Amazon MSK B9 Amazon Xig,

E 3

- 4 E% VPC EEE?

- % VPC PAEEENKS
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- % VPC FAEEZENERFRHF

- FEAZ VPC FAEIERE

- BEHERLNBNAR

- %5 Amazon MSK £ EVEER VPC E#E
- MBS Amazon MSK EEHIEE R VPC EE

« % VPC FABEEZR R

fr 4R % VPC R EEHE?

Amazon MSK ¥9% VPC FAE B —MiEEED , ATAFREEETREMREST (VPCs) M
Amazon Ik ) Apache Kafka B F imiE#ZE MSK £,

Amazon MSK B £ & X ELEKFFE, XERBATERMEEDHM Amazon KFETFES
MSK S8 T A EENR,

% VPC PR EEMNMS
BHMEEMRSRML , £ VPC RBEEEEFUTLIME .

« A LLBEZIHIT Amazon PrivateLink B RS RNIZEE

CAY IPs TEEEZBHITESE VPCs , NI LT EHIP SHM VPC EEB RIS RERNWIIEES
IPs, EZNXNEHEMBHRK,

BRI LAERER T MSK SEB SR RKMKE LHLE Amazon IKFBARIRES MSK £ENEKFHLE
T, BRKFEERATUANNRERSEENAGTIAS, 35 IAM BFR RS HRIE—BERN , &
to AT BAGE A SR A RIS N R MV B P In B E U Kafka BB EAREI IR,

% VPC PR EEAER MR H
FEREBTE VPC RAEEZEN T MSK £ EX !

« 3B Apache Kafka 2.7.1 REEMRAXEFS VPC AAEER, HHRS USK EEEEFEANERAE
FPin#zT5E£8# %A M Apache Kafka M4,

- ZVPCREEEIREMEIIER IAM, TLS # SASL/SCRAM, RZBRRIINERTEFERAS
VPC FAEE#E,

- MRRFEAKZE SASL/SCRAM 2 mTLS T E#ERFI % , MAB A ERZE Apache Kafka,
ACLs B % , NIGMERRE Apache Ka ACLs tka, ARG , ENERMNEE , NEHENEY
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allow.everyone.if.no.acl.found REXN falsec. BXMAEHEHMLENELR , HSHthe
section called “REEBRE" . MREFEANE IAM 17 EEHHEEN ARNKRERETRNE
B , 25 the section called “IAM T3 [RI#2 ", B} Apache Kafka BI{E 85 ACLs , 55, the
section called “Fi1H & Kafka ACLs”

« % VPC FABEEF X t3.small KHIZKE,

o AXEBE Amazon X% VPC FAEERE |, NXEFRE—XFHRH Amazon P,

- EREZ VPC ABEE , ENEFHFRBELTNESEF FRREMER. BELABREF KT
MERFEFMH A X IDstEE.

« Amazon MSK A% #5 Zookeeper 1 5% VPC FAHIERE,

FRERAZ VPC B ESE

=

x
« SB1 . ER, AR MSK EB L, REE LN IAM BHRIESRF B Z VPC E#E
o S22 NEBRMINE MSK £5

- BRI ATHERFIRITERN VPC EENENKF AP #/E

Nil

‘.F.

AHRERA —NELHNAGERRE , RBWMEERZ VPC EET Apache Kafka & P is M\ EEFHY
VPC A AmazonfB A SR E hIEE T MSK £8, WEIBEREKFAFASINEFRELE MSK £
EX VPC EENEE , SFEMENEFHNR, ZEBEEER MSK £#MEEE MSK £EH LFH
PrivateLink 1% , Hi&F 5 HRIE S RKBHF LR TTE,

EAHENTEBOH , RMNEEERTHROIMNER, XAFEREENRTHTIRE MSK £&
& P i 3K A5 B ME — 3 T

LRGN EEENT -

- BIKF AP (Kafka P4 ) fl MSK S8 TR — Amazon M&/XEH , BEFRNIKSH :
- TKF A Y MSK &8
- I/ B i Kafka & F i

- BIKFRAFEER IAM S HRIEARIAZFEEE MSK £,

RYEMRIEE —/MEA Apache Kafka 2 2.7.1 RESMASIZHTRE MSK £8 ., EFREEIRE
ZHl , MSK B X4 F ACTIVE RS, NBREENBIEEXSEN , FFEAS VPC EEREX
EEIEFENEFIRNERASERFREMN Apache Kafka B8,
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TEREEE 7EZEITRE Amazon IKF R E FiwAY Amazon MSK % VPC E#EEM,

Eﬁ AWS ACoo AWS A
Priva
k
1000.0.10
10.0.1.95
100225 .:
Armazon MEK Amaron MSK managed

VPC connections

BB EKRKF, AW MSKESEL , REHLN IAM BHRIESFRAF B Z VPC EHE
MSK E#FIEEEEXE MSK £HBIBHLA T ACTIVE REBEEZEFH L#HTEREIRE.

EEMBEEENRESEH LA T EIRSNEMFARIESR , ELATF ACTIVE RENEFLTEZ
VPC FAEEE, XATLAER UpdateSecurity API 3% MSK #2#| AR TEM. IAM, SASL/SCRAM #1 TLS
BHRRIEARTEL VPC FABERE., TEARLEGMRIINEFSAZ VPC FABIEE,

MNTWAH , EEEFEFEENEA IAM FHBIER R,

(® Note

MRIRENF MSK & H B #FEH SASL/SCRAM B/ RIEAFE , FBA Apache Kafka ACLs /&
% BHNFEW, allow.everyone.if.no.acl.found=falsell Apache Kafka ACLs,

HEBEHZ VPC MAERIRERN , Amazon MSK 2B RETRRFER , UEMNKRERE, TR
HBREAUERZSEE 30 7 HREKE., EEIMERN , BT ENEFRTHBER,

FERZEFAEAKF AFNEEINEESHRITEARFEZ VPC
ITFF E B FTE K P https://console.aws.amazon.com/msk/BY Amazon MSK 2% &
ESMERN MSK &8 T , EREFHUE RKF PHERSIX,

1
2.
3. B“BRENZ VPCABEEBENER. SBHLTLT ACTIVE R3S
4, EREBRBEMEDF , RAERIINERE,
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5. ERRBETHAXRE A ARFEEFEZ VPC EE,

6. ERENMEHTEN RIS HEFHRIERE, XTHAM , FEEET IAM B8NS 4K
iE,

7. ERFREER.

Example -#£ UpdateConnectivity 528 5% VPC FABEESHRIES R AP

R MSK ZHIANEBRFR , BAILUEEA UpdateConnectivity API FFiE % VPC R B ERE |, H1E7ES
ERIEESOHRISR, UATREAETHNERTET IAM SORIESFE

{
"currentVersion": "K3T4TT2Z381HKD",
"connectivityInfo": {
"vpcConnectivity": {
"clientAuthentication": {
"sasl": {
"iam": {
"enabled": TRUE

Amazon MSK A ZFAEEEAMENMEZEMIER. Amazon MSK 2 A HEENEEENE S KK
FRAGE—AFNSISFREBRR. HEE , AXEHRIIFREFXIESZ VPC FAEIERE,

SR 2 FEFREEMINE MSK &5

EHMEEULUNERER (MR ETRRNERR ) MNE MSK &£8 | B#EEHSFEZ VPC A
BiEE, EERRARTFEFWMNEMIKFIHRIEFHNNIR, FREEHKXIK A , FEENENIAR
MSK EE MK MK ID. 1§55 How Amazon MSK works with IAM,

SRR E LA R R INE MSK 5 |, ZRBCHRENKS B hVEKS A REERHN ISR
B ARRIKS A PEY MSK B AT THRE -

» CreateVpcConnection
» GetBootstrapBrokers

* DescribeCluster
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* DescribeClusterV2

Example

FERSE | LT RESERKMKA JSON R, RALUTF MSK 24| & IAM policy w2z 2 RAYERIA
Kb, UTRBRTFHE, TEMALTHRNER.

"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Principal": {
"AWS": [

"123456789012"

]

.

"Action": [
"kafka-cluster:*",
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2"

1,

"Resource": [
"arn:aws:kafka:us-east-1:123456789012:cluster/testing/

de8982fa-8222-4e87-8b20-9bf3cdfal521-2",

"arn:aws:kafka:us-east-1:123456789012:topic/testing/*",
"arn:aws:kafka:us-east-1:123456789012:group/testing/*"

]

FFEBERBEHMI INEl MSK SEE

1. £ Amazon MSK 2 #I&5H# MSK &8 T |, IR EE,
B TRFBBZLRE , ARERREEFHFK,
EEEENRBERSKRREREL | GRS VPC EENEXREKRE,

EIKS ID FERHP , MANBRGRLEEFNESNKSHKS, ID. £&%A D, E2E3EH
R AR JSON EEF, ERMNWRAIEFRES , K/ ID 7 123456789012,

5. EERFREFER.

nal

Connect 3% MSK Filii BRI £ 31



Amazon Managed Streaming for Apache Kafka FERARER

BREHKBMES APIs , 55 Amazon MSK E T #&FEH KB,

|3 ATEEFFIRIEEN VPC EENBIKS A §E

EEES MSK £HTENKFPNEFRCHRES VPC RREE  BERKFRAFFSENZEFRE
RERX VPC E#E. EESMER , BTSN EFFRERS MSK £3 ., £4XRA%+ , ERAFERE -
NE R

B iR A XM H BRI R IAM, SASL/SCRAM = TLS, BMEER VPC EER 51
SORIERRKIK. LAEEFFIHHEEEN MSKRF LEEEFF KRS HRIES =,

NTWAS , FREFFREFARIESSR , MEKS B FHEFIRER IAM HHRIES R,
FTRFM
HEEFEUTHE :

- SRIRIEMERFER  ATEKS B PHEFIRRTINIKS A By MSK S£EHITRENR,
- HEMEIKS B PEF IR S HREE , IRT
kafka:CreateVpcConnection, ec2:CreateTags., ec2:CreateVPCEndpoint
ec2:DescribeVpcAttribute BENNPR,

Example

T REARE PRS0 KGR JSON Rbl , HESE,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"kafka:CreateVpcConnection",
"ec2:CreateTags",
"ec2:CreateVPCEndpoint",
"ec2:DescribeVpcAttribute"

1,

"Resource": "*"

}
]
}
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AWK B FHNEFRIEEER VPC &R

1. NEHEEALKRIEFEKRS B FNEFIREZTAKS, A b MSK SEFINER ARN, i T8
B ARN AR BERA

EEFIHRKF B MSK 2H|&7 , BRREER VPC EiZ , AR EFRABEE,
EEESEERT , NEFH ARN HUEEIEEH ARN XARFEF , RFEREFERIE,

EIKF B HEREFIHNSORIEERE, X TLAH , BELNBEF iR VPC EZEMNIER IAM,
NEFIHER VPC,

ELEBRFEANTTHAXMKEKN TR, BRI IDs M Amazon BIEEH & EEFMAEERIRIAT A
X , W AT LAfE A DescribeClusterAPI  desc ribe-cluster Amazon CLI S8 5 3REl. BAZFHFN

BEM X IDs BMEERFFNYXEMETE, WRROFRNE , FEUR-IM5 MSK&HE
BHEEXE ID B FM.,

7. AL VPC E#ZEERELH, BUUFEARINRELH, EXRELXLEANEZER , BSH
Control traffic to resources using security groups.

8. EFGIEER,

9. EMBKFAFH MSK #2458 ( £REFHAEE > HEX VPC & ) REG 5| SKEFN &
Mok  BSAEREREFHETETNSISREF/HR, EFFKF, B A, AILBT AR
GetBootstrapBrokersAP| S EZRH A K FH FHERPEF S| SREIRKEESISREI X,

10. BUTHZREFHE VPC EEXBKNELZE4A .

o g b~ WD

a. 7 PrivateLink VPC iRBE AWM , AATFRBEIKF B NEN IPSEENFIERE.
b. [Wi%]RES MSK £ BN ERE, £ VPC ZH AR MOEERT A, KREHEM
N, ARERFATBE 14001-14100 FINEE XL TCP REMMN, 2 VPC MEMEFHIIEFIE
EYT 14001-14100 i OSEE ., BS R W E M9 E R,
1. Tk B PN EFIREENERAA TS VPC REEZENH I SREERZDIK, A B MSK &

. iH2 5 Produce and consume data.

BNERKE , Amazon MSK 288 MNMEEN VPC M BHRIE S REIEBIRER VPC £, itzs4d
SN EEBEXEK, HWEER VPC E#EE Amazon MSK BB R FAZF #EETRIE, BaJblEA—A
5| SR EA R IERES] Amazon MSK &,

EMERLNENAR

% VPC A IEEZRZIHENGR | — NI Z2NEHRIEHFRHSASL/SCRAM, IAM, and TLS. The
cluster owner can turn on/offfAB E#, SEHVMA T ACTIVE IREAF BEMITILIRE,
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5/ Amazon MSK #Z#HI AT B EHRIEHFR

1. 7 Amazon Web Services Management Console 8 BB EFHITH Amazon MSK ZH| &,
ESMERN MSK £8 T , BEREEFUE RKF PRIERSIR,

ERERBVER., SN T ACTIVE R7S.

ERERBEMHETF , ARRIINBRE.

EREBTUXE  REEEFES VPC EE , UITBEFHNSHRIESR,
ERENMERTEN —RH S S HRIEXRE,

R RERE.

N o o bk~ w b

HETFEHNEARIESRN , BENZAFNSORIESRCIBFNEER VPC EE  AEFRES
i, AERARETHHHRIESRN5|ISAE,

£ Amazon MSK #2#| & XA S HRIEH R

® Note

HIENFBRIEFRRAZ VPC EEER , IASEZEMEXNWEMIRE , 3FFEER VPC
T, BRI ER

HENEHWIEFRXMZ VPC REEEN , EFIRNIAE VPC EEFEN INACTIVE RE , i
imHY Privatelink 28R ( @FEEER VPC E# ) FEMER. BKF AP REERIBRG T IEEDRSH
VPC iE#., MREEFLBIITEIEERE , WBKF-ArEECESERNIESR,

1. £ Amazon Web Services Management Console T Amazon MSK 2% &

ESMEBK MSK £8 T , BREHUE RKS PRIEEIIXR,

ERERENER. SBEYILT ACTIVE RES.

ERERBEMHETF , ARRINBRE.

EREETHXE  RAREEXAZ VPC &E# , UXASHRIES X,
ERENLER AN —RH S S ORIERE,

EERAIERE,

N o o bk~ W Db
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Example £/ AP JF /5 /% & KRIEH R

BN MSK 24l 8B R AR , B LUMER UpdateConnectivity APl FFiE % VPC A EERE | HEED
ERLRESOHRIUESFR, AT REETRNEEETET SASL/SCRAM # IAM S HKIER =,

LT EHNEHRIES RN , EBENZAFHNSFHRIELTREHOEES VPC EE , AEHES
i, SMERAE T #H & HRIER KRB 5| FRE,

HENEHWIEFRXRAZ VPC AEEEN , FFHAIAE VPC EEREN INACTIVE RE |, &£&#
iwAY Privatelink EAtiZHE ( 2FEFELER VPC ERE ) FHEMIER. K/ RS R BRL T IEE3IRSH
VPC E#., MREEH LBRATELAERE , NEK,AFSRESRHNMER,

Request:
{
"currentVersion": "string",
"connnectivityInfo": {
"publicAccess": {
"type": "string"
1,
"vpcConnectivity": {
"clientAuthentication": {

"sasl": {
"scram": {
"enabled": TRUE
1,
"iam": {
"enabled": TRUE
}
1,
"tls": {
"enabled": FALSE
}
}
}
}
}
Response:
{
"clusterArn": "string",
"clusterOperationArn": "string"
}
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45 Amazon MSK £EH BT E X VPC E#

BEEFHEEAKSH Amazon MSK 251& |, B LELE Fis VPC . BF i VPC EEXLMAL
FARRST EHRIEL, BURESEELXETIBENEEIEHNETAHRNIEER VPC EiE. Ef
IEFREERN VPC EEEEIEFin , BEEHRRPELENEFIRNTEE. EEEREERRKE
HAEECH , ZEZENAETEE A, BS A Delete a managed VPC connection to an Amazon MSK
cluster,

£/ MSK 2| 84 & Fim VPC &

1. & Amazon Web Services Management Console TFF Amazon MSK #Z#l &
2. ESMERP  EREFFRIIINZRE > B w VPC EEIIXR,

3. EREHRANERE , ARERELE, IR VPC EE,

4. WINERLFMENEF K VPC E#,

EfA APIELIEER VPC & , iEF A RejectClientVpcConnection AP,
fBR 5 Amazon MSK B E X VPC E#

S AP AT BAME Pimik PR & oy MSK SE B M BRIEE R VPC Eik, SEBMAEERSTHAR
B VPC i , AT EMNEREEAKS, PRI ZERE, VPCEZE-ZMER , BB~ E£%A,

EAEH A RBREEN VPC E#E

1. MEFwKFH | £ Amazon Web Services Management Console T 7 Amazon MSK #2414,
2. ESMBERTEFERER VPC EE,

3. MEEI|IRFIEREMRRESE,

4. WIAEMER VPC EHE,

EFA API BIERFEER VPC iE# , 5 DeleteVpcConnection AP,
% VPC RABEENNR

ATEETHERASZ VPC REEZEIENEF RNERFMENNR, 2 VPC LAEEEEREFHE
BREMNS MSK £HEBURRER VPC EENESNEF iR LAIENR, ©IEER MSK £HEER T
MSK £ £ /3 A PrivateLink iE1Z |, &R B HRUE S RRIZBE XS EHNIHE,

EEB 5 DRI RN E B 5 R R
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NEXIRE MSK £EHBEANERRIESRFBZ VPC RAEEZEEE, BHSH 2 VPC AEEENE
SRANPR &I, MMRIRENF MSK BB E N A SASL/SCRAM BHIIEHFZE , BBA Apache Kafka &
MREMEM, ACLs allow.everyone.if.no.acl.found=falseWEERE [1fZ Kafka ACLs
B, BEHMEHENGE , NiZEBENEM allow.everyone.if.no.acl.found IRE A false, Hx
IMAEMEHREENER , BSRRERERIE,

B0 P S B SR MR AN PR

R Katka BEFIHFTER Amazon IKF 5 MSK £8 7RG , BNE TEHVREM NE MSK £8 |, iZ
REERNE I root AP HTEKFIER, BOLUER MSK #HA&F M IAM REERESS (£83Te
RE > REBEHRE ) BES VPC EHEKXE , walLIERALUT S APIs KEBEEH R

PutClusterPolicy

TEBRHMBIER, S LERAL AP RAIEREHIEEN MSK £ FK, NREEEHK
R, NATHEBFERERAFE T currentVersion FE&,

GetClusterPolicy

o R D02 SR B Y SR A SR B XA AY JSON XA,

DeleteClusterPolicy

T BR SR B SR B

BT RERERHRIEH JSON KA, KT MSK #2H & IAM policy 4miE8E P & RAIREE, TR
BYEE, TENALRFHRRER,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"AWS": [
"123456789012"
]
.
"Action": [
"kafka-cluster:*",
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
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"kafka:DescribeClusterV2"
1,

"Resource": [
"arn:aws:kafka:us-east-1:123456789012:cluster/testing/
de8982fa-8222-4e87-8b20-9bf3cdfal521-2",
"arn:aws:kafka:us-east-1:123456789012:topic/testing/*",
"arn:aws:kafka:us-east-1:123456789012:group/testing/*"

]

5 MSK £81 % VPC RAEENZF T RN R

E1& Kafka B iR MSK £8 2 HRES VPC FAEEE , ERHnEE—MHRMSHXRE , URFX
EFiwi1T kafka:CreateVpcConnection, ec2:CreateTags M ec2:CreateVPCEndpoint
BRENNR, UTREXRTFIKSHERKH JSON Rbl , #E3E,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"kafka:CreateVpcConnection",
"ec2:CreateTags",
"ec2:CreateVPCEndpoint"

1,

"Resource": "*"

wAER
FEALTHEOS |, LME Amazon MSK AI LR P isitEHEE :

- ZLDAXEREESE , BEARKO 9092,

- EEN TLS MBREREBEE , BHEMAKO 9094 #1THE Amazon 151 , RO 9194 #HTAH
A,

- E&Ei SASL/SCRAM 524 NBE(E , BFERARO 9096 #1TWEPIHME , EHKO 9196 Amazon
T,
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- EEGENFERANERTHNNREERS , BFEMAWO 9098 #1TH B Amazon i5Ethe section called
“IAM TF a2 &l” | ERw A 9198 #H 1T Hi51A],

- EfFEH TLS tn# 5 Apache ZooKeeper BfE , EfEAR O 2182, ERIAER T , Apache ZooKeeper
TREARKO 2181,

JREYL Amazon MSK E£& K 5| S E

5| S 218 Apache Kafka & F i Al LA SRiE# Amazon MSK &R EYIR, IIKRTEFTS
FEEBPHPMENRE, BAILIERA Amazon Web Services Management Console, Amazon CLIZ
Amazon MSK API JRER5| S EFRE,

F&
- FEARIMEISEFRE Amazon Web Services Management Console

- ARG SERKE Amazon CLI
- £ API 3REX 5| S KRB

ARG SEFE Amazon Web Services Management Console

WS RRHER T WA AIRENVERR 51 SR, Amazon Web Services Management Console5| §4%
B —i7 218 Apache Kafka B im ] A AEEEERESNRENIIR, KIRT—EBFBEHFHT
BRE,

1. B FHEnhttps://console.aws.amazon.com/msk/ZX T F Amazon MSK & & ? Amazon Web
Services Management Console region=us-east-1#/home/,

2. ZREFTHKFS TIHXESNAESER. AREHEMUERHGEHA,

3. EEFRMENEL 6 EBREEEFFWRER. XETRTEISEFRELK Apache ZooKeeper E 1%
FRF

£ AIRE 5| S F 2 Amazon CLI

BITUTHS , H ClusterArn iR Q|2 EFN FTIREN Amazon BIRE# (ARN ) . IIRE&
BIZEHNW ARN , A ABE Y HATEEERKKEITE, BXEZEEL |, BSH the section called “FI H&E

i

o

aws kafka get-bootstrap-brokers --cluster-arn ClusterArn
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3t F{E the section called “IAM i [E32&]” B MSK ££8 |, oS MM BT JSON RAEIFTF R

{
"BootstrapBrokerStringSaslIam": "b-1.myTestCluster.123z8u.c2.kafka.us-

west-1.amazonaws.com:9098,b-2.myTestCluster.123z8u.c2.kafka.us-
west-1.amazonaws.com:9098"

}
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FiBootstrapBrokerStringPublicSaslIamAF A #i5H |,
FABootstrapBrokerStringSaslIam=AF R TR ER A B Amazon,

{
"BootstrapBrokerStringPublicSaslIam": "b-2-public.myTestCluster.v4ni96.c2.kafka-

beta.us-east-1.amazonaws.com:9198,b-1-public.myTestCluster.v4ni96.c2.kafka-
beta.us-east-1.amazonaws.com:9198,b-3-public.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9198",

"BootstrapBrokerStringSaslIam": "b-2.myTestCluster.v4ni96.c2.kafka-
beta.us-east-1.amazonaws.com:9098,b-1.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9098,b-3.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9098"

}
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EREFEHNERNEN. XFES|ISEZERNFMAEERE.

ERMEDFL , M TR AKRB G D

ERRE.

%9 Enable open monitoring with Prometheus (J& A Prometheus FFRISIZRE) S0 EIEHE,
%42 Save changes ( REEX ) -

2

f£ A Amazon CLI

« @A update-monitoring WS HIEEH open-monitoring &M, FH
IJmxExporter, NodeExporter W&, MRIEE T open-monitoring , MFEERENEAIX
NS R
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5 API

- JHAUpdateMonitoringiRE HEEOpenMonitoring. B jmxExporter. nodeExporter =
&, MRIEET OpenMonitoring , M FEERNEZRAXHNS HES.

ET O#sef) Ei& & Prometheus 4l EC2

WIS E T WA prometheus.yml X 4% & Prometheus E 4.

1. F Prometheus RS 88 Mhttps://prometheus.io/download/#prometheus T £ B & #9317 I 2b K4l
EC2

2. FTERHONHGHRERBENBFHERZE F.

3. FRAUTHARERN prometheus.yml B3,

# file: prometheus.yml
# my global config
global:

scrape_interval: 60s

# A scrape configuration containing exactly one endpoint to scrape:
# Here it's Prometheus itself.
scrape_configs:
# The job name is added as a label “job=<job_name>" to any timeseries scraped
from this config.
- job_name: 'prometheus'
static_configs:
# 9090 is the prometheus server port
- targets: ['localhost:9090']
- job_name: 'broker'
file_sd_configs:
- files:
- 'targets.json'

4. fFERAZListNodesREIRIVERHNWRESIXK,

5. FALLT JSON IEE N targets. json X, Fbroker_dns_lbroker_dns_2. FMHR
A DNS BB NEE L -SSP NELLEIREE DNS &7, SREEEL—THIRENAME
R, Amazon MSK Xf JMX Exporter £ %0 11001 , ¥ Node Exporter 8% H 11002,
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ZooKeeper mode targets.json

"labels": {
"job": "jmx"

.

"targets": [
"broker _dns_1:11001",
"broker_dns_2:11001",

"broker_dns_N:11001"
]
},
{
"labels": {
"job": "node"
},
"targets": [
"broker_dns_1:11002",
"broker_dns_2:11002",

"broker_dns_N:11002"

KRaft mode targets.json

[
{
"labels": {
"job": "jmx"
}I
"targets": [

"broker_dns_1:11001",
"broker_dns_2:11001",

LRER
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"broker_dns_N:11001",
"controller_dns_1:11001",
"controller_dns_2:11001",
"controller_dns_3:11001"

]
.
{

"labels": {
"job": "node"

.

"targets": [
"broker_dns_1:11002",
"broker_dns_2:11002",
"broker_dns_N:11002"

]

}
]
(@ Note

E M KRaft #2485 P HE JMX 3645 , B 7E JSON XA 7R 4128 DNS B#EN B
¥Ro fHIfN : controller dns_1:11001 , ¥ controller dns_1 Eik JSEFRAYIZHIES
DNS & #po

6. EEEM EC2 L L# LA E/E3h Prometheus BRS588 , BEME Prometheus X HRFH E F
FEZETUT®HS. prometheus.yml targets. json

./prometheus

7. REEEL IPv4 —FHIiE1T Prometheus I % EC2 SEHIRYAE IP bk, BEUTSRPE
EFERLAE IP ik,

8. Ei5A Prometheus T RE , w4 7 /I BAARIERY EC2TL Db SRV 5T 27
R Prometheus-Instance-Public-IP:9090%|&E F—5hRENLE IP it
HitPrometheus-Instance-Public-IPTEWE,

WIREE 70



Amazon Managed Streaming for Apache Kafka FERARER

£ Prometheus ¥E#r

B Apache Kafka &34 JMX BB E#RE8 AT @Y Prometheus MY FFIRIEIER KA,

A% Apache Kafka IE¥rHIE S , 1S Apache Katka X H 512, BRT Apache

Kafka E#r 5\ |, SHFRELEREREATUERD 11001 L JIMX BFIRE, MBean
kafka.consumer.group:type=ConsumerLagMetricsf& A LA Prometheus Node Exporter
SRIREC I O 11002 B CPU FEEE 8 #R.

¥ Prometheus $E¥777## £ Amazon Managed Service for Prometheus H

Amazon Managed Service for Prometheus & — M5 Prometheus AN G ZEMERKRS , TATE
2 Amazon MSK &8, XR—MTL£RENRS , BT BIEtrHRE, F&., TANER, B
5 Amazon Z2£RFERK , EFATLURE, R2iFRIHE. SRAUERATIR ProMQL ERESKRE
WA R HER.

BXEZER , BB HER Amazon Managed Service Managed Service Prometheus,
WIREFREFER

BEEEEASRER , BuLUREREEERFENERAS  XEEASSER LB RHANRHE
B, VER , WU AKEANRIER Sl BRESXLEMEARS, ERNEERELEER , BuUFEALTD
# CloudWatch =@ Prometheus FF 412,

FEAREREFRAUBCBEATBENSENTBESNARFRENBIEZRINER. Amazon MSK 2
HTLUTHBREERES: , BB T % CloudWatch &3 Prometheus B FF BRI 23R 181X
bR ;. . . M. EstimatedMaxTimelLag EstimatedTimelLag MaxOffsetlLag OffsetlLag
SumOffsetLagBEXRIXLEFRNWEE , S Hthe section called “F T IR EL L EHH IR
CloudWatch”,

(® Note

HRELERIEFRMNAAL T STABLE RSKERELATIL, ROTEKEFHFER , HRELALT
STABLE R%E , BRI XEREREZ BB IS,

Amazon MSK z3FX A Apache Kafka 2.2.1 5} & MRS B9 S£ BE 09 £ F 25 ZE SR F6 4%
£/ Amazon MSK Ei AR EER

£ Amazon MSK FREL B&E L , TUARERNEIFHEE. NRER THERESHHREN
FHREAE  THRAXBWEERNEALENED , NTERKNEBHEH. Amazon MSK
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89 CloudWatchiE#R A B BB EHNEFREE, BER A TETERUNBREFHERER

& , Amazon MSK £ B3 B R EFSEHFREAEBER. FHREERPISHERARIEHRNKH
BREEEHTFHREBENEW, & Amazon MSK #ZHI & , RJLASE A Bk H Ay HRIR 68 52 7 B REVZ L
YR,

MSK F BB EREMMRE | THBERMIKER.

« 3 ("FERF ) FHEREERSRELIZEEFURETEENFHERAS, = MSK SEHPHNRERE
AT 60% =X 80% A LWHAFHAEN , LRI BEXZHEAEN EHER.

« I MSK &EHTN —MEMEFHETEATHN , M ("FEXDXEBEF ) FHREEERERE
REAMRIERE | B ETENERF R,

Amazon MSK £ B3 f§iX &£ &R K& B 5% MSK #2 %A, Healt Amazon h Das hboard
EventBridge. Amazon A& & Amazon Ik /= #9 &8 FERHFBR R Ao R AL EventBridge il 5 #h fit &
7916 Slack 5% New Relic #l Datadog & T B XXX LR,

FiE MSK B BEHMRNEAEEREER , MATEXA, AMERM MSK HXESXRF I IhEE,
BERFREAERER

BALBIAT AN EEFREEER

 BIfE Amazon MSK 2% &, FREABBERNEEFHERERPETR 0 X, BERTIEHBREEF

it 7 BB () R Y B2 LU B2 T IR A

« {EHListClusters, ListClustersV2 % DescribeClusterV2 APIs &2& fCustomerActionStatusEt
HWFTBEHR, DescribeCluster

« BI{¥ Amazon Health Dashboard & ¥ B MSK fE# Amazon FRZHE R,

* IR{& Amazon Health API 1 Amazon , FFE&RiEH & H EventBridgeEIZE =% ¥ & , fla0 Datadog
# SI NewRelic acke

E#H Amazon MSK &N Z£RE

E At Amazon MSK REE#H MSK £BMN B ARILEBMEFIHFRRENRIRE, BETUEFH
FEBIEHUHHITNE TLS EHRIENIMELSIEPMENE, BT EEREEAN (broker-to-broker)
mEgE,

EBNIAT ACTIVE RATREEFZERE.
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MRBAFEA IAM, SASL & TLS W ERRIE , BESTTFEREFHEMREZRANMNR, TRETRT
AEEMAE S,

BHRIE & P i 2R B DN 2R L T RERRE N

o & IR AE TLS. PLAINTEXT, TLS_ AT Bk,
PLAINTEXT

mTLS TLS. TLS_PLAINTEX HIFTFF o

SASL/SCRAM TLS HIFTFF o

SASL/IAM TLS AT o

HEFIKRBREMZRIZEN TLS_PLAINTEXT , BEEF®BI S HRIUEIRE N mTLS B, Amazon MSK
LBIEFMEBYNMITREFFIRIERE . —HEEFFBRESEA mTLS SHARIEM TLS MENERT
HITIER S HRAEFRERAEASHRIESMBENER THTERE (A ),

EXEZ2RENEZEE |, 5 Hthe section called “Z£ 14",

£ FE#H Amazon MSK £8Z £1i%E Amazon Web Services Management Console

1. EFHEnhttps://console.aws.amazon.com/msk/Z F T FF Amazon MSK #Z#|& ? Amazon Web
Services Management Console region=us-east-1#/home/,

2. IEREFHH MSK &,
3. HEREHDFERERE.
4. EBREBEFAENFORIENNZRE  ARERREFER.

EFAE R Amazon MSK £& % £1%& Amazon CLI

1. BIE—1JSON X , NELFLEEREANMBERE, RAMT

® Note
BREEFEFHREANREBEMFRE, BEEEFHERFHMA (broker-to-broker) MNFKE,
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{"EncryptionInTransit":{"ClientBroker": "TLS"}}

2. BIE—1JSON X, NELFEEHREANFHRILRE, ROIMT

{"Sasl":{"Scram":{"Enabled":true}}}

3. 1={TLLF Amazon CLI f555 :

aws kafka update-security --cluster-arn ClusterArn --current-version Current-
Cluster-Version --client-authentication file://Path-to-Authentication-Settings-
JSON-File --encryption-info file://Path-to-Encryption-Settings-JSON-File

#Z update-security BEM B H LT JSON FiI7R :

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

4. EEFupdate-securityBREMIRES , BT T@S , ClusterOperationArnBRAE®
SHHPIREM ARN, update-security

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation S HIH H LT JSON REIFTF R,

"ClusterOperationInfo": {

"ClientRequestId": "c@b7af47-8591-45b5-9c0@c-909ala2c99ea",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab0l1-2",

"CreationTime": "2021-09-17T02:35:47.753000+00:00",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f71-1234-9876543210ef",
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"OperationState": "PENDING",
"OperationType": "UPDATE_SECURITY",
"SourceClusterInfo": {3},
"TargetClusterInfo": {3}

IR OperationState KY{EN PENDING = UPDATE_IN_PROGRESS , & —ERufE , AEE
IRIZ1T describe-cluster-operation i,

® Note

RATEMEHLZ2IREMN Amazon CLI Ml AP REREMM . XEMKE , MREFARELERMN
REAEEEEFIANREARNSHRIERMNEZERE , WZREF2ER.

£/ APl EERNZERE

EFEH APl E# Amazon MSK £# M Z£1RE , S @UpdateSecurity,

(® Note

AT EH MSK £8L 21 EM Amazon CLI fl API BERENN ., XEWE K NMRESARZR
SEFREABEEEHRHYINIEEBNEARIERMBFRE , NZZETLENR,

¥ B Amazon MSK E£EFHHREKE

MREEH MSK EETMHREHRE  FEAL Amazon MSK ##, BV B&ER K FHRESERLT
ACTIVE IR%&.

/A Important

MREY R MSK £8 |, BTHRARERA L Amazon MSK #1E, Y17=RAEREALBRENERT
GIES:7 )il

BEXREMREBEAMBERENMNEHFEE S XPEE , S Rthe section called “EF 2 Bl 5 X",
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AT E Amazon MSK &8 Amazon Web Services Management Console

SN B UMEEEH Amazon Web Services Management Consolei il Amazon MSK & 1 iy K 1
%

o

i

£

1. B FZIHfEhttps://console.aws.amazon.com/msk/ZRKF FTF Amazon MSK #2#|& ? Amazon Web
Services Management Console region=us-east-1#/home/,

EREEMAERERN MSK £5.
3. HEERWRAGENHL A AREFRANEBEFAGEMESINRERE,
4. WARLKHEEHEBNTAREANRENRE K REERREFENR.

N

FEAY B Amazon MSK £ & Amazon CLI
L FEAB an{alfE A Amazon CLIIE I Amazon MSK &8 RIEHKRE,

1. BITUT@S , ¥ ClusterArn BN QIR FIIRENA Amazon BIREF (ARN ) . M
RIBZBZERMN ARN , I IBRSIHMEERXKEE. BEXEZEEL , S the section
called “5I H &R,

f Current-Cluster-Version B EEM X HIRA,

/A Important

ERRATEEMENEY,, EEREBNIETRA , BFMADescribeClusteri® 4= desc
ribe- Amazon CLI cluster 5% RIR4 2 KTVPDKIKXODER.

& Target-Number-of-BrokersZ R RILBREN D EREEFEEHRENRETLEH,
BISEMNETarget-Number-of-Brokers M2 K FTEHPYHIRERENER, TELAR
AT X% BN REH.

aws kafka update-broker-count --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-number-of-broker-nodes Target-Number-of-Brokers

% update-broker-count BREMH H LT JSON FI7R :
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"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef@123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

2. E3RBupdate-broker-countiBEER , BETUTHS , ClusterOperationArnBiR AT
o PIREM ARN, update-broker-count

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation @I H LT JSON ROIFTR,

"ClusterOperationInfo": {

"ClientRequestId": "c@b7af47-8591-45b5-9c0c-909ala2c99ea",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2",

"CreationTime": "2019-09-25T23:48:04.794Z",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "INCREASE_BROKER_COUNT",

"SourceClusterInfo": {

"NumberOfBrokerNodes": 9

1,

"TargetClusterInfo": {

"NumberOfBrokerNodes": 12

kA , OperationType 2 INCREASE_BROKER_COUNT, %1% OperationState W&
79 UPDATE_IN_PROGRESS , &% —BtE , AFHEIRIZT describe-cluster-operation

DA
AP Do

£ API B Amazon MSK £&

EFA AP ENEFHFRENHE |, B2 HUpdateBrokerCount,

VEREH 77


https://docs.amazonaws.cn/msk/1.0/apireference/clusters-clusterarn-nodes-count.html#UpdateBrokerCount

Amazon Managed Streaming for Apache Kafka FERARER

M Amazon MSK &£ & B R/ HE

LRAE M Amazon Managed Streaming for Apache Kafka ( MSK ) i B £ B ERT |, FHEH
bt Amazon MSK &€, B BYBRABERBVDEFNEFENITERE K MASFWATRAM, &
BEAMRR S PHBERNARRF.

B ERRNESRERBNREEM , AEREBDABERAE, BERERMMBERINE , &
AUFES FAERBEH M MSK ERIRBHAE. BRAEBCETUNAGERETEHRITRERBIH
£7H, UAREN TEARBRABEIBE S -1 EEH.

£/ Amazon #4lA. ®S1THME (CLI), SDK = Amazon CloudFormation K@ 4 B &l B £ B R E
BE, MSK EREEEMASXHNNRE (SLEXTHRI ) , HELNAEFEXEREERKE @
NZLMEFPBRIXLERE,

MREBBOERNFERNITE |, WA ZENTHXBER—MUE, fl, Sa0EY —RAEBKRR
EMNRANATAREHTBRANME  IEN=ATHXERFBEBR=ME,

BERENEETBRREBEEUNMNEHFFEE 2 XHPEE , S Hthe section called “EF 9B 5 X",

FTALKBIR /NG |, EBEAUMIEET M5 1 M7g 19 MSK MBS F B RRE,

Kafka iRZ 2.8.1 RESMRA M ERAIE , 215 KRaft BXEE
F

- ERBIBRAED XKRBHRKE

- £/ Amazon EERH & BBRRE

« {£5 Amazon CLI HiBRKEE

- A Amazon AP| BRRZ LS

HEZEIYBRAE D XRBBRAE

EFRREBREEZH , BAMNBITNBRAREBPIBIAESX ( £ __amazon_msk_canary
M __amazon_msk_canary_state B9 XBRHL ) o iXLERZE Amazon MSK SIE2 A T E&FHZ TR
USRI A EBERE,

YRATLAfE A Kafka B 5 APIs 2 Cruise Control 2 XBZHERITEEER P RENHMBRE, S
%] Reassign partitions.
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B X R E

A RUMANEBRIAREGBER XKW RE, RREE—INEHIE 6 ME  SMNTHK 2 1M
B A HATENNES :

« __amazon_msk_canary

« __consumer_offsets

« _ _amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-
c657f7e4ff32-2

msk-brk-rmv

—

BRBOEE S init EVARIEEF wit &4l
2. BEFEFRIHENRE , STUTRSRIILERTNAEIAER,

./bin/kafka-topics.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --list

FELeRBIR , RONBFIOENETR
# : __amazon_msk_canary. consumer_offsets, amazon_msk_connect_offsets_my-
mskc-connector_12345678-09e7-c657f7e4ff32-2 fl msk-brk-rmv,

3. EEFFRITENLOE—1ER topics.json B json X4 , ARMAERAFEEEN , IUT

RBRBIFTR. BAEEEE __amazon_msk_canary TEEH , FAXERE—IMRESEEEH
EXENSBBI,

{
"topics": [
{"topic": "msk-brk-rmv"},

{"topic": "__consumer_offsets"},

{"topic": "__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-
c657f7e4ff32-2"}

1,

"version":1

}

4. BEIUATHTRER-—MRR , FoRXNBIHREEH L 6 MEFH 3 ME,

./bin/kafka-reassign-partitions.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --
topics-to-move-json-file topics.json --broker-list 1,2,3 --generate
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5. BIE—1NHEN reassignment-file.json XH , HEHEMN LEN G IREM proposed
partition reassignment configuration,

6. BITUTHSRBIEE reassignment-file.json FIEEN DX

./bin/kafka-reassign-partitions.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --
reassignment-json-file reassignment-file.json --execute

MHEEERUTUTRAR

Successfully started partition reassignments for morpheus-test-topic-1-0,test-
topic-1-0

7. BIIUTHSRRIEMESXREEBH.

./bin/kafka-reassign-partitions.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --
reassignment-json-file reassignment-file.json --verify

ZREHER LERUTUTRR, RS, ESERNEEPOMES XEHER N EH T

Status of partition reassignment:

Reassignment of partition msk-brk-rmv-0 is completed.
Reassignment of partition msk-brk-rmv-1 is completed.
Reassignment of partition __consumer_offsets-0 is completed.
Reassignment of partition __consumer_offsets-1 is completed.

8. YRBERBIMNPEXNIXREFSBETRAT , 5% UserPartitionExists $E#5 5 9%
WﬁﬁbiﬂzmMﬂPng TXMREETR 0, WG , B UASENEBPBIRNAE,

£/ Amazon BB S BRAE
5/ Amazon EIEiE 4 & RN E

1. 7E https://console.aws.amazon.com/msk/ ¥TFF Amazon MSK 2%l &

ERTEEBRNREN MSK £,

EEBFAGENEL , ERRFERA , ARERREREHRELTL
RMALHZLERESNTAXEENRERE, #HA LR TETARPHRBBRNRERE,

XRHREBEN,

5. i&# Save changes (RFEX )

N
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HNBIEREENBER | 2H 8 EREBIABRRE,

85/ Amazon CLI | BR{CIE

BITUATHS , ¥ ClusterArn B ol 2 EE I FTIRENY Amazon BREBEH (ARN ) ., IIRE
RBEZERN ARN , AILIBE I HAESEERKEE. BXEZEE , 2 H Listing Amazon MSK
clusters, J¥ Current-Cluster-Version E# 7 EEM YT RA

/A Important

EBREATEMENEY, EERERNYRRA , FEMDescribeCluster#®4Es desc ribe-
Amazon CLI cluster 5%, RIMRA R KTVPDKIKXODER,

% Target-Number-of-BrokersSBRTIBERDEREELFEERRAENRET R L. &8
EM{ETarget-Number-of-Brokers M2/ FEBHPHAREHRENER, ©ELIETHXEK
B B E 5.

aws kafka update-broker-count --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-number-of-broker-nodes Target-Number-of-Brokers

% update-broker-count B®/ERH H ML T JSON FI7R :

{
"ClusterOperationInfo": {
"ClientRequestId": "c@b7af47-8591-45b5-9c@c-909ala2c99ea",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef@123ab01-2",

"CreationTime": "2019-09-25T23:48:04.7947",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2/0123abcd-
abcd-4f71-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "DECREASE_BROKER_COUNT",

"SourceClusterInfo": {

"NumberOfBrokerNodes": 12

},

"TargetClusterInfo": {
"NumberOfBrokerNodes": 9

}
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}

EksmHH , OperationType & DECREASE_BROKER_COUNT, %1% OperationState H{EN
UPDATE_IN_PROGRESS , iH&F— At , REHIXIEIT describe-cluster-operation %,

5/ Amazon APl B2 L7

B H AP BREFETNNKRE |, HSHUpdateBrokerCount (&M F Apache Kafka B9 II &#h I &R 1K
£ Kafka APl &) ,

B ¥ Amazon MSK £E&RE X/D

BALIES ERRENANRIZFT R MSK 8 , THAE#H D E Apache Katka 77X, BEERNE
RN, AT DRETEABNTLRTELFE MSK RENITERE , T2 &S /0. Amazon
MSK g E LB PR AT R R IEEAMEERRER D,

RED B T WMAERH MSK £EHNRE R, WTFHRERE , B LFERFRERPINAMS S T3 E
A m7g, EM m7g EF R M5, XF Express KL , BREEMA m7g KL KN,

(® Note
BEENBANZLEABRIBIRPNEZLEHNE, Bl , m7g.Large F t3.small,

FER , IBIRINARER N TRSEEEEABRSSMEIXIANEATLE, TBIEANE
LENET RS MHRE , EXEATREES.

MEHRBHHEZETE , ARG EFXEFRE KD, XEKEF Amazon MSK — XX —NMCEREH
REXD, BEXRUMAERBXR/NEFPECEERSETHANWEES |, 5 #the section called “HESE
ARANER ., ATH—PREFEF INEMBRERD , S ERERENRBEHRRE XN,

REXRNEFHHE , BUUABRSEERNERAKZE. T3 , EXNEINEHER , TeeEERERBA
Amazon MSK operations T %! H 89 {E{a] & iR 4k,

MRBFERERNRPIWRER)N , BEUBEENAER L2HEH |, TRANGKFTENRWE,

/A Important

MRSNMEN 9 XHFEEIT the section called “ FHFBRERNE : FMIEREBEN S X &
BENRABE K NEEEEHEFFARDHRERN,
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£ FHE# Amazon MSK &K EH X/ Amazon Web Services Management Console

It 33 2 15 A a0 {a] 58 Al E# Amazon MSK &8 X KX /J» Amazon Web Services Management Console

1. B FHEnhttps://console.aws.amazon.com/msk/Z T F Amazon MSK ##|& ? Amazon Web
Services Management Console region=us-east-1#/home/,

IEREEHRREARPH MSK £5.

EEHNFAGSENHEL , RIREHERD , REEREERERN,
MFIRFIEFFRFHRERN,

REFER

o & 0N

£ A E#T Amazon MSK & E/ KX/ Amazon CLI

BITUT®S , ¥ ClusterArn iR Q|2 EFN FTIRENM Amazon BIRE# (ARN ) ., IRE&
BZEHNW ARN , A BE Y HFEEEHRKKEITE, BXEZEEL |, BSH the section called “FI H&E
B,

1. Current-Cluster-VersionBMNEEFHNIHRRAEU R Target Type BHFEREBHNF KN, E
THREXREBERXPIESZFEE , 2 Hthe section called “REEEA",

aws kafka update-broker-type --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-instance-type TargetType

THEHN RO IMAERLLGS

aws kafka update-broker-type --cluster-arn "arn:aws:kafka:us-
east-1:0123456789012:cluster/exampleName/abcd1234-0123-abcd-5678-1234abcd-1" --
current-version "K1X5R6FKA87" --target-instance-type kafka.m5.large

Z mH A H T JSON RABIFT R,

-~

"ClusterArn": "arn:aws:kafka:us-east-1:0123456789012:cluster/exampleName/
abcd1234-0123-abcd-5678-1234abcd-1",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}
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2. E3jR{Bupdate-broker-typelRELR , BETU TS , ClusterOperationArnBHRAE
o hIREBM ARN, update-broker-type

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation ey S H ML JSON RAIFT R

"ClusterOperationInfo": {

"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",

"ClusterArn": "arn:aws:kafka:us-east-1:0123456789012:cluster/exampleName/
abcdl1234-0123-abcd-5678-1234abcd-1",

"CreationTime": "2021-01-09T02:24:22.198000+00:00",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-operation/
exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "UPDATE_BROKER_TYPE",

"SourceClusterInfo": {

"InstanceType": "t3.small"

},

"TargetClusterInfo": {

"InstanceType": "m5.large"

}

R OperationState HY{E UPDATE_IN_PROGRESS , BE&F—EBrtE , AEBXET
describe-cluster-operation ¥,

5 API EFAE K/

EFA API EELLEME |, i§ZHUpdateBrokerType,

BRI LA UpdateBrokerType NEBHNKE XM M5 = T3 EF N M7g , HEM M7g EFH
M5,

£ Amazon LinkedIn MSK Lt £/ Apache Kafka By 1ZH R 5

RO LAEEF LinkedIn®y Cruise Control SR EH & /&M Amazon MSK £8. RIMMEBERFE LR KiE
EHNRESFEITIROR
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T & FH#% Cruise Control

1. EELD# MSK & MRS VPC folE T S# EC2 3R,

2. ELE—SHEIEHN EC2 I Zi#3R4l £ &% Prometheus, I THRE IP M. RiAwOS
7 9090, BXRUMMIELE Prometheus AR SEFIEIRNELR | S [[Athe section called “fE
Prometheus # T2,

3. 7 Amazon EC2 3=l E % C ruise Control, ( 5% , MMREBEZE |, o] LAEH £ IHA Amazon
EC2 kf# TiniEsl, ) XFEAE Apache Katka ixAs 2.4.* WEE | BFERAKHHN 2.4.*
Cruise Control A, INREEM Apache Kafka AR TF 2.4.* | iEFERAKHH 2.0.* Cruise
Control MR,

4. fRIE4R Cruise Control X4 , AR IBESR B XX,
5. BITUTHSLURE Git :

sudo yum -y install git

6. BITUTHSUABILABIEFEREE. Your-Cruise-Control-Folder&#h ¥aisX#k ( B
fRFE Cruise Control N8 XA IR G Y XXX ) BB o

git init && git add . && git commit -m "Init local repo." && git tag -a Your-
Cruise-Control-Folder -m "Init local version."

7. BITAT@TUREFWERRD,

./gradlew jar copyDependantlLibs

Bt i& #13= 1T Cruise Control

1. Xf config/cruisecontrol.properties XH#HTUTEH . FRHI5ISRS I[N SRE
FREGU/NERNE. EREFNXEFNS , Bl a2HahEFEHTHAGEE. HE,
& 7] LAfE A GetBootstrapBrokers#l DescribeClusterAPI #RES E41H CLI EMIRE,

# If using TLS encryption, use 9094; use 9092 if using plaintext
bootstrap.servers=b-1.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com:9094,b-2.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com:9094,b-3.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com: 9094

# SSL properties, needed if cluster is using TLS encryption
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security.protocol=SSL
ssl.truststore.location=/home/ec2-user/kafka.client.truststore. jks

# Use the Prometheus Metric Sampler
metric.sampler.class=com.linkedin.kafka.cruisecontrol.monitor.sampling.prometheus.Promethet

# Prometheus Metric Sampler specific configuration
prometheus.server.endpoint=1.2.3.4:9090 # Replace with your Prometheus IP and port

# Change the capacity config file and specify its path; details below
capacity.config.file=config/capacityCores.json

3t F Express brokers , BATBIET EDiskCapacityGoalE D #T25ELiE BB HY (£ B #r
£,

2. Y8%8 config/capacityCores.json X#IIEE EHFMEE K/, CPU /O M LE&H A/
HPRFl, X F Express 24 , RETEREKMEFN T EEHMADISKBEE, HT MSK &
¥ Express REWFMEEM , A ERFHEERENRSHEFE |, flilInteger . MAX_VALUE
(2147483647 )0 WTFIRERE |, BATLAEA DescribeClusterAPI #4E ( =2k desc ribe-cluster
CLI ) RIREXEE Ko BHX CPU BT M EH A4 RS , EZ 5 Amazon EC2 IR E,

Standard broker config/capacityCores.json

"brokerCapacities": [
{
"brokerId": "-1",
"capacity": {
"DISK": "10000",
"CPU": {
"num.cores": "2"
.
"NW_IN": "5000000",
"NW_OUT": "5000000"
},
"doc": "This is the default capacity. Capacity unit used for disk is in
MB, cpu is in number of cores, network throughput is in KB."

}
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Express broker config/capacityCores.json

{
"brokerCapacities":[
{
"brokerId": "-1",
"capacity": {
"DISK": "2147483647",
"CPU": {"num.cores": "16"},
"NW_IN": "1073741824",
"NW_OUT": "1073741824"
},
"doc": "This is the default capacity. Capacity unit used for disk is in
MB, cpu is in number of cores, network throughput is in KB."
}
]
}

3. BA[LLERE RS Cruise Control Ul, TNEE T3 , i5% % Setting Up Cruise Control Frontend,

4. BITLAT @S LAE 3N Cruise Control, ZEMFEAEL screen = tmux B T ERREF K EIZITH
SFFFFBURS

<path-to-your-CRUISE-CONTROL-installation>/bin/kafka-cruise-control-start.sh
config/cruisecontrol.properties 9091

5. {$H Cruise Control APIs 2 Ul k#{® Cruise Control I B &£ BN HIEHIBEHEHMFHEN, 3K
BERWIEHRE O RREEE LD aTE,

/A Important

HABCruise Controliz452.5.60% LA E MR AR S ExpressZ 4L A RA , B NExpress24L AT <
N FFZookeeperifs R

f£ A Cruise Control for Amazon MSK B B zh ZB B & 1

&34 7] LA A It CloudFormation 122 ¥AEZBE Cruise Control #1 Prometheus , NI ER A T R IERY
Amazon MSK &8 H MEEH ML RR AR,
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FEIhEE :

- BB B KAIZ 4R Prometheus BT 5% EC2 L4,
« %3 Amazon MSK TiiB &£ &,
« {FEMAPlainText 1 IAM 31T RSEMN F BRI,

« Cruise Control F{k#t Zookeeper.

- BEREEFEMEE Amazon S3 FEHEBETNEZBECHEEXH , BYW B E X Prometheus B #5, Cruise
Control REREMEMEE,

TXEXNFEERE

Kafka 7 XE#H 2B IErm

Kafka PR D XEHMTETERSARERR , RACEHRERERFMAEBRE K MNMURESEMEXEE
HEWEFHRRE, UTRESKRTESHERFER, MAHREHNNTHRENIBEREREARE
RN EFREN T MNMBEBBERRLEES XEH D E.

XS P EEA R

Cruise Control 2 B3/ HBSH , LIEH s XMOSEHENHEM., U TSHRETEEH 2B H
BRIGF TSN AA

s BAHADEXED : EUnum.concurrent.partition.movements.per.broker SABRH|H XK
KLLmEsXBs , BENEFARES.,

Example =4l

num.concurrent.partition.movements.per.broker = 5

R ERFHESMNMEEENLSENRBHFTEL 10 M X , MTFERER B 8.

155 A PR 7| SRR 428 #1785 32

« Throttle Parameter : FAMITH XEF D Eitkafka-reassign-partitions.sh, FHIEER
B2 ABEBINRRERER (USWFTHNEM ), --throttle parameter
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Example R4l

--throttle 5000000
XEHEATRIZEEN 5 Mb/s,
 FEHRITNRE  ERESENHINTEREREE ;
MBRESAK , WEHFIEAEEEEKNEHIE,
MRFEBAS , ERIRAEESIERERIEMNER.
c MRS T RERTTE , ARRIEER AT EE, ENAIEFREZH |, FENREIER
A, AR BI&E T,
EZEFEHRERHF TR R UE
EEFRERXBEFR B 28 , FEEREMAUNEEHREFRTAENR, XESTUMBASEAR
KIEE DMz HERHNEN T,
B # Amazon MSK £ W H &

EEHERRE  FREAEHLT ACTIVE RA., BEXTNAR MSK £ FEMEBN D XEUET
the section called “ IFFHEBEFHNE | B EREBN 2 XE RFTRMRH, MEBTIXLERT ,
BELEEEFERNERE,

BEXMSKEENEER , BENMANEEENEE. TUEFHEEMHUREMNEEFRNREN X
£ 4 LER |, S the section called “44 ABLE,

ERAEHEFHMNEE Amazon CLI

1. EFILT JSON HFFRERFRXMH4H., FXHwHEN configuration-
info.json. ConfigurationArnBRNEERTENEFNEERN Amazon BIRE M
(ARN), FELLT JSON & | ARN &84 EMAEI S5l K,

Configuration-RevisionB#NEEFEANEEMBITIR. EEMSITREARM 1 FHENER,
LT JSON # | BT aEEMBIS5IEK,

"Arn": ConfigurationArn,
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"Revision": Configuration-Revision

2. BITATF®T , ClusterArnEiin 0l B2 EFHITIREM ARN, MRLZBFZERFN ARN , TTLUE

WIHRBESRRERKIEE. BXESZESR , 1S H the section called “5| HEE",

Path-to-Config-Info-FileBMANBEEENHNRE, MREHGRETEL—SFEEN
Xfconfiguration-info.jsonFAHERFEHRMBERF , MPath-to-Config-Info-
FileAconfiguration-info.json,

¥} Current-Cluster-Version BN EER Y HIRA,

/A Important

EHBNATRMANER, EEREBMNYBIRA , 56 ADescribeClusteri®4EsX desc
ribe- Amazon CLI cluster &85, REIRAZ KTVPDKIKXODER,

aws kafka update-cluster-configuration --cluster-arn ClusterArn --configuration-
info file://Path-to-Config-Info-File --current-version Current-Cluster-Version

THEHN RO IAERLL GRS

aws kafka update-cluster-configuration --cluster-arn "arn:aws:kafka:us-
east-1:0123456789012:cluster/exampleName/abcd1234-0123-abcd-5678-1234abcd-1" --
configuration-info file://c:\users\tester\msk\configuration-info.json --current-
version "K1X5R6FKA87"

#Z update-cluster-configuration aa S A% HIMELT JSON RAIFT R,

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/

abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}
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3. EjRBupdate-cluster-configurationBEER , HiETUTH
T, ClusterOperationArnBiR N E T H H P IRBM ARN, update-cluster-
configuration

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation ey S H ML T JSON RAIFF R

"ClusterOperationInfo": {

"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2",

"CreationTime": "2019-06-20T21:08:57.735Z",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "UPDATE_CLUSTER_CONFIGURATION",

"SourceClusterInfo": {3},

"TargetClusterInfo": {

"ConfigurationInfo": {
"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/
ExampleConfigurationName/abcdabcd-abcd-1234-abcd-abcd123e8e8e-1",
"Revision": 1

T , OperationType 2 UPDATE_CLUSTER_CONFIGURATION, Z1&
OperationState K UPDATE_IN_PROGRESS , H& & —EBitE , RAEBEXEIT
describe-cluster-operation @,

£/ APl B Amazon MSK &8 EE

EEA API 3 Amazon MSK & MELE , 5@ UpdateClusterConfiguration,
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E B Amazon MSK & &r{LIE

MREERF MSK £8MARE |, EEHIL Amazon MSK ##1, EEREHRNNRE | FHRRERLT
ACTIVE R%.

ERGEY ( HIAEISHRAFALR ) #E , Amazon MSK FRS ATRELE R MSK SEFNAKE, &AL
BYFHERRERN I Kafka FFIHAEMYE | BUHBAERF RN REETNEMER.

£ Amazon MSK £# E 5 X # Amazon Web Services Management Console

RN B A ERAER Amazon MSK £8£#Y Amazon Web Services Management ConsolefGE,

1. £ https://console.amazonaws.cn/msk/ 37 Amazon MSK 2% &
2. EBRESERNEM MSK £#.

3. MTRFFRBHEMAGSENy , AREREERNNRE,

4, ERERKERMA.

£ Amazon MSK & E 5 X¥ Amazon CLI
WERNBWAERAER Amazon MSK £8# Amazon CLIIXCE,
1. BITUT@S , ClusterArnBiH EERIBEFTIREBH Amazon BIRAF (ARN) ,

HBrokerIdB N EEZHREMN ID,

(® Note
reboot-broker BE—XRAXFEF —IME,

MBEBEEIZERHN ARN |, AT UBS S HFIEERXKREE, BXEZEE |, 55 the section
called “H|HHEE",

MRENEFRANE IDs |, NALBER I HABET IRKBE]. BXRESZEE , FSH list-

nodes.

aws kafka reboot-broker --cluster-arn ClusterArn --broker-ids BrokerId

Z reboot-broker BEMNBMHIMLLT JSON FI7R :

E /3 Amazon MSK £E KR IE 92


https://console.amazonaws.cn/msk/
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"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

2. E3R{Breboot-brokeriBELR , BIETU TS , ClusterOperationArnBRAEBTH
HH3IREH ARN, reboot-broker

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation @ HIH H LT JSON ROIFT R,

"ClusterOperationInfo": {

"ClientRequestId": "c@b7af47-8591-45b5-9c0c-909ala2c99ea”,

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2",

"CreationTime": "2019-09-25T23:48:04.794Z",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "REBOOT_IN_PROGRESS",

"OperationType": "REBOOT_NODE",

"SourceClusterInfo": {3},

"TargetClusterInfo": {3}

EHBHBRETHKE , OperationState &F REBOOT_COMPLETE JRZS,
£/ APl E/5 Amazon MSK S &y IE

EEH API EFEHEPHNRE | B3 HRebootBroker,
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H Amazon MSK EE&RMIrE

AL B E M T BTEURENE R 5 B 4s Amazon MSK &R |, a1 MSK &8, #rERENFIRE
NHREX, ERARER—MEE Amazon FRMBEHE (SRKERE ) MR EAMB AN TG E.

£

« Amazon MSK &R ZER AR

- FARZRE Amazon MSK 8R4

- FRZRE

- f Amazon MSK AP| 3 &R R IN#R

Amazon MSK E&E MR E Al HWR
Al Amazon MSK APl SE A TES -

o JFFRZHRINE Amazon MSK &R,
« 5 Amazon MSK HRHRZ,
« M Amazon MSK &R il BRIRZ,

&R BAEAPREX Amazon MSK HIR#EITH 3K, i, B LURAE, A EZIRRIN Amazon
MSK & #1TH R, ATEENESMIENENE , RItET 012 —A B E KR 2 ENIFE
FRo Bl | EEBAE L — AR RFE B RATA E KRB N AR FIRERER

LT RIRENZNRHE

* Project: Project name
* Owner: Name
* Purpose: Load testing

e Environment: Production

& ARZIRER Amazon MSK &8 5 4<

B LAEAREX Amazon F AT AR MIRER. HEX Amazon &R ( ‘23E Amazon MSK £ )
RAMRER | W Amazon KA S BEREBEEGSCENEAENHER, KABINARRILS
XK (WEAEFL, BARFEMIEEE ) WRERBESHRSHEE, BXEZER , HSH
Amazon Billing AP BRI B E UK R IREFE AR D EIRE,
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PR PR

LA TR &IE AT Amazon MSK FIFRZ,

ERR &I

« BMNRBRNRARFEHE 500
- RERNEX D KNE,
« TEERFERE CHBRH B IRARE

RS

- BIMRZRLTRE -, MRERNMNGEEGEEANE , WENFIRIHEZINETREN,

o FREBAEEL aws: FFL , AN ETRGTE A AmazonfEA. Amazon FRKRE I E AR
FLRE | BETERBE I BRIX LARE,

- MEEHVEEXTNT 1 F 128 4 Unicode FRFZ[H,

« RERUMIEUTZER : Unicode F8B, BF, ZRMUTHRERF :_ . / = + - @

REERS

. FREENEKEXLDNTF 0 F 255 4 Unicode ZRF 2,
o MRZETURNE, B, ENBABELUTER : Unicode &, BF., ERANUTEERE®RT
ﬁ: . / =+ - @

£ Amazon MSK API R & BRINFRE
R LA B LU T IR 4ER H Amazon MSK ‘& SEUR IR ZRECH R INFE |, RETIH RN Y TIRSE

 ListTagsForResource

« TagResource
» UntagResource

T2 Amazon MSK &8

Amazon MSK E#IZ8 AT AT MSK TR, BZH 142 Amazon MSK EFI88 7 . E , LA
£/ Apache MirrorMaker 2.0 M3E MSK B E B E| Amazon MSK &8, B XA ITHIRIEN R
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Bl IﬂﬁFﬁHZIKiﬂz Apache Kafka &1 F# F Amazon MSK, MirrorMakerf > i{al{E SR
errorMaker , 2SR Apache Kafka XA EEE 2 RAIRGHE. RIMEBNUER ST A MirrorMaker
ﬁﬁﬂlﬁi&ﬁiﬁ%

EAITH R MSK &8t MirrorMaker RIHBE &R 5 BRELHR

1. BB+ MSK &£&

2. MirrorMaker \5 B #r&E8 L T @ — Amazon VPC F L B # EC2 RHIFF 18,

3. REIE MirrorMaker iR,

4. MirrorMaker # L2 f5 , A MSK £85I SREFEFENERAEEEOIIHES.
5. X MirrorMaker,

£ Apache Kafka &8 1E# | Amazon MSK

BRELEHE —NB N CLUSTER_ONPREM B Apache Kafka 58, ZEHHCERETTNHE, NREN
ZEBTRINFOIENE N CLUSTER_AWSMSK BJ Amazon MSK £&8 | HEFREHEEERNTZS
gﬂ%EI‘J Iﬁé&%)b.o

FIWMABB Apache Katka EEH T E| Amazon MSK

1. 7E CLUSTER_AWSMSK & , Bl EIXBMATE T8,

WA REME A MirrorMaker LhER , RATCALBaIFEAEBNEFRINEFRUEETRENED, &
A LAfE A 5 CLUSTER_ONPREM HF R & HIE F 9 XETE Amazon MSK a2 EH, tBAJLL
HEEETFENEF R FH 2 XEH E=

2.  MirrorMaker M\ BB iEENPRCLUSTER_ONPREMFI B A PRAYSEHIFF 28CLUSTER_AWSMSK,
3. BITUTHHUEGFEETE :

<path-to-your-kafka-installation>/bin/kafka-mirror-maker.sh --consumer.config
config/mirrormaker-consumer.properties --producer.config config/mirrormaker-
producer.properties --whitelist '.*'

FEd&SH , config/mirrormaker-consumer.properties $§@ CLUSTER_ONPREM
iy 5| S ; B0, bootstrap.servers=localhost:9092, }config/
mirrormaker-producer.propertiesig@ CLUSTER_ H 5| SEFRIEAWSMSK ; fi
W, ., bootstrap.servers=10.0.0.237:9092,10.0.2.196:9092,10.0.1.233:9092

E#E Amazon MSK £& 96


https://docs.amazonaws.cn/prescriptive-guidance/latest/patterns/migrate-an-on-premises-apache-kafka-cluster-to-amazon-msk-by-using-mirrormaker.html
https://kafka.apache.org/documentation/#basic_ops_mirror_maker

Amazon Managed Streaming for Apache Kafka FERARER

4. PEETESFEA MirrorMaker E21T , AR HLEFFACLUSTER_ONPREM, MirrorMaker ST E X
i

5., BUIREBNMNEIFENGRE-—NMrBESIMEENRBECANIER , REERENEE.

MirrorMaker

FHigfE , XA MirrorMaker REERAEREMES~F, Bt , LA LA kafka-
consumer-groups.sh TERERHF. EERMEMARK/AEN , BE mirrormaker-
consumer. propertles XHFER group.id , RAEEAHE. IRXHEREEIERS ,

ALeIEE., flwm, Egroup.ld mirrormaker-consumer-group.

6. H& MirrorMaker EFfBXB /g , FILFIBEEFENERE , ABE L MirrorMaker, AE |, 58l
BRENFEASEEQE CLUSTER_AWSMSK 8  AXRENZEHFHW A ESNEHRSSISRE
B, £ CLUSTER_AWSMSK LE#/ZzhFrE eI 25 M %,

£ Amazon MSK £& 2 81T

BRI LAE A Apache MirrorMaker 2.0 M3E MSK 81X B 2| MSK &8, flmn , BA UM —MRAER
Apache Kafka E#E| 5 —MRAH Apache Kafka, BXIMAHMATILIREN =B , S FHAER MR
Apache Kafka S8 # 2] Amazon MSK, MirrorMakerAmazon MSK £ #|85i& /] F§ F MSK &8 1F
¥, BX Amazon MSK S#IBEMNESZEL |, BSR4 R Amazon MSK #1887,

MirrorMaker 1.0 S{E£5cEE

M ER{E SRR B R & A T MirrorMaker 1.0,

- EBREH MirorMaker L1217, XH—K , MIRAERKXEE  HENEREFFITAH. NREE
REE MirrorMaker £i21T , HEEHEEFERHTES , HEAFEERNKRE , NEHTELE
%Ko

- MREHBEBRPEENE , BEREFHFIET MirrorMaker,
- XFEALR , i&E auto.commit.enabled=false
- T elER, RE
« max.in.flight.requests.per.connection=1
+ retries=Int.Max_Value
+ acks=all
* max.block.ms = Long.Max_Value
- NTRENCEF[ETUHE :
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o EWXHEMIETHE B E - % buffer.memory, batch.size, linger.ms
- FEEEFEFK - receive.buffer.bytes, send.buffer.bytes

« RBERBIEEKL , BEREXE auto commit , XS MirrorMaker #a] LA HIRRR | iX&
EREWERE BIRERMN ack ZEF RXEM, MREFEHES acks=all FEBIRERY
min.insync.replicas REAN X F 1, EEAEERHFRXFBEZH , BEENREEZEHFNZM
B t, MirrorMaker

- MRIFFREZE , MAFERXRBREN 0. HE , N TFEFHE , FERAERPEZEBIZERN 1,
DEREMLEPREME , FRTFEXAEHOALE, XE—X , FEARENEMLE | B
BEET—MEAERIE, IR max.block.ms RIFBENFZAE , HEMRGEREHXEHF , M7
BESELBE (EABRTHM—EE ) . XAILEIEMREEA.

s WFEFUHE
- 1840 buffer.memory.
o BARHLE KD,

- 1A% linger.ms U ARFEFZHLAE, XETUKIEFNESE, EPNMEBTRAEURELHE
Bk, X2SBRERER,

- K1 CPU MIREFFEAER,
- NTEEARTELE
- EMEA MirrorMaker B2V IR2/E A EBE — num.streams.
- FEMERZE , EEGMITENEL MirrorMaker HEHE , USRI FATAM,

- HAER—A&ITEN L8 MirrorMaker 2% , AEETRMNITEN LB M#EER ( FRAMEBH
A 1D),

- RERLHEFRESHNEBEHEA LI MirrorMaker L4,
- NTEBNEE
« £/ Amazon CloudFormation flEt EEE T E |, tb40 Chef F Ansible,
- £/ Amazon EFS & AJ LAMFTE Amazon EC2 SE41i5 B Fr B Bl & XX 4o
- FRARFBENT BRMEEE MirrorMakerfl,

 BE  EETUE—HBRETRE—NEFTEM/M, MirrorMakerA Lt , HREZNEHASE. B,
EFEMITEY EREFERARUSTIST A, AR5 , TESMTENUEEN N XE—/NERARS ,
HEFASEEMTENZRBEEIPE.

- WTFESEHEREMNER , FRABBEKNEZEZEFAX , BAECIHNRIAMETELRNT . I TREBHRE
HEE , FEARNEE (num.streams) SR E HEI B LB ATE £ B % X4 MirrorMaker LT,
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MirrorMaker 2. B9{L & *

« A[LAFI A Apache Kafka Connect ER AR KL,

- AR EBMNS X,

- AINEERCZEBIESETERE.

o XEFEFEHERNUAREEHRENTHER,

- REFOER , BRESMNEEROMERFN end-to-end S HILER.,

- RHEERCAIBEARMENREZE , ARHEFRBERRIE,

« 5& MirrorMaker ™ 1.* HIENERE~E/ERAEREML , IR TE—MEBESNMNERHNE

FRIZAY & RECE o

M ER Amazon MSK FlBL E Ry SE 8

£

@ Note

WMRFE Amazon MSK £E#FEBIYT HEREE , BIVEEMBRER 2 I BRIZEKK, BXE
ZEE |, {52 H Amazon MSK 8 BT 45,

&

2 FAMIER Amazon MSK FiEe & i E8F Amazon Web Services Management Console
{55 FA M BR Amazon MSK Filfid E Y &£ 8 Amazon CLI

{3 API #IBR Amazon MSK Fiifit & 1Y £ B¢

{5 FA I B* Amazon MSK FRELE R &8 Amazon Web Services Management Console

LI 2 4B a0 55 A M BR Amazon MSK TliEL E &8, Amazon Web Services Management Console
FEMIBR MSK 8z hl , EHEARLEENERPERNAMBERRE , H A REEAKRB TEHNITL
£5. BIERUE MSK &M R,

1.

2.
3.

B FH fEnhttps://console.aws.amazon.com/msk/ZRF T F+ Amazon MSK &l & ? Amazon Web
Services Management Console region=us-east-1#/home/,

IR EMRBRA MSK 813510 1 HERE R IZEE.
EERBRAR , REEIAMER.
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& FA M Bk Amazon MSK Tt & /Y58 Amazon CLI

ISR R WA A MIER MSK MBLE R SRR, Amazon CLIZEMIBR MSK £ 251 , BRAREERH
SEHTFHENAMBEERME  FRRBEEARBTEFNIUTIES. BT EBE MSK E& IR,

BITUATGS , ¥ ClusterArn BN IR SR FTIIRE Amazon BIREF (ARN ) » WMREE
BZEHN ARN , AIUBISIHAERRERKIE, BXESZER , BSH the section called “FI i &
o

aws kafka delete-cluster --cluster-arn ClusterArn

A API & Amazon MSK TiEt B E &

Amazon MSK API AFEE B Bkl ERFBH AP UERE S RN NENERLHN MSK A EE
B, BN B mAERTDE MSK AP #ilBRIE B i# MSK Filii E5EE, 7EMIBR Amazon MSK £& 2
i, FRREZEZHERPFEHENTEEERE , A BSEEAKRBTERNITNES. BLEHHE
MSK SR BR

EEA API IBREEE | S DeleteCluster,

W 5% MSK By EEhae M=

Amazon MSK Provisioned SE8 12 245 FThaE |, AT BRI LER e H FH R B RIEARE R,
LT EFFMAER T X LEIDEE,

« XLEXIHA : Amazon Web Services Management Console
* Amazon MSK API| Reference

* Amazon MSK CLI Command Reference

FR

« 5 MSK K4 /ER
Amazon MSK 2 K/
EZLENFHERE
T 5i# MSK AR £
I 5 MSK FifL & fid &
&b
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Thee RHERZLH B Z LA
g CloudWatch , 77T %42 CloudWatch , $TFF 542
® Note

&I EBIER MSK API IR AIER BN MSK Bl ESE MR ERIERBEE AN Express £
HRE, BB NMEAMENERE (FHERRE ) WK,

ES ]
« L5# MSK #r/ELL ™
- WEF MSK RiEZLE

I 55 MSK #rEL L™

MSK Provisioned FIAR/ERIBNEEERFF MM THRANREYE, BULUNSHEFTREPHTE
B, URNNARFENTAME. MAK., SHENEREH. SEUUMBEGE#EAEHRETENR
INEBE, Amazon MSK fARARERBRNM INFMEERAEG4EY | B8 ETREEHINESFRE, &
AUERAX PRI SFERBEINEREIBNESFHAEE , SREFEHEEE. RENEFNEE,

53 MSK 1Ri% £ 42

MSK Provisioned B Express {X¥2ff Apache Katka EZ TEE , EERANE , H A EEHEMNKE
BTEE#M, RESRETET EMN pay-as-you-gofzfif , TERBHNE, BEREN L, BEM
EHYSEBI KR/ |, 585 Apache Katka REMLE , SMMETRATUANEMNMERESE 3 EZHNEL
B VEEEESD 20 %, WEEREM 90%. Express KEFLEE T Amazon MSK I FR{ELE R
NE , HEFRITEFHEELERS , MSEXRE#HEDEF S Katka EEREZBNERREA,

AR REMAEXpressFL AN FEEEZ RN — L BRRMINEE,

- TEGEMHERE : Express Brokers TEOERE BT FME AR, B LIREBHEME, JLFERERR
2REMNEM, pay-as-you-goX FEFEMHERA , BEEZEITEXRFMNEFERESES RN KRB LKE
KNBHERT, XLENERCTHEEEER T ZREENRETH.

- TREEEMR : Express REAWRY BRER , B0 XNEELLIRAERER 20 8, HEFET R
SR LRI B B R B E R R B PHTT BUBRERARE , WHEREXREE, AXT BER
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WEZFAER , FSRAT EEH. BRAE., EfoYflS XHMiZE Linkedin Cruise Control #1TH
FHEHER D o

- EEMNAMRE : Express RLBNBNERLHEMNETHERTELLEN =, flw , XT84
m7g.16xlarge K/)N Express {32 , A LAR £ LAk 500 MBps WIEREBEARIE , MEFIRENR
¥ MBps ENBIEREAEEN 153.8 ( I NMNAFHRBRENGERE (PINEFMEHRFE ) 2ET
EBHHER ).

s XS MBITTHEIE  Express brokers 2 o IR BT RAEIER , LIRS EHNEM, HPaFE
X% Apache Kafka BEERIBI =, FHERFUAREERENTIAEBHNEEME., XLIHEER
DEZE, ERNMIZTAME Apache Katka AEF. BEXEZHMAEERELLARE , TS
# MSK i 2L EFES MBS

« REHFED : Express KL ARELEPE N, Amazon MSK 2B FEEFEMEREH, X
BEZHAREE , BHSH A Express L A3 T,

BXRRFEZLZANEMESR

- RiFERZL AS Apache Kafka APIs &€,

- PIBZLRENE 3 WAZs BEF AH.

« Express RE{GERA FHREXEMIKRD. BREFWIHE |, ESHE Amazon MSK EHs
« Apache Kafka MR4s 3.6 Z#FtRI%E R IE,

Amazon MSK {8 K /)

122 Amazon MSK Bt EEFAT , FFEEEELFETCHENREN XD, BELLmHE
# | Amazon MSK XU TE&LEmMNE,

ELL MR

 kafka.t3.small
« kafka.mb5.large. kafka.mb5.xlarge. kafka.m5.2xlarge. kafka.mb5.4xlarge. kafka.m5.8xlarge. kafka.m5.12:
« kafka.m7g.large. kafka.m7g.xlarge. kafka.m7g.2xlarge. kafka.m7g.4xlarge. kafka.m7g.8xlarge. kafka.i

Ri%EZ LS

« express.m7g.large. express.m7g.xlarge, express.m7g.2xlarge, express.m7g.4xlarge, express.m7g.8xl:
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BRELZAAENHMEEEM
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(® Note
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LT RS R —LEIhEE
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- BALMERIENRALEARBA Kafka APls LA £ 7= IR F EHLE B EIE,
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- DEEMTE Amazon GovCloud ( £E ) XA,

- PREFHEOGERTHEEAER,

. PRFHEAZFREKX t3.small,
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s PEEMAXEEREE., BRABEECH B D EFMNETET cleanup.policy BLE IR “MIBR”,

- PEEMERTXFEAREBEEREERM log.cleanup.policy K.

« AUNENETERZEASERER  BETRNBNERERIEFHE. —B2A LT EBNTERAD
R,
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o o o o g g B g g g o o
5 5 & 565 & & & &6 &6 &6

B[ T2 - AR E R E R

MW KJG , Apache Kafka E#IZ| 2 EFHIE 0 WERBIREFNER. XR2E A local.retention.ms R E
N7 2K, EEHFHEROINECHH, FIE1BRTHEELHER , bFESEFB 2 EEEAEMET
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Primary Storage Tiered Storage

Topic Partition -0 Topic Partition -0
Segment 1 - Active Segment0

o = — ~d M =5 L

=] o o o o o o

=] (=] =] =] =] (=] (=]

o o o o o o o

£ | £ £ £ £ £ | £

Q Q Q Q Q Q Q

B [E T3 - B REIREER.

ARG, REREBLEN , Katka NDTBEF#EPBRBER 0 MXEES. R 1BETHRETHER ,
BARFEEFT S REEORME , BRAELTESRS. &1 ERXA , RERFERRIN RS,

Primary Storage Tiered Storage

Topic Partition - 0 Topic Partition - 0

Segment 1 - Active

Offset 006
Offset 007

FHRAEEE S ZEM#M Amazon MSK &8 Amazon Web Services Management Console

WS ANE T WA Amazon Web Services Management Consolet| 24 E 176 Amazon MSK £
B,

—

£ https://console.amazonaws.cn/msk/ ¥ FF Amazon MSK #2#l &
EROEER,

N BEEIEFRBEE L,

EESRNET.

EEFRBPEEME,

o M 0D
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6. N Amazon MSK &R X5 EFMEM Amazon Kafka ixZ< , AT olg2&%%,

7. 1B kafka.t3.small LA RIB KN,

8. IBEZLHE Amazon MSK EBNAAXFEIENRERE, SIMNTARRL—IME , 8/MNEH
5% 30 ME,

9. BEREITWHWITAXRHNHKE,

10. IBEBNTAXEEBH Apache Kafka KB E,

1. EFEFHEEDN., HHSEATBERs RFHERN 2 EF#M EBS 76#.

12. BREFVEOSHHRRSREE. Tl/E , 7 EF#EMN EBS FHFMENERFEREXER
EREFCIBARS,

13. 4% Create cluster ( BIEEE ),

FERNBREE P EEFMEM Amazon MSK &2 Amazon CLI

ERERIERAYEEM  BEAERMN Apache Kafka lRAM 2 EFEBHOIZER, FEEUTR
BREIRE, A BERT—THENSE , ¢1EE A2 EFMEN Kafka £ Amazon CLl,

EXRUBEHNIIFEHENTEYR , 1S create-cluster,

aws kafka create-cluster \

—cluster-name "MessagingCluster" \
—broker-node-group-info file://brokernodegroupinfo.json \
—number-of-broker-nodes 3 \

--kafka-version "3.6.0" \

--storage-mode "TIERED"

BIE S A EEM#N Kafka =& Amazon CLI

EXRENERERA T RERNERNABNERE K SEENBR-MNERATIRERNEE , Hhas
EXRBERHTFHEYE. 2EF#NETIEENT .

« local.retention.ms ( #2010 & ) AETHEMNREBIZRE , local.retention.bytes A
HEBR KR,
- remote.storage.enable iREN true BRI AS EFM,

LARBLE A local.retention.ms , {EILE M AT B 7 local.retention.bytes, LLE M H| Apache Kafka
FHERENMNEEEEH R 2 BEFME 28 T LI WA Apache Katka AIAE I F T . BXRIZHFH
BRERMNEZFMES , 2S5 Topic-level configurations
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® Note

BAIER Apache Kafka B FiwhR A 3.0.0 REERA, XLMRANE kafka-topics.sh
HIXLEFIRIRAFRZ R remote. storage.enable WiRE, ExFEHFEHRZAH Apache
Katka WEAIBE XA B RS EFME , S FREIE Amazon MSK £ LB RS EFHE /N,

bin/kafka-topics.sh --create --bootstrap-server $bs --replication-factor 2
--partitions 6 --topic MSKTutorialTopic --config remote.storage.enable=true
--config local.retention.ms=100000 --config retention.ms=604800000 --config
segment.bytes=134217728

EWA Amazon MSK =B LB RNEZR S E17M#

XYM NEUAECUENETE LERNERSEFHE. E0BERATOREMNFERNEA | 18
2 #4EF Amazon Web Services Management Consolet| 2B 7 2 B &R EE

EIAH Amazon MSK =B LB B2 E17M#

EENEXB LERAPEEME  BEAUT REFN alter iBiEE, EEABENETBLBERASE
R , BRAZEEA Apache Katka & F i iR A< #9 BR 1 o

bin/kafka-configs.sh --bootstrap-server $bsrv --alter --entity-type topics
--entity-name msk-ts-topic --add-config 'remote.storage.enable=true,
local.retention.ms=604800000, retention.ms=15550000000'

EIMAE Amazon MSK =B - EZER 9 B 124

EENATELERASERFRE  FRBREAIEFHNINFER alter 8 H1E%,

bin/kafka-configs.sh --bootstrap-server $bs --alter --entity-type topics --
entity-name MSKTutorialTopic --add-config 'remote.log.msk.disable.policy=Delete,
remote.storage.enable=false'

® Note

BRIEFHE AT NBRs EEETHNETHIE. Apache Kafka AREBEFMHEIE , B
MHEBAET local.retention.ms WERBHN, ZHFBMN P EEMEE , B EBXRE
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AR, BEEINEXB L2 EFM , BTFA2ZFE ) Apache Kafka & iR 2449 FR
il

£/ Amazon CLI £ B Amazon MSK £& + E A9 E1FE

® Note
REEEEM log.cleanup.policy IRE N delete i} , FREB AP EEME A RAPEERTAX
BFEEETE. IRREZFETBLERASEFME , HE T ZE-EH log.cleanup.policy B
BN compact, BXXENHREBENEZHMESR , BSH Topic-level configuration,

1. B3 Kafka fRAS : SEBIRAHIEM BB, EEREFHNWLBIRA , B
HDescribeClusteri®E=sK describe-cluster Amazon CLI #5 . ROIRAR
KTVPDKIKX®@DER,

aws kafka update-cluster-kafka-version --cluster-arn ClusterArn --current-version
Current-Cluster-Version --target-kafka-version 3.6.0

2. REERFHEN, UTREREERWNMEER update-storage APl FEERFHEEXFEN
TIERED,

aws kafka update-storage --current-version Current-Cluster-Version --cluster-arn
Cluster-arn --storage-mode TIERED

FEREH A EHINE Amazon MSK £ N D E176#

WS ENE T WM Amazon Web Services Management Console E#1 4 E % Amazon MSK £
B,

iR MSK S L HI#Y Apache Kafka liRZA 2 2.8.2.tiered, MREBEEN MSK E£E AR Z 2.8.2.tiered
WA | &SR E#H Apache Kafka A,
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® Note
REEEHM log.cleanup.policy IRE RN delete Bt , FEEBRAPETFM , RASEFEHETX
BEAETE, IRREZBETELERASRFME , BEALUFZEBM log.cleanup.policy B
BN compact, BXXEFNHREBMENEZFMEER , 1S H Topic-level configurations

1. 1E https://console.amazonaws.cn/msk/ ¥ FF Amazon MSK #2414,
2. RIERRENE , BEREM.

3. BEF@HEy  BERRESHTFHER,

4. KR D BFHEN EBS Fi , BARREER,

¥ B Amazon MSK ¥R /gL 4L 17 iE
ETUEIMEMRIZH EBS FHER. LTHERD TR
Ey BigERE |, EESMATRA,

/A Important

VB MSK £BNFH=ZRE , YAAUFERFIANEEZR, T3 , EBRAEETFBS42
B, ERTFTE—BSIH. Amazon MSK EALLLSEHEARMILER  BXEHAITT R, X&
FRIMNEZA 6 Nt EIEE 24 /Mt FRE | EFBURTEFNEFHEAXDNAARURRE, XEE
ERF auto scaling B4 , t1i& A F £/ ZUpdateBrokerStorageREM T4k, BXIE
WAREMEZE X PWEER |, 12 the section called “FREL L EHH RESSER,

BAILEREERARELAQT RITRENFEZE, FSRRELLEN D EFMHE,

FB
« Amazon MSK £ B3 48
- FREZLENFIT R

Amazon MSK &8 EHz T 48

EADT BREHFEEAEUNNFERAERM , LALA Amazon MSK BB AREF BT BERE. £
Ba Y BEREP , EUNREBRHENRAEZNERT REE.
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R Amazon MSK fER B30 Sz hl , BRERUATILR :

/A Important
YT BIRES 6 PR RERE IR

BWIENKNEENEHETE , LUBREMER, BXAREHANIES | BSHAREEHEI
B BNEENIREREBHE,

« Amazon MSK T4 RAFEHAERL MBI/ NERFHABE, Amazon MSK X/ NEEESH KD, W
REEER/NEHEEAD , WX EOEERIBINEEAER/ INERE, EXIBEHENEESR ,
BHS TR E Amazon MSK £33,

« Amazon MSK ZEIL A# X ( KRR ) MIEM ( AER ) REFRZEFESIT %,

- UIRRBET BREESER KB , Amazon Aut EC2 o Scaling 2 B3I B T BHRBENT D%
CloudWatch k. MREMEA BB HAEMEMIBRERE , Wt CloudWatch BIRMAFE. ZMIER
CloudWatch Bk , BN ZAMNEFHTRBIREDIBHRKRE , AEEMRIZERF. ETHREXBERRER
WEZER , S H Amazon Auto Scaling FIF 8B H Amazon A EC2 ut EC2 o Scaling B9 B #x
IRERT B BUR.

FT
« Amazon MSK W Bz ¥ SR IEiEHMER
« 7§ Amazon MSK &R E B3V 48

Amazon MSK H B ¥ KB iFMAER
BV BRENEBENUTSEH -

- FEFBAERBIR : Amazon MSK A Ff#% Ba ¥ BIRENEERNARRE, B LUFLRBARERR
BENYNEFEIEN 10% 2 80% Z2H., BB FEAMAZRBFEEN 50% 2 60% Z[H.

- RAEHAEE : Amazon MSK TJ LA REBEMIBNRAT BRE. BuLlNEMNMEBNRKEMH
BRERENRZ 16TiB. BXEZEE , HSH Amazon MSK BRE,

2 Amazon MSK #/E] Maximum Disk Utilization ¥§#3&FF = A TF Storage Utilization
Target iREBH , EQNEFEHAEIEM 10GB HYBFHBEN 10% ( URKEBNAE ), 0, R
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&8 1000GiB , MZEERN 100GiB. ZMSBIHRE—XFHEIAR, X-INT RRES KSR
mE#EAE  BIEN 10GB RYFFETEMN 10% ( ARKENE ) .

EWHERAXRET B BHBURE |, BEMEAZ ListClusterOperations#{E,

A Amazon MSK &8 REBE BT 4

A AE AT D% MSK #2414, 3% MSK API , t2 A1 5L Amazon CloudFormation SEE1 174 9 B b
¥ B, CloudFormation AJIE AT 5 3R 1§ X FApplication Auto Scaling.

(® Note

PIRERN  BXEXNBIY 5. ELNEVNEEER  RAEHEHUBHASABIT BRI,
B2 , A LFE Amazon MSK BRS5 02 S 8¥ B 0 2 1Z 5K #E .

£l

 {#H Amazon MSK Amazon Web Services Management Consolei&i& Bzh ¥ 4&
- FACLIREBIT R

- A APl 3 Amazon MSK iR B B3N 48

£ Amazon MSK Amazon Web Services Management Consolei& B B3I ¥ 43
WEBNE T WEER Amazon MSK 4| A N E# ST B3HT 4.

1. B FH{Ehttps://console.aws.amazon.com/msk/ZKH FTF Amazon MSK #2#|& ? Amazon Web
Services Management Console region=us-east-1#/home/,

EERYRD , EBEH., XAFEEISEIHEFFAEENT@E,
EREEDT BB, ERERE.

SIEHwE BT BRE. BEFRIAARER., FAFERBENBIRER.
1% Save changes,

o k~ w0 b

REFFERAFEKE , ZREFHNZEHENEDRS. RE , HEFEFERARERET , Amazon
MSK &¥ REFH 76,

A CLIREBHT E
W RNE T {aE A Amazon MSK CLI R ZESST B3y 48

FREE 115


https://docs.amazonaws.cn/msk/1.0/apireference/clusters-clusterarn-operations.html#ListClusterOperations
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-applicationautoscaling-scalabletarget.html
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1. f£M RegisterScalableTargetdn &3 Mt 12 46% F A £ B #5,
2. f#M PutScalingPolicyts S eIZ Bz BKEE,

5/ APl 5 Amazon MSK i& & Bzh¥ 48
WA E T t{aE A Amazon MSK AP A EESSII B3y 48

1. M RegisterScalableTargetAP| JEM 174 R A = B #x,
2. R PutScalingPolicyAP| 81 Bz EF 1.

mELLENFIT R

EEMF#EZE , FEEEREA ACTIVE RS, FET BERREHZRAZDAANNHSH
B, BRZBESVUNREHMESFRTZH , BZRSNEFE 24 PR REKNEXEHEFHITRA
to SERNCLERNNKEEFMIAX/NKIEL.

FERYT BRALLEFM Amazon Web Services Management Console

1. ¥ https://console.amazonaws.cn/msk/ TF Amazon MSK &l &
2. LEREFEHREEEN MSK £5,

3. HEFEIDPERERE.

4., EEMETHE. BREENFEE , TEADFHEE.

5. i&# Save changes (RFEX )

SR B&L4L 76 Amazon CLI

BITUATGS , ¥ ClusterArn BN IR SR FTIIRE Amazon BIREF (ARN ) » WMREE
BZEHN ARN , AIIBISIHAERRERKIE, BXEZER , BSH the section called “FI i &
o

¥ Current-Cluster-Version iR EBH 2 HiRA,

/A Important

EEMATEREENBER. EERERNIAIMA , FEMDescribeClusteri®# ¥ desc ribe-
Amazon CLI cluster 5. REIMRA R KTVPDKIKX@ODER,

FHER 116


https://docs.amazonaws.cn/cli/latest/reference/application-autoscaling/#available-commands
https://docs.amazonaws.cn/cli/latest/reference/application-autoscaling/#available-commands
https://docs.amazonaws.cn/autoscaling/application/APIReference/API_RegisterScalableTarget.html
https://docs.amazonaws.cn/autoscaling/application/APIReference/API_PutScalingPolicy.html
https://console.amazonaws.cn/msk/
https://docs.amazonaws.cn/msk/1.0/apireference/clusters-clusterarn.html#DescribeCluster
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kafka/describe-cluster.html

Amazon Managed Streaming for Apache Kafka FERARER

ZTarget-Volume-in-GiBEHRTNEFEBNELLHFENTFHE. REEFMERENERH. &
TREEEEFFHNENMIE, BRIBENETarget-Volume-in-GiBH#MREKRTF 100 GiB K&
B, ENREEEMENEMETEEY 16384 GiB,

aws kafka update-broker-storage --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-broker-ebs-volume-info '{"KafkaBrokerNodeId": "All",
"VolumeSizeGB": Target-Volume-in-GiB}'

£/ APl hay RREF#HZ

EFEA API EKEFM# , 1S HUpdateBrokerStorage.

EIE Amazon MSK £ EREENEMEHLE

BRUMAEA Amazon MSK ###|&, CLI F1 APl IBFEHEMER |, ESH?22%
£

« Amazon MSK REFHERTNFAFTHEIRE

« {12 Amazon MSK EENFEEEHE

« Amazon MSK £ TMEFMNEEEHE
« A Amazon MSK £EAHIrERBEEFE#ELE

Amazon MSK RERZRHERTAHZEAFHERE

REFHEHIMETINEERERS : EFHE. Amazon EC2 Z| Amazon EBS WA FHEURTE
B EC2HOEHE, BullEAMEEHMELERARSALE, BR , REFUHERSTAERRH
I 5% EC2 3 Amazon EBS WM& EHEFMT I#p EC2HOFMHEERM.

AmaEC2 zon HOAHEZ HBREARENENEHBEZANEBREREN I, A , ¥TFEARHK
HEHIAE | Amazon EC2 % Amazon EC2 EBS WNEFEHENMT L HMEOFHERES,

NF 10GB HEANEB KR , BUUNERAEHEMENEY 250MB XESE. BRIAAEY
250MiB, EMEFM#ELE , BAFUEENRIE K/ kafka.m5.4xlarge RE K ( = kafka.m7g.2xlarge
REKX) , HELAUEERGAELE , MTFXRAT

RE KRN BRAEMEELE (MiB/s)

kafka.m5.4xlarge 593
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RE XD RAFHEELE (MiB/s)
kafka.m5.8xlarge 850

kafka.m5.12xlarge 1000

kafka.m5.16xlarge 1000

kafka.m5.24xlarge 1000

kafka.m7g.2xlarge 312.5

kafka.m7g.4xlarge 625

kafka.m7g.8xlarge 1000

kafka.m7g.12xlarge 1000
kafka.m7g.16xlarge 1000

fiTE& Amazon MSK £EFEEHE

BT LAE A VolumeReadBytes # VolumeWriteBytes IEFRREEEFRN FHYEHEEFLE, FHIX
AMERHENBEUAZTARUNEEHERELE, ERMEFNTHEESTLE , HXHNER
®EN SUM , IR KEEN 1 2% , RAEFERAUTAR,

Average storage throughput in MiB/s = (Sum(VolumeReadBytes) + Sum(VolumeWriteBytes)) /
(60 * 1024 * 1024)

A2 VolumeReadBytes Hl VolumeWriteBytes SRS S , 1S the section called
“PER_BROKER Al M1%E",

Amazon MSK £ PREFWIVELE EHE

BRI EFETERHE 2RI 2EEH Amazon MSK L&, Fid , BEEFIMENETULE , BH4MA
EHATIXFHANRIE . E#F num.replica.fetchers BESHMABHMESTLE,

EERIA Amazon MSK BL ™ , num.replica.fetchers H{ERN 2. EFH
num.replica.fetchers , BAIMFEATRINENE, XEENHSE, BIWERESSHAHA
BIXLE,

FHER 118



Amazon Managed Streaming for Apache Kafka FERARER

RE KD num.replica.fetchers
kafka.m5.4xlarge 4

kafka.m5.8xlarge 8

kafka.m5.12xlarge 14
kafka.m5.16xlarge 16
kafka.m5.24xlarge 16

EHMENERERREITEE 24 MIRER , HEMRRBAEBIRSMA , WATREEERKNE, T
o, ZEXBHE , JEENMREELSTRE#ENME, MR 1TB BEIXIFAH , BEAFAD
R TR ER NS,

A Amazon MSK EB#AHINEREBEEFREHE

Amazon MSK RELFHERFEFES L, JERRAEREARE, EREZRASEHIHEURE
RASREMAERFPHHRER , MIIEETFE /10, EFHEFUHEREROFREBEARBENMNF#ES
REBENERER, MEF#EHERETNEHPNREEEZRRNEED,.

BRI AN RIBA/INA kafka.m5. 4xlarge FEAREFRBEN 10GB RESNEREEMERTHLE
BE (USM MB HEMN )., TUEAREHBRIEETMESHE, BT ACTIVE IREH
EHCHASERAMERHE.,

BEXEERHENESR , BSA2?2,
F&
- FAMAE Amazon MSK &7 & & Amazon Web Services Management Console

- fEATRELE Amazon MSK £&F#&EH E Amazon CLI
- £ AP| 8]2 Amazon MSK &R EFEFTHTE

FERAMBELE Amazon MSK £# 7% &1 2 Amazon Web Services Management Console

WERERT /Rl , HRNAEACESAMEEFLER Amazon MSK £8f, Amazon Web
Services Management Console
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1. B FZHfEhttps://console.aws.amazon.com/msk/ZRF FTF Amazon MSK #2#|& ? Amazon Web
Services Management Console region=us-east-1#/home/,

2. EROIBER.

3. ERBAENSE

4. EESHBBEN.

5. GRS FRFEER,

6. NERENFHEHERE M

7. &EVPC, AKX, FRNMRE4H,

8. BEET—%,

9. HEZ2SZERIWER , #ET—F,

10. EERNFICSRVER , ZET -5,
1. REEHRE , RREFCIEEE,

fEATBELE Amazon MSK &7 &M & Amazon CLI
WERBERT —ANRE, HEBWAERGIEZEZHA T Amazon CLI Bl ESFH E MV EE,

1. EFIAT JSON HFHHMWLEX 4R, AEKFPNERR TN IDs 224 ID S0uF. AXH
cluster-creation.json @& HREX 4,

"Provisioned": {

"BrokerNodeGroupInfo":{
"InstanceType":"kafka.m5.4xlarge",
"ClientSubnets":[

"Subnet-1-ID",

"Subnet-2-ID"

1,
"SecurityGroups":[

"Security-Group-ID"

1,
"StorageInfo": {

"EbsStorageInfo": {
"VolumeSize": 10,
"ProvisionedThroughput": {

"Enabled": true,
"VolumeThroughput": 250
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}

}
},
"EncryptionInfo": {
"EncryptionInTransit": {
"InCluster": false,
"ClientBroker": "PLAINTEXT"

}

I
"KafkaVersion":"2.8.1",
"NumberOfBrokerNodes": 2

iy

"ClusterName": "provisioned-throughput-example"

}
2. ME—FHRMEFE JSON U B FAHiz1TEL T Amazon CLI 5%,

aws kafka create-cluster-v2 --cli-input-json file://cluster-creation.json

58 API 8|3 Amazon MSK &£ T BEFEEHTE
EEBEHNEENMERENFEMETLE |, B A CreateClusterV 2,
T D MSK Ffg %4

=Z4E Amazon REFRZE, N Amazon BF , BAIUSRTENFEASHZsHRBAALNE
SR A 2 Y BUE R O TN R 53R R,

RERMFHEEE Amazon BFTRE. REHBENREHRNZNRZEENZPNR SN

« ZEE — Amazon ARRIFE Amazon =HIZ1T Amazon RS EMZEN, Amazon & ERZ M
AUZLFEANERES. EAN—32 , F=AFIHHEHMN LM IERMNELLHER . ETHEH
F Amazon Managed Streaming for Apache Kafka B9 &#HitX] , ESRZENEITRIEEFEE
M Amazon Web Services,

CREE-BHNREHREEAN Amazon RERE. EEFENHTRRNR , BELHBIEN R
., BRBNWERUREREEEN,

ZX A EBYIE T S E A Amazon MSK Bt N TREHRIEER, LUTEEA MM E E Amazon
MSK AR BN L EESHN LB IR, BiES T a4 H EH M Amazon Web Services & Bi& s 12
F{R# Amazon MSK &R,
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£

« Amazon Managed Streaming for Apache Kafka IR

« Amazon MSK Ky 5 KR ZX APIs

« Apache Kafka # & 135U F %X APIs

« E Amazon MSK & Z 24

o FREIFT D# MSK ZooKeeper S£& 5 Apache 1 = #9175 18] X fR
» Amazon Managed Streaming for Apache Kafka B-& # t 31F

« Amazon Managed Streaming for Apache Kafka 1 #91k & 8¢
» Amazon Managed Streaming for Apache Kafka FHYEMIiZ L =4

Amazon Managed Streaming for Apache Kafka 5B iR R

FHEFTERR Amazon 73ER TEA T Apache Kafka # Apache Streaming for Apache Streaming #
WEBRERYT . MAEHEFTIR Amazon , ARRFPEITAEABTHNEIKREMZEH Amazon Web Services
T BAREFNAEEHEMEN EHRNBHNIES, ZEATEFMERN Amazon Web Services R
FENEL2EENEERETS. BXBERLMNESEE , BSRAKERALENLBE,

HFHEERF EH , RAONEUERI Amazon Web Services i EIEH £ Amazon IAM Identity

Center 3 Amazon Identity and Access Management (IAM) iREMNABF., X#& , 8NP RIRBE

THEHI/FIREMENNR, FERNUESEIUT AR RPEE

s WENKFFEAZESHRIE (MFA) .

- f#H SSL/TLS E®RREE. Amazon BATEREER TLS 1.2, BiXEA TLS 1.3,

- FRARE API M1 A F3E3) B&E Amazon CloudTraile XA CloudTrail SRER{#3X Amazon SE3IRY
E8 , 2@ (Amazon CloudTrail A $E®) FRIFEAIR CloudTrail ER.

« 5/ Amazon IMNZBRF RUREFRHFERINZ £ 8 H Amazon Web Services fRS

- FARRIEEZLRS (HW Amazon Macie ) , EEBIF XM AR Z41E Amazon S3 HEBUR
Bz

o WRBE Amazon BEGHTREDR APl #H1TH R ZEELZ FIPS 140-3 BIFM NZER | E(EH
FIPSima. BXTHAN FIPS mRNEZEER |, BHSR (ZEBKHPEELERE (FIPS) 8 140-3
) o

BABWEINNENZREERBRER (NEEFWE TN ) RARSHEHBERAXEATE
(MBMFE ) . XTIFEE Amazon Web Services fRS FEAEHIE. APl 5 Amazon MSK =% H b
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H1#9 Amazon CLISERt, Amazon SDKs#E M T & #REVFRE S B B4 =X XA 7 B 5 A BV (R B33 28
TRLATUHRJIZH AT, NREEMBRSF[RAMNL , BARWEFEEM P EBSRIEFEEK
BOUEX 1% AR S5 2R Y iE Ko

FH

« Amazon MSK fi%

« Amazon MSK fZ Al

¥ Amazon MSK APIs 50 VPC &inT Sl AFEA

Amazon MSK iz

Amazon MSK 124 7 HIE B EI |, Al fF X LEETRFH B SN BRIEEEER, Amazon MSK A
FMZRWIEBKRAE 13 MPALELIT—IR. Amazon MSK £ B3I RFrEEESEITXEEH, EEBIIE
PEFIRIER , EONERIRSIRE N MAINTENANCE, SEFTERE , CANERRSETRRE RN
ACTIVE, ZHEF4T MAINTENANCE RASH , B ASEAERAMERARIE , ELENBTBEBRITEMAE
RE,

Amazon MSK #7& &

Amazon MSK & Amazon Key Management Service ( KMS ) £ 5 LA {43 B8 19 AR 5525 i A

o, Amazon MSK IR MBR B ESHIE. 6l MSK £&#aT , BAIEESRFE Amazon MSK
BT i EASEIEN Amazon KMS key » TIREFRIEE KMS 240 , Amazon MSK &R & 812
—/N Amazon EEXZH HRAREFEHAE. BX KMS ZHNEZER , 1521 (Amazon Key
Management Service FF X AR 3E®) FH Amazon KMS keys.

Amazon MSK &% & fn %8

Amazon MSK £ TLS 1.2, MINERT , e NEHE MSK SRV RE 2 BEMAVHIE, TTEL
BEHNESHMRINME,

NTEFHRNREZENERE , BLTIEE T =ZHREZ— :

° ‘fRJjTJiLF TLS bu%i&ﬁo J\X%%ﬁ%iﬁlﬁo
- EIRAFIAXEEMN TLS NEHHE,
o NAVFHAXXEIE.

I 52k MSK 242 AfEH 222 Amazon Certificate Manager iE$., Eit , fEfI{51E Amazon Trust
Services B E th &5 F Amazon MSK REAVIEH,
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SRBMNBARWEAERTINE  BEATREMHFAIIN CPUFTHEM/LEZEVHNIER, BR , KEHK
EARSINXLEERHTHR , FRNREIRTER. FrinfERBEREEXHNEE,

Amazon MSK & A7

Bl MSK &Y , BA L&A JSON BRIEEMZRE. AT :

"EncryptionAtRest": {
"DataVolumekKMSKeyId": "arn:aws:kms:us-east-1:123456789012:key/abcdabcd-1234-
abcd-1234-abcd123e8e8e"

iy

"EncryptionInTransit": {
"InCluster": true,
"ClientBroker": "TLS"

3 F DataVolumekMSKeyId , A LAURIKF (alias/aws/kafka) B MSK lEEZEFERAH
Amazon TERFH . MREKRIEEEncryptionAtRest , Amazon MSK i &X R B HEH 1T
&, Amazon RERNZPAEWELNERERANES , B KIX GET R WA DescribeCluster
AP| #1F,

3F EncryptionInTransit , InCluster MERIAEN true , ERMRERBIERIE 2 A& 1E BHE
BHik Amazon MSK tNZEIE , W AT SR LLIIRE N falses

EREFHAREBEEEAHNETEREEMNZESR |, B ClientBroker IRENUT=/MEZ
— : TLS. TLS_PLAINTEXT 3 PLAINTEXT,

=i

o )% Amazon MSK £ & rIEEINZREE

o i® Amazon MSK TLS 1nz®

2 Amazon MSK &£ HEENZRE

LI RANA T MAEEIE Amazon MSK & EEMFERE.

RSN EENRZRE

1. HE-—RONABREEXSF , AN GXAEERREONEFER. S0, HEFEH

encryption-settings.json,
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2. i&1T create-cluster @S H A encryption-info Mg EEREFEE JSON XK., R
BT - B¥A{YOUR MSK VERSION}E Apache Kafka & F iR AN B A AR AR, B AER
MSK EEMANE LR , 5S4 To find the version of your MSK cluster, &3 E , A5 MSK &£
BEMRATREH Apache Kafka ZEFIRhRA , A 862 S B Apache Kafka BIERIA, EXMEN,

aws kafka create-cluster --cluster-name "ExampleClusterName" --broker-node-group-
info file://brokernodegroupinfo.json --encryption-info file://encryptioninfo.json
--kafka-version "{YOUR MSK VERSION}" --number-of-broker-nodes 3

LA BT an 5 a8 B Zh e B2 R~ 46

{

"ClusterArn": "arn:aws:kafka:us-east-1:123456789012:cluster/SecondTLSTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e",

"ClusterName": "ExampleClusterName",

"State": "CREATING"

Mt Amazon MSK TLS fnz

IR E T {AI7E Amazon MSK Eilllis TLS tnzz,
M TLS N

1. 1R H&the section called “BIERE P ixiTEHVFNIES A EEZT R iRiT &N,
2. TEEPIRITEN L ZR% Apache Kafka,

3. ‘EAXRRHIF , BIER VM EEES MSK £8EE. it , FAEAEFF®ITEN L2 —1
BR /tmp XX, RiE , #3F Apache Kafka R%HKY bin X#HR |, FETUT@T. (EH
JUM BEARETHMEL. )

cp /usr/lib/jvm/java-1.8.0-openjdk-1.8.0.201.b09-0.amzn2.x86_64/jre/lib/security/
cacerts /tmp/kafka.client.truststore.jks

4. PEFFIHITEN LM Apache Kafka Z%H bin X#RGF | RIE—1NEBH
client.properties XA H , ZXHBEUTHRE,

security.protocol=SSL
ssl.truststore.location=/tmp/kafka.client.truststore.jks
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5. 7£ Amazon CLI ZETHITEHN LETUTHS |, clusterARNE R N EEH ARN,

aws kafka get-bootstrap-brokers --cluster-arn clusterARN

BUMERMTATR. RELHER  RAGEEET —IHERTE.

{

"BootstrapBrokerStringTls": "a-1l.example.g7oein.c2.kafka.us-
east-1.amazonaws.com:0123,a-3.example.g70ein.c2.kafka.us-
east-1.amazonaws.com:0123,a-2.example.g70ein.c2.kafka.us-east-1.amazonaws.com:0123"

}

6. BITLLT®T , BootstrapBrokerStringTlsB#REE L—SHRBIRBIRRZ—.

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list BootstrapBrokerStringTls --producer.config client.properties --topic
TLSTestTopic

7. {IFHHRTEOFERIE-AFFRITEN. RE , STUAT BT UEIEESEFERR,

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBrokerStringTls --consumer.config client.properties --topic
TLSTestTopic

8. HAERBEOTP , MANKHEERTEER , HECAREQFERMEEE. Amazon MSK
X 4% R Y L SH BT T N

BXEE Apache Kafka HEF iR MEAMZRENEZER , BFSHAOLE Katka BF I

& Amazon MSK APIs 510 VPC K1 R Bl &M

&0 LAE R B Amazon PrivateLinki2 189320 VPC é%ﬁﬁ‘ﬁ‘ﬁ,mﬂEFHLt,.,\E’J Amazon VPC #l

Amazon MSK Z BIHYRE APIs B LML, #0 VPC KinT R FBEHEEKMMK, NAT &

#%. VPN £3£5 Amazon Direct Connect iE#, Amazon PrivateLlnkm—ﬁﬁﬁﬁﬁﬁﬁﬂfﬁ%D9’—@1

Amazon RSS2 B EBEER Amazon E R |, £ Amazon VPC IPs HERAEME, BXEZEER
S S # Virtual Private Cloud M#0 VPC 4% & (Amazon PrivateLink).

B R ARFE A LLEA S Amazon MSK Provisioned 1 MSK Connect % APIs .  Amazon
PrivateLink & % , i R & H Amazon MSK APl B2 —MEQO VPC KixT A , UEZIETEDO VPC 4
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BHARALHNITE#H VPC RENARE. BAFIPSHWEQ VPC A BT AERATEERE.,. BXES
1|:| % y 1ﬁ |ﬁ|ﬁ“§¥?§u jﬁuﬁjﬁ/ ™ O

ERALLIhEE , BRI Apache Kafka &/ i A] LAz 23R BUE 82 5 £F 58 LUE 2 MSK Provisioned 3 MSK
Connect &R , MAEBT BBMLRIEZFAH,

BN VPC KT 2 , BEBUTRESEHEA TR Z— :
NTFEBERN MSK :

* com.amazonaws.region.kaf

- com.amazonaws.region.kafka-fips ( /& FIPS )

Hpith X2 AN X B, EBHBRZFEHRAE MSK MEE APIsFE. BEXEZEE , B5H
https://docs.aws.amazon.com/msk/1.0/ apireference/ FEYIE/E,

¥ F MSK Connect :

« com.amazonaws.region.kafkaconnect

Hepih X 28003 X B #. EBILRSBMEN TS MSK Connec APIs t ®#E ., BXEZER , HSH
(AT # MSK Connect APl &) R,

BXEZEER , BFECIEEDN VPC KixT 2 step-by-stepii B , &S B Amazon PrivateLink &+
Mol RBIEOKRET S,

FEIXLE Bi# MSK fifL &5k MSK Connect B VPC £ imT5 SV IR ER APls

8B VPC im SR RE | AT LA &R , AR R MME VPC s HERAMME IAM BF., 4
RAGHEEPHNTAZER , NTIRFIREEBENSE VPC w2t 1715 R, {5 A8 R HY 7RG SRR SR E X
MSK Provisioned 5 MSK Connect ARSI B PR .

W RETE O 4% BT R ANZREE | Amazon VPC 29 &M in— N BRIASK B iZ%H%ﬁ:iH‘JHEL&E’J%é
HHE, RN AREAILBEZHER IAM ET 50K RIS ARS 15 E /K. — N EIHAYREE
AT 2 Mis RPN EERSH TR,

BXREZELR |, ES@Amazon PrivateLink M MER VPC Lin 17 8 H15 RS89 1519,

MSK Provisioned — VPC policy example

R RIR PR
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b RIS BE AT LAMS 02 VPC £ iﬁ”ﬁﬂ“, Lo (BXREZER , ESHESN Amazon VPC BRI
B ) o ERHRAERRHIJ R 5 H MR E T KN VPC LinT QETHRE,

{
"Statement": [

{
"Sid": "MSKReadOnly",

"Principal”: "*",

"Action": [
"kafka:List*",
"kafka:Describe*"

1,
"Effect": "Allow",

"Resource": "*"

MSK EffELE — VPC L im i < KB R4
PR &N 45 E MSK EEBEHY 175 [R] X R

It R B SR B T LA AN R VPC KiK. ERBIBETHATERER VPC LT RUFR4FE Kafka &
o

{
"Statement": [

{

"Sid": "AccessToSpecificCluster",

"Principal": "*",

"Action": "kafka:*",

"Effect": "Allow",

"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/MyCluster"

MSK Connect — VPC endpoint policy example
S E BRI B MR E iR ER
LAF & MSK Connect BV 8 imT5 R R BE R, LLIREE RIFIEE A G5 HiEESRH B NERESR,
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "MSKConnectPermissions",
"Effect": "Allow",
"Action": [

"kafkaconnect:ListConnectors",
"kafkaconnect:CreateConnector"

iF

"Resource": "*",

"Principal": {
"AWS": [

"arn:aws:iam::111122223333:role/<ExampleRole>"

MSK Connect — VPC &% ¥ = K B& Rl

RAVRBEE VPC RHEE IP HutkYiER

LT RAERHRBEXAFRBIEE VPC H18E IP it MERK . REHETE IP it piERE

KMo
{
"Statement": [
{

"Action": "kafkaconnect:*",
"Effect": "Allow",
"Principal": "*",
"Resource": "*",

"Condition": {
"IpAddress": {

"aws:VpcSourcelIp": "192.0.2.123"

iy
"StringEquals": {

"aws:SourceVpc": "vpc-555555555555"
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]

Amazon MSK # & 338 iF F1#%4X APls

Amazon ldentity and Access Management (IAM) Amazon Web Services IR55 AIH B EE R 2L i
X Amazon IR IG R, IAM EE R & AT UER FHKIE ( BF ) RERN ( EBN
BR ) SRfEFA Amazon MSK &R, & LAEA IAM Amazon Web Services RS , TEXFFNEA.
£l

« Amazon MSK #{d 5 IAM BR& A

Amazon MSK & T & 4 i S #& 7=

Amazon MSK RS XA E

Amazon I 5# MSK B & KB

HEZE Amazon MSK & 4 # 1 7] [7] &

Amazon MSK A& IAM BEi& £ A

EFER IAM EEX Amazon MSK BiF R PR 2 8 , BRR1Z 7 #RBRLE IAM ZhEERI A F Amazon MSKo
E4E T ## Amazon MSK F1H M Amazon RS A5 IAM BEER , H2H IAM AFEREYHS
IAM Bt & £ B B9 Amazon BR%S .

£l

« Amazon MSK ET 513K
« Amazon MSK E T % RH KB
« ETF Amazon MSK #RZEH RN
« Amazon MSK IAM &€&

Amazon MSK & F & 7 #I SR B

BEMEA IAMETESHNERE , SUIEEATFRIELNBRENTRUAR A FRIELIRIENST
#. Amazon MSK X4 EMNIRE, ARMFZHE. ET7HE JSON XRHPEANFERTE |, F511
{IAM BFP¥8mE)Y /) IAM JSON FTtESE,
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Amazon MSK &F & 3 HI KB HY IR 1E

EIE R W LAEA Amazon JSON REEREEERNIARMT L. BRRY , WA EMAATB T LATIRR
1TH]RE , UREMALAFZHTHT,

JSON HEEH Action TEHAR A THERE T R RIELILFAVRE, RBREBEEXRRN
Amazon APl R{ERI B . B—LEHISMER | PIINRBIE APl REMNRNIR B4, BH —LRESE
EAERBPMITSMRE, XL NRER I BRRE,

HREEF L EREUR FHATRERERNRR,

Amazon MSK HFH KRB IREEIREREAUTEIR : kafka:. 0, ERFEAFEAH Amazon MSK
DescribeCluster API ##EH#IR MSK & HIMNIR , BRIfF kafka:DescribeCluster BEHA
HIXE, RBEBAMMEE Action 5 NotAction ;tE, Amazon MSK EX T ECH —4Ag#E , LA
HIREA UE R ZRSIITHES.

BEEENMNEYUPEESTRE , BEMAESFHENRIT , TR :

"Action": ["kafka:actionl", "kafka:action2"]

BUTM L ERBES (*) BEZSMRE. Hl0 , EREELLEE Describe FFKWFTERE , BFEUT
BRIE -

"Action": "kafka:Describe*"

E&BF Amazon MSK #EMFI% , 52 <IAM AAF1ER) FH Amazon Managed Streaming for
Apache Kafka Fig1E., BIREME4E,

Amazon MSK &F & 31 KB 1Y & IR

EIE R W LAEMA Amazon JSON REEREEERNIGRMT L, BRRY , WD EMAATL T LATIRK
1THRE | UREALAFHTNIT.

Resource JSON KB TRIEEERMHMNAREN —NHZ IR, BIXIEE Resource
NotResource t¥&, ENBESE , FHEMAH Amazon BEE# (ARN ) BERFR. W FXEEE
BRER (MR BRBRNR ) WIRE , B URITHERE,

NFAZEFRBRENREORE (WIHRE ) |, FEABES (*) BREINATHRERR.
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"Resource": "*"

Amazon MSK XEHIBREFLLT ARN :

arn:${Partition}:kafka:${Region}:${Account}:cluster/${ClusterNamel}/${UUID}

AXRERAWEZE R ARNs , HS 1 Amazon FEAF (ARNs) M Amazon RS i & ZEiH,

i , BEEAFIEE CustomerMessages E£6 , EEMALLT ARN :

"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/CustomerMessages/abcd1234-
abcd-dcba-4321-alb2abcd9fof-2"

EEERTREKSNAASS , BEABESR ()

"Resource": "arn:aws:kafka:us-east-1:123456789012:clustexr/*"

TENBFERFRHITEL Amazon MSK ##1F | BIIA T RIZFRAVERF, EXLERBRT |, BLHMEH
BERF (%)

"Resource": "*"

EEBEMEAYPFIEESNEIR , 15 ARNs AES 2R,

"Resource": ["resourcel", "resource2"]

EEFLS#H MSK BIREXEKHFIFK ARNs , 5SS 1AM Fﬁ)ﬁ'?ﬁlﬁqﬂ E’JI SHREEREMAN Apache
Katka EXHRIR. BT HEAIEHLR 1’EEF?‘§E’§A5IEE’J ARN , 25 Amazon Managed
Streaming for Apache Kafka & W VIR 1E,

Amazon MSK & T 5 5B SR BR 1Y R4 3247

EIE R W LAEA Amazon JSON REERIEEERMIARMT L, BRRY , WA EMAAIL M ATIRK
1THRE | UREMFLAFHFTNIT.

f£ Condition Jt¥& ( = Condition 3t ) # , AT EBAERNEH. Condition TEETE
o BULIGIEFEAZGZER (flWn, FFHNT ) NEHRER , UERBPNRHEEERPHE
*H Ui
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MREE—MEAPEES A Condition & , HEEN Condition TEPEESME , N
Amazon 2% AND EEIFMEEAN]. MRENBENFAREESME , NERAZBBORZEXK
Amazon 1P %M, ERTEATRRR 28I LHUH BB RIS

EEESRGN , St aUER SVETE, flin, REEFEH IAM BFEHRIE IAM Bt , 8 8ER
HRFIHEBRBREHONE, BEXEZEE , SR (AM AFERE) BH IAM R TE - TEFNHRZ,

Amazon X B2 REFHZHANBETRSWZHE, EEEMEA Amazon £RFH4R , 52R IAM A
FPIEEPMAmazon £ B4 LT XE4H,

Amazon MSK EXTBECHW—4A&KHR K EXEFFERA-LLHERHR, EEEFE Amazon £RB&MH
B  ESE IAM AP BT Amazon £ F54 £ T XE4R,

E#&EEFE Amazon MSK 4 BHFHXK , 55H (IAM BF#E®E) $ 8 Amazon Managed Streaming
for Apache Kafka BV &4, ETHER A MLRENTREASZHE , i55H Amazon Managed
Streaming for Apache Kafka & X BV 1E.

Amazon MSK & T B 15 By SR iR #Y 7= 451

EEE Amazon MSK ET SRR RO , S Amazon MSK E T &4 HI K EE =G,

Amazon MSK & T & RH K

Amazon MSK X AT Amazon MSK S BHERERR (MR ETHRFRNERE ) . B UEAKE
REESRE UHRLE |AM EAFEEK R RFKIZE S Amazon MSK £BMAEERE, Y5 IAM BEF %
SRR —EEAR SO FERAERREAEZENE P IREHE X Katka ZIEEARAIIR,

ELERNEESHRBN TG , BSRIR 2 . HEFRERKINE MSK £,

EF Amazon MSK IR Z R £

WA LU AR M INE] Amazon MSK &8, EETHRZEESFR , BFEEA
kafka:ResourceTag/key-name, aws:RequestTag/key-name = aws:TagKeys FRHFBEREE
WM TEPRMERZER, BXFRIE Amazon MSK BIRMNEZER |, 155 Mthe section called “H &
AR IRE,

EEEETHMONRRE (ATETER LRI REHIFNZEFHNHR ) OTR6 , BSHEBRERZSTHR
Amazon MSK &£ &,
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Amazon MSK IAM &
IAM &2 Amazon Web Services M BG4 ERNRAISEIR,
i et EUE A F Amazon MSK

A LAER IR ZIERFTHRESEHRIEERESR , 2K IAM B85 REKF AR, S LUEN
FAssumeRole= Z F K Amazon STS AP ##/ERIREUIE Bt 22 2 iF F5 GetFederationToken,

Amazon MSK 3z #{# F Im B & .
REMExAE

RS #E < & o1 Amazon Web Services TR EMRS R ERR | MRREBERIFE. RESHEKAR
EREIAMIKFS | HAZBRESHE. EBERAUEEETRERERSHERACHNER,

Amazon MSK X FRFHEXAR, BXxEIENEE Amazon MSK RESHEXAENIFMAEE |, BES
Hthe section called “BREZHEXE B,

Amazon MSK &F & 149 K B& R 5

BIAMBRT |, IAM AP A BTRINIT Amazon MSK AP| i&4E, EIE R LMEIE IAM policy , LAER
APRMAERFRRUNMENEERRIITEEN AP B1E, AR5, B A LTURIX R IEH NZY
TEX LR IAM AP ESA.

ETHRIMAERXL RS JSON KX EIE2 IAM ET 01X , 38 (AM AFER) 91 &
JSON T+ | 632 KK,

£

- REREXEK

- AAFEFEMI]B SRR

* A —4 Amazon MSK £ #

- REFRZIHR Amazon MSK 5

R RIEREK

ETHENNRBBEEENART AR, RS EREK S FE Amazon MSK BiR, XLERETEE
£ Amazon Web Services I AR, SIEHREBE T H DR , FHERUTHEREMEWR
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- FaEA Amazon RERBHERRAKENRNE — EFBEAFMIEARKR TR , EEARIT
ZENAFIRFNRAAMazon EE XK, ©IIERAMAFR A Amazon Web Services K. &
MNBWEBEE SN EHNAFIN Amazon EFRFRERBEXFE —TRDNR. BEXEZER , FS
7 <IAM AF38r) HE Amazon F£E R KR TEELEER Amazon EE K.

- NASENR : £EMA IAM RERENRE , BREFRITESENNR. Ak, EAIER
EREFRH T AUNBERFEHRITHRE , BN RERRFA, BXEM IAM NARBRNESE
B, BZH (AM BFERE) F8 JAM 8y KEE R,

o {FA8 1AM KRR S — S REIHRIAER « 44 7] LA 6 58 B 7 I 540 Sk BR I X 2 4E R SR A 17 ) o
Bl |, AR BRI R RIEESAMER SSL EEFIEER, NMERSBRERBEIHENSNE
FAEY , W a] BUGE S SR IR T3 BR S5 1R 4E Y 177 (8] AXBR Amazon Web Services RS , 5130 Amazon
CloudFormation, BXEZELR , H55 (IAM AFERE) B IAM JSON KM TE | &4,

- M IAM Access Analyzer BIiEZH IAM KB | SUBFRNEHLZESEFIhBEM — IAM Access
Analyzer 2KIFFH REEMIM B KR , LUBERKRERFS IAM KEIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer 12 100 ZTURBERL EMAIRENEI , SHBEBEFIELZ S BINREMRN
Keg, BXEZEE , BEZH (AM AFiEmE) PRIEA IAM Access Analyzer 51U SR B,

- ZEEZEHHRIE (MFA)-ZR Amazon Web Services BN REE IAM AAFSRAF |, BB
A MFALUREZ2M. BEEAA API BENFEE MFA |, B8 MFA REFMEIBHERRES. BX
EZER , B2 (AM AFEE) FHEA MFA RF API 7[H.

BEXIAM FHRESBRNESZEER , 55H (IAM AFERE) BH IAM A2+ &ESKE,

ARAFERMNBSHNR

ZORBIRER T BRI RS LAY IAM AR EEHRNIERAF SN ABRMITERKIE, LR
‘afEfEiE4ls S EA Amazon CLI 2 Amazon API LARTE A = 58 B R ERI AR .

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
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]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

HE— Amazon MSK &£ &

LRG| BAEERN Amazon Web Services I~ FHEY IAM AR FiH R ENER
purchaseQueriesCluster B R., LWERBATAFPRRER. RNHSISKE., JHERKETR
HEHT,

"Version":"2012-10-17",
"Statement": [
{
"Sid":"UpdateCluster",
"Effect":"Allow",
"Action":[
"kafka:Describe*",
"kafka:Get*",
"kafka:List*",
"kafka:Update*"
1,
"Resource":"arn:aws:kafka:us-east-1:012345678012:cluster/
purchaseQueriesCluster/abcdefab-1234-abcd-5678-cdef0123ab01-2"
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}

BIEFRZ AR Amazon MSK £

BRNEETHONRBHRERAZNS , LEETHRIZZEFN Amazon MSK ZHRAV TG RIRR. 1thREIE
AT UWAGIR AV HERER, KA SRE, IHERETR, ENNBREFNKE. BR
R EFRZE Owner WENZAFHNAF BN, TR THAR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccessClusterIfOwner",
"Effect": "Allow",
"Action": [
"kafka:Describe*",
"kafka:Get*",
"kafka:List*",
"kafka:Update*",
"kafka:Delete*"
1,
"Resource": "arn:aws:kafka:us-east-1:012345678012:cluster/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Owner": "${aws:usernamel}"

BT LA Z SR RE B AN BN S8 - R Y 1AM B, IR B richard-roe WA ZRAE#H MSK £& |
G EBEFRIC N Owner=richard-roe 5 owner=richard-roe., &N , MFHIELFE], K4
FRZEH Owner IEE Owner M owner , ANRHBEMTX O ARNE, BXEZER , BZH IAM A
F 187 HH IAM JSON FREETTE - 4

Amazon MSK RS <A E

Amazon MSK £ Amazon Identity and Access Management (IAM) RS <A, REEXRB/RE
— MR EY IAM A€ , ©5 Amazon MSK E##XE, BRFMEXAEH Amazon MSK FiEX , &
RiZBESARERLBAEM Amazon REFIENFTENRE,
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REEXAERTILEERNMIZE Amazon MSK , R RETRAFRMAAENR. Amazon MSK A E
VERBRSHXARHUNER, BRIESITEN , BNRE Amazon MSK FTEERAE AR, EXHNRETE
EERBEAMNRREE | T BNPRREETREM B EME A IAM 3£,

BRXERSHERAGHEMBSNES , HSHAEA IAM 89 Amazon Web Services , F&# RS
XABIFERNEROERS, EERMERE  EFEZRSNRSHEXS B,

£

« Amazon MSK W iR < A & X R

« 73 Amazon MSK BI2REHEX A

- %% Amazon MSK WIRZHX AR

« Amazon MSK [R5 HEX A B XN XE

Amazon MSK #9 iR %0 & X R

Amazon MSK A& W BRSZ <A AWSServiceRoleForKafka, Amazon MSK R It & &3k i5
BB EIRHRMITATIRE :

- *NetworkInterface - EEFKFPCIBMEEMNEED , FFF VPC PN EF IR AT LGB £ &7
R,

« *VpcEndpoints— EEEFIKFFH VPC AT R , XELKIFT AN
B VPC R EF ERAEEKRE Amazon PrivateLinke Amazon MSK %t
DescribeVpcEndpoints, ModifyVpcEndpoint Hl DeleteVpcEndpoints AR,

« secretsmanager— FAEEE F&IE Amazon Secrets Manager,

« GetCertificateAuthorityCertificate - RENLBIEBMEAHEEES,

WRSHEXACRKMIMBILATIEERR : KafkaServiceRolePolicy, BXUERBEHNER , S
E]KafkaServiceRolePolicy.

XEEXiGA : AWSServiceRoleForKafka BRZHEKXBBETUTRESRKRAAZAE :

 kafka.amazonaws.com

AR PRERE AAYF Amazon MSK X &R T 814E,

{
"Version": "2012-10-17",
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"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:CreateNetworkInterfacePermission",
"ec2:AttachNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DetachNetworkInterface",

"ec2:DescribeVpcEndpoints",

"acm-pca:GetCertificateAuthorityCertificate",

"secretsmanager:ListSecrets"”
1,

"Resource": "*"
},

{
"Effect": "Allow",

"Action": [
"ec2:ModifyVpcEndpoint"

1,

"Resource": "arn:*:ec2:*:*:subnet/*"
},
{

"Effect": "Allow",

"Action": [

"ec2:DeleteVpcEndpoints",
"ec2:ModifyVpcEndpoint"
1,
"Resource": "arn:*:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/AWSMSKManaged": "true"
1,
"StringlLike": {
"ec2:ResourceTag/ClusterArn": "*"
}
}
1,

{
"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:PutResourcePolicy",
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"secretsmanager:DeleteResourcePolicy",
"secretsmanager:DescribeSecret"

1,
"Resource": "*",
"Condition": {
"ArnLike": {
"secretsmanager:SecretId": "arn:*:secretsmanager:*:*:secret:AmazonMSK_*"
}
}
}
]

BATMBEENR , 2 IAM R4k (AF, AAE ) IR, RESIBRESHXAG. BXESE
B, EZH (AM BFERE) PRRSHEAXA SRR,

A Amazon MSK I RZHEXAE

BEEFHCERBRSHEXAR, HBE Amazon Web Services Management Console, B Amazon
AP| 8|2 Amazon MSK &K Amazon CLI , Amazon MSK £ R B8l ZRF <A,

MBEERBRIZBESHXAER  RAREEBXRCE , S UFEREERREKFAFHFEFCERLAR®, B
B2 Amazon MSK & &8} , Amazon MSK B A NG ERZSHEAEBE,

Y18 Amazon MSK RS XA E®

Amazon MSK F /2 i #8245 AWSServiceRoleForKafka BREZHX< AR/, tIRRSHEXART , B8L
ETERACHEHN , AAEZHHSAS| AiZAR. BRALER IAM REAGER, BEXEZE
B, B2 (AM AFEE) PN RERSHEXAE,

Amazon MSK lRE XA IFN X

Amazon MSK XEEZRFTANMEXEFERARSHEXAR®, BXEZER |, HZHEAmMazon X
B =

Amazon Y & MSK It E KR

Amazon EEXRBERVENEEM IR KA Amazon, Amazon FEERKEENFZEN AHIRM
R, UEZRUUFBIAFR., AMNA6e98NE,

FidfE , Amazon TERB U RET NN EAHIR FRENBENE , B EedEmAE Amazon
BERFEA. BIMNEBUEIENRESETENERAENE R BB AR KHE — SR DR,
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BTEE N Amazon FEE R E N WNR, 2R Amazon B Amazon FEE R E LHINER , W
EHAEMZRBAMABENMEERASS (AP, AFA® )., Amazon RETFREERBIIHH API
I A RS 7] LAE A # Amazon Web Services BRSS #9 API #ERTE # Amazon & KB,

BXREZEE , 750 (IAM AF#ER) PR Amazon FEE R,

Amazon FEE KB : Amazon A MSKFull ccess
LEBREFEENE , AFEARTLIHEAAE Amazon MSK #1E, WEBPHNRESANT

« Amazon MSK X & FiE Amazon MSK ##4E,

« Amazon EC2 Y[R - Lt PEEFRERIE APl BRI ESEBRIR. X287 HHIRE Amazon
MSK BEB R H EEFRFEARR. RPN ERT T EC2 R £ 1F Amazon MSK 8IEZXER
Amazon &R , EIREEBIERED B ES,

« Amazon KMS PR — API AAHE A TRIEERFHNEEZBE TR, Amazon MSK 4 H 14 8
£ Amazon MSK &8 EREEN A,

« CloudWatch Logs, Amazon S3, and Amazon Data Firehose fXPR - Amazon MSK FEEF
BEHARTEEEEEREREXEBHRMNNE R EEAER.

« IAM iXPR — Amazon MSK EEFREELZNKF REIZRSZSMEXAE , HATRERSHITAGER
#5 Amazon MSK.,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"kafka:*",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
ec2:DescribeSecurityGroups",
"ec2:DescribeRouteTables",
ec2:DescribeVpcEndpoints",
"ec2:DescribeVpcAttribute",
"kms:DescribeKey",
"kms:CreateGrant",
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:UpdatelLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",
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"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelLogGroups",
"S3:GetBucketPolicy",
"firehose:TagDeliveryStream"

1,

"Resource": "*"

},

{
"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"

1,

"Resource": [
"arn:*:ec2:*:*:vpc/*",
"arn:*:ec2:*:*:subnet/*",
"arn:*:ec2:*:*:security-group/*"

]

},

{
"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"
1,
"Resource": [
"arn:*:ec2:*:*:vpc-endpoint/*"
1,
"Condition": {
"StringEquals": {
"aws:RequestTag/AWSMSKManaged": "true"
},
"StringlLike": {
"aws:RequestTag/ClusterArn": "*"
}
}
1,

{
"Effect": "Allow",

"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:*:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
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"ec2:CreateAction": "CreateVpcEndpoint"
}
}
1,

{
"Effect": "Allow",

"Action": [
"ec2:DeleteVpcEndpoints"
1,
"Resource": "arn:*:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/AWSMSKManaged": "true"
1,
"StringlLike": {
"ec2:ResourceTag/ClusterArn": "*"
}
}
},

{
"Effect": "Allow",

"Action": "iam:PassRole",
"Resource": "*",
"Condition": {
"StringEquals": {

"iam:PassedToService": "kafka.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/kafka.amazonaws.com/

AWSServiceRoleForKafka*",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "kafka.amazonaws.com"
}
}
I

{
"Effect": "Allow",

"Action": [
"iam:AttachRolePolicy",

ZeH 143



Amazon Managed Streaming for Apache Kafka FERARER

"iam:PutRolePolicy"

1,
"Resource": "arn:aws:iam::*:role/aws-service-role/kafka.amazonaws.com/
AWSServiceRoleForKafka*"

},
{

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/delivery.logs.amazonaws.com/

AWSServiceRoleForLogDelivery*",
"Condition": {
"StringLike": {
"iam:AWSServiceName": "delivery.logs.amazonaws.com"
}
}
}

Amazon FEE K EE : Amazon MSKRead OnlyAccess

ERBER T RENR , RVFAFEE Amazon MSK HfER. MM REEH EAT e TEMERH
BRI A RIR , LT BEQIEHAY Amazon MSK iR, Hlal , HAXLENBRNEFAUEREESHK, X
BRWEHNEEN R , EFREREAEFNEETRE, WREFHNRIANT :

« Amazon MSK ® PR - RF&EFH|H Amazon MSK &R, NEelT#HTHERHIRIMEXREIINEER,
« Amazon EC2HPR — AT HIREEEH XM Amazon VPC, ENIs ¥, &£,
« Amazon KMS #X[R - A TR S £ BN Z,

"Version": "2012-10-17",
"Statement": [
{
"Action": [

"kafka:Describe*",
"kafka:List*",
"kafka:Get*",
"ec2:DescribeNetworkInterfaces"
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",

’

ZeH 144



Amazon Managed Streaming for Apache Kafka

FRARER

Amazon FEE KB : KafkaServiceRolePolicy

& T E M i KafkaServiceRolePolicy E#&

"ec2:DescribeVpcs",

"kms:DescribeKey"

]I

"Effect": "Allow",
"Resource": "*"

BY IAM 34K, PR INEI RS ERAS |

ZHBRIF

Amazon MSK 11T INEE MSK & LI VPC I (8 ) . EEMKEONMER Amazon

Secrets ManagerB B &£ 8%

Amazon EE XK : AWSMSKReplicatorExecutionRole

RUEFRE. BREZER

, {524 the section called “BREHEXHE,

AWSMSKReplicatorExecutionRole KE§E Amazon MSK £ #I851% F 1 MSK £ 2 8 & #54E
MIAXPR, LELEREEPAVAPRIN T 24 -

* cluster -

ERFRINBR

* topic - [@] Amazon MSK E#I85 & F#iR

@ Amazon MSK E#I851E FEH IAM B RIEIEEIEFNNR, &

. BIENMERFFUREREBHS

A E R

B R PR,

 consumer group - [G] Amazon MSK SEHlIFR FHRIAMBESUEREL. M MSK %ﬁl&ﬂﬁﬂ%)\ H

HA LUK I B & 1 25 61 22 19 R EB E A AR

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ClusterPermissions",

"Effect": "Allow",

"Action": [

"kafka-cluster:
"kafka-cluster:
"kafka-cluster:
"kafka-cluster:
"kafka-cluster:
"kafka-cluster:
"kafka-cluster:
"kafka-cluster:

Connect",

DescribeCluster",

AlterCluster",
DescribeTopic",
CreateTopic",
AlterTopic",
WriteData",
ReadData",
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"kafka-cluster:AlterGroup",
"kafka-cluster:DescribeGroup",

"kafka-cluster:DescribeTopicDynamicConfiguration",

"kafka-cluster:AlterTopicDynamicConfiguration",
"kafka-cluster:WriteDataIdempotently"

1,

"Resource": [
"arn:aws:kafka:*:*:cluster/*"

]

.
{

"Sid": "TopicPermissions",

"Effect": "Allow",

"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:CreateTopic",
"kafka-cluster:AlterTopic",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData",

"kafka-cluster:DescribeTopicDynamicConfiguration",

"kafka-cluster:AlterTopicDynamicConfiguration",
"kafka-cluster:AlterCluster"

1,

"Resource": [
"arn:aws:kafka:*:*:topic/*/*"

]

},

{

"Sid": "GroupPermissions",

"Effect": "Allow",

"Action": [
"kafka-cluster:AlterGroup",
"kafka-cluster:DescribeGroup"

1,

"Resource": [
"arn:aws:kafka:*:*:group/*/*"

]

}
]
}

I 5% MSK E#7 7 £ Amazon BHER

EEBRAZBSHFBREFRXLEERELFE , Amazon MSK Amazon BB EEHWIEFMAEL,

Zet
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B

WriteDataldempotently X fR
25 % AWSMSKReplicator
ExecutionRole-E F I & KB

AWSMSKReplicatorEx
ecutionRole : # KB

Amazon A MSKFull cces s —

EHRUBBER

KafkaServiceRolePolicy — XJ
BRBHNER

Amazon A MSKFull cces s —

EHUBBR

Amazon A MSKFull cces s —

EHUBBR

Amazon MSK /8 7T BRERE X

DU

Amazon MSK 7y
AWSMSKReplicatorEx
ecutionRole FREE RN T &

¥ MSK EEE 2 RIEBIFEE HIH
WriteDataldempotently X PR,

U o#h MSK 1814017 X%
I 5% MSK Replicator
# AWSMSKReplicatorEx
ecutionRole B,

Amazon MSK #R{in7 %
Amazon MSK £ #lI28 I R .

Amazon MSK F{in7 x#5%
VPC FABIEZNNER,

Amazon MSK 3107 FTHE S
# EC2 IR , FIEZEEHNN

A BE,

Amazon MSK 07 — I #E &
R, AFEERT D% EC2 3§
B,

Amazon MSK FF I8 IRERH
Amazon ETEBERNEE,

B

2024 3 A12H

2023 12 A48

2023 9 A 28 H

202343 A8H

2021 11 A 30 H

2021 £ 11 A 19 H

2021 £11 A 19 H

HEZE Amazon MSK & 3014 8] ja] &
FEALUTEE TS LHINEEEFER Amazon MSK 1 1AM Bt ] 8EI& R A9 B W (8] &2,

&

« REMNIE Amazon MSK F#{TIR4E
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R IATE Amazon MSK H#1TiR4E

MR Amazon Web Services Management Console & iFIZETARITEIURE , MM NBEREER T
R&B), EEARREREZFREIEN A

4 mateojackson IAM A=A ARG A MERESF |, B)%F kafka:DeleteCluster RRET , &
RELUT ROIER,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
kafka:DeleteCluster on resource: purchaseQueriesCluster

EXFERT , Mateo ERMMMNEE R EFHERKE , LA TFMER kafka:DeleteCluster B{EH
8] purchaseQueriesCluster &R

Apache Kafka #) & 3% iE M APIs

BRI LAMER 1AM XN & P it T B A RIEH R IFSIEL Apache Kafka B1E. =& , {RATLAER TLS =
SASL/SCRAM X & Fixit 1T B RIUE , £/ Apache Kafka ACLs R A FSIE4 IR,

B tn{aR &l a] LLES R ER F 1T Amazon MSK 2/ERE R |, 5 Hthe section called “Amazon
MSK B9 & 1556 F FM1#Z X APIs”,

£

« IAM i B] 42 i

« Amazon MSK HXX[@ TLS &/ im & K iE

« f£f S Amazon ecrets Manager #{TE FERFEFHRIE
« PAEE Kafka ACLs

IAM 175 [B] #2 &l

Amazon MSK #Y IAM )42 &1k BEEB 4 I MSK SN BB RIEMBTN, XHERTEEFH -5
BRAEN G NS — RG], i, SFEFRSEHEALNERER , Amazon MSK £/ IAM kK&
ZEFHERERARAN BMRIINE M , URREENAENEFERBIE. IAM HRIZEFHERT Java
FM3E Java BFiw , ‘EIEFA Python, JavaScript Go #.NET B Kafka & F i

Amazon MSK £k RIEH , LA ERBFHITHFIT,

BT BEBHE T IAM iFR32 4] | Amazon MSK Xt Apache Kafka BB 1T 7 DiF S, XEBHTL
LA 18K Apache Kafka 43¢ 3 A% BA & A 820,
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/A Important

IAM 5 [R] 32 #| R 3E F F Apache ZooKeeper T 8, o< QA5 &3 1X L2 45 R 9 15 B X PRIV 5
B, B25 #2430 5% MSK ZooKeeper 8§ Apache 7 = iV R AR

/A Important

MREHEEFER IAM 15E)$2F , M allow.everyone.if.no.acl.found Apache Kafka
RELM.

/A Important

BRI APIs ERA 1AM 5 R HIH MSK &£8518 A Apache Kafka ACL. 1E= , Apache
Kafka 3t IAM 5482 ACLs SR B, SBATER IAM FrESki=4] IAM 54817 14X
PR o

Amazon MSK 89 |IAM i [Rl$2 &I THERE

EX Amazon MSK £ IAM T RES] |, THRTUTER , LT EBHFEANBXLELSR -
- BIEFEA IAM G RIEFHIH Amazon MSK £8

o BLERE P URAHIT IAM 5 a2

o HIAM A6 E R

« JREXA T IAM i A2 &8 5| S48

BIZEMEA IAM 5 RI2$IEY Amazon MSK ££8

AFE N EM{A A Amazon Web Services Management Console, API S &IZE A 1AM iRz 4]
¥y Amazon MSK 8, Amazon CLI BEXMANMEELETE IAM TRZEFINEE , BSHAEN
Amazon MSK EEN R L RE,

{# 6122 Amazon Web Services Management Console £/ 1AM 1/ )2 4l #9 S ¥

1. £ https://console.amazonaws.cn/msk/ T 7 Amazon MSK % &

2. EEROIEEE.
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3. EEFERAEEMRECIRSEH.

4. HEHSORIEHRDH , EF IAM FHREES],

5. ERGIBEFRNERIERRE.

/A API = 8l2 Amazon CLI £/ IAM 5 E IR £ 8

- ZEQIEBAT IAM iFRIEFIMNES | iB5F A CreateClusterAPI = create-cluster CLI 35
HEBLLT JSON R ClientAuthentications#k : . "ClientAuthentication™:
{ "Sasl": { "Iam": { "Enabled": true } }

BLERE 7 im AT IAM 5 R4 3
BUEFIREBEEA IAM HRZHR MSK S£8EE |, &7 UER U TER—FHLH

« {#/ SASL_OAUTHBEARER#&I# 173k Java B B
« {#/f SASL_OAUTHBEARER#L#IZ AWS_MSK_IAM #L#IE & Java &/ ik

£ 1% SASL_OAUTHBEARER#LHIELE IAM

1. EA LT Python Kafka & P im RGP R E & RAEEENIERE , 4% client.properties B & X ¥,
HiEENEBEBEERS 2L

#!/usr/bin/python3from kafka import KafkaProducer

from kafka.errors import KafkaError

import socket

import time

from aws_msk_iam_sasl_signer import MSKAuthTokenProvider

class MSKTokenProvider():
def token(self):
token, _ = MSKAuthTokenProvider.generate_auth_token('<my aws region>')
return token

tp = MSKTokenProvider()
producer = KafkaProducer(

bootstrap_servers='<my bootstrap string>',
security_protocol="SASL_SSL',
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sasl_mechanism='0AUTHBEARER',
sasl_oauth_token_provider=tp,
client_id=socket.gethostname(),

)

topic = "<my-topic>"
while True:
try:
inp=input(">")
producer.send(topic, inp.encode())
producer.flush()
print("Produced!")
except Exception:
print("Failed to send message:", e)

producer.close()

2. THAMEEBESNEBREFE  RRRRZEBESEER LN “FHRER” 82 PR ARITERE,

» JavaScript: https://github.com/aws/aws-msk-iam-sasl-signer-js #getting-star ted

Python : https://github.com/aws/aws-msk-iam-sasl-signer-python #get- B /33

Go: https://github.com/aws/aws-msk-iam-sasl-signer- go #getting-started

.NET: https://github.com/aws/aws-msk-iam-sasl-signer-net #getting- £ /330
JAVA : A[iBi ja aws-msk-iam-authr X#43R1E5T Java By SASL_OAUTHBEARERX #F

£/ MSK BE X AWS_MSK_IAM #Hl#E & 1AM

1. FUTHBERME client.properties X#H, <PATH_TO_TRUST_STORE_FILE>EHNE
FPin LEEFRXENZELRERZ.

(® Note

MBEFEFERFEILER , TUM client.properties X4l BR
ssl.truststore.location=<PATH_TO_TRUST_STORE_FILE>, MMREBRIEE
ssl.truststore.location B{E , Java #HEFEEHA B INTI S,

ssl.truststore.location=<PATH_TO_TRUST_STORE_FILE>
security.protocol=SASL_SSL
sasl.mechanism=AWS_MSK_IAM

Tk 151



https://github.com/aws/aws-msk-iam-sasl-signer-js#getting-started
https://github.com/aws/aws-msk-iam-sasl-signer-python#get-started
https://github.com/aws/aws-msk-iam-sasl-signer-go#getting-started
https://github.com/aws/aws-msk-iam-sasl-signer-net#getting-started
https://github.com/aws/aws-msk-iam-auth/releases

Amazon Managed Streaming for Apache Kafka FERARER

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler

EFERAEN Amazon ZiIERIBH WA EE XY iﬁﬁﬁ@’%awsProfileName-"your

profile name"; EZHNEFHKEENHF, BEXWBEREXHFNEE , BSRAXEPH AR
i& Amazon CLI 3 #f.

2. TEHEFWIBEM aws-msk-iam-authJAR X4 , FFHEHKEXRE RS, WREFEH Maven , BR
AT EHBI , HIREFTERERAS :

<dependency>
<groupId>software.amazon.msk</groupId>
<artifactId>aws-msk-iam-auth</artifactId>
<version>1.0.0</version>

</dependency>

Amazon MSK & P isfi 1 Apache 2.0 ¥ A[E T 2FFRH
7 1AM A &SI B RAUR IR

REPCRBEHME EZE S RN M AM A6, ERIGRES , B UEEABAFSIELMLRE,
MRIENFF RN T S# EC2 KAl £, EFRMNKREEZIL D EC2 KAIH IAM AEAEXEK, =
E SO ErHRENMEADEREXS  ARERNEREZHBRENANARXEK, BE
B IR EARELT IAM 15 B2 ) 5T 4R AR R i B B N FE R an A B B XA

BXRWM{ABIZE IAM policy WEE. , BZHAIZ IAM policy.

LT REANERNRIKERE R MyTestCluster, E 7 f## Action M Resource TEMIEX , 2
5 1AM RACRRE . BAEFRIRNIE L.

/A Important
B3 1AM KEEFTHY Ele Amazon CLI BN BRTE IAM APIs 1, BER |, REEE N AJEEE

REMBEIFERER. EASHBERT , REERLXEFE — o AN BRAER. MERREE
A BE I8 ANEEIR B A o

"Version": "2012-10-17",
"Statement": [
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{

"Effect": "Allow",

"Action": [
"kafka-cluster:Connect",
"kafka-cluster:AlterCluster",
"kafka-cluster:DescribeCluster"

1,

"Resource": [
"arn:aws:kafka:us-east-1:0123456789012:cluster/MyTestCluster/

abcd1234-0123-abcd-5678-1234abcd-1"

]

.

{
"Effect": "Allow",

"Action": [
"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData"
1,
"Resource": [
"arn:aws:kafka:us-east-1:0123456789012:topic/MyTestCluster/*"

"Effect": "Allow",

"Action": [
"kafka-cluster:AlterGroup",
"kafka-cluster:DescribeGroup"

1,

"Resource": [
"arn:aws:kafka:us-east-1:0123456789012:group/MyTestCluster/*"

ETHINMEIEITESEN Apache Kafka A6 ( SlIeIZMERKYE ) NENBRETENER  FS
FE SR RNRENELEAT R

3 F Kafka lRZA 2.8.0 REERA , iZWriteDataldempotentlyfX R E#F B (KIP-679). BRiA

BT , BT enable.idempotence = true. At , X¥F Katka x4 2.8.0 REShR

&, IAM Rt 5 Kafka MHEIMIHEE. ACLs{XUiRft WriteData MEANEBMIFRINER , ik
WriteDataIdempotently FiZFH, XFTLEINT WriteData RHFLMBETEMNER. EXME
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T, A WriteDataIdempotently., X2HT IAM Z3EH KI5 Kafka ACLs ISR FRFE
=R

BEEFXANRE , BWEARUT AT R R

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafka-cluster:Connect",
"kafka-cluster:AlterCluster",
"kafka-cluster:DescribeCluster",
"kafka-cluster:WriteDataIdempotently"
1,
"Resource": [
"arn:aws:kafka:us-east-1:0123456789012:cluster/MyTestCluster/
abcdl1234-0123-abcd-5678-1234abcd-1"
]
.
{
"Effect": "Allow",
"Action": [
"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData"
1,
"Resource": [
"arn:aws:kafka:us-east-1:0123456789012:topic/MyTestCluster/
abcd1234-0123-abcd-5678-1234abcd-1/TestTopic"
]

EXFERT , WriteData ¥ EA TestTopic , M WriteDataldempotently RUFXTSEE 1T
BEMHEA, BEH4EE , WriteDataldempotently REHK IR, SREETERIEH,
MR writeDataldempotently XBRFEBEH , MLt KRG TEMER,

RELA T IAM 5 E2R SR 5| SR

27 3REL Amazon MSK &1 5| S IE,
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FRARER

IAM SRR, BRAEM A RN E L

B DR T AILAZE 1AM BUREE P ERANRENTRTENENL, BXRMRE , BSHEN 1AM £

0B RIKEK,

BRI ERAE

T&RHIE 7TEFER Amazon MSK BY IAM 5 B3 &l it A] AFE RIVK B P B S WIRE. HEBERDEKREEF
BERBEVDWIRER | BELANEBEFFEIRES A RIRE,

B

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc

ribeClust
er

kafka-clu
ster:Alte
rCluster

kafka-clu
ster:Desc
ribeClust
erDynamic

DU

RTFEZEMBUE
ERRFRIER

BT HRER
BN FERR
R, 3T
Apache Kafka
#) DESCRIBE
CLUSTER
ACL,

RIFENERE
NFHEANRER ,
% F Apache
Kafka 89 ALTER
CLUSTER
ACL,

BRTHRER
HSEE R
R, 3T
Apache Kafka
# DESCRIBE_

FRER 1
7c
kafka-clu
ster:Conn
ect
kafka-clu
ster:Conn
ect
kaftka-clu
ster:Desc
ribeClust
er
kafka-clu
ster:Conn
ect

cluster

cluster

cluster

cluster

ERATERS S
3

=
=

fim

7|

7|
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FRARER

BRI

Configura
tion

kafka-clu
ster:Alte
rClusterD
ynamicCon
figuration

kafka-clu
ster:Writ
eDataldem
potently

kafka-clu
ster:Crea
teTopic

DU

CONFIGS
CLUSTER
ACL,

BRTEdES
HASHEE R
R, 3T
Apache Kafka
# ALTER_CON
FIGS CLUSTER
ACL,

BRFEEH LU
BAEAANBEAH
ERIBR , M
T Apache Kafka
# IDEMPOTEN
T_WRITE
CLUSTER
ACL,

BRyEEHL
B2 F BRI
R, 3T
Apache Kafka
#) CREATE
CLUSTER/T
OPIC ACL,

P T A

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeClust
erDynamic
Configura
tion

kafka-clu
ster:Conn
ect

kafka-clu
ster:Writ
eData

kafka-clu
ster:Conn
ect

FREEHY BIR

cluster

cluster

topic

ERATERS
3

7|

fim

fim
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FRARER

BRI

kafka-clu
ster:Desc
ribeTopic

kafka-clu
ster:Alte
rTopic

kafka-clu
ster:Dele
teTopic

kafka-clu
ster:Desc
ribeTopic
DynamicCo
nfigurati
on

DU

BRTHiRE

B LFEHIN
R, T
Apache Kafka
#) DESCRIBE
TOPIC ACL,

RTFENERHFL
FEMR ,
% F Apache
Kafka 89 ALTER
TOPIC ACL,

& FHRE

B EFBAN
R, 5T
Apache Kafka 9
DELETE TOPIC
ACL,

BRYHRERL
FEHSEER
PR, 5T
Apache Kafka
# DESCRIBE_
CONFIGS
TOPIC ACL,

P T A

kafka-clu
ster:Conn
ect

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic

kafka-clu
ster:Conn
ect

FREEHY BIR

topic

topic

topic

topic

ERATERS
3

=
=

fim

i

fim
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FRARER

BRI

kafka-clu
ster:Alte
rTopicDyn
amicConfi
guration

kafka-clu
ster:Read
Data

kaftka-clu
ster:Writ
eData

DU

BRYTEAREHL
FEHAEERN
MR, ST
Apache Kafka
# ALTER_CON
FIGS TOPIC
ACL,

BFYFMNEEHELE
B IREEER
PR, HET
Apache Kafka

# READ TOPIC
ACL,

BRFOLEFELN
FHEEABEN
MR, HET
Apache Kafka #J
WRITE TOPIC
ACL

P T A

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic
DynamicCo
nfigurati
on

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic

kafka-clu
ster:Alte
rGroup

kaftka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic

FREEHY BIR

topic

topic

topic

ERATERS
3

=
=

fim

fim
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FRARER

BRI

kafka-clu
ster:Desc
ribeGroup

kafka-clu
ster:Alte
rGroup

kafka-clu
ster:Dele
teGroup

kafka-clu
ster:Desc
ribeTrans
actionalld

DU

BRTHiRE
B EEAR
R, ST
Apache Kafka
#) DESCRIBE
GROUP ACL,

RFMALER L
BEA MR |
% F Apache
Kafka #9 READ
GROUP ACL,

BT MRS
B EBANN
R, #H3T
Apache Kafka
#) DELETE
GROUP ACL,

BRTHRER
IDs LR 5
PR, ST
Apache Kafka
# DESCRIBE
TRANSACTI
ONAL_ID ACL,

P T A

kafka-clu
ster:Conn
ect

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeGroup

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeGroup

kafka-clu
ster:Conn
ect

FREEHY BIR

A

transactional-id

ERATERS
3

=
=

fim

i
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FRARER

R’

kafka-clu
ster:Alte
rTransact
ionalld

DU

RIE&EH

IDs tEHE
SR |, 48

% T Apache
Kafka 89 WRITE
TRANSACTI
ONAL_ID ACL.,

PRI AL FR

kafka-clu transactional-id
ster:Conn
ect

kafka-clu
ster:Desc
ribeTrans
actionalld

kafka-clu
ster:Writ
eData

EESZENRED , BALESRBMERAES () BER/F. =FIWMT,

« kafka-cluster:*Topic X5 kafka-cluster:CreateTopic., kafka-
cluster:DescribeTopic, kafka-cluster:AlterTopic Hl kafka-
cluster:DeleteTopic. BFEE kafka-
cluster:DescribeTopicDynamicConfiguration =% kafka-
cluster:AlterTopicDynamicConfiguration,

« kafka-cluster:* RERFFENE,

RRBE IR

ERATERS
3

=
=

TRERTHEER Amazon MSK B 1AM 15 8 #2 5 st 7] 1E RAX K S o £ A B9 I A B8R . SR A BAGE

DescribeClusterAPI 5 d es Amazon CLI cribe-cluster 5% M Amazon Web Services Management

Console = HIRENERF Amazon BEIRE (ARN). AR5 , BRI LAEAES ARN RMEEH, AR
% ID. ARNSEERNEHHIEERR , BHEAZEEREN ARN,

IR

ARN #&=

arn: aws: kafka::: cluster//regionaccount-id cluster-name cluster-u

uid
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R

R\

BIR ARN &=

FH: arn: aws: kafka::: topic//lregionaccount-id cluster-name cluster-u

uid topic-name

4 arn: aws: kafka::: group//regionaccount-id cluster-name cluster-u

uid group-name

E%ID arn: aws: kafka::: transactional-id///regionaccount-id cluster-n

ame cluster-uuid transactional-id

AT LATE ARN # :cluster/, :topic/. :group/ # :transactional-id/ ZEWEENE ,

ERRBERES () BEN. ATRIMAEHAES () BENFSIASNMNRRNE D RF

arn:aws:kafka:us-east-1:0123456789012:topic/MyTestCluster/* : {FAIZ HWEE
FEFTE 8 MyTestCluster , TTieEEH UUID 04,

arn:aws:kafka:us-east-1:0123456789012:topic/MyTestCluster/abcd1234-0123-
abcd-5678-1234abcd-1/*_test : EFFP BN “_test' EEMVAMEEE , HEMHHF , UUID I
abcd1234-0123-abcd-56 MyTestCluster 78-1234abcd-1,

arn:aws:kafka:us-east-1:0123456789012:transactional-id/MyTestCluster/
*/5555abcd-1111-abcd-1234-abcd1234-1 : FIEXR 5 ID 7 5555abcd-1111-abcd-1234-
abcd-1234-1 IR 5 , S RIFKF P BNEFHNME{LSE. MyTestCluster XEKE , MREL
BT —1MNEN MyTestClustertV £ 8 , A HHMBR , RAEAES - EAER , WA ERALRR
ARN ERNEFH R THERMNR S ID. B2 , TEiHE SR ER,

ERmRNRBNELER 7R

TRANE-INERT -—LEERLAM, ERNFFAHHITEERS , BEEFRVEREKP S 1ZA
BIFFRIVERIE , 7R Effect IREN Allow,

BX Amazon MSK 89 IAM 1 [RIZB#I 2 FRERENE R , TS IAM BIER, BEMETRNIE L,

® Note
MINERT , RIFFEEL, SLTABATBERNEF HHRITHENMRE.
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FRARER

R F3% =

Admin

BIEEH

£ R PE

158 A B3

URER N E M BE

MBS H LR

PR RE

kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:

kafka-cluster:
potently

kafka-cluster:
kafka-cluster:
kafka-cluster:

kafka-cluster:
actionalld

*

Connect
CreateTopic
Connect
DescribeTopic
WriteData
Connect
DescribeTopic
DescribeGroup
AlterGroup
ReadData
Connect
DescribeTopic
WriteData

WriteDataIdem

Connect
DescribeTopic
WriteData

DescribeTrans
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FRARER

R F3% =

HRSRRNEE

EHMEHNEE

EHMERNEE

BEREE

Amazon MSK B9 [a TLS & F i & 318 1F

P T A

kafka-cluster:AlterTransact
ionalId

kafka-cluster:Connect

kafka-cluster:DescribeClust
erDynamicConfiguration

kafka-cluster:Connect

kafka-cluster:DescribeClust
erDynamicConfiguration

kafka-cluster:AlterClusterD
ynamicConfiguration

kafka-cluster:Connect

kafka-cluster:DescribeTopic
DynamicConfiguration

kafka-cluster:Connect

kafka-cluster:DescribeTopic
DynamicConfiguration

kafka-cluster:AlterTopicDyn
amicConfiguration

kafka-cluster:Connect
kafka-cluster:DescribeTopic

kafka-cluster:AlterTopic

AL A MBI AR E Amazon MSK REMEZEE A TLS HEFR RS HRIE. EFAZFF RS HRIE ,
WEEH Amazon A8 CA. Amazon FAF CA T[AEEEE (LT Amazon Web Services Ik [E

Zet
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—ANKFFR | BRI T ARENIKSA R, BXx Amazon A8 CAs NEE , 502 EE Amazon
#48 CA,

(® Note
TLS AR EFEILRMNTEXBRTA,

Amazon MSK A X IFEH R4%5IK () CRLs, ERFHIXNEHF TIM G RNBERER M BERULES |, B
£/ Apache Kafka ACLs 1 Amazon £ 4., BXfEMA Apache Kafka {8 ACLs , EZ . the
section called “F A% Kafka ACLs”

AXEBIETIHD :

- BB BRI IRG ORI Amazon MSK £
- BEFRREANERSHKUE

- FREMRIFERNERER

PETEERSHRILAN Amazon MSK £
WEERERROMAEREHAEF RS BRIE Amazon A8 CA.

(® Note

EEAMNE TLS 24iF R et , FAI58ZUEI Amazon FAFE CA XN &/ MSK E£EF A&
Ro XHEMAUBFRHZEN TLS i PCAs XFEHE N MSK &P 1THHKIIE,

1. FAUTARBIERERN clientauthinfo.json B, Private-CA-ARNE#FIZH PCA 1Y
ARN,

"Tls": {
"CertificateAuthorityArnList": ["Private-CA-ARN"]
}
}

2. BIE—/"HBN brokernodegroupinfo.json BIX 4 , #the section called “f F 62 7l fi & £
Amazon MSK £& Amazon CLI"H AR,
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3. EBEFmEMRIAEREZEAZTFHRMREBEZBANEHGPINR, FAUTARCERER
encryptioninfo.json BIX#F, KMS-Key-ARNERNIEH KMS Z4HH9 ARN, A LU
ClientBroker i%i&N TLS = TLS_PLAINTEXT,

{
"EncryptionAtRest": {
"DataVolumeKMSKeyId": "KMS-Key-ARN"
1,
"EncryptionInTransit": {
"InCluster": true,
"ClientBroker": "TLS"
}
}
BXMBHWEZELR , 53 lthe section called “Amazon MSK f1%",

4. 7£ Amazon CLI ZE T EHRRIEMEHPMZNITEN L , STUAToSUCIER RS KR
ERPINFENER, REMNPIREHNES ARN,

aws kafka create-cluster --cluster-name "AuthenticationTest" --broker-node-group-

info file://brokernodegroupinfo.json --encryption-info file://encryptioninfo.json
--client-authentication file://clientauthinfo.json --kafka-version "{YOUR KAFKA
VERSION}" --number-of-broker-nodes 3

FEFPIHKIZENFER S HARIE
SRR T AR E Amazon EC2 SEHILLREREF B H R IEH E F ik
WEENETMAESCEEFIRITEN, SETBNEEMENZSIRE , FHAFHRIUERERME
AEE,
1. BIBAEZFFHKITENA Amazon EC2 324, AEEREA  FERATEHNWE— VPC FEIE It
£4l, BXRuAeIZEERFiHITENI RG] , 55 Hthe section called “CIEF Finit &,
2. BIBEZ/, XA, iESHthe section called “BIEET" T A A,

3. 7B Amazon CLI ZENITEN L , EBTUT oS URIEHFHNSISRE, Cluster-ARNS A
EEHM ARN,

aws kafka get-bootstrap-brokers --cluster-arn Cluster-ARN
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REE5ER HHY BootstrapBrokerStringTls XEBAHIFRF &,

EEFHRITENL , STUATRTUER JVM SEF#ROBEFRETFRE. MREN JVM
BRERE , BB ARD S,

cp /usr/lib/jvm/java-1.8.0-openjdk-1.8.0.201.b09-0.amzn2.x86_64/jre/lib/security/
cacerts kafka.client.truststore. jks

EEFWmITENL  SBITUTRSNEFREIBLERH, AEIERYour-Key-PassHIFREH

#Distinguished-NameExample-AliasYour-Store-Pass. . #l.

keytool -genkey -keystore kafka.client.keystore.jks -validity 300 -storepass Your-
Store-Pass -keypass Your-Key-Pass -dname "CN=Distinguished-Name" -alias Example-
Alias -storetype pkcsl2

EEFWITENL , SITUA TS UERSE L - SHOENAERRACBIERFER,

keytool -keystore kafka.client.keystore.jks -certreq -file client-cert-sign-request
-alias Example-Alias -storepass Your-Store-Pass -keypass Your-Key-Pass

TF client-cert-sign-request X# , HBRIZUHMFFLRN ----- BEGIN
CERTIFICATE REQUEST----- BEERH ----- END CERTIFICATE REQUEST----- o MBiX
NXHFELRN ----- BEGIN NEW CERTIFICATE REQUEST----- , T8 M ST BY FF Sk F 25 B 4 il

BREE NEW ( REFHEMNENZER ) -

£E2 Amazon CLI ZEIEPHITEN L , EBTUATH XN IERBER#ITER, Private-CA-
ARNE R N IEH PCA B ARN, MNREE  BA L ERERMEE, EXE |, FEAILL 300 K6,

aws acm-pca issue-certificate --certificate-authority-arn Private-CA-ARN --cst
fileb://client-cert-sign-request --signing-algorithm "SHA256WITHRSA" --validity
Value=300, Type="DAYS"

R1FNE B P 1R ALAYIEF ARN,

(@ Note

ERRENEFIHIEPD , iEFEM acm-pca get-certificate R HIEEMEMIE
# ARN, BEXEZER |, H5H (Amazon CLI Command Reference) HH get-
certificateo
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9.

10.

11.

12.

EITATHHIRENE Amazon FAH CA XEMIEP, Certificate-ARNEIRFNIENIT E—N
IR FIREBH ARN,

aws acm-pca get-certificate --certificate-authority-arn Private-CA-ARN --
certificate-arn Certificate-ARN

MEITE—RWBHAIREMN JSON £RH , E#|5 Certificate M CertificateChain %
BROFRFR, FXANZREEMNE B NFXHH signed-certificate-from-acm. W&
Certificate XEXMNZERTE | REMME CertificateChain XREWZERFE, & \n ZFER
AHFITo AT RFIEBFIEREMWEBIE P Z T XHFEN,

EEFHRITEN LEZITA TR FHIERRMEENZAESD |, SEERES MSK RERRATH R
AT

keytool -keystore kafka.client.keystore.jks -import -file signed-certificate-from-
acm -alias Example-Alias -storepass Your-Store-Pass -keypass Your-Key-Pass

FRAUTHARRERNRN client.properties KX, FETEENBPAFENVNBEFAERNE
ff kafka.client.truststore. jks RFZNRE, AR Kafka B wmRAKE {YOUR
KAFKA VERSION} &L%o

security.protocol=SSL
ssl.truststore.location=/tmp/kafka_2.12-{YOUR KAFKA VERSION}/
kafka.client.truststore. jks
ssl.keystore.location=/tmp/kafka_2.12-{YOUR KAFKA VERSION}/
kafka.client.keystore. jks
ssl.keystore.password=Your-Store-Pass
ssl.key.password=Your-Key-Pass
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EAFHRIEERMERES

LN E T WAER S ARIEERMERER,
1. BITUTHHUMEETE, 8F client.properties WXHREE £ — T2 HOIEMN T,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-
server BootstrapBroker-String --replication-factor 3 --partitions 1 --topic
ExampleTopic --command-config client.properties

2. BITUTHSLUBHREIAERKEE. B client.properties WXHREE L — I BIZER
X,

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --bootstrap-
server BootstrapBroker-String --topic ExampleTopic --producer.config
client.properties

3. EEFFRUENLNHGTEDS , ETUTHTUERHEAEAR.

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBroker-String --topic ExampleTopic --consumer.config
client.properties

4., HEAFREATRRAER , ANEEREREFEAREQF,

{# /8 S Amazon ecrets Manager # {72 FZER S HRIE

B LAMERAER S Amazon ecrets Manager 77 F R 37 19 B FEIE R HIX B Amazon MSK & &
WG R PR . A FEIUEfF6% £ Secrets Manager FRAIBUB D E#H SR RITHNFSE , fl0Fit, FH
MEHRIEUL, Secrets Manager F it BeEB EER A S A &I,

FHZ4AE MSK 8 XE/E , MSK 2@ EHE S EUEHIE.
AEBFIETHED :
« BEFEZIIHHRITHN T/EFRE

« 4 Amazon MSK &% & SASL/SCRAM B 3 3iF

- ERAF
£/ SCRAM 4R aTHY PR

Tk 168



Amazon Managed Streaming for Apache Kafka FERARER

BRZIESHRIEN TERE

Amazon MSK By & &l & I8 IEF FH SASL/SCRAM ( Simple Authentication and Security Layer/
Salted Challenge Response Mechanism ) &3 5if, EAEFEEERREIESHRIE , BAUE
Amazon Secrets Manager FRIEZZHER , HEEREZIESZFRXEK,

SASL/SCRAM £ RFC 5802 FEX. SCRAM ERLZEMFHHEZE , TRHER T in MRS 28 2 8] 45 % B
NEFFIE,

® Note

MR N ERIZE SASL/SCRAM B4 IRUERT , Amazon MSK @R EZE MR E 2 ANFIERE
FFE TLS .

A Amazon MSK £ &% & SASL/SCRAM B35 iE

ZE1& Secr Amazon ets Manager FiREZ 4R , EIZER Secrets Man ager A iEETHAIEFKER
#Amazon fAHERTERAE,

£ Amazon MSK EES|EZAR |, TEEUTER :

- NTEARE , FEFHMERARE (HIWAPIEH ) .
- BHNBABHLTAESR AmazonMSK_ FF K.

o BAIERAINEN BE N Amazon KMS 24D 1 B HI % Amazon KMS A8 B E L FH. R
INER T |, Secrets Manager X1 % Amazon KMS A A BRIAZ 4.

/A Important
FERAERIAZ4ABIENZ Amazon KMS $AEEAH T Amazon MSK £ &,

« BHERFIUERELFRAUTER | FsefE AR T R AREN,

{

"username": "alice",
"password": "alice-secret"

}

- IBRFZHAK ARN ( Amazon BREH ) Eo
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/A Important

BT BENF Secrets Manager 24 5 H the section called “ IETR R EFHINE | SNRER
B XEC ATIR PR HI A SR B R BR

- MREFEHVERE , FASBIEER4 ID 5 ARN. Amazon CLI kms-key-idFEEH B,
- ENRASEINERCE | i5#EA Amazon MSK 4] A& = BatchAssociateScramSecretig 4k,

/A Important
LI R SRR REET , Amazon MSK A ZZ4AM INEIRER , AR T ENERF TR
HREEBENNZAE, BTFNMEHRLEERKE, XEMIEXMEIEENERF LR ZH, MR
B3 AT ZINZER Secrets BIRKIEHA/H KMS RAH T 7T EMER , BHERNX LR
BEFXEBKBERM MSK £8, X IFRAMARSHYERE AT LAMKEE T R 80 240

BatchAssociateScramSecret BEMNLLT JSON #i ARG ZEH SEBFREK -

{
"clusterArn" : "arn:aws:kafka:us-west-2:0123456789019:cluster/SalesCluster/

abcdl1234-abcd-cafe-abab-9876543210ab-4",
"secretArnList": [
"arn:aws:secretsmanager:us-west-2:0123456789019:secret:AmazonMSK_MyClusterSecret"

]
}

ERARFEINEETER

ERERPHOESER KRG  SEUUNEFIREEIESH, UTRISEERDMEEFIRIEE
FfEFH SASL/SCRAM B WIFMES | LR IMTEE REIEBERFEH,

1. ELRET Amazon CLI BitEHN LETUTHS , clusterARNER N EEM ARN,

aws kafka get-bootstrap-brokers --cluster-arn clusterARN

2. EZNEFPRITENL Q- N JIAAS BEXH , HP S 2FE#HESAPNAP &I, il ,
XFAF alice, FAULTHRAERE—NEN users_jaas.conf BIXH,

KafkaClient {
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org.apache.kafka.common.security.scram.ScramLoginModule required
username="alice"
password="alice-secret";

};

3. FRAUTHSR JAAS BENXHSH KAFKA_OPTS HRES L,

export KAFKA_OPTS=-Djava.security.auth.login.config=<path-to-jaas-file>/
users_jaas.conf

4. T£ ./tmp BRHBIE—NE R kafka.client.truststore. jks BI3X#,

5 (W) EANATHESN JDK BAEM MM JVM cacerts XHRE T EE
E—%tlEkatka.client.truststore. jksBISXHH, IDKFolder&#R
45 LB JDK XHRIE . Hlan , BEY JDK X R ATgEaR & A java-1.8.0-
openjdk-1.8.0.201.b09-0.amzn2.x86_64,

cp /usr/lib/jvm/IDKFolder/jre/lib/security/cacerts /tmp/kafka.client.truststore.jks

6. 7t Apache Kafka R bin B9 , Bl — /87 client_sasl.properties HEFimE M4
X, EFEEUTAR. WXHRIE SASL HlHI M.

security.protocol=SASL_SSL
sasl.mechanism=SCRAM-SHA-512

7. EQIERHIEDR , FIETULT®S , BootstrapServerStringB N EE E—SHhRENRE
ﬁﬁ/ﬁ\z_o

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-
server BootstrapBrokerStringSaslScram --command-config client_sasl.properties --
replication-factor 3 --partitions 1 --topic ExampleTopicName

8. HAUTHSRRIISREERSR, ClusterArnBiR N EEHN Amazon BRB (ARN) :

aws kafka get-bootstrap-brokers --cluster-arn ClusterArn

M SHI JSON £ R | RF5EH BootstrapBrokerStringSaslScram B ZRF R X BLHY
B,

9. EXKLUENTAIER , BEEFIKRITEN LSZTU TS
¥, BootstrapBrokerStringSaslScramB#f RN EBE L —SHhRRIINE,
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<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list BootstrapBrokerStringSaslScram --topic ExampleTopicName --producer.config
client_sasl.properties

10. EFASRIENER  EENEFIRITEN LZETHU TS
©o. BootstrapBrokerStringSaslScramf&Z AIRBHEEKR,

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBrokerStringSaslScram --topic ExampleTopicName --from-beginning --
consumer.config client_sasl.properties

ER A~

BIEAF  BEBAPUBRENNWEXQERAF., 7 Secrets Manager 12 &I & FE A SGETAY |, M
BRUT RN IBERREIERIE.

{
"username": "alice",
"password": "alice-secret"

}

WERFHRNR  EMEAF RSN  BUEEEER EBRIBEIMIT ACL , REEUH
BZZHANXEK, XREN :

- BERAPHTEEXAIMAESE,
« WERHANEXRSFE 10 28T aEEE.

BXM ACL 5 Amazon MSK £ &8RN EZER |, EZH FMIAF Kaftka ACLs,

X FEH ZooKeeper BRXAER | HAEBEPRFIFT ZooKeeper 1 BV I 8] LABK 1E A 7 #1718 2k
ACLs., BEXEZER , 25 243 5% MSK ZooKeeper & F Apache 7 m AV i5 R R

£ SCRAM Z24A B Y PR 41
£/ SCRAM Z4AREEZLLT RS :

« Amazon MSK {¥ 3 3#F SCRAM-SHA-512 &3 I&iiF,
« —A Amazon MSK £& &% W#iH 1000 NAHF,
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o YRATIEIREIZZ4EAH Amazon KMS key . BT E A ERIA Secrets Manager IZ R A=
£5 Amazon MSK —&fFEH., BXxtlZ KMS ZHMEER , iHZ 5 Creating symmetric encryption

KMS keys,
« I&FETE Secrets Manager H{E A IEFT#r KMS %48,

« £ % BatchAssociateScramSecreti#2{E |, & — X JRZALUE 10 MRS — P ERKE,
« B Amazon MSK $E& < BRI Z4A M B B0 A Bl 8k AmazonMSK

« 5 Amazon MSK £ X B ZFHALMEEFHV TMHEREA Amazon Web Services ik~ 1 Amazon X
=,

B 1R &5 Kafka ACLs

Apache Kafka B — NI EKRNER , HHH 7R INEZI, out-of-boxAmazon MSK £ E LW
server.properties X#H B ALEN A,

Apache Kafka ACLs B98N “E4& P B [RF/AEL] KRB EH H IMEAE RP EE KRR

R BY#R4E O”, ResourcePattern 21 RP 54 ERIE R FEE , M R & B/ XE ACLs , &
WBRTBERAFZA , FATEMEMALR R, EFEHU Apache Kafka 177 , BRZE
ffallow.everyone.if.no.acl.foundiZE&N true., ERINER T , Amazon MSK & HIZE N
true, XEWKE , ACLs £ Amazon MSK &£#F , IREZFRWIREFR , MABEER AT AT
FZER. MWREERFREACLs LEA , MIRAEERNNERATEHEZRR. WRERSIFEZNE
R ERA TLS M iE & B 1IEXN &= iwm# TR , i ACLs £/ Apache Kafka X a8 CLI #4770,
BRAM, MBRMIHHWEZESE ACLs , 1851 Kafka BNGTITHRE,

M Amazon MSK FREEENBEAF , Rt TAIAGRMEEE,. XEPTRENESXEH
JEE. , TitiZallow.everyone.if.no.acl.foundBMRBRNEHNEEE L,

A DS BR XY £ B AT R B 15 [F] X

1. HENKRERFME ACL R, BAFMAITEIABEE ACLs FEMNEE. ERFREXEBAYE
HERMNR , FEATES MSK £ERBENEFHRITEN EETUATH .

Distinguished-NameBiRAEFHPITA5|SEFNREN DNS , A F 2%
EMFE-—NIRZANFZHERERNES () *. Hlln, MREFHEANSISKRESR
DNSb-6.mytestcluster.67281x.c4.kafka.us-east-1.amazonaws.com , JIFELA
Ta®Distinguished-NameHE# ., *.mytestcluster.67281x.c4.kafka.us-
east-1.amazonaws.comBXUMMAREG|ISRENEES , iHSHthe section called “JRELGI S £
LA
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https://docs.amazonaws.cn/msk/1.0/apireference/clusters-clusterarn-scram-secrets.html#BatchAssociateScramSecret
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<path-to-your-kafka-installation>/bin/kafka-acls.sh --bootstrap-server
BootstrapServerString --add --allow-principal "User:CN=Distinguished-Name" --
operation Read --group=* --topic Topic-Name

2. ERFNEIMZFRAN , FEZFHITENLETUTHS. WREFANE TLS HARIE ,
BEEASAEALBNMERENDIstinguished-Name B 38,

<path-to-your-kafka-installation>/bin/kafka-acls.sh --bootstrap-server
BootstrapServerString --add --allow-principal "User:CN=Distinguished-Name" --
operation Read --group=* --topic Topic-Name

EMIBRIEIHEN , B LU THENG S , 0 --add B#ER --remove,

3. ERFNETEMNEHEN , BEEFFHBITENLESTUATHS. MRESEANE TLS HFHRIE
BEEASEALBNMEBENDIstinguished-Name B4 KAIE,

<path-to-your-kafka-installation>/bin/kafka-acls.sh --bootstrap-server
BootstrapServerString --add --allow-principal "User:CN=Distinguished-Name" --
operation Write --topic Topic-Name

ERRBIFRN , BALLUETHRNGS , H --add B --remove,

B Amazon MSK BN L 44A

ARANBNMAERINAE MSK EENEZ2H, BURFEEXNEHNZ LA , LENBERFARMY
TR PR SR FIX EBFNHRNR,. AREZELANFEE , BS6 (Amazon VPC A 1EmE) FHER
VPC HZ£4,

1. fEAHH ListNodesAPI 5 list-nodes e B IRENVERH P REM IR, Amazon CLI HIRENE RS
FEEREXE IDs FUEMEMLED (ENIs).

2. &3 Amazon Web Services Management Console #3TF Amazon EC2 ##|& , Wit R https:/
console.aws.amazon.com/ec2/,

3. HEARSALAMIENTHIR , ERBEEHNXE,
4. EENEBNMESZELT  &EM&KED,

5. EREBEF—ITHRENE—IEN, ERFEEMHVEERE  ARERERLZLE, FHNZ
SAEDTELA L ENl, XEESE - S FIRE ENIs IBINAREELS R,
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® Note

&EA Amazon EC2 £ HI &N EH R L AFMMHN ERT 2 RRE MSK 25 &1 “M 4R
B To

6. BEFZSANAN A BRENFFHEITUFRAKE, BXREZHANNEER | BHSH
{Amazon VPC FAF¥g§m) HHIZANIN. MIBRFE AN,

/A Important

MRCERSEFRREXBRNZTSAE , RABEZEFRNFHAE , Amazon MSK &R E
SRBEHNEZEHXBENRREZSEXEK, B2 , EFERERET , HAmaREBLM
SE—1M&Le2EXEK, Hit, MREEERRZRLABIMHRE , MSABRRITEENS B
HEFHFE ENIs HRE,

R HIN I 5 MSK ZooKeeper 528 H Apache 1 2B 15 @) 1 BR
HFLRLZR , B LURSIXE TEH Amazon MSK ZooKeeper 528517 Apache T S BIF R R, E
RAIX T SHER , BAUNTRIBEEMNZSE, RS, BALUREERIFRIZZSEHNAR

/A Important
APHARERATE KRaft EX TETHESRE, ESH the section called “KRaft {3 7

AEBIETHHS :
« FF Apache ZooKeeper T R IE LI Z £ &
« 7£ Apache F{E TLS £ £ ZooKeeper

fF Apache ZooKeeper T R ITE B Ih Y 2 & 40 Fh

EPRRFIX Apache ZooKeeper T1 SEVIAR] |, BAIAAEN B —MNEMAZ LA, BALBEITRER
SEFMNKEFREBRIFRILFL LA,

1. IREUVERIERH Apache ZooKeeper EEF A H, BT HN{AIEE |, BZHthe section called
“ZooKeeper 3", EZEFRFBEEEH Apache ZooKeeper T 2 #9 DNS & #fo
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https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html?shortFooter=true#AddRemoveRules
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2.

M host =M ping FTERFEE £ —FHIRIGH DNS BHHHRN IP ik, WEEFRELT
RAERAXLE P i, R EREX L,

&% Amazon Web Services Management Console 3 #T7F Amazon EC2 #2#|& , Bt Hhttps:/
console.aws.amazon.com/ec2/,

TEEM BB Network & Security (MEEZR£M) T , %#F Network Interfaces (M£&#0),

EMZEORLFNERFTEDR , BAKEHEN , RAEEA return, XSNKRPETHNEZIZEOK
BR#IN S M ERREBNED,

EAREHIRAPEE — NP EEOXN AT KA B EIEHE,

ERHEKBNFAEEERD , EREIPv4 B IP, IR IP it SEREAIEE S HIRE
B IP st AHPCEL |, MR R ZMEZEO D ELEE T — Apache ZooKeeper T = &N , HY
SHIERNEMEZOZSHOHNEIRE , REERIKRPNT —IMREED, EEMEEONIRFLXE
B, EETRNSERD , B85 2B Apache ZooKeeper T R FIFTEMEIZEOZE —HITHEN
BE,

LHIR%EERE S Apache ZooKeeper 11 KX MY EZEOR , FEFRTEMIPHRERE , REE
BEURLAE, T2 E7BRALNEZZED, BXtIBEZ2EANEER |, 5 H Amazon VPC X
B tlEZ S A,

BEE - HEEEM Apache ZooKeeper T R XEBXMFTEMEE O D EAERNF R LA,

10. W , BUUERAERBRLFLZLENAR. ARREZLEMNNES , HZH Amazon

VPC SCASRRRY AR A0, i BR AN EHTAL I o

£ Apache H{Ef TLS Z £ ZooKeeper

BT LMER TLS &M EZ M Apache ZooKeeper T s 2 A& Hi BT ¥ 1T %R, E4E Apache
ZooKeeper T R E35H TLS &2 , BHITUA TR -

S8 MIMFER Apache Kafka fr 7 2.5.1 HE S MRA T 887 Apache FREM TLS T2 1%,
ZooKeeper

- EOIEREEBEERNBHA TLS £2, A Apache Kafka liAx 2.5.1 RESRACIEZHSH TLS 1Y

KB 2 B3 Apache AimTT REA TLS 2., ZooKeeper BXRE TLS Z£HER , S
B Amazon MSK & A7,

- {# A DescribeCluster #4ER& 3 TLS Apache ZooKeeper i R.o

812 Apache ZooKeeper BLE X ¥ , LAfESkafka-configs.shfllkafka-acls.shT B
ZooKeeper AE—EEEHA. WT/8NMNILE , BEFEA--zk-tls-config-fileZHKIEE Apache
ZooKeeper BLE,
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LTRRAIERT —NEREM Apache ZooKeeper BB 34 :

zookeeper.ssl.client.enable=true
zookeeper.clientCnxnSocket=org.apache.zookeeper.ClientCnxnSocketNetty
zookeeper.ssl.keystore.location=kafka. jks
zookeeper.ssl.keystore.password=test1234
zookeeper.ssl.truststore.location=truststore.jks
zookeeper.ssl.truststore.password=test1234

- WFHMGS (Hlikafka-topics ) , HIERAKAFKA_OPTSIEZ & RELE Apache
ZooKeeper S8, LA 4515 BE an{a B EKAFKA_OPTSHREZE & LUK Apache ZooKeeper S#1&i%
GLHMmS

export KAFKA_OPTS="
-Dzookeeper.clientCnxnSocket=org.apache.zookeeper.ClientCnxnSocketNetty
-Dzookeeper.client.secure=true
-Dzookeeper.ssl.trustStore.location=/home/ec2-user/kafka.client.truststore. jks
-Dzookeeper.ssl.trustStore.password=changeit"

BLiE KAFKA_OPTS MEBTEfE , BEWEEMA CLI it UTREIERHRELTEFM Apache
ZooKeeper Ei & 17 Apache Kafka £ : KAFKA_OPTS

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --
zookeeper ZooKeeperTLSConnectString --replication-factor 3 --partitions 1 --topic
AwWSKafkaTutorialTopic

(® Note

&1 Apache ZooKeeper BLE X EANSH BN S EEKAFKA_OPTSIMEZ EHFERANS
BEHT—H, TEEREBENXHN KAFKA_OPTS MBTERSSH—REANE .

BXRMERA TLS HIRIER Apache ZooKeeper TR ESEER , B2 KIP-515 : A ZK B mEHA
¥ TLS XN S BRI,
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Amazon Managed Streaming for Apache Kafka B &M 3 iE

YE} Amazon EMMETTRIMI —&B4% , =& it & ¥4 Amazon Managed Streaming for Apache
Kafka WREMEEM M. EFIHE PCI M HIPAA BAA,

BREESAITXEE MK Amazon FRF IR , HSH vices HMEMIT XN D HVEEN. AX—MKIE
B, BZREaENITH.

O LA TEE =S FitRkE Amazon Artifact, BEXEZEE |, HSRFH “TEHIRE" Amazon
Artifact,

&R Amazon MSK R EMTERUR T EMNBIEABRBM, RLBANEN B FRARER R EEMN
EMo Amazon T IR FRFBBSSIMESHMK

« ZEMEEHAMREANEFZEMHEENMREANER - XERFEETILTRIZER , #
R THE Amazon ERBETREMMENENEENEN SR,

« HIPAAZ25EMBHEEP — ABEPBEIR T 2 5046 3K Amazon BIERFE HIPAA FRAERY
MARF,

- ERRR — W IEENERETRERTEMENTLRAIERX,

« fEAAmazon Config JF & A & 15 BY AL 144 %R — 1% Amazon Config BRS5 T4 &0 R IR EL &
EZABELFERIRE. TLANFEMR,

« Amazon Security Hub— Itt Amazon fRE A/ £ H T BIENZ2IRA Amazon |, BEIEREREFTE
Z2TirEMRERE,

Amazon Managed Streaming for Apache Kafka Y1k & 8¢

Amazon £IKRER R M2 E S Amazon XIFM AT AXMERN, Amazon XKt S M ERENRE
WATAX , XETAXBESIEERE, SRHENSETRNMERE, MATAKX , BE ORI FRE
EUAXZ BT EIRINAMEBRONABRFNBEE, SEENENTIS M EEROERLEH
MEt , TAXKEEESH TR, BEENTT BE,

BX Amazon XEFMATRAXWEZER , 55 HAmazon £IKEMM 1% HE,

Amazon Managed Streaming for Apache Kafka FEYEftig L £ M

ER—MIEERS , A T Apache Kafka I BB EERFEAFZ B Amazon (ILE#MERS . £
RESR) ARPHRERNSEKNEZEEFHNRT,

Tk 178
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https://docs.amazonaws.cn/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
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https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
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BRI LAE A Amazon EXMHY APl BABE M5 R Amazon MSK, BFmAMXFEHELRS
ML (TLS) 1.0 RESMA, BIWFEA TLS 1.2 RESRAK, BEFHESMATIFEETLEHIRE
( PFS ) WZBEH |, Hli Ephemeral Diffie-Hellman ( DHE ) 5% Elliptic Curve Ephemeral Diffie-
Hellman ( ECDHE ) » AZEINRRLE ( W Java 7 REFHRAE ) HZFXLEN,

o\, HAERTRIZEE ID M5 IAM EAEXBRAORZT B BARNBERH#TZEE, HE , BUUER
Amazon Security Token Service ( Amazon STS ) £ K IfFf Z £ EIERNERHATESR,

W B5# MSK Fiific E R &

Amazon MSK ARE, EFMAKBET [RAEHMAEE, BEALGZAENEE  AEAXLEERE
REEHE MSK EHRNEMIANETEH. MSKEER—ARMREMANNEMRK, REEEREFPE
ANARERE | SRR —EATENMAREN - EATRENEE, AXINAEERENIREZLLEHN
EZHRMER , RSEAUTES

F&

- MELLARE

- RBLLARE

- RERERF

WEZLABRE

AENEREREBENEER 4.

F3

« BEM Amazon MSK Fi &

« ZRiA Amazon MSK Eti&

« Amazon MSK 7 EFM# TR BN E EISFE

BE M Amazon MSK Bt &

B LAEA Amazon MSK REIZBEXN MSKEBLE , HAILNEZEEFRRENTEME. REXREN
B IFIRB ETE the section called “BRIA Amazon MSK Bl &” MEEME. BXxBEBMENESZEESR
&2 Apache Kafka Bt &,
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https://docs.amazonaws.cn/STS/latest/APIReference/Welcome.html
https://kafka.apache.org/documentation/#configuration
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FRARER

Apache Kafka Bt E & 1%
BB

allow.everyone.if.no.acl.found

auto.create.topics.enable

compression.type

connections.max.idle.ms

default.replication.factor

delete.topic.enable

group.initial.rebalance.delay.ms

group.max.session.timeout.ms

group.min.session.timeout.ms

DU

MREFHUHERIEENfalse , BEBRAE
BE X Apache Ka ACLs fka, INERIFILE 14
REN , TalselH}&F 5% E N Apache Kafka
ACLs , MG R EXEFMIHRINR, MREXE
XfER , BB AEHREFTHESIRE
N true , AEHREBNEFNIHRNR,

ERS =R EERAETEE IR,

BEFTWRAERER, AJLUFLHEMHRER
PrEERIRAEBES (gzip. snappy. 1z4 H
zstd) . ©iE#ES uncompressed ., LLEZE
BTAES., MRFZEREN producer , N
ERERBERBFEENRBESR RBDER

EREEEN (UAZERWNEN ) . WREENZ
et EEZSENLERIRERNE , REHFEEF
REBRERERKAXEERE,

B3 tI2MN ETBHRINEHE T

BRAMKREDIRE, MREALIRE , WEEE
STEET EMIBRESR,

HEAMBRMITE REHTPE <8 , AHAR
EEESRIFEERASRMARARNTE, ERKAVIE
B ESREENRFEITERSED , BXSEM
RLIBIT 36 2 BT R B iE] o

SEAHE A B R K EEATaT B o A A (]
+ , JREASRARLCERNES ZEHEEW
FERMES , BXSSHEERESHERQN
HPE,

EME AN RESIE BN TR, A AR
O HERNNEEMRSBIR  EFEEME
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B2 HiR
WEASRINES. XUREKEREREREFEE
o

leader.imbalance.per.broker.percentage ZEREBEATHNISTRTEHER, MERZRE

BETWE , NEFEERas FERE, 1t
EUBED ENEREE,

log.cleaner.delete.retention.ms #& % Apache Kafka 1R & B M BREY 12 A B /]
2. &/MER 0,

log.cleaner.min.cleanable.ratio HEEBMHNETNT 0 E 1 Z2H., WERE
HEERSRZAEEAENNE (MEBEESR
EEA). RABERT , REESHEBT 50%
B HZE , Apache Katka 2 BREFEHE, X—
tEERH T HEREETURRN R AZE (ZE
H50% , TERERZE 50% HWAEAGERE
M), EENLEREREED, ESHNE
B EEERESRBRESHAERZME,

log.cleanup.policy HEHARENEBN D BNERIABRER. BRX
BHESoRIIR. BRKREEN delete M
compact. NTFBRATHPEEHNER , UK

B 91X delete,

log.flush.interval.messages FEERFEEEZ 28 , AE2 X ERERWEE
WEE,

log.flush.interval.ms EAEBHREEEERFEUE 2 REEANT

P RERE (AZERNEN ), MRRIREL
& , MAEA log.flush.scheduler.interval.ms F#J
B, &/MERH O,
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B iR
log.message.timestamp.difference.max.ms W ETE Kafka 3.6.0 FEHMFER. AT H

fElElog.message.timestamp.after
.max.ms , Bllog.message.timest
amp.before.max.ms #., REWEHEE
TRV EY R B 5 0E B P e E M B [ B Z B Y & K
BfEZ, R log.message.timestamp.type=
CreateTime , M 20 R e [E B Y = RS LR
B, MBS NHIE4, R log.message.timest
amp.type LogAppendTime = , NI ZEEILEE,

log.message.timestamp.type M B B R B RN TR B
FIEMEtE, RFHER CreateTime
LogAppendTime o

log.retention.bytes fiBR B SRR K BE KN,
log.retention.hours iR B & HEIRE B E XS/ NERE , ER

log.retention.ms B M =HE .

log.retention.minutes iER B E XA RIRE BEX N4, ER
log.retention.ms BN —HEM., MRKRE
& , WA log.retention.hours FHI{E,

log.retention.ms flER B &M EIRE BEXHNERH (UE
BREMN ), MRRKRE , NEA log.reten
tion.minutes FHYE,

log.roll.ms HEFT SR 2N RKRE (LERHE
fiI). MREFKREBLWEM , WEHA log.roll.hours
P E, LEMNR/DAREERN 1.

log.segment.bytes BNBEXHHRARAKN,
max.incremental.fetch.session.cache.slots HPWIBERNSTENHFEATE,
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B2 HiR
message.max.bytes Kafka R TR R AICFHLAE KRN, HRE Mt

5, #EFEKRT 0102 WEEMARR , NEAR
AVIRER /M AR I |, BAEE]REB AN
REVIE T,

R A EARMRA L R FEE 7 B AL E
FRREME, SETHEERIRAET R/ RESR
R iER AT ER , ERHBERT , ERHX

EATERIER,
Al{E A E B 5] max.message.bytes B &N F
NEBEBLE.

min.insync.replicas S4B acks RIEHN "all" (H "-1")

B}, min.insync.replicas A ESEEREEA
WA ANEANEANR/DEIRE,
REERFMWRERE  MNEFEXEIRRE

( NotEnoughReplicas 3 NotEnoughReplicasA
fterAppend ) o

S&TLAEE A min.insync.replicas # acks FHY{E
FBHIMITERNFAMERIE. Fla0, Baiel
BEHIRAFRN 3IMWEH , £ min.insync.replicas
RIERN 2, HTE acks 7 "all" WERTHITE
Ko XAIBREXRSHEIRRKIERER , 0l
BNl RmE,

num.io.threads BREEATAEERNWELENKRE  Hhalgea
FEREE 1/0,

num.network.threads R 5588 A T Uk B W & Y5 SR 3 [m B R 3% i 52
MERERE,

num.partitions BNEBNRIABED X,

num.recovery.threads.per.data.dir Rz AT BERE AR XA AT R
BENNBEE RNEERE,
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B iR
num.replica.fetchers ATMNEREEFEENRENSB[LAER. B

ELEMBRERBRAEF 1/0 HTE

offsets.retention.minutes H—NMERAREAEAHPEERASE (BIEZE)
B, HREBEFEHREHNRE K REHEE
F, NPy (B, EAFoENER
) RBESERE —REXEMLELFRE
HAf5 3 HA,

offsets.topic.replication.factor RREXTINESEF. FUHERESESTU
BERTAY, AT ELK , BERIEHFH KN
FHERILEFRFER,

replica.fetch.max.bytes ZHNBIMN D XEIRNEENFTH. XT24
WNEAE, MRERNE—NEZEDIXFHE—
MEFHA B R FILE | NPRIREZ SRt 402
L REB#HE. message.max.bytes ( REBH
B ) 2% max.message.bytes ( FBEE ) EXNK
BESNRAIEZRHLEKR N,

replica.fetch.response.max.bytes BMERNMNFHNSEAFZTEHR, EX20#
REH , MRRERENE-—NEEZSXPHNE—
MEFHAE R FILE |, WAFHRE ZidFKit
WHEBLUBERRESHE, XT2LNZEAE, me
ssage.max.bytes ( fREEELE ) = max.messa
ge.bytes ( THEEE ) BUHEEEREBEZIHNEZK

B RHMAE KD,
replica.lag.time.max.ms MRBIRBEERIEZEMREBER , XKFEDE

HERHRRELAISSHBEEERFEBE |
MAF 2 M ISR FHIEREREZE

MinValue: 10000

MaxValue = 30000
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B iR
replica.selector.class 323 ReplicaSelectorfI T2 REXR B, RE

FEALEXREREEXNEER, WREFEH
#9:2 Apache Kafka MRZ< 2.4.1 SLE B ,
HEFLEARTFEABMRIENEIFRRE , &
FFEMIRERN org.apache.kafka.c
ommon.replica.RackAwareRepl
icaSelector . AXEZEER , BZH the
section called “Apache Kafka k74~ 2.4.1 ( A

241.1”&}”0
replica.socket.receive.buffer.bytes MEBERNEBRFEREFX,
socket.receive.buffer.bytes EEFTRESHFEEFTH SO_RCVBUF AKX,

AALEMHRENSZNMERN -1, MRZER
-1, Il Amazon MSK £ OS ERilfE,

socket.request.max.bytes EREFERPHHERFZTE

socket.send.buffer.bytes EEFTRESHFEEFTH SO_SNDBUF EAH X,
AALEEMEENR/IMEN 1. WRIZER
-1, W Amazon MSK i OS ERIAE,

transaction.max.timeout.ms EFHmAERNNE, IREFIERNR S EE
EXE , WELE2ERIRELIR InitProdu
cerldRequest, X ] Bf 1L & F i B9 8 B At B S <
, B BERABELSBEASLTENERESH S

SWEE,
transaction.state.log.min.isr EZFHR 2 & & min.insync.replicas BLi&.
transaction.state.log.replication.factor EFTBNEHFHRF, FHhEMHEENRESHNE

ARRETAM. NEEFCIELAK , EFEEHFK
PNREBLEFIEFER,
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FRARER

=1

transactional.id.expiration.ms

unclean.leader.election.enable

zookeeper.connection.timeout.ms

zookeeper.session.timeout.ms

DU

ESMASEEES ID 328, FiFEly
HESHWEAESRSEHMPAE (UEWIE
), WEBESFMEH ID T IDsH
ENEaSBEFEERE—RERAEEETE
ID EAGETHR S, MRETETNRE R
EMmMERT HEAIDWRE—IRBEARE , I
HIYEA IDs TJRELRAITH, WEMHNS/NMER

1Z2%

RATE ISREFHNEARENFENZEFE
ZIHGT , EXTRLKSFBBEEX.

ZooKeeper BX&E#H ., B mERFEZEUE
ENRKE, ZooKeeperflRAKi&RELLE ,
N {E A zookeeper.session.timeout.ms FHIE,

MinValue = 6000
MaxValue (& ) = 18000

RAZBIIEIE t3.small EFHEIRER
10,000 , LA G EE{=N,

ZooKeeper 28, Apache ZooKeeper &1iF
EAfEtE (AZHWNEBENM) .

MinValue = 6000

MaxValue (& ) = 18000

ETHROMEBEEN MSK BLE., JIHEMAEERERBARE] , S Hthe section called “KIBELE
B, EFFAEEN MSK BLESIZE MSK £EHIFEAFNBENBHEEHES | 5 @the section

called “EEIhge MBS

LMEBFEABHENY MSK BiBEHIA MSK £8 8! , Amazon MSK AEXEREHTRERS , HERAR
TSR FKFARBREMBLD B ENEE, F0 , £ Amazon MSK EF BB MNMIEF , Amazon MSK
2R URBRESECHEEEFNHE UTRERANEE  AREBBET—IME,
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2 Amazon MSK Bt &

BT Amazon MSK RN EERE M2 , BEAUPTREFTERREEMBINEF R MAER
INERERME. EUANSRE-LEEERM. XLR Apache Kafka X LEE E TR RF RIRIE
NAENEME. BXISEEMNRARTHEES , 5S35 Apache Kafka XEFHEFHLEEE,

® Note
A LLIRE advertised.listeners B , BEFEEIRE listeners B,

FFEBIHY Amazon MSK B &

BAILAE A Apache Kafka S R AT EBHNMNEFTBRERERETRIINEEE . BXREFELRF
WEEBMURNMAREXEEEZ RFINEZELR |, S Apache Kafka X H Topic-Level
Configs.

ZR1A Amazon MSK Bt &

EXRIEBEBEN MSK ELEMER T 822 MSK &£& 8} , Amazon MSK £8I|2ZRIAEE , A FHEES
THRAETHWELEESEA, I TFRERRPHIEMY , Amazon MSK [ 5 Apache Kafka kA<
KEWERINME, BXRXERIAENTIRK , 5SS Apache Kafka FliE

RANREE
B HiR o BEFEETFNR BRTOPEEMNE
NE BENRIAE

allow.everyone.if. MREEREERE true true
no.acl.found BERIREHE , Wiz

BIR% B REK ACLs,

FEARGIG | mEF

BMHIRERN true , N

FRIBERF ( AR

SEEAF ) 9A

R 1% B R o
auto.create.topics ERZSBLEAETE false false
.enable B3l B,
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FRARER

=1

auto.leader.rebala
nce.enable

default.replicatio
n.factor

local.retention.bytes

iR

RAEYASTE,
MRBE , FALRE
LEHRE
S .

Elkolked:0ESST: 0k
INEHER T

S XEMBERIABEE
R B B KA ity
BEBRKD, R
RIRELE , NE
H log.retention.byte
s FE. BRE
MIRENTFHET

log.retention.bytes

B, FINE -2 RRXY

AR B & B R &,
X 5 retention.ms/
bytes iR E -1 FEXY

BRI, local.retention.ms

# local.retention.by
tes B 5 log.reten

tion KL , BAEMH

FHEBEENER
17 PR E Z A
B, MEM log.reten
tion.* EER X &5

XHREBRE, X2
REARhFENTER

o BRE : [-2; +Inf]

PR

SF7 BRI BV
B

true

3RMMIT 3IANMAAK
PSR  2RRUT
2 MR X ARV ER.

-2 RINFTRH

BERTAERF#NE
FHVEIAME

true

SRRMUT 3INMAAK
PRER  2RFUT
2 M AKX RE.

-2 RINTCPR I
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FRARER

=1

local.retention.ms

iR
I BR iz B4R B 2 4t B

EERNEVH. mR
KRB LE , Amazon
MSK f£F log.reten
tion.ms FWE. B
BENBRLNTFRE
T log.retention.bytes
B, BIAE -2 RN
iR B Z BRI,
X5 retention.ms/
bytes FiZE -1 XY
R
local.retention.ms Fl
local.retention.bytes
{BERLLT log.reten
tiono MSK £ 1 kb &
BEHEHERNER
7 PR E Z <At
B, IMBEMW log.reten
tion.* BLER &7
XHREBE, X
X FENTET
. BRERKTFO
B,

SF7 BRI BV
B

-2 RINFTRH

BERTAERF#NE
BHHRMIAE

-2 RINTTPR I
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FRARER

=1

log.message.timest
amp.difference.max
.ms

log.segment.bytes

iR

It ELE £ Kafka 3.6.0
hERFEM. HMT
i Elog.messa
ge.timest
amp.after
.max.ms
Bllog.messa
ge.timest
amp.befor
e.max.ms MM, KB
W 2 5E 2B Y Bt ()
5EEHEEREE
BzREATHNRKE
o MR log.messa
ge.timestamp.type=
CreateTime , NN R
RESNEFBEI
FE , WEESNEE
45, R log.messa
ge.timestamp.type
LogAppendTime =,
N2 EE,
TR ANEHER
AR AKTF log.reten
tion.ms , LA RS 24
ENMERAT R,

ENEEXHFNERAK
Ko

SF7 BRI BV
B

922337203
6854775807

1073741824

BERTAERF#NE
FHVEIAME

Kafka 2.8.2.ZF 4R
86400000 , Kafka
3.7.X DR

134217728
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FRARER

B iR
min.insync.replicas 4 B2 acks B9

B ( BIAEREMN
Kafka fXEIRE )
’EN "all" (=
"-1" ) B, min.in
sync.replicas Y {E
LEENEBEAHEN
AR AREIAE
AWRNEIRE, W
R ERE R &R
B, WEFEa5| %
5% ( NotEnough
Replicas %

NotEnoughReplicasA

fterAppend ) o

M IR E B fE A

min.insync.replicas

acks FREVERT , AT A

BHEHITEARNEA
PHERIE, Blgn , &5
BelZEHREFH 3

ER , FF min.insyn

c.replicas iZiERN 2,
HIE acks K "all"
BN T B 1THE Ko
XA EREKXZSHE
RARKEBIRER
BRI EFRE,

ARSS 28 A T A RGBSR
HLBENHE , Hf
A RE2IEME 1/0,

num.io.threads

SF7 BRI BV
B

2RFMIT 3INMTAKX
REVER 1 RRUT
2 MR XA ER.

BERTAERF#NE
FHVEIAME

2RFMUT 3INMTARX
PRVEEEF 1 RRILT
2 M AXAFERE.

max (8, vCPUs) H
v CPUs BUR TR IEM
SE45) RN
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FRARER

=1

num.network.threads

num.partitions

num.replica.fetchers

remote.log.msk.dis
able.policy

remote.log.reader.
threads

iR

RS 88 A T WK E
P 4% Y 1 SR 5[] P 4%
RIEMW RN LR E

(o]

BANEFHNMRIABRE
7 X,

ATMNRKEEHH
EWREGRLERE
o WRMEILE , M
A] LA hnER ER 2R AU
Y 1/0 HITE.

5 remote.storage.ena
ble —EEAUNERS
BiFfE. NILERIR
ERMER , ARTE
FF remote.storage.ena
ble IZE A false AY
D EREEPNBEN
A BR

IZFE B R IREER LR
wARAD, BT REHME
SUMNZEF#EFIR
HE 4

SF7 BRI BV
B

5

FEA

BERTAERF#NE
FHVEIAME

max (5, v CPUs /2) &
F v CPUs BUR TR E
Y SEBI A /)

max (2, v CPUs /4) &
v CPUs BURTHRE
A9 SR K/

max (10, v CPUs *
0.67) HEf v CPUs Y
R T RIEH SE IR
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FRARER

=1

remote.storage.ena
ble

replica.lag.time.m
ax.ms

iR SF7 BRI BV
B

MRIRER true , N false
NEBEADE (=
=) 7iE. MRRE
7 false , B remote.lo
g.msk.disable.policy
REN MR, MEE
RAEBE BN D E
5. ZERARFM
i, 2MNEEFEFR
MR R, ZEAER
WD EEER , T3k
BRERDBE#.

R BRIERARRE R
EFHREGER |, &
ELEREDBALR
BEAINSHES
GREBE , WS
2 M ISR HIlBRIEBE
Eo

30000

BERTAERF#NE
FHVEIAME

false

30000
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FRARER

=1

retention.ms

socket.receive.buf
fer.bytes

socket.request.max
.bytes

socket.send.buffer
.bytes

iR

WIEF B, REE
NI K. ZREER
FIMER |, HL& B R
NT=I

Amazon MSK £
retention.ms value
5 local.retention.ms
SR 5 7E BL 4R e B MR
WEFEBHE D EE

f# ., local.retention.

ms B35 E (B3R

M3t 774 % 3 B 0

E1Ff#. retention.ms

BEIEEMNNDERE
fits FP I BREGHE ( BDAA
EEPHER) . BX
B : [-1; +Inf] PHIE
4

EEFRSHEERT
) SO_RCVBUF &
X, WMRER -1,
s R R AERGERRIA
=8

EEFERPNEX
FIH

EEFRSHERT
# SO_SNDBUF &
WX, MRER -1,
T £ PR 4R AE R SERRIA
=88

SF7 BRI BV
B

&4 259,200,000 £
M(3X). -1&RR
TRRE.

102400

104857600

102400

BERTAERF#NE
BHHRMIAE

&4 259,200,000 =
B(3X). -1RTF
TRRE,

102400

104857600

102400
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B iR D EEEEENER BRATOEEMNE
AME BWRIAE
unclean.leader.ele RAEBREBFETE true false
ction.enable ISR R EIZAR/EN &
BEFBERHEGS , B
FEXARE2 SR
EX,
zookeeper.session. Apache ZooKeeper & 18000 18000
timeout.ms HHEEETE ( AZR

NEHL) o

zookeeper.set.acl BENLZEFEANE false false
P ACLs,

BxMAEEBEENEBENEE , FZthe section called “BHE X Amazon MSK E&E”,

Amazon MSK Z EE# EBRAINE EIErm
UTREETFERIEE D EFMTHERINZE R,

- NTFEBESRFHNER , Amazon MSK AXIHFR/IMIBERK)N, MREGWEBEE , &N
B R/NA 48MiB , R EERRBNATEIN 10 B8, XLEEMES E| segment.bytes Hl segment.ms &
i 8

- KRB ME. ms/bytes can't equal or exceed the retention.ms/bytes, X220 EEHRE IR
=

« local.retention BWERIA{E. ms/bytes is -2. This means that the retention.ms value is used for
local.retention.ms/bytes, HEXFERT , BIEFENREELA MMEFEEN S ZEER (BN FRPE
E—1EIAR) , Ba—ETdH, XTHEDR , XibBENBIF2RBIZREFEDP,. EXHERT ,
MR E A IRER 8RSk B A i 174 .

« retention.ms BERIAE R 7 K. retention.bytes ;&G BRIAKNERE,
« retention.ms/bytes N&/MER -1, XEKRBETLRRE.

- AiREBEME/ME., ms/bytes is -2. This means infinite retention for local storage. It matches with
the retention.ms/bytesi®E R -1,

s WTFEBEDEFEHIWED , XHEHETRFIEE retention.ms, F’) retention.ms 7 3 X,
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RizELABLE

Apache Kafka B EFHREERE , B FEAX LR ERBE MSK MEERFNMtEE, REHFIRD
KRB TRES R MERN T FEMFIMERE, Express brokers B3 AXBREBIREREBH RV ENESZ
EARBHRNEE , NTiRE MSK MEEEFNTAMENBFIAML, ETERMBEANRHNEES R
=X E/E (dEE ). RENFE/ERE. N TR EEZEITH Apache Kafka fx4s , FLERELE
AEA Apache Kafka WERIAE. EAIPFEANIFRIEHN Apache Kafka ERIAES

&
« BEMX MSK Express KERE (E/BiFRXR )
- REZLAREERE

BHENX MSK Express KEEE ( =/BiHRXER )

& LA AL S MSK B E#TEL B 2h8E 5l Apache Kafka B9 API REHIE/EREEE., AlterConfig
Apache Kafka REREBEEARESH , EARISH, BAREZEESRETHNARE , mMahA
BETREERAE, AXEBEEMENEFEXNESEE , FSNEMRERE.

£

« MSK Express R FBSEE
- REZLEHNHISEE

« Express Brokers FHEBRE B

MSK Express {RIE F W ESELE

O LAE Amazon MSK 812 BE X MSK BE XM RIREL TESE M. Amazon MSK £ 8REHE
BERRENMEEMEMY, BUM MSK ZBHASFERAERE R I ENERFHASNE XK,

Express brokers /B ( 45 ) BE& — BB
B HiR ZRINE

allow.everyone.if.no.acl.found WREFUHEMHIREN false, true
BE LR ACLs NERE N
Apache Kafka, 1Rtk
BHIREN false HEREH
% E X Apache Kafka ACLs ,
MR EX BN IH RN R,

ZLBANRE 196


https://kafka.apache.org/documentation/#dynamicbrokerconfigs

Amazon Managed Streaming for Apache Kafka

FRARER

B

auto.create.topics.enable

connections.max.idle.ms

delete.topic.enable

group.initial.rebalance.del
ay.ms

group.max.session.timeout.ms

leader.imbalance.per.broker
.percentage

EEPUN
MREREXMIER , BB
REFMEEFFIEREEREN
true AEFTIR1GXS EEFRY 15 7]
R

ERSSRLEAEEN B3
E,

ZEREEEN (AZERE
) o WREEEAYZERETEE
BEALEERENE , RS
SREETFLERLELRAX
ik,

B RAMRREBIRE, MREA
iRE , WL ZBIEERTE
il B =2

A FRRINITE —REFHF
ren , ADARSFHESH
REMASRMAFANRE, E
Y EEIR B [B) = K BT P 1
ARELED , BXEME
TT 46 2 B R B o

SEAHE A 2R & K & iE AT
B, HBetatEME , JHEA
22 AR BN ES 2 B K H
ENRERES , XSS
FEE SRR #HEE,

EREATNAST RT ¥
bk, MREFAEEL T

B, NEHERHaE ST
B, LELBEDLHFNIE

Eo

AIAE

false

Apache Kafka BR1iA

Apache Kafka BAIA

Apache Kafka BA1A

Apache Kafka BA1A

Apache Kafka BRiA
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=43 iR AINE
max.incremental.fetch.sessi HHFHIBERMSTFNRAI  Apache Kafka BRiA
on.cache.slots B,

num.partitions BNEBHRIAD XE 1
offsets.retention.minutes E—NMNERASREAEXRHEFEME  Apache Kafka ERiA

Mz (%EZ) 5, ERBE
MELREHARE , REH
EFH. NTIHMUEAE (BIE
RAFHTENERE ) , ®E
BRE LR AV R 0 £ %

REHZEIH.
replica.fetch.max.bytes RN BN D XEIHER Apache Kafka ZRIA

NFETH,. XZTRENHZRAK
B, MREMWE—NIEZE
2 X E—MeFHta 2
RF{E , NRFREZIEF
B UEREEERE. m
essage.max.bytes ( {RIEHD
B ) = max.message.bytes (
FERE ) EXREBEEZHNR
RidF a3 K/,

replica.selector.class X ReplicaSelectorf5T£ R  Apache Kafka ERiA
EXE. REFRALEXRER
BHIERIEIR, WREAFFE
AEMNSENBIARPIRE , &
FEMIRENorg.apach
e.kafka.common.rep
lica.RackAwareRepl
icaSelector .
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FRARER

B

socket.receive.buffer.bytes

socket.request.max.bytes

socket.send.buffer.bytes

transaction.max.timeout.ms

transactional.id.expiration.ms

DU

EEFRSHEEEFTH
SO_RCVBUF &4 X, R
BER -1, WERRERZERIA
=8

EEFERPHERAF TR,

EEFRSHEEEFTN
SO_SNDBUF &4 X, R
Bh -1, NERRERZERIA
Ho

ESNHRAERE., R
BEFERNR S0 EES
B , NELmatPiIRESEIR
InitProducerldRequest, iX ]
By b2 P im Ay B AT B E R
BUBERAREASBERASET
EFRESPIENE-R,

ESMAREHSES ID3HZ
Bl , SEFERINESHEM
ESMAEHFAEE ( LLER
NEA) . HIREELEWE
FEIDHEH K Eheas
BE~%E IDs ERfE—IREM
LEETE ID EARTHNY
B, MRBTEENRERE
miBR T H4EA ID N&E—IX
EARRE , MFIEA IDs AT8E
SETNEH. EEENSNME
n1EY.

AIAE

102400

104857600

102400

Apache Kafka BAIA

Apache Kafka ZRiA
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FRARER

Rig L LN SEIE

YRATLAE A Apache Kafka AlterConfig API 5 Kafka-configs.sh TEREBELUTHASEE. Amazon
MSK &iEBEHEELRZENFEHMEY. BUUNNEETETEESRENEF R NREL 5

HYEC BB 1.

Wi 2L ANFHAEE

B

I~ % listeners

iR

ErmEES
i {58 A 9 {0 O
B (URE
listeners
config B MR
@ ). 7 laaS
IR | IXARE
FETETHRE
HEMEO, W
RRREMNE

, DU E A R
rER{E. 5
ARTME, B
0.0.0.0 juibhik
b v {: 8

Eik== NGl
=listeners

, SWEMHEAR A
BEFEEENR
O, ESEar A
—NEUTER AL E
NBEES -1
TRt 7E
R LFRANERR
HIGERMER
T, XARERE
H.

MINE

null
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B iR AMINE

EHERESN
ZOEm R IRIE
B,

compressi BEETTHR Apache Kafka ZRiA

on.type KEHEKE,
CIRRRTd=1 3
RERIRA
=48 4w iR 55 28
(9gzip. snapp)
M zstd) o
TEES
uncompres
sed . WWEE
BFFESE. W
RFZERERN
producer , NI
ERBERELEK
FRRENRKE
TR ARIDES

log.clean R E R Apache Kafka BR1A

up.policy 0 7 BRI BRIA
BRER. B
WRBEHES
phEI&k. B
KEERN delete
H compact,
NFERADE
FRNEE
B BEN
Hdelete,
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FRARER

B

log.messa
ge.timest
amp.after
.max.ms

iR

HE B E A
E AR Bz H 7
VR BT EE =,
HE BT E & A
DB®THETHK
EreEE ,
THEAEZRH
I E iR iE
HYERE, R
Hlog.messa
ge.timest
amp.type=
CreateTim

e , WanRat
BB = FEY
e ERE , N
HERHELE
MBEHILUTHE
W, W 2R L B
Elog.messa
ge.timest
amp.type=
LogAppend
Time o

MINE

86400000 ( 24 * 60 * 60
*1000 % , A1 1 X))
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FRARER

B

log.msage
timestam
p.before.
max.ms

log.messa
ge.timest
amp.type

iR

AT Y B [E] B AT
H BB A& 2 (8]
FLVFRY B (RIS
=, HENBEE
ANRTHEFET
REHREE
RTNRRER
LA B FIRE
HVERE, R
Hlog.messa
ge.timest
amp.type=
CreateTim

e , WinRat
BB = 7
e RE , N
HERHEIEL
MRHILUTHE
5, W 2R L B
Elog.messa
ge.timest
amp.type=
LogAppend
Time o

EBEEHEEPH
BRI = HE
Bl RE R
B ZEneY[E
ARWFWER
CreateTime
F LogAppend
Time o

MINE

86400000 ( 24 * 60 * 60
*1000 E#® , Bl 1 X))

Apache Kafka BRiA
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FRARER

B

log.reten
tion.bytes

g ip &K
R

iR

T ER B S AT H B
RBBERN,

i BR B &z
Bl R 8 B &AM
HEYVH.

E A i A2 R
SRV R R EEE
BIEER,

EAHMRARES
ARWFHNRAKE
BH. RTE
Fmax.conne
ctions.pe
r.ip BEERFT
BE IP R
A EeNAL
BR 1l o

TN 1P ki
VR RERE
. OMBRHE
H max.conne
ctions.pe
r.ip.overrides
BEMRENE
£, WA LU E
RERN, MRR
BIR& , NIk H
Z IP Husik B9 FT
EEREER.

MINE

Apache Kafka BR1A

Apache Kafka BRiA

Apache Kafka BRiA

Apache Kafka ZRiA

Apache Kafka BX1A
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B iR AMINE

max.conne LLES 2 FR#Y Apache Kafka BRiA
ctions.per.ip. 2 &/ IP HEH
o] BIRFEED

RINN R KIERE

. —ROIE

= hostName:

100,127.0

.0.1:200
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FRARER

B

message.m
ax.bytes

iR

Kafka o 1FH &
KidFHtab 38 K
N TR AL
B, HAFEK
F 0.10.2 B9
Aze , WEASE
HY TR ER A /)N th 4
M, LMEE
e R A AN I
KEid Fitak
B, XMEEE
KRS E =2
SHE 2 4H B #Eab
HERRESX
L, LEiHER
BXRET 2
REFHWIEFK D
4H B HE4L 3

, EHBERT ,
LEBRFILGER T
BRIEFK, BT
DAfE A E B
slmax.messa
ge.bytes &t
BRAENERR
Bt E.

MINE

Apache Kafka BR1A
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FRARER

B

producer.
id.expiration.ms

iR

FESXAR
ATEHIE IDs A
Bz Al F
FyES[E ( AZ
PREMN),
HEHXEBRN
R MHERIT
Bt , Producer
IDs T A,
BEE , MRAH
FEFNRE
REMmMERT
HEA ID &
B—REAA
A, NeEE
IDs ATRE TR Al
SH, FMUER
EWEEIEETN
Fdelivery.
timeout.m

s A LAHESBhBR
IE B HA AT HR
HBIEERE
g, BREXNFK
SWABIKG
RANENZEE
Er,

Express Brokers L BHKEE

B LAE A Apache Kafka i S R HIEBMNANEETBREREREBR IV EEE .
MREBTEZEMEMEBRFNERE , Amazon MSK FFEAREBRINEE. SRER
AMEE —4 , Amazon MSK I MR RLFFRHEEELEZTENR. ~HISEEFRH

MINE

Apache Kafka BRiA

Fmin.insync.replicasMunclean.leader.election.enable, MREBZRAFEHIEERF

ZLBANRE

207



Amazon Managed Streaming for Apache Kafka

FRARER

ESZEEE3 , Amazon MSK HEIBZEE R FI3RIANNEDT, BEXETTRIINEERE AR NMARE
XEBMZ RINESZES , B35 Apache Kafka LR Topic-Level Configs.

Express Brokers B4R EE

Bt

cleanup.policy

compression.type

max.message.bytes

message.timestamp.after.max.ms

DU

hEREEEEEAER LEANRERE. M
BR” K ( BARE ) HEREMRE R KN
RENEFIBXEE, “R&E KEGSARAEESR
, CRREBNBHANEHE, LAUEESS
RHFIRPIEEXANER (B0, BBk, E
4" ) . EXMERT , FIRIBRZTEF AN
BREERHESE , MREBNVIBFHEESR. 27X
BB IEIREl 256 MB J5 , 91 &% Express I
EFHES,

NEEFTHIEERANERSE

B, Sl BRIt RS R AR TD RS

(gzip, . snappylz4, zstd). Bt4h |, &
BEZ uncompressed METRHFHITES ;
producerXENRERE HEE RENRIBES
RIEETBES,

Kafka A TFRY R RIS FHtALE R/ ( E4F , W0
RERATES ). MREX—LLAGEMHBEFR
AFHERE0.10.2 , NEAEIE T E N
REUA/DN | B BEIREUX 4 KK 6 42 F it
Ko ERFMAVHERAMRAEF | ERNIERSA
Bt B AP RBERER, EUBIREERIRAE
B, REEWVIERAQDAZHAIER | FLIE
BT, WREMGER FRKIER, ATIREER
BN @I TR Emax .message.bytes
configo

B B IR B B A R B A IR B ) B ) AR
AR R B, SHE A AR AR TRETRE
HEEE , ATHNBEAEZRHEREEFRE
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J& DU

MERE, MR Amessage.timestamp.
type=CreateTime , MR ZERE
SUIEERE , WESFHEL, MBHIUT
18 , W 2Bt Bl Emessage. timestamp.
type=LogAppendTime 0

58 B timestamp.before.max.ms LEEIRE T IR R B FDE St B & 2 8
ARTNHEEZE, HENRABTURETRET
RENNES , ATHRAZEFALEERIR
BENERE, MR Amessage.timestamp.
type=CreateTime , MRt EENZERE
SHEERE , WEENEEL, MREIMUT
18R, M ZBE B Emessage . timestamp.
type=LogAppendTime 0

message.timestamp.type ESUEE Rt B2 E B ARt EE R
BEEMATE, ZERHFCreateTime
LogAppendTime

retention.bytes MRBNEA MR RBREE , BB

HoX (BHAEBREAR ) EEFIBEEER

DA ZER 2 A A KEINRAKD, B
INBERT |, RBKRNRSE , RERE RS,
HATHRFHIRES XA BIEBHITH , Eit
MHFEUS XBETIHEEBREHR (UF
THEN )., B, retention.bytes
configuration B3 Fsegment.m

s HMsegment.bytes BEEZTT, I, MR
ELENZE , retention.bytes N&f%LH 2
BRHRD,
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FRARER

B

retention.ms

RiBLLAREHRE

DU

MRRNER MR REB R , LEEEH T
EEFBAZEBRUBRKZEZARE BENRE
iHE, XMRERTHBREMNS EIMEBEN
SLA, MRZERN-1 , WA AR ERF Lt
4\, retention.ms EEIHI Fsegment.m
s Msegment.bytes EEEZ{T. ko, IR
#WREretention.ms &, ELMEF D BH

R,

Amazon MSK £ W IXEBREREE , ARFPENEZAREZMEFTAMNER, XEETRELRE
% Li21THY Apache Kafka lxAsmZE{t , Rt FiZEREREEFHPHE, TER—LRH.

RiBRLARIEBE
B
broker.id

248 A .rack

default.replication.factor

EEHL.max.bytes

BHAZAKND

inter.broker.listener.name

inter.broker.protocol.

EEPU
LRSS BRNEL A 1D,

RLOANPRF, XHFHTFHE
BASH2BEUAXNBE, =
f5l : . “us-east-1dRACK1

FBEEENRANEFRE T

AT R REERIEE RN & A
FHEH
BANHREATUBRANEKX
HRENE.
RATREzEBEH SR
Ao

EEEABMRAENZLE AR
IS

Rk L LEME
1,2,3...

ATAX ID HFM ID

3

Apache Kafka BR1A

Apache Kafka BR1iA

EF_ Rk REH

Apache Kafka ZRiA
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FRARER

B

0T X4

log.message.format.ver

min.insync.replicas

DU

WBITERSIR-LUES D IEHY
URIs A1 Z K UTHY 5il =0
HBITEEE#. BALUgERE
#advertised.listene
rs property , {BEFEEIR
Blisteners Bk,

BEEREFHTRESHE
BRI RA,

L4 7=EfF acks IR E

Ball (=-1) 8, Y
fEmin.insync.replica

s EEXMEBINEATBEIAN
EARINS/NEIRH, R
TER B RERE | WEF~
E2B|XKR®E (NotEnough
Replicas ZNotEnough
ReplicasAfterAppen

d ).

& AT LASE A A PR 1R it BV acks
MMERBFINITESHM A %
RIE, B acks IREERN “&
&7, X AIHRIE KRS HEIRK
KB ERER |, BIEST5I K

=
F o

Pz L L EME
MSK 4 B HY

Apache Kafka ZRiA
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FRARER

B

num.io.threads

num.network.threads

replica.fetch.response.max.
bytes

DU

R 5588 SR &£ BB SRV &
B, Eh e adiiE
/O, (m7g.large. 8) .
(m7g.xlarge. 8). (m7
g.2xlarge. 16) . ( m7g
A4xlarge, 32). (m7g.
8xlarge, 64 ). (m7g.1
2xlarge, 96 ). (m7g.1
6xlarge. 128)

PR 5588 Al SRk B W48
A 1 SR 0 1 P 4% & 325 Wi R
WEEH. (m7g.larg
e,8) , (m7g.xlarge , 8
) , (m7g.2xlarge , 8) ,
( m7g.4xlarge , 16 ) , (
m7g.8xlarge , 32) , (m
79.12xlarge , 48 ) , (m
79.16xlarge , 64 )

BN R ER e R T HA B9 B K 7
TH. ER27HIREH ,
MRARBNE—NEZEDTX
R EE —MEFHLEBEKRTF
A, MR E Z S it
RBABRIEHRE. XF
RN HZEAE. message.m
ax.bytes (££LA

ElE ) Elmax.messa
ge.bytes (XHEHE)REBMH
EEREZEZINHAIZFEHIX
Ko

ik 2 LN E

ET£pHIKE, =math.max (8,
2 *v) CPUs

HT2pIEFE, =math.max (8,
v) CPUs

Apache Kafka BR1iA
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FRARER

B

& 3R timeout.ms

transaction.state.log.min.isr

transaction.state.log.repli
cation.factor

unclean.leader.election.enable

REE B IRE

DU

ZE BT IREFIERE
IRy B K AYE, NREBEE
RZBIARBEIEAL , N F i
RESENBEHRREER , W
REVRBAR , WERFEX
Mo

EEFBMmin. insyn
c.replicas BEEHE

I o

ESETINEFR T

AW ISR EFHEIZAEN
EFSBRSHENREFER , B
EX AR SFHBIEEX,

ik 2 LN E

Apache Kafka BRiA

Fl A& Kafka ERIA

FALSE

Apache Kafka REEREEZARHSH , ELARITH, BIREFEESNESTENARE, FIDE
EFfFERERRENTEMERE. AXEEBMNERRANESZFER , FSH Apache Kafka B E,

AR E BB A1 22 B E X MSK B & AN AMAT X X L B B AT IR4E. BXIMAIMER MSK BB B2
EHMEHNEESR |, F3[the section called “EEINEEFNE S,

ES]

= |l
5 |
B |
e |18

- FRENELE TTHIE

- RBEXEEBITHHFHAGE
« SIHEKF P EHEXENAEE
« Amazon MSK B ERZA
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BIREE

FRARER

HERERNE T WAIE B E X Amazon MSK B & LA K an{a st H T4,

1. QA4 TEHPEEERENKEERMEARES BAXERENE, T RROIEE XXM+
HRE.

auto.create.topics.enable = true

log.roll.ms = 604800000

2. B{TLATF Amazon CLI &% |, Hconfig-file-pathBi#h E—SHREEEN X HENBE,

(® Note
BHEEERRENBEMATFESUTENRIAER : "[0-9A-Za-z][0-9A-Za-z-]{0,}$"-

aws kafka create-configuration --name "ExampleConfigurationName" --description

"Example configuration description." --kafka-versions "1.1.1" --server-properties
fileb://config-file-path

BAR RIZ 1T b 655 3 §9 5 Zh Wi R R 451

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e-1",

"CreationTime": "2019-05-21T19:37:40.626Z",

"LatestRevision": {
"CreationTime": "2019-05-21T19:37:40.626Z",
"Description": "Example configuration description.",
"Revision": 1

.

"Name": "ExampleConfigurationName"

}

3. L—XBTSLEBREHEEN Amazon BREH (ARN) . R7FI ARN , RABEEFHERER
e SPEI AEE, MREEXTHEE ARN )”'J—IEUHj)”KFqJE’JFﬁﬁEE%%E%ﬁK £ o
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EHEE

WA T WA EFH B EN Amazon MSK B &

1. QXK JEEPEEEENTNRERMARES BAXLERMENE, T RROIEE X4+
HRE.

auto.create.topics.enable = true

min.insync.replicas = 2
2. B{TLATF Amazon CLI &% |, Hconfig-file-pathBi#h E—SHREEEN X HENBE,

configuration-arnBRANFLELIEEETIRESMN ARN, MREECEEEN RRF ARN , 1
AIfEMA list-configurations MR SEHKFPHMERE. SZEREEIRPERNEEFIE TR
ER S, BEMN ARN S RIEZIIRAD,

aws kafka update-configuration --arn configuration-arn --description "Example
configuration revision description." --server-properties fileb://config-file-path

3. HUTREMTIHTEEINEAIRG,

{
"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcdl123e8e8e-1",
"LatestRevision": {
"CreationTime": "2020-08-27T19:37:40.626Z",
"Description": "Example configuration revision description.",
"Revision": 2

T BREC B
TR R R R ARM B LB NE B, BT ERBRM IR RN EE

1. EETUTRA , Bconfiguration-arnFRNEVEEEIREN ARN, NREECIEER BT
KR7E ARN , MBI fEA list-configurations R A EKFFNFERE. BREEIRF
ErANEENEREMNP, BEEMN ARN tFE REZIIERF,
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aws kafka delete-configuration --arn configuration-arn

2. AT RE{TIH o/ 5 Zh i RR A,

"arn": " arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e-1",
"state": "DELETING"

IREVEL & T IR
AT E5E R T AR Amazon MSK BEiE SRIREVA X< ELE K T 3iE,
1. UTHS2REEXEEN THIE. ERMEBNFEMILA |, HB=1T describe-

configuration-revision,

EETWRH, Bconfiguration-arnBRNEBIEBEEMIREMN ARN, MNREEQIEE BT
KRTEARN , A list-configurations oy HKFPWFFIEEE, BEEEHIRF
ETHEBFEREMRBF, BEMN ARN tFEREZIIRS,

aws kafka describe-configuration --arn configuration-arn

2. KT RIE{TIH a5 5 S RR A,

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/abcdabcd-
abcd-1234-abcd-abcd123e8e8e-1",
"CreationTime": "2019-05-21T00:54:23.5917",
"Description": "Example configuration description."
"KafkaVersions": [
"1.1.1"
1,
"LatestRevision": {
"CreationTime": "2019-05-21T00:54:23.5917",

"Description": "Example configuration description.",
"Revision": 1

.

"Name": "SomeTest"
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REBXREEEITHFARER

LSRG SR X Amazon MSK B B 1T #Y ¥ 41838

MREFEA describe-configuration SRR MSKBLE , BEEIREN THE. EREEE

BER |, EEA describe-configuration-revision %,

« BT TwSHconfiguration-arnBFRNECIEREIREMN ARN, WREECIEEER K
"7 ARN , WA A 1list-configurations WS EKFPHMERE. SEREEIRPE
THEENERERNYP, BEN ARN BFEREZIKRF.

aws kafka describe-configuration-revision --arn configuration-arn --revision 1

LAT Rz AT e an 5 Ja 49 B 20 WE B2 7R Bl

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/abcdabcd-
abcd-1234-abcd-abcdl123e8e8e-1",

"CreationTime": "2019-05-21T00:54:23.5917",

"Description": "Example configuration description.",

"Revision": 1,

"ServerProperties":

"YXVOby5jcmVhdGUudGOwaWNzLmVuYWIsZSA9IHRydWUKCgp6b29rZWVwZXIuY29ubmVjdGlvbi5@aWllb3VOLmlzI
}

ServerProperties W{EBE A baseb4 #H1T4HwIE, MREFEA base6d EIEET ( HIMN https:/
www.base64decode.org/ ) FaIXt Hi# 1T , IS REATUEBENBREN RAEEXHH
NE, ERERT , BFREBUTHSE -

auto.create.topics.enable = true

log.roll.ms = 604800000

B 0K P o 2w XY EC

LT TR AT 4B A Bl B S8 0K P R 24 BT Amazon XIS FRE Amazon MSK Bl &

N
-
p
p

/j__\

i

AP o
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FRARER

aws kafka list-configurations

BAF BiE 1T b 88 5 Ja B9 A Zh W LR A1

"Configurations": [

{

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/

abcdabcd-abcd-1234-abcd-abcdl123e8e8e-1",

"CreationTime": "2019-05-21TQ0:54:23.5917",
"Description'": "Example configuration description.",
"KafkaVersions": [

"1.1.1"
1,
"LatestRevision": {

"CreationTime": "2019-05-21TQ0:54:23.5917",

"Description": "Example configuration description.",
"Revision": 1

b

"Name": "SomeTest"

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/

abcdabcd-1234-abcd-1234-abcdl123e8e8e-1",

"CreationTime": "2019-05-03T23:08:29.4462Z2",
"Description": "Example configuration description.",
"KafkaVersions": [

"1.1.1"
1,
"LatestRevision": {

"CreationTime": "2019-05-03T23:08:29.4462Z2",

"Description": "Example configuration description.",
"Revision": 1

1,

"Name": "ExampleConfigurationName"
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Amazon MSK Fi IR

Amazon MSK BERE AJ LA FU T EfIRS. EXNEERITIRE , ZEENXNLTF ACTIVE =
DELETE_FAILED IRZ :

 ACTIVE
* DELETING
 DELETE_FAILED

(20N
£ MSK FREC B R 58 ERE1T 184

Amazon MSK S EMEMEH T RE LHRM4, EF S/ UTMAEFRHITKINEE, ITRI%EP FER
EREEH., TL2EH, EPRITUREFEFHZTRR. RENMERMFENEMRGER. RI#T
TTRISNES | BURREMIRERARBCARE, RONFENRZLLEHERITLEY | BEREFRTE.

NIRELLEITANT
MRBEFERERE , MERENER T2 HNARFHEAMRKE.

Amazon MSK £ B EVRBIERM REFEFHN S TRAM. FUEES , KBEFENER , #8
Kafka 2 B RFASNERBSE S — M ELNKE. Katka EFHREFRNENS , ATAIKRN D XS
Tl , ARERHIFEEANMIEREE MSK &+, #Apache Kafka & imkY & {E SRR (2
EigsE ) | MERBUTIRIRESE.

SREELE  Frm L HN TR EZEBREEEN. EE2NRIEELNERA (&KZ 22
H,EEED ) p9 RELERHI-LIEE (BEN/LEY , &2Y 2 ), XEEERETRZH

B, RATEFREMEZIFNASAESEN ; SF2RRENETIHR , A BLLEEMEERR
R, BXEZER  FEARERLAE S RAMER,

BRI E B ZIEFRE T8 UnderReplicatedPartitions , X2FHMN A EAEXHANKRELDN
FEXTEEHBEE, INHEARFHNEANMREEEEN , A REETHMRE LHXEs X BRI
FEIEELEER,

HUHEHE , SREMEELH , eFEHLELPRERRNES . EEEISES , BAEESTE
FSEHEN CPU EAREM. MRENRELBEEHH CPU, RfF. WENBRIR , XENIZT
SN EBNE AR £,
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NIRBRLAITHT

WRiEZLNRB4FEH, Amazon MSK 2B RN A R IFLE B EHENEE , XEREE T LA
H—IMAABREEENMEBER, XETUARELEES X HEEFCENET S O 6 EEMITX
FiFE, EAR—F  HLLCHERHH , REFRETEY , ANGASRREBI RS2
RWELR,

Express brokers BLi& T REXRIZENFE , FENEHEBENEF BRI TRERENARET
{t. Amazon MSK &K Express REBIREFUHEERFH , UBREESIHNTW , XA EELEREE
BHIESBRRE, XAt ESREMSA Express RERNLTERNEHN, ITRMN4HFEO,

Express brokers S A=fAXEHELNHIE , HLENEFIRRETERHRBaI#HITHELRRB, &
FREALEBLEANEERFIREN 1R 2 MEBTATH. 4\, catch up EFH Express £L M
EEARELLRIR, Express brokers BEHNEEER | XEREZ TN SRRV EMEGF@E
SEBNRY TR P B PR E & AR

5FrA Apache Kafka R TEF —# |, X FiE#R Express REWNEF iR , MAFEERXENEF A K-R

SeRel. BELNEFIUANERBZEANTOSEREEBDAZEXREE, EEMApache Kaftka &

FPinf) SESEMR ( BREEEHNIE )  BEERURIEEENEREZT. RBERG , BNES K
FEHNERMAEEERREEN,. ITAFMRNEFTER , ENERELXLAFTEEI XGOS
M. &K Apache Kafka B F i fF B e # T EH B H T RN AS ERERIZFR,

REFLNEFin KWHEB

Kafka AFEABLNE  EEFATPENERT , BERSFETENENBLREFTLFEFRRSH
EFEPHBEAN, FRANSE —MEFEZEESIXASN , LE7 Kafka B imER B3 # 1T KR
BHATmEFTHNASEREREER,

EPimRSERE LN

RESBEFRENRSHRITHAZAFERAZEN ; BSRLARDTE-—IHSIMHINASE , W
B i AME R E UK @RS EREFR.

Kafka £ &% SR L 57R
pOF EZN ]|

1. RE A BFABELIRDS,
2. Kafka BEFmBEIRE ( BEMEMITERENFE not_leader_for_partition ) .
3. XUEREXMA Katka BFWEMETHIE , LECHNERHNASE,
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4. Kafka ZFimik & @ ERE EHB D XS ERIEFR,

ERARNTT R Java EFWMAMINEE , EZEBEFETT 2®, EFHRERTIKAEES , BLXF
B, I*WARNE B P Ro

T~ REA

10:05:25.306 [kafka-producer-network-thread | producer-1] WARN
o.a.k.c.producer.internals.Sender - [Producer clientId=producer-1] Got
error produce response with correlation id 864845 on topic-partition
msk-test-topic-1-0, retrying (2147483646 attempts left). Error:
NETWORK_EXCEPTION. Error Message: Disconnected from node 2

o RE 2

10:05:25.306 [kafka-producer-network-thread | producer-1] WARN
o.a.k.c.producer.internals.Sender - [Producer clientId=producer-1] Received
invalid metadata error in produce request on partition msk-test-topic-1-41
due to org.apache.kafka.common.errors.NotLeaderOrFollowerException: For
requests intended only for the leader, this error indicates that the broker
is not the current leader. For requests intended for any replica, this
error indicates that the broker is not a replica of the topic partition..
Going to request metadata update now"

Kafka ZFImBELE 1 A (FZ 3 ¥ ) BIBRXERIR. XRWABFFIHERT p99 BEF~/H
IR (BEN 100 ZEW ) . BEQAEEERBEFIRE ERSHIREFR[AREFERNE, B
SR EHEERER D

ALBESKREEMAE LK BytesInPerSec # LeaderCount IEMREREMRBIEAREBEEEK
I, XIERAREMASNIRTBI, SR WEE| UnderReplicatedPartitions E#RENM , X
FEXRAREMEIARL TELRSH SN,

R HERR
WIRE Fin-RS|/EN T2 MEL LR RE. FEANEBERREIFE

« Kafka %/ iin Fr B B 4R iR S fE A T IE#,
- B=HEFHRENZNRINT I MEIR,
- RHERSRSB S XASEIBLEEZIE,
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o EERFFHEEER  MNMSBORXASETEREEE,

NTHARLEFSRAREBNTNER , RITEW
- BIUBERSSRIMRIESE  MBREHBAEFTIELT B, NMBRASN O EEE,

- BRnEXATRAERUARE P IRLERRER,
- BFIEXIBLE retry.backoff.ms ( BRIAER 100 ) BUBRIEREBRK R,

- BPFIREAFE request.timeout.ms F delivery.timeout.ms RE N FEMARF SLAW{E., IFE
LHEXRE  RENERSHAREBEESTE,

. B P URELIEER bootstrap.servers ZEVEE 3 MNHEYVIARE , UBENNB AN TTRAMTER
Ml

- —ERPRELAEMENRIRE  ARENABRFFRARBCRAEREENRELE, F5H
ERmEREXHUT #BREIAE , HRREBELEHBNEMEREXEE,

« BAEWEREFRSENLER, KIERBANAIERFRNVERE

- BAMRED  REEFNERBERTZHNE , BERIANE =7 golang M ruby FEEBNMEELH
BIARRITE. BRT R ME RN ERERA | RONBUEHRAERDVSRFER , WBEREHR
BEEEENEEMRE,

« BEFARRIX network/not_leader AR EAXHER , ANENREEN. F=£8RH , AR
kafka i HY — &89 o

- BEFARAEER , UnderReplicatedPartitions A ENELALLEHIR , IR EEN. T
e , HERWMAZFH,

Amazon MSK H&idx

B LARE Apache Kafka R AEEEFA T —MH L EREE  WE# H CloudWatch &, L5
S3. Amazon Data Firehose, & AILAEAI2FZ I 5% MSK APl A, Amazon CloudTrail

® Note
Express 248 L3S BRXRLABE,
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https://docs.amazonaws.cn/msk/latest/developerguide/bestpractices.html
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N
KEBRE

FAKREAZE , B LX Apache Katka BIARRFH TRIBHE , A9 El15 MSK £#HNEE.
BALRHNRIE MSK ERHEENNEELAINREATEEIUAT —RHRZSHEREIR
CloudWatch A&, S3 Zf&#. Firehose &%, A , LA LUET Firehose & MR K HEE
#E1&IX % OpenSearch . EEREEFHUMOEREREALZE , XANEENRER. WRETE
EXLEERFREIR , Amazon MSK B RN E6IE, BXxX=FEE K B AR5 R AR 107 6 221X L5 R
WER , BSRET X :

« Amazon CloudWatch B

* Amazon S3

» Amazon Data Firehose

PR HI AR

5 Amazon MSK REB AEEE B , LT Amazon MSK 2#4EH IAM B9 S MEHR Amazon &
% & : Amazon A MSKFull ccess R B&H PR AR,

EFREBAEZREWE S3 E6#ME , BIEEE s3:PutBucketPolicy PR, BX S3 FEEKRIEN
B85 , 12 (Amazon S3 AAFIE®M) FRILMEIFI S3 FEMEER 2. BXx IAM RN —REL ,
BZHE (IAM AFiEm) PR EE,

5 SSE-KMS F#BE S FERARAEN KMS ZRABEER

NMREFATEEFEEZRHAN Amazon KMSHEE ZE4 (SSE-KMS) 71 S3 F#H S ARG SH[mmeE |
BFUATABFMEEN KMS AN ZAREES , LUE Amazon MSK AJ AR EXHEAF#F.

"Sid": "Allow Amazon MSK to use the key.",

"Effect": "Allow",

"Principal": {
"Service": [

"delivery.logs.amazonaws.com"

]

},

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/Welcome.html
https://docs.amazonaws.cn/firehose/latest/dev/what-is-this-service.html
https://docs.amazonaws.cn/AmazonS3/latest/user-guide/add-bucket-policy.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access.html

Amazon Managed Streaming for Apache Kafka FERARER

]I

"Resource": "*"

F A E BRI B & Amazon Web Services Management Console

MREECNERER , BEEES S P ERNRE BEERETNE. BUIEERE Amazon MSK mE %
AR BEW B R

NTHNEERH  BMNERIRPERESR  ABEEEMHLATF, B TR BFEEZREILD , RAEIEE
HiRERM, BRI LIEESHE Amazon MSK b H& XK BHEM B #5.

EFH EE 'ftIE H = Amazon CLI

£/ create-cluster = update-monitoring s Sit , AT LLERIERE logging-info S H
FFEAIMTH JSON £1f5iE A 1Z5 8. £t JSSON | FTE=f BB AR IEMN

{
"BrokerLogs": {
"s3": {
"Bucket": "amzn-s3-demo-bucket",
"Prefix": "ExamplePrefix",
"Enabled": true
.
"Firehose": {
"DeliveryStream": "ExampleDeliveryStreamName",
"Enabled": true
.
"CloudWatchLogs": {
"Enabled": true,
"LogGroup": "ExampleLogGroupName"
}
}
}

A AP BEEEREARE

BB LATE JSON HR I8 E 1% 1% 44 CreateClustersfUpdateMonitoring B fEH A% 1oggingInfo & #d,

® Note

RIAMBERT , BAREBXRICEE , Amazon MSK £3F INFO 45l B FZid X ZIEE B 5.
{BR , Apache Kafka 2.4.X X E & MRAH A ol LURFRIE B ER B 3 1R E N ET log4) H
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https://docs.amazonaws.cn/msk/1.0/apireference/clusters.html#CreateCluster
https://docs.amazonaws.cn/msk/1.0/apireference/clusters-clusterarn-monitoring.html#UpdateMonitoring
https://logging.apache.org/log4j/1.2/apidocs/org/apache/log4j/Level.html
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ERH. BXRHID[RENREBERBNER , S F KIP-412: Extend Admin API to support
dynamic application log levels, RN BERBIZSIZERN DEBUG = TRACE , BRATEWE
FA Amazon S3 = Firehose ¥ A& B 5. MREMEA CloudWatch BEMERN BERSR , HE
Zh 78 FIDEBUGEL TRACE 5 A A 12 % , Amazon MSK Al i &R ARMER, X AN
RIEMEHREZTN , A RERE INFO BERBTHFM , T 2B E R TR ARERE TS
RIfEF

£ A1 F API B Amazon CloudTrail

(® Note
Amazon CloudTrail REEEZERIAM G RZE R |, BEF A HF Amazon MSK.

Amazon MSK & Amazon CloudTrail —H RS ERK , ZRFSEEA /. AEH Amazon RFE
Amazon MSK HH{THIREMNIER, CloudTrail & APl BABRAEHN, BRNVARAEZEXE
Amazon MSK ##| & 8B B AKX Amazon MSK API 2ERRIBIAR. ©iE4IR Apache Kafka 1
£, Bl BNERETESA,

MREBIETRE , WA LASAEN CloudTrail B4 HE Amazon S3 744 , ‘@& Amazon
MSK E4, MREKREEBRE , BMATLE CloudTrail 4| AH “ESHIRIEHK PEEBHNE
#, FERWERNEE CloudTrail , A LAFEE R Amazon MSK = Apache Kafka I##EA HIER, &
HiERAY IP bk, AH TIER, ANAHBERUAREMFAESE.

ETMEZEELR CloudTraill , BIFEWMMAEEMBAE , 55 R Amazon CloudTrail B F 18 .

T 5 MSK E B4 F CloudTrail

CloudTrail FE& I At , EBHIL D% Web Services I 2B H. 4 MSK EEFHIIXIENE
HESE | ZEH S EH M Amazon RS CloudTraill B4 —RIERESHI LIEFEH, BALE
Amazon Web Services kP HEE, BEMNTHREHEMH. BXEZEE , HZHEH CloudTrail £
HHFIEREEEH,

E#F4 0% Amazon Web Services Il PS4 ( 2#E Amazon MSK FWE# ) |, HRIERE, B

ER SoF CloudTrail ¥ B EXH& i E] Amazon S3 7. TIRERT , EiEH & P AIZRERA |, IR
BRNATME XiF, RERIERE Amazon 2 XA IBZRAMEXEHRNWEN , HFAEXHEEERE
EHK Amazon S3 FEf#E#E. Lo, BULIEEE L Amazon BRS , St — L2 M FLE CloudTrail B
SHRENSEHBIE. EXESER , BZHETIANS :
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https://logging.apache.org/log4j/1.2/apidocs/org/apache/log4j/Level.html
https://cwiki.apache.org/confluence/display/KAFKA/KIP-412%3A+Extend+Admin+API+to+support+dynamic+application+log+levels
https://cwiki.apache.org/confluence/display/KAFKA/KIP-412%3A+Extend+Admin+API+to+support+dynamic+application+log+levels
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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- BRI RFEBR

» CloudTrail XFHRFMER

« BlE Amazon SNS &4 CloudTrail

- BEUWkBZAMXIEH CloudTrail BEXHMERRBEZNK/ M CloudTrail AEIH

Amazon MSK ¥ Amazon MSK ##/EEREH CloudTrail iBREBEXHFH, I, ©iEL2iBFH
LAF Apache Kafka #4E.

- kafka ££8f : DescribeClusterDynamicConfiguration
- kafka ££8f : AlterClusterDynamicConfiguration

- kafka &£%F : CreateTopic

- kafka £8f : DescribeTopicDynamicConfiguration
- kafka &£%F : AlterTopic

- kafka ££8f : AlterTopicDynamicConfiguration

- kafka &£%% : DeleteTopic

BIMNEHHATRBEBESERERBFRNARER. BOEEABTEHEUTRE !

- BHERZFEHRAFER Amazon Identity and Access Management (IAM) B FIiEB & Ho
- BRECEAACERKEAFNIGRN ZEEU R HN,
- BREAHHEM Amazon RF K H.

BXEZER , B2 CloudTrail userldentity T3,

T~ - Amazon MSK BEX#4%E

BERERE—MEE , AP TSHERNBEIXHEHEEIEERN Amazon S3 7M. CloudTrail B &34
BE—NEENMNAEZRE. BHRAKRKRBEARENEMER , /EXFRWIRE. BEN BN
B, BRSHFWER. CloudTrail BEXHT 2L H API A Apache Kafka BRIEF B F iR R
B, At el E s ErnInz I,

LT RPIE R T ERDescribeClusterfl DeleteCluster Amazon MSK #&4E# CloudTrail B &%
B

{

"Records": [
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/MSK/2.0/APIReference/operations.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

Amazon Managed Streaming for Apache Kafka

FRARER

{

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEF@123456789ABCDE",
"arn": "arn:aws:iam::012345678901:user/Joe",
"accountId": "012345678901",
"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",

"userName": "Joe"
I
"eventTime": "2018-12-12T02:29:247",
"eventSource": "kafka.amazonaws.com",
"eventName": "DescribeCluster",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",

"userAgent": "aws-cli/1.14.67 Python/3.6.0 Windows/1@ botocore/1.9.20",

"requestParameters": {

"clusterArn": "arn%3Aaws%3Akafka%3Aus-east-1%3A012345678901%3Acluster

%2Fexamplecluster%2F01234567-abcd-0123-abcd-abcd@123efa-2"

I

"responseElements": null,

"requestID": "bd83f636-fdb5-abcd-0123-157e2fbf2bde",

"eventID": "60052aba-0123-4511-bcde-3el18dbd42aas",

"readOnly": true,

"eventType": "AwsApiCall",

"recipientAccountId": "012345678901"

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEF@123456789ABCDE",
"arn": "arn:aws:iam::012345678901:user/Joe",
"accountId": "@12345678901",
"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",

"userName": "Joe"
},
"eventTime": "2018-12-12T02:29:40Z",
"eventSource": "kafka.amazonaws.com",
"eventName": "DeleteCluster",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/1.14.67 Python/3.6.0 Windows/1@ botocore/1.9.20",
"requestParameters": {
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"clusterArn": "arn%3Aaws%3Akafka%3Aus-east-1%3A012345678901%3Acluster
%2Fexamplecluster%2F01234567-abcd-0123-abcd-abcd@123efa-2"
},
"responseElements": {
"clusterArn": "arn:aws:kafka:us-east-1:012345678901:cluster/
examplecluster/01234567-abcd-0123-abcd-abcd@123efa-2",
"state": "DELETING"
.
"requestID": "c6bfb3f7-abcd-0123-afa5-293519897703",
"eventID": "8a7flfcf-0123-abcd-9bdb-1ebf0663a75c",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "012345678901"

LR RBIERTE RiZkafka-cluster:CreateTopici®{ER CloudTrail HES%EB

"eventVersion": "1.08",

"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEFGH1IJKLMN2P34Q5",
"arn": "arn:aws:iam::111122223333:user/Admin",
"accountId": "111122223333",
"accessKeyId": "CDEFAB1C2UUUUU3AB4TT",
"userName": "Admin"

},

"eventTime": "2021-03-01T12:51:19Z2",

"eventSource": "kafka-cluster.amazonaws.com",

"eventName": "CreateTopic",

"awsRegion": "us-east-1",

"sourceIPAddress": "198.51.100.0/24",

"userAgent": "aws-msk-iam-auth/unknown-version/aws-internal/3 aws-sdk-java/1.11.970
Linux/4.14.214-160.339.amzn2.x86_64 Open]DK_64-Bit_Server_VM/25.272-b10 java/1.8.0_272
scala/2.12.8 vendor/Red_Hat,_Inc.",

"requestParameters": {

"kafkaAPI": "CreateTopics",
"resourceARN": "arn:aws:kafka:us-east-1:111122223333:topic/IamAuthCluster/3ebafd8e-
dae9-440d-85db-4ef52679674d-1/Topic9"

.

"responseElements": null,
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"requestID": "e7c5e49f-6aac-4c9a-aldl-c2c46599f5e4",
"eventID": "belf93fd-4fl14-4634-ab02-b5a79cb833d2",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "111122223333"
}
— ¥ ==
TTHEEE

I 5# MSK 323 Apache ZooKeeper B KRaft TTHIEEEE N,

£ Amazon MSK E£# Apache Kafka 3.7.x ixZA</ , {RA] LA 82 KRaft FAKER M EEXNEE.
ZooKeeper KRaftE T Kafka HY SR Bkt Kafka H RV 15 25 R &3 T IR

3]

« ZooKeeper =

- KRaft =5

ZooKeeper

Apache ZooKeeper & “—HEHRRRS , ATHFEERFE. 8. BRHIHXBDSNERBFAR
%o 2 HANARFUAEMEAEAMBEXLERAENIRS" , @ Apache Kafka,

MRBWEBEEMER ZooKeeper =, | NI AT LAE A LT ZBRIREL Apache ZooKeeper iEEF £F
B, B8R , RINNEBIEMER BootstrapServerString EEFENERHARTEERRIRE , BER --
zookeeper HFE BT Kafka 2.5 P FR , HEM Kafka 3.0 PR,

{# FIZKEY Apache ZooKeeper EZF & Amazon Web Services Management Console

1. ¥ https://console.amazonaws.cn/msk/ 7 Amazon MSK #2#1&
2. ZRETRTHEFTINXENMESES, EREEEMUEFHERA,

3. EEHEWMENEL , EBREEETFHER. XERTE|ISERNKRELURK Apache ZooKeeper iE#
FREB,
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https://zookeeper.apache.org/
https://console.amazonaws.cn/msk/
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{# FI3REY Apache ZooKeeper E3EZF&F & Amazon CLI

1. MBETHEEEK Amazon FRBF (ARN) , BaI OB 5 HEKF H B ERRKIE,
EXEZEELR , i3 the section called “FI K&,

2. EIRE Apache ZooKeeper EZEFHRURBEXERNHMES , BETU TS
T, ClusterArnBi R EEHH ARN,

aws kafka describe-cluster --cluster-arn ClusterArn

% describe-cluster s HILLT JSON RAEIFF R

"ClusterInfo": {
"BrokerNodeGroupInfo": {
"BrokerAZDistribution": "DEFAULT",
"ClientSubnets": [
"subnet-0123456789%abcdef0",
"subnet-2468013579abcdefl",
"subnet-1357902468abcdef2"

1,

"InstanceType": "kafka.m5.large",

"StorageInfo": {
"EbsStorageInfo": {

"VolumeSize": 1000

.
"ClusterArn": "arn:aws:kafka:us-east-1:111122223333:cluster/
testcluster/12345678-abcd-4567-2345-abcdef123456-2",
"ClusterName": "testcluster",
"CreationTime": "2018-12-02T17:38:36.75Z",
"CurrentBrokerSoftwareInfo": {
"KafkaVersion": "2.2.1"
},
"CurrentVersion": "K13V1IB3VIYZZH",
"EncryptionInfo": {
"EncryptionAtRest": {
"DataVolumeKMSKeyId": "arn:aws:kms:us-
east-1:555555555555:key/12345678-abcd-2345-ef01-abcdef123456"
}
.
"EnhancedMonitoring": "DEFAULT",
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"NumberOfBrokerNodes": 3,
"State": "ACTIVE",
"ZookeeperConnectString": "10.0.1.101:2018,10.0.2.101:2018,10.0.3.101:2018"

t— JSON 7Rfi%E describe-cluster Tt FE R ZookeeperConnectString &, &
FERENNNE , HREEURATEEELURETE,

/A Important

&8 Amazon MSK S8 2474 TACTIVEIRZS F BE3REX Apache ZooKeeper iE#F
R, HEBAT CREATING IRAAT , describe-cluster s HMHTAEE
ZookeeperConnectString, MRXEXMER , BEF/LoH , AREERHHA
ACTIVE RAEFEHBIRIZTT describe-cluster,

£ F API 3REX Apache ZooKeeper EEF &

EE A API 3REX Apache ZooKeeper E#EZ & |, 55 R DescribeClusters

KRaft &=,

I &% MSK 7£ Kafka MRS 3.7.x 5| A 7 Xt KRaft ( Apache Kafka Raft ) #X3%, Apache Kafka 1t
X & 7 KRaft B1ft Apache #£ Apache Kafka S8 H ZooKeeper#t T T BIEEE ., £ KRaft X T ,
SRETBEE 4 Kafka BFISFHEE | XERFIRR Kafka £EFEN—32 , MARET &%,
ZooKeeper KRafti#Hlz8 B ER , BLEEZXNEMAHFNRA , S FFELHTANNRESEE. B
XEZER , B2 KIP-500 KRaft,

LT REEB%X MSK KRaft X8y — L3 ZEIN

« KRaft EXCEA THER. QIBEEHE  TERTBREER.

« £ MSK #Z#l& L |, B LUET %R Kafka IR 3.7.x HiEREFHCEE O P K KRaft EIEERGIE
Ei': Kraft E’gﬁﬁo

« B MSK API CreateClustersCreateClusterV2IR/E1E KRaft X T RIZREE | RE
3.7 .x.krafttERRAS, 3.7.xFAETE ZooKeeper R T BB ERF AR

« ZooKeeper EF KRaft %ﬂ%?ﬁ%ﬂﬁﬁ/\ﬁﬂﬂ’ﬂﬁﬂiﬂﬁﬁo B K BIEEFHTEREESNRE,
KRaft AT B EBNERTHREES D
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https://docs.amazonaws.cn/msk/1.0/apireference/clusters.html#CreateCluster
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https://docs.amazonaws.cn/msk/latest/developerguide/limits.html
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£ Amazon MSK EfEf KRaft EXEFEEHR AP, BER , IREHNEFHSKPERLR --
zookeeper EEFHFHR , MNEMENEF G , AEMA --bootstrap-server EEFHFRIEE
BIBHER, --zookeeper FRETE Apache Kafka 2.5 liRF 2 F A , H M Kafka 3.0 IRFF iR BR
it , RIMNBWUEN EEFHNMBEEZEFEAZIN Apache Kafka & P imhR A< - -bootstrap-
server EEFFH,

« ZooKeeper X HEFA TFAIE S A MR , Hf Apache Kafka t % #F zookeeper, B
Apache Kafka AL It T HFFAREFHMVFMER , BSHZIEH Apache Kafka M7,

- MNEZREREANTMIERSEEBE APIs &F ZooKeeper EZMER T A Kafka Admin,
BXRFEFIEREE Cruise Control WEF L IR , 12 # 1£ Amazon Linkedln MSK £/ Apache
Kafka B & RS, Cruise Control R M T T fin 3% 5 R 12171 B8 ZooKeeper,

- BEFTEZHEEREN KRaft FHSRETHITEMNSERE, B2 , MRFEATFRGEERKERE
¥R, BEFEERHIZEH DNS i SOR N ER R EFF — L IERHISR X IER. B UM MSK #2§H1&
= AEA ListNodesAPI RAEFREUX L DNS Kin T Ko BX{EA Prometheus M2 2R E MSK B &
BN KRaBETERERETHNXEENERLIR , 5SH.

« XTF KRaft IR KR M T2 ZooKeeper WA KR , BEF M EHMCloudWatch fE#5. MSK EEE
MER P EAN KRaft EHIE5,

o B LAER--bootstrap-serverEEFAHE KRaft X T ACLs FRAEHAEHITEE., TN
fEH--zookeeperEEFHAEHITEE ACLs, EZH fUIHE Kafka ACLs,

- £ KRaft X T , EFN A BIFEFMHE Katka PHY KRaft #2588 £ , M AR/ EE ZooKeeper T1 K
to At , BERFGIEHT AR £ IRIE HX 2 HI8F ZooKeeper T KBV HR,

Amazon MSK &R

BREFELTXAEEA , BIR—FE Amazon MSK FERfIE L. ERRK APIs ETXH , 2—1NF
UARRENSG ., BXxXERREUARTERE FRANRENSIEK , 258 (Amazon MSK API
Reference) HHJ Resources, #E the section called “IAM T E)#2 &) E XA |, BIER AU R IFSHIEL
TE B4R | 30 the section called “BR RS EIR” N FAFE Lo

Apache Kafka fxZs

f2 Amazon MSK £ , B LUEEZRBEFEAMA Apache Kafka K2, BB UAERNBEERHF
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« Amazon MSK kx4~ % 3%

> ## Apache Kafka M2

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) x# L~ Apache Kafka 1 Amazon
MSK hx#<, Apache Kafka #t X ARAFREB LR T ZBREAY 12 MNANXZR. BXEZHAER , 18
& F Apache Kafka EOL (end of life) policy.

X #:H9 Apache Kafka iRZ<
Apache Kafka hr4x MSK &7 H Hi KIFXHAM
111 - 2024-06-05
2.1.0 - 2024-06-05
221 2019-07-31 2024-06-08
2.3.1 2019-12-19 2024-06-08
241 2020-04-02 2024-06-08
2411 2020-09-09 2024-06-08
2.5.1 2020-09-30 2024-06-08
2.6.0 2020-10-21 2024-09-11
2.6.1 2021-01-19 2024-09-11
2.6.2 2021-04-29 2024-09-11
2.6.3 2021-12-21 2024-09-11
2.7.0 2020-12-29 2024-09-11
271 2021-05-25 2024-09-11
2.7.2 2021-12-21 2024-09-11
2.8.0 -- 2024-09-11
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https://archive.apache.org/dist/kafka/2.6.3/RELEASE_NOTES.html
https://archive.apache.org/dist/kafka/2.7.0/RELEASE_NOTES.html
https://archive.apache.org/dist/kafka/2.7.1/RELEASE_NOTES.html
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Apache Kafka kx4~ MSK & 7 B #i KIFZHAE
2.8.1 2022-10-28 2024-09-11
2.8.2 2022-10-28 2025-01-14
3.1.1 2022-06-22 2024-09-11
3.2.0 2022-06-22 2024-09-11
3.3.1 2022-10-26 2024-09-11
3.3.2 2023-03-02 2024-09-11
3.4.0 2023-05-04 2025-06-17
3.5.1 2023-09-26 -

3.6.0 2023-11-16 --

3.7.X 2024-05-29 --

3.8.x 2025-02-20 —

B} Amazon MSK RAXFBERMNEZEER , S HAmazon MSK IRA< 2 #5 K #E .

I B5# MSK MRS 3.8.x

BT Apache Kafka B9IE 52 3T B R R4 Kafka ( L D# MSK ) E X #F Apache Kafka 3.8 iR
WMAE , BRI LAER 3.8 MefE A KRAFT St BIEEE ZooKeeper A ER , LT LUFIMEW
ZooKeeper ET AR NEA 3.8 o Apache Kafka W7 3.8 BEZNMNMEIREEN RS HEENH
het. FEMF T BENERRIBEENZE. XATFEREMSER 124, zstd M gzip EEFRLENE
I 5 R TA FE 48 4% Bl kot — AL (b M gE,

BEXREZEHFMAERURBHANBREENTESIXR | S 3.8.x lRAH Apache Kafka & 1715 A,

Apache Kafka &K 3.7.x ( ZEBEFREN 9 EFMHE )

MSK LE# Apache Kafka HxZs 3.7.x &% Apache Kafka R4 3.7.0 X, B LISIBERH AR
MEEHUFEATN 3.7.x A, BEYX—MAGEEN , 3 Apache Kafka # XX mERFAT B E
WA (Bl 3.7.1 ) B, BFBFEXAENl]. FXk—BBTRATA , Amazon MSK R Bz B #i
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37X UAEZHIZRA, XEZEBMITBERFTREUNLZLEUNEREEPTR , MEFAMEREH
%, Apache Kafka K HIX LN T B EMA T LBIFRAFREMY | BTN T IEEMRAH 2
W, MASELEFRNARFNENZEAER, BRAESHEMIZEECIE (Hl) EFH
CloudFormation , SARI3 AR A5 & BYIX — &1t

I &2k MSK FR4E 2 Apache Kafka kRS 3.7.x B #9 KRaft # 3 ( Apache Kafka Raft) . &
ZooKeeper ¥ m—#¢ | £ Amazon MSK £ , KRaft #4I888E8ER , ELEEXMNEAHFEARA , 8F
EELERTTINNREREE, DTE , R LUE Apache Kafka MRAS 3. ZooKeeper 7.x £ LAF fh KRaft
BEXAREXCRER, £ Kaft EXT , BALURNERS 60 MERXREBNMNEFIREEESZSIX , M
FTEBEREG MRS , METF Zookeeper WER FHIRIBEE N 30 1. ETHAEX MSK KRaft WE %
B8 , BZHAKRaft 3,

Apache Kafka iR7s 3.7 x R 28 — LW REMERNEREENFT . TERHTFBHNFS/HHA
SERDLACH BERRIFEACIET, BRVEENEREENTEIR , 1§56 Apache Kafka 3.7.0
RATUHA,

Apache Kafka MRZs 3.6.0 ( ZTEFEFREN D EFMH )

B < Apache Kafka 7~ 3.6.0 ( XIFEF~REN D RFM ) WEE , 1S Apache Kafka T & Mk
E# Release Notes,

RTRELN , EAMRAF , Amazon MSK [FHLEEF MEE Zookeeper S THREE,
Amazon MSK MrZ 3.5.1

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) MEX FIEBHMI G ERTF
Apache Kafka hRZ 3.5.1, Apache Kafka 3.5.1 @& — XA RS MM EIRIEENF . TEUEES
ERNEBRESIAFTHNRBAS X DB, FEARES , Amazon MSK L FE A MEE Zookeeper LA
HITHHERE, BXRUHNEREENTEIR , 155 M Apache Kafka 3.5.1 KT,

A< Apache Kafka M7 3.5.1 {2 , 25 Apache Kafka T E M4 L# Release Notes,

Amazon MSK fRZA 3.4.0

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) REXN FIEBMI A ERZF
Apache Kafka R4 3.4.0, Apache Kafka 3.4.0 @& — & a2 S HEEMNEIRIEENFTNEE. = EThee
BE—MEE , IRSEMNFENEIEAFRIMREMS. EXRREF , Amazon MSK FF4LEFERAMNE
# Zookeeper TR EE, BXIHMERIEENTES|K , 55 Apache Kafka 3.4.0 K1Ti%
B,

B X Apache Kafka fxZ< 3.4.0 9152 , 2 Apache Kafka T &ML L#Y Release Notes,
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Amazon MSK k7~ 3.3.2

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) BIEXN FEBHNMEERH T
Apache Kafka M4 3.3.2, Apache Kafka 3.3.2 @& — L a2 S HEEMNEIRIEENFINEE. = EIhee
BIE—MEE , TRBEMNBENBEIAPRENIREMS. EARAERSP , Amazon MSK FHREFHAMNE
# Zookeeper TR EE, BXIHMERIEENTES|K , 55 Apache Kafka 3.3.2 K1Ti%
/28

B3k Apache Kafka W7 3.3.2 K95 & , 25 Apache Kafka T#E M4 L# Release Notes,

Amazon MSK ix7x 3.3.1

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) REX FEB MU ERHZF
Apache Kafka MR7s 3.3.1, Apache Kafka 3.3.1 @& — LA/ R S HENEIREENIHINE, EFE
THEETIEXNERN D X FIEE, N TRERR , BAMAEF , Amazon MSK fFHEfF A FEE
Zookeeper LU THEREE ., BXRUHMERIEENTES|K , 15ZH Apache Kafka 3.3.1 K1Tii%
B,

A< Apache Kafka M7 3.3.1 {2 , 25 Apache Kafka T M1t L# Release Notes,

Amazon MSK A7~ 3.1.1

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) REXN FIEH MG EH T
Apache Kafka kx4 3.1.1 #1 3.2.0, Apache Kafka 3.1.1 1 Apache Kafka 3.2.0 @& — {2 54 4E
WEIRIEENF e, —LEXBIIETENEFNERNEIENER IDse N TRERNL , ERKRAE
o, MSK & FEAMEE Zookeeper B ITHREE., BXxHMNBRBENTEYIR , TSR
Apache Kafka 3.1.1 1 3.2.0 W& 1Ti% A,

B < Apache Kafka M7 3.1.1 f 3.2.0 HfE R , B Z % Apache Kafka FTEME EH 3.2.0 Z1TIHEAM
3.1.1 BT,

Amazon MSK 7 /2 7 R4 2.8.2 tiered
AR ZA 2 Apache Kafka M2 2.8.2 B9{XBR Amazon MSK kx2S , 5SFFIR Apache Kafka B F im 3R Ao

282 PRMABE D EFHEINEE , ZIEES Apache Kafka Ky KIP-405 # APIs 5| AKY 5 /Z 7 & Zh g
HAB. AX Amazon MSK 2R FMIIEENESER , BSRIMELLEN D EFH,

Apache Kafka HxZ< 2.5.1

Apache Kafka HR7s 2.5.1 @ EZMEIRIEENMIFNEE , BIEEFT Ap ZooKeeper ache MIEEE FixH
RN, Amazon MSK 2t T TLS ZooKeeper &L imTi & , A LB DescribeCluster BR{EFH 1TE
o
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% DescribeClusteri2fERy % tH @¥E ZookeeperConnectStringTls¥im , EHHIH T TLS
zookeeper % &.o

T REIETRT DescribeCluster BEMIER ZookeeperConnectStringTls T & :

"ZookeeperConnectStringTls": "z-3.awskafkatutorialc.abcd123.c3.kafka.us-
east-1.amazonaws.com:2182,z-2.awskafkatutorialc.abcd123.c3.kafka.us-
east-1.amazonaws.com:2182,z-1.awskafkatutorialc.abcd123.c3.kafka.us-
east-1.amazonaws.com:2182"

BXF TLS & AT Zookeeper WIER , HZH 1£ Apache F{EMA TLS £ ZooKeeper,

B X Apache Kafka fR7Z< 2.5.1 WEZER , 185 # Apache Kafka T ML L#Y Release Notes,

Amazon MSK fiX{EE M 2.4.1.1

bbhR A< 2 Apache Kafka M7 2.4.1 H9{XBR Amazon MSK B4 RIEE MR, HEEIRIEERTS

B KAFKA-9752 S ERF , TR— MR HIAMNEE , 2SBFEARETHER FEHHRE
PreparingRebalance A7, LRI AEZIT Apache Kafka iR 2.3.1 1 2.4.1 BIEEE, LHIRAK
DEXEENEERRF , AT Apache Kafka MR 2.5.0,

(@ Note

IEIThRZ 2.4.1.1 B9 Amazon MSK &8 53 % Apache Kafka iR 7 2.4.1 B94E{a Apache Kafka
B mRE.

MRBEZEREH Apache Kafka 2.4.1 , BUIUEX HTH Amazon MSK S8 # A MSK fHiR1EE R
2.41.1, A LUFIET Apache Kafka fxZs 2.4.1 WIMBEFEH AR , UMALBEREF. BX
HAERIMBERFHNES , BSHE EH Apache Kafka M7,

BEETREFARD 2.4.1.1 RENER THRLFRR , ESFH%EE Amazon MSK E&#Y 6 @15
B9 I 854H £/ £ PreparingRebalance MR

Apache Kafka hxZ< 2.4.1 ( A 2.4.1.1 kR )

(® Note

BT EBFE A Apache Kafka M7 2.4.1 B2 FTH MSK &8, MR , BRI L Amazon MSK
BIRIEERZ 2.4.1.1 BE3#A Apache Kafka fi7A 2.4.1 WEFIRESFER, MA , MREL
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B EA Apache Kafka lx7Zs 2.4.1 B MSK 5§38 , BB FHE#H N FEA Apache Kafka kR
2411,

KIP-392 2 Apache Kafka 2.4.1 liRP BEHEE Kafka BNz —, LIS A FFEH
BEMNRIENEI AR, EFALLE , BRNEARIELET client. rack RENFEASR

AAXK ID, AKX ID WEA -l F2 usel-azl, Amazon MSK i&&broker.rack

IDs TRLEN AKX, BIEXTN replica.selector.class BREBMIRERN
org.apache.kafka.common.replica.RackAwareReplicaSelector , X2 Apache Kafka 12

HH rack BRAEIR —FPXIM AR

LR R ASHY Apache Kafka BY , PER_TOPIC_PER_BROKER ¥R B P ISIR N EHEBEE RE
RNIIEEFFELETR. BERERTBMHNEZEEL , 5 Hthe section called “PER_TOPIC_PER_BROKER 4%

B,

BxmAERTHAXMWELR IDs , 2 Amazon Resource Access Manager F FF 38R+ 1Y% )R 0] F
IDs K.

EXRERERMENEER , i3 Hthe section called “RLAFEE,

BX KIP-392 WEZ{EE , 1S Confluence W EHRY 72 V£ A 2R \RIA AY B A £2 L,

A X Apache Kafka li7Zs 2.4.1 WEZEE , 15 Apache Kafka T8 M4 L # R A5 85

Amazon MSK hx 7 % #

WEREN B Amazon MSK M7 25 58 8% Ml B3 Apache Kafka iR fIEE. MREFH LK Kafka ik
A EERRA AR &SRR P BLRE &ESRE,

F&

 Amazon MSK fRZA X i 5K B
« E 3 Apache Kafka MRZA

o REARNRESKER

Amazon MSK M2 3z 1 5K &
AT BT Amazon MSK XY Kafka RAHY 155K BE .

« FiA Kafka IRAEZE X, EERFHLEXFAY, AXRLULEXEARNFEAER  FEAE
9 Apache Kafka hfxZ4~, L IEXFRBZET , FEMN MSK EFARBNHEN Kafka lRARHE SR
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R, BXREFH Apache Kafka liRAFMEER , SR EH Apache Katka fid, ELRIEXFAHZ
B Kafka RNV EE 2 B A RFIHEN Katka AN, B EHAIEZFER A BHEHNEM
R T, EEH 28 , BEF2WREMEMBEA,

« MSK FZFFIEXEM B R WA L3 AR Kafka M4 #T 02 £ 580 5

E# Apache Kafka kA<

BRI LURI AN MSK B EH N BRI AHKY Apache Kafka,

/A Important
PREEFIE MSK EFREREIIBMRAH Apache Kafka.

EFEFH MSK 8 Apache Kafka fRAE , R EREBZNEF KRG , LBARERAALFEERESH
HIET Apache Kafka WX ZABIThEE. Amazon MSK XE#H RS H 4. ETFRAEHENEF i,

BxMAEEHRPEEEESEATANES | 3 Mthe section called ‘M2 S E 7] AR SR,

£ Apache Kafka R A< E # Amazon Web Services Management Console

1. ¥ https://console.amazonaws.cn/msk/ 7 Amazon MSK 2 &1 &,
2. EBREFH Apache Kafka MxZ&H) MSK £ &,
3. EEM®IFL , £ Apache Kafka MRAE 20 FIE B F K,

£ Apache Kafka R4~ ¥ # Amazon CLI

1. BITUATHS , H ClusterArn B R IR LB FIIRENA Amazon BIREF (ARN ) .
RIEBEZEEMN ARN |, JLLBN I HAMEEERKEIE, BXEZER , S H the section
called “%| HHEE",

aws kafka get-compatible-kafka-versions --cluster-arn ClusterArn
LS BEET LU EREREM Apache Kafka iRAE# 5k, HABRELTF LT RHA,

{

"CompatibleKafkaVersions": [

{
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"SourceVersion": "2.2.1",
"TargetVersions": [
"2.3.1",
"2.4.1",
"2.4.1.1",
"2.5.1"

}

2. BITUT®S, #Y ClusterArn BN AIEREFNFTIRENA Amazon BIREH (ARN ) . 40
RSB ZERN ARN , AILBR S| HFIBEEERKEE. BXEZEL , BS M the section
called “FI &R,

$F Current-Cluster-Version B NEBNHBIRA, BN TargetVersionfRAIBAM E—
N p SR P IEEE A B FRRAR,

/A Important

SRMATERENEYR, BEEREFNLIRA , HEMDescribeClusterR =R desc
ribe- Amazon CLI cluster &% . RAIARZASZ KTVPDKIKXODER,

aws kafka update-cluster-kafka-version --cluster-arn ClusterArn --current-
version Current-Cluster-Version --target-kafka-version TargetVersion

E—Nas SR EHWELT JSON PR

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef@123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

3. E3RBupdate-cluster-kafka-versionBEER |, BEETUTEH
T, ClusterOperationArnBR A E T H HFIRBM ARN, update-cluster-kafka-
version
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aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation S HI% HIELT JSON ROIFTF R,

"ClusterOperationInfo": {

"ClientRequestId": "62cd41d2-1206-4ebf-85a8-dbb2badfe259",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2",

"CreationTime": "2021-03-11T20:34:59.648000+00:00",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_IN_PROGRESS",

"OperationSteps": [

{
"StepInfo": {
"StepStatus": "IN_PROGRESS"
b
"StepName": "INITIALIZE_UPDATE"
b
{
"StepInfo": {
"StepStatus": "PENDING"
b
"StepName": "UPDATE_APACHE_KAFKA_BINARIES"
b
{
"StepInfo": {
"StepStatus": "PENDING"
b
"StepName": "FINALIZE_UPDATE"
}

1,
"OperationType": "UPDATE_CLUSTER_KAFKA_VERSION",
"SourceClusterInfo": {
"KafkaVersion": "2.4.1"
},
"TargetClusterInfo": {
"KafkaVersion": "2.6.1"
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}

W5 OperationState BN UPDATE_IN_PROGRESS , H&#&F—RutE , AEBXE

17 describe-cluster-operation @if. BEFTM/G , OperationState WEZN
UPDATE_COMPLETE, HF Amazon MSK EHXREFMEMRBRIEZTHE , EARFEREREE
BIRET K.

/A API 3 Apache Kafka kx4~

1. @A ZGetCompatibleKafkaVersionsig#E LUIREUE ] UG £ BF B #TEIRY Apache Kafka MRAR%I &,
2. A iZUpdateClusterKafkaVersion#R EfF &£ B B #TEIFR AR Apache Kafka A2 —,

FRAS T+ R B S A K B

7T & Kafka IRAFARIBFHTHRDEFHRYPRBRE S IRES M , BREF S IHM Apache Kafka
FTENERE , TR :

s XTRARAXER , FEFEHR T (RF) NENMEREN 2, §T=ZTARXESR , #HNMERE
7 3, RFE 2 TRSSBEHMNIEHABT LD X,

s FHRIEFEAR (MiniSR) IRBNLLEHIEF (RF) /M 1 W& AE , Blo miniISR = (RF) - 1X#
AR XEAREAURR - NEIABLHEFH TR,

- NEFPHREENEASIMMEBERETHS, IREFFENEEFFEFEESMME , UHZER
Fiw 1/10 W ERBFHBIEIET , AR ARER, BEXUARMEESMENEREFRBNE
B, 2" Getting the bootstrap brokers for an Amazon MSK cluster,

« RMNBUEREREFFRARIEENRANESERAE , AEMFRAFRENNEPZR, B R
AEHEAFZ MSK EFHY Kafka IRARIERERLLE (EOL ) BEIRRSI , LT FEE EOL BHZ I
Fi. Apache Kafka 2 T N EF i REMER , ARIBFFHESRHERESER , R
Ko

« AR 3.x.x B Kafka BEFH AT EE B LA TBRIAE : acks=all M
enable.idempotence=true., acks=all EZHMNERIAE acks=1 FE , CBIBWRAERED
B A EREAIAE R B SR RIBEIINSE A, B , enable.idempotence HWERIABELLEI N false,
¥ enable.idempotence=true EXARIAEAREEESEEN TR, XEFRWAAZKESE
RIZE , TRESTRIEFHNER , EXEEESESEEEN,

- DIERTHY MSK SRERT , IBERAHEREN Katka lRA. ERHEERN Kafka IRATILER & T HHTH
Kafka # MSK Zh&g,
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BEZ Amazon MSK E &1 8] B

LT EETHBIEHEE Amazon MSK & A[REEEM R, &t o LU B % % 2| Amazon Web
Services re:Post, BXHEE Amazon MSK E#IFRIBNEER |, S H HEE MSK & #2501,

£l

- HTEHIEH , SERSBHEIEN

« ERRAEFHTE PreparingRebalance RS

« [@ Amazon CloudWatch HE&IENRE HER R
- TRINZ24

o EFETFTE CREATING K&

o EFIRSBM CREATING &y FAILED

o EFIRSH ACTIVE , BERBLERARE  NECARILTEABZREE
» Amazon CLI &R 5l Amazon MSK

s FXBEANHERTES

- BiEZRTE
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[A] &

ENEERMENKER , —EFRAPITXARSETEMDXIREEL. XARKEIERA ,
AAXLESXAREENKRBE-—RENRERERS K MZAENEER (£8 ) HoX, kE
HREENSERESEHERGMBN , MIABRTHEY 250 MiB, SHIAXMEHNE , FFREE
HENSXEHBLZIREE  SHERTSILEELNIXAT ISR WEARE (FRRXERHTFZRER
A acks=all ¥BHASELIX ) HILEE., KRABEEFREXNPNTEANT ENBEAEFHPENE
Mo

B
- ATHEEH IORDS , FERRERAZEXRERLERE.

- EREKERERNNTEY  EEHAEEESRHENTEFEME. WTERUHESF S , BIUE
A&/ EHEE 500 MiB/s , BRFRAIENESRASEHENFERIEMR. I Amazon MSK EE
WirEREREBFEELE,

c RTBRAREMEDESIESD , B num.replica.fetchers BRIXENERIAE 2.

{F 854 <% 7E PreparingRebalance K7

MR—ARSZMEASREFHFE—NKANBEERS , MRERRATRER Apache Kafka [@] &
KAFKA-9752 | iIX&&Im Apache Kafka ixas 2.3.1 §1 2.4.1,

ERREEE , BIUUETEBEARE Amazon MSK FHIREERAE 2.4.1.1 , HP Sk RBNES
BF. BXNIUBEFEENE Amazon MSK HiRIEEMA 2.4.1.1 WER , BZFE# Apache Kafka
MRS

ERFERARE Amazon MSK fFHIRIEEMZA 2.4.1.1 WIER THRILEIBHN G ER , REEER &
SEA DY B9 Kaftka B4 , & A3 AERE FENERFANDARET R

RULEA A R Y
BEEFFIRPRIBSKADIL , FIITUTERE

1. ¥ Kafka £ FAZ5BEM group.instance.id BHIRBE RN TiRBIEA P EARNEBSZRER,
2. BREENHMSFACETNEAHRSTRE,
3. HEHRBEBINEMN Kafka FEHS.
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NRFEFHEETHNREFENREANATEAFSETIEMEEARAENR FENBR TIRENFE
BHE , MEABSKADNSETR. fln, IRENEAFLNARFAIURE S 284FTAH , e
HENWESEEN 4 2% , MARIKIA 10 %,

® Note
FEABSHAMNURAXREES L EBAYATaEM, EEEABRSHKAMNNY , BN sEEEthE
Eﬁo

ERMMARETR

ERMRARETR , BIITUTHRE

1. {#H kafka-consumer-groups.sh s SiRBIA B AERS
2. fEM RebootBrokerAPI #EE#H B30 FERE R EANRFAMDARS.

@ Amazon CloudWatch BEEXEAIE B &ef 48

LRZRFEBIRE N B Amazon Logs ZIERE CloudWatch BER , ATRELBEIFHMNIANER 2

o

ZZEI%JE: #| InvalidInput. LengthOfCloudWatchResourcePollcyleltExceeded »E, L BE
, BEALL /aws/vendedlogs/ FFAWAFEH, BEXEZER , BSHEAMNEL Amazon Web
Serwces #17T AEHiIE R,

MREBEFEIFInvalidInput.NumberOfCloudWatchResourcePoliciesLimitExceeded® , i&
ERIENK P F BT A Ama CloudWatch zon Logs B , HTEE M ML T JSON,

{"Sid":"AWSLogDeliveryWrite", "Effect":"Allow", "Principal":
{"Service":"delivery.logs.amazonaws.com"}, "Action":
["logs:CreateLogStream", "logs:PutLogEvents"], "Resource":["*"]}

MREZIRFT IR JSON MBI A RS , BRBBIRELR , EREEREFMERBHNREAKE ,
E2iREF JSON M nZ4#&H 2 — 4 Amazon CloudWatch Logs KRR, $F JSON K inZIME KL |
BFHAXZHAEREAERLZ@WIREN Amazon Logs, CloudWatch
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ERINEE4

MREZHGEER | ARIEFERETXERANLZL2A , WIRRRNEEANRLE VPC, FAE
ERPBEROERTHEAL VPC ENZLENNR , RAEER. BXRAFIRFNRERS , HSH
Amazon EC2 : AU REELFANEZRF AR EEERE VPC xEk EC2 WEE4H,

58D TF1E CREATING 7

BE, ERVBTHEEERH 30 98, HEEF30 28 , AEERIREERNRS.
EEIRAM CREATING ZE 3 FAILED

Ee BRI RER.,

EERAN ACTIVE |, BEMBLERIZRIE , IEFEAR[ILTEZREE

- MBREHCERI (EBRSH ACTIVE) |, BETERERIZRHKE  BRELEKS[NEASNA
BEFEAERHEER, BXxEZER |, H5Mthe section called “BIEEFiHitEH PHIERE.

- MREWEFSMNFEAR[IEHEES , BENENERMERABERND , RETEER
KAFKA-7697 , X &% m Apache Kafka 2.1.0 g2 , H AJESB— MRS MBEERXY . BHE
BIEBE Apache Kafka 2.2.1 , ZRAFZ R RFEM, BXNMEBHNEE , S Hthe section
called “XE# %] Amazon MSK 5 &,

Amazon CLI F&3£1R 5 Amazon MSK

R A E Amazon CLI ZE{ETEEIRB Amazon MSK #5846 , i Amazon CLI FEHN &GS A RIIE I
MRA, BXxMAALKBIFMIEEE Amazon CLI , 5 %% Amazon Command Line Interface, &<l
A F=4T Amazon MSK a8 SIS B , i35 Hthe section called “EEIhEEF#ES", Amazon CLI

PXBEHBATES

XLETRERUMAE TR EMIIEIR. ESH the section called “BiE ZEE T 2,

WMEZETE

BHSEUTEXEIERZ 2 A M RESSE ; the section called “¥a #5247 z2 [8]” Mthe section called “& %
BIERESE,
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RERE

MRELZIM MemoryUsed FEFRAEE MemoryFree KK , XHFERBEFEME B, Apache Kafka B
RUHRRESFMARNTF , HUSKEFREERF.

#l Fr A3k 18 NotLeaderForPartitionException
XEFRIMETEEIR, FEREEN retries BESHIRENS TEHYRENE.
EHHHSX (URP) KF=E

UnderReplicatedPartitions ENRRERENETER, EEEETH MSK £8 Y | ILIERNE
A0, MREARFE , XUERAUTENERFTE

« 1R UnderReplicatedPartitions 2I&{E , MBAREE T ZEREN X PEETSE , TELE
EAFEHRE, BSH the section called “FPr/EZR LR FRIEZE,

- WRUnderReplicatedPartitionsFHEART 0 ( BIEEBRRENEER ) , WRABAEREZRE T
FAEZLARTEBFENRARE ACLs . EEHSTKX , HMEAER T READ M DESCRIBE =
BHNR. BINBRT , f9BE READ X —i2 & F DESCRIBE X [R, BXREMESR ACLs , FZ
7 2 F Apache Kafka 3X#4 ACLsH,

E#HPEAN __amazon_msk_canary F __amazon_msk_canary_state f9 &

IRTREAE R , MSK EBE—1NB N __amazon_msk_canary WEE K MEBE—MNEBHNEHR
__amazon_msk_canary_state, X2 Amazon MSK &IZ 3 H T £&z TR M2 ki ARHY AP
FH, XEFFLEMBR , T3 KD TAZEERIT,

2 X E R

8R4 R1E CLUSTER_ACTI ACLs ONS L3#{Tigi&.

TR R BT B ARG RN R 8

MRENEFHCTFBELHLTRNER , BEPATEZEIERMNEEE , TREUTSRIRE

1. BREFZLEAMNALAN A FEN IP hut MEFHIKOD, EXEFKOSHIIR , BSHEthe
section called ‘i 158", CEBRZLHMNBUEAN AT HIER, BXREZSAREABF B
HMNMEZELS | 5250 (Amazon VPC AF#EE) HHERN VPC WL L4,

2. WREEE VPC MK ACL IATEMNI S RSN IP it MER RO, SLLATRE , W% ACLs
ELREH, XEREEXTEBEALMEWEHAN, EHEANS , AFFRERE (KOEE :
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0-65535 ) ZIXEIEH IP thit, BXEZELR , HS (Amazon VPC AFIERE) IR INFIHI
BRALM

3. BREEANELKTGREISREFHEKRTGRESH, TE T LHTBRMNRE MSK £EHEFRIT

BNEISREFRHE , —MNATLAHRTER , Z—NMATM AmazonAFiGR. BEXEZER |, S
%] the section called “ff FAZREX 5| 2 F 1L Amazon Web Services Management Console”,

ToEMAZRIG B EEBE Amazon : &b &3
WRIEK Apache Katka IR TEE MSK £ERINEE |, WAL HITULTHERENR,

1. {#fthe section called “FRELE| S L2 N N BN E2 — KNG ST #bE

2. TELUT@SH , bootstrap-brokerBABEL—SHIREBNARL AUt —, MREFHRE
NBEER TLS BMRAE , M E#port-number 9094, MREHTMER TLS BHRRIE |, Eport-
number&i#R 9092, NEFIHRITEVEZTH R,

telnet bootstrap-broker port-number

Hrh port-number A :

. MBNHERRENER TLS FMHRIE , MH 9094,
- MBEHTFEH TLS SHWIENH 9092,
- MEBATAHRIEE , WEEHMIFAS,

MNEFIRITENETR S,
3. XAESISKREESETLENGT.

MEEFIHITENEBIHRNE  WRTEEEENE, EXMBERT , AUETUATHSRRE
Apache Kafka B iR B REBEEWH, EIREbootstrap-brokers , iBEHFHERKEA 5 Ethe
section called “FREXG| S AL N topicBRANEBH A,

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list bootstrap-brokers --producer.config client.properties --topic topic

WMRE—ANGBERY , URFBEFRREER, MRDATENLARFCIRNEAR  BENARFR
R REA L
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MREFHRITENTEZFERE , BSEUTILNMT |, REXTEARITEIRENES.

Amazon EC2 B M MSK £&8 T E— VPC &

MBEFIRITENES MSK £8 U TR — VPC # , FIRREH T A EEESIREFFIRITENZR
LENHKENAWEIN, BXREEXLEANNES  BESEZLEIN, BxANEERNTRE—
VPC Ay Amazon EC2 34115 R £ &K R~ , S Rthe section called “FFEEE A",

Amazon EC2 ZFFiwH MSK &8 T A EM# S VPCs
MBEFHMBELTHENTENNE VPCs , FRERBEUT RS :

- MEHE VPCs HHEW,
o XFEELTEDRS
- MENKARIRE VPCs IEH,

BX VPC WHEEEMNER , BSHER VPC WEEE,

2N it B P Ui
MR IRk E N EREEE MSK £ Amazon VPN |, EBERBE AT RE

* VPN EEIREN UP, BXUMMAKRE VPN EERENER , FSHANIRE VPN BRER 25K
B2

- £8 VPC WEHAXRIEBHRMERR Virtual private gateway(vgw-xxxxxxxx) HIZits
CIDR HIE&H

- MSK EFMZ2AAFIRD 2181, #wHO 9092 ( MRENEHFEZHICHRE ) MiwO 9094 ( MRE
RYEREHER TLS MERRE ) L REAR.

BXEZ Amazon VPN HEEHEERIER , 1525 Client VPN BUEHERR,

Amazon Direct Connect

R E P ims A Amazon Direct Connect , {55 B #fEHEE Amazon Direct Connect,

MR R PBHEIE SRR AE |, FEHASEHAEELINERE, BEH PR, BEH
tcpdump Ml Wireshark ETEXRZHRE , HBRRREIE MSK £FH,
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SORIERW  ERERABIZ

Failed authentication ... Too many connects iR XBARBEERYEZS , BR -1
ZNIAM BERIRERENARBHNREEEESTC. ISR EBESIESON IAM EEERRE | EaTLUEM

reconnect.backoff.ms BBEZ¥,

EiFA TR NMMENINEZNERRS , B350 Amazon MSK [REIRH,
SORBRIERM : 2EAXE

HENEFRZEREREI N IAM IEPEZRERFN , MekEFailed

authentication ... Session too shortéfiz. BESSRELZHN IAM LB ENMARKETN. 8

AEEM = |, IEPH BT R KIEESFRE | XSRS iR BT RE M 5 4RI KM,
MSK Serverless : $£ 8 0l 2 5 K

MREZH B MSK Serverless 58 , ETERERM , MEAMEELNCIE VPC in R, B AR
ec2:CreateVpcEndpoint B , RIIEHNEEARBERFELE VPC IRV R,

BXWMITATE Amazon MSK BREFFIEN ZEBNRFYIEK , BEZSH Amazon FE XK - Amazon A
MSKFull ccess,.

PREN REE L B RESKE
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FIRHEL L EMExpressF L AREBEN RESXE. Bx Amazon MSK E #lIgFHERENE
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- MEZLLEHNRESE

- RELLANTESE

- Apache Kafka & iR RIESRE

IMEZL LR R ERE

AREBBLIAREA Amazon MSK B RHEER — L HKESRE, BX Amazon MSK £ FlZ8 R EXEMNE

B, BSHEH MSK E Hlss I H{ERER.
ZEFPREFEEIN
NARFN YRR NERTRSR{/BRE , FEHRTEFHIRE.
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- BEESHNEFIHUSISTAMY, £ Apache Kafka XBEMN 2 HARNRET , BRSATALEXN T4 T
SEHRENEERZEMEREXEE, RESYRITRAMITIASH (HOAR, $T. B4HK
BEF M LR ) T ko Kafka EHATURBREEL , Kt Kafka HEFR iRt MM ZELBRE AW
B, BEEEXNTEIFME B Apache Katka B iR HIESEE,

- BREFIREEFHEELEEREENTAHARN —IMMME, EEFHNEZEFRAEHEESZIMN
B NESEREBEHRYETERRNESMEANESE, BXUARNEEZNEBENERFHAENE
B, B2 3KE Amazon MSK £&8 K 35| S RE,

o EITHEENHUKIFEBNE P inHE 2 A EEIEE B Fro

AR S5 BRimE BB
EREREHAE  SMIEREN D XE

TRERTEMERENHEES XHE ( SRASEIANBREERR ) . BIUK D XHHARBHR
17, NTEMAEEENETEIXRERENTR , IREEXK.

RE R/ BUNEIMNMEN S XEE SEHENRENTRARD XK
( BREIASEIARNEREER
K)o,

kafka.t3.small 300 300

kafka.m5.large & 1000 1500

kafka.m5.xlarge
kafka.m5.2xlarge 2000 3000

kafka.m5. 4000 6000
4xlarge . kafka.m5.

8xlarge . kafka.m5.

12xlarge ., kafka.m5.

16xlarge =% kafka.m5.

24xlarge

kafka.m7g.large I 1000 1500
kafka.m7g.xlarge

kafka.m7g.2xlarge 2000 3000
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KE K BUNEBMENDS XHE XEEFRENGERD X
( LR F BT RAEE &
K)o

kafka.m7g 4000 6000

.4xlarge ., kafka.m7g
.8xlarge . kafka.m7g
.12xlarge = kafka.m7g
.16xlarge

MREESHX, BELENAL , HP2XBRE , BREEMEIXZRARERE , WA RS
MEITBESZHKX |, siiR2REEHIT T 2N AFEENR , MRS XBEESNEERSRER
B, IREMEND XBEESATHEAE , HEEWEREIE , MEFIRERITUTRE

- ENEHEE

- FEBEFTIRPHRKERN

« 1% Amazon Secrets Manager 485 558 SASL/SCRAM & 33 if Y SEBF #H < Bx

KE 5 Xi& [ 8ES B Prometheus #TEY CloudWatch FIHMELET k4> Kafka $8%F.
BEXEBRDXBHIES |, 1558 Apache Katka TIFENEE 20 A N2 X, BIMNEEWERTEDS

Bl UEEESEREN KD, BXTEARBARIEZEER |, S Hthe section called “4XE3E

HEERNE . SIMEHORERERE

EREHN MSK MEBEHBESENREREREH THERAE , BHS0 MSK AERMEMN B FRE,
M FRIBGE T MSK B ESEFH A/ , BIK Amazon MSK 534K, EC2ETBEREEMN
Apache Kafka SE8f#HLE , Amazon MSK HIAER AR, BXBFREPTHNEMASHENESZEE , HEE
HIEHREESHERN LA, AREMUNGITERRTH , IFH MSK TllESHRETER, £
Bovtee, KOMBRABURT BRG] , BRI SZFRN R 3 4T3

ETHEKEERZBEHINAENE Apache Kafka 8 , FS R ABRIEBEDNIFEEN Apache Kafka &
BB RN R AN RIEEE, Amazon XEBEXERETEXNMAAREHR X DNUFEES
HE, TAMMNERERNES. EERETRBHER , flAntE Lty BEREAAT B , URE
RNAFERIEEF~EFAENES. BEXETHrEFMNERNES , S RAEH Amazon MSK &
BE#BETES TEAENREEE,
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E1E m5.4xI, m7g.4xl HEKREFINEFEFLE

5 m5.4xl, m7g.4xI HE KKIEHIET |, L o] LUBET A E num.io.threads F num.network.threads B¢
EXMEIL MSK Ml ERERHSTUHE,

num.io.threads 2 EREA TAEBBERNELER. FNEZLKRE ( TEIERFK/PXEFH CPU B
HE ) EWTREEFNEHE,

num.network.threads EFrHERE A TEWAEE AERAIR G [N EER, MEEEFEABTRRK
EERBAFIS | LU io.threads 438, ¥ num.network.threads i% & 7 SE Bl K/ H 8 CPU BOHE
B —¥ | BNT 30 fE A FTRY =B R/

/A Important

R AL I num.io.threads , B8 HN num.network.threads , AR iX A gt S B SBAFItE N
MEXHHHE,

HERE

245 A8 num.io.threads #93E{E num.network.threads K #Z1{E
m5.4xI 16 8
m5.8xl 32 16
m5.12xI 48 24
m5.16xI 64 32
m5.24xl 96 48
m7g.4xlarge 16 8
m7g.8xlarge 32 16
m7g.12xlarge 48 24
m7g.16xlarge 64 32
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£ A H K Kafka AdminClient &% 3 ID A ITH 8B

LIRFERAET 2.8.0 B9 Kafka lRASFIFRE - -zookeeper , H{EA Kafka AdminClient hR4s 2.8.0 E
SRAN MSK B ERFEMIEHM 7 BETEL XY , TFH ID 2EX (HiR: EOXWEE D
RIEE ) . EEE |, --zookeeper #RE&ETE Kaftka 2.5 HEFHA , # M Kafka 3.0 FaHIER. HSH
Upgrading to 2.5.0 from any version 0.8.x through 2.4.x,

ABFIEER ID R | EEA Katka BRI 2.8.0 RESRA#H T Katka ERARHE, ¥, 25
EEBRANEFIHAIAER --bootstrap-servers ii&RE --zookeeper #r&o

RS ETHNER

FERAUTEI , LEEEH ( HIIEHFREK/NH Apache Kafka iRAET ) 5 Amazon MSK E#f K E
B, B8 MSK ME EEH ARSI A%,

- RE=THAXEH,

- BREFRAF (RF) ELN 3, FEE , ERIEFHHA , RF I 1 2 SFBOXEL ; M RF R
2 RS BBEEX,

- MR/PESEIERE (MinISR) IREANFZZ RF - 1, minISR T RF T IR B HIE £ R
S8, Y—NEIARLTHRYVASEH , mnISR A 2 F=@mEFEETH,

Wsi2 CPU A%

Amazon MSK EZIZ AR ENE CPU FEAZX ( EXH CPU User + CPU System) R¥FE
60% AT, HEFHMWE CPU aJAXREDIXE 40% BF , Apache Kaftka A ATE S EREEFH PR E
Z B EFDE CPU i, Al , & Amazon MSK KM BIREBHEHMNFIRER , MALEIXFEM ;
EXFERT , Amazon MSK T B4 |, M 1TEH. Z—MIFREIAFBEREXREKRN
RARRAEN ; EXHERT , Amazon MSK BRI TERE , —RE—IMREEL, Y8EF
TG XWREELR , Apache Kafka REFH 2B D XS , U ITEERIBAEFHPHEMA
H, BYEBREERESXEK 6 SAUBREEDPEEBHN CPU RERBTDUXRIESH,

A LAE A Amazon CloudWatch IEREIFREIEE E1EH , BICPU User + CPU System, RE
HEEERIAE 60% WFHE CPU FARMALANER. ARLLEREN  BEAUNTERZ—VTRE
6

« BRI (HE) HENRERDNEFIT—PNRAHKD, Bl , mRH5KNDH
kafka.m5.large , MEHEFH LA katka.m5.xlarge, BHidE , HEEFEHPHREKRD
B , Amazon MSK LRI AR FEREBEL , HEMNMNIXOSNEHsIAHMRE, SMEB
MAREHREEEFE 10-15 D4,
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« EW 2 MRFBANFAEEHERRMNEARBEANERSNRERTRHN (RTFER , HEREE
8, MFEXNEASKEHTEE )  FEIAMREXT BER. CERFHESRSHNIEEERM
2K, #TX, £ kafka-topics.sh --describe RERNEHFHRIMN I X2EELEFTRE, 5
B —METARLE | RN EERRREIUER A EERREMAAR, o, IR CPU AEKAE
Hid 60% , WAEALED , FAXMEXNT REETRSEIAETREN AL M,

- RIN 3 BERMAERY B MSK Provisioned £8 , AEHEAB NN XEFP7ETEEFH o E
MEDX, kafka-reassign-partitions.shiB2 , MREERANET K MNEEFIEIXE ,
ERTUSERRRREEEN—IMMEESE S —ME, S0HMNEDMEL , XAERE—TFH
SEBMEFNAE. ALk , Amazon MSK FE1FE CPU ARG T 70% REALED , EAE
FaS BTN CPU ARFMERE, REFHMNENRAITE , Amazon MSK = 2 i £ F thi%
.

Hb iy -

« ERARBIENRE , BESMEN CPU EFAEX, MEREN CPU RAXR—ERHEE , N
BERPEENMNAE I HLY., RIMNEBWEA C ruise Control B3 2 X9 BIFLEEEAE D

o BERERMEAZER, £XMEHALERELSMAE CPU RIARELME,

o JMX HER ARG : I REFE Prometheus THEER AFFREERS , MR IESR Prometheus EHE
B (prometheus.yml) £/ 60 =B KAVHMEREIFE (scrape_interval: 60s), F&IKIMENEIR AT RESS
EE W CPU EAEXRYES,

W R 22

NBRFHEENEETETRE , H8/E—KafkaDatalLogsDiskUsed¥5 12 #545M CloudWatch &
Ro HULIBIRMEZRRSHET 85% B , BT F 5 — IR B TURE :

« f#F the section called “B#I¥ BEE", BB LAFI8MNREBEMZE , W the section called “F
Y B RRTR,

- BEHERBHPHIE/PNEEKRD, BEXUWAMEIX—2MEELE |, 5 Hthe section called “iAZEEHE
REBSE,

o HBRARGE A B ER,

BxEENFERERNER , H35#EH Amazon CloudWatch Z$f, B3 Amazon MSK 151
SRR | FSFthe section called “Ma¥=&EE",
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HERBERESH

ERAEHETSFENBEDRIER. EERBRRBAZE , SAUABEE - MENRER , BDERER
HHRRENEE, SEHRAUEERE BERDN. HRERERNEERIRE BHEKR/DES , Apache Kafka
ST IR B ERMIBRIEES R

BEEEBRIEERERE , BFREUAT —1HZ1S
¥ : log.retention.hours, log.retention.minutes, log.retention.ms =%
log.retention.bytes. BXEZ{EE , HZ M the section called “HE X Amazon MSK ELiE”,

AU EEBERINEERESH

- ENBANEREE-MRENER  BEAUATHS,

kafka-configs.sh --bootstrap-server $bs --alter --entity-type topics --entity-
name TopicName --add-config retention.ms=DesiredRetentionTimePeriod

s ERNBNEEEE-MREBERD , FEAUTH T,

kafka-configs.sh --bootstrap-server $bs --alter --entity-type topics --entity-
name TopicName --add-config retention.bytes=DesiredRetentionlLogSize

BETBERFNEENRESBRAETEHRISHK
EAREEXAFENRBERE

EREEXAE , REYEZFE—BNBSEEHRZS , ANEFEHITEERE. HiA

BIRT , Kafka (NN AEE REA —NELERNITHRE, 60, WREERTLER

Mo X, MAEMRETREZEER NN FTETK. NIMREEFRE , BNFEARERE M
num.recovery.threads.per.data.dir #MEEHE. BALLETIREN CPU OLHHKE,

¥4 Apache Kafka 1%
BB Apache Kafka ERMATE. BN , EHARELTETTH.

EWE Apache Kafka £ 7D RF , BRI LLEE HeapMemoryAfterGC 3§
¥ro HeapMemoryAfterGC RIFENEHEANEHANFE D, BIMNBIESE—/ CloudWatch
Bk , HHeapMemoryAfterGCIBIRHEIY 60% Af&REITEI,
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ATATROAEEANSREMTE , EABRTEEE Apache Katka WA R, fl , MREE
AESMEREE | WAL Apache Kafka BLEHH transactional.id.expiration.ms EM
604800000 ZEM A F 86400000 B (N7 XKEALPEI1X) . XBLD>TEBNESHAFLHA,

BRI MSK K32

X F ZooKeeperEF MSK Filit ERV & EF , MREFE A Apache ZooKeeper an TR INAEE |, MIX LA
BRLSBOMNEEH MSK Bl BEE + |, H BB Apache ZooKeeper B EBXZEHNW T EHE
B, XUBESSBERBIE. BxXHFHN MSK Ml BEERIRE , S, the section called “E£EI
BRI LS

=Rz ol shilibe
BREwPNZLAR MM EAINBRWELR | ES@the section called “Amazon MSK 1% i R %",
EFoEDX

EN 9 X8B3 E| R — MSK Provisioned £8 ENFARINRE , BuLERAE NN XEHFPET

B, kafka-reassign-partitions.shhi 7 R£gE , BINBWEE —KRkafka-reassign-
partitions AR EHFPEMN D XFEES 10 N, flan , EFMHREBUT BREH B9 XUE
BMAREZE , BB, XEMIEAHNEREFHF FEHZERH., AxW{AE MSK MEEEH
WIMRENEER |, 21, the section called ‘T BEF"BXMMAMN MSK B EEFH P BRRENE
B | #EZ [, the section called “BRARE"BEXIPXEHSELEMEER , 55 Apache Kafka X4
PR BEE.

ik L2 AN REKEK

AREBBIR T £ Express IR RIEEH — L HRESSEK, Express broker EFSLELE 7 & AT AR
MAYE. RIAERT , ENBEIAE=ZATAHAXF , EFIBRLKREN 3, ATEIFANR/NMEKRLRE
N2, B2, EMLEFNITEENEEE K NEEER/ILINMNEER,

& imE BB
RARFHN T AEAEETNRRT RS HHEE , FRRTEFHEE,

- BRELNEFHEUSSMEAM, £ Apache Kafka XE#EN S HARRES , BRESTHAMN FEP T
FERENEERZEMBREXEE, REMFHEITRIAMITRIASG (Hl0AR, 6T, BEHK
FERMM LRI ) T T4k, Kafka EFATURBREEL , Bt Kafka B imth AMZ S0 BRE XY
BB, BXEHAEER , BS54 5 Apache Kafka B iHH SIETEEW,

s BITHENRURIIENEFRRERBATFEZARRER , IERINEBREARTERLLHEE
B, FBATLM MSK #ZH AR MSK EEEFHHPHRE, APIs
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BR S5 B8R umE B B
REEFN NN  SIMEENRKERE

NET Express WEFEFREHREIENRE, 81 Express REHEEXMAONEORTHRE,
ENZEALEULREENARERIENTEFR (AGEREMER | flns XMEER , T

) o

Bl | MRIEHRIEENARFEE 45 MBps % BIEIEA D ( BA ) # 90 MBps M RIEH

O (i) B2, WREMEA 3 4 express.m7g.large REEHEEZENELEER, 840
express.m7g.large {RIEFFALE 15 N A OF 30 4 MBps HH., MBps HXEA Express KEHEH
BUBSHERS , BEHATR. IRENFTHEBIEWNRES , BUEQXEEMETEAER , Bit
BNZBOREST BEH, NREZNAEHEBRBURFHAIBEMNMELRES , MSK FREHZNE
FinRERS 1L — S &,

R LAER BN “BEF MSK AEMEN” BFRERITESHRHAEZREMER , Sl Xit
o

BMMENBUSRAELE

SEBIKR /D A A () MBps 0 () MBps
express.m/g.large 15.6 31.2
express.m/g.xlarge 31.2 62.5
express.m7g.2xlarge 62.5 125.0
express.m/g.4xlarge 124.9 249.8
express.m/7g.8xlarge 250.0 500.0
express.m/7g.12xlarge 375.0 750.0
express.m/7g.l6xlarge 500.0 1000.0

Wsi2 CPU A%

BABYEEELLA (EXHR CPUAF+CPU R4 ) WA CPU RIARRFE60% AT, HEH
B E CPU ATAERZE IR E| 40% Bt , Apache Kafka ATAE S BRI EEFHFINWRIEBZ B EH 2 E CPU
8. BFITRARITRIANEYS , TEFEXEM. TRAEHHN—NROIREFREIAR , Fit
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HiE , MSK BEZENERERHTHAREREHR M. TUASHN -6 FRAENEAHRE ,
EBRTNBERRTARSE , EPTAXFHMERERZIZE, YEFS7XESRFNRERL
B} , Apache Kafka 2E#H 2B 5 XAEN , FTHEEH I BRALEEFPHEMNRE, B EFELHES
B B LAAREFTERBHN CPU REXRBTTLRRESH.

ST LAE A Amazon CloudWatch B~ R PR R HFRERS CloudWatch IEHRE S EANRGIEES
1EFR , Bl CPU A/ + CPU R4, REYESHEINEE 60% KIF1 CPU FARNARMNER, AR
BEERES |, BERUTETZ —F RES

« R CRENELEARERA T —IERNAEK, FidE , SEEFREHPHRELRND
Y , Amazon MSK £BURF AR EREE L , AL XASNEH DB LA HMRE,
« JRW 2 BYRNRERY BRER  REEABRINIXEFIETEER2ENAES X, kafka-

reassign-partitions.sh

HAaEIL

s FRAAESENRE , BiIEsNMEM CPU SXAX, MEREN CPU MAXR—EFRHGSE , N
BERPEHNNATE D HTEE, RIMNEBWAEA C ruise Control B 2 X9 B FE£EBE AR D H .

o BHARMFERER, ERMEALEREAMEE CPU RIARELME M,

« JMX #MEEFE : REFERA Prometheus ThEEE AFF IS , MZEIER Prometheus EHEE
() A 60 WRESHWIMEUEFE () scrape_interval: 60s., prometheus.ymlB&{KHEREFE
ARESSHBERH LN CPU ARSI S,

EHFHRRERNIE . 89 Express REHN 2 X

TRERTEN Express RENEES XHE ( BRERANMBREERAE ) o BIUND XBH REH
WIT , NTEMAEEEN TR XRERENT R  IRBEEXK.

RE K BUNSMEND XHE XREEFTRENERD XE
( BEASRIENREE B
).

express.m/7g.large 1000 1500

express.m7g.xlarge

express.m/7g.2xlarge 2000 3000
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KE K BUNEBMENDS XHE XEERRENERD X
( LR F BT RAEE &
K)o

express.m7g.4xlarge 4000 6000

express.m/7g.8xlarge
express.m/7g.1l2xlarge

express.m/7g.l6xlarge

MREESHX, BELENAL , HPF2XBRE , BREEMEIXZRARERE , WA A E
MEITEEZHSX , IRRLERNT T 2BANEMEENE , LRI, XBESHNHEERETRITRE
B, IRBMENS XEELATHEARE , HEENETFIH , M/ ERITUTRE

- EMEHEE

- FEEEFIRDPHRKER N

« ¥ Amazon Secrets Manager 41 588 SASL/SCRAM 5 135 1iF B SEF¥AH < Bk

ST HKE D X th a8 S BE Prometheus HIIEL CloudWatch FHERETER 2> Kafka 1845,

BXREERSXBHIES , 155 Apache Katka THEHEBNER 20 T N0 X, BATEEBNUEHRITESH
s, LBEESEREBEN KD, BXTEARBARPIMMEZEER |, S Amazon MSK KB K/),

WRE R TR

EFmELNREBENEZSEREANEN CPUERAR R, RELNSHRIENG , BRiZ
HITHEEUBREBCEEANRFEEN. EABEZAMNNER , IUEEFRRE
reconnect.backoff.ms BBES %, Hlm , MREBHFEEFFIRE 1 WHEERERE , B8
Ereconnect.backoff.msB, 10006 XBEEERXNEZEL , BSH Apache Kafka 314,

HE [0

BMUENH K TCP EER (1AM 5 [RIEZ2F] ) 3000

BNMUERN R K TCP EEHK (IAM) =¥ 100

RIEZL AN RIESRE 260


https://blogs.apache.org/kafka/entry/apache-kafka-supports-more-partitions

Amazon Managed Streaming for Apache Kafka FERARER

YE [0

BNMENZRA TCP EEI (I IAM) MSK 34 3E IAM & 3 10158 S AT E R
BR , BNZKEE CPU MINEFEAREHMIE
R, LRI ENEESSMSRERTH.

EMoEsX

B9 XB3hE|[E— MSK Provisioned 58 FIWFRIMNE , B UFEAE AN XKEHRFE T

B, kafka-reassign-partitions.shi 7 ZR£BE , BIMNBWEE —Kkafka-reassign-
partitions AR EFH I HEN S XFEET 20 1, il , ERMFREUT BERSI B2 XUB
BRREZE , FUUBIRN? XREfMIEAFNEBEREFHF FEHZERH., XWN{AE MSK MEEEEH
ARIMRENEL , HS . the section called ‘¥ BEFBXUAM MSK FE BEEBHPBRRENE
B | 2, the section called “BRAE" XD XEFHF 2B TEMNFE LR , 1S Apache Kafka X #4
P EEHE.

Apache Kafka & F7 i B9 Bx £ S5 B

£/ Apache Kafka 1 Amazon MSK Bt , IEWEEE P in MRS R|URESREMENTREHLIIETEE
E, R{EEFRMT Amazon MSK B{EXBE F iRkl & E 1.

AR Amazon MSK EHIRREXKNEE , TSR ER MSK EHEENRESREK. AXRIFENREZ
LENREXEK , FESAFENRELLEHNHESE,

FH

- Apache Kafka & F im A] M
« Apache Kafka % F° i M AE

- Kafka & F i 5 12

Apache Kafka & /= ¥ A A 4

# Apache Kafka ZEHN S AXREF , BRETAMN TEP TR ARENEREREMRKEERE
B, REFRUTYAMITRIASE (HIOAR, B, BHEBENMERDR ) MEL, Kafka EF T
LUARBHREREL , it Kafka B mtSMZELBREBRIRES, N THR Kafka /w7 A
t, RIEEXERESK,
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£ A%

« RE retries MEREFEERBAYEBRBNERRERAMAER . XTASHBERZR |, B
BUEAZBRSAEIRCUNSE, TXHEBRBEA Kafka 1S 7 A i,

« iRE delivery.timeout.ms BUIEEMEZIEEERMNREUW R IN 2B B EatE LR, XM iR
HEARHMHLEZER, FRERHRESE®ES , AATEBHNEARERNAREREE, WTX
SRERAGR , RINEBEFEREN 60 WRES,

« J¥ request.timeout.ms REBAEZREHREZHEMERBNEFHRENE, FTFRSEE
RZs , RNEBWHEIREN 10 WEES,

« i®E retry.backoff.ms UEBEFERZENER , LBEEXXNENTHAERM, W TFASHE
RZs , BNENUK/NMERENR 200 ER,

« RE acks=all UEESZFAM  XNERS[/IHEE RF=3 M min.isr=2 —3 , LR ISR F
B D XEBEIAEA, R MNIEBELEE , X2 min.isr, B 2,

SHBRETAM
s WTFHFNREF BN ETEEE KU auto.of fset.reset iIREHN latest, XFEATLUERE
SHBRBEANTTMEMERATHXRE,

« M enable.auto.commit Bi&E auto.commit.interval.ms. NTFAZHERZSE , R
BWHHRNMEEERNS Y , UBRIAABXKE,

- EHBRENHELEARBFAXARELELAELT R EEIR | PILMESRFIEHROE KR, XM
REXSBNARFER , N\TSBRIEEHRFE,

« i%& isolation.level &I MANENESHEE -
RINBIVBABRIAERIZRE read_uncommitted, —2F PSSR L IhEE,

ENBENWEFERA»EFE#NER read_uncommitted B,
e ¥ client.rack RENFEAKIANEIAIER, RIMNBVIRERN az id |, LR ARE M EREM LK

RERAFIER. iE5 5 Reduce network traffic costs of your Amazon MSK consumers with rack
awareness.

HREENTE

* ¥ session.timeout.ms RENATRARFEHRNHENE , SFREASHANE B3, XTK
SRERGR , RINBICHEREN 60 B
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 I®{& heartbeat.interval.ms UiAAN AR NAFERERNNEE. N TASBERG SR,
BABUVCHEIREN 10 ¥,

- ENFAEFPIEEXAYTF , METE SIGTERM LT 4 XAHERE , MFARKESFENRKIR
SHBREBMEFA, Kstream BARF ALK internal.leave.group.on.close ®ENRN true
=

* ¥ group.instance.id RENERFALAPNIEEE. BERBRATR2ENA. 15 ID HBH4
(pod) ID. HEAMNBWMRALREWI , UEETHEHRBEREBEBRENTHNELFNE - in/RS S
B E&RER

« J¥ group.initial.rebalance.delay.ms RE N SFEHERE —BWE, X2FIEIBEHIE
BEEHTE,

« i&E partition.assignment.strategy AERAMM P EE. RIBI StickyAssignor
CooperativeStickyAssignor,

Apache Kafka % F s tEAE

N THER Kafka BR IR S ERE | RIHEXLERESE,

Hr=EERE

« RE linger.ms UARFIEF=EESHURIET A, BRI Kafka RiEITTERETRS , @R
2R ERNESLEMN /0 BE, BMNBUEAUTE,
NTFmREERAZSR (S/ERER ) , K/MER 5 ER.
WFAZHERAG R , BRIMNBENEKEREN 25 W,

BNEBEVUTEEREEFRAZETEASE. (SEBEQSBER , M5 10 XX, )
« i%E batch.size ARSI RIXBIEFH IR KD, RNBICHEEE T 64 KB = 128 KB,
s FARKIWHIXK/PIZE buffer.memory, T AZHFERZR , BIMNEBEVCFHEIRE N 64MB,

« i%E send.buffer.bytes AZHATFEKFTH TCP ZBH X, BIMNBVCRHEREN -1, UEE
SHERME EETEFENILBRERGEBLENX,

« 1%{& compression.type KIZHIH RN EF ., BMNBWESLEEMNEZ LZTE~ENEA 124
zstdo

SHZRE MERE
« RE fetch.min.bytes UEHFIERWR/PMREEAD , MR D REBUXBIERFHNRK,
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NFMEERZR , BINEBUSK/NMEREN 32 FT,

NFALBERGS , RINBWEKEREN 128 T,
« i&E fetch.max.wait.ms LA#EE £ Z B fetch.min.bytes Z B H R HEFEZFZKAtE., N FRSHEH
2, RNBVEHEIRENR 1000 EW.
c RIMNBUFEAENBEZEVETIXNKE , UREBEFHHTHNREY, EELEERT , ¥ FEE
HEFH  BAURQERES XBEFLNERE,
« RE receive.buffer.bytes UEFI A FEHKFTH TCP BHX, RMNBWHEREN -1, R
FEESEEMEZ LETHEHRENILLBRERGERELEHNX,

=P umiE

EEE AN Kafka EREFITENAERE, —XUEZTZERLSHAFT K, NIFIE Kafka
ERNTAM. KTAMKRBEE2SBNARFUIRESERE  NMSBREHRE  BLSBEL2H
o MRNASEREGE WA UKAREERE,

BMNBURDATEHERREESERQIER

- BRENNMARFHENFHF2-—AMEBSHBELETEHRE , BREFUABRNMIRER.
- ERAERFE , FRARNBRECREEE MK, £ EEPHRIUERERT MR MITRI A
( BEHLIKER ) o

« £ SIGTERM B |, <PEZN RMRITHEYIKE , LBRTLENXAME Katka i, BEVLIKIRE
N7E SIGKILL %4 2 &l Hy Bt atE N,

Example =] A ( Java )

sleepInSeconds(randomNumberBetweenOneAndX);
this.kafkaProducer = new KafkaProducer<>(this.props);

Example =l B ( Java )

Runtime.getRuntime().addShutdownHook(new Thread(() -> {
sleepInSeconds(randomNumberBetweenOneAndTwentyFive);
kafkaProducer.close(Duration.ofSeconds(5));

1)

- ENRARFE , FRARNBRELIRXFEINLABRFNEE—REF K, Sl , £/ lambda
B, NE2REBERNCERE R K MARELELCERFPEIE,
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o BATEWSEEEEN , LRERE, EXSMNAREBEHEEBHR |, E#creation/close/shiftIE &,

Kafka & /= i 4 42

12 Kafka &P ini T44 Kafka £ERRERSTRRANBEEXREE, LTiLERE Katka EER, 7
BERARERZERAMKRR , BRAEFHERN T 7THITAMTIASHERRENLSERBEXEE,

AR WAE A IRAY B AR IR AL ISR S 42 LU T & P i ds #7 o

42 H X #F1E KA Amazon , B EESHHRANKRINEMAREE, THESEFARBPER (MEE
&) WEFRNRAER B SR,

£ R E R

* byte-rate
 record-send-rate

* records-per-request-avg
 acks-latency-avg

* request-latency-avg

* request-latency-max

* record-error-rate
 record-retry-rate

e error-rate

® Note

B HINERERATSAER , BAIXE Kafka S EBIGH EE ( HlanNS EBEEBR
MEEHEH ) DI —32D . record-send-ratefFHWIAEFTERBNEHITER,

HEREER

* records-consumed-rate
* bytes-consumed-rate
» fetch-rate

* records-lag-max
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* record-error-rate

» fetch-error-rate

poll-rate

rebalance-latency-avg

commit-rate

® Note
SRIERNRIBLUEFTRTILENNT . REFURAINITIER,

B ER

» connection-close-rate
» connection-creation-rate

e connection-count

® Note
SIEEMNB/A L SEEFHTERTIBENAR.
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4 2 MSK Serverless ?

® Note

MSK Serverless A T XigiR Mt : ZERZ (BZBEMN ). EEXRIB (HFRLMILE ). =
EEE (HEXMN ), MEX (FE), TABKX (FX), IAMKX (FHnE )., TAMX
(BE)., TA#X (KR ). DA#HX (BR). RltX (EZZ=E ). BNbX ( HiE
TFRE )., BMbX (B/RZ ), BMNtEX ( BRE ) MIRNBX (03 ) X,

MSK Serverless = Amazon MSK By —fhE 8K | gL BEEEENYT BREFH S ERATIE1T Apache
Kafka, EAIUEERTEHIN I XNERNBIREMT REE , HEAURNEZHBIE , MLEE
RAREFAN/IIYT BERF. MSK Serverless RHETHFHENEMERX , ALERFNERERAE
%, MRENNAEFZEETEAZALMAQ T BNRERANEHEE  BEREATRSHEE.

MSK Serverless & Apache Kafka ST % , L& LAEAE M 3R E N in S AR F R E R E

RBIE. ©EERTUTRS :

 Amazon PrivateLink 12 =FABE#E

« Amazon Identity and Access Management (IAM) , A F £/ Java fIfF Java ESHITHHRIEFNIR
o XA IAM BEZFHNIRE , SR EE S imUH T 1AM 7 RZ S,

 Amazon Glue A TR EE N LD EM K

- AT Apache Flink WL S# RS , ATET Apache Flink B4 E

« Amazon Lambda Fi FE#44b 2

(@ Note
MSK Serverless EEX A EEH# 1T IAM 5 R#24], RN Apache Kafka 7 [RI3Z %15 &
(ACLs)e BEXEZEER , {558 the section called “IAM i B #2 &l”,
BHXERAT MSK Serverless RS BREME R , 1§31 the section called “TIRSS 28 =K IR
;.

NTHEBEFREALRSHFER  AFATHRETRSFEFNEENKZER , FSRANATRR,

£}
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+ {8 MSK Serverless £
« MSK Serverless £HHEERE

.« W52 MSK Serverless 58

£ MSK Serverless £

AHEERMEBRERT —NRE], HEBIMEIE MSK Serverless 58 |, QIZ AR ZEFENEF K , A
RERAEFHEER AEFBFHAXEFHEARE., ZEIHARRHEECNELTRSSFERTTTIN
ERABERI, AT EEEN , BINEREINEZ NI EEEFERIAET, XHFEREEINZTH
FiRB LIRS [ERHNME — LT, Bt LAEH Amazon CLI 5 Amazon MSK APl, BEXxEZEE
%2 Amazon MSK API Reference 2.0,

£

+ B2 MSK Serverless &

« 7 MSK Serverless £8 LR EFLIE IAM A&
- BIEEFHITEANLAGR MSK Serverless 8
« 8|2 Apache Kafka =&

+ 7£ MSK Serverless 5 4 R 1 {F F Ei 48

« MIBRIES MSK Serverless 8|2 &R

B2 MSK Serverless £

ERHSES  BERTEMES. B, FHARIMREBIZE— MSK Serverless £8., Rig , WEE
XEBNEE, XREBERES BRI EIBTmER L EBENEFIRNIENEE.

EORTRSIRER

1. B FHEnhttps://console.aws.amazon.com/msk/Z R FTF Amazon MSK ##|&. Amazon Web
Services Management Console

2. EROIBEE,

3. XWTFRIEFGZE , FREUBATRIENEPRES. REGBETAFEEAMARECIRTRS B
308

4. WNTEHEEBEH , WA—NEREEH , 20 msk-serverless-tutorial-cluster,
5. NTEHNEHEEM , BEBRTRSSFIENERLE, NTHRNWENEHREMY , FAMRIAE.
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6. FIBMASEHRETHR, KRIHTHNEMNTAMSERTRENIRINE , AEATEVEER
B ANERETRE. EECRER CNEIRE , NECRS AT ERE A E LSBT,

@ Note

i/ MSK Serverless 8 |, B8R Z U LiE#E A VPCs N EINEF ik, N T HBBEF IR
NMARFERERMIRIE —PNATRAKX |, B4REESND VPC REDEEFNDFM,

7. EEROIEEE.

BEWRERXREHNER

1. EERRENY  EREFEFFIREES. & Amazon MSK TREFCIE 2T , RN —ELT
RERS, BURERESF/LOHEINRATNENRS , REFREER,
2. EHmRFETHFHR. XRENISBSHFEFFER.

. EEEMEDFR,
4. TE‘MERE O T , EFFRANZLEANHREECH], ANBEEEXEERRAUEEF V.
IDs

5. BEBREEFM, XfFITH Amazon VPC #H &, EHRESFMKEH Amazon VPC Y ID, RFI
Amazon VPC ID LAt 3RER,
T—%

A MSK Serverless £ B 6 IAM A€

A MSK Serverless £ FHEBCIE IAM A&

FUST|A , BFHRTHRMES. F—MESREIE IAM policy , AR FHEER LB EBUUR @)X L
FEREBFEOHRNR, E-MEFEEE IAM SE1FIHRKEREXEK, £EENSRS , &
FUBRALBENEFAHRITEN , FRCESFH LABREITHEZEBRIEHE,

BIEAFREETTHEATER IAM policy

1. f#H https://console.aws.amazon.com/iam/ 7 IAM &1 5,

2. ESMERP | EEER,

3. BHEFUEER

4. & JSON ET+ , ASFRERE D TR JSON H#fRHLLT JSON,
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FRARER

region&ifn

R

Ch

BIEEEM Amazon Web Services Xig, (VEH KB, &™ Account-ID B

HIBNMKF ID, msk-serverless-tutorial-clusterBNIEBNTRSBERHNE N,

"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"kafka-cluster:
"kafka-cluster:
"kafka-cluster:

:]I

"Resource": [

"arn:aws:kafka:

Connect",
AlterCluster",
DescribeCluster"

region:Account-ID:cluster/msk-serverless-tutorial-

cluster/c@7c74ea-5146-4a03-add1-9baa787a5b14-s3"

iy
{

cluster/*"

cluster/*"

]

"Effect": "Allow",
"Action": [

"kafka-cluster:
"kafka-cluster:
"kafka-cluster:

:]I

"Resource": [

"arn:aws:kafka:

"Effect": "Allow",
"Action": [

"kafka-cluster:
"kafka-cluster:

15
"Resource": [
"arn:aws:kafka

*Topic*",
WriteData",
ReadData"

region:Account-ID:topic/msk-serverless-tutorial-

AlterGroup",
DescribeGroup"

:region:Account-ID:group/msk-serverless-tutorial-

Bl 1AM A&
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}

BRNMEERLENEA , 52 Hthe section called “IAM i[RI #2#l",

ERT—F 7%,

EERT—% %%,

MNTREEH , mA—NEAMERF , Hl20 msk-serverless-tutorial-policy,
IR IR,

©® N o o

B2 1AM A & F @ H bk SR e

ESmMERP , ERAG,

1% Create role ( BIEA® ),

EERAG T, EBEC2, REIEE “T—% : R

EEFEP , AL EHECENRBNER. RE , EPRBELNNEIEE,
EET—% 7%,

ERT—%  §&,

NTFAGER , MIA—NMERMEET , Hl10 msk-serverless-tutorial-role,
i%#E Createrole ( BIEA® ),

© N o g bk~ 0w D=

T—%
BB E P IwiTEYLLAT R MSK Serverless 8
BIEEFHITEYLLAG R MSK Serverless 58

ERHTRP  BFRTEANMES. E—WMES261E—NAE Apache Katka & i it EHLHY I 52
EC2 kfl, B-MESREITEN %% Java M Apache Katka TE,

BIREFIRITE

1. 3#TFF Amazon EC2 ##l#& , ik Fhttps://console.aws.amazon.com/ec2/o

2. EBRZRH,

3. AEFFWITEN@MA—NMERMERF , 510 msk-serverless-tutorial-client.,

4. SITLDHHLEBE (AMI ) 2B #4&3%H Amazon Linux 2 AMI ( HVM ) — %% 5.10 , SSD %4

%,
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10.

11.

12.
13.

14.

RE t2.micro SKBIZEE & IR,

EZAN (BF) T, ERCERZHAN. X TFHHAXNEH , %A MSKServerlessKeyPair,
ARG , %£3F Download Key Pair (FEZHI). WA , BEAERIAEHEHX,

NFRZRE |, ERERE.

FEVPC T, MATLTRSBEHNENIAES= (VPC) W 1D, ERETF Amazon VPC R
VPC , ZRIEEBEREFTHID,

NFFH , BEBECUIBREFRERTFTTH IDWFN,

ERAAIE (REE ), AREEHRXBENTSEA, NMRZZS2EEAUYRENZSEARBEHEW
ASEHN | N EEM, BXXHENHAN K B—IMLZ2ENKATUEEEE, BXEZEL B
Z# (Amazon VPC F R &) RWNEZ=HMN,

BAESRFMEEIY , REEIZEE 7 MSK Serverless £8 FH T 02 IAM A€ hAlEHY
IAM B,

EEE.

EEMSMMEKS |, %EF Instances (K6, ARFEPAREREIZER Amazon EC2 KAIKIITHHY
EikE, MIELETFIE , RNHXDKHA T iwmit &L,
ERERFRRBEAEZEINESmITEN.

EEEFFHITEN LIRE Apache Kaftka EF i TE

1.

BELZE Java , BEFEFRITENLESTUTHS ¢
sudo yum -y install java-11
BRI BT TN EEHIBMEN Apache Kafka TR | EETUTH S

wget https://archive.apache.org/dist/kafka/2.8.1/kafka_2.12-2.8.1.tgz

tar -xzf kafka_2.12-2.8.1.tgz

% kafka_2.12-2.8.1/1ibs B , RAREETU TS TE Amazon MSK IAM JAR X
. Amazon MSK IAM JAR it Z& P i it S 4 aT LA R S 8

wget https://github.com/aws/aws-msk-iam-auth/releases/download/v2.3.0/aws-msk-iam-
auth-2.3.0-all.jar

FRLGS , SR T EEM FHMAR Amazon MSK IAM JAR X #,
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4. % kafka_2.12-2.8.1/bin B, EHUTEMHREFFEMMBIF X4+, AXXH
client.properties & HREXH,

security.protocol=SASL_SSL
sasl.mechanism=AWS_MSK_IAM
sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;

sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler

T—%

822 Apache Kafka £ &

#12 Apache Kafka =&
EUDSERP , BEA L ENEPIRITENELRSSHEF LB ET,
ECBETHEMEE ALKIE

1. TEHTexport@®H , my-endpointBER N ECIEERFREMN bootstrap-server FRFH, A

B, BEEFIHITEN LM katka_2.12-2.8.1/bin BRXHIEIT export ®H,
export BS=my-endpoint
2. BITUTHSLUBESEN msk-serverless-tutorial X,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --bootstrap-server $BS
--command-config client.properties --create --topic msk-serverless-tutorial --
partitions 6

T—%

1£ MSK Serverless F 4 B F 55 A Ek =

£ MSK Serverless A4 5 58 F $ 17

EWPRP  SBRERAELNTRPLUENETBERMNERABIE.

A& RHE R E B
1. BT TSGR ES S £ KR

BIEEE
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<path-to-your-kafka-installation>/bin/kaftka-console-producer.sh --broker-list $BS
--producer.config client.properties --topic msk-serverless-tutorial

2. WMAFTEWNEMIER , A5 Enter EEMTUHIRARBH =X, 8K A—1THK Enter B,
ZITRERNEMAEERIEEIER,
3. FMEFFRITEVAERREITITRS , AREHELHITFEZITENNE =N 2 MERE,
4. FRAFFRTENNE=NERE , BIUTHSRIRESEERASR. my-endpointBRNECIE
ERERENSISRSHFEFNF
<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server my-endpoint --consumer.config client.properties --topic msk-serverless-
tutorial --from-beginning
B REBEIZAIEREF A ERBB SR EANER,
5. EAERBEOPRAEZEE AN EEEREFASKEOR,
T—%
BRI MSK Serverless B2 %R

M ERIE N MSK Serverless B2/ &R

HUSETRD | LRI BRE AR IR TR

EMRER

1. fEhttps://console.aws.amazon.com/msk/ZR 3T FF I B i# MSK #2& &

2. HEEBIKD , EFENUEHECUNENER.

3. XNTBRME , EFMBRER,

4. TEFEHRHMA delete , AREIEZMBR,

EELEFPIRITEN

1. 3#TFF Amazon EC2 ##l#& , it A https://console.aws.amazon.com/ec2/o
2. 7 Amazon EC2 3Efl5&kH |, FE N AU ENENEZ S,

3. EERFIRE , REIEFLIESH6],
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FRARER

4. EFELIE,

fHIER 1AM policy F£& &

1. f#H https://console.aws.amazon.com/iam/ T FF IAM 2 &1 5,

© N o o K~ 0w DN

IEERMIBR

MSK Serverless £EHNEERE £

ESMERTS  &RAE,
HEERER , ALK AHRELEN IAM AN B,
EEAG . ARFIEER RS EIAER.
HESMERT , EERK,
HEZRED , AN THECZN RN Ao

EERE  TAHBENE, EXREOBERE L |, ZEHEREK,

Amazon MSK @A TRFSH/EHRENERBEREYE. ELEEIXEREEERERE. BR , &7
Mg BRERUA T EBRIINEER L. AEEMEERFINEEREDTARE.

BLERE M

cleanup.policy

compression.type

max.message.bytes

message.timestamp.

difference.max.ms

message.timestamp.

type

retention.bytes

RRIA

Delete

Producer
1048588

long.max

CreateTime

250GiB

A 44

=, BXRTFEZL
#et

=
=

=
=

=
=

fim

fim

RFHNRAE

8388608 (8MiB)

ZRE ; RERN -1 7
SKI TR IR

BE
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Bl EE 4 ZRIA Al 4miE REFNRKRE
retention.ms 7 days = FToBR&l ; RERN -1 7

SKIL TR IR E

ERERBIXLEFHARFINEEZEEMY , BILER Apache Kafka S8 51T LR, BXxEZEE M
RETCAINRE , S EFH Apache Kafka XRFH 3.2 TBERE B,

(® Note

BT ETE MSK Serverless S E B segment.bytes L&, {ER , Kafka Streams M A2
FrAELZREHH segment.bytes BLEEMNAZBER , X5 MSK Serverless A FHIELE
BEFR. BXAER MSK Serverless Bt & Kafka RVEE , 82 H, ¥ Kafka Streams 5 MSK
Express 2427 MSK RS 25

$F Apache Kafka #5517 L E 5 Amazon MSK Serverless && AR |, HHEMRETK Amazon MSK
Serverless Al TXRMIEERFimit EH LR E Apache Kaftka BEF IR TEZS 2PN SE 1-4. 14, &
DRETHFEE --command-config client.properties SH,

Bl | AT e o A A F 18 hr etention.bytes THEREFE M LLIRE LR ERE

<path-to-your-kafka-client-installation>/bin/kafka-configs.sh —bootstrap-
server <bootstrap_server_string> —command-config client.properties --entity-type topics
--entity-name <topic_name> --alter --add-config retention.bytes=-1

EYRBIF |, <bootstrap server string>ERNEH Amazon MSK Serverless £/ V5| SRS
BARIET R, Wk <topic_name>EBE NN ETE o

--command-config client.properties SR Katka M BITTEFAEYNEBERESEN
Amazon MSK Serverless £&# TEE,

U542 MSK Serverless s &

Amazon MSK 5Tl 5# £ , CloudWatch EHItE AT LAY E, EFEM D MSK LTRSS EEHNTE
¥ro TRATTMAEATAAELRSSZEFHNIER. ATXEEFRRENTEREN D XWEMBIESX
AR, AERMNZCHEAIMER SUMRITRIERTEE , WIREBETRINIE,
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Amazon MSK LA CloudWatch B9 # — X8 SNE O K HPerSecigtr. XEWKE , — 2 HMSUM S

BB LU R R PerSec BN EREE. EREBES — 29N EREEE  EEAUT
CloudWatch ##ZRix= : m1 * 60/PERIOD(ml).

ERIA G4 5 0] A BV B R
=X A DU, B (8] Dimensions iR

BytesInPerSec HEERBEAE KHEW. T SYPNEFEFHEENFTHR, WER

Bzl il NENEBEAA,

BytesOutPerSec EFERARAER SHEHEN. £ SPREIEFFHENFTH. HIER
EMNxB2ziE. & NENEBEAH,

FetchMess EEASEAER KEER £ TESWIRIUHEERRNIE

ageConver B xlizis,. &

sionsPerSec

Estimated EFEASRESER S£BHEM. £ 1% MaxOffsetLag IEFREYAT[EI 41T

MaxTimelag E xRz, HRAHR4A. T8 &

MaxOffsetlLag EEARAER SEHEN. £ FEPAEIXZENZEARBIE
EMNEBzE. R4, T8 K,

MessagesI EEFRBREAE E#HEWN, £ IEBVEANEEH.

nPerSec i il

ProduceMe EERBEAE KHEWN £ IESVERNEERRH,

ssageConv = il

ersionsPerSec

SumOffsetlLag EFERARAERA KEEWN. £ IEPAEIRNRERBLEER.

R4 xElelm.  HHR4A, =&

EHE MSK Serverless fgHr

1. &% Amazon Web Services Management Console }#T7F CloudWatch #2§|& , Mk https:/
console.aws.amazon.com/cloudwatch/,

2. ESMERT , KIERER, RER.

3
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3. HEHERPER kafka —id,
4. % AWS/Kafka/EB B, THH AWS/Kafka/EBELZ ., FHSEE,. TTUBEFENIERF,
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42 Amazon MSK £ 488 ?

Amazon MSK Replicator ;& —I1 Amazon MSK IhgE , E©EZR 8B ET R HHEE Amazon XIFHY
Amazon MSK 8 v RIT] it & HI5iE. 58 MSK S#I58 , B IR EE S Xig3# HH RIES
RARRE , MRS TAMNLSELME, MSK EFISFTE MSK £ zHRHEEIRSESH , TEFR
ERENAE, EBEMIEERIZEBXIFEME,

MSK EHIBLBIT HBREEERR , IEERATVREEFHHE , MmEAEFTLEST BEEE, MSK
Replicator &8 | X EH Katka T¥iE , SR/RETTEE. HRIEFHHIFR (ACLs) MEAELRBE.
MBEANXFEEBNEH , BOULUHEEBE S —1 Amazon XiFH TS AE,

MSK E#lsa X FEXEHEH (CRR ) MEXHEH (SRR ) . EEXEHEFIF , JHN B MSK &£&
LT AER Amazon Xif, ERIXEEFIF , IR MSK &M B 45 MSK £&ER1ER — 1 Amazon X3
o FERHRM B4R MSK £8 5 MSK ERIsz —EEM 2w , KRB LRIFER N B x MSK 3.

(@ Note

MSK Replicator Z# LA~ Amazon X1 : EERIP (us-east-1 , HEHFRLILE ) ; EEXR

B (us-east-2 , BZBM ) ; EEFEIP (us-west-2 , HEX ) ; BN (eu-west-1 , BR

=) ; BRM (eu-central-1 , Z==4E ) ; WAH#KX ( ap-southeast-1 , F/R=) ; BEXM ( eu-
central-1 , JE=54& ) apst-1 , F# ) ; WAMKX ( ap-southeast-2 , EE ) , BXM ( eu-
north-1 , HiESF/RE ) , WA#KX ( ap-southeast-1, &HX ) , BXM (eu-west-3, BE ) | &
% (sa-east-1 , ERF ) , WAMKX (ap-northeast-2 , R ). BN (eu-west-2 , £ ) .
A X (ap-northeast-1 , KRR ). EEAEIP (us-west-1 , MFEEILILE ) . MEKX ( ca-
central-1 , ¥R ),

LAR 2 Amazon MSK & #8858y — L5 0L A 3%,

- MESXIGREANARERF  TEREBENHERSRTHESE TR EEES RSN RIEARN
RER , LiESHM,

- BRIERHNBIELN : IARMIBXESNFEHRREFEERNKELR,

. BEENEDZBIE  FHIEMN— Apache Katka 8 E #1221 Apache Kafka 8 | XETE
B B BA /S PEX R I AR B B S B B A,

- RABBEHTON : MREZ Apache Kafka EENBIBREFIE —NEBT | LERMNEREXRR
EERBEN N,
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- ZEA , £RIGREHHSE  REZFEES , BRE— Amazon KEHITHEARELEE
Ha X , N SAER R EER MR AR BR

Amazon MSK E #lgsfy TERE

EFF 146 MSK Replicator , fREEHE BIrEHNXEHGIE —HEVEHE. Amazon MSK
Replicator & B34 Amazon XEH & NRNEFPNAMERBEEF I BHRXEHENBHFNE
B, REBEVNESAERH T THESTEN Amazon XiE, REFEREFEFE , UEECEZ
308

L 128172 Replicator B , MSK Replicator &1 B #Rr &£ 8 Y Amazon X HFHBFAE X ENWRIR , ML
{EBRBEFIER, SHERFNGTZHEMRE , B MSK £5 Amazon XiE 2RI KRR, FREEHM
BREHNALREURRERNENRER LN IXHBE, MSK EFIBSBIT RRERR , XESR
BRALRZEHFHRE K mEFEEIT ERE.

HiEEH

MINBERT , MSK EFIBRAIARBENRERETE D XN &M RERS EHE BIRER. MR
EFFNETRECTE , W MSK SR BFRNFEBRETE S XAFHEHF BIRER, B
=, EFRTREFEERR 30 WHAtE S EE B REH LRUA RN EEREE S X, EEIREH
FolBEBcw , (REFERNEMEEBIRHES. HE , WREFEF LHIAREEEFIE
R, W ZHRAEESEFER , MMEERHETETXPHRENRBTHBEH.

MSK EFIBZTFHENEIE. BENREHEA , ERNFHRESF , AEBEABR

8., SBERIBEAZERAME , EPX2BE3ER. MSK EHlz85ENER
ZENFIEBEMNEERAEEAMIEDPINE, FIE MSK Replicator API A ( I
WDescribeClusterV2 , CreateTopic, ) DescribeTopicDynamicConfiguration#&BfF1ErR
3K, Amazon CloudTrailf&8y MSK RE B E R MARBHN R A,

MSK EHISREERERHTEEE , EFRR TN 3. NRFE , BN EEEBEIREH LEXNES
B ¥

THEE S

MSK E#lREZHF T HEMNREFEFZ BIrESH, TRESHEETTEE. HREFIFIK (ACLs)
NEREARBE, BREEH—H  THREEFNCURERIREN, N TREEFHMERE , MSK £4
SRLEHRTHEEFM A2 TBEEH.

T 52 MSK Replicator £ &85 A2 H1%& (ACLs) K5Ik,

Amazon MSK & #2858 TERE 280
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BE ot APIs 7 iF

B e CreatePartitions

AlterConfigs FH: AlterConfigs

el k= B CreateTopics , TTHIE

il B FH: DeleteRecords, DeleteTopics

#HiR FH ListOffsets, JTEIE.
OffsetFetch, OffsetFor
LeaderEpoch

DescribeConfigs FA DescribeConfigs

BEEY F&A JREL , OffsetCommit ,
TxnOffsetCommit

BA (X4 ) FH 47 | AddPartitionsToTxn

MSK Replicator ACLs X I &RZEE Topic EFIXFERER, FEFBIRIENERE ACLs MEHA
ACLs BIREE, MSK Replicator B N1 B#r5E8 ACLs EMIER, RMIBRIFERE LK ACL |, NIIE
RI[E B BR B AR SR8 LY ACL. Bk Kafka ACLs BiR. BXMBRENEZHEMEE , iESH https:/
kafka.apache.org/documentation/#security_authz_cli,

MSK Replicator {X & #l Kafka ACLs , T IAM R BHEHFAEAT. MRENEFIHER IAM GRZH]
FKIZEVEALH MSK &8 |, ILLEFEEENERF LREHEXH IAM REEUSSITHRARER,
T RNMEREBREHREHFRE LML,

FERNEREARBERDIHN -8 , MSK EFIBRSHXNFEERF LR ERERTHL , XEFERENE
FERRWNULE (EFHDXHWKRRE ) #HITRE MREEREAEFRER LHIER | BLEFHA
b, BURLEIERLNEREANERES. SEREEAMEBIBIRERHE  ENERERE
MABEEZEEHE, ATRAOMERE , REFLAWEREZTEE LHEAMNRRE ( EBD XK
B)FEfE,. HEMNERER LN , MSK S48z R ER,
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. MSK VN

== | E fepliator ==
Source MSK Cluster : Target MSK Cluster
3B
FBRIEIE

MSK E#IRERMEBEMEERN AR (BN ) IIHEEEEHREH,
wHIREBENES

BIAERT , MSK EFIBREEMREH T UEFETT , AEREHRHTITBHRPAMEIERWEER , F
i <sourceKafkaClusterAlias>.topico XRAN T HEFNEITBSENERFHNHEMETEX ST
X, HBREFZEERESIKE,

a0 | MSK Replicator &7 ‘£ NEBHNWHEENRERE T BEREH BN < Alias>.Topic
T ER, sourceKafkaCluster& A LAfEH DescribeReplicator API £ “sourceKafkaCluster3| &~
FERTHREGAME EREFPETTIMAAER , L LE MSK 24 & L#Y Replicator #4415 E R H
E#E, BRREFETPIEISRR < sourceKafkaCluster Alias>,

NERENERERBIREHNRAEHENEILE , EREERERENEABEFEERN -
MEBRRIBSE. S0, EREREFTECERHER. *topiclEMA Amazon X, HREIERE
& footopicl 2 RMEF , Rt FREFEFRBEFEZEN

NMREBFEHRBERFEERERNERETD (HNEF-EHEFHFRE ) , WNERH MSK £l
2, EQRMEIR,

HEEZEHEH

FERNBRANRENERLSR , Amazon MSK EFIBm AT A ETEEHFHRENMBATEBHREFNERT
BIESHISE (EFHAPAREERNEBRE ) . BAILERSE B MSK £E K Amazon XigiH 6|2
MBS FIR, FANEREJAYLUR R % EMEER - RRKIEIMEHHEZH,
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MEEZRERES (BHaFNREEARNERER ) ERUTRHER

« AULHEEFIBHREMBNEZEH , A BB ELREHBROXE,

- FREVBREZERRRNEBERGRE NGB RENEER M imRIZMEHHNEE,

« WTED-WIHEHEN , HEEZTRHREHNERERL T XRAEKBLRE , A ITNABFLEE RN
BIZAEHR K MEFTEREMAERBHRREHNEEEF K.

- TRATERMMEFHREZN MSK ERNBERSIENERT , LURTHERSIEP I, XE
RENBNREFHNMEE B IREH IR RN S HIR.

- BIHHEEFNIBREFEPRETE , RN - MSK £5E %5 — MSK S8V HET
%o

Amazon MSK £ #I25f£A Kafka #73k Bal B RS HFEEFEEKRED , M EBRE FIH B LRER
XS, PRk —NMEEXY , AEEFT Katka HEFHE, BEMERE. MSK &2 REFH
FENFRRTRANSNEEEHNIERKNLD, MSK E#BFARLELRERLTREFBER, &
R Z 56U B B P i B BE I 1R T HA BN E MY B8R

#IE . N Amazon MSK E#lgs iR EREE M B IREE

A#H R G SR RNAER — Amazon X FE Amazon X RigBRERMBIRER, RE , &7
LA AIX L EE 6 E Amazon MSK £ 4188,

A% Amazon MSK jREEEE

MREELN MSK EHIZRGIRT MSK RER  FRARTAEATHERNER, BN , FHEEUT
HRROIE MSK MEB R TR BFIRER

tIZEXEMEXERN MSK Sl REFHNEERL, ERFNEUTIEFSIMA,

1. BREXEHFE T IAM HREZEFNERT 2 MSK MBER R TRSHEER. BHNREFHLAE
DPE=ZAME,

2. W FEXEH MSK £5I8F , RFRERMEBER , FEN IAM GRIEHFRTEZ VPC B IEEN
BRTHNEH#ITERE, BEE , FEZ VPCH , FXBFREFHRIENFIHRIEXRE, W THMES
BRIESFR (mTL) , BEFNEZTEHN MSK F£FSASL/SCRAM). You can simultaneously use
mTLS or SASL/ISCRAMM & % i5 % VPC AABEE., B ERHAEFHFMAEEMER
B EA UpdateConnectivity API Bt &% VPC FABiEE. BSREHMEERFEZ VPC,
MRIEHRER R MSK Serverless 8 , N EEFFZ VPC ABIERE,
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FNFEXEHH MSK E#I88 , MSK RERTEEZ VPC AWEERE , HHEMEFIRMATUER X
Z 5B BRI IER R RZER,

3. WFEXE MSK E#/88 , BXAINETRERNNRRIEMH MBRESR, XA MSK EZEFLER
LIEHIBIE, B LIERTHER CLI 2 Amazon ZB#lARFHNITIHIRE, B1ESHE Amazon MSK
ETFHERNER, NTREXEHN MSK £4I88 , BFRFERITIHSE,

Console: create resource policy

ERLLT JSON EFTRERF R, &S UFERNRERH ARN,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"Service": [
"kafka.amazonaws.com"
]

},

"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeClusterV22"

1,

"Resource": "<sourceClusterARN>"
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3 BE Services | Q Search H @ Nvignav | replicator@ =
Amazon MSK ® New feature: MSK Serverless |

Recommended in cases where the throughput requirements of client applications are variable and hard to predict. MSK Serverless
scales cluster capacity automatically in response to throughput needs. Each serverless cluster has a maximum write throughput of
¥ MSK Clusters up to 200 MiB per second and a maximum read throughput of up to 400 MiB per second. Learn more [2

Clusters
® We have launched a new feedback form to make it easier for you to send us feedback and let us know of Leave feedback X

Cluster configurations features you'd like to see in Amazon Managed Streaming for Apache Kafka.

Managed VPC connections New

Replicators New

Amazon MSK » Clusters » multiVPC

w MSK Connect multiVPC

Connectors )
Edit/Delete

-
Custom plugins .

Cluster summar Upgrade Apache Kafka version
Worker configurations ok

Edit cluster configuration

Status Apache Kafka version ARN Edit broker type

¥ Resources @ Active 281 bR Edit number of brokers
AWS Streaming Data Solution 1 Edit security settings
Cluster type Total number of brokers |
AWS Glue Schema Registry [2 o 3 Edit storage
Provisioned 3 5

Edit monitoring

Customer survey Edit log delivery

: g : Turn off multi-VPC connectivity
Metrics Properties Tags (0) Cluster operations

Edit cluster policy I

Delete
Amazon CloudWatch metrics Analytics

Create Studio notebook [4

No time range selected | UTC v C Create Apache Flink application [

Connectors

Disk usage by broker : CPU (User) usa  Create MSK Connector [/ ¥

Percent Percent

CloudShell Feedback Language © 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

CLI: create resource policy

AE  MREFER Amazon BE A IBRER HERCER IAM SE1ED , NS NAmENEE
KB Amazon MBI ZAG, Z—FHH , MREFLE MSK FHINE IAM AR EZBCEAE
BEUTEEREHMEZAE , SUE MSK EHBTURAZAG, BXNABRACGHEER
RNEZER , BSREHAE,

1. FRALGTIRI MSK RN HATARA. & HUAFERNEBROES ARN,

aws kafka get-cluster-policy —cluster-arn <Cluster ARN>

{
"CurrentVersion": "K1PA6795UKM GR7",
"Policy": "..."

}
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2. PIBRETHRAKE , LAY MSK EH2R15 R EHNRER. ERANUATIERENER , F5
FFE N SKERVIRSERF ARNG

aws kafka put-cluster-policy --cluster-arn "<sourceClusterARN>" --policy '{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {

"Service": [
"kafka.amazonaws.com"

]

},

"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeClusterV2"

1,

"Resource": '"<sourceClusterARN>"
}
]
A% Amazon MSK B irEE
HEFBET IAM HRIEEFINER T 122 MSK BARER (MERERFHES ) . BENERIFTERNS

% VPC Bk, BNRERTUSRERNVTE — Amazon KEHFENXE, REFMN B FRERS
AL FRE— Amazon Ik, B BRERXAZTLE=/RIE,

#1282 Amazon MSK & %128

ERERERNMENERT , B LIERAXEERHGE Amazon MSK £ 4185, E& 42 Amazon
MSK E4I28 281 , FHHREHE 62 MSK EHIZEATER IAM BUR,

£

- B2 Amazon MSK E#IgRHEEEM
B3 MSK S HIZRFTERY IAM R
« MSK £ #lza X E B R B MR A
« XK MSK Serverless £ &AL E
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FRARER

- EERBEEX
- EARERXEEA Amazon 24 & 6|25 Fl2F
- BERIREE
- EEBIRER
- BEEFRRENNR

#12Z Amazon MSK E #I25HYE = E M

UTETNREMNATER MSK EFIZR RN TRFZM . XBNEBENRESEK, ©RETHENN

PR, SEEFRBMM Serverless HEMNER , ARAXCIZENMAEEEHBENIES

B2 MSK EHIBRFTER IAM R

AT 2818 MSK E#IZ5FTER IAM policy 1™ fil. RBERIE MSK EFISFN MR THRSWERT , I
FEWIT kafka:TagResource B1E. RFEFIEE IAM KB N SEMNEFimXI B IAM B,

BROEBIKRBEHNER , 521 Create authorization policies.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorl",
"Effect": "Allow",
"Action": [
"iam:PassRole",
"iam:CreateServicelinkedRole",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:CreateNetworkInterface",
"ec2:DescribeVpcs",
"kafka:CreateReplicator",
"kafka:TagResource"
1,
"Resource": "*"
}
]
}

B3 Amazon MSK & #HIg5HEE B
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FRARER

AT IR E HI25H9 =B IAM policy, EE kafka:DescribeReplicator &E=
kafka:ListTagsForResource &2 —BIA , MARREHETE,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditorl",

"Effect": "Allow",

"Action": [
"kafka:DescribeReplicator",
"kafka:ListTagsForResource"

1,

"Resource": "*"

}
]
}

MSK & Hlas i ay SR B R B MARA

XERX RIFHKRHIKE, Kafka IRAF KRB BRI ER,

« MSK E#I88%3#F MSK B & &M MSK Serverless £EBNEEAE , ENREFNBIRE

. MSK E#28 B oI A IFH MR EH Kafka EF .

« MSK Serverless EHEE IAM FA#2%| , 7% Apache Kafka ACL £%l , H AN FBE EE HH

YEHEER., HSHE 142 MSK Serverless ? o

« RBIZ1T Apache Kafka 2.7.0 RE S RANE R F X ¥ MSK Replicator , Tt B REFN BIRE

B THEZEEZRARBIRAS. Amazon Web Services X1

« MSK Replicator XA mb5.large LEREHIZEBMERF . TXF t3.small £F.
- WREF MSK EFIFFE MSK MEERH —EFER , WREHNENERITEVEE

MERNMTRAXHER cBEH8E  EXEERFELFENMIE,

=ANRE, &9

« SBRYIR MSK S8 M B 48 MSK S84 ML T B —> Amazon Ik, AXEFETEKSNERE

o

- MBEREBHMBE IR MSK EF VT FREH Amazon XiF ( BX13 ) , W MSK Replicator 3R JREE

NE IAM FEESH B ETEZ VPC A&,

RER FTNEMSHRITSETFZTEFAS VPC , BlalEEEH P E 4] MSK, Amazon Web

Services X1

#12 Amazon MSK £ #I85H0E ZEEM
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MRBEBEE—SEHZESHBIE , B LEEAZ VPC. Amazon Web Services XiHiEZ# the
section called “# XiFH ) % VPC FABEE

- HEEXFEEHESH (BHAEDHNREHENETEH ) EEIZTT Katka IR 2.8.1 RESRAH
MSK &,

s WTFHEEFEHES (BHEPAREHENETEH ) BE , NEXBEAEFHNXE K BFAEE
W MSK E #2512 PRk (__mskmr ) o

T MSK Serverless &8 &

« MSK Serverless X ESIZEFBHE N MSK Serverless B ir S E HIA T EBHL
& : cleanup.policy. compression.type, max.message.bytes, retention.bytes, retent:

- EXTEHREBRSHIE , MSK Serverless X35 LA T EHHL
B : compression.type. max.message.bytes, retention.bytes, retention.ms,

- E#IZFEHEPR MSK Serverless £8 FEA 83 NES& DX, ¥R B MSK Serverless £HE 2%
WEMESRD X, BS MSK Serverless BREl,

SHEEEXR

- BWETEHEGE MSK EHISFRIAIXADEFM. WRENEREHARDRE , WELRENRE
HRREBDPR MSKHBIF2EHITREREE. MRAECEESFREEERERLFABESEEME , N
FEENCREHER. IREFEBEMNETEEHEF I 2EES  ITNEFHETEE, HSRE
NEXBLERNERASEFE.

- B MSK Efl2RfE , BVEREHEERE. SHEERENELIE MSK EHI25HR#HTRIE,
NER MSK EFIZRHIEE , FAELE MSK ERIREERUATRE.

« FF MSK & E XU 3 KHIRE,
- ERRSHMITABNRR.

- 2H MSK % VPC #AEE#,

- ENM A ERE T IR K,
- EREHZTE2ENN,

EEMREREXEEH Amazon 124l & 62 S 4188

LT8R T Rl EHIRRN 29 S1EH & THER.
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EFIRFEAES

1. EEHN B F MSK EFFTEM Amazon X1 , FERHITH Amazon MSK #2#I& ? hitps:/
console.aws.amazon.com/msk/ region=us-east-1#/home/,

2. EEEHIBRUERIKF FHIEHERFIR,
3. R IEEFIR
4. EEHBRFAEEEERT , WFNEFREE—MHE—RIB

ERRES
BEHTESEEHZE B IR MSK £ EIE.
1. TEREHFHBERD  RBFREHFHFIEN Amazon XiF,

A LUEE B MSK £ HEE £ ¥E ARN REREFHNWXE, XIGEHIRATE ARN ZF
B, ELUTRAE ARN #F | ap-southeast-2 U FEEHXEH,

arn:aws:kafka:ap-southeast-2:123456789012:cluster/cluster-11/
eec93c7f-4e8b-4baf-89fb-95de@lee639c-sl

2. WAZRRESR ARN , UM S LA R ERRER

3. NEMREFEETN,
EHeERREBFXEPAIANFMUSERE, YAEDEEFNFW, X TEXER MSK £4)
2, BERNATHRRSHN FRAATIHEBREHN FRLFNTE-MTAX S,

4. A MSK EHIRRAR L 2E L REHRER.

- NTEXEHES (CRR) , EFFENRERRERL4A,

- ¥TFREXEHEH (SRR) , BEETH Amazon EC2 #2##|A& , https:/
console.aws.amazon.com/ec2/ FH R ZfGH Replicator RN Z L EFHILMN , RFRE
BAREENZE2A, I, BREEENZSHAEEAEAN A FRENREERNESSRZS

HARRE

ERFAUERNFNEREFNLZEA

1. 12 Amazon B H|&H | REFEEHEEHN , #FAREHEHNFAEFE.
2. EREMBEIF K AROTRIFINEZREEER , LIEARFNANLZSHBZ.

f£F Amazon 12| & 6328 =k 290



https://console.amazonaws.cn/msk/home?region=us-east-1#/home/
https://console.amazonaws.cn/msk/home?region=us-east-1#/home/

Amazon Managed Streaming for Apache Kafka FERARER

3. HIAWMN , RAEEFREBEAWGAN,

4. EBRMAN,

5. EFHHNEBSIH  EFEEHENL TCP,

6. HiwASEEIF , BA 9098, MSK EHIZREM IAM T3 [RZEHIELETE MmO 9098 K&
.

7. ERIG , BALRENREFHCE SHRPERMNLZLENEN (XIS MSK IRE
BNLZ24AME ) , ARERREAN,

ERFHEANRNE N RRENEFRLZEA

1. % Amazon Amazon #2#|&H EC2 , REEENROIZE BRI RREHR—N T2 4E,
HRE AN | REEFREHEAN

AN IIH

EFRANERBEI P, EZEBEL TCP,

FEiwOEESH , 8A 9098, MSK E#IE5 A IAM G R EHEIEZSIF ALK O 9098 HE
B,

6. HRIF , BAMSKIRERHNZEANEN , RBEERREAN,

o & w0 DN

® Note

RE , MRAEEALZLARFRE , WALV A REN AL H G
1. BN IAN o

2. EERAESITWABERE.

. ERFIH ,EA0.0.0.0/0 , RFEFREREFMN,

LR B PREEET

BirEHRRBIEEH RN MSK B EH LTRSS HFER.

@ Note

MSK EHISREBRERFOEFTEE , AEETEEHRPFMB LRI
Ko Hlan , MSK EHIZRF topic PN HBBENREREF T BIREEPEN
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<sourceKafkaClusterAlias>.topic WFEH, X2 A T HETENREEHE HIMH
BENTESERERPNEMEIEX SR , HEREEFZEBAEFHEE. &9
LA#F DescribeReplicator API 8 MSK 14| 4& £/ Replicator ¥ 411 S R EE
“sourceKafkaClustersl &” FEBR TR EFAMEI B RERHPEHEHRNER. BIREEFTRHE
&= <sourceKafkaClusterAlias>,

1. EERERBERT , ERBEREHMEN Amazon X,
2. WABIRERMN ARN IR M LUERE Bin&E#.
3. NEMREFHLEETN.

BHAEERERERXEGH AN FREESIER, ELEREFNTN,
4. A MSK EFIFRER LA RGN B InEEH,

FERENERXEFANZSARZIER, MEZELAEEMNEEMBEXEK, BXERAZEAN
EZEE |, i85 Amazon VPC AFERAPNERZ £ HIEE Amazon BFRRE,

- WFBXFEF (CRR) MEKXFHEH (SRR) , HiFE M FH Amazon EC2 ##l& , https:/
console.aws.amazon.com/ec2/H R IEF IR H 4 Replicator WEEHEFHIEMAN , AFRE
HABGEFENZE2A, WA, FRREGEENZTSEEFALAN , UESXRE N EIRRERHS
NWEHRRLHNRE,

BERAEANFNE BERERNRZEA

1. £ Amazon %67 , EBEEHEN , EABREHNFAER.
ERBEMETF , ARATRIF'MBREER , WEFFNANT2AEMR,
HE AN |, RFIEFRREA BN,

pri =yl IR S

EFRANARBEI P EEBEL TCP,

EiwmOEESH , #A 9098, MSK E#I56E A IAM G EHIEZSBIF AR O 9098 HE
B,

7. BRI BABRENENERUEZEFRMARUNEZLEANEN (XTHES MSK B
SHNZLEMEE )  REERREAN,

o o kw0 N
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FRARER

R HEMNARINE N BAriR N E R L 24

1.

2

£ Amazon 2HI&H , HEILRFEN Bl Replicator B RRENZE4,
EREEMETF , ARA TR F'MBREER , WEFFNANZT2AEMR,
B AN | RFIEFRRE LA,

R IIHI

ERANARBI B | EEBEL TCP,

iR OBESIF , BA 9098, MSK #1256 IAM T4 EREZ A% O 9098 M5
B,

ER5IF , @A MSK BAREEHNZLEANEN , REERFREAN,

(® Note
HE , IRTEAEAZLARSRE , WA SURMAVFFRERERN AL A,
1. EFRIAN
2. ERRBSPNERE,
. ERFHR ,BA0.0.0.0/0 , REEERFAN,

B & £ HI B R E MR
1. EEHRREERD  €AALTNELIIRFVENREIXEEZEFN T, RABERT2EH
A ER,
(® Note

MSK E#IZ N EHFIRFEH & 750 N X8, IRFZEHFHESEEH , RINEWEL

B—NpamEslss. MREFENS Replicator IREEIT 750 MEBM R, HrE

Amazon & Support Center HRIE X HRH. BALAER “TopicCount” IEFR G IE
EEFNETIRE., BESH T I% MSK tnELLEE .,

2. BIABRT , MSK E5IEMNEETBHINRMREBETRES ., HE , MREEVEFEE L
WIMEHE , WM EEETBHRRE (&IB) RBEFHRES. —BAETEHE , £
TEERHIRE, HIREN N FCreateReplicatori®RMDescribeReplicatorEgRid
HstartingPositionZEk APls,
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3. EBRFFEMEE :

« PREFIXED FBEMEH ( ERFEPREFTBHARMAR ) : MIANRE. MSK EHISF
FFtopic” NEEBHEHI B BIrEEH P BN <sourceKafkaClusterAlias>.topicl ¥ E
B,

- MEAFBEMES (BHEPNREERNEZEEN )  REREFNETBEEHREFPLUER
HEBEMFITES,

Iig B R FCreateReplicatorigRMDescribeReplicatorm A
M TopicNameConfiguration¥ & APls, #EZ ¥ Amazon MSK & lzaH THERE,

(@ Note

MINBERT , MSK EHIFREEHRERTRIEREDR , AEETBIHPHME 3 EKKIE

B, XRANTREENFEREFNEENTEESBRERTHNEMEERX 5T K , i
RESEBFHZHEAEFHBE, NE , EULCREAEMEEZEBHES (2FHEPHNRE
MEMEREN ) B9 MSK EHI8F , LEESHHEREETZRR, KEERD T EER
BENEENEEEN TNARFNEE  AEREZEHREANESEMR L,

4. BINBERT , MSK Replicator 2 EHIFE ¥z , B EFTEHE. HRIEHIFIR (ACLs) MEAE
HRBE , UXHTEBEERR, NREBUENTEATAREBNESISE , N LUEFEXAHA
REZDHPRMEH —PHBZMRE,

(@ Note
MSK Replicator F2E#HEBEA , ACLs AN HEETNERZREABIREHTPEE W
FH, K¥ERBE , ENERSENBEABRERFNAMEE., BXFAEE , BSHAEK
it X E 4B Amazon K ITHEEE.

5, HEARAEFHERT  £AATNELIRINENRERNEEZEHNEZ, MINERT , i
BEARAHSWES,

6. HEERERT , EUNEEREREABRERNGE, NMREECRAESR  BRINBWEERERE
BPHBIEARNESR S E.

7. HEBRRBRERSD , ITUTE—RE

a. BERVBEHEFEAMERKE IAM S8, MSK £H & Bz N RFNITASH IMSLENN
[RAMEEREE , UEREMEAZRYREMN B #r MSK 58,
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Access permissions

Replicator uses |IAM access control to connect to source and target MSK clusters. Your source and target clusters should be turned on for
IAM access control with permissions for the IAM role. See permissions required to successfully create a replicator [4}.

(@) You can't change the access permissions after you create the replicator.

Access to cluster resources
© Create or update 1AM role MSKReplicatorServiceRole-. with required policies

(O Choose from IAM roles that Amazon MSK can assume

b. JEIEEM Amazon MSK A SR AR IAM A FEFREEACSH IAM AR, RIMNBUE
Ff AWSMSKReplicatorExecutionRole FEEM IAM REEH MBI BN RSHITAER , MA
RIRELEACH IAM KR,

- BB IAM At  EHEEEEAZACKNREN B MSK £8#H TIERMEANRE , HE
FLLT JSON fEREERREM —EB , 4 AWSMSKReplicatorExecutionRole Fff
meZAR, EEEERKED | N EMRF <yourAccountlD> B h EHISEERIKF 1D,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "kafka.amazonaws.com"
b
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<yourAccountID>"
}
}
}
]
}

8. HEHBIMEERTD  BALUEEN MSK EFIRARIERE. BXREZER , SR A
Amazon MSK &R MIrE, W TFEXE MSK £%i88 , ZOIEZEHHEN , FELAFEL I
EXE. IREUEEFREEIRE , WEIFT2BFRSIZEXE , EHEFTEFHIELS A
wEHRNTREEHRESE,
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9. GEEBIE.

MREERS katka-cluster:WriteData PR , #EZ# How IAM access control for Amazon
MSK works H#J Create authorization policies 7. SHFENRERNBREFF AR katka-
cluster:WriteDataIdempotently R,

RAYFE 30 DT RERINBIER MSK & #25 H 1 #2 T RUNNING RZS,

MREGNE—NFH MSK EFEERERECHBRNEHZ , MFHNEFSANRTHNRETBRE S,
WMRIEH MSK EFIB5E## R FAILED IRA , FSHREHEI 2 HEE MSK & #8589 0] 7,

‘"EE MSK E&lzgzE

Bl MSK E%I885 , BLZFWRERH. BNEH, EFHNERVESTTENEFRE, BRFEED

B-MHNEFRSEERAEEEEEMNEFERE. B2 , EUTNRBHMEHRRE , SINESHH
FENERES,

1. B FIHTEhttps://console.aws.amazon.com/msk/ZR A T FF Amazon MSK ##|& ? Amazon Web
Services Management Console region=us-east-1#/home/,

EEMSMERS , ZREHR[UERKSRNEHRIEK  REEFEEHEEHN MSK E585.
R EIRTR,

HEHRRERD , FEREBEFER.

BB ERE—REREE MSK EFI2RIRE,

o K~ @b

s FRAAGTMELIIRFNWENREIXNIBEEEEFNET, BRIAERT , MSK Replicator 25 #l
FRIEXHE  SRETEEE. HEEHE SR (ACLs) MIERAEAREE , LIS TTEHRERE,
MBRECENTEATARNEBNWESES , MaTLLUERXAHMRES D FRHEN —DPHZME
=

(® Note
MSK Replicator f2E#HEA , ACLs RAZNWHIEETNERZEABREHRPEEF
MWEB, AREBE , ENENBINEABRERPN AT, BXFEMES , FS
183211 %I [ 35 B Amazon Xigiin (T ERE %,

- WTERARAES  BUNEARNELIRPEAENREXNEEZEFNEMARE. MIAFE
AT, FFEEAREABSWES, MRAFIIRMEBLIRNZE  NXAEAFAES,
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- EERESRET , BAULGAREABSABNRERHNRE, NREEEAES , RINBUEER
EREHTNEFEERNELS T,

6. REENEL,

RAFE 30 78T BER I €122 MSK & Hl25 7+ ##5 E] RUNNING IRF, MREHN MSK EHIZRE
HHA FAILED RZ , SR REHEERRD 2272,

i BR MSK & 25

R MSK EHIBRIZ R ( FAILED IR7E ) , N ReFEFEMBR. —B el MSK E%l28 , A&
B EL% MSK EFISRMRERN B RER. S UMERIA MSK EHIZ=H 0IZHNEHR, MR
BB - MSK EHIZBEREBMEN RV EHIZE | MHHEFR2NEHTNRBTHES.

1. ERHREBFITEN Amazon X8 , R HfEhttps://console.aws.amazon.com/msk/Zk A §T FF
Amazon MSK ##]& ? Amazon Web Services Management Console region=us-east-1#/home/,

2. ESMERT , BEEHER.
3. A MSK E#IgRHI&RH , GEEMBRNEHIZE , AEEEMRER,

R

& T LAE B ¥R B X g https://console.aws.amazon.com/cloudwatch/ R E AR EFE FHN

Amazon MSK Replicator ReplicationlLatency Messagelag, . FEBHC ERBIHIE

¥ro ReplicatorThroughputE “Amazon/Kafka” @5 Z2[8] T ReplicatorNameJs A LUE Blig#R. &k
A LAE & ReplicatorFailure, AuthError M ThrottleTime FEFRERE @,

MSK #£#l 58 £ "8 MSK CloudWatch EHIBsHIEIR T . NRHEEHIRIIERD , EREEHBENSA
MR EREIRETFR,

MSK & #2545
SATHEHR A T MSK & 412880 t R SIS B4R

AuthError RSB EBR N FHRIEHIR, B MSK Replicator B EBR F B HIFFHEIR |,

1E K512 Replicator #Y ReplicationLatency 1E#RFIRERF A BB IEFR. MessagesInPerSectl R F &
ReplicationLatency BZE 0 , B ZEBNMEBRBEEEERSE T , MR R Replicator FZEB ELFESH
WIrRE, RESHIBENERESIIT IAM BBEREEBHNRIFEZEE,
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FRARER

L TES

il

PERE

PERE

1R

Replicati
onlLatency

Messagelag

e RMNIRES
SFF BIRES
Frit SRRy E ;
RERMNIE R
R ESE

L E ISR
Z [E B8 F o
R Replicati
onLatency ¥
n, BREEE
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i) s RE  BRRE
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iR
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NEBNRIZE
EAIIEL PR,
1B clusterAlias
HWE | BT LA
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L TES

il
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EREFIRIES Kafka TN AREFE XSRS

1R
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terPingSu
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=5 kafka &
BN E FIESERE
MEITIRR. f0
RizER1, N
RTEELEE,

MRZER O
FERES N
EETEE, W
RizERO, M
A LA & Kafka
EBNME

IAM X PRIZE .

184 ClusterAlias

MR, AL
ERIEFRREX
IREEFEIE R B #R
38

Dimensic #{
s

Replicatc itk
rName,
ClusterA

ias

Rats
PRRLE

Rats
RE
ST
&

=1

& A LAE A MSK Replicator 1R & £ zh-E 3R E - R RFH I , LAIRE Apache Katka B AR FEX
HH#EM, Amazon EEN-EFRER , BN MSK EFH BRI HIEIMMBEARS . £E3H-H30%

B, —XRE— MSK £REHRERFEELBIE K ME —IEHLTRERARS.

¥ % X5 Apache Kafka M AR FHFEEM

TR EASRSTAEBETEE T RNER TERLEESHHEE . MSK Replicator & & # &€ at-

least-once SRR AEFPHNESHEIE, HEVIRIHB Amazon X , B EREARERXZIX
WEMEERNEHIE. MSK EFIEF AL BEEFIBREMTR2FEARRE , WIESHEE. ANEBE , &
ASRTHSTEMNRENREHRIER , N\TTSHREELE,

ERAEFRES R
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ERESNERABRESMBRBERRLHEE. BT MSK Replicator 5 & #I1%#E , HikZE Amazon
XEFF s HIBER |, TERIEMEHREREF DN HEIXE, SAUAFERAERERRBEREFE =
RN HRABIEE,

SFERES-EHEEF-FAHERFHI

EH-EHRFRIMRB/TILFNENRENE |, FEENREENARFEEESZ N Amazon XE[E
BfiE1T, H—PMXEFNEFZIRA , BEI 5 - M XENEHNNARF SSSRLBHIE,

E-WAREEA T —RABLE— Amazon KEETHRARERF , RESEFTEE S iR HIHEL
BIfFet. E-HARELEH-EHREFEESHRENE , RAEBKAE - RXERHENED)-
WHIRE , BEENERRNERRR  FREAREBEMRERN MR,

EREENTT & B E 6 ZE3)- W3 Kafka £HIRE

WNFEH-EHRE , RIMNBVUEER N TEANXERERAECNE~E, MSK £EFFERE (E£AM
BEEEBREHLARH ) RE. Amazon BN MSK EH M MEEHENIERAMNEARE , LBRIUTEHHK
FEEH, ZEECE MSK EFISF TN BBENEERFEEFAZAERH. CEFENLEF~EREN
FHIBE AR — Amazon XIBHEFHNETF,

NFEF-BHRE , FRIE-—NEFAREZESNEFNHMEHE (2FEPNREEHRNETER
), TR RHEMNEXEN MSK SR EFZIRBXBNER. RMNBWEERN Amazon XKEHE
T-HEENE~ENERE  SMTENEAENEARSFHRERIZTARETNER, X
LT RBEBIRE , RN EFFBEELCISFRH. NAFRHERENPI G REHSE , RESFN
BREHTHHERENEAMEERNEREA D,

WREXN MSK ERIREAMRERRRNES (BHaFNREMARNERRR ) , B HEHSHENR
EFRRABNER,

BNBUENERERH LNFAREESHAFINRENNR, EXFREZTFARFNREMN X Fi
HY , ACLs RN INREEET EH15REHFIRMIED , MSK Replicator 2 BZEHEA]. HFZH T
BEEH,

KB E B Amazon X1

EMNEBWEFEH Amazon 518X E Amazon XiE# & #I%EE CloudWatch, 7£F Amazon Xig A&
4IRS EHER , EFIZERIEESZRAREIN, MRIEREFLIE M , EFER S Amazon ervice Health
Dashboard K EFXE Amazon XEHFMWRFZEH, WREEEH , B LAREERZEHB) Amazon X
5,
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®RitKImEB) Amazon i THERB

BRI RIR AT ERE |, LR ARFESEIR MSK 81 E Amazon KB R A BASHFITH
E, ITRIARMEBTINSHBEEXR.

MREAMEBERBMERRE , FREUTSRIEE

1. XAMAEEIERREFNERBNERR,

2. BIE—/N¥H MSK E#I2 , WEEMNAEBXEHH MSK EFHE ST EXFHFH MSK £8 |, }#
EREREEEMES (ZFEPHREMEBNETEN ) . XRREEAZLXBNHEESD
EXHALFEN , IFEERAIUERASHEREXN EXFHTREAEDRE

3. BEEEFIFHE) Amazon X ERERNEF~ENERE,

MREATHRETEMEE , FREUTIREITRANER

1. RHFAEEIENRERVERRMEMR,

2. BIEFH MSK EHIZ | NBEN-RXEHHN MSK ERHEFBEXFHPH MSK £# ., X=2FE
BEAZRXENBEEHEEXFHALEN , IEERTUESASHEREXN EXFMITRNE
R E .

3. 7TEHBY Amazon XEIRY BAR&EH LR L E,
4. FRREUTREIF2—NIREF , EEERRTNARFRERFFER,

No message ordering

MREBHNARFTIEEEESHERF , MERHEB Amazon X B EABRAAZER (4
o, ) EFHEEARM (FlInEB<sourceKafkaClusterAlias>.topic ) MEHIEE ( 4l
. *topic ) KHBERAE,

Message ordering

MREEHRARFEEESER  MNANEREHLEHNESR (Hlm
<sourceKafkaClusterAlias>.topic ) BaIfEAR , MAA AR EDR ( HlM0 topic ) /B
S EARR.

5. FRHEMMSKEHLAMACEHRETNEMARTHABHRIENLE , XIHEEMARFIERN 0, mib
EWiERHBEN 0. RS, FLEENER LCEHETNERARR. WY, NFE MSK £HEHIZB
PR MSK SEE IR IR EE LR,

6. B MSK EE LB ARt = ( HlI0 topic ) WML,
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XS B Amazon XEHATITRISNEHE

10 RAEHR MSK B Amazon FREM XX B4 £ RSB |  ALREIMSRREERIRAE B
MSK B EEMRBIXHE | M TS T M MRS, BT VSK E4ERSEH8E | I KRE
BARLSH—ERIEE &, HALERA 227 MW ISR REEY SR,

MREAMEEERBMNEFRE (ZEFEPHNREMEENERRN ) , BREUTIRRE
1. ZRXAMEEZEIEXEPIR MSK EFNERRNEAR,. ATZXEEERRE | tHigAETE
Z:}jinJO

2. BohEFENERAEEZDHE Amazon KB B AR MSK B U RHERE, BT MSK
Replicator B2 EHIT#iE , BRI ACLs MEAELARBE , AENE~ENFERERFNK
EHEBIETRNLELEMELE,

WREER PREFIX EBBMEE , FRBUTIRIEITRNES !
1. FEHXAMEEEIEXEHFIR MSK SRV EKBRMEMR. ATZXKSEFERS |, HRFETEE
TR

2. BHEFENFEREBEZEDHHE Amazon X1 B #x MSK EEUTERBERE. BT MSK
Replicator A2 EHI THIE , BIERENACLs MIFRAEARBE , BN EF~ENERETMNK
BB E T RNVETLTEMRELE,

3. BREUTRIFz—NIRIENE , BEARRTNRARFIERFEFER,

No message ordering

MREBHNARFFIEZEESHERF , MEBR Amazon KB E s FERABRAAZER (4
Wtopic ) EIATEEAHE ( flI<sourceKafkaClusterAlias>.topic ) MEHIEH ( #l
. *topic ) WEEAE,

Message ordering
1. XA EREFLEHMWED (HlI <sourceKafkaClusterAlias>.topic ) BaIfERA
B, MARAMER (HIW topic ) BaIEMAR-

2. EFBEMM MSK £ LA EE R EBNEMARTRATRRENLE , IHRBIEERN O,
MAENIERBERN 0, RAE , FLERERLCEHTENEAR. et , MR MSK £
HEHE B MSK £ENARIERHEHER.

3. EB#s MSK & LR At & ( A0 topic ) WEEMER,
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4. —BRSEAEEZXEFER , HOE - MSK 528 , SURRBEMNEBIXEHH MSK &£
HEFIEXEFH MSK &5 , MREHBNERVERENRE, IRREBEAZLXENHK
BEHEEXEHAMLFEN , IEERATUERSEAERENEXFRTRAEDRE, WMRRH
EFENEBEVERENRT , WEEXER AR SSH 418 [ 4 B X 5 5 B9 SR 5 45 A B (E AT 2033 &R
ToEREEXEHPHER,

X FE Amazon XEHITEAREFMRE
£ Amazon XM RS EHERE , B AP ENZXE,
NMRFEAMBFEEMEFERE , BERRBRUTSRIEE

1. BIE—1FH MSK E5I85 , FHBERENR , TEFHENER , BRUBRENRE , BEA
MEEBEEMES (BHAEPHNREERNEREN ) .
XFRHAMEBEEARYBEENFERES HEEXEHNIRE,

2. 1£ Amazon HIEEF EHI8F LHMessagelagiEfr , CloudWatch BEEAEZIERO , XREAFTE
BEH S NHEEH R EFI,

. FIEBRESHTNE , FLAEEEIEBERNESE  HEIERIEEFTNESE,

4., ERHERIFHHERNFERAEZEN Max0ffsetLag IBIFER 0, LBREINELETFHAERE. &
SR BIERERELER,

5. FMERELETER , FLHEBXKEHPNEREHASHEEITEFNEREUTRARB K
g,

6. MREE-—FTHAUBRNIBRENFBEREH T EEFHNEFSHE.

7. WIEZEMIE Replicator FHBEMN T EBH S FIZHBEFNRESRE N ‘ERET, #R%E
Amazon CloudWatch @ FF EHReplicatorThroughputig#r.

BFAEE , SRAE— I HNEFBANERERNERAZREURTAMBIMEN , ERFFRIEE
BHEBERFTEPHMERE. REEZNHEBFRE  CNETB RIS XKEREFNEE. &8
A MSK EFIR2BaHEXLEHER |, BEREMFNHBIER PN ATEBE A BIEL 2 ML 5 5%
. &L A ReplicatorBytesInPerSec RIS HIZALEHN BEHIE, HSH MSK E5I88

MREATNREFEMEE , FRBUTSREITRE

REENHEBXENERSHI EXENERFEH EH B Amazon B Messagelag FE#r4EIE 0 2
J& , CloudWatch F R BIEME SR, TN ARBEIMEFTNSHEBEE KX
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1. XHEAMBEEED -RXiFEP MSK BN LN EASR.

2. NWTEFH-WahHhid , ERHREETHBEN—RXENEREHFHINEXFENEHET. N TE-E3
hih , BT EMERE HI=R,

3. BIEEIEXEH MSK ERFVEMKER.
4. FRBUTRIFz-NSREE  BEABRRTNARFRESHFER,

No message ordering

MREWNARFAEEHEHR , MFEE Amazon X EERAEEFZER (Bl
WMtopic ) EAFEEVAM: ( Fli<sourceKafkaClusterAlias>.topic ) MEHIEH ( 4l
. *topic ) WEAE, AT F (HIM topic ) NERABFMNAREBINEENSE — MR
BMRE. MREAMEBZOEEMARGCENEE , WREENEHTLE, MRRITRAKX
WER , WRANAEIDR.

Message ordering

1. RAEXF EEFEH ( HI0 <sourceKafkaClusterAlias>.topic ) BEIfEMAES ,
MARARER (HlI topic ) BEERRR.

2. EREIXFEH LB CERNTTNEARTRABERENLE , INERBLERN 0, LE
REFBERN 0, AR, FLEEXEER LEEHTENEAR. W, KREBEE=R
XEERWIBEILRMEEEXEPER

3. EEXEXEMEFH LR AT (HlA0 topic ) KIEASER.

5. fM ReplicatorThroughput f latency $EFr , RIEM EXB AR EREIE X P EF
MAESHBERELT RUNNING RS HETMHZ1T.

£/ MSK E#I2ReIEE3)-EFRE

MREBEGE-—NEH-THRE , EFFN MSK ERFBRMRHRERS , RINBWEERAE
BHARETEEHES (ZEFEPRNNEZELHRMEIR ) ) MSK EFI2R. ER , IFEREEHER
B H 5B SRIREE Bl £

REBLL T SIIEIR MSK 58 A MB#r MSK &8 B 2HiREE3-E3 b,

1. B3 MSK E#I85 , Ff MSK &8 A IR , & MSK &3 B fEN B#.
2. It LR MSK E#I2RfE , B2 — 1M EAEE B NIR. 58 A NBHRNESFRR,

3. BIEMALERRR , BAERBRFHREEANBEASERRBUTE -~ XBWEFPOARMER (HlwmE
A ) o
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4. QIERAFERE  SACFEHBEAITRSEEREIE (Flm”, *topic”) KRB ESHEBREMN TR — Amazon
XK MSK &8, X# , BNEASNTENEL TR ( HlI0 topic ) WEVE X XE A #th 4 BHY
BAE  URMNETHHEH <sourceKafkaClusterAlias>.topic BIZRHY E fth X3 & HIHI IR,
XHAFEAENEETENERAEYL , IDs XY MSK Replicator HENEHIF B —NEERT |, ¥
REARBERT2HES.

MREEERGEFREE, G , TUAEAEREEEHES (24 EAPHREHEENETEH)

Bl MSK EHIBRAEEZ-FFRE , MARFEATHRETBEHES (BHAPIREE
EMRMBIR ). B2, BENESNEFSIFTIANBBELENSELATHA. XRRASHN
SHRFELERETENNREE , —XATES , 3 XATHLLRERER, EAUFER
ReplicatorBytesInPerSec IEFIRIERBNEHIBAENLBIEE. E2H LEES, LEHREE
SHB BRERNBIEUARE MSK EFISHIENEIE , U EBEHEFEERRNRE—E&,

(® Note

MREAMREEEHRES (EHEPNREEENEEEN ) RIREEXF-EFHHH , BFEM
REFEEDEHFIOY , ATBEMIRRAEEE, hEFHEYTHLESHNERERKES
ERERH, ZNERARSTESETENTENBEATENRLEESHES. B5H WESKX
15 Apache Kafka M AEFHEESIL,

fE MSK E#I887 Amazon MSK £& 2 a1

B EREREEREMEFRTERTE , BN EREXTAEBLBES HEMT AN T k&R
B, XR2EHN MSK Replicator £t T at-least-once E#I2h8E , XEMPHIBER T ATELSBUEER
S, NRENEREBRELER , BRBUTSRHITERE,

1. B -—MRATREEMBEFEHFHIFEFNEHE  FEHENERUERENRTE , BERME
BEZEMESH (ZFEPHNREMBNEZER ) o

2. EWERLREEHAFMNEENNR, ELEREZTBRFIMNZEN “XF" EEACLs , AR
MSK Replicator 2 Bai £ #IE(1,.

3. £ Amazon % iZMessagelLagE#r , CloudWatch BEIIZIEIRIEE 0, RAFIEREHCE
#lo

4. FIBHREEFTAE , FLEEFEFBEEANIBES.
5. EMEEX LA ELUERIIFNERE AR EN].

£ Amazon MSK &8 2 |8 309
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6. MBI T E N BEFHEZIBIER Max0ffsetLag Efr , EFIEEN 0, XXRAABABBIEH
2 E,

7. FIEEESRERNERE,
8. ENfREHRELNERIFERARHEA].

MBEEE MirrorMaker 2 i %] MSK Replicator

ZE M MirrorMaker (MM2) iE# Z| MSK Replicator , T TR :

1. F1EIEEER Amazon MSK 8B AL~ &,

2. MM2 AT ERIREFETE LWAMEHES. SRR MSK £8 E MM2 BERENFERAELR ,
L EMeT &% T AR,

3. BIE—NHHESIE  NEANERENKH , NEFEBMEEIRIEN IDENTICAL ( ZEFAHRHHE
BEBEMHESH ) .

4. EEHIZR4LF RUNNING RAE , BaUlBRABHRREEREAKRIENE~E,

HEFE MSK & #l25 R &

UTERETHBEHEE MSK EFIES s FEMNRZ, BXxEM Amazon MSK ThEER RIEFRER |
BESHHPEE Amazon MSK 88 RIE, & 7] LU RE & 6 E| Amazon Web Services re:Post,

MSK & RS M CREATING &3 FAILED

TR MSK EHl2 a2 R Me —EHEILERE,

1. BRIEEEBIMEHB PN ZEFBFRENZ AR HUENN , BIAVFRER A BIREEH
Z2E, A, BRIEEFEFNZEARTEAEAN | XEANEZ KB EEBREFSD S
NEEZEFR[RENZLANRE. FSH LEBIREEH.

2. IRGBEENEXSEFIGREFS , FEIAEHERERSDH IAMFREZHESERRIESERBE TS
VPC &, B5H 2 X FH Amazon MSK % VPC FAEIERE, b , BRITEBCERER L
REBERER , LUE MSK E#I3TLUEERIRER, 551 #% Amazon MSK REE,

3. WIFZ#E 62 MSK EFIZRE M IAM ACREEFREREHNBERERMFANR, Lt
A, RERIE IAM AGREEREATENNR, BHZH BEEEFFRENNR,

4. TINZHIMLE ACLs SR EBHZE MSK Replicator 58K RER T B bREEEE < 8 HERE,

MBEEE MirrorMaker 2 E# %] MSK Replicator 310
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5 5 MSK Sl HEHRERNEERN , REFIBGEH TR ET2EA, XAURRET
HENE, BEACEARSN CPU EARISSHEHSFLTEEREINE, BERENRE , ARER
BB S =R

HAT ERRIESE | FERAIE MSK 45,
MSK E Hl25 Ll =8B £ CREATING R

AR, MSK EHIBAR TAEEKA 30 Db, BES 30 24 ARERREERNRS.
MSK & #8288 B E HIBIE R R E HI58 2 i

FREBIT SRS IR S HH &,

1. EAL S # MSK Replicator #£4t# AuthError 845 , #8IAEEY Replicator & BB EE W & 17 30 U 45
iXo CloudWatchfREELIERATF 0, BRELENEHEFREN IAM BEHNERRERER , HEE
BEREBNRIREELNR, BIE clusterAlias £E , EAIUHEREFRBERERERTEI S HR
EE IR,

2. BRI RERNBREFXERITMEE. SFFARTEHERIECNRERSBRER.
XHURERHATEESS, MERECHRN CPU FAERI S,

3. AT T # A KafkaClusterPingSuccessCount 3845 , WIEBHREFEHMBEIREFREE BT TLUM
MSK Replicator 58, CloudWatchi®#Z clusterAlias 4 & , BAI B ERERS BIRERETED
BHRIE R, WRZERFN O TEERER , WEEFTER. ENZRE MSK EFIFA TERE
FIEFNMERN IAM ABR,

4. A Amazon HFHIERR , BIAEH Replicator j&8 R 7 A £ P ANPR 0 T HBE,
ReplicatorFailure CloudWatch21 R ILIEFR KT 0 , BREEZE N ETBR AR IAM A,

5. RIEEHEREHBHNEATIRFREANENKREARESLES HN T BB METE, It
S\, FHINEBR AR NELSIR P EMNREKXMRBEBREE 25,

6. HEE , EFRTRFERE 30 WA REBRER LRAUAEBFINEEREI DX, MR
SERBENBBVER S (FMIN) , WEBRESH LOEETul @ REZEKBNEEEHTL
WEH, HE  WRBBEENREHLEFERLNIA/EE , WALMNERERHEES XHARFH
REEFTIRES. FSH KESHISHREMNIR.
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BEREHPHEERBESREFETE

EREFIBTEN—52 , MSK EFIBEARBREFNERHFHERIBHRER. XARSIER
ERERVNENERLEETRNREE, B2, NRBESEHRCBRYAERA T HREARBERS
TheE , MSK SN ESFIABEN B EREBE , UEEANEBIBRERG , ZHERER
BAMIRERBE W RY 1t 75 BHIE IR B AL 22

MSK EFlzz RAZ ERARBESEREF LFTFEEREA

FREUTSREETHIFEE SR,

1. RIEENBREEFIRETETMIET. MRTR , BZRMSK EFFREEEFHBFEINAEHEH T H
o

2. RIEEEREHBRNEATIIRFREANENKREAREEEEFMEREANRMETE, It
A, FERIEREEDRBRNELIIRFHENREXTRFREE S 25

3. WiIf MSK EHIFRRECHBEMEFLOE T ZEH, EHEBRTRFERE 30 WHESEER
REFLRNACBRMNEINER S X, NREHBNEBNVERKH (RN ) , WEBRERH
LRIREB A EREBRERNEMEERBEFT2WES, NRREFH LANEREANERT MSK
ERRAREFHE , NZHRBEATREH I BERER. EERERH LEICEESF , MSK
EFERFFEREEH LHEANERERZ BInEE,. —BENHERFATHMNRREUXLH
B, MSK EHSRHMLAFZEREAEHIBRESH, RE , MIRABZEEREF LEFET L
HMAEEE , WaMNREHEBR T XPHENRBET BES, BESH BEEEFHRENNR,

® Note
MSK EHIZENREF LWERERN T HEEARBERYS K XL ERELENEEELETES
XRigH A E#ITIRE, MREWERFEAEREF LHINER , MAERMELE , BAERE
FIERLNEREANIERES. XERBEANEBIBRERS , LN ERESENLE
BEZEEHEHE. NTRAPMERE , RERLWEREFZFETE LHEHNRRE (EBDXH
RE ) FiaEFE, HEPERER LN , MSK £ B3RP ER,

£ FIHEE1R S R FEF LR A0

UTREHERBRSHN —LEENRR,
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1. IR B MSK £ LW P XBERBTER, 7RIV 2 LT MM, BRERTXBEN
ES , BZAEHA MSK EFIsENHESRE, TRETEMRA MSK SHR=XUAMERFLENENFR
N X

FEHENRWUARDN D X

HFLE (MB/s) ZEENR I XEE
50 167
100 334
250 833
500 1666
1000 3333

2. WIFMAH A B4R MSK BT EEEEBHNRRABASEREZE 4B, MSK E4/87% %R
R (MO ) WEAS  bRYEMRER (AD ) WERS, Hit, BTERFHEETREN , £
ERMBERTRULSEHRE, BXA% MSK £RA /IS | H2H222,

3. FENEM B4R Amazon XX P H MSK SR EHER TRESAMTRE , EABURT £HEHE
LHERAERE. fln, ERMiX (ZRE ) MITA#HKX (XE ) KENEF2BHNE ML , &
RN X ( FR= ) MEMX (£ ) KENEFzBHTESN , SHERBERE.

4. WIEEFIFREBERNERERSEREF LIRENRIE TREMZTRRS. S AEEH Amazon
F ) MSK Replicator #2# ThrottleTimeg#x CloudWatch R&EF R/ B trEE E R EBR BRI
FigatE (AZRREN ) . MREEFRAT 0, WAHE Kafka BREUUBAD TR , UMESHIZF6EE
BHE L, BXEEEFIZEMN Katka REIWEES. , S HAFEH Kafka REIEE MSK EFlssFH &,

5. ReplicationLatency 2 —/ Amazon XiZB{tLEt , MessagelLag AJEES M, A Amazon RSz

TRREFHERERENE MSK EHAENXEHPRER MSK RSE4. NRBRSEH , AT
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EFB

o {fH Kafka BEENEE MSK E4lzsFHE

2/ MSK EHIERH R {ESRER 313


https://health.aws.amazon.com/health/status
https://health.aws.amazon.com/health/status

Amazon Managed Streaming for Apache Kafka FERARER

- RESHEREY

£ H Kafka (RFEEE MSK EFISZSFHE

BT MSK EXIZ R Y REHNEMR , EHTRSSBIREF LA EMERARZI IR, THREHBR
THREFHNENAENBZEFHNHFETHE, BMNBWENFEHENBEREREEMRENEE , AEIT
EmERENZREHEHE,

BRI EREFN B R ER L N EHIZRIRE Katka RE , LAEH MSK SEFISRAIUERANEE, B
ERAMEH LRI, MEHFLRFELT — N HSNMHAEZRFHFFHNFHERRE  EXNERF
T LRRERTRAETE Lo

FREBIT SR BRI

1. RRREEHN 5| SRS/ FRH, BS R R Amazon MSK E&HHY 5| S,

2. ®E MSK E#IBFEAMBRESIMITAR® (SER) . XREHT CreateReplicator #&KH SER.
& B LM IRE Replicator B DescribeReplicator Wi 5z F32EY SER,

3. fFf KafkaCLI T& |, XEEBEZTUTH S,

./kafka-configs.sh --bootstrap-server <source-cluster-bootstrap-server> --alter --
add-config 'consumer_byte_

rate=<quota_in_bytes_per_second>' --entity-type users --entity-name
arn:aws:sts::<customer-account-id>:assumed-role/<ser-role-name>/<customer-account-

id> --command-config <client-properties-for-iam-auth></programlisting>

4. T ERGSE , H¥IAZ ReplicatorThroughput EFRABE FIREHRE

FER  MREESN MSK SRR RAEEFARSHNITAR , WENHBILRFNLIR, NRENR
BN EFIRFAEEMNRE , FEATBNRSHITAE,

X ERATREIN MSK IAM B/ KEIENEZELR |, 155 Multi-tenancy Apache Kafka clusters in
Amazon MSK with IAM access control and Kafka Quotas — Part 1,

/A Warning
RERIEH consumer_byte_rate ATgE2SH MSK EFIBFUAEAN B RIE1T,
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S3 HEFHIE , Amazon Redshift BEAE XAV EER M ERM 7 A REUREIE. EAILAEA SQL &
AJ7E£ Amazon Redshift 8 F#il & Amazon Redshift 7 EE , LAX Amazon MSK @i 1T &5 HRIE
MIEEZ,

EXEZEER , 525 (Amazon Redshift IEEF XA REE) P EREI

Amazon MSK #J Firehose &R

Amazon MSK & Firehose &£5% , ARt — MRS e, TRBHNHERA R , AT™RM Apache
Kafka S£8#1& X F] Amazon S3 ##E#. Firehose B —TURIVIZEL, ¥, ME (ETL) RS, T
M Amazon MSK Kafka B HiEEEIE , TR ( HlkiER Parquet ) |, FRBEREHEA
Amazon S3, REEEFAE LREHHOX , BRATLIEE Firehose i , MEM Kafka EBHERAR
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HZEB SIMNE, TERERB , TEEESNARER , U XEEMER IR, Firehose 2BRELX M E
Kaftka TENHEEEST 4% , MBEERERNM Kafka BRI ZF %,

BREDENESZER , BERAUATRE,

«  {Amazon Kinesis Data Firehose FF X A G 38§®) I Writing to Kinesis Data Firehose Using
Amazon MSK - Amazon Kinesis Data Firehose

- {8% : Amazon MSK Introduces Managed Data Delivery from Apache Kafka to Your Data Lake

+ EB¥E : Delivery to Amazon S3 using Firehose

BN S# MSK EventBridge # & 1518 Amazon Pipes

Amazon Pip EventBridge es R 5 B #RiEZH#ER, Pipes E EEXIFHIRH B #5218 point-to-pointi#

TER , AZFERFEHZRNYT B, EventBridge BEEBIRM T —MSETT ENAX , WEUREMN I Sz
MSK £ 85 Step Functions, Amazon SQS #1 API Gateway & Amazon RS LAK Salesforce &8 =

FEAGEENRSS (SaaS) AR FERERE R,

BREEE , HRERR, MWERFE, EXAEY T, REASHEREEREFE R

£ Amazon MSK £ FAEETNEL , B UEEFRZERENRENEE, BEATUELTAE
+

/33 EventBridge B H A LEEFEBFHAEFEE
- J3zh EventBridge BH| A UBIBUEH N RN EE.

BXN Amazon MSK EREENEEBRNEZEER , BRI IHAFIERTPHTSHTER
R4k Kafka Kafka S8 4EJ1KJR. EventBridge B> —#% EventBridge EBNEZELR , H5
ILEventBridge Ei&,

T R4AE Amazon MSK 8 # EventBridge Bi&

1. FTFF Amazon ECS 2l & Hik R EE,
2. i&?%_/rﬁﬁo
3. EEBFMAEETEL , EEERETF,

SERATFLEHEENEAFMARFHENRENMAEENSIXR , 24
EERW
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EEER
« EREREERIETHE
4, BREFZEE Amazon MSK £FMNEE :

TEAXEENESZHARES
- EREE.

X E3h EventBridge % & ) Pipe #4HE S 7T H.

BEHEE
o &R Amazon MSK E£&8HEZDEE

X E 5 EventBrldge PBHAN “CIEEE WE , ¥ Amazon MSK £EIEENEER, BXE
%55 , 2 (Amazon EventBridge AAFF1ER) H#YEIZE EventBridge BiE,

- BEALUMNEBRTENEHCUREE., EFEE , ABMN BRFE X2 +iEE “6l2 EventBridge
=En,

£ Kafka Streams 5 MSK Express 2425 M MSK FChk55 25

Kafka Streams ZXFLREMBERES K. BRSHER (HlOitH, REEE ) FAZEMMTER

DEFHEEANE Katka EFH, A, —LETRESEER ( HIW0 GroupBy REH KX ) HHERTFHEEZAEE

Kafka E8H, BIAMERT , Kafka Streams RBRFEHNNEZERFTAXERNHET, WRXEETHR

1 , Kafka Streams 2|2 RN E Katka =B, 71 T BIEAZBED , Kafka Streams XF segment.bytes

BB (T T B4 , HFHIZRE RN 50 MB, £/ Express {X¥2#] MSK Serverless fi & MSK A[{R17

HETHEE 6 SECETZTHELN segment.size. HIt , EERS IR Kafka Streams B AREF
FoiEfEA MSK Express = MSK Serverless €122 A 8,

E 7 MSK Express ¥k MSK Serverless LiZ1TiIX#H Kafka Streams RMARRF , R4 B 28I
NIPEZ, Atk , BEABEHDEEEZ M Kafka Streams ZERF, ARG , tIEHEBHAE Kafka
FH,
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® Note

o RIF1E Kafka Streams P FH R EZER , AHEBRERBATEBNEZER., BXmRE
BEXFNEER |, 51 Kafka Streams X4 H Y Kafka Streams DSL M ARRFHPHNmBIEE
o

« BERBSERH A EBTRHEURT Kafka Streams MR Fapplication. idBBHAE
RSZE R BEF. application.id-statefuloperator_name

F
 f£ MSK Express X¥E = MSK LS8l Kafka Streams B EF

5 MSK Express fRE = MSK L5351 Kafka Streams MAREF

MRIEH Kafka Streams M AEF R HEapplication.idi®Emsk-streams-processing ,
AT LAfE A MSK Express B =, MSK Serverless 812 Kafka Streams M AR, At , &
Acount()ZER , ZEERFEFE—NEMNNWAIBER, B4 , msk-streams-processing-
count-store,

E 6|3 Kafka Streams NAREF , BRITUTERE -

EF&
- RAIHBERER
- BIERTFER
(& ) REFBER
- BREENFHRE

RA e & B IE
1. £/ Kafka Streams 35 BIRZS E IR KIR B B RSLE 2R

p=i]

BRSAESEN — L RFlBiEcountaggregate, ZFHjoin,
2. BENEHIXNETBNLEE,

LT RHAIEBE—NEERDTH count () B14E,
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var stream =
paragraphStream
.groupByKey()
.count()
.toStream();

3. EmZEE , BAENERDLESAIN—NEH, BRELERERE h2HTENGEERTK.
Flan | count(\)BRER—REERE, Hitt , EEEMaterializedifiE,

BEXERSBRENDEENEEL , 1$2 5 Kafka Streams X LEIL,

LT RESEcount O SEHFNEBFIRE N count-storeffAiZMaterialized3s,

var stream =
paragraphStream
.groupByKey()
.count(Materialized.<String, Long, KeyValueStore<Bytes, byte[]>>as("count-
store") // descriptive name for the store
.withKeySerde(Serdes.String())
.withValueSerde(Serdes.Long()))
.toStream();

RAFBEDR

Kafka XA A EBEZ B MM AT Rapplication.id , EAdapplication.id2AFENH,
f5l3n | application.id-internal_topic_name. NEPEBMIEZEM Kafka =& , B LUEEH
Kafka APl A2 Apache Kaftka RSN ESEEB, AdninClient

BRIEEW B, EAILAEA Kafka Streams BERRINVEEFRBREE , WA SIBEXHE, RA
fcleanup.policyMHPENXELretention.ms,

AT RBIEA AdminClient API Bl E @M ¥R Eapplication.idAmsk-streams-
processing.

try (AdminClient client = AdminClient.create(configs.kafkaProps())) {
Collection<NewTopic> topics = new HashSet<>();
topics.add(new NewTopic("msk-streams-processing-count-store", 3, (short) 3));
client.createTopics(topics);
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EEBREOEXEE , B/ Kafka Streams M AR A LA A Zmsk-streams-processing-
count-storeFE B Tcount () RIE,

(AL ) REZBEN

SR BAME A b LR B R R E RN I E WA BT RBETMN B, LT RO B NS T HRIMER
o

final StreamsBuilder builder = new StreamsBuilder();
Topology topology = builder.build();
System.out.println(topology.describe());

LU B R T BT E RGBSR AN

Topology Description:
Topologies:
Sub-topology: 0
Source: KSTREAM-SOURCE-0000000000 (topics: [input_topic])
--> KSTREAM-AGGREGATE-0000000001
Processor: KSTREAM-AGGREGATE-0000000001 (stores: [count-store])
--> KTABLE-TOSTREAM-0000000002
<-- KSTREAM-SOURCE-0000000000
Processor: KTABLE-TOSTREAM-0000000002 (stores: [])
--> KSTREAM-SINK-0000000003
<-- KSTREAM-AGGREGATE-0000000001
Sink: KSTREAM-SINK-0000000003 (topic: output_topic)
<-- KTABLE-TOSTREAM-0000000002

BXRumAEARMNDORENESR | H5 1 Kafka Streams X#YF ) Kafka Streams DSL A2 F
wRzER,

R IEE R RA

AFRET - LB zEFN RO,

groupByKey() s B ZERF R
groupByKey() -> groupByKey(Grouped.as("kafka-stream-groupby"))

NEBITRSDBEE/FH R ()
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normal count() -> .count(Materialized.<String, Long, KeyValueStore<Bytes,
byte[]>>as("kafka-streams-window") // descriptive name for the store
.withKeySerde(Serdes.String())
.withValueSerde(Serdes.Long()))

B AT () W B ESER/R R

windowed count() -> .count(Materialized.<String, Long, WindowStore<Bytes,
byte[]>>as("kafka-streams-window") // descriptive name for the store
.withKeySerde(Serdes.String())
.withValueSerde(Serdes.Long()))

B AR () Wi B ESE/R R

windowed suppressed() ->
Suppressed<Windowed> suppressed = Suppressed
.untilWindowCloses(Suppressed.BufferConfig.unbounded())
.withName("kafka-suppressed");
.suppress(suppressed)

KEIfREBRALR
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W8 FERTUETETHE A RARR , MTREEREEK.
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