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2. %% Launch instances.

3. WAEFRITENMNET , HI20 MSKTutorialClient,

4, WFTIBHHIZIMEG (AMI ) XF | #44K3%5H Amazon Linux 2 AMI ( HVM ) — F#% 5.10 , SSD %
RE,

5. {RE t2.micro EHIFEE R EHIRES,

6. EEBAXN (BX) T, ERCEFBHAX. NEBEAXNBHH A MSKKeyPair , REIEETEHEH
o e, BEAFERAIMEEHAX,

7. BASRFAGEND K ABEREEDIR 2 6 IAM A2 0IEN IAM A,

8. EERZEHI,

9. HEBREEXM. RiE, BERLENP , EREFNEFXENLTLA. SHAREFELZLEN D,
DHHEEER.

10. BE LA T Mut3TH Amazon VPC #2#&1& : https://console.aws.amazon.com/vpc/e

1. ESMEKS |, EF Security Groups ( Z£4 ) . HE ID R the section called “H ¥ 1 : 4]
BEER PHRL4A,

12. EAWANED = L | EREEAWGAN,

13. EERIMAN

14, EFHAUG | EERBIPHAERE. ERIVE-NFERD , ERFFHITENNZSH, X
REERHEFWITENESIGREEERE,

15. EBHRTFAN, NE , EHRNRLEATUEZRBEEFRKITENZE2ANRE,

T—%

SR 3 IEFFIRITEN 9
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SB4: BIETE

SR 4 QIEEE

FEFF R EA Amazon MSK ik ST+ |, BEEEF PRI EN L& Apache Kafka BEFwEMIE ,
RERBEH,

/A Warning

RHREPEMM Apache Kafka MRA SN R Hl. BUEERE MSK 2R R R & P imhi
R, BEFIWRARIBATRESRDFELEENRBERIEER,

B MSK &R ARAE

1. ¥ F| https://eu-west-2.console.aws.amazon.com/msk/

1EE MSK £ 8,

BEEZER EFTA Apache Kafka BYARAN,

FAHEPH Amazon MSK A SR BRNEL R 3 PIRENRA.

w0 N

EEFmITE a2 E R

1. B AT MuLITFF Amazon EC2 #2#1& : https://console.aws.amazon.com/ec2/.

2. HESMERF , & Instances (Khl). REEPEE TR 3 : SIBFESmITEN PRIBNEF K
TEHNBMZ LN EEE,

3. I&3F Actions (81E) , R/F%EF Connect ((E#), RBEHASPWRE , EEINENEFIRKITE
Mo

4. BEBTUTHTERFFHITEN LERE Java

sudo yum -y install java-11

5. BT TS LT 8 Apache Kafka,

wget https://archive.apache.org/dist/kafka/{YOUR MSK VERSION}/kafka_2.13-{YOUR MSK
VERSION}.tgz

B4 QIEFH 10
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10.

11.
12.

13.

® Note

MREFLEERALDTHPEANRRIERZIINGERIER , W W Apache MWYh EikFHE
bR BRI o

HLE—FPf TAR XHTHEIWE ZRHPETUATHT.

tar -xzf kafka_2.13-{YOUR MSK VERSION}.tgz

33 kafka_2.13-{YOUR MSK VERSION}/libs B , REZTUTHSUTEH Amazon
MSK IAM JAR X%, Amazon MSK IAM JAR it & Fimit E 4L 7] LG Bl £ &,

wget https://github.com/aws/aws-msk-iam-auth/releases/download/v1.1.1/aws-msk-iam-
auth-1.1.1-all.jar

33| kaftka_2.13-{YOUR MSK VERSION}/bin B 3., E#ILATE MR E H & R0 B X4
i, AXH client.properties m& HREXH-

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler

£ https://console.amazonaws.cn/msk/ ¥TFF Amazon MSK %I &

EEERNRESENES . XTRFTER/LDHNRE, EREZNEFDE  EREREN. X
M S ECEEHBENTE,

EREREFHRES
EHBRRRANEREFTR S,

BEABIMEBRE=ZNER. EUATERHD , BRAFE—NTRERR,
BITLT®T , BootstrapServerStringB R BE L —SHRBIRBIRIZ—,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-server
BootstrapServerString --command-config client.properties --replication-factor 3 --
partitions 1 --topic MSKTutorialTopic

MR HERI , BFEELLTEE : Created topic MSKTutorialTopic.

B4 QIEFH —
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T—5%

S5 - ERMERBSE

HBR 5 ERAERERSE

EF A Amazon MSK BV ILEBRAR | IR A B A8 A EUE

ERMERAER
1. BITUT@RUBERH ALK, BootstrapServerString%TﬁU]!ﬁﬁﬁﬂﬂiﬁqﬂﬁﬁﬁﬁf@
NAEEFHS, BXRUOMAKRRNEREFTHFENNE , S0 Getting the bootstrap brokers for
an Amazon MSK cluster,
<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --
broker-list BootstrapServerString --producer.config client.properties --
topic MSKTutorialTopic
2. WAFTEWNEMUER , A5 Enter EEMITHIBRARH =X, BXHA—1THK Enter B,
ZATEAEN BIRAYH B RIEEER Apache Kafka &,
FEEFRITENNEZERET RS , AREFELORITASZITENMNE MR IMER,
4. TEUTWHSH, BootstrapServerStr.mg%é?l“ﬁéjjZﬁuﬁﬁ-lﬂ’]ﬁlﬁlzlK EERFRH, AL, B0
RHAFERAR , EAFFRITENNE - NERETUATH S,
<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapServerString --consumer.config client.properties --
topic MSKTutorialTopic --from-beginning
B RER Z R EAEG A LR S IHARNER,
5. EAERBEOPRAEZEE AN EEEREFASKEOR,
T—%

£ 6% FHITE® CloudWatch Z2& I & MSK 1E4r

F 6L FHILZ CloudWatch &£2F I &% MSK 1E#rR

A ERATL S MSK” WX —F 5, SHERLIRPHLDHEH MSK 585, CloudWatch

HR] 5 ERAEABE 12
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EEPEZF Amazon MSK #E#x CloudWatch

1.

2
3.
4

o

$TFF CloudWatch ##l& , Mt https://console.aws.amazon.com/cloudwatch/,
ESMERKT , EEER.
BRI EREDF , REEEFE AWS/Kafka,

EEERBRIIMIESR , Bik#EE Broker ID, Cluster Name (R ID , EEEM). W TEHRIN
FEFR , %R Cluster Name (EE B Fh)o

(k) EERERTD , RRESEITRENSEE , REERAXERESE CloudWatch BR.

T—5%

ST MR AHIZERIEN Amazon RIR

S 7 IR AHIZECZEMN Amazon BIR

HEITEER Amazon MSK M&R/E—HH , BHEBIBRAN A HECZN MSK ERHNE M miTE.

£ Amazon Web Services Management Console ffl Bk % &

1.

o o k~ w N

£ https://console.amazonaws.cn/msk/ T FF Amazon MSK &l &,

EREFHN B, flan , MSK TutorialCluster.

%% Actions (181E) , AA/F1%$F Delete (HIBR).

BN LA T ML 3TFF Amazon EC2 #%|#& : hitps://console.aws.amazon.com/ec2/.
EERENE PRI EYOIERSES , Hl0 MSKTutorialClient,

EFEROPRES |, AREEFRL LA,

TRl IAM policy A&

o g A w DN

BT https://console.aws.amazon.com/iam/ 3TFF IAM $2& &
ESEMERSD , ERAE,

ERZREF , MALHEHIECERN IAM AN E .
ERAG . REIEERERSEHEIARER.

ESMBERSD , EEEK,

ERZEF , AL EHECNEN BN B,

SB 7 RRER 13
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7. %RERE ITAHEHBERE. EREBOFER@L |, SR ERKE,
8. IEIRMIER,

S| BIBRER 14
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Amazon MSK Hy T/EJRIE

Amazon MSK & 2SI UEK S P olZHWEE Amazon MSK &R, ATHPETBNEWMARITE
K Amazon MSK 84, BXAILAE MSK E£8 L ITHAIERENIIR , BSRUTHRE :

« XLEXiHA : Amazon Web Services Management Console
* Amazon MSK API| Reference

* Amazon MSK CLI Command Reference

FH

+ 12 Amazon MSK £

« HBR Amazon MSK £ &

« JREUT 5 MSK £ 8549 Apache ZooKeeper % 127 15 &
+ 3REX Amazon MSK £## 5| SR E

* % Amazon MSK £ &

- FREE

- EFERA

« E# Amazon MSK EF WA E

« ¥ & Amazon MSK £

s EMERENZLRE

« E/5 Amazon MSK EFMHWRE

« 3 Amazon MSK SRS

B Amazon MSK ##l& 5@ Amazon EventBridge Pipes

2 Amazon MSK £ &

/A Important
BIBER 2 FETHEE X Amazon MSK 8 # VPC,

£ 82 Amazon MSK & 2 8 , BAJ#A — Amazon Virtual Private Cloud ( VPC ) , H#Ei%
VPC HREFM,

et =0 15
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https://docs.amazonaws.cn/msk/1.0/apireference
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BEBEEXEED (LMAEEL ) KEHNMTEATRAXPEARDFRN. FRHE Amazon MSK #Y
HRXEH , BUUEERI =AM, ENFRLXFANTFAENTAXS., ELIEERN , Amazon
MSK &8 E /Y F Mz 8] F 19 7 B A E T Ko

femm

EBIZ Amazon MSK 88 |, B LEEEEFANRERE, Amazon MSK ZFUTRERA .

 kafka.t3.small
« kafka.mb5.large. kafka.mb5.xlarge. kafka.m5.2xlarge. kafka.mb5.4xlarge. kafka.m5.8xlarge. kafka.m5.12:
« kafka.m7g.large. kafka.m7g.xlarge. kafka.m7g.2xlarge. kafka.m7g.4xlarge. kafka.m7g.8xlarge. kafka.i

M7g K42 A G Amazon raviton &3228 ( B Amazon Web Services BZE I E T ARM H E HI4L B
) . B5RIFEM M5 KHIMELE , M7g RLEHNMERIES, M7g RELLEIR M5 ZHEENBEE
2. MSK EEZE1T T Kafka ARz —HYSEFF L m7g KE .

- 282. 9

« 332

« 340

* 3.5.1

- 3.6.0 TEDEEM

M7g 1 M5 REHEHEFHEMEEL T3RES , BWATEFIEAR. M7g M1 M5 2L2EmE1H
REW AL T3 2LBHEEZN I X, IREEFESITERANESRIEAEITETSZIKX ,
BEEA M7g 5 M5 REB, ETHERX M7g #l M5 RHIKENEZER |, 55K Amazon EC2 BEAE
il

T3 REALMER CPU o XRIGRHESHAE, MESEENSFPEFRILEIEAE , ELNE
FHERNLGEIEMARQRNEAFTHESE , MAER T3 REH#HTEREATF XK. RIMNBUE
proof-of-concept #H1TMix, , AWBE T3 RERBRURMMTEFRXBIEATR. ETHBEXR T3 EHIX
HWEZELR , iHS 50 Amazon EC2T3 Instances.

BRIMAIEERERENESER , HEH REXEK,

#F Amazon Web Services Management Console #7258

1. 1E https://console.amazonaws.cn/msk/ $TF Amazon MSK Z#14&,

REERA 16
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2.
3.
4.

10.

11.

12.

13.

14.
15.

16.
17.

EFROEER,

EEEBENEN.

£ VPC HIRF | MBERATEEN VPC, LETLIEE Amazon MSK BIBEBEFHAK
Apache Kafka MRZ<, 2.8.1 fRZA 2 HI AP E RHBIARE |, 2 HEER MR,
MREFEANEEEARD (JLMFERL ) X , BEEERN M. ERM Amazon MSK # H A
X  BUUEERI=AFMN, EENFRXANTFRRBATAXH,

WRFTEERERRE, BX Amazon MSK BLEMER , ESH BB,

EELFEMSK ESNTAXRFOENREBERENHKE, SIMNTARELD—IME , BINEHE
% 30 MU,

(&) NENERIBFRE., RERTEN. BXEZEER |, 1S H the section called “H &EE
PR,

BOLAESMENEHE. QBERE , ZUENEMENEFHE , BEFERL T,
ERENRRPOBEHRTNBRAENRE. BRIAMERT , Amazon MSK 2 EEH PR E ZE{%
RBPFEEAXNBFEHITNE, WREHFLEEREBZAERHBENTENBEHTNE |, EEREE
Enable encryption within the cluster (TEE& A JE A MNE) R EIEHE,

ERATEEFPRNREZRAEZHBBENNZHREN=MREZ—. BXEZELR , HZH the
section called “/Z % %",

EERERTNZBRSHEIEN KMS 24K, BXEZEER | S the section called “E&7S 10

[l

MEERIEREFIHSM , HET%RE Enable TLS client authentication (B TLS & F i & 41 IF)
SHMHERERZIETN. BXFHRIENEZFER , HSH the section called “XX[@ TLS H#4 %
Uk,

EEFMENGEEES ., WERRELREBNIENRE. BEXEZEE , B2 LREH,

(k) RBEEREE , AFEBREERE. BUEEERHR T EHFHNIHRINRH — K
ZARLA (HlI, BERRITENNRZSE ), IREEESHEAENZT2E , NAABRERE
FEeMHRR, B4R , BFEE ec2:DescribeSecurityGroups MR, BXRH |, ESH
Amazon EC2 : AT UREARFNERF ST EESHE VPC XKW EC2 224,

RO EER,

EEBFREREL , EPEFRS. & Amazon MSK MESK#E , RSMNEZCQET RN ES. 4
RERESE , BUEEIER. AXEFRSHNESER | H5H S8R5

£ Amazon Web Services Management Console 22 £ & 17
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{85/ Amazon CLI BIZE&EE

1. EFILAT JSON HFHHEHRFRXHH, FXHmHB N brokernodegroupinfo. json. ¥
JSON ) FM ID BN EFRNBNE, XEFRAAMTFARARNTRAXF, § "Security-
Group-ID" BRNEF ik VPC N —NHRZNLZELEM ID, 5iXLELRLAXRKNEFimAILA
AR, NREBEESEAZNZLE , WXABREAENSMNHONR. E4XKE  BFE
ec2:DescribeSecurityGroups PR, HXRH , FSH Amazon EC2 : AFUEEI R
MERFATEESEE VPC XEHW EC2 244, &/F , NEHMW JSON MG REECRE
Amazon CLI it &#l L,

{
"InstanceType": "kafka.m5.large",

"ClientSubnets": [
"Subnet-1-ID",
"Subnet-2-ID"

1,

"SecurityGroups": [
"Security-Group-ID"
]
}

/A Important
MBEBERANREERS (JLNAERL ) X , FRIEEFNFM. X FRE
Amazon MSK WEE X , BAILUEERINH=1NTFN, EEN FRAZN T T EH A A
Xeh, ERIZEEE , Amazon MSK £ EMN FM 2B FEE 2 BEAET =,

2. 7EfR7F brokernodegroupinfo.json X#H BFHIZ{TELT Amazon CLI 5% , HFF "Your-
Cluster-Name" BN IEERHBF. N TF "Monitoring-Level" , BAILEEU T =ME
2 — : DEFAULT, PER_BROKER = PER_TOPIC_PER_BROKER, BXX=NTFEEELKFIHE
B , #2227, enhanced-monitoring MR Wik, MRAKE create-cluster GFHH
EBEZSH , BiEg BI85 DEFAULT,

aws kafka create-cluster --cluster-name "Your-Cluster-Name" --broker-node-group-
info file://brokernodegroupinfo.json --kafka-version "2.8.1" --number-of-broker-
nodes 3 --enhanced-monitoring "Monitoring-Level"

ZaSHEm EmLLT JSON FRF :

f# /A Amazon CLI & 258 18
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{
"ClusterArn": "...",
"ClusterName": "AWSKafkaTutorialCluster",
"State": "CREATING"

}

@ Note

create-cluster B ARELIREEIR , BR—IMHZNMNFRABNATARTZ X,
REMERR | ZERSERTEIIFENTHX, FURFEAFRSIENTHXN T
M , RIGEIR create-cluster %,

3. {RfF ClusterArn #MV{E , RN EFEZR T e EEMITHAMRE,

4. BIUTHEFRKEERMN STATE, & Amazon MSK TiE &£ & AT , STATE {BM CREATING 3¢
B ACTIVE, HIRAHN ACTIVE B |, BAEEDER, EXRERRASNEZEE |, 558 £85I

Do

aws kafka describe-cluster --cluster-arn <your-cluster-ARN>

£/ Amazon CLI 8% E& B ENX Amazon MSK Bl By SEE

BEXBEN Amazon MSK BRBUA R A B X EHEBENEL , F3H HE,

1. JFLAT JSON REEIXHH |, H configuration-arn BN BREREFHANEEN
ARN,

"Arn": configuration-arn,
"Revision": 1

}

2. 1&1T create-cluster @R HMEMA configuration-info ®&IIEEIERTE L —FHREMN
JSON X#. AT =R,

aws kafka create-cluster --cluster-name ExampleClusterName --broker-node-group-
info file://brokernodegroupinfo.json --kafka-version "2.8.1" --number-of-broker-

/A Amazon CLI 8|27 8 B E X Amazon MSK Bl E K E5 19
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nodes 3 --enhanced-monitoring PER_TOPIC_PER_BROKER --configuration-info file://
configuration.json

AR BiE 1T e 85 5 J3 89 B Zh W LR 41

{
"ClusterArn": "arn:aws:kafka:us-east-1:123456789012:cluster/

CustomConfigExampleCluster/abcdl234-abcd-dcba-4321-alb2abcd9fof-2",
"ClusterName": "CustomConfigExampleCluster",
"State": "CREATING"

{EF AP| DI
EFH API Bl 5EE | {55 R CreateClusters

i B& Amazon MSK £ &

® Note
MREREFEEDT BERE , BEUESENREFRZIBRZER, BXEZEE , H2H B3
¥ 4.

£ Amazon Web Services Management Console il Br &8

1. ¥ https://console.amazonaws.cn/msk/ 7 Amazon MSK 2 &1 &,
2. EREBRRN MSK £EEZ UM FERERZEH.
3. “&EMBRAR , RAEEIANER.

{85/ Amazon CLI iR

BITUATEGS , ClusterArnB B N EEQIREF I IRBH Amazon BIREABF (ARN), MRERE
ZEHW ARN | AILUER Y HAFEEERXKE ., BXEZEER , 15 H the section called “FIl B &
B,

aws kafka delete-cluster --cluster-arn ClusterArn

£/ AP B2 &R} 20
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/A API MIERER

EEH API HIBREEE | S H@DeleteCluster,

FRERL 53 MSK S8 Apache ZooKeeper £ F T &

{8 FA3REX Apache ZooKeeper JE#F£F 8 Amazon Web Services
Management Console

1. ¥ https://console.amazonaws.cn/msk/ 7 Amazon MSK 2 &1 &
2. ZRETRTHEFTINXENMESES, EREEEMUEFTHERA,

3. EEERENEL 6 EBREEFFWER. XETTEISEFRELK Apache ZooKeeper E 1%
FRF

{# Fi3REX Apache ZooKeeper EEF & Amazon CLI

1. MBETFHABEEEL Amazon FRBH (ARN) , BRI LB 5 HEKF FHFEERRKIE,
BEXEZEER |, 1§31 the section called “FI HEEE,

2. EIREL Apache ZooKeeper EZEFRABURBXERNHEHMER , BETU TS
4, ClusterArnB# N EEHN ARN,

aws kafka describe-cluster --cluster-arn ClusterArn

% describe-cluster A HILLT JSON RHIFF R,

"ClusterInfo": {
"BrokerNodeGroupInfo": {
"BrokerAZDistribution": "DEFAULT",
"ClientSubnets": [
"subnet-0123456789%abcdef0",
"subnet-2468013579abcdefl",
"subnet-1357902468abcdef2"

1,

"InstanceType": "kafka.m5.large",

"StorageInfo": {
"EbsStorageInfo": {

5 API HIBRSEEY

21
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"VolumeSize": 1000

iy
"ClusterArn": "arn:aws:kafka:us-east-1:111122223333:cluster/

testcluster/12345678-abcd-4567-2345-abcdef123456-2",
"ClusterName": "testcluster",
"CreationTime": "2018-12-02T17:38:36.75Z",
"CurrentBrokerSoftwareInfo": {
"KafkaVersion": "2.2.1"
},
"CurrentVersion": "K13V1IB3VIYZZH",
"EncryptionInfo": {
"EncryptionAtRest": {
"DataVolumeKMSKeyId": "arn:aws:kms:us-
east-1:555555555555:key/12345678-abcd-2345-ef@1-abcdef123456"
}

iy
"EnhancedMonitoring": "DEFAULT",

"NumberOfBrokerNodes": 3,
"State": "ACTIVE",
"ZookeeperConnectString": "10.0.1.101:2018,10.0.2.101:2018,10.0.3.101:2018"

Lt — JSON /RHI#E describe-cluster @ THitiFE R ZookeeperConnectString &, &
FISENNNE , HRFEUARATEER LUBREE,

/A Important

I&H) Amazon MSK EEF 44 FACTIVEIRA F REFREX Apache ZooKeeper E1EF
TR, HEBEMAT CREATING RASA |, describe-cluster mPWAETEE
ZookeeperConnectString, MRXEXFER , BEF/Lo8 , RAEEEEFHA
ACTIVE RAEFEHIXEIT describe-cluster,

£/ API 3REX Apache ZooKeeper iEiEF#F &

E A API 3REX Apache ZooKeeper E#EZ & |, S HDescribeClusters

f§ /A API 3REX Apache ZooKeeper £ F 5 & 22
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FREL Amazon MSK £& /5| S8

#F Amazon Web Services Management Console 3REL5| S

5| SR E 1718 Apache Kafka BEFim ] L AEEEEFERNRENIIR. KIRT—EBREERH
FRRERE,

1. ¥ https://console.amazonaws.cn/msk/ 7 Amazon MSK 2 &1 &,

2. ZRETTHEFTIHNXENMESS. EREREMUEFHERA,

3. HEHBPEENHEL A6 ABREEEFHRER. XETRTSISERNRELR Apache ZooKeeper 1%
FRE,

5/ Amazon CLI 3RE( 5| S

BITATEGS , ClusterArnB BN EEQIEEFIIRBM Amazon BIREBM (ARN), MMREZHE
ZEHMN ARN , TUBE Y HAMEEERERIE. BXREZEER , 5 the section called “% HE

”
o

aws kafka get-bootstrap-brokers --cluster-arn ClusterArn

StFEA the section called “IAM 17 [a] 32 &]” B9 MSK &8 |, iZom B HMULT JSON RHEIFT TR,

{
"BootstrapBrokerStringSaslIam": "b-1.myTestCluster.123z8u.c2.kafka.us-

west-1.amazonaws.com:9098,b-2.myTestCluster.123z8u.c2.kafka.us-
west-1.amazonaws.com:9098"

}

UTRAERT ETFLHGENEFNSISRE, FA
BootstrapBrokerStringPublicSaslIam #4715 |, A
BootstrapBrokerStringSaslIam F&F&HE M Amazon REZBHEITIHIE,

{
"BootstrapBrokerStringPublicSaslIam": "b-2-public.myTestCluster.v4ni96.c2.kafka-

beta.us-east-1.amazonaws.com:9198,b-1-public.myTestCluster.v4ni96.c2.kafka-
beta.us-east-1.amazonaws.com:9198,b-3-public.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9198",

RELE| SR 23
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"BootstrapBrokerStringSaslIam": "b-2.myTestCluster.v4ni96.c2.kafka-
beta.us-east-1.amazonaws.com:9098,b-1.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9098,b-3.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9098"

}
SISREFHHENETEKREAIE MSK EHNATAXN=E (RIEREFHMMETA ) .

£/ APl JRELS| S E

EfH API RRENG| SEEFRE , ESHGetBootstrapBrokers.

5| Amazon MSK s &

£ Amazon Web Services Management Console %Il i £ 8%

1. ¥ https://console.amazonaws.cn/msk/ 7 Amazon MSK 2 &1 &,
2. ZRERTHKFTHAXENMEER., EREECEFHEAGENERNEN.

£/ Amazon CLI 5| H&EE
EAUTES,

aws kafka list-clusters

£/ API 5l H & &%

EEH API FIHEE | ESHFListClusters,

FEEE

Amazon MSK 12tV ThEERI S BH IR BB MSK SEB V1764 -
E=3-0il

- DEEM

o Y mEy BREEMFZH

- MBEHAETE
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VAN —, A
pal=L A

2B F 2 Amazon MSK BV ERAF#ZE , AT BE/LFERNFRER , XELFSREHERK
BRRRER,

IBALABIRE B AL L E MR MR A 2 EEM#E Amazon MSK 8. Amazon MSK {557 BUE 176
EMRERICEETEEED , ERBIEXE Apache Kafka B R B HR, AS , Amazon MSK & H
WFBEB AN EREEZEE

HNARETHBND BEMEPIREBUER |, sl LN FTRREER s8N, FBEIRFE MK
BiERERBEN , TN EEFRHERLUNER, EEFENEREAS EEEMETAEE ,
FTEEEEEMEE, BUUFREEHRENBIE , ERAFREMRAENE. INEES KIP-405: Kafka
Tiered Storage H 5| A#Y APl &,

UTRZRFHE—LLEIhEE

o ALY BEJLFERNEFEM#ZE , 4B MY B Apache Kafka EAti%HE.

« IMAILATE Apache Kafka EBHIEKKIFERENE , LA UEMEBEFHEZR , TLENRERE,
- HRETHERNBEERN TSP XRNITLEHHNEINER,

- BALMERIARRAERTE R Kafka AP LI H 4 7= IR 7 EHAL 2 IR,

- PXEFFEHEEER , AN _RFH LLHNBEFISEBRBUERTES,

- RENSEEEZENBIERAE VPC IBS , MASES BBMBTEH,

- BERmitEVERIEAT ORFHENTEHNEE  SERIREAIEFHENERNIEMEE,
FSRUEESwITE,

HEEFHER

- BUIER Apache Kafka B P isiRZA 3.0.0 FESRARCRER T 2R FHHOFTEE., EFNE
FEIERDEFE , BAUEFREEFERAKT 3.0.0 ¥ Kafka BFImRA ( XM &K Apache
Kafka 25 2.8.2.tiered ) WEFiwITENRBERA D RF M. BSRTR 4 QIEFH,

- BRAT2EF#E Amazon MSK & A AR 3.6.0 = 2.8.2.tiered,

7 R A B9 49 SR PR
R FEATHRMEBH -
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- PERFHEMLERTMEENER.

- DEFMETXIF t3.small REZER,

- BERAEHNREREPN 3 X, TERTEERERBH,

- PREEMAXERELNZNEEER (5 JBOD HHXHINEE ) .

s PEFMTIXEESRTE. BRAMEBEHAB2EFEHNEBEST cleanup.policy Bt & 73 R&E “MIBR",

« AHEANTHEERDERME , ETREZRABINERHN Y EEW. —BZH K REEBRETEERY
EF#.

o WMREMFEH Amazon MSK MRA 2.8.2.tiers , M REEFB R E — N9 EFMEE Apache Kafka kiR
K, MBREFRUERFEAZITSEFMEHOMRAE , BOE NN MSK EFHFENBEIBEZE
B,

* % kafka-log-dirs TELERE D EFEHEBERD. ZTERSREEFMP AEERH KN,

WA A SR ERZ 0 R E

HENFEBLIMEETBE A0 RFMHET , Apache Kafka 2FEXANBEBRNEEREHFHT 2 EF
fito

» Apache Kafka (REFIEXANBEEER. ©Ff BERPNAEEREFE D EFME,

« FHRBAFEDESEME. AEERKX/ (segment.bytes) HELRBI AT A (segment.ms) 12 &I B iE B>
FR9IRE | LAK Apache Kafka FE/EfFEXE #I2 5 R 12 B,

BRTPRFHENEENRERESREASEFHENEIENRERETR. ATANEHERT DR
FRNEFTHEEHNREIBR

« BTA[LATE Apache Kafka FERABRMRERE LR EH : log.retention.ms ( BtE ) F
log.retention.bytes ( K/ ) , XEEIZRBRE T Apache Kafka TEEE PR B W EIEMN St KFE KX
N FREBEBAPEFHER K BEEEEFRNREXERE, ZUUCEHTIRERSZTERS
HIRE,

- BRPEFME , A EES X FEEFEBENM K, flin , MREFM E4AREH
(log.retention.ms) iRE R 7 X , X {RFH (local.retention.ms) iIREB R 12 /NEt , MEHFHEF R
Ba 12 PR BE. BRAFEEINBEREEE 7 X,

s —BHIRBREEATZEAR, XTEEIEMEEDD,

* local.retention.ms ¢ local.retention.bytes REZEF HEE T FREFHNRERER. STEBENEE
KB EEZERERERE (local.retention.ms/bytes) B , Apache Kafka & & PN EIEEFIE
PREFE. RE , BERFESIEZML
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« 3 Apache Kafka ff BEBRFHEEREFIE 2 ZFM#EET , 21RHE retention.ms = retention.bytes iR E
FZEEMNER PR,

o B F 7 = R

ZSHATERAPEFREE , TEHPEIEEHENIABTETBMNITAAR. EF
remote.storage.enable IREF true f5 , BUUEAXRETBEN 7 EEME. ELTRBIF | retention.ms
REN 5K, local.rete ntion.ms IREN 2 Ko A TREIHRHEHFI,

itE TO- BEASEFME 280,

ERAEAETBEASEEMZOERNEER, XTFREEEHX 0, AP —NAEBRLTFEIRS

Primary Storage

Topic Partition -0

Segment 1 - Active Segment0
] [~ — ™ [l = L
o ] o ] o o -
o ] o o o o o
o o E @ oy oy o
L LA L LA Ln Ln L
= &= £ &= = = =
O O ] O o o O

NETI(<2X)-BRAT2EE#. R0 EEHISEFH®,

NAEREBREADEFME , Apache Katka 2E A EBRFH RV BRBRESFHR 0 EHFEIER
i, Apache Kafka E2REBH 0 WEFMEIR, FIR 1 HTHEEFHB T RFENFYE, ELa
B , Amazon MSK i RXTER 0 FER 1 FREVEATE B R AE AR EIRE ( local.retention.bytes/

ms, retention.ms/bytes ) .
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Primary Storage Tiered Storage
Topic Partition -0 Topic Partition -0
Segment 1 - Active Segment0 Segment0
o [~ — ™~ [l = %4 oy ™~ M = L
s 83 8 8 8 &8 8 8 8 8 8 8
g g g g o g o o o [ o o
§ & § 6§ &5 8§ & 5|66 8|6

B [E) T2 - AR IRE £ Mo

WX , Apache Kafka EFIE| 2 EFMENER 0 WERBRENER, X=ERE N local.retention.ms R E
RNT 2K, EEHEHPNERONESTEH, FIR 1 BFTHELHER , wFEEF T2 EEENOZRML,

Primary Storage Tiered Storage

Topic Partition -0 Topic Partition -0
Segment 1 - Active Segment0

o = — o M =5 L

o o o o o o o

o o o o o o o

] 7] ] ] ] 7] 7]

£ | £ EJE)E]E]E

Q Q Q Q Q Q Q

ARG, REREBLEN , Katka AT BEF#HEPBBRBER 0 MXEES. R 1BETHRESHER ,
BARFEEFT S REENRME , BRAELTESRS. &1 ERXA , RERFERRINFMST,
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Primary Storage Tiered Storage

Topic Partition - 0 Topic Partition -0

Segment 1 - Active

Offset 006
Offset 007

£ Amazon Web Services Management Console 8128 7 2 EZ## Amazon
MSK &8

© N o o bk~ 0w Db =

9.

10.
11.
12.

13.

£ https://console.amazonaws.cn/msk/ 3T FF Amazon MSK &l &
EROEER,

N REFEIEREBELE,

EESBNET.

EERRADERME.,

71 Amazon MSK & X iF0 B 7K Amazon Kafka i , A T oI2 5.
1B kafka.t3.small AR RIS AL,

EEZ%E Amazon MSK EENMNTAXH BN REBEHE. SMNTARED —IME , BIMNEH
5% 30 MUE,

EERES AN ATRAXHNKE.

EESNTHRXEBM Apache Katka KEHHE.

EREMED, HPSRTEASEFHEEXN D EEM#N EBS 714,

BREFVUEQSTNRREREE. TRE , PEF#EMN EBS FHEFMENERFEREXER
EREFCIZARS,

%% Create cluster ( BIEREE ) .

5/ Amazon CLI BI2B A 7 2 E1FM#H Amazon MSK £&

EEER LAY RFM  BEAEBMN Apache Kafka lR AR 2 R iFHEBEMLIEER., BHIRBUTR
WBRGIERE. A, BERT—TWHNSR , IEEH T 5 EF#EN Kafka &8,

palyEd 29


https://console.amazonaws.cn/msk/

Amazon Managed Streaming for Apache Kafka FERARER

BXRUBEFHNIERMENTESIR , BHZ M create-cluster,

aws tiered-storage create-cluster \

—cluster-name "MessagingCluster" \
—broker-node-group-info file://brokernodegroupinfo.json \
—number-of-broker-nodes 3 \

--kafka-version "3.6.0" \

--storage-mode "TIERED"

BBERAT I RFM#H Kafka &

EXRENRERA T RERNERNABNERE K SEENBR-MNERATIRERNEE , Hhas
EXRERITFHEYE. 2EF#HNETIIEENT :

« local.retention.ms ( #2010 & ) AETHEMNREBIZRE , local.retention.bytes A
HEBRK/INBRE,
- remote.storage.enable IREN true BRI B RS EFEH.

AT ELEE A local.retention.ms , {ELE M RI E R 7 local.retention.bytes, LLE M H| Apache Kafka
FHENEEFEES R 2 EFME 28 AT AL T ETK S Apache Kafka ILEFINF T . BXZEN
BRERMNEZSHFMES , 25 Topic-level configuration,

@ Note

BAER Apache Kafka B FPIGARZAS 3.0.0 REERA, XLEMRA{NAE kafka-topics.sh
HIXLEEFIRIRAFRZ R remote. storage.enable WiRE, ExIFEHFRHRAK Apache
Kafka WIIEEXBEASEHEME , 2R ENETB LERAIEFM N,

bin/kafka-topics.sh --create --bootstrap-server $bs --replication-factor 2
--partitions 6 --topic MSKTutorialTopic --config remote.storage.enable=true
--config local.retention.ms=100000 --config retention.ms=604800000 --config
segment.bytes=134217728

ENETE LERNZERAS EFE

XENTNBUNAEENENETIB LERANERAsEEE. EUEBRA T EEMNFERNES , B
25 {EH Amazon Web Services Management Console Bl 5 7 2 B 17N EEE,
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ERBEETBLERSEFE

EENEXB LERPEEM  BERAUT RPN alter W RiEL, EELEENETELBERSE
GF#E , BFAZEEA Apache Kafka & F i iR A< 19 BR 1 o

bin/kafka-configs.sh --bootstrap-server $bsrv --alter --entity-type topics
--entity-name msk-ts-topic --add-config 'remote.storage.enable=true,
local.retention.ms=604800000, retention.ms=15550000000'

ENEEB LER D EIFH#

A
ExNATELEASRFE  BRRBRERASEFHENIIFER alter HiEE,

bin/kafka-configs.sh --bootstrap-server $bs --alter --entity-type topics --
entity-name MSKTutorialTopic --add-config 'remote.log.msk.disable.policy=Delete,
remote.storage.enable=false'

@ Note
BRIEFHE AT NBRs EEETHNETHIE. Apache Kafka AREBEFMHEIE , B
MHEBAET local.retention.ms WERBHN, ZRFBMN D EEMEE , B EZBXRE
Ao EE#,. EENEXTT LZ2ASEREME , BT L2ZINE Apache Kafka &/ iz iR A< HY R
o

£/ Amazon CLI T B E#H LB A2 E 76

(® Note
REEEEM log.cleanup.policy IRE N delete B , FREB AP EREMW K BAPEE#TX
BFEEETE., IRREZRFETBLERASEFM , MEULUFZEED log.cleanup.policy Bt
BN compact, BXIXEFENEEBHEMEZFMEE , 55K Topic-level configurations

1. B5 Kafka A - EBRAHIEM RN, EEREFHNWYTIRA , B DescribeCluster
B4E=K describe-cluster Amazon CLI 55, RAIRASZE KTVPDKIKXODER,

aws kafka update-cluster-kafka-version --cluster-arn ClusterArn --current-version
Current-Cluster-Version --target-kafka-version 3.6.0
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2. IWBEHEMER, UTREBRFERWNAER update-storage APl FERFHERREN
TIERED.

aws kafka update-storage --current-version Current-Cluster-Version --cluster-arn
Cluster-arn --storage-mode TIERED

EREHEEFINRER LN DR FH#

(® Note
REEEEM log.cleanup.policy iIRE N delete it , FEEB AP EFM , RN EFEHETX
BEAEE, IRREZBETELERASEFE , BEALUFZEBEM log.cleanup.policy B
BN compact. AXXFNEERENEZFMEES , S Topic-level configuration,

1. 7£ https://console.amazonaws.cn/msk/ 377 Amazon MSK &l &
2. RIERBERNE , BEREM.

3. BAF@Ey  BARREEHTFHEER,

4. RiEBRDEFHEMEBS 7t , BARREER.

NhEyBRIEBEMEZE
EA LIRS MEER EBS FEEH., B ERDEE,

HLy REBERE , FEENDATA.

/A Important

VB MSK BN EMZR/G , YAIAUFERAGIANFEZE., T , EBRFE#HTBRS4
&, EREBEE-—BHEH. Amazon MSK A LS EHHKMALER  BXNEH#TT B, X&
FEMED 6 DEIEEE 24 MR E |, EABRRTERNFEXDARARURTRE, XBE
EHATF auto scaling B4 , ti& A T HZUpdateBrokerStoragei@ fE# 1T F B M. BXIE
BARERZRANINER , BSH REXEK,

BRLMER2RERAIREBEA QT REERENFHEEZE, BRI EEME.

YEy BREEHZEE

32


https://docs.amazonaws.cn/cli/latest/reference/kafka/update-storage.html
https://docs.amazonaws.cn/msk/latest/developerguide/msk-configuration-properties.html#msk-topic-confinguration
https://console.amazonaws.cn/msk/
https://docs.amazonaws.cn/msk/1.0/apireference/clusters-clusterarn-nodes-storage.html#UpdateBrokerStorage

Amazon Managed Streaming for Apache Kafka FERARER

25
. BBy
. Fohy

%&i

7l

B3 48

EADT BREHFEHAEUNNFERAESRM , BALA Amazon MSK BB AREF BT BEREE. £
Ba Y BEREP , EUNRERRHENRAEZNERT REE.

£R Amazon MSK SERBZ Y Fzal , BRERUTILA :

/A Important
iy BREER 6 PITRERE R

BWENKNEENFERHETTS  UHBREMER, BXAREHEAINES , BSR BEEHEHN
KA BANEBHNWREBRE,

« Amazon MSK AR FEAER LD ME/NEFHFHERE. Amazon MSK AR /NE#EH K/, W
BIREER/NEBREHEAD , XTI EEHIBIEHBER/INES, AXIBEHNESR
BESHE T8,

« Amazon MSK ZEI A#h[X ( KB ) MFEM ( AER ) KEFRXZFEFIT 4.

- UG EADYT BERIESERXBAR | Amazon EC2 Auto Scaling £ B3 812 A T B #rIBERHY Amazon
CloudWatch 1R, MREFERA Bz HRMEMBRESF , Mkt CloudWatch B {HARFE. EMER
CloudWatch B1R , BRIZEMERTRIRE YT FKEE , ASEHRERE. ET7THREXERRERN
FZELR |, HZH (Amazon EC2 Auto ScalingA 38/ ) " # Target tracking scaling policies for
Amazon EC2 Auto Scaling,

B3y 4R IFAE R
B BREAEHRELATSH

- FEFBERBR : Amazon MSK A T#A Ba ¥ BIRENFEEAARRE, S LUNLRBARXRERR
BEBENLYHFEBEN 10% 2 80% ZE, B EEMAXRERZEERN 50% 2 60% ZHE.

- BREMHEE  Amazon MSK AIA AR EBEZ#HIRENHZE AT BRE. B LUEESNMMIEN R X1Z6#
BRERENRZ 16TiB. EXEZEE , S HAmazon MSK BRE,
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2 Amazon MSK #M/E] Maximum Disk Utilization ¥§#3&FF = A TF Storage Utilization

Target iREBH , EQNEFEHAEIEM 10GB HYBFHBEN 10% ( ARKEBNAE ), 0, R
%8 1000GiB , MiZEHEN 100GiB, ZRFBIHRE-—XERFNAR, #—TNT BRRESMKEIE
ME#EAE |, BIEN 10GB YR FHBEN 10% ( ARKENE ) .

ERERBRET BT BIRE , BFEH ListClusterOperations 4k,

A Amazon MSK 8RB HZ T 4

A LAEF Amazon MSK #2414 . Amazon MSK API 2 Amazon CloudFormation N &SN Ezhi
45, CloudFormation A& Application Auto Scaling 3R

@ Note

PIRERN  BXEXINBIY 5. ELNEQNEEERE K AGHEHUBHABEABIT BRE.
B2 , A LFE Amazon MSK BRSS 02 S 8¥ B 0 B 1Z SR #E .

£ Amazon Web Services Management Console i B B3l ¥ 48

1. &% Amazon Web Services Management Console &3 A T Mt $TF Amazon MSK 2%
A& : https://console.aws.amazon.com/msk/home?region=us-east-1#/home/,

EEBIRT , ERER. XQFEEISRIEEFFAEENTE,
EE@ABT BB AREE,
EHGE BT BEM. BEEFEANARER. EAEFFEEENBRER.

1%£$# Save changes,

o M @b

REABRFERE , ZREFHNZERTNEDIRS. RE , EFEFERAREHFN , Amazon
MSK & R&EA I 71

£/ CLIiRERzY %

1. fEM RegisterScalableTarget a5 5 E M 174 R A = B ¥R,
2. fEH PutScalingPolicy S 812 B3 KK,

£/ AP iREB3hY 4

1. £ RegisterScalableTarget API £ 174 R A = B ¥
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2. f# PutScalingPolicy API 812 Bz B #.

FHT B

ERINERZEE , BEEEFHEA ACTIVE KT, FY BERAEHZAEDBANNER/HE
. BRZBEUNREHKESERZE , BZRFNETE 24 P HERM AN EHEFHTRL
t. XEMILLERNITKEFHBRNEIEL,

£/ Amazon Web Services Management Console A\ a3 BB E Z= A

1. £ https://console.amazonaws.cn/msk/ T 7 Amazon MSK 2% &
2. GREEFHAREEMEN MSK £2,

3. HEFEIDPERERE.
4
5

EERMEFHEE, CRRBNFEHE A TRBROFHE,
ERREFER.

£/ Amazon CLI AE¥ B RIEBFME TR

BITUTHS , ClusterArnB RN BE B ERIRBE M Amazon BIRE R (ARN), MRERE
ZEEM ARN |, AILUBEE Y HArEEERXEKEIT, BEXREZEER , 5 H the section called “FI H &
B,

¥ Current-Cluster-Version iR EEH 2 5l iR,

/A Important

SHEMATEZHENBER. EERERNIFIMA , FEMDescribeClusteri® ¥ desc ribe-
Amazon CLI cluster 5. REIMRA R KTVPDKIKX@ODER,

Target-Volume-in-GiB BB RTEFEBMEBEZFNEME., REEEHMEREBENTFME, &F
HRIEECEENEHENENMIE, B3R Target-Volume-in-GiB I8EMNELMEKXTF 100 GiB K&
B, ENBREREMNMENTFHTREEY 16384 GiB,

aws kafka update-broker-storage --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-broker-ebs-volume-info '{"KafkaBrokerNodeId": "All",
"VolumeSizeGB": Target-Volume-in-GiB}'
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£/ APl H ¥y BAIEF6 =

EFEA API EEFM# , 1S #UpdateBrokerStorage.
MEFEELE

Amazon MSK RELFBFEREEFREE L, HENFANEHEARE, EREZRAEHBIENARE
RASRERMAEAFPHREN , MLHEFRE /0, BEREFHLEREROFESEABREINEHES
REBENERER, MEF#EHERETNEHPNREEEZERRNEED,.

B A A REEE N kafka.m5. 4xlarge FEAKBHWEFHBERN 10GB ESTEMER
EEMBFULERR (UBW MB AR )., THUERERBREEMERLE, BHAURLT
ACTIVE RSN EHEANEATETHE,

Bt 2T

REFHEHIBEINEREERZ : EFHE. Amazon EC2 E| Amazon EBS HWEEFEH 2 UMK
Amazon EC2 WHOFHE, BWLUEHAMEF#EHEXRFAREFUHE, T3 , REFHLERHIT
BE2 M Amazon EC2 % Amazon EBS B EEMLEF Amazon EC2 HOFEH Ei& K.

Amazon EC2 HOFMHEZFARARENSEHNRACARBENFT W, A , X FRAWREE
#  Amazon EC2 E| Amazon EBS WEHFHEH Amazon EC2 HAFHERHE S,

T 10GIB REKNE K/ , BUILFFHELEMENESY 250MB ZESE. RIANER
250MiB, EMEEFEHEUHE , HFUERNREXR kafka.m5.4xlarge RE K ( =K katka.m7g.2xlarge
REKX) , HEAUEEREABTLE , WTRAT

RERE RAFHEEFLE (MiB/s)
kafka.m5.4xlarge 593

kafka.m5.8xlarge 850

kafka.m5.12xlarge 1000

kafka.m5.16xlarge 1000

kafka.m5.24xlarge 1000

kafka.m7g.2xlarge 312.5
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RERE RAFHEELE (MiB/s)
kafka.m7g.4xlarge 625
kafka.m7g.8xlarge 1000
kafka.m7g.12xlarge 1000
kafka.m7g.16xlarge 1000

NEFEELE

BT LAE A VolumeReadBytes # VolumeWriteBytes IEFrREEEFRN FHEHEEFLE, FHIX
W§A¢E$TE0 BENMBHUFTHRUN IO FRELE, ERNEFNTHOERELE | BHXHNER
BN SUM , FRKIEERN 1 78 , REFEAUT AR,

Average storage throughput in MiB/s = (Sum(VolumeReadBytes) + Sum(VolumeWriteBytes)) /
(60 * 1024 * 1024)

A< VolumeReadBytes # VolumeWriteBytes IEFRHEE , S M the section called
“PER_BROKER Bl #2",

BLEEH

B UEFBTMEFHE IR ZEEH Amazon MSK BLiE, T , EREIMENEFTULE |, BH4M
FHATXFANRIE : B#H num.replica.fetchers BESHANASTHMEELE.,

£ERIA Amazon MSK B2 |, num.replica.fetchers AR 2. EEH
num.replica.fetchers , BUUFERATRIVBIUE. XEERESE, BWEREBSHAARE
BiXL(E,

RIFRH num.replica.fetchers
kafka.m5.4xlarge 4

kafka.m5.8xlarge 8

kafka.m5.12xlarge 14
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RIERH num.replica.fetchers
kafka.m5.16xlarge 16
kafka.m5.24xlarge 16

EHENEERRETERE 24 MINEN , ABMRRBRBE S FNA , WAEEFEERNE, T
T, #EBHE , IESNMRELSTREHMENME, MR 1TB BEIXIFA , BEAFAN
R BT B ER NS,

{#F Amazon Web Services Management Console i B 7 &H &

1. &% Amazon Web Services Management Console } &S A T Mt TF Amazon MSK 2%
A : https://console.aws.amazon.com/msk/home?region=us-east-1#/home/,

RO EER,
EFEEE R,
EEEFHNEWN.
ER@EEs PERE A,
NEREWFEFLEIERE—ME
% VPC, AKX, FRMZE4H,
BEE Next ( FT—F ) o
EREIBRNKD , EET—F,
. BEREARESRNVESR , EF T -5,
1. REEFRE , ARERUEEH,

© © N o gk~ W DN

-
o

£ Amazon CLI TR EHE
AP REEERBIMAEA Amazon CLI Bl Z A THETHEREE.,

1. SEHLLT JSON HREMWEIXHH, HTMID MZLA ID SNFERNEKFOE, IXXH
cluster-creation.json @& HREX 4,

{
"Provisioned": {
"BrokerNodeGroupInfo":{
"InstanceType":"kafka.m5.4xlarge",
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"ClientSubnets":[
"Subnet-1-ID",
"Subnet-2-ID"

1,

"SecurityGroups":[

"Security-Group-ID"

1,

"StorageInfo": {

"EbsStorageInfo": {
"VolumeSize": 10,
"ProvisionedThroughput": {

"Enabled": true,
"VolumeThroughput": 250

},
"EncryptionInfo": {
"EncryptionInTransit": {
"InCluster": false,
"ClientBroker": "PLAINTEXT"

I
"KafkaVersion":"2.8.1",
"NumberOfBrokerNodes": 2

iy

"ClusterName": "provisioned-throughput-example"

}

2. TEE—SHREFE JSON XM B FAIZITELT Amazon CLI 55,

aws kafka create-cluster-v2 --cli-input-json file://cluster-creation.json

£/ API IEF L&

ERCEEHRNEEMRENEFERHSELE , BEFEH CreateClusterV 2,

ERAERAE

BALESERRERNRE ( KDIRF ) REFY B MSK £8 | TH4E#H 0B Apache Kafka 2
X, BYERNEHRE , BALURETEARBNTLREHFRE MSK RENITERE , TahifE
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# 1/0, Amazon MSK XHiEEEFHTNAMANEEAMBNAERE, AT EENBUAEH MSK &
BORERE, SERBIHETE  RURIAAEHRERE, XEWE Amazon MSK —RK
—MCERERAERE, FxUMERBREEHYREEHSEATHNES , HSH the section
called “MESEJANER . A TH -SREXNEF HNEAEERRE , EUUERERENNEAE
FATERE,

REXBEHHE , BUUSREERFNERAKE. T, EXAFINEHTH , TeeESRESRBH
Amazon MSK operations T %I Hi B9 {E 4 58 #iR 4E,

MRABFEREFINBRDIORERE | BUBEENAER L2HEH |, TRANGKRFTENEIE,

/A Important

MRENMNMEN 2 XS the section called “ HEEFHNW A/ : BMENS XEE” FIEE
HNERABE A6 NWEEHEREFTNIRDHNREBRE,

{5l Amazon Web Services Management Console E A ERH

1. ¥ https://console.amazonaws.cn/msk/ 7 Amazon MSK &1 &
EREEMRERIN MSK £,

EEFNFHAEERNEL , RIREFESRS , NPERFENQERE,
MBIRPEFRPAFENRERE,

REER,

o b~ w0 DN

5/ Amazon CLI EF{CHEER

1. BITAT®E , ClusterArnBiR N BE IR EFETIRBH Amazon HIRE M (ARN). MRER
BiZEHH ARN , AIABE | HAEEHRKKEIT, EXREZEE , BHSH the section called “%l
HER,

Fruaunnn BN EBRN YT RATargetType ARBHFEREBERANNFTER, ETHAEXREE
HNELZEE |, H5 1 the section called “4YIEEF",

aws kafka update-broker-type --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-instance-type TargetType
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THEHNROIEAIAERLLGS

aws kafka update-broker-type --cluster-arn "arn:aws:kafka:us-
east-1:0123456789012:cluster/exampleName/abcd1234-0123-abcd-5678-1234abcd-1" --
current-version "K1X5R6FKA87" --target-instance-type kafka.m5.large

Z SR E LT JSON RAIFT R,

)

"ClusterArn": "arn:aws:kafka:us-east-1:0123456789012:cluster/exampleName/
abcd1234-0123-abcd-5678-1234abcd-1",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

2. E3RBupdate-broker-typelBRELR , BETU TS , ClusterOperationArnEHRNE
o FIREM ARN, update-broker-type

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation @S H LT JSON RAIFTF R

"ClusterOperationInfo": {

"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",

"ClusterArn": "arn:aws:kafka:us-east-1:0123456789012:cluster/exampleName/
abcd1234-0123-abcd-5678-1234abcd-1",

"CreationTime": "2021-01-09T02:24:22.198000+00:00",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-operation/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "UPDATE_BROKER_TYPE",

"SourceClusterInfo": {

"InstanceType": "t3.small"

I

"TargetClusterInfo": {

"InstanceType": "m5.large"
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}

IR OperationState WI{EN UPDATE_IN_PROGRESS , F&&F—EatE , RARBRIETT
describe-cluster-operation @i®o

A API EFAIERR

EEMH API EFAERE | 52 UpdateBrokerType,

E ¥ Amazon MSK &M B E

EEHERTE , FREESLT ACTIVE RA., BEXTNHAR MSK £8 FEMEBN D XEUET
the section called “ B EFHHW /) : EMNEN D XHE” hFTRARE, MEEISXLRT , EL
EEMEBRNEE.,

BXMSK REMNES , SENMRAEYRE. TUAEFBLEEUREFNGERNRENSR
EHAER | ESHE BE.

£/ Amazon CLI EF&EFMNEE

1. EHIBLT JSON AFHRFEIXHF, FXHmHEHN configuration-
info.json. ConfigurationArnBMRNEERTEMERNEEMN Amazon BIRER
(ARN), ZELLT JSON # | ARN F#F B4 5|58l # K,

F Configuration-Revision B A EFEANEENSITIRA, BEMSITREAZMN 1 FHRHE
¥, ELLT JSON H |, ZEH T eI F5EXR,

{

"Arn": ConfigurationArn,
"Revision": Configuration-Revision

2. BITAT®T , ClusterArnBR N EBIZEFTIREM ARN, MR FZERN ARN , B
BEFHEAEEERKEC. BXESEL , HSH the section called “FI HEE,

fF Path-to-Config-Info-File B AEHNEEFEXHNERE, MREN L —SHAIEN
X#a&A N configuration-info.json , HFHHRFEEZHR B RH , Path-to-Config-
Info-File BIA configuration-info.json,
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¥} Current-Cluster-Version B EER Y HIRA,

/A Important

ERRATEEMENEY,, EEREBNWIETRA , B MADescribeClusteri®{E= desc
ribe- Amazon CLI cluster 8%, RBIARA R KTVPDKIKXODER.

aws kafka update-cluster-configuration --cluster-arn ClusterArn --configuration-
info file://Path-to-Config-Info-File --current-version Current-Cluster-Version

THEHN RO IAERLLGS

aws kafka update-cluster-configuration --cluster-arn "arn:aws:kafka:us-
east-1:0123456789012:cluster/exampleName/abcd1234-0123-abcd-5678-1234abcd-1" --
configuration-info file://c:\users\tester\msk\configuration-info.json --current-
version "K1X5R6FKA87"

% update-cluster-configuration as SV H AT JSON RAIFTRo

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

3. E3RBupdate-cluster-configurationBEER , BE&=TU T
T, ClusterOperationArnBR N Ew S H HHIREM ARN, update-cluster-
configuration

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation S HI% HIELT JSON REIFTF R,

"ClusterOperationInfo": {
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"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2",

"CreationTime": "2019-06-20T21:08:57.735Z",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "UPDATE_CLUSTER_CONFIGURATION",

"SourceClusterInfo": {3},

"TargetClusterInfo": {

"ConfigurationInfo": {
"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/
ExampleConfigurationName/abcdabcd-abcd-1234-abcd-abcd123e8e8e-1",
"Revision": 1

}

FEksm A , OperationType 2 UPDATE_CLUSTER_CONFIGURATION, 0%
OperationState WY{E UPDATE_IN_PROGRESS , B& & —EatE , RARBRIETT
describe-cluster-operation &%,

fEH APl ESERHNEE

EFA API EEHNEE , 12 UpdateClusterConfiguration,

¥ & Amazon MSK £ &

MREEM MSK KEFPHREBRE , BEAL Amazon MSK ##1E. BY R&EH , BRREHELT
ACTIVE R3S,

/A Important
MREY R’ MSK £8 |, BHAREA L Amazon MSK 4. Y122 RERERALBRENTERT
[ SEF AR IR E,

BEXREMREBEAMBERENMNEHFEE S XPEE , S Rthe section called “EF 2 B 25 X",
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£ Amazon Web Services Management Console ¥ B &8

1.

2
3.
4

£ https://console.amazonaws.cn/msk/ T FF Amazon MSK 2 &1 &
EREEMREHRERN MSK £,

EEFFHAGEREL , EREHEAEFAEERESZS LN RERE.
MALHFLERESINTHXEAENRERE K ARERREER.

5/ Amazon CLI M B&EE

BTUAT@S , ClusterArnBR N EERIEEFHIREMN Amazon BRIFE T (ARN), WREZ
BiZEHW ARN , AIABE Y| HAEEHXKKEITE, EXREZEE |, BHSH the section called “%l
HER,

¥ Current-Cluster-Version BN EBH X HIRA,

/A Important

SRRATREENEY. EEREFHFRAE , FHEMDescribeClusteri®fES desc
ribe- Amazon CLI cluster &% . RAIARZASZ KTVPDKIKXODER,

Target-Number-of-Brokers SR REMBERDERNEHFEEFEENRET AN E
Mo BN Target-Number-of-Brokers EEWELTRATERPYHNREHRENEYR. ©X
AR AT X BB B

aws kafka update-broker-count --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-number-of-broker-nodes Target-Number-of-Brokers

Z update-broker-count BEMMEIMELT JSON FIR :

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef@123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"
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}

2. Ei3RfBupdate-broker-countBELR , FETUT®S , ClusterOperationArnBiRAE
o FIREH ARN, update-broker-count

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation S HIH HIELT JSON REIFTF R,

"ClusterOperationInfo": {

"ClientRequestId": "c@Ob7af47-8591-45b5-9c@c-909ala2c99¢ea",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab0l1-2",

"CreationTime": "2019-09-25T23:48:04.794Z",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "INCREASE_BROKER_COUNT",

"SourceClusterInfo": {

"NumberOfBrokerNodes": 9

1,

"TargetClusterInfo": {

"NumberOfBrokerNodes": 12

fFEksm A , OperationType 2 INCREASE_BROKER_COUNT, %1% OperationState H{&E

79 UPDATE_IN_PROGRESS , &5 —BAf[E , RIEHIRIZ1T describe-cluster-operation

ALA
AP Do

FH AP VT BEE

EFEA AP EMEFPRENIE |, i5ZHUpdateBrokerCount,
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EMEHNZERIRE

E ALt Amazon MSK IREE#H MSK £EN S ARIIEBMEF HRREMRIRE, BETUEFH
FEBIERLHITNE TLS SHRIENAELEIEPMANE, BT EEXEEA (broker-to-broker)
BB,

EBRYIT ACTIVE REFBEEMEZRRE.

MRBAFEA IAM, SASL & TLS W ERRIE , BESTTFEEFRHEMREZEANMNR, TRETRT
AEEMA S,

S HWIE & 7 o B IR N AR T REZRE IR

T R RAE TLS. PLAINTEXT, TLS_ LI Siy=1-E S
PLAINTEXT

mTLS TLS. TLS_PLAINTEX IRITTT o

SASL/SCRAM TLS HIRFTTT o

SASL/IAM TLS IRITTT o

HEFPHRIREBINZFIREN TLS_PLAINTEXT , BEEFIHEI B HRIUFIZERN mTLS & , Amazon MSK
LUEFMEHNMITSRETEFRERE . —HRHEFBESEH mTLS 5AKIERM TLS MBENERT
HITEE B HRHEFRETERASORIEIMBNER THTERE (HAX ).

BEXZLBRENEZER , 50 2214,
£ Amazon Web Services Management Console BB LT £RE

1. 1 https://console.amazonaws.cn/msk/ $TFF Amazon MSK & &
2. BEBREEIFM MSK £&#.

3. EREWDPERERE

4. EREBAMENSORIENMBRE K RAEEERFER.

£/ Amazon CLI EF&EEN LT LIRS

1. BIE—/ JSON X , NELFEERHEANMBRE. U TRTRH

EHRERE 77
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® Note
BREEHEFIRIKEMZRE. BLEEHERN (broker-to-broker) MEFEE

{"EncryptionInTransit":{"ClientBroker": "TLS"}}

2. BlE—1JSON X# , NELFEEHREANFHRILRE, ATRRH,

{"Sasl":{"Scram":{"Enabled":true}}}

3. 1={TLLF Amazon CLI f555 :

aws kafka update-security --cluster-arn ClusterArn --current-version Current-
Cluster-Version --client-authentication file://Path-to-Authentication-Settings-
JSON-File --encryption-info file://Path-to-Encryption-Settings-JSON-File

#Z update-security BEM B H LT JSON FI7R :

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

4. EEFupdate-securityBREMVIRES , BT T@S , ClusterOperationArnBRAE®
SHHPIREM ARN, update-security

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation @ HI% HIELT JSON REIFTF R,

"ClusterOperationInfo": {
"ClientRequestId": "c@b7af47-8591-45b5-9c@c-909ala2c99¢ea",
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"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab0l1-2",

"CreationTime": "2021-09-17T02:35:47.753000+00:00",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "PENDING",

"OperationType": "UPDATE_SECURITY",

"SourceClusterInfo": {3},

"TargetClusterInfo": {3}

R OperationState HY{EN PENDING = UPDATE_IN_PROGRESS , & & —KRutE , REH

RIZ1T describe-cluster-operation W%,

£/ APl EMTEBNZE2RE

EfH AP EFEHENRZERE , S MUpdateSecurity,

(® Note

ATEHREHLZLIRERN Amazon CLI Ml API REEEREM, XEWKE K WREBAAZEE
FISMEABESERYNREMRN S ORIEIMBRE , MZIEETRXER,

E 8 Amazon MSK & &Ry IE

WMREEFF MSK £8NRE |, FFEAL Amazon MSK &/, EEREHMNKIE | FHRRERLT
ACTIVE IR%,

ERGYEY ( HIUEANRAFAL ) HAE] , Amazon MSK RSB AI8ELE S MSK EHNRIE, &ALl
BIFHESREXRNR Katka BEFmMEY  BRBEEFENREEF WIENER.
£ Amazon Web Services Management Console E R X

1. 1E https://console.amazonaws.cn/msk/ TF Amazon MSK 2#14&,
2. EREERNAEMN MSK £%.
3. MTERIFRBFEMEEIY , REEREERNRE,
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4. GERERNEZH.

A Amazon CLI EF{{IE

1. BIUTHS , ¥ ClusterArn BRI Z £ FTIRENAmazon BIREEH (ARN) | F
BrokerId B hEEFWAREMN ID,

(® Note
reboot-broker BEE—IXRZHER —MHE,

MRLEEZEHN ARN , I B Y HATEEEXKKEIT, EXREZEE |, S Rthe section
called “HlI| HEE",

WMERBEFHNNRE D, BB EAET RIIKKFNEMN ID. BXESER , HSH list-

nodes,

aws kafka reboot-broker --cluster-arn ClusterArn --broker-ids BrokerId

Z reboot-broker BENBMHIMLLT JSON FI7R :

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

2. E3REl reboot-broker BENER , BETUT®H S , ¥ ClusterOperationArn BN E
£ reboot-broker i HYH HFIRBH ARN,

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn
% describe-cluster-operation S HIH H LT JSON ROIFTF R,

{
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"ClusterOperationInfo": {

"ClientRequestId": "c@b7af47-8591-45b5-9c0@c-909ala2c99ea",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab0l1-2",

"CreationTime": "2019-09-25T23:48:04.7947",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "REBOOT_IN_PROGRESS",

"OperationType": "REBOOT_NODE",

"SourceClusterInfo": {3},

"TargetClusterInfo": {3}

EHBHBRAETHKIE , OperationState & F REBOOT_COMPLETE JRZS.

A AP EERIE

EEH API EFEHEHTHNRE | 5357 RebootBroker,

3 Amazon MSK E£EERINRE

B LU B E M T BIE SSR LN R 2 B4 Amazon MSK B |, Bl MSK 8. #rXRENHIR
EXHNREN, EAFEREE Amazon BRMALLIE ( SEKEHRE ) W —TEENBEINS
o

FH

- BEXABEHERAMR

- FRARSRERA

- FRZRE

« £ Amazon MSK API &R 7 iR &

BXRREHERANR
A £ Al Amazon MSK API SE A TES :

o JFFRZERINE Amazon MSK &R,
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 BH Amazon MSK & REIFRZ
« M Amazon MSK &R il BR AR %

EAUEAIREN Amazon MSK BFMATH %K. PIm , BAEMIE, FAERFHN Amazon
MSK SERE#TH %, BTLENSMIENRNE  BLETHNR 0GR URIRBLENBE
BR. G, WA —BIRERBE R E RS ARF RS,

LT RIFRENZSANRHA

* Project: Project name
* Owner: Name
* Purpose: Load testing

e Environment: Production

£ AR IR iR R AR

BRI AEAFREX Amazon AT RMBRER, HERRZENAT Amazon &R ( 8% Amazon
MSK &5 ) i , &8 Amazon RADEREFSFEEGRSCENERARMEAR, SaEYTMARRIL
SR (WEARL, NARFENSEEE ) WIRSKRBEESHRSNEE, BXEZELE , BSH
Amazon Billing AFEBFHN B ELIKEREFEARED ERZ,

PR PR

LU BR#IE B F Amazon MSK AHIHRE,

ERRE

« BPMNRBRNRAFEHE 500

- RERNEX D KNE,

« TERE TR E O EREY BIRAVIRE

R R

« BIMERVLTRME -, NREFNMVFEEFEHEANE  WENTHRZRESZNEREN,

o FREETRBEL aws: Tk, AN L EIECR TS LA Amazon . Amazon GRS EIE LA AT
TR | (BIRTeERBE M BRIX LR,

ERAREIRER R A 52
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- IREROKELANT 17 128 4 Unicode FHFZ[H,
- RERMXMIEUTER : Unicode F8, BF. ZRMUTHRERF: _ . / = + - @

REERE

- RZEENEKEXTNT 0 F 255 4 Unicode ERFZ[El,

o IREEAURAZE, BH, SMNYBMEEUTESR : Unicode B, HF., ZRFMUTEERKF
fF:_ ./ =+ - @

£ Amazon MSK API & RRINFE

&R BAME A A TR AER A Amazon MSK B IFAMARESHEUHRIRE |, EFHA RN BIREE

» ListTagsForResource

« TagResource

« UntagResource

B Amazon MSK #2#l& 15[/ Amazon EventBridge Pipes

Amazon EventBridge Pipes Af¥KR 5 BfrEZEEEX, EEATXENRENBRZENRNRE
B, AXEERFIRNYT . EventBridge Pipes i#fit 7T —MEE AT BMWAR , ATLUF Amazon MSK
S B¥E T Step Functions, Amazon SQS 1 API Gateway & Amazon JRE , LA Salesforce & 58
=FRHEIRS ( SaaS ) NARERF.

BEiREEE , HRENRER, RNTERE, EXLTEY &, RAENEHBIEEEB IR,

£ Amazon MSK A ENH L , Bl EEFRHZERENRENEE, BEUELTRE
+

 J33) EventBridge ##|ARXREFEEBEFAE S,
 J337 EventBridge B H|AXRBIE—MNAEFH N K ENHEE,

BXF Amazon MSK SEHEENEERFRNEZEE , 2 (Amazon EventBridge User
Guide) 9 Amazon Managed Streaming for Apache Kafka cluster as a source, < EventBridge
Pipes Y —fix ¥ 15 5. , iHZH EventBridge Pipes.
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1 E¥EE Amazon MSK £8# EventBridge Bi&

1. §TFF Amazon ECS 2% & H &R &5,
2. EE-IEEH.
3. HEERRAGENHEL A6 EEERIATF,

ERETFASHERENERAFMARFEENRENMAEENSIXR , 24

113 11 2
e Z
m SE i
3o 2

'I
>

1& B E A B [E]
4. IBIFEEEEIE Amazon MSK £EME

TEHAXEENESZHAREE
- EREE.

Lt #ES B3 EventBridge B #H AW EEIFMEETTE,

o

BRI EE

o %3/ Amazon MSK E£EHEIIE

LigES BT EventBrldge BHANCZEEEE , H Amazon MSK £EEERNEEXKIR.

BEXREZER , 5510 (Amazon EventBridge User Guide) ##J Creating an EventBridge

pipe.

« BEALUMNEHNENERUEEE, ERER  RABEMNRERXEPIEFECE EventBridge B

B,
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Amazon MSK Bt &

BT Apache Wl @ T EREMAE Katka IR, A Apache RIS T BRIAEE,
ZooKeeper B3 A AR BENEE , AFEAXLEEREREHRN MSK ERFHLEHNEEEHF. MSK
BER—HEMEREENNEMNR.

FH

- BEX MSKEE

« Amazon MSK Y ERIAELE

- PEFHEERIINEEIER
« Amazon MSK Ei B 1E

BEMN MSK B &

B LAERA Amazon MSK REIZBEN MSKBLE , HAUEZERETRENTEMN. REXNREHN
J& MR IRB H AL the section called “BRIABLE” FEEMNE. BXEEBMNEZEE , HS 5 Apache
Kafka BL &,

Apache Kafka BB & 1%

B iR
allow.everyone.if.no.acl.found MREFGEHIREN false , BEHER

£ B E X Apache Kafka ACL, MRS IE 4
RIERN false , & B KTENX Apache Kafka
ACL , NG AREXEFMNIHFRNR, MRKEIX
MiER , BABREFRREHFHEEREN
true , AEFREXN EFHMNIH BN,

auto.create.topics.enable ERSELEAEEEIFCIE,
compression.type BEFBNRAERER, JAFHEMHREN

FREERRIEDBSR (gzip. snappy. 1z4
zstd ) . B©iE#ES uncompressed . WESE
BFAESH. MRFZERERN producer , N
EREREENFRENRBERRAEBSR
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FRARER

=1

connections.max.idle.ms

default.replication.factor

delete.topic.enable

group.initial.rebalance.delay.ms

group.max.session.timeout.ms

group.min.session.timeout.ms

leader.imbalance.per.broker.percentage

log.cleaner.delete.retention.ms

DU

EREEERN (UAZEWNEN ) . WREENT
et EEZSENLESIRERNE , REHFEREF
REERRL IR SR X LEESE,

B tI2MN B RINEHE T

BRAMKREDIRE, MREALIRE , WEEE
STEET EMIBRESR,

HEAMBRMITE REHFE 28 , AHAR
EEESRIFEEASRMARANTE, ERKHVIE
BN ESREENRFEITERSED , BXLEM
RLIBTT 36 2 BRI o

SEARE B SR K EE AT At B o R A RS ()
+ , JREASRARLCERNES ZEHEEW
RERMES , BXaSHEERESHERLN
HPE,

ERHME R SR R IE R T B AT AT E) . AT A (R
B, MERNNEERSBR , EFEEEHNE
MEASBZRNES. XARSERERFEIEE
o

EREATHAST R PHLER, NIRZAE
B T UE |, NRHER AR S PERE, 1t
EUBED ENEREE,

#8728 Apache Kafka R 8 2 Ml BREY ic R #Y B[]
2, &/MER O

BEX BE
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B2 HiR
log.cleaner.min.cleanable.ratio HEEEMHNETNT 0E 1 2E, HERE

BEERSBZIAEEAENME (MRAEER
BEA). MABRAT , WREEHEET 50%
B B , Apache Katka 2R FE AL, X—
LERRBEH T AEREETRRWHRAZERE (ZE
N 50% , XERERZHE 50% WHEATER
g )., ESMLEEREKREED, EaRHE
B EBtERKESREEZNALEZEME,

log.cleanup.policy R EN RIS BRERRIAERRER ., BRE
BEESDEIIR. BREKEN delete F
compact, WTFERATIEFEHANER , BREK

B R delete,

log.flush.interval.messages FHEERMEEE 28 , A2 X ELRRWER
HEE,

log.flush.interval.ms FREFHHERERFTEUE 2 REERNRF

PSR (AR REN ) . MRKREL
& , MAEA log.flush.scheduler.interval.ms F#Y
B, &R/MMER 0

log.message.timestamp.difference.max.ms R I2 Y ZE BBt R B R B 508 B P 38 E RV AT [E]
Bz R AREIZ, MR log.message.timest
amp.type=CreateTime , MRt A BN =R
X RE  WEERRIEL ., R log.messa
ge.timestamp.type LogAppendTime = , M &7
BB

log.message.timestamp.type EEHEERHtE 2B EtEERE A
SEMEE, RFMNER CreateTime H
LogAppendTime o

log.retention.bytes fiBR B ERIKI R K BE KD,
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FRARER

=1

log.retention.hours

log.retention.minutes

log.retention.ms

log.roll.ms

log.segment.bytes
max.incremental.fetch.session.cache.slots

message.max.bytes

DU

Bk B &SRR B A EXHH /RS, ER
log.retention.ms & # = HE .

MIER B &SRR E BEX N DM, ER
log.retention.ms BN —HE M. MEKRKRE
& , MEA log.retention.hours FEYE,

Bk B EXHETRE BEXHNEDR ( AZ
MREH ), RKRIRE , MEA log.reten
tion.minutes FHY{E,

HEFTBERZENRKNE ( LERHE
L), tNRKRRELEM , WEEA log.roll.hours
FHE, WEMENZRNDATREER 1.

BEANBEXHFERAKRD,
HPNERRENSENRARE,

Kafka SRR R RICFHALE R, aRE L
B, #AEFEKRT 0102 WEARR , NEASR
AYIREUA/ME LB N |, SME T sE% R E Mt
KEVIEFHALE,

RIFAVE BRI RA L R EE D ARIRt A EH
KRREME, LATHHERRAET R/ RES
MigRo EEHAES |, FRBERT , LRHIX
ERATEFIER,

A A =B B max.message.bytes BLE N &
NEBIRELLES

BEX BE
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FRARER
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min.insync.replicas

num.io.threads

num.network.threads

num.partitions

num.recovery.threads.per.data.dir

num.replica.fetchers

offsets.retention.minutes

offsets.topic.replication.factor

DU

LA RN acks REN "all" (X "-1")

Bt , min.insync.replicas AV ESEEREEA
WA RIS AEABEAN S/ NEIAE. W
REERF M RERE , MEFELX5|IxRE

( NotEnoughReplicas = NotEnoughReplicasA
fterAppend ) o

& A LLEE A min.insync.replicas # acks FHI{E
KB HFIMITEARNFAMERIE. fla0, Baiel
BEHIRFHN 3IMED , £ min.insync.replicas
RIERN 2, H1E acks 7 "all" WERTHITE
Ko XAHREKXRSHEIERKIBREN , 0
BSRNsIARE,

RS aRATAEBERNELENKE , HPAse
WA 110,

AR S5 2% A T 32 Wk B AR /Y 18 R H @ B R 5 8 52
HERHE.

BNEENRIABES D XE.

FER AT BERE AR XA B AT RI#THY
BOBER FNERERE.

ATMNEREREEFEENIEIMBRLER, HAL
ELEMRERSRAEP /0 FITE

H—MERRRAERHEMBEMHSR (AIEZE)
B, ERBERELREHARE , RAEHE
Fo WTMIUERRR (B, ERAFHDENER
) , RBESESKE —XEXNEMELRE
HEE .

REETFNEFR T, FHERESES T
BREUAM. ABEFCIRAY , BERIEEFHD
AEMEHREFER,

BEX BE
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FRARE

M

=1

replica.fetch.max.bytes

replica.fetch.response.max.bytes

replica.lag.time.max.ms

replica.selector.class

replica.socket.receive.buffer.bytes

DU

ZHAEBN P XERWEEN T, XTR24
WHRAE. MERRENE—NFEZETXPHE—
MEFMAE R FIE , MR EZIEFAALE
LI {REVEH B, message.max.bytes ( {RIEHE
B ) =X max.message.bytes ( EFEE ) TN
BESNRARIEFKILLEKRD,

BMNEERMNTBARAFTR, BxX20it
REW , IR RENE— N XPHE—
MEFMAEBRFIE , WMAFHREZiDFKit
WEBLUBRIMESHE. XTERLNHZEAE, me
ssage.max.bytes ( XEEELE ) =% max.messa
ge.bytes ( FHEEE ) BHEEERBEINEAKX
18R HEAL B KD,

MRRERFIBREEMRIFER , AFEDE
HEVBREIECRAINSHBESERFEEE
MAF LM ISR FHIEREREE,

MinValue: 10000
MaxValue = 30000

523 ReplicaSelectorfI5E £ REXRZ, RIE
FALLERERERIENEIAR, MREFEH

# = Apache Kafka Mx7Zx 2.4.1 RE SR ,
ABHBLEATEASRMNRIENEIRRE , &
FEMIRERN org.apache.kafka.c
ommon.replica.RackAwareRepl
icaSelector . BXEZER , HSH the
section called “Apache Kafka W7 2.4.1 ( XA

2411 58) 7%
MEFRNOEZFERERX,

BEX BE
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FRARER
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socket.receive.buffer.bytes

socket.request.max.bytes

socket.send.buffer.bytes

transaction.max.timeout.ms

transaction.state.log.min.isr

transaction.state.log.replication.factor

transactional.id.expiration.ms

unclean.leader.election.enable

zookeeper.connection.timeout.ms

DU

EEFRSEEEFTH SO_RCVBUF 4K,
AAEMRENS/NMER -1, NMBZER
-1, W Amazon MSK {#/ OS ERiAE.,

EEFERPHERAF TR,

EEFRSEEEFTH SO_SNDBUF £4 X,
AAEEMHRENRK/NMER -1, MRZER
-1, W Amazon MSK {#/ OS EiAE.,

EZHHRAXERE, IREFERNRZAE
EEE , WELE2ERIRELEIR InitProdu
cerldRequest, X ] Bf 1L & F i A9 8 B At B S 4
, Bt BERARELSBEASETENERESH A
SWE-,

EXTHMEEE mininsync.replicas ELiE,

ESTENEFRF. FIEHRENRENE
AREAAE, AESEZEERN  EFEHK
PNARELEHREFER,

ESMBREHSES ID Iz , FEHRERY
BIESWEASSRESERNEE (UEVHE
). HIREESHWERSR ID HEIHE
ANELSHERRR D ZERE-REASEL
B2% ID EAZREEH, MRATEENRER
EmMER T EKER ID NEE—XRBEARE , N
£ ID ATRESRRAIE M. WEMENRIMER
1E2%,

RFTE ISR EFHEIARBERIENREFR
ZEHNE , IEXTRLSBBEEX.

BERRESECBIEENRKRE,
ZooKeeperfl RAIREILE , NBEA zookeeper
.session.timeout.ms FHIE,

BEX BE
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B iR
zookeeper.session.timeout.ms Apache ZooKeeper & BAIRTE ( LEMW RE
i) o

MinValue = 6000

MaxValue ( & ) = 18000

BETHNIZEE MSK BE, FIHAAEESRERELN] , HSH the section called “ELERE".
EFAEEY MSKBELER|Z MSK SR EAFMNBELEEEHER , BSH THES

MEBFERABETENY MSK BEEEEHINA MSK £8 8t , Amazon MSK 4 X EREH AR , HERAR
EIBRRXSEAEEMHRILZFLEYEE,. Fli0 , £ Amazon MSK EF Bz & MCEE , Amazon MSK
2R URBRESEEREENH R TEERENBE  ARBBET —IMHE,

BB

B8 T Amazon MSK Rt EEB M2 , BRI UG REFNERREEFH SN ERRIIMRER
FNEERME. BAUFIARE—LEREEREM, XL R Apache Kaftka X4 REE E THRPARIRIC
NRENEYE. BXFDHEEMROGSNES | 31 Apache Kafka XRFHEFRERE,

® Note
WA LAIRE advertised.listeners B , (BFEEIRE 1listeners B,

FBL B EE

A LAE A Apache Kaftka i S AT EBH N B ETBRERERETRIINEHEEH. BXREBLRF
WEREBMURNMAEEXEEMEZ RFINEZELR |, 15 Apache Kafka X H Topic-Level
Configs.

BLERES

Amazon MSK BLE AT LA FUL T EMRS, EXNEERITIRE | ZEEX 4T ACTIVE =
DELETE_FAILED IRA :

 ACTIVE
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FRARE

M

* DELETING
 DELETE_FAILED

Amazon MSK HIEIABL &

ERIEEBEN MSK BLERER T8I MSK 8 8f , Amazon MSK £ 8IZEIAERE , HETLEEBS
THRAETHWELEESHER, X TFRELRPHIEM , Amazon MSK F A 5 Apache Kafka R

KERAVRIAE. ARXERINMERNSIEK ,

ARIAECEE

B

allow.everyone.if.
no.acl.found

auto.create.topics
.enable

auto.leader.rebala
nce.enable

default.replicatio
n.factor

local.retention.bytes

1 PUN

MREZEERERR
R RRE
NiZ % R & B X Bk
B ACL, TEZAfI+ |
MBEF B MHIRE
N true , MFFEHA
P ( TR =B R
AP ) 5 RZ®
o

ERSFRLERAEE
:OR= ke Reilf= 38

BAEHAS FE.
MRBE , FARE
SEMREHEH
S T,

Elkolkc4:0ES-T: 0k
INEHERF

2 XAEMERIB B &
BRZ ARy B KA ity

B2 # Apache Kafka B &,

k7 R RV
NME

true

false

true

3RRMMIT 3ANMATAK
PRRE  2RRUT
2 MR X ARV ER.

-2 RRTCBR

BRTSRF#NE
BHRIAE

true

false

true

SHRRMUT 3INMAAK
PREE  2RFUT
2 M AXAFRYEE.

-2 RRTCBR I

N
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B o RFREEFNIR

AME
BEBRKDN, R
RIZELE , NEE
A log.retention.byte
s FE. BRE
NIBENTFRET
log.retention.bytes
B, BIAE -2 Xk
iR B BRI,
X5 retention.ms/
bytes FiZE -1 XY
RN, local.retention.ms
# local.retention.by
tes B 5 log.reten
tion 3_EL , AN EN]H
THEHERNER
7 PR E Z <At
B, B log.reten
tion.* BLER B 7
XHNREBE, X8
REAFENTRER
. BRE : [-2; +Inf]
PR

BERTAERF#NE
FHVEIAME

N
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FRARER

=1

local.retention.ms

iR
I BR iz B4R B 2 4t B

EERNEVH. mR
KRB LE , Amazon
MSK f£F log.reten
tion.ms FWE. B
BENBRLNTFRE
T log.retention.bytes
B, BIAE -2 RN
iR B Z BRI,
X5 retention.ms/
bytes FiZE -1 XY
R
local.retention.ms Fl
local.retention.bytes
{BERLLT log.reten
tiono MSK £ 1 kb &
BEHEHERNER
7 PR E Z <At
B, IMBEMW log.reten
tion.* BLER &7
XHREBE, X
X FENTET
. BRERKTFO
B,

SF7 BRI BV
B

-2 RINFTRH

BERTAERF#NE
BHHRMIAE

-2 RINTTPR I

N
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FRARER

=1

log.message.timest
amp.difference.max
.ms

log.segment.bytes

ik FrEEHEHNE
NE

R U B5E 2t Ry B 922337203

BB EEERIEE 6854775807

By B [E) B 2 8] Ao iF

WRAER, MR
log.message.timest
amp.type=CreateTim
e, MRS REN
EREIURE , W
HENEES., MR
log.message.timest
amp.type LogAppend
Time =, N 281tk
BE, AITFNERAR
HEE=FTNAT
log.retention.ms , LA
BRETXENNER
BRD,

BNMNEEXHHNRKR 1073741824
Ko

BERTAERF#NE
FHVEIAME

Kafka 2.8.2. 2=
86400000

134217728

N
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FRARER

B iR
min.insync.replicas 4 B2 acks B9

B ( BIAEREMN
Kafka fXEIRE )
’EN "all" (=
"-1" ) B, min.in
sync.replicas Y {E
LEENEBEAHEN
AR AREIAE
AWRNEIRE, W
R ERE R &R
B, WEFEa5| %
5% ( NotEnough
Replicas %

NotEnoughReplicasA

fterAppend ) o

M IR E B fE A

min.insync.replicas

acks FREVERT , AT A

BHEHITEARNEA
PHERIE, Blgn , &5
BelZEHREFH 3

ER , FF min.insyn

c.replicas iZiERN 2,
HIE acks K "all"
BN T B 1THE Ko
XA EREKXZSHE
RARKEBIRER
BRI EFRE,

ARSS 28 A T A RGBSR
HLBENHE , Hf
A RE2IEME 1/0,

num.io.threads

SF7 BRI BV
B

2RFMIT 3INMTAKX
REVER 1 RRUT
2 MR XA ER.

BERTAERF#NE
FHVEIAME

2RFMUT 3INMTARX
PRVEEEF 1 RRILT
2 M AXAFERE.

max(8, vCPUs) , H
vCPU BUR FRERSE
£ K /)N

N
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FRARER
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num.network.threads

num.partitions

num.replica.fetchers

remote.log.msk.dis
able.policy

remote.log.reader.
threads

iR

RS 88 A T WK E
P 4% Y 1 SR 5[] P 4%
RIEMW RN LR E

(o]

BANEFHNMRIABRE
7 X,

ATMNRKEEHH
EWREGRLERE
o WRMEILE , M
A] LA hnER ER 2R AU
Y 1/0 HITE.

5 remote.storage.ena

ble —EERAUEM D
Rfrf#. FULREER
BN MBR", ARRE

FF remote.storage.ena

ble i& & false B
7B EME P BES
B BR

IZFE B R IREER LR
wARAD, BT REHME
SUMNZEF#EFIR
HE 4

SF7 BRI BV
B

5

FEA

BERTAERF#NE
FHVEIAME

max(5, vCPUs / 2) ,
Hrh vCPU BUR TR
Y S R/

max(2, vCPUs / 4) ,
Heh vCPU BUR TR
R SEB AR

il B

max(10, vCPUs *
0.67) , e vCPU HX
R T RIEH SE IR

N
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FRARER

=1

remote.storage.ena
ble

replica.lag.time.m
ax.ms

iR SF7 BRI BV
B

MRIRER true , N false
NEBEADE (=
=) 7iE. MRRE
7 false , B remote.lo
g.msk.disable.policy
REN MR, MEE
RAEBE BN D E
5. ZERARFM
i, 2MNEEFEFR
MR R, ZEAER
WD EEER , T3k
BRERDBE#.

R BRIERARRE R
EFHREGER |, &
ELEREDBALR
BEAINSHES
GREBE , WS
2 M ISR HIlBRIEBE
Eo

30000

BERTAERF#NE
FHVEIAME

true

30000

N
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retention.ms

socket.receive.buf
fer.bytes

socket.request.max
.bytes

socket.send.buffer
.bytes

iR

WIEF B, REE
NI K. ZREER
FIMER |, HL& B R
NT=I

Amazon MSK £
retention.ms value
5 local.retention.ms
SR 5 7E BL 4R e B MR
WEFEBHE D EE

f# ., local.retention.

ms B35 E (B3R

M3t 774 % 3 B 0

E1Ff#. retention.ms

BEIEEMNNDERE
fits FP I BREGHE ( BDAA
EEPHER) . BX
B : [-1; +Inf] PHIE
4

EEFRSHEERT
) SO_RCVBUF &
X, WMRER -1,
s R R AERGERRIA
=8

EEFERPNEX
FIH

EEFRSHERT
# SO_SNDBUF &
WX, MRER -1,
T £ PR 4R AE R SERRIA
=88

SF7 BRI BV
B

&4 259,200,000 £
M(3X). -1&RR
TRRE.

102400

104857600

102400

BERTAERF#NE
BHHRMIAE

&4 259,200,000 =
B(3X). -1RTF
TRRE,

102400

104857600

102400

N
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B2 B o RFREEFNIR BRTPEEMNE
AME BEHERIAE

unclean.leader.ele RAEBREBFETE true false
ction.enable ISR R EIZAR/EN &

BEFBRIEGS , B

X a2 S BBIE

EX,
zookeeper.session. Apache ZooKeeper & 18000 18000
timeout.ms EERtEtE (AR

NEM ),
zookeeper.set.acl FEFImZERNFER false false

%Z% ACL,

BXRUNMEEBENEEEMWEER , 5 the section called “BEN HLiE",

D RFEEIERFINEEER
UTRETBRIRES BEREHRNLENR,

s NTFERETEFEHMER , Amazon MSK A XFHR/IMIBER K. MREQEZBEE , MFH/N
BKR/NA 48MIB , SIREERRAETEIN 10 78, XLEMREE| segment.bytes Fl segment.ms &
.

« local.retention.ms/bytes FI{EFEEE T HET retention.ms/bytes, X270 EFHRBIRE,

« local.retention.ms/bytes KIEBRIAE N -2, XEWIKE retention.ms {E A T local.retention.ms/bytes, £
XERT , BESENREEA B EFEENS EEER (BN FREPEE—1EIER) , B24—EH
B, WFHEm , X BEANESIF2RBITEFED, EXPERT , NMEARE PRI BIER
B A i 770

« retention.ms BHIERIAE R 7 K. retention.bytes ;&G ERIAKNDERE,
- retention.ms/bytes W&/MER -1, XEWRETLRERE.

* local.retention.ms/bytes BN /MERA -2, XEKRE ATULRERELRHFMH, ©5 retention.ms/bytes
MIIRE -1 FHICEL,

s WTFEBEDEFEMHIWER , XHEHAETRFIEE retention.ms, F’) retention.ms 7 3 X,
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Amazon MSK El &

2N F B B a0 01 22 B E X MSK BB SAR aaT XY X L g B AT R 4E. B AMAIfEA MSK BLE G2
EMERNEE , E2H THEHK.
AEBIETHHS :
- 6]% MSK fit &
- ¥ MSK fiti &
« MiBR MSK Bt &
« iR MSK it &
- HIR MSK BB &1
o« DI EHIK S P KIS TS MSK BiiE

2lE MSK B &

1. BIE—XH#  TEEFEEERENRERMUARESBAXERENE, TR RHIEE X4+
HRE.

auto.create.topics.enable = true

log.roll.ms = 604800000

2. B1TBATFAmazon CLIG % , Hconfig-file-pathBiR £t —SHRIFE BN XIHHEE,

(® Note
BHEEERRENBMLTFESUTENRIAER : "[0-9A-Za-z][0-9A-Za-z-]{0,}$"-

aws kafka create-configuration --name "ExampleConfigurationName" --description
"Example configuration description." --kafka-versions "1.1.1" --server-properties
fileb://config-file-path

LA Rz AT e an 5 Ja B9 B 20 WE B2 7R Bl

{
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"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e-1",
"CreationTime": "2019-05-21T19:37:40.626Z",
"LatestRevision": {
"CreationTime": "2019-05-21T19:37:40.626Z",
"Description": "Example configuration description."
"Revision": 1
.

"Name": "ExampleConfigurationName"

3. L—XBTLEBREHEEN Amazon BREH (ARN) . RFW ARN , RABEEFHERER
eSS AEE, MREEEXTHEE ARN )”lJ_IEUHj)”KFqJE’JFﬁﬁEEE%E%ﬁ& e,

B MSK Bii&

1. BE—XH K TEEFEEEENNRERMARESBAXERENE, T RN HIEE X4
HRAE.

auto.create.topics.enable = true
min.insync.replicas = 2

2. B1TBLTAmazon CLIGN S , Hconfig-file-pathB¥#R £ —FHREFEENSHNER

B configuration-arn BN EQEE EIREA ARN, MMREEQEEENRRE
ARN , A 1list-configurations S S HKFAFHFAEERE, SEEEIRPE RN
BRENEREGMP, BEMN ARN FE REZIIKRF,

aws kafka update-configuration --arn configuration-arn --description "Example
configuration revision description." --server-properties fileb://config-file-path

3. UTRETHeas SR IhIER RG]

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e-1",
"LatestRevision": {
"CreationTime": "2020-08-27T19:37:40.626Z",
"Description": "Example configuration revision description."
"Revision": 2
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}

MiER MSK Bl &
AT R T A R R B N BI SR BB B AT BR B I E) SRR OB B

1.

iR

EETHROI , % configuration-arn BN EGIEEENIREE ARN, WIREECIER
ERTARMRTFEARN , A A list-configurations G MHEKFAFHFIERE. SEEES
RPETRHEEFEREMNER., EBEEMN ARN 8 REZIIERSP,

aws kafka delete-configuration --arn configuration-arn

AT Rz AT e an 5 Ja 89 B 20 WE B2 7R Bl

{

arn": " arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e-1",
"state": "DELETING"

& MSK BitiE

UTaR2REAXEEN THE. ERMEENFMGR , BET describe-

configuration-revision,

EETHROI , % configuration-arn BN ECIEEENIREE ARN, HIREECIEE
ERfARRME ARN , MAIEA list-configurations B HHKFPNFIEERE, BEERLT
RPETHEEFNEREMNER. BEEMN ARN 8 REZIIERSP,

aws kafka describe-configuration --arn configuration-arn

LA BE1Tiban 5 Ja B B 3h e B2 R~ 46

{

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/abcdabcd-
abcd-1234-abcd-abcdl123e8e8e-1",

"CreationTime": "2019-05-21T00:54:23.5917",

"Description": "Example configuration description.",
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"KafkaVersions": [
"1.1.1"
1,
"LatestRevision": {
"CreationTime": "2019-05-21T00:54:23.5917",

"Description": "Example configuration description."
"Revision": 1

.

"Name": "SomeTest"

it MSK Bt E1E1T

MREEM describe-configuration SRR MSK BLE , BFEIREN THE. EREEE
BHR |, B describe-configuration-revision &%,

«  BITUT®S , #f configuration-arn BN EAIEE B IREE ARN, WMREE IR
ERfARRE ARN , WA A list-configurations R IHKFFNFEEE. BEEET
KPETHEEFEREMNR., EBEMN ARN 8 REZIIERSP,

aws kafka describe-configuration-revision --arn configuration-arn --revision 1

BAT Rz 4T Mo an 5 /5 #9 A 20 Wa B2 7R Bl

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/abcdabcd-
abcd-1234-abcd-abcd123e8e8e-1",
"CreationTime": "2019-05-21T00:54:23.5917",

"Description": "Example configuration description.",

"Revision": 1,

"ServerProperties":
"YXV@by53jcmVhdGUudGOwaWNzLmVuYWIsZSA9IHRydWUKCgp6b29rZWVwZXIuY29ubmVjdGlvbi50aW1l1b3VOLmlz]

}

ServerProperties W{EE £/ base64 #HI1THB. MREFEA baseb4 fEFBSR ( HIHN https://
www.base64decode.org/ ) FaIX H#t 1T , NFEREA TR B E X REN RIBEEXHHN
NE, EBERT , ZREBUTHE :

auto.create.topics.enable = true
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FRARER

log.roll.ms

= 604800000

B HERYIK P AP S Bl XBBY e MSK ELiE

- BEITUTEHS.

aws kafka list-configurations

LA Rz e an 5 Ja 49 B 20 WE B2 7R Bl

"Configurations": [

{

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/

abcdabcd-abcd-1234-abcd-abcdl123e8e8e-1",

"CreationTime": "2019-05-21T00:54:23.5917",

"Description": "Example configuration description.",
"KafkaVersions": [

"1.1.1"
1,

"LatestRevision": {
"CreationTime": "2019-05-21T00:54:23.5917",
"Description": "Example configuration description.",
"Revision": 1

},

"Name": "SomeTest"

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/

abcdabcd-1234-abcd-1234-abcd123e8e8e-1",

"CreationTime": "2019-05-03T23:08:29.4467",

"Description": "Example configuration description.",
"KafkaVersions": [

"1.1.1"
1,

"LatestRevision": {
"CreationTime": "2019-05-03T23:08:29.4467",
"Description": "Example configuration description.",
"Revision": 1

iy
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"Name": "ExampleConfigurationName"
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MSK Serverless

® Note

MSK Serverless A T XigiR Mt : ZERZ (BZBEMN ). EEXRIB (HFRLMILE ). =
EEE (HEXMN ), MEX (FE), TABKX (FX), IAMKX (FHnE )., TAMX
(BE)., TA#X (KR ). DA#HX (BR). RltX (EZZ=E ). BNbX ( HiE
TFRE )., BMbX (B/RZ ), BMNtEX ( BRE ) MIRNBX (03 ) X,

MSK Serverless = Amazon MSK By —fhE 8K | gL BEEEENYT BREFH S ERATIE1T Apache
Kafka, EAIUEERTEHIN I XNERNBIREMT REE , HEAURNEZHBIE , MLEE
RAREFAN/IIYT BERF. MSK Serverless RHETHFHENEMERX , ALERFNERERAE
%, MRENNAEFZEETEAZALMAQ T BNRERANEHEE  BEREATRSHEE.

MSK Serverless & Apache Kafka ST % , L& LAEAE M 3R E N in S AR F R E R E

RBIE. ©EERTUTRS :

 Amazon PrivateLink , SUR A EE#E

« Amazon Identity and Access Management(IAM) , LA A Java F13E Java B S H 1T EH B RIEFR
o BXAIAM BEZFHRNEE , §5H BREEFin A#H1T IAM 1R,

« Amazon Glue £#EM%K , AHTERER

- AT Apache Flink WL S# RS , ATET Apache Flink B4 E

« Amazon Lambda , A T E44 82

(@ Note
MSK Serverless EEX A EEH# 1T IAM 5 R#24], RN Apache Kafka 7 [RI3Z %15 &
(ACL) . BXEZELR , 55 Mthe section called “IAM B2 &l
BHXERAT MSK Serverless RS BREME R , 1§31 the section called “TIRSS 28 =K IR
;.

NTHEBEFREALRSHFER  AFATHRETRSFEFNEENKZER , FSRANATRR,

£}
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o A MSK Serverless 58
- THRFEEHNEE
- BERTRSSSER

FFia A MSK Serverless 58t

AHEERMEBRERT —NRE], HEBIMEIE MSK Serverless 58 |, QIZ AR ZEFENEF K , A
RERAEFHEER AEFBFHAXEFHEARE., ZEIHARRHEECNELTRSSFERTTTIN
ERABERI, AT EEEN , BINEREINEZ NI EEEFERIAET, XHFEREEINZTH
FiRB LIRS [ERHNME — LT, Bt LAEH Amazon CLI 5 Amazon MSK APl, BEXxEZEE
%2 Amazon MSK API Reference 2.0,

£

- $B, 1. B2 MSK Serverless £ &

- SIR2: EIAM BE
2
=

- SRI: ETFHITEN

- S, 4 . BlE Apache Kafka &
- SRS ERNFERALE

- SE6: MBRER

FHI2 1 : 4|7 MSK Serverless 8

ERHSES  BERTEMES. B, FHARIMREBIZE— MSK Serverless £8., Rig , WEE
XEBNEE, XREBERES BRI EIBTmER L EBENEFIRNIENEE.

EORTRSIRER

1. &3k Amazon Web Services Management Console 3T Amazon MSK ##|& , Wit hitps:/
console.aws.amazon.com/msk/home,

2. EROIBEE,

3. XWTFRIEFGZE , FREUBATRIENEPRES. REGBETAFEEAMARECIRTRS B
308

4. WNTEHEEBEH , WA—NEREEH , 20 msk-serverless-tutorial-cluster,
5. NTEHNEHEEM , BEBRTRSSFIENERLE, NTHRNWENEHREMY , FAMRIAE.
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6. FIBMASEHRETHR, KRIHTHNEMNTAMSERTRENIRINE , AEATEVEER
B ANERETRE. EECRER CNEIRE , NECRS AT ERE A E LSBT,

@ Note

BEZALIEXE 5 N E VPC NEFi#wE MSK Serverless S£8iE#, A THBEF iR
NMARFEXEDHRIE —NTAK , BXAESD VPC HEDEEF N FM,

7. EEROIEEE.

BEWRERXREHNER

1. HEEBRFEERD  EBREEFEFFIHRELR. £ Amazon MSK TREFGE A , WIRAT—BEL T
JRERTS. BURFEEFSF/LIHEINRMTNEIRE , AETEEA.
2. EHRRTRETHNFHERE. XRENS|ISRFB|[FRS,
. 1%&# Properties ( B ) I,
4. EMBREISDT , EFFRNLLEN ID HRE , AAHEEEIXLS
Mo

5. BEBREEFM, XfFITH Amazon VPC #H &, EHRESFMKEH Amazon VPC Y ID, RFI
Amazon VPC ID LAt 3RER,

BEREBEFIRITE

jilll

T—%
S22 BlE IAM AR
FH®2: 02 IAM A&

FUST|A , BFHRTHRMES. F—MESREIE IAM policy , AR FHEER LB EBUUR @)X L
FEREBFEOHRNR, E-MEFEEE IAM SE1FIHRKEREXEK, £EENSRS , &
FUBRALBENEFAHRITEN , FRCESFH LABREITHEZEBRIEHE,

BIEAFREETTHEATER IAM policy

1. BELATMUITH IAM #2E| A& : https://console.aws.amazon.com/iam/o
2. ESMERP | EEER,

3. iE%k$ECreate Policy ( BIERKEE ) o

4. & JSON ET+ , ASFRERE D TR JSON H#fRHLLT JSON,

FE2: BE IAM BE 80
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FRARER

¥ region BN EEBIEEEH Amazon Web Services Xig B8, F Account-ID B
B ID. ¥ msk-serverless-tutorial-cluster B ATRSEFERN B Mo

"Version":

"2012-10-17",

"Statement": [

{

cluster/*"

cluster/*"

cluster/*"

"Effect": "Allow",
"Action": [

"kafka-cluster:
"kafka-cluster:
"kafka-cluster:

1,
"Resource": [
"arn:aws:kafka

"Effect": "Allow",
"Action": [

"kafka-cluster:
"kafka-cluster:
"kafka-cluster:

1,
"Resource": [
"arn:aws:kafka

"Effect": "Allow",
"Action": [

"kafka-cluster:

"kafka-cluster
1,
"Resource": [
"arn:aws:kafka

Connect",
AlterCluster",
DescribeCluster"

:region:Account-ID:cluster/msk-serverless-tutorial-

*Topic*",
WriteData",
ReadData"

:region:Account-ID:topic/msk-serverless-tutorial-

AlterGroup",

:DescribeGroup"”

:region:Account-ID:group/msk-serverless-tutorial-

|2 0IEIAM BB
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}

BEXMABEAZ 2R , iS5 the section called “IAM 1 [F$2H",
BEET—F 7%,

BFEERET -5 &,

NTFRBEER , MA—NERMEEZF |, Hl20 msk-serverless-tutorial-policy.
%% Create policy ( BI2KHE ) o

©® N o o

B2 1AM A & F @ H bk SR e

ESmMERP , ERAG,

1% Create role ( BIEA® ),

EENLAFT , ‘B EC2, REEET—F : MR,

EEFEP , AL EHECENRBNER. RE , EPRBELNNEIEE,
BFERET—F : 7%,

BFERET -5 . %%,

NTFAGER , MIA—NMERMEET , Hl10 msk-serverless-tutorial-role,
i%#E Createrole ( BIEA® ),

© N o g bk~ 0w D=

Tt
S 3 IEES AL
FR 3 AEEFRITEN

ERTTRP , BHERITHENMES . F—ESREIE —NAE Apache Katka P imit EHLEY Amazon
EC2 kfl, B-MESREITEN %% Java M Apache Katka TE,

BIREFIRITE

1. BELUTRuITH Amazon EC2 ##&l& : https://console.aws.amazon.com/ec2/o

2. %#® Launch instance (/B 313%41).

3. AEFFWITEN@MA—NMERMERF , 510 msk-serverless-tutorial-client.,

4, WFTDBHHIZIEG (AMI ) 2F | #443% 5 Amazon Linux 2 AMI ( HVM ) — F#% 5.10 , SSD %

%,
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10.

11.
12.
13.

14.

R t2.micro EHIKE JiEPIRS,

EZAN (BF) T, EREABAXN. W TBHAXNEH , HiA MSKServerlessKeyPair,
ARG , %£4F Download Key Pair (FTEZHI). WA , BEAERIAEHEHX,

NFMKIRE | ERRE,

EVPCT , iALTRSSHEHNERLFLES (VPC) B ID. ©ERETF Amazon VPC RS
VPC , BB &R REFTH ID,

NFFH , FEREUEERREREFTHE ID VTN,

HERFRKE (ReE ) B, AREERXBENRSEA, NRZZ2EEATRENZSEREEEW
AR, M EER. BIXENHAN , - L2ENKATUEERE. BXEZERE B
2% {Amazon VPC FF X Ei1gm) FHELEHAN,

EFSRFMAEEDND , RAREREE SR 2 4 IAM BE REIEN IAM A,

bviE= 9 =h

EEMSMBERF , %#F Instances (E6l), RFEPREREFHTLIELN Amazon EC2 SEHIHITHEY
SiEE, MILEFFEE , ROHBEXADAEHI R E L IHITEN.
ERERARBRHEAEZIEFHITEN,

EEEFmITEN L& E Apache Kafka BEF s T E

1.

BELRE Java, BEFEFHITEN LESTUTHS ¢
sudo yum -y install java-11

ERIGIEETMEEBIEFTEMN Apache Katka TE | FiETUTHH :

wget https://archive.apache.org/dist/kafka/2.8.1/kafka_2.12-2.8.1.tgz

tar -xzf kafka_2.12-2.8.1.tgz

#% kafka_2.12-2.8.1/1ibs B , RAREETU TS TE Amazon MSK IAM JAR X
#. Amazon MSK IAM JAR L& P igit B4 A LG R £ 8,

wget https://github.com/aws/aws-msk-iam-auth/releases/download/v1.1.1/aws-msk-iam-
auth-1.1.1-all.jar

#3%| kafka_2.12-2.8.1/bin B%., EFIUTEMEREHFHEHEWEIF X 4H. IXH
client.properties &8 HREXH,

SR 3 IEFFIRITEN 83
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security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler

=%

S|, 4 . 8|2 Apache Kafka £

F’ 4 : 812 Apache Kafka &
EUHSRY  SREALENUNENEFRITENELRSSEF LR ER,
ENEFTHOEBEALRE

1. T export s , T my-endpoint BRNEERVBRERGREFNSISRFBFHHR. A
B, BEEFHRITEN LM katka_2.12-2.8.1/bin B FHi21T export &%,

export BS=my-endpoint

2. BITATHSUBIESE RN msk-serverless-tutorial WEF,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --bootstrap-server $BS
--command-config client.properties --create --topic msk-serverless-tutorial --
partitions 6

T—%
S| 5 ERAEAKE
HBR 5 £ RAE

HEWSRS , RERELDSRD IR ERMERHNERBE.

AR ERHES
1. BT TSGR ES S £ KR
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<path-to-your-kafka-installation>/bin/kaftka-console-producer.sh --broker-list $BS
--producer.config client.properties --topic msk-serverless-tutorial

2. WAMENEMESR , AR Entere EERTHRIRAAT=R, BXBMA—1TH71& Enter &1,
ZATRAEN B IHAYH! E SRIAFIEE

3. FMEFFWITENNEZERESITARS , RAREFEOPHTEZITENNE =N RIEE,

4. FREFRITENNE-NEE  BEUATHSRIREFEERASE. & my-endpoint BERAE
ERIEBERGREFENSISRSBFZHES,

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server my-endpoint --consumer.config client.properties --topic msk-serverless-
tutorial --from-beginning

EIFRER S N ERRHAERBHSIRALNE,

5. HARBEOTHATSHE  FNRBSEREGHEEOS,
T—5%

S5 6 - AR

SR 6 WIEREIR

TSI | S IR AE AR IR SR

EMIBRERF

1. BELATMuITH Amazon MSK ##&l& : https://console.aws.amazon.com/msk/home,
2. HEERIIRP  ERANLBIENENES.

3. XTI, EEMREH

4. EFBEDPHA delete , AEEFEMBR,

EFLEFIRITEN

1. B AT MuLITFF Amazon EC2 ##1& : https://console.aws.amazon.com/ec2/.
2. 7 Amazon EC2 3Efl5|&kH , FELENEAHBEUENEFiHITEN.
3. EBEXPIRE , REERBL I,
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4. %# Terminate (& 1),

fHIER 1AM policy F£& &

1. B ELAUTRUEITFF IAM #2 %] & : https://console.aws.amazon.com/iam/,
ESmERSD , EEAE,

ERZREF , MALHETHIECNERN 1AM AN E .

EERAG, REEZENERAGHEIARR.

ESMERSD , EEERK,

ERZEF , AL EHECNEN BN B,

EERR , THERBENE. EXBOBMENE L |, EEHRERK,
1%$% Delete,

© N o o K~ w0 N

RS AR E &

Amazon MSK 2 ATHRFH/EHRENEBERERE. ELEEIXEREEERERE. T , &7
BIRBU T EEEER %,

BERM BRIAE CIE -1 RN ERAE
cleanup.policy Delete =, BXRTFEZA

Zat
compression.type Producer =
max.message.bytes 1048588 = 8MiB
message.timestamp. long.max =

difference.max.ms

message.timestamp. CreateTime =

type

retention.bytes 250GiB = 250GiB
retention.ms 7 days = TR
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FRARER

& LAE A Apache Kafka i S AT EBRIEFTBRESERETRINNEERE, EXREER

ANEERMEURMAIREXERBENRINESFEE

Configs.

BETRSREER

Amazon MSK & Amazon CloudWatch £/ , Rtt&E AR E, EEFE MO MSK Serverless E£EEH
iR, TERAMMRAERTFRMELRZBZEFHNEIR. HTXEERZENZTEFEN Y KPRMEES
XHH , AEERMNZBCHECIMER SUMEITRIERTES , WIRBETRINAE.

B2 7 Apache Kafka X#4# ) Topic-Level

Amazon MSK &5 5 — X HISMZE [ CloudWatch £ % PerSec i85, XEMRE , — 25 “SUM S
T BUR AT LU R R PerSec RN EREE, EREBE — 2R EERNEREE  EERN
T CloudWatch 8% &R&ER : m1 * 60/PERIOD(ml).

AIAME I 5] 7] A BV FE 4R

=g

BytesInPerSec

BytesOutPerSec

FetchMess
ageConver
sionsPerSec

Estimated
MaxTimelLag

MaxOffsetlLag

MessagesI
nPerSec

ProduceMe
ssageConv
ersionsPerSec

A Bt /]

HERBEAE
B2 e

HEEMASRAER
EN EB 2=,

HEEMASRAER
ENE8B 2=,
HEEMARAER
EN EB 2=,

HEERASRAER
EANEB2E.

HERBEAE
B2

HERBREAE
B2E

Dimensions

SHEW, £

3
SHEW, £
3

SEHEW, £
3

SEEW. &
MRA. £&

SEEW. &
FgRA. £&

EHEW, £
2

SEHEW. X

il

DU

BOMNEFIREZERONFZTH. SR
XA ERER AT A

BYREIFEFHNF TR iR
XA ERER AT A

FEBWIRAUH S BRI

MaxOffsetlLag ¥E+r#Y B Bl {& 1T {E,

FEPREDXZANHRARBL

B

FEBVEANHEEHR.

FEEWE R ERHRRY

e
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=L EIR: ] Dimensions R
SumOffsetLag EERASRAFER SHEWN,. £ IEHPAEIXNRERFBIER.

R4 xElea.  HHR4E, T3

E&HZE MSK Serverless 85

1. B FAmazon Web Services Management Console ##]TFF CloudWatch ###l& , Wit} https:/
console.aws.amazon.com/cloudwatch/,

2. TESMBRD , fOERIENR. FIEER.
EIEFRPIE R kafka —1d.
4. %F AWS/Kafka/EEEEZ . THH AWS/Kafka/EBEZ ., FHASE, THUBEETENER,
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MSK £ 25

f+ 42 Amazon MSK & #l8§ ?

Amazon MSK £ #I8§ 2 —I Amazon MSK Ih&E , EEEREEBEFRHMER Amazon XiE# Amazon
MSK &z BT Fib & HIHiE. E8) MSK E5I88 , BRI E B X AR IEARN A E
F, RS TAMMLSESEYE, MSK EHI2501E MSK £ECRIRMHBIRSESH , TEREETE
YREB, EBEMZERIEEEXEME,

MSK EHIBRL2 BT BRERF , IFERAIURFEHHRE K MAFTLRRIT BEE. MSK £48
EoEHLERN Katka THIE 2B EEEE. HREHFIR (ACL) NEARARE, NREMX
BREBNEHN , BUNRMEBE S —1 Amazon XEF T RELE,

MSK E#HBXFEXFES (CRR) MEXEHES (SRR) ., FEXFEHIH , JRF B MSK £H
N FAEH Amazon XiF, ERIXEES S , FEMEIF MSK £BMV T B Amazon XiE, EHFFR
FME#¥r MSK £85 MSK E#lss—EFERAza , BREECIBRFRESH N B ¥ MSK £,

(® Note

MSK Replicator X3 L TAmazon X1 : EERH ( ZERZ 1, HFRLILE ) ; ZER
I (ZERI 2, HEHEMN ) ; EEFEED (us-west-2 , BEX ) ; BN ( eu-west-1 , BR
=) ; BM (eu-central-1 , EZXR4E ) ; WA#KX ( ap-southeast-1 , Fini ) ; WAX
( ap-southeast-2 , &€ ) , BRM ( eu-southeast-1 , F&fE ) north-1 , ETET/RE ) , WAM
X ( ap-southeast-1 , &3X ) , BN ( eu-west-3 , B2 ) |, BXM ( sa-east-1 , ZERF ) |
T A#X (ap-southeast-2 , £ ) , WAH#X ( ap-northeast-1 , KR ) , ZEFEEB (us-
west-1 , MFIBEILILEE ) , INEK ( ca-central-1 , I )

LT R Amazon MSK £ #8580y — L& IR %,

- WESKEREGANARERF TEREBENERSRATHESETABEARERINREAN
AR , RS M,

- BRIEBENEIRESR  ITRMEX SN FERAREEEEERNKTEFR,
. BEEREDZBIE  FHIEM—1 Apache Katka 8 E #1221 Apache Kafka 8 | XETE
HY B BA /S 1EN RERL IT AR B B S B IE B AR,

- REBFHITON - FREZ A Apache Katka EBERNHFEEF T —NERHTD |, UEBMERBEXR
AR BIER

4 & Amazon MSK S #1852 89
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c FEA , £ RBREHEEE  REZFRES , BIFE - Amazon KERITHEANREEE
FHEMAXE , NTLAERALER MR ERE.

Amazon MSK E #lgsfy TERE

B HEER MSK E5l88 , £FEEBIRERR Amazon K SIE— MW EFIZR, MSK EFlZFS
B3 E Amazon XEHF &N RNEFHPNAEHREEH I BERXEHR RN EFRNESR. REHNE
REF AN THRHTER Amazon XiEif, MRBIREEFHEAFE  WEECIBRZER,

HEOEEFIZRN , MSK E#IzR 2 BN Amazon XKIHFEHBRALENRIR , MULBIEE
FIZER . MSK & #2842 B REVERE S| Amazon MSK &8 FTERN 51§ RSS2, MSK EHIZ B
BAABENREHETE S XNWEHFRERSEHINBEIRERH, MABRT , tHESEETIRE. 1/
Fl#EHI PR (ACL ) MEARAREB. MSK Replicator E BB P OI2EHIZFE 71 3 HEE, W
REE  JUEEEERERLBREER . MSK EFIR2BZY BRERFR , IEEMATNURE
ERRE A MEFLEIY BRE

SEHEERTZHREMR , 21 MSK &8 Amazon Xz B MEERE, REHNEREENELRE
NURBREFNBERER LD XHE,

MsK A

Replicator Nt
NN

Target MSK Cluster

22 Amazon MSK EHIZSHV ERFEEEM
B EE B XIZIT Amazon MSK E #I85HyiX & MSK EHER,

30

o BFNRLAIE MSK £ 5185

Amazon MSK Z #I25# T/ERE 90
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FRARER

o EMERXEFRA
« MSK Serverless £Ef &
- EEREFX

BT EREAGIE MSK £ 28

BT ReE MSK £#I28FrER 1AM policy Rfl. RBERIE MSK EFIZRRHETHRENERT , &

EEIT kafka:TagResource 1,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorl",
"Effect": "Allow",
"Action": [
"iam:PassRole",
"iam:CreateServicelinkedRole",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:CreateNetworkInterface",
"ec2:DescribeVpcs",
"kafka:CreateReplicator",
"kafka:TagResource"
1,
"Resource": "*"
}
]
}

AT —ERE HI22H RHI IAM policy, FE kafka:DescribeReplicator B{E=
kafka:ListTagsForResource &2 —BIA , MARREHFTE,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorl",
"Effect": "Allow",
"Action": [

RFRRUAGIE MSK & HI85
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"kafka:DescribeReplicator",
"kafka:ListTagsForResource"

1,
"Resource": "*"
}
]
}
XN EFFRBMRA

XEERX RIFHKRBIKE, Kafka IRAFIMRE BRI ER,

« MSK E#I88%3#F MSK TiB &£ &M MSK Serverless £EBNEEAE , ENREFNBIRE
B, MSK EFIR BRI A FH MK A Katka EE,

« MSK Serverless £ EE IAM iFR2%| , 7% Apache Kafka ACL £#l , H AN FBH EE HH
YRHER, BHSHEMSK Serverless,

- RBIZE1T Apache Kafka 2.7.0 RE SRANER X MSK E#lg , TN REFNBERER 2
EHEXE®E RN T AR Amazon X1,

« MSK E#I83Z M mb5.large RE KM EFIR B ER, T t3.small £,

o MRMEF MSK EFSE MSK MEE#H —EMFA , WREHNBRERPELETE=ME, &1
DERNMNTHAXHNER 2 REHEE K EXEEHRHPELEENME,

o BHVRE MSK B B #5 MSK EH AT TR — Amazon i F ., FXEBETRIKFNERE
#o

- MRREFMEIR MSK EB VT FEM Amazon X3 ( BXig ) , Il MSK S4B ERREHNE
IAM BB FHFZEZFBEZ VPC FABiERE, REFLNWEMSHRIEAEFRFEEFEAS VPC, MER
EERE— Amazon XEWERH 2 B EHIEHE , WFAEESL VPC, iBESRthe section called “# X iF H
K % VPC FAEIERE,

MSK Serverless EE B &

« MSK Serverless X ESIZEFBEAE N MSK Serverless BirE#HE FIAT EBEL

B : cleanup.policy. compression.type, max.message.bytes, retention.bytes, retent:
- EXBEERLSHIE , MSK Serverless X ZF LT EH L

& : compression.type, max.message.bytes, retention.bytes, retention.ms,

- EHIZSEH PR MSK Serverless E£8 F A 83 NESH DX, ¥R EFr MSK Serverless £EHE 2%
BENESRD X, ESEMSK Serverless PRET,

XS RBEMRA 92
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EHBEEEN

« BUEBTERGE MSK EFIBRRHT AR T EEFM. MRENBIRERRDE , WERERNFRE

BREBDE , MSK T 2EH I EFHEE. WRECEEFREEENREH LTBESEF® , U
FEENCIREHER. IREFUBEMNETEEHEF I 2EESH  WITNEFHETEE, HSRE
NEXTBLERNERDEFE.

- B MSK EHl2RfE , BVEXREHEERE. SHEERENELIE MSK EHI23HR#TRIE,

HER MSK EFISRHIEE , FAELE MSK EFIREERUATRE.
« FF MSK EEHE XN t3 KHIKEL,

« FRBSHITABNR,

- £ MSK % VPC #hBiE#,

- EUMMAERHE T HIR KR,

- EREHZEENAN,

FFa6E A Amazon MSK & &188

AHENBWNAEHEBEH Amazon KBS FEIM Amazon X FRERERMERER, RiF , &7
LA X te £ B 0] 2 Amazon MSK &S 4185,

FH 1 FEK Amazon MSK JREE

MREEZLN MSK EHIZRCIRT MSK RER  FRATAEATHEENER, BN , FEEUT
SEROIE MSK MEBHTTARS FIRER

SIZBEXEMEXEN MSK EH3RREFIIERL, ERFEUTIEPEIA,

1.

ERXEHITE T IAM FEHZEGNER T 02 MSK MBS LTRSHRER. BHNREFSMNE
DPE=ARE,

N TEXE MSK £fl88 , IRFRMEBER , HEN IAM FREZFHAFRFTES VPC A EEN

BRTNEHRITEE, BIE , FBZ VPCH , FXEHERZGHRIUINEHRIIRE, BEFER
Hi B HRIEHFR ( mTLS 5 SASL/SCRAM ) 5% VPC R EER, Er LRI IEREERHN
MSK B EME A iHE A mTLS =5 SASL/SCRAM BRRBIF AR, EaAEERH S ERIEAE
BERKIEEFHMEA UpdateConnectivity API BLiEZ VPC B iEHE, BSREEMEERE
% V/PC, MRIEHREE R MSK Serverless £8 , WEEFEZ VPC A B EHE,
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FNFEXEHH MSK E#I88 , MSK RERTEEZ VPC AWEERE , HHEMEFIRMATUER X
Z 5B BRI IER R RZER,

3. WFEXE MSK E#/88 , BXAINETRERNNRRIEMH MBRESR, XA MSK EZEFLER
LIEHIBEE, B LERTHER CLI 2 Amazon B#l A SBRERILIEE, B1ESHE Amazon MSK
ETFHERNER, NTREXEHN MSK £4I88 , BFRFERITIHSE,

Console: create resource policy

ERLLT JSON EFTRERF R, &S UFERNRERH ARN,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"Service": [
"kafka.amazonaws.com"
]

},

"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeClusterV22"

1,

"Resource": "<sourceClusterARN>"

EREHFAGENH LNVRFERE TN RBERRBRI

o
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3 BE Services | Q Search H @ Nvignav | replicator@ =
Amazon MSK ® New feature: MSK Serverless |

Recommended in cases where the throughput requirements of client applications are variable and hard to predict. MSK Serverless
scales cluster capacity automatically in response to throughput needs. Each serverless cluster has a maximum write throughput of
¥ MSK Clusters up to 200 MiB per second and a maximum read throughput of up to 400 MiB per second. Learn more [2

Clusters

) ) ® We have launched a new feedback form to make it easier for you to send us feedback and let us know of Leave feedback X
Cluster configurations features you'd like to see in Amazon Managed Streaming for Apache Kafka.

Managed VPC connections New

Replicators New

Amazon MSK » Clusters » multiVPC

w MSK Connect multiVPC

Connectors

Edit/Delete i
Custom plugins .
Cluster summar Upgrade Apache Kafka version
Worker configurations ok
Edit cluster configuration
Status Apache Kafka version ARN Editbroker type
¥ Resources @ Active 281 arncaws-kafka:u Edit number of brokers
.8. (5 aws: i
AWS Streaming Data Solution 1 Edit security settings
Cluster type Total number of brokers |
AWS Glue Schema Registry [2 3 Edit storage
Provisioned 3 5
Edit monitoring
Customer survey Edit log delivery
. . ) Turn off multi-VPC connectivity
Metrics Properties Tags (0) Cluster operations
Edit cluster polic
policy I
Delete
Amazon CloudWatch metrics Analytics
Create Studio notebook [4
No time range selected | UTC v C Create Apache Flink application [4
Connectors
Disk usage by broker : CPU (User) usa  Create MSK Connector [/ ¥

Percent Percent

CloudShell Feedback Language © 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

CLI: create resource policy

MREFEA Amazon 2 B RIRIRES |, HERLEH IAM BEMIEDT , Amazon 2FMENEE
REMMEZAR, ZT—FHH , REFEMSK FAINE IAM ACREEC2CEAR , BEUT
EEXRBHNEZAE , UE MSK EFSRAURAZACG, BXNAEHACHEEXRRNES
R, BZREHAE,

1. FRALGTIRI MSK RN HATARA. & HUAFERNEBROES ARN,

aws kafka get-cluster-policy —cluster-arn <Cluster ARN>

{
"CurrentVersion": "K1PA6795UKM GR7",

"Policy": "o

}

S 1 HEFE Amazon MSK JRE# 95
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2. PIBRETHRAKE , LAY MSK EH2R15 R EHNRER. ERANUATIERENER , F5
FFE N SKERVIRSERF ARNG

aws kafka put-cluster-policy --cluster-arn "<sourceClusterARN>" --policy '({
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {

"Service": [
"kafka.amazonaws.com"

]

},

"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeClusterV2"

1,

"Resource": "<sourceClusterARN>"

]

S8 2 - H% Amazon MSK HFr&E B

EFBT IAM FRZEHAER TR MSK BFnEH (MERTLTRFH[ERH ). ENREETEERS
% VPC #aEiE#E, BEHTUSREFHVTHEN Amazon XKEH AR XiEH, FHERESHL
TN FE— Amazon lkFH, B BEREEINEDLE=/MME,

S8 3 : 8] Amazon MSK £ #3§

& B2 Amazon MSK E/lZR 281 , FRACHE RTFNRNAGIE MSK £,

£
- EEHREHXEFA Amazon & IS 5125
- EFRRER
- R BRER
- BESHRRENNR
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EEFREEXE R Amazon 4 & B2 S 185

1. EEM B 5 MSK B FTEM Amazon X1 , TFF Amazon MSK #2&|& , MitA https:/

console.aws.amazon.com/msk/home?region=us-east-1#/home/,

2. R EFBRUARRKS PREFEEFIR,
3. R BIEEFIR,
4. EEFIRFAGSERD , AN EFREE—ITHE—HNBWN.

ERIRER
REFIEES R B IR MSK B HHBIE,

1.

4.

ERERBEKRD , ERREFFTEN Amazon X,

B LB AT E MSK EEH EEEEH1F1E ARN REREHNWX T, XHBHERATE ARN FHF
B, ELLTRHI ARN & | ap-southeast-2 U FEEH X+,

arn:aws:kafka:ap-southeast-2:123456789012:cluster/cluster-11/
eec93c7f-4e8b-4baf-89fb-95de@leeb639c-sl

i ASERYIRSERF ARN | 3031 58 LA R ERY IR R

NIERRERFEE TN,

EHaERREBFXEPITANFMUSRERE, YAEDEEFNFW, X TEXER MSK £4)
2, BERNATHRRSHN FRAATIHEBREHN FRLFNTE-MTAXS,

N MSK E#lIZREE =2 H UG R B RER .

- WTEXHES (CRR) , FARERHERZSHE, 265 ERREE Amazon XEH A

ANZEE  #H8%ERE, MiZeEE8MNEEMRXK, BXxEALZENERZER , F5H
{Amazon VPC AIF{Er) FWFEAZ L AT GFIiE[E Amazon BIRERE,

- W¥FEIKXFHEH (SRR ) , &1\ Amazon EC2 ##|A& ( https://console.aws.amazon.com/

ec?2/ ) AHREFNEFFRENZT2AEFALAN , AREBFRERZENRE. A,
FRARREHENZSEEFHENAN , RAFREREANFERHNEFRZE4A.

1. £ Amazon ##lEF , BEEFEMUARIEN MSK REFHEAES.

2. BEREMHETF< , ARA TR FINEREER , LERMNANREHE .

3. BEIAUEMN , RIFERHEEAWIAN,

4. GEERMAN o
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5 EFAND |, ERRBIPNAERE,

6. ERIP , BABRENREFHCE EFFHOREHNLZEANEBN (XTEE MSKIRE
BHNRLAME ) , AREEREREFEAN.

7. RBRRE  RBIERRE RN,
8. EE AN o

9. EEREFIFHFABERE,
102 K54 , 8 0.0.0.

0/0 , RIFIEFRREFAN,

pri g SRaR 3 .c
B ERRRBEEHEN MSK MBERRTRSBER.

(® Note

MSK SIS E BFrEHF BT I , HEZBIFHFIRIME S £ R ET

%, il , MSK 52 topic FHBIENREHSH I BHRERTEN
<sourceKafkaClusterAlias>.topic WEFEB. XEN THEENREHEHEHN
BENTESENREFTNEMEBX 9Tk  HEGEEFZEBEAREFBRE. &7
LA#F DescribeReplicator API 8 MSK ##| A £/ Replicator #4115 SR EE
“sourceKafkaCluster®l| &” FER TR EFAMEI B REBHP I MNER. BIREREFPHE

= < sourceKafkaCluster Alias>,

1. EERERBERT , ERBEREHMEN Amazon X,
2. WA BPRER ARN 3 T LUE R B IR E.
3. NENRERLEETW,

#H 5 RN BAREHXER RN FRELERE, EDERERN T,
4. 7 MSK E#IZER R &AL REHN BInER,

FERENERXEFTANZSARTIER, MEZSAEENMNEEMBEXK, AXTZ24ANES
8 , #EZR (Amazon VPC AF M) RHERAZ S HIZEFIED Amazon BRIVRE,

- WTEXHES (CRR) , FRKREHEEREHT 2PN EHREHNEZEAEFHIEN
W, UATREHABREENRSH, A, FHRREFEFNT2AEFAWEAN |, UES
KENBERRHANEHRZEANRE,
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- ¥FEXEES (SRR) , 1B Amazon EC2 ##|A ( https://console.aws.amazon.com/
ec2/ ) HEREFATOUESEFBZNRLABEFHIENN , LATRBENRERLTLEANRE.,
o, BERREGEENZTSHEEFEAGAN , MEZRENEFRENEFISZZLANRE,

1.

© © N ©

# Amazon Z£HIAH | HE B MSK £HHNMNKZIRE , REERFEFNANZ AN BN,

2. REIAEAN , RIFiEFERmEAGMN

3. IEEANINA o

4.

5. HR5H  BALSHENENEHUREHRHENRENZEANEYN ( XAEEER MSK

EHANG | EERBFITNRBERE.

SHNLZ2AME ) , REEEFREAN,

B AN | RFIEFRRE LA,

IR IIHI

EFRRASIPNBERE.

ERFIP , 8BA0.0.0.0/0 , RBEFEREFAN,

BEEFIRRENNR

1. EEFRREERT , FAATNELIRFHWENREXNEEZEFNET, RANBERTLEH
A ER,

A ZE : MSK Replicator &xZ REEIRHEFIRFEH 750 MNEB, MRAFTEEFEZTE , BIE
W B 622 — > Replicator, WIREFEE NI Replicator IRt 750 MNEBM R |, 57

£AmazoniZ & Support Center H 822 X £ 6l, ERILAEA “TopicCount” IE#RIE1E IEE S Fl

NEBHE, FSHAmazon MSK PRE,

2. BMIABRT , MSK EHIBREHMALKE  SREEEE, WREH SR (ACL ) MEMRA
% , WK TRAVER, NRECIBNTEZATRAREBHNESIZR , A BOERX M HMiR

= &R

FHRREN —IHSMRE.

(® Note

MSK E4IB8FESEHEA ACL , ENEHNERBTINERZEABERTEEHNE
B, RMEBE K ENERKFNEABREFFNAETE, EXFHES , BSENIT
TR EI =K Amazon KIFH it R R BER,

3. EMEARAEHFERP , FAAFIELIRPNENREXNEEEZESHNER, BMNBERT , i
BEAREAHLBES.
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4. HEEREET , BUNEREEREABIREHNYE. IREEERESR , RINBWVEEASRE
BHPHBIEARNESRS E.

5. HEHEMNRESRD , HITUTE—RE:

a. ERFEAMERBAUERER IAM A€, MSK ZH AR Bz N RFMITABH MALEMNR
MEERE , LUERERMEAERIRM B PR MSK £,

Access permissions

Replicator uses |IAM access control to connect to source and target MSK clusters. Your source and target clusters should be turned on for
IAM access control with permissions for the IAM role. See permissions required to successfully create a replicator [4}.

(@) You can't change the access permissions after you create the replicator.

Access to cluster resources
© Create or update 1AM role MSKReplicatorServiceRole-. with required policies

(O Choose from IAM roles that Amazon MSK can assume

b. %M Amazon MSK RSB IAM A& HIER , REEZECH IAM AR, RINBUE
FFAWSMSKReplicatorExecutionRole#t® IAM KEEHMEENRSHTAR , MARE
SRE 1AM XK,

- BIEIAM At , EFISEEEANZACXIRMBE IR MSK £E#HTREAMEBEARE , ¥}
FEALLT JSON EREERIEHN —E 9 , HF AWSMSKReplicatorExecutionRole
MmaZzAe, EEERED , NSARF <yourAccountlD> EiR N EHISZFRIKF 1D,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "kafka.amazonaws.com"
b
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<yourAccountID>"

}
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}

6. HEHBIIEERTD  BALUEREN MSK EFIRHRIEHFE. BXESZER , TSR I
Amazon MSK &R MIrE, N TFEXE MSK E4i88 , ZOIZEHHEN , FELAFEAL Iz
EXE, IREUEEFREEIRE , WESITF2BHRSIZEXE , AHEFTEFHIELS A
e HRNTEEHBRSE,

7. EEBIE,

MR EAERBIkafka-cluster:WriteDatatXBR , 5 A mazon MSK B IAM i
R TERERNAERNRES . SFEENREFNBEREF Rinkatka-
cluster:WriteDataIdempotentlyiXFR,

RAFE 30 78 e T 81 MSK & HI88 H 3 2| RUNNING 7,
WMRIEOIZE - HTH MSK EFISRRBMRCHIBRIVESIZR , MHHNEFR2MNRHFTNRBTHEH.

WMRER MSK EHIZREH A FAILED RES , B ARBEHER D HEE MSK & HI2RAY R &,

Y18 MSK EHIERiRE
8132 MSK EHIBE , CRELERRENR A FEH  BETURBEHSRE | IS 5L
EEAEARA.

1. &3 Amazon Web Services Management Console 3@ LA T Mt T FF Amazon MSK #2&l
A : https://console.aws.amazon.com/msk/home?region=us-east-1#/home/,

EEMSMERS , BEEEFRUERKFPHNEHRIEK , REEEEREN MSK EHI25,
EREHEIRTF,

HEEHRRRES D , RBRBEH S

BRLIES ESE—REKRmE MSK EHBRE,

o & w0 b

« ERAATNELIRFVENREIAEEZSEHNER, MANBERT , MSK EHIBR2EFIRE
THE , SREEEE. HREHSIR (ACL) MEARARE , UKW ELRIUER, WRE
IR FARATRAMEBNESER , MAIBLER XA EMIRER D FREN —IHZMRE.

W% MSK BHERE o
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® Note
MSK E#IBZFLEHIBEA ACL , ARNENERBTNEEBEABRERTEEFNE
B, R¥EBE , FNERBNEABRERTNABER, EXFAEFE , BSHAK
TEBE =R Amazon XK ITRIKHKEE.

- T EAKFAES , EANEANELIIRPERAENREIXNEEZEHWEARL. MIAE
BT, FEEAREABMIRES, MRAFIIRMBLIRNZE , NXAEAFAES,

- EERESRET , EAULARERABSABREHNRE, NREEEAES , RINBUEER
EREHTNEFEERNELS T,
6. REENEL,

RABEE 30 Heh=BER I A1 MSK & $I88 5 #405) RUNNING RS, MBI MSK EHEE
SN FAILED R3S | S RAEHERS 222

M BR MSK & %25

R MSK EHIZR0IZ AW ( FAILED RE ) , WAt FEREMBR. —B6lE MSK £%I28 , L&
Bl 5 B4 MSK EHIZRRVRERENBrER ., S LMRIE MSK EFISZHAIZFHNEFR, MR
IEOIE— N MSK SIS R B EMBRNEFIR , MFHNEF RN REBTHES

1. EEHREBFITEM Amazon X35 , &5 Amazon Web Services Management Console , T F
Amazon MSK ##|#& , Wit https://console.aws.amazon.com/msk/home?region=us-east-1#/
home/,

2. ESMERF , REEHIR.
3. M MSK E/Ige5I&RP , BFERBRNEHIZT , REEFMER,

R E

BT LAIE B AR EBXE F A https://console.aws.amazon.com/cloudwatch/ SRE & &4 Amazon
MSK E#l85H ReplicationLatency, Messagelag M ReplicatorThroughput £ & A

SCERBINIERR. £ “Amazon/Kafka” a5 & Z2 [B] T ReplicatorName 5 I A B E{EHR. BIERIUNER
ReplicatorFailure. AuthError  ThrottleTime E#RREEME,

MSK #£#l58 E "8 MSK CloudWatch EHIBHIEIR T . NRFHAEHIRIIERD , BEEHBENSA
MR EREIRETF,

HIBR MSK & 4128 102
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MSK £ #2545
AT SRR T MSK £ 412880 t AR SIS B4R

AuthError I8 N BEEBR BN H B RIEEIR. EE MSK Replicator B B EK & 3 RIEHIR |

B 512 Replicator B ReplicationLatency EFRMRERFHN ETL EFR. MessagesIinPerSecl R &
ReplicationLatency BEZE 0 , BEZETBMERBWERERL T , MKRTR Replicator FZEE LFESH
BIrRE, RESHERNERESHIIT IAM BEERE2BHNRITEZES,

EfRk iR HiRr R~ LX) RiaE RipE
i BHRE #HRE
St ¥
=

Performe Replicati FIEFEMWEREE  Replicatc E# X B (2
ce onLatency SHEBHREE  rName

FTE 2R Rt ;

SEEB DT Replicatc =5 7 X S8

tRatEsg  MName,

HEERER A2

Z AR [EIFR .

R Replicati

onLatency 8

n, EREEE

=EERBNS

Xk %z #E Hlo

Ho XEAEM

TEXRUSHFL

B, AR H

MRS E HIEE

iR,
Performz Messagelag Y51 MSK £l Replicatc itk 7X S0
ce BARERFZA  rName

WRIE, HH

S , Messagela Replicatc it# FX =% I

g &R—Agp  Name,

£
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L TES

il

Performse
ce

1R

Replicato
rThroughput

MEE , ®RTE
HBR L TIREAE
FENEEHRE
, ATBAXS HLEAT
B2, BEEEE
N0, X&KH
EHlFRELHLE
TIRER

B EFINFES
FEH, MR
H N Replicato
rThroughput £
BEmBR | E
¥ ¥ KafkaClus
terPingSu
ccessCount #
AuthError %5
LI#{R Replicato
rAI A EEHEE
&, REREE
BIEmIUBRE
FRBE XM,

R~ L E0) Rats
PRRLE

Replicatc BytesPer 77X
rName econd

Replicatc BytesPel 7 [X
rName , econd
iyl

Rats
RE
ST
&
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FRARER

L TES

il

Debug

1R

AuthError

BYEHMRIEX
WHYERER., W
RUEERKT
0, MAREE
BT RS0 1T
AEEXBRERSR
W, HAREE
NEBNRIZE
ERIIEL IR,
1B clusterAlias
HWE | BT LA
EREHD B
EHEERER S
HBRIFEIR,

R~ By

Replicatc itk
rName,
ClusterA

ias

Rats
PRRLE

TR

(=]
=3

Rats
RE
ST
&

=1
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FRARER

L TES

il

Debug

Debug

1R

ThrottleTime

ReplicatorFailure

SHLTHNRER
il 1% 3K By £ 19
B (AZMWHE
i), IRETR
LU % MSK &
il BE E R TR
B, MMRLE
¥rA 0, replica
tionLaten

cy *g , H

H replicato
rThroughput £F
BTE , &k
AT IRTIE
=17, MRZIE
FRATF O, M7
LA R BT

o

EFIRB R
FE 2

R~ By

Replicatc Z#
rName,
ClusterA

ias

Replicatc it#
rName

Rats
PRRLE

T

(=]
EE

Rats
RRE

ST

=
i}
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ERR  EBir HiR R L--Rivj RigE RiBiE
il BRE HRE
it ¥
i3
Debug KafkaClus K5 katka &£ Replicatc it# B
terPingSu BHHNEHIZERE  rName,
ccessCount MIZ{TIR. T ClusterA
RizER1, W ias
RTNEEEE,

MRZER O
RBEBES N
EETEE, W
RizERO, M
A LA & Kafka
EBENMEY
IAM X PRIZE .
1B#E ClusterAlias
HE | BT LA
EiZiEtr 25t
REREZ B
£,

EAEHIRIES Kafka FEE N A REFEXERY M

BRI AR MSK E#I8FRE E3N-F R EZ-BBNERFH T , LURE Apache Kafka B AT 5
Amazon XM, EEX-FHREFR , HN MSK EHFH BRI MNEARS . EE3-83h
WER , —RRE—NMSK £EH I RHARELAHKE K ME3 —NERELTZARS,

92 % X185 Apache Kafka R AR FHEIEEM

TR EASRSTAEBETEE T RNER TERLEESHHEE . MSK Replicator & & # &€ at-
least-once SHEFAEFHPHNESHHIE, HEIREI=H Amazon XigiEt | BNEHRSRTRESS
R EEENEHIE. MSK EFISREABEFIBEMTR2FEASMRE |, RS, AREBE
FEARTREATFBMNRENFREDIRER , N\TTSBEELE,
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ERBRNERARELTNBRBERRONYBIE. BT MSK EFBRRLSEHHYE | Fitk=E Amazon X
FaHAREN , TERIEMERERL2EFNT —RXE, BUUAERAEHERRBEREHT ZRX
BHNRAREER.

EREZ-E 5 EH-WAEEF AR

EH-EHREFRIMRBTILFHENRENE |, FEENRESNAEFEBEZS N Amazon XiH[E
BiE1T. S—PMXEFHERZHRA , BE S - M XENEFHNNAEF SRS BHIE,

E-WAREEAT —RABRE— Amazon KEETHRARERF , RELSEFTEE S RHIHEL
BIfFet. E-MARELEH-EHREFTEESHRENE , RAEKAE - RXEEHENED)-
WHRIE , SEENERBFNERR , TREANEBRRERNEAE

B2 E3)-#3) Kafka SEAFIRIBNE B E B an &

NFEZH-HEFHIRE , RNBWEEFENTEHN Amazon X EHEBIAIERKES. MSK £BFMEHS
(ERHEBENFERSRERR ) RE, MM MSK EFXNEGHRNERMEARE , LBRITEHEK
FEH, BEECE MSK EFIBTENBBENEERSEEFZAERH. CETENERBHRENRN
HEHIEBE AR — Amazon X EFNEB +,

NERENEASESTEHMNEAERENSILE  CEEFEASEENERABERSE

B NEBHRIEEHE. Bl , MSK Replicator R’ “topic1” NEEREHTNEAERHDTER

“< Alias>.topic1” WEFTEBH, sourceKafkaClusterfflill , BAILERNMNXIBHEREZRENE
A‘topict1” , fHEFESELE BT *opic1"#H1THEMA. L RHIEFFBIE footopic! 2K ER , AER
REERAEBNRFEER,

A B} KRB E| — 4 Amazon XiF

EANER WSS A S 2B Amazon XIBH & #I%ERE CloudWatch, 7£F Amazon XigiiI RS E4 1
B , EHIZERAIAES RARE N, MRIERIFLEIGI |, BEFEA Amazon RZETIRRZEFERREE
Amazon X HFHRFZEH. MEREEH |, BRI AL BEBE Z4H Amazon XiF,

WATIEB EI =K Amazon XEF M ITRI KRB

AL RITRIBY R E , NN AREFEERR MSK £88YE Amazon REIREBASHETH
i, TRNABEBTNSEBEER

R MSK E#I25R'IEEFHIEM MSKIRER X EH|E] MSK BARER Y. BRBUTTIREITRN
%%, BMRISBENERIRF

1. XAMAEEIERRERFNERSBNERR,
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2. BIEFN MSK E#I88 , FHEM KX MSK EEEFZEXEFH MSK £8, XRFE
EAZFXBNBRESHEEXEMAEN , XHEERTUEENSZHY 'H'U‘R‘JEEUHM‘T%AZQ
;HRE

3. EZ=H Amazon XEW BIRER LB ERER

4, FRBUTEIFZ—NSREE , EARRATRNARFWEEFEFER,

No message ordering

MREWBARFAEEEEHRF , BEABRAZER ( Hli0 *topic ) £ =% Amazon X+
MM (BIE0 topic ) MEHIEB ( HlIN <sourceKafkaClusterAlias>.topic ) EEHNA
W EFAER.

Message ordering

MREHRARFEEZERERF  WNAEBREFLEFHNES (HlW
<sourceKafkaClusterAlias>.topic ) B fEAZ , MAAXREESR ( HlW0 topic ) BE

Figso

1. FFER MSK £BH LA CEE R EEMNEAR TR EHRENLE , XHEMARERN 0, ™
WA IEFEEN 0, Rfe , FLARER LEEFTENEARR. W, MR MSK £EEH|
F B MSK £B I IEREEEMA,

2. ZBH MSK EE LR A& ( flan topic ) WEEARR.

X =4 Amazon XEMATIT XIS R MR

WMRERR MSK B FREM E Amazon XEIRERSEMH , A AGEEHREEEQRRAE IR
MSK 88 =R Amazon X , MAIBAHTITRIARRER. THARBEBTRLKSH—LERES
Ko

1. ZRXAMEERIEXHPIR MSK EENERRANEAR, XATE2KK,

2. BIEEIZHXEP BIR MSK SRV EMKR.
3. BREUTRIFz—NIRIENE , BEARRTNRABRFIERFEFER,

No message ordering

MREHNARFIAZSEESHRF  BEABERMASER (HlW . *topic)
£ B #8 Amazon X13/3 zh [E et iREUA# ( Hl40 topic ) MEHIEH ( HilLn
<sourceKafkaClusterAlias>.topic ) WAEMASR.
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Message ordering

1. WA EREFELEHMNWES (HI <sourceKafkaClusterAlias>.topic ) BaIER
22 MARARMER (Hl topic ) BIIFERES.

2. ERHERM MSK EH LATBEER TRV EARTHRABRENLE , IERBIERERN 0,
A ERNIERBEN 0, RE , FLEEREF LCEHTENEAR. et , MR MSK &
FHEHE B MSK EHNAAIERBELR,

3. B MSK £# L Ba At 7 ( i topic ) MEASS,

4. —BRFEHEEXEHLER , QI —FH MSK EHIZ , FHENZRXFHH MSK E£EEH 2
EXEHH MSK 8, TRNEEALXENBTEE SO EXEAMLEFN , XS AT ER
SEHERENEXFHITAMENRE.

@ Note

MSK £ #l25 B IR BT HEFHKE L FUERDIBEHEE 28 , E-RXEEK
HBEFSHEHEE XS,

X FE Amazon XEHITEAREFIRE

X Amazon XEBHNEREFEHERE , EAUNZXBRITAMBENRE. ERMEHIRE LA FH
FEESEEXEN , MSK EFIEFSEIRLURERINB NN EE. AEEMNFBXENEES
I = XA B E B £ H B Messagelag $845#2IF 0 2f5 , CloudWatch = NGz #fEIIRE 5
R, XN AMEHREFTRSBHBIEEX.

1. X}MMEEES-HKXEH MSK EEMNEKEMFEASE.

2. NTEH-WaHI , FRHRETHEEN-RXBNEREHFHINEXENEHRT. N TEH-E3
hih , BT EMERE HI2R,

3. BIEEIEXEH MSK EEHE KSR
4. FREBEUTRIFz-NSREFE  BEABRRTNARFNESHFER,

No message ordering

MREHNARFIAZSEESHR  BEABERMASER (HW . *topic)
f£ £ Amazon XiZ/5 3 R AT iRE A ( FlI0 topic ) MEHIED ( Hlmn
<sourceKafkaClusterAlias>.topic ) WEFES. AtbEB ( HlUN topic ) BIERAESFHM
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RBEBIHENRE —MRBME, MRERMEB ABEMARLENRSE , WL
HtTAE., IRBIUTXARNER , WFNAHERIEFR,

Message ordering

1. RAEXF EEFMER ( HlIN <sourceKafkaClusterAlias>.topic ) BaIfEAR ,
MARARMEDT (Bl topic ) BIERER.

2. EREXFEH LB CEFNETTNEARTRABERENLE , IHRBLEEN 0, LE
REFEBERN 0, AR, FLEEXEER LEEHETTNEAR. E , KRBEBEE=R
XA RN BIERBEEEXEPEM.

3. EEXEHNER LB AMEDR (HlI0 topic ) WEHSS.

5 FRAMEREREIENEXENEEZHXENFEENIE Replicator EH4FE1TIRE
ReplicatorThroughput 32 HAE 1T,

£/ MSK EHIZRtIZ T 3-E3hRE
HRER LA T HIRAEIR MSK S8 A I B 4% MSK $£8 B 2R E E3-E3 i

1. 812 MSK E#I88 , ¥ MSK &8 A EAIR , £ MSK &5 B fF R B#r.
2. BBl ER MSK E#I8R/E , BIE—MNAKE B NIR. & A N BEIRVEHIER.

3. BIBEFMAERS , SAERBERERINBEASERBNTE—XBWEEPNABER ( HlnE
),

4. BIEFAFERS  SHERASERSEMTRE— Amazon X1ig#) MSK S8 9@ E RFT D ( 4
m“ *topic” ) IENEIE, B , BNEASNEIN AR ( FlI0 topic ) BEEZ XA 4+
ROBIE | URMNEZHTEE <sourceKafkaClusterAlias>.topic BIZRHY E fth X 15 & HIHI 3K
B, SMAFEABSNEETRNEMARSE ID, XH#H MSK EHBEHEMNEHES —NERHN , &
AsRARBR T 2EES.

HFE MSK & #2517 [R] &
s

« MSK E#I25IRZM CREATING ZEH FAILED
« MSK S #lIZR LI FF B CREATING R3S

- MSK S #2888 B 8 HiiE=s R & HlE0 HiE
- EHIEERRERIFLEM

£ MSK EHIR 012 X3)-E3RE 111
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LT EEEBEHEE MSK E#I85 ATsEFTER R, &4 0] LURH A& 47 B Amazon Web Services
re:Post,

MSK & #I85IR S M CREATING Z& 3 FAILED

TR MSK E#l2R a2 KM —E£E I REE,

1. BRIEZEBIRERT PN UEEFRREHNZLAEFTHEAN , UAFREHRA BIREHN
ZEA, A BRIEFEFNZLEARBTRAWAN | XEMNEZ KB EE B IREEHID F
NEEEFIREHNZLANRE. FSHEEBERER

2. MREBEENBEXHEFCEZEHR , FHINENREFRE N IAM HREZEHSOGRIESETET S

VPC E#, FSEEXEHHPH Amazon MSK % VPC #ABERE, i , BRITEEFCERER L&
BEERE , LUME MSK EH8ISF T LLUEZRRES., FSHPR 1 HE Amazon MSK REE,

3. RIEBEAE MSK EFIzRHEEHRN IAM AEREEFEERERNBANERMENNR. 1
A EERIE IAM SEREEAEAZENNR. FZH BKEE HERRENMNER.

4. BINERMEE ACL % BRELE MSK £ #2585 ERIRER M B R A < AR EHE,

5. 3 MSK SIS = HERRERNERERHN , FERNENRERTREETEMEM, XTUREHET
BEAH, WEERAER CPU EFAXRESSHEHBLAEZEIINE, ﬂ%ﬁﬁfiﬂ’ﬂlﬂ%ﬂ , REEE
BIRE HIER,

AT LRG| ARSI MSK H 4158
MSK Z #l28 Ll FE 8B 7 CREATING R

AE , MSK E#IBHRTEEE KK 30 4. HZ5 30 24 , AEERREERHRS.
MSK E#I28% B & HIBIE R R & HIEB 20 B iE

WL T S W B RE E S,

1. £ MSK Replicator FE 12 AtHY AuthError E#5 , BIF&E K Replicator & BB EET & 171055
iRo CloudWatchfIRELIEFR AT 0, ERELE N EFFEHRN AM BENKBERENR , HE%
BAEENRIREELNR, BIE clusterAlias £E , B UHERERIBREHEREI S 4K
E&R IR

2. %B.tiE"‘E’JJJ?%EﬁHEﬁ\%ﬁi}ﬁﬁﬁﬂﬁﬂlﬂ%ﬂo SIS TR R DGR RER S BInEE,

ARERATEEESZ, MERECHNR CPU FARI S,

MSK & #l88R%SM CREATING %7 FAILED 112
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3. EAH#Y KafkaClusterPingSuccessCount 1E#x , BRUFBRHREFH M BIREFH 2B T UM MSK
Replicator 58, CloudWatchi®#Z clusterAlias 4 , BRI B EREFS EREFETETFH
WIFEIR, MRZEHFRN 0 FREHRES , MEEFEE, BNZKRE MSK EFIEEHA TEEZIE
BRI EF IAM BEBR,

4. ERAPMIESR , RIEERY Replicator REZXBERNRDEBRNBEMHIMME. ReplicatorFailure
CloudWatchf R L IEFR K F 0 , BREE N ETBRINRIZEMN IAM A,

5. R EHEBREHBHNEATIRFREANENKREARESLES HN EBM R METE, It
S, FHINEBR AR NELSIR P EMNREXMRBEBREE 25,

SEHERRENFEEM
AT REHERRBN —LHALRE,

1. RIBRM B MSK ER LN ST XBERTER., XL HTSLH MR, EXEEFESXHEN
B% , F2H E£/H MSK EHSEH &ESRE. TREREMA MSK EHIS=RUAMEEFLENENE
Mo XEo

FHENRWUAR DD X

FILE (MB/s) RENRNDXHE
50 167

100 334

250 833

500 1666

1000 3333

2. WIF/AHEA B 4% MSK £R T EEE BN RBAEATEREHEHME, MSK E48% %
SR (MO ) WEAS  bEYEMER (AD) WERS, Hit, BTERFWEETEN , £
ERMBERETRULEEHAR, HXHE MSK £ERAIES | BSH 222,

3. TEIRM B #5 Amazon XENHH MSK £EHNEHIERAIRELBATE , EARRTEREHRE
LHERAERE. flmn, ERMiX (ZRE ) MIAHKX (XE ) KENEF2BHNESMEL |, &
RN X ( F/R=Z ) MEMBX (£ ) KENEFZEHTESN , SHEREBERE.
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4. WISHEEERNERERSEMER RBNRAS TRAMIZRRF, BAIUFERA MSK
Replicator 12/t #Y ThrottleTimeI&#r CloudWatch R&E R/ B $r&E 8 LB R &R F 156
(UAZBRREAN ) » WRIIBIRAT 0, NAE Katka FREISUB D TR , AMEEHISFEEBE L,
BEXREBEEHIBEEMN Kafka REWEE. , 55 £/ Katka REIEE MSK E5ISFEHE,

5. ReplicationLatency = —“MmazonXiHiR{LEY , MessageLag AIRERE M. A Amazon RSz

TR EHERERENE MSK EHAENXEHPRES MSK BESEH. MRBRSEHMH , T2
iEE AR FRERMBEARERE % —MXE,

£/ MSK & #lzriy & {E Rk

ATNAEH MSK E#I2330F N RIESSER ML KL,
E=3-uil

- ] Kafka BRFIEIE MSK E#IssFH E

- REEFHREN

{#F Kafka REIEE MSK EHlzsFHE

BT MSK EHIZR R Y REHMNEMAR , EFTRSSBIREF LA EMERARZ IR, TREBR
THREHNENFTENESHFHNHETHE, BRINBUWENFEENEREREEMENEE , AHEIT
EmERENZEREHELE,

R LEREFHN B R ER LN EHIBRIRE Kafka R, LUIRH MSK EFISRAIUERANEE, B
ERAMEHE IR NETRRFEL T —IMHSMAZRIFVEFENFTRRRE , EXNEYF
T WRIFKRTRNEME Lo

FRRUT SRA BRI

1. RRBEEFHNEI SRS H[FZNTH, BHSHIRM Amazon MSK EF#HE 5| S LEH,

2. ©E MSK E#ISFFERANBRSHITAR (SER) ., X2EATF CreateReplicator R SER,
B A LM ILE Replicator B DescribeReplicator M85 32 EL SER,

3. fffl KafkaCLI TE |, XREEZTUTHS.

./kafka-configs.sh --bootstrap-server <source-cluster-bootstrap-server> --alter --
add-config 'consumer_byte_
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rate=<quota_in_bytes_per_second>' --entity-type users --entity-name
arn:aws:sts::<customer-account-id>:assumed-role/<ser-role-name>/<customer-account-
id> --command-config <client-properties-for-iam-auth></programlisting>

4. T ERGSE , H¥IAZ ReplicatorThroughput EFRABE FIREHIBRE
FEE  MREES/NMNMSK EFIZZRAESFARSHITAR  NEMNBIZURFNAIR. MRER
BNEFISREL MR , EEATRANERSMTAL,

BXRERAWRIMN MSK IAM BHRRITNEZER , 5 Multi-tenancy Apache Kafka clusters in
Amazon MSK with IAM access control and Kafka Quotas — Part 1,

/A Warning
REWRER consumer_byte_rate AIgE2 S MSK EFIBFUAEAN B XIE1T,

IRESFFRE T

BN MSK MEMERNTRSHEFREASREYR. MANRBHN 7 X, BEAEELEE
BMHMSK Serverless £EHAE.

RESFHREH 115
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RIS

TRETTEFENURERSHER T XERTHE N, TEER T HEFHL THD —MRESH , &

AT RITAREERITRVIRE, ETHEBEMNIRE , LA E Amazon Web Services Management
Console, t A LA describe-cluster-v2 =} DescribeClusterV2 BERERER . EHNERE
BHRES.

SERD B UM ATITRY R
ACTIVE (&t FIE3IIRE) BRI VE MR IR, BE T RS LT

Amazon MSK API 1 Amazon CLI #&1E.

CREATING Amazon MSK EERESEH. BUMNESE
BT ACTIVE RS , TREFERERERBE
A¥E , FEXTERIT Amazon MSK API =
Amazon CLI #4,

DELETING EEMIBRER, BRERACRERBFEREK
o B ABEX E# 1T Amazon MSK API #
Amazon CLI #&E.

FAILED ERUEIMBREERAKR. BTREAERREK
SERAIE. BRI UAMBRESR | BERETHINT
Amazon MSK API 5 Amazon CLI E#ig,

HEALING Amazon MSK EEEIZE{TAEMRME , flERE
TAEENRE, o, RETEEEME, &
MR ASEBERERNIFEABIE, B2, £5F
BFRE R ACTIVE REZ 8l , BILEFNEHIT
Amazon MSK API 2 Amazon CLI E#iE1E.

MAINTENANCE Amazon MSK IEfE Xt B 1T BT 4 1R 1E,
HRLEF RIETEZ B BMALLAERX
EREFEARIE, B2, EEFHIREZE ACTIVE
W28, BTEREMNIT Amazon MSK API
2 Amazon CLI E g 4E,
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SERRE B XMATHERME
REBOOTING_BROKER Amazon MSK ER ERRE. BMALUAE

BRERDMEABIE. B2, TEHEER
ACTIVE RE 28I , BIEXNEHINIT Amazon
MSK API 2 Amazon CLI E$#&/E.

UPDATING BAF B35 Amazon MSK API 5 Amazon CLI
BIEEEENER., SMULIAERRERR
ERABYE. BR , EEFIRES ACTIVE RE
28, BIENHRTEME M Amazon MSK
API 2 Amazon CLI E#F##4E.
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Amazon Managed Streaming for Apache Kafka I Z 24

Amazon T2 EM =L LM, EHN Amazon BF , BN ERNFBEASHELLBRBELWHERMIT
ENBIEH O LRGP Z R,

L2 R Amazon MENHRRE. TEHBEENREERNEH Z2MNTF 224

- THREM - Amazon AR E Amazon ZHIZ1T Amazon FREHEM R, Amazon i& @ &R
HAZLEANERS. F=ZAFZAEHNEMNBIERIMNZSENERYE , EH Amazon §#LH%
R —E2. ET#HERT Amazon Managed Streaming for Apache Kafka (W& MR |, S
RS ITRIRHESEE R Amazon Web Services,

- THNEEMY  ENFEHEEAN Amazon BFRE, BEFENHECERNS , SFENHRE
HBRM, BLANERUKERNERZEN.

R RBR T A EE A Amazon MSK BRI ASRAEHRBER, AT EB B MAEE Amazon
MSK KB LM EEMEBIR. &S T BUMMERHM Amazon Web Services # By & 5 1%
MR Amazon MSK &R,

£

+ Amazon Managed Streaming for Apache Kafka & HY 5 3E R 3

« Amazon MSK API 9 & 3 5 i F#F X

« Apache Kafka AP #9 & 1736 i Fl iR

« E Amazon MSK £#HZ£4A

« Z#HIX Apache BI 15 RI PR ZooKeeper

- AFiEF

« Amazon Managed Streaming for Apache Kafka # & # M 3iE

» Amazon Managed Streaming for Apache Kafka FBIXE AE 1
+ Amazon Managed Streaming for Apache Kafka Ay E /i L £ 14

Amazon Managed Streaming for Apache Kafka # B EE R

Amazon FE#1B#E X E A F Amazon Managed Streaming for Apache Kafka I EIERY . WMiZE
RXHF AR , Amazon AR R EITFIE Amazon Web Services = £ EKEM g, BRAREPXNIEE
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EHEMRE EHWANBHNEG, BEAFTEFFERN Amazon Web Services WEZ 2B EMEEES.
ERABIERIANEZEE , BSHEBUERIAE N [ &,

HFHEEBERPEH , RINEUEMRI Amazon Web Services i ZE H# B Amazon IAM Identity

Center 5 Amazon Identity and Access Management ( IAM ) iREEMNAF, X#¥ , SMNEAFRRKRE

BITHIERRAAENNR, BIMEBWEBIUT AR LHIE -

s NENKFERSESHRIE (MFA)

« £/ SSL/TLS 5 Amazon BR#1TEE. BAIERFEA TLS 1.2, BIUEA TLS 1.3,

 {£/A Amazon CloudTrail & API F1 A F5&Ez B&1ER,

- £/ Amazon INZ R R RELKR Amazon Web Services FHIFFEBRINZ €125,

- FABRIEEZLRS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
iz

- MBLEBLGSITRER API 58 Amazon FFEEZT FIPS 140-2 WiFH NBRER | E6EH

FIPS i R, BX<THAMN FIPS MR EZELR , 55 (EEKIPEELERALE (FIPS ) 5 140-2
W) .

BAEZNB WG NHYNZEERBRELE (WEEFWETE bt ) RANSREHBERN XA TR
(MBHRFER) ., XBIEEIHEEA. APL. Amazon CLI 5 Amazon SDK {5 Amazon MSK = H At
Amazon Web Services B, A FTREMHBERLBHBEANAFTEFRMANTAKERHTESHATI

BHLHBAE. MREEABRSH[EEML |, BB WETEERUFIEEIEEBRRRIEN ZKRS
BHER,

FT
« Amazon MSK Nz
o WA FFIEBE A N ?

Amazon MSK jnzt

Amazon MSK 124t 7 BB NZRE I |, A fF X LR TR H B SN BIEEEER, Amazon MSK A
FINBZRHE B HIAE 13 N HALEIT—X. Amazon MSK 2B AFTEERLEITIXEIIH, £EBIHIE
FPEFIREN , ENEFIRSIRE N MAINTENANCE, BEFERE , CaNERRSETRIRERN
ACTIVE, HEEAL T MAINTENANCE RAHET |, AT ABEA K FERALKIE , ELERNBERITEMANE
e,
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A

Amazon MSK & Amazon Key Management Service ( KMS ) £ 5 LA 3214 3% B 1) BR 55 85 % A

., Amazon MSK IR MBEMNESHIE. Z6IE MSK £88t , BALUEELFE Amazon MSK
BT B ABIEN Amazon KMS key, HIRETIEE KMS 248 , Amazon MSK £ & 612
—N Amazon TEXNZH HRREFEHE, BXx KMS ZHNEZELR |, 3 (Amazon Key
Management Service FF X AR IEFE) FH Amazon KMS keys.

&5 P I

Amazon MSK £ TLS 1.2, BRINBEIRT , ESMNEE MSK £ KB ZRE RN EIE, TUE
BEHNBSIRIAE,

NTEFHENREZENEE , ELTEE T =ZDREZ— :

« AV TLS MB#HFE, XRHMINRIE,
« ERSAVFENXEEM TLS BT,
« (RAVFEAXEIE,

Amazon MSK XE #H /28 Amazon Certificate Manager if$., Eit , F{{E4FE Amazon Trust
Services B E th &5 F Amazon MSK REAVIEH,

SRBMNBEABWEAERTINE  BEARIEMFIN CPUFHEN/LEYVHNIER, BR , KZHK
FEARGINXEERHTHR , FRNREIRTER. FrinMERBEREEXHNEE,

AN I 96 € A 0 2

I MSK &8 , BT LAER JSON AIEEMZRE, L TRRA

"EncryptionAtRest": {
"DataVolumeKMSKeyId": "arn:aws:kms:us-east-1:123456789012:key/abcdabcd-1234-
abcd-1234-abcd123e8e8e"
1,
"EncryptionInTransit": {
"InCluster": true,
"ClientBroker": "TLS"
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X F DataVolumekMSKeyId , A LAURIKF (alias/aws/kafka) F#Y MSK EEEFHE
ZHAH Amazon HEX B, WREZEIEE EncryptionAtRest , Amazon MSK h&%E
Amazon HERFE THRISEEHTNE, ERELNEREANES , BRIE GET BRIEA
DescribeCluster API 4,

¥F EncryptionInTransit , InCluster HERIAER true , ERUREFEERE 2 BEEHIE
Bfik Amazon MSK INZ##E , W A LUFELTRE R false.

ENEFENREzBERNBEEEMZRN , 51 ClientBroker REANAT=MEZ
— : TLS. TLS_PLAINTEXT = PLAINTEXT,

SIREHNEENRRE
1. RE-RENABREEXSF , AN GG EERRNEFAERT. S0, HEKEH

encryption-settings.json,

2. J&1T create-cluster N HEM encryption-info &L R EREFEE JSON BIXH, LA
~ZBl. K {YOUR MSK VERSION} BN 5 Apache Kafka & imhiR A48 EECAY AR AR, B
maER MSK £ERANELR , S To find the version of your MSK cluster, EXE , 4
5 MSK &£ERAT[EHR Apache Kafka EFIRARA , TJEE2 S B Apache Kafka BiE#iA, EX
FME,

aws kafka create-cluster --cluster-name "ExampleClusterName" --broker-node-group-
info file://brokernodegroupinfo.json --encryption-info file://encryptioninfo.json
--kafka-version "{YOUR MSK VERSION}" --number-of-broker-nodes 3

LA BT a5 a8 B 3h e B2 R~ 4l

{

"ClusterArn": "arn:aws:kafka:us-east-1:123456789012:cluster/SecondTLSTest/
abcdabcd-1234-abcd-1234-abcdl123e8e8e",

"ClusterName": "ExampleClusterName",

"State": "CREATING"

ik TLS &

1. $ZHthe section called ‘T 3 : BIEF P init ENPHNESCEEFIRITEN,
2. TEEFPImITEN L ZR% Apache Kafkao

T FA R D 7 =


https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#customer-cmk
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3. EBEZR%E Amazon CLI BWitEH LETA TS , HHF ClussterARN BN &R ARN ( INBIHE
SREFROIFTR , & ClientBroker RE N TLS SIEMEE ),

aws kafka describe-cluster --cluster-arn clusterARN

EERF |, B ZookeeperConnectString WEHREE , RAREEE T —SHERZE

4. FEZENEFHRITENLETUTHRUBEEE, ZookeeperConnectString B R BE L —
%$ZookeeperConnectStringHiRBHE,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --
zookeeper ZookeeperConnectString --replication-factor 3 --partitions 1 --topic
TLSTestTopic

5. EAXRTRAIF , BINER VM FEES MSK £8BEF. Nt , FEEAERFRITENLIEZ—
BH /tmp ISR, ARG, #3 Apache Kaftka R bin X#HX |, HETU TS, (B
JVM BRZRATER MR, )

cp /usr/lib/jvm/java-1.8.0-openjdk-1.8.0.201.b09-0.amzn2.x86_64/jre/lib/security/
cacerts /tmp/kafka.client.truststore.jks

6. MEZFHITEN LM Apache Kafka B2/ bin X4k | BIE—NE R
client.properties WXAX#H , ZXHBEUTHR,

security.protocol=SSL
ssl.truststore.location=/tmp/kafka.client.truststore.jks

7. TEBEZ% Amazon CLI WITEN EZETUTHS |, ™ clusterARN B &EE ARN,

aws kafka get-bootstrap-brokers --cluster-arn clusterARN

BRUOERMTATR. RELHER , RAGEEET —FHEAT.

"BootstrapBrokerStringTls": "a-1.example.g7oein.c2.kafka.us-
east-1.amazonaws.com:0123,a-3.example.g70ein.c2.kafka.us-
east-1.amazonaws.com:0123,a-2.example.g7o0ein.c2.kafka.us-east-1.amazonaws.com:0123"

}

8. BITUTHS , EEFRITEN LCIZEF A EKES. BootstrapBrokerStringTlsABE L
—SHRBHEER, RESITHERBZET S
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<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list BootstrapBrokerStringTls --producer.config client.properties --topic
TLSTestTopic

9. IAFHSBTEAHERIF-—AFFMRITEN. RE , BTUTHTUEIREHEERR.

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBrokerStringTls --consumer.config client.properties --topic
TLSTestTopic

10. FERSREOR  WANKEHERSATELER  HECFHAIEOHRERMEEEE. Amazon MSK
4% S R R L E B3 1T T INER

BXBE Apache Kaftka B ImAFERAMERENELZLER , BZREE Kafka & %

Amazon MSK API 1Y & 1736 1E F1 3% X

Amazon Identity and Access Management ( IAM ) & —I1 Amazon Web Service , AIARBIEE R &
2R HEIX Amazon BIRHGR,. 1AM EXE R EFNETUBES S HRIE (BF ) IREEN (AN
PR ) kfEF Amazon MSK &R, IAM 2 —ILEH /T AEIA FE AL Amazon Web Service,

AT BUAIFER 1AM iR FlE /] AR S £ 8 1T Amazon MSK #1E. Bk an{a &l o] LA &8
W BB LI 1T Apache Kafka BREMIE R , IS H the section called “Apache Kafka API B & 43 56 iiF
B,

£

+ Amazon MSK #{d 5 IAM BR& A

« Amazon MSK E T 541 K 8 =6l

¥ Amazon MSK EAIRFHEXAE

&M F Amazon MSK B Amazon 3£ E X KB
Amazon MSK & 14 F 7 5] (5] B HE &

Amazon MSK API B & 13 381 F1$Z 4 123
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Amazon MSK A5 IAM BL & A

EEH IAM EEX Amazon MSK HIA R INPR 2 8T , EA1Z T #EWRLE IAM ZhAE®] i F Amazon MSKo
E AT Amazon MSK FE# Amazon FRENAS IAM —REA , 33 (AM AFIERE) H
M{EA 1AM B Amazon BRS

£l

« Amazon MSK EF 5K KB
« Amazon MSK EF & RH KB
« Amazon & KB

« EF Amazon MSK #rZ IR
« Amazon MSK IAM A6

Amazon MSK & F BRI KB

BEEA IAM ETBGHXRE , BT UEEATRELNRENRRUR AFRIELBENS
#ro Amazon MSK X#FREMBRME. HRMFZME, BT HE JSON KEHPERNAAERLE , 5K
{IAM BF-5F8) #H#Y IAM JSON KB TESE,

1

IR A LAER Amazon JSON SKEEREEHARNBRTARNE, BREHR , WA EET L5
BHATRE | UREMFLAZHTHT.

JSON REEHY Action TR T A THERKP AFIEL G RINRE, RERFEEESHXEKN
Amazon API R{EE & . B—EFIAER , FlaNKBTE AP BENNRNRRE, EF - EREFE
HERBHMITSMNRE, XEMINRER N EXRE,

HREE 2 ERFEUR FHATRBIRERIRR,

Amazon MSK FH KRB IRETEIRERIERA U TEIR : kafka:o. Hli0 , ERFEAFEH Amazon MSK
DescribeCluster API ##4EH#IR MSK & HIMNIR , BRfF kafka:DescribeCluster BEHAA
HEXMK, XEIZTAOMLHMEE Action 5 NotAction JtE, Amazon MSK EX T HE W —HIBR/E , KA
HIREA ERZRSIITHES.

BEEENMNEYUPEESTRE , BEMAESFHENRIT , TR :

"Action": ["kafka:actionl", "kafka:action2"]
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B LUERBESR (*) BESMRE, Hln , EIEELLEE Describe FFLMFIERE , @BUT
BIE -

"Action": "kafka:Describe*"

E&EF Amazon MSK ##ERNSIEK , 25 (IAM AP 1ERM) F 8 Amazon Managed Streaming for
Apache Kafka Big1E. RIEMEZHE,

RIR
EE R W LAER Amazon JSON REEREEERNBAMTARR, twHEH , BNEE AN ARE
B ATERAE , IREA ARSE THIT.

Resource JSON KB TREEEQHNAREN —IPHZ IR, BAXHNEBE Resource H|
NotResource T, ENBREXE , BHFERAH Amazon BEE# (ARN ) ERR. N TXFHE
WRERE (MARRENR ) PIRE |, BRI LARITILRE,

X FAZFRRENRAORE (NP HRE ) |, BEABES (¥ ) ENEANATHRRERF,

"Resource": "*"

Amazon MSK 45 REFLLT ARN :

arn:${Partition}:kafka:${Region}:${Account}:cluster/${ClusterName}/${UUID}

AHX ARN BRWEZE L |, HS19 Amazon BEEH ( ARN ) 1 Amazon FRS & A& 2218,

flan | BEBEAFIEE CustomerMessages SE6 | EEMAELT ARN :

"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/CustomerMessages/abcd1234-
abcd-dcba-4321-alb2abcd9fof-2"

EEEETREKRFOMESSS , BEABESR () :
"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/*"

ToENFE R RHATHELE Amazon MSK #4E |, SIINA T RIEZRRAVRE, EXERBRT , BLAEH
BEAF (*)o
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"Resource": "*"
EEENBAPEESINER , BEAES SR ARN,
"Resource": ["resourcel", "resource2"]

E&EH Amazon MSK BRERKH ARN B5%k , 25 (IAM AAF1ERE) H# Resources Defined
by Amazon Managed Streaming for Apache Kafka, BT & o] A B2 ERIEEBSNE RN
ARN , 2 5 Amazon Managed Streaming for Apache Kafka & W BV 1E.

ES R

EE R W LAEM Amazon JSON REERIEEERNARMTARR, B2 H , BN EETUNF LR
BHATERE , UREMFARETRIT.

f£ Condition Jt¥& ( = Condition 3k ) # , BAILUEEBETE MBI %M, Condition TER AL
o BAIGIERFERAZTEHZER (fl, EFHIT ) OEFHFRER |, IERBTINFZEEERPHNE
FITE,

WMRE—MEAPEES Condition Tk , HEEA Condition TEHEESNESR , N
Amazon fE 2% AND ZEIHEEA]. MREENENZHREESZNME , M Amazon E/HZH OR
EERITESFG. ERTFEUINNRALTRERBNRME,

BHAUERRESRGNERASVFTE, fln, REEFER IAM AFEFR1C IAM AP, 8F R HE
BFiHRRRHNERE, BEXEZEL , 555 (IAM AFIER) B8 IAM FTE  TENFRZ,

Amazon XEFE£RBFHFBINBETRENZHE. EEEMEA Amazon £R&FHRE , 53R (IAM A
FIEE)Y B/ Amazon £ B5&H T 308,

Amazon MSK EX TEHEH —4HEXHE  EXEFEEA—L2RZHR, EEEMEA Amazon £_R5H
#  EsH (AM BF#E®E) £/ Amazon £ @& MH £ T UE,

E#&EEFE Amazon MSK 4 RBHFXK , 55H (IAM BF#®E) 8 Amazon Managed Streaming
for Apache Kafka BV &4, ETHER A MLREMNTREAZHE |, 155 H Amazon Managed
Streaming for Apache Kafka & X BV 1E.

=~
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EEH Amazon MSK & T H I REEH RG] , HZH Amazon MSK £ F 5 8 K =B,

Amazon MSK & F & RH K

Amazon MSK X # AT Amazon MSK S BHERER (EMNETHRFRNERE ) . BAUEAKE
REESRTE X HRLE IAM =AM EBEKFNREKIRES Amazon MSK £E NG ERE, 45 IAM EF %
SHRIE—EEAN , ZUUUFEAERERANEENEFIHRREAE X Katka ZIEERAIEER

EERNAEESHRBN R , BSH P8R 2 HEFHRBEHNE MSK £,

Amazon ¥ E K

ETF Amazon MSK #rE R =X

B LUSAR XM INE] Amazon MSK &8, EE THRZEHHR , EEFEH
kafka:ResourceTag/key-name, aws:RequestTag/key-name B aws:TagKeys &RU4BIEFIE
WEHETEPRMERZE R, BXHRIE Amazon MSK BRMNEZEER |, 152 the section called “ 5
SEAMRZ,

EEEETHANER (ATETEFH LNRZERRBRHFIZEFHNTR ) WRE , BSREERZSTIR
Amazon MSK &£ &,

Amazon MSK IAM & &

IAM &2 Amazon Web Services M 1 B G 45 E PR AYSEK,

Fim et ZEiE A F Amazon MSK

ALAEA IS EIER THRE B HRIEER , 2R IAM B2 REKF A€, E L EA Amazon
STS API #4E ( #1AssumeRole & GetFederationToken ) LAZRERIf B & & 4Z i,

Amazon MSK 3 #{# F Im B & AE o
REMEXBE

B %548 < & € S8 1F Amazon Web Services iR EMRFZFHAHNEIR , MAREBTEHIEE. RSHEXAC
EREIAMIKFAS | HIAZRSAE. BERAUBEEETEERERSHEXACHNR,

Amazon MSK X REHxAR, BXtIEZREIE Amazon MSK RSHEXAEMNIFHEES |, B5H
the section called “BRZHEX AR,
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Amazon MSK E T & 15 1Y SR & 7~ 45l

BRIMERT , IAM AP MABTRINIT Amazon MSK API 24, B R XMEIE IAM policy , BLER
AFRFAMAERFNRUANFENIEERFRHITHEEN AP RE, AE , B R A0UFIX L 5 BE i hn 2
TEXLENEREN IAM AF=R4,

BT RMAERX LR JSON KEE 62 IAM ET S HONEK , 5K (AM BFERE) 9/ &
JSON JET+ L 632 KK

F&

- FBMERESXE

- ATAPEEFEMITE SR
 i5E— Amazon MSK 5§ &

o BIEFRZIHE Amazon MSK £ &

REERIEREK

ETHNNRBEEENART AR, RS EREK S FE Amazon MSK BiR, XLERETEE
£ Amazon Web Services I = AE A, SIEHRBE T HDAVREES | HEMR THENMEW

« Amazon TERBREORZENBFITA] - EFREAAFMIEARR TR , HFEH Amazon
RERBRAFZELFERZERFNR, EALLTE Amazon Web Services Tk F° A1 3% B iX L 5K #E
BUBEENRETENNAZEN Amazon EFEERBERHE —SRINE. BXEZEE , F
S (IAM BF#ERE) B # Amazon TE R THEIRAER Amazon FEE K,

- NMARENER - EFER IAM RKBRENRE , HNERFHRITESFIENNERE. At , BaENX
ERERGTUIUNBERBFRRITHERE , SR NRENRIFTT, EXER IAM BMANRNESE
B, BZHRE (IAM AFErE) R IAM F YR B FIER

o FA 1AM KBS B S — S BRI T5 R AR — S8 AT LA [6 5 B 78 10 S 44 SR PR 45 3 RV RV R R B9 1
B, Blan , AR EREIXHRISESLMER SSL KIEFIEER. WMRBEI4SE Amazon Web
Service ( f5l#1 Amazon CloudFormation ) SRS #RME | BIEATUEAZRGRZE FXRSEENT
IR, BXEZEELE , H2H (IAM AFEmM) T8 IAM JSON B TE : &,

* £ IAM Access Analyzer BiIEEHY IAM KEE | LUBRRRHZ S MEMIDEEM - IAM Access
Analyzer 2BIFFH RN B RE , UBRKEHS IAM KEIES (JSON) M IAM HR{ESE
B, IAM Access Analyzer 12 100 ZIFBREM TIRENE , BB THEZ S BINEEMRBAE
B, BXEZER , BE3H (IAM AF#Em) FH IAM Access Analyzer FREEKIIE,
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FEEZE MR (MFA) - MREFTAL Y5 S ERIEM Amazon Web Services Ik 48 IAM A
HIBAF , FEHA MFARESZ M. BEETAA API BENEZE MFA |, BF MFA &4 NE &
MR, BXEZER  HF2H (AM AFERE) FWEES MFA &RFH API 5E),

BX IAMHHREIENESELR , 20 (IAM AFER) #1 IAM F R HEXE,

AP ERMIE SR

ZRBIRER T B a2 KRE AR IAM AR EER NI EAF BN ABRKREMITEN R, It
REIFEELEHE LR MBREREURESARNEA Amazon CLI 2t Amazon API FREE IR

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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}

B | — Amazon MSK £ 8¥

FELRBIF | BAEEHR Amazon Web Services Ik HFH IAM B EF iR ENER
purchaseQueriesCluster MIXPR, WLIRBEA TR HRER. RIHESISAE, JIHERET R
HEHT.

"Version":"2012-10-17",
"Statement": [
{
"Sid":"UpdateCluster",
"Effect":"Allow",
"Action": [
"kafka:Describe*",
"kafka:Get*",
"kafka:List*",
"kafka:Update*"
1,
"Resource":"arn:aws:kafka:us-east-1:012345678012:cluster/
purchaseQueriesCluster/abcdefab-1234-abcd-5678-cdef@123abo1-2"
}
]

BIEFRZ I Amazon MSK £ &

BRNUEETHORNRBHRERAZNSE , LEETHRZEZEFN Amazon MSK ZHRAV TG RIRR. 1thREIE
RTYMMARE AR HRER. RNHSISKE, JHARET R, ERNBIRERNEKK, B2,
R LR Owner WENZAFHAF BN, FRER TR,

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "AccessClusterIfOwner",
"Effect": "Allow",
"Action": [
"kafka:Describe*",
"kafka:Get*",
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"kafka:List*",
"kafka:Update*",
"kafka:Delete*"

1,
"Resource": "arn:aws:kafka:us-east-1:012345678012:clustexr/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Owner": "${aws:usernamel}"

O] LA Z SR BE M AN B S8 K 2 R BV 1AM . IR AN richard-roe WAFPZREH MSK £33
MAFEBFFRICH Owner=richard-roe = owner=richard-roe, &N , MFFHIEL G, M
FRE® Owner It Owner Ml owner , EARHREMRITX D KNPNE, BXESZEE , BZH (IAM
FFER) S IAM JSON KBETE | &4

¥ Amazon MSK A BRFZMEKXAE

Amazon MSK £ Amazon Identity and Access Management ( IAM ) fREHExHE, RESHEXAE
MR EWN IAM A8 , ©5 Amazon MSK BE##XxEk, BRFHEXAEH Amazon MSK FiENX ,
HEERSAREFAHEM Amazon BREFIEMFTE IR,

REEXAETILEERNMIZEE Amazon MSK , BB AFRMAAENPR. Amazon MSK A E
VERBRSHEXARHWNER, BRIEBITEN , BNRE Amazon MSK FTEERAE AR, EXHNRETE
EERBEMNRERE |, T ENRREETEEM MBEMETE IAM 3£,

BRXERSHERAGHEMBSHNES , HSHAEA IAM 89 Amazon Web Services , F & RS
KXABIFETRANRNERS, BER , ARINEFTZRSHRSHEXA ST EEE,

£ |

« Amazon MSK KBRS X A X R

« N Amazon MSK BIEZRSHEXAE

« 3 Amazon MSK SREERZEXAE
 Amazon MSK BRS5#HX A & 2 Y X5

eSS ey


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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Amazon MSK W RSZ K< B B[R

Amazon MSK & F AWSServiceRoleForKafka B IRS X A . Amazon MSK {E Ltk & &5
B SR EY IR H AT AT RE -

*NetworkInterface - EEFKFHFRIBMNEEMEKED |, £FF VPC AN EF im Al LAiG A 8
RIE,

« *VpcEndpoints - EEFKFHEE VPCiwR , & VPC FHE Fin Al LAEA Amazon
PrivateLink 7RI £8 ¥, Amazon MSK X} DescribeVpcEndpoints, ModifyVpcEndpoint
# DeleteVpcEndpoints AR,

- secretsmanager - £/ Amazon Secrets Manager BB & I ix &l o
« GetCertificateAuthorityCertificate - ®RIABIEHME NI,

WREHXACRKHMBILLTIEERME : KafkaServiceRolePolicy, BXUWEREWER , 5
#KafkaServiceRolePolicy.

AWSServiceRoleForKafka fRFHEXABABEEUATHRZAAZAE

» kafka.amazonaws.com

A BN PREKRE A 1F Amazon MSK X &R T 814,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DescribeNetworkInterfaces",

"ec2:CreateNetworkInterfacePermission",

"ec2:AttachNetworkInterface",

"ec2:DeleteNetworkInterface",

ec2:DetachNetworkInterface",
"ec2:DescribeVpcEndpoints",
"acm-pca:GetCertificateAuthorityCertificate",
"secretsmanager:ListSecrets"

1,

"Resource": "*"

}I
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{
"Effect": "Allow",

"Action": [
"ec2:ModifyVpcEndpoint"
1,
"Resource": "arn:*:ec2:*:*:subnet/*"
1,
{

"Effect": "Allow",

"Action": [

"ec2:DeleteVpcEndpoints",
"ec2:ModifyVpcEndpoint"

1,

"Resource": "arn:*:ec2:*:*:vpc-endpoint/*",

"Condition": {

"StringEquals": {
"ec2:ResourceTag/AWSMSKManaged": "true"
1,
"StringlLike": {
"ec2:ResourceTag/ClusterArn": "*"
}
}
1,
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:PutResourcePolicy",
"secretsmanager:DeleteResourcePolicy",
"secretsmanager:DescribeSecret"

"secretsmanager:SecretId": "arn:*:secretsmanager:*:*:secret:AmazonMSK_*"

1,

"Resource": "*",
"Condition": {
"ArnLike": {

}
}
}
]

BATMBEENR , 2 IAM R4 (AF, AAe ) 212, FEIBERESHXAR. BXESE

B, #5H (AM AFER) B RSHEX A SRR,

BSHAxAE
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A Amazon MSK SIZRSHEX<AE

BEEFHUEBRSHXAR, HEE Amazon Web Services Management Console, Amazon CLI
= Amazon API AR 812 Amazon MSK £88f , Amazon MSK £ R &I ZRFZHEXRAE,

MREMEBRZBRSHKXAR  AREEBRCE  SuLEAMEREEKFHPERCELAR, L&
B2 Amazon MSK £ &8} , Amazon MSK FBX NI ZBRSHEXAR,

A Amazon MSK RERSHEXAE®

Amazon MSK T A1 #8458 AWSServiceRoleForKafka RS X< A, SIZRSHEXARE , B8EL
EERACHEHN , ANAEEZHAS| AiZAR. BRALER IAM REAGHIR, EXEZE
B #EZR (AM AFERE) FNRERSHEXAE,

Amazon MSK fRFSHEXx A B IFH X

Amazon MSK XFEZRF ATRANAMBEXEFEARSHEXAE, BXESESR , H5H Amazon X
A% S o

EATF Amazon MSK #Y Amazon FE& = KB

Amazon EE XK EH Amazon BIEZMEBEMNINIT K, Amazon TERKEENTFZE LA
RENR , UEEROLUFHRAIAR., ANBRDENR.

FHigfE , Amazon RERB AT SN ENRBELRZIRTFRENR , RN EMTHAAE Amazon
ERERA, BUBEEXNRETENNAZRNE S EERBERE -SRI NR.

BT EE XN Amazon IEEERBPE LN, R Amazon E#FH 7 Amazon FEE XK HE KR
NEFHSTMZREFMMMENAEESHSS (AF,. AFAE ) . HFHH Amazon Web Service /3
IR EFTH API IRERT A FIMBE RS ET , Amazon B A REE # Amazon £ & K.

BXREZEE , F50 (IAM AF#ER) PR Amazon FEE R,

AmazonitEHEE : AmazonMSK FullAccess
LEREEFEENR , AFEATLIHRFAE Amazon MSK ##1E, REEFHNELSANT :

« Amazon MSK X A FFiE Amazon MSK ##4E,

« Amazon EC2HUPE — L FEBRD , E=H APl BERPRIFEENER, X228 7THIFE Amazon
MSK BEB RS EER R ERA TR, ERBPE M Amazon EC2 B R A2 1F Amazon MSK Bl E
Amazon &R , BEEEHEETNEE,
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« Amazon KMSHXPR — 7£ API HRAHE A FRIFERFEIENRIR. Amazon MSK ABER 1S
BETE Amazon MSK &8 EREENFHA,

« CloudWatch Logs, Amazon S3, and Amazon Kinesis Data Firehosef{fR — Amazon

MSK ZEENXR , Tt AR ATEZMERT R , FAEXEBIRNKERTHNERATR.

« IAMIPR — Amazon MSK EENRE , TREEZENIKF FEIZRZSHEXAEH ATFERNBRSHITAR
116 45 Amazon MSK,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"kafka:*",
"ec2:DescribeSubnets",
ec2:DescribeVpcs",
"ec2:DescribeSecurityGroups",
ec2:DescribeRouteTables",
"ec2:DescribeVpcEndpoints",
ec2:DescribeVpcAttribute",
"kms:DescribeKey",
"kms:CreateGrant",
"logs:CreatelogDelivery",
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups",
"S3:GetBucketPolicy",
"firehose:TagDeliveryStream"
1,
"Resource": "*"
3,

{
"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"

1,

"Resource": [
"arn:*:ec2:*:*:vpc/*",
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"arn:*:ec2:*:*:subnet/*",
"arn:*:ec2:*:*:security-group/*"
]
1,

{
"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"
1,
"Resource": [
"arn:*:ec2:*:*:vpc-endpoint/*"
1,
"Condition": {
"StringEquals": {
"aws:RequestTag/AWSMSKManaged": "true"
1,
"StringlLike": {
"aws:RequestTag/ClusterArn": "*"
}
}
1,

{
"Effect": "Allow",

"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:*:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateVpcEndpoint"
}
}
},

{
"Effect": "Allow",

"Action": [
"ec2:DeleteVpcEndpoints"
1,
"Resource": "arn:*:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/AWSMSKManaged": "true"

1,
"StringlLike": {
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"ec2:ResourceTag/ClusterArn": "*"
3
3
iy
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",

"Condition": {
"StringEquals": {

"iam:PassedToService": "kafka.amazonaws.com"
}
}
I
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/kafka.amazonaws.com/

AWSServiceRoleForKafka*",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "kafka.amazonaws.com"
}
}
},

{
"Effect": "Allow",

"Action": [
"iam:AttachRolePolicy",
"iam:PutRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/kafka.amazonaws.com/
AwSServiceRoleForKafka*"
I
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/delivery.logs.amazonaws.com/
AwWSServiceRoleForLogDelivery*",
"Condition": {
"StringLike": {
"iam:AWSServiceName": "delivery.logs.amazonaws.com"
}
}
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}

Amazonit B KB : AmazonMSK ReadOnlyAccess

ERBER T RIENR |, RFAFEE Amazon MSK HRER. MM REEH AT TEMER R
BRI A FRIR , LT BEQIEHAY Amazon MSK iR, Hlal , HAXLENRNEFATUEREESHK, X
BRWEHNEEN R , BEFREREAERFNEETRE, WREFHNRIANT :

« Amazon MSK#PR — ARFEGIH Amazon MSK FiR , M EHHATHAHAFKIEXEIINER,
« Amazon EC2MXPR — AT HIREEE XM Amazon VPC, FM., Z£4F ENI,
- Amazon KMSH PR — A TFHASEEF BN ZH,

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"kafka:Describe*",
"kafka:List*",
"kafka:Get*",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"kms:DescribeKey"
1,
"Effect": "Allow",
"Resource": "*"

Amazon EE A KR : KafkaServiceRolePolicy

BT LM N KafkaServiceRolePolicy EI#HY IAM 324, FLLREEMMBIRSHEXAR |, ZABAYT
Amazon MSK T INEE MSK E£8 L# VPC ix & (&R ). EBENEEOMAER Amazon
Secrets Manager EEEFHZIEFRE, BXEZEER , 152 the section called “FRFHEXHE",
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Amazon ¥EE XK : AWSMSKReplicatorExecutionRole

ZAWSMSKReplicatorExecutionRole& K B&[E] Amazon MSK & #I851% F1 MSK E& 2 A& HI5E
PR, LEEREEPEVAPRIN T 04 -

 cluster— [@ Amazon MSK Replicator 8 F A IAM HHKRIEEEIIEFHNNR. ERFHERH
BEUREFHNNR,

* topic— #F Amazon MSK Replicator #it, &IEME NEB UK E R FE B AE ERINR.

« consumer group— %F Amazon MSK Replicator #HIRMEHEAEH, M MSK EFIEEFMEA
H HA LUK il BR 2 1 85 01 22 /9 PO 2B = B AV A PR o

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ClusterPermissions",

"Effect": "Allow",

"Action": [
"kafka-cluster:Connect",
"kafka-cluster:DescribeCluster",
"kafka-cluster:AlterCluster",

"kafka-cluster:

"kafka-cluster

"kafka-cluster:
"kafka-cluster:
"kafka-cluster:
"kafka-cluster:
"kafka-cluster:

"kafka-cluster

1,

"Resource": [
"arn:aws:kafka

]

},

DescribeTopic",
:CreateTopic",
AlterTopic",
WriteData",
ReadData",
AlterGroup",
DescribeGroup",

:DescribeTopicDynamicConfiguration",
"kafka-cluster:

AlterTopicDynamicConfiguration"

:*:*:cluster/*"

"Sid": "TopicPermissions",
"Effect": "Allow",

"Action": [
"kafka-cluster
"kafka-cluster

:DescribeTopic",
:CreateTopic",
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"kafka-cluster:AlterTopic",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:AlterTopicDynamicConfiguration",
"kafka-cluster:AlterCluster"

1,

"Resource": [
"arn:aws:kafka:*:*:topic/*/*"

]

},

{

"Sid": "GroupPermissions",

"Effect": "Allow",

"Action": [
"kafka-cluster:AlterGroup",
"kafka-cluster:DescribeGroup"

1,

"Resource": [
"arn:aws:kafka:*:*:group/*/*"

]

}
]
}

Amazon £ E X F KA Amazon MSK E T

EEH A X Amazon MSK £ Amazon HEX KB ENWIEMES ( BURSTRBERXLEERLK ) o

B EiR
AWSMSKReplicatorEx 0 D#h MSK AN T X
ecutionRole - ¥ Kk I 5i# MSK Replicator #J

¥T AWSMSKReplicatorEx
ecutionRole B,

AmazonMSK FullAccess — Amazon MSK &N T X
FIMBEE Amazon MSK & #I25HIfFR,

KafkaServiceRolePolicy — %7 Amazon MSK RN T X &%
TIBE R VPC B EZENR,

B

2023 12 A48

20239 A 28 H

20234 3 A8H
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B iR H HA
AmazonMSK FullAccess — 8  Amazon MSK 70 7 8 2021 £ 11 A 30 B
OB BER Amazon EC2 X [R , LAMEiE#E

DEE,

AmazonMSK FullAccess — &  Amazon MSK 700 7 #AUR | 2021 £ 11 A 19 B

FIMBEE RFE#ER Amazon EC2 B H
o

Amazon MSK FFE TIREEEHR  Amazon MSK W E Amazon £ 2021 £11 A 19 H
EARBTR T REER,

Amazon MSK B4 fli5 R R @HEE
FERUTEE RSB ZHAEEEFEA Amazon MSK 1 1AM B ATBEB EIRY E W, 8 &,

£

« BEMIE Amazon MSK F#n{TiR4E

EILIE Amazon MSK At 1TiR4E

R Amazon Web Services Management Console &iF#& , BERITEMRIE , NS TBKRREBHNE
BRI R, EEARRSEMEREIENA,

% mateojackson IAM AP ZAFEAEGI A MBRESE |, B)%HF kafka:DeleteCluster RAT , &
RELUT ROIEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
kafka:DeleteCluster on resource: purchaseQueriesCluster

EXFEIRT , Mateo BERMHNBEE R EIHHERKE , LA TFMER kafka:DeleteCluster #E1H
] purchaseQueriesCluster &R,

Apache Kafka API By & 13 3 1iF F1 2 1X

BATLAER 1AM X & P w17 B I8 H R FSIE4 Apache Kafka &1E, =& , Bt LAER TLS
I SASL/SCRAM X & Fumit 1T H 0 8E , AR £ Apache Kafka ACL R R F SRIEL IR,

REFR e
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B o< iR &) o AR IRRY £ BE L 34T Amazon MSK B/ERVE R |, &3 the section called “Amazon
MSK API 9 & 13 36 F F RN

F&

* 1AM 1 [ 42 5l

« XX[E TLS SHKIE

« £ Amazon Secrets Manager ¥ 17 & R E U & 0 RF
» Apache Kafka ACL

IAM 75 [B] #2 i

Amazon MSK B9 IAM a4 &l ik BEe 4 I MSK SN B RIEMBTN, XHERTEEFH -5
BRAEN G NS — RG], i, SFEFRSHEALNERER , Amazon MSK £/ IAM kK&
ZEFHERRAN BMRIINEM , URREENAENEFERBE. IAM FRIZEFHERT Java
F3E Java BFiw , ‘EIEA Python, JavaScript Go #.NET B Kafka & F i

Amazon MSK £i2ZARIEH , LAERHRITHEIT. BXEZELR |, 55 the section called
“CloudTrail B4,

\

R T EBH T IAM 5 R32 %] | Amazon MSK XJ Apache Kafka JRXB# 1T 7T DiF SR, XEBHTL
LA IREY Apache Kafka 538 B B B 49 820,

/A Important

IAM 5 [R] 32 #| R 3E F F Apache ZooKeeper T 8, < QA5 &3 1X L2 45 R A9 15 B X PRI 15
B , {5 the section called “#2 %1% Apache B A PR ZooKeeper’s

/A Important

MREWEEFER IAM HE$2% , I allow.everyone.if.no.acl.found Apache Kafka
REL M.
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/A Important

B AR R IAM T E 42 H 89 MSK 281 A Apache Kafka ACL APl, B2 , #Zfi&7E Apache
) Apache Kafka ACL 31 IAM & & EIIZN ZooKeeper ;R BN, ELHEF IAM KA T
IAM £ &89 1 8] 42 81

Amazon MSK H |1AM i [a]#= $I /Y T 4R HE

EEA Amazon MSK B IAM T5[RIEH] , FHITUTER , ATHEHRIBSFFAN RXLEDS R,

« the section called “BIZ /A IAM 15 A #2 By SE &

+ the section called ‘Bt B & /7 im SA#E 1T 1AM 5 [R] 2 &

« the section called “BI B2 RHUREE”

+ the section called “3REVA T IAM 15 B2 &8y 5| S "

BIEFEA IAM 7 E R IR 5

AN B AR Amazon Web Services Management Console, API 5 Amazon CLI 812 H IAM
HREEINER, BXNAANEERTE IAM FREFINEL , 52 the section called “BE# L £
RE

&/ Amazon Web Services Management Console 812 1AM 1 )2 &l # £ &

1. 7E https://console.amazonaws.cn/msk/ T 7 Amazon MSK 2% &
2. EROIBEH,

3. BERERABAENREVEER.

4., ESHRIETDF , EF IAM HREIEZE,

5. TROUBEFNERIERE.

£/ API 5 Amazon CLI BIZEH IAM 5 RIIEFHIH EE

 HEQIEBAT IAM IARIEHINES | 5 CreateClusterAPI 5 create-cluster CLI 5%
HE#ELLT JSON ERClientAuthenticationZ# : . "ClientAuthentication":
{ "Sasl": { "Iam": { "Enabled": true } }
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BLER P umBARE1T IAM 15 [R142

BiLFFiwmEEB SEA IAM 5 EHZREN MSK £EEBE , B UEANTEA—ThLH

- f£F SASL_OAUTHBEARER #l#lI# 173E Java & F infi &
 f£EA SASL_OAUTHBEARER #l#IZ% AWS_MSK_IAM #l#I# 1T Java & iwhi &

£/ SASL_OAUTHBEARER #l&IE & IAM

1. A LT Python Kafka & Fim Rl 38 & REVEEERNIERE , &/%E client.properties Bt & X4,
HtESWEEERS 22X L,

#!/usr/bin/python3from kafka import KafkaProducer

from kafka.errors import KafkaError

import socket

import time

from aws_msk_iam_sasl_signer import MSKAuthTokenProvider

class MSKTokenProvider():
def token(self):
token, _ = MSKAuthTokenProvider.generate_auth_token('<my aws region>')
return token

tp = MSKTokenProvider()

producer = KafkaProducex(
bootstrap_servers='<my bootstrap string>',
security_protocol="SASL_SSL',
sasl_mechanism='0AUTHBEARER',
sasl_oauth_token_provider=tp,
client_id=socket.gethostname(),

)
topic = "<my-topic>"
while True:

try:
inp=input(">"
producer.send(topic, inp.encode())
producer.flush()
print("Produced!")
except Exception:
print("Failed to send message:", e)
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producer.close()

2. THAMEEBESNEBREFE  RRRRZEBESEER LN “FHRER” 82 PR ARITERE,

» JavaScript: https://github.com/aws/ aws-msk-iam-sasl-signer-js #getting-st arted

Python : https://github.com/aws/ aws-msk-iam-sasl|-signer-python #get- EF 14

Go : https://github.com/aws/ aws-msk-iam-sasl-signer-go #getting-st arted

NET : https://github.com/aws/ aws-msk-iam-sasl|-signer- net #getting- 2 7 #5
JAVA : Java B aws-msk-iam-auth jar X424 SASL_OAUTHBEARER X%

£/ MSK BE X AWS_MSK_IAM #HlH/E & 1AM

1. FUTHBRME client.properties X#H, & <PATH_TO_TRUST_STORE_FILE> BN
ERin LEETFHE XN TLRERE.,

(® Note

MBEFEFERBFEILED , TUM client.properties X4l BR
ssl.truststore.location=<PATH_TO_TRUST_STORE_FILE>, MMREBRIEE
ssl.truststore.location B{E , Java #HEFEFEHA B INTI S,

ssl.truststore.location=<PATH_TO_TRUST_STORE_FILE>

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler

EFRAEN Amazon ZiIERIBH W R EE XM , B awsProfileName="your profile
name"; SEELNEFHREEXHP, BXxmBEEXHNEES , iHZH Amazon CLI X #4H
Vi & BB X

2. TEHERIWREM aws-msk-iam-authJAR X4 , HNEKEXRKES, MBEEEH Maven , BH
AT &I, HRBEEERFERAES -

<dependency>
<groupId>software.amazon.msk</groupId>
<artifactId>aws-msk-iam-auth</artifactId>
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<version>1.0.0</version>
</dependency>

Amazon MSK & P is#i#1E Apache 2.0 ¥FA[E T 2FFRH
BB BAR B

FFROCRBEH MBI EE RSN IAM A, ERNXERS , B EEA G A TIIEL HLR
£, MREBHEF KM T Amazon EC2 K4l L | B RN ER 5% Amazon EC2 E4IHY IAM A&X
B, & , CHAUFEFRREENEATEREXY , AR EREZHEREXHNAEX
BX, the section called “Ft & % /7 ik AHH 1T IAM 5 [RIIEE]” MBI EFiREENFERAGREEX
.

B A alE IAM policy BB E. , S FLIE IAM policy.

LT RABANNERENERNER T~ MyTestCluster, E T ## Action # Resource TEMIENX , EZ
%] the section called “IREFERAIE L,

/A Important

1833 1AM policy FR#EI E XA I BN B #E IAM APl F1 Amazon CLI #1, {BER , RIS E R AEE
ERENBIFEEN. EASHERLT , REERLERE — 2NN BERER. NERRE
B} A BE 18 INAEIR A [A]

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"kafka-cluster:Connect",
"kafka-cluster:AlterCluster",
"kafka-cluster:DescribeCluster"

1,

"Resource": [
"arn:aws:kafka:us-east-1:0123456789012:cluster/MyTestCluster/

abcd1234-0123-abcd-5678-1234abcd-1"

]

},
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{

"Effect": "Allow",
"Action": [
"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData"
1,
"Resource": [
"arn:aws:kafka:us-east-1:0123456789012:topic/MyTestCluster/*"

"Effect": "Allow",

"Action": [
"kafka-cluster:AlterGroup",
"kafka-cluster:DescribeGroup"

iF
"Resource": [
"arn:aws:kafka:us-east-1:0123456789012:group/MyTestCluster/*"

ETHNMANEBIEEEN Apache Kafka A HI ( FIanSIZMEALIE ) NNWIRETENEKR | ES
% the section called “& WL {E A ZEH",

X F Kafka WA 2.8.0 R E S RA , i%WriteDataldempotentlyf [R E#FE F (KIP-679), BRiA

BT ,RE T enable.idempotence = true. HIt , X¥F Kafka x4 2.8.0 R ESHR

&, IAM Rt 5 Kafka ACL HHREIRIZhEE, X2 WriteData MEANEBWIHRNR , TiE
WriteDataldempotently F|ZF/E, XF LT WriteData RELSMBEETENER. EXTE
MT , A WriteDataldempotently, iX2H T IAM BB XIS Kafka ACL WEI A RFEE
Fo

BRI RE , BWEARCUT AT R R

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"kafka-cluster:Connect",
"kafka-cluster:AlterCluster",
"kafka-cluster:DescribeCluster",
"kafka-cluster:WriteDataIdempotently"

1,

"Resource": [
"arn:aws:kafka:us-east-1:0123456789012:cluster/MyTestCluster/

abcdl1234-0123-abcd-5678-1234abcd-1"
]
.

{
"Effect": "Allow",

"Action": [
"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData"

]I

"Resource": [
"arn:aws:kafka:us-east-1:0123456789012:topic/MyTestCluster/
abcd1234-0123-abcd-5678-1234abcd-1/TestTopic"
]
}

EXFERT , WriteData A EA TestTopic, M WriteDataldempotently fRFRTEE#H 1T
BEMEA, BEAEE |, WriteDataldempotently REBLKIINNR, ETEEEBRIER.
IR WriteDataIdempotently {REREFEBE R , Ntk RS FAEER,

REAT IAM T E 2 H R 5| S A=

H25 Fthe section called “FRELB| SR,

BRAEMBEIRAIE L

AT T IE IAM BECRBEPERANRENTRTENE L. BXEBTRE , HZHthe
section called “BIZE2 KL,

R

TRIH T EFEA Amazon MSK B 1AM 15 @) &I o LE BRI A EMWiRME, HEEENERKS
SERBEIDNREN , EXNETEFTEIRED DR IERIRE,
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BRI

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeClust
er

kafka-clu
ster:Alte
rCluster

kafka-clu
ster:Desc
ribeClust
erDynamic
Configura
tion

kafka-clu
ster:Alte
rClustexD
ynamicCon
figuration

DU

RTFEZENBUE
ERRFRIINER

BT HRER
BN FERIR
R, 3T
Apache Kafka
#) DESCRIBE
CLUSTER
ACL,

RTIFENEHRE
NFHEANER ,
T Apache
Kafka 89 ALTER
CLUSTER
ACL,

BRTHIRER
HSEE R
R, 3T
Apache Kafka
# DESCRIBE_
CONFIGS
CLUSTER
ACL,

BRTEqER
HSE BRI
R, 3T
Apache Kafka
# ALTER_CON

e T
7c
kaftka-clu
ster:Conn
ect
kafka-clu
ster:Conn
ect
kaftka-clu
ster:Desc
ribeClust
er
kafka-clu
ster:Conn
ect
kafka-clu
ster:Conn
ect

PR AR

cluster

cluster

cluster

cluster

cluster

ERTERS R
3

=l

7|

7|

7|
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FRARER

BRI

kafka-clu
ster:Writ
eDataldem
potently

kafka-clu
ster:Crea
teTopic

kafka-clu
ster:Desc
ribeTopic

DU

FIGS CLUSTER
ACL.,

RFEEHF LU
BEFRABEAH
TR , B3
T Apache Kafka
# IDEMPOTEN
T_WRITE
CLUSTER
ACL,

BRyEE#HL
B3 E BAY
R, #H3T
Apache Kafka
#) CREATE
CLUSTER/T
OPIC ACL,

RT#HRE
BEEmmN
R, T
Apache Kafka
#) DESCRIBE
TOPIC ACL,

P T A

kafka-clu
ster:Desc
ribeClust
erDynamic
Configura
tion

kafka-clu
ster:Conn
ect

kafka-clu
ster:Writ
eData

kafka-clu
ster:Conn
ect

kaftka-clu
ster:Conn
ect

FREEHY BIR

cluster

topic

topic

ERATERS
3
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FRARER

BRI

kafka-clu
ster:Alte
rTopic

kafka-clu
ster:Dele
teTopic

kafka-clu
ster:Desc
ribeTopic
DynamicCo
nfigurati
on

kafka-clu
ster:Alte
rTopicDyn
amicConfi
guration

DU

RyENEFHFL
FEMR ,
% T Apache
Kafka 89 ALTER
TOPIC ACL,

& FHERE

B E B
R, 5T
Apache Kafka 9
DELETE TOPIC
ACL,

BRYHERERL
FEHSEEN
PR, ST
Apache Kafka
# DESCRIBE_
CONFIGS
TOPIC ACL,

BRYEdERL
FEHSEER
PR, ST
Apache Kafka
# ALTER_CON
FIGS TOPIC
ACL,

P T A

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic

kafka-clu
ster:Conn
ect

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic
DynamicCo
nfigurati
on

FREM BIR EATERS S
<

topic B

topic =]

topic B

topic B
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FRARER

BRI

kafka-clu
ster:Read
Data

kafka-clu
ster:Writ
eData

kafka-clu
ster:Desc
ribeGroup

kafka-clu
ster:Alte
rGroup

DU

BYNERELE
BRI BER
PR, ST
Apache Kafka

# READ TOPIC
ACL,

RFOEHELN
FHEEABEN
NBR , HETF
Apache Kafka #J
WRITE TOPIC
ACL

R T RS
B EEAR
R, 3T
Apache Kafka
# DESCRIBE
GROUP ACL,

RFMALERH L
BEA MR |
% F Apache
Kafka #9 READ
GROUP ACL,

P T A

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic

kafka-clu
ster:Alte
rGroup

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic

kafka-clu
ster:Conn
ect

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeGroup

FREEHY BIR

topic

topic

ERATERS
3

B
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FRARER

R’

kafka-clu
ster:Dele
teGroup

kafka-clu
ster:Desc
ribeTrans
actionalld

kafka-clu
ster:Alte
rTransact
ionalld

EESZRHRES ,

DU

BT MERE
B EEAR
R, ST
Apache Kafka
# DELETE
GROUP ACL,

BT HRER
+E5 DY
MR, BT
Apache Kafka
#) DESCRIBE
TRANSACT
ONAL_ID ACL,

RTIENEFL
EZ ID IR ,
¥ T Apache
Kafka B9 WRITE
TRANSACTI
ONAL_ID ACL,

P T A

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeGroup

kafka-clu
ster:Conn
ect

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTrans

actionalld

kaftka-clu
ster:Writ
eData

FREEHY BIR

A

transactional-id

transactional-id

EAILERRBMMERES (*) BEAF. REAMT,

« kafka-cluster:*Topic X% kafka-cluster:CreateTopic. kafka-
cluster:DescribeTopic, kafka-cluster:AlterTopic fl kafka-
cluster:DeleteTopic, BFE¥E kafka-

ERATERS
3

B
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cluster:DescribeTopicDynamicConfiguration =% kafka-
cluster:AlterTopicDynamicConfiguration,

« kafka-cluster:* RERAENIR,

RIR

TRERTEFEA Amazon MSK B 1AM 5 B2 FIat A E RNKB P E AN MR, EaIUER
DescribeClusterAPI 5 d es Amazon CLI cribe-cluster @4 MAmazon Web Services Management
Console=k FIREVE R Amazon BIRBE M (ARN), A5 , B LAMFERAERH ARN kEEE, ANESH
ID ARN, EERPRBHPIEERR , HEMAZARE ARN.

BT ARN &=
it arn:aws:kafka:region:account-id :cluster/cluster-name /cluster-uuid
FR arn:aws:kafka:region:account-id :topic/cluster-name /cluster-u

uid /topic-name

4 arn:aws:kafka:region:account-id :group/cluster-name /cluster-u
uid /group-name

EHID arn:aws:kafka:region:account-id :transactional-id/cluster-n
ame /[cluster-uuid /transactional-id

&ALATE ARN # :cluster/, :topic/. :group/ # :transactional-id/ 2 EWEENLE ,
EEXBHFERAES (") BEF. ATRUAEAES () BEMFSIAS NIRRTV RO

« arn:aws:kafka:us-east-1:0123456789012:topic/MyTestCluster/* : EMB NMEE
FEFTE 8 MyTestCluster , TTieEE K UUID 04,

* arn:aws:kafka:us-east-1:0123456789012:topic/MyTestCluster/abcd1234-0123-
abcd-5678-1234abcd-1/*_test : KBF B “_test” FERMAAEEE , HEHN , UUID I
abcd1234-0123-abcd-56 MyTestCluster 78-1234abcd-1,

* arn:aws:kafka:us-east-1:0123456789012:transactional-id/MyTestCluster/
*/5555abcd-1111-abcd-1234-abcd1234-1 : FIEX 5 ID 7 5555abcd-1111-abcd-1234-
abcd-1234-1 X5 , EATENKF v BNEFNME{LS . MyTestCluster XEKE , IRE
BIET —NE RN MyTestClustertV 58 , RAEFHHEBER , ARCES -/ REEE , WA UER LR
R ARN ERANERF LR RMERNRS ID. BR , TEH R EH BRI EE,
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FRARER

LYREIEES Y

TRANE-INERT -LEERLAM, ERNFFAHHITEEARS , BEEFRNEREKPESS1ZA

BIFTBHVRIE , FRF Effect IREN Allow,

A Amazon MSK Y IAM 5 R2H 2 FRERENER |

(® Note

BRNBRT , RIEREEL, &
N A=
Admin

BIEEM

& B HE

15 A B 4E

URER A EREIE

21 the section called “BB/EMERHIE

PREERIRIE

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

kaftka-cluster

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

kafka-cluster:

AR RV ERNE P WmNITHENMRE.

Connect
CreateTopic
Connect

DescribeTopic

:WriteData

Connect
DescribeTopic
DescribeGroup
AlterGroup
ReadData
Connect
DescribeTopic

WriteData
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FRARER

R &

MBS HAEREBE

HRERFAEE

EMEHNEE

P T A

kafka-cluster:
potently

kafka-cluster:
kafka-cluster:
kafka-cluster:

kafka-cluster:
actionalld

kafka-cluster:
ionalIld

kafka-cluster:

kafka-cluster:

WriteDataIdem

Connect
DescribeTopic
WriteData

DescribeTrans

AlterTransact

Connect

DescribeClust

erDynamicConfiguration

kafka-cluster:

kafka-cluster:

Connect

DescribeClust

erDynamicConfiguration

kafka-cluster:

AlterClusterD

ynamicConfiguration

kafka-cluster:

kafka-cluster:

Connect

DescribeTopic

DynamicConfiguration
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NAZS FrERRE
EHFENEE kafka-cluster:Connect

kafka-cluster:DescribeTopic
DynamicConfiguration

kafka-cluster:AlterTopicDyn
amicConfiguration

BEdEH kafka-cluster:Connect
kafka-cluster:DescribeTopic

kafka-cluster:AlterTopic

XX[@ TLS &A%t

3t F MR AR FE Amazon MSK X ZooKeeper ¥ mMiE#E | LA LMER TLS BRAEF B S AR
i, EFAEFIRSMRIE , BFEEH Amazon FAH CA. Amazon A8 CA AL EZRHNEFNTE —
A Amazon Web Services Ik # , AT BML T AEKF . BHX Amazon #48 CANEER |, BZH
Creating and Managing a Amazon #\58 CA.

® Note
TLS B/ RIEB R EILEMTEXFEHRA A,

Amazon MSK A X il m4E5I%k (CRL) . ERFIXNEFTEMNIHRNRIFRZRIED |, HE
A Apache Kafka ACL 1 Amazon &£ 4., BXxEMA Apache Kafka ACL HfE R , i the section
called “Apache Kafka ACL",

AEBEE T

- HERXEEFRSORIRER
- ELIRRENERSHRIE

- FRASHRUERFMEAES
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https://docs.amazonaws.cn/acm-pca/latest/userguide/create-CA.html
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R EFEF RS ORIENES
W FRER T a{aE A Amazon A8 CA ERE i 5K BRI,

(® Note

EFEANE TLS 2#lEE A |, BRI EA MSK S8 FJH I Amazon A CA. XEEM
A LAT{REA PCA XM TLS IEBMNEEN MSK EHH#H1THHRIE,

1. FEAUTARBIEREAN clientauthinfo.json B3, & Private-CA-ARN B R EHN
PCA 89 ARN,

"Tls": {
"CertificateAuthorityArnList": ["Private-CA-ARN"]
}
}

2. BIE—1%N brokernodegroupinfo.json B34 , #the section called “fEF Amazon CLI
BIEZEF TR,

3. BEFmEMRIAEREEAZFHENREZRNERPNE. FAUTHEIEENR
encryptioninfo.json BI3X#. & KMS-Key-ARN E# R &K KMS 24789 ARN, 0 LUF
ClientBroker & TLS 5 TLS_PLAINTEXT,

{
"EncryptionAtRest": {
"DataVolumeKMSKeyId": "KMS-Key-ARN"
},
"EncryptionInTransit": {
"InCluster": true,
"ClientBroker": "TLS"
}
}

BRMENEZEE , B2 Hthe section called “fN%",

4. HEBZRZ¥E Amazon CLIITEN L , ESTUTHSUCESA T BHRIEMEHmINBHNESR, R
IR PR AR ER ARN,
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aws kafka create-cluster --cluster-name "AuthenticationTest" --broker-node-group-

info file://brokernodegroupinfo.json --encryption-info file://encryptioninfo.json
--client-authentication file://clientauthinfo.json --kafka-version "{YOUR KAFKA
VERSION}" --number-of-broker-nodes 3

REFIRIRENER S BRI

1. BIBAEFFHKITENA Amazon EC2 324, AEELA  FERATEHNWE— VPC FEIEIt
56, BRUMGIZREFFIHITENA RG] , S Hthe section called “F % 3 : BIEE Fimit
Bl

2. BIEXB, EXTRH, S Ethe section called “4 % 4 - BIEFT THHEA,

3. HEEZEZ Amazon CLIFItEN L , ETUATHSLUIRIEHENSISRE, & Cluster-ARN &
R IERERH ARN,

aws kafka get-bootstrap-brokers --cluster-arn Cluster-ARN

REEER P HY BootstrapBrokerStringTls XEBAHIFRF &,

4, EEFHRUTENL , STUTHSUER WM EEFHKVIEEFIREEFH. WREN IVM
BRERE , EHEME ARG

cp /usr/lib/jvm/java-1.8.0-openjdk-1.8.0.201.b09-0.amzn2.x86_64/jre/lib/security/
cacerts kafka.client.truststore.jks

5. EEFRITENL  BTUATHSAEFRAUELREER, N Distinguished-
Name. Example-Alias, Your-Store-Pass ¥ Your-Key-Pass B¥RFTEZRFHE,

keytool -genkey -keystore kafka.client.keystore.jks -validity 300 -storepass Your-
Store-Pass -keypass Your-Key-Pass -dname "CN=Distinguished-Name" -alias Example-
Alias -storetype pkcsl2

6. EEFHRUENL  BITUTHSTUEREZEL-—SPUERNAETERABIERER,

keytool -keystore kafka.client.keystore.jks -certreq -file client-cert-sign-request
-alias Example-Alias -storepass Your-Store-Pass -keypass Your-Key-Pass

7. #F client-cert-sign-request X# , HBRIZ BTN ----- BEGIN
CERTIFICATE REQUEST----- BE&RRA ----- END CERTIFICATE REQUEST----- o MRZ
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XHHFFLRN ----- BEGIN NEW CERTIFICATE REQUEST----- , BN IR FT L T4 B Al
BREA NEW ( REGEMAENZZHK ) -

8. HEEZ%& Amazon CLI HitEH L , BTUTHSUNIERERITESR, I Private-CA-ARN
HIRAEH PCAW ARN, IRFE , BUERERME, EXE , &A1 300 F61,

aws acm-pca issue-certificate --certificate-authority-arn Private-CA-ARN --csr
fileb://client-cert-sign-request --signing-algorithm "SHA256WITHRSA" --validity
Value=300, Type="DAYS"

R 1200 7 P 1R A AV IEP ARN,

(® Note
ERRENEFIRIER , B acm-pca get-certificate tv S HIBEMRMIL
# ARN, BEXEZEE |, 5K (Amazon CLI Command Reference) HH get-
certificateo

9. BITUTHHLAIREY Amazon #A CA NIEZBWIEP, FF Certificate-ARN BN IEMNLE—
S an R R FIRENAY ARN,

aws acm-pca get-certificate --certificate-authority-arn Private-CA-ARN --
certificate-arn Certificate-ARN

10. MIEfTL—RWBTFIR1EH JSON £ R , EFl5 Certificate M CertificateChain %
BROFRFE, FXANZREMEWEE NEH XS signed-certificate-from-acm, MM E
Certificate REXMFERE , REHWE CertificateChain REKWERHR, N \n ZHFE#H
AF1To AT RFIEBFIEBERWEE P Z TN XHEN,

1. EFPHRITEN LETA TR S RLIESRNIENRAESD |, UEEEES MSK AE R KR
EEIE,

M@ TLS S HEAE 160
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keytool -keystore kafka.client.keystore.jks -import -file signed-certificate-from-
acm -alias Example-Alias -storepass Your-Store-Pass -keypass Your-Key-Pass

12. FAUTHARCERA client.properties WX H. FEEEHENBZAEME AR N IBG
kafka.client.truststore.jks RFEINEE, FAEHN Kafka B FighRAER {YOUR
KAFKA VERSION} H{u%%.

security.protocol=SSL
ssl.truststore.location=/tmp/kafka_2.12-{YOUR KAFKA VERSION}/
kafka.client.truststore. jks
ssl.keystore.location=/tmp/kafka_2.12-{YOUR KAFKA VERSION}/
kafka.client.keystore. jks
ssl.keystore.password=Your-Store-Pass
ssl.key.password=Your-Key-Pass

ERASHRIEERNERER

1. BITATHTUOEEE,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --
zookeeper ZooKeeper-Connection-String --replication-factor 3 --partitions 1 --topic
ExampleTopic

2. BEITUTHRUBIIREAERE. B client.properties WXHREHE L —IEBHOEN
X

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list BootstrapBroker-String --topic ExampleTopic --producer.config
client.properties

3. EEFFHRUENLNHSBTEOS , STUTHTUEEHAEAR.

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBroker-String --topic ExampleTopic --consumer.config
client.properties

4. HEERFBEAFRAER  ANEHEEREFEASKIELDD,
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{# A Amazon Secrets Manager # 1T & X ZiE & 471 0F

Al LAB I A Amazon Secrets Manager 17# F{R 37 19 & FAEUEKIZ HIFT Amazon MSK S EE Y5 (8]
R, FHPEIEFE#E Secrets Manager P LU A EH S AR E |, flmsEit. EHMELHR
Eif, Secrets Manager L it BB BEERAZAFEIL,

REBDETIIES

-« IT#EAK

« 1 Amazon MSK £ &% & SASL/SCRAM & 45 if
- FRAF

- R

THERR

Amazon MSK #9 & F &l & I F A SASL/SCRAM ( Simple Authentication and Security Layer/
Salted Challenge Response Mechanism ) &3 5if, EREFEEZZEIE G ORI , BRI E
Amazon Secrets Manager FEIZZHARIR , HHERFREIESZBHREK,

SASL/SCRAM 7£ RFC 5802 HEE X, SCRAM AR &R FEE , T2EF M im MRS 25 < A& B
MEFFIE,

® Note

RN EEFIRE SASL/SCRAM B IRIERT , Amazon MSK @ W B PR EBZ BNMERE
FFE TLS .

71 Amazon MSK £ 8#1% & SASL/SCRAM &% 1iF

E 7 Amazon Secrets Manager FiRE#4A , 15K Amazon Secrets Manager A 35 PRI Bl
K RZBAREHITRE,

£7 Amazon MSK &S| EZ4AR |, BEEUTER :

 NTHAXE | FRFHMBRAXRE (Hlw API 247 )
o BB BHAIELEIE AmazonMSK_ FF 3k,

o BAERTIAENBEN Amazon KMS 48 |, Sl ZAGIEFH B E X Amazon KMS %48, ERIA
18R T , Secrets Manager X{ Z4A £ FABAIA Amazon KMS %48,
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/A Important
EFAERIAR Amazon KMS 4R8I 2 M 24T 8EA T Amazon MSK 8,

« BHERFIUEBELFRRALTER |, FsefE AR TE AREN

{
"username": "alice",
"password": "alice-secret"

}

- 1BRZHM ARN ( Amazon BREM ) Eo

/A Important

BT HENF Secrets Manager Z4A 5 H the section called “ FEEHNW A/ : SMEN D
X E" PPk BRI 89 SR B < BRo

o MRIEMFEH Amazon CLI BIRZ4 |, iBH kms-key-id SEIEEZ4 ID H ARN, FEEEHSB.
- ENRASEIERCE | iF#EA Amazon MSK 4] A = BatchAssociateScramSecreti® k.,

/A Important

SR BHESEFRKE , Amazon MSK & [F1Z A M N RREE , BLA YRR EEF 1R A
REUEE XN ZAE, BFRIERLTRRE, XEMAURESEEENERTRZER,

BatchAssociateScramSecret BEMLLT JSON % A RG24 SEB B -

{
"clusterArn" : "arn:aws:kafka:us-west-2:0123456789019:cluster/SalesCluster/
abcdl1234-abcd-cafe-abab-9876543210ab-4",
"secretArnList": [
"arn:aws:secretsmanager:us-west-2:0123456789019:secret:AmazonMSK_MyClusterSecret"
]
}

SASL/SCRAM & 135 1iF 163
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ERARFEINEEDER

EOBEZRAHATEEER KRG , REUUNEFIREREIESH., UT RIS ERNMSEEF HERE
B|{#EH SASL/SCRAM B IIFHER | URNMBE REIEBERFER,

1. HEALTHSRREFHFMER. ClusterArnBHNEEH Amazon BREEZFR (ARN) :

aws kafka describe-cluster --cluster-arn "ClusterArn"

MESH JSON &R | RIFEEH AN ZookeeperConnectString K FRF R X ERAIE,

2. BRIERHED , EENEFIKITEN LETUTHS. ZookeeperConnectStringEi &
EL—SSHhFHNFRFR,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --
zookeeper ZookeeperConnectString --replication-factor 3 --partitions 1 --
topic ExampleTopicName

3. EENEFHITENL , SIZE—NJIAAS BLEXH , HP s FREZHAFRNWAFEILE, flu
MFRAF alice , FAUTABRE—NEN users_jaas.conf B,

KafkaClient {
org.apache.kafka.common.security.scram.ScramLoginModule required
username="alice"
password="alice-secret";

};

4. FRALTHSHE JAAS BEEXHS A KAFKA_OPTS SRESH,

export KAFKA_OPTS=-Djava.security.auth.login.config=<path-to-jaas-file>/
users_jaas.conf

5. 1 ./tmp BXRAFRIE—NER kafka.client.truststore. jks B34,

6. FEAUTHSR JOK ZREMEXHEM JVM cacerts XYXREHEEEL—F
FelEM kafka.client.truststore.jks X#. ™ IDKFolder E#t Rk
] b JDK XHREBFR. Hlin | 88 JDK XHROJEEH BN java-1.8.0-
openjdk-1.8.0.201.b09-0.amzn2.x86_64,

cp /usr/lib/jvm/IDKFolder/jre/lib/security/cacerts /tmp/kafka.client.truststore.jks
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7. 7t Apache Kafka Z%&M bin BEH , Bl — 87 client_sasl.properties HEFimE M4
X4, EFEEUTAR. XHAIE SASL HlHEI M.

security.protocol=SASL_SSL
sasl.mechanism=SCRAM-SHA-512
ssl.truststore.location=<path-to-keystore-file>/kafka.client.truststore. jks

8. HAUTHSRESISKREFERHR, ClusterArnBR N EEMN Amazon FFEBH (ARN) :

aws kafka get-bootstrap-brokers --cluster-arn ClusterArn

MNEHH) JSON £ R | REE54EH BootstrapBrokerStringSaslScram B ZRFEXBHY
=18

9. EARZUENRAER , FEZFFHITENLETUA TS
®o. BootstrapBrokerStringSaslScramBMALE L—SHFRREINE,

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list BootstrapBrokerStringSaslScram --topic ExampleTopicName --producer.config
client_sasl.properties

10. EFAEZCIENEE , EENEFFHITEN LETUT o
©o. BootstrapBrokerStringSaslScramf&Z GIRBHEER,

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBrokerStringSaslScram --topic ExampleTopicName --from-beginning --
consumer.config client_sasl.properties

£ A

SEAF ZEBHAPUREXNNWERXCEMAF., & Secrets Manager 12l & £ A B IGETET |, B
BUTHEAEEERREIERE.

"username": "alice",
"password": "alice-secret"

}

BERFERNR  EREASBREFENTZILE  BUEEESES LBRIGEFHIT ACL , RIFEUH
BEZZHANXEK, XREN :
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- BRAFHTREXANEIEE,
- NEANERRZSEE 10 D&,

BX N ACL 5 Amazon MSK £&ERANEZEE. , 12 # Apache Kafka ACL,

BIUERFIX zookeeper T KBV IFRIAXPR , MABFIEA &L ACL, BXREZEER | BESR 24X
Apache #1758 1X R ZooKeeper,

PR %l
5/ SCRAM Z4AREEZELLT RS -

« Amazon MSK X % #F SCRAM-SHA-512 &%,

« —/N Amazon MSK & & Z A#HHE 1000 NS,

o BWATEF Amazon KMS key A T2 %4, BT e EAERIA Secrets Manager INBZRMNEFL S
Amazon MSK —iE2fEf. BXBIE KMS Z4AM{EE. , S Creating symmetric encryption KMS
keyso

« $BFTETE Secrets Manager 1 E F IEXT #r KMS 247,

- f£HiZ BatchAssociateScramSecreti® ¥ , B—IR&EZALUF 10 N5 —NER KK,

« 5 Amazon MSK SEE XXM B AR B M4 B B8R AmazonMSK _,

« 5 Amazon MSK EEXBEHNHAMLMEER N THMEEH Amazon Web Services ik 7 F Amazon X
=,

Apache Kafka ACL

Apache Kafka B — NI @K RINEE | HEH —MEA Apache &P E ACL # out-of-box Z1X
2853XH, ZooKeeper Amazon MSK EX¥E E#Y server.properties XHHFBEAKENSG., XF
Apache Kafka MRZAs 2.4.1 , XA 2. AclAuthorizerXd F R HIARZAK Apache Kafka 3ki% , L0t
SimpleAclAuthorizer

Apache Kafka ACL B9 R “F4 P 2 [AF/HE4] =4 H JEME RP EERHNER R ViR O
ResourcePattern #15R RP S4FERIRE R TE , Il R B XRBKH ACL , Ht R AFRBRAF 25
WA FIER R, &ZEE Ut Apache Kafka 177 , BB allow.everyone.if.no.acl.found
’A trues RIAMERT , Amazon MSK &£ HiZE N true, XEKE , X¥F Amazon MSK &5 |, 1
REZBEERBRLEENRE ACL , WAFEZEFR AT IARLER. RERRELEA ACL, MR
ERNNEZERASTELRAE, MRERFNEBHIHRIFAEH TLS HEFHRIERNEF I , BFEH
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https://docs.amazonaws.cn/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.amazonaws.cn/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.amazonaws.cn/msk/1.0/apireference/clusters-clusterarn-scram-secrets.html#BatchAssociateScramSecret
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Apache Kafka #4X 75 CLI 0 ACL, Bx&m. MERMFIE ACL WEZER , S Kafka B ds
T {T;%Eo

BREFWmN  CERERTHREREBLREFNNR , LMERETUNESXEFEE . MRREL
RpEFENER |, WiZEBHNEFFRK.

A DS BR XY £ B RV IR B 15 [F] Y

1. HPCIEPJWJHEIJ ACL = , UAWENRIER ACL NATEEE., ERTFREXN EBAY BRI R
, BEAES MSK £HBENEARITEN LETUATH S,

ftZooKeeper########t Ap ZooKeeper ache #####. BXUMMREMZFENEE | &
Zithe section called “JREX Apache ZooKeeper JEZEFRFE”,

BAEMEESISRER DNS Bt Distinguished-Name , R ES (*) Btk
PPREBHRPFE—NIRZBNFEHE, Sl NRENEFHNSISRE2—EHF DNS
b-6.mytestcluster.67281x.c4.kafka.us-east-1.amazonaws.com , iHfFUT
WM Distinguished-Name B#tl * .mytestcluster.67281x.c4.kafka.us-
east-1.amazonaws.com, BXUAIRENE|SRIEHFEE , 2 Hthe section called “FRENE| S
RE”,

<path-to-your-kafka-installation>/bin/kafka-acls.sh --authorizer-properties
zookeeper.connect=ZooKeeper-Connection-String --add --allow-principal
"User:CN=Distinguished-Name" --operation Read --group=* --topic Topic-Name

2. ERFREINRFRN , BEEFHKITENLETUTHS. MREANE TLS FHRKIE |, i&
FERZCBILERANERANE — Distinguished-Name,

<path-to-your-kafka-installation>/bin/kafka-acls.sh --authorizer-properties
zookeeper.connect=ZooKeeper-Connection-String --add --allow-principal
"User:CN=Distinguished-Name" --operation Read --group=* --topic Topic-Name

EMIBRIEIHEN , B LU THENG S , N --add B#ER --remove,

3. ERFNETEMNEHEN , BEEFFHITENLETUATHS. MREANRE TLS FHRIE |, F
FEREZRBRIAERANERAMNE— Distinguished-Name,

<path-to-your-kafka-installation>/bin/kafka-acls.sh --authorizer-properties
zookeeper.connect=ZooKeeper-Connection-String --add --allow-principal
"User:CN=Distinguished-Name" --operation Write --topic Topic-Name
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https://cwiki.apache.org/confluence/display/KAFKA/Kafka+Authorization+Command+Line+Interface
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ERREIHEN , B LU THENG S , [ --add B#ER --remove,

Bk Amazon MSK £ %L 44

AN EMAERIAE MSK ERNRLE, CUEREERERNREE | WENKER S ARMH
AR R IR I BB AR, BXREMMIES , HSH (Amazon VPC ISR A
VPC &£,

1.

R ListNodesAPI 5 list-nodes tn BIREVER PR IEMFIEK, Amazon CLILLIRIENE R EE
SREXBKANBRMEMSLED (ENI) B 1D,

%) Amazon Web Services Management Console 33T Amazon EC2 ###I& ( https:/
console.aws.amazon.com/ec2/ ) o
FARTEGLAMEN TR , ERFEEHFNXE,
EEMNEBHNMERELZET | &EMNEED,
RBEEE-SPRENE—DENL, EERBTHHRERE  AGERERLZ24A. FFNZE
2HDEEL ENl, NEEFE—FHRENENENI EELT R,
® Note
& /A Amazon EC2 B FIANERTLAMMBMNER , T2 RIRTE MSK 2§ & HI WK%
BT
BEMZSENAN , BRENFFHIUFERE, FRXREZLEAANNER , BSH
{Amazon VPC B &EE) HAYZI0, M BRASE AL o
/A Important

NREEXREEHNEXBNLZ A , RERZEEFHFFNFTHAE , Amazon MSK L FHAE
BZERNEZERXBRNRBRZEAXEK, B2 , EEEHEREET , A EHL4M
BE—1MReAXE, Bt , IREEEXREARFNHFAE | WLABXMITRIEN DR
FERAAIER ENIo
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https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.amazonaws.cn/en_us/msk/1.0/apireference/clusters-clusterarn-nodes.html#ListNodes
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kafka/list-nodes.html
https://console.amazonaws.cn/ec2/
https://console.amazonaws.cn/ec2/
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html?shortFooter=true#AddRemoveRules
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X Apache I TE R HXBR ZooKeeper

HTFZE£ERE , B LRFIXE T8 Amazon MSK ZooKeeper 5281 Apache 7 RV iAE, EfR &I
T RMER , BRI T R ERMNREA, RE , BULUREERTRZLZEENAR,
REBIETHIHS :

« ¥ Apache ZooKeeper T R BIE B2 Z £ 4H

« 1£ Apache F{Ef TLS £ M ZooKeeper

fF Apache ZooKeeper T1 SR ERE N Z AT

1. IREUEHIEEEH Apache ZooKeeper E#EFRFR, E 7R UNMERE , B2 the section called “3k
HY Apache ZooKeeper EE#EFfFHR", EZEFRABITEEM Apache ZooKeeper 7 2 DNS &
o

2. f#M host =% ping ETE{EHE L —THIR1BH DNS BN IP tbit, BEEAFEEHS
RRERIXLE P it |, KibiEREX L,

3. &P Amazon Web Services Management Console 33T Amazon EC2 ###I#& ( https:/
console.aws.amazon.com/ec2/ ) o

4. TEEMBEEH Network & Security (M SZL2t) T , & Network Interfaces (M£&1Z0),

5, EMZEORLINERFTERD , BAEHEN , RERA return, ISFRPERHMEZEOY
BR&I B SRR R ED,

6. EREFIRFPAYE —ANMKE O MIITIF KA EEAE,

7. ENEESBNEFERESEEERS , K Primary private IPv4 IP (EEFAE IPv4 IP), MR IP st
SREXRIEE-—SHIREBH P bt HIE , MRTZMEEOEDEAEEFPH — Apache
ZooKeeper TR AN , BUEERMEIZOZUNERE , AREEIRPP T —IHEE
O, EEMEZFEONINFTLREE, EETRKNSERS , BFEX 5B L4 Apache ZooKeeper T1 =
MY PR M 438 O ZF — TR BV IR 1E,

8. &5 Apache ZooKeeper TR MMM EE O |, FABRNENIPN BE X REREE
WEZLE, FHELAPBALMNEZEOD, BXCIRZLHAMNEER |, S Amazon VPC X4
WelEZ LA,

9. BEEL—SREEBM Apache ZooKeeper T R XBHNFIENMEZEO 2 EARBNFTZ LA,

10. W , BUEREERBRLFLZLENAR. ARREZLEMNNES , BHZH Amazon
VPC SCASRRRY AR A0, i BRAN AL o

3 Apache By B X R ZooKeeper 169


https://console.amazonaws.cn/ec2/
https://console.amazonaws.cn/ec2/
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£ Apache FRfEMA TLS £ ZooKeeper

BT LAER TLS 2 HEEF i M Apache ZooKeeper 17 = 2 Bl & A 1T R, E7E Apache
ZooKeeper TR E35H TLS &2 , BHITUA TR -

o EBMIER Apache Kafka hixZs 2.5.1 E S RAF 8E1E Apache HfEA TLS T2 1%,
ZooKeeper

- ERIEREBERHBA TLS 2. £/ Apache Kafka fRZ< 2.5.1 RESMRAGIEHEH TLS #
E£H 2 B3 Apache AimTT REA TLS & t, ZooKeeper BXIRE TLS Z£HER , FSH
WAIFF IR EERINEE 2 6

« f#MDescribeCluster #/E& 3 TLS Apache ZooKeeper Ui Ko

Bl Apache ZooKeeper BELE X , LA{EEkafka-configs.shflkafka-acls.shT BEj
ZooKeeper AAFZ—BFEH. XTENIE , B8EA--2zk-tls-config-fileS kB E Apache
ZooKeeper BLiE,

UTFRBIERT —NEEH Apache ZooKeeper Bt B 34+ :

zookeeper.ssl.client.enable=true
zookeeper.clientCnxnSocket=org.apache.zookeeper.ClientCnxnSocketNetty
zookeeper.ssl.keystore.location=kafka. jks
zookeeper.ssl.keystore.password=test1234
zookeeper.ssl.truststore.location=truststore.jks
zookeeper.ssl.truststore.password=test1234

- WFHEMES (FlWkafka-topics ) , HIEAKAFKA_OPTSIMEZF EXRELE Apache
ZooKeeper S8, LAT R4l BA tnal it BEKAFKA_OPTSINE R B AT Apache ZooKeeper SEif£i%
LHMSES :

export KAFKA_OPTS="
-Dzookeeper.clientCnxnSocket=org.apache.zookeeper.ClientCnxnSocketNetty
-Dzookeeper.client.secure=true
-Dzookeeper.ssl.trustStore.location=/home/ec2-user/kafka.client.truststore. jks
-Dzookeeper.ssl.trustStore.password=changeit"

BLi& KAFKA_OPTS IMEZEfF , #EWEEMEA CLI i F. AT REIEAKFELTEHRH Apache
ZooKeeper BLiE #12 Apache Kafka =& : KAFKA_OPTS
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https://docs.amazonaws.cn/msk/1.0/apireference/clusters-clusterarn.html#DescribeCluster
https://kafka.apache.org/documentation/#security_authz_cli

Amazon Managed Streaming for Apache Kafka FERARER

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --
zookeeper ZooKeeperTLSConnectString --replication-factor 3 --partitions 1 --topic
AwWSKafkaTutorialTopic

@ Note

#&7E Apache ZooKeeper LB X EANSHE M EETEKAFKA_OPTSHEZEFFANS
BEHT—H TEEBREXHN KAFKA_OPTS RETEHhESH—RERANEH.

BXMEH TLS iHRIER Apache ZooKeeper TR EZEER , 821 KIP-515 : A ZK B mEA
¥ TLS XK B HRRIT,

H &g

A LA Apache Kafka (RIE AEBEF AT —MH LM ERKE : W% H CloudWatch &, L5
S3. WG Kinesis Data Firehose, &t A LA{E A Amazon CloudTrail id3% Amazon MSK APl A .

RIEBHE

FAREAZE , LA LAX Apache Kafka B AARRF#HTRIEHE , HAOWENES MSK £HENBERE. &
AILUEF N SRIE MSK £EHEENNEERREATXEEUT -2 BHREIR : CloudWatch
HE4., S3 7748, Kinesis Data Firehose &#iift. AJa , BRI LUER Kinesis Data Firehose f§4%
BIRPH B EBIEL S OpenSearch RS, EREEFUAMHEAZEZREBAETZH , XTCBERE
Fo MEMAFEEXLEBIRRR , Amazon MSK B RS REEE, ARX=ZFEAMN BFRRFREARM
ARIRIXLEEFRNES | BSHETXH

« Amazon CloudWatch B&

« Amazon S3

 Amazon Kinesis Data Firehose

PREIR

Ef Amazon MSK X HEEE B#r , AT Amazon MSK K IAM B %M EH AmazonitE
% /E : AmazonMSK FullAccess B AR B BR
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https://cwiki.apache.org/confluence/display/KAFKA/KIP-515%3A+Enable+ZK+client+to+use+the+new+TLS+supported+authentication
https://cwiki.apache.org/confluence/display/KAFKA/KIP-515%3A+Enable+ZK+client+to+use+the+new+TLS+supported+authentication
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/Welcome.html
https://docs.amazonaws.cn/firehose/latest/dev/what-is-this-service.html
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EFREBETHRNEWE S3 FM#iE , BEFEE s3:PutBucketPolicy MR, Bx S3 FE BRI
8 , #H51 (Amazon S3 AFIER) FHVMMAEIRI S3 FMHEMEER 2. BX IAM FBH—KRER ,
BZR (IAM AFiEm) iR EE,

5 SSE-KMS F#EM4E S AN S4ERN KMS ZHBUER

MRFEAEEREFREZRPN Amazon KMS £E#Z4H ( SSE-KMS ) 7 S3 FME A 7 RSN
#, BNUTRERNE CMK ZANFHABERSF |, BUE Amazon MSK AILUFREB X 4B AE#R.

"Sid": "Allow Amazon MSK to use the key.",

"Effect": "Allow",

"Principal": {
"Service": [

"delivery.logs.amazonaws.com"

]

},

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,

"Resource": "*"

}

f#/ Amazon Web Services Management Consolefit E{XE B &

MREECQEIMER  BFELKENIPERNKE BSEEFE, B AEERE Amazon MSK [ H &
ERE B EW B R,

NTHEEEH , AMNERIRTEEER  AREREMHRATF, ATRIFBSEZERD , REEF
HRERE, ZAIEERE Amazon MSK o HZ XN IE BEM B #r.

£/ Amazon CLIECE R A&

£/ create-cluster = update-monitoring @At , MATLLUEIREIEE logging-info S8 H
FFELLINTH JSON EEZBELIZSE. It JSON F |, FTE=FEREEEH R EMN,

{
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https://docs.amazonaws.cn/AmazonS3/latest/user-guide/add-bucket-policy.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access.html
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"BrokerLogs": {

"s3": {
"Bucket": "ExampleBucketName",
"Prefix": "ExamplePrefix",
"Enabled": true
.
"Firehose": {
"DeliveryStream": "ExampleDeliveryStreamName",
"Enabled": true

I
"CloudWatchLogs": {
"Enabled": true,
"LogGroup": "ExampleLogGroupName"
}
}
}

FEA API BELEREBRE

& A LATE JSON AR5 ZE 1% 1% 44 CreateClusters UpdateMonitoring R ¥EY AT 1% 1oggingInfo 4.

@ Note

RINERT , BEAREBZEIZERE , Amazon MSK &35 INFO 43 B £i2ZE/#E E B #5.

{ER , Apache Kafka 2.4.X X E =& MRAH A F Al LURFRIE B ER B 3 AR E N ET log4) H
Fi5l. BXRHI[REREBERIINEER , S KIP-412: Extend Admin API to support
dynamic application log levels. 3R &G A ER BN AZE S DEBUG = TRACE , EHATEIWEE
F Amazon S3 =} Kinesis Data Firehose 3 H&E B #r. MREMEA CloudWatch HEER R
HZB#r , HEZA/ZADEBUGERTRACELR B AEF12F , Amazon MSK Tl EELIFLL IR M B &MF
K, XUREANKEMETREEH D , A REE INFO BERNTBEH , TEBRERB
MR A R R B o RIfSE A o

{58 Amazon CloudTrail 123% API 1§ A

(® Note
Amazon CloudTrail B EXELREEA IAM 5 E132 4 6t 3 BF Amazon MSK,
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https://docs.amazonaws.cn/msk/1.0/apireference/clusters.html#CreateCluster
https://docs.amazonaws.cn/msk/1.0/apireference/clusters-clusterarn-monitoring.html#UpdateMonitoring
https://logging.apache.org/log4j/1.2/apidocs/org/apache/log4j/Level.html
https://logging.apache.org/log4j/1.2/apidocs/org/apache/log4j/Level.html
https://cwiki.apache.org/confluence/display/KAFKA/KIP-412%3A+Extend+Admin+API+to+support+dynamic+application+log+levels
https://cwiki.apache.org/confluence/display/KAFKA/KIP-412%3A+Extend+Admin+API+to+support+dynamic+application+log+levels
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Amazon MSK EAmazon CloudTraill—HRFERK , ZRFEEAF. A€FAmazonRSFE Amazon
MSK i {THIRERNIZRE. CloudTrail . HH APl BARBRNELH. BIRNIBAEEXRE Amazon
MSK 125 & 88 B AR X Amazon MSK APl R{EMRIBEA. ©E23R Apache Kafka &€ , 540
BBNEREBEA,

MREBIETRE , WA LRGN CloudTrail B4 HE Amazon S3 7744 , ‘23¥E Amazon
MSK WE#H, MREABEBRE , LMARTLE CloudTrail #4588 “SHFHRICK FEERHNE
#., FEAKERNEE CloudTrail , A LA E R Amazon MSK B Apache Kafka B{EA HEVER, %
HiERAY IP #hik, EAH TIER, ANAXHBERUAREMFEAESE.

ETHEZEELR CloudTrail , SIEUMMABEEMBS AT , 555 {(Amazon CloudTraill HF ) o

I 5 MSK £ E{ZF CloudTrail

CloudTrail &I e |, BT D% Web Services KFEBE A, Y MSK £8P HMXENEH
SEDE , ZESSEHMAmMmazonfkS CloudTrail B4 —REiIEZREEHH L IERF., & LIE Amazon
Web Services IKFHREE, BRMNTHEHEH, EXEZELE , BSRMEA CloudTrail E4F %12
XEEEH,

E#F4 10 % Amazon Web Services Il PS4 ( 2 Amazon MSK FWE# ) |, BRIERE, B

BR L F CloudTrail 3§ B & & 5 E) Amazon S3 7. FIEHERT , ERH A FLIEREN , KR
BRNATARE Xig, RRIZRE Amazon 2 XHiERKAAEXFHNES , HEAEXXHEEERE
FE M Simple Storage Service ( Amazon S3 ) Ff#&##. ko , BRI B EHM Amazon fRS , Mt —
F 94 CloudTrail BEPKENEHBEHNHXETH. EXEZELE , TSR TIHNS :

B 22 IR ERBER

CloudTrail Z#HIARSS MK

fii @ Amazon SNS #&Xl CloudTrail

EWCEB ZANXEH CloudTrail B &4 MEWKE ZANKSH CloudTrail BEX 4

Amazon MSK B Amazon MSK ##/EE R ZEH CloudTrail iIZREBEXHF, I, ©ELIEFE
AR Apache Kafka #1E.

- kafka ££8% : DescribeClusterDynamicConfiguration
- kafka ££8% : AlterClusterDynamicConfiguration

- kafka ££8f : CreateTopic

- kafka ££8% : DescribeTopicDynamicConfiguration
- kafka ££8f : AlterTopic
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/msk/1.0/apireference/operations.html
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- kafka £8f : AlterTopicDynamicConfiguration
- kafka ££8%f : DeleteTopic

BIMNEHFBALEKFEHBELEARERBERNAREE. SOCEREHTEBRENUATAR

- BEREZFEHRAFZIEER Amazon Identity and Access Management (IAM) B F&EiE & HEY o
- FREFEAACKERREAFNGENZE2EIERHN

« FREEFHHEET Amazon BE A H.

BXEZEER , 55 H CloudTrail userldentity 7Tt#,

4 : Amazon MSK AEX#H%EB

BEREE—MEE , AFESHENBEEERIEIEEN Amazon S3 F#4, CloudTrail BEX 4
BE—NESZNMEEFE, " NEHRTRKEEMARERH—NER , SEEXRFMERNERE. BENAEH
MetE, BERSHBEFEPELR, CloudTrail BENXHFT R H API A Apache Kafka IR1EMNH
R RER , R ENTSREMEENIRF BN,

LT RBIERTERDescribeClusterf DeleteCluster Amazon MSK 4R CloudTrail B&E%
B

{
"Records": [
{

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEF@123456789ABCDE",
"arn": "arn:aws:iam::012345678901:usexr/Joe",
"accountId": "012345678901",
"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",
"userName": "Joe"

.

"eventTime": "2018-12-12T02:29:247",

"eventSource": "kafka.amazonaws.com",

"eventName": "DescribeCluster",

"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/1.14.67 Python/3.6.0 Windows/10@ botocore/1.9.20",
"requestParameters": {
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"clusterArn": "arn%3Aaws%3Akafka%3Aus-east-1%3A012345678901%3Acluster

%2Fexamplecluster%2F01234567-abcd-0123-abcd-abcd@123efa-2"

},

"responseElements": null,

"requestID": "bd83f636-fdb5-abcd-0123-157e2fbf2bde",

"eventID": "60052aba-0123-4511-bcde-3el8dbd42aas”,

"readOnly": true,

"eventType": "AwsApiCall",

"recipientAccountId": "012345678901"

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEF@123456789ABCDE",
"arn": "arn:aws:iam::012345678901:user/Joe",
"accountId": "012345678901",
"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",

"userName": "Joe"
I
"eventTime": "2018-12-12T02:29:40Z2",
"eventSource": "kafka.amazonaws.com",
"eventName": "DeleteCluster",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/1.14.67 Python/3.6.0 Windows/10@ botocore/1.9.20",
"requestParameters": {
"clusterArn": "arn%3Aaws%3Akafka%3Aus-east-1%3A012345678901%3Acluster
%2Fexamplecluster%2F01234567-abcd-0123-abcd-abcd@123efa-2"
I
"responseElements": {
"clusterArn": "arn:aws:kafka:us-east-1:012345678901:cluster/
examplecluster/01234567-abcd-0123-abcd-abcd@123efa-2",
"state": "DELETING"
},
"requestID": "c6bfb3f7-abcd-0123-afa5-293519897703",
"eventID": "8a7flfcf-0123-abcd-9bdb-1ebf@663a75c",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "©12345678901"
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LR RBIERT E RiZkafka-cluster:CreateTopici®4ER CloudTrail BE%E

"eventVersion": "1.08",

"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEFGH1IJKLMN2P34Q5",
"arn": "arn:aws:iam::111122223333:user/Admin",
"accountId": "111122223333",
"accessKeyId": "CDEFAB1C2UUUUU3AB4TT",
"userName": "Admin"

},

"eventTime": "2021-03-01T12:51:192",

"eventSource": "kafka-cluster.amazonaws.com",

"eventName": "CreateTopic",

"awsRegion": "us-east-1",

"sourceIPAddress": "198.51.100.0/24",

"userAgent": "aws-msk-iam-auth/unknown-version/aws-internal/3 aws-sdk-java/1.11.970
Linux/4.14.214-160.339.amzn2.x86_64 Open]DK_64-Bit_Server_VM/25.272-b1l0 java/1.8.0_272
scala/2.12.8 vendor/Red_Hat,_Inc.",

"requestParameters": {

"kafkaAPI": "CreateTopics",
"resourceARN": "arn:aws:kafka:us-east-1:111122223333:topic/IamAuthCluster/3ebafd8e-
dae9-440d-85db-4ef52679674d-1/Topic9"

.

"responseElements": null,

"requestID": "e7c5e49f-6aac-4c9a-aldl-c2c46599f5e4",

"eventID": "belf93fd-4f14-4634-ab02-b5a79cb833d2",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": '"Management",

"recipientAccountId": "111122223333"
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£} Amazon EMMEITTRIKI—&B% , =& 1t & ¥4 Amazon Managed Streaming for Apache
Kafka WRE£MEEM M. EFIHE PCI M HIPAA BAA,

BEXRBEASHMITREE WK Amazon lREYIER |, BSRZESMNEITRIRHENSTE RN Amazon Web
Services, BXEHMELR , BHSHAmazon&HMEIT X,
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B LAEA Amazon Artifact FTEE=ZFFitikE. BXEZEER , iH5H. 7 Amazon Artifact F
HIRE

&E A Amazon MSK I EMMREEUR T EHIBNHRBE, RLATNEAEERURERNEREE
#Mo Amazon REUTRFERBEHFEZEAEER -

o Z2MHE5EHM Quick Start IEFEZ =M S E MM Quick Start 155 - XEBBIREITL T RWEESE
m, HEMETE Amazon LEHBETZEHMENENEERENS R,

(RIS HIPAA ZE MMM ZEREN) BEP - LARBNALTNFAEEHAmazon 2
& HIPAA FRER R AT

- Amazon EMMRIR - M FSFMAIEMESAEERA TENTLNVYE,

« Amazon Config FF & A f1 385 & B £ A AL P44 %5 /R — kb Amazon Config BRSP4 289 % R B & XY
NEPEER, TAERMEANEREER.

« Amazon Security Hub — Itk Amazon BRFRM T Amazon FZ £ RBNLEAE , AT ERER
BRFERETURENRERR,

Amazon Managed Streaming for Apache Kafka A By 1k & &

Amazon4 BRELRHIS HEME 45 Amazon XA A F X#E, Amazon X2 2 MEWE Lk AR
AKX , XETAXKETERK, FHESENRESHNMGERE—E. MRATAKX , &R
REETRAXZ ALTHEBRARBEBNNARFNBESE. SESNENISNBES O 20
WHEALE , TRAXKERESN AN, FEENTY Bit.

BXx Amazon XA THAXNWEZEE |, 52K Amazons BREM 1% HE,

Amazon Managed Streaming for Apache Kafka AV ERIZ L £
i3

ER —TEE RS , Amazon Managed Streaming for Apache Kafka Hi Amazon Web Services :
Overview of Security Processes B TRy Amazon £ kM BT LEFRERYT .

WA LAE A Amazon K E) API A , BEMSiG R Amazon MSK, BF AR FEHEREM
(TLS) 1.0 HESEMA, BWEA TLS 1.2 HEBMAE ., B RELAXFEEZTEBEIRE (PFS)
HZBEH , I Ephemeral Diffie-Hellman (DHE) = Elliptic Curve Ephemeral Diffie-Hellman
(ECDHE), KZHINNKRE (W Java 7 RESMRA ) #iFx L&,
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E 3R Amazon MSK £ &

BIAMERT , RAEYEFIHS MSK £ TR — VPC Frt , BiETEHEEE. RIABERT , Kafka
EPmM MSK £# AN FIEBEHEAEZN , ENRBBARZFTSBEIEHRMNEH., EMNS MSK
KBHNUTRHE— VPC P EFHEEIZESR K FTRAREHN LM EAEZIRBERTFHELEARE
AR, BXREEXLEANNEES , BSRLEEIN, BXRUOFANEERNVLTE— VPC 8
Amazon EC2 EHli5 R E& M RH , BSH FiaER,

EM MSK &8 VPC AN E P imEZEZER | 52 Access from within Amazon but outside
cluster's VPC,

FH
o RNBIHBENE
« M Amazon AP A R & VPC WA ER# 1T 1518

NEHRNR

Amazon MSK R F#&iEZFF B XF1E1T Apache Kafka 2.6.0 HE S hRAH) MSK £ 8K A2 #£15RH
R, HTFRE£ER , BESE MSK EHNLTEFBSLARGEANE, B2 , EAUERINEEHULH
AHATFIAE, EER IR - NAER , RAENHEB#TER , FHAMRLATFHE,

WA LT BX MSK SEBHN AR IGENR , TEXNTNER , EHHERNBEEEX IR
Amazon BiEE#mFEA. BEXENMWEE |, BSHE Amazon EC2 IHEEMN

EFEXNERN AR BENR , FLAEREFBRATRESRYS

s SEBEXBNFRSNIARANEFM, XEWKEFMSLNEERBKNEBERHERZETERNMX, X
MEIGIZFMINEBMMANELR |, 555 (Amazon VPC AF1ERE) M E B MM,

« REAGHRIFNTFREFISMXA , FESREDTF BT IHRIEHIAEZ—  SASL/IIAM, SASL/
SCRAM, mTLS, BEXUAIEFHMEFHMNIFREF B ENEE |, S the section called “EFfi Z£1%
B

- PAMFBEBENNNDE, FRRERVNBEFHNNWMRINEE, N TEEHFHFPWMZL T R}ARE A
BWEE  TERNEFABNE. Bt , X TEEFEFRWMNZL TRRSNCIEBWESRE K TEAEF
B RNR,

s RENZEF®BZBENBERESLMKA, BXEEF B MAXANEESR |, iS5 the section called
“EBREIRE
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. MRAEHERANE SASLSCRAM 5 mTLS ARSI % , M AN EEEE Apache
Kafka ACL, N EEERE Apache Kafka ACL i , EFNERMNEE , LU ZEENEMY
allow.everyone.if.no.acl.found REN false. BXMAEFHERHEBENELR , HSM the
section called ‘Bl EIR/E". MREFERAZ IAM HRZEFHHEER ARPRBERENRER |, 18
215 the section called “IAM 5 8)#2#|”, H% Apache Kafka ACL KIS & , 555 the section called
“‘Apache Kafka ACL”,

R MSK SEERE LEIEHNEHEE , BRI LAEA Amazon Web Services Management

Console, Amazon CLI 2 Amazon MSK API FB AR FENR, FEBEHN AR FENEREE , &L
RNERIRN—NMNHE| SREBFZRFE, BXRRNEHSISKRENEER |, S H the section called “3RHL5|
SRE,

/A Important
BRTYFBAKGRMRA , EERREFNZLSEAEFTATNEN P thub## 1743 H IR A S
TCP #MMl, it , BWERAEETHEEXLENRN, BEXLZLEANMAUANNER , HSH
{Amazon VPC FIF{ERE) M BH VPC WZ 24, AXxwOS , iHSH the section called
‘i OEE". AXMAENEFRLTLHAMEA , BSH the section called ‘B &L £ 4",

(® Note

MRBIRBLTIRBAF B AR IGREINER , BMHEEHRER | 555 the section called “To 3%
HEEFE ARG RNENER,

EREFI AT B L H B ENR

1. &% Amazon Web Services Management Console &3 A T Mt $TF Amazon MSK 2%
A : https://console.aws.amazon.com/msk/home?region=us-east-1#/home/,

2. HEBRIIKRYP , EEENHEFBELHTENRINES,
3. EREMAT+ , RAEKRIIMZRERT.
4. EFRRBLHTERNR,
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£/ Amazon CLI FF /B L5 B4R

1. E{TUA T Amazon CLIGE S |, 3§ “#a##s#” ##ClusterArn#t ARN ###HYBIRRA, EERE
B YPiRA | F#FEADescribeClusterig = desc ribe- Amazon CLI cluster 55, REINRZAS 2
KTVPDKIKX@DER,

aws kafka update-connectivity --cluster-arn ClusterArn --current-
version Current-Cluster-Version --connectivity-info '{"PublicAccess": {"Type":
"SERVICE_PROVIDED_EIPS"}}'

% update-connectivity S H M EHWMT JSON REIFT R

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

@ Note
ERANHHRNR , EEAKLE Amazon CLI 7%, BRAFAUTERESR

"{"PublicAccess": {"Type": "DISABLED"}}'

2. EIRBupdate-connectivityBRELER  BFETUTHS , ClusterOperationArnBR1E
o FIREH ARN, update-connectivity

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation ey S H ML JSON RAIFT R

"ClusterOperationInfo": {
"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",
"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2",
"CreationTime": "2019-06-20T21:08:57.735Z",
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"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "UPDATE_CONNECTIVITY",

"SourceClusterInfo": {

"ConnectivityInfo": {
"PublicAccess": {
"Type": "DISABLED"

}
.
"TargetClusterInfo": {
"ConnectivityInfo": {
"PublicAccess": {
"Type": "SERVICE_PROVIDED_EIPS"

MR OperationState WI{EN UPDATE_IN_PROGRESS , H&&F—EatE , RARBRIETT
describe-cluster-operation &%,

5/ Amazon MSK API FF /3 22 i [a) £ BR

- EFEHAAPIFBRRXIARENLRIBRNR , FSHUpdateConnectivity.

® Note
HFZ£Z[EL , Amazon MSK R 1718 Apache TR ZooKeeper o & 3< J{a] ) A £B 45
Hl3 MSK &8 8 Apache ZooKeeper 7 S H 1/ [B] B8 B Amazon , EZ [, the section called
‘X Apache B 175 [RIfXBR ZooKeeper”
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Amazon VPC X &k

EMNTREFEE VPC Y VPC EES MSK £8 | BAUEXFHN VPC 2 BABM N ZFiERE, HX VPC
FSEEENER |, 1S Amazon VPC X &HiEZIER,

Amazon Direct Connect

Amazon Direct Connect @R AR 1Gb 5 10Gb LAAKMKLFEBLE | [FA M W K554 Amazon, B
K —IHET BB | B —iwET Amazon Direct Connect B8Hg5. B TIXMNERE |, BRI LLE)
BE#EEREET Amazon Cloud Fl Amazon VPC BIERIEE O , MSes MERE R K BB RS 1= 13
B, BXEZEER , H5H Amazon Direct Connecto

Amazon Transit Gateway

Amazon Transit Gateway = —TRS , B IARS , B SUFER VPC T2 ih 48 1% 52 5 & N X
Ko BXRWMAEA Amazon Transit Gateway BE S , S FAmazon Transit Gateway.

VPN E#

ARET SR B T S A AR VPN AT |, 9% MSK B VPC M EERMANAS « VPN &
.

REST X3

RAT LAIEE B Amazon VPC HETHISES| 2% REST KE, FIA REST RIE , £ EEM{E AR
BET HTTP APl B RE5EEBEE,

ZXE% VPC E#

DTRMENETNTFAREXENZA VPC BIEZED . ZXE% VPC &,

B X% VPC FAEERE

&R T Apache Managed Streaming Kafka ( Amazon MSK ) 5£8##% VPC FAB3E# ( 1 Amazon

PrivateLink ) R # , ZIREELRSERFEEETEEMILE R (VPC) Amazon K HHY
Kafka % imiZE 21 Si# MSK 52,

S Single Region multi-VPC connectivity for cross-account clients.
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EC2-Classic WM& 2= H

T 5% MSK ABX#E# A D% EC2-Classic WM& =TI S% EC2 S£4,

S EC2-Classic WEEIRER—UTRERFE,

B X HH Amazon MSK % VPC FABE#E

A F Apache Managed Streaming Kafka ( Amazon MSK ) £&#% VPC FAH&E# ( B Amazon
PrivateLink ) {2t %% , ZIheeE LB BR b FREEETREMURE = (VPC) Amazon FK Y
Kafka & P imiE# 2IW 5# MSK &5,

Z VPC AEEER—MIREEXNBRAER |, ARt VPC MEKFIEZNMEERMRK, i AL
BT EZF Amazon MSK &8 |, PrivateLink BRI NFIEREFRFEAMazonMER, Amazon MSK
EEMZ VPC FAEIEREEH T ¥ Amazon MSK BIFFE Amazon X1,

£ |
- HAR%E VPC REERE?
- % VPC FAEEENMRLE
- % VPC FAEEZENERTRFI
- FaERZ VPC FAEERE
- BHERLINBRRAR
-« 45 Amazon MSK EFEVHEER VPC &E#
« MBS Amazon MSK £ EER VPC EE
« % VPC FAEEENNR

HTALRZ VPC FhEER?

Amazon MSK 1% VPC FABEE R —MiEEED , AU EEETREMRAER (VPC) M
Amazon Ik ) Apache Katka B F imiE 2] MSK &,

Amazon MSK BY & KB ELEKS 7M. XEREAFEHMEEQHEM Amazon IKFRTE
MSK &2 A EENNIR,

% VPC RBEEMN LS
SE i EERGEML , £ VPC WEEEEFU /LM -

EC2-Classic W& E&H 185


https://www.amazonaws.cn/blogs/aws/ec2-classic-is-retiring-heres-how-to-prepare/
https://docs.amazonaws.cn/vpc/latest/privatelink/what-is-privatelink.html
https://docs.amazonaws.cn/vpc/latest/privatelink/what-is-privatelink.html
https://docs.amazonaws.cn/msk/latest/developerguide/aws-access.html

Amazon Managed Streaming for Apache Kafka FERARER
- ©H LA ITAmazon PrivateLink R RNEEEE,

CAWEEEN VPC 2 RAER IP, NMEF4F SHM VPC EEBRTRIEKNIIEEEBN IP, £
FAVN FEEMB AR,

BRI LA MSK SREHEA SR REE | LUE XL Amazon IKF AR E S Amazon MSK &R E K-
AEEZANR. BERKFERR TUSNREBRGHANNAGHEAT. S35 IAM FFRSHRIE—E
ERE | SR ERARFRENEZENET P REAE L Katka BIEEARBNR,

% VPC AL A EENERMRF

LB S VPC FAEEEM LT MSK ERER -

« R A Apache Kafka 2.7.1 RE SRAXZFZ VPC FAEER, FRARS MSK £HEBEFANTIAE
FPin#zT5E£ 8% AM Apache Kafka a4,

« ZVPC EEEXEFHRBIIER IAM, TLS # SASL/SCRAM, RZ2 G RIITNERTEFERZ
VPC FAEEE,

- MREFEFAK R SASL/SCRAM T mTLS GRS HE , WAB N EFFIRE Apache Kafka
ACL. B% , AEEBHRE Apache Kafka ACL, AR5 , EMEHNEE , NEFENEMS
allow.everyone.if.no.acl.found REN false, BXIMAEHEHEENES , FSH the
section called ‘Bl ER1E", MREEANZE IAM ﬁllﬂ?“%ﬂ#f.ﬂgfﬁﬁh*ﬂ%ﬁﬁjﬁﬁhﬂﬁﬁﬁ ,
2] the section called “IAM T [E]#2 %", B3x Apache Kafka ACL W{EE , 1S the section called
“Apache Kafka ACL",

- % VPC FABEETXHF t3.small SEHIZEE

% Amazon XK P 7% #F% VPC FAEER |, XE—XIFHAK Amazon IkF X#E% VPC MG E
%,

« Amazon MSK =% #5 Zookeeper T R % VPC FAEIERE,

FREAZ VPC B ERE

4
[

ST ERST ABNMSKERLE  AEFHLN IAM BORIESRFES VPC &
HR 2 FHEFRMMNE MSK 8
SR3: BTEREEFSHIEERN VPC EENEBIK, A/ BRE

7l
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AHEER —NELWAGIMERRG , HEMAERZ VPC 3 |, ¥ Apache Katka ZEFImMNE
B VPC S\EBH9 Amazon FiE#REEl MSK &8, EBEERBKFAFPAENEFHEIE MSK £E
N VPC EENEE , BEAMENEFFHNR, ZIBEEER MSK £HMEEE MSK £ LB A
PrivateLink 1% , }i&F 5 HRIE S RKRBHFI LR TFE,

EAHENTEBOH , RMNEERERTHRGINER, XAFEREENRTHTIRE MSK £&H
& P i SR A5 B ME — 3R T

LRBINMEEENT

- BIKFAF (Kafka &/ ) 1 MSK £ TR —/ Amazon M&/XEH , BEFEHKSH
« K A Y MSK 55
- WK/ B #H Kafka &/ iR

- BIKFRPRER IAM S H8RIESRABEEE MSK £,

RYRMIRE —MEA Apache Kafka fRA 2.7.1 REBMACIENTRE MSK &8, EFKEEIRE
ZBl , MSK SEBMMAL T ACTIVE RS, NBREBENBFEEXRIEN , FEAS VPC RAEREK
EEIEHNEF IRNERSEEHREN Apache Kafka iR,

THREEE 7TEZEITRE Amazon IKF FZEFiwE Amazon MSK % VPC E#EEEN,

"
= 10.0.0.10
10.0.1.15
Cluster Palicy 10.0.2.25
20 &
N
Armazon MEK Amaron MSK managed
VPC connections
- e a

SB1:EKRKF ANWMSKESELE , AEH LW IAM BHRIESFRAFBFZ VPC EHE

MSK SE# B & B EE MSK & GZHL T ACTIVE REGEZER LHTEERE.
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SHMBEFTNNEER LT ESRSHEASHRIESLR , BLT ACTIVE RENER LFEZ
VPC BB E#., XA LAfER UpdateSecurity API 5 MSK ##| &3R5/, IAM, SASL/SCRAM 1 TLS
BORIEFRXEFS VPC WEERE. TENKREEFNRIENEHEMAZ VPC REEHE.

NTWAH , EEEFEFEENEA IAM FHBIER R,

® Note

MREN MSK £ BE RN £/ SASL/SCRAM B RIFS R , M AFIR# Apache Kafka ACL
Bt allow.everyone.if.no.acl.found=false”, &5 Apache Kafka ACL,

HEEHZ VPC RAERERERN , Amazon MSK 2B RBFRRFER , AEFREERE. THIL
BREARRZSEE 30 7HRERNE, EEMEZEN , BT ENEFRTHEBER.

EREEHANKF ATHNERE LNEESHRIESRITFFES VPC

1. BN LA TR R EEFFTE R IK F3TFF Amazon MSK #2#|& : https://console.aws.amazon.com/
msk/.

HESIMEREN MSK £8 T , BMEEHUE RKS FHERIIR.
ERENS VPC REEEREENER. SHLHLT ACTIVE R7E.
EEREREMATF , RERIIMZRE,

BEREETHNRE  REEETES VPC EE,

EREANNEFRTEN —MHSHEHRIERE, XTHAS , FEEET IAM 2N SHK
iE,

7. EERFREFER.

o ok~ w b

Example -7£ UpdateConnectivity £ EFF /5% VPC A EEE S M RIUIEH R AP

BN MSK ZHAENBNRER , LAILERA UpdateConnectivity API FF/8% VPC #A B E#: , HE5ED
EELIRESOHRIEAR. UTREAETRAEFTET IAM BFHRIEH R,

{
"currentVersion": "K3T4TT2Z381HKD",
"connectivityInfo": {
"vpcConnectivity": {
"clientAuthentication": {
"sasl": {
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"iam": {
"enabled": TRUE

Amazon MSK Al I B2 EEEFMENNEEMIZE. Amazon MSK R AT A EEMEEENEN S HE
TRABGE—AFNSISREBRR, HIE, ANERRIFREFXESZ VPC B IERE,

SR 2 HEFREEM INE MSK &7

EHMEEULUNEREKR (M RETRRNRRE ) MNE MSK &£8 | fEEHSPFEZ VPC A
BiEE, EHRRARFEFBMNEMBKFIHREHNNRE, EREEHRKcH , REENENIHA
MSK £&EMIK K ID, 52 How Amazon MSK works with IAM,

KRB E LR R INE MSK 5 |, ZRBHRENUKS B hEKS A A REERN ISR
B, ARKNIKS A BE MSK SEEHITATRE

» CreateVpcConnection
» GetBootstrapBrokers
* DescribeCluster

* DescribeClusterV2

Example

ERSE | LTREXERKMKA JSON R4 , RALUTF MSK 24| A IAM policy w825 .2 REYFRIA
KRB,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [
"123456789012"
]
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},

"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2"

1,

"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/testing/
de8982fa-8222-4e87-8b20-9bf3cdfal521-2"
}
]

FHERF R RGBT HE] MSK SE5F

1. 71£ Amazon MSK %15 MSK E£8 T , IR &ER,
B RRBBLZLIRE , REERREEREK,
ER4ENRBEREHREREL  %&B% VPC EZENELRKRE,

EKF ID FEF , MANERARLEFNENKFHIK, ID, £&8mA DN, E2B51E4
BB RHVEKRE JSON BEH, ERINWRGIEEERS , IKF ID 123456789012,

5. ERFREFEER.

w0 N

BXREBKE API WER , 3 Amazon MSK resource-based policieso

S]|3: ATEEFFIRITEEN VPC EENBIKS R RE

BEES MSK £EHTENKFPHNEFIRZEAIRES VPC REEE , BEKFRAFEENZEFIREE
RER VPC ., EEUER , BT HSNEF REEE MSK 8., E4ARAMP , ERFERE—
NP

ERima UAERAXEN S HRIES R IAM, SASL/ISCRAM = TLS, 8MEER VPC EZRgES—1
SORIERRXE, YAEFFIRFEEEN MSK EH LREFF KRS BRIES R,

XTUHAS , FREFFREHRIESR , MEKS B PHEFRER IAM S ORIES R,
FREM

LEEFEUTIE :

- ERICIEMNERRE  AAKS B FRESRRTXKS A FEY MSK SEEITRERIER.
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- MIINEIKF B FEF IR BB REE , TR F katka:CreateVpcConnection, ec2:CreateTags
M ec2:CreateVPCEndpoint MR,

Example

LT REAREF RS 7RG JSON Rbl| , HESE,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"kafka:CreateVpcConnection",
"ec2:CreateTags",
"ec2:CreateVPCEndpoint"

1,

"Resource": "*"

X
]
X

NKF BHAHNEFIRCBEER VPC E#

1. MNEREBERLRIREFLEKRS, B PHEFmEZESINKS A f MSK 8 EH ARN, 12 T&
B ARN SUEERBERA

EEFIRIKS B MSK #2H&F , EBERER VPC E# , AREFRCIEER,
EEFIRBEERT , 95 ARN ML EIEE ARN XEFEH | RAEERRIE.

K B FIEREF RN SFHRIERE, NTIAG , BEEAEE S VPC EEIER 1AM,
HAEF %R VPC,

ZELEBRANTAXFREKRNFM, B AMAmazonBEERH SEFFAEEPREATAX D,
th A LAE A DescribeClusterAPI 5 desc ribe-cluster Amazon CLI @ 53R E. BREFIHFMIEE

BXE ID X AEER TN XE ID HEE, RRDFRNE , FEUIE -5 MSK &5 EF
MEXE ID FM,

7. A VPC EEZERRELYH., BULUFEARINLZEAH, EXRERZLENEZER , BFE5H
Control traffic to resources using security groups.

8. EFEGIBES,

o o A~ W N
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9. EMNBKFAFN MSK 2514 ( £FFHAEE > BEX VPC &E#E ) REFEISKREFZFH
MWk  BESRAEFEEFHETERNGSREFZHFS. EFFKF B, IUBEIEA
GetBootstrapBrokersAP| R E 2 Hl A EFH FHEEFEEF I SREIRKEESISKEIIXK,

10. BUTHZREFHE VPC EEXBKNELZE4A .

a. A PrivateLink VPC iRE AN |, LAFRBEIKF B MEN IPSEEMNFIERE.

b. [[i%] RES MSK £ HMHAMNERE, £ VPC ZH A8 MEREZ A, KREHEM
N, RERFEASTBE 14001-14100 FINEENL TCP REMMN, 2 VPC MEMEFIIEFIE
E YT 14001-14100 3w OSEE . ES R MK A E RS,
1. kP B PN EFIREENERA TS VPC EEZENHSISREEREDIK, A R MSK £

B, 152 Produce and consume data,

BISERE , Amazon MSK 2 A8MNEEN VPC M BRI S REIBIEESR VPC £, itz+4
S/MMEEEXE, IEER VPC EEHB Amazon MSK BB WA R EREIRIE, BAER—4A
T 5| SR B #HEE T Amazon MSK £8,

EHERLNENSR

% VPC B EEXIFZHENSTE : SASL/SCRAM, IAM M1 TLS, EEFEETURN—INIZNE
BRI A RFFB/I<AREIERE, EFMLIAT ACTIVE IRAFT REMITELIR/E,

£/ Amazon MSK B#IAF B BRRIEHFR

1. 1& Amazon Web Services Management Console 3 BB EEFITH Amazon MSK & &,
ESMBERN MSK £8 T , EREFUERKFPHERTIR,

ERERBNER, SRLTLT ACTIVE RE.

ERERRMETF~ , REEIIMKXIRE.

ERIRE TS  REEEFBES VPCEE , UABFNEARIESR,
EREANNEFTEN —MRSHHHRIUIRE,

TR RIERE,

N o g M b

HETFEFNEHRIEFRN , BENZAFHHFORIESRCIBFNEER VPC EE , AEFES
i, LEARETHEHRIES R EISRE,
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£ Amazon MSK #2#| & XA S HRIE SR

(® Note

HENFORIEFRRAZ VPC AEEN , MIESEEMXNERMRE , 8FFEERX VPC
TEHE, EFRMIER,

HENEHWIEFRRAZ VPC AAEEEN , BFFHRAIAE VPC EEREN INACTIVE RE |, £&#
ik Privatelink BAtiZHE ( LIFFLER VPC EHE ) FHEMER. B/ AP REERBRLA T IEFIIREH
VPC iE#, MREERLEXITENEEE , IIBKFAFSECESSRNINERE.

#£ Amazon Web Services Management Console 7 Amazon MSK #2414,

ESMEBRK MSK £8 T , EREFUE RKF PRYERIIXK,

R ERENER. EHXALT ACTIVE RE.

EREREMHETF , RAEERIIMKXRE.

ERRBTUXE  REEEXAS VPC E#E , UXASHRIESE,
ERENLEFXAN— RS EHRIERE,

TR RAIER,

N o g M D=

Example £/ API FFB/RA S HRIEAR

ER MSK =4I ANEBRFE , BT LUEERA UpdateConnectivity APl FF/5% VPC FABERE |, H1EEF
ERIRESHRBRIEISR, UTROIERAEHFHTFZ T SASL/SCRAM F IAM BHRRIEA R,

HIETEHNEHRIES RN , EENZAFHNEFHRIESREHROEES VPC EE , AEHES
i, SMERAE T H S HRIER R 5| FRE,

HENEHWIEFRRAZ VPC AEEEN , FFmAIAE VPC EEREN INACTIVE RE |, &5
iwAY Privatelink EAtigiE ( 2FEFEERX VPC ERE ) FHEMIER. BEIKS A S R BRL T IEE3IRSH
VPC E#., MREEH LBRATELAERE , NEK, A SRESEHNNEE,

Request:
{
"currentVersion": "string",
"connnectivityInfo": {
"publicAccess": {
"type": "string"
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iy
"vpcConnectivity": {
"clientAuthentication": {

"sasl": {
"scram": {
"enabled": TRUE
1,
"iam": {
"enabled": TRUE
}
1,
"tls": {
"enabled": FALSE
}
}
}
}
}
Response:
{
"clusterArn": "string",
"clusterOperationArn": "string"
}

JE4E 5 Amazon MSK SEHEZVFEE T VPC E#E

B EREEAKSH Amazon MSK 2414 |, AT LUELE ik VPC i, B iR VPC EEXAHL
FAIARS T RERIEL, BAREEEELRETEEIEZIERNE A IRNIEER VPC EE, Ef
I REERN VPC EEEZIEFin , BEEHRBPEENEFRN TR, EEEMEERRKIE
MR EREZH , ZEENAST4ERA, 1525 Delete a managed VPC connection to an Amazon MSK
cluster,

£/ MSK #Z2#| a4 % Fim VPC &

1. £ Amazon Web Services Management Console ¥TFF Amazon MSK #Z#| &
2. ESMERT  EREFHRIIMNKRE > B VPC EEIIXR,

3. EREHRANERE , ARERELEF IR VPC EE,

4. WINERLFNENE % VPC E#,

EFH APl ELEER VPC iE$#E , 5fFEH RejectClientVpcConnection APl
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Amazon Managed Streaming for Apache Kafka FERARER

i Br & Amazon MSK &I FEE R VPC E#E

EIK /RPN E P imIK S A O MSK S8 IBRIEE X VPC E#., SHMAEASTRAER
B VPC E#E , BT ENEREREAKS, PR ZERE, VPC EE—-ZHkR , RFA2B~£RA.

EAEFH AR REER VPC E

1. MEFI®IKF A | £ Amazon Web Services Management Console 7 Amazon MSK 24,
2. ESMEBRTERIEER VPC EE,

3. MERSIRPIEZREMERAER,

4. WINEMIBR VPC E#,

EFA API BIERFEER VPC iE# , 5 DeleteVpcConnection AP,
% VPC FAREZEN R

ATERLETHEAZ VPC AEEENENEFTFIHMEFFMENNIR, 2 VPC LB EEEREFIKE
BRENE MSK £HBEYRER VPC EENENEF IR LAIBNR, BEER MSK EHEER
MSK £ £ /3 A PrivateLink E1Z , &R B G RUE S RREHIXS EBHIHE,

S&HSHORIERE M EZ G E R

NEXIRE MSK £EHBEANSHRIESRF B Z VPC RAEEZEEE., ESHZ VPC AEEENE
SRAPREl, MRIER MSK EEEE N £ SASL/ISCRAM EHRRIEHFER , N AHIRM Apache Kafka
ACL ™ allow.everyone.if.no.acl.found=false, NEBIRE Apache Katka ACL f§ , &
FHEHNEE  FZEHMWEM allow.everyone.if.no.acl.found i& &N false. HXRUMAE
WMERIENEER , B3 Amazon MSK EiER1E,

S SR A R BE PR

R Kafka BEF w5 MSK £ TAEM Amazon IkFH |, 5 NETEBENWEBEHINE MSK £ |
ZERBABRNEFIHRBEAPRTEKSERE, S LUER MSK #2454 89 IAM policy 488 ( EB %R
2IRE > REBEHRI ) RES VPC £F KK , bl UERALT API REEER KK -

PutClusterPolicy

TEBRRMMBIER, S LERAL APl REIEREHIEEN MSK £ FK, NREEEHK
R, NATEBFERERAFEFM currentVersion FE&,
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GetClusterPolicy

o R D02 SR B Y SR B SR BE SCALAY JSON XA,

DeleteClusterPolicy

I BR SR B SR B

LT REARERRME JSON R, KLTF MSK #2E & 1AM policy 4miEas & RHY R,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"AWS": [
"123456789012"
]

.

"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2"

1,

"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/testing/
de8982fa-8222-4e87-8b20-9bf3cdfal521-2"
}

5 MSK £8M% VPC ABEEENZFF imN R

E1E Kafka B imM MSK £E 2 BIRE S VPC AEEE , BERnTE— NS 0K , ARTX
B P imh 4T kafka:CreateVpcConnection, ec2:CreateTags # ec2:CreateVPCEndpoint
BRENNR, UTREXREF RS MDEREE JSON Rbl , #ESE,

{
"Version": "2012-10-17",
"Statement": [

{
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"Effect": "Allow",

"Action": [
"kafka:CreateVpcConnection",
"ec2:CreateTags",
"ec2:CreateVPCEndpoint"

1,

"Resource": "*"

mwAER
FERAUTHEOS , LU{E Amazon MSK AT LA E & it EHEE -

- EDHAXEREEE , EEARKHD 9092,

- EES TLS MBZREREEE , HEAKO 9094 #1T Amazon REBRYIERE , EAKO 9194 #H1T4
i,

- E@EN SASL/SCRAM SREEE , HEMAKO 9096 31T Amazon RIPRYIER , FAKO 9196
T HIEE,

- EEGEHMFEH the section called “IAM 5 A2 H]” WEBHPHREERE , FEARKO 9098 #1T
Amazon AEBEYIAE |, FEAWwO 9198 #H 1T HiFA,

- EFH TLS tn# 5 Apache ZooKeeper BfE , EEAwm O 2182, ERAIAER T , Apache ZooKeeper
TRERARO 2181,

W OEE o7
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T ZE) Amazon MSK &8

Amazon MSK EFIZF AT AT MSK £8#iX%, BSR4 R Amazon MSK E/lg8 7 . ¥ , BALUE
A Apache MirrorMaker 2.0 M3E MSK &1 % E| Amazon MSK 8. BXIAHMITLEHIRERNTE ,
25 # Migrate an on-premises Apache Kafka cluster to Amazon MSK by using MirrorMaker, &<l
{65 A MirrorMaker F9{E & , 55 Apache Kafka X EEFHBEGEIE, BINBWEESTH
M fLEHiZE MirrorMaker.

£ A MirrorMaker X 2] MSK £ 88 EH TS RENR

B2 B #5 MSK &8

MBEHREFHTERN R — Amazon VPC ## Amazon EC2 3=4l/3 35 MirrorMaker.

¥ & MirrorMaker 75

# MirrorMaker IR L2 f5 , £ MSK &8 5| SREF I EZFNERAREE O SNFRIEE.
X< MirrorMaker.

o K~ 0N~

fF Apache Kafka 81T ZE| Amazon MSK

BRELZE—/1 B H CLUSTER_ONPREM BY Apache Kafka &8, ZEHFBEZETTNHE. NREN
ZEBTBRNEFONEME N CLUSTER_AWSMSK B9 Amazon MSK £& | W EFHRHALEERNT2S
BHNESRUIE.

FHMAH Apache Kafka E£E 1T B E| Amazon MSK
1. 1£ CLUSTER_AWSMSK & | SIZETBMNFIE &

B EERSEBPER MirrorMaker, BT cBaIERAERNEFRINEFRUERETBNE
B, ZALAEAS CLUSTER_ONPREM F#EIME &l & F M5 X EFE Amazon MSK H & £,
A I ZEEFTEANEFRFMN D X EH,

2. MEZFE CLUSTER_ONPREM HYiE1/ 84X CLUSTER_AWSMSK B B i R #X By =451 /5 38
MirrorMaker,

3. BITUTHTURERMAETE :

<path-to-your-kafka-installation>/bin/kafka-mirror-maker.sh --consumer.config
config/mirrormaker-consumer.properties --producer.config config/mirrormaker-
producer.properties --whitelist '.*'
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https://kafka.apache.org/documentation/#basic_ops_mirror_maker
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)& HH , config/mirrormaker-consumer.properties #§[E CLUSTER_ONPREM
FHEISMRE ; 0 |, bootstrap.servers=localhost:9092, config/
mirrormaker-producer.properties @ CLUSTER_AWSMSK H 5| SKE ; fi

i , bootstrap.servers=10.0.0.237:9092,10.0.2.196:9092,10.0.1.233:9092,

4. {F MirrorMaker EEABE1T , H K4 H CLUSTER_ONPREM, MirrorMaker 45 & Fr B HEkiE,

=
5, BERESNMNEENZE—MEBES MirorMaker EEEANYFIRBEZENFTERREER
:psid A

EicdE , MirrorMaker (REACIZEMERARR. Ht , BALUEA kafka-
consumer-groups.sh TERERH G, EERMEMARHEN , B mirrormaker-
consumer.properties XHHERK group.id , REEAHE, RGP EELERE |, &
AL BIE T, #l , ®E group.id=mirrormaker-consumer-group.

6. 7& MirrorMaker R EFMEEXEE , FLFIECIESENERARE | AFEL MirrorMaker, RJg , ¥

BRI MEHEBREEBE CLUSTER_AWSMSK 8 | AR ERZEHFHNCIERBAEHRESISRE
{8, 7£ CLUSTER_AWSMSK - E#HBarFrEtIZ8NMEHES,

£ Amazon MSK &£ & 2 8

&R LA A Apache MirrorMaker 2.0 MIE MSK S£8 T # E| MSK 58, a0 , EaI AN —NRRARHY
Apache Kafka E# 2|5 —MNRAK Apache Kafka, BRI ITILIRMER KA , ESE Migrate an
on-premises Apache Kafka cluster to Amazon MSK by using MirrorMaker, Amazon MSK & #8534 1]
AT MSK £#iT%. BX Amazon MSK EFIBRNEZER |, HZH MSK E5I35.

MirrorMaker 1.0 SR{ESEE

53k RESRERE A T MirrorMaker 1.0,

« HEBAREH LZE1T MirrorMaker, X —XK , IREREREZER , BENMEREFFITH. NREHE
RERE E1Z1T MirrorMaker , HERIZBFEHNEHEFEMNERIE |, ze EHFATRERXEX,

- MRERANSBRPRENE , BEREFHIZIT MirrorMaker.

- XFHEALE , iRE auto.commit.enabled=false

- XNT =R, RE
« max.in.flight.requests.per.connection=1

* retries=Int.Max_Value
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+ acks=all
« max.block.ms = Long.Max_Value

- N TFRENAERFEHE !
o FZMXHENETRES#AE - HE buffer.memory, batch.size. linger.ms
- AREEFEPKX - receive.buffer.bytes, send.buffer.bytes

s ATEBRHBITFEERXR , BRRLXABHRER , LE MirrorMaker BEBEFIRR , XBERENEBRE
B E ack FHITH. WRBIEZ[H acks=all B BAR&EAFH min.insync.replicas IRERA KT 1, NI
£ MirrorMaker FRASBERLERRXEB2H , EEENEARLNZNMME LEARE,

- MRINFREZE , MAFERXRBZEN 0. HE , W TFEFHE | FEKERPEZBIEERN 1,
DBRREMLEPRIME , FATFREIAHAOHLE, IHE—X , SERXENSMLE B
BEHT—MEAERIE, B8R max.blockms RIEBANRZAE , HENRGEREFXEH , W
BEAERBIE ( EFBURTHAA— 8B ) . XATLABRLEMREMEAHSS,

- NTEELE
- 1810 buffer.memory,
o BARHANE KD,
« B linger.ms A AFEFRMAE, XEATULAEFNER, ELNNEZFRAEUARELNE
BEfM. Z2SHRESREER,
- Y512 CPU MAFFEAER.
- NTEFEARELE
- BB MirrorMaker 32V T2/6E A 25 E — num.streams,
- EEMEEBEHSAAMZE , EEEMITEN 2R MirrorMaker # 2%,
- HORBIME—AITEVNMEMITEY (EBHERENA ID) LA MirrorMaker #7223,
- REEEIESNETHENEH , HEREIHA MirrorMaker 3£,
- NTEENMEE
- £/ Amazon CloudFormation MEEEZE T B , 1 Chef M Ansible,
- f£/A Amazon EFS & AR T MPTE Amazon EC2 KHIGRIFA B EL & 3
- FERAASEKRENYT BAMEE MirrorMaker K41,

- BE , M MirrorMakerP |21 , FEZNMEMASR. it , B REZSNMEARE. BE , BF
BNITEN L REFRASAIAS AL, RE , TREMIEVNUESN N XE—MEASE , HE
FASESMIENZREI S E.

s NTEEHERIMAEH , FRABBKMNEEZEHRX , ERACIINBRIAMEATERNT . EREBES
gE |, BHARMN B (num.streams) 5 MirrorMaker EEZIRE 4R B ERNET 2 XS HITE,
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MirrorMaker 2.* 94L&

« A[LAFI A Apache Kafka Connect ER AR KL,

o ALAR M HET =B 2 X,

- AINEERZEBHRSEEEE,

o XEEHENEFNUARTERENEHES,

- REFER , S BEES M EEROANERENREIRE LR,

- RHEERCAIBEARMENRERE , ARUERBEEHRIE,

s XESREENMH , UXAE—MEEES/INEHNEFR , X5HR 8 MirrorMaker 1.* #i2 %
MIEERR O RE/FEAREETE,
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1532 Amazon MSK £ 8%

Amazon MSK A LUE S Z 5 K BB B4 Amazon MSK & RIRA

- YEHINEIHE#BERSR , Amazon MSK B REBX A E#AREEIR , NTHREKLE
WEFRAE, XLEREMBRENOINRERERETEN. IEPTLEETUETERZ
TEEEZHRINHPERRCAT. Amazon MSK £ BNFXERBEA AR I MSK 244
EventBridge. Amazon Health Dashboardl B #h LA K& & Amazonlik P B 88 FHBHFBX R A . BXTFMH
FEBRNEZEER , 5 H Amazon MSK 7B EEHR.

- 5% MSK £ Apache Kafka IE#rHHHZIEX B S , #E& CloudWatch EF ., HX Apache
Kafka 4% ( ‘@¥& Amazon MSK RRIEtHIERR ) WEZE R |, 15 Apache Kafka MR 512,

o Bt ] LAE A TR IS 32 B A FEF Prometheus R 1% MSK %8, &< Prometheus (EE , ESH
Prometheus X#4H MR, E T HEMMAEER Prometheus MK ESE , 1S [Wthe section called
“Prometheus BT RIEE RS,

FH

- ATYEIEH Amazon MSK #5845 CloudWatch
- FAEEFTI# MSK B8 CloudWatch
SRR G

Prometheus W FTIRIEIE RS

Amazon MSK F#AEER

AT Amazon MSK F§#5 CloudWatch

Amazon MSK EXl G &R , CloudWatch EItLE R LAWEE, EF MO S MSK EEHY
CloudWatchig#r. RESBHRERN MSK EHEEMNEIRAFHMEES|, CloudWatchf& A LT
MSK &SRR FREN LT %32 — : DEFAULT, PER_BROKER, PER_TOPIC_PER_BROKER
PER_TOPIC_PER_PARTITION. U TFTH 5o HFMRETR T ESNERERA T RIBHNFIBEER.

(® Note
£ 3.6.0 RESRET , —% AT CloudWatch %128 Amazon MSK BB EE X, FHE
B#HEHRIGEBXLLIENR, W TEHRECEXNER, TRETRT 3.6.0 RESHRATFERNAE
I, BEJa R 2.8.2.tiered MRA<H fE FHHY B o

AT U542 #) Amazon MSK #8#% CloudWatch 202
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DEFAULT H5I#E#R%E %, Amazon EH T E H #iR 7 EfthiE4RAY CloudWatchE 1.

DEFAULT 4 5l 5 3z

TRAPHERAVIEIRE DEFAULT B TH, XEERREEN.

DEFAULT S32 4 5 o] BHV I+

AW A] LBt Dimensic iR
s
ActiveCon EEHEHHEAACTIVER EHE HEMATERE , SMNEHEREE—
trollerCount Niao E MEFIBRAE TIEBIRS
BurstBalance EEHH®AACTIVER EHE HBA-GHRENIFRKIATESH
Nigo . R HHEBS#%E, AERABEERHIER

EID ENRIER.

LB EHEMEEEY R ARG
B} , BurstBalance F4&3% EBS %
#HITHRE. BXEZEER , 5 /0

o FZRIE ML,

BytesInPerSec ERBEBE, £HE SUMNEFPREBBNFTH. IER

. ERATEMNMEMNSN TR,

R

ID., *

5
BytesOutPerSec EREEHE, KHE BURAIRTFENFTHR. LIER

. EATEMNMMEBEMNSNEH,

R

ID. £

il
ClientCon EEHEHBAACTIVER KHE ZKISHRIENEREFIRIEZER
nectionCount BB . B,

R

ID. ¥
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FRARER

=1

Connectio
nCount
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CpuloWwait

CpuSystem

CpuUser
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o, R
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SR
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EID

DU
ZYSHRIE, RETHHRIELK

RIERE B EREERE.

REEHEFEERRREMN CPU RS
¥, #REGEMARE , GANEGEAR
FMARR ; ERRRERAE , BNEA
REPHERER, MR CPURTR
AT , TReRX EHERTERH
F, B LLREEREMRIR CPU f
o Hlu |, EBRLURDE /P imiE Ky
HE , SFRERBEEHRN M5 KE

RKH,

CPU ZRBf R B & k.

B ERERR CPU Z RS REIR

Bk,

N ZEEFH CPU B L,

AFZEFH CPU B .

DEFAULT 45l

204



Amazon Managed Streaming for Apache Kafka

FRARER

=1

GlobalPar
titionCount

GlobalTop
icCount

Estimated
MaxTimelag
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ogsDiskUsed

KafkaData
LogsDiskU

sed (Cluster
Name, Broker ID

%#E )
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LogsDiskU
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Name 4% )

LeaderCount
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1. &3 Amazon Web Services Management Console &3 LA T Mt T FF Amazon MSK 2 &l
A& : https://console.aws.amazon.com/msk/home?region=us-east-1#/home/,

EREFHNERNER. X&FESSEZEFNFAEETNE.

EEMENF L, @ TR UKD EETS

R RE.

%9 Enable open monitoring with Prometheus (J& Fi Prometheus FFIRISE RS S0 EIEHE,
%42 Save changes ( REEX ) -

S A

£ A Amazon CLI

« @A update-monitoring WS HIEEH open-monitoring &M, B
IJmxExporter, NodeExporter W&, MRIEE T open-monitoring , MFEERENEAIX
NS R

5/ API

- A ZUpdateMonitoring#@&{EH #§EOpenMonitoring, BA jmxExporter, nodeExporter
HFHE. MRIEET OpenMonitoring , MFEERMNZRAXHN S HEE.

£ Amazon EC2 =4l £i%i& Prometheus £,

1. M https://prometheus.io/download/#prometheus ¥ Prometheus AR%5 85 T 5 FI#&#H Amazon EC2
=45 L,

2. FTHENXHBRERINENEZHEEZE R
3. FAUTHBRREENRN prometheus.yml BIXX#,

# file: prometheus.yml
# my global config
global:
scrape_interval: 60s
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# A scrape configuration containing exactly one endpoint to scrape:
# Here it's Prometheus itself.
scrape_configs:
# The job name is added as a label “job=<job_name>" to any timeseries scraped
from this config.
- job_name: 'prometheus'
static_configs:
# 9090 is the prometheus server port
- targets: ['localhost:9090']
- job_name: 'broker'
file_sd_configs:
- files:
- 'targets.json'

4. {FEHAZListNodesiREREVER N EY|R,

5. FALLT JSON BIZE N targets.json WX, ¥ broker_dns_1. broker_dns_2 fH
RN DNS BB N EE L — PRI ARE DNS £, BREEBEL—SHRENFAER
¥, Amazon MSK Xt JMX Exporter %0 11001 , X} Node Exporter £ %O 11002,

[
{

"labels": {
"job": "jmx"

},

"targets": [
"broker_dns_1:11001",
"broker_dns_2:11001",
"broker_dns_N:11001"

]

.
{

"labels": {
"job": "node"

.

"targets": [

"broker _dns_1:11002",
"broker_dns_2:11002",
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"broker_dns_N:11002"
]
}
]

6. EEHEH Amazon EC2 E4_EEzh Prometheus BREES |, IEELEMIELS Prometheus XHEH1RF
T prometheus.yml ] targets.json B XRHPEITUTH S

./prometheus

7. BHRIEEL—FSPEHFIZEIT Prometheus B Amazon EC2 SEfHIH IPv4 AF IP thsit, BELT
SERAFEFHALANE IP i,

8. ZEif[A] Prometheus Web Ul , i&EITFF A5 EIER Amazon EC2 SEHIRIN KRS | AREE
Prometheus-Instance-Public-IP:9090 , E#HHy Prometheus-Instance-Public-IP
—=EBELE—SHIREBHALE IP i,

Prometheus 3§%r

B Apache Kafka &Ki%4 JMX BT B ERE AIEY Prometheus M FFIRIE IR R4

7], B Apache Kafka IEFRHIE R , 1§57 Apache Kafka X SIE, BRT

Apache Kafka 18455\ |, ERSREREMRE AT LATEI® O 11001 LA JMX MBean & #i
kafka.consumer.group:type=ConsumerlLagMetrics 3R8. &t LAEH Prometheus Node
Exporter SRIREMEE w0 11002 B9 CPU B 1EHR.

¥ Prometheus E#R1Z4%1E Amazon Managed Service for Prometheus

Amazon Managed Service for Prometheus & —I 5 Prometheus AN G ZEMERKRS , TATE
2 Amazon MSK &8, XR—UMTLEENRS , Bz RSN RE., 7. ZRNER, XM
FRSIEER T Amazon £ RS , ILEAIREZ £ 7R HE. EAUFERIR ProMQL ERES
RERERH K LER,

BEXEZEER , B EFHRER Amazon Managed Service Managed Service Prometheus.

Amazon MSK B E 21k

£ Amazon MSK FREL EfE L , TUERERNEIFHETE. NRER THEESHHREN
FHRAE  THRAXBWELERNEALENED , NTTERRKN S BHEH. Amazon MSK

Prometheus 45 291
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T %A RIEE
89 CloudWatchiE#R A B BB EHNEFREE, BER A TETERUNBREFHERER
& , Amazon MSK 2 BZI QB R EFBERFHREER. FREAEEHRPITSHXRIVEHMN K

BREEEHTFHREBENEW, & Amazon MSK #ZHI & , RJLASE A Bk H Ay HRIR 68 52 7 B REVZ L
YR,

MSK FRBREEHRBEMMRE | THEHRMILER,

« F3 (RERF ) FRFEERSCRELIZSERHIRTFENFMAZE, 3 MSK £EHPHNRERE

A7 60% =X 80% A LWHAFHAEN , LRI EXZHEAEN EHER.

« IMSK &EHTN—MMEMEFHETEATHN , M ("FEXDXEBEF ) FHRESEERERE
KEFNRIEE , BET-ENERHRAZ,

Amazon MSK £ B3l fFiX 23R & 1X BT &% MSK #2#| 4. Healt Amazonh Das hboard

EventBridge. Amazon LA &Amazonltk B9 88 FHRHFER R A . Rt AT LA EventBridgel L 5 # L iE 7
[ Slack 5 New Relic # Datadog % T E XXX L&,

FiE MSK MELBEEHRINSRAEEAEER , MALXEXA. FERMHE MSK VX9 iFittIhae,
53 Amazon MSK Z R EE1R

BRLMBESA T NEEFREAEER !

 BIfE Amazon MSK 2% &, FRABBRNEEFERERPET 0 X, BERTIEHREET
1 = B (R E Y I B R IR AE

« {FMAListClusters. ListClustersV2 & DescribeClusterV2 APl & fCustomerActionStatus&H
FREER., DescribeCluster

« BI{¥ Amazon Health Dashboard & B MSK fE# Amazon FRZHE R,

* ®E AmazonHealth API #l Amazon , FFE&RBE A B EventBridgeZIZE=5F & , a0 Datadog
Sl NewRelic ack,

1542 Amazon MSK B2 &R
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¥ Amazon MSK & LinkedIn #95& A F Apache Kafka B
Cruise Control &4 £

O] LAEF Linkedln B9 Cruise Control SRE#1F# Amazon MSK &8 , RNMEERE A HLiE&EH
HRBSFZEITRR .

T & FH#% Cruise Control

1. 7£5 Amazon MSK £& R/ Amazon VPC 6|2 Amazon EC2 34,

2. ELE—SH6|IEM Amazon EC2 34| £ %% Prometheus., I FFAE IP Mliw 0., ERiAwO
57 9090, BXWMAIEE Prometheus AR SEEHIEIRNEELR , i5SH the section called
“Prometheus HIFFRISIER S,

3. 1£ Amazon EC2 3£l £ & Cruise Control, ( & , MIREBEE | B LR Cruise Control
R EIMA Amazon EC2 3241, ) T EE Apache Kafka M7 2.4.* VR | BEEARIN
2.4.* Cruise Control XA, MR EEM Apache Kafka RAEF 2.4.% | iEFEHARKHH 2.0.* Cruise
Control M4,

4. fRIE4E Cruise Control X , AR IIBESR B XX,
5. BTUTHTURE Git :

sudo yum -y install git

6. EITUTHSLUNBILAMIEM#E, ¥ Your-Cruise-Control-Folder B X5l 344K
( ##E48 Cruise Control TE X HBTIRERI SR ) B FR,

git init && git add . && git commit -m "Init local repo." && git tag -a Your-
Cruise-Control-Folder -m "Init local version."

7. BITAT@TUREFWERRE,

./gradlew jar copyDependantLibs

Bt & Fi= 1T Cruise Control

1. X config/cruisecontrol.properties XHHITUTEH . FHl5|5RSEZH Apache
ZooKeeeper EEFHREMRNEFNE. ERNEFNXLEFHE  BUUERFEFEESE
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BEMER, BFE , WLAER GetBootstrapBrokers 1 DescribeCluster APl I ESREZE M CLI
(=

# If using TLS encryption, use 9094; use 9092 if using plaintext
bootstrap.servers=b-1.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com:9094,b-2.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com:9094,b-3.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com: 9094
zookeeper.connect=z-1.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com:2181,z-2.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com:2181,z-3.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com:2181

# SSL properties, needed if cluster is using TLS encryption
security.protocol=SSL
ssl.truststore.location=/home/ec2-user/kafka.client.truststore. jks

# Use the Prometheus Metric Sampler
metric.sampler.class=com.linkedin.kafka.cruisecontrol.monitor.sampling.prometheus.Promethet

# Prometheus Metric Sampler specific configuration
prometheus.server.endpoint=1.2.3.4:9090 # Replace with your Prometheus IP and port

# Change the capacity config file and specify its path; details below
capacity.config.file=config/capacityCores.json

2. Y%% config/capacityCores.json X#HEIEEEWNBE X/, CPU & OFM &5 A/H H
BR#, #AILAERA DescribeCluster APl B4 ( HEER CLI #1E ) RIREWEEE K/, Hx CPU
RO &5 A5 BRI | 1§28 Amazon EC2 SEfIZRE,,

{
"brokerCapacities": [
{
"brokerId": "-1",
"capacity": {
"DISK": "10000",
"CPU": {
"num.cores": "2"
},
"NW_IN": "5000000",
"NW_OUT": "5000000"
1,
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https://docs.amazonaws.cn/msk/1.0/apireference/clusters-clusterarn.html#DescribeCluster
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"doc": "This is the default capacity. Capacity unit used for disk is in MB,
cpu is in number of cores, network throughput is in KB."

}

}

BRI LLEE L% Cruise Control Ul, INETEL , 1% 2 Setting Up Cruise Control Frontend,

4. BITLAT @S LU 3N Cruise Control, ZRMEAELE screen = tmux B T ERREFKFEIZTH
2FFFFBURS.

<path-to-your-kafka-installation>/bin/kafka-cruise-control-start.sh config/
cruisecontrol.properties 9091

5. {£M Cruise Control API =% Ul 3k¥8{& Cruise Control B EHMBHKIEAIRHEH FHEN. 3K
BEMMNEBHREOTREEE/ Lo fatE,
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Amazon MSK PE#

Amazon MSK FR&n

- BMNKFRZAE 0 ME , BMNERKEZTE 30 ME, BEERESRH , 511 Amazon #
A ZEPOHUEIFRA,

- SMENREEFE®ZEN 1GIB,

- SMENSESEFMZEN 16384GiB,

- HEEALERBER , £/ the section called “IAM 5 R)#2 4] WEBRSMERZ U

B 3000 ™ TCP iE#:, ERSULRE , WAL Kafka AlterConfig API Skafka-
configs.shTEi@ESlistener.name.client_iam_public.max.connectionsit&EE

#, listener.name.client_iam.max.connectionsBEBEIEZEMNE , FE—BHEMNIESH

EHRATESHETTA,

« Xt TCP EEMRS, BAEERERRERE , MSK ATFSH 100 MNERE., REAEZEERRRENRK
BRI R R T BB A RIRe.

BAEEEAMNMWER , JEZFRIRE reconnect.backoff.ms BLES K, #Hlw , MRE
HEEZPIHE 1 DY EEIRER |, B reconnect.backoff.ms i8&EHN 10000 BEXEZEE
B Z[# Apache Kafka X H# reconnect.backoff.ms,

- BONKPFEERS 100 MEE. EERERFAE , FEE Amazon 2H EXFROHLEZIFE
Blo

- FMEERZ 50 TMRA

- EFEHMEEDN MSK £FH Apache Kafka IiZ , FE EBARSMNMEN 2 XBUK T the section
called “ HEEFHH A/ : BMENS XEHE" PAHRAYRF,

MSK £ 25 BRER

- BNMNKFE&Z 15 MSK EFI85.

« MSK Replicator &% ReeizEFIMFEH 750 NE8, REFEEEFEZETH , RMNBWERM
#12 — 4 Replicator, MR EEEHEF/ Replicator 2B 750 M EBMW 3F | B HIFAmazonis
#l& Support Center FAIE =M, BALAERA “TopicCount” IEMR KR EEEFIN ETHE,

« BN MSK EFIEENBRAAODFTHENEY 1GB, EFEREBRE , H7IE Amazon BF & i
DHBEZHRH,
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« MSK Replicator id R K/M-FRAIEFK/NA 1MB ( message.max.bytes ) » EiEFRIZESRE , TaiE
Amazon 12H| & X FHOH IR IFR,

MSK Serverless PR

(® Note
MREBERFRF S EHERMEMMEE |, F0IEZFRHIELE Amazon Support Bk R,

BRIFESAUEH , BNRHBRSIEFITE.

HE PRER PREUEM L R

RARAOFHE 200MBps BOR |, E B R R R A B
[=]

RAHEOFHE 400MBps ROE |, W8 R AR AT R AR Y
[=]

REREH TR TEA

RAE P imE L 3000 EREX

RAREEZHRE &% 100 BERER M

RAHE KD 8 MB EREM , HER ErrorCode

: IN VALID_REQUEST

RAFERER #% 15000 IR | e R AP iR R A R At
IE]

FEEE APl RRFRER g¥ 24 IR | e R P iR AT R A R At
[E]

BRFERHRARIKF T 55MB FEREXM , F#ER ErrorCode

: IN VALID_REQUEST

BRAXEAZRARK 500 JoinGroup &R kK

ToARSS B EE BFHY PR AN 227
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FRARER

“E
BRRDXEH (HSE )

7 X 632 MM BRAY & KRR

BN ENHZRAAOEHLE

BN ENEAHOFHTE

BRRDXKRD (ER/ER )

BN ERSHREHNRAES

im VPC # &

BNKPNRATRS BRER
HE

BNKF R A MSK EHI87 8

2

BRER

FEEFHEBN 2400, EHEER
N 120, EERRIFBE , &

B Amazon 2§l & X FH O
HUBZFRH,

250 (5 %4 )

5Mbps

10Mbps

250GB

10. EERRIFBE , Haik
Amazon 12§15 X0 )
BXEFERM

15 NEHl2F

REUEME R

BHREM , F#ER ErrorCode
- IN VALID _REQUEST

BEREAM , H#E R ErrorCode
HAHE EEH 28

BUIE | R R TR R Y
IE]
BIE | e A R T R AR
[E]

B3R KM , #ER ErrorCode
H:AFHE FH 2B

RS BB RE
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FRARER

“%E

B MSK EHIBRMER R
RAREEHK

B MSK EHIBENHRAALE
&

MSK Replicator 12 3x K/

MSK Connect FR&T

S 100 N EE X E#H
10AI¢&FEEO

I
W o

0

E}y MSK Connect FRES MR |

BRER

MSK Replicator % R&E#%
BEF IR E %l 750 N EB,
MREBEEESHESZEHA ,
BB E RO E -
Replicator, MIREBEERN=Z
A Replicator 281 750
MNEBNEZE , BBIEAmMa
zoniZ#l A Support Center 3
BIBRZHFRG, EALEA
“TopicCount” IE#R SR IEEE
FHEBHE,

B MSK E#I3ZE# 1GB,
EERRAFE , FaE
Amazon 2 H| & ZFHO0H
BXEHERH,

BRRIBFRKRDA 1MB (E
E.max.bytes ) o EERES
PREA , i AIE Amazon #B#l &
SEFPOLHEZIFRG,

60 MEET/ELRE., NMRGEERTENEFHIT HERE
BRAHE ,?JE;E MSK Connect AT it &K IRENEZ,
- BNEESEEZ 100N TITHEER.

REUEME R

&

FEBRFIEEEENIERER

E Amazon 12| & XU H B2 M.

MSK Connect BR#1
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Amazon MSK &R

RFELTXAIA , BIRE—FAE Amazon MSK FERME L. £ APl L TXH , BIER—FMAE
HEARRENEE, BXxXERFEURTEHE LRAANRENTIR | 5 (Amazon MSK API
Reference) HHJ Resources, #E the section called “IAM T E)#2&]” E XA |, BB AU R IFHIEL
B RYSE4K | 30 the section called “&iR” N PRE Lo
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MSK £ 5%

AITRMAEXE Amazon MSK £ H Amazon THEERN S,
FI;

« EAT Amazon MSK By Amazon Athena & 1288

« Amazon Redshift i #3EEE

» Kinesis Data Firehose

E AT Amazon MSK Y Amazon Athena E 225

&R T Amazon MSK B Amazon Athena iE#285 , Amazon Athena BE Xt Apace Kaftka EFIE1T
SQL &ifl, FRALLEREERTE Athena RULKRIF X EF Apache Katka £ , UITHERNEFEE.

EXREZEE |, H5H (Amazon Athena AF#ER) FH Amazon Athena MSK i£E$£25,

Amazon Redshift ki FEE

Amazon Redshift Z#k B Amazon MSK B &R #El. Amazon Redshift EREBEIEELMEER. &
EEM A REARBIEM Amazon MSK H]EHLE| Amazon Redshift R&{LE ., BFFEETE Amazon
S3 FEFHIE , Amazon Redshift BELLE R IR M E R T KA REUREIE. BOLUEA SQL iE
A)7E Amazon Redshift &8 Ll Amazon Redshift &AL , LAX Amazon MSK £ B 1T & 3 KA
MiEE,

BEXEZEELR , 55H (Amazon Redshift iIEEF XA GEmE) ':':'Eﬁ%ulbﬁﬂyo

Kinesis Data Firehose

Amazon MSK 5 Kinesis Data Firehose 55X , ARt —fh LRSS e, TRBHNBRFE , AR
Apache Kafka EE8#1£ %A 2] Amazon S3 ##E#, Kinesis Data Firehose  —TURNIZEL, #i#, M
( ETL ) BRSS , ATM Amazon MSK Kafka R ISREVEIE , MATHER ( flanEkiRAN Parquet ) |, H¥F
BIEREHEA Amazon S3, RAFEEH A LLEBX , B A LR E Kinesis Data Firehose 3t , 2
EM Kafka EBHEEABRHLIEE SIUE, TERERE , EEEERNARRF  OEEMER
JR. Kinesis Data Firehose 2R & 1 %l Kafka TEMNHEE BT % , MBAEBRFE M Kafka FRE
713 5%,
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BXRUEDENESER , BSANUATRA.

« {Amazon Kinesis Data Firehose Developer Guide) H#J Writing to Kinesis Data Firehose Using
Amazon MSK - Amazon Kinesis Data Firehose,

- 8% : Amazon MSK Introduces Managed Data Delivery from Apache Kafka to Your Data Lake

« XWE : Delivery to Amazon S3 using Kinesis Data Firehose
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Apache Kafka hxZ<

f2 Amazon MSK £#t , B LUEEEREEFEAMA Apache Kafka W2, BEATUAERNBEEEHF
# Apache Kafka R4, AREHHEFTOIHBIIE T #F Kafka MRS X509 5 8] R A S AEZRE DL

F&

- XM Apache Kafka hR4s

o 5 MSK MR A #

X #%#9 Apache Kafka kA<

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) x# L~ Apache Kafka 1 Amazon
MSK kx4, Apache Kafka #t XZERA KB B2 ENEREKRY 12 MANXZE. BXEZHFAE
B | i5& & Apache Kafka EOL ( £ AL IL ) B,

T 1M Kafka fRAs

Kafka hiRZ< MSK & % B & XL IERH
1.1.1 - 2024-06-05
2.1.0 - 2024-06-05
2.2.1 2019-07-31 2024-06-08
2.3.1 2019-12-19 2024-06-08
2.4.1 2020-04-02 2024-06-08
2.4.1.1 2020-09-09 2024-06-08
2.5.1 2020-09-30 2024-06-08
2.6.0 2020-10-21 =

2.6.1 2021-01-19 -

2.6.2 2021-04-29 =

F#H Apache Kafka fR A
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XEFLIE B

Z L S # MSK A X FFBUK.

Apache Kafka ixZ< 3.6.0 ( TFE~MEN T EFMH )

B X Apache Kafka M7 3.6.0 ( TBFEFREN D EFME ) WEE , SR Apache Kafka TE M4
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Amazon MSK 7 EFZ M hRA 2.8.2. tiered

AR AS 2 Apache Kafka M2 2.8.2 B9{X PR Amazon MSK IxZs , 5FF R Apache Kafka B F w3 &

2.8.2.tiered IRATE D EIFHIIEE , 1?&)3“'55 KIP-405 for Apache Kafka R/ AH APl % &, BX
Amazon MSK 2 ERF#EEMNEZER , BSH 2 BEFH#.

Apache Kafka lxZ< 2.5.1

Apache Kafka MR7s 2.5.1 B EZMEIRIEENMFNEE , BIEE T Ap ZooKeeper ache MIEEE F ik
fEHIINER, Amazon MSK 12T TLS ZooKeeper LT & , A LAUEE DescribeCluster REE#IX

Ll ==

LELIRT Ko

Z DescribeClusterifERY 5l tH @¥EZookeeperConnectStringTlsT A , T RFHT TLS
zookeeper % 2.

T REIETRT DescribeCluster BEMIER ZookeeperConnectStringTls T &

"ZookeeperConnectStringTls": "z-3.awskafkatutorialc.abcdl123.c3.kafka.us-
east-1.amazonaws.com:2182,z-2.awskafkatutorialc.abcd123.c3.kafka.us-
east-1.amazonaws.com:2182,z-1.awskafkatutorialc.abcd123.c3.kafka.us-
east-1.amazonaws.com:2182"

BXR TLS MEBA T Zookeeper MIER , 1S 1£ Apache FEA TLS £ ZooKeeper,

Bk Apache Kafka k74 2.5.1 WEZ{EE , 125 Apache Kafka TEH M4 L# Release Notes,

Amazon MSK iR E A 2.4.1.1

AR A2 Apache Kafka iRZx 2.4.1 B91XBR Amazon MSK RSB IRIE E IR, I IRIEERAE

2 KAFKA-9752 N ERRF , TR — MO HIINEE , 2SBEARETHENR FEHHRE
PreparingRebalance IR7, MR AFIMEZEIT Apache Kafka iR 2.3.1 # 2.4.1 BEEE, LERA
DELXFMENEERRF , TA T Apache Kafka fxZx 2.5.0,

(® Note

IBITARAS 2.4.1.1 19 Amazon MSK &8 53 % Apache Kafka {2 2.4.1 B94E{7 Apache Kafka
BEFmRER-
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MREEENRMEA Apache Kafka 2.4.1 , BUUEXIFEY Amazon MSK &8 A MSK fHiRIEE R
2.4.1.1, BAILUFIZ1T Apache Kafka fRZAR 2.4.1 IMBEEHEHRANLRA , UMAREBERF, BX
HEMBEFHNES , BHSH EH Apache Kafka 7R,

EETHEREARE 2411 REANER TRRLFR | ES6H X Amazon MSK S8 # T RIEHEE 1§
B FEHASRE % PreparingRebalance A 242

Apache Kafka x4~ 2.4.1 ( 2 2.4.1.1 iR )

(® Note

BT EBFE A Apache Kafka iR 7 2.4.1 R FTH MSK &8, MR , BRI L Amazon MSK
BIRIEERZ 2.4.1.1 BE3RA Apache Kafka lk7A 2.4.1 WEFIREEFEMA. MA , MREZL
B EA Apache Kafka iRZx 2.4.1 B9 MSK &8 , BUUENHEFH N EA Apache Kafka 7
2411,

KIP-392 2 Apache Kafka 2.4.1 liRP BEHEE Kafka Bz —. LIS A FEH
BMNRIENEI AR, EFEALTE  BREAKELET client. rack RENEAZRA

AXH ID, JAK ID BWEA -/l F2 usel-azl, Amazon MSK £¥F broker.rack
REBNREBAUAKX ID, BIELTFF replica.selector.class BREBMHIRENRN
org.apache.kafka.common.replica.RackAwareReplicaSelector , iX= Apache Kafka &

HEY rack BLEIMY—FhKIM A K,

LI bR ANHY Apache Kafka BY , PER_TOPIC_PER_BROKER ¥ # R 5 PSRN EHEBEE RE
RNIEEBEEFTLETR. BXEFABHEZELR |, FSH the section called “PER_TOPIC_PER_BROKER £

BB,

BXmAERTARKX IDWEER , 25 (Amazon Resource Access Manager FiF18R) HY AZ
IDs for Your Resource,

ARREEERMNER  FSHEE.

BFx KIP-392 WEZEE , 51 Confluence WEH Y 21 6 AN RIEH BI A2 EL,

B>k Apache Kafka k74~ 2.4.1 WEZ{EE. , 125 Apache Kafka T & M4 LB RS 1% BA
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I 5 MSK AR %

AREBNBHL DS #H MSK IRAZIFBEMIREEH Apache Kafka i, MREBEFHK Kafka R4
BB MRS F R S A SEER L IR Y A SR BR

W Shi#h MSK MR A X 3F R

AT AL D MSK IFH Kafka MAS K XIFBUR

- A Kafka RAIIZXEF , BEEHKLSHAH, BXLLIFEHNEMAER , BSRAZEN
Apache Kafka WA, EX#FLIE BECH , FIEHN MSK EE AR BN HEN Katka lRANEE & My
Ko, BXE#H Apache Kafka liRAHFHER , BZH. E# Apache Kafka IiRAFEL L IFHEZ
EfEA Kafka RRAK LR S B A REIHER Katka BRA,

« MSK RZEFF LN A Kafka lxds BB A% X154 1L B ARV 0l @ SR B RY S235

E#T Apache Kafka iR

BT LI AN MSK E£EB T N RHRAR Apache Kafka, BT R FECEHNRIBRAE, EEH
MSK £8#) Apache Kafka MxZABt , EERELENZ P HREMG |, SUARERE AR FEERERNT
Apache Kafka lR A BIZhEE. Amazon MSK (X E#FHREGEREHHF. TSTFRLEHMENEF iR

BEXRNAEEHPECEEHSEAMNEELR |, 5 /the section called “HE S E o] AR EEE,

/A Important

X FHH the section called “ THEBEEHN A/ : BMEN S XEE” FRFHRRGIH MSK £
B | 18T EFH Apache Kafka RRZR,

£/ Amazon Web Services Management Console ¥ %7 Apache Kafka iR4x

1. 7E https://console.amazonaws.cn/msk/ T 7 Amazon MSK 2% &
2. EBEFH Apache Kafka MxZAH) MSK £ &,
3. EEM&EIF L , £ Apache Kafka MRASEE 4 kR F 4K,
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£ Amazon CLI 37 Apache Kafka k7

1. BITHUT®E , ClusterArnBiR N BE IR EBFETIRBH Amazon HIRE M (ARN), MRER
BiZEHN ARN , AIABE S| HAEEHXKKEITE, EXREZEE |, BHSH the section called “%l
HER,

aws kafka get-compatible-kafka-versions --cluster-arn ClusterArn

tear T B B RS A LU SR B E R BIAY Apache Kafka lRAHY Bk, HABRELLT AT RHAI,

"CompatibleKafkaVersions": [

{
"SourceVersion": "2.2.1",
"TargetVersions": [
"2.3.1",
"2.4.1",
"2.4.1.1",
"2.5.1"

}

2. BITUT@H , ClusterArnBR N EECIEEFHIREMN Amazon BIFE T (ARN), HWREE
BZEHW ARN | AIABE Y HFEEHXKKEIT, EXREZEE , SR the section called “%l
HER,

& Current-Cluster-Version B AEBMNHRRA, A TargetVersionfRAILM E—
ANER T R F PR E AT B AR AR

/A Important

EHBRATEEMENER, EEREFHWHBIRA , B ADescribeClusteri®4E=f desc
ribe- Amazon CLI cluster &85, REIRAZ KTVPDKIKXODER,

aws kafka update-cluster-kafka-version --cluster-arn ClusterArn --current-
version Current-Cluster-Version --target-kafka-version TargetVersion
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L—Aar A AT JSON i Ro

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/

abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

3. E3RBupdate-cluster-kafka-versionBEER , BEETUTEH
T, ClusterOperationArnBR N E T H HFIRBH ARN, update-cluster-kafka-
version

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation S HI% H LT JSON REIFTFR,

"ClusterOperationInfo": {

"ClientRequestId": "62cd41d2-1206-4ebf-85a8-dbb2badfe259",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab0l1-2",

"CreationTime": "2021-03-11T20:34:59.648000+00:00",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_IN_PROGRESS",

"OperationSteps": [

{
"StepInfo": {
"StepStatus": "IN_PROGRESS"
},
"StepName": "INITIALIZE_UPDATE"
},
{

"StepInfo": {
"StepStatus": "PENDING"

},
"StepName": "UPDATE_APACHE_KAFKA_BINARIES"

E# Apache Kafka x4s

239



Amazon Managed Streaming for Apache Kafka FERARER

},
{
"StepInfo": {
"StepStatus": "PENDING"
},
"StepName": "FINALIZE_UPDATE"
}

15
"OperationType": "UPDATE_CLUSTER_KAFKA_VERSION",
"SourceClusterInfo": {

"KafkaVersion": "2.4.1"

1,
"TargetClusterInfo": {
"KafkaVersion": "2.6.1"

}

W OperationState BN UPDATE_IN_PROGRESS , H&#&F—RutE , AEBXE

17 describe-cluster-operation @if. BETM/G , OperationState WEZN
UPDATE_COMPLETE, HF Amazon MSK EHRREFMEMRRIEZTHE , EARZFEREREE
BIRET K

/A API B3 Apache Kafka kx4~

1. @A ZGetCompatibleKafkaVersionsig#E LUIREUE ] UG SR B B #TEIRY Apache Kafka MRAR%I &,
2. A iZUpdateClusterKafkaVersion# EfF &£ B B #TEIFRA M Apache Kafka A2 —,

A FH R 0 Bt SRR

N THRE Kafka IREAARSBEPRITHRIEFHRNEF A IRELEMY , FEATHEAREFTEF RN
Bt E# Apache Kafka £ :

« 2N TRAAREE , FEFEER T (RF) REN&ME , F=TRAXEHNK/NMEREZIN. RF
ER2 S BIEEAMAR BB B2 X

- FRLEIANETR/NME (MiniSR) RENZAE , RF - LUARDXEIAETURBR - NEIRELR
EFTFR,

AR FH R Y R SRR 240
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- BEFPHEENEASIMMEBEEFTHR, IRFHEBIIZIFEFE /IO WBERE , WEEF KN
EEFHEHNIESMTMEAUHRITHEEZES, EXNARRSMENEEZEFZHENER , H5H
IREX Amazon MSK £85I SEFRE,

- EBREASZE , BREENEFIARNERAHERASLES ST, XEATUBREFHSHNE
BRARERE.

« £/ 3.xx RAH Kafka BRI ATee EBF A TERIAE : M. acks=all
enable.idempotence=true acks=all5Z BN BIAMETRRacks=1 , EBEBRFER L IR
HHEHINEFTERKBHIANVTM A4, B# , B iA{Eenable.idempotenceZ 2 Fiffalse, &
@enable.idempotence=true NRAEATRELINESHEN TREM, XEFRHEU N HIEERK
RiE , TRESEEEHESEERASI AL EFMAER,

- BIEFTHY MSK &£88Y , BFEAEEN Kafka xR, ERAHEFN Kafka MRA AT SALERZ 28 T R TR
Kafka 1 MSK Ih&E,
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X Amazon MSK SE&# 1T EHE

LT ERTWHEBEHEE Amazon MSK £ TEEFEEMN R, Bt o LU BB & E Amazon Web
Services re:Post,

FH

- [EARAEFHTE PreparingRebalance RS

« [@ Amazon CloudWatch HE&IENRE HER iR

- TERiIAZE£4

« £ 5 R~FTE CREATING RES

o EFIRSM CREATING & FAILED

o EFRAN ACTIVE , BERBLEREEE  EFASTEEREE
« Amazon CLI &R 5l Amazon MSK

s FXBHKEEFRED

- BiEZRTE

« HETE

« #l 5 A3R1E NotLeaderForPartitionException

- EFFHNSX (URP) KTE

- EFPERN __amazon_msk_canary #l __amazon_msk_canary_state By E &
« FPXEHEM

o TEHRETFB ARG RNRMES

o F3EM Amazon WERIGRIEEE : WM& EE

s BOHRIERM  EERBETZ

« MSK Serverless : SE&BIE &K

F 2541 <% 1E PreparingRebalance A%

MR-ANFZMEABRAFRHFE —NKANBEERS , WRRE AEE=R Apache Kafka [
KAFKA-9752 | iIX & %0 Apache Kafka hR4s 2.3.1 1 2.4.1,

EFORIER | B ERARE Amazon MSK iR IEEMA 2.4.1.1 , EF S5 thE B/ &
SERF. AXFUEERENZ Amazon MSK #iRIEERA 2.4.1.1 WER , 1§51 E# Apache
Kafka hixZ~,

fFFSR4A T PreparingRebalance A7 242
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ERERARE Amazon MSK FHIRIEEMRA 2.4.1.1 WER THRLEEEN G AR , REEER &
SRR NI B Katka B/ , & R AERE FMENERARANBDEARET R

SKILFR S AR 7Y

BEEFFIRPRIBSKADIL , FBIITUTERE

1. ¥ Kafka £ FAZ5BEM group.instance.id BHIRE N WiRBIA P FEARNEBSZRTER,
2. BREENHMZHACEFTACEHABRSERER,
3. NERPBIEMN Kafka FHE,

NMRFEFREETHNXEBNRENATEASRETIRMAERARAEN FPHNER TRENFE
BiE, MEABRSKANMNESERR. Sl , IRENFEASRNARFANRE 5 284FTA , &
EENNSEERN 4 28, MARERIAG 10 ¥,

(@ Note
EABSKAMURASBREETRBEL ATEME, BMEEABRSKANK , BNHATEEERLR
Ao

ERMEARETR
TEEHARET R, BRTUTERE

1. M kafka-consumer-groups.sh eaiRBIA DA
2. £ RebootBrokerAP| BREE /3 21 FERE T B HNW B A D AR,

B Amazon CloudWatch B EEERE A ErTH4E

YIRZ R EBIRE N B Amazon Logs £IERE CloudWatch BER |, ATRELBEIFHNHIANE R 2

o

MREEH InvalidInput.LengthOfCloudWatchResourcePolicylLimitExceeded & , HE
iR, BEAL /aws/vendedlogs/ FAMBEH, BXEZELR , HSHEAMNEL Amazon Web
Services # 1T H&E1E %,
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MREBE|FInvalidInput.Number0fCloudWatchResourcePoliciesLimitExceeded® , i
TR IETK F HEYE A Ama CloudWatch zon Logs B |, HEEF ML T JSON,

{"Sid":"AwWSLogDeliveryWrite", "Effect":"Allow", "Principal":
{"Service":"delivery.logs.amazonaws.com"}, "Action":
["logs:CreateLogStream", "logs:PutLogEvents"], "Resource":["*"]}

MREZEHF LR JSON M MEIMERKEF , BREERRETEERBEFMERBAGAKE , B
¥ JSON Kt hnF 4889 2 — 4 Amazon L CloudWatch ogs K&, & JSON KHiNBIIEXKKE , HE
REFRIE B EEBIREN Amazon Logs, CloudWatch

TERNZEA

MREZHEER  ARIEREREERUNZEEA , WRRRNEEANERE VPC, BAE
ERPBEOERTHAL VPC ENZLENNR , RAEER. BXAFIRBRFNRERG , ESH
Amazon EC2 : A REESFAERFH AT EEERE VPC XERM EC2 24,

E£8 T RF7 CREATING IRE

Br , KHCBARFTERE 30 78, HFF 30 2% , REBIREEFIRES,

EFRAM CREATING &R FAILED

BHEABRNEER,

EFIRAS N ACTIVE , BERSTERERIE , & FEHASRLTEER
Bz

o MRBREHOIEBRIY (EEBHRSH ACTIVE) , BREELERZREIE | EHRERSINERHEEN

ARFEENIFRER, BXEZEELR |, 5 fthe section called “F% 3 : SlEEFiHiITEN RIS
[E28

- MREWEFSNEASERARER , ENERNERMNEABERNE , RERATER
KAFKA-7697 , X &% Apache Kafka 2.1.0 lRAS , HAJBES B — MRS MEBEA LR, BHER
E#HF Apache Kafka 2.2.1 , ZMRAFZREIREE, EXMAIBHNELR , BSHAIE.
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Amazon CLI F3E1R 5] Amazon MSK

WREELRE Amazon CLI , BRIZEBF L EIRH Amazon MSK 5% , B Amazon CLI AR BIEGH
WA, BRUMAIFA LR Amazon CLI BiFRER |, i5S 0 Z% Amazon Command Line Interface, BX
WA A Amazon CLI 1T Amazon MSK ss SHIE R |, F5 T/EA K.

7 XRH KB ARRE L

S,

¥

LA R B R ENER. FZS[Fthe section called “BiEZZE[E T 27

[

R & ZE A T 2

BHSRAUTEXEIBRZ 2 A M RESSER ; the section called “¥4 #5544 Z8 [8]” Mthe section called “E%&
BIRERREBSE,

KT 2

MRELZI MemoryUsed FEFRAEH MemoryFree XK , XH T EWREFEMB, Apache Kafka HY
RUNRRESFARNT , HUKEFXNEERIT.

#l Fr A3K18 NotLeaderForPartitionException

XAEFRIE4EEIR, FEKEW retries BBESHEENS TEYIENE,

EHFHTX (URP) KFE

UnderReplicatedPartitions EMRERENEEEIR,. HIEFEEITHW MSK &8+ , ILIEVFWE
N0, MRERFE , XATRERHAUATENRRERH,

- 1R UnderReplicatedPartitions 2{E , RABEAIGEE TZEFN K PEETREE , TELE
EAFEERE, BSRARESRE,

« R UnderReplicatedPartitions & KT 0 ( BREEREREHE ) , MEAREETHR
iE TBRFIME ACL , iZ ACL REIRERFEFHENR. EEHITX , X5 @KERT READ H
DESCRIBE FEMNE, BRIANBERT , FFE READ X —i2#%F DESCRIBE fXfR. HX1i&E ACL
HER , 1SR Apache Kafka X R RINA ACL
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£8P BER N __amazon_msk_canary F
__amazon_msk_canary_state By E &

BARESEE , MSK £EHE -1 R __amazon_msk_canary WERB , MB —NEBHEHRA
__amazon_msk_canary_state, X2 Amazon MSK &I 3 H T &&= TR M2 M F5ARHY A 2P
FB, XEFTIERBR , TEKPATLAZEETR T,

7 XE KK

R I& 1 <7 CLUSTER_ACTIONS Lig&E ACL,

FTEFREF B R BRNRNER
MBLEHEREFBALBIRE , EEPATEBLEFRHAT , BRENTSRRE

1. BREFZSEMALEANAFEN P it MEFHK D, EXEFROSHIIR , HSH the
section called ‘i A5 5" MEBRRZSAMNHIERAN A FHIBEFE. BXRLZE2ARE AL HIL
HNWESER , 25 (Amazon VPC AR RIEH VPC WL L4,

2. TARER VPC W4 ACL I ATEHN A AT EE IP it IEFH RO, SRLETE , MK ACL
TR, XEWREEMAEEA G HEHAN, FHERANF  AFRERE (wOEE
0-65535 ) ZIXEIEM IP thit, BXEZELR , HS (Amazon VPC AFIERE) IR INFIHI

3. WMREFEANRLARFRSISKREFZFREKRIGRERE. B TARBENERN MSK £EEFEHRINT
BNEISREFRHE , —MNATLAHRTER , 5—NATFM Amazon UEBiFE. BEXEZEE | &
2 the section called “ffE F| Amazon Web Services Management Console 3REL 5| S K18,

Fo3EM Amazon REBIFRIEEERE | M 4K [A) &
B Apache Kafka SIARET LS MSK ERRINEE | TLUERTUTEENR,

1. fEMthe section called “SRENS| SAVE RN B 5L 2 —RIG| SR Bt

2. EUTWSH , & bootstrap-broker BRNEE L —SHREBNENME bt WRGER
RENFER TLS BMHWIE , W port-number E#th 9094, MREFHFFER TLS HEHRIE ,
B port-number Bi#tH 9092, NEFIHITEHETH S

telnet bootstrap-broker port-number
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3. XNHESISKREBESETLENGS,

4. fEFHthe section called “3XHY Apache ZooKeeper &= 2" R (U (£ /5 5E IR EREE B Apache
ZooKeeper 7 SRV 41k

5. EEFIRITENEETUT®S , ¥ Apache ZooKeeper-nod e Bt NI L — S HIREBIE
A —~N Apache ZooKeeper 1 S iyttt #F 2181 BRI O 5. X FAE Apache ZooKeeper 11 =
BEENEBRE,

telnet Apache-ZooKeeper-node 2181

MRFFimitE RS 15 /K IE R Apache ZooKeeper T2 , MR RFREEERB, EXHERT ,
AILLUETA T @ kK& Apache Kafka BEF 2R IREEWH, EIREN bootstrap-brokers , AlfE
Hthe section called “JREXE| SAVE" RN AR FEZ—o & topic BBRANEHETE N

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list bootstrap-brokers --producer.config client.properties —topic topic

WMRE-ANBERY , URFBEFRREER, MRDATENZARFCIENER  BENARFR
7 8 st 8 '

MBREFIRITEN T EHERIEF Apache ZooKeeper TR, BES U T /N LURIE FEHEF i
TTENRENES.

[E— VPC ## Amazon EC2 & P im M MSK &5

MBEFIKITENES MSK £8UTRE— VPC #H , FRREH LA EEESIREFTFIRiTENE
SENRENHAENRN, BXEEBXENANNES , FSEZLENN, BxANSERNTE—
VPC A H Amazon EC2 EHIi5 R E& I R , SR FHFER,

I F AR [ VPC H Y Amazon EC2 B ik F MSK &£ &
MBREFBITENNERCTFHATEN VPC |, EEEHE U T4 -

o XFN VPC B FEEM,
« WFEELTEIRS
« XH VPC KR REEWERE,

BX VPC NEEENEER , BSHEER VPC X FiEHE,

B — VPC F# Amazon EC2 & i MSK &3 247


https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules
https://docs.amazonaws.cn/vpc/latest/peering/working-with-vpc-peering.html
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Ll
A b B P i

7112 B 50 45 Amazon VPN 3] MSK ERMNAME S | BBREBRZUTRE

« VPN EERAN UP. BXIMARE VPN EERESNEE , BSHUMAKE VPN BRER S Ak
B

- £8 VPC WEEHAXRIEBHRMERRA Virtual private gateway(vgw-xxxxxxxx) HIZits
CIDR HIE&H .,

- MSK EFHZ2A R FIwmA 2181, Wm0 9092 ( IREMERIEZIHAIRE ) MmO 9094 ( MRE
MR ES TLS MENRE ) LHRERL.

A} Amazon VPN RIBHELNHNEZES , BSHEE K VPN FEHE,

Amazon Direct Connect

MREFiwfEA Amazon Direct Connect , %5 Troubleshooting Amazon Direct Connect,

MR R ABHEEIE SRR AE |, FEHASEHAEELINERE, BEH PR, BEH
tcpdump Ml Wireshark ETEXRZHRE , HBRRREIE MSK £FH,

SHBRIERN  EEXABES

Failed authentication ... Too many connects fiRKARBEERIPES , BRR—1I=
ZN IAM BER R ERENARBHNEEEEST. ABEREBEESIESNH IAM EEER | Sa g
reconnect.backoff.ms BESH.

EFATHENMENTEZEAERRS , 55 M Amazon MSK FREl H.

MSK Serverless : SE &Il 2 5 I

MREZHBIE MSK Serverless 8 , BETHEREAK , NEAJELNAE VPC KR, B AT
ec2:CreateVpcEndpoint B , RIIZEHNEERARBTERTFELE VPC iR FR,.

BXRIMITATE Amazon MSK REFFIENZEBNRYIEK |, FSH AmazoniTEEEE : AmazonMSK
FullAccess,

IR B P 248


https://www.amazonaws.cn/premiumsupport/knowledge-center/check-vpn-tunnel-status/
https://www.amazonaws.cn/premiumsupport/knowledge-center/check-vpn-tunnel-status/
https://docs.amazonaws.cn/vpn/latest/clientvpn-admin/troubleshooting.html
https://docs.amazonaws.cn/directconnect/latest/UserGuide/Troubleshooting.html
https://kafka.apache.org/documentation/#producerconfigs_reconnect.backoff.ms
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EX{ESRER
R E BHRE A Amazon MSK B ROEERY — L H{ESREE,
RAEEHNOA)D . SMENSXEE

TREFRTEWUNEBMENSXHE ( BEASEEANBREERE ) .

RERE BUNSMENDXHE ( LEASEIRMR
BEERIA) .

kafka.t3.small 300

kafka.m5.large = kafka.m5.xlarge 1000

kafka.m5.2xlarge 2000

kafka.m5.4xlarge ., kafka.m5. 4000

8xlarge . kafka.m5.
12xlarge . kafka.m5.16xlarge =%
kafka.m5.24xlarge

kafka.m7g.large = katka.m7g 1000
.xlarge

kafka.m7g.2xlarge 2000
kafka.m7g.4xlarge . kafka.m7g 4000

.8xlarge kafka.m7g.12xlarge . E
kafka.m7g.1l6xlarge

NRBMENS XBEBIEWE , HEEWERTR , WM EERITUTRE

- EMERLE
- EHEEM Apache Kafka KA
- FEFEFHARPHREXRR

BEEFRNHAD,  BMENS XHE 249
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« % Amazon Secrets Manager %4 5 E48 SASL/SCRAM 5 3% U 1 5 8 < Bk

KE 5 XiE A5 2 Prometheus #IEY CloudWatch FIHELATER 4> Kafka 3E#R.

BRERDXEMIES , 85 Apache Kaftka XHFFNEE 20 12X, BADERBUERITES
s |, LB EESERENERE, EXTEAREXENEZESR | FSFthe section called “X 3%

BFEEENKD  SIMEEFNRERE

EWE MSK EFMNELSREBEREH THEA , 151 MSK Sizing and Pricing B¥&#. LLEFxK
BEETEXLN,. BREEMNET EC2 8 Apache Kafka EEEF# L | f4iTH MSK S8 X/ FIFEX
Amazon MSK fiA, BXBFRIEFHBASHENESEE  FREREHEEESHERN LR,
LRIBEAZRTEIE , AFEFREHRT —NER, EHNMEE. KDFRARBURTENAG , B
3BT SRR B 4T 3T o

ETHKEERMIZ BN Apache Kafka & , S H Amazon KEIEEZE F A Best practices for
right-sizing your Apache Kafka clusters to optimize performance and cost, XBEBEXZRMH THX
IMAARERAANUFREEEE, TAMFNIERERNER. EXERME T ENMNNAQT B , AETA
Oy BERBNER , UREXIMITSEERIEE=EHNDIES,

{£1L m5.4xI, m7g.4xl EKEHINEREFLE

£ m5.4xl, m79.4xI HERAIEHIET , AT LUET P E num.io.threads 1 num.network.threads E
EXRLICEHRETLE,

Num.io.threads RREA TLABBERNELER. PMESLRE ( TEINPIRE XN CPU & OLEK
B)AYTREEHNEHE,

Num.network.threads REBA FEZWFIEEABRARE MNLER, MELERMEABTRBEE
KBABIH | LA io.threads 438, ¥ num.network.threads i% B N SEHIZE B F M CPU BB —
¥ BIA R ERFAEFISER,

/A Important

R AR LI B0 num.io.threads , IF 2038 H1 num.network.threads , AR iX A et 2 S B SBAFItE N
MEXRRE,

BWEEFRNHAD  BIEFNRERE 250


https://blogs.apache.org/kafka/entry/apache-kafka-supports-more-partitions
https://view.officeapps.live.com/op/view.aspx?src=https%3A%2F%2Fdy7oqpxkwhskb.cloudfront.net%2FMSK_Sizing_Pricing.xlsx&wdOrigin=BROWSELINK
https://www.amazonaws.cn/blogs/big-data/best-practices-for-right-sizing-your-apache-kafka-clusters-to-optimize-performance-and-cost/
https://www.amazonaws.cn/blogs/big-data/best-practices-for-right-sizing-your-apache-kafka-clusters-to-optimize-performance-and-cost/
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HERE

oAyl num.io.threads B #EE{E num.network.threads B #E&E{E
m5.4xI 16 8

m5.8xl 32 16

m5.12xI 48 24

m5.16xI 64 32

m5.24xl 96 48

m7g.4xlarge 16 8

m7g.8xlarge 32 16

m7g.12xlarge 48 24

m7g.16xlarge 64 32

FERREHH Kafka AdminClient S X3 ID FPTii a3

LIRFERKT 2.8.0 B Kafka lRAH #H BH5& - -zookeeper N A Kafka AdminClient ixZ 2.8.0 =
EERANEFENXEFIBEETES X, TN ID 2EX (HIR: 5EO2XNEE ID AT/ ) .
BEE , --zookeeper ¥RETE Kafka 2.5 RFEFA , H M Kafka 3.0 FF MR, S Upgrading to
2.5.0 from any version 0.8.x through 2.4.x,

ABFIEER ID FEE , BFEA Katka FFIHRA 2.8.0 RESRAIT Katka BEERBE, HE , 2.5
RESRANEFIHILER --bootstrap-servers ¥r&E --zookeeper ¥r&o

HESE T ANER

FERAUTEN , UEEEHHE ( FIEHRERE DR Apache Kafka lxZ<8t ) 3 Amazon MSK E it
RER , R MSK £EF NS A%,

- REBE=TTHXER,
- BREBIEF (RF) EDN 3, FERE , HRIDEFNHE , RF N1 TRLSHOXEL ; MRF A
2 TRELSEBEEX.

f# A B HTHY Kafka AdminClient K8 % X3 ID A PLfg A & 251


https://kafka.apache.org/documentation.html#upgrade_2_5_0
https://kafka.apache.org/documentation.html#upgrade_2_5_0
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s FHRDBEFEAEE (MinISR) iIEBAEHZEZ RF - 1, minISR EF RF WA ILERIEFH A ERE
B8, I AL THEIRESE , mnISR A 2 F=mEHEBITH,

- BREFPHEEFHEZDIEXRE/SNTARHN —IME, EEFRNEEFHEPEFZMM
B NAUESFEREEREN#TEMNSAARER, BXUARNEESMENERZFRHBNE
B , i3 the section called “FJRELE| SR E”,

W5¥%E CPU fERA =

Amazon MSK & Z{Z2 WA FREN L CPU EAE (EX A CPU User + CPU System ) fR¥F1E
60% AT, HEHNE CPU JHEREDIRE 40% B , Apache Kafka ATLAE A ERFEEFH PR E
ZBEHDE CPU gk, HlI0 , 4 Amazon MSK MBI RIBHEHMNFIRER , A LEXEEM ;
FEXFERT , Amazon MSK £RTEZIEYF |, 1T Z—NMIFREAAFBEREXNRERE
RARRAN ; EXFHERT , Amazon MSK 2B Rz TERE , —XiE—MEEL, Y8EF
S0 XHNRIBELE , Apache Kafka 2EM P B2 XS , I EEHIBAEFTHHEMBK
B, BRERERESE , BUUBRREFRTEEBN CPU REXRBDUMEKRESH,

&I LAE A Amazon CloudWatch I/ F REIEE 1645 , BICPU User + CPU System, RE
HEESERIAE 60% WF1I CPU FIARMNAMAMNER. MALLERN , BEAUTERZ-TBE
B

« R 1 (HEFE)  CFENRERATHAT —MNRANERE, filn, mRLEFRAR
kafka.m5.large , WEHEB LA katka.m5.xlarge, BidE , YEEFEFHFHRERR
B, Amazon MSK 2R FREREEL , HENN I XASNEFH 7 BELEHMBRE, SMME
MAREHREEEE 10-15 8.

« EW 2 MRFBHANFAEHERRMNEARBEANERSENRERTRN (RAFER , HEREE
8, MFENFERBERREATEE ) , FEIRAMREXT BEER, cEQFHESKSNINEEBRM
X, #TX, £/ kafka-topics.sh --describe XRBERGHAFAMN I X2EELEFRE, 5
B —METAELE | tIETHNEERRREATUERH TR RBREMAAR, Lo, IR CPU AFEAE
Hid 60% , WAEAED , FAXMEXNT REETRSEIATREN AL M,

o JEIN 3 BIAFMRERT BER , AEEMAAB N kafka-reassign-partitions.sh W9 XE
VPR IEXREHFIBENAEIX, B2, MREFEANEDR , NEEFH I BESXE , EBETEER
BRREFBEN—ITRESFE S —MIE, SERMMETMEL , XTRRE—FHREFEMEREN
8. Eik , Amazon MSK A& CPU RIAERET 70% BREALED , RAEH 2SN
CPU B MMBRE, REBHMETAF AITH , Amazon MSK = B A b,

HAzEI -
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/using-metric-math.html
https://docs.amazonaws.cn/msk/latest/developerguide/msk-update-broker-type.html
https://docs.amazonaws.cn/msk/latest/developerguide/msk-update-broker-count.html
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- ERABIENRE  BESMMEN CPU EFAEX, MERERN CPU RAXR—ETEE , WA
BERAEFHNMNE D H Y., Amazon MSK ZEi{E A Cruise Control Bl 9 X o B IS EE M
BB,

- BEERMEALER, EXFMEHALERELSME CPU RIARELMIE,

« JMX HMELEIRE : NREERH Prometheus NEEE AAFFREIZR S | MEBRIWEN Prometheus FHLEL
& (prometheus.yml) £/ 60 B EKMIMEREIFE (scrape_interval: 60s), FEIXIMENE R AT EES S K
EB W CPUEARESR,

R ]

NEREMEEENHMBZRATE |, B8 —KafkaDataLogsDiskUsed¥4##5#rH CloudWatch B
Ro HULIBIRMEXRTHET 85% AT, BT 5 —IMRZTURE -

« {#F the section called “BaI¥ 4", B AF B MREFEMZME , W the section called “Fzh¥~
B PR,

- BEHERBHIRE/PNBEEKRD,. EXRUAIMEIX—KEE |, 5 Hthe section called “1AZE Tz
REBSE

° ﬂﬂ“%*ﬁﬁﬁ EIJE\E%EO

BRUMMAHEEMERERMESR | 52 EH Amazon CloudWatch 23k, &5 Amazon MSK 18K
SERYIXK  BFSH BWIEEEH,

HEHBERESY

ERAHETSFENBEHPRIER. EEMBRBEZE , SUAREE - MENRER , DERER
SHRRENEE, BtAUEEREBERD, HEFRENEERIRE BE KD, Apache Kafka
ST M B EFBRIETES BR o

ERERANEERERE , FREUAT —IPHSZANS
¥ : log.retention.hours. log.retention.minutes, log.retention.ms %
log.retention.bytes, BXEZELR , HSH the section called “BEN BLE",

BT UEETBRINEERESH
- ENBANEREE - NMRENER  BEANTH S,

5
cH

W5 PR R A 72 ) 253
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https://docs.amazonaws.cn/msk/latest/developerguide/cruise-control.html
https://docs.amazonaws.cn/msk/latest/developerguide/open-monitoring.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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kafka-configs.sh --bootstrap-server $bs --alter --entity-type topics --entity-
name TopicName --add-config retention.ms=DesiredRetentionTimePeriod

s ERNEBNEEEE-MREBERD  FEANATH T,

kafka-configs.sh --bootstrap-server $bs --alter --entity-type topics --entity-
name TopicName --add-config retention.bytes=DesiredRetentionlLogSize

BETBRHNEENRESBALETEHRISHK

EAREEXARMNRESRE

EFREEXARG , REAREZEE—RNBEIEEH S , ENEFEHTATRE. Bk

BRT , Kafka XN BNMNAEE ZREA —NELERBITHIRE., flwn, MREEXTF LA

Mo X, WAERETEFTER NN TETK. ANRAEFERE , BUFAEERY
num.recovery.threads.per.data.dir #MEEHRE. BAULLETIREN CPU OB HE,

¥ 48 Apache Kafka N1F
BUEETE Apache Kafka ERRIAEF. BN , fREATRLSZEFTATH,

EWE Apache Kafka £ 7 Z AP RF , BRI LLKETE HeapMemoryAfterGC 3§
¥Ro HeapMemoryAfterGC RIUFEIWEFEANEHERNTFE D b, RIETEBIE— CloudWatch
EiR , ¥HeapMemoryAfterGCIEIEEN 60% AT &EEIT3.

AATRADNEERANTREBTE , EFBURTEEE Apache Katka AR, #ila0 , REE
RESMHEEEE |, MA LU Apache Kafka BLEH Y transactional.id.expiration.ms EM
604800000 EM R A F| 86400000 ZX (M7 KB E1X) . XBLTENESHAHNESH.

im0 I3k MSK K32

MREFEA Apache ZooKeeper i TR IMAE |, MXLEREBRSBRMEEN MSK £8H , HBEEN
Apache ZooKeeper T EZEEXZEFNEIRER., XURESSBELNE, EXZTIIFNERERE
BESEITER.
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https://docs.amazonaws.cn/msk/latest/developerguide/msk-configuration-properties.html

Amazon Managed Streaming for Apache Kafka FERARER

J8 R & 5 hn &

EXREHDMBLARNMAEBBENZHNEES |, i3 the section called “4&%i 5 M%7,

X il o

ENs»XBHEE-—EHLNFERE , B UEAB N kafka-reassign-partitions.sh B%

XEHMPETE, fln, ERMFRERT BERG , B EINs XEFSTBEETKERENRFESE
BARTE, AxundafEiFimKENGEE , 5 Mthe section called ‘¥ BER . BXPXEHS
BEITEMESR , 521 Apache Kafka XY B EE,

B R 255


https://kafka.apache.org/documentation/#basic_ops_cluster_expansion
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MSK & FlI858y AP| #1E

REST API SB#ELLT X MSK £ #2358V IR1E

» CreateReplicator

SIS HER,

* DeleteReplicator

i BR 2 125

» DescribeReplicator

RS HEs.

» ListReplicators

P &S IR
» UpdateReplicationinfo

EHME RN EFER.
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MSK & #lI85HY API &R

ES ]

» V1 Replicators

» V1 Replicators replicatorArn

» V1 Replicators replicatorArn Replication-info

V1 Replicators

URI
/replication/vl/replicators
HTTP 5%

GET

#{EID : ListReplicators

SIS g,
BERWSH
=10 Type WE iR
replicato String False IR[E LA4E E B RIT K
rNameFilter ) MSK & 28,
nextToken String False DRERTIE. i
L R BIET |, B
FA £ W R R[]
NextToken . EIR
BRT—#%R , F&
TRERPRBELS
8
maxResults String False B e R AR B Y B

RERW (BIATE

V1 Replicators 257



Amazon Managed Streaming for Apache Kafka

FRARER

A Type

0a) /87

RSN

200

400

401

403

404

429

500

503

POST
#1EID : CreateReplicator

BIRE HI2R,

LRVECEid]

ListReplicatorsRes

ponse

None

None

None

None

None

None

None

HiR

mTE , 8% API
A& %iRE 100
“£R), MR4ER
%, WPNPaIE
NextToken Z¥,

ik

HTTP RZACH 200 : OK,

BEREH , BARMAER. &
EERA , RREHRER.

HRAZEN. TEBRIERH
BT,

BiiR,. HRERXIE , AR
EiliER,

HTRAHR , RTIHR.
FEERA  REERER,

429 g i

BB ARBRS BREEIR. B
HFR AR BERIZF

503 M 5z

HTTP 5%
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0ja) 82

RN

200

400

401

403

404

409

429

500

503

OPTIONS
B IRE E#FRLKE A CORS
0ja) 82

RN

200

1) REAE 2

CreateReplicatorRe

sponse

None

None

None

None

None

None

None

None

e 7 4 B

None

DU

HTTP RZSAKH 200 : OK,

BEREH , BAMAER. &
EERA , RREEHMRER.

ERKRZEN, TERIERME
ilzAn

BikiR, HRERXIE , AR
EiliER.

HTRAHER , RTIAR.
FEERA , REERER,

hEHENEFE, FEAR
b BHRE R E R,

429 1 j]

HIBA AR BREEIR. B

BB R THER AR A

503 Ml 5z

DU

CORS 75 3ERY BR 1A M B2

HTTP 5%
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Ay <

BRIEX

POST %#y
{
"replicatorName": "string",
"serviceExecutionRoleArn": "string",
"replicationInfolist": [
{

"consumerGroupReplication": {
"consumerGroupsToExclude": [
"string"
1,
"detectAndCopyNewConsumerGroups": boolean,
"consumerGroupsToReplicate": [
"string"
1,
"synchroniseConsumerGroupOffsets": boolean
},
"targetCompressionType": enum,
"topicReplication": {
"copyAccessControlListsForTopics": boolean,
"detectAndCopyNewTopics": boolean,
"copyTopicConfigurations": boolean,
"topicsToReplicate": [

"string"
1,
"topicsToExclude": [
"string"
]
},
"sourceKafkaClusterArn": "string",
"targetKafkaClusterArn": "string"
}
1,

"description": "string",
"kafkaClusters": [

{

"amazonMskCluster": {
"mskClusterArn": "string"

¥
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"vpcConfig": {
"securityGroupIds": [

"string"

15
"subnetIds": [
"string"

X
1,
"tagS": {
}

e B 1F 32

ListReplicatorsResponse 2#3

{
"nextToken": "string",
"replicators": [
{
"replicatorArn": "string",
"replicatorName": "string",
"creationTime": "string",
"kafkaClustersSummary": [
{

"kafkaClusterAlias": "string",

"amazonMskCluster": {
"mskClusterArn": "string"

}
]I

"replicatorState": enum,

"isReplicatorReference": boolean,

"replicationInfoSummarylList": [

{
"sourceKafkaClusterAlias": "string",
"targetKafkaClusterAlias": "string"
}
1,
"replicatorResourceArn": "string",
"currentVersion": "string"

£ 2
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}
]
}

CreateReplicatorResponse ZE#3

{

"replicatorArn": "string",

"replicatorName": "string",

"replicatorState": enum

}

J& 1%

AmazonMskCluster
Amazon MSK S£#HFHE .
mskClusterArn
Amazon MSK £ & H# Amazon EFRABAF (ARN) .
KA . FHEH
#FE : True
ConsumerGroupReplication
BEXEARAEFINFAGE
consumerGroupsToExclude
EETREFINERASRFAN ENFREXEXSIxK,

KA : string REWHA
WAIEIN : False
MaxLength : 256

detectAndCopyNewConsumerGroups

BEREARAS VSK EHI38 BIrEHNRES.
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KA - FRE
MIEIR : False

consumerGroupsToReplicate
RTIESHNERASFAN ENREXER T &K,

KA : string KEWEHA
WFE : True
MaxLength : 256

synchroniseConsumerGroupOffsets
BERASASARBS MSK EFIEERERENRS ., BRENRBFEIBEAEE _ consumer_offsets,
KA . AmRE

WAIEIN : False

CreateReplicatorRequest

SFIBRMBERE,

replicatorName

EFIBRNER. RTFEAFZERFZZHN,
KE : FH&H

W True

B A[0-9A-Za-z][0-9A-Za-2-1{0,}$
MinLength: 1

MaxLength : 128

serviceExecutionRoleArn

EFRATHEESLKSRRIR (FIHURERMN B IRES ) 1Y IAM SEE Amazon HIRE# (ARN)

KA ZHH
WAE - True
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replicationInfoList
SHERESR , HP8 I REB AL EREFI EMERSFREN Bir.

A : ReplicationInfo R EA
WEFE - True

description

SEFIBENHERER,
KH . ZHFH
AIEI : False
MaxLength : 1024

kafkaClusters

AT REE #IMIR/ B8 Kafka £,
2R : KafkaCluster 2R A
WEE : True

tags

EMmE 2 eEEFIFNRETIE,
KR TR

WIEIN - False

CreateReplicatorResponse
REIEXBERN MSK EHISFHES.
replicatorArn

MSK & #8589 Amazon BEBF (ARN ) .

—

Pk

LR . FRFER
MIEIN : False
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replicatorName

FFRAN MSK EHI2RRYE 75,

KA . ZHH
WAIEIN - False

replicatorState
MSK & #l2R B IRZS.

Z #l:ReplicatorState
BTN : False

KafkaCluster

BXAEEFINIR BRH Kafka EBFNEE.
amazonMskCluster

Amazon MSK SE&HY ¥ 5 S

2K - AmazonMskCluster
PAE : True

vpcConfig
5 Apache Kafka 88 M &iEEH Amazon VPC WIFHAEE.

3 H:KafkaClusterClientVpcConfig
B True

KafkaClusterClientVpcConfig
5 Kafka SE8 B M EEHERN Amazon VPC HNiFHEE.
securityGrouplds

EMMERIET B ENI RS 4H,

=43
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KA : string REWHA
WAIEIN : False

subnetlds
ik VPC RolEZEEIN FR5IxK,
R : string REWEA

WAEE - True

KafkaClusterSummary
BxAEEFINER BFRM Kafka EBENHEESFS.
kafkaClusterAlias

Kafka E& MBI B, BT HEEREENBHRINETR.

Pk

LA . FRFER

MIEIN : False
amazonMskCluster
Amazon MSK &M FMEE,

2K A AmazonMskCluster
WAEE : False

ListReplicatorsResponse

R EE—1MNEE MSK Replicator S 2% 4H , NextToken MR EMT , MITE—1.

nextToken

N R A B4 BIMT , ListReplicators M| © &7 NextToken FIRE a, X NextToken Ri1ERE/RHIE

Rep &% 4 ListReplicators,

—

Pk

LA FRFER
MIEIN ; False

=43
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replicators
BEWF FEN MSK EHIEFHERNTIX,

A : ReplicatorSummary KR F A
MIEIN : False

ReplicationInfo
EEE MSK EHIZFIRH B 45 Kafka B Z B EHINELE.
consumerGroupReplication

EfAREAEREINEE,

FH:ConsumerGroupReplication
WFE - True

targetCompressionType

[ MSK £ %28 B iR sRBF E R ISR EFEANERERE,

A TargetCompressionType
WFE : True

topicReplication
EXFEHHEXNEE,

F R TopicReplication

WAEE - True

sourceKafkaClusterArn
MSK £ #25/R Kafka S£8# Amazon BREH (ARN ),

KR ZHH
PAE - True

B 267



Amazon Managed Streaming for Apache Kafka

FRARER

targetKafkaClusterArn

MSK £ #l258 B ¥r Kafka SE& Y Amazon BEIRAH (ARN ) .
KA PR
WEE : True

ReplicationInfoSummary

SHAEHNHERSR.

sourceKafkaClusterAlias

MSK & #I28R Kafka SE&FHIBIE.

targetKafkaClusterAlias

MSK & #l2% B #7 Kafka EEHIBIE.

=

Pk

KA - PR
MIEIN : False

ReplicatorState

MSK & Hlaz 8VIRZS.

RUNNING
CREATING
UPDATING
DELETING
FAILED

ReplicatorSummary

BX MSK EHIZHNER.

=43
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replicatorArn

MSK £ #2589 Amazon BEZ# (ARN )

KA . ZHH
WAIEIN : False

replicatorName

MSK & Hlaz 89 & 5o

—

LA . FRFER
1IN : False

& W

creationTime

B2 MSK & 2z R iAo

kafkaClustersSummary
AT REEFINIER BFE Katka £&,

M - KafkaClusterSummary KB $4A
WAEIN : False

replicatorState
MSK & HI28 IR,

K #l-ReplicatorState
WAETDN : False

isReplicatorReference

KPLAFRRER MSK E#I855|H.

=43
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XA . HRE
MIEIN : False

replicationinfoSummaryList

SHEEFNBHEESRIR.

KA : ReplicationinfoSummary R E I EA

MIBIN : False

replicatorResourceArn

B E FIIRHXE P MSK E I8 % RAY Amazon BIRBF (ARN)

currentVersion

MSK & Hl28 S BT hR 4o
KE: FH&H

WAEIR : False

TargetCompressionType
mEERFEN RN EERANEREE,

NONE
GZIP
SNAPPY
LZ4
ZSTD

TopicReplication

BREBEHWFAEE

=43
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copyAccessControlListsForTopics
REEHEEZETE ACL LA EX R EiEER,
XKH . HRE

MIEIN : False

detectAndCopyNewTopics
EEEHRREHRETEN S X,
EKH . HRE

MIEIN : False

copyTopicConfigurations
A HE B xR 3 A T F B X N Y i R
EKH . HRE

MIEIN : False

topicsToReplicate
EEESHNEEMN ENREINEXSIER,

KA : string REWHA
WFE - True

MaxLength: 249

topicsToExclude
EEFTNE M EBMN ENREXNEXSIER,

KA : string KEWHA
QBTN : False
MaxLength: 249
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V1 Replicators replicatorArn

URI

/replication/vl/replicators/replicatorArn
HTTP 553%
GET

#1E ID : DescribeReplicator

RS HIEs.
BESH
=R Type N PN
ReplicatorArn String True ERH MSK & %85
#Amazon &FiRE
(ARN ) ,
0g R
RESKRB i 7 48 FY R
200 DescribeReplicator HTTP RASEE 200 : OK,
Response
400 None BREN , BRAWAEIR, 18
FEERmA , RREWRER.
401 None BERRZRN. TERIUFRH
R EE,
403 None ZbipE, ERERXIEE , RE
BidiER,
L4 None BATF@aASR , BFEER,

FEERA L RBEERHER,

V1 Replicators replicatorArn 272
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RN
429

500

503

DELETE
#1E ID : DeleteReplicator

il B 2 2R

% Y\ Type

ReplicatorArn String

=4 Type

currentVersion String

e Rz

RSN

200

I R R
None
None
None
True
False
I RIA A
DeleteReplicatorRe
sponse

HiR
429 g K7

HIBHARIMRSBR/EIR. E
HER AT RS B RIZFIE,

503 a5z

iR

EiIRH MSK & 488
#IAmazon &IRA

(ARN) ,
MSK 8K 2 FIiR
K,

5

it

HTTP RZXH 200 : OK,

HTTP 5%
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RSN

400

401

403

404

429

500

503

OPTIONS

B RO E#EPRAKE A CORS
BESH

N

=

-;#
=

Type

ReplicatorArn String

0ja] Rz

RN

200

1) REAE 2

None

None

None

None

None

None

None

U

True

W B 45 2

None

DU

BREX , BRAWMAEIR, 1B
FERA , RREHER.

BRKRZREN,
RYAEIE,

TR IR it

BibipE, FREXILE , AF
Eﬁtlﬁ :ko

HTRAHR , RTIAR.
FEERA , REERFR,

429 g 37

HIBHARIBRSBREIR. E
HIER A& B RIZ [P

503 Ml 5z

iR

EHIRK MSK S 4I88
#)Amazon BIRE
(ARN) ,

DU
CORS J5 & #9 BR IA M B2

HTTP 5%
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2R
& 2 IE 32

DescribeReplicatorResponse 213

"replicatorArn": "string",
"creationTime": "string",
"kafkaClusters": [

{

"kafkaClusterAlias": "string",
"amazonMskCluster": {
"mskClusterArn": "string"
},
"vpcConfig": {
"securityGroupIds": [
"string"
1,
"subnetIds": [
"string"

}
1,
"currentVersion": "string",
"tags": {
I
"replicatorDescription": "string",
"replicatorName": "string",
"serviceExecutionRoleArn": "string",
"replicationInfolist": [
{
"consumerGroupReplication": {
"consumerGroupsToExclude": [
"string"
1,
"detectAndCopyNewConsumerGroups": boolean,
"consumerGroupsToReplicate": [
"string"

]I

"synchroniseConsumerGroupOffsets": boolean

}I

£ 2
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"targetCompressionType": enum,
"sourceKafkaClusterAlias": "string",
"topicReplication": {
"copyAccessControlListsForTopics": boolean,
"detectAndCopyNewTopics": boolean,
"copyTopicConfigurations": boolean,
"topicsToReplicate": [
"string"
1,
"topicsToExclude": [
"string"
]

3,
"targetKafkaClusterAlias": "string"

}

15
"stateInfo": {

"code": "string",
n Ilstringll

"message":
1,

"replicatorState": enum,
"isReplicatorReference": boolean,
"replicatorResourceArn": "string"

DeleteReplicatorResponse Z2#3

"replicatorArn": "string",
"replicatorState": enum

J& %

AmazonMskCluster
Amazon MSK £&miFHAEE.
mskClusterArn

Amazon MSK & # Amazon BEB# (ARN ) .

Mk

SR FH

=43
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WAEE - True

ConsumerGroupReplication
BREARAEFNFAEE.
consumerGroupsToExclude
BEETHEFNERARAEANENREIXNEXSIX,

KA : string REMEA
WAIETN : False
MaxLength : 256

detectAndCopyNewConsumerGroups
FERFERSRAE MSK EFlIgR B irEHNES,
RKH : HRE

WIEIN : False

consumerGroupsToReplicate
RTIESHNERAFAN ENREXER T &K,

KR : string REHERA
WFE : True
MaxLength : 256

synchroniseConsumerGroupOffsets

BERACASRARBES MSK EHRERERENRES ., BRENREBEBEAEE _ consumer_offsets,
EKH . mRE
WAETN : False

DeleteReplicatorResponse

REAXM R MSK EHIZRHNER.
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replicatorArn

MSK E #2589 Amazon BIREZH (ARN )

—

KR R
MBI : False

replicatorState

MSK & HlZ8 AIRZS

¥ #-ReplicatorState
WFE : False

DescribeReplicatorResponse
#9118 Rz IF X DescribeReplicators
replicatorArn

MSK £ #2589 Amazon BEZ# (ARN )

3
o<

e

. FRFE
1EI : False

N
&
7/

creationTime

212 MSK & HIBR RV iE .

=

KA . 2R
1IN : False

N
R
3

kafkaClusters

BATiREE #MR/ B irH Kafka 58,

A - KafkaClusterDescription R ¥R

MIEIN ; False

=43
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currentVersion

MSK EFIgFH H Bl iR A=,
R 21
MIETN : False

tags

B nEl MSK £ #l2RRIPREFIKR,

KR TR
MIEIN : False

replicatorDescription

MSK £ HlIgZs#y iR,
KR . ZFH
MAIET : False

replicatorName

MSK & #l25HY & o

ok

KA FEE
BT : False

&

serviceExecutionRoleArn

MSK E#IFFATIHERIEZEFIKF,RRR ( HIaREFMBRER ) W IAM SEH Amazon BIRAB
(ARN) o

Pk

KA . PR
WAIEIN : False

replicationInfoList

E%‘JEEIEEJ%Z , Eq:ﬁ/l\ﬁalﬁﬁlu;{ E/ﬁ%ﬁ UE*T%ﬁE%U/)lL*Ij] B #%,
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A . ReplicationinfoDescription 3 &y $i A
WIEIN : False

statelnfo
BX MSK EFIEFRSHFAE B

Z #l:ReplicationStatelnfo
WAETN : False

replicatorState
MSK & 2R IRZS.

Z #l:ReplicatorState
WAETN : False

isReplicatorReference
RALARZE R MSK EHIZE5IA.
KR HRE

MIEIN : False

replicatorResourceArn

SIS HIRR R XE P MSK EHIZ5 R IRAY Amazon BIREF (ARN ) .

KafkaClusterClientVpcConfig
5 Kafka S£E8# B MK IE#EH Amazon VPC HiFAE R,

securityGrouplds

EMMERIET A ENI RS 4H,

=43
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KA : string REWHA
WAEIN : False

subnetlds
i VPC Al EERIN TR 5IXR,

KA : string REHERA

#FF : True
KafkaClusterDescription
BXRAEEFINIR BRH Kafka EBFNEE.
kafkaClusterAlias

Kafka E& MBI B, BTHEEREEMN B HRIMETR.

Pk

LR . FRFER

WAETN : False
amazonMskCluster
Amazon MSK &K HAEE.,

2K #: AmazonMskCluster
MIEIN : False

vpcConfig
5 Kafka S£81 8 M &£ Amazon VPC BiFAE R

35 #:KafkaClusterClientVpcConfig
WFE : False

ReplicationInfoDescription

EETE MSK Replicator JR# B #x Kafka & 2 [H# T EHM B E ( sourceKafkaClustersl & ->

targetKafkaCluster 518 ) o

=43
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consumerGroupReplication

EfARAERERNEE,

FH:ConsumerGroupReplication
WAIEIN : False

targetCompressionType
[ MSK EHIg Bir B AR IC RN EFANERKE,

A TargetCompressionType
WAEIN : False

sourceKafkaClusterAlias

MSK & #lI28IR Kafka S£EHIAIE .

topicReplication
EXBEFIMRNEE,

R TopicReplication
WAIEIN : False

targetKafkaClusterAlias

MSK & #I28 B #7 Kafka £85I B

S
<
N,

Pk

. FRFER
MIEIN : False

ReplicationStatelnfo

AR MSK EHIBRIRSRFHAE .
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code

iR MSK £ 258 Z sUIR SR KR,

message

iR MSK EHIERIRSHIE R

ReplicatorState

MSK & Hlaz BIRZS.

RUNNING
CREATING
UPDATING
DELETING
FAILED

TargetCompressionType

o B EFERIC RN EFANEREKE,

NONE
GZIP
SNAPPY
LZ4
ZSTD

TopicReplication

BREBEHWFMAES

=43
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copyAccessControlListsForTopics
REEHEEZETE ACL LA EX R EiEER,
XKH . HRE

MIEIN : False

detectAndCopyNewTopics
EEEHRREHRETEN S X,
EKH . HRE

MIEIN : False

copyTopicConfigurations
A HE B xR 3 A T F B X N Y i R
EKH . HRE

MIEIN : False

topicsToReplicate
EEESHNEEMN ENREINEXSIER,

KA : string REWHA
WFE - True

MaxLength: 249

topicsToExclude
EEFTNE M EBMN ENREXNEXSIER,

KA : string KEWHA
QBTN : False
MaxLength: 249
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V1 Replicators replicatorArn Replication-info

URI
/replication/vl/replicators/replicatorArn/replication-info
HTTP 5%

PUT

#4E ID : UpdateReplicationInfo

EHMEHSENEFEE.
BERESH
=R Type N PN
ReplicatorArn String True EiHRH MSK S 4185
B9 Amazon &R &
(ARN ) ,
0a) 82
RARTE Mje) jo7 45 B HRr
200 UpdateReplicationlI HTTP RASEE 200 : OK,
nfoResponse
400 None BREXR , ARABAEIR. &
FE®A, AREHMER,
401 None BRAREEN, TAERIRM
A EIE,
403 None ZiLpE. EREREIE , AR
HidER,
4Q4 None HTRAHER , RAERR.

FEERA L RBEERHER,

V1 Replicators replicatorArn Replication-info 285
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KRB i 7 48 B

429 None

500 None

503 None
OPTIONS

BIRE E RS A CORS
BESH
B Type

ReplicatorArn String

0a) /82
RSN O] j7 4 Y

200 None

3
HRIEX
PUT %43

"consumerGroupReplication": {
"consumerGroupsToExclude": [
"string"

1,

"detectAndCopyNewConsumerGroups": boolean,

HiR
429 g K7

HIBHARIMRSBR/EIR. E
HIER W& B RIZ [P

503 a5z

iR

EHIRK MSK £ 4188
I Amazon &iRE Fr
(ARN) .

.

St

CORS 75 7&H9IER AW KL o

V]
=
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"consumerGroupsToReplicate": [
"string"
1,
"synchroniseConsumerGroupOffsets'": boolean

},

"topicReplication": {
"copyAccessControlListsForTopics": boolean,
"detectAndCopyNewTopics": boolean,
"copyTopicConfigurations": boolean,
"topicsToReplicate": [

"string"
1,
"topicsToExclude": [
"string"
]
I

"sourceKafkaClusterArn": "string",
"targetKafkaClusterArn": "string",
"currentVersion": "string"

Wa B IE 32

UpdateReplicationInfoResponse 2£#3

"replicatorArn": "string",

"replicatorState": enum

&%

ConsumerGroupReplicationUpdate
BXREMARFAEFVIFARES
consumerGroupsToExclude
BETRESNERASRAENENREINERTIR,

R : string REHWEA
7% : True
MaxLength : 256
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detectAndCopyNewConsumerGroups
ERERARAES VMSK S5l BHREFHNED,
RE : mRE
#FF : True
consumerGroupsToReplicate
EEESHNERARANEMNRKIXENXI XK,

R : string REWEA
7% : True
MaxLength : 256

synchroniseConsumerGroupOffsets

FERERARFARES USK SHIRENRERENRYL . RIRENHFEBHIEAZE _ consumer_offsets.
KA HRE
T True

ReplicatorState

MSK & Hl28 AR ZS

RUNNING
CREATING
UPDATING
DELETING
FAILED

TopicReplicationUpdate
ATE#H MSK SHlIsZNEFEFINFHAEFE.
copyAccessControlListsForTopics

REEHEEZEEE ACL AT E X M Ay EiFEE,

B 288



Amazon Managed Streaming for Apache Kafka

FRARER

KA . HRE

WAEE - True

detectAndCopyNewTopics
EEERREHRETEN S X,
EKH . HRE

WAEE - True

copyTopicConfigurations

REEHREZEEFACEEN N EFEEE,

KA . HRE

WAEE - True

topicsToReplicate
EEESHNEEMN ENREINEXSI&R,

KA : string REWHA
WFE - True

MaxLength: 249

topicsToExclude
EEFTNE M EBMN ENREXNEXS&R,

KA : string KEWHA
WFE - True

MaxLength: 249

UpdateReplicationInfoRequest

AT E#H MSK £ #2347 R B 41 Kafka iz BEHERNSH

=43
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consumerGroupReplication

BT EAKAEHIER

K H:ConsumerGroupReplicationUpdate
WAIEIN : False

topicReplication
BT EEEFEE.

A :TopicReplicationUpdate
WAETDN : False

sourceKafkaClusterArn
MSK £ #1858 Kafka £ Amazon BFREZ# (ARN)
KA . FRFEH

AE - True

targetKafkaClusterArn

MSK & #2858 B #5 Kafka R8FHY Amazon #REAM (ARN )

KA . R
WE : True
currentVersion
MSK & HIZ5 8 ZH BT R A
KA . ZREH

WZE : True

UpdateReplicationinfoResponse

E# T MSK EflsENEHIER.

=43
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replicatorArn

MSK & #8589 Amazon BEBF (ARN ) .

Pk

KA PR
WAEIN : False

replicatorState
MSK & 2R IRZS.

Z #l:ReplicatorState
WAETN : False

=43
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{Amazon MSK F X AGiiEmM) XA EIDR

TRNETX (Amazon MSK FEZARIERE) WEEEX,

RHEEH 2023 F 12 A7 H

B

6] Fh B i X B Graviton m7g
24

I &% MSK Kafka AxZs 358

®

¥ # Amazon MSK Replicator
RS HITABREK,

Amazon MSK & #l28

DU

W% MSK BIEXFHFER G
Amazon raviton 43285 ( HE
S#HNERFSHENET ARM
FEH ARM £-E 25 ) B m7g
KeEmEPEHRX LT,

T XMW EHE MSK 2
Kafka M7 32 35 BRIV AR
BAXEZER , HS 5 Apache
Kafka hRZ,

T 5% MSK RN T X3

Il # MSK Replicator #J
FTAWSMSKReplicatorEx
ecutionRole BUR, BX
ESEL , S Amazon
FEE R . AWSMSKRep
licatorExecutionRo
le .

Amazon MSK £ #lg§ 2 — I
#¥Thee , AT 7E Amazon
MSK £# 2 B EFIHIE, L
3% MSK Replicator 2%
¥t Amazon FullAccess MSK
BENEH. EXEZE
B, 2/ Amazon HE X
B : AmazonMSKFullAcces
S o

B

2024-01-11

2023-12-08

2023-12-06

2023-09-28
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EK

E#H IAM HfEXEK,

BREMEXBEEMNZES
VPC #h A&

¥ Apache Kafka 2.7.2

¥+ Apache Kafka 2.6.3

¥ Apache Kafka 2.8.1

DU

EFTIERE , FE/FS IAM K
IXK, BXESZEE , S
3 1AM 22 R{ESRE,

Amazon MSK 152 &
AWSServiceRoleForKafka
RFHEXACEN , ATE
R RIK P R 484 O A
VPC &imTT R , M &

#Y VPC H YR P Al LA 17 8]
E£ERE, Amazon MSK 3t
DescribeVpcEndpoin

ts . ModifyVpcEndpoint
# DeleteVpcEndpoints
FEANR. BXEZER |, F
2 X Amazon MSK £ F BR
SHXAS,

Amazon MSK I 7E X i
Apache Kafka 4% 2.7.2, B
XEZER , BEH IEN
Apache Kafka R4,

Amazon MSK I £ X #F
Apache Kafka 7 2.6.3, B
XEZER , BEH IEN
Apache Kafka kR4,

Amazon MSK I 7E X #
Apache Kafka Mx4x 2.8.1, &
XESZER , BSH IEN
Apache Kafka HRZ o

B

2023-03-08

2023-03-08

2021-12-21

2021-12-21

2021-10-18
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FRARER

EK

¥ Apache Kafka 2.7.1

% Apache Kafka 2.8.0

X ¥+ Apache Kafka 2.6.2

XFERAERE

¥ #F Apache Kafka 2.6.1

X ¥+ Apache Kafka 2.7.0

DU

Amazon MSK I E X i+
Apache Kafka %< 2.7.1, B
XESZER , BEH IEN
Apache Kafka R4,

Amazon MSK I E X i
Apache Kafka M4 2.8.0, B
XEZER , BEH IEN
Apache Kafka MR,

Amazon MSK M 7E X i
Apache Kafka Mx4x 2.6.2, B
XEZER , FEH BN
Apache Kafka K2,

O, BUNERIAEHN
RERE, BXEZER &
SR EMAERE,

Amazon MSK I #E X%
Apache Kafka Hk4% 2.6.1, &
XEZER , BZH XN
Apache Kafka k2,

Amazon MSK I E X i
Apache Kafka MRZ< 2.7.0, &
XEZEER , B2H XN
Apache Kafka k2,

B

2021-05-25

2021-04-28

2021-04-28

2021-01-21

2021-01-19

2020-12-29
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FRARER

EK

Apache Kafka M7 1.1.1 [FF
pryel f=E g

£ F 88 % fR 4R

% $ Cruise Control

X ¥ Apache Kafka 2.6.0

¥ #F Apache Kafka 2.5.1

DU

BFEBER Apache Kafka
W7 1.1.1 BIZ#THY Amazon
MSK &£&., ER , R%&H
1217 Apache Kafka hix4s 1.1.1
MIAE MSK 58 , AT BA4k
SEEXEHEEF HFERALEAE
XEFENEYEE. BXESZE
B , &% Apache Kafka iR
K,

Amazon MSK I1E 12 v A
S s 2= 158 A 28 TR Y 4B #%o
EXEZEER , BSH L
Amazon MSK £,

53 MSK R 7E X K
LinkedInfini2H| R %, BEXRE
ZER , BZH & Amazon
MSK 5 LinkedIn #93&

T Apache Kafka B9 Cruise
Control &5 M.

Amazon MSK F7E X i
Apache Kafka M4 2.6.0, B
XEZER , FSH BN
Apache Kafka MR,

Amazon MSK I #E X%
Apache Kafka fR74~ 2.5.1, 7
Apache Kafka x4 2.5.1 /A,
Itﬁiﬂ MSK ZFHEZEFim A

Lin T R Z BME A N,
ZooKeeper BXEZER
21 ¥ Apache Kafka h‘}i
K,

B

2020-11-24

2020-11-23

2020-11-17

2020-10-21

2020-09-30
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FRARER

BEX
MRAEFENT R’

XBRPENEZEBZE

FEFHK Amazon MSK EEHHY

Apache Kafka kx4x

%% T3.small KB =

¥ #F Apache Kafka 2.4.1

XERAERRERE

% # Apache Kafka 2.3.1

DU

B AR & Amazon Managed
Streaming for Apache Kafka ,

EHEFAEEMNS BT R

EENEMZTH, AXESE

B, B5H B3¥ 4.

Amazon MSK B E X A H
FENZBEREH, TIH
MSK fHEIEFfE7E S Amazon
ecrets Manager #, BEXE%
{£8 , i55 % SASL/SCRAM
S %I,

BIERAUARIAE MSK &£
K Apache Kafka iR,

Amazon MSK £ X & EH
Amazon EC2 & T3.small £

HelZEH.

Amazon MSK I 7E 1%
Apache Kafka fR7 2.4.1,

I S MSK IUAE A] LU EE
HERNZHEI B CloudWatc
h &, WEE S3 FI D #
Kinesis Data Firehose, &i3
3k , Kinesis Data Firehose A]
DU ix e B B X B H
B #i#ts , OpenSearch #ilanAR

Fo

Amazon MSK I X
Apache Kafka R4 2.3.1,

B

2020-09-30

2020-09-17

2020-05-28

2020-04-08

2020-04-02

2020-02-25

2019-12-19
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FRARER

EK

FREERE

¥ Apache Kafka 2.2.1

RIFRAT

%% Apache Kafka 2.1.0

iR
Amazon MSK I 7 & &
Prometheus BN FF R4 1ZE RS,

Amazon MSK M X #
Apache Kafka fxZ< 2.2.1,

MORESREIREXE. K
UE, TLS %, EENAKRNKE
T ERT AL,

Amazon MSK I 7E %1%
Apache Kafka MR7 2.1.0,

B

2019-12-04

2019-07-31

2019-05-30

2019-02-05
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Amazon 1AL &

BXEH Amazon RiE |, 55 (Amazon Web Services L F{xS ) ) Amazon 1AL .
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