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Default: MWAAEnvironment

VpcCIDR:
Description: The IP range (CIDR notation) for this VPC
Type: String
Default: 10.192.0.0/16

PublicSubnetl1CIDR:
Description: The IP range (CIDR notation) for the public subnet in the first
Availability Zone
Type: String
Default: 10.192.10.0/24

PublicSubnet2CIDR:
Description: The IP range (CIDR notation) for the public subnet in the second
Availability Zone
Type: String
Default: 10.192.11.0/24

PrivateSubnet1CIDR:
Description: The IP range (CIDR notation) for the private subnet in the first
Availability Zone
Type: String
Default: 10.192.20.0/24
PrivateSubnet2CIDR:
Description: The IP range (CIDR notation) for the private subnet in the second
Availability Zone
Type: String
Default: 10.192.21.0/24
MaxWorkerNodes:
Description: The maximum number of workers that can run in the environment
Type: Number
Default: 2
DagProcessinglogs:
Description: Log level for DagProcessing
Type: String
Default: INFO
SchedulerlLogsLevel:
Description: Log level for SchedulerlLogs
Type: String
Default: INFO
TaskLogslLevel:
Description: Log level for TaskLogs
Type: String

% —% : ¥ Amazon CloudFormation &R {& 17 2| 2 itz 7
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Default: INFO
WorkerLogslLevel:
Description: Log level for WorkerlLogs
Type: String
Default: INFO
WebserverLogslLevel:
Description: Log level for WebserverlLogs
Type: String
Default: INFO

Resources:

HAHBHHBEHHAHBRHBHHAHBEHHBH BB HBHHAHBRHBHBRHBHHBH BB HBH BB HBRHBH BB H R R HERHBH R H R R H RS HBHHRH RS
# CREATE VPC

HAHBHHEHHAH AR HBH B HEHHAH BB HEH B H AR HBH AR HEH B HRRHBEH B HERHRH R HEH B H AR HBH B HEHHRH RS HEHHRH RS A

VPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: !Ref VpcCIDR
EnableDnsSupport: true
EnableDnsHostnames: true
Tags:
- Key: Name
Value: MWAAEnvironment
InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name

Value: MWAAEnvironment

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref VPC

PublicSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC

% —% : ¥ Amazon CloudFormation &R {& 17 2| 2 itz
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AvailabilityZone: !Select [ @, !GetAZs '' ]
CidrBlock: !'Ref PublicSubnetlCIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ1)

PublicSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Subnet (AZ2)

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 0, !GetAZs '' ]

CidrBlock: !Ref PrivateSubnetlCIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ1)

PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref VPC
AvailabilityZone: !Select [ 1, !GetAZs '' ]

CidrBlock: !'Ref PrivateSubnet2CIDR
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Subnet (AZ2)

NatGatewaylEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:

% —% : ¥ Amazon CloudFormation &R {& 17 2| 2 itz 9
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Domain: vpc

NatGateway2EIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
Properties:
Domain: vpc

NatGatewayl:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGatewaylEIP.AllocationId
SubnetId: !Ref PublicSubnetl

NatGateway2:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGateway2EIP.AllocationId
SubnetId: !Ref PublicSubnet2

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Public Routes

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetl

PublicSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation

% —% : ¥ Amazon CloudFormation &R {& 17 2| 2 itz 10
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Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !Ref PublicSubnet2

PrivateRouteTablel:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ1)

DefaultPrivateRoutel:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTablel
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGatewayl

PrivateSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTablel
SubnetId: !'Ref PrivateSubnetl

PrivateRouteTable2:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref VPC
Tags:
- Key: Name
Value: !Sub ${EnvironmentName} Private Routes (AZ2)

DefaultPrivateRoute2:
Type: AWS::EC2::Route
Properties:

RouteTableId: !Ref PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway2

PrivateSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:

% —% : ¥ Amazon CloudFormation &R {& 17 2| 2 itz 11
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RouteTableId: !Ref PrivateRouteTable2
SubnetId: !'Ref PrivateSubnet2

SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupName: "mwaa-security-group"
GroupDescription: "Security group with a self-referencing inbound rule."
VpcId: !Ref VPC

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"
SourceSecurityGroupId: !Ref SecurityGroup

EnvironmentBucket:
Type: AWS::S3::Bucket
Properties:
VersioningConfiguration:
Status: Enabled
PublicAccessBlockConfiguration:
BlockPublicAcls: true
BlockPublicPolicy: true
IgnorePublicAcls: true
RestrictPublicBuckets: true

HAHBHHEHHAH AR HBH B HEHHAH AR HEH B H AR HBH AR HEHHRHRBHBEH B H AR HAH R HEH B H AR HBH B H AR B H RS HEHHRH RS
# CREATE MWAA

HAHBHHBEHHAHBRHBHHAHBEHHAH BB HBEHHAHBRHBH B HBHHBH BB HBEHHRHBR R HRRH R B H R R HBH R HBHHRH RS HBHHRH RS

MwaaEnvironment:

Type: AWS::MWAA::Environment

DependsOn: MwaaExecutionPolicy

Properties:
Name: !Sub "${AWS::StackName}-MwaaEnvironment"
SourceBucketArn: !GetAtt EnvironmentBucket.Arn
ExecutionRoleArn: !GetAtt MwaaExecutionRole.Arn
DagS3Path: dags
NetworkConfiguration:

SecurityGroupIds:
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RAriEmE

- !GetAtt SecurityGroup.GroupId
SubnetIds:
- IRef PrivateSubnetl
- !Ref PrivateSubnet2
WebserverAccessMode: PUBLIC_ONLY
MaxWorkers: !Ref MaxWorkerNodes
LoggingConfiguration:
DagProcessinglogs:
LogLevel: !Ref DagProcessinglLogs
Enabled: true
SchedulerlLogs:
LogLevel: !Ref SchedulerlLogslLevel
Enabled: true
TaskLogs:
LogLevel: !Ref TaskLogsLevel
Enabled: true
WorkerLogs:
LogLevel: !Ref WorkerLogslLevel
Enabled: true
WebserverlLogs:
LogLevel: !Ref WebserverlLogslLevel
Enabled: true
SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
VpcId: !Ref VPC

GroupDescription: !Sub "Security Group for Amazon MWAA Environment

${AWS: :StackName}-MwaaEnvironment"

GroupName: !Sub "airflow-security-group-${AWS::StackName}-MwaaEnvironment"

SecurityGroupIngress:
Type: AWS::EC2::SecurityGroupIngress
Properties:
GroupId: !Ref SecurityGroup
IpProtocol: "-1"

SourceSecurityGroupId: !Ref SecurityGroup

SecurityGroupEgress:
Type: AWS::EC2::SecurityGroupEgress
Properties:

GroupId: !Ref SecurityGroup
IpProtocol: "-1"
CidrIp: "0.0.0.0/0"
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MwaaExecutionRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- airflow-env.amazonaws.com
- airflow.amazonaws.com
Action:
- "sts:AssumeRole"
Path: "/service-role/"

MwaaExecutionPolicy:
DependsOn: EnvironmentBucket
Type: AWS::IAM::ManagedPolicy
Properties:
Roles:
- !IRef MwaaExecutionRole
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action: airflow:PublishMetrics
Resource:
- !Sub "arn:aws:airflow:${AWS: :Region}:${AWS: :AccountId}:environment/
${EnvironmentName}"
- Effect: Deny
Action: s3:ListAllMyBuckets
Resource:
- ISub "${EnvironmentBucket.Arn}"
- ISub "${EnvironmentBucket.Arn}/*"

- Effect: Allow
Action:
- "s3:GetObject*"
- "s3:GetBucket*"
- "s3:List*"
Resource:
- ISub "${EnvironmentBucket.Arn}"
- I1Sub "${EnvironmentBucket.Arn}/*"
- Effect: Allow

% —% : ¥ Amazon CloudFormation &R {& 17 2| 2 itz 14
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RAriEmE

Action:
- logs
Resource

- Effect:
Action:

- logs:
- logs:
- logs:
- logs:
- logs:
- logs:
- logs:
- logs:

:DescribelogGroups

. Nxn

Allow

CreatelLogStream
CreatelLogGroup
PutLogEvents
GetLogEvents
GetLogRecord
GetLogGroupFields
GetQueryResults
DescribelogGroups

Resource:

- ISub
group:airflow-${AWS:

"arn:aws:logs:${AWS: :Region}:${AWS: :AccountId}:log-

:StackName}*"

- Effect: Allow

Action:
Resource
- Effect:
Action:
- sgs:
- sgs:
- sgs
- sgs:
- sgs:
- sgs:
Resource

- !Sub "arn:aws:sqs:${AWS::Region}:*:airflow-celery-*"

- Effect:
Action:
- kms:
- kms:
- "kms
- kms:
NotResou
Conditio
String
"kms

- !Sub "sqgs.${AWS::Region}.amazonaws.com"

Outputs:
VPC:
Description: A r

cloudwatch:PutMetricData

g n

Allow

ChangeMessageVisibility
DeleteMessage

:GetQueueAttributes

GetQueueUrl
ReceiveMessage
SendMessage

Allow

Decrypt
DescribeKey
:GenerateDataKey*"
Encrypt

rce: !Sub "arn:aws:kms:*:${AWS::AccountId}:key/*"

n:
Like:
:ViaService":

eference to the created VPC
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Value: !Ref VPC

PublicSubnets:

Description: A list of the public subnets
Value: !Join [ ",", [ !'Ref PublicSubnetl, !Ref PublicSubnet2 ]]

PrivateSubnets:

Description: A list of the private subnets
Value: !Join [ ",", [ !'Ref PrivateSubnetl, !Ref PrivateSubnet2 ]]

PublicSubnetl:
Description: A reference to
Value: !Ref PublicSubnetl

PublicSubnet2:
Description: A reference to
Value: !Ref PublicSubnet2

PrivateSubnetl:
Description: A reference to
Value: !Ref PrivateSubnetl

PrivateSubnet2:
Description: A reference to

Value: !Ref PrivateSubnet2

SecurityGroupIngress:

the public subnet in the 1st Availability Zone

the public subnet in the 2nd Availability Zone

the private subnet in the 1st Availability Zone

the private subnet in the 2nd Availability Zone

Description: Security group with self-referencing inbound rule

Value: !Ref SecurityGroupIngress

MwaaApacheAirflowUI:

Description: MWAA Environment
Value: !Sub "https://${MwaaEnvironment.WebserverUrl}"

£ : FACIZEHEM% Amazon CLI

1. ESDFRERRET , $ME1FMH mwaa_public_network.yml 8B %, #l0 :

cd mwaaproject

2. ® A aws cloudformation create-stack #nHS A Amazon CLI BIZHER,

$=% : FHAGIEME Amazon CLI


https://docs.amazonaws.cn/cli/latest/reference/cloudformation/create-stack.html
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aws cloudformation create-stack --stack-name mwaa-environment-public-network --
template-body file://mwaa_public_network.yml --capabilities CAPABILITY_IAM

@ Note

812 Amazon VPC EMi& . Amazon S3 Zi&# @ Amazon MWAA IREEE 30 249
&,

S’ 3 : ¥ DAG L& %] Amazon S3 # 7 Apache Airflow Ul FRIZ1T

1. E#HZEFH&EH Apache Airflow fRZAHY tutorial.py XHAR , REEALEER
tutorial.py.

2. EGMTRERAET , SMEIEM tutorial.py B F. flm :

cd mwaaproject

3. KT RHEIFIHEATE Amazon S3 Fi# .

aws s3 1s

4. ERALT @S H Amazon S3 FEEHE SRR XM XHR,

aws s3 1s s3://YOUR_S3_BUCKET_NAME

5 FRAUTHIZAE tutorial.py X# L& %] dags XK, E# YOUR_S3_BUCKET_NAME H#Y
T~BIE.

aws s3 cp tutorial.py s3://YOUR_S3_BUCKET_NAME/dags/

£ Amazon MWAA &I & E3TFIRETNE,

TR,

1ERITFF Airflow Ul,

# Apache Airflow Ul £, \ATFH DAG 3k i F##E DAG.

10. 7£ DAG F#4ERNE L , 1% DAG BEME LW EE/BUEE 12 DAG X UBUEE F DAG,
1. EFEHE DAG,

© © N O

S 3 : ¥ DAG L4 %] Amazon S3 H#7E Apache Airflow Ul H521T 17


https://airflow.apache.org/docs/apache-airflow/2.2.2/tutorial.html
https://console.amazonaws.cn/mwaa/home#/environments
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