TS5 nfis
FPisw
Amazon ECR

API fxZs 2015-09-21

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



Amazon ECR AriEE

Amazon ECR: FIFiEm™

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon FIEFRFE L AR A BB FEMIE Amazon WERBRS , AR BLEAATRESIEEZFE
&, BRKIKS Amazon WA REH., PIEIE Amazon HEMEMBEIRO AR BFIEENMT | XL
FRE & WREME T Amazon. 5 Amazon BXEEH Amazon #B) , thaJgE R 2 Mt

Amazon Web Services X4 iRA Amazon Web Services BE R MBEARER X B MR, BEEEE
ATHERXENESR , B2 FEH Amazon Web Services R Al (PDF),



https://docs.amazonaws.cn/aws/latest/userguide/services.html
https://docs.amazonaws.cn/aws/latest/userguide/aws-ug.pdf#services

Amazon ECR AriEE

Table of Contents

FEAR AMAZON ECR ... ettt e 1
B B oottt 1

B B B BRI oot ettt 3
AMAZON ECR U B oottt ettt e et 4
SEMFIREL AMazon Web Services T .. ..o, 5
BRI LA B T et 6
TAIFFZRBEF] AMAZON ECR ..o e et 6
AMAZON ECR TEYY oottt et e ettt ettt et e et e e eae s 6
AmMazon ECR AIEIRKIE ...ttt 6
B B R BN A B A I et 7
e R A ettt 7
o\ 11T o) o T O 1N LRSS 7

=3 Do Yol (= OO OROTRR 7

HIR 1 BUEE DOCKET B oo, 8
R 2 1 Bl B R E oot 10
HIR 3 IR BRI A E A R I E B D oot 11
HIR A HEEBRE) AMAZON ECR ..o ettt 12
HBE5: M AMAZON ECR BBEUBE R ..o 13
IR 6 I BREEIR ..o 13
D 7 B B RTE I EE oottt 14
R BE ...ttt ettt et e e 15
R B SR ettt 17
AT APV e ettt e e et e et e e e e e e e ————— e aa—— 17
TR TP Il BB I oo ettt ettt e et e e e e e e e e e e aeraaaa 18
B P A R U B T oR oottt ettt 18
M docker CLI EFH AMAazon ECR THAL .. .ottt ee e 19
T2 IAM SREEFREFR IPVE HIBE ..ooovoeieieicceeeeeeeccce e 19

B A T R ettt 22
T T R A . ettt ettt 22
SEFIR B ABIRIE ..ottt ettt n s e, 22
S AMazon ECR R d B B AR I oo, 23

B P B T R et 23

FEF HTTP APL BB IRIE .. oottt e e et e e et e e et e et e e e e e eeee e 24

BT BRI B ..ottt ettt 25

API R4 2015-09-21 iii



Amazon ECR AriEE

BlOD R .ot e e e e e e e e e e e e e e rae e e aeraa et 25
BlOD R R 2. ettt e e e e e et re e e 26
BlOD R R B B ... .eeeeeeeee e e ettt e e e e e e e e e e e e e e e re e e 26

T T R A B .ot ettt et e e e e 27
S R IR BE TRAT .ottt 27
B T B K P B I BR .ottt 30
B T R B TR AU BR ..ottt 32

B T TR B E oottt 33

TR R R . oottt 33

B T T B B R oo ettt 34
B D T e ettt et 36

B B R B T I S B oo 36

2R -3 =R 37

TR B TR B oottt ettt 37
TEREFEIRBES TAM POLCY ... ettt 38
TR EEBRBETRAT oottt ettt 39
R B TR R TR B T B e ettt 45

R B R E oo ettt 46
R B AT oottt 46
R B R A E T o B oot 47
BN Il R e e ettt 47
B B R . ettt ettt e et et et e ere e 48

B T B ettt ettt 50

0 TP 50
P R T A B BB oot ettt ettt e e e e e e et aea s 51
HEIE DOCKET BRER ..o ettt ettt ettt 52
g AL 0 RO 54
HEIE HEIM CRAT ..ottt e e e et e et et e et e e et e et e e e eeeeee e e ee e 56

B BRI ettt ettt n et et n e aaens 58

B B B R I S I o et 60

BB BB I .ottt ettt 61

R EL AMAzZON LiNUX BB R oottt ettt e et e et 62

BB BREE R ..ottt ettt e e e aaens 63

TR B I et ettt 65
ECR TR RS R I B R L 2 oottt 65
TR R I .ottt et 65

API| BA 2015-09-21 iv



Amazon ECR AriEE

R BRAR .ottt ettt 67
T T R R I I R ettt ettt 68
B L B R R B A B 2 ..ottt ettt ettt ettt ettt 71

WEMGIRZHAIZEM ( Amazon Web Services BIBIEFIB ) oo, 71

WEMBIRZIITIZME (AMAZON CLI) o e 72
B R BB B B R ettt 73

AMAzZON ECR B B I oo 74
$F Amazon ECR BR&E Amazon ECS A R ..o, 75

P R T A B BB oottt e e e e e e e e e e e e e 75

EEZSENAFIEE AMAazon ECR B ..o 76
FF Amazon ECR BR&EE Amazon EKS BB E A .o, 77

P R T A B BB oottt et e e e et e e e 77

£ Amazon EKS BB ZREE Helm BIZR .o 78

B B B T oo e e e et e e e e 80
R B T T ettt 80
T E B R TM ..oooeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee ettt e e, 80
BB B B ettt ettt e, 80

G R R ettt ettt e, 81

T BB B ettt ettt et et 82

T BTl oot e e e e r s 84
B BRIBAE ettt ettt ettt ettt et e, 85

EF AMazon EKS B TFE B IRIE ..ot 85

EATILD# ECS M9 Lambda BEATRHIBT ..o 85

FERRIEIE CLI B T B IEAE oot e et e e e et e e e et e e e e e e e e e e e e 85

AFEEFREE B ADIEIE .ottt 85
B B oottt ettt 86

G R R ettt ettt e, 86

B R R D R T R E R oottt 87
TR T T G oo ettt ettt 88

B I G BB T ..ottt ettt ettt 88
B B a0 ottt ettt et ettt e e, 88

B B A B E B IR TI ..ottt ettt 89

BB I BB T I T ] ..ottt 90

P R T A B BB oot ettt ettt e e e e e e et aea s 90

B B B B T .o oottt ettt 91

e LY a 1= g To o L= Y =X RS 93

API| A 2015-09-21 v



Amazon ECR AriEE

B R BRI oottt ettt ettt 98
B T ettt ettt e, 99
R E R B S R N A ettt 99
B B B N AT oottt 100
T B B oottt e, 100
B R T R I oottt ettt 101
BE B AR AT T T .ottt ettt ettt 103
TEBPHEIRA SCAN_ELIGIBILITY_EXPIRED ..ooieeeeeeeeeeeee et 103

Bl 2D T R e e 105
TR R B AR A ..ottt ettt ettt ettt ettt ettt 105
BT R AU B EZEIEIM .ottt ettt ettt 106
FIFEEBY TAM BBR oottt et ettt ettt et et et et et e et ee et et et et et e e et ee et ee et e et e e ee e e 107
B T R AR oottt ettt ettt ettt 108
B D T oottt ettt e ettt ee e 109
REFEMF ECR Z) ECR PTC BIAIBR ..ottt ettt ettt et ee ettt en e e 110
B ECR Z ECR REVEFFTER IAM ZEE oo 110
BUEIRIRENIIIU .ottt et et e et e et e et et et e e et et et et et et eee et et e et e e et ereee e 112
G R G ettt ettt ettt 112
R AMazon Web Services BRI B oo et 113
FFF AMAZON CLI ..ottt et e e ettt et et e et et e et e e e e e e 120
B D T ettt ettt et et e ettt 123
BOUEBAFIRENIIUL .ottt ettt ettt ettt e et et e et e e en e 123
BRI SRIRERARAR ..ottt et et ettt ettt 124
TR TR EE AL o oottt ettt ettt 126
B TE B EE BT oottt ettt ettt ettt ettt et et ee et 134
BEBE B TR R EIEI I ..ottt ettt ettt ettt ettt ettt ettt 135
A B R ettt ettt ettt ettt et en e 137
A R B B SR oottt ettt ettt 137
R B I BRI ..ottt ettt 137

B R TR IR B B SR oottt ettt 137
B K P B R oottt ettt ettt e et ettt 138
B L R oottt ettt ettt ettt ettt ettt ettt e et 139
T B R T AT TR IEEE ..ottt ettt et 139
A BB R E B B E B BTN .ottt ettt e, 139
B TR B ettt ettt ettt ettt 141
T BB XIS I T B B FREIE ..ot 141

API| BRA 2015-09-21 vi



Amazon ECR AriEE

R A R TR T A R B B I A e, 141
TR BB XIS I BB AN EFRIT .o 142
TRAG] - B B BT o o] oot 142
TR BB ARIETEZ I <ot 143
TRAB) BRI IR ..o 143
B B Bt ..ottt 144
BB R ettt 145
T FE B AR A ..ottt ettt et 147
LR BRI ettt ettt ettt ettt ettt ettt 147
B A B R A AR ..ottt ettt e, 150
BB IFME FE QIR AEIRAT IAM BUBR oot 150
B BT e N R B ettt et 151
BUZ =D TAM BB ettt ettt ettt 152
B R TF A B R A A ..ottt ettt e, 153
B T T B R A A oottt ettt e, 157
B R AT B R AR AR .ottt 158
B B B B BB oottt 160
R B D B L E T .ottt ettt ettt 160
R BRI RBEARAEINI oottt ettt e, 161
B A A B R B T 0 ettt ettt e, 162
B A B B I TR B .ottt et ettt 164
G R R ettt ettt 164
A B R R BT TRII oottt ettt e, 165
A B R B AR AR .ottt 166
B B BRI P I PR T3 oottt e, 166
IR _EIRBIERETIED ..ottt ettt ettt e ettt e e et ee e, 167
BT R I BT D T T30 oottt ettt 168
B B B R T e .ottt e, 168
BRIBZAMTIMUTEIE ..ot e ettt e e et ee e e ee e e, 169
TE B AT ARG IE 2 I BRZE oottt ettt ettt et et 171
B T B .ottt ettt 173
TR TRAB <ottt 176
A B I TR B B T oottt ettt ettt n e 178
FIIUDE FEZR .ottt ettt et et et et et 179
D B ettt ettt e et ettt ettt e e 179
R B R A ettt ettt et ettt e, 179

AP BRZA 2015-09-21 vii



F 2R
T2 i EE 48R

AN E

SEZH A EventBridge

Amazon ECR

Action

B L4 ERTHERRT

()

EEEHEERIMAEESEM
Z&H

180
Pull-time BERTHEBRII ..ottt s e st ne e s e s 183

182

AR EE TR

Amazon Elastic Container Registry #fA5 |IAM & & FH
Identity-based =R B& R4

£/ Tag-Based if[A3% 4]
Amazon I &% ECR ML E KBS

FARSXEKAR

B T e B .. oot e e e e e e e e 213

0 VPC %R ( Amazon PrivateLink )
Cross-service J2aLBVEIFFFh
T

Al M1t Service Quotas HiREER

B A CloudWatch 1E#5

ERZEEFHIEFR CloudWatch

AP WA 2015-09-21 viii



Amazon ECR AriEE

SRE Amazon ECR BITRBIZEHE ..ot 238
B 185 Amazon CIoudTrailBRIE .. ....c.oooioeeeee et 245
W EE ECR AEELT ClOUATIAI .ttt e e e e 245
T Amazon ECR BHREIFRE ..ottt 246
FE AMAzon B TF E TR et 263
B TR e e e 264
B R T B .o e 265
Hello AMAzZOoN ECR ...t e e e e e e e e e e aaaaaaas 265
2= - =R 269
R AE e e et 325
d B e e ee e et e e ———ee e e e e ————eeeeee—————eeeeaer———eeeaaer————————— 381
DA =R 3 IV Y= V4o g T =01 = R 381
T TR 390
B T e B ..o et e eeeaeaen 394
HEZE DOCKET BIIL ...t ettt e e ettt ee e ee e 394
Docker B AR B B B A B IR R oot 394
M Amazon ECR & FEIRENGE &Y , HIEEIR © “Filesystem Verification Failed”(3X R 5%
ER) 24“404: Image Not Found” (404 : FAEIGR) ..o, 394
M Amazon ECR 1=REVEBAS , HII4EIR : “Filesystem Layer Verification Failed” (X # R &%
FRIRTIESRIE) oo oo oo e e e e oo e e e e e eeeeee 395
HEE B F46 EE R BT HTTP 403 451X 5“no basic auth credentials”(C% B BRI R RIEZIE) 45
TR ettt e —eeeee e e e et e eeeeeeeeeee e ——————eeeeeaeeeeeeeeeeaaeeee—————————aaaaaaaaaeeaaaa 396
HEE Amazon ECR B IR BN ..o 397
HTTP 429 : iR AZ T ThrottleEXCEPtON ......c.coveiveeeeceeeeeeeee e 397
HTTP 403 : “User [arn] is not authorized to perform [operation]’(F F° [arn] ;& B 1T
[operation] BYRNBR) .. ..ottt ettt e te e e e nee e, 397
HTTP 404 : “Repository Does Not Exist’(TEEEETTETE) FHIR oovooevereeee e 398
IR TTEMIE TTY BB HITRE R E R e, 398
FF Podman 5 Amazon ECR BB I ..o, 399
f# /A Podman B3 Amazon ECR BATEDIEIUE ....ooooiieeeeeeeeeeeeeeeeeeeeeeeee e 399
£ Amazon ECR EiEBIFE Podman BLA R ...occoe e 399
A Podman M Amazon ECR FRBERBRER ......cooeeieceeeeeee e 400
L Podman 1217 AMazon ECR B BE oottt 400
8 Podman FFERIRIEIET] AMAZON ECR ..o, 400
B =] 7 < TR 401
........................................................................................................................................................ cdviii

API| BRA 2015-09-21 ix



Amazon ECR AriEE

f+ 4 & Amazon Elastic Container Registry ?

Amazon Elastic Container Registry (Amazon ECR) Amazon 2 —HZ %, Ay REAUSNITERS
BHBEMRS . Amazon ECR £ Amazon IABM X EEETRRENNRNIAEFMHE, X |, 1§
EHRF 3 Amazon EC2 EI R AT R B A s 76 EMMRG, SR EE CLI #iX, RENER
Docker BR#%&, Open Container ltistry (OCI) BR{&F1 OC| 3R B4,

(® Note

Amazon ECR i X F N\ HABMGEFEME, EXEZEE , 5% Amazon ECR Public BF
BEPHNT A2 Amazon ECR Public.

Amazon BEBRESE LR B — N OFHKRLE GitHub, B2 <N EEHMNEENER , A2
WFrE Amazon EFREHEERIE, BXEZER |, 55 Amazon BEsik4& A,

Amazon ECR WL = 4H 4

Amazon ECR  Amazoni2 i) —IM T £ IEE X Docker BEFIMRBE . TEAUBRLL A FHbF6E.
EEMELE Docker R, XEMSMAHRRRERZS, A BFMUHEA Docker BEFEM =R
% Amazon , FEREE SN EENBERR[ LN AR,

LA 2 Amazon ECR By — BBl S fA H -
AR

Amazon ECR Z ik 2RRMH4A 8 Amazon IKFWAEFEE , EANEZHPUE - RS NE
I, XEFHEEATEEREREFMEND X Docker Eif, FHRAFITR (OCI) BEEMEAM OCI-
compatible T#., Amazon BXEZEE , iHZH Amazon ECR FAHE EME.

BT

BB P im A BEN Amazon AP X Amazon ECR BB EMRFITEHRIUE , REFEEHIEMNRE
BRG, BXEZEE , HZH Amazon ECR FHAAEEMER S HEIL,

TrfE

Amazon ECR FHFHER—NMEEES , B EH R EFM Docker Hff. FFASRITXI (OCI)
BGBMEMITH. OCl-compatible FE# 4 Amazon ECR &R+ , BAILLE SN EHERERER
BMG, BXEZER , BHS R Amazon ECR FAEF#E,

B A4 API iR 2015-09-21 1


https://docs.amazonaws.cn/AmazonECR/latest/public/what-is-ecr.html
https://github.com/aws/containers-roadmap

Amazon ECR AriEE

7 fif EE SR B

R LUES i E RS RN FREREPHABTNTR. BXEZELR , FS6 Amazon ECR
PHFAE R

B &

WA LTS 12 EEHEE AR A B R, XEMBROLUEF ARG R AR , th A LA Amazon
ECS £5 & X Amazon EKS Pod SBEARER. BXEZEER |, ESHEWN Amazon ECR BG5S
Amazon ECS &4 A F¥¥ Amazon ECR &5 Amazon EKS &4 & A,

o FHIR

Amazon ECR 4 ap JE H SR B 78 VFSEUES TE S IB R4 AR o8 R BER 18R 49 15 B A 8 A 1 Sie B S BR {5 9 A
wmEAH. BXEZELR , HSH £ Amazon ECR FE AL BRI RK B35 ER S,

BRI

Amazon ECR £ —IMER ARG THEE | UHBENRJIBBMETHN B4 RE. EXEZES
S £ Amazon ECR FHERGERE B FERERE.

= 22

Amazon ECR £/ IAM RIZHIX B FHENLR, BUINRIBREEHIEA, RIEEE Amazon
ECR Z#ENBENREN IAM AP, AFAt, EXEZEE , 55 Amazon Elastic Container
Registry FH L £ 14,

Cross-account # Cross-region & #l

Amazon ECR B Z N Amazon ik MXEHEHIREG , LIRS TAMHBAPEERE, BEXEZE
B &2 Amazon ECR A EMEE 4,

hn&

Amazon ECR X # £ H Amazon KMSXt Docker MG H ITE SRS B[ IwMBE, EXEZELR , 5
¥ Amazon ECR #HYEIERI,

Amazon Command Line Interface &5

Amazon CLI 22 7 5 Amazon ECR F#EXENG®T , FlIeIE, FiH, HXFIEEMREG,

Amazon Web Services BIEi24 &

Amazon ECR 8 A] LUBE T #1TE 2 Amazon Web Services B4 A , ERBET - MNAPKEFN
MIRRE , T EE#EMRE,

L PR ES API 7 2015-09-21 2



Amazon ECR AriEE

Amazon CloudTrail

HFL4MEHE B Amazon CloudTrail , Amazon ECR 555 , A& FMEFRE Amazon
ECR A Ht API iR, BXxEZEE |, HSH FH125 Amazon ECR #4E Amazon CloudTrails

Amazon CloudWatch

Amazon ECR £t a[{# A Amazon CloudWatchi& ¥ IEFRFM B & , FE 6 IR ER Amazon ECR
FHENEENERBR. BEXEZELE , B5H Amazon ECR F#EEFR.

REZLH

L E G LS Amazon ECR Bt , HELE LA ERMBLES , NTIELT BHEREZEE, AX
EZER , FEH EEER,

Amazon ECR #HYE L F 1

Amazon ECR 2 Amazonig i) —IN T £ E X Docker BeFMRES. BRET —1NLZ£ AT
VRNE#EE L BTEMEND K Docker BEsg , FER N ARSI NAREFHESI LA TONA
., Amazon ECR f8{t T £ & Amazon REMAMINEHHE, 2 A MNZTRF[LNAERFHNT

=
LA 2 Amazon ECR B — <2 A4 -
BDRMGEEND X

Amazon ECR T HEHFEWE , MEHLARNFMMD & Docker BESMBRBELREH. FEAR
AT LU H ARG HEIA ] Amazon ECR , REMNHEHE AmazonfE A1t EIRE (5l Amazon EC2
2 Amazon EKS ) F2EUX LM%, Amazon FargateBEXEZEE , 2 Amazon ECR %A E7F
B,

BE SR MFLEIE (CI/ICD)

Amazon ECR 5 Amazon CodeBuild Amazon CodePipeline, #Eft CI/CD TETHEERK , X
¥ExWE. NENMBEARCNARRF. REMEG A EMER CI/ICD BB —3 5 Bah#ixE
Amazon ECR , NTTHEREFRWIRER#H T — M AT FERHIE,

PRARSS 2R

Amazon ECR JEEEE A THRS RN , EXMMRSRET , MRAEFH D 8K E /97 BR
%, HEBRRSE. MRS HIN BN RRREFMAE Amazon ECR 1, MTISKIZ R
SHMIATT R, BENY R

EREAEA API R4 2015-09-21 3



Amazon ECR AriEE

B4 Multi-Cloud Zp2

Amazon ECR XM E AT EMEK ( HI20 Docker Hub E = 5EMEK ) FIRMAI[MREGE, X
ARWFALRFEA Amazon ECR EABBMENPREREE , TRESISEHEPRE—HNBE
B,

mEEHNZ 2

Amazon ECR 1R 7T EAM e 3RSl ALE) | foVFLE 4R i ] LU EA R b X sRIR VA 2R &
Tt 55K Amazon Identity and Access Management S 1T &I IEMTAR , NTTHEHREXNBEE
BHELHE, BXEZEE |, i3/ Amazon Elastic Container Registry #7214,

BRI R 4

Amazon ECR W BZ H# ARG , URIRMHRAMBENEESIR , MNTHEBEF LN
BRBEMR, BXESELR , 5 M £ Amazon ECR FHEMREREEFERMIFIE.

IRRJ|EME

WFEAEKREZLHENERNAL , Amazon ECR TREMREREIME  HMIRBBRNWAEMBG
TELEBHNHIMER , HEREEAHALHN Amazon FREHRIFE, BXEZEL , 5 Amazon
ECR #AE EM &K,

£/ Amazon ECR E#|RekU Ko AN RAEFEE

A Amazon ECR £ #2h8E , BAILLRARL Web NABRFREEF I EFEEDR , NTKIE
A Amazon X AF SR , BWREKPE-HELEERK , ARBREZENE, BXEZER  #F
£ Amazon ECR FIVFAE R E §,

B3R R R RRE&

Amazon ECR £ @ FHIRM X HRFECE LMW ( FIMERFR, HHIRE ) BFEIAEY
R , WALFRBAE , EPAFOEMEK , BERLSENEANE , HBEIEHLRLT R ITHE
Fo BXEZEER , B350 £ Amazon ECR 4 an A KB B 3 FEM R,

Amazon ECR By Zh&E

Amazon ECR 12 LA T IhEE :

- EREANMRBEY TEERFEETRENEGAR, BUTUENSBEERERARGHAN . E7T
RN N A BT E 2 B Bt T, BXRESEE , FSH £ Amazon ECR H 4 &5 FH
R B BEREK,

Amazon ECR By Zh#g API R 2015-09-21 4



Amazon ECR AriEE

- REFHEEB TR BRZREPNREFE. SNMFEESTUAREN EHENEHE, XTHR

PE#HEIFEEENSINTRG. AT, EUURRMRGRAENLE R, EXESZER , B3 &
Amazon ECR F ARG R B FEHFRIE.

« Cross-Region A , BKFEHEEATUERM M NEGREZTENHS., TRENIMRRE ,

AETEINXE, BXEZESR , B2/ Amazon ECR FlVRAEEMERIRE,

« ZERERDANREHE T ELSE Amazon ECRIEMERPESF L EMRTNERENTE. ERERFR

ERHL Bt | Amazon ECR EHIH R L MR , AR Amazon ECR FAE FMERF EFHREGE
BIIRD. BREZER , TSR F L EMERS Amazon ECR FAEEMERES,

« FREEQEERAVFEEN Amazon ECR R EIEF. #HIAMGEREHREHARREUNENF

EENRE, AN B CRNEFEEEEREAATEE, NERE, FHEERE, EoFHRE
MARIRE, BXRESEL , F5H ATREEEFHE, #HAR 62 NE HIRERF 021 76
FE VR AR

« HEGHEIAE Amazon ECR B , HEZXZ LA ERMNELS , ML T BRREZE. BXE

ZER B RELSR.

SEAFFREL Amazon Web Services K =

MR E%HF Amazon Web Services I |, 5T T S BEKAIE—1,

=33 Amazon Web Services ik

1.
2.

$TFT https://portal.aws.amazon.com/billing/signup.

REBRETE LW ARE,

FEEMET , FHETBRENREIEE  EREAREREHA —PNRIEE,

YIRS MET Amazon Web Services IKF , i 812 Amazon Web Services KFRAF —1. 1B
BAPAERGHEEK P P ATE Amazon Web Services RS &R, ENRERSSE  BRAF
PEEBFRNE , FERFERARAFPRKIITEEZR A, HRNERENES,

Amazon EME R TR ELEE KX —HEINE FifH. EEMRR , SEHATLUBLEZ hitps:/
aws.amazon.com/ F#i&# My Account (BRI ) REF YK EN HEBENIK,,

SEMEREL Amazon Web Services T2 API fRZ 2015-09-21 5


https://portal.amazonaws.cn/billing/signup
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://www.amazonaws.cn/
https://www.amazonaws.cn/

Amazon ECR AriEE

£ 1AM A F

JEME Amazon Web Services Ik , FFEZEHHRIE (MFA) , RIFENERAF, BXiHHA , B3
5 <IAM AF3ER) K 71 IAM AP EAEE MFAEE (E#HlE ).

ERTFHEHMAFHRIER Amazon Web Services Ik ®IR |, B8IE IAM BF. A THRIPEH IAM A
P, BB A MFA #XE IAM B P BFHITESFIENR,

BXUEARYE IAM AFNESER , 28 (AM BFEBE) PN TER :

« E/REY IAM A~ 812 Amazon Web Services i /=
« EHT Amazon &R 50X R & 12
« EF IAM B3I R BE R A1

WAl FF 38 B Amazon ECR

R &E A Amazon Elastic Container Service ( Amazon ECS ) 2t Amazon Elastic Kubernetes
Service ( Amazon EKS ) , EFE , XWIRFHIRES Amazon ECR iR EZELL , BN Amazon
ECR BRXFMIMARSFZEIT B

Amazon Command Line Interface & Amazon ECR —E AR , {5 A XiEH& ¥ Amazon ECR Ih
BERVERAS, Amazon CLI Z1REEFFEFEIX Amazon ECR IhEERI & Amazon CLI , EHREI&
HMRASHY Amazon CLl, BXRZEZRHRAKE S Amazon CLI , F5H (Amazon Command Line
Interface FAF#8R) Amazon CLI Y &2 % 2 5 51 B S #T AR AS Y o

ETRMMAEER Amazon CLI 1 Docker &SRR EHEIZEIFAE Amazon ECR F#ER |, TS HE
Amazon ECR ¥z G ENE B,

Amazon ECR Eft

£ Amazon ECR , BRENFREFFRNBIEE. BEHEENNERNBEEHARSCEERITH
BBIRE (HINEREENES ) 5%, BXEZESR , HSH Amazon ECR Ef,

Amazon ECR FE X1

AEFEHWRARMRT HERTEB O XE, WFHE , FXEXGHERAIUTHENAFEXIGZ — :
cn-northwest-1 % cn-north-1, ko, AFEFEREHMNXE , Hitbk5=/Ns 8L £ X8 < W 4E[
BHITERTFHE,

&I 1AM B API R4 2015-09-21 6


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-iam-user
https://docs.amazonaws.cn//IAM/latest/UserGuide/id_users_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_examples.html
https://docs.amazonaws.cn/cli/latest/userguide/getting-started-install.html
https://www.amazonaws.cn/ecr/pricing/

Amazon ECR AriEE

£ Amazon ECR &3 G HY B /N4 o B 5

MR HREEREH Amazon ECR , &% Docker CLI FH £ A LA T 5% Amazon CLI K62 Rk,
EERINEMRATEGRIIH B EERHE. ARNMGHXILEEEEHANFERBRE, THR
BIRRG TS | M BR R A5 BRAR AN 1240

ZE{# A Amazon Web Services B4 A # Amazon CLI , &S [the section called “BliE 174 E
LA,

BXATHATEE Amazon #RNEMTE ( @FEFEH Amazon BEF KT E S, IDE TESH
Windows PowerShell iF S{TTE ) WEZEER , 55, hitp://aws.amazon.com/tools/

TR

WMREE RL R KA Amazon CLI Ml Docker , i REFRRHE , FRBUTIRLZEXHILE,

%% Amazon CLI

E ¥ Amazon CLI 5 Amazon ECR L& , iHZE & Amazon CLI kA&, BXEER |, HSH
{Amazon Command Line Interface FIF#E®8) B %% Amazon Command Line Interface,

=% Docker

Docker EEA T ZFREMRERS , BIEASEHIN Linux 2 &R (20 Ubuntu) EFE MacOS H
Windows, BXIAEEEMNIRIERS L L% Docker WEZER |, {54 %I Docker Z%E3ER,

BEERMFF X RESENAEH Docker, MNREEEMER Amazon EC2 , MIAIF3I Amazon Linux 2023
SEf H %2 % Docker AFFIAERA,

MR E L% Docker , BBEIZZE 1 : 812 Docker E5o

£ Amazon Linux 2023 AMI 7£ Amazon EC2 3245l = %% Docker

1. ERASHIR Amazon Linux 2023 AMI Bz13£6l. EXEZEE , 5H (Amazon EC2 AAF 15
) PWEBNEH,.

2. EEINEBHEH, BREZER , 55 (Amazon EC2 AF#8R) FRIIEREE Linux E41,

3. EFXHlLERENERINERTEF.

sudo yum update -y
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4. REHKHH Docker Community Edition B F .

sudo yum install docker

5. JB33h Docker BR%

sudo service docker start

6. ¥ ec2-user FiNE docker 4 , AMELREEB 1T Docker 88 , MEEMEA sudo,

sudo usermod -a -G docker ec2-user

7. BH  BEHBFUEIH docker AR, B LAXAHFH SSH KinE OHEHLIKRE N
REFMEEISS , TRX -, B SSH 2 EA MM docker AR,

8. Wi ec2-user RHBEIERE sudo WIER Ti=1T Docker fiFo

docker info

(@ Note

EREBERT , EUREEEHMEHIRG , UMEN ec2-user RAL1HE Docker #HZFH
BEFIRR, MREFIUATHER , ARREREHRS)

Cannot connect to the Docker daemon. Is the docker daemon running on this
host?

B 1 : 82 Docker R

EALZERD , SRFI2REE Web FATEFH Docker MG |, FHIEA M RE S Amazon EC2 KA LR
LEBR R

BRI £ Web MAREFH Docker BR{&

1. BIEHB N Dockerfile BIS#. Dockerfile B —/NEEIH |, IR T FF Docker BR 5 1Y B 2 BR {5
URBLZZENIE URERIE EiZ1THRA. B Dockerfile WEZEE |, i3 F Dockerfile &
£,

SR 1 812 Docker &% API R4 2015-09-21 8
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touch Dockerfile

2. REENINAIZERN Dockerfile HHMUTAHR,

FROM public.ecr.aws/amazonlinux/amazonlinux:latest

# Install dependencies
RUN yum update -y && \
yum install -y httpd

# Install apache and write hello world message
RUN echo 'Hello World!' > /var/www/html/index.html

# Configure apache

RUN echo 'mkdir -p /var/run/httpd' >> /root/run_apache.sh && \
echo 'mkdir -p /var/lock/httpd' >> /root/run_apache.sh && \

echo '/usr/sbin/httpd -D FOREGROUND' >> /root/run_apache.sh && \
chmod 755 /root/run_apache.sh

EXPOSE 80

CMD /root/run_apache.sh

It Dockerfile £/ Amazon ECR Public L3 &/ Amazon Linux 2 AE B, RUN IS EHEE
7, ZE-LERAT Web REB|NEHI , AR R Hello World” IAE A Web IR 2389 1418
B . EXPOSE {8 EARS LN FFimA 80 , CMD #5331 Web FRE 25,

3. M Dockerfile £ 5 Docker &,

(® Note
Docker B R LEIRATABEEEE LU TS A Dockerfile TEEEZE , MARFTRAAEI B
%,

docker build -t hello-world .

4. FIHBERRE.

dockexr images --filter reference=hello-world

SR 1 812 Docker &% API R4 2015-09-21 9
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i

REPOSITORY TAG IMAGE ID CREATED
SIZE

hello-world latest e9ffedc8c286 4 minutes ago
194MB

5. ETHHENBG, -p 80:80 ETGARLAFHIKO 80 MR EH RS LMIKA 80, X
docker run WEZEE |, 5% 2 Docker BT,

dockexr run -t -i -p 80:80 hello-world

(® Note

3k B Apache Web FRFSHEMNHHNERELIRE AP, BALZRK Could not
reliably determine the fully qualified domain name”JHE.

6. IR ERFIEE ETEIZ T Docker FHEE LB R BRNIRS 2R

- MREFEANE EC2 356l , XN RIRSESH Public DNS & , ILESEATIET SSH iEZRE
Fleosut EE, BRIHINEZSAARTFIRD 80 LMW AMRE,

o WMRIEFEZRMIZ1T Docker , B FFhttp://localhost/x| W EFIE @,

« WRYRTE Windows = Mac it B #ldocker-machine L/ , i&/# A docker-machine ipli S &E#
£ Docker By VirtualBox EEHE\LAY IP #hsit , BRAIRIEEmachine-namefERRY docker it
BB

docker-machine ip machine-name

BN E B —NE R“Hello World!"E A/ R TT,
7. BIE®A Ctrl + c K{E1E Docker Bi5o

HW 2 ClETFHE

MELCHAE THIET Amazon ECR 4§ , B4R E—NERERREE, BEARGF | G2
—ANE# A hello-repository WFME , BEFH#IE hello-world:latest BBREXE, Edl
BE#EE  BETUTHS

SR 2 SIBREME AP BA 2015-09-21 10
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aws ecr create-repository \
--repository-name hello-repository \
--region region

HIR 3 EERNBRRIAEMRE U & 47

\

ZRHBETESS Amazon CLI , iBEFEABRRIANEMERXS Docker CLI 31T ME, X#—3K , docker
R A LB Amazon ECR #EFREEB. Amazon CLI £ 7 #{t 5 /RIS FE A get-login-
passwordfi

(® Note
#R

B8 1AM Z3E A S Jlecr :GetAuthorizationTokenENEEMRHATENRIE, BEXEZS
{£8 , F2 % Amazon Amazon BB ETMRWITE K,

EfE M get-login-password £ X} Amazon ECR JEM R K UE Docker , #1217 aws ecr get-login-
password B, &MWL EEEL docker login S5 E , RHE AWS AERF R , HEEEEN Hit
ITH ORI Amazon ECR R URI. MRXN ZSANEMRHATEHRIE , WAAHNENEMRRE

EiZ@wT.

/A Important

MR 4EIR , FRESEHRIFZHRAEM Amazon CLl, BXEZEER |, 5 (Amazon
Command Line Interface AAF 18 FHZ %% Amazon Command Line Interface,

 get-login-password (Amazon CLI)

aws ecr get-login-password --region region | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

» Get-ECRLoginCommand (Amazon Tools for Windows PowerShell)

(Get-ECRLoginCommand).Password | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

S, 3 EENBRINEMREIL S5 API iR 2015-09-21 11
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SR 4 #IXE BT Amazon ECR

RESTUHEERGE £ -5 P OI2M Amazon ECR F# . EHRBUTEREME , A docker
CLI HEEMR K

- REKERAEH docker : 1.7,
- B2 docker login Bi& Amazon ECR X T,
« Amazon ECR 7t E#F 1 B AP B mZ 76 FE#IEN R,

ERRIXEEREZMET  DGEGHETSEKFNRINIMRPHOURNEFEED,
FRICE B HHEIE R Amazon ECR

1. JHEBERERNES , LRI EFRICMIEENES.

dockex images

w
REPOSITORY TAG IMAGE ID CREATED
VIRTUAL SIZE
hello-world latest e9ffedc8c286 4 minutes ago
241MB

2. WMICERBHEEINFEE.

docker tag hello-woxrld:latest aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository

3. HEHK

dockex push aws_account_id.dkx.ecx.region.amazonaws.com/hello-repository:latest

i

The push refers to a repository [aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository] (len: 1)
€9ae3c220b23: Pushed
a6785352b25c: Pushed

SR 4 #XBEBZF) Amazon ECR API i Zs 2015-09-21 12
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0998bf8fb9e9: Pushed

0a85502c06c9: Pushed

latest: digest: sha256:215d7e4121b30157d8839e81c4e@912606fcald5775bb0636EXAMPLE
size: 6774

I 5 M Amazon ECR 12H&E &

EHIEBRZE] Amazon ECR FER , AIMNEMUBREIUZMRG. EHEATEREZMLE , £H
docker CLI 12 ERAR & :

- REZIERAH docker : 1.7,
- B A docker login Eti& Amazon ECR R Tk,
- Amazon ECR FH#EFEBA P ENZEMERINR,

ERBXELEREHE , RGN ESR. EM Amazon ECR REURHBIER |, BiETUTHS :

dockex pull aws_account_id.dkx.ecx.region.amazonaws.com/hello-repository:latest

i

latest: Pulling from hello-repository

0a85502c06c9: Pull complete

0998bf8fb9e9: Pull complete

a6785352b25c: Pull complete

€9ae3c220b23: Pull complete

Digest: sha256:215d7e4121b30157d8839e81c4e0912606fcal@5775bb0636EXAMPLE

Status: Downloaded newer image for aws_account_id.dkr.region.amazonaws.com/hello-
repository:latest

SR 6 : MIRR&

MREAFBEE—NFEEPHENRSG | W] BRZMR G, ERRRE , BIEECMENERE
HIEEMBEH imageTag = imageDigest BHo. AT RHIMBR hello-repository Ffif FE HBR&FR
ZH latest WK, ENERETBIBRTOIRE , HETUTHS !

aws ecr batch-delete-image \
--repository-name hello-repository \

S 5 : M Amazon ECR 12E4E & API iRZ< 2015-09-21 13
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--image-ids imageTag=latest \
--region region

SR T MIBRTFAEE

MREABRERENRGIME , B UMBRZFREE, LT REMER --force XM RIS REH
FE, ZRRESRENEFEE (REPHMARE) , BETUATHS :

aws ecr delete-repository \
--repository-name hello-repository \
--force \
--region region

SE|7 : MIBRTFE#EE API iRZ< 2015-09-21 14



Amazon ECR AriEE

{£1t, Amazon ECR Byt &E

B LMERAL TR T REFMEKEAEWIEFEH Amazon ECR BHE L 8E,
£ Docker 1.10 XA ERRA AT R A BB E L&

Docker B&HEAK , REGRN T EWEME, Dockerfile WE—1TEStIEFHE. HFEH
Docker 1.10 & A ERRAES | Docker EEERIATE IR T &1 L& ZE Amazon ECR Y [E) B #E3A R AT &
WE , NTh4aRE L&rtiE.

ERBR/NERFESK

B Docker Hub IRIEMEINER , TREBELNWNABRFIAZTENRS GBI, FZEEHEM
ATE Docker #t XBIE HHEF B/ NER , HAEA Docker /) Scratch REWEEBCHERE
B, BXEZELR |, FS Docker XTI EZERE G,

FRENERRDH K MR AEE Dockerfile

Docker EEF= , ARG ERE, MBEMNKE—XHEES  E—F LB EMER , N Docker
FERAEERA K MAEFHEE, B2 , BREEBMKBcaENNE, WRELAEER , N Docker
TEHRFZE , U2 EFRFZEZRHIANWMERE,

NTREBREFMIE Dockerfile HFEXT LARFAFAVEIE , A[Z B F LaHR RN E SRR KEAK
B A Dockerfile, REH BRI (21N AREFHVRNAE) BERAMER,
G T UBR TS EXXHH i

EEHUENFEXA2ENZEN—BoRE , EZEERFERPHEMER, ERUT R

WORKDIR /tmp

RUN wget http://example.com/software.tar.gz
RUN wget tar -xvf software.tar.gz

RUN mv software/binary /opt/bin/myapp

RUN rm software.tar.gz

EAXRRFF | F—PHEZN RUN BHEIRNEES SR targz XEREFFEBRERNE. BIESE
I RUN S5 EMIBR tar.gz X4, XEGDTUSAEE—RE , REMNIZETIES , UBRELR
Docker BT EE T LEMN X4,

WORKDIR /tmp
RUN wget http://example.com/software.tar.gz &&\
wget tar -xvf software.tar.gz &&\
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mv software/binary /opt/bin/myapp &&\
rm software.tar.gz

158 P B Y (X S30 48 Ui T

BlmRERAREEFMZTNARFNXBLIRET R, ATSUBA M Amazon ECR REVE &IV
iR, MR NARFE Amazon EC2 k4 Liz1T , I LAEA LT shell KTBMEHIR 7T A XIRERX
5 -

REGION=$(curl -s http://169.254.169.254/1latest/meta-data/placement/availability-zone
I\
sed -n 's/\(\d*\)[a-zA-Z]1*$/\1/p")

A LAE A Amazon CLI S8 Z X &% 4 --region 5 , BEA aws configure i £ fF1% X131
ﬁiAﬁEEI#E’J?ﬁ}\EﬂEO BRI LAEER Amazon REF AT EG#HTHAMREXE, BX
EZEE , BSAEATRERBEENRGET R T EE N,
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B Amazon ECR M &RIZEHIEK

B LAMEA IPVAXRA AT RS HER ( F ) LisT9 R7E Amazon ECR FABEM &R #IE, HEL,
R, BEFEMEE OCI B{&, Docker MEEFMFEA OCI HWILE ., IPv4 IPV6EM IPv4 MK &K HIEBER |, &
AT AR AR TR IPv4 LR R BEM IPve MEREHER , BEATHKRKETR. BXEA IPv4
ML uHT =@ Amazon ECR AHFMAMAHBERNESZFEL , S HME Amazon ECR 23E
MEEYM A EHER, R Amazon ECR EEXHEMIANTEA. IPV6EXENMNEZER , HSH

Amazon Elastic Container Registry .

Amazon ECR KT S BB H IPVAMX FRARIFT RS MEK LK T AXENESEE, XEEMHTUE
¥

. X - SAEAPEET — X,
o R i 03 R EUAT AR A B R BT £ TEAE R %A OCI F1 Amazon Docker ®81748
Ho

- B4 -1EP9 X , Amazon ECR 24 FIPS frEMNR S, EXHFE FIPS B Amazon ECR i
RIIRNWEZER , B (ZEBKIPEELLEIRE (FIPS) 2 140-3 M) o

BXAER IPv4B CLI B9 Amazon ECR API AR ZE Fiw, Docker l OC Amazon | B F im X #
HNERSAKXETSNEZEE , Amazon SDKs HFZF RS LK i =,

TR IR IPv6

E @ Amazon ECR M &R A HER IPve , BEEFEANMHKRLET 2. EiHR Amazon ECR &
ZHIIPV6 , FRIELATER -

o SBHE U A 4% AR IPVG,
« Amazon ECR ¥ LA TiERER : IPv6
« OCI| # Docker & igiER :

<registry-id>.dkr-ecr.<aws-region>.on.aws

« Amazon API &R :

ecr.<aws-region>.api.aws

o BAMEFFERR IP it 55 %K 4E[ Amazon Identity and Access Management (IAM) SSEM R R
&, SUEIE IPv6 hitSEE. BXELZEER , B50 £ 1AM EB PR IPv6 ik,

UNRRIZYE AP kg7 2015-09-21 17
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- EAR IPV6 , BRS AR BE S IPv6 8N ERRemote IPHiit, EFMATE, MIAMEA N
FRATIXLE 1PV TULRY IP it

@ Note
MRELER S HEXHPFE IPv6 ittt BB A |, 5B RAmazon Web Services &
o

Mz P bk R

MR EFEFE R use Linux/Unix % Mac OS X , M AT BAER LT ROIFT R curlan s IPv6e RKNiX 2R
A LA 8] R A i =

Example

curl --verbose https://ecr.us-west-2.api.aws

BIRBNEENMTHIFFR,. MBEELEREWN IP it IPv6 HITIERE |, NiZ#bibFE— IPv6 #biit,

* About to connect() to ecr.us-west-2.api.aws port 443 (#0)

* Trying IPv6 address... connected

* Connected to ecr.us-west-2.api.aws (IPv6 address) port 443 (#0)
> Host: ecr.us-west-2.api.aws

* Request completely sent off

R LREABE Microsoft Windows 7 3 Windows 10 , M A LUIE 2 IPv6 ] LUEE IPv4 SR E
Apingtr TiHRINZLIHT & , WTFHIFTR.

ping ecr.us-west-2.api.aws

EFRARHER IPV6 LT AR HiER

& 0] LA AR KR =8B Amazon ECR APl, IPv6 Titf&{EM IPv4 X2 , Amazon ECR API
BRIEMNIHEEM e BT RIE—B. IPv6

£ Amazon Command Line Interface (Amazon CLI) 184 Amazon SDKs , #& 7] LA fE
SHBIRERZ A IPv6 SR EINHER AR TR , FEEZEEREX4PIEENHEKRL R TR
LBEEIA Amazon ECR RiFT R, BN FEAGSHITREETN , ERIAEE X4 F

Wi 1P bk Fe A M AP BA 2015-09-21 18
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use_dualstack_endpoint ®EN true. B> use_dualstack_endpoint HEZER |, ES
B X F FIPS ¥ = o

Exampleff A T E X ELE
aws configure set default.ecr.use_dualstack_endpoint true
Exampleig &R+ =2 IPv6 £H Amazon CLI

aws ecr describe-repositories --region us-west-2 --endpoint-url https://
ecr.us-west-2.api.aws

M docker CLI £ Amazon ECR &

BEREH Amazon ECR FMEHIRICE S |, A B M Amazon ECR JEMRH#EEFMMESIE OCI R
& F Docker B &, AT ROIERT ERABANRNOHERIE S docker #iEF docker FIEE &

Examplef£ A i SUHEE docker & & IPv4

docker push <registry-id>.dkr.ecr.us-west-1.amazonaws.com/my-repository:tag
Examplefsf F I ik b S IE docker AR

docker push <registry-id>.dkr-ecr.us-west-1.on.aws/my-repository:tag
Examplef A i [ 32EX docker & & IPv4

docker pull <registry-id>.dkr.ecr.us-west-1.amazonaws.com/my-repository:tag
Exampleft A X #E4% i [ EX docker BR 15

docker pull <registry-id>.dkr-ecr.us-west-1.on.aws/my-repository:tag

£ IAM KBS {ERA IPv6 bt

EERBRDEMERZE IPv6 , RS IP it fFiER IAM AP F Amazon ECR EMRERB IS
IPv6 it SERE, R IP il ik R EE REH AL IR IPv6 stk , NFFIREFBEREMRN TaES
iR EREMRBIREI EMROIFRINR IPv6, BXRER IAM EBHRNENEZEERE |, B5H
i& T Amazon Elastic Container Registry B Identity and Access Management,

Tk 1P Mtk fY IAM SREEER IP it Rz E R, T OEMRFRE RGIEBAAER IP IPv4
MR EFRS A IS4 . 240. 143 . *SEE . WSEEZIANNATE IP thiut 3T EM R

M docker CLI 8 Amazon ECR %5 API| BA 2015-09-21 19


https://docs.amazonaws.cn//sdkref/latest/guide/feature-endpoints.html
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(exampleregistry) BiFRIELMIEL, BHTFIE IPvoitttat #FEH 7 A FHWEE , FHitt Rk <HE
Ik IPv6 it i5Rlexampleregistryo

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "ecr:*",
"Resource": "arn:aws:ecr:*:*:repository/exampleregistry/*",
"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"}
}
}
]
}

EGH Y IPv4 (54.240.143.0/24) F1 IPv6 (2001:DB8:1234:5678: : /64) #hitSEE |, iH18SUE
Mt R K BEHY Condition Jt& |, MEA T ROIFT R, BRI LAERALL Condition RIENKREFH IAM - H
SRR B,

"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"54.240.143.0/24",
"2001:DB8:1234:5678::/64"
]

/A Important

EFERAZA, IPv6 BAREFHAAEER P it fFiEEx IAM AP REMRFERE. RIEIL
FTEEEMRKXERFER IP b iFik,

1£ IAM FBEFRER IPv6 ik API iR 2015-09-21 20
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WA LAER IAM Z2H 5 EFEH IAM AP BER |, Witk R https://console.aws.amazon.com/iam/, BX
IAM NEZEE

, B2 <IAM BF$ER) https://docs.amazonaws.cn/IAM/latest/UserGuide/,
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Amazon ECR FAB E MR

Amazon ECR A EEMKBELISERNAETT BN ENREERSRRS. SZAUFERAMEEMKREER
Docker JA% Open Container Initiative(OCl) &MU HARNIABEREGEF#EE. 81 Amazon IKF
HRMEERERENTAE Amazon ECR Et&R. B Amazon ECR AEEMKRNESER |, 8SH
Amazon Elastic Container Registry Public B A EEM R,

AEEMREE
- IBHEINFAESEMERL URL B,

o FRERT , BHKFTLUERMBEARLETMERINERE, B2 , AR EHEEEA Amazon
ECR API W BRF BEMFABE M FE P HEIE RIZENBR &, Amazon ECR 2t 7 2/ EERRERKEFHT
BRINGAFIFR, BEXEZELR , HSH Amazon B M BB EME Identity-based SR,

o SBRAMA Docker B iR FIEMRINFE , LAEEA docker push F docker pull 55X ZFAH E M
RPN TFHERTHEENMERGGEE, BXEZEFEL , FZH Amazon ECR FWFAEEMEKSH

- ABNY AFPGERBERFEEERBNAEFEEMUES, BXFREXRRNESER , S
i Amazon ECR A #Y FAE 176 FE SR BE o

 EUREAE RN ESH | AR T E B SO EM R Amazon K2
EETES | BABEEMN IR e, BXESES , H2H Amazon ECR F AL EHGE
4,

Amazon ECR FHI TG MK 5 71t

& A LAE A Amazon Web Services BIE#2#|& Amazon CLI, 2 Amazon SDK REIZ2MEBILE L
e, tha]LAMEAIX S AN EGITRLRE G5 HSBBRES, XEFFIRERREN Amazon
BHRILA %, REAERARLATLUER Amazon ECR API #IXFRENEE & , (BEE A AT AEfE A Docker
CLI 45 EE S Dockerf o

Docker CLI R AN IAM BEHRRIUES &, PTRITEMEER | LUE Amazon ECR A EAXT Docker
HEE FNREVE R 1T & 4 B IE T

BNRAUTETEANARNIMRS BRI E.

EMRELE API iRZ< 2015-09-21 22


https://docs.amazonaws.cn/AmazonECR/latest/public/public-registries.html

Amazon ECR AriEE

£/ Amazon ECR EiF#BIfEF

Amazon ECR 1 T Docker il #HBIEF , X ES7E Amazon ECR H#EMIENBE RN ERZ T
FBEFA Docker Fif, BXZEMBESLSE , 15518 Amazon ECR Docker FiF i BIFEF o

@® Note
B #I , Amazon ECR Docker ‘ZiIEBIF A X 5% EHHRIE (MFA),

ER RN S hE

BENTHENNREESATRRSHRIETHEN IAM ZRANNRSEEMETEER. SH0RIESHEATH
FEE 1AM ZREAEBRBE BBERER 12 NeTHET Amazon ECR EfiftR. ERERNGHE , 40
£ GetAuthorizationTokenAPI I#ER R T E AP BAWSHI RIS Z B base6d mIBHRN T, Z

Amazon CLI get-login-passwordiHEEREFMFERNCERELIIRE , RAEETURH

&% Fdocker loginds T 1T & 0 K,

£/ get-login ¥t %t Amazon ECR #A & XM R IIE Docker

- EfFH get-login-password £ X Amazon ECR XMt E Docker , iHia1T aws ecr get-login-
password . I &M WIESEMEEL docker login 5 A, FHE AWS AERF R |, HEEEN
H# 1T B RIEA Amazon ECR SEfftk URI. MRMSAEMRFTHFHRAE , WATHT D
AMKREEZWT S

/A Important
MRIBEER |, BREREMBBZIARAER Amazon CLI, BXEZER , FSH

{Amazon Command Line Interface A F#E/) HM %% Amazon Command Line
Interface,

» get-login-password (Amazon CLI)

aws ecr get-login-password --region region | docker login --username AWS --
password-stdin aws_account_id.dkr.ecx.region.amazonaws.com

* Get-ECRLoginCommand (Amazon Tools for Windows PowerShell)

£ Amazon ECR EiF B2 F API iR 2015-09-21 23
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(Get-ECRLoginCommand).Passwoxd | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

£ HTTP API 5551

Amazon ECR X #F Docker jxfft&& HTTP APl, {E2 , B F Amazon ECR B TR EEME , Hit&E
HATN HTTP BERBHBZNSIE, BRI BER -HIZTUR I HTTP BAURL |, curlR &% get-
authorization-token Amazon CLI| f5 S12 NSNS,

5/ Amazon ECR HTTP API| 31T &0

1. FEARZENSH Amazon CLI FFHIZERFIETE,

TOKEN=$(aws ecr get-authorization-token --output text --query
'authorizationData[].authoxrizationToken')

2. E[MO AP #{TEHKIE , AR $TOKEN ZTE&B | curl S  -H &, #ln , LTHSL5
i Amazon ECR F#EFRNEGIRL, BXEZEE , i85 Docker itk HTTP APl EX
4,

curl -i -H "Authorization: Basic $TOKEN"
https://aws_account_id.dkr.ecr.region.amazonaws.com/v2/amazonlinux/tags/list

BRIBE— (T R) RBITHRHRITAAEXLRRE

HTTP/1.1 200 OK

Content-Type: text/plain; charset=utf-8

Date: Thu, 04 Jan 2018 16:06:59 GMT
Docker-Distribution-Api-Version: registry/2.0
Content-Length: 50

Connection: keep-alive

{"name":"amazonlinux", "tags":["2017.09","latest"]}
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https://docs.docker.com/registry/spec/api/
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Amazon ECR AriEE

Amazon ECR A FAE E MR E

Amazon ECR E AR EMBREFEEMRFFIEBINE,. NEIMXBEDNEELFTIMRRE, &
A LAMERAFMEEMRIRERE B T8,

« GEMRNR - FMRNBRRE L FRFHEFNERNEFNR, BXESEE , 52/ Amazon ECR
P AEEMRNR.

. EFRBAN - REEEHNATE Amazon ECR REEMETERFR A LISTMROBEK, X
EZEL , B2 BLIIMERS Amazon ECR BREIMERS.

. SHIFE - 4|83 A T4 78E 2% Amazon Web Services X8, XigiE 4l , & 2# Amazon
Web Services lKF & #l, BXEZEL |, FS @ Amazon ECR FHFAEIRGE &,

- FREERER - FEENREMRA T E LE Amazon ECR R R & QI F6 FEid E N AR
Bo i, BIHNIMEFRE, HEERVUEREFCENTFEE, AXESEE SR AT
HEEFHEL HER 612 5 S H5R (EH E 622 89 7 F A R R,

- PHEE - RABERT , AENERREAESTMH, SlsREREAMIIEE , ZERE—a
FEFENPAHEN | THRHRERSNERIESERE. AXEZER , 2/ &£ Amazon ECR H
AHRERBFERMERE.

* Pull-time SERTHERR — &R SAED B I ENAT SERTHERRTL , BABA LE 7 12 B4 2 B Rk A B3 L B O h B e
o XN TFTATUNANEGHIEFFLESHNRALMERFHRBIREN CI/ICD BWFEER. &
KXEZER , FZH Pull-time EXTHEBRTI,

 Blob EHEE — blob HEHEEATEHFIIMERINERERBTRAZLHRE K MIAREHESER. &
X*XEZER |, i§5 0 £ Amazon ECR H#:2; Blob,

£ Amazon ECR ##£%; Blob

Amazon ECR X#F—#£ A blob EH K IIEE , ATHEIMRANFREZAXAZLIHEGRE. BA
&, BNEMKRPOEEETSI AR —EMERPEMEFRETNERE , MALFRESENEIR,

JEREMER blob B85 , I EEHSHE , Amazon ECR 2EHEREHRRAREIMRPNIE
B MRE-—FMERINE —NFREFEFE—NE , Amazon ECR FERIAEBE , MT R L&ZE
Ko
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Amazon ECR AriEE

® Note

MR OCI HFmKME blob AIEEEFE THMEMESR , NSBBEEESH. REEE
R POST ERBPEEXLESHET , Amazon ECR F4=iHEE,

Blob ZZ#&# =

* Blob EHREER—MEME (MHRENKSMXE ) REA.
o« T ELAER AR INZRE NN,
- BYEBREZFOENE ST Blob HH,

. MBHREEA blob HH , NERET blob HRMNHR THENNEBSFAE T  BEFRS
EERE.

Blob Z il &

&I LAEF Amazon Web Services BEE#2#|A =5 Amazon CLI AEMERE E blob K,

(® Note
BAFEZEEFEM#E Lecr:GetDownloadUrlForLayer IAM I RF BEMNEEEFEHRBE,

Amazon Web Services BIRi24| &
FERAUTESREFHEMERMN blob HEHBEIE, Amazon Web Services EEZ&IA
FRFIEEMERL blob EREE

1. $TF Amazon ECR ##|& , Wit https://console.aws.amazon.com/ecr/private-registry/
repositories

2. MSmEF | ERXE,

3. HESMERP , EF REIMK. PEMRE" , AFI1ERE Blob HEHR.

4. 7 Blob ZETE L , EEFA,

FER—%MEIE , 57T blob ZEREESEFNE A
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https://console.amazonaws.cn/ecr/private-registry/repositories
https://console.amazonaws.cn/ecr/private-registry/repositories

Amazon ECR AriEE

Amazon CLI

FERAUTHSEREMERM blob EEHEE., Amazon CLI

aws ecxr put-account-setting --name BLOB_MOUNTING --value ENABLED

Amazon ECR R FAE F M RAXFR

Amazon ECR M ERREEALE EMRR S @ Amazon EHERFINR,

Amazon ECR A REEFHFTE ECR #4E , H1EME ECR BRI BHINITEM KK, EATLUEE
FAEMKRKEERBETFEHIRE., NEXEFEANCENFHEUNRFRIENNIR. BXx APl REN
&YX , iHSE Amazon ECR APl 1§F, BX Amazon ECR FAEIMREMNREMNES , S
Amazon ECR FVRAEEM T IZRE,

(® Note

RRALUF ecr: * RIEFMBALEEMEERE , ERERKRENRESER B THEER AT E
HBERE  MARERABER,

£}

« Amazon ECR WyFAR JE A 2R KB R 51

« BF 1 Amazon ECR i 1TIEIK - & SR E M RNER
« &F1E Amazon ECR FiIREUEFHEMRR

Amazon ECR W FAE F At R K BE 7RI

UTREIERT EATEFIAFX Amazon ECR EM &R AT EZ N RAVEMRNREREF A,

(@ Note

EBANRAIFR , MENEEEMRFREPMBR ecr:CreateRepository #BE , EFIIAT
BERE, BR , ERIES  CEEEKFPOUZEEHREE TN FHE,
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https://docs.amazonaws.cn/AmazonECR/latest/APIReference/Welcome.html

Amazon ECR AriEE

R AR R FRE IAM EHE IR A F & E

BTOEMRNRRE R VPRK ST HHAE IAM £ (AP NAS ) SHMEERE.
ABRUTILA

« BEEIRR  YEBEFKPE Amazon Web Services I ID I5E RN 46t , BI@ZKFS PNATE
IAM AP MAERTIHRINE , MAXRXEBAFRTIHRNE. XAENKFREE T Z807hE
PR,

« REZFEEBE : Account-level XN REZ FIIEEWK S HATA IAM SSERNTHRINER. BREBERRFIE
R RIAR | EHEERIEAY IAM AP, AGRERZHFEIE—SRHEHENR,

JSON

"Version":"2012-10-17",
"Statement":[
{
"Sid":"ReplicationAccessCrossAccount”,
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam::111122223333:root"
},
"Action":[
"ecr:CreateRepository"”,
"ecxr:ReplicateImage"
1,
"Resource": [
"arn:aws:ecr:us-west-2:444455556666:repository/*"
]

T~ RFRBEZANKFE IAM E 4K

UTEMENREBEEMMED. SMETBAVEFERSHHARE IAM 4 ( BENAE ) EFIF
BFf#E
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Amazon ECR AriEE

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccountl"”,
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam::111122223333:xo00t"
}I
"Action":[
"ecr:CreateRepository”,
"ecr:ReplicateImage"
]I
"Resource": [
"arn:aws:ecr:us-west-2:123456789012:xepository/*"

"Sid":"ReplicationAccessCrossAccount2",
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam: :444455556666:xo0t"
}I
"Action":[
"ecr:CreateRepository”,
"ecr:ReplicateImage"
]I
"Resource": [
"arn:aws:ecr:us-west-2:123456789012:xepository/*"

R RERKSREFRE IAM EEEHFIEHE AR prod- NIFMEE

BTEMRMRREE RFRKSHRE IAM E46 ( BAFNAS ) EFIMELN prod- AR 7
B
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Amazon ECR AriEE

JSON

"Version":"2012-10-17",
"Statement":[
{

"Sid":"ReplicationAccessCrossAccount"”,

"Effect":"Allow",

"Principal":{
"AWS":"arn:aws:iam::111122223333:root"

}I

"Action":[
"ecr:CreateRepository”,
"ecr:ReplicateImage"

1,
"Resource": [
"arn:aws:ecr:us-west-2:444455556666:repository/prod-*"

1

& T 1 Amazon ECR H#1TEEIK . & Hl8VEM RNR

SN RBESR B A T | Amazon ZERAR TR , AVPRF#EENMNREMRREHZEEMR. iR
BRT , EENEECHEMKRFEEEXAESH, MRERFEMKSHIATEFNZEMRANR ,
MAFEETMREMK,

SEMRFREAIIRF ecr:ReplicateImage APl RERBR, It APl 2 —/1NWEF Amazon

ECRAPI , JEXIFHEKF 2 B EFHE R, BIETLIRF ecr:CreateRepository IR ,
ZBR A ¥F Amazon ECR B AWM KR P OIEFRE (WREMEETEE). MRKREM
ecr:CreateRepository R , MAMEIMEFF RS REFHEBVERNFEE. MRH
EYRTR , EFFEAN. FAEMEIEIECreateRepositorysl ReplicateImage APl REHE
£ REF CloudTrail,

EFEE HIF N PREEEE (Amazon Web Services BEEHIA)

1. #TFF Amazon ECR #£#|#& , Wit R https://console.aws.amazon.com/ecr/,

2. MSMEr | &5 XiE R B A 2R KR

RFEBEKSE SR API R4 2015-09-21 30


https://console.amazonaws.cn/ecr/

Amazon ECR AriEE

ESMERD , EREAEEMEK , ERIIENRE , AFERENR,
£ Registry permissions ( EMRMNPR ) WE L , 1£#F Generate statement ( £RIEA ) -
FEARBERSETHATSRUE LKBEEH,

a. NWTFERMER EFRE4 - EKFS,

b. XFFBEID, MAM—KNER ID, LFREZIMREE LHAE Sid,

c. XNFKF K WAZEQERFNENESNKFWKS ID, HEESNK, ID B, HFEIILE
=N =

EERRF

ERES FIRNNRER (Amazon CLI)

1.

2.

BIZEE N registry_policy.json WXHHERIMREKIERE.,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount"”,
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam::111122223333:root"
}I
"Action":[
"ecr:CreateRepository”,
"ecr:ReplicateImage"
]I
"Resource": [
"arn:aws:ecr:us-west-2:444455556666:repository/*"
]
}
]
}
152 A SR B S4B B A R SR K

aws ecr put-registry-policy \
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Amazon ECR AriEE

--policy-text file://registry policy.json \
--region us-west-2

3. RREWINNEMRER,

aws ecr get-registry-policy \
--region us-west-2

&= F1E Amazon ECR HFEENE ZR M RINERE

Amazon ECR FAEEMRNRAT A FRES IAM EEERAHIEEFZNNRTE. 2R IAM policy %
F IAM SRR 2 T M RNBRREBER TR , N IAM policy £ 5.

ERIEAEEMERAINPRREE (Amazon Web Services EE#EH| &)

$TFF Amazon ECR #4#l& , Mt Jhttps://console.aws.amazon.com/ecr/o

MEfEd | EREEEDPERENEEMRNREFTINXE,

ESMERSD , EF REEMK, EF DEARE", AREE TR

£ Registry permissions ( EM TR ) WE L , 1%£3F Generate statement ( £RET ) -
NTFEENEBNEFRINRERBKED , EMITUATERE,

o ~ w0 Dh =

a. XIF Policy type ( REEEKRE ) |, iFi%# Pull through cache policy ( #EBFREE ) .
b. X F Statementid (19 ID) , FHEEEFIEARKRMREN,

X F IAM entities ( IAM 4% ) |, EEESEERBTIHNAF. A5iAE,

d. XF Cache namespace ( BEREBZEH ) , ERESRBEXHKANREREEAN,

e. XF Repository names ( FEEEM ) , EEENAANNFEEEREZN., flw , MRS
#87£ Amazon ECR Public L3 E Amazon Linux ZE , FEEBMEI R amazonlinux.

o
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https://console.amazonaws.cn/ecr/

Amazon ECR AriEE

Amazon ECR FAB 1ZfFE

Amazon ECR FAEZ#E I M Docker B &, Open Container Initiative ( OCI ) BR{&F] OCI &
¥, B A Amazon ECR APl #4EE, Amazon ECR 24| 8N EMES D |, B LEIE, KiEH
BRI G IFMEE |, HIRBENRAEE AL R EFE#E. Amazon ECR &5 Docker CLI &5 , E L&
A DU RS TT R IR R HEE B 7 B |, HIRER

£}

- WEFHEESS

- B2 Amazon ECR FABE 7 E L F R

« &% Amazon ECR B FHENRNEMNFHER
- £ Amazon ECR HHIBRFAEFHEE

« Amazon ECR FHIFAE 171 BE R

- f£ Amazon ECR H#FicFAEFHE

IR FEER=

« BARRT , BIK P AT USRI B A BRIAEM &R P Y1748 BE
(aws_account_id.dkr.ecr.region.amazonaws.com), 182 , AR EENRE T aLEA
Amazon ECR , APIs MR @& 17 E#HIXS LIRS, Amazon ECR IRt T 21 HEEREEK
BETRRANNAFHER. BXEZER , BZH Amazon 3# A EEEMIE Identity-based TR
B,

- BYAFEERERA B FHEERBIO TR FEE, BXESES , 2/ Amazon ECR FHYFA
B E R

- FHRESMUIFEGEZE , EUERATEZR>EHBUNFEE. Fl, RSN HBERE
BEREMT , BB A JLAERA team-a ap &z , HIBA B JLAEA team-b tn A Z=H. X8 , 84
HAEHBEECH BN web-app WEEK , BNMNEGFUEANGAEZRFF L, XHEETER~E T
F1ER TR ERSANER ERXLEHE G, FHAR A WHEHE team-a/web-app , FIRA B WEBHE
team-b/web-app.

- BRNRBUUAEHCHEMRPEXSNEKS SR EMGFwE, SULNESEIMRIREFEE
EFIBERMNITIIERE, BXRXESER , $2 W Amazon ECR HHAMEEMRIRE,

- HEEMKREHSEA blob HEHF , FEETURAZELHBEE.
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Amazon ECR AriEE

£ Amazon ECR FAHE 17 FE LAIZ & IR (&

/A Important

£/ Amazon KMS (DSSE-KMS) KM= Bk 5525 im AN Z N7 X Amazon GovCloud (US) A
Ao

]2 Amazon ECR A\ EEME , ARERAEMEREHENAR[N G, BERBUTSRIUER
Amazon Web Services BB H| & I EILB 126 E,

BIEFM#E (Amazon Web Services BB H|A)

1. fEhttps://console.aws.amazon.com/ecr/1Z & FE 3T FF Amazon ECR ## &,
2. MEmEd | ERECNEEEEN X,

3. EBRIETFHE A6 RBERCUBTFHE.
4

NTFERESR , MATKENE—EH, FHEESHITUBTIEE (Bl nginx-web-app).
HE , AEHBEMN LA ZERKGFEEESHRZESS (FI project-a/nginx-web-
app)o

@ Note

FREEMRZSALUEE 256 MEN. BMLAUFEITL , HEREZENEFE, ¥
F, EFF. TRILMERL. FEERANERNL,

5. WTREIMEARYE , AEREELEEATHRETERREZ —

- IR MRLBBBZREIRE | FEREBELEDN. BUATEARNEERENTREE | UBR
Amazon ECR AT AEHEFH MK, Wi , BER —EARRENREER , BEAZREH
BRI ZSAE AP 3l AR B MRS fE FIBEC AT (%) SRICE 2 MELIATIRE

« AAE  MRFBEALEBSREFE , MEERLED , EHEFEAERINREGN , EEA
TrREETNAERENEERT,. MREZHEETENEREMNIRE , Amazon ECR iR E
ImageTagAlreadyExistsException, b9 , BN —EFRATHIRLEARSER , BEF
AR EBERII X AE R AR B RS EABERF (%) KT ZMELEIRE,

BB 176 FE AT i B 5 API| BRA 2015-09-21 34


https://console.amazonaws.cn/ecr/repositories

Amazon ECR AriEE

® Note
FPREFEEMIEN AT EMIRE,

6. E#RTMFEE , 5k AES-256 5 Amazon KMS, BEXEZELR , BSH H#A5M%,
a. MWMRESP | Amazon KMS NELEMZFMNEINE Z B#HITEEFE. FH Amazon KMS XX
ENMREEXFNEGNEHRH, BXEZEER , 555 Amazon ECR IRFZEH
b. BRIAMBERT , iFHERaws/ectEH Amazon IEEF4A., WRARELEXOERH
Amazon KMS MEZEMNEFM#EREENKFFAEN, EBEFEEBENZH (B8R ) Rk
BB H K Amazon KMS %48, 2 Amazon KMS A4 RS ER N TE — X8, %kiF0E
Amazon KMS 248 LS E] Amazon KMS 24| & 812 B 2 W 24A,
7. WFRGEHERE K RELTVUEFEERINEATEEEARRE  BEREXSRRELEEMH
REFEEHERE, ESEAEIMRAIEELHRE , BUERERPARIERNDE | &
R 3E BT BARE X T8 78 Rz 3 W R Lo 17 6 R A9 TS S
8. EERBIE,
B2 246 E (Amazon CLI)
1. A LUEA Amazon CLI #raws ecr create-repository @ B 8 B 126 B
aws ecr create-repository \
--repository-name hello-repository \
--region region
2. WMREBENTEFMHECIZEENR AT UBEY FERHEMN Amazon ECR # A S HIEH BT E M

FER MV IRIR R B2 74 BF. Amazon ECR RHE R SR 7 B Sl 2 BRI TUE )R B B 3 N 186l
BE#EE, MREEREFEECZER , NN FENEGEEENERE XK,

docker push aws_account_id.dkr.ecr.region.amazonaws.com/prefix/my-new-
repository:tag
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https://www.amazonaws.cn/ecr/pricing/

Amazon ECR AriEE
HX
BESR

EEENRBEEIENEFRENSR , FEREFHENESTHEAD T, BRATHIAREGHEED
FHEE , B2 HPREHEZE Amazon ECR AEFME.

EF Amazon ECR HIAEFEHENABRMNFMER

BIEBABFREER , LA LAE Amazon Web Services EEBEZHI AP ERESFREEMRXHNFAREE -

- FREREETBERK

- EEREFFERNSMEEEXINEAEE  SESIMERN AN SHA BE
« NEHEEATEENTEHRER

- FRERBTEREZXERAVEDHNIEFAN

- FHRENNRRE

(@ Note

M Docker iRZs 1.9 i , EFEBHEIEZE V2 IRAH Docker jEMER 281 , Docker P ix4&
EREBHDE. dockerimages S THMHEE RRERBWESR K/, Hit , Fid{E , Docker
AJBES IR [El Ltk Amazon Web Services BB #| & P RE KN E K.

BEEFHEREE (Amazon Web Services BB HI &)

fEhttps://console.aws.amazon.com/ecr/{Z & FE 3T FF Amazon ECR 4|4,

MNEmESR  EREEEEENFRENXE,

ESMERTD , ERE®E.

£ Repositories ( 1Ff#E ) WHE L , &3 Private ( 38 ) XU+ , ARERBREEENEM®E,

EEEEFAGEEREL , ZBHABRIAN Images (G5 ) B, FASMELEEHMEFEMHEME
XEE,

% Summary ( BE ) EFEMEEFAEEHNEZEMEENITTREE.

%3 Images ( B8 ) LEEBEEZREFNEBGEXINER. EEEEXEBGNESZER , B
ERBEGIRE, BXEZEL |, 5/ £ Amazon ECR HEFMREGEIFMEE,

o K~ w0 Dd =

MREBER BRABEGKERE , B LUERER RO FEEELMOE , REEERBR, BXE
ZER , H55 W Amazon ECR FRRY R,
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https://console.amazonaws.cn/ecr/repositories

Amazon ECR AFiEmE
EENBRAEEERTEHEENFHEERR, BXEZER , 182H Amazon ECR FFAE
FHEERME,

EEREDEHRBUEEEATERENESFHRBEAN, HLEAERELEGAREHTL
Bk, BXEZEER , S H £ Amazon ECR R A A AR B3 BB &,

BEEREUERER T FM#EN TBIERZE,

£ Amazon ECR R BRFAE FEE

MEGFHECERATE , BURBRE., £ BRZMER Amazon Web Services B FIA |, 74
ERIENFERG L WEMER ; LLIRETERUE,

/A Important
E I BR 171 B R B BRIt 4RI BR . SRTTSERUB LR B

fhl 176 B ( Amazon Web Services BIE#24|5 )

1. fEhttps://console.aws.amazon.com/ecr/7Z & FE 3T FF Amazon ECR #1154,

2. NSmER | EETE R F6EN X,

3. ESMERT , ERIFHE,

4. 7 Repositories ( 174 ) WE L , £ Private ( 08 ) &I+ , AR EBREMRNIEEE |, 3
%% Delete ( MIBR ) o

5. %&£ repository_name ‘BB EOH , BWIARENMBRIEENFHE , AEEE “BIER

Amazon ECR HIWFAE F 6 FEE R

Amazon ECR £ AE T IR RZGIX F#ER R, ETHRNNRLLE TS ERE% /R F4E
FEHNRAFRA®  URXEAFHASA N ZFEERNITHERE. RAMEAT , RE0IEEREEN
Amazon WK BRI B fFEEE . &0 AN A 1765 B SR B SR S VF & 0 7268 R Y ELAB AR

FH

- FEFEREES IAM policy

« Amazon ECR FHFAE 77 FE KB R Al

 1£ Amazon ECR iR EFAE 7 FE R = B3
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https://console.amazonaws.cn/ecr/repositories

Amazon ECR AriEE

F#EEREES |IAM policy

Amazon ECR #Zfi FEEREE 2 |IAM policy By —EB% , XLEREET A TEREIX £/ Amazon ECR i FE
#9i5E. IAM policy EB%E A TR A4 X ZA Amazon ECR BREHINR , Bt B F 4 ERRN
i,

EBERMEEA P RA TR ERERTHRIEN , FEEHERA Amazon ECR 124 E %8 1AM
policy. 40533t 7 AE SE B 70 VP 5L FAL P S S HUAT S MRAEE BT 1AM policy 548 ELHA (T IR
(RRER) , WSS ZRIE, BASAERBEIEEERR IAM policy 2 —HRBHTEMRIEY
WA, MABER B AR T RRAEN T,

/A Important

Amazon ECR EXRAF B MNEE IAM policy A ecr:GetAuthorizationToken API , &
BT REFTEM R A1T B B RALH XEE Amazon ECR F# EH X RIBEEEE B, Amazon
ECR BT Z/MNEE IAM REREZEHFRKANNAFHRE, EXEZEELE , HSH Amazon
M RIEME Identity-based K& RHG,

BT LAME R IX AN R EG R B 2 — SRIZHIX BN RN TIR , AT REIH AR

LRBIERT —4 Amazon ECR R , ZRBATEMIERF A FRERFHRERNNS
B

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ECRRepositoryPolicy",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:usexr/username"},
"Action": [
"ecr:DescribelImages",
"ecr:DescribeRepositories”

1,

"Resource": "*"

1
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}

LERBIERT —4N IAM policy , ZRBEAKIESELEAMERNER , 5ZERERARESHEREKEERE
NEWEE (HFEEENTE ARN #87E), X Amazon Resource Name (ARN) EXHWEZEL , F5
57 B

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowDescribeRepolImage",

"Effect": "Allow",

"Action": [
"ecr:DescribeImages",
"ecr:DescribeRepositories"

]I

"Resource": ["arn:aws:ecr:us-

east-1:111122223333:repository/repository-name"]
}
]

Amazon ECR FHFAE 77 FE R B 7= 51

/A Important

L TUE LR FEERE R SENAT Amazon ECR #AB 7@ . MRERES IAM 44
BEA  XEFHEERBRTEERETHE , BRIFH#TER , & Amazon ECR FEEFEEENA
Ro AXRMAREFRERBNESEE , FSHE Amazon ECR HiREME FRERKE
EO

Amazon ECR Zf&FEREE = |IAM policy B —7 , XEREKET A TR £ Amazon ECR
i E. |IAM policy BE AT N A4 X EA Amazon ECR IREWR , Bt 7 A FR4I3 S ERRN
. BXEZER , BFSH FHEXRKS IAM policy.
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LA 1t BE R B R B2 7R 7 AT A T2 %I3F Amazon ECR FAH 176 FERY 15 R BRAY A PR = BA .

/A Important

Amazon ECR ERA P BEET IAM policy 1 ecr:GetAuthorizationToken API , &
& REXEM TR HE1T B BRI HMEE Amazon ECR FEHERIZIEEZEHEB. Amazon
ECR it 7 Z/NEE IAM REESREZEFFTRERANNVAF R, BEXEZEER , SH Amazon
HMAEEME Identity-based KB R Ao

™ RE—ABSZAN AR
AT il B SR B R VF — DB R P [0 f7 i B HE S M 7 B R BUAR (R

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowPushPull",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::111122223333:user/push-pull-user-1",
"arn:aws:iam::111122223333:usex/push-pull-user-2"

]

},
"Action": [

"ecxr:BatchGetImage",

"ecr:BatchCheckLayerAvailability",

"ecxr:CompletelLayerUpload",

"ecr:GetDownloadUrlForLayer",

"ecr:InitiatelLayerUpload",

"ecr:PutImage"”,

"ecr:UploadLayexPart"

]I
"Resource": "*"
}
]
}
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R RVFE AR
LAUT 16 FBE SR B R VP EIK P X LR

/A Important
R TRNIKF SIS At 27 EERMHXE , SNFRESEIR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowCrossAccountPush",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}I
"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:CompleteLayerUpload"”,
"ecr:InitiatelLayerUpload",
"ecr:PutImage",
"ecr:UploadLayexPart"
]I

"Resource": "*"

LTE#ERKAFEERAFPNINER (pull-user-1Mpull-user-2) , BITRHEX 5 —NEME
FERSELHRMNER (admin-user ) o

(® Note

NF BT IFNEES RN EFMERE Amazon Web Services B HI& |, B S A set-
repository-policy Amazon CLI &5 B iZ K 8o

TF % B R g 5l AP| A 2015-09-21 41
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowPull",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:usex/pull-user-1",
"arn:aws:iam::111122223333:usex/pull-user-2"

}I

"Action": [
"ecxr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

1,

"Resource": "*"

"Sid": "AllowAll",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/admin-user"
}I
"Action": [
"ecr:*"

1,

"Resource": "*"

Gl LR
LU 1708 B SR SRR PR K P PR (9 P AR P SRR AR

JSON

T ik o SR RE R )
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"Version":"2012-10-17",
"Statement": [

{
"Sid": "DenyPull",
"Effect": "Deny",
"Principal": "*",
"Action": [
"ecxr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

1,

"Resource": "*"

R BREIFTAETE IP ik i 15 [ A PR

AT RBIELE mEAT A P 42 572 5L TR B 45 7 th 4156 Bl B9 77 BE BN B 1T 4210 Amazon ECR BRI
PR o

WiBEAFRNRHFHEE T RFW Internet AR 4 (IPv4) IP thit 54 .240.143 . *SE5HE,

ZConditionREFANotIpAddress&HfMaws:SourcelpZHiE , EER— AmazonTEE A&
HR, BXAXERGBNESER , H25H Amazon £BEH E TR, XEaws:sourcelp IPv4 &
EARER CIDR RiRE. BXEZER , B2H (IAM AFIER) /Y IP it RIHEE R

JSON

"Version":"2012-10-17",
"Id": "ECRPolicyIdi",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Deny",

"Principal": "*",
"Action": "ecr:*",
"Resource": "*",

"Condition": {
"NotIpAddress": {
"aws:Sourcelp": "54.240.143.0/24"
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B AAFEI Amazon BRS

LA 724 B 3R B 7o 1F Amazon CodeBuild 17 R 5Z RS E K FTER Amazon ECR API ##1E, AN
TR |, BRZAEER aws :SourceArn # aws: SourceAccount k448 3K BRI MR LL % R o] LA f5E A

XENR, BREZER

15'] o

JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid":"CodeBuildAccess",
"Effect":"Allow",
"Principal":{
"Service":"codebuild.amazonaws.com"
}I
"Action":[
"ecxr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
]I
"Resource": "*",
"Condition":{
"ArnLike":{
"aws:SourceArn'":"arn:aws:codebuild:us-

east-1:123456789012:pxoject/project-name"

},
"StringEquals": {
"aws :SourceAccount":"123456789012"

HZ @ (Amazon CodeBuild AF#f) CodeBuildH# Amazon ECR 7~

T ik o SR RE R )
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}

£ Amazon ECR iR EFAE F M FE R IE = 85

BRI RBUT S RE PR EMEERINERIKEESH, Amazon Web Services EEZH & BN &
NMeEERMNZSNREFH, BXREIKE , 558 Amazon ECR Y FAR 774 B R B R 6

/A Important

Amazon ECR ERA P BEET IAM policy 1 ecr:GetAuthorizationToken API , &
& T REXTEM R HE1T B BRI HMEE Amazon ECR FREHERIZIEEZEHE B, Amazon
ECR it 7 Z/HEE IAM REESREZEFFRERANNAFFER. BXEZEER , SH Amazon
HMAREEME Identity-based FKEE R Ao

REFHEEREER

1. #Ehttps://console.aws.amazon.com/ecr/1Z 4% E F T FF Amazon ECR #4114,
2. MNemEd | RS EENHRERRFEHANEREENXE,

3. ESMERP , ERFMHE,

4., EFMEREL , ERENHREXBKFANEEE , LEEERENNS,
5. NERERGIRVUENSMERP , EFENR, KB,

(@ Note
MREARBINRIAT , FRREL T EREERRIRAEH,

ERENRTE L , EEHFMEH,

NTEREWN , MAFHANBR,

NTHR , ERERBEAFENERRATERBBEL,

MTEEA , EREREFHANAZNEE. AXEZEELE , 55H IAM AP EREFH Amazon
JSON FKBETTE : EHE A

© ® N o

« BIIEA Everyone (*) Ei%4E , TLURZBANATREZXE S MRIEAN Amazon AR,

c NTRFZEKA , BERSZSZEABT (BN ecs.amazonaws . com) LU 75 B 57 A 245 & B9 AR
%o
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https://console.amazonaws.cn/ecr/repositories
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
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 7£ “Amazon k=" A IDs , $§E — Amazon K= ( $I#01111122223333 ) , SAFFZK & R A
THE Amazon IKF FTHFMERF. AIUERES S RNIIRIEESIKF,

/A Important
R TR K S0US At 2 FE ERBOXE , SNUFREHR,

o XF IAM S24EK |, FHRIREH Amazon IKF TENAFHNBEFZAHF,

(® Note

FNFE AN EE RN EMEREE Amazon Web Services BB &4 |, B LUfE
Fset-repository-policy Amazon CLI #5555 FiZ 5K B .

10. XFRE , NEN AP BREM IR APIERN N AR Amazon ECR AP| ##/ERISEE
1. TRE , EBRRFRERE,
12. NERNWBNEEERBES U LS,

£ Amazon ECR R#riCFAE EMHE

7T FBYIEETE Amazon ECR F/E |, BRI LAEA Amazon RIRIFENG BN T HiES BAHASHI
B® Amazon ECR . Hli , ER LMK/ RY Amazon ECR F# B E L — AR LA B IR IR Bx
B ERENARE

PREX Amazon ECRFBEMENENL , N HRFHHHTEN. REFT2BHTEERF. &7
USSR MNE , & A SABER M ERR B RARE, SR ENERNZNFZNS  EETRNH
RAZEE, MREFMPFENESZRG LIABRENEER , FNERSBERIRE, WREMRE
B, 2R P A ARt AR BR.

Al LA{EF Amazon ECR #4|& Amazon CLI, #1 Amazon ECR AP| R4 EBHRZ,

& F Amazon Identity and Access Management (IAM) , & 7] LA 32 4] Amazon i F= S RLE A = A X )
B, mEIMBERFL. Bx IAM REANRENELS , 52 Fthe section called “fFF Tag-Based 14
a3,
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Amazon ECR ArfEm
FRCBRIRAETF i

&7 Amazon ECR ZERNARSHERAMNERAXRREREANEEEER AT EEEHB,
EXEZEER , 5 Amazon ECR HER%E.,

MEEFAESRFNEAE , FREGHBENGSIRENRRALZHKEEE, Hlm , B LTS EN R
ARFEHAENLNTRNRE  REEAAKEEE | LEFERINRESTWERZNBAREFERK
K, BREBHEERENRE P EIRENEZE L |, H519 Amazon Biling AFERETH A ERA D
[ A=

(® Note
MRECERARE , WAL 24 Mt EEE S ANBIE.

£ Amazon ECR R AFE FHERNINIRE
A LU INBI B EEES,

BXAMZEMNREMENER , BSH 5% Amazon BRIFAFIERE) PHFRE S ERHIAZR N
M HEREK.

[6) 174 FEE AR DNFRZ ( Amazon Web Services B4 A )

$TFF Amazon ECR ##|& , Mt 7 https://console.aws.amazon.com/ecr/o
MNEfEd | EREFEANXE,

ESMERTD , ERE®E.

ERFEEREL , EPEREHEEESLNEEE,

MBREXSES | ERERERE,

EEEERSTEL , ERRMFE, FNirZ,
ERBTFHEERETEHL , A BIMEEERNE K ARERRKRE.

N o o bk~ 0D =

B 7% & ( Amazon CLI 2 APl ) R IIFRE
BALAEA S AP A INEHRE & — Amazon CLI i Z M RZ,

« Amazon CLI -fr & &R

- API #4E-TagResource
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https://console.amazonaws.cn/ecr/
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AR ROIERI{AfE A Amazon CLISRRIIFRZ .
T~ 1 FRIETEMERE

LT e mhric F e E.

aws ecr tag-resource \

--resource-arn arn:aws:ecr:region:account_id:xrepository/repository_name \

--tags Key=stack,Value=dev

™ 2 RS NMREIRICFRE

UT e = MIERNNBEM#E,

aws ecr tag-resource \

--resource-arn arn:aws:ecr:region:account_id:xrepositoxry/repository_name \

--tags Key=keyl,Value=valuel Key=key2,Value=value2 Key=key3,Value=value3

I 3 B R ARE
AT 855 5 i 5176 B R BR A9 PR

aws ecr list-tags-for-resource \
--resource-arn arn:aws:ecxr:region:account_id:xepository/repository_name

Tl 4 RIBREEBEHBPNFE
LT TRIBZ— 18N test-repo WEHEHRMENRN team. ER devs WHFEZE,

aws ecr create-repository \
--repository-name test-repo \
--tags Key=team,Value=devs

#£ Amazon ECR F \AAE 7% BE I BR AR X
A LAMFAE 7746 B P BRAR 2
BB E6E E M EBRARZ ( Amazon Web Services BIR1EHIA )

1. 3TFF Amazon ECR ##|& , Pt Jhttps://console.aws.amazon.com/ecr/o
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https://console.amazonaws.cn/ecr/

Amazon ECR Tt
2. MN&miEd  RREERNXE,

EE@#EERTEL , &P ENPRRREA 7 EF 0N EIRE,

MRERED | EERFHEERLS,

EE#EREREL , E2REE,

HREFEERERE L  ZRERROSMIEXNHOBER , RELEERT,

2

ENFBFEE P BIBRPRZ ( Amazon CLI)
A LAE AR API i BR— 4 Amazon CLI ZBMRZ,

« Amazon CLI -BUE#R1E &R
- API #4E-UntagResource

LT RBER T WA Amazon CLIMTEAE & H I BRAR .

aws ecr untag-resource \

--resource-arn arn:aws:ecx:region:account_id:xepositoxy/repository_name \
--tag-keys tag_key
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https://docs.amazonaws.cn/cli/latest/reference/ecr/untag-resource.html
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Amazon ECR F A B IR &

Amazon ECR £ FAE % EE P 774# Docker B %, Open Container Initiative ( OCI ) BR{&F] OC| & &
¥, EAILAER Docker CLI S Bk RE F im M IF i FE # X MR EVG B

& Bh Amazon ECR X} OCIv1.1 WX , BAI LA E#FEER OCI 5| A< API EXWSEM#H, T
HEEZE. REYWEER (SBoMs), Helm B&, HBERMEH, RBRMGNEHABZESR £
e, HERN BIMMRGHTER | ZREBEEFEFHEBENRS,

£ Amazon ECR F B S Z & M M Amazon ECR FAE 45 FE P HIBRE & M E 4 TWERME 7 0
AIEREZLZEXHNHENTRE, BXNBABRELENESEER , 1525 Amazon Signer Developer

Guide ##Y Signing container images,

£

« [FBRGHEIXE Amazon ECR A EHEE

« M Amazon ECR FA B 77 FE T I B & M H g 44
« 7£ Amazon ECR H&EEMBIFHER

« M Amazon ECR FAF 77 B P G IR BN 8 Y A b IR 35
+ $2E Amazon Linux B85 &

+ MIBX Amazon ECR H#IBR &

+ 7£ Amazon ECR A E&E A

« EFH5i2 Amazon ECR FHYBR &

« BhIEBBHFRETE Amazon ECR HiFBEE

« Amazon ECR FH BB GEERA X

« f¥ Amazon ECR B &5 Amazon ECS £&FH

« f¥ Amazon ECR Mg 5 Amazon EKS £ & H

FHR G HE 3= = Amazon ECR FAE 174 &

IBALURF Docker 4515, &8 %]k F Open Container Initiative (OCI) S5 A R A W4 HIA TRV FL
BEME,

Amazon ECR ##t 7 — - ENMEEH I HMFRENSE, BEELNAEIMRRETEEE
HEE , ZUEECERRPEXSNETRKSHTES. AXEZFEL , 55 H Amazon ECR
PR EIMRRE.
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https://github.com/opencontainers/distribution-spec/blob/main/spec.md#enabling-the-referrers-api
https://docs.amazonaws.cn/signer/latest/developerguide/container-workflow.html
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® Note

MREHALF EEHNESG , N ZBGFEIMEHNEATRER, BXEANREEEGH
E%ELR |, {55 E7% Amazon ECR /B S .

BHAEME blob HEHEHBEHEHS G , Amazon ECR AE#HXIR/EH R BFIREIMRIVME
B, MRE—FMERFNE N EEEFEEFEE—NE , Amazon ECR FEHNEBEE , MAR2LEZE
K, BXEZEER , 55 £ Amazon ECR H#% Blob,

£

o [FEREGHEIEE Amazon ECR FAEEMER IAM &R
« ¥ Docker BR{&H#EIX ] Amazon ECR FAE E#EE

o FZEHBRGHIEE Amazon ECR A B FM#E

« ¥ Helm B &k #i%F] Amazon ECR FAB B

SRR G HEIXE Amazon ECR FAB M EM IAM RUBR

AP EEFNREGHIEE Amazon ECR R EFHEEN IAM R, ERBEFHRENRHRERR , L5
BRI NEGEFEENTRINR, BIE TR FX A F6&ER T BN R,

AP APBEIERRNGHE , BE#HEESRNE Amazon ECR FMER#H1TEMRIE, Amazon
ECR %7 2% Amazon T E R REZEHTRRBNNAFHRNER, BEXEZEL | ESHE Amazon
Amazon F MR EREM RV ITE KA,

FERAUBIEBCH 1AM KB, UUT IAM RERFRREGHIEISEFHEEMENNR. ERFIBE
T EAR |, iH 68 F 6 ER TR Amazon BIRE R (ARN),

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"ecxr:CompletelLayerUpload",
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"ecr:UploadLayexPart",
"ecr:InitiatelLayerUpload",
"ecr:BatchCheckLayerAvailability",
"ecr:PutImage"”,
"ecxr:BatchGetImage"

]I

"Resource": "arn:aws:ecr:us-

east-1:111122223333:repository/repository-name"

},

{
"Effect": "Allow",
"Action": "ecr:GetAuthorizationToken",
"Resource": "*"

}

BUF IAM SRR TR RS HEIE B FT B 176 B PR B VAR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:CompletelLayerUpload",
"ecr:GetAuthorizationToken",
"ecr:UploadLayerPart",
"ecr:InitiatelLayerUpload",
"ecr:BatchCheckLayerAvailability",
"ecr:PutImage",
"ecr:BatchGetImage"
1)
"Resource": "arn:aws:ecr:us-west-2:111122223333
}
]
}

$F Docker KRG H#EI%E| Amazon ECR FA B 16 E

:repository/*"

] LAE A docker push aa S AR B HEIAE Amazon ECR 77 &,

#E3% Docker MR &

AP BA 2015-09-21 52
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Amazon ECR & X #0 2 M iE A T 2R MWRRAY Docker FRIIR, AXEE , BSHNZRTR
B HE % E| Amazon ECR A F o

#3% Docker 4183 Amazon ECR 12 E

HEIGHEEMRB BT , Amazon ECR R FELMFE  HELMELFHELIEER, AXESEFEE
BHSRBZE Amazon ECR B EFEAFHIEGNA TRHESZFHE, XN GIRNE HIRERE
BIEREY Tt FE VAR AR

1.

3.

BE[EHEEEBRN Amazon ECR M RIIE Docker B M 519, SN BN EMERIKRE
BRSE , SEENERN 12 hit, BXEZEE |, 5 Amazon ECR FHIFAEIMER S HEK
U,

EX Amazon ECR JEM R Docker , #1217 aws ecr get-login-password . {5 & 10 K1iE
THEIEL docker login aeBE , FHE AWS AERFE , AEEENH#THEMRIEN Amazon
ECR A&k URl, MRX ZAEMKRBITHHRIE , WAAEHNBNERKRESEZT T

/A Important

MRIKBEER |, BLEEREFBKZHRAL Amazon CLI, EXEZEER , BSH
{Amazon Command Line Interface FIF#ER) HM %% Amazon Command Line

Interface,

aws ecr get-login-password --region <region> | docker login --username AWS --
passwoxrd-stdin <aws_account_id>.dkx.ecx.<region>.amazonaws.com

MREEHEFREIMRPE T FELCNEGEFRE , HELCLEN T FHEFIZEER , WAL
158 F 171 P R R AR AR BV B SR A P 55 BO T2 6 FF B AR HEXBR B . ECR HER 71 6 B AR FLUE
MRE BN ECIEFRE.

MREXBENCEENFEELNEER , WFRCR-IMERE, BXESZEE , BESH ATE
HESFHNE, AN IRHE HIRER 62 73 FRNERSN 212 Amazon ECR B FFEF
LR R,

NP EHERN A E B, 51T docker images BB HEREFHNBRRER.

dockex images

AU EERN G SHEPERZrepository: tagEHE % 1D KRB E &,
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https://docs.amazonaws.cn/cli/latest/userguide/install-cliv2.html
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4. BIEMFEAM Amazon ECR MK, FHEMUTLEEGHRIBEMESHIEEZNESR. MK
BRAN. FREBMMEEZNEGUBENERE . IRERBRESHKE , BIERERERN
latest,

LTRGBS ID A B BFRIE e9ae3c220b23Naws_account_id.dkr.ecr.cn-
north-1.amazonaws.com.cn/my-repository:tag.

docker tag e9ae3c220b23 aws_account_id.dkr.ecr.cn-north-1.amazonaws.com.cn/my-
repository:tag

5. {#M docker push s S HEXE S :

docker push aws_account_id.dkr.ecr.cn-north-1.amazonaws.com.cn/my-repository:tag

6. (FiE) BIYEE Step 4 M Step 5, MEBNAEAHE MRS H X LEFRLZHIEE] Amazon ECR,

SRR G HEIEE] Amazon ECR FAB 17 e

B B E M #EIX Docker FH IR , B LG SRR EHEIE R Amazon ECR FEE, FRIIREE
BIEE-IHSIMERENCUENERIIR, ASHBERT , BFRIRENEHMERERIEEERTAE
BRERSHRUNREGLEN. FRIRTRLEFN. BEXESZER , 1555 Docker /5 £,

FHBEY|RA UG EAM Amazon ECR & & —#1E Amazon ECS 155 E X 5 Amazon EKS Pod M3t H 18
E=l 51 A,

FRFAM

« EI8H Docker CLI # |, FFERIMINRE, BXRKEMINAEMNER | 53 Docker XRIHHY
Experimental features,

- EHEEBRZH , Amazon ECR B EMSNELE, BXEZEER , 155 the section called “BIE7F
& FE LI R R

« TE8IE Docker BH 2 H] , BXITFREHE R BN FHE, BXNAHEERENER , FSH F
Docker M {§3# 3% 2| Amazon ECR FAEFi4 &,

222 #) Docker &5 #3% 2| Amazon ECR & E

1. ME@REEESBRHN Amazon ECR EMRREIE Docker EFIHHN B4, MR BNEIMRIKS
BRShE , SEAEMERN 12 Mit, BXRESZELE |, 3% Amazon ECR FHIFAEEMER B HK
i
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https://docs.docker.com/engine/reference/commandline/manifest/
https://docs.docker.com/engine/reference/commandline/cli/#experimental-features
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EX Amazon ECR JEM TR Docker , #I1=1T aws ecr get-login-password . {5 & 0K 1iE
ThE&IRL docker login TR , fHE AWS AERF R , HEEEXNH#TH A RIUEA Amazon
ECR JEf& URl, MRX ZAEMRFTHBRIE , WAAERNENEMREEZT T

/A Important
MRKEFIR |, FRESEFBFZHRAR Amazon CLl. BXREZEER , FZH

{Amazon Command Line Interface A F#Em) HM %% Amazon Command Line

Interface,

aws ecr get-login-password --region <region> | docker login --username AWS --
passwoxrd-stdin <aws_account_id>.dkx.ecx.<region>.amazonaws.com

2. FEFHEFHRESR , BINEERE,

aws ecr describe-images --repository-name my-repository

3. Bl Docker /B8 %Ik, manifest create T RIUGIANBEGRRETEFEETENEMEES , H
EARMBIEFE,

dockexr manifest create aws_account_id.dkr.ecr.cn-north-1.amazonaws.com.cn/my-
repository aws_account_id.dkr.ecr.cn-north-1.amazonaws.com.cn/my-
repository:image_one_tag aws_account_id.dkr.ecxr.cn-north-1.amazonaws.com.cn/my-
repository:image_two

4. (Wli&) ®E Docker iFH IR, XELREBWINERIIRFSIANENEGBFTENKNPINBE,

docker manifest inspect aws_account_id.dkr.ecx.cn-north-1.amazonaws.com.cn/my-
repository

5. I Docker j& % 5 R # X B &M Amazon ECR Ff# .

docker manifest push aws_account_id.dkr.ecr.cn-north-1.amazonaws.com.cn/my-
repository
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5 Helm BER#EIEZ| Amazon ECR A B 1Z E

&8I LUF Open Container Initiative ( OCI ) #4F#3AE] Amazon ECR Zi#EFE. EEF I INEEMNTA ,
BEFEAUT LSRN Helm B &x#IXF Amazon ECR,

B X TE Amazon EKS Hf£Ef Amazon ECR & H Helm BXRMWE L , FSHEE Amazon EKS £
ﬁ%’:‘é Helm 13;20

¥ Helm Chart #3% %I Amazon ECR 1#f#

1. REZWRAEH Helm B iR, XLESRIZMEA Helm kA< 3.18.6 mwEMN. EE Amazon EKS
X #FHY Kubernetes iR A5 %A , BHEM Helm IRZA 3.9 REBHRA. BXESZEE , FEHLE

Helm,

2. FREUTIREOENA Helm Charte BXEZER , FSH Helm X85 - Al'l,

a. BIBEN helm-test-chart B Helm Chart #/&5Bk templates B ZHAR,

helm create helm-test-chart
rm -xf ./helm-test-chart/templates/*

b. £ templates XX A BIE ConfigMap.

cd helm-test-chart/templates
cat <<EOF > configmap.yaml
apiVersion: vl
kind: ConfigMap
metadata:
name: helm-test-chart-configmap
data:
myvalue: "Hello Woxrld"
EOF

3. TEE%. NI EEEHIE Helm Chart REANITSERNXHE.

cd ../..
helm package helm-test-chart

Output
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https://helm.sh/docs/intro/install/
https://helm.sh/docs/intro/install/
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Successfully packaged chart and saved it to: /Users/username/helm-test-
chart-0.1.0.tgz

4. QIBFMELFME Helm Charte FREENBMNSI IR 2 A1 Helm Chart B #9 & FRIT
Bl. BXEZEE , 2 22 Amazon ECR FAE 17t B LA i IR o

aws ecr create-repository \
--repository-name helm-test-chart \
--region us-west-2

5. XWE@EEM#IX Helm Chart B9 Amazon ECR SEfRIRIE Docker B F iR B4, SN &N EM
RIRBENSHE  THREXRER 12 Mit, BXEZELR | 558 Amazon ECR TG EA &
BRI,

aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecxr.cn-north-1.amazonaws.com.cn

6. f£A helm push as S #I% Helm Chart, #iH R‘23% Amazon ECR ##f & URI 1 SHA fE,

helm push helm-test-chart-0.1.0.tgz oci://aws_account_id.dkr.ecx.cn-
north-1.amazonaws.com.cn/

7. ¥ERER Helm Chart,

aws ecr describe-images \
--repository-name helm-test-chart \
--region us-west-2

P |, Bif artifactMediaType SIS RIEBMHIRE,

{
"imageDetails": [
{
"registryId": "aws_account_id",
"repositoryName": "helm-test-chart",
"imageDigest":

"sha256:dd8aebdda7df991a0ffe@b3d6c@cf315fd582cd26f9755a347a52adEXAMPLE",
"imageTags": [
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"0.1.0"

1,

"imageSizeInBytes": 1620,

"imagePushedAt": "2021-09-23T11:39:30-05:00",

"imageManifestMediaType": "application/vnd.oci.image.manifest.vl+json",
"artifactMediaType": "application/vnd.cncf.helm.config.vl+json"

}

8. (Wik)ABEXxHMER  FHLE Helm ConfigMap HFFIAEER Amazon EKS, HEXEZER |, iF
2 # £ Amazon EKS £ 2% Helm B %,

M Amazon ECR FA78 17 fifl & A il R & M H w9 4+

ERILAE A ORAS & i 5l i MM Bk Amazon ECR FAEFRERNEEMEMSI BREMH. BERE
BAMEAL S| A4S ERIRGAY 7T XKLL (FSH HIBR Amazon ECR HEIMRE ) o LA 2FHMH4M
MERE R HE

E{$H ORAS CLI EEM G4
1. ZENBEE ORAS EF iR,
BEXARENEE ORAS B IHMELR |, 1§31 ORAS XA Installation.

2. ZE%|H Amazon ECR BMEE AT A4 , B oras discover , GEMLEBREEF

oras discover 111222333444 .dkr.ecr.us-east-1.amazonaws.com/oci:helloworld

WHMNIM TR

111222333444 . dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:88c0c54329bfdc1d94d6f58cd3fcb1226d46T58670f44a8c689cb3c9b37b6925
### application/vnd.cncf.notary.signature
### sha256:387c10c1598eel8aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42
### sha256:6527bcec87adf1d55460666183b9d0968b3cd4estbc34602d485206a219851171

3. EfE ORAS CLI MiIBrER , MM EHIFFR , BHTU TGS :
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oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:387c10c1598ee18aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42

a0 HH A A0 AR

Are you sure you want to delete the manifest "111222333444.dkr.ecr.us-

east-1.amazonaws.com/
oci@sha256:387c10c1598ee18aae81dcfc86d0d06d116e46461d1c3cda8927e69¢c48108c42" and

all tags associated with it? [y/N] y

4. Ey. NBIERMEH,

EHEE LI B )
MBLEEMER (PIMRITERNEE ) KK, W2 HAELATRENRE H.

Error response from registry: failed to delete 111222333444.dkr.ecr.us-
east-1.amazonaws.com/
ociesha256:387c10c1598eel8aae81ldcfc86d0d06d116e46461d1c3cda8927e69c48108c42:
unsupported: Requested image referenced by manifest list:
[sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775f9b74943b5b]

MERTE OCI 1.1 R Z BUHEEAVERBREY | ATREQ R AU TR, MEERPFIR | EATEHBR 5| B iZ R &
RBR , RIES M BRIZRE , TR -

1. ERBRSERRAVERREKNBE  FRA

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@Esha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775f9b74943b5b

i H A0 R AR

Are you sure you want to delete the manifest
"sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775f9b74943b5b" and all
tags associated with it? [y/N] vy
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2. By, NBIREE
3. BRHEAXE , BALMKRES :

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:387c10c1598ee18aae81dcfc86d0d06d116e46461d1c3cda8927e69¢c48108c42

ﬁﬁﬁﬂﬂ?ﬁﬁﬂ'—\ . Eli Yo

Are you sure you want to delete the manifest
"sha256:387c10c1598eel18aae81ldcfc86d0d06dl16e46461d1c3cda8927e69c48108c42" and all

tags associated with it? [y/N] vy
Deleted [registry] 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@Esha256:387c10c1598eel18aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42

4. EEBRLERBCHR, BRA :

oras discover 111222333444 .dkr.ecr.us-east-1.amazonaws.com/oci:helloworld

WMENWOTRR

111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:88c0c54329bfdc1d94d6158cd3fcb1226d46T58670F44a8c689ch3c9b37b6925

### application/vnd.cncf.notary.signature
### sha256:6527bcec87adf1d55460666183b9d0968b3cd4estbc34602d485206a219851171

£ Amazon ECR A EFEMBIFMHE R

ERGIRTFRES , TUEEREL, FafnfMEanT

ail

- 5B URI
. BRI
- KRR

BEERBHARE
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- BRFRKER

« BHRES

« BEREOKN (A MB 73 E#Ar)

« REMEDFHEA N

-« EHRES

BEEBBIFMAEE (Amazon Web Services BRI H &)

-_—

$TFF Amazon ECR ##|4& , Mt A https://console.aws.amazon.com/ecr/repositories.
MNEMEF | ERAEEGMETEENXE,

ESMBERTHIAEIMRT  EEFHEE.

£ AMELE MEL , ARESENEMHE,

£ ‘4% : repository_name” HH L , MBEEFHIFHAFEENERK,

o & 0N

M Amazon ECR #4877 i# FE F R IR B RV R b I35

MR % L5217 Amazon ECR ] A9 Docker & , AT LA docker pull 55 E IR B A IR 5
AT UM BRI SEA R S 5 E M Amazon K P S BR B S 3R 04T IR 4,

E1£ Amazon ECS 55 E X HEH Amazon ECR &1 , 852/ . [ Amazon ECR B{§5 Amazon
ECS && 1 H

/A Important

BIEERMEFHNER. LTENEFHNEGR  RAEFRERE]. BXxFENREEK
MWEZER , S HE Amazon ECR FEHEE .

/A Important

Amazon ECR EXRAF B MNEE IAM policy A ecr:GetAuthorizationToken API , &
BT BEXEM R 1T H BRI H MEE Amazon ECR M E#H X RIBEIEESE &, Amazon
ECR Rt 7 2% Amazon HE R KZFITEARANVAFFRINER. F>x Amazon ECR
Amazon EEXRBEHNELR , i3 HAmazon Amazon # 4 R E2EMRVITE KR
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M Amazon ECR 7Zf# EE$=2EH Docker & 15

1. fS4EH Docker B/ I 5T M A IZEE 849 Amazon ECR IR, SFHEA MRS
BRI SRENEN 12 I, BXESES  #5H Amazon ECR FHALEEMES A%
i,

2. (W) IRBI EREME S,
«  TILAME aws ecr describe-repositories @5 5l HEM R P Y IF 6 FE

aws ecr describe-repositories

FHEMROGEMERE — N BN EMEEamazonlinux,
«  TILAMEH aws ecr describe-images SR EEEDNER

aws ecr describe-images --repository-name amazonlinux

EFRREIF#HEEETIRE latest M 2016.09 WER , ABEREBHEENRN
sha256:fl1ld4ae3f7261a72e98c6ebefe9985cf10alea5bd762585a43e0700ed99863807,

3. f#H docker pull i TIREFE K. BEBMERNNA registry/repository [:tag] LMEIRIR
ZIRE , WA registry /repository[@digest] LAMBRBEEIREL

dockexr pull aws_account_id.dkx.ecx.us-west-2.amazonaws.com/amazonlinux:latest

/A Important
MREWE| repository-url not found: does not exist or no pull
access $5i% , BEEEE R Amazon ECR RiF&# Docker B ik, BXEZEE | &
2 Amazon ECR FHAEEMEREHRIL,

$2HY Amazon Linux & 855

%2 Amazon Linux RS EGMNEHHEAHE Amazon Linux AMI REERN A 4EMEE, Amazon
Linux BeBR&1EN Docker THERFHNEARMEG | WHAETMAREHR, WREE Amazon EC2 FERT
NARFEH Amazon Linux AMI , FRATBA{E R Amazon Linux BESREFEN N RARF AR,
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B LATEA T R IR E AR A Amazon Linux B8 % , AR ERA Amazon ECS &N AR #HIX
2| Amazon £/ Amazon ECS, EXEZEE , 155 I Amazon ECR BG5S Amazon ECS £&4&
i

Amazon Linux BES&E %7 M Docker Hub [, EIRE Amazon Linux BesMREHN 1 | FE 3
Amazon F XA Rz,

M Docker Hub 28 Amazon Linux B 22415

1. A docker pull 75 32E Amazon Linux BE&E %

dockex pull amazonlinux

2. ( Wk ) BEAR#ZITRRR.

docker run -it amazonlinux:latest /bin/bash

il B& Amazon ECR H Ry BR {5

MBEBERFERARSG , TUNEHEETRRE. MRELEREATEE | TUARBRBENEEELUREAH
HFIEER. BXEZELR , B5SH £ Amazon ECR il BRFAE F 6 o

FERAFHRBFERENBRTE  EUTNCEFEFLEGENRE  WEEF R FEEPTREGN LS
BHEE, EWEAMRBEINITUHERE, BXESZEE , HSH £ Amazon ECR FEMAEmEARE
B B 3B ER &K,

@ Note

MRENEFREPISEAREGE , HP —EMRERE Amazon ECR X#F OCI v1.1 ZBIHEE
By, WREELZLBEOTNNRERSIFFLTIR, Hit , HEMER OCI v1.1 ZBTHYIRE
B, ATRER EF AIMIER 5| A ZBRGAVIE 2 5 R = se M BRiZ A 1+

i BR 85 & (Amazon Web Services BIE1RHIA)

1. 3$TF Amazon ECR #&#|#& , Wit R https://console.aws.amazon.com/ecr/repositories,
2. MEmES | ERISERRAEGHXE,
3. ESMERT , EEFEE.
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4. EEMEREL , ERTSERBRNEGNERE,
5. 1& “TFt&FE : repository_name’ WHE L , EFERRHVBGEMMPEIERE , REIEE WBR
6. EMBREGEXNFES , RIEEENRERENEMER , AEEFERER,
i BR4E % (Amazon CLI)
1. JIHFHEETHNESG. THRENEGNEEEGREURMEXIFRENIIR, THRENEGNRER
RERE
aws ecr list-images \
--repository-name my-repo
2. (Wit) BREEERRBEGHXBSRERBBREGHEIAIETENTE, NEGPRIBRZE —Mr
XiE , teRiZES.
aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageTag=tagl imageTag=tag2
3. BREEEGHENRTHREITHERENGESR. EELIARGRERRBREGN , SGREMR

BIREH WM ER.

aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE

ERBRZSIMRE , EUUEBRPEESMREFREHIERBE,

aws ecr batch-delete-image \

--repository-name my-repo \

--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE
imageDigest=sha256:f5t0e245ssffc302b13e25962d8f7a0bd304EXAMPLE
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£ Amazon ECR R EHE K
ECR FHF@EERAI_RHA ?

Amazon ECR HRF#ER —MHBFME , TAFTHEREREEKR, KEHNEF#E. Amazon
ECR REEFm MK

« ECRIMEFMRR — KF L RAE RGN R IAFHES.

« ECR EZHEME — —MERANEHED , ERATRILVAENTEHAMHI KBS EMETEREN
B, SATKHEGRENIIEFEEIIAL , EREHENTUNARERETERER, BXEA
EWMEER , 55 Amazon ECR EH,

EFNEG , ZERMNMERE, B ZUUERELEREFHAN , BREATREEHFHEE
- BB WA BRAY B A

« B LRAIHUE F SRRV A i)

- FRETHEGRHE

BB LR RER BN ERBFEEENREEFEXKARBR. BXESZELR , 2 HE Amazon ECR
Hh {5 A 4 an /B B SR B B BB IR AR IR

BB AT LAE Amazon ECR 24| & F /4B & , & Amazon CLl, BEXEZEER , BFSRFHE G,

HEFTERBAEAFNEG , ALUNHIRE S ECR REFMES. ELAILUMIT ECR 27 20 74K
MEBRSG, RENEBNTHEMRBENEGRL , METKEAMEER, RENEGZHHE, EF
MERELEREAPBERNAR. BXESER , BERRESEE,

FHEE&

LA LA Amazon ECR 414 F31 7B % Amazon CLI , A R4E G AR B FERE
@o i—"i@ﬁ-%’ﬂq .

- RBHBEERE#ZER,

o TERRENEFEHNESG, EIEMEBEGNERNGLEK , HHI 404 4R

« BATENEEG , BMHARTLUER describe-images@ 31 E# /TR | th A LUE Blist-images®
THlH. BERSMETHARCHIVED,
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- BREGNREFFHERRN 90 X, BTEEHE E L A RIERBRERARE LT 90 KB &%, W
R BRFERE R AT 90 KB |, MFEEMFEHA batch-delete-image AP, {BEEREEIRR 90
RO R EFEET R,

- BEETEF#ENEN FEEE RUFH (NIAFREREDEFEET —KEBEN , RIS
S ).

- B FHERECFRNEGIHEREREEIFEEF , TLFEGRENFHRE,
- MRFEEAESARRE  REFENBESRERRES , 28 G BR.

Amazon Web Services B2 4| A
R ETRE
1. §TF Amazon ECR ##l& , it Fhttps://console.aws.amazon.com/ecr/repositories.
ESMET | ERESETHBEMNFMHEN X,
ESMERTD , ERERE,
£ EHE THL , SRS ETHNEGNFHEE,
EREFMNESR. SEER BHIEFEE.
EEHMESG , EER T R, HELINRREER ‘BN,

MRXZEFHEEPHE-KEFEEG , WSHA - N FREERGENF  HhasiEan
Bk, MRALEEMBFEOEG N ItEEGSERINENZET .,

N o o bk~ w b

Amazon CLI
FHEG

f#£ FAupdate-image-storage-classin & B fF B B K EH NARCHIVE :

aws ecr update-image-storage-class \
--repository-name my-repository \
--image-id
imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE \
--target-storage-class ARCHIVE
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ERE AR FEER

BULEREREMRENFERFEEFEAN , LB FEEEG. EnAMRBATERENLT
FUEDFEER

- BB HHEE R AT E
« B EIRDIEE R BARATET A
- ERFEIRSHRAEREK

RN EAMRREENETRGFEEEN AEHEXKANR. XS FHEENERE
HRMNESFEENRE , S F1E Amazon ECR H {6 A 4 an B B SR #E B 3 B E MR,

® Note
FEHESNRETFEIRR 00 X, BTEEELE 4 a5 /B H R BRI BR AT R 2 F 90 XKV
B, WRELTMERFRENEDTF 90 KRB , MFEEFEH batch-delete-image API
BERFEERR 00 RWREFMHETET %,

f# FAdescribe-images SRR GAE , FRIBBimage-statusf{ENARCHIVED, &0 LATRIER
Bimage-status ANEFFHEGRNEFEIE K.

R E R &

MEFREEGE , ©2M ECR FHEEMEBE ECR MEFHEXR, MESHNBRGEFAFE TR

%R METEMITHIRESQIZMRE R ERNIRMERELL

- RETRE , ZREBEATHNE, REBEEFE 20 24 , BEBEETRERER,

- MBPANFRESATHENEHE  WHAKERENES. Fi5 , BRFHIINARERRFT
Mo

c MENFRERETES  WORERENSATES , NWERNREFEEH.

- REENEGERENHE®KIIRS.

MERGEEFTE 20 78 , BTKITEARER, AEFERLEFR , REDLTEFERS , BRETHK
ZBITTERIE
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Amazon Web Services BIB124] 4
8 B 1R B &

1. §TF Amazon ECR ##l& , it Fhttps://console.aws.amazon.com/ecr/repositories.
ESmESR , ERIEEMENEFER G FMHEENXE,

ESMBEESD , ERTFHEE.

EEE MEL , EREEEHRGHNEEE.

EREEEGEDR,

EREMENFHESK,

EFE RE” HEINE REE,

FRFMETH. METKE , BEFHAEEIEGIIRS,

©® N o a M b

Amazon CLI
1 B RS R 1R

- {£Mupdate-image-storage-classtn B3 FFF R B G H F R FEH HSTANDARD :

aws ecr update-image-storage-class \
--repository-name my-repository \
--image-id
imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE \
--target-storage-class STANDARD

i Fdescribe-imagesii SRR R G , EEMENEBKSLE o image-status fACTIVATING, &7
LMERERERBinage-statusACTIVATINGIAE & M5l EERE B %,

MEFHEEN S —HHERNRGENMEATFME, JEMELCFENEGREN , ZEREMIA
MR A7 A o B BR

E #5182 Amazon ECR AR 5

f&Bh Docker Image Manifest V2 Schema 2 & , AILAfEA --image-tag aa ™K put-image £ E
FAMBEGFIMTLE, THEEA Docker ISR HEIEE G , BT EFHRINRE, N TFAEESK , i
BA AKX EEHNEGPMIFEFTE R M & 52 Mt E.
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BN EBRMIEZL (Amazon CLI)

EFHAEHFRICE S Amazon CLI

1. £/ batch-get-image i S AIRMEEF FINFENEGNEREFEHTGHBEAXHS P, FEHRH
F FREPTENRZINEGNEREHBEAR NNIIELZEMANIFEST, latest amazonlinux

MANIFEST=$(aws ecr batch-get-image --repository-name amazonlinux --image-ids
imageTag=latest --output text --query 'images[].imageManifest')

2. f£H put-image W HH --image-tag RUUFHEBELEFHIFLE —EKEZ Amazon ECR H, £
RBH , BEREIRICN2017.03,

® Note

WMRiZ--image-tagkMERMRAFFATH Amazon CLI , BARBEIZHER. B
X*XEZER |, 555 (Amazon Command Line Interface A EE)Y R Z%E Amazon
Command Line Interface.

aws ecr put-image --repository-name amazonlinux --image-tag 2017.03 --image-
manifest "$MANIFEST"

3. RILHNHFEGIERESCHMIENRER. EUATREF , REEBIRE latest M
2017.03,

aws ecr describe-images --repository-name amazonlinux

LA E - (T R) RBTHRITAEXLRE

"imageDetails": [
{
"imageSizeInBytes": 98755613,
"imageDigest":
"sha256:8d00af8f076eb15a33019c2a3e7f1f655375681c4e5bel57a26EXAMPLE",
"imageTags": [
"latest",
"2017.03"
1,
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"registryId": "aws_account_id",
"repositoryName": "amazonlinux",
"imagePushedAt": 1499287667.0

EHREBRMFZ (Amazon Tools for Windows PowerShell)
EfE A EHIRICE & Amazon Tools for Windows PowerShell

1. A Get-ECRImageBatch cmdlet SRR EZEFT AT ENREN IR | R ZRGEE AR FHIETT
B, EROP  FREDPFTERENEGEBARELTESInage, latest amazonlinux

(® Note

MREMW RS L& B A Get-ECRImageBatch cmdlet , &5 % Amazon Tools for
PowerShell iR HRIEE Amazon Tools for Windows PowerShello

$Image = Get-ECRImageBatch -ImageId @{ imageTag="latest" } -
RepositoryName amazonlinux

2. MEREGHNBERE A$ManifestINBEETE,

$Manifest = $Image.Images[0].ImageManifest

3. f#H Write-ECRImage cmdlet B9 -ImageTag ETUFMGE R SFIFE — £ ME F Amazon ECR
B RGP , BEWIRIEN2017. 09,

Write-ECRImage -RepositoryName amazonlinux -ImageManifest $Manifest -
ImageTag 2017.09

4. BIEENFRENERETCHMMNIENGER. EUTREF  REEBIRE latest M
2017.09,

Get-ECRImage -RepositoryName amazonlinux

BRBE—N (T R) RBITHRRITAEXLERE
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ImageDigest ImageTag

sha256:359b948ea8866817e94765822787cd482279eed@c17bc674a7707ft4256d5d497 latest
sha256:359b948ea8866817e94765822787cd482279eed@cl7bc674a7707f4256d5d497 2017.09

By LE BRGFRZETE Amazon ECR B &

BAUEFEETFTBRET ALY , U LEBEREFRE, IFBREITAESE , IREHEEAN
HREEREEEEPHBG  FIRE ImageTagAlreadyExistsException iR, REFTEH
LEFMERS, BTEERERETATE , M5B —ENF2,

B A LAfEF Amazon Web Services BI212&]A F Amazon CLI TE RN EF#ESNEFZ#HERERK
RENTEYE, EFARFAESRAUERE®EE , SR EGIE Amazon ECR FA 5 17 FE A F# R G,

RERGIFEH M ( Amazon Web Services EEEHA )

BiRERBIREAY AT LM

1. $TF Amazon ECR ##|#& , Wit A https://console.aws.amazon.com/ecr/repositories,
2. MNemER | RETEEHEBNFEENXE,
3. ESMBERTHREEIMRT , ERERE,

MREBRE FHEE, AR BEIMER URFARE , REER FHE.
4. ERBEMEREL  2RENHREREGIRSE TR IRENFHEESR RN RREE,
5. EEREE A RBRERBTLEEFME.
6. NWTREREARYE K NAFREELEEATHRETESREZ —

- AT MREGRBEZRGIRE | BERLED, BUATEAREFRENTEE , SIBER
Amazon ECR AIAE M EFHMEG, A  EXA - LA EHRENREER , BEATREH
BRIUM AEF R AGLE NS EABER (*) RTE S MELHRE,

o AHE  MRLEEEBEREIREL | MIERLED |, ZEEFTENEHRENREN , ©EA
TiREERNARAERENERT,. MREZHEETEUNEREMNIRE , Amazon ECR iR E
ImageTagAlreadyExistsException, b9 , BN —EFRATHIRLEARSER , BEF
A AR BERRII X A PR AL B RS EABE R (*) RITE 2 MELIRE,

7. XF Image scan settings ( BEAWRE ) , REGUUEEHEERN N EMBPEEERME
B, EREXEREEMEEMEREINEEAREE, BIEATIMREFIEEHERE , BT
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BREBAEIESTE K HELATEEARBEFRENTRILERSG, BXESER , F5H
£ Amazon ECR FH#HRER B FE R RIE.

8. XITF Encryption settings ( INFRE ) , WFBRNXEHEEEF , AN FEENNBREETFHELNER
B2 BT EE N,

9. LEERFREFUEMFMERE,

RERGIREN M ( Amazon CLI )
tEEER T AT EMN T E

ERAATHT - tIRZEERTIERRENTREGEFEEF,

« create-repository (Amazon CLI) , EEBREIRE AT EF

aws ecr create-repository --repository-name name --image-tag-mutability IMMUTABLE --
region us-east-2

- create-repository (Amazon CLI) , E5 GRS ] 38 M HEBRIIF 1% S 4

aws ecr create-repository --repository-name name --image-tag-
mutability IMMUTABLE_WITH_EXCLUSION --image-tag-mutability-exclusion-filters
filtexType=WILDCARD,filter=filter-text --region us-east-2

« New-ECRRepository(Amazon Tools for Windows PowerShell) E48 B &ir X8 1] 2%

New-ECRRepository -RepositoryName name -ImageTagMutability IMMUTABLE -Region us-
east-2 -Force

« New-ECRRepository(Amazon Tools for Windows PowerShell) 8 B 55 % ] 28 4 HEBRIS I8 28

New-ECRRepository -RepositoryName name -ImageTagMutability IMMUTABLE_WITH_EXCLUSION
-ImageTagMutabilityExclusionFilter @{FiltexType=WILDCARD Filter=filter-text} -
Region us-east-2 -Foxce

EFHMEMENREGIREATEMERE

ERAATH T —EFNNAFHEENREREATREMRE,
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« put-image-tag-mutability () 5B &+#5% 7] & Amazon CLI

aws ecr put-image-tag-mutability --repository-name name --image-tag-
mutability IMMUTABLE --region us-east-2

- put-image-tag-mutability () 1 E&FRZE A E M BRI I EAmazon CLI

aws ecr put-image-tag-mutability --repository-name name --image-tag-
mutability IMMUTABLE_WITH_EXCLUSION --image-tag-mutability-exclusion-filters
filtexType=WILDCARD,filter=1latest --region us-east-2

Write-ECRImageTagMutability(Amazon Tools for Windows PowerShell) £48 B &R EH 0] E 4%

Write-ECRImageTagMutability -RepositoryName name -ImageTagMutability IMMUTABLE -
Region us-east-2 -Forxce

Write-ECRImageTagMutability(Amazon Tools for Windows PowerShell) 8 B & #r < A1 & M HERRSE
D8

Write-ECRImageTagMutability -RepositoryName name -
ImageTagMutability IMMUTABLE_WITH_EXCLUSION -ImageTagMutabilityExclusionFilter
@{FiltexType=WILDCARD Filtex=latest}

Amazon ECR RGBT ER A X F

Amazon ECR X#EFUTRBEHEBHSEEKR ;

« Docker Image Manifest V2 Schema 1 (5 Docker ixZs 1.9 F1E RIRAE S FEA)
« Docker Image Manifest V2 Schema 2 (& Docker Mx4s 1.10 FEHARAE &)
« Open Container Initiative ( OCI ) #3E ( v1.0 M v1.1)

¥} Docker Image Manifest V2 Schema 2 B9 a2 LA T I04E :

s BEBNENREBRERAZSIMZ,
. XM Windows BEE5HE&,
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Amazon ECR & &/5 $ i

£ Amazon ECR H#Ex MIZEVEGE , BN ARSI E i (170 Docker) N5 MIRH#ITEEUR
ERmTHENBFERAUARER TRV EMRIEN — .

£ Docker M2 1.9 HRE |HIRAFE G H#EX | Amazon ECR B, B8 2K [ 1FM R Docker
Image Manifest V2 Schema 1, £ Docker X2 1.10 S EFMRAFFHE G #IEF Amazon ECR B
BBEEELFEM AN Docker Image Manifest V2 Schema 2,

£ M Amazon ECR R EIREVE AT , Amazon ECR fREIFHERFMEPHNEGREFEER. XY
FERmEHZARNN , T2FEED, IREFIEIE#ERFENRGEEEN , U Amazon ECR &
BRGELHRNE S REBEROKR. FII0 , R Docker 1.9 B BRI GRE B FHBEAN
Docker Image Manifest V2 Schema 2 , if4 Amazon ECR #$ 2L Docker Image Manifest V2 Schema 1
BRNBREZESE, TRNE TERELSRIGSE Amazon ECR XM A AR

B P imis RV H £ V2 Schema 1 #  {EN V2Schema2 #  4E OCI #3%%| ECR

% ZE ECR #* % ECR
V2 Schema 1 TERR S¥# N V2 Schema TR Ak
1
V2 Schema 2 LA AR , BF % TERIR 2 4# R V2 Schema
E5R%E| V2 Schema 2
1
OCl Fou] AR 2 ##N OClI TERR

/A Important

MRZFHERIMESR , MEETANKR, BNEFIRAMA T 76 E Amazon ECR RIVE
BEERKRN, WRETE Docker 1.9 HE IHMRAK Z F im L R E1E K Docker Image Manifest
V2 Schema 2 &1& , MIFTEERIE R, EXEZER , ESH Docker XHEHFPHEMERE
1,

R RGIH | NRERZFERE—HEB , Amazon ECR &R B BEE RN BT IREBE RN
KX, BHIREIKT,
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Amazon ECR

RAriEmE

¥ Amazon ECR 5 Amazon ECS && & H

A LAEA Amazon ECR A E R ERREERHREGNH |, £8 Amazon ECS £
SAREANPRIXLERGNYE, EEEAXEER , Amazon ECS = Fargate 88
REXIEHFMEecr:BatchGetImageecr:GetDownloadUrlForLayer, HMHX
PR, ecr:GetAuthorizationToken APIs

FTER 1AM PR

TRERTEHEHEBEFHN IAM B |, ZABRNENESM Amazon ECR FAE F EIREURH#
TFIEMINPR. Amazon ECS R IIEFIENRNIEE IAM KBE,

BaRE

Amazon EC2 324 £y
Amazon ECS

Fargate £#Y Amazon ECS

S\EZRSE45) E#Y Amazon ECS

IAM & &

FEAREXEM IAM AL | %
A’ SEME Amazon ECS

S &M Amazon EC2 3£4I#
XE., BXEZEE , HS

%] Amazon Elastic Container
Service FF& A RIEEHIE S
%4 1AM £,

&1 Amazon ECS £%
E X H 5| HNESIMIT IAM
At. BXEZEER , B

¥} Amazon Elastic Container
Service F X A RIEEEFHES
AT IAM B,

FERARSERG IAM A6 |, %A
& 553 M3 Amazon ECS £ &
Y 2 it R S BR SREE SAHL (VM)
MXxE, BXEZEER  FS

%] Amazon Elastic Container

Amazon & |IAM K

AmazonEC2Container
ServiceforEC2Role

BXEZER , HSH
Amazon Elastic Container
Service FF R AR IEREF
B AmazonEC2Container
ServiceforEC2Role

AmazonECSTaskExecu
tionRolePolicy

BEXEZER , FE2H
Amazon Elastic Container
Service F A ARIEEFH
AmazonECSTaskExecu
tionRolePolicy,

AmazonEC2Container
ServiceforEC2Role

EXEZER , B5H
Amazon Elastic Container
Service F X A RIEE+

¥ Amazon ECR B&{&5 Amazon ECS &4
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BaEH IAM & Amazon £ & IAM KB
Service F X ARIEEHTHESE B AmazonEC2Container
S£45] Amazon ECS A€, ServiceforEC2Role,

/A Important

Amazon £E IAM RKEEE SR UEETEEMNHIANRENAFEA, EXHERT , XLEEMN
Amazon ECR A E F M ERE AT EN RIENFR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

]I

"Resource": "*"

}
]
}

£ Amazon ECS S E N HEE Amazon ECR &&

B2 Amazon ECS FEENE , B LUEEE Amazon ECR A EEMEFREN ARG R, £
FSENF , BRXIEH Amazon ECR S5 EATEM registry/repository:tag . il
aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest,

UTESENRBERERT BTIEEE Amazon ECS FSE X HH Amazon ECR FiEEN B4
g,

"family": "task-definition-name",
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"containerDefinitions": [
{
"name": "container-name",
"image": "aws_account_id.dkr.ecr.region.amazonaws.com/my-
repository:latest",

}
]I

¥ Amazon ECR M{& 5 Amazon EKS &5

B A LURF Amazon ECR M5 Amazon EKS &6 .

M Amazon ECR H 5| ARRERET , AN REEHTER registry/repository:tag . Bl
aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest,

FrER 1AM R

MRERF Amazon EKS THAHREERET K. BEET K= L Amazon Fargate , BEFEUTH

o

= .
s EEERTASBTEENT L LEEM Amazon EKS T4EfM g : 4R MH Amazon EKS Worker

& IAM B (NodeInstanceRole ) » Amazon EKS Worker ¥ & IAM A& X RBELUTERT
Amazon ECR # 1AM policy X BR.

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

1,

"Resource": "*"
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® Note

WMREFEHeksctlsxh Amazon EKS A THH Amazon CloudFormation #&4R k622 £ &8 A0
THETEA , MBRIABRT , X IAM RSN AFENIET S IAM A,

« FEE T Amazon EKS I{Ef1& Amazon Fargate : £/ Fargate A TA® , ZARATFRN
pod M\FAE Amazon ECR FEFEFREM G, BEXEZEER , 58S HAIE Fargate Pod ITAE,

£ Amazon EKS £& &% Helm B %
£ Amazon ECR HEE M Helm Chart AJ AR ZEEEH Amazon EKS &£ L,

FRFM

o REBFMRALN Helm B ik, XESEREMEH Helm A& 3.9.0 REN., BEXEZEE , 5
7 %2 % Helm,

s BMELEHEITEW LEZZET Amazon CLI FIARA 1.23.982.6.3, BEXEZER |, BSH L ES
E# Amazon CLIH R ETARAS,

« BB Helm Chart #3X Z|&H Amazon ECR Zf#E, BXEZEE , B5H & Helm B XRH#IX T
Amazon ECR A B Z6EFE,

- BEBE kubectl LAEA Amazon EKS., BXEZEE , S Amazon EKS AFEBEHMN A
Amazon EKS BIE kubeconfig., MREFHMUTHTHRI , WAL SEBERE.

9

kubectl get svc

E £ Amazon EKS £8H 2% Helim A&

1. [AFEE Helm Chart B Amazon ECR I RKIFERN Helm B, SN EFNEMRIREE
e SEAEMERN 12 /M et, BXESER , 231 Amazon ECR FHAEIMEEHK
U,

aws ecr get-login-password \
--region us-west-2 | helm registry login \

1£ Amazon EKS &8 Z%& Helm B & API iR 2015-09-21 78
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--username AWS \
--password-stdin aws_account_id.dkr.ecr.region.amazonaws.com

2. ZEERK, helm-test-chart B{RIIEMEEM 0. 1.0 Helm BRI B,

helm install ecr-chart-demo oci://aws_account_id.dkr.ecx.region.amazonaws.com/helm-
test-chart --version 0.1.0

HWHEMN TR

NAME: ecr-chart-demo

LAST DEPLOYED: Tue May 31 17:38:56 2022
NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: None

3. RWIIERZRE.

helm list -n default

R
NAME NAMESPACE REVISION UPDATED
STATUS CHART APP VERSION
ecr-chart-demo default 1 2022-06-01 15:56:40.128669157 +0000
UTC deployed helm-test-chart-0.1.0 1.16.0

4. (Hk) EFECELXER Helm B%& ConfigMap.

kubectl describe configmap helm-test-chart-configmap

5. SERE , BRI LAMER P ERE RRA

helm uninstall ecr-chart-demo
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£ Amazon ECR BB &

Amazon ECR 5 Amazon Signer £ , IR HARNIEZRERGN AN . RELE ( B3, #E)
MEHLE (B ) . BUUERBEENESEFZHELEEEESF,

EELERFE
Amazon ECR XX A RR[EBRN S L
RELE (#HE)

LHEGHIEE] Amazon ECR i , REL RSB ERMBEL R, KAZEFRILTRE, W TASZSHK
RAPXE  RELXERHENF L, BXEZER , TR £ELE.

FHZH
FH LA FEAFRIE CLI M Amazon Signer FHHXN BH#HITEE , RAEBFHHEIEE Amazon

ECR, WtFAAUEFIRHEETE , SEFERMETFRBZANEGATERRFTENE
BEERTRARGN , WEEFEERR, BXESZEE  FEH FaES,

EEEIM
5/ Amazon ECR BE &R , NZEUT/LA :

« FRETEFEHSBITASIMERENRARRUENRS R e8I M rEENERESHS , 81
ZXEEE1ANIH, BXESELR , B2 ¥ Amazon ECR RS Eiél,

« HFEETRFESI B4R, Amazon ECR 4 FHIRHE ZBEREGM R/ 24 Nt BNEE
XL,

REZL®R

HEBGHIEE Amazon ECR B , Amazon ECR HEZ B AFAZIAR/ERMNEZE , N BT IEH
BHAmazon SHREBEHITEZ, IRRLTELZENEEFFHRIE  HFATEEZIZERN IMREEHRT
EFREE,
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FRF M

ERBERELR , BILEM Amazon ECR ¢IZEELBRE , ZEESI A - ITHSIMERELEREX
| FETIERRRAE P 74 P Uk 2R SR PR I TR LE 77 i BE U X LR 1T R . ECESERE , Amazon ECR
REZRCEHEERGN B ERAEEIRBNIEN S ONEERITES.

ERERELAZH , SUMERZUT RN

ZEELEHRVUBED NEEELZEH/R, TEFERR —HIRFH Amazon 8

ERIR , ATA T Amazon ECR FITE R 18F, TREE N EREBXNABIH4

( Bl BB HE B Amazon Lambda HE D ) #ITSENRIE. SN EEEXHEIE
EEEFNEEZTE,. YA IDMEMABETFANGER. fl , /MK ARN IITFF

7R .o arn:partition:signer:region:account-id:/signing-profiles/profile-
name

IAM PR — H#XREH 1AM ZRAMLTRELER IAM RS 8 RAXHNE R ELE T EAE
X ECR FftifE, BFBERIAM ZERANETENNERE , FHIHE ECR FREFERENZREL
BBRFEHR, LT RPIRBEER T AAFAINER

"Version": "2012-10-17",
"Statement": [
{

"Sid":"UploadSignaturePermissions",

"Effect":"Allow",

"Action":[
"ecr:CompletelLayerUpload",
"ecr:UploadLayerPart",
"ecr:InitiatelLayerUpload",
"ecr:BatchChecklLayerAvailability",
"ecr:PutImage"

1,

"Resource'":"arn:aws:ecr:region:account-id:repository/repository-name"

"Sid": "SignPermissions",

"Effect": "Allow",

"Action": [
"signer:SignPayload"

1,

%
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"Resource'": "arn:aws:signer:region:account-id:/signing-profiles/signing-profile-
name"
}
]

£/ Amazon ECR REZXE , LA LGESHNEEZMN ( BMEMRKEZ 101 ) |, BLEIEFEENR
WK, Bl BERETSIMHEEE  AFLERHIEINEETUALZRLEFEE, EEFAN S ,
BUNEELSEREXHHEEFRESHTIER, HHEFEBEN , Amazon ECR 2B BNMEH
MNMEBEEXHFTUANEGRETESR, MRBEZSNEED , Amazon ECR 24 KZMER,

@ Note
MREBFHRWIULE , MPHFEEZR L Notation CLI,

(® Note

Amazon ECR REZXZEATAAEXEFERAZLE Amazon EHITRREBRZEZM Amazon X
=,

T 98 1E H

RBEUTSREERESE. B LlE Amazon ECR REENZEEZZRRMNEIA , HAEFRRMTE
mRAM, LABRGIMRL 1768 B R HIR BT LR

Amazon Web Services BIBiE4 &
FEAUTSREARBIEEZLE Amazon Web Services EIE124| 5,

1. #T7F Amazon ECR #£#l&, HEMSMERT , ERLEIMEK. DHEMRE, HEXSR,
2. EZRANTEL , EFECEMAN,

3. FE“XENMARR WEMN “1EFR Amazon EEENPMARZE T |, EF “CIEHNW Amazon EEE
MABR  AANMABREN , AEREZTEEILZENH. REEBRT—F,

4. TRk WHEHE EEREEE T  WAFEMERWRILSR. RAREET -5,

5. ®'EFME TEL , BRiESHWANAmazon EEENMARRNEFEEBMILIER. WR—
tIER , HiEE &RIF"
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Amazon CLI
FERALT Amazon CLI i S B EHEEZE.
- SIEZEZAN
ERENERBEEXH ARN tIZEEEE, FANTAEEE JSON XX+ :

"rules": [
{
"signingProfileArn": "arn:aws:signer:region:account-id:/signing-
profiles/profile-name",
"repositoryFilters": [

{
"filter": "test*",
"filterType": "WILDCARD_MATCH"

}

]
}
]
}
REBITUTHS

aws ecr --region region \
put-signing-configuration \
--signing-configuration file://signing-config.json

BNZLEIIELREREMN API R
- BEELNEARE

RRENEEEE -

aws ecr --region region \
get-signing-configuration

BNZLEIIEEREEMN API AL
- RERBRIBRS

HEGHEIEDENFEE,. flm
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dockex pull ubuntu

IMAGE_NAME="account-id.dkr.ecr.region.amazonaws.com/repository-name"
IMAGE_TAG="${IMAGE_NAME}:test-1"

docker tag ubuntu $IMAGE_TAG
docker push $IMAGE_TAG

HiEE  ERAENERREEEEERS

aws ecr --region region \
describe-image-signing-status \
--repository-name repository-name \
--image-id imageTag=test-1

MRAFREEMELERERE LN FEERERAETE , WENZLE AP B FERES
R MBREANRY , BNZLBIER EHEINBHEFERE,

- BIBRENEEERE

BREHNEERE

aws ecr --region region \
delete-signing-configuration

BNZBINISCMBRELEEN API W& 5L,

EEEIM
LTRFMINEERATFRELS :
s FEEEXBEE — LEREEXHMSINERN Amazon ECR JEMRNTFE —Xig, BAFeEFEH—

MEBHEREEX X T EMEX S EfRRPHEGHTESR,

« YEBKFEE — EZRPTLLEER Amazon ECR EMRME T REMNMKSF, XFHLEBE
PEESEREXH , ANATHMKFNFREEATH]. BXEZER , HZHAmazon Signer
FEEBEEPNNZIEZEEREBEKRKS LR,

« EETLELR-BIRACEELE ., RENBAHFEBHTESR,
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LRBUE

ENBREBETERRE , EUURIILR UBFRERARERXARBETFERIF. Amazon ECR X#F
SHRIEEENTE

£ Amazon EKS #H{THEEWIIF

Amazon EKS N BEHZEWIFIEMTEEER., HEBE Amazon EKS £ P EEZZWIEN |, ZRS
LEAGRBETZHEIRIIRAGER, BXBEESBRIINEZEELR | 551 Amazon EKS AP
RPN EBHERITRSEMEGEEE,

EATFITS# ECS Y Lambda 4 A 32438
Amazon ECS Rt IRFSEMARES , ATLERSTEHEZTEENZE, XLEEHTUESE

SHEPHFERZIAME Amazon Lambda BE , FEREBEATRS B2 RIIABMEEE, &
XEZEER , 2 Amazon Signer F R A RIEEEFHKIE Amazon ECS WA BEEHER,

£ A18E CLI #HITF s IIiE

RATLAEAFRIE CLI FHRITZ R, A EEREBEAITEY R ITFRE P RENBEE Notation
CLl, B3<fEM Notation CLI BIFE G IFH % , i5S5HAmazon Signer F X BIEEHRNEREER
30 UE o

NEFEEF IREE S ORI

MREFEAFHELRMEM Notation CLI FRHRIELH , MAAREERFSEFF, i , FHEEEE
Amazon ECR #1TH 31, MR EEZE Notation BEFIHHIE —FEH LR T Docker , BBA
Notation ¥ E &) Docker & i £ A AHE & B KIS 7%, Docker login fMlogout@n &¥F 2 1F
HFSsignflverifym SEAMEBNERE , MESF SRV FSHITEMRIE, BXEE Notation
ERm#TEHRIENIEMES , B2 5 Notary Project XRHH Authenticate with OCl-compliant
registrieso

MR % B FE A Docker S EAM{E A Docker EIEWIE |, BBARAIIEWE A Amazon ECR Docker &
B FERN BN EIL M, BXN{ALEFNEE Amazon ECR ZilBIFNEZELE |, 5 Amazon
ECR Docker ZEIEBIF,
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FHXA

FH LA FEAFRIE CLI M Amazon Signer FHHXN B HH#HITER , REBFHHHEIAF Amazon ECR, It
FREUUEFHEFHEEER  YEEEEHETEREZANBGRTEERNETENSRRERTRE
st , A EEEFH.

A XE M Notation CLI £RZ BB EBMIFMULEA Amazon Signer , FS I Signer FX BEEE G 1T
%% MAmazon Signer FF X EER PR T,

FRF M

TR Bl , BITUR BT ERFZH

« BRHABERHMAN Amazon CLI, BXREZEER |, 5% (Amazon Command Line Interface F
FEE) PHNEZEREHNZIHRAN Amazon CLi,

- BREFSCLIFFKFS Amazon Signer . BXEZER |, i5Z (Amazon Signer FF X A R 18
M) FHNBREREGHITZIBN A RE M.

« XBEME Amazon ECR A EEMEFRNRESEESR. EXEZEE |, S HMREHIEE Amazon
ECR #AE 1M,
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£ Amazon ECR FH#HERER B FEHRFIRTE

Amazon ECR G BB TiR5 BBEME PN RM R, REUTHMERE,

/A Important

FEEBERENERARH @R GFSBENELNBARETE T, S4MEHRRERME, B
=, MRERE LRI EAERE | WEBZYHEAENTH,

@ Note

TERHEFENEG, KAEMEFHNEG , REFRENERTHE, AxFENREEK
MWEZER , HSHE Amazon ECR HEHE .

- 8583348 - Amazon ECR 5 Amazon Inspector £ AR BN FMEN BaHELPHE, F4d
BASRMEREESEERERENERIESIRE. HHAFHRBN , ABERSEH , Amazon
Inspector &% Hi — NE4 EventBridge KRB, EEAFHRMEIATINEE -

- BRERGHNREEBESETRE
- FRAEME . HENRENELSRE
« ERFHE — Amazon ECR AW A ENRBMMXKRE (CVEs) BIEER Amazon RALFEARKFE
BRERZRE,.
BEEA[AE SN EHERENEHEMNTAE , TR ITFIAE |, T Amazon ECR £12
MABERIIFR, EXRFEREMUTIIEE
- BERZAE
- WRABIME . FHABENEENAE

/A Important

FIRAE Amazon ECR EAF#HT M DescribeImages API i R #Y
imageScanFindingsSummary # imageScanStatus BMRREHIELE
B, XA DescribeImageScanFindings APl, BXE%EE , H#3H
DescribeImageScanFindings,
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FF &4 Amazon ECR Fr 43 5 TR L5 77 & B B9 T e S 4F
RAEERRREBRKEHIS | 27 SUE I 5 RS I

SERAEARAHEN , BUNEE#HENBREIERN | LISEFHLEFMEERE N EHIEFTRE TR
BRME, FASHEHLER LNEXAPBAICENEEERRENFHABNE  XEREENITA
W, BAFIHAREHE.

£/ enhanced ( 3838 ) At , BN BAPHEAESPE D A EERHESM4. FAFFEERE
Wi LRGN FEERREADE, IREEREBR[EH N HEPRNMESAE D FIEE T HiEk

#, AEE—FREFESNMEESRH , W Amazon ECR LB EINITIZIF M4 FERER MG ERMY
A RIS TR R

VA U S S)

EEMERNRE  REBREANRERMFCE IS LMAERGNAMBEFREERN. TREFRF (*) BF
BEERHTREEAFEESR  BRTREETEREFEFERENPHNEIIHSZNZH.

TRERT RO, EFFERESHEKFHERT , REBERAEEEW LEE,

prod repo-prod prod-repo repo-prod- prodrepo
repo
prod R = = = =
*prod X #r = & B B
prod* = = = B =
*prod* <¥ = = = =
prod*repo B B = B =

HIERE L EK Amazon ECR FRVBRERSGNRIZE S 2IFE

Amazon ECR #5813 25 Amazon Inspector W& , ENEHNASEGEMREIHA, Fo28E
AR ERERFRERERSNERESIRE. BILUER Amazon ECR 1 Amazon Inspector B
EERAHE R, HX Amazon Inspector WEZEE , i§Z [ Amazon Inspector AP IEEHPNER
Amazon Inspector I BB HE K-

FHEERERMS API R4 2015-09-21 88


https://docs.amazonaws.cn/inspector/latest/user/enable-disable-scanning-ecr.html
https://docs.amazonaws.cn/inspector/latest/user/enable-disable-scanning-ecr.html

Amazon ECR AriEE

EEBNER I ThAE , BRI LLARREWLEFEERTAESTN  REWLEFEEEHEANDH, It
BB REBAMRIERME TR,

BERAENESSEM

/5 A Amazon ECR B ZRUTRE,

- FRALEThHEET 2 WEL Amazon ECR BEIZ\ 3 A , {E2 Amazon Inspector & WEAHBRGHI TR A
£ #F Amazon Inspector B Xigi iR T L ThEE, BXEZEER |, H5H:

« Amazon Inspector FE - Amazon Inspector E#T.
« Amazon Inspector X #FHI X1 - XMk S

« Amazon ECR #38 & F# & 'R T fA[#E Amazon EKS # Amazon ECS LERAM &G, EUEE L
RERARGHRE  HAEESOEREASINRE, EETHHEEN EFRMREGHNREEBENL
LR, EALMREFHREPLEFH TREZ I AANRBHNEM, BXRUOAFERXLEEFEURMNAE
BN EZEE |, 55 DescribeImageScanFindings,

« Amazon Inspector XIFHAWIFEIRERS, RITEIIR , FS Amazon Inspector A FIER T
B XV IRER S - Amazon ECR A1,

« Amazon Inspector EA RS IAM A& |, ZAGREM T HFHERBIEREABMENNE. A7
BEMKRIT SRS , Amazon Inspector 2 B3I 8IZRFHEX IAM €, BEXEZER |, BS
% Amazon Inspector A PR FARSHE< A & AT Amazon Inspector.

o HBEROALEIMERZHAERETHEIIBER , Amazon Inspector R AER E B G #EiE
RHEIZIRBIE & 14 RN#EIEE Amazon ECR WERE, ERBRENAERSER
SCAN_ELIGIBILITY_EXPIRED, MIRZEFEZEiL Amazon Inspector X LS , MR HEH
HEOX BB TF0 E

- WREH Amazon ECR FAEEMKRITE TEBEAE , MR EEFEAEBEENEREFRFSHERE
KHNMEEREE. TRETCAMERENEAEEESSER Off FHEER  HET2HAH. £
SEHERERPAEHTFHEE. BXEZEL , SR A T%EE Amazon ECR A1 L 17 6%
BRI Ik %o

« MREBHNEEPAENELAFE D ANIEE THESRY , HAR—FHEFSSZS/NHESHE , I Amazon
ECR B HIHITZFHENELPAEESRMG K MARKERBRESRY.

- BHREBRAERE  EEENPENEL £ EventBridge B} , Amazon ECR 2@ &% —NE

¥, EventBridge S#1PAMT AR GIE, EMHMFXABGIEABLERE , Amazon Inspector 2&
HEH,
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Bt Amazon Inspector H BR 5 18 58 33 # AV 5 22 R[]

BB AEE , Amazon ECR £ B BN FEN B AFLPRAEFTHEIENMEG, RIAERT , Amazon
Inspector 2 MEIRENFHEE , EXIMEHEBRIIERBABREZA RN L, EAUBEENFRER ,
#£ Amazon Inspector &l & P EE H#x A LR R ( {HENEWES ) MIEHAEFENE. H7F
fEENPEZERREIR , BRSNS E RN SCAN_ELIGIBILITY_EXPIRED, B Amazon
Inspector F3 Amazon ECR Bt EEFHIFHIFLENBRENEZEER |, S5 Amazon Inspector A
R E B Amazon ECR EF LRI,

£ Amazon ECR #1718 FTERN IAM X R

Amazon ECR #58 HEE — 15 Amazon Inspector FRESHXH IAM A€ , HFBEBMER
ERAMN IAM ZRAEREARE APIs FTEMNIL S# Inspector. AFEEMRITEEEITH
J& , Amazon Inspector £ Bz 8|2 Amazon Inspector FREH#X IAM B, BEXEZER , H5H
Amazon Inspector AP IERHP RS HEX A EH T Amazon Inspector,

LR IAM policy &5 /3 A AR EMENNRE. ©83%E Amazon Inspector 812 RS % IAM
ABFENNIR , LURF B M AEEAENKERITHEE RMERN Amazon Inspector AP R,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"inspector2:Enable"”,
"inspector2:Disable",
"inspector2:ListFindings",
"inspector2:ListAccountPermissions",
"inspector2:ListCoverage"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
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"jam:AWSServiceName": [
"inspector2.amazonaws.com"

1

£ Amazon ECR H i ERGHY 8 5a 1348

NENIAEIMREESNMXEREREAH,

¥ ur

BRAERAEEEBPAMNES IAM R, AXER , HZHE Amazon ECR Hxt 1T 58 #iFr

FH 1AM R,

Amazon Web Services IR &| 4

ERNLBEMKRIT S HEBERAH

1.

2
3.
4

fEhttps://console.aws.amazon.com/ecr/1Z & FE A 3T FF Amazon ECR % &,
MNEmER | ERENHEERBEENXSE,
ESMBERT , EFAEEMEK , ABERERRE,

# Scanning configuration ( 3#EE ) WEH , 7 Scan type ( A3 E ) % Enhanced
scanning ( ¥g58®E#E ) .

MIABERT , YEBABL TEFRSE , A F#ESRESHAH.
ERFEEPHNBERRE  BEREEPMFTIEFRESEE  REENLRIESRMS

/A Important
REBERANBERE SR ESZRERENFEFEMER . TERER (*) WiFik
ZUYTREHRERN , BRTSBREREBSMPHNENTZANE/H, EEFHERHYF
TR RB , S the section called “FFiE K HEE S,

MARETFHEESMNFERGE , REEERMNHEERE,
RTEHEEBR BT B MR L 08

o

=3
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- EREHENEREE#E | SRREANHE A FRE,

- BRBRAEBENPDHENSER#E  FRAETEFERESVMNHEERYS  RBERHM
[i:pide L o

6. ‘&R
7. EREFREBARNSINXEHFEESRESR,

Amazon CLI

FER LT Amazon CLI Ss BN FAEEMERAIERITHE Amazon CLI, EBAIBAER rules MR
EEFERIESSE,

 put-registry-scanning-configuration (Amazon CLI)

LT REFRIENFAEEMRIT B EREAE., BRIABERT , MREEETE rules , Amazon ECR
SFPEERERB AN FIE M ERTIRERE,

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
--region us-east-2

LT RO RGN BEMRIT B HEAEAEERBHEERS. RPN RBERERARINR
M EA prod MATEF&ETT B REAH,

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
--rules '[{"repositoryFiltexs" : [{"filtexr":"prod","filtexrType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"}]1' \
--region us-east-2

LU RO N BB EMRIT B HEBABAEES N AERIESM4. ROPNEBHEEREN
XNEMPER prod WAIBFEETBFERAHE | H ENMARME#EETBERENEHE,

aws ecr put-registry-scanning-configuration \

--scan-type ENHANCED \

--rules '[{"repositoryFiltexrs" : [{"filtexr":"prod","filtexType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"},{"repositoryFilters" :
[{"filtexr":"*", "filtexType" : "WILDCARD"}],"scanFrequency" : "SCAN_ON_PUSH"}]1' \

--region us-west-2

flEE R API iR 2015-09-21 92


https://docs.amazonaws.cn/cli/latest/reference/ecr/put-registry-scanning-configuration.html

Amazon ECR AriEE

EventBridge 8 7 £ Amazon ECR #1781l KXW EH

BREEAEE , AE#EENRBEMELXLET EventBridge B , Amazon ECR &R &KX —1MNEH,
EventBridge ZH#MAHEAETR AR CIE, EHMFXABEGIAELERIT , Amazon Inspector 2 EH K ix
=4,

FRERBRREREN

FEMRFBEBIEHEE , YHFE THEHBRENTREREERNT , Amazon ECR NXEUTEH, X
SRIEECEFEMEE, FEERFEHENRBENE  REEFE 7THEBERBENEENF#ESD I ZHH
KRG, BXEZER |, FSH £ Amazon ECR MG E S FE G RE,

"version": "Q",

"id": "@cl1l8352a-a4d4-6853-ef53-0abEXAMPLE",
"detail-type": "ECR Scan Resource Change",
"source": "aws.ecr",

"account": "123456789012",

"time": "2021-10-14T20:53:46Z",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "SCAN_FREQUENCY_CHANGE",
"repositories": [{

"repository-name": "repository-1",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-1",
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"
},
{
"repository-name": "repository-2",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-2",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
},
{
"repository-name": "repository-3",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-3",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
}
1,

"resource-type": "REPOSITORY",
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"scan-type": "ENHANCED"
}
}

NEBEERENSH (BREH )

NAEMKRFBSEBPEE , SUHRBRGIRBEHE , Amazon Inspector 2 ZKIELA T EH, finding-
severity-counts S¥H{URE™EMRFINE (MRFHE), flm , MREGFSEFEM CRITICAL
RANER , MFRREFRAXBITE. BXESEE , BSH AERGELER Amazon ECR FH#
EREHREIES TR,

EHERN

"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Scan"]

LN

"version": "Q",

"id": "739c0d3c-4f02-85c7-5a88-94a9EXAMPLE",

"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:03:16Z",

"region": "us-east-2",

"resources": [
"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample"

1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"repository-name": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/

amazon-ecs-sample",
"finding-severity-counts": {
"CRITICAL": 7,

"HIGH": 61,
"MEDIUM": 62,
"TOTAL": 158

1,
"image-digest":
"sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77e5EXAMPLE",
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"image-tags": [
"latest"

REQESRENONSH (BEEHE)

NEMERFBEBEAEE , FOE, EFMD ARG EL RN , Amazon Inspector 2K IEATE
H, BXESELR , H3H ARG LUER Amazon ECR FIRERSENRZBES R,

EHER

{
"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Finding"]
}
R
{

"version": "Q",

"id": "42dbea55-45ad-b2b4-87a8-afaEXAMPLE",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:02:30Z",

"region": "us-east-2",

"resources": [

"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample/

sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77eEXAMPLE"

1,

"detail": {

"awsAccountId": "123456789012",

"description": "In libssh2 v1.9.0 and earlier versions, the SSH_MSG_DISCONNECT
logic in packet.c has an integer overflow in a bounds check, enabling an attacker to
specify an arbitrary (out-of-bounds) offset for a subsequent memory read. A crafted
SSH server may be able to disclose sensitive information or cause a denial of service
condition on the client system when a user connects to the server.",

"findingArn": "arn:aws:inspector2:us-east-2:123456789012:finding/

be674aaddd0f75ac632055EXAMPLE",

"firstObservedAt": "Dec 3, 2021, 6:02:30 PM",

"inspectorScore": 6.5,
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"inspectorScoreDetails": {
"adjustedCvss": {

"adjustments": [],
"cvssSource": "REDHAT_CVE",
"score": 6.5,
"scoreSource": "REDHAT_CVE",
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"version": "3.0"

.

"lastObservedAt": "Dec 3, 2021, 6:02:30 PM",

"packageVulnerabilityDetails": {

"cvss": [
{

"baseScore": 6.5,
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"source": "REDHAT_CVE",

"version": "3.0"
},
{
"baseScore": 5.8,
"scoringVector": "AV:N/AC:M/Au:N/C:P/I:N/A:P",
"source": '"NVD",
"version": "2.0"
},
{
"baseScore": 8.1,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:H",
"source": '"NVD",
"version": "3.1"
}

1,
"referenceUrls": [
"https://access.redhat.com/errata/RHSA-2020:3915"
1,
"source": "REDHAT_CVE",
"sourceUrl": "https://access.redhat.com/security/cve/CVE-2019-17498",
"vendorCreatedAt": "Oct 16, 2019, 12:00:00 AM",
"vendorSeverity": "Moderate",
"vulnerabilityId": "CVE-2019-17498",
"vulnerablePackages": [
{
"arch": "X86_64",
"epoch": 0,
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"name": "libssh2",
"packageManager": "0S",
"release": "12.amzn2.2",
"sourcelLayerHash":
"sha256:72d97abdfae3b3c933ff41e39779cc72853d7bd9dc1e4800c5294dEXAMPLE",
"version": "1.4.3"
}
]
},
"remediation": {
"recommendation": {
"text": "Update all packages in the vulnerable packages section to
their latest versions."
}
},
"resources": [
{
"details": {
"awsEcrContainerImage": {
"architecture": "amd64",
"imageHash":
"sha256:36c7b282abd0186e01419f2e58743elbf635808231049bbc9d77e5EXAMPLE",
"imageTags": [
"latest"
1,
"platform": "AMAZON_LINUX_2",
"pushedAt": "Dec 3, 2021, 6:02:13 PM",
"lastInUseAt": "Dec 3, 2021, 6:02:13 PM",
"inUseCount": 1,
"registry": "123456789012",
"repositoryName": "amazon/amazon-ecs-sample"
}
},
"id": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-

sample/sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77EXAMPLE",

"partition": "N/A",
"region": "N/A",
"type": "AWS_ECR_CONTAINER_IMAGE"

1,

"severity": "MEDIUM",

"status": "ACTIVE",

"title": "CVE-2019-17498 - libssh2",
"type": "PACKAGE_VULNERABILITY",

EventBridge £

API| BA 2015-09-21 97



Amazon ECR AriEE

"updatedAt": "Dec 3, 2021, 6:02:30 PM"

¥ Amazon ECR iR ENIAE X

FBA AR R ERER Y ERRGHEN AR EE LRI , ABTE Amazon Inspector FITFHFRERXINUE
EEZHAER, ERAUNHRGRERBEELRBEMXEMO (CVES) BIEFERTEREESILN,

BXRABBRERNERRBENHEERAEE , FSH JEE Amazon ECR FEVBR G # R,

Amazon Web Services BIEiR&| &

B Amazon Web Services EEE#EHIAFERAUTSIRBRREEGHABE R,
ERRMGHERAELRN

$TFF Amazon ECR ##|& , Pt 7 https://console.aws.amazon.com/ecr/o
MNEMmES | ERENFHEMMENXE,

ESMBEED , ERTFHEE.

ER@EENEHL , ERESEARRZERNEGNFRE,
ERETHEHBNREGIRZST | EERGREURRABBELIN,

E7 Amazon Inspector EHIEFPEFEZHARFE , BEBMIPERERBE .

o o A~ wh =

Amazon CLI

FEALLT Amazon CLI S EAR REBIFWLE R Amazon CLI, BAILAEA imageTag 5
imageDigest IEEH G , XHEE WL list-images CLI an HIREL

 describe-image-scan-findings (Amazon CLI)

T RBIERBERZ.

aws ecr describe-image-scan-findings \
--repository-name name \
--image-id imageTag=tag_name \
--region us-east-2

UTROIERRERE,

KRERBAERN API R4 2015-09-21 98


https://console.amazonaws.cn/ecr/
https://docs.amazonaws.cn/cli/latest/reference/ecr/list-images.html
https://docs.amazonaws.cn/cli/latest/reference/ecr/describe-image-scan-findings.html
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aws ecxr describe-image-scan-findings \
--repository-name name \
--image-id imageDigest=sha256_hash \
--region us-east-2

# Amazon ECR FHEREREFERERSRE

Amazon ECR EARF#EFE A Amazon RERARRKEDB N RBEREF RS EFETHRE. EAHS
HAEESHERBRERSTEMARBERN , XM 50 ZARBEBRRERELRBDAXGZEEN LN
(CVEs ), XERFEIDREHNBBRZELE. BER. BMEHREARERFREEEE (NVD) M
MITRE,

it X & 73 B9 Amazon ARSS 5 51l BV PR X1 #f <8 Amazon ECR EAR#,

Amazon ECR #AXK B L5 ERMN CVE W EM (WRTH ). aN , GEAELRETISRE
(CVSS) ¥4, CVSS ¥4 A TIRE NVD i®EFEMTR. BEXEZER , ZH NVD ®E™
EHITR.

Amazon ECR EXRF#H X HiFiEsR , ATEEHENEARMLEERE, FMEHEAEITIERFTT
BN FEESFRENFHABNE  IEREELAFHITREHE, 8 24 DB E—RBRE, 24
P ESEANBEENEE (WMEERE ) UREMFHEME. CAERAHE  EHEIMRF , 88 24
NP B Z AT 1346 100,000 MR

AUASNMNREGRELAETERNEGHABE R, BBIEETHKE , Amazon ECR £ 5 #
EventBridge X2 —1MNE#H, BEXEZEL , 2% L 3% ECR E4# EventBridge.

BRERGEFHESDH

ER—MEZRIETBRANTHEREUES  BWEHEFRAZIIHNRERSRA., BIERNEK
R, FANRERETBEFEWERF  MAETZERT , S FBRAHINZELE, I, HZE
MPRERENREIISRE RN , —SEHEBAMEMNHNERRPRHIBRAENLLLETRN,. 2K
KEHBNENXEE , Amazon ECR AR A BXFHAKEREBFERE. Amazon ECR N EERA
BRERGERNAMERERNBNRESE, BAXIENRERENRENTESXK , S Amazon
Inspector AP P X FHEERS-Amazon Inspec tor 1,
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£ Amazon ECR # it E MG Y B AT

BMIABERT , Amazon ECR NATERAEEMRTEERLH. Hit , RIFEELER TRBEEMRLHNH
HWigE K BUNFREFBESHTHE,

B MER AT EZRE L — NS MNP TE IR
ERNMBEEMRITBERLDH

1. ERBEMFR/FEEDITH Amazon ECR ###| & https://console.aws.amazon.com/ecr/
2. MNemERd | ERENHREAREEN X,

3. ESMBERP , EFEMEEMEK. A,
4

# Scanning configuration ( 3 EE ) WEH , 7 Scan type ( H#REE ) %% Basic
scanning ( £33 ) .

5. BUNBAT , EHNAEEHESRENFHHRHE, SUNERETEEEENEREERERTE
AN, BUUNEFRERE N FRERERENAH. BXEZEE  BSH AT
£ Amazon ECR #1343 4 W L2 17 6 = Y R 1%t SR £ o

(® Note

MRANFREBR THENEE  NEaNFEERENEGHTHE, RESNEE&T
RTEER B EEH.

£ Amazon ECR A FHHEMEREFERFERSRTE

MRV FHEERBLENHENDIHE , WALFHEHRERE, 24 PEAEH—RKRE, 24 Dat
BREMRHEEREE (NERE ) AREAFHEAH.

BXABBRGRONERLRBENHEFMAER , F2H JFE Amazon ECR FEYRGHH#H R,

Amazon Web Services EE124|4
B Amazon Web Services BB #HIAFERAUTSBFABRFHERITE,

1. ERBEEME/FMEEFITFF Amazon ECR ##lA https://console.aws.amazon.com/ecr/
2. MNemtEd | ERELNBEEMEENXE,
3. ESMBERTR , EREM®EE.
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4. HEEHEEREL  2RLSERHNEENF#E.
5. HEREBIEL , AREHHENGEEK  RREEHH,

Amazon CLI

« start-image-scan (Amazon CLI)

T RBIERRERE.

aws ecr start-image-scan --repository-name name --image-id imageTag=tag_name --
region us-east-2

T ROIERRERE.

aws ecr start-image-scan --repository-name name --image-id imageDigest=sha256_hash
--region us-east-2

Amazon Tools for Windows PowerShell

 3REL-ECRImage ScanFinding (Amazon Tools for Windows PowerShell)

T RBIERBERE.

Start-ECRImageScan -RepositoryName name -ImageId_ImageTag tag_name -Region us-
east-2 -Foxce

LT RBIERRERE.

Start-ECRImageScan -RepositoryName name -ImageId_ImageDigest sha256_hash -
Region us-east-2 -Foxce

¥ 3E Amazon ECR FEXRPFHENVIAERI

BRI R EXTERNERNREGRENEEFERIN. SRINBRFIRERBIER N IRRE MK b O
(CVEs) Bz R ERE S HE,

BXRAHBRENNERNRBENHEERAEE , FSH JEE Amazon ECR FEVBR G #H R,
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Amazon Web Services B2 & A
JBid Amazon Web Services EEZFIAEAUTIREZEZHABEE R,
ERZFEMBHRAERERN
1. EARBEMFR/FEEDITH Amazon ECR ###| & https://console.aws.amazon.com/ecr/
MNEMmER | EREIEFHENXSE,
ESMBERT , ERFHEE.

2

3.

4. HEEHEENEL  EZRGSERHRRERNEENFRE.

5. ERETENREREIT , BEREFREURREBERERN,

Amazon CLI

£ LT Amazon CLI B AR REGIAELE R Amazon CLI, BRAILAERA imageTag
imageDigest EESH & , XHEE AL list-images CLI a5 HIREL

 describe-image-scan-findings (Amazon CLI)

T RBIERRERE.

aws ecr describe-image-scan-findings --repository-name name --image-id
imageTag=tag_name --region us-east-2

AT RBIERRERE.

aws ecr describe-image-scan-findings --repository-name name --image-id
imageDigest=sha256_hash --region us-east-2

Amazon Tools for Windows PowerShell

« JREV-ECRImage ScanFinding (Amazon Tools for Windows PowerShell)

LT ROIERRERE,

Get-ECRImageScanFinding -RepositoryName name -Imageld_ImageTag tag_name -
Region us-east-2
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https://docs.amazonaws.cn/cli/latest/reference/ecr/describe-image-scan-findings.html
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Amazon ECR AriEE

UTRBlIERRERE.

Get-ECRImageScanFinding -RepositoxryName name -Imageld_ImageDigest sha256_hash -
Region us-east-2

HEZ Amazon ECR YRR I3 8] &

DTRELHNEGAB AN, B LE Amazon ECR #H AP E R iFE. B APISHER API &
FIKEIR, Amazon CLI DescribelImageScanFindings

UnsupportedlmageError

X EA Amazon ECR A X HEMGEGRAENRIERSGSHENEGHTEMPARER | &7
£18 %] UnsupportedImageError £4iR. Amazon ECR X Amazon Elastic Container Storage
Storage Simple Storage, Amazon Linux 2, Debian, Ubuntu, CentOS. Oracle Linux, Alpine #
RHEL Linux KITRRIVEEMRAE., — B R REEBERNEN X , Amazon ECR AR B X HFH#E
TreiBFERIE. Amazon ECR RX#FHA#M Docker scratch REMENHE K.

/A Important

E A TR , Amazon Inspector XIFHE R ERERSMEARLE, BXTET
& , 12 # Amazon Inspector AF RPN I FNRIERSEMEARELR,

JR[E UNDEFINED = EMH 5

BO RN BI™EML BN UNDEFINED WHRBER, ERXMBERNELRERMNT :
« CVE RAKRM[ZIFEE D B LR
o ZRAHW S HE T — Amazon ECR TT3E1RBIBIE £ R,

EREREN-EENEE BT NEENRESE CVE,

T RIEAHIRA SCAN_ELIGIBILITY_EXPIRED

MRENFEEMRZ A T FEH Amazon Inspector B8589 , HALEEEFRERE , WWES
EFHAWIRAN SCAN_ELIGIBILITY_EXPIRED, #EARXMERNELREMNT,
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https://hub.docker.com/_/scratch
https://docs.amazonaws.cn/inspector/latest/user/enable-disable-scanning-ecr.html#ecr-supported-media
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o YMIBRIEZEMERAABTT B EEITHEE |, Amazon Inspector FXIR FE IR G HE X BT B BR 513 & 30 X

A H#EIAE] Amazon ECR HBR{R, ERMRGIIFERSE N SCAN_ELIGIBILITY_EXPIRED, #MR
BEELL Amazon Inspector 3 #EIX LRG| MR H EF AR BN FME,

Ch

« MR 7E Amazon Inspector ZHIAFENR T ECR EFREFENBHAZNEET , NEGNIEE
RESFEERHN inactive HEREENR expired , F NS RIZAZEGRNATEXKAE
R, X5 Amazon ECR #5| & FH3#RAS%N SCAN_ELIGIBILITY_EXPIRED,
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5 EEMRS Amazon ECR A BEMERES

EREFRIAN , B0 LEEMRAASBTES Amazon ECR EEMEKRL.

Amazon ECR B RIXEFNUT LiHEMReIZRMEEFMN,

« Amazon ECR Public, Kubernetes A28 EEM KX Quay ( FTEEFHRIL )
« Docker Hub., Microsoft Azure Be8EM &R, GitHub B2REMEK. GitLab BIEMRAM
Chainguard J¥fit &k ( EEFERAZHHTHMEIUE ) Amazon Secrets Manager

« Amazon ECR ( EEfH Amazon IAM A &#1T 5 A K1 )

X F GitLab BEEM TR , Amazon ECR (XX HBEI HKHENRS (SaaS) = mizEEF. GitLabBXxfE
i GitLab#y SaaS FmMWEZEE |, 51 GitLab.com,

NTHEEFEABRITHHRIEN LREMR ( Fl%0 Docker Hub ) , BAFFERFHEZHAF.
Amazon Secrets Manager &R LA Amazon ECR ##l & W ENEE &R LRl
Secrets Manager 4, B<fE A Secrets Manager & & €12 Secrets Manager BN EZELR |
ES RS EN EEEM EZIEFM#E Amazon Secrets Manager 47 ¥

3tF Amazon ECR , W18 £ T Amazon ECREMRE T AEMNK, |, NAMIE—N IAM &
B, Amazon EXH|E IAM BENESZEER , FZHAEBEIKS ECR % ECR ZEUEFERN IAM K
8

HEREMRAGZRIEFEANE , £/ Amazon ECR FAB MR URI MiZ £k Atk 1R ERAR {5 Bl
A, A&, Amazon ECR 28— N7 EFE , EREEMRFEFZRE. N THENEBLERE
K EFREVIZENER , Amazon ECR 2RE LHEMER , EERETANRAN ERZEFERZHTIR
&, ARZHEDE 24 PHEH —XABEMRPHRE,

7 B B 2 18 AR

Amazon ECR B X7l F el E MR, XHMIE , £ Amazon ECR EAEFREIN A REGIZR
ME#FEEENREEN  SF2FHN, SMERBESFREGETZANER  ATRAFRESEE
BAREE, BRAUEEMEF#ERENEE , SBETHRNLFRE, HEFETE, mEMES
AR, FEEUERRTFNREREFEEFLZABONA , N F#ESREREMEtGECE
MF#EIEEAZE. BXESER  F5H ATREHEEFNE, #ENCIERE FIRELRBE 6
B ER R,
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https://docs.gitlab.com/17.5/subscriptions/choosing_subscription/

Amazon ECR RFiERE
EAZFRIVINEEED

5/ Amazon ECR ZF&EEHN T , HZEEUTHAE,

« UTRBFXZEFIEEFRIEAN,
- FE (dt= ) (cn-north-1)
- FE (TE ) (cn-northwest-1)
« Amazon GovCloud ( £EZ%*EB ) (us-gov-east-1)
« Amazon GovCloud ( XEEHB ) (us-gov-west-1)
« Amazon Lambda FX#FERANIEFHA UM Amazon ECR RREUE =R K.

- MRFARNEFRIESR , B XARNESIN T XEF Amazon ECRFIPS lR&FiwR. B2 , €A
Amazon ECR FIPS RS im = 0] AL B fR 42 1R BN,

- XTEESHRIUR LFEEFMEE | 8B Amazon ECR A E XM &k URI RINEBREFHEF
i, RGN B A ESNIEFANTEENIERXERNAF B, BENNIREFERNEFALEE
MEROEEFHREE G,

s WFAZEESHRIEN LFEFE#EE | 48BX Amazon ECR FAEEME URI £EEIEGAT , BGRI BT
B Amazon IP #it S350,

- HEFEE Amazon ECR FAEEM K URI RIVEFHE BT , Amazon ECR 2REERBELE
24 /N ARRE EFEMRRIE 7T iZBE, R 24 /MEOESTH , Amazon ECR £ LA IEFE
RUREREEEFHRE , HEHMEF (MRFE ). WRBEARKRIHE , Amazon ECR Figft
ZFHNESG , MEFKRRXLE.

- MERIBNNEEEFEMERA ListImageReferrers APl 284 OCI Mk 45 THIRE Z)
MEEF.

« Amazon ECR 2R EROHEEHHREES L6 MIARITTEH. R 6 PREOEST
H , Amazon ECR @b L KX BERUREREERINRAE , HEHERE (WREE ).

« MR Amazon ECR H FEMBRRETEMN L FMREHMREG , HEREK SR , WRENLRERK
BEEFENRS,

- ERIBEE LHEMREIUER Secrets Manager Z4BAT , ZABR IS AMER ecr-
pullthroughcache/ 814, BTSN SRFREN AL T B AKX,

- HEAZTFRIVINENSEMNEGN , BEIRMELEIKRDP S ANENEGHT2HIENE
Amazon ECR ZfEH, MRERBBETSERNE , NTUAEASEEXBENEGRBESRE , M
TREBFEIRIEWIRZRIEZNER.
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« Amazon ECR FAREMHX<H IAM B | ;1 Amazon ECR REFTENNIR , SSIBEFE#E. BER
AT EMRIER Secrets Manager 47 , AR AR KREHIEZEFUE, RFSEX IAM BRECEER
REHNR EsI0E, BXEZER , E2H A TEFREINN Amazon ECR REHEXxAE,

« BIAMBRT , BREFHREHN IAM ZEEFBETH IAM policy B FHINR, EJLAERA Amazon
ECR FAEEMRNERBH —FRE IAM EENNREE., EXEZER , HSH FREMEN
R,

- EFASFRMIERCIEN Amazon ECR 7 FESEMH M Amazon ECR 7 E X FIFEFN .
XEFMBEF#EENRE  SINEHMNREREE,

+ 34 Amazon ECR EARHEFREARCOIEMEFEEN , RIFEFECENFEELZER , BN
LTRMANRERNATEEE. S UERF#EEZENR , X Amazon ECR RKREQIZ R 7
FEFMANRE. AXESER , BEH ATEHNESFNE, HErtIZ2RNEFRERR G2
T2 RV R AR

o MREFRTAEY - RZEF TR ERTTUBEMREBIREL, RIANBERT , MERS AR ( B
BE ), BULMEUIRETH , FEREUEX B ENE I EHRZHBRMIAES  REFATED
1% TE B A A AR K HE BRI SCANAE o B B AR S HE BRI 1L 544 o

. N3 - {EABRIA AES256 fN&%,

- EHENR - SR , TR AEMEEENRKERE,

- EMEAHEKR - B2 , TNATME G ERE,

. RENE - B2 , TRATFARFRE,

- ERASFRIANNFEESARGIREFEM | XRFHELE Amazon ECR £ AR MRS EHMR
&

« HXREASFREIANREIMREGH  TEEEETERMNER, ERLERT , SEBTEBRMNEN
BB, HtRIFIEE —FXHNES , UeBIEAHE, Rt , MREEENF Amazon ECR EBEE R
EA#EDO VPC KinT R , Amazon PrivateLink M| FEWHRE RN EFEFEBRNWEHR, —
MAEERERN VPC HA|BHFEERMANXPLAE TN , AEEREEKMNNMEHIERENLE
FREHE AT TN, FRSFREAMNBTHEEMGERTEZLRE, BEXEZELE , BSH

{Amazon Virtual Private Cloud FAF$5r) /Y R HBIEE BIEDT,

§ LFEMEKRES Amazon ECR A EMKRELZFIFER 1AM IR

BR T N ABEMRA T HDWIE AR XN ZIREGETATER Amazon ECR API R4, BREL
THARRS AR EAZFRIAN,
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« ecr:CreatePullThroughCacheRule - & FRIZNVEEFANNNR, WNRLNBIETH
389 1AM policy &F

« ecr:BatchImportUpstreamImage - BN RENAPEGHFHSAZTENIAE TMER, TUET
FERLEEIMERNRER, ETEMHH IAM policy B A E T RIRMN 6 ENRFRE R F X
R, BXFEAFHENRNEZFER , FHSH Amazon ECR FHFAE FHERE,

- ecr:CreateRepository - RFEMBEEMEKRPUNETFTHENNIR, IREHEFRBGNE®EE
FEE, WEEHRNR, ATLESE T S4H IAM policy SFAE M RAXBR K EE R F BLANPR

£ FEMRNR

Amazon ECR A EMERNETHTFRESN IAM Sk E A E RN RSB E . 3R IAM policy
BT IAM ERHRR 2 FEMRNBRFRRE IR FHNE , U IAM policy {£5%. flin , MEAFERT
ecr:* MR , MFTEFIEM IR BIER,

ERRFBEMRANBRFEEE (Amazon Web Services BIEEH &)

ok~ 0 bh =

a
b.

o

$TFF Amazon ECR #2#14& , Mt Fhttps://console.aws.amazon.com/ecr/o

MEfEd | EREEEDERENEEMRNBRFT N XE,

ESMERET |, & Private registry ( FAB EME ) . Registry permissions ( JEMRINFR ) o
£ Registry permissions ( EMRNIRE ) WE L , 1% Generate statement ( £KIEA ) »
NTFEQENBNEFRIRRBKIED , BMITUTERE,

33 F Policy type ( RE&EEEHE ) | iHi%# Pull through cache policy ( #EEBFREE ) .
W F Statementid (i@ ID) , AHEEEFEIRBEIREER,

X F IAM entities ( IAM 354K ) |, EEETEERBTIHNAF. A5AE,

¥4 F Repository namespace ( FEEFEmBZEE ) , ERESEEXEKNEEARFAN,

¥t F Repository names ( FEEEWN ) , EEENAANNEFEERELREN, flin, mRE
%87 Amazon ECR Public L3 Amazon Linux T E |, FEEBFERN amazonlinux.

EQ BB EMERMNRRRKE (Amazon CLI)

A LLT Amazon CLI fp @ I8 EFBE SEM R R Amazon CLl,

1. BIEHE N ptc-registry-policy.json AN Y , HPITEEMREXBEANS. AT RAI
& T Al 276 B H M Amazon ECR Public FHREVESRH ecr-pull-through-cache-user X
BR , Amazon ECR Public 25 2 & 622K 51V 75 W A8 < BR B9 £ iR
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "PullThroughCacheFromReadOnlyRole",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/ecr-pull-through-cache-user"
}I
"Action": [
"ecr:CreateRepository”,
"ecr:BatchImportUpstreamImage"
]I
"Resource": "arn:aws:ecr:us-east-1:111122223333:xepository/ecr-public/
xn
}
]
}
/A Important

NEEHEFEGNFREERFENSTEE ecr-CreateRepository R, iz , a0
REMECNERBENEGNERERB RN IAM X4 (SINEBERAMFEAR ) TMKo

2. fEMAput-registry-policy i Hi% B X i R K B o

aws ecr put-registry-policy \
--policy-text file://ptc-registry.policy.json

RSB IR

EZRFFREAZFRIANG , TIITUTEES R,

- DIBREFREAN, BXEZER , FSM £ Amazon ECR FoIZEFREAN,
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- DIEERERER. BT FHECIEENR , 5 Amazon ECR EE&FREUREHERRECIEMN
ME#EESOREN , BRAGERHN, AXEZER , F5H ATESNEEFNEL A6
= E IR VERR B 6132 1Y 17 6 FE RV R AR

REEKF ECR Z| ECR PTC FYXBE

Amazon ECR #| Amazon ECR ( ECR | ECR ) BBERFINEEXHFEXE. Amazon IKFHFE ZE
HaRS B, £H ECR E| ECR PTC , & LU GHIAZFE Amazon ECR JEfif R , HEERE
ZEEAN | FERGKEFE TR Amazon ECR SEM &R,

BIKF ECR | ECR 2EUEFFTERN IAM KB

EEFE Amazon IKFH Amazon ECR FMt R Z BIEFMREG , BEE FEKFREIE IAM SEHEE
AT R REEARMELAT R -

« Amazon ECR FSEMNRFRERREM LiF Amazon ECR JEMERPIZRMEGE ., EBALUBEE I IAM
A RAREERNMEFANFEEZAL , RIFXLENR,
o EFMRAEEESMEEFIMEMEE R FHREH AT RKEEFTENINR

KA

- B2 IAM A 6XKE IRIEFNR

- 7 IAM A Q| EEEERR

o 1£ L3 Amazon ECR ;MR P OB ERERE

22 IAM AERE LRNEFNR

LTRRAIERT —MURRE , ZERBERT IAM SEXR , KKREM L Amazon ECR EM R
Bk, 2 Amazon ECR BEZAER , ©RNREELREPIEENNR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditox@",
"Effect": "Allow",
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"Action": [
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken",
"ecx:BatchImportUpstreamImage",
"ecr:BatchGetImage",
"ecr:GetImageCopyStatus",
"ecr:InitiatelLayerUpload",
"ecr:UploadLayexPart",
"ecxr:CompletelLayerUpload",
"ecr:PutImage"

1,

"Resource": "*"

N 1AM BB EERE

LT RBIERT —MEEERE | 2K Amazon ECR X EFEHERN TUEBFEIZABKN Amazon R
EEIK,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "pullthroughcache.ecx.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

1£ £ Amazon ECR JEfft & # 6 2 '® IR KBS

L Amazon ECR EMRAAEELFURINEM R R FEERE , IR T TOEMRABERT
LT R PR IR RVINER

50k~ ECR % ECR IREVEFATERN IAM KBS API fR4s 2015-09-21 111
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® Note
HREEBEKF ECRE ECRUVNEFRESIZEEUTHRRRE. NTRKF,, BEXENWERBS
7, BREEZFGJITHRI RN IAM ACKBNEERE, S DENTEEMERINEER —
K FE, FEEE Amazon IKF ZEEANRR,

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :444455556666:r00t"
1,
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchImportUpstreamImage",
"ecr:GetImageCopyStatus"”
1,
"Resource": "arn:aws:ecr:region:111122223333:repository/*"
}

1£ Amazon ECR A |22 E F=EFL N

N T EBELERE Amazon ECR REZMRFEENREN BN LEMK , 4T BEFRIM
e

NTFEEFRARARTEHARIEN LHFEMER | BM4HEL Secrets Manager R4AFMHEEIE. B LU
AOEN BARCE—NEH, EALIE Amazon ECR &l &5 Secrets Manager 2§ & 6l
Secrets Manager %40, Ef£H Secrets Manager 215 M+ 2 Amazon ECR %l & €2 Secrets
Manager Z4f , ESFFEN LEF#ESIUEF#7E Amazon Secrets Manager 419 .

SRF A
- BRIUIZREGHEEZEFRIINMNES IAM R, BXEER , BSAE LBEMES Amazon
ECR B EMEKRE L EN IAM KR,
- WTFEECEAZAHRITESORIEN LMK  WREEANEEL , MERIE Secrets Manager
HHARBHEATER :
- BHAMAEME ecr-pullthroughcache/ 73k, Amazon Web Services EE#ZH & NE R
B ecr-pullthroughcache/ B4R Secrets Manager 4R,
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« BHAFTEN K M X505 & 17 R EUAL U A A B9 K P 8 (X 448 PR

EHEEFIREIHIN (Amazon Web Services BEZHI &)

UTSBRERMMEFER Amazon ECR #2145 eI 2 R FIREAN A Secrets Manager %48, EA
Secrets Manager ### & 0IR2 %A , B RN EN L FM EEIEF#E Amazon Secrets Manager %
HAE.

3F Amazon ECR Public, Kubernetes A&5/Efft& = Quay

$TFF Amazon ECR ##|& , Pt 7 https://console.aws.amazon.com/ecr/o

MNEMmESD | ERERELTEMRREN X,

ESMBEKT , %3F Private registry ( FABEMFE ) . Pull through cache ( EFREE ) -

£ Pull through cache configuration ( ZfFHRIEE ) WHE L , 1&F Add rule (AIMHN ) o

ELSR1: BERBEREL , FFEME , BMNLFEMRMIRPIERE Amazon ECR

Public, Kubernetes = Quay , ABEERET —F,

6. EHE®2: EEBMAEL , ¥F Amazon ECR FHERNSR , BEEEEEEMNRELAEEMERFTE
BHREGNEFANEREREZRNE , AREET -, RIAMBERT , CEXWEZEE , Bt
ALEEBEN & ZEE,

7. EFRI FRHACENEL S REFRIANEE , REIERIE,

8. NERENBNEFRMEEL IR, ERMITINXEHAUETEFREMN,

o k~ w0 Dd =

%t F Docker Hub

$TFF Amazon ECR ##|& , Mt 7 https://console.aws.amazon.com/ecr/o

MNEMmESD | ERERELTEMRREN X,

ESMBERKT , %F Private registry ( FABEM R ) . Pull through cache ( ZFRE ) -
£ Pull through cache configuration ( ZfFREEE ) WHE L , 1EF Add rule (FMHN ) o
ESTR1 EERFRREL , X FEMK , &F Docker Hub , RFIEFET—F,

ELSR2: BESHRIUETEL , 3 F LHEEIE , B4 Amazon Secrets Manager #4017
Docker Hub # & MIEEIE, BALUEEINE R4 , LA LAEA Amazon ECR ### & Q| E &
£,

o a0 bk~ 0w Dh =

a. EFFAUNEZRY , FEBRERINEAE Amazon 4, NTRAZH , FRATHIIREENEN
ZH REEET—F,
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® Note

Amazon Web Services EE#2H| A NERBEMFEAecr-pullthroughcache/mI4R
#) Secrets Manager 24, 4k X005 5 F 1R B A T 48 B 69 ik 7 70 X 35

b. ERIEHZL , HiEFRYE Amazon F4A | MITUTRE , REEERT -5,
. HAERAENH , BABHEEE—NMEREEH. BHEBHLIEE 1-512 4 Unicode F
o
ii. 7£ Docker Hub B FHEB#H | I8EZEH Docker Hub BT HR 44,

iii. 7E Docker Hub T[] , iE38E Docker Hub Bl S hE. BX{AAI%E Docker Hub
HRSHENEZER , S5 Docker X#4HH Create and manage access tokens,

S| 3: IWEBMRAEL , X¥F Amazon ECR F#ERIAR , BEEEEFMNRLAFEMRFRE
WA RGN EFRANFEEGREZR  REEET -5,

RABERT , BEXRREZR , BHALEEAEN R ZEH,
ESR4: FRACBNE L , FREFRDANEE , REEECE,
NEUEBNEBNMNEFRNESEL—IR, RHNESIMEHE T EFRIAN,

X TF GitHub BaFEM&E

$TFF Amazon ECR ##|& , Mt Jhttps://console.aws.amazon.com/ecr/o

MNERES  ERERENEIMRIRENXE,

ESMBEKT , %3F Private registry ( FABEMFE ) . Pull through cache ( BFEE ) -

% Pull through cache configuration ( ZfFRIEE ) WHE L , 1&F Add rule (AIMHN ) o
SR EERR TEL , T SFMKR", &% ‘GitHub BEMR" , RAFER “T—F7

ESBR2: RESFHRIE TEL , XFLEEF , B4F0F GitHub BB EMRM FHRIIEE
&7 Amazon Secrets Manager Z4iH, BRI EENE R , LI LAEA Amazon ECR 2l
BOEHTER,

a. ECAUAERY , HEEERAINA Amazon B, XTEHER , A THUIRERENEN
24, REEET %,
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https://docs.docker.com/security/for-developers/access-tokens/
https://console.amazonaws.cn/ecr/
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® Note

Amazon Web Services EE#2H| A NERBEMFEAecr-pullthroughcache/mI4R
#) Secrets Manager 24, 4k X005 5 F 1R B A T 48 B 69 ik 7 70 X 35

b. ERIEHZL , HiEFRYE Amazon F4A | MITUTRE , REEERT -5,
. HAERAENH , BABHEEE—NMEREEH. BHEBHLIEE 1-512 4 Unicode F
o
i. XNFGitHub REEIMEBAF R |, BIEELMN GitHub REFEMERF B,
i. XFGitHub BEFMRIFE T , FEEEM GitHub B IMRIF RIS, A0l
GitHub A RIS M EZE LR |, H5 5 GitHub XRHHNEEEN N A GBS,
ELE 3 IEEEEMFAEL , 3T Amazon ECR FREERE |, BiEEEEENELAE MR PIE
BHMRENEFRANEREDTEZTE , RAEEET—F,

RABERT , BEXRREZR , BHALEEAEN R ZEH,
ESR4: FRACBNE L , FREFRDANEE , REEECE,
NEUEBNEBNMNEFRNESEL—IR, RHNESIMEHE T EFRIAN,

5 F Microsoft Azure BReSEME

o & w0 DN

$TFF Amazon ECR ##|& , Mt Jhttps://console.aws.amazon.com/ecr/o

MNERES  ERERENEIMRIRENXE,

ESMBEKT , %3F Private registry ( FABEMFE ) . Pull through cache ( BFEE ) -
% Pull through cache configuration ( ZfFRIEE ) WHE L , 1&F Add rule (AIMHN ) o
EHZT|1  BEREREREL , ITUATRAE,

a. TEEMERT | HFikEMicrosoft Azure B TME
b. EREMEK URL # , iE3EE Microsoft Azure BEEMRMER , REEET—F,

/A Important
BREZETENR , BENRZERRBIER .azurecr.io FR.
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https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens
https://console.amazonaws.cn/ecr/
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6.

EER 2 BESHRIEAEL , XFLEHEIE , EH4HEL Amazon Secrets Manager 240 74
Microsoft Azure BEFM RN EHRIUEZIE, BRI LIEENE R , L LAEA Amazon ECR #
&SR FA,

a. EfEAUAEYH , HEAREAINE Amazon B, XXTEHEBR , €A TAUIREENEN
24, RREET -5,

® Note

Amazon Web Services B2 H| A NERBMFEAecr-pullthroughcache/mI4
# Secrets Manager Z4H. ZiE MM S EFREIN A T4 E A K - X,

b. ERIEHZL , HEFRYE Amazon F5A | MITUTRE , REEERT -5,
i. HAERAENH , BABHEEE—NMEREEH. BHEBHLIEE 1-512 4 Unicode F
o
ii. 7 Microsoft Azure ReFEMEBHAF B H , B E Microsoft Azure REFEMETHAF B,

iii. 7 Microsoft Azure REFEMIRH R THEF |, BIEE Microsoft Azure e EM KRB AT
#, BXNMEIZE Microsoft Azure B EMRIFTRITHEMNEZEER |, 5 Microsoft
Azure XREFHBIESRE - 117,

EFR3: EEBHRREL , T Amazon ECR F#ERR , BIEEEZFENRABEMERPIR
MH RGN EFERANFEEREZR  REEET -5,

RABERT , BEXREBZR , BHALEEAEN A ZEH,
ESR4: FRACNBNE L , FREFRDIIANEE , REEECE,
NEUEBNEBNMNEFRNESEL-IR, RHNESIMEHE T EFRIAN,

X TF GitLab BsmiEM &R

o & w0 DN

$TFF Amazon ECR ##|& , Mt Jhttps://console.aws.amazon.com/ecr/o

MNERES  ERERENEIMRIRENXE,

ESMBERKT , %3F Private registry ( FABEMFE ) . Pull through cache ( BFEE ) -

% Pull through cache configuration ( ZfFRIEE ) WHE L , 1&#F Add rule (AIMHN ) o
SR EERR TEL , XF SEMK", &1 “ GitLab BeEMK" , AREE TP

£ Amazon Web Services BRI H| & API fRZ 2015-09-21 116
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6.

ESR2: BESHARIED TEL , ¥ FLEHELE , B4 GitLab BEEIMEN S HRILER
7% Amazon Secrets Manager Z4iH ., BAILUIEEINE R4 , LA SAEA Amazon ECR #2l
AUETER,

a. EFANAEZRY , BEABRERAINE Amazon B, N TRABN , FA TR EFRINEH
24 REEBR T —F ., BXREM Secrets Manager #24#| & #|2 Secrets Manager Z4AHE
ZER , BSRASEN Lk F#EZIEFM# % Amazon Secrets Manager Z4iH,

(® Note

Amazon Web Services EE#ZH A NERBMEAecr-pullthroughcache/®4
#) Secrets Manager #4f, 4k %4015 &7 1= EELN A T #8 B A9 ik 7 # X 15

b. ERIEHZ , HkFEVE Amazon B4 , ITUTIRE , ABRRET—%,
i. TERPEND  FAZHAEE—IMHEREER. BHIBMLAEE 1-512 /> Unicode F
Fo
i. XTFGitLab B EMERAF B , BHEELHN GitLab B EMERAF R,
ii. XtFGitLab BeEMERFE T , BIEELEN GitLab B EMERF RS, BXEIE
GitLab ReFEMRFETENEZELR |, 155 H GitLab RPN AGRISHE, B4AH
8] R I B 15155,
ELB® 3 EEEFRAEL , T Amazon ECR F#ERZ , BIEEEEFEMNERAEEMERDIE
MHRGREFRANEEEDEZRE , ARERET -5,

RINMBERT , ClEEXGRZEE , BAIEEEELTRZEE,
ELR 4 FRAVEBETEL , ¥ XEFRIHNEE K REEFCE,
NECRNENEERENEE LSRR, RHNESIXEET EEFRERHAN,

N F &/ Amazon 1K~ H#) Amazon ECR #AB A&

o > 0N

$TF Amazon ECR #2#14& , it R https://console.aws.amazon.com/ecr/o

MNERED | ERERELEIMRIRENXE,

ESMBERKT , %% Private registry ( FABEMFE ) . Pull through cache ( EFEE ) -
# Pull through cache configuration ( EFREEE ) WE L , 1E£#F Add rule (AN ) ,

ESB1:EBELEIAEL , EEMRFIER Amazon ECR SAE MK, WF X |, i&F £
Amazon ECR EMFRHXE , RAREET—F,
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6.

HLZR2  EERBZANEL , X TEFGEZHE , BRI CIERTFE R RE R T H B R RE
ZEEFHEE, MRERBENR , WATHEE - MREN , ZEWRAFEREZEAN -2 , A
TEFRE EEMRARE,

XTFLFemEEE , EREEN LEEMRRPFENEENRPREN. NREETHFR , AN
MEREMRPVEMFREEFRRBE. IREART , FREELFFERENR , AREET -
&

® Note

ETHAXRAENEFN LGSR ZEANESRES , F5H BENL ECR %/ ECR EME
FHEFH#EER.

ELR3 . FRACBNE L , FREFRIANKE , REEFEaE,
NEUZNESMNENESF  EEXESRKR. NS IMXECETEFRIWN,

X F kB E M Amazon I F# Amazon ECR FAEEM &

o A 0N

$TF Amazon ECR #2#14& , Mt R https://console.aws.amazon.com/ecr/o

MNEMED | ERERELEIMRRENXE,

ESMBERF , &F Private registry ( #AFEM R ) . Pull through cache ( ZFHRE ) -
£ Pull through cache configuration ( ZfFHREEE ) WE L , 1&F Add rule (FMHN ) o

EFB1EEELEREL , EEMERDER Amazon ECR AEMEKS, N TXiE | & ik
Amazon ECR MR XE, £ “IKF” & , $8E L Amazon ECR &R Amazon K/ ID ,
RERE“T—%,

EFR2: BERBRREL , ¥F IAM &€, EEATEKFENEFTEONAS  RAREES
.

® Note

BHSLIERERE BIKS ECR ¥ ECR REUEFAER IAM KB 62 REY IAM
ﬂ@lo

HLZR3  EERBZANEL , X TEFGEZE , BEFER IR FE R RE R T H IR RE
ZEEEE, NRERBENR , WATHEE - MREN , ZBWRAEREZEAN -2 ,
TEFRE EfEMRARE,
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8. WTLHE®WAZRE , AREEMLEFEIMRPEENRBENRTREN. WRERFHINR , AT
MEREMRPVEMFEEFRRBE. IREART , FREELFFEENR , AREET -
&

(® Note
ETHMEXBENEFENLEGEZRANESFEES | 55K BE Y ECR | ECR REE
FEHEEER R,

9. HIR4: FRHACENEL  FREFRIANEE K RFEFCIE,
10. NEQENBMENESF  EEXESRKR. RN IMXECETEFREWN,

N FgESEMER

1.  3TF Amazon ECR #2#|& , Pt R https://console.aws.amazon.com/ecr/o

2. M&MEd  EREREABEIMRRENXE,

3. HESMBERKF , &EF Private registry ( FABEM R ) . Pull through cache ( EFRE ) -

4. £ Pull through cache configuration ( BFIREIEE ) WHE L , %% Add rule ( FIHN ) o
5. ESBR1:EBERINE P, XNTF SEMK", i&£3F Chainguard Registry , T—%,

6. ETR2: BESMHRIP THEHL , ¥FLEERE , BY4HF Chainguard Registr Amazon

Secrets Manager y W BB RIEEREFEEZA R, BAUEEINEER , LA LIEA Amazon
ECR Z# & 01 B# B4,

a. EFRANERH , FERFEAIE Amazon B, X TRABH , FATHIIRERNEN
Z4  REEBRT—F. BXRHEM Secrets Manager #2#| & |2 Secrets Manager Z4AHE
ZEE  BZAREN LEFE#ERIEEFM#7 Amazon Secrets Manager 43 ¥,

@ Note

Amazon Web Services EE1ZEH| & NERBEMFEAecr-pullthroughcache /s
#) Secrets Manager 24, ZARNANERFRIF A THBE K- X8,

b. ZERQIEMEN , FIRFEGE Amazon B , MITUTRE , REEET %,

i EBRARNP , BABAEE - NEREEN. BHBNLAEE 1-512 4 Unicode F
Fo

ii. XF Chainguard FMFTRAF A , BIEEHLK Chainguard EMETRAF B,
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ii. XJF Chainguard Registry R ENT & , I8 E LK Chainguard Regist BX Bl
Chalnguard Registry NS ENEZEE |, i55® Chainguard 3CHS A Y 7 ELS hE
'fT%ﬁg_LlIEo

7. EHR3I:EEENRIE P, &£ Amazon ECR #RERIZYF , EEEFNREMERPRINE
BREERANFEEFEREZE , RFERT -5,

RAMBRT , BEXRREZH , BRALIEEAENLGEZER,
8. HIR4: FRHCENEL K FREFRIANEE A6 AFEFCIE,
9. NECEBNEBNEFRNESE L —PR, EXMNEIMXFHCETEFRERIIAN,

ZoZEFRIIN (Amazon CLI)

f# /A create-pull-through-cache- Amazon CLI rule #5553 Amazon ECR #AEEMRAIBEBEEHN
n, WFEEFEAFZAH#THEORIEN LFEMEK , BYUTUL Secrets Manager ZHF#HEIE, EFE
A Secrets Manager 2%l & 8I2 %4 , SRS AN LiFFMEZIUEFME Amazon Secrets Manager
=T,

HIIEN N EFEMRBEAT R,
*F Amazon ECR Public

AR RBIA Amazon ECR 2 EMRAEBE—NMNEFREHN, SEETHEMENSR ecr-public , X
SHFEARFRIFNNENENEEERHES ecr-public/upstream-repository-name
FE

aws ecr create-pull-through-cache-xule \
--ecr-repository-prefix ecr-public \
--upstream-registry-url public.ecr.aws \
--region us-east-2

3¢ F Kubernetes & 283

AR RBI Kubernetes AEEMRBUE T —NEFREMN, BEE T FEENR kubernetes , X
EHFEAEFRIFNGENESNEEESRES kubernetes/upstream-repository-name %
F=R,

aws ecr create-pull-through-cache-rule \
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--ecr-repository-prefix kubernetes \
--upstream-registry-url registry.k8s.io \
--region us-east-2

X F Quay

T REIA Quay NEEMRCE T —NEFRIHAN, SEETHEEENR quay , XSBEA#IE
ZEEANCBHNENZHETBERWR SR quay/upstream-repository-names

aws ecr create-pull-through-cache-xule \
--ecr-repository-prefix quay \
--upstream-registry-url quay.io \
--region us-east-2

%t F Docker Hub

BAR 7RI Docker Hub EMRGIZ T —MNEFRIANM, ©EET FHEENSR docker-hub , X%
BEARFRIFNCIENESNMEMEEREE docker-hub/upstream-repository-name &5
R, BYPIEETE Docker Hub FIEHI Z4A R SEE Amazon BIREH (ARN ) .

aws ecr create-pull-through-cache-xule \

--ecr-repository-prefix docker-hub \

--upstream-registry-uxrl registry-1.docker.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

X F GitHub BaREM &K

LUTRRBIA GitHub BRREMREETEREFEAN. EEETFMEENSR github , XSHEART
REHN S ENENFEEERHESE github/upstream-repository-name SR H R, BUMIEE
TEEH GitHub BT MEILEMN ZE4ARITE Amazon FIRE R (ARN).

aws ecr create-pull-through-cache-rule \

--ecr-repository-prefix github \

--upstream-registry-url ghcr.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2
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33 F Microsoft Azure BE8¥ &

LA 7”518 Microsoft Azure BeFMRAE T —NEFRIIN, SEETFHEIR azure , X&
BEAEFRIFNCIBNES NMEEESES azure/upstream-repository-name & H R, &
MIMIEE B E Microsoft Azure BERIFMRFZIUEN Z4AN TE Amazon BIREH (ARN ) .

aws ecr create-pull-through-cache-rule \

--ecr-repository-prefix azure \

--upstream-registry-url myregistry.azurecr.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

X F GitLab BaEM &

AT RBIA GitLab BEEMRUBTEIEZENAN, SEETFHEENR gitlab , XSHEAER
REHN BN ENEEESREE gitlab/upstream-repository-name BB H R, BYMRIEE
TEEM GitLab BEEMEIENZHANTE Amazon BIERB T (ARN).

aws ecr create-pull-through-cache-rule \

--ecr-repository-prefix gitlab \

--upstream-registry-url registry.gitlab.com \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

X FIEH Amazon K B Amazon ECR FAE TR

LA RBIFEE — Amazon K A X8 Amazon ECR A EIMRVIZEBEEMAN, BEET
FHEENR ecr , XSEBEAZFRIIANCIBRNSNFHEEERES ecr/upstream-repository-

name MBH R,

aws ecr create-pull-through-cache-xrule \
--ecr-repository-prefix ecr \
--upstream-registxy-uxl aws_account_id.dkx.ecx.region.amazonaws.com \
--region us-east-2

X F kB EH M Amazon I F# Amazon ECR FAEE &

LA RBIEE — Amazon I R X EA Amazon ECR A EIMERBIBZEBEEMN, BRET
FEHENR ecr , XEBFEAEFRIINCIENE NFHEEESE ecr/upstream-repository-
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name B AR, BUTIEELEBTE £ Amazon ECR FHIEEFRIMAN he|BHNRN IAM A6
HI5EE Amazon BIRAFR (ARN),

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix ecr \
--upstream-registry-url aws_account_id.dkr.ecr.region.amazonaws.com \
--custom-role-arn arn:aws:iam::aws_account_id:role/example-role \
--region us-east-2

XN FHERIEMEK

LA 7RI Chainguard Registry 812 T BIEFHN, ©EET FHENR chainguard , XS 3E
AEFRIFNCIBNES NMEEEEES chainguard/upstream-repository-name & H &Ro
BAIIEE B E M Chainguard Registry ik Y 240 19 ST T #h %5 R B 5 (ARN),

aws ecr create-pull-through-cache-xrule \

--ecr-repository-prefix chainguard \

--upstream-registry-url cgr.dev \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

EESR
BIEEZFRIFANG , BHITUTEESR -

- BIBRTFHEQRENR, B T FEMEENEEMR , £ Amazon ECR ERFREUREH RN KRELIEN
VMEMEERERN , BEHAERGEIN, BXELER , F2H A TRAIEEFE, Xl
o & HIREH R A B 1 F 6 E R ER,

- BRIFEFRIHN, ERIEEFRIFNEG , Amazon ECR 25 EFEMREILMEERE  RiEE
BRETWBEEE EFEMREIEN Secrets Manager %40 , UR B HRRIIRER . BXESZE
B | 55 BiE Amazon ECR FYEZREFN,

- FREASFRENN, BXEZER , 55 £ Amazon ECR H A & 7RISk IZ R £,

I%iF Amazon ECR Y EFIZEVHLN

PHEFRFRIFNE N TFTEEFHRIEN LFEMR , EUURITEZANREEEIE, ERIIEEE
REANET , Amazon ECR €5 L EMRENNEERE , RIFTCRETUHRSE LiFEMRETE
Yy Secrets Manager 248 , A HRIER TR,
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EFREASFERIFNE , FRIAEGHEEYHN IAM R, BXEZELR , 52 N LEME
5 Amazon ECR FAE EMEREI L FAER IAM R,

iBREFIREMN ( Amazon Web Services B IEH| & )
AR SBERI{AE A Amazon ECR ##| &R EFREEHMN,

1. 3#TFF Amazon ECR ##|& , Pt 7 https://console.aws.amazon.com/ecr/o

2. ESMES | ZERESERIENE TR X,

3. ESMBERT , %&#F Private registry ( FABEM I ) . Pull through cache ( 771 ) -
4

EEFRDEENH L  ZRERIIENEFRINAN, RE , ERRFTAREFERETFAE
2

5. HEEFRIINFM
™ 4 RV IR

6. NERIINSNMEFRIANES LRI,

ol

ETEL , FRRETHXREHEERIESHREIE, Amazon ECR HE R

iBREFREAN ( Amazon CLI )

validate-pull-through-cache- Amazon CLI rule 5 55 A F¥IE Amazon ECR BB EMRNEBEEM
Mo ATRBIER ecr-public W BAZHBTR. HZEERNERIUIENEFREGINAETRE.

aws ecr validate-pull-through-cache-rule \
--ecr-repository-prefix ecr-public \
--region us-east-2

EMRH | isValid SEIETRIERERIN. R RAN true , MERR Amazon ECR &E# 17 8] Lk At
=, HEBHRIEKTh, MRA false , MRRFFERTARIEELAM, failure SBIERER,

£ Amazon ECR A £ A & 7 1R B U Sk 12 BN AR 5

TR ROVEREEASZFRIANKERREN ZERAN G TIEE. DREEEFNREFANAERE
HRERREEIR |, 50 $FE Amazon ECR FHEFRELAE , LEE &F WAV IR AR i ## R

XEEERIR,

EFREASFREIHNZE , TRIAGHEELMW IAM R, BXEZER , HSR FLFEME
5 Amazon ECR #AE XM KRBT AMEN IAM R,
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® Note

AT 7515 FR 5 FA B9 BRIA Amazon ECR FfFEEan & Z2[BI{E. Amazon Web Services B I2 12l
& BREFEHACEEN Amazon ECR A B Z#E URI,

% F Amazon ECR Public

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/ecr-public/repository_name/
image_name:tag

Kubernetes B3/t &R

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/kubernetes/repository_name/
image_name:tag

Quay

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/quay/repository_name/
image_name:tag

Docker Hub

% F Docker Hub B 5 R :

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/
library/image_name:tag

® Note

¥ F Docker Hub EF MG , %MEE /library Bidk. ¥ FFrEEHM Docker Hub Zf5FE |
BERE /library A%,

Xt F A H b Docker Hub R :

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/repository_name/
image_name:tag
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GitHub & smE &

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/github/repository_name/
image_name:tag

Microsoft Azure B85 M &

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/azure/repository_name/
image_name:tag

GitLab BEs )Ttk

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/gitlab/repository_name/
image_name:tag

Chainguard Efif &

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/chainguard/repository_name/
image_name:tag

FHER L F M EEIEFM#E Amazon Secrets Manager # 4 #

NEESHRIEN EEEEEFENEREFREINA , BAHEL Secrets Manager A7 &iE. £
Secrets Manager Z4AAIgE =45 A, BEXEZEER , 152 HAmazon Secrets Manager ET.

DTEREISEBTHRNARNSN XN LiFFMEELR Secrets Manager 240, AT SLUERE
Amazon ECR #Z#H A R EA“QIEEZFRIFN" TEREKRCEEL , MA=2HEH Secrets Manager
BHAEXRVNBREZH, BXEZEL , 2/ £ Amazon ECR F A2 EFRINI,

Docker Hub
79 Docker Hub #ZiE 8|2 Secrets Manager %4f ( Amazon Web Services BEEZH| 5 )

1. $TF Secrets Manager ##l& , Wit 7 https://console.aws.amazon.com/secretsmanager/o
2. EREMIENA.
3. EEEREFARBTEL , BITUTERAE

a. NWTEHARE , FEEHMEARE,
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https://www.amazonaws.cn/secrets-manager/pricing/
https://console.amazonaws.cn/secretsmanager/

Amazon ECR

RAriEmE

b.

HERMEXH , 7 Docker Hub ZIESIEFTRMEN . BAINEZRA+TFHEERS 65536
FI,

i. XFEHE— key/value Xt , IEEusername N F4H , &M Docker Hub AR BIBER
=B

i. XFEHE= key/value ¥t , ¥EEaccessTokenHZ4A |, [EH Docker Hub 18] 4 g
ENE. BXUWMAIZ Docker Hub AR THERMNEZEE , 12 Docker XHEHHFH

Create and manage access tokens,

FFMZEZRE , RBERIAK aws/secretsmanager Amazon KMS key B , AFEET—
F, FALBHATEETMER, EXEZER , B2 (Amazon Secrets Manager A
F#58) HHY Secrets Manager Y ZR4A B MR

/A Important

IBAIERBRIA aws/secretsmanager MBZRZR4ARME R4, Amazon ECR &
XFEANEZRAEAZEFEEIEEREHA (CMK) .

4. HEEEZHARNEL  WTHUATERE:

a.

b.

e.

WA —NERMH Secret name ( 4B F5 ) M Description ( Wi ) . ZHABHSLATE
1-512 /N Unicode Z#&F , # HLL ecr-pullthroughcache/ A EIZR,

/A Important

Amazon ECR Amazon Web Services BB #I & NERBEEMHecr-
pullthroughcache/®HI4&# Secrets Manager 1%,

( ik ) EREBIF , EEHNZHEPRN—NBRZ ML, BXFIEEKE , B5H
{Amazon Secrets Manager FIF1E/) HHIFRIC Secrets Manager 4. BT E/BR
BEEFHEREF , BREMRNE,

(WiE ) ERENR , EFERREAMIENHAD , FEBFERENR, BXES
5 , 2 H (Amazon Secrets Manager FiF$8R/) A EVF PR K BE T N2 Secrets
Manager 4.

(k) EEHRAD , EFENZHEFE S — N4 Amazon Web Services X1 |
BIRBREF T, SN ESHZRE b ELBEES. BXEZER , H3H
{Amazon Secrets Manager i 1EM) PR EAEHEIHEMXE,

iij:¥-|:_$o
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https://docs.amazonaws.cn/secretsmanager/latest/userguide/managing-secrets_tagging.html
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https://docs.amazonaws.cn/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html

Amazon ECR

RAriEmE

5.

( AIi& ) 7 Configure rotation ( ELE®#HR ) ME L , BAINE A AR, BHWAUAER
BxAgh  RAEHEEFEITH., BXEZEER , 5% (Amazon Secrets Manager A Fig
) B Secrets Manager Z4F, ERET—F,

7 Review (%) Mt , FRENZAFMES | REIEF Store (7).

Secrets Manager fREIF|Z4A5|K. WREWHFHRET , iHi%EF Refresh ( BIFT ) &

i

GitHub Container Registry

FIRE GitHub B2 EMREIUL IR Secrets Manager %4f (Amazon Web Services BEE12H &)

1.
2.
3.

4.

$TFF Secrets Manager #£#|& , it A https://console.aws.amazon.com/secretsmanager/o
R EA,
EEFRFBARBETE L , ITUTERE

a.

b.

NTRARE | FREHMEARE,
ERMEX S , BEN GitHub FFECIEMIT. LR IERHFPFH K 65536 MNFT,

i. XFHE— key/value Xt , IEEusername A FHH |, FEH GitHUbAF BEERNE-

i. XFEHE= key/value ¥t , ¥EEaccessToken I 4R |, [ GitHub iR B HEEENE,
BXROIE GitHub T RIGENEZER |, 52 GitHub XEPFHNEBEENNNAFRS
5

FFMZEZRE , RBERIAK aws/secretsmanager Amazon KMS key B , ARFEET—

F, FALBHATEETMER, BXEZER , B2 (Amazon Secrets Manager A
F#58) HHY Secrets Manager Y ZR4A B MR

/A Important

IBAIERBRIA aws/secretsmanager MBZRZR4ARME 4], Amazon ECR &
XFANNEZRAEAZEFEEIEEREHA (CMK) .

£ Configure secret ( BLEZ4A ) WHE L , FUITUATRE -

a.

WA —NERMH Secret name ( 4B F5 ) M Description ( WiH ) » ZABHSLAITE
1-512 /N Unicode Z#&F , # HLL ecr-pullthroughcache/ A IR,
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/A Important

Amazon ECR Amazon Web Services B #24l& RERBHFEMecr-
pullthroughcache/#I4&#KY Secrets Manager #l%,

=4

(i ) ERZEH s F , EENZHPRMN—IPRZMREL, BXFILKE , HSH
{Amazon Secrets Manager AIF{E§m) FHIFRIC Secrets Manager %4, BT ERFEUR
SEEHEERZH , RREelRmE,

c. (Wik)ERENR, BENRRREFNNEECHZAF  BERRENR. BXEZ
E8 , 2@ (Amazon Secrets Manager FIFF18R) BV PR SR BE B N2 Secrets
Manager Z4f.

d. (W) ZEHHPP , EFENZHEFIE S —1 %4 Amazon Web Services XiF |
BRBEFHIFRA, SUUNESHIFA AU ELBEESH, BXEZELR , H5H
{Amazon Secrets Manager A {Em) RN ZEREHI 2 H A XE,

e. ﬁ?¥-|:_$o

( /3% ) £ Configure rotation ( BLE%#: ) WEL , B S A B Rk, BB ATUINER
BNl  AERENEITH. BXEZEELR , 2/ (Amazon Secrets Manager A F 18
) FHER Secrets Manager %4f, %&BET—5%,

£ Review (F1#%) ML , FRENFHFMESR , AFIEE Store (F7H#).

Secrets Manager fHiREIZ|#4A %K. MREVFHFHAARE TR , HikR Refresh ( FIFT ) &
.,

Microsoft Azure Container Registry

A Microsoft Azure B EM R ZIEIE Secrets Manager 248 ( Amazon Web Services &2 2l

AN
[

1.
2.
3.

$TFF Secrets Manager ##l4& , Wit A https://console.aws.amazon.com/secretsmanager/o
ERTFHTES,
ERRFARETE L , HITUTERE

a. NTERARE , BEFHMRARE,

b. TER/MEXH , 71 Microsoft Azure FIERIZHITR/EN, BALAEZRPAPEHEZRZ 65536
NEFT,
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https://docs.amazonaws.cn/secretsmanager/latest/userguide/managing-secrets_tagging.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
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https://console.amazonaws.cn/secretsmanager/

Amazon ECR AriEE

i.  XFEHE— key/value Xt , EEEusername N F 40 , FIRHY Microsoft Azure BesiEfF K
RAFRBEENE,

i. XFEHE= key/value Xt , ¥EEaccessTokenHZ4A |, HFREY Microsoft Azure B855E
MRBESEIEENE, BXUMALIE Microsoft Azure THRISENEZER | HSHE
Microsoft Azure X BIESHE - [T,

c. XNFmHBRFL , REBIAK aws/secretsmanager Amazon KMS key B , REEERET —

F, FALBHATEETMER, EXEZER , B2 (Amazon Secrets Manager A
F#58) HHY Secrets Manager Y ZR4A INBZ MR

/A Important

IBAERBRIA aws/secretsmanager MBZRZR4ARMEZ R4, Amazon ECR &
XFNEFRAEAZEFEEIEEREHA (CMK) .

4. 7E Configure secret ( BLEH4 ) WE L , MITUATIRE :

a. WA—NMERMER Secret name ( 4B ) M Description ( %EA ) . BEABMLNETE
1-512 /N Unicode =& , #HLL ecr-pullthroughcache/ A IR,

/A Important

Amazon ECR Amazon Web Services BB A NERBEMMEMHecr-
pullthroughcache/®HI4&# Secrets Manager 1%,

=3

( ik ) EREBIF , EENZAPRIN—NBRZMEL, BXFIEEKE , HSH
{Amazon Secrets Manager i 1E/) HHIFRIC Secrets Manager 4. BT E/BR
BEEFHEREF , BREMRNE,

c. (W) ERENR, EFRFERBEFIMEEHNZRT , FTERRENR. BXES
5 , 2 H (Amazon Secrets Manager FiF$8R) A EVF PR K BE I N2 Secrets
Manager 4.

d. (&) ZEFEAP , ENEHNBRHEFE S —1 24 Amazon Web Services X1 ,
BIBREF T, SULIESHFE  bULELBEES. BXELZER , H3H
{Amazon Secrets Manager i 1Ef) PR EAEHEHEMXE,

e. iij:¥-|:_$o
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Amazon ECR AriEE

5. ( Ali%& ) 7 Configure rotation ( BtE%#: ) ME L , B G A BRIk, SHEAUIRAER
BxAgh  RAEHEEFEITH., BXEZEER , 5% (Amazon Secrets Manager A Fig
) B Secrets Manager Z4F, ERET—F,

6. 7£ Review (F#%) Mt , F&ENZAFHAELR , RF%ERE Store (71%).

Secrets Manager fIREI Z|Z4A%5IKR. MREVFZRHARE TR , Bk Refresh ( BIFT ) &
.
GitLab Container Registry
RIREY GitLab BES MR ZIE 12 Secrets Manager 47 (Amazon Web Services EIBZHH)

1. $TFF Secrets Manager ##&|& , Mt Jvhttps://console.aws.amazon.com/secretsmanager/o
2. ERTFHHEBNA.
3. HEEREARBNELE  RITUTRE:

a. XTHRHARE  FREAMEARE,
b. ERMEXIH , NEM GitLab HIRCIEMIT, EAILUERAPFHEEZRS 65536 NFT,

i.  XFE— key/value XY , EEEusernametE N ZEH |, FEM GitLab BEEMKRAF B
EENE,
i. XFEHE= key/value Xt , IEEaccessTokenHH4A |, FMEM GitLab BEFEM KRB
TEEENE. BXEE GitLab BB EMKRGETHENESZFEE , 2 GitLab X
BN AANFRSHE, BERRSESREIHESE.
c. XNFmHBRFL , REBIAK aws/secretsmanager Amazon KMS key B , REEERET —

F, FALBHATTEFETMER, BXEZER , B2 (Amazon Secrets Manager A
F#58) HHY Secrets Manager Y ZR4A INBZ MR,

/A Important

IBAERBRIA aws/secretsmanager MBZRZR4ARME 4, Amazon ECR &
XFENMEFRAEAZEFEEIEEREHA (CMK) .

4. 7E Configure secret ( BLEH4 ) WE L , MITUATIRE ;

a. WA—NMERMEN Secret name ( 4B ) M Description ( %A ) . BEABMLNETE
1-512 /N Unicode Z#&F , #HLL ecr-pullthroughcache/ A EIZR,
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Amazon ECR AriEE

/A Important

Amazon ECR Amazon Web Services B #24l& RERBHFEMecr-
pullthroughcache/#I4&#KY Secrets Manager #l%,

=4

(i ) ERZEH s F , EENZHPRMN—IPRZMREL, BXFILKE , HSH
{Amazon Secrets Manager AIF{E§m) FHIFRIC Secrets Manager %4, BT ERFEUR
SEEHEERZH , RREelRmE,

c. (Wik)ERENR, BENRRREFNNEECHZAF  BERRENR. BXEZ
E8 , 2@ (Amazon Secrets Manager FIFF18R) BV PR SR BE B N2 Secrets
Manager Z4f.

d. (W) ZEHHPP , EFENZHEFIE S —1 %4 Amazon Web Services XiF |
BRBREFZT, BUUNESHZRA , L ELBEH, BXFEZEL , HSH

{Amazon Secrets Manager A {Em) RN ZEREHI 2 H A XE,

e. ﬁ?¥-|:_$o

5. ( ®i% ) 7 Configure rotation ( BtiE## ) WHEL , B S A B Rk, BB TUIRER
BNl  AERENEITH. BXEZEELR , 2/ (Amazon Secrets Manager A F 18
) FHER Secrets Manager %4f, %&BET—5%,

6. % Review (%) WL , FRENBHARMAEE , RARERE Store (FF#).

Secrets Manager fHiREIZ|#4A %K. MREVFHFHAARE TR , HikR Refresh ( FIFT ) &
.,

Chainguard Registry

FYREY Chainguard ZiE 612 Secrets Manager %48 (JAmazon Web Services EIE & &

1. 3TFF Secrets Manager ##|4& , Bt} https://console.aws.amazon.com/secretsmanager/o
2. “GERTFHHZHA.
3. EERBARBETEL , ITUTERE

a. NTERARE , BEFHMRARE,

b. HERMENH , ANER Chainguard TIFECIEMIT, B UERAPEMRS 65536 N F
o
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Amazon ECR AriEE

i.  XFHE— keylvalue Xt , IEFEusername A Z 4 , FFEM Chainguard Registry A &
EENE,

i. XFEHE= key/value ¥t , ¥EEaccessTokenHZ4A |, &K Chainguard Registry
RS EIEERNE. BXx82 Chainguard Registry NENG N EZER , H5H
Chainguard X4 Ry & AR BN B H# 1T 5 K,

c. XNFmHBRFL , REBIAK aws/secretsmanager Amazon KMS key B , REEERET —

F, FALBHATEETMER, EXEZER , B2 (Amazon Secrets Manager A
F#58) HHY Secrets Manager Y ZR4A INBZ MR

/A Important

IBAERBRIA aws/secretsmanager MBZRZR4ARMEZ R4, Amazon ECR &
XFNEFRAEAZEFEEIEEREHA (CMK) .

4. 7E Configure secret ( BLEH4 ) WE L , MITUATIRE :

a. WA—NMERMER Secret name ( 4B ) M Description ( %EA ) . BEABMLNETE
1-512 /N Unicode =& , #HLL ecr-pullthroughcache/ A IR,

/A Important

Amazon ECR Amazon Web Services BB A NERBEMMEMHecr-
pullthroughcache/®HI4&# Secrets Manager 1%,

=3

( ik ) EREBIF , EENZAPRIN—NBRZMEL, BXFIEEKE , HSH
{Amazon Secrets Manager i 1E/) HHIFRIC Secrets Manager 4. BT E/BR
BEEFHEREF , BREMRNE,

c. (W) ERENR, EFRFERBEFIMEEHNZRT , FTERRENR. BXES
5 , 2 H (Amazon Secrets Manager FiF$8R) A EVF PR K BE I N2 Secrets
Manager 4.

d. (&) ZEFEAP , ENEHNBRHEFE S —1 24 Amazon Web Services X1 ,
BIBREF T, SULIESHFE  bULELBEES. BXELZER , H3H
{Amazon Secrets Manager i 1Ef) PR EAEHEHEMXE,

e. iij:¥-|:_$o
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https://edu.chainguard.dev/chainguard/chainguard-images/chainguard-registry/authenticating/#authenticating-with-a-pull-token
https://docs.amazonaws.cn/secretsmanager/latest/userguide/security-encryption.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/managing-secrets_tagging.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html

Amazon ECR AriEE

5. ("% ) 7 Configure rotation ( BtiE## ) WHEL , B S Az Rk, BB ATUIRER
BxAgh  RAEHEEFEITH., BXEZEER , 5% (Amazon Secrets Manager A Fig
) FMEH# Secrets Manager %4, %R T—F,

6. 1 Review (%) MLt , "&ENBHFMAEE , AFEE Store (FF#).

Secrets Manager fREIF|Z4A5|K. WREWHFHRET , iHi%EF Refresh ( BIFT ) &
.

HENX ECR | ECR R EEFENEFMEETNR

REVEFANE R 5 ecr T FERI RN L FHEENR. ecr FHEFRZRR Amazon ECR &1

REPEMRNXBRNFREEDEZRANR. PIE R LB 6 BEERT R N P E L BT RN
XEFRMEFHEFME. Sl , 514 prod HEA T prod/ FANABFME. ERERRNAT
EMRFRBERKREDNEFANNRAEFME , E£EH ROOT ENBIR.

/A Important

HRRBHRANABREN /. MREIEE ecr-public AHIZ , Amazon ECR & EHM A
ecr-public/,

LBFEENRE i FHEERMTE, AERT , BREN ROOT , R EE[ L F#ERITT
Bt RA Amazon ECR FFERIBRETZ ROOT Bt , B BEIRE LI FEERR,

THREBRINEFANFHNREE , E7 7 EFFEERNN LEEMERNTZRARNBRE,

FEiFn =R i &z E MREXR ( REFFHEE > LiF
TFEE )
ecr-public ROOT ( ®kiA) ecr-public/my-app/

imagel - my-app/im
agel

ecr-public/my-app/
image2 - my-app/im
age2
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Amazon ECR AriEE

EEWEEE Lian A ZEE MAXR ( BFF@HE > L
FiEEE )

ROOT ROOT my-app/imagel - my-
app/imagel

team-a team-a team-a/myapp/imagel -

team-a/myapp/imagel

my-app upstream-app my-app/imagel -
upstream-app/imagel

HEZ& Amazon ECR F Y EFIEE B &

ERHMEFANNE EEEEN | BRI T ELEE,
BRETEE

ETRFHETFENERBEERHZFHESTFET Amazon ECR EZFMERPHERMMILE L
THEBH IAM £ F ecr:CreateRepository BRI R, EFRILAEIR | BRIZEILF Gy
SHHNE#EE URI B , SR EEEGHN IAM EEZFRIEN IAM R , B ERT RS
BHEZE , 2SN Amazon ECR A EIMRFPOIZEMHKEILA LHEENFHEE. BXAE
IAM RN EZEER , E50 FLFEEMES Amazon ECR FAEEMERSFIEMN IAM &R,

AT B UL R RAY R B,

Error response from daemon: repository 111122223333.dkr.ecr.us-east-1.amazonaws.com/
ecr-public/amazonlinux/amazonlinux not found: name unknown: The repository with
name 'ecr-public/amazonlinux/amazonlinux' does not exist in the registry with id
'111122223333"

A RERAVBR B

ERETIEGNEREERHZESGTFET L IMERFPREROAE LFESRHN IAM £
&F ecr:BatchImportUpstreamImage X PR{E 27 Amazon ECR FAEEMER P LI B E RN
B, EMARLEIR  BNRITILBESGNEGHRIEHERBEE , ¥ A OELFESGHN IAM
FHBFAEN IAM R, BEXE IAM RN EZER , 550 FLEEMES Amazon ECR
AEEMERESAEN IAM KR,
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LT R REY R B,

Error response from daemon: manifest for 111122223333.dkr.ecr.us-
east-1.amazonaws.com/ecr-public/amazonlinux/amazonlinux:latest not found: manifest
unknown: Requested image not found

M Docker Hub =% 12 HUAS & 4 403 Forbidden 48i%

M#¥RIZH Docker B 5 BR&HY Docker Hub 7% B IZENAT , BAMEFEAMN URI B EE /
library/. #l#l aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/
library/image_name:tag. MRIEEEE Docker Hub B FBRI&HY /library/ , N L &R
FEARIMEFEAN KRG , REMIRE 403 Forbidden #ix. EXEZEE , B3 &
Amazon ECR HEREF RIS EZER &,

LT R RAY R B,

Error response from daemon: failed to resolve reference "111122223333.dkr.ecr.us-

west-2.amazonaws.com/docker-hub/amazonlinux:2023": pulling from host
111122223333.dkr.ecr.us-west-2.amazonaws.com failed with status code [manifests
2023]: 403 Forbidden
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Amazon ECR FHIFAE MG E &l

ST LABLE Amazon ECR FAREMRAZ G FHEERNEH, Amazon ECR BFHER T B XEMEK
£, ERTEKSEH  BRKS SAREEMRNRKRE , ARTFNREMRRBTES. BXRXES
58 , 1§51 Amazon ECR FHFAE EMERMNIR.

£}

- BIKFEHRIRBER

- AWERBEFNIEEN

 Amazon ECR WA BR15 S &l 7R 6l

 1£ Amazon ECR Rl EFA GG S &

- BBX Amazon ECR A BB EFIRE

B IK = & I SR BE E R

EFEEIKS ECR EHERZIT , B4 THBNKS FEEEWLRE, 25020 EEA T7IRKS M E R
G O

Rt ERR

BIKF ECR EFINEFEEBARKS, LEREXRMK, RIKS T FEEMSRNFEESUEMRER,

- BIKF  EEMRREFEEEHAN, TENRFMEREEMWKRE,
- BRRIKF : BEEMRNRREE VRS S 6B &,

B FriEf R R EEE K

B PRIK P A B R A R A PR KBS , BAR TR 7 3017 A TR AR ANR -

« ecr:Replicatelmage - AVFRK/FRGEFZ B FREMEKRS

- ecr:CreateRepository - Aif ECR EBEMEKRFP BRI ERME ( WRXEFMEMTE
)
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RAriEmE

/A Important

MREBFERT ecr:CreateRepository R , MAMIE B R R F 302 E &N IF6E

B, RS ReRIEH.

B PR R KRB

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowCrossAccountReplication"”,
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:root"
},

"Action": [
"ecr:ReplicateImage",
"ecr:CreateRepository"

1,

"Resource": "*"

TR P B3R

RIS RE

« EEMFKREPEES FIHN LS E B FRK S M XE
- BMARBEEFI IAM EHHELER ECR NR

BREREETEERMERE, RE#EFETFEERTEHINRN 74 FRK,

R ER
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w N IRAE
MTFR%TF ECR BIKF S 5K MK H IR -
- R REHEBE R BARKS S SRR,

WX R ETEEE SRR S HIR
« R ORI A B ARIK P #E B MR R

WX AFERKF EEEMRNR K,
- R FRERBANEIMREBRE -EE,

Nk FREFERBESNENFREENTR , MERREBEEERRRIGORE , SlHEH.

X3 & KW TR B E
RIS EHIKM , BREUTHE :

- WIFEMRKFREEE 7 IEMRNRRR

- BFRIMERKBENEE ecr:ReplicateImage # ecr:CreateRepository B&1E
- WINEBFOEMRER P EBIEEE T IREKS 1D

- REBNEREREREE (MRKRET ecr:CreateRepository )

« BFERMCreateRepositorys ReplicateImage API AR CloudTrail H&

IERBEHREEEM
ERAALAHSE NI EA TSR,

RAGEEESHEHESERIFRENTFEENDTS 2WES, FEREFEALINFENATEHET
286, MREFEEFNNERFRERE , WENERTES, MREFEEHHERZIMFENRE ,
MR ERITES,

- EHERE , BXEMKS A FEES R RIFTE, Amazon ECR AXIFHEE HITEH E 7
FE& o

- BABEMBEMRUBTEHET , Amazon ECR @RKREVIBRFZEX IAM A€, BRFSHEX IAM

AERF Amazon ECR EHRZSEIMER PR EHEENEFHEGMIENNR, BEXEZELR , B
2% X Amazon ECR {EARSHEAXAR,
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- ERTERKFES  AEIMREGLARFATFREIMREFHBEGHNR. BIEELEEME
R REER TR LR BXRESEE |, HSH Amazon ECR R G EMENR.

MR BRAE EM R PR KBS U BRAPR |, W LAFT R F I BREVAE T8 T 1 & I EB T BETE Ao

- ERTEXEES  EZEKERREZXEHTEAEHREZ , RIKS A B RS #BAT0EER N
AZX#E, BXEZELR |, 2% (Amazon Web Services —fi§3#£) HHEE Amazon X,

« FXEHE Amazon ZXZE#HTEXIFEEH, Hl0 , us-west-2 FNFREELEEFE cn-
north-1, X Amazon 7 XHWEZEER , F5H (Amazon —fFZZE) M ARN #%&=,

- REAMERNEFRERZAUNTE 25 MEMEANNK—BIR , KRZHEE 10 M. ML
BZHUEE 100 NMNEEZGF. XATFABEATEFMN RN EGNFMEEEEL IR,

- EHRBEXFEIEEFHENSKRFELEIMRPESNNFEE. BXTM , 28 T4 . &
RAEMEREZRGEREEXFEH,

- FRHERGRIRE MG | EHBREREE—X, HN, MREEETM us-west-2 3 us-
east-1 AR M us-east-1 F us-east-2 WEXFHES , M#EIXE us-west-2 HEBRNEFIZ
us-east-1, EXRBEHIE us-east-2, LITHREMERTEXIEMEBKF S,

« REBBMELETE 30 oHHNERNES , BERDEBERT , E6TEEEEKME,

o EMRE ST RATEAR RIRIES FREIRE, SEHMNBRGNEEEETHEERN TS EBRIREE
B,

- MRESHNWEGREEFEHEER , WEEBHRFRE,

- ERXEEEEGN , TaNEFEAISHEEEEN BRXE,

- FHEERRE (‘BFE IAM policy) MAEGRAMRBET2EES  MARTHAHEXNFHEEZA , T
SFEEERENE,

- MABRTAERNEFERERE , ZAUFERAFHEVBERREFNFRERE, XL RETERS
M, NE. FRENRRNEGASEXR. BXTFHREUBRERNESZEE , 2H A TRIE
SHENE, HEANEREFIRELSEIENFHEENER,

- MREFRELEATHRETEYE  ARENTSURRAGEAHEBRENGESR , NiZEGHHE
#, ENEEEENTE, XTRLSFERARFICHER.

- SHRER , MREEE blob #EH , ECR F#HTRENBRBIFEIMKRPEFERFRERNRE
R, MRBHREMRFEFEEME , ECR FREXLER,

(® Note

MEREMREHEBIOEIMERTRE , WEEARAEMRE A blob R , ECR FreEHEH
;) g8
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Amazon ECR WA B & E Fl R~ 5l

UTERERTIRERGEFNENLNAZ S, REFEHEESE S Amazon CLI , W a] LLTE 62
JSON X #at{ER JSON REIMERE R, HREFEH Amazon Web Services BB FIAEBEESF , NI
EEEHREXTELEREEHAN |, 55 ELIH JSON,

R BEBEXEEH I ENBRXE

THERTEEMNEIMKRPEEEXFEEHN RG], LROBESHK, ID I 111122223333, #
BEEEXE (MR us-west-2) FIEELEFIEE.,

{
"rules": [
{
"destinations": [
{
"region": "us-west-2",
"registryId": "111122223333"
}
]
}
]
}

R ERERERARHEESXEE

THERT NESNREHECENEREREBEXBEHN R, WREIBEEHNIKS ID A
111122223333 , RIEEXIH (MF R us-west-1) FIEEHEHEE , HAEBHRHN prod HiE
& B o

{
"rules": [{
"destinations": [{
"region": "us-west-1",
"registryId": "111122223333"
1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

]

1]
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Amazon ECR

AriEE
}
T~ BlEBEXIEE S E S B ARXE
TESRTELMIMETRBEEX RSSO R, LRABIZEQKS DR, 1111222233335

Bf#EfFus-west-1HUANXFHIEEHESEEus-west-2,

{
"rules": [
{
"destinations": [
{
"region": "us-west-1",
"registryId": "111122223333"
3,
{
"region": "us-west-2",
"registryId": "111122223333"
}
]
}
]
}

RO BLEEKS S

THERTNEMREEEKSEHN R, hRONFEESEHE 444455556666 MK M us-

west-2 X,

/A Important

ERTEKSES , BARKS SMEEEIMRNBEE , UATFHRITES. AXESER &

2% Amazon ECR R FAE SE M RAR,

"rules": [

{

"destinations": [

{

"region": "us-west-2",

M REBEXESERISNERXE
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"registryId": "444455556666"

M EEREPREESZ AN

UTERTEEEIMEOZANEFANNRE, WREEE 111122223333 KFHNESH , HEZ—
ANHN | BN EIZRN prod ME#ES ST us-west-2 XiF , HIFEIRRN test WEHESHZ us-
east-2 Xigl, E4IBEZZAUEE 10 MM , FMNHNKEZIEE 25 M B R

{
"rules": [{

"destinations": [{

"region": "us-west-2",
"registryId": "111122223333"

1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

1]

.
{

"destinations": [{

"region": "us-east-2",
"registryId": "111122223333"

1,

"repositoryFilters": [{
"filter": "test",
"filterType": "PREFIX_MATCH"

1]

}

]
}

T~ BERATE EHIIRE
THERT NIRRT BRAEEHREOTH. EBREHRE  2ARE— N 2HANKD.
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"rules": []

/A Important

BREHRET2BBREMUANEHNFEEIRE, IRTBEFEEFNRE , WBAF)
R ELR BR

£ Amazon ECR i EFAE B E &l
RAENIEIMEREESNINXBHES ., BAlREEEXEEH#SEKF S,
BExEREHIMNRE , 3 Amazon ECR HFAE MG E H| =4,

BB XM EREFIZE (Amazon Web Services BIEIZH &)

1. fEhttps://console.aws.amazon.com/ecr/7Z4& FE 3T FF Amazon ECR ##l &,

MNEfEd | EREREIMREFNRENXE,

ESMBERSD , ERLEIEME

£ AEEMK TEL , &R RE, RARER ‘SHEE” TH “RE"

EEFINEL , ERRMESMA,

EERRENEL  EREREABEXEES, BKFEHERRE , REERT %,
MRBATEXEES , NEREBFRXKEHR , BRI NERXE , AREET—F,

MRERATEKFES , NEBKFES T EEIMRNERSEFRE, NTEFKS , @A
BFRKFNIKS ID AREFHIEFH —IRSNERXE. ZEBRKS + BUREAKSEER
EHB R

©® N o a ~ b

/A Important

ERTEKFES , BARKF SO EEMRNBERE LA FHITES., EXEZE
B | &2 Amazon ECR FHFAE EM TR,

9. (Wik) EAMBEEFATEL , NEFAMNEE - NSRS HEEFH , RAREERN, NEESH
BRFMXBENEINRARGEERS R, LIRBEARGEENFREERBNIR, WRRFITHELE
&M WEHMAEFERENAST. MIABEHLERNE  EET %,
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10. EFRENTFENEXINEL  EEEFANEE , AEERRIAN,

BEEMREHRE (Amazon CLI)

1. SIZEEERNIMERENWEFHNE JSON X4, EFIEERZANETE 10 NN |, FREHAN
BZ8E 25 MNE—BR %Aﬂwﬁaﬁ%@‘% 100 NMFkERY, EEEHCHKFAFPEEEXEE
# , FREBCHKF, ID, BXEZ Y|, ESEAmazon ECR ARG E &R 4,

{
"rules": [{
"destinations": [{
"region": "destination_region",
"registryId": "destination_accountId"
1,
"repositoryFilters": [{
"filter": "repository prefix_name",
"filterType": "PREFIX_MATCH"
1]
1]
}

2. QIEEMERNEHEE

aws ecr put-replication-configuration \
--replication-configuration file://replication-settings.json \
--region us-west-2

3. WAEREMRIRE.

aws ecr describe-registry \
--region us-west-2

#B% Amazon ECR HFAEIRGEFLE

EBRIABZARBEIMRNEFRE  CFERE-—IMZNEFEE, Amazon CLIFRE T ANBER

ﬁ‘%o
ERBREIMERE HHIRE (Amazon Web Services BERHIA)

1. fEhttps://console.aws.amazon.com/ecr/1Z4& FE 3T FF Amazon ECR 12 #l&
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2. MEmEd | EREBRIMREFRENXE.

ESMERT , GRLEEME,

EREEMKR WEL , ZE RE, REEE EFEE TH “RwE
BE N A FNE RN FRETRBERAT A I E TN,
ERRFUANAZNEHEE,

2

BRBSEMERSHIRE (Amazon CLI)
1. BIRAETMNMEAL JSON TH MBS S 52 E.,

{
"rules": []

}
2. FZEHEHEENATENEME.

aws ecr put-replication-configuration \
--replication-configuration file://empty-replication-settings.json \
--region us-west-2

3. WASEHRESDBER.

aws ecr describe-registry \
--region us-west-2

R REBEHMNMEIZ replicationConfiguration,

/A Important

BREFRETSBBREMANEFNNFRESIRE, NRTEFTEEHNART , WBAFF)
RFELIER

BRREH API R 2015-09-21 146



Amazon ECR AriEE

ATEEEZFAE, Hixn a2 E IR ERE ol 2r T
FERYAR AR
A Amazon ECR 72f B 028K | 7.5 Amazon ECR REZRIERANRE, 17HMEIRE

WRANREREF#ENRBRANA  NAEFEERERETAEMT EIRNF#EREEAZE,
BEl , FREEERTATEFEEQEIEDNUTHEMARE

- ZFEW
- HEXRT BRI
- 854

riE FESIERAREY TR

B8, Amazon ECR EER XS EBTNIEE®E, B0

- BEREAZSFRIIINREER EFEFEENABTHEHEEZME T Amazon ECR FAEEM RS,
o HIBNEGHEDE A FENFEER,

o HEHEE Amazon ECR FEMEE HIF B — MK K F 6t

LR B BN EF RN S E 89 70 B T E R 76 B 0 2B ARET , Amazon ECR & ¥ 17 & £
RERIANRE, XEFRRINRESERMIREREZM, EH AES-256 % , AR AEAF#EES L
B AR

HREEEF AN B IR FE RN 74 F e 2 ERE , Amazon ECR A& EAMRIARE I ER
i FE

e B QI 2 EAR T AE X Amazon ECR I TR IER, #HiXNEZMEFRECIENHE
EEMNRE, BAUNHFEEEE IRERENE, MBRE, FHRENR, L£oEAHRENEFRRE,

TEER T EERAF#EEEEN R Amazon ECR AR TERE.
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L\
Repository created by Template applied :E
Amazon ECR to matching repository v—
Create on push, . IN Repository
Pull through cache, or w
Replication v —

Repository creation template

DTARFEMERT TR EUBERPHNENSH.
Prefix

Prefix R SERXBENERERAZR R, FHALIRNENFEFHETNAAERPE
NHRE, Bl |, 8148 prod MR AT prod/ FAWMEEME. B8 , 514 prod/team
MATFL prod/team/ AWM EFERKE, E3W MERMEMERS , MR —MERWETRR
“orod” , B —MEMRMBIZRN “prod/team”, the template with the prefix "prod/team” will be applied
to all repositories whose names start with "prod/team/”,

BERERRNA T EMRFZBRKIBERNAARFME | LRI LER ROOT EABIR,

/A Important
HBRRBHRANARBREN /. MREIETE ecr-public AHIZR , Amazon ECR £FHM K
ecr-public/., ERSFRIGINIE , &1ECIZH N 65 E N 76 Eal Rt B IsE R 76
Fr B 2 AR AR BT %o

i B9
WERERTE | BT RAEEECZERNBE,

N AN &
MAXNRIZERE T [6EH I AER I Z L Amazon ECR SIEZWEMEE. ARENR
PULL_THROUGH_CACHE, CREATE_ON_PUSH #1 REPLICATION, f5lfn , &8 XA EFEEHN

KR EFFERENADIFFEEMRT Amazon ECR BEEMKRN . HREELENERFREVAN
PCFC Y 771 B QI 2 4B ARET , Amazon ECR @A #i R AMRINRE,
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FRECEAE

FHREUEZABRE— IAM € ARN , BT FHEFIEZERCIZNEEFHEEFN , ZARNH
Amazon ECR #Bff. HEERF EAFMEERE and/or KMS RIATRHEL A | TN 176 E I EN
KW

o Y

ERERCIENFREZERANREATEMRE, MREILSEH , FEMR MUTABLE BIFRINR
B, ZRENATEEREIRE, X TEIEZFRIEFIEZNFHEEMEANER , BIEML
RE, XHFALUBRIFEMRE , Amazon ECR AIAE#EFRIBR K

WMRIEE IMMUTABLE , WZfFERNAIAREIREHFAATE , NP LEXERSRBE,
hnZEiE

/A Important

£/ Amazon KMS (DSSE-KMS) B M= Bk 55 25 im i 24X 72 X 5 Amazon GovCloud (US)
AT A,

ERARRENFREZEERNNFEE.,

MBEFER KMS EZER | NIEEHEHE Amazon KMSHZi%H Amazon Key Management
Service BHANRSH|IHMBRINZFHENANE . HEEH Amazon KMS INZEIER , AJLAE
A Amazon ECR RYERiA Amazon ¥£& Amazon KMS 24 , B aJ A8 ELE B 2 H Amazon KMS &
fl, ZEAREECLUNEN, BETUERFERERINEME, Amazon KMSEXEZER ,
BSR BANE. MREEEANE KMS MEZEXBHFEATEXSES , N 7865 FEHMIHIN
BR., BXEZER , B3 Creating a KMS key policy for replications

MREFEH AES256 tNEFKE | Amazon ECR A E%H Amazon S3 FEE N Z4A M AR S5 28k
g, MmfEA AES-256 MBE AN FREFHRGEHITME, EXEZER , 5 (Amazon
Simple Storage Service FIF g/ FHIFEHRA Amazon S3 HEINE HEA W RS 28w % (SSE-
S3) RIFBIE.

71 FE A PR

ERRRZNFREEZEN AN FRERRE. FHRERBEAETERNNRREFNFEENT
RIRFR, ETFTHRBRNNRILEATLIEERBFEFHEN IAM AFRAE , URXERFRART
LSzt AT R, BUIABRT , RBCIECER Amazon IKF X BRGRBE. &AM
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IR SRR FRIELH N ENFHEENEMNR, BXESZEE , 55K Amazon ECR FHHY
B F M ERE,

T fik B A o JB) S SR

ERARRENFREZEANENFYRE., EaEAHRBERTNLEFREFREN ERE
HEENESES, SanBAMRKE—ANAN , EhayS NN KN Amazon ECR EX — MR,
XEHT -HEFFERRRENGE , AINREFERYPRIVTBIHNGER, BXESEE , F
2 1£ Amazon ECR R EA At B MR B3 EER K,

RIFIRE
REMERNATEFHEENIRE  SEFHENHEH#TIORNEE, S/ MEHISELH -

BN —NLEE, MREERANRESEXESH RN FRENRER , NFEEFUNREAT
B PROEM R R

£ Amazon ECR A 822 17 # FE € 2 & 1R

A LB B 176 QI 2 R ARR TE A Amazon ECR EHEVETF., #HANIBHEFIREH R R REL
BNEHENRE, CIBFRECEERE  AMANENEFHERTNARXLERE. XTaXN a6
B Tt B 7= AR B

EEARRREF#EN , BT UARIEE KMS ZHAMBFRFE, MREITHRRE MRS MER
REMA KMS Z4, RRAEHMENAS , WFEE

- NEEERIEERCIE B E SRR,
- NEEECIRERE IAM AG.

BETRE , B 0H A E LA IMENEM RPNV EERR.

IR 7 FEQIEBERD 1AM R

IAM EHRFZERLUTRR , THREEFHEFLERER, WXENRLFBIET HBH IAM policy
RF.

« ecr:CreateRepositoryCreationTemplate — BB F M ECIRER,
 ecr:UpdateRepositoryCreationTemplate : B FEH 17 E I ZE AR,

« ecr:DescribeRepositoryCreationTemplates : FHEMEF 5 H 176 E I ZE AN
PR
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« ecr:DeleteRepositoryCreationTemplate — 2 Bk 17 % FE B BREAR
« ecr:CreateRepository : #F I Amazon ECR 17 FER R,

« ecr:PutLifecyclePolicy - B IBEm AR HFHNA TEEE. N FHENEER
DEEWEABRREN , TEEHNE,

« ecr:SetRepositoryPolicy - RINBIBEFHENNIRRE, XEFWENEEIRTESFMERE
B, FEERNR,

« iam:PassRole : RF AT XA GACEZARSINAREFHNE, KNBERNTFEERAZEL
REBELHITRENRSNNARF RS EN,

N FEE AR E AR G2 B E R R

O] LAEA Amazon Web Services B EH & RENBEENE IAM AEXEKNXEK, 25 , EEE
FEEQERERET , AL IAM EREEEENEA G,

Amazon Web Services BIEiE 4l &
EF A JSON K& YREEEE 1 76 E QI B ERCIE B E KR,

1. &3 Amazon Web Services EEZE &I A HITHF IAM 2H|E& , Wik Fhttps:/
console.aws.amazon.com/iam/.

EEMNSMERSD  BERE,

ik gnlbe N

R REIRED D , WEHE JSON &L,
£ JSON FEX 5 A LT 5K HE o

o M w0 DN

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:CreateRepository”,
"ecr:ReplicateImage",
"ecr:TagResource"

1,
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"Resource": "*"

"Effect": "Allow",
"Action": [
"kms :CreateGrant",
"kms :RetireGrant",
"kms :DescribeKey"

1,

"Resource": "*"

}

6. MREBRIUISEPERNEARZEES, FRUEFAES  RAREET D,
7. MRBAMTENRE , ZET -5,

8. HEFMNGIBRNEL 6 NOENRKBEARBBEHNER (L), EFHREPELHN
FRAEE KRR TR,

9. GEEBIEREARENKE,
10. BIERNGIERRS BILRBNBE , BSHN TR EEERCE IAM B,

NEEECIEBERCE IAM A

LB EFEAEEENRENEHELNEEBIRFIEEFHECZRACKEEREMRPER KMS it , BeJLUEH
812 1 Amazon ECR EAM AT, Amazon Web Services B2 &

Amazon Web Services BIER&| 4

EHRAE,

1. %% Amazon Web Services BEEZEF| & HITH IAM 2F|E& , Mk Hhttps:/
console.aws.amazon.com/iam/.

2. EEHANSMERD , i%F Roles , AR/ Create roles
3. EBRBEENEEXRKAGRKE,
4., EEHEXEERHITS , METEYHN B EVEERE
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Sexrvice": "ecr.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]

}

5. ﬁj:%-lt_i":o

6. TERMNBRAES , MURKBESIRPIETECFCIENBELKBEENEIEE , ARERT
_Z’Fo

7. NTABGEN , BAENAGRA—INENR. AREMELNACPLIZME—K Amazon
Web Services Ik, ERBEREAASEMITEEN ARN W—H 26, BEEHRX S KN
E, ERFAEPaEFERAGENN (FlINEERREEY ) , AREHTRIKNE, BT
ZARAEAESI AZAR , it , ABRMETER , BT EREAREN.

8. ( Wik ) X TF Description ( #iR ) , WAFACRNIER,
9. REASG K RFEFVUEAE,

BB O E R AR
SRR LB RGBT ARG 0l R 17 8 B O IR,
Amazon Web Services EE 12 H &

02 17 4 B B8 4R ( Amazon Web Services B2 4 )

1. #TFF Amazon ECR #£#|& , Wit A https://console.aws.amazon.com/ecr/o
2. ESMEF , ERFEEERERNIZXSE,

3. ESMERTP , MERABEEMK. FHEELIEER,

4. HEFEEFEERERTEL , EFIEER,

BIE T B B AEAR API fR7s 2015-09-21 153


https://console.amazonaws.cn/ecr/

Amazon ECR AriEE

5. EHFTW1 . ENERTEL , ¥TERRFACEE , ERBENR , FERNA TR ENFHE
WAZAR , FEERE ECREMRFVERNR , FERNA T 5% X FEMEER
T TERN AR 7 E.

a. NMREFEFBENR, WEIBRTEEENABRRNEEETEZETIR. IRREBHL
MABERN /. B, 814 prod MNA T prod/ FLANMEE#EE. BERE , 6IR
prod/team MR A F I prod/team/ Tk FFE F 6 E,

b. WMRERE ECRIZEMRINEZIR , METHRRE S ROOT,

6. ENAXNKRT , EELENRFNAT WL Amazon ECR T, GEHHN
PULL_THROUGH_CACHE, CREATE_ON_PUSH %I REPLICATION,

7. EERRERF , WEREETRER , REEET—F,
8. EHRW2: FMFHELIEZEENHL , EECRARRUEZNFREENANFREREE
B

a. ERGHRETEMA  EREFEHANRSTERIRE, BXEZEL | BFSH B LEREGHR
Z7E Amazon ECR B =,

« U MREEEBZMEGHFEL | FHEBRMIET, BUATERRNEFRENEEE |
¥R Amazon ECR A LEFEFMNMEG, i K ERA - ETRSHRSIERN
BEAEHRSHERII X AER M ARLAMDERABERERF (%) REE S MELHRE,

o FHZE : MREEHUEBEREIRE | NIERLED |, FHEEFTENEHREH R
Gt , EERATFEETNAERENEERD, NRESHHEEFTENEIRZHR
£ , Amazon ECR f#iR[E ImageTagAlreadyExistsException, Lt4k , Bl —L
FAENRERANRSER , BHEF TERZHERTCAE P i AR B Aok B
& (%) RIEHE Z NN HEEINRE,

b. EMEZEREY , EREFANMBERE. AXESZEE , B3H #5N%E,

1%£3$% AES-256 B , Amazon ECR £ &8 Amazon Simple Storage Service & ME %
FANIRSS|IWMNE , NTEA AES-256 INZEEF B[ BIEHTNE ., WRFFEF4E
AR

1%£3#% Amazon KMS B , Amazon ECR £ B & Amazon Key Management Service

( Amazon KMS ) RiFEN ZAM RS SRR INE. HEERA Amazon KMS INEEKIER |
B LAE A B Amazon ECR Amazon EXEHEIAFEE R4 , LT LUEE B 2 # Amazon
KMS Z4R (MMABFREREH ) .
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® Note
FREENECE , FRENNRZRETEE R,

c. EFE#MENRF , BEEFEALERNENFEEENANFMEENRER, Bk
BREATHNEE  NRELNFERARAEE— JSON =™bl, BXEZEER , 55H
Amazon ECR FIVFAE FHEFE R BE o

d. EFEFELGEMRED | I5E R LEROIE N 74 B RN A R 76 B4 o5 B H RS
BRBUERERATHRSE  NEEILNERRAIEEFE -1 JSON Rbl, BXEZER | #F
£ 1£ Amazon ECR R EA A d B MR B3 EER K.

e. XN TEME Amazon #51% , IREXWERNEEESME A ILEROZE 1768 FEXBE TR
& RRERT—F, BXREZER , BZH £ Amazon ECR FHRCHE FiE,

f. XNWTE#ECEAS  BMNTHUXEGEREEBEN IAM A6 | UEEERTERF4#ER
L5 KMS if A TR FEQIRER (FIF RSN FRECERERLE IAM B8 ), RE
ﬁ?%jt_io

9. HLR3: FRHAVENEL A FRENFHEEFEVUERRIEENRE, ERFEETLHITE

Ko TEXIE , EFCIE,

Amazon CLI

Zcreate-repository-creation-template Amazon CLI % A F R BN EE MR IR F 6 EER

IR 7 2122484k ( Amazon CLI )

1. Amazon CLI f# & B create-repository-creation-template @i 5 HI B 48,

aws ecr create-repository-creation-template \
--generate-cli-skeleton

Zo TR IR T M E IR ERN T RIEE,

{
"appliedFor":[""], // string array, but valid are PULL_THROUGH_CACHE,

CREATE_ON_PUSH, and REPLICATION
"prefix": "string",
"description": "string",
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https://docs.amazonaws.cn/cli/latest/reference/ecr/create-repository-creation-template.html
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"imageTagMutability":
"MUTABLE" | "IMMUTABLE" | "IMMUTABLE_WITH_EXCLUSION"|"MUTABLE_WITH_EXCLUSION",
"imageTagMutabilityExclusionFilters": [
"filterType": "WILDCARD",
"filter": "string"
1,
"repositoryPolicy": "string",
"lifecyclePolicy": "string"
"encryptionConfiguration": {
"encryptionType": "AES256"|"KMS",

"kmsKey": "string"

.

"resourceTags": [
{

"Key": "string",
"Value": "string"

}

1,

"customRoleArn": "string", // must be a valid IAM Role ARN

2. FEAL—SHHNEEAERN repository-creation-template.json BX#F. BLERR
FERAFHEERRTE prod/* TRIBWEMAFHEEIRE KMS MBZFH |, ZREE A TFFMREGHIE
MEBEEIRRONFHE , REEBEHRR , SEIRBANREIH , HiRE AT ECR G
KMS Z4A H R RIRE examplekey P EBARREMENBEENAE,

{
"prefix": "prod",

"description": "For repositories cached from my PTC rule and in my
replication configuration that start with 'prod/'",

"appliedFor": ["PULL_THROUGH_CACHE", "CREATE_ON_PUSH", "REPLICATION"],

"encryptionConfiguration": {
"encryptionType": "KMS",

"kmsKey": "arn:aws:kms:us-west-2:111122223333:key/alb2c3d4-5678-90ab-

cdef-examplel1111"

1,
"resourceTags": [
{
"Key": "examplekey",
"Value": "examplevalue"
}
1,

"imageTagMutability": "IMMUTABLE_WITH_EXCLUSION",
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"imageTagMutabilityExclusionFilters": [

{

"filterType": "WILDCARD",

"filter": "latest"

},

{

"filterType": "WILDCARD",

"filter": "beta*"

}

]

"repositoryPolicy": "{\"Version\":\"2012-10-17\", \"Statement\":
[{\"Sid\":\"AllowPushPullIAMRole\",\"Effect\":\"Allow\",\"Principal\":{\"AWS\":
\"arn:aws:iam::111122223333:user\/IAMusername\"},\"Action\":[\"ecr:BatchGetImage
\",\"ecr:BatchCheckLayerAvailability\",\"ecr:CompletelLayerUpload\",
\"ecr:GetDownloadUrlForLayer\",\"ecr:InitiateLayerUpload\",\"ecr:PutImage\",
\"ecr:UploadLayerPart\"1}13}",

"lifecyclePolicy": "{\"rules\":[{\"rulePriority\":1,\"description\":\"Expire

images older than 14 days\",\"selection\":{\"tagStatus\":\"any\",\"countType
\":\"sinceImagePushed\",\"countUnit\":\"days\",\"countNumber\":14},\"action\":
{\"type\":\"expire\"}}1}",
"customRoleArn": "arn:aws:iam::111122223333:role/myRole"

3. FAUTHSRUEBEHELNEER, BESYEEEL—SPUBNEEXHNBHRRREN
T RHIFE repository-creation-template.json,

aws ecr create-repository-creation-template \
--cli-input-json file://repository-creation-template.json

BT F i E e B R AR

NRFEENFREFCIREREE  NANERITRE, KETHEFECIRENRS  FEEANATH
BER

/A Important
X EX 2 B Bl 4Y F8 BE F= EE R 0,
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Amazon Web Services BIEiE 4l &
EiREEMELEEMR ( Amazon Web Services EEEHIA )

$TFF Amazon ECR #2#14& , Mt Fhttps://console.aws.amazon.com/ecr/o
ESMES | RRERBNF6EEEERAENXE,

ESMBERSD , ERMEIEME , ARERRE.

MG A= Bk 3 17 0 B O AR AR

EEEEAEERNEL R ERBNFHEENERER,
MEBETHXED | EERE.

EENEFNEEIRE.

R ER N AN ERIREE,

© N o g bk~ w0 N =

Amazon CLI
EREFEEQEENR ( Amazon CLI)

8 Fupdate-repository-creation-template i = EF I B W 76 FE QI EER. HMIEEERD
prefix B, ATFRHIEHTHE prod BIRNFHE LI BER,

aws ecr update-repository-creation-template \
--prefix prod \
--image-tag-mutability="IMMUTABLE_WITH_EXCLUSION" \
--image-tag-mutability-exclusion-filters filterType=WILDCARD, filter=latest

WENREERT ENNFEEFEUEZERNFAESE.

1£ Amazon ECR A il Br =4 FE I Z & AR

EATFEEFECIRERG  BUTLUFERRR. BREFEFCIZERE  BRIFERIIEMTRNER , EN
ERIREFREFREREDEXRKRITR TH U ZNEAFEERRFAERINRE , FEREFEEFLEE
Ry THERE,

/A Important
R X 2 6626 176 B A AR
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Amazon Web Services BIEiE 4l &
i BR176% BE B 2 484X ( Amazon Web Services BIRIRHI A )

$TFF Amazon ECR #2#14& , Mt Fhttps://console.aws.amazon.com/ecr/o
ESES | EREMERE 176 F 2 EARPTE R X,

ESMBERT , fOERAEEMER, 76 F I 2ER,
EFHEQEEMRTE L | %53 EHBREY 764 E 0l 2 ER
ERETHRES | EEMRER,

o ~ w0 bh =

Amazon CLI

i BR 77 1 2 48 AR ( Amazon CLI )

£ H delete-repository-creation-template.html @5 Sl BRIVE W & FE G B EAR, LAUEEEIR
B prefix B, AT REIMBRT F A prod BIEH ZiEE I EE R

aws ecr delete-repository-creation-template \
--prefix prod

wmH A E R T SR ERFEECIZERAFERER.
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£ Amazon ECR H{E L& o B EI RIS B o) 5

Amazon ECR A AR BRER TN EFHEFRENETANEENE SRS, £mAHKEE
—IMEZWAN , FUWAN A Amazon ECR EX —NMEE, RBIEBL A HRRE PR EISRA |, BT
REFLEGEAHREPIEENIOEE 24 PRANESH#HTEAEIIH. = Amazon ECR ET £ EH

FREEATERIER |, RN Amazon CloudTrailFig{ I —NEH, BEXEZEL , E5H FAIC

% Amazon ECR #4E Amazon CloudTrail,

£ o B H R TERE

S HEABHRBHE-RXRBZZANER , XERNBEFHEEPHBLEEGRLH, EZRERAETEE
REERY , SAFERAETAREBRMERBANETARERANSHNESR , AEBEENARFEE.
FEGRABRRERNARFEEERS , ERNEREZMFERS 24 PR, % Amazon ECR ETF 4
AR BEHTIRER |, IXI$7E Amazon CloudTrail FiERA—NEH, BXEZER , 20 £H
i3 Amazon ECR #4E Amazon CloudTrailo

TEERT L EAREREITERE.

All rules are
Create lifecycle . |Save and run test | evaluated and » a TTi"Z ;‘:ﬁsﬁ :Jenn .| Review the o |[Apply the rules as
policy test rules 7| lifecycle policy "l  images are " p?ul e priority "|results of the test | | a lifecycle policy
marked

1. S-SRI,

2. REMNHEMANHFZITIR.

3. 4AHAYMKKITLRFEDAMAEAN , AHRIESMANZEHER,

4. RfE, o EAYPRKITERBEANEEREARN , AEREFERETBLEGRENIHRE
B, MNEERBFHE/ , RERES. Hlm , LERF 1 WANRETFRERR 2 AN,

5. EFNRGR , BRIMCH IR FRHBBRFS ST,

6. RN BRI Iy T P Y A an B A SRR
7. PIBR4EGHARKERE  CNZHERGEAESHRERN 24 M NEHHF™,
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4 on B B SR B A AL

S BRI (LS AT LR AR JSON |, iEFAEHN |, REETFEI N & RFix L
HNNATFEEETNESR, TNEFAMBEBRTETEAPER T LEXANZE, BXR0 , 55
Amazon ECR =Y 4 i B B SR RE BY 7R 451

- HSEMBEFETEEEFE , Amazon ECR £ IR & X BE H WM RS EFREH 24 /et
RNE TR FRXLETE,

o TCHNAE LRI , iFEREBLENTEFAERN, TEFAEARNG , FHREAR NN RN AXLE
F,

- RE-ZHEFRANF 2FEREGSBRFH.

- FHEMNREERNE G ER ML R RBRNMNE BT,

« ANKZETERICHESMHEARANRICHESK , BMRATLUFHIRZNRIHRF,

- ERBEFRENAERNESXRDTE — A —HNEIR,

« RE-ZFANTLLERRTENEMERS , TERERMFENE K,

- MRFEIKRSIATEEG , WNMRTERBRIFRERIIER , NZBGTEIHHEFY,

- FHnt AR L Kpushed_at_timeTBEFtransitioned_at_time , F EHBAERIBNEGZ

N, WRBRGEEN , ARELENEMIHRIE |, last_activated_atNFERAZEGNK
Fpushed_at_time,

- S EAHREHMN AT LIEE tagPatternList = tagPrefixList , (BEFEERATIEEX B /NiE
O, B2, —MNEWAPEBITREIESS NN , MARNANTERNEAEXNERSIFK, MR
tagPatternList = tagPrefixList EF N IIRLSEMAMGHIRZCHE |, MR R IZRE
X 2h IC e,

« {X¥E tagStatus A tagged BT BEEA tagPatternList = tagPrefixList ¥,

- fEAR tagPatternList , AESBERFMESRHFLTE , IRTZMREIEE, G, &
BRI AMEIESMSERN prod* |, NFEE AR prod FFLHVBRGFRZ | flE0 prod, prodl =
production-teaml, E# , MRBAMNFEESRHERN *prod* , NFTEE BZFBE prod BEREGIR
% |, 5130 repo-production = prod-team,

/A Important

BINFRERZSAUMERAENBEERS (* ). flI, ["*test*1*2*3",
"test*1*2*3*"] B, M ["test*1*2*3*4*5%6"] TN,
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- M tagPrefixList Bt , R tagPrefixlList EFK LI BEFIHEFZEESEMARGHIRE
DT |, W3R 7R 1% AR5 AL Th T EL.

« ¥ countUnitHAsinceImagePushedsinceImagePulled, H&fcountTypeF FERZS
#sinceImageTransitioned,

« B countType = imageCountMoreThan , B&FRIBEMNZ/DEIZKIBIH1THE
F , pushed_at_timeREME X TEEHENEGE T IHRFN.

« f£McountType = sinceImagePushedft , FIEBEIEE XK EGEH T IHEE
¥, pushed_at_time countNumber

- M countType = sinceImagePulled , FiERlast_recorded_pulltimeFiEEREK
HE B countNumber B 7. WRMAKREEBEE% , pushed_at_timelllfE A ZE KA
#Hlast_recorded_pulltime, MIREKREFH , AREIENETAMRIRE , EBERBMRER
MAKREES , last_activated_atNEAZEBHNKE last_recorded_pulltime,

« fEfcountType = sincelmageTransitionedi , FiERlast_archived_atFiIEEXRKNE
B & countNumber EF 3 5,

- BHARTERLIRIBEBIEF |, pushed_at_timeH BHBKERFTHWERBG 2T H,

£ Amazon ECR A8l 2 4 dp B Hi K BE Tl IS

BULEREREMERMEENAESARRK I EEANRGBIFEEELNN G E, ERFEREY
REE N B B 2 BT T AN R — MR ESK K,

(® Note

WMRIEMER Amazon ECR EH|IEBEBE TR XK IZFREENEAE , FE8 , £58
HASRBE AT REQ XY B2 Z R B X E VAR BRI T IR, Btk , MRETF B T EHIZheE , M2
WHEENF#®ES SN SN XFEMK S P ol — N B IRK,

BIBEHEARREETE (Amazon Web Services BRI H &)

fEhttps://console.aws.amazon.com/ecr/7Z % FE F T F Amazon ECR #2414,
MEES | ERaEEXNERITE GBI T N F6 EHN X,
ESMBERTHNIAEIMRT  EBTFHEE.

EAEERENE LER—NMERE , ARERARETHSIRERE R AR,
EZEMENEGERREBEL |, EREENEMAN, IR,

o kb w0 bdp =
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6.

10.

11.

NEANNRERBRREANEEATEAEE

a. NTANLER , MAZANELREES, RNETLRE T 4 a5 /E 1 KBS N K B2 IR
Fo 78/ LEFMS, A, RERN 1 AL ETLESRN 2 AN,

b. XNTFHMUMER , i AN ZEr B RN A B A,

c. NTBRERE , ZFEHKIC (BEMFEE ). B4 (TRER ) . RIFEHER

/A Important
WREBEEZSME , WEEEAFREEERENER.

d. ﬂﬂ%ﬂy{ﬁ%hj‘ﬁﬁﬁ’]mahlﬂ (BEATE ) , UNTEERTERACRNIRE , B LS
wHEBES (*) WEREHRZYIER , MERESNEGEARRBENTERE, Sl , RIZREH
59&1%1‘?167] prod, prodl, prod2 & , N LAERE prod* R FIEIX LAMRGEHITERME, W
REEZIME , IMEREEMEEERENER.

/A Important

BINFRHERZULUEANNEERF (* ). Hla0, ["*test*1*2*3",
"test*1*2*3*"] AW, M ["test*1*2*3*4*5*6" ] T,

e. MREMGRTEFRNECHINC (ATREE ) , UNTEERATHREENFREL , BUIEE—
NREFRLETIR | LUERBEENE A BRRBHITRE.

f. ECEEERA F,EE BERGOIRURNRE. ‘B LRICRKEREEUKRORE, ‘B
FHENRYE I BRITE, REEE—ME,

g. XNT N &RME , EEF I RN FE

h. &HER7F.

EE% 57 SUGIEEMN L a5 B RN
EETEREARRBEIKE  FHEBEREFETMNR,
ENHEREDHANNEEGTETS  EEEREHHRBTEHZIE,

MENMLLERAE , BEBRNANESEARREAZEFEENN N L FAHRE, ENEM
it ENAEREANRKE , SEYRHEGFE 24 MR IHHEY,
MRERNTARERTHE |, ATLRBR—NRS NN L ERFHEAN |, 2 -PRSIHANRBHRE
1, REBEENH,
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£ Amazon ECR AR Ff#& FE | B 4 on B B R BE

EAEHEAMRRKEIE-ANN , FREANFERERGIHRFE. BESEIHRRKE , @I
BBHE 24 NSRBI EFR.

® Note

WMREMER Amazon ECR EFIIBEBEARNXERIK IR FRENRAE , IR, £0F
HASKBE AT REQ XY B2 Z R MR KB VAR R T IR, Btk , MRETF B T EHIZhEE , M2
WHEEHNFH#ESEF NS MXEAMKS P el — Mo B R,

FRF M

BRESRR : SIBE4ATAHRETE  URITETAHREANSHIFHNBEEEFSENTH, &
XUBA |, IHS 1 Amazon ECR 8|24 BRI R IRK,

Bl 4 A HASKRE (Amazon Web Services BB &)

1. fEhttps://console.aws.amazon.com/ecr/1Z 4 EE R FTFF Amazon ECR 2 &l &
MNEFES | R ESEXH IR 4L a0 B H RS 76 B X,
ESMERTNRAEEIMRT , ERTHE,

EAEFEERE LERE-—NMEREE  REERRETRIIRERE S BHRRE,
EZFEENEGEPREIEL | EFIERN,
WMALEDEABRBRANHATFAER.

o o A W N

a. XNTRUWEER , MAZAUNREROES. ANETFORE T 4 652 1 R wEH N 89 B2 IR
Fo MUELEFBFHD , RERES. fFlwm , LERN 1 WANREETFTRERR 2 AR
e

b. XNTFHRUHER , i A ZEon B H RN A B A
c. NTBREGRE , AFREHKIC (BEMFEE ). E4ric (TRER ) . RIFEHER

/A Important
MREEZ ML, WEREFRBERERSNRR,
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d. ﬂﬂ%ﬂy{ﬁ%hj‘ﬁﬁﬁ’]mahlﬂ (BEMFTE )  WNTEERTERFCENFE , BANE
WHEBERM (*) WREHFEESIR , UERBENEDABRBITRE, flH0, RIRED
Hﬂﬁﬁiﬂﬁg prod, prodl, prod2 % , MALA$EE prod* KX AIHEX LMRGEHITERE, W0
REEZSIME , WMNEREEMAEEERENES.

/A Important

BINFRHERZULUEANNEERF (* ). Hla0, ["*test*1*2*3",
"test*1*2*3*"] AW, M ["test*1*2*3*4*5*6" ] T,

e. MREMGRTEFRNECHINC (ATREE ) , UNTEERATHREENFRL , BUIEE—
MNREFRETIR | LUERBEENE oA BRBHITRE.

f. ECEEERA F,EE BERGUIRURNRE. ‘B LICRKEREEUKRORE, ‘B
FHENRYE I BRITE, REEE—ME,

g. NT N RME , EEF I RN FE
h. &HER7F.
7. EESR5-7 LGEEMEmABRRBEAN,

Bl A& an B HASK BE (Amazon CLI)
1. REENHVBEGARRBENEEENE T

aws ecr describe-repositories

2. BIEENF policy.json ARG , HhIEEWAHRBNANSR, BXREMEHRETRA
2% Amazon ECR H iy 4 an B B R BE A = O,

3. BURERMEESWHSIACENEGREHRE JSON X445k 6) 8 4 & B H Kk

aws ecr put-lifecycle-policy \
--repository-name repository-name \
--lifecycle-policy-text file://policy.json

Amazon ECR R iy 4 #p B Hi SR B& 8 7~ 5

UTRAGIEmBRERE  HPERTIEE.
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EEEEXFBEMNESZELR |, i3 ®Amazon ECR A A G EHERE L. AXEHCIELEGRE
HARBE RV 1% 88 Amazon CLI , S 6l E £ B HI %K B (Amazon CLI).

& a0 /B H R BE AR AR

EEFHEEXRRZNMEEREAYRRBHANET. UTR2EREYREN JSON FEER,

{
"rules": [
{
"rulePriority": integer,
"description": "string",
"selection": {
"tagStatus": "tagged"|"untagged"|"any",
"tagPatternList": list<string>,
"tagPrefixList": list<string>,
"storageClass": "standard"|"archive",
"countType":
"imageCountMoreThan"|"sinceImagePushed" |"sinceImagePulled" |"sinceImageTransitioned",
"countUnit": "string",
"countNumber": integer
},
"action": {
"type": "expire"|"transition",
"targetStorageClass": "archive"

R IEE R R H R E

DTRRGERT — NREHEGEARREL |, ZREMEA prod* B tagPatternList RBREHR
L prod FFAWRZEH B EEREBE 14 RWBRGLTH,

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "tagged",
i A H R M EAR
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Amazon ECR

"tagPatternList": ["prod*"],
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14

},

"action": {
"type": "expire"

}

}
]
}

Ui 36 L I BB Y (]
ST RBIETR T R £ S AMRMEE | R QAR 0L KR BRI FRFH,

{
"rules": [
{
"rulePriority": 1,
"description": "Archive images not pulled in 90 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePulled",
"countUnit": "days",
"countNumber": 90
1,
"action": {
"type": "transition",
"targetStorageClass": "archive"
}
}
]
}
/A Important

sinceImagePulledit#HEH MAEtransitioniBE—EFEH, BETFEESexpirelRE—
BER. EREVECESMRESG , BAERANEIERFEF@EsinceInagePulled , R
JasinceImageTransitionedfEfexpireiR B EMIER. B S REFHEEREZRFER

ED 90 X, ARG aEMER.
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Y2 17 £ R B (8] 3 4T T %k
DTRAERT RN EWEAREE  ZRBEFSFHEIONEBI LRV EFEEGTH,

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images archived for more than 365 days",
"selection": {
"tagStatus": "any",
"storageClass": "archive",
"countType": "sinceImageTransitioned",
"countUnit": "days",
"countNumber": 365
.
"action": {
"type": "expire"
}
}
]
}
/A Important

sinceImageTransitioneditHE R KM Eexpiret@tEMarchiveFHE—EFEH. BFH
MM EFHERZEARERESD 90 X , AEFEEMIBR.

BIEGRHITHIFIL

UTREPERT — N RN ERBHREEE | ZRBEFRNERE - NARICHREH ETE EbREd
o

"rules": [
{
"rulePriority": 1,
"description": "Keep only one untagged image, expire all others",
"selection": {
"tagStatus": "untagged",
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"countType": "imageCountMoreThan",
"countNumber": 1

},

"action": {
"type": "expire"

}

}
]
}

B IE I 7 3%

LT ROEESRBRREPERSFZAN . FLRHT —AN RO N4 an B B R AR & RV

B,
A

FRENE

- BB A, LXK : ["beta-1", "prod-1"] , EH#IX : 10 XA]
-« BB, B, IZHRK : ["beta-2", "prod-2"] , BH#IX : 9 KAl

- BB C, ;LK : ["beta-3"], BHEE : 8 X

S BRI RE U
{
"rules": [
{

"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],

"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
.
{

RIEZ A HLN 736
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"rulePriority": 2,

"description": "Rule 2",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1

1,
"action": {
"type": "expire"

}

}
Lt A RENIZER
« AN FRRTEEBR prod XN ER. ERNEZMNEENEETBINCER , ERIRT-—IRED
HEE&ER. ©FRE ARCHATEH,
« AN 2 FRRTHEBR beta REMNHER. ENEZMNEENRBITHIFCESR , ERRT—IHED

HEERR, EFREANE&BIRCATH. R, Al 1 ERFERE A, IREEKB EIH ,
MeBRAN 1, Bk,

- R B&RACSTH,

~l B
XEMENREER  ERNEERIAFAERUABRRER,
EHEANS

- B/ A, LYK : ["beta-1", "prod-1"] , BH#EE : 10 KAl
- BE B, ;RZHIRK : ["beta-2", "prod-2" , BHERE : 9 K
- 8% C, IRZIHIRK : ['beta-3"], SH#E : 8 XAl

4 EH SRR SIS
{
"rules": [
{

"rulePriority": 1,
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"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1

},
"action": {
"type": "expire"
}
},
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
}

A AR ZER
« AN 1 FRRTEBR beta REMNHER. ENEZMNEENRBITHIFCESR , ERRT—IHED
HEERR, EAAEIME=TEE , AHEE A NRE& B frichIH,

« AN 2 FRATHEBIR prod RENHER. ENZMNZENRERITHERICESR , ERRT—IHED
HNEE&ER. EFREIEMAEE  RNFAMETHREEGELEAN 1 /712 , Rk F 2RI HMER
&

- ER . HEHBANBEIH.

FEEANHN P IEE S PIRE

UTFROFENANFHNSMrERERIEE T EREAYPRBE L EHRHT —NROFERENEGRE
SRS LA R 45 REV UL
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T~ A

HEEAMNN EEESMIEEAN | RELTEREH HAREE N TE,
FRENE

- BB A, RS
- BEB, i
- B C, HRXF
- BB D, HrXF
- BRE, L
- BB F, F¥7

—

% : ["alpha-1"] , B#% : 12 X8I
& : ['beta-1"] , SHEZE : 11 XB(

5z : ["alpha-2", "beta-2"] , EH#E3E : 10 X8I
& : ["alpha-3"] , BH#X : 4 Xl

% ['beta-3"], BHE - 3 KT

& : ['alpha-4", "beta-4"] , BH#EE : 2 KHI

e " T

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*", "beta*"],
"countType": "sinceImagePushed",
"countNumber": 5,
"countUnit": "days"
3,
"action": {
"type": "expire"
}
}
]
}

A AR ZER

« AN 1 ATRFPRIZHEBIR alpha Mbeta R, EAUEIRGE C M F, ENZRICEIRERX
MGG  B& C FELERML

- R RGECETH,
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T~ B

BUR RO BARRE R R2IE SR,
FRENE

BB A, }REFIK : ["alpha-1", "beta-1", "gamma-1"] , B#iX : 10 K&
« B& B, HFZ5|K : ["alpha-2", "beta-2"] , B#iX : 9 XF]
- B8] C, }rZFIK : ["alpha-3", "beta-3", "gamma-2"] , SH#iX : 8 K&l

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*", "beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1
1,
"action": {
"type": "expire"
}
}
]
}

L EHRENZER

o FN 1 AT RBFRIEERE alpha fMbeta WG, TSRAILBRMENES. SHNZNKRENESB
FEFiCER , BRI T —IMREPHLEEESR. ©NESR D eI,

° . @A*ﬂBE Eﬂo

TR RE&

U4 ARREROEEEETRMERMFNERES. WARM T —/NREIT4E E N4 5 B 1 KRk
LR S RE LA
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RAriEmE

T~ A

THERTNATHRERANERRE —MEGHEME EOR G YR £ o B RKIE %,

FHRERR

« B& A, FFZH|EK : ["alpha-1"], BH#IX : 4 X#i
- B& B, IRXYK : ["beta-1"] , BHEE : 3 KHI
- BIRC, IR [, BHIE 2 XFT

« 8% D, /RZIIK : ["alpha-2" , B : 1 XFI

{
"rules":
{
}
]
}

[

"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1
},
"action": {
"type": "expire"

}

L A RENZEER

« AN 1 RRFERES. EWNAERREKA. B, CH D, ENZESHREZANMERAMLEST
H, BRESA. B CHiZHAITH,

- ER HBA BHCEIH,

T~ B

LUTRBIGER TR ERN KRB A SE — MR E AR,

FRENE

TR A R &
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- BBRA, RZHIE
BhH B, %X [, BHE : 3 X
BB C, #ZFK : ["alpha-2" , BH#E : 2 K&l

« 8% D, HZHK : ['githash"] , BHEIE : 1 X#0

BIRE , FRZHIXR [, BHEE 1 XA

["alpha-1", "beta-1"] , B H#EIE : 4 KAl

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*"],
"countType": "imageCountMoreThan",
"countNumber": 1
},
"action": {
"type": "expire"
}
},
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "untagged",
"countType": "sincelImagePushed",
"countUnit": "days",
"countNumber": 1
.
"action": {
"type": "expire"
}
.
{
"rulePriority": 3,
"description": "Rule 3",
"selection": {
"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1
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}I

"action": {

"type": "expire"

}

A AR ZER

« AN 1 FRRFEBIR alpha HRENER. TRIEHK AN Co ENZREZFTREGHFERRER
EAEH. eRE&ARCATEH.

o AN 2 FRIRRIFIEHER. ETIRBIEHEGE B M E, ENIZFMERE —XWEGIFZHITH, ©
HEE& B RS AT H,

- M 3HFRABEES. TRIIKFHKRA. B. C. DME, ENZREFEFEGHHEREGIFIZAT

H, BR , EXERIERBE A, B, CRE, ANENHARERESHMMIAL, ©FEHEEK D IRCH
T,

- R HBEA BMDEIH,

GZEBNY
STROIETR T F RGP R G0 S A g
im0 £ TE R B9 B

UTRAZRT —MESEMEY | ZHMAT RS U kprod AR FE 30 XA -

"rules": [

"rulePriority": 1,
"description": "Archive production images older than 30 days",
"selection": {

"tagStatus": "tagged",

"tagPatternList": ["prod*"],

"countType": "sinceImagePushed",

"countUnit": "days",

"countNumber": 30
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"action": {
"type": "transition",
"targetStorageClass": "archive"

FHAEEERBARNNE R
T RIS R T 744 90 R RIBEEY BRI £ 0 B RS

{
"rules": [
{
"rulePriority": 1,
"description": "Archive images not pulled in 90 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePulled",
"countUnit": "days",
"countNumber": 90
.
"action": {
"type": "transition",
"targetStorageClass": "archive"
}
}
]
}

B HFHENT BN

LUTREIERT —NEMBEAERRE | ZXBATER 30 RULNEG , AR NEFEREBE 365 RHWE %
KATH -

(® Note
FHEGNREFEBRN 90 X, LT eelE L FHRERM R FR DT 90 RHWE
Bo WMRELFMERFENEDT 90 RWE R |, MFEMEA batch-delete-image API , {B&FE
EER 90 KAy &8 17 B 8 14 52,
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{
"rules": [
{
"rulePriority": 1,
"description": "Archive images older than 3@ days",
"selection": {
"tagStatus": "any",
"countType": "sincelmagePushed",
"countUnit": "days",
"countNumber": 30
.
"action": {
"type": "transition",
"targetStorageClass": "archive"
}
1,
{
"rulePriority": 2,
"description": "Expire images archived for more than 365 days",
"selection": {
"tagStatus": "any",
"storageClass": "archive",
"countType": "sinceImageTransitioned",
"countUnit": "days",
"countNumber": 365
1,
"action": {
"type": "expire"
}
}
]
}

Amazon ECR H AT BRI E 1t

Ao AR ERUTEML,

EEE4EMAPEBN R , BSHAmazon ECR F A AR =6, BXERACIEEGAH
KBS ULEA Amazon CLI , 12 F 02 4 v A HI %K B (Amazon CLI),
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L S 4

rulePriority

EKH . B
REMAANBIRE , MEEIS. RAERN 1NEGARRBANEENA , RERHN 2 AN
T—NRA , KEHE, YEQEMNEGERRERNMANE , DTS NANRF—NE—
rulePriority B, B2 , ERBEHPNEANZE , BEFRFEINF. EF tagStatus B any B
MW AREFKAMN rulePriority EH B&EH T,

98

description
KA . FRHH

(RIIE) $R 4 a5 B HA SR S R AL Y R IR

RERDS
tagStatus

KR R

fim

HWEEZRMNEGEAPRBEANRENERIEENRS, AEINETIIE tagged, untagged
=® any. MREEE any , WAMBRGHIBBEEATITEHMN, WMRIEEtagged , MIESM
JEE—/tagPrefixList=s %M tagPatternList{E, MR Euntagged , ML EETE
B&tagPrefixList#fl, tagPatternlList
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Amazon ECR ArfEm
FREBE R IR

tagPatternList

A : list[string]
IEI : tagStatus RERNEFrIE"BKRIEE tagPrefixList B , A EM

NEMRICH RGO B E R E RN , RESSKEMEA tagPatternList REEESHIHFZ,
BATEELES S BA TS EEES (¥ ) WREHRIERIIR , MERBERIIRKTESE
BASRBRIRAE, HII0 | BRIRBEARIEH prod, prodl, prod2 & , M A LAERAIREEX IR prod*
RIEEMAXEMEG, WREBEZIMHZ , MINEREEMEREERSHNER.

/A Important

BINFRBERZSAUMERAENEERS (* ). flm, ["*test*1*2*3",
"test*1*2*3*"] B, M ["test*1*2*3*4*5%6"] KM,

RERTR IR
tagPrefixList
KA : list[string]
MR : tagStatus REANERFIC’BERIEE tagPatternList BY , BHEI

REZIEET "tagStatus": "tagged" {EXRIEE tagPatternList BNFER, BUAIEEN
ES7RHEGIRIIASIR , MERFBLIIRNTEGEAHRKRME, S0, MRENEGEIR
i8R prod. prodl, prod2 & , M LAERAIREHI prod UEEFMEXLERE, MREBESZAN
BE  M{UEREEMBEEEREN R R,

TFfE R

storageClass

KR ZHH

AMEDL : 2, R countTypeR sinceImageTransitioned
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ZHANF OER ZEFHEINNE SR, f£HimageCountMoreThan, = o countType
sinceImagePushed f B¥sinceImagePulled , M —Z M ERstandard. EAITTHER
FfsinceImageTransitioned , XRH4FEW , E—XFWERarchive, MRERKLLIN |
N|standardfFERANES

e ES]

countType

EEZENATHREITHRE,

MR countType i BN imageCountMoreThan , & A LAIETE

countNumber A@IZ—MHN , BT REFEEFFENREGHRERS. MR
EcountTypeisinceImagePushedsinceImagePulledsinceImageTransitioned, I ,
N3& | LAE ZE countUnit M countNumber SRiE E 77 4& B 5 77 1£ B B & 1Y B 18] BR %1

TR
countUnit
KA . ZHFH

WA : 2 | RcountTypeXikE N sinceImagePushedsinceImagePulled, EiAY

sinceImageTransitioned
BREITHEN days tERBTE S , BRibz Sk , BHEE countNumber RRKEK.

RAETE countType is sinceImagePushed sinceImagePulled, or B RigEL
{EsinceImageTransitioned ; MMREEITHENV A EAHEME , countTypell& HIEE IR,

i
countNumber

KR . B
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= MEeE - B
=ERMNE 2

EETHHE, TEINENEEY (0 TRUEZNE).

MRFEAK countType  imageCountMoreThan , MZERNEFZEEEEEFRENEEN
BABE, MEMFEHAMN countType & sinceImagePushed , MZE N E &R K EHRHR,
MRcountTypeffAMIRsinceImagePulled , MZELE EXNEERGURNREAXRE, W
RcountTypefEAMRsinceImageTransitioned , NZEN BERBREMLURNZE R KK,

Action
type
KA ZHH,

EERERE, XiSWENexpire (MERES ) Mtransition (FEGBHINFETFE) .
targetStorageClass

RKH . FHRHH
HIEI 2, R typeR transition

BHRELnARREHRGDEINFERS. archiveRM —XFNE,
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Pull-time E#HEBRIN

Amazon ECR £F #HiE8 /X hHlLastRecordedPullTime IRt , Inspector BRI ENER L. Amazon
Pull-time EFHERR R VFEIEE IAM B ARNs |, XA S EN ENE GET T R 5 # E G A AT R |, 5Ia058
=735 ( Bl Crowdstrike. Snyk F Trivy ) W EESE. XX FAFURXNWEELEFTFESS
Bt ) 82 00 4 i B B SR B R SR Y CI/CD BMEE B A,

HHRIIRFHACNNEGE , R EFRETE, FAEGACHSUEFTIHAIEE ( H51T
) o BMNKFE&RZALEE 100 NHEBRD

B F & i EHT BRI
EEEHMA EFHRI , LR 1AM R -

« ecr:CreatePullTimeUpdateExclusion— BEFFHAE ARN FINEHEBRFIRANPR
 ecr:DeletePullTimeUpdateExclusion— ZFMNIEBRFIZRFMIBRAE ARN BIFR,
« ecr:ListPullTimeUpdateExclusions— & F %I HHEBRFIZK ARNs HFTE B BHINER,

@ Note

YRAEEiam: PassRoleifAJ, Amazon ECR FA&ABHITRIENAE | ©VERIEKREE
ARNSs k8 7E 2 7 B 5 5 B 589 IR BT 8]

& A LA Amazon ECR ##l&5 CLI B IR EHFINER. Amazon
Amazon Web Services BIRiE 4| &

B &R ERTHEBRIT ()Amazon Web Services EE1ZH| &

1. EEIMR/FMEFITH Amazon ECR ##|A& https://console.aws.amazon.com/ecr/
2. MN&mEd | ERXHE,

3. ESMERP | &R BEIMR". DHEMRE" , AFERF Pul-time ERTHERIL,

4. ENINBERRDL , WEEFRRNMEEERT , MASE ARN , RFIEFEHM.

5. EMBRBEBRI , BMIIRFIEFEAE ARN , REEERER.

6.

EERMAHRM , JIRNETHTEEREN AR ARNS,
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https://console.amazonaws.cn/ecr/private-registry/repositories

Amazon ECR

RAriEmE

Amazon CLI
A1 22 $7 BR Bt 58 % HE BRI

«  {EMcreate-pull-time-update-exclusion&s + [ A& & ARN R IIZIHEBRFI X :

aws ecr create-pull-time-update-exclusion \
--role-axrn arn:aws:iam::123456789012:role/scanner-role

ZnSREAE ARN FolZEaf [

"roleArn": "arn:aws:iam::123456789012:role/scanner-role",
"createdAt": 1745531331.0

T B 51 B Bt BB 7 HEBRIN

{§ A delete-pull-time-update-exclusion s = MBEBR 51| 3R A i BR & & ARN :

aws ecr delete-pull-time-update-exclusion \
--role-arn arn:aws:iam::123456789012:role/scanner-role

ZonRE IR A E ARN :

{

"roleArn": "arn:aws:iam::123456789012:role/scanner-role"

}

Bk H7 At 5 R BEBR I

1. fEAlist-pull-time-update-exclusions @i+ 5| H HEBR 5 3k ARNs FHIFFE AR :

aws ecr list-pull-time-update-exclusions

MRARECEB PRI, M ZeHROEE—PZEFIE

{

B E L EHTHERRI
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Amazon ECR

RAriEmE

"pullTimeUpdateExclusions": []

MREE T HRI , WZS T RHEE S S ARNsHIX

"pullTimeUpdateExclusions": [
"arn:aws:iam::123456789012:ro0le/security-role"

2. EXNSERMITOT , HEMA--max-resultsf--next-tokenZ# :

aws ecr list-pull-time-update-exclusions \
--max-results 4

ZHERZEREEEHENE R  nextTokenNBEELELERTA , MRE :

{

"pullTimeUpdateExclusions": [
"arn:aws:iam::123456789012:role/security-rolel",
"arn:aws:iam::123456789012:ro0le/security-role2",
"arn:aws:iam::123456789012:role/security-role3",
"arn:aws:iam::123456789012:ro0le/security-role4"

1,
"nextToken": "ukD72mdD/mC8b5xV3susmlzzaTgp3hKwR9nRUW1lyZZ79..."
}

ERET—TMWER , BEH LnextToken— NN :

aws ecr list-pull-time-update-exclusions \
--max-results 4 \

--next-token ukD72mdD/mC8b5xV3susmIzzaTgp3hKwROnRUW1yZZ79. ..

BB BRI E S

£ AR ENAY BT HEBRTIAY , BERUATILR ¢

o FIHBEBRIAYEBRIATTEI KN A 100, BAILAEAFmaxResultsHnextTokenS B M 5 7,

LB PRI EEEM
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- {NEEFZIEH ARN 2 ARNs B IAM A,

- MREBZRVBEEFENBRT , MW BExclusionAlreadyExistsExceptiondgiRHE., M
REBZ AR FEMHEBRIT , M2 W FExclusionNotFoundExceptionffiRiE .
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Amazon Elastic Container Registry I Z £ 4

=R4 Amazon EEPRZE, fEN Amazon BF , AUl R T ENREASHELLHRBEALINE
RN EIREH O ELEN,

ZERNTA Amazon WEAERE, TEAERXNREERN N ZREUENEH LMK

« =EE — Amazon AR E Amazon =HIZ1T Amazon IRFHEMZEN, Amazon ik R H
A LREFEANERS . Third-party¥ENAmazon &Mt RN —E 5 |, FitMERN XA IERN L
SN EUM, ETHERT Amazon ECR BWEHMITK , S HE SN 1T XISEE A Amazon R

>3

« DIRBE-EHREHEER Amazon RSRE. BEFENHMRARZNT , SHEEN BRIV
M, BRNTNERUKERREREM,

R

R BR T A SR Amazon ECR RN ARMEHREERN ., T EEHBMMEE Amazon
ECR URIMLN T2 M MEM M B IR, LENZET AR EM Amazon BRSS R A B &R R MR &
#9 Amazon ECR &R

FH

« J&FF Amazon Elastic Container Registry # Identity and Access Management

« Amazon ECR FHBERHF

« Amazon Elastic Container Registry B4 #1318 1F

« Amazon Elastic Registry R ERIREL 2%

- Cross-service JREL K BIF By

i& T Amazon Elastic Container Registry BY Identity and Access
Management

Amazon Identity and Access Management (IAM) Amazon Web Services fRSS TJ#BIEE A T2 #hig
H3 Amazon BRI A ENR. 1AM EEZEGETUAED S ORIE (2% ) IR (2GR ) &
F Amazon ECR &R, &AILAEA IAM Amazon Web Services RS , TEXFFA T,

ES

&

MH
o
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https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/programs/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/

Amazon ECR ArfEm
- ERASBHITHHEIUE

- EARKEERH

« Amazon Elastic Container Registry #1fil 5 IAM £ & 1 F

« Amazon #M B EEM I Identity-based FK#E =5l

» {8 Tag-Based i [Al3 &

« Amazon Amazon ¥ M A RIEMRNEE R

+ ¥ Amazon ECR A BRSHEXAE

+ #EZ& Amazon Elastic Container Registry B & 17 11/ 8] #% FR 6] &

AR

& E 53X Amazon Identity and Access Management (IAM) RE&HN A G R :
s REAF : MRETEHEINEE , BNEER AL ERNR (12 EEZE Amazon Elastic Container
Registry 8 5 43 #1/ (8] X BR 2] &2 )

- RFEER : BEAFHENBRHARRINRIER ( FZFAmazon Elastic Container Registry #11i5
IAM & &6 )

- IAMBER . REATEBRHRNRENERE (152 FAmazon M AR EME Identity-based KB
Bl)

£ & 21T B IR AIE

SRR RE Amazon EASHEIIEZMN AR . B4 IAM AP 593175 9%IE Amazon Web
Services lKFHRAF , BFEIEFE IAM BE2H#1TEHRILE,

X F4mRBTE , Amazon 2 SDK M CLI R ERETMHELE. BXREZEE , F2H (AM A
iEr) PHERT APl iEREAmazon LR 4,

Amazon Web Services Ik 1A

B2 8t Amazon Web Services Il |, BB —18 R Amazon Web Services Ik root i F° Y & %
5% , 2B/ AT LA RIFTE AR Amazon Web Services R% MER. RITBIUBWTFEFHAR
BAP#THEERES. BXEXRBAFEZIENES , 555 (IAM BFER) PHNEERE AP EIENE

Fo
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_sigv.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks

Amazon ECR AriEE

IAM A P EF4A

IAM AF RN ENMARABINAERFEERENRN —1MNE 40, BEWEAIRREIE , MIEEFKIAEILE
BIAM AP, BXEZEE , BSH IAM AFRERTNERALAFPFEASHRESNEE 5 HRIE
= BE Amazon 5 F e BsHE BB 1TIH R,

IAM EiEE—4A IAM AP, ETERNMN REBRAFRTNREER, AXESEE , HZH (AM A
FiEmE) B/ IAM A F A RS,

IAM B

IAM AEREERENRNER , TREREIE. SUBIMNAFYERE IAM A6 (BFE ) =
@M Amazon CLI =% Amazon APl BERRABE., EXEZEE , B5H (IAM AFiEm) HiviE
EABHNEE.

IAM B FERREAFHE, met IAM BFRRR, BIKFiGE, BRSHRIAKRTE Amazon EC2 Liz
THRARERFEEER. BEXEZER , B5H (AM AFEE) B8 IAM F Y EIK P &R,

£ F SR E IR 17 )

A1 LA Amazon B3I 62 K e 3 H T N2l Amazon H A= RIFERZEHE PR IHRINER. REEXL TS
SO WARRKIHNR, Amazon EEFHARHFERMTERILER R, KSEHRBEEL JSON X
By Amazon FEXFHEEH. BX JSON RBNENESEE , S5 (IAM AFER) S8 JSON &
BRI

EERAERARE B E A E R B LS4 T BLE R RN THRLEREREEERNIE R

o

N

MANBERT , ARFMARRENR, IAM EER 62 IAM REFRERIZ AT , REAFAILEE
EXEAG, IAMRBEENER , BHITREMANG ETX.

|dentity-based B

Identity-based KRB &M MBS ( A/, HAAE ) B9 JSON R FRE Y, XLREEH S0
DHATHABRE, IMEFFRRITUREFALAZETIT. ETHRNANERETSMHER  ES5H
(AM BFRiEm) PEAEREBERRBEN HENL IAM R,

|dentity-based REE AT AR AR REE ( EEBRAZENG GO ) AEERE (MBS NEHHIMIR
B) . ETHRIMAERERENAKKR BIHTER , FSH (AM AFERE) FRNEREERS
REK SR BE 2 R HE1T IR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_groups.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html

Amazon ECR AriEE

Resource-based B

Resource-based K BE 2 &M NEIEJREY JSON KBE M #, R~UIEIE IAM BEEEEEEF Amazon S3
FHERE, EXBETERNRBNERS Y  RSEEAWUSEACIIREFSERRENIFR, &
HRTER T RIROREEPIEE K,

Resource-based R RN T IZRESHTHNEKEE, BT EETRENRERER IAM £ Amazon
EXRE,

Hfth R EE SR
Amazon XIFHMRMAR  XERMARTLUZBERNHRMERBFHRANR :

« NRLR-REETENPNERBALUEZET IAM ZEHNBEANE, EXEZEL , H5H (IAM BF
EE) T IAM SRR AR R,

- PRSIEHIZKRE ( SCP ) — $8E Amazon Organizations AL AL B THRANER, BXESZE
B , %3 (Amazon Organizations FAFF#8/) R RS ILEIFRE

o WREFIFKRE (RCP)-RENKFPARENERXATANRE,. BXEZEL , 55H (Amazon
Organizations M) PR RZEFHIER (RCP) .,

- RERK -ERACEKRSAFCBIBRSERN , EASBEENEREK, BEXEZER  BES
5 {IAM AFPiEm) PHSERR,

\

S REGRE

S NRBEMNRBEEA T —MERE , ERNNREMERNEIER, BT HRELSR SRR
4T Amazon BEREB A IER , S IAM AP ERP R RETEEE,

Amazon Elastic Container Registry I 5 |IAM &4

EEA IAM EEX Amazon ECR WA RIXBRZ 8 , &% 7 #EELE IAM Zh8E R A T Amazon ECR.
E4H T f## Amazon ECR FlE ftt Amazon BRE A E IAM Bi&EA | 555 IAM BFREREYNES
IAM B2 & 5 A 9 Amazon iR

F&
- 5% ECR BUR Identity-based

« Amazon ECR E T &R KR
« EF Amazon ECR #ZE B2
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon ECR AriEE

« Amazon ECR IAM A&

I 5# ECR BUK Identity-based

BEEA IAM ET SRR |, S EE AT RELNVRENRIRUKR R FHIELRENF
ffo Amazon ECR XIFEFEMRE. BEMFZMER. ETHE JSON REFERANMELE , SR
C(IAM AIF#E®) HHY IAM JSON KB TESE,

BRI

EIE R W LAEA Amazon JSON REEREEERNIARMT L, BRRY , WA EMAATLN T ATIRR
1THRE , UREMALAFZH T,

JSON ZHEEHY Action TEMA A THEREF AFRIELILFARE, EREPISHREARTR
TRERIRFRI R,

Amazon ECR AR IREEREREFERAUTEIR : ecr:o Hl0 , ERFEAMEA Amazon ECR

CreateRepository APl #4ERIE Amazon ECR F&EMNR , BRI ecr:CreateRepository
BEMNAHREFR, FEBIFOMLIEE Action = NotAction ;tHR, Amazon ECR EX T —4 BT
R4 , SRR BT UERZRSMITHES

EESENMEAPEESIRE  BEAZSHENRT , TR :
"Action": [

"ecr:actionl",
"ecr:action2"

BT ERBES (%) BEZSMRE, Hln , EIEELLEE Describe FFKWIFTERE , BFEUT
BE

"Action": "ecr:Describe*"

E & F Amazon ECR ®#EMFI%K , HZH IAM AAFEREH R Amazon Elastic Container Registry F#
5. BRAMZHE,

RIR

B R W LAER Amazon JSON REERIEEERMIGRMH L, BRRY , WA EMAATLN M ATIRR
1TRE |, UREMAAFZHATHIT,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html

Amazon ECR AriEE

Resource JSON R, TEIREEMENAREN —NMNHZ AR, FAZRESE , FFEHAE Amazon
HREW (ARN) EERR. WTFAZEBERBERNRWIREE , EEABERA () ERBEANATHMER

3]
Do

"Resource": "*"

Amazon ECR FERREAF LT ARN :

arn:${Partition}:ecr:${Region}:${Account}:repository/${Repository-name}

Bx ARN XN EZEE |, S A mazon BFEZF (ARN) F1 Amazon RS & ZEE,

Flan , EEBADHIEE us-east-1 X HH my-repo F6EE , IEFEALLT ARN :

"Resource": "arn:aws:ecr:us-east-1:123456789012:repository/my-repo"
EEERTREKSHFAEEME | BEMABESR (%)

"Resource": "arn:aws:ecr:us-east-1:123456789012:repository/*"
EEEMEAPEESIRR , BEAES DR ARN.

"Resource": [
"resourcel",
"resource2"

E&EE Amazon ECR #REE K H ARN H5I%k , HSH IAM AP ER*H Amazon Elastic
Container Registry EXLHHER. B THEA UERABLIREEESNREN ARN |, i H Amazon
Elastic Container Registry & Y B2 1E.

i

B R W LAER Amazon JSON REERIEEERMIARMT L, BRRY , WA EMAATL M ATIRR
1TRE , UREMALAFHATHIT,

Condition TERBENNZRMHEEFVMENIT. BALGIRBERZEZEN (FlW, FFTH
T ) WEHRER , MERBPINFAEERPHEMETE, EEE/RE Amazon 2/5F4R , F5
59 IAM Al P iEE R Amazon £ B %4 £ T UEHA.

Amazon Elastic Container Registry 21fi]5 IAM £ & API JRZ 2015-09-21 192


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/general/latest/gr/aws-arns-and-namespaces.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html

Amazon ECR AriEE

Amazon ECR EXN TEHOCW—HZXHR K EAXFEA—LE2REZHHE. EEEMEA Amazon £R&H
# FZE IAM BFPERT M Amazon £ FEH ETXEHR,

K% Amazon ECR ##/E# % #F aws:ResourceTag M ecr:ResourceTag &#@., BEXESZE
B, #3® £/ Tag-Based 1hE)32 4],

E&E & Amazon ECR &##1M %%k , 55 IAM AP M * K Amazon Elastic Container Registry
NHERHE, ETHRETUNBLRENZREMASZER , 55 Amazon Elastic Container Registry
EXHRE,

R~

EEF Amazon ECR ET 5B RN A , S Amazon # A SREME Identity-based K=
%l

Amazon ECR E T &R KB

Resource-based K2 JSON REEXH , ATHEREZREATUEMFALEZHF T Amazon ECR &R
THRLEIRIE, Amazon ECR X S# ECR FH#EMNE T HRIRMNPRERL, Resource-based i

AWERFREAEMKFRFEANE, ZEUERAETRRERNERL AT Amazon BRF G RIER
Amazon ECR Zf4FE,

ESABEK/AE , BRLCHENKFSEMKS P IAM ZAEERETRERNERINEREA
HEK,EHRRINFETRENEBARERIGEXRIEN —¥ME. SZERANRRULTTEH
Amazon Ik HE , EBEAMEEEAKRER FIHRTRHNR, BEET 5509 SR e M2 sS4k
DEFRR. B , MRETHRFENRBEQRER —NES PN EERRTIHENR , WEETSHER
RARFEHNE Amazon ECR BEENR.,. EXEZELR , BZH IAM AFEEYH IAM AE5
Resource-based K B&HY X 5o

Amazon ECR BRSMNF—MREMNE T HRVERE (FARB[RE ) |, XFREHNBFRE. X
NERBENPLEERASZE (KF, B, SENRSS0AF, ) AINEFREE LRTRE. ETHED
R E T RIRH KM INEFEE |, HSAmazon ECR HHYFAE 176 FE 5K B

® Note
f£ Amazon ECR T2 EREE S |, KEEJTHE Sid X#F IAM policy FTF X9 H At = £FF 8] BB,

R~
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-policy-keys
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-policy-keys
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html

Amazon ECR AriEE

E#EE Amazon ECR ET &R EEERH , 55 H Amazon ECR FIFAE 76 FE R B R A |

E T Amazon ECR RZ R E1Y

&R LU R Bt 0B Amazon ECR BIR , EEE RPRHREAZRIEL Amazon ECR, EE THREEE
hE , BEEMA ecr:ResourceTag/key-nameaws:RequestTag/key-name B j?, aws: TagKeys
FUERERBORETEDRBIILEFE . BXIFE Amazon ECR BRNESER , BSH &
Amazon ECR R ictAE FiE E.

EZEEETHONER ( ATRERFE LMRZRBHXNZERTHE ) WRE, E55 £/ Tag-
Based iR #2 &,

Amazon ECR IAM & &
| AM £ & 2&8 Amazon K F BB 45 E N R AY LK,
i et EUE AT Amazon ECR

AILAE R EIE# THREEHRIEER , 2K IAM A€o REKS A, S0 LUE S
FAssumeRoles 23 # Amazon STS AP #4EKIREUIE Bt =2 £ UE 5 GetFederationToken,

Amazon ECR X A Im et i,
Service-linked &

Service-linked A& A Amazon RE AR MRS PR FEURKRETHIEIE, Service-linked &
HIMERE IAM KPR HIARSFIE, IAM BB AT UEEBTREREBRS XA CNPR,

Amazon ECR X#ERESHRAR, EXEZEELR |, 55 X Amazon ECR ERRSHKAR,

Amazon # R EFEMEK Identity-based K& R

BAMBRT , AFNARXELESEH Amazon ECR RIRNRR. ERTFAFLPXNAERRNITERSE
KRR , IAM B2 7 o] BB 1AM SR HE,

BT RMAERXLRSG JSON REXHEGIEET IAM HHHERE |, 56 (IAM BFiERE) P8
2 IAM X (258 ) .

X Amazon ECR EXMBREMAREKENFMER , SRS RRREN ARN BX |, BZHARSF
FESE i Amazon Elastic Container Registry FVI24E. FRMFEHR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
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https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/service-authorization/latest/reference/ecr.html

Amazon ECR AriEE

BT RMAERX LR JSON KEE 62 IAM ET S HONEK , 5K (AM BFERE) 9/ &
JSON JET+ L 632 KK

£}

- RMREXE

- f£F Amazon ECR ##|&

- ATHAPEEMHATIE SR

« A —4 Amazon ECR Zf&E

REERIEREK

Identity-based REERE T 2B BEATUELNKF P OIZE, HRISMER Amazon ECR &R, XLE#
ETIBE2F Amazon Web Services IKF =4 KA, BIBRRmEE T O REAN , BEFUATERMN
B

- FaEA Amazon RERBEH ERRENRENRE — EFBEAFMIEARR TR , EEART
ZELAGIRTINENAMmazon EEXE, SIIERMNRAF A Amazon Web Services Ik,
B NEEN E LS AR Amazon BEFREREKEHE —DHINR. BXRELZER | F5
7 <IAM FF#Em) 8 Amazon FEE RS TIEEREER Amazon & K.

« NASENR : £EA IAM RERENRE , BREFRITESHENNR. At , EAIER
EREFRG T AUNBERRRTHRE , B NRENRFA. BXEM IAM NARRNESZE
B, SR (AM AFiEE) B8y IAM B KB FER.

o {F8 1AM KRR S — S REIHRIAER 44 7] LA ) 5K B N S 440 SR BR I X 2 4E RN SR A 17 ) o
Bl |, B LURE R RIEESAMER SSL EEFIEHER, NMERSBRERBIBENSNE
FAEY , W a] BABE F S SR IR T3 BR S5 1R 4E Y 177 (] AXBR Amazon Web Services RS , 5130 Amazon
CloudFormation. BXxEZEE , H5@ (IAM AR £/ IAM JSON FEITE | &4,

 f£/ IAM Access Analyzer BiF & EY IAM REE , IR RN Z MR IhEEM - IAM Access
Analyzer 2KIFF REEMIM B KR , LUBERKERFS IAM KEIES (JSON ) M IAM HESE
B, 1AM Access Analyzer 12 100 ZTURBEREM AIRENEI , SUHBBEREIELS BINEEMREN
Kig, BXEZEE , EZ2H (IAM AFER) FHEA IAM Access Analyzer KRB,

- EEZEHHRIE (MFA)-ZR Amazon Web Services iR RNIZREE IAM AFSRAF |, BB
B MFALRRER £, ERERA AP RERFEE MFA | B MFA RFRMEIEHREEF, BX
EZER , B2 (AM AFEE) FHER MFA &=RF API 71H.

BX IAM AR REIRNESELR , H2H (AM AFER) #1 IAM RS HEXEK,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html

Amazon ECR AriEE

5/ Amazon ECR #2414

E i/ [A Amazon Elastic Container Registry #2&l& , BUMEE —HRENWNIR, XLENPRLTATFE
FIHEMEFEXE Amazon P FH Amazon ECR BIRIFMAES . R EBEMNENRENRER
FROETSONRE  NTHMNTZRBHSME (AFRZSAE )  BRAREERMBEEEZET.

A RIX LSRR LAEFH Amazon ECR #2414 | BERER
fnAmazonEC2ContainerRegistryReadOnly Amazon &R, BXEZEL , HSE IAM BF
BRI AP RIR

EEFMKBEHINR , 55 (Amazon EFEXEKKSZE) Bl

AmazonElasticContainerRegistryPublicReadOnly,

5T F{AA Amazon CLI 5 Amazon API SR , BLERNHREREEZEH AN, Hk , RATH
B 5&8 2R TR APl R 4EHE PTEL RV IR 1E,

ARFAFEEMHINE SR

ZORBIRER T BRI RS LAY IAM AR EEMNIERAF SN ABRMITERKIE, LR
AfEfEE4lA LS #EA Amazon CLI 2 Amazon AP| LARTE A R 52 B R ERI AR,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonElasticContainerRegistryPublicReadOnly.html

Amazon ECR AriEE

iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

e — Amazon ECR 17

EARHIR |, £281E Amazon IKF BV 7 R T 15 R 4ERY Amazon ECR F#FEAYIXPR. my-repof&
EHLEAVRAFHE, RIS HER.

JSON

"Version":"2012-10-17",
"Statement":[

{
"Sid":"GetAuthorizationToken",
"Effect":"Allow",
"Action":[

"ecr:GetAuthorizationToken"

1,
"Resource":"*"

},

{

"Sid":"ManageRepositoryContents",

"Effect":"Allow",

"Action":[
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories”,
"ecr:ListImages",
"ecr:DescribelImages",
"ecx:BatchGetImage",
"ecr:InitiatelLayerUpload",
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"ecr:UploadLayexPart",
"ecxr:CompletelLayerUpload",
"ecr:PutImage"

1,

"Resource":"arn:aws:ecr:us-east-1:123456789012:repository/my-repo"

£ Tag-Based i [A32 4]

FIA Amazon ECR CreateRepository APl 1k , B U ECIBRERERIEENE. BXEZE
B , {525 £ Amazon ECR F#ricFAE ZME E,

EFAFEBEZURFRBMINICERER AR XENEACERRNRE (6
o, ecr:CreateRepository ). MIRERRCBRREDIEE THZ , M Amazon &%
ecr:CreateRepository BEHITHANEN , URIEAFREEZCBRIFENNR,

AT LB IAM policy RERETHREMHEZES, REIWMOT,
LT RN ATFRFEFERERFTIESRIE A key=environment, value=dev,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowCreateTaggedRepository",
"Effect": "Allow",
"Action": [
"ecr:CreateRepository"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "dev"
}
}
}I
{
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Amazon ECR

RAriEmE

"Sid": "AllowTagRepository",

"Effect": "Allow",

"Action": [
"ecr:TagResource"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:RequestTag/environment": "dev"

LT REARTRFMBF#EEDRIBREG | BRIFXLEFEEIRICH

key=environment, value=prod.

JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

1,
"Resource": "*"
},
{
"Effect": "Deny",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
1,

"Resource": "*",
"Condition": {
"StringEquals": {

"ecr:ResourceTag/environment":

"prod"

f# A Tag-Based 5 [R1{2 &l
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Amazon Amazon 3 R M TR I E KB

Amazon EEXHBERVENETIENIE I EMK Amazon, Amazon FEEXBERE N FZE L AHEM
PR, MEZRTUFBRAIAF, ANMAEDENER,

EidE , Amazon HE R EET AN BN ER MR FRENRENR , R el #EAE Amazon
BERFEA, BINBESENRSETHERARNE - EEAFRKH —SHDNR,

BTEE N Amazon FEEFRHEHRENWNE, R Amazon B Amazon IEEREEHE L HINER , WY
EHoEMZREBAMXBENMMEZERASS (AP, 4FA® ). Amazon RREFREEBIIEFH API
KA RS 7] LAE A # Amazon Web Services RS B9 API 1248 E # Amazon IEE K.

BXREZEE , F50 (IAM AF$ER) PR Amazon FEE AR,

Amazon ECR ##t 7 — &£ EXRE , B LUREIIMMNE IAM &5 Amazon EC2 3k6l, EBIXL
KW , 73X Amazon ECR RIRH APl B4R AR R# T T RIK B IEH], BXRXLREPRIMN
B8 AP BIENEZEER , 52 Amazon Elastic Container Registry APl & iy 1E,

F&

» AmazonEC2ContainerRegistryFullAccess

« AmazonEC2ContainerRegistryPowerUser

« AmazonEC2ContainerRegistryPullOnly

» AmazonEC2ContainerRegistryReadOnly
« AWSECRPuUllIThroughCache_ServiceRolePolicy

» ECRReplicationServiceRolePolicy

« ECRTemplateServiceRolePolicy
- 5% ECR E#H Amazon FEERE

AmazonEC2ContainerRegistryFullAccess

BT LU AmazonEC2ContainerRegistryFullAccess REEMIME] IAM B3, ZRBER FX
Amazon ECR B#RHNERILFRINE , H&ZTF IAM 54 (SlIAF., BHELAE ) HFES Amazon ECR
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/AmazonECR/latest/APIReference/API_Operations.html

Amazon ECR AriEE

KK Amazon BRERIIFBIARFR , LAEAPTE Amazon ECR IhaE, KRS A LA R Amazon
Web Services EE 2 # & P RHEAFTE Amazon ECR I8,

EEFHRBONR , H2H (Amazon FEXRKSE) F1

AmazonEC2ContainerRegistryFullAccess.

AmazonEC2ContainerRegistryPowerUser

B A LU AmazonEC2ContainerRegistryPowerUser REEKTNE] IAM B3, LRBERFEEN
R, AAWT IAM AP REFMEE | B LU0 BR17 i B = 58 3R A T 757 1 BE R SR G XY

BEEEHRBHANR , 5560 (Amazon FEARKSE) HHY

AmazonEC2ContainerRegistryPowerUser,

AmazonEC2ContainerRegistryPullOnly

&AL AmazonEC2ContainerRegistryPullOnly SRESHIIIZE] IAM B3, HLEREEIRFM
Amazon ECR REXA MG NR. MRIMREATEFRE , WeEFATFN LLEEMKRS AR
BEVIREL,

EZEFRRBEONR , 28 (Amazon RERKESE) FH
AmazonEC2ContainerRegistryPullOnly,

AmazonEC2ContainerRegistryReadOnly

&AL AmazonEC2ContainerRegistryReadOnly KESHIINEl IAM B3, LLEREEIZRF Amazon
ECR WRENR. XBEINHEFHEEREPEGNIIE, ©EBIEEA Docker CLI M Amazon ECR
REVEBRIThEE,

EEERRBHONR , HZ2H (Amazon RFEXKKSE) FH
AmazonEC2ContainerRegistryReadOnly.,

AWSECRPullThroughCache_ServiceRolePolicy

BT BN AWSECRPullThroughCache_ServiceRolePolicy FEEH IAM policy Hf inZI&H IAM
K, EERBEHNEIRSHEAAE  ZARAY Amazon ECR BN EEF RN I ERNEGIE R FMH
FE. BXEZEER , BZH ATEFRIA Amazon ECR RSHEXAE,
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https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonEC2ContainerRegistryFullAccess.html
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https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AmazonEC2ContainerRegistryPullOnly.html
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Amazon ECR AriEE

ECRReplicationSexrviceRolePolicy

& BER ECRReplicationServiceRolePolicy ¥EEH IAM policy M iNEREY IAM SE4K, 1L B A
FRFZHEXA BRI Amazon ECR RREWMITRE. BXEZELE , B2H X Amazon ECR
FARSHEXAE,

ECRTemplateServiceRolePolicy

BT8R ECRTemplateServiceRolePolicy ¥ RY IAM policy Fff INZEIRAT IAM SE4F, 6B AN 2 AR
SHEXA BN K LT Amazon ECR KREMTRIE, BXEZEE , 21 X Amazon ECR £
REHEXAE,

T 5% ECR BN Amazon FEE KB

BEBHZBSTHRERIXLEE XK Amazon ECR Amazon IEEHEREHNIFAEE, BxLttTE
B BEZIETR , BT Amazon ECR XA ¥ idF T HE L/ RSS &,

B EPUN B &

AT EFREM Amazon ECR  Amazon ECR JFH BRI 1N 2025 %3 A 12 H
[RSHEXAES  NMEREH T AWSECRPullThroughC
B ache_ServiceRolePo

licy RBg, XENRAW

Amazon ECR M ECR #AB %

MRk PIRENR G, SERARE

ZEFANREFHAM Amazon

ECR FAE EM KR P HIBRKAT |

FEEHENR,
AmazonEC2Container Amazon ECR AT —MN#IK 2024 £10 A 10 H
RegistryPullOnly : 7% B B , F§F @ Amazon ECR & F

IR BN PR
ECRTemplateService Amazon ECR N T #iK 2024 £ 6 A 20 H
RolePolicy : #75Rk B, LREESHAT 76 EL

BHEMRINEERN ECRTempla
teServiceRolePolicy

ARS5 AR A B KR ER,
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Amazon ECR

RAriEmE

EK

AWSECRPUullIThroughCache_
ServiceRolePolicy — E¥fIA
B

AWSECRPUullThroughCache_
ServiceRolePolicy — $TBUK

ECRReplicationServiceRolePo
licy : #ToR &

AmazonEC2Container
RegistryFullAccess : X BEK
B By &8 T

AmazonEC2Container
RegistryReadOnly : BB E
Y e

DU

Amazon ECR F# R 1N
F| AWSECRPullThroughC
ache_ServiceRolePo
licy KB, XERREARNF
Amazon ECR # 3 Secrets
Manager ZAMMEZAR. =
FRAZFRIANXREFTEE
SHRIER L EM R PRI
Bet , EEENR,

Amazon ECR 7N T #5K B
WEREERATEFRINIIEE
B AWSServiceRoleForE
CRPullThroughCache
RS XA X,

Amazon ECR 07 # 3

B, LRESATEHIThEE
B AWSServiceRoleForE
CRReplication MR X

AERX.

Amazon ECR T BR 7 0
F) AmazonEC2Container
RegistryFullAccess
K, XENRATFEIEAL
# Amazon ECR RE XA
&,

Amazon ECR F#T R 0
F| AmazonEC2Container
RegistryReadOnly X
B, ZREE AR ARRE
AR, JHRSUARE
REGNEABRER,

B

2023 11 A 15 H

202111 A 29 H

2020 12 A4 H

2020612 A4 H

2019 12 A 10 H

Amazon I 3 ECR K& R
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Amazon ECR

RAriEmE

EK

AmazonEC2Container
RegistryPowerUser : X EH K
BE By &8 3T

AmazonEC2Container
RegistryFullAccess : M IMAEEK
B By & T

AmazonEC2Container
RegistryReadOnly : ST B E
Y EE

AmazonEC2Container
RegistryPowerUser : X E &K
BE By &8 3T

AmazonEC2Container
RegistryReadOnly : 15K B

DU

Amazon ECR F# R 1N
#| AmazonEC2Container
RegistryPowerUser K
B, XLEANPR R FEIE AR
S EERE, JHBRSUR
EREGHNAEE R,

Amazon ECR F# PR 7 1N
F| AmazonEC2Container
RegistryFullAccess

K, SlATFRKERH
CloudTraili#RN EEE45,
Amazon CloudTrail Insights %
G

Amazon ECR F# R 0
F| AmazonEC2Container
RegistryReadOnly X
B, XLEMNRAFEEARER
Amazon ECR &&.

Amazon ECR 374X BR 7 o0
F| AmazonEC2Container
RegistryPowerUser
B, XLNRAFEFE AR
Amazon ECR &%,

Amazon ECR AT — MK
B , FiF @ Amazon ECR #
F RIENBR, X LR BIET
HiFEEREPREEIINEE,
Tk aB¥EE A Docker CLI M
Amazon ECR ZEURE &1 Th

ab
BEo

B

2019 % 12 A 10 H

2017 £11 A 10 H

2016 £10 A 11 H

2016 £10 A 11 H

2015 12 A 21 H

Amazon I 3 ECR K& R
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Amazon ECR AriEE

B iR Sp:t
AmazonEC2Container Amazon ECR AT —I#FHE 2015F 12 A 21 H

RegistryPowerUser : ¥ 5K B B, ZRBRTEENER , N
mATAFRERE®EE , BEF
SR AT BR A7 A B = BB o

T 15 FEE Y SR B ST A
AmazonEC2Container Amazon ECR N T #K R, 2015 % 12 A 21 B
RegistryFullAccess : 75 # R BEFEF Amazon ECR Y5
21 RIRR.
Amazon ECR FF 8 IRERE K Amazon ECR B ARk 2021 %6 A 24 H
Amazon EE RN E X,

5 Amazon ECR EA RS HAAE

Amazon Elastic Container Registry (Amazon ECR) Amazon Identity and Access Management & F3
(IAM) RS HEXABRREHERAEFINENEEFUEMENNR. BRSHAXAEE —MINERERN IAM
AE , ©5 Amazon ECR BEi#E#Xx. RFHEXAEH Amazon ECR TIEN ., BB ZREZHFIE
AMRNEFHNEFRINEFMENMENR, NEIMKEESHIEFRNZE , RE2HIIER
SHXAB, BXEZEE , BZH Amazon ECR R AEEMRIRE.

REHEXAEALEERMNEEY Amazon ECR RESEHMEFRIN. X2EN , £AZAE , 5
T RBFHRMAALENNR, Amazon ECR EXHBREFSHXAEHNR , RIFFAENL , FMA
Amazon ECR AIAMXAZA®., EXHRRSEEERBEANNRKE . RO R R 0 EEM
HAth 1AM 3245,

REXZAIMRLENEFREFRNCE , TEMBRENNRSZHEXAR, XUUBREFTSTEH
il Bk Amazon ECR XX & IhaEFT ERIR R

BEAXERSXEKACHEMEBSNESR , B3R5 IAM BEE&EANAmazon RS, ELEEESITE
L, E&Service-linked BBIIHIHFE ‘B” WRF. EFRREEFZRFSNRSHEXA G MR,
£

« Amazon ECR [REHEX A B X HFHH X

- ATEHIH Amazon ECR REHEXAE
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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Amazon ECR ArfEm
- ATEFRIN Amazon ECR RZHEX<AE
o FTFM#EREEIRN Amazon ECR [REMHEXAE

Amazon ECR fREHEXx A BTN X

Amazon ECR £ Amazon ECR REMWAMERXEXFFEARSHERAER, BX Amazon ECR X1
AAMMNESZER , 5% Amazon X3 Hlifm <o

AT &£ 4l Amazon ECR REHEX<AE®

Amazon ECR # & RS < A & AWSServiceRoleForECRReplication , iZ £ 71 Amazon
ECR BZ NIk F & HlR &,

Service-linked Amazon ECR & & iR

AWSServiceRoleForECRReplication FRFMHXBBEEUATRERRKAZAL

« replication.ecr.amazonaws.com

AR ECRReplicationServiceRolePolicy ABIXPRERE 2 1F Amazon ECR M RREALU TR
£ :

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:CreateRepository”,
"ecxr:ReplicateImage"
]I
"Resource": "*"
}
]
}

ERBRSXBKAR API fR7s 2015-09-21 206


https://docs.amazonaws.cn/general/latest/gr/rande.html

Amazon ECR AriEE

® Note
ReplicateImage & Amazon ECR AT EHINNES API , TeEEEEA,

RHEENR , AF IAM R (AR, AhAR ) SlE, REIMBRBSHXAE®R, EXESE
B, E5H IAM AFigmF M Service-Linked B &R,

3 Amazon ECR 8IS HXAE

TEF 4|22 Amazon ECR RFZFMEKAE, HEIE Amazon Web Services BB #IA. = Amazon
API MR EE S $liRE B Amazon CLI , Amazon ECR &N E8IZRSHEKX AR,

WMREMERT WERSHEXACAEFTEBRGET , WELEAMEERREEEHKS, HEHCIZLL A
B, YERNEMKREESEFREN , Amazon ECR FEXNERIERFZHEXAE,

A Amazon ECR RERSHXAR

Amazon ECR T R Fzh 4% AWSServiceRoleForECRReplication FREZHEX A, EBIERSHEX
AR, BRETEERACHEN , ENUREESHASI AZAC, T3, BULUFER IAM FEH
BRIHE, BXEZEL , B3H (AM AFERE) PHRERSKEAE,

A Amazon ECR MIBRIRSHX AR

MRTBFECAENZTERSKEKACNIIRIRS , RIMNEBUERH R ZAR. XIHFERIERAEE
S REREF N AREARXE, BR , B4R BRENXEFREMREFRE , FEFIIMBRIRSH
xAE,

® Note

MREZHEMERAIR , ™ Amazon ECR BRFMEEABE , NREBRRETRLAK. WRE
EXHER  BEF/LOM , REER.

il BR £ FA#9 Amazon ECR &R AWSServiceRoleForECRReplication

1. #TFF Amazon ECR #£#|& , Wit A https://console.aws.amazon.com/ecr/o
2. MEmESd | ERHNHEEEHEENXE,
3. ESMmERKT , EFAEEMK.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://console.amazonaws.cn/ecr/

Amazon ECR ArfEm

4. 1£ Private registry ( #AB XMk ) WE LK Replication configuration ( EFIEE ) #o , &
Edit ( 4% )

5. EMBRFIESHEHN | FikR Delete all ( =ZPMIBR ) » WSBREEHIA,

£/ IAM FahHIBRARSS KBk B &

£/ IAM #2415 Amazon CLI, = Amazon API il BRAWSServiceRoleForECRReplication iR 55 #5< &
B, BXELEER , FZH IAM AP EEH MR Service-Linked F &,

AT EFRIA Amazon ECR IREHEX<A®

Amazon ECR & HH RS < A AWSServiceRoleForECRPullThroughCache , Z & & /b iF
Amazon ECR R RN ITREUZEHEFREUEE, EXEFRIWNEZSER , BSHATEHES
FHE, HEERNESEHREDE RN FEENER,

Service-linked Amazon ECR & &% iR

AWSServiceRoleForECRPullThroughCache REHX A REFEEUATRIRRAAZAL,

* pullthroughcache.ecr.amazonaws.com

RERFHES

AWSECRPullThroughCache_ServiceRolePolicy #X PR Zk B Fff A0 EI R S5 48
KAE, LIEERBERN Amazon ECR ITUT#H®R#E. BEXEZEER , H5H
AWSECRPullThroughCache_ServiceRolePolicy,

* ecr - /0¥ Amazon ECR BRFIEMM G HRGHE LB FMRE,

« secretsmanager:GetSecretValue— /¥ Amazon ECR g% 3 Amazon Secrets Manager
REANMEANS. SEAZFRIANEAEEIMRPEFEZTESHRIEN L MR PHBRER |
EEWENER. ENRBRLGERTFH ecr-pullthroughcache/ BMBI RN H,

AWSECRPullThroughCache_ServiceRolePolicy FEEEELL T JSON,

JSON

"Version":"2012-10-17",
"Statement": [
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"Sid": "ECR",

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",
"ecr:InitiatelLayerUpload",
"ecr:UploadLayexPart",
"ecxr:CompletelLayerUpload",
"ecr:PutImage"”,
"ecr:BatchGetImage",
"ecx:BatchImportUpstreamImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetImageCopyStatus"

1,

"Resource": "*"

"Sid": "SecretsManager",

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": "arn:aws:secretsmanager:*:*:secret:ecr-pullthroughcache/

"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"

MEENR , £ IAMEE (AR, ARAR ) tlE,. REIBRERSHEXAR, BXEZE
B | EZH IAM A8 Y Service-linked B &R,

A Amazon ECR BIZRZHEXAER

TEFHRNEFRIEE Amazon ECR REHX A, ZHEE Amazon Web Services BEEZHI A .
= Amazon APl B AREEMREIEBERBEEFEZHN AT Amazon CLI , Amazon ECR &1 & 812 RS +8
xBa,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions

Amazon ECR AriEE

mBEMS T RS HEXACRSEEEROIRT | I LU A M RN HARE SR 0K S 5 ol 1k
&, YEHRETMERNIBEFRRANN  WRRSHEXAEEFEHE , U Amazon ECR FHEH
REBEAE,

A Amazon ECR RERSHXAR

Amazon ECR ¥ F3h4mEEAWSServiceRoleForECRPullThroughCache RS Hx A, ERIERS
MXxBeE A6 BRLEEHNACHNEN , ANTRESHXASIAZAR, A3 , BRI LUEA IAM &
BAGHIHA, BXELZEER , BE3H (AM AFER) FHRRERSKIKAR,

A Amazon ECR MIBRERSHX AR

MRTBRECAENFTERSKEKACNIREIRS , RINBUERRZAR. XIHFEERIBERAEE
HERREF N AREAKMSE, BR , BLRAER RSN XBEPREMREFRERDAN , = 88F 30 MI R
SHXABE,

® Note

MREZHEMERAIR , ™ Amazon ECR BRFMEEAAE , NREBRRETRLAN. WRE
EXHER  BEF/LOH , REER.

fl B £5E FH B9 Amazon ECR %R AWSServiceRoleForECRPullThroughCache R HX< AR

1. ¥TF Amazon ECR ##|& , Bt Fhttps://console.aws.amazon.com/ecr/o
MNEmESR | ERABEFRIMANMENXE,
ESMBERY , EBAEEME,

£ Private registry ( #AEEM % ) TWE LA Pull through cache configuration ( EFIZIE & ) &6
o, &R Edit (4HE) .

5. WNTHRUENSNMEFRIAMN , EEZAN , REIEE Delete rule ( BERMM ) o

> W Dd

£/ IAM FahHIBRERSS KBk B &

M IAM #2%|& Amazon CLI. 3 Amazon API il BRAWSServiceRoleForECRPullThroughCache iR %%
MxAE, BXELZEL , HSH IAM AP SR AIMIER Service-Linked A,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://console.amazonaws.cn/ecr/
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role

Amazon ECR AriEE

AT F#EELIEEMRN Amazon ECR [RSHXAE

Amazon ECR E A& N W RS < A& AWSServiceRoleForECRTemplate , %A &% Amazon
ECR RREHITIRMELL T N 1768 B 0 B ERIREN R,

Service-linked Amazon ECR B & &R

AWSServiceRoleForECRTemplate RS HEX A BEFEEUATRFRKRAAZA L,

* €Cr.amazonaws.com

RERFHER

ECRTemplateServiceRolePolicy IXPRFREEMIMEIPRSZHXAR, LIEEREKEERT Amazon ECR
RFBENITIEM E QIR IR ERIR,

ECRTemplateServiceRolePolicy REEEZE LT JSON,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "CreateRepositoryWithTemplate",
"Effect": "Allow",
"Action": [
"ecr:CreateRepository"
]I
"Resource": "*"
}
]
}

MEENR , £ IAMEE (AR, ARAR ) 22, RESIHBREBESHEXAR, BXEZE
B, #E2H IAM BFisEdiService-linked A BIER,
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Amazon ECR AriEE

A Amazon ECR 8|2 RESHKAE

BEENEEELNEEIRF I AE Amazon ECR [RFHEXAE, HIETE Amazon Web Services BEE
A, = Amazon APl R R FAE EM R BIEFMEEEARFNET Amazon CLI , Amazon ECR &7 &%
BIERFSHEXAE,

WMRERERT WERSHEXACAEFTEBRGET , WELEAMEERREEEHKS HEHCIZLL A
&, HENALBIMRCBTFHEECIEMAN G , MRBSHEXAEREFEFE , W Amazon ECR A&
BRoZZzAE,

A Amazon ECR RERSZHEXAER

Amazon ECR R Fzh 4w B AWSServiceRoleForECRTemplate RS HEX A, HERIBRBRSHEXAR
B, BELTEEXRACHEN , BENUEESRHXEASI AZARG, T3 , BUUFER IAM REAEH
e, BXEZER , B3 (AM AFER) FRERERS<BKAE,

A Amazon ECR MIBRIRSZHKAE

MRTBEERECAENFTERSKKACNIIETRS , RINBUERH R ZAR. XIHEERIBEAEE
P REREFNAREAXE, BR , BLFERBRENXEFRVEMRCIEAN | FseFIMIBRIRSSH
xAEE,

(@ Note

MREZHMERAIR , T Amazon ECR BRFMEEAAE , MRBRRETRLKAN. WRE
EXMER , BEF/LoW  REER,

Tl & FA®Y Amazon ECR &R AWSServiceRoleForECRTemplate FRE X A&

$TFF Amazon ECR ##|& , it Jhttps://console.aws.amazon.com/ecr/o
NS | SR TF 6 EF 02 AN AT H X8,

ESMBERSD , ERLEEMRE.
EREEMERE LN FHECEERD S , ERERE.
NFEBN B NFEECIEMAN |, EFRZMN , AFIEEM RN,

o kb w0 Ddh =

£/ IAM Fa RIS <R A e

5/ IAM #2%]& Amazon CLI, = Amazon API il BRAWSServiceRoleForECRTemplate [R5 < A
B, BXEZER , HZH IAM AP EmE P HIMIBR Service-Linked A,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://console.amazonaws.cn/ecr/
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role

Amazon ECR AriEE

HEZE Amazon Elastic Container Registry #9 & 43 177 (8] % R 2] &

AILAEALUTER , BB FEETEEA Amazon ECR # IAM B AIEEE BV & W B &,

£l

« REIE Amazon ECR FHITIRIE

« REIT iam : PassRole

« REATFRIUABHABA Amazon Web Services i 18 F I Amazon ECR &R

KL TE Amazon ECR i 1TiR1E
MREWRERETR , BHELPIITEMRE | N AMEFREE L R IFRITIZIRE,

% mateojackson IAM AR ZHERAEHAEETEEXEN my-example-widget BRNIFHER ,
BRAEEM ecr:GetWidget NRET , 2K ELUT RAEEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ecr:GetWidget on resource: my-example-widget

FERBRT , BIEFH mateojackson AFHIEKE , LAWTER ecr:GetWidget BAEHRE my-
example-widget &Ko

MREEEHE , FERREW Amazon BE R, ZHNEERARRMUBREIEN A,

LTI IT iam : PassRole

WMRBIRE —MEIR , RPBLEBETINIT iam: PassRole B4E , MIXMEFMERKBUA T BTG ABIERLS
Amazon ECR,

AL Amazon Web Services fRS5 RIFEFNAABEARL LIRS , MARUEFNRS A SRS
XE®, Nt , BLAEERACLEIRSHINR.

HE N marymajor M IAM AP EAER G B Amazon ECR TR , 2R E LT RAIE
%o BR , RELMEBTRSACHRFHNRT AIMITILEE, Mary FTEBRABEZE RSN
BR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,
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MRGBEERE , FHEREN Amazon EER, FNEEAREMEREIIIN A,

A8 AT R UAIE AF A Amazon Web Services i~ 5 R K E Amazon ECR &R

ZAOR—1MAE , UMEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &7
UEEEESEY , AURAAR, XTXHETRFEMNRBEHTREHZIR (ACL ) KBRS , &7
{5 FIX LR BE 0] A R RT3 1889 FR AV U5 R X o

ETHRESER , FZEAUATRA :

- BT Amazon ECR & XX EIhaE , S8 Amazon Elastic Container Registry #1115 IAM 45
REd5:

o BT @INAIREIT AR R E R Amazon Web Services I |, &SR IAM AP 1EE+
BB &3 AE Amazon Web Services Tk 95— IAM A P 12215 10X R .

o BT BINAIEE = HFREIT SN E IR E R Amazon Web Services I |, 35 IAM P18
BHEE=HREHRNR. Amazon Web Services I F°

s ETHRIMIBEN SMRBRESRIEREIFENER , FSH (IAM AFERE) P ALSAT S HEIEN
B ( BHREERIE ) BEFRINR,

- ETHRERAACNETRENRHATER,FRIZENZS , H2H (AM AFERE) F8 1AM
B RS P R R 18] o

Amazon ECR A HY BB R

TE Amazon HEEXEATILDHEERRRSPHBTFERT . MAERFNR Amazon , ARKRF

BITFERNB N2 ERERZRH Amazon Web Services =, BAREF WREELHERLEH LHRAEN
BH, BEATEFFERY Amazon Web Services RS WEZ 2B ENERES., EXBERILNES
R, BRI E X EREEN.

HTFHBERPEN , RNBIUERF Amazon Web Services i ZE H A Amazon IAM Identity
Center 5} Amazon Identity and Access Management (IAM) i8 BN A B, X5 , MNP RRERE
TEHIERRMENNIR, EEWWEES AT AR EIE

s NBNKFERZSESHRIE (MFA)

« T SSL/TLS 5 Amazon ®#FREE. HMNEREH TLS 1.2, BiUfEA TLS 1.3,

. FAIRE API AP EZ B & Amazon CloudTrail, <A CloudTrail BRER#HZR Amazon SEZIH
E8 , 2@ (Amazon CloudTrail A E®) FRIFE AR CloudTrail ER.

« 5/ Amazon MZFHERA RUAKREFWERIAZ £EBEH Amazon Web Services fR%
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/legal/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-trails.html

Amazon ECR Arism

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRIF F#1E Amazon S3 HEV U
iz

« MREHE Amazon BB TITRER APl #HITHRINEELT FIPS 140-3 RIEM MBER | HEH
FIPS in . BXATAM FIPS inRMEZER |, B5H (ZERFEELLERA (FIPS) 5 140-3
KR) https://www.amazonaws.cn/compliance/fips/o

BB ENEEERBBER ( NEEF B FER4iti ) RARERBEHERNNAFTE
(WMEBHRFER ) . XTFER Amazon Web Services RS FEAEHIA. API % Amazon H#EF AT E
‘A5 Amazon ECS SRE R[S ENER. Amazon CLIEATFREHWIREH BEBRA N AEZERH
BWANEAHRBEHATELATIUHRSIZH AL, MREBAISRSEFIEM URL , BIIBNUETEEN
P EEEIEE R RBIEN ZRSERMNIER,

F&
IR

H

YIRS

/A Important

Dual-layer f£/H Amazon KMS (DSSE-KMS) K R 585 it Z2{X £ Amazon GovCloud (US) X
A A,

Amazon ECR B {&1Zf& £ Amazon ECR B2 Amazon S3 F#E+. BIAERT , Amazon ECR
FEAMRS iR INZ M Amazon S3-managed INZZFE4R , FAMBEE EXN BN @BSBIEH 1T AES-256 N
B, XTFELXIE[Te , EF2B3AMEFEA,. EXEZER , B2H (LS #HELEFERSA
Figr) PRI Server-Side I Bi# S3-Managed HN%R 4R 11 2R3 i 3E (SSE-S3).

N T EFibIEH Amazon ECR 7 ENME |, BRI UEARSSRwNE , HEAEHEE Amazon Key
Management Service (JAmazon KMSH K KMS %4A, EEA Amazon KMS IMZBEIER , BRI LA
FH Amazon ECR EXEHBRIA Amazon TEXNZAF , L ALEEBCH KMS ZR (MMAEF
REZR ). BXEZERE , FoH (ISR AFEERSAFERE) PHREAF#EE Amazon KMS
(SSE-KMS) iy KMS 48 Server-Side il #2717 & o

B LR ERANERSESRIHMNEZ () 3EH Amazon ECR BR% S FH E 1 Amazon KMS
%, DSSE-KMS DSSE-KMS#&IE LI FSSE-KMS , ENANEF N LMW MBRE , mMAR—EB. 8
KREZER | BSHAFERAT Amazon KMS R4 N E RS 22w 12 () DSSE-KMS,
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https://www.amazonaws.cn/compliance/fips/
https://docs.amazonaws.cn/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingDSSEncryption.html

Amazon ECR AriEE

#|1 Amazon ECR i E#HE —MNEEE , ZREECIRF#ENTITRE, BANESMEEE
LEATRNNEEREE. BXEZEE , HSH £ Amazon ECR 8 7 FE U F MR K.

E B B Amazon KMS INZHER T RIBREM#ER | FER KMS AN FEEEN NI HITNE, It
7k , Amazon ECR &£ 6 KMS 2487311 Amazon KMS #24 , 345 Amazon ECR T2 E4E R #12/
BEE A

LUTRBEM T X Amazon ECR #1115 Amazon KMS £ UIMBR MR RFZHEN S ERIBRRE
1. BIEFM#ER , Amazon ECR £ &% DescribeKeyf , Amazon KMS LA IEF1# RN E &

EEN KMS AL D FREF (ARN).

2. Amazon ECR [a1 &% T P NCreateGranti&E3k Amazon KMS , E3R7E KMS 248 L2 , U
¥ Amazon ECR ERAEIEZHAMZEN B ZEIE,

3. #IERBE , RG4S M A HGenerateDataKeyiERK Amazon KMS | EEA T INEZERGEFEEN
KMS %48,

4. Amazon KMS £ HIEZR4E , FREEN KMS Z4ANERITNE , ARKXEESRBE T
BARGELE —EFE#ENNZHIEZH,

5 B E&GE , 2K HFEZER Amazon KMS |, IEEMENBEZH.

6. Amazon KMS f## %5 % 19 ¥ 38 2 47 R R 2 J5 Y BB 25 40 K 3% B Amazon S3,

7. BEEARATERRERE 2N ERITHE,

8. MIBRZMEEES , Amazon ECR & &AM MRetireGrantiz R , E3R{E Amazon KMS AR ZEME
BRI TN,

AREIM

#£ Amazon ECR H £/ Amazon KMS EFE®M N ( SSE-KMSZHDSSE-KMS ) B , NEERUTJL
=

Yl

. MREBEXH KMS INZH Amazon ECR FE |, BARIEE KMS %48 , Il Amazon ECR &Rk
5/ Amazon EEXHH WA Baws/ectil. BXEIERB A KMS BN FEMEER |, 2K F
dh Bl 2 It KMS 248,

- DIEERER BT EERFREMNZRE.
- HBF KMS MBS BCH KMS BRALEESEAN , BALNSENFREVLTE - MEF,

« Amazon ECR R RECIZW RN TR HERE. WREHER T Amazon ECR FEREKF # Amazon
KMS Z4ARIIXER , Amazon ECR A 1F BIX R, MBHIX B FZMEENTREG , T EEIRR
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https://docs.amazonaws.cn/kms/latest/APIReference/API_DescribeKey.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_CreateGrant.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_Decrypt.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_RetireGrant.html

Amazon ECR ArfEm
RIS HB TR, HEBE Amazon ECR RIXA , Eo I BNE R, EREHHRINER , N R ERTF
fE , MTARRHEZRN. WERTFMEERS , Amazon ECR 2R KREER RN,

- A Amazon KMS ZAZEE( %, BXEZEE , HSAmazon Key Management Service &
o

- ERAXERSSRWMEBF=ERM. BXRESELR , 555 Amazon ECR Ef,

FrEER 1AM X PR

oI MR E A Amazon KMS# TR 85 122 M) Amazon ECR FAEEERT |, FREMNREUA TR ERE
FRANESE KMS 41,

FEAFTEN IAM R Amazon B X ZR4A EATFL D% ECR

BRINERT , N8R A Amazon ECR EfER A T Amazon KMS 1% , {ERIEE KMS %4f , NIEFA
Amazon £EE X Z4A EA T Amazon ECR B, %A Amazon ECR B Amazonit & KMS Z4A N
EHERN , TAENRANBEEENZER AT UERF®EE LS A Amazon KMS i, B=2 , HilkR#E
EER IAM ZIEAMLMEHR kms :RetireGrant RPR, X4 0] LAE A 8| F 6 ERHAINE] Amazon
KMS 24 &I,

BUR 7RI 1AM policy FIYEN REXRBORMEIAF |, BARA - EENRE ANBENF#EmFENRE
R, ATLERRRSYIEER T IMHF#EN KMS B,

JSON

"Version":"2012-10-17",
"Id": "ecr-kms-permissions",
"Statement": [
{
"Sid": "AllowAccessToRetireTheGrantsAssociatedWithTheKey",
"Effect": "Allow",
"Action": [
"kms :RetireGrant"
1,
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"
}
]
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https://www.amazonaws.cn/kms/pricing/
https://www.amazonaws.cn/kms/pricing/
https://www.amazonaws.cn/ecr/pricing/

Amazon ECR AriEE

ERAEFREZHANER IAM R

ERAFEFEERHACRSA Amazon KMS IZ RN FRER |, CIR2F#ENAF A RLARE
KMS Z 4 REEH IAM REEHI PR

SIEB 2K KMS Z4rt , BRI UFEAREREZ AR Amazon KMS 62 , LRI MEEEB SN E
AR, NERKFPAEEUTUEEZFREENESH , KMS BN ZARBEMATFIKFHRAF
Amazon KMS #4TFTE#®R1E. ATAMZBARBERMAANERBNR , EEDNOQRAFRTFERE
KMS Z4MIBR. E AT KMS Z4AXAH F IR E Amazon ECR BViER |, BRI LURF kms: ViaService £
HRASE—RMEH, ecr.<region>.amazonaws.com

AT ROIZEAREE R IE KMS 240 Amazon Ik (RAF ) BE TX KMS BN T2 RINR,
BRI RHIFAFEBNEZE LR |, S HAmazon Key Management Service FF & A R IR 15
[/ Amazon K RJE A IAM KB,

JSON
{
"Version":"2012-10-17",
"Id": "ecr-key-policy",
"Statement": [
{
"Sid": "EnableIAMUsexPermissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}I
"Action": "kms:*",
"Resource": "*"
}
]
}

BT A EH Amazon ECR B R\ |, BIEFMERN IAM A
Fkms:CreateGrantkms:RetireGrant. IAM &5 Amazon K E LA,
HMkms :DescribeKey X R,
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https://docs.amazonaws.cn/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.amazonaws.cn/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.amazonaws.cn/kms/latest/developerguide/key-policies.html#key-policy-default-allow-root-enable-iam
https://docs.amazonaws.cn/kms/latest/developerguide/key-policies.html#key-policy-default-allow-root-enable-iam

Amazon ECR AriEE

® Note

kms:RetireGrant fRERAFURME|CIEFMEN AP RABK IAM policy

i, kms:CreateGrant # kms:DescribeKey X PRALURINEI KMS % 4R HY 2347 SR RE =0 A
BE#ENBAFSARKN IAM policy . B> Amazon KMS IRTERENERZEE , 5
% {Amazon Key Management Service 7F X E#E5®) FH Amazon KMS API X R : #REMHE
BREE,

LUTR R 61 1AM policy AIEN ABARBOFMBIAF , LWBRAFAE RS ANENFREMENRE
R, HETHRIF#EERRBRF@EE. AUERRRSHEER T NEF#ERN Amazon KMS key o

JSON

"Version":"2012-10-17",
"Id": "ecr-kms-permissions",
"Statement": [
{
"Sid":
"AllowAccessToCreateAndRetireTheGrantsAssociatedWithTheKeyAsWellAsDescribeTheKey",
"Effect": "Allow",
"Action": [
"kms :CreateGrant",
"kms :RetireGrant",
"kms :DescribeKey"

1,
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"

}
1

BEFEMER , RTAFERS AR 5H KMS Z4

£/ Amazon ECR #2#| & 0|27 Fet , BUUR TR , AR/ AF#EEMNZ T XiEH
FIHEFEER KMS #4. BT IAM policy RHIER T MRS B 8F 5 H KMS 24 M 3 B A /X
PR o
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https://docs.amazonaws.cn/kms/latest/developerguide/kms-api-permissions-reference.html
https://docs.amazonaws.cn/kms/latest/developerguide/kms-api-permissions-reference.html

Amazon ECR AriEE

JSON

{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"kms:ListKeys",
"kms:ListAliases",
"kms :DescribeKey"

1,

"Resource": "*"

Y5 #2 Amazon ECR 52 E3) Amazon KMS

Al LAfE A Amazon CloudTrail SRR ER Amazon ECR TR K% Amazon KMS BIiER, BEFH
CloudTrail BEZB@EMR ETXH4 , EFR50.

Amazon ECR & £ T X

MEETY R-HESEEFNBRENREN., SEENBHENERPIESMBELT X, 20
NE Amazon KMS BZH R INE L T XHERMBHE, ERBHRE , S45E ABBRNINE LT3

EX BB R GenerateDataKey MAEZERF , Amazon KMS Amazon ECR B E&H A& ¥MEXT Y A
BRETX , ATHRRE#EEMELMERAN Amazon S3 Ei#EE. MU TREIFIR. BMHFAL2%lL , BE
HAEGHWME LTRSS MNMEM R,

"encryptionContext": {

"aws:s3:arn": "arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-
fedc-ba987BUCKET1/
sha256:a7766145a775d39e53a713c75b6fd6d318740e70327aaa3ed5d09eef33fc3df",

"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"

}

WA LAE AN E T XEFITIEZMBE ( Fl20H Amazon CloudWatch Logs ) H iR BliX & 231
£, HEEN KRBT A BENEZ M. Amazon CloudTrail

Amazon ECR IN# L T X @EWmNEH—EX,
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https://docs.amazonaws.cn/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.amazonaws.cn/kms/latest/APIReference/API_Decrypt.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

Amazon ECR AriEE

« aws:s3:arn - E—NBM - EXNFRIREFEMEM, 82 aws:s3:arn. {E= Amazon S3 FEEH
Amazon Resource Name (ARN),

"aws:s3:arn": "ARN of an Amazon S3 bucket"

flan | MRFEFEE ARN  arn:aws:s3:::us-west-2-starport-
manifest-bucket/EXAMPLE1-90ab-cdef-fedc-ba987BUCKET1/
sha256:a7766145a775d39e53a713c75b6fd6d318740e70327aaa3ed5d09e@ef33fc3df
& £ T 3OHaFEUATH,

"arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-fedc-
ba987BUCKET1/sha256:a7766145a775d39e53a713c75b6fd6d318740e70327aaa3ed5d09e@ef33fc3df"

- aws:ecr:arn — E=NEW - EXHRIRFMEER Amazon Resource Name (ARN), #=2
aws:ecr:arn. EREMEN ARN,

"aws:ecr:arn": "ARN of an Amazon ECR repository"

flan |, MRFHFEMN ARN 2 arn:aws:ecr:us-
west-2:111122223333:repository/repository-name , B LT HFEBFU T,

"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"

A HEE

£ 2% & BR Amazon ECR f## RS , IR FEERKIMER , 8 Amazon ECR FT& &R A MNE
TP KMS RN , LRRBILTHEIRES

The repository [{repository-name}] has been deleted successfully but the grants created
by the kmsKey [{kms_key}] failed to be retired

KEXMERE |, B LA B S BUEX EER Amazon KMS &1,
EIB{K Amazon KMS Fzi A ER

1. SIHATFEMEN Amazon KMS BRI RN, key-id BEBEELNEH A RINEIRF., BE
AILAfEAlist-keyst B HKF PR EXFHHNEFEEN KMS Z4 Amazon TERNZ M
EFEEN KMS 24,
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aws kms list-grants \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc
--region us-west-2

#i @8 EncryptionContextSubset AR Z#EEH Amazon Resource Name (ARN), iX ]
ATBHERNMEZHAPHBNRENERLEEFHNTEN., Grantld BFET —FSHERARNEE
Ao

2. BUBNFEESRME Amazon KMS BN ESIRN. FNEZERNGrantId L —HH H PR
IDo

aws kms retire-grant \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc \
--grant-id GrantId \
--region us-west-2

Amazon Elastic Container Registry BY& M £ 58 F

ETHRETETEESMITNNEE , 5 HAmazon Web Services BRS “” Amazon Web Services R
& ) “BREMITRIR D HEE” , AREREBMYBHEMITX]. Amazon Web Services RS Bx
—REE , BESEANITR,

Ba LAMERATEE=AF1TRE Amazon Artifacte BEXEZER |, HSETH “TEHIRE” Amazon
Artifact,

&1 E A Amazon Web Services fRE ST ETERTENBENHREYE., RLTAMNEMEBIR
URERRERFEN, BXREEFEANNEARTENEZEE Amazon Web Services RS , 55
FAmazon &£ X1,

Amazon Elastic Registry RV ERMIEEZ M

ER —TREERS , Amazon BMEAREMEZ Amazon £ERRELZ LR, HX Amazon £
S UKW Amazon RFEMIZEMNELR , HSHAmazon zZ2, EFAEMEHERENWRESSE
SRiZITEH Amazon 38 | 529 S Amazon ecurity Pillar Well-Architected Fram ework H#9 E 1%
MR

A LAEH Amazon E XY APl A RBEM4& 15 R Amazon ECR., BEFRM4MEZHUATRER :
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https://docs.amazonaws.cn/security/
https://www.amazonaws.cn/security/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html

Amazon ECR ArfEm
- RRELZEMMN (TLS ) o BMNERMFEA TLS 1.2, BIWWFEA TLS 1.3,

- BEERLMAERE (PFS) WHRBEH , 20 DHE ( BEH ) = ECDHE ( #E th4k T E Y Diffie-
Hellman ) . Diffie-Hellman K ZHIMRRLE ( W Java 7 REERA ) BRiFXLEX,

& T AR 484 B i A X £ API #24F |, 1B Amazon ECR "X E TR R R KRE |, Hehasl
SEETRIP #utfREl, &% A LAEH Amazon ECR KBSk 415k B 43 E Amazon Virtual Private
Cloud (Amazon VPC) i RE4FE VPC BiF R, SKFRLE , X AT BAEXS 45 E Amazon ECR % RAY M 4%
FREMEPEE VPC RETTK, Amazon BXEZER , 2 Amazon ECR #1 VPC & i
7 = (Amazon PrivateLink).

Amazon ECR #H VPC £ w17 = (Amazon PrivateLink)

BT LA Amazon ECR BRE R MO VPC iR BLlEE VPC HEREMR. VPC KimT 2B —TiH
RIBM 2% Amazon PrivateLink , ZERFEEREBEILIE IP bk (21 IPv4 F IPv6 ) FAT 1A
Amazon ECR APl, Amazon PrivateLink ’&# VPC # Amazon ECR 2 [B1# 8 P 4& 7 £ BR # 2 1
D#ME, BEEERMMK, NAT BREREUREMRK,

A X Amazon PrivateLink fl VPC £ W RN EZEER , 5[ Amazon VPC AAFEEHH VPC 4

Ll =

uﬁﬁ-p /AN 0
Amazon ECR VPC i =S EZ B

£7 Amazon ECR B¢& VPC a2l , iHXELATE :

« BRI Amazon EC2 324 EIEEH Amazon ECR %M Amazon ECR HIZEVFAERE |, FR
Amazon ECS #IZ2# 0 VPC ik a., EXEZER , F2 (IR M IBRSTREER) B
B93Z 0 VPC 4L %17 & (Amazon PrivateLink),

« M Amazon ECR IEEN A SR B Amazon ECS F55 ( £ Fargate L& ) AIABI mEFESHE
ST IAM AERNEFGE  REINETSERANBE VPC MERSEAN VPC IRNiER. B
X*XEZ{EE , {52 Amazon Elastic Container Service F X A RIEEH M A T @S O SI1EH
Amazon ECR &% Fargate SR A% IAM R,

- KifNZE VPC im S LA MM AWK O 443 ERE VPC WALE FREE AEE,

« Amazon ECR VPC &imTh S XIF MR (IPv4 M IPv6 ) iE#E., SEB0IENKL VPC KigT KR, ©
A LA EEET IPv4 R IPve FAF IP bt RE .

« VPC AinT RBEMNTEERS (HFFEILILEP ) Amazon B API SDK 417 K2 Amazon
ECR NHEFM#E,
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https://docs.amazonaws.cn/AmazonECS/latest/developerguide/vpc-endpoints.html
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« VPC &1 =X Z3F &S Amazon Route 53 Amazon 12# DNS, MR ZEHLEFEH B H DNS
AILAERAS&H DNS # K. BXEZER , i5ZH Amazon VPC AF1EREFH DHCP &I,

- MRENBEFEEE Amazon S3 WILHERE , MR Amazon S3 Mkin [bt , HEEZTREXRE
Zehfr, EREL DN | FHolE—NMER Amazon S3 W<k SR E VPC |, A5~ Amazon ECS £
BRHEABFIBEZH VPC,

- BXFERAEFRERIANEERESN , MRESHF Amazon ECR ELE 7 i&i¥ Amazon PrivateLink f#
AEO VPC kR , BEERER— VPC HRIB—NEE NAT X AE R , AEFHEEKRMKN
FIEHIERENTAE FMEBEE NAT Mk , TREFRIBEEEIF. BENERRERTEELLE
¥, BEXEZELR , H2 ¥ Amazon Virtual Private Cloud RS M7 S - NAAE F M5 R BBk
Mo

- HFEEBEN FIPS 140-3 WiF I MBEHRE TR , Amazon ECR X% VPC LT S8 FIPS
LIRT Ko

Windows K& FEEM

ET Windows BERGHNERIEZIFAIERFMEED KNBHF, TIRERT , HES Windows

BB/ H#IEE] Amazon ECR FER , 38X EMHNETHHE  RACIEMAABE. S04
H Microsoft 328 , FEM Microsoft Azure MR R R EZADBE, At , EFERI[AEBM Azure
REUXLENIE , RTEIE VPCIHmE 2 , EEERITHMS R,

MR Windows E &% #IXE| Amazon ECR B, ATLUEN A Docker SFH#HIEFHY --allow-
nondistributable-artifacts #ricBE=UTH. BAE , AFE&FF R E#HIE R Amazon
ECR , M\ fEiX L5 & Al LAUEE VPC i =M Amazon ECR 2B , M EH 518 Azure,

/A Important

£ --allow-nondistributable-artifacts #ri2 A2 HEREE ST Windows B S EL At
BB/ UIERFTH NS  BFREELXH Windows IBRUBRAHRRE=FEHF X, LA FELEH
CHIERER,

E1£ Docker ZEH B A LLFRIC |, EAFEXR Docker SFHHBREE X4 , BIFEEM Docker T3 |
ZBLE & E A LAE Docker Engine Ef0 THIRER BHIETX R HPEE , LAl UBE EiEHEE C:
\ProgramData\docker\config\daemon. json X# & &,

UTRAEZEREN RS, FEERNEFGERIEXIIHEPNF#E URL

{
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"allow-nondistributable-artifacts": [
"111122223333.dkr.ecr.us-west-2.amazonaws.com"

{£24 Docker SFHERBREENHE , BANEZRAEEEGRZ B EHZ ) Docker SFHF#HE, BYEIE
HEEREHEINENEHEE , BIAEX IVELE’%IE-%O

® Note

Windows RN EMBERE R, BEAKRNTSHIEKKEIAR B , F1E Amazon ECR H g inix L&
BENFERE, HTXERR |, BAOTETRTE & E R &I SUR 2> 19 22 B (B FFEF L 1768 B
ANBHE A bR T, 5140 , £ Amazon ECR RE4E2 5 , mcr.microsoft.com/windows/
servercore BB KX/PAN 1.7 GiB,

3 Amazon ECR #1%2 VPC i a
ZEH Amazon ECR R& I VPC s 2 , A Amazon VPC AFEREHAHNCIEZE Din A d &,

Amazon ECR VPC K ixT S XM (IPv4 H IPv6 ) EE, LHEEENK VPC KigT ANt , ES
B EES IPv4 M IPv6 FAF IP bt RE. KinT SO RFEANE S imHMEEEML T /L0
Ihee , EAMRA IP RAEHRE

MRIEER IPv4-only VPC RipTT RAFLETIBIIDHKR L ET R, WAILMERIMBELmT RUAXREF
TRHEAREE | BE O B RTAY N X jﬁ”ﬁfﬁ, Lo BIERERL T [N, FEAREHN VPC MFRXFHE
EFEAN IP iRA. QIR KRIRR[E , WwOFEE X F IPv4 H IPv6,

1£ Amazon EC2 34l L £ B8 Amazon ECS EFFEE Amazon ECR w2 H Amazon S3 WXk R,

FEAFEMRAK 1.4.0 HESRAE Fargate LB Amazon ECS £%FEFE Amazon ECR VPC i
= Amazon S3 MK if =,

FAFARA 1.3.0 RERMRATE Fargate LIEEH Amazon ECS FEREE
cn.com.amazonaws.cn-northwest-1.ecr.dkr Amazon ECR VPC i &= %1 Amazon S3 WX A,

(® Note
R IEINIFERRE,
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cn.com.amazonaws.cn-northwest-1.ecr.dkr
Iti% = A F Docker Registry APl, ##0 push H pull iX## Docker &/ ik an £/ LIk = o

EREBIbis m et | B8 AFAE DNS EHl8. At , FHARELIE VPC w8t , £ Amazon
VPC & & HikFE S AFAE DNS BFIEDT,

cn.com.amazonaws.cn-northwest-1.ecr.api

Itin R A TX Amazon ECR API #1TH A . API#&4E ( #0 DescribeImages #
CreateRepository ) #Ztim =,

ElZ LIRSt | BATLLUER S AFAE DNS £HlB. 612 VPC w2l , BEE VPC #&l4A
R AFE DNS &%, B ARE, MRER VPC KixT 23 AFE DNS EHE |, HEE
A SDK ZHE# Amazon CLI BI&#IRAS , AMEEFER SDK = Amazon CLI R EEZERELIRT X
URL,

MREFHAFE DNS FHNBZHEFEHANR 2019 F 1 A 24 HZBI KWK SDK=H 2019 F 1 A 24
HZBIX%H Amazon CLI fRAS |, M AJER - -endpoint-urlSHREEZEOLHE TR, LT R
FlERT iR URL BIHE=,

aws ecr create-repository --repository-name name --endpoint-url https://
api.ecx.region.amazonaws.com

WMREFH VPC in S AFAE DNS £HE , MMSHAER --endpoint-url SHHEEZEORK
By VPC iR IDo AT RHIERT iR URL AYAEK,

aws ecr create-repository --repository-name name --endpoint-url
https://VPC_endpoint_ID.api.ecx.region.vpce.amazonaws.com

B2 Amazon S3 W<l &

3 F M Amazon ECR ZEFEHRBEH Amazon ECS 155 , 849N Amazon S3 BIEZM Kk R, S
BIEMXImSR , BN Amazon ECR £/ Amazon S3 REM BN ERE. HABIM Amazon ECR T&
HHet , 22435 E Amazon ECR FeeikEVE BB L , A/F Amazon S3 FRE T HERRGEBHE.
TRBEE Docker BBEH Amazon S3 ZF Y Amazon Resource Name (ARN),

arn:aws:s3:::prod-region-starport-layer-bucket/*
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® Note

MR Amazon ECR BI2XEH VPC LinTi R , NEFEE G ZM M Amazon S3 F< 3%
AL K. BAXRFHMAFEE , F5H S3 X,

£/ Amazon VPC F P15 A /Y 81722 W < ik R332 F Amazon ECR 812 LT Amazon S3 MX iR,
EolBFAE , FESL4RNEM VPC REREBAR.

com.amazonaws., region.s3

Amazon S3 M ki /A IAM policy YRR HIX IRSSHY 1518, AT LAGE A SE2 7 B X PR R #E
HREEES IAM A HA IAM AP REPIRENTARGMAERTHERE, MREH
Amazon S3 1Z& A& 17 R X PR BR # EF Amazon ECR FTEHKIENRER , #FZ 1 Amazon ECR By
Amazon S3 FE B RENXR.

Amazon ECR #J Amazon S3 F# B & ENR

Amazon S3 Mk im 2 EMA 1AM policy XAEKBRHIXT BRSFHITF Rl EX L Amazon ECR #J Amazon
S3 FHERENIR |, BEENIwSEIZE IAM policy X#4ET , BRFIX Amazon ECR f£A /A Amazon S3 77
ik A8 B T 18] AR o

T&RIEAT Amazon ECR FrEHR Amazon S3 Z & i@ KBS R,

R 15 BA

arn:aws:s3:::prod- region-starport RHIBTEEA Docker EERER Amazon S3

-layer-bucket/* FREB T ENR. &R Amazon ECR X #FH
Amazon X XIGIRREF |, FlANXERED ( B

arn:aws-cn:s3:::prod- region- %8 ) KEM us-east-2 .

starport-layer-bucket/*

=~

AT 75035 B an el 42 4 3% Amazon ECR 2 EFTEERY Amazon S3 Fi& WAV 15 R BR .

{
"Statement": [

{
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"Sid": "Access-to-specific-bucket-only",
"Principal": "*",
"Action": [

"s3:GetObject"

iF
"Effect": "Allow",
"Resource": ["arn:aws:s3:::prod-region-starport-layer-bucket/*"]

#17 CloudWatch B &=

£ F Fargate Bz1KE ) Amazon ECS FEEEHEBIE com.amazonaws , XEFSFEREEERN
MX<# VPC , ERt{# FHawslogs CloudWatch H &R ZIFEFE AEXKIEAKES. region.ogs #ENO
VPC CloudWatch BELIRT R, BXEZEE |, i85 Amazon CloudWatch Logs F F 18R P Y
CloudWatch B&E5#0O VPC £ i'r‘f‘azﬁ,“ﬁﬂé‘ﬁﬁﬁo

3 Amazon ECR VPC i &= 8 2 i & 5K B

VPC i RIREE R —H IAM HIREKE |, SEIRSISWR QR HERNERSR. MREECBLRT
KEPRM KM , Amazon &R EM N ZE LT RRSHMIARE, KIKEI2BEZNERA
F‘%H%:EHE%CI%EE’J%H%O XR-—MEMNEE , ATEINERSFXIEERSHEITHTER. kSR
MK JSON A RE. BXREZER , HZH (Amazon VPC AF#Em) FHEH VPC i Q4%

I3 AR 55 Y 17 R X BR o

RNBWEAE - IAM BREE , FHZEBEREMINEHS Amazon ECR VPC xR,
THERHAT Amazon ECR Byim SRR, HREEAIFISE IAM A€M Amazon ECR FIREVE K.

{

"Statement": [{

"Sid": "AllowPull",

"Principal": {
"AWS": "arn:aws:iam::1234567890:r0le/role_name"

},

"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",

"ecr:GetAuthorizationToken"

1,
"Effect": "Allow",
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Amazon ECR

RAriEmE

}

3]

Resource": "*"

T TET A i SR 5 B O 451 B L T B 4 X O T i

{

THNRRUSRE RN H N ROESE — RS,

{

"Statement": [{

}

"Sid": "AllowAll",

"Principal": "*",
"Action": "*",
"Effect": "Allow",
"Resource": "*"

’

"Sid": "PreventDelete",
"Principal": "*",

"Action": "ecr:DeleteRepository",
"Effect": "Deny",

"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"

"Statement": [{

}

}
{

"Sid": "AllowAll",
"Effect": "Allow",

"Principal": "*",
IIACtionll: Il*ll’
"Resource": "*"

’

"Sid": "PreventDelete",

"Effect": "Deny",

"Principal": "*",

"Action": "ecr:DeleteRepository",

"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"

’

"Sid": "AllowPull",

$#0 VPC %% & ( Amazon PrivateLink )
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::1234567890:role/role_name"
.
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"
1,
"Resource": "*"
}
]
}

&2k Amazon ECR Y VPC i S 5K B

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC 2% &

2. ESMERTP , ERRR

3. MWMREZEHEN Amazon ECR Bl VPC iR , 5 H J3 Amazon ECR 2 VPC it &

4. EFEFEEFMEIN Amazon ECRVPC iR , AREREN T H L0 PkFREETF,
5. ERRERBANKBETELR.

6. BEERREFEURFREE,

HETK

BEEESEAENFRRGE, #HR, EXIMER VPC KR, BR , BUNESERAEN FRFBE
A VPC iR

Cross-service JEELHY BIF A

BERENER —INLZ2£HEE , PFREERRERITNRAEAATEESIBEETE SN RN EAR
1TZB1E. E% Amazon , BIRFSEFTESSBEILNEIFEB, Cross-service H—MNRSE (1BHA
RS ) BAS — RS (#MBRAMERS ) i, TeESREBFETH. TR ABARS , £HENREIN
EHMBER T ZRETNEHENEN RN S —NEFNERETRE. ABLEXTER , Amazon
REEPERFAERSHBEANTE , MXERSFHRS EAEENRIFBIKS, HHER.

RINBWERBREBPMER aws: SourceArn & aws : SourceAccount £REHF LT3 , L
FR# Amazon ECR A EMBRFZIREMNERIARNE, NMRERFEF —NMNRREERS A MEX
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Bt , B, aws:SourceArniR &4 R F1ZK P RV TR R SBRS FERIRIEMRXRE |, E6E

A, aws:SourceAccount

PP EREREBERBRAERN A ERMER aws:SourceArn £R&HF LT XRBRIERATE ARN, 1R
THERRNTE ARN , REFEEEEEZSNER , BHX ARN KA EAHFEEERFFZHF (* )W
aws:SourceArn £/ L X &M, BN arn:aws:servicename:region:123456789012: %,

MR aws:SourceArn EFRSEMKS ID , i1 Amazon S3 74 ARN , BUATEARILREEL
T STEESR R EI PR o

aws:SourceArn BY{E4 N ResourceDescription,

UTRBIRRT £ A Amazon ECR i FEREE PR aws : SourceArnflaws : SourceAccount®
B4 £ T XF4AKIF Amazon CodeBuild 17 R SiZREERFTAER Amazon ECR API #4E |, [E
A< 3 AT LARA 1E HEUE ELAY K I8 B L,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid":"CodeBuildAccess",

"Effect":"Allow",

"Principal":{
"Service":"codebuild.amazonaws.com"

}I

"Action":[
"ecxr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

]I

"Resource": "*",

"Condition":{
"ArnLike":{

"aws:SourceArn'":"arn:aws:codebuild:us-
east-1:123456789012:project/project-name"
}I
"StringEquals":{
"aws :SourceAccount'":"123456789012"

}
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Amazon ECR l&5#E

BRI LUBE T S s R 8B Amazon ECR API £/ F:/R CloudWatch , I B# & ER B S ECR

W REHIE N HAE N AR, 8 F R ERR. ibéﬁl'l'%lﬁéﬁﬁﬂﬁﬂ , LERIFRIFAEEEH
FiFith TR API RSN . Amazon ECR B REIESE — % # CloudWatch B3I XixEl, BXHNE

%S & CloudWatch , % Amazon CloudWatch F F ¥/,

Amazon ECR £ T API BERAtER , XEERERA TR, EEMHENFEGRIURE,

B R4S Amazon ECR MIEH Amazon BERG R AT, TTAMNMERNERAKI D, K]
BUUEMER Amazon SRS RV AR A RS ZRRSE , LEELIZ JBRER UL ER 1T
o AT , HFF R Amazon ECR 281 , BN HIE —MERIT R FAE 1T R P E 2T 5 R

o SORFEERMRLE FIR 2
 MEERIXEEBIRAY SRR a0 2
R ERMLERTE?

- R
o HI

RHTHRES?
XA MIE A ?

T—% , BIEFTENAMFTREARIZLH TUEME , EENRRHEITIEE Amazon ECR HaEHNE
o YR Amazon ECR BY , FEAEMEKE , UEFEBESHOEEREH#HITHR , BELEERE
MEREXMMERE , HRITHREBN S %,
£
« AL Service Quotas HIREEHR
« Amazon ECR A £1E#x
« Amazon ECR AER&E
« Amazon ECR FH#EER
- 5% ECR E4# EventBridge
- A3k Amazon ECR ##4E Amazon CloudTrail
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AT {14t Service Quotas FH1i& B Z1R

& LAER CloudWatch #2H A EMNE R ENRSEH , HEFENLRERAESRSERAIN LLIE
Mo AR EER , MM EETE A [ EREEA,

TP BR S5 LA 5 i 4 1 0 1R B B3R

1.
2.
3.

$TF CloudWatch ##|& , Bt https://console.aws.amazon.com/cloudwatch/,
ESMBERF , EFER,
ErFEEIRETFL  RBAE , ABEEZE Amazon BiR,

KRR SRS EH A BRI R
B ER - NMERF LN EIRE,

ZRREREYHIXZ Amazon BENERER.
ENRSEFFMBIBR , BHITUTERE

a. 1%&#% Graphed metrics ( 28R ) EIF,

b. ERBMFHRIAN, MNEXRERFIH, RREMTH , BFAFET , WA
SERVICE_QUOTA(m1),

XEEEARFRIN—NT , HETRENRDPR IOV ERNRSE S,
ELRFIBOENEREELNLEGTHE , BANMFHRIAEXHERZHE SERVICE_QUOTA XRiA
R MWFHFHHMREX , 5 H m1/60/SERVICE_QUOTA(m1)*100,

(i) BiRE—NER , WEERARSOEIM @EBLEBH | ERITUATRE

a. 7£ m1/60/SERVICE_QUOTA(m1)*100 1T EHYIR/ET , EBREHREIF. ZEFFRZRGE—
£,
XHERERGER@E.

b. EXHT , BREBERENEDS , HFH Expression! RIEEAKF. EZTT , #A 80,
XNSIE—NER , YASBIETMN 80% i , ZEBIRM#H A ALARM R,

c. EERT—Z,

d. ETF—TL, &EHE— Amazon SNS EEHKGIE — N EB, HBHRI A ALARM RSHT
Mt FBREEH, REEET—F,

e. ETF—NL, WABRNEHNER , AREET -5,

f. EEREZER.
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Amazon ECR

RAriEmE

Amazon ECR HE1E#Fr

&R LAEA CloudWatch fE A B EFRR T B ENIKF N ERERAER. ERXLERE CloudWatch
RAMUKRREATRCEHBN RS ERBER.

Amazon ECR # A XE#ES Amazon RS EFAEII R, BRI AR BEIR , U EHAEFELRSESA G
BREHER. BHX Amazon ECR RINRSEIMEZEER |, 155 Amazon ECR RS ELEL,

Amazon ECR £ Amazon/Usage 5% Z= A1 F & 1 LA T $8#%o

iR

CallCount

ResourceCount

ik

MIEHIIK A APIHRERVR B . BRIRASERRBRNERE
Mo

LERRERNSITRIER SUM , RRENEERAK B A 5Tk
EHER S,

BIKFRIEERRNBRE, FRASERRRNEREE Lo

HIERRE AN ITEHIEEMAXIMUM , ERTE S5 28 AERAN
BRRXRER.

LUT4ERT55E Amazon ECR XY API {E 2155,

4%

Service

Type

Resource

L

SEREH Amazon RFZFHE . X F Amazon ECR FE18
¥R, WEEMERN ECR,

EEIREWE/ARRER, BEl, Amazon ECR API A RiEHRH
M — B MERAPI,

EEZTHARBRNER, B, Amazon ECR 2 REIBEXUT
API| 21EH APl HENEES,

* GetAuthorizationToken

* BatchCheckLayerAvailability
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HE % BH
« InitiatelLayerUpload
* UploadLayerPart
+ CompletelLayerUpload
* PutImage
* BatchGetImage
* GetDownloadUrlForlLayer

Class PR BRM RIRAYZE, Amazon ECR BRI ERAE4LEE,

LT 4 E A F5EE Amazon ECR XY & IRE A Ei8#x.

HEE 5, BF
Service SERIRH Amazon REWEF. X TF Amazon ECR FAEi5
¥R, WEEMWENRN ECR.

Type EERENRAEHRE, BAEl , Amazon ECR #IRER BISIRH
ME—H M {ERRESOURCE,

Resource EEZTHARBRENERE, BEl, Amazon ECR £ REEXUTIE
R RBREABRNER.
* RepositoryCount

* ImagesPerRepositoryCount

Resourceld FEFERAENRRNINAR. 25, Resourceld {X5#
XImagesPerRepositoryCount BEHEMEIA repository/
your_repository_name. Il : “repository/my-repo” iR [l 17 fi& B
FEZ A “my-repo” WERBGHE,

Amazon ECR FAERE

Amazon 124t #& 7 Cost Explorer W& FRE TR , £&EEH 24 Amazon ECR RIRM KA FMERATE
Mo
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f£H Cost Explorer EE MK ANWE R, BUUEFZH 13 MNANKE , AMNEBEZETR=A
BATEEFENTEA, BLUEA Cost Explorer EE B X —EIAAE Amazon BRAHHNZAN
EX, BESEH —SERNNAEUAREFETRAT 7THRENKRANBES, BE7 IEERENREE
B , HiEXS % A EENEHE.

BAMAEREPNITERIEE REME Amazon ECR #RENAE. BXEZEE , BZH ridE
RAETIT %o

AHX B2 Amazon RANERABERIBRENEZE L |, 5559 (Amazon Biling A #EE) FAIAmazon
RAMFEAERIRE .

Amazon ECR Zf& E P

Amazon ECR @1 5 # CloudWatch & F 6 FEREITEIE R, Amazon ECR Bir#iES
CloudWatch £ 1 28RN Bz KixF. BXxNEZ{EE CloudWatch , 2% Amazon CloudWatch F
FIEr,

£}

- B CloudWatch 1547

- ATRENRT4EE

- FAEFHAEE Amazon ECR #§#5 CloudWatch

/8 A CloudWatch §#x

Amazon ECR B KIEFI B R ENFHERER. THEHRITERFHLTR.
ATRERNEE

AT &R 5 T Amazon ECR Kix45 W 5 CloudWatchHyiEAR M4 &,
Amazon ECR 1E#%

Amazon ECR 1Rt 7 AT A T 517 FE MV iR . AT DU E R BT 2.
AWS/ECR #5 & Z2 B B 4E LA T fE 47

RepositoryPullCount
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https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/billing-reports-costusage.html
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/billing-reports-costusage.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/

Amazon ECR AriEE

AM4E : RepositoryName,
BERGIUTHE . 98, &/ME. &BAE, BiHNERE. RERANSIHERZN.
By B,

Amazon ECR $E#RIV4EE
Amazon ECR 845 AWS/ECR & 228 F IRt A T £ BV IR,
RepositoryName

I 4 2 R 05 R S8 0 45 TE 17 B R PR B BRBR BB SRV B

ERES S EE Amazon ECR #E#r CloudWatch

& A LATE CloudWatch #2%]& £E&E & Amazon ECR & FEEHR. CloudWatch 24| & B 3 & 1Y 5 R 3
TRABTHAENHNER. BXEZEEL |, %23 Amazon CloudWatch A5,

I 5% ECR B4 EventBridge

Amazon EventBridge £ 8% 5 Amazon BRESBaL , BN RESH , SIS ARRTAM
EBEHRRER. KB Amazon RS EH/LFREERE, EventBridge & A LU4wE E £ M N KI5 R
BREINEHR , ACREESHCEEANNHITHESLRE, TEIMRNREITIE

- FE/HFME BEHH CloudWatch BEH

- AMAEE Amazon Lambda

« @M Amazon EC2 Run Command

« FEHF YT Amazon Kinesis Data Streams
- JBE Amazon Step Functions JRZA#1

- JBH Amazon SNS E/=f, Amazon SQS A5l

BEXEZEE , 2L S# EventBridge A F#E#/ EventBridge PRI S A [T,
5k B Amazon ECR I R IZ=4

AT 2% B8 Amazon ECR W R"HIEH. RERBIEXHEHL,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
https://docs.amazonaws.cn/eventbridge/latest/userguide/eventbridge-getting-set-up.html
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EXRREEIENEH

BIEBEETRE , BREUTEN, BEXESZEE , 5 & Docker B H#E1XE] Amazon ECR
IEFM#E.

"version": "Q",
"id": "13cde686-328b-6117-af20-0e5566167482",
"detail-type": "ECR Image Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2019-11-16T0Q1:54:347",
"region": "us-west-2",
"resources": [],
"detail": {
"result": "SUCCESS",
"repository-name": "my-repository-name",
"image-digest":
"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4f89e4782432e0378abcd1234",
"action-type": "PUSH",
"image-tag": "latest"

ZERIRENSH

ZHEFRIUREN  RREUTEN. BAXESEE , B2 B LPEMERS Amazon ECR 3B
MEEDL

"version": "Q",
"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%9ae",
"detail-type": "ECR Pull Through Cache Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2023-02-29T02:36:48Z",
"region": "us-west-2",
"resources": [
"arn:aws:ecr:us-west-2:123456789012:repository/docker-hub/alpine"
1,
"detail": {
"rule-version": "1",
"sync-status": "SUCCESS",
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"ecr-repository-prefix": "docker-hub",
"repository-name": "docker-hub/alpine",
"upstream-registry-url": "public.ecr.aws",

"image-tag": "3.17.2",
"image-digest":
"sha256:4aa08ef415aecc80814cb42fa41b658480779d80c77abl15EXAMPLE",
}

EXKEGRENSHF (EXEH )

NAEAMKRBEAERAERE  A8NMNEGABEAN , 2 RIEUTEH, finding-severity-counts
SHMORETEMRINE (MREFE), o, MREGTIEEM CRITICAL RAMLER , T2
REMERIZXRBITER. BXEZELR , HS0 £ Amazon ECR P HEMEGREAEERERS R,

® Note

BXRBAE®IEFEE Amazon Inspector XK HIEHMIFMER , 55 EventBridge H 71
Amazon ECR H#t 1T858 M LXMW EH,

"version": "Q",

"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%ae",

"detail-type": "ECR Image Scan",

"source": "aws.ecr",

"account": "123456789012",

"time": "2019-10-29T02:36:48Z",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/my-repository-name"

1,

"detail": {
"scan-status": "COMPLETE",
"repository-name": "my-repository-name",
"finding-severity-counts": {
"CRITICAL": 10,
"MEDIUM": 9

1,

"image-digest":
"sha256:7f5b2640fe61b4146592dfd3410c4a79dac4189e4782432e0378abcd1234",
"image-tags": []
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}

BRTHEBARHNARNEEBHNEH (HBREHE )

JEMREREREPAERE  SEA TEBEAMNTRREE RN , Amazon ECR FRENATEH, X
SREECENNEEE, EEERNFRERENDEME  EEER T HBRAHIIENFM#ER6E
EWERBEGAVRE, BXEZFELR , $5H £ Amazon ECR HFHEREGEREFERMHFE.

{
"version": "Q",
"id": "@cl1l8352a-a4d4-6853-ef53-0ab8638973bf",
"detail-type": "ECR Scan Resource Change",
"source": "aws.ecr",
"account": "123456789012",
"time": "2021-10-14T20:53:46Z",
"region": "us-east-1",
"resources": [],
"detail": {
"action-type": "SCAN_FREQUENCY_CHANGE",
"repositories": [{
"repository-name": "repository-1",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-1",
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"
3,
{
"repository-name": "repository-2",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-2",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
3,
{
"repository-name": "repository-3",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-3",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
}
1,
"resource-type": "REPOSITORY",
"scan-type": "ENHANCED"
}
}

5k B Amazon ECR HIRHIE4 API fR4s 2015-09-21 241



Amazon ECR

RAriEmE

B BRAOEH
IBREGRETERIEZATENH, BEXEZEER |, S MIBR Amazon ECR VBRI,

"version": "Q",
"id": "dd3b46cb-2c74-f49e-393b-28286b67279d",
"detail-type": "ECR Image Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2019-11-16T02:01:05Z2",
"region": "us-west-2",
"resources": [],
"detail": {
"result": "SUCCESS",
"repository-name": "my-repository-name",
"image-digest":
"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4f89e4782432e0378abcd1234",
"action-type": "DELETE",
"image-tag": "latest"

BB HIRENSEHF

EHRBINSKZELTEN, Ztarget-storage-classFERIZE NARCHIVE,
M EERRE BT RAIEEHABTHEER,

"version": "Q",

"id": "4f5ec4d5-4de4-7aad-a046-EXAMPLE",
"detail-type": "ECR Image Action",
"source": "aws.ecr",

"account": "123456789012",

"time": "2019-08-06T00:58:09Z2",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "UPDATE_STORAGE_CLASS",
"target-storage-class": "ARCHIVE",
"image-digest":

ZEHTEE

"sha256:198d67af8e53a536502bfc600de3266556b06ed635a32d60aa’7a5feb6d7e609d7",

"repository-name": "ubuntu",
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"result": "SUCCESS",

"manifest-media-type": "application/vnd.oci.image.manifest.vl+json",
"artifact-media-type": "application/vnd.oci.image.config.vl+json"
}
}
BGIRERENSH

REFREGE | FEEUTEH, Ztarget-storage-classFEEIRENSTANDARD, ZEHE
FE—NERABGLRIRERENLast-activated-atFE,

{

"version": "Q",

"id": "7b8fc5e6-5ef5-8bbe-b157-EXAMPLE",

"detail-type": "ECR Image Action",

"source": "aws.ecr",

"account": "123456789012",

"time": "2019-08-06T01:15:227",

"region": "us-east-1",

"resources": [],

"detail": {
"action-type": "UPDATE_STORAGE_CLASS",
"target-storage-class": "STANDARD",
"image-digest":

"sha256:1f98d67af8e53a536502bfc600de3266556b06edb635a32d60aa’a5fe6d7e609d7",

"repository-name": "ubuntu",
"result": "SUCCESS",
"manifest-media-type": "application/vnd.oci.image.manifest.vl+json",
"artifact-media-type": "application/vnd.oci.image.config.vl+json",
"last-activated-at": "2025-10-10T19:13:02.742Z"

}

}
R e8Ik E RAEN S 4

MEFEMN R EEE (SEXR , 510 SBOM, XZHRIEH ) i, MERUTEHR, B

E , detail-typeRECR Referrer ActionATHESEMNEGRIEX DR, manifest-
media-typefartifact-media-typeFBRATIHRREMEN R OEZENSERE, EXRREF ,
I[EEMRE SBOM MR,

"version": "Q",
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"id": "8c9gd6f7-6fg6-9ccf-c268-EXAMPLE",
"detail-type": "ECR Referrer Action",
"source": "aws.ecr",

"account": "123456789012",

"time": "2019-08-06T01:20:45Z",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "UPDATE_STORAGE_CLASS",

"target-storage-class": "STANDARD",

"image-digest":
"sha256:198d67af8e53a536502bfc600de3266556b06ed635a32d60aa7a5fe6d7e609d7",

"repository-name": "sbom",
"result": "SUCCESS",
"manifest-media-type": "application/vnd.cncf.oras.artifact.manifest.vl+json",
"artifact-media-type": "text/sbom+json",
"last-activated-at": "2025-10-10T19:13:02.742"
}
}
B IRG E HIE 4

BIMREEHTRE , MRIEATEH. BXESFEE , S5 Amazon ECR R FABREEH,

"version": "Q",

"id": "c8b1l33b1-6029-ee73-e2al-4f466b8ba999",

"detail-type": "ECR Replication Action",

"source": "aws.ecr",

"account": "123456789012",

"time": "2024-05-08T20:44:547",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/docker-hub/alpine"

15
"detail": {
"result": "SUCCESS",
"repository-name": "docker-hub/alpine",

"image-digest":
"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4f89e4782432e0378abcd1234",

"source-account": "123456789012",

"action-type": "REPLICATE",

"source-region": "us-west-2",

"image-tag": "3.17.2"
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}
}

£ 12 3% Amazon ECR #4E Amazon CloudTrail

Amazon ECR & Amazon CloudTrail—HREZERK , ZIRFEHEAF. ARH Amazon REE
Amazon ECR # XEIRVIR/ERIE S, CloudTrail LT Amazon ECR #4EHZR N EH :

- FtE API R , 2k B Amazon ECR 2#IA8AH
- AT EHELNNREEMXINOERE
- AT AR EEWAERE , SIERIIF TR IIAIRE

/A Important

BT % CloudTrail B4 AR/NERE] , XF 10 KRE 2R G HPH £ oA AR IER
f£ , Amazon ECR 20 X% %1%, CloudTrailtts , Amazon ECR 8 MNEBEZAH
€ 100 MR,

BIERERE , BRI AN CloudTrail EHFE4LZ M E] Amazon S3 F## , ‘©1& Amazon ECR W
., MREKREERE , BMHATLIE CloudTraill B ENBEHHFLIERHIEERFTNEH. FRHL
BE , BALFER Amazon ECR R THAER., KHEERK IP sk, WAKXHHER, ERH
At B SR H A iF41E R

BXEZELR |, H3 1 Amazon CloudTrail {AFERE) .
1 5% ECR EE{ZF CloudTrail

CloudTrail & 812 Amazon lKF R EEEHKF, ESH. % Amazon ECR RAASEFIN | ZEa&
5H M Amazon BRS CloudTrail B4 —RICRKESHHLICFKP, B AEBCH Amazon IKF R E
E., BENTEHRERENEY, BXEZER | ESHEEREHHTIEEESE CloudTrail B4,

ERZICRKEMN Amazon IKF R EH | BFE Amazon ECR WEH | BLIERER., REAY
CloudTrail £ BEM &5 El Amazon S3 7M. EEH A R OIZERERE | &0 LUK R ER R A El 4
XEFRAERXE, RERIZFE Amazon 2 XHWEH |, HF B E XL EEIERIEERN Amazon S3 7764
o WAL, BOLLE B H At Amazon RS KD T FLLE CloudTrail BEFWENSHEE, EXES

=8, FZH:

« NIRK Amazon M/ 6 2 IR BR
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html

Amazon ECR e
« Amazon 5 AEWARSFE MK CloudTrail

« BlE Amazon SNS &4 CloudTrail

« BRKBESANXEH CloudTrail BEXAMEKK B S IK/H CloudTrail B &AM #

FrA Amazon ECR API #4E9H L5 M AR MK APl £%&) g3k CloudTrail 7

BRER, MITELESHE , 27 CloudTrail BEXHFHFRIZESHFHEN AP BREEK

oo, Bl | HEeIEEFMEERN GetAuthorizationTokenCreateRepository , £

£ CloudTrail BEXHH4ERKSetRepositoryPolicyET, YR GHIXBZME

Bf,. InitiatelLayerUpload., UploadLayerPartCompletelLayerUploadPutImage.

M, WREBEAT blob &, MAERKMountLayerifs, MEREVEGE , NIFER
GetDownloadUrlForLayer #l BatchGetImage #f%. FHBMER , 2EKE
ffUpdateImageStorageClass&Ba. HXFZOCI 1.1#BHOCIEFimfEA Referrers APl 3REUE
FHRESEZERSI B IHYIRN , 2% —/ListImageReferrers CloudTrail B4, BXRXEEN
EEHRE , S8 CloudTrail HE% B =l

BINEAFAEXEHEEEXRERBERNARER, BHOEEEMTEREUTHS :
- BREFEARAFPEILER AFEITERAHDN

- BRERFEAAGKRKEAFPNIGNZEEIER HH

- BREEHEM Amazon BRE A H

BEXREZEELR , 2 M CloudTrail userIdentity %,

T # Amazon ECR BEX#H%HE

BEE—MEE , AFSSEHERNBEXEFEHREREEN Amazon S3 7@, CloudTrail BEI
BE—NESZNMEELRE,. BEHARKRRKBEMRENENER , SEEXRMBERBENER. BENA
HAEtE, HRSBUUAREMES, CloudTrail BEXHTRELHE AP BANERFRHEKREER , AkE
NFRSBREMFENRF L,

CloudTrail H&E% B =4l
LT R—EEN Amazon ECR %8 CloudTrail H&% B R4,

FESTEY | XERFASHITKRX(IAE, 7£ CloudTrail BEXHS |, FrERE MSE4EHERERK —
7o WA, ZRBIBRF — Amazon ECR % B, EEXM CloudTrail BENHH |, WU EBZIXRBE S
N Amazon JRFHIFK B MEH,
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/AmazonECR/latest/APIReference/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

Amazon ECR AriEE

/A Important

sourcelPAddress EEMNF R EFERWOIE IP ik, N TRERSEESMIRE , IRENVUE
FNHREMARM A2 A Web RS 88, I FHIARS Amazon , {ER DNS &#5, BIfE
% Amazon g% DNS B##HIT T RE |, BIMNSEREFEFIHR IP KP4 B4 KIE,

N

e

- T BIEBTFHERE

« =l : Amazon KMS CreateGrantflZ Amazon ECR 14 FERT Y API R 1E
o T EEHERE

o TP EEIIREURIE

- TP EEREGETRIRE

- RO BGEARE

- T BRIRERE

o TP BGS|I A SRE

| BIREAE IR

AR RBIERT E RZCreateRepositoryi24ERY CloudTrail H&ER B,

"eventVersion": "1.04",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-07-11T21:54:07Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
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"accountId": "123456789012",

"userName": "Admin"
}

}
},
"eventTime": "2018-07-11T22:17:437",
"eventSource": "ecr.amazonaws.com",
"eventName": "CreateRepository",
"awsRegion": "us-east-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",
"requestParameters": {

"repositoryName": "testrepo"
.

"responseElements": {
"repository": {

"repositoryArn": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"repositoryName": "testrepo",
"repositoryUri": "123456789012.dkr.ecr.us-east-2.amazonaws.com/testrepo",

"createdAt": "Jul 11, 2018 10:17:44 PM",
"registryId": "123456789012"

iy

"requestID": "cbhb8cl67e-EXAMPLE",
"eventID": "e3c6f4ce-EXAMPLE",
"resources": [

{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",

"accountId": "123456789012"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

R~ : Amazon KMS CreateGrant®lZ Amazon ECR F&ERTHY API #84E

LTRBIERT —/ CloudTrail BE%KE , ZRBERTEBAT KMS IZEH1ER T /2 Amazon
ECR ZEf#FERTAY Amazon KMS CreateGranti®E, XN FENE A KMS MZRCIEBNE#E , BRZ
L2HEHREFEEFH N CreateGrant HESH CloudTrailo

"eventVersion": "1.05",
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"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIEP6W46J43IG7LXAQ",
"arn": "arn:aws:iam::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"sessionIssuer": {

I
"webIdFederationData": {

iy
"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2020-06-10T19:22:10Z"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2020-06-10T19:22:10Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",

"requestParameters": {

"keyId": "4b55e5bf-39c8-41ad-b589-18464af7758a",
"granteePrincipal": "ecr.us-west-2.amazonaws.com",
"operations": [

"GenerateDataKey",

"Decrypt"
1,
"retiringPrincipal": "ecr.us-west-2.amazonaws.com",
"constraints": {

"encryptionContextSubset": {

"aws:ecr:arn": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo"

}I

"responseElements": {

"grantId": "3636af9adfeelacch67b83941087dcd45e7fadcse74ff0103bb338422b50553"
3,
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RAriEmE

"requestID": "@47b7dea-b56b-4013-87e9-a089f0f6602b",
"eventID": "af4c9573-c56a-4886-baca-a77526544469",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:123456789012:key/4b55e5bf-39¢c8-41ad-

b589-18464af7758a"

=~

AT RHBIERT — CloudTrail BEEKE , ZFRBERTEAZPutInageRIERN B G,

®

}
1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

D RRHEIAIRE

Note
HEEBEY | £9EFE CloudTrail BEFE
FlInitiatelLayerUploadUploadLayerPart, FCompletelLayerUploads|f,

"eventVersion": "1.04",

"userIdentity": {

"type": "IAMUser",

"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Mary_Major",
"sessionContext": {
"attributes": {

}
}
iy

"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"

"eventTime": "2019-04-15T16:45:00Z2",
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"eventSource": "ecr.amazonaws.com",

"eventName": "PutImage",

"awsRegion": "us-east-2",

"sourceIPAddress": "Amazon Internal",

"userAgent": "Amazon Internal",

"requestParameters": {

"repositoryName": "testrepo",

"imageTag": "latest",

"registryId": "123456789012",

"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/

vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6acbdbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e33282dda®8f2a9cd698ca7e3dbbc44e6ab6e7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \'"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b0b08c@73bf796e12blbb449\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086fe72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n 3},
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip
\",\n \"size\": 37720774,\n \"digest\":
\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265f5c390ffb21bb@c277941\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30ba®6c7bfla®c3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4cbhb19ca508750b15845a5d97becbhdlafe
\"\n },\n {\n \"mediaType\": \"application/
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vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \'"digest
\": \"sha256:b7bcfbc2e2888afebede4ddlcd5eebf029bb6315feeaf@b56e425ell1a50@afe42\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":
\"sha256:2b220f8b0f32b7c2ed8eaafelc802633bbd94849b9ab73926f0bas6cdae91629\"\n J\n
I\n}"
.
"responseElements": {
"image": {
"repositoryName": "testrepo",
"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/
vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6acbdbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e33282dda®8f2a9cd698ca7e3dbbc44e6abe7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \'"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b0b08c@73bf796e12blbb449\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086fe72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n 3},
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip
\",\n \"size\": 37720774,\n \"digest\":
\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265f5c390ffb21bb@c277941\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30ba®6c7bfla®c3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
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},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \'"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4cbhb19ca508750b15845a5d97becbhdlafe
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n

},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest
\": \"sha256:b7bcfbc2e2888afebede4ddlcd5eebf@29bb6315feeaf@b56e425ell1a50@afte42\"\n

},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":

\"sha256:2b220f8b0f32b7c2ed8eaafelc802633bbd94849b9ab73926f0bas6cdae91629\"\n J\n
I\n}",
"registryId": "123456789012",
"imageId": {
"imageDigest":

"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e”,
"imageTag": "latest"
}

}

+
"requestID": "cf@44b7d-5f9d-11e9-9b2a-95983139cc57",

"eventID": "2bfd4ee2-2178-4a82-a27d-b12939923f0f",

"resources": [{

"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"

3,
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

R REREURE

RRBIERT — CloudTraill BEFKE , %% BERT A ZBatchGetImageRERY B & HIEL,

@ Note

HPEARGEY |, IR AR & EME |, B1E CloudTrail B &EH &R EE
GetDownloadUrlForLayer 5|,
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"eventVersion": "1.04",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"

}

}
},
"eventTime": "2019-04-15T17:23:207",
"eventSource": "ecr.amazonaws.com",
"eventName": "BatchGetImage",
"awsRegion": "us-east-2",
"sourceIPAddress": "ecr.amazonaws.com'",
"userAgent": "ecr.amazonaws.com",

"requestParameters": {
"imageIds": [{
"imageTag": "latest"
1,
"acceptedMediaTypes": [
"application/json",
"application/vnd.oci.image.manifest.vl+json",
"application/vnd.oci.image.index.v1l+json",
"application/vnd.docker.distribution.manifest.v2+json",
"application/vnd.docker.distribution.manifest.list.v2+json",
"application/vnd.docker.distribution.manifest.vl+prettyjws"
1,
"repositoryName": "testrepo",
"registryId": "123456789012"
I
"responseElements": null,
"requestID": "2alb97ee-5fa3-11e9-a8cd-cd2391aeda93",
"eventID": "c84f5880-c2f9-4585-9757-28fa5c1065df",
"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"
1,
"eventType": "AwsApiCall",
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"recipientAccountId": "123456789012"
}
O BGEm AR RIERE
J'){-F/T_\ﬂ’-] R T — CloudTrail B#E%E , ZXBERTEGANEEGAHREEAN IR, T&E

HFEEHBEHFEREN PolicyExecutionEvent SREM L EHER,

LENREDABRKETKR , Amazon ECR 24K — CloudTrail B&E% B , HEHEHF
B ADryRunEvent , &M 5T 2B, PolicyExecutionEvent B NEHEMEXRR
DryRunEvent , A LAck i HE 754,

/A Important
BT %4 CloudTrail E4HKR/NRE , N T 10 5k E Z B G £ o B HI R

¥ , Amazon ECR 2B X% ZMNE#H, CloudTraillksk , Amazon ECR 8 MNEHBSEZ S8

100 MRZ,

"eventVersion": "1.05",
"userIdentity": {
"accountId": "123456789012",
"invokedBy": "AWS Internal"

I

"eventTime": "2020-03-12T20:22:127",
"eventSource": "ecr.amazonaws.com",
"eventName": "PolicyExecutionEvent",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": null,

"responseElements": null,

"eventID": "9354dd7f-9aac-4e9d-956d-12561a4923aa",
"readOnly": true,

"resources": [

{
"ARN": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo",
"accountId": "123456789012",
"type": "AWS::ECR::Repository"

}

]I
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"eventType": "AwsServiceEvent",
"recipientAccountId": "123456789012",
"serviceEventDetails": {
"repositoryName": "testrepo",
"lifecycleEventPolicy": {
"lifecycleEventRules": [
{
"rulePriority": 1,
"description": "remove all images > 2",
"lifecycleEventSelection": {
"tagStatus": "Any",
"tagPrefixList": [],
"countType": "Image count more than",
"countNumber": 2
1,

"action": "expire"

15
"lastEvaluatedAt": 0,

"policyVersion": 1,
"policyId": "ceb86829-58e7-9498-920c-aa042e33037b"
1,
"lifecycleEventImageActions": [
{
"lifecycleEventImage": {
"digest":
"sha256:ddba4d27a7ffc3f86dd6c2f92041af252a1f23a8e742¢c90e6e1297bfalbc@c45",
"tagStatus": "Tagged",

"tagList": [
"alpine"
1,
"pushedAt": 1584042813000
1,
"rulePriority": 1
1,
{

"lifecycleEventImage": {
"digest":
"sha256:6ab380c5a5acf71c1b6660d645d2cd79cc8ce91b38e@352cbf9561e050427baf",
"tagStatus": "Tagged",
"tagList": [
"centos"

1,
"pushedAt": 1584042842000
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}I

"rulePriority": 1

}
15
"lifecycleEventFailureDetails": [
{

"lifecycleEventImage": {
"digest":
"sha256:9117el1bc28cd20751e584b4ccd19b1178d14cf02d134b0@4cebbe@cc51bff762a",
"tagStatus": "Untagged",
"tagList": [],
"pushedAt": 1584042844000
},
"rulePriority": 1,
"failureCode": "ImageReferencedByManifestList",
"failureReason": "Requested image referenced by manifest list:
[sha256:4b27c83d44a18c31543039d9e8b2786043ec6c8d00804d5800c5148d6b6f65bc]"
}

R BEREERE

LTRRBIERT —4 CloudTrail BES&REB |, Z&KBERT M{AEAtargetStorageClassiREN
fUpdateImageStorageClassigEFREBARCHIVE,

{
"eventVersion": "1.11",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"
}
}
},
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"eventTime": "2019-04-15T16:45:00Z7",
"eventSource": "ecr.amazonaws.com",
"eventName": "UpdateImageStorageClass",
"awsRegion": "us-east-2",
"sourceIPAddress": "Amazon Internal",
"userAgent": "Amazon Internal",
"requestParameters": {
"repositoryName": "testrepo",
"imageId": {
"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e™
.
"targetStorageClass": "ARCHIVE",
"registryId": "123456789012"
},
"responseElements": {
"image": {
"registryId": "123456789012",
"repositoryName": "testrepo",
"imageId": {
"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e™
},
"imageStatus": "ARCHIVED"
}
.
"requestID": "cf@44b7d-EXAMPLE",
"eventID": "2bfd4ee2-EXAMPLE",
"readOnly": false,
"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

T~ BEIRERE
UTREERTERBGELEIRER CloudTrail BER B, IREEEGE , AERHNEH -
1. BEIERERE APl HRSEH
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2. LR RBRETHRABRSEH

API AHEH (XEEF )

UTRRBIERT EAtargetStorageClassixE N HYUpdateImageStorageClassiEERE B &Y
#0%R AP Y8 FISTANDARD. W RZfF B SRS E /R NACTIVATING,

"eventVersion": "1.11",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"

}

}
},
"eventTime": "2019-04-15T16:45:00Z",
"eventSource": "ecr.amazonaws.com",
"eventName": "UpdateImageStorageClass",
"awsRegion": "us-east-2",
"sourceIPAddress": "Amazon Internal",
"userAgent": "Amazon Internal",
"requestParameters": {
"repositoryName": "testrepo",
"imageId": {

"imageDigest":

"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e”
1,

"targetStorageClass": "STANDARD",

"registryId": "123456789012"

I

"responseElements": {
"image": {
"registryId": "123456789012",
"repositoryName": "testrepo",
"imageId": {
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"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e™
},
"imageStatus": "ACTIVATING"
}
.
"requestID": "cf@44b7d-EXAMPLE",
"eventID": "2bfd4ee2-EXAMPLE",
"readOnly": false,
"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

BSEH (METK )

UTRBIERT REERBRETENERNESZTSM4., TBELHESHEHRFTEN
ImageActivationEvent REMIEHFKE, ZserviceEventDetailsHBoBEXRRERNE&
BRAGIR TS

W
2ol

"eventVersion": "1.11",
"userIdentity": {
"accountId": "123456789012",
"invokedBy": "AWS Internal"

},

"eventTime": "2020-03-12T20:22:127",
"eventSource": "ecr.amazonaws.com",
"eventName": "ImageActivationEvent",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": null,
"responseElements": null,
"eventID": "9354dd7f-EXAMPLE",
"readOnly": true,

"resources": [

{
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"ARN": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo",
"accountId": "123456789012",
"type": "AWS::ECR::Repository"

1,

"eventType": "AwsServiceEvent",

"managementEvent": true,

"recipientAccountId": "123456789012",

"serviceEventDetails": {
"repositoryName": "testrepo",
"imageDigest":

"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fcb6d3e",

"targetStorageClass": "STANDARD",
"result": "SUCCESS",
"imageStatus": "ACTIVE"

1,

"eventCategory": '"Management"

R BRG] R v SR AE

LR RBIERT —4 Amazon CloudTrail BE%EB , iZ%B&ER TOCI 118NN EF imf{ER API
REE R R OEESSERHIIR, Referrers

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-10-08T16:38:397",
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"mfaAuthenticated": "false"

I
"ec2RoleDelivery": "2.0"
I
"invokedBy": "ecr.amazonaws.com"
I
"eventTime": "2024-10-08T17:22:517",
"eventSource": "ecr.amazonaws.com",
"eventName": "ListImageReferrers",
"awsRegion": "us-east-2",
"sourceIPAddress": "ecr.amazonaws.com",
"userAgent": "ecr.amazonaws.com",

"requestParameters": {
"registryId": "123456789012",
"repositoryName": "testrepo",
"subjectId": {

"imageDigest":

"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8albace6dbf503a"

}I

"nextToken": "urD72mdD/mC8b5-EXAMPLE"

},
"responseElements": null,
"requestID": "cbh8cl67e-EXAMPLE",
"eventID": "e3c6f4ce-EXAMPLE",
"readOnly": true,
"resources": [

{

"accountId": "123456789012",

"ARN": "arn:aws:ecr:us-east-2:123456789012

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

:repository/testrepo"
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¥ Amazon ECR 5 Amazon SDK

Amazon R#F R EH (SDK) TRHTHZRITNEEES. SIMRETRIEGHREM AP, KRBT
PIFIXHE , EFRAREBEBRMN AR ERESHRENARERF,

SDK X 14
Amazon CLI

EATF Java B Amazon SDK

& A F JavaScript 89 Amazon SDK

EATF NET #9 Amazon SDK

EATF PHP #9 Amazon SDK

Amazon Tools for PowerShell

& FF Python (Boto3) B9 Amazon SDK

& T Ruby B9 Amazon SDK

ERAT SAP ABAP B9 Amazon SDK
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https://docs.amazonaws.cn/sdk-for-php
https://docs.amazonaws.cn/powershell
https://docs.amazonaws.cn/pythonsdk
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https://docs.amazonaws.cn/sdk-for-sapabap
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£ Amazon B4 X TE 3K Amazon ECR Y R4l

U TREREIRR T WA Amazon ECR & Amazon B#IT R EH (SDK) —&£EA.

EXREE R B R R R NAE RS P HITERRER KRB

BRERAKEEFNRBHESR  XTELTXHET. EAUEBSRETHENABARAENMRSHE , &7
DB EBEMEXZ RN ETXERRE.

FRROERRANMAELE —MrSHRAZS N EREZSHAM Amazon Web Services RESIRFES
SERBEESHRB RO,

BX S Amazon DK FF A BIEMMNE RHIBNZESIXR | ST Amazon ECR 5 Amazon SDK, Z&
FEEBIEERAINEBRLURE XL SDK RAWIFHAEE,

N ERN]
« £ Amazon B#4F XK T EEH Amazon ECR W E ARSI
* Hello Amazon ECR
- FREAFRIETES Amazon ECR FEH AR Amazon
« £ Amazon B#4F K T E 33 Amazon ECR HATHIRYE
+ CreateRepositoryS Amazon SDK = CLI &4 £ F

+ DeleteRepository5 Amazon SDK =% CLI & & £ F

+ Describelmages5 Amazon SDK = CLI B& fF

+ DescribeRepositories5 Amazon SDK =% CLI Bt &

» GetAuthorizationToken& Amazon SDK =% CLI Ei& £ A

+ GetRepositoryPolicy 5 Amazon SDK = CLI #ii & &£
+ Listimages5 Amazon SDK =} CLI &l & £
+ PushlmageCmd& Amazon SDK — 2 f§ F

+ PutLifeCyclePolicy5 Amazon SDK 5 CLI B2 &

+ SetRepositoryPolicy 5 Amazon SDK = CLI &4 f5f F

« StartLifecyclePolicyPreview5 Amazon SDK =% CLI Bt &£
o £/A Amazon BHF KT EEH Amazon ECR 75
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A Amazon B &F & T E 2R Amazon ECR BV E AR

AR R REIER T 24a 5 Amazon Elastic Container Registry BB IIEES Amazon SDK £4

Ao

=l

* Hello Amazon ECR

. FEANETATIES%¥S Amazon ECR B EA IR Amazon

+ 5 Amazon ¥4 & T EE% Amazon ECR H1THIIR

CreateRepository S Amazon SDK = CLI Bt &
DeleteRepositoryS Amazon SDK = CLI & & £
Describelmages5 Amazon SDK 5 CLI B2 & 1F H
DescribeRepositories 5 Amazon SDK =% CLI Bt & £
GetAuthorizationToken5 Amazon SDK = CLI Bl & F A
GetRepositoryPolicy5 Amazon SDK = CLI B.& &
Listimages5 Amazon SDK = CLI B2 &£
PushimageCmd& Amazon SDK —i2 &
PutLifeCyclePolicy5 Amazon SDK =} CLI &
SetRepositoryPolicy5 Amazon SDK 5 CLI B2 & 1FH
StartLifecyclePolicyPreview5 Amazon SDK = CLI B2 & 1E

Hello Amazon ECR

UTRBREETT WAFHEER Amazon ECR,

Java

ERAT Java B9 SDK 2.x

(® Note
EEEZHERXELR GitHub, £ Amazon KB REITFMEEPERTE R

~—
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import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.ecr.EcrClient;

import software.amazon.awssdk.services.ecr.model.EcrException;

import software.amazon.awssdk.services.ecr.model.ListImagesRequest;
import software.amazon.awssdk.services.ecr.paginators.ListImagesIterable;

public class HelloECR {

public static void main(String[] args) {
final String usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

mwon .,
4

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String repoName = args[0];

EcrClient ecrClient = EcrClient.builder()
.region(Region.US_EAST_1)
.build();

listImageTags(ecrClient, repoName);
}
public static void listImageTags(EcrClient ecrClient, String repoName){
ListImagesRequest listImagesPaginator = ListImagesRequest.builder()
.repositoryName(repoName)
.build();

ListImagesIterable imagesIterable =
ecrClient.listImagesPaginator(listImagesPaginator);
imagesIterable.stream()
.flatMap(r -> r.imageIds().stream())
.forEach(image -> System.out.println("The docker image tag is:
+image.imageTag()));

}

Hello Amazon ECR API M7 2015-09-21 266



Amazon ECR AriEE

- BX AP #4ELE , H2H (Amazon SDK for Java 2.x API Reference) H# listimages.

Kotlin

FE AT Kotlin 8 SDK

® Note
RBEEZHREL GitHub, % Amazon KIS RGIfFMHEEFERTERH , T MMM
TIREMETT.

import aws.sdk.kotlin.services.ecr.EcrClient
import aws.sdk.kotlin.services.ecr.model.ListImagesRequest
import kotlin.system.exitProcess

suspend fun main(args: Array<String>) {
val usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

"t trimIndent()

if (args.size != 1) {
println(usage)
exitProcess(1)

val repoName = args[0]
listImageTags(repoName)

suspend fun listImageTags(repoName: String?) {
val listImages =
ListImagesRequest {
repositoryName = repoName

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val imageResponse = ecrClient.listImages(listImages)
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imageResponse.imagelds?.forEach { imageld ->
println("Image tag: ${imageId.imageTagl}")

- BX AP #4ER , H2H (Amazon SDK for Kotlin API Reference) HHJ listimages,

Python

EHTF Python # SDK ( Boto3 )

(® Note
BB EZHEXEER GitHub, £ Amazon RIZRGIFMEERERTE RG] |, 7 #F N
TREMZET

import boto3
import argparse
from boto3 import client

def hello_ecr(ecr_client: client, repository_name: str) -> None:
Use the AWS SDK for Python (Boto3) to create an Amazon Elastic Container
Registry (Amazon ECR)
client and list the images in a repository.
This example uses the default settings specified in your shared credentials
and config files.

:param ecr_client: A Boto3 Amazon ECR Client object. This object wraps
the low-level Amazon ECR service API.
:param repository_name: The name of an Amazon ECR repository in your account.
print(
f"Hello, Amazon ECR! Let's list some images in the repository
'{repository_name}':\n"
)
paginator = ecr_client.get_paginator("list_images")
page_iterator = paginator.paginate(
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if __name__ == "__main__":

repositoryName=repository_name, PaginationConfig={"MaxItems": 10}

image_names: [str] = []
for page in page_iterator:
for schedule in page["imageIds"]:
image_names.append(schedule["imageTag"])

print(f"{len(image_names)} image(s) retrieved.")
for schedule_name in image_names:
print(f"\t{schedule_name}")

parser = argparse.ArgumentParser(description="Run hello Amazon ECR.")
parser.add_argument(
"--repository-name",
type=str,
help="the name of an Amazon ECR repository in your account.",
required=True,
)

args = parser.parse_args()

hello_ecr(boto3.client("ecr"), args.repository_name)

- BX APIi#F4EE , 2 M (Amazon SDK for Python (Boto3) API Reference) HHJ

listimages.

BX S Amazon DK F X BIEEMNRE RHIHNZESIXR | S Amazon ECR 5 Amazon SDK, Z&
FTERIEERAIINEELREXRLHH SDK RAHIFHMAE L,

FEARABHTFT AT ES%Y Amazon ECR R EA iR Amazon

LU I8 RGIER T 104

. #]# Amazon ECR E# .

- REFMEERK,

- RWERF@HE URI,

 3REX Amazon ECR &I T4,

« IR{& Amazon ECR TFH# R £ an A HI K .
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« fF Docker BR{5#t )% E] Amazon ECR ##f& .
« HiF Amazon ECR ZiEHP R B FEME,

P H R B Amazon ECR i fF , ARBIBEXEMNNFEHEER.
- Bk Amazon ECR Ff4 .

Java

FEATF Java By SDK 2.x

(® Note
EBEZMEREE GitHub, # Amazon RIS RPIFH#EFERTERS , THMMH
TIREMIZIT,

ZEIT—1MRERHE |, JE/R Amazon ECR W IHEE,

import software.amazon.awssdk.services.ecr.model.EcrException;
import
software.amazon.awssdk.services.ecr.model.RepositoryPolicyNotFoundException;

import java.util.Scanner;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*

* This Java code example requires an IAM Role that has permissions to interact
with the Amazon ECR service.

*

* To create an IAM role, see:
*

* https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html

*

* This Java scenario example requires a local docker image named echo-text.
Without a local image,

TREARINEE API fRZ 2015-09-21 270


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/ecr#code-examples

Amazon ECR AriEE

* this Java program will not successfully run. For more information including
how to create the local
* image, see:

*

* /scenarios/basics/ecr/README
*
*/
public class ECRScenario {
public static final String DASHES = new String(new char[80]).replace("\0",
Il_ll);
public static void main(String[] args) {
final String usage = """
Usage: <iamRoleARN> <accountId>

Where:
iamRoleARN - The IAM role ARN that has the necessary permissions
to access and manage the Amazon ECR repository.
accountId - Your AWS account number.

[TRTRIEN
’

if (args.length != 2) {
System.out.println(usage);
retuzrn;

ECRActions ecrActions = new ECRActions();
String iamRole = args[0];

String accountId = args[1l];

String localImageName;

Scanner scanner = new Scanner(System.in);
System.out.println("""
The Amazon Elastic Container Registry (ECR) is a fully-managed
Docker container registry
service provided by AWS. It allows developers and organizations to
securely
store, manage, and deploy Docker container images.
ECR provides a simple and scalable way to manage container images
throughout their lifecycle,
from building and testing to production deployment.\s

The “EcrAsyncClient’ interface in the AWS SDK for Java 2.x provides
a set of methods to
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programmatically interact with the Amazon ECR service. This allows
developers to

automate the storage, retrieval, and management of container images
as part of their application

deployment pipelines. With ECR, teams can focus on building and
deploying their

applications without having to worry about the underlying
infrastructure required to

host and manage a container registry.

This scenario walks you through how to perform key operations for
this service.
Let's get started...

You have two choices:

1 - Run the entire program.

2 - Delete an existing Amazon ECR repository named echo-text (created
from a previous execution of

this program that did not complete).

")

while (true) {

String input = scanner.nextLine();

if (input.trim().equalsIgnoreCase("1")) {
System.out.println("Continuing with the program...");
System.out.println("");
break;

} else if (input.trim().equalsIgnoreCase("2")) {
String repoName = "echo-text";
ecrActions.deleteECRRepository(repoName);
retuzrn;

} else {
// Handle invalid input.
System.out.println("Invalid input. Please try again.");

waitForInputToContinue(scanner);
System.out.println(DASHES);

System.out.println("""
1. Create an ECR repository.
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The first task is to ensure we have a local Docker image named echo-

text.
If this image exists, then an Amazon ECR repository is created.
An ECR repository is a private Docker container repository provided
by Amazon Web Services (AWS). It is a managed service that makes it
easy
to store, manage, and deploy Docker container images.\s
mEt);
// Ensure that a local docker image named echo-text exists.
boolean doesExist = ecrActions.isEchoTextImagePresent();
String repoName;
if (!doesExist){
System.out.println("The local image named echo-text does not exist");
return;
} else {
localImageName = "echo-text";
repoName = "echo-text";
}
try {
String repoArn = ecrActions.createECRRepository(repoName);
System.out.println("The ARN of the ECR repository is " + repoArn);
} catch (IllegalArgumentException e) {
System.err.println("Invalid repository name: " + e.getMessage());
return;
} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
e.printStackTrace();
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
2. Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function
is crucial for maintaining

the security and integrity of your container images. The repository
policy allows you to
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define specific rules and restrictions for accessing and managing the
images stored within your ECR

repository.

IIIIII);

waitForInputToContinue(scanner);

try {
ecrActions.setRepoPolicy(repoName, iamRole);

} catch (RepositoryPolicyNotFoundException e) {

System.err.println("Invalid repository name: " + e.getMessage());
retuzrn;

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;

} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
return;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
3. Display ECR repository policy.

Now we will retrieve the ECR policy to ensure it was successfully set.

mut);

waitForInputToContinue(scanner);

try {
String policyText = ecrActions.getRepoPolicy(repoName);
System.out.println("Policy Text:");
System.out.println(policyText);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;
} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
return;

waitForInputToContinue(scanner);
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System.out.println(DASHES);
System.out.println("""
4. Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the
Amazon ECR registry.

The ‘getAuthorizationToken™ method of the “EcrAsyncClient” is responsible
for securely accessing

and interacting with an Amazon ECR repository. This operation is
responsible for obtaining a

valid authorization token, which is required to authenticate your
requests to the ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

IIIIII);
waitForInputToContinue(scanner);
try {

ecrActions.getAuthToken();

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
retuzrn;
} catch (RuntimeException e) {
System.err.println("An error occurred while retrieving the
authorization token: " + e.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
5. Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to
deploy a container image to
a container orchestration platform like Amazon Elastic Kubernetes Service

(EKS)

or Amazon Elastic Container Service (ECS), you need to specify the full
image URI,

which includes the ECR repository URI. This allows the container runtime
to pull the

TREARINEE API fRZ 2015-09-21 275



Amazon ECR AriEE

correct container image from the ECR repository.

Illlll);

waitForInputToContinue(scanner);

try {
ecrActions.getRepositoryURI(repoName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;

} catch (RuntimeException e) {
System.err.println("An error occurred while retrieving the URI: " +
e.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
6. Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker
images stored in your ECR repositories.

These policies allow you to automatically remove old or unused Docker
images from your repositories,

freeing up storage space and reducing costs.

This example policy helps to maintain the size and efficiency of the
container registry
by automatically removing older and potentially unused images,
ensuring that the
storage is optimized and the registry remains up-to-date.
")
waitForInputToContinue(scanner);
try {
ecrActions.setLifeCyclePolicy(repoName);

} catch (RuntimeException e) {
System.err.println("An error occurred while setting the lifecycle
policy: " + e.getMessage());
e.printStackTrace();
retuzrn;
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waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
7. Push a docker image to the Amazon ECR Repository.

The “pushImageCmd() ™ method pushes a local Docker image to an Amazon ECR
repository.

It sets up the Docker client by connecting to the local Docker host using
the default port.

It then retrieves the authorization token for the ECR repository by
making a call to the AWS SDK.

The method uses the authorization token to create an ‘AuthConfig® object,
which is used to authenticate

the Docker client when pushing the image. Finally, the method tags the
Docker image with the specified

repository name and image tag, and then pushes the image to the ECR
repository using the Docker client.

If the push operation is successful, the method prints a message
indicating that the image was pushed to ECR.

")

waitForInputToContinue(scanner);

try {
ecrActions.pushDockerImage(repoName, localImageName);

} catch (RuntimeException e) {
System.err.println("An error occurred while pushing a local Docker

image to Amazon ECR: " + e.getMessage());
e.printStackTrace();
retuzrn;
}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("8. Verify if the image is in the ECR Repository.");
waitForInputToContinue(scanner);
try {
ecrActions.verifyImage(repoName, localImageName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;

TREARINEE API WA 2015-09-21 277



Amazon ECR AriEE

} catch (RuntimeException e) {
System.err.println("An error occurred " + e.getMessage());
e.printStackTrace();
return;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("9. As an optional step, you can interact with the
image in Amazon ECR by using the CLI.");
System.out.println("Would you like to view instructions on how to use the
CLI to run the image? (y/n)");
String ans = scanner.nextLine().trim();
if (ans.equalsIgnoreCase("y")) {
String instructions = """
1. Authenticate with ECR - Before you can pull the image from Amazon
ECR, you need to authenticate with the registry. You can do this using the AWS
CLI:

aws ecr get-login-password --region us-east-1 | docker login --
username AWS --password-stdin %s.dkr.ecr.us-east-1.amazonaws.com

2. Describe the image using this command:

aws ecr describe-images --repository-name %s --image-ids imageTag=

o\
n

3. Run the Docker container and view the output using this command:

docker run --rm %s.dkr.ecr.us-east-1.amazonaws.com/%s:%s

[TRTRIEN
’

instructions = String.format(instructions, accountId, repoName,
localImageName, accountId, repoName, localImageName);
System.out.println(instructions);

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("10. Delete the ECR Repository.");
System.out.println(

If the repository isn't empty, you must either delete the contents of the
repository
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or use the force option (used in this scenario) to delete the repository
and have Amazon ECR delete all of its contents

on your behalf.

")

System.out.println("Would you like to delete the Amazon ECR Repository?
(y/m)");

String delAns = scanner.nextlLine().trim();

if (delAns.equalsIgnoreCase("y")) {

System.out.println("You selected to delete the AWS ECR resources.");

try {
ecrActions.deleteECRRepository(repoName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " +
e.getMessage());
retuzrn;
} catch (RuntimeException e) {
System.err.println("An error occurred while deleting the Docker

image: " + e.getMessage());
e.printStackTrace();
return;
}
}

System.out.println(DASHES);
System.out.println("This concludes the Amazon ECR SDK scenario");
System.out.println(DASHES);

private static void waitForInputToContinue(Scanner scanner) {
while (true) {
System.out.println("");
System.out.println("Enter 'c' followed by <ENTER> to continue:");
String input = scanner.nextlLine();

if (input.trim().equalsIgnoreCase("c")) {

System.out.println("Continuing with the program...");
System.out.println("");
break;

} else {

// Handle invalid input.
System.out.println("Invalid input. Please try again.");

TREARINEE API fRZ 2015-09-21 279



Amazon ECR

RAriEmE

Amazon ECR SDK AERyE%EE,

import
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import
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import
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import
import
import
import
import
import
import
import

software.amazon.awssdk.services.ecr.model.
import software.amazon.awssdk.services.ecr.
import software.amazon.awssdk.services.ecr.

import

software.amazon.awssdk.services.ecr.model.

import

com.github.dockerjava.
com.github.dockerjava.
com.github.dockerjava.
com.github.dockerjava.
com.github.dockerjava.
org.slf4j.Logger;

org.slf4j.LoggerFactory;
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software.
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software.
software.
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software.
software.
software.
software.
software.
software.
software.
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awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
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api.DockerClient;

api.exception

.DockerClientException;

api.model.AuthConfig;
api.model.Image;
core.DockerClientBuilder;

services.ecr

software.amazon.awssdk.services.ecr.model
import com.github.dockerjava.api.command.DockerCmdExecFactory;

services.ecr.
services.ecr.
services.ecr.
services.ecr.
services.ecr.
services.ecr.
services.ecr.
services.ecr.

services.ecr.
services.ecr.
services.ecr.
services.ecr.
services.ecr.
services.ecr.
services.ecr.

core.client.config.ClientOverrideConfiguration;
http.async.SdkAsyncHttpClient;
http.nio.netty.NettyNioAsyncHttpClient;
regions.Region;

EcrAsyncClient;
model.AuthorizationData;
model.CreateRepositoryRequest;
model.CreateRepositoryResponse;
model .DeleteRepositoryRequest;
model.DeleteRepositoryResponse;
model .DescribeImagesRequest;

model .DescribeImagesResponse;
.model.DescribeRepositoriesRequest;
model.DescribeRepositoriesResponse;
model.EcrException;
model.GetAuthorizationTokenResponse;
model .GetRepositoryPolicyRequest;
model.GetRepositoryPolicyResponse;
model.Imageldentifier;
model.Repository;

RepositoryPolicyNotFoundException;
model.SetRepositoryPolicyRequest;
model.SetRepositoryPolicyResponse;

StartLifecyclePolicyPreviewRequest;

.StartlLifecyclePolicyPreviewResponse;
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import com.github.dockerjava.netty.NettyDockerCmdExecFactory;
import java.time.Duration;

import java.util.Baseb4;

import java.util.list;

import java.util.concurrent.CompletableFuture;

import java.util.concurrent.CompletionException;

public class ECRActions {
private static EcrAsyncClient ecrClient;

private static DockerClient dockerClient;
private static Logger logger = LoggerFactory.getLogger(ECRActions.class);

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws IllegalArgumentException If repository name is invalid.

* @throws RuntimeException if an error occurs while creating the
repository.

*/

public String createECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

CreateRepositoryRequest request = CreateRepositoryRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<CreateRepositoryResponse> response =
getAsyncClient().createRepository(request);
try {
CreateRepositoryResponse result = response.join();
if (result !'= null) {
System.out.println("The " + repoName + " repository was created
successfully.");
return result.repository().repositoryArn();
} else {
throw new RuntimeException("Unexpected response type");
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}
} catch (CompletionException e) {
Throwable cause = e.getCause();
if (cause instanceof EcrException ex) {
if
("RepositoryAlreadyExistsException".equals(ex.awsErrorDetails().errorCode())) {
System.out.println("The Amazon ECR repository already exists,

moving on...");
DescribeRepositoriesRequest describeRequest =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();
DescribeRepositoriesResponse describeResponse =
getAsyncClient().describeRepositories(describeRequest).join();

return
describeResponse.repositories().get(@).repositoryArn();
} else {
throw new RuntimeException(ex);
}
} else {
throw new RuntimeException(e);
}
}
}
/**

* Deletes an ECR (Elastic Container Registry) repository.
*
* @param repoName the name of the repository to delete.
* @throws IllegalArgumentException if the repository name is null or empty.
* @throws EcrException if there is an error deleting the repository.
* @throws RuntimeException if an unexpected error occurs during the deletion
process.
*/
public void deleteECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException('"Repository name cannot be null or
empty");
}

DeleteRepositoryRequest repositoryRequest =
DeleteRepositoryRequest.builder()
.force(true)
.repositoryName(repoName)
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.build();

CompletableFuture<DeleteRepositoryResponse> response =
getAsyncClient().deleteRepository(repositoryRequest);
response.whenComplete((deleteRepositoryResponse, ex) -> {
if (deleteRepositoryResponse != null) {
System.out.println("You have successfully deleted the " +
repoName + " repository");
} else {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}

1)

// Wait for the CompletableFuture to complete
response.join();

private static DockerClient getDockerClient() {
String osName = System.getProperty("os.name");
if (osName.startsWith("Windows")) {
// Make sure Docker Desktop is running.
String dockerHost = "tcp://localhost:2375"; // Use the Docker Desktop
default port.
DockerCmdExecFactory dockerCmdExecFactory = new
NettyDockerCmdExecFactory().withReadTimeout(20000).withConnectTimeout(20000);
dockerClient =
DockerClientBuilder.getInstance(dockerHost).withDockerCmdExecFactory(dockerCmdExecFactoz
} else {
dockerClient = DockerClientBuilder.getInstance().build();
}

return dockerClient;

/**
* Retrieves an asynchronous Amazon Elastic Container Registry (ECR) client.
*
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* @return the configured ECR asynchronous client.
*/
private static EcrAsyncClient getAsyncClient() {

/*

The “NettyNioAsyncHttpClient  class is part of the AWS SDK for Java,
version 2,

and it is designed to provide a high-performance, asynchronous HTTP
client for interacting with AWS services.

It uses the Netty framework to handle the underlying network
communication and the Java NIO API to

provide a non-blocking, event-driven approach to HTTP requests and
responses.

*/

SdkAsyncHttpClient httpClient = NettyNioAsyncHttpClient.builder()
.maxConcurrency(50) // Adjust as needed.
.connectionTimeout(Duration.ofSeconds(60@)) // Set the connection

timeout.
.readTimeout(Duration.ofSeconds(6@)) // Set the read timeout.
.writeTimeout(Duration.ofSeconds(60)) // Set the write timeout.
.build();

ClientOverrideConfiguration overrideConfig =
ClientOverrideConfiguration.buildex()
.apiCallTimeout(Duration.ofMinutes(2)) // Set the overall API call
timeout.
.apiCallAttemptTimeout(Duration.ofSeconds(90)) // Set the individual
call attempt timeout.
.build();

if (ecrClient == null) {
ecrClient = EcrAsyncClient.builder()
.region(Region.US_EAST_1)
.httpClient(httpClient)
.overrideConfiguration(overrideConfig)
.build();
}

return ecrClient;

/**
* Sets the lifecycle policy for the specified repository.
*
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* @param repoName the name of the repository for which to set the lifecycle

policy.
*/
public void setLifeCyclePolicy(String repoName) {
/*
This policy helps to maintain the size and efficiency of the container
registry
by automatically removing older and potentially unused images,
ensuring that the storage is optimized and the registry remains up-to-
date.
*/
String polText = """
{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sincelmagePushed",
"countUnit": "days",
"countNumber": 14
1,
"action": {
"type": "expire"
}
}
]
}

StartLifecyclePolicyPreviewRequest lifecyclePolicyPreviewRequest =
StartLifecyclePolicyPreviewRequest.builder()
.lifecyclePolicyText(polText)
.repositoryName(repoName)
.build();

CompletableFuture<StartLifecyclePolicyPreviewResponse> response =
getAsyncClient().startLifecyclePolicyPreview(lifecyclePolicyPreviewRequest);
response.whenComplete((lifecyclePolicyPreviewResponse, ex) -> {
if (lifecyclePolicyPreviewResponse != null) {

System.out.println("Lifecycle policy preview started
successfully.");
} else {
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if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {

String errorMessage = "Unexpected error occurred: " +
ex.getMessage();

throw new RuntimeException(errorMessage, ex);

1}
// Wait for the CompletableFuture to complete.
response.join();

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)

.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {

throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}
} else {
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throw new RuntimeException("Unexpected error: " +
ex.getCause());
}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();

/**
* Retrieves the repository URI for the specified repository name.
*

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.

* @throws EcrException if there is an error retrieving the repository
information.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void getRepositoryURI(String repoName) {
DescribeRepositoriesRequest request =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();

CompletableFuture<DescribeRepositoriesResponse> response =
getAsyncClient().describeRepositories(request);
response.whenComplete((describeRepositoriesResponse, ex) -> {
if (ex !'= null) {
Throwable cause = ex.getCause();
if (cause instanceof InterruptedException) {
Thread.currentThread().interrupt();
String errorMessage = "Thread interrupted while waiting for
asynchronous operation: " + cause.getMessage();
throw new RuntimeException(errorMessage, cause);
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
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String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);
}
} else {
if (describeRepositoriesResponse != null) {
if (!describeRepositoriesResponse.repositories().isEmpty()) {
String repositoryUri =
describeRepositoriesResponse.repositories().get(0).repositoryUri();
System.out.println("Repository URI found: " +
repositoryUri);

} else {
System.out.println("No repositories found for the given
name.");
}
} else {

System.err.println("No response received from
describeRepositories.");

}
}

1)

response.join();
}
/**

* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).

* This method makes an asynchronous call to the ECR client to retrieve the
authorization token.

* If the operation is successful, the method prints the token to the
console.

* If an exception occurs, the method handles the exception and prints the

€IIror message.
*

* @throws EcrException if there is an error retrieving the authorization
token from ECR.
* @throws RuntimeException if there is an unexpected error during the
operation.
*/
public void getAuthToken() {
CompletableFuture<GetAuthorizationTokenResponse> response =
getAsyncClient().getAuthorizationToken();
response.whenComplete((authorizationTokenResponse, ex) -> {
if (authorizationTokenResponse != null) {
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AuthorizationData authorizationData =
authorizationTokenResponse.authorizationData().get(Q);
String token = authorizationData.authorizationToken();
if (!token.isEmpty()) {
System.out.println("The token was successfully retrieved.");
}
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex); // Rethrow the
exception

1)

response.join();

/**
* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
* @throws EcrException if an AWS error occurs while getting the repository
policy.
*/
public String getRepoPolicy(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

GetRepositoryPolicyRequest getRepositoryPolicyRequest =
GetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<GetRepositoryPolicyResponse> response =
getAsyncClient().getRepositoryPolicy(getRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy retrieved successfully.");
} else {
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if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex);

}
}
});
GetRepositoryPolicyResponse result = response.join();
return result != null ? result.policyText() : null;
}
/**

* Sets the repository policy for the specified ECR repository.

* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
* @throws RepositoryPolicyNotFoundException if the repository policy does

not exist.
* @throws EcrException if there is an unexpected error
setting the repository policy.
*/
public void setRepoPolicy(String repoName, String iamRole) {
/*

This example policy document grants the specified AWS principal the
permission to perform the

‘ecr:BatchGetImage®™ action. This policy is designed to allow the
specified principal

to retrieve Docker images from the ECR repository.

*/
String policyDocumentTemplate = """
{
"Version":"2012-10-17",
"Statement" : [ {
"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {
"AWS" i "%s"
1,
"Action" : "ecr:BatchGetImage"
]
}
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min o,
’

String policyDocument = String.format(policyDocumentTemplate, iamRole);
SetRepositoryPolicyRequest setRepositoryPolicyRequest =
SetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.policyText(policyDocument)
.build();

CompletableFuture<SetRepositoryPolicyResponse> response =
getAsyncClient().setRepositoryPolicy(setRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy set successfully.");
} else {
Throwable cause = ex.getCause();
if (cause instanceof RepositoryPolicyNotFoundException) {
throw (RepositoryPolicyNotFoundException) cause;
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
String errorMessage = "Unexpected error: " +
cause.getMessage();

throw new RuntimeException(errorMessage, cause);

1)

response.join();

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
public void pushDockerImage(String repoName, String imageName) {

System.out.println("Pushing " + imageName + " to Amazon ECR will take a
few seconds.");

CompletableFuture<AuthConfig> authResponseFuture =
getAsyncClient().getAuthorizationToken()
.thenApply(response -> {
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String token =
response.authorizationData().get(0Q).authorizationToken();

String decodedToken = new
String(Baseb4.getDecoder().decode(token));

String password = decodedToken.substring(4);

DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();

Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);

assert repoData != null;

String registryURL = repoData.repositoryUri().split("/")[Q];

AuthConfig authConfig = new AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL);
return authConfig;
)
.thenCompose(authConfig -> {
DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();
Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);
getDockerClient().tagImageCmd(imageName + ":latest",
repoData.repositoryUri() + ":latest", imageName).exec();
try {

getDockerClient().pushImageCmd(repoData.repositoryUri()).withTag("echo-
text").withAuthConfig(authConfig).start().awaitCompletion();

System.out.println("The " + imageName + " was pushed to
ECR");

} catch (InterruptedException e) {
throw (RuntimeException) e.getCause();

}
return CompletableFuture.completedFuture(authConfig);

1)

authResponseFuture.join();
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// Make sure local image echo-text exists.
public boolean isEchoTextImagePresent() {
try {
List<Image> images = getDockerClient().listImagesCmd().exec();
boolean helloWorldFound = false;
for (Image image : images) {
String[] repoTags = image.getRepoTags();
if (repoTags != null) {
for (String tag : repoTags) {
if (tag.startsWith("echo-text")) {
System.out.println(tag);
helloWorldFound = true;

}

if (helloWorldFound) {
System.out.println("The local image named echo-text exists.");
return true;

} else {
System.out.println("The local image named echo-text does not

exist.");

return false;

}

} catch (DockerClientException ex) {
logger.error("ERROR: " + ex.getMessage());
return false;

« Bx API F4EE |, i53E (Amazon SDK for Java 2.x APl Reference) LA T EH,

» CreateRepository

» DeleteRepository

« Describelmages

» DescribeRepositories

» GetAuthorizationToken

» GetRepositoryPolicy

» SetRepositoryPolicy
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« StartLifecyclePolicyPreview

Kotlin

FE AT Kotlin 8 SDK

(® Note
HEEZHEXER GitHub, £ Amazon KB REIF#EEFERTERG , THENM@H
TREMZETT
BIT— 1M XREXIZS , B~ Amazon ECR By Ih&E,

import java.util.Scanner

/**
* Before running this Kotlin code example, set up your development environment,
including your credentials.

*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/setup.html
*

* This code example requires an IAM Role that has permissions to interact with
the Amazon ECR service.

*

* To create an IAM role, see:
*

* https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html

*

* This code example requires a local docker image named echo-text. Without a
local image,

* this program will not successfully run. For more information including how to
create the local

* image, see:

*

* /scenarios/basics/ecr/README

*

*/

val DASHES = String(CharArray(80)).replace("\u0@000", "-")
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suspend fun main(args: Array<String>) {
val usage =

Usage: <iamRoleARN> <accountId>

Where:
iamRoleARN - The IAM role ARN that has the necessary permissions to
access and manage the Amazon ECR repository.
accountId - Your AWS account number.

"t otrimIndent()

if (args.size != 2) {
println(usage)
return

var iamRole = args[0]

var localImageName: String

var accountId = args[1]

val ecrActions = ECRActions()

val scanner = Scanner(System. in’)

println(

The Amazon Elastic Container Registry (ECR) is a fully-managed Docker
container registry

service provided by AWS. It allows developers and organizations to
securely

store, manage, and deploy Docker container images.

ECR provides a simple and scalable way to manage container images
throughout their lifecycle,

from building and testing to production deployment.

The “EcrClient’ service client that is part of the AWS SDK for Kotlin
provides a set of methods to

programmatically interact with the Amazon ECR service. This allows
developers to

automate the storage, retrieval, and management of container images as
part of their application

deployment pipelines. With ECR, teams can focus on building and deploying
their
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applications without having to worry about the underlying infrastructure
required to
host and manage a container registry.

This scenario walks you through how to perform key operations for this
service.
Let's get started...

You have two choices:
1 - Run the entire program.
2 - Delete an existing Amazon ECR repository named echo-text (created
from a previous execution of
this program that did not complete).

"t trimIndent(),

while (true) {
val input = scanner.nextLine()

if (input.trim { it <= ' ' }.equals("1", ignoreCase = true)) {
println("Continuing with the program...")
println("")
break

} else if (input.trim { it <= ' ' }.equals("2", ignoreCase = true)) {
val repoName = "echo-text"
ecrActions.deleteECRRepository(repoName)
return

} else {

// Handle invalid input.
println("Invalid input. Please try again.")

waitForInputToContinue(scanner)
println(DASHES)
println(

1. Create an ECR repository.
The first task is to ensure we have a local Docker image named echo-
text.

If this image exists, then an Amazon ECR repository is created.

An ECR repository is a private Docker container repository provided
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by Amazon Web Services (AWS). It is a managed service that makes it easy

to store, manage, and deploy Docker container images.

nnn.trimIndent()r

// Ensure that a local docker image named echo-text exists.
val doesExist = ecrActions.listlLocalImages()
val repoName: String
if (!doesExist) {
println("The local image named echo-text does not exist")

return

} else {
localImageName = "echo-text"
repoName = "echo-text"

val repoArn = ecrActions.createECRRepository(repoName).toString()
println("The ARN of the ECR repository is $repoArn")
waitForInputToContinue(scanner)

println(DASHES)
println(

2. Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function

is crucial for maintaining
the security and integrity of your container images. The repository
policy allows you to
define specific rules and restrictions for accessing and managing the
images stored within your ECR

repository.

"t trimIndent(),
)
waitForInputToContinue(scanner)
ecrActions.setRepoPolicy(repoName, iamRole)
waitForInputToContinue(scanner)

println(DASHES)
println(

3. Display ECR repository policy.
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Now we will retrieve the ECR policy to ensure it was successfully set.
"t trimIndent(),

)

waitForInputToContinue(scanner)

val policyText = ecrActions.getRepoPolicy(repoName)

println("Policy Text:")

println(policyText)

waitForInputToContinue(scanner)

println(DASHES)
println(

4. Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the
Amazon ECR registry.

The ‘getAuthorizationToken™ method of the “EcrAsyncClient’ is responsible
for securely accessing

and interacting with an Amazon ECR repository. This operation is
responsible for obtaining a

valid authorization token, which is required to authenticate your
requests to the ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

" trimIndent(),
)
waitForInputToContinue(scanner)
ecrActions.getAuthToken()
waitForInputToContinue(scanner)

println(DASHES)
println(

5. Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to
deploy a container image to

a container orchestration platform like Amazon Elastic Kubernetes Service
(EKS)
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or Amazon Elastic Container Service (ECS), you need to specify the full
image URI,

which includes the ECR repository URI. This allows the container runtime
to pull the

correct container image from the ECR repository.

"t trimIndent(),

)

waitForInputToContinue(scanner)

val repositoryURI: String? = ecrActions.getRepositoryURI(repoName)
println("The repository URI is $repositoryURI")
waitForInputToContinue(scanner)

println(DASHES)
println(

6. Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker images

stored in your ECR repositories.
These policies allow you to automatically remove old or unused Docker

images from your repositories,
freeing up storage space and reducing costs.

"t trimIndent(),
)

waitForInputToContinue(scanner)

val pol = ecrActions.setLifeCyclePolicy(repoName)
println(pol)

waitForInputToContinue(scanner)

println(DASHES)
println(

7. Push a docker image to the Amazon ECR Repository.

The “pushImageCmd() ™ method pushes a local Docker image to an Amazon ECR
repository.

It sets up the Docker client by connecting to the local Docker host using
the default port.

It then retrieves the authorization token for the ECR repository by
making a call to the AWS SDK.
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The method uses the authorization token to create an ‘AuthConfig’ object,
which is used to authenticate

the Docker client when pushing the image. Finally, the method tags the
Docker image with the specified

repository name and image tag, and then pushes the image to the ECR
repository using the Docker client.

If the push operation is successful, the method prints a message
indicating that the image was pushed to ECR.

nnn.trimIndent()r

waitForInputToContinue(scanner)
ecrActions.pushDockerImage(repoName, localImageName)
waitForInputToContinue(scanner)

println(DASHES)

println("8. Verify if the image is in the ECR Repository.")
waitForInputToContinue(scanner)
ecrActions.verifyImage(repoName, localImageName)
waitForInputToContinue(scanner)

println(DASHES)
println("9. As an optional step, you can interact with the image in Amazon
ECR by using the CLI.")
println("Would you like to view instructions on how to use the CLI to run the
image? (y/n)")
val ans = scanner.nextLine().trim()
if (ans.equals("y", true)) {
val instructions = """
1. Authenticate with ECR - Before you can pull the image from Amazon ECR,

you need to authenticate with the registry. You can do this using the AWS CLI:

aws ecr get-login-password --region us-east-1 | docker login --
username AWS --password-stdin $accountId.dkr.ecr.us-east-1.amazonaws.com

2. Describe the image using this command:

aws ecr describe-images --repository-name $repoName --image-ids
imageTag=$localImageName

3. Run the Docker container and view the output using this command:
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docker run --rm $accountId.dkr.ecr.us-east-1.amazonaws.com/$repoName:
$localImageName

println(instructions)

}

waitForInputToContinue(scanner)

println(DASHES)
println("1@. Delete the ECR Repository.")
println(
If the repository isn't empty, you must either delete the contents of the
repository
or use the force option (used in this scenario) to delete the repository
and have Amazon ECR delete all of its contents
on your behalf.

""" otrimIndent(),
)
println("Would you like to delete the Amazon ECR Repository? (y/n)")
val delAns = scanner.nextLine().trim { it <= ' ' }

if (delAns.equals("y", ignoreCase = true)) {
println("You selected to delete the AWS ECR resources.")
waitForInputToContinue(scanner)
ecrActions.deleteECRRepository(repoName)

println(DASHES)
println("This concludes the Amazon ECR SDK scenario")
println(DASHES)

private fun waitForInputToContinue(scanner: Scanner) {
while (true) {
println("")
println("Enter 'c' followed by <ENTER> to continue:")
val input = scanner.nextLine()

if (input.trim { it <= ' ' }.equals("c", ignoreCase = true)) {
println("Continuing with the program...")
println("")
break

} else {

// Handle invalid input.
println("Invalid input. Please try again.")
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import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

aws.
aws.
aws.
aws.
aws.
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aws.
com.
com.
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com.
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sdk.
sdk.
sdk.
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sdk.
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services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

java.io.IOException
java.util.Baseb64

class ECRActions {
private var dockerClient: DockerClient? = null

ecr.
ecr.
ecr.
ecr.

ecr

ecr.
ecr.
.model.
ecr.

ecr

ecr.

ecr

EcrClient

model.
model.
model.
.model.
model.
model.

model.
model.
.model.

CreateRepositoryRequest
DeleteRepositoryRequest
DescribeImagesRequest
DescribeRepositoriesRequest
EcrException
GetRepositoryPolicyRequest
ImageIdentifier
RepositoryAlreadyExistsException
SetRepositoryPolicyRequest
StartLifecyclePolicyPreviewRequest

api.DockerClient
api.command.DockerCmdExecFactory
.api.model.AuthConfig
core.DockerClientBuilder
netty.NettyDockerCmdExecFactory

private fun getDockerClient(): DockerClient? {

val osName = System.getProperty("os.name")

if (osName.startsWith("Windows")) {

// Make sure Docker Desktop is running.

val dockerHost = "tcp://localhost:2375" // Use the Docker Desktop
default port.
val dockerCmdExecFactory: DockerCmdExecFactory =

NettyDockerCmdExecFactory().withReadTimeout(20000).withConnectTimeout (20000)
dockerClient =
DockerClientBuilder.getInstance(dockerHost).withDockerCmdExecFactory(dockerCmdExecFactoz
} else {
dockerClient = DockerClientBuilder.getInstance().build()
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return dockerClient

/**
* Sets the lifecycle policy for the specified repository.
*
* @param repoName the name of the repository for which to set the lifecycle
policy.
*/
suspend fun setLifeCyclePolicy(repoName: String): String? {
val polText =

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
I
"action": {
"type": "expire"
}
}
]
}
""" otrimIndent()

val lifecyclePolicyPreviewRequest =
StartLifecyclePolicyPreviewRequest {
lifecyclePolicyText = polText
repositoryName = repoName

// Execute the request asynchronously.
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.startLifecyclePolicyPreview(lifecyclePolicyPreviewRequest)
return response.lifecyclePolicyText
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* Retrieves the repository URI for the specified repository name.

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
*/
suspend fun getRepositoryURI(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeRepositoriesResponse =
ecrClient.describeRepositories(request)
if (!describeRepositoriesResponse.repositories?.isEmpty()!!) {

return
describeRepositoriesResponse?.repositories?.get(0)?.repositoryUri
} else {
println("No repositories found for the given name.")
return ""
}
}
}
/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
*
*/
suspend fun getAuthToken() {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->

// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(Q)
val token = authorizationData?.authorizationToken
if (token != null) {
println("The token was successfully retrieved.")
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/**
* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
*/
suspend fun getRepoPolicy(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }

// Create the request
val getRepositoryPolicyRequest =
GetRepositoryPolicyRequest {
repositoryName = repoName
}
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.getRepositoryPolicy(getRepositoryPolicyRequest)
val responseText = response.policyText
return responseText

/**
* Sets the repository policy for the specified ECR repository.
*
* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
*/
suspend fun setRepoPolicy(
repoName: String?,
iamRole: String?,
) {

val policyDocumentTemplate =

{
"Version":"2012-10-17",
"Statement" : [ {
"Sid" : "new statement",
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"Effect" : "Allow",
"Principal” : {

"AWS" : "$iamRole"
1,

"Action" : "ecr:BatchGetImage"

31

"t otrimIndent()
val setRepositoryPolicyRequest =
SetRepositoryPolicyRequest {
repositoryName = repoName
policyText = policyDocumentTemplate

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.setRepositoryPolicy(setRepositoryPolicyRequest)
if (response != null) {
println("Repository policy set successfully.")

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.
* @throws RepositoryAlreadyExistsException if the repository exists.
* @throws EcrException if an error occurs while creating the
repository.
*/
suspend fun createECRRepository(repoName: String?): String? {
val request =
CreateRepositoryRequest {
repositoryName = repoName

return try {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response = ecrClient.createRepository(request)
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response.repository?.repositoryArn
}

} catch (e: RepositoryAlreadyExistsException) {
println("Repository already exists: $repoName")
repoName?.let { getRepoARN(it) }

} catch (e: EcrException) {
println("An error occurred: ${e.messagel}")
null

suspend fun getRepoARN(repoName: String): String? {

// Fetch the existing repository's ARN.

val describeRequest =
DescribeRepositoriesRequest {

repositoryNames = listOf(repoName)

}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeResponse =

ecrClient.describeRepositories(describeRequest)

return describeResponse.repositories?.get(0)?.repositoryArn

fun listlLocalImages(): Boolean = try {
val images = getDockerClient()?.listImagesCmd()?.exec()
images?.any { image ->
image.repoTags?.any { tag -> tag.startsWith("echo-text") } ?: false
} ?: false
} catch (ex: Exception) {
println("ERROR: ${ex.messagel}")
false

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
suspend fun pushDockerImage(
repoName: String,
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imageName: String,

) {
println("Pushing $imageName to $repoName will take a few seconds")
val authConfig = getAuthConfig(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val desRequest =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

val describeRepoResponse = ecrClient.describeRepositories(desRequest)
val repoData =
describeRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
?: throw RuntimeException("Repository not found: $repoName")

val tagImageCmd = getDockerClient()?.tagImageCmd("$imageName",
"${repoData.repositoryUri}", imageName)
if (tagImageCmd != null) {
tagImageCmd.exec()
}
val pushImageCmd =
repoData.repositoryUri?.let {
dockerClient?.pushImageCmd(it)
// ?.withTag("latest")
?.withAuthConfig(authConfig)

try {
if (pushImageCmd != null) {
pushImageCmd.start().awaitCompletion()
}
println("The $imageName was pushed to Amazon ECR")
} catch (e: IOException) {
throw RuntimeException(e)

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
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*

* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }

val imageld =
ImageIdentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)

}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describeImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
} else {
println("Image is not present in the repository.")

/**
* Deletes an ECR (Elastic Container Registry) repository.
*

* @param repoName the name of the repository to delete.
*/
suspend fun deleteECRRepository(repoName: String) {
if (repoName.isNullOrEmpty()) {
throw IllegalArgumentException("Repository name cannot be null or
empty")
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val repositoryRequest =
DeleteRepositoryRequest {
force = true
repositoryName = repoName

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
ecrClient.deleteRepository(repositoryRequest)
println("You have successfully deleted the $repoName repository")

// Return an AuthConfig.
private suspend fun getAuthConfig(repoName: String): AuthConfig {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(0)
val token = authorizationData?.authorizationToken
val decodedToken = String(Baseb4.getDecoder().decode(token))
val password = decodedToken.substring(4)

val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

val descrRepoResponse = ecrClient.describeRepositories(request)
val repoData = descrRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
val registryURL: String =
repoData?.repositoryUri?.split("/")?.get(@) 2: ""

return AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL)
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- X API#4ELR , 3 (Amazon SDK for Kotlin APl Reference) FHILUTER,

» CreateRepository

* DeleteRepository

» Describelmages

» DescribeRepositories

* GetAuthorizationToken

» GetRepositoryPolicy

» SetRepositoryPolicy

+ StartLifecyclePolicyPreview

Python

EATF Python #9 SDK ( Boto3 )

® Note
RBEZHEREL GitHub, % Amazon ISR GIfFfEEFERTERH , T MMM
TREMNETT,

A TRAMPETREA TR

class ECRGettingStarted:

A scenario that demonstrates how to use Boto3 to perform basic operations
using

Amazon ECR.

def __init_ (
self,
ecr_wrapper: ECRWrapper,
docker_client: docker.DockerClient,

self.ecr_wrapper = ecr_wrapper
self.docker_client = docker_client
self.tag = "echo-text"
self.repository_name = "ecr-basics"
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self.docker_image = None
self.full_tag_name = None
self.repository = None

def run(self, role_arn: str) -> None:

Runs the scenario.

print(
The Amazon Elastic Container Registry (ECR) is a fully-managed Docker container
registry

service provided by AWS. It allows developers and organizations to securely
store, manage, and deploy Docker container images.

ECR provides a simple and scalable way to manage container images throughout
their lifecycle,

from building and testing to production deployment.

The “ECRWrapper' class is a wrapper for the Boto3 'ecr' client. The 'ecr' client
provides a set of methods to

programmatically interact with the Amazon ECR service. This allows developers to
automate the storage, retrieval, and management of container images as part of
their application

deployment pipelines. With ECR, teams can focus on building and deploying their
applications without having to worry about the underlying infrastructure required
to

host and manage a container registry.

This scenario walks you through how to perform key operations for this service.
Let's get started...

)
press_enter_to_continue()
print_dashes()
print(
Frmn
* Create an ECR repository.

An ECR repository is a private Docker container repository provided
by Amazon Web Services (AWS). It is a managed service that makes it easy
to store, manage, and deploy Docker container images.

)

print(f"Creating a repository named {self.repository_namel}")
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self.repository =
self.ecr_wrapper.create_repository(self.repository_name)

print(f"The ARN of the ECR repository is
{self.repository['repositoryArn']}")

repository_uri = self.repository["repositoryUri"]

press_enter_to_continue()

print_dashes()

print(
.FIIIIII
* Build a Docker image.

Create a local Docker image if it does not already exist.
A Python Docker client is used to execute Docker commands.
You must have Docker installed and running.

)

print(f"Building a docker image from 'docker_files/Dockerfile'")

self.full_tag_name = f"{repository_uri}:{self.tag}"

self.docker_image = self.docker_client.images.build(
path="docker_files", tag=self.full_tag_name

)[0]

print(f"Docker image {self.full_tag_name} successfully built.")

press_enter_to_continue()

print_dashes()

if role_arn is None:
print(
* Because an IAM role ARN was not provided, a role policy will not be set for
this repository.

)
else:
print(

* Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function is

crucial for maintaining
the security and integrity of your container images. The repository policy allows

you to
define specific rules and restrictions for accessing and managing the images

stored within your ECR
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repository.

self.grant_role_download_access(role_arn)

print(f"Download access granted to the IAM role ARN {role_arn}")
press_enter_to_continue()

print_dashes()

print(

* Display ECR repository policy.

Now we will retrieve the ECR policy to ensure it was successfully set.

)

policy_text =
self.ecr_wrapper.get_repository_policy(self.repository_name)

print("Policy Text:")

print(f"{policy_text}")

press_enter_to_continue()

print_dashes()

print(

* Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the Amazon

ECR registry.
The ‘get_authorization_token™ method of the ‘ecr’ client is responsible for

securely accessing

and interacting with an Amazon ECR repository. This operation is responsible for
obtaining a

valid authorization token, which is required to authenticate your requests to the

ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

)

authorization_token = self.ecr_wrapper.get_authorization_token()
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print("Authorization token retrieved.")
press_enter_to_continue()
print_dashes()

print(

* Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to deploy a
container image to

a container orchestration platform like Amazon Elastic Kubernetes Service (EKS)

or Amazon Elastic Container Service (ECS), you need to specify the full image
URI,

which includes the ECR repository URI. This allows the container runtime to pull
the

correct container image from the ECR repository.

)

repository_descriptions = self.ecr_wrapper.describe_repositories(
[self.repository_name]

)

repository_uri = repository_descriptions[@]["repositoryUri"]

print(f"Repository URI found: {repository_uri}")

press_enter_to_continue()

print_dashes()

print(

* Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker images stored
in your ECR repositories.

These policies allow you to automatically remove old or unused Docker images from
your repositories,

freeing up storage space and reducing costs.

This example policy helps to maintain the size and efficiency of the container
registry

by automatically removing older and potentially unused images, ensuring that the
storage is optimized and the registry remains up-to-date.

)

press_enter_to_continue()
self.put_expiration_policy()
print(f"An expiration policy was added to the repository.")
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print_dashes()

print(

* Push a docker image to the Amazon ECR Repository.

The Docker client uses the authorization token is used to authenticate the when
pushing the image to the
ECR repository.

)

decoded_authorization =
base64.b64decode(authorization_token).decode("utf-8")
username, password = decoded_authorization.split(":")

resp = self.docker_client.api.push(
repository=repository_uri,
auth_config={"username": username, "password": password},
tag=self.tag,
stream=True,
decode=True,

for line in resp:
print(line)

print_dashes()

print("* Verify if the image is in the ECR Repository.")
image_descriptions = self.ecr_wrapper.describe_images(
self.repository_name, [self.tag]
)
if len(image_descriptions) > 0:
print("Image found in ECR Repository.")
else:
print("Image not found in ECR Repository.")
press_enter_to_continue()
print_dashes()

print(
"* As an optional step, you can interact with the image in Amazon ECR
by using the CLI."

)
if g.ask(
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"Would you like to view instructions on how to use the CLI to run the

image? (y/n)",
g.is_yesno,

print(
Frmn
1. Authenticate with ECR - Before you can pull the image from Amazon ECR, you
need to authenticate with the registry. You can do this using the AWS CLI:

aws ecr get-login-password --region us-east-1 | docker login --username AWS
--password-stdin {repository_uri.split("/")[0]}

2. Describe the image using this command:

aws ecr describe-images --repository-name {self.repository_name} --image-ids
imageTag={self.tag}

3. Run the Docker container and view the output using this command:

docker run --rm {self.full_tag_name}

self.cleanup(Tzrue)

def cleanup(self, ask: bool):
Deletes the resources created in this scenario.
:param ask: If True, prompts the user to confirm before deleting the
resources.
if self.repository is not None and (
not ask
or q.ask(
f"Would you like to delete the ECR repository
'{self.repository_name}? (y/n) "
)

print(f"Deleting the ECR repository '{self.repository_name}'.")
self.ecr_wrapper.delete_repository(self.repository_name)

if self.full_tag_name is not None and (
not ask
or q.ask(
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f"Would you like to delete the local Docker image
'{self.full_tag_name}? (y/n) "
)

print(f"Deleting the docker image '{self.full_tag_name}'.")
self.docker_client.images.remove(self.full_tag_name)

def grant_role_download_access(self, role_arn: str):
Grants the specified role access to download images from the ECR
repository.

:param role_arn: The ARN of the role to grant access to.
policy_json = {

"Version":"2012-10-17",

"Statement": [

{
"Sid": "AllowDownload",
"Effect": "Allow",
"Principal": {"AWS": role_arn},
"Action": ["ecr:BatchGetImage"],
}

1,

self.ecr_wrapper.set_repository_policy(
self.repository_name, json.dumps(policy_json)

def put_expiration_policy(self):

Puts an expiration policy on the ECR repository.
policy_json = {
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePushed",
"countUnit": "days",
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"countNumber": 14,

iy

"action": {"type": "expire"},

self.ecr_wrapper.put_lifecycle_policy(
self.repository_name, json.dumps(policy_json)

if __name__ == "__main__":
parser = argparse.ArgumentParser(
description="Run Amazon ECR getting started scenario."
)
parser.add_argument(
"--iam-role-arn",
type=str,
default=None,
help="an optional IAM role ARN that will be granted access to download
images from a repository.",
required=False,

)
parser.add_argument(

"--no-art",

action="store_true",

help="accessibility setting that suppresses art in the console output.",
)

args = parser.parse_args()
no_art = args.no_art
iam_role_arn = args.iam_role_azrn
demo = None
a_docker_client = None
try:
a_docker_client = docker.from_env()
if not a_docker_client.ping():
raise docker.errors.DockerException("Docker is not running.")
except docker.errors.DockerException as err:
logging.error(
The Python Docker client could not be created.
Do you have Docker installed and running?
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Here is the error message:
[J
%S

mmn
’

err,
)
sys.exit("Error with Docker.")
try:
an_ecr_wrapper = ECRWrapper.from_client()
demo = ECRGettingStarted(an_ecr_wrapper, a_docker_client)
demo.run(iam_role_arn)

except Exception as exception:
logging.exception("Something went wrong with the demo!")
if demo is not None:
demo.cleanup(False)

#% Amazon ECR #&1E#Y ECRWrapper 2%,

class ECRWrapper:
def __init__ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def create_repository(self, repository_name: str) -> dict[str, any]:

Creates an ECR repository.

:param repository_name: The name of the repository to create.
:return: A dictionary of the created repository.

TRRELZAINEE API fR7 2015-09-21 320



Amazon ECR AriEE

try:
response =
self.ecr_client.create_repository(repositoryName=repository_name)
return response["repository"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryAlreadyExistsException":
print(f"Repository {repository_name} already exists.")
response = self.ecr_client.describe_repositories(
repositoryNames=[repository_name]
)
return self.describe_repositories([repository_name])[0]
else:
logger.errox(
"Error creating repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],
)

raise

def delete_repository(self, repository_name: str):

Deletes an ECR repository.

:param repository_name: The name of the repository to delete.
try:
self.ecr_client.delete_repository(
repositoryName=repository_name, force=True
)
print(f"Deleted repository {repository_name}.")
except ClientError as err:
logger.error(
"Couldn't delete repository %s.. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

def set_repository_policy(self, repository_name: str, policy_text: str):

Sets the policy for an ECR repository.
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:param repository_name: The name of the repository to set the policy for.
:param policy_text: The policy text to set.
try:
self.ecr_client.set_repository_policy(
repositoryName=repository_name, policyText=policy_text
)
print(f"Set repository policy for repository {repository_name}.")
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.
raise

, repository_name)

else:
logger.errox(
"Couldn't set repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

def get_repository_policy(self, repository_name: str) -> str:

Gets the policy for an ECR repository.

:param repository_name: The name of the repository to get the policy for.
:return: The policy text.
try:
response = self.ecr_client.get_repository_policy(
repositoryName=repository_name
)
return response["policyText"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.

, repository_name)
raise

else:
logger.error(
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def

"Couldn't get repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

get_authorization_token(self) -> str:

Gets an authorization token for an ECR repository.

:return: The authorization token.
try:
response = self.ecr_client.get_authorization_token()
return response["authorizationData"][@]["authorizationToken"]
except ClientError as err:
logger.error(
"Couldn't get authorization token. Here's why %s",
err.response["Error"]["Message"],

)

raise

describe_repositories(self, repository_names: list[str]) -> list[dict]:

Describes ECR repositories.

:param repository_names: The names of the repositories to describe.
:return: The list of repository descriptions.
try:
response = self.ecr_client.describe_repositories(
repositoryNames=repository_names
)
return response["repositories"]
except ClientError as err:
logger.error(
"Couldn't describe repositories. Here's why %s",
err.response["Error"]["Message"],

)

raise

TREEANTNEE

API fR7 2015-09-21 323



Amazon ECR AriEE

def put_lifecycle_policy(self, repository_name: str, lifecycle_policy_text:

str):

Puts a lifecycle policy for an ECR repository.

:param repository_name: The name of the repository to put the lifecycle
policy for.

:param lifecycle_policy_text: The lifecycle policy text to put.
try:
self.ecr_client.put_lifecycle_policy(
repositoryName=repository_name,
lifecyclePolicyText=1ifecycle_policy_text,
)
print(f"Put lifecycle policy for repository {repository_name}.")
except ClientError as err:
logger.errox(
"Couldn't put lifecycle policy for repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

def describe_images(
self, repository_name: str, image_ids: list[str] = None
) -> list[dict]:

Describes ECR images.

:param repository_name: The name of the repository to describe images
for.
:param image_ids: The optional IDs of images to describe.
:return: The list of image descriptions.
try:
params = {
"repositoryName": repository_name,
}
if image_ids is not None:
params["imageIds"] = [{"imageTag": tag} for tag in image_ids]

paginator = self.ecr_client.get_paginator("describe_images")
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image_descriptions = []

for page in paginator.paginate(**params):
image_descriptions.extend(page["imageDetails"])

return image_descriptions

except ClientError as err:

logger.errox(
"Couldn't describe images. Here's why %s",
err.response["Error"]["Message"],

)

raise

« BX API#F4ER , E2 M (Amazon SDK for Python (Boto3) API Reference) HHILLT £
i

» CreateRepository

* DeleteRepository

» Describelmages

» DescribeRepositories

* GetAuthorizationToken

» GetRepositoryPolicy

» SetRepositoryPolicy

+ StartLifecyclePolicyPreview

BX S Amazon DK FF X EIERMRE RO TEIIEK | ESRY Amazon ECR 5 Amazon SDK, ZA
FHEBIEERAINEELUREX LR SDK AW IFMAEE.

FH Amazon BHFF X T EEX Amazon ECR HITHIIRE

LR ARRS RBLER T WA A Amazon BT &K TEBMITEA Amazon ECR B, BN REIEE=
—MEMAYEEEE GitHub , BRI BIEREFRIBRRENSTABH A,

XERFIFA Amazon ECR APl , BUMHE L TXHETHABREFNREHE R, SUUEELA
Amazon BEFF & T EAR Amazon ECR 2R 44 L TXEERE,
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DUTREMNBIERERANRE, BXTEIE , HS5H (Amazon Elastic Container Registry AP
Reference) o

Rl

+ CreateRepository5S Amazon SDK = CLI &4 8 F

+ DeleteRepository5 Amazon SDK =% CLI & & £ F

+ Describelmages5 Amazon SDK = CLI Bi& fF

+ DescribeRepositories5 Amazon SDK =% CLI Bt &

+ GetAuthorizationToken&5 Amazon SDK =% CLI Bt & A
+ GetRepositoryPolicy 5 Amazon SDK = CLI Bt & &£

+ Listimages5 Amazon SDK =} CLI &t & £

+ PushlmageCmd& Amazon SDK — 2 f§ F

+ PutLifeCyclePolicy5 Amazon SDK = CLI B2 &

+ SetRepositoryPolicy 5 Amazon SDK = CLI &4 f5f F

« StartLifecyclePolicyPreview5 Amazon SDK =% CLI Bt &£

CreateRepository5S Amazon SDK = CLI & £
UTRBROERMMFER CreateRepository.

BERFIRAEEFNREER , MAE L TXHFIET. BUUEUATREBRAPEFTHIRENLET
X

o THREARIhAEE
« FF4{EH Amazon ECR

CLI
Amazon CLI
w1 Bl
LAF create-repository ROIFEKFBRINEMRFPMUIEER B ZE AN RFMHE,

aws ecr create-repository \
--repository-name project-a/sample-repo
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i

"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo"

}

BEXEZER | 28 (Amazon ECR AFiERE) hMtIEEFME,
2 BIEEE TGRSR TN IFMEE
LA create-repository ROIFEKFHERIAIMERPUREEREFEF T ENFMEE,

aws ecr create-repository \
--repository-name project-a/sample-repo \
--image-tag-mutability IMMUTABLE

i

"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo",
"imageTagMutability": "IMMUTABLE"

EXEZEER , 2% (Amazon ECR AFiEm) FHRGIRE T4,

=3 lZEEREERAKENFH#E

LA create-repository RUIFIENK F 89 BRIAEM R A 8 2 BB R 72 MR HEE P TRIER
HWFE,

aws ecr create-repository \
--repository-name project-a/sample-repo \
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--image-scanning-configuration scanOnPush=true

i

"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo",
"imageScanningConfiguration": {
"scanOnPush": true

BEXEZELR | E2H (Amazon ECR AF#EmE) HRIBGHE,
« BX API Hi#4E S |, 2 HAmazon CLI iy 53 # CreateRepository F#Y .

Java

ERAT Java B9 SDK 2.x

(® Note
BEEZHEXEER GitHub, £ Amazon RKEBB R FEEPFERTE RG] , 7 HFM A
TRENETT
/**

* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.

*

* @param repoName the name of the repository to create.

* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws IllegalArgumentException If repository name is invalid.

* @throws RuntimeException if an error occurs while creating the
repository.

*/

public String createECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
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throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

CreateRepositoryRequest request = CreateRepositoryRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<CreateRepositoryResponse> response =
getAsyncClient().createRepository(request);
try {
CreateRepositoryResponse result = response.join();
if (result !'= null) {
System.out.println("The " + repoName + " repository was created
successfully.");
return result.repository().repositoryArn();
} else {
throw new RuntimeException("Unexpected response type");
}
} catch (CompletionException e) {
Throwable cause = e.getCause();
if (cause instanceof EcrException ex) {
if
("RepositoryAlreadyExistsException".equals(ex.awsErrorDetails().errorCode())) {
System.out.println("The Amazon ECR repository already exists,
moving on...");
DescribeRepositoriesRequest describeRequest =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();
DescribeRepositoriesResponse describeResponse =
getAsyncClient().describeRepositories(describeRequest).join();
return
describeResponse.repositories().get(@).repositoryArn();
} else {
throw new RuntimeException(ex);
}
} else {
throw new RuntimeException(e);
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- BX AP BiF4E R , 52319 Amazon SDK for Java 2.x APl 2% CreateRepositoryF #J,

Kotlin

FE AT Kotlin 8 SDK

@® Note
EEEZHERER GitHub, # Amazon KL RGIFMEEFERTERS , THEMAH®
TIREMETT.
/**

* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.

* @param repoName the name of the repository to create.

* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws RepositoryAlreadyExistsException if the repository exists.

* @throws EcrException if an error occurs while creating the
repository.

*/

suspend fun createECRRepository(repoName: String?): String? {
val request =
CreateRepositoryRequest {
repositoryName = repoName

return try {

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response = ecrClient.createRepository(request)
response.repository?.repositoryArn

}

} catch (e: RepositoryAlreadyExistsException) {
println("Repository already exists: $repoName")
repoName?.let { getRepoARN(it) }

} catch (e: EcrException) {
println("An error occurred: ${e.messagel}")
null
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- BX API BiFE R |, S 95&E M CreateRepository T K otlin BJAmazon SDK APl $#,

Python

& AT Python #9 SDK ( Boto3 )

® Note
RBEEZHREL GitHub, % Amazon IS RGITFMEEFERTERH , T MMM
TIREMETT.

class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def create_repository(self, repository_name: str) -> dict[str, any]:

Creates an ECR repository.

:param repository_name: The name of the repository to create.
:return: A dictionary of the created repository.
try:
response =
self.ecr_client.create_repository(repositoryName=repository_name)
return response["repository"]
except ClientError as err:
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if err.response["Error"]["Code"] ==
"RepositoryAlreadyExistsException":
print(f"Repository {repository_name} already exists.")
response = self.ecr_client.describe_repositories(
repositoryNames=[repository_name]
)
return self.describe_repositories([repository_name])[0]
else:
logger.error(
"Error creating repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],
)

raise

- BX API HiF4EES , S 5&FCreateRepositoryF Python B9Amazon SDK (Boto3) API
2,

SAP ABAP

EATF SAP ABAP By SDK

(@ Note
EBEZHEREE GitHub, # Amazon KB RHIFHEFERTERS , THMMH
TREMIZT,
TRY.

iv_repository_name = 'my-repository'

oo_result = lo_ecr->createrepository(

iv_repositoryname = iv_repository_name ).

DATA(lv_repository_uri) = oo_result->get_repository( )-
>get_repositoryuri( ).

MESSAGE |Repository created with URI: { lv_repository_uri }| TYPE 'I'.

CATCH /awsl/cx_ecrrepositoryalrexex.

" If repository already exists, retrieve it

DATA 1t_repo_names TYPE /awsl/
cl_ecrrepositorynamels@0=>tt_repositorynamelist.
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APPEND NEW /awsl/cl_ecrrepositorynamels@@( iv_value =
iv_repository_name ) TO 1lt_repo_names.
DATA(lo_describe_result) = lo_ecr-
>describerepositories( it_repositorynames = lt_repo_names ).
DATA(1lt_repos) = lo_describe_result->get_repositories( ).
IF lines( lt_repos ) > 0.
READ TABLE 1t_repos INDEX 1 INTO DATA(lo_repo).
oo_result = NEW /awsl/cl_ecrcrerepositoryrsp( io_repository =
lo_repo ).
MESSAGE |Repository { iv_repository_name } already exists.| TYPE 'I'.
ENDIF.
ENDTRY.

« BXx API BiFE R , i3 95&E M CreateRepositoryF S AP BYAmazon SDK ABAP API &
Z

BX S Amazon DK Fr x EiEmMAB RO TEIIEK , 5SS Amazon ECR 5 Amazon SDK, ZA<
FEREEERAIINEELRAEXRLHH SDK A IFHAE L,

DeleteRepository5 Amazon SDK = CLI & &
TR RERGVERM{AIFEA DeleteRepository,

BERFIRAKEEFNREBRER , XAE L TXHFIET. BUREUATREBRAPEFTRIRENLET
X :

- THEEERINEE
- F#a{EH Amazon ECR

CLI
Amazon CLI
Tl BR 6 B

LA delete-repository RIS FEFIM BRI~ BRINEMRPIEENERE, MREFHE
TEWE , MFEE --force ¥

aws ecr delete-repository \
--repository-name ubuntu \

B’¥%E API fR7s 2015-09-21 333


https://docs.amazonaws.cn/sdk-for-sap-abap/v1/api/latest/index.html

Amazon ECR AriEE

--force

w
{
"repository": {
"registryId": "123456789012",
"repositoryName": "ubuntu",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/ubuntu"
}
}

EXEZER , 2% (Amazon ECR AF#8m) HHIMIBREM®E.
- BXx APl BiF4{E R , i5ZHAmazon CLI 8552 # DeleteRepository Y,

Java

EA T Java B9 SDK 2.x

(® Note
EBEZMEREE GitHub, # Amazon RIS RHIFHEFERTERS , THMMH
TREMIZT.
/**

* Deletes an ECR (Elastic Container Registry) repository.
*
* @param repoName the name of the repository to delete.
* @throws IllegalArgumentException if the repository name is null or empty.
* @throws EcrException if there is an error deleting the repository.
* @throws RuntimeException if an unexpected error occurs during the deletion
process.
*/
public void deleteECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException('"Repository name cannot be null or
empty");
}
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DeleteRepositoryRequest repositoryRequest =
DeleteRepositoryRequest.builder()
.force(true)
.repositoryName(repoName)
.build();

CompletableFuture<DeleteRepositoryResponse> response =
getAsyncClient().deleteRepository(repositoryRequest);
response.whenComplete((deleteRepositoryResponse, ex) -> {
if (deleteRepositoryResponse != null) {
System.out.println("You have successfully deleted the " +
repoName + " repository");
} else {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}
1)

// Wait for the CompletableFuture to complete
response.join();

« BX API Hi¥4E S |, 219 Amazon SDK for Java 2.x APl $#DeleteRepository F

Kotlin

FEAT Kotlin 8 SDK

® Note
EEESHXER GitHub, 7 Amazon KRB REFEEDERZERE , TRMMH
TIREMETT.
/**
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* Deletes an ECR (Elastic Container Registry) repository.
*
* @param repoName the name of the repository to delete.
*/
suspend fun deleteECRRepository(repoName: String) {
if (repoName.isNullOrEmpty()) {
throw IllegalArgumentException("Repository name cannot be null or
empty")
}

val repositoryRequest =
DeleteRepositoryRequest {
force = true
repositoryName = repoName

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
ecrClient.deleteRepository(repositoryRequest)
println("You have successfully deleted the $repoName repository")

« X API HiFMEER , BSEMDeleteRepositoryF K otlin #JAmazon SDK APl %,

Python

EHTF Python #9 SDK ( Boto3 )

(® Note
BB EZHERXEER GitHub, £ Amazon KIZRGIFMEERERTERG |, 7 #F N
TREMZETT,

class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":
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Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def delete_repository(self, repository_name: str):

Deletes an ECR repository.

:param repository_name: The name of the repository to delete.
try:
self.ecr_client.delete_repository(
repositoryName=repository_name, force=True
)
print(f"Deleted repository {repository_name}.")
except ClientError as err:
logger.error(
"Couldn't delete repository %s.. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

« BX API BiFE R |, iHS195&E A DeleteRepositoryF Python BJAmazon SDK (Boto3) API
sE,

SAP ABAP

EAT SAP ABAP iy SDK

(® Note
EBEZMEREE GitHub, # Amazon KB RHIFHEFERTER , THMMH
TREMIZT.
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TRY.
" iv_repository_name = 'my-repository'
lo_ecr->deleterepository(
iv_repositoryname = iv_repository_name
iv_force = abap_true ).
MESSAGE |Repository { iv_repository_name } deleted.| TYPE 'I'.
CATCH /awsl/cx_ecrrepositorynotfndex.
MESSAGE 'Repository not found.' TYPE 'I'.

ENDTRY.

« X API HiFMEER , B3 HEMDeleteRepositoryF S AP #JAmazon SDK ABAP API &
E,

BX S Amazon DK F R EIEEMNRE RHIBNTESIEK , S5 Amazon ECR 5 Amazon SDK, 7
FEEBIEERAINEERLUREXEFH SDK iAW IFMAEE.

DescribeImages5 Amazon SDK = CLI B&# A
LT RBRAVERIAFER DescribeImages,

BERFIRAEEFNRBRER , XTAELTXHET, EUTRBREG | BUUEFLHRENLET
X

- THREARTNEE

CLlI
Amazon CLI
ERRE#EEDPHIRE

LA describe-images RHIEREBGIRZL v1.13.6 M cluster-autoscaler FiEEHE
S0 EPSEHIEEW

aws ecr describe-images \
--repository-name cluster-autoscaler \
--image-ids imageTag=v1.13.6

i
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{
"imageDetails": [
{
"registryId": "012345678910",
"repositoryName": "cluster-autoscaler",
"imageDigest":
"sha256:4al1c6567c38904384ebcb4e35b7eeddd8451110c299e3368d2210066487d97e5",
"imageTags": [
"v1.13.6"
1,
"imageSizeInBytes": 48318255,
"imagePushedAt": 1565128275.0
}
]
}

- BX API HiF4HEE | i3 Amazon CLI fs S5 Describelmages# Y,

Java

SERAT Java B9 SDK 2.x

(® Note
EBEZMEREE GitHub, # Amazon KB RPIFH#EFERTERS , THMMH
TIREMIZIT,
/**

* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
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.repositoryName(repositoryName)
.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);
}
} else {
throw new RuntimeException("Unexpected error: " +
ex.getCause());
}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();

- BX API HViFMEE , 2 Amazon SDK for Java 2.x APl £#DescribelmagesH #,
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Kotlin

FE AT Kotlin 9 SDK

(® Note
BB EZMEXER GitHub, £ Amazon KB RHIFMHEEPERTERE , THROMH
TRENMETT
/**

* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
*
* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }

val imageld =
Imageldentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)

}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describeImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
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} else {
println("Image is not present in the repository.")

« BX API i¥HEL |, S i&EADescribelmagesF K otlin B§Amazon SDK API 3%,

Python

iEA T Python #9 SDK ( Boto3 )

(@ Note

BEBEZHXEER GitHub, 7 Amazon R REIFEEFEKRTERE , 7 EMMH
TIREMIZIT.

class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def describe_images(
self, repository_name: str, image_ids: list[str] = None
) -> list[dict]:

Describes ECR images.
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:param repository_name: The name of the repository to describe images
for.
:param image_ids: The optional IDs of images to describe.
:return: The list of image descriptions.
try:
params = {
"repositoryName": repository_name,
}
if image_ids is not None:
params["imageIds"] = [{"imageTag": tag} for tag in image_ids]

paginator = self.ecr_client.get_paginator("describe_images")

image_descriptions = []

for page in paginator.paginate(**params):
image_descriptions.extend(page["imageDetails"])

return image_descriptions

except ClientError as err:

logger.error(
"Couldn't describe images. Here's why %s",
err.response["Error"]["Message"],

)

raise

« BX APl HiFER |, iHS95EMADescribelmagesF Python BJAmazon SDK (Boto3) APl &
£,

SAP ABAP

EHA T SAP ABAP ) SDK

(® Note
EHEZHXREEL GitHub, 7 Amazon KB R EIF#EPERTERA , TN
TIRENETT.
TRY.

iv_repository_name = 'my-repository'
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" it_image_ids = VALUE #( ( NEW /awsl/cl_ecrimageidentifier( iv_imagetag
= 'latest' ) ) )
IF it_image_ids IS NOT INITIAL.
oo_result = lo_ecr->describeimages(
iv_repositoryname = iv_repository_name
it_imageids = it_image_ids ).
ELSE.
oo_result = lo_ecr->describeimages(
iv_repositoryname = iv_repository_name ).
ENDIF.
DATA(1lt_image_details) = oo_result->get_imagedetails( ).
MESSAGE |Found { lines( 1lt_image_details ) } images in repository.| TYPE

CATCH /awsl/cx_ecrrepositorynotfndex.
MESSAGE 'Repository not found.' TYPE 'I'.
CATCH /awsl/cx_ecrimagenotfoundex.
MESSAGE 'Image not found.' TYPE 'I'.
CATCH /awsl/cx_ecrinvalidparameterex.
MESSAGE 'Invalid parameter provided.' TYPE 'I'.
ENDTRY.

« BX API ¥ EES | S UEADescribelmagesT S AP BJAmazon SDK ABAP AP|
Z

BX S Amazon DK F X EIEEMNRE RHIBNTESIEK , S5 Amazon ECR 5 Amazon SDK, 7
FEEBIEERAINEERLUREX LR SDK iAW IFMAEE.

DescribeRepositories5 Amazon SDK = CLI B & F
AT RIBBRAPER A DescribeRepositories,

BERIRAKEEFNRERER , XA L TXHFIET. EUTRERFG | BUUEFLRENLET
X :

- THREXRINEE

CLI

Amazon CLI

R A 5= o Y A R
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Bt R RF R K P BRIASE A R RV R AR EE

A A
e

aws ecr describe-repositories

i
{
"repositories": [
{
"registryId": "012345678910",
"repositoryName": "ubuntu",
"repositoryArn": "arn:aws:ecr:us-west-2:012345678910:repository/
ubuntu"
1,
{
"registryId": "012345678910",
"repositoryName": "test",
"repositoryArn": "arn:aws:ecr:us-west-2:012345678910:repository/test"
}
]
}

« BX APl BiF4E R |, S Amazon CLI i3S 3Z DescribeRepositories F #,

Java

FEATF Java By SDK 2.x

@ Note
EREZMRIEL GitHub, # Amazon RIS RPIFHEFERTERS , THEMMH

N—

TIREMNETT.

/**
* Retrieves the repository URI for the specified repository name.
*

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
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* @throws EcrException if there is an error retrieving the repository
information.
* @throws CompletionException if the asynchronous operation completes
exceptionally.
*/
public void getRepositoryURI(String repoName) {
DescribeRepositoriesRequest request =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();

CompletableFuture<DescribeRepositoriesResponse> response =
getAsyncClient().describeRepositories(request);
response.whenComplete((describeRepositoriesResponse, ex) -> {
if (ex !'= null) {
Throwable cause = ex.getCause();
if (cause instanceof InterruptedException) {
Thread.currentThread().interrupt();
String errorMessage = "Thread interrupted while waiting for
asynchronous operation: " + cause.getMessage();
throw new RuntimeException(errorMessage, cause);
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);
}
} else {
if (describeRepositoriesResponse != null) {
if (!describeRepositoriesResponse.repositories().isEmpty()) {
String repositoryUri =
describeRepositoriesResponse.repositories().get(@).repositoryUri();
System.out.println("Repository URI found: " +
repositoryUri);

} else {
System.out.println("No repositories found for the given
name.");
}
} else {

System.err.println("No response received from
describeRepositories.");

}
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1)

response.join();

- BX API NiFAEE , EZ @ Amazon SDK for Java 2.x APl £ DescribeRepositories
Mo

Kotlin

EAT Kotlin By SDK

(@ Note
BEEZHEXEE GitHub, £ Amazon KB RG|FEEPFERTERG , 7 HEMAH
TIREMNETT.
/**

* Retrieves the repository URI for the specified repository name.

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
*/
suspend fun getRepositoryURI(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeRepositoriesResponse =
ecrClient.describeRepositories(request)
if (!describeRepositoriesResponse.repositories?.isEmpty()!!) {
return
describeRepositoriesResponse?.repositories?.get(0)?.repositoryUri
} else {
println("No repositories found for the given name.")
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return

« BX API i#4E L , &2 93& A DescribeRepositories T K otlin #1Amazon SDK APl 2
Z

Python

&R T Python 8 SDK ( Boto3 )

(® Note
EHEZHXRFEEL GitHub, 7 Amazon KB REIFEPERTERA , TN
TIRENETT.

class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def describe_repositories(self, repository_names: list[str]) -> list[dict]:

Describes ECR repositories.

:param repository_names: The names of the repositories to describe.
:return: The list of repository descriptions.
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try:
response = self.ecr_client.describe_repositories(
repositoryNames=repository_names
)
return response["repositories"]
except ClientError as err:
logger.errox(
"Couldn't describe repositories. Here's why %s",
err.response["Error"]["Message"],
)

raise

- BX API iF4ES , S 3&ADescribeRepositories T Python #JAmazon SDK (Boto3)
APl &,

Rust

EAT Rust B9 SDK

(@ Note
EBEZHEREE GitHub, # Amazon KB RHIFHEFERTER , THMMH
TREMIZT,

async fn show_repos(client: &aws_sdk_ecr::Client) -> Result<(),
aws_sdk_ecr: :Error> {
let rsp = client.describe_repositories().send().await?;

let repos = rsp.repositories();
println!("Found {3} repositories:", repos.len());
for repo in repos {

println!(" ARN: {3}", repo.repository_arn().unwrap());
println!(" Name: {}", repo.repository_name().unwrap());
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ok(())

« BX API Hi¥4E R |, 1S 95&E A DescribeRepositories T Rust BJAmazon SDK APl $#,

SAP ABAP

EATF SAP ABAP 9 SDK

(® Note
EBEZMEREE GitHub, # Amazon RS RHIFHEFERTERS , THMMAH
TREMIZT,
TRY.

" it_repository_names = VALUE #( ( NEW /awsl/
cl_ecrrepositorynamels@@( iv_value = 'my-repository' ) ) )
oo_result = lo_ecr->describerepositories(
it_repositorynames = it_repository_names ).
DATA(1lt_repositories) = oo_result->get_repositories( ).
MESSAGE |Found { lines( 1lt_repositories ) } repositories.| TYPE 'I'.
CATCH /awsl/cx_ecrrepositorynotfndex.
MESSAGE 'Repository not found.' TYPE 'I'.
ENDTRY .

- BX APIHiFMAEER , BSHEMDescribeRepositories T S AP BJAmazon SDK ABAP API
BE,

B X S Amazon DK F R EBIEEMNRE RN ZESIRK , S5 Amazon ECR 5 Amazon SDK, 7
FEEBIEERANINEELUREXEFH SDK AW IFMAEE.

GetAuthorizationToken5 Amazon SDK = CLI Bt & fEH
LUTRBREERNMER GetAuthorizationToken,

BERIRAEEFNREBRER , XA L TXHFIET. EUTRERFG  BUUEFLMRENLET
X :
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- THREXINEE

CLI
Amazon CLI
EREEIAEMROIBIN S HE
AT get-authorization-token Rla & AIIRENERIASEM RV IR hEo
aws ecr get-authorization-token
M
{
"authorizationData": [
{
"authorizationToken": "QVdTOkN...",
"expiresAt": 1448875853.241,
"proxyEndpoint": "https://123456789012.dkr.ecr.us-
west-2.amazonaws.com"
}
]
}
- BX API WEAEE , i3 WAmazon CLI 855 Z GetAuthorizationToken 1 #Y
Java

EAT Java B9 SDK 2.x

(@ Note
BB EZHXEE GitHub, 7 Amazon KB REIFREEFERTERE , 7HEMOME#H
TRENEZETT,
/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
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* This method makes an asynchronous call to the ECR client to retrieve the
authorization token.

* If the operation is successful, the method prints the token to the
console.

* If an exception occurs, the method handles the exception and prints the

€Irror message.
*

* @throws EcrException if there is an error retrieving the authorization
token from ECR.
* @throws RuntimeException if there is an unexpected error during the
operation.
*/
public void getAuthToken() {
CompletableFuture<GetAuthorizationTokenResponse> response =
getAsyncClient().getAuthorizationToken();
response.whenComplete((authorizationTokenResponse, ex) -> {
if (authorizationTokenResponse != null) {
AuthorizationData authorizationData =
authorizationTokenResponse.authorizationData().get(0);
String token = authorizationData.authorizationToken();
if (!token.isEmpty()) {
System.out.println("The token was successfully retrieved.");
}
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex); // Rethrow the
exception

1)

response.join();

. X APl WiF4EER , B3 Amazon SDK for Java 2.x APl &# GetAuthorizationToken ™
Mo
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Kotlin

FE AT Kotlin 9 SDK

(® Note
BEEZMHXER GitHub, £ Amazon KB RHIFHEEPERTERE , THOMEH
TRENEZET,
/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
*
*/
suspend fun getAuthToken() {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(0)
val token = authorizationData?.authorizationToken
if (token != null) {
println("The token was successfully retrieved.")
}
}
}

. BAx API WFMEELR |, 535 E A GetAuthorizationTokenF K otlin BAmazon SDK API &
%,

Python

i& A F Python #9 SDK ( Boto3 )

(® Note
EBEZHXRFEL GitHub, 7 Amazon KB R EIFFEEPERTERE , TN
TIRENEZETT.
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class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def get_authorization_token(self) -> str:

Gets an authorization token for an ECR repository.

:return: The authorization token.
try:
response = self.ecr_client.get_authorization_token()
return response["authorizationData"][@]["authorizationToken"]
except ClientError as err:
logger.errox(
"Couldn't get authorization token. Here's why %s",
err.response["Error"]["Message"],

)

raise

- Bx API HiFME R , iHS &M GetAuthorizationTokenF Python BJAmazon SDK (Boto3)
APl &,
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SAP ABAP

FE AT SAP ABAP #J SDK

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.
TRY.

oo_result = lo_ecr->getauthorizationtoken( ).

DATA(1t_auth_data) = oo_result->get_authorizationdata( ).

IF lines( lt_auth_data ) > 0.
READ TABLE 1t_auth_data INDEX 1 INTO DATA(lo_auth_data).
DATA(1lv_token) = lo_auth_data->get_authorizationtoken( ).
MESSAGE 'Authorization token retrieved.' TYPE 'I'.

ENDIF.

CATCH /awsl/cx_ecrserverexception.
MESSAGE 'Server exception occurred.' TYPE 'I'.
ENDTRY.

. BX APl WiFHEER |, B3 HEAGetAuthorizationTokenF S AP B9Amazon SDK ABAP
AP| &£,

BX S Amazon DK Fr x EiEmMRB RO TEIIEK | 5SS Amazon ECR 5 Amazon SDK, ZA<
FERIEERAINEELUREXRLHH SDK RAHIFHMAE L,

GetRepositoryPolicy5 Amazon SDK = CLI Bt &£
LR RBREERINMAER GetRepositoryPolicy,

BERIRAKEEFNREBRER , XE L TXHFIET. EUTRERFG  BUUEFLKRENLET
X :

- THREASTHEE
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CLI
Amazon CLI
ERZEATERENFEERR
LAF get-repository-policy RHIER cluster-autoscaler i FER 176 EREEAIAE
*i¥gm1§1§\o
aws ecr get-repository-policy \
--repository-name cluster-autoscaler
L7l e
{
"registryId": "©12345678910",
"repositoryName": "cluster-autoscaler",
"policyText": "{\n \"Version\" : \"2008-10-17\",\n \"Statement\" :
[ {\n \"Sid\" : \"allow public pull\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : \"*\",\n \"Action\" : [ \"ecr:BatchCheckLayerAvailability\",
\"ecr:BatchGetImage\", \"ecr:GetDownloadUrlForLayer\" J\n } J\n}"
}
« BX API HiF4E S |, 2 Amazon CLI iy S35 £ GetRepositoryPolicy F #J
Java

ERAT Java B9 SDK 2.x

(® Note
BEEZHEXEE GitHub, £ Amazon KB RG|IFEEPFERTERG , 7 HFM{AH
TRENETT
/**

* Gets the repository policy for the specified repository.

*

* @param repoName the name of the repository.

* @throws EcrException if an AWS error occurs while getting the repository
policy.
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*/
public String getRepoPolicy(String repoName) {

if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or

empty");
}

GetRepositoryPolicyRequest getRepositoryPolicyRequest =
GetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<GetRepositoryPolicyResponse> response =
getAsyncClient().getRepositoryPolicy(getRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy retrieved successfully.");
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex);

1)

GetRepositoryPolicyResponse result = response.join();
return result != null ? result.policyText() : null;

- BX APl NiF#FAE L , ES @ Amazon SDK for Java 2.x APl £ GetRepositoryPolicy 1
Mo
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Kotlin

FE AT Kotlin 9 SDK

(® Note
BB EZMEXER GitHub, £ Amazon KB RHIFMHEEPERTERE , THROMH
TRENMETT
/**

* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
*/
suspend fun getRepoPolicy(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }

// Create the request
val getRepositoryPolicyRequest =
GetRepositoryPolicyRequest {
repositoryName = repoName
}
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.getRepositoryPolicy(getRepositoryPolicyRequest)
val responseText = response.policyText
return responseText

- BX API iFEE , 5 i& A GetRepositoryPolicy F K otlin #§Amazon SDK APl $#,
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Python

& AT Python #9 SDK ( Boto3 )

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def get_repository_policy(self, repository_name: str) -> str:

Gets the policy for an ECR repository.

:param repository_name: The name of the repository to get the policy for.
:return: The policy text.
try:
response = self.ecr_client.get_repository_policy(
repositoryName=repository_name
)
return response["policyText"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.", repository_name)
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raise
else:
logger.error(
"Couldn't get repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

- BXx API HiFME R , 55 U&EA GetRepositoryPolicy T Python B9Amazon SDK (Boto3)
APl 2Z&,

SAP ABAP

EAT SAP ABAP iy SDK

(@ Note
EBEZMEREE GitHub, # Amazon RIS RHIFHEFERTERS , THMMH
TREMIZT,.
TRY.

" iv_repository_name = 'my-repository'
oo_result = lo_ecr->getrepositorypolicy(
iv_repositoryname = iv_repository_name ).
DATA(lv_policy_text) = oo_result->get_policytext( ).
MESSAGE 'Repository policy retrieved.' TYPE 'I'.
CATCH /awsl/cx_ecrrepositorynotfndex.
MESSAGE 'Repository not found.' TYPE 'I'.
CATCH /awsl/cx_ecrrepositoryplynot00.
MESSAGE 'Repository policy not found.' TYPE 'I'.
ENDTRY.

« BXx API HHEER , 53 195E A GetRepositoryPolicy T S AP #Amazon SDK ABAP API
&%,
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BX S Amazon DK FF A BIEMMNE RO ZESIXR | ST Amazon ECR 5 Amazon SDK, #&
FBRIEERAIINEELIRERLEH SDK IRAHIFMAE L,

ListImages5 Amazon SDK = CLI &4

DTFREBROERMAFER ListImages,

CLI
Amazon CLI
Bl H 1 i e Y AR A5
LAF list-images R E R cluster-autoscaler FAEFEMBESIR,
aws ecr list-images \
--repository-name cluster-autoscaler
i
{
"imagelIds": [
{
"imageDigest":
"sha256:99c6fb4377e9a420aleb3b410a951c9f464eff3b7dbc76c65e434e39b94b6570",
"imageTag": "v1.13.8"
},
{
"imageDigest":
"sha256:99c6fb4377e9a420aleb3b410a951c9f464eff3b7dbc76c65e434e39b94b6570",
"imageTag": "v1.13.7"
1,
{
"imageDigest":
"sha256:4a1c6567c38904384ebcb4e35b7eeddd8451110c299e3368d2210066487d97e5",
"imageTag": "v1.13.6"
}
]
}
- BX API HEAE LS , HSMAmazon CLI 55 & ListimagesH #Y,
B
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Rust

FEAT Rust B SDK

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

async fn show_images(
client: &aws_sdk_ecr::Client,
repository: &str,
) -> Result<(), aws_sdk_ecr::Error> {
let rsp = client
.list_images()
.repository_name(repository)
.send()
.await?;

let images = rsp.image_ids();
println!("found {3} images", images.len());

for image in images {
println!(
"image: {}:{1}",
image.image_tag().unwrap(),
image.image_digest().unwrap()
);
}

0k(())

- BX AP HEARELR , HSFEERListimagesF Rust #JAmazon SDK APl 3%,

BX S Amazon DK F A EBIEEMNRE RN TESIRK , S5 Amazon ECR 5 Amazon SDK, 7
FBREFEEXRAIINEELLR AR LEH SDK IRAIFMAE L,
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PushImageCmd5 Amazon SDK —iEfF

TR RBROVERINAEER PushImageCmd,
Java

ERAT Java B9 SDK 2.x

® Note
RBEEZHEXREL GitHub, # Amazon XIS RGIfFMEEFERTERH , T MMM

~—

TRENZT,

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
public void pushDockerImage(String repoName, String imageName) {
System.out.println("Pushing " + imageName + " to Amazon ECR will take a
few seconds.");
CompletableFuture<AuthConfig> authResponseFuture =
getAsyncClient().getAuthorizationToken()
.thenApply(response -> {
String token =
response.authorizationData().get(0Q).authorizationToken();
String decodedToken = new
String(Baseb4.getDecoder().decode(token));
String password = decodedToken.substring(4);

DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();

Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);

assert repoData != null;

String registryURL = repoData.repositoryUri().split("/")[Q];

AuthConfig authConfig = new AuthConfig()
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.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL);
return authConfig;
b
.thenCompose(authConfig -> {
DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();
Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);
getDockerClient().tagImageCmd(imageName + ":latest",
repoData.repositoryUri() + ":latest", imageName).exec();
try {

getDockerClient().pushImageCmd(repoData.repositoryUri()).withTag("echo-
text").withAuthConfig(authConfig).start().awaitCompletion();

System.out.println("The " + imageName + " was pushed to
ECR");

} catch (InterruptedException e) {
throw (RuntimeException) e.getCause();

}
return CompletableFuture.completedFuture(authConfig);

1)

authResponseFuture.join();

« BX API BiF4E R , i 19 Amazon SDK for Java 2.x APl £ZPushimageCmd##Y,

Kotlin

& AT Kotlin B SDK

(® Note
EBEZMEREE GitHub, # Amazon KB RHIFHEFERTERS , THMMH
TREMIZT.

B’¥%E API fR7 2015-09-21 364


https://docs.amazonaws.cn/goto/SdkForJavaV2/ecr-2015-09-21/PushImageCmd
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin/services/ecr#code-examples

Amazon ECR AriEE

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
suspend fun pushDockerImage(
repoName: String,
imageName: String,
) {
println("Pushing $imageName to $repoName will take a few seconds")
val authConfig = getAuthConfig(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val desRequest =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

val describeRepoResponse = ecrClient.describeRepositories(desRequest)
val repoData =
describeRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
?: throw RuntimeException("Repository not found: $repoName")

val tagImageCmd = getDockerClient()?.tagImageCmd("$imageName",
"${repoData.repositoryUril}", imageName)
if (tagImageCmd != null) {
tagImageCmd.exec()
}
val pushImageCmd =
repoData.repositoryUri?.let {
dockerClient?.pushImageCmd(it)
// ?.withTag("latest")
?.withAuthConfig(authConfig)

try {
if (pushImageCmd != null) {
pushImageCmd.start().awaitCompletion()

B’¥%E API fR7 2015-09-21 365



Amazon ECR AriEE

println("The $imageName was pushed to Amazon ECR")
} catch (e: IOException) {
throw RuntimeException(e)

}

- BX API HiFHEELR |, 5 E&EAPushimageCmdF K otlin ##Amazon SDK APl &%,

BX S Amazon DK FF R EismMRB RO TEIIEK | 5SS Amazon ECR 5 Amazon SDK, #A<
FEEBIEERAINEERLUREX LR SDK iAW IFEMAEE.

PutLifeCyclePolicy5 Amazon SDK = CLI Bt &
DTFRBROVERMAER PutLifeCyclePolicy,
CLI

Amazon CLI
BIEAE AR
LA put-lifecycle-policy IR 0K B BRIAEM R P IEE 708 B Q2 4 oo B HI SR BE

aws ecr put-lifecycle-policy \
--repository-name "project-a/amazon-ecs-sample” \
--lifecycle-policy-text "file://policy.json"

policy.json AR :

"rules": [

"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {

"tagStatus": "untagged",

"countType": "sincelmagePushed",

"countUnit": "days",

"countNumber": 14

}I
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"action": {

"type": "expire"
}
}
]
}
L7l e
{
"registryId": "<aws_account_id>",
"repositoryName": "project-a/amazon-ecs-sample",

"lifecyclePolicyText": "{\"rules\":[{\"rulePriority\":1,\"description\":
\"Expire images older than 14 days\",\"selection\":{\"tagStatus\":\"untagged\",
\"countType\":\"sinceImagePushed\",\"countUnit\":\"days\",\"countNumber\":14},
\"action\":{\"type\":\"expire\"}}]1}"

}

BEXREZER , 52K (Amazon ECR AF#Em) M EmEAHER,
- BXx APl WiFME LR , i5SHAmazon CLI is 52 #&PutlLifeCyclePolicy H Y,

Python

&R TF Python #9 SDK ( Boto3 )

(® Note
EBEZMEREE GitHub, # Amazon RIS RHIFHEFERTERS , THMMH
TREMIZT.

class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.
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:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def put_lifecycle_policy(self, repository_name: str, lifecycle_policy_text:

str):

Puts a lifecycle policy for an ECR repository.

:param repository_name: The name of the repository to put the lifecycle
policy for.

:param lifecycle_policy_text: The lifecycle policy text to put.
try:
self.ecr_client.put_lifecycle_policy(
repositoryName=repository_name,
lifecyclePolicyText=1ifecycle_policy_text,
)
print(f"Put lifecycle policy for repository {repository_name}.")
except ClientError as err:
logger.errox(
"Couldn't put lifecycle policy for repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

REZH B AR =B,

def put_expiration_policy(self):

Puts an expiration policy on the ECR repository.
policy_json = {
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",

B’¥%E API fR7s 2015-09-21 368



Amazon ECR AriEE

"selection": {
"tagStatus": "any",

"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14,

I

"action": {"type": "expire"},

self.ecr_wrapper.put_lifecycle_policy(
self.repository_name, json.dumps(policy_json)

- BX API HiF4ELR | 3 &EAPutLifeCyclePolicyF Python BJAmazon SDK (Boto3) API
2,

SAP ABAP

EATF SAP ABAP By SDK

(@ Note
EEBEEZHXER GitHub, £ Amazon KB RAIF#HEPERTERG , TN
TREMZTT,
TRY.
" iv_repository_name = 'my-repository'
" iv_lifecycle_policy_text = '{"rules":

[{"rulePriority":1,"description":"Expire images older than 14 days",...}]1}'
lo_ecr->putlifecyclepolicy(
iv_repositoryname = iv_repository_name
iv_lifecyclepolicytext = iv_lifecycle_policy_text ).
MESSAGE |Lifecycle policy set for repository { iv_repository_name }.|
TYPE 'I'.
CATCH /awsl/cx_ecrrepositorynotfndex.
MESSAGE 'Repository not found.' TYPE 'I'.
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CATCH /awsl/cx_ecrvalidationex.
MESSAGE 'Invalid lifecycle policy format.' TYPE 'I'.
ENDTRY.

« BX APl HFER |, HSUEAPutLifeCyclePolicy T S AP BYAmazon SDK ABAP AP| &
£,

BX S Amazon DK F A BIEEMNRE RHIBNZESIXK | HSH Amazon ECR 5 Amazon SDK, Z&
FTERIEERAIINEELLRAEXRLHH SDK IRAHIFHMAE L.

SetRepositoryPolicys5 Amazon SDK = CLI Bt &£
LR RBRAERINMAFER SetRepositoryPolicy,

BERFIRAEEFNRBRER , XAELTXHZET, EUTRBREG | B EFHRENLET
X

- THREARINEE

CLI

Amazon CLI
ENFREREFEERE

LA set-repository-policy RAIFXH4HIENFMERMKMMEl cluster-
autoscaler Ff#FE,

aws ecr set-repository-policy \
--repository-name cluster-autoscaler \
--policy-text file://my-policy.json

my-policy.json AR :

"Version":"2012-10-17",
"Statement" : [
{
"Sid" : "allow public pull",
"Effect" : "Allow",
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"Principal" : "*",

"Action" : [
"ecr:BatchCheckLayerAvailability",
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

"registryId": "012345678910",
"repositoryName": "cluster-autoscaler",
"policyText": "{\n \"Version\" : \"2008-10-17\",\n \"Statement\" :
[ {\n \"Sid\" : \"allow public pull\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : \"*\",\n \"Action\" : [ \"ecr:BatchCheckLayerAvailability\",
\"ecr:BatchGetImage\", \"ecr:GetDownloadUrlForLayer\" J\n } J\n}"
}

« BXx API HHiF4E R , iH5SHAmazon CLI 552 # SetRepositoryPolicy F HJ

Java

ERAT Java B9 SDK 2.x

(® Note
EHEZHEXEER GitHub, £ Amazon RIZRGIFMEERERTE RG] |, 7 #E N
TREMZETT
/**

* Sets the repository policy for the specified ECR repository.

* @param repoName the name of the ECR repository.

* @param iamRole the IAM role to be granted access to the repository.

* @throws RepositoryPolicyNotFoundException if the repository policy does
not exist.
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* @throws EcrException if there is an unexpected error
setting the repository policy.
*/
public void setRepoPolicy(String repoName, String iamRole) {
/*

This example policy document grants the specified AWS principal the
permission to perform the

‘ecr:BatchGetImage™ action. This policy is designed to allow the
specified principal

to retrieve Docker images from the ECR repository.

*/
String policyDocumentTemplate = """

{

"Version":"2012-10-17",

"Statement" : [ {
"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {

"AWS" : "%s"

.
"Action" : "ecr:BatchGetImage"

11

}

man,
’

String policyDocument = String.format(policyDocumentTemplate, iamRole);
SetRepositoryPolicyRequest setRepositoryPolicyRequest =
SetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.policyText(policyDocument)
.build();

CompletableFuture<SetRepositoryPolicyResponse> response =
getAsyncClient().setRepositoryPolicy(setRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy set successfully.");
} else {
Throwable cause = ex.getCause();
if (cause instanceof RepositoryPolicyNotFoundException) {
throw (RepositoryPolicyNotFoundException) cause;
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
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String errorMessage = "Unexpected error: " +
cause.getMessage();

throw new RuntimeException(errorMessage, cause);

1)

response.join();

« BX API HiF4E R |, 12U Amazon SDK for Java 2.x AP| $# SetRepositoryPolicy F i

Kotlin

FEAT Kotlin B SDK

® Note
RBEEZHREL GitHub, % Amazon ISR GIfFMEEFERTERH , T MMM
TIREMETT.
/**

* Sets the repository policy for the specified ECR repository.

* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
*/
suspend fun setRepoPolicy(
repoName: String?,
iamRole: String?,
) {

val policyDocumentTemplate =

{
"Version":"2012-10-17",
"Statement" : [ {

"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {

"AWS" : "$iamRole"
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}I

"Action" : "ecr:BatchGetImage"

3]

""" otrimIndent()
val setRepositoryPolicyRequest =
SetRepositoryPolicyRequest {
repositoryName = repoName
policyText = policyDocumentTemplate

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.setRepositoryPolicy(setRepositoryPolicyRequest)
if (response != null) {
println("Repository policy set successfully.")

« BX API iFELR | iS5 95& A SetRepositoryPolicy F K otlin #§Amazon SDK APl &%,

Python

& AT Python #9 SDK ( Boto3 )

® Note
RBEEZHREL GitHub, % Amazon IS RGIfFMEEFERTERH , T MMM
TIREMETT.

class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.
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:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def set_repository_policy(self, repository_name: str, policy_text: str):

Sets the policy for an ECR repository.

:param repository_name: The name of the repository to set the policy for.
:param policy_text: The policy text to set.
try:
self.ecr_client.set_repository_policy(
repositoryName=repository_name, policyText=policy_text
)
print(f"Set repository policy for repository {repository_name}.")
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.
raise
else:
logger.error(
"Couldn't set repository policy for repository %s. Here's why

, repository_name)

repository_name,
err.response["Error"]["Message"],

)

raise

[ IAM B8 & T T 15 R RRNRE.

def grant_role_download_access(self, role_arn: str):

Grants the specified role access to download images from the ECR
repository.
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:param role_arn: The ARN of the role to grant access to.
policy_json = {

"Version":"2012-10-17",

"Statement": [

{
"Sid": "AllowDownload",
"Effect": "Allow",
"Principal": {"AWS": role_arn},
"Action": ["ecr:BatchGetImage"],
}

1,

self.ecr_wrapper.set_repository_policy(
self.repository_name, json.dumps(policy_json)

« BXx APl BHiF4E R , iHS195&E A SetRepositoryPolicy F Python BJAmazon SDK (Boto3)
APl 2&,

SAP ABAP

EHA T SAP ABAP ) SDK

(® Note
EEEZHXEER GitHub, 7 Amazon REBREIFHEFERTE R , T @M
ITREMIZET,.
TRY.
" iv_repository_name = 'my-repository'
" iv_policy_text = '{"Version":"2012-10-17", "Statement":[...]}'

lo_ecr->setrepositorypolicy(
iv_repositoryname = iv_repository_name
iv_policytext = iv_policy_text ).
MESSAGE |Policy set for repository { iv_repository_name }.| TYPE 'I'.
CATCH /awsl/cx_ecrrepositorynotfndex.
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MESSAGE 'Repository not found.' TYPE 'I'.
ENDTRY.

-« BX APIHiFMEER , S HEMSetRepositoryPolicy T S AP BYAmazon SDK ABAP API
&,

BX S Amazon DK F X EIEEMNRE RHIBNTESIEK , S5 Amazon ECR 5 Amazon SDK, Z
FEEBIEERAINEERLUREX LR SDK iAW IFMAEE.

StartLifecyclePolicyPreviewsS Amazon SDK = CLI B&# A
DTFREREERMASER StartLlifecyclePolicyPreview,

BERFIRAEEFNRBRER , XTAELTXHZET, EUTRBREG | B UEFHRENLET
X

- THREARINEE

CLI

Amazon CLI
EOIZEm AR TR

BAF start-lifecycle-policy-preview RHIBIE T HIEEFMHEMN JSON XHE WL
B H R T .

aws ecr start-lifecycle-policy-preview \
--repository-name 'project-a/amazon-ecs-sample" \
--lifecycle-policy-text "file://policy.json"

policy.json W% :

"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "untagged",

BE API| MR 2015-09-21 377


https://docs.amazonaws.cn/sdk-for-sap-abap/v1/api/latest/index.html

Amazon ECR AriEE

"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
I
"action": {
"type": "expire"
}
}
]
}
L7l e
{
"registryId": "©12345678910",
"repositoryName": "project-a/amazon-ecs-sample",
"lifecyclePolicyText": "{\n \"rules\": [\n {\n
\"rulePriority\": 1,\n \"description\": \"Expire images older than 14
days\",\n \"selection\": {\n \"tagStatus\": \"untagged
\",\n \"countType\": \"sinceImagePushed\",\n
\"countUnit\": \"days\",\n \"countNumber\": 14\n },\n
\"action\": {\n \"type\": \"expire\"\n \n
N\n I\n}\n",
"status": "IN_PROGRESS"
}

- BX API Ni#FAEE , S @Amazon CLI #5552 StartLifecyclePolicyPreview R #y

Java

EAT Java B9 SDK 2.x

(@ Note
EBEZHEREE GitHub, # Amazon RS RHIFH#EFERTER , THMMH
TREMIZT,
/**

* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
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* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)
.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);
}
} else {
throw new RuntimeException("Unexpected error: " +
ex.getCause());
}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();

B’¥%E API fR7 2015-09-21 379



Amazon ECR AriEE

- BX AP HEHAFE LR , FZ M Amazon SDK for Java 2.x AP| &
# StartLifecyclePolicyPreview F #y

Kotlin

FE AT Kotlin 89 SDK

(@ Note
BB EZMHEXER GitHub, £ Amazon KB RHIFMHEEPERTERE , THROMH
TRENMETT
/**

* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
*
* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }

val imageld =
Imageldentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
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val describeImagesResponse = ecrClient.describeImages(request)
if (describelImagesResponse != null && !
describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
} else {
println("Image is not present in the repository.")

}

- BX API iF4EE , 1§35 :& A StartLifecyclePolicyPreviewF K otlin #Amazon SDK API
B,

BX S Amazon DK F X EBIEEMNRE RHIBNTESIEK , S5 Amazon ECR 5 Amazon SDK, Z
FEEBIEERAINEERLUREX LR SDK iAW IFMAEE.

£ Amazon #i#HF X TEEM Amazon ECR 175

LT RGIEER R T WA Amazon B4 X TEETE Amazon ECR HSRIIE Mg R, Xij
SREBERRT W& E Amazon ECR FARAZ /MR SH i Amazon Web Services RS BEEE
EFEARTERABIELES. BN ZEBEETBERRENERE | S UEEPHRIEXMNMREMNZTR
BEIRER,

GRUPEKRFENER N B , IRBEESEAHET @RS RE,

i
« FF#R{ERA Amazon ECR

Fr4EH Amazon ECR

BTRRBREIRR T 0T

« B2 Docker B {&
« 8|2 Amazon ECR Zf#E
o MIBREIR
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Bash

Amazon CLI £ Bash 4

® Note

EEEZMHEHKER GitHub, 1 Sample developer tutorials FFEREKTERE , T
R TIRENIZE1T.

#!/bin/bash

# Amazon ECR Getting Started Script

# This script demonstrates the lifecycle of a Docker image in

# Set up logging
LOG_FILE="ecr-tutorial.log"

exec

echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo

> >(tee -a "$LOG_FILE") 2>8&1

"This script will:"

"l. Create a Docker image"

"2. Create an Amazon ECR repository"”
"3. Authenticate to Amazon ECR"

"4, Push the image to Amazon ECR"
"5. Pull the image from Amazon ECR"
"6. Clean up resources (optional)"

# Check prerequisites

echo

"Checking prerequisites..."

# Check if AWS CLI is installed
if ! command -v aws &> /dev/null; then

script.”

cliv2.html for installation instructions."

fi

exit 1

Amazon ECR

echo "ERROR: AWS CLI is not installed. Please install it before running this

echo "Visit https://docs.aws.amazon.com/cli/latest/userguide/install-

Fria6EH Amazon ECR
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# Check if AWS CLI is configured
if ! aws sts get-caller-identity &> /dev/null; then
echo "ERROR: AWS CLI is not configured properly. Please run 'aws configure'
to set up your credentials."
exit 1
fi

# Check if Docker is installed
if ! command -v docker &> /dev/null; then
echo "ERROR: Docker is not installed. Please install Docker before running
this script."”
echo "Visit https://docs.docker.com/get-docker/ for installation
instructions."”
exit 1
fi

# Check if Docker daemon is running
if ! docker info &> /dev/null; then
echo "ERROR: Docker daemon is not running. Please start Docker and try
again."
exit 1
fi

echo "All prerequisites met."

# Initialize variables
REPO_URI=""
TIMEOUT_CMD="timeout 300" # 5-minute timeout for long-running commands

# Function to handle errors
handle_error() {
echo "ERROR: $1"
echo "Check the log file for details: $LOG_FILE"

echo ":::::::::::::::::::::::::::::::::::::::::::::::::::"
echo "Resources created:"
echo "- Docker image: hello-world (local)"

if [ -n "$REPO_URI" ]; then
echo "- ECR Repository: hello-repository"
echo "- ECR Image: $REPO_URI:latest"
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echo "Attempting to clean up resources..."
cleanup
exit 1

# Function to clean up resources

cleanup() {
echo ":::::::::::::::::::::::::::::::::::::::::::::::::::
echo "Cleaning up resources..."

# Delete the image from ECR if it exists
if [ -n "$REPO_URI" ]; then
echo "Deleting image from ECR repository..."
aws ecr batch-delete-image --repository-name hello-repository --image-ids

imageTag=latest || echo "Failed to delete image, it may not exist or may have
already been deleted."
fi

# Delete the ECR repository if it exists
if [ -n "$REPO_URI" ]; then
echo "Deleting ECR repository..."
aws ecr delete-repository --repository-name hello-repository --force ||
echo "Failed to delete repository, it may not exist or may have already been
deleted."
fi

# Remove local Docker image

echo "Removing local Docker image..."

docker rmi hello-world:latest 2>/dev/null || echo "Failed to remove local
image, it may not exist or may have already been deleted."

if [ -n "$REPO_URI" ]; then

docker rmi "$REPO_URI:latest" 2>/dev/null || echo "Failed to remove

tagged image, it may not exist or may have already been deleted."

fi

echo "Cleanup completed."
echo ''===================================================
# Step 1: Create a Docker image

echo "Step 1: Creating a Docker image"

# Create Dockerfile
echo "Creating Dockerfile..."
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cat > Dockerfile << 'EOF'
FROM public.ecr.aws/amazonlinux/amazonlinux:latest

# Install dependencies
RUN yum update -y && \
yum install -y httpd

# Install apache and write hello world message
RUN echo 'Hello World!' > /var/www/html/index.html

# Configure apache

RUN echo 'mkdir -p /var/run/httpd' >> /root/run_apache.sh && \
echo 'mkdir -p /var/lock/httpd' >> /root/run_apache.sh && \
echo '/usr/sbin/httpd -D FOREGROUND' >> /root/run_apache.sh && \
chmod 755 /root/run_apache.sh

EXPOSE 80

CMD /root/run_apache.sh
EOF

# Build Docker image

echo "Building Docker image..."

$TIMEOUT_CMD docker build -t hello-world . || handle_error "Failed to build
Docker image or operation timed out after 5 minutes"

# Verify image was created

echo "Verifying Docker image..."

docker images --filter reference=hello-world || handle_error "Failed to list
Docker images"

echo "Docker image created successfully."

# Step 2: Create an Amazon ECR repository
echo "Step 2: Creating an Amazon ECR repository"

# Get AWS account ID

echo "Getting AWS account ID..."

AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)

if [[ -z "$AWS_ACCOUNT_ID" || "$AWS_ACCOUNT_ID" == *"error"* ]]; then

handle_error "Failed to get AWS account ID. Make sure your AWS credentials

are configured correctly."

fi

echo "AWS Account ID: $AWS_ACCOUNT_ID"
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# Get current region

AWS_REGION=$(aws configure get region)

if [[ -z "$AWS_REGION" ]]; then
AWS_REGION="us-east-1" # Default to us-east-1 if no region is configured
echo "No AWS region configured, defaulting to $AWS_REGION"

else
echo "Using AWS region: $AWS_REGION"

fi

# Create ECR repository
echo "Creating ECR repository..."
REPO_RESULT=%$(aws ecr create-repository --repository-name hello-repository --
tags key=project,value=doc-smith key=tutorial,value=amazon-elastic-container-
registry-gs)
if [[ -z "$REPO_RESULT" || "$REPO_RESULT" == *"error"* ]]; then
handle_error "Failed to create ECR repository"
fi

# Extract repository URI
REPO_URI="$AWS_ACCOUNT_ID.dkr.ecr.$AWS_REGION.amazonaws.com/hello-repository"
echo "Repository URI: $REPO_URI"

# Step 3: Authenticate to Amazon ECR
echo "Step 3: Authenticating to Amazon ECR"

echo "Getting ECR login password..."

aws ecr get-login-password --region "$AWS_REGION" | docker login --username
AWS --password-stdin "$AWS_ACCOUNT_ID.dkr.ecr.$AWS_REGION.amazonaws.com" ||
handle_error "Failed to authenticate to ECR"

echo "Successfully authenticated to ECR."

# Step 4: Push the image to Amazon ECR
echo "Step 4: Pushing the image to Amazon ECR"

# Tag the image

echo "Tagging Docker image..."

docker tag hello-world:latest "$REPO_URI:latest" || handle_error "Failed to tag
Docker image"

# Push the image with timeout
echo "Pushing image to ECR..."
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$TIMEOUT_CMD docker push "$REPO_URI:latest" || handle_error "Failed to push image
to ECR or operation timed out after 5 minutes"

echo "Successfully pushed image to ECR."

# Step 5: Pull the image from Amazon ECR
echo "Step 5: Pulling the image from Amazon ECR"

# Remove local image to ensure we're pulling from ECR

echo "Removing local tagged image..."

docker rmi "$REPO_URI:latest" || echo "Warning: Failed to remove local tagged
image"

# Pull the image with timeout

echo "Pulling image from ECR..."

$TIMEOUT_CMD docker pull "$REPO_URI:latest" || handle_error "Failed to pull image
from ECR or operation timed out after 5 minutes"

echo "Successfully pulled image from ECR."

# List resources created

echo '"==================================================="
echo "Resources created:"

echo "- Docker image: hello-world (local)"

echo "- ECR Repository: hello-repository"

echo "- ECR Image: $REPO_URI:latest"
echo ":::::::::::::::::::::::::::::::::::::::::::::::::::"

# Ask user if they want to clean up resources

echo ""

echo "==========================================="

echo "CLEANUP CONFIRMATION"

echo "==========================================="

echo "Do you want to clean up all created resources? (y/n): "
read -r CLEANUP_CHOICE

if [[ "$CLEANUP_CHOICE" =~ ~[Yyl$ 11; then
# Step 6: Delete the image from ECR
echo "Step 6: Deleting the image from ECR"

DELETE_IMAGE_RESULT=$(aws ecr batch-delete-image --repository-name hello-
repository --image-ids imageTag=latest)

if [[ -z "$DELETE_IMAGE_RESULT" || "$DELETE_IMAGE_RESULT" == *"error"* 1]];
then

FrEafEA Amazon ECR API fR7s 2015-09-21 387



Amazon ECR AriEE

echo "Warning: Failed to delete image from ECR"
else

echo "Successfully deleted image from ECR."
fi

# Step 7: Delete the ECR repository
echo "Step 7: Deleting the ECR repository"

DELETE_REPO_RESULT=$(aws ecr delete-repository --repository-name hello-
repository --force)
if [[ -z "$DELETE_REPO_RESULT" || "$DELETE_REPO_RESULT" == *"error"* ]]; then
echo "Warning: Failed to delete ECR repository"
else
echo "Successfully deleted ECR repository."
fi

# Remove local Docker images

echo "Removing local Docker images..."

docker rmi hello-world:latest 2>/dev/null || echo "Warning: Failed to remove
local image"

echo "All resources have been cleaned up."
else
echo "Resources were not cleaned up. You can manually clean up later with:"
echo "aws ecr batch-delete-image --repository-name hello-repository --image-
ids imageTag=latest"
echo "aws ecr delete-repository --repository-name hello-repository --force"
echo "docker rmi hello-world:latest"
echo "docker rmi $REPO_URI:latest"
fi

echo '"===================================================
echo "Tutorial completed!"
echo "Log file: $LOG_FILE"
echo ''===================================================

- BXAPIFHAFEER , 25 (Amazon CLI i F5E) HHUTEM,
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aws ecr get-login-password --region <region> | podman login --username AWS --password-
stdin <aws_account_id>.dkr.ecr.<region>.amazonaws.com
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/A Important
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credHelpers X#®¥F , B X credsStore XEF,
E¥ Amazon ECR EilB)F 5 Podman Bi& A , &M credHelpers &AL E B

Docker Bt i& ¥ :
{
"credHelpers": {
"public.ecr.aws": "ecr-login",
"<aws_account_id>.dkr.ecr.<region>.amazonaws.com": "ecr-login"

}
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"credsStore": "ecr-login"
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podman pull aws_account_id.dkr.ecr.region.amazonaws.com/repository_name:tag

£ A Podman =17 Amazon ECR K& 28
REFFEMGE , WA podman run' ®HEH{LAES.

podman run -d aws_account_id.dkr.ecr.region.amazonaws.com/repository_name:tag
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podman
tag local_image:tag aws_account_id.dkx.ecx.region.amazonaws.com/repository_name:tag
podman push aws_account_id.dkr.ecr.region.amazonaws.com/repository_name:tag
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