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BRABEANEZ (SSD) % (gp2) M S3 on Outposts WA S, EMBERT. T, EMiZHIRS 4L
R EINEFANAR

BXEZEER , 555 Amazon Outposts HLEEH

RESER
BxfEMA S3 on Outposts WEZEE , ESHUTEE :

* iRE Outpost
« Amazon S3 on Outposts & Amazon S3 EAR[E ?

« FFHEER Amazon S3 on Outposts
« S3 on Outposts HY M 4%
 {#H S3 on Outposts 1Zf# i@

Amazon Command Line Interface API W7 2006-03-01 7


https://www.amazonaws.cn/cli/
https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/cli/latest/userguide/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/index.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3control/index.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3outposts/index.html
https://www.amazonaws.cn/tools/
https://www.amazonaws.cn/tools/
https://www.amazonaws.cn/outposts/rack/pricing/

Amazon S3 on Outposts AriEE

» {#F S3 on Outposts I &K

+ S3 on Outposts YL £ M

« & S3 on Outposts 171if

+ {8 Amazon S3 on Outposts #1TF &

RS API hzZ 2006-03-01 8
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% & Outpost

EFREA Amazon S3 on Outposts , BFEELMREHIEEE Amazon S3 AEMH Outpost.
BXITH Outpost M S3 BEMETMMEE. , EZ [ Amazon Outposts, ERE Outposts ZH ER
HEH S3AE , AJBEA ListOutpostsWithS3 API A, BXMIELUKRE T # S3 on Outposts 5
Amazon S3 MR EZ4L , 1§ H Amazon S3 on Outposts 5 Amazon S3 BIFR[E ?

BXEZEERE , BEAUTEE,

£

« 1TM%T Outpost

1T 19 %7 Outpost

MREBFEEITMESR S3 BEMH Outpost , EZH Amazon Outposts HLZEEM LA T #EE A T Amazon
Elastic Compute Cloud (Amazon EC2), Amazon Elastic Block Store (Amazon EBS) 1 Amazon S3
A LD,

EERER , BB (Amazon Outposts AAF#ER) A 12 Outpost AT Outpost BEHR WS EREE
(=

T3 Outpost API fR78 2006-03-01 9


https://www.amazonaws.cn/outposts
https://docs.amazonaws.cn/AmazonS3/latest/API/API_s3outposts_ListOutpostsWithS3.html
https://www.amazonaws.cn//outposts/pricing/
https://docs.amazonaws.cn/outposts/latest/userguide/order-outpost-capacity.html

Amazon S3 on Outposts AriEE

Amazon S3 on Outposts & Amazon S3 BAR[E ?

Amazon S3 on Outposts [E]#&#IZAi#th Amazon Outposts MBI EIT RKF M. A S3 on Outposts , A
BYNHEAREFEAMNAREFHNL , BBEHEANIE, BEEENTINMEEER. ATEA
Amazon S3 API FIZhgE , S3 on Outposts AT AR ERE ., RIF. #5id. IREFIZHIXS Outposts HiHE
BiEE |, 355 Amazon EMIREYT BEIGHAHIRKE , LRE—BWESHER,

B 3< S3 on Outposts IR 2N EZER , BSRUTEH,
FB

« S3 on Outposts #1355

« S3 on Outposts ZFHY API 2 1E

« S3 on Outposts X 1FH Amazon S3 Amazon CLI @5

« S3 on Outposts FZ K Amazon S3 ZI&E
« S3 on Outposts P& ER

S3 on Outposts #3E

« Outposts FBH R A K/NA 50 TB,

« Outposts FEBPXNRHNWHZFAKNNA 5TB.

« 4 Amazon Web Services ik~ BY& K Outpost FEHEEH 100,
« Outpost & REEA SR RMAL KT QEATIHE,

« &4 Outposts FEMHHZARIFR K[LH 10,

3R REEME R/NREIN 20 KB,

« Outpost #15& AT LAFEH Amazon Resource Access Manager £ Amazon Organizations I E B &A
LRMGRNBR. FEG R Outpost HIFTAE Ik F° 24415 Amazon Organizations RHIFFE &K LT
|§.| —éﬂéﬂm o

- S3on Outposts FHBHEEKFKRAREERPENRWESE,
- 275 S3 on Outposts Z & #EHHE &I A A & BRITERE,

« WRKDE#HE Amazon S3 — 3,

* %£ S3 on Outposts LRI FT BN REBFMHIE OUTPOSTS FERH.

Mg API hiz7s 2006-03-01 10
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- RERBERBRT , 77 OUTPOSTS F KA AN REEAER Amazon S3 FHEXMHEH
(SSE-S3) KBRS SRR N B H 1T I7fE . BT AEEREREAT M REAMNERA (SSE-C) KR
5 2R im M2 R E N Ro

- MRRARBHIZEEEER Outpost LFHENR , APl 2RIBEERERERE (ICE).

S3 on Outposts X#FH API ##1E

B X S3 on Outposts X #FHY API B4EM 5K , S FAmazon S3 on Outposts API ##1E,

S3 on Outposts X #FH Amazon S3 Amazon CLI &85

Amazon S3 on Outposts B BT Amazon S3 Amazon CLI &%, BEXEZELS | 511
{Amazon CLI Command Reference) H# Available Commands.

* cp. mv M sync , HE— Outposts FEMEH , WEEAR#MIMES Outposts FHEMEZ A,
. 1s
* presign

e rm

S3 on Outposts A2 #FHY Amazon S3 IhgE

Amazon S3 on Outposts B BIF LT Amazon S3 T, BEFACIINE A=A ERIEL,

- BRMER

- TAEI#EHIFIFK (ACL)

- BRARRLE (CORS)

- S3IHERE

- S3FERREG

- ERERINFHEEINE

- NEFHEE

- ZERIE (MFA) B}

- S3IEMAREIE (BRTXNRBRAELRTEN DR LML )
- SINRYUEMERE

W AP RE API R4 2006-03-01 11


https://docs.amazonaws.cn/cli/latest/reference/s3/#available-commands
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3/cp.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3/mv.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3/sync.html
https://docs.amazonaws.cn/cli/latest/reference/s3/ls.html
https://docs.amazonaws.cn/cli/latest/reference/s3/presign.html
https://docs.amazonaws.cn/cli/latest/reference/s3/rm.html

Amazon S3 on Outposts RAriEmE
- NRUERE

- B Amazon Key Management Service ( Amazon KMS ) Z4AHY RS 253w I %E ( SSE-KMS )
- S3 EHlatiE2%l (S3 RTC)

« Amazon CloudWatch &R g#%

- EFRELE

 Transfer Acceleration

- S3EHBEH

- RIFHNREER

+ S3 Select

« Amazon Lambda E#

- Server access logging (R854 18] B £id %)

« HTTP POST &K

+« SOAP

- MEiER

S3 on Outposts P& ER

- EYFiESREEEE S3 on Outposts TR R , B4 EI2 S3 on Outposts Kim T S HBHTEIE. ATER
#I5E T S3 on Outposts A IFT A :

« Outpost LEIEA Virtual Private Cloud (VPC) A IAE — N REMAIRT R , 81 Outpost &%
E.I-L;{ﬁ 100 /l\égﬁ:ﬁ-/“\o

o AL Z AN A SRS EIE] — KiK.
- RERLKIET SRMEIE CIDR RELLT CIDR SEE M FZERIAK VPC & :
* 10.0.0.0/8
« 172.16.0.0/12
* 192.168.0.0/16
- AEEMNEBETESE CIDR 3K VPC H 8|22 Outpost BI L IHTT =
« RBEEMXI RIHY Outposts FM K BIB L ixmT =
- ATOIERLET RN FRLAATEMA IP ik , Bt S3 on Outposts .

- MREIEEREFIHEN IP #utith (ColP it ) , MEXMBEMEA IP ik , LA S3 on Outposts &
Ao

) £ BR 51 AP WA 2006-03-01 12
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« 81 VPC &1 Outpost RAERIE —MNRIFT =o

P 45 PR 15 API kg7 2006-03-01 13
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F 154 A Amazon S3 on Outposts

B3 Amazon S3 on Outposts , & A LAfE Amazon Outposts £ 82 S3 1 , HEARH# HEEA i
BAEGR, ABELENBETENNARFBENEHEIREREIIR, S3 on Outposts 1#H# T — 4N #r
#7243 S3 Outposts (OUTPOSTS) ; iZ# KA Amazon S3 API , 3 B A F 7 Amazon Outposts
FHZMERANRZ B[ EFATRMGEERIE, E&EX Virtual Private Cloud ( VPC ) EREAR
i REEEE Outposts B# TES. &1 LUMERIE Amazon S3 #H —H#7E Outpost & LERHERH
AP| FThEE , BIEHRIKRE, MBFARIC. B AILUET Amazon Web Services BB H|A. Amazon
Command Line Interface (Amazon CLI), Amazon SDK =% REST API £/ S3 on Outposts.

B Amazon S3 on Outposts , & A LA TE Amazon S3 £ —# 1 Amazon Outposts EfEH Amazon
S3 API FMTheE , M REM. HEKEE, MEFMFRIE, BX S3 on Outposts KEER |, HSRTLRE
Amazon S3 on Outposts ?

=

x
« @i Amazon Web Services & IE# 4| & FF 14 A
« B3 Amazon CLI & F Java By SDK FFiafEFH

Eid Amazon Web Services B 4| & FF 84 FH

B3 EF Amazon S3 on Outposts , A LATE Amazon Outposts E 8|2 S3 1 , HEARE N EE R
BIEFR, NBELENMBETENNARFENFHENREINIR, S3 on Outposts Hfit 7 — N
WY FF &2 S3 Outposts (OUTPOSTS) ; Z 172 #E A Amazon S3 API , 3 B AT 7 Amazon Outposts
FHZMEZNRS B[ BB AR BEMEEIE, BB Virtual Private Cloud ( VPC ) EAEAR
Mif SEREE Outposts W TEE. BT LRI Amazon S3 A —#E7E Outpost # L FE A HERH
API FIThEE , BIETHRIKEE, MBRMIRIZ, A LUEN Amazon Web Services BE# %A, Amazon
Command Line Interface (Amazon CLI), Amazon SDK = REST API £ S3 on Outposts, BXE %
ER , HSHEMT 42 Amazon S3 on Outposts ?

EEIEFIAFHBER S3 on Outposts , FESFE T EB, EET Amazon CLI A F Java B
Amazon SDK FF¥ER |, 2B 1d Amazon CLI #iEH T Java B9 SDK FFiaE A,

F&
- BIEEMEAE, RS HRS

. BESR

fiEF S3 #B4l& API iR 2006-03-01 14
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SIRFEM. HE KRS

UTFRRBNA T M{AFE S3 on Outposts HEIRE —NMFEME, ERAZH G IERFEEN , KETLLa
B—NARRUREZF#BRBENER , MERAT UM AT R EFEEPFEN R

1. E3xE| Amazon Web Services EEZFIA , AFET LT MuLFTF Amazon S3 #£#I& : https:/
console.aws.amazon.com/s3/.

2. EEMNSMBE®ES , % Outposts buckets ( Outposts TFEHE ) o
3. 1&#FAIZ Outposts 7.
4. IF Bucket name ( FHWEEM ) B, MAFEEHE RS (DNS) RENZHEBE .

FRBEMBIREATER :

« 7£ Amazon Web Services Ik, Outpost LA & Outpost Fiif& 8 Amazon Web Services X5 A
TRFGME— 1,

- KER 3-63 1MNFEH

- TEEKREF.

- LUNEFRHHFET XL

DREERE  ELEBEREEN. AXNBFHEBNER , 55H (Amazon S3 A #E
M) PHEAFEER BN,

/A Important

BEEFER\BENPELSHRBEE , KS, FEBEHNETEEONFREBPHNR
M URL H,

5. XTF Outpost , EFRERE T MA Outpost,

6. 1E Bucket Versioning ( #iRA#2H] ) T , & S3 on Outposts FHY S3 lAZE RS IRE N A T ik
Wiz — :
- Disable (A ) ( RERE ) - BRERREZFIRES

* Enable (/BM ) - AEHAIIRIE A S3 MRAIES], 78 H0 2 BV A X RESHRF U2 ME — AV AR AR
IDo

BX S3RAEFNEZEE , S H N S3 on Outposts HEE S3 A2,

BIRFRR. R MRS API R4 2006-03-01 15



https://console.amazonaws.cn/s3/
https://console.amazonaws.cn/s3/
https://docs.amazonaws.cn/AmazonS3/latest/userguide/bucketnamingrules.html

Amazon S3 on Outposts AriEE

7.

10.

11.

12.

13.

14.

( 7T ) A INEE Outposts F & #@ X B E{T optional tags ( FIIERE ) , BAILAEARSRER
PRI E U E AN | EANERD BRI E RN T,

RERBEERT , F7E Outposts ﬁﬁﬁ'?ﬂ’ﬂﬁﬁﬁi‘l%%ﬂﬁﬁﬁ B4 Amazon S3 £ E X & #4A
(SSE-S3) MRS ERIR B H TFME. BHANRABEEREAEEEFRENMERR (SSE-C) 1
Bk 55 25 i 10 25 R 17 X KR EE&UJH&?E*“ BAEER REST API, Amazon Command Line
Interface (Amazon CLI) = Amazon #HF AT ES,

£ Outposts access point settings ( Outposts F A RiZE ) Zho , WAV B LB T

S3 on Outposts 178 L AIE{LXT S3 on Outposts PR EHBEN ANERFEHREE, HRIS
2 Ft n 2 Outposts ERMNERENEZRER , BAUERAXEFHERBINT S3XNREE, BXE
ZER, BSH EAL.

T XIHA Outpost WK H |, AR BHRLTME—  HFESEALRFFFRME,

3tk Amazon S3 on Outposts 178 =ik # VPC,

WMREEE VPC , i1k Create VPC (BIEZ VPC ) . BXEZEE , HZH (Amazon S3 AF
Er) FHRRFIELNLER (VPC) EAR.

B33 Virtual Private Cloud (VPC) , & LA Amazon ‘BRIRB oI FIRE LM ERME R, XN EHL
MEEEEEESHBTEFOPSITHEREMEMEEL , HANERUEAN T REM IR BN

# Amazon

( XFIME VPC AL ) HimRiEFE Endpoint subnet ( iIwmRFM ) o

M= EH VPC WY IP HuSEE., MRLZEMENTM |, iH1EE Create subnet ( I F
Iﬂ ) « BXREZER , BZH S3 on Outposts B ML,

( XFIAE VPC ATE ) FimRiEE Endpoint security group ( IR ZE4A ) o

Z2AFTYE VPC WERBLALE , RS AR H I RE
( X¥FIMAE VPC R ik ) iE£$F Endpoint access type ( SmRiFRIZER ) -

* Private (A% ) - E5 VPC —&&fEH,
« Customerowned IP ( BEFHAEN IP) - EEX#HHENZHINEAAEN IP B—EFEA,

( ®Ti%& ) 83 Outpost access point policy ( Outpost 18] K ) . EEIAL B ERGESH
Amazon Resource Name (ARN) , & 7] LATE SR BE AR 5 F 1% B 1o

%3282 Outposts FAEHE,

BIRFRR. R MRS API R4 2006-03-01 16


https://docs.amazonaws.cn/AmazonS3/latest/userguide/access-points-restrictions-limitations.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/access-points-vpc.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-security-groups.html

Amazon S3 on Outposts AriEE

® Note

B2 Outpost iIm RH HEZHFHUMER , RZAREEFEE 5 7R, EREHMTFHEE
RE |, HIEER View details ( EFFHAEE ) -

RELR

¥¥F Amazon S3 on Outposts , Xt REIEIHRL M E Outpost £, Z Amazon &% Outpost H3RAT ,
B BIERRETE Outpost IR M | BUBEBIEREER, BHNRKZTFLEFEMN Outpost , th
Z~1£ Amazon Web Services X183 F7, BT Amazon Web Services BEEIZ4l 4 HFEEXER , £
EEREE A EERERE Outpost FHIFT R, BRE |, AT LMEA REST APl, Amazon Command Line
Interface (Amazon CLI) 1 Amazon SDK B iF R R LA FEEX R,

#12 S3 on Outposts FMER., HRIKRFWmRZE , B LUER Amazon CLI &M F Java B SDK
FRREEZFER, BXEZEFEE , BSR FX R E4£F S3 on Outposts 7F & #

JBi¥ Amazon CLI fM&AF Java B9 SDK FFiafEH

BII £ Amazon S3 on Outposts , A EL#E Amazon Outposts L6812 S3 1 , HFEARL N EERM
BAEGR, ANBELENBETEENNARF BN EENRRITIR, S3 on Outposts 12t 7 — N8t
#1763 S3 Outposts (OUTPOSTS) ; iZfF KA Amazon S3 API , 3 B A FT7 Amazon Outposts
EHZEMEZANRE B[ BFATR MG EEBIE, E&X Virtual Private Cloud ( VPC ) EREAR
Mk RIEES Outposts @ TEE. B LURTE Amazon S3 FH —#7E Outpost F L EFAHEER
API MZhee , BIFHEKEE, MEMFRIZ, B LUET Amazon Web Services B2 &, Amazon
Command Line Interface (Amazon CLI), Amazon SDK = REST API £/ S3 on Outposts, BXE %
E8 , B5 R 1+ 42 Amazon S3 on Outposts ?

EFREA S3 on Outposts , AN EBFHEE, HRIAMFER. AE , BN R LEZ R FM#
Mo LT RHIERUMES Amazon CLI FI5&A F Java B9 SDK FF#aEA S3 on Outposts, EiEid
HEFHRER , H3 &I Amazon Web Services BEE & AT A E R,

£}

- R IEFER
- FR2: QBFRK
- SR3: IBRS

\
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- SR, 4 . PR ELEZ S3 on Outposts F i

7 S =R
LLF Amazon CLI #EH F Java B9 SDK R E R0 €12 S3 on Outposts 1Ff# .
Amazon CLI

Example

LAR R BIfEA Amazon CLI B2 S3 on Outposts 748 (s3-outposts:CreateBucket), Eiz
T&S , ¥ user input placeholders Bt HEBEHCHWER,

aws s3control create-bucket --bucket example-outposts-bucket --outpost-
id op-0lac5d28a6a232904

SDK for Java
Example

BxumERAERT Java B9 Amazon SDK £/ S3 Outposts F 8 =l , S5 (Amazon
SDK for Java 2.x Code Examples) H &Y CreateOutpostsBucket.javao

FI|2: IR AR

E {518 Amazon S3 on Outposts Ffik#E , EAMANENEEH R K. XEREEROMAER Amazon
CLI FEMAF Java #9 SDK BIZ 15 R Ko

A /A B L3 Amazon S3 FIVHEHREEN AHERBE LR EE, HRIZMINEFHENGE N
BimR fi"\—IJ«J\{EFHJA‘H‘T?-ﬁ%ﬁTMT Amazon S3 S R4 ( 4 GetObject M PutObject ) . XIF
S3 on Outposts , &AM AE A 158 =158 Outposts FEBHFHEAN R, HRIANZEEUENRF
Ht,

Amazon CLI
Example

LA Amazon CLI 7”519 Outposts FERBAIRBIFRIR. BTG S , B user input
placeholders B NEBEHNER.

d

SR QEFER API kg7 2006-03-01 18


https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/javav2/example_code/s3/src/main/java/com/example/s3/outposts/CreateOutpostsBucket.java

Amazon S3 on Outposts AriEE

aws s3control create-access-point --account-id 123456789012

--name example-outposts-access-point --bucket "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket" --vpc-configuration VpcId=example-vpc-12345

SDK for Java
Example

BxumfAEAERT Java B Amazon SDK i S3 Outposts @I EA RN RS , BSH
{Amazon SDK for Java 2.x Code Examples) H# CreateOutpostsAccessPoint.javas

5'331% 3 ﬁIJLJﬁI\\\

BB 'RE%EE"IJ Amazon S3 on Outposts TR R , BAMEIE S3 on Outposts iR HBHITEE. I
TERBER , BEEFEHRSHEEE T Z Outposts £ XA EERIERE, Outposts LHIEA Virtual
Private Cloud (VPC) AL P REBENHR. BEXHREFINESELR , HZHS3 on Outposts M
KER, BURRE—NHK , TEEF Outposts MHMITHRIRE, EXEZFERE , BEH Hso

X L RBIE TR AN 6E F§ Amazon CLI FEA T Java Y SDK gl ik 2. BXREGIEMER R QM ENN
BRINEZELR , 1§23 @ S3 on Outposts i & HI IR,

Amazon CLI

Example

EAF Amazon CLI RBIER VPC BIRiGEIZEE | 5 Outpost BlEiK R, VPCIRER FM. BE1T
&S | B8 user input placeholders Bt HEEHEHNELR,

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@d1

EAT™ Amazon CLI REIERZEFIHEER IP ikt ( ColP it ) HRIZEE R Outpost BlBIRR . EiE
TS , FfF user input placeholders B RNEEHCHES,

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@dl --access-type CustomerOwnedIp --
customer-owned-ipv4-pool ipv4pool-coip-12345678901234567
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/javav2/example_code/s3/src/main/java/com/example/s3/outposts/CreateOutpostsAccessPoint.java

Amazon S3 on Outposts AriEE

SDK for Java

Example

BxrummERERT Java B Amazon SDK 3 S3 Outpost 8124 2B RG] , 55 (Amazon
SDK for Java 2.x Code Examples) H Y CreateOutpostsEndPoint.java,

S 4 FXNRLE4EF S3 on Outposts 1Z & 1@

ELRXNR , BRI R L4 F| S3 on Outposts F & 1o

SB 4 JXRREAZ S3 on Outposts 1Z14iE 1 API iRZ 2006-03-01 20


https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/javav2/example_code/s3/src/main/java/com/example/s3/outposts/CreateOutpostsEndPoint.java

Amazon S3 on Outposts AriEE

S3 on Outposts HI M4

&R LA A Amazon S3 on Outposts N EERHKIET R, BFELBNBBEBEFENNARFEFER
KA R, AT T HR S3 on Outposts BIMEER,

£

- EEMKTEZER

« if1A] S3 on Outposts 1Z& EAIX K

- BIKFoEMMKED

M 515 R SR B

BT LA VPC RERER A 1th P 48 15 18] S3 on Outposts, @ FE 7R R MK iRT EES
Outposts FAEREFTIES, HEREE Amazon R VPC # S3 on Outposts 1741 2 6]
RERE, QIBARET KN , BUFFLRET [LIAMEEBIEERN Private (XN T VPC BH ) =
CustomerOwnedIp ( X FEFIHER IP H#sibit [ColP ] ) o

« Private (X F VPC iH ) - MIREBFIEELRIZEE | S3 on Outposts FFERIAEA Private,
F Private iHAIZEHE | VPC FMEHIETELE IP #1715 Outpost FHRFEHITES., EATLL
M VPC WfEMA S3 on Outposts, XFhE R Y im 2 7] LUBE E#E VPC MR KGR, BXE
Z{ER |, 155 ® (Amazon Outposts FAF 1SR = HY A 3 o< B FH 3% 6

« CustomerOwnedIp ( 5 F ColP ith ) - tNRERERIAER Private HRIER HikF
CustomerOwnedIp , MIARIERE IP tbutSEE, ERISUBS 1A RIEEMNA M EF VPC HEH
S3 on Outposts, A8 VPC K Outposts B S3 B , A A it W< i T AF PR IR =

18] S3 on Outposts 1718 FI Xt &

Ei508 S3 on Outposts FHMAN R , BUITUHR AT R -

- VPC HifR =
- [@— VPC W& mT R

-« 2 Outpost 5 Amazon Web Services Xi#Z BRI Ez)iEE. BRINAFERN Outpost iEEEEIX 15
WEZER , 3 AmazonOutposts FAF 1§ FHE HZ] Outpost Amazon XiF,

prik =g EZ Sy gt API R4 2006-03-01 21


https://docs.amazonaws.cn/outposts/latest/userguide/routing.html#direct-vpc-routing
https://docs.amazonaws.cn/outposts/latest/userguide/how-outposts-works.html#region-connectivity

Amazon S3 on Outposts AriEE

Bx14E S3 on Outposts P FEHEWANRNEZE L , BSHEH S3 on Outposts 17 1i# 1 F 1 F
S3 on Outposts FF KR,

5 U 7 558 1o P 44 43

S3 on Outposts L ixET R 2 EHEY Amazon Resource Name (ARN) & & &R, SIBIXLELIFT R
J& , Amazon Outposts 2IREZNEIKFEMEMEZIE O, S3 on Outposts BB MM KO SHM
M &EOMLL , BE— M5 : S3 on Outposts R EEMK F @ MM E#E O 5 Amazon EC2 SKHI#H < Bk,

S3 on Outposts H & R4t ( DNS ) Bid Bk /3% 4 W 4538 O XHE Rt 1T A8 FE# . S3 on Outposts £
BB Amazonlik BBk P MR & O |, © M Amazon EC2 %1 & 1 Network interfaces (M
KED) BRPESF,

SHFAEA ColP stimRIZEE LU =, S3 on Outposts FFMELER ColP iR o il IP it HHEE
B K 7 3 1 PR 4% 42 O AR < Bk o

RS TK Fo M T 48 4 D BRI 52 API iR 2006-03-01 22
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£/ S3 on Outposts 1Ffi& i@

WX E A Amazon S3 on Outposts , A LAFE Amazon Outposts L8132 S3 7 , HEARM N
FEXRMBELE., FEHELENBETZONARFEAE#ENMLENR, S3 on Outposts
1247 — NI TEAE 2 S3 Outposts (OUTPOSTS) ; X7z A Amazon S3 AP, ¥ AAT#E
Amazon Outposts EHZNMRBEFRSR/ZBAFATRIBFEBIE. EAIURE Amazon S3 F—#7E
Outpost Ff&# L EAMEK API FMZheE , SF/IFEKRE, MBEMFIC. BXESER , FSHTLE

Amazon S3 on Outposts ?

#&3@33 Virtual Private Cloud (VPC) £ 148 R M4 s T RiZE1EE Outpost R TERS. EiHM
S3 on Outposts FHEFBAIXN R , BLMEE VPC HiFRISHME— VPC AT R. BXEZEER
%S S3 on Outposts BIF4E,

L

£ S3 on Outposts A , FE BB X T Outposts EME—HY , H BEFEE Outpost FTE X1EH Amazon
Web Services XiF %8 , Amazon Web Services i ID, Outpost ID MAFIRBEMINE#EER
o

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/bucket/bucket-name
BXEZEER , 55 S3 on Outposts &R ARN,

EAR

Amazon S3 on Outposts X #fF 4 Virtual Private Cloud (VPC) ## A = 4ER 517 Outposts T 1 1Y i
_jj_:_r—ﬁo

TR AT E{L3T Amazon S3 R HERFEEN AMBEHREHEEE, HES2MMEEEFBN AN
Fims , WA LU X LA A 1T Amazon S3 T RIBME ( 41 GetObject # PutObject ) o XF
S3 on Outposts , &4 A 15 8] =i A Outposts B FREAN R, HEANXZEEUENRT
ik,

LUTRRBIERAT S3 on Outposts 1518 =K ARN #=. 15E = ARN 2#E Outpost FiiE X1E
Amazon Web Services XiF £, Amazon Web Services Ik ID, Outpost ID Fif[E 2 & #o

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name
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Vi R

EJFEREEHEE S3 on Outposts THRIR , BAF A2 S3 on Outposts Lim T [RHFHITEE. f&B) S3
on Outposts &L imT1 & , B LUF VPC FAREEF B Outpost 774, S3 on Outposts KixT K2
$EM@ S3 on Outposts FEFBHWA O KWE G —RIBEFRREF (URI) . EMNRKETE. TRNSE
A/ VPC A,

Outpost EH S Virtual Private Cloud (VPC) #8a] LAE —PMNREXHIAL T R , 8 Outpost & Z AT HA
B 100 MR R, BUMOIEBIXLELIHET R, TEEVE Outpost FREBH TR RIFIE, BlEIXL
KigT LIEBEE A FHERBRIRIETE S3 # S3 on Outposts F T4E | i API B FMITHMEE,

S3 on Outposts EKY API #4E

EEE Outpost 748 APl #4E , S3 on Outposts FHEE — N5 Amazon S3 L ii T KR E K FIHL
W R, XMNRIFT AR s3-outposts.region.amazonaws . coms

ZEfE A Amazon S3 API 4 |, B MER EHEM ARN B |, N EEBNN R

LT, BAME API EEFEE ARN , BAME Amazon S3 8EB B EER 243 Amazon

S3 (s3-control.region.amazonaws.com) & 24X S3 on Outposts (s3-
outposts.region.amazonaws.com). B3 ARN &3 , AAE S3 ATLUE Y XBFEERIER,

T AR R ZIEE] Amazon S3 ##IFH |, bt SDK #SM ARN FRIZERAH , HEE— N ER

3k x-amz-outpost-id , H outpost-id {EIRENE ARN, ARN FHRF A TE/BEREH

F| S3 on Outposts KIFTT RAZ B FERIITER., LITHERTFEH s3control BFmAEMNAT
B API &1k,

T&%IE T AT Amazon S3 on Outposts 93 & API R4ER EMEX F Amazon S3 W E Ko

API S3 on Outposts ZHE
CreateBucket E#EEE# A ARN , Outpost ID
ListRegionalBuckets Outpost ID

DeleteBucket FHEBEHN ARN
DeleteBucketLifecy FEMEMN ARN
cleConfiguration
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RAriEmE

API

GetBucketLifecycle
Configuration

PutBucketLifecycle
Configuration

GetBucketPolicy
PutBucketPolicy
DeleteBucketPolicy
GetBucketTagging
PutBucketTagging
DeleteBucketTagging
CreateAccessPoint
DeleteAccessPoint
GetAccessPoint
GetAccessPoint

ListAccessPoints

PutAccessPointPolicy
GetAccessPointPolicy

DeleteAccessPointPolicy

S3 on Outposts S#HE

FHEMEBHN ARN

FHEMEBHN ARN

FEBEHHR ARN
FEBEHH ARN
FEWEFHR ARN
FEBEHHR ARN
FEBEHH ARN
FEMEFHR ARN
HRREMA ARN
HEK/EHHA ARN
HEKREHA ARN
HRREMA ARN
HE KREFA ARN
HEKRE#HA ARN
R REMA ARN
HRREMA ARN

2|2 FEE S3 on Outposts 1FiE 1@

BHXBIEMEE S3 on Outposts FREBHNEZFES |

BESHEUTE-E,

BIEFMETE S3 on Outposts ZiE &
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#]72 S3 on Outposts 1Fi& 1@

i3 Amazon S3 on Outposts , A LATE Amazon Outposts L6812 S3 1 , HEA N EEAR
BIEAR, RiBELBENBETEONARFEAFENREXN R, S3 on Outposts #H T — N
#7243 S3 Outposts (OUTPOSTS) ; iZ KA Amazon S3 API , 3 B A F 7 Amazon Outposts
FHZMERANRZ B[ EFATRMGEEHIE, EEX Virtual Private Cloud ( VPC ) EREAR
Mif SE#EE Outposts W TEE. BT LAERIE Amazon S3 #H —#E7E Outpost # L FE A HERH
AP| FIhEE , BIEFRIKEE, MEBFARIC. EAILUEE Amazon Web Services BEE 2| A, Amazon
Command Line Interface (Amazon CLI), Amazon SDK = REST API f£ S3 on Outposts, HEXE%
E8 , B35 4= Amazon S3 on Outposts ?

(® Note

BB FEFH Amazon Web Services ik B X7 MR , LM — AT @ ERIRENK
F. FWmERBLEREM , &0 Outpost, ¥, RIAMBHMFRINZE, HRKRESERT
5 B 124 #8 P X B9 Virtual Private Cloud (VPC) 5 R SRR Hib T i, BXESE
B, %28 S3 on Outposts M3T.

MR EEBE— M |, iZHEEH Amazon PrivateLink B3 EIAFAE = ( VPC ) Hf93E 0 VPC
mREHBENEQLERHRE , B2 HER T S3 on Outposts B Amazon PrivateLink,

AR R IE RI0{AfE A Amazon Web Services B2 4|4 . Amazon Command Line Interface
(Amazon CLI) #1 EAF Java B9 Amazon SDK &% S3 on Outposts 771 -

£/ S3 #&HlA

1. &FZF Amazon Web Services EE#EH A , REEST LA TMuLFTFF Amazon S3 ##|A& : https://
console.aws.amazon.com/s3/,

2. HEEMSMBEES , E# Outposts buckets ( Outposts 1FEHE ) o
3. %&$EBIZ Outposts FEH.
4. T Bucket name ( FHEER ) B , MAFEEHA RS (DNS) R ENZMHEEE .

EEBEHLMBEUTER ;

* 7£ Amazon Web Services Ik, Outpost BA & Outpost Fiif& B Amazon Web Services X1z A
RIFMHE— 4,

- KEN 3-631MF/.
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- TEEREFH,
- UWNEFRBHHFITL,

DREHERE  ELEBEREEN. AXNBFHEBNER , 55K (Amazon S3 A #E
M) PHEAFEER BN,

/A Important
BREFERENPIESBRAGCE  OKS, FRBEHN2ETEEOFERTFHANR
M URL H,

5. XTF Outpost , EFRERE T MAY Outpost,

6. 1E Bucket Versioning ( #iRA#2%] ) T , & S3 on Outposts FHY S3 lAZE RS IRE N A T ik
Wiz — :
- Disable (A ) ( RERE ) - BREFRREEFIRES

* Enable (B ) - AEHAIRIE A S3 MRAIES], 78 H0 2BV A X RESHRF U2 ME — AV AR AR
IDo

BX S3RAEBEHMNEZEE , 1S H N S3 on Outposts HEE S3 A2,

7. ( ®iE ) ARINEE Outposts 77 fif < Bx Y E1 optional tags ( AEFRZ ) . BRI AEARERIR
PRI E U B AN |, EANE D BERSARE RN,

REREBERT , FHE7E Outposts FEMHPM AT BN REPEA EH Amazon S3 EEX NZEZ4A
(SSE-S3) MRS ERIR B H TFME. B ANRABEREAEEEFRENMEZRR (SSE-C) 1
RE [ IHMNBREE TR, EEQMBRRE | E4MEH REST API, Amazon Command Line
Interface (Amazon CLI) = Amazon #HF AT E S,

8. £ Outposts access point settings ( Outposts 7RI RIRE ) 5 , WA ERE o

S3 on Outposts 178 R AIE{LXT S3 on Outposts PR EHBEN ANERFEHREE, HRIS
Mt nZEl Outposts FRBH EMEMNBIHR , BAIUEAXLEEFEBINIT S3 NREE. BXE
ZEE  BEH EAL
T XIHA Outpost WK H , AR BHRAAME— , HFSEALIRFFFRME,

9. Atk Amazon S3 on Outposts A Rik#E VPC,
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/bucketnamingrules.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/access-points-restrictions-limitations.html

Amazon S3 on Outposts AriEE

WMREEE VPC , i1k Create VPC (BIE VPC ) . BXEZEE , HZH (Amazon S3 AF
Er) FHRRFIELNLER (VPC) EAR.

B33 Virtual Private Cloud (VPC) , & LAfF Amazon ‘BRIRB oI FIRE LM ERME R, XN EHL
MEEEEEESHBTBEFOPSITHEREMNEMEEL , HANERUEAN T BREM IR BN

#Amazon

10. (X FIME VPC A&k ) JiwRikFE Endpoint subnet ( IwKFM ) o
FR2EN VPC WM IP itSBE, MREZEMENFM |, 51EF Create subnet ( BIEF
M) BXEZEE , 2 M S3 on Outposts KIM 4,

1. (FFIE VPC RTNE ) FifmRi%EERE Endpoint security group ( ImREE4AH ) -

LZEERY VPC WEB\T A& |, RS A LM ERE,
12. (XFIE VPC RTE ) i Endpoint access type ( iR ipRIFEE )

* Private (A% ) - E5 VPC —&&fEH,
« Customerowned IP ( BEFHAEN IP) - EEX#HHENZHINEABEN IP B—EFEA,

13. ( A% ) #&§E Outpost access point policy ( Outpost 5 [H] RFHE ) . BHALBEIFERIFR AN
Amazon Resource Name (ARN) , & 7] LATE SR BE AR 5 F 1% B #ho

14. %3Z 812 Outposts F M.

® Note

812 Outpost i RIH EZHFHUMER , RZAREFEE 5 7 HWE. EREHMFHEE
RE |, HIEER View details ( EFFHAEE ) -

f£ A Amazon CLI
Example

LA RI#EF Amazon CLI 812 S3 on Outposts Z &M (s3-outposts:CreateBucket), Eiz{Tlt
WS, M user input placeholders Bt HIEHCHWEER,

aws s3control create-bucket --bucket example-outposts-bucket --outpost-
id op-0lac5d28a6a232904
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/access-points-vpc.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-security-groups.html
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FEAERT Java B Amazon BEF AT ES

Example

BxrumERERT Java B Amazon SDK #]2 S3 Outposts FE BRI R , 250 (Amazon SDK
for Java 2.x Code Examples) H# CreateOutpostsBucket.java,

79 S3 on Outposts FE RN IR

&AL Amazon S3 on Outposts F & A MNRE |, LUERERE NI E U1 B A1 F# R E AR
o

(® Note
B2 7MY Amazon Web Services IKF B ZF MM , th 2 — T UAEXHREHNIKS .

£/ S3 &HlA

1. BFE|Amazon Web Services EEZHIE , REET LT MuLFTFF Amazon S3 #2414 : hitps:/
console.aws.amazon.com/s3/o

EEMSMERS |, % Outposts buckets ( Outposts #F ) o

R B BIREHRZM Outposts 7 o

IEERE MR,

£ Tags (#+% ) T, &&F Edit (HHE ) -

1%$E Add new tag ( RINFTRE ) , AEHA Key (8 ) MA%ER Value (B )

o ok~ w0 DN

WINEIEE S Outposts FEMKXERVEAIFE , LABRERSE /NI B 201 B 4H I H AR A,
7. i%&# Save changes (REEH )

£ Amazon CLI

BAR Amazon CLI ROIMER KB X 4RFPIEERSH JSON XY (tagging. json) i EEMA T

S3 on Outposts Zf#E i@, BERALLRAE , HFEN user input placeholder B REBCHE
=

/CN 0
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https://console.amazonaws.cn/s3/
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aws s3control put-bucket-tagging --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --tagging file://tagging.json

tagging.json

{
"TagSet": [
{
"Key": "organization",
"Value": "marketing"
}
]
}

LR Amazon CLI REIEZNGSITRFRZEENA T S3 on Outposts 7.

aws s3control put-bucket-tagging --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --tagging 'TagSet=[{Key=organization,Value=marketing}]'

BEXUGENESELR | 528 (Amazon CLI &) F# put-bucket-tagging.

FEREEBERIEEEX Amazon S3 on Outposts 12 #7518l

EHEEERE2E T REMN Amazon Identity and Access Management (IAM) R BE |, & 0] LAE R iZ R BE [0
FREBEREDPHREBEFHENE. AEFEBREE TR EFHEBRK, N FEEHNRE
AT FREBAEERENEERPAENR. FHRBERBHANRFHN 20 KB, BEXEZER |, HSH
R

B L E BRI SREEX Amazon S3 on Outposts &R, BXEZELR , BSEUT
TR,

£

« 3 Amazon S3 on Outposts 1Z4& 187 N 2k 4w 58 17 A 5% IR

« && Amazon S3 on Outposts 178K B

« HIBR Amazon S3 on Outposts 174 K #E

. FERER T
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79 Amazon S3 on Outposts 77 i# ¥ 7 N 2 4w 8 17 fif I 5% BE

BRI 2E T ®JRA Amazon Identity and Access Management (IAM) SKB& | & 7] LAE F iZ SR B 0]
FHEBEREDPHNRBEFHENE. AEFEBIREE TR EFHEBRK, MM FEEHNRE
ATE#EBAEERENFEBIEN R, FHERBHX/NRFIN 20KB, BXELELR , HZH
R,

AT EBE RI{AFEA Amazon Web Services EIE#24#|A. Amazon Command Line Interface
(Amazon CLI) 2 JEFF Java B9 Amazon SDK E#7 Amazon S3 on Outposts 77 1 K B o

£/ S3 #FA&
B2 S 4w 88 17 1 48 R B

1. E3xKE| Amazon Web Services EEZFIA , AFET LT MuLFTF Amazon S3 #E#IA& : https:/
console.aws.amazon.com/s3/.

EEMSHBEES , %$F Outposts buckets ( Outposts FZ & ) -
EREERBHMNPREH Outposts FHEM.
IEFERPRIET <,

£ Outposts bucket policy ( Outposts FEEKEE ) 30 , EVIERNREF R , 1HI1EF Edit (4
$§: ) o

o ~ w0

M7E , BULURINRSE S3 on Outposts FiEH R, BXEZELE , SR £/4 S3 on
Outposts % & IAM,

£/ Amazon CLI
LR Amazon CLI ;Rf5l7E Outpost FiE 8 LK E KK,

1. FUTFHEERBRES JSON XK, EARRBIFR , XH4amE N policyl. json. § user
input placeholders Bt RHEBECHER.

JSON

{
"Version":"2012-10-17",
"Id":"testBucketPolicy",
"Statement": [
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https://console.amazonaws.cn/s3/
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"Sid":"stl",

"Effect":"Allow",

"Principal":{
"AWS":"arn:aws:iam::123456789012:xo0t"

}I

"Action":[
"s3-outposts:GetObject",
"s3-outposts:PutObject",
"s3-outposts:DeleteObject"”,
"s3-outposts:ListBucket"”

]I

"Resource":"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/op-0lac5d28a6a232904/bucket/amzn-s3-demo-bucket"
}

2. ¥ JSON MX#4ER put-bucket-policy CLI S —H2 R, EETUHST , 5 user
input placeholders B ANEESHER.

aws s3control put-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --policy file://policyl.json

FEAERT Java B Amazon BEF AT ES

AR SDK for Java 7RBITE Outpost 76 #8 £ BB KB o

import com.amazonaws.services.s3control.model.*;
public void putBucketPolicy(String bucketArn) {

String policy = "{\"Version\":\"2012-10-17\",\"Id\":\"testBucketPolicy\",
\"Statement\": [{\"Sid\":\"st1\", \"Effect\":\"Allow\",\"Principal\": {\"AWS\":\"" +
AccountId+ "\"},\"Action\":\"s3-outposts:*\",\"Resource\":\"" + bucketArn + "\"}1}";

PutBucketPolicyRequest reqPutBucketPolicy = new PutBucketPolicyRequest()
.withAccountId(AccountId)
.withBucket(bucketArn)
.withPolicy(policy);
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PutBucketPolicyResult respPutBucketPolicy =
s3ControlClient.putBucketPolicy(reqPutBucketPolicy);

[J n

System.out.printf("PutBucketPolicy Response: %s%n",
respPutBucketPolicy.toString());

=& Amazon S3 on Outposts 17 R B

EFERRIE2E T ®IRH Amazon Identity and Access Management (IAM) SKB& | & 7] LAE F iZ SR BE [0
FHEBEREDPHNRBEFHENE. AEFEBIREE TR EFHEBRK, MM FEEHNRE
ATEHEBAEERENFEBIIEN R, FTHEERBENX/NRFIN 20KB, BXELEFELR , FZH
R,

LA £ 8% 88 f0{a[ £ | Amazon Web Services E¥E#24|&. Amazon Command Line Interface
(Amazon CLI) 5 & F Java #9 Amazon SDK && Amazon S3 on Outposts 12 FK B o

£/ S3 #4FA&
B2 4w 88 17 1 AR SR B

1. &%E| Amazon Web Services EE#2H| & , REEI LT MuLITFF Amazon S3 #2#|& : https:/
console.aws.amazon.com/s3/

HEEMSHBEEF , %$F Outposts buckets ( Outposts & ) -

EREERBHNREHN Outposts FHEM.

1%£3% Permissions £+,

£ Outposts bucket policy ( Outposts ZiEWEKEE ) T , BRI LEBINENFHEERE, BXE
ZER , B35 #FH S3 on Outposts ®i&E |IAM,

A R

{58 Amazon CLI

BAR Amazon CLI 7RBIZRER Outposts 77 BHY KRS, BTG S , BF user input
placeholders B NEBEHNER.

aws s3control get-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket
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FEAERT Java B Amazon BEF AT ES

LT ERT Java B & TESRHIA Outpost 7 FIREUKEE .

import com.amazonaws.services.s3control.model.*;

public void getBucketPolicy(String bucketArn) {

GetBucketPolicyRequest reqGetBucketPolicy = new GetBucketPolicyRequest()
.withAccountId(AccountId)
.withBucket(bucketArn);

GetBucketPolicyResult respGetBucketPolicy
s3ControlClient.getBucketPolicy(reqGetBucketPolicy);

System.out.printf("GetBucketPolicy Response: %s%n",
respGetBucketPolicy.toString());

I BX Amazon S3 on Outposts & i@ K B

FHEBERE2E T REMN Amazon Identity and Access Management (IAM) 5KB& | #& 0] LUAE B iZ K BE @)
FRBREDPHREBEFTHENE. AEFEBEEET VRS FHEBXRK, NS FEEHNRE
ATEHEBAEERENFEBIAEN R, FHEERBHX/DNRFIN 20KB, BEXELZER , HSH
R

AT EBE RI{AFE A Amazon Web Services B2 #| A 5 Amazon Command Line Interface
(Amazon CLI) &%& Amazon S3 on Outposts 77 fi# 1 K B&

f£A S3 #FA&
T PR 7 A7 SR B

1. BB TMUEITFF Simple Storage Service ( Amazon S3 ) ##l#& : https:/
console.aws.amazon.com/s3/,

EEMSMERKF | 1% Outposts buckets ( Outposts M ) o

RS ERBHMNRH Outposts i,

1%£3% Permissions T+,

£ Outposts bucket policy ( Outposts Z &N REE ) T H , 1% Delete ( HIER ) -
B IA M BR R 1E

o a0 bk~ w DN
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f£ A Amazon CLI

AR R~ iIfEF Amazon CLI Bk S3 on Outposts Z#&# 5K EE (s3-outposts:DeleteBucket), Eiz
TS , FfF user input placeholders B RNEEHCHER,

aws s3control delete-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

T2 18 KB Bl

£ S3 on Outposts HEE , EBATLURIP T S3 on Outposts AN R FR |, X , REEEE
LR AFF R R T BEZUUEIESEELSNRNEAS & HRIEHN AP B RIZH S3 on

Outposts &R

AT EXT S3 on Outposts WEREEHHEBFARGN RO, ENHAXLRE  BFEF user
input placeholders Bt HEZBCWER (HINEETEHR) .

ERTFIIELN —AXNRIVRR , ATEE AmazonBREF (ARN ) MEMERERBEEMF (* ). F
o, SR SAERIN BRI ZARALET REGEVNRAMNFE , FlE0 .html,

A >x Amazon Identity and Access Management ( IAM ) SREBIBEEMNEZEE |, BHSHMEA S3 on
Outposts % & IAM,

(® Note

£ Amazon S3 2 & & Mix s3outposts XRET , BAAR FRFEPENEHESNE , 0
s3outposts:createendpoint, s3outposts:listendpoints &%,

BT Ol 77 64 18 SR BE Y H At 57 R
« BXEBIE S3 on Outposts MR EEAHT AI LAEFHY IAM policy ##E, REMEHRNIIEK , BSH

Actions, resources, and condition keys for Amazon S3 on Outposts.
« BXBIE S3 on Outposts FKEEMIER , IHSE I Amazon S3 on Outposts 171 1 78 N 2R 4m 48 171 i
KB

F
« ETHEE IP it EEX Amazon S3 on Outposts # Y 1 [8) 1 fR
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https://docs.amazonaws.cn/cli/latest/reference/s3outposts/
https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazons3onoutposts.html

Amazon S3 on Outposts AriEE

ETHE IP it EEX Amazon S3 on Outposts #1757 7] #X BR

EFERRE2E T ®IRA Amazon Identity and Access Management (IAM) SKB& | & 7] LAE 1% SR B [0
FREBEREDPHNREBETFHENE. AEFEBIREE TR EFHBRK, MBI FEEHNRE
ATE#EBRAEERENFEBPIEN R, FTHEERBHX/NRFIN 20KB, BXELELR , HZH
R

PREI4E IP b hkAY U5 B AR

TR RBIELFRE A P X8 ER X RINITEM S3 on Outposts #1E , BRIFFERFKBIEER IP it

SEE

(® Note

FERBIXFE IP #ut B IAE RS , SAEEREWL VPC iwR., VPC IR IP that kA Z6 IP
# 41k BT LA [E] S3 on Outposts 1. &N , MMRBHRERIEL FIE AP EXEESNRNER
T X4 S3 on Outposts #HHIFT KRIFITEM s3outposts BIE , MIBATRES K EXTZAEHY 17 (R A
PR

I EERY Condition BAWE AN IP BRA 4 (IPv4 ) IP #3t38EH 192.0.2.0/24,

Condition $RfEMA NotIpAddress &4 aws:Sourcelp &H4# (X2 Amazon SBEMNEH
#), aws:Sourcelp XU RBREATLHE IP iSEH. BXZHBNESZER |, BSH Actions,
resources, and condition keys for S3 on Outposts. aws:SourceIp IPv4 EERAFRHE CIDR RRE,
BEXEZER , 52 (IAM AFERE) F8 IAM JSON EBTESE,

/A Warning

FEER L S3 on Outposts K& Z 8l , T REIFH 192.0.2.0/24 1P i BEHHRNEER
WERARGIWE. &N , BFREXGRIBHEED

"Version": "2012-10-17",
"Id": "S30utpostsPolicyIdl",
"Statement": [

{
"Sid": "IPAllow",

ARG T API kg7 2006-03-01 36


https://docs.amazonaws.cn/AmazonS3/latest/userguide/S3OutpostsWorkingBuckets.html
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"Effect": "Deny",
"Principal": "*",
"Action": "s3-outposts:*",
"Resource": [
"arn:aws:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/
accesspoint/EXAMPLE-ACCESS-POINT-NAME",
"arn:aws:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/
bucket/amzn-s3-demo-bucket"

iF
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": "192.0.2.0/24"

}

EIRS i IPv4 F IPv6 Htb ik

EERTFBER IPv6 ikt | BIVEEREN IPve it BE AR INER IPv4 SBEREFALNFTEE
B, XA B T BMRIX LSRRG 1 R B IPV6 B REE T W,

LU S3 on Outposts REIFEREE B IMAER IPv4 # IPv6 #hiSEERBEALHFTEAR IP it
Ht, ZRBIKEERE AT R IP ek 192.0.2.1 M 2001 :DB8:1234:5678: :1 WViAIA] , MIEL X
ik 203.0.113.1 F 2001 :DB8:1234:5678:ABCD: : 1 WIiH Ao

aws:Sourcelp B REATLE IP S8, aws:Sourcelp B IPv6 EXIEAFRER CIDR
B, RHE IPv6 , BATZIFMER :: RN 0SBE (/a0 , 2001:DB8:1234:5678::/64) . BXES
=W ((IAM RPiERE) T IP it R4 EER,

/A Warning

FEFEA L S3 on Outposts KM Z BT , R RAIH R IP kS B Bk N iE S S E A RGIRY
B, BN , BAIRSR KB R FHBAIEED

JSON

"Id": "S30utpostsPolicyId2",
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowIPmix",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}I
"Action": [
"s3-outposts:GetObject",
"s3-outposts:PutObject",
"s3-outposts:ListBucket"
1,
"Resource": [
"arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-01lac5d28a6a232904/bucket/amzn-s3-demo-bucket",
"arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-01lac5d28a6a232904/bucket/amzn-s3-demo-bucket/*"
1,
"Condition": {
"IpAddress": {
"aws:SourceIp": [
"192.0.2.0/24",
"2001:DB8:1234:5678: : /64"

},
"NotIpAddress": {

"aws:SourceIp": [
"203.0.113.0/24",
"2001:DB8:1234:5678:ABCD: : /80"

5l Amazon S3 on Outposts T7&4H

i3 £ Amazon S3 on Outposts , & A LATE Amazon Outposts E8I2 S3 1 , HEAM N EEARH
BEFR, NBELENBETENNARFENFHENRZEINR, S3 on Outposts f2fit 7 — N
HI12f% 3 S3 Outposts (OUTPOSTS) ; iZ1Ft& K FEH Amazon S3 APl , # B B F 7 Amazon Outposts
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FHZMEZANRF [ EFATRGFEEBIE, EEX Virtual Private Cloud ( VPC ) EAEAR
Mk RIEES Outposts @ TEE. B LURTE Amazon S3 i+ —#7E Outpost F LEFAEER
AP| MIhge , SIEF RIS, MBFIRIC. ZAI LB Amazon Web Services BEE 2/, Amazon
Command Line Interface (Amazon CLI), Amazon SDK = REST API £ S3 on Outposts, BXE %
E8 , SR L2 Amazon S3 on Outposts ?

BXEH S3 on Outposts P EEBMNEZER , FSHEEA S3 on Outposts FiE .

AT RBINE T ifaEHA Amazon Web Services BIEiE4]A . Amazon CLI Ml EBA T Java By
Amazon SDK J&[E S3 on Outposts Z & EHIFI K.

£/ S3 #£4la

1. BELATRutITH Amazon S3 ##l& : hitps://console.aws.amazon.com/s3/o
2. EEMNSMBE®KS , %&# Outposts buckets ( Outposts 1@ ) o
3. % Outposts buckets ( Outposts Ff&#& ) T , EF S3 on Outposts F Y FI &,

£ Amazon CLI

BAR Amazon CLI 7RBIZRER Outpost FHF#MEIIR,. EFEAL®S , BFEA user input
placeholder B NEHEHERE . AXUEGTHNESEE , 55H (Amazon CLI ZE) H# list-
regional-buckets,

aws s3control list-regional-buckets --account-id 123456789012 --outpost-
id op-0lac5d28a6a232904

FERAERT Java B Amazon SDK

LLTER T Java B9 SDK ‘RHIZREX Outpost RV FME @SR, BXEZEER , H210 (Amazon
Simple Storage Service APl 2% ) AR ListRegionalBuckets,

import com.amazonaws.services.s3control.model.*;
public void listRegionalBuckets() {
ListRegionalBucketsRequest reqlListBuckets = new ListRegionalBucketsRequest()

.withAccountId(AccountId)
.withOutpostId(OutpostId);
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ListRegionalBucketsResult resplListBuckets =
s3ControlClient.listRegionalBuckets(reqgListBuckets);

System.out.printf("ListRegionalBuckets Response: %s%n",
respListBuckets.toString());

{$ B Amazon CLI #5&HAF Java B9 SDK 3RER S3 on Outposts 77
¥

i3 Amazon S3 on Outposts , A LATE Amazon Outposts L6812 S3 1 , HEA N EEAR i
BIEAR, RBELBENBETENNARFEAFENREN R, S3 on Outposts T — N
#7243 S3 Outposts (OUTPOSTS) ; iZ 1K E A Amazon S3 API , 3 B A F 7 Amazon Outposts
FHZMERANRZ B[ EFATRMEEERIE, EEX Virtual Private Cloud ( VPC ) EREAR
i REEEE Outposts B# TES. A LUMRIE Amazon S3 #H —H#7E Outpost i@ LERHERH
AP| FThEE , BIEHRIKRE, MBFIRIC. EAILUEE Amazon Web Services BB A. Amazon
Command Line Interface (Amazon CLI), Amazon SDK = REST API f£ S3 on Outposts, BXE%
E8 , H5 R 4K Amazon S3 on Outposts ?

TR RGIERT {AER Amazon CLI F1 A F Java B9 Amazon SDK 3RHY S3 on Outposts 1ZE 4.

(® Note

L #8833 Amazon CLI 5 Amazon SDK {#H Amazon S3 on Outposts B , & A LAIR#
Outpost 5 Al 2 ARN KRR BFEBEM. RIS ARN RAUTER , Hf region &
Outpost A& I X1Z K Amazon Web Services Xigi {5 :
arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
accesspoint/example-outposts-access-point

A< S3 on Outposts ARN WEZER , 55K S3 on Outposts BIEJR ARN,

£ Amazon CLI

AR S3 on Outposts R l{£H Amazon CLI SREVF . EFAKGS , B8 user input
placeholder BB ANEBECHER. BRUEGTNESER |, HSH (Amazon CLI &) FH get-
bucket,

SREQIF M A8 API hiz7s 2006-03-01 40



Amazon S3 on Outposts AriEE

aws s3control get-bucket --account-id 123456789012 --bucket "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket"

FEAERT Java B Amazon SDK

AR S3 on Outposts R lfEAEA T Java B SDK SRENF#E. BXEZER , FZH (Amazon
Simple Storage Service APl &) HH) GetBucket,

import com.amazonaws.services.s3control.model.*;
public void getBucket(String bucketArn) {

GetBucketRequest reqGetBucket = new GetBucketRequest()
.withBucket(bucketAzrn)
.withAccountId(AccountId);

GetBucketResult respGetBucket = s3ControlClient.getBucket(reqGetBucket);

[ n

System.out.printf("GetBucket Response: %s%n', respGetBucket.toString());

fl B Amazon S3 on Outposts 77 1

B E A Amazon S3 on Outposts , A BA1E Amazon Outposts E 813 S3 8 , HEAR N EE R
BAEGR, ABELENBETENNARF BN EENRRITIR, S3 on Outposts 12t 7 — N8t
#1763 S3 Outposts (OUTPOSTS) ; iZ KA Amazon S3 API , 7 B F7 Amazon Outposts
EHZEMEZANRE B[ BAFA TR EEBIE, E&X Virtual Private Cloud ( VPC ) EREAR
Mk RIEES Outposts @ TIEE. B LURTE Amazon S3 i+ —#7E Outpost F LERAHEER
API MZhee , BIEHEEKEE, MEMFRIZ, B LUET Amazon Web Services B2 A, Amazon
Command Line Interface (Amazon CLI), Amazon SDK = REST API {£ S3 on Outposts, BXE %
E8 , 3R 1 L2 Amazon S3 on Outposts ?

BXERA S3 on Outposts P EMBNEZEE , FZFEA S3 on Outposts FiE .
B FHE MR Amazon Web Services Ik B ZFHEE , 2K — T UURBREHNIKS,

(@ Note

« Outposts 17 #8249 28 = st 1THIBR o
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Amazon S3 ##| &8 T S3 on Outposts FRIEVE., EMIBR S3 on Outposts 174 #E H HI XY
R, O LUEA Amazon CLI, Amazon ##4FF &% T E85 REST API,

« TEMIBR Outposts FEREZ BT , 2470 5t BR 1Z 7 A AV 4E4T Outposts TRl R, BXREZ(E
,% , 1ﬁ |Fﬂ ﬂﬂ'“z?atﬁk, N0

- FEBERRETEIRE.

AR RHIE RE0{AfEE A Amazon Web Services E 242 %] & ] Amazon Command Line Interface
(Amazon CLI) #lB& S3 on Outposts Zfi& #.

£/ S3 ##HA

1. EFZE|Amazon Web Services EEZFIE , REEBEI L TMutFTF Amazon S3 #ZHIA : https:/
console.aws.amazon.com/s3/,

2. HEEMSMBEES , E# Outposts buckets ( Outposts 1FEHE ) o
3. EBREMRNFMEE , AFIEE Delete (IR ) o
4. TINIBRIRIE,

£ Amazon CLI

AR R 5IE A Amazon CLI Bk S3 on Outposts 7748 (s3-outposts:DeleteBucket), EizfTlt
WS, M user input placeholders Bt HIEHCHWEER,

aws s3control delete-bucket --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

£ Amazon S3 on Outposts 78] K

=i/ A Amazon S3 on Outposts &1 , &A1 2 M EE 15\ <Ko

A /A E LI Amazon S3 VR EHBEEN AHERBE AR EE, HR[LZMINEFHEENmE N
Bimm , BRI LAERAIXLEFEBINIT Amazon S3 S RIFEME ( W0 GetObject M PutObject ) o X TF
S3 on Outposts , EAFEE 1518 21518 Outposts FEEF AN R, FHERRXIFELUENRF
ik,
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® Note
2% Outposts F# Y Amazon Web Services Ik B ZFMHNE , b2 —TTURHE SR
8] S I 7 o

LTEa Bl ZMEE S3 on Outposts 174 #8815 8] o
£

« B2 S3 on Outposts 78] &

« JIEH S3 on Outposts #ik A L EA BRI A

- EEFXGEREENEE

« && Amazon S3 on Outposts i 7] S K 5 &K

- BIREAR

o NIRRT E) R R AR

« &% S3 on Outposts 7] s K HE

#2 S3 on Outposts 1717 &

E 58 Amazon S3 on Outposts F##E , WA ZFEE 77 Ko

TR AT E{L3T Amazon S3 PR ERFEEN AABEHEHEEE, HE S 2 MBI EEFBN AN
Fims , WA LU X LA A A 1T Amazon S3 T RIBME ( 41 GetObject # PutObject ) o XF
S3 on Outposts , &4 F 15 8] =i A Outposts BT EAN R, HEANXZEEUENRF
ks

AR RHIE REN{AfE A Amazon Web Services EE#4#|&. Amazon Command Line Interface
(Amazon CLI) #1 FEAF Java #9 Amazon SDK &% S3 on Outposts 1 8] Ko

(® Note
B2 Outposts FE K Amazon Web Services i~ HEZEM#E , tRME—AI LU EH DA
A RAI K P
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£/ S3 #HlA

BN LA M 3T Amazon S3 #%#& : https://console.aws.amazon.com/s3/.

EEMSIMBERKF , %$F Outposts buckets ( Outposts FEH ) -

EFEEREBIE Outposts 158 AV Outposts F i

1£$% Outposts 5B RIETF,

£ Outposts access points ( Outposts GIRIR ) B85 H , & Create Outposts access point ( 1

# Outposts THEI K ) -

6. 1£ Outposts access point settings ( Outposts HRIRIRE ) F , MAHBEKWER , REEEZRH
] =Y Virtual Private Cloud (VPC),

7. WMRERHESRIMEKE | iH1E Outposts access point policy ( Outposts 18] SR ) 2B P4

AR,

o & 0 bdh =

BXEZEER , BSHR £ S3 on Outposts & IAM,

£ Amazon CLI
Example

LA Amazon CLI ;=458 Outposts FERIEZHRIR. BEETHGS , BN user input
placeholders B NEEEHEER.

aws s3control create-access-point --account-id 123456789012

--name example-outposts-access-point --bucket "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket" --vpc-configuration Vpcld=example-vpc-12345

FRERT Java B9 Amazon BEF AT ES
Example

BxrummERERT Java B Amazon SDK 3 S3 Outposts fZ &SI EA LM R | ESH
{Amazon SDK for Java 2.x Code Examples) ## CreateOutpostsAccessPoint.javas

NIEE S3 on Outposts #1717 2 A= 5B

FtF S3 on Outposts , IEAMMEEFIEA =5\ Outposts FEFFWEMIT R, BRENEHEL
BEASA , S3 on Outposts B BZHER —NMEARB B, I FEMABIBEEIRIRIE , BE AL
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FRAKIBRIERE , MA2HHE S ARN, Flin , SaE AR S 3B R ITNRRRE | Hlm
PUT. GET, LIST %, BXxXERENIIR , FSRATEEXNRH Amazon S3 AP| ##1E,

LTFRBIERTEA my-access-point BIE M ARN FifE [51E

« 5B A ARN - arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/my-
access-point

« HEKRBIE -my-access-po-o0lac5d28a6a232904e8xz5w81ijx1qz1lbp3i3kuseld--op-s3

BX ARN WEZEER , 2 (Amazon Web Services —fi8Z£) H@ Amazon ‘&REAM
(ARN) .

BXPRRKINBNESEE , BSAUTER :

E&

- HERHE

* 7£ S3 on Outposts W RIFEERFEAF R K5 E
- IR

7] = BB

R KRBHEREES S3 on Outposts BN A ZEFRIRN. HEAEE K , S3 on Outposts
LSEIER —NELEEXNHRI /BB, HRIKBBRFSERR S3 on Outposts HEMWIEER , I
EUTE S -

access point name prefix-metadata--op-s3

® Note

--op-s3 ERREBATHEANE , BIMNBYNEFTEFHEATHL BRI KB, BX S3on
Outposts B BHNMNEZEL , S HEH S3 on Outposts FiE o

ERGRR[BA

LTFREERT WMAER AmazonS3 8 #|& Fl Amazon CLI EH AR 2518,
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Example : 7£ Amazon S3 #£#|& R EHRHAEFTH B K5I E

EEHAEDBIEIBRKE , M Access Points ( F5RIR ) FI15REY Access Point alias ( T5E R 315 )
SR IREF R 2B E .

EFTHRR[BA

1. BELATRuITH Amazon S3 ##lE : hitps://console.aws.amazon.com/s3/o
2. EEMNSHBE®KD , %&# Outposts access points ( Outposts TR ) o
3. EEFAMKRE , BRITUTREZ—

« 7£ Access Points ( TAE] R ) Ik , EFH R KB HREDRETIZE , AEIEE Copy Access
Point alias ( E®lTFRIKRBNE ) o

- BEBREAREMN. AE , £ Outposts access point overview ( Outposts (7RI 2R ) T, &
FliAE K BB o

Example : £ Amazon CLI 8I2iF R R HEMM P EHK R S5 B

LURAX create-access-point S Amazon CLI RHIGIZE B = H IR E B 3h 4 KA 5 E) = 5
%, EETHSGS , 88 user input placeholders Bt HIEHCHWEER,

aws s3control create-access-point --bucket example-outposts-bucket --name example-
outposts-access-point --account-id 123456789012

{

"AccessPointArn":

"arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
accesspoint/example-outposts-access-point",

"Alias": "example-outp-o00lac5d28a6a232904e8xz5w8ijx1qzlbp3i3kuseld--op-s3"

}

Example : £/ Amazon CLI 3RER15 8] = 5B

flan | LARAEX get-access-point @ HH Amazon CLI RAIREXR FIEEMNIFR SMWES, 1E
BAEHRANE, EETeS , B8 user input placeholders Bt HZBCWEER,

aws s3control get-access-point --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --name example-outposts-access-point --account-id 123456789012
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"Name": "example-outposts-access-point",
"Bucket": "example-outposts-bucket",
"NetworkOrigin": "Vpc",
"VpcConfiguration": {
"VpcId": "vpc-01234567890abcdef"
I
"PublicAccessBlockConfiguration": {
"BlockPublicAcls": true,
"IgnorePublicAcls": true,
"BlockPublicPolicy": true,
"RestrictPublicBuckets": true
I
"CreationDate": "2022-09-18T17:49:15.584000+00:00",
"Alias": "example-outp-00bld075431d83bebde8xz5w8ijx1qzlbp3i3kuseld--op-s3"

Example : £/ Amazon CLI % 58] K ALK 17 B K51 A

flan | BLTRAX list-access-points @K Amazon CLI REIFIE X FIEEN TR SNES. It
EEBEHHAE, BEZfTas , B user input placeholders Bt HEEHCHEER,

aws s3control list-access-points --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

"AccessPointList": [
{
"Name": "example-outposts-access-point",
"NetworkOrigin": "Vpc",
"VpcConfiguration": {
"VpcId": "vpc-01234567890abcdef"

b
"Bucket": "example-outposts-bucket",
"AccessPointArn": "arn:aws:s3-

outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point",
"Alias": "example-outp-00bld075431d83bebde8xz5w8ijx1qzlbp3i3kuseld--op-s3"
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£ S3 on Outposts X RIFIEH £ A 17 A <[5 B

KRAGRK[N , BUUERABTRRFNE  MEAFNRBHRTAEER,

It Amazon CLI RIE R T £33 S3 on Outposts #EY get-object B, WWRHIERTER BB E
7 --bucket BB , MFARTEMNIHFK ARN,

aws s3api get-object --bucket my-access-po-
00b1d075431d83bebde8xz5w8ijx1qz1lbp3i3kusel0--op-s3 --key testkey sample-object.rtf

{
"AcceptRanges": "bytes",
"LastModified": "2020-01-08T22:16:28+00:00",
"ContentLength": 910,
"ETag": "\"00751974dcl46b76404bb7290f8f51bb\"",
"VersionId": "null",
"ContentType": "text/rtf",
"Metadata": {}

}

PR %

- BERTEEEN S
« TEEBRKLERER, BRHEABSE,

o BREEFTFIR 252 AT S3 on Outposts EHIHEHRIRME, B S3 on Outposts 12 H EHRIRIER
x,BSRAATEEFMEM Amazon S3 2| API,

- 3BT 8EA T Amazon Identity and Access Management ( 1AM ) ZREB&EH,

EEEXFRAREENEER

A /A B L3 Amazon S3 VR EHBEEN AHERB AR EE, KR [LZMINEFHENHE N
FIm fﬁ“\_ﬂfiﬁﬁﬁmﬁbﬁ-{%ﬁ?hﬁ Amazon S3 SR ( & GetObject M PutObject ) . XF
S3 on Outposts , &AM AEE 158 21518 Outposts FEBFHEAN R, HRIANZEFEEUENRST
ks

LA =815 88 704/ £ | Amazon Web Services E¥2#24|A. Amazon Command Line Interface
(Amazon CLI) #1 A F Java B9 Amazon SDK IR [E S3 on Outposts 18] R I EL B S £
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£/ S3 #HlA

1. B AT MuLiTFF Amazon S3 #2#& : https://console.aws.amazon.com/s3/o

2. EEMNSMBEES , %8 Outposts access points ( Outposts THEIR ) o

3. EBREEFHEEFME SR Outposts 5E) o

4. 7£ Outposts access point overview ( Outposts IFRIRBLR ) T , EFHR ARBIFAE L.

{5 Amazon CLI

LA Amazon CLI 7RBIZRER Outpost FEMH R R. & user input placeholders B NIEH
E:EIJ1E,|=,\O

aws s3control get-access-point --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

FERAERAT Java B9 Amazon BEF AT EA
UTERT Java WEHF & TEBRHIN Outpost F i HEIRERTA B o

import com.amazonaws.services.s3control.model.*;
public void getAccessPoint(String accessPointArn) {

GetAccessPointRequest reqGetAP = new GetAccessPointRequest()
.withAccountId(AccountId)
.withName(accessPointAzrn);

GetAccessPointResult respGetAP = s3ControlClient.getAccessPoint(reqGetAP);
System.out.printf("GetAccessPoint Response: %s%n", respGetAP.toString());

# & Amazon S3 on Outposts FF] LK FIER

ifilﬂ,\“—l"‘ﬁﬂﬁﬂ Amazon S3 PR EHEEMN AMNERIFEFTREE, HRSISMMEFEBHHEN
Fims , WA LU X L Z A A 1T Amazon S3 T RIBME ( 41 GetObject # PutObject ) o XF

S3 on Outposts , &40 F 15 8] =i A Outposts B FHEAN R, HEANZEEUENRF
ks
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Amazon S3 on Outposts

RAriEmE

LA E B 88 fn{a/ £ FH Amazon Web Services E¥E#2#|&. Amazon Command Line Interface
(Amazon CLI) #1 SEAF Java #9 Amazon SDK JR[E S3 on Outposts 517 B 5 Ko

£/ S3 #HlA

1. B AT MuLiTFF Amazon S3 ##I& : https://console.aws.amazon.com/s3/o
2. TEEMSME®KS |, %# Outposts access points ( Outposts HIEI R ) o
3. 7& Outposts access points ( Outposts HER ) T , EF LM S3 on Outposts 7 A A5 F&R.

f£ A Amazon CLI

LR Amazon CLI =% i Outposts FEBWIBA R, BETl®T , B user input
placeholders B NEEEHEER.

aws s3control list-access-points --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

FERAERT Java ¥ Amazon BHEF AT ES

LA SDK for Java 7515 H Outposts F AV IEA Ko

import com.amazonaws.services.s3control.model.*;
public void listAccessPoints(String bucketArn) {
ListAccessPointsRequest reqlListAPs = new ListAccessPointsRequest()

.withAccountId(AccountId)
.withBucket(bucketArn);

ListAccessPointsResult resplListAPs = s3ControlClient.listAccessPoints(reqlListAPs);

[J n

System.out.printf("ListAccessPoints Response: %s%n", resplListAPs.toString());

M ERIEA R

R A RMEXS Amazon S3 FH R EHFEEMN AMEHREFE R RIEE, 1R [2H NS 7480 & W

BiIR R, BA LU X L4 AL 1T Amazon S3 SR ( 4 GetObject M PutObject ) o

T
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S3 on Outposts , &4 A5 E K15 Outposts A HEMAN R, HRKNEZHFEUENKT
i.lto

AT RBIE R H Amazon Web Services & E 4] & f Amazon Command Line Interface
(Amazon CLI) R A =0

£/ S3 2%l A&

1. B ATMuEITF Simple Storage Service ( Amazon S3 ) ##l& : https:/
console.aws.amazon.com/s3/.

EEMSMBEREP , E#F Outposts access points ( Outposts THER ) »

£ Outposts access points ( Outposts HEI R ) T , EFEMIBRAY Outposts 7 [A Ko
1%£4% Delete,

T IARI BRIR 1

o K~ 0N

f£ A Amazon CLI

LA Amazon CLI R 5iffl Bk Outposts Bl R, BET@ S , iBfF user input placeholders &
BAEBEEHNER.

aws s3control delete-access-point --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

NI YR 5 15 0] =L SR B

HRREEREHREEMM LIRS | Amazon S3 on Outposts e A T & iZ iR 2% HEEMA
BER, %Aiﬁ)\,\ﬁiﬁﬂ%ﬁﬁﬁmxiﬁ)\m%ﬂlﬁ ZEBESHRMIKEFEENEEBRBRESHER. B
XEZELR BN EAL

AT EBZHBE T f{al £ Amazon Web Services EI2#2#]A. Amazon Command Line Interface
(Amazon CLI) #5& A F Java B9 Amazon SDK F =& EH S3 on Outposts 157 K EE

£/ S3 #2H A&

1. B LT MuLiTFF Amazon S3 #2#I& : https://console.aws.amazon.com/s3/o
2. EEMNSMBE®EF , % Outposts buckets ( Outposts FEHE ) o
3. EBRENHEBEIHN LKW Outposts 7.
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Amazon S3 on Outposts AriEE
4. %$F Outposts THA RIET+,

5. 7 Outposts access points ( Outposts HRIR ) o H , ERERBEHEBN GRS , REERE
Edit policy ( 4RERHEE ) o

6. 7E Outposts access point policy ( Outposts 58] RKEE ) O P ARMBEEREE, EXREZE
B | #ZH £/ S3 on Outposts % iE&E IAM,

f£ A Amazon CLI

LA Amazon CLI RfI7E Outposts i8] = £ BB KB

1. FUTHRAKERESR JSON XHFH, EARTRHS , XHaBE N appolicyl. json, fF user
input placeholders B RAEBBECHWEER,

"Version":"2012-10-17",
"Id":"exampleAccessPointPolicy",
"Statement": [
{
"Sid":"st1l",
"Effect":"Allow",
"Principal":{
"AWS":"123456789012"
},

"Action":"s3-outposts:*",
"Resource":"arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point

}

2. f¥ JSON M #ER put-access-point-policy CLI i SH—E0RR. F user input
placeholders B#¥NEBEHESR.

aws s3control put-access-point-policy --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --policy file://appolicyl. json
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FEAERT Java B Amazon BEF AT ES

LA SDK for Java ;R5l#E Outposts A = £ E KB,

import com.amazonaws.services.s3control.model.*;
public void putAccessPointPolicy(String accessPointArn) {

String policy = "{\"Version\":\"2012-10-17\",\"Id\":\"testAccessPointPolicy\",
\"Statement\": [{\"Sid\":\"stl\",\"Effect\":\"Allow\",\"Principal\":{\"AWS\":\"" +
AccountId + "\"J},\"Action\":\"s3-outposts:*\",\"Resource\":\"" + accessPointArn +

"\"}1}";

PutAccessPointPolicyRequest reqPutAccessPointPolicy new
PutAccessPointPolicyRequest()
.withAccountId(AccountId)
.withName(accessPointArn)

.withPolicy(policy);

PutAccessPointPolicyResult respPutAccessPointPolicy
s3ControlClient.putAccessPointPolicy(reqPutAccessPointPolicy);
System.out.printf("PutAccessPointPolicy Response: %s%n",

respPutAccessPointPolicy.toString());
printWriter.printf("PutAccessPointPolicy Response: %s%n",
respPutAccessPointPolicy.toString());

& & S3 on Outposts 170 2 KB

e R EETENNEMMLIEE | Amazon S3 on Outposts FFEAIN A T B iZi5E 2k HHEM
BRo BMEARBFREBENEALKE , ZEKEH NI EEEEBNEEERKESER,
REZER , TSR EAS,

BXEH S3 on Outposts FHIAR RN EZEER , FHSHE A S3 on Outposts FiE .

LA BB fn{a £ A Amazon Web Services E¥E#2#|&. Amazon Command Line Interface
(Amazon CLI) #1 SEAF Java #9 Amazon SDK && &/ S3 on Outposts 78] LK #E o

£/ S3 2H A

1. B AT MuLITFF Amazon S3 ##& : https://console.aws.amazon.com/s3/o
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2. EEMNSMBE®ES , &8 Outposts access points ( Outposts THEIR ) o
EREEFHFKEA Outposts 510 o

£ Permissions ( *XFE ) I+ £ , EF S3 on Outposts 57 2L KB
ERBHRAKRE  BSEANBRELF SRR,

o bk~ ©

f£ A Amazon CLI

LA Amazon CLI 7RBIZRER Outposts A LKk, EiZTH® S , BF user input
placeholders B NEEHEHER.

aws s3control get-access-point-policy --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

FERAERT Java B9 Amazon B F AT EA

LR SDK for Java 7RHIZREX Outposts A RUR B

import com.amazonaws.services.s3control.model.*;

public void getAccessPointPolicy(String accessPointArn) {

GetAccessPointPolicyRequest reqGetAccessPointPolicy
GetAccessPointPolicyRequest()
.withAccountId(AccountId)
.withName(accessPointArn);

new

GetAccessPointPolicyResult respGetAccessPointPolicy
s3ControlClient.getAccessPointPolicy(reqGetAccessPointPolicy);
System.out.printf("GetAccessPointPolicy Response: %s%n",

respGetAccessPointPolicy.toString());
printWriter.printf("GetAccessPointPolicy Response: %s%n",
respGetAccessPointPolicy.toString());

£/ Amazon S3 on Outposts ¥ &

Eﬁ%?ﬁﬂ%ﬁﬂ ZJ Amazon S3 on Outposts B & , WA EIERHBEE S3 on Outposts R, AT 8l
BinR K SFEEFEARSEEE T Outposts EIZEEE’J%E%EEO Outposts £ Virtual Private
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Cloud (VPC) HAUE-IPRENRER. BXFE/ABEFNESELR , i5Z5S3 on Outposts B E
Ko B FEIE— N/, FHETTE Outposts FHHITIH RIRE, E%E%h B, FSH mR.

DI SRS | B MERRE 2R T iR SMRA. WERAEH Outposts b FEARS |, TIHEE
CREATE_FAILED, EAMRERSEIEE | MKiES  HEESREEERoIRIBE, XL
BRRBWHIR  BSATY. BXE2EL , H5H A,

API Status AW RERE R HE - RMRH

CreateEnd Create_Fa  OutpostNotReachable BT 58 Outposts iEiE‘ZE’JHE%’fEE

point iled EECWFT .JH:%/:E@JE Ro HK
BEERNEE  BIRES , ?’W‘Eﬁto

CreateEnd Create_Fa InternalError EEH:W"‘B , TR BB R, TEER

point iled ,\“JT-E%JT@UEO

DeleteEnd Delete_.Fa  OutpostNotReachable BT 5#8 Outposts F X1Z Y IR 12

point iled EECHIT , T ERBRRES. BE
EE, RARER,

DeleteEnd Delete_Fa InternalError ATRIEIR , TEBRER. HE

point iled it

BXERA S3 on Outposts P EMBHNESEE , S FEMA S3 on Outposts FiE .

THEHBONAET MALIERMEE S3 on Outposts B R .

=]
« 7£ Outpost £ fIZ2 % =
- & Amazon S3 on Outposts i = 5l &R

« MIB& Amazon S3 on Outposts &7 &

£ Outpost EBIZ %=

ENiEREEHE Amazon S3 on Outposts T E & , A EIE S3 on Outposts iw R HBHTEHE. 1
TOBEmS , BEEFHRSHEEEILE Outposts IEiﬁiE’Jzﬁﬂi #E$#E, Outposts EEHIEA Virtual
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Private Cloud (VPC) HALE —NMREHNIHER. BRHREFNESZEE , $5HS3 on Outposts
KER, BURENE—NHER , FTHE M Outposts BHHITX RIFE, E%E%h B, BEZH mL.

PR

BXRUBHFFMENRNESZES , 5K S3 on Outposts i LAY R

LR B 2E I 2 B, S3 on Outposts & RH Amazon Web Services Ik R8I —MNRSHEX AR,
BEXEZER , H5H HRFZHEXBEHT Amazon S3 on Outposts.

AR RIS RE0{AE A Amazon Web Services E¥E#24]A. Amazon Command Line Interface
(Amazon CLI) # & F Java B9 Amazon SDK #]2 S3 on Outposts ik R

£ S3 =4|A

1. B3xE| Amazon Web Services EEZFIA , AFET L TMuLFTHF Amazon S3 #£#I& : https:/
console.aws.amazon.com/s3/.

ELEMSHIBEEF , %42 Outposts access points ( Outposts THIE R ) o

1%£4% Outposts endpoints ( Outposts i = ) EI+,

1%£$% Create Outposts endpoint ( ]2 Outposts IS ) -
£ Outpost T , 1% Outpost ATEE I bbik =,
£ VPC T, &R —MNERERR B FE Outposts ix LMK VPC,

2

B33 Virtual Private Cloud (VPC) , & LLfF Amazon ‘BRIRB a1 FIRE LM ERME R, XN EHL
MEEEEEESHBTEFOPSITHEREMEMEEL , HANERUEAN T BREMIRENL

. Amazon

WMRERE VPC , i1k Create VPC (BIE VPC ) . BXEZEE , HZH (Amazon S3 AF
Er) FHRRFIELNLER (VPC) EAR.

7. %$® Create Outposts endpoint ( £12 Outposts iR ) o

£/ Amazon CLI
Example

LA™ Amazon CLI RHIER VPC ®IRIFRIZEE | 7 Outpost BlBIw R, VPC IREEFM, BTt
WS, B® user input placeholders Bt HEEHCHELR,
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aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@d1

LA Amazon CLI RAIEREF AR IP #hitith ( ColP i ) i5RIEE RN Outpost B EBim R, BiEfT
&S , 5% user input placeholders Bt HEEHENELR,

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@dl --access-type CustomerOwnedIp --
customer-owned-ipv4-pool ipv4pool-coip-12345678901234567

FEAERT Java ¥ Amazon BHEF AT ES

Example

BxWAERERT Java B Amazon SDK i S3 Outpost #1122 ix =SB R4l , FS 5 (Amazon SDK
for Java 2.x Code Examples) A H#J CreateOutpostsEndPoint.javas

& & Amazon S3 on Outposts i 25| &

EFEREHE Amazon S3 on Outposts T iE & , EBA4F 612 S3 on Outposts i R HBHITEHE. N
THRER  BEECARSEEEILE Outposts IEWH’JEE%E?% Outposts EEYEA Virtual
Private Cloud (VPC) HALE —PRENHR. BXRREFNESZEE , $2#S3 on Outposts
KBER, BAUMBE—NwK , FTEEHE Outposts MHMITI RIRE, ﬁ?@%%%ﬁ , BSH IR

AT RBIERT A Amazon Web Services EIE#2&l&. Amazon Command Line Interface
(Amazon CLI) #1 SEAF Java #9 Amazon SDK JRE S3 on Outposts i s 53K,

£/ S3 #2H A

1. BT MuLITFF Amazon S3 ##E : https://console.aws.amazon.com/s3/o
2. EEMNSHBE®KD , %&# Outposts access points ( Outposts THEIR ) o

3. E Outposts access points ( Outposts HRIR ) T L , %$F Outposts endpoints ( Outposts i
PANNY ) ﬁlﬁ-Fo

4. £ Outposts endpoints ( Outposts im = ) T , AT LLEF S3 on Outposts ik KA 5K,

£ Amazon CLI

LR Amazon CLI RHIFIH T S&# K F < BB Amazon Outposts BRI IKR. X STHNESE
£, %2 (Amazon CLI %) # list-endpoints,
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aws s3outposts list-endpoints

FERERT Java B9 Amazon SDK

LARER T Java 9 SDK =I5 H Outpost ik R. BXEZEE , H25H (Amazon Simple
Storage Service APl %) H# ListEndpoints,

import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.ListEndpointsRequest;
import com.amazonaws.services.s3outposts.model.ListEndpointsResult;

public void listEndpoints() {
AmazonS30utposts s30utpostsClient = AmazonS30utpostsClientBuilder
.standard().build();

ListEndpointsRequest listEndpointsRequest = new ListEndpointsRequest();

ListEndpointsResult listEndpointsResult =
s30utpostsClient.listEndpoints(listEndpointsRequest);

System.out.println("List endpoints result is " + listEndpointsResult);

f#l Bk Amazon S3 on Outposts £ %11 =

ENiEREE B E Amazon S3 on Outposts ThE & |, A EIE S3 on Outposts iwR[RHFHITEHE. 1
TOBGRR  BEECARSHEEELR Outposts F XM SEBRERE, Outposts EHIEA Virtual
Private Cloud (VPC) A B — N REBEWHER. BXRIFELARFNEZER , S HS3 on Outposts H
BER, BUMBIE— DMK , FTEEHE Outposts MHAMITHRIZE, BXESER , BZH H o

AR RHIE RE0{A £ A Amazon Web Services E¥E#24|&. Amazon Command Line Interface
(Amazon CLI) #1 EEAF Java B9 Amazon SDK Bk S3 on Outposts & %7 &

£/ S3 #2Hl A

1. BT MuLITFF Amazon S3 #%& : https://console.aws.amazon.com/s3/o
2. EEMNSMBE®KD , %E# Outposts access points ( Outposts THEIR ) o

3. 7E Outposts access points ( Outposts B &R ) JT L , #%# Outposts endpoints ( Outposts i
/@\ ) J\iIJﬁ-FO

4. 7£ Outposts endpoints ( Outposts Lix TR ) T , EFREMRHVALET K , AFIEFE Delete ( Ml
BR)o
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f£ A Amazon CLI

BAR Amazon CLI 7RBIMIBR Outpost W& IwT R EEITHW S , BN user input
placeholders B NEBEHNER.

aws s3outposts delete-endpoint --endpoint-id example-endpoint-id --outpost-
id op-0lac5d28a6a232904

FERAERT Java B9 Amazon HEF AT ES

UTERT Java WEHF £ TESRHILMER Outpost AR K. BEERALRE , & user
input placeholders Bt RHEECHER.

import com.amazonaws.arn.Arn;

import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.DeleteEndpointRequest;

public void deleteEndpoint(String endpointArnInput) {
String outpostId = "op-0lac5d28a6a232904";
AmazonS30utposts s30utpostsClient = AmazonS30utpostsClientBuilder
.standard().build();

Arn endpointArn = Arn.fromString(endpointArnInput);
String[] resourceParts = endpointArn.getResource().getResource().split("/");
String endpointId = resourceParts[resourceParts.length - 1];
DeleteEndpointRequest deleteEndpointRequest = new DeleteEndpointRequest()
.withEndpointId(endpointId)
.withOutpostId(outpostId);
s30utpostsClient.deleteEndpoint(deleteEndpointRequest);
System.out.println("Endpoint with id " + endpointId + " is deleted.");

E

<
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f#F S3 on Outposts FT &

B35 Amazon S3 on Outposts , A LATE Amazon Outposts £ 8% S3 1§ , HEARE N EERi
BEHE, REBELCENRETENRMARFEMNE#ENREIIR. S3 on Outposts I#H 7 — N
#I12f% 3 S3 Outposts (OUTPOSTS) ; Z1Ft& K EH Amazon S3 APl , # B B F 7 Amazon Outposts
EHZMEEZNRES B/ 2BAFATRBEMEEIE, B38BT Virtual Private Cloud ( VPC ) AR
Mk 2EEE Outposts @H TEE., B LARTE Amazon S3 B —#7E Outpost # L FEHHEER
API FIThEE , BIETHRIKEE, MBRIRIZ, EALUEN Amazon Web Services BE# %A, Amazon
Command Line Interface (Amazon CLI), Amazon SDK =% REST API £/ S3 on Outposts,

X &2 Amazon S3 on Outposts 7K Bl SLE, BN REBEEFE - NMEERED. BLRAERE
Al R BETA[F] Outpost FFERHPMEMAN R, HEANKRBEREER , TUERATHFR K Amazon %
HREM (ARN ) HIFARAFNE. BARTRK[BNENESER , SH 1 EH S3 on Outposts 115 H R
EREAB B

TR RBIERT S3 on Outposts 7R SH ARN &= , HA33E Outpost Fi/E XEH Amazon Web
Services Xig {78, Amazon Web Services Ik ID, Outpost ID FiFH 2B :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

&% S3 on Outposts ARN WE Z{E & |, i55HS3 on Outposts B %R ARN,

R ARN FEAUTHEN , HFR3HE Outpost JAEHY Amazon Web Services X135, Amazon Web
Services M ID, Outpost ID, TFE A M RE -

arn:aws:s3-outposts:us-west-2:123456789012:outpost/ op-0lac5d28a6a232904/bucket/amzn-
s3-demo-bucketl/object/myobject

X¥F Amazon S3 on Outposts , X REIEIRLF M TE Outpost L. % Amazon &3 Outpost FLERAT ,
B BIERRETE Outpost IR M | BUBEBEREBEER, BHXNRKZFLEFEHN Outpost , th
£ Amazon Web Services Xi3 1, BT Amazon Web Services BEE# 4 A FEEEXBR , £
EERES A EERERE Outpost FHIFT R, BRE |, AT LMEA REST APl, Amazon Command Line
Interface (Amazon CLI) 1 Amazon SDK @ iF R R LA FEEX R,

F
« FX KR _E4EEF S3 on Outposts 1741

- £ EAT Java B9 Amazon SDK &% Amazon S3 on Outposts 17 #& 5 #Y 3§ &R
« M Amazon S3 on Outposts Zi# #83R BLX R
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+ HIH Amazon S3 on Outposts 17 i I X 5

il B Amazon S3 on Outposts 178 & BI X R

{# F HeadBucket B8 E 2 B 177 S3 on Outposts FEBUREEREFHRINR,
FRAERT Java B SDK ITHIEEB S BR L&

# FA5E AT S3 on Outposts I #E URL

Amazon S3 on Outposts 52 # Amazon EMR on Outposts

BN HRIEES

Fixt & E4£ 2 S3 on Outposts 1Ffi& 1@

FRZ Amazon S3 on Outposts FEEHEM KK, BIMNNRBEFEE—NEFHEER. BXAEAT
8] R BETH[A] Outpost WA EMAN R, HEBANRIZERENT , ATLMER R R Amazon &
BEM (ARN) HAFRRBE. EXHRR/SENESEER , BSHE I EH S3 on Outposts HikELR
FEARRAE.

TR RBIEZRT S3 on Outposts A E K ARN 1= , HH@3E Outpost Fi/E XEH Amazon Web
Services X1 {73, Amazon Web Services Ik~ ID. Outpost ID FifH & :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

A3 S3 on Outposts ARN WEZE S |, 2 5S3 on Outposts IR ARN,

X F Amazon S3 on Outposts , X REIFEHRL 7 7E Outpost £, 2 Amazon &3 Outpost Hl3EET ,
BB RETE Outpost IR |, SUFEHEREEER, BHRXNRKZFLEFEH Outpost , t
¥ Amazon Web Services X3F ., BT Amazon Web Services EEZ& A FEEEXBR , £
EEAEE S EEAREE Outpost FIIN R, B2 , BAILAERA REST APl Amazon Command Line
Interface (Amazon CLI) 1 Amazon SDK B 5 R R LEFMEEX R,

LA Amazon CLI f5& A F Java B9 Amazon SDK R455E 7R 20 4al@ it 8 A i 18] s i X R E4£ 2 S3 on
Outposts FiEH.

Amazon CLI
Example

LAUR R~ BIfEF Amazon CLI i —/NE 7 sample-object.xml B RAEZ S3 on Outposts 77
¥ (s3-outposts:PutObject). EfFAL® T , BNE/ user input placeholder BN
ZLECHER. BXEDTNESEFER , 5K (Amazon CLI &) #H#) put-object,
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aws s3api put-object --bucket arn:aws:s3-
outposts:Region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --key sample-object.xml --body sample-object.xml

SDK for Java
Example

BRuffEAER T Java B Amazon SDK fFX R _E4& % S3 Outposts F @ =G , 55
{Amazon SDK for Java 2.x Code Examples) A PutObjectOnOutpost.javas

F/ SEA T Java B9 Amazon SDK & &l Amazon S3 on Outposts 7
fER PRI R

I &2 Amazon S3 on Outposts R EEHERSEE, BINNREEFE—NEHEES. BXAFERT
Bl S #ETA A Outpost EEMANEMAN R, HEBANRE 1’E?E‘E$EH'J‘ A LA 518 ) Amazon &
BEM (ARN) RiFAIRBBE. BXHRRINBENEZER , BSRENER S3 on Outposts 1 7] &
FEAENAE

T RHIERT S3 on Outposts 5A] LB ARN X , HAEFE Outpost FiE X1EH Amazon Web
Services Xig %%, Amazon Web Services Ik~ ID, Outpost ID FiFE 2B :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

A< S3 on Outposts ARN WEZER , 55 R S3 on Outposts BIE TR ARN,

¥¥F Amazon S3 on Outposts , X REIEIR L F ML Outpost £, % Amazon &% Outpost HL5RET
EHBIERRETE Outpost AR , SUREBBEEEBER, BHXNRKZFLEFEHN Outpost , th
R1E Amazon Web Services X13 1, HF Amazon Web Services EE#Z 4|4 HEEXER , B
EFERAEGS EASEE Outpost PRI R, BR , BAILAEMA REST APl, Amazon Command Line
Interface (Amazon CLI) 1 Amazon SDK B iF R R LA FEEX R,

TR RBIE RIAER EHATF Java B9 Amazon SDK &%l S3 on Outposts F i@ P I R,
FHERT Java B Amazon SDK

LR S3 on Outposts RIEAZEATF Java 8 SDK FHF— MR REHEIE N EEBPHOFTFER. EF
ALt RB | B user input placeholders Bt REECHEELR,
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.CopyObjectRequest;

public class CopyObject {
public static void main(String[] args) {

String accessPointArn = "*** gccess point ARN *#**";
String sourceKey = "*** Source object key ***";

String destinationKey = "#*#** Destination object key ***";
try {

// This code expects that you have Amazon credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Copy the object into a new object in the same bucket.
CopyObjectRequest copyObjectRequest = new CopyObjectRequest(accessPointArn,
sourceKey, accessPointArn, destinationKey);
s3Client.copyObject(copyObjectRequest);
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

M Amazon S3 on Outposts 17 #IREUT &

JF &2 Amazon S3 on Outposts F 7P ER K, BINNREEEE—NFEEF. BXERT
B R BETH B Outpost FEM P AN R, HEAWRIZERERST , WAERHR R Amazon &
BREM (ARN) RiFAIK[BBE. BXHRRINBENEZEFELR , HSRENER S3 on Outposts #8177 =
FERARRAE.

FREUT R API k7 2006-03-01 63



Amazon S3 on Outposts AriEE

AR RBIERT S3 on Outposts 7R SH ARN &= , HFZ3FE Outpost FT/E XA Amazon Web
Services Xig {78, Amazon Web Services Ik~ ID, Outpost ID FiFH 2 E# :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

B> S3 on Outposts ARN WEZEE , 5SS RS3 on Outposts B &R ARN,

¥F Amazon S3 on Outposts , X REIFTEHRLFZ M Outpost £, 2 Amazon &% Outpost HZEAET
B BIEHR B 7E Outpost AR |, UBEBIEREEER, BN RKEFTLEITEH Outpost , 1
F1E Amazon Web Services XiF 1, HF Amazon Web Services EE#EH A& REEXEBA , B
EFERAEGES EASEE Outpost PRI R, BR , BATLAEMA REST APl, Amazon Command Line
Interface (Amazon CLI) #1 Amazon SDK B 5[ K L& MEEN R,

THEHREEROMAAEEHR Amazon Command Line Interface (Amazon CLI) #5& A F Java 89 Amazon
SDK T# ( 3RE ) WK,

£ Amazon CLI

LA RBIEA Amazon CLI ) S3 on Outposts ##f&# (s3-outposts:GetObject) FREL—NE R
sample-object.xml X R, BEFEALGS , BEEN user input placeholder B NEH
CHER. BXUETTHESZEER , 521 (Amazon CLI &%) H# get-object,

aws s3api get-object --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point --key testkey sample-object.xml

EAERT Java B Amazon SDK

LA S3 on Outposts ~EIEAER T Java B9 SDK KB R, EFEALRS , BFHEAN user input
placeholder B REBCMNER. BEXEZELR , 5% Amazon Simple Storage Service APl &
ZHH GetObject,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.GetObjectRequest;

import com.amazonaws.services.s3.model.ResponseHeaderOverrides;
import com.amazonaws.services.s3.model.S30bject;

import java.io.BufferedReader;
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import java.io.IOException;
import java.io.InputStream;
import java.io.InputStreamReader;

public class GetObject {
public static void main(String[] args) throws IOException {
String accessPointArn = "**%* access point ARN *#**";
String key = "#*** Object key ***";

S30bject fullObject = null, objectPortion = null, headerOverrideObject = null;
try {
// This code expects that you have Amazon credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Get an object and print its contents.

System.out.println("Downloading an object");

fullObject = s3Client.getObject(new GetObjectRequest(accessPointArn, key));

System.out.println("Content-Type: " +
fullObject.getObjectMetadata().getContentType());

System.out.println("Content: ");

displayTextInputStream(fullObject.getObjectContent());

// Get a range of bytes from an object and print the bytes.
GetObjectRequest rangeObjectRequest = new GetObjectRequest(accessPointAzrn,
key)
.withRange(0, 9);
objectPortion = s3Client.getObject(rangeObjectRequest);
System.out.println("Printing bytes retrieved.");
displayTextInputStream(objectPortion.getObjectContent());

// Get an entire object, overriding the specified response headers, and
print the object's content.
ResponseHeaderOverrides headerOverrides = new ResponseHeaderOverrides()
.withCacheControl("No-cache")
.withContentDisposition("attachment; filename=example.txt");
GetObjectRequest getObjectRequestHeaderOverride = new
GetObjectRequest(accessPointArn, key)
.withResponseHeaders(headerOverrides);
headerOverrideObject = s3Client.getObject(getObjectRequestHeaderOverride);
displayTextInputStream(headerOverrideObject.getObjectContent());
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} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
} finally {
// To ensure that the network connection doesn't remain open, close any
open input streams.
if (fullObject != null) {
fullObject.close();
}
if (objectPortion != null) {
objectPortion.close();
}
if (headerOverrideObject != null) {
headerOverrideObject.close();

private static void displayTextInputStream(InputStream input) throws IOException {
// Read the text input stream one line at a time and display each line.
BufferedReader reader = new BufferedReader(new InputStreamReader(input));
String line = null;
while ((line = reader.readLine()) != null) {
System.out.println(line);

}
System.out.println();

5| Amazon S3 on Outposts 174 1@ HIXT &R

F&RZ Amazon S3 on Outposts FEEHEMEE, BINNRBEFEE—NFHER, BXLAERTH
7] R BET5 A Outpost FEBHANEMIR. HEAXNRBERERT , ATLIERHE R Amazon &
BREM (ARN) RiFRIK[BBE. BEXHRR[RINBENESEFELR , HSHENER S3 on Outposts #H AR
FEARRAE.
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AT RBIERT S3 on Outposts 5 A 2B ARN & , HAREFE Outpost FE X8 K Amazon Web
Services Xig {78, Amazon Web Services Ik~ ID, Outpost ID FiFH 2 E# :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

&> S3 on Outposts ARN WEZE L |, 55 S3 on Outposts B &R ARN,

@ Note

X F Amazon S3 on Outposts , X REIEHRL 7 7E Outpost £, 2 Amazon &% Outpost
MR |, BHBIEFRETE Outpost AR | LUBEHERZER, BN RKEFTLEFE
B Outpost , 81 Amazon Web Services XiF #1, HF Amazon Web Services &2 #|
B REEXER , BT EFEREG A LESEE Outpost IR, BR , BALUER REST
API, Amazon Command Line Interface (Amazon CLI) H Amazon SDK &3 i Al | L& &
BNR

AR RGIE R Amazon CLI #5E A F Java 8 Amazon SDK %Il S3 on Outposts & i@ Y
PUE B

£ Amazon CLI

AR R~ BIfEA Amazon CLI 5l i S3 on Outposts 7 f## (s3-outposts:ListObjectsV2) FHIXT
R, EFEAGS , BNEAN user input placeholder B REEHCHER., BEXEGTHNES
E8 , H5 K (Amazon CLI &) HH list-objects-v2,

aws s3api list-objects-v2 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

(® Note

&Bid Amazon SDK FIt##4EE Amazon S3 on Outposts & EARE , &AL

B TREAFEA Outposts A 2 ARN K BEZEBHEH : arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
accesspoint/example-Outposts-Access-Point. B3 S3 on Outposts ARN Y E Z {5
B, i55S3 on Outposts B %R ARN,
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RAriEmE

FEAERT Java B Amazon SDK

LR S3 on Outposts RIEAEA T Java B9 SDK 5| HEFBIN R, BEFEALRE , HREE8 user
input placeholder B REEZHELR,

/A Important

I RBIEER ListObjectsV2 |

X2 ListObjects APl REMIRFTHRAR . BATERVEE R LLIEIT

JEH API BRER TR ARFEF A%, N TRUEERE , Amazon S3 YL T#F It APl IRIEHN %

B AR AN

import
import
import
import
import
import
import

public

com.
com.
com.
com.
com.
com.
com.

amazonaws.AmazonServiceException;
amazonaws.SdkClientException;
amazonaws.services.s3.AmazonS3;
amazonaws.services.s3.AmazonS3ClientBuilder;
amazonaws.services.s3.model.ListObjectsV2Request;
amazonaws.services.s3.model.ListObjectsV2Result;
amazonaws.services.s3.model.S30bjectSummary;

class ListObjectsV2 {

public static void main(String[] args) {
String accessPointArn = "*** access point ARN *#**";

try {
// This code expects that you have Amazon credentials set up per:

// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html

AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

System.out.println("Listing objects");
// maxKeys is set to 2 to demonstrate the use of

// ListObjectsV2Result.getNextContinuationToken()
ListObjectsV2Request req = new

ListObjectsV2Request().withBucketName(accessPointArn).withMaxKeys(2);

ListObjectsV2Result result;

do {
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API R4 2006-03-01 68


https://docs.amazonaws.cn/AmazonS3/latest/API/API_ListObjectsV2.html

Amazon S3 on Outposts AriEE

result = s3Client.listObjectsV2(req);

for (S30bjectSummary objectSummary : result.getObjectSummaries()) {
System.out.printf(" - %s (size: %d)\n", objectSummary.getKey(),
objectSummary.getSize());
}
// If there are more than maxKeys keys in the bucket, get a
continuation token
// and list the next objects.
String token = result.getNextContinuationToken();
System.out.println("Next Continuation Token: " + token);
req.setContinuationToken(token);
} while (result.isTruncated());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

B Amazon S3 on Outposts 171 A X &

X4 &= Amazon S3 on Outposts FF K EMKE, BINREBEEE - FREET. BLAERT
Al R BETA[F] Outpost FFERHPMEMN R, HEANKRBEREER , ATUERATHFR K Amazon %
BREM (ARN ) HIFARFNE. ARXBRK[BNENESER , SH I EH S3 on Outposts 115 H K
EREAB B

AR RBIERT S3 on Outposts 7R SH ARN &= , HA23E Outpost Fi/E XEH Amazon Web
Services Xig {75, Amazon Web Services Ik ID, Outpost ID FiFE 2B :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

A% S3 on Outposts ARN WEZE S |, 2 5S3 on Outposts K% R ARN,

XF Amazon S3 on Outposts , X REIEIRLFMTE Outpost £, % Amazon Z % Outpost HLZEAT ,
B BIERRETE Outpost IR M | BUBEBEREER, BHRNRKZFLEFEMN Outpost , th
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£ Amazon Web Services XiF 1, HF Amazon Web Services BB A REEXBA , B
EEAESS LAY EE Outpost FIIXI R, 1H2 , BAILAEA REST APl, Amazon Command Line
Interface (Amazon CLI) #1 Amazon SDK B 5 A R EEMEEN R,

AR R~ & /R a4l £ F Amazon Command Line Interface (Amazon CLI) Fi& A F Java B9 Amazon
SDK M S3 on Outposts 17 il BRE AN HZ NI R,

f£ A8 Amazon CLI
LARRBIE RN M S3 on Outposts 1Z& @HIEBRE N HRZ IR,

delete-object

AR =65 Amazon CLI M S3 on Outposts Zf# (s3-outposts:DeleteObject) HilgR—4
£ sample-object.xml WX R, EFAL®S , BFS user input placeholder &
BRANEECHER. BXRUETTHNESER , 51 (Amazon CLI &) HH delete-object.

aws s3api delete-object --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --key sample-object.xml

delete-objects

LAUR R BIEA Amazon CLI M S3 on Outposts %48 (s3-outposts:DeleteObject) MiERA
79 sample-object.xml l testl.text WA IMNR, EFAKGS , BFEN user input
placeholder B NEBECHER. BEXUETTHNESELR , 521 (Amazon CLI &) FH

delete-objects,

aws s3api delete-objects --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --delete file://delete.json

delete.json
{
"Objects": [
{
"Key": "testl.txt"
},

{
"Key": "sample-object.xml"
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}
1,

"Quiet": false

FEAERT Java B Amazon SDK

LA RGIE RINMAM S3 on Outposts F & EHIBRENRZ IR,

DeleteObject

LA S3 on Outposts ;R BIEAEA T Java B SDK IR E#BEHHXN R, BEFEALRE , B
7E Outpost BYi5 A 2 ARN MER RO RNZEHAEH. BXREZFEE , 25 Amazon Simple
Storage Service API ZZ /1) DeleteObject.

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.DeleteObjectRequest;

public class DeleteObject {
public static void main(String[] args) {

String accessPointArn = "**%* access point ARN *#**";
String keyName = "*** key name ****",
try {

// This code expects that you have Amazon credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

s3Client.deleteObject(new DeleteObjectRequest(accessPointArn, keyName));
} catch (AmazonServiceException e) {

// The call was transmitted successfully, but Amazon S3 couldn't process

// it, so it returned an error response.

e.printStackTrace();
} catch (SdkClientException e) {

// Amazon S3 couldn't be contacted for a response, or the client

// couldn't parse the response from Amazon S3.
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DeleteObjects

e.printStackTrace();

LAF S3 on Outposts ;REIERZEA T Java B SDK BE#EBE LERTR , RAEHBRNY R, EFEAL
Bl , IEIEE Outpost BiAE R ARN, BXEZEE. , 152 (Amazon Simple Storage Service
APl 2Z) H ) DeleteObjects,

import
import
import
import
import
import
import

import

public

com.
com.
com.
com.
com.
com.
com.

amazonaws.
.SdkClientException;
s3.
s3.
s3.
s3.
s3.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

AmazonServiceException;

services.
services.
services.
services.
services.

java.util.Arraylist;

class DeleteObjects {

AmazonS3;

AmazonS3ClientBuilder;
model.DeleteObjectsRequest;
model.DeleteObjectsRequest.KeyVersion;
model.DeleteObjectsResult;

public static void main(String[] args) {

String accessPointArn = "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point";

try {
// This code expects that you have Amazon credentials set up per:

// https://docs.aws.amazon.com/sdk-for-java/vl/developer-qguide/setup-
credentials.html

AmazonS3

s3Client

build();

AmazonS3ClientBuilder.standard()
.enableUseArnRegion()

// Upload three sample objects.
ArraylList<KeyVersion> keys = new ArraylList<KeyVersion>();
for (int i = 0; i < 3; i++) {
String keyName = "delete object example " + i;
s3Client.putObject(accessPointArn, keyName, "Object number " + i + "
to be deleted.");
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keys.add(new KeyVersion(keyName));
}

System.out.println(keys.size() + " objects successfully created.");

// Delete the sample objects.
DeleteObjectsRequest multiObjectDeleteRequest = new
DeleteObjectsRequest(accessPointArn)
.withKeys(keys)
.withQuiet(false);

// Verify that the objects were deleted successfully.
DeleteObjectsResult delObjRes =
s3Client.deleteObjects(multiObjectDeleteRequest);
int successfulDeletes = delObjRes.getDeletedObjects().size();
System.out.println(successfulDeletes + " objects successfully
deleted.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

/

EFH HeadBucket H8E 2 A #F7E S3 on Outposts FHERH AR G2
R R

I &2 Amazon S3 on Outposts R EEHEREE, BINNREEFE—NEHERED. BXAFERT
7] R REV5 IR Outpost 4 18 B E AT Ko é«,d]ﬁ%??ﬂ’ﬁ?‘é;’iﬁﬁ'} A LA 518 R Amazon %
BREM (ARN) RiFAIK[BNBE. BXHRRINBENEZELR , HSHENER S3 on Outposts #8177 &
FEABXAE

LTRBIETRT S3 on Outposts 1A RH ARN &% | HEAE$E Outpost FTE X1E I Amazon Web
Services X1 {78, Amazon Web Services Ik~ ID, Outpost ID FiG[R 2E# :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name
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A% S3 on Outposts ARN WEZE S |, 2 5S3 on Outposts K% R ARN,

(® Note

¥F Amazon S3 on Outposts , X REIEHRLF M Outpost £, 2 Amazon &% Outpost
MR |, BHBIEFRETE Outpost AR M | LUBEEHEREER, BHFNRKEFLEFE
# Outpost , t2FF Amazon Web Services X1 1, BT Amazon Web Services & 212l
A EEERER , B EFEREEA LA SR EE Outpost FHIXN R, BR , B LA REST
API, Amazon Command Line Interface (Amazon CLI) 1 Amazon SDK @3 15| = E£ME
B R,

LR Amazon Command Line Interface (Amazon CLI) #1 & F Java #9 Amazon SDK R4IE /R 2047
{# f HeadBucket API #4E#E Amazon S3 on Outposts R R B FEUREER BRI EZ1F6#
W, BEXEZER , H2H (Amazon Simple Storage Service APl 2#) H#) HeadBucket,

£ Amazon CLI

AR S3 on Outposts Amazon CLI R & RuAEA head-bucket T T EF#BRESFEEURSE
ERERHEZFEE. EFERLSS , B8 user input placeholder B AEBEEHE
B, BXRUTDTHNESEER , B2 (Amazon CLI £&) FH head-bucket,

aws s3api head-bucket --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

FEAERT Java B Amazon SDK

AR S3 on Outposts RIERIMNAEEFRBESEEAREREEN AR ZE#ER. EFALLT
5l , B E Outpost WiFA = ARN, BXEZEER , 5 (Amazon Simple Storage Service APl &
Z) HH HeadBucket,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.HeadBucketRequest;

public class HeadBucket {
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public static void main(String[] args) {
String accessPointArn = "*** gccess point ARN ***";

try {
// This code expects that you have Amazon credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

s3Client.headBucket(new HeadBucketRequest(accessPointAzrn));
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

FEHAERT Java B9 SDK UITRIEE 5 R 1%

£ Amazon S3 on Outposts , ¥ A LA#E Amazon Outposts &R E 82 S3 %1 , HEAM RN E
EXRBIELR, REBELBENBETENNARFEERAIREN R, BALUEE Amazon Web
Services EE##|A. Amazon Command Line Interface (Amazon CLI), Amazon SDK =% REST API
£/ S3 on Outposts, BEXREZER , SR 42 Amazon S3 on Outposts ?

AT RABIE R4 & A S3 on Outposts M & AT Java B Amazon SDK RFITHEE 2 B L%,
£

« 7£ S3 on Outposts FHEBPHRITN RN DR L&

o BEPER EE | £ S3 on Outposts 174 i85 & H KB &

+ 7£ S3 on Outposts 7F i+ 5 HX R 5 B

« ¥ % S3 on Outposts FERMP EEHITH D R LAWK
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#£ S3 on Outposts FEBHIMITII RN 7 & L&

LA S3 on Outposts REIEAZEAT Java 89 SDK B3, EENTERFNRIEEEN IR LE, B
FERRE , B8N user input placeholder B NIEEHCHEE., BXEZELR | 5SH
{Amazon Simple Storage Service AAFIEME) FHEA DB LEERELEXNR,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Arraylist;
import java.util.list;

public class MultipartUploadCopy {
public static void main(String[] args) {
String accessPointArn = "*** Source access point ARN ***";
String sourceObjectKey = "*** Source object key ***";
String destObjectKey = "#*#** Target object key ***";

try {
// This code expects that you have Amazon credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Initiate the multipart upload.

InitiateMultipartUploadRequest initRequest = new
InitiateMultipartUploadRequest(accessPointArn, destObjectKey);

InitiateMultipartUploadResult initResult =
s3Client.initiateMultipartUpload(initRequest);

// Get the object size to track the end of the copy operation.

GetObjectMetadataRequest metadataRequest = new
GetObjectMetadataRequest(accessPointArn, sourceObjectKey);

ObjectMetadata metadataResult =
s3Client.getObjectMetadata(metadataRequest);

long objectSize = metadataResult.getContentLength();

// Copy the object using 5 MB parts.
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long partSize = 5 * 1024 * 1024;
long bytePosition = 0;
int partNum = 1;
List<CopyPartResult> copyResponses = new ArraylList<CopyPartResult>();
while (bytePosition < objectSize) {
// The last part might be smaller than partSize, so check to make sure
// that lastByte isn't beyond the end of the object.
long lastByte = Math.min(bytePosition + partSize - 1, objectSize - 1);

// Copy this part.

CopyPartRequest copyRequest = new CopyPartRequest()
.withSourceBucketName(accessPointAzrn)
.withSourceKey(sourceObjectKey)
.withDestinationBucketName(accessPointArn)
.withDestinationKey(destObjectKey)
.withUploadId(initResult.getUploadId())
.withFirstByte(bytePosition)
.withLastByte(lastByte)
.withPartNumber(partNum++);

copyResponses.add(s3Client.copyPart(copyRequest));

bytePosition += partSize;

// Complete the upload request to concatenate all uploaded parts and make
the copied object available.
CompleteMultipartUploadRequest completeRequest = new
CompleteMultipartUploadRequest(
accessPointArn,
destObjectKey,
initResult.getUploadId(),
getETags(copyResponses));
s3Client.completeMultipartUpload(completeRequest);
System.out.println("Multipart copy complete.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
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// This is a helper function to construct a list of ETags.
private static List<PartETag> getETags(List<CopyPartResult> responses) {
List<PartETag> etags = new ArraylList<PartETag>();
for (CopyPartResult response : responses) {
etags.add(new PartETag(response.getPartNumber(), response.getETag()));
}

return etags;

B 5 R /% | 7 S3 on Outposts 17 i & HIl KB X R

THEH S3 on Outposts R~HIFEAERT Java B9 SDK E#EZEBHIHIFNR, EFAL TR , HFE
user input placeholder B RIEBEEHEER,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Arraylist;
import java.util.list;

public class MultipartUploadCopy {
public static void main(String[] args) {
String accessPointArn = "*** Source access point ARN ***";
String sourceObjectKey = "*** Source object key ***";
String destObjectKey = "#*#** Target object key ***";

try {
// This code expects that you have Amazon credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Initiate the multipart upload.

InitiateMultipartUploadRequest initRequest = new
InitiateMultipartUploadRequest(accessPointArn, destObjectKey);

InitiateMultipartUploadResult initResult =
s3Client.initiateMultipartUpload(initRequest);
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// Get the object size to track the end of the copy operation.

GetObjectMetadataRequest metadataRequest = new
GetObjectMetadataRequest(accessPointArn, sourceObjectKey);

ObjectMetadata metadataResult =
s3Client.getObjectMetadata(metadataRequest);

long objectSize = metadataResult.getContentLength();

// Copy the object using 5 MB parts.
long partSize = 5 * 1024 * 1024;
long bytePosition = 0;
int partNum = 1;
List<CopyPartResult> copyResponses = new ArraylList<CopyPartResult>();
while (bytePosition < objectSize) {
// The last part might be smaller than partSize, so check to make sure
// that lastByte isn't beyond the end of the object.
long lastByte = Math.min(bytePosition + partSize - 1, objectSize - 1);

// Copy this part.

CopyPartRequest copyRequest = new CopyPartRequest()
.withSourceBucketName(accessPointAzrn)
.withSourceKey(sourceObjectKey)
.withDestinationBucketName(accessPointArn)
.withDestinationKey(destObjectKey)
.withUploadId(initResult.getUploadId())
.withFirstByte(bytePosition)
.withLastByte(lastByte)
.withPartNumber(partNum++);

copyResponses.add(s3Client.copyPart(copyRequest));

bytePosition += partSize;

// Complete the upload request to concatenate all uploaded parts and make
the copied object available.
CompleteMultipartUploadRequest completeRequest = new
CompleteMultipartUploadRequest(
accessPointArn,
destObjectKey,
initResult.getUploadId(),
getETags(copyResponses));
s3Client.completeMultipartUpload(completeRequest);
System.out.println("Multipart copy complete.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
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e.printStackTrace();

} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

// This is a helper function to construct a list of ETags.
private static List<PartETag> getETags(List<CopyPartResult> responses) {
List<PartETag> etags = new ArraylList<PartETag>();
for (CopyPartResult response : responses) {
etags.add(new PartETag(response.getPartNumber(), response.getETag()));
}

return etags;

£ S3 on Outposts 171 & Il H X R 2 B

LR S3 on Outposts REIEAER T Java B9 SDK JIHF#BPN RN DR EFEALRA , BEE
N user input placeholder Bt HIZEHCHEE.

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.list;

public class ListParts {
public static void main(String[] args) {
String accessPointArn = "*** gccess point ARN ***";
String keyName = "*** Key name ***";
String uploadId = "*#** Upload ID ***",;

try {
// This code expects that you have Amazon credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
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.build();

ListPartsRequest listPartsRequest = new ListPartsRequest(accessPointArn,
keyName, uploadId);

PartListing partListing = s3Client.listParts(listPartsRequest);

List<PartSummary> partSummaries = partlListing.getParts();

System.out.println(partSummaries.size() + " multipart upload parts");
for (PartSummary p : partSummaries) {
System.out.println("Upload part: Part number = \"" + p.getPartNumber()
+ "\", ETag = " + p.getETag());
}

} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

¥ % S3 on Outposts Fi##E+ [EFE TR 2 Bt L& B 515k

LA S3 on Outposts 74515 BA 2n4a] & A& A T Java B9 SDK M Outposts 17 RIEEFH TR DR
EEWTIR, EFERLTRA , EFEA user input placeholder Bt HEEHCHWER,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.ListMultipartUploadsRequest;
import com.amazonaws.services.s3.model.MultipartUpload;

import com.amazonaws.services.s3.model.MultipartUploadListing;

import java.util.List;
public class ListMultipartUploads {

public static void main(String[] args) {
String accessPointArn = "**%* access point ARN *#**";
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try {
// This code expects that you have Amazon credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Retrieve a list of all in-progress multipart uploads.

ListMultipartUploadsRequest allMultipartUploadsRequest = new
ListMultipartUploadsRequest(accessPointAzrn);

MultipartUploadListing multipartUploadListing =
s3Client.listMultipartUploads(allMultipartUploadsRequest);

List<MultipartUpload> uploads =
multipartUploadlListing.getMultipartUploads();

// Display information about all in-progress multipart uploads.
System.out.println(uploads.size() + " multipart upload(s) in progress.");
for (MultipartUpload u : uploads) {
System.out.println("Upload in progress: Key = \"" + u.getKey() + "\",
id = " + u.getUploadId());
}
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

FE &R T S3 on Outposts ITFIZH& URL

ERFIT Outpost A tb 17X REVFRAT A RIMNRM A EFHF R , BULUEATZESR URL, &8
MZLEL URL , ENERBENFIEE , BuUEZERNIES (VPC) A ANMARENR , IEZOER
F A& BRI KAV PR
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£ Amazon SDK 5 Amazon Command Line Interface ( Amazon CLI ) 8|2#Z & URL & , &5
Z URL EENMNSEMNREXRER, X TUBETERBENEHNEREFHNMNZLR URL BYBRETGR
RBR , BEENEHNBEAREATRN 1R, HRKAN 7 R, HETMELHR URL i, VPC FHAN ATTBUIALT
AT URL PWVIRME , IR RRBEEAF . URL ZERHI BRI FASIH , FEEX.

PR&ITIZEE URL ZheE

MEH URL WIIREZ BIZ TR HRARE, LR URL XM ER—HFICETHE , BFEHE
X URL WARTTIHRNR, Hit , RONBUSEL R E11,

Amazon £Z A 4 ( SigV4 )

£/ Amazon EHMA 4 ( SigV4 ) LR URL iR BT S M INEN ZBFIMITIREN

TR, BN EFEBEREANGRLUIREPERASER. flm, B eIE—MEA s3-
outposts:signatureAge ZUNFHBRE , UEEAXLZNFENBEES 10 2868t , LT
example-outpost-bucket 7 # X RAYET Amazon S3 on Outposts IZE#H URL K., EfE
Rt RB | B user input placeholders Bt REECHEELR.,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Deny a presigned URL request if the signature is more than 10
minutes old",
"Effect": "Deny",
"Principal": {"AWS":"444455556666"},

"Action": "s3-outposts:*",

"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/
object/*",

"Condition": {

"NumericGreatexThan": {"s3-outposts:signatureAge": 600000},
"StringEquals": {"s3-outposts:authType'": "REST-QUERY-STRING"}
}
}
]
}
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BREFAZLARE 4 WMESR URL FRE#TESHINERN , TATREFPITEETHINRAEN A
RIREERN IR |, BSH Amazon EHRMA 4 ( Sigv4 ) BB IANERFERN KR E.

P 45 5% 42 PR

MREFMZ S URL WEERAFIFTA S3 on Outposts THRIRENFENMERE , BAIUGEEERE
ARENERENKR, EXLZEAAN IAM ZEZERE , B ERAET &M Amazon Identity
and Access Management ( IAM ) K& ( FlIAF, AHAEREKE ) . EX S3 on Outposts ERIRE
BR&| , BRI ERAETRRNRE (flW , FHEBMILR LUK ) .

X IAM EAEEEMERERFE , ERPAXERIENAFMNEENMNER HER, N FEEBSIEA
REBREGE , ERNZRBROFIEERBLATRBEENME, XLERBIBERTRHER URL B4
:OEZ/E =8

IBERK IAM £ BEGERTIRSRERE, MBEMEREAT S3 on Outposts A BIRS |, BFE
F aws:Sourcelp, fMIREFEHAFEATF S3 on Outposts B VPC ik = , B aws:SourceVpc 5
aws :SourceVpce,

BAF 1AM policy EBAIEREMNMNIEENMETE HE. AmazonfE f LR EEE @R , P 178 B4
TR BZBE. XBREEAEREAT S3 on Outposts BIFIZR URL BB R. BEFEALLTRE , BF
user input placeholders Bt HEBEHEER,

{
"Sid": "NetworkRestrictionForIAMPrincipal",
"Effect": "Deny",
"Action": "*'",
"Resource": "*",
"Condition": {
"NotIpAddressIfExists": {"aws:Sourcelp": "IP-address-range"},
"BoolIfExists": {"aws:ViaAWSService": "false"}
}
}

BXxfEMA aws:SourceIP Amazon £ R &M FEIT S3 on Outposts FZ i1 B 15 7] BR XE 1 45 E M 458
B ROIFEEER S H £ A S3 on Outposts 1ZE IAM,

WAL L H URL

EAAREZ2FUNEMARMA LG ETLE URL, EEE VPC FEVAF R IHRINR , LMHH
BHATIZER URL FRE THRENRN AZEZMESR URL,

BAIUEATEHNZIECIEMZESE URL :
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« 1AM EHIEE X - BRHTRK 6 et

« Amazon Security Token Service — KA K ( Hl0 , Amazon Web Services Ik B A F = IAM
RAPHEIL ) EH865t , BRHARK 36 et

- IAM AP - £/ Amazon EERA 4 8F , ERHRZEK 7 X,

EORARMRK 7 RWFLSE URL,, FEXNAEANT R TESER IAM AFKEIE (15RZES
MMEER ) . RBEEA Amazon EEMA 4 L E URL.

(® Note

- MREBFEAKNSELRTMZER URL, Mt URL HESESHSH , BIEEERE
MR A ZI HRT A 812 T 1% URL,

- HTFHiZXHE URL F@EFFHZ URL BEM AR FiAE S3 on Outposts FEEEVIR |, FA
BUBZERPEN]. AXRPMZEE URL WESZEER , 50 B47HZE URL AL,

S3 on Outposts IR EFMZE URL Y ZIHA B HAF 6] ?

£&H HTTP #53REF , S3 on Outposts 2R EXE URL WEIE B EiMeTE, Hla , REFIHNIFE
BB B R TEENKRE XY |, IEE THESEFEIBETE , THRESMEH T, BURE
BT AR RERRETEIZSNNEEERFHETE , WTHREFSXK,

BXREAMZSE URL HEFH LERNRNEZER , BSRUTER,
E&

- FAMLEE URL HEXRR

o EEFZER URL LU R _E4£F] S3 on Outposts 77 1i# 1

EAMER URL HEXR

ERFX Outpost Atk 7 XY RV FRES U5 R AR A B 748 R B | WA BMERTAZER URL, fEBD
MELER URL , FHNERENAEE A LEAUEBZRELNRMES (VPC) FPMAHRERR , HEL@ER
T EAASMIER RERER,

£ Amazon SDK = Amazon Command Line Interface ( Amazon CLI ) 81L& URL & , &
Z URL EENMNSENREXERK. S TNETERBENEHNEREFHMES URL BBRAET R
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R, BEXFHNAKEAN 1Y, GFKARN 7 R, HEFMZLE URL &Y, VPC BN AR BHAT
BRATE URL REVRME , EMEITRRRBEERAF . URL BEEE Bt F2EH , TEER.

BIEMES URL it , MARMENEZE2FRIE , REEELTAR

* 1% Amazon S3 on Outposts 7 fH —MNF Rl R Amazon FIRER ( ARN )
. —IXTRE

« —MNHTTPAE (GET AT FHEXR)

« —NEIH B HAIET

MEE URL NEEENERHNER. EHEH , B4R EDH BB EBKXZHFE31% URL 7
VravERE, ERH A MM ER 2/, BUUAZRERATLER URL. IREEFEAIRNTHEIRT
MEA URL , Mtk URL FET RIS |, BI6EEfE A E KAy 2 B atiE €3 7 1% URL.

ERFMAR (VPC) FAERBRMESR URL WA AL RIXN R, flin , IREERFEE—KRN
M, FEARANKREGNALE , EUNBTERTALEEN URL REEMA S A ZWIN, ATHES URL
FEFEZ URL WEM AR TR S3 on Outposts FEBHINR , BINBWEZERP XL URL,
BRAEPMELESR URLNESFAER , F5H RETLEE URL HhEe.

EAARZ2FUNEMARMAT UG EMLES URL, ELAHBAEMITNESR URL FTE THVRIENIR
BAREIZMEE URL, BXEZER , B5H A EIETEE URL,

BAILAE A Amazon SDK Fl Amazon CLI £ K Fi& & URL BAH = S3 on Outposts 17 1 F HI T Ko
BXEZER , ST R,

£ Amazon SDK
BT LAE A Amazon SDK £ AT AR MAH M AMTIZE URL , BUEMA] AT AR RIT R,

(® Note
£/ Amazon SDK £ FiZ®& URL B , MiZX® URL R KIIHeTEABIE 8 7 Ko
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RAriEmE

Java

Example

R ROMFER —IMIZEE URL , BAILURERHESEHMA , BUEMI]IAT S E S3 on Outposts

FHEBHNNR. BREZEER,

B , E¥F user input placeholders B FEEHCHER,

import
import
import
import
import
import
import
import

import
import

import

public

com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.AmazonServiceException;

amazonaws.HttpMethod;

amazonaws.SdkClientException;
amazonaws.auth.profile.ProfileCredentialsProvider;
amazonaws.regions.Regions;
amazonaws.services.s3.AmazonS3;
amazonaws.services.s3.AmazonS3ClientBuilder;
amazonaws.services.s3.model.GeneratePresignedUrlRequest;

java.io.IOException;
java.net.URL;
java.time.Instant;

class GeneratePresignedURL {

public static void main(String[] args) throws IOException {
Regions clientRegion = Regions.DEFAULT_REGION;

String accessPointArn = "*** gccess point ARN *#**";
String objectKey = "#*#** object key ***";

try {

AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withRegion(clientRegion)
.withCredentials(new ProfileCredentialsProvider())
.build();

// Set the presigned URL to expire after one hour.
java.util.Date expiration = new java.util.Date();
long expTimeMillis = Instant.now().toEpochMilli();
expTimeMillis += 1000 * 60 * 60;
expiration.setTime(expTimeMillis);

// Generate the presigned URL.
System.out.println("Generating pre-signed URL.");
GeneratePresignedUrlRequest generatePresignedUrlRequest =

ES 5 #/HERT S3 on Outposts BIFIZH URL, BEfEA LR

API R4 2006-03-01 87



Amazon S3 on Outposts AriEE

new GeneratePresignedUrlRequest(accessPointArn, objectKey)
.withMethod(HttpMethod.GET)
.withExpiration(expiration);
URL url = s3Client.generatePresignedUrl(generatePresignedUrlRequest);

System.out.println("Pre-Signed URL: " + url.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't
process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

}
}
}
.NET
Example

AT RAIER —IMZER URL , BRI SUGHREMSHMA |, UMEAIRT IR ZE S3 on Outposts
FHBONR. BXEZELR , 55H F£AEAT S3 on Outposts BfIZE#H URL, EFALT
Bl , &’ user input placeholders Bt REECHEELR,

using Amazon;

using Amazon.S3;

using Amazon.S3.Model;
using System;

namespace Amazon.DocSamples.S3

{
class GenPresignedURLTest
{
private const string accessPointArn = "**%* access point ARN #***";
private const string objectKey = "#*** object key ***";

// Specify how long the presigned URL lasts, in hours.

private const double timeoutDuration = 12;

// Specify your bucket Region (an example Region is shown).

private static readonly RegionEndpoint bucketRegion =
RegionEndpoint.USWest2;
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private static IAmazonS3 s3Client;

public static void Main()
{
s3Client = new AmazonS3Client(bucketRegion);
string urlString = GeneratePreSignedURL(timeoutDuration);
}
static string GeneratePreSignedURL(double duration)
{
string urlString = "";
try
{
GetPreSignedUrlRequest requestl = new GetPreSignedUrlRequest
{
BucketName = accessPointArn,
Key = objectKey,
Expires = DateTime.UtcNow.AddHours(duration)
I
urlString = s3Client.GetPreSignedURL(requestl);
}
catch (AmazonS3Exception e)
{
Console.WriteLine("Error encountered on server. Message:'{0}' when
writing an object", e.Message);
}
catch (Exception e)
{
Console.WritelLine("Unknown encountered on server. Message:'{0}' when
writing an object", e.Message);
}

return urlString;

Python

£ FAER T Python (Boto3) #9 SDK £ IZE®E URL AHER R, filan , £/ Boto3 & F i Al
generate_presigned_url EEAER — M ARFE GET HRHWFAZLE URL,

import boto3
url = boto3.client('s3').generate_presigned_url(
ClientMethod="'get_object',
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Params={'Bucket': 'ACCESS_POINT_ARN', 'Key': 'OBJECT_KEY'},
ExpiresIn=3600)

BXREMAERT Python B SDK ( Boto3 ) £ iEE URL WEZER , 55 (Amazon SDK
for Python (Boto) API &%) H#) Python,

£ Amazon CLI

AR 7Rl Amazon CLI 855/ 8 —~ S3 on Outposts EERER —PZLR URL, BEFEALTRA , &
fF user input placeholders Bt HEECHWEER,

(® Note
£/ Amazon CLI AL ® URL &Y , lIZE A URL NHRKIHTEN QZ 2ot 7 Ko

aws s3 presign s3://arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/accesspoint/example-outpost-access-
point/mydoc.txt --expires-in 604800

BEXEZELR , 5H (Amazon CLI 55 E) HH presign.
WL E URL U R E4&2 % S3 on Outposts 171 1

ER T Outpost At 774 XY R AV FRES U5 R AR A B A4 R B | B BMERATIE R URL, fEBh
MEAR URL , FRFHEBHMEE , BUNUSLELRLER (VPC) FHNMARAERR , IE@MER
F EAA SRR RERER

£ H Amazon SDK 5 Amazon Command Line Interface ( Amazon CLI ) 8|2#Z & URL & , &
Z URL EENMNSEMNREXRER, SETUBEEERE B ENEHNEREFHMNZR URL #YBRETGR
R, BENZHNERZRETRN1H , FKITR 7 K, HEFMLSE URL & , VPC FHPN A TTEIALT
A URL HWViRE , MEMAITRRRHBZEEAF . URL EEIRHIB B2 , TEEX.
BIEFTXE URL i , RTERBENZLEILE , RAREEUTAR :

* 1% Amazon S3 on Outposts 7 fH — N FE Rl R Amazon FIRE&EFR (ARN )
. — IR

« —MNHTP 5% (PUT AT LAXR )

- —NEIHA B HIFIET Al
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MEE URL REEENEMHANER. U2 , BN AEZIE B M@ EEZ i E3i% URL 2
WHRE, ERERBMEREZR , BAUZXERATHZE URL, MR EEFERA IG5 EAIZEMR
Z#& URL , Mtk URL SRS HART S HA | BNGEAIZZA URL RO ZIHART 8 B R th 2 2tk o

MREMZAE URL AFHIREBESNTRYEEK (HlNoERLEE ) |, WARERHN BB FE SR,
R S3 on Outposts ZIHFEARENSTHN URL B ENTR , BFLXEFHIR,

ERFRAER (VPC) FERBRMESR URL WA I LEAXR, #la, VPC RAERIGHEMESR URL
AP AT U R L RSN FER. BTHES URL FE VPC ARG RITAZES URL BYEMA
R T 15 S3 on Outposts FREMERIRIR , RMNBUERZERT XL URL. BXRFMESR URL VE
ZHMAEE , ESH REFAER URL Ihee.

EAAREZ2FUNEMARMAT UG EMLES URL, ELAHBAEMITNES URL FTE THVRIENIR
AR ZMEE URL, BXEZER , B5H A EIETEE URL,

& Amazon SDK # S3 on Outposts X RIEELE KX E URL
Java
EAT Java B9 SDK 2.x

WRGLER T AR — N ZEHR URL , UMEERENBIAATFHNIRLEEAZZEA S3on
Outposts F#EH. BXRELEER , 82 H FHEA T S3 on Outposts & E URL,

public static void signBucket(S3Presigner presigner, String
outpostAccessPointArn, String keyName) {

try {
PutObjectRequest objectRequest = PutObjectRequest.builder()
.bucket(accessPointArn)
.key(keyName)
.contentType("text/plain™)
.build();

PutObjectPresignRequest presignRequest =
PutObjectPresignRequest.builder()
.signatureDuration(Duration.ofMinutes(10))
.putObjectRequest(objectRequest)
.build();

PresignedPutObjectRequest presignedRequest =
presigner.presignPutObject(presignRequest);
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String myURL = presignedRequest.url().toString();
System.out.println("Presigned URL to upload a file to: " +myURL);
System.out.println("Which HTTP method must be used when uploading a
file: " +
presignedRequest.httpRequest().method());

// Upload content to the S3 on Outposts bucket by using this URL.
URL url = presignedRequest.url();

// Create the connection and use it to upload the new object by using
the presigned URL.

HttpURLConnection connection = (HttpURLConnection)
url.openConnection();

connection.setDoOutput(true);

connection.setRequestProperty("Content-Type", "text/plain");

connection.setRequestMethod("PUT");

OutputStreamWriter out = new
OutputStreamWriter(connection.getOutputStream());

out.write("This text was uploaded as an object by using a presigned
URL.");
out.close();

connection.getResponseCode();
System.out.println("HTTP response code is " +
connection.getResponseCode());

} catch (S3Exception e) {
e.getStackTrace();

} catch (IOException e) {
e.getStackTrace();

Python

iEA T Python #9 SDK ( Boto3 )

LR BIE R T an4a] 4 X BT £ BR E B [B] N 1T 4N S3 on Outposts BEMN LR URL, BXE
2ER | ESR FREAT S3 on Outposts BIFIZEE URL, EfFEHZ URL XHiER , EFEA
Requests BF 8.
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import argparse

import logging

import boto3

from botocore.exceptions import ClientError
import requests

logger = logging.getlLogger(__name__)

def generate_presigned_url(s3_client, client_method, method_parameters,
expires_in):
Generate a presigned S3 on Outposts URL that can be used to perform an
action.

:param s3_client: A Boto3 Amazon S3 client.
:param client_method: The name of the client method that the URL performs.
:param method_parameters: The parameters of the specified client method.
:param expires_in: The number of seconds that the presigned URL is valid for.
:return: The presigned URL.
try:
url = s3_client.generate_presigned_url(
ClientMethod=client_method,
Params=method_parameters,
ExpiresIn=expires_in
)
logger.info("Got presigned URL: %s", url)
except ClientError:
logger.exception(
"Couldn't get a presigned URL for client method '%s'.",
client_method)
raise
return url

def usage_demo():
logging.basicConfig(level=1logging.INFO, format='%(levelname)s: %(message)s')

print('-'#*88)
print("Welcome to the Amazon S3 on Outposts presigned URL demo.")
print('-'#*88)
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parser = argparse.ArgumentParser()
parser.add_argument('accessPointArn', help="The name of the S3 on Outposts
access point ARN.")
parser.add_argument(
'key', help="For a GET operation, the key of the object in S3 on
Outposts. For a "
"PUT operation, the name of a file to upload.")
parser.add_argument(
'action', choices=('get', 'put'), help="The action to perform.")
args = parser.parse_args()

s3_client = boto3.client('s3'")
client_action = 'get_object' if args.action == 'get' else 'put_object'
url = generate_presigned_url(
s3_client, client_action, {'Bucket': args.accessPointArn, 'Key':
args.key}, 1000)

print("Using the Requests package to send a request to the URL.")
response = None
if args.action == 'get':
response = requests.get(url)
elif args.action == 'put':
print("Putting data to the URL.")
try:
with open(args.key, 'r') as object_file:
object_text = object_file.read()
response = requests.put(url, data=object_text)
except FileNotFoundError:
print(f"Couldn't find {args.key}. For a PUT operation, the key must
be the "
f"name of a file that exists on your computer.")

if response is not None:
print("Got response:")
print(f"Status: {response.status_code}")
print(response.text)

print('-'*88)

if __name__ == '_main__"':
usage_demo()
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Amazon S3 on Outposts 54 # Amazon EMR on Outposts

Amazon EMR 22— MIERXEH T A , IIH{LE Amazon LiZ{T ABIEMEZR ( 10 Apache Hadoop
Apache Spark ) S4B M5 MBERFENVRE, BEIFERAXEERMEXNITRIE |, B4 EA
Fo BB BEBNLSERT/ERAE. Amazon EMR i& /] A thBh G i K B 3R RBIEBA/B Y
H'E Amazon BIEEME M BIEE , H#%3F Amazon S3 on Outposts,. BEXEZEEL |, i55H (Amazon
EMR EXE#8) ## Amazon EMR on Outposts.

¥F Amazon S3 on Outposts , Amazon EMR TERZ 7.0.0 HFF #5 X #F Apache Hadoop S3A iE1%
25, RHIMRAH Amazon EMR 7% #2# S3 on Outposts , B A% EMR X4 R4 (EMRFS ) o

SXENNARR
Amazon EMR & Amazon S3 on Outposts &8 FERA X FU TR AREF :

» Hadoop
» Spark

* Hue

* Hive

+ Sqoop
* Pig

* Hudi

* Flink

BEXEZEER , 521 (Amazon EMR RAIERE) .

BIZEFMEBELE Amazon S3 on Outposts &

Amazon EMR ¥ &M F Java B9 Amazon SDK 5 Amazon S3 on Outposts &5& 1# F SR 176 ¥ A R
M HEBIE, B8 Amazon EMR B EX #1746 £ 8% B 1 X8 Amazon S3 & , MARAHIFMHE
Outpost £, BEXEZELR , H5H (Amazon EMR EE#®) H# Amazon EMR Bi&,

7 T &4 Amazon S3 Hl DNS WER , S3 on Outposts MEARHARHEFMBRME, BXESEL , &
2 82 S3 on Outposts TF -

£ Amazon EMR MR 7.0.0 RESMRAF , B LLF Amazon EMR & S3 on Outposts #l S3A X #
RGEEEFER
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TR

S3 on Outposts X R — ZHEBIE Amazon EMR EHIf&E X4 , BHABLFETE S3 on Outposts
# Amazon Identity and Access Management ( IAM ) 5% ZE[E], S3 on Outposts EB B2 & ZE A
s3-outposts*, BXxFERALGEZRMNRPIKE , HSHEFEA S3 on Outposts ZE IAM,

S3A E#ES - EFAEM EMR £EELE 715 Amazon S3 on Outposts H R EIE |, EATEEFH
Apache Hadoop S3A E#88. EFAZIEESS , HHMARE S3URI FBEA s3a AR, NMRFEX
¥, BOLEERT EMR SN XA RSERI , BUE S3 URI ALAE S3A EZSRESHER.

ENXHREXIEENS S3A EEBESFER , BN EMR £8 A fs.file_scheme.impl
fs.AbstractFileSystem.file_scheme.impl BLEEM , & file_scheme N FEHEH
S3URI &, BEFEHLTRA , BfF user input placeholders B AEEHCHEER, Hln , =
FEHA s3 RN SIURIMIXHREXRI , BEEUATEREEEM !

[
{
"Classification": "core-site",
"Properties": {
"fs.s3.impl": "org.apache.hadoop.fs.s3a.S3AFileSystem",
"fs.AbstractFileSystem.s3.impl": "org.apache.hadoop.fs.s3a.S3A"
}
}
]

B S3A, Bl fs.file_scheme.impl BLEBHIRE N
org.apache.hadoop.fs.s3a.S3AFileSystem , ¥
fs.AbstractFileSystem.file_scheme.impl BHIRER
org.apache.hadoop.fs.s3a.S3A.

Flan | MREEHEER s3a://bucket/. .. , BEF fs.s3a.impl B
#i& BN org.apache.hadoop.fs.s3a.S3AFileSystem , REF
fs.AbstractFileSystem.s3a.impl B 1&E N org.apache.hadoop.fs.s3a.S3A,

FF 24 Amazon EMR & Amazon S3 on Outposts && £/

UTEBNET AT E4F Amazon EMR 5 Amazon S3 on Outposts £&& .

ES}
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- BIERPREREE
- SIENEEEE
- RiESE

IR RER B

EBIZE A Amazon S3 on Outposts B EMR 8281 , B4 81— IAM policy BAM inEZ &
F1HY Amazon EC2 EHIELE X . ZEKBAMEFHR S3 on Outposts # A K Amazon & JRAE

( ARN ) B9RXBR, B3<H S3 on Outposts B1E IAM policy WEZEE |, SR S3 on Outposts
®iE 1AM,

LT ROIFE RMMARFAAIENNIRR, QIEKXEE , SR MNEEHATEIE EMR S8 HSHIE
BEXHAE | W the section called “BIEMELEEE Ho PR, BEFEALTRH , % user input
placeholders B NEBEHNER.

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Resource": "arn:aws:s3-outposts:us-
west-2:111122223333:outpost/op-0lac5d28a6a232904/accesspoint/access-point-name,
"Action": [
"s3-outposts:*"

]

R EMEE LR
EB|Z7E S3 on Outposts FIE1T Spark BWEE , BHEEBHATTERATEE,
B2 S3 on Outposts FIE1T Spark HIEE

1. @i https://console.aws.amazon.com/elasticmapreduce/ 3T Amazon EMR ###15&,

2. EEMSMERT  RREEH,
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https://console.amazonaws.cn/elasticmapreduce/
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3. EEOIEEE,

4. XF Amazon EMR RZAR |, B emr-7.0.0 HE SR,

5. WTRAEFESE , Bk Spark RER. AF , EREESEEHTNEMECZI NN
AR,

6. ZEFH Amazon S3 on Outposts , iEHALHEBEIRE.
OB ERE

EFAUTRABEBIRE , 5 user input placeholders Bt HIEEHCHELR,

"Classification": "core-site",
"Properties": {
"fs.s3a.bucket.DOC-EXAMPLE-BUCKET.accesspoint.arn": "arn:aws:s3-outposts:us-
west-2:111122223333:0outpost/op-0lac5d28a6a232904/accesspoint/access-point-name"
"fs.s3a.committer.name": "magic",
"fs.s3a.select.enabled": "false"
}
.
{
"Classification": "hadoop-env",
"Configurations": [
{
"Classification": "export",
"Properties": {
"JAVA_HOME": "/usr/lib/jvm/java-1l-amazon-corretto.x86_64"
}
}
1,
"Properties": {}
.
{
"Classification": "spark-env",
"Configurations": [
{
"Classification": "export",
"Properties": {
"JAVA_HOME": "/usr/lib/jvm/java-1l-amazon-corretto.x86_64"

}
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]I

"Properties": {3}

}I
{

"Classification": "spark-defaults",
"Properties": {
"spark.executorEnv.JAVA_HOME": "/usr/lib/jvm/java-11-amazon-

corretto.x86_64",

"spark.sqgl.sources.fastS3PartitionDiscovery.enabled": "false"

}
}

7. EBRMEIOP, %F
EMR on Outposts WEZEE |

EMR &%,

R

Ch

#9 Amazon Outposts Hl1ZR EHWEEFAE = ( VPC ) MFM, HX Amazon

EZ R (Amazon EMR BEIER) F# Amazon Outposts EHY

8. 7 Amazon EMR By EC2 SKAIE BN H& 0 , IBMMN T B2 Bl 02 M NURKEHA IAM B,

9. EERRMNEFHRE

, RBIEFROIEER.

g & B
THRERT SABE , AREREN S3 on Outposts 5 Amazon EMR
ENSHIEENE,
2 ZRiINE S3 on Outposts Ky 2%
=E
fs.s3a.aw MEREE , SA S3 on Outposts #&@HY
s.credent EXERPEKRES EAR ARN
ials.provider Outposts & Friy
S3.
fs.s3a.co file magic

mmitter.name

&a

ERANERNENXLER
4 A

Amazon S3 on
Outposts i 4
Virtual Private Cloud
(VPC) BARENTA
[&] Outposts 174 #@HY
IE—FH o

Magic R X#ZF =2 S3
on Outposts Mf—x#¥
WRXERF.
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https://docs.amazonaws.cn/emr/latest/ManagementGuide/emr-plan-outposts.html
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Amazon S3 on Outposts AriEE

S ZRINE S3 on Outposts Y44 L
=E
fs.s3a.se TRUE FALSE Outposts EFRX#F S3
lect.enabled Select,
JAVA_HOME /usr/lib/jvm/ /usr/lib/jvm/ S3A £H#Y S3 on
java-8 java-11-amazon Outposts FE Java ki
-corretto K11,
.Xx86_64

TRERT Spark Bl & , AR EIRE N S3 on Outposts 5 Amazon EMR && A ERR E R XL
BENSHIEENE.

S HINE S3 on Outposts 2  1iBA

e
spark.sql TRUE FALSE S3 on Outposts &
.sources. FiRE D X,
fastS3Par
titionDis

covery.enabled

spark.exe /usr/lib/jvm/ /usx/lib/jvm/ S3A £ S3 on
cutorEnv. java-8 java-11l-amazon Outposts FEE Java hix
JAVA_HOME -corretto A 11,
.X86_64
EEEI

LI&FF Amazon EMR 5 S3 on Outposts &K , BZERUTILR :

« Amazon EMR 7K 7.0.0 R ESMRAXZ % Amazon S3 on Outposts,

« J¥ S3 on Outposts 5 Amazon EMR & & AR FEE S3A E#Zss. RE SAEEE S3on
Outposts MR EREMNIHEE, BX SIAEEBRENELR , FSHEREH.
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« Amazon S3 on Outposts ¥ F Amazon EMR X% # X Al Amazon S3 £ & X Z AN RS 2R iR &
(SSE-S3) . AXESER , 52 M the section called “BiEMNE",

« Amazon S3 on Outposts T A S3A FileOutputCommitter #1TE A, 7 S3 on Outposts 1@ L
£ A S3A FileOutputCommitter #{ITEARXSHELA T 41 : InvalidStorageClass : RIEENF@HET
Mo

« Amazon EMR Serverless 2 Amazon EMR on EKS &3 # Amazon S3 on Outposts.

« Amazon EMR B &1 Zik B 1 X138 Amazon S3 LB , MARA# 174 £ S3 on Outposts 1§
i,

BN HRILEET

S3 on Outposts A7E Outposts ¥R L 2 £ ERMEFHHRIENMBNEIE, ZEFHNIETME
R, BIBREIR Amazon Web Services X FIR1TIE. XEEB HBRMEFIRTRAO AT LM, 5B S3
on Outposts FH F BRI RN EFZIhEE , BT LAIREB 5 Outposts FMAmazon Web Services XiF 2
] B S $2 HE R To o) Y — BREEIR o

LR & H S3 on Outposts APl iE3KRE , SHRIEFMRNBIBPBLBLZLMERF, AE , EFNEETH
FHELL S3WNR API BERFTH BRI, EFEASERA 4A ( SigV4A ) WNiERHHTZHRT , S3on
Outposts R EZFZHHBRIEMBRNEIE, EFRMFMEAE S3 on Outposts BRFHHI Outposts £, H&E
AW S3APIERE , EaRERIF. BFELDME , Outposts E R FMEE XA IMNEZEZHR.

% Outpost E1ZZE| Amazon Web Services XiFA , RENERHREN 10 28, HE XKL S3on
Outposts APl B3R} , BRI RIF , LBREA TR, R Outpost & Amazon Web Services
XigETiEE , IERENERBHRERN 12 /DEt,

BRERNMESHRIEET

S3 on Outposts XA Sigvda EEHTEENER , BIEFHFHRIUENTNHKE. EXES
£8 , B2 (Amazon Identity and Access Management A8/ FHIX Amazon API & 3K i
TEHE. ERFRAK Amazon SDK FiR 7 SigV4A Eix, B LURE &KH Amazon 2 HIE TR
( CRT) FERIRELE

BEEFARIRAEHN Amazon SDK HREZIRAK CRT, Hlin , BAILIENZIT pip install
awscrt £/ Boto3 RIRENERHARAH CRT,

S3 on Outposts TEE XA Sigv4 EEBITERMWER , EFESHRIEMBNEIE.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.amazonaws.cn/sdkref/latest/guide/common-runtime.html
https://docs.amazonaws.cn/sdkref/latest/guide/common-runtime.html

Amazon S3 on Outposts AriEE

WiF SigV4A &5

A LAE A Amazon CloudTrail KRIERE 2EA SigV4A XNiER#ITTER. HXN S3on
Outposts &% & CloudTrail WEZER , HZS R Amazon CloudTrail HEY 2 S3 on Outposts,

BL& CloudTrail f& , 8 LAfE CloudTrail HEM SignatureVersion ZRARIER A BEX iE R
I7Z8, FA SigV4A #1TTZXBMIERK SignatureVersion fFi&E N Amazon4-ECDSA-
P256-SHA256, f£H SigV4 #1T T EBMERM SignatureVersion fFiREHN Amazons-HMAC-
SHA256,
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S3 on Outposts FHZ £ M

Amazon T D EMERZEM., NTHEXNZL2UBEBBNWALNER , RINTETEAEST2HNHE
FEHROMMER, 4E5 Amazon NEF |, B AT UNXEHREFEFPONMEREZ L,

Z2MR Amazon MENHRRE. TEHEENREERNCZHNLZEENEINREMN

- TR EMH——Amazon TR E Amazon Web Services = Hiz1T Amazon Web Services RS
WERMIEHE, Amazon ERETZLFEANES. F=AFZAEHNZNBIERINHZEHNER
%, ¥EN Amazon @M RN —E2. E 7T #FEA T Amazon S3 on Outposts FIEF TR |, &
SRESAMEITRSEE AN Amazon RS,

- THNZEM - BHTEHREEAN Amazon Web Services RS RE. BEFENHETRENR ,
SBIELHBRENBBSE, SLARNERURERNEE LN,

Db TSR RS B I8 T SR AN 7E6E A S3 on Outposts Bf M AR REERN, UTEFERT AEE S3
on Outposts SISEIBH R MM AN B IR, BIEL T BI{A A H b Amazon Web Services BR%
DA#S B SR M 2 4R 3P S3 on Outposts &R,

£

« f£f S3 on Outposts & & IAM

« S3 on Outposts A B9 ¥ & 127

« S3 on Outposts By Amazon PrivateLink

« Amazon ZEZMA 4 ( SigV4 ) EMIANESER KSR

« S&HAF Amazon S3 on Outposts BJ Amazon & X K
- FREMHEXAEHT Amazon S3 on Outposts

£ S3 on Outposts XE IAM

Amazon Identity and Access Management ( IAM ) 2 —11 , Amazon Web Services RS A SAHS BH E 2
RARLMIEFIX Amazon BRNIAE, 1AM EEFZ G ATLES S MR (BF ) MREEN (&
BIPR ) KA Amazon S3 on Outposts BiR. IAM B—IEEHNZAENTTEAKN . Amazon Web
Services RZEIANER T , AP S3 on Outposts BIRAMIBEZENR, ERFI S3 on Outposts &
TR API RER TG RIABR , WA LAER IAM B A 7, A A EH MR,

ERHEBANR , EHENRAS, AHAEFNNR
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_groups.html
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Amazon S3 on Outposts AriEE

- BYSHREEE IAM ARENAF

EERATEORERIENAR, BR (AM AFER) PHYE=F50REECERAS (KE
S ) AR TR,
- IAM AP :
- SIEENAFATUEENAE, BR (AM AFERE) F3 IAM A o2 A SRR TERE.
« (FHEEER ) FRBEZMMIAFIRASRNEAFE, BR (IAM AFER) RERA~
ANIIRR (#EHE ) AR B TR,

BRET IAM B EIERESL , S3 on Outposts R X FHWAIFA UK. FHEFEREN R SKEZ
Ffp0Z] S3 on Outposts BIRME T &R KB

- FHREBREATHRMNIFZES , ERERETHTEATFIIELN FRBNFEBEPNRBIER,
- MBARKERTHMNBBERER , RFRELNEE KB FER,

HiE LR AT SHIZIKE S3 on Outposts BN FHBREESER. EFENAREFSAF 8
BEid FE N S3 on Outposts 18 R iF R FEA S3 on Outposts BHHIFIR , HH LFXBENFERBEEF LA
YFiZiER,

BEBARKEPIFENRHEMCEATESZEARXKHNER, Hlan, wRFFEA TR QM0 EA
B, WEEERTR[QUKERAFRIELEEN ZBRHNER, B2 , NAZFHEEREIRE 5
SAWRELERENZFHBIEL ZTH R KRR HBER,

£ IAM policy SRE T REMREE D , BAIUEXEATHIELH S3 on Outposts #E, S3 on

Outposts REX M F45EM S3 on Outposts API #&4E, S3 on Outposts B{EMFEA s3-outposts: @
ZEE B, ¥t Amazon Web Services XiFH# Amazon S3 on Outposts # % APl & HEVER , A

K3t Outpost ERIXTR APl i 2 K HEVER , #NEA IAM #1THMIAEHBIE s3-outposts: @
Z° B BT R 1T RN . EEA S3 on Outposts , FEERM IAM AP HE X s3-outposts: IAM @
Z2 (A X H 1T RN,

EXEZEER , 25 (REENSZE) B8 Amazon S3 on Outposts HIRIE. HIRMEHFR,

® Note

 S3 on Outposts T X #Fif A= HI %R (ACL),

* S3on Outposts MINFEFRBABTEMNXNRAEE , UAEPBERFEBNAEETHAE
L U5 1R S BRY Ro
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+ S3on Outposts FH& B A“S3 EIENEHH" , UHBBEEANRNTFT2EELTHRNR.

B S3 on Outposts RE IAMHNEZER , BSRUTEH,
E&
« S3 on Outposts FREEHY E 4K

« S3 on Outposts B &R ARN

S3 on Outposts K 7R 515K B
S3 on Outposts ¥ 5B BR
S3 on Outposts B RFHEKXAE

S3 on Outposts FKE&HY FE K

BIEE T RRHEBE AR TIT S3 on Outposts F ARG R BREY |, BABER Principal THRX
BEABERNZERPITENMNRESEZENARBRNAREF. 3T S3 on Outposts Kk , AT LAEA
THEH—DNEE

« —/ Amazon Web Services
- IAM AP

- 1AM B

- iAE4  BIEMEM Condition TRFHFESEERENBE IP SEEN KB PIEEBERF (*) K
BE

/A Important
#&J55EH S3 on Outposts WRETE * TRPEABESRF (Principal ) BB , BRIEIZFKEE
REBE—NFHEPEERENIFE IP i SEE /Y Condition. WRHEIBEITHRAER S3on
Outposts WAL LFFIAE. BXRRH , S S3 on Outposts B I ZEEE

BX Principal TEMNESZEE , TSR (IAM BAF#EE) #H Amazon JSON KR TE :
Principals
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Amazon S3 on Outposts

RAriEmE

S3 on Outposts B &R ARN

S3 on Outposts BJ Amazon FIRE T (ARN) BR 7&%& Outpost IHE K Amazon Web Services X
##. Amazon Web Services It ID FIBFREBZA I , BB E Outpost ID. Eif[R] Outposts 77 A& 1 H Xt
KAMNEMNNITERE , BXAEATRPE TR —F ARN #&3X,

ARN F#y partition R —4 Amazon Web Services Xig, &/ Amazon Web Services ik~ £
ERFBRA—1MI X, ATRXHENSKX :

« aws — Amazon Web Services X1

* aws-us-gov — Amazon GovCloud (US) Xig

T%RERT S3 on Outposts ARN # =,

Amazon S3 on Outposts ARN

F6EM ARN

A = ARN

&R ARN

ARN #&3%

arn:partition :s3-
outposts: region:
account_id :outpost
/ outpost_id /
bucket/bucket_name

arn:partition :s3-
outposts: region:
account_id :outpost

/ outpost_id /accesspo
int/ accesspoint_name

arn:partition :s3-
outposts: region:

account_id :outpost
/ outpost_id /

gt

arn:aws:s3-outpo
sts: us-west-2

1123456789012
outpost/ op-0lacsd
28a6a232904 /
bucket/amzn-s3-demo-
bucketl

arn:aws:s3-outpo

sts: us-west-2
1123456789012

outpost/ op-0lac5d

28a6a232904 /accesspo

int/ access-point-

name

arn:aws:s3-outpo
sts: us-west-2
1123456789012 .
outpost/ op-0lacsd
28a6a232904 /

S3 on Outposts #J ARN
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Amazon S3 on Outposts ARN

S3 on Outposts 178 =X &
ARN ( FESRBERER )

S3 on Outposts ARN

ARN #& 3%

bucket/bucket_name /
object/object_key

arn:partition :s3-
outposts: region:
account_id :outpost

/ outpost_id /accesspo
int/ accesspoi

nt_name /
object/object_key

arn:partition :s3-
outposts: region:

account_id :outpost
/ outpost_id

S3 on Outposts B 751K B

=~

bucket/amzn-s3-demo-
bucketl /object/m
yobject

arn:aws:s3-outpo

sts: us-west-2
1123456789012

outpost/ op-0lacsd

28a6a232904 /accesspo

int/ access-point-

name/object/myobject

arn:aws:s3-outpo
sts: us-west-2
1123456789012
outpost/ op-0lacsd
28a6a232904

Example : &% Amazon Web Services I 4 #) S3 on Outposts @K EE

AT F MR BEfF F — > Amazon Web Services Ik P E 4R F X E A S3 on Outposts 77 fi# #1777
BRR. EFMAIX—MKE , 5% user input placeholders B AEEEHEE.

Example : fERBEAFES (*) MEHGRGHBEERERNFE IP it SEE R S3 on Outposts K B

TR EABERAEM (*) M aws:Sourcelp £HFFHRSEERENFEN IP thuuE, B
X —f@KME  BfF user input placeholders Bt HEBHCHWEER,

S3 on Outposts ¥ R HI R

S3 on Outposts FE IAM FEE SR , KEE S3 on Outposts Ik [IRE,

S3 on Outposts K 7= 5 &
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® Note

- NXTHEAZFAEN IP ittt (ColP it ) IFRIRENIER , BEXLINEFFER ColP e
IP it BYARBR |, a0 E&RPATIR,

« X F A Amazon Resource Access Manager 1518 S3 on Outposts BV HREMKF | XEHE
KRHPHAFRTEEAZFMELEHEECHIRR. IRAERKFFHNAFEEEECH
we , M HZMKF AIIE Outpost LRIBZBCHWFN, BEXEZEE |, BZ 1 the section
called “¥t = S3 on Outposts”,

T&RETRT S3on Outposts w2 AHRXE IAM PR,

Action IAM X BR

CreateEndpoint s3-outposts:CreateEndpoint
ec2:CreateNetworkInterface
ec2:DescribeNetworkInterfaces
ec2:DescribeVpcs
ec2:DescribeSecurityGroups
ec2:DescribeSubnets
ec2:CreateTags

iam:CreateServicelinkedRole

S(TJF{EFHZIH&%F'TH%E’J |P ik ( ColP )
HREAENIES , NEZUTEIE :

s3-outposts:CreateEndpoint
ec2:DescribeCoipPools
ec2:GetCoipPoolUsage

ec2:AllocateAddress
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Action IAM X PR

ec2:AssociateAddress
ec2:DescribeAddresses

ec2:DescribelocalGatewayRou
teTableVpcAssociations

DeleteEndpoint s3-outposts:DeleteEndpoint
ec2:DeleteNetworkInterface

ec2:DescribeNetworkInterfaces

NTERARE AR IP it ( ColP i)
WRRENGHR , FEEUTHIMUR

s3-outposts:DeleteEndpoint
ec2:DisassociateAddress
ec2:DescribeAddresses
ec2:ReleaseAddress

ListEndpoints s3-outposts:ListEndpoints

® Note
BRI LAE A 1AM policy RV B RAR SR E N FR,

S3 on Outposts HWRFZHEXBE

S3 on Outposts A IAM BSHXABRRECIE—LENEREFE, BXEZEE , B850 HRSHEx
A BT Amazon S3 on Outposts,
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S3 on Outposts A EIEINZ

FEEREERT , F#E Amazon S3 on Outposts FHIFFEHIEEFE A Amazon S3 EE R MEH
A (SSE-S3) MRS ESIm MBI TN, BEXREZELR , 551 (Amazon S3 AFIER) FHHEHAE
B Amazon S3 EXNZHAWRFERWMNE ( SSE-S3)

ERBUERERT R RENINZERAN RS/ ImMNEZ (SSE-C). EEM SSE-C , BEXNR AP
FRPEEMZZR, RE[EMBLNBNRBBEMFENBENRTBE. EXEZER , FEH
(Amazon S3 AiF{ERE) FHEAESEF RENEHN RS SHIRIMNE,

(@ Note

S3 on Outposts F % # Amazon Key Management Service (Amazon KMS) 2248 #Y BR 55 85 i
Nz (SSE-KMS),

S3 on Outposts BY Amazon PrivateLink

S3 on Outposts X Amazon PrivateLink , FEBIEERNTAMEFHNFIAEIRS , BHIT S3 on
Outposts FEMNEZEERILR, X , ERAEAEURAER (VPC ) RWFAE IP #hik , F{LAER
M EZEFIH XS Outposts I REFMINITEEIEME, £H Amazon PrivateLink , TEERALE IP ks
RERS 2R,

B[ Amazon PrivateLink i F Amazon S3 on Outposts , A A EE B = ( VPC ) FFES 1=
O VPC %4 , LA E S3 on Outposts i BEE MK S EE AP, BEEMEAMLE (VPN ) H
Amazon Direct Connect , AIEZENIZBE VPC AN ARFIHRIED VPC IwR. ERILE
3 Amazon PrivateLink 17 R4 # % L EE APl Amazon PrivateLink R X5 3E /& % API g4 | 4l
GET. PUT ML APl, XEREBLET S3 on Outposts i R MIZEA BB ZEH, BEXES
{£8 , B2 S3 on Outposts M 4%,

BEORRB—IMHSIEEMEED EN) KK , XEEORMN VPC FHFROBEHNFARE IP #hit.
[ S3 on Outposts A3 O iw /A HEE KRG B3 BB E Amazon M4 LAY S3 on Outposts 1 ik <
EIE APl, #ZEALUEY Amazon Direct Connect 3 Amazon Virtual Private Network (Amazon VPN)
MR EPEBNARFFFR VPC AEORR. BXUAN VPC EXRNEEENEZSER |, 55
Amazon Direct Connect A 7 #£F M Amazon Site-to-Site VPN A F 1™,

0% 28T Amazon R FEBITE Amazon PrivateLink B H Xt S3 on Outposts #Mix S EIE APl &Y
BEXR , AT
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https://docs.amazonaws.cn/directconnect/latest/UserGuide/Welcome.html
https://docs.amazonaws.cn/vpn/latest/s2svpn/VPC_VPN.html

Amazon S3 on Outposts AriEE

Amazon Web Services cloud Customer premises

VPC Outpost

© @ [

i S3 on Outposts
53 on Outposts bucket Amazon PrivateLink Interface VPC endpoint P
management and for S3 on Outposts

BXREORIN—MKRELR , 5% Amazon PrivateLink 3@ HH#E0 VPC ¥m A (Amazon
PrivateLink),

£

- BR&IFBRM

518 S3 on Outposts 1 O i &L

FEHT7A i DNS Bl&

79 S3 on Outposts B|Z VPC it &

79 S3 on Outposts BIEFEEEEA VPC i S KB

BRI A /= FR A%

L #3833 Amazon PrivateLink 1518 S3 on Outposts HMix S & API & , 55&EH VPC [R#l,. BXE
%1a,m , B2 [® Amazon PrivateLink 55 # 8V O i =8 M F R # LA Amazon PrivateLink Bt

4k, Amazon PrivateLink FXEUTHZR :

- ZEBKIPESLEIRAHE (FIPS) IR
+ S3 on Outposts #iE/L 4 API, Bl , GET, PUT MELIHIIT R APl RE,
« FA%E DNS

1517 S3 on Outposts # O ik =

E A Amazon PrivateLink 177 S3 on Outposts Mk REE API , BUMEFBARFUEREE
Fin =B DNS &5, SIE# Nl , Amazon PrivateLink éiﬁiﬂﬁﬁﬁiﬂ:f”‘,ﬁﬂ’ﬂ S3 on Outposts
2% XE MATAKX,
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https://docs.amazonaws.cn/vpc/latest/privatelink/vpce-interface.html
https://docs.amazonaws.cn/vpc/latest/privatelink/vpce-interface.html
https://docs.amazonaws.cn/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.amazonaws.cn/vpc/latest/privatelink/vpc-limits-endpoints.html
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- [Xi DNS &% - BfEHE—1 VPC im= ID. BREHPRRAF. Amazon Web Services X
B vpce.amazonaws.com , #l# vpce-1a2b3c4d-5e6f.s3-outposts.us-
east-1.vpce.amazonaws.coms

- AJAX DNS &% - 2IEKE—H VPC in < ID, ATAKX, BRSHRIRAF. Amazon Web Services X1
F vpce.amazonaws.com , 80 vpce-1a2b3c4d-5e6f-us-east-1la.s3-outposts.us-
east-1.vpce.amazonaws.com, MREHNEMBE T TAHKX , NATSAEALLIEDT, Hla0 , &AL
FFAT A X DNS 2 #5 A T ik B 12 il = P AR XI5 BB 4% B Ao

/A Important

S3 on Outposts # O imK[RMAE DNS i #FHT H KK, S3 on Outposts X #FFAHE DNS,
--endpoint-url ZHATHERNIKLEE AP,

Amazon CLI R4l

£/ --region M --endpoint-url 2% , BT S3 on Outposts FE Ok LG EMEEMKE/LE R
API,

Example : fEAIwS URL FIHEF S3 134 API B945

FEUTRBIF , HXiH us-east-1, VPC iR URL vpce-1a2b3c4d-5e6f.s3.us-
east-1.vpce.amazonaws.com MM |D 111122223333 B RHENNER.

aws s3control list-regional-buckets --region us-east-1 --endpoint-url
https://vpce-1a2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.com --account-
id 111122223333

Amazon SDK R4

% SDK EFEIRFRA , RAEFEFIWEE N FA®S URL 1A\ S3 on Outposts # O ik <Ky S3 2
# API,

SDK for Python (Boto3)
Example : fE %= URL 518 S3 24 API

EUTRHIF | MK us-east-1 M VPC iR URL vpce-1a2b3c4d-5e6f.s3-
outposts.us-east-1.vpce.amazonaws.com BRRAMENHEL,
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control_client = session.client(

service_name="'s3control’,

region_name='us-east-1",
endpoint_url="https://vpce-1la2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.com'

)

BEXEZEER  ESH (Boto3 FRXAGIERE) HHEHT Amazon S3 By Amazon PrivateLinks

SDK for Java 2.x
Example : fE %= URL 518 S3 24 API

FELLTRHBIH | VPC iR URL vpce-1a2b3c4d-5e6f.s3-outposts. us-
east-1.vpce.amazonaws.com MX1F Region.US_EAST_1 B NHERWER.

// control client
Region region = Region.US_EAST_1;
s3ControlClient = S3ControlClient.builder().region(region)

.endpointOverride(URI.create("https://vpce-1a2b3c4d-5e6f.s3-outposts.us-

east-1.vpce.amazonaws.com"))
.build()

EXEZER |, 52H GEAT Java B Amazon SDK API Reference) HHY
S3ControlClient,

B i DNS B &

FASEET iR S8 DNS B#iFRSEA T S3 on Outposts BEE M A EE AP WEOK SR |, 1
WEFAM DNS BITEF. BLAFERARE2LE S3 on Outposts DNS 1Z#Y1E O iw LM FAE IP it
W4 E T ik 2 B9 DNS & #5.

A S3 on Outposts 812 VPC % &
E} S3 on Outposts €12 VPC # 0O , 551 (Amazon PrivateLink $§58) FHIEIZE VPC im s,

79 S3 on Outposts 2K VPC it 2L KB

I&A LA VPC 3w = B 0 F F 12 %133 S3 on Outposts #9175 8] BV ik 2R BE . #85& A] LATE S3 on Outposts
WERBEPER aws:sourceVpce £H4RBRFMIFE VPC in RIFRFEN M. F£H VPC in LKEK |
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/s3-example-privatelink.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/s3control/S3ControlClient.html
https://docs.amazonaws.cn/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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A LA HIXY S3 on Outposts FHEE APl Min REE API BiGE, FAMKE , B EFI3T S3 on
Outposts FEEE API iFEl, ER , BFTEMEA aws:sourceVpce BEEXY S3 on Outposts HIFT RIE
YERY 1A 8]

S3 on Outposts B A REEIEEATER

- RYRIEL HIR/EN Amazon Identity and Access Management (IAM) E4%K,
- RIFIELREY S3 BHIRE,
- RUFEIEL EIZIER S3 on Outposts &R

DTRREIERTRAEN BRI LN HENERE, BX VPCEENESEER |, B5H Amazon BEH
Amazon Virtual Private Cloud JE3Z M HY Network-to-VPC connectivity options ( MM E VPC
HYERE ML )

/A Important

o HBWMATFNRX VPC SR A ROIKEER |, B e ST E PRI HA 5 ERR, #HiX
BRABRFIFTEIHERE VPC IR ERE , MX UM IERMAMEERE, GXxnAEalt
HBNELE , HSHRNBEREREIRN VPC = VPC A ID, Amazon Web Services X
o %um,\clﬂfumE@izuﬁﬂ%ﬁ%ﬁ%a“ﬁ‘éiﬁrﬂﬁ 20

- EEAUTRAIBRIEZE , 5% VPC inR ID BN ESENERARIINE, BN , £
FTE IR,

- MREHRBNATFMEE VPC s 15[ S3 on Outposts 1 , EFEABEI2H & U5 1%
B, AnEEaERTRFREEEN VPC ImRo.

FH
« = BREIM VPC i S S ERM A
« M5l : £ S3 on Outposts BRI PIELMNIFE VPC Im K15 8]

R BREIM VPC i R34 E MR 15 1)

& A LA B2 — N im SR BE LMY A TG R 45 EBY S3 on Outposts #f. AT R EF GetBucketPolicy #1E
B 7RI BRIX PR F example-outpost-bucket, BERILEKRE BN RFIEBRNEECHWE,
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https://docs.amazonaws.cn/whitepapers/latest/aws-vpc-connectivity-options/welcome.html
https://docs.amazonaws.cn/whitepapers/latest/aws-vpc-connectivity-options/network-to-amazon-vpc-connectivity-options.html
https://www.amazonaws.cn/premiumsupport/knowledge-center/s3-regain-access/
https://www.amazonaws.cn/premiumsupport/knowledge-center/s3-regain-access/
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JSON

{
"Version":"2012-10-17",
"Id": "Policy1415115909151",
"Statement": [
{
"Sid": "Access-to-specific-bucket-only",
"Principal": {
"AWS": "111122223333"
}I
"Action": "s3-outposts:GetBucketPolicy",
"Effect": "Allow",
"Resource": "arn:aws:s3-outposts:us-
east-1:123456789012:outpost/op-01ac5d28a6a232904/bucket/example-outpost-bucket"
}
]
}

5l - £ S3 on Outposts #@HREEHIELMNIFE VPC im K15 [H]

LA S3 on Outposts fRMIEL BT vpce-1a2b3c4d VPC iR ih B example-outpost-bucket
18 _E# GetBucketPolicyo

aws:sourceVpce ZHEERS , TEE VPC Iw R A FEH Amazon BREEZF (ARN) , REERS
ID. EfFANER BN RFIEZRIEZECHE

JSON

"Version":"2012-10-17",

"Id": "Policy1415115909152",

"Statement": [

{
"Sid": "Deny-access-to-specific-VPCE",
"Principal": {
"AWS": "111122223333"

},
"Action": "s3-outposts:GetBucketPolicy",
"Effect": "Deny",

BIE VPC i = SRR H AR SR RE API M7 2006-03-01 115
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"Resource": "arn:aws:s3-outposts:us-
east-1:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket",
"Condition": {
"StringEquals": {
"aws:sourceVpce": "vpce-1la2b3c4d"

}

Amazon ZEZ A 4 ( SigV4 ) B AL ER RIG R

TRETTE Amazon £EMA 4 ( SigV4 ) FMIAEEXHNEZMGE  BUUNXLERHRAT
Amazon S3 on Outposts, ZRAIEFHBRERRINXLERY , MEEEAZAERAE 4 FHERH T
FHIAERREHRITHENTAN. BXTHIKE , B2 FASZEMAE 4 BRNEZ BN FHEE
TR, BREALSBRAE 4 N BER#ITEHRIINEZELR , BSHE (Amazon Simple Storage

Service APl &) HFIX1ER#IHTEHHRIUE ( Amazon ERRA 4)

bz ) Ok 5 88
s3-outpos S3 on Outposts XIFZMEFMINES ZE. BEREEZANBEREAIENS
ts:authType PINERE , BRI AMERA L R4, flin , Be] LUE A R A2 R

ARFEBERGMIANERFER HTTP Authorization #5k,
BEWME

REST-HEADER

REST-QUERY-STRING

s3-outpos FLZRECEISMINENBERPWER (UERDRENMN)
ts:signatur

eAge JH.’:%1¢4X§E% a:?)ﬁsg% URLo

EZERA 47 SERHERHEEN 7 X, Bk , SENERHZA]
R 7 Ko BXEZEE , H2H (Amazon Simple Storage Service API
2E) HNERERE . BUUERLZRGH - SREILEBRE,

LB 4 ( Sigv4 ) FrgeE API fR4s 2006-03-01 116


https://docs.amazonaws.cn/AmazonS3/latest/API/sig-v4-authenticating-requests.html
https://docs.amazonaws.cn/AmazonS3/latest/API/sig-v4-authenticating-requests.html#signing-request-intro
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RAriEmE

B

s3-outposts:x-
amz-content-
sha256

% B8
~I{E : 600000
B ERER GBI EEBPREEZNRNE.

FERESERA 404, ¥FEH Authorization #RLMER , BEEL
ZZITEHR R x-amz-content-sha256 #rk , RENEHEIRE
DLk Rk

BAILAE MR P AR RRIEL AT AREZNERAE,
Blgn -

- IELMEM Authorization #RAFTFERFITHMINE , BERNBERR
FHITEBN L, BXEZELR |, H5H (Amazon Simple Storage
Service APl &) HEENXRPERHERESE.

- ELFHAMER URL B L&, MZH URL B4 E — UNSIGNED_
PAYLOAD . BXxEZER , i5ZH (Amazon Simple Storage Service
APl 2Z) RN ER#TSHRIENS HRIES E,

B3{E : UNSIGNED-PAYLOAD

EH5EA MR 4 B XHY R B RY 76 18 KB =4

EFERALUTRA , B user input placeholders B REECHEELR,

Example: s3-outposts:signatureAge

UTHEHERRBENELIENEEREEE 10 24ELX example-outpost-bucket FXIRAY S3
on Outposts FiZE#& URL B XK.

JSON

"Version":"2012-10-17",

"Statement":

{

minutes old",

"Sid": "Deny a presigned URL request

[

if the signature is more than 10

ERAEEERA 4 BXROFMHENFERRE RO
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https://docs.amazonaws.cn/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.amazonaws.cn/AmazonS3/latest/API/sigv4-query-string-auth.html#query-string-auth-v4-signing
https://docs.amazonaws.cn/AmazonS3/latest/API/sig-v4-authenticating-requests.html
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"Effect": "Deny",
"Principal": {"AWS":"444455556666"},

"Action": "s3-outposts:*",

"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-01lac5d28a6a232904/bucket/example-outpost-bucket/
object/*",

"Condition": {

"NumericGreatexrThan": {"s3-outposts:signatureAge": 600000},
"StringEquals": {"s3-outposts:authType'": "REST-QUERY-STRING"}
}
}
]
}

Example: s3-outposts:authType

AT ERERRNAGTER Authorization #fRA#HTERFMINENER, EAMELEEN URL iF
REFFEIEL , EAMES URL FRAEASBREMERNSHIANLEER. BXEZER , ES3H
{Amazon Simple Storage Service AP| &) {58 IE 5 %,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow only requests that use the Authorization header for
request authentication. Deny presigned URL requests.",
"Effect": "Deny",
"Principal": {"AwS":"111122223333"},

"Action": "s3-outposts:*",

"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/
object/*",

"Condition": {

"StringNotEquals": {
"s3-outposts:authType": "REST-HEADER"
}
}
}
]

ERAEEERA 4 BXROFMHENFERRE RO API hz7s 2006-03-01 118
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Amazon S3 on Outposts AriEE

}

Example: s3-outposts:x-amz-content-sha256

UTHE#BEREIELTMATEASBERATMN L& , fINFERATERE URL W LEE. BXESEER,
25 ® (Amazon Simple Storage Service APl &) FEXER#1T 5 B IAEM 54 IAIES o

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "Deny uploads with unsigned payloads.",

"Effect": "Deny",

"Principal": {"AwWS":"111122223333"},

"Action": "s3-outposts:*",

"Resource'": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-01lac5d28a6a232904/bucket/example-outpost-bucket/
object/*",

"Condition": {

"StringEquals": {
"s3-outposts:x-amz-content-sha256": "UNSIGNED-PAYLOAD"
}
}
}
]
}

E T Amazon S3 on Outposts B Amazon & =, 5K B

Amazon EEX KB EH Amazon BIZMEEWINT KK, Amazon TERAKXKKEENFZENER
RORMENR , MELBTUFRAAF, ANA RS ENR,

HigfE , Amazon REX KB U RT 2N EHNRBEEARIIR TRENR , AN ATHRFE Amazon
EREM. RMNBVETEXBETEARMNE - EEERKRE —SBONR.
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https://docs.amazonaws.cn/AmazonS3/latest/API/sigv4-query-string-auth.html#query-string-auth-v4-signing
https://docs.amazonaws.cn/AmazonS3/latest/API/sig-v4-authenticating-requests.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
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BIEE R Amazon TEXNKBEHENLWNE, MR Amazon EFHTE Amazon TER KA E X
IR, NEHFSEMZREFMMBINFIEEAEHS (AP, AHNAR ), HEHH Amazon Web
Services RS BIIHEFH AP IRETRHATME RS , Amazon B WJ8EE #H Amazon EE X KK,

BXREZEER |, HZWAmazon {(IAM FAF1EE) HHIEE R,

Amazon F£E R KB : AWSS30nOutpostsServiceRolePolicy

ERRE XA AWSServiceRoleForS30n0utposts B —28% , HENIEEE M E R R,

EEFWERBHNER , 35 AWSS30n0utpostsServiceRolePolicy.

Amazon FEE N K BRI S3 on Outposts E#

&E B S3 on Outposts FFIRRERE HIARK , BX LIRS H Amazon EE XN RN EHMNIFAE R,

B #iRr B
S3 on Outposts i1 Y S3 on Outposts i1 Y 2023 10 A 3 H
AWSS30n0utpostsSer AWSS30n0utpostsSer
viceRolePolicy viceRolePolicy 4EN
BRSSHEX< A AWSServic
eRoleForS30n0utpos
ts W—%2 , eAHBBEE
R &R R o

S3 on Outposts FFIRERERER  S3 on Outposts Fr R ERHE 2023 £ 10 A3 H
Amazon FEE X KB E R,

RS HX A BT Amazon S3 on Outposts

Amazon S3 on Outposts #F Amazon Identity and Access Management ( IAM ) RZSHEXAE, RS
MxAR—f5 S3 on Outposts E#EXREAVIRAFEER IAM A€, BRFZHEXAERH S3 on Outposts
MEN , EERSAKERERARE Amazon BRESFTENFIENR,

REERAGBTLLEERMIRE S3 on Outposts , REARUFFRMSENNBR. S3 on
Outposts EXHRSHXAEHINR , BRIESAEN , BMRE S3 on Outposts IR AZAE, &
N R EEEERENNRERR | SARTREMMEMEME M IAM SRR PR KB,

AWSS30n0utpostsServiceRolePolicy API fRZR 2006-03-01 120


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

Amazon S3 on Outposts AriEE

RAETEEERBREXERE , £ MERRSRBEAE®, XFRIPEM S3 on Outposts HiR , BAE
T LT B M ERA BRAY 5 B AR

BXRIERSHEXACHEMBRSWEER , HSRE IAM BLEFERAM Amazon fRS , H&EHK Service-
linked roles ( RSMHEXAE ) FIRETH Yes ( B ) WS . EFEEBMNERE  EFZRSHRS<EK
A,

S3 on Outposts B ARF K< A BN IR

S3 on Outposts A& AWSServiceRoleForS30nOutposts YRS < A @ RBEIIREEMER

3]
Do

AwSServiceRoleForS30nOutposts REMXABEFUTRSRAZASE :

* s3-outposts.amazonaws.com

7 AWSS30n0utpostsServiceRolePolicy A ENXPREEE LT S3 on Outposts X 1§ E R IR
AT IRE -

JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeNetworkIntexfaces",
"ec2:DescribeVpcs",
"ec2:DescribeCoipPools",
"ec2:GetCoipPoolUsage",
"ec2:DescribeAddresses",
"ec2:DescribelocalGatewayRouteTableVpcAssociations"

1,

"Resource": "*",

"Sid": "DescribeVpcResources"
}I
{

"Effect": "Allow",
"Action": [

S3 on Outposts KRS HH< A R API KR8 2006-03-01 121


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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RAriEmE

"ec2:CreateNetworkInterface"

]I

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

1,

"Sid": "CreateNetworkInterface"

"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterface"
1,
"Resource": [

"arn:aws:ec2:*:*:network-intexface/*"
]I
"Condition": {

"StringEquals": {

"aws:RequestTag/CreatedBy": "S3 On Outposts"

},

"Sid": "CreateTagsForCreateNetworkInterface"

"Effect": "Allow",

"Action": [
"ec2:AllocateAddress"

]I

"Resource": [
"arn:aws:ec2:*:*:ipv4pool-ec2/*"

1,

"Sid": "AllocateIpAddress"

"Effect": "Allow",
"Action": [

"ec2:AllocateAddress"
]I
"Resource": [

"arn:aws:ec2:*:*:elastic-ip/*"
1,
"Condition": {

"StringEquals": {

"aws:RequestTag/CreatedBy": "S3 On Outposts"

S3 on Outposts KRS HH< A R
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RAriEmE

}
}I
"Sid": "CreateTagsForAllocateIpAddress"
}I
{

"Effect": "Allow",

"Action": [
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:CreateNetworkIntexrfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:DeleteNetworkIntexrfacePermission",
"ec2:DisassociateAddress",
"ec2:ReleaseAddress",
"ec2:AssociateAddress"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/CreatedBy": "S3 On Outposts"
}
},
"Sid": "ReleaseVpcResouxrces"
},
{
"Effect": "Allow",
"Action": [
"ec2:CreateTags"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"ec2:CreateAction": [
"CreateNetworkInterface",
"AllocateAddress"
1,
"aws:RequestTag/CreatedBy": [
"S3 On Outposts"
]
}
}I
"Sid": "CreateTags"
}

S3 on Outposts KRS HH< A R
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}

MMEEMR , LA IAM SHHE (A6 ) 22, REIMRESHEXAR. AXESZER , BEH
(IAM FF#sRE) R ARSS <A BRUR,

9 S3 on Outposts BIERRSHERAE

BEEFHUNEBRS<BEARB, HBIE Amazon Web Services B 4|4 . Amazon CLI 8% Amazon
AP| 8% S3 on Outposts i AY , S3 on Outposts £ HERBIERFZ XA,

MREWBRZBSXHKAE , RAEFTEBXRLE , BUUFERAMEEREEKFFERCIELAR®, H&E
#12 S3 on Outposts i S AT , S3 on Outposts 2BRX N BRI EREZH<AE,

B AT LA IAM #251A 5 S3 on Outposts FERARFICIZERSHEXAER, £ Amazon CLI 5 Amazon
APl # | 5/ s3-outposts.amazonaws.com [RFEMBIBRFZHERACR, BXEZELR , BSH
(AM AF1ER) PHRIBZIRSHEXACE. RERER T LHERESHEXAE , IFEARENTEBX
tEAeE,

"% S3 on Outposts RS HX A

S3 on Outposts T A iF &4 AWSServiceRoleForS30nOutposts FREHXAR, XBEAEN
EZ%, RN ERNENEHEI AizAR, T3, BAUER IAM FBAGHNIHE, AXEZSELR
BEZHE (IAM AFiEm) PREERS<KAE,

I B& S3 on Outposts HARSZ K< AR

MRTBEECAENZTERSAXACHFLERERS , RNEBWERHBRZAC. XHEMKBREED
BERNEFHREASKE, B, #AEBRBSHAXAGHNER , RETEFIMERE.

® Note

o0 SR A 4813 B M BR B IR BY S3 on Outposts BRSFIEEEAZAE , NRBRRETRERS A K. MR
REXMER , BEF/LoHRER,

fil Bk AWSServiceRoleForS30nOutposts A& A S3 on Outposts &R

1.  TE$&H Amazon Web Services i P FEEFTHE Amazon Web Services Xigiffl Bk S3 on Outposts i
&

/AN 0

A S3 on Outposts BIZERFSHEXRBE API WA 2006-03-01 124
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

Amazon S3 on Outposts AriEE

2. A IAM BIRERESHEXAE,

F A IAM #2414 |, B Amazon CLI 2% Amazon API &I B&
AWSServiceRoleForS30nOutposts lRFMHEX AR, BEXELZER , HZH (IAM AF{E
B PHMBRRESERAE,

S3 on Outposts fRFEX A BN Z XX

S3 on Outposts XIFERERSZ X ABIMATE Amazon Web Services KigiFFEAZBRS. BXES
§8 , 2% S3 on Outposts X i3 Mk =0
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.amazonaws.cn/general/latest/gr/outposts_region.html#outposts_region_s3
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B S3 on Outposts 17

B35 Amazon S3 on Outposts , A LATE Amazon Outposts E 8|2 S3 1 , HEARE N EE R
BEFR, NBELCENMBETENNARFENFHEINRZEINR, S3 on Outposts H2fit 7 — N
WY FZ &2 S3 Outposts (OUTPOSTS) ; Z 72 #E A Amazon S3 API , 3 B AT 7 Amazon Outposts
FHZMEZNRS B[ BB AR BEMEEIE, BB Virtual Private Cloud ( VPC ) EAEAR
Mif SEREE Outposts R TEE. BT LAMERIE Amazon S3 A —#E7E Outpost #8 L E AR
API FIThEE , BIETHRIKEE., MBRMIRIZ, A LUEN Amazon Web Services BEE# %A, Amazon
Command Line Interface (Amazon CLI), Amazon SDK = REST API £ S3 on Outposts, BXE %
8 , 21 1+ 42 Amazon S3 on Outposts ? o

BXEEHEZ Amazon S3 on Outposts FHREBENEZER , BSRAUTEE,
E&A

73 S3 on Outposts WHEE S3 AR+

« 9 Amazon S3 on Outposts ERIZMEBR L HEHERE

« &%l S3 on Outposts HIXI R
« @I FE A Amazon RAM # = S3 on Outposts

« {# S3 on Outposts K E i Amazon Web Services IR

A S3 on Outposts WMEE S3 Mx A2 Fl

BRRE , S3RAEFHEFXN KRN SN TRBAREFRE —MER. T Outpost MHFHBZNX
R, EABEA S3 RAEHIHEERRE . REFERESMRAE., S3 ARG/ BIEM A
BOARENNAEFREFIRE,

Amazon S3 on Outposts # 28 = f R AR HIRE -

« Unversioned ( A2 MAEE ) - MBRENREN LBRARE ST S3 AZH |, NELFARZRAEZE
FIRES , HFETIRE S3 lABEHIRE. BX S BAEFENWEZEER , ES S3 on Outposts #
BB S3 MRAEH,

« Enabled (BB ) - AEHPHXNRBA S3 lxAI2Hl, FINEIREH I XS R EDRF U EIMHE— 5 R A

ID. BAMAEHNEFETFERTFHOXNRAMRAE ID Anull, MREHHMGREBSIOXLE ( SHEM
Hfth ) XK , 6120 PutObject , WX RAFFIRGME —HIARZS 1D,

EE S3 fRA R API hz 7 2006-03-01 126
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* Suspended ( EfF ) - PN RELF S3 RAEE, EERAZEERMNEBBH AN REHFR
EIRRA ID null. BXEZEE |, EZH (Amazon S3 AiFER) HHEXRIAME S EFRAE
Y o

FEXY S3 on Outposts F/E A S3 rAEZEHfE , ERHEEZREEFZIRAZHRS. B2, BILEE
MRA#E &, BX S3 MAEBEHNEZEER , ESH S3 on Outposts EEE S3 frRAZHo

HNFRPNEBINER , BHE - NHAURERARBNEZTNA LIS TR, I TREFERAE ,
BRSO S3 A ANANEE N EELFRAEEENRREIH. EXEZEE , BSHE
Amazon S3 on Outposts WFEIZMEE 4+ B HEE.

AR RGIE R[5 Amazon Web Services B2 #|& A Amazon Command Line
Interface ( Amazon CLI ) 3¥#1E S3 on Outposts #/8 AR E FRAES, EQRESHT S3 MRAZEH
1 , S 612E S3 on Outposts FHE o

® Note

BIZEZENH Amazon Web Services Ik B ZEZ#HNE , b2 — A ERIRENIK
F. FHBEBLEREM , W0 Outpost, #£L, RINMEMFRKIRE. HRS[IRESEAT
V5 [B) 126 4 P X3 9 Virtual Private Cloud (VPC) 5 R RURBE AR Hih thiEg. BXEZE
£ , &2 S3 on Outposts M3B .

£/ S3 #H A
YREBARRY S3 IRAZHIRE

1. &% ZE| Amazon Web Services EE1ZHI& , AFEI A TMu3THF Amazon S3 ##|& : hitps:/
console.aws.amazon.com/s3/,

EEMSMBEESF |, % Outposts buckets ( Outposts 1 ) -
ERENHBA S3 RAEHIH Outposts #.

EERE R,

EFERREEZEST | FEERRE.

BIEREATEDZ— , REE S3 RAZRHEIRE :

2L T

- EEY{F S3RAEEIHF L OEIHX RMA , HiEHE Suspend (EF ) .
- E5A S3RARHFHARFEINRNSNITEEZE |, 151£F Enable (BA ) -
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7. ERFREER.

£ Amazon CLI

E#H Amazon CLI X188 A EF S3 WA #2&l , B put-bucket-versioning % , LT
ROIFTR. BERAXLERY , EFE user input placeholder B AEEHEHELR,

BXREZER , 551 (Amazon CLI $#) H# put-bucket-versioning.

Example : J3 A S3 R4 E &l

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --versioning-configuration Status=Enabled

Example : &% S3 hR 442 &l

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --versioning-configuration Status=Suspended

3 Amazon S3 on Outposts HBEIEZME B A mEAEE

BT LAER S3 £ an ALt Amazon S3 on Outposts N EBRE, BRI LIGIBREGAHEMN | EX
REBCHN IR HERIARARNK . BACE, EA. ZAIMEREWEEIN,

AXx S3AEMAYNEZELR |, 297 Amazon S3 on Outposts R EFEE 4 A HEE,

(@ Note

BIZEMEY Amazon Web Services lF B ZE , HERH—TLGIE, SH. ZAIMBRE
T EAEA N AR P o

EQ|ZMEE S3 on Outposts W EWEAHEE , HSHEUT &,
E3

« {#H Amazon Web Services EEZF| A QI EMER L o BAHMN

« {£A Amazon CLI FEA T Java B9 SDK SIZMNE R4 oy FAHIE B
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5 Amazon Web Services EE#ZEH| A CIZMERE L A HAH N

WA LAER S3 £dn ALt Amazon S3 on Outposts N FERBE, BRI CIREGTABRN |, XY
REZBC T HRBEEHAREEK, BALGIE, BA. ZRAIMERESEEHN,

BXx S3AEMAYMNEZELR |, 23597 Amazon S3 on Outposts RIS 4+ A HIEE,

@ Note
BIZHH Amazon Web Services Ik B ZAE , HERH—TI G, BH. ZAIMKRE
AR AR P o

ZEE A Amazon Web Services BE#2#%|A 7 S3 on Outposts SIZMEBEmEHMN , ST
£
s
- BIEEHEHAN
- BERLEWEAN
- wELE AR
o MIBRAE AR EHAALN

I A o B AN

1. &% Z| Amazon Web Services EE1Z#I& , AFEI L TMUEITHF Amazon S3 ##|& : hitps:/
console.aws.amazon.com/s3/.

EEMSMEBEHEA | 1% Outposts buckets ( Outposts #F ) -
ERERNHBEGABRMANE Outposts H.

1% Management ( B3 ) &I+ , /5% Create Lifecycle rule ( BI24Eaw AN ) o
73 Lifecycle rule name ( £ BEMN B ) WA —ME,

£ Rule scope ( BEEE ) T , EFUTEIZ — :

I T

ﬂﬂ%‘?ﬁlﬁl BRA&I B4 E LS4 | Hi%4R Limit the scope of this rule using one or more filters (
—NEENFEFERFLANGEE ) . AT, FNAIRFERYE. REITVRKD,

. EHEI:MWJJK_\?FH FREBPNFIEXNR , iHi%# Apply to all objects in the bucket ( K EIHF B FR
BRR)
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7. 1 Lifecycle rule actions ( £ EHMNIRE ) T , EBUA TR Z — :

- Expire current versions of objects ( X R HBIARAZ NTH ) - X T /8 AMRAEHNE , S3
on Outposts £ARINMPIERIFIE , N RERBNIELBRAR, W FAEA S3 RAZEFHHME , S3
on Outposts £ 7K X Ml BRI &Ko

« Permanently delete noncurrent versions of objects ( 7K AMIBRXS REVIEL FTARZA ) — S3 on
Outposts 7K A Ml BRX R Y IE ZH BIAR Ao

« Delete expired object delete markers or incomplete multipart uploads ( i B #3 &9 il BR#R 12 5%
RFERM D B L& ) — S3 on Outposts 7k X Ml BR3T EA #Y i BRAF iC SR AR TR AT 20 B £ 4% 6

MBEFEANRIRE RS BN WSEE , NFEIER Delete expired object delete
markers ( il BRI BB A9 XS SRMIBRFRIZ ) o HNRIRIEIER Expire current object versions ( 24 i
FRMRATE ) |, £ Delete expired object delete markers ( il &3S 2 89 33 SR il BR ¥R
i),

(® Note
ET A/NTEESME TR T MIBRAR IS AR TTRE 2 B L& o

8. MRIE%EE T Expire current versions of objects ( Y FIARAKIFTRIH ) = Permanently delete
noncurrent versions of objects ( K AMIBR RAWIEHBIRA ) , FREFEAHINRNFER
PREC E ALt % 2] o

9. MERi%EIE T Delete expired object delete markers ( Ml B3I HARY 3T RBIBRARICS ) , B IAMI RS
HAR XS SR BRHR I |, iE%4% Delete expired object delete markers ( il Bxis B89 X M BRFR1IE )

10. 1£ Timeline Summary ( REILWHE ) T , EFEENERAHAN , RF1EF Create rule ( BIZEH
o

J2 P 4 o R AL
B PS5 IR 2 o ALY

1. B TMUITH Amazon S3 ##l& : https://console.aws.amazon.com/s3/o
2. EEMSMBERKT , % Outposts buckets ( Outposts # )

3. ERENHBARNZALEGAHMNE Outposts #.
4

% Management ( B ) &I+ , ARFTE Lifecycle rule ( £ AHHAN ) TBRESZHAREH
AR

EREEE API hzZ 2006-03-01 130
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5. ¥TF Action (#&4E ) , i%&# Enable or disable rule ( BRARZAMN ) .

YmiBEan F AN

1. BELATMUITHF Amazon S3 ##l& : https://console.aws.amazon.com/s3/o
EEMSMEHKF | 1% Outposts buckets ( Outposts #F ) -
ERENHREEGEPHANE Outposts .

1% Management ( B2 ) &I+ , ARGEREHRENEGEAHMAN,

( ik ) E# Lifecycle rule name ( £ EEHNZ 5 ) H{ES

£ Rule scope ( MINEE ) T , REZFERETE :

o o b~ w0 DN

- NFTEREZEERESRY | H%R Limit the scope of this rule using one or more filters ( f&
A—ANRENEEFERBLEANBEE ) . R, RMBIBTFERE. HRERIRKD,

- EFERANSAFREPHRERR , HiEE Apply to all objects in the bucket ( Bz ZI# F B9 AT
BXRR)

7. 7 Lifecycle rule actions ( £ EAEMMIERME ) T , BT EIIZ — -

- Expire current versions of objects ( fFX R HRMRARRALH ) - X T /8 AMRAEZEFIE , S3
on Outposts 27 INMIBRARIE , AN RREBENIEHBRAE, N FAEA S3 RAZHIHME , S3
on Outposts £ 7K A M BRI &Ko

« Permanently delete noncurrent versions of objects ( 7K AMIBRXS REVIEL BTARZA ) — S3 on
Outposts 7K A Ml BRX R Y IE ZH BIAR Ao

- Delete expired object delete markers or incomplete multipart uploads ( i BRI H3 &9 i Br#R 12 =
R E £4& ) — S3 on Outposts 7K A M BRI HA 49 i BR ¥R 12 2 R TE KAV 0 Bk £ 1%

MR EFEANRIFE R £ BB WSEE , NFEIER Delete expired object delete
markers ( il BRI BB IS SRMIBRFRIZ ) o HNRIRIEER Expire current object versions ( 24 i
FRMRATE ) |, thTEIEER Delete expired object delete markers ( il &3S 2 89 33 R M BR ¥R
i),

(® Note
ET A/NTEESME TR T MIBRAR IS AR TTRE 2 B L& o
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8. MRIE%EE T Expire current versions of objects ( Y FIARAKIFTRIH ) = Permanently delete
noncurrent versions of objects ( K AMIBRN RAWIEHBIRA ) , FREFEAHINREEHR
B AU i % B o

9. MWMRE%EE T Delete expired object delete markers ( il Bri3 BRI 33 RBIBRFRIZ ) , BB IAMIBRS
RIS R BRFRIC |, B3R Delete expired object delete markers ( il BRis 2 89 33 R BRFRIE ) o

10. EERE

i BR 2 2n E HA AL

1. B AT MuLiTFF Amazon S3 ##I& : https://console.aws.amazon.com/s3/o
EEMSHIBEHF , %$F Outposts buckets ( Outposts 1 ) -
R E R EMIBRAE v B EMN A Outposts #.

i%# Management ( B ) &M+ , A5 Lifecycle rule ( £apAHAMN ) T , EFZMERAIMN
s

5. %#* Delete,

0 N

£/ Amazon CLI FiEATF Java B9 SDK Bl M EBEmBEHEE

BRI LAER S3 £ an ALt Amazon S3 on Outposts W EBRE, BRI IGIREGEAHMAN | EX
KEZA T HHERFTRAT, B tlE, A, ZEHAIMERERBHAN,

Ax SIAEMAYMNEZELR |, 297 Amazon S3 on Outposts #8622 F1E I 4 i A HiEL &,

@ Note

BIZEMEY Amazon Web Services I F B ZE , HERH—TUGIE, BH. ZAIMBRE
A ERH N B .

E A Amazon Command Line Interface ( Amazon CLI ) 1 5&fF Java # Amazon SDK 812 &
¥ S3 on Outposts W ERAHEE , ESRLUT R0,

£l

- W& (PUT) £ AHERE

« 3REX ( GET ) S3 on Outposts #& £ 4 i B Hifl &

£ Amazon CLI #5EFF Java 9 SDK API fR4s 2006-03-01 132
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ME (PUT) £ EHPEE

Amazon CLI

LA Amazon CLI ;Rf5|7E Outposts @ LB L A B ERE, WREIEEEARICHR
(myprefix) WAIBXRR , HEREHE 10 XKESH., EFALTRS , FFEN user input
placeholder B} NIEHEHER.

1. FEPAHEERBREFE JSON XH4HR, ERTREP , XHawHE AN lifecyclel. json,

{
"Rules": [
{
"ID": "id-1",
"Filter": {
"And": {
"Prefix": "myprefix",
"Tags": [
{
"Value": "mytagvaluel",
"Key": "mytagkeyl"
3,
{
"Value": "mytagvalue2",
"Key": "mytagkey2"
}
1,
"ObjectSizeGreaterThan": 1000,
"ObjectSizelLessThan": 5000
}
.
"Status": "Enabled",
"Expiration": {
"Days": 10
}
}
]
}

2. fF JSON M ##EHRput-bucket-lifecycle-configuration CLI i K —IPo R, E
FEALHS , H/ED user input placeholder Bt HIEEHECHNER, BEXUHGHINE
ZER , HZH (Amazon CLI %) HH put-bucket-lifecycle-configuration.
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aws s3control put-bucket-lifecycle-configuration --account-id 123456789012 --
bucket arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
bucket/example-outposts-bucket --lifecycle-configuration file://lifecyclel. json

SDK for Java

LARER T Java B SDK RHBITE Outposts B EMEEwmBAHEE. tEmEAREEEEESFIC
BIZR (nyprefix) WAIBXR , HERZEE 10 XKESH. EFERLRS , B8 user input
placeholder BB NEBCHER. BXEZEER , i52H (Amazon Simple Storage Service
APl 22&) H# PutBucketLifecycleConfigurations

import com.amazonaws.services.s3control.model.*;

public void putBucketlLifecycleConfiguration(String bucketArn) {

S3Tag tagl
S3Tag tag2

new S3Tag().withKey("mytagkeyl").withValue("mytagkeyl");
new S3Tag().withKey("mytagkey2'").withValue( "mytagkey2");

LifecycleRuleFilter lifecycleRuleFilter = new LifecycleRuleFilter()
.withAnd(new LifecycleRuleAndOperator()
.withPrefix("myprefix")
.withTags(tagl, tag2))
.withObjectSizeGreaterThan(1000)
.withObjectSizelLessThan(5000);

LifecycleExpiration lifecycleExpiration = new LifecycleExpiration()
.withExpiredObjectDeleteMarker(false)
.withDays(10);

LifecycleRule lifecycleRule = new LifecycleRule()
.withStatus("Enabled")
.withFilter(lifecycleRuleFilter)
.withExpiration(lifecycleExpiration)
.withID("id-1");

LifecycleConfiguration lifecycleConfiguration = new LifecycleConfiguration()
.withRules(lifecycleRule);

PutBucketLifecycleConfigurationRequest reqPutBucketLifecycle = new
PutBucketLifecycleConfigurationRequest()
.withAccountId(AccountId)
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.withBucket(bucketArn)
.withLifecycleConfiguration(lifecycleConfiguration);

PutBucketLifecycleConfigurationResult respPutBucketLifecycle =
s3ControlClient.putBucketLifecycleConfiguration(reqPutBucketLifecycle);

System.out.printf("PutBucketLifecycleConfiguration Response: %s%n",
respPutBucketlLifecycle.toString());

¥XHY ( GET ) S3 on Outposts #& L £ B HE &

Amazon CLI

LU Amazon CLI ;Rf5J3REX Outposts i LA AHEE, EFALS S , BRE user
input placeholder B REECHER, EXUGTHEZER , E5H (Amazon CLI &
#) i get-bucket-lifecycle-configurations

aws s3control get-bucket-lifecycle-configuration --account-id 123456789012 --bucket
arn:aws:s3-outposts:<your-region>:123456789012:outpost/op-0lac5d28a6a232904/
bucket/example-outposts-bucket

SDK for Java

LARER T Java #9 SDK RHIFRER Outposts M EmAREE, BXEZER , HZH (Amazon
Simple Storage Service APl £#&) HH GetBucketLifecycleConfiguration,

import com.amazonaws.services.s3control.model.*;

public void getBucketlLifecycleConfiguration(String bucketArn) {

GetBucketLifecycleConfigurationRequest reqGetBucketLifecycle new
GetBucketLifecycleConfigurationRequest()
.withAccountId(AccountId)

.withBucket(bucketAzrn);

GetBucketLifecycleConfigurationResult respGetBucketLifecycle
s3ControlClient.getBucketLifecycleConfiguration(reqGetBucketLifecycle);

System.out.printf("GetBucketLifecycleConfiguration Response: %s%n",
respGetBucketLifecycle.toString());

£/ Amazon CLI #i&A F Java #) SDK API fR7s 2006-03-01 135


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3control/get-bucket-lifecycle-configuration.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_GetBucketLifecycleConfiguration.html

Amazon S3 on Outposts AriEE

}

£ %l S3 on Outposts HIXI R

f&Bh Amazon Outposts E# S3 &%l , BA LA Amazon S3 on Outposts Bt iEH EFRE# Outposts
Z B FE[R — Outpost LMz B BahEHl S3 R, B Outposts £HY S3 E#l , EMHER
TEH Outposts HEFEWIKFLEF BB SN EIER |, UHBBHZBIETEFR. Outposts £H S3
SHEYTHRENENAFRHERATABEKFABERLAZ., URFERRILSFEHRETLMER , 7
LAE A Outposts LY S3 EFIKFEREATB THBIENNKWEIS , WRBENRIZESE, FREMMR
X 1D,

Outposts L S3 EHIIARAFMAVIERFTEL , LEEF BN RE RS, EBITLER Amazon
CloudWatch , B BRIRFESNFTEHR., FEFNBRESURERMNBEGHAZBRNESIERRKEEES
HIHE, ERELHMYEERERB , &0 LRE Amazon EventBridge SUENAE X & #IX KR K MK E
o, ETHREZER , BSREBEENES,

FH

- SFEE

« Qutposts EH S3 EFIER

- SHItARNAE?

« REHHTLAR?

« QOutposts EH) S3 EHIFZFHFHAL?
- REEFI

- EEEBNEH|

EFEE

S3 on Outposts A XML X FEEFIEE. £EFIEE XML XHH , BFEE— Amazon Identity
and Access Management (IAM) B &L K — N Z NN,

<ReplicationConfiguration>
<Role>IAM-role-ARN</Role>
<Rule>
</Rule>
<Rule>
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</Rule>

</ReplicationConfiguration>

S3 on Outposts TEERLBFTNBERATEFINR, BEAEEFREFEEN IAM A€[[E S3 on
Outposts R FPFR. S3 on Outposts X ALL IAM AEURREEFIFTR, EFHBRES F , B4 E
IAM B &R FRrEMNNR, B S3 on Outposts HIXENRHNEZER , FSHEIE IAM A&,

HEU TSN EHEE RN —PIRN

- BHRLEEFMBNR.
- BHRLEEFRNRTFE. BIEAMNPRN—NFERGE , TIRANKRFR. EERESRAF , BEX
KBAR, HMER_ENASUIMREZEQENARNBNRFE.

NRBEHHMANRTE , FEEFHEEFAMNSNIAN, £EMUG  BE-PMEETFRANRTE
RYTEIE SR Blan | BATREEERE TREIR N tax/ H document/ MEHNR, ERIEX—K , BFEE
AR, —MANEE tax/ BERFERHSE , 5 —MEE document/ IR,

B> S3 on Outposts EFIEEMEFIMANMWEZEE |, i55H (Amazon Simple Storage Service API
2#) H K ReplicationConfigurations

Outposts EH S3 EHIHER
SFRBETHERK :

« B #r Outpost CIDR SEEHAMIEIR Outpost FMEZHXEt, BXEZELR , BSH AEEHHNE
FREMH

- FRAMBERBSAIEEEA S3 RAES, BXRAZFHWESFEL , HSHF S3 on Outposts 1
E1E S3 Az Hl,
« Amazon S3 on Outposts BN K TXEFNKMNEREFZ B iItE. XEKREELANE—PR
A6 , LUMES GET M PUT XPBRZEIRLA S3 on Outposts,
1. ERIBRSAGZH , BXTIRE RN GET XRF B FRMEH PUT IR
2. ERIERSE A BLUNNPRZEIRSA S3 on Outposts , AT AEBERRL ALY IAM =& ( AR EHA
& ) $4T iam:CreateRole # iam:PassRole &E, ARE , BAYF IAM ZECIERSAE,
E{F S3 on Outposts REFKEBRALRFZ AR , HF GET F PUT NEZEIR4 S3 on Outposts , &
PR ZABSELENEEMNBREKE, Bx S3 on Outposts WX LENRHWEZEE |, ES
FelZE IAM B, BXEUERSACNEZEE , BSRMERSAE,
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EHHARNAE?
FEEREERT , S3 on Outposts 28 HILLTRE :

- PMEFEEZEEIRHIN R,
« NENREBANNRTETE, BXOMHETHBENREEHERENROESR , 55 HE Outposts

LB T Amazon S3 EIZAE i E L ot 8y & HPIRFS

- NEHRE (WRE) .

M BRIRAENS & RIRERFA I

wn

RENRFREBPRERNR , MWERRINER T RHITUATERE

o MRIBEH DELETE HRMAEBEXNRRA ID , S3 on Outposts &7l Br#ri2. S3 on Outposts

TR0 T PR RAL IR Z M BRFR T -
« BEIRBEERT , S3 on Outposts 1 & Hil BRFRIZ .

« BER , S LU BRAR IS E SR MBI SERE TAR AN, BXMAEEHIEE SIS AR RFICES
MEZEE , BSRER S3 #H4,

o WRRTE DELETE BRAIBE —NEM BRI RIRA ID , S3 on Outposts 2 TE IR A 7K A M BRiZ XY

KREAR, BR , EXNFRRBEEEFZERET. RYFR , EF2NEFFHEBEDHERE R
AR BEAT 9 A B A TR R BR &R

FEFTARE?
FEEREERT , S3 on Outposts FEHILLTRE :

- REERPENS —INEHANFTRREANNR. S, RREEENEFS  FEBARER 7

&% B R Br. IERREMSE —INEFEE , HFF#% B 2R , MF#EE C 2EKF. EX#
BT , 7618 B PENFHRE A PURNEI RN RT2EFEFHE®E C.

- RE#EBPEEFIEMBFHNR, fln  MREENEEFEEPERBHHE , I S3on

Outposts TBEXEFIXI R,

- FRAEREFRERHENMNEZANKRSBR/IBMNE (SSE-C ) tIZHNY R,
- NEEBED FRFRHEITHERR.

Pl , MREESEBAREEHQRFERIMBARE , NXLEESXFLNATBERFER. It
RS AT UEREN BT ESTENEE.
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- B EAHNEERITIERE.

filan , MRERERR LS REGEEEHE BT HRIE , S3 on Outposts 279 RAE AT H XY
KEEBERIRIE , EFSFXLEARICEFE BFFE. NMREFENRFEENEREETEMAERN
SwARERE , FNXANEEEAEENEGAREE, EXEGENEENESEFER , F5H
73 Amazon S3 on Outposts HAIEMEBE G AR E.

Outposts E#Y S3 EFITZIFMHXL ?

S3 on Outposts BRBIF XL T S3 EHlThEE,

« S3 Replication Time Control ( S3 RTC ) » 3% S3 RTC , B Outposts LH S3 EH|HHIIT R
REBT BRI LE (ALK ) EiH. BXRAMAIMWESZEE | H5H (Amazon Outposts
RAFERE) PHEAAMNX,

- ERTHEBRIAEY S3 24,
REE

(@ Note
2B EFRPELRESHFHANZARFENNR, ®RAEHR , Amazon S3 on
Outposts TUEHAREFIN R, EEHEEFREZFIENNR , BALUEA
CopyObject API #EREMNEFIZIRE —Mat., EFINKRE , EMNERFPERATINR ,
SHEREEFNATEN]. BXEHNKNFMAEE , FSHAEA EAT Java B Amazon SDK
&l Amazon S3 on Outposts 71 FHI XTI KM (Amazon Simple Storage Service APl
Z) J# CopyObject.

=S A Outposts £H S3 &4l , HFEHFURMEEHIR Outposts ¥, EFIFNIETR S3 on
Outposts IRBIEENAREFN R, EEFMRMUP , BLTIRHEUATAS

« J& Outposts #@iEA R — 8% E S3 on Outposts M E FIFT RVEAIEEA = Amazon BIREB
(ARN) EARINBE. BXERABARINBNESZEER |, B5SH Y S3 on Outposts #@EA L FE A
BRBE

- EEFINNR - A LAEFIR Outposts PHWFAIANKRINRFE. BESEREFRHE - EEH
BB NS PIHRIFE |, IR FE,
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Flan , MBEEESFHANNEFBREHERA Tax/ XK , M| S3 on Outposts X E Fl4& A
Tax/docl 5 Tax/doc2 ZEHXNR, BEEFTEFHEFR Legal/doc3 N R, MREFITIEEH
FAM—NHZANEZL |, M S3 on Outposts NEH EERERIRNIFZHNITR,

- B#F Outposts #8 — &% S3 on Outposts HFHREFIZIH A ARN SIEA 2B

B LAE A REST API, Amazon SDK, Amazon Command Line Interface ( Amazon CLI ) 5%
Amazon S3 #ZH| A EE S FIF N,

S3 on Outposts B T API BERZIFREEHAN, BEXEZEE , 52 (Amazon Simple
Storage Service APl %) R TER :

» PutBucketReplication

» GetBucketReplication

» DeleteBucketReplication

FH;
- RIEEFIHN K SEREH
« 7£ Outposts L 8I|Z & HIH N

IR & FIHN By SR FZ M

&

x
- EEEHRA B AR Outpost FH
- BIE IAM BT

EREER IR B FR Outpost +M

EFE HREET A M MIR Outpost /&% F) B #x Outpost , BAFURII—RFEEHKREM L, 4
TFEASKNTEFFHERES (CIDR ) IETEEZE—RE, X TENEAR , BREFZE—RME
%,

BEEENELESRERMTE , EABRT EE A KKBKM Outposts SR HRISKE, ik BT E] 3
BRFE (EATF Amazon Outposts WEZERFAE R [VPCI B H ) REFHEN IP ( RisMEHZE
FER P thaikth [ColP 5th] ) o
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HI® 1 . EHIR Outposts i = # CIDR SEE

EREREARLXBKENRKSH CIDRSEE

1. E%Z| Amazon Web Services EIE2H| & , REEI LT ML FF Amazon S3 2| & : hitps:/
console.aws.amazon.com/s3/.

EEMSHBEES |, %$F Outposts buckets ( Outposts 1 ) -

£ Outposts #FI&RAP , REER T EHRIRER.

1%£$# Outposts EARIEIF |, RERENEFIFNEZRFEEH Outposts EA Ko

i%£$% Outposts i 2o

E5FM ID LEDSER 5 R EA

AT E#KIR Outposts i # CIDR SEE M 5 EBUR T B MR S AV G R K E,

T L T <

£ Outposts i JBLIE o , EFHRIKE,

- MRHRIXBHFE , BFEHTEFFEEKE (CIDR ) BEAESER 6 FEM.

- MRFERBEHELHER IP, BHITUTRE :
1. EFEFHRAERN IPv4 e |, e AELUHA 1D,
2. 3TFF Amazon Outposts &l & (https://console.aws.amazon.com/outposts/)e
3. ESMERT , BEARMMNKIEEHAR,
4. ERIEHIR Outpost B A < B ID B,
5

 EFAEERERT | £ ColP AT, FEZEHHR ColP it ID WENMKIIERE
o

6. Xy TIEECHY ColP it , EHIERYIR Outposts ¥ REVMEM CIDR E , AEELER 6 REA.

S 2 . EH B ¥ Outposts wmKEYF M ID # CIDR S8 E

EEHRSEREARXBENBRE SN FM ID A CIDRSEE |, FIRELS R 1 ANHEB FSRETER
£, HERMAXEFLZBREFIR Outposts i R E N B #5 Outposts iR &ZH|B#x Outposts w28
FMIDE , MEESE 6 FEH., E%|B+r Outposts iim R H CIDRE , AMEESE 5 FFH,

$B 3 . EHIR Outpost HIAR#ER > ID
B IR Outpost FIA# % 1D

1. 3TFF Amazon Outposts ###l#& (https://console.aws.amazon.com/outposts/).
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2. EEMSMERSD , EFFHMK,

3. EAR#MMXTEL , LKEEATEFIKR Outpost Y Outpost ID,

4. SHIR Outpost AN ID B , REEDSER 5 PEA,

BXRAMMIMEZEL | 259 (Amazon Outposts FIFIEREE) FHIARH# MK,
$ 4 . EHRBFF Outpost BIZAH# M >< 1D

EERK B 5 Outpost A#MX ID |, BIRBIR 3 PHHBEFIRIRE , TRZAERERBHF
Outpost #J Outpost ID., &% B #x Outpost BIZA#tM% ID B , AMEESE 6 FEMH,

S5 REMIR Outpost FME| B #5 Outpost F M HYE#E:
MIR Outpost FMiE$#EI B #5 Outpost F M

1. E3FKE| Amazon Web Services EEZFI A HITFH VPC &5 , MikR : hitps://
console.aws.amazon.com/vpc/e

2. EEMSME®H , % Subnets,

3. HEBREYF , MALESE 1 PHRIEMIR Outposts KK FM ID, EFEFTENFH IDHWF
Mo

4, WTFEBRNFMNEE |, EFZFRHEHRKRE

5. EEELAERBARNEL , ERERE , REERFERA.

6. EHRBEERANEL , EFFMEH,.

7. ®EBHT , ALZEDSER 2 PRI B R Outposts iw /K CIDR SEE .

8. TEBMRT , %#F Outpost At Mx , REHMAZRELSER 3 FIREIMIR Outpost B #b M < 1D,

9. ERREFEN.

10. BRBEHAVRENEDD.

SR 6 : iREM B #R Outpost FMEIJR Outpost F M #YE 2

1. B %E| Amazon Web Services EERFI A H 4T VPC #2&HE& , MikR : https:/
console.aws.amazon.com/vpc/e

2. EEMNSMEKRS , £ Subnets,

3. EBRZFEP , MALELR 2 PHRIIM B4R Outposts i HYFM 1D, EHEEFITER FM ID #Y
Mo
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https://console.amazonaws.cn/vpc/
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NF RN FRIE | EFEZFMEEEARE,

EEREERARNNE L , EFRRE  ARERRERE,

ERERBREL , EFEFMEH,

BT, MALELSR 1 PHERR Outposts i LBV CIDR SEEl,

BT , %8 Outpost A< , RAERMABELSE 4 PRI BAR Outpost AR X 1D,
R REFER.

10. WRERAKRENED,

© © N o 0o &

EEREAL[LNBFREASN CIDR MEEE 5 , #4982 Amazon Identity and Access
Management ( IAM ) &,

BIE IAM A&

FREREERT , FTE S3 on Outposts AR ( . RNRMEXFER ) BRLEH , ﬁ/ﬁ?ﬁﬁ%‘
A LAV B A RI Y B R. S3 on Outposts & EM R F BEM IR Outposts ﬁl&ﬂ*ﬂﬁ%ﬂﬂg‘io EESBIE—
NAM REAE  RAEEEFREFEEZAC , BFXENR,

Jtti NMEGERBEAMENRENRRE. NIESRHALZE IAM AGNDT SR, BXESE
£, &3 7 Outposts ERIEZEHHMM, BX IAM BEBHNESES , H2H (IAM AFER) F1
IAM ﬁséo

« UTRHBIERT —MEMERE , BEEDH S3 on Outposts FRRA AR AL ABHI RS 4.
JSON

"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",

"Principal":{
"Service":"s3-outposts.amazonaws.com"

3,

"Action":"sts:AssumeRole"

1
}

s UTRBIERT —NERERE , ZEEHFEAAGRFRARENITEHT SRR, 2 S3on
Outposts KAt B ER , CHEELELRBPIEENNRE. EfFAX XK , BN user input
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placeholders B AEBECHNER. BREENERNIRF B #5 Outpost B Outpost ID LA K IR F
B #x Outposts W@ B FFEA KB R

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3-outposts:GetObjectVersionFoxReplication"”,
"s3-outposts:GetObjectVersionTagging"
1,
"Resource": [
"arn:aws:s3-outposts:us-east-1:123456789012:outpost/SOURCE -
OUTPOST-ID/bucket/SOURCE-OUTPOSTS-BUCKET/object/*",
"arn:aws:s3-outposts:us-east-1:123456789012:outpost/SOURCE -
OUTPOST-ID/accesspoint/SOURCE-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"
]
}I
{
"Effect": "Allow",

"Action": [
"s3-outposts:ReplicateObject"”,
"s3-outposts:ReplicateDelete”

]I

"Resource": [

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/DESTINATION-OUTPOST-ID/bucket/DESTINATION-OUTPOSTS-
BUCKET/object/*",

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/DESTINATION-OUTPOST-ID/accesspoint/DESTINATION-
OUTPOSTS-BUCKET-ACCESS-POINT/object/*"

]

T3 R SR 82 T LA T R ARV AR

« s3-outposts:GetObjectVersionForReplication — BFX AN RHNITIIRENNR ,
BA A2 S3 on Outposts SREVEE/ NN KK BRIV EX R,
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« s3-outposts:GetObjectVersionTagging — ¥ X SOURCE-OUTPOSTS-BUCKET #& ( /&4 )
F R X SRIIT IR ERY R BR 2 1F S3 on Outposts B RIFZ LU TES, BEXEZER |, FS
% 5 S3 on Outposts ZEERMIFZL, TR S3 on Outposts ZEUNER , EFEFIFTRMAR
T RIFZ,

- s3-outposts:ReplicateObject # s3-outposts:ReplicateDelete — &3
DESTINATION-OUTPOSTS-BUCKET #8 ( B#5:#8 ) FIFT AR RINITIX LR ERI PR /o3 S3 on
Outposts 33 R Ml Br#Rr12 S #12 B #5 Outposts . BEXBIBRIFICHEER | BESH BIBRE/ER
SHRESMAEMm,

@ Note

« X DESTINATION-OUTPOSTS-BUCKET & ( B#5#48 ) $01T s3-
outposts:ReplicateObject BENNREATFEFNRFEL, Hit , BLEFER
& FIT s3-outposts:ReplicateTags BEMNIR,

- JWFEWKFES , B#r Outposts A ELMNEHEMEKEE , URTX
DESTINATION-OUTPOSTS-BUCKET $4T s3-outposts:ReplicateObject {EH
PR, s3-outposts:ReplicateObject B{ERIF S3 on Outposts 3T RFXS KRR
Z & #1F| B #r Otposts .

A% S3 on Outposts ®EMFIFE , HS I S3 on Outposts E XL EVIRE,

/A Important

HE IAM BB Amazon Web Services kP ZHAEHE IAM AR FHRENNIR,
flan | REIR Outposts B EEH B — Amazon Web Services IKF AN R, XN RV
HEMNIESEREAZEALKE |, @A IAM S5 Amazon Web Services Ik & 3%
FRHERNE, BN , S3 on Outposts FoiETFAIXLEXT R , KX LEXT RV E HlF KM,
AN BEWNEERESHEBHEx, NREEERFNTTESHES , 4@ S3 on
Outposts R FEHMINPR,

£ /R A1 B #% Outposts #H T EH Amazon Web Services i~ # 8 Bt 1% F R

LR B ¥R Outposts @HF R K AR , B#5 Outposts MHIIHE & LFE X B IR B E BRI
MBEALKR, XLERELMEIR Outposts BHWAEEN IAM RF AR FHITEFIRENNR , W
UTREROIFTR , BUNEFRRK. EUATREREIS , DESTINATION-OUTPOSTS-BUCKET 28
i, EfAXERIE RS , BN user input placeholders Bt RHEBECHER.
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Amazon S3 on Outposts

RAriEmE

MREEFHAE IAMRZA/E , BNAGKRIREN role/service-role/ , WL T KB RBIFT
o BREZEER , BSH IAM BFERSH IAM ARN,

JSON

"Version":"2012-10-17",
"Id": "PolicyFoxDestinationBucket",
"Statement": [
{
"Sid": "Permissions on objects",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/service-role/source-
account-IAM-role"

},

"Action": [
"s3-outposts:ReplicateDelete”,
"s3-outposts:ReplicateObject"

1,

"Resource": [

"arn:aws:s3-outposts:us-east-1:444455556666:outpost/DESTINATION-
OUTPOST-ID/bucket/DESTINATION-OUTPOSTS-BUCKET/object/*"

]
}
]
}
JSON
{
"Version":"2012-10-17",
"Id": "PolicyFoxDestinationAccessPoint",
"Statement": [
{
"Sid": "Permissions on objects",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/service-role/source-
account-IAM-role"
BESH
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},

"Action": [
"s3-outposts:ReplicateDelete”,
"s3-outposts:ReplicateObject"

1,

"Resourxce": [
"arn:aws:s3-outposts:us-east-1:111122223333:outpost/DESTINATION-

OUTPOST-ID/accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"

1

}

(@ Note
IRER Outposts WA REEIRL |, FEEUTSM :
MR Outposts #IFEE[ S3 on Outposts TFHIT s3-
outposts:GetObjectVersionTagging # s3-outposts:ReplicateTags BIEANIR
5E’§.$'JR‘I§R1‘T\K (B IAM A' ) , I Amazon S3 FEHIIRLURN R, HX IAM BENE
, BZ i IR IAM B8,

£ Outposts £ 8IZEE H/H N

Outposts E# S3 E#HIREH B I E Amazon Outposts FEIHEE 30, ﬁ*ﬁ%ﬂﬁgﬂ SHIREXN
JR Outposts FAFRF IR R KREFHE FIZ B4R Outposts . BEXEZEE , ESH &4l S3
on Outposts BIXI K.

(® Note

FREEFHEIREEHMN 2 51 FE F IR Outposts BHEIXI R, #AiFH , S3 on Outposts
FUEHARXEFN R, EEFEEFEREZAOIENNR , BALUER CopyObject API 1
ERENEHREE—MEP. EFXRE , EMNERFPERINITNR , EFRENNATE
le BXREHFNRVIFHAER , FSFESEH EA T Java B Amazon SDK &l Amazon S3 on
Outposts FEEFH I KM (Amazon Simple Storage Service APl &%) ##) CopyObjecto

ELEE FIrt , FEE@IR Outposts WFRMEFIFN , EFHNE X EE FIBIR Outposts X RFGE
i E HH X RE B R Outposts #, BALBIE—ZAN , LEFHFHEFNMENRIEERERS
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BB/ R —NDHEZS N RIFZHNIRTE. BHR Outposts FEIR Outposts 48 7] LA F @ — Outpost
B, A M FAREH Outpost #,

FtF S3 on Outposts E&EIFN | EBATIRMIR Outposts HHVEEA R Amazon BIREZF (ARN ) B
¥R Outposts R EA R ARN , AR 2IRH B #x Outposts & o

RIS E EMIBREI T RIRAS ID , S3 on Outposts 7R Outposts 1M BRIZIT RRA, BT
il B 4% 45 & %1% B #5 Outposts #H, AFEH , ©E T2 M B FF Outposts A MIBRE —3F RARAS, 1t
177 AT B LT A BR B

HEFEHIAMNZAMNE Outposts F/5 , RERERA THEAEFMAN , FZANELREFCEIUE
TR EER.

FELeRBIFR | BRNTFREHR Outposts £ B HE— Amazon Web Services Ik 7= # B KR B 45
Outposts HHiEBE Fl, M7 A Amazon S3 ##lA. Amazon Command Line Interface (Amazon
CLl) AR &M T Java B9 Amazon SDK H &M F .NET #9 Amazon SDK By 7R=#l. BXxEKF
Outposts £# S3 EFINRAE LR |, 5SS R EIRA B #5 Outposts 1 H A [EH# Amazon Web Services
K AR F R

BXRIZE S3 on Outposts EFIFN K FKRFZM | FSHGE S BIANAY STRFEA.

£/ S3 2HlA

3 B 8 Amazon S3 on Outposts #& F 5 /R Outposts AR E K Outpost Bt |, FERBUT S REEE
A

R B #5 Outposts #5R Outposts B TARRENKS A , E4450 0@ B #7 Outposts BRI RE , K
fEm@JR Outposts MK = I H#HE F & F @ B #5 Outposts A E &3 RAIIR,

Sl E &

1. E3xE| Amazon Web Services EEZFIA , AFET LT MuLFTFH Amazon S3 #Z#I& : https:/
console.aws.amazon.com/s3/.

2. 7 Outposts #5I&RH , EEERFERBEIEE o

3. GEREBERIF , A TRIFVEHFANID , REEFCIZEFAN,

4. HEEHMUBHRT , WAV B HRAEBHERBIAN, ZEMNERLER , FHCEFERAL
WEME—HY,

5. HRAT , ERAERERERR TATEPRS. 2B ANANREERFEEIULEITHITE,
MREEBUEBEBAZAN , BEEEEA,
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6.

10.

ERERT , ANHNELERERE T EFEEENANNENABRAN, EXNRTEESINES
MM ESEE AAET , S3 on Outposts EAX LM ERERER TR, REREBRT , FHAN L&
BREERMNEEFHEES. BFEX , LERBS,

EFIANMEER , FEREAMNE , NEFMMIRPEEANER  ERRIE , RELERR
B/ LR

ERET , B UBE U TEIIRE S HR

- EEHEME , BREBNRAZBTHAE MR

- EFIRIAERENAINEFR  FEREEA RSN EEFARBEANNTEE. E7TN
AERRNIRE,

- ZEEFIFFEEEHARNENXNR , BENKR TANEPRARR. EANKMERHEFESIR
FABHMUAMEEZR & (HII, pictures ) FFAMABEN R,

MEEMANBPRI2INHRER , WARER / ( ERHL ) EARE —1NFEF (5
| pictures/ ).

- EEHER-IPHSIMHENKRHRENMANR , FREMNIRE , AEEEPHAREX,
BERNE—MRE , BEEZEE. ARANKNRENESZESR , FS6 A S3 on Outposts 7
R AR

EifEEH S3 on Outposts BRUUHHTES , BERBARBMT , BB —NMEZIREMAEA
=

3l

EBHRT , EFEEFE S3 on Outposts A H & FIXT KA BH AR Outposts FHVIEA R ARN. B#R
Outposts # A LLEIR Outposts #{L F BRI A EH Amazon Web Services i H,

MR B 5R Outposts AT FRREMIKS H |, #4791 E B #5 Outposts BRI REL , SUE R
JR Outposts FIK B ER TN REFZE| B4R Outposts MHANNR, EXEZEER |, ES
%) 727 H B 4% Outposts #H R K Amazon Web Services & 38 B4 R F R

® Note

R A3 B #5 Outposts F8/5 ARAIES , BFRI TSR ARTEHZREANES, &EF
It 32 4R AT X A S A MR AN 42 o

B Amazon Identity and Access Management ( IAM ) RS A€ |, S3 on Outposts AJ LKA Z A
BURREEHTR,

ERE IAM A8 , & IAM BB THITUTREZ—
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« il S3 on Outposts A EFIEESIEFHN IAM B | FEENINE IAM A %R | REE
BROEHAG, YEREZAMNE , FH IAM BBER —NSEEFEHIREF B #5 Outposts 1T
BTG, BIGRRCIBT AR,

- RALLEERFERINEN IAM A€, EXHBRT , BYIUEEFE— AR F S3 on Outposts 24
ENRUBITEFNAR, IRLEAGEERT S3 on Outposts BN RFKEBFEEHEFIH
o, E SR M,

ZRRIEAG , BEEMNIE IAM BEHEE  AGNTRXEFEEAR, BHALE
EmA IAM A€ ARN , REHA IAM A€K Amazon BFRAZF (ARN) ,

/A Important

LG EFHMNFIE S3 on Outposts #ET , BAFEH iam: CreateRole
iam:PassRole M PRF eI ZEFZi%E [ S3 on Outposts FFE HINRH IAM B, X
BEZEER , #ZH (AM AFiER) PR ARR T RA®EZIELS Amazon Web Services
AR & B RUBR

1. REREBRT , Outposts MHPHFAIBEIRRITMNE ., BHX S3 on Outposts MEMNEZEE |, &
*Iﬂﬂ83 on Outposts FHHTFENE . ReeEHEAEHR Amazon S3 EE X Z4AR RS 28R N &
( SSE-S3 ) #ITMEMF R, FXFEHIFEHAESE Amazon Key Management Service ( Amazon
KMS ) AW IRS B IR % ( SSE-KMS ) REFEAFFIREMNINZEZAN RS ERIHMNE ( SSE-C)
HATINZR T Ko

12. REFTE , TREEHMNEE S F LT IEM

- MREAEEHEEFSA S3 on Outposts EHIIEIR , BRFEHIIEIR. BXESZER , F5H
EREHEREEEE,

- MREEESHEEF S AMBRIRICES , FiEE Delete marker replication (HIBRFRIZE#l). B
REZER , #2H BREBENEFRIERTMEM,

- MREFHNEIEFMBHABBEEREFRFENR , BERELTEREL. EXEZEE , BN
£ Outposts £/Z A T Amazon S3 BIZA& k@ 5 8 Y & SRS

13. BEKRMF , HEFQEMAN,

HIBREAMNZE , BAEE, BA. ZASIRRENAN, EHTXLRE  FH IR Outposts
BWERIETF , @ TRIFEFANE D , ERENAN , REEFRRBEAN,
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f£ A Amazon CLI

E A Amazon CLI R # B #r Outposts #H[E — Amazon Web Services I FHEHEEE & , 1B
AT TR 1E

 BIERH B 47 Outposts #.

o XIXFMEE AR,

« BIZ M@ S3 on Outposts X FEFHX RANRH IAM B,

- FFEFEEFRINER Outposts

ERIFEIRE | B EHBFTR,
LR H B #5 Outposts HHRE —/ Amazon Web Services ik F i B i1 iE & #l

1. A Amazon CLI 1>z|_ SUFFLE . EURAIF , BIANFERABEXHBR acctA. BXRESFI
BENXHNEER |, i55H (Amazon Command Line Interface AF#E®E) T A B 4,

/A Important

ATHRITHRENEEXH S NEELENNR, flin , EEHEESD , ATIEE S3
on Outposts AR AH IAM RS AR, REEFMERNBEEXHEE iam:CreateRole
M iam:PassRole PRAEY , BF EHITULIRIE, BXESZER , 52H (IAM AAFE
B FHEAFRTEAGEZIELS Amazon Web Services EE’*E’J*XFEO MRSERAERE
AN EREREXY , PEEENHNEERITIEESHNLENR,

2. BIB—NREHNE , ANESRARAEES, LT create-bucket B HEXERI ( HBSRILM
Jt&B ) (us-east-1) X tIZE—/ SOURCE-OUTPOSTS-BUCKET ¥, EFAL®S |, iBF
user input placeholders B REEEHEELR,

aws s3control create-bucket --bucket SOURCE-OUTPOSTS-BUCKET --outpost-id SOURCE-
OUTPOST-ID --profile acctA --region us-east-1

LLF put-bucket-versioning @853 F SOURCE-OUTPOSTS-BUCKET ¥/8 FARRA 24, BEfE
Rt s , BfF user input placeholders B R EEHCHELR,

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/bucket/SOURCE-OUTPOSTS -
BUCKET --versioning-configuration Status=Enabled --profile acctA
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3. BIE—/NEREFEHE ANHEBARAEES, LT create-bucket B REEXEES ( BEN
M) (us-west-2) K a|E—A DESTINATION-OUTPOSTS-BUCKET ¥, EFRLLHT ,
B user input placeholders B#tHEHCHEER.,

(® Note

E17£R 0 B #5 Outposts #&1Z FE — Amazon Web Services Ik HBHRBES #IEE |, i5F
AE—waREENXH. LRFIFER acctA, EERMEBETRE Amazon Web Services Ik
FRENNEHEERTINE  EEENESMEETENEE XX H.

aws s3control create-bucket --bucket DESTINATION-OUTPOSTS-BUCKET --create-bucket-
configuration LocationConstraint=us-west-2 --outpost-id DESTINATION-OUTPOST-ID --
profile acctA --region us-west-2

BAF put-bucket-versioning a5 5¥F DESTINATION-OUTPOSTS-BUCKET K& /3 FA kR A2
Hl, EfFEALGS , B user input placeholders Bt HIEECHEER,

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/DESTINATION-OUTPOST-ID/bucket/DESTINATION-
OUTPOSTS-BUCKET --versioning-configuration Status=Enabled --profile acctA

4. I IAM RE AR, BEESHIEED  FURSAGKMNE SOURCE-OUTPOSTS-BUCKET 1@
F, S3 on Outposts KA ABLURREESHNR, 2FNLTEREIE IAM B :

a. BIEIAM A&,

i. EFIUATEERR, ANERFEIRN B ITEN LLFEFRP—1E RN s3-on-
outposts-role-trust-policy.json B3 fF. B3 EEE S3 on Outposts fRSS E &
BFRAZBRSASHNR,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",

"Principal":{
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b.

"Service":"s3-outposts.amazonaws.com"

3,

"Action":"sts:AssumeRole"

BITUTHSUBIEAR, N user input placeholders Bt HEECHEER.

aws iam create-role --role-name replicationRole --assume-role-policy-
document file://s3-on-outposts-role-trust-policy.json --profile acctA

X RRREH INE RS A,

SHUTIRER , FNEREIARBITEY EYFHERZRFH—1ER s3-on-
outposts-role-permissions-policy.json BX#. HWEREEFIIEF S3on
Outposts FWFIX RIGERNNR, EFEAX— KB , 1B user input placeholders
BRNEEaCEmER.

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3-outposts:GetObjectVersionFoxReplication"”,
"s3-outposts:GetObjectVersionTagging"

1,

"Resource": [

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/SOURCE-OUTPOST-ID/bucket/SOURCE-OUTPOSTS -
BUCKET/object/*",

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/SOURCE-OUTPOST-ID/accesspoint/SOURCE -
OUTPOSTS-BUCKET-ACCESS-POINT/object/*"

]

}I

{
"Effect": "Allow",

"Action": [

REEH
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"s3-outposts:ReplicateObject"”,
"s3-outposts:ReplicateDelete"

1,

"Resourxce": [

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/DESTINATION-OUTPOST-ID/
bucket/DESTINATION-OUTPOSTS-BUCKET/object/*",

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/DESTINATION-OUTPOST-ID/
accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"

1

i. BITUATHSUAEREHGHMMEIAR®, & user input placeholders B#h
LEHEWER,

aws iam put-role-policy --role-name replicationRole --policy-
document file://s3-on-outposts-role-permissions-policy.json --policy-
name replicationRolePolicy --profile acctA

5. FME&IFEBRINE SOURCE-OUTPOSTS-BUCKET &,

a. R% S3on Outposts API EREFIFE XA XML #3L , 18 Amazon CLI ERELL JSON 1%
NIEEEHEE, HUT JSON REFETEN LA E FH—NE A replication. json
X, EFALGS , B user input placeholders B REECHEER,

{
"Role": "IAM-role-ARN",
"Rules": [
{

"Status": "Enabled",

"Priority": 1,

"DeleteMarkerReplication": { "Status": "Disabled" },

"Filter" : { "Prefix": "Tax"},

"Destination": {
"Bucket":
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-OUTPOST -

ID/accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT"
}
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}

b. E{TLAT put-bucket-replication HANEHIEERMENR Outposts ., EFEHA
&S, B8 user input placeholders Bt AHEEHEHNELR,

aws s3control put-bucket-replication --account-id 123456789012 --
bucket arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OUTPOST-
ID/bucket/SOURCE-OUTPOSTS-BUCKET --replication-configuration file://
replication.json --profile acctA

c. ERREHIEE , FMHEH get-bucket-replication v, EFEALGT , HF user
input placeholders Bt HEBECHER,

aws s3control get-bucket-replication --account-id 123456789012 --bucket
arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/
bucket/SOURCE-OUTPOSTS-BUCKET --profile acctA

6. % Amazon S3 #Z#H| & RN A ZIRE :

a. &%Z| Amazon Web Services B2 A , AFEE LT MiEITFF Amazon S3 #2
A& : https://console.aws.amazon.com/s3/,

b. 1£ SOURCE-OUTPOSTS-BUCKET Ff##Er , BIEZ—/1N8 N Tax BIXHXK,
c. FFRBIFIRAFINE SOURCE-OUTPOSTS-BUCKET 1@+ M Tax XX,
d. 7E DESTINATION-OUTPOSTS-BUCKET Z#4% , BIAUTILA :

« S3 on Outposts E &l T X KR,

® Note

S3 on Outposts EFIN KRBV B EERTIRKD. BXUAEFEFRSH
B , BZRARMEFRETER.

- ENRHNBMHETFH  EFRSRENEE (FHFRFEENR ) .

ERENEH

AF74T4R S3 on Outposts EAJAMEMEFIEEET, WABHESFRSARNAHESHFE, B
IROLEFBEENEE , FEHREEH,

EEENESF API M7 2006-03-01 155


https://console.amazonaws.cn/s3/

Amazon S3 on Outposts AriEE

£}

- FRASHIEREEH®E

- REEFIREEE

- NEFIHITEBHE

- J¥ EventBridge FiF Outposts L#J S3 &l

EREFEREREE

Outposts L# S3 EFI N EHIEERHNEFIMNRME T IFMWIER. EREHIER , BB RER
FEFNFTH, SHERNEHNSLHENRER , U5 s hEREEERNIE, 7 THBHE
EBEMEERZ , BETLIHZE Amazon EventBridge RiZW A x & #I X MA@,

BRE#E#RE , Outposts £ S3 B HI&F LT EFR &M E Amazon CloudWatch :

- FEFNFIH -AEEFANNFEFINRNEF T,
- EHEER - NTAENEFAN , EHEHFREEE TREBNRAY .
- FEFINRE-LAEEFANNEFEFNRENKE, BESENR, BRIRICHRE,

(® Note

Outposts £#Y S3 E#lIE+RrHI TR E CloudWatch BEXIEHRFXRER, EXEZEE , S
i CloudWatch E4t

RIMEFPIRDEE

EFPRZS T AR BY 288 E Amazon S3 on Outposts IEEE FIHY T RV H RS, BRI RIE SRS
JR[E PENDING, COMPLETED, B FAILED., &IA<HIE HIRZARFIRE REPLICA,

EFRS R

EEHgEY ,  BE—-NEH (NECEEES ) M— B4 ( S3 on Outposts FXHREH FIH
F ), HEBBERXLEFPWNR (FH GetObject ) XN RTEIE ( A HeadObject ) BF , S3 on
Outposts FFEM K FIRE x-amz-replication-status #83k , MTRFAIR :

« MRBFBRFEHFMHXIR , S3 on Outposts FFIRE x-amz-replication-status ¥rk ( MIRER
FINRTFEEFEE ).
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Bl | BRiRGESFHIBEESIEE T RBIZ TaxDocs , BAIER S3 on Outposts X E #HI#Z HBIBRR
TaxDocs BIFI R, B EENEBLBANBNEMIIR ( #HlI0 TaxDocs/documentl . pdf ) EF
4, XTEEUBEMIBRHFRIER , S3 on Outposts KREEFNREFH RS AUTEZ—H
x-amz-replication-status #53k : PENDING, COMPLETED & FAILED,

(® Note
MRELENREXNREFIEIK , ELEERES, EXNEHFLENR. HTRDEFHA
ENRHROBNRZEE | XGRS FAILED R3S, N FIGeT#RE ( flm , nRE
= Outpost RATA ) , EFRET LIRS FAILED , T 2R¥F PENDING, ERFRREEH
& , S3 on Outposts M E & HIIX LR R,

o HERBEFRHAPWIRE , MRERFPHNRZ S3 on Outposts BV EIZA , S3 on Outposts IR
E{E9 REPLICA By x-amz-replication-status #r3ko

(® Note

EMNERTEFNREFEBIREBENRZE , FREZVKNVEFRS , UBREES TN
Ko

£ Outposts E/Z A T Amazon S3 BIA&E Kk E L E HIRA

HEMNEFIMMERT S3 on Outposts El&EhE LT , BIAATEEIREH REPLICA SRR, R

THEREEREEEHEIREF , BIAMN x-amz-replication-status ¥Rk [IRE PENDING, IR El
FEURBS T EEFH THE , BIARNIRLNFIEE FAILED, MRETFHEF THIE , NEIANIRLFIEE
{& REPLICA,

Xt & B AT RBHE

MBELEESFI<BE , HREIARRHIIE B ¥R Amazon S3 on Outposts | BFEA LT REHEE
RTAEEHIEE R,

« S3 on Outposts EFIXNRATFN R BIEBRTZMEE , IERHM B F5 Outposts ZBIHIEEE , AR
KK

AR ERN RN EEIRE, MRIRBEH RSN PENDING , &R S3 on Outpost i ARTTHRE
#l, MRNKMEHIRSH FAILED , MR EX FHRENEHIEE.
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- EERMLINEFEESR , RIELTI/LR :
- BRIV S Amazon BIREF (ARN ) 2EHEH,

- BEABREDEH, flon, MRNRERENEFEEGIR Tax HXIR , WXEFEE Tax/
documentl = Tax/document2 EREZENNR,. T2EFEEREE document3 BXTR,

« REBRAEN Enabled,
o BB BEEEM—ME L EFERAE, FAFEMNB R4S 23 A RAES,

- MR BHMEE S — Amazon Web Services IkF#HH |, HERIIFAEERANBEFEIRE T AF
FREEEEEFHNRNEER., X6, ESHEEREH B #5 Outposts #EH R EH Amazon Web
Services Ik P B R TR,

« MRNREARAHAEBEFRED , ATHRATERKMAILESH :

- IRFRFNENRES —MNEHEEFEIZENEIZ , S3 on Outposts FTLEHIZNR. il ,
MRERENE A 248 B BEIM C EHIEE , M S3 on Outposts T fF# B FHINREIARE
HZ2H Co

RGN A PRXNREFZE B ME C, BETANEFIANFNEREFEERES M
BR. Hlmn, HFEME A LelBZREERHAN , Eh-FANEEEFFBE/REB, Z—FANE
EEHE B 48 Co

- FRREPAEE T EEM Amazon Web Services Ik 1R F LHE T RHONE. BINBERT , RIFHEE
EXNTHAK A EZANSEENR,. EHRENEHRBAEENEEFHRANBRHXNR, JiE
REHEZ , REPHEEE L EE M Amazon Web Services Ik 1% T8 &4 b 8 BT KRR |
M ERE I X X R E X 17 B RR

- BREEFEESR , BFMT —MANUEFEEBERTNNRFE. EXTHERT , BLAEC

BRNRNDESENIRZEEMNE , LUME S3 on Outposts 513K, MREBECETR , RiEmEZN

AXRAFIFRZ |, S3 on Outposts FAREEHITT R,

- MERMKRBELHNUTE—REHRNEFNFZE , NEHITFEK :
TS

"s3-outposts:GetObjectVersionForReplication",
"s3-outposts:GetObjectVersionTagging"

BAR -

"s3-outposts:ReplicateObject",
"s3-outposts:ReplicateDelete",
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"s3-outposts:ReplicateTags"

o HWRFELEEFFHB#R Outposts B , Amazon EventBridge AISLBHIR, BXEZEE |, HSH
£ EventBridge FiF Outposts E# S3 & #l,

¥F EventBridge i T Outposts £#Y S3 & %l

Amazon S3 on Outposts B5 Amazon EventBridge £/ , # £/ s3-outposts & ZE
B, EventBridge R —RTRSB/EMHLBLRS , BAUERATHNARF SR E ZFPRRAOBIERE
¥, BXEZER , F5H Amazon EventBridge A8 HI 142 Amazon EventBridge ? o

NTHBHBERMEMAEHE B[R B |, LA LLHZE Amazon EventBridge RIZEWE X E A MEHNEH,
I &R AE HZH B4R Outposts B1EIR T , EventBridge A LUB AR, BXEEE ST RN YEIR
SHEZER , BSREFRSER,

3 Outposts B EXEFKLEEHRT |, S3 on Outposts B A] LUFEH %% E| EventBridge, 5H i E
AR, BLERRERMNEHEE, ETLUEEH EventBridge NG E4RBIHMB R, BH
EventBridge /& , S3 on Outposts A FATE S 4 &K= % EventBridge,

Event type i 8A A ZE A
Operation SHANAHNREFIE LK. HX s3-outposts
FailedRep Outposts £# S3 EHIKXKREEKE

lication %S5 , 5 REH EventBridge &

Outposts F# S3 E#| kMR

£ EventBridge && Outposts L S3 S &k WERER

T&RFIE T Outposts EHY S3 EFIAMER. BAILVE EventBridge N ELE J9i83F Amazon Simple
Queue Service ( Amazon SQS ) . Amazon Simple Notification Service ( Amazon SNS ) , Amazon

Lambda 3% Amazon CloudWatch Logs X FIEEFEARXKIREE, B FIXLRERAT EventBridge FTE

NENEZEE  BZRNETRENEKREAT EventBridge,

SHXWRER 54, B3

AssumeRoleNotPermitted S3 on Outposts TERAEEFIEREFIEE
B Amazon Identity and Access Managemen
t (1AM ) B,
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SHAMER i BA

DstBucketNotFound S3 on Outposts H A EEEHBEEHIEER B
o

DstBucketUnversioned ARTE Outposts B ¥rtl L5 FAMRAZE S, EfE
A Outposts £#Y S3 EHIKREFITR , HMFE
B #48 LS ARRA R &,

DstDelObjNotPermitted S3 on Outposts To3E& M R4S &I 2 B #5

o £XI B R s3-outposts:Replic
ateDelete IXPRAJREHRK,

DstMultipartCompleteNotPermitted S3 on Outposts FTo3ETE B #5488 TR R
WD B L&, £33 BFRAERY s3-outpos
ts:ReplicateObject R BR AT BER 2K .

DstMultipartInitNotPermitted S3 on Outposts TTEB /N RDE L
ZEIBRE. X BARMH s3-outpos
ts:ReplicateObject R AT BB TR K o

DstMultipartPartUploadNotPe S3 on Outposts Toi&7E B infF R+ L&
rmitted PERLEENR. 3B s3-outpos
ts:ReplicateObject R AT RETR K o

DstOutOfCapacity B9 B #r Outpost B S3 FHBETRE , FTA
S3 on Outposts Fo7EE #F it Outpost.

DstPutObjNotPermitted S3 on Outposts ToEF I RE HIE B #1548,
£ X4 B #5H8HY s3-outposts:Replic
ateObject IXPRAJEEHRK,

DstPutTaggingNotPermitted S3 on Outposts ToEFXN RIF L E FI 2| B 45
Wo &4 B#R#8H s3-outposts:Replic
ateObject IXPRATREBR K,

DstVersionNotFound S3 on Outposts To3:71E B ¥riE F R BIFF BRI XY
KIRA , NTITCEE B2 AR TR
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RAriEmE

EHRMER

SrcBucketReplicationConfigMissing

SrcGetObjNotPermitted

SrcGetTaggingNotPermitted

SrcHeadObjectNotPermitted

SrcObjectNotEligible

BREEEHHNENESZEE , BSRUATER :

- BIE IAM BB
- NEHHTEHBHE

£ CloudWatch %12 EventBridge

58

S3 on Outposts T E|5JR Outposts <k
WEEASNEFIEE,

S3 on Outposts 753 i [8) R4 AP BY XY R K3 1T
SHl, HXIRMEM s3-outposts:GetObj
ectVersionForReplication PR A]
BEIR 25 o

S3 on Outposts Jo3& 1 R A B X RIRE
EE. HXFEMH s3-outposts:GetObj
ectVersionTagging R ATREHR %,

S3 on Outposts ToEMIRERR BZX R T
E. 3R s3-outposts:GetObj
ectVersionForReplication PR A]
BEIR 2K

NREAFEEH R, WRIEANKHEEE
HIEC B LB

R 1T | Amazon EventBridge 5 Amazon CloudWatch . EventBridge & B3l &4 4
@ CloudWatch Ki%1EFR. XLEIEFR BN AN SHHARANE A B im0 . HHMNE
EventBridge F2 178 , HARESZANXEKWTE B 5. BAUIRBETHREN CloudWatch ¥512

EventBridge 1T/,

« BT LAM CloudWatch # &I E4R K2 EventBridge MW A AT A EventBridge 1E¥r. ARG , BAI LA
CloudWatch Zh&E ( a0 CloudWatch S8 ) WRELEREELEE, NRXEERRIEELEEDIE
EWEENRE , U EE H H 7T AR B it R EUE

EEENESF
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« A LAFF Amazon CloudWatch Logs i% &R EventBridge MNK B ¥r. A/ , EventBridge 8| A&
% , M CloudWatch Logs HEHFHXEERENBERE. BXEZER , iHSH EventBridge
CloudWatch Logs.

AKX EventBridge B XA MEHEHNESZEE , BSRUTER

- EHEHRIEHAIEERS
 1Z#4 EventBridge 4

B3 Amazon RAM %= S3 on Outposts

Amazon S3 on Outposts X # & £ Amazon Resource Access Manager (Amazon RAM) & — /N>
WHHZSNKFHE S3 B8, £8) S3 on Outposts £ = |, AL AR FE b AFEEH Outpost £ #1722
MEEFHEE. wLAAERE R,

R EBERNAE A Amazon RAM 548 Amazon i FE 2 —“N Amazon Web Services ik~ #=
S3 on Outposts < &R

FoRFM
« Outpost #15 & Ik 7 £ Amazon Organizations FEE T — N, EXEZEL , EZSE Amazon

Organizations A FiEE R BIZE B,

o ZWBFEEEEZHE S3 on Outposts ZEHR Amazon Web Services ik, BEXEZEE | &
2 Amazon Organizations Al PR+ Y@ Amazon Web Services K~ K ix#iE

s FERBEHZFWUTEIZ —, DTUEERE -NEIR ( Subnets ( M ) =X Outposts ) , AEixR
AHIGE, wRERMEER , LUEILIR S3 on Outposts 17 iE I EHE,

AT 1 R 2

S3 on Outposts S3 on Outposts

AFAFPEZR Outposts MiFR K LAIEFMH ATFAFEER Outposts iR R L BIEFE
B, NSRBI EFERE, B, NSRBI EFERE,

M Outposts
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https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-use-resource-based.html#eb-cloudwatchlogs-permissions
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-use-resource-based.html#eb-cloudwatchlogs-permissions
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IEIN 1 RN 2
FF P E A&/ Virtual Private Cloud (VPC) RFAFEE S3 ZER KM Amazon
BB F R RERE IR R Outposts BHIAEE T, EATFRAFERESN

Outposts 82 F M H el 2% <o

1. {EAIAE Outpost B Amazon Web Services Ik = & & E| Amazon Web Services EEZEHIA , A
Ja¥TFF Amazon RAM ##|& |, #isit 7 https://console.aws.amazon.com/ram/homes

2. WWRIEBTE Amazon RAM #J5 5 Amazon Organizations £Z., BXxEZEL | HSH
Amazon RAM A F#EH 1 Amazon Organizations F /5 R REHLE,

3. FEAKRFHAPIIET 1 FET 2 IBEFRERLE. WREBEZ S3 on Outposts BIR , BERE
HEMRIRH Amazon BREF (ARN), EFARS , BHEEM FML Outposts,

BRIACIBRFERENEHES , HS5 Amazon RAM AP EEHRH I ERELZE,

4. #BEZHZHIRE Amazon Web Services K~ TRENIZEEB A S3 on Outposts T, RIFE
ERRRAPBRBWRET , @K AR REUTES

IR 1 IR 2
Outpost ID Outpost ID
VPC ID

+M ID

Z24A 1D

@ Note

AP AL EH Amazon RAM ##|&. Amazon Command Line Interface (Amazon
CLI), Amazon SDK = REST API A2 S I =% IR, AP LR get-resource-shares
CLI ﬁi EE@{l]E’meﬁﬁ J;T\/\?-o
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LBl

EEES -/ KFHE S3 on Outposts BIRJG , iZKF AT AEE Outpost N EFEHERAN R, IR
BHZT Subnets (M ) BIR , BAZKF A UEAZBENER, UTREERT AP0
Amazon CLI EERHZ X &5 R G 58 Outpost Bzl

Example : B2 1761

AR RBIFE Outpost op-01ac5d28a6a232904 EBIEE N amzn-s3-demo-bucketl HFM#ER. &
FRLGSZE , BHIENERARGNEA user input placeholder Bt AEENE,

aws s3control create-bucket --bucket amzn-s3-demo-bucketl --outpost-
id op-0lac5d28a6a232904

EXHBTHNEZEL , 5 (Amazon CLI i H5E) B M create-buckets

Example : 8215 R =

LAUR RBIER T R A REISERIE Outpost LRIEBFRIN, EFEALGRZE , BT EHERRG
XL yser input placeholder fEF Amazon Web Services Xig {X53 &i HE S ES

BH {8

T/ 1D 111122223333

AR B example-outpost-access-point
Outpost ID op-0lac5d28a6a232904

Outpost 7Z &M & amzn-s3-demo-bucketl

VPC ID vpc-1la2b3c4d5e6f7g8h9

(® Note

K ID SHNREF#BIAEEN Amazon Web Services Ik~ ID , EIRZHF,

aws s3control create-access-point --account-id 111122223333 --name example-outpost-
access-point \
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--bucket arn:aws:s3-outposts:us-east-1:111122223333:0utpost/op-0lac5d28a6a232904/
bucket/amzn-s3-demo-bucketl \
--vpc-configuration Vpcld=vpc-la2b3c4d5e6f7g8h9

BXEGOTNESER , 2558 (Amazon CLI %) FH create-access-point o
Example : &R R

AR R BI8IS Amazon Ik 111122223333 $1BH Outpost op-01ac5d28a6a232904 LHYihIA]
R example-outpost-access-point , X my_image. jpg NAFP AR X HRE LEFIR
N images/my_image. jpg IR, EFEALTTZE , BHNENEARGINXLE user input
placeholder {EH Amazon Web Services Xif X &N ESHE,

aws s3api put-object --bucket arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/accesspoint/example-outpost-access-
point \

--body my_image.jpg --key images/my_image. jpg

BEXUGPHESEL , B30 (Amazon CLI &) #H# put-objects

@ Note

MBRBRESBARKERRERREMAL , NER VPC A BEHEIRS.
ERERAFEREZRS , BEH Ilst shared- endpomts Amazon CLI s, MEEBEHEZIR
K, H5 Outpost HEEGHEAE -1, BXEZER , HZH (Amazon Simple Storage
Service APl &) Hiy ListSharedEndpointso

Example : 812k =

LT RBIERER Outpost LRIBIRR ., EFEALGS2E , B XN ZHNERZRHHE Outpost ID, F
M ID MZ44E ID B user input placeholder EHBRNEEANE,

® Note

REERFRHLXZHIE Outposts FIRET , 7 AT AMAT L IR4E,

aws s3outposts create-endpoint --outposts-id op-0lac5d28a6a232904 --subnet-id XXXXXX --
security-group-id XXXXXXX
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BEXUBIHNESZEESR |, i55H (Amazon CLI &) HH create-endpoint,

RAriEmE

£ S3 on Outposts B E At Amazon Web Services RS

£ I8 Amazon Outposts A5z {THY H b Amazon Web Services BRZ t 7] LAfE F§ Amazon S3 on
Outposts &, £ Amazon CloudWatch # , S30utposts @& ZE.E R S3 on Outposts FIZfEREHY
FAMEERR |, BIX LR EIEEM Amazon Web Services REHFERER. EEEH it Amazon Web
Services R AR S3 on Outposts BE , HESETRIWEE,

Amazon Web L THREZS

Services RS

Amazon S3 FTIEE#EMEA S3 on Outposts BVIEREEEREMNIKFF  B5SHER
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1815, MREBEBHNZEELEM Outpost LFHNR , APHFFREREFRERE (ICE). ERNZE
B , BB EA A B NBIEMERE CloudWatch £ , & FEREGEARSPRBEN RS,
HIEM BREUE < BT R EEIE |, B BAE A Amazon DataSync 8 3#EM Amazon S3 on Outposts @
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£ Amazon CloudWatch Events #U S3 on Outposts ZE4FiE 4

I&TILAE A CloudWatch Events J9{E{a Amazon S3 on Outposts API B4 SIZZHN|, SIEMNIET | &
A LUERIEE FRE X/ CloudWatch BFRIRBEH , @3E Amazon Simple Queue Service ( Amazon
SQS ) . Amazon Simple Notification Service ( Amazon SNS ) 1 Amazon Lambda, BXxEZER ,
%25 (Amazon CloudWatch Events AP 1ER) FHIAILMER CloudWatch Events B #:H) Amazon
R 5z, BikFEBIRIRS LS S3 on Outposts & EA , S (Amazon CloudWatch Events A
F1gr) R Amazon CloudTrail 8% Amazon API & B CloudWatch Events N,

(® Note
X¥F S3 on Outposts N RIEE , AEFRE ( TERTEEHIEEFESR ) BLENEZEW CloudTrail
KIEH) Amazon APl ARAEHR |, XEEHFSEEENAN, EXEZEER , TS e
Amazon CloudTrail {FF1ER) * 8 £ /A CloudTrail B &34,

Example

LAR 2 DeleteObject BEMRAMN, EFEALLREIHA , B amzn-s3-demo-bucketl B
# S3 on Outposts HEHI & Ffo

"source": [
"aws.s3-outposts"
1,
"detail-type": [
"Amazon API call through CloudTrail"
1,
"detail": {
"eventSource": [
"s3-outposts.amazonaws.com"
1,
"eventName": [
"DeleteObject"
1,
"requestParameters": {
"bucketName": [
"amzn-s3-demo-bucketl"
]
}
}
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79 S3 on Outposts WHEIXN RJZ A CloudTrail HEiZF

BRI LAE A Amazon S3 2 #| A BLE Amazon CloudTrail BRERR12% Amazon S3 on Outposts
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CloudTrail 8 S3 on Outposts ZIBEHHIKF o
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1. EE| Amazon Web Services BEZHIA , AFE L TMuLITFF Amazon S3 ##| & : htps:/
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EEEFE A CloudTrail iIBREBIEEHH Outposts FEY B Fro
EEREM.

#£ Amazon CloudTrail BIEEHE 0+ , EFE CloudTrail FEE.
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B,
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EHAERIEEKNEER , H25 (Amazon CloudTrail BF1ER) H#YIE3 Amazon S3
NROBIEBEH.
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£/ Amazon CLI i3 S3 on Outposts BIEEHNEZER , HSHE (Amazon
CloudTrail AF#E8) FHYIZ3 S3 on Outposts =4,
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9. EHRWIEFNCIRNE L , EFELRENRERENASENH, RF , RREIERRE,

79 S3 on Outposts AKX REA CloudTrail HESH AEKIZE

1. &%E Amazon Web Services EE#2Fl& , REBEIL L TMULITFF CloudTrail #&|& : https:/
console.aws.amazon.com/cloudtrail,

EEMNSMERSD | ERRER,
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BREE—MEE , TATEEMHENBFEXHEEBRIEENXEMN S3 FEMEH., Outposts 7k
fEHY CloudTrail BEBFE— ¥ FER edgeDeviceDetails , ZFRATIRBIEEFHEBAEMN
Outpost,

Hit B EFERBIEERWIRIE., BRENBBPHetELAKRIERSE, CloudTrail BENXHTE2HA APl A
ANERFH#HKERE BT 2REAREIRFE R

THEHNRFIERT — CloudTrail B&%EB , %% BHH T s3-outposts £H PutObject #4E.

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:user/yourUserName",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "yourUserName"
},
"eventTime": "2020-11-30T15:44:337",
"eventSource": "s3-outposts.amazonaws.com",
"eventName": "PutObject",
"awsRegion": "us-east-1",

"sourceIPAddress": "26.29.66.20",
"userAgent": "aws-cli/1.18.39 Python/3.4.10 Darwin/18.7.0 botocore/1.15.39",
"requestParameters": {
"expires": "Wed, 21 Oct 2020 07:28:00 GMT",
"Content-Language": "english",
"x-amz-server-side-encryption-customer-key-MD5": "wJalrXUtnFEMI/K7MDENG/
bPxRfiCYEXAMPLEKEY",
"ObjectCannedACL": "BucketOwnerFullControl",
"Xx-amz-server-side-encryption": "Aes256",
"Content-Encoding": "gzip",
"Content-Length": "10",
"Cache-Control": "no-cache",
"Content-Type": "text/html; charset=UTF-8",
"Content-Disposition": "attachment",
"Content-MD5": "je7MtGbClwBF/2Zp9Utk/h3yCo8nvbEXAMPLEKEY",
"x-amz-storage-class": "Outposts",
"Xx-amz-server-side-encryption-customer-algorithm": "Aes256",
"bucketName": "amzn-s3-demo-bucketl",
"Key": "path/upload.sh"
},
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"responseElements": {

"x-amz-server-side-encryption-customer-key-MD5": "wJalrXUtnFEMI/K7MDENG/

bPXRTiCYEXAMPLEKEY",

"Xx-amz-server-side-encryption": "Aes256",
"x-amz-version-id": "001",
"Xx-amz-server-side-encryption-customer-algorithm": "Aes256",

"ETag": "d41d8cd98f00b204e9800998ect8427f"
I
"additionalEventData": {
"CipherSuite": "ECDHE-RSA-AES128-SHA",
"bytesTransferredIn": 10,
"x-amz-id-2": "29xX@BV20
+XOHKItvzY1sulLvli6A52E0z0X159fpfsItYd58IhXwKxXAXI4IQkp6",
"SignatureVersion": "SigV4",
"bytesTransferredOut": 20,
"AuthenticationMethod": "AuthHeader"
},
"requestID": "8E96D972160306FA",
"eventID": "ee3b4e@c-abl2-459b-9998-0a5a6f2e4015",
"readOnly": false,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::S30utposts::0bject",

"ARN": "arn:aws:s3-outposts:us-east-1:YYY:outpost/op-0lac5d28a6a232904/

bucket/path/upload.sh"

1,
{
"accountId": "222222222222",
"type": "AWS::S30utposts::Bucket",
"ARN": "arn:aws:s3-outposts:us-east-1:YYY:outpost/op-0lac5d28a6a232904/
bucket/"
}
1,

"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "444455556666",
"sharedEventID": "©2759a4c-c040-4758-b84b-7cbaafl7747a",
"edgeDeviceDetails": {
"type": "outposts",
"deviceld": "op-0lac5d28a6a232904"
1,

"eventCategory": "Data"
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» CompleteMultipartUpload

» CopyObject
* CreateMultipartUpload

+ DeleteObject
» DeleteObijects

» DeleteObjectTagging
+ GetObject

* GetObjectTagging

» HeadBucket

+ HeadObject
» ListMultipartUploads

+ ListObjects

* ListObjectsV2

* ListObjectVersions
 ListParts

+ PutObject
» PutObjectTagging

» UploadPart
» UploadPartCopy

BT EEE#EI Amazon S3 #2#] AP
S3 on Outposts XFFUT A TAEFE WA Amazon S3 2l API B1E,

* CreateAccessPoint

* CreateBucket

* DeleteAccessPoint

» DeleteAccessPointPolicy

* DeleteBucket

» DeleteBucketLifecycleConfiguration

* DeleteBucketPolicy

» DeleteBucketReplication
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https://docs.amazonaws.cn/AmazonS3/latest/API/API_ListObjects.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_ListParts.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_PutObject.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_PutObjectTagging.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_UploadPart.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_UploadPartCopy.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_CreateAccessPoint.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_CreateBucket.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_DeleteAccessPoint.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_DeleteAccessPointPolicy.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_DeleteBucket.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_DeleteBucketLifecycleConfiguration.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_DeleteBucketPolicy.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_DeleteBucketReplication.html

Amazon S3 on Outposts AriEE

» DeleteBucketTagging

* GetAccessPoint

» GetAccessPointPolicy

* GetBucket

» GetBucketLifecycleConfiguration

+ GetBucketPolicy

+ GetBucketReplication

* GetBucketTagging

* GetBucketVersioning

» ListAccessPoints

» ListRegionalBuckets

» PutAccessPointPolicy

» PutBucketLifecycleConfiguration

» PutBucketPolicy

» PutBucketReplication

» PutBucketTagging

» PutBucketVersioning

AT &8 iw<# S3 on Outposts API #4E
S3 on Outposts XFLAT AT EELIRT KA Amazon S3 on Outposts API &1k,

» CreateEndpoint

» DeleteEndpoint

» ListEndpoints
* ListOutpostsWithS3
» ListSharedEndpoints

FERERAT Java B9 SDK A S3 on Outposts Eti& S3 #2415 i

LR RBIER &R TF Java B9 Amazon SDK 3 Amazon S3 on Outposts Bt @ Amazon S3 2 #I1&
i, BEMALLRA , HFED user input placeholder Bt HEEHOHWIER,
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https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_GetAccessPointPolicy.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_GetBucket.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_GetBucketLifecycleConfiguration.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_GetBucketPolicy.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_GetBucketReplication.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_GetBucketTagging.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_GetBucketVersioning.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_ListAccessPoints.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_ListRegionalBuckets.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_PutAccessPointPolicy.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_PutBucketLifecycleConfiguration.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_PutBucketPolicy.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_PutBucketReplication.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_PutBucketTagging.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_control_PutBucketVersioning.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_s3outposts_CreateEndpoint.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_s3outposts_DeleteEndpoint.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_s3outposts_ListEndpoints.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_s3outposts_ListOutpostsWithS3.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_s3outposts_ListSharedEndpoints.html
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import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;

import com.amazonaws.services.s3control.AWSS3Control;
import com.amazonaws.services.s3control.AWSS3ControlClient;

public AWSS3Control createS3ControlClient() {

String accessKey = AWSAccessKey;
String secretKey = SecretAccessKey;
BasicAWSCredentials awsCreds = new BasicAWSCredentials(accessKey, secretKey);

return AWSS3ControlClient.builder().enableUseArnRegion()
.withCredentials(new AWSStaticCredentialsProvider(awsCreds))
.build();

B IPv6 [ S3 on Outposts & H1FK

Amazon S3 on Outposts 1 S3 on Outposts XXtk im R FFEEA IPv6 = IPv4 i@ S3 on Outposts
MR HIER, €8) S3 on Outposts X IPv6 By , ATEUE IPv6 M4 fEA S3 on Outposts API 13
[ 048R VE 48 BA R 42 ) ED AR B TR o

(® Note
X IPv6 M4 E#Y S3 on Outposts X SIRYE ( FlEN PutObject =X GetObject ) o

B IPv6 M 45151 S3 on Outposts FEISMAZE, BX S3 on Outposts EZER , iS5 S3 on
Outposts EH.

F&

« IPv6 Al

o EAXUERRSIBY IPve M4 A& HiEK
« 1E IAM KB EA IPv6 ik

o AR P Mk FRAM
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/S3OutpostsAPI.html
https://www.amazonaws.cn/outposts/rack/pricing/
https://www.amazonaws.cn/outposts/rack/pricing/
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« f£/ S3 on Outposts Mtk i =

IPv6 Al]

EBE IPv6 [8 S3 on Outposts #& HEXR , BATERANMERIKT R, T — T B {6 A R L%
T AEE IPve XK HER,

THEREZ1EHES IPv6 148 S3 on Outposts @2 BTN EZFZEIMN :

o FEFEBAE S RNR S SR IFER IPV6,

- BEEREERBABBFRBBERMIEZ X , UEHT IPv6 Hldl, BXEZELR , 55H £/H S3
on Outposts M ik = o

- WRIETE Amazon ldentity and Access Management ( IAM ) A F5RBE= S3 on Outposts 1K B H
ERR IP #p sk ik |, WA E TR BE LA 2 4R IPv6 it SEE

® Note

WERUGER T¥ IPv6 M4&H S3 on Outposts HIREMZEIERER. FIFE IPve M
£ # Amazon S3 on Outposts 3 RIg4E.

- MREA IPv6 , BREERTHR BEXMH IPve & IP bk, AP A F 24 S3 on Outposts
BEXGHWNEIE, MAMRKGHITERN , WMETHIES 5T IPve HXNIERE IP ik, RF,
FHAITE, MANMRGFEBBEN IPv6 EXMWIZRE IP thit,

£ A X R i ROB IPv6 M 48 & Hi 1R 5K

E&EE IPv6 £/ S3 on Outposts API A& H1ER , LB Amazon CLI 2 Amazon SDK A
HRmR. TREBEBET IPve HiUER IPv4 #MiETR S3 on Outposts , Amazon S3 2| API 3 1EH
S3 on Outposts APl I2EM THEAXEBE2HEEMN, BIFEE , IPv6 MEAFRXIF S3 on Outposts X i
{E ( #170 PutObject B GetObject ) o

MR Amazon Command Line Interface ( Amazon CLI ) 1 Amazon SDK , A S H SRS UE
WAMHER IR R BRI B XM EEENHRIE[ISENBEE S3 on Outposts i Ko

BAILUBE A TE—FR |, FFRAXNHERESET IPv6 158 S3 on Outposts #f :

« Amazon CLI , S FEM Amazon CLI {5 H Xtk i
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/S3OutpostsAPI.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/S3OutpostsAPI.html#S3OutpostsAPIsBucket
https://docs.amazonaws.cn/AmazonS3/latest/userguide/S3OutpostsAPI.html#S3OutpostsAPIs
https://docs.amazonaws.cn/AmazonS3/latest/userguide/S3OutpostsAPI.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/S3OutpostsAPI.html
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« HX Amazon FATEG , H2 M Amazon SDK £ S3 on Outposts M % i .o

£ IAM KEEFRER IPv6 it

FEZ=HMEA IPv6 MR S3 on Outposts #2681 , IHEARA T IP #utiFEH IAM A KB S3 on
Outposts HZKEE B EH N BIE IPv6 it SBE. MRREH IP Hnt LSRR UEL IR IPV6 ok |, MITE
ZiAFEH IPve AT , A RER LG R S3 on Outposts 4.

JEIE |P bRy IAM policy A IP it RAZE . THEHM S3 on Outposts RSB £ IP bt
SUZER , BWEAUR IPv4 #3tRY IPSEERN 54.240.143.%, tBEZHAIFTAE IP #3t3t S3 on
Outposts #8 ( DOC-EXAMPLE-BUCKET ) Win[E#MaIEL, BTFTE IPv6 thiut#EARIFEEZH
LR BE S PFH IE IPv6 ik 157 DOC-EXAMPLE-BUCKET,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",

"Principal": "*",
"Action": "s3-outposts:*",
"Resource": "arn:aws:s3-outposts:us-

east-1:111122223333:0utpost/OUTPOSTS-ID/bucket/DOC-EXAMPLE-BUCKET/*",
"Condition": {
"IpAddress": {
"aws:SourceIp": "54.240.143.0/24"
}

& AT LU S3 on Outposts FREEHY Condition TREKNEN R IPv4 (54.240.143.0/24 )
IPv6 ( 2001:DB8:1234:5678::/64 ) #hitSBE , ML T RBIFTR, BASAERA KRBT REIEESE
BE Condition 3REREH IAM A F M7 K EE

"Condition": {
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html#Conditions_IPAddress
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"IpAddress": {
"aws:Sourcelp": [
"54.240.143.0/24",
"2001:DB8:1234:5678::/64"
]

EEH IPv6 28] , AN EER IP ik fEER AU IPve it SEEM AT A< IAM B P MEE @R
HITEH. BUUEFERALN IPve itSBE AR INER IPv4 it SEEREFHEN IAM R, EXE
B AFES IPv6 F IPv4 #1715 B M EE R RG] |, BFSREBEEISE P #hit B9 15 R AR

& ] LAE https://console.aws.amazon.com/iam/ EEF IAM #2HAEE IAM AP K. BX IAM B
BREE , B30 IAM AAFER. BX%HE S3 on Outposts MREEMELR , S M Amazon S3 on
Outposts T2 fi#§ #7112 4% 5 12 18 W SR B o

Mz 1P ik A M

WMREERABE Linux 5 Unix EHIH macOS X FA , WAL ST IPv6 X XA ik = 8917 8] o
filan , ENIRES IPv6 5 Amazon S3 on Outposts I RBERE |, A dig od :

dig s3-outposts.us-west-2.api.aws AAAA +short

MREFWRETES IPv6 MEHXHEKRIES , W dig s HIIREIEEER IPv6 that, Bl :

dig s3-outposts.us-west-2.api.aws AAAA +short
2600:1f14:2588:4800:b3a39:1460:159f :ebce
2600:1f14:2588:4802:6df6:clfd:ef8a:fc76

2600:1f14:2588:4801:d802:8ccf:4e04:817

¥F IPv6 &5 Amazon PrivateLink &£ &%

S3 on Outposts X Amazon PrivateLink BR$5 #iwm [UERA IPv6 #%. HTF Amazon PrivateLink
X IPve il , BRI BUEN IPve & , Nt siiE T HEeFABEERIEZET VPC N RS %

K. Amazon PrivateLink for S3 on Outposts ¥ IPv6 B X 3F& 5o 1 #&1F Amazon PrivateLink 53U
mREK. BXRUWAA Amazon PrivateLink /B IPv6 % , &5 Expedite your IPv6 adoption
with Amazon PrivatelLink services and endpoints,

M 1P ik FRA M API hzZ 2006-03-01 183


https://console.amazonaws.cn/iam/
https://docs.amazonaws.cn/IAM/latest/UserGuide/
https://docs.amazonaws.cn/AmazonS3/latest/userguide/s3-outposts-privatelink-interface-endpoints.html
https://www.amazonaws.cn/blogs/networking-and-content-delivery/expedite-your-ipv6-adoption-with-privatelink-services-and-endpoints/
https://www.amazonaws.cn/blogs/networking-and-content-delivery/expedite-your-ipv6-adoption-with-privatelink-services-and-endpoints/
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® Note

EFZEFN P kKB M IPv4 B IPV6 , 1525 (Amazon PrivateLink User Guide)
#Y Modify the supported IP address type.

$¥ IPv6 & Amazon PrivateLink & & 1§ /4

MR IEF Amazon PrivateLink 5 IPve &8 EH , NAMEIE IPve XUt VPC #ENwR. Bx
)£l Amazon Web Services BB H A 812 VPC Is 2 —RZP & , i5Z @ {Amazon PrivateLink
User Guide) FR#Y Access an Amazon service using an interface VPC endpoint,

Amazon Web Services B 4|4&
FEAUTIRE G ZIERES S3 on Outposts B0 VPC kR,

1. &%E| Amazon Web Services EE2FI A H 4TI VPC #2&H& , MiLR : https:/
console.aws.amazon.com/vpc/e

EEMERD , ERRR.

ik 2 Jel = AT J

X FRRSES | iEHFE Amazon BRF.

M FRRS B, #%$F S3 on Outposts fRF ( com.amazonaws.us-east-1.s3-outposts ) »
F VPC , BEEMFHE S3 on Outposts #Y VPC,

MNFFH , N TFENATHXKER MNP IHR S3 on Outposts B FM, BT EME—TT A
XAEFELZNFMN, N TFEERNENFN , FRIB - MFNRIMEED, BRIABERT , F
FM IP #utSEE FEY IP thit D EAIRANEED, EARRMNEEORE P it , HiEFE
EIP it |, REWMAFMH U SEE /Y IPv6 it

8. XTFIP it ER  EENHK, BN IPv4 1 IPv6 it D EAR AN EED, XYL
ETMEES IPv4 F IPv6 i SEERT |, F ZIFIIET,

9. NWFZR2£4YE , RFEEE VPC HANKRANZEOXKNLZEH, MIABERLT , R ARLdAE
VPC X Bk,

10. WFHRE , BEABRTEHENRAAGFFEEHES VPC RN FIEREINTERE. &
W, EFEBESCRMII VPC ik AR |, X RIS =BT VPC ik /X BRI AT ERENN
BRo ZIEWXERS = VPC mR KN TH, BXEZELR |, 1S Endpoint policies.

1. (W% ) BEERMRE |, HEFEFAMFRE , REHAZRSHENE.,

12, EROIER S

N o o bk~ Db
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https://docs.amazonaws.cn/vpc/latest/privatelink/configure-endpoint-service.html#supported-ip-address-types
https://docs.amazonaws.cn/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint
https://console.amazonaws.cn/vpc/
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/vpc/latest/privatelink/vpc-endpoints-access.html
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Example- S3 on Outposts &% i

E /1 S3 on Outposts 5 VPC is R ITRE |, B LLEHEH S3 on Outposts FE | MMTRFAFR :

{
"Statement": [
{
"Effect": "Allow",
"Action": "s3-outposts:*",
"Resource": "*",
"Principal": "*"
}
]
}
Amazon CLI
® Note

EEEH VPC R LB IPve M4 , &5 S3 on Outposts K
SupportedIpAddressType JRiESKHFIZE IPV6,

AR RBIER create-vpc-endpoint an S 8I2HHI N MR B O IK =

aws ec2 create-vpc-endpoint \

--vpc-id vpc-12345678 \

--vpc-endpoint-type Interface \

--service-name com.amazonaws.us-east-1.s3-outposts \
--subnet-id subnet-12345678 \

--security-group-id sg-12345678 \

--ip-address-type dualstack \

--dns-options "DnsRecordIpType=dualstack"

RHE Amazon PrivateLink FRFEE , MOIENIKR[LUIEZTREFTESLH VPC m RRFRRMEEES
RETEEER. BXEZEE |, 28 (Amazon PrivateLink User Guide) ®#J Accept and reject
endpoint connection requests,

J«X_F/U_WJ'HEFH modify-vpc-endpoint @ fFHXER IPv4 89 VPC i R EH A AR Im R, XUk
s R [E R AR IPv4 # IPv6 P4,

aws ec2 modify-vpc-endpoint \
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https://docs.amazonaws.cn/vpc/latest/privatelink/configure-endpoint-service.html#accept-reject-connection-requests
https://docs.amazonaws.cn/vpc/latest/privatelink/configure-endpoint-service.html#accept-reject-connection-requests
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--vpc-endpoint-id vpce-12345678 \
--add-subnet-ids subnet-12345678 \
--remove-subnet-ids subnet-12345678 \
--ip-address-type dualstack \
--dns-options "DnsRecordIpType=dualstack"

BXWM{AH Amazon PrivateLink /5 IPv6 MEHEZE LS. , 5 Expedite your IPv6 adoption
with Amazon PrivateLink services and endpoints.

£ S3 on Outposts e i =

S3 on Outposts etk i R X 3§ IPv6 F IPv4 [ S3 on Outposts FA& HEVER. AT BWAE
F S3 on Outposts RUHERL I = o

£ 4
+ S3 on Outposts 4% w2
« M Amazon CLI fE AR H#K KR
« M Amazon SDK £ S3 on Outposts I HE% ik =

S3 on Outposts M etk i =

LB E AR IR R A HIERE , S3on Outposts ¥ URL 478 IPv6 = IPv4 tbiit, BxNMAES
IPv6 i8] S3 on Outposts M EZEE. , HZHET IPv6 [ S3 on Outposts & HiE Ko

B X AR IR R E S3 on Outposts B/, BEAREERESE M. S3 on Outposts A #FXIFHN
HRIBAEH , XEKE | EXTMEEHRPEEXSE,

N TFRHELBEERN FIP v, FEAUTHEAE .

s3-outposts-fips.region.api.aws

XTI FIPS iv R, BEAUTRELNE

s3-outposts.region.api.aws

(® Note
S3 on Outposts T X HFELFEEHER ViR KE Ho.
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M Amazon CLI i A XX HEdk i

AT IRMAA T OXEKE S & HiERM Amazon CLI iv S Rfl,. BHXi&E Amazon CLI Bi%BA |, 5
%3833 Amazon CLI #i& A T Java B SDK iR,

£ Amazon Config XA EL & X4 P FELEE use_dualstack_endpoint i&EHN true , NH¥
s3 M s3api Amazon CLI 8 X HEYFTE Amazon S3 53R & E B B35 E XS MR IR S, BT
ERBEXHHGSRMER --region EIIEEXE,

JEY Amazon CLI ERA XUk IR AT , N HF path —riil:ﬁ'to EREXMHPRENFUHFH
EREMREEINEPRERE URLY, BEXEZER , BZH (Amazon CLI AFEmM) FH

s3outposts.

Ei@E Amazon CLI EAMNkIE S , #H¥F --endpoint-url 285 http://
53 dualstack region.amazonaws.com 3§ https ://s3-outposts-fips.region.api.aws
i = — 2 A F{EM s3control | s3outposts @,

flan -

$ aws s3control list-regional-buckets --endpoint-url https://s3-
outposts.region.api.aws

M Amazon SDK {#£ S3 on Outposts X i =
ARG —LERE |, B WA Amazon SDK K 8] I HEL i = o
Amazon SDK for Java 2.x X HE% i 5 R 45l

LUTRBIERT XA Amazon SDK for Java 2.x #12 S3 on Outposts & ixAT , 20 {E A
S3ControlClient # SBOutpostsClient IR B AMHER KR, BXHN Amazon S3 on Outposts
BIZEFN R B R Java RAIRVIEER |, ESFEST Amazon CLI F5&EMA T Java B9 SDK FEaE A,

Example- f|2/5 A X 4k i S B9 S3ControlClient 2£

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3control.S3ControlClient;

import software.amazon.awssdk.services.s3control.model.ListRegionalBucketsRequest;
import software.amazon.awssdk.services.s3control.model.ListRegionalBucketsResponse;
import software.amazon.awssdk.services.s3control.model.S3ControlException;
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public class DualStackEndpointsExamplel {

public static void main(String[] args) {
Region clientRegion = Region.of("us-east-1");
String accountId = "111122223333";
String navyId = "9876543210";

try {

// Create an S3ControlClient with dual-stack endpoints enabled.

S3ControlClient s3ControlClient = S3ControlClient.builder()
.region(clientRegion)
.dualstackEnabled(true)
.build();

ListRegionalBucketsRequest listRegionalBucketsRequest =

ListRegionalBucketsRequest.buildexr()

.accountId(accountId)

.outpostId(navyId)

.build();

ListRegionalBucketsResponse listBuckets =
s3ControlClient.listRegionalBuckets(listRegionalBucketsRequest);
System.out.printf("ListRegionalBuckets Response: %s%n",
listBuckets.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 on Outposts
couldn't process
// it, so it returned an error response.
e.printStackTrace();
}
catch (S3ControlException e) {
// Unknown exceptions will be thrown as an instance of this type.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 on Outposts couldn't be contacted for a response, or the
client
// couldn't parse the response from Amazon S3 on Outposts.
e.printStackTrace();
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}

Example— 82 5 A Mk % S B S30utpostsClient

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3outposts.S30utpostsClient;

import software.amazon.awssdk.services.s3outposts.model.ListEndpointsRequest;
import software.amazon.awssdk.services.s3outposts.model.ListEndpointsResponse;
import software.amazon.awssdk.services.s3outposts.model.S30utpostsException;

public class DualStackEndpointsExample2 {

public static void main(String[] args) {
Region clientRegion = Region.of("us-east-1");

try {

// Create an S30utpostsClient with dual-stack endpoints enabled.

S30utpostsClient s30utpostsClient = S30utpostsClient.builder()
.region(clientRegion)
.dualstackEnabled(true)
.build();

ListEndpointsRequest listEndpointsRequest =

ListEndpointsRequest.builder().build();

ListEndpointsResponse listEndpoints =
s30utpostsClient.listEndpoints(listEndpointsRequest);
System.out.printf("ListEndpoints Response: %s%n",
listEndpoints.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 on Outposts
couldn't process
// it, so it returned an error response.
e.printStackTrace();
}
catch (S30utpostsException e) {
// Unknown exceptions will be thrown as an instance of this type.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 on Outposts couldn't be contacted for a response, or the
client
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// couldn't parse the response from Amazon S3 on Outposts.
e.printStackTrace();

MREFE Windows £ Amazon SDK for Java 2.x , ATREARIRE LA T Java B (JVM ) B :

java.net.preferIPv6Addresses=true
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