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#l, Blan |, 58 iM% HeEa B — > Amazon Web Services I F % 417l (PCl) Z£ %5
HEARNIEAENFEEENTITRAERS5B%,

- B@E- Amazon Web Services it R Z £ RPN E{L, Bi1E Amazon Web Services Ik R4t
ARBRTEHEENRENLZLE. HTXATEANEARSTENZEEENXH , TELSHRT
EHRELER,

- WZHR : FTRNENEFRNIRTANERER, A SUES[FHBAB ZE 2 FF Amazon Web
Services Mk 7 & Bh L1 B A T,

- BIERE - RTREAMRZA , GBEEHEREE —NKFAPHEREE, XBEB TR LAGR
ERZEREEMNAR. XEDTEFSEAERENFE K RUETETREN CEABERY
%f51» (GDPR) ,

c IFHRE -FTRANLFEMNS~mARETETRENEBWRRE, FHZ Amazon Web Services
W, BRSNS EER,

RS EMFLL Amazon Web Services T/~ 11


https://www.pcisecuritystandards.org/pci_security/
https://www.pcisecuritystandards.org/pci_security/
https://gdpr.eu
https://gdpr.eu

Amazon Ik~ &1 ArfEm
« KR -KFPREKERN S HAMENE—EEASR. SANKFEBHTEKERS LHFF LS
By, REEABRSENMNARFPNIE, BOATUNMEKESH N —MIRKA ( A Amazon
Organizations &K% ) , FFEITH E 2 Amazon Web Services ik = 7

- BED B — Amazon RS ELE 2 2 B A BN ELE R IR 1TH Amazon Web Services Ik, FFIT4E
AE D KA B Amazon Web Services i ATUABS LS 1M E S B,

A RN AAERIAEFEYE S Amazon Well-Architected Framework, iZMEZR 8§ E&HBIERITR
E, BHMETT BEN=EMIRE, BEENDIAELES  BINEBWEIRBEEPNESHH, X#
WA LR BB Ry BINME  MAEED L REKMEWENFEEE,

EIE %/ Amazon Web Services K F°

EFBRAMSZANKF 28, BEEFEEEXLERFAITR. Ak, BATEEEER Amazon
Organizations , X2 — % %% Amazon RS , A TEEALR Amazon Web Services Ik RHIFTE A
Ao

Amazon & 124t T Amazon Control Tower , ©1 Organizations &1 T Z/Z Amazon £E B3t ,
HEHFEEEM Amazon BRE ( 0 Amazon CloudTrail, Amazon Config CloudWatch Amazon
Service Catalog., Amazon % ) £, XLERFAERKLETNTH. BXEZFEE , S HAmazon
Control Tower o

SRS

o {84 Amazon Organizations
o {84 Amazon Control Tower

AR £ F§ Amazon Organizations

Amazon Organizations 2 — a /i F Amazon Web Services I 4R —/NNARTEER Amazon
RS, XM TELUTRERSHIIE , IAMEKSHNKEERAN—A , HEE—FRALE, £
AUERETRENEFREFERALANZ S, BXHNEZEE Amazon Organizations , {555
{Amazon Organizations AAF$E8) -

A RR

% 4% Amazon Organizations FABAETEK/ Y , AANASHERTS RERZALNEEK
F#iT. RIABRT , XREBESLHLBSEBMHEWIRE, BAILUBEN B A Organizations 5%
Amazon RS 2 BBV RIS 17 [R] SRAF AL B inheey R B H PR SS. Trusted acces Amazon s B8 E RS

EHEZ A Amazon Web Services i~ 12


https://www.amazonaws.cn/architecture/well-architected
https://www.amazonaws.cn/organizations
https://www.amazonaws.cn/organizations
https://www.amazonaws.cn/controltower/pricing
https://www.amazonaws.cn/controltower/pricing
https://docs.amazonaws.cn/organizations/latest/userguide/

Amazon Ik EE AriEE

RYFRABXAAREFEKFEENNR. HEAKFEBEUEHRNRER , KREBERSART
Organizations REEBIKFIHRILELFFERAKFHTHE (LNEFTEFZZAKRAGE ) IR,

BREZER , FEHNERAUELRMNR Amazon K- EHE,

ZHREER

BRAEHRNRE , SEATLUERREN —IRAKFEEANKSEENEZREER Amazon K
Fo. X#  ZREEAKFRAUUNALAPFHRAKFHTRKSFEEARBENERES  MUBNREE
EKPFRENTHRIMES. ZREEAKS REHRKSERRSNERES. ZREEAKFTERE
EIKF B AXT AL A B ENR,

EXEZER ,BFZR NKFEESRZEEE A Amazon IKF,
RN E ARE1HEXPR Amazon Ik EIE

79 Amazon lkFEBERAAEFRNEATFEEKFNERERBSRFENRAKFHWEFERESEM
TR (Bl , EERFABKRS R ) Amazon Organizationse BEXEZER |, i55H (Amazon
Organizations FAFER) Y Amazon ik & Amazon Organizations, BXxAEHE THERERN
—MRER , BZH 5 H M Amazon BR% Amazon Organizations — 2,

BRAEIFEMNEG , TEXE accountID SHMIKFEE AP BERERAZSH. REEMEH
REEEKSRALNZEREEAKS (NREH ) WEL AR ZIRERN , FERIERALSE. 5%
BZEE  BSANKFEESZHZEEER Amazon K,

BFERUTSREALAT S AKS EENTEHRRR,

® &PAR
ERTIXERES , BYXTUBERATER :

Sa

REM A QR EIRIK 7 AT LR E
- BNHAXKTESAFMEIEE,

\
X

Amazon Web Services BIRiE 4| &
H 5 AR 1A BRI R Amazon Ik &3

1. %% Amazon Organizations #2%|& . BHFEL IAM AP EHES , B IAM &6 ; REA
OANEEKFHAUBRAFHNEHESR (THE) .

BREEHENR 13


https://docs.amazonaws.cn/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_integrate_services.html
https://docs.amazonaws.cn//accounts/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://console.amazonaws.cn/organizations

Amazon K/ &2 AP s
2. ESMERF , EERS.
3. ‘ERFIIRFEEAMazon IKFEE,
4. %$E Enable trusted access (J8 A RIS iH1R),
5

# “A Amazon Ik EEE R WETFR” WIEES , #A enab le #ITHIA , REEE “BRAT
EBER,

Amazon CLI & SDKs
H 5 A R{E 15 R FR Amazon K &2

BITUTGSE , U EAALERKFHANEITAAKS ER AP E | XEIREFER --
accountId SR AHELRFHHNRKATK,

 Amazon CLI : enable-aws-service-access

AT R0 E 0K P R A L H Amazon K = &2 5 A AIE 15 RN R

$ aws organizations enable-aws-service-access \
--service-principal account.amazonaws.com

MREY , BT REFEEMRH .,

AKFEBZAZEEE R Amazon K

BUERERERAKS, , MEAUEFRRIEHAMK R Amazon Ik FRAKFEE AP B4
Amazon Organizations, NHALIMEREEAK, G , ZKFHPNWAFPNACTUED XA
ifAccountIdSEfEaccountdm & ZEE Hif A Amazon CLI 1 Amazon SDK 24E , X2 /E T LATE
HAOAEK TIET,

EALAPFNRRKF IMAZTRERAKS |, HREBUT I RIEE,
Amazon CL| & SDKs
A EERS IMEREERKS,

BEUERUATHS , AKFEERSEAZREER,

BRZEREEAKF, 14


https://docs.amazonaws.cn/cli/latest/reference/organizations/enable-aws-service-access.html

Amazon Ik EE AriEE

® &RPRR
BERITXERS , BLTREATER :
REENALNEREKF AT LERE,
- BRHRAXKTESAMEIEE,
- BYRELHEALRDERT K/ EENAEHRNR,

IEBITIETE AT RS E 4%

account.amazonaws.com

* Amazon CLI: register-delegated-administrator

LT ROMGFALH R A K EMANERTRFEERRSHEREER,

$ aws organizations register-delegated-administrator \
--account-id 123456789012 \
--service-principal account.amazonaws.com

MREY , BT REFEEMRE T,

BETSSE , B MERAKF 123456789012 K EIEE A KA &2 Amazon CLI 1 SDK API
& R e A --account-idS ¥k | AL FH R I K, o

Amazon Web Services EIBiE4|4

Amazon IKFEEEBEEHI AT FIES., BREEIFERAEF —1FH Amazon CLI 5 API #
YER 1T 4ESS Amazon SDKs,

{al8H{E A Amazon Control Tower

Amazon Organizations 2 —MEM RS , FEEBEREENRTEAN Amazon 8, XA
Amazon Organizations § /0Ky AR — N A K EF 5 =& Amazon Control Tower. Amazon Control
Tower 73 Organizations FHEEZFIE , BINAMNETERESER , I RENEELXENZKF,
Amazon IRERM T —ME{LH 5%,

{8t Amazon Control Tower 15



https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.amazonaws.cn/cli/latest/reference/organizations/register-delegated-administrator.html

Amazon Ik EE AriEE

REN XL £ KESSE S % Amazon Control Tower ¥ & T B#% /0 Zh € Amazon Organizations,
Amazon Control Tower M —EFp MM EF £ |, U BARRENWEALFNKFS SBIUNEZEMEMNIR
ERE -,

BRI LM RFH Amazon Organizations 5% Amazon Control Tower , &R BURIEE B AT
B, £ HAM Amazon NIFE, IMHEFHNEEENAES 2N TAEERERES RS HNENY
FRAER Amazon Web Services = RN ZDMARITEN IEEXEE,

EXEZEER , 52 Amazon Control Tower A FIEE /14 £Amazon Control Tower ?

T & APl RYIR/FRESN

SR EME S A Amazon Web Services Tk Y AP BREBRARAUTHRMPRIEER 2 — -

c MY ETX — EXATENKFARRARHRRERRE KA FHAKSEEN. IRETRA
K = & ¥ Amazon CLI 2% Amazon SDK #{ERN T E&EZAccountIdZ# , WaBaIFEAMI LT
XHER,

« HALFTY — EXATARPENKFAFRRAGHERERE —HRPFRERK G KB IK
FPEHR, HEEAESD—NIKFEE Amazon CLI  Amazon SDK ##/Ert , MBRWEEET
ZAccountIdZ# , MaBaIEAALR ETXERX, KEXT , REBETHLANERKF,RIK,E
BENZEREERAKF,BRARE,

Amazon CLI # S Amazon DK ##4EEL A LAEIR T IR B AIETT , A A EA LR ERETT,

« MREREE Accountld S8, WHBRESTERL LT , HEFRERNAIEATREE
ROKF, TP RERNALNKAKS , ER2M1tt.
« MR\REET AccountId 28, MHBRESTEHARLETXH , HERBRETEREENARKS
LiE1T,
- MRFALBRENKSREERKS K- EERSNHELEEAKS |, MABUE AccountId S
PEERARNEMRRKS REHREENIKS
« HAGE—TERAEABRRAREHAE AccountId ZHHEEEBEKSHNIKS BIEE N K
FEERRSZAEEEAKSOKS . EMEMKS K SREERKS , M2WE AccessDenied #
®o
- MBEMIERNTETRE , MATIREER IAM KEIZTIZRE , ZRBEBEM Resource TH
REANAVABRFN "*" , RENEAIRILIKSEER ARN.
- MREALEXTETRE , WLFTHREER IAM RBIZITIZRE |, ZRBESH Resource TH
RHENAVABRFEN "*" , RENERAELEA KT IEER ARN.

T #R API Ky IREIES 16


https://docs.amazonaws.cn/controltower/latest/userguide/what-is-control-tower.html

Amazon Ik EE AriEE

RTEMIK R YR

S XZH Amazon BE—# | WU LER IAM A RRBE R TR M. FHTMIERK - B R R,
Amazon Web Services Ik @ IAM & ( AP ZAE ) Ko IAM RXPRFEEET , ATSUEE EMARTT L
WL TR EUAREA ARG THITHLERE,

LT RN PR R AT N K EEA — L EE,
B Amazon &R ## X Amazon Web Services K F°

- RELZSIANKFRBUKFERA[TINIKS BB EEBERFEPRresourcetZHFMNIL S
HFERET (ARN) WEMLBFTRRE. Amazon Web Services Ik 55 7 fif AP Y REE A
EI‘JJ:_%B%\O

" MUK BT ARN

arn:aws:account: :{AccountId}:account

EA2HE AccountID SHM MU ER TIZTIKS B HERER |, BOERALRER.

ALK R KPR RYIK P ARN

arn:aws:account: :{ManagementAccountId}:account/o-{0rganizationId}/{AccountId}

EB¥E AccountID SHHNALBEXTEITIK, BIERERN |, BOERLHE.

IAM SREEHY T S
K EBERSTRESANKFEERSEBRERE | AN EEF O R THEMEEE,

##:AccountResourceOrgPaths

E T304 account:AccountResourceOrgPaths AFEE—RBESALBRREREXSEALARE
fZ (OU) R, REZ OU FTEZEaWRAKF I RFEERML. AT RO BNRBRIINRERAFTFAD
EE OU HF— OU WK/

BT account:AccountResourceOrgPaths EZEFAHRE  HILM4MEMA ForAnyValue
ForAllValues ZEFHHREERM. B, BFEE , FEBWIBRaccount , BMFELASI ANRALR
F OU KB,

BTEHMIK,E AR 17


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/general/latest/gr/aws-arns-and-namespaces.html
https://docs.amazonaws.cn/general/latest/gr/aws-arns-and-namespaces.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions

Amazon Ik EE AriEE

"Condition": {
"ForAnyValue:StringlLike": {
"account:AccountResourceOrgPaths": [
"0-aalllbb222/r-alb2/ou-alb2-f6g7hilil/*",
"0-aalllbb222/r-alb2/ou-alb2-f6g7h222/*"

##:AccountResourceOrgTags

LT X4 account:AccountResourceOrgTags A FESI AR M INBIARKF RS, RS2
—XJ key/value Z&F&E , THTXNKF PR RBRERHITIENFE, BXREZEL , 82 (Amazon
Resource Groups AIF1EM) PR ERESR. BXEETEMENGRZEFREFERAREHNEER ,
EHZSH (IAM BFERE) DI L2 Amazonfy ABAC., LA R BGRMBREINREATHAFE
A% project M{E blue = red MWIRZEMIKF,

BT account:AccountResourceOrgTags RZEFAFHRERH K HPMLIER ForAnyValue
5 ForAllValues ZEFHEEEMN. B/, FIE , IEESI ANREALKAKS EHHR
ZLaccount , RHEBWII R B =,

"Condition": {
"ForAnyValue:StringlLike": {
"account:AccountResourceOrgTags/project": [
"blue",
"red"

(® Note

BRI INBBRFHKST . ETEFRZEM INEI IR Amazon Web Services I
Fo

RTEMKS B LR 18


https://docs.amazonaws.cn/ARG/latest/userguide/tag-editor.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions

Amazon Ik EE AriEE

it BYREY Amazon Web Services T /=

A AL TR T A SRS Amazon Web Services Ik

® Note
R B Amazon Web Services ik 2 EENEFE R Z# Web Services ENEFAA TR 7]
( Amazon EIE ) 812 K NEBHMIZEEWM, EXEZELE , BN EEHNEMWXHIK
Pl

£l

+ #12 Amazon Web Services i 5l &

- BRAZEA Amazon Web Services X135 FE{REYIKF
- EFEHKE Amazon Web Services i F°

« E# WS # Web Services B FHB 4 it 11

- BEFRAFED

« EFIREY Amazon Web Services I F° name

. EFEHNEZABKRA Amazon Web Services ik F°

- EFEMNEZERERA Amazon Web Services Ik 2

« #E Amazon Web Services K iR

£12 Amazon Web Services I 318

MREFE IAM AFH URL BEEN L B]IBH ( NEAD easy-to-rememberfRiRAF ) AR =2 Amazon
Web Services Ik ID , AT LABIZRIK 7~ 514 o

EBTHRNMGBREFK,BE , BHSHE IAM AP ERP N ER B2 1ERER Amazon Web Services
K 1D

B A=A Amazon Web Services X 18 £ 4REY MK = &

Amazon Web Services XiF 21ttt & £ Amazon EZNATRAXWYEMNE, TAXH—IMHZNIEE
Amazon BWEREHROLARK , BINEEHPOHEETRBIR., MEFERE , N TAENRES, XEK

BIE R EH BRI B & 19


https://docs.amazonaws.cn/IAM/latest/UserGuide/console_account-alias.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/console_account-alias.html

Amazon Ik EE AriEE

BEEINXEEYE L Amazon Web Services X3 B2V A , FEMY FTHEMXE, XiGRMHEFEE
B, REMFRMY | BB ER, EERLRF Amazon Web Services Xif EiEf it 5z 1T TE
FE AR S MAEHBREIER, AXxAAXGHNEFHEXEN®E |, F255H XENTHAX, ZifA
T #RIZE THES1 8 Amazon Web Services X135 Fy58 M 284 | i§ 15 RIAmazon % X i EH &R,

Amazon Web Services X35 Ik~ r] At KB D N3k :

« BNARKHEL - 2019 F 3 A 20 A Z B HHKBRULFRARS. KERER | AT LHEX LR
WRHFRAEE AR, TxEARRARUKS,

- Opt-in X15-2019 F 3 A 20 Bz E# EHNKFEBRIAL TFERARS , MATMEXE., ZAMERMA
XEF2ERERFHASHES  ERANTEAFERAXEXGMETEMT, EfAXLERIEXE ,
AR IEIZE Amazon Web Services i F XIS AT 1. BRAEEMAXEE , BURESH
EhiERZXE  HEZXERNABRNERRR. ERAENMIIKSEATEXE , §5 5 7070k
FEASREZAXE ; EAENRAKFERATEXSE , #58., EHLFEARERAXE

L IEEMET Amazon Web Services Ik, 2B IBEMEX R ittt FRE K E R/ X H & Amazon #EE—

ANEXT, 8 Amazon ERMAXGHER/MXHNERLE ‘KREE THLER KB, E
REZER/MXEAERMAXE, ERMEEERMAXSGNRAXBHER/MX ( WHE, )ﬁj(
FIEHEMEXR ) , EEFMAXSBEREFERL , IS RERMAXBHNEERR. KFBEE ,

A LATEIK P P /S A H At Amazon &R A X | &EILXii$¥mFﬁ‘“T£/£ﬂﬂﬂﬁlﬁ1FﬁﬁE’Jﬁﬁﬂﬂ)&[ﬂio

B8 Amazon Web Services i , RE2 B FERN IAM BIEMIERERENERTRERIAX
H, NMATFEEELANROBRAFN IAM S4EAEINGERHEIXEXEFHE Amazon RS
Amazon BRIAMBRT , EBMAXEAFEARS , ME IAM BEMAERHOEXEXFERTAH , X
éllﬂll:iﬁl"ﬂiZlZiﬁq:'E’\J Amazon fR$. HEEFREEAERMAXER , Amazon 2R &K IAM BIEH

FEEEEBRZXE, FBETRABATEXEE , RAFM IAM FAE T E£AMIERIAXEFEH
AR IAM EIE 5 R E S ARER A XE P Amazon RS

HEERENMERMAXER |, 88 IAM FIPR AN , BEERAENZEKERARRN 1AM 175 R R.
ZRREMARSEFALBBRZEXENNTR , BRERANERNAXBEANTR (07 ) WRADER
HERRFEITER,

/A Important

ZRENMNHSER IAM X ZXEERATGRRER. XFMEREXTR , XLERFEE
£57A, EEAXEZH , ERRIERRE R,

B ASE A Amazon Web Services X8 7R MK = 20


https://www.amazonaws.cn/about-aws/global-infrastructure/regions_az
https://docs.amazonaws.cn/prescriptive-guidance/latest/aws-multi-region-fundamentals/introduction.html

Amazon Ik EE AriEE

Amazon FEXEFSEARN T X, BIMNXBRETF— N2 X, MM XEBE—IHEMEH, 7 XEFH
319 Amazon Identity and Access Management (IAM) 241 |, E R E 9 X H X ig < B2 7 #in 7,

Amazon Bl Xz Fawsa XA , FE/XEMA T 2 Xaws-cn® Amazon GovCloud (US) , Xigi{u
F 5 Xaws-us-govH, RIFELIERHN S5 X Amazon Web Services Ik , AT B FE %2 X Amazon Web
Services XiF H &M,

« awsD XHWIKF AL ZRGRIEL S XPHNSNXE , XEERAUAERELERNVLER
Amazon %R, #la |, BAIgeH LEERMXEE 31 Amazon EC2 RHINEZHERMMEFLHERSR
REERER,

« aws-us-govz XAHIK - ATl &i5 R Amazon GovCloud (US-West) i X #1 Amazon GovCloud
(US-East) X8, BXEZEER , i5ZH Amazon GovCloud (US),

« aws-cn 2 XHFHKF REEEBHRIERNTEXE., EXEZELR , HSH FEMN Amazon Web
Services.

£

- XEAARSE

- BRANZEAXE R EEEM]
o RLIE R iE SRR

« AMVKSERRERXE

- AR ERSEAXE

Xl HiES2E

T2 Amazon Web Services X5 2o XL, RIAXEBLBZIBHABETEEZR , MERMEMA
B FED S ABTEEMER ¢

Opt-in Regions

BLTXENERMAXE , BT ERATERER :

Name Az Status
IEM (FFER) af-south-1 GA
TWA#X (FE) ap-east-1 GA

X AtSE 21


https://docs.amazonaws.cn/whitepapers/latest/aws-fault-isolation-boundaries/partitions.html
https://www.amazonaws.cn/govcloud-us/
https://www.amazonaws.cn/about-aws/china/
https://www.amazonaws.cn/about-aws/china/

Amazon ik F° & 12

RAriEmE

Name

TAMX (AdL)
TA#X (BEHUE )
AR X (HEME )
TA#X (BRAE )
TA#X ((DRATL )
WA X (#HAa=)
TAMX (5=E)
MEXRAEER (FRME )
RN ( 77ZR 1)

KR 3 X (K= )

R ( EHEST )

Bl 3l (4Fhi4Ek )
PR (FIBREY ) -

Bz (BHK)

SHE (PEB)

Default Regions

UTXERINEABETTER :

Name

TAMBK (5K )

KB

ap-east-2
ap-south-2
ap-southeast-3
ap-southeast-4
ap-southeast-5
ap-southeast-6
ap-southeast-7
ca-west-1
eu-central-2
eu-south-1
eu-south-2
il-central-1
me-central-1
me-south-1

mx-central-1

G

Status

GA

GA

GA

GA

GA

GA

GA

GA

GA

GA

GA

GA

GA

GA

GA

ap-northeast-1

X AtSE
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Amazon ik F° & 12 AriEE

Name (AR
TWAMX (BR) ap-northeast-2
T AR# X ((KBR ) ap-northeast-3
TA#X (&R ) ap-south-1
AR X (ETAN3 ) ap-southeast-1
LA#X (EE ) ap-southeast-2
MEX (#HE) ca-central-1
ROMib X ( EZRAE ) eu-central-1
Rt X (BT EERE ) eu-north-1
ROt X ( BR= ) eu-west-1
RRMib X (23K ) eu-west-2
BOM (B2 eu-west-3
EEM (E2RFT) sa-east-1
EERZ (FFRILMILE ) us-east-1
XERIP (HE3BEBM ) us-east-2
XEAEI (dLmFERL ) us-west-1
EEMEI (HEBXM) us-west-2

/A Important

Amazon EiU&6E A X 18 Amazon Security Token Service (Amazon STS) KT 2 M~ 2
SIRARWHT AR IR, KB XH Amazon STS KiFT RS FESEERE Amazon X
HEEM. MREFEHXE Amazon STS KixTT R , WELFHTEAER, BR , KBELR
Amazon STS £ ¥7 & (https://sts.amazonaws.com) H & &S X Amazon Web Services

X AtSE 23



Amazon Ik EE AriEE

Xig ZE ASRBRIASANBER T T ER. REITERNKF BT , ML ERARE X
Amazon STS K ix T KN SETHE , BRI BUBUE£ 3k Amazon STS Kii T AR K BMEHEN
I 2iESHE Amazon Web Services Xifl, A TAEXENSETHRRA, MRERSES
2 XERANSHEATESEMEN RS, BX Amazon STS LinT KLU 5 Amazon X3
BEAERANEZELR , 2 Amazon STS 7 Amazon XiBFEE,

BRAMZERXE 2B ESEM
ERAREAKSNZE  SBERUTILA :

- TL@@ Region-opt RSWMA , EE AT AFERAEXEHEEIBVERWTE BIrXE — FL&
Amazon £ K= Al RS , 23 Amazon Bedrock ( SR BN BEXiFHEIRESHETE ) A Amazon Q
Developer ( 2 Amazon Q Developer 1 #JCross-regionk: 3 ) fif B XIS #EIR, IR EFE XL
RS, eila B ESRERN IR Xig N iE R &ML Amazon Web Services Xigi——IFEERE RN R
BRI IAM BEEANXE, X4 ARERSIHTERRENERNTAY  #MIERT - ER,

o SBETLAERA IAM AXBR SR 42 HiI3 X 1549 15 18] £ BR — Amazon Identity and Access Management (IAM)
SIEOFNE , ATEEHBEAFRTUSA, A, REMNIEXE, BXEZER , HS
7 <IAM AF$8Rr) H# Amazon : A iFE AMZEA Amazon Web Services Xig, &A1 BUfE
Faws :RequestedRegionfk k= HI3T Amazon Web Services BRSS ##Y15 [E]R Amazon
Web Services X1,

- BRANZAXERZRN - BAREAXESTREEFATZR, ERFNEFXEPLIRATRS
%o

« Amazon EventBridge £ — & A LA FIT R XA TURSEFEH . EventBridge EventBridge %
SPHABRRSERCEEAN , AFEFEFHITIERE.

« &JA Region-opt IRA — B FEF A XA enabling/disabling F& R |, XiEk B ERE HHE
EIRA

 ENABLING

« DISABLING

« ENABLED

« DISABLED

LRI ARIEFIEHLF ENABLING 2 DISABLING IRASE , TR EHIUE, BN FH &

ConflictException., B3 (Enabled/Disabled) XiZik & REURTF < BKE Amazon RS
MEE. RERSH , B8FLE Amazon BRSS ATRE T % I BE FAENABLED,

BANMZARXS K EIEEM 24



https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.amazonaws.cn/bedrock/latest/userguide/cross-region-inference.html
https://docs.amazonaws.cn/amazonq/latest/qdeveloper-ug/cross-region-processing.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_examples_aws-enable-disable-regions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requestedregion

Amazon JikF EE AFiEmE
4032 B 8] T 15 3K PR &l

ERARZEAXER , #HFEAT T EIREFERRS

- EREBEATERA— MNKEEE/LSSEJL/IEEE - £58A—NXEE , Amazon FHITERHE
DR BEZXKEANKS |, flIFEN IAM BR2 ZAZXE, RASHEEKFTNE , KIBEE
Lo et , EENTREFE/L/IN, EHEIEERZE , BT EEAXE,

- ZAXEHFLIRINAN - EAXERE , RENEHATRESENTL. ZAXEAREREE/ LS4
EJL/NE F BEAE

« —NKPFEEMEENBEAUAE 6 MEEAHXIFERER - —MERETFH—NKFPBAREZER—
MFEXH,

« O@@ rganizations T LATE4A TE AT E £ B Amazon AL T 50 MXIFERER — EBKF &
EARHEER AT RER 50 NMFULENFEREFHALATH. —MERETH —NKFBASZEA M
E X,

FIRILK R A S EE A X

EEHE Amazon Web Services Il BRGRIPXE , FHRTUTIEFRHLER, LT Amazon
Web Services BT H A I ERHBANERIHFEFRER, BRBEFER Amazon Web Services B
BHE EFERENA T RAZIRENKF AT A XE,

Amazon Web Services IR 4|4

F 3431 R B A S A X 38 Amazon Web Services ik

@ TP XPR
ERITTIERFFHSE , IAM AFPSAGXMERL TR :
 account:ListRegions ( EE&EF%IFK Amazon Web Services X5 S Kk B4 B4k
TERAEREARS ).
* account:EnableRegion

* account:DisableRegion

1. LA Amazon Web Services Ik F 1R B si#IAmazon Web Services EIEiE4| & B EFK , LA
ERENRN IAM AFSAENEHE R,
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2. EEOMNALA  &RENKFEHR , REERKS,

3. HEKFIUHE , B TF&3ZE Amazon Web Services X3 Z%,

4, ERERAREANKXE , AREERMERE BAZSER. ZFFIBIARTR.
5. MREFRTERED , FEFETHXE , RAREEEAXE,

WMRERTERGED , FEFETHNXE , B A disable #HTHIA , REEEZEAKXE,

BRGEEMAXESG , EAUMNXKESREPERZKE, BXEREXKENIR , ESHEN

Amazon Web Services BIEZFH| AN SMZFEEXE  BXKFHFEXTNIEHAIRE ,

H2 M7 Amazon Web Services B IR & A 1% B BRIA X,

Amazon CLI & SDKs

A BAE R LLR Amazon CLI @858 HE Amazon SDK &R ERSH. 2. EEM HXEEE
WA

* EnableRegion

* DisableRegion

* GetRegionOptStatus

* ListRegions

® &R
ERIT ISR , BB ERE B IREAIR -

* account:EnableRegion
* account:DisableRegion
* account:GetRegionOptStatus

* account:ListRegions

MREAXLEEMNR , MAURTFELER USRI XEIERE SR , MR FEAMA S E3E

EMEBE AR,
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BFAE , KU UUEAERNGSERAENXSE , AEN enable-region Hi#fA disable-

region,

aws account enable-region --region-name af-south-1

MBS, SR EE M.

izﬁ#%ﬁiﬂlgo J’j\—Fﬁ ™A —.I-J’)\ﬁ/u\gélﬁ ?m:ﬂi%ﬁ'{j‘/h\o

aws account get-region-opt-status --region-name af-south-1

{

"RegionName": "af-south-1",
"RegionOptStatus": "ENABLING"

HARPEARNERAXE

EF IR 5K P #9S B X 18 Amazon Organizations , BT T ERRFHN LB

(® Note

Amazon Organizations ¥E & &
BEAWSOrganizationsReadOnlyAccessZAWSOrganizationsFullAccessEE#T , &
{3518 Amazon K EIE API E’J’fXFE LUE BT LAM Amazon Organizations 2| & 1 i8] Ik 7~
iR, EEEEFNIEERR , B2 Organizati ons Amazon & KB E#,

@ Note
EESEEKFNAATNEZREERKRS AKAKS FATXERENZR , BHBM

- BRAKATNFIATIE , EERAKFHNRE, IHNEBERMRTUREKRAKS . X=2ESC
BALANRKINREN, MRENARRENNESKE K MEERAMANE , FSHEL
L5 AmAEIEE.
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Amazon Web Services BIEiR&| 4
EALHEAREARXE

1. FEARELANERKF, EHES R Amazon Organizations #H| 5,

#£ Amazon Web Services Ik~ WE L , R EEFHMOIKS,

EEKFIREETR,

EXET , ERESASZANXE,

EFRE  RAREERSASEAIRE,

WRERTREALED , BEFETHXER , REEERAXHE,

WMREFRTERARED , BEFETHXAE , B A disable #ITHIA , REEREAXSE,

N o o b~ W b

Amazon CLI| & SDKs

A BAE R LLR Amazon CLI #855H Amazon SDK &3UREB . 2. SEENIHALKRA
T 7 B9 X BOIRES

* EnableRegion

* DisableRegion

* GetRegionOptStatus

* ListRegions

® BB
BERITTADSR | ST A RS B RERI R -
* account:EnableRegion
* account:DisableRegion
* account:GetRegionOptStatus

* account:ListRegions

MREAXLEMNR , MAURTFELER AU XEIERE SR , MR FHEAA S EE
HME AR,
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LT RONALNEERAKFERAT X, FAAKLESARBAAEEKF K- EERTER
R

BEE , RO UEAEEN T SEREANXE , A/5HF enable-region #ikF disable-
region,

aws account enable-region --account-id 123456789012 --region-name af-south-1

MREY , ST REEE MR,

(® Note
—MNAATELENE RS REER 20 MXFER, & , BLWE
TooManyRequestsException,

ZRERRLSN, UT S AUEEESERVEIRS,

aws account get-region-opt-status --account-id 123456789012 --region-name af-south-1

{

"RegionName": "af-south-1",
"RegionOptStatus": "ENABLING"
}

FHEMIKE Amazon Web Services Ik

A LAE A Amazon Billing M A< BB 125 & B FTE Amazon Web Services Ik IK#RiF. BT
FRIATEFHIK IR EAEXIZE |, 28 (Amazon IKESRAERE AFER)

B3 I 5% Web Services B F B4t 31t

HFERWESERER , BaeeEEEHE Amazon Web Services 7 B9 Amazon Web Services B, FHf
Hitrt, Hlan | HTFZEMNEEREMER, RIEBON 5|55 K E FHIH MK P KA K P BYAmazon
Web Services B F £t 3t FY T 72,

(® Note
X+ #Y E 2 Amazon Web Services I & Z AIREE E M /NNAS F REA B R E ML 5,
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B LREKF R K ERALKFARE , 23 FEFHAmazon Web Services B FHR4 -

« JHIIKF Amazon Web Services Ik SEEMK S — X F Amazon Web Services Ik~ R5ALR
REWKFSRALWERIKF, |, B LUER Amazon B2 #| A E#H Amazon Web Services B
TR, BT EUMHRITIIRE | BESREHFILIIKT Amazon Web Services Tk P =5 & 5 ik /-
#IAmazon Web Services B F B4

« Amazon Web Services Ik HE@@ NE — N TETHLEMKAKS, , EBEKFHEZREERK
FPH ey A~ LA Amazon Organizations =&l 8 R EFH KA/ , 2B Amazon CLI #
SDK LA4RIEH N E#H AL 7 K B9 Amazon Web Services B FEfF. Amazon B 7 B {A T ILL i
£ , S FEHA L hEM AL & B Amazon Web Ser Amazon Web Services i F* vices B F BB 4.

FB
« B3 WE% Web Services B FHB4 X4 F I8 37 ik Amazon Web Services Ik = & E K
« E¥ 5 Web Services B FH 4 X F1E47] Amazon Web Services i~ E{REVLHE LD

E 3 I 5% Web Services BFHF X F 3837k Amazon Web Services ik
SR EEIK

EIREBIHI K Amazon Web Services K s E 2K~ #9 Amazon Web Services B FHB4F it | &
RITUTEEFNT R,

Amazon Web Services BIEiR&| 4

® Note

BT B 17 % 5 Amazon Web Services IKFRAF , XAFEHM IAM PR, BT E
IAM RS A& 5 HMITXESE,

1. ERZK Amazon Web Services Ik F° B8 F BF 4 3th 11F F1 2388 LUIZ B Amazon Web Services B2
4| & BB F Amazon Web Services KR A,

2. EESENALA  ERENKSERIKS , REIEE Account (K ) -
3. ®EXFIE , REKFEEZINRERE , R EREMN B FHRF it MERD,

4. ERFREBRE , [REEFERAFH U35 R B R,

F# LS Web Services B F BB 3J FIRIIMR Amazon Web Services Ik =5 & 32 Ik F~ 30
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5. TERBNKF B FERRE |, EEH B Fob 4ttt MW AR B Fob it F B, HHIAGZHH
MEB, ARG, EBREHSE, no-replyeverify.signin.aws S EFHTHY B F B4 i1k
RIEEUERT,

6. HEHREKSEFEHRE , TRIEBEHASEY S FHARIINRIED , AREEBIAE
#o

(® Note

R TREFEERS 5 7 E S RERIE, MREERGEPREILESRYE , FRE
B3R ERAF SR

Amazon CLI & SDKs

Hep—A Amazon #i#-FF X TES Amazon CLI B9 APl B ER TS . B REEMEARMITIAE
%% Amazon Web Services B2 A .

B3 L 5# Web Services B FHE4F Xt F1E4a] Amazon Web Services Ik F°
E{RIA L

ZE# A Amazon Organizations 2 &l & s 4 L2 R X 5 K 7 B9 Amazon Web Services 8 F BB £ i
i, BRITU TIPSR,

(® Note

EFEH R A K B Amazon Web Services B FoR 4 ibit 2 8] , RAVEWIE T B IRIEN 0T,
BXEZELR , B2 (Amazon Organizations FIF#§R) FHET Amazon Organizations
B A K PP B3 Amazon Web Services B, F BB 4431t .

L Amazon Web Services B FoB4Fititit, MNEZXPSRA |, {HEME E5 IS Web Services B FHBHF
3+ F I8 3 ik Amazon Web Services K/ SEIEMK - FIZENSE,
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Amazon Management Console

@ EX
- EENEEKFRALINEREEIAKRFCTRAKFAHTHESE | ST KFEERS
BRAAERR,
- BRREFARSRBERESETRRRENALTRNAL DK,

EF# W% Web Services B FlRHibit Xt FTEAUTRENEK R MK Amazon Organizations

7HE

1. EEIHENEEK,F , LEEMERIENR portal :ModifyAccount WA AES#H

%o
2. 7£ Amazon Web Services ik E L , B ERHHE FHAmazon Web Services B FHB ity
B AR AT P o

EKFHFAERRD PERRERE ARG EEEHEFoR4Fibut.

4. TEBFHHT  WARAKFAFEFE I | REERRT, LRE O B F R4t
HERIE—IRERRD (OTP ) o

(® Note
MREEEFABAFEZER Organizations BHI A PXALTTE , WTAERBRERS
24 PN AIREIH TR OTP T2, ERTIERE  BEKFFHAEFEENEL |, &FE
eI |, RIFIRIRSTA B FEREEER.

o

ERIERT , AT L—SHEAZFE FHR AUt VIOIERE | REEREWEIN, LHRENEH
%K B9 Amazon Web Services B,FBR {43k,
Amazon CL| & SDKs

BAILAE A LA Amazon CLI s S E Amazon B4 X T ESEMIRIERKR ZHEH Amazon
Web Services B &8 FHR 431k -

» GetPrimaryEmail

 StartPrimaryEmailUpdate

» AcceptPrimaryEmailUpdate
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@ &

- ERMEEKSPHAATNEREE R KPS XK AKSHRAITIXERE , KN K-EER
KFFH—.”E-LE-'EJO

« BEEBREEATRARRENEALTERNEARFIKS,

© BIMUR
W& MRIE | SR E ARSI AERIAUR :

* account:GetPrimaryEmail
* account:StartPrimaryEmailUpdate

* account:AcceptPrimaryEmailUpdate

MRFEAXESEMANPR |, FA LA FE LA PR FXiEEAmMazon Web Services BT B4 ith
HHE BMER | M E A P E R F IR B ARNR,

E5ERX Amazon Web Services BT R4t RIE | AR BT R~ SRV IR B AR E
B 7B AP,

Example GetPrimaryEmail

LATF RIS ZRE 40 15 7E B 5 K P B9 Amazon Web Services B, FBR4Fithiit, FrRAEIESARBAE
NEEKPFRKFEEEXEEAK,,

$ aws account get-primary-email --account-id 123456789012

Example StartPrimaryEmailUpdate

LAT R B 21Amazon Web Services B F o4t it EFHTRE | iRBIETHRY L FEREur | F@AL
IS E K R 0K P B 37 BB F R s ik R 3K — XS (OTP ) » FRAZIEATREALNERIKF
KREBRSNWEREERAKS,

$ aws account start-primary-email-update --account-id 123456789012 --primary-email
johneexamplecoxrp.com
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Example AcceptPrimaryEmailUpdate

LT REI2ESZ OTP KEBHFZ#E Fil bt iIREFALPHNEERAKS, . FTAZIESMAK
BEANEEKSRKFERRSNERERRAKS

$ aws account accept-primary-email-update --account-id 123456789012 --otp 12345678
--primary-email johneexamplecorp.com

EHRA T EE

EREIE Amazon Web Services KB root AP ERE |, FHITUAT IR ST,
Amazon Web Services BIER&| 4

BERBENRAFEZD

(® Note

BRI B 17 % F Amazon Web Services IKFRAF | XAEFEEHM IAM PR, &I EN
IAM AR A& 5 HMTXESR,

1. ERZH Amazon Web Services Ik P BB F BF 4 3th 1iF F1 23488 LUIZ A Amazon Web Services B2
¥4 & B4 B F Amazon Web Services KR A,

HEHENALA  ERENKSBERIKS , RFEE Account ( 1K/ ) o
ERKSAE , QEKSFESUARERE  RGIERERE T4 b ut MED,
EXKFFEERNE , ROEEBEZINRERE.

EREZEBIEL  EEYRRE, FEBNHAFBBFRER, AR5, EREHEB, AXxH
g  SEBRERAFZBHNRESE  BE5HE (AM BAFERE) PR E KR Amazon Web
Services ik AR A P V&35,
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Amazon CLI SiE A —/ AP| #EFZ#F I ES Amazon SDKs, EREEFEARPITIHHES
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FHYREY Amazon Web Services K~ name

EEZANE BT Amazon Web Services lKF |, EFEA S SEIIMNAREF — R EW BB R AT
HBMAL, EEH, &7, WHRNEFHRIACHE , BrEEEEGRIKS, |, U445 — AR
EERHE,

KFREMRERESMIE , fINRELURIKSERMKAER (Billing and Cost Management)
HIEARFIZH A S Amazon Organizations #B#| & F, BRNBNEERRERERGBKF
DEENKFEHS TR, NTFARAKS, , BEREAAR-BN-HREZLXNTHEIRAE (F

1 , sales-catalog-prod ) » HTFRIMMEZLER , BHEFEHAIENMNAFHEER (PIl) BIKF B K.

« JHSI K Amazon Web Services Ik SHEEMK S — X F Amazon Web Services K REHL X
RO, , REN THLANEEKS , /RATLAEEA Amazon Web Services B %A . = Amazon
CLINEHHAAITETEFKF M. EETHUMRTIERE , SR NIBILREHENIKS, B
Amazon Web Services i/ SEEIKF

« Amazon Web Services K7 F@Q@ HLAE — N TFETALMKAKST , EBKFRERE
H R I P R e A P T LA Amazon Organizations 24 & & 71 5 540 40 Fh 4] 5% 5 K £ B9 T 72
% , LA LUEN Amazon CLI MHH4F X T EBUREFREFALPETMARAKSHKS B
Amazon Organizations & Z T f# iMAIA AT LLIRE |, BS [ E RS IKF B FAIREMET Amazon
Web Services K E/REVELAF,

(® Note
SN ERAEEFEEKIAMN/NET Amazon Web Services K F REE 1B R{E M,

F3
o RINNIRFEEFIEH MK E Amazon Web Services Tk~ = &K
o BB L FRUUZREER Amazon Web Services K~ fE{RIVA LD &

F I3 RRE FIEHI K & Amazon Web Services K =X EE K

EERUHIIK T Amazon Web Services I SiEBIKFHIKFE |, HHTUTIEFRNT R,
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Amazon Web Services BIEiR&| 4

® =/IMBR
A UERABRAF. IAM AR IAM BEREHENKFEH. NREEHANIEBERAF
NFTEEHM IAM XRENATEFHIKF BF. £ IAM Bk IAM AR | B8 RELEFLL
T IAM PR :

* account:GetAccountInformation

* account:PutAccountName

ERTMIK R EERIK SRR A

1. EAEH Amazon Web Services Ik F° B8 1 BB 44 b 1t F1 2218 LUIE#Y Amazon Web Services & 12
4| A BB F Amazon Web Services iR A,

2. EERFHENALA  EBREHNKFEMIEKS , REIEEFE Account (K )
. ERFTUE , REKPIFESONIRERE  AREBREFK, B,
4. EBHE K GALEEFNHKS BN , RARERRT

Amazon CLI & SDKs

® &PRR
BRLMERBRAF, 1AM AP 1AM ABXREMENIKSEH. BT TIIEZR , £
IAM AP IAM BEXREDEFLT IAM R :

* account:GetAccountInformation

* account:PutAccountName

ERTIRIIK S E R K P
R ERNTREZ— -

» Amazon CLI : put-account-name

$ C:\> aws account put-account-name \
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--account-name "New-Account-Name"

« Amazon BMEF A T ESE : PutAccountName

B IR IK P B LR EE{T Amazon Web Services M 7EREVLH LR

£ Amazon Organizations ERAFMENEENT , EEKFNZEREEAKSPHENN IAM AFE
IAM £ & 7] SUEE R E K F & #o

ERNEALATFNEARAKFERK,E , BRITUTREFHNS R,
B3R
ZE & A Amazon Organizations EHAEMKF B , BEEH#HIT LS RE -

« IBNEANRERAFMEDEETREEERAKFNIZE, XEEERARATUEEIREAKS, X2ENE
AAOFBRINEEN. MBREBWARZERNNESKE R MEESHMAENR  ESRAELERmME
IheE.

o BMEERN Amazon IKFEBRSZBAUTEFRNE, ERTIRE , HSR N E A EHRNEE
Amazon Ik EHE,

Amazon Web Services BIEiz4 &

@ =&IMBR
EFEHRAKSFHKSEH , B8 IAM AP 1AM A RMEE UL TR :

« organizations:DescribeOrganization ({XBR#EHA )

* account:PutAccountName

EF TR G K B9 B R

1. TF AR ##|E& , Wik R https://console.aws.amazon.com/organizations/o
2. EEMSMBERSF , E#E Amazon Web Services K,

3. 7£ Amazon Web Services Ik TNH £ , B EEFHHNKAKS |, ERBRETHERE K ARk
BREFKF S
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4. HEHWER K WAEFNER , RAEEERET,

Amazon CL| & SDKs

@ =&MBR
EEHMRAKFHKSEH , 88 IAM AP 1AM A AFREE UL TR :

- organizations:DescribeOrganization ({XBRIEHA )

* account:PutAccountName

R A MK AR B AR
IR T MER LT REZ—

* Amazon CLI : put-account-name

$ C:\> aws account put-account-name \
--account-id 111111111111 \
--account-name "New-Account-Name"

« Amazon B#EF X T E4A : PutAccountName

F IR E AEBE R A Amazon Web Services Ik -

FRBKRAAN Amazon RZAIMBRR=ZANESZKSKBENZABRRA. FABKRAT-ERBEAR
NRERENTEEKE, SEMNZEMEXFAIBWE , WA R INE FiB4D RFIR. Ribzs , &
BEK/F R RERY B TR aE . 30K BRR AR RS B UR AR TK 7 B8 F- BB 4 B P8 BB F iR 44
BE.

BREMNEKF KRB A TRRARBEFIEE - RE,
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« 37 Amazon Web Services Ik — X F Amazon Web Services lKF° KR EALRERHAL | &7
LUEF Amazon B 4|4 5@iT Amazon CLI #]1 SDK EFECHEARRZRA. BT @ UNAHMITILL
B4E , HS NI Amazon Web Services Ik P E#H & AR A

- Amazon Web Services Ik HLARNIP-NTFETFHALANRAKS , EBEKFAREZEREEAKS DK
AP A BAM Amazon Organizations 2§l & &R E# Amazon HAFHWERKAKS , B AES
Amazon CLI 1 SDK UmEREFREFMALPNEARAKST . BT HRNAHITIRE , BSHEN
447 Amazon Web Services IKFP R AR ZARKERE A

£

- BESEMNBFERFmER

« BEFTIHAREYZ FABXR A Amazon Web Services K

- EFEMBRRANZAEBRRA Amazon Web Services Ik FE{REVH L H
« IKF : AlternateContactTypes £ T X %Z4A

BH 8 5 15 B F R 4R b ik B3R

HHSEEHKSNZAKRAGEZH , RNBWER AR ESBNE FIB4bitrt TEFUTER,

- BESBRETENRFE. ZBRAUTER : “+-(0)%
o BYERHMURKAIIE 254 NER , RTHRENZRREEZR/I | 1B ] LUTE 6B FaB4F 3t 31k 19 /5 26
TEUTEHRER : “+=.#]1&-_"

FEHIL MR BABXE A Amazon Web Services ik

ERINS4mEEI0 i & FHBRER A Amazon Web Services IKF |, BT TS BHANLSH, UT
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R8T ORISR 4R EE & A B R A Amazon Web Services i F~

® BIMUR
BRI THISE | 5%

N\

NEDLEBLT IAM R :

« account:GetAlternateContact (ZEEZAKRAFAEFE )

« account:PutAlternateContact (I REHREFHZHEKRA )

« account:DeleteAlternateContact ( MIBRZRBKRA )

1. LLEERENRMN IAM AP SA®E S Amazon Web Services B2 &I &,
2. HEBEOMALA 6 &EBRENKFE2H , RAREERKS,,
3. EkFIHEL, O FRIBEZAKRRA , ERLAENERRE,

® Note

MREXEED RE G, WWRELEFTRUKFHNBRASTFHEFIH , TR
BERLNEENRENRNASZHEF,

4. BEREATHFERPHE.

/A Important

X F 4l E Amazon Web Services I |, S1E ML =258 A L 7] #Y 8B1E 555 F 88 P
it MARNM AN BIESBE FHRHF bt

5. ZRIBERE , ERE#H.

Amazon CLI & SDKs

Ba LAEALLT Amazon CLI s S5 HE Amazon SDK ERMURERK R, EHMIMBRZABKRALS
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» GetAlternateContact

» PutAlternateContact

» DeleteAlternateContact

@ &

- EERERKFHALATHNEREERKSXNR A HATXERE | BAE AKS RS
AEEERER,

® BIMUE
X FEAMBIE , EAREEMRE T IR BUR -

+ GetAlternateContact (BEEZAKRAFMAEE )
+ PutAlternateContact (REREFHZHAEKRA)
« DeleteAlternateContact ( MIBRZEABKRA )

MRFEAXLEERNE  RMAURTFREERAFRNEERRAGEONR , MR TFEMAASE
BRI B AR ER .

Example

UTREIRRTEABTKSASRIKEZRABKRRA.

$ aws account get-alternate-contact \
--alternate-contact-type=BILLING
{
"AlternateContact": {
"AlternateContactType": "BILLING",
"EmailAddress": "saanvi.sarkar@amazon.com",
"Name": "Saanvi Sarkar",
"PhoneNumber": "+1(206)555-0123",
"Title": "CFO"
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Amazon Ik EE AriEE

}

Example

LT REINBERGKSIRE T #MBREZRBRRA.

$ aws account put-alternate-contact \
--alternate-contact-type=0PERATIONS \
--email-address=mateo_jackson@eamazon.com \
--name="Mateo Jackson" \
--phone-number="+1(206)555-1234" \
--title="Operations Manager"

MR, Wan SR EE A% .

Example

(® Note

WRIEXTHE Amazon Web Services Ik~ FERBMBKRAXBERNITS
IPutAlternateContacti®E , ME—NMRESHMFEIRRA , MATEELFWERE Y
BXR Amazon Web Services It AR ARBEIMLETHMNBER A,

Example

TR ROGIMIBRT AABKFNEEEABRR A

$ aws account delete-alternate-contact \
--alternate-contact-type=SECURITY

WMREY , TR EE MR T,

(® Note
MRZHAZRMBRE —PMERRA , B—R2BREYD, cEREZHSBIER

ResourceNotFound %,

B0 MRAY & A BX R A Amazon Web Services Ik 42



Amazon Ik EE AriEE

EEEAER R ANEZ BB Z A Amazon Web Services Ik FE4RIVA L

EARMNSmEAL Amazon Web Services Ik FEMRANEZAKRRAFMAEE , BHITUATIERS
e

R

Z A Amazon Organizations EHIAEMEZAKRA , EFEHRIT - LUSRE :

BHHEANTN BRI AR REEEKAKINIRE, SHREEAMUERHKAKS, . X2ECIER
AAORBRINREN., MBENWALRRENNESKSE MEESHMAENRE BRI EALRERAME
Ihag.

WEERN Amazon K EBREZBHATEHRINE, BEFTRE , BHSHE A E A EHREEER
Amazon Ik EH,

(® Note

Amazon Organizations &%
BEAWSOrganizationsReadOnlyAccessZ{AWSOrganizationsFullAccessEE#T , &
3517 Amazon K~ EIE APl IR , AEZE ] LAM Amazon Organizations 2| & 1/ 8] ik F~
BiE. EEEEFMNILERR , 1219 Organizati ons Amazon &8 5% BB & #,

Amazon Web Services BIEiR&| &

NN RE A B R AN E BB R A Amazon Web Services I fE/RIILE L

1. FERALALHNEEKFZIUEE SR Amazon Organizations &l &,
2. M Amazon Web Services i # , B EEHIIK

3. EERBRAGE , RAEEZRABRRATRIBRRAARE . KERRAA, RERAATZERR
Ao

4. BERMFERRA , BEERN,. NEBZEHMARHRRA |, BIERERE.
5. EREAATAFRINE,
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https://docs.amazonaws.cn//organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.amazonaws.cn//organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.amazonaws.cn//organizations/latest/userguide/orgs_reference_available-policies.html#ref-iam-managed-policies-updates.html
https://console.amazonaws.cn/organizations/v2

Amazon Ik EE AriEE

/A Important

X F 4 E Amazon Web Services M, S4EMUE R A L BR85S 55 F & F #f
Hibit |, MARNANBEIESEFE FER4F i,

6. ZTARBEEXRE , EEEH.

Amazon CLI| & SDKs

A LAE A LT Amazon CLI s 53 H Amazon SDK EMUgERK R, EFRMMBREZRABKRAE
B .

/BN .

» GetAlternateContact

» PutAlternateContact

» DeleteAlternateContact

@ E&

- EENERKFHALATHEREER KSR A AT ERE | BAE AKS RS
AEEERER,

« BEEBRESERATRARRENERTENARRKS,

© BIMUR
W F & AMBAE | EARE ARSI HIRAERIAUR -

+ GetAlternateContact (BEERABKRAFHAEFE )

« PutAlternateContact (IRBEREHZAHIKRA )

+ DeleteAlternateContact ( HIBREAEBKRA )
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MRFEAXLELNR , MAURTFREERFNEEBRRIAGEINR , MR TFEAAFE
B BREUA B AR ER

Example

LT RIRRTHRFERAGKSNZeIKERHARRA, ATAZIESASRBAR[ETEKS K
EEEREERAKS,

$ aws account get-alternate-contact \
--alternate-contact-type=BILLING \
--account-id 123456789012

{
"AlternateContact": {
"AlternateContactType": "BILLING",
"EmailAddress": "saanvi.sarkar@amazon.com",
"Name": "Saanvi Sarkar",
"PhoneNumber": "+1(206)555-0123",
"Title": "CFO"
}
}
Example

LT RONELHPHEERAKSRE T REZARREA. ATAKIELANREHALERKS K
EEZEREEAKS,,

$ aws account put-alternate-contact \
--account-id 123456789012 \
--alternate-contact-type=0PERATIONS \
--email-address=mateo_jackson@amazon.com \
--name="Mateo Jackson" \
--phone-numbex="+1(206)555-1234" \
--title="Operations Manager"

MREY , ST REEE MR,
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Amazon Ik EE AriEE

® Note

R EFTHE Amazon Web Services Ik FHHEBEHBKRAEENITS
IPutAlternateContacti®E , ME —NMNRESHMEFERRA , MATEEL T ERE Y
EXR Amazon Web Services Il AMBRARBEIMLETHRNBEHER A,

Example

LTREIMBRT AR EERRKTNREEARRA, TAKIELARBARERKSHKSE
BEEREERKF,

$ aws account delete-alternate-contact \
--account-id 123456789012 \
--alternate-contact-type=SECURITY

WRAY , S ARFEE AR,
Example

(® Note
MRZHAZRMBRE —PMERRA , B-RKBRMED, cEREZHBIER

ResourceNotFound %,

K7 : AlternateContactTypes £ T X %4A

AT LAE A E RS Haccount :AlternateContactTypesiEE IAM KB R iF ( RIEL ) =FEXR
KBPPP—FRb, Hlan , LT RG] IAM IXPRFREE AL KAR |, A FM e 4R RARPIFEK
FRY BILLING 2AEBRRA , EFRsEEITIEH

BT account:AlternateContactTypes REEFHFHRER K A XHFEA ForAnyValue 5
ForAllValues ZEFHFREZEH,

FIEHNEEE R A Amazon Web Services T -

BAERSKFHERBENEIERRAGE , SRENRKRALE, NFEW, BTy, BEFESHMN
ko
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions

Amazon Ik EE AriEE

AR EKF IR K ERERN —87D , AFEALSXNEEEKSBRRA ¢

« J837 Amazon Web Services Il — ¥FF Amazon Web Services I KR EH LA RERHIALR | BT
LAE R Amazon EE 24| A BT Amazon CLI fl SDK EFEHCHEKFER A, BT HEMMAHMIT
WiRE | FSEEHIMIZ Amazon Web Services K T BB R A,

« Amazon Web Services k7 HARI-NTFEFHALANKAKS, , EEKFAIEZREERAKSFH
AP AT LAM Amazon Organizations 12| & &P E#H Amazon HLFHERIKAKS , B B
Amazon CLI 1 SDK UmEAFRNEMALPNEMEAKST . BT BOAHMITIIRE , BSHAERN
AL EY Amazon Web Services lEF FEBLR A,

£

- BESEHNBFERFmER

- EFIMMARMEZERRA Amazon Web Services Ik =R E E K /-
s EEMBRRANEERRA Amazon EH A PRI R IK

BH1% 5 A0 M B8 F R 4 b ik SR

EREFRKFNEBRRRAAGE2E , BMNBWERABESBNE FEHArEu TEFTUTER,

- BiESBAREIERTF.

- BESEATN + NER/MXABFL , AREFRHXRBEEFRSEERMISELZTRNER,
fln | +1(US/Canada) = +44 (UK).

- BiESHEXS, JBRABAEEREBZATETESERK. Fla, +12025550179,

- HTFL4EN , BiESHBAMEBEKKE AmazonEE, TESEBRFSE  RAXASHEH
BiEHIAZEEE.

o X¥F4AME Amazon Web Services I |, REMERM AL RN BRIESBMEB FhpH4bat |, mMF
ENMNANBFSHEN BRI, ISR root AFEBEMNANSEFER 4t KB FSBAF X
ABE T TR E SRk,

TS MY EEEBR A Amazon Web Services ik 2 & EE ik

EIRBIHIIKF Amazon Web Services IKF SEBIKF W FEERRAAFAGE , BRITUTIER
BB, LLT Amazon Web Services BRI A SREBANEMMIINEREER. WLLEH Amazon
Web Services BEE#Z#A RGRREXNRERTAKFANETERRAGE,
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Amazon Ik EE AriEE

Amazon Web Services BIEiR&| 4

YREEIn AR EE B R A Amazon Web Services Ik~ =& E K &

® &PRR
ERIT TSR, BHTELEFLT IAM KR :

- account:GetContactInformation ( EFEXERRAFHAFE )

+ account:PutContactInformation ( EFEERRAFMER )

NEERENERH IAM AR5 ABE R Amazon Web Services EEIZFI A,
EEONEG LA, ERENKFEN , REERKS,

[ TR FKRABEN D , THELIERRE.

EEMAIAFRFNE,

SERFMBEENG , EREHM.

o M 0N~

Amazon CLI & SDKs

BA LA LLT Amazon CLI i8S E Amazon SDK ERURERK R, FHBMBETEHRRALE
8

» GetContactinformation

» PutContactinformation

@ EE

- EECERKPREAAPHEREER KX RAMKS PATXERE | S5 AKS RS
A{ETHRRER,

® BIMUE
X FEMBIE , EAREEMRE T IR BUR -
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https://console.amazonaws.cn/
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Amazon Ik EE

RAriEmE

 account:GetContactInformation

 account:PutContactInformation

MRFEAXLEENER  MAURTFREERFREERRIAGENNR , MR TFEMAASE

B AU B AR ER

Example

LT REIRRTEAFKFOENERRRAGER.

$ aws account get-contact-information
{
"ContactInformation": {

"AddressLinel": "123 Any Street",
"City": "Seattle",
"CompanyName": "Example Corp, Inc.",
"CountryCode": "US",
"DistrictOrCounty": "King",
"FullName": "Saanvi Sarkar",
"PhoneNumber": "+15555550100",
"PostalCode": "98101",
"StateOrRegion": "WA",

"WebsiteUrl": "https://www.examplecorp.

Example

LTREINBRAKSRET HNEERRAAGR.

com

$ aws account put-contact-information --contact-information \
'{"AddressLinel": "123 Any Street", "City": "Seattle", "CompanyName": "Example Corp,
Inc.", "CountryCode": "US", "DistrictOrCounty": "King",
"FullName": "Saanvi Sarkar", "PhoneNumber": "+15555550100", "PostalCode": "98101",

"StateOxRegion": "WA", "WebsiteUxl": "https://www.examplecorp.com"}'

MREY , BT REFEEMRH T,

FEHIR T MRA EEBR A Amazon Web Services Tk /= =& 2 ik
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Amazon Ik EE AriEE

BT ABRR AN EERRA Amazon EHLAPRYK R IKF

ER\BALPET Amazon RAKF PN EEHRRAFAES , BRITUTIRFNSE,
HAbZ R

Z A Amazon Organizations EHIAEMEEBRRA , EFEHRIT - LUIRE :

- BNALAXTERAMANESREERAKINRE, SHEEEAMAIUEFHRAKS . XEECIE
ALANMINRERN, MREWARRENNESKE , MEBEAMENRE , FSANELERME
Wgeo

o BMEERN Amazon IKFEEBRSZ B AUEFRNE, ERTIRE , HSRNE A EHRNEE
Amazon Ik EHE,

Amazon Web Services BB 4| &
RETE MR AN ETERZ A Amazon Web Services K E/RIVAL

1. FRALNEERNKFZEIEE S Amazon Organizations 2%l &

2. M Amazon Web Services &/ # , EREEFHAKS,
3. EBRRAGE  RAERIETERRA ,

4. ERRE.

5. EXEMARAFRINE,

6.

TRFFEERE , EREH.

Amazon CLI & SDKs

BA LA A LLT Amazon CLI i8S E Amazon SDK ERURERK R, FHBIMBRETEHRRALE
8

» GetContactinformation

» PutContactinformation
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https://docs.amazonaws.cn//organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.amazonaws.cn//organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://console.amazonaws.cn/organizations/v2
https://docs.amazonaws.cn/accounts/latest/APIReference/API_GetContactInformation.html
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Amazon Ik EE AriEE

@ &

- ERENERKFRALATHNEREERKSNR AP RITXLERE | BAE AKS RS
AEEERER,

- BEEBREEATRARRENELTERNARFIKS,

® BIMUE
X FEMBIE , EAREAEMRE T IR AR RUR -

e account:GetContactInformation

 account:PutContactInformation

MREAXLEMNR  MAURTFELERA PSRRI ACENONR , MR FEMATE
B RER A B AR,

Example

UTREIRRTHRPEERAKFNIANERRRAAGR . ATAZIEAHKR B AR EEKS K
FEEZEREERAKS,

$ aws account get-contact-information --account-id 123456789012
{
"ContactInformation": {
"AddressLinel": "123 Any Street",
"City": "Seattle",
"CompanyName": "Example Corp, Inc.",
"CountryCode": "US",
"DistrictOrCounty": "King",
"FullName": "Saanvi Sarkar",
"PhoneNumber": "+15555550100",
"PostalCode": "98101",
"StateOrRegion": "WA",
"WebsiteUrl": "https://www.examplecorp.com
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https://docs.amazonaws.cn/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
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Example

UTREINALRHPNEERRKFTRET EERRARGE . TAZSIESAKRBAR[EEKSHKT
EEZEREEAKS,,

$ aws account put-contact-information --account-id 123456789012 \
--contact-information '{"AddressLinel": "123 Any Street", "City": "Seattle",
"CompanyName": "Example Corp, Inc.", "CountryCode": "US", "DistrictOrCounty":
"King",

"FullName": "Saanvi Sarkar", "PhoneNumber": "+15555550100", "PostalCode": "98101",
"StateOxrRegion": "WA", "WebsiteUxrl": "https://www.examplecorp.com"}'

WMREY , kB SRE=EE MR,

B Amazon Web Services I/ ¥riR &

Amazon A& Amazon Web Services I A 2 Bt A T —#RiR7F -

Amazon Web Services K ID

— N 12 U BF (20 012345678901 ) A F ME—#RI2 Amazon Web Services i F . % Amazon &
JRE Amazon BIREH (ARN) REEZEMKF ID. K ID o/ — MK FHRRES — MK+
HRRX 2 F K, MRERZ Amazon Identity and Access Management (IAM) B/, T AT BAfE A Ik

F ID K 51E &%, Amazon Web Services BEEIEH & RBANBGEMIRGIER —HEEERF
HEZWKF ID, ERMHEANNE. BRBRIARBER.

FSEA 1D

—MFZEHFIRRR , 6
179a59df900b949e55d96ale698fbacedfd6e@9d98eacf8f8d5218e7cd47ef2be , ER
ID WYIRBEF . Amazon Web Services Ik~ 1E £ A I 552 &) 2 2% IR S5 (Amazon S3) BT 7
fiE F@ AN 3T KAV EE MK 7 15 B4R Amazon Web Services M= B, SBaLAEA L ID SRIRSI, &A1 LL
BIRAF R IAM AP 544 % Amazon Web Services i~ BB 1D,

BATBRS B/ WIE Amazon F BEE & IX EFRIAS,

ERKFIRRAF 52


https://docs.amazonaws.cn/general/latest/gr/aws-arns-and-namespaces.html

Amazon Ik EE AriEE

/A Warning

B FER Amazon FiE ( BREEEMIFEZER ) BMELEFEEH Amazon Web Services K
P RTS8 HEE Amazon BRIRMNE=FH ., XHEM AL 13RS SRR RIXER
Amazon Web Services ik F°

K EYREY Amazon Web Services K 1D

&R LA A Amazon Web Services B2 #$|& 3 Amazon Command Line Interface (Amazon CLI)
k&, Amazon Web Services Ik~ ID, EIEHIEF |, Ik ID WZEBURTERUBAF HMER N
IAM FiF B9 %E R, TitBRURAFER IAM AF 56055, IkKF ID #HER,

AP B HREREZNKF, ID
Amazon Web Services EE# 4l &

EHR BRI Amazon Web Services I KA root B FF B3 & FAHY ID

© B/MUR
BRATHSE , BAAESEEUT IAM KR -

- HURAFSHERN , BAFELEM IAM X R,

1. BEAELANSHES  FERENKFEHIES , AEERReKIl.

® Tip
MBSEEEINRSETINE , BTUA IAM BENEKESAFRSHE S, MEIAM A
FERESR, EXHERT , BERKFXEREZLWNIKF ID 5,

2. EXRFPIEHAEEID T , iKKE.E/RTE Amazon Web Services Ik 1D Eit,

Amazon CLI & SDKs

EEHRIEM Amazon Web Services lF F9iE |, i A Amazon CLI

HEIREY Amazon Web Services I/ ID 53



Amazon Ik EE AriEE

® &RPRR
ERIT TSR, BHAELEFLT IAM KR :

- HURAFSHETHTH , EAFEEM IAM X R,

BT A RERA get-caller-identity a8

$ aws sts get-caller-identity \
--quexy Account \
--output text

123456789012

UIAM AP S &ERKS ID
Amazon Web Services BIEBiE 4l &

EH BRI Amazon Web Services Ik LA IAM B F B4 & ZEH 1D

© BB
BRATHSE , BAAESEEUT IAM RUE -

 account:GetAccountInformation

1. EELANSMES  ERENAFE , RE%ERE Security credentials ( K£&iE )

® Tip
MBSEEEINRSETITE , BTUA IAM BENBKESAFRSHES , MEIAM A
FEMRESR, EXHERT , FERKFXEREZLNIKF ID 5,

2. HETNEMENEKFIFMAEET , K5 ERE Amazon Web Services IKF 1D 3538

Amazon CLI & SDKs

EBEHKIEH Amazon Web Services Ik Bk |, A Amazon CLI

HFNREY Amazon Web Services T 1D

54


https://docs.amazonaws.cn/cli/latest/reference/sts/get-caller-identity.html

Amazon Ik EE AriEE

® &RPRR
ERIT TSR, BHRAEDLEFLT IAM XR :

- S IAM AFS AN SHETRTE , BXMNER
* sts:GetCallerIdentity

BT AR ERA get-caller-identity a5

$ aws sts get-caller-identity \
--quexy Account \
--output text

123456789012

EREHHBEAFF ID Amazon Web Services Tk

B LAEFH Amazon Web Services B2 H A K EESEH Amazon Web Services Ik #58 B
IDo Amazon CLIFIHSE A ID Amazon Web Services Ik BiZKFFTEEN ., BRI LALUERF. B
AP IAM BAFH Amazon Web Services i B0 EMSBAF ID,

DRAFSH IAM AR EHERITE ID
Amazon Web Services BIERi4] &
EZEUBRAFPS IAM AR BREREBEFHARNERENIKFNAEAF ID
@ FMUPR
BT TSR, BUREDLEFLT IAM R :

- HURAFSHETHTH , EAFEEM IAM N R,
- HELIAM AP S0 EREN , B4R

 account:GetAccountInformation

1. LUABRAFR IAM AP 54 %%, Amazon Web Services BIE#E 4l &
2. EALANSHED  FEBENKFEHREAES K REEBRLLEIL,

EHREHBAF ID Amazon Web Services i~ 55


https://docs.amazonaws.cn/cli/latest/reference/sts/get-caller-identity.html

Amazon Ik EE AriEE

® Tip
MREEEEINRSETIRE , £ALUA IAM BENEKEAFRSHE T, M¥EIAM A
PERESRK, EXHERT , FERKFZXEREZIWIKS ID 5,

3. EXRFFEIHST , FISEAF ID EREHNCAHF ID Zib, AIAMEAMNSSRHAF ID &EE
Amazon S3 i[RI FI5IFK (ACL),
Amazon CL| & SDKs
EERMNEBHAF ID, iB#EH Amazon CLI

E#H# Amazon CLI , APl i55E BT Amazon Web Services IKFEA /. 1AM B IAM £
&,

BT AL list-buckets T

$ aws s3api list-buckets \

--max-items 10 \

--page-size 10 \

--query Ownexr.ID \

--output text
249fa2f1dc32c330EXAMPLE91b2778fcc65f98019172f9ch9a5f50ccbEXAMPLE

DER IAM ACHNEBRERAFSMAERIE ID
Amazon Web Services BIBiE 4l &

EUEE IAM SENREAFSHEREHANERKFHMEAF ID
® &PRR

. BB ETHFEE Amazon S3 FERINR.

1. LEBIAM AENERESAF M &S, Amazon Web Services B2 & A
2. 7E Amazon S3 ##lAY , BEABREHBEEN , REEEHBIEAEE,

EHREHBAF ID Amazon Web Services i~ 56


https://docs.amazonaws.cn/cli/latest/reference/s3api/list-buckets.html

Amazon Tk~ & AFEE
3. EBENREI+,
4. HEHHBEFHIRIBIWEEBHEET , ™E R Amazon Web Services I BIHISE 1D,

Amazon CL| & SDKs
EEXMNSBHAF ID, i&#EH Amazon CLI

E# 8 Amazon CLI , APl #&55E BT Amazon Web Services IKFEA /. 1AM B = IAM £
&,

BT HFNEA list-buckets B85

$ aws s3api list-buckets \

--max-items 10 \

--page-size 10 \

--quexry Owner.ID \

--output text
249fa2f1dc32c330EXAMPLE91b2778fcc65f98019172f9ch9a5f50ccbEXAMPLE
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P Z 4 M Amazon K EIE

&% Amazon REF2E., BN Amazon BF , BRI R TEANREASHLLHBBEALNE
SR E BRI L LR,

T2 N A HEHEE Amazon WEF, TEREEXNFRERAICNEZEHNHFNEZ M -

s =EE — Amazon ARRFPE=HIEZEIT Amazon HE“E’JEE&%*’Q Amazon Web Services Z=o
Amazon N ERMHAT L2 FEANERS. Third- party ERE— , B 1T U %E HA M 35t 1 36 U FAT)
ZENERME. ETHREATERKFEENSMITN , Iﬂi’i’*fﬂl‘l‘k‘]k‘] > Xl 0 B9SB B o

© TIREE-BHTEBREER Amazon RS RE. BEFENHMEARNT , SHEEN BRI
. BRANERANERREREN,

AR RATEEYIE T BBEMEA Amazon IKF EENMMMAN A EREER, BT AEREEKFEE
DUSEMENZEHREAM B IR, BEFZS A E M Amazon BRSS K #5 BY & 14 122 F{R 37 I8 1Y K
FEBRR.

FB

o FHEBIERI Amazon IKFEE

« Amazon PrivateLink s&& Amazon K &8

« S&A T Identity and Access Managem Amazon Ik &
« Amazon Amazon K EE K I E R

« Amazon K EEN SR

« Amazon K EERY M

- EMiZES Amazon IKFEE

FHEHTERDP Amazon K~ EHE

F1E Amazon HEEXEHF Amazon Ik ’”‘EEEFE’JQE’[%FO AR ETR Amazon |, AFRPIE
ﬁﬁﬁﬁmgﬂ’]éﬂigﬁtﬂ%m Amazon Web Services =, EATHIP XN IEEEILERL *@J:E’J EAY:oE A

#l, &% B ATE AR Amazon Web Services RS E’J;zim%ﬂ] BES, BXBERLNESE
'%4ﬂﬂq”EﬂMZEH$§M%o
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https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/legal/

Amazon Ik EE AriEE

HFHEERPEH , RINEUERI Amazon Web Services i &EUE H £ Amazon IAM Identity
Center 2, Amazon Identity and Access Management (IAM) IRENMNA AP, X# , 8NP RRE
THIERRMAENNRER. CEWNEBIU T AR HE

s NENMNKFFERZESHRIE (MFA)
« FF SSL/TLS &5 Amazon BREES. RIMNERMER TLS 1.2, BIWEER TLS 1.3,

- EARE API M A FES B E Amazon CloudTrail, HxfEA CloudTrail IR ER#EIR Amazon SEFIHY
£8 , 52 (Amazon CloudTrail BF#ErE) RHEAR CloudTrail %o

« £/ Amazon M#FHERF RUKEPWAMERIAZ £EH Amazon Web Services R
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{
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Bl |, AR BRI R RIEESAMER SSL A EFIEER, NERSBRERBIBENSNE
A8, WA LA A R AR RT3 RSS2 ER U7 R PR Amazon Web Services BR%S , #1421 Amazon
CloudFormation. BXxEZEE , HZE (IAM AR £/ IAM JSON FEITE | &4,

£/ IAM Access Analyzer B iEER IAM Kl , UBRN R L2 MEMIIEEH : IAM Access
Analyzer 2 IFFREE M B KL , LHREBAS IAM KEIES (JSON ) M IAM H{ESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHER L BEEMEN
K, BXREZELE , BH2H (IAM AFER) FREA IAM Access Analyzer KiiE KB,
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RIFEBSHEANEEERIEMNFHES Amazon Web Services Ik, MMRECIEZNET SRR AT

BWRENRESS , WTEh RERERORE (1AM ARSAG ) EXETEHA,

NARBAFNMASTUERKS EEEHE |, BA0LEE
fFAWSAccountManagementReadOnlyAccesszAWSAccountManagementFullAccess Amazon
FRERBM B E, BXEZELR , E3H (AM AFER) 9N AFP IR,

5t F{X A Amazon CLI 2 Amazon API WA , B LENHIZREREIZFANERE., Rk , EFZE
R, BAILUER R AFIF R SEZRMITH API 24EHTH AR 4E,

RS K P T EAY R 15 [ A PR Amazon Web Services EIEiR&] &

ELUTREIH | BAEESRH Amazon Web Services Ik Y IAM FAF & F Xt Amazon Web Services &

BRI/ EE sRmEANER. MR AP T ERITEME R

account:GetAccountInformation BERFE K THEEATL T IRENNR, B2 , EEEF
/8 AR Amazon X1F , &AM BFE account:ListRegions #&4E,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "GrantReadOnlyAccessToAccountSettings",
"Effect": "Allow",
"Action": [
"account:GetAccountInformation”,
"account:ListRegions"

1,

"Resource": "*"
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LRI SR BE LABT BV RABISRBE R Eal , AT ENTANBANR ( BRI\ CloseAccount ) , RFAF
FRKFHAEDIRE , B¥Faccount:EnableRegionflaccount:DisableRegiontXBR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "GrantFullAccessToAccountSettings",

"Effect": "Allow",

"Action": [
"account:GetAccountInformation”,
"account:ListRegions",
"account:PutContactInformation”,
"account:PutAlternateContact”,
"account:DeleteAlternateContact"”,
"account:EnableRegion”,
"account:DisableRegion"

]I

"Resource": "*"

}
]
}

FRET MR (IAM KB ) Amazon IKF EE
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AR IZIR
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account:GetAccount BEEY BRFRERKFE SR,
Information
account:GetAlterna BEEY B F IR LAR Rk 7 B9 % A BX
teContact R Ao
account:GetContact ez R F IR LAK Rk 7 By = EBX
Information RAGE,
account:GetPrimary BREY RFINRURZIKFHEBF
Email HR 44t 41k
account:GetRegion0 BREY & FIRENX AT I AR B
ptStatus R,
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R,
account:CloseAccount EA R F <A MK EIIBR .
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ion
account:EnableRegion EA & FRBRUAE A A X,
account:PutAccount EA RF IR LAEF K P B & #o
Name
account:PutAlterna BEA B F PR A& Sk P 89 & A Bk
teContact R Ao
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Information RAEE,
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Amazon JikF EE AFiEmE
BXBE WK, EPRATRIERI R

R Amazon Web Services BIBIRH A SiFBTNMITEIRE , WMXMBRREER T KREH, BF
ARERHAFZENZEBHAR,

4 mateojackson IAM AP ZAEARFIAER ‘K" IWE Amazon Web Services K HEFHF
401S B Amazon Web Services EIE#E4|A B8 Faccount :GetAccountInformationtXBRET |, &
2 HI LT RAIER,

A You Need Permissions
You don't have permission to access billing information for this account. Contact your administrator if you need
help. If you are an administrator, you can provide permissions for your users or groups by making sure that (1) this
account allows 1AM and federated users to access billing information and (2) you have the required IAM permissions

EXAERT , Mateo BRMMNWEE A BN HRKE , LATFMER account : GetWidget BETGA
my-example-widget %R.

RN 1T ia m#PassRole

MRERBNEEIR |, RPLFERINIT 1am:PassRole B | NMAAEHTRBEUA T EFABELELKS,
B,

AL Amazon Web Services Bi55 RFERAAABGERSLZRS  MTARUEMVRSACHRSH
XA®, Nt , BLAERNABEEERSHINER.

HE N marymajor B IAM P RIAEREH S EKS EEFHTREN , SREUATRHIER. B
=, BRS4MEARSHEMR THNRS TMITIHEE, Mary TEBERABEKEIIRSZHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMIERT , ZIEF Mary BISRBE LA R P EINIT 1am: PassRole #B1E,

MBBEERB , FHRRENW Amazon EB G, FNEEBARRHEEREILIN A,
A8 A F RSB A A Amazon Web Services K/ 15 R R B IK F~iE 15
BAaUtE— At K UEEMKFHANAPSEALNANAGTUERZABFRKIFERENER, &7

DEEHEREY , AURASE, XN TXHETHRNRBERILEEHEGIR (ACL ) BIRS , BT
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o E TR EIT S IHA R E IR TE B AR Amazon Web Services Il |, iEZH IAM B EEH
B 6 #8388 Amazon Web Services K B9 5 —4 IAM F P24 15 R ER,

o BT IO = HREX B EFEMN R E Amazon Web Services Ik | 155 IAM F F #5
EHMEE=HREHRNER. Amazon Web Services I F°

s ETRIMEBES B MHERERIEREAFHNE , 55H (IAM AFERE) PR ALTNIBE G IIER
AP ( BRBRERIE ) BEIFEINR,

- ETHERACNETRRNRHATER,FRIZENZS , 25 (IAM AFERE) F8 IAM
Y ES IK 2 R 18] 6

Amazon Amazon Ik F & E It E RS

Amazon Ik = E I8 B s R M M Al 8 E A RY Amazon EEBUX :

+ Amazon FEEXHE : AWSAccountManagementReadOnlyAccess
« Amazon FEE R : AWSAccountManagementFullAccess

- K EEX Amazon EE BRI EFH

Amazon HEXMERVNENESEMN I KR Amazon,. Amazon EERKEE N FZE N AHIEMH
R, MEZROUFBIAF. AN86e9BNERE,

FHifE , Amazon HERB AT NEHREMHIRTFRENRNR , BACIIAHEAE Amazon
ERER. RNBUVESERE TEARMNE S EEERERE -SRI NR,

BT EE N Amazon EEFRBPENHNER. R Amazon EH Amazon FEE KA E XK E |, I
BEHAEMZRBAMABENMEERASSD (AP, AFA® )., Amazon REFREERBIHH API
KA RS 7] LAE A #T Amazon Web Services RS B9 API #24EBTE £ Amazon IEE XK.

BXREZER , FZMH (AM AFERE) P8 Amazon FEE XK,

Amazon £E X : AWSAccountManagementReadOnlyAccess
IEA LU AWSAccountManagementReadOnlyAccess SRESHIIIZE IAM & 15,
ZEBERTNEFUATAEHN RIENR :
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
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- B FAHEA Amazon Web Services X3 #9 Amazon Web Services Ik ( B R 8EEA Amazon 12
FHEEEKS P XEARE )

FERN  BRFEBITEM Get* = List* BIEMNR, EFRMEXKF, THITEHE A HE Amazon
Web Services X i3 Flk P B ERIThEE,

MRIFAER

ZREEEEULTHR,

« account— R EIEARZHXH THIEEE Amazon Web Services I . B R EMETIH R
Amazon Web Services BIBIEH| & R A IKF 5 K Amazon Web Services X1 ,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"account:Get*",
"account:List*"
1,
"Resource": "*"
}
]
}

Amazon F£E KR . AWSAccountManagementFullAccess

IEA LU AWSAccountManagementFullAccess SKREEHIINE] IAM B 17
ZRBEHEFIB AU THATNTLEENR
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FER  BFIBITEM account BIEMHR,
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« account— AT ZERAEFREBHEXRN THIEE R Amazon Web Services i, BIE R EM
5| R F IS AR Amazon Web Services X135 BA K 1E Amazon Web Services EE#ZE AR F A
2H,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "account:*",
"Resource": "*"
}
]
}
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Amazon BRELUTYETE ATYUKFER  £HIREMNETRE , HEES B3I REUEHE :
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REH  AFEEXHEALZEEN L L2 E R F#IRS (Amazon S3) 7. X ] LALEEARIR
LEREPNKSERT Amazon, XKHAAKR IP it AR BANKERE, BEXEZEL | HSHH
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EfMENRNKERERINES , HETEESHTEANMITHENLRE, BXESER
#2 % Amazon EventBridge A F #E/.
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‘BHRERER PEEEFNES. EAKRERINEER CloudTrail , EaI AHEFAKS EERENE
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ERXEZDN , 2FZES 5 EH M Amazon Bk CloudTrail E# —i#2 CloudTrail B ZESH A FidH
F, BAIUEFEE, BENTHRIELXEMEH Amazon Web Services Ik, BEXEZER |, 2
R E RS id%EE CloudTrail B4,

EFLZILREMNEH Amazon Web Services Ik , SEKF ERRENEH |, FRIBRIER, REAWT
CloudTrail $f BEX &5 E| Amazon S3 7M. BMIABRT , HEEPRIZERERRT Amazon Web
Services B &|A |, BN AT FIERE Amazon Web Services X5, IttIRERIZFZE Amazon
PXFARERAEXBHRNES , HFAEXGEEZERIEEN Amazon S3 Fi#iF. BRI UREEM
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Amazon RS , Wit —F D M4 CloudTrall BERIKENSHHIE, BXxFZELS | HSETH
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- BIERIRICFEER

» CloudTrail XFHRFMER

« BlE Amazon SNS &4 CloudTrail
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Amazon CloudTrail I8 RZAIEREM “‘API & o PR BNV EK - EE AP| 24E, Hlun ,
XfCreateAccountDeleteAlternateContact, MPutAlternateContactiBENIERAALTE
CloudTrail B&EX#H#HRAERKFE

BINEARALERBBTEERERBERVAAGE. SOEEEHTEHREUTHNES
- BEREZFEARAFIER Amazon Identity and Access Management (IAM) f FiE$ % H
- BRESEA IAM ABERKEAFNIRN T2 EIER HM

- BREREGHHEM Amazon BRE & H

BXEZER , i35 CloudTrail userldentity T3,
THRKFEEBESRE

BIRRE—MEE , APNEHENBEXGEEEIEIEEN Amazon S3 F##, CloudTrail B &4
BE—NEBENMNEEFZREBE. BHARKRRBEEMRENEMER , BFEBEXFMERNRE, BRIEWN A
BHE, ERSHBENF S, CloudTraill BEXHFTRLH API HANEFHREER , AefFT 4%
A ER IR F HI

B AT REIERTABAGetAlternateContactiBEUR RN Y HIOPERATIONS & ABKR A
B CloudTrail B&E% B, ZIEREETFTSHREREMNE,

Example =il 1

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
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arn":"arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:ro0le/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T19:25:532Z"

}
}
.
"eventTime": "2021-04-30T19:26:157",
"eventSource": "account.amazonaws.com",
"eventName": "GetAlternateContact",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"alternateContactType": "SECURITY"
},
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-111111111111",
"eventID": "la2b3c4d-5e6f-1234-abcd-222222222222",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

R~ 2 LT REIERTABPutAlternateContactBEU @K RMITHBILLINGE AR AN
CloudTrail BE%H,

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn": "arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:ro0le/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T18:33:00Z"

}
}
I
"eventTime": "2021-04-30T18:33:08Z2",
"eventSource": "account.amazonaws.com",
"eventName": "PutAlternateContact",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"name": "*Alejandro Rosalez*",
"emailAddress": "alrosalezeexample.com",
"title": "CFO",
"alternateContactType": "BILLING"
I
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-333333333333",
"eventID": "la2b3c4d-5e6f-1234-abcd-444444444444",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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B CloudTrail H&% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn":"arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
.
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T18:33:00Z"

}
},
"eventTime": "2021-04-30T18:33:16Z",
"eventSource": "account.amazonaws.com",
"eventName": "DeleteAlternateContact",
"awsRegion": "us-east-1",
"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {

"alternateContactType": "OPERATIONS"
.
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-555555555555",
"eventID": "la2b3c4d-5e6f-1234-abcd-666666666666",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": '"Management",
"recipientAccountId": "123456789012"
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}

£ sk P EEE4 EventBridge

Amazon EventBridge ( BI& 7 “ CloudWatch 4" ) IR LRk EEFENEHHBHEAH
= 4RY B $r#R 4 Amazon Web Services fR%. kB Amazon Web Services RS V=4 LURE F3E 8+
EventBridge B9 5 R A&IXF,

£ f EventBridge , &R LA LA ASHMAN |, HFElBHE Bt TLHE,
BXEZEER , H5H (L S# EventBridge AAF#E§8) EventBridge Y ‘MW S# A 7%
KPR ERESH

LTRAERTKFEENSENH. BHSRAREN,

BEl , RABETER CloudTrail/Z AMEAXEM AP HANSE4F TR TR EE,

ELES]
. BERNZARENEHS

BRMERAXENEH

HBEIEEAEH AP ERRERAKSFHXEN , 2BEHRDES. DKRFRFENR CloudTrail E4
EFREBRKFH, A, SEARZERALEFHN , HEBASKF RiE—1 EventBridge B4 , 7
EE—EREREBRRE—NEH.

LT REIBEHE RO AEER , RRE 2020-09-30 7 123456789012 MK FENABLED T ap-
east-1 Xig,

"version":"Q",
"id":"11112222-3333-4444-5555-666677778888",
"detail-type":"Region Opt-In Status Change",
"source":"aws.account",
"account":"123456789012",
"time":"2020-09-30T06:51:082",
"region":"us-east-1",
"resources":[
"arn:aws:account::123456789012:account"”

ARk EEEH EventBridge 87


https://docs.amazonaws.cn/eventbridge/latest/userguide/eventbridge-getting-set-up.html

Amazon Ik EE AriEE

1,

"detail":{
"accountId":"123456789012",
"regionName":"ap-east-1",
"status":"ENABLED"

}

BN AT EEIRS S GetRegionOptStatus H ListRegions APIREMAZSAEPTHEL -

ENABLED— BRI FIETR accountId B A T X
ENABLING— IEEFER#ER accountId B ALLX
DISABLED— BRI NI R accountId A 7 X
DISABLING— EEEN$ER accountId AKX

LT ROIEHER IR T —NBIRFTE Region EHRIAN,

"source":[
"aws.account"
1,
"detail-type":[
"Region Opt-In Status Change"
]

AT REISHENNET — MUK X EH4ENABLEDFIDISABLED X B S H-HIA N .

"source":[
"aws.account"
1,
"detail-type":[
"Region Opt-In Status Change"
1,
"detail":{
"status":[
"DISABLED",
"ENABLED"
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