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f+ 4R Amazon Certificate Manager?

Amazon Certificate Manager(ACM) AR BI2., 6 MEIT R B Amazon MG AR FI A
MFAHE SSL/TLS X.509 iEHMEBLANE RN, BAUEEET ACMEXRIES , RBBEIFE=FIE
FBEAACM EERGEH , WEKRAmazon R FRMEIEH, ACM LB AURFE—HE, SMNEFESE
%, BREASIXLEHNAE. ACM BEMERIURF TRHBEN FiH. EELANSHAZEN
ACM iE$ , Amazon A5 CABMEZE N PKI IV E{Aib 5 E A,

® Note

ACM HTEEINIT Web REBEH. WREAEE Amazon EC2 326l LB L2 RS
25 MUTHESEMKLHA : £ Amazon Linux 2023 SSL/TLS L#{THEE,

F&
- XENXE :

- BYZEHAmazon Certificate Manager

« Amazon Certificate Manager#i &

« AR IEFRIAmazonid & KR FERIVIE RS ?

TR X

ACM A Hima FX3F IPv4 F IPv6, 15[R Amazon Web Services —fi85# $# Amazon X 15 i
KR8 Amazon XigiF&RAEE ACM #9 XiF AT A 4.

ACM PR FREMRR. BMIEPE Elastic Load Balancing —f2 A FZ2AMNXBHWHE TS
% (FQDN) S—4 FQDN , E451 % M Amazon KBRS RS A, XF ACM I2HMIE
P XEREELTNEFRIESMNENIERFHEMNIE. EFEESEXFZREHIES,

E7£ Amazon LfEH ACM iE+$ CloudFront , A4 AEEERD ( FHFELILE ) HXBEFERF AZ
EH, WXighESE<BE ACM i+ CloudFront X BN Z o EERENFIEHIEMNE,

XX 7 1.0 1
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FEREEER SSL/TLS P L EZIE I 2t A Amazon Certificate Manager. ERERNRNIZITWIEE
NMARFmEIZNAmazon BRI, BXHEHH ACM EMEE |, S HEAmazon™M ik E#IAmazon
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Amazon Certificate Manager# =

A7 R P A B2 89 E L Amazon Certificate Manager,
£

« ACM iE$

« ACM 48 CA

« IEXMREAINE

o EPBMERAK

- EPERERE

- A

 DNER RN E

- T2REERE (FQDN)

« BXAEHBHI (HTTP)
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ACM iE+

ACM A B X.509 fRZs 3 WiE+H. BMNERHN 198 X , A QS LU TER,

- EXRYR - BEEETEMNIEPRERIEBIFAHNNM (CA)

BRBARRE - XEFRIEATEFIERNAERAXNMN ABTER,

FERARARN - IFRFN B SR ELBFHNILES,

- BHER - EXEILEBPRANLBTEZHANRR,

FREACEA - BERZRAERY REENABRATAEERALBZHN — 1RSI RR.

/A Important

H 2025 % 6 A 11 B , Amazon Certificate ManagerFBM A& H A “TLS Web & if & 15
IE” (ClientAuth) ¥ R &40 % (EKU) RIEH , LAFE X M E X ML iE BT ER,

CRL 7B R - EHEAIEHEPIRE CRL EEMLE,

ACM-issued iE P HYBA XKL TF AT RHE) -

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
f2:16:ad:85:d8:42:d1:8a:3f:33:fa:cc:c8:50:a8:9¢
Signature Algorithm: sha256WithRSAEncryption
Issuer: O=Example CA
Validity
Not Before: Jan 30 18:46:53 2018 GMT
Not After : Jan 31 19:46:53 2018 GMT
Subject: C=US, ST=VA, L=Herndon, 0=Amazon, OU=AWS, CN=example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:ba:a6:8a:2a:91:0b:63:e8:08:de:ca:e7:59:a4:
69:4c:e9:ea:26:04:d5:31:54:f5:ec:cb:4e:af:27:
€3:94:0f:a6:85:41:6b:8e:a3:cl:c8:c@:3f:1c:ac:
a2:ca:0a:b2:dd:7f:c0:57:53:0b:9f:b4:70:78:d5:
43:20:ef:2c:07:5a:e4:1f:d1:25:24:4a:81:ab:d5:
08:26:73:f8:a6:d7:22:c2:4f:4f:86:72:0e:11:95:

ACM iE$ k7 1.0 3
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Signature Algorithm:
03:
60:
fo:
3c:
6d:
b0:
3c:
d4:
27:
:6e:
e5:
8a:
04:
f3:
b9:

69:
69:
8d:
76:
cb:
dl:
e9:
17:
94

8a

03:
L4
as:
8e:
12:

03:
b5:
ak:
05:
bc:
68:
02:
5a:
59:
40:
e2:
08:

96:
b6:
77:
ch:
32:
09:
f3:
15:
25:
6d:
bf:
73

Exponent:
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Authority Key Identifier:

keyid:84:8C:AC:03:A2:38:D9:B6:81:7C:DF:F1:95:C3:28:31:D5:F7:88:42

6d:
36:
96:
56:
f7:
75:
3e:
68:
e0:
3a
c9:

655

d5:
86:
3f:
a2:
50:
19:
01:
75:
37:

:55:

b7:

37

3f:
7c:
co:
44
6a
4b:
83:
42:
8e:
36:
fe:

ff:
36:
96:
72:

:e9:

ac:
8d:
3e:
af:
8e:
22:

18:
65:
e2:
6f:
42:
c6:
16:
f0:
6a
60:
9e:

(0x10001)

ab6:
6f:
02:
8a
f5:
33:
f6:
od:

:6d:

5b:
2a

X509v3 Subject Key Identifier:

97:06:15:F1:EA:EC:07:83:4C:19:A9:2F:AF:BA:BB:FC:B2:3B:55:D8

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
X509v3 CRL Distribution Points:
Full Name:
URI:http://example.com/crl

15:
a7’:
8f:
9d:
cd:
Te:
41:
80:
62:

6a
3a

cl:
al:
a7’:
35:

Oc:
33:
b5:
d4:
do:

ba

2f:
41:
84:
:9d:
:90:
fb:
di:
as:

d5

43

fb:

df:
35:
e2:
:80:
15:
15:
d8:
ad:
8c:
9c:
1lc:
77:

ag:
b
78:
az2:
2f:
99:
a7:
75:
98:
b8:
bc:
33:
46:
26:

9a

53:
ed:
6f:
76:
76:
75:
57:
71:

as:
88:
5b:
1f:
26:
:5f:
78:
c3:
90:
7b:
c9:
fe:
41:
74

9a

30:
c6:
02:
29:
19:
dd:
4d:
d4:
le:

96:
ab6:
08:
c2:

Qa

63:
b6:
18:
11:
cd:
92:
33:
b5:
9c:
:5f:
f0:
08:
40:

4a

b2:
b6:
72:
67:
7.
b0:
45:
e3:
e0:
dl:

d3:
bl:
:5b:

da:
b8:
65:
80:
26:
bb:
17:
48:
0b:
a5:
:31:
89:
38:
9e:

ob:
2e:
94

:8a:

fa:
90:
40:
54:
99:
dé6:

:f6:

fb

fa

ab:
bb:
29:
c5:
Oc:
3e:
8d:

4f
65:
81:
9.
cc:

36:
82:
64:
al:
1lc:
97:
39:
16:
0a
od:
f3:

sha256WithRSAEncryption
39:
74:
al:
e2:
16:

:cc:
32:
53:
b9:
dc:
32:
f2:
b5:
194
do:
60:
b0:
57:
d5:

c5:
73:
f0o:
3.
9a
8c:
21:
ed:

:8d:

b4:
42:

:7a

8f:
c2:
af:
fe:
81:
dd:
f1:
od:
cc:
b7:
d8:
6f:
62:
2c:

4f
1f:
3a
ee:

od:
be:
9a
7d:
06:
bb:

48:
ao:
2f:
c9:
40:
68:
45:
86:
9c:
07:
10:
c3:
97:
c5:

78:
c7:

:df:

34

74

di:
1la

78:

a3:
94 :

3a

as:
98:

42:
3b:
69:
6b:
d4:
ee:
f8:
fc:
04:
10:
27:

bc:
95:
e0:
47:
1d:
eb:

172
:8f:

94:
of:
ac:
3e:

51:
85:
76:
14:
e5:
8a:
ds:
ec:
ea:
ab:
b7:

46:
c6:

143

52:
e3:
08:
e7:
7d:
3a:
1c:
36:
0b:
42:
c3:

ACM iE$

MR 1.0 4
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ACM & CA

B ACM M A A B LHREIEB ML T Amazon 18 CARRBEERE

A D PWER EEE
CN=Amazon Root CA 1,0=Amazon,C=US 2048 fiZ RSA (RSA_2048)
CN=Amazon Root CA 2,0=Amazon,C=US 4096 fZ RSA (RSA_4096)
CN=Amazon Root CA 3,0=Amazon,C=US Elliptic Prime Curve 256 {i (EC_prime2
56vl )
CN=Amazon Root CA 4,0=Amazon,C=US Elliptic Prime Curve 384 i (EC_secp384rl )

ACM-issued iE B ERIAE £ 2 CN=Amazon Root CA 1, O=Amazon, C=US , BiE{t 2048 {1
RSA R4, HiRREUMNIRER. FrERERHE Starfield Services Root Certificate Authority i
PRRER,

BREZEER , i3 Amazon Trust Serviceso

T =

-lﬁ%él‘i—.l%o

SEXSBREL A N &R

JFR‘W'\jJH%".‘Tﬂﬂ:Rﬁ"\’“’fﬂjJDW , EEATRNEERF LHXNZHANZNBREANR, Eh—1EH
RATH , BEE X509 v3IEBHREHR. Z—IMEBARMEEZES , UEx2HAF#E. XS509EHRFA

F\ HENHEMTR (EFHERE ) WEHHERLH,

ACM X.509 SSL/TLS i B 2 EN ML F M MALRFMAEEHREITEBPEENNMAMIERE, ACM
EREAmazon KMS keyk iNZF 1. BXEZER , BSR EPAEBRHN LS M,

ACM 18 CA k7 1.0 5
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UE 5 47 & 4189

BRI (CA) B—MRABFIUEBHRME, EEl L, KFERANBRFIERRERET ISO X.509
ERN, CAMREZEZENHRFIES , BTHINERERENSOHRZEOREIERPIENLE
#iH, CABELELEHIES RH.

'ﬂE:*HJEEEHI*-EH/LA

AT EEEIRSAZMAY CA BURRY SSL/TLS iEF |, FLH MR ER NN EMEB TR 2 HIEFHIC
FELEPEREREF, HREFHIZFK, REBRAT2WILFK, RCENIEBBEEXEN KR ERE

®o

BHEZAE , MARIANECHEMNREERNNILESR, EUUERILLEERERIRKLERE

£ Amazon CA R EEMB B ME N FE4ER SSLTLS iIEB2Hl , EANZIERRRENEZD=NES
FEHAERSEE. XERSH[FELFIMEEAEBEES , HHELEMNIL LR EE (SCT) BREZF
Amazon CA., AJg5 , CA &% SCT RAZ[ERH , WiEP#HITER , HHEHMAREE, NEABIEE
Hih X.509 BB Fo

X509v3 extensions:

CT Precertificate SCTs:
Signed Certificate Timestamp:
Version : v1(0)
Log ID : BB:D9:DF:...8E:1E:D1:85
Timestamp : Apr 24 23:43:15.598 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...18:CB:79:2F
Signed Certificate Timestamp:
Version : v1(0)
Log ID : 87:75:BF:...A0:83:0F
Timestamp : Apr 24 23:43:15.565 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...29:8F:6C

ACM ENAIBLARIEPHENERELERERER SR, BEXNRRRBEER , ETEREREL
EREHE RS,

IEBMA NG hR4< 1.0 6
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W& RE5

HA RS (DNS) BiE#EE Internet FRABEMENITENREME RN SESHAXTER

%o DNS TER T HXAE R (4 aws . amazon. com) A EF IP (Internet i) it (FE0
111.122.133.144), 73 , 5K DNS BEFEIEXREHMARNIZ R, w0 , BT ACM , &
AUEANBREREERIEPRBIEIACHERATUEFHENE., BXEZEER , H5H Amazon
Certificate Manager 3% RS Rk,

=&

HER—NXAFRSE (FlE www. example. com) , (B HE R4S (DNS) il IP hut, TEH
s (BIREBM) £/ IP it AR XAER, BEHANARIBHTAEREHNK

TLD

RALNRERENLE (TLD), EARHAE .com, .net, .edu. EFELEFR UK IEMAILERRY
TLD NERFXEMNAEE , IMWEER/MBXKB. TFEHE .uk (RE). .ru (BE). .fr (&
E). EAEZR/MEXABE , BESIA TLD B ZRRREWRIRUEM SR RE, 0, .co.uk
TLD #PRiR R E A Al dall o

TR 33

MEBESEREEAEE LB, ¥ TESExR/HXABENEE , MAFHISKEINRL (WR
B), AFRREMEANERE, MBS FE (BSRUTE%E). £ www.example.com F , T
R EZ AN example.com, 1 www.example.co.uk # , TR BT A example.co.uk, &
FHARRKEBNR (apex) WEMBZFBFHE base, bare, root, root apex, zone apex &,

T

FEHBNVTAEEZH , FAARKENAEEREMEE2R. REANFEHER www , BRAFE
AEEEH. FTHBBUUESZIMRE. Hlin , £ jake.dog.animals.example.com A , FiEK
XA jake, dog # animals,

BRI
FHEFEAE,
FQDN

ZLREHE (FQDN) 2EA FEEZETIME DR Internet Wit EN, MG EMERATE DNS &
Mo BTN , aws.amazon.com £FMA T Amazon Web Services B FQDN, FQDN 83F—E 2T

HERSE A 1.07
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BHFrEE, i , [subdomaini].[subdomain,]...[subdomain,].[apex domain].[top-
level domain] &7 FQDN B —#%#& =,

PQDN

AEEREWFHBHREDB D BREESE (PQDN) , € X FHHE, B [subdomain;.subdomain,.] X#
HWEFFE PQDN , XEFE N T ERERST,

DN A =

NERREBBFENEEHILE. BEFRELIEAREFRARE. ANBHOBRBEEEVN AL, T
RERBAXNE, MENBFEEENN B, FFRERSHFEACEEN HTTPS INEEREEM
B, EEECHAEXAIBEEIRN B (INF) URFEERDOFRIRAX (B2) N PEE. £
RR@EBEIREP , EEANEAEZA. BRTARLBEEARLBENR,

SE2REEEZ (FQDN)
BFZEEA,
X AREmPI (HTTP)

BXALRPN (HTTP) R ENGFEEENEMR, ER—MNABRMYL , TUKIAEHRERNEH
R, HTTP AR Im-BRSB|EATEIT , HF Web RIRF[BE T M Web RS BF[HFERTRVEFFS
iio EN—FMTRAMDI , HTTP 2L BEEMNER , MARELEMNBERFNER

£ ACM BEH | R SSL/TLS IEBRI A BAER HTTP #ATHRIE, WEBE R ACM RIEEER
HTTP #RUAKIEEAT AN, RSI[AES EFEALXLER | XRA 7N RE,

S8 745 DNS-validated iE BRG] , ACM BF FEEE#EM ACM il HTTP-validated ZiE$, B
KRB 2, XEFPRE CloudFront It ENEBA BIMANEERN, EFAILUEA ACM RKEE., &
PMNEEIXLIS | BESHNMAR ACM Mz EMERRXLALE, CloudFront

BARAHTTP I ZER , EEEIENRE , eUAXTEAEmEBIE. N TXUARLEE , £
HTTPS (HTTP &% ) , Bf£A SSL/TLS MW HBTEHITNE ., BXRXLLBEENESER  FEH %X
% HTTPS,

NEZEAEMIZRE (PKI)

NEZAEMIRE (PK) B— 1 MHRE, RANKBEARNRE , TSXWBI L HANEHITREBEBRE.
£ ACM IRER | PKI ERFIERNM L, EENRIEFEFEREEZNEA. PKIEA-—XNMNBER
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H 2R EANLBEANEMBEERZNLEER. ZRENTRNBFZREHITLEHBEEH. &
FEENF ORI,

ACM R T PKI LD RBAMF, EXRHIEBBTANM (CA), — 1M AMEHE=TS , ARMRHFIE
B, RAEZARETERAREFLMK, ACM M X.509 RiE+ , HPISHXEMHK, HAAMIES
BRHNES. ERABIEFNENMGEAY , 2FEMA. SHNAH, N THRIEBERNEE
t , ACM X HZMRIEEA AN ITE , fl0 DNS BiEHM HTTP Rk,

BEFA PKI, ACM XFRE2M HTTPS &, BFZEURAmazonBRRMNABRFNMBRERE. Z
Eif g et T4 BT Internet RRMNBTENNZ M, TEMENEIUEXEE, HX ACM WAL
PKINEZER , 5K i FEH Amazon Certificate Manager iE .

RIEH

ERMANE (CA) BELT—MNEIEZNHAM CA (XL CA ZHBABEN T RFXR) WRIREN
o FEHME CABHER CAINE , XFEIBIEFHEE. LTRRXEHWINIA CAFAR CA” , MHEIE
PHRARILER, HLIEPHBERELEEN.

Z2EEFRE (SSL)

ZEEERTRE (SSL) MttEREM (TLS) RESITENMERHEBELZEMNMBEDNIN. TLS B
SSL WEétE, ©AEER X.509 IEHX RS |/FITH DRI, XFNDIERXZ P ik SRS 2R Z [H
AT InZX WA KA 2 B 4E R IR X R B AR AT A

L% HTTPS

HTTPS % HTTP over SSL/TLS , X —f&Z £/ HTTP XXX , ATA RN KR MRS =& = .
FRA HTTP BRMENEEME KX Z A EH AT NE. HTTPS § HTTP BHIUEXHR, IENHME
T X509 iEHHMEZERARMLE S, HTTPS WITEARE , FNBRLRBHATRREEE (OSI) BH
PR HTTP NARFETAMTCP ERELS ., Z2ERHERARLEREFE (SSL) M EERELZ SN
(TLS) il

SSL BRSS5 BREF5
HTTPS BB ERS BB R RS BT HHRIE. FRSBEHR—F X509 v3 BIRLEH , ©F

EBHPNNAREIEPNESE, SSUTLS IEBHIEBMAIM (CA) £E , IEMSHEN. AN
B, nA. EREESF,

RIEPH hR4<1.09
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X R

NMRBAMZEAR - RARNZNRERFRIE. ZESFRENRERNE,
RRMEREMDP (TLS)

BERLZEEEFE (SSL).

B

ZEit Web X RBREEMUENFH , SR RH[LATEBRIEMLRIES. T , JEF[RNEEHNCA
RIEF WO BIUEH, MAIEBTRIAM (CA) NAEE =T FRIEZMIEE &40 H @M ZER R AE
BNHFILER, BE , NERTURERFEEURIEMEN S M, WREIEKD , JRHFLEIE
P E R — M BIEER.

4B IEHIAmMazon# B R ERMIEP RS ?
Amazon SFBIEE X 500 EHHESEMTHAGER, HERERZLERGBS.

1. Amazon Certificate Manager(ACM)-tt RS ERA FEEMFEA TLS UL LMW EF, ACM ik
$ 3B Elastic Load Balancing, Amazon CloudFront, Amazon AP| Gateway &t ££ 5 Amazon
RSB, WEBRELWRAR—IMNEEAERENTELNHMNI, ACM BB B3N EITE HIER
Ht 722 EE, RSEFEATE,

2. Amazon $AF CA - LIRS EA T1E Amazon =HHBAEZHAEM ZMR (PKI) WL ES |, FEH
HORNTIAER . FHAAmazon Fa8 CA , B LI BHSHIEE MR (CA) BRER |, H14&E
REMAIS , ATFRAR, HEN. NARRF. BS. BFHINEMRRZHITEORIE. TEE
Internet LEAFAE CA AN, BXEZEE , S Amazon 48 CA (AFEM) .

(® Note
Amazon R AEIEBRAVEESLRZNTEXH AT,

X RERAR I W< 1.0 10


https://docs.amazonaws.cn/privateca/latest/userguide/PcaWelcome.html
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6 {E A Amazon Certificate Manager it

ACM AIEELNE. RAENSANILES, P TRTEEERMEFIABMNEIREIRZLBERE, BANE
EM ACM BEAFEENIUS (“ACMIEHR") , SAB=AMEANAFTFEFEIER. Self-signed EX
FiEH, EMEL WAL PKI, BE LA B Private Certificate Authority (CA) &K ACM iE$
FH Amazon A5 CAMTEE, CA RN TENKF A+ |, LAt EMKF EERRE,

@ Note
NE ACM iEH a] LA 275 E 82 Nitro Enclave B9 Amazon EC2 324 £, Bt S HA AR

UE$ , SAMETEE{T Amazon EC2 K6l LA, BXTERZEREE Nitro Enclave B Amazon EC2
KB LiREIMY Web BRSGERMEER. , BSFHE : £ Amazon Linux 2 £ &3 LAMP Web R

EBRREHIE | FH Amazon Linux AMI 2 LAMP Web BREE5,

(® Note
RHANBFAE CAEEBWIEBTRIEA TARER , EERSTERFInEEFEPREXEILR
Po

EFEMAUS , H5 % Amazon EXEEHIE HITHF ACM #2#|A , Mikhttps:/
console.aws.amazon.com/acm/home N, MRERNBNHE , iHiERF Get Started ( FHEEA ) . B
N, BEELMNSREEFIER Certificate Manager 5 Private CAs,

&

« RERNEH Amazon Certificate Manager

®E N A Amazon Certificate Manager

£/ Amazon Certificate Manager (ACM) , &R LAR Amazon BEF AR F N AREFEENEE
SSL/TLS iEH., BRI LAER ACM BIBZHS AU , RAEMAEE, E4MERAHEM Amazon RS
EREPBEENMILEHIBAERF. BX5 ACM ERHNBRSHESESR , 2R BIERRSENE
EHIL. ATETNEEMLER ACM ZHIFERITHIER.

£}
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https://docs.amazonaws.cn/privateca/latest/userguide/PcaWelcome.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/install-LAMP.html
https://console.amazonaws.cn/acm/home
https://console.amazonaws.cn/acm/home
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« EMIREL Amazon Web Services ik F
- R¥F IAM A/

« JEM ACM #9355

« (A% ) BLE CAA iEx

SEMEREL Amazon Web Services K

MR EZAE Amazon Web Services IKF? |, IBETERA T T RKGIE -1
EJEM Amazon Web Services i F°

1. $TFF https://portal.aws.amazon.com/billing/signup.
2. ZRBRELMNHBARE,

R , REIBEERRIERS  EREABERENA —INRIES,

WM AESEMAET Amazon Web Services I |, B & 8172 Amazon Web Services IKFIEAF —1. 18
APERGHEZK P R ATE Amazon Web Services IR FI'&iR, (ENRERSSR AR
PEEBHRNE , HERFERABAFPRITEER AL HRNRENES,

Amazon EMERERELBEKE —HEIAL FIf4., EEMRR , SEHATLUBEEZ hitps:/
aws.amazon.com/ Fi&# My Account (REIKF) REF HBIHNKFE HEBENK,

&% IAM B/

JEME Amazon Web Services Ik , FFE ZEHHRIE (MFA) , RFPEHNEERAF. AXRHB |, S
F <IAM FF#ER) FK  IAM AP BAER MFA 8% (2518 ),

E R EAMA P RER Amazon Web Services IKF &R |, iBH6IZ IAM AP . I TRIPEN IAM B
P, iEB A MFA #XE IAM AP EFRITESFTEN R,

EXRGIEMNRT IAM AFNEZER | 52 (IAM BFER) FMUTES :
o TE{REY IAM FAFP A 61Z Amazon Web Services ik F°

« SEHT Amazon &IRHY I 0] X R & 12

« EF IAM B8 KBE R

SEMEREY Amazon Web Services Ik MR 1.0 12


https://portal.amazonaws.cn/billing/signup
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://www.amazonaws.cn/
https://www.amazonaws.cn/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-iam-user
https://docs.amazonaws.cn//IAM/latest/UserGuide/id_users_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_examples.html
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JE ACM Ry A

T2MREFHE (FQDN) & Internet EVALRRMANKE —EHRHESTEHRE IR ET BE , flW
.com T .org. WMREEEEEMESE , MATLUEN Amazon Route 53 i % H g ll 53 Aft v £ A
—NFE, BE , EUNEIDEMEOMLE |, FR—NMEE. BEIMEERXE—IAENERE (5
M—FHWF ) , R SLMBITEIT,

BXfEH Amazon Route 53 FMHH BN EZEE , H S Amazon Route 53 FF R A RIERMHP A
Amazon Route 53 JEAHEE o

( "Ik ) BliE CAA 1%

CAA IBREE R VFHEIEBMANM (CA) NEAHFEHMRIUES, 2% CAAERIE ACM 48
£/, BT LEHERN CA NENFMRILEFH, CAA ERTREEBAHENIEIHMRAINMEENRZS
2R, flanit SR EMAEENER,

ACM HFiIEHERLBFRIEFZ/E , MERERBFE CAA ILFRLHAR ACM BEB N W RIEH. B
B CAA iEFEEAEHN,

ELE CAA iZkA , AL TE :
flags

EE ACM BEXF tag FEWE, FHLERENRN 0,

BE
tag FERAILAALUTEZ —- BEEE , iodef FEHBIE# 2B,
issue
8 RIBTE value FERPIEEMN ACM CA EH TR N IENE R FEMAIESR,
issuewild
B RIBTE value FERHIEER ACM CA BRI N B IE R FEM A BEFFIEH, BELIES
ERATZESFEEREMEFE, HFE , REITRERA HTTP IBiE |, NRENTER |
B HTTP WIFTF S BMAES. X FBEAES , E3A DNS B FHpAHRIE.
=]

LFERNETURT tag FERNVE. BX4AAES (") HiLERFEEX,

EHE A MRS 1.0 13


https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/registrar.html
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/registrar.html
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¥ tag 79 issue Bt

value ZEREE CA BB, LFERAREAE Amazon CA BUAK CANER. BR , MRHE
BHEETEUT A Amazon CA 2—H CAA i2 , ACM T E M ISR IE R FIiT M AU :

* amazon.com
* amazontrust.com
» awstrust.com

- amazonaws.com
value FEREANEESS () , ERTNAVEM CA N ENFHFEMKIED, MREEED
FMEREZTBEENRENMENIMKOILES , EEALFR,

¥ tag =& issuewild B}
value FE 5 tag 71 issue MR , AR EER FTBE ISR,

LIFETEE ACM CA EH issuewild CAA iBFEA , ACM TEEM A BE LB, MEERE
issuewild , {BXIF ACM B — issue CAA I8 , Il ACM AT LA &K BEFiE+H.

Example CAA i &Rl

EUT RO, BEREBWNEE , ABRIEREKE (CAA), flags FERRIAL N 0, tags FERALLE issue
= issuewild, TIRFERN issue BB value FERHPEA CA RFB|HEE , I CAA iBFRIEREE
ENRZBF[EBATFMKRIEERWIER, MREE value ZERFHEAD B, Il CAA BRI RAAN

fEf7] CA MAKIE+H., CAA iIBZMWEER DNS ZE-E M F,

/A Important

MR R HTTP RiE 5 —#2 6 H CloudFront , NI FTLER & issuewild i , AR HTTP &
AXEERFED, N TEERSFLH , HKH DNS =8 FapEFRIiE,

Domain Record type Flags Tag Value
example.com. CAA 0 issue "SomeCA.com"
Domain Record type Flags Tag Value
example.com. CAA 0 issue "amazon.com"

( ik ) BE CAA id% MRS 1.0 14
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RAriEmE

Domain

example.

Domain

example.

Domain

example.

Domain

example.

com.

com.

com.

com

Record type
CAA

Record type
CAA

Record type
CAA

Record type
CAA

Flags

Flags

Flags

Flags

Tag

Tag

Tag

Tag

Value
issue

Value
issue

Value
issue

Value
issue

"amazontrust.com

"awstrust.com"

"amazonaws.com"

BXUARMNFHE K DNS EZNEZELR | EE5EH DNS 2Em# 52, Route 53 X1F CAA id%,
W8 Route 53 2&EH) DNS 1247 , F5H CAA B UTHRERCEBIZENESZEE,

(A% ) BE CAA Bk

MRA< 1.0 15


https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/ResourceRecordTypes.html#CAAFormat
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A BV AE 25 8 Amazon Certificate Manager

Amazon Certificate Manager(ACM) X5 =#EKEMNIFH, BFEENLZLERNEMBREER , 7K
HEETRABG,
REIEH

EEBM LS EARNIEL. ACM MENAKITEBSAFEIRNLENRERZNETE , BE
AT R4 E 2 R P85 R R R

IS
FEANER, RETFTERTALAND , SIMATMEABAE. MEESHTIARITREY
RS 2 ESETAE TLS (MTLS).

S AREP

Customer-owned 25 A ACM WiE$H, BAINSANE=FIERBMAVREMIES , SLUAT
ACM MRS HS Ho
Amazon Certificate Manager/Z #if $

BERABIUERG , 490 BiF Amazon Certificate Manager A8 iE$#E 8 FrE X RATRKIEEFTE
o

N4t ACM R84 X.509 FriHEH Z LA TPRE

B HIER DNS-compliant EBE#M. BXEZEER , B8 S8,

5% T mE  EBAERPAEELIME 2048 1L RSA, 256 {7 ECDSA = 384 i ECDSA.
B 8MEBHNBERHR 198 Ko

£4T : ACM 2R ERIHAAT 45 RBEFHEIT AFIUEH,

(® Note
N8 ACM IEP A AL T E#E T Nitro Enclave B9 Amazon EC2 3£ L, B LlSHAE
U, LAEHEE(T Amazon EC2 3K#HIl EEM. BXRERERZ Nitro Enclave B Amazon EC2
Sl EigBIHI Web RFESHER , BSHEIE | /£ Amazon Linux 2 EZ% LAMP Web fR
LW EBHE : FH Amazon Linux AMI 2% LAMP Web BR% 85

NEUEH W7 1.0 16


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/install-LAMP.html
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EERALUER ACM U ZHABREFZL AR MAMRIIES, XEREBARBNEH, BIEFE
R BEBERERNEMEEREMES, MREFRIEBMERE , FSREELEHBFRAD,

EFEABRFEAE PKI BWIEPFAmazon FAF CA |, i5SHE BB FAB UL Amazon Certificate
Manager,

FH

« Amazon Certificate Manager’> £ iiE #9451 F BR
« EERE /N HiIF$PAmazon Certificate Manager

+ Amazon Certificate Manager ] § H By A HiE$H

« I®iF Amazon Certificate Manager A8 UE P B3 & Fr A

Amazon Certificate ManagerZ i 4 B9 4F 1E ¥ R &

ACM RENABIEHEAUTHEL/MBES, XEMGERT ACM REMIES, XEFIMRHE TR
ERATSARIES,

RN RARFEE

‘B#E Google Chrome, Microsoft Edge, Mozilla Firefox 1 Apple Safari £ R FTA EE R K255
fE1F ACM IE$, BiE TLS iE#ZEIFER ACM IEBMILRET , MNBFQE RYEEIR. Java HEE
ACM iE$,

PR HANE RGN

B ACM BB A HIEPBRKE Amazon-managed 22 HUEF 91 & 1 (CA) Amazon Trust
Services, Amazon Root CA 1 & 4 B Starfield G2 Root Certificate Authority - G2 XX X

#. Starfield 81E Android ( & H Gingerbread iR ) M iOS ( fxAs 4.1 2L E ) L2 EIE

£, Amazon R7E i0S 11 L EZ FEF., BE Amazon = Starfield BN KRS, NABFRIRE
REEFEE ACM 2FIIEH,

ACM B RIEUEHEE ( RSA = ECDSA ) FENL 2 BLAY H A CA [F F A H ik [RKAIER, B
FixFhpEMIERE , ACM T2t A CA EE,

HARIE (DV)
ACM IEBZR S FBE , RERBIEB . BHiE ACMIEHE |, MIULAFTE IS EHN A ER S

B, BRI LAEFA B FHRH S DNS RBIEFTEN. BXEZEL |, 2 Amazon Certificate
Manager B F 8B4 3 UE #Amazon Certificate Manager 138 2R KL,

AR R 1.0 17


https://docs.amazonaws.cn/acm/latest/userguide/acm-conditions.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-ca
https://www.amazontrust.com/repository/
https://www.amazontrust.com/repository/
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HTTP it

EMEB TR TLS iE$BAF , ACM X 3#FEiT CloudFront HTTPRUE S 1T FR BN KIE, 5%
FH HTTP EEMKIEAEFTER , HIZMHELITF DNS RiIEW B ZH4EIT, HTTP Kk B 61 REEE
& “ CloudFronta X% 7" TheEE# 17

HTTP EE[M

STF HTTP KiFE , ACM 24 T RedirectFrom Mt H RedirectTo Mit, EAIIREM

RedirectFrom %l RedirectTo WEE [ F REIE BHE#E $I#, RedirectFromURL BHEZL WK

WEMYIE , MRedirectTo38 M CloudFront Eitik i+ B &M — KUl Sk ACM-controlled H{Z &,
. B8

REAMRESEEN ACM RHIEHFE ManagedBy ZERE RIZBREN E B, X TFEH

HTTP RIEAYIEH CloudFront , Lt FERE R “CLOUDFRONT”, XLifH Reg@ENd F A
CloudFront, ManagedBy FEXE R7E DescribeCertificate H ListCertificates API A , LL&% ACM #3
FlEWIEREENFMAERNEL,

ManagedBy FEBRS‘AT AT BMHMEH K. X TF CloudFront-managed iE$ , EFse@ES Hth
AmazonfRE RN IFTH A%, BREEES CloudFront APl X EIF R EESRRE—RER,
HE MR CA ®ik

NTRISHMNIEPEMIRME , Amazon ATEALLEHE CA , BRZTEH, XETLF
FhmEF, BXEZEL , 236 "Amazon introduces dynamic intermediate certificate
authorities" ( Amazon 5| AZIZA R BENEBME YL ) o

SR Amazon £ 1E1R CA , MR EEZSERN R RMITIEETE, Amazon FERAFFE T AN A EEA
Amazon% " Amazon Health Dashboard , 83 KX B FEHHMBRKRBREAZLE,
FA T 1B B9 B K 1 7 (8] AR

E RN R KSSIERER OCSP M CRL RRIEFMAE S RHEHER. REEFHAEAEZEHN
LI =+ BEfE X LML B R 4R A o

EALT URL BEFEARIR BERE
+ OCSP

http://ocsp.?????.amazontrust.com

http://ocsp.*.amazontrust.com
« CRL

45 MEFBR MRA< 1.0 18


https://www.amazonaws.cn/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
https://www.amazonaws.cn/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
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http://crl.*.amazontrust.com/*.crl

28 () RE—NRSITRETTH , M (7) RERANTRETTH , WHIRIE () RERT
TR

IERBTIEEEEMBEA KD, ACM XL T RSA # ECDSA A EZEAEE .
- RSA 1024 i (RSA_1024)

« RSA 2048 i (RSA_2048)*

- RSA 3072 {i (RSA_3072)

« RSA 4096 i (RSA_4096)

« ECDSA 256 i (EC_prime256v1)*

« ECDSA 384 {i (EC_secp384rl)*

- ECDSA 521 fif (EC_secp521r1)

ACM A AMERRE ES (*) NEEFRFLER, HREZERATEANIES,

(® Note

¥ FH Amazon FAF5 CA CA R WFLAE PKIiEP , EHREERSI ( RSA 5 ECDSA ) 44
ME CA WEREAE ARSI T,

ECDSA ALt EAEEF L 24/ RSA BHE D , TERRES |, BEHIFMENBE M mH &
ECDSA, Ltt&xh4mB NIST , LLBR T RSA #l ECDSA ZH A/ ( My Efy ) UREBEFRLHR

-4
hREENZANR S

LREeBE RSA Z4A K/ ECDSA Z4A K/
128 3072 256

192 7680 384

256 15360 521

45 MEFBR MRS 1.0 19


https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r5.pdf
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RLBEN2WE , ERBMBIENBENRBES, Fit0 , 3072 2 RSA Z4AF 256 12 ECDSA
FAAER A LU A 2728 sk &,

BREBREENEDY , #5HPHAmazonBEXE AL FI A ECDSA E$H) o Amazon

Certificate Manager

/A Important
ERBRSRATFRZFNEEZNBZAXNNATHER. XHBERARLEBRSAE IAMER
ACM MBEMEZR. BXFARE , BSHESMNRSHIXH :
« X F Elastic Load Balancing , 25 Application Load Balancer #J HTTPS {1 T 25,
* A CloudFrontfE & , & H ¥ 5# SSL/TLS il MW,

RESITNARE

ACM B ACM IEPMEITHNME, BT AU BEERIIPEEHEIR. PHEHISHmS W
FHl. BXREZEER , SR FHIEEIEPH LT Amazon Certificate Managero

MR

BNACM IEREXAEDBIE—NTLREFHSE (FQDN) , A BT BEHME. 5

 , www.example.com FJiEH B A LA EFE www. example.net, XtER FHEE ( P18 M
HARE ) . BALLA www.example.com iERIEH H BIE example.com, BXEZER |, FZH
Amazon Certificate Manager’2s Hif$,

punycode

IR R AT 5 E R LEE BRI Punycode K :
1. Bl“<character><character>--"#& X FF L By 18 B M5 “xn--"— B,
2. Blxn--"FF L IR B th A BB M EFRM LIS A

Punycode =4l

HAE i i nEF BE
M1 4
2
example.com n/a n/a v =2 LL“<character><character>--"F sk

SR A R I R4 1.0 20


https://www.amazonaws.cn/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://docs.amazonaws.cn/acm/latest/userguide/acm-services.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html
https://www.icann.org/resources/pages/idn-2012-02-25-en
https://datatracker.ietf.org/doc/html/rfc3492
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B& mE AR R #E
M1 K
2
a--exampl n/a n/a v AR BA“<character><character>--"Ff 3k
e.com
abc--exam n/a n/a v A R BL“<character><character>--"F 3k
ple.com
Xn--xyz.com > = v BRWEFRLESE (BT AMRE.com )
Xn--examp = & X TREMHEFRLEA
le.com
ab--examp £ a X AIRBL“xn--"FF 3k
le.com
BN

ACM IEHHBMIN 198 Ko
BEEAFEN

ACM R HEEAFERAES () RKOBBEMFILES , ZERATURFE - NMIFNS N B[, B

tn, *.example.com A LARH www.example.com #] images.example. coms

EBERMFFLERES , S5 (*) XA TEHBENREMN , MARFREF —NFERH. H

m , *.example.com &# login.example.com # test.example.com , {E R
test.login.example.com, W4 , *.example.com VR FiF , M AR RE R
(example.com), ZAILUBRIEEZMEA ( fla0 example.com M *.example.com ) AFEEHK
HAREIES,

/A Important

WMRIEFER CloudFront , FEE HTTP RIEAFAXFBEEMIES. X TEEMIED , BIE
F DNS RiFsi 8B FHRAFIRIUE, FA1EWN DNS BiE , RAEXFAIEITIES,

45 MEFBR MR 1.0 21
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£ FR R A Amazon Certificate Manager

BT LA ACM 24| & 5 API BB i5Amazon Certificate Manager’ A8 IE$H, Amazon CLISET] LU IX L&
EREERIER—EEA , Amazon Web Services fRS th o] SUF EH & H LA 44 EZB 62 FH Amazon Web
Services =,

UTRERT R BIEBNATSEABER 2BHXE,
NEILEH

%A T Elastic Load Balancing, Amazon 1 Amazon CloudFront API Gateway Amazon Web
Services fRST FEME ACM AFIEFH, BXREZFEE , F2H BEIERRSEZARE BT,

(® Note
RS HTE 2025 F 6 A 17 HZBIGI2H ACM KF/IEH,

ASHARIEH

A S 2 HAEF ATAmazon Web Services (RS SERIERESER |, B EATFAmazon Web
Services =i, BXEZELR , 2 Amazon Certificate Manager 7] $ H#Y23 HiF P FES &
MRS EMIEE B, BLMENEFHN ACM AEIEBHBSHATSHINE , TeSHAFIES,

LUTERZ e HRE, SHMBHELR ACM IES,
ES ]

- EREFHEERLBIES

« A CLI BRAFIUEH

AR A ERAGIES
Bk ACM AEIEH (2414 )

1. BFAmazonBEEIEH A HITFF ACM ZF|E , Mk}, https://console.aws.amazon.com/acm/
home

EFRERIES,

BRABILES R 1.0 22


https://console.amazonaws.cn/acm/home
https://console.amazonaws.cn/acm/home
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2.

1£ Domain names ( #% ) 5 , BALWEE.

IO LMERA T2 REER (FQDN) ( Hlil www.example.com ) , REBREH B RIMSEE ( Hln
example.com) , BRANEREMVEFERES (*) FABRFREFR —SFHHHZ NN
B flan , * . example.com AJLA{RY corp.example.com #] images.example.com, &
LA B S /RTE ACM IEH /Y Subject ( £& ) FE M Subject Alternative Name ( =B E R B
m) T B9,

BERBEFILERN , ES (*) DU TEHENREMNVE , MERBERP —NFBRH. Bl

m , *.example.com AJLA{RH login.example.com Fl test.example.com , EFEER I
test.login.example.com., BiEFE , *.example.com R} example.com By FiF , M
FRPBEFHEBTN I (example.com) EFINRIF=F , TSR T —IMTR,

® Note
NFHR RFC 5280 BR |, S BRPMANEE (BARAREBEA VAR ) HKETRERT
64 N\NET (FRF) , BFA8. BR, B (ET—5+ ) BHNE/NELEETTERS
# (SAN) WKE &% Ak 253 N\ FT,

. ERIMEMEB , HiEF Add another name to this certificate (B ILIEBFMSE —NEH) , R
BEXAEFRAEN. XX TRMNEFFREHTAILIE (4210 example.com ) R EHFi5 (4l
i * . example.com ) EEFH,

MREEME ACM JSHABIUESD , FEREASHED, ZNFEBHEEPNIAEEHAHAE
Amazon Web Services = ZIMERE. BXEZER , S Amazon Certificate Manager A[ %
HE A HIEH,

# Validation method ( Bk /5% ) 884 , IRIFERIFE E1EF DNS validation —

recommended ( DNS Riif — #% ) = Email validation ( B FHBHFRIIE )

(@ Note

MR RA LAYR%E DNS BiE , BiE A DNS HIRiFM A~ 2 B FH4KRif, 18X T8 Fep4
% , DNS BiEEZ £, S Amazon Certificate Manager 388 R RIE,

ACM EFRIEB 28 , RRIEEREBRANRFIEBFERPHIES, B0 LR B FERARIUES
DNS ik,
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a. MREFBFEHRIE , Il ACM &N IUF B FHp4 X EFZEEHE FERFEENE, MRIE
ETRIESE , Il ACM £ N iZB FHbH ZIXEZRIEE, BXBEFHERIEINESESR ,
B2 #Amazon Certificate Manager B F#R - 11IE,
b. REEMA DNS KiE , MR FF ACM REN BB IEFKEAEN DNS BiE, HX DNS KIEH
EZ{ER |, 5 ®Amazon Certificate Manager 38 ZRE R,
5. EBfEAEHRSH , EF—REL,
6. 7 Tags (3% ) MEL , BAEERNERRNGREL, RERREX , AMERZIMHLAmazon
TRHTEIE. BXx ACM FRZZSHMH R AR B X MAECIZEIEBFEIERRINFEN A | &

2% Tag Amazon Certificate Manager %o

SERGRNINPRE R |, 1 Request (BX ) o
7. REEXRE, 2HANRELERSIEK , HPL2ERBEXRMEBNES.

FEEIE RS | IEBHRATER Pending validation ( FEFWIE ) , BRIFERBEBEBRETIEHE
REMAPFEAEMRERRSHFERIM. ACM EEZRIERIE 72 /Mot , REEIT, WRIEF

HRASETRHA Failed ( B4 ) = Validation timed out ( JiEBAT ) , MIMIBRER , E1E DNS ¥
UESE FHRHRIERB , REER. MRBIUERD , MIEBAPRSFHEER Issued ( EMK ) »

® Note

REFENFIRFFHER , BEERNIEBAEAIRVETL, EAURTAEUHNRE=
AERERIATF, EEFTAER A EAR TR S TEH,

£/ CLI HRAF/IEH

w17 LEA request-certificate I HFIRRITHNAE ACM IEH, WIFHER ATEE R DNS
M EMAIL ( BFHRF ) o BEAEEMAEE R RSA_2048 ( IR KRBAFEMSE , MR ERIA
& ). EC_prime256v1 #l EC_secp384r1,

aws acm request-certificate \
--domain-name www.example.com \
--key-algorithm EC_Prime256v1 \
--validation-method DNS \
--idempotency-token 1234 \
--options Export=ENABLED
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https://docs.amazonaws.cn/acm/latest/userguide/troubleshooting-cert-requests.html#troubleshooting-failed
https://docs.amazonaws.cn/acm/latest/userguide/troubleshooting-cert-requests.html#troubleshooting-failed
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https://docs.amazonaws.cn/acm/latest/userguide/email-validation.html
https://docs.amazonaws.cn/cli/latest/reference/acm/request-certificate.html
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® Note

#ZCertificateTransparencylLoggingPreferenceitME#F A, FIELHE ACM iE$
B IEREUPREREBEH,

S B FAEIEBE Amazon Resource Name (ARN),

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

Amazon Certificate Manager A § H 892 i

Amazon Certificate Manager IS HHN A B IEPBAFBEEMABATRE, EEMIPBSSL/TLS iE$
‘B¥E Amazon EC2 6, BesMAtbEH, HITEERF ACM AN ARIERT BEIEREE 2
Amazon Web Services fRS , SRR AKFZEHBEANEMBENRIIES,

L5

LTRAEBRT ACM AISHAFIEBHIMNE

- FLIERERE : €8 ACM fSHEEMBRFTWILES.
« ERMMRUS : EERENNRERNERMERILES.

- BZEIT : ACM £ BFABIE BT , AEMIPARHFHENBAE, BXESEE , E5HA 1L
¥ ACM B EventBridge X

« BANE  RENECCBRNTSEARIEBMNRE.
« RIBRRE  BEEMIFEL B IRS [N AEF LEMSSL/TLSIES,

ACM A S A FIEHH TIERE
UTABERT ACM AIS M AFIERN THRE

B ACM HEMIERIE A S HiER.

B DNS e FER I IR UEHAT BN
SHIEH, RAERAMIEPE,
MEHEED RS HFIANAET.

A
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5. ACM EEEIT , HAEBMLL A RIEEA,

£EEEIM

UTRERACM JSHABIERNNREIEET. AXESEER , H5MH FHNHIERY Amazon

Certificate Manager,

« ERARENFEMBGREFREFSENLBEEN.
- MREHEZAME |, BEHR ACM WIREHIEE,
« MBLITHIERHN , FXEELANBARBRIRE.

BR %1
UTR—L ACM IEHRH :

- AEBHNBEREHN 198 Ko
« ACM £ 1T XI5 B HiaT 45 REIHAMVIES,
- BAMERSHIEBRBELRE.

EM

FERENEN TS HAH SSUTLS I PFEEXFHI/NTEA. Amazon Certificate Manager& < & #7#Y
ACM EMMER , 5@ Amazon M4 LB Amazon Certificate Manager fRSS EN T H.

ERSME
LT RER ACM IEBRTHY — L HFIERER -

- STiEB2fE , BRZIMEFHBER,
o MR HZHELITIER N Ba BB RE.
« f£/ Amazon EventBridge /R 1B R S IFIE B IR,

& H—“ Amazon Certificate Manager 22 3£iE$

DTIRfF5ISE 7T HOFE ACM Z#HEFSH ACM AFIEH, HF , B UFERAexport-
certificate Amazon CLI 5 ExportCertificateAP| #4E.
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https://www.amazonaws.cn//certificate-manager/pricing/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/export-certificate.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/export-certificate.html
https://docs.amazonaws.cn//acm/latest/APIReference/API_ExportCertificate.html
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® Note
TAESHE 2025 F 6 A 17 HZ i 8IEH ACM X FIEH.

SHABIES (244 )

-

&% Amazon Web Services EEZ & HITFF ACM #2HE& , MikR, https:/
console.aws.amazon.com/acm/

2. ERIIHIES , AEEFES HIIEPYEIRE.

}E , BALERIES, FERFEAGRTEF , BESH,
. RBESRE  REEESH,
4. BWMAFABUNLBEEANZTD,
SET LA T SR E BIUE S

® Note

£ ACM ZHIEF |, BB S H pem IEFH XM, ERILUY pem XHHRN B —FXHFE
X, Bl ppke BXEZEER |, HSEM re:Post XE,

S H AU (Amazon CLI)

fEAexport-certificate Amazon CLI @855 ExportCertificateAP| S HAB IR T, &=
TR, ELXTEERE. ITRERLM , EEAXARESIEBRREFHEXHS , ARED
RUEXHRRBEZBEE. XETUBLEZBFEERSHLEERF , AHLELBAEBREMGBAT
&8,

(® Note
BEREBEHNXHABUTALNERE, SN TR EZRD XM

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

TR SR ERER jq MERA PEM .
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https://console.amazonaws.cn/acm/
https://console.amazonaws.cn/acm/
https://repost.aws/knowledge-center/ec2-ppk-pem-conversion
https://docs.amazonaws.cn/cli/latest/reference/acm/export-certificate.html
https://docs.amazonaws.cn//acm/latest/APIReference/API_ExportCertificate.html
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[Windows/Linux]$ aws acm export-certificate \
--certificate-arn arn:aws:acm:us-east-1:111122223333:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 3g -r ""\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

X fF 5 HH — base64 wRIZHY PEM-format if$ , EFE I EIEPEMMZNFG , MU TRERGIFT
o

MIIDTDCCAjSgAwIBAgIRANWUFpgA16g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAw
EzERMA8GA1UECgwIdHIvbG9sb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwEwYDVQQDDAXx3d3cuc3B1ZHMuaW8wggEiMAOGCSqGSIb3DQEBAQUA

8UNFQvNool1lV+tICL4cwWOdLOkxpwkkKWtcEKkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01lbDLgjU4HgtmV4IIDtgM9rG0Z42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=

MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1INYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzZERMASGALUECgwIdHIvbGOsb2wwHhcNMTkwNjESMTKONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh®cm9sb2xvbDCCASIwDQYJIKoZIhvcNAQEBBQADggEP

j2PAOviqIXjwr@8Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H93Z71/Bs8ERqqga/
61fM6iw2JHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4/Y5q92S3iJLRa/1Q0d4Ul
tWZyqJ2rj2RL+h7CE71XIAM//0oHGcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkqghkiG9w@BBQwwGgQUMrZb7kZ18nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AwWQBKgQQDViroIHStQgNOjR6NTUNUuwSCBNAN
IM4SG202YPUiddWeWmX/RKGg31IdE+AQWLTPskNCdCAHgqdhOSqBwt65qUTZe3gBt

Z2GipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTWjF1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe3rSKsSUJ1tM4Rag]j2WH+BCO4SZWNHBkxfOC1E/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmYs90V/VXzNuHYg==

EFMARTREIIXY B > EEQMMNE EENRET , NMERDTHS

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:us-east-1:111122223333:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
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| 3g -r '""\(.Certificate)\(.CertificateChain)\(.PrivateKey)""' \
> /tmp/export.txt

£ ACM iEH R Kubernetes TEME;

& A LU AT § Amazon Certificate Manager tH#9Y22 #iF $ 5 Kubernetes Amazon #2 %188 (ACK) —
EEA , F ACM RN TLS iIEBMAH S HEIEH Kubernetes THEMAEK ., XK EEREER K
3L 5% Elastic Kubernetes Service (Amazon EKS) Pod &% , H#1E&M Kubernetes A A& 1E
TLS., EFHER , TS RER T Kubernetes fJ ACM #2#85. GitHub

Amazon Kubernetes #2285 (ACK) ¥ B 7 Kubernetes API , fEE&EH F R4 Kubernetes 52 E
%R Amazon o ACM B ACK RS 12 #8578/ Kubernetes TEREBHRMEBANCNIERESARE
B, HYRTE Kubernetes I ACM IEBRIRAT , ACK BHIBFSMITUTRE !

1. [ ACM ERIE+H , ACM £ RIEPELZER (CSR),

2. EEERIESER AR ACM MA IS,

3. MRIEE T ZexportToFE , NS HEMAREH MR HNFEEMEE LIS ERN Kubernetes 4
o

4. MRIBET ZexportToRFRHABIEBHAESLEITRNGE , NaERHaFEAEITNIERER
Kubernetes 24,

NFETWIEPEEZIHRIEE , ACM FEEMAIUEH, EAILAEHIER T Amazon Route 53 #
ACK RS BN ITE XiG AR B3 82 FTERN DNS Bif 5 18 K.

UE 3 {6 FH 38 T

BRI LB LA T LA A X 4F ACM IEH 5 Kubernetes B & -
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https://github.com/aws-controllers-k8s/acm-controller
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ELB E @
N |

Pod? wmessss—s Pod3

1. AEIESRL L (F5E )  BY ACK MAKIES , HEAENITE Amazon AEITHEEE E4& 1L
TLS, WEFHIRE7E ACM B | 3 H Loa Amazon d Balancer ###I85 B 2, XA ZEZFREESH
uE$,

2. AO&LE (EASE ) : MACM S HEBHFEEFME Kubernetes B8AH , MEEAOLBILLE
TLS, XS A LERETE Kubernetes TR P FERILH,

@ Note
BXREEZENFIUEBHAG , FSRIERLEERSRAMY Kubernetes Amazon & i CA E##2S,
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https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.1/guide/ingress/cert_discovery/
https://docs.amazonaws.cn//privateca/latest/userguide/PcaKubernetes-concepts.html

AmazonCertificate Manager ArfEm

TR

EZ%E ACM B ACK RS2 HIZs 28l , THAREZUTRE -
« —/N Kubernetes $&,

- AEPDLRE,

« kubectl EENSEHBE.

« eksctlZ %R T EKS L& E pod &% xEk,

F ACM &% ACK BR& #4188
£/ Helm £/REY Amazon EKS £&8H L% ACM B9 ACK BRZ#25I25,
1. R ACK #2550l EH B Z=E,

$ kubectl create namespace ack-system --dry-run=client -o yaml | kubectl apply -f -

2. H ACK #4235 812 pod BB xBk, CLUSTER_NAMEE RN IBHEBREGIONE I FEH Amazon
X1,

$ eksctl create podidentityassociation --cluster CLUSTER_NAME --region REGION \
--namespace ack-system \
--create-service-account \
--service-account-name ack-acm-controller \
--permission-policy-arns arn:aws:iam::aws:policy/
AwWSCertificateManagerFullAccess

3. %3 Amazon ECR A,

$ aws ecr-public get-login-password --region us-east-1 | helm registry login --
username AWS --password-stdin public.ecr.aws

4. H ACM T ACK IRF5#ZFIZF. REGIONER AN IEFTE Amazon KIth[X,

$ helm install -n ack-system ack-acm-controller oci://public.ecr.aws/
aws-controllers-k8s/acm-chart --set serviceAccount.create=false --set
serviceAccount.name=ack-acm-controller --set aws.region=REGION

5. WiFEHIREBEEET.
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$ kubectl get pods -n ack-system

EXBBIHXBENEZESR |, F3M Amazon EKS AFIEREFH EKS B854,
R~ EAOAZLILE TLS

AR REERINMS H ACM iE$ H 6 H ©1E Kubernetes A AEKBILLE TLS, HELE 8|2 ACM iE
F , BESHE Kubernetes 47 , HELE— Ingress BIRAEAZIERLLE TLS,

EARHIF

- BIEFMPARNTFMHSHEMIES (exported-cert-secret)
« ACKIEH®EIRM ACM BREMFEMIES , AEFHES HFexported-cert-secret#4,
* Ingress ®iR5|Hexported-cert-secret AL ILEZ AREM TLS,

F ${HOSTNAME} BN EMITE .,

apiVersion: vl
kind: Secret
type: kubernetes.io/tls
metadata:
name: exported-cert-secret
namespace: demo-app
data:
tls.crt: ""
tls.key: ""
apiVersion: acm.services.k8s.aws/vlalphal
kind: Certificate
metadata:
name: exportable-public-cert
namespace: demo-app

spec:
domainName: ${HOSTNAME}
options:
certificateTransparencylLoggingPreference: ENABLED
exportTo:

namespace: demo-app
name: exported-cert-secret
key: tls.crt
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https://docs.amazonaws.cn//eks/latest/userguide/pod-identities.html
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apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: ingress-traefik
namespace: demo-app
spec:
tls:
- hosts:
- ${HOSTNAME}
secretName: exported-cert-secret
ingressClassName: traefik

rules:
- host: ${HOSTNAME}
http:
paths:
- path: /
pathType: Prefix
backend:

service:
name: whoami

port:
number: 80

'S , ACM K ACK FRSEFIZFFS B BRI PEGAY , BIELIT. H ACM LiTiEHAT , #HHIE
SEAFIERBEH S exported-cert-secret ecret , NTTHARIEH Ingress TTEF zh F BN AT 4 4L
FERABRIES,

# 44 Amazon Certificate Manager 2 3tiE
BT LAMER ACM 24| A API #24E B 87 Amazon Certificate Manager $H B2 HiE+H., Amazon

CLI

/A Warning
EPWmEE , BREEZESEERAZER, RHIEBRKAMKR,

BHEREEERHIP , LETHREALNWBRIB O HRAMENR, REHILIPNEERPER, ATUAFEA
ATERER :
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- NBXREEHX
» Superseded
- FILLRE

ETHREZER , 2R (LR ERRSUEBITEAS P M (WIEEERS) o

Amazon REFTREIES BHMRS | ELIEHRESHI (OCSP) MIEH mEEFIR. €A OCSP,
B P in i A EWSRENR EPRS IR B HBIEEF . OCSP B TiEH F IR AN KIEES.

EREW
UTRBHIEBZBRERSEM :

- BHERHZISHNIES,

« BREBPELATSHN LB, MREFBFEEXLUES , WA ERIBR.

« MREABFEZLES , WNRERES , MARBHIESR,

- EPRETERERMEN., BERBHNAMBERERREXEKN ARN ERHE B H,
« IEBRERKAMN. BLXERREFENIELHEEREM.

« PHIEBRKAREE 24 PFREN

RWHIES (BHE )
LTERREISETHMNABE ACM AFIEBHMBIUEH,

1. &35 Amazon Web Services EE#ZFI& HITF ACM #2HE& , MikR,. https:/
console.aws.amazon.com/acm/

2. ERIIHIES , AEEFEREHNIEPAVEIRE.

HE , B LUARIEP, FILPEFMAEETET , EFRH.
3. HGEEZRE, ABERRE,
4, FFHI—PXMFEE 6 BXNEEHPREREFEERER , WA revoke , RAFEERERHE,

P HIEF (Amazon CLI)

fEArevoke-certificate Amazon CLI is 3= RevokeCertificateAPl #ERE ACM B FA
BifH, LOLUETEA list-certificates faSRRZIEHEM ARN,
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https://www.amazontrust.com/repository/sa-1.3.pdf
https://www.amazontrust.com/repository/
https://console.amazonaws.cn/acm/
https://console.amazonaws.cn/acm/
https://docs.amazonaws.cn//cli/latest/reference/acm-pca/revoke-certificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RevokeCertificate.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/list-certificates.html
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$ aws acm revoke-certificate \
--certificate-arn arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234 \
--revocation-reason "UNSPECIFIED"

/A Warning
PR BHEE , BFTEEEEAZLES. REIEPRKALN,

THER revoke-certificate s S HI% H,

arn:aws:acm:us-east-1:111122223333:cexrtificate/12345678-1234-1234-1234

BEBEITSEH

Amazon Certificate Manager f& By /] 5 H 89 22 HE B # Amazon EventBridge , & 7] BAEL & B 3hiE B4
TEH,

1. i%E& Amazon EventBridge EN A IBEREITER. BXREZEL , 12 Amazon
EventBridge ¥ ACM B %o

2. St , MEELITHNLBIEREHE, BXEZER |, S EventBridge £ ACM @il 5
#HREITH.

3. Bti& EventBridge E# AR EESEMLLIT HEB XK,

5 B ST UE

WA LUEE ACM 2414 . LiTiFEP= APl BELIT ACM ANE MFAEIE+H Amazon
CLl, RenewCertificate@ REELIT 2 S HWIFH,

/A Important

Zi] ACM AISH A FIEHE , BFEXNTNTZA. BXREHW ACM EMER |, BFSH
Amazon P34 £ #Amazon Certificate Manager RS EN R Ho
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https://docs.amazonaws.cn//acm/latest/userguide/cloudwatch-events.html
https://docs.amazonaws.cn//acm/latest/userguide/cloudwatch-events.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/renew-certificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RenewCertificate.html
https://www.amazonaws.cn//certificate-manager/pricing/
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SATIES (254 )

LTERREISE T #nAEELIT ACM AFIEBHAMBIUEH,

1. &% Amazon Web Services BEZRF| & HITFF ACM #2H|A , Mk, https://
console.aws.amazon.com/acm/

2. ERIIHIES , AEEFELITHIEPVEIRE.

HE , B LUERIES, BB FMAEETEHT |, EFLEIT,
3. EREZBRME , REEREIT.
4. FTHI—PNXNEE , BAMEHPBA renew , REEFLEIT,

£ETiEH (Amazon CLI)

fEArenew-certificate Amazon CLI 353X RenewCertificateAPl /E4EIT ACM AERFAE
EH, BALUETEA list-certificates MERBFRILPBH ARN, renew-certificate 9
IR [ 0@ R

$ aws acm renew-certificate \
--certificate-arn arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012

I&iF Amazon Certificate Manager A B iE BT & FTE X

£ Amazon IEH M A (CA) BEB N B ML A IEFH AR , Amazon Certificate Manager (ACM)
HMFEENECHEL A AR BERPEENAEEE. ERFLEBN , BUNERBEIEHE RS
(DNS) BiiE, B FERHIRIESR HTTP WRIESRIEAEHFIE N

(® Note

BIFUGERA T ACM SR A FFEEIEFH. ACM F2RIESANIERRHFAE CA EENIEH
BYEFF B, ACM AR IUE Amazon VPC A E R EXEMHMMEHPHIR R, BXRES
E5 , FZH BB RIEFRE,

BATEWAER DNS RiEm A28 FH4RIE , RERWT :

o MBERFEH Amazon Route 53 BRI /AE DNS icF , NI A LAEEER ACM EFHFZNIEH,
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https://console.amazonaws.cn/acm/
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/list-certificates.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-dns.html#vpc-private-hosted-zones
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- AERIBEEEAS , FEBBIERRFEFHE , ACM B HZIERIT DNS BiFAVIES,

- BERFHARIENIEDFTESREEIITRETREIT. ACM 2EFIHIF 45 RIFMHARIALITE
H, FEBAFAER ZENANERAEEA U PN —NH SN ik, BAPIE—NeEE | HIF
BEEMUERRZEENBRME]. RIEREIHNERE , ACM 25 % EBHE ARN WEITIEH,

WMRIETTEGRBIER DNS BIEEE | M A7 E F B8 T HRAF IR IE

HTTP RiFERAFE5—&2FERMIE+ CloudFront, LI EER HTTP EEMSKIERABMAEN |, HiZdE
Z{LlF DNS WiEH B3 481T,

(® Note

HEIZRA B FERAHRIERIER)E , BT EDMREIEA DNS W EFRTHRIE, EFEM DNS K
iE , BWERIZIES , REQIE—MERA DNS RIEKHFIES.

FH

« Amazon Certificate Manager 138 R £ R iE
« Amazon Certificate Manager B8 7 BB 438 1iE
« Amazon Certificate Manager HTTP I1iiF

Amazon Certificate Manager 158 R &R iE

WA KL (DNS) BRIEZEBIMEZH R IRH B RS, DNS R4 —NBEEVEN IR BIERE.
WRIEE DNS BiE , ACM 2R —FHZHZFNBIEHK , REERLTRNB LW EHEE, XEIERE
BE-ME—NREXN , B TR ZEEE RN,

® Note

FOZRABFERHRIENIER/E , BT ATREIER DNS M HEHATRIE. E6EMH DNS B
i, BMWERIZIES , R 012 —MERA DNS RIFRFIEH.

Bl |, WRF example.com EHiFERIEP HIEE www.example.com FEAMBEF , W] ACM HEBIE
AEANBIER,. BREZB2LTNEWFHNK,CIEN , S EEHANE, ZER—NHHE , @ ACM
R B EITEWIEFH Amazon 5, BIBIEFIRFHRME DNS HIEEP— K. REUEPEESEH
F, HERBRIERREFEFE , ACM B BILEITIER,
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/A Important
MR IEAEH Amazon Route 53 EEEHI/NFE DNS i85 |, BEREH DNS 1247 7 #F iR

g, MRLIXAHREA DNS BIEEAVNIR | W ATUE A B FER 30T,

EREERIE , REFNBIEXNAEE , ERAMUAENTLREESR (FQDN) BiEFHIE ACM iE
B, EHREYR , BUUGEZEFHRBEENBRIES  FERBSZTEFENIEFH. BT CNAME &
IS EER TEM Amazon X, Rt @ AT U E SN KB EMCIRBRNIES, SETUEREHR
BREVIEH .

& 0] LUE T MIEF < BB Amazon ARSI BRiE 5 5@ i3 Ml BR 31 B 12 K RZ 1 BB LT, HREH DNS
REETRE Route 53 , iBERRIZMEE 7 NI BRICFK. R Route 53 2EMIRER , i5Z @ Route
53 FEXAREEPHMBERICRE, AEAEEIIREITNESERE , FSRTHIEEIEREIT

Amazon Certificate Manager,

(@ Note

WMRIEH DNS BB P g 7 AN LR AIE CNAMEs 125 , CNAME @ rma kM. mRE
FEFRKAVERE , RIMNEWER B TR,

ACM 3| & 12 Fh/Y THERE

(@ Note
& EA T LA Route 53 fENH DNS RHEHE .

WMRIET R Route 53 #F3 DNS 1=2#4t7F , MFEE ( BEBEI MY ) F31F ACM REMN B iIERA
ARRHENBEEF, AE2LEKATSHEN , SRENEHRSANFHITNHNERE T BIENER.
XTF ACM , XEBRAFHHREA AR IS 5 3hEH4IT,.

TRERTAMEHENRAFIBIERK. BRIEFNEFEH-CRENATRIESHEFTER.

1, ACM BIZNFREENHEE example. com SN FRFHEME, BN , BN IEFBEMMIZR
ERREPNE =28 - RSN
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RAriEmE

B A iEF R A
&

*.example.com

example.com

www.example.com

host.example.com

subdomain.example.

com

host.subdomain.exa
mple.com

GRS

_ x1 .example.com,

_ x1 .example.com,

_ X3 .www.exam

ple.com,

_ x5 .host.exa

mple.com,

__x7 .subdomai

n.example.com,

_ X9 .host.sub

domain.example.com

o

IGESIE

_ x2 .acm-vali

dations.aws,.

__ x2 .acm-vali

dations.aws,

_ x4 .acm-vali

dations.aws,

__ X6 .acm-vali

dations.aws,.

X8 .acm-vali

dations.aws,.

_ x10 .acm-vali

dations.aws,

TX% () 2FHXNER ACM £ R KFRFH, Hlm

_3639ac514e785e898d2646601fa951d5.example. com.

RRERWIZFKE . KERWICRKETER

_98d2646601fa951d53639ac514e785e8.acm-validation. aws.

FF[E— DNS g%,

(® Note

WRIEHY DNS REFAXZIFHEANS TRILNFNRICRE , 1§

HIBFERIUEB HIEE DNS BiEet , ACM 2EREUTRANBIBIZFREES

Comment

]

Unique

Unique

Unique

Unique

M HEE DNS BiE [,

IEHRIE
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& BB iEFEK  iExfE

il

example. _a79865eb4cd1a6ab990a45779b  HlAIE _424c7224e9b0146f9a8808af95
om 4e0b96.example.com, X 5727d0.acm-validations.aws.

HEREUEHXREKAN FQDN, IEFEAMME—RIEK , AEREXNNE. BEREAEREXNNE.

W JR1E DNS 245 A T 700 DNS 123%H8 Web RENMBENFERPRAMBX=ME (HA&. 1BFRKH
MACRE ) . REBNTIEREN (RRAR'EN ) FROLEFXATHE. EREBRT , £F
ERHELEMMANENZGR, BttRHUBF2 83 EBMNESMANEMZEE | XEKRE (X
RIH ) BRI A

_a79865eb4cd1a6ab990@as45779b4e@b96

HERTEP. NREHHETE—2 , FRALELEWTREY (P . example. com) , BRIK
HLERTREM TR -

_a79865eb4cd1a6ab990a45779b4e@b96 . example . com.example. com.

EXMERT , RIEFAM,. Bt , ERZZRAENEE SN RAFHEN AR,
RIE DNS ¥t
LeE T AR A BIEBEE N EA DNS Bil,

iR & HIRE DNS Kk

(® Note
HRRBRECLUET EH—MES , FEEEERZIEBH Amazon X T, MRS
LRAFRHEHENEREARE , RECERDITFRHE | ERFEFRTEIEHIT
, FRINGEET BB XHE,

1. FJFF ACM #H|& , MukR, https://console.aws.amazon.com/acm/

2. HFIEPHRD , HFEBFEERBENIRAN Pending validation ( ZFFRIE ) WIEBH Certificate
ID (EH ID) o LEETFHTIFERMFAFEERE,
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3. 1£ Domains (& ) 7 , TE FIFNIIEZ— :

a. ("% ) A Route 53 #ITR I,

MEHFZUTEYE , MAERESH Create records in Route 53 ( £ Route 53 8|22 )
%4 -

. #&{E M Route 53 5 DNS 21,

- BENEAH Route 53 FEEM X1,

« &9 FQDN 8 R Z SR,

(@ Note
WM RIEEFEH Route 53 1B Create record in Route 53 ( £ Route 53 F 8| Z 12 ) &k
LKREEA , HSHE ACM 4l A 8 R“Create record in Route 53” ( £ Route 53
el ) B,

%32 Create records in Route 53 ( 7£ Route 53 R 8IZi2% ) , A/F%$R Create records ( £l
Bid% ) . LB TIF Certificate status ( MEPIRES ) TWHE , MSEE N IRE Successfully
created DNS records ( B Ih 1% DNS i2% ) o

IRHIFE B A BE S 2K 4R B 'R Pending validation ( SFRIE ) &% 30 24,

® Tip
BT ELURIE AR ER ACM £ Route 53 F HENBIEERIERK, BR |, BRI UXN
Route 53 # 1T Amazon CLI = API 8 , £ Route 53 B DNS ¥iEEH 63212 %,
BX Route 53 BRENEZER , BZRFEARRICTKE,

b. (Wi ) MRLEEEHA Route 53 49 DNS 24t , MIAFK K CNAME 58 , HFHF
INEEE DNS BiEED, EFTIPHNFAEETEL , fUUBESIF AR 2 — R THHiR
=

« &%) Domains ( 18 ) #2 FE R CNAME A4, EEFTEFHHRMEIEN DNS BiE
BEo

« & , 1&#F Exportto CSV ( SHEICSV ) . ERNXHFNEEFTEFIHINE DNS HiE
FE,

UEB 5 IE MRS 1.0 41



https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/rrsets-working-with.html
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/A Important

ERBWIERE , FEE ACM A E LT TEFRE RRESAIME DNS 24t
HBIEE, MRESFE , HSH P& DNS Kif A&,

R ACM EEEERB B IEFRERN 72 PITARIEES , ACM KRFUEFHRBE RN Validation
timed out ( WIEHEA ) . SBMERNKTRERREREM ACM £ EKIIER DNS BB, E
FRRWRID |, BLAEEE DB ICKHAFERFWIER,

Amazon Certificate Manager B F BRI iE

Amazon Certificate Manager (ACM) A HINEHBE R AT IR HERPIBEENFIEE , AF
Amazon IEBM A (CA) FEERN LMK IEH, BETLAER B FHB4F s DNS TR, ARFT
1B FEBHFIRIIE

MREFEAEFERARIEFERIRA |, FS MR R T HR ARy R,

B, F BB 36 UE MY THE R IR

NF8MNE , ACM LRI L FIHFREZUTENEARSE B Fifhihit, MREHFLEHRN
B I EOX LB FEpE | NSO EMNBRIBIEE N RIEE ., 8 &/ WU i sk 5 F 47 F 15
WEW , HELEN e FEZENERBEL FHRH s, 0, BRi%F example.com IEER
subdomain.example.com ¥ , M AT REL W EI— 3 & IXE admin@example.com K B FHR 4,

» administrator@your_domain_name
* hostmaster@your_domain_name
» postmaster@your_domain_name
« webmaster@your_domain_name

* admin@your_domain_name

FiFASRAEZENAEN , YIERXLEEFI4F T SNRIEHEE, EIEHIHE 45 X, ACM
W2 03X L5 3 31 R KB UIE B8 F B4R SASR TR B

XNTFER ACMAPI 5 CLI WZEIERER , #THFHARIISSHEMERNEBLRE-—HEF
BR¢F , BMEZERFESHAEN FE, SRFEFERIESNENETEHAES , RE ACM 82l
RiEF
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LI RREBIAMER

MREF A waw FESBERF (*) FLNFBZFER ACMEF , U ACM FFHH BRFF LB www

RES , ANBFHEREAFER b, XLt RN 2B W RIRI 2 81 @AM

admin@. administrator@. hostmaster@. postmaster@ # webmaster@. 140 , MRE

7 www.example.com &R ACM iE$ , N &8 FHR45F &% F| admin@example.com T2
admin@www.example.com, [E# , MREH * test.example.com FER ACM iE$ , N B FHBH[F &%
F| admin@test.example.com. HRHE N EE 1 uk#Y4H K XELL

/A Important

ACM FBXIFHNEBHEITH WHOIS B FERHFRIE, MAXIFEARS L, BXRFME
B, FEHBENE,

RSB
FEBEUATEXBFEHA4RIEAEESE,

o BWEE—NELNEFREME TSR FaR4 it S 8E6E A BB FEBARIE, RE B FHR 4t SRR
EARERENHEER A,

« BIFMGEAT ACM AN AFEFIEFH, ACM FARIES AWIEPRHEFAE CAZEWIEH E’Jiﬁﬁ
FIE® . ACM TR IE Amazon VPC FAERE XA MEMAEEHFHNEIR. BXEZER
S5 BEEIERRIE R,

- EOIRRARFEARIENIERE , BT EVREIER DNS WM E#TRIE, EEA DNS Bif |, i§
R ZAEH |, AR 0IE—NER DNS RIFAVETES.

UE33 BAFNZ2 1T

ACM IEBHBRHN 198 Ro KRITIEPFEREMRMBERITRIE. ACM SEIEHEFE 45 XFFtRE 5
ZIMRERAY BB FER A i it R IXZRITB A, ZBASEE —MEE , HEE TS HZERRTEIT.
WIEFFE%HAVEE , ACM 22 EAHME ARN BILITIEH,

(Tik ) EHRAWT BT R4

BSHRIFEFFHIE - T EUUERATHHELERER, B  BTHEIESENRIIE T
BB ¢ AT BE A B R BB A TR L BR AL A P R R, LS HEFE 72 MetE AT M. Dﬂ%"é‘ﬂiﬂ& J
FIREFER S TEERIM , B REMAIAE TR, BXRUMERLERIEHE FHFESR
SREH KAWL S F R4
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BXREFEHRIENIFA KRB | FSHEX R THEDEER Amazon Certificate Managerf BYHEE &,
FHBE I IERY B B ER 5

B3 ®iE Amazon Certificate Manager 5 F BB 4

BT S FUHRIEN ACM EBBEBEARAETHRAE. LERBRDTFUARIFESHNRUTHE
EEE RN TUEDAGHBNRLNRIE. 5 THHES EASTHRARE AT FHESNE
7 AT E R T 4B YRR B R S R SRR R THESR

3 E BB F R AR AR

Wi FERFRAUTHER. REETSHNFRABNABTNERNBET EERIENENE,
WIEFIER

B8, FBR AR AR AR ST AN

Greetings from Amazon Web Services,

We received a request to issue an SSL/TLS certificate for requested_domain.

Verify that the following domain, Amazon Web Services account ID, and certificate
identifier correspond

to a request from you or someone in your organization.

Domain: fgdn

Amazon Web Services account ID: account_id
Amazon Web Services Region name: region_name
Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals
(https://region_name.acm-certificates.amazonaws.cn/approvals?
code=validation_code&context=validation_context)

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. To express any
concerns

about this email or if this email has reached you in error, forward it along with a
brief

explanation of your concern to validation-questions@amazon.com.

Sincerely,
Amazon Web Services
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W EI5R B IR R /A Amazon , BATE TSR H B ERTRN S up-to-dateNE R ER, A
2020 F 11 A2 BIRITAVHE BTN EAMER , JREEXNERHATUTENR :

- BFEHETITRNEE RN Certificate request for domain name’MF
=“"Certificate approval for domain name”,

« 7 , Amazon account ID EE R A EITEHIEFZRT.

« Certificate Identifier MAESLETRTEEMNIEH ARN MAREERR , flln , FER
arn:aws:acm:us-
east-1:000000000000:certificate/3b4d78el1-0882-4f51-954a-298ee44ff369 mA
7= 3b4d78e1-0882-4f51-954a-298ee44ff369,

« IEPHLE URL BI7EEE acm-certificates.amazonaws.cn MA 2
certificates.amazon.com,

- BYRHIUEH#AHE URL T AN FHRENEIT SR ERE, #ERHE dv BBEHINER approve-
button M4 =& approval_button,

« FERMIEBNELTIEBNEIEDESEEEHEENE FERHFEN,

BiIETHERE
ATRHEXZ B FERHRIEAIEBHET THEREAXER.

« ACM #ZH BB SIHIEBFERE , 2FRIUE B FERAFRIEREEBRAFIERIEENHA IR
H, SHEEFERIESMINBFERHGH , AR5 ACM FEEMARILB, BXELZER , BZREASE
FERH IR U AT A R,

« XFEM ACMAPI 5 CLI IZFIEBER , RITEFEHARIESSHEEMNMERNEHLRIE—HE

FHR4F , BMEZERFEEHMEN FEH. SRFEFERIESNENE FEHAES , REACM
REMARAE S

MREES ACM EHIEEMAEIEUEP AR FER4 |, NiZ B FoRHNRER RBIERERPIE
ERNWIEE , RAKREERIE , I AERAERGE, EESH A ERES IS FaR4 |, &0
DAREHIES , EBEEATRIEMEIEE, ¥ , &7 LAResendValidationEmailf£A API, SDK
= CLI f£AValidationDomainZ## THA. {ER , ResendValidationEmail ERH 15
EWBRIEFXATZERAA , T2RERERH Amazon BFERBEF ( ARN ) LA TRk %K
EBFER, BXEFLEBREFRBIES R EPAREERE B RZFWIIE B FHR4at |, #LEHA

ResendValidationEmail,
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® Note

1£2020 £ 11 Bzl , EF RERIETRE , ACM [ A — 4 E RS EMA FEAIES,
R LA E 2 BR IR E B BTSN B P AUEE B Fop AR THERENE R,

- £/ ACM API = CLI , & 7] LA5& $ ¥ 2 33 iE 518 SR 89 FT B W ik &8 F BB 44 & IX B Twis. 7 API A,
£ RequestCertificate #4E#) DomainValidationOptions S#k#EE ValidationDomain
f{E , E = DomainValidationOption B MK F . £ CLI # , £/ request-certificate G HHY --
domain-validation-options Z¥#EE ValidationDomain HI{E,

Amazon Certificate Manager HTTP 3 1iE

BN AERPI (HTTP) RELLEM L#HITHIEBENEMMDIL. HEBNEAMIERIERE HTTP BiEst
CloudFront , ACM £ XA L M SCREIEERRE AT B . ACM EELS A CloudFront , AERMRE
URL FMME—Fh8 , BME L% URL 2 AFIHEXESE, LSEMIERENZEEFRFIN, &
I 7E CloudFront EfiEM P RENENFHBEERE ACM BHINMAE , B LUEH B S BENER
HEHAE , NMBIEZRHNATEN. ACM Z B XFTTLEE K CloudFrontfEi{t TIEPMARE , £H
2XF CloudFront 2 4mME,

/A Important

HTTP BiEA X F@EEAFIHIEP ( B0 *.example.com ) o N FEERFES , S H DNS &
E B BB FEB A3 AE

il |, mREFEHERexample. comFHIIEBwww. example . com¥ES i i1E #R CloudFront , ACM
LQANEREWEAR URLs T HTTP RIEWIE+H, SEBITE — redirectFrom URL f1—4
redirectTo URL , T NZEHEM Amazon IKF 61, redirectFrom URL BREAZEER ERVIH

( #l70 http://example.com/.well-known/pki-validation/example.txt ) EHYEEER,

% redirectTo URL #E[@ CloudFront Bt iR F &M —RIESEN ACM BHNE, B#RE
REXEEER XA, HEBMENASHBRIERNEBFAEN , ©FERRKEMutr

# , redirectFrom®it£ CloudFront EEE ElredirectToMut , NI A FHRIBIESHE, REIE
PEAEFEAHBLZNEERNDAER , ACM M4 B3 CloudFront 21T BHIIEH.

FANTELREESE (FQDN) & HTTP RiE/3 CloudFront , REMEFEE HTTP EEM , R AT
7% FQDN HiEHAM ACMIEH , MEZRESRIINE, XERSETLEAERNESIZEIRIT
P, REEE@PATENRS , FLATUSREBBRNVIES , MEFTEBXHTRIETRE,
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https://docs.amazonaws.cn/acm/latest/APIReference/API_DomainValidationOption.html
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EFLEEPDEIT HTTP RIEMIEH |, BERNERE. SALURESMNSEXEH CloudFront 2 fiL
iR , AT SABBRARIEMIRERN HTTP EE M, WREEANE D XML (CDN) 5 Web RS 28
CloudFront REBEEFEM , FEFMIIN XA THOMARBREED. WREFEA CloudFront EEE
Em, MBI EMRPENEERBREED, BXREELERRITNESER , BSHATHNEEILD
£:1] Amazon Certificate Manager, iHig{E , FLEEHEITIELSSBIEREH , EAEH HTTPS 7t
2,

ACM By HTTP EE @M THRE

® Note
A5 CloudFront &R FEAMNARHM ACM #1T SSLTLS il BEEHEF.

£ ACM MA A HTTP BUERT CloudFront , BEEIRE HTTP EEM, XEEEM AT ACM Wik
BRI EMMAEN , MERTHRIELEMANBENBEIE]. ECOIEHN ITERERNEE LNESE
URL 1E @17 Mt — 30 F 5 i CloudFrontfy Rt ZEf9dh ACM =&ML E,

TRERTHBENEERERE R, BIEE , HTTP RIEFZFEERFE ( F/20 *.example.com ) o &
MBENWEEOE-EERZEERENATRIEEAFMEN.

HTTP EE [ & & Rl

HH EEMAB BEEQME Comment
example.com http://example.com https://validation Unique
/.well-known/pki-v . region.acm-
alidation/ x2.txt validations.a
ws/ y2/.well-kn
own/pki-validation
/ x2.txt
www.examp http://www.example https://validation Unique

le.com

.com/.well-known/p

ki-validation/ x3.txt

. region.acm-
validations.a

ws/ y3/.well-kn
own/pki-validation
/ x3.txt

IEHRIE
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RAriEmE

&

host.exam
ple.com

subdomain
.example.
com

host.subd
omain.exa
mple.com

XH4BFHXNERM ACM ZHIHH N yNER ACM £ KA ME—FRIRAF. flmn

EEM@A

http://host.exampl
e.com/.well-
known/pki-valid
ation/ x4.txt

http://subdomain.e
xample.com/.well-k
nown/pki-validatio
n/ x5.txt

http://host.subdom
ain.example.com/.w
ell-known/pki-vali
dation/ x6.txt

EE@ME

https://validation
. region.acm-
validations.a

ws/ y4/.well-kn
own/pki-validation
/ x4.txt

https://validation
. region.acm-
validations.a

ws/ y5/.well-kn
own/pki-validation
/ x5.txt

https://validation
. region.acm-
validations.a

ws/ y6/.well-kn
own/pki-validation
/ x6.txt

Comment

Unique

Unique

Unique

http://example.com/.well-known/pki-validation/3639ac514e785e898d2646601fa951d5.txt

KREFNWEEMMH URL, XERWEEBE URL AJRER

https://validation.region.acm-validations.aws/98d2646601fa/.well-known/pki-

validation/3639ac514e785e898d26466011fa951d5.txt

AT RE—KIEiEF,

IEHRIE
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® Note
WMREH Web REBHHNEST KMX T GEEEBRLREEED , BSRAEE HTTP K

UE [[] &

HBBERIEFHIEE HTTP BiIERT , ACM 2RBHIUTHRANEEREFR :

A EE@ME

example.com https://validation, region.acm-validations.a
ws/ /.well-known/pki-a424c7224e9b validatio
n/.txt a79865eb4cd1a6ab990a45779b4
edb96

HERSUERXEKN FODN, EEMEHREH LN URL , ACM REEPERRIEXH. EENERHE
ESRERIQUE S HHY ACM #21] URL,

BEERN Web BRS855% CloudFront 0 K RABE N FIERMN “EEMB” URL EEME URL EE
b, REWEELNET G EERTEMN Web RS2 545 CloudFront BtiE, BEREEMIREIE
B, LAY ACM RAEEH IS AT B X H M A RETBER,
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RIE HTTP it

EMRBA T SSUTLS IiEHET , ACM A HTTP RiERBIFSHEFTEN ., CloudFrontitZf %
NAMMAFELAEIEPEENFER HTTP Bik,

FEEH A PIRE HTTP RiE

® Note

N RRIREACLELHRETIUEH , CloudFront 7 B & IEFE O EIEFHH Amazon #h X T
. HTTP RiE REEEE “ CloudFront 25 R /=" ThEEH# 1T,

1. 3TF ACM ££#l& , Mt R, hitps://console.aws.amazon.com/acm/

2. HFIEBHRF , FEREEENIRD A Pending validation ( E&FR1E ) HIEPHY Certificate
ID (IEH ID) o LLBPIFFTFFUERRYFME R TNE.

3. ®EEHIH , BUNEIERERFEIMENEEDEBNEEREE,

4. FWFENE , RENEEMDB URL HIEEMZE URL B9 HTTP EE[@, {RAIABEERH
CloudFront " & B & R ZiX — =

5. &K CloudFront BB E N M ERMN “EERBE” URL EEME URL EEM, REWMEERH
FEEURFIEH CloudFront Bt &,

6. REEEMRE , ACM 2BxZHBIEENEMEN, X—IBENZS 30 24,

MR ACM EREEREEREREHN 72 NMTALERIEESA , ACM R IEHIRAERH Validation
timed out ( WIEHEA ) . SEMERNKTRERRERKINRE HTTP EER, EFRIFEE , &
HMEEE EE M A EIERITRIES,

/A Important

ABERIERT  FHAREECNBVNENNASEEOEMENABHELE., MRIBREZ ,
ES AR HTTP WiE [ &,
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® Note

E DNS RiIEFEM R , B EUREFNER ACM B QIEREHW HTTP EEM., BATBE
i CloudFront B KR ER EXLEE,

B¥ HTTP BIEW THEARNESES , H2 8 ACM 0 HTTP EEEM THFRE,

H B FAHIE B Amazon Certificate Manager

MREENF R BCIENINEFAB CAAmazon FAF CA , Amazon Certificate Manager(ACM) & LA ER
FEESESHIAAEM R (PK) FEANIES, CA JRENTENKS , bR HEMIKS SEH&
=, BXRERBUEPMENENER , BSHEUELTIEPMAIE,

BINBERT , FAH CA LEMNILEBFZEME , ACM FXFN XL B#HITEMERNKIU, Hit , §
BRMAREER , REPREIEELANTF IREEFETR.

FAE ACM IEFHEE X.509 FREHZ LT RS

- B LAEH DNS-compliant EBE M. BXEZEL , HSH 58,
Bk XWFNER , EPAERAEENIZ 2048 1 RSA, 256 {1 ECDSA = 384 {Z ECDSA.

® Note
EENEREERY] (RSA 3 ECDSA ) #15 CA BRANEERFITE,

- T BMRBIUEBHNAEREN 131A8 (395 X ) . SENLAIEBTRYIUEPAYE R B H40
BT ERWIERERAT , BUEBERFRK.

(® Note

AEEBPNERRLLAGIERK, 2H ACMIERHNERIER 198 X, BXRAHIERNES
E8 , B REHRBRFELHIUFFAmazon Certificate Managero

« &1] : ACM 2% 11 MABZEHBHEITREILES,

ATEZXRXFEPNABIERMRINEZEB HRE :
o IEBPRVEVRS BN TEEK
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@ Note
ERFZEANLERTE , HFAA CALENILEBFFTERIL.

£

« EA%KHAmazon }AF CAZE ACM FAFIUEH
+ £ B EFAEIE P Amazon Certificate Manager
+ 5 & —1Amazon Certificate ManagerfA 5 iEH

£ A& FAmazon FAF CAZE ACM RBIiEH

FEUTHAMER TAmazon 48 CA |, B LUERAN ACM iIEB#HITES :

. B—JKF : &8 CA MMAH Amazon Certificate Manager ( ACM ) iE$H 1z F[E— Amazon K
H,

ERRAREKFMAMEIT , Amazon 48 CA BIE R 40 E ACM REZ AT FAIE, RRMIIHIE
PR, XA Amazon ¥AF CA API #E{ECreatePermissionZAmazon CLI#s S €1 Z PR 58 5%
B, KPREEENXUEN R ELEATMRIERN IAM AP, A4xAG,

» Cross-account : £ZH CA MM A ACM iEBNTFAEWAMmazonlKFH , FEIEPMENIKFE
BT CA BiE BRI R,

EGABKF,ERMEIT , Amazon #AH CAEE A XJEA Amazon FAF CA API #B4EPutPolicys},
@S put-policy FHEFE RN FMHMNE CA. Amazon CLIZREEIEEH MK, R AEFX CA#ITE
BRIGFRIN . BXESZEER , BSAFETRRHN R AT ACM Private CA,

B A REER ACM RERSKEBKA® (SLR) , LMEERN E4HES PCA FHHEITRKE, ACM EM
KE—MEBRTEZICIE SLR,

ACM AlgE 2R TE , e ERELNKF PR EEE SLR. MRFTFEM iam:GetRole NREH T
FEK I ACM SLR , MERIE SLR BF2BRHRTR. RERHIXTER |, WA B K
FPEERAREEEMD ACM &R Tiam:GetRoleX R , HEFEMNIKF SHKEER<E, ACM-managed
AwWSCertificateManagerFullAccess

BXREZER  BERNRSHEXAEHAT ACM,
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https://docs.amazonaws.cn/privateca/latest/APIReference/API_PutPolicy.html
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/A Important

181 ACM IE BB ME XM AmazonRFEF KB , REF AL, BX ACM XFHNHE
BRHEE , BN BIERRSIIEE/NL.

£ R R IEFAB IE P Amazon Certificate Manager

BERLEILES (BHE)

1.

EFAmazonB B E| & HITF ACM 2H|A , Wit A, https://console.aws.amazon.com/acm/
home

EFRERIEH,
£ Request certificate ( 1E3RUE$ ) WHE L , 1%£$F Request a private certificate ( ERFABFIES )
M Next ( T—% ) &L,

£ Certificate authority details ( EEBM ARV FMEE ) T5 , & Certificate authority ( IEPH 1M
BAK ) X8 RREFEHFP-INTHANFE CA, IR CA IE}‘A;'J_ALKF/\¥EIJ , Tl ARN &9
B ESEMERER.

LR EREX CANFMAER , UFEBERILERE T IEHEM CA -

- hE#E

+ Type

« A% (CN)

« A4 (O)

« HLEFT] (OU)
- ER/MXAER (C)
« MNEE

- FRIEHER

£ Domain names ( #% ) % , BALZWIEE ., B LAERTEREEE (FQDN) ( Hl40
www.example.com ) , HERFAB X MK/ E ( Hl0 example.com ) , FIE A LAERKEN
NEFRAES (*) ENERARRFR—HPIHNZSNELEM. Fl0, *.example.com AL
{R#" corp.example.com F images.example.com, BEERFEZHFFERTE ACM IEHH
Subject ( £ ) FEH Subject Alternative Name ( EBERBMH ) B,
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® Note
BERBEFILERER , £S5 (*) DU THENREMNVE , mMERERF —NFEKB,
f5lan |, *.example.com A LA{RH login.example.com #1 test.example.com ,
{EFBERY test.login.example.com, FiEEE , *.example.com {X{RI
example.com B FiF , MARFFEFHFTNRE (example.com), ERINRIF =% , S
F T — NS

;& , E$F Add another name to this certificate ( EILIEPRRMB —NEFR) , REEX
KEFRBAEN. XX TFRMNBIEFEHINAE (50 example.com ) R HE 715 ( Hil40
* example.com) EEE M,

5. HEHEAHS S , kFE-—HEX,

BEXBYEREREZNER , BZHEPHAmazontEEXE (WA ¥4 EH ECDSA if
) o Amazon Certificate Manager

6. 7& Tags (3% ) o , BALLEENERRINFEL, HRERREX , AMERFIMHLAmazon
BRNTHIE. AXx ACM RESHWIIRUREXMAEQNRIEREEIEERNFENIEEA | 1§
2% Tag Amazon Certificate Manager %R,

7. 7 Certificate renewal permissions ( WEBLEITIR ) &89 , WIABEXRIEBLITNRNBEH, XL
R AT BT EAFTE CAXENAE PKIIEH, BXEZER , BSRERSZHEXACH
+ ACM,

8. RMUAPMBELFERFER , EHF Request (1ER ) . BHANREIERIER , BUUEHFEENILE
Fo

(® Note

BEFEENFIRFFHNER  BEERNIEPTEAIRVETR, EAURKRTAEUNERE=
ATRERIATF, E&FAER A EAR DR 2 TES,

ERFEIES (CLI)

£ H request-certificate a8 57 ACM RiFERFABIUEF,
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AmazonCertificate Manager ArfEm

® Note

HIZERE CA LHEMWFHE PKI LB EtAmazon #48 CA |, EEMEHEEERSI ( RSA
ECDSA ) 495 CA ZHMNE AR I TE,

aws acm request-certificate \
--domain-name www.example.com \
--idempotency-token 12563 \

--certificate-authority-arn arn:aws:acm-pca:Region:444455556666:\
certificate-authority/CA_ID

LS HEFTFAEE B /Y Amazon Resource Name (ARN),

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

ERZHIERT , ACM 2ELBXRERAHLE CARAIRRSKEKAE (SLR) MBI EAIKS, SLR
ARFEHZITEMENLIRIEIER, ERE SLR BEFHE , IEAUTHTENR IAM

aws iam get-role --role-name AWSServiceRoleForCertificateManager

WMRFHE SLR , s T H AR BN TR ¢

"Role":{
"Path":"/aws-service-role/acm.amazonaws.com/",
"RoleName":"AWSServiceRoleForCertificateManager",
"RoleId":"AAAAAAAQQ0Q0Q0BBBBBBB",
"Arn":"arn:aws:iam::{account_no}:role/aws-service-role/acm.amazonaws.com/

AwWSServiceRoleForCertificateManager",
"CreateDate":"2020-08-01T23:10:41Z2",
"AssumeRolePolicyDocument": {

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal":{
"Service":"acm.amazonaws.com"
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}I

"Action":"sts:AssumeRole"

]
+

"Description":"SLR for ACM Service for accessing cross-account Private CA",
"MaxSessionDuration":3600,
"RoleLastUsed":{

"LastUsedDate":"2020-08-01T23:11:042",

"Region":"ap-southeast-1"

WRRD SLR , LR BSKEBERA T ACM,

& 1 —“NAmazon Certificate Manager®A B ik $

B S HEMAIES | Amazon A8 CALMEEFRE PKI REFRNEMAER. SHOXHE
SiEH, ERENNZNIAERR, UXHSNEEEHE, BXNWEZEEAmazon .8 CA |, 2
¥ {Amazon FABIEPMAVEAFERE) o

® Note
MREBSHET ACM AN LHKIES , FSF ACM A1 F HAY A HKIEF,

F&
- SHAFIES (FHE)
« SHAFIUEP (CLI

SHALBILES (2FE)

1. BFAmazonBIEEH|A HITH ACM Z&HIE |, Mk R, https://console.aws.amazon.com/acm/
home

2. 1%#% Certificate Manager.
3. ERESHMIEHEE,
4. ®“ESH.
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5. RAFBUNLBRHANED,

® Note
BIEMMBEER , A UEMARR# $ R % ZHWEM ASCI FH.

6. i%# Generate PEM Encodingo
7. ERILURRES, ERENMEZRAEHFHIRNFER , HERTNERE Export to a file .
8. EETM.

SHAFIEH (CLI)
£ H export-certificate i S S HABIEBMIAE R, STHTN , BATIEEEB. A TREEZS

t, BEAXHRESRNEDREEFEEXST , REESREXREHZBEE, XFTUR LR
BiEEESTHLERD , HHLEERAZBNEMAERESE,

(® Note
BEGRBBNXHNEUTELFER, LR MTAREERL M

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

LR RO ERER jq AMERA PEM .

[Windows/Linux]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 3q -r ""\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

X fG 5 H — base64 RIZHY PEM-format if$ , EFE I EIEPLEMMZNFG , MU TRHERGIFT

o

MIIDTDCCAjSgAwIBAgIRANWUFpgA16g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAw
EzZERMASGALUECgwIdHIvbGOsb2wwHhcNMTkwNzE5SMTYXNTU1WhcNMjAwODESMTcx
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RAriEmE

NTU1WjAXMRUwWEwYDVQQDDAXx3d3cuc3B1ZHMuaW8wggEiMAQGCSqGSIb3DQEBAQUA

8UNFQVNoo1VtICL4cwWOdLOkxpwkkKWtcEkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01lbDLgjU4HgtmV4IIDtqM9rG0Z42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=

MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1INYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzERMA8GA1UECgwIdHIvbG9sb2wwHhcNMTkwNjESMTKk@ONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh@®cm9sb2xvbDCCASIwDQYIKoZIhvcNAQEBBQADggEP

j2PAOViqIXjwr08Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H9321/Bs8ERqqga/
61FM6iw2 IHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4/Y5q9253iJLRa/IQ0d4UL
tWZyqJ2rj2RL+h7CE71XIAM//0HGCcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkghkiG9w@BBQwwGgQUMrZb7kZ18nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AWQBKgQQDViroIHStQgNOjR6NTUNUuwSCBNAN
JIM4SG202YPUiddWeWmX/RKGg31IdE+A@WLTPskNCACAHqdhOSgBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTWIjF1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe3rSKsSUJ1tM4Rag]j2WH+BCO4SZWNH8kxfOC1E/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

EFMARSREIIXYS  BF > EECMMNE EEHNREF , NTIERNTE R,

$ aws acm export-certificate \

--certificate-arn arn:aws:acm:Region:444455556666:certificate/certificate_ID \

--passphrase fileb://path-to-passphrase-file \

| 39 -r '""\(.Certificate)\(.CertificateChain)\(.PrivateKey)"' \

> /tmp/export. txt

FHiE$ -5 AAmazon Certificate Manager

BX 7 B1& Amazon Certificate Manager (ACM) 128 SSL/TLS iEH4 , BB US ATEAIBIRBH
Amazonif$, BAEEEHRITIHBRENRRASRE : BENE=ZFIEPALYE (CA) FREUES , HEMH
ACM M EWEPBFREEFREENNARFEEER,

A LU & ARYEB A TE[RS ACM £/ Amazon RS . BS AR S ACM REAEMIEHAYTHE
FRME , RE-1MEEHISN : ACM FaREAMEBREFEELT,

SARIES
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EEZITSANIES , BUUMNEBRAELKREFLES , REFIF/EEHSAZ ACM, LIREF
REBIEBHREBERE Amazon Resource name (ARN), B4 , B IS ALFHWIESR, THUSEAS
NEEHEEEWIER , BXIFEENS A,

/A Important
FBEEMRUBRS AWIERHEN A HHEIEPSHZEITIESR. EAUER Amazon
CloudWatch Events £S5 AR AR MR AXEH , NELEHES. BXESER | &
&7 AL S EventBridge.

ACM FFIEIEPRRXEMHERR , BFEESANIIES, EEFE—IEHATFRE Amazon X3
) Elastic Load Balancing fAE15#i88 , EXTMFIERSARNELEETHPERACHESNXE, EX
Amazon EfEMAE# CloudFront , BAITRES AXERI (HFHELILE ) X, BEXEZEER
B ZENXE .

AXMAFESS AT ACM IES , BSHENTEE, MALENS AEHAE , #5850 I53
e

. S A ACM B HIEREH

BB ABR

« SALD

. EFSAES

S A ACM IEBHY SERFA

B BAER SSUTLS IEHFA ACM , BHEHRHEIESRELH, HES AHE Amazon IEBHE
49 (CA) ERMIES , BELASFEPHNLBEZANLARH, CWEHLTUREAREZF R
B %M.

NTFARESANILES , BTIEEMBEEEZMBRHA RN, ACM XFUTEZE (FESHH API B )

- RSA 1024 {i (RSA_1024)
- RSA 2048 {i (RSA_2048)
- RSA 3072 fi (RSA_3072)
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- RSA 4096 i (RSA_4096)

- ECDSA 256 i (EC_prime256v1)
« ECDSA 384 1y (EC_secp384rl)
- ECDSA 521 fif (EC_secp521r1)

SHEEBUATHEAER :

« ACM £ IRFRATFEEXFNELNBRA XN NERRREXEK, a1, CloudFront (XZ# 1024
fi RSA, 2048 {1 RSA., 3072 fZ RSA, 4096 {Z RSA # Elliptic Prime Curve 256 {V %48 ,
Application Load Balancer X% ACM RMEMNFIEE . BXFHEE , BZHEEANRSIHX
=R

o IEPHHAMRE SSL/TLS X.509 IR 3 WiEH, EHXMBTELNEEH. MENWTLREESE (FQDN) =
IP it AR BXR A B ENE S

 EBALHEHENAERABESE , U UHEMAK CANMEERALE., EXINRMIMEES , %
AEZPATBEE 5KB (5,120 ¥ ) , HFESFRMEZR,

- MRIEHAHACAZE , HELEBRRMIEREE , NZEXHRA PEM RS,

c ERESARNSARERN. BEEPNERBABZARNERZE , TEF AL+, NotBefore i
PEREEERPNTFHRER , NotAfter ZRREESERPNERBEH,

- EENFAIEBME (IR, REBANMIERE ) 9XH PEM B, 1% DER mENMEILSHK
BiR. BXEZEEURTH , BSH EBANEHANS AKKL,

o BT (EFHSA ) IR, BTEMBRATSARNIERFEE
#KeyUsageEExtendedKeyUsage¥ BB,

R BIAERER
- B2 BIHEH ExtendedKeyUsage #Lt , B UEFH S ARDEF IR S M RIUEIES, XA LGE
AT MY |, BREBMEVEFRTB RS Chrome BIEFERMME ClientAuth EKU A& UE$,

« BAILAM ECDSA iEHHfiBrkkeyEnciphermentZ4A L. XAFS RFC 5480 £ 31 , HAPF
‘B¥E keyEncipherment ECDSA Z4AM R FZ4A A .

/A Important
MREFERZF RS HRIETNEE , MAMBITREHMILIUE , A7 ACM A XFEIREFH
S AWIES,

« Amazon CloudFormation X #iE$H S A ACM,
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IEBMBZRAN S AR

ACM EREHMG NIEH, IEFENLEER (W0F ) , HUPEM BXXNBNMNA 4 #HTHRIG. PEM
L&k Privacy Enhanced Mail, PEM & XZ&%E A TRRIUEH, IEBFEXR, EHENER. PEM XX
HHHEBTRER .pem, BiXHERHEER,

® Note

AmazonF iRt A T84 PEM XHRHEMIEBERXNNZARERF. U T RO TERAXAER
BRHTERRE, MREFENTEERNES ( HlNEREXARNFIRIESR ) |, BEEAT
FEARZENFIRIE (40 OpenSSL ) .

THHNRENETESANXHEER, IREENXHHEEREHXEAST , BEAXKREERFEA]
TR (SR ) . EE  IREIRBERE PEM XHEPNEAZR , REQESTHRE
A=A RSANER , MIED, IEHEIRBBRALH.

Example 1. PEM w2 HiE

Example 2. PEM 4w#3 Y 5 4%

—MEPETE PRSI MEH, BAIUFEAXAEREESE. Windows B copy fn R e Linux B cat a8
TRREBXHFEEEIED, ERXTIRINFEE  FE8MEBHERNIT—MESB. NESARE

I, FREEFRIED, AT REALE=/MES , EENIEPEITETSESHELNIES,
/A Important

TEFEBERTEHEEF,
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Base64-encoded certificate

Example 3. PEM 43 FAHE B4R

X.509 Wz A 3 IEBEALNHE R, 6 XS09EPHIEBEREN , EREECIBLE-LHBHN T
MEANEEZNBRALARD . AEBARBTILEPRFERP. BLARZERERBKNLERH, £FA
EPREEREEZER. TEREAMNR. TENRHNTE - RSA BBEEH,

THEHNREINTE - PEM RENHEEHLLEZA. RECUEZBHANAGRX , TRT2ZESHR. W
REBZHIR , ACM &S AT RE P A L2254 51 A I BR

SAUH

BALAER, 2 ACM AP AZIREBIIER (BIE=ZFEERSEHBEMANIIER ) SA
ACM, Amazon Web Services EIE#24|A Amazon CLIAT EB M ERE R 7 f{al A Amazon Web
Services BB | & FMAmazon CLI, MIEME B REUEBWREF T EAIEREBTEE 2HN. Amazon

/A Important
BERNEBEEXTHRE S A ACM IEFH I EREZ M,

£

- SA (238 )
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« § A (Amazon CLI)

SN (EBFHE)
LA =513 B8 204 4 FH Amazon Web Services BB 48 S AIF+H.

1. $TF ACM £#l& , Mt A, https://console.aws.amazon.com/acm/home 1 RIER B X EH
ACM , i5E & Amazon Certificate Manager #5888 , HIEREH T HH Get started ( FFHRERA ) &
.

2. EESAIEB,
3. HITEATRRE

a. NWFIFEBIEX , ¥BWEES AHN PEM-encodedif . BREL ----- BEGIN
CERTIFICATE----- FrLHBL ----- END CERTIFICATE----- 2=

b. XNFiEPHFE , FXWIEBH PEM-encoded R NZEFA4R. BRI ----- BEGIN PRIVATE
KEY----- FLH ----- END PRIVATE KEY----- ZE.

c. (A& ) XNFIEHEE , BRI PEM-encoded iE 5%,

4. (Wit ) BEESANIEBRRE |, FRAERE, RERNAmazonTRDBENIRC, FNMREH
BEELHN—NE M —NLEE. BUAEAREREERRRREREN Amazon KA,

5 B®‘ESA.
£ A (Amazon CLI)

LA 7R 4505 BA 2N F§ Amazon Command Line Interface (Amazon CLI) § AE$H, ROMBEUATE
I

« PEM-encoded IEBEFEMEEB N X+ Certificate. pem,
« PEM-encoded iF PEEFMEER N XHFHCertificateChain. pem,
o RINBHFFFEMIEBPrivateKey. pemB I XHFAH, PEM-encoded

EFEANATRA , BRXGBEERNECECHNHE , AE - DMEETHRAMNG T, NEFETH
&, UATREIEE THRITHNS RN,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
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--private-key fileb://PrivateKey.pem

MR import-certificate A HAIITER , MFFRE S AKIEHH Amazon Resource Name
(ARN),

BN S AU

MREBEATIERHFESEMMAmazonRER<E , WA AEIERE G EHRS AZIUEH |, FHMRE
FRIBIEBHAmazonfRE KBk, X5 ACM EXAmazonfRENEZEER | BSHEBETERRSE
MIEEBL,

EHSAUERE , ERAUT&RSE

o SERIBURNINSMBRIEE o
« BRREMREBPRAEES

« MREFBSANLEFRFFHE Key Usage ( BHRE ) ¥R , BRI RE , BT 8EM BRI
By RE.

Bl - BETLAM ECDSA iEH # il BkkeyEncipherment B AL, XAFSG RFC 54805 3% , H
FARE$E keyEncipherment ECDSA Z4AM R F R %,

- MRFEWBS AWIEPHFE Extended Key Usage (T REZFRE ) R , BN RE ,
BFREMEBRNENYT RBE,

BlAN  BAIBREF ISR BRARZE, XAEMTLNZTL , NEPEMEVNERTBRNR
& Chrome B FERM G ClientAuth EKU 2 &IE$H,

/A Important
MREFBEF RS DWIEINEE , MAMBTREEMEIE , BN ACM A &FEIRETH
SARIES,

- BRHRBENRNNFEER,
BRREEFNS ALEBNARFREL,

L ]
S

FA
- EFSA (BHE)
« EHS A (Amazon CLI)
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EFSA (2HE)

LA =535 B8 704 £ A Amazon Web Services B 4l8 EHS AUEH,

1. FTF ACM #£#l& , it v, https://console.aws.amazon.com/acm/home
2. EBRYIRFEEHNS AWIES,

3. ITFEBIIFEME BB H %R Reimport certificate 124, MBI EESEFIEP B ZDHIEFR
RS |, BIE$F Actions £ L Reimport certificate,

4. NFUERBIENX , #ilh PEM-encoded H L& SEKRES,
5. XNFIEBFA , FHRGEEEP LN AXKAHRINZE PEM-encoded FA4R,

6. (AE) JFIULPEE , iEHME PEM-encoded iE 4%, iIEPEESEMATRILTIERINEH —NHR
ZMEBURBIES, MRESANIEIBEETIEN , WAEEIEH5,

7. BEFAXEMNEBNEER. RXEHR , HiEE Reimport.

E#HS A (Amazon CLI)

LA =45 BA ana] 6 F§ Amazon Command Line Interface (Amazon CLI) EF S AEB. REUBREUT
I :

« PEM-encoded ME B FEEB NI HFCertificate. pem,

« PEM-encoded if PEFHER AP X FCertificateChain. pemo

o (MRFABILED ) RINFBHWFPAFEHERPrivateKey. pem AP XA, PEM-encoded
- BEFESHS AWIERLHN ARN,

EEAUTRA , HRXHFER ARN BN EACHXHEN ARN | HE—NELTHRAMEMS
To NEETHER , AT REEE THRITHNS RN,

(® Note
EEHS LD , BLAEEILEH ARN,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem \
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--certificate-
arn arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-12345678901

MR import-certificate A HEINTR , MFHRENEHH Amazon Resource Name (ARN).
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BEEKRSRUFEE B

Amazon Certificate Managerz #5#i>5k# 2 0 Al UEZEFE A ACM iEBEIAmazon RS .

® Note
N ACM iE$ o] LU 2 75 E 3% Nitro Enclave B9 Amazon EC2 324 £, B a S HAE

U, LAEEE(T Amazon EC2 SKHIl EEA. BXERERZ Nitro Enclave B Amazon EC2
KHI EREMII Web BRFBRIEES. , S HHE : & Amazon Linux 2 E L% LAMP Web AR

SEBEHEHRE ;. #£H Amazon Linux AMI % LAMP Web BR% 28,

ACM IEBZ LTRSS 28 -

Elastic Load Balancing

Elastic Load Balancing f& AR ARREFRE B3I 2 EE 2% Amazon EC2 3£, EaoMIETT
FEENRG , HEREEFEHIETEENSS , EEETFEENEFIRERN L, Elastic
Load Balancing Bzl BHBERLEBREUNNEARE. BEXAHBENEZER , FSH
Elastic Load Balancing FA FF 1§/,

BE L ATRHEZREANA SSL/TLS , AR EREATIIEEFH G4 Amazon EC2 6] £=
% SSL/TLS if4. ACM 5 Elastic Load Balancing SR AE A E 925 LB ACM iEH. BXRE
Z{ER , {55 R Bl Application Load Balancer

Amazon CloudFront

Amazon CloudFront 2 —BIM & RS , EBEINE KL G MEZRFEHNAR , NREFKLA
FoEABNBESNTATHEE, YRAAFBEREERNANERN CloudFront , iZ A F IS4
HEZERREMNLEE S, XETUBRIATEUARESERANS. NRABZHIN T ZEEN
& , M|3ZB) CloudFront X1{f, MRABRLHFAEZLGNE , MSFENEECHENRLEADRK
BB Amazon S3 T2 Web RS89 CloudFront €%, HXE %{E 8 CloudFront , i§5 %
{Amazon CloudFront F X &$5r) o

HRMHLZ 4L KNA SSL/TLS, CloudFront EZEE CloudFront X TR X FMABIR EZ % SSL/
TLS iE$H, ACM EE5%RK , CloudFront AEE X 1THR EZE ACM iE+$, CloudFront BEXxE %15
B | iBSRIREL SSL/TLS iuE#H,
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® Note
EF¥ ACM iEf5—EEH CloudFront , BAMEEERI ( BERLILE ) hXFAFERSH
AEF,

Amazon Elastic Kubernetes Service

Amazon Elastic Kubernetes Service  —I$EE Kubernetes RS , TELRZE. BIENEIBECH
Kubernetes 24| & B Al R M= 1T Kubernetes Amazon, X L% EKS WEZEE. |, 55 HT
L% E lastic Kubernetes Service f 8/,

YRATLAE R ACM F15&E A F Kubernetes BJAmazoniZ #i88 (ACK) , E¥REY Kubernetes T %
MEFMSH TLS iE$, XTERFEEEB R Amazon EKS B HEEH Kubernetes A Ot
FHI9EEs L4 TLS, AmazonACM £ BB EITIEH , ACK BHISRSFEALITWIEREHREN
Kubernetes 4. BXEZEE , B85 £H ACM iEBRF Kubernetes TEMEK,

Amazon Cognito

Amazon Cognito &K Web MBI NARFRHES MR, RNANAFEE, AR AUERAEN
Amazon Web Services Ik P ERBEZE R , bl UBT E=FFF , fliFacebook, LG, &
THFER, HX Amazon Cognito WEZEE |, 28 (Amazon Cognito FF & A RIEF)

L I&JF Cognito A Fthlit & 7 £ Amazon CloudFront {X¥28% , CloudFront ATLLi% & ACM iEH
KREFEENE, AXTERT , EEE , DERBRIEBSHIXEX , CloudFront 5= B E i
BRo

Amazon Elastic Beanstalk

Elastic Beanstalk AIH B A E mim BEMEENAEFAmazon , MAXBLETXENAREFN
EiiZ8¥, Amazon Elastic Beanstalkf# K 7T BB E X4, BRAELFH K ATREF , Elastic Beanstalk
FEFLEEXREME. MEGE, FENETRIGEENHEIFHES . Elastic Beanstalk
5 Elastic Load Balancing R8I M 159#85. BX Elastic Beanstalk WEZER , FZH
Amazon Elastic Beanstalk 7F & A G 368,

EERRIUESPD |, B IE Elastic Beanstalk ### AP A EHNNARFEEMAFOESR. EXESZE
B , {52 & & Elastic Beanstalk MR/ A E 5 # 8 LLL I HTTPS,

Amazon App Runner

App Runner & —IiAmazonfRs , TR 7T —MiRE, HEBALFEENFRX , THRRBIE
BEMGEESTERAMmazon=FR AT BEEZ 2 Web AR, BLEFIHEAR, RESHAW
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MitERS S FEEMNE DA EMNEEAmazon®iR. BX App Runner WEZE R | HS1
Amazon App Runner FF & A R 38/,

LI HENIE B E App Runner BRSS X< BXAET , App Runner 2 NE86I2 B TR EIEA RN
EH, ENEEFE#EE ACM B, EB5ENRSBUEXEKS RS HEMBREL XA , App Runner &
SHRRIXLEEH, BASREIHNIT , EEFBTANREBEMESR. BXEZER , HSH
Amazon App Runner FF & A R ERHHIEEE App Runner fRFH B E LEHF .

Amazon API Gateway

BEEBNRZNERMYEM (loT) WAR , SIZTATHREEHS Amazon LHERRAER
BB API BEBREE, B LUER APl Gateway &7, 440, KEMERPEN AP, F API %5
E 2| API Gateway Jg , BRI IZE BE LB UENENTHR. EREBENES , SR M
SSL/TLSIEH., BALAER ACM £H TS AEF, Bk Amazon API Gateway WEZER |, 5
@ {Amazon API Gateway FF & A R¥EE) o

Amazonfid E kit

AmazonNitro Enclaves & Amazon EC2 FJ—IIhEE , RIFEM Amazon EC2 LBl FEES IR
THE , MAELKX, Enclave MUK, BILHWASEZRNVELN. SIMURHEXZHH
ZEAMEEFTEE, SIEERFAMERE. REXNHRIBAIBEKMN, AP TTEET SSH 3 A
Enclave , # BRXRfIH#HRE,. NMARFIAF (BERAFPIEER ) ITE1HE1Z Enclave A3
WBEMNNARERF.

2 F) Nitro Enclaves # EC2 =4I ACM iEH, BXEZEE |, 5SS AT Nitro Enclaves #
Amazon Certificate Manager,

(® Note
BB ACM iEP 5KiE#EZ Nitro Enclave B EC2 24548 5% Bk,

Amazon CloudFormation

Amazon CloudFormation#5 By & 218 fi% E I S # Web Services R, &7 LA —MER

E A AmazonFRHVEMR |, Bl Elastic Load Balancing 5 AP| Gateway. $AJ& , Amazon
CloudFormation AR N EMENBEEX LR R, ELEFRMLUBNEEAMmazonBEIR , BF
FEEFERWPERRMI T+ AL ; Amazon CloudFormation A AR EBFFAIX L, ACM IEH4ER
BRERIEM | XEEEAmazon CloudFormation AT LAiER ACM iEH |, Ba LU X LR E
AmazonfRES—EEAUB AT LERE, kI, BALLURENTFZAmazon B RERFEEZE T ACM iE
$, Amazon CloudFormation
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BRM —fZE 2 CloudFormation , & (Amazon CloudFormation i Fi8R) » BXZHMN
ACM #RH{E B CloudFormation , i§Z#AWS::CertificateManager:: i,

& BhR LAY 58 K B 301t ThBEAmazon CloudFormation , (RA S BT EMIEPEE , X F#HAmazon
KPP AEM, RMBWEERBLLTHEMN ACM H{EXE, Amazon CloudFormation

@ Note

MREFERABIZE ACM E$ |, lAmazon CloudFormation##k R Amazon
CloudFormation C REATE_IN_ PROGRESS R#&S. £t —F H#ERIRIENHER |, B
BRBAE PRI FERAF PR RBARIEN L, BXREZER , BERBREANE. FHIM
BREZRBEHELEREIE,

Amazon Amplify

Amplify 2 — A% THEN T EFMINEE , FallK Web MBI FEAREBREZNBER RS
B AREF. AmazonAmplify IREFTRS : Amplify Hosting 1 Amplify Studio. Amplify Hosting
RETET gt NITHER , ATREFEMBENSKRTRS S Web ARERF. Amplify Studio  —
MEMMTFAIFE |, AIERCAIT B2k Web MBI N AREFNOIE., £/ Studio EB)—4HRER
ATAR Ul 4R Ul , SIZRARERGR , ARSREEREE—E. BXx Amplify NEZE

B, &2 (Amazon Amplify A IERE) o

MEBFEENREZIINARRF , Amplify 25 & M E — ACM iEB KRR Z1,
I &% OpenSearch fRSS

Amazon S OpenSearch ervice 2 —MEXRMAHEIZ , AT HESH. ENNARFEENS S
RoWERGl, BEXEZEER , H2H (ILS# OpenSearch REFKXEERE) o

BRI E B E LR T S8 OpenSearch RS EFRT , ATLAEA ACM 1 <BXH#Y Application
Load Balancer Bt EiE .

Amazon Network Firewall

Amazon Network Firewall@ —IEERS , AL BB RN EIFTE Amazon EIFAE = (VPC) P
BEARMKZRT, BXEZELR , HSF Amazon Network Firewall FF & A A1,

Network Firewall B5 X 3&E5 ACM &5 , A T#1T TLS &, WMRETHE Network Firewall #
TLS ®E , MAZEE ACM iEH , EXEI B AER SSL/TLS REHTHRENMEHRNE, BX
Network Firewall #fiJ5 ACM BL&EA# 1T TLS REMEE , S (Amazon Network Firewall
FEAARIER) /0 “F/H SSLUTLS EE TLS RERBENIEPNER",
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ERARSS 2 AR BB

IEALLS H ACM R IEB LA TEMIERR. SHE , BAILGRIESNFE |, BRI UERZA
MARZEHLIE TLS RE.

Amazon TEREEULRRHEER

AmazonTHARFIERHEFATAZIEAMN ACM SHHN L HMNFE TLS iE+H, RUHEBFLEHR
RIEBRHENE , FEEARENRE , HEERMETo S REMMBEBAIRS |, Fla0 Web FRSS
o

BANEUL T I ERERER TEAREIERERERF

* Amazon Elastic Compute Cloud ( Amazon EC2 )

+ On-premises T /8BAmazonEEHI RS 85

THEAFEPREREEFER IAM ABRIEREERIER, EERNRSERSE Linux F Windows ELLE Y
BERRAF B AizT , HULZRNEE A X4,

/A Important

WREFREFRATSHNIES, BXRXESZELR , S Amazon Certificate Manager 1] 5 H
HARIEBNSHAGIUES,

Amazon THEAFFIHE RS RFRN. AXRRBMAR  HSHGitHub FHE.
IE B 31Uy THERE

RUEBEARERSF , REENRRBRFENSEENIES

- RIFTEIFE A 24 g,

- BEENEAHYF  RHEFBASHIES  SESHME EWNHHRTLER , A NERNBTREEFANTE
AFT Ao

s EFERXHE , BESXH Nrefresh_commandizfT ( Hl0 , EFNEH NGINX = Apache )
- MRAEPHARER , MBI RFFS.
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RUBEFESRRERINMNBSZBHEIABWMIT IRDERF , SN REHBENIPER G
i, 2B EEHES , BREDSHIT API BA.

ZRHBEFEXIFHISEEENR MR , ATERTM,. BERIERIES , MEREFTR, BXESE

=\

, 125 the section called “EF MBI ASEE",

FRFM

EREREEFZE , FRREEZUTEL

. #7 systemd # Linux 3561 ( 5% Linux 2023, Ubuntu 20.04+ 5 RHEL 8+ )

=& IZ1T Windows Server 2016 = E S 4 B4~} PowerShell 5.1 ZE ShRA# Windows =41
BITEEEFNERERANE

« ACM Hfy T & HiF$

B ACM S HXRH IAM & ( ES Hthe section called “FTEHINFR” )
Amazon3Efl E AT AMYEIE ( RAIBEXH. MRTEREIUENH )

RIS

Linux

1. MERHR

MWERBEREHEF ZH XM, RERIEA T EN T ENTMWE GG, BREZE
Rust BB Z 3 Rust T B8,

cargo build --release

AT Ftarget/release/aws-workload-credentials-provider,
2. OIEEENMH

FERENIERFAFEECIE TOML BBEX 4. BXRHI, 52 the section called “FLER
HEE", HBEAZ--configlE et , RFEREF/etc/aws-workload-credentials-
provider/config.toml& Bt X HEHIZ,

3. BT ZEERF

A root AP B M1E1TREBIZA
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cd aws_workload_credentials_provider_common/configuration
sudo ./install --config /path/to/your/config.toml

4. ("iE ) REtAmazonFEiE

T B SR BIES B S A4HHY Amazon EC2 36l £ | IR B3 REGER. W THAMIRR | HlE
— systemd BEXMHLUEAERE

sudo mkdir -p /etc/systemd/system/aws-workload-credentials-provider-
acm.service.d

sudo tee /etc/systemd/system/aws-workload-credentials-provider-acm.service.d/
creds.conf > /dev/null <<EOF

[Service]

Environment="AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE"
Environment="AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
Environment="AWS_REGION=us-west-2"

EOF

sudo systemctl daemon-reload

sudo systemctl restart aws-workload-credentials-provider-acm

Windows
1. MWEIGIREIRMHE

M Windows HIRCIZREREF Z ot 63X 4 |, NERMIALWEN ZHFXM4. BERZE
Rust Y3 B %% Rust T B &%,

cargo build --release

AT L Ftarget\release\aws-workload-credentials-provider.exe,
2. BIEEREXH

FRENIERIFEAEELNE TOML BEEXH. BXxRHl , S the section called
‘BLERME, HEEA-ConfigZ et , REFEFC:\ProgramData\AWS
\WorkloadCredentialsProvider\config.toml& BahfF it 34 £ & Z,

]

3. BT ZEERF

UEERSNETREMNAE
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cd aws_workload_credentials_provider_common\configuration
A\install.psl -Config C:\path\to\your\config.toml

BEETBIMSHIER THTRE , BRITUTRE .
A\install.psl -Config C:\path\to\your\config.toml -NoStart

4. (FiE ) RAtAmazonZiE

£ M7 SE BB E M AFRY Amazon EC2 356l k|, REtEISEN IMDS B313REUE+H . X T HMER
% , HBET Windows EMRANBRFREIEEE

$regPath = "HKLM:\SYSTEM\CurrentControlSet\Services

\AWSWorkloadCredentialsProvider-ACM"

$envVars = @(
"AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE",
"AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",
"AWS_REGION=us-west-2"

)

New-ItemProperty -Path $regPath -Name "Environment" -Value $envVars -

PropertyType MultiString -Force

Restart-Service AwWSWorkloadCredentialsProvider-ACM

BB R R

FEREWIERIFMAEERE TOML BLEX . HEMEMZ--configitl/etc/aws-workload-
credentials-provider/config.tomlit , ZEEF [ XHE H Z,

NGINX

[logging]
log_level = "info"
log_to_file = true

[capabilities.acm]
enabled = true

[[capabilities.acm.certificates]]
certificate_arn = "arn:aws:acm:us-west-2:123456789012:certificate/
abcd1234-5678-90ab-cdef-EXAMPLE11111"
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role_arn = "arn:aws:iam::123456789012:role/ACMExportRole"
certificate_path = "/etc/pki/tls/certs/example.com.crt"
private_key_path = "/etc/pki/tls/private/example.com.key
chain_path = "/etc/pki/tls/certs/example.com-chain.pem"
refresh_command = "/usr/sbin/nginx -s reload"

Apache

[logging]
log_level = "info"
log_to_file = true

[capabilities.acm]
enabled = true

[[capabilities.acm.certificates]]

certificate_arn = "arn:aws:acm:us-west-2:123456789012:certificate/
abcd1234-5678-90ab-cdef-EXAMPLE11111"

role_arn = "arn:aws:iam::123456789012:role/ACMExportRole"

certificate_path = "/etc/ssl/certs/example.com.crt"
private_key_path = "/etc/ssl/private/example.com.key"
chain_path = "/etc/ssl/certs/example.com-chain.pem"

refresh_command = "/bin/systemctl reload httpd"

Apache (Windows)

[logging]
log_level = "info"
log_to_file = true

[capabilities.acm]
enabled = true

[[capabilities.acm.certificates]]

certificate_arn = "arn:aws:acm:us-west-2:123456789012:certificate/
abcd1234-5678-90ab-cdef-EXAMPLE11111"

role_arn = "arn:aws:iam::123456789012:role/ACMExportRole"
certificate_path = 'C:\Apache24\conf\ssl\example.com.crt'
private_key_path 'C:\Apache24\conf\ssl\example.com.key"'
chain_path = 'C:\Apache24\conf\ssl\example.com-chain.pem'
refresh_command = 'C:\Apache24\bin\httpd.exe -k restart'
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® Note

#B&chain_pathif , iIEPEENMI MBI XX certificate_pathAERTEBEH, X5
TEQES P REENENMHH Web RFHBFRE.

EXNMENSEE

BiEZEfTacm reloadn v , TEEHZEXETEHRREEFNEE, XFRIEHFEE , EFNREIUL
BLHTAVE B, HEFBIRS.

MECE B EREVIEBFHF L RIF . FNEBRIULETFHRERS H. SMEBEEN —BULIHESIEIT ,
Rt —MEB B RMA 2 ZME IS

Linux
aws-workload-credentials-provider acm reload --config /path/to/new-config.toml
Windows

& 'C:\Program Files\AWS\WorkloadCredentialsProvider\bin\aws-workload-credentials-
provider.exe' acm reload -Config C:\path\to\new-config.toml

TR B PR
BEAREIE
REFENERTE (RAREXHRITE ) PAEBEESMERFEENBBrole_arn :

{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::123456789012:role/ACMExportRole"
}
EHESHAE

FIEENABrole_arnEEL TR :

{
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "acm:ExportCertificate",

"Resource": "arn:aws:acm:us-west-2:123456789012:certificate/*"
}

ABNEERBLARTFRAENERFHRRBRE

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/EC2InstanceRole"
},
"Action": "sts:AssumeRole"
}
]
}

RIEr 8 SRR (Linux)

£ Linux £ , Rt Frefresh_command@E sudoTEEN ., ZEREFTELEMK— sudoers &
B /etc/sudoers.d/aws-workload-credentials-provider , AiFiREtERAFEZEFERETR
WIER T EITRBREN TS,

/A Important

H{R/etc/sudoers@& /etc/sudoers.dB &, MRIXA include ST EFE , TEEFS
KEEEL, RET , £EM sudoers XHFTL , RIFHH SRR MK,

£ Windows L , £t FFrefresh_command/ERN ZEITXIES LK
WUF &%

ZETHRE , FRIERHEFREEESTHAEEEAILS !
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Linux

1. RERSRE :

sudo systemctl status aws-workload-credentials-provider-acm

2. EERHEBAE :

cat /opt/aws/workload-credentials-provider/logs/acm_provider.log

3. RMIFEBNHRERFR :

1s -1la /etc/pki/tls/certs/example.com.crt
1s -la /etc/pki/tls/private/example.com.key

4. RIFEFRARE :

openssl x509 -in /etc/pki/tls/certs/example.com.crt -noout -subject -dates

Windows

1. RERSRES :

Get-Service AWSWorkloadCredentialsProvider-ACM | Format-List Name, Status,
StartType

2. EERMEEHAE :

Get-Content "C:\ProgramData\AWS\WorkloadCredentialsProvider\logs\acm_provider.log"
-Tail 20

3. RIFEBNHRERFH :

Get-Item C:\certs\example.com.crt
Get-Item C:\certs\example.com.key

4. WIFIFPBAR :

$cert = New-Object
System.Security.Cryptography.X509Certificates.X509Certificate2("C:\certs
\example.com.crt")

IF 2% MRA< 1.078

i)
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$cert | Select-Object Subject, NotBefore, NotAfter

BHESZE

FE HE ZRIAE 15 BB
logging.log_level B info L RIFHE

EE : debug. . . info. warnerror

none
logging.log_to_fil & true FRAEBEAXH (true) 5 stdout/stderr
e (false)
capabilities.acm.e & false BASEZER ACM Ihae
nabled
certificates[].cer = — ESHM ACMiEPEH ARN
tificate_arn
certificates[].rol = — ERHHEWIEER IAM A ARN
e_arn ExportCertificate
certificates[].cer = — B AR AL EER
tificate_path
certificates[].pri = — BEAFANXHHLXIBER
vate_key_path
certificates[].cha B — BEAERENLEXRE, MREE , N
in_path FHEEM B certificate_path
certificates[].ref B — EHIIPXHEEETHGS. LIR2
resh_command “ 3T BR AR
certificates[].cer = 0600 UE 5 85 STAHFBY STEXBR ( Linux mode
tificate_ %)
and_chain
_permission
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FE RAE ZRINE i

certificates[].key = 0600 FAEA ST B ST PR ( Linux mode #&
_permission X )

H&idx

£ Linux £ |, REEFERZ|/opt/aws/workload-credentials-provider/logs/
acm_provider.log.

£ Windows L |, I2#E&EFF|C: \ProgramData\AWS\WorkloadCredentialsProvider
\logs\acm_provider.log. BREBHFEILEHBIZRERTH Windows MFABFEHAE
FAWSWorkloadCredentialsProvider-ACM,

AERR-SHF AT 10 MB B, REEFGEZE— N BEEXMH , ARSFHEENMEENES
Xt

AmazonfRE B — YR EMURExportCertificate , ZFUWFFEAEZEUTAHAR
AmazonCloudTrail B P RIBZRFEB TR Hlaws-workload-credentials-provider, Rf##iE
FHRIRE (BERFAH. XHBEA ) NEIAEARMAER,

B LAfEAlog_levelflog_to_file®REREEHFRIER, BXEZEER , 1S the section
called ‘BLES &,
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P EE

BT L ER ACM #4l& = Amazon CLI SREEIK R HEP,

- BRIEFERMA ACM EEMIEFH. LA EASRERFAXNERBTHENIEF.
- EEUFREAEE EFEMIBHEFAGE.
o HBRIES RFEMIEEIK S P BER. B BRAVIE P AT sE S FE M BR /= A9 2 Bt i) A EHERFE B R AP

B EAHEEMNILPH Amazon Certificate Manager

£/ ACM #2&| &3 Amazon CLI , A AFEEBHIKF R RIUER, ZSearchCertificatesiREIRE TS
MIEERThARE, BRI ARN, X.509 BHUKE ACM BERBM ( INEHRES. RBEMEITREK ) Hik
P, LA LU EEESS AND, OR 1 NOT BEizEAESEH,

(® Note
XTEARZIK , ZListCertificatesREMAFHE , BIFEETEIR , fIMBARE, BRHAFEH
BRMEBHRES.
ipvitadsll

&R BABE A LA T SR B TR AL IE S

« ifF ARN-RIEBHY Amazon RIEE FRdt1T0F %,

- X509 BM-REB AR, TRFAEWN. T EERAAZ. BRZE. BHEZ. Fil5. FHH
HiSE @ (NotAfter) S B M HEAFT 44 A HASE B () #1T%1%, NotBefore A HASE E ik es DIEFT 22 B HAFN &
REH, fln, EERBFEFNABILED , BELHEF DNS RS OR EEF—EFEMA,

« ACM T#IE-BIRE, RE, AP, ESH, SFHET, EEE, RIEGE, SIPRSIET RS
BEAT I

FRIENIEET I CONTAINS F EQUALS LEREERF. & LAER AND, OR 1 NOT Bz &R
HE B HIESS

BEF

BA LR T ZERNERMITHERF -
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 CREATED_AT
 NOT_AFTER

¢ STATUS
 RENEWAL_STATUS

« EXPORTED

« IN_USE

« NOT_BEFORE

* KEY_ALGORITHM
 TYPE

« CERTIFICATE_ARN

« COMMON_NAME

* REVOKED_AT
 RENEWAL_ELIGIBILITY
e ISSUED_AT

* MANAGED_BY

* EXPORT_OPTION
 VALIDATION_METHOD
« IMPORTED_AT

BERR IR 7 ] AR ASCENDINGZDESCENDING,
/\31‘

LREDTM ., ZMaxResultsSEEIARN 100 , EZHHFAEN 500, FEANextTokenSHRKREH
I ENE R,

15 A 2 5 & 12 RIGHYIE

1. 3TF ACM ##l& , Wit R, https://console.aws.amazon.com/acm/

2. FABMKEEERNFELED, SAURAAR. RS, RB, BRELEEMEHRHITHE. FF
%885 AND = OR EEFE SRS/ NERTBE,

3. BEFIUERIKRPNES. BAUUFEATBHNRZRIER. SMEBE—1T. RABRITR2ERUT
&5 -
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« Domain Name ( 5% ) - i BT LBREZHSE (FQDN).

« Type (K& ) - iFHHER, TAEMNEEFE : Amazon issued ( Amazon B % ) | Private ( 28 ) |
Imported ( ES A )

o Status (IRFE ) - IEPIRE. AIBEM{EEIE : Pending validation ( EFFRIE ) | Issued ( EMEK ) |
Inactive ( 3E5E3 ) | Expired ( 2338 ) | Revoked ( B %4¥ ) | Failed ( M ) | Validation timed
out ( IIEHERT )

« EEMERA? —ACMIEPHRESEMN Elastic Load Balancing Z3£# Amazon RS 3 RBE =,
CloudFrontfE AT LA No = Yes.

- Renewal eligibility ( £&iT %4 ) - HiEPI@EEIHE , ACM BB AABZEITIEH, AR
{E9 : Eligible ( B#&4& ) | Ineligible (REBEHIE ) . BXRARAN , ESH PO EUEPHLEIT

Amazon Certificate Manager,

ERAENERIRET , BFEFRERTF, ZANERNHLERNIERHE. EELTRABTHWIRIT

THURERHMEEFTR. UTHEFERAM :

+ Additional domain names ( Eftigi& ) - EBFITEN—IPRZNEE ( FBEZHER ) .

 Requested at ( iERAY[E ) - ACM EFRIEBHIAETE

* Issued at ( MARTE ) - MAIMEBHRE, HESMERTF Amazon MEAWIES , TERA TS AN
EF,

* Not before ( 78 F ) - EHERZBTHIATE

* Not after ( T8 T ) - BN BAIZFIEB LR,

 Revoked at ( REEETA ) - XN TFERHEWIED , X2IEREHHE,

« Name tag ( BFHRZ ) — BLIEP LB Name FHFRZWE ( MREEXHENRE ) .

* Renewal status ( RiTIRE ) - IEBERZITHRS. REEBEREITN , BFRI2ETRHE
BB, TTEEMNER : Pending automatic renewal ( $FE314£1T ) | Pending validation ( #331E ) |
Success ( XX ) | Failure ( M )

® Note
NIEPRSHERATREZTERNN T REEN. WRBTEE , MAEBEFERXE 72 /MetFE
B, HFESTIMNLFHRES MR FELIT IR,

Page size ( MEKX/D ) BEETIEE T 8N EFIETTH L REWIERHE,
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BEXTHIEBFMEENEZER |, 55 &F Amazon Certificate Manager IE$1F15,

EFAEZREIEPH Amazon CLI

« ffM s earch-certificates I S & ACM BEEMIEH, AT REIFEIEIRAS N HIUEPBISSUED :

$ aws acm search-certificates \
--filter-statement '{"Filter": {"AcmCertificateMetadataFilter": {"Status":
"ISSUED"}3}3}' \
--max-results 10

BHRERLUTTXHNER

"Results": [
{
"CertificateArn":
"arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"X509Attributes": {
"Issuer": {

"CommonName": "Example CA",
"Country": "US",

"Organization": "Example Corp"
},
"Subject": {
"CommonName" : "example.com"
.
"SubjectAlternativeNames": [
{
"DnsName": "example.com"
.
{
"DnsName": "www.example.com"
}
1,

"ExtendedKeyUsages": [
"TLS_WEB_SERVER_AUTHENTICATION",
"TLS_WEB_CLIENT_AUTHENTICATION"

1)

"KeyAlgorithm": "RSA_2048",

"KeyUsages": [

"DIGITAL_SIGNATURE",
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}
1,

"NextToken":

iy

1,

"KEY_ENCIPHERMENT"

"SerialNumber": "serial_number",
"NotAfter": "2025-02-14T23:59:59+00:00",
"NotBefore": "2024-01-15T00:00:00+00:00"

"CertificateMetadata": {
"AcmCertificateMetadata": {

"CreatedAt": "2024-01-15T12:00:00+00:00",
"IssuedAt": "2024-01-15T12:05:00+00:00",
"Exported": false,

"InUse": true,

"RenewalEligibility": "ELIGIBLE",
"Status": "ISSUED",

"Type": "AMAZON_ISSUED",
"ValidationMethod": "DNS"

"nextToken"

# & Amazon Certificate Manager iE $i£15

BA LA ACM 124] & 3 %] Amazon CLI A < & BB B 1% 40 T 3hdE .

EEREHAEPEFLEREHAEE

1. 3TFF ACM 24| & https://console.aws.amazon.com/acm/SAE RIEHIEH, EBRUERAAELANT
&3 58 % TE
2. EERMHEBHNFEMTHE  BEZRIER ID. WAEFTHRE , EFERUTER :

o AEPRE
« ldentifier ( #RIRFF ) — UEHHY 32 F 7 + 758 HIME—FRIRAF
« ARN-arn:aws:acm:Region:444455556666:certificate/certificate_ID &=

# Amazon Resource Name (ARN)

« Type (EH ) - #riR ACM IE B EEES|, WEERESR : Amazon Issued ( Amazon B
MK ) |Private ( AF ) |Imported ( A ) o« BXREZEE , 1S H Amazon Certificate
Manager/s 2 iF$ 3% FHiE -5 A Amazon Certificate Manager,

EF EBFAER
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. Status (IRF ) — IEBIRD. AIBEMEREFE : Pending validation ( EFRIE ) | Issued ( B
MA ) | Inactive ( IESESN ) | Expired ( 23381 ) | Revoked ( E 548 ) | Failed ( X ) |
Validation timed out ( &iE#AT )

« Detailed status ( H4IRA ) - MAHS AUEBHY B A6 8]
. 35
« Domain ( i ) - iE PR E£REFE (FQDN),

« Status ( RA ) - BRIPRES. AIBEMESHE : Pending validation ( Z#FRKILE ) |
Revoked ( E/m4H ) | Failed ( &% ) | Validation timed out ( 3iE#8AT ) | Success ( B )

- HHAEER
o FEMFEA? - iEBREEAmazon ERRFX}E , AIREMNESE : Yes (= ) INo (F)
- Domain name ( B%& ) - iIEPWZT2REZE (FQDN),
« Managed by ( E¥E# ) - friRfEA ACM EEIEFHH Amazon BRS
« Number of additional names ( EttZHHKE ) - I PN EHBERWEFHE I
» Serial number ( F5I5 ) - iEBM 16 FH T+ EFHFYS
« Public key info ( ABZHER ) - ENBHN W IR E L
« Signature algorithm ( £ &% ) - BTN IR #HITEBNMBEZE,
* Can be used with ( AIBLAT ) - XBFEEXLESHMIEFHI ACM EAIRS FI&
 Requested at ( E3RATE ) - MARER B B F6T[E
« Issued at ( REIE ) - FAF BHEAMESE (WREA )
« Imported at ( S ARAE ) - S AR BHARE ( MRER )
* Not before ( T2 F ) — iE BB KHARYFF 158 ]
« Not after ( T¥F ) - WEP#Y 2/ HA B HA R AT (A,

- Renewal eligibility ( £Z2iT%#& ) — AIBER{E R : Eligible ( B%#% ) | Ineligible ( ZRBEH ) -
BXREEAN , FSH PREEIEHEIT Amazon Certificate Manager,

- Renewal status ( ZiTIRA ) - IERBBEREITHRS. REEERETR , kFBEFT2ERH
BEHE, AAEM{ER : Pending automatic renewal ( & B 314E1T ) | Pending validation ( #3&
iE ) | Success ( BN ) | Failure ( X )

® Note
MIEFRSHEL AT EZR NS BBER, MRERFRE , NAEBFRLKE 72 /D
HTI’EE E\I ﬁ E 12\551” LL ;k‘\ E#ﬁ E ‘E :g\” ﬁ I:IE Zifﬂl'-‘ﬁl‘f.:?:
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- CA-%¥% CAW ARN

- IR
.- B
- B

- Validation state ( RIEIRZS ) - (IREA , TEENEDR :
+ Pending ( 2 ) - BiERRIE , BEARTKo.
« Validation timed out ( #iEHEAT ) - HRNVWIUESEAT , BEEALLEEZIER,
« None (&) -k BATHE PKIRBEZE , FHEERIL,

EEEITIPFMEES , BFH Amazon CLI

R FH d escribe- certi Amazon CLI fice ERIEBFAEE , WA THEAIR :

$ aws acm describe-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cexrtificate/certificate_ID

WEIRERLTTXHEES :

"Certificate": {
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"Status": "EXPIRED",
"Options": {
"CertificateTransparencylLoggingPreference": "ENABLED"
.
"SubjectAlternativeNames": [
"example.com",
"www.example.com"
1,
"DomainName": '"gregpe.com",
"NotBefore": 1450137600.0,
"RenewalEligibility": "INELIGIBLE",
"NotAfter": 1484481600.0,
"KeyAlgorithm": "RSA-2048",
"InUseBy": [
"arn:aws:cloudfront: :account:distribution/E12KXPQHVLSYVC"
1,
"SignatureAlgorithm": "SHA256WITHRSA",
"CreatedAt": 1450212224.0,
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"IssuedAt": 1450212292.0,
"KeyUsages": [

{
"Name": "DIGITAL_SIGNATURE"
},
{
"Name": "KEY_ENCIPHERMENT"
}
1,
"Serial": "07:71:71:f4:6b:e7:bf:63:87:e6:ad:3c:b2:0f:d0o:5b",
"Issuer": "Amazon",

"Type": "AMAZON_ISSUED",
"ExtendedKeyUsages": [

{
"oID": "1.3.6.1.5.5.7.3.1",
"Name": "TLS_WEB_SERVER_AUTHENTICATION"
},
{
"OID": "1.3.6.1.5.5.7.3.2",
"Name": "TLS_WEB_CLIENT_AUTHENTICATION"
}
1,
"DomainValidationOptions": [
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "example.com",

"DomainName": "example.com"

1,
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,
"ValidationDomain": "www.example.com",
"DomainName": "www.example.com"
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}

1,

"Subject": "CN=example.com"

il BX R B E AV IEF Amazon Certificate Manager

EOJLABEF ACM 2 &A= Amazon CLI BIBRIEH ., MIBREBIMEEERL — B, EBEMBRETESE
B E HERTFE S R AR,

/A Important

« BFREMREZEBREM Amazon BRSERK ACM iEH, EMREEFEAMNIES , BYHMAS
M BRIE B R Bro X REMMERIRSSHIESI AT CLI STTRETY,

-« BIBRAFAFIUEBMAN (CA) MAKIEHBX CARERNE, FRUEN CAXNEAR , EX
fiBRiZ CA Rk, BXEZEE , BHSH (Amazon REIEBMAENME AFERE) HHIMIER
FBIUEF,

158 F 422 11 & I BRALE 5

1. 3TFF ACM #Z#l& , Wit A, https://console.aws.amazon.com/acm/
2. HFEIEBHIFRD , &P ACM IEPX NI EIERE , AFIERE Delete ( MR ) o

(® Note

BREEXIIRFFHAN , EEERNIERAEFRMATR, BAURTAMNNRE=
AFRERIATF, E&FAER A EAR TR K 2 TEH,

E I BRIES |, EEEH Amazon CLI

£ H delete-certificate A SHIERIES , ML TSI

$ aws acm delete-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_ID
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R FEE UL EEIT Amazon Certificate Manager

ACM REL Sk SSL/TLS MAKIEPRMBIEELIT, XEWKE ACM FEHEITEMNIEDR (WRERE
FI DNS Wi ) , B EFES BN EEREL FHB4ER, N TFLAEMFAE ACMIEH |, FHiRHixL
i

B EET , BERERUTILR

- MR EH Amazon BRE ( #l40 Elastic Load Balancing 5 ) #85%<Ex , MI%&F4& % 4§ CloudFront.
- MREREMARLRETESEHN , WAFEEH

- MMRERBIAA ACM RequestCertificate APl MARESH , E RS H M Amazon BRER<ELHY
ABEIES , NFEERHET

- MRTRBIZEEEFEMRAESH , RERSHM Amazon RFKEMALBIES , NFEH
.

- MREEBIIEA Amazon FAH CA IssueCertificate APl A WFBIES , WA FEEK,
- MRRSAMIUESD , WFRFEEH.
- MRETH , MRFEERHEF

WA | EATR BT SEFRCEE B XM Punycode ER :

1. Ll“<character><character>--"#& =\, 7 L 1915 B S M 5 “xn--"— B,
2. Blxn--"FF k9 B th A —R B I EBRLIE B .

Punycode /=4l

& HWE ORmE AW &E
1 &4
2
examplecom & A& v F & LL“<character><character>--"FF sk
A A
a--exampl TiE TE v 7 2 Bl“<character><character>--"F 5k
e.com A A
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=& B B W  BE
&1 &4

2
abc--exam & T E v 72 Bl“<character><character>--"Ff 3
ple.com A H
XN--XyZz.com X = v BERNERRLEE ( #EHTHE.com )
Xn--examp = B X FRERNEFRLEA
le.com
ab--examp B B X RATFUEL“xn--"FF 3k
le.com

% ACM &ITIERAT , IEBH Amazon Resource Name (ARN) RIFFZE, A , ACM iEH 2 Xigtk
RRo MREBEZA Amazon KFHBE —NMHABMIESH |, MEMEPE AL LT,

£

o 1] ACM RNBIEH

« FAHIUEPHLITF Amazon Certificate Manager

- REUPHEITIRES

1] ACM NEIEH

EMESEENANFEEIESRE , Amazon Certificate Manager EEZIIBABEC RIBAFAE SR, X7
LUEE DNS KiF s FERAFRIFM AR 1T. HIEBFEELITH , ACM &FERAZZaERNHERES
EREMBIUECHAMENR, UTEEEATEITIEEZTER THIENG,

T

o Z2TiE3Y DNS WiFfyiE

o SATEA B FHR IRV IS
o £iTEN HTTP KIF/YIE
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£1] B DNS ®iERyE

NF&AEA DNS BIFMAR ACM iEH |, FEZITRTLB31LH,

FEEIHAET 45 K , ACM 2R ELUTEITHRE .

® Note

ZAERNBMHN 395 REVIEPBHERHIR 60 REH , LT BN 198 Ko BN
198 RAVIEHHEZI MR 45 RE&EH.

« ZIEPBEBIEHRED Amazon RS EA.

« ACM REMIFrE &% DNS CNAME 123k ( BMNE—EBRABH— ) BEEATUBL A H
DNS 1A

MRBRXERHE , ACM FiANEEZ EBLRIEHZITIES,

MR ACM ELITHE L EBIRIUIE S , M4 %% Amazon Health EventBridge 4 Amazon =
., XLEEHESIBH 30K, 15K, 7K, 3XM1XEE, BAXRESZEL |, FSH LI#H% ACM
#) EventBridge i,

AT A B FER I IERYIE
ACM ERMEREN 198 Ko SITEHBEMFAEENTRIE, ACM KTEHIIMAT 45 XFHE 5

ZIMRERAY BB FER AR it R IR ZRITB A, ZBASEE —MEE , HEE TS HiZEERRTE&IT.
WIEFFB % HAVEE , ACM 22 EAHME ARN BILITIEH,

MR ACM ELITHE L EBRIUIEE , M4 %% Amazon Health EventBridge 4 Amazon &
., XLEEHESBHI 0K, 15K, 7K, 3XM1XEE, BXRESZEL | FSH LI#H% ACM
#) EventBridge i,

BXREUFBH FHMNEZELR |, 1S Amazon Certificate Manager B FHBFRIE,

ETHOMREEFNEERIEE T4 , BSE B3I Amazon Certificate Manager B8 F B} 44,
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B 3T R 02 6 E BB, T R 44

ERFERR RSB EE L FIRHRIES (ESFAmazon Certificate Manager BT HBAFIIUE ) |, &1
LA# B Amazon Certificate Manager API 53R ACM @484 3% — £ B F 4T iE B A8 B Wil B F a4
BN TR TIATLIRME -

« BEWER ACM IRt A =2 B FHRHRIE,
s BNIEPHEITTRENEFRIE. BXBEIEPHNEITRENES , FEAKEIERHNEITRES.
o BRWBIMFEERE ACM NUEFHLLTT K EAY R I5 1350 1E B F lf 4o

ENBIEE FIM A B ELREIERERPROEENFETRNE , JLAER ACM API #
BResendValidationEmaili#&4#E Amazon CLI, % Amazon SDKs. ACM &35 8 Fif4XIZZIEEN K
iFiE, &7 LUBE £ X8 X8 Amazon CLI Amazon CloudShell 54 f 3R 1/ 8] 3% 55 88 A #Y o

ER ACM EF K EHW UL FHf ¢4 (2FHE )

1. TERFITFrhttps://console.aws.amazon.com/acm/E Amazon Certificate Manager#ilo
2. EBRFEERIFMIERHUES ID.
3. %4% Resend validation email ( EF XX RIE B FHHE ) -

B3R ACM E#T R E I B, F o4 (ACM API)

£ ACM API| A fEFiZResendValidationEmaili{E, EXfER T , ZBIEHHN ARN, EEFFHRIF
IR B EE B ERUTE KB IR IS, LT REEBIMMER Amazon CLIAITIZIRE, LR
Bl ELRITRLE T L,

$ aws acm resend-validation-email \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--domain subdomain.example.com \
--validation-domain example.com

SiTE HTTP K uERY i
ACM H & #¥)&S CloudFront HTTP RIEM A ML BIRHE B IEE LT,

FERIHART 45 X , ACM 2R ELTELITHRE .
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® Note
ZEZERNERER 395 RWIEBFERHF 60 REH , £ITEMH N 198 X, BHRENR
198 REVIE 5 RFE I HART 45 REH,

« ZIEP EBIEHMERA CloudFront,
- FRIEXEN HTTP RIFERXETHRHABTEMHERNS,

MRBERXERNE , ACM FINAER EBERIEASZEITIES,

MR ACM ELITHE L EBIRIESR , M &i%E Amazon Health EventBridge £ Amazon &
#H, XLEAEEHE 30 X, 15K, 7K, 3 XM 1 XKz, EXEZER , H5H L5#HX ACM
#) EventBridge .

NEREIIET] |, B RedirectFrom NEMWABESIUEBHENMIAMN RedirectTo MEW AN A
PCE,

B P EEITF Amazon Certificate Manager

MR BNFE CA XER ACM iEPH Amazon FAH CA BRREITRELT, ELFREME ACMIEH
TR, %A PKIWIERFFRRIE, YERAEFFM REEFEXPLRANNR CAIERE , Ba
BMEE.

(® Note

RAEMFEH ACM 4| &3 ACM API B RequestCertificate I EREBMNII P I FAIEELITSR
#, Amazon #A8 CA {#/ Amazon FAF CA API fissueCertificate iR EEZM AW IE BT H
ACM BH,

HREENLEBER 60 RIIHRS , ACM 2 AFHZ AL, XBEFHSHMLEMNIES (HlW, £F
EAEFROF ) . B/ WA LIBERER ACM API B RenewCertificate #RVFFRHIZLIT, BXREHILLITRY
Java SRRURHI , SR SITIES,

Zilfg , ERHEFIRSHAXNBOT IR
- MRIEHE ACM ERIRS KB , MFEHR/RBRIBIES , MAFIAN T RE,
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« MRIEPRTFEACM EXBREFZRE , WEEEFBRESTESEHARREITHESR, EAUFaR
ITIXLEIRE | BRI BAE Amazon BIAmazon Health# B T #1TiX L£484E EventBridge , Amazon
Lambdafl TR BXEZEER , BSH BEal S HEEITHIESR,

Bz S HE&ITRIES

UTEBREET —NROBERG R , BTHE ACM £iTHA PKIIEBR B3 S HIXLEIEH, HRHGIRM
ACM RS HIEBREREER ; SHE , EBMSAREKEEBINRE L

EFREFE B3 S HIEH

1. B ( Amazon Lambda FF X &) FNTE , SIEZMEE —NMNEIH ACM S H API 8 Lambda
a. BIE—1 Lambda E#,

b. RNEMEHKLIE— Lambda HITHAEHFMUTEERE, ZXBATERPIHRBES
i A ACM API BYExportCertificatel® R RLEITHIE B FFAEH

JSON

"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",
"Action":"acm:ExportCertificate"”,
"Resource":"*"

}

1£ Amazon F8IZE# N EventBridge , AT ACM BTIRIREH , HERNE| Lambda B EkAT
BAAZEHE. ACM BRZXZEITIEPIRAALEA Amazon Health B4, BXXEBHNNESRE
B , 25 £/ Personal Health Dashboard (PHD) # &R %,

BRI T EHEXREEAN,

"source": [
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"aws.health"
1,
"detail-type":[
"AWS Health Event"

1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory":[
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
.

"resources":[
"arn:aws:acm:region:account:certificate/certificate_ID"

]
}

3. BREBNRRG LFHRRIEBRTEREITIRE.

MXFE PKIEBRFEE XL

BA[ LAE R ACM API 5 Amazon CLI Fzhilli ACM EELIT TERENEE.

BINERNIEBRESHEH ACM BE1£1T,

(@ Note
&R BEM R E Amazon FAR CABA M S HEVEBEIT,

B IXE, ERB

LRERATEERK AP BRER CLI i HAf , ACM £ REITIER. MRLITHKI , ACM 2EHE
BR4AR AP HHEPERWIERTHE. MRIERS ACM ERBRSHEXE , NAZBHIES , H+
£ Amazon Events 4 {£E1T CloudWatch B, MREITRK , ACM iR E 4R H B I KEFMK
B, (&AL describe-certificate T T EFUFERE. ) MRIUEPFREIERRFZHER , &

MAFTEFESHAFHIRELEITR L,

MW FEE LT
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/A Important

EEA ACM ££1T Amazon #48 CA IEH , S5E[E ACM BRS EAR F 1T LR ERIINR,
BEXEZER , BZAMEBLIT RS ELE ACM,

FHMHIUEBLIT (Amazon CLI)

1. {#H renew-certificate IE BEITSHOFBIEE,

aws acm renew-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

2. ARG , EA describe-certificate S R HINAEEFZIEPHEITHFAREE,

aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

FRH MR BT (ACM API)

«  XIiERenewCertificatei®R , I8 EELITMABIL B ARN, RS EHZDescribeCertificatei®
BINEPBHEITEMRERCEH,

REUPBHRITRE

HIBZHEITUERE , ACM 2R FHE S FRM Renewal status ( £ITIRE ) BEFER. B
£/ Amazon Certificate Manager #2#|&. ACM API Amazon CLI, = Amazon Health Dashboard 3k
BE ACM IEBWEITRS., MREFEHEE A Amazon CLI, 5 ACM API, MEITRATAR THES
H O T RERPIR S B2 —. WREA Amazon Health Dashboard , th& 8 RELHIES

FEFRIEIT

ACM EE=HBHRILEBHPHNEE. BEXESZEE , 55K £1TET DNS RiFfvE, THHE—
HEE.
FEWIE

ACM BRI B FH — N RZMEH, BATIITHRBERILXEEE | FUTEKIT
., MREHIOXEBERANRBEFERHFRI , FHEKR ACM KXW B FHb4H | HRIZB FHp4
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FEEERTRIE. MRZEEANZ DNS BiE , BRELUHER DNS iBRkFEHA BUEBHEREA
Sl

B

ERHPWAEEAHEERIE , B ACM &i] TiEH, THEH —FRE,
R

EPEH 2B - MRS MEERRIE , Btk ACM RETUEH, BRI BB RMAVIES,

MRIEPEEHAM Amazon BRS ( B30 Elastic Load Balancing = ) <Bx CloudFront , & ZIEH BZ
A EREITRESH , MZIEBERIELEIT,

(® Note

NETTRESNERAJREFTEHR IR BEEN. MRESFE , WEITHERSKE 72 MFE
i, HESTMNAFTHREELITERE. AXABHERY , FSASEIEBERFAD,

F&
RERS (2HA)
KEIRE (API)
KBRS (CLI)
« {# ] Personal Health Dashboard (PHD) & &IAZ

RERS (2414
THHEENAWNAER ACM ZHAKE ACM IEPHLEITIRE.

1. TEXRHFT Fhttps://console.aws.amazon.com/acm/ZE Amazon Certificate Manager#/l.
2. RFFL$ , EFHEHMEE.

3. 1f Details £ & Renewal status ( LiTIRA ) » MRZBEFEIRE |, B ACM RIFIH{ILIE
PHREZITIRE,

9 EIRZ (API)

BXE R fE F DescribeCertificate R ER EIRSH Java RBI |, BSEERIES,
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RERA (CLI)

TEHREINFuEEEH Amazon Command Line Interface (Amazon CLI) 8 & ACM EH£E1T AR
P

LN o

aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

EMRH | EHEE RenewalStatus FERAME, WREEEFE RenewalStatus FE , B ACM
AFRIEBEELITIRE,

£ F Personal Health Dashboard (PHD) 1 &IR7AS

FNFLAHIUER , ACM £ REZIHFE 45 REFELITEN ACMIES , ¥ TREIEH , ACM 2=t
E|Hi51 60 X BLEITEH ACM B, MR ACM TEBHEITENIES , ELEIEREHE 45 X
(XPBRFAAN ). 30K, 15K, 7K, 3 XM 1 KWt ABRERESLEEIBEITEHBEAN , SHEE
EXHT3), Amazon Health Dashboard Amazon Health Dashboard & Amazon Health ARZ#) — 38
Do EAEERE , ZNKFFBESSHRIEINTMAAFBAULET, EXEZER , HESH Amazon
Health FFP 1§/

® Note

ACM FHEZEITEHBAEA PHD HELHPNENSEH, EMBHABLBRZI—MNEA , E
BTN Ik,

ZE 4 Amazon Health Dashboard , EHITLA T #R4E :

& Amazon Health Dashboard at https://phd.aws.amazon.com/phd/home#/,
1% Event log,

33 F Filter by tags or attributes , #%&4% Service.

1%3% Certificate Manager.

RN A

¥t F Event category , %&# Scheduled Change,

RN A

N o o bk~ w0 Dbdhd =
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Tag Amazon Certificate Manager &R

HRERETE ACM IEB D ENRE, SMZETE—NME N—1ME. EALUEA Amazon
Certificate Manager ###|&. Amazon Command Line Interface (Amazon CLI) 8, ACM API &30,
BEESMIBR ACM IEBHIRE, BAILUEERERE ACM 2 AR ERHRZ,

WO LA BB EERNERNBEUIRE, Hlan | &\ LAEA Environment = Prod =
Environment = Beta #rZEXRAZN ACM iE B RMIFZLUBEZN ACM IEBEESHIFE, LT
REEBANANEMEBENFSFRZH R

* Admin = Alice

* Purpose = Website

* Protocol = TLS

* Registrar = Route53

Hfth Amazon RIRtZEFIRIC. EiL , BALURE - HRZIEAETENRRAE RXERFREME
Ko BN | BETLURFFRZ ( HlE0 Website = example.com) ZEL4A ACME$H, HFHHEHRURA
F example.com Pk Y E A% R

&
« RERHF
- BEEHRZ

R PR
HFEEAT ACM EHIRENERRS

« 8/ ACM IE B R AFEHZ 50,

- MEENFERAKER 127 MNFE/

- MEENFRAKER 255 MNF/.

- FEENEX D KNE,

 Blaws: BRRE M Amazon A ; BT ERM, RESMERZBAUFT LR Laws o BL aws: FFKHY
BRERITABNERIIRSHRS,

« MREUNES MRS RFEREARMIFELR |, FIEBEMERS T R FEAN TR MR
#o FHSFIZRS I RIAY 4o
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« ACM iEBHRZERA A TFH Res ou Amazon Web Services EIE#24IA rce Groups MIFL RIS,

BX Amazon FRiCEFIN —RE R , HSR RN ERBMIEZL, Amazon

EERE

BT LAE A Amazon B2 4&IA . = Amazon Certificate Manager APl 70, 4R A M BRFRZ
Amazon Command Line Interface

BENRE (A )

&R LAE A Amazon Web Services EE#EHIA KA, MERREERE, BHUAUEIHERFE,
YL

£ ACM 2 HI1 58T A TERFMIRZ,

B R IERE (EHIA)

1. &% Amazon Web Services EIE12 & A HHTF Amazon Certificate Manager & & , Pt
Hhttps://console.aws.amazon.com/acm/home,

R E N H R IAREAYIEH Z RISk
EFRERERS , ATRE Tags.
1%£4% Edit M Add Tag.
BAGZRENE,

EERF

o ok~ w N

i BRAR 2
£/ ACM 24 A B U TS RMBRIRE,
BRI (241A)

1. 3% Amazon Web Services EE#E A H3#TFF Amazon Certificate Manager $2#|& , Pt
A https://console.aws.amazon.com/acm/home,

2. ERERFREARERIESZRIFXL.
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3. EHFMEEBERKRD , @ TRE Tags.

4. HRHRE.

5. MEREMBRMTEZEMN X,
6. MERERE

IR

A ACM 2514 BT b TR EAR A,
ARSI )

1. 3% Amazon Web Services EXEEH| A H3#TF Amazon Certificate Manager $##|& , Pt
A https://console.aws.amazon.com/acm/home,

2. ERBRRBENIEHLZNETL.

3. HERFAFEERT , BTIR3IE Tags.
4. EERREE

5. BREEXNWIRENBIRE,

6. EEFRF

5B RIRE

7 ACM 1241 & i 5 LU T3R5 B R AR
5 B RIS (B4A)

1. &% Amazon Web Services B2 #|& HFTF Amazon Certificate Manager ###1& , Wit
A https://console.aws.amazon.com/acm/home,

2. BEEEEFEA LANKEER

&
Rk FIEEE R AFIKFRZE,

3. EFREREIFERNIREZHEIRE,

BEIEIRE (CLI)

BSEUTEZLT FE AR Amazon CLI M., 5 H FMIBRFRZ,

BFEIRZ (CLI) hR7 1.0 102
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» add-tags-to-certificate

* list-tags-for-certificate

* remove-tags-from-certificate

EIEFRZ (ACM API)

BSREUTEBELT S E Atk APLAIN, 5 H R BRIRE

+ AddTagsToCertificate

 ListTagsForCertificate

* RemoveTagsFromCertificate
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Y Z £ Amazon Certificate Manager

EZEAMazon—EF 2E, fENAmazonEF |, LA USRTEANRERAZHLLBBEALANESR
MAEARNBIESD ORI EEEM,

ZE2RNIFHEEBAMazonT7E. TEXEENREERNCZHNLZEENEPNREMY

s TRE — Amazon ERIFPEAMazon=H i1z TAmazon RS EMZE ., Amazonik 3 RIRE AT LA
ZE2FEAWNERS. Third-partyfERI—F 2 , FiHMEHN XM IERNZEHNERE, ETHE
A& #MitKIAmazon Certificate Manager , 2R EM it RIR 28X 2 BT E R B IRS .

- THRE-BNRITHEERANAMazoN RERE, BEEENHEMEENT , SELNBENER
., BRBNERURERAEEZEN,

A A4 HE BY IR T R 1E (F F§ Amazon Certificate Manager (ACM) B MR A 9 B =EER, UTEJ
WA ELE ACM USRI BN REMMER BT, BIEFES AR HtAmazon RS K BEIE
iR AR M ACM BIR,

£
- BHEIEHRI Amazon Certificate Manager

« Identity and Access Management Amazon Certificate Manager

- ¥)#1EAmazon Certificate Manager
- PR ERIEEZE £ Amazon Certificate Manager
- BREXREK

H By B3R 7 Amazon Certificate Manager

Amazon FTE# B E A TR Amazon Certificate Manager FHIEIE. WAE R FTiRAmazon ,
HRPEITERNBHLEREMZEHAmazon Web Services =, BAREFWNITESEHEMER LK
RAR G, BEATEFERR Amazon Web Services RS NEZ £ BENEEES ., BXRHIERIL
NWEZER , BESRPE X EREER

HTFHBERPEN , RONBBUERT Amazon Web Services Ik /& E 7 Fl Amazon IAM Identity
Centers}, Amazon ldentity and Access Management (IAM) iEBEMNABF. X#& , SMNEFRREBETT
HTERRAENNR, BEWEES LT AR EIE

s NBNKFERZSESHRIE (MFA)
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« T SSL/TLS EAmazon®iREF. HATEREM TLS 1.2, BWER TLS 1.3,

- EARE API 1A FEZ B EAmazon CloudTrail, BX{#E CloudTrail IR ERiEIRAMazonE s V{5
B, &5 (Amazon CloudTrail B F1E8) HHEAR CloudTrail %o

« EAAmazonMZEfERFA RUREPHABERINLZLEHAmazon Web Services fRS

- FABRIEEZLRS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
iz

- MREBEAMazonBER B HITRED API HITHRINFEELT FIPS 140-3 RIEMMEER | E6EA
FIPS in . BXATAM FIPS inRMEZER |, B (EERFEELERA (FIPS) 5 140-3
W) https://www.amazonaws.cn/compliance/fips/o

BB BN EEERBBER (MEBEFNE R4t ) MANRESHEBEERANERFTER
(MBHRFEER) ,» XBFEEAmMazon Web Services FRESEREHIA. APl 2 Amazon SDK 5 ACM =
Hitt A& 1ERT. Amazon CLIIEATEMHHRERBHBA XN AFEP M AN TAHER TR Tt
BHUWHEE. MREEMABRSEFRM URL , BRIBWETEERU R I EEIEE B REUEX Z R
SERMER,

IE PR RANZ M

YHIBERNHIUEF AT , Amazon Certificate Manager(ACM) 45— public/private key pair. X F5
ARIES , BAERBAN. A2EZAFHANLEBN -5, ACM FEIEHREMENNFIA , AEA
Amazon Key Management Service (Amazon KMS) RE BRI FAtH, ZE BN ITHESRUO TR

1. BREENMAmazonXZHFER S AR , ACM £Amazon KMS keyf# A 3l & aws/acm & — 4
REIEFH, bk KMS Z£EE MNAmazonlk 7 FENAmazon X i3 # 2 M — Y,

2. ACM fEA Lt KMS MZRIEBWFAEZH, ACM NEMMBRWFAE R , MU XA F
FAHEZH, ACM EHHERBH KMS 2248 3K %245 EAmazonlik -~ Fl4F EAmazon X ig R Fr & i A FA
£,

3. FHEBXEkF 5 Amazon Certificate Manager SRR BY , ACM £FHERFMBHFBE B KE
BIRS, FEBIRBT —NENAmazon KMS |, AFRSER KMS ZAMBIEPHFAH. BXEN
MWEZEER , 55 R Amazon Key Management Service F & A RSP FE A EN, HX ACM X
BHURSNESER , #2H BIEARS=IEEG L,

(® Note

Lol LR & B3t 2 Amazon KMSEN ., MR R TEAEREEMBREN |, MEkEERR
&1 ACM ThEE,
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4. ERRFEA KMS ZARBEAEEH, AR, ZRFSEALEBNER (AEXE ) MAEEHE K
BUYLZELHBEFERE (SSLTLS 21F )

5. SR ERMRSBUEXERE , PR 3 PRIBNENFRER . XEWRE , ZRS BRI LUEH
KMS ZHHRBZIE BB RN,

|dentity and Access Management Amazon Certificate Manager

Amazon |dentity and Access Management (IAM) Amazon Web Services fRSS W& BIEE A T2 #hid
FIXF Amazon BRI EIA R, IAM BB REHTEL S HRIE (&%) RN (EENR ) 4
ACM BRI AR, BT LLERA IAM Amazon Web Services RS , TEX NN TEA,

FH

- BX

- ERSHHITHEHRIE

- EARKEERR

« 304A Amazon Certificate Manager 5 1AM i & & F

. EF 5K EM RH Amazon Certificate Manager

- ACMAPI IR : RERMERSE

« Amazon BV FEE KB Amazon Certificate Manager

- FRHRBE ACMLEEEH

- FREMEAAE (SLR) 5 ACM £E56EH

« X Amazon Certificate Manager & 3 F i [7) 3t 17t FE HEBR

R

&£ 753 Amazon Identity and Access Management (IAM) R AR

s REAF : MREBTEHEINEE , BNEBRALERNR (ES X Amazon Certificate Manager
545G R T HREDRR )

- REEER : BEALHRNBREHERINRER (S FH 0170 Amazon Certificate Manager 5 IAM
BEEA)

« IAM BER . RERATERHRNRIWKE (BSRET 5 HHEE RH) Amazon Certificate
Manager )
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A SMHITE ORI

SRRILRE Amazon EASHEILRFMNAR. B4HEL 1AM AP 54031754 %RIUE Amazon Web
Services IKFRAF , EBLEF IAM B3 1TH BRI,

X TFimREIE , Amazon 2 SDK M CLI R BERBTHHELEE. AXREZRELE , F2H (AM AF
iEr) PHERT APl iEREAmazon L& HRA 4.

Amazon Web Services &~ root FAF°

B2 8t Amazon Web Services Il |, BE2E —18B R Amazon Web Services Ik root i F° Y & %
5% , 2B KA LUT LA RIFFE AR Amazon Web Services R% MER. RiITBIBWTFEFHE
AR#TEERES. EXEERAFPKIENMES , #2058 (AM AFER) PWEEEFFP EIENE

Fo

ERNREXE , ERAXAPEAESHREBNERE B0 RIUES 8 Amazon Web Services fRS
IS BHE B HEAT I .

REGMmRIEXRBENDSIE R, Web SR HREE A Amazon Directory Service , & Amazon
Web Services RS fEAR B S HBRNERETHRNAF, KESHRATRHIGHZIEINAG,
IAM AP #84

IAM AFRINENMAGRSNARFEESENRHN —1MEH. BIUEAIGREIE  mIEEFKIEILE
B IAM AF. BXEZER  ESR IAM AFRFEREFNERALBAFFERASHREFNEKS B ORI
= 8E Amazon £ g BHE B #H1TIH A,

IAM EfEEE—4 IAM AF , ETEBRNENABAFRTNREE. AXESZER , H5H (AM A
Fier) Y IAM A ER S,

IAM A&

AM B EREERENRNFM , TREKRRZIE. SUUBIMNAFTHRE IAM A (#FE) R
@A Amazon CLI 5 Amazon API RERRKAAE., BXEZEER , H2H (IAM AFER) P
Y R=Y: PP

IAM B FEBREAFHE, me IAM BFPRR, BKFiGE, BRS 7GR R TE Amazon EC2 Lz
THRAREFEEER, AXEZEER , 58 (AM BAFIEE) B8 IAM R EIK P FIREE
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A1 LA Amazon &3 62 KB 3 H N2l Amazon H AR IFERZFE PR HRINR. RBEXL TS
SO WARKKEIHNNR, Amazon EEFEARHFERMITEXLER R, KSBERMEERL JSON X4
By Amazon FEXFHER. BX JSON RENHENESFEE , HSH (IAM AFER) 8 JSON X
B R

EERAEAKRE , BYE BN EEATUEAF A4 TR BLERRITHEREREEERNGRMT
Ao

BUBRT , ARAAeRENR, IAM EER 62 IAM KT HEAMESed , RARRAFATLE
EXEAE, IAMRKBEEXNR , SHRITREMANG EZTLR.

ET BRI RES

ETHMNRBREMMNBSH (A/., AWNAR ) B JSON NRKMI A, XEREIZH S5 7
BHATH ARE, MBERFEHRTUAREMLAZATHT, ETHOMCIRETSONERE , §5H
(AM FiF{EmE) FNEATSEEAREE LB E X IAM XR,

ETEMRBEAURARRE ( ERRAZNENFHP ) ARERE ( HNBSNHHHIRIE
B ) . ETHRIAERERBNANRRE cBHTER  FS5H (AM AFER) FNEEERRS
MR R B 2 R FEAT IR

E T RIRAYREE

ETRIFHREE MR ZRAY JSON KM, R~PIEHE IAM B EEEREN Amazon S3 F#EH
Kb, EXFHETRARNEKBORST , BRSEERA AUEACIREFNBERFNLR. BLME
E T RIFH RS I8 E £

ETHRRNEBERNM T ZRS PR R, ETREETHRNVRBEHER IAM FH Amazon £E
Ko

H R rg A
Amazon XEHMEREER | XLERBERLIREEENNEBEREFHNHE AN :

« RNRLR-REETEPHNERBALUET IAM EHNEANE, EXEZELE , H255H (IAM AF
B8 T/ IAM SRR PRID 5

o RSIEHIZERE (SCPs)-1E RIS EH LKA LN B A B KINPR Amazon Organizations, BXEZE
B , #5/ (Amazon Organizations FiFF#8R) YIRS IZHIK RS
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o RIRIEFIREE (RCPs)-REKFHPRBENRAAANR, BXEZELR , 5ZH (Amazon
Organizations FAF1Em) W EIFRZEHIFKE (RCPs).

- RERKE - ENACHEKSAFCERRRSERN , FASBERENSHEKR, BXEZER , BS
5 <IAM BFPiEm) PRISERE,

S REGRE

SN RBEWRBEA T —MERE , ERORREMERNELIRRE, BT HRES RS HRBEER
A Amazon BERE AVWER , HSH IAM AF BB KRB ITEEE,

747 Amazon Certificate Manager 5 |AM Bt & F

EEH IAM BEIEX ACM WIIF R 281 , BR1% T #RERLE IAM ZhaERT A F ACM,

& T AR B FA Y 1AM ZhBE Amazon Certificate Manager

IAM Zh&E ACM X #
EF 5 BH R =
E T RIRH R e
RERE =
REEHR =
KRR (BETHRS ) =
ACLs )
ABAC ( BRI ) =
EARR =
REAE B
REXEKAE =
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ELE T ACM MEAM Amazon RSWAE XS IAM B S €A , H2H IAM AR EREHYNE
IAM B2 & 5 Fi 9 Amazon iR

ACM KV E T B 10 #Y R g
XHETHRNER . 2

ETHHNRBETMMESZH (0 IAM AF, AFASAE ) B9 JSON RRREE A, XL R
EHEIRFMASAEMPRA TN BERRTHBERE, ETHRNTOERET HOMRE  FSH
(AM FiFiEE) FNEATMEEARKE L BE X IAM RIR,

BEMEA IAM ETEMRHNEKRRE | BUEEAFSRIELNRENTRARAGRIELBRENTYE. B
THTE JSON K FEHAMNMETE , B5H (IAM AF#ER) FH IAM JSON EHETESI A,

ACM B & T 5 1789 5K B Rl

EEE ACM ETHHNRBHN TR , B8 ET 5O ERTH] Amazon Certificate Manager,
ACM R E T RIRH R B
TRHETRRNEE &

ETRIFHREE M N BRAY JSON KM, ETRFHNRENRESE IAM ABEEREM
Amazon S3 FREMEKE, EXFETRRNRBHNERES S  BRSEER TUEAENRZFHNEE
RFENBER N FEERMINREERN TR , REEE SEE 47 BT Z A RRITHBEREAREMFA
FHETIMIT, EXMEETHRNRBFHIEEEE, ERATUBEKS, AP, A€, REAFH

Amazon Web Services B

ESABK/ER , SR UHENKSHEMBKS N IAM XEEEAETRRNREINEME, B
XEZER , FEH (AM AFER) PR 1AM FEYEK S R IR R

ACM YR BEIR1E
TRERIREE 2

I R A LAER Amazon JSON REERIEEW AN BRI L, HFRY , BN EETN AR IFR
1THRE | UREMALAFHTNIT.

JSON MK Action TEMAAATERKT AT RIELLFHNRE, ERBPISHREAR TR
ITRERERRR,
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EEER ACM BENIXK , FEH (RSENSZE) FH Amazon Certificate Manager & XKV 1E,

ACM F Y RESIRAFTEREBIER LT RIAR -

acm

EESENEOPEESIRE  BEAEZSHENRT.
"Action": [
"acm:actionl",

"acm:action2"

]

EEFEACMETEMNEBN RS , H5R ET 50K K T4 Amazon Certificate Manager.
ACM Y SR BE B R
HRBRR . =2

B R W LAEA Amazon JSON REERIEEERMIARMT L, BRRY , WA EMAATLN LA TIRR
1TRE |, UREALAFHATHIT,

Resource JSON K TR EEEZBHNAREN —IHSZ MR FNRESXEK , EEAHE Amazon
FBREBH (ARN ) BERR. N TAXZFRFRERNRORE , BEABEMS () ENEANATHER
Ro

"Resource": "*"

EEFH ACM BREXBRHT|EK ARNs , BZH (BRFENXSZE) Amazon Certificate Manager® E X
WER. BT HRUUEBLREFRIBEEESNERN ARN , iHS [ Amazon Certificate ManageriE X #Y
B1E.

EEE ACM ETHHNRBEN TR , B8 ET 5O KR TH] Amazon Certificate Manager,
ACM HI K BE S 24
XREBETRSNERIER : 2
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https://docs.amazonaws.cn/service-authorization/latest/reference/list_awscertificatemanager.html#awscertificatemanager-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awscertificatemanager.html#awscertificatemanager-resources-for-iam-policies
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awscertificatemanager.html#awscertificatemanager-resources-for-iam-policies
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awscertificatemanager.html#awscertificatemanager-actions-as-permissions
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awscertificatemanager.html#awscertificatemanager-actions-as-permissions
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EIE R W LAEM Amazon JSON REEREEERMIARMT L, BB , WA EMAATL T LABTIRK
1THRE  UREMALAFHTNIT.

Condition TERBEEUNRXHEEBAMEHIIT. B REEASGCZESR (Hlw, EFHD
T ) WEHRENX , UERBRPNKGEERPHVEMELTE, EEEME Amazon £REHE |, 55
3 1AM A PR Amazon £ B54 £ T XE4H,

BxX ACM ZU4RAMFIK , FZH (REFENSZE) B8 Amazon Certificate Manager HI &4 %40,
ETHAUEAZHRNRENTR , ESHHEELHIERIE Amazon Certificate Manager,

EEE ACM ETHHNERANRE , SR ET 558 EK =B Amazon Certificate Manager,

ACLs £ ACM H
X3 ACLs : &

mEEH SR (ACLs) ZHIMLERIEA (KPKA, AFSAR ) ARBRTR. ACLs SETRIFER
REERL , REEAAEA JSON RN,

ABAC LA K ACM
¥ ABAC ( BB ) - 2

ETRIMEWBERRES (ABAC ) - ENER | HRMETHHFENEERE URR. £
SR ME IAM 4 Amazon 3R | AER I ABAC BB AESIEANFES HR LIRS
LB T R

EETHRZEEHE IR , BEEMFEAH aws :ResourceTag/key-nameaws :RequestTag/key-name
aws:TagKeys R4 EBERBNRHTEPRUERZER.

MRENBRSEN TEMBERREBIFMAX =GR , IXT RS  ZENR. NREMRSN
NTHDFRREIESMEX=FM4R , NZENTD.

BEX ABAC WEZER , H#5H (IAM AF#ER) FWERA ABAC BINENNRE, EEFIRE ABAC
SHRNHEE , B3R (AM AFER) PREAETEMMNIHRIMNRZES] (ABAC) .

FimetEUE R F ACM
TERIGEHEILE : 2

I BHIE B IR XS Amazon BIREHEHHIHRNE , A ERELREAKES SRR TR ACKHBEICIEN,
Amazon BIUEHBSERIGFHER , MAREAKBIERZHR, BXEZEE , H5H (AM AFiE
Y BH IAM F G Z £ EUERER IAM B, Amazon Web Services RS
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awscertificatemanager.html#awscertificatemanager-policy-keys
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awscertificatemanager.html#awscertificatemanager-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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ACM K955 BR 55 I (X BR
TEERBELE (FAS) : 2

¥ RIFRISE (FAS) # A8 A EEM PR Amazon Web Services BRS , Bl L Amazon Web
Services RS B TS A HiERMER, XA FAS ERMNVKEIERE , BSRERHRLSE,

ACM B RS A&
xEFERSAG &

REAGEH—TRSZIEE. REREHITEEN IAM £, IAM EEB R ATLE IAM B4I2E, SFn
BREESAR. BXEZER , BHZH (IAM AF1ER) FHAI2E [ Amazon Web Services R 55 Z kAL
R AR,

/A Warning
ERRSHEHNRITELKA ACM ZhEE, X= ACM REMEXESH T RERS AR

ACM KBRS X A &
XBREAKAG : 2

RESHEXARR —TSRS RN Amazon Web Services REREZ AR, RESAURARRERNIT
BENAE, BESHEXAEEINELEN D Amazon Web Services I/ |, A BHRESAAE. 1AM BIER
A EEEBTEREBRSEABHNER,

BARUZFEERSAXBENFACE , FSHREY S IAM BEEAKAmazon RS, ERHPE
BRRSHEXRACRITEE Yes IR, ERREEIUET ZRFHIRSHEX BB,

E T 5 AR RG] Amazon Certificate Manager

RANBRT , APNAGKRECETEHR ACM BRIWNR, ERTAFLNAERRNITRENN
BR , IAM B3 R A LA IAM SRR,

BT RNAERXL RG] JSON REXHEGIEET IAM HHNEE , 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

BXRACM EXHBRENMBTRER (2FEEHRREXENKN ) WiIFAGE , F2H (RFENSE)
Amazon Certificate Managerf fiR1E. HRMZ4HZH. ARNs
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awscertificatemanager.html
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F&

e

- £/ ACM 2§l &

- AFAFEREMITESHNR
« BIHUES

« ERIEFH

- BRI

« SALEH

* MIBRIEH

REERIEREK

ETEONEBBEEENMARDULUCE, HRINMBEREKSFFH ACM TR, XLRETRELE
Amazon Web Services IKF =4 KA, SIZHREE T SRR , HEEUTIERMEI :

- FaEA Amazon RERBEH ERRENRNE — EFBEAFMITEARR TR , EEART
LELAGIRTINENAmazon EE X, SIIERMRAF TTH Amazon Web Services Ik,
MBI EN E X BRI Amazon BFRE R Kk#H —DRINR. BXEZER , HS
7 <IAM AF#Er) K Amazon FEE RS TEIREER Amazon FEE K,

- NMARENR : EEH IAM REERENRER |, BEBEFRITESFENNR, Atk , BALUE XL
ERERGTUIUNBERFRRITHERE , B NRENRIEFTT, EXEH IAM BMANRHNESE
B, BZHRE (IAM AFErE) R IAM F YR B IR

« fEF IAM RPN R4 — SRS E AR ;4807 LG 5K B IS4 SR BR &I R R R R R
Bl | AR BRI R RIEESMER SSL A EFIEHER, NMRRSRERBEIHE Amazon
Web Services RSSHY ( Hl40 ) SEARY , Mt AT A KA R B FX RS EER G E PR Amazon
CloudFormation. BXxEZEE , FZE (IAM AR £/ IAM JSON FEITE | &4,

« £/ IAM Access Analyzer B iEER IAM Kl , AR R LS MEMIOEEM : IAM Access
Analyzer 2K IEF REEMIM B KR , LBEARBRAS IAM RBBIES (JSON ) M IAM HESE
B, IAM Access Analyzer 2 100 ZTRBEREMTRENEI , URBEHER L BEEMEN
K, BXREZELE , BH20H (AM AF1ER) FREA IAM Access Analyzer KiiE KB,

- ZEEZEHHRWIE (MFA)-ZR Amazon Web Services I RNIZREE IAM AFSRAF |, BB
A MFALREZ:2MH, EETRA API REREE MFA |, B MFA 4R NBEHRESR, BX
EZEER , 5858 (AM AFERE) RREA MFA &R API 1714,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R 2 HEXE,
£ ACM #2515

E 1A Amazon Certificate Manager ###|& , BATFE —HARIENR, XLERPRAM A GFEF H
BE A KXIE Amazon Web Services Ik # ACM ﬁiﬁﬁ’]lﬂﬂﬂn B, NRGIZLEXENHZENRERN™
BOETHHNER , X THRMTZREANZE (ARRAR ) |, BHANLEEMBEREET.

S F{EA Amazon CLI 2 Amazon APl WA , BLERHREREEZEHANE, Hk , RATFH
B 5 HZ X ITH API R/EHE ITERYIRE,

NARAFNAGNATUER ACM 24lE& |, BB/ ACM AWSCertificateManagerReadOnly
Amazon EERBEMMEISEE, BXEZELR , 28 (AM BFER) R AP RINRR,

ARFAFEEHITE SR

ZRGIEER T B RS | LAY IAM BFRFEEMMNBIERAF SR NERNITE N R, LR
BIEEEEA LA Amazon CLI 5 Amazon API LA4RTEF I AR LR ERN R,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",
iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
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https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AmazonCertificate Manager ArfEm

"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,
"Resource": "*"
}
]
}
Hl| HHE

LTREARFRFSIHASKSPRAAE ACM IEH,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "acm:ListCertificates",
"Resource": "*"
}
]
}
@® Note

ACM E B FEE IR F 8EE /R1E Elastic Load Balancing 1 CloudFront 32 %14 &,

BRIEH
UTREEHEL R /1R ACM A1 S N AFIEF.

JSON

{
"Version":"2012-10-17",
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"Statement": [
{
"Sid": "DenyACMCertificateRequest",
"Effect": "Deny",
"Action": [
"acm:RequestCertificate"

1,

"Resource": [

myn

]I
"Condition": {
"StringEquals": {
"acm:Expoxt": "ENABLED"

KFRIEH

BT REERTFRFRREIE ACM LS,

JSON
{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "acm:GetCextificate",
"Resource": "arn:aws:acm:us-
east-1:123456789012:cextificate/certificate_ID"
}
}
2 AIEH

UTRBEARFRFSALES,
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JSON

{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "acm:ImportCexrtificate",
"Resource": "arn:aws:acm:us-
east-1:123456789012:cextificate/certificate_ID"
}
}
il BRALE 5

LAF SR B 2 VF A P L BR4STE ACM IEH

JSON

{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "acm:DeleteCertificate",
"Resource": "arn:aws:acm:us-
east-1:123456789012:cextificate/certificate_ID"
}
}

ACM API X R : BBER R RS &

FRBNREETMME IAM AFRRACKHHEEFHMNEANREKE , AUERATRENSE, XF
# 5 — %I H T E4 Amazon Certificate Manager AP| 24, &I LAERIER Action TEHIEER
B, RRMIPFRETMANER -

A BAESERY ACM SREEHREEA IAM policy TERFREFRM, AXTRIIK , HZH IAM A EREH
RV A A
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys
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® Note
EEERE , FE API BEBHRZBIEA acm: B4R ( Bl

i , acm:RequestCertificate ),

ACM AP| £ 4EFX R

ACM API &1

AddTagsToCertificate

DeleteCertificate

DescribeCertificate

ExportCertificate

GetAccountConfiguration

GetCertificate

ImportCertificate

HERNR (APl #4E)

acm:AddTagsToCerti
ficate

acm:DeleteCertific
ate

acm:DescribeCertif
icate

acm:ExportCertific
ate

acm:GetAccountConf
iguration

acm:GetCertificate

acm:ImportCertific
ate

7R R

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

HE

ACM API R RS%E
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https://docs.amazonaws.cn/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_DeleteCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ExportCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_GetAccountConfiguration.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_GetCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ImportCertificate.html
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RAriEmE

ACM API #

ListCertificates

ListTagsForCertificate

PutAccountConfiguration

RemoveTagsFromCertificate

RequestCertificate

ResendValidationEmail

SearchCertificates

UpdateCertificateOptions

Amazon FIIEE F B Amazon Certificate Manager

HERR (APl #1E)

acm:ListCertificates

acm:ListTagsForCer
tificate

acm:PutAccountConf
iguration

acm:RemoveTagsFrom
Certificate

acm:RequestCertifi
cate

acm:ResendValidati
onEmail

acm:SearchCertific
ates

acm:UpdateCertific
ateOptions

RIR

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

xE

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

Amazon FE& FK

7 1.0 120


https://docs.amazonaws.cn/acm/latest/APIReference/API_ListCertificates.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_PutAccountConfiguration.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_SearchCertificates.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_UpdateCertificateOptions.html
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Amazon EEFXHERENETIENIE I EM Amazon, Amazon FEEXBERE N FZE L AHIEM
PR, MEZRTUFBR AR, ANMAEDENER,

FHifE , Amazon HERB AT NEHREMHIRTFRENRNR , BACIIAHEAE Amazon
ERER, RNBUVESERE TEARMNE S SR RERE -SRI NR,

BT EE N Amazon FEEFRHEAHE N WNR, 2R Amazon B Amazon EE RS E LHINER , W
EHaEMZRBAMABENMEERASS (AP, AFA® )., Amazon RETFREERBIHH API
I A RS 7] LAE A # Amazon Web Services BRSS #9 API #2ERTE # Amazon & KK,

BXREZEE , F50 (IAM AFER) R Amazon FEE AR,

AWSCertificateManagerReadOnly
L RBERMA ACM IEBH RRHENR ; EAFAFHER. JIH,. BRAKLEK ACM iE+H,

ERRFIAFEFRN Amazon FEE KB | 532 https://console.aws.amazon.com/iam/home#
policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly,

BXREREIFMESH JSON Ik |, iHSFAWSCertificateManagerReadOnly,

AWSCertificateManagerFullAccess
L RBERM T XA ACM BREMB RN T LT E.

EEBRHAPEFI Amazon TE XK , i3 ZE hitps://console.aws.amazon.com/iam/home#
policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess,

BXRIBIFHMEEH JSON F&k |, FSFAWSCertificateManagerFullAccess,

ACM Xt Amazon & R E

BEREHZBRSTHRREFEXLEEHRAR ACM Amazon BRERBEFTNFMAEFER . EREEXLENEER
R EZIRR , iE1TH ACM X7 218 %k RHE LK RSS iR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSCertificateManagerReadOnly.html
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSCertificateManagerFullAccess.html
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BX iR H HA
WhNT SearchCer AWSCertificateMana 2026%F3H31H
tificates X#&Z gerReadOnly REZH
AWSCertificateMana E8EAA SearchCer
gerReadOnly K, tificates APIEENN
R,
7SIT GetAccoun AWSCertificateMana 2021 £3 A3 H
tConfiguration X gerReadOnly SREEH
%) AWSCertificateMana ESEAA GetAccoun
gerReadOnly K, tConfiguration API#
EHIUR
ACM FFIRIRBRE X ACM FFIRERER Amazon £ & 2021 £3 A3 H
FHEHE N,

M&EHRE ACM EE&EH

Amazon Certificate Managerf£ F| Amazon Identity and Access Management (IAM) &4 % 4A BR %I 33 E
FiERWIAE. £A IAM policy XARF = HIKEE ( SCP ) KM ZR , B LGIEFSALENH
EFHERK,.

(® Note

£ ACM &8 EAmazont B4 EMHESaws : PrincipalArn , flinit — S REIX 45 E A
FRAeRIRE,

X #FH ACM &t
ACM API BREM 0y R

S5 XK ACM APl 4 Type i, BA
acm:Valid RequestCertificate FRFE fIE ACM IiIE J5 3% T
ationMethod ( DNS , EMAIL , HTTP %&iFsR
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/domain-ownership-validation.html
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52 Y ACM APIRE  Type i, B
acm:DomainNames RequestCertificate ArrayOfString f&#E ACM BRI
A ik
acm:KeyAl RequestCertificate TR iK#E ACM Z4AE LA
gorithm KN FFIETE R
acm:Certi RequestCertificate FrFE KA. FREEINIT
ficateTra ( ENABLED , DISABLEI Bt&# , BBRERL
nsparency HEH S A&
Logging ER&FiLx , #EFK
EEA.
acm:Certi RequestCertificate HAT % &4 ACM &R P AYIE
ficateAut A0 R ALK T 1 E R
hority

R FREIRUESS &

LA SR BEAE A BB F BB IO S SRIBL FHVIEBIER |, BFF
A arn:aws:iam::123456789012:r0le/AllowedEmailValidation &€& & HHiERER

JSON

"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCextificate",
"Resource":"*",
"Condition":{
"StringLike" : {
"acm:ValidationMethod" :"EMAIL"
},
"ArnNotLike": {
"aws:PrincipalAxrn": [ "arn:aws:iam::123456789012:role/
AllowedEmailValidation"]
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https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.amazonaws.cn/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.amazonaws.cn/acm/latest/APIReference/API_RequestCertificate.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.amazonaws.cn/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.amazonaws.cn/acm/latest/userguide/domain-ownership-validation.html

RAriEmE

AmazonCertificate Manager

w2 b BERASE
KT SR MR A BR A [H ACM IEBER.

JSON

"Vexrsion":"2012-10-17",

"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {

"ForAnyValue:StringLike": {
"acm:DomainNames": [

||${*} . *
]

B3 BREBIEFE
AT RBEIE4 IE * . amazonaws . com &5 B E Y EMI#T ACM iEHiER

JSON

"Version":"2012-10-17",
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"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate"”,
"Resource":"*",
"Condition": {
"ForAnyValue:StringNotLike": {
"acm:DomainNames": ["*.amazonaws.com"]

ZRBEUUE-SREANBENFEH. EBRRATEPZSMNREED —INREER EENIFER,

JSON

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCextificate",
"Resource":"*",
"Condition": {
"ForAllValues:StringNotLike": {

"acm:DomainNames": ["suppoxrt.amazonaws.com",

"developer.amazonaws.com"]

}

=l 4 BREIBRAEE

UTF R ERASRHEEE StringNotLike RN A A ECDSA 384 {4 (EC_secp384rl) BiAEEE

RAVIEF

EAZtR
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JSON

"Version":"2012-10-17",

"Statement":{

"Effect":"Deny",
"Action":"acm:RequestCexrtificate",
"Resource":"*",

"Condition":{

"StringNotLike" : {
"acm:KeyAlgorithm":"EC_secp384rl"

TR ERZMHES Stringlike MBEAF * PLEIRFE LEE ACM AR EERME(T RSA B A EERYHTIE
P

JSON

"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringLike" : {
"acm:KeyAlgorithm":"RSA*"
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RAriEmE

B 5 : PR IIE S 5 A A
U R R A ERRENABIEBIANM ( PCA ) ARN BRFIEFHFER,

JSON

{
"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCextificate",
"Resource":"*",
"Condition":{
"StringNotLike": {
"acm:CextificateAuthority":" arn:aws:acm-
pca:region:account:cextificate-authority/CA_ID"
}
}
}
}

HRBEFEA acm:CertificateAuthority &HRAN /2 ¥F Amazon Trust Services MK By AFFEEIE

PBHFER, FHEBMAEHA ARN REHN false GEFHLERH PCA WABIEHIER,

JSON
{
"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"Null" : {
"acm:CextificateAuthority":"false"
}
}
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}

RS HEXA® (SLR) 5 ACM &4

Amazon Certificate Manager /8 Amazon Identity and Access Management (IAM) fR 5 #E% & & /5 F
BEITAAE CA A HENHMK A MAMNFBIEPH. Amazon Resource Access Managerfg$5#5<
A’ (SLR) REZHEE ACM REH IAM B, SLRs HACMFIENX , BFZRSAREFHE
ft2. Amazon BRSFR B FT B R,

SLR A[it B ERMHIZE ACM , AAEBEEFHRMAENNRENAH#HITEASENIERLER, ACM
ENH SLR AR , BRIEBHEN , BNMRE ACM FJUBEZAR., EMXHNRBRSIFESEFER TR
PRIZEE , T BANPRERBE T REFS I BMEAT E fh IAM 34K,

BRZFNEHMRSZNESR SLRs , F5H5 IAM B & EAAAmazon RS , H##E “REHEXRAR" 5
RERRE ‘B RS, EETHEEN Yes TUEFZRSFH SLR X,

ACM #J SLR #XFR
ACM fEF & Amazon Certificate Manager BRSS B &K SLR.

S AWSService RoleForCertificateManager LR S TR FRIEBEZA R -

* acm.amazonaws.com

A ENRER T ACM X5 E IR TR TR4E

« B1E : 1T acm-pca:IssueCertificate, acm-pca:GetCertificate

BB ENR AV IAM 3K (Blan , AP, AR ) tlE., REIMER SLR. BXEZEER
ESH (AM AFERE) FRIRSHEXABNR.

/A Important

ACM TRESIRTE , ELEBELNIKF P REFHE SLR, MRFEMR iam:GetRole PR
EHEBETEIKFH ACM SLR , MERIZE SLR BT a2BAHIER. MBRRBRAEXE , LK
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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REWK S EERATREEERT iam:GetRole 1HE ACM KX R , REFEMNIKF 5 ACM
HE R AWSCertificateManagerFullAccess X<k,

A ACM ## SLR

TEFIHIE ACM FEHAM SLR, L& H Amazon Web Services BIE124|&. 3 Amazon AP i
& ACM iE$# 8+ Amazon CLI , ACM 28 X RIERIZE SLR , LMELRAHLEMNE —NKF8I2FE CA
Amazon RAM (X FBEMIEH,

MRIEWEEEN ACM TEBELNKS, FREFHE SLR , W ATRE B WK & BRI K R IR T Fr & 8V 1%
R, Amazon #AF CA XF LM IERE SLR , BMAATLUMKIES , B ACM R EBHEITIE
B, EFEBRZEE, BXEZFER , $Z5H ACM RFEXEKAE (SLR) A&,

/A Important

MREHEFERMLABTIFHN RN MRS FERENRAE | b SLR ATLAHIE SR IKS H.
B\, WREH 2017 F 1 A 1 BF X ACM RF 2RI ERZMES SLRs , BA ACM &7
290K P o B 28 1% AWSServiceRoleForCertificateManager B2, ETHESEER , BSHAEK
BY IAM KPR LT A 6,

MEEMERLE SLR , RAEZFEBEXRAERE , WAUEAUTE—HZE .
- EIAM EBHIEF , EFEAE, AIEAE. Certificate
Manager , CertificateManagerServiceRolePolicyf# 1% F I 8IZZ#H A,

« f#/ IAM API CreateServiceLinkedRoleZ A R #9 Amazon CLI @5 create-service-linked-role , f
Facm.amazonaws.comfRE & FreliE —4 SLR,

BREZER , F5H (AM AFER) PHEERSHEXAE,

4% ACM By SLR

ACM T R iF 1844 AWSServiceRoleForCertificateManager [RE XA, ELIE SLR g , %
ZERZACHEN , ENTREETEANEASIAZAR, T3, B LUEA IAM FEACNIREA,
BEXEZER , B2 (AM AFER) FREERSHEXAE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.amazonaws.cn/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.amazonaws.cn/IAM/latest/APIReference/API_CreateServiceLinkedRole.html
https://docs.amazonaws.cn/cli/latest/reference/iam/create-service-linked-role.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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fIER ACM 8 SLR

8B E T~ EEM R AWSServiceRoleForCertificateManager # R ##l, B2 , AL IAM 24
A. Amazon CLI 2 Amazon API FiffirAe, BXEZER , A (IAM AFIERM) PHMIBR
REHEXRAE,

ACM X #rY X1 SLRs

ACM X #F SLRs 7EEIRT12# ACM 1 Amazon A8 CAWFMIEXEHR, EXEZEER |, BS
# Amazon X 15 % & o

X145 #5 XEFRIR ACM H X 5
EERZ (FFRILMILE ) us-east-1 =
EZERIB ( BXEM ) us-east-2 Jt
EZERZ ( MAERILILE ) us-west-1 B
ZEFEIB (HEXMN ) us-west-2 A
TA#X (&3X) ap-south-1 .
T A#X (KB ) ap-northeast-3 .
LA#BX (BR) ap-northeast-2 =
o ARH X (TN ) ap-southeast-1 =
LA#BX (ERE ) ap-southeast-2 =
WA#X (FRR) ap-northeast-1 =
NEKX ( BE) ca-central-1 =
BN (EZRE) eu-central-1 =
B ( 7RERE ) eu-central-2 =
BN X ( ZR= ) eu-west-1 =
ROt X (462 ) eu-west-2 =
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.amazonaws.cn/general/latest/gr/rande.html
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X145 & #5 X 4R
B (B3R ) eu-west-3
EEM (ZRF ) sa-east-1
RE (JER) cn-north-1
FE (TE) cn-northwest-1
Amazon GovCloud ( ZEEZP ) us-gov-west-1
Amazon GovCloud ( EEZRZB ) K us-gov-east-1

¥t Amazon Certificate Manager 5 13 F1j [8) 3# 17 5 B& HE BR

SEAUTEE RS AEEEFSEHA ACM F IAM B ] 818

£

« RENIE ACM FIITIRIE
« RENIE ACM FEHFIES
- EFEBIT iam : PassRole

e[ R

o R AFRIUINE A Amazon Web Services K iR FERH ACM &R

BERE ACM TR E

ACM H %

L 17 NS 7/ B

fim

MREBREHRRET , BRETRMITENRE | W STEH R AR VFRITZERF,

% mateojackson IAM AR ZREAREHAEETEEXEM my-example-widget BRNIFHEFER ,

BRWMEEN acm: GetWidget RRAT , 2K LT RHOIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:

acm:GetWidget on resource: my-example-widget

FEHRBERT , BHEH mateojackson AFMER , LAFER acm: GetWidget BAETHE my-

example-widget &Ko

MREGEEHY , ERREWN Amazon EE R, FNEERR

EHEREIUEA A

B BEHEE
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RELNE ACM HERFIES

MB BTN SR |, MRS ACM B PKI BE R DREMN , BFLLEEMIRATERIES,

3 IAM AFPZHRBd RS S , FAHALKEEREEN DENY FOETERIERE , 2 HIA T ROIE
Ro
User: arn:aws:sts::account::ID: is not authorized to perform: acm:RequestCertificate

on resource: arn:aws:acm:region:account:certificate/*
with an explicit deny in a service control policy

EXMERLT  NARFESEERRENKBNAXBRREHRER, & , FEENBRUAALFIERIE
PBo

R LRI AT iam : PassRole

WMREBRE|—NEIR | RIETHEINIT iam:PassRole B , MSMEHERBUAFEGHBIMEIRLS
ACM,

BL Amazon Web Services fiS5 R ERIAABERESIZRS  MARIEFNRSACIRSHE
XA®, Nt , BLAERNABEEERSHINER.

LN marymajor B IAM AP ZREAEH A E ACM RRITIREN , 2REUT RFIHIR, B
2, BRE4MEERSHCHBRFHNRST AIHITILEE, Mary FEENAREZEEIRIZHNE.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XIEF Mary FISRBE LA R P -EIAIT 1am: PassRole #B1E,
MBEEEHE |, FHRREN Amazon BER, FNEERRRUEREIN A,
REARFRUINE A Amazon Web Services IKF 1B IR ACM &R

LAt -1Ae , MEAEMKSPNAFREALNNARTUERZABRKRIL RGN TR, &7
BIEERESEEY , AURAAR, X TXHETRIFARESRTEZEH IR (ACLs) WARSS , BT
150 R 3 L5 SR B 1) AAT1 3R T 1 8] S8 Y BHR VAR BR

ETREZEERE , BBANUTRE

« BT ACM BEXFXLINEE |, S M 1 Amazon Certificate Manager 5 IAM Ei & H
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o BT @A MEIT AR IR AR Amazon Web Services I |, 2R IAM AP 1EE+
B &3 AE Amazon Web Services Tk 95— IAM A P 12215 0 XR .

o BTSN =5 IRE SRR R AR Amazon Web Services IKF | E5 1 IAM B F 18
FHEE=HREHRNR. Amazon Web Services I F°

s ETHRIMTBESBHIRESRIEREFRNIE , 55 (IAM BAFER) AR NZL TSNS HRIUER
AP ( BRBRERIE ) REHENR,

- ETHRERACNETRRNRHATERSFRIZENZS , H2H (IAM AFERE) 8 IAM
RV ESTK R RE A o

# £ £ Amazon Certificate Manager

Amazon£ ERE A% i 2 Bl $Amazon Web Services X A Fi X#3##, Amazon Web Services X1
RESAYERENBENTAX , XETAXBEIRIER, SAHENSERNRNMNEEEZ, AT
AX , BRIt NREETAX BT it B SSMAREBHINARFNREER, S£E0ED
RENMNRFEROEMRREEL  TAXEEESHNTRAY, BEREINATT B,

BXRAmazonXFMOARXHWEZELR |, ES@Amazon e ERERZ

F Y B 1% i %2 € Amazon Certificate Manager

£} — I £ E R $Amazon Certificate Manager , ¥ AmazonZ kM E L LMW R, HXAmazonZ 2R
SR AAmazonRF BN EER , S HAnazonzZ e, EFAEMIRZSNRESEX
RitE#AmazonhiE | 558 S Amazonecurity Pillar Well-Architected Fram ework =89 E Rt 1% R
o

&I AMEAAmazonEX R APl BB M4 15R ACM. BFRSLAXIEUATRA !

« BREREMEMD (TLS ) o HMNERFEM TLS 1.2, BIWUER TLS 1.3,

- BEER2MAERE (PFS) WERBEH , 20 DHE ( BEH ) = ECDHE ( #E sk T E K Diffie-
Hellman ) . Diffie-Hellman KZHIMKR RS ( W Java 7 RESMRA ) BRHFX LR,

RT3 ACM HY4mIE 17 [ R

MEAFEEAMazonAEBHITRE , NEBEHRZH RN EAmMazon Web Services B2 12 &l
&. AmazonAP| flAmazon Command Line InterfaceFrE/ 51 ZE4H, RIREME |, RIEZIRETEIL | iZ
FUEH—NMNFEHA ID, —IMRRHRZAN — M REL AR BIPNEZESEAK
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://www.amazonaws.cn/about-aws/global-infrastructure/
https://www.amazonaws.cn/security/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
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EORAFRTREAGAMNR , HREFA TR —,

AP EERERHREIR BHY R
FR ?
IAM £ A HE L EX Amazon ER IAM AP i8S R i B

CLIZ; Amazon APl BWRFIEER  IEBS5Amazon®IREL S £ F
( BEESFEAAmazonRHEF X HiHBARITERE.
TEA),

IAM ( THERFER ) =R (IAM AF1EmR) PEE
fF A K HEIE L E N Amazon IAM A 7= #9175 7] 2 48 P #9153 BA
CLIZX Amazon APl WRTEIER B ITIRME,
( B FEAAmazon R HIF %
IESF),

B /4 <ok

R{EREK

RESRKRE T UBEEEE MR Amazon Certificate Manager (Amazon Certificate Manager) #9%2
Wo ATERERKETREZHR ACM BEFHERELE,

£l

« Account-level 25

« Amazon CloudFormation
- BEMEEFMH

- EREE

« U

o NSRRI BRIEA

« $TFAmazon CloudTrail

Account-level 78

BNERBPFERAKFRAIBE |, KIEHH ] LAEK PR3 EEEER, F4E5~IESENRMFFLIES
PAEREFRRNK, P, MRLTEFEAKFPREE , MBS EREPIEL kms : CreateGrant
BEXRRBRHNEFEARNBRNE, XLREKFPRAUFTIERHITERIZENAR, BXEN
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https://docs.amazonaws.cn//IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.amazonaws.cn//IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.amazonaws.cn//IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.amazonaws.cn//IAM/latest/UserGuide/id_credentials_access-keys.html
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WEE , GEENARIE , H5 (Amazon Key Management Service FF X A R 36/) FH Grants in
Amazon KMS,

MREEEE AN EEHM A RREHkms : CreateGrantiZKF A , MASAER k ms:
EncryptionContext 24 Z4ABR#lkms : CreateGrant4EEiE P, N arn:aws:acm IBERNE , HiEE
ERFIE ARN BB, UT ROIKRBEESZELFERBENIES , BEAFEREMIESR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditox0",
"Effect": "Deny",
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:acm:arn": "arn:aws:acm:us-
east-1:111122223333:cextificate/b26def74-1234-4321-9876-951d4c07b197"
}
}
}
]
}

Amazon CloudFormation

Amazon CloudFormationf& 7] LA F 8] 2 ik B ZE K Amazon BRIV EER. Amazon
CloudFormationfR/E R BB MBEL BEX L EIR. Amazon CloudFormationFI LA E ACM K&

SR , 5l30 Elastic Load Balancing CloudFront, Amazon 1 Amazon AP| Gateway, BXEZEE , B
SR BYERRSZAEEB L.

R & E A Amazon CloudFormation{RiE 61 2 M R Z N IRE | RIOBUEFTENSNIRE
BIE A ACMIEH, ZIHMLREFZRECHIEIPET. EXELZEE , B3N B, Hk,

BE—MNEETEATNRNAAESENERMFIR, fli , IREANEAREEMRENERE
S8 ACMIEH <version>.service.example.com , BRA NI EENBEFIEPH, <*>
.service.example.com
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https://docs.amazonaws.cn/kms/latest/developerguide/grants.html
https://docs.amazonaws.cn/kms/latest/developerguide/grants.html
https://docs.amazonaws.cn/kms/latest/developerguide/conditions-kms.html#conditions-kms-encryption-context
https://docs.amazonaws.cn/kms/latest/developerguide/conditions-kms.html#conditions-kms-encryption-context
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/A Important
MREFERANRL % CloudFront £ B , BEE HTTP R @B RFE$H, FEAmazon
CloudFormationt& 4k 2 & BB UL B LA F Amazon B CloudFront , 2470 {#F DNS R UF s
B FERAIRUE, FRATEWAEFA DNS Kl LAIRB B3 41T ThaE,

£Amazon CloudFormation 8 F 812N XM BN ER P B EBEAFIER,
BEMNEEEME

NTHREZ ACM IEBRFWIESAIERE , RIMNEBUCE Amazon RBEELEN B ENEEFMH
F, Amazon RIEPMANMHAURRT RN ZARBNE L, Starfield Services Root Certificate
Authority - G2 2—MRIBWIR , BHMLTEEFTINRIBNEEFRNETFHRE. BISEMER
CA , BN HRRNMARFNRAREML,

UE 5 Bl E

EBEE (BREHRN SSLEE ) R—HANENARFHREANTEE , BIFZREENEH X509

EBHLAMFARIUEBRREHRERBEIEZEEN. Fit , ZNRARFERABERSEY SSL/TLS iE

PHERIE, BB SSL RIFIBFREIHEE (WRIEBMRANE (CA) iIEBFMNE CAIEH (MRA))
FRER. A, EERERREWRIBZEENNIES. ENNAERF TN EERZEENIES

BUE R ZAEH (MIERIEH REEFNEMEMIED) ZEE. ENARFFRIRES , ELUGZE
FENNIERRLABRAFMINAEF, RE , NARF A SUE B REED VA RINEBREZR,

/A Warning
BUZHNAREFTAEE ACM i, ACM £1EEH Amazon-issued SSL/TLS iEFHHHIEE
IFBEE1T Amazon Certificate ManagerZ| B2 81 B EL1TUEP. H TEITIEH , ACM 4 pKHT
NAE-AEZAX. MREHVNARFEE ACMIES , H B FERAFN LB ZEAKINEEITIE
F , NN AR EEEEZNE,

MREREBELES , MU TEIUST2MHE SN RAREFEESENE

- HEEHCSHWIERS A ACM , RAEFHENNARFEERSANILES. ACM A2ZRHAFIEITSA
HYEF,

« MREFEANRLXFILES , WHENERAEFEES A THAN Amazon RIEH, MREERANE
MBS , NFEHNNARFEEES CA NRIES,
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https://www.amazontrust.com/repository/
https://docs.amazonaws.cn/acm/latest/userguide/import-certificate.html
https://www.amazontrust.com/repository/
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1536 1iE

£ Amazon IEH MM A (CA) 7&K M4k W& E 2 81 , Amazon Certificate Manager(ACM) 247515
TERRREREHEEBRPIEENEE, BULERE FER4R DNS TR, BEXEZE
B , i%# Amazon Certificate Manager & 2 & ®1iE 1 Amazon Certificate Manager 5 F B £F16
13

N DN A BRI

BTEEIA ACM iEH F RN RIS . MARERSEMEITIREE FIROFIES, S, MR
EBARMNEE , ARFTERMIEMEE , WSAABFERSENANMEEOIFILED. SEAFTEL—# &
MANERPWFIESBERIEMAR , SE 2N FRALEFRIESHEE.

MREMBFERAHERIE , N T8N, E&ZFKE 8 HRILE T4 , FEELAE 72 M2 A
EDRFEHEP 1 HERAIMITERE. Sl , MRBRESENMEENILES , BHRZFWE 40 BRIEBEF
BR4F | FEELIE 72 PR CAEDRFE D 5 HHTERE. BELRBERTEHBBENEN , FH
B FER SR IE PR AP B TEE th 28 i,

SR FEF DNS WiE |, M AN FERUEA FQDN @BIEEE A —5H DNS idF, ACM «@&
REBUENILR , AEHEERAREFEUBERBTEMMZIERK. MNZICKEFRERER AT
iz, EREARAF , IRFEREESEMIBNIES |, MAFEEAS DNS idxk. BUEREMRE
Fi DNS RiiE,

¥TFF Amazon CloudTrail

EFRER ACM 28 , EF S CloudTrail BEZhEE, CloudTrail RIFEE TR ZKFH Amazon
APl AR R iEFREZEENAmazonEpE , BIFBELAmazonEEEH A, REFXIESINESR
78 Amazon Web Amazon Services #1TH APl A, Amazon Command Line Interfacef&ik 7] LA
HWEMLERFFMKSEAT ACMAPI, REBAKIR IP it ARk &4 FAANEE,. A SER AP
CloudTrail EXEIMAREFF , NENARBHNERE , RERRNWRES , HEHEE R OMATFE
MK CloudTrail B%3IheE, BXREZER , BSHOIERE. %% CloudTrail 5—&H Amazon
Certificate Manager A& & ACM 2IEH R BI R ERiE K.
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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¥ #2123 Amazon Certificate Manager

BERYEY Amazon RS RN TEM, TTHAMMMENEEZHARE D, Amazon Certificate
Manager & R1iZM Amazon fERAF RNFTE R0 WEEIRHIE | SMEEHI 2 SRR AT SAE 2 i
TR

UTEBNEATHT ACM K Amazon Z%#ETE,

E=3-

- D% EventBridge

« CloudTrail 5—i2f# F Amazon Certificate Manager
« XM CloudWatch 3545

£ I &% EventBridge

A LAE A Amazon EventBridge ( 8187 CloudWatch Events ) 281 Amazon RS B3t , B3
MRARGSEMH , IR ARFATAMERBERRRER. KEEBE ACM EEHH Amazon RFHEHJLFE
B #th 4% 3% 2| Amazon EventBridge . & AR E# A B4R , @3F Amazon Lambda EE¥k. Amazon
Batch #E)dl., Amazon SNS 8%, EXEZER , BZHAT LRI T# EventBridge ?

F&
- WE#F ACM B EventBridge X%
« EventBridge £ ACM &1 D #h & #2177 3)

I S % ACM B EventBridge X5
AREBFIH H R T Amazon EventBridge X358 ACM HAXEH,
“ACM i ENFF B B = 44

ACM BRELREFIBERILES (8. REMNSA ) WEIBSEH , IEBOEIEHG 45 XK, ot
private/imported iE B EIEIET 30 XFFH. AT LAER ACM API ByPutAccountConfiguration#R¥ERE &
AT

ACM 2N HEMENFERMHNIELEHEHE] , EEANIHREECIHM A ERMRAHERS
AACM , DR REHH. BREZELR , FEREFNSAILS. BAUERATHEHARREBINL
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https://docs.amazonaws.cn/eventbridge/latest/userguide/
https://docs.amazonaws.cn/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_PutAccountConfiguration.html
https://docs.amazonaws.cn/acm/latest/userguide/import-reimport.html#reimport-certificate-api
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DFFIEBEFH S A ACM. BXEAB3LHRH| Amazon Lambda , 5 R EventBridge £ ACM A [
TE#HEETH.

ACM IEHEIH R EHER U TSN,

"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "account",
"time": "2020-09-30T06:51:08Z2",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "example.com"

‘ACM LB ETH"SEH

(® Note
“EHESHEHTERTSANIES,

ERAEFTHES , LUEEEKSF ACM AN A ERILEILH S e R E,
ACMiEBESHEHERUTEN,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Expired",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:48Z",
"region": "region",

"resources": [
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RAriEmE

"arn:aws:acm:region:account:certificate/certificate_ID"

1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE

}

“ACM iEH A" &3]

BEPAMITHES  UEERENAE AT IERAZRENKEBH, ZBHFEMLR. £ITNE
AR R, XFRBUL , —BECAA , MATEFFRESTENERBREMN.,
ACM iE B AT AEHER LTSN,
{
"version": "0Q",
"id": "id",
"detail-type": "ACM Certificate Available",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {
“Action” : "ISSUANCE" | "RENEWAL" | "IMPORT" | "REIMPORT",
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL"™ | "DNS",
"CertificateCreatedDate" : "2019-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"DaysToExpiry" : 198,
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE
}
}
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“ACM It B EEL&ITRIFEEH

(® Note
“BERFEBEITRESHEFERTSANITS,

BEFAUAMWTHEY  MEESTRNEFBRESTEETIERNKEIRE, fli, mMREFLAMT
BHIE ACM £&RiTiEHHY CAA iB% , M KB IEPEHIE 45 RMAHIEBEIHE 30 REFHEITRK
it , ACM & MmitEH., WREFREEEMIT3 , ACM &7 30 X (NFERFA ). 15K, 3 X 1
RKEBRZREL] , IFEIFFLXETH , I BPIHRIEBFBRESEITERK. SRALITzHEaR
m—1NEH,

ACMiIEREELITIRESHERUTEN,

{
"version": "0Q",
"id": "id",
"detail-type": "ACM Certificate Renewal Action Required",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",

"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL" | "DNS",

"RenewalStatusReason" : "CAA_ERROR" | "PENDING_DOMAIN_VALIDATION" |
"NO_AVAILABLE_CONTACTS" | "ADDITIONAL_VERIFICATION_REQUIRED" | "DOMAIN_NOT_ALLOWED"
| "INVALID_PUBLIC_DOMAIN" | "DOMAIN_VALIDATION_DENIED" | "PCA_LIMIT_EXCEEDED"
| "PCA_INVALID_ARN" | "PCA_INVALID_STATE" | "PCA_REQUEST_FAILED" |
"PCA_NAME_CONSTRAINTS_VALIDATION" | "PCA_RESOURCE_NOT_FOUND" | "PCA_INVALID_ARGS" |
"PCA_INVALID_DURATION" | "PCA_ACCESS_DENIED" | "SLR_NOT_FOUND" | "OTHER",

"DaysToExpiry": 30,

"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

}
}

FEERT B 1.0 141



AmazonCertificate Manager ArfEm

“ACM if$ B B4 S

BEF AT S, EEEKF P ACM AN ABHFAFILS HH I ERE,

(® Note
HEERH S HMIES, T3EBS revoke-certificate RS AKIES,

ACMIEHERESEHEBUTEN,

{
"version": "Q",
"id". "id",
"detail-type": "ACM Certificate Revoked",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:48Z",
"region": "region",

"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"Exportable": TRUE | FALSE

}

}
Amazon BESEH

Amazon RELNFEEITFMAH ACM IEBERZITRAEMH, BXRETERNEE , BSHATHNE

EUEHLE1]T Amazon Certificate Manager,

W

REQEMMHIER TEBSTRREM

« RS 2BHAF IR,

« MEEFSATRIBERTERNET, XUREWELFE FHREPRGESE (AT 8 FH4RIEN
E$ ) , REFRE R, SIEHBESUATEARERBPH -1 XERBUZENFEALTT ,
&R T iFik.
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« AWS_ACM_RENEWAL_STATE_CHANGE (iEBBEL1T. B HmEINIHE )
« CAA_CHECK_FAILURE ( CAA RERM )
« AWS_ACM_RENEWAL_FAILURE ( FHFA%E CA LR MIEH )

ETRREHEENTEME, ELREIF , AWS_ACM_RENEWAL_STATE_CHANGE B4 24K,

-~

"source":[
"aws.health"

1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"

1,
"eventTypeCategory":[
"scheduledChange"

1)
"eventTypeCode": [

"AWS_ACM_RENEWAL_STATE_CHANGE"
]

EventBridge £ ACM R [l & #h & #2173

B AR FEIX LEEH 12 Amazon EventBridge BN , F /A Amazon EventBridge 2 & B B 2
SN EENEE, ATEMEEE Amazon EventBridge #NF = 4 BV IRER RAIREF o

£}

- @3 Amazon SNS MR ZE4

- £/ Lambda B3k MRS 4

&3t Amazon SNS o R B4

AT EMAEE Amazon SNS , LAEEH ACM £RETIRIREHIRENEBA.
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SR T IR KE B A

#12 Amazon EventBridge # 0| 3 i & & 4

1. £IE Amazon EventBridge M|, BEXEZER , BZHCIEXNSHME R B Amazon
EventBridge M,

a. £ Amazon EventBridge ##i| & & https://console.aws.amazon.com/events/ , S EH4 >

MUTE , REEFNEAN,
b. FEGIZEMNITTME L , £$F Event Pattern ( BEH4E ) .
c. XNFRFEM , NEEAHERE Health ( BITIRR ) »
d. FFEHERE | %# Specific Health events ( FEZTIRRAEH ) -
e. 1&#F Specific service(s) ( HEMRS ) , REMNXEHIEE ACM,
f.  1%&$® Specific event type category(s) ( FESBHEERKF ) , AFEEF accountNotification,
g. Ii&# Any event type code ( EASEHERHKRB ),
h. i%&# Any resource ( {EAI&RIR ) -
i. EEAEAMBERESD  MESHREN JSON ERX, WREIER Amazon BESH &9

PHER,
{
"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
}
}
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2. ELERME,

FEBHRES , BRLMNEFZ AL EE A SN SE40 RS P 1TEEF |, Hla0 Amazon Simple
Notification Service (SNS) , BRI SLi#%$R Lambda ERECS EH4HEE T B E LW AT HITRE, Bx
Amazon Lambda 2B RHBI , B H £H Lambda BEEIm RN =4,

5/ Lambda B ¥H R =4

I3 258 R Amazon Lambda 204 A 723 & #h ¥ Ut EventBridge, {8 F L & #h 5] 2 @ &1 AR SS (SNS)
Simple Notification Service | Ei@8 & LA K a0l @ H & @ EL R Amazon Security Hub CSPM , Mif
NEBRRNZ AR TN,

®& Lambda M IAM B &

1. B%&BE Amazon Identity and Access Management (IAM) & & 3 E Y. Lambda EREXFT BRI
R, BdttReMRESEK , @AUAREHIEEHEENARZEYE , ARFRFZAFHNER,
BUEEEAFPKF TETAZE Amazon B , AETEEEERAKS FiE1T,

1 https://console.aws.amazon.com/iam/ 7 IAM 2 &1 &,

2. f£A JSON XKM4miESRQIBE U TERPE XN KK, REEASHIBEHN Amazon IKFF15,
BXEZEE , FSHE JSON LT F L 6 K.

JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "LambdaCertificateExpiryPolicyl"”,

"Effect": "Allow",

"Action": "logs:CreatelLogGroup",

"Resource": "arn:aws:logs:us-east-1:123456789012:*"
}I
{

"Sid": "LambdaCertificateExpiryPolicy2",
"Effect": "Allow",
"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"
1,
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RAriEmE

},
{

3. tIE IAM B e+ aEH MR, AX6E IAM SEMHTMKRKNESR |
PIEAE (2F8 ).

"Resource": [

"arn:aws:logs:us-east-1:123456789012:10g-group:/aws/lambda/
handle-expiring-certificates:*"

1

"Sid": "LambdaCertificateExpiryPolicy3",

"Effect": "Allow",

"Action": [
"acm:DescribeCertificate”,
"acm:GetCertificate",
"acm:ListCexrtificates",
"acm:ListTagsFoxCertificate"

1,

"Resource": "*"

"Sid": "LambdaCertificateExpiryPolicy4",
"Effect": "Allow",

"Action": "SNS:Publish",

"Resource": "*"

"Sid": "LambdaCertificateExpiryPolicy5",

"Effect": "Allow",

"Action": [
"SecurityHub:BatchImportFindings",
"SecurityHub:BatchUpdateFindings",
"SecurityHub:DescribeHub"

1,

"Resource": "*"

"Sid": "LambdaCertificateExpiryPolicyé6",
"Effect": "Allow",

"Action": "cloudwatch:ListMetrics",
"Resource": "*"

FZH N Amazon RS

BRERH
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4. 3TF Amazon Lambda #2#1& , k9 https://console.aws.amazon.com/lambdal/,

5. /% Lambda ¥, EXEZEL , FSRHEHAZES AGIE Lambda B, TRA TSR -

a. ESIBREBTELEL , i%&# Author from scratch ( MK FF IR RIE ) &I LA B2 I,
b. EEBEBMFERFAEE—NTEM , FlI handle-expiring-certificates “"o
c. 1 Runtime ( 12170t ) SIRAF |, EF“Python 3.8",

d. B Change default execution role ( EXBRIAITAER ) , R/FEF Use an existing
role (FEAMBAE ),

e. M Existingrole (MEA® ) JIRPEREBETVUNENAL,
f. EERAEBREH.
g. 7 Function code ( BB ) T , A TR,

# Copyright 2021 Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy
of this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy,
modify,

# merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to

# permit persons to whom the Software is furnished to do so.

#

# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR

COPYRIGHT

# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION

# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH
THE

# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

import json

import boto3

import os

from datetime import datetime, timedelta, timezone
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utc = timezone.utc
# make today timezone aware
today = datetime.now().replace(tzinfo=utc)
# set up time window for alert - default to 45 if its missing
if os.environ.get('EXPIRY_DAYS') is None:
expiry_days = 45
else:
expiry_days = int(os.environ['EXPIRY_DAYS'])
expiry_window = today + timedelta(days = expiry_days)
def lambda_handler(event, context):
# if this is coming from the ACM event, its for a single certificate

if (event['detail-type'] == "ACM Certificate Approaching Expiration"):
response = handle_single_cert(event, context.invoked_function_azrn)
return {

'statusCode': 200,
'body': response
}
def handle_single_cert(event, context_arn):
cert_client = boto3.client('acm')
cert_details =
cert_client.describe_certificate(CertificateArn=event['resources'][0])
result = 'The following certificate is expiring within ' + str(expiry_days)
+ ' days: ' + cert_details['Certificate']['DomainName’]
# check the expiry window before logging to Security Hub and sending an SNS
if cert_details['Certificate']['NotAfter'] < expiry_window:
# This call is the text going into the SNS notification
result = result + ' (' + cert_details['Certificate']['CertificateArn']
+ ')
# this call is publishing to SH
result = result + ' - ' + log_finding_to_sh(event, cert_details,
context_arn)
# if there's an SNS topic, publish a notification to it
if os.environ.get('SNS_TOPIC_ARN') is None:
response = result
else:
sns_client = boto3.client('sns')
response = sns_client.publish(TopicArn=os.environ['SNS_TOPIC_ARN'],
Message=result, Subject='Certificate Expiration Notification')
return result
def log_finding_to_sh(event, cert_details, context_arn):
# setup for security hub
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sh_region = get_sh_region(event['region'])
sh_hub_arn = "arn:aws:securityhub:{0}:{1}:hub/default".format(sh_region,
event['account'])
sh_product_arn = "arn:aws:securityhub:{0}:{1}:product/{1}/
default".format(sh_region, event['account'])
# check if security hub is enabled, and if the hub arn exists
sh_client = boto3.client('securityhub', region_name = sh_region)
try:
sh_enabled = sh_client.describe_hub(HubArn = sh_hub_arn)
# the previous command throws an error indicating the hub doesn't exist or
lambda doesn't have rights to it so we'll stop attempting to use it
except Exception as error:
sh_enabled = None
print ('Default Security Hub product doesn\'t exist')
response = 'Security Hub disabled'
# This is used to generate the URL to the cert in the Security Hub Findings
to link directly to it
cert_id = right(cert_details['Certificate']['CertificateArn'], 36)
if sh_enabled:
# set up a new findings list
new_findings = []
# add expiring certificate to the new findings list
new_findings.append({
"SchemaVersion": "2018-10-08",
"Id": cert_id,
"ProductArn": sh_product_azrn,
"GeneratorId": context_arn,
"AwsAccountId": event['account'],
"Types": [
"Software and Configuration Checks/AWS Config Analysis"
1,
"CreatedAt": event['time'],
"UpdatedAt": event['time'],
"Severity": {
"Original": '89.0',
"Label": 'HIGH'

1,
"Title": 'Certificate expiration’,
"Description": 'cert expiry',

'Remediation': {
'Recommendation’': {
'Text': 'A new certificate for ' +
cert_details['Certificate']['DomainName'] + ' should be imported to replace
the existing imported certificate before expiration',
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'Url': "https://console.aws.amazon.com/acm/home?region=" +
event['region'] + "#/?id=" + cert_id
}
.
'Resources': [
{
'Id': event['id'],
'Type': 'ACM Certificate’,
'Partition': 'aws',
'Region': event['region']
}
1,

'Compliance': {'Status': 'WARNING'}
b
# push any new findings to security hub
if new_findings:
try:
response =
sh_client.batch_import_findings(Findings=new_findings)
if response['FailedCount'] > 0:
print("Failed to import {3}
findings".format(response['FailedCount']))
except Exception as error:
print("Error: ", error)
raise
return json.dumps(response)
# function to setup the sh region
def get_sh_region(event_region):
# security hub findings may need to go to a different region so set that
here
if os.environ.get('SECURITY_HUB_REGION') is None:
sh_region_local = event_region
else:
sh_region_local = os.environ['SECURITY_HUB_REGION']
return sh_region_local
# quick function to trim off right side of a string
def right(value, count):
# To get right part of string, use negative first index in slice.
return value[-count:]

h. 7E Environment variables ( M8 & ) T , &% Edit ( &%E ) FTERRFMUTEE,

. ( Hi% ) EXPIRY_DAYS
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BEAZERPSHBEH B EZRE ( K¥ ) . WEREERIAR 45 X , BERAUEERE
MX1{&.
( AT ) SNS_TOPIC_ARN

$&E Amazon SNS B9 ARN, BL arn: aws: sns::: B NIRETEM ARN, <region>
<account-number> <topic-name>

« (A% ) SECURITY_HUB_REGION
EF R X Amazon Security Hub CSPM F1EE. MRRIFELEI , N EHEEEST

#9 Lambda BEH X8, MR ZEHESNMNXEFET , WAESESENME LR EEREE
BAXIEHH Security Hub CSPM,

i. 7 Basic settings ( EFZE ) T , & Timeout ( B ) RERN 30 ¥,
j.  TERMEIRER , 1%&$#F Deploy ( ZBE ) -

A2 VS LAFT IR E A UL B R 5 3R

it

TRAT
B 3h &3S B s F ER A E A

it

T ARG , H&S Amazon EventBridge KEEFNET , FA1H 80 B E RV IE B IR 4 — 38 F i

., FIRERT , ACM BREMLNEESHA 45 KREENEHNIERSI X —NEH, (LRBERA
LAER ACM API B PutAccountConfiguration EEE N, ) XEBEH#HPHNE N AtR LU REX
W BB IRE

ACM raises Amazon EventBridge event #
>>>>>>> events

Event matches Amazon EventBridge rule #
Rule calls Lambda function #

Function sends SNS email and logs a Finding in Security
Hub CSPM

1. Bl Lambda B HEENR. ( BT - FHSH RE Lambda EHEH IAM B ),
2. A Lambda EBIEA T XX EHNFRHE SNS £B, BXEZELR | 5S4 6E Amazon SNS
3. NEMBMEBHAITREE SNS £8, EXREZEER , BZ M1 E Amazon SNS F i/,
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4. BIBRATR% Lambda BRI Di# EventBridge MM, BXEZEL , HSHGIENEHMEH
& Bify Amazon EventBridge #i1,

#£ Amazon EventBridge ##%|#& /1 https://console.aws.amazon.com/events/ , SZEEH4 > M
NRE , AFEFRCENAN, EERSEM. BSHXRERM Lambda ¥, EEHEXM A HERR
B, REE TR

"source": [
"aws.acm"
1,
"detail-type": [
"ACM Certificate Approaching Expiration"
]
}

ERROIEHT2E RN Lambda #HPUXFRIEH -

"version": "Q",
"id": "9c95e8e4-96a4-ef3f-b739-b6aa5b193afb",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "123456789012",
"time": "2020-09-30T06:51:08Z",
"region": "us-east-1",
"resources": [
"arn:aws:acm:us-east-1:123456789012:certificate/61f50cd4-45b9-4259-b049-
d0a53682fa4b"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "My Awesome Service"

B

—BEFBEERIBEERETMEE , FEXEEMRZEBENMERET , UBRZLRBEMUEHNE
AT -
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AmazonCertificate Manager it
- IAM KBHNAE

+ Lambda B

+ CloudWatch SEZ#HLM

+ CloudWatch 5 Lambda ><Bx#y B &

+ SNS F&

CloudTrail 5—# £ A Amazon Certificate Manager

Amazon Certificate Manager 5 Amazon CloudTrail—BURFEK , ZRFSBEAF. AR Amazon
BRS1E ACM HITHIIREMIZ R, CloudTrail RIAMER T , BH Amazon IKFE/E A, CloudTrail
& ACM B API A RBRAEH , BIERE ACM ZFHAHEAMI ACM AP BRENRBEHR. R
REERE , WA LAY CloudTrail B4E4& M E Amazon S3 48 , 235 ACM WS4, MR
BAMERE , BMATLIE CloudTrail EH AN “BSHHLER FEFRFNEH.

FEHKERNE R CloudTrail , BRI LUBER ACM X HHIER, ZHERMN IP ik, #AH TiER,
AR EZEERUAREMFMAEE, BXEZEL , BSREAESHHELIERES CloudTrail EH. 3
ACM I XM EMEN |, ZESE5HM Amazon BRE CloudTrall B4 —REiEZESE4HFHFiI
FH, BAULE Amazon IKFHEE, BRMNTHEHEH.

WAL, BRI A BB H M Amazon RS , LU —F 2 4L CloudTrail B &R IRENEHIE.
BEXNEZEE CloudTrail , IHSE U T4 -

+ Amazon CloudTrail AF 1§,

- PIERERER

« CloudTrail ¥ RS FIERK

« Bti& Amazon SNS J&Al CloudTrail

« BRRBZANXIEH CloudTrail B EXHMEBRFKE S MK, B CloudTrail B EX 4

£
Fi2FE® CloudTrail X1F ACM API #4E
 IBRENRFZH API FH
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HE&i2& 9 CloudTrail X ACM API &4k

ACM XL T REERNEHIERTE CloudTrail BEXX 4 -
BN EHRAEZREBEEEXRERBERNARER,. BHEEEBHTEBEUTRE :

« EREMEA Amazon Web Services Ik 7R F 2 Amazon Identity and Access Management (IAM)

RAFEREEHN,
s BREFEAACKRKEAFPNENZEEIEREN,
s BREEHEM Amazon R A% H

BXEZER , B3 CloudTrail userldentity T,

UTEfo R 7 XM AP REN RHIB F.

o EIEBRIMFRZ (AddTagsToCertificate)

+ MIBRIE$ (DeleteCertificate)

+ JIRIEF (DescribeCertificate)

« S HiE$H (ExportCertificate)

« S AiUE$ (ImportCertificate)

« BIHIE$ (ListCertificates)

« BIHIEBHFRZ (ListTagsForCertificate)

« MIEP il BR#rZ (RemoveTagsFromCertificate)
+ ERIE$P (RequestCertificate)

o EFAIERIULE FHB4F (ResendValidationEmail)
« RFIEP (GetCertificate)

« B FKIEP (SearchCertificates)

[E)iE PR IARE (AddTagsToCertificate)

AR CloudTrail "5l 7~ T A AddTagsToCertificate APl Y45 &,

"Records": [

{

ZEFHY API R1E
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"eventVersion":"1.04",
"userIdentity":{

"type":"IAMUser",

"principalId":"AIDACKCEVSQ6C2EXAMPLE",

"arn":"arn:aws:iam: :123456789012:user/Alice",

"accountId":"123456789012",

"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

"userName":"Alice"
},
"eventTime":"2016-04-06T13:53:5372",
"eventSource":"acm.amazonaws.com",
"eventName":"AddTagsToCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{

"tags":[

{
"value":"Alice",
"key":"Admin"

1,
"certificateArn":"arn:aws:acm:us-east-1:123456789012
fedcbha98-7654-3210-fedc-ba9876543210"
},
"responseElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcbha98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

IBRIE+ (DeleteCertificate)

BAF CloudTrail =527~ 7 /A DeleteCertificate APl BIE R,

"Records": [

{

"eventVersion":"1.04",

:certificate/
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"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I

"eventTime":"2016-03-18T00:00:267",

"eventSource":"acm.amazonaws.com",

"eventName":"DeleteCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcba98-7654-3210-fedc-ba9876543210"

I

"responsekElements":null,

"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"01234567-89ab-cdef-0123-456789abcdef",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

HRIEPH (DescribeCertificate)

LA CloudTrail R%IE 7= 7 @A DescribeCertificate APl N4 R,

(® Note

DescribeCertificatei®4E CloudTrail BEFREREXEIETEN ACMIEBHNEE, &BATLL
fEA#EHA Amazon Command Line Interface. B{ DescribeCertificate APl 2B B XL BHE

JBNO

"Records": [

{

"eventVersion":"1.04",
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"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I

"eventTime":"2016-03-18T00:00:427",

"eventSource":"acm.amazonaws.com",

"eventName":"DescribeCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-east-1:123456789012

fedcba98-7654-3210-fedc-ba9876543210"

I

"responsekElements":null,

"requestID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

S HiE$ (ExportCertificate)

AR CloudTrail 75l 7~ T A ExportCertificateAPI FY45 R,

"Records": [
{

"version":"Q",
"id":"@1234567-89ab-cdef-0123-456789abcdef",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.acm",
"account":"123456789012",
"time":"2018-05-24T15:28:11Z2",
"region":"us-east-1",
"resources":[

:certificate/
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]I

"detail":({

"eventVersion":"1.04",

"userIdentity":{
"type":"Root",
"principalId":"123456789012",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

+
"eventTime":"2018-05-24T715:28:117",

"eventSource":"acm.amazonaws.com",
"eventName":"ExportCertificate",
"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.15.4 Python/2.7.9 Windows/8 botocore/1.10.4",

"requestParameters":{

"certificateArn":"arn:aws:acm:us-

east-1:123456789012:cexrtificate/12345678-1234-1234-1234-123456789012",

"passphrase": "HIDDEN_DUE_TO_SECURITY_REASONS"
iy
"responseElements": {

"certificateChain":

"privateKey":"**********"’

"certificate":

----- END CERTIFICATE-----",

"privateKey": "HIDDEN_DUE_TO_SECURITY_REASONS"
},
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"readOnly": false,
"eventType":"AwsApiCall"

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
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"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com"

}I

"sessionCredentialFromConsole": "true"

5 AE$ (ImportCertificate)

LT REIE R T iEFKI ACM ImportCertificate API #24ERY K CloudTrail B &% B,

"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2016-10-04T16:01:30Z",
"eventSource":"acm.amazonaws.com",
"eventName":"ImportCertificate",
"awsRegion":"ap-southeast-2",
"sourceIPAddress":"54.240.193.129",
"userAgent":"Coral/Netty",
"requestParameters":{
"privateKey":{
"hb": [
"byte",
"byte",
"byte",

1,

"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,

"position":0,
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iy

"limit":1674,
"capacity":1674,
"address":0

"certificateChain":{

}I

"hb": [

"byte",

"byte",

"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2105,
"capacity":2105,
"address":0

"certificate":{

}I

"hb": [

"byte",

"byte",

"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2503,
"capacity":2503,
"address":0

"responseElements":{

"certificateArn":"arn:aws:acm:ap-
southeast-2:111122223333:certificate/01234567-89ab-cdef-0123-456789abcdef"

}I

"requestID":"01234567-89ab-cdef-0123-456789abcdef",
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"eventID":"01234567-89ab-cdef-0123-456789abcdef",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

HHHiE$ (ListCertificates)

LA CloudTrail =4I 2R T A ListCertificatesAP| FI45 R,

@ Note

ListCertificatesi®4E CloudTrail BEARZEREHN ACM iEH, ERLAFEHIEHAS Amazon

Command Line Interface. =X ListCertificatesAPI Z2FIFH 53R,

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-03-18T00:00:43Z7",
"eventSource":"acm.amazonaws.com",
"eventName":"ListCertificates",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"maxItems":1000,
"certificateStatuses":[
"ISSUED"

iy

"responsekElements":null,
"requestID":"74c99844-ec9c-11e5-ac34-dlesdfelallb”,
"eventID":"cdfel®51-88aa-4aa3-8c33-a325270bff21",
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"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

HIHUE P IIFRE (ListTagsForCertificate)

AR CloudTrail 75l 7~ T A ListTagsForCertificate APl BY45 &R,

(® Note

#listTagsForCertificatei®{EH CloudTrail HER S E REHNRE., BALIERESA
Amazon Command Line Interface. B ListTagsForCertificateAP| EERZ IR,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-04-06T13:30:1172",

"eventSource":"acm.amazonaws.com",

"eventName":"ListTagsForCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

},

"responseElements":null,

"requestID":"b010767f-fbfb-11e5-b596-79e9a97a2544",

"eventID":"32181be6-a4a0-48d3-8014-c0d972b5163b",

"eventType":"AwsApiCall",
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"recipientAccountId":"123456789012"

MIE$ il BR#RE (RemoveTagsFromCertificate)

AR CloudTrail ;=& 7~ T A RemoveTagsFromCertificate APl B4 8,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-04-06T14:10:01Z",

"eventSource":"acm.amazonaws.com",

"eventName":"RemoveTagsFromCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"tags":[
{

"value":"Bob",
"key":"Admin"

},

"responseElements":null,
"requestID":"40ded461-fc@l-11e5-a747-85804766d6c9",
"eventID":"Qcfal42e-ef74-4b21-9515-47197780c424",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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]

ERIE$H (RequestCertificate)

AR CloudTrail 7~ 5lE& 7~ T A RequestCertificateAPI BY45 R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},
"eventTime":"2016-03-18T00:00:49Z",
"eventSource":"acm.amazonaws.com",
"eventName":"RequestCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"domainName":"example.com",
"validationMethod": "DNS",
"idempotencyToken":"8186023d89681c3ad5",
"options": {
"export": "ENABLED"
.
"keyAlgorithm": "RSA_2048"
.
"responseElements": {
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
.
"requestID":"77dacef3-ec9c-1le5-ac34-dle4sdfelallb”,
"eventID":"a4954cdb-8f38-44c7-8927-a38ad4be3ac8",
"eventType":"AwsApiCall",
"tlsDetails": {

"tlsVersion": "TLSv1.3",
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"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com"

+
"recipientAccountId":"123456789012"

BEHIEP (RevokeCertificate)

LA CloudTrail 7RI E 7= 7 B A RevokeCertificateAPI BY45 R,

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:Role-Session-Name",
"arn": arn:aws:sts::111122223333:assumed-role/Role-Name/Role-Session-Name"
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
1,
"attributes": {
"creationDate": "2016-01-01T19:35:527",
"mfaAuthenticated": "false"

}
}
b
"eventTime":"2016-01-01T21:11:452",
"eventSource": "acm.amazonaws.com",
"eventName": "RevokeCertificate",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:128.0) Gecko/20100101
Firefox/128.0",

"requestParameters": {
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"certificateArn": "arn:aws:acm:us-

east-1:123456789012:cexrtificate/12345678-1234-1234-1234-123456789012",

"revocationReason": "UNSPECIFIED"
1,

"responseElements": {
"certificateArn": "arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

I
"requestID": "01234567-89ab-cdef-0123-456789abcdef",
"eventID": "01234567-89ab-cdef-0123-456789abcdef",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"tlsVersion": "TLSv1.3",

"cipherSuite": "TLS_AES_128_GCM_SHA256",

"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com"

iy

"sessionCredentialFromConsole": "true"

B RIERIE B FEB4F (ResendValidationEmail)

LA CloudTrail R¥IE 7 7 H A ResendValidationEmailAPl B4R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

+
"eventTime":"2016-03-17T23:58:257",

"eventSource":"acm.amazonaws.com",
"eventName":"ResendValidationEmail",

"awsRegion":"us-east-1",
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"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"domain":"example.com",
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"validationDomain":"example.com"
I
"responsekElements":null,
"requestID":"23760b88-ec9c-11e5-b6f4-cb861a6f0a28",
"eventID":"41c11b06-ca91-4clc-8cbl-af349ea8bab8",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

¥ FIEP (GetCertificate)

EAF CloudTrail REIER T A GetCertificateAPI V&R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.

"eventTime":"2016-03-18T00:00:417",

"eventSource":"acm.amazonaws.com",

"eventName":"GetCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
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1,
"responseElements":{
"certificateChain":

},
"requestID":"744dd891-ec9c-11le5-ac34-dle4sdfelallb”,
"eventID":"7aa4f909-00dd-478a-9a00-b2709bcad2bb",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

¥ RIEPH (SearchCertificates)

EAF CloudTrail 7RI Z 7~ T A SearchCertificatesAPI &R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I

"eventTime":"2016-04-06T13:53:537",

"eventSource":"acm.amazonaws.com",

"eventName":"SearchCertificates",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",
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"userAgent":"aws-cli/1.10.16",
"readOnly":true,
"requestParameters":{

"maxResults":10,

"sortBy":"CREATED_AT",

"sortOrdexr" :"DESCENDING"
},
"responseElements":null,
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"01234567-89ab-cdef-0123-456789abcdef",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

IERERRSTH APl E A

BT LAE A E# CloudTrail 5 ACM SR RS A B8 API BH. BXxERANEZEER CloudTrail |, &
2 (Amazon CloudTrail AFERE) « AT REIERTUERN BENEE  BEHAERTERATME
ACM iEHH) Amazon &R

F&
- BIEREOER

ek JnksRak i

O] LAE B # CloudTrail 5 ACM £ RFZ A M API B, BXxERANEZEE CloudTrail
®2H (Amazon CloudTrail BFIER) « AT RAIERTAERNBERRE  BAERTFEEE
ACM iEBFrEIERN Amazon &R,

£}

- BIERAEGHESR

- EAMFIGEIREM Amazon EC2 K5
- MEREER

- BENEER

ERRSH APIE A 7 1.0 169


https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

AmazonCertificate Manager

RAriEmE

ke dnks ek b

AT RBIERB R Alice B9 IAM A% CreateLoadBalancer REBM AR, AHHEEHBINEHNE

TestLinuxDefault , MEBMWEE2EA ACM IEB AR,

"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2016-01-01T21:10:36Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"CreatelLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress'":"192.0.2.0/24",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"availabilityZones":[
"us-east-1b"
1,
"loadBalancerName":"LinuxTest",
"listeners":[
{
"sSLCertificateId":"arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012",
"protocol":"HTTPS",
"loadBalancerPort":443,
"instanceProtocol":"HTTP",
"instancePort":80

},
"responseElements":{

"dNSName" : "LinuxTest-1234567890.us-east-1.elb.amazonaws.com"
I
"requestID":"19669c3b-b@cc-11e5-85b2-57397210a2e5",
"eventID":"5d6c00c9-a9b8-46ef-9f3b-4589f5be63f7",
"eventType":"AwsApiCall",
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"recipientAccountId":"111122223333"

£ A T E 5% 85 )F A Amazon EC2 K4

L IRTEFE /N Amazon Elastic Compute Cloud (Amazon EC2) 324 & M uh s N A2 F

B, ESE IR MM T #E1ZSE ], XA LAEE Elastic Load Balancing # & & 3 Amazon
Command Line Interface kT . LA T RHIER T X Amazon Ik 123456789012 LinuxTest £
FRegisterInstancesWithLoadBalancer HY A I9E RN EA,

"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/AlLice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName" :"Alice",
"sessionContext": {
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T19:35:52Z2"

},

"invokedBy":"signin.amazonaws.com"
},
"eventTime":"2016-01-01T21:11:45272",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"RegisterInstancesWithLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress'":"192.0.2.0/24",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"loadBalancerName":"LinuxTest",

"instances":[

{
"instanceId":"i-c67f4e78"

1,
"responseElements":{
"instances": [
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{

"instanceId":"i-c67f4e78"

},
"requestID":"438b07dc-b@cc-11e5-8afb-cda7ba®20551",
"eventID":"9f284cab-cbe5-42al1-8251-4f0e6b5739d6",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

}
IEFLE

AR RAIREA AT INZS ACM iEBRERNFAE LM Encrypt BA. IMERE AmazonFHiT,

"Records": [
{

"eventVersion":"1.03",

"userIdentity":{

"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/acm",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"acm"

I

"eventTime":"2016-01-05T18:36:297",

"eventSource":"kms.amazonaws.com",

"eventName":"Encrypt",

"awsRegion":"us-east-1",

"sourceIPAddress":"AWS Internal",

"userAgent":"aws-internal",

"requestParameters":{
"keyId":"arn:aws:kms:us-east-1:123456789012:alias/aws/acm",
"encryptionContext":{

"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
}

},

"responseElements":null,

"requestID":"3c417351-b3db-11e5-9a24-7d9457362fcc",

"eventID":"1794fe70-796a-45f5-811b-6584948f24ac",

"readOnly":true,
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"resources":[
{
"ARN":"arn:aws:kms:us-
east-1:123456789012:key/87654321-4321-4321-4321-210987654321",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"

R B B

UTFREIERTATNE ACM IEBXERNFAEFHHRITHREN Decrypt A, BERERNIBHITH
Amazon , BRENHRHAKZEFT2EFF. Amazon

"eventVersion":"1.03",
"userIdentity":{
"type":"AssumedRole",
"principalId":"AIDACKCEVSQ6C2EXAMPLE:1aba@dc8b3a728d6998c234a99178eff",
"arn":"arn:aws:sts::111122223333:assumed-role/
DecryptACMCertificate/1aba@dc8b3a728d6998c234a99178eff",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T21:13:28Z"
.
"sessionIssuer":{
"type":"Role",
"principallId":"APKAEIBAERJR2EXAMPLE",
"arn":"arn:aws:iam::111122223333:ro0le/DecryptACMCertificate",
"accountId":"111122223333",
"userName":"DecryptACMCertificate"

I,
"eventTime":"2016-01-01T21:13:2872",
"eventSource":"kms.amazonaws.com",
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"eventName":"Decrypt",
"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal/3",
"requestParameters":{
"encryptionContext": {
"aws:elasticloadbalancing:arn":"arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/LinuxTest",
"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/87654321-4321-4321-4321-210987654321"
}

iy

"responseElements":null,
"requestID":"809a70ff-b@cc-11e5-8f42-c7fdflcb6eba",
"eventID":"7f89f7a7-baff-4802-8a88-851488607fb9",
"readOnly":true,

"resources":[

{

"ARN":"arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"
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package com.amazonaws.samples;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;
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import java.nio.file.Files;
import java.nio.file.Paths;

import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;
import com.amazonaws.regions.Regions;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;
import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
/**
* This sample demonstrates how to use the ImportCertificate function in the Amazon
Certificate Manager
* service.
*
* Input parameters:
ks Accesskey - Amazon access key
ik SecretKey - Amazon secret key
& CertificateArn - Use to reimport a certificate (not included in this example).
* region - Amazon region
& Certificate - PEM file that contains the certificate to import. Ex: /data/certs/
servercert.pem
ks CertificateChain - The certificate chain, not including the end-entity
certificate.
ks PrivateKey - The private key that matches the public key in the certificate.
*
* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.
*
*/
public class AWSCertificateManagerSample {

public static void main(String[] args) throws IOException {
String accessKey = "";

String secretKey = "";

String certificateArn = null;

Regions region = Regions.DEFAULT_REGION;

String serverCertFilePath = "";
String privateKeyFilePath = "";
String caCertFilePath = "";

ImportCertificateRequest req = new ImportCertificateRequest()
.withCertificate(getCertContent(serverCertFilePath))
.withPrivateKey(getCertContent(privateKeyFilePath))
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.withCertificateChain(getCertContent(caCertFilePath)).withCertificateArn(certificateArn);

AwWSCertificateManager client =
AwWSCertificateManagerClientBuilder.standard().withRegion(region)
.withCredentials(new AWSStaticCredentialsProvider(new
BasicAWSCredentials(accessKey, secretKey)))
.build();
ImportCertificateResult result = client.importCertificate(req);

System.out.println(result.getCertificateArn());

List<Tag> expectedTags =
ImmutablelList.of(Tag.builder().withKey("key").withValue("value").build());

AddTagsToCertificateRequest addTagsToCertificateRequest =
AddTagsToCertificateRequest.builder()
.withCertificateArn(result.getCertificateArn())
.withTags(tags)
.build();

client.addTagsToCertificate(addTagsToCertificateRequest);
}

private static ByteBuffer getCertContent(String filePath) throws IOException {
String fileContent = new String(Files.readAllBytes(Paths.get(filePath)));

return StandardCharsets.UTF_8.encode(fileContent);
}

A BRAE

BURRBIER T (A A DeleteCertificate BI#. MR , M ZEHBFEE —MZEE {3,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.DeleteCertificateRequest;
import com.amazonaws.services.certificatemanager.model.DeleteCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
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import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceInUseException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DeleteCertificate function in the Amazon
Certificate

* Manager service.

*

* Input parameter:

*

*

*/

CertificateArn - The ARN of the certificate to delete.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to delete.
DeleteCertificateRequest req = new DeleteCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Delete the specified certificate.

DeleteCertificateResult result null;

try {
result

client.deleteCertificate(req);

}

catch (InvalidArnException ex)

{

throw ex;

}

catch (ResourceInUseException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

// Display the result.
System.out.println(result);

FEIRUEF

AT RHIER T 20{a £ A DescribeCertificate BI#,

packag

import
import
import
import

import
import
import
import

€ Ccom.amazonaws. samples;

com.amazonaws.services.certificatemanager

services.certificatemanager
.certificatemanager

services.

com.amazonaws.

com.amazonaws.services

com.amazonaws. certificatemanager

com.amazonaws.

com.amazonaws.

com.amazonaws.auth.AWSCredentials;

com.amazonaws.regions.Regions;

.AWSCertificateManagerClientBuilder;
.AWSCertificateManager;
.model.DescribeCertificateRequest;
.model.DescribeCertificateResult;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
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import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DescribeCertificate function in the Amazon
Certificate
* Manager service.

*

* Input parameter:

CertificateArn - The ARN of the certificate to be described.

* Qutput parameter:

*

*/

Certificate information

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
DescribeCertificateRequest req = new DescribeCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

DescribeCertificateResult result = null;

try{
result = client.describeCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the certificate information.
System.out.println(result);

WERKRY , ERREFERRELTUATARENER.

Certificate: {
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example.com,
SubjectAlternativeNames: [www.example.com],
DomainValidationOptions: [{
DomainName: www.example.com,
1,
Serial: 10: 0Qa,
Subject: C=US,
ST=WA,
L=Seattle,
O=ExampleCompany,
OU=sales,
CN=www.example.com,
Issuer: ExampleCompany,
ImportedAt: FriOct@608: 17: 39PDT2017,
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Status:

ISSUED,

NotBefore: ThuOct®510: 14: 32PDT2017,

NotAfter:

SunOct0310: 14: 32PDT2027,

KeyAlgorithm: RSA-2048,
SignatureAlgorithm: SHA256WITHRSA,

InUseBy:
Type:

L1,
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package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;

import
import
import
import

import
import

import
import

import
import
import

com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

services

services.

services.
.certificatemanager.

services

services.
services.
services.

.certificatemanager.
certificatemanager.

import java.io.FileNotFoundException;

certificatemanager.

certificatemanager.
certificatemanager.
certificatemanager.

AWSCertificateManagerClientBuilder;
AwSCertificateManager;

model.ExportCertificateRequest;
model.ExportCertificateResult;

model.
model.
model.ResourceNotFoundException;

InvalidArnException;
InvalidTagException;
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import
import
import
import

public

java.io.IOException;
java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;

class ExportCertificate {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize a file descriptor for the passphrase file.
RandomAccessFile file_passphrase = null;

// Initialize a buffer for the passphrase.
ByteBuffer buf_passphrase = null;

// Create a file stream for reading the private key passphrase.
try {
file_passphrase = new RandomAccessFile("C:\\Temp\\password.txt", "z1");
}
catch (IllegalArgumentException ex) {
throw ex;
}
catch (SecurityException ex) {
throw ex;
}
catch (FileNotFoundException ex) {
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throw ex;

// Create a channel to map the file.
FileChannel channel_passphrase = file_passphrase.getChannel();

// Map the file to the buffer.
try {
buf_passphrase = channel_passphrase.map(FileChannel.MapMode.READ_ONLY, 0,
channel_passphrase.size());

// Clean up after the file is mapped.
channel_passphrase.close();
file_passphrase.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object.
ExportCertificateRequest req = new ExportCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Set the passphrase.
req.withPassphrase(buf_passphrase);

// Export the certificate.
ExportCertificateResult result = null;

try {

result = client.exportCertificate(req);
}
catch(InvalidArnException ex)
{

throw ex;
}
catch (InvalidTagException ex)
{

throw ex;
}
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catch (ResourceNotFoundException ex)

{

throw ex;

// Clear the buffer.
buf_passphrase.clear();

// Display the certificate and certificate chain.

String certificate

System.out.println(certificate);

String certificate_chain

System.out.println(certificate_chain);

result.getCertificate();

result.getCertificateChain();

// This example retrieves but does not display the private key.
String private_key = result.getPrivateKey();

R UL AUEF 6%

AT RBERT WA GetCertificate BI%K,

package com.amazonaws.samples;

import
import
import
import
import

import
import
import

import
import
import
import

/**

com.
com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

.regions.Regions;

services.
services.
services.
services.

certificatemanager
certificatemanager
certificatemanager
certificatemanager

.AwWSCertificateManagerClientBuilder;
.AWSCertificateManager;
.model.GetCertificateRequest;
.model.GetCertificateResult;

auth.profile.ProfileCredentialsProvider;
auth.AWSStaticCredentialsProvider;
auth.AWSCredentials;

services.certificatemanager.model.InvalidArnException;
services.certificatemanager.model.ResourceNotFoundException;
services.certificatemanager.model.RequestInProgressException;
AmazonClientException;
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* This sample demonstrates how to use the GetCertificate function in the Amazon
Certificate

* Manager service.

*

* Input parameter:

& CertificateArn - The ARN of the certificate to retrieve.

* Qutput parameters:
& Certificate - A base64-encoded certificate in PEM format.

& CertificateChain - The base64-encoded certificate chain in PEM format.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from the
credential profiles file.", ex);

}

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
GetCertificateRequest req = new GetCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Retrieve the certificate and certificate chain.
// If you recently requested the certificate, loop until it has been created.
GetCertificateResult result = null;
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long totalTimeout = 1200001;
long timeSlept = 01;
long sleepInterval = 100001;
while (result == null && timeSlept < totalTimeout) {
try {
result = client.getCertificate(req);
}
catch (RequestInProgressException ex) {
Thread.sleep(sleepInterval);

}
catch (ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

timeSlept += sleepInterval;

// Display the certificate information.
System.out.println(result);

HIE N REF IR UT T AR A,

{Certificate: ----- BEGIN CERTIFICATE-----
base64-encoded certificate

SN A
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package com.amazonaws.samples;
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/**

com.
com.

com.
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com.
com.

com.
com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.certificatemanager.AWSCertificateManagerClientBuilder;
services.certificatemanager.AWSCertificateManager;

.auth.profile.ProfileCredentialsProvider;

auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

services.
.certificatemanager.
services.

services

services.

certificatemanager.

certificatemanager.
certificatemanager.

AmazonClientException;
java.io.FileNotFoundException;
java.io.IOException;

java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;

model.ImportCertificateRequest;
model.ImportCertificateResult;
model.LimitExceededException;
model.ResourceNotFoundException;

* This sample demonstrates how to use the ImportCertificate function in the Amazon
Certificate Manager

* service.

*

* Input parameters:
ik Certificate - PEM file that contains the certificate to import.

& CertificateArn - Use to reimport a certificate (not included in this example).
& CertificateChain - The certificate chain, not including the end-entity
certificate.
ik PrivateKey - The private key that matches the public key in the certificate.

*

* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.

*

*/

public class AWSCertificateManagerSample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows

// or the ~/.aws/credentials file in Linux.
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AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException(
"Cannot load the credentials from file.", ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize the file descriptors.
RandomAccessFile file_certificate = null;
RandomAccessFile file_chain = null;
RandomAccessFile file_key = null;

// Initialize the buffers.
ByteBuffer buf_certificate = null;
ByteBuffer buf_chain = null;
ByteBuffer buf_key = null;

// Create the file streams for reading.

try {
file_certificate = new RandomAccessFile("C:\\Temp\\certificate.pem”, "r");
file_chain = new RandomAccessFile("C:\\Temp\\chain.pem", "x");
file_key = new RandomAccessFile("C:\\Temp\\private_key.pem", "x");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create channels for mapping the files.
FileChannel channel_certificate = file_certificate.getChannel();
FileChannel channel_chain = file_chain.getChannel();
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FileChannel channel_key = file_key.getChannel();

// Map the files to buffers.
try {

buf_certificate = channel_certificate.map(FileChannel.MapMode.READ_ONLY,

channel_certificate.size());

buf_chain = channel_chain.map(FileChannel.MapMode.READ_ONLY, O,

channel_chain.size());
buf_key = channel_key.map(FileChannel.MapMode.READ_ONLY, 0,
channel_key.size());

// The files have been mapped, so clean up.
channel_certificate.close();
channel_chain.close();
channel_key.close();
file_certificate.close();
file_chain.close();
file_key.close();

}

catch (IOException ex)

{

throw ex;

// Create a request object and set the parameters.
ImportCertificateRequest req = new ImportCertificateRequest();
req.setCertificate(buf_certificate);
req.setCertificateChain(buf_chain);
req.setPrivateKey(buf_key);

// Import the certificate.
ImportCertificateResult result = null;
try {

result = client.importCertificate(req);
}

catch(LimitExceededException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;
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package com.amazonaws.samples;

import
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import
import
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import
import
import

import
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import

/**

// Clear the buffers.

buf_certificate.clear();

buf_chain.clear();
buf_key.clear();

// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();

System.out.println(axn);

com.
com.
com.
com.

com.
com.
com.
com.

com.

T tn{aIfE A ListCertificates BI¥K.

amazonaws.

amazonaws

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws

amazonaws.

amazonaws.

services.
.services

certificatemanager

.certificatemanager
services.
services.

certificatemanager
certificatemanager

.AWSCertificateManagerClientBuilder;
.AwWSCertificateManager;
.model.ListCertificatesRequest;
.model.ListCertificatesResult;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

.auth.AWSCredentials;

regions.Regions;

AmazonClientException;

java.util.Arrays;
java.util.List;

* This sample demonstrates how to use the ListCertificates function in the Amazon
Certificate

* Manager service.

*

* Input parameters:

ks CertificateStatuses - An array of strings that contains the statuses to use for

filtering.

& MaxItems - The maximum number of certificates to return in the response.
& NextToken - Use when paginating results.

*

ListCertificates
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* Qutput parameters:
& CertificateSummarylList - A list of certificates.
ks NextToken - Use to show additional results when paginating a truncated list.

*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.

ListCertificatesRequest req = new ListCertificatesRequest();

List<String> Statuses = Arrays.asList("ISSUED", "EXPIRED", "PENDING_VALIDATION",
"FAILED");

req.setCertificateStatuses(Statuses);

req.setMaxItems(10);

// Retrieve the list of certificates.
ListCertificatesResult result = null;

try {
result = client.listCertificates(req);

}
catch (Exception ex)
{
throw ex;
}
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// Display the certificate list.
System.out.println(result);

BIE R RO QZRUT U T AT A .

CertificateSummaryList: [{
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.examplel.com
b
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example2.com

+
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example3.com

]

ST UEH

AR RAPERT tfAfE A RenewCertificate BI¥. ZBBEIT AT IEPM AV (CA) WA H
BEExportCertificate RS I FABUEP, LA , FARKBXATLITSEHNAEIER. EFH ACM
£4] Amazon A CAiE$ , 4 5%EE ACM RS EAR FHITIIRENNRE, BEXEZER , S
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package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;
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import
import

import

import

import
import
import

import
import
import
import
import

public

pub

Windo

ex);

com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
com.amazonaws.services.certificatemanager.AWSCertificateManager;

com.amazonaws.services.certificatemanager.model.RenewCertificateRequest;
com.amazonaws.services.certificatemanager.model.RenewCertificateResult;

com.amazonaws.services.certificatemanager.model.InvalidArnException;
com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
com.amazonaws.services.certificatemanager.model.ValidationException;

java.io.FileNotFoundException;
java.io.IOException;
java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;

class RenewCertificate {
lic static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
WS
// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to renew.

RenewCertificateRequest req = new RenewCertificateRequest();

req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");
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// Renew the certificate.
RenewCertificateResult result = null;

try {

result = client.renewCertificate(req);

}

catch(InvalidArnException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

}

catch (ValidationException ex)

{

throw ex;

// Display the result.
System.out.println(result);

B HHUE PR

BT =451

package com.amazonaws.samples;

import
import
import
import

import
import
import

import
import
import

com.
com.
com.
com.

com.
com.
com.

com.
com.
com.

i —

TR

T WA {E ListTagsForCertificate BI#},

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

services

certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.

.certificatemanager.

services.certificatemanager.

AmazonClientException;

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

AWSCertificateManagerClientBuilder;
AwSCertificateManager;
model.ListTagsForCertificateRequest;
model.ListTagsForCertificateResult;

model.InvalidArnException;
model .ResourceNotFoundException;
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import com.amazonaws.regions.Regions;

/**

* This sample demonstrates how to use the ListTagsForCertificate function in the
Amazon Certificate

* Manager service.

*

* Input parameter:

& CertificateArn - The ARN of the certificate whose tags you want to list.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate.
ListTagsForCertificateRequest req = new ListTagsForCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Create a result object.
ListTagsForCertificateResult result = null;

try {
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result = client.listTagsForCertificate(req);

}

catch(InvalidArnException ex) {
throw ex;

}

catch(ResourceNotFoundException ex) {
throw ex;

// Display the result.
System.out.println(result);

HIE Y REF IR UT U T AR A,

{Tags:

[{Key: Purpose,Value: Test}, {Key: Short_Name,Value: My_Cert}]}

MIEP i BRAR

BATR =451

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.
import com.amazonaws.services.certificatemanager.

import

com.amazonaws.services.certificatemanager.model.
.certificatemanager.
services.

import com.
import com.

import
import
import
import

import
import
import
import

com.
com.
com.
com.

com.
com.
com.
com.

i —

TR

7wl A RemoveTagsFromCertificate BI¥

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services

services.
services.
services.

certificatemanager.

certificatemanager.
certificatemanager.
certificatemanager.
.AmazonClientException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;

RemoveTagsFromCertificateRequest;
model.RemoveTagsFromCertificateResult;
model.Tag;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

RemoveTagsFromCertificate
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import java.util.Arraylist;

/**

* This sample demonstrates how to use the RemoveTagsFromCertificate function in the
Amazon Certificate
* Manager service.

*

* Input parameters:

*

CertificateArn - The ARN of the certificate from which you want to remove one or

more tags.

*

*

*/

Tags - A collection of key-value pairs that specify which tags to remove.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify the tags to remove.
Tag tagl = new Tag();
tagl.setKey("Short_Name");
tagl.setValue("My_Cert");

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("Test");
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// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

// Create a request object.
RemoveTagsFromCertificateRequest req = new RemoveTagsFromCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setTags(tags);

// Create a result object.
RemoveTagsFromCertificateResult result = null;

try {
result = client.removeTagsFromCertificate(req);

}
catch(InvalidArnException ex)
{

throw ex;
}
catch(InvalidTagException ex)
{

throw ex;
}
catch(ResourceNotFoundException ex)
{

throw ex;
}

// Display the result.
System.out.println(result);

BRIED
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
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import com.amazonaws.services.certificatemanager.AWSCertificateManager;
import com.amazonaws.services.certificatemanager.model.RequestCertificateRequest;
import com.amazonaws.services.certificatemanager.model.RequestCertificateResult;

import

com.amazonaws.services.certificatemanager.model.InvalidDomainValidationOptionsException;

import com
import com

import com.
import com.
import com.
import com.

.dmazonaws.
.amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.certificatemanager.model.LimitExceededException;
AmazonClientException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;

regions.Regions;

import java.util.Arraylist;

/**

* This sample demonstrates how to use the RequestCertificate function in the Amazon

Certifica
* Manager

*

* Input p

te
service.

arameters:

& DomainName - FQDN of your site.

* DomainValidationOptions - Domain name for email validation.

ks IdempotencyToken - Distinguishes between calls to RequestCertificate.

& SubjectAlternativeNames - Additional FQDNs for the subject alternative names

extension
*

* Qutput

parameter:

& Certificate ARN - The Amazon Resource Name (ARN) of the certificate you requested.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;

try

{

credentials

= new ProfileCredentialsProvider().getCredentials();

RequestCertificate

WA 1.0 201



AmazonCertificate Manager ArfEm

catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify a SAN.
ArraylList<String> san = new ArraylList<String>();
san.add("www.example.com");

// Create a request object and set the input parameters.
RequestCertificateRequest req = new RequestCertificateRequest();
req.setDomainName("example.com");
req.setIdempotencyToken("1Ag25pTy");
req.setSubjectAlternativeNames(san);

// Create a result object and display the certificate ARN.
RequestCertificateResult result = null;

try {
result = client.requestCertificate(req);

}

catch(InvalidDomainValidationOptionsException ex)

{

throw ex;

}

catch(LimitExceededException ex)

{

throw ex;

// Display the ARN.
System.out.println(result);

B EN RO EIZRUTUTREN A H.
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{CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012}%

BT RIZW UL B T ER

BUR R BIE

package com.amazonaws.samples;

import
import
import
import

import

com.amazonaws.services.certificatemanager.model.
certificatemanager.
certificatemanager.
certificatemanager.

import
import
import
import

import
import
import
import

/**

com.
com.
com.
com.

com.
com.
com.
com.

com.
com.
com.
com.

R
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amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
.auth.AWSCredentials;

amazonaws

amazonaws.

services.
services.
.certificatemanager.
services.

services

services.
services.
services.

certificatemanager.
certificatemanager.

certificatemanager.

AmazonClientException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.ResendValidationEmailRequest;
model.ResendValidationEmailResult;

InvalidDomainValidationOptionsException;
model .ResourceNotFoundException;
model.InvalidStateException;
model.InvalidArnException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

regions.Regions;

* This sample demonstrates how to use the ResendValidationEmail function in the Amazon
Certificate
* Manager service.

*

* Input parameters:
& CertificateArn - Amazon Resource Name (ARN) of the certificate request.
& Domain - FQDN in the certificate request.
& ValidationDomain - The base validation domain that is used to send email.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) {

ResendValidationEmail
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();

}

catch (Exception ex) {

throw new AmazonClientException("Cannot load your credentials from file."

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the input parameters.
ResendValidationEmailRequest req = new ResendValidationEmailRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

req.setDomain("gregpe.io");
req.setValidationDomain("gregpe.io");

// Create a result object.
ResendValidationEmailResult result = null;
try {

result = client.resendValidationEmail(req);

}
catch(ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidStateException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

catch (InvalidDomainValidationOptionsException ex)

’

ResendValidationEmail
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{

throw ex;

// Display the result.
System.out.println(result.toString());

BIE A R ER AL RIS TG HE R —NEE,
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package com.amazonaws.samples;

import
import
import
import
import
import
import

import
import
import
import

import

/**

com.
com.
com.
com.
com.
com.
com.

com.
com.
com.
com.

com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.

services

services.
services.
services.
services.
.certificatemanager.

services

.certificatemanager.
services.certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.

certificatemanager.

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.SearchCertificatesRequest;
model.SearchCertificatesResponse;
model.CertificateFilterStatement;
model.CertificateFilter;

model .AcmCertificateMetadataFilter;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

AmazonClientException;

* This sample demonstrates how to use the SearchCertificates function in the Amazon
Certificate
* Manager service.

*

* Input parameters:
ik FilterStatement - Optional filter to narrow search results.

& MaxResults - The maximum number of certificates to return in the response.
& NextToken - Use when paginating results.
& SortBy - The field to sort results by (default: CREATED_AT).

SearchCertificates
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*

SortOrder - The sort order (default: ASCENDING).

* Qutput parameters:

*

*/

Results - A list of certificate search results.
NextToken - Use to show additional results when paginating a truncated list.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.
SearchCertificatesRequest req = new SearchCertificatesRequest();
req.setMaxResults(10);

// Optional: Filter by certificate status
CertificateFilterStatement filter = CertificateFilterStatement.builder()
.withFilter(CertificateFilter.builder()

.withAcmCertificateMetadataFilter(AcmCertificateMetadataFilter.buildex()

.withStatus("ISSUED")
.build())
.build())
.build();
req.setFilterStatement(filter);
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// Search for certificates.
SearchCertificatesResponse result = null;
try {

result = client.searchCertificates(req);

}
catch (Exception ex)
{
throw ex;
}

// Display the certificate list.
System.out.println(result);

B EN RO EIZRUTUTRENA L.

Results: [{
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
X509Attributes: {
Issuer: {

CommonName: Example CA,

Country: US,

Organization: Example Corp

},
Subject: {

CommonName: www.examplel.com
.

ExtendedKeyUsages: [TLS_WEB_SERVER_AUTHENTICATION,
TLS_WEB_CLIENT_AUTHENTICATION],
KeyAlgorithm: RSA_2048,
KeyUsages: [DIGITAL_SIGNATURE, KEY_ENCIPHERMENT],
SerialNumber: serial_number,
NotAfter: 2025-02-14T23:59:59+00:00,
NotBefore: 2024-01-15T00:00:00+00:00
1,
CertificateMetadata: {
AcmCertificateMetadata: {
CreatedAt: 2024-01-15T12:00:00+00:00,
IssuedAt: 2024-01-15T12:05:00+00:00,
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Exported: false,

InUse: true,
RenewalEligibility: ELIGIBLE,
Status: ISSUED,

Type: AMAZON_ISSUED,
ValidationMethod: DNS

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789013,
X509Attributes: {
Issuer: {
CommonName: Example CA,
Country: US,
Organization: Example Corp

I
Subject: {

CommonName: www.example2.com
},

ExtendedKeyUsages: [TLS_WEB_SERVER_AUTHENTICATION],
KeyAlgorithm: EC_prime256vl,
KeyUsages: [DIGITAL_SIGNATURE],
SerialNumber: serial_number,
NotAfter: 2026-06-30T23:59:59+00:00,
NotBefore: 2025-01-01T00:00:00+00:00
I
CertificateMetadata: {
AcmCertificateMetadata: {
CreatedAt: 2025-01-01T10:00:00+00:00,
ImportedAt: 2025-01-01T10:00:00+00:00,
Exported: false,
InUse: false,
RenewalEligibility: INELIGIBLE,
Status: ISSUED,
Type: IMPORTED

3]
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B FAMBERPHWEAHBESRRDENF. IREHEWIHAVBCEE |, BEA S 0EBFR Amazon
Web Services X, MREEEXFITX , BFE ACM F R ICIZAREMHFTEB,

HEE UL 30 UE (7] 2

MR ACM EBERRESANEFRIE , WALBERESSFEXEURE, NRBERHBERMERBF
BRFIIE |, BB RMSAE SR B FEBHF, XLEBR 4 E X R FTiERAV A & F 8B F R4t
i, BXEZEER , 551 Amazon Certificate Manager BFHl4FI01F, INR%EFE DNS WiE |, N4
T ACM HIEBIEM BB IERE ALK DNS BiEE. BXEZER , 5 Amazon Certificate
Manager B8 RE R,

/A Important
LA R CHARATUEFIERERPEIENAMEEE . MREFEB FHARIE , LR
M ENRUE SR FERfF, MRRKEI B FEM , FSRRKE WIS FEB 4, RiERE DNS
WIE , MAZH BN E IR —% CNAME 2%,

(@ Note
NE ACM iEF ] LU 275 E 82 Nitro Enclave B9 Amazon EC2 324 £, Bl S HA AR

UE$ , SAMETEE{T Amazon EC2 K6l LA, BXTERZEREE Nitro Enclave B Amazon EC2
Pl EREMIL Web BRFERMES , FZSHEE : 7 Amazon Linux 2 L& LAMP Web AR

SEBEHEHIE : £ H Amazon Linux AMI % LAMP Web R 25,

EWAEA DNS Wi =2 8 FHR 1T,
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https://console.amazonaws.cn/support/home
https://forums.aws.csdn.net/forum.jspa?forumID=206
https://forums.aws.csdn.net/forum.jspa?forumID=206
https://console.amazonaws.cn/support/home
https://forums.aws.csdn.net/forum.jspa?forumID=206
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/install-LAMP.html
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MRBFRIUERR , TSEUT &,

e

« HEZE DNS K ] &

o HFEHFHRERIUENRE
o fRR HTTP Rl AR

HEZE DNS 16 iF 8] &3
MREFEH DNS RiFEBEHERRE | FSRULTIERE.

DNS HEHENE—SREAUTHRATITERLEFHN Y EPRE !

* dig — Linux, Windows

* nslookup - Linux, Windows

£

- DNS RRHtEEA TR

- DNS REtEFNMNRART IR

« FF/EH DNS BiF GoDaddy k¥

+ ACM #4#| & T & R“Create record in Route 53” ( £ Route 53 F8|E1EF ) &4
s BB (TZEMFE) B LM Route 53 BilF kKK

o BRI, BMARREIT KK

« VPN L&) DNS fRF a5 30iE K K

DNS B2 T X%k

MREH DNS RMHBHBULEFHBICREPEANS TRIL , BUMER ACM ZREAEBERNT

¥k , AERBEZTNENER TR, Fl0 , 7 7#HTRIE , 3B IE%E _x2.acm-
validations.aws ATE N x2.acm-validations.aws. {BER , BB IEFKB NS IMLTIEL LLR]
STRILTFA,

B LAER T RAMHNMERIES —DREIES.
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https://linux.die.net/man/1/dig
https://help.dyn.com/how-to-use-binds-dig-tool/
https://linux.die.net/man/1/nslookup
https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/nslookup
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Name Type =l

_<random value>.ex BB icF _<random value>.acm-validat
ample.com. ions.aws.

_<random value>.ex BB 1ic K <random value>.acm-validat
ample.com. ions.aws.

DNS REERMMBRRIAERT TR

FgERT , £ DNS EHEamnEZRERANABiEREFMMET IR, it , ZESHM
AR AREASBEIR, B0, “<random_value>.acm-validations.aws.” J$#3E4 |
Mm“<random_value>.acm-validations.aws f#&EZ,

F IS #9 DNS IiF GoDaddy %M

BRIFEME N ACM REM BB IZRKIE , FNEMEB Godaddy MEAMEM EEHAYAYIFE K DNS Kk
ARER KM, BL .com HEAH , KA CNAME iBFEXUT :

NAME: _ho9hv39800vb3examplew3vnewoib3u.example.com. VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

&AL GoDaddy Ei3 Eif NAME ZERARHINAE ( BEAS ) REIBS5#BM CNAME id% , W
TR :

NAME: _ho9hv39800vb3examplew3vnewoib3u VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

ACM #2#|& T E R“Create record in Route 53” ( £ Route 53 #2123 ) &4

MR Z3%$EFE Amazon Route 53 ¥E R 2H) DNS 247 , Il Amazon Certificate Manager I A E#EEH
REURIFZENEEFENR, EREEERT , BF A M Create record in Route 53 ( 7 Route 53 #16
BigR ) R TERETHBTH, IRAEXMER , FREUTAEERERE,

-« BXB A Route 53 AR DNS =RHHE,

- BERATREEKFER ACM H Route 53,

« BERADTE Route 53 FHEHXFHAIEIZFH IAM R,
- BREMA BRI ZIF,
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© EERAATF L.

E ( FZEMF) 5 LM Route 53 BIF KW

£ DNS RiEIREHF , ACM ELAEREXFHFERFBICTK. WREERE , Wz 72 DetEHE , R
A7 Validation timed out (R IEEE). EBFBEEAERITEFEFA DNS i , @3F Amazon VPC
AEREXHNER, FAE PKI AR ZEEEBBITEEWIES,

Amazon BXBEN ZAmazon FAF CARS A LF R ZEENEREH T,

WUERZh , BMA LT KW

WMRIEFBMA KXY , ERGRIUE", MENFE DNS EFtFEREIEHMAAERN (CAA) iBFK&EMELE
WMEIEP. BRESEE , F56 (k) BE CAA I,

VPN E£H DNS BRE288 58 1E kK

R VPN £ E DNS fRS528 , M ACM RN ZRSH[RILUES , FREZBSH/ESTULR
FriER. EA ACM DNS BiEMAN AR IUEBERFIEKALEL 2 Internet FITHEN

HEE B BB B UE Y A R
IR BT ER AT BB E S | BSAUTIEE.

£}

o RUIKEI56 U 8B F BB 4

- BT B FERHRIFRIF A KT R
« ITIELNIRE] DNS BiF

R Z I B F HR 4

HIEM ACM B RIEH HEF B FERA4RIUER |, SRR FHHFSLZETENEAERE N, BXES
88 , 53 Amazon Certificate Manager B FHB4FHUE, 20 RIR L 12U UE &8, F iR 44 B 1@ 2 [B] &R |
BEEUTEW.

ERE TN NE

ACM 2mEERWIHE HXWIE B FifiE, MREEEUN BT ZIFIEUOX Lo FHR4E | AT LUT
ENBRIFIEEAN RIS, TESKSMtut EAFEEBER , HE2EN @ FEZENE
BAVELR FEp b, Bl , RIRSF example.com $EE N subdomain.example.com KR UFLE |
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https://docs.amazonaws.cn/vpc/latest/userguide/vpc-dns.html#vpc-private-hosted-zones
https://www.amazonaws.cn/certificate-manager/private-certificate-authority/
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N AT RE S W B —H %X E admin@example.com B EE FHR ., KEE ACM ZBHIAEHR IR ( HEM
CLI = APl HIRE ) W FEBMF bt FIR |, IAERNERBITBE FHENNVE, EEFIYIX ,
B ¥ ¥R A Validation not complete KIAE F15 & Z K B4R,

It 8 F BR 4 EARIC Ty SR BB 4F

BEEENLIRER G 4R REE R B T4,
GMail B3 X1 18Ry B F o3 1THER

MREEEMEA GMail , MBIEE FHRFAIEEE AFI 9K ‘B = (28" mI+FH,
BRARZIEFH O

MREER LRESE , BNTEREFR IR FERH , i§T5R Amazon Web Services ¥ H
OHBERS, MRLEXEXFH , FROBERHE ACM FRiLiz.

R T B F B4R 30 UE AY 55 A #) 4R B B) B

EPHNE-—PNEFERAFRIEE RN ABEFERIELITERP-ERE, XTR ACM RIEFIFELHE
AL,

BRI E TR E] DNS Wik

HOIZRA B FERARIERIER)E , BTTEIREIER DNS W EFTRIE, EfEA DNS WiE , &
BRIZUEH , AR5 812 —MEA DNS BRI HEF.

R HTTP &1 a3
MREMSEH HTTP RIBEBNERI R |, BHS R TER,
HTTP REHENE—PRERAUTAARIER TN LINRE

« curl — Linux 1 Windows

« wget — Linux # Windows

F

« RedirectFrom # RedirectTo {1 & 2 [8] Y A &= A PEfig
e CloudFront it & 7 IE

« HTTP Z3E @A &

o WurEat
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https://console.amazonaws.cn/support/home
https://console.amazonaws.cn/support/home
https://forums.aws.csdn.net/forum.jspa?forumID=206
https://curl.se/docs/manpage.html
https://www.gnu.org/software/wget/manual/wget.html
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RedirectFrom #1 RedirectTo {7 & 2 |8 fY A &+ T

R RedirectFrom SN AE RedirectTo th SHABFIEHE |, MIIEF LK, BRIEEHE
NG A EHEE,

CloudFront & & 1IE i

v/

BREH CloudFront KITHREEBEEANRHEIEINET. BREXRREMNITHRERS
HEHE,

IEH , URSER

HTTP E7E [ (7] &
NMREEANREEOMAREREREANR , FREBUTSIREIEEHEE,
RIIEEREE

1. ¥ RedirectFrom URL & &35 ME EX K28 py b a2 rh
2. TEFRREI|/ED<H |, ¥ RedirectTo URL.

3. HRFMENANER URLs LAREINZTL T,

4, BIFEFEMREFIRE 302 REB,

36 UF H A
MEAFERBNNEBEARTR , HTTP RIFTa LB, ERRRIEEE , BHRTA TS,
R 0 VI 8 B[]

1. BUTUTRESZ —  EEWLEEE EESZHIE

a. T ACM 24| AHEFTIRFMAEETEH. ERFICHSRIENE.
b. Y8 DescribeCertificate API BEUEFEZ NINBILIRS,
2. XNFBANSLAENE , FHIARIEIANBRE M Internet G 18,

FERENIEBEITRIEE

ACM ZEEIHRI =R BFEIT ACM LS |, MELLTERITEMBEE. MR FHIEEIEPLEIT
Amazon Certificate ManagerBEU%EH |, iHS R LT E&,
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EEZFHITHIERIE
Eit ACM BHEITEMIEH |, BIUBEREUAT Y -

- BRIERHBIEE ACM EKH Amazon lRFEMHEXER. BX ACM XN HERNESR , E3H BY
ERBEFEAEEB N,

o XFERAEFEBHRIEAUER , ACM AIEEH BT IE B R ATHIE NN EE & 6B 7 B4 it 5 8Bk
Ro TR #9587 lB 44 41k 5 £ Amazon Certificate Manager B ¥ BB 430 A

- X FfEMA DNS BiIERIEH , EHREHN DNS BEZEEWA CNAME iE% , #l Amazon
Certificate Manager E%& 2R RIF PR,

o XNFEEA HTTP BiIEHIEPR , FHARIZE Amazon Certificate Manager HTTP IiE TR ELE &89
BEEM,

R EFEEUEFHLEIT KK

HIEPEEEHART (DNS 8 45 X, BFERER 45 X, RBIEBHF 60 X ) , MRIEPHFEEEE
HE, ACM @2 HEITIEH, BAREEENTHIBRETERIZT, BXELZER , B30 FHNREE
IFP 21T Amazon Certificate Manager,

£ 3 B FER I UEIE PRV FE B UL B E&IT

ACM IEHH BN 198 X, KITIEPREFHMBEMTEE. ACM KEIER G 45 RFABMEE
BRI B FER AR bt R IX TR, ZBHSEE —MEE | SrEE TR m iR T,
RIEFFESIHNESR , ACM 2R EBHMEE ARN BYLEITIEH,

B E AR FEERIE , T HEAERINS L F PENDING_VALIDATION RAH EE X LK
NBOR ORI
£+ DNS iFUE BT EUE P ELELT

ACM F2ZiRAX DNS BUFMIEFH 31T TLS BiE, MR ACM FELLIT @S DNS 1 UE R iE A iE
+  NBRTAEERAHT DNS BEEF R BB IERRANBIEKF AR, IREAEXTHER , ACM £BA
BT EBTEITIER,

/A Important

&R FF IEFRY CNAME 12X A Z| DNS BiEE, BEWERERIEMEI T B MMAHIT
LEiRAE,
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RAriEmE

B LUBEE ACM £HIEhRITIEBREHZKE , HEEHH CNAME iEF, BXEFHAER , F5E
TENE, BETER ACM API F#DescribeCertificate##EZk ACM CLI H#9 desc ribe- certificate

R RKEE CNAME i8%k. BXEZEE |, 551 Amazon Certificate Manager 138 25 Wik,

« < Viewing1to3of 3certificates > »

Name ~ Domain name ~ Additional names Status ~ Type ~ Inuse? = Renewal eligibility ~
» amzn1.example.biz Issued Amazon |ssued No Ineligible
» amzn2.example.biz Validation timed out Amazon Issued No Ineligible
I - amzn3.example biz Issued Amazon |ssued No Ineligible I
Status
Status Issued
Detailed status The certificate was issued at 2018-03-22T22:42:12UTC
Domain Validation status

amzn3.example.biz

3, Export DNS configuration toafile  You can export all of the CNAME records to a file

Details
Type Amazon Issued
Inuse? No
Domain name amzn3.example.biz
Number of additional names 0
Identifier 1faedec-6db6-4d3d-967a-eec5e53ecdds
Serial number 0e:10:30:f3:1c:b4:1e:b7:54:bb:f3:99:62:5b:7f:fb
Tags
Edit
Name

MIEF] B ik B FREF,

Success

Requested at 2018-03-22T22:38:52UTC

Issued at 2018-03-22T22:42:12UTC

Not before 2018-03-22T00:00:00UTC

Not after 2018-04-22T12:00:00UTC

Public key info RSA 2048-bit
Signature algorithm SHA256WITHRSA
ARN arn:aws:acm:us-
west-2:140948901414:certificate/1faedec1-6db6-4d3d-967a-
eec5e53ecdds
Validation state None

& < Viewing1to3of 3certificates »

£ DNS BRI H R FEEE R LT
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https://docs.amazonaws.cn/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.amazonaws.cn/cli/latest/reference/acm/describe-certificate.html
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Amazon

v amzn3.example.biz Issued No Ineligible
Issued

Status
Status Issued
Detailed status The certificate was issued at
2018-03-22T22:42:12UTC
Domain Validation status

Eamzn:’a.example.biz Success

Add the following CNAME record to the DNS configuration for your domain. The procedure for adding CNAME records depends on
your DNS service Provider. Learn more.

Name Type Value
_dc8d107e33e2a83816bb6a2a395a5¢cf5d.amzn.ex CNAME _dadbc0aaa5530cf8b0964967cf1d4edB.acm-
ample.biz. validations.aws.

Note: Changing the DNS configuration allows ACM to issue certificates for this domain name for as long as the DNS record exists.
You can revoke permission at any time by removing the record. Learn more.

Amazon Route 53 DNS Customers ACM can update your DNS configuration for you. Learn

more.

. Export DNS configuration to a file You can export all of the CNAME records to a file

BIFIEHE O UERIUEFEH CNAME 8.

MRRBKIBEE , FEHRRAZER D,

£33 HTTP BFIE$ M FE BT B AT

ACM 2R B LT HTTP RIFAIEH, MRETRK , WAERHT HTTP RiEiZFEFERE. W
REEXMER , ACM BB EZEANELITIES,

/A Important
BAEIR RedirectFrom NEMWARNBSIEBHENHM RedirectTo MEH AN A ITHE,

WA LUEIE ACM BHlAREFIEBREHEKXE , HEEHMW HTTP RiIEER, Bt aLlER ACM
API 1y DescribeCertificatei®{E= ACM CLI H# desc ribe- certificate i SRR ZWEE ., EXEZ
{£8 , 28 Amazon Certificate Manager HTTP R,
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https://console.amazonaws.cn/support
https://docs.amazonaws.cn/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.amazonaws.cn/cli/latest/reference/acm/describe-certificate.html

AmazonCertificate Manager ArfEm

MR EBKIAFE , EHRRZZE T
T REAT T

Y IEEIEPLE1] Amazon Certificate Manager — N REEE, XERBEXLELSRELRSIUEAELE L
£, ERIEACM EFRHHWAEEEG , £ ACM REFNEH 2 B Al B R, ACM FREXVZITHIIE
Pt E SR BEREAEH Amazon BRIV A Z B A8 IR, Ht , SHEHIRESH
ERAREFEER NS REE R ERFIET,

HrEE A A&

O RM T EMAHKIE ACM B TR EBNIES.

F&

o IEBIARHFIERX (CAA) B
« IEHFARE

o UE[E % B

« API Gateway [A]#

o THRUEBEALXMNZELL
- ACM IREXEAE (SLR) [E&

E 45 47 & HLADIBAX (CAA) 6 2R

A LAE A CAA DNS i23xk3EE Amazon iE P A H1# (CA) AR EEEH FEMA ACM iEH,
RGEIEP M A KWE4EEIREE , £ One or more domain names have failed validation due to a
Certification Authority Authentication (CAA) error [l FiEB M A HMIAE (CAA) iR , — N ZNE
ZBAREEBIWIF] , HRELM CAADNS iiFEK, NREERIBIE ACM IERERBUREIEER , N

MHIMEFIEH CAA BFRHBRIBERIEH, CAA IBEHFH value (B ) FERUABEUTHBE T —

™

* amazon.com

* amazontrust.com
* awstrust.com

* admazonaws.com

BXO2 CAABKNESEE , F36 (At ) BE CAA IBk,
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https://console.amazonaws.cn/support
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® Note
MREFHFLEA CAARE |, NI LLERTNENEEE CAA 125,

UEF§ AR &

BRI E=FIEHEA ACM AFEEERBFEFKEK, NREFENE , FEELERFAMEBBAE
B B EIEUTILR

- BREES A X509 FRAS 3iEH, SSL/TLS

« EBAURBEEEN , LA RIERMAVA (CA) £5,

- WMREWIEHHE CAZLE , MAMITEPEIERE , ZIEHEATREZIDAERMAVEEE R
&

- MRAEPBAELSHRIUES , WMALUBIXERNBEREER.

o iR B LA EFIAE R —MEB,

- BOEPEUEREPITERLEMAIES,

« AP, EPHEMAERE (WE ) XEA PEM RiE, BF , PEM % H Base64 wiBHY ASCII

MASRAR, , XENARUAXTEMAITH A NEGE. EEFIHLE PEM XHFET , RERNIT
HERHEN ZXHHITEMEMER, ETUEA OpenSSL Kl LA EFRIFIEH 4,

- TRNEZENLRAERH (W7 ), (B7: URTHAEBEE , Nan®, )

- 5 ACM £ RS BAER ACM XFHNEEMBEH K, FZ 6 € Amazon Certificate Manager
RAPFiEE) N8TURSHXY , BRENIEBEBEEER,

« ERBRSXVIEBHZFAERIELS A IAMERE ACM MAMFE,
« SAREBSTE R,

s FIBIEPNFAGEBEREEFER, B2, BRIAMBERT , MREBERIEEKeyTypesifiEs
#9185 R TR A ListCertificatesAPI 5 list-cer tificates Amazon CLI 35 , M| R&RSA_10248 R
HRSA_2048iE P,

UuE 5 [ 1€ [R] &

NTEITIES , ACM ERFHNLB-LERAN, MRENNARFERILEEE ( B#A SSL
BEE ) KEE ACM iE$ , M#E Amazon ZiTIEH/E , NARF R REEIENE. Nt , B2
WA EEE ACM iE+H, MREHNAREFLAEEIES , BT TRE
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https://docs.amazonaws.cn/acm/latest/userguide/acm-services.html
https://docs.amazonaws.cn/acm/latest/userguide/import-certificate-prerequisites.html
https://docs.amazonaws.cn/acm/latest/userguide/import-certificate-format.html
https://www.openssl.org/docs/manmaster/man1/openssl-verify.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-services.html
https://docs.amazonaws.cn/acm/latest/APIReference/API_ListCertificates.html
https://docs.amazonaws.cn/cli/latest/reference/acm/list-certificates.html
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- FEECHIERBSAZIACM , RAERENNARFEERS ANILES, ACM FRHEFN S ANIES
MIEELIT,

- MREEANRLFIES , WRENNARERFEESFREATAN Amazon RIEH, MREEANR
MBS , NFEHNNARFEEES CA NBRIES,

API| Gateway [A] &

HIRTMEBBEMLH APl i 8T , APl Gateway 2R &% E CloudFront 7#t. % CloudFront 2 Et/H
AP| Gateway FiE , MA—RAENKFIE. ZoEHERZE API NFTERK ACM EH, Mk
WEFH R ACM BIBRIEHVIES |, BT BRE1ZIE B REH API Gateway B E i,

HIBIEX I API LinT /BT , APl Gateway TR E 02— Application Load Balancer (ALB). %
9% 2R H API Gateway FiE , &R T M. % ALB 48EZFIZE API BTFREAEY ACM iE$. ZE
BRYFTE H 1T ACM M BREHVIES |, AT BR S ZE 5 <BR Y API Gateway B E i,

THRERBINRBESZEAT

MREEKIFF ACM IEBEERRSRE , BIEBFEIETHE , A BERRSTHRIREHR , WERE R
RER RS M ACM IEB AR RRE T Bl

f5l7n | Elastic Load Balancing (ELB) & E##Z X R Amazon KMS key , ARG S EEMRZIEPIVFAH, Lt
PRBAETRENREERET , YEFIEHE ELB XBEt ACM N A Z KR, MR ELB XEFTZNR
R , NEE RS R ZUPBHAR XK.

ZFERBA , EFEAH Amazon KMS 2#| A EFRNRPURE , ik A https://console.amazonaws.cn/
kmso. #WITFFBREZ— :

c MREBUANNEHERTFEABRSHNR , BHRSKERSHEFE , BUHIBERSHXEK , REE
MARBRE. INEMNAETRRNERE , FREFHEN

o MRBIAANERT ACM W RE#HEE , BEBKR Amazon Web Services X#F h https://
console.aws.amazon.com/support/ ome#/,

ACM BRF<Bx A (SLR) (A&

HEMRBFE CALEHABHEMKFS EEHAENIERN , ACM 2EBREANZHRERSHEXA
& (SLR) , AZERAEHEET Amazon #8 CA HRHNHEREEITRE, MRENHE CA HAF
BiE$ , MAFE SLR , ACM FEENEEHEITZIES,
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https://www.amazontrust.com/repository/
https://console.amazonaws.cn/kms
https://console.amazonaws.cn/kms
https://docs.amazonaws.cn/privateca/latest/userguide/pca-resource-sharing.html#pca-rbp
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ACM WEELIBRE , EREWEEMNIKS FREFE SLR. MWRFHEM iam:GetRole RRE
WERTFEKFH ACM SLR , MZAIE SLR EF2aBAREHRT. MRETBAKE , BLEGE
WK EERAREEER T iam:GetRole 1B ACM IR , ENEHNK, 5 ACM T E KL
AwWSCertificateManagerFullAccess XBk.

BXREZER  H5H (AM AFERE) PRSI EKABNR,

IEFE
Amazon Certificate Manager i S AR T ZRHERMAK. BEXENINRENERE , BRI T X,
AEILELERELE

BZAE1T H Amazon FAF CAM AN FAE PKIEBE |, ATgEaHIMUTRE,

@ Note
Amazon #A CA XX EFHE (4R ) KNG E (T8 ) KiF,

ACM #FER S Comment

PCA_ACCESS_DENIED FAHE CA R#EZF ACM R, X£&ft&k Amazon
#.%8 CA AccessDeniedException XMt
B,

EgRIE B | EFEHZ Amazon AF CA
CreatePermlssmn}r E[E ACM BRSS E 4R F 44
EHRR,

PCA_INVALID_DURATION ERWIEPHNERPEL TMENELE CANE
MHE, X&fAk Amazon FAF CA Validatio
nException XM,

ERRM R | EREH CAILED (EFEEN
BRI ) o

QEFE R 1.0 223


https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.amazonaws.cn/privateca/latest/APIReference/API_CreatePermission.html
https://docs.amazonaws.cn/privateca/latest/userguide/PCACertInstall.html
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ACM HER

PCA_INVALID_STATE

PCA_LIMIT_EXCEEDED

PCA_REQUEST_FAILED

Comment

HAANFAE CA K& TFHITIERKN ACM #1E
FIER EFIRA, XflA Amazon FAF CA
InvalidStateException %MK,

BTSRRI R R

« IR CA KRB N CREATING , BEFCIEER
B , RleR%E CAEH,

« R CA HIRA S PENDING_CERTIFICAT
E ,BE&XECAISE,

- W18 CA HIRZA N DISABLED , HFHEHEH N
ACTIVE R3S

« IR CA KIRAN DELETED , i FHZEE,

o MR CA KRN EXPIRED , BZEHIEH

o IR CA BPIRZSH FAILED , METTEMERE]
B, iHBcFR Amazon Web Services X,

B CAECREMALR ., XAtk Amazon FA
& CALimitExceededException %kM4%
B, EHEFERALBEZE , BEHEELNE
Ko

WMRBRMAFE , BBHKR Amazon Web
Services ¥ LLERIZRSEH .

MEHREHE. X2l & Amazon FAF CA
RequestFailedException %kMAK®B, &
SEFRLRBZE , BEHREEEWER,

MRERMAEFE , BB R Amazon Web
Services X#.

MFIEPRELE
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https://console.amazonaws.cn/support/home#/
https://console.amazonaws.cn/support/home#/
https://console.amazonaws.cn/support/home#/
https://console.amazonaws.cn/support/home#/
https://console.amazonaws.cn/support/home#/
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ACM HER

PCA_RESOURCE_NOT_FOUND

SLR_NOT_FOUND

Comment
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