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(® Note
Amazon EBS FENTTARXAEFIEIE , BRI ActiveMQ E£3)/& AHBER,

C. ii#%jt_io
4. 71 Configure settings (BB 1RE) T HEHK Details ((FHER) Fo , MITUTHRKE :

a. %A Broker name (fREEB#F)o

B2 ActiveMQ K3 5


https://console.amazonaws.cn/amazon-mq/

Amazon MQ FEANGIER

/A Important

BOERBEHPRIMNMNASHEL (PI) REMHNBRBBES . HfttAmazonfk
% ( ‘8¥& CloudWatch Logs ) AI AR EE M. REEMTESATAERHBRHK
EO

@ Note
EHMIRERS , BETUBRELATHS :
+ BEE
* CloudWatch Logs
« BEF
- REEFEO

b. 1&# Broker instance type (fREESEHIZER) ( 20 mg.m5.large ) « BXREZELR |, S H
Broker instance types.

5. 1& ActiveMQ Web Console access (ActiveMQ Web 2 &l & 15 R]) #2 , 324 Username (AFR)
H Password (88). A TREEATREAFBNEE

- AFBRRESFRRTEFN. BU%, IR, TRILMBRL (-._~)o
N1R2AZEH, BEEL4NE—FF , HEFTHEZES, BSHES (=),

/A Important

BONEREAFBEFRMNMAZSHBEER (PI) EMHNZRBBES . EtAmazonfkss
( ‘2%& CloudWatch Logs ) AIAGRIREAFE. REAFETESATAERBEK
EO

6. EIZFIE.
% Amazon MQ B2 ERIER , 28 7R Creation in progress (IE1E81E) RS,

BIBRERNFE 15 2%,

B2 ActiveMQ K3 6



Amazon MQ FERARER
RIS ENRIET , Amazon MQ £ &~ Running (IEFEiE1T) R,
7. %$% MyBroker,

£ MyBroker K EEZT D , i TRIEM ActiveMQ Web #2155 URL , Hil0 :

https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:8162

5, WIE FTERENL PP NL R T Ko T2 OpenWire LT QEVRHI

ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617

B2 ActiveMQ I 7


http://activemq.apache.org/web-console.html
http://activemq.apache.org/configuring-transports.html

Amazon MQ FEANGIER

Al : 8% HiE$E RabbitMQ I

R BIZ1TE Amazon MQ EHHERERRE, ©2 Amazon MQ WEARGEHR, REEHIEK (m5)
MK/ (large, medium) WAHE BRI N RIELFIKE (@0, mg.m5.1large ) o BXREZEE | 1B
25 1+ 42 Amazon MQ for RabbitMQ K3 ? .

22 RabbitMQ X

F—MERENLH Amazon MQ EEZ 2 BIENRE, LT RHERM{AIEEHAmazon Web Services &
EEHACEERRE,

£l Amazon MQ for RabbitMQ 3BT |, 1§:81& RabbitMQ KE iR EZESLERUFACRIEMREH K
LHEFHME,

1. %% Amazon MQ #1548,
2. 7t Select broker engine ((EFRIES|ZE) WA L , i&£#F RabbitMQ , R/FERE Next (T—F).

3. 1£ Select deployment mode ((E#FEBEE ) TWEH L , 1% Deployment mode (FEBEX) , HlL0
Cluster deployment (S£B &) , AFIEE Next (T —F).

« BHIRER{T Network Load Balancer (NLB) EHEH — M AI AR HH—NMEBAK. RE
A SEH R AREFRM Amazon EBS H#E#HTEE., BXEZER , BSHE £ 1 : Amazon
MQ for RabbitMQ # 3L fI{8E,

. 5 AR RabbitMQ &£ & ZEE 2 1 Network Load Balancer [GHE/ = RabbitMQ KB &
HRNZEIE BN TRESNITARK (AZ) 2RAHREAF, BRI HARNRS, BXES
E8 |, FSH &I 2 : Amazon MQ for RabbitMQ &£ &2,

4. 71 Configure settings (BB 1RE) W HEHK Details ((FHER) T2 , MITUTHRAE :

a. %A Broker name (fREEZ#5)o

/A Important

BENERBEHPRIMNMASHES (PI) EMBHNBHBBES . HtAmazonhR
% ( ‘3¥E CloudWatch Logs ) AJAA AR EE . REBMTESHATAERHRHK
.

b. EBRMAEBEHIZERE (HIE0 , mg.m7g.large ) o BEXEZEE , S Broker instance typeso

B RabbitMQ X2 8


https://console.amazonaws.cn/amazon-mq/

Amazon MQ FEANGIER

5. £ Configure settings (ELEIRE) T HAY RabbitMQ access (RabbitMQ i517]) £ , 124
Username (FAF° &) # Password (%), A TREERTFTREEFEXEIL

- AFBERRGEFERFFR. BVL. AMTRE (-._) . LEFTSIEMMEEL
(~) F%&. Amazon MQ ZiL /A guest ERAF &,
- BEULMEDLH 12/0NFH , BEEL4NMNE—FH , HEFBIEES., ESHES (=),

/A Important

BOERBAFPZERRMNMASHER (PI) REMIZHBRES ., HittAmazonRkE
( ‘B¥E CloudWatch Logs ) AIATARIREBRAFE. RERAFETESH TAERBREK
o

@ Note
EHMIRERS , BETUREATHE :

- EE

» CloudWatch Logs
- BAEIRE

- REEFEO

6. ﬁj:%-lt_*)"zo
7. 71 Review and create (B MEIE) TE L , B UEEENERHBREEENE#THE.
8. i%&$® Create broker (BI2KIE),

% Amazon MQ |2 EN K2R , £ R Creation in progress (IEEFE8I2) R
BIBRERAFZE 15 D4,

BRI ZENRIER , Amazon MQ £E 7R Running (EEIZE1T) R3S,
9. i%&4% MyBroker,

£ MyBroker HEIMEEZLRS , id FAER RabbitMQ Web ##| & URL , 5l0

https://b-c8349341-ec91-4a78-ad9c-a57f23f235bb.mq.us-west-2.0n.aws

B RabbitMQ X2 9


https://www.rabbitmq.com/management.html

Amazon MQ FRARIER

B, BIETEREN secure-AMQP KixT mo L TFR— amgps LixT K E R IITEFiK O
5671 By =B,

amqps://b-c8349341-ec91-4a78-ad9c-a57f23f235bb.mq.us-west-2.0on.aws:5671

#2 RabbitMQ X 10


https://www.rabbitmq.com/connections.html

Amazon MQ

FRARER

EIE Amazon MQ R E

BIEREF , ZANEENMET Amazon MQ RENTREE .
FH

« ¥E3ZF Amazon MQ

+ Amazon MQ 22 AHK & RIERFEN
* A% Amazon MQ RE 5| ZRRZAE

* A% Amazon MQ REEHIKE

« Amazon MQ for ActiveMQ fZfif K&

« BiEFE Amazon MQ R

+ 1% Amazon MQ REH 43 1T ER

« B Amazon MQ K

« HEX Amazon MQ I

« Amazon MQ fREIRZS

N Amazon MQ BRERIFRE

iE1Z 2 Amazon MQ
B LA RS I R A E R S M EM Amazon RS E#EZE| Amazon MQ,

HE s Jl-ﬁ N

LATFEEFEBT Amazon MQ RS API :

15 EERE
mqg.region.amazonaws.com IPv4
mq.region.api.aws Mk (IPv4 F IPV6 )
mq-fips.region.amazonaws.com X IPv4 B FIPS
mq-fips.region.api.aws Ntk FIPS

%) Amazon MQ



Amazon MQ FEANGIER

A==

ATFEEFEHAT Amazon MQ R :

13 EESE
brokerId.mq.region.amazonaws.com IPv4
brokerId.mq.region.on.aws Mix (IPv4 F 1Pv6 )
(@ Note
Amazon MQ for ActiveMQ KB F X
A% o

EAMN (IPv4 M 1Pv6 ) im RiEZEE| Amazon MQ

BBt X3 IPv4 1 IPv6 REMN IR KR, HE[WikiE S X HEREN |, 2 URL £84TH IPv4 5
IPv6 #itit, BXNLH FIPS MR EZER | BESH (SDKSEIERM) o

Amazon MQ XEFXENKRIHR , XEWKREELIEF Amazon KIFIEE N H R BN —EB0 . ikl
REMFERUTHRAE : mq.region.api.amazonwebservices.com.cn, % , cn-north-1
X 13§ AR i =B # = mq.cn-north-1.api.amazonwebservices.com.cno

Amazon MQ X FXEFHNKRIHR , XEWREELIF Amazon KIFIEE N KRB RN —Z0 . Mk
WRBMERUTHRYE : mq.region.api.aws. Hlf | eu-west-1 l:iJiE’\JﬂXiEHi ﬁﬁ,\“%ﬁ’\m

mqg.eu-west-1.api.aws.

AKX Amazon MQ i RV EEFIK | SR (Amazon BRAZZE) ,

£ 8 Amazon PrivateLink iE1£Z%| Amazon MQ

¥ IPv4 # IPv6 B9 Amazon MQ APl #9 Amazon PrivateLink is RIEE#EIFAE = ( VPC ) Hl Amazon
MQ APl 2 B2 EEE , TGN RERBI L HEERMN,

RIBIE S 12


https://docs.amazonaws.cn/sdkref/latest/guide/feature-endpoints.html
https://docs.amazonaws.cn/general/latest/gr/amazon-mq.html
https://docs.amazonaws.cn/vpc/latest/privatelink/what-is-privatelink.html

Amazon MQ FEANGIER

® Note

34 PrivateLink B X #H{UEA T Amazon MQ APl iz R , FEATRERR. BXAEEZER
BimaWEZER , B2 HConfiguring a private Amazon MQ broker,

E M PrivateLink 158 Amazon MQ AP , A4 E £ E BEENIESE VPC e —
MNEO VPCiImR. BIE VPC Im=nt , EAMRS B com. amazonaws . region.mq
com.amazonaws.region. mq—fips BT FIPS I® =,

L& FEH Amazon CLI 5 SDK @A Amazon MQ Bt |, %9 E i = URL LA XNk
#& :mq.region.api.aws = mq-fips .region.api awso. Amazon MQ B PrivateLink T3 #%1L
amazonaws.com ERMNEBINE R, BEXEZEE , H25 W SDK SEiE5mh i FIPS ik,

LA CLI RBIE R T tf@N Amazon MQ VPC iR A# X ( &fE ) XiH#Y describe-
broker-engine-typeo

AWS_USE_DUALSTACK=true aws mq describe-broker-engine-types --region ap-southeast-2

BEXECL HEERSWEMITE , S HE Amazon CLI A w2

R LAMEA VPC R REESREER X VPC i R IGRIIR. BXELZER , BERAEAKSE
B3 HIX VPC i 2BV i5 18],

Amazon MQ 24 A8 & 53 i Fl R X

Amazon MQ 32455 & HITE B E | TRIER AN BERFRF R0 LEM R
& AT RabbitMQ WL MQ B & 1751 F & X

Amazon MQ for RabbitMQ X #F LA T IAESRN S :

27 38 A 5484

HWFEZES , KBRS FM#E RabbitMQ RERE , BT Web 2F| A NEE API #HITEE, ENE
Pl AL, BASIM EFM N RIEEAE RabbitMQ FEE, X2MINGZE. BXREZEE , FSHE
B S HRIERMEN,

BRI 13


https://docs.amazonaws.cn/VPC/latest/privatelink/create-interface-endpoint.html
https://docs.amazonaws.cn/sdkref/latest/guide/feature-endpoints.html
https://docs.amazonaws.cn/cli/v1/userguide/cli-configure-endpoints.html
https://docs.amazonaws.cn/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.amazonaws.cn/vpc/latest/privatelink/vpc-endpoints-access.html

Amazon MQ FEANGIER

OAuth 2.0 TAF 53R

EHFEF , REASRAENRBAINEE OAuth 2.0 S RAE (I1dP ) B, EEEN. kHl. B
UM EZH A FIAEME RN RET OAuth 2.0 RHEFAEERSGHTEREE, XELTRFE
B, AR TEURENRENER. BREZELR , 5K OAuth 2.0 5 HEIUF R,

IAM & 135 iE 24X

HEAES  REAFEY IAM HIEBESF A Amazon IAM ZiE#TEGRIE, IAMIEBATFMN
Amazon £ RS (STS) JREVJWT ThE , XL JWT SN A OAuth 2.0 ThEH TS 4%
iE, AZEMATILEE MQ #X RabbitMQ B9IIE OAuth 2.0 %3 , RabbitMQ &2 OAuth 2.0 &
1R R, Amazon AF B/ KIEAH Amazon IAM A8 | MELIENL., BT, BAYIF E B &R IFRR
BRIES RabbitMQ FEER IAM REMCEABHTER, EXEZER , H5HE IAM SHRIEF
B

LDAP &35 iF F XX

EXMAEF , REAFKRANRBAIE LDAP B ZBRFEE. A SHRIEMFRNRET LDAP
BRSRETERE , ATAFERAENAMN B ZRSESRETF RabbitMQ, BXEZER , HZ5 LDAP
HHRIUENT,

HTTP & {330 U M &R 4X

EXfAER , REAFRANRBENASL HTTP RSHFEE, AFFHRIEMFRNREY HTTP AR
SRETERE  ATAFEABCHEORIENRIURHEEF R RabbitMQ, BRI ENESE
B, BZE HTTP SHRIFFER,

SSL iE+ S {310 iE

T 5# MQ X3F RabbitMQ 2L @I E TLS (MTLS). SSL B RIFHEAFEANRE mTLS EENE
FPIRIEBXN AP #T SRR, EXfEED , £/H X509 BERRIIEPMARARBNEBEIENEL
ZAAP#HTEORIE. REZIFEMIEPMENM (CA) NEFRHVIERFHTRIE , ARBERMNES
MWFE (HIMAAA (CN) REBR AR (SAN) ) FIRIM, LA ELETBYMEAHTRENTRME
BEHARIF, BXESER | BSH SSLIEH SHRIE,

(® Note
RabbitMQ X #FEIR A 2 5 M RIERNZNITE. Fln , B LlE RS A OAuth 2.0 FfE £
(RE) BHRRIL. BXEZEL , 55 OAuth 2.0 #HiES X FE S /E A OAuth 2.0 FfE £
( AER ) BRI R LA K Rabb itMQ 17 R34 328,

EATF RabbitMQ B9 i MQ #9 5 12 3 AR 14


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_oidc.html
https://docs.amazonaws.cn/amazon-mq/latest/developer-guide/oauth-tutorial.html#oauth-tutorial-config-both-auth-methods-using-cli
https://docs.amazonaws.cn/amazon-mq/latest/developer-guide/oauth-tutorial.html#oauth-tutorial-config-both-auth-methods-using-cli
https://www.rabbitmq.com/docs/access-control

Amazon MQ FEANGIER

ERATF ActiveMQ WYL S MQ B B 1538 iE F R

EAT ActiveMQ ML S MQ XIFU T S HRIUEMBRGE

f&] S A UE 524X

EXGESR , REAFZEY Amazon MQ Z£HI 8 API G2 MEEMN, TN AFEEL R
5, EBM ActiveMQ Web #Z2H G HRFENR, AXRLFENESER , S HLIE ActiveMQ RIE
A,

LDAP & 351 F XX

EXxfEZd  REAFELE#HEEN LDAP REB[HNERE#TEMRIE, EWLUEN LDAP iR
LM, MBRAIEKAF AR EBAMEAY| D ENR , NTTREEFR S HRIEMTNR, ERIETE
NEZER , FSEE ActiveMQ £ 5 LDAP £/,

H4% Amazon MQ R EE 5| Z R

Amazon MQ K EMN AR XIS MRE 5| ZRBEREHMAONESIBRE, FHSIBREIELEHT,
HIREEMERES B,

Amazon MQ RIFE VAR IR HEIFSBIFRASEE R X.Y.Z, £ Amazon MQ 2 & | X RIRFE/K
K Y RERRERAE , Z RRAINT RAES, Amazon MQ XFHPERNFLE -

« FEREAR - YEES|IBREASERNRE, Hla0 , M RabbitMQ hixas 3. 13 ALK EIRA 4 .2 8]
WA EBREFA R,

« REREAR - RERXRESIBREASERNRE, Flan, MRAE 3 ALK, 11 FRE 3. 12 AN
IRBEMAFR

R LARE R FIRARBEARE T — MR IFHNEBRAZRERA . Amazon MQ it 145 BTERAH
FIEREEEARI ISR T A, FHMBIRAALTREEHLEFNEARTH , HER
ELEEREZR, HRAERANIFFLLERN , Amazon MQ 2FKEBAERE T —MNRERA.

FRIFLKEIZRRA

BT LALEA Amazon Web Services EE#2#|A. = Amazon MQ APl ARRER 51 ZHA, Amazon
CLlI

ERATF ActiveMQ BT D57 MQ B B 838 1F F3E L 15



Amazon MQ FEANGIER

Amazon Web Services BIB124] 4
ERRREMNSIZRA , EFEH Amazon Web Services EE#ZE 4| &

1. ERBEFHAEFER L , &% Edit (RE).

2. 1£ Specifications (M#&) T , X F Broker engine version ({XIE5I1ZARA) , M THIFIR ik B H AR
x5,

3. RHFTHEZHERE Schedule modifications (1T X&)

4. 7f Schedule broker modifications (it XI{XIE4ER) WE L , X¥ T When to apply modifications (A
R AR T, BFEUTEIZ —,
o WMREBHLE Amazon MQ £ — PNt RI4EF BTERTERMAFL , 1H1ER After the next reboot

(TREFIENG).

- MREEVEEFHEHRBEHARSIZBIRA , Fi&EF Immediately (3ZE]),

/A Important
BRHREBEESHRLTELRS. XTEHAE , #REERHH , 8XARE-1
T RE .

5. &% Apply (RA) BATER M A E o

Amazon CLI
EARHRNRERSIZBRRA |, B A Amazon CLI

1. f£H update-broker CLI ti S HIEEU TS , MRHBIFF R

« --broker-id - Amazon MQ FIREBERWHE— ID, BELE
WK ARN 4T ID, flg0 , 44T ARN arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819 ,
R 1D ¥4 b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

« --engine-version - RES|IZBEEAHLKINRES,

aws mq update-broker --broker-id broker-id --engine-version version-number

2. (W) WRERIEARSIZBIRA , iE6EA reboo t-broker CLI tr H E B B R IE,

FHAREIZERE 16


https://docs.amazonaws.cn/cli/latest/reference/mq/update-broker.html
https://docs.amazonaws.cn/cli/latest/reference/mq/reboot-broker.html

Amazon MQ FEANGIER

aws mqg reboot-broker --broker-id broker-id

MREFBEFHBHREMUENAER , Amazon MQ FET —MRILEF R BRAARRE,

/A Important
EXFRBEERHMELTELRS. NTEHARE  aRBERYH , BRARABF N
REW.

Amazon MQ API
£/ Amazon MQ AP| AR ER 5| Z iR

1. {#H UpdateBroker AP| #4E, 1% broker-id FABESH. U T RHIMBRERELE us-
west-2 X, BXTHMN Amazon MQ i RV EZEE , 5@ (Amazon Web Services —
s#E) i Amazon MQ i = PR

PUT /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT
x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

EERAFEFFEH engineVersion EEEARINREBNIRE S,

{

"engineVersion": "engine-version-number"

}

2. (Wit ) MREAENEIARSIZERA |, EFEH RebootBrokerAP| 2EE B R E, broker-
idIEEENBES .

POST /vl1/brokers/broker-id/reboot-broker HTTP/1.1
Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT

x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

FIHFAREIBIRA 17


https://docs.amazonaws.cn/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.amazonaws.cn/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/brokers-broker-id-reboot.html#RebootBroker
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MREFBEFHBHIREMUNNAER , Amazon MQ FE T —MRILEHF R BRAARRE,

/A Important
BEXPIREBEEERHRL TELRS. N TEEARE , #REERHR , BRRAEF 1T
KRB,

/)

K Amazon MQ R IBSLf3 HY

/A Important

mq.m7g.x EHMERF Amazon MQ for RabbitMQ X2, Amazon MQ for ActiveMQ X 1X
5/ mq.m5.x £,

RIBEBIE (m7g) MK/ (large) WA SHEHRFRREZFIZEE ( HlE0 , mg.m7g.large ) » HEHFE
BBt , BMERSHEMREHENER !

- BRI EE
« RIEMVEEE

- REEAFEFRHER
- TRHER

BUEN AN AR F e AR RESEFIRE (ng.m7g.medium)e X T EFR BRI F - iw A
BAZI, &&FMHE, AFFRERENMATRER  RINBWERARAHNRESSFIRE (mng.m7g.large
RELE),

MBEBEMEERD  RENNEARETBRIEFRRE | RINBWARIERAZFIER (EIM
micro ¥l large ) o EARBHZHFIEKE | BT LAEA Amazon Web Services EXE#EHIA. Amazon
CLI 2% Amazon MQ API,

Amazon Web Services &I 4|4
E A Amazon Web Services BB FH A& ARENERPWEHIKE | FHITUATRE

1. &% Amazon MQ E4l&,

FHRKBISRE 18


https://console.amazonaws.cn/amazon-mq/

Amazon MQ T %A RIEE
2. EEMSMEKRF , i£$F Brokers (RIE) , RAEMIIRPEREEARNKE,
ERBEMEER L , EZF Edit (4RHE).

EABT , ITREXPFIRE , NTRFIRPIEFEFHRGIRE,

EREES , EFE TSR,

#£ Schedule broker modifications (it XX {&ck) WE L , X F When to apply modifications (A
RRAENR) T, ERUATEIZ—,

o o bk~ w

- EETRERE , WREFE Amazon MQ BT —MIXIEHFEOPTHEA LK.
- EEVE , MREFLEVUNESREHAREMIRE,

/A Important
BRHREBEESHRLTELRS. XTEHAE , #REERHH , 8XARE-1
T RE .

7. & Apply (RA) BATERCR A E o

Amazon CLI
E A Amazon CLI #RRIBHISEHIKE

1. A modify-broker CLI fi S HIBEU TSI , WRHIFTR.

« --broker-id - Amazon MQ HRIBLERKIHE— 1D,
« --host-instance-type - RESIZBEARARINRAS,

aws mq modify-broker --broker-id broker-id --host-instance-type instance-type

2. (Wit ) MREEIEAREFIERE | EFEH reboot-broker CLI T EZRE,

aws mqg reboot-broker --broker-id broker-id

MREFBEHBHREMUNNAER , Amazon MQ FE T — ML R BRAARKE,

FHRKBISRE 19


https://docs.amazonaws.cn/cli/latest/reference/mq/update-broker.html
https://docs.amazonaws.cn/cli/latest/reference/mq/reboot-broker.html
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/A Important
BXHREBEESHRALTELRS. XTEHAE , #REERHH , BARE-I T
RAE.

Amazon MQ API
E@F A Amazon MQ APl A& CIEH LIS R

1. {#H UpdateBroker AP| #4E, 187 broker-id ERNBESH . U T ROIMBRENRELE us-
west-2 X, XA Amazon MQ i S EZEE |, 155 Amazon Web Services — x5
#Z gy Amazon MQ i S FEE .

PUT /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT
x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

EERBRFZAFFER host-instance-type EERBEARBNREHIZER,

{

"host-instance-type": "host-instance-type"

}

2. (W% ) WREEEARSIZFEMAE , FEMA RebootBroker AP #EE#TE 3 A
E, broker-id BEENKES I,

POST /vl1/brokers/broker-id/reboot-broker HTTP/1.1
Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT

x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

MREFBEFBINREBEMNYENAER , Amazon MQ FET —MXIEFBEAARKE,

FHRKBISRE 20


https://docs.amazonaws.cn/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.amazonaws.cn/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/brokers-broker-id-reboot.html#RebootBroker
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/A Important
BXHREBEESHRALTELRS. XTEHAE , #REERHH , BARE-I T
RAE.

Amazon MQ for ActiveMQ ZfER &

Amazon MQ for ActiveMQ 3z 3#F Amazon Elastic File System ( EFS ) 1 Amazon Elastic Block
Store (EBS ) » BRIAERT , ActiveMQ KEEH Amazon EFS #{TREBE#, EMNAESATAK
WEEFAMENEHTHEE , BFEA Amazon EFS, EFARKERMSELE , & A Amazon EBS,

/A Important

« A EEYF Amazon EBS 5 mq.m5 RESEHIR B RFIE SFEH.
- REGUUERNERFIKE K BEVNEBRBEZELEIERNEBEFMER,
- Amazon EBS EEANTHXAEHIEIE , BFZHF ActiveMQ E3/Z FAIBER,

FHREEZENER
TREEER T ActiveMQ RER A TE. Amazon EFS fl Amazon EBS FEE R Z AN ER,
eX ) e Persistence 115 A 2= 45 BNOIESEY £l

HERASH 2 VIR 8L
BEXEE (1KB

HE )
AREd A - REWRMN 5000 7
- UEBEER
- MBELH
=
Amazon EBS BEmN - REXAK 500 BEANTAK (AZ)

REYZ Bl
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Amazon MQ FEANGIER

TR Persistence T I{E A = BN ESEEY £l
HERA H BB 8L

BAHE (1KB
)“ﬁlJ%\ )

Amazon EFS BFEM SRS 80 BZANEIAR AZs

NERHEFRREHRENEENGESHNELE, BR , EXPBRIREBEHRSHHE , HELE
Ko

Amazon EFS WiRITEBREMMAY , ABESNAGHHRTES , AZs Uy LA TAEMRENEHR
HEESH A A X T AENEEmNSRNBIEE K. Amazon EBS AN ERE#TMHIL , AAESR
MNARAXPESMRSBRHITES

BLiEFAEB Amazon MQ {38

ARERBFEZLORIFENER , TEMNEH VPC AAEBiEHE, EERELMEREZH , BEEEBX VPCs
FTRMEZEHNUTER
 VPCs

. REWFMHAREABALFE— VPC H,

- FERALENRER , BUEESFRIRE VPC FEEM IP ik, XL IP #itK B Amazon MQ Eit
]iE , TEERE,

- M

« MRFMUFHE VPC W, W% VPC XAHBIBRRENE —KFHE.

- MRRRHFW , FEARIA VPC FHBINFM,

- REVNEE , MEANFREEER,

« WFEEM active/standby RIE |, FMUTNF AR AT AKX,

« NTFEXRPIRE , BANEEEFANFN , ABENER—TARAGIE,
- T2

- MRRRMHLLE | FEARMIAVPC FHRIARS A,

« B, EBM active/standby REBEEDVDEZEE—NZL4A (fl0 , RiAzL4d ),
BEMLERE 22
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® Note
23 $t RabbitMQ REFERFMRL LA,

- REQER , MMEANT2ATEER, REAXRFNITBH.

EHREREFMALZLL A Amazon Web Services BB 4 &

EREMERIE |, i5H %L1 Amazon Web Services BRI AP0 EHNKIE, RE , EMNERE P
7, BUT T REEREBEEZENY

1. NENRKREBEZEMFFRR. EEZIFAARE , ALER IPv4 IPv6, X (IPv4 FIPV6 ) .
BXEZER , S Connecting to Amazon MQ,

2. ETXR, ZREHAFRINVPC, FHHNZE4A  ERERIA VPC, TRMELA, NMRERF
EEARUNIIAER VPC, FRRZEH , NLTOEZ - FRN T eEEINERE,

® Note

NTRHAEREEE , ERAFEREME T IPREAR., KEGERF , VPC HINE
EEW , AERAEAFMEFRE IP RE, MREEERIME IPRE | A EEHN
RE,

® Note

Amazon MQ for ActiveMQ F~fEH VPC imR. SHZEREIZE ActiveMQ KERT , Amazon
MQ &% VPC FfiE — MMM EED (ENI ) . Z2ANTENI &, HETMAFAHEM
ARERE,

WERA AT AR Amazon MQ £ Web #2#]1&

HERAELEN LT HRINERE , SI2ZLLZ AR Amazon IKF ID ATUGRIAAEZ LR, MRXAT
REHLFAIREYE , MAFHRIT TSRS REE AR Web 2#15,

1. £ public-vpc 8/ Linux EC2 4l ( MEXE |, BEELEIP),

EFREREBEFAALL A Amazon Web Services BIRI2 & & 23


https://docs.amazonaws.cn/amazon-mq/latest/developer-guide/getting-started-activemq.html

Amazon MQ FEARIERE

2. ERIFVPCHEERARER , FEYZ EC2 28 sshiE#E |, # curl S E5EKEMN URI
“gEeER.

3. MEBHITENH , FRMEZHXHIRENAE EC2 24|89 IP it 8|23 EC2 24|89 ssh &
B, flm :

ssh -i ~/.ssh/id_rsa -N -C -q -f -D 8080 ec2-user@203.0.113.0

EENITEN LR R KBRS
4. REREEFIR , flaFoxyProxyE &R iTEH L.
5, HEAUATREREBENKERE K

- WFREEE | HIEE SOCKSS5,

« XF IP sk, DNS EMMIRSBREM , BHEE localhost,
- WFiHO , IFIEE 8080,

« MIBREAIRBER URL X,

« XF URL = , iBEE *.mq. *.amazonaws.com*

o WFEREKE  FEE HTTP(S),

EEERAREBEFIRE , @A NEENITEN LR Web 25187,

/A Important

MRFEANERAENRE  NAELFRRE VPC HEER IP i, XL P itk B8
Amazon MQ E#ftii% i _ER RabbitMQ , TEFE{ARE,

1TX Amazon MQ R EE Y 4E47 B ER

F4P TR , Amazon MQ KEHXEEAENES, RERSHEIZRFHTET . HlU , MREE
T RERFIRE | Amazon MQFET —MIXEFEOPNALHER. EFHFEFERKATE
e, BEERTHEERERZFENRE, BEEREESZNMTAHAK (AZ) BESSTRAMNAES

FEEN , IUKRKRE B %5 i RR R FEHLETE .

Amazon MQ for ActiveMQ B#tFz)/% AZHE , UXISTAM. EE3/ZHAERXT , Amazon MQ
—RERRIT—IEBINLEFRE , ELDF—PROUREFTAH, kA | BETT LU IE N E 45 iR 2 8L

TR E LR 24


https://getfoxyproxy.org/
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£ —RAMA. Amazon MQ for RabbitMQ 2 EEHIE , USRS TAM, EEHIEEF , Amazon MQ
BYBARBEEDPHNMNEITTR , BRRX T RRITHFBRE,

EXGIENERN |, AIHEFNRZHEERANEEN AT R, ETFT - MYUNEFRRTHZ
Bl , RS ARFBAENEF HRER, RKEBELEFRRERE , Amazon MQ 2EERS , BT NUE
TP RHENATEORRITR, BEABLEFNRNT2EBAENT AL,

ERBERELEI R |, &7 LUEHAmMazon Web Services BIE#4]4A. Amazon CLI 2 Amazon MQ
API,

&£ HAmazon Web Services BB H| & 1T XIS 447 8 R
5 FHAmazon Web Services B2 #| A AR E 4 0T R

1. &% Amazon MQ ##l &

2. EEMSMEREF , %4 Brokers (RIEE) , REMNIIRPIERBEARHNRE,
3. EREHFRMAFEEIL , &R Edit (4F1E).

4. 7£ Maintenance (%#) T , $RITAT#B1E,

a. X{TF Startday (FF#5H ) , N THFIFRHPEFZEHL , 20 Sunday ( 28H ) .

b. XF Starttime ( FFEARIE ) , EBELBERN T —IMBEPNERZHN —XKPH /P F 25,
5140 12:00,

(® Note
Start time (FF#RETE) EBIRA UTC+0 BFX#ATELE

5. ETkR, ERITXMER, REREBETXEBRBRIAN, #%EIZF After the next reboot fF 37 B 8 F 4
BO K MEEESRE, EBIENIANESZRE,

6. EREFMEETNE LM Maintenance widnow ( EH TR ) T, RIIREE R THOEEITR.
£/ Amazon CLI TR B4 it B
£ Amazon CLI HEEREBLE I T E

1. f£A update-broker CLI S T HEENR TS , MRBIFIR.

« --broker-id - Amazon MQ A RREERAIME— ID, BB
ST ARN 4T ID, Hlg0 , 4L ARN arn:aws:mq:us-

TR E LR 25


https://console.amazonaws.cn/amazon-mq/
https://docs.amazonaws.cn/cli/latest/reference/mq/update-broker.html
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2

east-2:123456789012:broker :MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819 ,
L2 ID A7 b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

« --maintenance-window-start-time - BEUTEHHIRHENESRALE P HERTHRBENS

o

. DayOfWeek — EHiJL , fEFALLFiB3E : MONDAY| TUESDAY | WEDNESDAY | THURSDAY
| FRIDAY | SATURDAY | SUNDAY

« TimeOfDay - BY[E , XA 24 /et

« TimeZone - ( A& ) X , AAARABER/MX/AEHH UTC REBERN. RIARENR
UTC.,

aws mqg update-broker --broker-id broker-id \
--maintenance-window-start-time DayOfWeek=SUNDAY,TimeOfDay=13:00,TimeZone=America/
Los_Angeles

( 3% ) £ A describe-broker CLI R SR UELEHF BT B R E E R IIEH.

aws mq describe-broker --broker-id broker-id

£ Amazon MQ API it RI{R B4 BT ER

£ Amazon MQ AP| /X IE 4 3 i B

1.

£/ UpdateBroker AP| #4E, 1§%E broker-id N BESH. U T RHIMBRERERE us-
west-2 X, XA A Amazon MQ iIs R EZE R |, {52 Amazon Web Services —fi&5
#Z i) Amazon MQ % = M E &

PUT /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string

EERAFEFFEAFEA maintenanceWindowStartTime S8Hl WeeklyStartTime BIRE
B,

{

"maintenanceWindowStartTime": {

TR E LR 26


https://docs.amazonaws.cn/cli/latest/reference/mq/reboot-broker.html
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.amazonaws.cn/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-weeklystarttime

Amazon MQ FERARER
"dayOfWeek": "SUNDAY",
"timeZone": "America/Los_Angeles"”,
"timeOfDay": "13:00"
}
}

2. (W& ) ER DescribeBroker APl ERBITEF R REER N EH. broker-id BIEEN

BRESH,

GET /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string

EF Amazon MQ KB

ENRENAFRE  BUNESNE,

(@ Note
MRIEH ActiveMQ REFTEMA , LA UERRELUMBERSTRE.

LA RBIE R E A Amazon Web Services B4 A E S Amazon MQ RE,

EHF Amazon MQ RE |, FRITUTIRE

1. &3 Amazon MQ ##l&,
2. MZRLAFRS | ERENLLEHEBRH (HlE MyBroker ) o
3. fEMyBrokerWH Lt , %&FRE , EFRE,

/A Important

EXFRERFEERRFLTHRIRS, SHRERTA , E—RRAEEE - R

4. £ Reboot broker iEFHEF , i%£# Reboot,

ERRE

27


https://docs.amazonaws.cn/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
https://console.amazonaws.cn/amazon-mq/

Amazon MQ FEANGIER

ER—RERATES 7. NRESSEXRFXNPNEXRHERIIRERSHAE LT, I
ERSEARFTEERNE,

i B& Amazon MQ 38

MBEFFEAT LS MQ RLHE (T 2MITEFTARNRRAEAE ) , WHREMEEFEMN
Amazon MQ I BRUARRIE KA, Amazon

AT RBIE R A0{AE A Amazon Web Services & 25 4 & M BRI,

i B& Amazon MQ K3

1. &5 Amazon MQ #24l& .
2. NELEHRP , EBENZELHE (a0 MyBroker ) , AR IEZEMIBR,
3. TEMIERTPMyBroker ? FHEESH , BA |, deleteRFTEE ‘B

BERRIEBRAFE 5 54

Amazon MQ KBRS

REH HFROR RS R, FRIIHET Amazon MQ RIEEEVIRF

#HAE AP 588

BIE XK CREATION_FAILED TERERE,

EEOIE CREATION_IN_PROGRESS B Al 7 Sl A,

IE 7 M B DELETION_IN_PROGRESS B Bl [E7E M BRACE,

EEER REBOOT_IN_PROGRESS Bl EEERRE,

B1T RUNNING REALUET,

FREKRIRE CRITICAL_ACTION_RE REIEEET , BRATERLER
QUIRED S, BEVAMITRE. BY

MV 2 o B 5125 PR 4 4

T BRACER

28


https://console.amazonaws.cn/amazon-mq/
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ZHa API i BH
EFEAEE |, &AL B #RR
) B A9 5 BH o

A Amazon MQ &RARINIRZE

EHLAHFRMRER Amazon MQ BRUAHITRADE , BELURMAFHRAREREE B W T
ENE, XELRAGEFSRENAHER. ZuUFEARR D BERZHE Amazon ke | URBREH
CHRALEH, BERITIHIERE | BFEMUIRE Amazon IKF KBRS ERERNE, BXEZELR
EZ# (Amazon BilingAFiEm) PHIREAENA D BEIRE.

Blgn , LAILURINZR R Amazon MQ BRE R A O ARIRE

BIR B =]

Cost Center 34567
Brokerl

Stack Production

Cost Center 34567
Broker?2

Stack Production

Cost Center 12345
Broker3

Stack Development

EEARIE T REB LR MATHERESHRME S ARE — KRR |, B ERTE KA D BERERIC
THEXBRE,

£ Amazon MQ #2 &l & R inFrE
BEUATESER , B LAE Amazon MQ 84| & FIRENRIEECIEZN T RANMIRE,

1. M Create a broker (BIZ2{E) WEF , %$F Additional settings (Hft1iRE).
2. 1E Tags (f7%) TH , %# Add tag (R INFRE).
3. HA Key (8) M Value ({8) X

Frig 29


https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/configurecostallocreport.html#allocation-report

Amazon MQ FERARER
4. (A& ) &EF Add tag (RINRE) @RS MRE,
5. 1%3#% Create broker (8|2 EE),

EEQIREERFNIRE |, BT TERE

M Create configuration (|2 EE) WEH , 1% Advanced (F4).

£ Create configuration (BIZ2ELE) WEH LK Tags (]5¥) T , 1£#F Add tag (RINFRZ),
WA Key (8) # Value ({8) X,

( AIi%E ) 1% Add tag (R INFRE) LM EE RIS MRE,

%4 Create configuration (B1Z2E &),

o ~ w0 bh =

ANINFRE R |, B LAE Amazon MQ BHIAHEE. RENMBRERNIRES, SIETLEER REST API
EERBFENIRE, BXEZEE |, i85 Amazon MQ REST API &%,

1£ Amazon MQ $## & R IR IRE 30


https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-tag.html
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£ Amazon MQ for ActiveMQ

FIA Amazon MQ , TR ERES N ERNITEMEH T RCIEEENRE, B LEHAmazon
Web Services E¥E#24]A. Amazon MQ REST API 5% Amazon Command Line Interface |3, &I
FBRACER

Amazon MQ for ActiveMQ REBA{EN EXHIREBEH E3/RAREBHITEHE, W TXHGLSE
N , Amazon MQ BE TRE#EHEREHSIFAML,

® Note

Amazon MQ £ Apache KahaDB {E N HEEF . TXFHMBIEEME , & JDBC M
LevelDB,

BRBAGRENARE | FERMEA ActiveMQ XEFHNEMHEES ABI N ATHIEABER TLS :

. AMQP

. MQTT

« ETF WebSocket 5 MQTT
» OpenWire

« STOMP

- ETF WebSocket #§ STOMP

E T #AX Amazon MQ REST APl BW{EE. , i52 ] Amazon MQ REST API &%,

Amazon MQ for ActiveMQ X8

A4 2 Amazon MQ for ActiveMQ X3 ?

R BIZ{TE Amazon MQ LHEERERE, ©=& Amazon MQ FEARYER, KESEHIZE (m5)
MA/D (large, medium) WA ESERFR AR EBEHIEE (HlE0 , mq.m5.1arge ) » BXEZER , &
25 Broker instance types.

c BRHIRER-NMNTARFHN—NMEBAR,. REBESENMNHARERF LR Amazon EBS 5 Amazon
EFS I &HITEE.

Amazon MQ for ActiveMQ X 31


http://activemq.apache.org/kahadb.html
http://activemq.apache.org/cross-language-clients.html
http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/

Amazon MQ FEANGIER

s FH/EZARBAFNTEATAXFHNFENMMEBAR , BBEA TR . XERBSENNARFUR
Amazon EFS #TEZEE.

BEXEZEER , 2 Amazon MQ for ActiveMQ KIEHI ZBE £,

BRI LR A B3R EMRAF R IATE Apache K RIS B FRERAE B3 ARBIFRERSE. B3
ARELEFRBEARE , ZEFHRERAER/L. JLR (24 DEHER ) MEFX ( BRIAR UTC ) E X

BXRUBNEERENER , BSRAUATRE .

o Al : S HIEE ActiveMQ I8
- KB

* Broker statuses

REFNER W

ERBAGREHRE | FERMEA ActiveMQ XFHNEMRHEES ABI N ATHIEABER TLS :

- AMQP

. MQTT

- BT WebSocket B9 MQTT
* OpenWire

+ STOMP

- ET WebSocket ¥ STOMP

&%

ActiveMQ REEBFJLNEM |, Hlu0 -

« & (MyBroker)
+ ID (b-1234a5b6-78cd-901e-2fgh-3145j6k17819)

* Amazon Resource Name ( ARN ) (arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819)

 ActiveMQ Web ###|& URL (https://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mg.us-east-2.amazonaws.com:8162)
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http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html
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BXEZEE , 555 Apache ActiveMQ XHHHY Web #2# A,

/A Important

MREIEENRNME T B ETE activemg-webconsole A | BT E[EA ActiveMQ
Web #&14& , RRZAKRIKEENE Amazon MQ REBRFZHERZWRBZREREE,

« HRPWLIRTR:

« amgp+ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:5671

 mqtt+ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com: 8883

* ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61617

® Note

X2 — OpenWire &I Ko

* stomp+ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61614

* wss://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61619

BEXEZEE , 5501 Apache ActiveMQ X4 K il B 1% 5l

(® Note

NFE3H/ZHARE | Amazon MQ EEFE ActiveMQ Web ##l& URL , BEEXRE—1
URL & F5EZNIRES. B , Amazon MQ ABNERIDPNEE—FNLETR , BN HR
B NMNETRAEFEIRS. -1 M -2 FBRERTITRM

BRAREEMENTEIR , 25 (Amazon MQ REST API 2&) FHUTRHE :

« REST #24E ID : Broker
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http://activemq.apache.org/web-console.html
http://activemq.apache.org/configuring-transports.html
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-broker.html
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« REST #4E ID : Brokers
« REST #4E ID : Broker Reboot

KERF

ActiveMQ B F 2EEB 17 ActiveMQ REWRAFIFMEEN AN ARERF, BULLHAFRENESR
EMNPR, Hilan | @Al AR ERFiGE ActiveMQ Web #2#| A,

AR—MEMIRE, BUUNAFRSEA , HAABRERE, EIBAEERSER S EBHRR,

/A Important
NAFHTERTSUEFEINATAS. ENAER , YMERFT - 4PRFEFES N
B,

BEXAFPMARNEE , H2ZH Apache ActiveMQ XHEH LT E S

* Authorization*
o RN

BXRoZ. mENMER ActiveMQ BFHNER , BZRAUTARE :

« BlE ActiveMQ RIEAF

» Users

AFE%

EXAFPEMNTEIRK , 5 (Amazon MQ REST APl &) P UTAHEA :

« REST &4 ID : User
« REST #4E ID : Users

Amazon MQ for ActiveMQ {3 Y 3B 2 1% I

Amazon MQ R IBIZ 8 Sc | M ERFZBBIE T,
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https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-brokers.html
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-broker-reboot.html
http://activemq.apache.org/web-console.html
http://activemq.apache.org/security.html#Security-Authorization
http://activemq.apache.org/security.html#Security-AuthorizationExample
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-user.html
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-users.html
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EI 1 : Amazon MQ B SE 548 I8

BHIREBEE-NTAXFH—MMEBARK. KESEMNNARERUK Amazon EBS &% Amazon EFS
EEBHITERE., Amazon EFS ZEEEBNEZ N THARXURFMHIFERBHES KA AE
MATAM (AZs)o Amazon EBS 4 MRERFMSHEHEH T TIMILHREFH, BXEHEEITNE
%ER , 12 Storage,

TEHEAT —NEXHIRE  HPasEZ/ AZsKAIEHIK Amazon EFS 7%,

! Amazon Web Services Cloud

=)

Client ; Amazon MQ ! EFS Volume
- Broker i
us-west-2a !

TEUAER Amazon EBS R ELHIRBEEENATAXPE SRS R/FIITES

! Amazon Web Services Cloud

—=

Client Amazon MQ EBS Volume
i Broker

us-west-2a

...................................................................

I 2 : WE# MQ active/standby RIS & 0] A4

FH/EAREBEAFNTETHARTHNHENIMMEBLAR , BN TR, SERBELENNARFUR
Amazon EFS #1T[E% &S, Amazon EFS Z# & EE BB N TARXTREEBERRERESR
BT AR T A (AZs)e BXEZEE , S Storage,

BRpIRE 35
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B, EARRBRE-MERALFEDRS | RRERANLFERRS, DREH—MRIE
I TR EERTES | N Amazon MQ BER R — B 8 F S EHFFHROELRS, XA
FETRR BIFIE AP FERRSH I REER ABE. CADNEFEINREESFSHE
WHRBRE, ULBRREN  HEHBRELDH.

X F active/standby fX3ER , Amazon MQ & T 4 ActiveMQ Web ##|& URLs , E—XRREFE—4
URL WF5EFIRES. B, Amazon MQ AEMER IR E fﬁi/\*‘l“‘* =, {8 ﬁm%ﬂﬂﬂ 15—4

237 REP=) L:J:/EZS’JH( -1 M -2 BRERRTIARN . N TFEBRDUIRSK , 1’.,931"'11,1?1’..&5’9}?"}5%5}'%"@
Fﬁﬁ’ix&%%%’ﬁ EEE 'JE Ui o

THEi%E TEZ A active/standby KB Z B E #] Amazon EFS 17 AZs,

! Amazon Web Services Cloud

Amazon MQ i
Broker us-west-2a

-----------------------------------------

Client EFS Volume

Amazon MQ !
Broker us-west-2b |

Amazon MQ {CEE W £&

Amazon MQ % # ActiveMQ X IE M & IhBE,

RIZM KR SN EERN B EFIRIESR active/standby REBAK, RIEREMETUELZSMES
FlIRE AN, REEOMNARTE,

REM L 36


http://activemq.apache.org/failover-transport-reference.html
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RIEM &G04 THE 2

RIEMEEL LR EERBRT —MEEED S —MEKREL, MEEEREREN-—IRERS -
MENEZFEELE, MEEERREREREEPEENENIHNIERE. N TIENTESE , HENX
M= PMREBERE S —ME, XTRIEE , HEERMNMMEZEANEE R,

MREMEEZSBHEBEBRINT |, HEHBAM Broker2 ¥ & Zl Broker1,

BRUEREMEPRNERAFEMNTMNTERE, BAEFESIATS —MEBHANTEEURER
B, SBRREEMN, NITEENTMAA#E Amazon MQ RERENI S IR BREM.

RIEM L AL B TSR 2

EZFERE AEBEIMNETHREB , REAXAFABRNER K RETMEtRENERE—
¥, BRBERE AW <networkConnector> BEEHFRMZD K MANELAEREA LjE—1
EREB LHNS— NAFEEMHREENAF, (XEAFPRAZEHERAFEMEZEBENIE B —HHA
F ). HEIE <networkConnector> BLEHIEE userName BHR , Amazon MQ FEZE/TRR B3
WINZEL,

/A Important

B2 A <networkConnector> $8E password B, RIMNTENEREBRENXHFEHESH
XEB , AAXLEZBE Amazon MQ ZHIEF AR, BXEZEER , i3 H Configure
Network Connectors for Your Broker,

X

EREE Amazon KIFHREMNE , FEXLEXFHERRE , AFHXLEREN R A S MEIEE
o

IR £ a1 TAE 2 37
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FRARER

Brokerd

EREGE R —FHNREMSE , EA LU networkConnectors 5k B NZI Broker1 1 Broker4 Ry

BLER , U5 AXERENLERLIRT Ko

Broker1 By M 4KIEIESS

<networkConnectors>
<networkConnector name="1_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4bl32al-2.mq.us-
west-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_4" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-62a7fb31-d51c-466a-a873-905cd66@0b553-4.mq.us-
east-2.amazonaws.com:61617)"/>
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</networkConnectors>

Broker2 By W &IiEH#ERT -

<networkConnectors>
<networkConnector name="2_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker4 By 4KIELESS

<networkConnectors>
<networkConnector name="4_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="4_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-
west-2.amazonaws.com:61617)" />
</networkConnectors>

BB EMEEREITNITHERE

BR T ELi& networkConnector stk , Bk AT MABEL B ZRH IR transportConnector ETUAE A3h
DHEER , UREMNREFRNSEHRREEEHRFEHIELE,

<transportConnectors>

<transportConnector name="openwire" updateClusterClients="true"
rebalanceClusterClients="true" updateClusterClientsOnRemove="true"/>
</transportConnectors>

FEARHIH | updateClusterClients l rebalanceClusterClients #i&EN true, EXM
BRT , REcnBFHREMZFHRENIIR , MEZFHEEEMREMARBERIXLEREBELR
T,

A kT

« updateClusterClients: MEFFimfZiE2EXREHRHIFNEFHNERNER.
« rebalanceClusterClients: ¥ & Fine B F RN 2 IR P 45 Y 351X Lo 38 BB 37 T 1,
« updateClusterClientsOnRemove: EEREETREMNEN , ENEFHBHAIMER,

A BT ERRH T SRR 39
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%% & updateClusterClients A true i , EF IR A UERE RN EZIINEREPNENE,

failover:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-

east-2.amazonaws.com:61617)

HENWALrEREN , BFREIMSE URIs FITBLLANSIR, MREEIRERM , ©A U

M EHEEMARENAEZ—
BRBEEBNESER

FZ B Active MQ AR A T HIEHE B IR iRIE T,

Amazon MQ for ActiveMQ X EESE 5|35 F

REELBIZE (m5) FMA/D (large, medium) WA SHERFHE N RELHIZEE (B0 , mg.m5.1arge ) o

TRIET AT ActiveMQ KREH Amazon MQ KB EH

Amazon MQ £HERFIRBXFLIE AT EDRA 90 RAHBH, BMNBWEZFL L Bz
RIEARBVFFAKBISE | LR LT H U

/A Important
2025 £ 3 A 17 B2/E , BFEME t2.micro i mg.m4.large LBIBRKE,

mq.t3.mic

mg.m5.lar
ge

mq.m5.x1a
rge

mg.m5.2x1
arge

vCPU

W77 (GiB)

16

32

HEEH

Wk

£

£

255

T

EFS

EFS 5 EBS

EFS 5t EBS

EFS =X EBS

Amazon MQ
KIFFF

40
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LR B vCPU HN7F (GiB) HEMEA ER Amazon MQ
KL

mq.m5. 4x1 16 64 47 EFS = EBS

arge

BARELEIRFINESEE  BEHEEEBRNREXFIRBEUINSGEFLE,

Amazon MQ for ActiveMQ X IBf &

BEHRTEEM ActiveMQ REMFTBERE ( XA XML #3X , ELTF ActiveMQ B activemq.xml
X)), BRANECERE , AGUERE, 25, EUUNEENA T — NS ME,

/A Important
NEEXTERFXVNEANAERE, ENRAESR , UAFFT —EFPRIEFEER
B,

B BEE A DeleteConfiguration API iRRELE. EZEE , 5% Amazon MQ APl &
EHWELE,

B
REREBEALEY , fim:

« B (MyConfiguration)
+ ID (c-1234a5b6-78cd-901e-2fgh-3145j6k17819)

* Amazon Resource Name ( ARN ) (arn:aws:mq:us-
east-2:123456789012:configuration:c-1234a5b6-78cd-901e-2fgh-3i45j6k17819)
BEXBEEBEMMNTEIIR , ESH (Amazon MQ REST APl &) HRHTHE :

- REST #4E ID : Configuration
« REST #4E ID : Configurations

BXBEZITRMENTEIIR , BSHANUTRE .

RERE e


https://docs.amazonaws.cn/amazon-mq/latest/api-reference/configurations-configuration-id.html
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration.html
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configurations.html

Amazon MQ FRARIER

« REST #4E ID : Configuration Revision

« REST #4E ID : Configuration Revisions

f# /A Spring XML BELi& X4

£/ Spring XML X#KEE ActiveMQ X3, EAIUEESH ActiveMQ REMNEZHE , WFE X
BHr, BAREM, ROCGKBMEMS. Amazon MQ BHIHFP-—EERETE , MNFERNERE. BAlF
REFHMEEEDT , el EAENMNE,

£ Amazon MQ XML 2 FIEE T £ EZXFHNE BRI : B AERA LT EEE T 82 IFRME zip
Mo

* amazon-mqg-active-mg-5.19.1.xsd.zip

 amazon-mg-active-mq-5.18.4.xsd.zip

* amazon-mg-active-mq-5.17.6.xsd.zip

 amazon-mg-active-mq-5.16.7.xsd.zip

e amazon-mg-active-mg-5.15.16.xsd.zip

& AT DU A X S R A SR IQUE B B BB B M . Amazon MQ & R BN L& XML Xk HEL
B, E&LEME XML XS, Amazon MQ £ BEI RFREFIFEMBPIBRE R MELNEESHK.

® Note

BREFERAEMENEDSE,. Amazon MQ 2NEWEEHFEEE Spring XXX, TEMTE
S| TENEM.

B2 Amazon MQ for ActiveMQ RIEE &

BEFITEEM ActiveMQ REMFTEIRE ( XA XML &3 , £LLF ActiveMQ B9 activemq. xml
Xt ). BULECREE K ARECERE, 2F , BULERENAT—1MSZME, ERLE
RS E4 i B B A B,

LA RBIERIEIE A Amazon Web Services B4 & 12 MM A Amazon MQ KEEE.,

f# A Spring XML B & X ¢ 42


https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration-revision.html
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html
https://docs.spring.io/spring/docs/current/spring-framework-reference/
samples/amazon-mq-active-mq-5.19.1.xsd.zip
samples/amazon-mq-active-mq-5.18.4.xsd.zip
samples/amazon-mq-active-mq-5.17.6.xsd.zip
samples/amazon-mq-active-mq-5.16.7.xsd.zip
samples/amazon-mq-active-mq-5.15.16.xsd.zip

Amazon MQ FEANGIER

/A Important

B BEfE A DeleteConfiguration API iRRELE. EZEE , 5% Amazon MQ APl &
EZHWELE,

SIEHMVEE
BOEFNAERE , aABEENEE,

1. %% Amazon MQ 4|5,
2. &EEM , BIASHMER , AFERE Configurations (ELE).

Amazon MQ
Brokers
Configurations

£ Configurations (Eti&) TWE L , % Create configuration (BIE2EE).

4. HEBRREENEMNEAREESHS , MARERN (S MyConfiguration ) FIEFNRIESIZEM
o

(@ Note

ZE T #AX Amazon MQ for ActiveMQ X #FH ActiveMQ 5| ZMRAHNEZFER , 5 Hthe
section called “fRAEE”,

5. ZEMIREE.

BT B EE1T
PIERERES  SECAREBITREERRE.
1. MEEIXRPEEMyConfiguration,

@ Note
AT Amazon MQ BIRE B N IREIRE —MEEEZT,

BIERE 43
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fFZMyConfigurationWE L , FE RENFEEMBITRERNRIESI ZRBMARA (Hlan0
Apache ActiveMQ 5.15.16 ) .

2. f& Configuration details &I+ £ , @& REEEITS. ERM XML FXHWREERE,

(® Note
REINERERNE—MHHEEZT.

Revision 1 - to-generated default for MyBroker-configuration on ActiveMQ 5.15.0

2 configurations support a limited subset of ActiveMQ properties. Info

<7x¥xml version="1.8" encoding="UTF-8" standalone="yes"7=

<broker xmlns="http://activemq.apache.org/schema/core"=
=l--

A configuration contains all of the settings for your ActiveMO broker, in XML format
(similar to ActiveMQ's activemg.xml file).

You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.

3. #%#% Edit configuration (4R ELE) H X XML BE#H1TE R
4. EBRREF.

Save revision (fR7FE1T) JHEEHI,
5 (Hi# )ZEBE A description of the changes in this revision,

6. EEFRF.
HerFERENHET.

/A Important

Amazon MQ ZHI A B RELEMRBFELINBLNEES K. EXEZEEMANT
B XML S ¥ TR IR , i3 5Amazon MQ Broker Configuration Parameters,

BIERE 44
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MEESITRAERE

BITERESR , TR EE ST iR A BRI,
1. FEEM , BFSMER , AE%ERE Brokers (RE),

Amazon MQ

Configurations

2. NELAFERAP | EFENIRELE (Hla0 MyBroker ) , REERRE.
3. 1& “YmiE MyBroker” MHM ‘FE” #8500 , EREENSITR , RAEEEF TSR,

4. 7f Schedule broker modifications (1T XIXIE1E k) BB , 1E#E R 7 During the next scheduled
maintenance window (T~ —/MtXI4E 5 B ERHA[A]) I£ 2 Immediately (3ZB) RS,

/A Important
BXHRBEESHRALTELRS. XTEHAE , #REERHR , BARE-IT
KRB,

5. EEMNMA.

ICHVEC BAETT R FE TE RV B i) B A B SRV AR R

Y% Amazon MQ for ActiveMQ BB 1£1T ik

MEESITHREAZNRER  SUREENHATHEE. BRUATHARBEEEZ TR,

1. &% Amazon MQ ##l&,

2. MELAFERAP , REBEHOZRELHE (a0 MyBroker ) , ABEERRE

3. 71EMyBroker M Lt , %&$#F “UmiE’",

4. 71t “Y4m%E MyBroker” MHK ‘BME" &% , EF—NEREMN —MEITR , AGERERE.

mEE B BT IR 45
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5.

® Note
MRIFFBEQNBREMEREE , BN ST Amazon MQ BIZERIER B GIEE —NEE S
To

f£iZMyBrokerWH L , FEREEFEANNRIESIEBRBEFARA (20 Apache ActiveMQ
5.15.8 )

£ Configuration details &+ £ , @R REEEITS. #ERM XML HXHREBERE.

(® Note
REINEERNE—MHHEERT.

Revision 1 - to-generated default for MyBroker-configuration on ActiveMQ 5.15.0

2 configurations support a limited subset of ActiveMQ properties. Info

<7x¥xml version="1.8" encoding="UTF-8" standalone="yes"7=

<broker xmlns="http://activemq.apache.org/schema/core"=
=l--

A configuration contains all of the settings for your ActiveMO broker, in XML format
(similar to ActiveMQ's activemg.xml file).

You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.

1%#% Edit configuration (4REEEE) H X XML ELE#H1TE R,
EERTF

Save revision (fR7FE1T) JHEEHI,
( Al ) 388 A description of the changes in this revision,

ERRF

HerFERENHET.

mEE B BT IR 46
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/A Important

Amazon MQ BHIA LB BREEWREELINZELNEESH. BXEZEENAT
B XML SRR , 2 Amazon MQ Broker Configuration Parameters,

Amazon MQ BLEH AT TE

THER Amazon MQ BEEF A FH TR IFAIIR, BXREZER |, 1S H Apache ActiveMQ X4
7 XML EiE,

Element
abortSlowAckConsumerStrategy (BH)
abortSlowConsumerStrategy (Ei%)
authorizationEntry (EBM)
authorizationMap (FE&TTH)
authorizationPlugin (F£&H)

broker (B | FE&TH)

cachedMessageGroupMapFactory (BH)

compositeQueue (B | FEETTE)

compositeTopic (B | FEETH)

constantPendingMessagelLimitStrategy (BH)
discarding (EM%)

discardingDLQBrokerPlugin (E)
fileCursor

fileDurableSubscriberCursor

RFHITTE 47
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Element

fileQueueCursor

filteredDestination (E1%)
fixedCountSubscriptionRecoveryPolicy (B1E)
fixedSizedSubscriptionRecoveryPolicy (BH)
forcePersistencyModeBrokerPlugin (BH)
individualDeadLetterStrategy (B1%)
lastImageSubscriptionRecoveryPolicy
messageGroupHashBucketFactory (BH)
mirroredQueue (EBM)
noSubscriptionRecoveryPolicy
oldestMessageEvictionStrategy (BM)
oldestMessageWithLowestPriorityEvictionStrategy (%)

policyEntry (BY | FEEXH)

policyMap (FEERE)
prefetchRatePendingMessagelLimitStrategy (B1E)
priorityDispatchPolicy
priorityNetworkDispatchPolicy
queryBasedSubscriptionRecoveryPolicy (B1E)
queue (E1%)

redeliveryPlugin (B | FEE&TH)

RFW TR 48
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Element

redeliveryPolicy (EM%)

redeliveryPolicyMap (F5&H)
retainedMessageSubscriptionRecoveryPolicy (FEERER)
roundRobinDispatchPolicy

sharedDeadlLetterStrateqy (B | FEETH)

simpleDispatchPolicy
simpleMessageGroupMapFactory
statisticsBrokerPlugin

storeCursor

storeDurableSubscriberCursor  (EM)
strictOrderDispatchPolicy
tempDestinationAuthorizationEntry  (BM%)
tempQueue (E1)

tempTopic (EM)
timedSubscriptionRecoveryPolicy (B1%E)
timeStampingBrokerPlugin (E1M%)

topic (BM)

transportConnector (E)
uniquePropertyMessageEvictionStrategy (BM)

virtualDestinationInterceptor (F&&HK)

RFHITTE 49
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Element
virtualTopic (EBM)
vmCursor
vmDurableCursor

vmQueueCursor

Amazon MQ BLER RIFH TEREEMH

TH=Z Amazon MQ BEEF AT TEZRHEBEMNIFAIIR, BXEZEE , i5SH Apache
ActiveMQ X H XML BLiE,

Element &%
abortSlowAckConsumerStrategy abortConnection
checkPeriod

ignoreldleConsumers
ignoreNetworkConsumers
maxSlowCount
maxSlowDuration
maxTimeSincelastAck
name
abortSlowConsumerStrategy abortConnection
checkPeriod
ignoreNetworkConsumers

maxSlowCount

RFHEM
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Element

authorizationEntry

broker

B

maxSlowDuration

name

admin

queue

read

tempQueue

tempTopic

topic

write

advisorySupport
allowTempAutoCreationOnSend
cacheTempDestinations
consumerSystemUsagePortion
dedicatedTaskRunner
deleteAllMessagesOnStartup
keepDurableSubsActive

enableMessageExpirationOnAc
tiveDurableSubs

maxPurgedDestinationsPerSweep

maxSchedulerRepeatAllowed

monitorConnectionSplits

RFHEM

51



Amazon MQ FEANGIER

Element B

networkConnectorStartAsync

offlineDurableSubscriberTas
kSchedule

offlineDurableSubscriberTimeout
persistenceThreadPriority
persistent

populateIMSXUserID
producerSystemUsagePortion
rejectDurableConsumers
rollbackOnlyOnAsyncException

schedulePeriodForDestinatio
nPurge

schedulerSupport

splitSystemUsageForProducer
sConsumers

taskRunnerPriority
timeBeforePurgeTempDestinations

useAuthenticatedPrincipalFo
rIJMSXUserID

useMirroredQueues
useTempMirroredQueues

useVirtualDestSubs

AFHEM 52
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Element

cachedMessageGroupMapFactory

compositeQueue

compositeTopic

conditionalNetworkBridgeFilterFactory

B
useVirtualDestSubsOnCreation
useVirtualTopics
cacheSize
concurrentSend
copyMessage
forwardOnly

name
sendWhenNotMatched
concurrentSend
copyMessage
forwardOnly

name
sendWhenNotMatched
rateDuration
rateLimit

replayDelay
replayWhenNoConsumers

selectorAware

© EUTRARZHHE
Apache ActiveMQ 5.16.x

RFHEM
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Element &t
constantPendingMessagelLimit limit
Strategy
discarding deadLetterQueue
enableAudit
expiration
maxAuditDepth

discardingDLQBrokerPlugin

filteredDestination

fixedCountSubscriptionRecov
eryPolicy

fixedSizedSubscriptionRecov
eryPolicy

maxProducersToAudit
processExpired
processNonPersistent
dropAll

dropOnly
dropTemporaryQueues
dropTemporaryTopics
reportInterval
queue

selector

topic

maximumSize

maximumSize

useSharedBuffer

RFHEM
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Element &
forcePersistencyModeBrokerPlugin persistenceFlag
individualDeadLetterStrategy destinationPerDurableSubscriber

enableAudit

expiration

maxAuditDepth

maxProducersToAudit
processExpired
processNonPersistent
queuePrefix
queueSuffix
topicPrefix
topicSuffix
useQueueForQueueMessages
useQueueForTopicMessages
messageGroupHashBucketFactory bucketCount
cacheSize
mirroredQueue copyMessage
postfix
prefix

oldestMessageEvictionStrategy evictExpiredMessagesHighWat
ermark

RFHEM 55
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Element

oldestMessageWithLowestPrio
rityEvictionStrategy

policyEntry

B

evictExpiredMessagesHighWat
ermark

advisoryForConsumed
advisoryForDelivery
advisoryForDiscardingMessages
advisoryForFastProducers
advisoryForSlowConsumers
advisoryWhenFull
allConsumersExclusiveByDefault
alwaysRetroactive
blockedProducerWarningInterval
consumersBeforeDispatchStarts
cursorMemoryHighWaterMark
doOptimzeMessageStorage
durableTopicPrefetch
enableAudit
expireMessagesPeriod
gcInactiveDestinations
gcWithNetworkConsumers
inactiveTimeoutBeforeGC

inactiveTimoutBeforeGC

RFHEM
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Element

B
includeBodyForAdvisory
lazyDispatch
maxAuditDepth
maxBrowsePageSize
maxDestinations
maxExpirePageSize
maxPageSize
maxProducersToAudit
maxQueueAuditDepth
memoryLimit
messageGroupMapFactoryType
minimumMessageSize
optimizedDispatch

optimizeMessageStoreInFligh
tLimit

persistJMSRedelivered
prioritizedMessages
producerFlowControl
queue
queueBrowserPrefetch

queuePrefetch

RFHEM
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Element &
reduceMemoryFootprint
sendAdvisoryIfNoConsumers
sendFailIfNoSpace
sendFailIfNoSpaceAfterTimeout

® EUATHMAEPZEZE
Apache ActiveMQ 5.16.4 R E SR

sendDuplicateFromStoreToDLQ

storeUsageHighWaterMark

strictOrderDispatch

tempQueue

tempTopic

timeBeforeDispatchStarts

topic

topicPrefetch

useCache

useConsumerPriority
usePrefetchExtension

prefetchRatePendingMessagel multiplier
imitStrategy

RFHEM 58
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Element &

queryBasedSubscriptionRecov query

eryPolicy

queue DLQ
physicalName

redeliveryPlugin fallbackToDeadlLetter
sendToDlgIfMaxRetriesExceeded

redeliveryPolicy backOffMultiplier

sharedDeadlLetterStrategy

collisionAvoidancePercent
initialRedeliveryDelay
maximumRedeliveries
maximumRedeliveryDelay
preDispatchCheck

queue

redeliveryDelay
tempQueue

tempTopic

topic
useCollisionAvoidance
useExponentialBackOff
enableAudit

expiration

RFHEM
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Element

storeDurableSubscriberCursor

tempDestinationAuthorizatio
nEntry

tempQueue

tempTopic

timedSubscriptionRecoveryPolicy

timeStampingBrokerPlugin

&

maxAuditDepth
maxProducersToAudit
processExpired
processNonPersistent
immediatePriorityDispatch
useCache

admin

queue

read

tempQueue

tempTopic

topic

write

DLQ

physicalName

DLQ

physicalName
zeroExpirationOverride
recoverDuration

futureOnly

RFHEM
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Element &t
processNetworkMessages
ttlCeiling
topic DLQ
physicalName
transportConnector name
updateClusterClients

uniquePropertyMessageEvicti
onStrategy

virtualTopic

rebalanceClusterClients
updateClusterClientsOnRemove

evictExpiredMessagesHighWat
ermark

propertyName
concurrentSend

local
dropOnResourcelLimit
name

postfix

prefix

selectorAware
setOriginalDestination

transactedSend

RFHEM
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Amazon MQ R tEEBM

THEXTEBUMNIFMRBE, BXEZELR , H55 Apache ActiveMQ XH R XML EE,

R
broker 2— M R&EET R,
&
networkConnectionStart® 5

EEMNBIERAATHMNERNES , E6EA <networkConnectionStartAsync> 5%, %R
LEAMEEARTEFHITREINGERE (EREBIRT ) .

2RiAE : false

RIS

<broker networkConnectorStartAsync="false"/>

Amazon MQ BLER RIFHTE, FEERERETFTE

THR Amazon MQ BEEFRATH TR, FEERARZREFRENFAIIR. EXEZEER , BSH
Apache ActiveMQ X#HH XML B &,

Element TEERTE &

authorizationMap authorizationEntries authorizationEntry

tempDestinationAut
horizationEntry

defaultEntry authorizationEntry

tempDestinationAut
horizationEntry



http://activemq.apache.org/xml-configuration.html
http://activemq.apache.org/xml-configuration.html

Amazon MQ FRARER
Element FEERER FrE
tempDestinationAut tempDestinationAut
horizationEntry horizationEntry
authorizationPlugin map authorizationMap
broker destinationInterce mirroredQueue
ptors
virtualDestination
Interceptor
destinationPolicy policyMap
destinations queue
tempQueue
tempTopic
topic
networkConnectors networkConnector
persistenceAdapter kahaDB
plugins authorizationPlugin

discardingDLQBroke
rPlugin

forcePersistencyMo
deBrokerPlugin

redeliveryPlugin

statisticsBrokerPl
ugin

timeStampingBroker
Plugin

63
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Element

compositeQueue

compositeTopic

policyEntry

systemUsage

transportConnector

forwardTo

forwardTo

deadLetterStrategy

FRE

systemUsage

name
updateClusterClients

rebalanceClusterCl
ients

updateClusterClien
tsOnRemove

queue
tempQueue

tempTopic

topic
filteredDestination
queue

tempQueue

tempTopic

topic
filteredDestination
discarding

individualDeadLett
erStrategy

sharedDeadlLetterSt
rategy

64
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destination

dispatchPolicy

messageEvictionStr

ategy

messageGroupMapFac
tory

FrE
queue
tempQueue
tempTopic
topic

priorityDispatchPo
licy
priorityNetworkDis

patchPolicy

roundRobinDispatch
Policy

simpleDispatchPolicy

strictOrderDispatc
hPolicy

clientIdFilterDisp
atchPolicy

oldestMessageEvict
ionStrategy

oldestMessageWithL
owestPriorityEvict
ionStrategy

uniquePropertyMess
ageEvictionStrategy

cachedMessageGroup
MapFactory




FRARER

pendingDurableSubs
criberPolicy

pendingMessagelLimi
tStrategy

pendingQueuePolicy

pendingSubscriberP
olicy

slowConsumerStrategy

FRE

messageGroupHashBu
cketFactory

simpleMessageGroup
MapFactory

fileDurableSubscri
berCursor

storeDurableSubscr
iberCursor

vmDurableCursor

constantPendingMes
sageLimitStrategy

prefetchRatePendin
gMessageLimitStrat

egy

fileQueueCursor
storeCursor
vmQueueCursor
fileCursor
vmCursor

abortSlowAckConsum
erStrategy

abortSlowConsumerS
trategy




Amazon MQ FEANGIER

Element TEETTE FtHE

subscriptionRecove fixedCountSubscrip
ryPolicy tionRecoveryPolicy

fixedSizedSubscrip
tionRecoveryPolicy

lastImageSubscript
ionRecoveryPolicy

noSubscriptionReco
veryPolicy

queryBasedSubscrip
tionRecoveryPolicy

retainedMessageSub
scriptionRecoveryP
olicy

timedSubscriptionR
ecoveryPolicy

policyMap defaultEntry policyEntry
policyEntries policyEntry

redeliveryPlugin redeliveryPolicyMap redeliveryPolicyMap

redeliveryPolicyMap defaultEntry redeliveryPolicy

redeliveryPolicyEn redeliveryPolicy
tries

retainedMessageSub wrapped fixedCountSubscrip
scriptionRecoveryP tionRecoveryPolicy

olicy
fixedSizedSubscrip

tionRecoveryPolicy

RUHNES 67
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Element TEETTE FtHE

lastImageSubscript
ionRecoveryPolicy

noSubscriptionReco
veryPolicy

queryBasedSubscrip
tionRecoveryPolicy

retainedMessageSub
scriptionRecoveryP
olicy

timedSubscriptionR
ecoveryPolicy

sharedDeadLetterSt deadLetterQueue queue
rategy
tempQueue
tempTopic
topic
virtualDestination virtualDestinations compositeQueue
Interceptor

compositeTopic

virtualTopic

Amazon MQ FtEEM

THRFTEEUMNIFMNE, EXEZELR , H5H Apache ActiveMQ XHHEY XML B &,

ES]

« authorizationEntry

* networkConnector

FrREEM 68
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 kahaDB

» systemUsage

authorizationEntry

authorizationEntry ® authorizationEntries F¥&& TEMN FUl,
J&

admin|read|write

BRF—HAFHRR. BXEZER , FEH REALERNRI,

MBEBIEEN BN T EETE activemg-webconsole A | BT LA ActiveMQ Web 124l
A&, BERZERRERNE Amazon MQ RERIEEEHZUVRBZRENER,

ZRIAE : null

RIEE

<authorizationPlugin>
<map>
<authorizationMap>
<authorizationEntries>
<authorizationEntry admin="admins,activemq-
webconsole" read="admins,users,activemg-webconsole" write="admins,activemg-webconsole"
queue=">"/>
<authorizationEntry admin="admins, activemq-
webconsole" read="admins,users,activemg-webconsole" write="admins,activemqg-webconsole"
topic=">"/>
</authorizationEntries>
</authorizationMap>
</map>
</authorizationPlugin>

(® Note

ActiveMQ on Amazon MQ ## activemqg-webconsole AMEFTER Y| EZTH EER
BR. ZHAFPHAERFEHEEERHRNER,.

FrREEM 69
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networkConnector

networkConnector & networkConnectors ¥E&TEN FI,

B
conduitSubscriptions

EEREMEPHWMBEZEERFITRR—BRNSNMEAEA N —MERAE, Hltn, R
conduitSubscriptions iREN true , H AR MERA B EZETNRE B HMNBHPER , WAKEB
LBEFERE A WRNSERFITHASEENMNEEITRAD , MERE—NEERAMNE A BREIR
I B,

® Note

¥F conduitSubscriptions ®EN true AP TRMERE, BER , FHILEMTRE
LENEFRAENEEARSE , HUAEEREBR TSR REBNTA (Hlw , IF IMS
HEERRRFAEH )

BRIAE : true
duplex

BEREBEMEZHINEZERSATERNMERER, fln, MRREAEENIEXTUERSKREBW
EE WEERBEMNREBEAZRINREB, B2, IRRE A CEZNRE BHNIERE , IAREB T
UHEEARNRE AMEERE <networkConnector>,

BRINE : false

name

FRIE M 45 B I AR /9 B 5o
ZRIAE : bridge

FrREEM 70
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uri

RENEPHNME (XS ME ) 2 —WELRPUL KT Ko
MINE : null

username

REMEFNWREEXENAF B,

FMINE : null

IR E

® Note
YAEA networkConnector RENKREMER , BV sRELENAFNEB,

BRNENREMS

EHEES K FMEBERERENEH, MK ERKSINBEMNZconnector_1_to_2 , REEANHA
FF & 2myCommonUser , E#E2duplex , OpenWire i & URI BEI& N static: , EQ/TP\'JEZIEW?-
£ one-to-oneifiE,

<networkConnectors>
<networkConnector name="connector_1_to_2"
userName="myCommonUser" duplex="true"
uri="static:(ssl://
b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617)" />
</networkConnectors>

BXEZER , 5319 Configure Network Connectors for Your Broker,

BEZNMEWRER %

EHEEDR , ZNMMNEBEZERENER, NEEESIRNEMHRconnector_1_to_2 , KEEAW
BFP&R , &L myCommonUserduplex , iE5 2 FE#Y OpenWirel ,\“EIJE%J«)\C':'“I‘@ URIs 7981
Zmasterslave: , RAREZRFEREEZEZEE. MEIRENKEZRBT2MHIL , EfNE
BEZ Rt 4k 4L,
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<networkConnectors>
<networkConnector name="connector_1_to_2"
userName="myCommonUser" duplex="true"
uri="masterslave:(ssl://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617,

ssl://
b-987615k4-32ji-109h-8gfe-7d65c4b13231-2.mq.us-west-2.amazonaws.com:61617)" />
</networkConnectors>

(® Note

BANBWENMEZREEH masterslave: B, ZBIRESEHAM static:failover:
()?randomize=false&maxReconnectAttempts=0 i&xt[E,

(® Note
b XML EEE A 78 VFE A 224K

kahaDB

kahaDB & persistenceAdapter A TTHEN FI,
B

concurrentStoreAndDispatchQueues

EERBXNAIIERAHAE#ND K. BXEZELE , R NEFEREAENNINZERAHLFH
M5 ko

ZRIAE : true

cleanupOnStop

@ EATHRAPZRE
Apache ActiveMQ 15.16.x & E B4
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MBER |, UFAERBELMHTHRERABE , NTIMRE TR, EEAADKEERDES
MEENERT , REREFEEA.

ZRIAE : true

journalDiskSynclg] f&@

£ journalDiskSyncStrategy=periodic WERT , BITRERZ KT E B (B®). BXRiF4H
£8 , B2 Apache ActiveMQ kahaDB X 14,

HIAE : 1000
journalDiskSync ik B

® EUATHREPZZE
Apache ActiveMQ 15.14.x & & & A

REMERLS K, BXFMES , S5 Apache ActiveMQ kahaDB X 1%,

ZRIAE : always

(® Note

ActiveMQ TR E B I KX BR T #5480t iE journalDiskSyncInterval , EERIAER 1
Y. BEHMATUELZAR , BREFHEE. BHEEEM.

preallocationStrategy

HEEZEHRHEXH , RBEZHAM2E BEXHFN TR, BXIFMEER , S Apache
ActiveMQ kahaDB 3714,

ZRIAE : sparse_file
T~IEE

Example

<broker xmlns="http://activemq.apache.org/schema/core">
<persistenceAdapter>
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<kahaDB preallocationStrategy="zeros"
concurrentStoreAndDispatchQueues="false" journalDiskSyncInterval="10000"
journalDiskSyncStrategy="periodic"/>
</persistenceAdapter>
</broker>

systemUsage

systemUsage 2 systemUsage FEERNEN T, ZRnRBHIREBEREZCEREE ZBIEAN
BAZHRE, BXEZEL , HSH Apache ActiveMQ X4 Y BIZE SR Ho

FrE
memoryUsage

memoryUsage & systemUsage FTEMNFUl, ZEEEANFFEAER. FH memoryUsage A
DRREEFANATE  IBEETUSR RS TEENERERL. BXEZELR , H5H Apache
ActiveMQ X H5HHYZE,

FrE

memoryUsage & memoryUsage FTEHN FIl,
B

percentOfJvmHeap

NFO(E)ET70(E) ZENER,

#IAE : 70

B

sendFaillfNoSpace

REESETAZRNERT send() FERBNEAM. BINMENR false , ZELPELE send() FiE
BEEZEZEAH. BXEZEE , 26 Apache ActiveMQ X EIZEH,

ERIAE : false
sendFaillfNoSpaceAfterTimeout

ZRIAE : null
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B E

Example

<broker xmlns="http://activemq.apache.org/schema/core">
<systemUsage>
<systemUsage sendFailIfNoSpace="true"
sendFailIfNoSpaceAfterTimeout="2000">
<memoryUsage>
<memoryUsage percentOfJvmHeap="60" />
</memoryUsage>>
</systemUsage>
</systemUsage>
</broker>
</persistenceAdapter>

Amazon MQ for ActiveMQ BV IE X #IE S &l

Amazon MQ for ActiveMQ 2B X #EE & (CRDR) 18t , AFFFHENERBNERERSEH
FEIAX BRI AKIE, Amazon B[ Amazon MQ API & B MEERER , Yaial&~KEEA R
FREAE MYNERERENIEIREAE,

AT B Xig#iEE 58 EREMN G R E

AL EETRBMNEIARE  UESKENEXSNERERSEHIFEIZR Amazon XS EIZAA
B, EXEHA—NTRNWLZLEAR , XL active/standby KL ABH I ELLHE, HBXEBH—FTT
R active/standby REBARK , HABIRRE,

TEHA T HXEFHEIARENEXK G EREBERFSEFNBIENATRE,
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us-west-2

VPC-xyz

! Replication
_ Traffic

..........................................................................................................................

FRENBFIAREBERSEXSHERERRTR, MREXFFNEREBHIARE , WTLAERE 31
RYAVER  FHPKEPNEFARERANERE, R, UV EREXNEIARNRE , MAETH
BIARERANENRE, ARUBTARENBARENGRA , FSHEE Amazon MQ BXEHHIEE
A,

(® Note

SUEA T active/standby 242 A
TERTFHEBAS,

2132 Amazon MQ 5 XiZi # iz & I E

FERBERXAKIESS (CRDR) , BALBEEE , £H /N AWS Kifi# i Amazon MQ for ActiveMQ
SHEREZR M, SN EREBEENETREH N ZREQYERIAR , 4R SERFHNERE
MEIARIE, R, BALER Amazon MQ Promote API BEFRIAREBREANERELE G, X
FREMNBIEARENESER , BZRATEXSHESE SN ERENERLE,

LT BRH#ER T A A Amazon MQ EE 25 I ENE BRI AKE,

ES}
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- KREH

« Z|1 (k)  BIEFHNERE
- ST 2 QBN BRENEAR

FRF M

EFABXEBESHITEE , EUMERHEFUT RREH

o R BXEHIEE &1 88 E B FAmazon MQ for ActiveMQ X3 5.17.6 R E = R,
s X WX FEXEBIEES BRI (#HZBMN ). XERIP (FSRIMIEE ), XE

EER (BENM ), ZEES (LmREEL ) .

o RHIXH  BEXEHEEHIGERA TREES KD mg.m5.1large RE XMIE,
- HMEBRY  BXEHEEFHNERATHEBTZWAXMNES/ZARE,
« KBRS : BRENREIRSH Running HEREGE AR IE,

FEA (k) RIEFHERE

BIERTRY EAE

1.

2
3.
4

3% Amazon MQ ##lA .
£ Amazon MQ #ZHI 5 “RE"TTH L , EFNERIE,
£ Select broker engine ((EFRIE5|Z) WE L , 1£#F Apache ActiveMQ.

# Select deployment and storage (%% &B& #17f#) I E#Y Deployment mode and storage type
(MEEXANFHERE) B0 , ITUTRE

FNFEBES , EEETH/ZFANRE, TH/RAREBEAFNTEATARHEE N TRNAHN
REARK, XEREBSENNARFLLE Amazon EFS #1TEILSEE. BXxEZER |, H5
¥ Amazon MQ for ActiveMQ 1% 38 B9 ZF 2 3%£ 17

ﬁ?¥-|:_$o
£ Configure settings (Bt E1i%E) TUHEHAY Details (FHAE L) Fo , MITUATRE -

a. %A Broker name ((REB ).
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/A Important

BOERBEHPRIMNMNASHEL (PI) REMHNBRBBES . HfttAmazonfk
% ( ‘8¥& CloudWatch Logs ) AI AR EE M. REEMTESATAERHBRHK
EO

b. 1%&# Broker instance type (fREEEHIZER) ( 20 mg.m5.large ) « BXREZELR | BSH
Broker instance types.

7. 1E ActiveMQ Web Console access (ActiveMQ Web & &1517]) E2 , 121 Username (AAFR)
H Password (18). A TREEATREAFBNEE
- ARFBRECEFRYEFTFR. BNE, 98, THLFREL (-._~)o
s BEUREDLH 12ANFH , BEEPV4IME—FH , HEFTBEEES., ESIES (=),

/A Important

BONEREAFBEFRMNMAESHBEE (PI) EMHNZRBBES . EtAmazonfRss
( ‘2%& CloudWatch Logs ) AIAGRIREAFE. REAFETESATAERBEK
EO

METRESHEZENEFEEZEIA Amazon MQ EEREXEHHSIEZRARE, £ETUEFRERN CRDR
A RPO KA., EXH“CRDR A/ M“RPO IRAF | 1aﬁ$¢1tiii%75tﬁﬁ’3ﬁr$"lho RE
EEEWMTEL , <M CRDR A& RPO KA.

SR 2 B BRENEIA

1. 7 Amazon MQ ZFIaM“RE'TEH L , EFCIEERKE,
2. EEBREIREREL , 2EFEAE CRDR ZRENNERE, REERT %,
3. EEERARERNEL , FATHNRLERFAIXRXE,
4. HEEIAREM ActiveMQ 2HIEAF IS , RHBIAKEZFERAFNRAFENED, ATRE
ERTREAFENZES
- AFBARESEFERFFH. BNL. AR, THEFERL (-._~).
« BRAREDH 12A0FHF, BEELL4NMNE—FH , HEFTBIEES., BSHES (=),
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/A Important

BOERBAFPEHFIMMASHELR (PI) REMANBZHBRBELS . HittAmazoniRSE
( ‘2%& CloudWatch Logs ) AIAGRIREAFE. REAFETESATAERBEK
EO

5. ERATHEAREBEZRAFZTHNREEFRAFHsH , REFHRAERENERNCENAFNARS
BMEL, UATRHEEATRERAFSBNED
- AFEAREsFERFTFN. Bl%. AR, THEMBRE (-._~).

« BBRYUMEDN 1240FH  BEEL4NE—F/ , HEFBEEES, ESHES (=),

/A Important

BOERBAFPEHFIMMASHER (PI) REMANBZHBBES . HittAmazoniRSE
( ‘2%& CloudWatch Logs ) AIAGRIREAFE. REAFETESATAERBEK
EO

BETMHMRE, AREET -5,
6. EEEHUNEBRNEL K EERIFARENEAGE. AR5, ERBEARKE,
7. BETXR,EREIRE, XUFHERSREIANRE, BXEEREMNHA , i§ZHRebooting a Broker,

BXRA ActiveMQ REBEEHMIRENESFER , BSHA] : 1B HEE ActiveMQ LI

HBR Amazon MQ ¥5 X1 ##z & HICE

EMREBEXHBIIFEE S (CRDR ) REHEA , BAEBUEEX , RAFERNRE, LT U8B MM
£/ Amazon EEZEHI EBUEEN H EH B RE,

1. AREREL , ERZECEEXNE CRDR RE , REEERE.
2. EBEEFHHBIHAERBREL , EREUHEXRIE,
3. EHRHEOFH A ‘confirm” AEINEIIERE, REEFRBUEEITRE,
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4. TR, ERECHREXNMNERE, XUNERRIARE., EXERNRENE , HZFRebooting
aBroker, EREBERFG , IMEBHARNECERXIRE |, ATk, ERBREHRE B
#]Deleting a broker,

BRI AR EZ N Amazon MQ BIARERANEREAE

HEBEFRARERANERESCH , TUBHRFRMER. ARBRRER , TREBELER
NEIEAREAG,

TR LEER —BMEM AR AT, HHRBEBIRETAE |, ATARIEREL THEERNRS. B
w, EENREE -BMNEN , TS HAAMERBTERITE A RERNNH, ERABIRABE
B, XA MIBFLTHEIRS. IHREESRIEURT A XEEE TR X EE M 4%,

RAMEBRLEERTHEMAR — B, JBRETHET , FERARIEAEL THRBRRS, BE RU*E
B, ISMRIERIAREALM AN EFRRERHERS , TESSFEMNEFHSRERTRSIIERERE
KABET. RRFEBHRIBEAERRT RHEEXBHAETROR , BFBURT KR ML,

THEHEAT —Mi% , EXHHKRT , SEFRFIERAREBERSES Y , RMEBRTEZIES RE
2, st 8BS, EREN VPC FNEFRERFEERTHRATLTERER - SHRESZENL , HEE
REBERNER, SEHAINEREFNNERIEEPRSEH |, BIRREN VPC N E P in{ T EE
EIEARE  EERMEBRETHK , FRRARERANERE,

..........................................................................................................................

i R'eplicatio;'l

2
Traffic
Primary Broker Replica Broker
Demotion in Progress Promotion in Progress
EC2 Broker Client EC2 Broker Client

..........................................................................................................................
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TEHEATIREIEZTRENRERS, RARFTREAERANEIRESECH EEEZ TP RER,
PO BVE R AR KRB RENBIE.

.............................................................

us-east-1
VPC-abc
o o
! Nl : Replication :
ngos’ “ [ Traffic
x Replica Broker Primary Broker
1

EC2 Broker Client EC2 Broker Client

....................................................................................................................................

..........................................................................................................................

EREH A RARARKE

EFEARPFRBEBKREABANE | FE Amazon MQ EHI &P HITU TSR,

(® Note
BEEEETRE LB NRPRBER.

1. IRIBARERERE, FRERP , RRERANETAENA[TRIFRE,
2. EREFHAFEREL , PUTUTRE

1. EERFARA

2. HEBHEOR , ERVRIIEER,
3. HEXAEFEAEINUABEIAENIER,
4. EFHIA

7t CROR R =
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BRR¥BEBE , RERSESINEERTAEER. AREBTHE , “RE'THNHNECHESR
TREE,

(® Note
REERARENEHEE. T84 FNEMER.

Amazon CloudWatch F 9 ¥ X ig ¥ 38 & #1545

Amazon MQ for ActiveMQ BEXIBHIEESIhRERRM T A TH P EREMNBRAREN AT EME, ATHMERM
HEENIER, EEFHEEF , HXEHPNEIAREBENEXBFHEREBZRRSEFNEE, MEE
X ERBHIKE , WAABES B IRFARED | FHEXEPNRIRNRERA N ERE,
B X1E Amazon CloudWatch FEFIEFRN A , TS H1F RS MQ B CloudWatch #5457,

CRDR Hf[E &

LU et R B iR a4 it 7 Amazon CloudWatch 1k F|RViEHR. BIESEFHEBPE I REE :

o HFINNAETE ( TCO) : HaTHRIE,

- BIERTE (TC) : EREEEHIBAY LAIEE4NERE, EERENBARKREL9TA,
- XfIEtE (TD) : EHRIRNABARENBE, NERLRKRELTA,

- REERTE (TP) : BIARERINGCEEHNBRE. XEBIRKELTH,

- WIARTE (TA) : ERERDIEIASHARR., REEZRELATH,

£/ CRDR CloudWatch $g#r{li &t/ K= R M 8E

ZIABER T , Amazon MQ &R EHNRIER BiStr. BB 51| Amazon CloudWatch &) & 5
HE I E A CloudWatch APl Z2F MR EBIE R, LUTENRN T 7 # CRDR RIEH & IR 40/ 5 %4t
BHEERER -

Amazon MQ CloudWatch #E#r £ CRDR HWREEH

TotalReplicationlLag FREEZEFE—NARAINE
HH TA 1 TC Z BB {4 1T A
&
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FRARER

Amazon MQ CloudWatch ¥g#x

ReplicationLag

£/ CRDR WRH
BARELRE—NKRAINE

89 TP M TC z BAY fh it
I8 o

FREBELRE-MLENEH
#y TCO M TC z RIAYfE it et
=T

PrimaryWaitTime

BAREL&RRE-IMMENE
8 TCO M TP z B M fhitet
I8 o

ReplicaWaitTime

QueueSize FRE LEHIASIPREIAR
EHEH.

TotalReplicationLag M ReplicationLag AR EREMBEIRRE ZRNWIERE S, XH MR
A AT EREE#HITHRE RN EBRIEMENITE,

PrimaryWaitTime Fl ReplicaWaitTime A THEEFILEF EERENTMEE, MRLIIER
MEFEEK  NTREXRASHEIECERAZERF. ATRESX., RERFMREMEKEEE , 7
RASHEFIEE,

ActiveMQ 2

UTHENBUMEIRMELEST ActiveMQ K32, EFEA ActiveMQ Java RHIRE , BUBHALRE Java
PRERRTT A TE S HNRBHT - LEER,

£l

- BIEMBEE Amazon MQ KEM K

« ¥ Java R AEFEEIEN Amazon MQ KE

« $F ActiveMQ X325 LDAP 55

« ZB 3: (°i% ) Connect ] Amazon Lambda B %
- Bl ActiveMQ REA

- RE ActiveMQ KEAF
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« MIBR ActiveMQ RIE A =
+ ¥ Java Message Service ( JMS ) 5 ActiveMQ i & £ F B8 R Bl

B FE E Amazon MQ I ML

REMNEHS N EEIN EXGREHED/FAREBAR, EARKEF , B8R 7 5 2040 RN
WEEHIREIZ - EERNMMENRKERNE,

BXRBEBENFARERESS , BSHUTRE

+ Amazon MQ R ¥ M &
. FHEERBENAERE

* networkConnector

* networkConnectionStart##

* ActiveMQ 35 Y {83 X 45

O] LAEFH Amazon MQ &1 & €12 Amazon MQ REM S, RABTTUFBHITRHEXFME ,
AT ERAYEE 15 25,

=

- EREM

- SR ATKRBZANRE

S 2 NENRIBEE R Sk 288
LS R

TERFZ A

EQBRRENG , BUMERZUA TR

s BANESNEATFERSHRE (EERHEPHFEN MyBrokerl M MyBroker2 ) . Xl
KRENEZELE , BSEA] : Q1EHIERE ActiveMQ R,

o XAMNMEBLINFE— VPC it FRERS, VPCsEXREZEE VPCs , BSRT AR
Amazon VPC ? £ Amazon VPC AN AR VPC XMEEIE ? £ (5% VPC NEHIEE
M) .,
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/A Important

MBEEEEIAVPC, FRHEZEAH , NISAECEEN]. BEXEZER , FSH
{Amazon VPC AAF#Em) FHATHER :

- BIEMIA VPC
- BIERIATH
- FEBEZRSS

s BMAPXANMREREFERHRNERZIL. AXUZAFNESZER , HSN 8E ActiveMQ
REAF,

® Note
F LDAP & #HiiE SREMEEKE , FWERZAFBEN ActiveMQ RE , tiFR LDAP
RAF&#E.

LT RBIEARNESHIRE, B, KUUAEAE/ZAREFINERERANAESRKUIEREN
%o

SR ATREZENRE
HERER  2ARTENZEANRE.

1. £ Amazon MQ &l & £ , 7£% MyBroker2 TTH) “FHER" oW “RL£FMNE" T , ERENL
LHMBR
H, 4

LAt 7R EC2 Dashboard #Y Security Groups (Z£4) T H -,
2. MNER24AIRF K ZREENRE4A,
3. HEWEKED , 1%# Inbound (AYh) , ARFIER Edit (BREE).
4. HERBAWEAUXNEFES , 73 OpenWire LumTi KR IIH A,

a. IERZBRIFI,
b. XF Type (EH) , #%# Custom TCP (BENX TCP),
c. TE“WWOSEE"A , BA OpenWire ixH (61617).
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Amazon MQ

FRARER

d.

e.

BHATUTREZ— -
- MBEELERFIFR4SE IP it , XF Source (J]) , BJF Custom (BEN) EE , ARE

BMAENM IP #ik MyBrokerl , REHA /32, (X2 IP it A ERH CIDR 12
K)o BXREZEER , BSHHEMEMEED,

® Tip
EK R MyBrokerl B9 IP #usit , i§% Amazon MQ ##l& £ |, BREBEHBHRH
&%l Details (¥ HEE) EB2

- MRFERESHELEN , HAETFHEEHN VPC , N3 F Source (]) , #H4F Custom (B
EX)RE , RAEBAERENEZEHD D,

® Note
XNFTABNRE , BLAEM IP it REITF.

ERRF
NV RIBIE A LA AVEER,

SR 2 . NIENNREEBEWN K ELESR

EATRECHNRER LN ER - NMEEEMKIERESR.

1.

B E MyBrokerl BB EE1T,

a.

b.

f£ MyBroker1 1 L , i&## 418,
£ “45% MyBroker 1" TUHH “‘BLE&E” 0 , EF “BEF

FoE REBMEANRESIZRBRMRA (Bl , Apache ActiveMQ 5.15.0 ) »

# Configuration details W+ £ , 2 EREEEITS. #ERM XML XK EBERE.
1%£$% Edit configuration ({REEE).

B E SRS , BUEER <networkConnectors> B0 HBELUTEER -

o PLKIEREETI name,
« NREHEM ActiveMQ Web &l & username,
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- BH duplex £,
« WATOU TR —

« MREEFRIEEEINLNHRIE | EEMAstatic: BIEM OpenWire Lim Ty
Ruri. MyBroker245am :

<networkConnectors>

<networkConnector name="connector_1_to_2" userName="myCommonUser"
duplex="true"

uri="static:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)" />
</networkConnectors>

- MRGEFREEEIEN/ZARE  BEAFBEUTERASHN
AMNMEBurif¥static+failoverf& il OpenWire & imTH Ko ?
randomize=false&maxReconnectAttempts=04l40 :

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"

duplex="true"

uri="static:(failover:(ssl://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617,

ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq. us-
west-2.amazonaws.com:61617)?randomize=false&amp; maxReconnectAttempts=0)"/>
</networkConnectors>

(® Note
FEIE ActiveMQ AP EFEIL,

f. ERRE

g. 7E Save revision (fRZ&1T) JHiFEHEH , 8 A Add network of brokers connector
for MyBroker2,

h. 3%F Save (IR7F) R EEBHOFET,
2. 4R4E MyBrokerl SV R HHE BT RE N L HIRA,

\)

a. f£ MyBroker1 71 L , i&## %18,
b. 7£ “4s%E MyBroker 1" WEHH “BLE” o , ®EF “THRIE R
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c. 7E Schedule broker modifications (1t X&) To H , %&#F Immediately (IZED) B A&
X

d. EENA.

MyBrokerl 2E#E3 , MEANALNEEEIT.

HotlZRENE,

IEEEA

BEREMLKRE , JAELERMERERERNAE,

/A Important

PRTER O 8162 ( I T ActiveMQ Web #2414 ) Fii% 0 61617 ( T4 ) MyBrokerl tH
REBAXRB A ITEYN ALIEE, OpenWire
BUREEEEFRLLAHIRE  UAYCIRENFERABEZIREMLE,

1. 1 Amazon MQ #Z#|& £ , S#El Connections (&%) #4 , iIc TRE MyBrokerl B ActiveMQ
Web 2 & L im T Ko

2. SMZEIRE MyBrokerl #9 ActiveMQ Web ### &
3. ERIEMFIEESERE , Bi1EF Network (ML),

EMEHTER D , MyBroker2 BYE #r Ml it B E B A ENIZE 11k 5,
4. MEAELALRMCIE MyBroker2 WITEH L | gl —MERAE. BlA

activemq consumer --brokerUrl "ssl://
b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617" \
--user commonUser \
--password myPassword456 \
--destination queue://MyQueue

& IEZZIM OpenWire L inT7 SMyBroker2 7 FF #54F F BA 5l R 49 5H EMyQueue,
5. MEMALLGRRE MyBrokerl MitEH L , SIE—MRIBEH Kx—LEHE., Hl0
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activemq producer --brokerUrl "ssl://
b-987615k4-32ji-109h-8gfe-7d65c4b132al-1.mq.us-east-2.amazonaws.com:61617" \

--user commonUser \

--password myPassword456 \

--destination queue://MyQueue \

--persistent true \

--messageSize 1000 \

--messageCount 10000

£ FIEREEIM OpenWire LiwT7 = , MyBroker 1 HFF 184 R EHERA K 35 X 5B EMyQueue,

F Java M HREFIEEEE Amazon MQ RE

£1E Amazon MQ ActiveMQ R f5 , BALENARFEEIZAE, UTREERNAEA Java
Message Service ( JMS ) BRI EZEE, BIERIINURKIZEL . BXTENAA Java 7”4l , 55
E]Working Java Example,

BA LA & ActiveMQ EF imERER ActiveMQ R, RIMEIER ActiveMQ B i,

ES]
- KREH

- BIEEEBMREHARIEEE
- QIBEEFEAEAEVER

FREFM
BB VPC B

ERRENKRETLIELZN VPC fifE |, 2455 A enableDnsHostnames
enableDnsSupport VPC &%, E%E%Em , 55 (Amazon VPC AF#ERE) H K VPC i

DNS Supports
B R A YhE#
BETX, AENRARERFRB A ALER,

1. &% Amazon MQ 4|4
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https://docs.amazonaws.cn/vpc/latest/userguide/vpc-dns.html#vpc-dns-support
https://console.amazonaws.cn/amazon-mq/
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2. MEZRLAFRAF  EREHNIRLENZ (HII0 MyBroker ) o
3. 7TEiZMyBrokerTNHHKY “E#E" o , i TREM Web #5|A URL ML HK I AY At Fuw O,

4. 1£ Details (i¥4{S 8) 2B #Y Security and network (E2E5WEK) T , B EN R L HE
e

LEAHF & 7R EC2 Dashboard B Security Groups (Z£4H) M.,
5. NZ24A%&KYP , ERENRZLH,
6. FERMEEED , i%# Inbound (AL) , REIER Edit (REE).
7. 1£ Editinbound rules (4R AEHLN) XHFEHR , IFELFFRPEN URL L IHT UMMM
W ( AT ROERMERARE Web 2 H BRITIHERE,
a. &AW,
b. XF Type &) , 1%$F Custom TCP (BE X TCP),
X F Port Range (i F3EE) , A Web #H &m0 (8162)

d. XTF Source (JF) , i&# Custom (BEN) , RAERALHLEEBIHE Web BFEHNRER IP
Motk (180 192.0.2. 1)

e. ji;%ﬁﬁo

o

B ERIE I AR AMIER,

NN Java fKEHIRN

ff activemg-client.jar M activemg-pool.jar BFEHME| Java EKEEEF ., LT RFiHEHE
T Maven I B B9 pom. xml X # B9 X EE4R B % R

<dependencies>
<dependency>
<groupld>org.apache.activemq</groupId>
<artifactId>activemqg-client</artifactId>
<version>5.15.16</version>
</dependency>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemqg-pool</artifactId>
<version>5.15.16</version>
</dependency>
</dependencies>
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X activemg-client.jar WEZEE , 5 Apache ActiveMQ XHEFRFIBEE

/A Important

EUUTREACEF , EFENEREEENMEPET. ¥ TEFRE ( I HCEXFIEE
®%)  FRKRENLIBRENEAEERMNENRERE LIE1T.

BIREE R EHRIEHE
SEF LA 3 BE B B H B A 7= & H RO B,
1. FEARENKXRTRAESCIRECE IMS HERET] |, REHXN XTI/ B

createConnection A%,

(® Note

XIF active/standby X327 , Amazon MQ £ T H /™ ActiveMQ Web # & URLs , {8
/A/DJE —/N URL & F5EFIRDS. B , Amazon MQ AN RIBIIRERANLKIET
R, BBXBENFRE—NMMETILTENRS., -1 -2 FERRIAEN. BXES

§8 , 2@ Amazon MQ for ActiveMQ RIEERYEB]BIETN ) o
NFEBRDPRR , BRATENRARRFERANEBEAMEZEIMTE— RS

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new
PooledConnectionFactory();

pooledConnectionFactory.setConnectionFactory(connectionFactory);

pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.
final Connection producerConnection = pooledConnectionFactory.createConnection();
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producerConnection.start();

// Close all connections in the pool.
pooledConnectionFactory.clear();

(@ Note
SEHESIRENKRAMFEH PooledConnectionFactory £, BXEZEER | 55 A
£ REEM,

2. BIB—/1aiE , — 1B MyQueue HIRAFIFE ERIEE,

// Create a session.

final Session producerSession = producerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession.createQueue("MyQueue");

// Create a producer from the session to the queue.
final MessageProducer producer =
producerSession.createProducer(producerDestination);
producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

3. BEBEEFHSE "Hello from Amazon MQ!" , REREHE,

// Create a message.
final String text = "Hello from Amazon MQ!";
TextMessage producerMessage = producerSession.createTextMessage(text);

// Send the message.
producer.send(producerMessage);
System.out.println("Message sent.");

4. FBEQEE,

producer.close();
producerSession.close();
producerConnection.close();
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BIBHEEREFEBCHR

FEAUTHACEERE=EHIEBER.

1. EARENKART/INERGIRER IMS EERT |, ARHNZI AR

createConnection .

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.

final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();

(@ Note
HEMEREST MM PooledConnectionFactory £, BEXEZEER |, B3 W A4
£ FEEM,

2. BIB—/1&E , — 1B MyQueue HIRAFIFEEFER A,

// Create a session.

final Session consumerSession = consumerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession.createQueue("MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer =
consumerSession.createConsumer(consumerDestination);

3. FHFHHEE ATERIEANKIEHES.

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);
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// Receive the message when it arrives.
final TextMessage consumerTextMessage = (TextMessage) consumerMessage;
System.out.println("Message received: " + consumerTextMessage.getText());

(® Note
5 Amazon HE RS ( HlE Amazon SQS ) FE , HBREBLXESXLABIKER,

4. RAFERE. FEMEE

consumer.close();
consumerSession.close();
consumerConnection.close();

¥ ActiveMQ R 5 LDAP &1

/A Important
Amazon MQ T FHFA CA ZRHRFEFIES,

O LAEA LT B A TLS MR IA A ActiveMQ R -

. AMQP

. MQTT

- MQTT £3R T WebSocket
* OpenWire

« STOMP

- Kiz—1R WebSocket

Amazon MQ ££H U T AN REREI ; &4 ActiveMQ B RIEF LDAP BHBIEAREN, Bx
5 ActiveMQ AFZMZBHEKAAOREFINER | HSWUsers,

ERZX ActiveMQ AFRMAFEHRFIFMER  SRRELHNRENEE, Amazon MQ EH ActiveMQ
A E 2 BRI A RBHEIEIRMEAR Bir,. BXFHAESEENTY | BFSRAAE SRR

authorizationEntry,
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http://activemq.apache.org/stomp.html
http://activemq.apache.org/security.html#Security-SimpleAuthenticationPlugin
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® Note
B Al , Amazon MQ X &F&E Fimit$ & 5Kk,

FB
« ¥ LDAP & ActiveMQ £ 5X
o FREZH

« LDAP A7
- LDAP £ ITER K

¥ LDAP & ActiveMQ £/

B B ERE B RFEMY ( LDAP ) BRSSP HEIEX Amazon MQ AF#HTHHRIE, &
A BRI, BERFE SR Amazon MQ AP, FELLAEBMBAS 2 ERR, G122, FEFHAMMERAE
ZEERENAEE IAM &I , H#EKRE LDAP £/K.

FL{EA LDAP B2 BE{LAEHIL Amazon MQ RIESHIERNBRNE T UER fIhae. T
BAFEIERGE LDAP MSHS | NFdMERKEEHIT — A HOLE , NTHE TrEH
B,

Amazon MQ £/ Apache ActiveMQ JAAS fE#kifit LDAP X, ZEH X SH1E{T LDAP RS
£% , 70 Microsoft Active Directory = OpenLDAP , X8 %] T Amazon MQ X%, BXAEHNESE
B, B2 Active MQ X 4K Security (££) E84%

BRAFI , BB LUET LDAP RS SREENBEARAANEBENMAINTHRNER, SABZE
LDAP BRS5 2R RIZ R REBMBASINEZE , RENEE LDAP AFHA S BERRRKIUL BN, R
&, BRI LURHRIERLE M LDAP BRSS 82 1 RENBE,

/A Important
£/ LDAP B} , INEFR XD K/NE , BRRNENAFEX D KNE,
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FRF M

£ LDAP R MBIFHRINEN Amazon MQ REBZ 8] , BHUFIREBE—PBEZKF. B35
LDAP RS SSHEEENBRZ K, , HAXMEEEHNNRFREET IiEE, WRSKFSHHEN
REIRE LDAP BHRIE, FMEENFFImEZEINEL R —EFEHI1TEHRIE,

R MK 2 LDAP RS HANBINEZENIKF . X2 —/MrER LDAP EXR | SR eERME— KRS
MK FAEUE, IREEEE , MERKRNEFIREETEED LDAP REF{HTEHRIE. EBHRSKF,
FUAMB RN L2 FM , RE Amazon MQ F8ETFH,

5 ActiveMQ £5 , LDAP RS E L BE—MSEWE RESR (DIT) « BXTBEBERILLEIN
1dif XHRBI , BB ActiveMQ A Security (£4) #4 HHFL T LDIF 45 A LDAP %
=,

LDAP AI]

EFRIRE , ELIEFHH Amazon MQ AEEBINERELFIRT , FSME Amazon MQ #2515 |, Hik
% LDAP authentication and authorization (LDAP & 13 3&iE 1 #Z4X),

REBFXBSKFHUATER
- TEREFHE  EAMHRESHORIEMFENERN LDAP RFFJHLE.

(® Note
BIRMH LDAP RSB E2REFHBE T EMIURIKEO T, Amazon MQ 2EZLRE
=& 500 LMY 1daps , FHEFHE w05 636,
Bl | MRIERMETLPREE example.com , Amazon MQ fF#E A LT URL 58] #&HY
LDAP fRS528% : 1daps://example.com:636,
NTEREEVEEBES LDAP RFB|HUBERF , T2REFHB LMAULTET. ERE
LDAP RSB NMELZEM , BERSS[AEANPRHEHALRE , LEXATFRERE
VPC HHRE,

- REKFAFE : ATITS LDAP RS B[HVIREIER A F 0 7 203 & #5o
« RSB - FATHHEBEN RS NED,

TERRHERTRHXEFMAESNVLE,
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Authentication and Authorization

Simple Authentication and Authorization © LDAP Authentication and Authorization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP
SEerver.

Provide details for your crganization's Active Directory or other LDAP server. Info
Fully qualified domain name

example.com

Service account username
Fully qualified name of the user that opens the connection to the directory server.

myserviceacccount

Service account password
The password for the service account provided above

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users.

User Base
Fully qualified name of the directory where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above
(uid=0)

Role Base

Fully qualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

(uid=0)

P Optional settings

£ LDAP login configuration (LDAP & XEE) 2o+ , BEHUTHSHEEFER :

- BFEM RARFEZRNBEFESM (DIT ) PHT RN TS BB

- AF#EECH : LDAP EEF k%Y , FATE userBase PEHRAF . BEFHNAF BN ERE
RIFEZHPH {0} NP, BEXEZER |, BZH S M RKIEMAuthorization,

- AEEN FHAGEEREN DIT PN T RN TS HEN. AEURENBZPHER LDAP
HEH, ARAGKETREHABGEMN—NEMYE (HIWMAAE (CN) ) B —NEM ( Hia
member ) A% , EFNEXRTETAGENAFRNAIRENRAFL B, Hl , £ETHLIAI
group , WA LUR ML T AT 9 #E 4 : ou=group, dc=example, dc=com,

- AEBERTE : AT roleBase PEKRABH LDAP BERFIESKRH., userSearchMatching It
BENAPNA S RERERNBRFEERGFN {0} ST BERFRNAFBFERN {1} &1
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. Bl MREFZFHACEZEEZEEN nember WEMY ( BEZEARTHERAFHNAFS) |
N AR A T RFERH : (member:=uid={1}).

TRRHEERTEEXEFAEENMLE.

Authentication and Authorization

Simple Authentication and Authorization © LDAP Authentication and Authorization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP

SErver.

Provide details for your organization's Active Directory or other LDAP server. Info
Fully qualified domain name

example.com

Service account username
Fully qualified name of the user that opens the connection to the directory server.

FTIYSEI’VICEEC(COLII'It

Service account password
The password for the service account provided above

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users.

User Base
Fully qualified name of the directory where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above
(uid=0)

Role Base

Fully qualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

(uid=0)

P Optional settings

£ Optional settings (AIIIRE) FoH , BRAIURHUTAIEEER :

- AFAGEN ARARAGTIENAFRBERXXEF LDAP BHENEH. EEEEBRT , BFRAeT
BERAPFPBEZREXBEPEMMENRIFE, userRoleName M A FEEREBEENEH. Hln |, kR
MNZERUATHAF%E

dn: uid=jdoe,ou=user,dc=example,dc=com
objectClass: user
uid: jdoe
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sn: jane

cn: Jane Doe

mail: j.doe@somecompany.com
memberOf: rolel
userPassword: password

ERH LR RAIPBEIETEN userRoleName , BEEIETE member0f B, MRBMHRIUEKDY , NS

BAFPEA® rolel,

- BEEN  AEXETNARREY  ENZACHNEN. flW , BALUNEAZENERABNERE
cno WMREHWIERY , MENAFRSTEEENKANENAGKEN cn BAEE,

« AFERTH . EXLLDAP AFEREWIEE. RA true , MBREEIRENH userBase E

X R THEANFH,

- AEBRTH EX LDAP AEERENNTE. MERN true, MEFRTEIRENH roleBase E

YT R THEADN TR

TERRHEERTHEEXLEERENVLE,

Role Search Matching
The search criteria for the group object applied to the directory provided above.

¥ Optional settings

User Role Name
Specifies the name of the LDAP attribute for the user group membership.

Role Name
Specifies the LDAP attribute that identifies the group name attribute in the object returned from the group membership query.

User Search Subtree
This defines the directory search scope for the user. If set to true, scope is to search the entire sub-tree.

Role Search Subtree
This defines the directory search scope for the role/group. If set to true, scope is to search the entire sub-tree.

LDAP K TEA
ALV ER D AT AL - BRRITERANBNEN,
BHRWIE

NTFHGRIE , FRRFTIESAER. XLEFIEH I LDAP BRS5 2767 A 7~ B8t R Y A P = ATRIE,
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R4 ActiveMQ REBM AP EREAJUEM DIT FEMEAFH LDAP RESH[HPHT R, fla , RE

IE#£ £ Amazon Managed Microsoft AD , # BAEH Hcorpexamplecom, M , HBEXLEHH4H
SEARE N corpMUsers , MNFERATRABRERNRAFE :

OU=Users,0U=corp,DC=corp,DC=example, DC=com

ActiveMQ REE DIT FEILABRRAS | WEN 24 RBYEF WEEERETH ORI,
_ Active Directory Users and Computers

File Action View Help
& | T =2 HE FRET

| Active Directory Users and Computers [WIN-IL
| Saved Queries
v 33 corp.example.com

3] Delegated Groups
Fa Reserved
| Builtin

| Computers
v 2. corp
2| Computers
2 | Destination
2| Group
2| GroupTwo
= | Users
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BT ActiveMQ BB AFNBHEBHBERIGN uid , EXABRENAFLFHRETHEME. HEE
B, BULFERAFWEEZERAFE, BXEZER , B35 M activemq BRI FFE Windows Server

2016 ( BG4 ) lRAH Active Directory AP fiTEHHEE ID M5,

ENREAFBA ActiveMQ 2 &THE |, E#RMATE T amazonmg-console-admins 4,
Authorization

HFEN , MREREMEREBEREEFIEE. RNEINRER activemqg. xml BEXH4FHY
cachedLdapAuthorizationMap TEEENEHR ( REER , BFHRE ) LTR. BXEZEER,
S H 217 LDAP BRUEHR,

® Note

N TeEBFERAREactivemq. xmlEEXHHHcachedLDAPAuthorizationMapt®& , &
PHREBEN B ERTIEE LDAP 5 A RIEFMZTIEI Amazon Web Services BEEZFHIA |
5§ & ETIRELIZEE Amazon Web Services BEEZF14 , B EMFEA Amazon MQ API 81
BB ELDAPR fauthenticationStrategyBHIRE RN,

IEVHTEREUT=ANEMIERN cachedLDAPAuthorizationMap JTEMN —3F5 :

* gueueSearchBase
* topicSearchBase

» tempSearchBase

/A Important

NTHLEBBESEEREERNENEEXXHY , Amazon MQ BHIEATEMSE
cachedLdapAuthorizationMap £ :

e connectionURL
e connectionUsername

e connectionPassword

LIRBEZLHEAT , Amazon MQ £FABETHEH APl ERE1dapServerMetadatal®
HAREEANERRE LREM. Amazon Web Services BEEZH &

aE
L]
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https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://activemq.apache.org/cached-ldap-authorization-module
https://docs.amazonaws.cn//amazon-mq/latest/api-reference/configurations.html#configurations-model-authenticationstrategy
https://docs.amazonaws.cn//amazon-mq/latest/api-reference/brokers.html#brokers-prop-createbrokerinput-ldapservermetadata
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LARE/RT cachedLdapAuthorizationMap B T4ERHI,

<authorizationPlugin>
<map>
<cachedLDAPAuthorizationMap

queueSearchBase="ou=Queue, ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
topicSearchBase="ou=Topic,ou=Destination, ou=corp,dc=corp,dc=example,dc=com"

tempSearchBase="ou=Temp,ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
refreshInterval="300000"
legacyGroupMapping="false"
/>
</map>
</authorizationPlugin>

XLEERR DIT FAESNEREKRBEEENRNNE, At , X F EEHRH Amazon Managed
Microsoft AD , £ corpexample. FMHHERBA K com, BALEE—NENNWHLE

fudestinationRE SR BIRRE, EZALRIMIIH , BFA queues, topics M temp BFr57

B BI2—1,

XEREERASEREM ( NWRERFNEHFREHENESR ) HEDIT FEFUATVE

OU=Queue,0U=Destination,OU=corp,DC=corp,DC=example, DC=com

& ActiveMQ RIS LDAP £/
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| Active Directory Users and Computers

File Action View Help
&= 2F 48| XE C=H

1 Active Directory Users and Computers [WIN A
5 | Saved Queries
v 33 corp.example.com
3] Delegated Groups
> (&l Reserved
> || Builtin
> | Computers
v 3] corp
> = Computers
v o Destination
5 2 Queue
= Temp
> 2. Topic
> 2. Group
2. GroupTwo
2| Users

B, EEMIGE B ARAVRIN R T DIT ey E—R3!

OU=Topic,0OU=Destination,OU=corp,DC=corp,DC=example, DC=com
OU=Temp, OU=Destination,OU=corp,DC=corp,DC=example, DC=com

F ActiveMQ RE 5 LDAP £ 103



Amazon MQ FEANGIER

ESNBERER (RAY), £/, et ) WAREI T, JRABESIISEEREH. i, EER
LB 4% DEMO.EVENTS.$. FFkBIFrBRA SR HIRHN | AT AR LT HLAET -

OU=DEMO.EVENTS.$,0U=Queue,OU=Destination, OU=corp,DC=corp,DC=example,DC=com

® Note
DEMO.EVENTS.$ AL 1T Queue AL A,

BX ActiveMQ RBERFNEZEE |, 1S Wildcards (BHELRF)

ENHERFIRERIN (20 DEMO.MYQUEUE ) |, BHEEXRLUUATHEA :

OU=DEMO.MYQUEUE, OU=Queue, OU=Destination,OU=coxrp,DC=corp,DC=example,DC=com
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1 Active Directory Users and Computers

IFiIe Action View Help . -
e | xH B EBe:= HE

1 Active Directory Users and Computers [WIN-IL A
> || Saved Queries
v 3 corp.example.com
2] Delegated Groups
> 2] Reserved
> | Builtin
> || Computers
v 2 corp
> = Computers
v 2 Destination
v 2| Queue
= DEMO.MYQUEUE
2| DEMO.MYSECONDQUEUE
2| DEMO.EVENTS.S
2 Temp
» 2] Topic
> 2| Group
= GroupTwo
2| Users
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Ze4d

EENRTERIERFTNARITTHh |, BUAVNE=ARELA, 5 ActiveMQ FHIFFENR—# | X
LEERENPR, read/write/adminBXEMURATFAFPHRITHERENESZEER | H5H ActiveMQ X
L e,

BRI RIXER A read, write Ml admin, EXLELZELEAF |, BAILURMAFSHA |, 1A
PIITHXBRE, W TENERFENESENER , EHETEXLELZS4A,

| Active Directory Users and Computers

File Action View Help

e @ 0/ XEBE= HmM3eETA%R

] Active Directory Users and Computers [WIN-IL A || Name Type Description

| Saved Queries &2 admin Security Group...

v cgrp.example.com 52 read Security Group...
3] Delegated Groups ngrite
1| Reserved

| Builtin
| Computers

Security Group...

v [2] corp
2| Computers
v 2| Destination
v 2 Queue
= | DEMO.MYQUEUE
= | DEMO.MYSECONDQUEUE
= | DEMO.EVENTS.S

= | Domain Controllers
| ForeignSecurityPrincipals
| LostAndFound v

(® Note
BIREEEAR , NEEBEMEAERR, FEWPRHOFER , Windows 2000 Z BTHI 1B
AATFEALZHENEH , BMEXLEAM T DIT WFREME. Windows 2000 2 Bi MR X AAE
PRENRESEEE , BEXTRLR/HE—N. ATEBRIX—FR , JUAEAD adnin A5
i uuid B,
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=

File Action View Hel

New Object - Group X
ol AR 10 = RNE
] Active Directory Users a ‘\?/2 Createin:  =.com/corp/Destination/Queue/DEMO.MYSECONDQUEUE
| Saved Queries g
v :T:ﬂ corp.example.com E are no items to show in thisy
Delegated ¢ Group name:
1 Reserved ’ admin I
| Builtin
1 Computers Group name (pre-Windows 2000):
v [3] corp |admin-alias-t.luid-3f3b6ae7c| |
a2 Computers
v 2] Destination Group scope Group type
v 3] Queue (O Domain local ® Security
a1 DEM( (® Global (O Distribution
= DEMq O Universal
3| DEM(
o] Temp
3] Topic
=/ Group Cancel
2| GroupTwo
| Users
= | Domain Controllers
_| ForeignSecurityPrincipals
| LostAndFound L7
< >

FRAPAMEEE BN adnin Z2AFATFAFCIRZAMRERIZES, FEMRMNE read Z2EH
fEfb e M B FRIREL , MRHEATA IR write ANIFERIIEBE B A B IR,

RTHENAFFMBEZLANRZA | BEAURIMEANE, ER , BT ActiveMQ BIRFTEANE
MEMBHITERD , D STERERMNVAEEENRE groupOfNames , 1 activemq FRIHS AT
To

ERITHIRE  FEBESAF uid HENRE. BZH7E Windows Server 2016 ( BG4 ) lRASEY
Active Directory AP MitEH P EE ID B,

FW 3 : (°iE ) Connect ] Amazon Lambda BIEX

Amazon Lambda A LUEEEHF AR B LR Amazon MQ REEE, MG EERET) Lambda
B, ATABIESHRIRE , MAASIFIREBUER HE S ARAEK. SEIEZNSHREES 2 HNEHREH
EECEE |, HLL JSON MR ER el A Lambda f18k.

FEORIBIEREET Lambda B
1. ®ET IAM AN RANE Lambda BEEEIMITAE,

* mq: DescribeBroker

S 3 ( "iE ) Connect £l Amazon Lambda B#k 107


https://github.com/apache/activemq/blob/c3d9b388e4f1fe73e348bf466122fe6862e064a0/activemq-broker/src/main/java/org/apache/activemq/security/SimpleCachedLDAPAuthorizationMap.java#L86
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https://docs.amazonaws.cn/lambda/latest/dg/invocation-sync.html
https://docs.amazonaws.cn/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
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* ec2: CreateNetworkInterface

* ec2: DeleteNetworkInterface

* ec2: DescribeNetworkInterfaces

» ec2: DescribeSecurityGroups

* ec2: DescribeSubnets

» ec2: DescribeVpcs

« B : CreateLogGroup

« B : CreateLogStream

« B : PutLogEvents

. MBZREHEEE : GetSecretValue

® Note
WMRZELEN IAM R |, BHEBFTEM Amazon MQ R H K 2 REIE R,

2. (W) MRECET —NKELFUHRAMHKRE | NATRTTEER —TURELA T
Lambda ZEZ R ERRE -

s ABNREFMEE— NAT WX, BXEZEE , 555 (Amazon Lambda FF X A A 15
) FHVPC EZEBHN ERMNAARS T E,

« £ VPC &l RTEEH Amazon Virtual Private Cloud ( Amazon VPC ) #l Lambda 2 [ &
BiERE, B8 Amazon VPC & 4AEEE] Amazon Security Token Service (Amazon STS) #

Secrets Manager LTI R, BXEZFEE , HZH (Amazon Lambda F X A RIER) MR
Lambda BtiE#Z O VPC LT Ko

3. fE£A Amazon Web Services EE12#|A N Lambda HBEERIBENEHE, BAIUUFER

#create-event-source-mapping Amazon Command Line Interface &%,

4. A Lambda RHEE —LERERAEBENENREFEANER. SHRMELZEMN Lambda fAEEH
RFRERS| AR, LLTEEHAT Amazon MQ for ActiveMQ BAFIH Lambda 18161

(® Note
FEZRBIF |, testQueue RRAAFIN B,
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https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.amazonaws.cn/lambda/latest/dg/configuration-vpc.html#vpc-internet
https://docs.amazonaws.cn/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.amazonaws.cn/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.amazonaws.cn/lambda/latest/dg/with-mq.html#services-mq-eventsourcemapping
https://docs.amazonaws.cn/cli/latest/reference/lambda/create-event-source-mapping.html
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"eventSource": "aws:amq",

"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",

"messages": {

L

"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mq.us-
west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",
"messageType": "jms/text-message",
"data": "QUIDOkFBQUE=",
"connectionId": "myJMSCoID",
"redelivered": false,
"destination": {
"physicalname": "testQueue"
1,
"timestamp": 1598827811958,
"brokerInTime": 1598827811958,
"brokerQutTime": 1598827811959
1,
{
"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mq.us-
west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",
"messageType":"jms/bytes-message",
"data": "3DTOOW7crj51lprgVLQaGQ82S48k=",
"connectionId": "myJMSCoID1",
"persistent": false,
"destination": {
"physicalname": "testQueue"
1,
"timestamp": 1598827811958,
"brokerInTime": 1598827811958,
"brokerQutTime": 1598827811959

S 3. (W% ) Connect ] Amazon Lambda B%k 109



Amazon MQ FEANGIER

BxF Amazon MQ iE#ZF] Lambda., Lambda 8 Amazon MQ B4 RIE 4t X 110 1& T M =4 TR R &5
BIRNEZELR | BZH (Amazon Lambda FXAGIERE) PR Lambda 5 Amazon MQ &4
i

B ActiveMQ REAF

ActiveMQ R = 28E% 15 F ActiveMQ IR FIMEBNASNARERF. EUAFAFEENERE
ENXR, Hlan , EELAAFELER PR ActiveMQ Web 25,

AR—MEURE, BAUNAFIEA , ANEABERE, BRNEERRERIIMEZNNR,

® Note

BERMYTRPREES, ERERSEFRMED—NAPE , ROBRARE ; EMNEARE
R ERPRE A A, R BRA IR

® Note

ActiveMQ on Amazon MQ F#J activemqg-webconsole A FTHEBA S E B K EIER
PR, ZAFHATE R SBEEERFRNER,

AT RBERIMEIE A Amazon Web Services BEEEFHI A QIR HEFMPIBR Amazon MQ RERF,
BIEFHH ActiveMQ REA P

1. &% Amazon MQ #4154,
2. MERLAFRF | ERENALLEZI (HI0 MyBroker ) , AR REBEEFIFE.

#EZMyBroker WHRY ‘A" #oH , SIH T ZELLENFRBRS.

paolo.santos No Devs
jane.doe Yes Admins
EEBEAF

4. 7£ Create user (RIZAF) XiEESF , A Username (A B) M Password (Z8).
5. (AE) BARAFPAFBENEANEY , 2529k (Bl : Devs, Admins).
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https://docs.amazonaws.cn/lambda/latest/dg/with-mq.html
http://activemq.apache.org/web-console.html
https://console.amazonaws.cn/amazon-mq/

Amazon MQ FEANGIER

6. (A& ) EFEAFRESTER ActiveMQ Web 2% & , iHiE$F ActiveMQ Web Console (ActiveMQ
Web 2 #&).

7. EHRGBAF.

/A Important
NAFPRTERFRMEFEINRATAFS. ENAER , 4WEFHF T —EPHEIEE
YmEE ActiveMQ RERF

BERBIBAHP , BRITUTERE

1. &% Amazon MQ 4| 4,
2. MEL AR | ERENLLEEBWN (HlI0 MyBroker ) , RREREFEEFIFE.

¥ ZMyBroker WHRY ‘A" #oH , SIH T ZELLENFRBERS.

paolo.santos MNo Devs

jane.doe Yes Admins

3. EBRLENBRFI , REAERE,

T4 E R Edituser ((REAF) MiFE.
4. ( HiE ) A Password (F),
5. (FIE) ASMERAFFIENEANET , AiES 2R (Hl0 : Managers, Admins).

6. (W) EBEFEAFEEBIHR ActiveMQ Web #2514 |, i5i%#F ActiveMQ Web Console (ActiveMQ
Web Eﬁaulﬁl\)o

7. EREXAPAPIMHER , Ei1%EF Done (EMX)o

/A Important
NAPRTERFTRVMEFERINRATAFS. ENAER , XTEFFT - EPHRIEE
BARE,
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http://activemq.apache.org/web-console.html
https://console.amazonaws.cn/amazon-mq/
http://activemq.apache.org/web-console.html

Amazon MQ 8 A RIEE
fiBR ActiveMQ REF
TEHEEEMNAFE , TABKRIZAF,
1. &3F Amazon MQ 2#l&.
2. MELASIRA  BERENZLLEHET (S MyBroker ) , REEFEEFE,
#EiZMyBroker WHK “AF" #oH , JIH T ZELLENFRERF,
paolo.santos No Devs
jane.doe Yes Admins
3. ERMEBHBFER (HIW MyUser ) , RFEE ‘MR,
4. EWIAMBRAF , BE ‘BBRMyUser 27 FBEES |, &M

$F Java Message Service ( JMS ) & ActiveMQ B & 5 A 89 B 3R 6l

/A Important

NAPRTERFTRVUERERNATHS, BENRAER , #AFEFT —4PBRIEE

BRE,

LT REERINMAIAGREA R EA ActiveMQ :

* 'R OpenWire il Java (XEBEEEIRE, QEAIIRENEVCEE . BXFADHEMYA , BS

%] Connecting a Java application to your broker,

« MQTT Rfl Java KB ATEEERCE, 6B FFHREMBYER.
« STOMP+WSS 7Rfl| Java fCE3 AT 2R, 61 RASIH ZIEMEBYOE R

FRFH
BH VPC B

ERAREHAREA AL VPC fifF |, BAME B enableDnsHostnames #
enableDnsSupport VPC B, BXEZEE , 28 (Amazon VPC AF#EmE) K VPC 1

DNS Support,

MR ActiveMQ 1S3 A P
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https://console.amazonaws.cn/amazon-mq/
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-dns.html#vpc-dns-support
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-dns.html#vpc-dns-support
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BRAhIER

ELREAEA Amazon MQ , A0 {E A A ILERE,

1. &3 Amazon MQ ##l & .

2. MZRLEAFIRF | EREHNIXLENZF (510 MyBroker ) o

3. TEiZMyBrokerMHH “HEIE” #4o |, id TREM Web #2H| A URL ML IEY it ut Fiw O o
4

£ Details (¥ S 5.) 22 # Security and network (E£5ME) T , R ENLZLABHR
2

LA E R EC2 Dashboard B Security Groups (Z£4H) T H,
5. MZ24AJNKRF K ZREENRL4A,
6. TERMEESD , & Inbound (AM) , REIEER Edit (RE).
7. * Edit inbound rules (4B AMEMN) XHEEF , AFLELFHRINEAN URL LT SR INA
W (AT RBIE RIATR R Web 25 BIITILERE.
a. IEBERMAN,
b. XF Type (EH) , i%£$#F Custom TCP (BE X TCP),
c. XtF Port Range (i O3BE) , A Web #H&iw0 (8162 ) ,

d. XF Source (R) , %#F Custom (BEN) , RAERBABHLEREL LR Web BHIANREM IP
ik (50 192.0.2.1),

e. jija%ﬁﬁo

ENAREIIE T BUER AT,

N Java k¥R

OpenWire

R activemg-client.jar M activemq-pool.jar BFIRME Java EKEEH, AT RHIE
B Y Maven B # pom. xml 3T #YIX LAk i< R

<dependencies>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemqg-client</artifactId>
<version>5.15.16</version>
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</dependency>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemqg-pool</artifactId>
<version>5.15.16</version>
</dependency>
</dependencies>

BX activemg-client.jar WEZEE , S Apache ActiveMQ XHEF IR ELE
MQTT

¥f org.eclipse.paho.client.mqttv3.jar BFEFME Java EEEP, LT RAEIEAT
Maven I B B9 pom. xml X HHIX —KEIX R,

<dependencies>
<dependency>
<groupld>org.eclipse.paho</groupId>
<artifactId>org.eclipse.paho.client.mgttv3</artifactId>
<version>1.2.0</version>
</dependency>
</dependencies>

A org.eclipse.paho.client.mqttv3.jar WEZEEL , 551 Eclipse Paho Java & F°
o
STOMP+WSS

FUTEFETHRMET Java REE

* spring-messaging.jar

* spring-websocket.jar

* javax.websocket-api.jar
* jetty-all.jar

* slf4j-simple.jar

* jackson-databind. jar

AR RABIEEE T Maven BB B9 pom. xml 34 A B IX LAk ik R o

<dependencies>
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<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-messaging</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-websocket</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>

<dependency>
<groupId>javax.websocket</groupIld>
<artifactId>javax.websocket-api</artifactId>
<version>1l.1</version>

</dependency>

<dependency>
<groupId>org.eclipse.jetty.aggregate</groupld>
<artifactId>jetty-all</artifactId>
<type>pom</type>
<version>9.3.3.v20150827</version>

</dependency>

<dependency>
<groupId>org.slf4j</groupld>
<artifactId>slf4j-simple</artifactId>
<version>1.6.6</version>

</dependency>

<dependency>
<groupId>com.fasterxml.jackson.core</groupId>
<artifactId>jackson-databind</artifactId>
<version>2.5.0</version>

</dependency>

</dependencies>

BXEZER , iS4 Spring Framework X &5 #y STOMP 3%,

Amazon MQExample .java

/A Important

EUTREIRIEF , EFENERAEEENELBETEIT. N TEFRE ( N HKESHIHE
®%)  FRKRENCIZENERAEELMNENILE LE1T,
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OpenWire

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

import org.apache.activemqg.ActiveMQConnectionFactory;
import org.apache.activemq.jms.pool.PooledConnectionFactory;

import javax.jms.*;
public class AmazonMQExample {

// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT
= "ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617";
private final static String ACTIVE_MQ_USERNAME

"MyUsernamel23";

private final static String ACTIVE_MQ_PASSWORD
"MyPassword456";

public static void main(String[] args) throws JMSException {
final ActiveMQConnectionFactory connectionFactory =
createActiveMQConnectionFactory();
final PooledConnectionFactory pooledConnectionFactory =
createPooledConnectionFactory(connectionFactory);

sendMessage(pooledConnectionFactory);
receiveMessage(connectionFactory);

pooledConnectionFactory.stop();
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private static void
sendMessage(PooledConnectionFactory pooledConnectionFactory)
throws JMSException {
// Establish a connection for the producer.
final Connection producerConnection =
pooledConnectionFactory
.createConnection();
producerConnection.start();

// Create a session.
final Session producerSession = producerConnection
.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession
.createQueue("MyQueue");

// Create a producer from the session to the queue.

final MessageProducer producer = producerSession
.createProducer(producerDestination);

producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

// Create a message.

final String text = "Hello from Amazon MQ!";

final TextMessage producerMessage = producerSession
.createTextMessage(text);

// Send the message.
producer.send(producerMessage);
System.out.println("Message sent.");

// Clean up the producer.
producer.close();
producerSession.close();
producerConnection.close();

private static void
receiveMessage(ActiveMQConnectionFactory connectionFactory)
throws JMSException {
// Establish a connection for the consumer.
// Note: Consumers should not use PooledConnectionFactory.
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final Connection consumerConnection =
connectionFactory.createConnection();
consumerConnection.start();

// Create a session.
final Session consumerSession = consumerConnection
.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession
.createQueue("MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer = consumerSession
.createConsumer(consumerDestination);

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.

final TextMessage consumerTextMessage = (TextMessage)
consumerMessage;

System.out.println("Message received: " +
consumerTextMessage.getText());

// Clean up the consumer.
consumer.close();
consumerSession.close();
consumerConnection.close();

private static PooledConnectionFactory
createPooledConnectionFactory(ActiveMQConnectionFactory
connectionFactory) {
// Create a pooled connection factory.
final PooledConnectionFactory pooledConnectionFactory =
new PooledConnectionFactory();

pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);
return pooledConnectionFactory;
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cr

MQTT

*/

eas

private static ActiveMQConnectionFactory
eateActiveMQConnectionFactory() {
// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory =
new ActiveMQConnectionFactory(WIRE_LEVEL_ENDPOINT);

// Pass the sign-in credentials.
connectionFactory.setUserName(ACTIVE_MQ_USERNAME);
connectionFactory.setPassword(ACTIVE_MQ_PASSWORD);
return connectionFactory;

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

https://aws.amazon.com/apache2.0

or in the "license" file accompanying this file. This file is distributed
on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied. See the License for the specific language governing
permissions and limitations under the License.

import org.eclipse.paho.client.mqttv3.*;
public class AmazonMQExampleMqtt implements MqttCallback {

// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT =
"ssl://b-1234a5b6-78cd-901e-2fgh-3i145j6k17819-1.mq. us-
t-2.amazonaws.com:8883";
private final static String ACTIVE_MQ_USERNAME

"MyUsernamel23";

private final static String ACTIVE_MQ_PASSWORD

"MyPassword456";
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public static void main(String[] args) throws Exception {
new AmazonMQExampleMqgtt().run();

private void run() throws MgttException, InterruptedException {

// Specify the topic name and the message text.
final String topic = "myTopic";
final String text = "Hello from Amazon MQ!";

// Create the MQTT client and specify the connection
options.

final String clientId = "abcl23";

final MgttClient client = new
MgttClient (WIRE_LEVEL_ENDPOINT, clientId);

final MgttConnectOptions connOpts = new
MgttConnectOptions();

// Pass the sign-in credentials.
connOpts.setUserName(ACTIVE_MQ_USERNAME);
connOpts.setPassword(ACTIVE_MQ_PASSWORD.toCharArray());

// Create a session and subscribe to a topic filter.
client.connect(connOpts);

client.setCallback(this);

client.subscribe("+");

// Create a message.
final MqgttMessage message = new
MgttMessage(text.getBytes());

// Publish the message to a topic.
client.publish(topic, message);

System.out.println("Published message.");

// Wait for the message to be received.
Thread.sleep(3000L);

// Clean up the connection.
client.disconnect();

@Override
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public void connectionLost(Throwable cause) {
System.out.println("Lost connection.");

@Override
public void messageArrived(String topic, MgttMessage message)
throws MgttException {
System.out.println("Received message from topic " + topic +

" + message);

@Override
public void deliveryComplete(IMqttDeliveryToken token) {
System.out.println("Delivered message.");

STOMP+WSS

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

import
org.springframework.messaging.converter.StringMessageConverter;

import org.springframework.messaging.simp.stomp.*;

import org.springframework.web.socket.WebSocketHttpHeaders;

import org.springframework.web.socket.client.WebSocketClient;

import
org.springframework.web.socket.client.standard.StandardwWebSocketClient;
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import
org.springframework.web.socket.messaging.WebSocketStompClient;

import java.lang.reflect.Type;
public class AmazonMQExampleStompWss {

// Specify the connection parameters.
private final static String DESTINATION = "/queue";
private final static String WIRE_LEVEL_ENDPOINT =
"wss://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61619";
private final static String ACTIVE_MQ_USERNAME

"MyUsernamel23";

private final static String ACTIVE_MQ_PASSWORD
"MyPassword456";

public static void main(String[] args) throws Exception {
final AmazonMQExampleStompWss example = new
AmazonMQExampleStompWss();

final StompSession stompSession = example.connect();

System.out.println("Subscribed to a destination using
session.");

example.subscribeToDestination(stompSession);

System.out.println("Sent message to session.");
example.sendMessage(stompSession);
Thread.sleep(60000);

private StompSession connect() throws Exception {

// Create a client.

final WebSocketClient client = new
StandardWebSocketClient();

final WebSocketStompClient stompClient = new
WebSocketStompClient(client);

stompClient.setMessageConverter(new
StringMessageConverter());

final WebSocketHttpHeaders headers = new
WebSocketHttpHeaders();

// Create headers with authentication parameters.
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final StompHeaders head = new StompHeaders();
head.add(StompHeaders.LOGIN, ACTIVE_MQ_USERNAME);
head.add(StompHeaders.PASSCODE, ACTIVE_MQ_PASSWORD);

final StompSessionHandler sessionHandler = new

MySessionHandlex();
// Create a connection.
return stompClient.connect(WIRE_LEVEL_ENDPOINT, headers,
head,
sessionHandler).get();
}

private void subscribeToDestination(final StompSession
stompSession) {
stompSession.subscribe(DESTINATION, new MyFrameHandler());

private void sendMessage(final StompSession stompSession) {
stompSession.send(DESTINATION, "Hello from Amazon
MQ!".getBytes());

private static class MySessionHandler extends
StompSessionHandlerAdapter {
public void afterConnected(final StompSession stompSession,
final StompHeaders stompHeaders) {
System.out.println("Connected to broker.");

}
}
private static class MyFrameHandler implements StompFrameHandler
{
public Type getPayloadType(final StompHeaders headers) {
return String.class;
}
public void handleFrame(final StompHeaders stompHeaders,
final Object message) {
System.out.print("Received message from topic: " +
message);
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EIE Amazon MQ for ActiveMQ 5|2 hix 2%

Apache ActiveMQ 1RIEE URAZE SR ASEE RN X.Y.Z, £ Amazon MQ for ActiveMQ 3£ &
X RTREEREK , Y RTRERE , Z RRITRES, MREBRESRKEL , Amazon MQ
SFBRAERMAEERARER, B0, N\ 5.17 RARE 6.0 RERAEERETAL. IRRABRE
RASHINT RASREZ , MZRATERRARXERETETE, Flwn, MRAE 5 AH, 18 Lk 5,
19 MAREBRAFAR, % autoMinorVersionUpgrade FEHT , Amazon MQ HEHNREARZ
RATRY AT A AN T RS

Amazon MQ for ActiveMQ B FTEREBEA SN RIRERAE, BXRNMAARNKIESIZBRRAH L
BB, S RFA R Amazon MQ X IE 5| Z RN,

Amazon MQ for ActiveMQ X8y 5| Z iR

Amazon MQ A X HA2E RRESIBRAMNL LR, HE MR ZFL LR , Amazon
MQ 2B ZRALWAEREARE T —NMNXEFNRE, WA EENLLENTELET TR
i , BN end-of-support B 82 945K N BE1T,

Amazon MQ EDLERENMRARL L6 90 RAHBEH, HRMNEBWEEZ end-of-support B #i 2 &l
ARENELELR , LR HIEARE. kA EXFLLERHE 30 XN, BREEITL LXFHR
R OB RIE,

Apache ActiveMQ hr4s Amazon MQ £ 1E X3

ActiveMQ 5.19 ( ##E )

ActiveMQ 5.18

ActiveMQ 5.17 2025 6 A 16 B
ActiveMQ 5.16 2024 £11 A 15 H
ActiveMQ 5.15 2024 £ 9 A 16 H

HIEN ActiveMQ KB BIEETRY Amazon MQ B , BRI S EEAZ R ActiveMQ 5|ZiRA<, IE
EREREIDREEESIBRES , Amazon MQ 2 B BIAN RN 51 ZBIRES,
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BIZRAF LK

BN FHRAEARIT I EXHFNEEREIIRERS. BRAEIREREF
%Ja , Amazon MQ FHELY BT RN REA RIS SZHH T RA

EXFHARREBNEZEELR |, BSHthe section called “FrH 5| F A",
5 X8 5| 2B My A

IEAILAfEAdescribe-broker-instance-options Amazon CLI G S5 HArE XM A BN EE
5|1 ZRR AR,

aws mq describe-broker-instance-options

ERE|IEBHNEHIRBFHERER  EFH--engine-type#--host-instance-typeit I , MELTFR
o

aws mqg describe-broker-instance-options --engine-type engine-type --host-instance-
type instance-type

fFlan | EiFik ActiveMQ mg.m5.large FIRBIKBEWER | EERMBR N, engine-type
ACTIVEMQ instance-type mq.m5.large

Amazon MQ for ActiveMQ S{E3LEE

LA AE 5 E REK ZITE Amazon MQ EEA ActiveMQ KB R ARRER S MEENBEET 2R AN
B,

FKIE R EE XM BE Amazon MQ MM 4120

TEEEHIXAE Amazon MQ LR , Amazon MQ £E& MK~ T Virtual Private Cloud (VPC ) H
MBS MEMEED  HEEKRE EC2 R, ZMEEOAGTENE K (HEERFERE ) 5
Amazon MQ REEE., ZMEZZEOBEMNE Amazon MQ RS SBERN , RERZEMK,R VPC 1Y

_%Bﬁj\o

/A Warning
BABELAIMERLMEEO , BRMBRMEEATRESSBKAZREN VPC MREZ
[2): DpEE-3
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[
[
' [
Client U Elastic Amazon MQ |
{Producer or | Network Broker i
Consumer) : Interface [
—————————————— ' |
SERVICE SCOPE
YRR fE FER
EFERENMIBENENMEABENSR (HlI Al : 81 HIEE ActiveMQ R BB ) |, BRI UL

N ActiveMQConnectionFactory ERAFE/MNCIBEMERE, Hl

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMqUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.
final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();

BR , EEEZMMCIEENERAENEEINARY , A ZMIBECEXREEETEKEASE , ¥
BYMEET, EXESFRF |, BRMFEA PooledConnectionFactory RFZANBIEBEERDEH, i

m -

® Note
SHEFERE% T MEA PooledConnectionFactory 2,
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// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.

final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();

MAERABERBERMERIZMMELRETR

NRNARFREEEZIZMMEBLETR , flW , SEEAE/ZABEEANRENARHE S RET
BE| Amazon MQ B , EAMEERBERUAENEREEILERES—1. Hla .

failover:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617,ssl://b-987615k4-32ji-109h-8gfe-7d65c4bl32al-2.mq.us-
west-2.amazonaws.com:61617)?randomize=true

/A Important

ZUARKREEEFEONREERSHRTRAERANER. ERARMEBEHUBRAET
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i Se fiE FE BRI #RER

AJEAERA JMS 1 F 2R F RS MBI EBTEE (FERETENABBHEERE ). B2, IMS &
BEBENEANSER Amazon MQ RERTFIESRE P X , MM FE L HFF%HE S,

—HRRY , NBERUECERAERBEESE , IEMNERR , A TXRAEAENEENRERS  £HF
MelZEYNREEFEN
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BFZATRAIRBBRERERESVIRAMIEFNMAES , N, EMEEZRNEER, B2 , FAFA
TRAERRERFEERAEERATREFANEERRR, &R RAEMNE T,

MR A Amazon VPC W& RIE |, i5# T CIDR IPs SBEE KM E Fin
10.0.0.0/16

R IEE 1 A E AR e RIS Amazon MQ R Z [B1& & Amazon VPC X &iEH#E | MR8 CIDR
BENEEREFWEE IPs, 10.0.0.0/16

X EEREREMAENAINEMAH R EENS)
EINER T, Amazon MQ £33 87 HRiR (A & KB B 4T 4R 1L -
- UEEAEMBR L OIREE REBRRN | FHI N RE,
- MRAASIER T RBAHERE | FTESHURBFLETRE  UFEREAN S

E15R Amazon MQ Xt EFEEEAZFNAIIFEITHRIL , HF
concurrentStoreAndDispatchQueues BMIREN false, BXRTHIBE , BZH
concurrentStoreAndDispatchQueues,

EERTEHNAREXFRAURINHEEFTEE
RESFXANYEELBIRATNARFNERAZANMUTRE

- BAERXT ActiveMQ Y f5EF
- SHEKR/N

- PIERANERAENRE

- BIRHNBE

THHER X/, ERNMEHE ZERRFR

BEENEARS , RANRKEXFIRBEF-ERRESREFTLE. I ActiveMQ FEEBEAZFAF M
B EENANRET RENWRHERE

- MREHEERNTE 100KB , MIFAMFHIERERRHIRE,
- MREFEIEARNET 100KB , MFAMEFHEELELRHEE,
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HEEFAEATEM ActiveMQ B , BECEEAERDIEAERENBERA TREEARHE, &
FHARAT , IRAEXPINHEAFEH , Wt EEAERENRER TREEARE.

ENENNARFAESRERESAIRE | RIMNBWENXFTRNKEXFRE, EXHFHAEES , 5
#Broker instance typesEAK& Measuring the Throughput for Amazon MQ using the JMS Benchmarko

BRARRESLPIRE A R RHI

HRAREXLPIRBERESTEHER , FEUT=ZAERLERREM

« FEEFABR - HENWRABRFEREXRFIHERE (il , BREEREL S ) BEMNEEEX
FARBER , BEEALUFEA ActiveMQ HIEFABR, EHERT , RERERFINHERNFEH
B, ActiveMQ F & EEBABFAMERE D, FAFFABEINNRGETUMNRRKRELFIKE R
HWREHRE., RIR CPU LARBRMIEHZ 2,

- RIEFAE - UEEFESFEAEE concurrentStoreAndDispatchQueues #r&E
i, ActiveMQ AFEEEZMNCIEZRREZEHRE L MEFFEERELDFH (IEERFAEXT
wEMY ), MEEWNARFAURESFERES (REETURERAERIT X AM ) , WNAR
FREMNRARERfIXEPZH, EHENNABRFERBEAEE , TANARFEOIRNERE
S, REHOBEOT BRAREREA,

c HNBES - YEFEABRABRBESINESPRESFHEEN , BUUFEARARERFIEER
XULBESHERHE, BEXEZEEL , BSH ActiveMQ XEPWEEENEAES 2,

R EENREFHREUASDSEERLE

ENABEZSANTRHAXHNSEAMMESThEE | B A Amazon EFS, EFARERMNSHEHLE | #EF
Al Amazon EBS, BXEZEE , i3 # Storage.

IE AR B R IR M 45
LUmHRREMLN  BHNENNARFEBRES :

- BRAFKEEN - Fh (AN THEHIEN ) BMEIMRLEZERERAE  FTARERNETRHE
HENDARES, B-—IMRIAEAENRBERVESHREREIFE P, WABEQEEREHE
A, AFEERRET —ME, YEMEBIHENEAMLE , F—NMMIEFHRZES

MRBAFAER  WE-MELETEEREIEFRNBERTHINCRE, BXESER | F
Z 5 Apache ActiveMQ X5V E FE EF @ MBFAMEFARAFEHLAXSI 7,

« BONKREXGIZERABZICER - BXEZELR , i3 [ Apache ActiveMQ XREFHETUEE.
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- BOEAZERERI - Amazon MQ TXEFFEAZEBNRERIN, EXEZER , ESH Apache
ActiveMQ XY &I, Z#EF zeroconf X FBIZTA 2,

BEMECER XA SFEEERE

ActiveMQ X2 H N (XA) BH. TH# ActiveMQ A4 XA ELEBITFE % Amazon MQ F_HE
ERNHEEHEBNEERERE

BRERNHLENRBNNE HE XA BF, MRXLERBNREEN , EREFHEENENERT
B, NMEZEMEHRERRNRE, XS2FWESMNRELBRE, BLFTER conmit() =
rollback() BITXLEES , UEMEERT SR RNERMEE,

EEERAENERN XA RS , A LEA Amazon CloudWatch Logs #
MJournalFilesForFastRecoveryiEff, MR ZBFFHEM , LFEHRAST 1, WRFERAEML
FUATRENRBRERBTNES. BXESEE , HZH Amazon MQ FHELHTL,

LT REIIDETN EERE XA ES , F#EA rollback() xMAEAT,

import org.apache.activemq.ActiveMQXAConnectionFactory;

import javax.jms.XAConnection;

import javax.jms.XASession;

import javax.transaction.xa.XAResource;
import javax.transaction.xa.Xid;

public class RecoverXaTransactions {
private static final ActiveMQXAConnectionFactory ACTIVE_MQ_CONNECTION_FACTORY;
final static String WIRE_LEVEL_ENDPOINT =
"tcp://localhost:61616";;
static {
final String activeMgUsername = "MyUsernamel23";
final String activeMgPassword = "MyPassword456";
ACTIVE_MQ_CONNECTION_FACTORY = new
ActiveMQXAConnectionFactory(activeMgUsername, activeMqPassword, WIRE_LEVEL_ENDPOINT);
ACTIVE_MQ_CONNECTION_FACTORY.setUserName(activeMqUsername);
ACTIVE_MQ_CONNECTION_FACTORY.setPassword(activeMgPassword);
}

public static void main(String[] args) {
try {
final XAConnection connection =
ACTIVE_MQ_CONNECTION_FACTORY.createXAConnection();
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XASession xaSession = connection.createXASession();
XAResource xaRes = xaSession.getXAResource();

for (Xid id : xaRes.recover(XAResource.TMENDRSCAN)) {
xaRes.rollback(id);
}

connection.close();

} catch (Exception e) {
}

ELFRriZaD | B LN XA ESEEBRECHEE XA ES, ARG, B UUEH rollback() =&
commit() RRAERBULEENEHERES,
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£ Amazon MQ for RabbitMQ

FIF Amazon MQ , AIRBRWERES SN ERWITEMNFR T RLUBEENRE, BOLE
. Amazon MQ REST API 5|2 Amazon Web Services BIE# &4, BSEMMPIBREEL A,
Amazon Command Line Interface

XE D HFITB ActiveMQ F RabbitMQ 5IZRBFEEREBNEAXREE | JHATAKN Amazon MQ £
B HIZER R BIRA |, HEUARIE R A E B LI,

ETHID#H MQREST APIs , 2RI 5% M Q REST APl 2%,

4 2 Amazon MQ for RabbitMQ {LIE ?

KB BIZ1THE Amazon MQ LHEEREIRE, ©R Amazon MQ HEZARMER, REXHFIZE (m79)
MK/ (large, medium) WAHESHEIRFR N RIELHIKE (HlE0 , mg.m7g.large ) o

- B3BCE R Network Load Balancer (NLB) FE —MNAIAXEHH —MCEARK. KEBASENMN
FBEF A Amazon EBS & 1TEE.

- ERNBEMXNFIIERSEN = RabbitMQ RET RMNEESA , BIMNTKREZAF. A
MBZANTRAKX (AZ) B2 HVIRE.

BEXEZEER |, BSHIE RabbitM Q KIE,
AT R im A

Amazon MQ & RabbitMQ REXZFUT MWD , A TRABRFRIEE, anqpsZ I SAER
RabbitMQ Web #Z#| & FEE API FXEHFOATEFREE, N TEZSEN , FTEEEEER TLS
nz,

- MTERIw O 5671-AFTEN RS AMQP Wit 2 I MWE 4 AMQP iE#, ik O X #EF RabbitMQ 4
By AMQP 0-9-1 1 AMQP 1.0 thi, #ign , 4t —AEHE ID 73 b-c8352341-ec91-4a78-ad9c-
a43f23d325bb WAE , H BZPEBE us-west-2 XFHF , U TFTRIEZRENTE amgps URL : b-
c8352341-ec91-4a78-ad9c-a43f23d325bb.mg.us-west-2.amazonaws.com:5671,

o WIS A443H 15671- B LLE#RFERAFEMITESiH O |, @i RabbitMQ Web 12#| A EE

AP 5 EXE, w0 443 REFRERN HTTPS HEAXPR |, MiwH 15671 2R A TLS BN ES
RabbitMQ &% 0.
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& %

RabbitMQ KIEEBJLNEM :

* %*’J’_\o {ﬁuyu MyBIOkero
- ID. flH0 b-1234a5b6-78cd-901e-2fgh-3i4576k17819,

« Amazon Resource Name ( ARN ) . &l arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819,

* RabbitMQ Web #£#|& URL. I https://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com,

BEXEZEER | 55 RabbitMQ XA H RabbitMQ Web ##|&,

- B£H AMQP ix R, Bl amgps://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mqg.us-east-2.amazonaws.com,

EXAREEMEMNZEIR , 5 (Amazon MQ REST APl &) U TRHE :

- REST #24E ID : Broker

« REST #4E ID : Brokers

« REST #&4E ID : Broker Reboot

EIE Amazon MQ for RabbitMQ 35| Z iR Z4x

RabbitMQ 1RIE1E L IRA R FIHE G ASEENRN X.Y.Z, £ Amazon MQ for RabbitMQ =/ |, X
RAEFERAE , Y RRRERE |, Z RN TRES, IREERASELEZEY , Amazon MQ £FFhR
AERRAETEREAER, Hlan , MARA 3. 13 AL E 4. 0 AN ETEREIAR, MRIRBRERES
AT RS RET , MZRAEATEHARNRERELTE, Fl0, MRE 3 ALK, 11.28 F 3, 12
A3 IR R IRERAEFH R,

BT RabbitMQ I & MQ BiFIE R L A X IFN RIS RabbitMQ 4.2, BXIMAHRR
S| ZRAMNIEEE | FSEFAH Amazon MQ L3 5| Z s,

H &N RabbitMQ R GZFH) Amazon MQ i , BREEEEERASMRERASE A, fi
20, RabbitMQ 4.2, MREEIBZREITRIEESIZRA , Amazon MQ & B R IAN &F#HTHY 51 ZERR
o
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/A Important

Amazon MQ A F#Ef. QIEZRESFIEBEE K.
55 MQ X #F1E JSON RERALEM{LBF.

55 MQ X #F RabbitMQ BN EERRZARRZ :

« RabbitMQ 4

IS MQ {RIEFTE ZFHEHI RN mg.m7g SEHIEE FFiF RabbitMQ 4 lRAR S
RabbitMQ 4.2,

+ RabbitMQ 3

55 MQ £ mq.t3. mg.m5 Fl mq.m7g LKA F 1 RabbitMQ 3 lRAR 5 FH RabbitMQ
313, XFEMBEXFHNEBIK N,

51| i 37 5 HY 51 ZE R AR

IEAILAfEAdescribe-broker-instance-options Amazon CLI G S5 HAFE XM A BN EE
5|1 ZRR AR,

aws mq describe-broker-instance-options

ERE|BNEHIRBFERER  EFH--engine-type#--host-instance-typeitI , MEL AT
o

aws mq describe-broker-instance-options --engine-type engine-type --host-instance-
type instance-type

Bl |, Eifik RabbitMQ fmq.m7g.largesRBIRBNER |, BEEMAMengine-typeEHRABBITMQiR
M. instance-type mq.m7g.large

RabbitMQ 4

T MQ RIEFTA XIFHKHIAR/PEY mg.m7g SKHIZRE E X 3F RabbitMQ 4 A% 5| #Y RabbitMQ
4.2,
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T 5# MQ XM RabbitMQ 3.13 Z| RabbitMQ 4.2 BFiitb A %K. BEXEZES , HSHEM RabbitMQ
3 AL E 4.

/A Important

T E# MQ L4534 RabbitMQ 4.2 28R BRIARA IR BT 2 “EE AL, WMRECIZERASIH
B RIEERNFIEKE ST, NIFOIEEERS,

HF M AMEESR |, HAM5BZIEIIE RabbitMQ 4 EEREERS , BN FEERIEZ BLRA 5 £ FR
BEBERTHERRFAML,

T 5# MQ £#Y RabbitMQ 4 5| A THUTEX

« AMQP 1.0 EARDODIII : BXREZEER , BZHEMIL

o K5 F : BRT AMQP 0-9-1 Fl AMQP 1.0 2\ , Shovels BIEEZ I F—ME R “Aith” BIFTIHIL
A FRAEET AMQP 1.0, BEMNTREA LM TCP E#E , MEEAEHTRZBANERHA
EENAPT RKERENER APIs HE. 5 AMQP 0-9-1 M1 AMQP 1.0 #8tk , ERERATER—&
BAOHBRNES , AETUREESHELE  BRERANRRED,

« EERIIZIFHEMER  FERIERMLERBALTEIRES , FTEERBATRER. —B&
ERFIRENRETRERHEE , ERM2BRARKERR T, EEABBASI N BN ZFH ML TR
BRAEAERMEBEML LR, RRELLROVMRFRENES , LER 0-4 WHRFNEE, RERS
T 4 EFRERF RS, SRAEFHEFLETEBRLLIOEE |, O 21, pm2R , N T&=
2%BMESES , BRIIFEE 1 REBREFHE (WRE ) . Bt , FEBFISSIM T —M3E™1%
By NP EERLE, XHETUBRELEEERLICERMALAMERE , BELERRSH
LERREFTERILERRA 2:10

« Khepri : Khepri # i ¥ RabbitMQ 4 22 EH BRI T IR 6#

« M@ TLS (MTLS) : 5% MQ 3X3F RabbitMQ ZLF#IME TLS (mTLS) , A B FERIEB#IT
SHRKIF, BXEZEL |, F5H mTLS B &,

« SSLiEHEMRRIEEH : SSL FHRIEHEAEFER mTLS EEFNEFIRIEIBN AR HRITEHRIE
RUFER X509 BERRIEEMARAFPZENBBEILI#TEARIE,. BXEZER , {55 SSLiE
+ 58Ik,

« HTTP B/ RIEEH : HTTP B RIEBiniEH RPN S ARIEMBREIRANI HTTP RFE. X
EZER , FSE HTTP BB IEFE,

« IMS X¥F  AEUEXFEAT JIMS TERRA AR JMS TR , £1F IMS NAREFEH
RabbitMQ JMS & P im#t 1T E .
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T 5# MQ £H RabbitMQ 4 R E2F AL T IhEE

- ZHERIINER : #EXIFZLHNY  EENEFFHRENNARFRTEMNEARER , BEMNAER
—MIEEFBATIRE, BLRFEEERIETATR , AEMEAEEFIAZLEATI PR B HNER,
NTEFRNBERE , BWERZEENS

- BR2F QoS : EUEFEFRESNMEAE QoS (F2R/ ) , MFARELE QoS , FEXNENMIUEREA
BAHETE.

o WIEREHEAB R SR HF - IRRIRASIRIER AR EAHEHFHMET RIVERSTHEMERXAIA
3, HEXPIRES , ENKETIEHNBINEMER, £EHSFES , SEMNAENTRERED
B, EAPEEMIBR. BAVRERMRS TTL ERE—REE /S B BIBRRERNER, 8%
SRS, —BBEBRABESZATINERE | ZEASIH WM ER.
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« RRIABABISKEL : RabbitMQ 4 X2 EAYRRIABA ISR BEIIR B N EE AR WS T 62 A 51 Hi[H) R 15 E BA
FIRESE , NIFIREERS,

« SEEBNSIMBRIAZE#FZIEREIIRE R 20 | EF1EIE 20 XFA ERERERIHEMIBREESR (HIBR ) o
WMRBAFI W FE WAE R R ER4 20 R , MAR N HERIIEEFRE B RS E SRS, SUESR
BIEEKR, HENFERBEIBXR,

- amqplib : {£F 0.10.7 89 Node JS & i amqplib lRZAZRAEA f rame_max < 8192 9 AMQP & F i
BE 8T £ E#F RabbitMQ

- BINARRE : SEA T RabbitMQ 89 Amazon MQ F1iE#E, M@, SMUENERE. KH. Bl

EH., FF. KRNFKFAOHEEXDEIATRINERERARSE,. eNxdfFARETAENTE B
AUAEABRERTAEENL , UARENBEER,

5 MQ £ RabbitMQ 4 A # LA T IhgE

o ARMFEYLREE : Amazon MQ A EARBENREE | AN Amazon MQ 1 R FRE R ISERE
Ho

- SHEEES : T3# MQ £ # RabbitMQ JEHE &S

« BABAFIIEFRR : LOE MQ F42E TR RabbitMQ 4 247 H RabbitMQ BASIEFR. Amazon
CloudWatchAmazon MQ BN U T AR EBHLLERFIAEIR. Amazon CloudWatchf& A] LA {#
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RabbitMQ R4 3 3%

T 5 Amazon MQ AL FARER T RESI ZBRAMNALLESTF, SEMIEAPIFLLE
B, Amazon MQ £ B iZ A LRAMEREBEARE T — N EFNRE, WAARFELNLLE
FE4 T ERM |, BN end-of-support B 82 FEHI45 K N# 1T

Amazon MQ EDSERE/MNRAL LT #FE] 90 KA HBAH, TATEIBRTETZ end-of-support B #i 2 &
ARENZEE , LR HIEMPRT, A EXFLLEREE 30 XA, BREEITVL EXFNR
R EOIEFFORIE,
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3.13
3.12 2025 £ 3 A 17 H
e 28 F+ 4%

A LR FHHREBARI T —INEZFNETEREARIRERE, EXFHIARMRENESER | F
S F % Amazon MQ RIB 5| Z iR,

Amazon MQ BEMAEEA 3.13 KL EMRAH RabbitMQ REBARIFZEH IS THRE., FHNEH
WRAARSEITNNEN I RBARELEFZIREZELRE,

/A Important

RabbitMQ X L 18 EMAEF ( Hl0 : 3.9.x F 3.10.x ) o EFEFEEBI R ERRA ( fl10 :
M38xEI311.x),

BXHRERFEERMNFATRIVRES. N TEFHRE , GEAIXAEESHEARLS., MRAITIR
 , RIEFTHIRAREEEEKNNE, ERIRSIRY , FREMEFELEZERRS. RRIIRES
HREZEAE , REFEXTH. ARERAPER , RNEBUERERENNBEFHTHAR, BRREAR
BEIBNEZEER , 53 Amazon MQ for RabbitMQ F{ESLE,
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B, A THRAREMBDENAE | FEREZSEHERRTE,

S 1 FHRR BRI

RabbitMQ 4.2 EEXHIFEE, mq.m7gMRENREDLKERETNg.m7g3RFIKE LT , 5B Ethe
section called “F 8 2 : FJFRERAFIEBEEERS,

£ F UpdateBrokerAP| ##4FRH IR KBS EME R AMg . m7 g,

£ RebootBrokerAPl EERIBLANAKAIRBEER , HEFFHT —MIREF R,

EXEZEER , B ALK Amazon MQ X ESLHIZEH,

SR 2 . HEHEFIEBEEERS

RabbitMQ 4 T XIFZHBEHRS, MRAERLHAFIHLEERES , Amazon MQ R LE R F
4 2 RabbitMQ 4,

Amazon MQ 7 —fpAYER T E K AT HLAEAYITERIEERSY, tTETEN RabbitMQ
Web #2#| A1 “EE” > “BAYITER” THES HTTP API #1751,

EEAIZTE , B2 Amazon MQ BABIEE T E,

5 3 % 1 f#5|1ZEMRZAM RabbitMQ 3.13 ALK F| 4.2

(® Note
EFHRHE , Amazon MQ 2R IEFRA R AENASRE,

/A Important
MRAK RabbitMQ 3.13 EFNREBFEAZ A REZRN (CMK) BTm= , AT EAH
K UpdateBrokerZ 4.2 lxZAH IAM AEXTNREWINZHZRAEFT LT Amazon KMS X
PR :
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https://github.com/amazon-mq/rabbitmq-queue-migration
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* kms:CreateGrant

* kms:DescribeKey

MBFAAAEEXEXENR , UpdateBroker APl £IRE —/1403451% | RFFEZEX Amazon
KMS AR TR, ERRMEIR , BE IAM AEHEREEH R IMkns : CreateGrantfVE
Amazon KMS %40 ARN Bykms :DescribeKey® R , REEHX AR,

£ UpdateBrokerAPI| ff RabbitMQ 3.13 RXIBR S4B 5| BRAIZE R 4.2,

ENRIREUANAENR , REFHFT - IMRENEF R,
BEARHE

B A LA 7E Amazon MQ 24l & A DescribeBrokerAP| S ERBEIRAS RIS A RHE,

Amazon MQ 2T HRF BRI FTHRERRE, WREIRHTRHARYIHEZAT Khepri,

N Amazon MQ &R ENRIERBFAREETCRITICAL_ACTION_REQUIREDIR

Ao RABBITMQ_BROKER_NOT_UPGRADEABLE_TO_V4Amazon MQ A& NAEXERAAR , MES
EREAHEAMER,

BEXGFR , FRREENRE, BXESFR , FEH
RABBITMQ_BROKER_NOT_UPGRADEABLE_TO_V4.

AREEHRIFRREEE

iEA T RabbitMQ 4 B9 Amazon MQ X1iE#E, E, SMUENERE, Y, EREN, FF. Xk
MEAHEKRPEIATERIAFIFRRS . £ RabbitMQ 3 KB L , XERFREE T HARTRRSE . FMibF

4 % RabbitMQ 4.2 5 , LS # MQ 2R A RabbitMQ 4 HIERIATZIRRRES , ZEH{E T RabbitMQ 3 A
£ R & R B IR R o

/A Important

RER RabbitMQ 3 REFEANERHES T RabbitMQ 4 BRIARS , N ZREATELIES
AREESHIRENOIIERE, BESAIFH, AR , FEFLRKFIRENRERN
BERARIRRS . ARTERE , EMAERENFERFRGUSEEN THEARER, BX
EZEER , BERARRFEE,
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M RabbitMQ 3 #| 4 NEZEHE

T 5 MQ FRAA T M RabbitMQ 3.13 A4 ] RabbitMQ 4.2 HIEEEZEEE LT, MREIEE
MMPITEZSE , NS 2R EERNARFRBTEFEFENEREEEQRHANLE,

BXRIFAGEA , HSH RabbitM Q MEFHEZEEE,

Amazon MQ for RabbitMQ {3 #Y Zf 2 1%& T

A AR SLHIRE R ERFIE S AR RabbitMQ KHE, X FTXAMEEERX , Amazon MQ BETRTF
fEHBERRERSFAL.

S&T] LA R 48K RabbitMQ KB | &R MEA RabbitMQ W EMRIZIES HEI RUTHIUE A
TLS :

- AMQP (0-9-1)

FT
e JEIR 1 : Amazon MQ for RabbitMQ & 324548 38
o JEIM 2 : Amazon MQ for RabbitMQ £&ZfE

EIT 1 : Amazon MQ for RabbitMQ 2 324514t 38

BRHRERAMTMENHGESR (NLB ) FEN—NMTAXHAH—MEAKR. RERTEENMA
=M Amazon EBS FB#TEE. Amazon EBS REHNMEEENSHLEHIT TILLHNREF
fito

AN E R E I E RS AT HERIEHN Amazon MQ for RabbitMQ RE KR ixT mE 4 EREERE TERE
Amazon EC2 BHHEFHR A B RIETE., NEAFEEHB[ATFENNAEFMAPSEMEH
MR LET RUEFESIRE,

THEHEA T Amazon MQ for RabbitMQ 2 SE IR,
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E Amazon Web Services Cloud

A0

— = D—}n

—= >0
Client Metwork Load Amazon MQ EBS Volume

Balancer ! Broker !
i us-west-2a 1

IEIN 2 : Amazon MQ for RabbitMQ £ & ZE

SEHMERNZNHHOERFEMN = RabbitMQ RETIWEESE , SMTILAZA/, RS
BZANATAK (AZ) B2 HIVRE,

EEBEHED , Amazon MQ 2B EERERE , UEMETRLEAKLHEESG , ANMERSTAM
(HA) o BMNRERAIIH—PMETRM—INRZINMNEGEAR. BNBAIHBEECHET R, LERS
WATEREEENATAINET R , RAEEHEESK. Amazon MQ T RIEB ARG R |, X RS
ha-mode 1iRENRN all,  ha-sync-mode iREN automatic,. XAHRKFEEFRTHXEHIZ
ERPNFET R, LIRBEFNEFAML,

@ Note

EEHTEF K MEEXETAXSR , Amazon MQ F Bz1Z iR ZE MY RabbitMQ 1T R E
FHERTRNATRAXUEREEFEADN, FHEEFRE , FENEENRETEIEHMTF
iﬁo AZs

@ Note

FHEF N , NEFNAMBEF BT IR, N\TBEXREBEELANETTR. BX
KATRE , ERHEZTIANEEZERaMT , SEEMEL., BX4TBRRENEFHREIR
THEIEFMEEINENER, EXEBEMENESFEE |, iHZHthe section called “FIE 1 :
BIMNREHERIRE",
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KN Amazon MQ i& & T ha-sync-mode: automatic , E4HFATRHIE , EYENTRE
MMAEER , RIESREE. BAIIAS M ILFTEEMATIERE, EIRFREMNEAT] , 7]
LATE 4 37 B ER Hf (8] R 52 BA 51 [B) 25 Y 2 Mial

BRIAEM ARG, REMBRLER | Amazon MQ S BEZ EHOIZ L FEK, Amazon MQ B FH{F
HABMHRNATHREEFHNE LBNMEEMRR. MRERMERSE HABM , Amazon MQ
FRERMXLEEYE. IREFMEEFTEDSATAMBEMREKEE , Amazon MQ FERE(]. BXxE4%
REBHNESEE , ESRKLHEEEAT,

THEiEEA T RabbitMQ £HREIHLE  E=AMTAKX (AZ) FEZATR , /N TRHEECH
Amazon EBS B HEZIRZE, Amazon EBS R H{IMEIEREMSHEHEFRH 1T TRILWRRFME,

! Amazon Web Services Cloud

Amazon MQ
Broker

EBS Volume

us-west-2c |

................................................

Availability Zone:

638)

C—= >a
Cliant Metwork Load Amazon MQ EBS Volume
Balancer Broker '
us-west-2b |

Amazon MQ EBS Volume
Broker

us-west-2a |
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Amazon MQ for RabbitMQ XL ISR E

REXBIZE (m7g) MAD (K, F ) BAESHERHFHRELFIZER (a0 mg.m7g.large ) o
NTEFHMEXHIZE , RITEWUEA mg.m7g KHIZEE,
Amazon MQ £EXRFIKRBE L IHFL I A EDRE 90 KRR HBEH, EIEWEEZ end-of-support

B Z BRHER REE A R BIRAYSSBISRE | BARs 1k HBUME(T A #F o

/A Important
B RIEMmg . m7g=img . m5SEHIZEBFEL FAmg. t3 . microk KA,
Zmg.t3.microRPIRBRXIEEHTE,

m7g R IPBAILHIKE

BMNBWESEFBEREM mq.m7g. x KHIKE, TRERT THTERHIBEN mq.m7g. x KHIK

A,

S i) vCPU ARE R HERIE RS BT R

(GiB) RETIR WEB KN
(Gbps) (GB)

mg.m7g.me 1 4 0.52/12.5 WAL EBS 5

dium

mg.m7g.la 2 8 0.937/ &7 EBS 15

rge 12.5

mg.m7g.xl 4 16 1.876/12.5  47= EBS 25

arge

mq.m7g.2x 8 32 3.75/15.0 47 EBS 45

large

mg.m7g.4x 16 64 7.5/15.0 &7 EBS 90

large
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KIS E

mqg.m7g.8x
large

mqg.m79.12
xlarge

mqg.m7g.16
xlarge

vCPU

32

1z
(GiB)

128

192

256

m7g % SEHIERE Y KBl T

TRERT AR TEXHIEFN mq.m7g. x KHIKE,

KpIRE

mqg.m7g.me

dium

mqg.m7g.la
rge

mqg.m7g.xl
arge

mqg.m7g.2x
large

mq.m7g.4x
large

mqg.m7g.8x
large

vCPU

16

7z
(GiB)

16

32

64

128

P 48 B/
REW R
(Gbps)

15Gb

22.5Gb

30Gb

P 4 B/
REH R
(Gbps)

0.52/12.5

0.937/

12.5

1.876/12.5

3.75/15.0

7.5/15.0

15Gb

EERE

&5

&5

&5

EERE

WA

&=

&5

&5

g

a5

SRS

EBS

EBS

EBS

TERS

EBS

EBS

EBS

EBS

EBS

EBS

BT RE
HEB KN
(GB)
175

260

345

BT RE

HWESKND

(GB)

200

200

200

200

200

200

m7g BRPIERFEAISSHIFRE
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oAyl vCPU N7 MEEE  HEERR DERS SR EI=N:Y

(GiB) RETR R % K/
(Gbps) (GB)

mq.m7g.12 48 192 22.5Gb tfe EBS 200

xlarge

mq.m7g.16 64 256 39 Tk &£ EBS 200

xlarge

mq.m5 FLHIEBERKFIKE
THRERTTATEELBIZFEMN mg.m5. x KHIER

Syl vCPU N7 MEBEE  HEERAR RS BN R

(GiB) RETR BEE KN
(Gbps) (GB)

mqg.t3.mic 2 1 0.064/5.0 AL EBS 20

ro

mq.mbS.lar 2 8 0.75/10.0 45 EBS 200

ge

mqg.m5.xla 4 16 1.25/10.0 4= EBS 200

rge

mqg.m5.2xl 8 32 2.5/10.0 7= EBS 200

arge

mq.m5.4xl 16 64 5.0/10.0 4= EBS 200

arge

mq.m5 SEEERFHYSLAISRE

TRETRTAATERNEN mqg.m5. x KHIKE

mq.m5 B KBIERE Y KHIFE 146
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S Eid) vCPU ke 48 B/ HERR RS BT RE

( GiB) RRHEH WEB KN
(Gbps) (GB)

mqg.m5.lar 2 8 0.75/10.0 4= EBS 200

ge

mg.m5.xla 4 16 1.25/10.0 47= EBS 200

rge

mqg.m5.2xl 8 32 2.5/10.0 4= EBS 200

arge

mqg.m5.4xl 16 64 5.0/10.0 4= EBS 200

arge

P47 R 2 B3R

Amazon MQ ZE&/> RabbitMQ RE LEEANFMNHEZRE , U LEHRREER, HEIHE
it , RabbitMQ £t XK BEIRHPE L ZFERIEES . EATEEZNERETUREFEET. ER,
MREAEBNHBREREMENERE  NiZHEEBSBRER.

/A Important
Amazon MQ EEXLRE , BLEEXNERTE R, BRFHBRE | K EFBHEKE
HEl. BXERMERFE , HSMthe section called “ RABBITMQ_MEMORY_ALARM "Hithe
section called “RABBITMQ_DISK_ALARM”,

iCIZEHR

Zvm_memory_high_watermarkZS#E X T RabbitMQ REBEFE LA & KX HE 2RI Al LAEA
NREANEFEE, YANFEAEBILHEERN , RabbitMQ 28X NFER, EXEZELR , T5H
RabbitMQ M i = A 1FZZ4R,

X Fmg.m7g3=HIKE | Amazon MQ LIRBEU TEXN AFESKMLE !
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SKHIRE RNES KL (GiB)
mqg.m7g.medium 1.8

mq.m7g.large 4.3

mqg.m7g.xlarge 9.3
mqg.m7g.2xlarge 19.3
mqg.m7g.4xlarge 39.4
mq.m7g.8xlarge 79.7
mq.m7g.12xlarge 119.8
mq.m7g.16xlarge 160.1

X Fmqg.m53EHIKE | Amazon MQ FHENAFESKVLIRENRN 0.4 ( TAREFEHN 40% ) -

mq.m7g3L6l EREMWAZRE LT RabbitMQ AL X BIRZIFEAESHNATANE. BXREHIMEE
HNEZES  FSREBEELNERET Amazon Graviton3 ) m7g mg.m7g 32432 & Amazon MQ
L+ # RabbitMQ t 88, Amazon

HMEER

Zdisk_free_limitSHEN T RabbitMQ T RFFEMNHK/DAIAME R, HEMT S LT B
BZEEBREIZREHHLATE , RabbitMQ £ A B BHRHBIELAFELREHE, BXEZELR , H5H
RabbitMQ M3t BRI Z4R,

X4 Fmq.m7g3RBIKE , Amazon MQ IRE T U THE ARG, EXFREERESHHME TRRG
BRHEFANRY , BEANRBEZEER |, SRR AEMT QRLERE,

EBEBIER W& T ARSI (GiB)
Lol ]| 10
Cluster 2
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X Fmq.m5EBIKRE | Amazon MQIRE T A THE ARG, XEEERTEXFIEENERHLE.

sl Fiil W& A AR & (GiB)
mq.mb.large 12
mqg.m&b.xlarge 20
mqg.m5.2xlarge 36
mq.m5.4xlarge 69

B Fmqg.m7g3RBIRHE TRAZERERFRE , Bt 5ESmg.m53KGIH8L , AR THEFETIE B
EREES,

Amazon MQ for RabbitMQ X/MNEEIER

BUERBRREIFENNARFHREEAIRE, REIHIREN  FERSZWREMEHEE
- BRI E

- RIEMEEE

- REERFFHER

« TRHEE

Bm7g.mediumEN XN ARFERENERAR/PVRELFER, RMNBWFERAERHRIESFIZE
Hm7g.large AR S TFHEFRFINEFFLIHMBAS, SELE. AFHPHEENTRER.

/A Important
BR AR IEMmg . m53mg . m7gEHIZEREL Amg. t3.microskfHIKE,

BHEMNREHRIE | UAEESEN TEASEEARERNIFRBENM AN,

ESAEA RabbitMQ 4 RE LR BRIARIRERE , 1B3E Amazon MQ RIEXER AN EHRNAERFBESE
BRI RN XLEEBRINERRBRHIETFRE, m7g=HIZEBAEET,
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« m7g E£EHIEBENERINEIRREH
- m7g EFH BRI BRIAGRR H

SERSUHEMIR BN ER B RFIRBENBERAAELNZRAE, BER , HIBENEBWEEESDE
P 2 B £ R 48 N AY (B SR A X R M e

« m7g B RHIEFBH & AR IFRH

« m7g ERHBENSARRRE

« m5 ELPIEFH R ATIRRE

« m5 ERHFENZATRRE

- HIRHEE

® Note
RabbitMQ 3.13 REZR B BIATIRRS , ERMNBWEEAEWHNIRIAE,

AR A B R R 75

& AT RabbitMQ 9 Amazon MQ XM RabbitMQ 4 FAEERERRES, G602 E

it , Amazon MQ £ B FBINMEN A FIXLERRRE . XERIABEXLARFENLLrE T AENF
2, ANENELNEFEAER, ZUUEBIFEXRRIIEEEREENREBEITR , UEFHHEREH
BEIEARER,

EHITERZH , IR

/A Important

1. REER ALK RAEN M TAY

2. EEREMBMIARELTZA , BETHRAXR
3. BAEHFETHREHINHAEBEENR

4. NAERREEREZTRR
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/A Important
X LEFL B A BIAE N X IFMSEE R RabbitMQ MR, EHIRBMRERBEAMR.

/A Important
AR NEREERE TR AEXE S 62 AR NS HEREA,

ETHRUIMAAEHNELLEBENXERINRIRES , 5 #the section called “Bi & & IRE I,

BT RabbitMQ 4.2 XIEAIERIN G IR R B

« m7g B RHIEBEHY R IA TR ER
« m7g EEHHENMIARFRRS

AR IN B PR )

/A Important

E AT RabbitMQ 3 XEH Amazon MQ , BRIABLE N R AERES , M Amazon MQ T2
BEERRREIEE 6L,

B HHCERBRRIAE

xplIEx #M BT BNE BRI E#lE  Shovel XRBAT HUFE®

il HWE J=y: 0] EWfE #l RNEN
B B A& Y R 44
N
mqg.m7g.n 100 500 10 500 10 30 500 524288
dium
mqg.m7g.le 1500 4. 500 10 1000 50 50 1000 524288
rge
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e TESE =]

i) RHEVE
=%

mqg.m7g.x 3000
arge

mqg.m7g.2 6000
large

mqg.m7g.4 12000
large

mqg.m7g.8 24,000
large

mqg.m7g.1 36,000
xlarge

mqg.m7g.1 48,000
xlarge

SHAENRINME

XpIE BT
il RHEVE
=%

mqg.m7g.n 100
dium

mqg.m7g.le 500
rge

mqg.m7g.x 1000
arge

AT
REVE
B#

9,000
18000
36,000
72,000
108,000

144,000

AT
KREVE
B

300
1500

3000

B E
B
REH

10

10

10

10

10

10

B E
B
A&

10

10

10

BA S

2000

4,000

8000

16000

24,000

32000

BA S

100

1000

2000

REHLE
l

100

150

200

250

300

350

RE#0E
Ml

10

50

100

Shovel

100

200

400

800

1,200

1,600

Shovel

10

30

60

i
No
‘g_{

2000

4,000

8000

16000

24,000

32000

i
No
:__Ii_{

100

1000

2000

L5

NEA

Y HR 44

K

524288

524288

524288

524288

524288

524288

Ly
NEA
HY R 4
K

524288

524288

524288

BRIAB IR
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Xplx BN BAMT B1ME K5 E#lE  Shovel XRBFAT
il RBE RKWE EBWE l
=% B# A&

mqg.m7g.2 2000 6000 10 4,000 150 120 4,000
large

mqg.m7g.4 4000 12000 10 8000 200 240 8000

large

mqg.m7g.8 8000 24,000 10 16000 250 480 16000
large

mqg.m7g.1 12000 36,000 10 24,000 300 720 24000
xlarge

mqg.m7g.1 16000 48,000 10 32000 350 960 32000
xlarge

& AT RabbitMQ I T MQ &R LR LR

BALBEERFRS , EEUATRATHNERE. BETRUNMTERLLHNRRRS |, 15

section called “Bt & &R R &”o

BXHIEEN m7g TIEEFINAE HEIER

TRIE T E2REUCEN T LB B Y R AR FIE,

SR ES Connectic Ei& BN E RA 51l EilE Shovel RBZF
it ns EBHE i

A&
mqg.m7g.n 300 900 1000 2,500 10 150 12500
dium

L5
NEA
9 BB 44
K

524288

524288

524288

524288

524288

Z@the

L5
NEA
9 BB 44
K

134217728

X

KRR BR )

I
P
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SR ES Connectic Ei&

it ns

mqg.m7g.le 5000
rge

mqg.m7g.x 10000
arge

mqg.m7g.2 20000
large

mqg.m7g.4 40000
large

mqg.m7g.8 80,000
large

mqg.m7g.1 120,000
xlarge

mqg.m7g.1 160000
xlarge

15000

30000

60000

120,000

240,000

360,000

480,000

B E
B
REH

1000

1000

1000

1000

1000

1000

1000

BA S

20000

30000

40000

60000

80,000

100000

120,000

SBHHBN m7g TEREMNFINAR BRI

TRIETEHRENEHXAIREN KR KRHEE.

SV TESE =

ic] KREE

23
mqg.m7g.n 300
dium

AT
KREVE
B

900

BN E
B
A&

1000

BA S

500

REHLE
l

1500

1500

1500

1500

1500

1500

1500

RE#0E
Ml

10

Shovel

250

500

1000

2000

4000

6000

8000

Shovel

50

100000

157

200,000

300,000

400,000

500,000

600,000

R 5

500

L5
NEA
9 BB 44
K

134217728

134217728

134217728

134217728

134217728

134217728

134217728

Ly
NEA
HY R 4
K

134217728

i
i

& KB R R
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Xplx BN BAMT B1ME K5 EE#lE  Shovel XRJBFAT - HFTH

it KRNE KBE ENfE Ml NEAL

B EH REH 9 BB 44
R

mqg.m7g.le 5000 15000 1000 10000 1500 150 50000 134217728

rge

mqg.m7g.x 10000 30000 1000 15000 1500 300 75000 134217728

arge

mqg.m7g.2 20000 60000 1000 20000 1500 600 100000 134217728

large

mqg.m7g.4 40000 120,000 1000 30000 1500 1200 157 134217728

large

mqg.m7g.8 80,000 240,000 1000 40000 1500 2400 200,000 134217728
large

mqg.m7g.1 120,000 360,000 1000 50000 1500 3600 250,000 134217728
xlarge

mqg.m7g.1 160000 480,000 1000 60000 1500 4,800 300,000 134217728
xlarge

M5 55K 5 5 2 B9 B AR IR PR

TRIE T E2XGRENFMKFIRBEHHZARGIE,

S Egicl Connectio  Ri& BNEERN BT REBLEM Shovel
ns EAER

mb.large 5000 15000 1000 30000 1500 250

mb5.xlarge 10000 30000 1000 60000 1500 500

mb.2xlarge 20000 60000 1000 120,000 1500 1000

i
=5t

& KB R R 155
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S Egil] Connectio
ns
mb5.4xlarge 40000

mb5 SEEFERE BV & K F IR PR Hl

TRIETEHRENEHXAIREN K KREE.

KHIRE
mb.large
mb.xlarge
mb5.2xlarge

mb5.4xlarge

T EZEMNEERHETINA :

e 3]
mb.large

mb5.xlarge
mb5.2xlarge

mb5.4xlarge

RiE BMNEEN  BA5I ERLEN Shovel
ERER
120,000 1000 240,000 1000 2000
RA % BIMNBENFERAEHR Shovel
10000 1000 150
15000 1000 300
20000 1000 600
30000 1000 1200
Connections RE
5000 15000
10000 30000
20000 60000
40000 120,000

SHAENBRHETRETERE , EAERT AT KEKELK RabbitMQ £ 7 AT RZH
SEFERNAN, MRELRFE WA IREHMT QEVITEEAER , th Al IARKEI R NEE

hnEx KPRl

HixoH B

BRI , EETERES. FTAEESET m7.1large £3LHIRH,

RARGIRRS
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® Note
UTHBNHERBTRSRECEANE REREIL.

Connection

ConnectionClosedByBroker 500 "NOT_ALLOWED - connection refused: node
connection limit (5000) is reached"

Channel

ConnectionClosedByBroker 1500 "NOT_ALLOWED - number of channels opened on
node 'rabbitEip-10-0-23-173.us-west-2.compute.internal' has reached the
maximum allowed limit of (15,000)"

ERE

ConnectionClosedByBroker: (530, 'NOT_ALLOWED - reached maximum (1,000) of
consumers per channel')

B RHR A R/

(406, 'PRECONDITION_FAILED - message size 524289 is larger than configured
max size 524288')

REF
(406, "PRECONDITION_FAILED - cannot declare exchange 'limit_test_3' in

vhost '/': exchange limit of 10 is reached")

® Note
LT RIREEMEA HTTP E API &=,

A5

{"error":"bad_request", "reason":"cannot declare queue 'my_queue': queue
limit in cluster (10,000) is reached"}]
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Shovel

{"error":"bad_request","reason":"Validation failed\n\ncomponent shovel is
limited to 150 per node\n"}

Vhost

{"error":"bad_request", "reason":"cannot create vhost 'my_vhost': vhost
limit of 1500 is reached"}

Amazon MQ for RabbitMQ LB ERIAE

LR RabbitMQ KEBIE Amazon MQ B , Amazon MQ £ Ri F — 42 BRIA B X B2 SR BE A R L EHLRR 1
AR IEBRMERE. Amazon MQ {OFEELENRFIN A FERIAN (/) ER¥LEH. Amazon MQ F£
AR ATHAURNEL =Y. BUAFMEFHNNAENREREXLEERIAE, B2 , B LLE
FHER, BEIMBRXLEIRINRE,

T 5% MQ 7 RabbitMQ 3 #l RabbitMQ 4 B 5 MQ €12 T FRINREREAE U ENREH . N
TG A XEER,

Amazon MQ RIFEECIBREMERNKARENAERZRIZREMBRS, RINKERERE
BXE , TR :

EHA T RabbitMQ KIS MQ 3 :

o B35 - AWS-DEFAULT-POLICY-SINGLE-INSTANCE

o EFEE — AWS-DEFAULT-POLICY-CLUSTER-MULTI-AZ && AWS-DEFAULT-QUORUM-
QUEUES-POLICY-CLUSTER-MULTI-AZ

&R T RabbitMQ WL &% MQ 4 :

o B3| - AWS-DEFAULT-POLICY-SINGLE-INSTANCE

« EEEE — AWS-DEFAULT-POLICY-CLUSTER && AWS-DEFAULT-QUORUM-QUEUES-POLICY-
CLUSTER-MULTI-AZ

X3 F £ LHICE , Amazon MQ 2FRELEREREN 0. BEREMAEARE , TUCEEFRS
LERENBAENLEKK, N TERLE , Amazon MQ FEERERENNERINE 1, ENEFCE
BEHCWBEENRE , BoE—MAT 1 HREERE.
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® Note

EEHBBH , 2HEGNSTAM (HA ) FE ha-mode Ml ha-sync-mode LEEKEE, X
i BNEA T RabbitMQ 3 I Z# MQ , F5&A F RabbitMQ 4,

10 SR BRER A AWS-DEFAULT-POLICY-CLUSTER-MULTI-AZ KB , Amazon MQ £
ha-all-AWS-OWNED-DO-NOT-DELETE KB , IEEREN 0, XATLAFRFTER ha-mode
M ha-sync-mode KEEMAEM. MRECIEESHEENLKE , Amazon MQ B3I ha-
mode 1 ha-sync-mode FINE| &K KEEE Lo

5

£
« SREEHIPRHI 15 B
- BUHRIAE

SR e A1 PR 1 154 B

ATRHIREIRT Amazon MQ R A TR IR REMBRIAKE MRS, max-length, max-queues
M max-connections WERNRENEFIXRBMBBEEXNMT, XEEHTFEUNRIANMES D,

RabbitMQ 3 # RabbitMQ 4 £4£2 AR E

- queue-mode: lazy ( KB )- BRIERS, BRIAMBERT , RIISEABERREEEET , M\
FEREEBRITEEERAFEAE, XTHASBRENETREHSIAERNEER, ERATZ=R
EUTHERTRESEEBHIHE, XEREEEERERFTREBENFHHEEED, £H
HERRAFI , Amazon MQ for RabbitMQ AJ A HE KB ARMEKHIBG], HEE , W TFHELE
Rl , EEERIINRETELBE L, IRRAEENEEBHERE K MAENNEFHE
BFEBEE,

® FPEER
BXRBI, £FH

- max-length: number-of-messages ( Kl ) - RERYIFPHHERENRH, EEHTSH ,
ZRFI A EEREBESREF N R ZEEERIIED,
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©® MERK

Cluster

- overflow: reject-publish ( KBE ) — 5 max-length ZKE&AE &I RA 7 FEBA 5l o B JH R BUX F|
max-length EEELITES. N TERNIILTFHEEHRSHEET2ER , AREAHEENE
FPiNARFSIREA D ERHIN. BXERATEBHANGE , 525 RabbitMQ M5 L & H
EH1Ao

@ HEER

Cluster

RabbitMQ 3 K E R E

« max-queues: number-of-queues-per-vhost ( BIlEHRE ) - IREBRIEHRATIEHIBR A,
Emax-lengthFEEE XKL , REEHTIBPHNAIKETH LERBEHFSHREFHREEF
RAFIE, BREIBAFIERIBL LT 26/ CPU R4 EA %,

@ #BEERKX
BXRBI, S£F

« max-connections: number-of-connections-per-vhost ( E#|EHRH ) - RBEZEKRE
NEFHBERG . BERZNNERHEERTBLEEAIZHRERNT  UEeSHREFESHE
BIRMEERE,

® FPEERERN
LNV St
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BUMRINE

/A Important
max-queuesmax-connections¥ B{GEMA T RabbitMQ 3 B9 5 # MQ,

® Note

max-length M max-queue ERIABRFIFRIEF TR 4 K/ 5KB BTN HF E . WREH
SHEKTF 5KB , MEERHEFNFA max-length Fl max-queue PRI,

TRIETHAUENRENERIARHIE. Amazon MQ RIBREHSSHIK B MIPBE NN A X LE,

A Eid) Deployment max-length max-queues max-conne
mode (FFEBER) ctions
mqg.m7g.medium  E3L4 FEH 2,500 100
Cluster 500,000 100 100
mq.m7g.large L Ron ]| TERA 20000 5000
Cluster 8,000,000 10000 5000
mqg.m7g.xlarge L Ron]| TiERA 30000 10000
Cluster 90000,000 15000 10000
mqg.m7g.2xlarge  #3E 4 FiEA 40000 20000
Cluster 10,000,000 40000 20000
mq.m7g.4xlarge 3L TiE A 60000 40000
Cluster 12,000,000 30000 40000
mg.m7g.8xlarge  $3EHI FEH 80,000 80,000

RERUNRE o
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FRARER

KIS E

mqg.m7g.12
xlarge

mq.m7g.16
xlarge

e ESid

t3.micro
mb.large
mb.large
mb5.xlarge
mb.xlarge
mb5.2xlarge
mS5.2xlarge
mb5.4xlarge

mb5.4xlarge

Deployment

mode (ZPBE )
Cluster
324
Cluster
LRy

Cluster

Deployment

mode (EPBER)
LN
L8
Cluster
LM
Cluster
Bl
Cluster
LM

Cluster

Bt & RabbitMQ X2

max-length

20,000,000
TEH
30,000,000
TEH

40,000,000

max-length

TEH
TEH
8,000,000
TEA
90000,000
TEH
10,000,000
TEH

12,000,000

max-queues

40000
100000
20000
120,000

50000

max-queues

500
20000
10000
30000
10000
60000
10000
157

10000

max-conne
ctions

80,000
120,000
120,000
160000

160000

max-conne
ctions

500
4,000
15000
8000
20000
15000
40000
30000

100000

BLEE R Cuttlefish XK RabbitMQ REHAERE, LAUECREE , AGCERE, 25, &
AHEENA T —1MEHZME,

REERE
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FRARER

& %

REREER/LNEX , Sl

« A% (MyConfiguration)
+ BRE ( c-1234a5b6-78cd-901e-2fgh-3i45j6k 17819 )

« WEEEFEZF (ARN) (arn: aws: mq: us-east-2:123456789012: &t
& :c-1234a5b678cd-901e-2fgh-3i45j6k17819)

BXEERMNTEIXK , H2H (Amazon MQ REST API &) HRHLUTHE :

+ REST #4E ID : Configuration

+ REST #4E ID : Configurations

BREEBITRUENTEIR , BSRANUTRE

« REST #4E ID : Configuration Revision

« REST #4E ID : Configuration Revisions

E3-

o BRI A RabbitMQ RIBH E

» YREEH T RabbitMQ I S MQ BLiE &1 Mk
. I 5% MQ £ RabbitMQ B At B &

+ RabbitMQ B & 3 ARN

SIEN M A RabbitMQ B E &

BEH I EE/ RabbitMQ REMATHRE ( RA Cuttlefish X ) . ZAINECIEEE , AG0EK

B, 2B, BULREENAT —IMRSMME

LA ROIE R I0{AE A Amazon Web Services &I 4] A 0 Z M B A RabbitMQ KIEEE.,

=43
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/A Important

B BEfE A DeleteConfiguration API iRRELE. EZEE , 5% Amazon MQ APl &
EZHWELE,

SIEHVEE

ENBEENAINE , LTECEEE.

1. &% Amazon MQ 4|4,
2. &EEM , BFShER , AEEHE Configurations (ELE).

Amazon MQ
Brokers
Configurations

3. 7 Configurations (BLE) W H L , %% Create configuration (812 & &),
4. HERBEENEMNFAEET  MARERM ( Hl0 MyConfiguration ) HiEFNRE S| ZKR
7,

E 7 #AX Amazon MQ for RabbitMQ % ## RabbitMQ 5| ZRAMNEZFER , 5 Hthe
section called “RAEE”,

5. “EBIEEE,

BIEMME BT
HERER 2 AEARESITIRAERE.

1. MEEY|&HP%EEMyConfiguration,

(® Note
LR Amazon MQ B2 EE R N IE6IE2E —MEEEIT.

SRR E ™


https://docs.amazonaws.cn/amazon-mq/latest/api-reference/configurations-configuration-id.html
https://console.amazonaws.cn/amazon-mq/

Amazon MQ FERARER
MyConfigurationWH L& B REMNFHEEMSITRERANRIESIZRBEMRA (520 RabbitMQ
3.XX.XX ) o

2. EEEFHAGFELETFL , 2ERREMRITS. HIRHA Cuttlefish BRI RERE.

(® Note
REINEERNE—HHNEERT.

. ERRBEEE A Cuttlefish BB # 1TE X,
4. EBRTE.

Save revision (fR7FE1T) JHEEHI,
5 (Hi#% )ZEBE A description of the changes in this revision,

6. EEFRF.
HerFRENHIET.

/A Important
NEERTEXRFLVRNEINATNE, ENAER , MASFEHET —EFRIEE
BARE,

Bal, BFTEMBREE.

RFEE ST N A B
HIEREBSITRE , ALNEBESITREANNRE,

1. &EEM , BFSMER , RE1EEF Brokers (1K),

Amazon MQ

Configurations

2. MNELAFERAF | EFRENKLLE (Hla0 MyBroker ) , REERRE.
3. Tt “4r%E MyBroker” TUHH ‘BLE" Fn , EFREENEITHR , REERE TRESK,

PIEEE 165
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4. 7E Schedule broker modifications (1T XIXIEEER) BB , 1%E#FE R 7 During the next scheduled
maintenance window (T~ —/MtXI4E 5 B ERHA[A]) I£ 2 Immediately (3ZB) RS S,

/A Important
BEXPIREBEEERHRL TELRS. N TEHEAE , #REERHR , BRRAEFE 1T
KRB,

5. EENMM.
SEAVEC BASTT R 7 FE TE AV B i) B A B IRV R

%48 Amazon MQ for RabbitMQ Bt & {&1T Mx
AT IHEANE T 4w B B M BLE 51T iR.

1. &% Amazon MQ #Z#lA&.

2. MEL AR , EBRIENEZLLR (a0 MyBroker ) , RFIEEFERE,

3. 7TEMyBrokerWH L , EFERE.

4. TE4REMyBroker MEMBES S , EFE—MHEN —MEITR , RAEERRE.

® Note
RIFCEQNBREMNEREE , BN ST Amazon MQ BIZERIER IS GIEE —NEES
To

f£iZMyBroker W L , FE R EFEANNRES|I ZBRBFRA (L0 RabbitMQ 3.xx.XX ) o
5. EEEFMAGFEREIFL , 2EREEEITS. #RM Cuttlefish XN REEE,

® Note
FEISNRESNE - NFNEEZIT,

6. EEREBEEHXS Cuttlefish BEHTE R,
7. ERRRE.

Save revision (fRTFIE1T) JHEEHI,

mEE B BT IR
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8. (Hi%&)ZKEB A description of the changes in this revision.

9. ‘BRI

NerFERENHIEIT.

/A Important
MNEEHTEXTRVUANEINAZNE, ENAENR , BASHF N —EPRIEE
B,

Bl , BT EMBREE,

A ENE
&1 LLUE T &2 Amazon Web Services BEEEEHI S PHREBEREXHRIEEUTREER EXTAE,

BRT TRAHERMNEN , Amazon MQ EX#5 & G RAUER BT R R IR S X1 H R Bk
U, AXXEMEXTINELZESR , HS0

« OAuth 2.0 i@

- LDAP &

- HTTP B &

« SSLEE

« mTLS B.&

« ARN X

- RIRBRH

« AMQP &/ i SSL Bt &

Bl iE ZRIAE BiE & iE A AR AR L

consumer._ 1800000 E# 1800000 Z¥ 0 F ZIRCRES FERETEIA

timeout (30 %) (30 o4h) 2,147,483 RIFE, BF
647 = KN ERER
#. Amazon OR:RIN: oa
MQ & #FE Ao

AR ENE 167
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fii & HKRIAE BWE & & A iR %88
0, XEWKE
“ToBR”,

heartbeat 60 ¥ 60 ¥ 60 & 3600 ¥ FrE MRA& E X

RabbitMQ 1A

REEARTH

Z BRI B E] .
EHER true true true , false A A < A 8 iR
#l.oper 1R R REAI T
ator_poli BE. WMRE
cy_change THEN , &
s.disabled NBWIRER

CHIRER K

BHE8 HA

B,
quorum_qu true true true , false FiE KR RIEAN TRUE
eue.prope B, RARRF
rty_equeu EENFAM
alence.re R BA B Bt o 3
laxed_che GREEBEER
cks_on_redel i
secure.ma true true true , false FTE A BRAARA{ER
nagement. B HTTP &%
http.head Frko
ers.enabled

BEFEAERGHEIA

&\ LA consumer_timeout BLiE R NE T B M ARIARL Y. MREAESEEBRERNLER
A, BESE<A, Hlin | iR AZRIAE 1800000 ZF , ZFAE R 1800000 EXW AR BERIZR
Wi\, BESHEA<A. Amazon MQ & X#HE 0, XEKE “LR’.

AEENE
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B ERNES

BRI ERNESER , LT #EEARPHREIKE, RUESEEL T EERN N MIT arhy et
[ BR 1

B R 1F R R EE
BMEREN LW RERBRERRMIEUTHEN HABK

{

"name": "default_operator_policy_AWS_managed",
"pattern": ".*",

"apply-to": "all",

"priority": 0,

"definition": {

"ha-mode": "all",

"ha-sync-mode": "automatic"

}

}

BRIANMERT , ToE£8E Amazon Web Services B4 A HEE API FEREEHRE, BaES
EREEEBFRIMUATITREAENR :

management.restrictions.operator_policy_changes.disabled=false

MREHTHES , BAUBWEE HCHRERARKDITE HA B,
EEIIFHNIEMNRE
MREEHEARFTBEEZERFIEREREFHAD , WA LB H

quorum_queue.property_equeue.property_equeance.relaxed_checks_on_redeclation i% &7 true

R B A AEESIN HIERE,
BE HTTP Z£#r3k
secure.management.http.headers.enabled BLE/B LT HTTP Z&#rk :

« X-Content-Type-Options: nosniff : By LEX SEEFHITHRBREE , BN A T HEM U AR XV EE,
« X-Frame-Options: DENY : Fgibfh AfFEERFA4ERA B 2 M3 _ERHEZR Sk BIR it A

« Strict-Transport-Security : max-age=47304000 ; includeSubDomains : 58X ¥ 251 KA 1E ( 1.
FYNENMEREFIHARILEEEENFER HTTPS,

AEENE 169
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Amazon MQ FEANGIER

HIAMBERT |, £ 3.10 RE SR LLIZER RabbitMQ XZEH Amazon MQ ¥

fF secure.management.http.headers.enabled &R true, RATLUEN R
secure.management.http.headers.enabled % &7 true RITFFIXLE HTTP Z& 5k, WRREIEFIR
HiX e HTTP 22453k |, 5% secure.management.http.headers.enabled & & false.

Bl OAuth 2.0 B A% iEFFFX

A% OAuth 2.0 BB N AEZE OAuth 2.0 SHRIEMWES | WS ZHM OAuth 2.0 B
BAMEA OAuth 2.0 & HRIERER,

Bt & LDAP B35 UE F

EX LDAP BB M A RIEBIRE LDAP B RIIMEER |, SR/ LDAP BEEEREH LDAP &
B U T,

BLE HTTP &R IEMZN

BXHTTP SHRIEREEMNRERE HTTP FHRIENEER , F5H HTTP 54K UM B
RER HTTP S5 RIEFMEREN,

(® Note
HTTP B/ RiEEHGER T5E AT RabbitMQ RS 4 R E & RAH L IL# MQ,

BLE SSL ifH &0 iE

A% SSLEH S HRIFRBEANNREILE SSLESSHRIENES , H50H SSLIEHSHR
AEANfE SSLER S HBIE.

® Note
SSL if$ /R IFFEHNER TE AT RabbitMQ RS 4 R E SR IL L# MQ.

BLiE mTLS

EH T RabbitMQ #9 Amazon MQ X3 [E TLS (mTLS) , AL EZ LK iET S MABRESHW L 2%
., mTLS EXEFRMRSSABERAIERHTEHRIE , NTTESZEM,
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FRARER

® Note

HRAEFEAT RabbitMQ iRA 4 & E SRAH Amazon MQ = REE ARG LB M AL,

/A Important

& AT RabbitMQ B9 Amazon MQ 58 &I 6 FiE # FFA%A X4 Amazon ARNs » BXEZFAE
B | 2% RabbitMQ BELE +F# ARN i,

ARAE

AMQP LT 8

RabbitMQ BB #
RabbitMQ 2.0 ##f OAuth
RabbitMQ HTTP &/ RiFiE#
RabbitMQ LDAP @

AMQP % P imiE

AMQP 4w |

A5 AMQP i R E IR EEEE mTLS, i
FISSL ik & 311,

RabbitMQ B2 iE 4

BLE mTLS BLE#E| RabbitMQ EE# A,

(® Note

EE APl RXEF™HEH mTLS,

X BHEIE

aws.arns.management.ssl.cacertfile

X5 SSLIEBHHRIE—EER, BXAXENEE , i

g
&

ERMANEYE , BTRIDERIEEEONETFIRILES,

AEENE
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management.ssl.verify

FNERIEEN, XFHNE : verify_none , verify_peer

management.ssl.depth

ATRIEA & KUEBERE,

management.ssl.hostname_verification

FYBRWIEER, XFME  wildcard , none

T ZIFHY SSL 1M
FAXIGUT SSL EETE :
EETRE

* management.ssl.cert

* management.ssl.client_renegotiation
* management.ssl.dh

* management.ssl.dhfile

* management.ssl.fail_if_no_peer_cert
* management.ssl.honor_cipher_order

* management.ssl.honor_ecc_order

* management.ssl.key.RSAPrivateKey

* management.ssl.key.DSAPrivateKey

« management.ssl.key.PrivateKeyInfo

* management.ssl.log_alert

* management.ssl.password

* management.ssl.psk_identity

* management.ssl.reuse_sessions

* management.ssl.secure_renegotiate

« management.ssl.versions.$version

« management.ssl.sni

AR ENE 172
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RabbitMQ 2.0 &4 OAuth

HM Amazon MQ 3 2.0 S IREEMIEEEE mTLS, OAuth BXXIEFNEE , S FO0Auth 2.0
SRBIE R,

RabbitMQ HTTP &3 i ¢

AM Amazon MQ E| HTTP BB RIERSB[AVEEEE mTLS., BXAZFWEE , HSHEHTTP 54
BUF TN o

RabbitMQ LDAP &4

H ML D MQ 5| LDAP MRS SBHEEEE mTLS, AXZRNEE | BSMHLDAP SHKIEANE
1

AMQP % /=t i 2

NEREF shovel EAK AMQP BEFIHmEERE TLS WERIE. EXEZEE , B AMQP &/ %
SSL BLi&.

/A Important

Amazon MQ BBIFTXEF RN AMQP BEFmEZEEZE P wmiEPH. Fit , federation # shovel F©
EEEIFTEZFIRIEBEHRIENE R MTLS WRE,

R REE IS

EA T RabbitMQ ML T # MQ XM RabbitMQ 4 FFAE B RERFRRF. HEeIERE

B, Amazon MQ £ B FRINMER A TXERFERS, XERABERIRPENLLEmTHAMENT
2, ANENELNEFFERAER, SUUEBIEXRRHEBEEREELENREITR , AEFiHHR
BREIEARER, BXRMAENRAATENEZSHFARFE , i5SHthe section called “X/N
Bigm’,

RIRA N IS %

BIRAM fil & %3 4
Connection connection_max
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TIRA W Bt & 2 1A
IbE] channel_max_per_node
9Nl cluster_queue_limit
Vhost vhost_max
Shovel runtime_parameters.limits.shovel
Exchange cluster_exchange_limit
BNRENERE consumer_max_per_channel
RRHEEKD max_message_size

wn4rI 78 & R BR I

BRI LA AT D% MQ API ML S5 MQ 26 & KRB & FIRRH,

BT 7R 515 B a0 AT 8 R A R 75 SR B = BA B i BRI BRIABR ) Amazon CLI -

aws mq update-configuration --configuration-id <config-id> --data "$(echo
"cluster_queue_limit=500" | base64 --wrap=0)"

RINAA SRR BEITR. BL4TUEEESZK RabbitMQ REBXRAEFHSHIRESENAE
=, MTMEZHE , HZH RabbitMQ Broker Configurations

BLE AP SRS E TR A 2

£ RabbitMQ 4 &, 5 MQ XFEREHRFEFHNET . B2 AFEEENRETEFE TR
BRRE . SNBINNTRHRENIFIXRENBEEALS, JEFERESREXEKN , Amazon MQ
SEBNRENKFIRBENBERXSACE LS.

/A Important

2 XX HNE RabbitMQ 4 £EATA, MREZH G S0 EENA T RabbitMQ 3 1%
¥ | APl £iR[E, BadRequestException
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BT

ETEHREES TR, HXWT -

{{<host-instance-family>.<size>.<mode>}}

ZmodeBER R BE :

. 1— BXHIRIE
- 3—KHRE

FEMEMARNEITN , HE API 2EEEIR.

UTREERTAMARXAIRENEERE A HP2ER M TEKGIRENES

connection_max = 1000

{{m7g.large.3}}
connection_max = 2000

{{m7g.large.3}}

{{m7g.xlarge.3}}
connection_max = 4000
{{m7g.xlarge.3}}

2 X R R VRV ED B 2 A
DEARNZEFUTHRERFEERR. £0 XARNEMEGEEZRAR2 ST API Hixo

* max_message_size

* channel_max_per_node
* connection_max
 cluster_queue_limit
* vhost_max

* consumer_max_per_channel

AR ENE 175
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* runtime_parameters.limits.shovel

* cluster_exchange_limit

ek ey )

SEEFARNENEEA (TR ) BoMKFEERD N , REREFREHANERLL, FlW, &

LTEREMNATmM7g. large BRI/ E connection_max} 2000 :

connection_max = 1000

{{m7g.large.3}}
connection_max = 2000

{{m7g.large.3}}

R EAFI&REconnection_max 71000 , R ABEHREFESRSE :

{{m7g.large.3}}
connection_max = 2000
{{m7g.large.3}}

connection_max = 1000

(® Note
MREEHERE AFERFIRENE , I Amazon MQ A INME,

=l

LATF 7R 51 5 BA 40 e 5 P 4B o0 B 2 B B FF 66 A R H B R EE SR Bk Amazon CLLo
£ 7 XEREE

BITATHR T RN SHEFRBEEREFRERFEFRFINEE

aws mq update-configuration \

AEENE
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--configuration-id <config-id> \

--data "$(echo -e "connection_max = 1000\nchannel_max_per_node =
64\n\n{{m7g.large.3}}\nconnection_max = 2000\nchannel_max_per_node =
128\n{{m7g.large.3}\n\n{{m7g.xlarge.3}}\nconnection_max = 4000\nchannel_max_per_node
= 256\n{{m7g.xlarge.3}}" | base6b4 --wrap=0)"

HEEENLTHUTE :

- BARIAME : connection_max = 1000F] channel_max_per_node = 64
« m7g.largef B : connection_max = 2000F channel_max_per_node = 128
« m7g.xlargefE&#E : connection_max = 4000F channel_max_per_node = 256

HERESREXEK
EHRER  HEEENREXBEAEHRSINEUANAER. STOTHS

aws mg update-broker \
--broker-id <broker-id> \
--configuration id=<config-id>, revision=<revision-number>

RIRPRH B R IR
FEREEBHXFTEANAREXRIUERBLSSBRUTUTATHEIREA :

Configuration Revision N for configuration:cluster_queue_limit has limit: of value:
100000000 larger than maximum allowed limit:5000

BERBERFIEBNBBEANDWBRIANENRAKZIFBE , 5 #@the section called “BRIAF IR
#l”Fthe section called “ KB IRRHI",

RabbitMQ i & X #F ARN

EA T RabbitMQ B S MQ XiFHE L RabbitMQ B E 1R EER Amazon ARN, X2 H RabbitMQ
# X4 rabbitmg-aws B A, ZEHFHT D MQ FFRM4EY | o] AEFET D MQ EEMN BT
& RabbitMQ XEH A,
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A EEZIEEM
+ aws AR ZIH BT ARN EFESTHERELELS RabbitMQ #E, EMNT2FE
# RabbitMQ 7 REYE 3t 75,

&M T RabbitMQ B Amazon MQ FE—/ NI HTS# MQ KAH IAM BE&FEEHE B
ELER ARN, X2B T E#HTEEMNaws.arns.assume_role_arn,

- FHEE IAM ACKWREEERA or CreateBroker 3 UpdateBroker API B9 23R A
ZABMiam: PassRolefX R,

« |AM BEH4ME RabbitMQ RKEZE TE—1 Amazon Ik #, BELEFHIFTAE ARN EB4M
B RabbitMQ X F B — Amazon X1,

« Amazon MQ E3#F IAM At aws : SourceArnBt&HFHN IAM £ B&4ER
£faws :SourceAccount, XEEXTATHNEZAEH IAM KB | ISSILEELAVEI
FRF

ERAE

- XENEH

« 1AM B R B

- HXZLARERS
- RBIBER

ZENERA
BHEN IAM &
aws.arns.assume_role_arn

Amazon MQ R iF R EM & RMmIERN IAM B ARN, Amazon & AEAEH 4 ARN &8t H 41E
o

AR ENE 178


https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html

Amazon MQ

FRARER

AMQP Z&imTT R

BLEfR

aws.arns.ssl_optio
ns.cacertfile

RabbitMQ &2 ¢

BLEfR

aws.arns.managemen
t.ssl.cacertfile

RabbitMQ OAuth 2.0 &4

BLE R

aws.arns.auth_oaut
h2.https.cacertfile

RabbitMQ HTTP & 3% iEfE#

EER

aws.arns.auth_http
.ssl_options.cacer
tfile

aws.arns.auth_http
.ssl_options.certf
ile

ik

AT SSL/TLS BEF imEANEB MR/, LD MQ F
EFEATD# S3 HRFMHIEF.

L

EEEO SSL/TLS EHEMNIEEMANE X4, TE#H MQ EE
AT D% S3 HRFMEIEP,

L

OAuth 2.0 HTTPS E#ERE B MR HNME M. LDiE MQ FERE
AT 5 S3 S RFMHIEH.

it

AT HTTP B M KIE SSU/TLS EZMEBMEMNEX . LS
# MQ BEEAL L S3 HREFMHIED,

TS MQ M HTTP S3RIEARSS 38 2 B [@ TLS ZE#EAYIEH
X, W MQ FEERLSE S3 HRFMHIESH,
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FRARER

BLE R

aws.arns.auth_http
.ssl_options.keyfi
le

RabbitMQ LDAP &4

BLEfR

aws.arns.auth_ldap
.ssl_options.cacer
tfile

aws.arns.auth_ldap
.ssl_options.certf
ile

aws.arns.auth_ldap
.ssl_options.keyfi
le

aws.arns.auth_ldap
.dn_lookup_bind.pa
ssword

aws.arns.auth_ldap
.other_bind.passwo
rd

ik

AT Amazon MQ M HTTP &K IEARSS 88 2 RIXX [@ TLS ZE#EERY
P, LEE MQ FEEFEH Amazon Secrets Manager K77
fEFAH o

ik

LDAP SSL/TLS ZE#ZRVIEBMA N X, LEE MQ FEEA
5 S3 S RF MU,

T 5 MQ M LDAP ARS588 2 I [E TLS ZEERVUEH 34, T
DE MQ FEEAL D E S3 HRFMIEF

ATL5# MQ A LDAP BRS588 Z RN @ TLS E#ERIFATA X
. LE# MQ FZEFEH Amazon Secrets Manager R 17 FA
.

LDAP DN &M EMZB, Amazon MQ ERfEH Amazon
Secrets Manager f§ 218 77§ 1 48 XX ARE

LDAP E##EM BT, Amazon MQ ER{#H Amazon Secrets
Manager 218 7 7 4 XA ME,

IAM BUER R 61

BREERASBRENENAGRKEEERNN IAM KR , H5 R COK RHEISE,

FH LDAP B3I iE #3Z N A X WM& & Amazon Secrets Manager 1 Amazon S3 BRNL R |, 5
118
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MXELZ ARERE

BXE ARN ZXFRBHXNELLARBRESNEESR , B3

« RABBITMQ_INVALID_ASSUMEROLE

+ RabbitMQ_INVALID_ARN_LDAP

« RABBITMQ_INVALID_ARN

AN PAES
« REDb-fOfc695e-2f9c-486b-845a-988023a3e55bEEENEH IAM Bt <role>ifH)
Amazon Secrets Manager #4f <arn>

- MREMHL Amazon MQ B A &% HE Amazon Secrets Manager Z4ARYiEEUN PR , M| RabbitMQ H
EPFERUTEIR

[error] <@.254.0> aws_arn_config: {handle_assume_role, {error,
{assume_role_failed, "Amazon service is unavailable"}}}

LA, 248 AfSH AINVALID ASSUMEROLEFREIRAS. BXEZELR |, 155 INVALID
_ASSUMEROLE,

© LDAP SBRIEXMBAI , HERUTHE -

[error] <0.254.0> LDAP bind failed: invalid_credentials

- FHEYHNNREEE IAMAE

AMQP & i SSL Bl &

Federation # shovel £ AMQP £ LM TEREBEZR#TEES. BIAMBERT , £ Amazon MQ
for RabbitMQ Ay AMQP EF %5 A TLS WERIF 4, FRAMIRE K E5LLHREBEYEEN | &£
Amazon MQ RE Lz THEX & MF F AMQP FF R ITRTRIE,

ET D MQ RE EZ1TH AMQP EFPiHEXEES Mozilla fAREIMIEBMAHE., WMREREH ACM
BEEA Mozilla @5H CAIERIIRFAE CAMAIER, MNRER AR MR EMiF ML H AR
iEH , SSL WiEFAM, Erl A4 XXeEAMIER TLS XN E KT,
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/A Important

Amazon MQ B IR &N AMQP EFRImEZRERF A WIER, FEit , Bx& M shovel ToiEE
EIEEFFRIIPEHRIIMNEA MTLS WARE,

/A Important

£ 5# MQ for RabbitMQ £ , AMQP &/ imkY SSL B ELE T RabbitMQ ERIAE
( verify_none ) . &M T RabbitMQ 3 I G MQ T2 FB HIXLERINE,

® Note
FERABRIAverify_peeriZ& , A LAEEE 2 N Amazon MQ 24 A 2 |8 2 37 Bk BB F 4] #nE
1 BXFEEFE Amazon MQ 242 A5 A IE Amazon MQ CA IEBEITHFALL A
WAL AZEBYEE, EEZELERESARE | SEEETH Amazon MQ RELEZR
X ERIE,

AMQP %/~ iw SSL B B %A

[ il B %3 4A THEHWNE
AMQP & F i SSL X & WiE amgp_client.ssl_op verify_none , verify_pe
tions.verify er

A& & AMQP & F ik SSL Xt E30iE
&I LATE RabbitMQ 4 KE EERT D#E MQ APl M S # MQ #2458 & AMQP ik SSL X%

K,

T RAIGEBB A E A T 575 B & AMQP &/ im SSL X FWIE : Amazon CLI

aws mq update-configuration --configuration-id <config-id> --data "$(echo
"amqp_client.ssl_options.verify=verify_none" | base64 --wrap=0)"
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RIAASIERBEITR, B4TNEESEN RabbitMQ REXBRHENBIREBEFTRENAE
=, RMTMEZENE , i3 Creating and applying broker configurations

/A Important

FERARtverify_none , SSL M#ZMAL TEZRES , ERBIUENFEENF B, RELERNSFE
RAZE , ABRESEERRENMERE,

i& AT RabbitMQ & 143 iE F R XA S MQ
Amazon MQ for RabbitMQ X #F LA T IANESRR 3 :
HRINTESEN

HWFZEP , RKEAFF#E RabbitMQ RERE , BT Web 2H| A NEE API #HTEE, ENE
. XA, AAFIMEBNNRIEEE RabbitMQ FEE. XRMINFGZE. BXESZEE , BZHE
B HARIUEANEN.

OAuth 2.0 TAIES#&RX

FEFED , REAFRENBRHINT OAuth 2.0 HMRMEE (I1dP ) BE, ERIEN. M. B
UM EBZH A FIAEMERNRIET OAuth 2.0 REEFAEERSGHTETEE, XELTRHPE
B, A AXUTEUEEORENER. BXEZER , FS6 OAuth 2.0 H IR

IAM & {358 U F R A

FRFES  REAFBES IAM BUEE A Amazon IAM ZIE#TEHRIE, IAMIEBATFM
Amazon 2GRS (STS) JREX JWT SR |, Mix L JWT S8 A4 OAuth 2.0 TRE#HTHH K
iF. LWAZERATILS#H MQ FX RabbitMQ BIAE OAuth 2.0 X#F , RabbitMQ 7% OAuth 2.0 &
R, Amazon AF B/ KIEAH Amazon IAM A8 | MELIEN., XBFT. BAYIF E B R IFRR
BRIES RabbitMQ FELER IAM REMCEABHTERE, EXEZER , H5HE IAM SHRIEF
B

LDAP & {351 MR AX

EXMAEF , REAFKANRHAIE LDAP B ZBRFEE. A SHRIEMERNRET LDAP
BSEREPEE , ATRASEARNAN B ZBSERETF RabbitMQ, BXEZEE , HS 5 LDAP
HHRIUEMT,
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HTTP & {35 U F 24X

EX#EER , REAFRENRHEAS HTTP RSHEE. AP SHRIEMFTRNREY HTTP iR
SREPEE  ATAFEABCHENRIEMRIURHEERF LR RabbitMQ. BXRUFEZNESE
B, B HTTP SO RIEFNEN,

SSL iE+ &7 ¥ Uk

55 MQ X RabbitMQ £L &K@ TLS (MTLS), SSL HHRULEHEARE mTLS EENE
FIRIEBX AP RTE ORI, EXMIETR , £/ X509 EFRIEFPMARAFBNEZEBREIENE
ZARPRITHEORIE. REZEENIEBFLIM (CA) XEFWNIEBHTRIE , AF&R2MIES
BFE (Bl AE (CN) REBRZABH (SAN) ) PRI, WA ELTEFBETNEEmEREATRME
BEHRIE. BXEZEER , 50 SSL LB HHKIE,

(® Note
RabbitMQ X #FEIR A 2 5 M RIEMZNITE, Fln , B LLE RS A OAuth 2.0 FfE £

(RE) BHRRIL. BEXEZEL , 55 OAuth 2.0 #HiES X FE 6 /E A OAuth 2.0 FfE £
(RER ) BHRRIEAEE % AR Rabb itMQ 78] 43 #1328,

fE] S IAUE 5 &R AN

Amazon MQ for RabbitMQ £ A

® Note

AEBNMEMAMEA RabbitMQ WA AR E HRIEMBIRAHERRBERAFT . BRABEXRE
M EHRIENBRGENESR , FSHEA T RabbitMQ 5 R IEFENA Amazon M Q.

81 AMQP 0-9-1 B mEEBE — N RBENAF . AP SRAETSHRIE, SMFFREREN
REHAEA (vhost) N B#r. AP SFHRBIZEMENM—ANR, AFTRENREE. BEAMEREL
ENFRIBAFIRZRER, B EEN , @O EEAFEENBHRELEN.

WIRE X BIE Amazon MQ for RabbitMQ X EFZFES , Amazon MQ ERABREMNERZREIIVETE
administrator ¥sZH) RabbitMQ B, AJfE , & LUET RabbitMQ EIE API 5 RabbitMQ Web
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REERMMEBERF, £&E 7 SEA RabbitMQ Web 2| 8 EE AP K% B S & A P X RAR
&

(® Note
i@ Amazon MQ AP APl = E R RabbitMQ A,
/A Important

Amazon MQ for RabbitMQ A X & “guest” , HTEECI R F R r M BRER AR 5 = 0K
Fo Amazon MQ &5 E M BREM B E 7 I B 7 “guest’ BIIK

Ef£ A RabbitMQ B API QIEZFAF , BEAMNT APl LT K MERE, AFHE
KpasswordEiEE#usernamef,

PUT /api/users/username HTTP/1.1

{"password":"password","tags":"administrator"}

/A Important

- BOEREBAPZFRMMIASHEES (Pl ) EMHNZHHBR[EE, Hitt Amazon RS
( ‘2¥E CloudWatch B ) AIAARZLANARE. REAFETESATRAERBRLK
.

« MRETXEZTRFFEEERAKS , BEAMERERRNEAER IAM HHRIE#HITRE .

tags BRALEWN , HARAES 2 RHWAFIRZS|R. Amazon MQ X¥#
administrator., management, monitoring # policymaker A F#r%,

O LAERALT APl i T S MBERERNENAFPRENR. & vhost M username B RNIENE
B IFBIAERIEN / , FH %2F,

PUT /api/permissions/vhost/username HTTP/1.1

{"Configure":".*","Write":".*","read":".*"}
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® Note
configure, read M write BEEXLTEMN,

BYEABEERS .« &2, WHEFEFAAFRTFEEELENFABATINRE, EANBEENR. &
KB RabbitMQ B API EEAFNESZER , 55 RabbitMQ EE HTTP API,

OAuth & F RabbitMQ I & MQ B 2.0 B 4738 FiZ

EAT RabbitMQ WIS MQ XEZHEMRRIEMBNSGZ. BEXEXELFZNEER |, HSRE
AT RabbitMQ XE# Amazon MQ 5 195 iF F#Z4 .

£ OAuth 2.0 B RIEFMIRNXF , REAF R ENPRAIAE OAuth 2.0 BE1ZE™E (IdP) BE., EElE
V. XBFT. BAFIAMEBMAF &G RIEFRFENRES OAuth 2.0 IREHH scope REHITEHE
B, XELTHFER , AXUTEUNEEHBRENERK.

A EEITEEM

« OAuth Amazon MQ 7% ActiveMQ 2425/ 2.0 £/,
+ Amazon MQ for RabbitMQ F X FHFAHE CA M A MWRSSFIES,

* RabbitMQ OAuth 2.0 E#H A X FTENBIRK/NMFTERANHECTE, EEFRBITTER
HRE,

o BXAMEE IAM X PRmqg: UpdateBrokerAccessConfiguration , FEEEMERE LS
A OAuth 2.0,

« Amazon MQ 2Bz 8|2 — 1% F monitoring-AWS-OWNED-DO-NOT-DELETE KR4
P, ZAPNREREENR. EEE OAuth X% 2.0 WRE L , ZAF A RabbitMQ B
ABFHRUERS , FEReEHEREREOD,

BXR AR EHTF RabbitMQ KEH Amazon MQ BLiE OAuth 2.0 WE LR , 5. £H OAuth 2.0
NE S

AOAR
o ) OAuth 2.0 B &
« OAuth 2.0 B3 IIFRY E e iF
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TR OAuth 2.0 Bt

& AT RabbitMQ B Amazon MQ % #f RabbitMQ 2.0 AP EREELTE |, B THERERIA
OAuth :

* auth_oauth2.https.cacertfile
* auth_oauth2.oauth_providers. {id/index}.https.cacertfile

+ management.oauth_client_secret

BT Amazon MQ A #F %4 , BT X UAA BESBIEERER (IdP).
* management.oauth_resource_servers.{id/index}.oauth_client_secret

« auth_oauth2.signing_keys.{id/index}

OAuth 2.0 & 3% U kY H fth 36 iF
Amazon MQ &3t 2.0 BRI HIIT A THEIARIE : OAuth

« —1)#8 URLs EEMNLFFBhttps://o

- TENZEE
3% : Ed25519, Ed25519ph., Ed448, Ed448ph, EADSA. ES256K., ES256, ES384, ES512, HS256,
F RS512,

& AT RabbitMQ WL T# MQ B IAM & 1956 11 F13Z 4R

EAT RabbitMQ WIS MQ XE#ZHEMRRIEMBNGZ. BEXEXELFZENEER |, HSRE
AT RabbitMQ XE# Amazon MQ & 19 iF F#Z4,

IAM F BRI BRAFRIER &Y Amazon IAM HIsE&E A IAM ZIE#HTHHORIE, FIS
Ed | IAMEB B FM Amazon Z2 SRS (STS) FKE JWT S H#, XL JWT SHEBESHRIEN
OAuth 2.0 51 , RIA T L % MQ F3F RabbitMQ #9ELE OAuth 2.0 % , Amazon EH 3% 2.0
H1RME. OAuth Amazon IAM A BBRAF FHRIE , MELEN. XBAT. BAFIFEBH ERNE
N3&3$ RabbitMQ FEEH IAM KEEFSEE 5 B #HITEE,

A EEZIEEM

« RabbitMQ 3.13, 4.2 RESRAEAXEF IAM BB RIE, Amazon MQ FX#F ActiveMQ 24
o
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o IAM BB IEEREE H AT EEH Amazon KPR {ER IAM HiEER &,

- 7 EE I E Amazon MQ for RabbitMQ FHIEIE OAuth 2.0 EftZE¥z |, A 2.0 &
Amazon 24 E, OAuth

« Amazon MQ £B31 81 —1% 7 monitoring-AWS-OWNED-DO-NOT-DELETE BWXR %M
P, ZAFPRXEELEENR, BIFEEXE IAMWREL |, ZAF HEA RabbitMQ BRI &
BRIERS , HERBEHRFEREO,

ATTRAE
« IAM BRI TR
- R

IAM 5 1756 UE B9 T 4 [R 32

& AT RabbitMQ B Amazon MQ B IAM B4 IRIEEH IAM HI5EE 5% IESRE A IA Amazon M
ZiE[M RabbitMQ RE# TH MBI, IAM ERAFM Amazon ZE£HHEKRS (STS) JREL JWT &
B TIXEE JWT S hE T A4E OAuth 2.0 ©4# , T RabbitMQ REB#H 1T E BRI,

BR 75

EATF RabbitMQ B9 Amazon MQ B |IAM B RIFFEUA TR :

- EREFHEE — ETEEEERSEFR , AR STS H JIWT THEREHREN., XE
=sts.amazonaws.com , XEZET RabbitMQ B & F F R /EFAE R B & IAM AR Z
RabbitMQ R, LREIESFEIEFER IAM RKBEH#HITESZEN , MREELE RabbitMQ FREF 1T
B

BRI R EE Amazon MQ for RabbitMQ A ELE IAM B RIEMIRRXVER , BESR, £/ IAM
B I F FE2R

EATF RabbitMQ WL % MQ B HTTP & 218 UE fFX

EA T RabbitMQ B Amazon MQ X EERAE HTTP IRSENREBEAFAH#HITEARIENEN, Bx
BipxiEmaE | H5SHERT RabbitMQ £EH Amazon MQ &4 IE R4,
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(@ Note
HTTP S RIFFE4 I GER TEA T RabbitMQ R4 4 R ESMRAM T Ti# MQ.

A EEIEEM

s HTTP RSB B[EEAES AR BEMIFR, &M TF RabbitMQ B9 Amazon MQ 7] LABL & Jy fiE
FAXX[E TLS [ HTTP RS 23 1T A RIL,

« AT RabbitMQ ¥ Amazon MQ BHIERAFEF RIAH X4 REWNIRE. Amazon ARNs
BEXREZFMES , S0 RabbitMQ BLEFHH ARN X,

o BXAMEE IAM XPRmq: UpdateBrokerAccessConfiguration , FEEXNMEREFH
HTTP B4 KiE,

- Amazon MQ £B 31 81 —1%& 7 monitoring-AWS-OWNED-DO-NOT-DELETE BWR %A
P, ZAPREERENR, BMEEXE HTTP WAREL | ZAF thfEH RabbitMQ I A E
BHRRIERS , A REEHRIFEREO, Amazon MQ B 7R NZ R 8 H FArE KB L
BRiZA

BRUM7 B Amazon MQ for RabbitMQ REEE HTTP B RIEMNEER , 5. FH HTTP &
256 UE FIFAY

rKRAR
- XM HTTP EBE
« W% MQ F HTTP BB/ H 50 iF

TEN HTTP B &

& AT RabbitMQ B Amazon MQ X1 Rabb itMQ HTTP B RitiEHFMAMERELZE , BT
FENHINBERBRI. Amazon ARNsEX ARN XEHHNFHMELR , HSH RabbitMQ BLE+H ARN
>

FEMEE ARNs
auth_http.ssl_options.cacertfile

EWHA aws.arns.auth_http.ssl_options.cacertfile
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auth_http.ssl_options.certfile

BA aws.arns.auth_http.ssl_options.certfile

auth_http.ssl_options.keyfile

B aws.arns.auth_http.ssl_options.keyfile

T XIFHY SSL 1EM

BARZHFFLLT SSL BLE L :

EERTEESE

« auth_http.
« auth_http.
« auth_http.
« auth_http.
« auth_http.
* auth_http.
« auth_http.
* auth_http.
« auth_http.
* auth_http.
« auth_http.
* auth_http.
* auth_http.
« auth_http.
* auth_http.
« auth_http.
« auth_http.

ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.

ssl_options.

cert
client_renegotiation
dh

dhfile
honor_cipher_order
honor_ecc_order
key.RSAPrivateKey
key.DSAPrivateKey
key.PrivateKeyInfo
log_alert

password
psk_identity
reuse_sessions
secure_renegotiate
versions.$version
sni

crl_check

TE# MQ & HTTP Bt B H b6

Amazon MQ i&Xt HTTP B 9% iE F 2 AR $3 1T A T E# N -
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« auth_http.http_method#ZRgetd post
« UTHBEEEXMER HTTPS URLs :
 auth_http.user_path
* auth_http.vhost_path
* auth_http.resource_path
* auth_http.topic_path
- MBEBEHEMREZEEMEA Amazon ARN , Mlaws.arns.assume_role_arnFig{t,

& A T RabbitMQ F S# MQ By SSL i+ 548t

i& A F RabbitMQ #9 Amazon MQ X# A X.509 HEFIRIEBFRNIRLARAFPHRITEHRIE, BxHf
XN FE , BSFER T RabbitMQ KR Amazon MQ & 4K UF AT,

(® Note
SSL iE$ HHRIEFEHER TE AT RabbitMQ x2S 4 R E & RAH T % MQ.

A EEZIESEM

s BFIERATHZEENIERMRNN (CA) £8, EAT RabbitMQ WL S#H MQ 27E S
1256 UIE 58 B 38 UE UE 5 8%

« SEA T RabbitMQ # Amazon MQ 8 &IEFEBHERIRE ( HlI CAED ) MEEHE Aty
XHREMNIZRE, Amazon ARNs BXEZFAFEE , i5SH RabbitMQ BLEFH ARN 3
o

+ Amazon MQ £ B3B8 — 187 monitoring-AWS-OWNED-DO-NOT-DELETE WREHA
P, iZAPRREERENR, BMEERRS SSLIEPHREL | ZAF A RabbitMQ KA
SEMRRIERS , HEMNRTFHREEOHR. Amazon MQ B3R Z R 8 A F &R
IR IZA P

BRI 7 EE Amazon MQ for RabbitMQ REBELE SSL IF B HHBRIENEER |, ES R, £/ SSL
WE$ B 4K iE

ARARE
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« X3 SSL BiE
« 5% MQ 9 SSL EeiERY H i iuF

X IR SSL BB

EA T RabbitMQ B9 Amazon MQ X # SSL/TLS BRBEF FimiEE, BHx ARN XENFAEE |, 5
¥ RabbitMQ BLEH#Y ARN X%,

FEMELE ARNs
ssl_options.cacertfile

B A aws.arns.ssl_options.cacertfile

SSL iEB & KEE
LTEEZRSMMAINE P iRIEHPRIVASE
ssl_cert_login_from

EEATRERAFENIERFER. XIENE
 distinguished_name-fEfTE M T2 HE

« common_name-fEAFAE (CN) FE

« subject_alternative_named} subject_alt_name-EAEBERAEN

ssl_cert_login_san_type

FEREBZRBM , $8E SAN XH, ZFHE : dns, ip. email, uri. other_name

ssl_cert_login_san_index

ERAEBEZRAME , EEZMEAR SAN FENRE| (MNEBFH ) o BHARFAER,

AT & imiERER SSL &I
BUR SSL&TER T &7 imikE s .
ssl_options.verify

WERIEEN, ZHMWE : verify_none , verify_peer
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ssl_options.fail_if_no_peer_cert

MREFFHARYIUES , REELEE. A RE,
ssl_options.depth

ATRIEN & RUEBERE.

ssl_options.hostname_verification

FHNBRIEER, ZIFMNE  wildcard , none

X IFR) SSL I
FAXFFLLT SSL BBk

EERTEESE

ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.

ssl_options.

cert
client_renegotiation
dh

dhfile
honor_cipher_order
honor_ecc_order
key.RSAPrivateKey
key.DSAPrivateKey
key.PrivateKeyInfo
log_alert

password
psk_identity
reuse_sessions
secure_renegotiate
versions.$version
sni

crl_check

SSL iE B &4 iE
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L 5i# MQ # SSL EE & /Y H Ath 36 UE

Amazon MQ X} SSL iE$ & 73 iE 58 Sl 1T A T BRI -

- MBEHERMEEFZEEMFH Amazon ARN |, Mlaws.arns.assume_role_arn&Fiig{,

E AT RabbitMQ B9 Amazon MQ B9 LDAP & 536 iF F 24X

&M T RabbitMQ #) Amazon MQ X#FEMA/ES LDAP RS BJ|XNRER A #THARIEMBTN. X
Httx#HWHZE , B HER T RabbitMQ K Amazon MQ F B R IUEFFA,

A EEIEEM

+ LDAP RSB EEMES AR BEMHEITIHE, EATF RabbitMQ B Amazon MQ A A El &
F{EAINE TLS @ LDAP FREEE#H 1T B 9 KII,

« EAT RabbitMQ B Amazon MQ & #l{# i Z 1B S8R LDAP iRE AR FEE i b 48 #h 34
REMIZE, Amazon ARNs BXEZFMEER |, 55 RabbitMQ ELEF Y ARN £,

o BB E IAM B Rmq:UpdateBrokerAccessConfiguration , TR EMERE LS
A LDAP,

- Amazon MQ £B 3181 —1% 7 monitoring-AWS-OWNED-DO-NOT-DELETE B R %M
P, ZAPREERENR, BMEESRE LDAP WARE L | ZAF thfEH RabbitMQ B K EB
BHRRIERSE , HFARAEHRIFEREDO, Amazon MQ B 7R IZHR 89 A F RSB L
BRiZA

BXW{AH RabbitMQ R EE B Amazon MQ B LDAP BIEE. |, 55, 5 LDAP B4 1KRIEF =

ATTAHAE
- XK LDAP &
« 5% MQ B LDAP fit & #9 E #th 36 iF

X ¥y LDAP Bt iE

E AT RabbitMQ B Amazon MQ %1% Rabb itMQ LDAP & FMAME R REZE , BUATEEMHI
SMERBRIN. Amazon ARNsHx ARN Z#EFMWiFME LR |, 155 RabbitMQ BEEH K ARN i,
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Amazon MQ

FRARER

FTEWBLE ARNs
auth_ldap.dn_lookup_bind.password

B A aws.arns.auth_ldap.dn_lookup_bind.password

auth_ldap.other_bind.password

B A aws.arns.auth_ldap.other_bind.password

auth_ldap.ssl_options.cacertfile

BA aws.arns.auth_ldap.ssl_options.cacertfile

auth_ldap.ssl_options.certfile

WA aws.arns.auth_ldap.ssl_options.certfile

auth_ldap.ssl_options.keyfile

EMWA aws.arns.auth_ldap.ssl_options.keyfile

T XHFHY SSL &M
BAZRUT SSL B EiEm :
EEXTERE

* auth_ldap.ssl_options.cert

« auth_ldap.ssl_options.client_renegotiation
* auth_ldap.ssl_options.dh

* auth_ldap.ssl_options.dhfile

* auth_ldap.ssl_options.honor_cipher_order

« auth_ldap.ssl_options.honor_ecc_order

« auth_ldap.ssl_options.key.RSAPrivateKey

* auth_ldap.ssl_options.key.DSAPrivateKey

* auth_ldap.ssl_options.key.PrivateKeyInfo

* auth_ldap.ssl_options.log_alert

auth_ldap.ssl_options.password

LDAP &35 iE R R
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* auth_ldap.ssl_options.psk_identity

* auth_ldap.ssl_options.reuse_sessions

« auth_ldap.ssl_options.secure_renegotiate
« auth_ldap.ssl_options.versions.$version

« auth_ldap.ssl_options.sni

W 5 MQ # LDAP B i&E /Yy E B 38U
Amazon MQ i&3F LDAP & 1956 iE F 12 AR 3 1T A T E# KL -

« auth_ldap.logZARE N network_unsafe

LDAP BRE 8849 {F A LDAPS, Eauth_ldap.use_sslZauth_ldap.use_starttls#ZBEAH
B H

MRBEEMEEFEMFEA Amazon ARN , Maws.arns.assume_role_arn iRt
« auth_ldap.serversME2E MM IP it KA M FQDN

LU BA SAUR A MY LDAP A1 5 S B 75

* auth_ldap.dn_lookup_base

« auth_ldap.dn_lookup_bind.user_dn
« auth_ldap.other_bind.user_dn

« auth_ldap.group_lookup_base

i

E AT RabbitMQ B Sk MQ & ZFLA T @4,

- RabbitMQ B4
- FFEYS

- BXIBiEM

- —HNRHERRIES
 OAuth 2 ME#

- LDAP#E#F

- HTTP $@#
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- SSLiEBIEH

- aws HHF

- JMS EBIRE S

« Prometheus i

RabbitMQ & 32 4

EA T RabbitMQ WIS MQ %1% RabbitMQ EIE#EH4F | Zif# 7 RabbitMQ MEEHIAERHTE
FHTTP WEE API UERETRRIBWAF R E., BLER Web 25 FEE AP ¢|ENEER
BHAPAKE,

Shovel #H#H

& AT RabbitMQ #J Amazon MQ X% R abbitMQ & F#l# , ZEH A EREREMN—MCERIAIRA
NNRBEBRSE —NELMHE. BAIUEA shovel EEMBENNRE | FFHHEEMNERABRREN
RIS KRHE.

/A Important

R shovel BRI ERIE , NFEEER IR ER 2B HBEE shovel,
Amazon MQ T E B EZ shovel,

REFDET F. DT FREAETHSHEELR , TULUBE R mERENRREL BN B NE
1k, Big0, £ RabbitMQ B APl , BRI BAELT APl is R 812 PUT BRREEZHDT F. HRH
H, {vhost} ATLA BN REELENAIAN , {name} AT B IR N HH BT FHBW,

/api/parameters/shovel/{vhost}/{name}

FEERED , EXLTIEETIRRIREE , BTERNIEERE. T RHITE src-queue PIEEMN A it
RAZIF] dest-queue FE XL KIZEB I Z BIELE T 3SF F. BE , RALAEA src-exchange # dest-
exchange ZHERNRIRZ BB ES F.

{
"value": {
"src-protocol": "amqp@91",

RabbitMQ EE&E#4 197
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"src-uri": "amgp://localhost",

"src-queue": "source-queue-name",

"dest-protocol": "amgp@91l",

"dest-uri": "amqgps://b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq.us-
west2.amazonaws.com:5671",

"dest-queue": "destination-queue-name"

}

}

S =Eiikes

5% MQ XA Rabbit MQ BRE B HRIERS IR MBS, BEEKE , B UESME LB

5, R|SFFEREZBEFEER. BREAIIRMRZFIER point-to-pointfiiZiE B HML 4L
A&, BRINBERT , BRAXMBRAKA—EHE , MEKEF T UBREFERENEEZ RABIE
B,

A UERARE AT T HREBEFERARE LENREEEHATIAEER, &R LAEA RabbitMQ Web 24|
ARNEE API ETHERELERKS,

/A Important

MR EFRFIERGB[NTRERES , WEEEERSFHRIE. RegELBREHRNAS
HRMERZE , HELABREFH LSRR RESHERE DN TSI SR8 < FE
BERE & HRIE,

Bl | B ERE API, BAURITUTRERBEEKE,

c BE— RSN EXFHMT QMBS EREMN L, BAILAEA RabbitMQ Web 12 #| & HEE AP
ENKEEE, FAEE AP, B LUEHA L TERIE XM/ api/parameters/federation-upstream/
%2f/myupstream 82— POST #E3K,

{"value":{"uri":"amgp://server-name", "expires":3600000}}

- BERBEUAFEHBASIRIIREZIRE . LA LEA RabbitMQ Web ##H A RNEE API BLE R, £
A& API , &7 LAE A LA iR [E X [E/api/policies/%2f/federate-me #17 POST &K,

{"pattern":"~amg\.", "definition":{"federation-upstream-set":"all"}, "apply-
to":"exchanges"}
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® Note

ERIEXRIZARS 2R LRI amg FFkanB. EAENRER ramao\. FHERE B U
‘amq” TR ZAE ABRE. B/ RabbitMQ FRSSaR LR RIRIBF AT AR B/ E.

—H e BRI ERE A
EAT RabbitMQ #IL B MQ X% RabbitMQ —BIA HEME LG, —BHEWRATRBRIZEY

HENBHBITENRFERERREIAG, MREMASEHINEHRS , —BHRFERTUE
A%z B & E St 5 R HE.

FNTFHER - FRIRAVRAY , BERPATHRESINIBAIINHSENE. number-as-a-stringE B R
SHENENNIFGNEZHBEN — MR FERRPERIELEHIESHER . E—HERFRIRAIH
B, EAMETUEEMEERAERGA | BEXTEEAERREE N FERRBISERYIAER,

OAuth 2.0 #&H#&

ERT RabbitMQ I G MQ %3F 2 M RIF[F0Auth BiEH. LIEHREENZLARESSRYG
wEH. BAG , LiEHERME OAuth 2.0 SR IRIERTAR , HEREISE OAuth 2.0 BHIEE®E , A
FEFAFEEMIBEEZES, HXx OAuth 2.0 BHRIENEZEER |, 55 H0Auth 2.0 B A RIUEFF
o

LDAPIE 4

i@ AT RabbitMQ I S MQ X #f LDAP 5@ RiEEmfEfr. E4REENZLAREB R
BR. BRE , LHEARM LDAP HHBRIEMRN , HEXIISNE LDAP BXRS , ATEPAF S
BIRIEMTBN, BX LDAP FHRIEMEZEE , FSHLDAP S H BRI,

HTTP f&#

EM T RabbitMQ K Di# MQ 5 HTTP SMARITERAEL. HAEFREENECSARBERM4 i
B. BRRE , LEAFRE HTTP SHEIEMRN , FEXRBNE HTTP S5 , ATRFAF S0
WUEMFER, AXHTTP SHRIENESRFELS , BSRHTTP S HEIENEN.

(® Note
HTTP B/ RIEFEHER T5E AT RabbitMQ x2S 4 R E S RAH L L7 MQ,
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SSL i B EH

55 MQ X #F RabbitMQ £4L2EHI X @ TLS (mTLS), SSL S KIFFEHFEARE mTLS EENE
FimiE Xt AF#TEORIE. WAHBREENELAREERTHEA. BAG , EfEA X509 &
PIREPREETIEBNSHRIE , UKIBFHRIEE , MAEFTEIMBEHER. BX SSLIEBH
PRIENESES , BSRSSL L 5 H KL,

(@ Note
SSL iF+ /R EH4ER T5& A T RabbitMQ ARZAS 4 R E & RAH L S# MQ.

aws fE4

BREENARERE , TI% MQ %4 RabbitMQ B A aws 4. bt XiE#H#EH Amazon MQ FF
KF4E4 | 7] Amazon ARNs £ RabbitMQ BLEi& EFF M Amazon RFZ £ REIEMIESR, B
X ARN XEHMWEZELR , H2M. ARN support in RabbitMQ configuration

JMS EB R A H

TS MQ 284 RabbitMQ B A JMS FEX#FEH. ©5 RabbitMQ JMS ZEFRmBELSfER , AiF
AT AR IJMS MAREFIEREET RabbitMQ XA Amazon MQ.

@ Note

JMS Topic Exchange #44GE A T5& A T RabbitMQ A& 4 RESMRANIT Z#H MQ. 2R
N TFBARS , BEREEMEA RabbitMQ JMS BFIHIE1T JMS TSR F 280,

Prometheus &4

Prometheus &4 HE T RabbitMQ & , A BHBAKEL D MQ £5 RabbitMQ 2L 8B H. M
RabbitMQ 4.2 718 , Amazon MQ & RabbitMQ FYFFRKERIE—2 , ENEH Prometheus KA EE
M RNER , MTREAEERGH TP E,

ZiEHEE /metrics/metrics/detailed, M/metrics/memory-breakdownif =L
Prometheus XA R A FF1E¥R. BRI LAEH Prometheus S AN EIE T EMEUX LIRS , AEEN
RIRHIEEER.
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https://github.com/rabbitmq/rabbitmq-aws
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https://github.com/rabbitmq/rabbitmq-jms-client
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T 5% MQ & X . Prometheus 18FRIIBIE FE XM El, CloudWatchB X CloudWatch 18RI E 2
ER , HZFERA T RabbitMQ 2L @K S MQ A A CloudWatch 3645,

BEXRIFLINEMAER,. BHRIEMNIEEE , FSR171° Prometheus $E¥r.

ZFFRITDPI

O] LA RabbitMQ XM EMREES UK N U TEMMUASEE A TLS XKiFEZEH RabbitMQ
I -

- AMQP (0-9-1)
- AMQP 1.0

. JMS 1.1

. JMS 2.0

- JMS 3.1

& AT RabbitMQ BT # MQ JMS X

PAE , LRATBAEA RabbitMQ JMS & iREE S# MQ £iz1T RabbitMQ 4 #9 JMS 1.1, 20 /M 3.1 T
R,

RabbitMQ JMS & i

RabbitMQ JMS & Fimf— MR JMS BEFmE , MMEEA TR JMS NARFEZEEIT S MQ
RabbitMQ RIB, S THEZEE |, BIHREIE /S GitHub 1746 FE,

<% JMS 1.1, 2.0 M 3.1 APIs

MERATF RabbitMQ 4 WL 5 MQ Fis , ZBEHHRLL TEARS. jms-topic-exchange&Eitt ,
YR AT LAfE I SE A F RabbitMQ 4 #9 Amazon MQ # RabbitMQ JMS & FimR4E JMS TERR., X
JMS 1.1 # APIs EMHIFE JMS , B TERBRA

- FXEFRSEE APIs &1,

« APIs 7% XA £5,

o RXF¥ IMS BAFI B #R8 JMS EF R
« A%¥ JMS NoLocal iTHRE .
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X JMS 2.0 1 JMS 3.1 APls RFFEFIRIN AR , B TERERIA

« JMSProducer.setDeliveryDelayfR X APl

ETHBEXREEN JMS B ARFIERES RabbitMQ KB Amazon MQ WEZEER | BSHAXREE
B JM S AR FIEEE| RabbitMQ KEMN L S% M Q IR

5 4 36 UE AR A

XEFAT R HE S ORIEMBRE . F£8 IMS FrmEEIRENEANZERESER AMQP
Java & /7 imiE#E RabbitMQ IR A EIEMEE

5 RabbitMQ E£H AMQP BASIH BEiREH
B LAE A RabbitMQ JMS & Fiw@ AMQP RSP &ix JMS SHEHEARE AMQP BAFIREE. (1t

WRER X IMS £& ) o XEBAUEREIFREL IMS THEAFTIBE AMQP TERH, MET
BMEZER , FHRELES X,

S E BN AT Amazon MQ for RabbitMQ

SETLAER Amazon MQ #ERRRINMEN A B E CRIEMR S, 2058 S MIBRE WA R IA KBS MRS
HAHLEEMOIBRXLEREMRE |, NE QR T HAbE L ENHH 7 L RFRR NS B A PR B TR/ RE 0 =
B, WATBERT LR,

/A Important
£ RabbitMQ 5|2k A& 3.13 R TRAH Amazon MQ £ , HETWERINZEFTBRERR :

vhost name pattern apply-to definition priority/
default_operator_policy_AWS_managed .* classic_queues {"ha-mode":"all", "ha-
sync-mode":"automatic", "queue-version":2} 0

4.0 REBRAF , RMIAREABRESEDN :

vhost name pattern apply-to definition priority/
default_operator_policy_AWS_managed .* classic_queues {"queue-version":2} 0@

LERRAFEN , EH RabbitMQ 4 TXIFLHASIHREN HA RKEIRE.
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FeetIZRIAHER TRBE ST M ERATIRREE, MRFERGRER AT HERAG |, &
IR --apply-to i®EN quorum_queues., WMREEHLBEGEATIFIEERS , S8l
B—1NEE --apply-to:classic_queues BRI REE AR — N ETERFIKEE

/A Important
ERMIT TSR , BLAREEFEERNEN Amazon MQ RabbitMQ XA 7. & A LAE

RAE—XUZERENCIZNEERAR , bAIUERZETREZNEMAS, TRERTHE
RNEMFKEX ( EMRER ) RAFFAFNEER AP HRENNR,
PR BREUE N RA N BLE IEN RAN BEALEMRER

administrator o & o & 5%

BX B2 RabbitMQ AFMEBEBAFFICHMNRBENEZEER | iESEAmazon MQ for
RabbitMQ XEH F,

£ F RabbitMQ Web #2] & Bz A R 1A 5% B& H & 2L = #LBR %1

—

ZF Amazon MQ 4|4,
EEMSEES | %3 Brokers ((RE),
MNREBIIERAP  REELQHEHNAFRENRKENZ TR,

EREBIFME S WER Connections (E##) % , %&£ RabbitMQ web console (RabbitMQ Web
##l&) URL, RabbitMQ Web & & AT ERM A X KR ETFHE O F T,

FERENRIEEE RN AP B MZEE R RabbitMQ Web #1148,
£ RabbitMQ Web ## &l & TWE TN EF1EE Admin (BER).
£ Admin (B2 R) THENENSME®KT , &3 Policies (KEE).

£ Policies (3RB&) WE L , BB R KREINEM User policies (A K BE) FlF«K, £ User
policies (A Z&#E) T , BFF Add / update a policy (FHN/EHE#E)o

9. ERIEMMAERE , B Add / update a policy (RIN/EFKEE) T , AT THRAE -

i

© N o o

a. YT Virtual host (EELEH) , TN THFIRPIAFZFREHMBMELDENN BT, Eik
BRANELEN , HFik#EF /[
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® Note

MREARGEAEMELEN , M RabbitMQ 2| & HRE R Virtual host (REELEH)
BRI, HEREEXNATARIAELEN.

b. XF Name (B%) , HREHRBEBM AR , Hl0 policy-defaults,
c. 1E Pattern (8xX) A , MAENRERER . * |, DERKLTENE LHNAMERASI,
d. XF Apply to (RATF) , NTFHIFIFRFESE Exchanges and queues (3XIREZFIBAS),

e. XF Priority (EER) , MA—MNKTFRATELENNFIE HMRIEHOES, S0 EEMA
HLEREE — AR E LN AT RabbitMQ BAFIFI R #1825, RabbitMQ R EEHRESMHEERE
HICE R, BXRBELRURMAAESERENEZEE , 25 RabbitMQ RS 85 XY
SEVER

f.  X¢F Definition (EX) , AINATE/MEX :

« queue-mode=lazy, M TFHF|FTRH%EEF String (FRFH),
- overflow=reject-publish, MTH%IFKHiEE String (FLFHR).

@ Note
TERTEX[RE,

« max-length= number-of-messages. WRFEREnumber-of-messagesHIEHIK/NF
ERBER (HIANER ) |, BN Amazon MQ HIH#E{E, 8000000 mq.m7g.large AT HI
H|RAFEERE Number (485 ) -

(® Note
TEATEXRMRE,

g. 1%#% Add / update policy (Fs N/ H K ),
10. ¥1IA User policies (P 5K BE) 5 R & RFTKEE,

® Note

M FEHFHNRE , Amazon MQ £ B8z A ha-mode: all M ha-sync-mode:
automatic FREEE Xo
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11.
12.

13.

14.

MENSFIMEHES | ©EF Limits (BRH),

# Limits (FR#l) WE L , BAUFBREIER Virtual host limits (EELEHLRFI) Flxk, =
Virtual host limits (B3l EHLBR%]) T , BFF Set/ update a virtual host limit (1% B/ & & A E LR
#l)o

ECIEFNELL RS , I Set/ update a virtual host limit (IR B/EHEINEVIEE) & |

TUTRIE

a. XF Virtual host (FELEMN) , FM TR RPEFRENRBEMMBNELENNEHR, Bk
BRIAEIEN |, EEE /o

b. XF Limit (FR&) , M\ T HLEDH %E$E max-connections.

c. XF Value (fH) , RIFEREBHEHIR/NFAHBBEXEA Amazon MQ EilE , Hla0 , ¥F
mq.m5.large & A 15000,

d. %&$® Set/ update limit (% E/EFHPRH)o
e. BEELARDSRE , XTF Limit (BR&EI) , N THLEDTH%EE max-queue (B KRAFIE).
HiAFBREIFE Virtual host limits (A EALR &) IR P E R

£/ RabbitMQ &I API 51 R 1A 5% & F &E #£L 3= 4L BR %I

1.

2
3.
4

o

%% Amazon MQ &l &,
EEMSMEES |, £ Brokers (RE),
MREFIRAP  ERERENARREANKENER.

EREREM Connections (E3E) % , 12 T RabbitMQ web console (RabbitMQ Web 2 #| &)
URL, XR&EE HTTP ERFPFEANRKEL R Ko

TR EEENFLRABTTED,

EORMAAERR  FRALT curl &%, HBTRERIN / ELLENLE DB, ZBA
SI4RED 7 %2F, ERIREERAESE —MELEN , 56 %2F BN EMU BB,

(® Note

AENEBEREFERERusernameMpassword, BRIFREnumber-of-messagesty
SEHIAR/NFIEBBES | BHA Amazon MQ #EE, policy-nameBRARENR
Mo broker-endpointB#FEZBIiE A URL,

e
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curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"pattern":".*", "priority":1, "definition":{'"queue-mode":lazy,
"overflow":"reject-publish", "max-length":"number-of-messages"}}' \

broker-endpoint/api/policies/%2F/policy-name

7. EWRAFEBEOSANIENRENASEESD , FRANT curl 8 SESIHAERERE,

curl -i -u username:password broker-endpoint/api/policies

8. BIEFH max-connections BELENRS , THWALT curl v, S RBRERIA / EBLE
M EB—NBAY , ZBAFIRIB R %2F, ENKBENAE S —MNELMEN |, B5F s2F B AERE
N R N

\

@ Note

BENERRERERBRusernameMpassword. BB R Emax-connectionstizE
BIRNDFFEEN , BIRHF Amazon MQ ¥EFEH. FREBLFETIFRNEZHIZETH
URL,

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"value":"number-of-connections"}' \
broker-endpoint/api/vhost-1limits/%2F/max-connections

9. EGIEWM max-queues BRIENRE , FEEL—F , BERcurl T , WTATR.

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"value":"number-of-queues"}' \
broker-endpoint/api/vhost-limits/%2F/max-queues

10. EHWIAFRESHFMEENREBNELENRS , FWALT curl S HAEREEUEN
BR 1l

curl -i -u username:password broker-endpoint/api/vhost-limits
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RabbitMQ on Amazon MQ By {: &R\ 5l

HEFIR—MEHIRE  ARSFTR (FBAX ) MRETI (HtEE ) AR, NRFASTRE
BSAUA , MRERASISER Raft HIREE | USBREE - MHNASTR , MZANASTREE
BRAB-SEHPNRET R, ERVRET QUEEGUT—HEH, BTESMNTT/IBVLT ARV
X, Bt , MR- TRENFTA , BEFEY S —N A A X#HE S B AL R,

HERITHTLEEAEE , SHRAMARZREMBST , MHRABAHE
MRBIMATER , WA R 6E A RERAT

o {EAIEATRA S
- HERANE SRRk
- fREEERIER

EEBMHERNTY] , FRFIRL x-queue-type ®EN quorum,

FB

« MZ B FIIEFE ZE] Amazon MQ for RabbitMQ £ KA 5
« Amazon MQ for RabbitMQ {# &R\ 519 KBS Bt B

« Amazon MQ for RabbitMQ {4 &R\ 5l i S {E 328

MZ B2RA B3 EF E] Amazon MQ for RabbitMQ _E B &R\ 51

A BIEE - S LA EFNEMAENIMIBN SN , RERFHREAFIERER 3.13 HESR
A8 Amazon MQ I LAY HEEAS,

&I 1 : £ Amazon MQ for RabbitMQ BA%IiE# T ENZR HFRRAFITEBEEER S

Amazon MQ 2 7T —#EAIIEBRTE , BT HEHRFIEBEEERS], ZTEFET RabbitMQ
Web #ZH a8 “EE” > “BAFIER” THEI HTTP API #1TH .

EfFHZIE , F235 Amazon MQ BAFIIEFR T E,
RIN 2 EHAFNELENMNREEGRRAYIERZEER S

BRLBESER -5 LBMNENEN , FELAEFEIITEE 3.13 HESRZAH Amazon MQ
R LR REERAS,
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1. HFEINEEHED , B HOELEN (vhost) , BRIABAFIF G R EBAFI,
2. {ERLKLRHEEIT , MNETH vhost 83 B &34 , URI 5@ IBAY vhost.

3. f#£M rabbitmgadmin , #¥IH vhost FHIEN S HBIFXHH, LMK REH4HITER , FH
EfBAIIHRE, BXEEENXHFHITHERNTEIEK , 55 H RabbitMQ REBA S+
MBIENL . NXHHITHLEERE , HENEHS AZIFH vhost,

4. TEFH vhost FRIERFH KR, BXRMHEBTIA Amazon MQ KEEE BRI , ESHAmazon
MQ for RabbitMQ &AM KB E, AR , T2 a2 Federation MIB vhost 531 |
vhost,

5. FHERAEMEFEIEOHM vhost,
6. BELE Shovel BHHLUBIIFMERIRIEE . BAFINZEST , Bk Shovel,

M L5 BA 51| 3 1ty 1E 8 B ERBA 5

BRLES R IR AN, FERRERAFIEBE 3.13 LESAH Amazon MQ I LB fRERA
5,

1. FLERAENESE,

2. CIEFHISETHERRAS,

3. ECiE Shovel ffF , R IBHZ B REA S R WAETE BB EIFAY G e P ERRA S, HATRHEE B RIS
P EEASIfE |, MIBR Shovel,

4. RBRRZBREES, RE , AEREBEEKSIHEER B HMNHEEHIZE—MPEBAD,
5. BIZFH Shovel , FFH BMIE BT ERRA 513 2057 89 FHEREA 51

Amazon MQ for RabbitMQ {# £ RA 51l B9 3K BE Bt i
& A LATE Amazon MQ £ RabbitMQ R EEHYHERRA 57N M4 ERBEHBLE .
HPERRAGI QIR RBER | A ITATIRE -

- BBRFTELL ha FFLH9RBEE M , Bl ha-mode, ha-params, ha-sync-mode, ha-sync-
batch-size, ha-promote-on-shutdown fl ha-promote-on-failure,

. MBR queue-mode,
« HBHIZRERN reject-publish-dlx A EdEH
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/A Important

Amazon MQ for RabbitMQ N AKEHHIEBMESI TN AEAEME. TECIZERNER
TFLEEGASIFHERATIA R, MRFELERESATHENAS , HXI0F --apply-
to I®EN quorum_queues, WRFEALHEGATIR BRG] , MATER --apply-
to:classic_queues BIER 5 30 H SR EK LA R (P ERA 51 SR B o

BT EIE Y Amazon-DEFAULT KkE , AN BRAMA T SEPHFHNIIER, Hx
Amazon MQ for RabbitMQ BB IAR SN E ZEE | SR Bl ERIER KR,

Amazon MQ for RabbitMQ {#Z R\ 5l Y S (£ EE

EANBIIELEPERA SR EH AT HIERERRIRS L.

B IREAEREISRAEE EE

LHEARMHAMZRENZRER , MAHINBENHEE, BULFEA delivery-limit KESHIL
BEHEAEERS , LEAEZREFEENEE., NBEEENEFEERNEBE TEERE AFNR
¥ , RabbitMQ & EFHMERIZEE ., RE THEERGIR |, HESTERSIL BT EFHHERA
HERRA ST EH BL R

HRIZFEEEMLER,. MREFEHEMAR , MWLREIEZNMPRI. BXREAS NPT
HEEEMLEERNESZER , FSH RabbitMQ X4 H Message priorityo

ERRIARN EHIE F

M FERAPRMFINERNRE , Amazon MQ for RabbitMQ BRIAMEA= (3 ) M RNEHR T, R
&3+ x-quorum-initial-group-size #{TEH , Amazon MQ FEREBIAEFIE £ 3,

Amazon MQ for RabbitMQ R{ESLE

EEXEEFREER , LEEA Amazon MQ for RabbitMQ RIERIH AL EMEEHLILEERTT
MR,
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/A Important

B Al , Amazon MQ FX#iEE JSON HEAL ML BEFIZRK ( 7 RabbitMQ 3.9.x F#
) o

£ |

« Amazon MQ for RabbitMQ FRERENEZEENREXE
« Amazon MQ for RabbitMQ HFEEFAM S A EHNRESKE
« Amazon MQ for RabbitMQ H # gEMR 1L ER B RELER

« Amazon MQ for RabbitMQ M &3 it SR HERE

Amazon MQ for RabbitMQ FREZEMEXEENRESIE

REREMNEZREERHIERBEESUHE, REANARRLBEFTEAREDHIARBHE -2,
HEIEFMBEE Amazon MQ for RabbitMQ RER | FEMU T HRESRER | EFBELHEFEKRE, BN
EEEFEUREEEEME , UHERILAEMEE,

/A Important

Amazon MQ for RabbitMQ X & “guest” , H 2T E I H R E i BRER AR 15 = 0K
F's Amazon MQ &5 & il BREM B = F 2 228 B “‘guest’ BIK F o

SR ERERIE

NTEFTEAR , RNBWEASHSEMFEXFRE  UBRSTAMINEREME, SHIEEH
BRT B REBEFRHELFNRERD

EHBBLES OB E="THXA = RabbitMQ RET R , AHRH B RREE , ABRDERAN
ARAXA A ABEERFESRIZEIT. Amazon MQ 2BFEMBTRABEEHEE , MBFRET RBES LT
(B B 7] A 4

EBRNBENESTHREREE , #3 Amazon MQ RS %5l il X,

EZ{EE , 1§28 Amazon MQ for RabbitMQ FHIEFHIE,
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SR 2 RBRERNAESSHIRE

REXPIRBEAEHEFLERRTNARFAA. M7g.medium MXA TN XN AREFIERE, BES
IR R ERBRAKGIBI EEALBR/NROITRENAEF R, EXFIRE m7g.large RE AL
L, BUEREFSERRIASTRARIERFA . BANRESSHIRE LA EBE =R B8 EF
wAMAG, SEHE., AFEPHRHEEMITRER.

BREFREBIFIRENESFESR , B2/ Amazon MQ for RabbitMQ FHIMEFHEIEE.
SR 3 EREERS

X F 3.13 REA EMRARE RabbitMQ X | SEER I & £ NIERN £ =5+ & FIRA FI L B AV BR
kR, ZEMFIR—MIAREIAGIZEE EESUEM. SFHENRELERNIES.

EEBAFIER Raft HIREZMRAEFNBERED. HETRATHR , ZEMIBELSHIREED
BREHMETR  BRBSAEUR/DPIIFEHRT, BTESMNJIUTFARANTHAKX , BIERNTAKX
ERATA , BACERRENRETH.

EFRZEERY , BHELEBASIF LS I x-queue-type RIEHN quorum,

BXREEMIINEZELS ( SEIBKEBRINRKESEEK ) , S H Amazon MQ for RabbitMQ Y EE
RA I,

TR A4. FHZINEE

NBREETY  FEENEELEAZSNEE. NRAEFMESR 111 WEZSBELR, RINBNE
MEREA —MNEE , 8 MEBREA—NBEE, BRETEMERREE , UbhBEE’F,

Amazon MQ for RabbitMQ FJEERF A S SN RESSE
ERNAREFBELEFTRERN , BERATHIEEEERANRRESERN AN RESKE,
TR FAFEALEEMFALRAS

BRACEEABTEREFERIESNRPHEEFAL, BAUBR XML UNEA#HE, BR , B
HERFIFEN R , BFABRRANERNFNHENES , RFREFTEEZAF. EREESNEFNE
BT, BYEERESFE AR RabbitMQ REANEMNAEFREREE , BEHRNFEALRE.

EZAHEREAM , TLUNBASIFEE R durable HREHEEZEENIRE N persistent, LT R
BIER T WAl fE A RabbitMQ Java & im FE B BR IS4 RA 51, EEF AMQP 0-9-1 B, & AT BAUEE %
BOMEEERIEERICHEAEE,
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boolean durable = true;
channel.queueDeclare("my_queue", durable, false, false, null);

FERASIEL B N IFERASIE |, A LAUBIE ¥ MessageProperties &N PERSISTENT_TEXT_PLAIN
KR AHBREBEHBAGI , AT RBIFTR.

import com.rabbitmq.client.MessageProperties;

channel.basicPublish("", "my_queue",
MessageProperties.PERSISTENT_TEXT_PLAIN,
message.getBytes());

FB|2: BERXHEHANEREREAIA

BIANEEEREIRENSERNRHERIN. RAEEBNSHNENNARF AN TEBFE THES.
REEBANECETEHFRIRENEERRR, aXRAERIN WETEBRINEEREHILE , A
RETRXEFHETTELENHE

B#  SEFENARFAREREEENIANMERABING , MAIEAERXTEIN. £6EA
RabbitMQ XIERY , XA AN THRRBERZEEXREER,

FHEEAERIANBEEEEFENARFLEE, £H AMQP 0-9-1 &t , AfABSEE
basic.consume FEXRFBABIA. AMQP 0-9-1 EF B A LUBN XX confirm.select 5 iEXREL
BEXMmEREIA,

BE 6K EBEPEALEEIA. Hla, £/ RabbitMQ Java BFimER , AL
Channel#basicAck KR E—MEHEK basic.ack BEBIA , MU T ROIFTF R,

// this example assumes an existing channel instance

boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "a-consumer-tag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException
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long deliveryTag = envelope.getDeliveryTag();

// positively acknowledge a single delivery, the message will
// be discarded

channel.basicAck(deliveryTag, false);

1)

@ Note

RN HBR ST ERNFHERF, EULEIN T hNARFEERREIRE , REERE
TR H B &,

O LABLE consumer_timeout , MEEFEAEZETFLBHIARSRHTRMN, MREHAEXEE
BEHERNAZERIA , BEMEKE |, LUK E PRECONDITION_FAILED, EiZHi4Eix |, iEEH
UpdateConfigurationAPI g flconsumer_timeout{E,

SR 3 RIFBAFIRIE

EEHSEBEY  TEREHENNITRESSEARIEFNA, YREBERIENAR , ER
Amazon MQ for RabbitMQ RE A RES S BMaEH —FHREK, MRER , JEFMNANREBRRESE
REBOOT_IN_PROGRESS MRATZEB KRR,

FEEFEIER , Amazon MQ 8 RMIT— M RAMELYF I, MERABREERET. Eit , 7
BIMTRREEREEZTH , RIITEREZEERS., EASEEF , FEEFINEGIERFIMNENH
Amazon Elastic Block Store ( Amazon EBS ) BEMEHEINFH , S THICE, #AEE 2 TR
SIE R E S,

MRAIIREREEEERS , MASISEMBKIES HIREEREEZT. B , RAtLAE
PHHBFEEFEETRNANEFERG , TRE5IXENFER , EEASIEY. BAlBETHRS
fRabbitMemUsedfRabbitMgMemLimit 3T SIE#RKIEIAANFEAER CloudWatch, EHFE
oA BRE St A B EEERER D 28T, BT EETK.

MRERTNBLEIIEL , RNBUEADIMERES , SUBRDAIIPHEERHRE, —BRIRERD
BRRFIEZE R , RERSHEHRN RUNNING, EFEREFNEATIEL | & 7T LARL A SR Rm 2 A
FIE L HALE KA,

R T LAE XL BB MIBRA TTL KB , AEFBOBEREAE , HREBDIWHERENRE NACKs Fo
ERELEFHAERAL5A CPUBEE Ak KEHE TRRAFIMAEMLEE, NACKs
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Amazon MQ for RabbitMQ F 4 RER 1L 5N RIEKER

BABESREALELE, KMUEERBRSMERFARMLL Amazon MQ for RabbitMQ K4
AE. BT T RESSERAMIL N AREF IR,

SE]1: REEEXNMET 1 MB
RMNBUCTHEREE 1 KFH (MB) U TFRBBEENMTRME,

RabbitMQ 3.13 BRiIAZ#FEX 128 MB BEHE KR/ |, BXEE WM A R AN AN EZEIR , AMEE
RARE  AEBETAEFHERNTREFEENEED, SANEEESENREBESNMESTE |, X
LIRS IELEM A XS H 1] BE S B RE T FR

£ RIAGUR BRI 76 R R AKE MEA

NEEXHR , EUTEBLHEEARBRFHEEASFRT , FUEN RabbitMQ 2EH R F 5 A
PR RERINFRERN, HREEABRRET S| ARRTRERMLEAHE S

TEER T WA A Amazon MQ for RabbitMQ 1 Amazon S3 SEHIAFIK EE R,

Io o\

Producer > O')H')O < Consumer
L) ¥

2 o_O 3

Amazon MQ broker

AWS S3

AT RBIER Amazon MQ. Amazon SDK for Java 2.x 1 Amazon S3 SERILER :

1. B%, EX—1MNATEMH Amazon S3 5| FFRIRAFHY Message %,

class Message {
// Other data fields of the message...

public String s3Key;
public String s3Bucket;
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FRARER

}

2. BIBE-—NMNRWERZE , BEREFEFMEE Amazon S3 FH BT RabbitMQ KIA5IAHEE.

public void

publishPayload() {

// Store the payload in S3.

String payload = PAYLOAD;

String prefix = S3_KEY_PREFIX;

String s3Key = prefix + "/" + UUID.randomUUID();

s3Client.putObject(PutObjectRequest.builder()
.bucket(S3_BUCKET).key(s3Key).build(),
RequestBody.fromString(payload));

// Send
Message

message.
message.
// Assign values to other fields in your message instance.

the reference through RabbitMQ.
message = new Message();

s3Key = s3Key;

s3Bucket = S3_BUCKET;

publishMessage(message);

}

3. EM—NHEBEEFZE , M\ Amazon S3 REREMEH . LBHNE A HMIER Amazon S3 WK,

public void

consumeMessage(Message message) {

// Retrieve the payload from S3.

String payload = s3Client.getObjectAsBytes(GetObjectRequest.builder()
.bucket(message.s3Bucket).key(message.s3Key).build())

.asutf8String();

// Process the complete message.
processPayload(message, payload);

// Delete the S3 object.

s3Client.deleteObject(DeleteObjectRequest.builder()
.bucket(message.s3Bucket).key(message.s3Key).build());

S8 2 - {F basic.consume M4 EAHERE

£ basic.consume BEEK4EMGARERELFEN basic.get RAENMNEHEESN. EZER

FZREHENHES.

PHREMLIL
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FR 3 BETE

&R LAE A RabbitMQ FHREMERMALER EFEAEEN AR, RabbitMQ BT TR EUT BN A T
REMAREE , KU AMQP 0-9-1 R BEETREL G . FUIREUER T8 EEE(I4 E 8T R @6
REREWHEHE, BRIABERT , RabbitMQ 2 AFF s ARFRETRHNEFE KN,

ERNER RabbitMQ £AFHREFREUTHN , FEEREHRERE, A% , ZREAENHENE

B, ATHEAZZEEELAEHESNMRAEEEAFEARFT , Bt , RENTRIETELNERAEN
HREFERERE  ERERRT , TS BEAERNER. B , RabbitMQ KERFLFER
ENFIAEREFEAED  ETRIERAERIA. MRKANEREREEASEIN, ARERESFE
BAXYBRKHEERGEER , RS FREUE T 84 S5 3 RabbitMQ BRSE|[AFRE.

ZRI ERRE , RMNBWALRETIRIE , B EA T AEREEI KRB IANHEE NS
RabbitMQ REHEERAELIAFTENER, NREFEMCAERLEREHS , B UER—
RIIFRRET BRI RGN K EBENERE |, UBESERAELEESFAENREAL | METHEBN
REZBBHTRE,

(® Note

- IRENEFEFHENARFEREEN BBINMFERERAERE , NREMEIRESTEHE
Ho

« FRATRREUE S E8 S MBS AR,

AT RGIER T NfAE A RabbitMQ Java BEFIRERNE —FEHEIRE 10 HWTRIRIVE.

ConnectionFactory factory = new ConnectionFactory();

Connection connection = factory.newConnection();
Channel channel = connection.createChannel();

channel.basicQos(10, false);

QueueingConsumer consumer = new QueueingConsumer(channel);
channel.basicConsume("my_queue", false, consumer);
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® Note

£ RabbitMQ Java BFIHES , global FREMNERIAEIRE N false , FTSA EEAIBIF AL
HE M ERK channel.basicQos(10),

HYR 4 FF Celery 5.5 EBMASEEIIEEER

Python Celery ( — M2 A REFAIRE ) EEESHEMNUBEERKEFRBEEHE, XHITHANR
IBES A REAR & the section called “ RABBITMQ_MEMORY_ALARM” HEHREARTH, HREMEN
FERHXRE , BHRITUTERE

Xt FFrE Celery A

1. xH task_create_missing_queues BUBREBAFIRIZ,

2. SRJGXKM worker_enable_remote_control SAMZFILFIZABIE celery@. . .pidbox BA%Fl, X
FRADRIE EHBATIEBN,

worker_enable_remote_control = false
3. EM—SREIIERBHEETED , BHERBI Celery B ARFtworker-send-task-events @3 F 2 & -
E=l--task-events#ridR<H Celery,
4. FERUTSHEs Celery NARERF :

celery -A app_name worker --without-heartbeat --without-gossip --without-mingle

3t F Celery 5.5 LA LA

1. FHKE Celery 5.5 7 ( XFEERIINRIERE ) KESHRE, EREZFEAM Celery R
BEMA celery --version. BXZEEIINEZER , i5SH the section called “IPELBAZI",

2. FH4E| Celery 5.5 ES/RASE , ¥ task_default_queue_type BLEXR "quorum",

3. R, BEXREREBEMETRITERHHEIA

broker_transport_options = {"confirm_publish": True}
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Amazon MQ for RabbitMQ W& 55 H{ERiE

Mg N ERARERY TEF IRV HEENARFEXREER, TN TREXRKUXEBSREN
5l 0 5% O M 2 SRS

S BHMNRNEHERRE

RINBWHRABHEINERE | B LEERFIHEREE RabbitMQ TRAMKWIER T HA™ERE
WMo BARZAE 4.0.0 # , RabbitMQ Java BEF BEBRIAZIZBIIMEIE.

MREERE /O BHFHHRLENFREE, RNIAERFRIURFEENRRSFEITOH , WA B
EERE

WREFFIHAN RabbitMQ T RZ BRI FBEEAN , oM BRE, RNBUERENARER
KD, UEBTERNEERBERINBEZABNFEB, LTROERT MR RabbitMQ Java &~
Ui R E IR K] 48 P i R

ConnectionFactory factory = new ConnectionFactory();

// enable automatic recovery if using RabbitMQ Java client library prior to version
4.0.0.

factory.setAutomaticRecoveryEnabled(true);

// configure various connection settings

try {
Connection conn = factory.newConnection();
} catch (java.net.ConnectException e) {
Thread.sleep(5000);
// apply retry logic
}

(® Note
MR N AREFER Connection.Close HEXAERE , N2 At X B NEIRE,

SR 2 BERAEERNER

RANE WIS EH S IRIER Amazon MQ for RabbitMQ X #CloudWatch IEFR IR , LUMEIEEZEE
BB EEEENAREFZENRA M RXERE, FHUENTFEP#EEENAEFNBRER
EMREEXREE,
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i& AT RabbitMQ By Amazon MQ M HE X #1545 CloudWatch |, iXLEfEFREMH T XA IEMRE, RIRF
ARNEERNNE, BEEZRNXBEMSENFERARNEEERER, BARECloudWatch
o, AT S ER AR AR R R B S B RE T BREVE

BREUATERER

RabbitMQMemUsed 1 RabbitMQMemLimit

WIEAFERARU AR ZEEEAMHRNFER,
RabbitMQDiskFree #1 RabbitMQDiskFreeLimit

WYL R RGBS W RE S BN R i PR AV R 2 22 1B) (R L

X TEFEE  BEWET SASERER IR T QU E B

(® Note
BRUOMABILESAFEERNESER  FERLENNIESAFER.

RabbitMQ #i%

AT #RER RUMTE Amazon MQ LB EFFEA RabbitMQ, ETHEXFEAZEEIES (W
Node.js. Python, .NET & ) XN EFHENEZEE , 5H (RabbitMQ Getting Started
Guide) H# RabbitMQ Tutorials.

F&

« mEAEEHEDR

+ JF Python Pika & Amazon MQ for RabbitMQ & f# F

« f#3R RabbitMQ 15 BA 51l [E] 25 1Y [F] &

 BOEENBENKE

- B2 FHET IVM NN AEFEZEIRE

« BB 3: (A% ) Connect ] Amazon Lambda B3}

+ 3 Amazon MQ for RabbitMQ £/ OAuth 2.0 IANIE SR

« XEA T RabbitMQ KT T MQ £/ IAM & 3R IF MR
X 3&A T RabbitMQ ¥ Amazon MQ £/ LDAP 5 {35 i F %X
- XEMA T RabbitMQ K S MQ £ HTTP & 4K IF F#&EKX
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- XEHA T RabbitMQ WL 5# MQ £/ SSL if$ &4 K1

« ¥ mTLS AT AMQP MEHixa

- EREEHN IMS HMARF

iR IE B ILI

WO LAURB IS AR LR EIRIN |, HlanEH B AEZ A CloudWatch B & Amazon Web Services & B %
HAE,

4w %E RabbitMQ IR LI

1. &% Amazon MQ 4|4,
2. NEZRLEHERF | ERENKRELHE (HlI0 MyBroker ) , REEFRRE,
3. TE4REMyBroker WHEIMMIEE o | R NRIES|IBRARNKELHIZKE,

4. 7 “CloudWatch B&” #5 , REVIREBEEAUNSAIEAEABE. RELATHNHEMLT R,

® Note

« XF RabbitMQ 242/ , Amazon MQ £ BzIEARFXEKAE (SLR) aHE XA —#x A
&o CloudWatchExEZ{ER , 1§21 the section called “EA RS <BKAR®,

« Amazon MQ F 3% RabbitMQ X E /Y B8 B Hid .

5. 1 Maintenance (%£#) 7+ , BELNKENLEF 11X
EERBERAEEALREE Amazon R |, HkEF ‘BRAEIREREIALR . BHARELF
RERNEE , ZEFPREERAERL. LR (24 Mg ) MK ( BRIAR UTC ) B X,

6. i%#¥ Schedule modifications (it X&),

(® Note

I REN%ER Enable automatic minor version upgrades (B Bl XRBRAFR) , %R
AR Save (R7F) , EANFTHERKE,

Y IR U 3 E RY B ) AL A 2 B R ER
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£ Python Pika & Amazon MQ for RabbitMQ 454 {# F

TR HB AR TLS RE Python Pika , 7#¥¥ TLS B & }7iE#ZE| Amazon MQ for RabbitMQ 1%
2, Pika 2iEMF RabbitMQ K AMQP 0-9-1 L Python 3, FBRIGEFLRE Pika, B0
BB, REXRBEADRENRINRZAMREEE , URIREFEAE EKK B SIHER

£

- REH

» Permissions

B— : Sl2E KK Python Pika & i

R BERMEAREER

=5 SIEEREAEBCER

RO : () RESHERAEREE

o BTRMAL?

\‘\':'_-r
B%

&

3

Nil

TR
BEXUAHEFNIR , EFEREUAT BREFH

« Amazon MQ for RabbitMQ RIB, BEXEZEE , BEZHEGIZE Amazon MQ for RabbitMQ {83,

ZERERATERERSEW Python 3.
« f£/ Python pip &% Pika, E&% Pika , BT AHMMNAKRE O HZTUATHE.

$ python3 -m pip install pika

Permissions

EXRHES , BEEZE L —A Amazon MQ for RabbitMQ XA/ , ZAF EEBEAFIEEEEIEN
A PR o TE%HM\EE’JE{EH‘XI‘E}E R IENFRIER (regexp) Ko

PRE BLE IEN RE K EAENRER BREENREA R

none 0% o @
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FIHEO AP RNEAFRERENRR , MARFERE LRTEBRIRENEEHAHRNR, BAL
B IRMERE AP GRS ERYIH regexp R KH —LREINR, Hla0 |, MNRFEE regexp BRE
%A ~AThello world].* , AP RWEMI hello world FFLBIRA B iEEX A BR

BXt2 RabbitMQ AFMEBAFHRICHMNRBENEZEER |, S H Amazon MQ for RabbitMQ 1%
AP

FE— : BIEEXRH Python Pika & i

BT TIRERGIZE Python Pika R mEE | ZEXRENHMERE , #EE Amazon MQ for
RabbitMQ RERX Bt TLS BEEER SSL £ T3,

1. {AHHNLIREQD , B CIEMBE R , RESFMEZE F.

$ mkdir pika-tutorial
$ cd pika-tutorial

2. BIE—1HEN basicClient.py B3XH , HHPIE LT Python X3,

import ssl
import pika

class BasicPikaClient:

def __init_ (self, rabbitmg_broker_id, rabbitmq_user, rabbitmq_password,
region):

# SSL Context for TLS configuration of Amazon MQ for RabbitMQ
ssl_context = ssl.SSLContext(ssl.PROTOCOL_TLSv1l_2)
ssl_context.set_ciphers('ECDHE+AESGCM: !ECDSA")

url = f"amgps://{rabbitmq_user}:
{rabbitmq_password}@{rabbitmqg_broker_id}.mq.{region}.amazonaws.com:5671"

parameters = pika.URLParameters(url)

parameters.ssl_options = pika.SSLOptions(context=ssl_context)

self.connection = pika.BlockingConnection(parameters)
self.channel = self.connection.channel()

WME , B LK B BasicPikaClient WA ENEREE L HAME,
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S| QBRFEHAREHEE

EORFANRIINAFEAREZESZHEE , BRITUTERE.

1. EHUTRERANANS , FHREAER publisher. py REFERM E—NSROIZHERB =
Sl

from basicClient import BasicPikaClient
class BasicMessageSender(BasicPikaClient):

def declare_queue(self, queue_name):
print(f"Trying to declare queue({queue_name})...")
self.channel.queue_declare(queue=queue_name)

def send_message(self, exchange, routing_key, body):
channel = self.connection.channel()
channel.basic_publish(exchange=exchange,
routing_key=routing_key,
body=body)
print(f"Sent message. Exchange: {exchange}, Routing Key: {routing_key},
Body: {body}")

def close(self):
self.channel.close()
self.connection.close()

if __name__ == "__main__":

# Initialize Basic Message Sender which creates a connection
# and channel for sending messages.
basic_message_sender = BasicMessageSender(

"<broker-id>",

"<username>",

"<password>",

"<region>"

# Declare a queue
basic_message_sender.declare_queue("hello world queue")

# Send a message to the queue.
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basic_message_sender.send_message(exchange="", routing_key="hello world queue",
body=b'Hello World!')

# Close connections.
basic_message_sender.close()

BasicMessageSender £#&H BasicPikaClient #XE T AT EHRY|, MAIILEES
MxAEENEMEE, RBRACEAETAINBZHNBEEL , HEEBBIRMIARIREE.

2. fTEif __name__ == "__main__": T, F&i%4 BasicMessageSender MERIIEANS
BEBRAUTER

 <broker-id> - Amazon MQ N RIEBAEFKHWKE— ID, EALE
S ARN 4T ID, Hlg0 , 4L ARN arn:aws:mq:us-
east-2:123456789012:broker :MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819 ,
REE ID f¥H b-1234a5b6-78cd-901e-2fgh-3145j6k17819,

- <username> - EEERHNRAKEBEEAEENREAFHAF A,
+ <password>- EEEBNEOREENEENRERAFNEB,

« <region>— &8I EE AT RabbitMQ ML T MQ £LLFFTER Amazon Xig, 40 us-
west-2,

3. #A|Z publisher.py WRA—BXFEITUTHET

$ python3 publisher.py

MRARIZITRY , SR ELREAFFRU TR,

Trying to declare queue(hello world queue)...
Sent message. Exchange: , Routing Key: hello world queue, Body: b'Hello World!'

B=F SIBEHBREHEBERER
EHZEMSIPEREZHEENERE | BHITUTERE,
1. EFUTRERFAVAE , HFEENR consumer. py REEARME—HBHFRF,

from basicClient import BasicPikaClient

class BasicMessageReceiver(BasicPikaClient):
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def get_message(self, queue):
method_frame, header_frame, body = self.channel.basic_get(queue)
if method_frame:
print(method_frame, header_frame, body)
self.channel.basic_ack(method_frame.delivery_tag)
return method_frame, header_frame, body
else:
print('No message returned')

def close(self):
self.channel.close()
self.connection.close()

if __name__ == "__main__":
# Create Basic Message Receiver which creates a connection
# and channel for consuming messages.
basic_message_receiver = BasicMessageReceiver(
"<broker-id>",
"<username>",
"<password>",
"<region>"

# Consume the message that was sent.
basic_message_receiver.get_message("hello world queue")

# Close connections.
basic_message_receiver.close()

S#ELt—SHhelBNAMELRL , BasicMessageReceivere#HBasicPikaClient # 3£
THATEKREEZHEEFNAEZNEHAS L,

2. TEif __name__ == "__main__": BAT , fH%i%4 BasicMessageReceiver HiEEH I
SHEBRANENER

3. HELMUMEBFHETUATHT.

$ python3 consumer.py

MRRBEITAY , BRELIRE QP EIHRENXUR BERBAZANIRX,
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<Basic.GetOk(['delivery_tag=1', 'exchange=', 'message_count=0",
'redelivered=False', 'routing_key=hello world queue'])> <BasicProperties> b'Hello

World!"'

ST . (W) REBHEHRHEAER
EFEFASIFHNZEREE , BFEH Pika 9 basic_consume FEMEARE , MTFATR

1. 7E consumer.py F , U T HEENINE| BasicMessageReceiver 3K,

def consume_messages(self, queue):
def callback(ch, method, properties, body):
print(" [x] Received %r" % body)

self.channel.basic_consume(queue=queue, on_message_callback=callback,

auto_ack=True)

print(' [*] Waiting for messages. To exit press CTRL+C')
self.channel.start_consuming()

2. 1 consumer.py FfY if __name__ == "_main_": T, AALEL—NTRFELHN

consume_messages 3%,

if __name__ == "__main__":

# Create Basic Message Receiver which creates a connection and channel for
consuming messages.
basic_message_receiver = BasicMessageReceiver(
"<broker-id>",
"<username>",
"<password>",
"<region>"

# Consume the message that was sent.
# basic_message_receiver.get_message("hello world queue")

# Consume multiple messages in an event loop.
basic_message_receiver.consume_messages("hello world queue")
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# Close connections.
basic_message_receiver.close()

3. BXIE1T consumer.py , fIRE1THII , BAIEERERELIREOH,

[*] Waiting for messages. To exit press CTRL+C
[x] Received b'Hello World!'
[x] Received b'Hello World!'

BETRMAA?

. A% EMZIS RabbitMQ B HENTSES | 55 RabbitMQ Mk RabbitMQ E 55

f# R RabbitMQ EFBA5IE 2 1Y B &

£ Amazon MQ for RabbitMQ & & EF , KA EFMAIREEE=TMETIHTES, XHE
FHANER , I RabbitMQ RERHESTAM (HA) . EHBEPHAIIH MR ENERIEN—
PMEENMEBRAK. NATREIINENRE (BEAKRESR ) BENATENRY , RAEEHEGZ
B #E 1T & Hlo

Flm , BIE—PE=EATREFWESRBAS . ETF L (main ) MIFENESR (mirror-1 M
mirror-2) . MRLEEGAIIFHMEESERRIEZBEFFEES , WAIIFEES, IRENTR
(mirror-1) E—BNBIAZEEBTAA , MZASINAIETH TSRLESHEARS, B2, N TE
B HBAS , 7 mirror-1 FATANAME main KEESMEHEl mirror-1,

BXEGNEZEE , 155 1H RabbitMQ Mif LM Z BE GBS,

£ NI E L

4B B, Amazon MQ 8T — I T REATE 4SS T , UMBRABRIEEREET. Bt , &
BN RIREEREZTE , I TRFEERS, ERIEEF , FEEEHIREAESFMENH

Amazon Elastic Block Store ( Amazon EBS ) EMEHEINFH , IS THIACE, #AEE R TR
SIE R E L,

MRAIIGRIFFEERBEERD , M 2BFAHRIELSHREEEZT. B , MRAALE
FRRBEERIIT RNAFRE , TR RSRAEER , ZERIIES, ETNBILRF
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fRabbitMemUsed#RabbitMgMemLimit XET QUIEERIIANFFEAER CloudWatch, 1EEFE
MIBRE E R BERHEERER D 28, BFTETK.

(@ Note
BORFIESHL BN ATRLSFBESHNEFES.

EMREENBAIIRYS  BRBAHKBHINSRIZE , HPERTRA ha-sync-batch-size KB
MEFBHBAIIELF IR,

=

x
FTREH

: B A ha-sync-batch-size TR #§
EXN NG

|

N
%7‘57&')&

i

-
i
}‘i\éFrl\:

TR

EXHED  BU4MBEEEEE RN Amazon MQ for RabbitMQ XIBAH /A, BAIUUEHE—
HERENCZNEERAF, , WuERACETREZNEMAR, TRER/THEINENRER (E
NRERX ) BXFAENEER B FHREFAR,

PRE BREEN RA Bip B IE N RiA K BAENRER

administrator S & L o &

BXHIZ RabbitMQ AFMEBAFRICMNEBENEZEE |, S K Amazon MQ for RabbitMQ 1L
AF.

4 1: BA ha-sync-batch-size XK

UTEBERERRTMARNMNERTFRE LFeIZMNFAER YN KR, & LEA RabbitMQ Web 24| &
= RabbitMQ EIE APl, BEXxEZELE , 55 RabbitMQ Muh F S BFH 4,

R R ZRA IR B (R R 228
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£/ RabbitMQ Web ###|& R A ha-sync-batch-size KB

1.

2
3.
4

© N o o

&% Amazon MQ Z&IA .
EEMSMERS |, £ Brokers (RE),
MREIIRH , EREMHENAFRENRKENE T,

ERIBIEHA Connections (E3E) #84 , 1% RabbitMQ web console (RabbitMQ Web & &)
URL. RabbitMQ Web 2| & AIEFTHIM MM BEMFHNE QO F T FF,

FRENREEFEERNEZEZIEES RabbitMQ Web #2414,
£ RabbitMQ Web 3 &l & TTE TN EIER Admin (BER).
£ Admin (BB R) THNEGNSREKRP , EF Policies (KE).

£ Policies (3RRB&) TE L , B EFREIEM User policies (A7 K#E) Fl&«k, £ User
policies (AP & &) T , BFF Add / update a policy (R IN/EFHFKEE),

(® Note

ZRIAE R T , Amazon MQ for RabbitMQ &2 A& N ha-all-AWS-OWNED-DO-
NOT-DELETE HW#Ia R E R 0IZEMN ., Amazon MQ BE KR , UHAFENARE LHESIBA
JIFRMEFBRE=/AT R , HAKIBFES,

EHEHAAREER |, 51 Add / update a policy (FRIN/EFEKM) T , MITATIR®E :

a. XfF Name (B%) , BAEHEBEMAEB , Hl0 batch-size-policy,
b. 7 Pattern ({E=X) F , A ENRIAENERN . * | UEREECEAIE LWFTEBAS,
c. XITF Applyto (RIAATF) , N TFhr¥|FA%EE Exchanges and queues (R¥REsFIBA ),

d. XF Priority (EER) , MA—MNKTFRATFTELENNFIE HMRIEHOES, S0 EEMA
HLEREE — AR E LN AT RabbitMQ BAFIFI R #85, RabbitMQ R EE RS ERE
HICE R, BRXRBELRURMAAESERENEZEE |, FS 1 RabbitMQ RS 85 XY
SEVER

e. XITF Definition (EX) , I TRMEXS :

« ha-sync-batch-size= 100, M\ THIIRFIER BWF"
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® Note
B REEERFEIIPRELS EENHREM K/ NRAREFKA ha-sync-batch-
size MY{E.

« ha-mode=all, M\ THIF|FH %R String (FRFH).

/A Important
ha-mode EXRFIEES HA XKML ERN . ZRESXSHERIERK,

« ha-sync-mode=automatic, MTHI%|EKFIEFE String (FRFHR).

® Note
ha-sync-mode EXRAIEEENRKBEAAFEN, MREFBKIZEN , Amazon MQ
2 BFEMNE L.

f.  1%&# Add/ update policy (R IN/EH KEE),
10. ¥81A User policies (I K B&) 5 R+ & R KK,

£/ RabbitMQ & API S ha-sync-batch-size KB

1. &% Amazon MQ E4l&,

2. EEMSEKSF , £ Brokers (RE),

3. MREIRH  REEQHNAHRBEHRENE R,
4

ERETEM Connections (i£3£) 4 , i2 T RabbitMQ web console (RabbitMQ Web &l &)
URL, XREE HTTP BERPFEANRELET o

T B ENFRBRGSTED,

6. EREFHNRERR  BHAUT curl §%. HSEBRERIA / ERLENLEE BT |, ZBA
HRIER %2F,

o
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® Note

AENZLEEEREZEITBRusernameMpassword, EBAIBEEBRIFEAT R TE
LHENBENMAK/NDRFBIKRAE ha-sync-batch-size (100) BB, FRBLIFT R
BRNEZHIETH URL,

curl -i -u username:password -H "content-type:application/json" -XPUT \

-d '{"pattern":".*", "priority":1, "definition":{"ha-sync-batch-size":100, "ha-
mode":"all", "ha-sync-mode":"automatic"}}' \
https://b-589c045f-f81n-4ab®-a89c-co62elc32ef8.mq.us-west-2.amazonaws.com/api/
policies/%2F/batch-size-policy

7. BEWAHREDANIEHRENASRES , FRALT curl 55 HAERERE,

curl -i -u username:password https://b-589c045f-1f81ln-4ab0-a89c-co62elc32ef8.mq.us-
west-2.amazonaws.com/api/policies

]2 EFEIAIIRES
W ha-sync-batch-size FBNATENRER , EFE3BAIIED
£/ RabbitMQ Web % & EF B FIRZ

(@ Note
E4TH RabbitMQ Web %15 , HSRAHES 1 THH LA,

1. 7E RabbitMQ Web ##| & T E N ZPiE#E Queues (BAF),

2. 7E Queues (BA%l) TTE LK All queues (FTEBRASI) T , IREISEFEHIRAG. EXREITH , EBHIBA
HI N5 SRR FTERBE I B 5 (Bl batch-size-policy ) o

3. EFARIHHLEBEXNEMEHRIIRE , FELEUERIIES ., RAEEFHBIHIIIEL,
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® Note
MREFLSEEHARRIITR , BEIRXEA ha-sync-batch-size BEHEFHBIINIIEL,

IFEEA

- BAIIIIEIS fE , BB EE Amazon EFRKEEE RabbitMQ TR EAWKFE,. CloudWatch
RabbitMQMemUsed & AT LAZ & RabbitMQMemLimit AR A ET SR FERE, EXEZS
B8 , EZMiHEL S MQ B CloudWatch E#: & H T RabbitMQ £L @A I Si# MQ A A
CloudWatch %%,

o ABIERAFIRSEE , BIURBRIIREHLEES ., I TEERANWIEAR , BIDEEEFER
BEXHRBEARINEFTESHENERES KD, BXRREZFXRBNRGERERINESER , &
S REAE R,

- YHIZBIEFH Amazon MQ for RabbitMQ B , Amazon MQ £ 57 F — 4B ZR 1A 38 BE 1 #2034 BR 13k
AR EMRE, MREHRIBESERWNERIARBARES , BNEECOE, BXOIERIAKEAN
EILENRFNEZEE | S @https://docs.amazonaws.cn//amazon-ma/latest/developer-guide/
rabbitmqg-defaults.html,

RS

« UpdateBrokerlnput— £ F tb X3 8 3833 Amazon MQ API BB TR LR EL,
- SHHEE ( RabbitMQ BREEEX#Y ) — 7£ RabbitMQ Wik £ T ##H X RabbitMQ SHIEKHKNE S

1% =]
(=R Ye)

+ RabbitMQ B HTTP API - T #285% RabbitMQ B AP| HEZE L,

A ERNBEENHE

BEREEEH Amazon MQ K32 LY RabbitMQ FIELEEF P imNAREFXMA , EBIEA RabbitMQ
Web #ZH| & Fahx M, EEA RabbitMQ Web 12HI1 &5 X FiE#E , THITATRE

1. &% Amazon Web Services BEEZF| & HITTFENELLEH RabbitMQ M ITEHI &
2. 1£ RabbitMQ ##l& L , 4% Connections ( & ) I+,

3. 1£ Connections ( %E# ) WEM All connections ( FTEIERE ) T , BREEEMNFIR P ARIER
B
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4, TEEBEFMEETREL , % Close this connection ( <HMLIERE ) UEF 20 |, RiF%F
Force Close ( 38#IKH ) o & , BALUN Reason ( FR ) WERIAXAE#R N E B S HIEIR,
MIRXAIERER , Amazon MQ £/ RabbitMQ FH & FiRREEIEENRE,

5. EEXEELM OK (HAE ) UHIAFXAESE,

HIERAELER |, BEXANERERBRNEMEE LKA,

® Note

BNEFRNARFITREENEXAERFENEFELENENERE, BEHIFRT , ME
Web 2| & XHEE T T R EEH BB T

NF&EARFENNRE | BB ELHAREE MR (H0 , AMQP EZHNED 5671 ) £EM
AVEARERIGE PR L ER, S2RRER |, A LAE L& [ Amazon MQ BN ZEAFWIKO, X
BERERLENEZER |, 55 Amazon VPC AP EEHR M@ LA RN,

FB 2 FHET JIVM BN AERFERESRE

B2 RabbitMQ REf5 , B HNARFEZIZAE, AT RFERMMER RabbitMQ Java &
FPinFE Rl 25 ENRENERE , IBRIIAREER . S UFEAEHIES XHFN RabbitMQ & iR
FEZE#£E| RabbitMQ X3, XXM RabbitMQ FFREMNEZFEE , F2H RabbitMQ &/ ik fE
MARARTE,

FRFZMH

® Note

BT ERFZ4SROGER T OIZK B LT A5 R AY RabbitMQ R, MREQEECEZESR
NI AHRMERIE |, MBS e,

BH VPC B

EHRENREAILLESN VPC FifE , BA4MFE A enableDnsHostnames #
enableDnsSupport VPC B, BXEZEE , FZ (Amazon VPC A ERE) HRY VPC F /Y
DNS Support,
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https://www.rabbitmq.com/java-client.html
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https://www.rabbitmq.com/devtools.html
https://www.rabbitmq.com/devtools.html
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BRAhIER

1. %3% Amazon MQ %A,

2. MERLAFRS , EFRENLLHHNAF (5120 MyBroker ) .

3. TEiZMyBrokerTHH “HEE” #4o , id TARIEM Web 2H| & URL ML R IEY it ut Fiw O o
4

£ Details ((¥AEE) 2B B Security and network (Z£E5ME) T , MBEHNLLABZHH
e

PR E /R EC2 Dashboard B Security Groups (Z£4) RH.
5. MNZR£ANKRP , EFENREL4A,
6. HEREEZ , %&£ Inbound (AMh) , RFIERF Edit (BHE).
7. 1E Editinbound rules (%3 AMEHN) JEEF , AFELFHRIBN BN URL LT LURINA
W (AT RIS R R RE Web 25 B RITIHERE,
a. ERBRMAN,
b. XF Type &), i%#& Custom TCP (BEX TCP),

c. XIF Source (]) , & Custom (BEN) , REBABHLEREL LR Web BHIANREM IP
st (it 192.0.2.1),

d. EEERREF.

ENREIE MBS AWER,

N Java R#IN

MR IEFEH Apache Maven #1THZIHEE | BN T RBIURINEIZRE pom. xml XHF, BX
Apache Maven FIIE N REE N HNWEZEE , HSHE POM T,

<dependency>
<groupId>com.rabbitmg</groupId>
<artifactId>amgp-client</artifactId>
<version>5.9.0</version>
</dependency>

MRIBIEEMEA Gradle #1TEFWE | B5HUT RN,

dependencies {
compile 'com.rabbitmqg:amgp-client:5.9.0'
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}

& A Connection # Channel 2£

RabbitMQ Java & F i fEMA com.rabbitmqg.client #ERETAEKEHE , Connection H Channel
API 42 515~ AMQP 0-9-1 E#EZMEE, £ABS A Connection M Channel 3, WL RBIFT
o

import com.rabbitmq.client.Connection;
import com.rabbitmg.client.Channel;

8/ ConnectionFactory HiEEZEHWRE

FRAUT ROIBIBEBALESHMN ConnectionFactory 2354, # /A setHost FEE B AT
THREBAET S, T AMQPS &4k |, A% O 5671,

ConnectionFactory factory = new ConnectionFactory();

factory.setUsername(username);
factory.setPassword(password);

//Replace the URL with your information
factory.setHost("b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq.us-west-2.amazonaws.com");
factory.setPort(5671);

// Allows client to establish a connection over TLS
factory.useSslProtocol();

// Create a connection
Connection conn = factory.newConnection();

// Create a channel
Channel channel = conn.createChannel();

[6] SR B8 & A0 H B

O LAEA Channel.basicPublish FEE X MBI AT, LT ROIER AMQP Builder 2£3k#
BEERNAEA plain/text WHEBHEXNR,

byte[] messageBodyBytes = "Hello, world!".getBytes();
channel.basicPublish(exchangeName, routingKey,
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new AMQP.BasicProperties.Builder()
.contentType("text/plain")
.userId("userId")
.build(),
messageBodyBytes);

1T B BA 5 H $ZWUH B
B LB EA Consumer EOTHEASIRZBCER . iTHE , BRNEIEN B31EE,

SCH Consumer SRR A ER M A 73 DefaultConsumer, DefaultConsumer SR ALER
basicConsume AN —ZBoEZELAKEITR , LT ROIFF R

boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "myConsumerTag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException

{
String routingKey = envelope.getRoutingKey();
String contentType = properties.getContentType();
long deliveryTag = envelope.getDeliveryTag();
// (process the message components here ...)
channel.basicAck(deliveryTag, false);
}
1)
@ Note

RRNBAVEE T autoAck = false , FTALIAIALZZE R Consumer BHE | X1
handleDelivery FZEHREXZRNFE , MRBIFTR.
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FRARER

KIAEET T SR ERNEE

Bl E

R

EA\Y

#Y RabbitMQ XIERVIERE | EXMABENESE , MTAR.

channel.close();
conn.close();

(® Note

B X {EH RabbitMQ Java BEFENE ZE R |, H2 1 RabbitMQ Java B i API #8/,

FB 3 ( "k ) Connect #] Amazon Lambda Bk

Amazon Lambda AT LUEZEHFE AR BEM Amazon MQ RIEBHHE ., HENAREZERZ| Lambda
B, ATSARIESHIREES , MBASIFIREBUERH ELS RAER. SBNSHRMS 5t NSRRI F
BEECEE |, HLL JSON MR N ek’ Lambda f1E,

FHENREEEE Lambda B

1. ®UT IAM AR RAFME Lambda RHEHITHE,

* mq: DescribeBroker

ec2:

CreateNetworkInterface

ec2:

DeleteNetworkInterface

ec2:

DescribeNetworkInterfaces

ec2:

DescribeSecurityGroups

ec2:

DescribeSubnets

ec2:

DescribeVpcs

H& : CreateLogGroup

H& : CreateLogStream

H& : PutLogEvents

WBREIRES  GetSecretValue

S 3 ( "iE ) Connect £l Amazon Lambda B#k 237


https://www.rabbitmq.com/api-guide.html
https://docs.amazonaws.cn/lambda/latest/dg/invocation-eventsourcemapping.html
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® Note
MEEEHER IAM R |, BEREBIFTEM Amazon MQ &R X ZhiEREIC .

2. (W) MRECET —NKELFUHRAMHNRE | NATRTTEHEAR —TURELA T
Lambda ZEZ R ERNRE -

« ABNMNREFMEE—N NAT Mx, BXEZEER , i5ZH (Amazon Lambda FF &K A R 15
) PHVPC EEEHN EBRMA RS HE

« £ VPC 43T SIEEH Amazon Virtual Private Cloud ( Amazon VPC ) 1 Lambda 2 & €]
BiERE, B8 Amazon VPC & 4AEEE] Amazon Security Token Service (Amazon STS) #
Secrets Manager LT K. BXEZEE , HZH (Amazon Lambda FF XK A RIEF) MR
Lambda Bt E3Z 0O VPC LT Ko

3. fE£/A Amazon Web Services EE12#IA N Lambda HBEERIBENEHE, BAILUFER

%create-event-source-mapping Amazon Command Line Interface &%,

4. A Lambda RHEE —LERERALEBENENRIEBFEANER. SHRMELZEMN Lambda fAEHE
RFRIBHS|EERE, LLTE Amazon MQ for RabbitMQ BAFI#Y Lambda $1%k R4l

(® Note
FEZRBIFR | test BAIINER , / RRIANELLENHER. BUHER , EHRSE
SHEFIE test::/ To

{
"eventSource": "aws:rmq",
"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",
"rmgqMessagesByQueue": {
"test::/": [
{

"basicProperties": {
"contentType": "text/plain",
"contentEncoding": null,
"headers": {

"headerl": {
"bytes": [
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118,
97,
108,
117,
101,
49

]

I
"header2": {
"bytes": [
118,
97,
108,
117,
101,
50
]
I
"numberInHeader": 10
}
"deliveryMode": 1,
"priority": 34,
"correlationId": null,
"replyTo": null,
"expiration": "60000",
"messageId": null,
"timestamp": "Jan 1, 1970, 12:33:41 AM",
"type": null,
"userId": "AIDACKCEVSQ6C2EXAMPLE",
"appId": null,
"clusterId": null,
"bodySize": 80
},
"redelivered": false,
"data": "eyJ0aWllb3VOIjowLCIkYXRhIjoiQlpybWYwR3c4T3YQYNnFMUXhENEUifQ=="

B Amazon MQ iE#Z] Lambda EZ{EE. Lambda X##H Amazon MQ E4RETMAREH
TRIREHEEIR | ST XA R IEE T Amazon Lambda ¥ Lambda 5 Amazon MQ && A,
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A Amazon MQ for RabbitMQ f#H OAuth 2.0 IAIE &%

AEEN B WA ER Amazon Cognito #E83 OAuth 2.0 REFREF , NEM Amazon MQ for RabbitMQ
REBE OAuth 2.0 TAIE,

(® Note
Amazon Cognito HE (&t ) MHE ( TE ) FTH.

/A Important

RHIEE I Amazon Cognito , {BE B A LAFE R EH At & R IHEF (IdP). EZEE |, ES
% OAuth 2.0 TAUE R4,

AIIAR

- BiiE OAuth 2.0 TAIERY o R Z A

« £/ Amazon CLI fit & 5 Amazon Cognito B OAuth 2.0 iAIE
- BLiES Amazon Cognito #J OAuth 2.0 FI{& S IAIE

Bl & OAuth 2.0 TAIERY %R &4

BT LLUE S 2828 Amazon CDK #E#% Amazon Cognito stack for RabbitMQ OAuth 2 plugin Ri& B Z<
HEFHER Amazon Cognito FiR. MREEFZIIRE Amazon Cognito , E#RTE Amazon MQ for
RabbitMQ X2 EELE OAuth 2.0 Z BI# B AT R4 -

®i& Amazon Cognito B &R %Z 4

- B2 A MIRE Amazon Cognito i R. EATIIRE , BSREFB N WAIE Amazon Cognito
FfEA OAuth 2.0 : THETRER OAuth 2.0 BRECEENEEXE,

s ERAPBHEE—NER rabbitmg WERRSE , AENUTE
Bl : read:all, write:all, configure:all # tag:administrator, XEBEFNE
RabbitMQ X PR < Bk,

BXUIBRFRSR/ES , 55 (Amazon Cognito FF R A RIEF) HEYHN AP ME R IRRS

2% ( Amazon Web Services EEIEH A ) -
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https://www.rabbitmq.com/docs/oauth2-examples
https://github.com/aws-samples/amazon-mq-samples/tree/main/rabbitmq-samples/rabbitmq-oauth2-cognito-sample
https://www.amazonaws.cn/blogs/security/how-to-use-oauth-2-0-in-amazon-cognito-learn-about-the-different-oauth-2-0-grants/
https://www.amazonaws.cn/blogs/security/how-to-use-oauth-2-0-in-amazon-cognito-learn-about-the-different-oauth-2-0-grants/
https://docs.amazonaws.cn/cognito/latest/developerguide/cognito-user-pools-define-resource-servers.html#cognito-user-pools-define-resource-servers-console

Amazon MQ FRARIER
- BIEUTRARFE iR

« AT Machine-to-Machine application XEAFMHNAERFE K. XR—IMEEEF
“‘?ET‘%HE’J*IL%’?%F“‘ fF AT RabbitMQ AMQP &Pk, BXNARFEFRRHNENESE
, FERANARFERIRRENAENARFES o

« FF Single-page application ZEAFMHNARFE K. XR—MHEEFiK , NA
FEAFZF RabbitMQ EEEFIA. EXLNEHMUNARFEF R , J«XH!@H’EJ«XTﬂhﬂPﬁU
E/ Amazon MQ for RabbitMQ R KEN ATHWER URL BEERN. BEZEE , BSHEE
F Amazon Cognito ##| & EBEREE R,

i%E Amazon MQ B %R &4

- AIIEEIZ{TH Docker £% , A TETRIE OAuth 2.0 RBRE KM bash BIZ,
e Amazon CLI fRZA >=2.28.23 , UEEREBCEBEEF U EEEBRNIINA - B MERE,

{#F Amazon CLI Bt &5 Amazon Cognito B OAuth 2.0 TAE

DLTERRBRT WFHFERA Amazon Cognito 18 & MR HERERF (IdP) , A& Amazon MQ for
RabbitMQ X% & OAuth 2.0 TAIE, LL3FESEA Amazon CLI REIZMEE XL EHN RIR.

EUTIRES | FHRST SM/FE (HI configurationlD 1 Revision, <c-fa3390a5-7e01-4559-
ae0c-ebl15b38b22ca> M <2> ) BN EErE,

1. {#H create-configuration Amazon CLI &S 8IZZFEE , T HIFTR.

aws mq create-configuration \
--name "rabbitmg-oauth2-config" \
--engine-type "RABBITMQ" \
--engine-version "3.13"

I AR IR B 3 LT BA T TR 89 e R

{

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e0@1-4559-
ae@c-eb15b38b22ca",

"AuthenticationStrategy": "simple",

"Created": "2025-07-17T16:03:01.759943+00:00",

"Id": "c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca",

"LatestRevision": {

£ A OAuth 2.0 IAIE 5324 241
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"Created": "2025-07-17T16:03:01.759000+00:00",
"Description": "Auto-generated default for rabbitmg-oauth2-config on RabbitMQ

3.13",
"Revision": 1
},
"Name": "rabbitmg-oauth2-config"

2. BIE—1¥EN rabbitmq.conf WEEHLER OAuth 2.0 ERIANEERIN G E , T IR
o

auth_backends.1 = oauth2

# FIXME: Update this value with the token signing key URL of your Amazon Cognito
user pool.

# If you used the Amazon CDK stack to deploy Amazon Cognito, this is one of the
stack outputs.

auth_oauth2.jwks_url = ${RabbitMqOAuth2TestStack.JwksUri}
auth_oauth2.resource_server_id = rabbitmq

# Amazon Cognito does not include an audience field in access tokens
auth_oauth2.verify_aud = false

# Amazon Cognito does not allow * in its custom scopes. Use aliases to translate
between Amazon Cognito and RabbitMQ.
auth_oauth2.scope_prefix = rabbitmq/

auth_oauth2.scope_aliases.l.alias = rabbitmq/read:all
auth_oauth2.scope_aliases.l.scope = rabbitmg/read:*/*
auth_oauth2.scope_aliases.2.alias = rabbitmqg/write:all
auth_oauth2.scope_aliases.2.scope = rabbitmq/write:*/*
auth_oauth2.scope_aliases.3.alias = rabbitmg/configure:all
auth_oauth2.scope_aliases.3.scope = rabbitmg/configure:*/*

# Allow OAuth 2.0 login for RabbitMQ management console
management.oauth_enabled = true
# FIXME: Update this value with the client ID of your public application client
management.oauth_client_id
= ${RabbitMqOAuth2TestStack.ManagementConsoleAppClientId}
# FIXME: Update this value with the base JWKS URI (without /.well-known/jwks.json)
auth_oauth2.issuer = ${RabbitMqOAuth2TestStack.Issuer}
management.oauth_scopes = rabbitmg/tag:administrator

LB & fF ST E 5 B 4% Amazon Cognito FE X #9358 B B 51 B RabbitMQ FASEE .
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3. f#H update-configuration Amazon CLI s S EFEE , WM FHIFT R, ELasSH , FNEEART
EHB® 1 WM UKREIWEE ID. $I30 c-fa3390a5-7e01-4559-aedc-eb15b38b22ca,

aws mq update-configuration \
--configuration-id "<c-fa3390a5-7e01-4559-ae0c-ebl5b38b22ca>" \
--data "$(cat rabbitmq.conf | base64 --wrap=0)"

It 85 IR B SR AELT LA R 4B 9 i 2

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-b600ac8e-8183-4f74-
a713-983e59f30e3d",
"Created": "2025-07-17T16:57:04.520931+00:00",
"Id": "c-b600ac8e-8183-4f74-a713-983e59f30e3d",
"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",
"Revision": 2
b
"Name": "rabbitmg-oauth2-config",
"Warnings": []

4., FEREBEATSELE 2 FEIEMN OAuth 2.0 iERIEBRE, EMITIIRIE , B create-broker
Amazon CLI 5% , M RBIFiR. EGSH , DHREEESTE 1 NSR 2 WK FRENEE
ID FMEiTH. Hla , c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca M 2,

aws mqg create-broker \
--broker-name "rabbitmg-oauth2-broker" \
--engine-type "RABBITMQ" \
--engine-version "3.13" \
--host-instance-type "mqg.m7g.large" \
--deployment-mode "CLUSTER_MULTI_AZ" \
--logs '{"General": truel}' \
--publicly-accessible \
--configuration '{"Id": "<c-fa3390a5-7e01-4559-ae0c-
eb15b38b22ca>","Revision": <2>}' \

It 85 IR B SR AELT LA R 4B B9 i B2
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"BrokerArn": "arn:aws:mq:us-west-2:123456789012:broker:rabbitmg-oauth2-
broker:b-2alb5133-al1@c-49d2-879b-8c176c34cf73",

"BrokerId": "b-2alb5133-al@c-49d2-879b-8c176c34cf73"
}

5. {#H describe-broker Amazon CLI s SR IEREIRASEEM CREATION_IN_PROGRESS #
#29 RUNNING , IR HIFFR. ST H , BEEE - ERPIRBHKRE D, Flm
b-2a1b5133-a10c-49d2-879b-8c176c34cf73,

aws mq describe-broker \
--broker-id "<b-2a31b5133-310c-49d2-879b-8c176c34cf73>"

LB SIREECUFUT REMNIER, L TMAI2E describe-broker i HREIN R HHENEE
A, i S RARERESUARATFRPRENINERE, FRIERT , config_managed iAiE
EHERBAREMEA OAuth 2 INEF 3%,

"AuthenticationStrategy": "config_managed",

ooy

"BrokerState": "RUNNING",

EEA OAuth2 &3 RabbitMQ EE#ZFIE , FERAEBER/MFENBREE URL FINEIHE R4
Amazon Cognito NARRFEFEFixH, EZEE , HSHBAIMRHE Amazon Cognito CDK ##%1&
B SRR 5,

6. fEALT perf-test.sh BMIZARKIE OAuth 2.0 INIES&RN,

EFA I bash B AR 548 Amazon MQ for RabbitMQ RIBREREM . ZBAM Amazon
Cognito RN EHRITIEEERRELH, MREERD , BHEIREBELXAIAETHEE,

R UK R ACCESS_REFUSED 4£i% , AT MAfE IR CloudWatch B EIEL B i% B ¥ 1T i EHERR .
A LATE Amazon MQ #2 &l & R E{RE R CloudWatch B E4H 854,

FAHIAF | SRERHELUTE

« CLIENT_ID # CLIENT_SECRET : &R LATE Amazon Cognito 2%l & K KN AR F & ik T E %
X LE,
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« Cognito 17 : A LA Amazon Cognito # &l A LR B E. EmBEST , EEFEE, EiEn
|, BN ERRRSEFH D KRILE,

« Amazon MQ REBix = : A LAE Amazon MQ ##H AR BIEFAGSETHEMNEZE T REILE,

#! /bin/bash
set -e

# Client information

## FIXME: Update this value with the client ID and secret of your confidential
application client

CLIENT_ID=${RabbitMqOAuth2TestStack.AmgpAppClientId}

CLIENT_SECRET=${RabbitMqOAuth2TestStack.AmgpAppClientSecret}

# FIXME: Update this value with the domain of your Amazon Cognito user pool
RESPONSE=$(curl -X POST ${RabbitMqOAuth2TestStack.TokenEndpoint} \
-H "Content-Type: application/x-www-form-urlencoded" \
-d
"grant_type=client_credentials&client_id=${CLIENT_ID}&client_secret=${CLIENT_SECRET}&scope
configure:all rabbitmg/read:all rabbitmq/tag:administrator rabbitmq/write:all")

# Extract the access_token from the response.

# This token will be passed in the password field when connecting to the broker.
# Note that the username is left blank, the field is ignored by the plugin.
BROKER_PASSWORD=$(echo ${RESPONSE} | jgq -r '.access_token')

# FIXME: Update this value with the endpoint of your broker. For
example, b-89424106-7e0e-4abe-8e98-8de@dada7630.mq.us-east-1.on.aws.
BROKER_DNS=<broker_dns>
CONNECTION_STRING=amqgps://:${BROKER_PASSWORD}@${BROKER_DNS}:5671

# Produce/consume messages using the above connection string
QUEUES_COUNT=1

PRODUCERS_COUNT=1

CONSUMERS_COUNT=1

PRODUCER_RATE=1

docker run -it --rm --ulimit nofile=40960:40960 pivotalrabbitmq/perf-test:latest \
--queue-pattern 'test-queue-%d' --queue-pattern-from 1 --queue-pattern-to
$QUEUES_COUNT \
--producers $PRODUCERS_COUNT --consumers $CONSUMERS_COUNT \

£ A OAuth 2.0 IAIE 5324 245



Amazon MQ FEANGIER

--id "test${QUEUES_COUNT}q${PRODUCERS_COUNT}p${CONSUMERS_COUNT}c
${PRODUCER_RATE}r" \

--uri ${CONNECTION_STRING} \

--flag persistent --rate $PRODUCER_RATE

BLiE 5 Amazon Cognito B9 OAuth 2.0 & S IAE
IR0 EA OAuth 2.0 TNIERRIER , IR TIAES EZ — -

« X OAuth 2.0 : EfEAIt % , EOBRRENBEZREAFBENED, T TERT T WARAEH
OAuth 2.0 TAIER o

« OAuth 2.0 MEEINERRSER : EfALSZE  EAERENBREAFPENFE, B, F
auth_backends.2 = internal FMBIKEREH , MW FREEFIT.

EUTHES , BRANSNVAE (HIW <ConfigurationId> #M <Revision> ) H# 1 EERrE.
1. ERNEARMIANESE , BOEREEE , W THIT.

oauth2
internal

auth_backends.1
auth_backends.2

# FIXME: Update this value with the token signing key URL of your Amazon Cognito
user pool

auth_oauth2.jwks_url = ${RabbitMqOAuth2TestStack.JIwksUri}
auth_oauth2.resource_server_id = rabbitmq

auth_oauth2.verify_aud = false

auth_oauth2.scope_prefix = rabbitmq/
auth_oauth2.scope_aliases.l.alias = rabbitmg/read:all
auth_oauth2.scope_aliases.l.scope = rabbitmq/read:*/*
auth_oauth2.scope_aliases.2.alias = rabbitmg/write:all
auth_oauth2.scope_aliases.2.scope = rabbitmq/write:*/*
auth_oauth2.scope_aliases.3.alias = rabbitmg/configure:all
auth_oauth2.scope_aliases.3.scope = rabbitmg/configure:*/*

N NN P

LB & 5 5B E B B ¥ Amazon Cognito 1 7E X #YSE E B 8T F| RabbitMQ FRASEE
2. BIEEREAFMPINESENRE , MTHFR.

aws mg create-broker \
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--broker-name "rabbitmg-oauth2-broker-with-internal-user" \
--engine-type "RABBITMQ" \

--engine-version "3.13" \

--host-instance-type "mqg.m7g.large" \

--deployment-mode "CLUSTER_MULTI_AZ" \

--logs '{"General": true}' \

--publicly-accessible \

--configuration '{"Id": "<ConfigurationId>",b"Revision": <Revision>}' \
--users '[{"Username":"<myUser>",6 "Password":"<myPasswordl1>"}]"

3. #%H EES Amazon Cognito By OAuth 2.0 IANIE IREFESE 5 M 6 AT | WIFRBRSFIALES
ERERERE K.

X13& A F RabbitMQ WY Sz MQ ER IAM B 538U F1#Z4X

AR 3 #E RIS Amazon MQ for RabbitMQ X3 /3 A Amazon IAM & RIEFTN. A IAM
&, AP EAER Amazon IAM ZiE# 1T S RUE , LA E RabbitMQ B API Hi&@id AMQP #1417
E#E. BX 1AM BRI AT EEA T RabbitMQ £ Amazon MQ BB AN FAEER , S0, the
section called “IAM & 31 1E F %X

TR

« Amazon #88 Amazon MQ for RabbitMQ 24 # Amazon Ik /= Y & 2 & iE 4

- FAXEEEREE (A Amazon CLI BB XHHELZE ) BEMN shell FE
« Amazon E&REHEE CLI

. anyﬁﬁ% T JSON khEEge

NENZLHREMFENIREE

export AWS_DEFAULT_REGION=<region>
export BROKER_ID=<broker-id>
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FRARER

2. BRI IWT T

RIEH Amazon K F /3 A H Y5 Web Bx& B4 RIE :

ISSUER_IDENTIFIER=$(aws iam enable-outbound-web-identity-federation --query

'IssuerIdentifier' --output text)
echo $ISSUER_IDENTIFIER

BHEUAU TR EREKF K — R T ASRREMUthttps: //

<id>.tokens.sts.global.api.aws.

3. BIE IAM KB

BIE R FIREL Web & 13 RERBRAY RAE TAY -

cat > policy.json << 'EOF'

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditoro",

"Effect": "Allow",

"Action": [
"sts:GetWebIdentityToken",
"sts:TagGetWebIdentityToken"

1,

"Resource": "*"

}
]
}
EOF

4. QIREEREK

K RIEH KRB E 540 IR EE R

CALLER_ARN=$(aws sts get-caller-identity --query Arn --output text)

cat > trust-policy.json << EOF

FER 1AM 5 13 30 IE M 324X
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Amazon MQ
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "$CALLER_ARN"
.
"Action": "sts:AssumeRole"
}
]
}
EOF
5 fIEIAM A

I 1AM £ & F M IR RE

aws iam create-role --role-name RabbitMgAdminRole --assume-role-policy-document

file://trust-policy.json

aws iam put-role-policy --role-name RabbitMgAdminRole --policy-name
RabbitMgAdminRolePolicy --policy-document file://policy.json

6. FiE RabbitMQ OAuth2 i&&

£/ OAuth2 51U T E B2 RabbitMQ Ei & X4 :

cat > rabbitmg.conf << EOF
auth_backends.1 = oauth2
auth_backends.2 = internal

auth_oauth2.jwks_url = ${ISSUER_IDENTIFIER}/.well-known/jwks.json
auth_oauth2.resource_server_id = rabbitmq

auth_oauth2.scope_prefix = rabbitmq/

auth_oauth2.additional_scopes_key

sub

auth_oauth2.scope_aliases.l.alias = arn:aws:iam::$(aws sts get-caller-identity --

query Account --output text):role/RabbitMgAdminRole

FER 1AM 5 13 30 IE M 324X
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auth_oauth2.scope_aliases.l.scope = rabbitmqg/tag:administrator rabbitmq/read:*/*
rabbitmq/write:*/* rabbitmqg/configure:*/*
auth_oauth2.https.hostname_verification = wildcard

management.oauth_enabled = true
EOF

7. EHMAEERE

HHEENATENELH !

# Retrieve the configuration ID
CONFIG_ID=$(aws mq describe-broker --broker-id $BROKER_ID --query
'Configurations[@].Id' --output text)

# Create a new configuration revision
REVISION=$(aws mq update-configuration --configuration-id $CONFIG_ID --data "$(cat
rabbitmq.conf | base64 --wrap=0)" --query 'LatestRevision.Revision' --output text)

# Apply the configuration to the broker
aws mq update-broker --broker-id $BROKER_ID --configuration Id=$CONFIG_ID,Revision=
$REVISION

# Reboot the broker to apply changes
aws mq reboot-broker --broker-id $BROKER_ID

ZE5ARERAMESIRUNNINGEBH4E T —5F,
8. FRELJWT K

B1E IAM B FHIRE Web S5 HE

# Assume the RabbitMgAdminRole

ROLE_CREDS=$(aws sts assume-role --role-arn arn:aws:iam::$(aws sts get-caller-

identity --query Account --output text):role/RabbitMgAdminRole --role-session-name
rabbitmqg-session)

# Configure the session with temporary credentials
export AWS_ACCESS_KEY_ID=$(echo "$ROLE_CREDS" | jq -r '.Credentials.AccessKeyId')

£/ 1AM & KU R X 250



Amazon MQ FEANGIER

export AWS_SECRET_ACCESS_KEY=$(echo "$ROLE_CREDS" | jq -r
'.Credentials.SecretAccessKey')
export AWS_SESSION_TOKEN=$(echo "$ROLE_CREDS" | jq -r '.Credentials.SessionToken')

# Obtain the web identity token
TOKEN_RESPONSE=$(aws sts get-web-identity-token \
--audience "rabbitmg" \
--signing-algorithm ES384 \
--duration-seconds 300 \
--tags Key=scope,Value="rabbitmqg/tag:administrator")

# Extract the token
TOKEN=$(echo "$TOKEN_RESPONSE" | jgq -r '.WebIdentityToken')

9. 15[\ RabbitMQ B API

A JWT Sh215 18 RabbitMQ B2 API :

BROKER_URL=<broker-id>.mq.<region>.on.aws

curl -u ":$TOKEN" \
-X GET https://${BROKER_URL}/api/overview \
-H "Content-Type: application/json"

I RIEEIA IAM S HRIETEEER, WEITE JSON BXNELLBHHRESR.
10. fEA JWT SHEY AMQP #1TiE#E

ERAHFEEMEN L TERN JWT SN AMQP % .

BROKER_DNS=<broker-endpoint>
CONNECTION_STRING=amgps://:${TOKEN}@${BROKER_DNS}:5671

docker run -it --rm --ulimit nofile=40960:40960 pivotalrabbitmq/perf-test:latest \
--queue-pattern 'test-queue-%d' --queue-pattern-from 1 --queue-pattern-to 1 \
--producers 1 --consumers 1 \
--uri ${CONNECTION_STRING} \
--flag persistent --rate 1
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R EUWEIACCESS_REFUSEDR IR , NI B] LAfE FHXEE CloudWatch B &EXS Bt & 1% & i 17 S FEHE
B, BT LATE Amazon MQ 24| &8 R HR IS AREM CloudWatch A& B EH A58,

X13& A F RabbitMQ BJ Amazon MQ £/ LDAP & 33 iF f1% X

AHRENAWMAER S Amazon MQ 9 RabbitMQ RIBELE LDAP A RIEFZN. Amazon
Managed Microsoft AD

AKITAR
« BB LDAP B IEF RN R4
« fE£M CLI £ RabbitMQ & & LDAP Amazon

BLE LDAP S0 UE MRy R F M

ZA LB EEEA T RabbitMQ #9 Amazon MQ BJAmazon CDK % RiZ B AKEHAIEN
Amazon &R, Amazon Managed Microsoft AD

It CDK ##& 2 Bo18IEZFMAE L EM Amazon &R Amazon Managed Microsoft AD , ‘@23$& LDAP A
FEfLH, Network Load Balancer, iEHH IAM A, BXHKRCIEN TR RN TEIR  FSREHFE
BiRX 4,

MRERFHRERBFEMAREMN CDOK #ik , HHMAREELEHN Amazon MQ £ RabbitMQ REH &
LDAP 28 , BRGEEERZSHERMZEM,

i%E Amazon MQ K %R
Amazon CLI x2S >=2.28.23 , EEEQIBRERERMAF B FMZBHR A £,
5/ CLI 7£ RabbitMQ ##lE LDAP Amazon

LA Amazon CLI REIBMEEXENRR. EUTIES , FHRN SVLRE (Flw
ConfigurationID 1 Revision f ) H#A MW KFRE, <c-fa3390a5-7e01-4559-ae0c-
ebl5b38b22ca> <2>

1. {#M create-configuration Amazon CLI s S RIBHFEE , AT RBIFT R,

aws mq create-configuration \

/A LDAP & {3301 F13%4X 252


https://github.com/aws-samples/amazon-mq-samples/blob/main/rabbitmq-samples/rabbitmq-ldap-activedirectory-sample/
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--name "rabbitmg-ldap-config" \
--engine-type "RABBITMQ" \
--engine-version "3.13"

I 85 IR E ST BA T R BB R R

{
"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e0@1-4559-ae0c-
eb15b38b22ca",

"AuthenticationStrategy": "simple",

"Created": "2025-07-17T16:03:01.759943+00:00",

"Id": "c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca",

"LatestRevision": {
"Created": "2025-07-17T16:03:01.759000+00:00",

"Description": "Auto-generated default for rabbitmg-ldap-config on RabbitMQ
3.13",

"Revision": 1

},

"Name": "rabbitmg-ldap-config"

2. BIE—NBAWEEXHrabbitmqg.confLAER LDAP ER B MR RIERMBNGE , AT R
BIFFRo FEMRPIFTE SAFE (/58 ${RabbitMglLdapTestStack.*} ) Bt HEHFEMN
Amazon CDK 5t R4 HEAk il H 2 S N E R 2 P Y SEFR1E

auth_backends.1 = ldap

# LDAP authentication settings - For more information,
# see https://www.rabbitmq.com/docs/ldap#basic

# FIXME: Replace the ${RabbitMglLdapTestStack.*} placeholders with actual values
# from your deployed prerequisite CDK stack outputs.

auth_ldap.servers.l = ${RabbitMglLdapTestStack.NlbDnsName}
auth_ldap.dn_lookup_bind.user_dn = ${RabbitMqgLdapTestStack.DnLookupUserDn}
auth_ldap.dn_lookup_base = ${RabbitMglLdapTestStack.DnLookupBase}
auth_ldap.dn_lookup_attribute = ${RabbitMqgLdapTestStack.DnLookupAttribute}
auth_ldap.port = 636

auth_ldap.use_ssl = true
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auth_ldap.ssl_options.verify = verify_peer
auth_ldap.log = network

AWS integration for secure credential retrieval

- see: https://github.com/amazon-mq/rabbitmg-aws

The aws plugin allows RabbitMQ to securely retrieve credentials and certificates
from AWS services.

+*

Replace the ${RabbitMqglLdapTestStack.*} placeholders with actual ARN values

# from your deployed prerequisite CDK stack outputs.
aws.arns.auth_ldap.ssl_options.cacertfile = ${RabbitMgLdapTestStack.CaCertArn}
aws.arns.auth_ldap.dn_lookup_bind.password =
${RabbitMglLdapTestStack.DnLookupUserPasswordArn}

aws.arns.assume_role_arn = ${RabbitMglLdapTestStack.AmazonMgAssumeRoleArn}

# LDAP authorization queries - For more information,
# see: https://www.rabbitmqg.com/docs/ldap#authorisation

# FIXME: Replace the ${RabbitMqglLdapTestStack.*} placeholders with actual group DN

# values from your deployed prerequisite CDK stack outputs

# Uses Active Directory groups created by the prerequisite CDK stack

auth_ldap.queries.tags = '''

[{administrator, {in_group,
"${RabbitMglLdapTestStack.RabbitMgAdministratorsGroupbn}"}},

{management, {in_group,
"${RabbitMglLdapTestStack.RabbitMgMonitoringUsersGroupDn}"}}]

# FIXME: This provides all authenticated users access to all vhosts
# - update to restrict access as required

auth_ldap.queries.vhost_access =
{constant, true}

# FIXME: This provides all authenticated users full access to all
# queues and exchanges - update to restrict access as required

auth_ldap.queries.resource_access =

{for, [ {permission, configure, {constant, true}},
{permission, write,
{for, [{resource, queue, {constant, true}},

{resource, exchange, {constant, true}}]1}},
{permission, read,
{for, [{resource, exchange, {constant, true}},
{resource, queue, {constant, true}}]1}}
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# FIXME: This provides all authenticated users access to all topics
# - update to restrict access as required
auth_ldap.queries.topic_access = ''"'
{for, [{permission, write, {constant, truel}},

{permission, read, {constant, true}}

3. f#H update-configuration Amazon CLI S S EHEE , MU T ROIFIR. ERGH
B, RINEBERSESE 1 NI FKREIWEE ID. a0 c-fa3390a5-7e01-4559-aedc-
eb15b38b22ca.

aws mqg update-configuration \
--configuration-id "<c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>" \
--data "$(cat rabbitmq.conf | base64 --wrap=0)"

It 85 IR B SR BT LA R 45 9 i L

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-b600ac8e-8183-4f74-
a713-983e59f30e3d",
"Created": "2025-07-17T16:57:04.520931+00:00",
"Id": "c-b600ac8e-8183-4f74-a713-983e59f30e3d",
"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",
"Revision": 2
}
"Name": "rabbitmg-ldap-config",
"Warnings": []

/A LDAP & {3301 F13%4X
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4. FHEBEASENSE 2 HeIEMN LDAP BLERIZNRIE, Akt , BFEH create-broker
Amazon CLI 8% , HIA TN RAIFTR. ST H , DRREESESE 1 PR 2 WRNFIREN
Bi& ID FEiT 5., il , c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca M 2,

aws mg create-broker \

--broker-name "rabbitmg-ldap-test-1" \

--engine-type "RABBITMQ" \

--engine-version "3.13" \

--host-instance-type "mg.m7g.large" \

--deployment-mode "CLUSTER_MULTI_AZ" \

--logs '{"General": truel}' \

--publicly-accessible \

--configuration '{"Id": "<c-fa3390a5-7e0@1-4559-ae@c-ebl5b38b22ca>", "Revision":
<2>}"'

It 8 R B SR BT BA T 7R 45 B9 i 2

{

"BrokerArn": "arn:aws:mq:us-west-2:123456789012:broker:rabbitmg-ldap-
broker:b-2alb5133-al0c-49d2-879b-8c176c34cf73",

"BrokerId": "b-2alb5133-al@c-49d2-879b-8c176c34cf73"

}

A BEAGERH

SRR &4 CDK L BI2RY IAM ASRRERHRHBINFF L, rabbitmg-1ldap-
testFRRENAESHER/LLEN , BN IAM B EFTRIEE ARN EFHAE,

5. {#H describe-broker Amazon CLI is S RIEREARSEEMCREATION_IN PROGRESSH:
¥R ARUNNING , BALA TR ROIFA R, EMGSH , BHEBE L —PSERFPIREBHNRE ID, i
b-2a1b5133-al@c-49d2-879b-8c176c34cf73,

aws mqg describe-broker \
--broker-id "<b-2alb5133-al@c-49d2-879b-8c176c34cf73>"

£/ LDAP 533 iE F 24X 256



Amazon MQ FEANGIER

HHSREECTFUT REINEA, ATIENE describe-broker S RENZEHMENEES
R, IR ERABRAURAFRPAREAINERE, £XFERT , config_managed&
RIIERBEREARIEER LDAP HBRIES *,

{

"AuthenticationStrategy": "config_managed",

.7

"BrokerState": "RUNNING",

6. fERKRGM COK H#BIZANEA 7 2 — 1k RabbitMQ 5 R R

# FIXME: Replace ${RabbitMglLdapTestStack.ConsoleUserPasswordArn} with the actual
ARN from your deployed prerequisite CDK stack outputs
CONSOLE_PASSWORD=$(aws secretsmanager get-secret-value \

--secret-id ${RabbitMgLdapTestStack.ConsoleUserPasswordArn} \

--query 'SecretString' --output text)

# FIXME: Replace BrokerConsoleURL with the actual ConsoleURL retrieved by

# calling describe-broker for the broker created above

# Call management API /api/overview (should succeed)

curl -u RabbitMgConsoleUser:$CONSOLE_PASSWORD \
https://${BrokerConsoleURL}/api/overview

# Try to create a user (should fail - console user only has monitoring permissions)
curl -u RabbitMgConsoleUser:$CONSOLE_PASSWORD \

-X PUT https://${BrokerConsoleURL}/api/users/testuser \

-H "Content-Type: application/json" \

-d '{"password":"testpass", "tags":"management"}'

3135& A F RabbitMQ WY Sz MQ EF HTTP 54U ZMN

RN B AEAINE HTTP BRSS888 Amazon MQ for RabbitMQ XIEHLE HTTP & 5 iF f1#2
Mo
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(@ Note
HTTP S RIFFE4 I GER TEA T RabbitMQ R4 4 R ESMRAM T Ti# MQ.

AKITAR
o BE HTTP B4 MR EREH
« {#F CLI 7 RabbitMQ HELE HTTP & %if Amazon

BLE HTTP &G RIERBARH FTRF M

& 7] LUE T %8 3E A T RabbitMQ #9 Amazon MQ BJAmazon CDK 4% kiR B A #FE R AT E /Y
Amazon &R HTTP B9 WiIFERK,

itk CDK #tk & Bz I EPAA L ER Amazon IR , 84 HTTP HORIERSEE. EHN IAM BE,
BRERGENFRNTREIIER , BSRARGE BRI,

MRERFHRERFEMAREMA CDK #ik , HHMAREELEHN Amazon MQ £ RabbitMQ REH &
HTTP B/ RIEZ e , BHEREERDSNEMZEN,

R E Amazon MQ K %R &4
Amazon CLI 7 >=2.28.23 , FEEQIENREBHERNAF B MEZEBER N LN,
£/ CLI £ RabbitMQ HELE HTTP &3 iE Amazon

IR A Amazon CLI REIZMNEELEZN TR, EATIRES , TRRE SUMEERNESKER
=B

1. M create-configuration Amazon CLI s S RIEHEE , M T RAIFT R

aws mq create-configuration \
--name "rabbitmg-http-config" \
--engine-type "RABBITMQ" \
--engine-version "4.2"

I AR IR B 3 LT BA T TR 89 e R
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https://github.com/aws-samples/amazon-mq-samples/blob/main/rabbitmq-samples/rabbitmq-http-sample/
https://github.com/aws-samples/amazon-mq-samples/blob/main/rabbitmq-samples/rabbitmq-http-sample/
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"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e0@1-4559-
ae@c-eb15b38b22ca",
"AuthenticationStrategy": "simple",
"Created": "2025-07-17T16:03:01.759943+00:00",
"Id": "c-fa3390a5-7e0@1-4559-ae@c-eb15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:03:01.759000+00:00",
"Description": "Auto-generated default for rabbitmg-http-config on RabbitMQ
4.2",
"Revision": 1
I
"Name": "rabbitmg-http-config"

2. BIE-NMEANEENHrabbitmg.confBAER HTTP fEN & BRIEMRNITE , BT REIFT
To FHERPHAE SMUHE (FRB${. ..} ) BN EIHEMN Amazon CDK JFoRFAFHE H
HEREM R PHIKERE,

auth_backends.1 = cache
auth_backends.2 = http
auth_cache.cached_backend = http

# HTTP authentication settings
# For more information, see https://github.com/rabbitmg/rabbitmg-auth-backend-http

# FIXME: Replace the ${...} placeholders with actual values
# from your deployed prerequisite CDK stack outputs.
auth_http.http_method = post

auth_http.user_path = ${HttpServerUserPath}
auth_http.vhost_path = ${HttpServerVhostPath}
auth_http.resource_path = ${HttpServerResourcePath}
auth_http.topic_path = ${HttpServerTopicPath}

# TLS/HTTPS configuration
auth_http.ssl_options.verify = verify_peer

auth_http.ssl_options.sni = test.amazonaws.com

# AWS integration for secure credential retrieval
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# For more information, see https://github.com/amazon-mg/rabbitmg-aws

# Replace the ${...} placeholders with actual ARN values
# from your deployed prerequisite CDK stack outputs.
aws.arns.assume_role_arn = ${AmazonMgAssumeRoleArn}
aws.arns.auth_http.ssl_options.cacertfile = ${CaCertArn}

3. f#M update-configuration Amazon CLI (s S EHEE. FHALE 3 PHEE ID.

aws mq update-configuration \
--configuration-id "<c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>" \

--data "$(cat rabbitmq.conf | base64 --wrap=0)"

I 85 IR E ST BA T TR BB B R

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e0@1-4559-
ae@c-eb15b38b22ca",
"Created": "2025-07-17T16:57:04.520931+00:00",
"Id": "c-fa3390a5-7e01-4559-ae@c-ebl15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",
"Revision": 2
1,
"Name": "rabbitmg-http-config",
"Warnings": []

4. FERAHTTP BEE6IZNAE, FANHEIRPNEE ID MEITRS.

aws mqg create-broker \
--broker-name "rabbitmg-http-test-1" \
--engine-type "RABBITMQ" \
--engine-version "4.2" \
--host-instance-type "mqg.m7g.large" \
--deployment-mode "SINGLE_INSTANCE" \
--logs '{"General": truel}' \
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--publicly-accessible \
--configuration '{"Id": "<c-fa3390a5-7e@1-4559-ae@c-ebl5b38b22ca>", "Revision":
<2>}!

I 85 IR E ST BA T R BB R R

"BrokerArn": "arn:aws:mqg:us-west-2:123456789012:broker:rabbitmg-http-
test-1:b-2al1b5133-a10c-49d2-879b-8c176c34cf73",
"BrokerId": "b-2alb5133-al10c-49d2-879b-8c176c34cf73"

5. {£A describe-broker Amazon CLI is SR IEIEHVIRAS 2B MCREATION_IN_PROGRESS#:
#2759, RUNNING

aws mq describe-broker \
--broker-id "<b-2alb5133-al@c-49d2-879b-8cl176c34cf73>"

HHSREELTFUT REINIER, config_managed B RIERERANREMER HTTP 5K
A%,

"AuthenticationStrategy": "config_managed",

7

"BrokerState": "RUNNING",

6. fER KRS COK #EBIZANEA 7 2 — 1k RabbitMQ 5 [RIfX R

# FIXME: Replace ${RabbitMgHttpAuthElbStack.ConsoleUserPasswordArn} with the actual
ARN from your deployed prerequisite CDK stack outputs
CONSOLE_PASSWORD=$(aws secretsmanager get-secret-value \
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--secret-id ${RabbitMgHttpAuthElbStack.ConsoleUserPasswordArn} \
--query 'SecretString' --output text)

# FIXME: Replace BrokerConsoleURL with the actual ConsoleURL retrieved by

# calling describe-broker for the broker created above

# Call management API /api/overview (should succeed)

curl -u RabbitMqgConsoleUser:$CONSOLE_PASSWORD \
https://${BrokerConsoleURL}/api/overview

# Try to create a vhost (should fail - console user only has management
permissions)
curl -u RabbitMgConsoleUser:$CONSOLE_PASSWORD \
-X PUT https://${BrokerConsoleURL}/api/vhosts/test-vhost \
-H "Content-Type: application/json" \
-d "{}'

13&F F RabbitMQ WY Sz MQ fEF SSL if+ 54K ir

R AT B A E A FAE IE B M A VA N EH Amazon MQ for RabbitMQ RIBHE B SSL if+ &%k
uf,

(® Note
SSL i+ & B IEEAHIUER TEA T RabbitMQ IRA 4 RESRAHIL S MQ,

AKITAR
- BLE SSL if$ B RRIEH X REH
« £ CLI £ RabbitMQ HELE SSL if$ & 4K iF Amazon

BB SSL UE+ B3I IE R o R4

SSL iEH & RIEEANE TLS (mTLS) XA X.509 if B E i THHRIE, S LUEEE
Z2F T RabbitMQ mTLS £/ Z# MQ BIAmazon CDK #1% K& B AR FTER Amazon &

N
o

It CDK etk 2 B QI ZFT AL ER Amazon BIR , SFIEBHANY, FFWIERN IAM B8, &
REKRBIBN R RN TRIIR , FSRREBERX .
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https://github.com/aws-samples/amazon-mq-samples/blob/main/rabbitmq-samples/rabbitmq-mtls-sample/
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® Note

EE0E CDK #ttk 2 Hi , FEiR ERABBITMQ_TEST_USER_NAMEMRRZT &2, HWENAERF
WIE PP AAE (CN), HEXNMEZREREIRIFERANAF~AHETE, A0 : export
RABBITMQ_TEST_USER_NAME="myuser"

MRERFHREBRFEMAREH CDK #ik , FHMAREELEMN Amazon MQ £ RabbitMQ R EE &
SSLIEHEHRRKIECH , BHREERSENEMEN,

% & Amazon MQ K %R
Amazon CLI A >=2.28.23 , FEEQNBRNRERERMA - B MZBEH a8,
£/ CLI £ RabbitMQ # L& SSL if+ & 4% iU Amazon

A2 EA Amazon CLI RAIEMEEXENRIR. EATIED , FHKRESULRE (HlW
ConfigurationID 1 Revision f ) ¥R MM KFRE. <c-fa3390a5-7e01-4559-ae0c-
eb15b38b22ca> <2>

1. f#H create-configuration Amazon CLI en R8I EE , ML T REIFT R,

aws mq create-configuration \
--name "rabbitmg-ssl-config" \
--engine-type "RABBITMQ" \
--engine-version "4.2"

It 85 IR B SR ABLT LA TR 4B 9 Wi 2

{

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e01-4559-
ae@c-eb15b38b22ca",

"AuthenticationStrategy": "simple",

"Created": "2025-07-17T16:03:01.759943+00:00",

"Id": "c-fa3390a5-7e@1-4559-ae@c-eb15b38b22ca",

"LatestRevision": {

"Created": "2025-07-17T16:03:01.759000+00:00",
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"Description": "Auto-generated default for rabbitmg-ssl-config on RabbitMQ

4.2",
"Revision": 1
1,
"Name": "rabbitmg-ssl-config"
}

2. flE#&rabbitmqg.confREM SSLEHHFBRIENEENXH , ML T ROIFTR. FERPEAR
BEEUME (FRBS${...}) BN EHEMN Amazon CDK SRFH M H S F M E AL R
HYSERR1E.

auth_mechanisms.l = EXTERNAL
ssl_cert_login_from = common_name

auth_backends.1 = internal

# Reject if no client cert
ssl_options.verify = verify_peer
ssl_options.fail_if_no_peer_cert = true

# AWS integration for secure credential retrieval
# For more information, see https://github.com/amazon-mqg/rabbitmg-aws

# FIXME: Replace the ${...} placeholders with actual ARN values
# from your deployed prerequisite CDK stack outputs.
aws.arns.assume_role_arn = ${AmazonMgAssumeRoleArn}
aws.arns.ssl_options.cacertfile = ${CaCertArn}

3. f#M update-configuration Amazon CLI S S EHEE , MU T RHIFIR. ERGH
FRNEEASRESR 1 NI REINEE ID, Hli0 c-fa3390a5-7e01-4559-aedc-
eb15b38b22ca,

aws mqg update-configuration \
--configuration-id "<c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>" \
--data "$(cat rabbitmq.conf | base64 --wrap=0)"

I8 IR B ST LA R 45 B9 i B2
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"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e0@1-4559-
ae@c-eb15b38b22ca",
"Created": "2025-07-17T16:57:04.520931+00:00",
"Id": "c-fa3390a5-7e0@1-4559-ae@c-eb15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",
"Revision": 2
},
"Name": "rabbitmg-ssl-config",
"Warnings": []

4. FREBEASENSE 2 P2 SSLITRERRIIRECIERE, Atk , BEH create-
broker Amazon CLI @85 , MA T ROIFFR. BB SF , 2RREECESE 1 MSH 2 WIE
FIREMEE ID MEITS, Hlin , c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca M 2,

aws mqg create-broker \

--broker-name "rabbitmg-ssl-test-1" \

--engine-type "RABBITMQ" \

--engine-version "4.2" \

--host-instance-type "mqg.m7g.large" \

--deployment-mode "SINGLE_INSTANCE" \

--logs '{"General": truel}' \

--publicly-accessible \

--configuration '{"Id": "<c-fa3390a5-7e@1-4559-ae@c-ebl5b38b22ca>", "Revision":
<2>}' \

--users '[{"Username":"testuser", "Password":"testpassword"}]"

I 85 IR B SR AELT LA TR 4B B9 i B2

"BrokerArn": "arn:aws:mq:us-west-2:123456789012:broker:rabbitmg-ssl-
test-1:b-2al1b5133-a10c-49d2-879b-8c176c34cf73",
"BrokerId": "b-2alb5133-al@c-49d2-879b-8c176c34cf73"
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5. {£A describe-broker Amazon CLI s SR IEIEHVIRS 2B MCREATION_IN_PROGRESS#:
¥2ARUNNING , BIA T RABIFT R, FELTTSH , BREHEE L —SPHNERPREBPEZRLA 1D, Hl0
b-2a1b5133-a10c-49d2-879b-8c176c34cf73,

aws mq describe-broker \
--broker-id "<b-2alb5133-al@c-49d2-879b-8c176c34cf73>"

W RIRERMUFUT RANTEEN, LUTHEENZ describe-broker i RREINEEBHHENAEE
A, WS RRERAUARATFRIPRENINERE, £XMERT , config_managed&
BRI R RAREFER SSLIEH FHRIES .

"AuthenticationStrategy": "config_managed",

ooy

"BrokerState": "RUNNING",

6. AL Tssl.shBIARIE SSL if$ 5 HRil,

fE Atk bash BIAi® 5889 Amazon MQ for RabbitMQ RIBREREM, WA ERENEF i
EPHTHEHRIE , HRINEERERS LR, NREERY , BEEINENKREBEX A MERHE
=

/N0

R B BIACCESS_REFUSED4RIR , M ] LAE X EERY CloudWatch HEX B E 1% E# 1T FEHE
BRo &M LATE Amazon MQ #2#1A& F R BB ER CloudWatch B BRH85$%,

LA | EFERHUATE :

« USERNAME : M EFIERHIERS (CN),
« CLIENT_KEYSTORE : M &E FimZAEXHRIRE (PKCS12 B ) . IREFERA T SHEW
CDK 4% , MBRIABREN$(pwd)/certs/client-keystore.pl2,
« KEYSTORE_PASSWORD: &M & FPin BEAEMNZE, MREMER T HEW CDK Hik , MEIAE
B A changeit,
fi5 3 SSL iE$ & 173 E 266
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« BROKER_DNS : & LAfE Amazon MQ #Z#I AR EIFERNEMN 55 THRIILE.

#! /bin/bash
set -e

# Client information

## FIXME: Update this value with the client ID and secret of your confidential
application client

USERNAME=<client_cert_common_name>

CLIENT_KEYSTORE=$(pwd)/certs/client-keystore.pl2

KEYSTORE_PASSWORD=changeit

BROKER_DNS=<broker_dns>
CONNECTION_STRING=amqps://${BROKER_DNS}:5671

# Produce/consume messages using the above connection string
QUEUES_COUNT=1

PRODUCERS_COUNT=1

CONSUMERS_COUNT=1

PRODUCER_RATE=1

finch run --rm --ulimit nofile=40960:40960 \

-v ${CLIENT_KEYSTORE}:/certs/client-keystore.pl2:ro \

-e JAVA_TOOL_OPTIONS="-Djavax.net.ssl.keyStore=/certs/client-
keystore.pl2 -Djavax.net.ssl.keyStorePassword=${KEYSTORE_PASSWORD} -
Djavax.net.ssl.keyStoreType=PKCS12" \

pivotalrabbitmq/perf-test:latest \

--queue-pattern 'test-queue-cert-%d' --queue-pattern-from 1 --queue-pattern-to

$QUEUES_COUNT \

--producers $PRODUCERS_COUNT --consumers $CONSUMERS_COUNT \

--id "cert-test${QUEUES_COUNT}q${PRODUCERS_COUNT}p${CONSUMERS_COUNT}c
${PRODUCER_RATE}r" \

--uri ${CONNECTION_STRING} \

--sasl-external \

--use-default-ssl-context \

--flag persistent --rate $PRODUCER_RATE
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¥ mTLS AF AMQP ME R xR

AYENBNAERALEERMEYEN AMQP & FIHEZM RabbitMQ EEEOBEN[E TLS
(mTLS)o

(® Note
HAEEAT RabbitMQ irA 4 & ESRAE Amazon MQ = REE ARG IE B M AV

ATTAHAE
o BB mTLS M RE M
« fE£M CLI £ RabbitMQ A EE mTLS Amazon

BLE mTLS B ERFM

BT LUE T 2 5E T RabbitMQ 9 Amazon MQ BJAmazon CDK #4% k% B AR R ArE M
Amazon &R,

It CDK #tk & Bz QI EFAA A ER Amazon BIR , BFIEBMANN, FFIRIELN IAM A6, B
REKRBBN RN TRIIR , FSRREBABRX .

MRERFHREFTRMARMEM COK itk , FRAREEMN Amazon MQ £ RabbitMQ 2L EE &
mTLs 28l , FIRREEEFHNEMIEN,

& & Amazon MQ B &R &4
Amazon CLI x4 >=2.28.23 , EEEREBRREREFRMEAF BFMZBR A £,
£/ CLI £ RabbitMQ A #LE mTLS Amazon

LA Amazon CLI REIBMEEXENRIR. EUTIES , FHRNSVLRE (Flw
ConfigurationID 1 Revision f ) H# A SN KFRE, <c-fa3390a5-7e01-4559-ae0c-
ebl5b38b22ca> <2>

1. {#M create-configuration Amazon CLI s S RIBHFEE , AT RBIFT R,

aws mq create-configuration \
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--name "rabbitmg-mtls-config" \
--engine-type "RABBITMQ" \
--engine-version "4.2"

I 85 IR E ST BA T R BB R R

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e@1-4559-
ae@c-ebl15b38b22ca",
"AuthenticationStrategy": "simple",
"Created": "2025-07-17T16:03:01.759943+00:00",
"Id": "c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:03:01.759000+00:00",
"Description": "Auto-generated default for rabbitmg-mtls-config on RabbitMQ
4.2",
"Revision": 1
},

"Name": "rabbitmg-mtls-config"

2. AR NBNWEEXHrabbitmg.conf , TR AMQP MEEHKIEE mTLS , AT R4l
iR NERPHMESVNEE (FHE${...T) BN EIEBH Amazon CDK FRF ML
2R S E T R P AV SRR B

auth_backends.1l = internal

# TLS configuration

ssl_options.verify = verify_peer
ssl_options.fail_if_no_peer_cert = true
management.ssl.verify = verify_peer

# AWS integration for secure credential retrieval
# For more information, see https://github.com/amazon-mq/rabbitmg-aws

# FIXME: Replace the ${...} placeholders with actual ARN values
# from your deployed prerequisite CDK stack outputs.
aws.arns.assume_role_arn = ${AmazonMgAssumeRoleArn}
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aws.arns.ssl_options.cacertfile = ${CaCertArn}
aws.arns.management.ssl.cacertfile = ${CaCertArn}

3. M update-configuration Amazon CLI S EFHEE , MU T ROIFFR. ELHS
B RINEEASRESE 1 WO KEINEE ID, Hli0 c-fa3390a5-7e01-4559-ae0dc-
eb15b38b22ca.

aws mqg update-configuration \
--configuration-id "<c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>" \

--data "$(cat rabbitmq.conf | base64 --wrap=0)"

It 85 IR B SR AELT LA TR 45 9 i 2

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e01-4559-
ae@c-eb15b38b22ca",
"Created": "2025-07-17T16:57:04.520931+00:00",
"Id": "c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",
"Revision": 2
}
"Name": "rabbitmg-mtls-config",
"Warnings": []

4., FREEASENIER 2 REIEN mTLS BLECIELLRE, Ntk , EFEA create-broker

Ch

Amazon CLI 8% , MMA T ROIFFR. EGSH , DRlREESESE 1 MLTHE 2 WK FIREN
& ID FMEiTH., il , c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca M 2,

aws mqg create-broker \
--broker-name "rabbitmg-mtls-test-1" \
--engine-type "RABBITMQ" \
--engine-version "4.2" \
--host-instance-type "mg.m7g.large" \
--deployment-mode "SINGLE_INSTANCE" \
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--logs '{"General": truel}' \

--publicly-accessible \

--configuration '{"Id": "<c-fa3390a5-7e0@1-4559-ae@c-ebl5b38b22ca>", "Revision":
<2>}' \

--users '[{"Username":"testuser", "Password":"testpassword"}]'

I 85 IR E S AN T BA T TR BB R R

"BrokerArn": "arn:aws:mq:us-west-2:123456789012:broker:rabbitmg-mtls-
test-1:b-2a1b5133-a10c-49d2-879b-8cl176c34cf73",
"BrokerId": "b-2alb5133-al@c-49d2-879b-8c176c34cf73"

5. {£MA describe-broker Amazon CLI fs SR IEIEHVIRAS 2B MCREATION_IN_PROGRESS#:
¥ HRUNNING , tNEA R ROIFT R, EltaTsH , BUEBEL-—THNERPIRENKLL A 1D, Flm
b-2al1b5133-a10c-49d2-879b-8c176c34cf73,

aws mq describe-broker \
--broker-id "<b-2alb5133-al@c-49d2-879b-8cl176c34cf73>"

HHRSREELUTFAT RAN M, A TREE describe-broker i FIREINZEHMENEES
MR,

"AuthenticationStrategy": "simple",

4

"BrokerState": "RUNNING",

6. AL Tmtls.shIZARRIE mTLS B4KIiE,
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fE Atk bash BIAi® 5889 Amazon MQ for RabbitMQ RIEBREREM, A ERENEF i
EPHTEHRIIHARIIEEREERS LA, MEREERY , BNEIEHNREBELXMNERES,

R B BIACCESS_REFUSED4RIR , M ] LAE X EEAY CloudWatch HEX B B 1% E# 1T FEHE
BRo & LATE Amazon MQ #2#1 & F R BB ER CloudWatch B EHH 853,

LA T | BFEERMUTE

« USERNAMEFIPASSWORD : & R EAIZEMN RabbitMQ A FiE$,

« CLIENT_KEYSTORE : M EFinBHAEXHER (PKCS1218X ) . IREFEA T HSEHN
CDK 4% , MBRIABREN$(pwd)/certs/client-keystore.pl2,

« KEYSTORE_PASSWORD: M EFIHZAENZB, MREFERTH4EH CDK Htk , NERIAER
B A changeit,

« BROKER_DNS : & LAfE Amazon MQ #Z#I AR EIFENHEMN £ THRIILE,

#! /bin/bash
set -e

# Client information

## FIXME: Update this value with the client ID and secret of your confidential
application client

USERNAME=<testuser>

PASSWORD=<testpassword>

CLIENT_KEYSTORE=$(pwd)/certs/client-keystore.pl2

KEYSTORE_PASSWORD=changeit

BROKER_DNS=<broker_dns>
CONNECTION_STRING=amqps://${USERNAME} : ${PASSWORD}@${BROKER_DNS}:5671

# Produce/consume messages using the above connection string
QUEUES_COUNT=1

PRODUCERS_COUNT=1

CONSUMERS_COUNT=1

PRODUCER_RATE=1

finch run --rm --ulimit nofile=40960:40960 \

-v ${CLIENT_KEYSTORE}:/certs/client-keystore.pl2:ro \

-e JAVA_TOOL_OPTIONS="-Djavax.net.ssl.keyStore=/certs/client-
keystore.pl2 -Djavax.net.ssl.keyStorePassword=${KEYSTORE_PASSWORD} -
Djavax.net.ssl.keyStoreType=PKCS12" \
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pivotalrabbitmq/perf-test:latest \

--queue-pattern 'test-queue-cert-%d' --queue-pattern-from 1 --queue-pattern-to
$QUEUES_COUNT \

--producers $PRODUCERS_COUNT --consumers $CONSUMERS_COUNT \

--id "cert-test${QUEUES_COUNT}q${PRODUCERS_COUNT}p${CONSUMERS_COUNT}c
${PRODUCER_RATE}r" \

--uri ${CONNECTION_STRING} \
--use-default-ssl-context \
--flag persistent --rate $PRODUCER_RATE

EEZN IMS RARRF

AHREMER TWMAFEA RabbitMQ JMS B F i JMS B AR FiEEE| Amazon MQ for RabbitMQ
RIE, SFZIOMEIRATREE SN IZERMNATEKRE RabbitMQ AFIKVEENERE.

EFFIR 2B , iHRAERA RabbitMQ JMS kBT 11 EIYREY Maven TLE H :

X¥F IMS 1.1 # 2.0 :

<dependencies>

<dependency>
<groupId>com.rabbitmq.jms</groupId>
<artifactId>rabbitmqg-jms</artifactId>
<version>2.12.0</version>
</dependency>

</dependencies>

F IJMS 3.1 :

<dependencies>

<dependency>
<groupId>com.rabbitmq.jms</groupId>
<artifactId>rabbitmqg-jms</artifactId>
<version>3.5.0</version>
</dependency>

</dependencies>
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BIEFIEA

LTRBROERT MAEER JMS EA RabbitMQ BAF

import jakarta.jms.*;
import com.rabbitmq.jms.admin.*;

// Setting the connection factory

RMQConnectionFactory factory = new RMQConnectionFactory();
factory.setHost(envProps.getProperty("RABBITMQ_HOST", "localhost"));
factory.setPort(Integer.parseInt(envProps.getProperty("RABBITMQ_PORT", "5672")));
factory.setUsername(envProps.getProperty("RABBITMQ_USERNAME", "guest"));
factory.setPassword(envProps.getProperty("RABBITMQ_PASSWORD", '"guest"));
factory.setVirtualHost(envProps.getProperty("RABBITMQ_VIRTUAL_HOST", "/"));
factory.useSslProtocol();

connection = factory.createConnection();
connection.start();

String queueName = "test-queue-jms";
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);

RMQDestination destination = new RMQDestination(queueName, true, false);

// Send the message to the queue
MessageProducer producer = session.createProducer(destination);
producer.setDeliveryMode(DeliveryMode.PERSISTENT);

String msg_content = "Hello World!!";
TextMessage textMessage = session.createTextMessage(msg_content);
producer.send(textMessage);

System.out.printf("Published to AMQP queue '%s': %s'", queueName, msg_content);

BEERE
UTRBROIERT MAERA JIMS M RabbitMQ BAFIFiEE :

import jakarta.jms.*;
import com.rabbitmq.jms.admin.*;

// Setting the connection factory
RMQConnectionFactory factory = new RMQConnectionFactory();
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factory.setHost(envProps.getProperty("RABBITMQ_HOST", "localhost"));
factory.setPort(Integer.parseInt(envProps.getProperty("RABBITMQ_PORT", "5672")));
factory.setUsername(envProps.getProperty("RABBITMQ_USERNAME", '"guest"));
factory.setPassword(envProps.getProperty("RABBITMQ_PASSWORD", "guest"));
factory.setVirtualHost(envProps.getProperty("RABBITMQ_VIRTUAL_HOST", "/"));
factory.useSslProtocol();

// Establish the connection and session
jakarta.jms.Connection connection = factory.createConnection();

String queueName = "test-queue-jms";
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);

RMQDestination destination = new RMQDestination();
destination.setDestinationName(queueName);
destination.setAmgp(true);
destination.setAmgpQueueName(queueName);

// Initialize consumer
MessageConsumer consumer = session.createConsumer(destination);
consumer.setMessagelistener(message -> {
try {
if (message instanceof TextMessage) {
TextMessage textMessage = (TextMessage) message;
System.out.printf("Message: %s%n", textMessage.getText());
} else if (message instanceof BytesMessage) {
BytesMessage bytesMessage = (BytesMessage) message;
byte[] bytes = new byte[(int) bytesMessage.getBodyLength()];
bytesMessage.readBytes(bytes);
String content = new String(bytes);
System.out.printf("Message: %s%n", content);
} else {
System.out.printf("Message: [%s]%n", message.getClass().getSimpleName());
}
} catch (JMSException e) {
System.err.printf("Error processing message: %s%n', e.getMessage());

1)

connection.start();
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Amazon MQ Ry Z £

=RZ%® Amazon REF2E., fEN Amazon BF , BAIUZRTEANFREASHLLHBBALNE
SRMAZRNEFEHR ORI MELEN,

ZERNAHEHAE Amazon WEFE, SELEEXNFEER NN ZEHNcHNEZ M -

« =EZE — Amazon TR E Amazon =HIZ1T Amazon IRFHEMZEN, Amazon ik 2 H
AZEFERANERS. EAN—FHD , FE=ZFFIHIEHMNZMNBIERNLZENER M. ETHER
F Amazon MQ BIEMITR , FSRIZRENITRIREIR 2 8EE N Amazon RS

« TIREE-BHTEBREERD Amazon [RSRE. BEFENHMEARNT , SHEEN BRI
. BRANERANERREREN,

ZIXAEFEBIE T R AIE A Amazon MQ BT AT EHRBERER, LT EB A {AEE Amazon MQ
DUSENEN RSN EREB IR, BENFI WMERHEM Amazon RS KA By &M 2 MR EH
Amazon MQ &R

F&

« Amazon MQ HFH BIERY

« S&AT Amazon MQ B Identity and Access Management

« Amazon MQ K &M MR IE

« Amazon MQ H IR E &8

« Amazon MQ FHVEALIREL &M%

- Amazon MQ WL £ HEXE

Amazon MQ A IR FEDF

TE Amazon #1EEXEA T Amazon MQ FHBIERYF . MAERFTIR Amazon , ARRFEITAT
BEARKN2IKEM L Amazon Web Services =, BATEF XN EEELLERET LR BAIIRE,
xR ERA Y Amazon Web Services fRS WEZ2MEMEETS. BXBERLNEZER ,
BSRFEBXEEZRR.

HFHBERPEN , RNBIUERH Amazon Web Services i EE H A Amazon IAM Identity
Center 5 Amazon Identity and Access Management (IAM) i8 BN A B, X% , MNP RRERE
TEHIERRMENNIR, EEWEES AT AR HIE
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https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/legal/

Amazon MQ FRARIER
- NBNKFERAZSESHBRIE (MFA) .
« AT SSL/TLS &5 Amazon BRBE. HINERFER TLS 1.2, BiIUEA TLS 1.3,

- EARE API M1 FES B E Amazon CloudTrail, HxfEA CloudTrail IR ER#EIR Amazon SEFIHY
£8 , 52 (Amazon CloudTrail BF 18 RHEAR CloudTrail %o

« £/ Amazon M#FHERF RUKREPWAERIAZ £EH Amazon Web Services R

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI Z#1E Amazon S3 HEV U
BHE,

o MREE Amazon BE G TITRESN APl #H1TIHRINFEELT FIPS 140-3 BiFRMZER | EFEA

FIPS in . BXATAM FIPS inRMEZER |, B (ZERFEELLERA (FIPS) 5 140-3
W) https://www.amazonaws.cn/compliance/fips/o

BB BN EEERBBER (MEBEFNE R4t ) MANRESHEBEERANEFTER
(MEBERFER) ., XTELFEREFE. API HEHEFF & T EST Amazon Web Services fRS £ A
Amazon MQ HEME 4T X T EE Amazon CLIFIER. Amazon EATFEMPHRIH B HER XK
FEAMANTAHRERTESATIHRIZCH AL, WRERAPRSEFEME URL , BB IER
EERU P B EEIEEERRBIEN ZRSH[NER

¥F Amazon MQ for ActiveMQ # Amazon MQ for RabbitMQ 32 , @S RE Web 258
Amazon MQ API Sl & RE , BAERAEAMNASHER (PI) I EMNBSBBERENREZN
FAFE. KEEMMAF B AEEM Amazon Bk ( @B CloudWatch & ) 1Rl REAFEF
EERATAERBBEIE.

/A Important
TLS 1.3 &M F RabbitMQ K E,

hnz

Amazon MQ FREMH AP BIER1TESNE, Amazon MQ 85 INEEN £ A FM7E Amazon Key
Management Service ( KMS ) FEIMMZZARNHENE |, RMETEBN LTSN, HIRS AT AR BIR
DPERFPHRBBENSROBREAENERYE, BIBRSNE , B UMEFESNZSAEREMNER
NEZEBRBENARERF.

Amazon MQ REZ RN REZEEEAECHERZREME (TLS ) ERATREHREAMNE,
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://www.amazonaws.cn/compliance/fips/
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Amazon MQ ERAHEEBENZ 2 ERNNEZZAXNBSNERPROEEHRITNE. BXEZEER | B2
J.Amazon Encryption SDK FF & A R &/,

YIRS

Amazon MQ 5 Amazon Key Management Service (KMS) &5 , IR EBHH RS 85K INZR. Amazon
MQ L IR BB S EIE,

LHRA ActiveMQ KT T MQ =5 RabbitMQ R IE 62T 7 MQ Bt |, fRATAIE ERF L
Amazon MQ A3k Amazon KMS key MZEEEESHIE. MREKRIEE KMS 41 , Amazon MQ &1 41
EBHCH Amazon KMS ZAHNRKREFER1ZFH. Amazon MQ B BIZIEXN# KMS #4H. BX KMS
RANEZER |, 1B5ZH Amazon KMS keys,

SIRRIER |, SR LIEREFR L TR —REE Amazon MQ AT IIEZZEHRNAR,

2

« Amazon MQ owned KMS key (default) [Amazon MQ #iE# KMS Z4A(RERE)] - Z4AA
Amazon MQ HIEMERE , BEAREEWKF, H,

« Amazon & KMS %48 — Amazon £& KMS %4A (aws/mq) &K ) KMS %48 |, B
Amazon MQ RERZ0IZE, EEMER,

- ERINENEFREER KMS Z - EFREERX CMK BHE1E Amazon Key Management Service
(KMS) e ZFEE,

/A Important

« BUBBRRHWRIET EBUE. BIBRACELUBHE L RINR,

- X F A Amazon Elastic File System (EFS) 17f& H 2 IEH Amazon MQ for ActiveMQ X
B EXELERER  BEEREKS B KMS B4R AT EFEE /LN,

- XFEH EBS 7% HEBIER Amazon MQ for RabbitMQ 1 Amazon MQ for ActiveMQ
RIE K MREEZRH, iTRIMERSIFOEIE F Amazon EBS &M K R EH KMS Z4ARIR
BR , Amazon MQ 24 EHNRE | ATEEE RN BRIRE.

- NMREEFERAZATRER RO ZS |, WA SAEHHE R A REUE B AMBRH 44 80K
H,

« EXDLERES  FRABHIBMERNATEERLN N,

o« NFMBEHHEHERR CloudWatch BE |, BT EEE Amazon MQ EAKINZZR4A .
CloudWatch BEFERMBRRPEBSEHE , BEARMEZEMN ., BIABERT , CloudWatch B
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SRESEERSSEBHRMNE, EXxUNAMZEEENEZELR |, 35 Amazon CloudWatch
HERFE™E.

£ A& T RabbitMQ #J KMS Z4A 6|22 £ 2 HICIERFT |, 258 2 Amazon CloudTrailFi2sxk T %
N CreateGrant B#. £—1EH R Amazon MQ H KMS Z4ARIE TN, E=/E4 L EBS ¢8|
EH EBS /4,

CreateGrant Amazon CloudTrail BE%H : 324K HE

mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",

"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"userName": "AmazonMgConsole"

I,
"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

}

},

"invokedBy": "mqg.amazonaws.com"
},
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
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"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",
"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d41lc4be2",
"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"CreateGrant",
"Decrypt",
"GenerateDataKeyWithoutPlaintext",
"ReEncryptFrom",
"ReEncryptTo",
"DescribeKey"

.
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

EBS grant creation

EREE 102 EBS R EH.
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{

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

"invokedBy": "mqg.amazonaws.com"
.
"eventTime": "2023-02-23T19:09:40Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "mq.amazonaws.com",

"userAgent": "ExampleDesktop/1.@0 (V1; 0S)",
"requestParameters": {

"granteePrincipal": '"mq.amazonaws.com",

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"constraints": {
"encryptionContextSubset": {
"aws:ebs:id": "vol-0b670f00f7d5417c0"

}
},
"operations": [
"Decrypt"
1,
"retiringPrincipal": "ec2.us-east-1.amazonaws.com"
I
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcddbce@ddc000f0000000cObcPa®d@PaaafSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
I

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",
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"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventCategory": "Management"

FEAEAT RabbitMQ K KMS ZiABIZE & 28t , £ E 2 Amazon CloudTrailRic& 7T Z A
CreateGrant B, BIWANEMHEHE N Amazon MQ B E BN, ETRN=/F4E EBS tIZHH
EBS A

CreateGrant Amazon CloudTrail B&% B : £E8IE8

mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"userName": "AmazonMgConsole"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

}
.
"invokedBy": "mqg.amazonaws.com"
.
"eventTime": "2018-06-28T22:23:467",
"eventSource": "amazonmq.amazonaws.com",
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"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",
"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d41lc4be2",
"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"CreateGrant",
"Encrypt",
"Decrypt",
"ReEncryptFrom",
"ReEncryptTo",
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"DescribeKey"

.
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcddbce@ddc000f0000000cObcPa®@d@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management",
"sessionCredentialFromConsole": "true"
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
" "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"userName": "AmazonMqConsole"

arn  :

1,

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

b

"invokedBy": "mqg.amazonaws.com"
b
"eventTime": "2018-06-28T22:23:467",
"eventSource": "amazonmqg.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"granteePrincipal": "mqg.amazonaws.com",

"retiringPrincipal": "mqg.amazonaws.com",

"operations": [

"DescribeKey"
1)
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
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3,
"responseElements": {
"grantId":
"0ab0ac0d0b000f00eaddccaleddfcOdbcedddcO00fO000000cObc@a®@@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

EBS grant creation

EREINBXOE EBS BN =54,

{

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

"invokedBy": "mqg.amazonaws.com"
I
"eventTime": "2023-02-23T19:09:40Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "mq.amazonaws.com",

"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
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"granteePrincipal": "mq.amazonaws.com",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"constraints": {
"encryptionContextSubset": {
"aws:ebs:id": "vol-0b670f00f7d5417c0"

}
1,
"operations": [
"Decrypt"
1,
"retiringPrincipal": "ec2.us-east-1.amazonaws.com"
1,
"responseElements": {
"grantId":
"0ab0ac0dob000f00eaddcc@aleddfcOObce@ddcO00f0000000cObc@a®000aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
1,

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"eventCategory": '"Management"

X KMS Z4MNEZELR |, 2 (Amazon Key Management Service FF A A R¥EEE) S

Amazon KMS keys,
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&5 T &

Amazon MQ for ActiveMQ : Amazon MQ for ActiveMQ EEE AN ERERES MM (TLS) , HX
Amazon MQ ZPENKE Z B NERPRTFH TN, £ Amazon MQ REZ BMEENFIERIESER
BANEHERZESMMNL (TLS ) TN, XERTAE AN

Amazon MQ for RabbitMQ : Amazon MQ for RabbitMQ BRI EE P IRiEEFEARBRANERERS
MY ( TLS ) o RabbitMQ &£ $li 2B SRR EHN VPC |, 3 B Amazon $iEF 402 BRI AR
ENEREHEYEEHITERMNR, EHT RabbitMQ #J Amazon MQ EERIEH B A iEX E&
SHIHHITINE, Inter-node BT HREXERPBRENESZHFER , S HNE Data-at-Rest AR+,

Amazon MQ for ActiveMQ 1%
BRI LAERA LT B A TLS BB iSRiG A ActiveMQ RE :

« AMQP
+ MQTT
« MQTT £&3® T WebSocket

* OpenWire
« STOMP
« Khz—1% WebSocket

ActiveMQ X #FH TLS B EH
Amazon MQ £ ActiveMQ XEUATRBEH :

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
« TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

+ TLS_DHE_RSA WITH_AES_256_GCM_SHA384

« TLS_DHE_RSA WITH_AES_256_CBC_SHA256

« TLS_DHE_RSA WITH_AES_256_CBC_SHA

+ TLS_RSA_WITH_AES_256_GCM_SHA384

+ TLS_RSA_WITH_AES_256_CBC_SHA256

+ TLS_RSA_WITH_AES_256_CBC_SHA
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http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
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« TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

+ TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

« TLS_DHE_RSA WITH_AES_128 _CBC_SHA256

+ TLS_DHE_RSA WITH_AES_128 CBC_SHA

+ TLS_RSA_WITH_AES_128_GCM_SHA256

+ TLS_RSA_WITH_AES_128 _CBC_SHA256

« TLS_RSA_WITH_AES_128_CBC_SHA

Amazon MQ for RabbitMQ 1%
O LAER LT B A TLS B iih R &R RabbitMQ 1

- AMQP (0-9-1)

RabbitMQ X #FM TLS HiEEH
Amazon MQ L #J RabbitMQ XL T RIBEH :

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
+ TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

i& T Amazon MQ #9 Identity and Access Management

Amazon Identity and Access Management (IAM) Amazon Web Services fRSS A HEBIEE A 24 i
#3F Amazon BIFRHIEENR, IAM EER2FETUBEISHRIE (B ) MIRNX (EANR ) &£
A Amazon MQ &R, EALAEH IAM Amazon Web Services BRSS , TEXNFHNEA,

N

*

=

M-
o

£
- ERAEMHITEHRIE

- FRARKBEEGN

« Amazon MQ A5 IAM th[E T 4E
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Amazon MQ A& AR
« Amazon MQ E T 541 KRBl

« Amazon MQ #J API &3 RIEFI R

« KZASHRIUFANFEN

+ Amazon I 5i# MQ HEEBE

« X Amazon MQ ERABRFZHEXHE

« Amazon MQ & 5 Bl A B HF &

"
5>

& #9E F 5= Amazon Identity and Access Management (IAM) REHAGTR :

- RSAF : MRETETGRIINEE , BNEERLE RN (EFSHAmazon MQ 5 4 H17 7] (7] Z 5
)

- RFEEA  WEAFBRNEHRERINRER (ESHAmazon MQ W5 IAM #HE T/ )
- IAMBEER . RERATEBRHRNRENRE (152 FHAmazon MQ ET S H KB T=H )

£ & 0 21T B IR AIE

BHRIERE Amazon FHEMREILEZN AR, B4 1AM AF & 43 1T 5 MK U Amazon Web
Services lKFHRAF , FEIEFE IAM BEH#1TEHRIL,

N FwIEIHE , Amazon 24t SDK M CLI R ERH#TMHBZE R, BEXEZELR , H2H (IAM AF
B8 FMERT APl BRI AmMazon LMK 4,

Amazon Web Services W~ & H F

B2 8+ Amazon Web Services Ik |, B 2F — N8 Amazon Web Services Ik root Y& %
514, Z5HAUTELIFRIFFERIR Amazon Web Services BRS MRR. RIBIIBNAEFAR
AFPF#ITHERS. EXEXBAFPEZINES , B5H (AM BAFER) AR EERAFRZIENE

%,

AFHMA

IAM AF R ENMARABINAERFEERSENRN —1MNE45, BV FEAIRREIE , MIEEFKIAEIL
BIAM BF., BXEZEE , BSH IAM AFRERETNERALAFPFERASHRESNEE 5 HRIE
= BE Amazon 5 F I BHE BB ITIH A,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
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Amazon MQ FEANGIER

IAM (HIEE—4H IAM AF , ETERMMN KRERAFP#HITNRERE, BXEZELR , 558 (AM A
FIERY M IAM B EREA,

IAM B

AM AEREERENRNSH , TREKNEIE. SUUEIMNAFTRE IAM A6 (BFE ) R
@M Amazon CLI & Amazon AP #EERRKAEE. BXEZEERE , BZH (IAM BFigm) $#rviE
FABHNEE.

IAM B&XFERREAFEE,. met IAM BFRR, BIKFiGE, BRS G RILAKRTE Amazon EC2 Lia
THRARFEEER, BEXEZER , 558 (AM AFEE) B8 IAM R R EIK P &R

£ SR E 1 ]

&AL Amazon B3 62 K e 5 2T N2 Amazon H AR FERZEHE PR HRINR, KBEXL TS
B O WARKKEIHNR, Amazon EEFHARHFERMTERILER R, KSEHERBEEL JSON X
By Amazon FEXFEEH. BX JSON RBENHENESEE , S0 (IAM AFER) S8 JSON &
B R

EEACRARE , B E A E AT BT LS4 TR BLER RN THREREREEERTNIE R
Ao

MIANBERT , AFMARXENR. IAM EER 6 IAM REFRERMIZAGH , REAFATLEE
EXLEAG, IAMRBEEXNER , SHTREMANG EELX.

|dentity-based B

Identity-based KEEZEMMB G0 ( AP, A=A ) B JSON XPRERE XY, XL REKIEH 0T
DHATH LBRE, NBLEFFRRTUREFLAZGETHIT. ETHNAVNEETSHNEKR , ES5H
(AM BFiEm) PMEAEFAEBRRIKE L BENL IAM R,

Identity-based K& Al AR ABREE ( EEBRAZIENFHH ) HEERE (MRS FORMIUE
B ) o BETHROAERERBMABRERE 2 BRITER , H2H (AM AFER) PHERERRS
NER R B 2 BT

Resource-based B

Resource-based &K g 2 &M i E) & IRAY JSON KEEX i, RHISTHE IAM B EEEEKEEFM Amazon S3
FHAERE, EXFETERNRBNERSY  RZSEERATUEACIIREFSERRENIFRE, &
MR R T RIRORBE P IS E K,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html

Amazon MQ FEANGIER

Resource-based K& 2N TIZBRFZ PRI WK, ETEEETRRENWEKBEHFER IAM FH Amazon
KEXRBE,

HEEFIF|R (ACL)

EEFIFIR (ACL ) EHIBLEE (KFARA, AFRAE ) ARLARKF. ACL SETHIRAEK
BESRAL , (BEMIARER JSON B AEER,

Amazon S3 #l Amazon VPC f2 % ¥ ACL RS Rl Amazon WAFE T f#EX ACL WEZE
B | &5 ® (Amazon Simple Storage Service F & AR 1ER) HHIIHEIEH 5K ( ACL ) B,

HbRIERR
Amazon ZIFHMFEER XLEREEBODUREEENNWREEBR FHNHE AN :

« RBLR -REETHONEBAILUET IAM EENZEANR, BXEZEL |, B30 (IAM AF
B8 PR IAM SRR PRID 5

« BREILAEIZKRE ( SCP ) — 8 Amazon Organizations AL KA LR E THHE AR, BEXESZE
B | 20 (Amazon Organizations FAF#E/) SRS IZHIREE,

o WREFIKRE (RCP)-RENKFPRENEXTANRE. BXEZELR , 55H (Amazon
Organizations FAF 1) PR RZEHIFKE (RCP) .

- 2ERE -EANALRKESAFRGN2ER |, FEASBEENERER, BEXEZEE , BS
F <IAM FFiER) PRLIEFRR,

ZNRREER

HIANEBWRENA T —MERE , ERONBEEMEZRFNELERE, ETHREIRZSHEIKIE R AT
wa Amazon BEREBRFIER , FS5H IAM AR iERmAP R ITGIZEE,

Amazon MQ A& IAM 1 [E T4E

EEH IAM BIES Amazon MQ WiF R 2 B , BRZ T EWFLE |IAM ThEER | F Amazon MQ., E
£ 7 # Amazon MQ fME M Amazon RFZFWAS IAM BEER , 5H IAM AFEEHHE IAM
Bl & Fi B Amazon RS .

TS MQ £/ IAM for Amazon MQ API R4ER B2, i, BERFIIELL AN, BEEREBHRAMA
FMITHEEE , Amazon MQ for ActiveMQ R4 ActiveMQ B RIEH LDAP , & A F RabbitMQ
WIS MQ X5 IAM SORIEMEMSG . BXEZEER , 152 the section called “EL A 514
I UE M A
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£

- Amazon MQ E T A KR
« Amazon MQ E T #IRHY KR
« EF Amazon MQ $rZHEX
- Amazon MQ IAM &£

Amazon MQ & T B 7B K B%

BEEA IAM ETESOREE , S UEEARTIIELNVRENTRUR R FSIELEENE
fFo Amazon MQ XIFREMRE, REMFM4HE, BT HHE JSON KBPEANABERLE , HSH
C(IAM AIF#E®E) HHY IAM JSON KB TESE,

1

EIE R W LAEM Amazon JSON REEREEERMIARMT L. BRRY , WA EMAAT T ATIRK
1THRE | UREMALAFHTNIT.

JSON REEH Action TEMRTATERKP AWRIEL B RNIRIE, EXRBPISREUARTFR
ITRERRERRR,

Amazon MQ FH R IREERETEMEAU TR : mq:, Al , ERFEAEH Amazon MQ
CreateBroker API ##4E1Z1T Amazon MQ SEBIRIRBR , R0 mq: CreateBroker BEHAHE
B&, REGBAMXMEE Action = NotAction JtE, Amazon MQ EX T —H B HIRE |, BUHRE
AIAERZRFSHITHES.

EERMEAPEESTRE  BERAESHENRIT , TR :
"Action": [

"mg:actionl",
"mqg:action2"

BT LERABESR () BESMRE, Hln , EIEELLEE Describe FFLMFIERE , /AT
BIE -

"Action": "mqg:Describe*"

EEE Amazon MQ BEMFIE |, 5 (IAM BAFIERE) M Amazon MQ E X B E14E,
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=R

EIE R W LAEA Amazon JSON REEREEERNIBRMT L. BREY , WD EMAATL T LABTIRK
1TH]RE , UREMALAFZHTHT,

Resource JSON R TERREEMENAREN —IMHZ AR, EFAZRESE , HFEHAE Amazon
HBRABF (ARN) BBERR. N TFAZERERNRWIRE , BEABES ) ERBONATHER

3
Do

"Resource": "*"

£ Amazon MQ # , = Amazon BJRE Amazon MQ HERERKEEE, Amazon MQ RKIEBFE E
HEE 2 XK —T Z#EBFEZF (ARNs) , B RRFIT

BRRE ARN S
brokers arn:aws:mqg:us-east-1:123456789012:br aws:ResourceTag/${
oker:${brokerName}:${brokerId} TagKey}
configura arn:${Partition}:mq:${Region}:${Acco aws:ResourceTag/${
tions unt}:configuration:${configuration-i TagKey}
d}

HRERXWEZEE ARNs , HSH Amazon FIEA R (ARNs) Al Amazon IR @& ZEH,

flan |, BEEEAHRIEER N MyBroker H brokerld 7
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819 MR | BT ARN :

"Resource": "arn:aws:mq:us-
east-1:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i45j6k17819"

ZEEETREKFNAERENEE , EEREER/ (*) :

"Resource": "arn:aws:mq:us-east-1:123456789012:*"

TEMN B ERFRHITEL Amazon MQ #B#4E , fln , AT OERRNRE, EXEBRT , BLTUE
FBERF (*)o
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"Resource": "*"

|

AP| #&4E CreateTags AN FEREBNEE, EEE/MEAPEESIMAR , i ARNs AZ52 R,

"Resource": [
"resourcel",
"resource2"

E&EFE Amazon MQ BRER K HFIEK ARNs |, i5S5H IAM AP ERET M Amazon MQ E X &R
E TSN LEABLEIRERRESNRIFEMN ARN |, ES 5 Amazon MQ & X HIR/E,

e

EIE R W LAEA Amazon JSON REERIEEERNIARMT L, BRRY , WA EMAATB T ATIRK
1THRE , UREMALAFZHTHIT,

Condition TEBREEUNRHIEEBAMENIT. BRI RIEEASGZER (Flm , EFHD
F ) BRI, UERBEPNKGEESERTHVEMRTE, EEEME Amazon £RZHRE | 55
% 1AM AP P AMmazon £ B&H LT XE4R,

Amazon MQ T EMNEMEFETHRIZIHZHR  EXRFFEARELH&HE, EEHF Amazon MQ &#&
BMYIR  BFSHETER, 55 IAM AF1ER) F8 Amazon MQ BIZM4HE, BT BET AR HLL
BREMERFERAZHRE , 55 Amazon MQ E XL ERE,

S iR Type

aws: RequestTa  RIFBEFRP/LIENIRSIHEIRIRE, FRFE

g /$ {} TagKey

aws: ResourceT  REFERFRRBENIRSTERIEME, TR

ag /% {} TagKey

aws : TagKeys RIBEBFRPEBOVIRSRBITIERE, FrFE
i

EEFE Amazon MQ E T BRI R , iS5 Amazon MQ EF B 48 KEE R B,
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Amazon MQ EF &R FRE
BH , Amazon MQ F*XFFEHAETRREHNRIE T RFEHRENIT IAM BHRIE,

EF Amazon MQ FREH 21X

A LR R B A E] Amazon MQ BIR , SEEBERPHIFZZELS Amazon MQ, EETHREEFE
| , BWEEMEH mq:ResourceTag/key-nameaws :RequestTag/key-name = aws : TagKeys %
HRERBHZHTEFRERZEER.

Amazon MQ XIFE TSR, fla , BUELKIELNTEEER environment F{E
production BWAREH Amazon MQ BER A :

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"mq:DeleteBrokexr",
"mq:RebootBrokex",
"mq:DeleteTags"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": "production"

}

WERBERIIEL (Deny ) MIBRRERZ B EWFE environment/production B Amazon MQ KEHI&E
Ho

BXRIENESZER , H5H -

« 3 Amazon MQ &RERINIEZ
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o £/ IAM PRI )

Amazon MQ IAM &
| AM A& REH Amazon K EG R ENX R,
FFim Bt EIE B F Amazon MQ
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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ARFAFEEMITE SRR

ZORBIGER T BRI |, SV IAM AP EENR MBI EAS B ONNERANEE R, R

AfEfEiE4lA LS #EA Amazon CLI 2 Amazon API A2 A R 52 B IR ERI AR,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1)

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

1
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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ELEN Amazon AFERANRE, BENAF , B4ARBEN IAM KERR,

£

- E6lIE Amazon MQ KEFTER 1AM R
« Amazon MQ REST API X [R5 %

- Amazon MQ Fi X BREE

» Resource-level Y 53 MQ API #EH R

E 4|22 Amazon MQ REFFER IAM X R
EENRE | BUAEA AmazonMQFullAccess IAM REEHTE IAM KRR A ST EC2 R,

DTEENRBIEHMEG (AF—MNAZKHFET ) , IRTHTIERE Amazon MQ 812 ActiveMQ
REMEN T RANER,

/A Important

« BRI Amazon MQ REREELR MK P a2 MM EEO
(ENI) , ec2:CreateNetworkInterface BERMSEM,

+ ec2:CreateNetworkInterfacePermission B4 Amazon MQ & ENI FtinZ|
ActiveMQ R,

« ec2:AuthorizedService 4B #R ENI PR REERE T4 Amazon MQ FREK .

JSON

"Version":"2012-10-17",
"Statement": [{
"Action": [
"mq:*",
"ec2:CreateNetworkInterface",
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"ec2:

DeleteNetworkInterface",

"ec2:

DetachNetworkIntexface",

"ec2:

DescribeInternetGateways",

"ec2:

DescribeNetworkInterfaces",

"ec2:

DescribeRouteTables",

"ec2:

DescribeSecurityGroups",

"ec2:

DescribeSubnets",

"ec2:

DescribeVpcs"

1,
"Effect":

"Allow",

"Resource": "*"

3 {
"Action":
"ec2:

[

CreateNetworkInterfacePermission",

"ec2:

DeleteNetworkInterfacePermission",

"ec2:

DescribeNetworkInterfacePermissions"

1,
"Effect":

"Allow",

"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:AuthorizedService": "mq.amazonaws.com"

3]

BXREZER , BZHSetting Up Amazon MQFNZKIE T E18 k=il Bk Amazon MQ S8R LEED,

Amazon MQ REST API fXfR& %

TRIIHET Amazon MQ REST API LA ABRIHY IAM X BR.
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Amazon MQ REST API

CreateBroker

CreateConfiguration

PR R
mq:CreateBroker

mq:CreateConfiguration

CreateTags

mq:CreateTags
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https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DetachNetworkInterface.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeInternetGateways.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeRouteTables.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_CreateNetworkInterfacePermission.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DeleteNetworkInterfacePermission.html
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeNetworkInterfacePermissions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonec2.html#amazonec2-ec2_AuthorizedService
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-brokers.html#CreateBroker
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configurations.html#CreateConfiguration
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/tags-resource-arn.html#CreateTags
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CreateUser

DeleteBroker

DeleteUser

DescribeBroker

DescribeConfiguration

DescribeConfigurationRevision

DescribeUser

ListBrokers

ListConfigurationRevisions

ListConfigurations

ListTags

ListUsers

RebootBroker

UpdateBroker

UpdateConfiguration

UpdateUser
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CreateUser

DeleteBroker

DeleteUser

:DescribeBroker

DescribeConfiguration

:DescribeConfigurationRevision
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ListConfigurationRevisions
ListConfigurations
ListTags

ListUsers

RebootBroker

UpdateBroker

:UpdateConfiguration
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https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-user.html#CreateUser
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-broker.html#DeleteBroker
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-user.html#DeleteUser
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-broker.html#DescribeBroker
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration.html#DescribeConfiguration
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#DescribeConfigurationRevision
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/brokers-broker-id-users-username.html#DescribeUser
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-brokers.html#ListBrokers
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#rest-api-configuration-revisions-methods-get
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configurations.html#ListConfigurations
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/tags-resource-arn.html#ListTags
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-users.html#ListUsers
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-broker-reboot.html#RebootBroker
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-broker.html#UpdateBroker
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration.html#UpdateConfiguration
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-user.html#UpdateUser
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AP| # TREE (* ABE)
CreateConfiguration BE*

CreateTags RE, BEE
CreateUser KE
DeleteBroker R

DeleteUser RE*
DescribeBroker R+
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https://docs.amazonaws.cn/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configurations.html#CreateConfiguration
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/tags-resource-arn.html#CreateTags
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-user.html#CreateUser
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-broker.html#DeleteBroker
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-user.html#DeleteUser
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-broker.html#DescribeBroker
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
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https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration.html#DescribeConfiguration
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#DescribeConfigurationRevision
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#DescribeConfigurationRevision
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/brokers-broker-id-users-username.html#DescribeUser
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
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https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
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https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/tags-resource-arn.html#ListTags
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-users.html#ListUsers
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-broker-reboot.html#RebootBroker
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-broker.html#UpdateBroker
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-configuration.html#UpdateConfiguration
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/rest-api-user.html#UpdateUser
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
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iE. BEAEFATILDE MQ F 3 RabbitMQ #9ELE OAuth 2.0 3% , RabbitMQ £ OAuth 2.0 &
MR, Amazon AP S MRIUEE Amazon IAM A3 |, MERLEN. XFZFT. BASIFEZAEIRN
BRNEE RabbitMQ FEEH IAM KEEFEE I BHITEE. BXRESEE , HSH IAM BB RKIEF
B

LDAP 5 {3 3E MR AX
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HERSHAACHNIR , RIESHENL , BN RE Amazon MQ AL AZAER., EXHWNRESIEE
ERBEAMNRERE , AR TEM INEE E b IAM SERE PR R AL,

REEEEMREXTRRE , B R&RRERSKEAE, XFHRFER Amazon MQ IR , BRER
STEE I ERXY B RAY 15 F AR

BEXXERSHEXACHEMRSVEER , 2R E IAM Bl & ERAAmazon RS , HEHK Service-
Linked Role ( REH<AE ) BIRERRN Yes ( B ) RS, BEMNERE | EFZRSHORSKEK
A,

Amazon MQ B RS fHx A R

Amazon MQ A& N MQ B ARE < A& AWSServiceRoleForAmazon 55 MQ ER RS

HXxAeRXRZBARKRS. Amazon
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon MQ FEANGIER

AWSServiceRoleForAmazonMQ BREHKXABEFEUTRIZKRAZASR :

* Mg.amazonaws.com

Amazon MQ fE K inZ AWSService RoleForAmazon MQ BRE < B &N EE
B AmazonMQServiceRolePolicy X8 ERRTRIA TIRME :

o B1E . X vpc BIRMITHY ec2:CreateVpcEndpoint,

o BE . X subnet BIRMNITH ec2:CreateVpcEndpoint,

« 1 : X security-group EFEHITH ec2:CreateVpcEndpoint,
« B1F : X¥ vpc-endpoint BIRMNITH ec2:CreateVpcEndpoint,
o B . X vpc BIEHITH ec2:DescribeVpcEndpoints,

« B1E : I subnet BIREHITH ec2:DescribeVpcEndpoints,

« 84k : X vpc-endpoint BIRMITH ec2:CreateTags,

« B4E : X log-group BEHMITH logs:PutLogEvents,

« B4 : X log-group BEHITH logs:DescribelogStreams,
« B4 : X log-group BEHITH logs:DescribelLogGroups,

« #B4E : X log-group REHITH CreateLogStream,

« ¥ . X log-group HiREHITH CreateLogGroup,

L& B)22 Amazon MQ for RabbitMQ X ¥E8} , AmazonMQServiceRolePolicy X PRI foiF
Amazon MQ R RERITUTES,

o ERERMEN Amazon VPC, FRMZEANKRELZE Amazon VPC KT R, BALEARKRE
BB KIET SBY RabbitMQ EEZEH A, B API RS NERTNRE,

- RIEBEZE , HEREHEXEXME Amazon CloudWatch B &,
BRARSXRAE —



https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/aws-service-role/AmazonMQServiceRolePolicy

Amazon MQ

FRARER

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [
"ec2:DescribeVpcEndpoints"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"

]I

"Resource": [
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Effect": "Allow",
"Action": [
"ec2:CreateVpcEndpoint"
1,
"Resourxce": [
"arn:aws:ec2:*:*:vpc-endpoint/*"
]I
"Condition": {
"StringEquals": {
"aws :RequestTag/AMQManaged": "txue"

"Effect": "Allow",
"Action": [
"ec2:CreateTags"

1,

"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*"

ERARSKRAR
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"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateVpcEndpoint"

}

"Effect": "Allow",
"Action": [
"ec2:DeleteVpcEndpoints"
1,
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/AMQManaged": "txue"

}

"Effect": "Allow",

"Action": [
"logs:PutLogEvents",
"logs:DescribelogStreams",
"logs:DescribelogGroups",
"logs:CreateLogStream",
"logs:CreatelLogGroup"

1,

"Resourxce": [
"arn:aws:logs:*:*:log-group:/aws/amazonmq/*"

BYMEENR , £ IAM K (AR, ARNAR ) 012, FEIMBRRSIEKAG. BXESE
B, B2 (AM AFERE) PRRSKERABNR,

A Amazon MQ RIZRFZHEXAE

BEEFHOUNRBRSIBKAG, HEERCNERERN , Amazon MQ £81E - MNRFHEXAERAERE
HA Amazon fRS. ERIBZNMERERERFERAERNAR , FETREF AR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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/A Important

A0 A AE EL A5 P L A5 B SIS T AR PR SS PR SE IR NRAE | ILPRSS S4B A8 60 T LU BT 4800
KPR, ETRESEE  BSARM AV K FHHAG,

MRERBRZBFRBEAE , AEFTEBXCE , KAUERAMEREERK A PERCIELAE,

BT LAEA IAM 25 & 7 Amazon MQ A RGISIZRSHEAXAE, £ Amazon CLI 5 Amazon
APl # | FRARSEHEUNERSHXAE®, mq.amazonaws.comnBXEZEL , HSH IAM BFERE
FCIERSEXAR, MREBRTLHEBSHEXAR  JUFEHARENESERBRCRAR,

/A Important
RSS2 Bk A &£ 3T Amazon MQ for RabbitMQ #11 2,

A Amazon MQ ‘RERSZHEXAE

Amazon MQ F T4 4% AWSService RoleForAmazon MQ FREHEx AR, Tt , B LUER IAM
REBACHIE, BXEZELR , F2H (AM BFEE) v RERS <BKAE,

i B&EAF Amazon MQ BIERESHEX B E

NMRTBEECAENFTERSKRKACHIIEIERS , RNEBWERHBRZAC. XHERIBREED
BERREFHNREASKE, B, #AEBRBSHEAXAGHNER , RETEFIMERE.

(® Note

WM REE R RMERERET , Amazon MQ RS EEFEAZAE® , NHRBRETRES LK, MR
REXMER , BEF/LoBHEER,

MR MQ FEAMT % MQ &R AWSService RoleForAmazon

FA. T3% MQ CLI T 3% MQ Amazon Web Services ZIEi24|4 API BB EH T I # MQ
2EH. EXNBRBYESEL  #2H222

£/ IAM FE MRS KRB E
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https://docs.amazonaws.cn/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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5 IAM #2%]& Amazon CLI, = Amazon API Bk AWSService RoleForAmazon MQ R #< A
B, BXEZEL , BE5N (IAM AFIER) MRS HExAE,

Amazon MQ FREHXACIEFNXIE

Amazon MQ XHHEZRESTANMEXREHRERARSHEAAR, EXEZEER |, S HAmazon X1
=

X145 & #5 XigFRiA Amazon MQ X%
EERE (FHEFRILMILED ) us-east-1 =
ZERE (BZEM ) us-east-2 =
XERAEE (JbmAERL ) us-west-1 =
EZEAEIP (HRERM ) us-west-2 =
WAHX (&HX) ap-south-1 =
A X (KPR ) ap-northeast-3 =
TWA#X (BR) ap-northeast-2 o
AR X (TN ) ap-southeast-1 =
TA#X (&E ) ap-southeast-2 =
TAMX (FRE) ap-northeast-1 £
MEX (HER) ca-central-1 =
ROoMith X ( EZRE ) eu-central-1 =
Rt X ( BR= ) eu-west-1 =
ROt X (62) eu-west-2 =
RoMib X ( B2 ) eu-west-3 =
EEM (ERFT ) sa-east-1 =

EABSXRAL oTE


https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.amazonaws.cn/general/latest/gr/rande.html
https://docs.amazonaws.cn/general/latest/gr/rande.html
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X i3 & #5 Xig#RiR Amazon MQ X%
RE (dR) cn-north-1 B
hE (TE) cn-northwest-1 &
Amazon GovCloud (US) us-gov-west-1 =

Amazon MQ B 4115 8] A B HEE
AIUERUTEER , UEBBZ2MAEEEEA Amazon MQ f 1AM B AT E&EZIRY E WL [[) &,

£

« REIE Amazon MQ FHITIERIE

- EFEBIHT iam : PassRole

« BBV Amazon IKF 2 AR A F 1A R Amazon MQ B R

KR FTATE Amazon MQ FIITIR/E

2R Amazon Web Services BB & & SiFBETIENTEIURE , NS NBRREE G FREBE, E
BREOEREEEREIIEN A,

SHmateojackson AP RHAEARFEEEEXRENFHAFS BEwidgetB3&Bmq: GetWidge t ’XPRET
FeHI LT RmOIEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
mq:GetWidget on resource: my-example-widget

EXMIERT , Mateo FRMWWEE R ERMERR , LLAVFEER mq: GetWidget BAFVIR my-
example-widget &R,
LTI T iam : PassRole

MRBINEI—NMEIR , RIPBTETNIIT iam: PassRole #1E , MIAMEFRBEUAR T BT AQIEIELS
Amazon MQs,

BL Amazon Web Services Bi55 RIFERAAABGERELZRS  MTERUEMVRSACHRSH
XA®, Nt , BLAEERACLEERSHINR.
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Amazon MQ FERARER
L H marymajor B9 IAM AP 2R EAEE A7 Amazon MQ FIITIRIER , @R ELUT RAIEE
%o B2, RELANEERFZACHBTFHNRST ATHRITHIRE, Mary TEEFACKETRFHN
PR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,
MRBEERB) |, BHHRREHN Amazon BB R, FNEERRREEREIEIN A,
FE AT Amazon kP 2\ P 1A RIFEREY Amazon MQ &R

FAatE—1Ae  UEEMKFPHNAFFEELANARTUERZABKRIBRIEHRIR, &7
BIEEWESER , TURAAG., X TXHETRFRA R REHTIER (ACLs) WIRS , BN
158 P IX L5 SR BE [6] ATV IR T 173 (R R BY B R A A PR

BETREZEE , ®SAUTRE

« ETH Amazon MQ 2B XX ETHEE , S HAmazon MQ A5 IAM HhE T1E,

o BT MBIN{AIRMEITEIBAE N ERN I FRE Amazon Web Services Il |, i525H IAM AR g+
B & E Amazon Web Services K B9 58— IAM A PR E 15 R XR.

« BT RIAEE = FREIEHRRER I RIAEE Amazon Web Services K |, 5211 IAM 18
BRI mEsE = ARG ENER,. Amazon Web Services Ik 2

s ETHRIMIBEN SMRBRERITREIFENER , FSH (IAM AFRERE) P ALSAIT S HEIEN
A ( BHRBEERIE ) BEFRINR,

- ETHREAACHNETRRNRHTER S FRZENZS , H2H (AM AFER) F8 IAM
Y B K IR A 18] .

Amazon MQ K& 14 56 F

Third-party fE8 ZMEMITRIE —EB5 , FitHiEE Amazon MQ E£5 Amazon ¥, P
$5 SOC. PCI, HIPAA &,

ETHMERETHESMNITNNTEE , H5EAmazon Web Services BRE “” Amazon Web Services R
% FH “BREMITRIR 2 HSEE” , RFEREBMXBHEMITR. Amazon Web Services RS Bx
—mREL , FSREMIT,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
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O LR TEE = F Ttk Amazon Artifact, BXEZER |, HSRFM “TEHIRE” Amazon
Artifacto

&1 E A Amazon Web Services fRE SR TEARTENBENHREYE., FLTAMNEMEBEIR
URERREEFEN, BXREEFEANNEARTENEZEE Amazon Web Services RS , 55
FAmazon &£ X1,

Amazon MQ Y1k & B

Amazon£ ERE R B SEAmazon X FF A A X#FE . AmazonXKigiRHt Z NEYE Fik 7 BB
TAK , XEATAKBESERE, FHESETRESHNMEERE—E, MATAK , BWKRITH
BRUEETAX zBTHMHE B XRABMEBNNARFNBEE. SESNENHSMHREHOEH
R, TAXEEESHNTANY. RERIMTT BY.

BX Amazon XIBFRAAXWEZEER , 555 AmazonE BREREHE,

Amazon MQ ARV ERIREZ £

ERN —THREERS , Amazon MQ £ E| Amazon £3kMBZZ LR . BX Amazon ZLRF UK
il Amazon FRFEMIZENELR , TS MAmazon =Z%¢, EFAEMIERENRESEFRKIZITE
B Amazon ¥ | 2 S Amazon ecurity Pillar Well-Architected Fram ework H#9 EAH 1% iR 3,

O] LAEA Amazon E XM EY APl A RBE M AR Amazon MQ., BEFRMMEZHUTHE :

« BREREMMD (TLS ) o HMNERFEM TLS 1.2, BIUER TLS 1.3,

- EEZLRBERE (PFS) WHRBEHL |, #li0 DHE ( IRt Diffie-Hellman ) 5, ECDHE ( IS A4 & #h
% Diffie-Hellman ) « KZEIRRE (WM Java7 RESRAE ) BIFXLEX,

Amazon MQ N Z&Z £ &EXEK

UTRIHERX AT LIRS Amazon MQ RERN R 214,
ES ]

- BETALFHRNKE

o« IRAE ERNIRG

« £/ VPC T2 A IETBEHIL
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https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/security/
https://www.amazonaws.cn/about-aws/global-infrastructure/
https://www.amazonaws.cn/security/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html

Amazon MQ FEANGIER

A% Amazon MQ MAMZEEHRENESESUR LROMNFIR | BSERERRP,
BiEARAAFFiF R EE

WFFIRE, FTTAFHRNRE  TEMEN VPC AEBHE, XA KBIE T BH2E AR KE L
£ EBM D HRIELIES (DDoS) REMBEM, BXESEL , H5H Amazon R EE LMW
AR B E RN DDo S W MiF % .

HBAELE TN RS

BT ActiveMQ BIANMER TR BERERNMES | AL 5 BRI A -8 7 ERE EHATEMR
E. Hitk , SRIFIRAE KBERHINR. BXEZELR , 2 authorizationEntry,

/A Important

MRIEIEENFRNMRE T EETE activemg-webconsole A |, BT EFEA ActiveMQ Web
2HEAE  BRIZARREBRENE Amazon MQ KRB X IEHERBU KRB ZRENER,

£/ VPC £ HME It N BERTHN

NESHERENZ LM , BRBEY EBEE Amazon VPC 24 RRHIT A E AL O R ESE,
Bilgn , EE VR Web 25158 B BTBRHIX OpenWire KZEIMIUBER , ATELR R ¥FiHE 61617
M 8162, XLEIT R MUEARMEMVHURRFIRAVERE | FEET 2VF OpenWire Web 2 #l& EEIZ{T.

R AR EEERIPIRD

« AMQP: 5671

« MQTT: 8883

* OpenWire: 61617
« STOMP: 61614

+ WebSocket: 61619

BEXEZER , SR .

- BN VPC R4
- 1 VPC WRRINZ &4
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https://docs.amazonaws.cn/vpc/latest/userguide/VPC_Introduction.html
https://www.amazonaws.cn/blogs/security/how-to-help-prepare-for-ddos-attacks-by-reducing-your-attack-surface/
https://www.amazonaws.cn/blogs/security/how-to-help-prepare-for-ddos-attacks-by-reducing-your-attack-surface/
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html#DefaultSecurityGroup
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https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html#WorkingWithSecurityGroups
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B2 & Amazon MQ {18

Wi B4 Amazon R B R A M, ATAMMNUENEEAKE D . ERIZM Amazon BBRARH
IS WESENE  UWEEEMNZ aER T UERA T E#ITIHR, Amazon B2 7 2 A
F L ZIEH Amazon MQ BRMMAEEEHN T E

BT LAE R CloudWatch R&E & MO #HTEH Amazon MQ 2L M IEFR. BRI LUEE CloudWatch 12
Hla, B, EFMNOTENLXLHE IR CloudWatch Amazon CLI,  Amazon CLI CloudWatch Amazon
MQ HWIERSBINEL ABER TR , RAEHIEEIS S8, CloudWatch X F ActiveMQ £ 427
CloudWatch , {X ¥ #2457 1000 N E ##s, X F RabbitMQ 247 , 1X CloudWatch % # 87 500 NE K
i, WEREREERF.

B X Amazon MQ BRI ZTEIIER |, S Amazon MQ SEA T ActiveMQ £ 427 7] A CloudWatch
fE#Ro

BRAIEFREIZE CloudWatch BiRME L , 5% Amazon CloudWatch A i Bl 2 4REE
CloudWatch 23R,

T EE S MQ B9 CloudWatch 5%
A LAfE Fl Amazon Web Services BI2#2 %A Amazon CLI, 1 API i5[@ CloudWatch $8#x.
O RE R EEREANER TiHE CloudWatch 3 E#& Amazon Web Services BIEiR&] A&,

EAAE Amazon MQ $E#r Amazon CLI , i§fEA@ T, get-metric-statisticsHBREZE
B | i52% Amazon CloudWatch f /P #8m MR EUEIRI S 1T 5UR.

E A CloudWatch API 15 [RINE Sk MQ $E#4R , iEEARE, GetMetricStatisticsHBXEZ(E
B , 52 Amazon CloudWatch F F 18R IR EUER I 58 1T BUE,

£ A58 CloudWatch %5 Amazon Web Services BE 4] &

LT RGIEERRT IAER 7RIS MQ B CloudWatch ##F Amazon Web Services &%
HAE. MREELEFZET Amazon MQ 24148 , BELLAFEIEL | ERRE , EFEFF.
CloudWatch

1. &% CloudWatch #4l4&,

58 CloudWatch 545 317


https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.amazonaws.cn/cli/latest/reference/cloudwatch/get-metric-statistics.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/getting-metric-statistics.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/API_GetMetricStatistics.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/getting-metric-statistics.html
https://console.amazonaws.cn/cloudwatch/

Amazon MQ TR AR ISR
2. ESHmEMHRL , % Metricso

3. i%&# AmazonMQ $EFR@ B,

4, ERUTEREEZ—

- REREIR
- RIEBHBAFIIESR
- REHEBIEIR

EL Rl | iR T Broker Metrics ((REBHEFR).
5. MEARZE Amazon MQ FE#F :

- EXNERETHF , BERIIRE,

- ERNERLEHREK  BIEPZIERESHINEEE,
o BIREFRBITIFE | BERERAH , AFIER Add to search,

718 Prometheus 185

(® Note

Prometheus E#{E A F RabbitMQ 4.2 RE S A, ActiveMQ £ 8T X F Prometheus
¥R,

T 5% MQ IMFE X 3F RabbitMQ 242 &L % MQ B Prometheus %5, Prometheus 1SFrEEBER
FRLemPITUNEEERITENEREMEND  MNMFEETTUSE—T7THRLEHSERAREMERS,
& Bh Prometheus $8%r , B LLIR ERMAM EIR N RAMR , LLES N F G R 5H B4&% THEAZ R R

Ao

M RabbitMQ 4.2 F7F#4 , 5&EF T RabbitMQ B &% MQ X 31F Prometheus 38%5 , RIFEFEH
Prometheus M2 R SEFMALHEIEF. XEUTER :

« /metrics

e /metrics/detailed

* /metrics/memory-breakdown

518 Prometheus $E#% 318
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AEZ#EZ/metrics/per-object&imT =Ko

BRENMNERALTHERNESELR , 551 RabbitMQ X Y Prometheus 4R,

Prometheus #§#%r538%r CloudWatch

E AT RabbitMQ # Amazon MQ &3 Prometheus &7 = F. CloudWatch & A & #IEME 7L
LABTRRHB TR  BENBSEEMAESETHEE,

Prometheus iR /AFF T —4HX F RabbitMQ 2L ABBERIMNEFERNCEISSH , METE/ Z2HE
LERNIBEIE |, FIIEERE, EBES. BAIFNRIZMEITEELUR Raft HiRfEHR. EfEEe5E
F Prometheus W B L EMZBERFMAN EERERK.

CloudWatch #6#¥r2 M Prometheus i RIREV R LAERNBIE 5. BXA A CloudWatch 188
STEIK , HSHEAT RabbitMQ 2L BEW T 5% MQ 1] B CloudWatch 38%5.

£ CloudWatch , #EFRBALZED 60 WK REIERHITRE , ARBHTINIL. Bz

T , Prometheus 2T 7 RIRIEFRBIE R , MG Grafana XEMNNRBBRARBRINVERATLTERS
ENAI EANIERBIT AL, Hit , HEERN TR R ATEESTE Prometheus A CloudWatch
Prometheus Z B FEEZR , EABURTHEANSITEIE CloudWatch

(® Note
EAVEWEH Prometheus XIS MQ B RabbitMQ ZE fetrit 1TIESC B MG #2,

a3

FRENFN 58] Prometheus i =

& 7] LAE FA = 3R BX Amazon MQ for RabbitMQ X ¥/ Prometheus & ixT 2. Amazon Web Services
1B 4lA Amazon CLI

« Amazon Web Services EE#Z#I A — SMEBL T MQ #H & , FFLENZRLENEAEETRH ,
RIETE EE 0 T HZE Prometheus KLimT Ko

« Amazon CLI— {#H A Fdescribe-broker®% :

aws mq describe-broker --broker-id <broker-id>

Prometheus 3% SUSE TR MR HIREl, BrokerInstances.Endpoints

Prometheus #5184 CloudWatch 319


https://www.rabbitmq.com/docs/prometheus#metric-aggregation
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& AT RabbitMQ #) Amazon MQ Prometheus X#FERASREHEN S ORISR, EXXEN
FORILFENEZER , HSEA T RabbitMQ HHRIEFMBNMT LI MQ, BT EU[EE
Prometheus HELE & B RIE , S H Prometheus JXAEHH hitp _confige

Prometheus BB &{ESSE

- FIMEAHEERN 60 WHERK, HTREFEREER , BUUXHM.

HUENEL (& 7 A5

LT FRME T EATF RabbitMQ HIIE S # MQ & Prometheus ENELE =
fil, <broker-prometheus-endpoint>&#NENIZLER Prometheus LimT R EH
A , <username>H<password>Ei N EHNREL AKIL,

BUREE

NFRZSHEAG , BUEAUTERE, ME/metricsKinT RAIRHAXEREFZITRRANBE L
ERVER , AT LUE R T BAEME , MAFTRRFANEIRRETH.

global:
scrape_interval: 60s

scrape_configs:
- job_name: 'rabbitmg-aws-cluster'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics'
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"

F AR E B
UTREBKETESHMOERRS  LEERAMNREENLRLHAL,

global:
scrape_interval: 60s

Prometheus Bt & f&1E5 8 320


https://prometheus.io/docs/prometheus/latest/configuration/configuration/#http_config
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scrape_configs:
- job_name: 'rabbitmg-connection-churn'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed'
params:
family: ['connection_churn_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
- job_name: 'rabbitmqg-ra'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed’
params:
family: ['ra_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
- job_name: 'rabbitmg-queue'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed'
params:
family: ['queue_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
- job_name: 'rabbitmg-exchange'
scheme: https
basic_auth:

BN B & R 451
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username: <username>
password: <password>
metrics_path: '/metrics/detailed’
params:
family: ['exchange_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
- job_name: 'rabbitmg-connection'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed'
params:
family: ['connection_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
- job_name: 'rabbitmqg-channel'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed’
params:
family: ['channel_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
- job_name: 'rabbitmg-exchange-count'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed'
params:
family: ['exchange_names']
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static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
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RebootBroker HEEFHZHRER , BEXHALWIEF TR, ELEFRERAR , RSB EH
B3, #HE%F 4125 RebootBroker B &3,

/A Important
XTFET APIEY GET 5% , M2 IERERSH , BELEBIRA :

DescribeBroker

DescribeConfiguration

DescribeConfigurationRevision

DescribeUser

ListBrokers

ListConfigurationRevisions

ListConfigurations

ListUsers

NFLT APl , BXES (data) BR#l T password #l *** i§RSH .

CreateBroker (POST)

CreateUser (POST)

UpdateConfiguration (PUT)

* UpdateUser (PUT)
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BN ESANMEEREB

EHRTEKEBEMFRNEMER , ERBFEAXX Amazon MQ API BYiER, BERER IP uk, B3R
ENEMH. HREBHNREENEE.

LLTRBIERT CreateBrokerAPl @A/ CloudTrail BE% B,

(® Note
BT CloudTrail BEX AT R HE API WER#KRER , R EMF2REMEEIRFSHE
B,

{
"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",

"userName": "AmazonMqConsole"
},
"eventTime": "2018-06-28T22:23:467Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateBroker",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"engineVersion": "5.15.9",

"deploymentMode": "ACTIVE_STANDBY_MULTI_AZ",
"maintenanceWindowStartTime": {
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"dayOfWeek": "THURSDAY",
"timeOfDay": "22:45",
"timeZone": "America/Los_Angeles"
I
"engineType": "ActiveMQ",
"hostInstanceType": "mqg.m5.large",
"users": [
{
"username": "MyUsernamel23",
"password": "***",
"consoleAccess": true,
"groups": [
"admins",
"support"
]
I
{
"username": "MyUsername456",
"password": "*x*!",
"groups": [
"admins"
]
}
1,
"creatorRequestId": "1",
"publiclyAccessible": true,
"securityGroups": [
"sg-alb234cd"
1,
"brokerName": "MyBroker",
"autoMinorVersionUpgrade": false,
"subnetIds": [
"subnet-12a3b45c",
"subnet-67d8e90f"
]
I

"responseElements": {
"brokerId": "b-1234a5b6-78cd-901le-2fgh-3i45j6k17819",
"brokerArn": "arn:aws:mq:us-

east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819"

+
"requestID": "alb2c345-6d78-90el-f2g3-4hi56jk71890",

"eventID": "al2bcd3e-fg45-67h8-1j90-12k34d5116mn",
"readOnly": false,
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"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

BLE Amazon MQ for ActiveMQ BE

Z A% Amazon MQ fF BE XM E CloudWatch A& , B24M @ 4H Amazon MQ AP AR |, 3
ERBHFERKE 2B Amazon MQ Eﬂﬁgﬂ:ﬁ/ﬁﬁ’ﬂﬁlﬂ%o

(® Note
HIZITF BEHM ActiveMQ Web Z#l A X mHER | SHERNARLIE CloudWatch E B &
M-lL/—.r\E H /D\I:F o

TN EA ActiveMQ KREELE CloudWatch BERFZ R,
F&

« Tf& CloudWatch B &R EFRINEN

- [@ Amazon MQ A F &0 CreateLogGroup X PR

« ¥ Amazon MQ BLEE T &R KA,
+ Cross-service JE&LHY BIFFBA

7 f# CloudWatch BEP&EFHEH
B ERRENEESRAERE , AEFERERSAEANFITAEISR.

EHBFICKEHABRININFORBERS ( FXIEDEBUGHZEIRR ) , H A factivemq. logE/&
CloudWatch lIKkFHHEEEH, BEAMNBRUO TR :

/aws/amazonmq/broker/b-1234a5b6-78cd-901e-2fgh-3i45j6k17819/general

FZEEAFIBRMER JMX B ActiveMQ Web 2H| ARITHEERRE , Hi¥Haudit. log & 1 EIE
KPP BEESA, CloudWatch BEAMERIM TR

/aws/amazonmq/broker/b-1234a5b6-78cd-901e-2fgh-3i45j6k17819/audit
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http://activemq.apache.org/audit-logging.html

Amazon MQ FRARIER

BIEEAEANEEXLHREERZNRE , Amazon MQ £2EENMNAEFELEPBIE—NHFH B EFR. active/
standby BERMNE NI T AR

activemq-b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.10g
activemq-b-1234a5b6-78cd-901le-2fgh-3145j6k17819-2.10g

1M -2 ERRTEANEEN, BXEZER , H3H Amazon BEAFEETNER BEAR
CloudWatch B&Fo

@ Amazon MQ A F 70 CreateLogGroup R

E ¥ Amazon MQ £12 CloudWatch AE4AH , 4B REIERESKENAFBEZN
PR. logs:CreatelLogGroup

/A Important

MR ERTE Amazon MQ AFBIERESRKE Z 4 CreateLogGroup NRFMLE Amazon
MQ A F , Il Amazon MQ F&tlZ B E4H,

AT RAIIAM-based SEEE @M T lb R BElogs : CreateLogGroupM A F & TR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
"Resource": "arn:aws:logs:*:*:log-group:/aws/
amazonmq/*"
}
]
}
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/iam-access-control-overview-cwl.html#identity-based-policies-cwl

Amazon MQ FEANGIER

® Note

test , REAFRERFTMARZ Amazon MQ AF |, BEREREHRNRERF QR
BXREAFHNEE IAM policy WEZEE , 56 (IAM AFIERE) P50 EEMIAER

VAN
o

BXEZEER , H55H Amazon CloudWatch B& APl & (CreatelogGroup™® i,

A Amazon MQ B EE T &R KR

/A Important

MREEEN Amazon MQ BEEE TRRHKRE , MREBLEZNBAERFAEAE
CloudWatch ,

E A1 Amazon MQ FF BE XM EER BE CloudWatch BEA |, FEERE T RIFEHNRELUEF
Amazon MQ F R LA T B & APl B ERAER : CloudWatch

« CreatelLogStream— HNIEEH CloudWatch HEHCIE HEBER.
« PutLogEvents— HEHZIEZEIEER CloudWatch HE B ER.

LTEFABRNERZ T 1ogs: CreateLogStreamMEI N PR1ogs : PutLogEvents, Amazon

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": { "Service":
"mq.amazonaws.com" },
"Action": [ "logs:CreateLogStream",
"logs:PutLogEvents" ],
"Resource": "arn:aws:logs:*:*:log-group:/aws/
amazonmq/*"
}
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https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction_identity-management.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
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RAERARENEFRBRENER , Amazon CLI tNA TSR, ERBIF |, F us-east-1 HinR
BEHOHEER,

aws --region us-east-1 logs put-resource-policy --policy-name AmazonMQ-logs \
--policy-document "{\"Version\": \"2012-10-17\", \"Statement\":
[{ \"Effect\": \"Allow\", \"Principal\": { \"Service\": \"mq.amazonaws.com\" },
\"Action\": [\"logs:CreateLogStream\", \"logs:PutLogEvents\"],
\"Resource\": \"arn:aws:logs:*:*:log-group:\/aws\/amazonmg\/*\" }1}"

@ Note

BT L RBIEA/aws/amazonmq/BI , BB RERNEAN Amazon Ik, SNXEEE—
IRETRIRH R

Cross-service JR &L &I FF ks

BERERNER—/MNZ£HEE , IFEGRERERTNRASATELEBEETESNRNEHEINT
ZIRE, £F Amazon , BIRSEF UL SBURELMEIF R, Cross-service H— MRS ( AAR
S)RAZ MRS (HARNERS ) i, TEASREEFTR. ATEURNE RS LR ENRI 3
—NEFHNRERHTERE  BUNZRSTREHRNER. 77 LEXFER , Fi1 Amazon B4 T —
LTE  HEBEHERVFAERSHEE  XERFZZRLACHER FIHBEKF P RRERNNER,

ENMNBNEETREREN Amazon MQ EKrEHEHaws : SourceArnHfaws : SourceAccount 2 B&H
T XEHARRBEH — P HZMNMEEREE CloudWatch A&,

(@ Note

MRFEAFRNERZMHLTXR TR —KRBKEIHRFEANR , aws:SourceAccount EH
aws :SourceArn EFRHIKF XA ERMEBENKF 1D,

UTREERT —TETRENER | 2K CloudWatch B 5 R PEE S &4 Amazon MQ
RE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount

Amazon MQ FEANGIER

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "mq.amazonaws.com"
}I
"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"
]I
"Resource": "arn:aws:logs:*:*:log-group:/aws/
amazonmq/*",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012",

"aws:SourceArn": "arn:aws:mq:us-
west-1:123456789012:broker:my-broker:123456789012"
}
}
}
]
}

& A LU E T R RAY RGBS B N BRBIIK 7~ AT L L AR CloudWatch BETRIMXER , #1 R R

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"mq.amazonaws.com"
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"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"
]I
"Resource": "arn:aws:logs:*:*:log-group:/aws/
amazonmq/*",
"Condition": {
"ArnLike": {
"aws :SourceArn":
"arn:aws:mq:*:123456789012:brokex:*"
},
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}

BXREBEEREAZZABENESER , B2H (AFER) FEEREARE,

£ Amazon MQ X} CloudWatch B & & 3 1T EHER

EREEERT , CloudWatch BETBEH AR ERIETHEIT. B0 BHR 7 & W (7] 77 H 15 B 2047] f# RIX
g R &,

H&4 & & R1E CloudWatch

f# CreateLogGroup fXRAMLE Amazon MQ AF HERSRE, X Amazon MQ A BIZ B E
AT,

AERFTHIMTE CloudWatch HEAH

A Amazon MQ BEEE T RFEN R, XEREBRIUUEAEBEET,
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https://docs.amazonaws.cn/hIAM/latest/UserGuide/confused-deputy.html

Amazon MQ FEANGIER

Amazon MQ Y ECER

AREBYIHT Amazon MQ FEIBRH. X T4FE Amazon P , TULERA T FZRH. BERIES
BR#I , 2 (Amazon Web Services —f#&5%£) H# Amazon R RE. BIFERERGE , EFiE
HRGE AR, BXEFLIHYFIEZERFNEZF S CloudWatch , S E AL S E 2T
i MQ £, CloudWatch

FR

. fE

- EE

» Users

- BIRTAM
- AP| BRI

RE

T&RIETE Amazon MQ RIEHE XK B,

BR 51 i8R

REBZWN .
EIEB Amazon K AR AT 2 ME—RY,

KEXAMITT 1 3 50 MERFZE,

Ree®E ASCIl AT N F R EFIEEN FH/F.

R s FBRFFR. Bk, 9, T

BHBRE (- . _ ~)o
FMXEHRER 200
NEURIR M I S R B
/A Important

FEAT RabbitMQ K&,
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https://docs.amazonaws.cn/general/latest/gr/aws_service_limits.html
https://docs.amazonaws.cn/amazon-mq/latest/developer-guide/security-logging-monitoring-cloudwatch.html
https://docs.amazonaws.cn/amazon-mq/latest/developer-guide/security-logging-monitoring-cloudwatch.html
https://en.wikipedia.org/wiki/ASCII#Printable_characters
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PR i8R
mq.*.micro SEBIZEERIEFR 300
REREZ MM & REER
/A Important
FEA T RabbitMQ R,

mq.*.*large SEHIZEERE N 2000,

BMNMENZSA 5
FRISHE ActiveMQ B#r ( BAFIFIER ) CloudWatch {X #4251 1000 4 B K ttb,
CloudWatch
£ RabbitMQ Y5 HLHY B #Ytth ( RA5I ) CloudWatch {X ¥ #2571 500 NE §it |, IERE
CloudWatch BEHKRF.
BEMENFREHR 50

(=

T&RIETE Amazon MQ Bt B <,

BR 5 4 BA

BREEW . X
KEXFANTF 1 3 150 NERF2E,

REea= ASCI AT N F R EHIEERN FFo

AEasTRNTTE. SHE. 9. T
SRBRE (- . _ ~)o

BANEERNEIT 300
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https://en.wikipedia.org/wiki/ASCII#Printable_characters

Amazon MQ

FRARER

Users

T&RIE T 5 Amazon MQ ActiveMQ X3 F 7 #8 < B L ..

PR 51
AP &

SMENAF (HRES ORI )
BORAPNAR (HESHRIE )

WIETFME
T&RIHTE Amazon MQ BUIEFMEH<EH,

PR 51

BN ERENTFREE

L

KELANT 1 2 100 NFRFZE,

Ree®E ASCIl AT N R EFIEEN FH/,

Rt g =788 FZFH. B%, 9, T
BABORE (- . _ ~)o

KEXRANT 12 &) 250 NERKF 2 H

REEEE ASCll AT N FRHEHIEENFH.

MBREDDE 4 NE—FFF,
TREEEIES (,)o
250

20

L

mg.*.micro SEHIEBRENRN 20GB, &
X Amazon MQ EHIXBENEZES | S
¥ Broker instance types,

Users
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PR 1 52 B

BNMNARERENEFRAE mq.m5. * SEHIRBKE S 200GB, BHx
Amazon MQ EHIRBNESER , S
i#Broker instance types.

Amazon EBS ZEHHNBNMNMEBNESITRIZERF
fEFABR &l

/A Important
FEA T RabbitMQ R,

50GB, BXEFITNEFEANESZER ,
#250 (Apache ActiveMQ API 3X#4) &
#JobSchedulerUsage

BNMEREN N FREE

/A Important
REHTF RabbitMQ K&,

mq.*.micro SEPIKBEKIENRN 5GB.
BIMNKRBERENGNEREE

/A Important
FEA T RabbitMQ R,

mq.m5. * SEHIREKE S 50GB.

AP BR

AN TRERSH R , £FTE Amazon APIs MQ & |, 4 Amazon lFSCE T LTRGBS, XIS
 MQWEZEE APIs , F5RIL5# MQ REST APl &%,

API Rl 352


https://activemq.apache.org/maven/apidocs/org/apache/activemq/usage/JobSchedulerUsage.html
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/

Amazon MQ FEANGIER

/A Important

XEFRBAERATERT ActiveMQ WL T# MQ =i& A F RabbitMQ K H 2 # L Iz
MQ. APIsfl#l , Amazon MQ £ PR &lE B/ & ix sk EI,

API| ZRigG R #l AP &= R #l

100 15
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Amazon MQ B HE&E

KGN AFER Amazon MQ RER ATEEBEIWEREE , URBRABWLER, Bx—RBEH
B} , {2 [@the section called “[A]FHEZE : —f#if Amazon MQ R B, BEHEESIZBRAWRE |, FS
AT EBS -

Amazon MQ E# ActiveMQ R HEE

HEHE R E 5% B3

— R EHERR ERAARTEERHBEL WA REA Amazon
MQ RE L ActiveMQ Bt AT REIB 249 I (3]
o

BROKER_ENI_E il B SHIMIBRAIER R MEMKZED (ENI)

B, Amazon MQ £ ActiveMQ 5| %
BROKER_ENI_DELETED E#R.

Z4 A_0O0M HREANFRETEMHEAESER
B , Amazon MQ E£# ActiveMQ 5|k
BROKER_OOM &1k,

Amazon MQ L& RabbitMQ el B HEE

P BERR 3

— X PEHERR 2 Wi RabbitMQ XAt 7]
BEIB MY E MR RR

RABBITMQ_MEMORY_ALARM HRENANTFERE (H

CloudWatch #§#sRabbitMQM
emUsed #x1R ) B HIRIRA
RZRHIEY , RabbitMQ £
HEANFEHR, RabbitMQM
emLimit
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FRARER

PR B Bk R

RABBITMQ_INVALID_KMS_KEY

RABBITMQ_INVALID_ASSUMEROLE

RabbitMQ_INVALID_ARN_LDAP

RABBITMQ_INVALID_ARN_HTTP

i B3

LERAEFEE Amazon KMS
key(CMK) &2 8y 4 E
(KMS) R A, W%
MQ E# RabbitMQ 5| & —
4N INVALID_KMS_KEY Xx&#
EFTERIEE. Amazon Key
Management Service

L S# MQ FToiEEES
IBEMN IAM A ARN A |
T 5% MQ LK RabbitMQ
$F5] % —1 INVALID_A
SSUMEROLE K<#121E
FTEEM 8, aws.arns.

assume_role_arn

¥ LDAP RS F #55 ARN
TR T EF RIS |, T
MQ L& RabbitMQ ¥¥38| &% —
N INVALID_ARN_LDAP x4
BEMENAB,

4 HTTP auth_backend B —
MNERZA SSLEPHE HTTP
auth_backend %248 XY
ARN TR FTE R , L5
# MQ E£# RabbitMQ 5| %
— INVALID_ARN_HTTP x
BIBRESERE,

Amazon MQ E£# RabbitMQ @@ k&
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FRARER

PR B Bk R

RabbitMQ_INVALID_ARN_SSL

RABBITMQ_INVALID_ARN

RabbitMQ_disk_alarm

RABBITMQ_BROKER_NOT_UPGRADEABLE_TO_V4

i B3

LS DI EIE CA il
BEEEH—IHZ ARN
TRBR T E RIS |, IS
MQ L&Y RabbitMQ $¥5| %
INVALID_ARN_SSL X iRk
FTENKEE,

HRERBPH —IHBZHN
ARN R LEG R , TS
#H MQ L& RabbitMQ f$5| %
— /N INVALID_ARN %< 124
FIEMAREE,

HWERBIERKRA , BTAHM

FHERNAREEKREHER , Ra
bbitMQ T REFANHE BB
o

EBHATRHARIIS

Khepri BCE LR AR

F| RabbitMQ 4 &t , M &b
MQ E# RabbitMQ 35| %
RABBITMQ_BROKER_NO
T_UPGRADEABLE_TO_V4 x

BEREXERTE,
| BHEE - — % Amazon MQ g &t
FERAT R EERBELHITEEA Amazon MQ RIS AT REBRIAIE WL [B1 & |, Hla0E RN IERT )

BNREER.

B %
» BEEEEINRE Web E A RL R
« BNREEHET , LALEA telnet FiF

T BRENESTEEEAIRE SSL

= k4
FF o

B BHEE . —#% Amazon MQ @]
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- BOET —IME  BERECERK,
- RNREER , BTHERRARMT L,

BT EEE BRI Web 124 & AL 81 A,

MREEMER Web 2H AL R LT QEZIREFMERRE , RIMNBWERATIRIEE.

1. RESEBSEMNG AL EEEZINENRE, BrEEER B NIELATFFRIEHAE,

2. REMLBEBEEZRMEA FIPS ik AIEEARE, Amazon MQ REEA APl B4ERT X 3F FIPS i &
MAZEFERESFIR B B4 RIEE,

3. KERIEH Public Accessibility (AFF AJAFI M) ETIRBIREN Yes (B)e MRIZRERN No (B)
BRELEN FRMEHEEE SR (ACL) #ll, MREBRIEBENME ACL , NARBEEEE X
M 4& ACL MR EXTRIBRFRIR, BXx Amazon VPC MEMEZER |, 1§25 H (Amazon
VPC AFEr) RV E A BB A

4. REEHRENZSEANN, BRELFERIINT RO !

(® Note

UTimOREs| RIS AH , BF Amazon MQ LB ActiveMQ F1 Amazon MQ L&Y
RabbitMQ & 1[5 By iE #2im 0.

Amazon MQ E#J ActiveMQ
« Web #2#|5& - #w A 8162
« OpenWire — #% A 61617
- AMQP - %M 5671

- STOMP — %0 61614

- MQTT - #% 0 8883

- WSS - %0 61619

Amazon MQ £/ RabbitMQ

« Web 24lAMEE API- %O 443 F 15671
- AMQP - %1 5671
5. NIEHWRES|ZRAZTUTMEERENIR,

BT EEEDRE Web Z2H A HLIHT Ro 357



https://www.amazonaws.cn/compliance/fips/
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-network-acls.html
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_Internet_Gateway.html#vpc-igw-internet-access

Amazon MQ FEANGIER

® Note

SFARAANFFiFRINAE | FES Amazon MQ RIEAEEH Amazon VPC 2 ) Amazon
EC2 =4z 17Nk H 1% 4 I K7,

ActiveMQ on Amazon MQ
ix Amazon MQ £B ActiveMQ RIERY M KIiEEM

1. IFHARRWTITEL,

2. 1B1TELT nslookup &% , EEMRIE DNS id%. X Factive/standbyZpE | i = &
AR R MEZAIRR. active/standby Is RABRIFIR |, -1HE- 2R MEIE—HNRLER
|D q:]o Hr% uﬁ'ﬁﬂﬁ/“\%ﬁﬁ lu\E’Jrauxo

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

WMREWY , WFERRCEUTUTARN B

Non-authoritative answer:
Server: dns-resolver-corp-sfo-1.sfo.corp.amazon.com
Address: 172.10.123.456

Name: ec2-12-345-123-45,us-west-2.compute.amazonaws.com
Address: 12.345.123.45
Aliases: b-1234a5b6-78cd-901le-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

EFATEY IP it N 5 Amazon MQ 5| & FIZMEEY IP #but ABICEL, X3RRI £ DNS IR
588 L IFRMAT | WA A BERITTI—F.

3. BTUT telnet %, MiIAEBHWREBHIMERE, HARTRBERANENER, 1B
E8162EEport Bty Web 24 & KM in O 5 HE b4k giiw O LUK H A,

(@ Note

XiF active/standby EBE , MRBFEARZALET RiE1Ttelnet , MEWE—
%Connect failedfBiRER. XEMH2ZA , ENZEAEFREEREZEIT, B
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ActiveMQ #&EE1T , HEARFBIHRINKER Amazon EFS FESHWNERE, Xt
-1 M -2 KipTRETZes , AEERR RS ER BAES,

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com port

NFEFHRE , FERRBUTUTATNA .

Connected to b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
west-2.amazonaws.com.
Escape character is '~]'.

4. BERITUTEBREZ—.
. WRtelnet@ S , R EEstablishedConnectionsCountiBFRHEIARE R
B BT A Wire-level IE#EHl, BERTUETEENRIE General HERBIARBIRF L
PR Zlﬂ%JH:?'a‘ﬁK?' MBI ELE —NEFWEEIZRE, NREHRE RTIERE
N BXR#H 1T telnet ftﬁﬁ:/ﬂ"lﬁt HEFEL—DHFTEEMTEE  RARBERE X
*E_/Ao

- MR telnet MHAN , BRERBHEMENEZED , HEINRSH in-use. ABNE
Bl EEOAZE Amazon VPC R BE , REEFERMNMRAE. ERIEIT telnet W
TERHAE IP it %Eﬁikﬁﬁﬁﬁﬂm ACCEPTED , B@EEEHED. ETHEZE
BEMEERBERM , F2% (Amazon VPC F A ARG RE) PR BEEB F =6,

5. 1T curl 5% , BE ActiveMQ BIE Web 24| &8 E#,

$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-
west-2.amazonaws.com:8162/index.html

MRBTHRI , WaHNRRCUTUATARH HTML 324,

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://
www.w3.0rg/TR/html4/loose.dtd">
<html>
<head>
<meta http-equiv="Content-Type" content="text/html;
charset=iso-8859-1" />
<title>Apache ActiveMQ</title>
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-eni.html
https://docs.amazonaws.cn/vpc/latest/userguide/working-with-flow-logs.html#create-flow-log
https://docs.amazonaws.cn/vpc/latest/userguide/flow-logs-records-examples.html
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RabbitMQ on Amazon MQ
izt Amazon MQ E£#Y RabbitMQ IR W 48 2 2 1%

1. IAFLHERBFITED,
2. 1BE{TLLF nslookup @Fs , EWEMHARE DNS 2R, FLRT RBRNEHNER.

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

MREHK , WFERRUTUTARNAH,

Non-authoritative answer:
Server: dns-resolver-corp-sfo-1.sfo.corp.amazon.com
Address: 172.10.123.456

Name: rabbit-broker-1c23e456ca78-b9000123b4ebbab5.elb.us-
west-2.amazonaws.com
Addresses: 52.12.345.678
52.23.234.56
41.234.567.890
54.123.45.678
Aliases: b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-west-2.amazonaws.com

3. BITUT telnet % , MNiEHWREHMEZER, FRARTIERANENES, &
Blport&#: 7y Web #2#| A 443050 , thaJ AEB#5671 H % HK AMQP EEM KO,

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com port

MRBTHRI , WFERRUTUTARNA

Connected to b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
west-2.amazonaws.com.
Escape character is '~]'
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® Note
Telnet EEFGEJLVHE B XA,

4. BHIATUATRAEZ—

- IR telnet MHHITRIN , ERE ConnectionCount IERHABIAKERIKE max-
connections BRIAREEPRENE. BETUELEENRE Connection.log HE4A
KEARBEE LR, MREEHRATE , WBNEDE - INEFIRERDZAE, MR
EREREEE , WBR#HT telnet BENR, MRESHAEDER S FHIERER
ZAIEEXA , WWEEREES IR CloudWatch. B2 81K —IRIERR.

s NFARALXFHENARE , R telnet WHXRY , FRERNEMHFEEMKZED |, HHEIA
MRABRA in-use. AENMMEEOBCIE Amazon VPC i A% , REEFERWRAE,
EHREA telnet HEHRIE IP bt , HEINEEBIEIR ACCEPTED , BFREIHK
Ee. ETHEZEENERERBERG , 28 (Amazon VPC FRARIERE) FHR
HEB Z =6,

(® Note
WSBANEATEE AR FRMNERN Amazon MQ E£H RabbitMQ R,

5. B1TELT curl a8 , ©E RabbitMQ EE Web 2§ & HiE#E,

$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us -
west-2.amazonaws.com:443/index.html

MRBTHRI , WaHNRRCUTUATARN HTML 324,

<!DOCTYPE html>
<html>
<head>
<meta http-equiv="X-UA-Compatible" content="IE=edge" />
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>RabbitMQ Management</title>
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https://docs.amazonaws.cn/UserGuide/using-eni.html?icmpid=docs_ec2_console
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https://docs.amazonaws.cn/vpc/latest/userguide/flow-logs-records-examples.html
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BOREBEREEIT , RTLUEA telnet BiFiEE  EEBRNE AL EIERE
HiR[E SSL BE,

BHRBRQUEPTREERBLET T BEMAERHR. Amazon MQ REIEHSEREKR , SIARKEN
BFETANENZ M,

FANEIIE Amazon Trust Services A Amazon RIEPME N (CA) , EEREFIHNEEFEMET
#HITHMRIE, FIE Amazon MQ RIEBIEHIEIFEA LR CA LR, BHEMEA Amazon 1B CA , BFEFE
EJRERE LEHMERN TEHFHB Amazon MQ RIBIES,

BelE7T —E , BRECEXK.

MREHRIEL T CREATION_FAILED R , BT T84,

- REELEN IAM R, ERENKRIE , XTFEH Amazon F£E IAM EKEAmazonMQFullAccess=HiE B
EX IAM KB B EFR Amazon EC2 RRE., BXEFEEM Amazon EC2 RN EZER ,
HZH 02 Amazon MQ REFIFER IAM R,

- RESARBERNFNEBMTHEH Amazon Virtual Private Cloud ( VPC ) 1, EEHLER/
Amazon VPC F 8|2 Amazon MQ RIE , & H4MERE Amazon VPC KTk = heIEE,

RNREER , HTAERRRMT XL,
WERECAHER  NWTREHLTENREHFE,

- BRREBZUER , TR NE TEAITT 4R, Amazon MQ ERXEERENEY, B
ERG S SIZRGHITEY . PN BFENBERTRE , ERZSAFLEFR/DE , EEBRTRHEENR
BLENRE, RETRESER/PINEFNBANEANERES. AXREBLEFEONESER ,
B2 A the section called “it XX EB 4",

- BPHRERFIRBTERESENNARFIEAR. W0, Emng.t3.micro LETEFITER
HUTRELXSBREZARRR. REW CPU FIARIRSHRENFFEARTRELRSBREENE
B. EEEENKREFERTZ2 CPUMIARE , BREENSIZXRAEFEALT CloudWatch $E47.

« Amazon MQ L& ActiveMQ - 8% CpuUtilization A T@AREYFIFERAKN 22 B Amazon
EC2 compute unit B%'tk, & HeapUsage , THRE B RN ActiveMQ JVM H1ZFRHI#HY
Ba k.

« Amazon MQ E#Y RabbitMQ - #2 SystemCpuUtilization AT HEAREYFFEANE o
Amazon EC2 compute unit B4 kb, #£2& RabbitMQMemUsed , T FET LA RAM £
2 , AFKREL RabbitMQMemLimit , 8 RabbitMQ T R EEAKW KN FE 2 .
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https://www.amazontrust.com/repository/

Amazon MQ FRARIER

BRAREPIRBE LR MAN TEAREREBIHRBENESZEE , 155K Broker instance
types.

Amazon MQ LEH ActiveMQ BB HEE

ERART S B R BR LM R REA Amazon MQ X3 L8 ActiveMQ B AT AEE B A & L[| &2,

B
- RERELBET AFIEHE , BEMBFEZERE CloudWatch BEFBEERNELLANEN BERFITH

-+

5o

- EREERILFEORE , RIS N RUNNING , R R EZEEIBNELLRH. IHTL?
- BEIERMN - EE/RALUEEIINE  mEMES RN T EEEE,

« REF T RE org.apache.jasper, JasperException: {TIRIER , 7£ ActiveMQ &l & F4E JSP
NHNERRE,

RERELHETHERIESE , BRBIEE CloudWatch HEREFERRHNZL
LANEHRBESRFITEE.

MRBTETE Logs FEFZRL AN CloudWatch BE |, iBHITU T RAE,
1. REVERESREEFNAFRSEESE logs:CreateLogGroup R, MBEREAFAIESR
ERREZHfF CreateLogGroup XRFMAZAF , Ml Amazon MQ T2 B KA,

2. RELERZCOHETRENEKEE N LY Amazon MQ FBELXH E B E CloudWatch » EARHF
Amazon MQ FBZFE XA EEM AL CloudWatch BE4A |, FEEE T RBRENFEKIEF Amazon
MQ FRI AT B & APIHRERIER : CloudWatch

« CreatelLogStream— NIEEM CloudWatch AEARZEBEBER
« PutLogEvents— MEH4EZEEIEER CloudWatch HE BER.

B X1 Amazon MQ L£E & ActiveMQ LAfF B&E CloudWatch G RIBENEZER |, ESHEEAR

=+

/CNo
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https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.amazonaws.cn/amazon-mq/latest/developer-guide/configure-logging-monitoring-activemq.html
https://docs.amazonaws.cn/amazon-mq/latest/developer-guide/configure-logging-monitoring-activemq.html
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EREBEEGSEFEOR , AIMERASR RUNNING , Bt T EERIENEZ
Z#, RTAL?

BREAELBINREERRE. HNNEPRBREHERERESHPBEIEZENA |, thatg AL
2BE. TIeERMAER  REESENEZAERTERETEEKEN Amazon EFS 5 Amazon
EBS FEBHRE THREXRENEES|IEN, EESHIE , Amazon MQ £ EENHENERE B
BREBNE, ERIALIZH , B4 CloudWatch SEA T ActiveMQ B9 Amazon MQ 2L EH LT
R

+ StoragePercentUsage - A E|SH#EIRL 100% W AB 7SR IBIELERE,

« JournalFilesForFullRecovery - R REFEEXANERENEBN BEXHE., EEMNHK
BEST 1 REFERBRANES , JEcEERESBUEENE,

« OpenTransactionCount - EEENHFATERTIRENZHZEEURNERANER , NS BUE
ZR,

EREE | BRATEBWEFER rollback() = commit() RBR XA EFK, EXEZERE , URE
EEA rollback() BBR XA EBEZSHNRE R, BFSRIME XA 5%,

BEIBN-—LEEP R OEEIRE , MEMEF iR TTEREE,

MREMAIEL T RUNNING REH B —EFFimseB RIEEIRE K MEMTFREERERE &7
REELIAE T RENSIEEYRG, ERIUIZRRERINLFERBRS , BHMITUATERE

« EBF PEFLEE Amazon MQ £ ActiveMQ REMBHAZLL ABE. CloudWatch SR Eik
RREl , BAEEREAEHDEZ Reached Maximum Connections. XTI SE MQ £ LK
ActiveMQ CloudWatch BEMNEZELR |, 5, the section called “7 ## CloudWatch H &R &5
N

—BRBEFOEEHRG , R EHELIAINNE ANERE, EFRRLER , BMNBUAREHKESE
B, BRATEARIEBRRESRFIRENESZELR , HSFBroker instance types.

MBEEWNEREERETRENEERRESG , WRBEJESEMRHE,REX. RELSNNRIEH
& ERAKEBEEHIM ... Inactive for longer than 600000 ms - removing ...
%H. BERXBEBRATFHESIIEZENB. HEFimiET Network Load Balancer (NLB) 1 Z|
RIE , HEAFMTEEMENMEEIREN , IMERFRLEMAE, XEETEABNEFHRPERE
Mo
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FREFPFRAS , TRESHMARFE. AENE 600000 ERWRFEFENM TCP EE , HRHE
EEERT

FEETRE org.apache.jasper# JasperException: #####it#
ActiveMQ #i#t####t ISP HHHHH#HH,

MREERNBAFI M EBSFEH LN FHRIEMEZE AuthorizationPlugin , iHHARER XML
BENXHAHH AuthorizationEntries JtE& , ¥R activemg-webconsole AR BEPTERASI
METHNR, XA LUFAR ActiveMQ Web 241 A 8B 5 ActiveMQ REFITEE,

ARl AuthorizationEntry NETERSIF B EERMEANPREIZE T activemq-
webconsole &4,

<authorizationEntries>
<authorizationEntry admin="activemqg-webconsole,admins,users" topic=">"
read="activemg-webconsole,admins,users" write="activemqg-webconsole,admins,users" />
<authorizationEntry admin="activemqg-webconsole,admins,users" queue=">"
read="activemg-webconsole,admins,users" write="activemqg-webconsole,admins,users" />
</authorizationEntries>

B, HENKREES LDAP £/ , BHMANNPRIRF amazonmg-console-admins B4H., BxX
LDAP £ EZ{EE , S M the section called “LDAP S/ THES K"

B BHEE : Amazon MQ L/ RabbitMQ

ERAARTE B MM ERER Amazon MQ KE LK RabbitMQ B AJ 52 EI 89 & W[

Bx

- REREFINEMRASIRE EHE ISR CloudWatch,

- H{AITE Amazon MQ E£H) RabbitMQ # /5 BfE# ?

« BREFIRIEN Amazon VPC BiLi&,

- ERBFBCEEFEENNIIREY,

- F&KH Amazon MQ for RabbitMQ # 3Ll E4 FEB B,
s BEZVRERNZLENFTEEEAKS .
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BRERETEIZBAIIEL EHAYIEPR CloudWatch,

MRETEEPEFRRIITELEHAIIESR CloudWatch , BRELZHNAIIFELENE RS EM
2. HIRFFHEAIE ASCH FHo

Amazon MQ TERN BB B, HIRFRHEMIE ASCI FRHE D EHLMBATI K AR,
EX4EBMNESEER , 1555 Amazon CloudWatch APl SEH K4,

W{AI4E Amazon MQ L£# RabbitMQ /5 G4 2

Amazon MQ LEH#J RabbitMQ B &i{¥ £ #F RabbitMQ ¥, Shovel. Federation. —BMEE FHRXE
# XEHEHRINEH. BEXERASIEBHNESEER | B3 the section called “Fi#”,

R EEHRERN Amazon VPC Ei&

Amazon MQ A #ZHE B EFEHR Amazon VPC BB, BXE , BEEFEAFHH Amazon VPC B
ENEHNNRE  REERAFNREERE URL EREFHIERE URL,

SHBECEFRBAIIES

#R RabbitMQ M EMFERE | CARKEATEEA I RS IR LHHE, KERFIT4
LFERZAHERSHEST  EHIRY , AENIIITEEEATRANER. MRS THES
AEERES  BETHERNTER

EXRELEMERXEEMIIBELSHEER , 1555 the section called “f# R E =B HIl[E £ 1Y 7] 77,
F K Amazon MQ for RabbitMQ # LI IBLA F ER B F.

5| X EAFERH Amazon MQ for RabbitMQ #EXFIKE , MREERMRBREHREFES , HEIG
THANKEK, XA 84S 3 RabbitMQ #HAEF B3I XL , 3 BERBE#HR B I SAENEM
#H-FRE, MRENAELTERBHRF , BFFTENA Amazon MQ #HENREFZERBREN
&R

EMELHNRE , RNBUALRIEFESAFNEARPIRE, SEHHEALE , BIUERKGMC
EHIEAFERNARE , ENEERHRAEZFENTRZEMTAIIESLS.

B ETRENELENFEEERKS,.

B LAERA IAM B ARIEIRE B RNR. HEHN Amazon 1K/ B A HG Web BxE HHRIE , SIEE
PEREL Web S 3 THEHN 1AM A& |, JRENAEEENET OAuth 2.0 #3 IAM G RIE , AREA

KREFETEZHORATIRE L EVLAYIESR CloudWatch, 366


https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/API_Dimension.html#API_Dimension_Contents

Amazon MQ FEANGIER

IAM iEFBIREN JWT SHEFIZFNERRAMS . BXREAWH , 1S Rthe section called “fEH 1AM
S HRBRIEMBER,

Amazon MQ £ ActiveMQ : T il BR3# 4 M & 42 O 23R

LIMIBR AR AR MEMLIED (ENI) B, Amazon MQ E# ActiveMQ fF5| %
BROKER_ENI_DELETED 21k, &8 X612 Amazon MQ £IER} , Amazon MQ 2EEKF TH
Virtual Private Cloud (VPC ) HfEHMMEED , AFEEKRE EC2 R,

A BB RIMERLEMNEED, BRIMERMEZOATRESSBRKARTREN VPC MREZBHE
B, mREEBMERMEERD , WAl RAE,

Amazon MQ E# ActiveMQ : RIEBRHNEZEF B EIR

LVREBRANEFAETFTEMEAERSF/IFN , Amazon MQ £ ActiveMQ 5| % BROKER_OOM &
o BRBLATEFSIB/H (L ARBER ), REL2ERENHEEORLAERENIRES
He ATFAEFEREFREMEETREINREBAEELSHAETSHER , FHEIES , SRENKEN
2ZBIRF,

ZIABER T , Amazon MQ & RENRER AR, BB G R Amazon CloudWatch &&=
f£A CloudWatch API SREFE RN R LEEFR. 12 W ActiveMQ BROKER_OOM EB1RAt , A TIEHRTR
EH :

I 5% MQ $E#7 CloudWatch NEFEEASSHERER

TotalMessageCount HEEREASRERZI—E
ERERNFER. SEHRITHA
REERRRSEMSA , AT
BESHESNFER.

HeapUsage RIBHRIEAR ActiveMQ
JVM REFERFHINE D . BS
WEPHRTREBEEFEAK
ERR, MAESH OOM &
R
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https://docs.amazonaws.cn/vpc/latest/userguide/VPC_Introduction.html
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_ElasticNetworkInterfaces.html
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I 5% MQ $E#7 CloudWatch NEFEEASSHERER

ConnectionCount BEFmEREANE , HES
ZEMNEETESSHERNE
B,

CpuUtilization REHEEEFERANESDE
EC2 itEHEMNIE 7 Lt

TotalConsumerCount NFEZEREBENESNEH

&, HHEEHEERWEERE
ZEFMEFEINEEINEF. K
BERAEEEARERENT
R , ASBEAEER,

R IEEFH B ELHE S BROKER_OOM BiRk , FHEAMREFERAEE, At , BULUERREN
RRERFIRE | ETLUBKRIEERNIILER T EEA XS THNEE, B LE Amazon MQ £
ActiveMQ S1EREF THREZS X THEAG R MENER,

Amazon MQ for RabbitMQ : B NEER

UREBWAEFEEHE (% CloudWatch #E#rRabbitMQMemUsedtriR ) B HIFIRH N ZREI |, EB
F RabbitMQ Y Amazon MQ F X HAFF 2 EHR. RabbitMQMemLimit

SIREAFERMN RabbitMQ REMBELFFBERFHHEENE ik, ENAETRIHAZEER , £
FASIE L EE , S EA R HR 12 M AR E Z Ly |

EVMNBRASAFER , FELEEMAERT RabbitMQ WHESSE , RETRATER.

/A Important
« RabbitMQMemLimit B Amazon MQ ®RE , HHNBNEVEFIXENTRAAFHIT T
1A, BXEZER , FZ 1 the section called “WIEMBEZ IR,

« Amazon MQ EEBIEANEFEHRNFTLEHFEHIRE , HANLTEZREBHE X HEIRFR
Bl RebootBroker APl i&{ERE.,
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https://activemq.apache.org/message-redelivery-and-dlq-handling.html
https://docs.amazonaws.cn/amazon-mq/latest/api-reference/brokers-broker-id-reboot.html

Amazon MQ FEANGIER

S} CHEREFER

B E T L2 H Amazon MQ for RabbitMQ R LB RNFER, RIMNBNUEERENESR
RabbitMQ M T2 &l & F1I & # MQ $E¥5. CloudWatch

£/ RabbitMQ Web %I &2 & N7 Bk

RabbitMQ Web 4|8 A LA RME RBNMNT AN FARNEZEABRER. SUBELIUTRIEERIL
E8 :

1. &% Amazon Web Services BIEEHI A HITH LML LA RabbitMQ M TTIERSEI &

2. 1f RabbitMQ ##l& L Overview ( 85 ) TUE , M Nodes ( TR ) SIRFPER - TIEWN.

3. ETRFMEETE , EFE Memory details ( HEIFAFEE ) BT PUEETANWAEFEER
BRER.

RabbitMQ # Web 2] & 12 Y N E R 1515 8 AT LA By 8 18 TE IR AL 3R AT AR SR A 2 IR &
KERAFEHR. BXET RabbitMQ Web 2 #I 5RIMHNAFEAERARES , HZH RabbitMQ AR5
BR M AER A ER R FEA DT,

£/ Amazon MQ $ERZHTE R FER

ZIABER T , Amazon MQ B REHNRER AR, B LUBI5E CloudWatch & & =
CloudWatch AP| R&EF BN AL EIEPR. L TIEFREZ I RabbitMQ SN EFERNIEEEFT A,

I 5% MQ $E#5 CloudWatch NEEASSHERER

MessageCount HEEHEARERZI—E
FHRENEFP, SHEHEUTHA
RERRRIESA , AT
RESBENEFER.

QueueCount RABITFEERNTEF , HEXKE
RABITTRE S S BENEER.

ConnectionCount ERWEEEARNE , AT
ZEMEETREASHERNF
Bk
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Amazon MQ

FRARER

5 MQ $E#7 CloudWatch

ChannelCount

ConsumerCount

PublishRate

N ERT SRR

Syl | ERSMNERE
BB A EREET SRS
o HARBBETHASH
EREER.

N TFEEREAENTMER
&, HEEEERWEERSE
AN EFEINSEEINE. K
BERAEEEARERERNT
R, ASBEREER,

R HEFLERRENR
7o MREERMBMRENIZE
Y& H BEREESRERH
BEEWMIERENER MK
HagREIEsAFER.

S 2 BN LESRFER

@ Note

EEAXDLENRER , RABBITMQ_MEMORY_ALARM RS A EEZEE /LN NI F 8EF R

BIEFTA RabbitMQ MR EXEBENERTH L E. W THRRFINESINEELMER | BIHERD
BUF R BB RER A MFAFS RabbitMQ &R &K

= R 1768 A SRR

HEHRE

BA S 24

Amazon MQ - E Y

HERMEAFIEER, B2
BA 51 A B9 5H 5 S AC 2R I BR
BAS

D AT E

Amazon MQ FBs X

BREMAS , FiRESE
IRRASIRE BRI,

RIE SRR REA S BB PR

SR 2 REABESAEER
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Amazon MQ FEARIERE
= R EE A KR Amazon MQ b2 Amazon MQ FRBrFZEW
ERE BAEE, 1% B = R AR IE R H o
BERS BASTE R E REFFHENARERF ELHEAN

EENRRKEER.
FEREHR BAOEEZIIRENFERER. B]E—/NNEERETIRER
o
SHEXMER BRIEAAEEAREBRIEZHEN FREEMEHRIA.
EE,
B imEEEHER BRIEFFHEREZEIREL FRKEEEXBREEESH
EAHSREAHEREREN KB EFNE,

ERR,

RERNFERBRG , EUFENEFRBEARINETESRIRNEG, BXOAERELFIFER
S8 , F2 R (Amazon MQ REST APl $#) fif§ UpdateBrokerInputo

(® Note

BB RIEM mq.m5. x SEFIEBERE R mq.t3.micro SEHIKE, BRERE , HAMRNKE
HOIEHAE,

5 MQ LR RabbitMQ : &3 Amazon Key Management
Service Key

HEAZEFEE Amazon KMS key(CMK) SR ER N E (KMS) ZHAHEAR , L5 MQ L

# RabbitMQ fF5| & — INVALID_KMS_KEY X< ®BZREFMFEMNIB. Amazon Key Management
Service #iF CMK B RabbitMQ RERFLEHRKII KMS ARG EEAURKREREFREEER
BXENEN, FE RabbitMQ TERIEZFAREEEA , MRKEREFFHRBEE , RabbitMQ iR E
INVALID_KMS_KEY,

MRXBARH KMS ZHH , RERFREKAEFEEN KMS ZHNEARNR, EEEHEABHM
REBFEFB 28 , AERFTEERENFHANTNRRE, KMS ZHSEAR RabbitMQ 1
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https://docs.amazonaws.cn/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-updatebrokerinput
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BERFAERE , U LEERE/L, £ RabbitMQ BE KMS ZHBRLTEHNRSE , EHRERER

PFMNEEXFBER, Amazon MQ T4&ERAEZAN KMS Z4AEHMEHRERF , HE , RERERERF
ez B HTLMM KMS 48 , &N RebootBroker API I2{EIREIRE,

2T Ff# R INVALID_KMS_KEY

B M MR INVALID_KMS_KEY 2EFMEMNRIE , XAER S Amazon T5RE (CLI) MizH &,
Amazon Key Management Service

BB REHN KMS &

1. M DescribeBroker FZUKE CMK REREFH kmsKeyId,

2. &3 Amazon Key Management Service 2% &,

3. HEFREAZPTEL , RGN KRERFN KMS Z45 ID , HRIERSHNEEA.
4

MRIEH KMS BRACHER , FESEERZAREXRENEAEYN  REEREH. ENERE
R, BYXNERF RabbitMQ FAERF MFEE X A 1Bk,

ERIMHENRNEENEREN KMS Z4AMXER , iFAMAListGrantListGrant FERK
iEmg_rabbit_grant#mg_grantR&EEE. MR KMS BN Z4A S HMIER |, W40 BRI IEFE
F ., HEAMEXENERAUE-—MNRERER. BXBRREEFNIR  BSHNKRAERR,

EPBHLE INVALID_KMS_KEY RBIZREMEMARDE , BOFIMBRIER KMS H4 5 CMK T, 1
RIGEMIRZER | 15 TR,

Amazon MQ _E# RabbitMQ : BiZE PR 4 Z1R

WEPREHEBIRERE , AT ANFEERNKEEAEHE , RabbitMQ T RFEANUMEEEFRL . 4
RIBR AT AR Z2 A ( B Amazon CloudWatch $#§45RabbitMQDiskFreetRiR ) A EHFR IR RLE R
#5} , RabbitMQ F & B Z R 4&IE+H, RabbitMQDiskFreelLimit RabbitMQDiskFreelLimitH
Amazon MQ RE , EXRER TSR EXFIRENTRAEAZTE, BXELELR , HSH the
section called “PF M EER".

5| & Hg# PR HI R A Amazon MQ for RabbitMQ REFEEZA M ER. WRAMENMFERAELTE
—iEEL  NERAELFLEEEBUES . EEHFHTPIZE1T RabbitMQ i , MEBREEFTEN, MR
— AN REBETRS , WA HMT SEFELEEANES., ATRIBETE , REAMEEREE
H B IR WA RE LA R,
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https://docs.amazonaws.cn//amazon-mq/latest/developer-guide/amazon-mq-deleting-broker.html
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Amazon MQ E BRI HMAEHRNFTLEHMEINRE , HANASTEZRERE S| K EHRTRE
RebootBroker API BERE.,

(® Note
AR AEM mq.m5 SEHIRBEEL N mg. t3.micro SKAIRE, MREBEL , N LHH
BRACIEH B HH R,

12 W7 0 480 1R 28 PR 1 BB

HIAERT , Amazon MQ FaNEWRIES AiER. LA LUER B Amazon CloudWatch 2§ &5
£ CloudWatch AP R&EF BN AL E1E15. MessageCount 212 HT RabbitMQ i BRHI B IR ATHY
BERER. BERENEASERFZI—EERENEY, S ERTRRTHEAFKZAIEFEA , A
BES R AR,

TS MR PRSI | B Amazon MQ BRI AT TRE -

- BIEINEZEUER R M EIRAFIEE R,
« BERRABIREYHE
 MIBRICEFRAIBATI,

(® Note
ELEXBLENIRES , RABBITMQ DISK ALARM RS A REEE JLANNET T BEB KR

AR AREERBRIRE B ENEFEREARNEEHME RG], BEXxNAEHRRE
HEHIEBMES | 560 (Amazon MQ REST APl %) ## UpdateBrokerInput, HATEE
Wit R mEMEAEEATRNER,

Amazon MQ for RabbitMQ : SEfIZE R T FER

RABBITMQ_CLUSTER_DISK_USAGE_TOO_HIGH_FOR_INSTANCE_CHANGE & ~HTF %5 RabbitMQ
TREECHERIS , TEREHTERWRERFIRETE, HYFHEFEHAEBEIERATR

BBV EREFIXB N ATAZEE |, EAT RabbitMQ B9 Amazon MQ fF& HtbEHR. CloudWatch
RabbitMQDiskFree
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# A RABBITMQ_CLUSTER_DISK_USAGE_TOO_HIGH_FOR_INSTANCE_CHANGE IRZH RabbitMQ
REFHRENEHVNAREFTR , BEROEFARBTEFF2#IT,. Amazon MQ AFEWRESTE
BRE , BEREMACARNSTERZHRENRE , ERTEERNEFIZRE, FHREST , REF
TR FREFIEEK ModifyBroker APl EREREI R E,

WAL ER IR BT EER

ZINERT , Amazon MQ H& R BN ARER RAiENR. BLUEI 15 E CloudWatch 24 & = £
CloudWatch AP| SRE B RN AL EIEFR. MessageCountFH B R LAFEARabbitMQDiskFreefgtnit
T2 BTRABBITMQ_CLUSTER_DISK_USAGE_TOO_HIGH_FOR_INSTANCE_CHANGE,

ERRBERSH R VFRPIRB T ERERH:T , BEM Amazon MQ BEEEZEFIEHITUTRE

- BIEINEZEUER R M EIRAFIEE R,
« JABRBAFIFRAYHE
o MIERAIEFRHIRAS,

(@ Note
HEIERMLERE T

f& , RABBITMQ_CLUSTER_DISK_USAGE_TOO_HIGH_FOR_INSTANCE_CHANGE RZSAJRER
ELANNES S BERBR.

I B3 MQ LR RabbitMQ : IAM KA B BTN

LABIEEM IAM B ARN EREH T ERT D MQ BEs , TS % MQ LA RabbitMQ 5| % —4
INVALID_ASSUMEROLE X2 #EMEMNNKI, aws.arns.assume_role_arnYZABIRIFE.
5228 AMITAEM Amazon Ik & | & S5 mqg.amazonaws.com SRZMLEMEEXRN , ek E
XfER .

RABBITMQ_INVALID_ASSUMEROLE lREXFHREBTLEKRE LDAP FHKBIEFMENERFIES ,
NS 3 LDAP S RIEFRATA. MR LDAP RH—RENSHRIEAZE , WAL EEESR
¥, Amazon MQ EEMEMA IAM SEFEETHERERES ARN 5| K Amazon &R , HI21A T LDAP
B UERY Amazon Secrets Manager 485 Amazon S3 X %K.

L3
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2 W F ##R RABBITMQ_INVALID_ASSUMEROLE

EZ W M ## R RABBITMQ_INVALID_ASSUMEROLE #®{EPTERARB , B201E AL S #h B E R 5
Ao CloudWatch Amazon Identity and Access Management

BRI ERE

1. 5 ZE Amazon CloudWatch Logs Insights , REXEWALL AN BHEAZTUTER/aws/
amazonmqg/broker/<broker-id>/general :

fields @timestamp, @message

| sort @timestamp desc

| filter emessage like /error.*aws_arn_config/
| 1limit 10000

2. BEEREXLTUTABTNERHER :

[error] <0@.254.0> aws_arn_config: {handle_assume_role,{error,
{assume_role_failed,"AWS service is unavailable"}}}

3. BREIAM AGREHEEFTMRIZ , il :

- BRZABEZLZ AL TE—1 Amazon IKF
. BIMEERKES A mg.amazonaws.com IBEZAE
- WINZABEBEAE Amazon FIRAYAE R

4. BEFREREAERNRE,

5 MQ R RabbitMQ : LDAP ARN 753K

L% LDAP lRE K ZBEEK ARN BRR AR , T5# MQ £

Ay RabbitMQ $#5| & —“ INVALID_ARN_LDAP X<RBIR/EFMEMNNRE, X
#EHAFaws.arns.auth_ldap.dn_lookup_bind.passwordslH#gEH
ARNaws.arns.auth_ldap.other_bind.password , ©&45| A2 E XA Amazon Secrets
Manager ZiBH 4,
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RABBITMQ_INVALID_ARN_LDAP BB X RELEFER LDAP RFZK A #HITEMRRIE , XS
LDAP SRR A, MR LDAP BRE—EENSHRIESE , WAFFLTEEEIRE. ARNE
MR HBNEIRN ARN B, A FEENHANSIA, IELTSRETRN Amazon XIFHH
secretsmanager: IAM B &R ZERN . GetSecretValue

i Wi 3 %R RABBITMQ_INVALID_ARN_LDAP

E 2 FfEER RABBITMQ_INVALID_ARN_LDAP B#{EFMEMNRE , BAMERT D2 B ERMEFE.
CloudWatch

fRIRTCRHY LDAP ARN [6]

1. 5 ZE Amazon CloudWatch Logs Insights , REX WAL AN BEAZTUTER/aws/
amazonmqg/broker/<broker-id>/general :

fields @timestamp, @message
| sort @timestamp desc

| filter emessage like /error.*aws_arn_config/
| 1limit 10000

2. BEREXLTUTATHNBRHEES :

[error] <0@.254.0> aws_arn_config: {<<"could not resolve
ARN 'arn:aws:secretsmanager:xxx' for configuration

'aws.arns.auth_ldap.dn_lookup_bind.password', error: \"AWS service is unavailable
\"">>, {error,"AWS service is unavailable"}}

3. K& Secrets Manager A HIEEFTAE R , 0

- BIFRARBELL A TRE— Amazon X

- HIA ARN iBEIEH

- R IAM A& B secretsmanager: fX PR GetSecretValue
4. EHFREREHESNRE,
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WHRTLEGEE , L MQ L RabbitMQ 5| & — INVALID_ARN_HTTP <@g EH%

=R, XEMTFaws.arns.auth_http.ssl_options.certfilesHEER ARNS
aws.arns.auth_http.ssl_options.cacertfileaws.arns.auth_http.ssl_options.keyfile,
A5 AEEIER MR Amazon S3 IR M Amazon Secrets Manager #l.2%,
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eE—HENSHRIESE , WAPRHEEEESNE, ARN TR ATERHENE RN ARN iE

. NAEFEENZRANEIA. BN TERETEN Amazon XiE IAM A€FH s3: GetObject/
secretsmanager:GetSecretValue I PR B &Ko
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CloudWatch

FRIRTTIREY HTTP ARN [6] &

1. 5 ZE Amazon CloudWatch Logs Insights , REX WAL AN BEAZTUTER/aws/
amazonmqg/broker/<broker-id>/general :

fields @timestamp, @message

| sort @timestamp desc

| filter emessage like /error.*aws_arn_config/
| limit 10000

2. ERIXLPTUTABRNHERHER

[error] <0.209.0> aws_arn_config: {<<"could not resolve ARN 'arn:aws:s3:::xxxx' for
configuration 'aws.arns.auth_http.ssl_options.certfile', error: \"AWS service is
unavailable\"">>, {error, "AWS service is unavailable"}}

3. #&E S3 Object/Secrets BEERF A HIEEFARE |, 4l :

- RIFRBEREEREMNTRE— Amazon XiF
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B, 5% MQ £ RabbitMQ ¥ 5]& INVALID_ARN_SSL X &R ERT
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BX &I P#H T HORIE. MRAFSHRIUENGIE —BEENFORIESZE , WAPREEEE
ERIE, ARN TR ATRERH T ARN IBAZREH, 5|AFHFEN S3XNR, SSNRNUTEREFEN
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E AR RABBITMQ_INVALID_ARN_SSL #B#EFFEMNA , B4R T S B EFMIEHE
CloudWatch
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1. 5 ZE Amazon CloudWatch Logs Insights , RAEXEWELL AN BELAEZTUTER/aws/
amazonmq/broker/<broker-id>/general :

fields @timestamp, @message

| sort e@timestamp desc

| filter emessage like /error.*aws_arn_config/
| 1limit 10000

2. BREXUTUTARNHERHEE
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[error] <@.209.0> aws_arn_config: {<<"could not resolve ARN 'arn:aws:acm-pca:xxxx'
for configuration 'aws.arns.ssl_options.cacertfile', error: \"AWS service is
unavailable\"">>, {error, "AWS service is unavailable"}}

3. #&E S3/ACM-PCA MRFAEEFBFHE , 4N

- RUFFARBELL AN TR — Amazon XiF

- ¥iA ARN iBEIEH

- R IAM B8 EF s3: GetObject/acm-pca:GetCertificateAuthorityCertificate #XBR
4, EHREEEHEBNRE,

5% MQ £B RabbitMQ : ARN FE3%

HREPEEN —PHZN ARN TRHELEFRE , TE# MQ £# RabbitMQ 5% —4
INVALID_ARN X BIREMENNRB, XEATHT SSLIE+H. Amazon Secrets Manager #l
. Amazon S3 X R HAth k4 E EAH BB TS ( i RABBITMQ_INVALID_ARN_LDAP
RABBITMQ_INVALID_ASSUMEROLE ) &= # Amazon %R 5| FAH ARN,

#£ RABBITMQ_INVALID_ARN FRE XFHRIEAIEERXIBEITHRERRNER , EAFEURTHL ARN £
Mo BT REGRNRODEFTAR , FERERIZFRER | I5HBN ARN TEENFT, WAE
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12 W %R RABBITMQ_INVALID_ARN

WM AFR RABBITMQ_INVALID_ARN R{EFFFEHNRE , BLAEAL i CloudWatch AEMRZ
F B RS 2H &, Amazon

FRIRFFH ARN [

1. BfE Amazon CloudWatch Logs Insights , RAENEBHARL AN A ERZTUTER/aws/
amazonmqg/broker/<broker-id>/general :

fields @timestamp, @message

| sort @timestamp desc

| filter emessage like /error.*aws_arn_config/
| limit 10000
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2. BEREXLTUTARTHNEBERHEES :

[error] <@.254.0> aws_arn_config: {<<"could not resolve ARN
'arn:aws:s3:::bucket-name/certificate.pem' for configuration
'aws.arns.auth_ldap.ssl_options.cacertfile', error: \"AWS service is unavailable

\"">>, {error,"AWS service is unavailable"}}

3. K& Amazon ®RHEEFBRE , Hi :
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- ¥\ ARN B LIEH
- BR IAM BB TR R IRV MARR
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WIRESERBIGER T RabbitMQ 3 KB, ERRIRAHBEFR , ExRUTSE,
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K o

2023 F 12 A 15 Amazon MQ RIE2&E &% (BFHEX ) XFEH, AXTAXBHNEER | &
H Z#) (Amazon —f&Z %) B Amazon X3 i K o
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H
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H

2023 F 9 A 27
H

XA EEH
Amazon MQ for RabbitMQ Il £ X #F RabbitMQ 3.10.25,
BXREBATHNEENRBINEZEE , BSRAUTHREA :

« RabbitMQ 3.10.25 X F RabbitMQ RS2 F#ER K 1T1% A GitHub
 RabbitMQ B B &

BXREZHFHH Amazon MQ for RabbitMQ IRAFMREBHRNESEE , ESH B
I Amazon MQ for RabbitMQ 5|2 iR 24,

Amazon MQ &% 7 &##Y ActiveMQ JXEfRA 5.15.16, 5.16.7, 5.17.6 , ¥
HITT —MREEH. RIMNELFRTRIBM ActiveMQ XERRZA , FEEH
FAIMRA LR EREE ( MRA 5.15 A4 E] 5.15.16, WA 5.16 A% E] 5.16.7
BARARAS 517 FHRE 5176 ) o

BEXEH ActiveMQ REMNEZEE |, S EE Amazon MQ for ActiveMQ
5l B,

Amazon MQ for RabbitMQ Il £ X #F RabbitMQ 3.11.20,
BXREBEATHEENRBINEZEE , BSRAUTHREA :

« RabbitMQ 3.11.20 X F RabbitMQ AR5 2517 R R 1T B GitHub
 RabbitMQ Bk B &

BXXFH Amazon MQ for RabbitMQ IiRAMKEARNESFEE , TS5H &
¥ Amazon MQ for RabbitMQ B3| Z kx4,

391


https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.10.25
https://www.rabbitmq.com/changelog.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.11.20
https://www.rabbitmq.com/changelog.html

Amazon MQ FRARIER

SpG MAHERT

2023 7 A 27 Amazon MQ for RabbitMQ I % # RabbitMQ 3.11.16

H
BRUERAFHEENFHINESER , FSRAUATAR :

« RabbitMQ 3.11.16 X T RabbitMQ RS2 FHER K 1T1% A GitHub
« RabbitMQ B B &

BXXFH Amazon MQ for RabbitMQ RAFMRKXEBAENEZER , BESH E
I Amazon MQ for RabbitMQ 5|2 iR 24,

2023 £7 A 27  Amazon MQ for RabbitMQ I X #F R &K RabbitMQ KIEBGIZMMN AHEE.

H
BEXxpRXERNEENESER , HZHRabbitMQ Broker Configurations.

BRUBENESESR , FSH -

- BEARK
- BEARBNESE

2023 % 6 A 23  Amazon MQ 1EXF ActiveMQ 5.17.3 , iIXB—NIRRES| EiRA, LEhRAS
H ¥ Amazon MQ F#FHEXIFHEE H ( CRDR ) 431,

EXEZER , BSETINE :

- EFHHEEA CRDR , EZH (FAARIERE) AHAmMazon MQ for
ActiveMQ B9 X g BB & Fo

« ActiveMQ 5.17.3 KT E

- &I Amazon MQ for ActiveMQ 5| Z A

o A% Amazon MQ X ¥E 5| Z x4
« £/ Spring XML & & 324
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2023 £ 6 A 21 Amazon MQ for ActiveMQ I E IR 5B XiFEh#EE # (CRDR) ZhgE , AiF[E

=| ENEXEHNERERSEH BB ARAXEWREIANRE, Amazon MR XigH
WEREBEHIKE , WA LB B a1 A MR | GHE XS P&
BEREANERE,

EFBBEA CRDR , ESH (FAARIERE) ABIAMazon MQ for ActiveMQ
B 5 X EE S #l.

2023 5 18 Amazon MQ HIECHELUATXEHEY :

H
.« WA#KX (BRE)

- TA#X (BEUE )
« KM ( EHEST )
o KM ( FRERM )

EXUAXREMEESR , 52 (Amazon —fixZ£) K Amazon XiF %
=1

AN\ 0

2023 F 4 A 14 Amazon MQ for RabbitMQ % X #f RabbitMQ hix s 3.9.27,

H
BRUERAFNEENBINESER , FSRAUTAR :

« RabbitMQ 3.9.27 X F RabbitMQ RS 25 F i ER K 1T1% 8 GitHub
 RabbitMQ Bk B &

BXXFEFH Amazon MQ for RabbitMQ IiRAMKEARNESFEE , FTS5H &
¥ Amazon MQ for RabbitMQ 3|2k 4<,
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2023 F 4 A 14 Amazon MQ for RabbitMQ I £ X #F RabbitMQ kx4~ 3.10.20,

H
BRUERAFHEENFHINESER , FSRAUATAR :

« X T RabbitMQ AR5 8577 1& FEH RabbitMQ 3.10.20 K171 EA GitHub
 RabbitMQ Bk B &

BXXFH Amazon MQ for RabbitMQ RAFMRKXEBAENEZER , BESH E
I Amazon MQ for RabbitMQ 5|2 iR 24,

2023 £ 3 A 31 Amazon MQ for RabbitMQ 22 RabbitMQ 5|Zkx 7 3.10.17

H
Amazon MQ for RabbitMQ B RA 1 RabbitMQ WY TR EE LR KM |, iRAK

3.10.17 £# RabbitMQ EE#ZH & FE B, Amazon MQ EREILLIRA. H
TRRBRLERFNEM , FERINSE D EIF RabbitMQ WHFHAN T AW ER | £
A 3.10.10 ARG BF N R BREF . RONBUCBCERAFRIET , LB ZHIRE

BRFHEIRIEE. TEEMMERLIEE,

BX T A Amazon MQ for RabbitMQ A EZEE |, iEZE Amazon MQ
for RabbitMQ 5|2 hx 4%,

2023 £ 3 A 1 Amazon MQ for RabbitMQ I X #F RabbitMQ kx4~ 3.10.17,

H
BRUERATNEENBINESER , FSRAUATARE :

« RabbitMQ 3.10.17 < F RabbitMQ AR5 2517 FERI R 1T B GitHub
 RabbitMQ Bk B &

BXXFEFH Amazon MQ for RabbitMQ IiRAMKEARNESFEE , TSH &
¥ Amazon MQ for RabbitMQ B|Z kx4,
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2023 F 2 A 21 & AT RabbitMQ B Z# MQ I 25 Amazon Key Management Service

H (KMS) &5 , RHRFEFIHME, NE , BALLEREEHCHEFEE CVK,
5 &£ Amazon KMS Ik~ i fEf Amazon £&8 KMS %48, EXESER |, &
S BAME,

Amazon MQ B T AR ERH Amazon KMS %47,

« Amazon MQ B KMS %4f ( BRIAE ) - 2463 Amazon MQ EHE
B BRESNKS S,

« Amazon ¥£& KMS %4 — Amazon 3£& KMS 4R (aws/mq) = I&MK F F#Y
KMS %48 , HH Amazon MQ RX&E6IE, EBMEA,

- ERNENEFREER KMS #4] - EFREER CMK HETE Amazon Key
Management Service (KMS) &I M EE,

2023 F 1 A 13 Amazon MQ for RabbitMQ Il 7 X #F RabbitMQ iRA 3.8.34,

H
BRUEMAFNEBENBINESER , FSHANUTARAE

« RabbitMQ 3.8.34 xF RabbitMQ k%8517 FERY X 1714 B8 GitHub
« RabbitMQ Btk B &

BXXFH Amazon MQ for RabbitMQ AR EARNESZFER , ESH E
# Amazon MQ for RabbitMQ 5| Zkx 4,

2022 £ 12 A 15 Amazon MQ for RabbitMQ ¥l 7 % & RabbitMQ kx4 3.9.24,

H
BRUEMAFNEENBIEINESER , FSHANUATARRE :

« X T RabbitMQ AR5 85171 FEH RabbitMQ 3.9.24 & 1T 88 GitHub
+ RabbitMQ EXAZ

BX XN Amazon MQ for RabbitMQ AN REALNESEL , FSHE B
¥ Amazon MQ for RabbitMQ 5|22,

2022 F£12 A 13 Amazon MQ MEEHFR ( FEE ) XE#HLH, EXxTAXENEER , FZH
H {Amazon —f%5%) Hf Amazon XML iHT =,

395


https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.34
https://www.rabbitmq.com/changelog.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.9.24
https://www.rabbitmq.com/changelog.html
https://docs.amazonaws.cn/general/latest/gr/amazon-mq.html

Amazon MQ

FRARER

B

2022 £ 11 A 14
H
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H
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H
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H
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Amazon MQ for RabbitMQ M E X 3.10 , X &

— NN EELIBRA, I

£ , A LAFE RabbitMQ BASI £/ AL BBASIRZA 2 (CQv2), FX#FM 3.8 E
BEHEI 310, EXESZEE , BEHRTIINE .

+ RabbitMQ 3.10.10 K17 1% 85
 RabbitMQ B B &

BXZHFHH Amazon MQ for RabbitMQ IRAMREBARNESER , FS5H B

2 Amazon MQ for RabbitMQ 5|2 iR,

Amazon MQ BIE X ¥ ActiveMQ 5.17.2 , TE—MNFTHNIRES|ZBiRE, BXE

ZER , FSATIRE

. ActiveMQ 5.17.2 £1TTUH

- B Amazon MQ for ActiveMQ 5| Z iR
« F4%% Amazon MQ RIE5|ZiRA

« £ Spring XML i & X

Amazon MQ BI{E % #F ActiveMQ 5.17.1 , X — NN FES|ZBRE, BXxE

ZER , FZATIRE

« ActiveMQ 5.17.1 Z1TRE

- EE Amazon MQ for ActiveMQ 5| Z R
« F4%% Amazon MQ RIE 5| ZiRA

« f£/ Spring XML B & X4

Amazon MQ BE X ActiveMQ 5.16.5 , TR — NN R ES|ZBiRE, BXE

ZEE , BEATIAR

« ActiveMQ 5.16.5 £1TRE

- EIE Amazon MQ for ActiveMQ 5|2 iR
 f/ Spring XML #i & X #

« F4%% Amazon MQ RIE5|ZiRA
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Amazon MQ
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2022 F 4 A 25
H

2022 F 4 A 20
H

2022 F 3 A1
H

2022 2R 25
H

20222 A 16
H

XA EEH
Amazon MQ EREHEEHHRIT networkConnector TEMEAMIES.

o BIEFEE Amazon MQ XIEM &

Amazon MQ iX —RAZ 1T CRITICAL_ACTION_REQUIRED RIERA

M ActionRequired APIEM. HRIERERKE , CRITICAL_ACTION_RE

QUIRED £BH®E, ActionRequired NEEMHE—MNMRED , EBAILIERZ
RBE (FFRARER) PERBRMMIHERLLEZA A,

o ABHE
{Amazon MQ APl &) Hi ActionRequired X#¥%,

Amazon MQ B 7E X #F ActiveMQ 5.16.4 , X2 — MR ES|BIRAK, BXE
ZEE , BSATINE :

« ActiveMQ 5.16.4 Z{TRE

- EE Amazon MQ for ActiveMQ 5|2 iR

£/ Spring XML & X #

« F4% Amazon MQ RIE5| iR

Amazon MQ IEEL A# X ( HiX ) XigiEH, BXTHAXENEER |, 18
2R (Amazon —f&5Z) HH Amazon X3 ik =

Amazon MQ for RabbitMQ £ 3% # RabbitMQ version 3.8.27,
BREBEATHIEENRBTINEZEE , BSRAUTHREA :

« RabbitMQ 3.8.27 X F RabbitMQ IRF 25 F i ER K175 GitHub
+ RabbitMQ EX A&

BRXZH#EHH Amazon MQ for RabbitMQ IRAFMRXEBAHRNEZEE. , HSH E
¥ Amazon MQ for RabbitMQ 5|Z 28,

Amazon MQ ILEEIEMN ( FER ) XEFiP#E, BEXTAXENER |, &
% Amazon —fi&Z&Z B Amazon KIHF LT =,

™
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2022 £ 2 A 14  Amazon MQ for RabbitMQ IM#E X #F RabbitMQ kx4 3.9.13, B3R EBRAFH
| FKIEATM Rabbit 3.8 AHK R 3.9, Ak , FFAREHKE,

A} RabbitMQ 3.9 F5| AR IR ESE R , S HME £ 3.9.0 IRAEI A
THEATUE. GitHub

(® Note
B &l , Amazon MQ FX & , 2t RabbitMQ 3.9 F#HEY7E JSON
AL B FIiEF,

BRUERAFHEENBHINESER , FSRAUTAR :

« RabbitMQ 3.9.13 7£ RabbitMQ FRS5 25174 & F R X 1T 1% B8 GitHub
« RabbitMQ B B &

BXXFH Amazon MQ for RabbitMQ RAFMRXEBAENEZER , ESH E
I Amazon MQ for RabbitMQ 5|2 iR 2,

2022 2 A7 Amazon MQ for RabbitMQ # H TR EBIEHR |, X LISPRfEReEH I IR E B0
H EFHFEZAT RPN EEREERE,

BXEZEE , BZATINE :

« the section called “RabbitMQ By 5#5”

20221 A 18 Amazon MQ for RabbitMQ I # %X #f RabbitMQ hix 4~ 3.8.26,

H
BRUERAFNEENBINESER , FSRAUTAR :

« RabbitMQ 3.8.26 < F RabbitMQ IR% 25 F i ER X 1T1% 8 GitHub
 RabbitMQ Bk B &

BXXFEFH Amazon MQ for RabbitMQ IiRAMREARNESFEE , TS5H &
¥ Amazon MQ for RabbitMQ 3| Z kx4,
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Amazon MQ FEARIERE
B Hf XA EH
2022 £1 A 13  Amazon MQ 5| A RABBITMQ_MEMORY_ALARM RERBUEREBEZHEN
| FERHABALTEITTIRIRASFIBEAE, Amazon MQ EEiFMESMEIK
BEHRZWT, BRAPBLEESNEER. BEXEZEERE , BSHATIAR,
» the section called “ RABBITMQ_MEMORY_ALARM
2022 1 A6 LIER ActiveMQ REELE Amazon MQ CloudWatch H&BT , Amazon MQ X
H BEET IAM BRI FEMPaws:SourceArn fFEHaws:SourceAccount

2021 12 A 20
H

2021 £ 11 A 16
H

2021 £ 10 A 12
H

£ R&A L FXEARMLEIEEOREAE, EXESEL  WSHTH

« the section called “Cross-service ;R &LEY BIF Fph”

Amazon MQ for ActiveMQ 5| A —HFTHVIESR , FREBEIREFERAZZIENT
EME IR IN Y B KOE RS |, H B B F PR RE 05 Ma 12 E 12 5 (X 28
ZPFHNREN TR, BXEZER , BEZATIAR.

« the section called “ActiveMQ BV IEF5”

Amazon MQ for RabbitMQ I 7£ X #F RabbitMQ kx4 3.8.23,
BXREBEAFTHEENBTINEZEE , BSRAUTHREA :

« RabbitMQ 3.8.23 X F RabbitMQ RS 25 F i ER X 17158 GitHub
« RabbitMQ B B &

BXXFH Amazon MQ for RabbitMQ RAFMRXEBAENEZER , ESH E
I Amazon MQ for RabbitMQ 5|2 k2,

Amazon MQ BLEXZ# ActiveMQ 5.16.3 , X2 —MNFTHXES|ZBRAK, BXE
ZEE , BSATINE

« ActiveMQ 5.16.3 £1TTE

- EE Amazon MQ for ActiveMQ 5|2 iR

« F4%% Amazon MQ RIE 5| ZiRA

£/ Spring XML #i & X #
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2021 £7 A 29
H

202157 A 16
H

XA EEH
Amazon MQ for RabbitMQ I 7£ X #F RabbitMQ kx4~ 3.8.22,

BERRA G & — AN £ SART IFAY AR AS RabbitMQ 3.8.17 # iR 5l #Y BA 31 7] R Y
B8 , XEAIEREER TTL (& E ) o BMNBWUEHREREARD
k7 3.8.22,

BXRLBREATHNEBEENRTENESEE , BZRAUATAE :

+ RabbitMQ 3.8.22 x T RabbitMQ AR5 25171 FERY K 1T 1 BA GitHub
 RabbitMQ B B &

BXREZEFH Amazon MQ for RabbitMQ IRAEFMREBAHRNESEE. , FSHE
¥ Amazon MQ for RabbitMQ 3| Z kR A

HFANERSRERE (TTL) BBAFIZFEEE |, &R F RabbitMQ B Amazon
MQ ErtE A T RabbitMQ 5|2 kR4S 3.8.17, time-to-liveFRA1E I E ARRA
3.8.11,

Amazon MQ for RabbitMQ I 7£ X & RabbitMQ kx4~ 3.8.17, BEXLEFRF S
ENBHNEFNBFIINEZER , BSRUATRE :

« xF RabbitMQ BRZ-85 F 6 E R RabbitMQ 3.8.17 £1Ti%88 GitHub
« RabbitMQ EXHBHE
« &I Amazon MQ for RabbitMQ 5|2 kx4~

WM |, B LUMEA Amazon Web Services EE 1244, Amazon CLISKIE & #h
MQ API AT D% MQ 2LEMNEF R, ETHEEXKEBLAPNBENES
FE , BZRAUATHR,

 itXl Amazon MQ KEEH) 447 B EX
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2021 7R 6 Amazon MQ for RabbitMQ #H 7 X — e HE R MK BN T, — MR
=| ERMEBREEYEENRARITENREEREERBEING, EXESE
B #SHETIAEA :

« —HMRSIEEE N
+ RabbitMQ & FE L #Y RabbitMQ —Bis & R #EKHE GitHub

20216 A7 Amazon MQ BI{E X 3#F ActiveMQ 5.16.2 , X — NN EES|ZBRE, BXE
H ZER  BESATIREA :

. ActiveMQ 5.16.2 £{TTUH

- B Amazon MQ for ActiveMQ 5| Z iR
« F4%% Amazon MQ RIE5|ZiRA

« £ Spring XML i & X

2021 £5 A 26  Amazon MQ for RabbitMQ MEEHE (4t ) M+ E ( TE ) XE#H, F
H XA AXEHNER , HZHAmazon XKML HET Ro

2021 £5 A 18  Amazon MQ for RabbitMQ =3 7T REEIAE,

H
BXGZRER , Amazon MQ 2R FEEENZFIRENTEENIZ—A

RERBANELENRS , MR EN SR, AXESEE , FSHUTA

& : https://docs.amazonaws.cn//amazon-mq/latest/developer-guide/rabbitmg-

defaults.html

20215 A5 Amazon MQ BE X ActiveMQ 5.15.15. BEXEZEER , HSETIRNE :

H
« ActiveMQ 5.15.15 X{THE

- &I Amazon MQ for ActiveMQ 5|2 R
« £/ Spring XML B & X4

20215 A 5 Amazon MQ FHRERIR Amazon TEBENEE, BEXEZER , 5SR T
| NA :

« the section called “Amazon & FKEL”
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Amazon MQ FIEEHE (ItR ) NP E (TE ) XE#HH, ExTHXIEN
{£8 , FZFAmazon XML imT =,

Amazon MQ I £ X 3F RabbitMQ 3.8.11, BxIEHFH T I EMIEIMEF TS
NEZER , ESHEUTRE :

» RabbitMQ R 2517 E LR RabbitMQ 3.8.11 & 1714 B8 GitHub

« RabbitMQ EXHE

« BIE Amazon MQ for RabbitMQ 5|2k 4<

Amazon MQ IEETL A#X ( AfR ) Xigi#tH, EXxATAXENESR , S
¥ Amazon MQ XML iwT =,

Amazon MQ BE X ActiveMQ 5.15.14, BEXEZER , BRI TIRE :

« ActiveMQ 5.15.14 KX 1714 BR
- &I Amazon MQ for ActiveMQ 5| Z R
« £/ Spring XML &t & 304

/A Important

T bR A 12 7E B &89 Apache ActiveMQ [B)# |, ActiveMQ Web
5 & P EYHT Pause Queue (E1£BA %) I FREEA T Amazon MQ
for ActiveMQ fR3E, BXLRIBHEE , 25 AMQ-8104,
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H
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H
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H
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H
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H
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Amazon MQ EXF RabbitMQ , XR—NMNEANFREERE, XFER
Amazon TEEENRBEIFHINER RabbitMQ JEEREBIEBEI,

Amazon MQ for RabbitMQ AIEEBHEANEHERBNER EERE , HABWME
Hugie, RERBNEFRHFSEES.

« Amazon MQ % # RabbitMQ 3.8.6. BEXXEFNSIZBMANESZEE , 5
Mthe section called “RRAEE",

« Amazon FREEIIEKIL 750 PEEIESEHI mg.t3.micro REMEE
S H 20GB tWiEfEz=RE , HiIR N —F, BXAXEFNRFIRENESEE | B
2 Broker instance types.

« {&Bh) Amazon MQ for RabbitMQ , A LL#E RabbitMQ & F i FE ST i E A
BEH , £ AMQP 0-9-1 FRIEHRE, EXZIENDNBBEHMN
EEZEER , i3 Rthe section called “Amazon MQ for RabbitMQ 11",

« Amazon MQ for RabbitMQ E1E ZH a1 # Amazon MQ WATERXFHH, E
THREXRMETARENEZEESR , 5 Amazon XiF5IE,

EFHBEA Amazon MQ , BOIERE | FFET VM W AR FEZETEHN
RabbitMQ X2 , HZF AT : SIEHiEE RabbitMQ KE,

Amazon MQ % #F ActiveMQ 5.15.13, BXEZEE , BSHTIRNE :

» ActiveMQ 5.15.13 X 1Ti%BA
- &I Amazon MQ for ActiveMQ 5| Z i 4~
« ff/ Spring XML i & X #

Amazon MQ MEERUMN (K= ) XE#EH, BEXxTAXBHEE , TSR
Amazon MQ XML w1 2o

&R LAE R Active Directory S H At LDAP BRS5 88 P BV EIEXT Amazon MQ
AP#ITHEHABIE. ZELORM, BERMEXR Amazon MQ AF , A AERE
MBEAFI P ELABR, BXEZER , HSH ¥ LDAP 5 ActiveMQ £

Amazon MQ MIEX# mq.t3.micro kPIEE, EXEZER , HSH
Broker instance types.
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Amazon MQ FERARER
=p: XA
2020 £ 6 A 30  Amazon MQ X#F ActiveMQ 5.15.12, BXEZEER , BSHTIARZA :
H
- ActiveMQ 5.15.12 & 1Ti% 85
- B Amazon MQ for ActiveMQ 5| Z kR
« £/ Spring XML i & X
2020 £4 A 30 Amazon MQ X% broker TE LW FEETEK systemUsage » BXEZ
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