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® Note

Amazon Glacier EX#rERRE —BAAERNER, SBLEUTRAIPAHEER , ZHR
BENHEFEEECEMES CEEERHANXMAEPE R, KEMBEESREIT—IX

ERAT Java B9 SDK 2.x

® Note
EBEZMXER GitHubo # Amazon LS RBIFHEEFEFERTREMREG , THMMETIR
BHIZE1T.

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.UploadArchiveRequest;
import software.amazon.awssdk.services.glacier.model.UploadArchiveResponse;
import software.amazon.awssdk.services.glacier.model.GlacierException;
import java.io.File;

import java.nio.file.Path;

import java.nio.file.Paths;

import java.io.FileInputStream;

import java.io.IOException;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

/**
* Before running this Java V2 code example, set up your development

* environment, including your credentials.
*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-started.html
*/
public class UploadArchive {

static final int ONE_MB = 1024 * 1024;

public static void main(String[] args) {
final String usage = """
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Usage: <strPath> <vaultName>\s

Where:
strPath - The path to the archive to upload (for example, C:\\AWS
\\test.pdf).
vaultName - The name of the vault.

man,
’

if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

String strPath = args[0];

String vaultName = args[1];

File myFile = new File(strPath);

Path path = Paths.get(strPath);

GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();

String archiveld = uploadContent(glacier, path, vaultName, myFile);
System.out.println("The ID of the archived item is " + archiveld);
glacier.close();

public static String uploadContent(GlacierClient glacier, Path path, String
vaultName, File myFile) {
// Get an SHA-256 tree hash value.
String checkVal = computeSHA256(myFile);
try {
UploadArchiveRequest uploadRequest = UploadArchiveRequest.builder()
.vaultName(vaultName)
.checksum(checkVal)
.build();

UploadArchiveResponse res = glacier.uploadArchive(uploadRequest, path);
return res.archivelId();

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);
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return ;

private static String computeSHA256(File inputFile) {
try {
byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 tree hash = %s\n", toHex(treeHash));
return toHex(treeHash);

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s", inputFile,
ioe.getMessage());
System.exit(-1);

} catch (NoSuchAlgorithmException nsae) {
System.err.format("Cannot locate MessageDigest algorithm for SHA-256:
, hsae.getMessage());
System.exit(-1);

o
S

}

return ;

public static byte[] computeSHA256TreeHash(File inputFile) throws IOException,
NoSuchAlgorithmException {

byte[][] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
return computeSHA256TreeHash(chunkSHA256Hashes);

/**
* Computes an SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk, even if it's smaller than 1 MB.
*/
public static byte[][] getChunkSHA256Hashes(File file) throws IOException,
NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance("SHA-256");
long numChunks = file.length() / ONE_MB;
if (file.length() % ONE_MB > Q) {

numChunks++;

if (numChunks == 0) {
return new byte[][] { md.digest() };
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byte[J[] chunkSHA256Hashes = new byte[(int) numChunks][];
FileInputStream fileStream = null;

try {
fileStream = new FileInputStream(file);

byte[] buff = new byte[ONE_MB];

int bytesRead;
int idx = 0;

while ((bytesRead = fileStream.read(buff, @, ONE_MB)) > 0) {
md.reset();
md.update(buff, @, bytesRead);
chunkSHA256Hashes[idx++] = md.digest();

return chunkSHA256Hashes;

} finally {
if (fileStream != null) {

try {
fileStream.close();

} catch (IOException ioe) {
System.err.printf("Exception while closing %s.\n %s",

file.getName(),
ioe.getMessage());

/**
* Computes the SHA-256 tree hash for the passed array of 1 MB chunk
* checksums.
*/
public static byte[] computeSHA256TreeHash(byte[][] chunkSHA256Hashes)
throws NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance("SHA-256");
byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.length > 1) {

int len = prevLvlHashes.length / 2;
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if (prevLvlHashes.length % 2 != @) {
len++;

byte[][] currLvlHashes = new byte[len][];
int j = 0;
for (int i = @; i < prevLvlHashes.length; i =i + 2, j++) {

// If there are at least two elements remaining.
if (prevLvlHashes.length - i > 1) {

// Calculate a digest of the concatenated nodes.
md.reset();

md.update(prevLvlHashes[i]);
md.update(prevLvlHashes[i + 1]);
currLvlHashes[j] = md.digest();

} else { // Take care of the remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

prevLvlHashes = currLvlHashes;

return prevLvlHashes[Q];

/**
* Returns the hexadecimal representation of the input byte array
*/
public static String toHex(byte[] data) {
StringBuilder sb = new StringBuilder(data.length * 2);
for (byte datum : data) {
String hex = Integer.toHexString(datum & OxFF);

if (hex.length() == 1) {
// Append leading zero.
sb.append("0");

}
sb.append(hex);

}

return sb.toString().toLowerCase();
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}

- Bx APl Ni¥AE L , ES @ Amazon SDK for Java 2.x APl £2 UploadArchive 1 #Y,

A Amazon Glacier R EE2IXHE ERA T NET B Amazon SDK
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« ZRBINIEEN Amazon Glacier Xigim R 82 ArchiveTransferManager LS,
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« Z~BIfERA Upload 3£ ArchiveTransferManager APl BE EERR, T F/PNEMER | ILIRE
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(® Note

Amazon Glacier EX#ERRE —HAMBERNER, B ELEUTRAIREER , ZER
BENHEFECEMES EEERHANXMHERE R, LEMEESREIT X

Example— RN &% 5 APl L& #42R FAT NET # Amazon SDK

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadHighLevel_GettingStarted

{
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static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to
upload ***";

public static void Main(string[] args)
{
try
{
var manager = new
ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
// Upload an archive.
string archiveIld = manager.Upload(vaultName, "getting started archive
test", archiveToUpload).Archiveld;
Console.WriteLine("Copy and save the following Archive ID for the next
step.");
Console.WriteLine("Archive ID: {0}", archiveld);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

S8 4 : £ Amazon Glacier PN XHETHZE

LS ERP |, LR THZRES R 3 | £ Amazon Glacier PSR EZ X4 EHR EENROIEE,

/A Important
Amazon Glacier BSEiRMH 7T —MEHIE, B2 , FAFHERE (Sl L&, TERSMBR ) #F
E&E A Amazon Command Line Interface (CLI) R EXRE, EHIEELSERIIAXZE. H
m, BEEERE., WAMEMSIRERE  S40ER Amazon CLI EBRERELHIER |
FiERBEEMER REST API Sif#EH Amazon HEF AT ES,
E L% Amazon CLI , i5Z ¥ Amazon Command Line Interface, BX¥F Amazon Glacier &
BEEAMNEZ(EE Amazon CLI , 58 Amazon Glacier Amazon CLI ZZ%& 8, BXEH

HPR 4 0 NI E T S A7 4 API kg7 2012-06-01 19


https://www.amazonaws.cn/cli/
https://docs.amazonaws.cn/cli/latest/reference/glacier/index.html

Amazon Glacier FRARIER

FFR4Z= E4£ Amazon CLI  Amazon Glacier BRI , &SR Amazon Glacier 5 Amazon
Command Line Interface

BE , M\ Amazon Glacier RRFBFER— M2 NIRNTRHOTRE :

1. BRIRRES.
2. FF %A , BFT THREE

ZEM Amazon Glacier KERR , FEXERHES. FFTEXE , BRTHEEE. BxMERENE
ZEER |, HSHKZE Amazon Glacier #42,

BRI T R B [ BUR FAE R ZRIETN - IR, FERRSERR, N TFRTHEAEMR (250 MB
+) ZHAMFIEHAMR , FRMERRIGANHREEE 13 5 74N TH. FAMERRRRRN
REBEE3IIS MR TH, HELRBEEES I 12 MR TH. BXEMEBELTNESEL
B Z# Amazon Glacier SN AFAFEE, BEXBERRFANESZEER , 55H Amazon Glacier EH
Ao

UTEBERERHNRBREKBHES , SHEESEX , AR TREERNHE

&
« {5 Amazon Glacier PRI X HE T H AR EH T Java B Amazon SDK
« 5/ Amazon Glacier R X HE T EH AR SEA T NET 8 Amazon SDK

5/ Amazon Glacier P XA E T HME ZH T Java By Amazon SDK

LR Java REERGIERAY EAT Java B Amazon SDK 545 APl TEEE L -5 FERNRE,
ERBROIF , FIEEUTER :

o LUTRHIBIE AmazonGlacierClient /L4,

s ZRBEAEZERI (HBXMN ) XiF (us-west-2 ) EEEZFHELSE 2 : 7£ Amazon Glacier #
SIS ER R X ENNE,

« ZIERA T ArchiveTransferManager 26/ download API ##4E , ZEE T ERT Java ¥
Amazon SDK&E % APl, Z I 612 Amazon Simple Notification Service ( Amazon SNS ) £
B, UWRiZEBZITEH Amazon Simple Queue Service ( Amazon SQS ) BA%l, R & BT
BB 8|2 T Amazon Identity and Access Management (IAM) B R B FEE 1 : FFEAFE A Amazon

£/ Java TEIEE API kg7 2012-06-01 20


https://docs.amazonaws.cn/cli/latest/userguide/cli-using-glacier.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-using-glacier.html
https://www.amazonaws.cn/glacier/faqs/#Data-retrievals
https://www.amazonaws.cn/s3/glacier/pricing/
https://www.amazonaws.cn/s3/glacier/pricing/

Amazon Glacier

FRARER

Glacier 281 , MEM AP RAEQEFMMER Amazon SNS B R Amazon SQS BAFIFT A ER IAM £

PR o

BXRWAZEITH RBIR step-by-stepiiiBA , EZF#{EH Eclipse 1217 Amazon Glacier Y Java 1=, &
TEEH HB] 3 ;. £ Amazon Glacier PR FE R4 E P E LEXXHWREE ID ZSETRHKE,

Example— A T 8442 EA T Java B Amazon SDK

import java.io.File;
import java.io.IOException;

import com.
import com.
import com.
import com.
import com.

amazonaws.auth.profile.ProfileCredentialsProvider;
amazonaws.services.glacier.AmazonGlacierClient;
amazonaws.services.glacier.transfer.ArchiveTransferManager;
amazonaws.services.sns.AmazonSNSClient;
amazonaws.services.sqs.AmazonSQSClient;

public class AmazonGlacierDownloadArchive_GettingStarted {

public
public
public

kkkl.
’

public
public
public

public

static String vaultName = "examplevault";
static String archiveld = "*** provide archive ID ***";
static String downloadFilePath = "*** provide location to download archive

static AmazonGlacierClient glacierClient;
static AmazonSQSClient sgsClient;
static AmazonSNSClient snsClient;

static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

glacierClient = new AmazonGlacierClient(credentials);
sgsClient = new AmazonSQSClient(credentials);
snsClient = new AmazonSNSClient(credentials);

glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");
sgsClient.setEndpoint('"sqs.us-west-2.amazonaws.com");
snsClient.setEndpoint("sns.us-west-2.amazonaws.com");

try {

sqsClient,

ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient,
snsClient);
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atm.download(vaultName, archiveld, new File(downloadFilePath));

} catch (Exception e)
{

System.err.println(e);

}

£ Amazon Glacier F XA E T H R EATF .NET By Amazon SDK

LT CH R REIEANSERD APl TEHEZRIER LERNREH Amazon Glacier fH#4 % F£ 2|
XA SERT NET 89 Amazon SDK, SEFTF .NET B9 Amazon SDK ERXBREIF | FEFZUTIE
o

« ZTBINIEER Amazon Glacier X1igik [ 8|2 ArchiveTransferManager KR,

- ZREROIFEHAZEES (HEXM ) X8 (us-west-2 ) EEEZHESE 2 . £ Amazon
Glacier POl X HEFRIBRNHEENE,

« Zn~BIfEA Download M ArchiveTransferManager APl IRETH MR, ZRFIEIE
Amazon Simple Notification Service ( Amazon SNS ) £ , LK% ZEIT A Amazon Simple
Queue Service ( Amazon SQS ) A%, IR EIZRBFPRIIEARE T Amazon Identity and Access
Management (IAM) BB G AP SE 1 : FFaEH Amazon Glacier 2 81 , WK AP QI ZFME
FA Amazon SNS & H Amazon SQS BAFIFFAER 1AM R,

- WREIEZ TRRRRES , HNRIFHTRAUERITA/R, NRHRTA , WFBRTER.
RERNENIEFAEE , BSRAEERRIET,

BRUMMENZITH RHIH step-by-stepin B , BESRETRIE RO, BFEEH FHI& 3 . £ Amazon
Glacier PR RIS E R E L& XHFNAE ID EEROKB,

Example— R SR APl TEH#4ZE EATF .NET B Amazon SDK

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
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class ArchiveDownloadHighLevel_GettingStarted

{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";
static string downloadFilePath = "*** Provide the file name and path to where

to store the download ***";

public static void Main(string[] args)
{
try
{
var manager = new
ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

var options = new DownloadOptions();

options.StreamTransferProgress +=
ArchiveDownloadHighLevel_GettingStarted.progress;

// Download an archive.

Console.WriteLine("Intiating the archive retrieval job and then polling
SQS queue for the archive to be available.");

Console.WriteLine("Once the archive is available, downloading will

begin.");
manager.Download(vaultName, archiveld, downloadFilePath, options);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
static int currentPercentage = -1;
static void progress(object sender, StreamTransferProgressArgs args)
{
if (args.PercentDone != currentPercentage)
{
currentPercentage = args.PercentDone;
Console.WriteLine("Downloaded {0}%", args.PercentDone);
}
}
}
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}

B 5 : M Amazon Glacier 5 #9 3T 4 FE M R 2=

LS ERP |, LORFMIBRES R 3 © £ Amazon Glacier RIS EZ B4 ER EERNROIRE,

/A Important

FoEE A Amazon Glacier B HI SRR, FRIEFEHRE (Fl Lk, TEHIMBER ) BEE
184 F Amazon Command Line Interface (CLI) RERD, B AT (HIME LS. WM
Hibxe s ) | @245 ER Amazon CLI HEERBRAHBER , FiEREREMER REST API 5
£/ Amazon BT X TES,

E %% Amazon CLI , i#EZ ¥ Amazon Command Line Interface, BX¥F Amazon Glacier &
B & EAMNE 28 Amazon CLI , 2 Amazon Glacier Amazon CLI S Z& ¥, BXER
R4 £ £ Amazon CLI E] Amazon Glacier B~ , S 54 Amazon Glacier 5 Amazon
Command Line Interface

BEHITUTIFRIE 2 —3 Amazon CLISKMIBR REIH%E

« {5 Amazon Glacier # B9 X4 FE I BRAS R BB F Java B Amazon SDK
« 5 Amazon Glacier A B9 344 FE I BR A4 2R S&EFF NET B Amazon SDK
« f#F Amazon Glacier FEI 4 =Mk Amazon CLI

PSS

o I8 3 : £ Amazon Glacier F R4 F& SIS E
« HHB& Amazon Glacier FRIFYE

5 Amazon Glacier FRHY 4 EE Rl BR#4 =R & A T Java B9 Amazon SDK

LR RGIER EAT Java B9 Amazon SDK MiER#4Z%E, EREH |, HEEUTER :

« DeleteArchiveRequest BIETHRMIERIER , SIEHRAMENXEEZHAEE ID,
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FRARER

« deleteArchive API #&4E@ Amazon Glacier Z%:MIBRHRMBER,
- ZRBIEAZERAD (HBBXIM ) X (us-west-2),

BXRUAEITIHRBIH step-by-stepiiBA , ESFEA Eclipse 1247 Amazon Glacier By Java =, #&

ZEEEH P] 3 /£ Amazon Glacier PR EEEIXHE PE EEXHHHER ID ZERHARE,

Example— A BR#% 2R EA T Java B Amazon SDK

import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.model.DeleteArchiveRequest;

public class AmazonGlacierDeleteArchive_GettingStarted {

public static String vaultName = "examplevault";

public static String archiveld = "*** provide archive ID***";

public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);

client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try {

// Delete the archive.

client.deleteArchive(new DeleteArchiveRequest()
.withVaultName(vaultName)
.withArchiveId(archiveld));

System.out.println("Deleted archive successfully.");

} catch (Exception e) {
System.err.println("Archive not deleted.");
System.err.println(e);

fEF Java M BR#S S
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}

£/ Amazon Glacier A BY 34 EE ARl BR 24 3R S T .NET B9 Amazon SDK

BT c#t REBRBIERR EAT NET 8 Amazon SDK B4 5 AP HIBRIEE E—Fh EEAMNRE, &
RBRFIF  EEEUTHER :

« ZRBIREER Amazon Glacier Xigiis R 812 ArchiveTransferManager KX,

- ZRBROIFEAEZERS (HBXM ) X8 (us-west-2),

« ZRHIER ArchiveTransferManager 2/ Delete API 246 |, ZEET EHT NETH
Amazon SDK#IE 4 AP,

BXRUWAZEITH RBIR step-by-stepiiBA , HEZHREZTRETA, BFEEEH P& 3 . 7£ Amazon
Glacier FYFRY%E FAESI N E FE LA XHENE ID EZRHKRE,

Example— R SR 5 API #IBR#42R EATF .NET & Amazon SDK

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDeleteHighlLevel_GettingStarted
{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";

public static void Main(string[] args)
{
try
{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.DeleteArchive(vaultName, archiveld);
}
catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
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Console.ReadKey();
}
}
}

5 Amazon Glacier # #Y#4 3=l Bk Amazon CLI

& LAE A Amazon Command Line Interface (Amazon CLI) fiiBk Amazon Glacier FEI 4%
£

« ( HEHAR%ZH ) ®E Amazon CLI

« Rl : fE FAMIERALEZ Amazon CLI

( oR%FH ) ®E Amazon CLI

1. THHBEE Amazon CLlI, BXxi%BE , 52 (Amazon Command Line Interface B F 188 HHY
AT ER :

IEfE &% Amazon Command Line Interface

IEfEBLE Amazon Command Line Interface

2. EMTERETHANATHSRBIEEHN Amazon CLIEE, XEGSEESREMELF , Bt
5465 A BRIABL B STV R AE o

« RIAGEA help 85,
aws help

- EIRIMEEEKF £ Amazon Glacier XHFEMFIXR , A list-vaults &
. 123456789012 A H) Amazon Web Services W/~ B9 ik,

aws glacier list-vaults --account-id 123456789012

- EEENYAIE BRI Amazon CLI , EffFaws configure list@$,

aws configure list
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5l : B I BR A4 =R Amazon CLI

1. A initiate-job W TEBFERETS. BHX initiate-job WTHEZER , BSHE
HES

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters "{\"Type\": \"inventory-retrieval\"}"

FERs

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "*** jobid ***"

2. f#H describe-job HTREL—ITREFESZHWIRES. BX describe-job T THEZEFER ,
BSAERES.

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

FAs

"InventoryRetrievalParameters": {
"Format": "JSON"

},

"VaultARN": "#*** yault arn ***",

"Completed": false,

"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

3. FR/HESTER.

BHRERNTFSHECEFHRETHRNESR, IREENHEPIRETBANEE K EBEZHES
BT E T Amazon Simple Notification Service ( Amazon SNS ) & , Nl Amazon Glacier £ %
RESERZEBREHEE,

= F I BR #4238 Amazon CLI API R4 2012-06-01 28


https://docs.amazonaws.cn/amazonglacier/latest/dev/api-initiate-job-post.html
https://docs.amazonaws.cn/amazonglacier/latest/dev/api-initiate-job-post.html
https://docs.amazonaws.cn/amazonglacier/latest/dev/api-describe-job-get.html

Amazon Glacier FEANGIER

BRBIREXHFENRESHNENEE. BXESEE , SR E Amazon Glacier FEE M #

EEA, RERLEETEEMH , Amazon Glacier i @IEER Amazon SNS EH A% B S,

4. EFERSE , £ get-job-output R FEFES TEHEIXH output. json. BX get-
job-output MTHEZEE , ESHRIUES i,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

HTRER—NMEEUT 2RI

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",
"InventoryDate":""*** job completion date ***"",

"ArchivelList":[{

{"ArchiveId":""*** archiveid ***"",

"ArchiveDescription":"*** archive description (if set) ***",
"CreationDate":""#**#* grchive creation date ***"",

"Size":""*** grchive size (in bytes) ***"",

"SHA256TreeHash":"*#*#* archive hash *#**"

3,

"ArchiveId": 123456789
}

5. f£f delete-archive i T M\XHEFRBREMEE , ERITREFEMESE,

aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id="*#** archiveid ***"

BXx delete-archive MTHEZEER | FS MRS,

$B 6 : 1€ Amazon Glacier F R 4FFE

XHEERATEHNENSSE. EMEE Amazon Glacier SXHFE |, BXATE ARBRXHEERBE
Amazon Glacier TENWREFENFMENEARE,

B LB RIE A N EA Amazon Glacier B2 HI B MIBRXHE, BXRUEESAMBRXHENER |
&S 1E Amazon Glacier il B ST
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/A Important

MRIEHERIL 24 /DR PR EEBIXHESIM XA EFERRERESR |, MAREFRRE—IRE
WXL LURMREFES. Amazon Glacier 8 24 NT2ERANBINNHEERZ—1E
L

I Bk 22 3244 P

1. &3k Amazon Web Services B2 & B H+#TFF Amazon Glacier #2£#|& , Pk https:/
console.aws.amazon.com/glacier/home,

2. M“EBXE F#d . Amazon Web Services X158 1 EMIBREY STHEIER,

ERANSGIF , BN ROINGEELTRERSE (HREBRM ) XE,

3. EREMBRNOZEXHEZDINENZRE. MEXHETRTRNZE , MARERBRFIERE , RS T8
B HE, BXEZELR | BHSEMBR Amazon Glacier EPE’H%

/A Important
) BR324 EE R RAE TSR OB

4. IERZEMIER.
5. LA S RIBR ST EX BN, i BRMIER,

I Bk IF 22 3T 44

1. MRERERIEZEHE | NATEREBRFIEIEME , AEBMBRSXHFE, Hit , BRI LEH
REST API, . =, Z%Efﬂ:ﬁ%l«/{ BT Java B Amazon SDKX& il Br#4 25k Amazon CLI, &
AT NET 89 Amazon SDK xR ENELR |, HSHLE 5 - M\ Amazon Glacier Y ST
PIEIEES

2. MHERZR , EREBRSRBBRZ XHE,

BMNXEA LT EHLERE ?

Eit , BEERT AINEY |, EBLURELLTE 2 LT ##8X Amazon Glacier WEZEE,
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£ Amazon Glacier PANIE X

NHEERATEHMENTSS. EEBXHAER , SulEEXGEBMURGEEHEPRIEHEN
Amazon Web Services X1, Hx Amazon Glacier 3x##) Amazon Web Services Xig5|& , 55
{Amazon —f&5#&) H#) Amazon Glacier i &= F EL & o

BRMEXHERERERZSMEE,

/A Important
Amazon Glacier FSERH T — MBI &, BEAMRRE (Hl LA, TEHSIMER ) HERE
{# 8 Amazon Command Line Interface ( Amazon CLI ) RERL, MBEESIEEEAX
¥, flan , ELERE. WMMEMXASERE , BXTER Amazon CLI REERB L EH
R ( WEEFIA REST AP H# /A Amazon SDK )
E %% Amazon CLI , 25 Amazon Command Line Interface, B Amazon Glacier 5
Amazon CLI & AN EZELR. |, H5 @ Amazon Glacier B Amazon CLI &%, Hxf&
A Amazon CLI f#4% L %] Amazon Glacier BR%l , TS R4 A £ H Amazon Glacier 5
Amazon Command Line Interface,

£

+ Amazon Glacier ) X iR 1E

« 1£ Amazon Glacier F 8| X E

* 1£ Amazon Glacier P# & X4 E TR
* 1£ Amazon Glacier P FEXHEFE

« £ Amazon Glacier F B & S #FEE A

« 1€ Amazon Glacier il Bk X ¥ FE

+ %12 Amazon Glacier X ¥ FE

+ Amazon Glacier 3X#EHIE
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Amazon Glacier # iy ST FER4E

Amazon Glacier X &M X HERE, XHEREBRTIHE Amazon Web Services X13, #
2, BIEXHER |, B2 E Amazon Web Services XiE 63, £85H X4 ER , Amazon
Glacier 2\ EEFERPIEEM Amazon Web Services X1EiR [E] X5 &

B2 MM BR S 4F

Amazon Web Services Ik & Z A LA & Amazon Web Services XiF |2 1000 M HE, Bx
Amazon Glacier X#H#) Amazon Web Services XiB51&K , 55 (Amazon —f#xZ£) F# Amazon
Glacier i S FELE .

X% B Amazon Glacier THEH EXERB XA EFEFRXBEAMR , HFEE ERXBRERUNREAEN X
HERITSEMEARERN | £ 8 BRI E

(® Note

Amazon Glacier 24 MRS EHRAB NN EEZ—DEL, AT EETWRERERMETE
B, Eitt , Amazon Glacier 2 BERER L AXANHEBFEEZE A URXRERERITIEMAEARERX
BRXHERERZEN,

BEXEZER , 51 Amazon Glacier 8|2 X4 FE M7 Amazon Glacier 5l B ST o
BRI ETBIE

B URRNHEECE , fINXHENCZBEE, XHEPHIRRE , URXHEFEMENE X
/N Amazon Glacier 12t T API B A , R XEH K~ N4EE Amazon Web Services XigiH 45 E
XEESMEXGEENRER., BXxEZEER , {531 Amazon Glacier 16 & X 4 FE T #dE,

T ER

NHEFEBEENREXAEPHERIIR, ¥TIRFHSMER  FEPRETHRER , flNHR
ID. SIZRBMAN, MNERE - MR LERXHEN BT , Amazon Glacier RAFRELE
M—RXHERE, XHEBRELAFE , BFETHE,

THXGHEFER—MRIEE, BLTEBHTHEENES. WEESERE , Amazon Glacier
SATHHERER, EFTRE , EAULTEBEHE.
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KSTFEZSEERLMH , B LER Amazon Simple Notification Service ( Amazon SNS ) BAIEES
SEREBHE, BAUASNMESIERIEE Amazon SNS =8 |, SEFEHN G EER B N TS ESXH
BFEEHRERREBA,

Amazon Glacier & 24 MR EMNBNIN X4 EFEEE —DER, MRELXFREREXBNXHEF
WATE RIS RS RVERE WA EFBE A M.

HIBRN M EFEBHESE , Amazon Glacier REIE&HIF —RERWEE | ZE 2 20TE SRR
MARENHIE, BUEESEANNEMMRLEBEREGEZTLEEFARL, BER , RREEE
PingrBiEE  BZBEEREBE 5 £ % Amazon Glacier BRI R XEBKH THIE, AT |, EBTAE
2K, XHEEBEFENTREREETNEESERXHEELHITHRARER,

BRARRNHEBENEZELR | 5SS HE Amazon Glacier F FEXHEBE,
e (& A4 FE 8 A

M Amazon Glacier R ZEANE ( SIMXHEFHNERRIXEEEE ) R— N RSN IRE. B
£, B—HESF. EF57KE , TEEH, E7BENTESANTK , LALUER Amazon Glacier
B, Amazon Glacier 2B A B KX FERMHH Amazon Simple Notification Service ( Amazon
SNS ) £,

B UBEEXHEEAN , HBEEXHESHURBESH L LB Amazon SNS £/, 4EX
HEEHXLER , Amazon Glacier B2 EEEM Amazon SNS EB XX EH., BEXEZELE | 55
¥ #£ Amazon Glacier & ST E B,

£ Amazon Glacier Rl & X4 E

BN ENRELAEKS PN XGEESHRMNXHE, —1 Amazon Web Services Ik /= £ % A LA
AEA Amazon XiFAIE 1000 NXHEE. B Amazon Glacier ( Amazon Glacier ) X35 Amazon
XEHFE , HZH (Amazon —fx5E) S XEH M=,

IR AR, BBTREXEREN. UTREXHENREER

- BMKER 1M 255 MNFRZME,
« AWNFEFEE a-z. A-Z, 09, W (TX& )., ' (EFF)MN ' (FBEIR).

X EBUE— NS UK SEEFEN Amazon KEBRASAEH -1, B, —NEKF A UESR
E# Amazon XS 8|2 A MMERER XHE , (EFEEER — Amazon X136 & #rA8E R 8 ST E.
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£

« ERAERT Java B9 Amazon SDK £ Amazon Glacier 813 X4 &

#£ Amazon Glacier FOIEX4E/EA &EA T NET 8 Amazon SDK

£ f REST API £ Amazon Glacier F 88 X

£/ Amazon Glacier ## & I X #H&E

£ Amazon Command Line Interface?E Amazon Glacier 81| 2 X &

FHERT Java B Amazon SDK £ Amazon Glacier #1872 3244

ZARR AP RATE XU ERERMB T 5% | BIECIENBIBRSHE, RESUHERIR | URIREUSEE
Amazon Web Services XiZ 812 X HEMNFIR, LT R2EHERT Java B Amazon SDK &2 XX #
EHLR,

1. 812 AmazonGlacierClient 2 ( HF % ) BEH,

BEBIETFTEMEHER Amazon Web Services X1, B FERALEFHRRMTHAIERERSNH
ZiZ Amazon Web Services X1,

2. B3 8IE—1 CreateVaultRequest EWEHIIREERER,
Amazon Glacier ( Amazon Glacier ) 2R SRMHE N 4EBMFENIKS ID. MREFRMEKS D,

NEGLAEASERHERNERSZWIEPBHERENIKF, ID, BXEZER , BSHERT Java
B Amazon SDK 5 Amazon Glacier £ {# M,

3. LS BERNIRMEIBFERFR |, B1T createVault 7%,

Amazon Glacier IREIfY 87 CreateVaultResult X2,

AT Java REBRIEBE THIEMN SR, ZRBRE us-west-2 XESEBT XHE, SHHH
Location 24 EMERX URI , iZ URI SFEEMIKF ID. Amazon Web Services Xigi f X4 FE &
o

AmazonGlacierClient client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com");

CreateVaultRequest request = new CreateVaultRequest()
.withVaultName("*** provide vault name ***");
CreateVaultResult result = client.createVault(request);
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System.out.println("Created vault successfully: " + result.getlLocation());

(® Note
BXIK=E REST API WER , BSRQIENXHE (PUT vault) o

I ERSERTF Java B9 Amazon SDK 82 S4B

BAR Java REBRHITE us-west-2 XEBIER T XHFE ( HX Amazon Web Services X E Z{E
B | &2 15| Amazon Glacier ) » Wk , ZRBRAZRET XHEEEE , 5IH TRE— Amazon
Web Services KBTI E X , AEMBR T I XHE,

BXRUAEITUT ROIN S SR |, 2 EA Eclipse 1217 Amazon Glacier #) Java =4,

Example

import java.io.IOException;
import java.util.list;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.model.CreateVaultRequest;
import com.amazonaws.services.glacier.model.CreateVaultResult;
import com.amazonaws.services.glacier.model.DeleteVaultRequest;
import com.amazonaws.services.glacier.model.DescribeVaultOutput;
import com.amazonaws.services.glacier.model.DescribeVaultRequest;
import com.amazonaws.services.glacier.model.DescribeVaultResult;
import com.amazonaws.services.glacier.model.ListVaultsRequest;
import com.amazonaws.services.glacier.model.ListVaultsResult;

public class AmazonGlacierVaultOperations {

public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");
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String vaultName = "examplevaultfordelete";

try {
createVault(client, vaultName);
describeVault(client, vaultName);
listVaults(client);
deleteVault(client, vaultName);

} catch (Exception e) {
System.err.println("Vault operation failed." + e.getMessage());

private static void createVault(AmazonGlacierClient client, String vaultName) {
CreateVaultRequest createVaultRequest = new CreateVaultRequest()
.withVaultName(vaultName);
CreateVaultResult createVaultResult = client.createVault(createVaultRequest);

System.out.println("Created vault successfully: " +
createVaultResult.getlLocation());
}

private static void describeVault(AmazonGlacierClient client, String vaultName) {
DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()
.withVaultName(vaultName);
DescribeVaultResult describeVaultResult =
client.describeVault(describeVaultRequest);

System.out.println("Describing the vault: " + vaultName);
System.out.print(
"CreationDate: " + describeVaultResult.getCreationDate() +

"\nLastInventoryDate: " + describeVaultResult.getlLastInventoryDate() +
"\nNumberOfArchives: " + describeVaultResult.getNumberOfArchives() +
"\nSizeInBytes: " + describeVaultResult.getSizeInBytes() +
"\nVaultARN: " + describeVaultResult.getVaultARN() +

"\nVaultName: " + describeVaultResult.getVaultName());

private static void listVaults(AmazonGlacierClient client) {
ListVaultsRequest listVaultsRequest = new ListVaultsRequest();
ListVaultsResult listVaultsResult = client.listVaults(listVaultsRequest);

List<DescribeVaultOutput> vaultList = listVaultsResult.getVaultList();
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System.out.println("\nDescribing all vaults (vault list):");
for (DescribeVaultOutput vault : vaultlList) {
System.out.println(

"\nCreationDate: " + vault.getCreationDate() +
"\nLastInventoryDate: " + vault.getLastInventoryDate() +
"\nNumberOfArchives: " + vault.getNumberOfArchives() +
"\nSizeInBytes: " + vault.getSizeInBytes() +
"\nVaultARN: " + vault.getVaultARN() +
"\nVaultName: " + vault.getVaultName());

}

private static void deleteVault(AmazonGlacierClient client, String vaultName) {
DeleteVaultRequest request = new DeleteVaultRequest()
.withVaultName(vaultName);
client.deleteVault(request);
System.out.println("Deleted vault: " + vaultName);

1£ Amazon Glacier R XM EMSER ZEA T NET 8 Amazon SDK

BT .NET B9 Amazon SDK APIs 2 ## & R FAERERME T —Fh eI XHEMN %,
EFB

- ERANERR API BIZXXHE EHTF NET B Amazon SDK

. EAMESR API B2 X 4FE SEATF .NET 8 Amazon SDK

FEANSRA AP 12X H4E SERA T NET # Amazon SDK

=% APl ArchiveTransferManager EZME T &R LLANRE Amazon XE I X HEH
CreateVault Fi%o

T~ ERER AP BT ERE ERT NET 8 Amazon SDK

LAUF C# RERGIEZEED (BBRIMN ) KBS T XHE , REMRBRT ZXHE, BXxTUEHH
B2 U4 E Amazon Web Services Xig 9% |, &5 # 15181 Amazon Glacier,

BRI T T RBIE step-by-stepin B , iHSRZTRBREl, BEEEFTHESHZERHIK
5,
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Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples
{
class VaultCreateDescribelistVaultsDeleteHighLevel

{

static string vaultName = "*** Provide vault name ***";

public static void Main(string[] args)
{
try
{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.CreateVault(vaultName);
Console.WritelLine("Vault created. To delete the vault, press Enter");
Console.ReadKey();
manager.DeleteVault(vaultName);
Console.WritelLine("\nVault deleted. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

RIS API 812X HE SERTF .NET 89 Amazon SDK

K% APl AFTE XX ERERMS T 5% , SEAIZENMMIBRSUHE, REUSUHEFR AR IREE S EX
RPN THERNSIR, Amazon Web Services KIS T2 A sEH T .NET # Amazon SDK
BB HENLS R,

1. 82 AmazonGlacierClient 3 ( FF % ) BIEHl,
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BWEEIEEE Amazon Web Services Xif EHHSIEXHEN., BEALEFIHRRITHMEIRE
#4 N A 2% Amazon Web Services X1,

2. B BlE —1 CreateVaultRequest EHEFIRHIBFREL,

Amazon Glacier ( Amazon Glacier ) ERERE XU ELFFENIKS ID, MREFRMEKFS
ID, MRGEaFEASERERTIBEREZWIERHEXEKNIK, ID. BXEZER , FSHNER
F .NET # Amazon SDK 5 Amazon Glacier &4,

3. MBHILARHEBERMR , Z17 CreateVault Hiko

Amazon Glacier IR [EfJ B £ CreateVaultResponse XK AR {H,

T RIS AP # T HERE EAT NET 89 Amazon SDK

BT C# RAIEB TR ENT R, LRETEXERD (BREBRMN ) KENEXHE, kI, ZREBR
BIESRBRIXHERFE , FIHRE— N XHEPWFTEXHE Amazon Web Services X33 , TS ER Al
BHXHE, LocationiTHIMEXHEMNHEX URI , EFEIEEHIKS ID Amazon Web Services X
3., MXHEER.

(® Note
BXRIKR RESTAPI WER , BZHAIEXHE (PUT vault) o

BRIMAZITAT RBIR step-by-stepiiB , EZRETRE RS, BFBEFNHFEBRRIZEIHN
L

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class VaultCreateDescribelistVaultsDelete
{
static string vaultName = "*** Provide vault name ***";
static AmazonGlacierClient client;
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public static void Main(string[] args)

{
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Creating a vault.");
CreateAVault();
DescribeVault();
GetVaultsList();
Console.WriteLine("\nVault created. Now press Enter to delete the vault...");
Console.ReadKey();
DeleteVault();
}
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
static void CreateAVault()
{
CreateVaultRequest request = new CreateVaultRequest()
{
VaultName = vaultName
};
CreateVaultResponse response = client.CreateVault(request);
Console.WritelLine("Vault created: {@}\n", response.Location);
}
static void DescribeVault()
{
DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()
{
VaultName = vaultName
};

DescribeVaultResponse describeVaultResponse =

client.DescribeVault(describeVaultRequest);
Console.WriteLine("\nVault description...");
Console.WritelLine(
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"\nVaultName: " + describeVaultResponse.VaultName +

"\nVaultARN: " + describeVaultResponse.VaultARN +
"\nVaultCreationDate: " + describeVaultResponse.CreationDate +
"\nNumberOfArchives: " + describeVaultResponse.NumberOfArchives +
"\nSizeInBytes: " + describeVaultResponse.SizeInBytes +
"\nLastInventoryDate: " + describeVaultResponse.LastInventoryDate

);

static void GetVaultsList()
{
string lastMarker = null;
Console.WriteLine("\n List of vaults in your account in the specific
region ...");
do
{
ListVaultsRequest request = new ListVaultsRequest()
{
Marker = lastMarker
I

ListVaultsResponse response = client.ListVaults(request);

foreach (DescribeVaultOutput output in response.VaultList)
{
Console.WritelLine("Vault Name: {0} \tCreation Date: {1} \t #of archives:
{23,
output.VaultName, output.CreationDate,

output.NumberOfArchives);

}

lastMarker = response.Marker;

} while (lastMarker != null);

}
static void DeleteVault()
{

DeleteVaultRequest request = new DeleteVaultRequest()

{

VaultName = vaultName

};

DeleteVaultResponse response = client.DeleteVault(request);
}
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£ REST API £ Amazon Glacier oI X4 FE
EfEf REST API 12X 4 , ESFCIEXHFE ( PUT vault) .
£ Amazon Glacier 24| & 6|2 U FE

ZE#FH Amazon Glacier ( Amazon Glacier ) #H AR XHE |, BSH (AN BEFANIE 2 &£
Amazon Glacier #8284,

£ Amazon Command Line InterfaceE Amazon Glacier %62 X {4

REBLL T SEREH Amazon Command Line Interface ( Amazon CLI ) 7 Amazon Glacier ( Amazon
Glacier ) 8|23,

S
o ( 5ER%ZH ) ®E Amazon CLI
« R4l : EF Amazon CLI BIZ X4 E

( 5TREZM ) ®RE Amazon CLI

1. T#HHBEE Amazon CLl, x4 , 52 (Amazon Command Line Interface B 1E®E) F /Y
DATFE# :

%% Amazon Command Line Interface

Bt i& Amazon Command Line Interface

2. EwTRAFLEANTHSREU Amazon CLI RE., XERTEREEXNREZILE , AILFHE
FRRIAEL & SRV R,

« R help 85,
aws help

o EFRWMEHEEMKF £ Amazon Glacier XHEMFIR |, EEA list-vaults v, &
123456789012 BN E B S K Amazon Web Services I 1D,

aws glacier list-vaults --account-id 123456789012

- EEE Amazon CLI WY BIBELRIE , i5EMA aws configure list @,

£ REST QXX #EE AP kg7 2012-06-01 43
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aws configure list

Pl : 8 Amazon CLI B2 X

1. M create-vault MHEMKF 111122223333 TRIE—1NE R awsexamplevault BIX
B,

aws glacier create-vault --vault-name awsexamplevault --account-id 111122223333

FERsa -

"location": "/111122223333/vaults/awsexamplevault"

2. {#M describe-vault S KIFRIZE,

aws glacier describe-vault --vault-name awsexamplevault --account-id 111122223333

£ Amazon Glacier 1 & X4 E T 1z

BAURREXHEER , fINXHENCIZBEH,. XHEPFHEER , URXGEPME-MENEX
/s Amazon Glacier ( Amazon Glacier ) 121t API A , &R RIKF A4S EXHEREE Amazon
XEAAE X HERNIXLEER,

MRIERR R EFFIZR , Amazon Glacier FiR B2 X ¢ F & #89 ASCI EHEEFH IR, RIIRKRZE
2 1000 MNXHE, ERBAKRERLN , LAEFREEREZIIRNIFIE ; WRXEESWME |, WiFid
FERA nulle ST LA 34 b BR A5 MR B IR B Y SCAF R B, 0 SRSRBR A SCAF R BRI B2 AR [E] 9 XX
HEHR , WERSD R, BFEBRIEWMBERKKIMT —AXHE,

£
« £/ Amazon Glacier # & X4 FE st ¥dE & F Java By Amazon SDK

« £/ Amazon Glacier A R X4 FE T EE SEA T .NET 8 Amazon SDK
- £/ REST AP| R EXHE iz

KR ETHE AP fiR7x 2012-06-01 44
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« f#H Amazon Command Line Interfacef® Amazon Glacier ¥ & 344 FE T E

58 Amazon Glacier ¥ & X4 E T #dE :E A F Java B Amazon SDK
&

o RN TR

o BER—ANXEE XFENXHE TEE

o =l FHAERT Java B9 Amazon SDK # & X4 FE T iiE

H 3R 3CAF B Y SUAF R TR

BRI LK REBENHEREE Amazon XEATE XHENTHE. U TRERERT Java B9
Amazon SDK R4k API 1 R4 E X B XA FE T IR R 3R o

1. 812 AmazonGlacierClient £ ( HFiw ) BEH,
BEEREXHEFTEN Amazon Xig, BERLEFHHITHRMERESRERTiZ Amazon X
/8

2. BBl — DescribeVaultRequest K EHIRMHIFERES,
Amazon Glacier ( Amazon Glacier ) ERRRME X HEBHIENKS ID. MREFREMKS ID,

NESGLEASERHERNERSIZWIEBHERENIKF, ID, BXEZER , HSHERT Java
B Amazon SDK 5 Amazon Glacier #Ei A,

3. USHBEXRMBERNR , BT describeVault %,

Amazon Glacier iR [B] #9324 FE Tt 38 {S B 7f DescribeVaultResult SR EH,

BUF Java REBERULEA T RIEIRY H IR

DescribeVaultRequest request = new DescribeVaultRequest()
.withVaultName("*** provide vault name***");

DescribeVaultResult result = client.describeVault(request);

System.out.print(
"\nCreationDate: " + result.getCreationDate() +
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"\nLastInventoryDate: " + result.getLastInventoryDate() +
"\nNumberOfArchives: " + result.getNumberOfArchives() +
"\nSizeInBytes: " + result.getSizeInBytes() +
"\nVaultARN: " + result.getVaultARN() +

"\nVaultName: " + result.getVaultName());

® Note
BXIE/R REST API M58 , WS FEIRSIAE (GET vault) o

1 3R — AN XA SO R RY S4B T 8RR

R LAMEAZ]1istVaults HER REEE Amazon X1 A SUHFER TR,

BLF Java RIBERSK R us-west-2 KEBI XA ERN SR, 1215 RSR0E R 3R B H SRR HIN
54, R, ZREBES#T—RG1istVaultsiffA , BAMNiZ Amazon i X REMREESIR,

AmazonGlacierClient client;
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

String marker = null;
do {
ListVaultsRequest request = new ListVaultsRequest()
.withLimit("5")
.withMarker(marker);
ListVaultsResult listVaultsResult = client.listVaults(request);

List<DescribeVaultOutput> vaultList = listVaultsResult.getVaultList();

marker = listVaultsResult.getMarker();
for (DescribeVaultOutput vault : vaultlList) {
System.out.println(
"\nCreationDate: " + vault.getCreationDate() +

"\nLastInventoryDate: " + vault.getlLastInventoryDate() +
"\nNumberOfArchives: " + vault.getNumberOfArchives() +

"\nSizeInBytes: " + vault.getSizeInBytes() +
"\nVaultARN: " + vault.getVaultARN() +
"\nVaultName: " + vault.getVaultName());

}

} while (marker != null);
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EAHMNARBES  REEFERPKRIEE Limit B , Il Amazon Glacier & %R [E] Amazon Glacier
APl REBM 10 MNXHE, MREEEZXHEENE |, MM marker FRASE X4 ENAmazon &
BEM (ARN) |, FTERSNZBHLHESIXK ; BN , marker FERRNZE,

FER , IRFEENBMNXHENEEELESBRAKEXHERN describeVault HERBBIE
BHME,

(@ Note
listVaults FELBAAKE REST APl ( 2RI HSHFE ( GET vaults ) )

TPl ERAERT Java B9 Amazon SDK # &4 o 3E

BEXRIERBRE , HESERG  FAERT Java B Amazon SDK #1224 FE, % Java KB REI&
B2 ST FE R RS FE TR

£ Amazon Glacier 8 & X4 FE c##E A F .NET B9 Amazon SDK
£

o KRR S FE TR

o R —NXIEPTE X ER S FE TR

o R EHENESR API & FEIXFETHBEE EH T NET 9 Amazon SDK

1 TS BER S EE AR

B AR R E XM ESFE Amazon XIBRAEXHENTHE. UTE2EHA EAT NETHW
Amazon SDKIEZ API 1 R4 E X4 EN X HETHIEN SR,

1. 82 AmazonGlacierClient 3£ ( FF % ) BIEHl,

BEREREXMHEREN Amazon X, &EMLLEFRIITHAEREERER T1Z Amazon X
o

2. @38 —1 DescribeVaultRequest KM ZHIRHEIBFEREL,
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Amazon Glacier ( Amazon Glacier ) ERERE XU EBFFENIKS ID, MREFRMEKFS
ID, MRGEaFEASERERTIBEREZWIEPHEXEKNIK, ID. BXEZER , FSHANER
F NET # Amazon SDK 5 Amazon Glacier && .

3. USBHERNIBHBERIIR , 51T DescribeVault Fi%,

Amazon Glacier iR [E]#9 32 4 FE st 3B (S B 7£ DescribeVaultResult S RHEH,

BUF C# RIBEHEA T RIEM SRR, WABBRRREZETES (HPXMN ) KEFRMEXHEN THIERE

/CN 0

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()

{
VaultName = "*** Provide vault name ***"
};
DescribeVaultResponse describeVaultResponse =
client.DescribeVault(describeVaultRequest);

Console.WriteLine("\nVault description...");

Console.WritelLine(
"\nVaultName: " + describeVaultResponse.VaultName +
"\nVaultARN: " + describeVaultResponse.VaultARN +
"\nVaultCreationDate: " + describeVaultResponse.CreationDate +
"\nNumberOfArchives: " + describeVaultResponse.NumberOfArchives +
"\nSizeInBytes: " + describeVaultResponse.SizeInBytes +
"\nLastInventoryDate: " + describeVaultResponse.LastInventoryDate
);

(@ Note

BEXIKRE REST API HER. , BSR4 E (GET vault) .

B3R — A XA S RY S B T R R

IR T LA A iZListVaults A AR R4S E Amazon XA FTE XA ER TTHIE.
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LT C# RSB RXEAD (HBBNM ) KEFHXHENIIR, ZERSGEEHIREE A ER
BR&EIHR 51 RE , ZRBELH#IT—RIIListVaultsBA , UMNiZ Amazon X REMREFE
LIE 3

AmazonGlacierClient client;

client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

string lastMarker = null;

Console.WriteLine("\n List of vaults in your account in the specific Amazon

Region ...");
do
{
ListVaultsRequest request = new ListVaultsRequest()
{
Limit = 5,
Marker = lastMarker
I

ListVaultsResponse response = client.ListVaults(request);

foreach (DescribeVaultOutput output in response.VaultlList)
{
Console.WriteLine("Vault Name: {@} \tCreation Date: {1} \t #of archives: {2}",
output.VaultName, output.CreationDate, output.NumberOfArchives);

}

lastMarker = response.Marker;
} while (lastMarker != null);

EHMNARBEY , MREEERPARIEE Limit B , Il Amazon Glacier & %R [E] Amazon Glacier
APl i&ER 10 NXHEE,

FAER  JIRPEENENNHENEEEEET BRAYSEXHERN DescribeVault BAIREEIE
BHE,

® Note
ListVaults F2&AKE REST API ( BS54 E (GET vaults ) ) o
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T BERBIRS AP AR E T HIEE SEA T NET B9 Amazon SDK

BEXRIERBRE , HSEARG . FRANESR AP #H1TXHER/E EAT NET B Amazon SDK. 1%
C# 1B R & 6 2 ST FE HAS 3R SV FE o808

£ REST AP| 8 & X4 FE Tt 8E

EEA REST API SIHXHE |, BSFHIHXXHE (GET vaults ) » BB —MNXHE | ESRER
XHFE ( GET vault)

5+

£ Amazon Command Line Interface?® Amazon Glacier F1# 3& X4 FE 7T
WiE

Lt R IE R 04A £ F Amazon Command Line Interface ( Amazon CLI ) 7 Amazon Glacier ( Amazon
Glacier ) P RXHEEEMTHIE,

FH

o ((FERZMH ) ’E Amazon CLI

« 5 : EF Amazon CLI % 3R X4 FE T U

( FoR%FH ) ®E Amazon CLI

1. TEHBEE Amazon CLI, BX%EA , S (Amazon Command Line Interface A8/ B HY
ATE# :

%% Amazon Command Line Interface

Bt & Amazon Command Line Interface

2. EwTRAFLHEANTHSREIUE Amazon CLI RE., XERTREEXNREFIE , RILFHE
FIRRIAEL B SRV R

« RAEA help 8,
aws help

- EIRPMEBEIKF £ Amazon Glacier XHFEMFIR |, EEMA list-vaults 5. &
123456789012 Hir R IE B 2K Amazon Web Services K ID,
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aws glacier list-vaults --account-id 123456789012

- EEFH Amazon CLI WE BB ERIE , &M aws configure list @,

aws configure list

M : EH Amazon CLI # & X4 T #iE

£/ describe-vault @R #IRIK 111122223333 TR AN awsexamplevault BISTHFE,

aws glacier describe-vault --vault-name awsexamplevault --account-id 111122223333

1£ Amazon Glacier F T8 X HEE

BB X £ % — /N MYZEE , Amazon Glacier ( Amazon Glacier ) 2 BFRIBXHEZBE |, RE K
HA/REH —IR. Amazon Glacier BIEE—MERE , BEFELT¥X (HZ—X ) iR, %&
FAfwR, EALBLUTRE (ZRES IANLE ) M Amazon Glacier REXHEEE

1. FABFES ( POST jobs ) IRERFFERRES,

/A Important

BERRRBEAESBERIREEFTNIERAM , K% PolicyEnforcedException
FE, BXBERREBNESZEE , 5% Amazon Glacier BIER RFEE, Bx
PolicyEnforcedException REMNEZER , FSRE R,

2. BES AR , ERREUES St ( GET output ) BETHF T,

Flan  KEMRIXNHFEBTENREERZEABIREES. FFEREGRIET. HEBBIRERE
&8t , Amazon Glacier £ 8122 ESE HEM A HIRE{ES ID. Amazon Glacier SERIES B , &7 LAZR
BESHE (AMFTRXHEBTERIE ) -

ESLBIETTR , RE , BFERIRDER L, EREESHRES , BRI TER

THXHEERR API R4 2012-06-01 51
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F

EEHEFTHBA - BRI LUEE Amazon Glacier £ FERES E AT AR E X W IBHK Amazon Simple
Notification Service ( Amazon SNS ) £, B LAERAL TS EIEE Amazon SNS £& :

. AE/MESIEE Amazon SNS =8,

BIHESE , B kR4S E Amazon SNS £,
s REXHENBHNEE,

BRIVRBENHEN RS ESHNBAERE ( ZRE Amazon Glacier FEEEXHEEA ) . REX
£ EEH , Amazon Glacier i IEER SNS B KIEHE,

MBHRETXHENEBIERE , A BEBHESHBEIEE T Amazon SNS £ , Il Amazon
Glacier 2BIXHENEB L EETEZTHEE,

RO LAKF SNS FRE B N BN BT i 4B AR R & FE EEMERN AR TR A Amazon
Simple Queue Service ( Amazon SQS ) H., HZRAIFPHIVEEN , BAUREFFSREEKIIT
B, RETHRESH T,

ERFERESE LR - Amazon Glacier HiR# TR ESBRE (EBRES (GET JoblD ) ) |, ZBRE
ALERAESER. BUUERAELER , LMRBESER. B2 , £/ Amazon SNS B
EHERNIEE,

® Note
&Eid SNS BHIREMNE RSB AR EREFIREAE BHEE.

2

xXTFEE

#£ Amazon Glacier F T X4 EELFEA EA T Java B Amazon SDK
£/ Amazon Glacier TEX#4EEE S &A T NET ) Amazon SDK
£/ REST APl FEXXHEER

£/ Amazon Glacier T8 X #EE £ Amazon Command Line Interface

TERXHERR API 7 2012-06-01 52
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XTEE

MIBSE — KRR BT ERN BEBFF SR , Amazon Glacier BB XHFLEF — XA XHEZFE, W
RELRBRELSBRENXAERTIRN MM BRERNIRE , WF2EFNELAH, HEBFHX
HEEEFESE , Amazon Glacier 2IRBEIHA KN &E—NERE , B point-in-timetR B A 2 ST E
. #EXE , Amazon Glacier AXHERRE—MELERE K BEEELT¥ R (KZ—X ) NHE , Z
BEIAATRERRE,

BHRESERANBIMMERLRREREXEETEEFATLL, BER , RREEEFHEF BIERE |
Biz&E P imxEk 78 L& E Amazon Glacier IR TR, AT, BUgESRI , MHEBEXN T
BREFENEBEFETNEESEXRXM4EELEHITMARER, EUlEIHEFALUEZAHRIZE
BE , RIRFIRZRMNBELTER. BXRHEABERENEZELS  BSHBEEELEREFTE,

SER T LEAERNRE 525 29MRE (CSV ) 5 JSON., BHIEFRESH , SR MtiEE
B BRIAMER A JSON, BEXBFEASHEHPRENBEZRNESZEE , TSR REVES
API’BY I B 1F 3

£ Amazon Glacier R TEHXHEF R FER EHA T Java B Amazon SDK

LLTRER ERAT Java B9 Amazon SDKIEK API REXHEBFENLTER. ZER API FZEHREX
HEEE,
1. 812 AmazonGlacierClient 3£ ( FFiw ) BIEH,

BEBRENXHEMEN Amazon Xig, ZEHLEFHRITHMERESRERT1Z Amazon X
15,

2. BT initiatelob FERBHBFERRES,

BEE initiatelob WRHPEMEFFEEKRKIEZIT InitiateIobRequest,

(® Note

BAEE , MRXHGENFRREMKRTER , M2IRE4EiR. Amazon Glacier ( Amazon
Glacier ) # 24 I 2ERN BN XEEFELEZ —BFE,

fERMRL , Amazon Glacier IREES 1D, ZMMAF— InitiateJobResult EHEHIH,
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InitiateJobRequest initJobRequest = new InitiateJobRequest()
.withVaultName("*** provide vault name ***")
.withJobParameters(

new JobParameters()
.withType("inventory-retrieval")
.withSNSTopic("*** provide SNS topic ARN #*#**x')

);

InitiateJobResult initJobResult = client.initiateJob(initJobRequest);
String jobId = initJobResult.getJobId();

3. EFESF T,

BAMERNTSHECEFRETENES, IREEXHESPEETBEANRE , AEEBHIES
BH#§E T Amazon Simple Notification Service ( Amazon SNS ) =& , Il Amazon Glacier 2 ERK
FEESERZEBRIEHEE

A | BIE LB A A describeJob % 18 Amazon Glacier R EES TRIRS. EZ |
fFF Amazon SNS B HTEH T RHEEN X, AT EDA HNWARRE REIERER T Amazon
Glacier #9 Amazon SNS kX EE,

4. BT getJobOutput FETEHESME ( XHEFERE ) .

B LB 81 — 1 GetJobOutputRequest KHSEHISRIBHENIK S ID, 55 ID MIXHESR
Mo MBETREKS ID, WRSELFEASERERNERESEZWIEBEXEKNK, ID. BXES
E8 , F3HAERT Java B Amazon SDK 5 Amazon Glacier #E £,

Amazon Glacier IR EI#9 i H{Z F GetJobOutputResult &K,

GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withVaultName("*** provide vault name ***")
.withJobId("*** provide job ID ***");
GetJobOutputResult jobOutputResult = client.getJobOutput(jobOutputRequest);
// jobOutputResult.getBody(); provides the output stream.
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@® Note
BEXESHEXMNIKE REST API NER |, BSHESEE,

~B : ERAERT Java B9 Amazon SDK K RXHEE
LR Java REB RIS RIEE X ENXHEFE,
ZRBIMATATES ¢

 8J# Amazon Simple Notification Service ( Amazon SNS ) &,

SERESE , Amazon Glacier &I EBAE B,
- B2 Amazon Simple Queue Service ( Amazon SQS ) BA%l,

Z Bl EIZRA S ISR EE |, LAE Amazon SNS &AL [iZBA SR E B
- BHESUATHIEENHESE.

EESERSD |, 8E 7 01EM Amazon SNS =& |, LU{E Amazon Glacier (I A EZRES BMEIZE
BERAEA,
« ®B#&E Amazon SQS RAIIRBEEEIZES ID BHE,

MEBEAEHEE , M9 JSON , HRETIZREERIITK. MREKIITR , M TEHHE,
« BT IR Amazon SNS EZHM Amazon SQS BABIE BRI < I,

import java.io.BufferedReader;
import java.io.BufferedWriter;
import java.io.FileWriter;

import java.io.IOException;
import java.io.InputStreamReader;
import java.util.HashMap;

import java.util.List;

import java.util.Map;

import com.fasterxml.jackson.core.JsonFactory;

import com.fasterxml.jackson.core.JsonParseException;
import com.fasterxml.jackson.core.JsonParser;

import com.fasterxml.jackson.databind.JsonNode;
import com.fasterxml.jackson.databind.ObjectMapper;
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import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

AmazonClientException;

auth.
auth.

auth

auth.
auth.
auth.

policy.
policy.
.policy.
policy.
policy.
policy.

Policy;
Principal;
Resource;
Statement;

Statement.Effect;
actions.SQSActions;

auth.profile.ProfileCredentialsProvider;
glacier.AmazonGlacierClient;

services.
.glacier.model.GetJobOutputRequest;

services

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

services

services.
services.
services.
services.
services.

services

services.
services.

glacier.model.GetJobOutputResult;
glacier.model.InitiateJobRequest;
glacier.model.InitiateJobResult;
glacier.model.JobParameters;
sns.AmazonSNSClient;

sns.model

.CreateTopicRequest;
sns.model.
sns.model.
sns.model.
sns.model.
sns.model.
.sqs.AmazonSQSClient;
sgs.model.
sqgs.model.
sgs.model.
sqgs.model.
sgs.model.
.sqs.model.
sgs.model.
sqs.model.

CreateTopicResult;
DeleteTopicRequest;
SubscribeRequest;
SubscribeResult;
UnsubscribeRequest;

CreateQueueRequest;
CreateQueueResult;
DeleteQueueRequest;
GetQueueAttributesRequest;
GetQueueAttributesResult;
Message;
ReceiveMessageRequest;
SetQueueAttributesRequest;

public class AmazonGlacierDownloadInventoryWithSQSPolling {

public
public
public
public
public
public
public
public
public

static String
static String
static String
static String
static String
static String
static String
static String
static String

vaultName = "*** provide vault name ***";

snsTopicName = "*** provide topic name ***";
sgsQueueName = "*** provide queue name ***";
sqsQueueARN;

sqsQueueURL;

snsTopicARN;

snsSubscriptionARN;

fileName = "*** provide file name ***";
region = "*** region ***";
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public static long sleepTime = 600;

public static AmazonGlacierClient client;
public static AmazonSQSClient sqgsClient;
public static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {
ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier." + region + ".amazonaws.com");
sgsClient = new AmazonSQSClient(credentials);
sqsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");
snsClient = new AmazonSNSClient(credentials);
snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");

try {
setupSQS();

setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);

Boolean success = waitForJobToComplete(jobId, sqsQueueURL);
if (!success) { throw new Exception("Job did not complete
successfully."); }

downloadJobOutput(jobId);
cleanUp();

} catch (Exception e) {
System.err.println("Inventory retrieval failed.");
System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();
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GetQueueAttributesRequest qRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sqgsClient.getQueueAttributes(qRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");

Policy sqsPolicy =
new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));

}
private static void setupSNS() {
CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);
CreateTopicResult result = snsClient.createTopic(request);
snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
.withEndpoint(sqsQueueARN)

.withProtocol("sqgs");
SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();

}

private static String initiateJobRequest() {

JobParameters jobParameters = new JobParameters()
.withType("inventory-retrieval")
.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)

.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);
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return response.getJobId();

private static Boolean waitForJobToComplete(String jobId, String sqsQueueUrl)

throws InterruptedException, JsonParseException, IOException {

Boolean messageFound = false;
Boolean jobSuccessful = false;
ObjectMapper mapper = new ObjectMapper();
JsonFactory factory = mapper.getFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
new

ReceiveMessageRequest(sqsQueuelrl).withMaxNumberOfMessages(10)).getMessages();

if (msgs.size() > 0) {
for (Message m : msgs) {

JsonParser jpMessage = factory.createlsonParser(m.getBody());

JsonNode jobMessageNode = mapper.readTree(jpMessage);

String jobMessage = jobMessageNode.get('"Message").textValue();

JsonParser jpDesc = factory.createJsonParser(jobMessage);

JsonNode jobDescNode = mapper.readTree(jpDesc);

String retrievedJobId = jobDescNode.get("JobId").textValue();
String statusCode = jobDescNode.get("StatusCode").textValue();

if (retrievedlobId.equals(jobId)) {
messageFound = true;
if (statusCode.equals("Succeeded")) {
jobSuccessful = true;

} else {
Thread.sleep(sleepTime * 1000);
}
}

return (messageFound && jobSuccessful);

private static void downloadJobOutput(String jobId) throws IOException {
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GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

FileWriter fstream = new FileWriter(fileName);

BufferedWriter out new BufferedWriter(fstream);

BufferedReader in = new BufferedReader(new
InputStreamReader(getJobOutputResult.getBody()));

String inputlLine;

try {

while ((inputLine = in.readLine()) != null) {
out.write(inputlLine);

}
}catch(IOException e) {

throw new AmazonClientException("Unable to save archive", e);
}finally{

try {in.close();} catch (Exception e) {}

try {out.close();} catch (Exception e) {3}
}

System.out.println("Retrieved inventory to " + fileName);

private static void cleanUp() {
snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));

£ H Amazon Glacier TE{XHEFE EHT .NET #9 Amazon SDK

UTEFA ERAT .NET 89 Amazon SDKIEE APl R EZNHEBTENSER, Za%R APl FZERE
HEEE,

1. 82 AmazonGlacierClient 3£ ( &% ) BIEH,

BEREREXMHEREN Amazon X, SERLLEFiRPITHIEREERER T1Z Amazon X
o

2. BT InitiateJob FEREHBFERFRES,
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7 InitiateJobRequest WRARBEFER. ERNWER , Amazon Glacier ( Amazon
Glacier ) JREIES ID, ZMRBIHLF—4 InitiateJobResponse EMEHIH,

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{

VaultName = vaultName,
JobParameters = new JobParameters()

{
Type = "inventory-retrieval",
SNSTopic = "*** Provide Amazon SNS topic arn ***",

}
};
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

3. FEFEF TR,

BUMERNESHECEFHRETRNER . MREESXHESIZE THRIR Amazon Simple
Notification Service ( Amazon SNS ) FEHBHEE , REL BT FEHIEE T Amazon SNS £
& , Il Amazon Glacier R EEREFERAZEBREES . AT EEHNRBEBREIERERT
Amazon Glacier #9 Amazon SNS X% HE,

WA AR LABIS A DescribeJob A iE% 1 Amazon Glacier REAEESZ ERIRS. REM
It , fEF Amazon SNS =T HTEH T BHENF £,

4. BIIT GetJobOutput FETEHESEE ( XHFEBFEHE ) .
B LB Bl — 1 GetJobOutputRequest EKHSEHIRIBHENKS ID. XHEBMHMNES ID

EE. MRETEMAKS, ID, WRELEASLREARITBERIZNIEPERBKNIKS, ID. BXE
ZELE , BFSMAEERT NET 8 Amazon SDK 5 Amazon Glacier £&{E M.

Amazon Glacier IR EI#9 5 H{Z F GetJobOutputResponse KA,

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName
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i

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}
® Note

BXESHXNKE RESTAPI HELR |, BSRESERE,

T~ BERAXHENESR API REXHEER EHAT NET 8 Amazon SDK

BT C# KRB NP RIEE X EFER X ERE,

ZRBIHATATES ¢

iX & Amazon SNS =&,

SEHRESE , Amazon Glacier &l B AIXBH,
i% & Amazon SQS FA %1,

ZRBl&mEZBA S ISR EE | LAEE Amazon SNS EBEER X E B
BHESUTHIEENHE
EESERT |, ZRbl&iEE Amazon SNS £8 , LI{E Amazon Glacier AT LATE BRAES G K%M

JBNO

EH® ZE Amazon SQS RAIIREBEEHEE.

WREHEE , M54 JSON , HREFFRBERNTR. WREKIITER , W THER, ZRETR
fIfEA JSON.NET B ( i5Z 5 JSON.NET ) k% 41 JSON,

B MR BIZER Amazon SNS B H Amazon SQS BAFIEBRAB R IR,
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Example

using
using
using
using
using
using
using
using
using
using
using
using
using

System;
System.Collections.Generic;
System. IO;

System.Threading;

Amazon.Glacier;
Amazon.Glacier.Model;
Amazon.Glacier.Transfer;
Amazon.Runtime;
Amazon.SimpleNotificationService;
Amazon.SimpleNotificationService.Model;
Amazon.SQS;

Amazon.SQS.Model;
Newtonsoft.Json;

namespace glacier.amazon.com.docsamples

{

class VaultInventoryJobLowlLevelUsingSNSSQS

{

static string topicAzrn;
static string queueUrl;
static string queueArn;

static string vaultName
static string fileName

Rk UL
’

"*¥** Provide vault name ***";
"*** pProvide file name and path where to store inventory

static AmazonSimpleNotificationServiceClient snsClient;
static AmazonSQSClient sgsClient;
const string SQS_POLICY =

nen o4
" \"Version\" : \"2012-10-17\",&TCX5-2025-waiver;" +

" \"Statement\" : [" +

n {Il +

" \"Sid\" : \"sns-rule\"," +

" \"Effect\" : \"Allow\"," +

" \"Principal\" : {\"AWS\" : \"arn:aws:iam::123456789012:root\" },"

" \"Action\" : \"sgs:SendMessage\"," +

" \"Resource\" : \"{QuernArn}\"," +

" \"Condition\" : {" +

" \"ArnLike\" : {" +

" \"aws:SourceArn\" : \"{TopicArnJ}\"" +
n }Il +

n }Il +
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M
public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Setup SNS topic and SQS queue.");
SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();
Console.WriteLine("Retrieve Inventory List");
GetVaultInventory(client);
}
Console.WritelLine("Operations successful.");
Console.WriteLine("To continue, press Enter"); Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
finally
{
// Delete SNS topic and SQS queue.
snsClient.DeleteTopic(new DeleteTopicRequest() { TopicArn = topicArn });
sgsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl = queueUrl });
}
}

static void SetupTopicAndQueue()
{

long ticks = DateTime.Now.Ticks;

// Setup SNS topic.

snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);

sgsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;
Console.Write("topicArn: "); Console.WritelLine(topicAzrn);
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CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queuelUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queuelrl;

GetQueueAttributesResponse response =
sgsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;

Console.Write("QueueArn: ");Console.WritelLine(queueAzrn);

// Setup the Amazon SNS topic to publish to the SQS queue.
snsClient.Subscribe(new SubscribeRequest()

{
Protocol = "sqgs",
Endpoint = queueArn,
TopicArn = topicAzrn
18

// Add the policy to the queue so SNS can send messages to the queue.
var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QuernArn}",
queueArn);

sgsClient.SetQueueAttributes(new SetQueueAttributesRequest()

{
QueueUrl = queuelrl,
Attributes = new Dictionary<string, string>
{
{ QueueAttributeName.Policy, policy }
}
1);

static void GetVaultInventory(AmazonGlacierClient client)

{
// Initiate job.
InitiateJobRequest initJobRequest = new InitiateJobRequest()
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{
VaultName = vaultName,
JobParameters = new JobParameters()

{
Type = "inventory-retrieval",
Description = "This job is to download a vault inventory.",
SNSTopic = topicArn,
}
};

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

// Check queue for a message and if job completed successfully, download
inventory.
ProcessQueue(jobId, client);

private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
{ QueueUrl = queueUrl, MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
{
Console.WritelLine("Poll SQS queue");
ReceiveMessageResponse receiveMessageResponse =
sgsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == 0)
{
Thread.Sleep(10000 * 60);
continue;
}
Console.WritelLine("Got message");
Message message = receiveMessageResponse.Messages[0];
Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;

if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))

{
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Console.WriteLine("Downloading job output");
DownloadOutput(jobId, client); // Save job output to the specified file
location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WriteLine("Job failed... cannot download the inventory.");

jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}
}
private static void DownloadOutput(string jobId, AmazonGlacierClient client)
{
GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
{
JobId = joblId,
VaultName = vaultName
i

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}

public static void CopyStream(Stream input, Stream output)
{
byte[] buffer = new byte[65536];
int length;
while ((length = input.Read(buffer, @, buffer.Length)) > 0)
{
output.Write(buffer, @, length);
}

£ NET TEXHEFE API R4 2012-06-01 67



Amazon Glacier FRARIER

}

£ REST APl T&EX#&EE
i REST APl FE X EES
THXHESER NP ARG BIHRE,

1. JB3%) inventory-retrieval REWESF., BEXEZEE |, BSHB3ES ( POST jobs ) o
2. EESERE, THELEHIE. BXEZER , BSRRIESHH ( GET output )

&£ Amazon Glacier FTE X4 FEE 8 Amazon Command Line Interface

RBLUT SBIEME , fEH Amazon Command Line Interface ( Amazon CLI ) £ Amazon
Glacier ( Amazon Glacier ) P FEXHEE £,

£

o ((FERZMH ) ’E Amazon CLI

o 2 A TERXHEEE Amazon CLI

( oR%FH ) ®E Amazon CLI

1. TEHBEE Amazon CLI, XA , iS5 (Amazon Command Line Interface AFIEE) FH
ATFE# :

IE £ %% Amazon Command Line Interface

IEfE B E Amazon Command Line Interface

2. EwTRAFTAANTHSREIZN Amazon CLI RE., XEHHREEXRMFILE , At
FHE F RRIAEL B SRV EILE.

« R help 55,
aws help

- EIRPEREIKF £ Amazon Glacier XHFEM IR |, A list-vaults @
. 123456789012 A # Amazon Web Services W/~ B9 iR,
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aws glacier list-vaults --account-id 123456789012

- EEFENLFIRESHIE Amazon CLI, i&fEFaws configure list@f.

aws configure list

B ERTEHRXHEE S Amazon CLI

1. fEA initiate-job P BHBEER RIS,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters='{"Type": "inventory-retrieval"}'

A%

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "#*#** jobid ***"

2. f£H describe-job TRE L — M EREFHRES.

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

A%

"InventoryRetrievalParameters": {
"Format": "JSON"
1,
"VaultARN": "#**#* vault arn ***",
"Completed": false,
"JobId": "#*#** jobid ***",
"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
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"StatusCode": "InProgress"

BAMERES M EHCEFRETHNHES . Amazon Glacier ERIES TG , £5 ID EAE 24 /D
FASBTRIH, MREEXHEPEETEANERE , LEEBHNESHIEET Amazon Simple
Notification Service ( Amazon SNS ) £& , Il Amazon Glacier @ E RIS B EZEBKIEHE
B,

BH LG ENHENSEEHNBEALRE, BXEZEEL |, ESRE Amazon Glacier RELE X4
FEEH, REXEESESH , Amazon Glacier A MIBERN SNS TB K IEHEE,

4. ERE , £ get-job-output R RES TEHEIXH output. json,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

HTRER—NEEUT 2RI

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",

"InventoryDate":"*** job completion date ***",
"ArchivelList":[

{"Archiveld":"*** archiveid ***",

"ArchiveDescription":"*** archive description (if set) ***",
"CreationDate":"*** archive creation date ***",

"Size":"#*** grchive size (in bytes) ***",
"SHA256TreeHash":"*#*#* archive hash *#**"

}
{"ArchiveId":

1}

1£ Amazon Glacier FELE 4 E @ H

M Amazon Glacier @ REMAR ( FINMXHEFHERINHFEETRE ) R—IMDARIHEE.
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1. BaIRRES.
2. FFERE , TEESH T,

AN EXHE LREBAEE , SMEEES TEEE Amazon Simple Notification Service ( Amazon
SNS ) ETE KL HE,

£

* 1& Amazon Glacier FEEXHEBEH | —REE

#£ Amazon Glacier R EAERE X4 EBHA EA T Java B Amazon SDK

#£ Amazon Glacier FEAREXHEEHN EAT .NET £ Amazon SDK

£/ REST API £ Amazon Glacier # Bt i& 344 FE i@ &

£/ Amazon Glacier 2§l & it & X 4 & & A

{5 A B i X4 38 A Amazon Command Line Interface

£ Amazon Glacier FELE X HFEEH : —El=

Amazon Glacier BRRESERRRELSHITH ., BHLHMEER Amazon Glacier ERES , REFHE
BHEBmH, BUERRHIE Amazon Glacier MAEEFRE , BXTREHKES L. Amazon Glacier
EXFBEA. FFTRE , FF5 A LUFEE & E Amazon Simple Notification Service ( Amazon
SNS ) &, EfFAILINEE , BXTEXHELEEBAEE, ERESF , BUURIR—NHZNE
# , AR IEFHE Amazon Glacier EE# &4 EHEH RiAHEH Amazon SNS &/,

Amazon Glacier EX T 5EF TR BXRNEH
( ArchiveRetrievalCompleted, InventoryRetrievalCompleted) , &AILURHX LEEHFH
MBI HENBNEBD, HEFEESTMRET , Amazon Glacier £[6 SNS B4 HEAEE,

BHBER JSON MX# , AT REIFT R,

"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]

BEE W F—IXHE , BREEEE — Amazon SNS £&,
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® Note

6] 344 FE A 038 F B B & F Amazon Glacier E B AE EHIEENSHEBRKEN T L ELE
Ho A, BRI LUER MM ESNMES B NERFIEE Amazon SNS £8, MEEREXH
FERARMTBAERE , HEEEWENESFERPEIEE T Amazon SNS £& , Nl Amazon
Glacier £ & 341X M fii Al

Amazon Glacier XIEWES EHE R BREESFRE

( InventoryRetrieval, ArchiveRetrieval ). ESZEBIRZ. SNS EEEH., FHRENAB
M3 ARN FEE. BLTR Amazon Glacier £ InventoryRetrieval EETEMR/AGEXKIEE| SNS
EBHRHIEA,

"Action": "InventoryRetrieval",

"ArchiveId": null,

"ArchiveSizeInBytes": null,

"Completed": true,

"CompletionDate": "2012-06-12T22:20:40.790Z",

"CreationDate": "2012-06-12T22:20:36.814Z",

"InventorySizeInBytes":11693,

"JobDescription": "my retrieval job",

"JobId":"HkF9p6o7yjhFx-
K3CGl6fuSmeVzW9T7esGQfco8nUXVYwS@jlb5gqllZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID",

"SHA256TreeHash" :null,

"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",

"StatusCode":"Succeeded",

"StatusMessage": "Succeeded",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

BN, 1R Completed FE&A true , MEE ST E StatusCode AEFEFSREITR THER K
BT,

® Note

EEZE , Amazon SNS FEMMAFXHELGBEH. BIAMBERT , 2B Amazon SNS &
HEESREOETI LKA BEE, B , 1R Amazon SNS FTEMXHFEREH M AFFE Amazon
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Web Services I, N2 Amazon SNS =B EENEZ THEFHHRY . BAIUE
Amazon SNS ##|& FBLE Amazon SNS B KRE,

B X Amazon SNS WEZEE |, i5Z @ Amazon SNS Al 7,

£ Amazon Glacier F{EREE X HFEB A EA T Java B Amazon SDK

LUTEEA EAT Java B9 Amazon SDKIES APl EXEEREBENNLE,

1. 82 AmazonGlacierClient 3£ ( FF % ) BIEHl,
BEEIEEXHETEN Amazon XiF, &6 ILE P inh T FTEREEER FiZ Amazon X
=,

2. BB — SetVaultNotificationsRequest EHEHIREBAEEELR,
CEEREYHERN,. BAEEEEMKS ID, AEEEEMNE B , BUURE— I NEH

Amazon SNS £F M Amazon BREE# (ARN) , UREBHEREBHBAN —IHZINEH, BX
ZXEFNEHNIIR , ESREEXHEBARE ( PUT notification-configuration ) »

3. LS B RNIBMIERTR |, BT setVaultNotifications Fi%.

BAR Java RBBRGEA THEHNST R, ZRBREXHERRETBARE.
ArchiveRetrievalCompleted B4 InventoryRetrievalCompleted EH L ERT | ZEE
£153R Amazon Glacier ( Amazon Glacier ) B85 EH Amazon SNS FB A EB A,

SetVaultNotificationsRequest request = new SetVaultNotificationsRequest()
.withAccountId("-")
.withVaultName("*** provide vault name ***")
.withVaultNotificationConfig(
new VaultNotificationConfig()
.withSNSTopic("*** provide SNS topic ARN *#**'")
.withEvents("ArchiveRetrievalCompleted", "InventoryRetrievalCompleted")
);

client.setVaultNotifications(request);
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FRARER

® Note

EXIKE REST APl B9

B, BE A ERE.

T~ EREXHELZEBAEE EAT Java B9 Amazon SDK

BT Java REBRAIRE T XHENBHAEEHBRTEE  AEMETRE, BXNAIETHUTRG
Y step-by-stepiiBA , ESHER T Java B Amazon SDK 5 Amazon Glacier #E .

Example

import java.io.IOException;

import
import
import
import
import
import
import

com.amazonaws

com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.

.auth.profile.ProfileCredentialsProvider;

services.
services.
services.
services.
services.
services.

glacier.
glacier.
glacier.
glacier.
glacier.
glacier.

AmazonGlacierClient;
model.DeleteVaultNotificationsRequest;
model.GetVaultNotificationsRequest;
model.GetVaultNotificationsResult;
model.SetVaultNotificationsRequest;
model.VaultNotificationConfig;

public class AmazonGlacierVaultNotifications {

public static AmazonGlacierClient client;
public static String vaultName = "*** provide vault name ****";
public static String snsTopicARN = "#*#** provide sns topic ARN ***";

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

try {

System.out.println("Adding notification configuration to the vault.");
setVaultNotifications();
getVaultNotifications();
deleteVaultNotifications();

fEH Java BB XX HEEEA
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} catch (Exception e) {
System.err.println("Vault operations failed." + e.getMessage());

private static void setVaultNotifications() {
VaultNotificationConfig config = new VaultNotificationConfig()
.withSNSTopic(snsTopicARN)
.withEvents("ArchiveRetrievalCompleted", "InventoryRetrievalCompleted");

SetVaultNotificationsRequest request = new SetVaultNotificationsRequest()
.withVaultName(vaultName)
.withVaultNotificationConfig(config);

client.setVaultNotifications(request);
System.out.println("Notification configured for vault: " + vaultName);

private static void getVaultNotifications() {
VaultNotificationConfig notificationConfig = null;
GetVaultNotificationsRequest request = new GetVaultNotificationsRequest()
.withVaultName(vaultName);
GetVaultNotificationsResult result = client.getVaultNotifications(request);
notificationConfig = result.getVaultNotificationConfig();

System.out.println("Notifications configuration for vault: "

+ vaultName);
System.out.println("Topic: " + notificationConfig.getSNSTopic());
System.out.println("Events: " + notificationConfig.getEvents());

private static void deleteVaultNotifications() {
DeleteVaultNotificationsRequest request = new
DeleteVaultNotificationsRequest()

.withVaultName(vaultName);
client.deleteVaultNotifications(request);
System.out.println("Notifications configuration deleted for vault: " +

vaultName);

}
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£ Amazon Glacier FEAEE X4 EFBEH ERAT .NET 8y Amazon SDK

LUTEEA EHT NET 8 Amazon SDKIEH APl EXHEFEREENN SR,

1. 82 AmazonGlacierClient 3 ( FF % ) BIEHl,

BEREREXMHEREN Amazon X, &EMLLLEFRIITHAERESRER T1Z Amazon X
o

2. B3I —1 SetVaultNotificationsRequest EHEHIIREBEMNEBE L,
BEERMYHERZN., BAEEEEMNK, ID, MRETFREKS ID, WRELFEHSEREME
R BEREBIEBEREKRNIKS, ID. BXREZELE , BSHEERT NET 8 Amazon SDK &

Amazon Glacier &4,

EEEBAGEN , B RH—NINEMN Amazon SNS £BH Amazon BFEEZHFH (ARN) |, 2L
REFLRBHABHAN —NMHNZIEH, BEXZIXIFNEHNIIR , FERREXHEFENRE
( PUT notification-configuration ) o

3. USHFRNBMIFRITK , 1217 SetVaultNotifications FHiE,

A EXHEHREBARES , ELUETAA GetVaultNotifications FEREEREEFEE , th
A LUER AR IRIEMA DeleteVaultNotifications FEMBRE,

T~ EREXHE LLIREBEAEE EAT .NET 8 Amazon SDK

DT C# KBEBROIRATHENSR, ZRAEZEED (HBXMN ) KEHXH

FE (“examplevault” ) FRETEHEREHKRRTHRE , AEHRTHRE, =
ArchiveRetrievalCompleted E# = InventoryRetrievalCompleted EH KX ERT |, ZEE
£1i53R Amazon Glacier ( Amazon Glacier ) B8 EH Amazon SNS FB A EBE A,

(® Note
BXRKE REST API EE |, BS R SUFERE,

BRIBITHUTROIN step-by-stepii B , HZREITRE RS, EEEERZABHRBAETNXM4E
Z#HM Amazon SNS £,
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Example

using System;

using System.Collections.Generic;
using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class VaultNotificationSetGetDelete
{
static string vaultName = "examplevault";
static string snsTopicARN = "*** Provide Amazon SNS topic ARN ***";

static IAmazonGlacier client;

public static void Main(string[] args)

{
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Adding notification configuration to the vault.");
SetVaultNotificationConfig();
GetVaultNotificationConfig();
Console.WriteLine("To delete vault notification configuration, press Enter");
Console.ReadKey();
DeleteVaultNotificationConfig();
}
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}

static void SetVaultNotificationConfig()
{

SetVaultNotificationsRequest request = new SetVaultNotificationsRequest()

{

VaultName = vaultName,
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VaultNotificationConfig = new VaultNotificationConfig()
{
Events = new List<string>() { "ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted" },
SNSTopic = snsTopicARN

}
};
SetVaultNotificationsResponse response = client.SetVaultNotifications(request);
}
static void GetVaultNotificationConfig()
{
GetVaultNotificationsRequest request = new GetVaultNotificationsRequest()
{
VaultName = vaultName,
AccountId = "-"
};

GetVaultNotificationsResponse response = client.GetVaultNotifications(request);
Console.WriteLine("SNS Topic ARN: {@}",
response.VaultNotificationConfig.SNSTopic);
foreach (string s in response.VaultNotificationConfig.Events)
Console.WriteLine("Event : {0}", s);

static void DeleteVaultNotificationConfig()
{

DeleteVaultNotificationsRequest request = new DeleteVaultNotificationsRequest()

{

VaultName = vaultName
};
DeleteVaultNotificationsResponse response =
client.DeleteVaultNotifications(request);

}

£/ REST API £ Amazon Glacier # Bt & 344 FE i@ Al

EfFA RESTAPI BEEXHEREA , HZRREXHEBHAEE ( PUT notification-configuration ) o
WA, BIE R SRE B A ( IREVHFFEBE 4 ( GET notification-configuration ) ) BAR M BR S 4
FEX@E 4 (IR T4EEE@ AN ( DELETE notification-configuration ) ) o
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£ Amazon Glacier # %l A Bl & 4 EBE

L EB S R T a0 fEA Amazon Glacier #H| A EX M EFEREA, EREBAN , BRI UEEM
Amazon Simple Notification Service (Amazon SNS) B A EZBHAMNESTREH. BRT I XHEB
BBEAUN , BERUUEELEBRHESHERAERAMBANEE, WRENXHEECRENHNEE
WEHREEAN , HBEEXEEZBHERTEETEA , URELKERMBE,

B & XA EE A

1.

I

& 3F Amazon Web Services EEZ & HERFITH Amazon Glacier https:/
console.aws.amazon.com/glacier/E#l.

EEMSMERS , EFEXHE,
EMXHESIRS |, EE—NXHE,
HEEHER D F , EERE.
EE4BEANREL , ERBABA.

EBEAER D |, B LLT Amazon Simple Notification Service ( Amazon SNS ) ETlz — , REE
MM SR ITRE

Amazon SNS &I Action
BIZEF SNS £& 1
EEBHAIES SNS £/,
2.

XNFEBEN , AT EEN BN,

FHEMRZILEE 256 N2, AFFEAFER
WFEFR., EFHF(-)MTHE (L), TEBHE
K R AR —# , H B Amazon Web Services
X1,

(A ) MREMEA SMSHETHEE , BRAE
ZE=E N: SR S

EREMEZALEE 100 MNFH

EFEIAER SNS £/
EFRIEFYAR SNS £/,
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FRARER

Amazon SNS & IR

Action

2.
HEHEE SNS EET |, BN TED 2 — :

7.

MR SNS E-AIERE

tbARt & I SNS B T 5%,
MTHRFRPEE-DIAENEE,
#i A SNS £/ ARN

FFHI Amazon SNS & ARN X AAE,

A SNS E£EH Amazon BRBZ# (ARN)
o SNS £ ARN R :

arn:aws:sns: region:account-i
d :topic-name

AT LATE Amazon SNS #4| A & SNS =T/
ARN :

EEHT R - IMHIRNEREBANEHS

- EREMERZESERNT RIEBH , FEEMERRESTH.
- EREXHEREESTHRNT REEA , FRENHEFTERRES TR

fF A ELE L4 E @ H1 Amazon Command Line Interface

Lt ER > R T a0l Amazon Command Line InterfaceBLE XA EEH ., BEBHN |, BAILUIEE
EETEREH | XEEH L% B Amazon Simple Notification Service ( Amazon SNS ) B K % B
H, BRTAXHERBBAUN , BEANEELEEHIEFSNEQHAABANN TR, MREH M4
EFORENGNBENSHREABHN  HELETSEIERPIEETEL , WRELRERDEA.

BRBLLTSBRER Amazon CLIELE X4 EE A,
=30l

( TREFH ) IRE Amazon CLI

£/ CLI EXHEBA
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o Rl EFEE X FREEZ Amazon CLI

1.

( FoAR%4 ) & E Amazon CLI

T# HEE Amazon CLlI, X8 , 52 (Amazon Command Line Interface A ¥8f) T
AT ER :

IE £ %% Amazon Command Line Interface

IEfEBLE Amazon Command Line Interface

ERSTERET THAUTHSRBIIEN Amazon CLI B, XEHSEEERNIEMET itk
A5 455 A BRIABL B U9 EAIE

« ZRAMEH help .
aws help

- EIRMEEEKF £ Amazon Glacier XFEMFIR |, EFEAH list-vaults @
. 123456789012 A% # Amazon Web Services W/ B Qi iR,

aws glacier list-vaults --account-id 123456789012

- EEEN S ERIE Amazon CLI , EfEHaws configure list@s,

aws configure list

B fEFRELE X4 EE A Amazon CLI

1.

2.

£/ set-vault-notifications P EEENHELERESHINAENBERH, RIAER
T , 8BRS KEBHEME L,

aws glacier set-vault-notifications --vault-name examplevault --account-
id 111122223333 --vault-notification-config file://notificationconfig.json

BHBER JSON X# , AT RAEIFT R,

"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]
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}

BXX Amazon Glacier £ Amazon SNS BN EZELR |, BESHE Amazon Glacier F & XX
HEEBA . — s

Bx Amazon SNS WEZEE. |, i55 % Amazon SNS A7,

£ Amazon Glacier 7l B& 3T

AEEELRTENBELEEXHEREEEMA/AR , HEE LRBERERUREEXN XERITIEM
BEARER , Amazon Glacier ( Amazon Glacier ) T MR #E, BXBIBRERNELR , BHSHEM
Bk Amazon Glacier IR, BXTRNXHEFE , iHSH7E Amazon Glacier F FERXHEFE,

® Note

Amazon Glacier & 24 MRS EBAENNHEERZ—DEFE, AT ERE TR ERMEFHE
B, it , Amazon Glacier 2 BEREB EXXHEBTES A URRERITIEEMAEARIEX
BRXHFEBEEZEMN,

(® Note
BXAFMBRXHEMENFEE , BSH1E Amazon S3 Glacier # E 3h Ml BR XA ERE S,

£l

- fERERT Java B Amazon SDK £ Amazon Glacier # il Bk 34+ B

- fERERT .NET 8 Amazon SDK £ Amazon Glacier 5l Bk S # FEE

- £/ REST API £ Amazon Glacier il B} 32 £+ B

£/ Amazon Glacier 2% & il BR 22 X4 EE

* 7£ Amazon Glacier F il Br X #FZE £ Amazon Command Line Interface

EAERT Java B Amazon SDK £ Amazon Glacier # il B& ST 44
LTEEHAERT Java B Amazon SDK &4 API BIBRXHERN SR,
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1. 82 AmazonGlacierClient 3£ ( FF % ) BIEHl,

BEEREEMNFRIBRSXMHER Amazon Xig, BERLEFHHITHMERERSNAEIZ
Amazon X3,
2. BBl — DeleteVaultRequest EHEFIRHEIBFEBREL,

BEERHHEZMAKS, ID, MBEETREMEAK, ID, WRESFERESEREHRNFERZZWIE
EHXEBKWKF, ID. BXEZER , BSHERT Java B9 Amazon SDK 5 Amazon Glacier & E¢
.

3. MBHILARHEBERMR , Z17 deleteVault Hiko

Amazon Glacier ( Amazon Glacier ) ReMiBRZ=XHE. BXEZEL , BSHEMBRUTE
( DELETE vault )

BN Java REBE AER T RIHIRY 3R,

try {
DeleteVaultRequest request = new DeleteVaultRequest()
.withVaultName("*** provide vault name ***");

client.deleteVault(request);

System.out.println("Deleted vault: " + vaultName);
} catch (Exception e) {

System.err.println(e.getMessage());

}

(® Note
BXIER REST API (358 , TS PIMIBR X #+E ( DELETE vault ) o

=Bl ERERT Java B9 Amazon SDK il BR 34

BEXRIERBRE , FSERG  EAERT Java B Amazon SDK Bl X4 E, % Java KB RAIE
RTERHFERE , SIECIE MM RS E,

FEAERT .NET 89 Amazon SDK £ Amazon Glacier A il B& ST 4
EATF NET #9 Amazon SDK 128 = R FES API ERIRME 7 MIBRSTHEM 5%,
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E3-
« EAERT NET 8 Amazon SDK &4 API Ml B& ST 4
« EAEAT NET 8 Amazon SDK K4 API Ml B& ST 4

EAEAT NET B Amazon SDK &4 API I ST

Z=4% API B9 ArchiveTransferManager KM% T &I LAARMIBR X4 EH DeleteVault 7
o

T~ ERAERT NET 89 Amazon SDK &4 API i BR SX4FBE

EXIERBRH , BSERH : FHEHR AP BT XHERE SERT NET B Amazon SDK, 1%
C# RBRHIERTERHERE , SIECIZE M BRSTHE,

FEHAERT NET 8 Amazon SDK K4 API B B& ST

LUTEEHAERT NET 8 Amazon SDK BIBRXHEN SR,

1. 812 AmazonGlacierClient £ ( HF % ) BEH,

BEEBREENPMBRXHERN Amazon Xig, ZEALEFIHRITHMERESSNAZIZ
Amazon X1,

2. B3 8 —1 DeleteVaultRequest EMEHIREERELR,

BEERBXHEZHMKS, ID. MRETREKF, ID, WRELFERAEZRREMRNYEFERESEMIE
BHEXBKWIKF, ID, BXEZER , HSRERT NET B Amazon SDK 5 Amazon Glacier 45
SR,

3. USBHH N BHRIBFERIIK , 1217 DeleteVault Fi%,

Amazon Glacier ( Amazon Glacier ) REMBRZEX4E, BXREZER , S FM R CHE
( DELETE vault )

LT C# RBBRULEA T RIEM SR, ZABRLBREFETEIA Amazon XY X4 FERY THIEE

/N0

AmazonGlacier client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USEastl);
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DeleteVaultRequest request = new DeleteVaultRequest()
{

VaultName = "*** provide vault name ***"

};

DeleteVaultResponse response = client.DeleteVault(request);

® Note
BXIEE REST API R , BSHMIBRSI4E ( DELETE vault ) o

P ERERT NET 89 Amazon SDK &4k API il BR ST 4

BXIERBRA , SRR FRNESR AP #HITXHERE FERT NET 8 Amazon SDK, %
C# RERFIERTERXHERE , BIECIZFMIBRXH4E,

£/ REST API £ Amazon Glacier Rl Br X4

E& A REST API BIBRX 4 |, S FMIBRXHHEE ( DELETE vault ) o

£ Amazon Glacier 324 & i BR 2= ST 4 FE

® Note
EMIBRREE 28l , I EMBRZEEFHAMERE/E. Fit , B LIERA REST AP,
BT NET #9 Amazon SDK, = £/ Amazon Command Line Interface (Amazon CLI) /RE
REIGR K HMBRARER, EHT Java 9 Amazon SDKEXMBRARNESR , BSRATE
5 : M Amazon Glacier 5 #9324 EEfl BR R4 3R

XHERZEE , AR TSR EMRBR,
/8 Amazon Glacier 2| & Ml B 22 X4 Fe

1. %&3% Amazon Web Services B4l & HETL I Glacier # 4| & EITH I % Glacier 24|

AN
Ho

2. FEEBRXE T, &EBEXHE Amazon Web Services X8, FRIERILE
3. EEMSMERSD , EBXHE,
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4. EXHEIRD , ERERBROXHEBMSENETIZRE , RAREETETRIAMBER.
5. TEMIBRXHEXNERES |, EF BIBRUAEIAZM R XHE,

/A Important
) BR 324 EE R RAE TSR OB

6. ERIFEREBCMERME , BT XA EIIR A B AERBRN X HEN BT, MREERIIX
R, MRRIIERAR D,

1£ Amazon Glacier il Br 3244 FE £ Amazon Command Line Interface

A LA Amazon Command Line Interface ( Amazon CLI ) #ilBx Amazon Glacier ( Amazon
Glacier ) FHYZE M FEFIEZE S,

F &

o (ER%ZMH ) iRE Amazon CLI

« TP : SERAMIBRZE X4 E Amazon CLI

« TP ERAMIERIEZ X4 E Amazon CLI

( FoR%A ) & E Amazon CLI

1. T#HHBEE Amazon CLl, BXxi%EA , 52 {Amazon Command Line Interface AF188E) FHY
LTFEZ

IEfE &% Amazon Command Line Interface

IE7EEiE Amazon Command Line Interface

2. EMPTERETHAUTHSRBILEHN Amazon CLIEE., XEHGSFESRNEMET , Bt
565 B BRIA B B SRV EAIE o

« ZEAMEA help .

aws help

- EFRMEEREKF £ Amazon Glacier XFEMFIR , HFEA 1list-vaults &
o 123456789012 A K Amazon Web Services W~ F i ik,
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aws glacier list-vaults --account-id 123456789012

- EEFENLFIRESHIE Amazon CLI, i&fEFaws configure list@f.

aws configure list

B 58 A BR Z2 324 EE Amazon CLI
« M delete-vault i THIBRTEEEHNXHE,

aws glacier delete-vault --vault-name awsexamplevault --account-id 111122223333

G ; EFAMBRIEZS ST E Amazon CLI
REEEERTENBREEXHEREEAMAMNR , HEB EXEER S LREEXR X ERITIEM

BEARERS , Amazon Glacier T MR X4 E, MIBRFEZEZXHEDN="FTEK : IDsN\NXHENERF
REPREER  BIBRSMNER , REMBRSUHE,

1. fEA initiate-job WP BHBFER KIS,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters '{"Type": "inventory-retrieval"}'

FRER% H -

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "#*** jobid ***"

2. f#£H describe-job HEREL—PMREEFHRES.

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***
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FAs

"InventoryRetrievalParameters": {
"Format": "JSON"
i

"VaultARN": "#**#* vault arn ***",
"Completed": false,

"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

BURENESAEEEFRETENERZR. IREEXHEPRETEARE  NEESHES
H?HEET Amazon Slmple Notification Service ( Amazon SNS ) & , Il Amazon Glacier 27£5¢
RESERZEBRIEER.

BOLRENHENRSEEHNEBNREE, EXEZEEL |, BSHE Amazon Glacier L& X4
FiEH, REREREEMH , Amazon Glacier A BEEMN SNS FEAIEHEE.

4. SZERE , £/ get-job-output WHFKRES TEHEIXH output. json,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

Tt —NEE AT FERIIX .

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",
"InventoryDate":"*** job completion date ***",

"ArchivelList": [

{"ArchiveId":"*#*#* archiveid ***",

"ArchiveDescription":*** archive description (if set) ***,
"CreationDate":"*** archive creation date ***",

"Size":"#*** archive size (in bytes) ***",

"SHA256TreeHash":"*** archive hash **#*"
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}
{"ArchiveId":

1)
5. £ delete-archive HHMTHETMRE MR | BEFRETMILE,

aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id "*** archiveid ***"

(® Note
MREHER ID EFHFREMBKRZRITL , WEERERESISHI ST
o

6. f£MA initiate-job W HEIFHNBERERRES,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters '{"Type": "inventory-retrieval"}'

7. SERUE , A delete-vault wSHBRFTH I REH XA

aws glacier delete-vault --vault-name awsexamplevault --account-id 111122223333

¥ric Amazon Glacier X4

BAUREER T ECH THIE S B4 Amazon Glacier XHE. MERBHIXHEE N HE-EX., B
RIFENERER ( BEXNRZEWRSE ) , S HI51iE Amazon Glacier %R,

UTEBNET WAR AR, 5 ERIRE,
£}

- £/ Amazon Glacier #8518 X4 E

« {#£/ Amazon CLI FFRIEXXHE

- {#f Amazon Glacier API R X EE

- HXBD

FRB R API k7 2012-06-01 89
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£ Amazon Glacier 2% & ¥ric B E

AILAE A Amazon Glacier &1 &5, 5 HFBIERRE | T HERBFR,

EENHENIRE

1. E3xE| Amazon Web Services EEZFIA , RFEI LT Mt FTF Amazon Glacier 2l
A& : https://console.aws.amazon.com/glacier/home,

2. TEHRBEXET , NXiF kiEssFiEE Amazon Web Services X1,
3. EAEMSMERSD , EBXHE,

4. TENXHEIRS , EE—PXHE,

5. EBRXHERMETF, RIEHRZIHD , EFSHEXBKHRE,
6] 344 BE 7S AR &

— N E RS AT AKRER 50 MrE, EXHERBRNFELNETHE —RSE,

BRRZERENESZER | SHEIRIC Amazon Glacier # R,

1. &% Z| Amazon Web Services EE2& A , AFEE LT MuLiTFF Amazon Glacier 2!
A& : https://console.aws.amazon.com/glacier/home,

2. HEEREXET , NXE"ikER$i%EE Amazon Web Services X1,

3. EEMSMERT  ERXHE,

4. EXHEIRD , ERERRZR T SXHENE .

5. BEBRNHEBRMETF,

6. TEMRZEBLAP , EFERM. HAFERRFMIRETE,

7. EANMGERTHENEFRITEENRSE  AREIUEREEFRIPIEENREE,
8. LERREER.

RENE

1. E3FEF| Amazon Web Services EEZFIA , RFET LT MutFTF Amazon Glacier 2l
A : https://console.aws.amazon.com/glacier/home,

2. TEEEXET , NXigrkEegHi%EE Amazon Web Services X1,
3. EEMSMBERS , EEBEXHE,
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Amazon Glacier FRARER
4. HEMXHEFIRS , EEXHFER.

EREXGERMRTF , REE TR FFREHT

ERET , P EERANIREZTINERE , AEERER, FHIREBRENEH,
EHMRFERINGRE , BAIEREHEFBRPHIRZ,

ERREFER.

©® N o o

M B o i BR AR

1. &% Z| Amazon Web Services EEZGI A , AFEE AT MutiTFF Amazon Glacier 2
A& : https://console.aws.amazon.com/glacier/home,

ERFEXET , N XF R FEIFPIEE Amazon Web Services X,
EEMNSMERS | EFEXHE,

EXHEHRSP |, EEENPRIBRIRER XA ER B .
EEXHEREETR. B TRIFREHD.

ERET , P ERRAITEZENEIRE , REEREBER,

BEBT AT FF B BRAR XS 54 . EFHIAMIBR 2R R HRZE | EIEFMER,

N o g k& Db

£ Amazon CLI R¥riE X4 FE
REBLLTS® , 8 Amazon Command Line Interface ( Amazon CLI ) %A1, % H sl BRIRZ
BMREHE—NMEN—MEA K. BN XHETRZE 50 M,

1. ERNFERMEIXHE , HFEA add-tags-to-vault .

aws glacier add-tags-to-vault --vault-name examplevault --account-id 111122223333
--tags id=1234,date=2020

BXRUEXHERENEZER , BRI O XHERIFL,
2. EIHEHMMBIXHENFIERE , B list-tags-for-vault &%,

aws glacier list-tags-for-vault --vault-name examplevault --account-id 111122223333

BRUEXAERENESEE , TSR HXHENRE,
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3. ENEMMEIXHENIREEPRBER— NS ML | BEFEH remove-tags-from-vault s

AL
T o

aws glacier remove-tags-from-vault --vault-name examplevault --account-
id 111122223333 --tag-keys date

BRUEXHERENESEE , ES MR HEFNIRE,

58 Amazon Glacier API #5128 X4

BT LAE A Amazon Glacier APl R0, 5l B FIMIBRIRE . BRRG] , iES LT X :

6 3 E R INFRZ (POST tags add )

NEENXHERNELERIRE,
B S EERVARE ((GET tags )

S E X FERI R
M EEM BR#RZE ( POST tags remove )

MIEE A B I BR AR

RS- )

« ¥rid Amazon Glacier ‘&R

Amazon Glacier X&ESIE

LR EBAA T A{A4E Amazon Glacier #R81TE 344 B LA K a0 a6 F 32 44 B 9 i SR s

£

o XHEBERR

+ f£F Amazon Glacier AP| 8 E 34 FE

« FERABIEXHE Amazon Command Line Interface
 f5F Amazon Glacier 12l & 81 X 4B
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https://docs.amazonaws.cn/amazonglacier/latest/dev/api-RemoveTagsFromVault.html

Amazon Glacier FRARIER
4 P P TE Bk

B3 Amazon Glacier XHFESIE , &7 LR WAFI A X4 EBIE R £ I4# Amazon Glacier X
HEHTHBHIEESA R, BALE—NMNXHESEREFAPBEEEL —IREA , ZXiE
B ( WORM ) X Ry E|3E 5 |, 3 B ] LABIE X RIS LABS IL SR 1T 4R %R

/A Important
NHEHMERBEBIER , HTEBE M BRIZERK,

Amazon Glacier SRHEX H EHIE R FHEFIE | UEBSSMEAM B IR, B0 , e AER 4R
YERBRBHEZRBIIESZF. BTLER Amazon Identity and Access Management (IAM) ZRE&ES
EXHEHERETHEEMHEAMEES. BEXXHEHNERBNESESR , BSHANHESEERR,

NHEHEREE X4 EHGRRERE, BMEHEENXHFENTREZEGR, B2, XH4FHERE
A B AT E AR IE R E S, MMERE Db SKHERAY S MR RIIEHE . 8 R BAGE A 3244 B E SR e S4B
FEANESAMZHER , XBEFENBEHRZTHZE,

/A Important

BUELCIEXMHE , TR EBERE , AEFENER EERIXXHE | DUEMZREEN
AT el

Mk, EAERAXHETRRERIESSMETR, BHAREBRLEERO L ARG, XHEHE
REEM SRR R REE A — e, HIAN | S8R 7E A B SR B R SR HE & T e R Ay BURRE MM (4B
GRS )  HEEXHEHEREPRIEENE=ARENLSEERFER T IEERG RN ( AR
).

PEXHEZFERNTRNSR

1. BN XHEHEREHMEENXEERBHUE , XSFYUEREN EEH#TRSHRE -
BT ID, HEMLTEERTIRSH , EHE ID BHET |, B8 24 NDE R XA FEBIE R,
NS IS X EIR H EERITIRS |, B 24 MIATERXEEDERE. BN, O STHEES
TE R B I AR BR o

2. FABE ID ERHELR. MRNHEHMERBRIZMBIE , IFELXHEMEHAMNLFHRER
Bz, BXRW{AFEA Amazon Glacier APl kRBIEXHENER , BESHEA Amazon Glacier API
BUE ST

X EERLR API k7 2012-06-01 93
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58 Amazon Glacier API 8iE X4 &

E# A Amazon Glacier APl i EX 4 , BAEREE T FHBR4N X4 ESERRFAR S XHT
FEPIE ( POST lock-policy ) » Initiate Vault Lock BRESFERBEMMEIBHXHE | FXHE
YEHB/ABITHRS , HRE—/ME—HBE ID. EXHEMEHRARITHRSE , BF 24 M
BHEISRFAM Initiate Vault Lock WAREMSIE ID A EHXHESE (POST lockld )
DMEERBIE.

/A Important

« BUUETRIBNHE  ERXHENERE , R ENER EEIXHE | UEMZRE
AT e

o MHFEEBRE SR MR B 5 BN A e B S BR o

MRIEHE# AN EERITRSEN 24 MR ARTRXEENEISE , WENX4HES BB E EER
TIRA , ABBRXHEBERR, SUUEXAA Initiate Vault Lock RZEHHNNHEHER
B R B EERITRES

FAEEH#HTRES , CEINSEYNERN XM EMHERRE 2o HF TR, B4 EDE R
EEEHTRSHEFAZLEN , RURBXHEEYE—# , RFLETUENBEA IS4 E
1% ( DELETE lock-policy ) RflBRiZKEE, BHRICERFKR , AIREFEEZREE Abort Vault
Lock/Initiate Vault Lock A& , WiEEH XHEHERIKEE Lo

ERIIXHEYSERE2E , BUERASFHSE ID BA TR XHEESE ( POST lockld ) , LAE5
RMXHEMHESE. BHONXHFESERANPERS (L, MHEMERBATER ) , MALEBE
A Abort Vault Lock #1THIER.

PSS

- NHEHERR

o B XHESIE ( DELETE lock-policy )
o ERXHESE (POST lockld )

o RERXHESIE ( GET lock-policy )

- BIXHESE (POST lock-policy )
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fFEABIE 4 E Amazon Command Line Interface

!&Eﬂﬂﬁﬁﬁ%“ii!@ﬂ’ﬂ%”)ﬁ Amazon Command Line Interface. XX 18 E K T4 FE S e S FE B TE
REEHIREBE ID, EHMIE 24 PERITATR X ESETIE | T NZ ST FEBE 5B~ M ST FEE A i
BRo

( FoAR%A ) & E Amazon CLI

1. TE3BEE Amazon CLlI, BXi%EH , 525 (Amazon Command Line Interface AF#E™M) K
LT ES :

IE £ &% Amazon Command Line Interface

IE7EEiE Amazon Command Line Interface

2. EMPERETHAUTHSRBIEEHN Amazon CLIZEE., XEGSFESREMET , Bt
6 BRIABL B SR A,

« ZRAMEH help .
aws help

- BRI EEREMNKS L Amazon Glacier XHEENFIFR | FFEH list-vaults @
o 123456789012 A H) Amazon Web Services W~ F P&k,

aws glacier list-vaults --account-id 123456789012

- EEEN YA ERIE Amazon CLI , EfEAaws configure list@®@S,

aws configure list

1. f#M initiate-vault-lock EREMXHEERE , HEXGEHENHERBDRER

InProgress,

aws glacier initiate-vault-lock --vault-name examplevault --account-id 111122223333
--policy file://lockconfig. json

2. PiEBER JSON X , MU T ROIFIR. EEALGSZHE , &
FFVAULT_ARNFIPrincipal ¥R EEEM A HINE,
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EEREVENHERN ARN , IR list-vaults %,

{"Policy":"{\"Version\":\"2012-10-17\", \"Statement\":[{\"Sid
\":\"Define-vault-lock\",\"Effect\":\"Deny\",\"Principal\": {\"AWS\":
\"arn:aws:iam::111122223333:root\"},\"Action\":\"glacier:DeleteArchive
\",\"Resource\" :\"VAULT_ARN\",\"Condition\":{\"NumericLessThanEquals\":
{\"glacier:ArchiveAgeinDays\":\"365\"}}}1}"}

3. BIMMHEMNEE K BNZEEFE lockIld REHARE,

"lockId": "LOCK_ID"

EERXHEBE , BYATE 24 DEREZETT complete-vault-lock , BNNZ 4 EBIE RN
ST AR RR

aws glacier complete-vault-lock --vault-name examplevault --account-id 111122223333 --
lock-id LOCK_ID

S

+  {Amazon CLI Command Reference) ## initiate-vault-locks
{Amazon CLI s 5&&) #H list-vaults

{Amazon CLI Command Reference) H# complete-vault-locks
o MHESERR
s PIEXHEBE
. TRXHAEBE
o FRELHAEBIE
. BIIXHEHE

DELETE lock-policy )
POST lockld )

GET lock-policy )
POST lock-policy )

(
(
(
(

8 Amazon Glacier 124 & 81E L4 FE

B3 Amazon Glacier XHFESIE , &7 LR AR A X4 ESIE R BEX £ I48 Amazon Glacier X4
HITHEHALHEE LIRS, X Amazon Glacier XHEHENEZER , BSRERAXHENER
B3 4T Amazon Glacier 7 [A]132 4l

5 AR 42 15 & B E ST A R API irZ 2012-06-01 96
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/A Important

- BUERGIBNHE  TRXHENERE , RERENER EEXHE | UEMZRE
RATFE.

o PR BE SRR BE 5 BD A B2 B S BR

85/ Amazon Glacier 2% & X} R 8 STHEBE S 30 ST BE S E SR IR

B A E B E R IR XA EREFHBE , XSFYEREN EE#TRSHEE —NE
ID. HRREAL T EERITRASHN , EHE ID BHIA , BH 24 NNAPREUE XA EHE KK,

1.

o & b

© © N o

& 3F% Amazon Web Services BB 2| & HERFITH Amazon Glacier https:/
console.aws.amazon.com/glacier/E#l.

£ “EFBEXE” T , Amazon Web Services Xi3 M “Xi3)” i& 1% 88 Pk %,
EEMSMERS , EEXHE,

EXHEREL , ERIEXHE,

BRI X,

/A Important

BUGKGEXHE , TRXHEFEHERKE , A HENEREEIINXHE | UERMZE
BN AT e,

M A B B 5= R ik SR AR RO T SR
IR M R BRI
EXEBERMER D | RIS o) X B E KK

ERI XA EFEHERKEREL , AJAERREXFAEE XA EFHERE P EEILRRE
BHERE.

@ Note

BRI LU EXABRIN NG ESEREPIEEIRRAEEGERE , HEIPEA Initiate
Vault Lock API #24EiBiE Amazon Glacier 24 AFHWRXERA A REXRE S STHE
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BE. BXRRENHENERBHBRANES , 38 Amazon Glacier XHEBE R
=l

10. RBERFER.
1. HIEEXHESE IDXNFEF , EFEHYNUE D AFEREERENBT.

/A Important
NHERHERKSHE , BF 24 PN ERBIEZRBEAF TRUESE. ETEE
TiE , YAREYE ID. MRKRE 24 MIREHBUE ID , WBIE ID FEH , FELT
IETERE TR A9 SRBE R4 BR o

12. HIEWBE ID REERENMEIGE | EFEXA,

13. EEETRE 24 Pt AN EN XHEFEBERK, NRRBETBIEZIT , AR FEMUESR
B

14, EEMMXHEBEXNEESD , EPIZEIRE , BN HEHERBIRERT AIER,

15. EXAEH R ARBEHBUE D,

16. EFETA X EDE.
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£ Amazon Glacier AL ERYZE

HMERAEHEEXHEPNEANR (FlW , BA, WM™ ) . ©= Amazon Glacier ( Amazon
Glacier ) WERFME BN, SR EH—M ID MALENER, BE L&KM, Amazon Glacier
BREIGHEMEID WA, AR ID EEERN Amazon X2 —8, ULTR2RFEIEE D,

TJgHcr0SfAkV6hdPqOATYfp_0ZaxL1pIBOc02iZ@gDPMr2ig-
nhwd_PafstsdIf6HSrjHNP-3p6LCIC1YytFT_CBhT9CwNxbRaM5MetS31I-
GgwxI3Y8QtgbJbhEQPs@mI3KExample

FHKE IDs § 138 FT1, HLAMREN , BMUREHILENER, EAERESRE ID (MARER
iR ) REERER,

/A Important

Amazon Glacier #ft 7 —MNEBZH &, BUUFERZEHEAERBBRXGE, BER , 5
Amazon Glacier BT B Htt R BiE3I BREEFH Amazon Command Line Interface ( CLI ) 5
HRERE, o, ELEERA. UHMMEMXEERE  SXEEER REST APl Amazon
CLI SifEf Amazon EASAEERBXR A HER SDKs, BXFF Amazon Glacier 5B &£
KE Z{E 8 Amazon CLI , i&iF B D%k )I|Amazon CLI ZZ%&H ., BE%XR% Amazon CLI , &
¥ Z Amazon Command Line Interface.

£ i

« Amazon Glacier FH YRR HE
- EFEFIHRREEIBIE

« £ Amazon Glacier 1 L&ERR
- £ Amazon Glacier # FTEH#E
- HiBR Amazon Glacier F IR

Amazon Glacier FHI RS RIEE

Amazon Glacier XIFUTEARRIREE - &, THNWEKR, THMRER—TRLEE,
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£ Amazon Glacier # F{&f4%

BU L TERENMNRER LEMER A B EETE. BT2BREEMRN AP AR IR LEE, B
XEZEER | S H1E Amazon Glacier F1 & R4,

/A Important

Amazon Glacier #ft 7 —MNEBZH &, BUUFERZEHESUEIBRXHE, BER , 5
Amazon Glacier AT Htt R BEHFEEEME A Amazon Command Line Interface (CLI) BRE
KB, fln , ELERRA. WMMEAXEERE , B4 EZEFERA REST APl Amazon CLI
A Amazon FAREERE KA HER SDKs. BHXF Amazon Glacier SE&EANE
%S5 Amazon CLI , EiF R Lk )I|Amazon CLI 3Z & ¥, B&% Amazon CLI , &%
£ Amazon Command Line Interface.

£ Amazon Glacier P &EHRFZE ID

BULES THEE THMNEN G ENHEBLERIREEE ID. BXTHHEBTLNESZE
B, %57 Amazon Glacier R FE XX EZH,

£ Amazon Glacier F T ##4=

TEHRR—TRISBE, BXNERD THRE/RENES. WEMESFERE , Amazon Glacier £

ERERTERNIHER, FFERE , ZAUTHENEERE. ATESEERSH , Fib , BALE
3R Amazon Glacier #5558 AY B Amazon Simple Notification Service ( Amazon SNS ) & &% &
Ho, BUUNBMEBERIEE SNS T8 , IEFEN XM ERENERESHRENKZEH. B

RXTEHRNESLEE , S HE Amazon Glacier F FEER,

i BRk Amazon Glacier F Y42

Amazon Glacier {2fit 7 Z I LU AR —XMIBR— MUK AP BA. BEXEZEER , BSHAMER
Amazon Glacier FHIRSE,

E 3 Amazon Glacier R 43

LEEERR , ELEEHREABTIHER, TUEHHERNTREBERNE—SER  BIRER , XL
BB — IR, BEE , BEEBRELEAMERN , Amazon Glacier #& mEIRE — M —H IR 1D,
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Amazon Glacier FERARER
HIrEFiRERTHE

BR Y FLERYEESRBIRLASL | Amazon Glacier S X IFHENEMM MTEIE, EELEHRE
Y , Amazon Glacier 2B — ID ( ZRHNFERFS ) , BLRENEHEMBAXHENEAER. &
ARSEFEFREFARAEENTHE, ETHFETASEERBMUARBRIERENEME—EFR YL

MES.

® Note

MREZE Amazon Simple Storage Service ( Amazon S3 ) &/ , N&HE |, HHE
TLEEREFHEERRN , TURBETSE— N RETES |, Fl0 MyDocument . txt
SomePhoto. jpg. & Amazon Glacier § , BT ERN B LENHRIENRE,

MBEBEPFFIRRRITHIE | BEE Amazon Glacier 24— X EBE |, HPEEME IDs I
REEMR EEHRREHNEMER, B2 SRS TRXGERE , UM AR IMRTHE4EF
WEFIRRIFEEFEENEMESE, B2 , Amazon Glacier KRB RBLIFMXHEZE, EHER

XHEEER , Amazon Glacier 2 REECHEZN E—HBEE ( HERRE)

£ Amazon Glacier A L& 4%

Amazon Glacier ( Amazon Glacier ) {2t T —MNEBEZRFIE |, B LUEA TR OIZEFMIBR 4B, B
2L BEEBELFERAEEES AR Amazon Glacier EEARER, ELERE. WMMEtIRSEHRIE ,
B RMER Amazon CLI EEBNRBERREHER , FEREREMEM REST API Sif£/H Amazon SDKs.

BX8F Amazon Glacier 5B &ERAMEE Amazon CLI , iFiF B Z# k)| Amazon CLI SZ &%,
E L% Amazon CLI , iF# ZEAmazon Command Line Interfaces AT L& EBiRE T aERERT
Java B9 Amazon SDK. EATF .NET # Amazon SDK 1 REST API J$442 £ £ %] Amazon Glacier.

FH

« @ Amazon Glacier & #4 R E I
« EEMREPLEEANRE

- PBRERAXBBR (FBRLEE)

B Amazon Glacier Lt 1& F4 SRRV &R

BIE EENHBIE A | Amazon Glacier 2 LA T &I -

SR EFIHRMERTBE API| W< 2012-06-01 101
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« HEMREPLEHE -EENRED B LEEARPIN 1 FTERAK 4GB R, BR , B
S Amazon Glacier & £ 7 R EER EE KT 100 MB 55, AXESEELE , BEREED
BREPEEHER,

« DEREAEE-FRASRLEEZ AP, B EEREHE , &ALA 40000 GB (10000 *4 GB ) -

DB LEME AP B EERHBRAERERN LEAKR, SN DTR EERSR, SRR, SUEAIR
AR FiTH EEXLER, IRERELAXY , NEAFTEF LEZR , MEFEH LEBEMER,
BRI LAY R/ 1 F T E KL 40000 GB BHEEREA DR LR, BXRESER , BRI KR LEEX
BER (oBREE).

/A Important

Amazon Glacier X#4HEFE —RNXNEFH—R. ELEHERN , BFR2VEEZEFAEIETEHDN
XHEBERINRPEINFMBIXGENTHER , BEEXHEBTLETKEN.

{# F Amazon Snowball Edge RS

Amazon Snowball Edge Zeid EBM , INEFAEHRFEBRANBEHLEHBEFIRE. Amazon HXE
Z{ER , 35 Amazon Snowball Edge #4{E A H.

EFUM A BIE _E£ZE] Amazon Glacier ( Amazon Glacier ) , 8 HJgE&Z [E#FEH Amazon Snowball
Edge ®REXRE 2 —FHIES AZ Amazon S3 , AEFEA L EAMAN T EE3E Amazon Glacier 77
R BFHITEN. HBF Amazon S3 J R ¥ Amazon Glacier ZE3X BI8Y , Amazon S3 2R
ERfEA Amazon Glacier AE BN A ARLIMFAFE. REXNRFME Amazon Glacier F , EF1H=
Amazon S3 R , FE Amazon S3 HEE ; H BEFLEEREE T Amazon Glacier iR EA ],

B> Amazon S3 £ BBl BRI R A Amazon Glacier FEKFINEZER , BSH
{Amazon Simple Storage Service AF#EmM) FHRNREGAHEEMERIRNT R,

EENMREF LEHR

W1E Amazon Glacier F LA ERPAR |, WA UEEMREP LER/DPIWEER, B2 , RIOSH
Amazon Glacier ( Amazon Glacier ) &P A7 B 2%k £ KF 100 MB 5%,

£
o fEFEANREEEPZE Amazon Command Line Interface
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Amazon Glacier R A RIEE
- EAENMNEELEME ERT Java B Amazon SDK

« £ Amazon Glacier @A T .NET By Amazon SDK iy &% —1R4F EEREE

« £/ REST API| EENMREP LAER

£ BN R 1E L5842 Amazon Command Line Interface

BRI LAER () £ Amazon Glacier ( Y2 3i# Glacier ) # Amazon Command Line Interface £4&#4
%, Amazon CLI

ESi

o (SERFZM ) ’RE Amazon CLI

o R~ EF E4E4% Amazon CLI

( &R%FH ) ®RE Amazon CLI

1. T#HHBEE Amazon CLl, BXi%EA , 52 {Amazon Command Line Interface AF188E) FHY
LT ES :

IE# £ &% Amazon Command Line Interface

IE7EEiE Amazon Command Line Interface

2. EMPERETHAUTHSRBIEEHN Amazon CLIZEE., XEGSFESREMET , Bt
6 BRIABL B SR A,

« ZREH help 5,
aws help

- BRI EEREMNKS L Amazon Glacier XHEENFIFR | FFEH list-vaults @
o 123456789012 A H) Amazon Web Services W~ F P&k,

aws glacier list-vaults --account-id 123456789012

- EEENYAIEEHRIE Amazon CLI , EfEFaws configure list@®@S,

aws configure list
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Bl EA E4& = Amazon CLI

B MR BRUEXHE. BXNAURIEENESRER , HSHE Amazon Glacier 8B
.

1. M upload-archive SRR FIMEMBEXHE. ETENREF , B vault name
account ID, 7 body Z#¥HIEEE L EZHXHHIEEE,

aws glacier upload-archive --vault-name awsexamplevault --account-id 123456789012
--body archive.zip

2. TnHAmd -

{

"archiveId": "kKB7ymWIVpPSwhGP6ycSOAekp9ZYe_--zM_mwbk76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrjOIRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw",

"checksum": "969fb39823836d81f0cc028195fcdbcbbe76cdde932d4646fa7de5f21e18aab7",

"location": "/123456789012/vaults/awsexamplevault/archives/
kKB7ymwWJIVpPSwhGP6ycSO0Aekp9ZYe_--zM_mw6k76ZFGEIWQX-ybtRDvc2VkPSDtfKmQrj@IRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw"

}

ERE , ZmEH AR ID, REMUAKTE Amazon Glacier PRI E, HX upload-archive
WENESZEL |, 258 (Amazon CLI &8 55£) FH upload-archive,

FRENMRE AR EAT Java B Amazon SDK

EAT Java B9 Amazon SDK APIs 120 S R A FE R MRAEIRE T —Ff EEHBEN S ZE,

&
- FANSHS APl EERE SERTF Java B9 Amazon SDK
- FERANER API EENRES LERE EFBT Java B9 Amazon SDK

FERANSHRF APl LERE EA T Java B9 Amazon SDK

ZE% API 9 ArchiveTransferManager KR4t 7 & AT LUAK M IER L& B XHER upload 5
o
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® Note
B LAEA upload BEEANEFABHER, RELELAN/RERNN , KFELBERE
BAREPLENHR  ERERATRLE APl 7B ELER/R,

T~ ERNERS APl LEME EHT Java B9 Amazon SDK

BAR Java REBROIGHERELEBEZERD (BBXM ) X (us-west-2 ) FHIXHE
( examplevault ) . BXXFMN Amazon KEF ML R LM 5K , iSRG Amazon Glacier,

BXRUAEITIHRBIH step-by-stepiiBA , ESFE A Eclipse 1247 Amazon Glacier By Java =, #&
EEFHAENRLAXHEERMNGT LEXHEHREE RWARB,

Example

import java.io.File;
import java.io.IOException;
import java.util.Date;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.transfer.ArchiveTransferManager;
import com.amazonaws.services.glacier.transfer.UploadResult;

public class ArchiveUploadHighLevel {
public static String vaultName = "*** provide vault name ***";
public static String archiveToUpload = "*** provide name of file to upload ***";

public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try {
ArchiveTransferManager atm = new ArchiveTransferManager(client,
credentials);
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UploadResult result = atm.upload(vaultName, "my archive " + (new Date()),
new File(archiveToUpload));
System.out.println("Archive ID: " + result.getArchiveId());

} catch (Exception e)
{

System.err.println(e);

}

FERANIEER API FEENREH LERE EFA T Java B9 Amazon SDK
ZARSR APl AFTEMRBERME T HE. THRM6EH EAT Java B9 Amazon SDK EEZ BN,

1. 82 AmazonGlacierClient 3 ( EF % ) BIEHl,
FREZIEEE FEMRN Amazon XiF, ZERLLEFRRITHERESRERT1Z Amazon X
o

2. Bid8lE — UploadArchiveRequest EHSEHIREFREL,

BRTBE LENBIEUI | BEFTERMBERETHREAN ( SHA-256 HLRE ) . XHERR,
BRENABRKENERKS ID,

MBEREEKS ID, WRESFERAESEREARNERSZVIEBHEXBKNIK, ID. BXEZE
B, #SMEAT Java B9 Amazon SDK 5 Amazon Glacier 32 &t E A,

3. USHHARBRMBERNR , E1T uploadArchive Fit,

YERME R , Amazon Glacier ( Amazon Glacier ) IR E#7 L& R R4ZRLZE ID,

BAF Java fREBEXRER T BIEIEY P 3R,
AmazonGlacierClient client;

UploadArchiveRequest request = new UploadArchiveRequest()
.withVaultName("*** provide vault name ***")
.withChecksum(checksum)

.withBody(new ByteArrayInputStream(body))
.withContentLength((long)body.length);

ERENMREP LANMRE API fR7s 2012-06-01 106



Amazon Glacier

FRARER

UploadArchiveResult uploadArchiveResult = client.uploadArchive(request);

System.out.println("Location (includes ArchiveID): " +
uploadArchiveResult.getLocation());

T~ ERRIRS APl FERENMRESH EEME FERTF Java B9 Amazon SDK

LA Java REGRGI6EFEFRR L4 SEATF Java B9 Amazon SDK ZEIXX#FEE (examplevault), BX
WAE4T I R BIRY step-by-stepiiiBA , BSHEH Eclipse 21T Amazon Glacier B Java ="fl, &%
EHENRLLAXHEEMRAS LEAXHEHREI IHORE,

import
import
import
import
import

import
import
import
import
import
public

java
java
java
java
java

com.
com.
com.
com.
com.

.1i0.ByteArrayInputStream;

.io.File;

.io.FileInputStream;
.i0.I0Exception;
.i0.InputStream;

amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.

auth.profile.ProfileCredentialsProvider;

.services.glacier.AmazonGlacierClient;

services.glacier.TreeHashGenerator;
services.glacier.model.UploadArchiveRequest;
services.glacier.model.UploadArchiveResult;

class ArchiveUploadLowLevel {

public
public
public

public

static String vaultName = "*** provide vault name ****";
static String archiveFilePath = "*** provide to file upload ****";
static AmazonGlacierClient client;

static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

try

{

// First open file and read.

File file

= new File(archiveFilePath);

InputStream is = new FileInputStream(file);
byte[] body = new byte[(int) file.length()];
is.read(body);

// Send request.
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UploadArchiveRequest request = new UploadArchiveRequest()
.withVaultName(vaultName)
.withChecksum(TreeHashGenerator.calculateTreeHash(new

File(archiveFilePath)))
.withBody(new ByteArrayInputStream(body))
.withContentLength((long)body.length);

UploadArchiveResult uploadArchiveResult = client.uploadArchive(request);
System.out.println("ArchiveID: " + uploadArchiveResult.getArchiveId());
} catch (Exception e)

{

System.err.println("Archive not uploaded.");
System.err.println(e);

£/ Amazon Glacier AT NET 8y Amazon SDK ARy & —IR{E EEZRR

AT .NET 8 Amazon SDK APIs 28 S FRAMERRAERE T — ML MRED LEREN
Fko

E3-
- FRNSHRS APl EERE EAT NET 8 Amazon SDK
- FERANER API EENRESH LERE EFT NET 8 Amazon SDK

FERNSHRF APl LEME EAT NET B Amazon SDK

ZE% API By ArchiveTransferManager KREH TE AT ARGEE LEEIXHEER Upload A
o

(® Note

SETLAER Upload BiE EENEF AR, RELELEANXHRD , KT ELBERE
BAREP LAY  BRERD R EE AP DB L& XX,
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T~ ERARNE%RE APl LR SERAT NET 8 Amazon SDK

LT C# RBRPISERLEARZETES (BBXM ) XSEHPIXHEE (examplevault ) o

BX WA T RBIE step-by-stepiiifl , FESHETRIE R, BREEFHFLEXHBMEMER
R,

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples
{
class ArchiveUploadHighLevel
{
static string vaultName = "examplevault";

static string archiveToUpload = "*** Provide file name (with full path) to upload

kkkl.
4

public static void Main(string[] args)
{
try
{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
// Upload an archive.
string archiveId = manager.Upload(vaultName, "upload archive test",
archiveToUpload).Archiveld;
Console.WriteLine("Archive ID: (Copy and save this ID for use in other
examples.) : {0}", archiveld);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
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FERANIKER APl FEENMRER LERER EAT NET 89 Amazon SDK
ZARR APl RFTERERBERE T HZE. TERER EAT NET 89 Amazon SDKEEREN SR,

1. 82 AmazonGlacierClient 3 ( FF % ) BIEHl,

BEEREEE LEEN Amazon XiF, BERALEFHBHITHRMERERERT1Z Amazon X
o
2. B 61— UploadArchiveRequest K EHIRHEIFERER,

BRT BE LENBIEUI  BEFERHMBUEFTIREN ( SHA-256 HELRF ) . XHEFEBHM
IEHITK 7 1D,

MBERREMEKS ID, WRELFEHASEREARNERESZVIEBHEXBKNIKS ID, BXEZE
B FSASERT NET 8 Amazon SDK 5 Amazon Glacier £&{# M.

3. LB AREIBE RN R |, 1217 UploadArchive Fik.

YERE R , Amazon Glacier IR BT &I RS R FLZE ID,

T EARNIRR AP FERANRES EEME EAT NET B Amazon SDK

LT C# REB RO TRIEN SR, ZROIEAFHR LA ERT NET £ Amazon SDK EI X #/E
(examplevault),

(® Note
EXATHEENERDP LERENKE REST APIHWEELR | 55 W LERZE ( POST
archive ) o

BRIMAZITI R BIR step-by-stepiiBf , FEZREITRBE R, BFEEFFLEXHBRERER
ORAE S

Example

using System;

using System.IO;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;
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namespace glacier.amazon.com.docsamples

{
class ArchiveUploadSingleOpLowlLevel
{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to upload
k%1,

public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Uploading an archive.");
string archiveId = UploadAnArchive(client);
Console.WriteLine("Archive ID: {@}", archiveld);

}

catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

static string UploadAnArchive(AmazonGlacierClient client)
{
using (FileStream fileStream = new FileStream(archiveToUpload, FileMode.Open,
FileAccess.Read))
{
string treeHash = TreeHashGenerator.CalculateTreeHash(fileStream);
UploadArchiveRequest request = new UploadArchiveRequest()
{
VaultName = vaultName,
Body = fileStream,
Checksum = treeHash
I
UploadArchiveResponse response = client.UploadArchive(request);
string archiveID = response.Archiveld;
return archivelD;
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}
}
}

5/ REST APl EEMEEH EERER

BRI LAER LR AP HREENMREP LEMR, BXEZER | BSH LEMZE (POST
archive ) o

TEREBRREERE (2BRERE)

35
o A
. iR,

- R L& KBZE Amazon CLI

- FAERT Java B Amazon SDK 7B} E& KEIRYR
- fEA EEREME EAT NET £ Amazon SDK

« £/ REST APl ZER E R KEIRYE

TR EERE

n7E Amazon Glacier F L& ZEAPAMR |, HA1SE Amazon Glacier ( Amazon Glacier ) & A%
B E&REA KT 100 KFET (MB ) IR,

1. FwoRE&k

HIBEEERUB I 2B E1&RY | Amazon Glacier IREI 3 Bt £ ID , ©RE D B &R HE—FRiR
%, BENFALERLEREDEEL ID, Amazon Glacier TRESGE |, Itk ID E4E 24 /MH
MRS H,

HEEBRH DB EENBERD , BRERKN (UAFTHENEN ), RTRE—BRUIN , BLENE
—BRELIA B RN,

(® Note

ERADERLEER , EFFEMNEBRMIRRN, XEWKRE , IR LEHEN |, S 0E
THEMERPHNBATERATR EE. BREERT DR ELERRERKR/NEIT,
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AN ERI DR EEERSD | BIETTIRMALENRRER,
2. LfEE

MNTFEMREEER , ELNESREESR 1 PRV DR LZ 1D, BbAL , BIERF |, BELH
BEERRRERAHERTNNVENABTE (AFTHNENM ) o Amazon Glacier HE2ERARE
SEEEERNELINFAERR, HTHRREHET LENS-—BRNNREE , Bit, E2BERER
KEFLETWNE , JHT , ETUEAIRF LER W, EEATEFT EER, MREERE
ZB EENERMEENAREE LEHER , Nzal LENRSRES.

3. FEH (HFL ) 7BRLEE

LEFENMREE , B ERATHRIEE, I, BELREFERFPIEELZL ID. Amazon
Glacier FRERMNABTEEUAFIRFAEE N TR , NTIBIEEZE, Amazon Glacier 3“5
R LB RPN BIEFLURNERAER ID, NRBEBHDER LA ERPBHT T
MR R , M Amazon Glacier 2 SARNWEREXEK, RITRD B LERE , BLESH
ZD B LR ID, XEWKE , B EFREZD B L45 ID HREREL

MRELSELEE  NETEERAZDRLEE D EEHMEANR, 5ELEND R EABXEKRNE
AR S AR FREBIERER. MRBEMTR EEEERT , WEMEREZEFELE , eBR
ARER IR MK

NN 2 B LR R AE

Amazon Glacier ( Amazon Glacier ) 2t 7T A TN 2 E& L& API A,

o JIHE - RALERE  BUMIIEBESER LENE. EQREBXEND B L& LENERNE
Bo ¥F8MNIHEER , Amazon Glacier & %iRE 1000 BRHER. WREESHREN TR L&
P MERELS T , HEWNALIRE - MERENEMENBRETIRNINE. BEZRIEM M
BRREREENR. BIE , BRENERIRTFTBREATR LENE,

« FIHOBREME - RIFALRE  SRURIREERTH SR ELANSIR, EERITHNIREERET
EERTHEBFL LE, W TFENIIHD R EZER , Amazon Glacier §Z4iRE 1000 7
B, MREESHEEEEIH  WER2DT , H#BBNFRIRE —MEREMNEFTE B4
ZHRHIRIC. BEEREMMNBERKELRZR RN DR L,
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B

TREMHRT 5B EEROATE,.

Item

RAERAND
BREENDBRORKAKBE
DK

B 73 BERIB B 2 BREV R AR B

£ 5 90 BR B4R R SR APIR B 8Y 55 B Y
RAHE

5 & KEFZR Amazon CLI

A
10000 x 4 HF ¥ ( GiB)
10000

1 MiB 2l 4 GiB , & — M2 BRAL/NT 1 MiB, &R LR
ERME (LFTREL )

DERPNAFAIFT (1024 KB ) 'L 2 B9
=, Hlm | 1048576 (1 MiB ), 2097152 ( 2
MiB ). 4194304 (4 MiB ). 8388608 (8 MiB)

1000

1000

&R LAERA () £ Amazon Glacier ( Amazon Glacier Amazon CLI ) Ff Amazon Command Line
Interface EfEHR, I 7 REXRBEERM LE4LK , Amazon Glacier 12t 7 24 APl B{EXR X F9
BRI, BEXLE AP B1E |, BRI R EER, SISO i, SUEIRF AR H1Ti#h E4E X &
B, MRENREEXRNK , WERFEHLEZTR , MAFEMN LEBENMER, SIS KPMN A1
F T E| KLY 40000 GiB FRRFERA 2B L&,

A% Amazon Glacier 7 EREENEZELR | B0 BR EERERNE (DB EE ),

FA
( TREH ) IRE Amazon CLI
o ( FRFZH ) BRI Python

( FoR&EM ) 818 Amazon Glacier U

o R B DB E4E KBRS Amazon CLI

DR EARBEME
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( SeREM ) ®E Amazon CLI

1. TEHBEE Amazon CLI, XA |, iEZ 5 (Amazon Command Line Interface AFIEE) FH
ATE# :

IEFE &% Amazon Command Line Interface

I[EEBEE Amazon Command Line Interface
2. ETERETHAULTHSRBILEHN Amazon CLI &8, XEHSEESRIBMET , FHit
A5 65 A BRA B B RV B AL

« RIAGEA help 85,
aws help

« BFRIMEHEEMKS £ Amazon Glacier X EMFGIER , FEMA list-vaults @
T 123456789012 A H) Amazon Web Services = FPiE &k,

aws glacier list-vaults --account-id 123456789012

- EEENHFIEERIE Amazon CLI , EfEHaws configure list@T,

aws configure list

( TRFMH ) 3 Python

EXROERLEE | BOMITERT EERZRM SHA256 MR %, XEMSITEE FENXHERN
SHA256 R FETE. BEIFERIEE LENHRN SHA256 K% , AR Java C# ( £
B .NET ) siPython, fELLREIF | EBFER Python, BXxEA Java = C# Wi | HSRITERE
o

BXR%¥ Python WEZEE |, 51 (Boto3 FRXARER) FMLEHEFH Python,
( oR%M ) 818 Amazon Glacier U

EFEATENRG , XAEDBIE— Amazon Glacier XHEFE., BXNMABIEXHENESEER | &
27 Amazon Glacier 18I X H .

B ERA D ER & KRB RYE Amazon CLI

EMHROIF | BFCE— N XHHER DR L& AP IRER I X4 5 E& E1£ B Amazon Glacier,
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/A Important

EFBUEECE , BRREEHITHEERZGNIR, ELEMR , BXLACIEH
Amazon CLI BLEXXHE , H AR IFFEA Java C# HPythonit & SHA256 R %,

LT EEAinitiate-multipart-uploadupload-multipart-part, Fcomplete-
multipart-upload Amazon CLI &85,

BXRFAEXEGSHNEZEMESR , H25H (Amazon CLI 8 H5#E) HH initiate-multipart-
upload, upload-multipart-part Fl complete-multipart-upload.

1. fEH initiate-multipart-upload S BIE S R LERR. EENERP , BEEIEKRD (URFTEH
NBHM ) BRTERE—NDTBUN , ELENBINDBBSLANE KD, Bo) LEESE , BFXFE
EAEEMMIERNAD, B2 ERE—STERLEN , BNEEMNESN IR E KRN (LEF
NEBAL)

ETEMNHSE , & --vault-name M --account-ID SHMWEER N ECECHEE., HD
BESMNAFEEDPBRARNR 1KET (MB) (1024 x 1024 £ ) R, MREE | FH
it --part-size SHIE,

aws glacier initiate-multipart-upload --vault-name awsexamplevault --part-
size 1048576 --account-id 123456789012

FRs

{
"location": "/123456789012/vaults/awsexamplevault/multipart-uploads/uploadId",
"uploadId": "uploadId"

}

SERE , Zot Nt s R E&ARIRN L4 ID M7E Amazon Glacier FILE, EEELT RS
BIFE A E4£ 1D,

2. BERRHIF , BALUEAUTHTRE— 4.4 MB XK , FEHFDSHN 1 MB IR |, RF L&
MR, ELERBCHXY  BUURBRRUNTSREBBEHFI NS I RHA LEBIN TR

Linux 2 macOS
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AR 85 44E Linux 2 macOS L& —4& N file_to_upload B9 4.4 MiB B934,

mkfile -n 9000b file_to_upload

Windows

AT 85 1E Windows E8|Z—18 7 file_to_upload B 4.4 MiB #9304,

fsutil file createnew file_to_upload 4608000

3. ETR, LRIEHIXHFHFD A 1 MiB B3R,

split -b 1048576 file_to_upload chunk

FZHEBUTENR, BIENKNDR 1MB, ZRe—MR 400 FF1 (KB ) o

chunkaa
chunkab
chunkac
chunkad
chunkae

4. fEH upload-multipart-part S A LA RN — N B, ERILUREAIREF LEHERS B, A,
BRI AT EED B, BREZTUN—1N 5B L5 £ 10000 B,

ETENGSH , FE# --vault-name, --account-ID ] --upload-id SHHE, L&
ID %45 initiate-multipart-upload fof i PIRMEA ID HIEE, --range SHIEER
FLEEKNA1MB (1024 x 1024 F1 ) WD R AP BRNEHRE initiate-multipart-
upload HHEEN KN —F, MBEXE , FHEBLLEKX/NME, --body SHIEELE LENDER
9 & #Fo

aws glacier upload-multipart-part --body chunkaa --range='bytes 0-1048575/*' --
vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

MREY , ZSTHERLTEE LEDBRREMB A H,

5. BRE{T upload-multipart-part WP L&D EENERSS. EFE NGTH --
range M --body Z28{E , FHELE &N 25 RHELTE,
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aws glacier upload-multipart-part --body chunkab --range='bytes 1048576-2097151/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

aws glacier upload-multipart-part --body chunkac --range='bytes 2097152-3145727/*"'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

aws glacier upload-multipart-part --body chunkad --range='bytes 3145728-4194303/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

aws glacier upload-multipart-part --body chunkae --range='bytes 4194304-4607999/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

® Note

RAWMTH --range ZHERD , RN EENERF -2 BT 1 MiB, MMRKL , &
N TEHFERNBEEIELEDBREMNNEH,

6. TR, LREANRHTRLE, BANTFEERNEKNF SHA256 HEBRFH.

BT EFRM SHA256 Wﬁ?"“% A LAE A Java C# ZiPython, ZELELRBIF | BREEA Python,
BXRHERA Java & C# WA , HSHAITERE R,

B2 Python X checksum.py AU TRE, RFE , HEHREBXHHE .

from botocore.utils import calculate_tree_hash

checksum = calculate_tree_hash(open('file_to_upload', 'rb'))
print(checksum)

7. iEfTchecksum.pyit® SHA256 MM . LT 718 A 4L5 AM M R IR,

$ python3 checksum.py
$ 3d760edb291bfc9d90d35809243de@92aecastc4t7b308290ad12d084T69988ae0c

8. f#H complete-multipart-upload 8 S TR L&, Bk --vault-name, --account-ID, --
upload-ID Ml --checksum ¥ {E, --archive ZHEUFTHEMIBEMRHNE RN, It
BEXTNRNELENEBNFIER M2, IREE , FERLE,
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aws glacier complete-multipart-upload --archive-size 4608000 --vault-
name awsexamplevault --account-id 123456789012 --upload-id upload_ID --
checksum checksum

TG , Za SR H AR ID. R E Amazon Glacier FRILE,

EAEAT Java B Amazon SDK % E& E1& K BIf4 2

EA T Java B9 Amazon SDK APIs Rt S RAERBRMBE T — M ELERBEEENSE (SRE
Amazon Glacier F EERE ),

- ZERAPI BETEBUUAR LEFARDMIERNSGEZ. BEEELENXY , ZHFE2EED
BEh LERRRFEA Amazon Glacier ( Amazon Glacier ) 2R L& iR 5 R EERER,

s ZEE APl EZEBETER/E REST i, At , BRHET —MNMEENMRED LERDIERNEE
DR—ASHERAMRND R AN E. WEH2UHE T ERERR APl 2B 15 KBERRWIRE,

BEXERNERIINEZEL APIs |, B5SHER T Java B9 Amazon SDK 5 Amazon Glacier ¥ 8
.

E 3
- FRANSHB APl 9 L& KB E EA T Java B9 Amazon SDK
o FRANIKER APl DR E4£XBEMRE FERTF Java B Amazon SDK

FRANSHRA API 9 L& KBEHE FERTF Java B9 Amazon SDK

WA LUERASR API B FZ L&/ DEFARME, REMEXRD  BRAPI FEERERTEEN
BED LEME | ER2EH Amazon Glacier 2 £ 2B E1£ APl LERR, BXEZER | H5H
FRNSHRH APl EERE SEA T Java B9 Amazon SDK,

EAMNESR APl 7B E& KBERSZER SEAF Java B9 Amazon SDK

FF AN ERS SR ERER AP ( B EEPEEEFRUARLERN ), ATR6EH &
AT Java B9 Amazon SDK Ex F & KBRS =M S,

1. 82 AmazonGlacierClient 3£ ( FF % ) BIEHl,
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LEEEEERTHEN Amazon XiF, BFERALEFHHITHRMIEERERERT1Z Amazon X
o
2. BXAA initiateMultipartUpload 52B3I D& L4,

LEERME MR XEERN, ELANMREN AN, Ui RFEAMXER, BB
NelE InitiateMultipartUploadRequest KHRHIIRHEER . ERMAE , Amazon Glacier
£3RE E4£ 1D,

3. B3 A uploadMultipartPart ik Ef£ER,
NFELZENB—BR , CEEREM4EES. NELBRPLENSKEEHENTTEE. BE
FEHREA , Uk E£ 1D,

4. BI A completeMultipartUpload HEFRER DR L,

BEERM /£ ID, BAREERNREM, BMEXD (BLEENFERNEASKD ) MIXHES
#o Amazon Glacier M\ £ 9 BRI ER R HIRE#42E ID,

T~ ERD R EAEREME ERT Java B9 Amazon SDK

LA Java BB RGIGEFAFRR L& EA T Java 19 Amazon SDK ZEIX #FE (examplevault), Bx
WAz 1Tk R BIEY step-by-stepiiB , ISR A Eclipse 1217 Amazon Glacier ) Java =, &E
BT LEXHBMEME RS,

(® Note
L REIXE 1 MB 2| 1 GB R K/ NEM, 1BR , Amazon Glacier R KX 4 GB BVER K/,

Example

import java.io.ByteArrayInputStream;

import java.io.File;

import java.io.FileInputStream;

import java.io.IOException;

import java.security.NoSuchAlgorithmException;
import java.util.Arrays;

import java.util.Date;

import java.util.lLinkedList;

import java.util.lList;
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import
import
import
import
import
import
import
import
import
import
import
import

public

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

AmazonClientException;

.AmazonServiceException;

auth.profile.ProfileCredentialsProvider;

services.
services.
services.
services.
services.
services.
services.
services.

glacier.
glacier.
glacier.
glacier.
glacier.
glacier.
glacier.
glacier.

util.BinaryUtils;

class ArchiveMPU {

AmazonGlacierClient;
TreeHashGenerator;

model.
model.
model.
model.
.UploadMultipartPartRequest;
model.

model

CompleteMultipartUploadRequest;
CompleteMultipartUploadResult;
InitiateMultipartUploadRequest;
InitiateMultipartUploadResult;

UploadMultipartPartResult;

public static String vaultName = "examplevault";

// This example works for part sizes up to 1 GB.

public static String partSize = "1048576"; // 1 MB.

public static String archiveFilePath = "*** provide archive file path ***";
public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials

client =

= new ProfileCredentialsProvider();

new AmazonGlacierClient(credentials);

client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try {

System.
String
String
String
System.

checksum =

out.println("Uploading an archive.");
uploadId = initiateMultipartUpload();

uploadParts(uploadId);

} catch (Exception e) {
System.err.println(e);

archiveIld = CompleteMultiPartUpload(uploadId, checksum);
out.println("Completed an archive. Archiveld: " + archiveld);

private static String initiateMultipartUpload() {

//

Initiate

DR EARBEME

API fRZ 2012-06-01 121



Amazon Glacier FEANGIER

InitiateMultipartUploadRequest request = new InitiateMultipartUploadRequest()
.withVaultName(vaultName)
.withArchiveDescription("my archive " + (new Date()))
.withPartSize(partSize);

InitiateMultipartUploadResult result = client.initiateMultipartUpload(request);

System.out.println("ArchiveID: " + result.getUploadId());
return result.getUploadId();

private static String uploadParts(String uploadId) throws AmazonServiceException,
NoSuchAlgorithmException, AmazonClientException, IOException {

int filePosition = 0;

long currentPosition = 0;

byte[] buffer = new byte[Integer.valueOf(partSize)];
List<byte[]> binaryChecksums = new LinkedList<byte[]>();

File file = new File(archiveFilePath);

FileInputStream fileToUpload = new FileInputStream(file);

String contentRange;

int read = 0;

while (currentPosition < file.length())

{
read = fileToUpload.read(buffer, filePosition, buffer.length);
if (read == -1) { break; }
byte[] bytesRead = Arrays.copyOf(buffer, read);

contentRange = String.format("bytes %s-%s/*", currentPosition,
currentPosition + read - 1);

String checksum = TreeHashGenerator.calculateTreeHash(new
ByteArrayInputStream(bytesRead));

byte[] binaryChecksum = BinaryUtils.fromHex(checksum);

binaryChecksums.add(binaryChecksum);

System.out.println(contentRange);

//Upload part.

UploadMultipartPartRequest partRequest = new UploadMultipartPartRequest()
.withVaultName(vaultName)

.withBody(new ByteArrayInputStream(bytesRead))

.withChecksum(checksum)

.withRange(contentRange)

.withUploadId(uploadId);
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UploadMultipartPartResult partResult =
client.uploadMultipartPart(partRequest);
System.out.println("Part uploaded, checksum: " + partResult.getChecksum());

currentPosition = currentPosition + read;
}
fileToUpload.close();
String checksum = TreeHashGenerator.calculateTreeHash(binaryChecksums);
return checksum;

private static String CompleteMultiPartUpload(String uploadId, String checksum)
throws NoSuchAlgorithmException, IOException {

File file = new File(archiveFilePath);

CompleteMultipartUploadRequest compRequest = new
CompleteMultipartUploadRequest()
.withVaultName(vaultName)
.withUploadId(uploadId)
.withChecksum(checksum)
.withArchiveSize(String.valueOf(file.length()));

CompleteMultipartUploadResult compResult =

client.completeMultipartUpload(compRequest);
return compResult.getlLocation();

5 L& KERE FERT NET B Amazon SDK

EA T NET B9 Amazon SDK APIs Rt S RAERERE T Mo LEAXRBEBRNGZE (SRE
Amazon Glacier  EERER )

- ZEE AP RHTEFAUARLEEARIBRNS . BEESELEOXH  2rEaEEN
BED EEREREFEA Amazon Glacier ( Amazon Glacier ) P9 R L& TR DR EERE,

- ZER API EEMSHEIKE REST i, Rt , BRUET —MNMEENMREP LER IRV FE
DR —HRSRAEEN T B AN T E, EB2WHA T ERER APl 7B L& KB EENRE,

P EERBME AP W< 2012-06-01 123



Amazon Glacier FEANGIER

EXERNERIINEZEL APIs , FSFEFERT NET B Amazon SDK 5 Amazon Glacier &4
F/H.

E3-
- FRNSHRE APl DB E& KBEE SEAT NET B Amazon SDK
. FRMNER API 9 L& KBE ERTF .NET 89 Amazon SDK

FRNSHRT API 9B L& KBEHE FERTF .NET 89 Amazon SDK

B EASR APl WHEBEFEEEZNDEFAEME, BEMERD  SRAPI TELREREESN
BEHEEME  E26EH Amazon Glacier IRt 0 R L& API E&ERIR, BEXEZER |, H5H
FRNSRA APl E&#E ERT NET 8 Amazon SDK,

FERNIKSR APl 2R L& XKBEME FERT .NET 89 Amazon SDK

NF EENRNEES , SBEMERKR AP ( B EEPEBEFERUARGEREN ), ATRER &
BT NET #9 Amazon SDKZ R L& KEHENS R,

1. 82 AmazonGlacierClient 3£ ( FF % ) BIEHl,
LEEREEERTFHEN Amazon XiF, BERLEFHHTHRMERESRERTiZ Amazon X
5,

2. @AM InitiateMultipartUpload FxBE D& L%,
LEERMETAMRAIXHERR. ELEANMERHOAD , AERREEMEXER, BLE

N6l InitiateMultipartUploadRequest KHEHIIRHLES, ERMAE , Amazon Glacier
£3RE E4£ 1D,

3. B @A UploadMultipartPart FE &R,
NFELENE—B , LEERHEXHGEZR. SEHBP LEANSRKXLAEHENFTTEE. B
FEHREA |, A% £ 1D,

4. BT EA CompleteMultipartUpload FiEER DR E1&,

BEERM /£ ID, BEMNEROIREHN, BMERND (BLEVMEBRNEASKRDN ) MIXHESR
#o Amazon Glacier \ L&Y 9 BRI ERRHIRE =R ID,
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T~ ERERT NET 89 Amazon SDK 2 B E & KBRS

LA C# R ROIERERZE L& FEHATF NET 89 Amazon SDK B XX (examplevault), BxuM
{AiZ1T I RBIEY step-by-stepiitBl , TS REZTRB R, SEEFHSFLEXHEBHEI IHRE,

Example

using System;

using System.Collections.Generic;
using System.IO;

using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadMPU
{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to upload
k%1,

static long partSize 4194304; // 4 MB.
public static void Main(string[] args)
{
AmazonGlacierClient client;
List<string> partChecksumList = new List<string>();
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Uploading an archive.");
string uploadId = InitiateMultipartUpload(client);
partChecksumList = UploadParts(uploadId, client);
string archiveld = CompleteMPU(uploadId, client, partChecksumList);
Console.WriteLine("Archive ID: {@}", archiveld);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();

}

catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
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Console.ReadKey();
}

static string InitiateMultipartUpload(AmazonGlacierClient client)
{
InitiateMultipartUploadRequest initiateMPUrequest = new
InitiateMultipartUploadRequest()
{

VaultName = vaultName,
PartSize = partSize,
ArchiveDescription = "Test doc uploaded using MPU."

i

InitiateMultipartUploadResponse initiateMPUresponse =
client.InitiateMultipartUpload(initiateMPUrequest);

return initiateMPUresponse.UploadId;

static List<string> UploadParts(string uploadID, AmazonGlacierClient client)
{

List<string> partChecksumList = new List<string>();

long currentPosition = 0;

var buffer = new byte[Convert.ToInt32(partSize)];

long filelLength = new FileInfo(archiveToUpload).Length;
using (FileStream fileToUpload = new FileStream(archiveToUpload, FileMode.Open,
FileAccess.Read))
{
while (fileToUpload.Position < filelength)

{
Stream uploadPartStream = GlacierUtils.CreatePartStream(fileToUpload,

partSize);
string checksum = TreeHashGenerator.CalculateTreeHash(uploadPartStream);
partChecksumList.Add(checksum);
// Upload part.
UploadMultipartPartRequest uploadMPUrequest = new
UploadMultipartPartRequest()
{

VaultName = vaultName,
Body = uploadPartStream,
Checksum = checksum,
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UploadId = uploadID
I
uploadMPUrequest.SetRange(currentPosition, currentPosition +
uploadPartStream.Length - 1);
client.UploadMultipartPart(uploadMPUrequest);

currentPosition = currentPosition + uploadPartStream.Length;

}

return partChecksumList;

}

static string CompleteMPU(string uploadID, AmazonGlacierClient client, List<string>
partChecksumList)
{
long filelLength = new FileInfo(archiveToUpload).Length;
CompleteMultipartUploadRequest completeMPUrequest = new
CompleteMultipartUploadRequest()
{
UploadId = uploadID,
ArchiveSize = filelength.ToString(),
Checksum = TreeHashGenerator.CalculateTreeHash(partChecksumList),
VaultName = vaultName

};

CompleteMultipartUploadResponse completeMPUresponse =
client.CompleteMultipartUpload(completeMPUrequest);
return completeMPUresponse.Archiveld;

}

ffEF REST APl 9 R b1 KBRS

N

Wp R EEARBEEE (DBREE) AR, 7R EERE-ARE , XEREFILESR EEHIEFR
THRXRE, ARXERFNESFER , BSRALUT APISEEE :

« B & E4£ ( POST multipart-uploads )
« 4/ E ( PUT uploadlD )

o ERD B E4E ( POST uploadID )

o Fik9Ek E45 ( DELETE uploadiD )
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« BIHE ( GET uploadiD )
« HIH 2B E4£& ( GET multipart-uploads )

£ Amazon Glacier F &=

Amazon Glacier 2t 7 —MNEBRFIE& , BUUFEATROIENMBR X 4E, B2 , BFLEBIE
AEEZEHAM Amazon Glacier TEER, ETHRHKE (SR A. WMAMHEAIEY ) , HIEH
Amazon Command Line Interface (Amazon CLI) i BERBR A HIER , FEREZEMEA REST AP
/A Amazon SDKs,

X ™ Amazon Glacier 5 & FEFAKEE Amazon CLI , 525 (I E#K)I|Amazon CLI %
) o ER% Amazon CLI , i3 Amazon Command Line Interface, AT EBNFAFER AT
Java B Amazon SDK, #1 Amazon Glacier REST API ¥ SEAF .NET #9 Amazon SDK#RTHEITL
O Glacier,

£}

+ B3 Amazon Glacier #%=

/A Amazon Glacier FE % & /A T Java B Amazon SDK
« £ Amazon Glacier TE#4% & AT NET # Amazon SDK
o £/ Python F1TALEBE TREH KB R

- {5/ REST API FTEHMR

- {8 Amazon Glacier FE#42% Amazon CLI

¥ & Amazon Glacier #4%

M Amazon Glacier REMER—IMNRISBRE , FEEAZTERHES , AREESERE T H,
ESHMEMEMES , BRI LER B311ES ( POST jobs ) REST API #24ESR  #YZE 332 % Amazon
CLI. = Amazon SDKs.

F&
- BERRIAT
c ATREBENEERR

M Amazon Glacier REHERE— NP ARNTRNETE, THRUIENEIR
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(OEREES

1. BIHERRRES

a. REBEBERRENMEN ID, BUUMNXHEEZERIREERE ID, B LUEN REST API JREUY
% ID Amazon CLI, = Amazon SDKs, BEXEZEE , SR £ Amazon Glacier f FE X
HEES,

b. EAEZNES (POST jobs ) BIEBMNES , iHK Amazon Glacier HEE THAERZEMYR
RN — B

YIBBEHESE , Amazon Glacier 2 EMNHIREES ID ARLETES. (WSR2 Ok
EESTERZE , BFETHISHH. )

/A Important

BIER BRI IS BEMN Initiate Job BREM , HE4E
PolicyEnforcedException & , BEXNR TR R, BXBFEREZRBNESZ(E
B, #Z{ Amazon Glacier ZiiER R E B, BXx PolicyEnforcedException REH
BEER , BSAEIRIEL

MREE B LUERFMTE Amazon Glacier P KB BEE . BXxM Amazon Glacier &3
FIREHTFENEZEL , F5 (Amazon Simple Storage Service A IERE) FH A TR &
I E R B

2. HEFSEMRE , EAKREESHH (GET output ) BETEHFT,

BEUNLTHARAEZY  AEEEFZTEE , ATHESHEN -2, ¥ TRANEH , AXRT
BRHENARETHRK (FlW, BTREREREMAN ) BN ERFRHER, MREELE—FER
PREUES A  FERNERERE , NEFFETINLEHRTETHAE, B2, MREUXRT
L, T - RESAHE , WERAFTEHRFT R TREPHES , mMAREN M@,

Amazon Glacier % METRES , ARG , BIEFRIMERH, FZFETRENED 24 MAEFF S
S, XEWKRE , BUUEFSEREN 24 PRHRR THAE. RREAUEFESTER 24 D ERE
MEH, EHELNESREAETEX , BEAUTENZ —RERLRS

- EEESERBEH - BRI LUEE Amazon Glacier EERES B AT A EE & MiEB A Amazon Simple
Notification Service ( Amazon SNS ) £, Amazon Glacier REEERES BT 2 KIEZEH,
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BIHESE , BAURNIZESIEE Amazon SNS 8, BT ELNESERPIEE Amazon SNS
FAUN  MREHWNHFEENHBRREEHRE TEHNEE , Amazon Glacier th£[[iZ SNS =&
XmBH, BXEZELR , 55 HE Amazon Glacier Bl & X4 FEiE 4,

« ERXNEBEREZE L - BT LAEH Amazon Glacier Describe Job API R4 ( #EIRES ( GET
JoblD ) ) , AEHRAFEFER. BER , BIEA Amazon SNS EA,

(® Note
£/ Amazon SNS BHIKENWEE 5@ Describe Job API B{EFTIREXMYE B4 E

BRQRIET

ERIREMENESE , BOREFEHRNEMNREAEREEATRRLEINZ —. BEXREENNE
B . &2 % Amazon Glacier EfTo

o MIE - IR RAFEERBRRFEZRIFRERHRAIRIR B FHEE S3 Glacier Flexible Retrieval
K5 S3 Intelligent-Tiering JAHFRIEFHEIE. N TFRTHRAEBR (250MB L) 2
ANFIEHMER , FAMERZRFRNBFEEEZ 1252787 TH, MKERERRELEE
B, AIUEAHNNEREZNRRRE, BXELZER , BSRTERERE,

« PR SVERBRATEERPH NG REHNESHER, HERREBEX 3 2 5 MHRATHK. PRER
AEEERRIATAIR RE RN EERELI

- #t8 - #tEBKRE Amazon Glacier RIEKAMIKR RIET , FETUE - RAURENREKLRAE
(EERPBL ) WBIE. HERRBEXE S5 B 12 PRATHK.

TRELTHAMKZTEDR, BXENNES , 13H Amazon Glacier Eft.

E#H1TExpeditedStandard, HBulk#®¥3E , Tieridf¥ RestoreObjectREST API #R/EERFHYIER
TTEIRENFTEMILEIN , 5 Amazon Command Line Interface (Amazon CLI) 5 # #Y & %I Amazon
SDKs, MIREMXTHEERE , MIMEMEREZHLBIENTEESE BNRELE,

MEERE

MEEREFXDRREETEN , TUEAHNMNERLRNRRETE, SIMNBFEBENUANES IHE
DHIT=ZRMERER , ARBEXREY 150 KFZTHRRELE () MBps.
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MREBHNTHEARFENRSHREENTEIE FETTMEFRIERE (Uos e ) , BIUEBE
MARKERE, RETNERERENNERLRTEEHLAUES , ERERDERATLEHNTITENSE
Ko A3, REBFEEMIT AT LG EMNERER , BUIMENEREREBE,

WMXMEERE

BAILAE A Amazon Glacier ## &, WEFAERE ( POST provisioned-capacity ) REST API #
EHMETRBEREE I, Amazon SDKs Amazon CLIEXTERBERENEMELR , H3H Amazon
Glacier Eft

MEEREBRREE—NA , MR B MR BT,

WMRFBBBRN—TANE 3N X, SHEHNITNANGE—X. flan , MRFHBEHN 8 A 31
B, USHBEHRNIOA30 B, MRFAHBEHA1 A3 B, WSHAHAN 2 A 28 B,

£/ Amazon Glacier ##|AMETEERE

1. &3k Amazon Web Services EEZHI B HERFITFF Amazon Glacier https:/
console.aws.amazon.com/glacier/ £,

EEMNSMERS  EREELRRE,

EMBEERESN (PCUs) T, E&EMWX PC U, LEPFFERER PCU X EHE,
MREMIRERE , FEBUANEREPH A confirm,

LMK PCU,

o &~ 0D

RATREENERER

H &M Amazon Glacier e RIAHE , BAILUER MM EEERLRNAEE (#H0 ) . MUANRRE
MER, MREERTUTRE , BEEFTCESREM !

- BEENBIETH - Amazon Glacier AFEERRBFERTREHN 24 MR TERRROEIE.
b, BAREABEREMRNELRS  MEELSEN THNAENEER THMNEIR,

- RRAEMRNWERE -0, REEBZRE TS X HUE —RAFN L& TIXEXH,
FNERRRIXLE PN — X H, EXFERT , BAUBIER — M RBERIEERHRNT
B, ZEEEEERMNBHXH. RE , BAUUEHZIMREER , EMNEREIEFT NN —E
ZNXHHERE,

LUEABERRBIRRESH , BATRAUKEZTHFTHERE, RN , FTEETUMNE (4
REFFL ) FE , IIBENEEHEM 1-MB EFE (1 MB, 2 MB, 3 MB , fikit3EH# ) T8,

RERYE API fRZ 2012-06-01 131


https://www.amazonaws.cn/s3/glacier/pricing/
https://www.amazonaws.cn/s3/glacier/pricing/
https://console.amazonaws.cn/glacier/home
https://console.amazonaws.cn/glacier/home

Amazon Glacier FEANGIER

ZEENESRAUREHRERNERRATEEFTANEM 1 MB @R, ki  RERE (RRES
TRE ) THERFENREREANE , NWEEESEHFPERTEEELAAREEFENTF. TUERAR
BARBRBBEECAIRTIERT, AXEZTXNFNRERENTNESEE , B3R THREE
B AR A

£/ Amazon Glacier T ZE & A F Java B9 Amazon SDK
SERATF Java B9 Amazon SDK APIs 2t 5 R AR A TR R AR EIRE T —F THEENF .

B
- FRANSHS APl TERZER EB T Java B9 Amazon SDK
- FERAMNER API FTERER EF T Java B9 Amazon SDK

FEANSHS APl TEHAER EATF Java B Amazon SDK

ZE4% API B9 ArchiveTransferManager KM T EATLAAR T EHEEMN download .

/A Important

ArchiveTransferManager FfF 812 Amazon Simple Notification Service ( Amazon

SNS ) £ , UK ZEBITHK Amazon Simple Queue Service ( Amazon SQS ) A%, &
B, R THEREMLES , HAIIFTRANERSIATANE, MREFETH, WHHAT
Ho BXREMENFEMAEE , BSHELEERFETL,

T~ ERNERE APl TEHE EA T Java B9 Amazon SDK

LAF Java REE RGN EEFES (BEXM ) X3 (us-west-2 ) FHIXHE ( examplevault)
RTEER,

BRETH RGN step-by-stepii BB , SR Eclipse 11T Amazon Glacier B9 Java =¥l, BEE
FHUEMR ID S THARNO AR X4 REFERESERHONRE

Example

import java.io.File;
import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;
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import com.amazonaws.services.glacier.transfer.ArchiveTransferManager;
import com.amazonaws.services.sns.AmazonSNSClient;
import com.amazonaws.services.sqs.AmazonSQSClient;

public class ArchiveDownloadHighLevel {

public static String vaultName = "examplevault";
public static String archiveld = "*** provide archive ID ***";
public static String downloadFilePath = "*** provide location to download archive

kkkl.
’

public static AmazonGlacierClient glacierClient;

public static AmazonSQSClient sqgsClient;

public static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

glacierClient = new AmazonGlacierClient(credentials);

new AmazonSQSClient(credentials);

new AmazonSNSClient(credentials);
glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");
sgsClient.setEndpoint('"sqgs.us-west-2.amazonaws.com");
snsClient.setEndpoint("sns.us-west-2.amazonaws.com");

sgsClient
snsClient

try {
ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient,
sgsClient, snsClient);

atm.download(vaultName, archiveld, new File(downloadFilePath));
System.out.println("Downloaded file to " + downloadFilePath);

} catch (Exception e)
{

System.err.println(e);
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FRANIKS APl TR ER T Java B Amazon SDK

LT EER ZERAT Java B9 Amazon SDK B4 API K EXHEFENS R,

1. 82 AmazonGlacierClient 3 ( FFiw ) BISEHI,

BEEREEND TEHEN Amazon Xig, &£ LEFIRRITHRERESER TiZ Amazon
X1,

2. BidH 4T archive-retrieval FZE3) initiateJob %,

B LB B — InitiateJobRequest EKMWLHIRBESER , il , BEETHNEERN
B ID , ARIEFHE Amazon Glacier ( Amazon Glacier ) B H &/ 1E% TR E S K I#% Amazon
SNS &, fEAMAL , Amazon Glacier JREES ID, ZMBAIF—4 InitiateJobResult K/
ki,

JobParameters jobParameters = new JobParameters()
.withArchiveId("*** provide an archive id #***")
.withDescription("archive retrieval")
.withRetrievalByteRange("*** provide a retrieval range***") // optional
.withType("archive-retrieval");

InitiateJobResult initiateJobResult = client.initiateJob(new InitiateJobRequest()
.withJobParameters(jobParameters)
.withVaultName(vaultName));

String jobId = initiateJobResult.getJobId();

LA LLERIEEFZTEE |, LAUER Amazon Glacier RER YR — 25, Hlan , &7 LUET 7 0L
TEQEFIEIER , LLER Amazon Glacier RL/EZ RN 1 MB E| 2 MB 49,

int ONE_MEG = 1048576;
String retrievalByteRange = String.format("%s-%s", ONE_MEG, 2*ONE_MEG -1);

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchiveId(archiveld)
.withRetrievalByteRange(retrievalByteRange)
.withSNSTopic(snsTopicARN);
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InitiateJobResult initiateJobResult = client.initiateJob(new InitiateJobRequest()
.withJobParameters(jobParameters)
.withVaultName(vaultName));

String jobId = initiateJobResult.getJobId();

BAMERESHECEFRETHENESR, NREEXHESIEE T R Amazon Simple
Notification Service ( Amazon SNS ) TEHBHEE , XRELBHETFEHIEE T Amazon SNS £
& , Il Amazon Glacier R EEREFERIZEBRIEEE.

WA BE R LAUBIE A describeJob A E% 1 Amazon Glacier RAEES ERIRS. REM
It , fEF Amazon SNS B HTEH T RHEENF .

4. BIFHIT getJobOutput FETHESHE (HREIE ) .

B LB 81 — 1 GetJobOutputRequest KHSEHISKIBHIEREL , a0 , £5 1D MXHE
HE o Amazon Glacier IREI A4 H L F GetJobOutputResult &K+,

GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withJobId("*** provide a job ID ***")
.withVaultName("*** provide a vault name ****");

GetJobOutputResult jobOutputResult = client.getJobOutput(jobOutputRequest);

// jobOutputResult.getBody() // Provides the input stream.

BENRBRATHEEMSHE., SUUERMAREZREN -2 , IEBIELEN
GetJobOutputRequest FIEEEFTBE AR XR THEN G,

GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withJobId("*** provide a job ID ***")
.withRange("bytes=0-1048575") // Download only the first 1 MB of the
output.
.withVaultName("*** provide a vault name ****");

FE e R IRHY GetJobOutput AR , Amazon Glacier REIE THHWKFEDB2HREMN (MRFL
BEXH ). BXEZER , BSR T HEUER ZRRE A,
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ERIANTHPREHER , CHEEUUEFEFHITERRH , #HEE Amazon Glacier £ B A & %
R AR IS FNHH L3

NFEET TEEENMRNEES , SRREEFSHERN , Ea8EREEREZNTENRE

M () SHA256 TreeHash, B LAEALLEHR —SHINEHE TENENFTT SEN ARE, 6
W, MREEHESURRURERENTURREE , AEUXRTH AL , FEEHEDN
GetJobOutput FXRIFRE—MREM , WEAUEEFHKITEETENEN BRI , RS
TTERERE. EULUFE S Amazon Glacier 71 EH #IRESERMIEE R MR |, 2L
BIAE TEHNENZHBES Amazon Glacier R Z#NZ T SEEMEE,

BXBXRG , TSR 2 EADR EAT Java B Amazon SDKT & i FV KR API 10 R4

ES

w1 ERESR AP R ERERE FEATF Java B9 Amazon SDK

BT Java REBRBIAMNEEN X HEETHER, FE5EKE , ZRHIEEE— getJobOutput i
AR THEANEH, BXURTHMEN RG] |, ESE R 2 . FA2R ERTF Java B9 Amazon
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.io.BufferedInputStream;
.io.BufferedOutputStream;

.io0.BufferedReader;
.i0.BufferedwWriter;

.io.FileOutputStream;
.io.FileWriter;
.i0.I0Exception;
.io.InputStream;
.io.InputStreamReader;
.i0.0utputStream;
.util.HashMap;
.util.List;

.util.Map;

codehaus.jackson.
codehaus. jackson.
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codehaus.jackson.
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JsonFactory;
JsonNode;

JsonParseException;
JsonParser;
map.ObjectMapper;

AmazonClientException;
auth.policy.
auth.policy.
auth.policy.
auth.policy.

auth.policy.

services.
services.
services.
.gla
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services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

gla
gla

gla
gla

sns.
sns.

sns

sns.
sns.
sns.
sns.

sgs

sgs.

Policy;
Principal;
Resource;
Statement;

Statement.Effect;
actions.SQSActions;
auth.profile.ProfileCredentialsProvider;
glacier.AmazonGlacierClient;

cier.model.
cier.model.
cier.model.
cier.model.
cier.model.

GetJobOutputRequest;
GetJobOutputResult;
InitiateJobRequest;
InitiateJobResult;
JobParameters;

AmazonSNSClient;
model.CreateTopicRequest;

.model.CreateTopicResult;

model.DeleteTopicRequest;
model.SubscribeRequest;
model.SubscribeResult;
model .UnsubscribeRequest;

.AmazonSQSClient;

model.CreateQueueRequest;
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import
import
import
import
import
import
import

public

com.amazonaws.services.sqgs.model.CreateQueueResult;
com.amazonaws.services.sqs.model.DeleteQueueRequest;
com.amazonaws.services.sqgs.model.GetQueueAttributesRequest;
com.amazonaws.services.sqs.model.GetQueueAttributesResult;
com.amazonaws.services.sqs.model.Message;
com.amazonaws.services.sqs.model.ReceiveMessageRequest;
com.amazonaws.services.sqgs.model.SetQueueAttributesRequest;

class AmazonGlacierDownloadArchiveWithSQSPolling {

public static String archiveld = "*** provide archive ID ****";
public static String vaultName = "*** provide vault name ***";
public static String snsTopicName = "*** provide topic name ***";
public static String sqsQueueName = "*** provide queue name ***'";
public static String sqsQueueARN;

public static String sqsQueueURL;

public static String snsTopicARN;

public static String snsSubscriptionARN;

public static String fileName = "*** provide file name ***";
public static String region = "*** region ***";

public static long sleepTime = 600;

public static AmazonGlacierClient client;

public static AmazonSQSClient sqgsClient;

public static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier." + region + ".amazonaws.com");
sgsClient = new AmazonSQSClient(credentials);
sgqsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");
snsClient = new AmazonSNSClient(credentials);
snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");

try {
setupSQS();

setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);
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Boolean success = waitForJobToComplete(jobId, sqsQueueURL);
if (!success) { throw new Exception("Job did not complete
successfully."); }

downloadJobOutput(jobId);
cleanUp();

} catch (Exception e) {
System.err.println("Archive retrieval failed.");
System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();

GetQueueAttributesRequest gRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sgsClient.getQueueAttributes(gRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");

Policy sqsPolicy =
new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));

}
private static void setupSNS() {
CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);
CreateTopicResult result = snsClient.createTopic(request);
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snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
.withEndpoint(sqsQueueARN)

.withProtocol("sqgs");
SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();

}

private static String initiateJobRequest() {

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchiveId(archiveld)
.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)
.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);
return response.getJobId();
private static Boolean waitForJobToComplete(String jobId, String sqsQueueUrl)
throws InterruptedException, JsonParseException, IOException {
Boolean messageFound = false;
Boolean jobSuccessful = false;

ObjectMapper mapper = new ObjectMapper();
JsonFactory factory = mapper.getJsonFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
new
ReceiveMessageRequest(sqsQueuelrl).withMaxNumberOfMessages(10)).getMessages();

if (msgs.size() > 0) {
for (Message m : msgs) {
JsonParser jpMessage = factory.createlsonParser(m.getBody());
JsonNode jobMessageNode = mapper.readTree(jpMessage);
String jobMessage = jobMessageNode.get('"Message").getTextValue();
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JsonParser jpDesc = factory.createJsonParser(jobMessage);
JsonNode jobDescNode = mapper.readTree(jpDesc);
String retrievedJobId = jobDescNode.get("JobId").getTextValue();
String statusCode = jobDescNode.get("StatusCode").getTextValue();
if (retrievedlobId.equals(jobId)) {

messageFound = true;

if (statusCode.equals("Succeeded")) {

jobSuccessful = true;

} else {
Thread.sleep(sleepTime * 1000);
}
}

return (messageFound && jobSuccessful);

private static void downloadJobOutput(String jobId) throws IOException {

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

InputStream input = new BufferedInputStream(getJobOutputResult.getBody());
OutputStream output = null;
try {

output = new BufferedOutputStream(new FileOutputStream(fileName));

byte[] buffer

new byte[1024 * 1024];

int bytesRead
do {
bytesRead = input.read(buffer);
if (bytesRead <= @) break;
output.write(buffer, @, bytesRead);
} while (bytesRead > 0);
} catch (IOException e) {
throw new AmazonClientException("Unable to save archive", e);
} finally {

Q;
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}

try {input.close();} catch (Exception e) {}
try {output.close();} catch (Exception e) {3}

System.out.println("Retrieved archive to " + fileName);

private static void cleanUp() {

snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));

T2 AR ERT Java B9 Amazon SDK T &4 H VKSR AP K ZERYE

AT Java fREBRHBIM Amazon Glacier R ZERE, ZRBRHISEIE GetJobOutputRequest
ErHiEEFTEERUARR THESH L.

import java
import java
import java
import java
import java
import java
import java

import com.
import com.
import com
import com.
import com.

import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.

.io0.BufferedInputStream;
.10.ByteArrayInputStream;
.io0.FileQutputStream;
.i0.I0Exception;
.util.HashMap;
.util.List;

.util.Map;

fasterxml
fasterxml

.fasterxml

fasterxml
fasterxml

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

.jackson.core.JsonFactory;
.jackson.core.JsonParseException;
.jackson.core.JsonParser;
.jackson.databind. JsonNode;
.jackson.databind.ObjectMapper;

auth.policy.Policy;

auth.policy.Principal;
auth.policy.Resource;
auth.policy.Statement;
.auth.policy.Statement.Effect;
auth.policy.actions.SQSActions;
auth.profile.ProfileCredentialsProvider;
services.glacier.AmazonGlacierClient;
services.glacier.TreeHashGenerator;
services.glacier.model.GetJobOutputRequest;
.services.glacier.model.GetJobOutputResult;

A Java TEREE

API fRZ 2012-06-01 142



Amazon Glacier

FRARER

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
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services.
services.
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services

services.
services.
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glacier.model.InitiateJobRequest;
glacier.model.InitiateJobResult;
glacier.model.JobParameters;
sns.AmazonSNSClient;
sns.model.CreateTopicRequest;
sns.model.CreateTopicResult;

sns. DeleteTopicRequest;

sns. SubscribeRequest;
sns.model.SubscribeResult;
sns.model.UnsubscribeRequest;
AmazonSQSClient;
sgs.model.CreateQueueRequest;
sqgs.model.CreateQueueResult;
sgs.model.DeleteQueueRequest;
sqgs.model.GetQueueAttributesRequest;
sgs.model.GetQueueAttributesResult;
model.Message;

model .ReceiveMessageRequest;
model.SetQueueAttributesRequest;

model.
model.

sqgs.
sqgs.

public class ArchiveDownloadlLowlLevelWithRange {

public
public
public
public
public
public
public
public
public
public
public
public

public
public
public

static String vaultName = "*** provide vault name ***";
static String archiveld = "*** provide archive id ***";
static String snsTopicName = "glacier-temp-sns-topic";
static String sqsQueueName = "glacier-temp-sqgs-queue";
static long downloadChunkSize = 4194304; // 4 MB
static String sqsQueueARN;

static String sqsQueueURL;

static String snsTopicARN;

static String snsSubscriptionARN;

static String fileName = "*** provide file name to save archive to ***";
static String region = "*** region ***";

static long sleepTime = 600;

static AmazonGlacierClient client;

static AmazonSQSClient sqgsClient;

static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials =

new ProfileCredentialsProvider();
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client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier." + region + ".amazonaws.com");
sgsClient = new AmazonSQSClient(credentials);
sgqsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");
snsClient = new AmazonSNSClient(credentials);
snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");

try {
setupSQS();

setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);

long archiveSizeInBytes = waitForJobToComplete(jobId, sqsQueueURL);
if (archiveSizeInBytes==-1) { throw new Exception("Job did not complete
successfully."); }

downloadJobOutput(jobId, archiveSizeInBytes);
cleanUp();

} catch (Exception e) {
System.err.println("Archive retrieval failed.");
System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();

GetQueueAttributesRequest gRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sgsClient.getQueueAttributes(gRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");

Policy sqsPolicy =
new Policy().withStatements(
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new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));

}
private static void setupSNS() {
CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);
CreateTopicResult result = snsClient.createTopic(request);
snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
.withEndpoint(sqsQueueARN)

.withProtocol("sqgs");
SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();

}

private static String initiateJobRequest() {

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchiveId(archiveld)

.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)
.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);

return response.getJobId();

private static long waitForJobToComplete(String jobId, String sqsQueueUrl) throws

InterruptedException, JsonParseException, IOException {

Boolean messageFound = false;
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Boolean jobSuccessful = false;
long archiveSizeInBytes = -1;
ObjectMapper mapper = new ObjectMapper();
JsonFactory factory = mapper.getFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
new
ReceiveMessageRequest(sqsQueueUrl).withMaxNumberOfMessages(10@)).getMessages();

if (msgs.size() > 0) {
for (Message m : msgs) {
JsonParser jpMessage = factory.createlsonParser(m.getBody());
JsonNode jobMessageNode = mapper.readTree(jpMessage);
String jobMessage = jobMessageNode.get('"Message").textValue();

JsonParser jpDesc = factory.createlsonParser(jobMessage);
JsonNode jobDescNode = mapper.readTree(jpDesc);
String retrievedJobId = jobDescNode.get("JobId").textValue();
String statusCode = jobDescNode.get("StatusCode").textValue();
archiveSizeInBytes =
jobDescNode.get("ArchiveSizeInBytes").longValue();

if (retrievedJobId.equals(jobId)) {

messageFound = true;

if (statusCode.equals("Succeeded")) {

jobSuccessful = true;

} else {
Thread.sleep(sleepTime * 1000);
}
}

return (messageFound && jobSuccessful) ? archiveSizeInBytes : -1;

private static void downloadJobOutput(String jobId, long archiveSizeInBytes) throws
IOException {

if (archiveSizeInBytes < @) {
System.err.println("Nothing to download.");
retuzrn;
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System.out.println("archiveSizeInBytes: " + archiveSizeInBytes);

FileOutputStream fstream = new FileOutputStream(fileName);

long startRange = 0;

long endRange = (downloadChunkSize > archiveSizeInBytes) ? archiveSizeInBytes
-1 : downloadChunkSize - 1;

do {

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withRange("bytes=" + startRange + "-" + endRange)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

BufferedInputStream is = new
BufferedInputStream(getJobOutputResult.getBody());
byte[] buffer = new byte[(int)(endRange - startRange + 1)];

System.out.println("Checksum received: " +
getJobOutputResult.getChecksum());

System.out.println("Content range " +
getJobOutputResult.getContentRange());

int totalRead = 0;
while (totalRead < buffer.length) {
int bytesRemaining = buffer.length - totalRead;
int read = is.read(buffer, totalRead, bytesRemaining);
if (read > 0) {
totalRead = totalRead + read;
} else {
break;

}

System.out.println("Calculated checksum: " +

TreeHashGenerator.calculateTreeHash(new ByteArrayInputStream(buffer)));
System.out.println("read = " + totalRead);
fstream.write(buffer);

startRange = startRange + (long)totalRead;
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endRange = ((endRange + downloadChunkSize) > archiveSizelInBytes) ?
archiveSizeInBytes : (endRange + downloadChunkSize);
is.close();
} while (endRange <= archiveSizeInBytes && startRange < archiveSizelInBytes);

fstream.close();
System.out.println("Retrieved file to " + fileName);

}

private static void cleanUp() {
snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));

£/ Amazon Glacier TEH#E EAF .NET B9 Amazon SDK

AT .NET #9 Amazon SDK APIs 8 S FRAFERRASBRE T - THERNFZ.

EB
- FRANSHS APl THEER EBRT NET B Amazon SDK
- FERANER API TEE SEFATF NET B Amazon SDK

FEHANSES APl THAZE EATF .NET 89 Amazon SDK

ZEP API 9 ArchiveTransferManager KMt T B A LUAR TEH A ZEM Download FiEs

/A Important

ArchiveTransferManager FE{F8|Z Amazon Simple Notification Service ( Amazon

SNS ) £ , UK ZEZITHH Amazon Simple Queue Service ( Amazon SQS ) A%, &
fa, ER THERRES , AXNBRIHTRANERIITAME, IREFETA , WFHET
H. BXRRENHENFHAEE , BEHANERZREDT

R~ FERNSRE APl TEHMER EAT NET 8 Amazon SDK
AT C# RERGINERRES (BBXM ) XEFHXHE (examplevault ) FTREHE,
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BRUMMEANZITH RHIH step-by-stepli B , FESRETRIETRH, BFEEFHIERHER ID NS THH
RN R HRFERESE RNRE

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples
{
class ArchiveDownloadHighlLevel
{
static string vaultName = "examplevault";
static string archiveld "*** Provide archive ID ***";
static string downloadFilePath "*** Provide the file name and path to where to
store the download ***";

public static void Main(string[] args)

{
try

{

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

var options = new DownloadOptions();
options.StreamTransferProgress += ArchiveDownloadHighLevel.progress;
// Download an archive.
Console.WriteLine("Intiating the archive retrieval job and then polling SQS
queue for the archive to be available.");
Console.WriteLine("Once the archive is available, downloading will begin.");
manager.Download(vaultName, archiveld, downloadFilePath, options);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

}

static int currentPercentage = -1;

static void progress(object sender, StreamTransferProgressArgs args)
{
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if (args.PercentDone != currentPercentage)

{
currentPercentage = args.PercentDone;
Console.WriteLine("Downloaded {0}%", args.PercentDone);

}

EAMESR APl TEHEER EA T .NET 8 Amazon SDK

LLTRA ERT NET #9 Amazon SDKIEZ APl T# Amazon Glacier ( Amazon Glacier ) #4R#
HR

1. 82 AmazonGlacierClient 3£ ( FFim ) BIEHl,

REEEEENP TRYEN Amazon XiFi. BEALEFIRPITHIERESRERTIZ Amazon
X,

2. B3 4T archive-retrieval FEE2) InitiateJob %,

BRI LUBN B — InitiateJobRequest RMWEFIRBESER |, HlI0 , BETHRIEERN
R ID , AREFHE Amazon Glacier B E X HESEBH B TIE Amazon SNS =&, fERIM
BI , Amazon Glacier IR Ef£%% ID, ZMR{ZF—/ InitiateJobResponse EHIEH|d,

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{

VaultName = vaultName,
JobParameters = new JobParameters()

{
Type = "archive-retrieval",
Archiveld = "*** Provide archive id ***",
SNSTopic = "*** Provide Amazon SNS topic ARN **=*",
}
};

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;
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B LLUERIEEFTBE , LAER Amazon Glacier RERBREN—2ZH , MU TERATR. ZiEKR
$8 € Amazon Glacier RER RN 1 MB & 2 MB #4%,

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{
VaultName = vaultName,
JobParameters = new JobParameters()

{
Type = "archive-retrieval",
Archiveld = "*** Provide archive id ***",
SNSTopic = "*** Provide Amazon SNS topic ARN ***'",
}
};

// Specify byte range.

int ONE_MEG = 1048576;

initJobRequest.JobParameters.RetrievalByteRange = string.Format("{@}-{1}", ONE_MEG, 2
* ONE_MEG -1);

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

3. EFES T,

BURMERNESHECEFHRETRNES . NMREBEXHERIZE T HRIR Amazon Simple
Notification Service ( Amazon SNS ) TEHBHEE , XRELBHETFEIEE T Amazon SNS £
& , Il Amazon Glacier 2 EEREFFSERZETREEE . AT LA HORBROIERAERT
Amazon Glacier #9 Amazon SNS X% HE,

WA AR LAUBEIS B A DescribeJob AE% 1 Amazon Glacier RAEESZ ERIRS. REM
It , fEF Amazon SNS B HTEH T RHEEFENF £,
4. BIWIT GetJobOutput FETEHAESHH ( BHREBUE ) .

WA LUE B2 — 1 GetJobOutputRequest KHEFIRIBEIERER |, a0 , F55 1D MXHE
H ¥ Amazon Glacier IR [EI#Y 4% {7 F GetJobOutputResponse XK H,

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
{
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JobId = joblId,
VaultName = vaultName

i

GetJobOutputResponse getJobOutputResponse = client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}

BHHNRABRATERENMSHEH, BUNEFEHBRIRREEHN -2 , REBIEEH
GetJobOutputRequest FIEEF I SEE AR/ XIR T 85BN

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName
Iy
getJobOutputRequest.SetRange(0, 1048575); // Download only the first 1 MB chunk of
the output.

£ R #ERY GetJobOutput IBAET , Amazon Glacier JREIE TH M HIELL2HRLM (MREFE
BEXH ). BXEZEER , B THBERBZRRE,

ERIANTHPREER , FEEUUEFFHITERRHN , H8EE Amazon Glacier £ R A & %
R AR IS FNHE L,

NFEE T TEEENERIMEEL , HRREEFHERN , E28FERERZNTENRE

M (SHA256TreeHash), #RA]EAMEFAXAMERS —FWIUTRUE THHNENF T EE N EBEML,
filan , MREBHEFSUREUREEFEXNFTHREEE , ARUXRTHREE , FHENEN
GetJobOutput HRIGRE—MREM , WEAUEEFFHITEETHNENBIOREN , RS
TTERERE, BAHE S Amazon Glacier AR SN FHRES ERMEEANRBFMELE , U
BIAE TEHNEBEANZHBES Amazon Glacier R Z#NZ T SEEMEE,
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w1 ERESR API REMRE ERTF NET 89 Amazon SDK

BT C# KRB RPISCMNEENXHETERER, 5 5%KE , ZTRPISESE— GetJobOutput A H
TEHEMH, AXUSRTHBEARE , ESHRE 2 : FRASHR EAT NET #9 Amazon SDK
T8 HAVER API R ERER,

ZRBIHATUATES ¢

% & Amazon Simple Notification Service ( Amazon SNS ) &

SEAES G , Amazon Glacier 2@tk B AIEE A,

% & Amazon Simple Queue Service ( Amazon SQS ) RA %

ZRBISEZEA S DR EE , BUE Amazon SNS & AEW &K H B
BAHESUTRIEENEE,

EESERSD |, ZTRHIAIEE Amazon SNS £ |, LA{E Amazon Glacier A ATE TR AES Ja KL
B,

TEHI®ZE Amazon SQS BABIREBEHE.

WMREEE , WHH JSON , AREFFSRECHKITR. WREKDITR , MWTHHRE, ZRBR
BIfEA JSON.NET FE ( i JSON.NET ) k5 41 JSON,

B MR BIZER Amazon SNS £ R Amazon SQS BAFIE R AR EHE,

using System;

using System.Collections.Generic;

using System.IO;

using System.Threading;

using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Runtime;

using Amazon.SimpleNotificationService;
using Amazon.SimpleNotificationService.Model;
using Amazon.SQS;

using Amazon.SQS.Model;

using Newtonsoft.Json;

namespace glacier.amazon.com.docsamples

{
class ArchiveDownloadLowlLevelUsingSNSSQS
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{
static string topicAzrn;
static string queueUrl;
static string queueArn;

static string vaultName = "*** Provide vault name ***";
static string archiveID = "*** Provide archive ID ***";
static string fileName = "*** Provide the file name and path to where to store

downloaded archive ***'";
static AmazonSimpleNotificationServiceClient snsClient;
static AmazonSQSClient sqgsClient;
const string SQS_POLICY =
Il{ll +
" \"Version\" : \"2012-10-17\",&TCX5-2025-waiver;" +
" \"Statement\" : [" +
" [+
" \"Sid\" : \"sns-rule\"," +
" \"Effect\" : \"Allow\"," +

" \"Principal\" : {\"Service\" : \"sns.amazonaws.com\" }," +
" \"Action\" : \"sgs:SendMessage\"," +
" \"Resource\" : \"{QueueArn}\"," +

" \"Condition\" : {" +

" \"ArnLike\" : {" +

" \"aws:SourceArn\" : \"{TopicArnJ}\"" +
n }Il +

n }Il +

n }Il +

n ]Il +

"3

public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Setup SNS topic and SQS queue.");
SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();
Console.WritelLine("Retrieving...");
RetrieveArchive(client);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
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}

catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }

catch (AmazonServiceException e) { Console.WritelLine(e.Message); }

catch (Exception e) { Console.WritelLine(e.Message); }

finally

{
// Delete SNS topic and SQS queue.
snsClient.DeleteTopic(new DeleteTopicRequest() { TopicArn = topicArn });
sgsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl = queueUrl });

static void SetupTopicAndQueue()
{
snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);
sqsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

long ticks = DateTime.Now.Ticks;

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;

Console.Write("topicArn: "); Console.WritelLine(topicAzrn);

CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queuelUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queueUrl;

GetQueueAttributesResponse response =
sgsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;

Console.Write("QueueArn: "); Console.WritelLine(queueArn);

// Setup the Amazon SNS topic to publish to the SQS queue.
snsClient.Subscribe(new SubscribeRequest()
{

Protocol sgs",

Endpoint = queueArn,
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TopicArn = topicAzrn

1)

// Add policy to the queue so SNS can send messages to the queue.
var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QueueArn}",
queueArn);

sgsClient.SetQueueAttributes(new SetQueueAttributesRequest()
{
QueueUrl = queuelrl,
Attributes = new Dictionary<string, string>
{
{ QueueAttributeName.Policy, policy }

1)

static void RetrieveArchive(AmazonGlacierClient client)
{
// Initiate job.
InitiateJobRequest initJobRequest = new InitiateJobRequest()
{
VaultName = vaultName,
JobParameters = new JobParameters()
{
Type = "archive-retrieval",
Archiveld = archivelD,
Description = "This job is to download archive.",
SNSTopic = topicArn,
}
};
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

// Check queue for a message and if job completed successfully, download archive.
ProcessQueue(jobId, client);

private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
{ QueueUrl = queueUrl, MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
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{
Console.WritelLine("Poll SQS queue");
ReceiveMessageResponse receiveMessageResponse =
sgsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == 0)
{
Thread.Sleep(10000 * 60);
continue;
}
Console.WritelLine("Got message");
Message message = receiveMessageResponse.Messages[0];
Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;

if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))
{
Console.WriteLine("Downloading job output");
DownloadOutput(jobId, client); // Save job output to the specified file
location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WritelLine("Job failed... cannot download the archive.");

jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}

private static void DownloadOutput(string jobId, AmazonGlacierClient client)

{
GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName

i

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
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using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}

public static void CopyStream(Stream input, Stream output)
{
byte[] buffer = new byte[65536];
int length;
while ((length = input.Read(buffer, @, buffer.Length)) > 0)
{
output.Write(buffer, @, length);
}

T2 EASR FERT NET 9 Amazon SDKT&i# HR KR APl R4

T C# REBRHBIM Amazon Glacier ©EHE, ZRBRHILEIE GetJobOutputRequest FiE
THEEFTBERAXR THESH L.

using System;

using System.Collections.Generic;

using System.IO;

using System.Threading;

using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Glacier.Transfer;

using Amazon.Runtime;

using Amazon.SimpleNotificationService;
using Amazon.SimpleNotificationService.Model;
using Amazon.SQS;

using Amazon.SQS.Model;

using Newtonsoft.Json;

using System.Collections.Specialized;

namespace glacier.amazon.com.docsamples

{
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class ArchiveDownloadlLowLevelUsingSQLSNSOutputUsingRange
{
static string topicArn;
static string queueUrl;
static string queueArn;
static string vaultName
static string archiveld
static string fileName
downloaded archive ***";
static AmazonSimpleNotificationServiceClient snsClient;
static AmazonSQSClient sgsClient;
const string SQS_POLICY =
nen 4
" \"Version\" : \"2012-10-17\",&TCX5-2025-waiver;" +
" \"Statement\" : [" +
n {Il +
" \"Sid\" : \"sns-rule\"," +
" \"Effect\" : \"Allow\"," +
" \"Principal\" : {\"AWS\" : \"arn:aws:iam::123456789012:root\" },"

"**%* Provide vault name ***";
"*** Provide archive ID ***";
"*** pProvide the file name and path to where to store

" \"Action\" : \"sqgs:SendMessage\"," +

" \"Resource\" : \"{QuernArn}\"," +

" \"Condition\" : {" +

0 \"ArnLike\" : {" +

" \"aws:SourceArn\" : \"{TopicArnJ}\"" +
n }Il +

n }Il +

n }Il +

n ]Il +

"3

public static void Main(string[] args)

{

AmazonGlacierClient client;

try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Setup SNS topic and SQS queue.");
SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();

Console.WriteLine("Download archive");
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DownloadAnArchive(archiveld, client);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
finally
{
// Delete SNS topic and SQS queue.
snsClient.DeleteTopic(new DeleteTopicRequest() { TopicArn = topicArn });
sgsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl = queueUrl });

static void SetupTopicAndQueue()
long ticks = DateTime.Now.Ticks;

// Setup SNS topic.

snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);

sgsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;
Console.Write("topicArn: "); Console.WritelLine(topicAzrn);

CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queuelUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queuelrl;

GetQueueAttributesResponse response =
sgsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;

Console.Write("QueueArn: "); Console.WritelLine(queueArn);
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// Setup the Amazon SNS topic to publish to the SQS queue.
snsClient.Subscribe(new SubscribeRequest()
{

Protocol sgs",

Endpoint = queueArn,

TopicArn = topicAzrn

1)

// Add the policy to the queue so SNS can send messages to the queue.
var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QuernArn}",
queueArn);

sgsClient.SetQueueAttributes(new SetQueueAttributesRequest()
{
QueueUrl = queuelrl,
Attributes = new Dictionary<string, string>
{
{ QueueAttributeName.Policy, policy }

1)

static void DownloadAnArchive(string archiveld, AmazonGlacierClient client)
{

// Initiate job.

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{

VaultName = vaultName,
JobParameters = new JobParameters()
{
Type = "archive-retrieval",
Archiveld = archiveld,
Description = "This job is to download the archive.",
SNSTopic = topicArn,
}
I
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobIld;

// Check queue for a message and if job completed successfully, download archive.
ProcessQueue(jobId, client);
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private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
var receiveMessageRequest = new ReceiveMessageRequest() { QueueUrl = queueUrl,
MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
{
Console.WritelLine("Poll SQS queue");
ReceiveMessageResponse receiveMessageResponse =
sqsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == Q)
{
Thread.Sleep(10000 * 60);
continue;
}
Console.WriteLine("Got message");
Message message = receiveMessageResponse.Messages[0];
Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;
if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))
{
long archiveSize = Convert.ToInt64(fields["ArchiveSizeInBytes"]);
Console.WriteLine("Downloading job output");
DownloadOutput(jobId, archiveSize, client); // This where we save job
output to the specified file location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WritelLine("Job failed... cannot download the archive.");
jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}

private static void DownloadOutput(string jobId, long archiveSize,
AmazonGlacierClient client)

{
long partSize = 4 * (long)Math.Pow(2, 20); // 4 MB.
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using (Stream fileToSave = new FileStream(fileName, FileMode.Create,

FileAccess.Write))

{

long currentPosition = 0;
do

{

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName

};

long endPosition = currentPosition + partSize - 1;
if (endPosition > archiveSize)
endPosition = archiveSize;

getJobOutputRequest.SetRange(currentPosition, endPosition);
GetJobOutputResponse getJobOutputResponse =

client.GetJobOutput(getJobOutputRequest);

using (Stream webStream = getJobOutputResponse.Body)

{
CopyStream(webStream, fileToSave);

}
currentPosition += partSize;
} while (currentPosition < archiveSize);

public static void CopyStream(Stream input, Stream output)

{

byte[] buffer = new byte[65536];
int length;
while ((length = input.Read(buffer, @, buffer.Length)) > 0)

{
output.Write(buffer, @, length);

}
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&, B LUFEER PR BER TRIAENRNAE , NI St FEIXERE,

i
ARRBIFRER Python BMIAFHITATES :

NBHIZEELEMN Amazon BIR (L7 SNS EBHIL S# SQS A% )
£/ Amazon Glacier B RERES

Y52 Amazon SQS BAZI |, FREUES TE R IE A

FMAEMERD NAEERN DR

FERASNITELEHIT TR R

FENPRRTFIHE  URBREHEAE

o a0 A w DD~

FCRZAM
FRZA , BRREEEEUTRE

« BZR% Python 3.6 HE & A,

« Amazon BEZ%#ER F Python B SDK (Boto3)
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5 5 Python HITAME TR
LR Python BIASSE R 7 anfal £ A H 1T EBM Amazon Glacier FE AR :

import boto3

import time

import json

import jmespath

import re

import concurrent.futures
import os
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output_file_path = "output_directory_path"
vault_name = "vault_name"

chunk_size = 1000000000 #1gb - size of chunks for parallel download.
notify_queue_name = 'GlacierJobCompleteNotifyQueue' # SQS queue for Glacier recall
notification

chunk_download_queue_name='GlacierChunkReadyNotifyQueue' # SQS queue for chunks
sns_topic_name = 'GlacierRecallJobCompleted' # the SNS topic to be notified when
Glacier archive is restored.

chunk_queue_visibility_timeout = 7200 # 2 hours - this may need to be adjusted.
region = 'us-east-1'

archive_id = "archive_id _to_restore"

retrieve_archive = True # set to false if you do not want to restore from Glacier -
useful for restarting or parallel processing of the chunk queue.

workers = 12 # the number of parallel worker threads for downloading chunks.

def setup_queues_and_topic():
sqs = boto3.client('sqgs')
sns = boto3.client('sns"')

# Create the SNS topic

topic_response = sns.create_topic(
Name=sns_topic_name

)

topic_arn = topic_response[ 'TopicArn']

print("Creating the SNS topic " + topic_arn)

# Create the notification queue
notify_queue_response = sqs.create_queue(
QueueName=notify_queue_name,
Attributes={
'VisibilityTimeout': '300', # 5 minutes
'ReceiveMessageWaitTimeSeconds': '20' # Enable long polling

)
notify_queue_url = notify_queue_response['Queuelrl’']
print("Creating the archive-retrieval notification queue " + notify_queue_url)

# Create the chunk download queue
chunk_queue_response = sqgs.create_queue(
QueueName=chunk_download_queue_name,
Attributes={
'VisibilityTimeout': str(chunk_queue_visibility_timeout), # 5 minutes
'ReceiveMessageWaitTimeSeconds': 'Q'
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}

)

chunk_queue_url = chunk_queue_response[ 'Queuelrl']

print("Creating the chunk ready notification queue " + chunk_queue_url)

# Get the ARN for the notification queue
notify_queue_attributes = sqs.get_queue_attributes(
QueueUrl=notify_queue_url,
AttributeNames=["'QueueArn']

)

notify_queue_arn = notify_queue_attributes['Attributes']['QueueArn']

# Set up the SNS topic policy on the notification queue
queue_policy = {
"Version": "2012-10-17",
"Statement": [{
"Sid": "allow-sns-messages",
"Effect": "Allow",
"Principal": {"AwS": "*"},
"Action": "SQS:SendMessage",
"Resource": notify_queue_arn,
"Condition": {
"ArnEquals": {
"aws:SourceArn": topic_arn

]

# Set the queue policy
sgs.set_queue_attributes(
QueueUrl=notify_queue_url,
Attributes={
'Policy': json.dumps(queue_policy)

# Subscribe the notification queue to the SNS topic
sns.subscribe(

TopicArn=topic_arn,

Protocol="sqgs',

Endpoint=notify_queue_azrn
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)

return {
'topic_arn': topic_arn,
'notify_queue_url': notify_queue_url,
'chunk_queue_url': chunk_queue_url

}

def split_and_send_chunks(archive_size, job_id, chunk_queue_url):
ranges = []
current = 0
chunk_number = 0

while current < archive_size:
chunk_number += 1
next_range = min(current + chunk_size - 1, archive_size - 1)
ranges.append((current, next_range, chunk_number))
current = next_range + 1

# Send messages to SQS queue
for start, end, chunk_number in ranges:
body = {"start": start, "end": end, "job_id": job_id, "chunk_number":
chunk_number}
body = json.dumps(body)
print("Sending SQS message for range:" + str(body))
response = sqgs.send_message(
QueueUrl=chunk_queue_url,
MessageBody=str(body)

def GetJobOutputChunks(job_id, byterange, chunk_number):
glacier = boto3.client('glacier')
response = glacier.get_job_output(
vaultName=vault_name,
jobId=job_id,
range=byterange,

with open(os.path.join(output_file_path,str(chunk_number)+".chunk"), 'wb') as
output_file:
output_file.write(response['body'].read())
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return response
def ReceiveArchiveReadyMessages(notify_queue_url, chunk_queue_url):

response = sqs.receive_message(
QueueUrl=notify_queue_url,
AttributeNames=['All'],
MaxNumberOfMessages=1,
WaitTimeSeconds=20,
MessageAttributeNames=['Message']
)
print("Polling archive retrieval job ready queue...")
# Checking that there is a Messages key before proceeding. No 'Messages' key likely
means the queue is empty

if 'Messages' in response:
print("Received a message from the archive retrieval job queue")
jsonresponse = response
# Loading the string into JSON and checking that ArchiveSizeInBytes key is
present before continuing.

jsonresponse=json.loads(jsonresponse[ 'Messages'][@]['Body'])
jsonresponse=json.loads(jsonresponse[ 'Message'])
if 'ArchiveSizeInBytes' in jsonresponse:

receipt_handle = response['Messages'][0]['ReceiptHandle']

if jsonresponse['ArchiveSizeInBytes']:

archive_size = jsonresponse['ArchiveSizeInBytes']

print(f'Received message: {responsel}')
if archive_size > chunk_size:
split_and_send_chunks(archive_size,
jsonresponse[ 'JobId'], chunk_queue_url)

sqs.delete_message(
QueueUrl=notify_queue_url,
ReceiptHandle=receipt_handle)

else:
print("No ArchiveSizeInBytes value found in message")

print(response)

else:
print('No messages available in the queue at this time.')

time.sleep(1l)
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def ReceiveArchiveChunkMessages(chunk_queue_url):
response = sgs.receive_message(
QueueUrl=chunk_queue_url,
AttributeNames=['All'],
MaxNumberOfMessages=1,
WaitTimeSeconds=0,
MessageAttributeNames=['Message']
)
print("Polling archive chunk queue...")
print(response)
# Checking that there is a Messages key before proceeding. No 'Messages' key likely
means the queue is empty
if 'Messages' in response:
jsonresponse = response
# Loading the string into JSON and checking that ArchiveSizeInBytes key is
present before continuing.
jsonresponse=json.loads(jsonresponse[ 'Messages'][@]['Body'])
if 'job_id' in jsonresponse: #checking that there is a job id before continuing
job_id = jsonresponse['job_id']
byterange = "bytes="+str(jsonresponse['start']) + '-' +
str(jsonresponse['end'])
chunk_number = jsonresponsel['chunk_number']
receipt_handle = response['Messages'][0]['ReceiptHandle']
if jsonresponse['job_id']:
print(f'Received message: {responsel}')
GetJobOutputChunks(job_id, byterange, chunk_number)
sgs.delete_message(
QueueUrl=chunk_queue_url,
ReceiptHandle=receipt_handle)
else:
print('No messages available in the chunk queue at this time.')

def initiate_archive_retrieval(archive_id, topic_azrn):
glacier = boto3.client('glacier')

job_parameters = {

"Type": "archive-retrieval",

"ArchiveId": archive_id,

"Description": "Archive retrieval job",

"SNSTopic": topic_arn,

"Tier": "Bulk" # You can change this to "Standard" or "Expedited" based on
your needs

}
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try:
response = glacier.initiate_job(
vaultName=vault_name,
jobParameters=job_parameters

print("Archive retrieval job initiated:")

print(f"Job ID: {response['jobId']}")

print(f"Job parameters: {job_parameters}")

print(f"Complete response: {json.dumps(response, indent=2)3}")

return response['jobId']

except Exception as e:
print(f"Error initiating archive retrieval job: {str(e)}")
raise

def run_async_tasks(chunk_queue_url, workers):
max_workers = workers # Set the desired maximum number of concurrent tasks
with concurrent.futures.ThreadPoolExecutor(max_workers=max_workers) as executor:
for _ in range(max_workers):
executor.submit(ReceiveArchiveChunkMessages, chunk_queue_url)

# One time setup of the necessary queues and topics.
queue_and_topic_atts = setup_queues_and_topic()

topic_arn = queue_and_topic_atts['topic_arn']
notify_queue_url = queue_and_topic_atts['notify_queue_url']
chunk_queue_url = queue_and_topic_atts['chunk_queue_url']

if retrieve_archive:
print("Retrieving the defined archive... The topic arn we will notify when
recalling the archive is: "+topic_azrn)
job_id = initiate_archive_retrieval(archive_id, topic_arn)
else:
print("Retrieve archive is false, polling queues and downloading only.")

while True:
ReceiveArchiveReadyMessages(notify_queue_url, chunk_queue_url)
run_async_tasks(chunk_queue_url,workers)
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« S3 Glacier R RAREFEE]L NI FTRETR , EMERTFAIENRRER,
o WHIATREZELT , FELHRAY, BREEERBEECHEBEEERFIMAE LS,
- BREEEBHUETEREFEMENED R,

o MRBAGH | EALUBE retrieve_archive=False EFFEHIA , UBETH R K MEE
BHFHRRES,

- BEBEENNETRchunk_sizeMAERFREEBMworkersS .
- L5# S3KEK, WE# SNS FIL S SQS Ky A UEWR A Amazon % A,
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£ REST APl T#if4=R

5/ REST AP Ty

THERZ— D ARNTRERE.

1. J83) archive-retrieval XBMWESE, EXEZER , BZHENES (POST jobs ) »
2. EBERE, TEHRBE. EXEZEE , BTERRIESHEE (GET output )

{5 Amazon Glacier F&#4% Amazon CLI

YREJLAER () £ Amazon Glacier ( Amazon Glacier Amazon CLI ) /A Amazon Command Line
Interface TEHER

FA

o (SER%EM ) I%E Amazon CLI

- 1l : A TEHHZE Amazon CLI

( FoRFZM ) ®RE Amazon CLI

1. T#HHEE Amazon CLl, x4 , 52 (Amazon Command Line Interface AF1E ) FHY
UTEH:

IE £ %% Amazon Command Line Interface

IEfE B E Amazon Command Line Interface

2. EHSEREFTHAUTHSRBIESEN Amazon CLIZE., XEHSEESRNEMEL , Ak
565 A BRIA B B )RV EAIE .

« ZEMEM help BF
aws help

- EIRPEREIKF £ Amazon Glacier XHFEM IR |, A list-vaults @
. 123456789012 A H) Amazon Web Services I/~ S iE ik,

aws glacier list-vaults --account-id 123456789012
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- EEFEMNYFIEEHIE Amazon CLI , iEFEHaws configure list@®,

aws configure list

Bl fE T E A= Amazon CLI

(@ Note

BETHNR , BLTAEHE ID, FR]R 1-4 FREMNE ID, RECLMEE THESE
D, BBESE 5 bFo

1. A initiate-job BB BERRRES. BREMEFIHENEE D,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters="{\"Type\":\"inventory-retrieval\"}"

FRERsa

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "*** jobid ***"

2. f#M describe-job EREL—N EFHRE

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

FERsa

"InventoryRetrievalParameters": {
"Format": "JSON"

b

"VaultARN": "#**#* vault arn ***",

"Completed": false,
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"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

BUMERNEISHECEFRETENES, UREBEXHEFRETEANRE , EEBZHES
BH#SE T Amazon Simple Notification Service ( Amazon SNS ) =& , ll Amazon Glacier 275
BRAEFFERZEBLIEES,

BANREXHENRBESHNEANEE, AXESREE , HSHRE Amazon Glacier B E XX+
FEH, RERER/RESEH , Amazon Glacier iR MEIEER SNS ETBAKIEHE.

4. TG , £ get-job-output TR FES TEHEIXH output. json,. WXHFHIEEH
=R D,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

Tt — N2 AT FRIIX .

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",

"InventoryDate":"*** job completion date ***",
"ArchivelList":[

{"Archiveld":"*** archiveid ***",

"ArchiveDescription":*** archive description (if set) ***,
"CreationDate":"*** archive creation date ***",
"Size":"*** archive size (in bytes) ***",
"SHA256TreeHash":"*** archive hash ***"

}
{"ArchiveId":

13
5. f£M initiate-job W TEIRBEXMHEFENMMEENIE. LFEEEAFSH , W THEHAR

B archive-retrieval,
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aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333
--job-parameters="{\"Type\":\"archive-retrieval\",\"ArchiveId\":\"*#** archiveId
***\II}II

6. %%F archive-retrieval S5/, A describe-job SR E L — N HHRES.

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

7. ERERESE , A get-job-output H FTHEWRE,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output_file_name

i B&k Amazon Glacier P RI#42

o3& EH Amazon Glacier ( Amazon Glacier ) BE 24| A MIBRRE. EMIEREZE | X EH Amazon
Command Line Interface (CLI) 4 ERD , BEiEMEA REST API & fEA &R T Java B Amazon
SDK FI.NET @REER HMERER, UTEBEA T WAEA EAT Java B9 Amazon SDK F1.NET
A8 E. REST API #Ml, Amazon CLI

=30}

o FRAERT Java B9 Amazon SDK #£ Amazon Glacier # il r#43

5 Amazon Glacier filBR#4=R R T NET B9 Amazon SDK

« /A REST API MilE& Amazon Glacier £4%

« A Amazon Glacier il 442 Amazon Command Line Interface

BRI AN E — IR — R, EMIRRYE | SSRERKRERPEMEAZR ID, BAUELT
HBETHAURNW U ENXHEETRERRBMER ID. BXTRXHEBTENELEER , BSHE
Amazon Glacier P T X4 EFE,

ERERAEERE | BN EREINERBRERNRRES , EHRRREFTLENK.

FEEMIBRAS SR |, WARASE ID EERTHRRERTREKY , BAERKY , E4BURT THHZ

= .
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* R Amazon Glacier WEIMBRERERE , HMERZEFEERTH N THARRE  WHEERLER
BRETRS AN,

* 2R Amazon Glacier WEIMIBRHEERERE , HERRES SR TEERFHE , NEFES
TR,

EAMERZEMNEZFEER |, S M7 Amazon Glacier B FE 43,

WREREEN, BEREHBRHEEF2S ISR,
MIBRARE K MBREBIETHEXHESZTE  NEEEIIXRTIIECHBRAE | KN Amazon
Glacier BRRKARHEZ —IRXHEBE,

® Note
BXBMBR A ERRNFEER , 5 HE Amazon S3 Glacier F B 3 il BR X142

FEAERT Java B Amazon SDK £ Amazon Glacier i Br 4

UTEFERAERT Java B Amazon SDK €4 API MRS RNSER,

1. 8l AmazonGlacierClient 3 ( BF % ) B3R,
LEEEEFMEERROERN Amazon X, SEALE P IRNITHIERERSNARZ
Amazon X1,

2. B3I — DeleteArchiveRequest KM ZHIREIBFEREL,

BEERMEMNEID. XHEEBMAENIKF ID, MREBFREEIK, ID, IRELFEAESEREMG
RN FERLEBWIEPHEXBKNIK, ID, BXEZELR |, FSREAT Java B Amazon SDK &
Amazon Glacier ¥ EH.

3. USHERIEHRBERITIR , 21T deleteArchive Fi%,

BAR Java REBERUEEE T RIEI D TR,

AmazonGlacierClient client;

DeleteArchiveRequest request = new DeleteArchiveRequest()
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.withVaultName("*** provide a vault name ***'")
.withArchiveId("*** provide an archive ID ***");

client.deleteArchive(request);

(® Note
EXKR REST API (9158 , EZFMIBREZE ( DELETE archive )

TPl ERERT Java B9 Amazon SDK il 1744

LR Java KT ROIERZERT Java B Amazon SDK MIBRIER, BRMMAIEITUL T REIN 2558 |
B ZHE A Eclipse 1217 Amazon Glacier ) Java i, BEEEH X FEBMFFMBRER ID =8
N RAR

Example

import java.io.IOException;
import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;
import com.amazonaws.services.glacier.model.DeleteArchiveRequest;
public class ArchiveDelete {
public static String vaultName = "*** provide vault name ****";
public static String archiveld = "*** provide archive ID***";
public static AmazonGlacierClient client;
public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

try {

// Delete the archive.
client.deleteArchive(new DeleteArchiveRequest()
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.withVaultName(vaultName)
.withArchiveId(archiveld));

System.out.println("Deleted archive successfully.");
} catch (Exception e) {

System.err.println("Archive not deleted.");
System.err.println(e);

A Amazon Glacier fllBr#43 EAF NET B Amazon SDK

BT .NET #9 Amazon SDK APIs 28 & SR ATERRAEBRME T — B BRERBN 5 E.

F;
- ERANERR AP BIERREE EHT .NET By Amazon SDK
o ERESR API MIBREEZR EA T NET By Amazon SDK

FRN S5 API #IBR#R EA T .NET 89 Amazon SDK

ZEP API 9 ArchiveTransferManager KMt 7 & W] LA A KM BR #4232 DeleteArchive /5
o
R EANERB API BIBR#EER EAT NET 8 Amazon SDK

LT C# REIBROMERANE RSB API SEATF NET B Amazon SDK RMIBR#4Z. B X< MMEIE 1T RHA
# step-by-stepiifR , HSRETRE RS, BEEEFHMSM AR ID L RIABE,

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
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class ArchiveDeleteHighLevel

{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";

public static void Main(string[] args)

{
try
{

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.DeleteArchive(vaultName, archiveld);
Console.ReadKey();

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

FERIKSR AP HIERRE FERA T NET #9 Amazon SDK

LUTREEA ERAT NET 89 Amazon SDKHI RIS RN LR,

1. 82 AmazonGlacierClient 3£ ( FF % ) BIEHl,

BEEREFHEEMBRVFZEN Amazon X8, ZEALEFIRRITHMERESERTZ
Amazon X1,

2. Bid8lE — DeleteArchiveRequest EHEHIREFREL,

BETRMHMNE ID, XHERBHMNEWKS ID, NMREFEHIKS ID, MRELEASEHREMAK
SHIEFREZWIERBHEXBKBKS ID, BXEZEELR |, 5 Amazon SDKs 5 Amazon Glacier &t
EH.

3. USHFEARHKIBERNR , 1517 DeleteArchive Hik,

T~ SRR API MIBR#4ZE SEA T .NET B9 Amazon SDK

LT C# RBIGEEA T IE M BT, ZRBIERER API ERT .NET #9 Amazon SDK Rl R4

A NET MiBR#y=x AP W< 2012-06-01 179
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@ Note
BXIKRE REST API H{EE. , ESFIMIER+43E ( DELETE archive ) .

BXRWAZEITHRBIE step-by-stepiiifA , FZHETRETH. BEEFHFMEREZER ID ZETH
K83,

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDeletelowlLevel
{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";

public static void Main(string[] args)

{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Deleting the archive");
DeleteAnArchive(client);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}

static void DeleteAnArchive(AmazonGlacierClient client)
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{
DeleteArchiveRequest request = new DeleteArchiveRequest()
{
VaultName = vaultName,
Archiveld = archiveld
I
DeleteArchiveResponse response = client.DeleteArchive(request);
}

}
}

£/ REST API #llB& Amazon Glacier #4Z
&) LAfE A A BRAS R API SR BRIS 2R

- BXRMBREE APIWEZEER | S FEMIERISZE ( DELETE archive ) o
« BXxfEA REST API W{EE , i§Z [ Amazon Glacier By APl &,

£ Amazon Glacier fl|BR#42 Amazon Command Line Interface

B LAMER () BIBRIE % Glacier ( L5 # Glacier Amazon CLI ) A#I#42, Amazon Command Line
Interface

EZ
o ( 5%ER%ZH ) ®E Amazon CLI
o 5 - {5 M BR 442 Amazon CLI

( FoAR%A ) & E Amazon CLI

1. T & 3BEE Amazon CLlI, BXi%EH , 525 (Amazon Command Line Interface AFIEM)Y K
T ER :

IEfE &% Amazon Command Line Interface

IE#ZE B E Amazon Command Line Interface

2. EMPTERETHAUTHSRBILEHN Amazon CLIEE., XEHSEESREMELT , Bt
565 A BRIA B B SRV EAIE o

o ZRBEMA help 55,
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aws help

- BEIRIMEEEKF £ Amazon Glacier XHFEMFIR , A list-vaults @
. 123456789012 A H Amazon Web Services W/ B9 iR,

aws glacier list-vaults --account-id 123456789012

- EEFEMNYFIEEHIE Amazon CLI , iEFEHaws configure listi®,

aws configure list

I fE P ER#4 2= Amazon CLI

1. fEH initiate-job W HBIFRERRES

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters="{\"Type\":\"inventory-retrieval\"}"

FERsa -

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "*** jobid ***"

2. f£HA describe-job M FRE L —PMRETFHRS.

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

FRER% H -

"InventoryRetrievalParameters": {
"Format": "JSON"
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}I

"VaultARN": "#** yault arn **#*",
"Completed": false,
"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

3. FFHEFZER.

BAMERNESHMECEFRETENESR, UREEXHESRETBARE , AEEBIES
Bt#EE T Amazon Simple Notification Service ( Amazon SNS ) £& , ll Amazon Glacier &5
BREFEOZEBRIEHERE.

BRI LVRBENHEN RS EEHNBAEE, BXEZEER |, BSHE Amazon Glacier & 34
FEEH, REXEHSESEH , Amazon Glacier i MEEER SNS =B KIZHE,

4. TR , £ get-job-output I HIFRRES TEEISH output. json.

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

o TaER— MRS AT FRIIX .

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",
"InventoryDate":"*** job completion date ***",

"ArchivelList":[

{"ArchiveId":"*#** archiveid ***",

"ArchiveDescription":*** archive description (if set) ***,
"CreationDate":"*** archive creation date ***",

"Size":"*** grchive size (in bytes) ***",

"SHA256TreeHash":"*** archive hash ***"

}
{"ArchiveId":

1}

5. fEM delete-archive i T M\XHEFRBREMER , BERTREFEMEER,
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aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id *** archiveid ***
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Amazon SDKs 5 Amazon Glacier ¥ 8¢ 5 F

Amazon T #& SDKs 3 Amazon Glacier FF A S AfEF. SDK E@EJKE Amazon Glacier APl |, A

LML BN REES. i, 3 F&3%EZR Amazon Glacier WENER | HNEEZEEFTEERILENFE
R, FARUHAAIESEN , BREZERBFRM Amazon Z2iEP |, ELITESENSZH T

BAEEKRIEL Amazon Glacier &R F, ©11 Amazon SDKs 2 7T & ZI/KE REST API BYFE |
HIBE T oA TRAEEE R AL IR 578X R o

FB

« Amazon Java f.NET 89 SDK JE

« EAWHA Amazon SDK B9 Amazon Glacier

« EAT Java B Amazon SDK 5 Amazon Glacier #Ei &

« fH5EAT NET 89 Amazon SDK 5 Amazon Glacier &4 £ H

Amazon Command Line Interface (Amazon CLI) & A T & & Amazon Web Services lRFH ( 2
$& Amazon Glacier ) W& —T B, BXTHMEER Amazon CLI, S K Amazon Command Line
Interface. B Amazon Glacier CLI in B3Ik , 5% Amazon CLI i B 5%,

Amazon Java F.NET #J SDK [E

Amazon SDKs 5&fF Java F1.NET WiEH T ERMNERTFERE,

WA LAEAARF A EER P EATF Java B9 Amazon SDK FIkE KA Amazon Glacier 9 &
F .NET 89 Amazon SDK =4,

T ARRLR API ?

REBERFEZZEBS Amazon Glacier X#5HK/E REST APl ( Amazon Glacier B API 2% ) ,
3 FEA Amazon Glacier REST ##4E , 8% API 912t THNMN 5%, BTFREBEREENERX
R, UK A TLE Amazon Glacier RN R, ERTEREFEFERKE Amazon Glacier #1ER
REEXIY,

ERAXEHRHEFAXTESEMNEER , B5HEHT Java B Amazon SDK 5 Amazon Glacier & & &
AFMFEAT NET 8 Amazon SDK 5 Amazon Glacier &,
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frARBHR API?
HTH—SUCRARFTR , XEEHRERFERETEBRNAR. A :

- FRER—ECRERR AP LERR | NRT XHEUREEEEDREEENGERMRUN
LR EERMERBAENREM ( SHA-256 WK E ) . ER , B8R APl 2R ETERK M,

- TEHERINHEFE_EFRERAPI TEHER , FEEXEEHES , EFHESTH , RERK
BESH L. SFEEREMMAERIZE Amazon Simple Notification Service ( Amazon SNS ) E
&, A& Amazon Glacier EE L TR BB Z. WA , EEFEFEAR IR ANFIRRERES T
BOBERBERMEZEE, ZERAPIRETATTREENTE , ZH EZ2LEMBNXES
R, ZREEENMR ID URZBERTFTROBIBH X RER,

BXZERGFAAXIETENER , HSRERT Java B Amazon SDK 5 Amazon Glacier &t £
AMEERT NET 8 Amazon SDK 5 Amazon Glacier &M,

At fE A S RAER API?

BE , MRER API RHTERTREMENGE , WENERSR AP, RAXHFLEREE, B
=, MRER APURBRMEIZINEE , NETUERER AP, 5, ER AP E R FXRERITHRE
2Hl(plm, EREIAMBHTERNZE ). filn, EAMERN , S8 AP 2FAXHRIKRAER
HEEMREREEHE  EREASTRLEME AP, A, ZAPIZEERENEREE , WHUE L&
AMEHIT, BR , ENNAEFIRFENXLERE#TANELRS , EXMBERT , EAIUERER
APl,

fERH A Amazon SDK 89 Amazon Glacier

Amazon BR# T K EH (SDKs) IR THZRITHERIES . BNREFRITESWMEM API, KRBT
BIMHE  ETFRAREBERMBUEERESHENAER.

SDK 3 #4
Amazon CLI

EATF Java B9 Amazon SDK

&R T JavaScript B Amazon SDK

ERAT NET 89 Amazon SDK
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SDK 3 #%

EATF PHP #9 Amazon SDK

Amazon Tools for PowerShell

& A T Python (Boto3) # Amazon SDK

&R T Ruby B9 Amazon SDK

ERAT SAP ABAP B9 Amazon SDK

BX¥BETF Amazon Glacier BIRHI , S EH Amazon Glacier B =4l Amazon SDKs,

ERATF Java B9 Amazon SDK & Amazon Glacier ¥t £

RIS # K ( Amazon Glacier ) &R T Java B9 Amazon SDK 21 7 SR MER APIs , 20ARFT
R, Amazon SDKs 5 Amazon Glacier #£EFEHABX THWEE EA T Java B Amazon SDK , %
BEEA T Java B9 Di# SDK,

(® Note

F 15| Amazon Glacier & F Java 89 Amazon SDK 2t T&RBRZEeNE iR, NAREMN
BB NEFRHELECHESFRLE, R , BRFIEN —THRESXKE,

£

« ERRR AP

- ERER AP

« fH Eclipse i21T Amazon Glacier & Java =4l

« REWR

FERAES API

K4 AmazonGlacierClient 3i2{t 7 BEIE| Amazon Glacier ( Amazon Glacier ) APl 5% ) K
B REST #EMNFAE %, BAEPEA—FA AN |, SELTIEENERTR , HIREMMI
R, EZMBNRF , FETUEIEERE Amazon Glacier TR,
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f5lan , AmazonGlacierClient KiIBM T createVault FERGIEXHE, A ELBMEER
EWRIE X4 E REST B (BSRGIESXHE (PUT vault) ). EFRALEZE , B4 EER
Amazon Glacier TR CreateVaultResult S EKASEH |, ST Java RIBERFIR :

AmazonGlacierClient client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

CreateVaultRequest request = new CreateVaultRequest()
.withAccountId("-")
.withVaultName(vaultName);

CreateVaultResult result = client.createVault(createVaultRequest);

ERPHNAA RS REIERER T &R,

(® Note

EOIEERE , STENRIBERLIEE AccountID, 1BR |, AR EA T Java B Amazon
SDK , #&RAccountIdHW 2 AER , Rt AIEEPFHMERE REAEFSEREL

B, AccountId® 2 Amazon Web Services K/ HiE, WEXMERATZEBERNE
FEXERH Amazon Web Services 1K ID HHIEEL, & A LAIEE Amazon Web Services Ik

ID , BATBLUEERIEE -, EXFEIRL T , Amazon Glacier fEA 5 TEEE RN EIEREKHN
Amazon Web Services Ik ID, MIREBIEELBWIKS ID , FAEETIRIEZR. FHAN &
AT Java B9 Amazon SDK , t1REFREMEKS ID , MESFKS, ID RER -

RS AP

RTH—SEWCRNBARFEFL , ERT Java B9 Amazon SDK 24t 7 RIEKEK APl R FE L5 ESSN
BB RMNArchiveTransferManager®, ERAMRERE TERNAZ , Hl0 upload
download Fi%.

Flan | AR Java REBEXER T upload R A ER EEME,

String vaultName = "examplevault";
String archiveToUpload = "c:/folder/exampleArchive.zip";
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ArchiveTransferManager atm = new ArchiveTransferManager(client, credentials);
String archiveIld = atm.upload(vaultName, "Tax 2012 documents", new
File(archiveToUpload)).getArchiveId();

BFEE , BRITHWEMRESRER TEEEAchiveTransferManager N KAt 5 EHR Amazon
Xig, MREKRIEEEA Amazon XiF , NI EHTF Java B Amazon SDK i&iEus-east-1 1 E1IA
Amazon Xig,

LIEERNRE SRR HIEMER T WEX,

® Note

B4 ArchiveTransferManager XA LUEI AmazonGlacierClient EHI
AWSCredentials SEfIk#3i&,

& Eclipse 21T Amazon Glacier # Java R4l

All Java REBROIMNHE £ 5N B RERKIH Amazon Toolkit for Eclipse. BRALZEREEHEILED
B MRANEELR | 583 http://aws.amazon.com/eclipse. LA TES 5| S &1 AN XA PR 4L A
Java BB =41,

B2 Java KB RAIMNENIRE

1 FRERTE A mazon SDK fo Amazon r Java F 12t Amazon Zif & F Java B9 Amazon
SDK AR | HEHIEH 6l 2 BRI SR B S,

2 £ Eclipse A A2 —1N## Amazon Java B, W EEA EATF Java B9 Amazon
SDKH# 1T T LR &,

3 FRBMNEEERENI D EHFENIE,

4 BIREEEMEREEHNNRDE, 4l , MR EAEAMNH |, NEERHSTHRENZ#E
Z Mo

5 BITZRE, RIEREMERA Amazon Web Services BEZRFHI A RIE TR, BXiZM
E%{EE Amazon Web Services BB &I & , 15\ http://aws.amazon.com/conso
le/o
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Amazon Glacier

FRARER

RE WK

BRiINERT , FRT Java B9 Amazon SDK AL KT mhttps://glacier.us-
east-1.amazonaws.com, FBAILLERNIRBERS , MELT Java RBERFI o

BUT I ER U B Al E AR R AP Fim IRE N RE B S ( RERKM ) XE (us-west-2),

Example

client = new AmazonGlacierClient(credentials);
client.setEndpoint("glacier.us-west-2.amazonaws.com");

UTRBREANAERASHR AP FiR QIRENKE B (HBRMN ) X,

glacierClient = new AmazonGlacierClient(credentials);
sgsClient = new AmazonSQSClient(credentials);
snsClient = new AmazonSNSClient(credentials);

glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");
sgqsClient.setEndpoint('"sqgs.us-west-2.amazonaws.com");
snsClient.setEndpoint('"sns.us-west-2.amazonaws.com");

ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient, sgsClient,
snsClient);

BXRZEH Amazon KB ML w1 K 5I&k | S 1518 Amazon Glacier,

ERA T .NET #9 Amazon SDK 5 Amazon Glacier 4& £ H

EAT NET # Amazon SDK API 7£ AWSSDK .d11 A, X T#HEATF .NET 8 Amazon SDK
NEER |, FHEIRHREE, WAmazon SDKs 5 Amazon Glacier #E{EHA SRR , EAT NETH

Amazon SDK 2 # SR FMELR API,

(® Note

K% APl ME R APl RELELR ST KGR Amazon Glacier. NARFNEIEZ—MN&EF

mARLECAESFERALER R , B FEN —T&RESKEK.

A%
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Amazon Glacier & ARISE
F&
- ERER API
- EASH AP
« BITHRERA
o

o REBEWR

£ AR API

K% AmazonGlacierClient KZ# T BT E Amazon Glacier ( Amazon Glacier ) ( Amazon
Glacier 5 API 2% ) WIKR REST BR¥ENFIE A £, ARHEPEM - ER |, BEAFCIEEN
BRIAR , HIRMEWBIIR , FIE AT E 7 BATE I R XY R A @ 4EIRE Amazon Glacier W R

f5l0 , AmazonGlacierClient REMT CreateVault FERBBEIHE, EtE*fAHH%ETEIJ
KENRIZXHE REST #1E (1 ESRQEXXHE (PUT vault) ) . EfFRLLEZE , BXT6)E
CreateVaultRequest # CreateVaultResponse KMSEH] | LURHERE B MBI Amazon
Glacier MBI , 20LAT C# RBBERFI R :

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USEastl);

CreateVaultRequest request = new CreateVaultRequest()

{

AccountId = "-",
VaultName
};

"%** Provide vault name ***"

CreateVaultResponse response = client.CreateVault(request);

EETNRERRSOIESMERT WEK,

(@ Note

FERIEERE , SIENRBRALIEE AccountId, B2 , EFEHERT NET 8 Amazon
SDK B , R AccountId 2H%ER , At , NIEEHPWAIBERRROIEBARIZE L

{E, AccountId Fi=2 Amazon Web Services I/ 1D, LLEXMSARITFERFJITZIZNE
IEAES<EXHY Amazon Web Services 1K= ID #HIEEL, A EL3EE Amazon Web Services ik F
ID, RFERFIEE , BEE—FERT , Amazon Glacier fEAE AR BFERFTEZNZILR
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BXHY Amazon Web Services Ik ID, MIRBIBELNIKF ID , BOEHP IR/ ERZR. £/
BT NET 89 Amazon SDK B , tNRERIBMHK, ID , MESFKS ID&EER

FEAESH AP

RNTH—SECNARFETL , EATF NET 8 Amazon SDK 27 ArchiveTransferManager
X, ZERNERAPI FRHELSEZXNESINHR. CHARRRERETERANSG X |, flw
Upload # Download,

Bilgn , LUF C# RIBEREER T Upload BRGER LA,

string vaultName = "examplevault";
string archiveToUpload = "c:\folder\exampleArchive.zip";

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USEastl);
string archivelId = manager.Upload(vaultName, "archive description",
archiveToUpload).Archiveld;

BEE , BRITHNEMRESRLNARBELR ArchiveTransferManager X R HEERN Amazon
X, EEPNMESRREEHER T IHEN,

@ Note

&4 ArchiveTransferManager EMAFERSH AmazonGlacierClient EF W , &1
DERZBRZEFIHRBAEL ArchiveTransferManager 8|2 ZEF o

E TR R

AT NET RBROMSEEEARNRLEERT NET B Amazon SDK, BXEZEE , BHIER
T NET # Amazon SDK.,

DTERAEERR TNt iEmPREN KB ROINSER,
B8 NET REBRHIN—MRIE ( £ Visual Studio )

1 A Amazon ZiEGIZE B ESXH , WEATF .NET 89 Amazon SDK &l E Amazon
EUFF AR,
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2 £ Amazon ZET1 B ER B2 Visual Studio T H .

3 B X Program.cs HHRBERAEEERENILD PR,

4 E1TZRE, BIEREFE A Amazon Web Services EEZEIARE TR, BX
Amazon Web Services EE1EH A WEZER , B E hitp://aws.amazon.com/conso
le/o

8% 5 U

BINMERT , EATF NET #9 Amazon SDK i RIRENEZEEI (BBXM ) XiF ( https://
glacier.us-west-2.amazonaws.com) . ALK QIRE N HM Amazon X1 , 2T C# X
BERFT o

BUF B R B Al E R R APl Fim QIREB N XE B S (RENKM ) XE (us-west-2),

Example

AmazonGlacierClient client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

LT RBEREANAEASR AP Fim QUIRENXEES (RBRIMN ) X,

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

BRZ X Amazon XE Mk S KHFHIER |, iS58 Amazon Glacier,
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£ Amazon Glacier B X% =] Amazon SDKs

BUF R REIR R T W4 Amazon Glacier 5 Amazon 844 % E 4 (SDK) — M.

RERKBEEFNRBER , YAELTXXHET. BALNESRET B ERALENMRSEE , &7
DBEEEBEXZ RN ETXERRE,

ZERBER RN MEISE —NMRSHEAASNEKESHM Amazon Web Services IRF RSF 4 &k
SERBETSHRB R,

Fx S Amazon DK FF X EIEmMRB RN TRIIR , FSEMEAHHE Amazon SDK # Amazon
Glacier, AEBIETIFEEXAITNEELUREX 5B SDK MRAHIIEHE S,

R 75 =451
« {#F Amazon Glacier By E 4Rl Amazon SDKs

* Hello Amazon Glacier
« £ Amazon Glacier }A1T##4E Amazon SDKs
+ AddTagsToVault5 Amazon SDK = CLI B &
+ CreateVault5 Amazon SDK = CLI Bt &£/
+ DeleteArchive 5 Amazon SDK = CLI B2 &£
+ DeleteVaults Amazon SDK = CLI B2 &
+ DeleteVaultNotifications5 Amazon SDK = CLI Bi &
+ DescribeJob5 Amazon SDK B CLI B2 & £
+ DescribeVault5s Amazon SDK = CLI B2& £/
+ GetJobOutput5 Amazon SDK = CLI Bt &1 A
+ GetVaultNotifications5 Amazon SDK = CLI Bt &£
« InitiateJob5 Amazon SDK = CLI B2 &
« ListJobs5 Amazon SDK = CLI Bt &
« ListTagsForVault5& Amazon SDK &} CLI B &
« ListVaults&5 Amazon SDK = CLI Et& & F
+ SetVaultNotifications5 Amazon SDK = CLI Bt &£/
+ UploadArchive 5 Amazon SDK = CLI &5 £ F
» UploadMultipartPart5 Amazon SDK 5k CLI Bt & & H API i A 2012-06-01 194
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FRARER

« Amazon Glacier £t 5 Amazon SDKs

« {FH Amazon BT & T E @R 4 ERE) Amazon Glacier , SREUBHH B ES

» 3REY Amazon Glacier B4R N A HF B Amazon BT & T B DI BRI R

£ Amazon Glacier B E &R Amazon SDKs

UTRBREERT WA Amazon Glacier B E A HiR Amazon SDKs.

b
* Hello Amazon Glacier
« £ Amazon Glacier $A1T##4E Amazon SDKs
« AddTagsToVault5 Amazon SDK = CLI B & 1FH
+ CreateVault5 Amazon SDK = CLI B &
+ DeleteArchive 5 Amazon SDK 5 CLI B2 & & F
+ DeleteVault5 Amazon SDK = CLI B4 A
+ DeleteVaultNotifications5 Amazon SDK = CLI Bt & H
+ DescribeJob5 Amazon SDK = CLI B2 & &£
« DescribeVault5 Amazon SDK = CLI B2 &£
+ GetJobOutput5 Amazon SDK = CLI Bt &1
+ GetVaultNotifications’5 Amazon SDK = CLI Bt &
« InitiateJob5 Amazon SDK &, CLI Fii &
« ListJobs& Amazon SDK = CLI Et & & F
« ListTagsForVault5 Amazon SDK = CLI & 1F
+ ListVaults&5 Amazon SDK = CLI B2 & H
+ SetVaultNotifications5 Amazon SDK = CLI Bl & F A
+ UploadArchive 5 Amazon SDK 5 CLI #it & & F
+ UploadMultipartPart5 Amazon SDK = CLI & & £ F

Hello Amazon Glacier
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NET

EATF NET #9 Amazon SDK

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

using Amazon.Glacier;
using Amazon.Glacier.Model;

namespace GlacierActions;

public static class HelloGlacier
{
static async Task Main()

{

var glacierService = new AmazonGlacierClient();

Console.WritelLine("Hello Amazon Glacier!");
Console.Writeline("Let's list your Glacier vaults:");

// You can use await and any of the async methods to get a response.

// Let's get the vaults using a paginator.

var glacierVaultPaginator = glacierService.Paginators.ListVaults(
new ListVaultsRequest { AccountId = "-" });

await foreach (var vault in glacierVaultPaginator.VaultlList)

{
Console.WritelLine($"{vault.CreationDate}:{vault.VaultName}, ARN:

{vault.VaultARN}");
}

« BX APIWFHEER |, B3H 5EHAT NET 8 Amazon SDK APl & #ListVaults#
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3/EventBridge#code-examples
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BX S Amazon DK FF X &ZiEmMRB RO TEIIEK |, HSREATHE Amazon SDK B Amazon
Glacier, AEXEBEIIFEEXAITNEELURBEX LI SDK A HE S,

£/ Amazon Glacier #11THV##/E Amazon SDKs

TR RENER T tAERINITE Amazon Glacier #4E Amazon SDKs., 8N REIEEE —/Ng
6] B 853 GitHub , B IEEF R EXIRENZTRBHHA,

XERBTHIEEAT Amazon Glacier APl , RS E L T XHEITHAEEFHNARBTIE, &AL
£ Amazon Glacier FH1#% 2 Amazon SDKsHES Lt TXXEFRE,

BT REMRBERERANRE, BxZRBIIK , BZH_(Amazon Glacier API &) ,

ax]]

« AddTagsToVault5 Amazon SDK = CLI B & fF A

+ CreateVault5s Amazon SDK = CLI B2 &

+ DeleteArchive 5 Amazon SDK = CLI Bt &£/

+ DeleteVaults Amazon SDK = CLI B2 &

+ DeleteVaultNotifications5 Amazon SDK = CLI Bt & F
+ DescribeJob5 Amazon SDK 5 CLI B4

+ DescribeVaults Amazon SDK = CLI B2 &£/

+ GetJobOutput5 Amazon SDK = CLI Bt &1 A

+ GetVaultNotifications5 Amazon SDK = CLI B2 &
« InitiateJob5 Amazon SDK = CLI Bt &£

+ ListJobs5 Amazon SDK & CLI B4

« ListTagsForVault5 Amazon SDK = CLI f&1F

« ListVaults5 Amazon SDK = CLI Bt &5

+ SetVaultNotifications5 Amazon SDK = CLI Bt &£/
+ UploadArchive 5 Amazon SDK = CLI &4 £

+ UploadMultipartPart5 Amazon SDK = CLI &t & £

AddTagsToVault& Amazon SDK = CLI & fE

UTRBROIERMMEER AddTagsToVault,
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NET

EATF NET #9 Amazon SDK

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

/// <summary>

/// Add tags to the items in an Amazon S3 Glacier vault.

/// </summary>

/// <param name="vaultName">The name of the vault to add tags to.</param>

/// <param name="key">The name of the object to tag.</param>

/// <param name="value">The tag value to add.</param>

/// <returns>A Boolean value indicating the success of the action.</returns>

public async Task<bool> AddTagsToVaultAsync(string vaultName, string key,
string value)

{
var request = new AddTagsToVaultRequest
{
Tags = new Dictionary<string, string>
{
{ key, value },
1,
AccountId = "-",
VaultName = vaultName,
};
var response = await _glacierService.AddTagsToVaultAsync(request);
return response.HttpStatusCode == HttpStatusCode.NoContent;
}

- BXx APl HiFMER , iHS1 EAT .NET B Amazon SDK API $#&AddTagsToVaultH
;8

B’¥%E API fR7s 2012-06-01 198


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3/Glacier#code-examples
https://docs.amazonaws.cn/goto/DotNetSDKV3/glacier-2012-06-01/AddTagsToVault

Amazon Glacier FEANGIER

CLI

Amazon CLI
LT SEAERN my-vault BXHEFRMAMRE

aws glacier add-tags-to-vault --account-id - --vault-name my-vault --
tags id=1234,date=july2015

Amazon Glacier EHITIRENEZEE—/IKF ID % , BEETLUFEREFTRIEE EEFHANK
Fo

« BX API HiF4E S |, 23 HAmazon CLI s S SZAddTagsToVaultF #Y,

AR S Amazon DK FF R EREEMNRB REINTEIIR , FSHEEATHE Amazon SDK # Amazon
Glacier, AXBRIFEBEXRAITNEEUREREAH SDK RAHFHESR.

CreateVaults Amazon SDK = CLI Bt & 1#
LT R RGERNMAIFER CreateVault,

BERFIRAEEFNREER , XA L TXHFIET. EUTRERGG | BUUEFLRENLET
X

- AEXH | KEBAFEHES

NET

ERTF .NET B9 Amazon SDK

(® Note
ERBEZMEREE GitHub, # Amazon RIS RPIFHEFERTERS , THMMH
TIREMIZIT,

/// <summary>
/// Create an Amazon S3 Glacier vault.

/// </summary>
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/// <param name="vaultName">The name of the vault to create.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> CreateVaultAsync(string vaultName)

{
var request = new CreateVaultRequest
{
// Setting the AccountId to "-" means that
// the account associated with the current
// account will be used.
AccountId = "-",
VaultName = vaultName,
13
var response = await _glacierService.CreateVaultAsync(request);
Console.WriteLine($"Created {vaultName} at: {response.Location}");
return response.HttpStatusCode == HttpStatusCode.Created;
}

- BX APIWFAEE , BE2@ EATF NET 8 Amazon SDK APl 3#CreateVaulth i

CLI

Amazon CLI
DLTaaeIEERN my-vault BFISHEE -

aws glacier create-vault --vault-name my-vault --account-id -

Amazon Glacier EHATIRFR FE—NKF ID S% , (BE LAEREFRFREEE EE £ K
Fo

« X API NFAEESR |, FZ5MAmazon CLI i85S £ CreateVaultF i,
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Java

FEATF Java By SDK 2.x

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.CreateVaultRequest;
import software.amazon.awssdk.services.glacier.model.CreateVaultResponse;
import software.amazon.awssdk.services.glacier.model.GlacierException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html
*/
public class CreateVault {
public static void main(String[] args) {
final String usage = """

Usage: <vaultName>

Where:
vaultName - The name of the vault to create.

mwon .,
4

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String vaultName = args[0];
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GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();

createGlacierVault(glacier, vaultName);
glacier.close();

public static void createGlacierVault(GlacierClient glacier, String
vaultName) {
try {
CreateVaultRequest vaultRequest = CreateVaultRequest.builder()
.vaultName(vaultName)
.build();

CreateVaultResponse createVaultResult =
glacier.createVault(vaultRequest);

System.out.println("The URI of the new vault is " +
createVaultResult.location());

} catch (GlacierException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

. Bx API WiF4{E LR |, 53 Amazon SDK for Java 2.x APl £# CreateVaultf i,

JavaScript

& A F JavaScript (v3) WEHF XTI ES

(® Note
EBEZMEREE GitHub, # Amazon RIS RHIFHEFERTER , THMMH
TREMIZT.
BEEF iw,
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const { GlacierClient } = require("e@aws-sdk/client-glacier");
// Set the AWS Region.

const REGION = "REGION";

//Set the Redshift Service Object

const glacierClient = new GlacierClient({ region: REGION });
export { glacierClient };

BB HE,

// Load the SDK for JavaScript
import { CreateVaultCommand } from "eaws-sdk/client-glacier";
import { glacierClient } from "./libs/glacierClient.js";

// Set the parameters
const vaultname = "VAULT_NAME"; // VAULT_NAME
const params = { vaultName: vaultname };

const run = async () => {
try {

const data = await glacierClient.send(new CreateVaultCommand(params));

console.log("Success, vault created!");
return data; // For unit tests.
} catch (err) {
console.log("Error");
}
%

run();

- BXEZELR , H5H (EAT JavaScript 8 Amazon SDK FF & A fi35R) htips:/

docs.amazonaws.cn/sdk-for-javascript/v3/developer-guide/glacier-example-creating-a-

vault.html,

B,

« BX API HFMEE | 5@ AT JavaScript B9 Amazon SDK APl £ # CreateVault®
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EA T JavaScript (v2) WEHEF AT ES

(® Note
BB EZHEXEER GitHub, 7 Amazon RIZRGIFMEERERTERG] , 7 #E N
TREMZETT

// Load the SDK for JavaScript

var AWS = require("aws-sdk");

// Set the region

AWS.config.update({ region: "REGION" });

// Create a new service object
var glacier = new AWS.Glacier({ apiVersion: "2012-06-01" });
// Call Glacier to create the vault
glacier.createVault({ vaultName: "YOUR_VAULT_NAME" }, function (err) {
if (lerr) {
console.log("Created vault!");
}
1)

- BEXEZELR , H3® GERT JavaScript B Amazon SDK F & A RIEE) https://
docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/glacier-example-creating-a-

vault.html,
« BX API H¥EES | 214 5&A T JavaScript B9 Amazon SDK APl 2 #CreateVault$
Mo
PowerShell

EATF PowerShell V4 (W T E

A1 RAPKFRIEFTXHE. BT RM-Accountld ZEIRME(IE , Fitt cmdlet AR
AME " RERREBIKS

New-GLCVault -VaultName myvault

i
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/01234567812 /vaults/myvault

« BX API Hi¥4E 5 , 1219 Amazon Tools for PowerShell Cmdlet £ (V 4)
CreateVault® 8y,

EATF PowerShell VS WL E

R ARPIKF OB X E, BT RE-Accountld SHBMEAE , Eitt cmdlet /2K
AME " RERREBIKS

New-GLCVault -VaultName myvault

i
/01234567812 /vaults/myvault

- BX API HiF4EE , 239 Amazon Tools for PowerShell Cmdlet £ (V 5)
CreateVaultf 9,

Python

iEATF Python #9 SDK ( Boto3 )

® Note
RBEEZHEREL GitHub, # Amazon XIS RGIfFMEEFERTERH , T MMM
TIREMETT.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def create_vault(self, vault_name):
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Creates a vault.

:param vault_name: The name to give the vault.
:return: The newly created vault.

try:
vault = self.glacier_resource.create_vault(vaultName=vault_name)
logger.info("Created vault %s.", vault_name)
except ClientError:
logger.exception("Couldn't create vault %s.", vault_name)
raise

else:
return vault

- BXx APl HiFMER , 5SS EM CreateVaultT Python BJAmazon SDK (Boto3) APl %,

Bx S Amazon DK FRXBHEREAMRB ROV ZEIIXK , ESEFERATHE Amazon SDK B Amazon

Glaciero KEXBRAITFEXAIINEE LR BX LT SDK AR IFHEE,
DeleteArchive5 Amazon SDK = CLI Bt& &M
AR RS RGERANMIER DeleteArchive,

BERHRAEEBFNREBESR , #AELTXHET. EUATREREF |, &
X

- FREVERAE FHHBIBRERE

CLI

Amazon CLI

ST P o i B A7 A

BT delete-archive R"BIM example_vault H il BRIE EF

aws glacier delete-archive \
--account-id 111122223333 \
--vault-name example_vault \

AUERERBENLET

BReE
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--archive-id ScOu9ZP8yaWkmh-XGLIvAVprtLhalLCGnNwN15I5x9HqPIkX5mjc0ODxrId3Ln-
Gi_k2Hzml1IDZUz117KSdVMdMXLuFWi9PJUitxW073edQ43eTLIMWkHOpd9zVSAuV_XXZBVhKhyGhJ7w

AR Nl R IR S
. BAx API NiFHELR |, H3HAmazon CLI s8 55 £ DeleteArchive i,

Java

FEATF Java By SDK 2.x

@ Note
EREZMRIE L GitHub, # Amazon RIS RPIFH#EFERTER , THEMMH

N—

TIREMNETT.

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.DeleteArchiveRequest;
import software.amazon.awssdk.services.glacier.model.GlacierException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/
public class DeleteArchive {

public static void main(String[] args) {
final String usage = """

Usage: <vaultName> <accountId> <archiveId>

Where:
vaultName - The name of the vault that contains the archive to
delete.
accountId - The account ID value.
archiveld - The archive ID value.
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[TRTRIEN
’

if (args.length != 3) {
System.out.println(usage);
System.exit(1l);

String vaultName = args[0];

String accountId = args[1];

String archiveld args[2];

GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();

deleteGlacierArchive(glacier, vaultName, accountId, archiveld);
glacier.close();

public static void deleteGlacierArchive(GlacierClient glacier, String
vaultName, String accountlId,
String archiveld) {
try {

DeleteArchiveRequest delArcRequest = DeleteArchiveRequest.builder()
.vaultName(vaultName)
.accountId(accountId)
.archiveId(archiveld)
.build();

glacier.deleteArchive(delArcRequest);
System.out.println("The archive was deleted.");

} catch (GlacierException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

« Bx API WF4EER |, 2 Amazon SDK for Java 2.x APl &ZDeleteArchive Y,
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Python

& AT Python #9 SDK ( Boto3 )

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def delete_archive(archive):

Deletes an archive from a vault.

:param archive: The archive to delete.
try:
archive.delete()
logger.info(
"Deleted archive %s from vault %s.", archive.id,
archive.vault_name
)
except ClientError:
logger.exception("Couldn't delete archive %s.", archive.id)
raise

« BXx API BFER |, iHS95EMADeleteArchiveF Python #JAmazon SDK (Boto3) APl &
£,
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BX S Amazon DK FF X &ZiEmMRB RO TEIIEK |, HSREATHE Amazon SDK B Amazon
Glacier, AEXEBEIIFEEXAITNEELURBEX LI SDK A HE S,

DeleteVault5S Amazon SDK = CLI Bt &M
AT R RGERNAIER DeleteVault,

BERFIRAEEFNRBER , YTAELTXHET, EUTRBREG | B UEFHRENLET
X

- FREVEER B BRI

CLI
Amazon CLI
LT &S MERE R my-vault BIXHFE :
aws glacier delete-vault --vault-name my-vault --account-id -

T A EREMH H. Amazon Glacier EMITRENZEE—MNKF ID 28, BEATUEAE
FAREEEEERNIKS,
- B API HHiF4E R , iHSAmazon CLI f3 55 2& DeleteVaultF #Y,

Java

ERAT Java B9 SDK 2.x

@ Note

EBEZMHXEE GitHub, £ Amazon KB RHIFMEERERSTERE , T MM
TIREMIZIT.

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.DeleteVaultRequest;
import software.amazon.awssdk.services.glacier.model.GlacierException;

/**
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* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:
*
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html
*/
public class DeleteVault {
public static void main(String[] args) {

final String usage = """
Usage: <vaultName>

Where:
vaultName - The name of the vault to delete.\s

man,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String vaultName = args[Q];

GlacierClient glacier = GlacierClient.buildexr()
.region(Region.US_EAST_1)
.build();

deleteGlacierVault(glacier, vaultName);
glacier.close();

public static void deleteGlacierVault(GlacierClient glacier, String
vaultName) {
try {

DeleteVaultRequest delVaultRequest = DeleteVaultRequest.builder()

.vaultName(vaultName)
.build();

glacier.deleteVault(delVaultRequest);
System.out.println("The vault was deleted!");

} catch (GlacierException e) {
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System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

« X API WFAEE |, i3 % Amazon SDK for Java 2.x APl &£ DeleteVaultf B,

Python

EHTF Python # SDK ( Boto3 )

(® Note
BB EZHEXEER GitHub, £ Amazon RIZRGIFMEERERTE RG] |, 7 #F N
TREMZET

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def delete_vault(vault):

Deletes a vault.

:param vault: The vault to delete.
try:
vault.delete()
logger.info("Deleted vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't delete vault %s.", vault.name)
raise
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« BX API iFEELR | S EADeleteVaultT Python #9Amazon SDK (Boto3) APl &%,

Fx S Amazon DK FF X EiEmMRB RN TRIIR , FSEMEATE Amazon SDK B Amazon
Glacier, AEBIETIFEEXRAITNEELUREXAHH SDK RAHIIEHAE S,

DeleteVaultNotifications5 Amazon SDK = CLI Bt & & A

AT RS RGERNAIER DeleteVaultNotifications,.

CLI
Amazon CLI
T BRI BERY SNS @A
LAF delete-vault-notifications RER T 20 ER Amazon Simple Notification
Service ( Amazon SNS ) & X8 E X HFE K IEH B,
aws glacier delete-vault-notifications \
--account-id 111122223333 \
--vault-name example_vault
Lean S A AR .
- BX API HNiFAEER , S FAmazon CLI i 535 & DeleteVaultNotifications Y,
Python

EATF Python #9 SDK ( Boto3 )

® Note
BB EZHEXREER GitHub, £ Amazon KB RAIFHERERTERG , T FMOMAH
TIREMNIZTT.

class GlacierWrapper:
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"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def stop_notifications(notification):

Stops notifications to the configured Amazon SNS topic.

:param notification: The notification configuration to remove.
try:

notification.delete()

logger.info("Notifications stopped.")
except ClientError:

logger.exception("Couldn't stop notifications.")

raise

- BXx APl BiFME R , i5S &M DeleteVaultNotificationsF Python #JAmazon SDK (Boto3)
APl 2Z&,

BX S Amazon DK FF X EIEEMRB RAINTEIIER , HSREATHE Amazon SDK B Amazon
Glacier, AFXBRAFEXAIINEE LR EX LRI SDK R IFHAE L.,

Describelob5 Amazon SDK = CLI B2 & A

LT R REERINMEER DescribeJob,
CLI

Amazon CLI

ATHSRREN my-vault WXHETEXEFRRESHIES

BE API| MR 2012-06-01 214


https://docs.amazonaws.cn/goto/boto3/glacier-2012-06-01/DeleteVaultNotifications

Amazon Glacier FEANGIER

aws glacier describe-job --account-id - --vault-name my-
vault --job-id zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
R047Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMW

M

"InventoryRetrievalParameters": {
"Format": "JSON"

1,

"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-vault",

"Completed": false,

"JobId": "zbxcm3Z_3z5UkoroF7SuzZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMwW",

"Action": "InventoryRetrieval",

"CreationDate": "2015-07-17T20:23:41.616Z",

"StatusCode": "InProgress"

Bl ID AJLAE aws glacier initiate-job #l aws glacier list-jobs E9#iH K
El, Amazon Glacier EHITIRIERNFE—NKF ID 28 , BEAUEREFRKRIEEEEFEH
HIIK

« BX APl NiFHEER |, 3 EAmazon CLI s 555 #£ DescribeJob® #Y,

PowerShell

EAF PowerShell VA AT E

o~ REEEESHNIFAFEE. EFHINTRG , ATEAERA Read-O GCJob utput cmdlet ¥
EEFHAE (BRIELIIR ) KRR 4R,

Get-GLCJob -VaultName myvault -JobId "oplx...JSbthM"

i
Action : ArchiveRetrieval
Archiveld : 0909j...X-TpIhQJw
ArchiveSHA256TreeHash : 79f3ea754c02f58...dc57bf4395b
ArchiveSizeInBytes : 38034480
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- X API NiF4EER

Completed
CompletionDate
CreationDate

InventorySizeInBytes
JobDescription
JobId
JobOutputPath
OutputLocation
RetrievalByteRange
SelectParameters
SHA256TreeHash
SNSTopic
StatusCode
StatusMessage

Tier

VaultARN

DescribeJob® Y,

EATF PowerShell VS (W T E

False

: 1/1/0001 12:00:00 AM
: 12/13/2018 11:00:14 AM
InventoryRetrievalParameters :

: oplx...JSbthM

: 0-38034479

: 79f3ea754c02f58...dc57bf4395b

InProgress

: Standard
: arn:aws:glacier:us-west-2:012345678912:vaults/test

&2 % Amazon Tools for PowerShell Cmdlet &# (V 4)

1 REEEESHNFEAFEE. EFHIITERE , TLAEA Read-O GCJob utput cmdlet
EFHHE (BRIFRIIR ) RRI KX HRE,

Get-GLCJob -VaultName myvault -JobId "oplx...JSbthM"

M

Action

Archiveld
ArchiveSHA256TreeHash
ArchiveSizeInBytes
Completed
CompletionDate
CreationDate

InventorySizeInBytes
JobDescription

JobId

JobOutputPath
OutputLocation

: ArchiveRetrieval

: 0909j...X-TpIhQIw

: 79f3ea754c02f58...dc57bf4395b
: 38034480

False

: 1/1/0001 12:00:00 AM
: 12/13/2018 11:00:14 AM
InventoryRetrievalParameters :

: oplx...JSbthM

BReE
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RetrievalByteRange : 0-38034479

SelectParameters :

SHA256TreeHash : 79f3ea754c02f58...dc57bf4395b

SNSTopic

StatusCode : InProgress

StatusMessage

Tier : Standazxd

VaultARN : arn:aws:glacier:us-west-2:012345678912:vaults/test

- BX API HiF4E S , 25 Amazon Tools for PowerShell Cmdlet $2& (V 5)

DescribeJobd

Python

AT Python #9 SDK ( Boto3 )

(@ Note
EBELHREE GitHub. 7 Amazon 3R BI 7 E P ERTERH
TREMIZT.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def get_job_status(job):

Gets the status of a job.

:param job: The job to query.
:return: The current status of the job.

try:

3 L Cp:i
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job.load()
logger.info(
"Job %s is performing action %s and has status %s.",
job.id,
job.action,
job.status_code,

)

except ClientError:
logger.exception("Couldn't get status for job %s.", job.id)
raise

else:
return job.status_code

« BXx API HEER |, HSUEADescribeJobF Python B9Amazon SDK (Boto3) APl &
£,

Fx S Amazon DK FF X EHEmMRB RN TRIIR , FSEMEATE Amazon SDK B Amazon
Glacier, AEBIETIFEEXAITNEELUREX5HH SDK RAHIIEHAE S,

DescribeVaults Amazon SDK = CLI Bi& &M
LR RBERNMIER DescribeVault,
NET

ERATF .NET 89 Amazon SDK

(® Note
HREEZHEXER GitHub, £ Amazon KB REIF#EEFERTERG , THENMH
TREMZETT,

/// <summary>

/// Describe an Amazon S3 Glacier vault.

/// </summary>

/// <param name="vaultName">The name of the vault to describe.</param>
/// <returns>The Amazon Resource Name (ARN) of the vault.</returns>
public async Task<string> DescribeVaultAsync(string vaultName)
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{
var request = new DescribeVaultRequest
{
AccountId = "-",
VaultName = vaultName,
I

var response = await _glacierService.DescribeVaultAsync(request);

// Display the information about the vault.
Console.WriteLine($"{response.VaultName}\tARN: {response.VaultARN}");
Console.WriteLine($"Created on: {response.CreationDate}\tNumber
of Archives: {response.NumberOfArchives}\tSize (in bytes):
{response.SizeInBytes}");
if (response.LastInventoryDate != DateTime.MinValue)

{

Console.WriteLine($"Last inventory: {response.LastInventoryDatel}");

return response.VaultARN;

« BX APIWiFHEER |, B3 5EATF .NET B Amazon SDK APl &#DescribeVaultf i

CLI

Amazon CLI
LTS ERB RN my-vault BISTHERMERXETE

aws glacier describe-vault --vault-name my-vault --account-id -

Amazon Glacier EHITIRERNEZE—/NKF ID S8 , BE T LUEHIEFR/FRIEE EEFEHANIK
o

« BX APl WiFHEER |, B3 Amazon CLI s 55 #EDescribeVault#,

Fx S Amazon DK FF X I EEMRB RANTRIIR , FSREATHE Amazon SDK B Amazon
Glacier, AFXBRAFERXRAITNEBE LR EX LRI SDK RASHIFHAE S,
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GetJobOutputS Amazon SDK = CLI &4 £

AT RBRAVERIAFERA GetJobOutput,

BERFIRAEEFNREBESR , XA L TXHFIET. EUTRERGG | SUEFLRENLET
X :

« FREVEERAE FHIBRERE

CLI
Amazon CLI

T X4 EERESNEHRFEEN output. json WHRTE FHHNENXH4H

aws glacier get-job-output --account-id - --vault-name my-
vault --job-id zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
R047Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqLNHS61ds04CnMW output. json

A% aws glacier list-jobs #HitH*KE job-id. EFE , AHXHER—MIES
B, FELETBFERN TR, Amazon Glacier EHRITRENFZE—NKF ID S8 , BEFTUE
REFHFRIEEEREFEANIKS,

Lol
{
"status": 200,
"acceptRanges": "bytes",
"contentType": "application/json"
}

output.json:

{"VaultARN":"arn:aws:glacier:us-west-2:0123456789012:vaults/
my-vault","InventoryDate":"2015-04-07T00:26:18Z2","ArchivelList":
[{"ArchiveId":"kKB7ymWIVpPSwhGP6ycSOAekp9ZYe_--zM_mw6k76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrjOIRQLSGSNuDp-

AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHO@ObjbGehXTcApVud_wyDw", "ArchiveDescription":"multipart

upload

test","CreationDate":"2015-04-06T22:24:34Z" ,"Size" :3145728, "SHA256TreeHash" :"9628195fcdk
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- BXx APl BiFME R , i5ZAmazon CLI f8 52 2& GetJobOutputd #Y,

PowerShell
EATF PowerShell V4 (W TE

R THUNEEEESHTREANERAR , ARNXENRFRIUE LAX4F, R
REHM , WTHRESNERIEREM, MRFE , TUBETEE -Select '*' RERETERE
FNTE R B9 BN R

Read-GLCJobOutput -VaultName myvault -JobId "HSWjArc...Zqg2XLiW" -FilePath "c:
\temp\blue.bin"

- BX API HiF4E 5 , 1§39 Amazon Tools for PowerShell Cmdlet £ (V 4)
GetJobOutput® #y,

FATF PowerShell VS (W T E

A1 THUNEEEESHREANERAR , ARXENRFRIUE LAX4F, R
REHM , WTHESNERIEREM, MRFE , TUBETEE -Select '*' REREZERE
FNTE R B9 BN R

Read-GLCJobOutput -VaultName myvault -JobId "HSWjArc...Zg2XLiW" -FilePath "c:
\temp\blue.bin"

- BX API HiF4E S , 1§39 Amazon Tools for PowerShell Cmdlet $#& (V 5)
GetJobOutput®f #y,

Python

iEATF Python #9 SDK ( Boto3 )

® Note
BB ELHEXREER GitHub, £ Amazon KB RAIFHERERTERG , T FMMAH
TIREMNIZTT.

class GlacierWrapper:
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"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod

def get_job_output(job):
Gets the output of a job, such as a vault inventory or the contents of an
archive.

:param job: The job to get output from.
:return: The job output, in bytes.
try:
response = job.get_output()
out_bytes = response["body"].read()
logger.info("Read %s bytes from job %s.", len(out_bytes), job.id)
if "archiveDescription" in response:
logger.info(
"These bytes are described as
response["archiveDescription"]
)
except ClientError:
logger.exception("Couldn't get output for job %s.", job.id)
raise

10 ™

%s'",

else:
return out_bytes

- BXx APl BWiFER , HSEMAGetJobOutputF Python #IAmazon SDK (Boto3) APl &
£,

AR S Amazon DK FF R EREEMNRB REINTEIIR , FSHEEATHE Amazon SDK # Amazon
Glacier, AXBRIFEBAXRAITNEEUREXREAHN SDK RAEHHFHES.
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GetVaultNotifications5 Amazon SDK = CLI B2 & A
LT RBREERINAMFER GetVaultNotifications,.
CLI

Amazon CLI
LUTHSIREE RN my-vault WXHENBHEENHER
aws glacier get-vault-notifications --account-id - --vault-name my-vault

M

"vaultNotificationConfig": {
"Events": [

"InventoryRetrievalCompleted",
"ArchiveRetrievalCompleted"

1,
"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault"

MERBRNEZXHEEEEMEAN , MIREHEIR. Amazon Glacier HHITRFNFE— MK
P ID 2%, BT AEREFHREEEEERANIKS

. BX APl WiFHEER |, S HAmazon CLI #5455 # GetVaultNotificationsHY o

Python

i& A F Python B9 SDK ( Boto3 )

® Note

EBEZHKEE GitHub, 1 Amazon I RHIFHERERTERE | T ENAHR
TRENZT,

class GlacierWrapper:

"""Encapsulates Amazon S3 Glacier API operations."""
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def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def get_notification(vault):

Gets the currently notification configuration for a vault.

:param vault: The vault to query.
:return: The notification configuration for the specified vault.
try:
notification = vault.Notification()
logger.info(
"Vault %s notifies %s on %s events.",
vault.name,
notification.sns_topic,
notification.events,
)
except ClientError:
logger.exception("Couldn't get notification data for %s.",
vault.name)
raise
else:
return notification

- BX API iFEE , 15 i&FGetVaultNotificationsF Python #9Amazon SDK (Boto3)
APl &%,

AR S Amazon DK FF R EREEMNRB REINTEIIR , HSHEEATHE Amazon SDK # Amazon
Glacier, AXBRIFEBAXRAITNEEUREXREAHN SDK RAEHHFHES.

InitiateJob5 Amazon SDK = CLI & A

LUTRBREVERMAFEH InitiateJob,
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BERFIRAEEFNRBRER , XTAELTXHZET, EUTREBREG | BUUEFHRENLET
X:

- AEXH | REUBAFAEHES

NET

EATF NET #9 Amazon SDK

® Note
BB EZHEXEER GitHub, £ Amazon KB REIFHEPERTERG , T FMMAH
TIREMNIZTT.

o

MXHERRREE, L REIEEA ArchiveTransferManager 2, < API Ni#ER , 5

%] ArchiveTransferManager,

/// <summary>
/// Download an archive from an Amazon S3 Glacier vault using the Archive
/// Transfer Manager.
/// </summary>
/// <param name="vaultName">The name of the vault containing the object.</
param>
/// <param name="archiveId">The Id of the archive to download.</param>
/// <param name="localFilePath">The local directory where the file will
/// be stored after download.</param>
/// <returns>Async Task.</returns>
public async Task<bool> DownloadArchiveWithArchiveManagerAsync(string
vaultName, string archiveld, string localFilePath)
{
try
{

var manager = new ArchiveTransferManager(_glacierService);

var options = new DownloadOptions

{

StreamTransferProgress = Progress!,

};

// Download an archive.
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Console.WriteLine("Initiating the archive retrieval job and then
polling SQS queue for the archive to be available.");
Console.WriteLine("When the archive is available, downloading will

begin.");
await manager.DownloadAsync(vaultName, archiveId, localFilePath,
options);
return true;
}
catch (AmazonGlacierException ex)
{
Console.WriteLine(ex.Message);
return false;
}
}

/// <summary>
/// Event handler to track the progress of the Archive Transfer Manager.

/// </summary>

/// <param name="sender'">The object that raised the event.</param>

/// <param name="args">The argument values from the object that raised the
/// event.</param>

static void Progress(object sender, StreamTransferProgressArgs args)

{
if (args.PercentDone != _currentPercentage)
{
_currentPercentage = args.PercentDone;
Console.WriteLine($"Downloaded {_currentPercentagel}%");
}
}

- BX APIWF#AEE , 52 EATF NET 8 Amazon SDK APl 3#nitiateJob i o
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aws glacier initiate-job --account-id - --vault-name my-vault --job-parameters
"{"Type": "inventory-retrieval"}"

i

"location": "/0123456789012/vaults/my-vault/jobs/
zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMW",

"jobId": "zbxcm3Z_3z5UkoroF7SuzZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMW"

}

Amazon Glacier EHITIREREZEE—NKF ID S8 , BEAUFERAEZFRIECEEFERANK
Fo

T Esh —MEL MR my-vault RZRIA

aws glacier initiate-job --account-id - --vault-name my-vault --job-
parameters file://job-archive-retrieval.json

job-archive-retrieval.json @A XHFRFH— JSON X4 , ATIEEELRSE,
JA#Y ID M — LTS -

"Type": "archive-retrieval",

"ArchiveId": "kKB7ymWIVpPSwhGP6ycSOAekp9ZYe_--zM_mw6k76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrjOIRQLSGsSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw",

"Description": "Retrieve archive on 2015-07-17",

"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-topic"

ERSH IDs A[fEaws glacier upload-archiveMBi P #K Blaws glacier get-
job-output,

7l e
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"location": "/@11685312445/vaults/mwunderl/jobs/17IL5-
EkXyEY9Ws95fClzIbk205uLYaFdAYO0i-
azsX_Z8V6NH4yERHzars8wTKYQMX6NBDIOCcMNHzyZJ059-8N9aHWav",

"jobId": "17IL5-EkXy205uLYaFdAYOiEY9Ws95fClzIbk-
azsX_Z8V6NH4yERHzars8wTKYQMX6NBDI9cMNHzyZJ059-8N9aHWav"

}

BREFLSHERANFAEE
- BXAPIHNEHAER , F

Java

EAT Java B9 SDK 2.x

@ Note

EBEZMEXEE GitHub, £ Amazon KB RHIFMEERERSTERE , T H# MM
TIREMIZIT.

KRRXHEFEEE,

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

/**

software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

java.io.File;
java.io.FileOutputStream;
java.io.IOException;

java.io.OutputStream;

H2 7 {Amazon Glacier API Reference) H#“BEzh4El",

Z @ Amazon CLI S5 55 Z|nitiateJobH HY,

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

core.ResponseBytes;

regions.Region;

services.glacier.
services.glacier.
services.glacier.
services.glacier.
services.glacier.
services.glacier.
services.glacier.
services.glacier.
services.glacier.

GlacierClient;

model.
model.
model.
model.
model.
model.
model.
model.

JobParameters;
InitiateJobResponse;
GlacierException;
InitiateJobRequest;
DescribeJobRequest;
DescribeJobResponse;
GetJobOutputRequest;
GetJobOutputResponse;

* Before running this Java V2 code example, set up your development
* environment, including your credentials.
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*

* For more information, see the following documentation topic:
*
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html
*/
public class ArchiveDownload {
public static void main(String[] args) {

final String usage = """
Usage: <vaultName> <accountId> <path>

Where:
vaultName - The name of the vault.
accountId - The account ID value.
path - The path where the file is written to.

man,
’

if (args.length != 3) {
System.out.println(usage);
System.exit(1l);

String vaultName = args[Q];

String accountId = args[1l];

String path = args[2];

GlacierClient glacier = GlacierClient.buildexr()
.region(Region.US_EAST_1)
.build();

String jobNum = createJob(glacier, vaultName, accountId);
checkJob(glacier, jobNum, vaultName, accountId, path);
glacier.close();

public static String createJob(GlacierClient glacier, String vaultName,

String accountId) {
try {
JobParameters job = JobParameters.builder()
.type("inventory-retrieval")
.build();

InitiateJobRequest initJob = InitiateJobRequest.buildex()
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.jobParameters(job)
.accountId(accountId)
.vaultName(vaultName)
.build();

InitiateJobResponse response = glacier.initiateJob(initJob);

System.out.println("The job ID is: " + response.jobId());

System.out.println("The relative URI path of the job is: " +
response.location());

return response.jobId();

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

}

return ;

// Poll S3 Glacier = Polling a Job may take 4-6 hours according to the
// Documentation.
public static void checkJob(GlacierClient glacier, String jobId, String name,
String account, String path) {
try {

boolean finished = false;

String jobStatus;

int yy = 0;

while (!finished) {
DescribeJobRequest jobRequest = DescribeJobRequest.builder()
.jobId(jobId)
.accountId(account)
.vaultName(name)
.build();

DescribeJobResponse response = glacier.describeJob(jobRequest);
jobStatus = response.statusCodeAsString();

if (jobStatus.compareTo("Succeeded") == 0)
finished = true;

else {
System.out.println(yy + " status is: " + jobStatus);
Thread.sleep(1000);
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yy++;

System.out.println("Job has Succeeded");
GetJobOutputRequest jobOutputRequest = GetJobOutputRequest.builder()
.jobId(jobId)
.vaultName(name)
.accountId(account)
.build();

ResponseBytes<GetJobOutputResponse> objectBytes =
glacier.getJobOutputAsBytes(jobOutputRequest);

// Write the data to a local file.

byte[] data = objectBytes.asByteArray();

File myFile = new File(path);

OutputStream os = new FileOutputStream(myFile);

os.write(data);

System.out.println("Successfully obtained bytes from a Glacier
vault");

os.close();

} catch (GlacierException | InterruptedException | IOException e) {
System.out.println(e.getMessage());
System.exit(1l);

« BXx APl WiFHEER , 3 Amazon SDK for Java 2.x APl &#nitiateJob® Y,

PowerShell
EATF PowerShell V4 (W T E

w1 BRI —TUES  NAFHANEEXHEPRRERE. TUER Get-GLCJob cmdlet
REFELIVRS. EFSKUTHKE , ATEMREL-GCJob #ith cmdlet FEFRABTR R4t
XHRL,

Start-GLCJob -VaultName myvault -JobType "archive-retrieval" -JobDescription
"archive retrieval" -ArchiveId "0909j...TX-TpIhQJw"

BE API| W< 2012-06-01 231


https://docs.amazonaws.cn/goto/SdkForJavaV2/glacier-2012-06-01/InitiateJob

Amazon Glacier FEANGIER

i
JobId JobOutputPath Location
oplx...JSbthM /012345678912 /vaults/test/jobs/

oplxe...I4HqCHkSJISbthM

- B API #4452 , 55 Amazon Tools for PowerShell Cmdlet 22 (V 4) InitiateJob
Mo
&R T PowerShell V5 WTE
A1 BRI —0ES  NEFRBENEEXHETRRRIYE, AR Get-GLCJob cmdlet

KEELEPRS. EFS5RNTRRE , WTAERARE-GCJob fith cmdlet FEFHNBRZR A it
XHRL,

Start-GLCJob -VaultName myvault -JobType "archive-retrieval" -JobDescription
"archive retrieval" -ArchiveId "0909j...TX-TpIhQJw"

LTl
JobId JobOutputPath Location
oplx...JSbthM /012345678912 /vaults/test/jobs/

oplxe...I4HqCHkSJISbthM

- BX API HiFHELE , 12 Amazon Tools for PowerShell Cmdlet £Z (V 5) InitiateJobH
198
Python

iE AT Python #9 SDK ( Boto3 )

(@ Note
EBEZHXREEL GitHub, 7 Amazon KB REITFEEPERTERA , TN
TIRENETT.

BRI EFE.
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class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def initiate_inventory_retrieval(vault):
Initiates an inventory retrieval job. The inventory describes the
contents
of the vault. Standard retrievals typically complete within 3-5 hours.
When the job completes, you can get the inventory by calling
get_output().

:param vault: The vault to inventory.
:return: The inventory retrieval job.
try:
job = vault.initiate_inventory_retrieval()
logger.info("Started %s job with ID %s.", job.action, job.id)
except ClientError:
logger.exception("Couldn't start job on vault %s.", vault.name)
raise
else:
return job

MR RER,

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource
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@staticmethod
def initiate_archive_retrieval(archive):
Initiates an archive retrieval job. Standard retrievals typically
complete
within 3-5 hours. When the job completes, you can get the archive
contents
by calling get_output().

:param archive: The archive to retrieve.
:return: The archive retrieval job.
try:
job = archive.initiate_archive_retrieval()
logger.info("Started %s job with ID %s.", job.action, job.id)
except ClientError:
logger.exception("Couldn't start job on archive %s.", archive.id)
raise
else:
return job

- BX API BWiFHER , IS &M nitiateJobF Python BIAmazon SDK (Boto3) API &%,

AR S Amazon DK FF R EREEMNRB REINTEIIR , HSHEEATHE Amazon SDK # Amazon
Glacier, AXBRIFEBAXRAITNEEUREXREAHN SDK A FHEE.

ListJobs5 Amazon SDK = CLI Bt &M
DTRBREERDAIER ListJobs,

BERFIRABEEFNRBER , YAELTXHET, BUUEUATRBREFEFRIREENLET
X

- AEXH | REUBAIFAEHES
- REVEERNE FHIBRIE
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NET

EATF NET #9 Amazon SDK

@ Note

EBEZMHXEE GitHub, £ Amazon KB RHIFMEERERSTERE , T8 A
TIREMIZIT.

/// <summary>

/// List Amazon S3 Glacier jobs.

/// </summary>

/// <param name="vaultName">The name of the vault to list jobs for.</param>
/// <returns>A list of Amazon S3 Glacier jobs.</returns>

public async Task<List<GlacierJobDescription>> ListJobsAsync(string

vaultName)
{

var request = new ListJobsRequest

{
// Using a hyphen "-" for the Account Id will
// cause the SDK to use the Account Id associated
// with the current account.
AccountId = "-",
VaultName = vaultName,

I

var response = await _glacierService.ListJobsAsync(request);

return response.Joblist;

- BXAPIWFAEER , B2 EATF NET 8 Amazon SDK API & #ListJobsH Y,

CLI
Amazon CLI
DR SHET AN my-vault BXHEN EE#HTHRIETREL
R API FRA 2012-06-01 235


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3/Glacier#code-examples
https://docs.amazonaws.cn/goto/DotNetSDKV3/glacier-2012-06-01/ListJobs

Amazon Glacier FEANGIER

aws glacier list-jobs --account-id - --vault-name my-vault
B
{
"JobList": [
{

"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",

"RetrievalByteRange": "0-3145727",

"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault",

"Completed": false,

"SHA256TreeHash":

"9628195fcdbcbbe76cdde932d4646fTa7de5f219fb39823836d81f@cc@elB8aab7",

"JobId": "17IL5-EkXyEY9Ws95fClzIbk205uLYaFdAYO0i-
azsX_Z8V6NH4yERHzars8wTKYQMX6NBDIOCcMNHzyZJ059-8N9aHWav",

"ArchiveId": "kKB7ymWJVpPSwhGP6ycSOAekp9ZYe_--
zM_mw6k76ZFGEIWQX-ybtRDvc2VkPSDtfKmQrjOIRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHO@bjbGehXTcApVud_wyDw",

"JobDescription": "Retrieve archive on 2015-07-17",

"ArchiveSizeInBytes": 3145728,

"Action": "ArchiveRetrieval",

"ArchiveSHA256TreeHash":

"9628195fcdbcbbe76cdde932d4646fa7de5f219fb39823836d81f@cc@elB8aab7",

"CreationDate": "2015-07-17T21:16:13.840Z7",

"StatusCode": "InProgress"

"InventoryRetrievalParameters": {
"Format": "JSON"

3,

"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",

"Completed": false,

"JobId": "zbxcm3Z_3z5UkoroF7SuzZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XglNHS61ds04CnMw",

"Action": "InventoryRetrieval",
"CreationDate": "2015-07-17T20:23:41.616Z",
"StatusCode": ""InProgress""
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Amazon Glacier EHITIRERZEE—/NIKF ID S , B A LUE FIiE F /KIS E IE £ £ ARk
Fo

« X API NiFHEER | BHZHEAmazon CLI fs 5SS #EListJobsH Y,

Python

AT Python #9 SDK ( Boto3 )

® Note
RBEEZHEREL GitHub, % Amazon XIS RGIfFMEEFERTERH , T MMM
TIREMETT.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def list_jobs(vault, job_type):

Lists jobs by type for the specified vault.

:param vault: The vault to query.
:param job_type: The type of job to list.
:return: The list of jobs of the requested type.
job_list = []
try:
if job_type == "all":
jobs = vault.jobs.all()
elif job_type == "in_progress":
jobs = vault.jobs_in_progress.all()
elif job_type == "completed":
jobs = vault.completed_jobs.all()
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elif job_type == "succeeded":
jobs = vault.succeeded_jobs.all()
elif job_type == "failed":
jobs = vault.failed_jobs.all()
else:
jobs = []
logger.warning("%s isn't a type of job I can get.", job_type)
for job in jobs:
job_list.append(job)
logger.info("Got %s %s job %s.", job_type, job.action, job.id)
except ClientError:
logger.exception("Couldn't get %s jobs from %s.", job_type,
vault.name)
raise
else:
return job_list

- B APl WiFMER , HS &M ListJobsF Python #§Amazon SDK (Boto3) APl &,

BX S Amazon DK FF A BIEMRE REIMNTRIIEK , S HEERTAE Amazon SDK #J Amazon
Glaciero AREBIEDIFEERXATNERUREXERH SDK A FHAEE,

ListTagsForVault5 Amazon SDK = CLI &4
T RBRAERMMAER ListTagsForVault,
.NET

EHEATF NET 89 Amazon SDK

(@ Note

BEBEZHXEER GitHub, 7 Amazon R REIFHEEFEKRTERE , 7 MM
TIREMIZIT.

/// <summary>
/// List tags for an Amazon S3 Glacier vault.

/// </summary>
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/// <param name="vaultName">The name of the vault to list tags for.</param>
/// <returns>A dictionary listing the tags attached to each object in the
/// vault and its tags.</returns>

public async Task<Dictionary<string, string>> ListTagsForVaultAsync(string

vaultName)
{

var request = new ListTagsForVaultRequest

{
// Using a hyphen "-" for the Account Id will
// cause the SDK to use the Account Id associated
// with the default user.
AccountId = "-",
VaultName = vaultName,

I

var response = await _glacierService.ListTagsForVaultAsync(request);

return response.Tags;

- BX APIHFAEER |, FSRE EHAT NET 89 Amazon SDK APl &ZListTagsForVaults
08

CLI

Amazon CLI

UTawSHNMATERN my-vault B XXHERRE

aws glacier list-tags-for-vault --account-id - --vault-name my-vault
i
{
"Tags": {
"date": "july2015",
IlidII: I|1234I|
}
}
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Amazon Glacier ERITIRENEZEE—/NKF ID S8 , BEUUFERAEF
Fo

RFSR4E E IE1E £ F A K

« BX API BHiFHE R |, S 9Amazon CLI ss S SEListTagsForVaultd i,

Fx S Amazon DK FF X EEmMRB ROINTRIIR , FSEMEATE Amazon SDK B Amazon

Glaciero XXX AIFEFXAIINEELURBEXEHR SDK AR IFHAE R,
ListVaults& Amazon SDK = CLI Bt &£ A
LLTRBREERI{AIER ListVaults.

BRERFIRABEEFNRBRER , YTAELTXHZET. EUTRBREG | &
X:

- BAEXH | REUBAFAEHES

NET

EATF NET #9 Amazon SDK

(® Note
EEEZMEXEE GitHub, £ Amazon KB RHIF#ERERTE
TRENZT,

/// <summary>
/// List the Amazon S3 Glacier vaults associated with the ¢
/// </summary>
/// <returns>A list containing information about each vault

TUSERBEENET

R, T RN e

urrent account.

.</returns>

public async Task<List<DescribeVaultOutput>> ListVaultsAsync()

{

var glacierVaultPaginator = _glacierService.Paginators.ListVaults(

new ListVaultsRequest { AccountId = "-" });
var vaultlList = new List<DescribeVaultOutput>();

await foreach (var vault in glacierVaultPaginator.VaultlList)

{
vaultList.Add(vault);
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return vaultlList;

- X APIWFMER , B3 FATF NET 9 Amazon SDK APl ZZListVaultsH 4,

CLI

Amazon CLI

LA am5 51 e BRIA K 7= 70 X Y SO

aws glacier list-vaults --account-id -

M
{
"VaultList": [
{
"SizeInBytes": 3178496,
"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",
"LastInventoryDate": "2015-04-07T00:26:19.028Z2",
"VaultName": "my-vault",
"NumberOfArchives": 1,
"CreationDate": "2015-04-06T21:23:45.708Z2"
}
]
}

Amazon Glacier EHITIREFNZEE—/NIKF ID S, B A LUE FIiE F /RIS E IE £ £ AR K
Fo
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Java

FEATF Java By SDK 2.x

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH

—

TRENZT,

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.model.ListVaultsRequest;
import software.amazon.awssdk.services.glacier.model.ListVaultsResponse;
import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.DescribeVaultOutput;

import software.amazon.awssdk.services.glacier.model.GlacierException;
import java.util.lList;

/**

*

*

*

*

*

*

Before running this Java V2 code example, set up your development
environment, including your credentials.

For more information, see the following documentation topic:

https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-

started.html

*/

public class ListVaults {

public static void main(String[] args) {
GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();

listAllVault(glacier);
glacier.close();

public static void listAllVault(GlacierClient glacier) {
boolean listComplete = false;
String newMarker = null;
int totalVaults = 0;
System.out.println("Your Amazon Glacier vaults:");
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try {
while (!listComplete) {
ListVaultsResponse response = null;
if (newMarker != null) {
ListVaultsRequest request = ListVaultsRequest.builder()
.marker(newMarker)
.build();

response = glacier.listVaults(request);
} else {
ListVaultsRequest request = ListVaultsRequest.builder()
.build();
response = glacier.listVaults(request);

List<DescribeVaultOutput> vaultList = response.vaultlList();
for (DescribeVaultOutput v : vaultlList) {

totalVaults += 1;

System.out.println("* " + v.vaultName());

// Check for further results.

newMarker = response.marker();

if (newMarker == null) {
listComplete = true;

if (totalVaults == 0) {
System.out.println("No vaults found.");

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

. Bx API NiF4{ELR |, 53 Amazon SDK for Java 2.x APl Z#ListVaultsH /Y,
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class GlacierWrapper:

"""Encapsulates Amazon S3 Glacier API operations.

def

def

__init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

list_vaults(self):

Lists vaults for the current account.
try:
for vault in self.glacier_resource.vaults.all():
logger.info("Got vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't list vaults.")
raise

- BX API HiFEE |, S EHAListVaultsF Python #1Amazon SDK (Boto3) APl &%,

BX S Amazon DK FF R EiEmMRB RN TEIIK , HSREATE Amazon SDK By Amazon
Glacier, AFXBESIFEXAIINEE LR EX LM SDK R IFHE S,

SetVaultNotifications5 Amazon SDK = CLI B2 & A

AT R REGERNMAIER SetVaultNotifications,

BReE
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BETHRAEEFNABRER , XTELTXHIET,. EATRERGD , BUNEFHBENLET
X :

- AEXH | REUBAFAEHES

CLI
Amazon CLI

LT&HSRERN my-vault BXHEEE SNS B4 :

aws glacier set-vault-notifications --account-id - --vault-name my-vault --vault-
notification-config file://notificationconfig.json

notificationconfig.json RHAIXHXKHE— JSON X ¥4 , ATFIEE SNS TEHNEX
mHEH -

{

"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault",

"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]

Amazon Glacier ERITIREREZEE—NKF ID 28 , BEAUERAEFZFRIECEEFERANK
Fo

« BXx APl WiF4EER |, BHZHEAmazon CLI i35 5 £ SetVaultNotifications Y o

Python

AT Python #9 SDK ( Boto3 )

® Note

EBEZHKEE GitHub, 1 Amazon R RHIFHEENERTERA | TN

—

TRENZT,

class GlacierWrapper:

"""Encapsulates Amazon S3 Glacier API operations."""

BE API| A< 2012-06-01 245


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/glacier/set-vault-notifications.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/glacier#code-examples

Amazon Glacier FEANGIER

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def set_notifications(self, vault, sns_topic_azrn):
Sets an Amazon Simple Notification Service (Amazon SNS) topic as a target
for notifications. Amazon S3 Glacier publishes messages to this topic for
the configured list of events.

:param vault: The vault to set up to publish notifications.
:param sns_topic_arn: The Amazon Resource Name (ARN) of the topic that
receives notifications.
:return: Data about the new notification configuration.
try:
notification = self.glacier_resource.Notification("-", vault.name)
notification.set(
vaultNotificationConfig={
"SNSTopic": sns_topic_arn,
"Events": [
"ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted",

]I

)
logger.info(
"Notifications will be sent to %s for events %s from %s.",
notification.sns_topic,
notification.events,
notification.vault_name,
)
except ClientError:
logger.exception(
"Couldn't set notifications to %s on %s.", sns_topic_azrn,
vault.name
)
raise
else:
return notification
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- BX API HiF4ELR , S 93&E A SetVaultNotificationsF Python #JAmazon SDK (Boto3)
APl &,

BX S Amazon DK F R BIEmMAB RN TEIIK , 5SS REHTHE Amazon SDK By Amazon
Glacier, AFXBESIFEXAIINEE LR EX LM SDK AW IFHE S,

UploadArchive5S Amazon SDK 5 CLI Bt & {E
AT RBRAVERIEFEA UploadArchive,

BERFIRAEEFNRBRER , XTAELTXHET, EUTREBREG | B UEFHRENLET
X :

- BARXH | REUBAHAEHES

NET

EHEATF NET 89 Amazon SDK

(@ Note
EBEZHEREE GitHub, # Amazon RS RHIFH#EFERTER , THMMH
TREMIZT,.

/// <summary>
/// Upload an object to an Amazon S3 Glacier vault.
/// </summary>
/// <param name="vaultName">The name of the Amazon S3 Glacier vault to upload
/// the archive to.</param>
/// <param name="archiveFilePath">The file path of the archive to upload to
the vault.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<string> UploadArchiveWithArchiveManager(string vaultName,
string archiveFilePath)
{
try
{

BE API| R 2012-06-01 247


https://docs.amazonaws.cn/goto/boto3/glacier-2012-06-01/SetVaultNotifications
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3/Glacier#code-examples

Amazon Glacier FEANGIER

var manager = new ArchiveTransferManager(_glacierService);

// Upload an archive.

var response = await manager.UploadAsync(vaultName, "upload archive
test", archiveFilePath);

return response.Archiveld;

}
catch (AmazonGlacierException ex)
{
Console.WriteLine(ex.Message);
return string.Empty;
}

« BX APIHFHESR | B2 EBT NET 8 Amazon SDK APl 2#UploadArchive Y,

CLI

Amazon CLI

LTFan 8N archive. zip R XHRFHER- LEBER my-vault BIXHE :

aws glacier upload-archive --account-id - --vault-name my-vault --
body archive.zip

i

"archiveId": "kKB7ymWJVpPSwhGP6ycSOAekp9ZYe_--
zM_mwbk76ZFGEIWQX-ybtRDvc2VkPSDtfKmQrj@IRQLSGsNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHO@bjbGehXTcApVud_wyDw",

"checksum":

"969fb39823836d81f0@cc028195fcdbcbbe76cdde932d4646fa7de5f21e18aab7",

"location": "/0123456789012/vaults/my-vault/archives/
kKB7ymWJIVpPSwhGP6ycSOAekp9ZYe_--zM_mwbk76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrj@IRQLSGsNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw"

}
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FRARER

Amazon Glacier TR /ERE

o

—NKFP ID S8,

1B A& AT LAE A & T RF R 16 E IE £ 68 A A K

ERR EENERN , TEMA aws glacier initiate-job TS E 3 R4EM .
Z#Amazon CLI @555 % UploadArchive 1 #Y,

- BXAPIHNEFHARES , 17

Java

EAT Java B9 SDK 2.x

® Note
HBEEZHEXREER GitHub, £ Amazon KB RAIFHEPERTERG , T HFMMAH

~—

TRENZT,

import
import
import
import
import
import
import
import
import
import
import
import

/**

software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.

java.io.File;
java.nio.file.Path;
java.nio.file.Paths;
java.io.FileInputStream;
java.io.IOException;
java.security.MessageDigest;
java.security.NoSuchAlgorithmException;

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

regions.Region;

services.glacier
services.glacier
services.glacier
services.glacier

.GlacierClient;
.model.UploadArchiveRequest;
.model.UploadArchiveResponse;
.model.GlacierException;

* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/

public class UploadArchive {

static final int ONE_MB =

1024 * 1024;
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public static void main(String[] args) {
final String usage = """

Usage: <strPath> <vaultName>\s

Where:
strPath - The path to the archive to upload (for example, C:\
\AWS\\test.pdf).
vaultName - The name of the vault.

min,
’

if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

String strPath = args[0];

String vaultName = args[1];

File myFile = new File(strPath);

Path path = Paths.get(strPath);

GlacierClient glacier = GlacierClient.buildex()
.region(Region.US_EAST_1)
.build();

String archiveld = uploadContent(glacier, path, vaultName, myFile);
System.out.println("The ID of the archived item is " + archiveld);
glacier.close();

public static String uploadContent(GlacierClient glacier, Path path, String
vaultName, File myFile) {
// Get an SHA-256 tree hash value.
String checkVal = computeSHA256(myFile);
try {
UploadArchiveRequest uploadRequest = UploadArchiveRequest.buildexr()
.vaultName(vaultName)
.checksum(checkVal)
.build();

UploadArchiveResponse res = glacier.uploadArchive(uploadRequest,
path);
return res.archivelId();
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} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

}

return ;

private static String computeSHA256(File inputFile) {
try {
byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 tree hash = %s\n", toHex(treeHash));
return toHex(treeHash);

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s",
inputFile, ioe.getMessage());
System.exit(-1);

} catch (NoSuchAlgorithmException nsae) {
System.err.format("Cannot locate MessageDigest algorithm for SHA-256:
%s", nsae.getMessage());
System.exit(-1);
}

return

mim,
’

public static byte[] computeSHA256TreeHash(File inputFile) throws
IOException,
NoSuchAlgorithmException {

byte[J[] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
return computeSHA256TreeHash(chunkSHA256Hashes);

/**
* Computes an SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk, even if it's smaller than 1 MB.
*/
public static byte[][] getChunkSHA256Hashes(File file) throws IOException,
NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
long numChunks = file.length() / ONE_MB;
if (file.length() % ONE_MB > 0) {
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numChunks++;

if (numChunks == @) {
return new byte[][] { md.digest() };

byte[][] chunkSHA256Hashes = new byte[(int) numChunks][];
FileInputStream fileStream null;

try {
fileStream = new FileInputStream(file);
byte[] buff = new byte[ONE_MB];

int bytesRead;
int idx = 0;

while ((bytesRead = fileStream.read(buff, @, ONE_MB)) > 0) {
md.reset();
md.update(buff, @, bytesRead);
chunkSHA256Hashes[idx++] = md.digest();

return chunkSHA256Hashes;

} finally {
if (fileStream != null) {

try {
fileStream.close();

} catch (IOException ioe) {
System.err.printf("Exception while closing %s.\n %s",

file.getName(),
ioe.getMessage());

/**
* Computes the SHA-256 tree hash for the passed array of 1 MB chunk
* checksums.
*/
public static byte[] computeSHA256TreeHash(byte[][] chunkSHA256Hashes)
throws NoSuchAlgorithmException {
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MessageDigest md = MessageDigest.getInstance('"SHA-256");
byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.length > 1) {
int len = prevLvlHashes.length / 2;
if (prevLvlHashes.length % 2 != @) {
len++;

byte[][] currLvlHashes = new byte[len][];
int j = 0;
for (int 1 = @; i < prevLvlHashes.length; i =i + 2, j++) {

// If there are at least two elements remaining.
if (prevLvlHashes.length - i > 1) {

// Calculate a digest of the concatenated nodes.
md.reset();

md.update(prevLvlHashes[i]);
md.update(prevLvlHashes[i + 1]);
currLvlHashes[j] = md.digest();

} else { // Take care of the remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

prevLvlHashes = currlLvlHashes;

return prevLvlHashes[0];

/**
* Returns the hexadecimal representation of the input byte array
*/
public static String toHex(byte[] data) {
StringBuilder sb = new StringBuilder(data.length * 2);
for (byte datum : data) {
String hex = Integer.toHexString(datum & OxFF);

if (hex.length() == 1) {
// Append leading zero.
sb.append("0");
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}
sb.append(hex);

}

return sb.toString().toLowerCase();

- BX APl NiFAE L , S8 Amazon SDK for Java 2.x APl 22 UploadArchive Y,

JavaScript

EATF JavaScript (v3) WHHGHF AT ES

(® Note
BEEZHEXEER GitHub, £ Amazon BB R FEEPFERTERG , 7 HFM A
TREMEZETT,
BEBEF iR,

const { GlacierClient } = require("@aws-sdk/client-glacier");
// Set the AWS Region.

const REGION = "REGION";

//Set the Redshift Service Object

const glacierClient = new GlacierClient({ region: REGION });
export { glacierClient };

LR,

// Load the SDK for JavaScript
import { UploadArchiveCommand } from "@aws-sdk/client-glacier";
import { glacierClient } from "./libs/glacierClient.js";

// Set the parameters
const vaultname = "VAULT_NAME"; // VAULT_NAME

// Create a new service object and buffer
const buffer = new Buffer.alloc(2.5 * 1024 * 1024); // 2.5MB buffer
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const params = { vaultName: vaultname, body: buffer };

const run = async () => {
try {
const data = await glacierClient.send(new UploadArchiveCommand(params));
console.log("Archive ID", data.archiveld);
return data; // For unit tests.
} catch (err) {
console.log("Error uploading archive!", err);
}
};

run();

- BXESZEE , E5H GEAT JavaScript B Amazon SDK FF & A & 18/) https:/

docs.amazonaws.cn/sdk-for-javascript/v3/developer-guide/glacier-example-
uploadarchive.html,

« BX API FER |, 5519 EAT JavaScript B9 Amazon SDK APl 2 ZUploadArchive s

fYo

&R T JavaScript (v2) WEHEF AT ES

® Note
RBEZHEREL GitHub, % Amazon ISR GIfFMEEFERTERH , T MM
TIREMETT.

// Load the SDK for JavaScript

var AWS = require("aws-sdk");

// Set the region

AWS.config.update({ region: "REGION" });

// Create a new service object and buffer
var glacier = new AWS.Glacier({ apiVersion: "2012-06-01" });
buffer = Buffer.alloc(2.5 * 1024 * 1024); // 2.5MB buffer

var params = { vaultName: "YOUR_VAULT_NAME", body: buffer };
// Call Glacier to upload the archive.
glacier.uploadArchive(params, function (err, data) {
if (err) {
console.log("Error uploading archive!", err);
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} else {
console.log("Archive ID", data.archiveld);

}
1)

- BXESER , B2 (EAT JavaScript 9 Amazon SDK FF & A R 18R) https:/
docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/glacier-example-

uploadrchive.html,

« BX API FER |, 5519 AT JavaScript B9 Amazon SDK APl 2 ZUploadArchive s
9,

PowerShell

ERAT PowerShell VA I T E

R FRANG EEREEXHE | BREESE ID MITEHNREN,

Write-GLCArchive -VaultName myvault -FilePath c:\temp\blue.bin

B
FilePath Archiveld Checksum
C:\temp\blue.bin 0909jUUs...TTX-TpIhQJw 79f3e...f4395b

™2 RXHRBEREHHAR LEZFAF K PRIEEXHEF, X T EENESNX
# , cmdlet B R HXHFER. HNHER ID MITEEHERREHN,

Write-GLCArchive -VaultName myvault -FolderPath . -Recurse

i
FilePath Archiveld Checksum
C:\temp\blue.bin 0909jUUs...TTX-TpIhQJw 79f3e...f4395b
C:\temp\green.bin gXAf0dSG. ..czo729UHXrw d50al...9184b9
C:\temp\lum.bin 39aNifP3...q9nb8nZkFIg 28886...5c3e27
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C:\temp\red.bin vp7E61U_. ..Ejk_HhjAxKA e@5f7...4e34f5
C:\temp\Folderl\filel.txt _eRINlip...5Sxy7dD2BaA d@d2a...c8a3ba
C:\temp\Folder2\file2.iso -Ix3jlmu...iXiDh-XfOPA 7469e...3e86f1

« BX API HiF4HE S , 129 Amazon Tools for PowerShell Cmdlet £ (V 4)
UploadArchive 14,

ERAT PowerShell V5 T E

M REAXH LEFEEXHE  BEMRE ID MiTEHAREN,

Write-GLCArchive -VaultName myvault -FilePath c:\temp\blue.bin

L7l e
FilePath Archiveld Checksum
C:\temp\blue.bin 0909jUUs...TTX-TpIhQJw 79f3e...f4395b

™2 RXHRBEREHNAR LEF AP K PREEXHE. X T ELEHNESNX

# , cmdlet B2 A KX AR, HNRER ID MITFHOERKRE M,

Write-GLCArchive -VaultName myvault -FolderPath . -Recurse

M

FilePath Archiveld Checksum

C:\temp\blue.bin 0909jUUs...TTX-TpIhQJw 79f3e...f4395b
C:\temp\green.bin gXAf0dSG. ..czo729UHXrw d50al...9184b9
C:\temp\lum.bin 39aNifP3...q9nb8nZkFIg 28886...5c3e27
C:\temp\red.bin vp7E6TU_...Ejk_HhjAxKA e@5f7...4e34f5
C:\temp\Folderl\filel.txt _eRINlip...5Sxy7dD2BaA d@d2a...c8a3ba
C:\temp\Folder2\file2.iso -Ix3jlmu...iXiDh-XfOPA 7469e...3e86f1

- BX API 4SS , 1§39 Amazon Tools for PowerShell Cmdlet £ (V 5)
UploadArchive 1,
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Python

& AT Python #9 SDK ( Boto3 )

® Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFHERERTERE | T ENAH

—

TRENZT,

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def upload_archive(vault, archive_description, archive_file):

Uploads an archive to a vault.

:param vault: The vault where the archive is put.
:param archive_description: A description of the archive.
:param archive_file: The archive file to put in the vault.
:return: The uploaded archive.
try:

archive = vault.upload_archive(

archiveDescription=archive_description, body=archive_file

)

logger.info(
"Uploaded %s with ID %s to vault %s.",
archive_description,
archive.id,
vault.name,

)

except ClientError:
logger.exception(
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"Couldn't upload %s to %s.", archive_description, vault.name

)

raise
else:
return archive

« BXx API BEAER |, iHS95EA UploadArchive T Python B9Amazon SDK (Boto3) APl &
£,

BX S Amazon DK FF X &EIEEMRB RAINTEIIER , HSRMEATHE Amazon SDK B Amazon
Glacier, AFXBRAFEXAIINEER LR BEX LRI SDK RAHIFHAE S,

UploadMultipartPart5 Amazon SDK = CLI Bl & £

DTFREBROVERMAER UploadMultipartPart,
CLI

Amazon CLI

LT a5 EAEREET 1 MiB (1024 x 1024 =1 ) 2% -

aws glaciexr upload-multipart-part --body partl --range 'bytes
0-1048575/*' --account-id - --vault-name my-vault --upload-
id 19gaRezEXAMPLES6Ry5YYdqthHOC_kGRCTO3L9yetr220UmPtBYKk-

OssZtLqyFu7sY1_1R7vgFuJV6NtcV5zps]

Amazon Glacier EHATRERFE—NKF ID S, (BE W LAEREFRFRIEE EE £ K
o

EXSBEARBNHRE LB XHNEE. BESHEA HTTP AREE , ERZIBRE
EXERNEFERPEANFET, £E4£ 1D H aws glacier initiate-multipart-upload @
SRE |, A LAEMA aws glacier list-multipart-uploads JRELE.

BXBEA CLI 9B L& % Amazon Glacier WEZEE |, 52 Amazon CL Amazon | AF#§
EHPHNEAL D Glacier,

« X API HiFMEER , S HAmazon CLI s 55# UploadMultipartPart 89,

B’¥%E API fR7s 2012-06-01 259


https://docs.amazonaws.cn/goto/boto3/glacier-2012-06-01/UploadArchive
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/glacier/upload-multipart-part.html

Amazon Glacier FEANGIER

JavaScript

EA T JavaScript (v2) WEHEF AT ES

@ Note

EBEZMHXEE GitHub, £ Amazon KB RHIFMEERERSTERE , T MM
TIREMIZIT.

B2 Buffer HREY 1 KEZTFTXRN SR E4&.

// Create a new service object and some supporting variables
var glacier = new AWS.Glacier({ apiVersion: "2012-06-01" 1}),
vaultName = "YOUR_VAULT_NAME",
buffer = new Buffer(2.5 * 1024 * 1024), // 2.5MB buffer
partSize = 1024 * 1024, // 1MB chunks,
numPartsLeft = Math.ceil(buffer.length / partSize),
startTime = new Date(),
params = { vaultName: vaultName, partSize: partSize.toString() };

// Compute the complete SHA-256 tree hash so we can pass it
// to completeMultipartUpload request at the end
var treeHash = glacier.computeChecksums(buffer).treeHash;

// Initiate the multipart upload
console.log("Initiating upload to", vaultName);
// Call Glacier to initiate the upload.
glacier.initiateMultipartUpload(params, function (mpErr, multipart) {
if (mpErr) {
console.log("Erroxr!", mpErr.stack);
return;
}
console.log("Got upload ID", multipart.uploadIld);

// Grab each partSize chunk and upload it as a part
for (var i = 0; i < buffer.length; i += partSize) {
var end = Math.min(i + partSize, buffer.length),

partParams = {
vaultName: vaultName,
uploadId: multipart.uploadId,
range: "bytes " + i + "-" + (end - 1) + "/*",
body: buffer.slice(i, end),
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i

// Send a single part
console.log("Uploading part", i, "=", partParams.range);
glacier.uploadMultipartPart(partParams, function (multiErr, mData) {

if (multiErr) return;

console.log("Completed part", this.request.params.range);

if (--numPartsLeft > @) return; // complete only when all parts uploaded

var doneParams = {
vaultName: vaultName,
uploadId: multipart.uploadId,
archiveSize: buffer.length.toString(),
checksum: treeHash, // the computed tree hash

i

console.log("Completing upload...");
glacier.completeMultipartUpload(doneParams, function (err, data) {
if (err) {
console.log("An error occurred while uploading the archive");
console.log(err);
} else {
var delta = (new Date() - startTime) / 1000;
console.log("Completed upload in", delta, '"seconds");
console.log("Archive ID:", data.archiveld);
console.log("Checksum: ", data.checksum);

1)
1)

1)

- BXESZEL , E5H (ERT JavaScript B Amazon SDK FF &% A& $88) https:/
docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/glacier-example-multipart-

upload.html,
« BX APIWEHER , BSH EA T JavaScript #9 Amazon SDK APl &
ZUploadMultipartPart 89,

BX S Amazon DK FF R EHEEMAB REINTRIIR , HSHEATHE Amazon SDK # Amazon
Glacier, AXBRIFEBAXRAITNEEUREXREAHN SDK RAEHHFHES.
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Amazon Glacier £ 5 Amazon SDKs

LUTRBREEERRT AEBRE Amazon Glacier FS2IE L35 5= Amazon SDKs, X7 =& R
T W@ 8 A Amazon Glacier RV Z NS S H At Amazon Web Services FRSE A RTERIFE
1%, BN 7SBEETBRRENERE S UEEFRIIEXRNARENZITRBAEEA,

FRURZKTNERN BT, THHALS BETE T BIES BRI,

5l
« M Amazon BT 4 T E @R X4 1F#F) Amazon Glacier , JREUBHH 3115
« JREY Amazon Glacier iR RN A HEH Amazon B4 F & T ESIMIBREER

£ Amazon BHFF &5 T EERXH1FHE Amazon Glacier , JREUB £ H /5
HES
UTRERBIERT Q01 -

- B2 Amazon Glacier X,

- BEMMHE , FEAAME Amazon SNS &,
- FEEXHEEEIXHE,

- BIRERZEES.

Python

EHTF Python #9 SDK ( Boto3 )

® Note
RBEEZHEREL GitHub, % Amazon KIS RGIfFMEEFERTERH , T MMM
TIREMETT.

B2 —/NE3E Amazon Glacier &4ER 3,

import argparse
import logging
import os
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import boto3
from botocore.exceptions import ClientError

logger = logging.getlLogger(__name_ )

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def create_vault(self, vault_name):

Creates a vault.

:param vault_name: The name to give the vault.
:return: The newly created vault.
try:
vault = self.glacier_resource.create_vault(vaultName=vault_name)
logger.info("Created vault %s.", vault_name)
except ClientError:
logger.exception("Couldn't create vault %s.", vault_name)
raise
else:
return vault

def list_vaults(self):

Lists vaults for the current account.
try:
for vault in self.glacier_resource.vaults.all():
logger.info("Got vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't list vaults.")
raise
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@staticmethod
def upload_archive(vault, archive_description, archive_file):

Uploads an archive to a vault.

:param vault: The vault where the archive is put.
:param archive_description: A description of the archive.
:param archive_file: The archive file to put in the vault.
:return: The uploaded archive.
try:
archive = vault.upload_archive(
archiveDescription=archive_description, body=archive_file
)
logger.info(
"Uploaded %s with ID %s to vault %s.",
archive_description,
archive.id,
vault.name,
)
except ClientError:
logger.exception(
"Couldn't upload %s to %s.", archive_description, vault.name
)
raise
else:
return archive

@staticmethod
def initiate_archive_retrieval(archive):

Initiates an archive retrieval job. Standard retrievals typically
complete

within 3-5 hours. When the job completes, you can get the archive
contents

by calling get_output().

:param archive: The archive to retrieve.
:return: The archive retrieval job.

try:
job = archive.initiate_archive_retrieval()
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logger.info("Started %s job with ID %s.", job.action, job.id)
except ClientError:
logger.exception("Couldn't start job on archive %s.", archive.id)
raise
else:
return job

@staticmethod
def list_jobs(vault, job_type):

Lists jobs by type for the specified vault.

:param vault: The vault to query.
:param job_type: The type of job to list.
:return: The list of jobs of the requested type.
job_list = []
try:
if job_type == "all":
jobs = vault.jobs.all()
elif job_type == "in_progress":
jobs = vault.jobs_in_progress.all()
elif job_type == "completed":
jobs = vault.completed_jobs.all()
elif job_type == "succeeded":
jobs = vault.succeeded_jobs.all()
elif job_type == "failed":
jobs = vault.failed_jobs.all()
else:
jobs = []
logger.warning("%s isn't a type of job I can get.", job_type)
for job in jobs:
job_list.append(job)
logger.info("Got %s %s job %s.", job_type, job.action, job.id)
except ClientError:
logger.exception("Couldn't get %s jobs from %s.", job_type,
vault.name)
raise
else:
return job_list

def set_notifications(self, vault, sns_topic_azrn):
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Sets an Amazon Simple Notification Service (Amazon SNS) topic as a target
for notifications. Amazon S3 Glacier publishes messages to this topic for
the configured list of events.

:param vault: The vault to set up to publish notifications.
:param sns_topic_arn: The Amazon Resource Name (ARN) of the topic that
receives notifications.
:return: Data about the new notification configuration.
try:
notification = self.glacier_resource.Notification("-", vault.name)
notification.set(
vaultNotificationConfig={
"SNSTopic": sns_topic_arn,
"Events": [
"ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted",

]I

)
logger.info(
"Notifications will be sent to %s for events %s from %s.",
notification.sns_topic,
notification.events,
notification.vault_name,
)
except ClientError:
logger.exception(
"Couldn't set notifications to %s on %s.", sns_topic_azrn,
vault.name
)
raise
else:
return notification

A ERARX LR, UEIBXHEF EEXH  RERXAEFEREN RTBAHFBHRRY
RWES

def upload_demo(glacier, vault_name, topic_arn):
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FRARER

of

topic

Shows how to:

* Create a vault.

* Configure the vault to publish notifications to an Amazon SNS topic.
* Upload an archive.

* Start a job to retrieve the archive.

:param glacier: A Boto3 Amazon S3 Glacier resource.
:param vault_name: The name of the vault to create.
:param topic_arn: The ARN of an Amazon SNS topic that receives notification

Amazon S3 Glacier events.
print(f"\nCreating vault {vault_name}.")
vault = glacier.create_vault(vault_name)
print("\nList of vaults in your account:")
glacier.list_vaults()
print(f"\nUploading glacier_basics.py to {vault.name}.")
with open("glacier_basics.py", "rb") as upload_file:
archive = glacier.upload_archive(vault, "glacier_basics.py", upload_file)
print(
"\nStarting an archive retrieval request to get the file back from the
"vault."

)
glacier.initiate_archive_retrieval(archive)
print("\nListing in progress jobs:")
glacier.list_jobs(vault, "in_progress")
print(
"\nBecause Amazon S3 Glacier is intended for infrequent retrieval, an "
"archive request with Standard retrieval typically completes within 3-5 "
"hours."
)
if topic_arn:
notification = glacier.set_notifications(vault, topic_arn)
print(
f"\nVault {vault.name} is configured to notify the
f"{notification.sns_topic} topic when {notification.events} "
f'"events occur. You can subscribe to this topic to receive "
f"a message when the archive retrieval completes.\n"

)
else:
print(
f"\nVault {vault.name} is not configured to notify an Amazon SNS

f"when the archive retrieval completes so wait a few hours."
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)

print("\nRetrieve your job output by running this script with the --retrieve
flag.")

- BX APIFAEER , H5H (Amazon SDK for Python (Boto3) API Reference) HHILLT £
2o
+ CreateVault
* InitiateJob
* ListJobs
* ListVaults

» SetVaultNotifications

» UploadArchive

Fx S Amazon DK FF X EIEEMRB RN TRIR , FSREEATHE Amazon SDK B Amazon
Glacier, AFXBRAIFERXAITNEBER LR EX LRI SDK RASHIFHAE L.,

FREX Amazon Glacier RA R HEH Amazon B4 X T ESIMBREER

LTI RGIER T 14

* 5| Amazon Glacier X #ERES ARBUES RS
- REEFZERNERERFESHH L,

. MIBRAEER,

o BRI,

Python

i& A F Python #9 SDK ( Boto3 )

(® Note
EBEZHXREL GitHub, 7 Amazon KB REIFEPERTERE , TN
TIRENIETT.
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Bl ZE —Na% Amazon Glacier B4R,

import argparse

import logging

import os

import boto3

from botocore.exceptions import ClientError

logger = logging.getlLogger(__name_ )

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def list_jobs(vault, job_type):

Lists jobs by type for the specified vault.

:param vault: The vault to query.
:param job_type: The type of job to list.
:return: The list of jobs of the requested type.
job_list = []
try:
if job_type == "all":
jobs = vault.jobs.all()
elif job_type == "in_progress":
jobs = vault.jobs_in_progress.all()
elif job_type == "completed":
jobs = vault.completed_jobs.all()
elif job_type == "succeeded":
jobs = vault.succeeded_jobs.all()
elif job_type == "failed":
jobs = vault.failed_jobs.all()
else:
jobs = []
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logger.warning("%s isn't a type of job I can get.", job_type)
for job in jobs:
job_list.append(job)
logger.info("Got %s %s job %s.", job_type, job.action, job.id)
except ClientError:
logger.exception("Couldn't get %s jobs from %s.", job_type,
vault.name)
raise
else:
return job_list

@staticmethod

def get_job_output(job):
Gets the output of a job, such as a vault inventory or the contents of an
archive.

:param job: The job to get output from.
:return: The job output, in bytes.
try:
response = job.get_output()
out_bytes = response["body"].read()
logger.info("Read %s bytes from job %s.", len(out_bytes), job.id)
if "archiveDescription" in response:
logger.info(
"These bytes are described as '%s'",
response["archiveDescription"]
)
except ClientError:
logger.exception("Couldn't get output for job %s.", job.id)
raise
else:
return out_bytes

@staticmethod
def delete_archive(archive):

Deletes an archive from a vault.

:param archive: The archive to delete.
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try:
archive.delete()
logger.info(
"Deleted archive %s from vault %s.", archive.id,
archive.vault_name
)
except ClientError:
logger.exception("Couldn't delete archive %s.", archive.id)
raise

@staticmethod
def delete_vault(vault):

Deletes a vault.

:param vault: The vault to delete.
try:
vault.delete()
logger.info("Deleted vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't delete vault %s.", vault.name)
raise

HASFERRXLNEYE , UNEETHHESFRIERAS , REhRESR,

def retrieve_demo(glacier, vault_name):
Shows how to:
* List jobs for a vault and get job status.
* Get the output of a completed archive retrieval job.
* Delete an archive.
* Delete a vault.

:param glacier: A Boto3 Amazon S3 Glacier resource.
:param vault_name: The name of the vault to query for jobs.
vault = glacier.glacier_resource.Vault("-", vault_name)
try:

vault.load()
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except ClientError as err:

if err.response["Error"]["Code"] == "ResourceNotFoundException":
print(
f"\nVault {vault_name} doesn't exist. You must first run this
script "
f"with the --upload flag to create the vault."
)
return
else:
raise

print(f"\nGetting completed jobs for {vault.name}.")
jobs = glacier.list_jobs(vault, "completed")
if not jobs:
print("\nNo completed jobs found. Give it some time and try again
later.")
return

retrieval_job = None
for job in jobs:
if job.action == "ArchiveRetrieval" and job.status_code == "Succeeded":
retrieval_job = job
break
if retrieval_job is None:
print(
"\nNo ArchiveRetrieval jobs found. Give it some time and try again "
"later."

)

return

print(f"\nGetting output from job {retrieval_job.id}.")
archive_bytes = glacier.get_job_output(retrieval_job)
archive_str = archive_bytes.decode("utf-8")

print("\nGot archive data. Printing the first 10 lines.")
print(os.linesep.join(archive_str.split(os.linesep)[:10]))

print(f"\nDeleting the archive from {vault.name}.")
archive = glacier.glacier_resource.Archive(
"-", vault.name, retrieval_job.archive_id

)

glacier.delete_archive(archive)

print(f"\nDeleting {vault.name}.")
glacier.delete_vault(vault)

REVRE R A A H M BRIS R API| R 2012-06-01 272



Amazon Glacier FRARIER

« BX APl i#4E L , 52 (Amazon SDK for Python (Boto3) API Reference) FHEIEAT £
o
* DeleteArchive
* DeleteVault
* GetJobOutput
» ListJobs

Fx S Amazon DK FF X i EmMRB RAINTRIIR , FSEEATHE Amazon SDK B Amazon
Glacier, AFXBRAFERXAITNEBER LR EX LRI SDK RAHIFHAE L.,
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BERMERHE=FFITABTNEMNEIE. BT HER T Amazon Glacier ( Amazon Glacier ) K9
EAMITR , FZREAEITTREEN#Amazon RS

« TIRBRE- BT EHEERR Amazon RS RE. BEFENHMEARNTT , SHEEN BRIV
. BEANERUREREREMR.
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MR B < R AT o

E T RIFRAYREE

ETHRAYREEZ M NEF IR JSON KX, P2 IAM ABEERKEMN Amazon S3 171
K, EXRHETRRNEBARST  BRSEERATUEACIREFNBERFNLR. BBME
E T RIRAYREE P IEEE K,

ETERNEBEENTZRSFHWARER, ZTEEETERNEEFFER IAM AH Amazon £E
REE
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HREgRE

Amazon XIFHMRMRR  XERBREATLLIREEE NN RBRBER TAIRANR !

« NRLR - REETHONRBALURT IAM ZENEARR. BXESZELE , 20 (IAM A/
EE) P IAM EER PR .

- IRSEFIFKRE (SCPs)-EHFIEEHL A LN B KK ANPR Amazon Organizations. BXEZ(E
B , %25 (Amazon Organizations i {5R) FHY IR 12 EIREE,

. BIRZFEIREE (RCPs)-REKFAHERFENRATANE, BXEZEE , H2H (Amazon
Organizations FAFEmM) I EIFEZEHIFKE (RCPs).

- QEXRE - ENACTRSAFUZERXER , FASBEZNERKRE. BXEZER , BS
5 {IAM RFPER) S 1EREK,

S RBERE

HAZNRBEMRBENA T —MERE , ERNNREMERNEIER, BT HRELSR SRR
A Amazon BERE AVWER , HSH IAM AFEEHHNRBITEEE,

Amazon Glacier A5 IAM Bt & &

EEH IAM BIE3 Amazon Glacier BRI Z 81 , & R11% T FAWLE IAM ZhEE el T Amazon Glacier

Al FiF Amazon Glacier B9 I1AM Zh &g

IAM Zh &g Amazon Glacier & X #%
EF SRR =
EFRRH R =
RERIE =
REERR =
REEHGR (BETERS) =
ACLs B
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IAM ZhEg Amazon Glacier & X%

7|

ABAC ( B EIFRE )

fim

e B S E

7|

FHERR
BSAG

7|

BREREAE

7|

E42M 7 # Amazon Glacier f1Eftt Amazon FREINAIER X ZE 1AM ZheE |, 5SS IAM AR H
5 |AM B & £ A B Amazon RS

Amazon Glacier £F & 0 KB

XRETEMRE 2

ETEHNRBETMMEZH (0 IAM AP, AFASAER ) B9 JSON FRRREE A, XL R
BERHAFNASEMAMESE TN BERFRITHLERE, BETHRNMCTEZETSHNRE , SR
(AM FiFiEE) FNEATMEEAERKE L BE X IAM RIR,

BEMERA IAM ET 50K , BUEE R TRIELNRENTRUR A TFHIELBRENRSE. B
THERIFE JSON REEREAMAETE , H2H (IAM AF#ErE) FH IAM JSON KB TEEI Ao

Amazon Glacier &F & 191 5K B 7= 4

E&EE Amazon Glacier ETF BRI =B , 58 Amazon Glacier EF 5B KBE RO,

Amazon Glacier N & T &R KB
YRETHRENERE : 2

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 MK, EXFETHRNRBIRS T , REFEER TMERENREHXSE
BROTE X FEEPHMNREENRIR , RKEEESUSE EE T XN ZFRHATHLEREARETAL
FHETHIT, BLTEETHRRENRBHEETR, ERATNSEKS, AF, A, BaAFEH

Amazon Web Services BRSS
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ESABK/ER , SR UHEANKSSHEMBKS R IAM XEEEAETRRNRBEHNEME. B
XEZER , FSHE (AM AFER) PH 1AM FEVEIK S R IR F.

Amazon Glacier FRSX <3 —HhE T HIRAVRES ( FRANXHERE ) |, XMERBEMINEISXAFE, R
B TE ST WRLE = 4 AT DAY % SO BRI AT R R

Amazon Glacier X EREIZUT H XN EENR :

« ERENMNXHERBHARS MR REBEERKS PP RR,
- ERER IAM ABNEBERAR , TUEEBEKS R,

Amazon Glacier BE T &R K ’E R4

E&EE Amazon Glacier ET #RHKEHA RG] , 58 Amazon Glacier EF &R KB RO,

Amazon Glacier 5 &8
TEERBIRE 2

I R A LAER Amazon JSON SREERIEEW AR BRI L, HFRY , BN EETN AR IFER
1THRE | UREFLAFHTNIT.

JSON REEH Action TEMRTATERKP AWRIEL B RNRIE, ERBPISREARTR
ITRERIRERRR,

E&EFE Amazon Glacier BERN IR | ESHE (RFENSZE) BH Amazon Glacier & LBV RE,

Amazon Glacier PRI RERIRETEIRERIER AT EIZ -

glacier

EEENMEYPEESTURE , BEMAESFHENRTT.

"Action": [
"glacier:CreateVault",
"glacier:DescribeVault",
"glacier:ListVaults"
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BETLAEABER (*) BEZSMNMRE, Hlin , EIZELLEE Describe FAWFIERE , @R/UT
BIE -

"Action": "glacier:GetVault*"

EEE Amazon Glacier ETF B R R , S H Amazon Glacier EF 530 KB RO,

Amazon Glacier By 5 B &R
TERBERR : 2

EIE R W LAEA Amazon JSON REERIEEERMIGRMT L, BRRY , WA EMAATL LA TIRR
1THRE | UREMFLAFHFTNIT.

Resource JSON K T ZEEEZBHNAREN — I RS IR FNRESXKEK , EEAHE Amazon
FBRBH (ARN ) BERR. N TAZFHRRRRROEAE , EEAEEN () ENEANATHRER
R o

"Resource": "*"

E&EFE Amazon Glacier #REE R HFIR ARNs , ESH (RETFNRSE) K Amazon Glacier &
VYRR, BETHREMUERLREFIBEESNERN ARN | 555 Amazon Glacier E X AR 1E,

1£ Amazon Glacier B , TERBR N XHE, Amazon Glacier XXX HERIIN KK, BHE
W, £ IAM KB |, BIEEMResourcefH A AR E N HESRIFE Amazon XIiFAH —H X #4#
., Amazon Glacier T ZiF R RHKNR,

Xt FFrB Amazon Glacier ##1E , Resource EEERFENBHNXHE, XERFEEEE 2 KRB
— Amazon BEZ (ARNs) , I TXRAR , BATLAE ARN AR EFBELAF (*) SRITEL LAME B &1 & FF L
B S EE B Fo

Amazon Glacier 12t — A2 4L IB Amazon Glacier ‘B, BX T HIRENEELR |, i3 Amazon
Glacier BJ APl &%,
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F L Amazon Glacier APl #EXFZ N RIR. Bl , glacier:AddTagsToVault iR
examplevault1 F examplevault2 , At FELFIEFIHREXANERHNR. EEEMEAPEES

MNRIR , B ARNs BES 5 FR.

"Resource": [
""arn:aws:glacier:us-west-2:123456789012:vaults/examplevaul t1",",
""arn:aws:glacier:us-west-2:123456789012:vaults/examplevault2","

]

Amazon Glacier B R B S48

XEFRETRSHRERGR : B

EIE R W LAEA Amazon JSON REEREEERNIBRMT L. BRERY , WA EMAATL T LATIRK
1THRE , UREMALAFZHTHT,

Condition TEBRBEENHFHIEEBEAMTNIT. BLUCIRFERASZEZER (Flw , EFH)D
T ) WEHRENX , MERBRPNZGEERPHVEMELTE, EEEME Amazon £BEHE |, 5
1AM B P88 H R Amazon £ F% 4 £ T X%4R,

B X Amazon Glacier RN FIER |, FSHE (RFENSZE) BH Amazon Glacier I H4E, BT
fRIRT] LA RIS ERN R R E AR H |, S8 Amazon Glacier & X IR 1E,

BREA Glacier HEMNFMH RN R , BRI EHERRE,

ACLs £ Amazon Glacier
% ACLs : &

mEEH 5K (ACLs) ZHIMLERIEA (KPKA, AFSAR® ) ARBRAR. ACLs SETRIFEH
REERM , RECAAEA JSON KM,

ABAC 5 Amazon Glacier
X% ABAC ( REEHIIIFE ) ' &

ET RN BEARRES (ABAC ) B ENER | HRMETHHFENEERE URR. T
M E IAM 4 Amazon 3R | BRI ABAC BB ATESIEANFES AR LIRS
LB T R
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EETHREEH R, BEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name =
aws:TagKeys &4 EBERBNZH TEZPRUFREER.

WRENBREN TEMBERREBIFMAX =GR , IXT RS  ZENR. NREMRSN
NTHDFRREIESMBEX=ZMHR , NZENTD.

Ax ABAC MEZEE , B2H (IAM AIFiEmM) FREA ABAC RIUEXIR, ZEEHIXE ABAC
SEHROHRE , F2H (AM AFER) PRERAETEMBNTHRNREZES (ABAC) .

& Bt EIE A F Amazon Glacier
TEIEREIL ; 2

IS BHIE B IR XS Amazon BRIREHEHHIHRNE , A EREZREAKES SRR TR ACKH B CIEN,
Amazon BWEBHSERIGHHES K MARERAKBIHNZEH, BEXEZEER , 558 (AM AFiE
M) F8 IAM FW IR 22 EUEMER IAM B, Amazon Web Services RS

Amazon Glacier B9 ¥ iR 5 £ X R
SEEREZHBKXE (FAS) - &

¥ ERIGEATE (FAS) BB AR Amazon Web Services fR% , B L Amazon Web
Services RS B TFRS & HiERMER, BXAH FAS EREHVKEIERE K BSRERHRLE,

Amazon Glacier WIRS A&
YERZSAR B

REARER-WRSEE. KRREHTEREEN IAM £, IAM EE G A LE IAM Fe12, {EFM
RIS AR, BXEZER , H5H (AM BFER) F8/2 [ Amazon Web Services IR S5 Z R
FBREVAE,

/A Warning

ERRSE AN E AT EAS IR Amazon Glacier BIThEE, X4 Amazon Glacier 2t/ XES
NFREBRSAR,

Amazon Glacier WiRSHEK AR
TERZSHEXAG &
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REBEXAERE—TMSIRS BN Amazon Web Services RERES AR, RETUKRARKREINIT
BENAE, BRSHEXAEEIEEN T Amazon Web Services | FBABRSEAAE. IAM EER
A LEEETRERERS KEKARHNIR,

BARUZBFEBRSAXBENFAGE , FSREL S IAM BEEAAmazon k5. ERPE
BRSHEXRACIHTEE Yes IR, BRRERIUET ZRFHRFHEX BB,

Amazon Glacier £F & 17 #9 K B& =51

RINMBERT , APMNAEEE0ESEH Amazon Glacier BRHNR. ERFRAANAERRRNTER
ERIRR |, IAM B2 R ] LLeI 2 1AM KRS,

BT RMAERXL RG] JSON REXHLIEET IAM BHNERE |, 56 (IAM BFiEE) P8
2 IAM K (2H8 ).

A2 Amazon Glacier EXHIREMBREER (BESHAREBNER ) WiIFHAEE |, B3 (RS
BN S#£) F1 Amazon Glacier 4, ®EMEHZ4. ARNs

MTRR—NEEERO , ZREEEAIRR 1% XA XHERN Amazon BREWR
(glacier:CreateVaultARNglacier:ListVaults) BFXEFEHIT=TE Amazon Glacier X
HEMXHIRIE (. glacier:DescribeVault ) BMPR. us-west-2 Amazon ARNs M —#RiR
Amazon &R, BHX5 Amazon Glacier Bt & ARNs AN EZEE , S ®Amazon Glacier FI R EE
BRo

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"glacier:CreateVault",
"glacier:DescribeVault”,
"glaciexr:ListVaults"
]I
"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/*"
}
]
}
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LERBER T us-west-2 XEAROIRE, FIHMREMHERHBNNER. ARN FRLHEERFRF (*) &
NI VE A T DU ES AR R ST R o

/A Important

ERFEH glacier:CreateVault BEBIEXHENNRE , BATIEEBEAF (*)
NIEE QB X 2 81T &8 XA FE R & 7o

F&

- RZESXE

- {#/ Amazon Glacier %l &
- RATAFEEMAIE SR
- BERPRERKBTRHI

REERIEREK

ETHBHNRBEAEENMNAZRSUGIE, THE M BREK - FE Amazon Glacier &R, XLEig/E
A[BELfF Amazon Web Services IKF = £ KA, BIERNAEEBE T HEHNRIEER | BEBUTIEEMNE
™

- FaEA Amazon RERBEH ERHKENRNE — EFBEAFMITEARR TR , EEART
LELAGIRTINENAmazon EE X, SIIERMRZAF A Amazon Web Services Ik,
MBI EN E X BRI Amazon BFRE R Kk#H —DRINR. BXEZER , FS
7 <IAM AF#Er) K Amazon HE R TEIREER Amazon FE&E K.

o NMASKENIR : £EA IAM REEEENRN , BNRFHTESFAENNR, At , BALE X
ERERHETUIUNBFERBRNITHRE , SN RENRRTT, BXER IAM NARRHESE
B, #EZH (AM AFER) B8 IAM R SRR FIR,.

« fEF IAM KRR R4 — S ERE1T5 R AR 487 LA 5K B NS 440 SR BR X R e R R RV 17 8]
flan | WA URERBEK A RIEEXTMEM SSL KEFTEER, MRBRFSEMERBEILISE Amazon
Web Services fRFHY ( a0 ) EFARY , Nt 0] LA A 4R 1R F 3 BRSF IR MERY 15 R AR Amazon
CloudFormation, BXEZEE |, i55HE (IAM AF ) FH IAM JSON KB TE : &4,

* £/ IAM Access Analyzer BiEER IAM Kl , AR R LS MEMIOEEM : IAM Access
Analyzer 2K IEF REEMIM B KR , LIBERBRAS IAM KBEIES (JSON ) M IAM HESE
B, IAM Access Analyzer 2 100 ZT KBV EMTIRENEI , URBEEHER S BEEMEN
K, BXREZELE , H20H (IAM AFER) FREA IAM Access Analyzer KiiE KB,
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« EEZESHRIE (MFA)-TIR Amazon Web Services Il EHNIZSEE IAM APSEBAF | 5
A MFALREZREM. BEERAA AP BENFEE MFA , B MFA KA FMEIBHER S, Bx
BZER , B5H (IAM BFiEr) M EH MFA &RF APIIEIAl,

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R HEXE,

£ Amazon Glacier 241 4&

E 58 Amazon Glacier 2% & , BS4MEF —ARKENRE, XENRBRAAAFEIHMEFTERRE
B Amazon Web Services ik # Amazon Glacier &RMiFHAEE . NMRVIEBLLMVENFENEER
FPEANET SR  NTHMT ZEXBHWEE (AFRRAR) , BHESNLEEMBEEZT.

St F{IE A Amazon CLI 2 Amazon APl AP , BLERNEREZEZHANER, #Hk , RATA
S HEZIRANITH AP BEEITE RV RE,

Amazon Glacier 2 #l A N EBRM T —NIEFMEE Amazon Glacier XHENER R E, ELEME
BIZEH IAM B R FHIT glacier:ListVaults BEMNPEFEEEE Amazon Glacier #£5|& ,
LA RBIFR R o

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"glaciexr:ListVaults"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

Amazon B REHAGENEENINI IAM KRB RFZELAH Amazon, FERE TN ER
FRARMRFSLENRR , it , BEEETHEEGAZTERLENR, EXEZELE , F35H (AM A
FPIERE)Y T/ Amazon IEE R EK,
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LA Amazon 3£ ERKBER T Amazon Glacier , & LU EMIMBIK A FHAF

« AmazonGlacierReadOnlyAccess— B % FXF Amazon Glacier B R 215 84X PR Amazon Web
Services EEZHI &,

« AmazonGlacierFullAccess— £ F @33 Amazon Glacier B9524 15 84X FE Amazon Web Services &
BiRElA,

WA BETAEBEN IAM FB |, LUEF Amazon Glacier AP| & /EFI R IRV XIN PR, &7 LUS
XL B E N EEKIINZEIE N Amazon Glacier XEEQENBEEN IAM B,

T =R FHA Amazon Glacier Amazon B REEHIR FMNXPRglacier:ListVaults.
BEXEZER , HZH (AM AFERE) PR AF IR,
ARTRAFEEMHIMNBE SR

ZRGIEER T B EI KRS | LAY IAM BRFEERNAERAF SRR EBNITE RN R, LR
‘BIEFEEHIA LS #E A Amazon CLI 2 Amazon API BU4RTE S5 R 58 B IR /ERI AR .

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",
na

iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
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"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

EFRERERA

5 B9 A P SR S R BI N 4B 1A % F & Amazon Glacier B/ERI R, X LR REFE & /E A Amazon
Glacier REST API, 53 SDKs Amazon CLI, SIS Glacier EEZEHIE ( MRER ) B2
Ao

® Note
FIERGIEBERAXEES (HEX ) X3 (us-west-2) , HEEEMK,, IDs

T~
o Rf§

11 : RAHAPNAXAETHESE
- mHl2: REAFBRXHENEEERN

« RHI3: ATASNERELEAIBEXHE
- 1fl4 RFAFXNBEXHEN TSR

A1 RERP A E T ERER

ETHHR , CEAERIESURENR., ERREFERE , BRIUTHEIE. AT REIKE
BFHIT glacier:Initiatelob BEUBHES ( XFATFAP N GEDR RIS 4EE
& ) BWRBR AT glacier:GetJobOutput BELTHERRIINWHBIENNIR, HWRELR TFHIT
glacier:DescribeJob BEMIR , UERAFREBREBESRES. EXELEER , BZHAEIES
( POST jobs )

WERBEZR FX AN examplevault B SXHFERIX LR, BRI LA Amazon Glacier 32 &) & IREU 4
FE ARN , t T BUBS i A 3R SUAHEE ( GET vault ) S5 H STHAEEE ( GET vaults ) APIHRELURRZ AR
FRENSZHFFE ARN,
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w2 0 SRVFR P AR S E A IEE A

AT RBIKEE R F1E Resource TTEIEEMN us-west-2 KR OIB N HEUARBEEBAHNNR, &
KEABHANESFEE , S FE Amazon Glacier FEE XHEBH, ZBKRERE T Amazon Eizit
(X 1| HH 344 B 3R BUAS TE S B R Y AR

/A Important

ERTFEH glacier:CreateVault BIECIEHENNRAE , BAUIMTE Resource EFIE
EBERA (*) , EAESEARXH4E 2l T HE X 4EN &R

w3 RVFRPRER EERISE X E

AR RBIRBE R F IR R E£E] us-west-2 KIGFH S EXHERNNIR, EEIXLENER , AF T
LA L& R4 (POST archive ) APl B E— Rt ERBAMER  REER B DB L5 (POST
multipart-uploads ) AP| {2 E& E4%£,

4 BRFAFPRNBEXHENTENR
LT RAIRBERTXE N examplevault B XXHERITITE Amazon Glacier IRERIRER,

Amazon Glacier & F &R K BE R~ 5l

Amazon Glacier X#ERUAE — N HEH R REMN — N X4 EPEXRIE S 2 X8k, Amazon Glacier
XHEEHEREE—METFRENERE  THTEENXHFENNR, XHEESERKE 281 EMNX
HEFRKE, EREXHEHNEREE , TEEUCRK, JUUEAXHESERERERS TR

#lo

ES}
o MHEET R
- XHEHERME

XA BE 1A R SR B
Amazon Glacier X FEHRIREE —HETRRHVEKE , A TEEXN XHENNE,
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RSN BN N ERE - XHETD R REREENR, 87T LABE B8 ol ST 173 [7] 5% B FR Y X
BR. Amazon Glacier & X #FN BN X EFEREXHFENERE , XMEERUERNTEER. BXE
AXHEHERBRNESER , BSRAXHEHERRK.

5l
o 1P 1 BFHEER Amazon Glacier 2 4ERI FETK P R
« Rl 2 TBF MFA BIBRIR/ER B TK P X BR

R~ 1 BFEEM Amazon Glacier 2 1ER K P X R

LA RAIRBE @B A Amazon Web Services lEF R FX BN examplevault B XHEHRIT—H
Amazon Glacier & /ER B IK 7 PR,

@ Note

RBGXHENKS FEXNEZXGERKRNMERM. BATNAERKS~E0mEHE
R, BREAANRRZAGARTRXNEENIKS XN,

Rl 2 0 BT MFA B BRIRVERYESTK 7 1R

FBAIUEAZESHRIE (MFA ) RRFEH Amazon Glacier BiR. 7 TRMEFANNZLEH , MFA
ERAFESREA RN MFA RENRIEAEXEGHRA MFA &%, BXEE MFA TRIRRHESE
B, BEZHR (AM AFER) FEESR MFA RIFE AP 15H.

ISR BE @ Amazon Web Services 1K~ EFIGETIERH AR T ME R examplevault

B ST EE R BR A REVINR |, AR R ZBERESHEA MFA R ZHTH MR, R
aws:MultiFactorAuthPresent RUEEEX—MMER, EXEZELR , H5H (AM AFE
R R ES R

A B E SR

A[ LA Amazon Glacier ( Amazon Glacier ) 344 B i in— N E T 87 IRAY S FE A B R BE R — N X BE
BERE, XHESERR RETUSIENXHETHRIKIE, X HEEDUE R v 7 LS By 1258 HlHh
THRENESHMEER, Amazon Glacier 2t 7 —HA TEEXHEH KRB AP 24 , BSRER
Amazon Glacier API 81 E X # .

BAMNBPIRUEAHENERE , RREFELIHRFE—F , AT REMERER, EXREILER ,
BRI - NN EHERE , UWEEERRERNEEE 1 F2aiEL AP ERNNR, E80E—
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https://docs.amazonaws.cn/IAM/latest/UserGuide/MFAProtectedAPI.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys
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MNERBE 2B, TN R, BERKE  REFEFTEN, AXHEIENESEER , B
P EBIE RS, MREEEEAIERM R NR , ATAER XA E TR REE (FS X ER
[FISRHE ) o

Al LAE A Amazon Glacier APl SDKs Amazon CLI. I 5i#h sk Amazon Glacier 324 & R 2 EE
NHEESEEREE, BXxETXHERRHEEATLFH Amazon Glacier 2EM SR | 555 API R
5Z&,

~l
o RO ELEHRE BT E 365 KA AT M BRAX R
o R 2 : BIEIRERIELE MR R

R XY RE BT E TR 365 KAV RAVMI BRI R

BELFTEFEENER , REBBRRBNEDAE 1 FHMR, TEISRUTXHEHER
BEREFEL ER, MREREBRAERNRESETE 1 F , NIZKBHELTT examplevault
XAHFENIT glacier:DeleteArchive #B4E, ZFKBEFEAIFET Amazon Glacier B &4
ArchiveAgeInDays X3£#E 1 FREEXR,

R 2 ARIEIRESRIE L I BRAX R

BELXET —NETHENREAN , BAFELRRENERE 1 FHBER THERESR. B,
BREESFENEWMBEIREERERE , WD EEREHE TR 2 W ERIE SR, EXFE
R, EEREL LT XA EHE R R EERNE T otE A REAN

NTREEAANHAN , LT RORBEEMFIED :

« BE-RIEUVELEMARBRERE (MEXMHE ) . AIEILHER LegalHold FREHITEBIE.
- EIRFIRTEMRREAREAE 365 RAVER THEREENNR, B2 , MRBEE-FET
RHEH | MEERNRRENETE 365 RBERT , AN BT ERBRER,

Amazon Glacier &4 M5 R EE Q) B HEE
FEALTEE TS LW INEEEFER Amazon Glacier # 1AM Bt ] 8EI& R A9 E N (8] &2,
E3

« RIMIE Amazon Glacier R 1TIRE
o BRIEINIT iam : PassRole
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o BRI AFRIUINE AR Amazon Web Services I B9 Amazon Glacier ‘&R

K TARIE Amazon Glacier FHITIR4E
MREWRERETR , BEELPIITEMRE | NAMEFREE L R IFRITIZIRE,

% mateojackson IAM AFZHERARBAEEFEBXREM my-example-widget BENIFHEE. ,
BFRHEREM glacier:GetWidget BRES , 2K EUT REIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
glacier:GetWidget on resource: my-example-widget

FELHBERT , BIEH mateojackson AR , LAWERA glacier: GetWidget 1B4ETHIR
my-example-widget &iRo

MREFERY , BHRREN Amazon EE R, BNERERRREZIREIEN A

BTN IT iam : PassRole

MR BB —MEIR |, IEBHZLTNIIT iam: PassRole 1 , MIAMEFRBEUAR T BTG ACIEIES
Amazon Glacier,

B L Amazon Web Services RS AFBNIIEABEBRLIZRS , MARUNETFNRSACRRSHE
XAE, Atk BXMEEFAGEEIRSHNR,

LN marymajor B9 IAM A P28 A5 H & 7 Amazon Glacier FHITIRIER , @K EUT RHI4E
%o BR , RELMEFRSACHRFHNRT AIMITILEE, Mary FEBRABEZIE RSN
BRo

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , XMEH Mary BYREE S b 4T iam: PassRole #1E,
MBSEEHE | FHRREHN Amazon BEE R, ENEEGRIERHAEZEZEIEN A,
KA A TR U AF R FE Amazon Web Services Ik B9 Amazon Glacier ‘&R

ZABR—-1MAE , UMEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &7
BIEEEESEY , AURAAG, X TXHETRIFARERTEZEH IR (ACLs) WARSS , BT
158 P IX L5 SR BE (0] ATV R T 173 (R 8B B R AV A PR
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Amazon Glacier FRARIER

ETHRESER , FZEAUATREA :

« E T Amazon Glacier BB XIFXEINEE |, S H Amazon Glacier 25 IAM BEL&FE .

- ETHRIMAERHXERARNRERENIGEPR Amazon Web Services Ik |, &2 IAM AP+
BB &3 AE Amazon Web Services Tk 95— IAM A P 12215 10 XR .

o BT MBINAIEE = HFREIT S E IR E R Amazon Web Services IKF° |, 55 IAM P18
FHEE=HREHRNR. Amazon Web Services I F°

s ETHRIMIBEN SMRBRESRIEREIFENER , FSH (IAM AFERE) P ALSAT S HEIEN
BF ( BRBRAERIE ) REHRNR,

- ETHRERAACNETRRNRHATER,FRIZENEZS , H2H (AM AFERE) F8 IAM
FR Y B K IR A 18] .

APl RS &

Ei%iEAmazon Glacier {5 IAM Bl & A MBRE AT EE R IAM SRR ERE (ETEHMHEK
B ) RAEHEIRRONRRE (ETERONRER ) &, AR TRERNSE, Z28ESD
Amazon Glacier API 1, BRI A ERFHRITZRENNRERIREURE TR ER FNRE

Amazon &R,

BRI AR R BEHY Action TEFRIEEIXLERME | HEEKEHN Resource TEHRIEERRE. B, &
AILABEF IAM SREEE S Condition JTEIEE KRBT 4 AV E o

BIETEIRME | BE AP BEERBMZBIMER glacier: B8k ( Hl#0 , glacier:CreateVault ) o X
F KZ % Amazon Glacier ##4EME , Resource RER FHENBRWXH4E, ErILUEE #HXHE
ARN , FXHEEEN Resource H, EXRTHFM , BAUEATMENNEZHRE. EXEZER &
2% Amazon Glacier N E T & RH K,

TRIHTARTET S HNRBENET R R RE,

® Note
—SREREATETSONERR, XEREEE-IIN AP BEESHEEAES (*)
s

Amazon Glacier API 1P E R ENR
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

Amazon Glacier

FRARER

F ik 9 Bk E4& ( DELETE uploadID )

FTEMBR ( APl #84E ) : glacier:AbortMultipartUpload

R - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier s&#E4 -

f i X FEBIE ( DELETE lock-policy )

FrEMBR ( APl #4E ) : glacier:AbortVaultLock
HwIR

Amazon Glacier &4 -

@] S EE R idR = ( POST tags add )

FREMBR ( APl #4E ) : glacier:AddTagsToVault

®iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier %% : glacier:ResourceTag/TagKey
SER D B E4& ( POST uploadID )

FFEEMPR ( API#84E ) : glacier:CompleteMultipartUpload

W] : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier %% : glacier:ResourceTag/TagKey
SERRMHESIE ( POST lockld )

FTEMBR ( API 384 ) : glacier:CompleteVaultLock
HwIR

Amazon Glacier %% : glacier:ResourceTag/TagKey

Amazon Glacier AP| f{ [R5 %
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BIEXHEE (PUT vault) *

FTEEMPR (APl #24E ) : glacier:CreateVault
mIR

Amazon Glacier &4 :
i BR#43R ( DELETE archive )

FREMPR (APl #84E ) : glacier:DeleteArchive

R . arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier %% : glacier:ArchiveAgeInDays, glacier:ResourceTag/TagKey
I BR S 4 FE ( DELETE vault )

FITEEMPR (APl #24E ) : glacier:DeleteVault

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier &## : glacier:ResourceTag/TagKey
Tl BR ST 4 FE 5 17) SR B ( DELETE access-policy )

FrEMBR ( API#4E ) : glacier:DeleteVaultAccessPolicy

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier %44 : glacier:ResourceTag/TagKey
il B S #F EE 3@ &0 ( DELETE notification-configuration )

FFEEMPR (APl #24E ) : glacier:DeleteVaultNotifications

®iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*
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Amazon Glacier %4 : glacier:ResourceTag/TagKey

HIR1ES ((GET JoblD )

FREEMPR ( API#84E ) : glacier:DescribeJob

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name., arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier &4 :
IR HEE ( GET vault)

FREEMPR ( API#84E ) : glacier:DescribeVault

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name., arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier &4 :
REVBIER RFERE ( GET policy ) *
FREMPR (APl #84E ) : glacier:GetDataRetrievalPolicy

®IR - arn:aws:glacier:region:account-id:policies/retrieval-limit-policy

Amazon Glacier &4 :
IREVES 5 1 ( GET output )

FTEEMPBR (APl #4E ) : glacier:GetJobOutput

iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier 4% :
FRENSCAFE 15 17] SR % ( GET access-policy )

FREMPR ( APl #4E ) : glacier:GetVaultAccessPolicy

®iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*
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FRARER

Amazon Glacier
Amazon Glacier 44 :
REUHFBEBIE ( GET lock-policy )

PR ( API#84E ) : glacier:GetVaultlLock

®IR . arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier 44 :
FRER 44 EE @ &0 ( GET notification-configuration )

FrEMBR ( APl #4E ) : glacier:GetVaultNotifications

W] : arn:aws:glacier:region:account-id:vaults/vault-
name. arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier 44 -

B 31ES (POST jobs )

FrEMBR ( APl #4E ) : glacier:InitiateJob

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier %% : glacier:ArchiveAgeInDays., glacier:ResourceTag/TagKey
B39 B’ E4& ( POST multipart-uploads )

FREMPR (APl #84E ) : glacier:InitiateMultipartUpload

iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier %4 : glacier:ResourceTag/TagKey
B XHESIE ( POST lock-policy )

FRrEMBR ( APl #4E ) : glacier:InitiateVaultLock
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Amazon Glacier

B"IR
Amazon Glacier %% : glacier:ResourceTag/TagKey
HIHES ( GET jobs )

FREMPR (APl #84E ) : glacier:ListJobs

W] : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier 4 :
B 2 Bt E4£ ( GET multipart-uploads )

FTEMBR ( APl #84E ) : glacier:ListMultipartUploads

iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier &4 :
5 E& ( GET uploadiD )

FRFEMPR (APl #84E ) : glacier:ListParts

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier &4 :
5 SRS ( GET tags )

FrEMBR ( API#4E ) : glacier:ListTagsForVault

iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier &4 :
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S SCHEFE ((GET vaults )

FrEMBR ( APl #4E ) : glacier:ListVaults
HwIR

Amazon Glacier s#E4 -

ML EEIBR#RE ( POST tags remove )

FTEMBR ( AP1#84E ) : glacier:RemoveTagsFromVault

iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier %% : glacier:ResourceTag/TagKey
RERIER RKE ( PUT policy ) *

FIEMPR ( APl #4E) : glacier:SetDataRetrievalPolicy
®IR - arn:aws:glacier:region:account-id:policies/retrieval-limit-policy

Amazon Glacier &4 -

RE LRI SRR ( PUT access-policy )

FTEMNPR ( API#84E ) : glacier:SetVaultAccessPolicy

iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier %% : glacier:ResourceTag/TagKey
RiE X EEHBEE ( PUT notification-configuration )

FREMPR ( API#84E ) : glacier:SetVaultNotifications

IR - arn:aws:glacier:region:account-id:vaults/vault-
name., arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier %% : glacier:ResourceTag/TagKey
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H&HZE (POST archive )

FrEMBR ( APl #4E ) : glacier:UploadArchive

"R - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier %4 : glacier:ResourceTag/TagKey
+F4% B (PUT uploadiD )

FrEMBR ( APl #4E ) : glacier:UploadMultipartPart

®iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier /4% : glacier:ResourceTag/TagKey
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Amazon Glacier F Y B & ic kMg

¥ 2R3 Amazon Glacier ( Amazon Glacier ) F#&# Amazon fERF R AT FEM, 7 AR
EESHE. BNIZM Amazon BRARHNEN B2 REKERE , MEEEAEBEN R TERE
H R RE R SRR, Amazon 124t T 25 T BskiSIRE Y Amazon Glacier &R X & 72 35 4 i 4 1 52,

Amazon CloudWatch 23R

B Amazon S3 £/ Amazon Glacier B , #28]fF Amazon CloudWatch B3R 7E 5 E A8 RN &
BREANER. WRERESAERE , M@ Amazon SNS /=, Amazon Auto Scaling REE &
XEAH, CloudWatch BiRFFA2AARE , RAXERELTFEERS,. MESLTAERSEHE
HEBEENETAIANRABRARSEAZEET AR BXEZEE |, B2 H A Amazon CloudWatch

BIRIER.

Amazon CloudTrail B#&

CloudTrail 2t T A/, A% Amazon RS 7 Amazon Glacier PRI TIRERICFE. CloudTrail
& Amazon Glacier B9FrE APl B RERNEHEIR , 2¥EKE Amazon Glacier &4 #9178 F #

¥t Amazon Glacier APl HREBAA. BXEZEE , BZRFEA LRI S# Glacier API 1
Amazon CloudTrailo

Amazon Trusted Advisor

Trusted Advisor %5 T M\ A+ Amazon BFRERFH B LN REXEK, Trusted Advisor 7]

REZN Amazon i |, RAEEEARETEF X, RERETAMNMESSIRERB I HER
HEBW, PTA Amazon FFHEENIFRIAA Trusted Advisor &, LAl ZiFiTR6
E P A LLEEMA Trusted Advisor B &,

EXEZEER , 525 (Amazon Web Services X FAFIER) BH Amazon Trusted Advisor,
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https://docs.amazonaws.cn/AmazonS3/latest/dev/cloudwatch-monitoring.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/cloudwatch-monitoring.html
https://docs.amazonaws.cn/awssupport/latest/user/getting-started.html#trusted-advisor

Amazon Glacier FEANGIER

Amazon Glacier 94 # 1 ¥E

ER ZA Amazon EHMEITRIN —E2 , FB=FF it R F ¥4 Amazon Glacier ( Amazon Glacier ) B9
Z2MMENAY , SEUATHE :

- REFMALRE (SOC)

s XFFRTUEBIEZEFHE (PCIDSS)

. BHRSENEERE ( FedRAMP )

- BRERRABEREER (HIPAA)

Amazon EEMMEITXISEE NH Amazon RS FRHBFESIAEITXEERNELEEHE Amazon RS
LE

RBMEE=715F1tkeE , A Amazon Artifact 8. BXEZEE , 55 (Amazon Artifact Fi F 5
B HMTE Amazon Artifact F FTE IR &,

B} Amazon EAMITXINEZER , FSH Amazon MM IR,

BIEEH Amazon Glacier R EMMRTHEBIENBRBM, BEALNENMBRURERNEREE
HRE, WMPBHEIT Amazon Glacier B9 FESF HIPAA, PCIl 5 FedRAMP Z45& , Amazon 2T
UTFxRA®RR :

« ¥ Amazon Glacier X ESE , BRI BRI A X4 ESER X 230 Amazon Glacier X
HERITHBHEESHHERS, BUUE— N XHEHERBPIBERL—REA , ZRE
B (WORM ) XA E |, H BT UABIEZ R AR, IR 1THRE, REEPESETEHEBEER,
X EESE KRG A B BY 858 SF SEC17a-4 A HIPAA S HIMEZE,

s ZEMEEHMPEREAITIEENATRWEEEN , LARKE Amazon LHEMEFZMHMESHH
HEHEREN SR,

o BITEFE HIPAA Z2 MR EM M ERVZELBIR T AT WM A Amazon K& BB 2% 2 HIPAA
=R,

« Amazon Well-Architected Tool ( Amazon WA T B ) REHH—TRS , ARE— BN IBHEE
A Amazon SESERFRZANITEMNZEME, Amazon WA TEREIRHEN , UWESN ITEMRT
BEAURE, 2. aNELFEX.

« Amazon @R RIEMR T TEERTENTULNENSANATE LS FRNIERD.

« Amazon Config Al & BN R IT BN B REEXN AEKE, TSR ENNETER.
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https://www.amazonaws.cn/compliance/services-in-scope/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://www.amazonaws.cn/compliance/programs/
https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.amazonaws.cn/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://docs.amazonaws.cn/wellarchitected/latest/userguide/intro.html
https://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config.html

Amazon Glacier FRARIER

« Amazon Security Hub £t 7 Amazon FZ£RSHNLEUE , IHBEREREFELETUR
EMREER,
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https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
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Amazon Glacier % ##[Z ik & &t

Amazon £EREMIZEESXIGHN T A XEE, AmazonXERESANEYE LB ITERENTHAK ,
XETMAXBESEREK, FHESATKRESHNNEEEE -, XETMARARIEH TSRS ERX
RITHIRERNARFNREE, SEENENEEROLEMZESSNIHREF OEMZHEMEL , ei18
EEEWTAY, REMNAY B, Amazon Glacier ATRARTFHBEEFHEEBREL=ZATAK
WZARIREF. RESFXAM , Amazon Glacier RTEBIAR I LA TN ENBERS FHES /N AZ,

BX Amazon XM AXNWEZEE |, 55 H AmazonE EREM 1T HE,
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https://www.amazonaws.cn/about-aws/global-infrastructure/

Amazon Glacier FRARIER
Amazon Glacier Y &l it &L 2%

ER —BIEE RS , Amazon Glacier ( Amazon Glacier ) HE Amazon Web Services : &2 72 ik &
FTiREY Amazon £KM & Z 22 FIRMERT,

I ML iH R Amazon Glacier &3S Amazon £ APl #1TH, B EMAZBFERELS
M (TLS ) 1.2, BATBWEA TLS 1.3 HESMAE . BFREMAXHETTLAEIRE
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BERERE—MEE 6 AFNEHEN BEHERTIEIEEN Amazon S3 Ff##8. CloudTrail BHESH
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LTRBERT —ANERGIEMHE (PUT vault) . BIBRSI4EE ( DELETE vault ) %I H X #EE ( GET
vaults ) . M#EIRTHE ( GET vault ) 24K CloudTrail B&E% B,

{
"Records": [
{
"awsRegion": "us-east-1",
"eventID": "52f8c821-002e-4549-857f-8193al1l5246Fa",
"eventName": "CreateVault",
"eventSource": "glacier.amazonaws.com",

"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '999999999999",
"requestID": "HJiLgvfXCY88QJAC6rRoexS9ThvI21Q1Nqukfly@2hcUPPo",
"requestParameters": {
"accountId": "-",
"vaultName": "myVaultName"
},
"responseElements": {
"location": "/999999999999/vaults/myVaultName"
I
"sourceIPAddress": "127.0.0.1",
"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-
Bit_Server_VM/25.25-b02/1.8.0_25",
"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
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"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"type": "IAMUser",

"userName": "myUserName"
}
},
{
"awsRegion": "us-east-1",
"eventID": "cdd33060-4758-416a-b7b9-dafd3afcec90",
"eventName": "DeleteVault",
"eventSource": "glacier.amazonaws.com",

"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '999999999999",
"requestID": "GGdw-VfhVfLCFwAM6iVUvMQ6-fMwSqSO9FmRd@eRSa_Fc7c",
"requestParameters": {
"accountId": "-",
"vaultName": "myVaultName"
},
"responseElements": null,
"sourceIPAddress": "127.0.0.1",
"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-
Bit_Server_VM/25.25-b02/1.8.0_25",
"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"type": "IAMUser",

"userName": "myUserName"
}
I
{
"awsRegion": "us-east-1",
"eventID": "355750b4-e8b0-46be-9676-e786b1442470",
"eventName": "ListVaults",
"eventSource": "glacier.amazonaws.com",

"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '"999999999999",
"requestID": "yPTs22ghTsWprFivb-2u3@FAaDALIZP17t4jM_xL9QJQyVA",
"requestParameters": {
"accountId": "-"
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"responseElements": null,
"sourceIPAddress": "127.0.0.1",

"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-

Bit_Server_VM/25.25-b02/1.8.0_25",
"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"type": "IAMUser",

"userName": "myUserName"
}
I
{
"awsRegion": "us-east-1",
"eventID": "569e830e-b075-4444-3826-aa8b0acad6ec7",
"eventName": "DescribeVault",
"eventSource": "glacier.amazonaws.com",

"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '"999999999999",
"requestID": "QRt1ZdFLGN@TCm784HmKafBmcB21VaV81UU3fsOR3PtoIiM",
"requestParameters": {

"accountId": "-",

"vaultName": "myVaultName"
I
"responseElements": null,
"sourceIPAddress": "127.0.0.1",

"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-

Bit_Server_VM/25.25-b02/1.8.0_25",
"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"type": "IAMUser",
"userName": "myUserName"
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FRARER

PRAEBR

iR ERUE

x-amz-glacier-vers  E#FEHHK Amazon Glacier APl lRA, HBIRRANH =

ion

2012-06-01

KA . ZHH

x-amz-sha256-tree- 3 EERIRE ( EERYZE (POST archive ) ) SifY B%H

hash

B8 R e R Sk

R ( L£R (PUT uploadiD ) ) #{TitESHH
SHA256 WM FEREM, BXITERREMNE
ZEE  BSRITERRA,

KR FHFH
EIANE .

St . /R4 ( POST archive ) 1 E£ER ( PUT
uploadiD ) FE,

TRER T KL API WE B758 A B9 0E RIARK

A iR

Content-L MNEXHEE (AFETRENMN )

ength »
KA . 2R

Date Amazon Glacier ( Amazon Glacier ) M3 #9 B #BiFIA A , 620 Wwed, 10 Feb
2017 12:00:00 GMT., BEIWEXNMSME RFC 2616 5 3.3 THIEENT
B Z2—, BEE , REM Date WREEHMBEHRERE , Bt , 4
m, M EE#ZE (POST archive ) &3KIREIM B RES XHEEFEY|RH
HRARFTE TR B R TE,
KR 2R

B A B4Rk API fR4s 2012-06-01 321
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AN BN

X-amzn-Re B Amazon Glacier Bl M —FRiRIEERWE, WREEEH Amazon

questId Glacier FIEZI[AE , Amazon A AE A LERBR B, BIBILFIXL
B,

RE . FREH

x-amz-sha PRIEFEIEXH SHA256 R EREM. EXITEMRBRINEZE
256-tree- B BZRITERRM,
hash

RE : FREH

X ERAITER

Amazon Glacier ERBEXERHETER , RIUEMRENSNMERNEH. EEANZRFRRTE
HFEL , NI ERER, NERFRBREHANTRDE - HFENERY. XRFRBENAARNET
BREENERENMBETHRZR, BHERHBEARERE , S ZETSEERTD , LR, ZXE

248 MER Authorization FrkB— 245

WEIRHIER G , Amazon Glacier fFEA S FRNZERSITEBNHERHFRENBAEZETNITEL
£, MRFABEEZEEZERPHVEZMEETHE , I Amazon Glacier &2 iZiER, BN |, BFRGHIEL,

Amazon Glacier X3 FEH Amazon ZEZ R4 4 #ITHHRIUE, ITEZENERT SR =MES

FF 1 BIEATBHER

FHEH HTTP B REFHEFI N AEERN, LAERAEHER , B Amazon Glacier EEHITELE R
UESRENEZHITHRENERR—-ATHER.

- 52 tIRGEFHE

BE—NEZHE  NZFHAEAELNNZRFRERMAETN —T, ZZHFEHRNEIZHE B
BHEZXEWN, BHREH, ETLEEFFREURKE L—ESHATLERNES, EIBEFFSE
AEFREAH, Amazon XEMRSEE B MR,

- 53 BEXR

EANBRFHBANECHNERCUELS , ZREEIFHAATHE | SEZHBMRERRA. RE
ZHRNUTEREZRMNENABRRZRAT S, AEERARIEEEZHRCE-RIETRFNEES
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FRARER

BRIEH () HMACs, FEE , WXESRPEAMNKGFH BT =E Amazon Glacier APls AT L

BRBENHE R BE L.

hY

B
s XEITETRHI
e ARDVACEBIBREITEZLR

LRI E R

LT RGIBI ST @ALEXHE (PUT vault ) BIBZEENEAER. ZRHTAEKEENERIT

BEFENSE, BXEZER , BZMH | AM AFEEPMHNZE Amazon APl iER,

RBELT I

. BRENEBN Fri, 25 May 2012 00:24:53 GMT.
RAXERE (FHFRIMILE ) X8 us-east-1,

.

BAEREEL (2 ISONIEX ) .

PUT /-/vaults/examplevault HTTP/1.1
Host: glacier.us-east-1.amazonaws.com
Date: Fri, 25 May 2012 00:24:53 GMT
Authorization: SignatureToBeCalculated
x-amz-glacier-version: 2012-06-01

NES 1 BIEISTERITENATEREX N -

PUT
/-/vaults/examplevault

host:glacier.us-east-1.amazonaws.com
x-amz-date:20120525T002453Z

x-amz-glacier-version:2012-06-01

host; x-amz-date; x-amz-glacier-version

e3b0c44298fclcls9atbf4c8996Tb92427ae41e4649b934ca495991b7852b855

ERIUTE R
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MEERNBEE—ITREREXNRHFE. B/, TESHTERNE=ZTRZEN. XEENILL API
REERNS M.

F5 2 SIBGEFHENFEZRHERN .

AWS4-HMAC-SHA256

20120525T002453Z

20120525/us-east-1/glacier/aws4_request
5fldala2d0feb614dd03d71e87928b8e449ac87614479332aced3a701f916743

FEFHRENE—TREL , F-TEANAE , F=TREZIIEE , RE—TRRXEES 1 SIENE
BERWATERNG SR, EEKZIECEFFEANRSEMNN glacier,

MFES 3 tIELER , IREBHAATURTNR

derived key = HMAC(HMAC(HMAC(HMAC("AWS4" + YourSecretAccessKey,"20120525"), "us-
east-1"),"glacier"), "aws4_request")

WMREAMBRIH B4 wlalrXUtnFEMI/K7MDENG/bPXxRfiCYEXAMPLEKEY |, MitEHHNZEEZ R

3ce5b2f2fffac9262b4da9256f8d0@86b4aaft42eba55f111c21681a65al127b7c2a

RASBREMWIE Authorization #53k. X FRHIiG R %249 AKIAIOSFODNN7EXAMPLE , #53k (R T
BT, RANTHRITHF) I :

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120525/us-east-1/
glacier/aws4_request,

SignedHeaders=host; x-amz-date; x-amz-glacier-version,
Signature=3ce5b2f2fffac9262b4da9256f8d086b4aafs2eba5f111c21681a65a127b7c2a

ARG ERETEER

4% ( POST archive ) M /£ ER ( PUT uploadID ) AR EBIRE | XEREBEREETEFERE
BUR REFRITAIFE —PHIIFRL x-amz-content-sha256, FRABERIENZSE ST REH g
ENZELTRTHE , AREZHNFMARNLERL,
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EERLPITEE Fx-amz-content-sha256 8 LENEIBAR ( BRAE ) BISHA256 IR &HEE, &
AE, WIEE SHA256 iR % ((TERKEA) FE. BRT7THTRZENERI , BREFATHEIEN SHA
256 B HBEFSERERFTHRIEN SHA256 MM FETE.

NMRFERBEARBEBEENFTTHRA , WA EANT Java KRB EBXRITE SHA256 5%,

public static byte[] computePayloadSHA256Hash2(byte[] payload) throws
NoSuchAlgorithmException, IOException {
BufferedInputStream bis =
new BufferedInputStream(new ByteArrayInputStream(payload));
MessageDigest messageDigest = MessageDigest.getInstance('"SHA-256");
byte[] buffer = new byte[4096];
int bytesRead = -1;
while ( (bytesRead = bis.read(buffer, @, buffer.length)) != -1 ) {
messageDigest.update(buffer, @, bytesRead);
}

return messageDigest.digest();

B, & C# # , BT EAMEAHIEN SHA256 B FEH , AT H R R.

public static byte[] CalculateSHA256Hash(byte[] payload)

{
SHA256 sha256 = System.Security.Cryptography.SHA256.Create();
byte[] hash = sha256.ComputeHash(payload);
return hash;

}

AL E API W RAIZERITE

LT RAINEISEEAT B BSEMNFMES LERZE ( POST archive ) , iZE& £ Amazon
Glacier APls F EENANEREZ—. ROIBELTEM :

. EREEEBH Mon, 07 May 2012 00:00:00 GMT.
c WWRNEERE (FFRILMILEE ) X5 us-east-1,
- RNBBREARNZHFE“Welcome to Amazon Glacier’s
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BABERIEE (B JSON EX ) EREUTRAlG, EEE , HPEET x-amz-content-

sha256 ¥rk, FEHEILRAIE , x-amz-sha256-tree-hash Ml x-amz-content-sha256 2#H[E
HE. BR , XFAFT1MBWHELE  BIAMFTRXH,

POST /-/vaults/examplevault HTTP/1.1
Host: glacier.us-east-1.amazonaws.com
Date: Mon, 07 May 2012 00:00:00 GMT
x-amz-archive-description: my archive
x-amz-sha256-tree-hash: SHA256 tree hash
x-amz-content-sha256: SHA256 payload hash
Authorization: SignatureToBeCalculated
x-amz-glacier-version: 2012-06-01

NES 1 QBT ERTENICTERERXE RN T, FEE , ERERE T RALEIRL x-amz-
content-sha256 REEH, XEWREZLITEMBERARFITE SHA256 BFHEH , RAEBITEX
Bo

POST
/-/vaults/examplevault

host:glacier.us-east-1.amazonaws.com
x-amz-content-sha256:726e392cb4d09924dbadlcc@ba3b00c3643d03d14cb4b823e2f041cff612a628
Xx-amz-date:20120507T000000Z

x-amz-glacier-version:2012-06-01

host; x-amz-content-sha256; x-amz-date; x-amz-glacier-version
726e392cb4d09924dbadlcc@ba3b@0c3643d03d14chb4b823e2f041cff612a628

FERTENHRREE/RER T ETHIPAERNS R, EHMRTAEH Authorization MizHAH
A wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY #J AKIAIOSFODNN7EXAMPLE #53k & /R 40
T (ATETRER, FMTIRITR )

Authorization=AWS4-HMAC-SHA256

Credential=AKIAIOSFODNN7EXAMPLE/20120507 /us-east-1/glacier/aws4_request,
SignedHeaders=host; x-amz-content-sha256; x-amz-date; x-amz-glacier-version,
Signature=b092397439375d59119072764al1e9al44677c43d99061d98a5742c57a2855deb
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ITERK A

EFEMER | BAINEFE x-amz-sha256-tree-hash #l x-amz-content-sha256 #rsk, x-amz-
sha256-tree-hash iRk REMNBEREXPFERBAHORBM, HEBHEHRT WAITE x-amz-
sha256-tree-hash #rk, x-amz-content-sha256 FrRkBEBENEREFTNKRSES , HERENAR
PEWME, BXEZER , BRI E AP W REIZARITE,

EHE RN BRE R ATURE

« BORER-ERERPERA AR AP LEMRN | BT NUEBFREXPREEMIR, £X
MIBAT , S4B BRENMERNREN,

- BER-FAIRLEEAPI TR EAMEN  BANEBRENPRAEHEN—KR, EXHER
T, BTN EEMERAREN. EEMARE  BUUREZHS R EEER , ZERLNIEE
MERHREHM.

BREATHRBANN SHA256 e H. ERMARERFRRN , HIHERBRNMNIRES , £21t
& SHA256 i FHEN, RAMWIEHFENEMIRNREN,

@ Note

LEB O #R T —F it E SHA256 iR FN T L. BR , RERSHMERMNER , B LUER
FEMTE

BRI LU AT 3R 1T E SHA256 WER %

1. N EREEHRENESN 1 MB 23R |, 118 SHA256 B %, BENRE—NDORATLUNF 1 MB,
flgn , MREELEZ - 32MB R, MEFEHERENT=" 1 MB 2RAE—ND R
SHA256 B &E , RFITTEFIR 0.2 MB BIEH SHA256 1%, XEWFHEMR T HAH T R,

2. ERHT—R.

a. EEANMNELFTANKHE , ARITEEENKFEN SHA256 5%, LIEEF SHA256 IhH
WERASFEXANFTRHRXT Ko
b. MRAFT—AMFH R, BAIUFZBEEEAIRNT—F,

JEESH 2, BERERMEBRNLE, MBRMTEMIENGS , HEN FHBRMU TR LA

PRI,
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F&

s HERERH 1 HE—BERPEERE

- HERFER 2 ERADBR AR EERHE
- TEXHHHER S

« TEREERERREN

WIEWRE RS 1 FE—FRPLEHR

B —ERPFEH LERR AP (BSH LEAZE (POST archive ) ) E&ARE |, BRNEREA
LEFEBMNYE, Filt , BAME x-amz-sha256-tree-hash ERIFA P BEBMIEHORZHE
Fo BIREBELE—165MB WRR, TEIEE T AIERRRMN SHA256 BHENRE. BIREERAR
BN 1 MB 23R1HE SHA256 W%, AL, BEEAFRIREN 0.5 MB HIFEIHERS , ARRIHENTR
PR #9228

/ SHA-256 Tree Hash ™\
af the Archive

~SHA-256 ~SHA-256 ™,
‘. Hash . Hash
r"'f’r .Hh'm #‘fx \
~SHA-256 SHA-256 SHA-256 ™, ¢
“._ Hash . Hash ‘. Hash \
~“SHA-256 ",/ SHA-256 ™ ~ SHA-256 " < SHA-256 " < SHA-256 < SHA-256 ™, < SHA-256 ™
‘_ Hash /' Hash /' Hash '\ Hash /' Hash ) Hash /' Hash
A
IMBdata = 1MBdata | 1MBdata | 1MBdata 1MBdata O '°

6.5 MB Archive

WERER 2 FRADR AR LAHESE

EFEASBR AR LAMENTEMEREFNRESELE —BRP LEMERNER, E—HX32 ,
EPBREEDR  BESMNERBR (FEHALEE (PUT uploadlD ) APl ) EERRIN—E , Bt , 8%
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x-amz-sha256-tree-hash ERFLPRBHIZENREM, B2 , LEMERE , BUTAKRIET
RO EE (BSRTRDE L4 (POST uploadlD ) ) 3K , #1E x-amz-sha256-tree-hash i
RIS B EREMERPM R FE,

¢ SHA-256 Tree Hash ™

of the Archive iy
T -
f'Pﬂrt 1 SHA-256 Tree‘\ ’ﬁart 2 SHA-256 Tree",
\, Hash S ( . Hash ,,-'
H-..____ . - _____.-' --.________ ________.--
Ea -‘m j'?
SHA-256" \ y SHA-256, If"éi-'l.q-z:r;é"\ ,
‘. hash J ‘. hash ./ hash A ]
_/ 4 \
S - ¥, ! _
AP NN _— f XN —
/SHA-256™, “SHA-256" SHA-256", SHA-256", “SHA-256", | (“SHA- 256 \ [ SHA-256",
. hash /% hash /% hash / \ hash / . hash /% hash /% hash

1T 1T T T 1 T
: 3 4
‘ | MBdata | 1MBdata | 1 MB data | 1 MB data ‘ ‘ Wﬁ 55 1B

Part 1 Part 2
4 MB size 2.5 MB size

TEXHRRER S

HAE RNEERHTERENMERN, SUUREIEEINEEMRILAB, NEEREH
Amazon SDK ¥ Amazon Glacier ( Amazon Glacier ) #1742 , WREANEERMEBFHITE |, &8
RERMXHEIA,

Example 1 : Java ;R4

T RGNEBBIMEFERA Java it E AR SHA256 . SalESREXGNEENSHKREIT
WRG , LA EEMNEHNRBER TreeHashExample. computeSHA256TreeHash J%,

import java.io.File;
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import java.io.FileInputStream;

import java.io.IOException;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

public class TreeHashExample {
static final int ONE_MB = 1024 * 1024;

/**
* Compute the Hex representation of the SHA-256 tree hash for the specified
* File
*
* @param args
& args[@]: a file to compute a SHA-256 tree hash for
*/

public static void main(String[] args) {

if (args.length < 1) {
System.err.println("Missing required filename argument");
System.exit(-1);

File inputFile = new File(args[0]);
try {

byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 Tree Hash = %s\n", toHex(treeHash));

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s", inputFile,
ioe.getMessage());
System.exit(-1);

} catch (NoSuchAlgorithmException nsae) {
System.err.format("Cannot locate MessageDigest algorithm for SHA-256: %s",
nsae.getMessage());
System.exit(-1);

/**
* Computes the SHA-256 tree hash for the given file

*
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* @param inputFile

& a File to compute the SHA-256 tree hash for
* @return a byte[] containing the SHA-256 tree hash

* @throws IOException

& Thrown if there's an issue reading the input file
* @throws NoSuchAlgorithmException
*/

public static byte[] computeSHA256TreeHash(File inputFile) throws IOException,
NoSuchAlgorithmException {

byte[J[] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
return computeSHA256TreeHash(chunkSHA256Hashes);

/**
* Computes a SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk even if it is smaller than 1 MB.
*
* @param file
& A file to compute checksums on
* @return a byte[][] containing the checksums of each 1 MB chunk
* @throws IOException

ks Thrown if there's an IOException when reading the file
* @throws NoSuchAlgorithmException

& Thrown if SHA-256 MessageDigest can't be found

*/

public static byte[][] getChunkSHA256Hashes(File file) throws IOException,
NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
long numChunks = file.length() / ONE_MB;

if (file.length() % ONE_MB > Q) {
numChunks++;

if (numChunks == 0) {
return new byte[][] { md.digest() };

byte[][] chunkSHA256Hashes
FileInputStream fileStream

new byte[(int) numChunks][];
null;

try {
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fileStream = new FileInputStream(file);
byte[] buff = new byte[ONE_MB];

int bytesRead;
int idx = 0;
int offset = 0;

while ((bytesRead = fileStream.read(buff, offset, ONE_MB)) > @) {
md.reset();
md.update(buff, @, bytesRead);
chunkSHA256Hashes[idx++] = md.digest();
offset += bytesRead;

return chunkSHA256Hashes;

} finally {
if (fileStream != null) {

try {
fileStream.close();

} catch (IOException ioe) {
System.err.printf("Exception while closing %s.\n %s",

file.getName(),
ioe.getMessage());

* Computes the SHA-256 tree hash for the passed array of 1 MB chunk
* checksums.

* This method uses a pair of arrays to iteratively compute the tree hash

* level by level. Each iteration takes two adjacent elements from the

* previous level source array, computes the SHA-256 hash on their

* concatenated value and places the result in the next level's destination
* array. At the end of an iteration, the destination array becomes the

* source array for the next level.

* @param chunkSHA256Hashes

E An array of SHA-256 checksums

* @return A byte[] containing the SHA-256 tree hash for the input chunks
* @throws NoSuchAlgorithmException
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& Thrown if SHA-256 MessageDigest can't be found
*/
public static byte[] computeSHA256TreeHash(byte[][] chunkSHA256Hashes)
throws NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.length > 1) {
int len = prevLvlHashes.length / 2;
if (prevLvlHashes.length % 2 != Q) {
len++;

byte[][] currLvlHashes = new byte[len][];

int j = 0;
for (int 1 = @; i < prevLvlHashes.length; i =i + 2, j++) {

// If there are at least two elements remaining
if (prevLvlHashes.length - i > 1) {

// Calculate a digest of the concatenated nodes
md.reset();

md.update(prevLvlHashes[i]);
md.update(prevLvlHashes[i + 1]);
currLvlHashes[j] = md.digest();

} else { // Take care of remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

}
}
prevLvlHashes = currlLvlHashes;
}
return prevLvlHashes[0];
}
/**

* Returns the hexadecimal representation of the input byte array
*
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* @param data

* a byte[] to convert to Hex characters
* @return A String containing Hex characters
*/

public static String toHex(byte[] data) {
StringBuilder sb = new StringBuilder(data.length * 2);

for (int 1 = @; i < data.length; i++) {
String hex = Integer.toHexString(data[i] & OxFF);

if (hex.length() == 1) {
// Append leading zero.
sb.append("0");

}
sb.append(hex);

}

return sb.toString().toLowerCase();

Example 2 : C# .NET R4l

LA R 115 BF 04T i B XX SHA256 Bificie %, & A DUBRE R XL BN S BORIZ1T LR Bl

using System;
using System.IO;

using System.Security.Cryptography;

namespace ExampleTreeHash

{

class Program

{
static int ONE_MB = 1024 * 1024;

/**
* Compute the Hex representation of the SHA-256 tree hash for the
* specified file

*

* @param args

* args[@]: a file to compute a SHA-256 tree hash for
*/

public static void Main(string[] args)

{
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if (args.Length < 1)

{
Console.WriteLine("Missing required filename argument");
Environment.Exit(-1);
}
FileStream inputFile = File.Open(args[@], FileMode.Open, FileAccess.Read);
try
{

byte[] treeHash = ComputeSHA256TreeHash(inputFile);

Console.WriteLine("SHA-256 Tree Hash = {0}",
BitConverter.ToString(treeHash).Replace("-", "").ToLower());

Console.ReadLine();

Environment.Exit(-1);

}
catch (IOException ioe)
{
Console.WriteLine("Exception when reading from file {03}: {1}",
inputFile, ioe.Message);
Console.ReadLine();
Environment.Exit(-1);
}
catch (Exception e)
{
Console.WritelLine("Cannot locate MessageDigest algorithm for SHA-256:
{o3}",
e.Message);
Console.WriteLine(e.GetType());
Console.ReadLine();
Environment.Exit(-1);
}
Console.ReadlLine();
}
/**

* Computes the SHA-256 tree hash for the given file

*

* @param inputFile

& A file to compute the SHA-256 tree hash for
* @return a byte[] containing the SHA-256 tree hash
*/
public static byte[] ComputeSHA256TreeHash(FileStream inputFile)

{
byte[J[] chunkSHA256Hashes = GetChunkSHA256Hashes(inputFile);
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FRARER

return ComputeSHA256TreeHash(chunkSHA256Hashes);

* Computes a SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk even if it is smaller than 1 MB.

* @param file

& A file to compute checksums on
* @return a byte[][] containing the checksums of each 1MB chunk
*/

public static byte[][] GetChunkSHA256Hashes(FileStream file)

{

long numChunks = file.Length / ONE_MB;
if (file.Length % ONE_MB > 0)

{
numChunks++;
}
if (numChunks == 0)
{
return new byte[][] { CalculateSHA256Hash(null, @) };
}
byte[J[] chunkSHA256Hashes = new byte[(int)numChunks][];
try
{
byte[] buff = new byte[ONE_MB];
int bytesRead;
int idx = 0;
while ((bytesRead = file.Read(buff, @, ONE_MB)) > 0)
{
chunkSHA256Hashes[idx++] = CalculateSHA256Hash(buff, bytesRead);
}
return chunkSHA256Hashes;
}
finally
{

if (file != null)
{
try

T E AR e %
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{
file.Close();
}
catch (IOException ioe)
{
throw ioe;
}
}
}
}
/**

* Computes the SHA-256 tree hash for the passed array of 1MB chunk
* checksums.

* This method uses a pair of arrays to iteratively compute the tree hash

* level by level. Each iteration takes two adjacent elements from the

* previous level source array, computes the SHA-256 hash on their

* concatenated value and places the result in the next level's destination
* array. At the end of an iteration, the destination array becomes the

* source array for the next level.

* @param chunkSHA256Hashes

ks An array of SHA-256 checksums
* @return A byte[] containing the SHA-256 tree hash for the input chunks
*/

public static byte[] ComputeSHA256TreeHash(byte[][] chunkSHA256Hashes)

{

byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.GetLength(@) > 1)
{

int len = prevLvlHashes.GetLength(Q) / 2;
if (prevLvlHashes.GetLength(@) % 2 != 0)
{

len++;

byte[][] currLvlHashes = new byte[len][];

int j = 0;
for (int i = @; i < prevLvlHashes.GetLength(@); i = i + 2, j++)
{
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// If there are at least two elements remaining
if (prevLvlHashes.GetLength(@) - i > 1)
{

// Calculate a digest of the concatenated nodes

byte[] firstPart = prevLvlHashes[i];

byte[] secondPart = prevLvlHashes[i + 1];

byte[] concatenation = new byte[firstPart.Length +
secondPart.Length];

System.Buffer.BlockCopy(firstPart, @, concatenation, 0,
firstPart.Length);

System.Buffer.BlockCopy(secondPart, @, concatenation,
firstPart.Length, secondPart.Length);

currLvlHashes[j] = CalculateSHA256Hash(concatenation,
concatenation.Length);

}

else
{ // Take care of remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

}
}
prevLvlHashes = currlLvlHashes;
}
return prevLvlHashes[0];
}
public static byte[] CalculateSHA256Hash(byte[] inputBytes, int count)
{
SHA256 sha256 = System.Security.Cryptography.SHA256.Create();
byte[] hash = sha256.ComputeHash(inputBytes, @, count);
return hash;
}
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T B EE A B R 56 T

LEERBHES APl (BESHEZES (POST jobs ) ) REMER , BAUERMHIEEEREN
HETHE. KO , HEERRIESEH API ( FSFREES i H ( GET output ) ) THENHKEE
B, A AR M EEETHNEEEE . XETEEM ML , SERRN THERIBIEN S &
BETBIAMNMHE. ERZNBESASHBURFTIXNF. A TETHREHZERENE , BEER
MEESE THNERESAURER BT, XWHREEEXTFHENLNT

« JKFFXFF-HSEHE [StartByte, EndBytes] A4 1 MB ZER EEndBytestl 1 AJ# 1 MB BRRE T 5
EEHMNRR (FHFTHANEE 1) 5t StartBytes , MBAIKFT (1024*1024) 7. BIIES API
REREE ( MREE TEE ) XFAKFTIF.

* Tree-hash W3- H B XHEZEREAMENMERFNRER TEMMENMERFPHT BT,
SEE [StartBytes , EndBytes] F ERR## TR EXTT. N TERRETHNBFENIRERNE , ER
ZHEE AR ETRAEESTARER HXNT. AXREEURENE-ERERBHXRN RO,
BESRAMERERS  RERAREREXNTFHEELE.

FER , UIRERFEXNFHEEHERAKFTINFTN, ER , URFHXNFEEIF —ER AR
i XS FHY.

UTRAER T EETHERSEN , 2EBERER TRIREME :

c MRBEBHESERPREEERZNTE , H BERRESERPTHEMR,

« MRBEBHIESERPREECERZNTE , H BERIESERPEEE THA ARG HXI5F
HSEE .

« MRBEBHESERPEEERRNUMERHBXSTHEE , H AERIESERP THENE
o

c MRBEBRHESERPEEERRNUMEREXNTHEE , A RERIESERPEEETHH
LARS T e %6 34 ST RSB Bl

MREHEBHEFSERPEEELRIVEE , MIZEERUAMERFENTF , WEERRESERP TR
#iEe |, MATLIRBERAE | EREDNT2REREME.
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WG E R  RBEUREREXNSTHEZTE

RIFENNHEEFE - 6.5 MB WHR , BERRIZERMN 2 MB, BERFHESERPEE 2 VB
SEENARRET EETHREENRESRIIBERRBMNE, TEHEATHT 6.5 MB HRETUTH
A 2 MBSEE. XFMEEHUKFZTXNFF , ERE—EREUARMFERFHNFT.

/SHA-256 Tree Hash ™
‘. of the Archive  /

- -

p SHA—ZéE ' ; SHA-:-!EE- '.

n Hash . Hash
~GHA-256 ™ GHA-256 '
n.__Hash ./ “_ Hash ./
o T v 7w

“SHA-256 < SHA-256 " - SHA-256 ~ < SHA-256 ~ < SHA-256 ", - SHA-256 1\ - SHA-256
IR L W L L Ly e
e 1 I T 1 A

A

0.5 MB
data

1 ME data 1 ME data 1 MB data 1 MB data 1 ME data 1 ME data

Range Megabyte-Aligned, Range Megabyte-Aligned
but not Tree-Hash Aligned 6.5 MB Archive ;4 Tree-Hash Aligned

BARH T e 76 X3 ST RYSE B 1 BA

LE D WA BN FASEENARAE THINERA, EETHEEN B ABLEEERR
HBIEEEUR BN RO BIE THACEE N , UHEREXNFAEEIFRTEE, MRXHMEE G
WERFBXNT , MWEE T HBRE R RE MR,

HENSETE [A Bl LHEMHMERS , EIZTENMERFNRES TEMIENHERSEH
B — T RE, SBE [A B] AN THERURFERFNFTH, ERABEIREES RO ©RUKFE
EHENFHEECTEFNERERTX—R. EHod , BIMNEHE THERBXISTHHSA,

AR [P, Q) ¥y N BFHT (MB ) HERMNEEEN , M P M QR 1MBHER. BEE , SKEHE
SEEN [PMB,QMB -1 ZFF] , BEATHERER , RITFEETRH P, Q. ETXLEZEREZSA :

« MR PHAFTH , WRAB—NAIGERN AR BRI SFHSEEED , [P, P+ 1 MB),
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FRARER

- MR P EBEH, K BEAE, ER P AIUEK 2k * X, MHEZHE k MNA P FANRERBXFTHE

Ble XBAT 0HNEH. UREREXNFTHTES
* WFEANi, HEB (0<=i<=k) HEP+2 <N, U [P, Q+2) RBUMFEMAENFHTE.

RAELT KA

- P=0 & A =2[IgN]*0 B 455 1ER

A 15 e R

MBRELE

Hix , API FHRETHREZ—

KB 5 89 HTTP RSB  XKH
AccessDeniedException mMREB A=A E Amazon 403 EZF
Identity and Access Management  Forbidden Uy
(AM) KBEFATHNER , REF
3R URI FEA T £51REY Amazon
Web Services K/ ID , MR E,
BEXEZER ,FZRE EAT
Amazon Glacier B Identity and
Access Management,
BadRequest MRFTELEER | MRE R 400 Bad B
= Request Ui
ExpiredTokenException MRERPEANZESEE T 403 zZF
2, IhRERFE, Forbidden U
InsufficientCapaci MRESERENERELELINEE 503 Service RF
tyException X, MRE ARB, WERSGER  Unavailab B
FThERE , FEATHRAESME le
K%,
InvalidParameterVa ﬂﬂ%"ﬁalﬁﬁﬁ?‘é’i?iﬁ*ﬂ'ﬂ%}& , W 400 Bad B
lueException BREHRE, Request U
InvalidSignatureEx MRERZEEZLH , MIRE R 403 P
ception o Forbidden U
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FRARER

5B 5 88 HTTP RSB XKH
LimitExceededException MRBERSGHEIXHERS. ¥ 400 Bad BZF
ZRHFIEMEERERGPHEA  Request Ui
=31, MR E A,
MissingAuthenticat MREERERKE S BRI 400 Bad =
ionTokenException 7, IRE LT, Request U
MissingParameterVa MREBFERPREMBENIRLSS 400 Bad =P
lueException W, MRELFE, Request U
PolicyEnforcedExce MRERRELFFBE ST HIERRE 400 Bad zZF
ption MR FRERRE , MIRELLFE.  Request i
BXBERRRBNESEE | 1B
2% Amazon Glacier BERERE
B o
ResourceNotFoundEx MBEEENRR (HIUNXHE., £ 404 Not =P
ception £ ID HfE% ID ) 7% , MRE  Found %
RE
RequestTimeoutExce MRIERE EEEERHH Amazon 408 Request FEF
ption Glacier ( Amazon Glacier ) TE#% Timeout U
W EfEatEe , NMREFE,
SerializationException MRFERENXTR , MIRE R 400 Bad BZF
H, MRS JSON HREA , Request i
NKEEERAREER,
ServiceUnavailable MRBRSTETHER , MIRELL 500 AR S5
Exception 7%, Internal B
Server
Error
ThrottlingException MREFEFREK M@ Amazon 400 Bad B
Glacier ZIXERKER |, NHRE Request i
HHE
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5B 5 88 HTTP RSB XKH
UnrecognizedClient MRIFEZA ID REETETE 400 Bad BZF
Exception B, MREIRFE, Request I

& fh Amazon Glacier & APIs REIHRIN R E , ESETRINRE HERB B EB REFI NS ELE

o
Amazon Glacier 27N EXFIRE4EIREER. UTROIER T EEE R,
=~ 1 EETFEENES ID ERESEK

BIREAFFENES KIAHEIRIES (GET JobID ) #ER. B, BEE - N TFENES ID,

GET /-/vaults/examplevault/jobs/HkF9p60o7yjhFx-
K3CGL6TuSm6VzW9T7esGQfco8nUXVYwS@jlb5gqlIZ55yHgt5vP54ZS5hjo@zQVVEXAMPLEbadJobID HTTP/1.1
Host: glacier.us-west-2.amazonaws.com

Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

YEFR @RI , Amazon Glacier IR Bl LA T 4 1% 08 57

HTTP/1.1 404 Not Found
x-amzn-RequestId: AAABaZ9N92Iiyv4N7sru3ABEpSQkuFtmH3NP6aAC51ixfijg
Content-Type: application/json
Content-Length: 185
Date: Wed, 10 Feb 2017 12:00:00 GMT
{
"code": "ResourceNotFoundException",
"message": "The job ID was not found: HkF9p6o7yjhFx-
K3CGl6fuSmeVzW9T7esGQfco8nUXVYwS@jlb5gqllZ55yHgt5vP54ZShjoQzQVVEXAMPLEbadJobID",
"type": "Client"
}

Hrp .
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Code

Message

BETIRLEHEIRD APl B EIRFMA4 —iR#EIR,

Type
BiRR, ZFRALLAUTEZ— : Client. Server = Unknown,

RE : FREB,

WEEHEME R WA THER ;

« XFEEIRMA , Amazon Glacier IREPRASRIBE 4xx M 5xx. L RGIH | IRSKERH 404 Not
Found.

« Content-Type #r3k{8 application/json RRIEXHH JSON
« IEXHH JSON 2 THIRER,

EZRWERT , RRBEETFENNHE , MARERNVES ID. MESIREREER,

HTTP/1.1 404 Not Found
x-amzn-RequestId: AAABBeC9Zw@rp_5DOL8VIB3FA_W1TupqTKAUehMcPhdgni®@
Content-Type: application/json
Content-Length: 154
Date: Wed, 10 Feb 2017 12:00:00 GMT
{
"code": "ResourceNotFoundException",
"message": "Vault not found for ARN: arn:aws:glacier:us-west-2:012345678901:vaults/
examplevault",
"type": "Client"
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Tl 2 BREBEBFERENTEESEKR

FERGIH | BEEFIHES (GET jobs ) IHRUKRKREEIE statuscode WXHEMES , M
R T $51%M statuscode {E finished , MARA#EZME InProgress, Succeeded
Failed,

GET /-/vaults/examplevault/jobs?statuscode=finished HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version, Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

Amazon Glacier IR[El InvalidParameterValueException AR ERAIHE B,

HTTP/1.1 400 Bad Request

x-amzn-RequestId: AAABaZ9N92Iiyv4N7sru3ABEpSQkuFtmH3NP6aAC51ixfjg
Content-Type: application/json

Content-Length: 141

Date: Wed, 10 Feb 2017 12:00:00 GMT

{
"code": "InvalidParameterValueException",
"message": "The job status code is not valid: finished",
"type: "Client"

}

M ERE

LT 2 A7 Amazon Glacier #{ B 8 ST 214k,

F&

o HIENHESIE ( DELETE lock-policy )

o [EHERMREZ ( POST tags add )

« BIEXHE (PUT vault)

s SERXHESIE (POST lockid )

« MIBRSCHEEE ( DELETE vault)

o« MIBRSCHFFE 1 R 3R BE ( DELETE access-policy )
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 MIBRX4#EEEB A ( DELETE notification-configuration )
s HWIRXHE ((GET vault )

o FRENCHEE i B KB ( GET access-policy )

o REHESIE ( GET lock-policy )

« FREUHEEEA ( GET notification-configuration )

s BEIXHESE (POST lock-policy )

o FIHXHENFE (GET tags )

o HIHXHFE ( GET vaults )

o NXHEEMIBRYEE ( POST tags remove )

o RBEXHEHRIFEE ( PUT access-policy )

s EBEXHEBHERE ( PUT notification-configuration )

FIE XX ESIE ( DELETE lock-policy )
iR

MBXHEPERLTF Locked KA, MHRERXFLEXHEHELS R, WREERIIRER SXH4E
BIELTF Locked RZA |, MLRELIRE AccessDeniedException ik, BLEXHESEIES
IS TE ST B o R BR ST 4P B E SR

B A 3 S EBE ( POST lock-policy ) , AN MHESEETF InProgress RES, BI
RS HESIE (POST lockld ) , AR XH4ESMEET Locked KA. @ ANES i A FREUS A i
7E ( GET lock-policy ) , SRERX HEHENRS. BEXXNHEHELENESZEE , S Amazon
Glacier XHEHIE. BANHEHERBNESEE , BSAXHESERKE,

WREREBEW, MRNXHEMELTF InProgress MR ESUHEXRBKIKR | NBTZ XK
Ih it 18 A LR A

B3R
EMBR X EEREE , BE X ER DELETE F&RM URI £3% HTTP lock-policy ¥R,
BE

DELETE /AccountId/vaults/vaultName/lock-policy HTTP/1.1
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Host: glacier.Region.amazonaws.com
Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

@ Note

AccountId {8 Amazon Web Services IK 7 1D, LLEXIE AR ER#H TR EIENE
X<EXHY Amazon Web Services Ik ID ML, &7 LAEE Amazon Web Services K ID
WA LUEREE " (EFA ) , BXFBERT , Amazon Glacier FRERAXRMNBERH#ITER
HYEUEHH X BXHY Amazon Web Services I~ 1D, IMREIEEKF ID , FOE ID P EEEM
EFRF(-)o

BERSH

HIREFERBERSH.

B R#Rk

HRERERAMBREBANBERIFk, BXBABRFANEES , BZRBEABERIF X,
ERE

RSB EREL.

Wfa] B2

W0 R AL T BRI KB , Tl Amazon Glacier £3&E HTTP 204 No Content WERZ,

BE

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

RIVEDER

LR E R RS BERE AN B RAR .. BXBAMMFRANER  FSHEA MR,
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g B IE 32

BE AR VB IR (2] 0ja 7 1E 32,

HiR

B2% Amazon Glacier REMEIREENEER , BSREIRE M,
Rl

BUR RGIE R AMAE LI ST EEBUE R 2

HR R

M RBIF | DELETE R EER BN lock-policy XXM ER examplevault F&IR,

DELETE /-/vaults/examplevault/lock-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2
x-amz-glacier-version: 2012-06-01

e B 7R 451

TR THMI BRI S BE |, Tl Amazon Glacier £3R[E HTTP 204 No Content WAL , ZNUA T RBIF AR
o

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

PSS

« ERXAEBE (POST lockld )

o RENXHESIE ( GET lock-policy )
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- BEIXHEESE ( POST lock-policy )

BEZH
BXREREIESH Amazon SDK RERLL APINEZEE , BSRUTARE

* Amazon Command Line Interface

6] X4 E R IFREE ( POST tags add )

WRESAXHERMEENTE, BMEH— MR —MEEARK. BENMHETHRSZE 50 MF
L, MRENERSSBEEXHFENRSRSE , MtRES5IK LimitExceededException 45

xo

MREXHELNENMEERN TECSHFE—MZ , INEZIUENRE. AXNENESER  F

2 #R12 Amazon Glacier ‘BB,
EEALS IR
1ﬁ:jitgﬂaE

EEXHERNRE | B/ HTTP POST BRAIEFRZ URI, AT EERBIF PR,

POST /AccountId/vaults/vaultName/tags?operation=add HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{
"Tags":
{
"string": "string",
"string": "string"
}
}
® Note

AccountId N Amazon Web Services Ik 1D, ML{ENNE AR ERH#TZEZREUE
XEXHY Amazon Web Services i/~ ID #HEEL, BRI LAEE Amazon Web Services K/ ID

6] XA EE AR IR 2 AP W< 2012-06-01 349


https://docs.amazonaws.cn/cli/latest/reference/glacier/abort-vault-lock.html
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WA LURRISE-" (EFR ) , EXMERT , Amazon Glacier fEA SRR BERFETER
HYEIEHH X BXAY Amazon Web Services I/ 1D, IIREIEEMKF ID , FOE ID P EEEMA
E?ﬁ ( - ) o

B3RS
% iR B

operation=add #7H add BHNENEWFZHFESHK operation , AFEMNX =R
HEERIBRFRZ ( POST tags remove ) #1TX %

HRIRk

LR ERAFRREBANERIRL. BXREABRIRKNER | BSRAEAFRERL,
FERIEX

BEREXFEELT JSON £,

RE
BB X4 ENRE, BMREH—MEN—MEAK, ZEATAZEZHTE,
RE . FRBIFRFRME
KEAR : RPKERN 1. RRKER 10,

= MLEE - B
mEAME =B

Wfe] Rz
MRBEFREI , MiZRFZSIRE HTTP 204 No Content MR,
BiE

HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date
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FRARER

RIVEDER

I 3R AR 68 AR K 2 2008 158 A Y W REAR Sk . B X B AR A HIER

W BZ 1E 32
13 4E R B8 B2 IE 3o

iR

A% Amazon Glacier R EMEREEMNEER , HSRE R
]|

E R R

U ROIRIE —NEEERNE XA ERPRER HTTP POST #3Ro

POST /-/vaults/examplevault/tags?operation=add HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z

BES B ARk

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2

Content-Length: length
x-amz-glacier-version: 2012-06-01

{
"Tags":
{
"examplekeyl": "examplevaluel",
"examplekey2": "examplevalue2"
}
}
0fe) Rz 7 45

MRFR KN , Amazon Glacier £3R[E HTTP 204 No Content , LA T ROIF PR,

HTTP/1.1 204 No Content

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:02:00 GMT

18] 32 4 B R DOPR S
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PSS

o B XHEMNIRE (GET tags )

o MWIUHEMIBR#RZE ( POST tags remove )

BEZH
BXREREESH Amazon SDK RERLL APIMEZEE , FSRUTARSA

« Amazon Command Line Interface

BRI SHEE ( PUT vault )

HiR

RESEREENBHROIENNM4E. XHENAEME Amazon Web Services Ik I EA
Amazon KB AMZE—H. BRZSALUANBNKSQE 1000 M HE, BXUBESXHENE

B . iF# %] Amazon Glacier &~ RiFMAEE T,

AXHEmER , ELPER TR,

- BMKEE 1M 255 NFRHZE
- AFNFRHEE a-z, A-Z, 09, -(FXl% )., _(EFZH)M . (¥8BIR ).

HWRERESEUN , BALZRREHEBHNIER , {87 Amazon Glacier ( Amazon Glacier ) 88— X8l
BEENXHER , eT2BFERNE,

#R

&

EORNHE | B HTTP PUT BRAEEIE IR H S EMN URI

PUT /AccountId/vaults/VaultName HTTP/1.1
Host: glacier.Region.amazonaws.com
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Date: Date

Authorization: SignatureValue
Content-Length: Length
x-amz-glacier-version: 2012-06-01

(@ Note

AccountId {3 Amazon Web Services IK 7 ID., LLEXIE AR ER#IH TR EIENE
X<EXHY Amazon Web Services Ik ID M, & A LA3EE Amazon Web Services K ID
WA LUEREE " (EFH ) , BXFERT , Amazon Glacier FR SRR BERH#ITER
KA < BXHY Amazon Web Services Ik 1D, MR EIEEKS ID , F2E ID A EBEENM
EFRF(-)o

EREM

BRIETERERSH.

RIS

BRI ERFEREBRNERITL, AXBAERFLANES , WSHEMARRITL,
WREX

BRI ERE X SANE (0 5% ) .

e

BE

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: Location

e Rz A3k

BT RTARIEEA MR , BRI HMAIFE S MRk, BXEAMMRANESES
WS B AR
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A iR
Location 28I 2 8 S ER AR URI BER,
KA R
Mg Rz 1F 32

LR ME R IR (5] 0 B 1E 32 o

iR

AKX Amazon Glacier REMEREENEE , SRS RE A,

]

B3R R

R RBIZ% HTTP PUT R , SUBIZE A examplevault 8 XHRE,

PUT /-/vaults/examplevault HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Content-Length: @

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b129662a2

e B 7R 451

Amazon GIaC|er RIEXHEHE Location A ARE X HENMEXN URI R, TiLBERPIEEN
WK/ ID EREFH (Location) , K ID RAESERE - #rk P,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Location: /111122223333/vaults/examplevault

Sy
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« HIHHE ((GET vaults )
o MIBRX#FE ( DELETE vault)
- & T Amazon Glacier B Identity and Access Management

BESH
BXREHEIESH Amazon SDK HERLL API NEZEER |, BSRUTHREA :

« Amazon Command Line Interface

SERHEBIE ( POST lockld )

LIREEE N X EBERIRSM InProgress RSN Locked RBRER X HEHESE |
XESBNHEMNERBEAIITER. BYAAInProgress , MNXHEMER T B3 UHESE

( POST lock-policy ) HR#&S. fﬁ—lﬁ‘ﬁﬂﬁﬁﬁﬂliﬁﬁﬁﬁfﬁ ( GET lock-policy ) , SREXX 4 EBiE AR
Do BERXHEHMEIERNESZEE |, ESH Amazon Glacier X4 EHIE .

HRERBEN, WRIXAEHELT Locked REMBREMNBIE ID EHMATHEXHENHE
ID ILES , ML ERIBGAF R,

MRS XHEBELT Locked RAENEBERFEZZLTRWHE ID , MHREXIRE
AccessDeniedException f5iR. MR EXHEPEL T InProgress RSN EERPZETHH
BIE ID, M IRESLS|I %L InvalidParameter HiR,

WK

ETRXHEMNESRE , BEXHEN POST FRFEKN URI KEXTFEEMMBIE ID B HTTP lock-
policy &R,

Bk

POST /AccountId/vaults/vaultName/lock-policy/lockId HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01
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FRARER

® Note

AccountId {3 Amazon Web Services I ID, BLEXIS AR ER#IHITZEKEIEE
X< EXHY Amazon Web Services Ik ID #HICEL, &R ELEE Amazon Web Services ik ID
AT LUERIEE - (EEF ) , EXHER T , Amazon Glacier A SRR ERI#TZER
EI’J EUEA<BXHY Amazon Web Services IK/° ID, SIREIEEKS ID , 2% ID R EBEEM

EFRF(-).

lockId EEM B XHESIE ( POST lock-policy ) i&RIKEVHIBIE 1D,

ERBH

BRI

HRERERFERIEBRANERITL, BXBRERITLHES
WREX

BB EEREX,

o Rz

MRBHEFRAI , MZRSFLIRE HTTP 204 No Content WL,

B

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

RIVEES

LR AR BE AR K 2 B0a R1 38 A Y B RE AR k. BXBRAMMIRAHNER | 18

g 2 IE 32
IH 3 4E R B8 B2 IE 3o
iR

A3x Amazon Glacier REMEIREENER , BSREIRIOAL,

FS B A FERRL,

25038 A B RIFR K o

SER A BLE
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Pl

R

LT REIEIEFEBE ID B HTTP POST BRUTR XM EMED =,

POST /-/vaults/examplevault/lock-policy/AE863rKkWZU53SLW5be4DUcW HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

e Bz 7R 451

WRIERMK I , Amazon Glacier ( Amazon Glacier ) ’RiRE HTTP 204 No Content MR , ZABAT
NPT R

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

PSS

o FIENHESIE ( DELETE lock-policy )

« FREUCUHESIE (( GET lock-policy )

o BIXHESE ( POST lock-policy )

5iESH

BEXREHEIESH Amazon SDK HERLL API NEZEER |, BSRUTHREA

* Amazon Command Line Interface

FERR A EE B E API hzZ 2012-06-01 357


https://docs.amazonaws.cn/cli/latest/reference/glacier/complete-vault-lock.html

Amazon Glacier FEANGIER

fi BR X4 FE ( DELETE vault )

R

HRESRBR M MHE, REELXNERESNXHERSETMAER , HEB LRBEREQLURXXHE
SREPITEEME AR , Amazon Glacier ( Amazon Glacier ) T &M X #HEFE, MERHEEHEDH
F—FH , XHERBRIZESKK (B, F2MIBRX4E ) |, # H Amazon Glacier IR EI45iR,

BRI AR IR (GET vault ) 18, TLRMXHEEE , BEXHEDPHMERY ; BR | %
EERET Amazon Glacier LR R XHEZTEN,

HRIERTEN.

® Note

LM BR ST AR | BT 0B S4B B9 ST UG (R SRRt AR BR . B R AR R SR B AV S
ZEE , B AXAERREE,

R
EMPERXHE |, BRI ESRIR URI &3E DELETE HE3Ro
B

DELETE /AccountId/vaults/VaultName HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
Xx-amz-glacier-version: 2012-06-01

@ Note

AccountId EEBAHEERTK K Amazon Web Services I/ 1D, A LAEE Amazon
Web Services 1K= ID , B AT LLUERIEE -" (EFFF ) , EXHERT , Amazon Glacier £
SRR ER#1TERNEIEMEXBEL Amazon Web Services Ik~ ID, MR EFERIKS ID
B2E D HIEEMEFTF (-) o
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BREH

HRAETERERS B,

HRIRSL

HRAEREAPERIEBANERITk, AXBAERFANEL , WSHBAERIFL,
HREX

HRAEREEREX,

I 1

o

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

e R4 3k

LR B E A RS BOERE AN B RAR k. BXBAMMFRANER  FSHER MR,
W B 1E 32

IE 3 4E R B8 B2 IE X o

Hix

B X Amazon Glacier R EMEBIRELRNEELE , BSHEIRMBAL

=

HR R

AT RBISMIBRE 9 examplevault BISXHE, ZiE KRB 25X EMIBRAVEIR ( SUEFE ) B9 URI
B DELETE &K,

DELETE /-/vaults/examplevault HTTP/1.1
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Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

e B 7R 451

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

RSy

BIE X HEE ( PUT vault)
S SCHEFE ((GET vaults )
BaES ( POST jobs )

i@ Fi T Amazon Glacier B9 Identity and Access Management

Sk
A

o

HESH
BXREFEESHW Amazon SDK RERL APIEZFEE , BTSRUTAZR

* Amazon Command Line Interface

Tl B ST 44 FE 17 [R] 28 BE ( DELETE access-policy )
98

IR VR BR S48 E S R BRRY 1A R SR B, ZIRERLAR—HH - BRRW , Amazon
Glacier ( Amazon Glacier ) TREEEX — LT EIR T MR E KR , HEEERERBRERE |, &
B (8] A AT BE T B B SR G B R

LREREEFN . BUUZERARRRE , BEXEEXHEXRRNREE. BXXHFERRREBNE
ZER , FSPXET R R,

R Bk ST 44 R 7 1) R API fR4s 2012-06-01 360


https://docs.amazonaws.cn/cli/latest/reference/glacier/delete-vault.html

Amazon Glacier FEANGIER

H3R

EBR Y B U E T R BR R , B EISUEER access-policy FAEIRM URI &% — HTTP DELETE
B3R,
&

DELETE /AccountId/vaults/vaultName/access-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

(® Note

ZAccountIdER A XHENKFH Amazon Web Services Ik 1D, &BAILAERE

— Amazon Web Services Il ID , B AT LLERIBE—N'-' (EFR ) , EXHER

T , Amazon Glacier fEA 5 R TXEERMNEIEXEKH Amazon Web Services 1K 1D, 213
IBERIKFS ID , B2E ID A EEEMAEZR (-) o

BERSH

IREFERBERS .

ERIRk

IRERERAMBREBANBERIF K, BXBABRFANEER , BFZRBERBERF X,
BERIEX

HEREZBERIE .

Wfe] B2

YERWERL , Amazon Glacier 271 B I BR K& BYIRE 204 No Content,

BE

HTTP/1.1 204 No Content
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x-amzn-RequestId: x-amzn-RequestId
Date: Date

e Rz A3k

LR ERA RS HERE RN EAR., BXBABMGANER  BSHEA R,
e 2 IE 32

EEIRAE IR B R IE 32,

HX Amazon Glacier R EMHEIREEWEE , BSHEIRE A,

e

LA 7R 451388 7 04T ) BR 3244 5 ) SR s

BRI

EMRBIF , DELETE R AIEFIB R access-policy X HER examplevault F&R,

DELETE /-/vaults/examplevault/access-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dchb540091b12966F2a2
x-amz-glacier-version: 2012-06-01

1) 3z 7= 51
ERME , MNREKIIMIERZFERE , W Amazon Glacier $iRE] 204 No Content , A R RHIFF R,

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Sy
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« FREUUHFFEIA B KB ( GET access-policy )

- BN EHB KB (PUT access-policy )

BESH
EXEEEIESH Amazon FERL APl WEZEE SDKs , BSRUTHE :

« Amazon Command Line Interface

il B 3244 EE 3@ &1 ( DELETE notification-configuration )
98

IR VES BRSO FE 1R B B HIELE ( PUT notification-configuration ) iRBHEHMEE., Zi
ERALR—HMED , Amazon Glacier ( Amazon Glacier ) AJREEE B — LRt EIRESZAEA , H A
BIERIEMBRIEREHERE A |, HRAIEESINE|— L@ 4,

R

ERRIHENBAEE , i§@XHEFERN DELETE FRIRAIE notification-configuration i&
Ko

B

DELETE /AccountId/vaults/VaultName/notification-configuration HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

@ Note

ZAccountIdER A XHEMIKF# Amazon Web Services I ID, &R LAIEE

—/\ Amazon Web Services Ik ID , B AJLUERIEEE— '-' (EZREFF ) , EXER

T , Amazon Glacier FRA SR TZXJ]ERNEIEXREA Amazon Web Services Ik ID, @R
IEERKS ID , B2E ID A EEEMEER (-)
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https://docs.amazonaws.cn/cli/latest/reference/glacier/delete-vault-access-policy.html

Amazon Glacier

FRARER

BERSH
HRERERBERSH
HRIRk

RN ERAPBREBANERRL. AXREABRIRANER &

HREX
HRAEREEREX
I 51
e
HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

a5 3K

SRR ER XS BORAE AR B RRK, BXBABMMNRKHES

Ug B 1E 32

I3 4E R B8 B2 IE X o

Hix

B} Amazon Glacier ® EMEIRERNES , BSREIREA,
=~

AT RGIR R T an{aT il BR 3244 B B9 B NG B

HR R

SRBRIERR L.

ES 508 A M ARk o

EM R | DELETE ERMAIXFE R notification-configuration BIXHEERY

examplevault &R,

DELETE /111122223333/vaults/examplevault/notification-configuration HTTP/1.1

Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
x-amz-glacier-version: 2012-06-01

T BR324 38
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Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

e B 7R 451

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Sy

« IREUHFEEBE A ( GET notification-configuration )
- REBEXHEBEHBEE ( PUT notification-configuration )

« &M T Amazon Glacier B Identity and Access Management

BESH
BAXEHTEIESH Amazon FEAI APl WEZ{EE SDKs , BSHEUTHE :

* Amazon Command Line Interface

IR ( GET vault )
BiR

HREQRBEEXXHENFER , BIEXMHEN Amazon BIREEM (ARN ) . XHERNGIE

B, XHEFEIEN/RY , URXHEFAHREHENERDN, BEBEREIKPNEE

Amazon Glacier ( Amazon Glacier ) LXK XH4EEF R ( ZH7E Amazon Glacier FALE L4

& ) o Amazon Glacier RABXBMLERXHEEE, XEBEWRE , WREENXM4ERIMERFEMN
NUEDRRIBREE  RARYMAEERHEER , NN TEFaRBXEENR,

R
EROEXCHENES , BRHEHERRN URI K% GET #R,
Bk

GET /AccountId/vaults/VaultName HTTP/1.1

R S API M7 2012-06-01 365


https://docs.amazonaws.cn/cli/latest/reference/glacier/delete-vault-notifications.html

Amazon Glacier FEANGIER

Host: glacier.Region.amazonaws.com
Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

® Note

AccountId EEBAHEER KK Amazon Web Services K™ 1D, A LAFEE Amazon
Web Services Ik ID , tHAILLUERIEE-" (EFH ) , EXMERT , Amazon Glacier £/
SRR E R TR W EIEMERXEKE Amazon Web Services IKF ID, HREFERKF ID ,
BOE ID PIEEMEFRF (-) .

FRSH
HRETERFERSE
HRPRkK
HRERERAPMEREBRANIBERIFL,. BXBABRIFANEER , FSHEABE R,
FRIEX
HRERBIRERIE,
e
BE
HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

"CreationDate" : String,
"LastInventoryDate" : String,
"NumberOfArchives" : Number,
"SizeInBytes" : Number,
"VaultARN" : String,
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"VaultName" : String
}

T RIHR Sk
W18 AR5 R A 25 B RS PR B T REAR Sk . B BAMBIAR LS L | WS MEA WA,
7 IE X2
@R IE X EELLT JSON FE.,
CreationDate
BIETAEER UTC B,

KA : BLISO 8601 HHIRARRNWERE |, Hl 2013-03-20T17:03:43.2217Z,

LastinventoryDate

Amazon Glacier TR EAXHEFREZ [N UTC B, BXBIXMHERENER , FSHED
£55 (POST jobs )

KA BLISO 8601 HEA AR T FRISE |, HlW 2013-03-20T17:03:43.221Z,
NumberOfArchives

PRI EEFEFERN , XHFERNERY, MRXHEFERERSTERRE (FlW0, ENIK 612
TXHE) |, NFEFRE null,

EKH . HF
SizelnBytes

B EXRFFERS  MHETHRRENN (UFEFTHENL )  SREIMEEREANEM
Fres. MBXHEFERSTELERE (FlW0, ERRCIET SXHE ) |, MHFBFRE null,

Eil B
VaultARN
XHER Amazon BIREF (ARN ) .

KH PR

VaultName

EolZEEEN X ERR. XHEFERMHSFENHEN ARN H,
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KH . FHFH

iR

BX Amazon Glacier REMEREEMNEER |, ESRE R
]|

BHRTHI

LTRRBIBRT MAKREER BN examplevault W XHENER,

GET /-/vaults/examplevault HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

& 2 7R 451

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: 260

{
"CreationDate" : "2012-02-20T17:01:45.1987",
"LastInventoryDate" : "2012-03-20T17:03:43.2217",
"NumberOfArchives" : 192,
"SizeInBytes" : 78088912,
"VaultARN" : "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault",
"VaultName" : "examplevault"

}

MR &R

- BIEXHE (PUT vault)
o B (GET vaults )
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o MIBRX#EE ( DELETE vault)

. BZH{ES ( POST jobs )

- & T Amazon Glacier B Identity and Access Management

BEZH
BXREREESFH Amazon SDK RERLL APIMEZEE , FSRUTARSA

 Amazon Command Line Interface

FREN S FE 17 (R 26 BE ( GET access-policy )
35

IR ENK R HE LIREM access-policy FRBRAXRRELFRRNEZER , BERKRE
XAFETHRIZE R ( PUT access-policy ) o MIRREXHE LIREHBIKE , ZREFMRE 404 Not
found #iR. BAXHEHRERBNESER , BSFXHERRER,

WK

ERE M XHEGRKEE | B0 A EN GET FRIFEM URI £ — HTTP access-policy &
Ko

Bk

GET /AccountId/vaults/vaultName/access-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

@ Note

ZAccountIdER A XHEMIKF# Amazon Web Services I 1D, &R LIS E

—/\ Amazon Web Services I/~ ID , B AJLUERIEEE— '-' (EZREF ) , EXAER

T , Amazon Glacier FRA SR TZXJ]ERNEIEXREA Amazon Web Services Ik ID, 1R
IEERKS ID , B2E ID A EEEMEER (-)

SREQ S e 175 () SR g API hzZ 2012-06-01 369


https://docs.amazonaws.cn/cli/latest/reference/glacier/describe-vault.html

Amazon Glacier FEANGIER

BREH

HREFERBERSE

BERIRL

HRENEAMEREBANBEREL. BXBABRFANER , BSABEABRIFX,
BERIENX

LRER BB RE

W BZ

YERMRL , Amazon Glacier ( Amazon Glacier ) FF7EM R 1E X H LA JSON #& 23R 5] ST4F FE 17 (7] SR K o
BE

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

{

"Policy": "string"

}

e Rz ARk
HRENERARSHMABANIENIRL, BXBAENRANER , ESRERENREL,
W8 1 1 32
g R IEXBELT JSON F&.
Policy
LA JSON R BRE AR ELRIKEE (ERVIERENLSR) .

KA ZHH
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iR

HX Amazon Glacier R EMHEIREEWEE , BSHEEIRE A,

Rl

LA R 5388 7R A04RT SR BR ST 44 175 5] SR B

BRI

TR RBIF , GET BREZIZEBIXHER access-policy FRIRH URL,

GET /-/vaults/examplevault/access-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

W& 52 7R 451

MBER TN , Amazon Glacier $FFENE R E X H LA JSON AR RIRE ST4EH B F K, REH
JSON FRFEFERAVIERNENLFF , Wi EXFFET R K EE ( PUT access-policy ) ROIFFIR. BART
EFEE, ATROAERT FHHEILAFANIRER JSON FHREH,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: length

"Policy": "
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "allow-time-based-deletes",
"Principal": {
"AWS": "999999999999"

1,
"Effect": "Allow",
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"Action": "glacier:Delete*",
"Resource": [
"arn:aws:glacier:us-west-2:999999999999:vaults/examplevault"
1,
"Condition": {
"DateGreaterThan": {
"aws:CurrentTime": "2018-12-31T00:00:00Z"

PSS

o MBRSCHEEE 1 B) 5K B ( DELETE access-policy )

- REXHEHEEE ( PUT access-policy )

BiESH
EXEEEIESH Amazon FERALL APl WEZEE SDKs , BSRUTHE :

* Amazon Command Line Interface

REV 4 EBIE ( GET lock-policy )
)
WREANEEXHE EIRER lock-policy FRBRFREUTEM :

T2 B £ 1R B Y SO B Bl E SR K
XHEPENIRS ( InProgess B Locked ) o
LBE ID B, PIE ID ATERANXHFEHESE,
EXHEYERHI A InProgress R,

IREUS A BB API hzZ 2012-06-01 372


https://docs.amazonaws.cn/cli/latest/reference/glacier/get-vault-access-policy.html

Amazon Glacier FEANGIER

BE@AInProgress , MRXHEMEE T B3 XHEHE ( POST lock-policy ) K7, B
FLocked , AN XHEHER T THRIXHESE ( POST lockld ) RZ, &E@EN A A 1k 3 E 8
7E ( DELETE lock-policy ) , FIEXHEHELRE. EXNHESELIENESZER , BSH Amazon
Glacier XHESIE

MRREXHE LIREXHEFEBERE , NiZIRFESER 404 Not found fHiR. BRIXHEER
BMNESEE , TSR X EHERRK,

HR

TREISFN X EHEREMEMEY , FEXHERN GET FRIEM URI KiE— HTTP lock-
policy ¥R , WA TBERBIFATR,

B
GET /AccountId/vaults/vaultName/lock-policy HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

@ Note

ZAccountIdER A XHEM K # Amazon Web Services I 1D, &R LAIEE

—/N Amazon Web Services Ik ID , B AJLUARIEEE— '-' (ERERF ) , EXER

T , Amazon Glacier FRA 5 TZXJ]ERNEIEXREA Amazon Web Services Ik 1D, R
IEERKS ID , B2E ID A EEEMEER (-)

BERSH

HRETERERSH

HRIRK

LR ERA PR REBANERIRL. BXREABRIRKNER | BSAEAFRERL,
ERIEX

LR ERBIBERIE
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W

YERMMRL , Amazon Glacier ( Amazon Glacier ) fF7EM R 1E X # LA JSON #&303IR [B] 34 17 (7] SR BE o
Bt

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

{
"Policy": "string",
"State": "string",
"ExpirationDate": "string",
"CreationDate":"string"
}
0fa) R 3k

R ENER RS RB ANk, BXBAENIREKNER |, BSREA R,
0ja) 8 1E 3Z
i B IE XA E BT JSON FER.
Policy
LA JSON FRBF AR TN EBERR (FRAVEANENE) .

KR . ZHFH
State

X HESENRE.
KR FHH

BHME : InProgress|Locked

ExpirationDate

BIZE ID BHH UTC BHEIMETE. MRXHEHELT null RE , WEETH Lockeds,
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FRARER

KR : BLISO 8601 HHRARRNERSE |, il 2013-03-20T17:03:43.2217Z,

CreationDate
FXHEHERETF InProgress RAHK UTC HEAFATE,

KA : BLISO 8601 HHIRAKRRNERSE |, il 2013-03-20T17:03:43.2217Z,

(iR

X Amazon Glacier R EMBIRHEENER , ESHERBL,

Rl

LA 7451388 7 B AT 3R B S A4 B T2 SR B

B R R

U REIF |, GET BREKIEFIXHER lock-policy FRIRH URI,

GET /-/vaults/examplevault/lock-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version,Signature=9257c16da6b25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

e B2 7R 451

WERERMIN , Amazon Glacier SR IE X LA JSON 2R RIRE XHEHRIKE, &

E]:)

JSON FRIBEFERVIERELEF , MBI XHESE ( POST lock-policy ) iR REIFFTR. BRTE

TE3R , AT REIERT A LAFWEER JSON /&,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: length

{
"Policy": "

{
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "Define-vault-lock",
"Principal": {
"AWS": "arn:aws:iam::999999999999:root"
},
"Effect": "Deny",
"Action": "glacier:DeleteArchive",
"Resource": [
"arn:aws:glacier:us-west-2:999999999999:vaults/examplevault"
1,
"Condition": {
"NumericlLessThanEquals": {
"glacier:ArchiveAgeInDays": "365"
}
}
}
]
}
"State": "InProgress",
"ExpirationDate": "exampledate",
"CreationDate": "exampledate"
}
< BB

o FIEXHESIE ( DELETE lock-policy )

. ERXHESE (POST lockld )

. B XHESE ( POST lock-policy )

BESH
BEXESTEIESHMW Amazon FEAM API IEZEE SDKs , HSFEUTHE :

* Amazon Command Line Interface
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Amazon Glacier FEANGIER

IRER M EEIB A ( GET notification-configuration )

5

HERESRZXHEDIREN notification-configuration FRR ( S REE 4 FE B HE
& ( PUT notification-configuration ) ) . MIRKZEXHENBHEE , NZIRESIRE 404 Not
Found ik, BXANHEFEBINEZER , BZHIE Amazon Glacier FELE X EFEB A,

H3R

ERZBHAERERFE , BOXHERN GET FRIEM URI &XJ% notification-configuration i
Ko

B
GET /AccountId/vaults/VaultName/notification-configuration HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note

ZAccountIdERBEXHENKFH Amazon Web Services Ik 1D, &EAILAETE

— Amazon Web Services Il ID , B AT LLERIBE—N'-' (EFF ) , EXHER

T , Amazon Glacier fEA 5 TXEERMNEIEXEKH Amazon Web Services 1K 1D, 213
IBERIKF ID , B2E ID A EEEMEZR (-) o

BERSH

HRERERERSH

HRIRk

LREREAMBREBRANERRS, AXBRABREANER  BSREBERABERIEX.
ERIEX

LR ERB/IERIE
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M B2

Bx

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

{

"Events": [
String,

1,
"SNSTopic": String
}

e Ry A Sk
LR ERA RS HERE AN EAIR ., BXBAMMFRANER  FSHBEA BT,
a5 IE 32

@RI EXEET JSON FE,

Events

Amazon Glacier ( Amazon Glacier ) $F@$§E Amazon SNS B R IZBHH — NSRS NEHH
ke BXREBAUNHEHBEEXHEARXMBANNHEESHNGER , BSRAREXHEBAARE

( PUT notification-configuration ) o

KA - HA

SNSTopic

Amazon Simple Notification Service ( Amazon SNS ) £&# Amazon BEZF: (ARN) . BXE
%S5 , 25 (Amazon Simple Notification Service A[1#®) FH Amazon SNS A|7,

KE . FRHEH

iR

B> Amazon Glacier R EMEREENELR | FSEE R,
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el

TR RBIRART iR R4 EFERBEAEE,
HRRHI

TR RBIF , GET BREKIEEIXMHEMN notification-configuration &R

GET /-/vaults/examplevault/notification-configuration HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

W& 2 7R 451

FLZhRY I R £ FE IR E X H L, JSON R E R FRKIZRKEE X, BURAF , ZBREETTHD
E# ( ArchiveRetrievalCompleted #l InventoryRetrievalCompleted ) HEH & KA
Amazon SNS £ arn:aws:sns:us-west-2:012345678901 :mytopic,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 150

"Events": [
"ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted"

1,
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic"

}
MR ER D

o BRI FEIB AN ( DELETE notification-configuration )
- RBNXHEBHAEE ( PUT notification-configuration )
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- & T Amazon Glacier B Identity and Access Management

BESH
BEXEEEIESH Amazon FERAL APl WEZEE SDKs , BSRUTHE :

* Amazon Command Line Interface

Boh XHESIE ( POST lock-policy )
iR
HREBREHRITUTRIES I X ESELRE -

s EEEXMHE LLZENHEHERE,

s RXHFEMENBERTREN InProgress.
« BE—PMHTERXFEHESENBUE ID,

BRARNBNINXHEFERE - N NHEHERKE , MALRBANESH 20 KB, BXRXHEHERMKE
ZiEE , BERAXESERRK,

IEIE B EYEH A InProgress IRSEW 24 NI ATR XA EHEIE, £ 24 NMIRHE
O%XRzfE , 8iE ID F2EH , XHEFERE InProgress IRZ , FHFREMSTHF B i BRSO B2
BIERE, BURAATRXGESE (POST lockld ) , BN XHESENIRSIREN Locked K%
R ESERRE.

® Note
EXHFEMELT Locked AT , B BEN S4B = 3 #T B SUAF EE B

IEAIES A A B E ST FESE ( DELETE lock-policy ) , FIEXHESENRE, EAENE AR
HESIE ( GET lock-policy ) , REMXHEMENRS. BEXXHEHESIENESER , BFSH
Amazon Glacier X EHIE o

MREXHEMEL T InProgress MR A LLRME |, NHRELIRE
AccessDeniedException iR, HMHESIELTF InProgress KA |, BABE R A L XHF
FEiE ( DELETE lock-policy ) , fRFEF BILAJS B TR S4B 8 E SR % o
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Amazon Glacier FEANGIER
N
B3R

ERXAENELRE , FEXHEN POST FRIFK URI KIX HTTP lock-policy K , IR
B SRR AR

Bx

POST /AccountId/vaults/vaultName/lock-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{
"Policy": "string"
}
(® Note
AccountId B} Amazon Web Services IKF° 1D, L{EXATE KX iER#H1TEEHEIEE
XEXBY Amazon Web Services I/~ ID #HEEL, & AT LAIEE Amazon Web Services ik ID
A LLUERIEE-" (EFER/ ) , EXHERT , Amazon Glacier FRAERARMERH#ITER
K EUE < BXAY Amazon Web Services K/ ID., BIREIEEKS ID |, iHEWE ID FEEM
E?ﬁ ( = ) o
BRSE
WERERERERSHK,
B3R PRk

LR ERAFTRREBANERRL. AXREABRIRANER | FSAEABERERL,
HRIEX
BEREXHEEET JSON FEo.
Policy
LA JSON ZHREARTH X EMERE (ERAVERNENSR) .
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KH . FHFH

RELE R

a5
MERZFRBEHIEZESZ | Amazon Glacier ( Amazon Glacier ) ¥R E HTTP 201 Created MR,
Wk

HTTP/1.1 201 Created

x-amzn-RequestId: x-amzn-RequestId

Date: Date
x-amz-lock-id: lockId

e Rz A 3k

BRT ATARMEBANIBAIRAIN , BB P EESEATEHNIRK, BXBABMRANESER ,
HS5E A e R ARk o

5

=1 1

x-amz-lock-

AT R X EESENBIE IDo

id
RE : FH&H
g 2 IE 32

LEIRAETR IR B0 R 1E 32,

iR

BX Amazon Glacier REMEIREENER , BSRERIAL,
]|

BHRRHE

AR RIS B THFER PUT FRIRH URI K% HTTP lock-policy &R, Policy JSON Z&F &4
R\ER L,
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PUT /-/vaults/examplevault/lock-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da@447acf430195dch540091b1296612a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

{"Policy":"{\"Version\":\"2012-10-17\", \"Statement\":[{\"Sid\":\"Define-vault-
lock\",\"Effect\":\"Deny\",\"Principal\": {\"AWS\":\"arn:aws:iam::999999999999:root
\"},\"Action\":\"glacier:DeleteArchive\",\"Resource\":\"arn:aws:glacier:us-
west-2:999999999999:vaults/examplevault\",\"Condition\":{\"NumericLessThanEquals\":
{\"glacier:ArchiveAgeinDays\":\"365\"}}}1}"}

& 2 7R 51
WMRFERMI , W Amazon Glacier £3R[El HTTP 201 Created WKL , AT RBIFFIR.

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

x-amz-lock-id: AE863rKkWZU53SLW5be4DUcW

Sy

o HIENHESIE ( DELETE lock-policy )

o ERXAEBE (POST lockld )

- FREUUHFESIE ((GET lock-policy )

BESH
BEXREHEIESH Amazon SDK HERLL API NEZEER |, BSRUTHREA :

* Amazon Command Line Interface
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Amazon Glacier FERARER
5 X HERFRZ ( GET tags )

WRELFIHERNBIXHENFIENRE, NREERE , NHIRELSIREZEMRE, BXFENESE
B, 2 #ric Amazon Glacier &R,

B R1BE
By HXHENRE | B HTTP GET B RAZEEIFRE URI , A FiEERHIF IR,

GET /AccountId/vaults/vaultName/tags HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note

AccountId {8 Amazon Web Services I ID. LLEXIS AR ER#I TR EIEE
X}EXH) Amazon Web Services Ik~ ID ML, &8 LA3EE Amazon Web Services IKF ID
A LLUERIEE-" (EFER/ ) , EXHERT , Amazon Glacier FRAERARMNERH#ITER
HYEAEHH < BXHY Amazon Web Services Ik~ 1D, MREIEEKF ID , FOE ID D ESEM
EFRF(-)o

BREH

R ETERBERS T,

BRI

LREMERAPEREBANERIRL. BXBABRIRANER , FSRBEABERIEL,
WREX

HRERBEREN

i

MREBRERY , WZRSHLRER HTTP 200 OK MR,
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FRARER

e i

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{
"Tags":
{
"string" : "string",
"string" : "string"
}
}
g R AR5

LR ERA RS HERE RN EAIR., BXBABMGANER  FSHEA BT,

Wa BZ 1E 32

@RI EXEET JSON FE,

Tags
ERMEXHENIRE, Ml —MEN—MEARK.
RE . PRI FARRS

tHix

AX Amazon Glacier REMEIREENER , BSRERWAL,
gt

R BB AR

TR RBIBIE T ST ERIFRE

HRRHI

HERRBIH | FERIE—A GET FHRUMEE XM F PR RIFER TR,

B ST A R AR
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GET /-/vaults/examplevault/tags HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

& 2 7R 451

WMRFERKI , W Amazon Glacier ( Amazon Glacier ) 21REHH —MREFIRE HTTP 200 0K
WML T R BIFFTRo

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: length

{
IITagSII ,
{
"examplekeyl": "examplevaluel",
"examplekey2": "examplevalue2"
}
}
MR E D

- BXHERMNIRE ( POST tags add )

« \NXXHEEMIBRFRZE ( POST tags remove )

BiESH

BXREHEIESH Amazon SDK HERALL API NEZEER |, BSRUTHREA :

« Amazon Command Line Interface
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Amazon Glacier FEANGIER

H X4 ( GET vaults )

PO

LRAESTIH AR RS OKS RAR A X E. W6 R IR E R 5 R B A E SRR ASCII IR F B
FFo

HINMERT , BXERNEBRERZIRE 10 MNIE, MREESXHEZEI |, MERLIEXHH
marker FERSBEXHEN Amazon BRBF (ARN ) |, FHI B XHEERAMNZE L HE
ik ; BN, marker FEHA null, B F—MIHXHEERD , B marker SHIRE N
Amazon Glacier ( Amazon Glacier ) # E— NS XHFEBERFAEENE, SHAUBLEERFIE
E limit B0k PR i 0e B A IR [ 89 324 BE

153k
BRI HESR , BFEEM vaults FIRAIE GET iF3K,
B

GET /AccountId/vaults HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note

AccountId {3 Amazon Web Services I ID. LLEXTS AR ERHI TR EIEE
X<EXHY Amazon Web Services Ik~ ID ML, &8 LA3EE Amazon Web Services IKF ID
WA LUEREE-" (EFA ) , BEXFBERT , Amazon Glacier FREARMNBERH#ITER
Y ZIE A< BXAY Amazon Web Services Ik F° ID, MREIEEKS ID , BOE ID FEEEM
EFR(-)o

BERSH

LREEZ U T ERSH,
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FRARER

=L

limit

marker

WRARS

PN RRMGE
B

EEERENNHERAHKE ., FRIAREN 10, REFXHE
B TEENREE  BEXKEF2BIREIE.

KA PR
AR BNEBERN 1, BRERER 10,

7|

BATP R FRFHR. marker IBEMMEFF 185 H X4 ER X4
BE ARN, (marker EENXHGETSHEERENIIRF, )
M2 BT 5 S EE IR SI3RER marker B, RETEBEHER
2SI EH XU FEERPARNERH#ITIN , BEFTFTESRE
marker., MR NIRICEEZE (") , URELRENE -1
XHBEFF IR X EESI R

LREREAMBREBRANERRS, AXBRABREANER  BSREBERBERIEX.

HRIEX

R ERBEREN,

e 5

B

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId

Date: Date

Content-Type: application/json
Content-Length: Length

B 34 R

API fRZ 2012-06-01 388



Amazon Glacier FEANGIER

{

"Marker": String

"VaultList": [

{
"CreationDate": String,
"LastInventoryDate": String,
"NumberOfArchives": Number,
"SizeInBytes": Number,
"VaultARN": String,
"VaultName": String

e Rz AR 3k
HRAERERXSBBABRANEARL, BXBABMRKNESR  B2AEAMEERL,
W B 1E 32

Mg R EXZEET JSON FE.

CreationDate
AR Ret (UTC ) SRR XHESIZE B,

R FHH, LLISO 8601 HHIRARTNFNE |, Hlil 2013-03-20T17:03:43.2217,
LastinventoryDate
DthE SRet (UTC ) KRRV EAXHEEFELBH. MRXAEDRERETEREE (6

m, ERIRISETXHE ) , IKFERAGENE. BXBEINMEETENERS , BSHBIES
( POST jobs ) o

KA : BLISO 8601 BHIRA R THWERE |, Hla0 2013-03-20T17:03:43.2217,

Marker

FRMAAL PG LR TOTTH vaultARN, B LER — A B E X HEBERBEH marker X
REFIRANEZSXHE, NRXEESHE |, MEERN null,

KR FHH
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FRARER

NumberOfArchives
BIEE EXgmEEE A HA

KA B,F

SizelnBytes

LR EXRFEE RS
EAFF 4.

KA . BF

VaultARN

, X ERR R,

, XHEHFEMRAERN (LRFTREN )

XAHEEH Amazon BRBF (ARN) ,

KA . ZHH
VaultList

BREAHE  EANS M RETRR T XHFEREZT.

KA B4

VaultName
XA o
KA . PrEE

iR

AKX Amazon Glacier #EMHBREENEE , BSREIRWAL

T~
M B FR XA E

UTRBIGIE T XM, B FERFREEE marker M limit 3%

MR
HRRHI

GET /-/vaults HTTP/1.1

, SES IR

B, RE&Z S

FER®

XM 10 A

B 34 R
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Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

I 7 7= 451
Marker A null , R REBEESXHEEIL,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: 497

"Marker": null,
"VaultList": [
{
"CreationDate": "2012-03-16T22:22:47.2147",
"LastInventoryDate": "2012-03-21T22:06:51.2182",
"NumberOfArchives": 2,
"SizeInBytes": 12334,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevaultl",
"VaultName": "examplevaultl"
},

{
"CreationDate": "2012-03-19T22:06:51.218Z7",

"LastInventoryDate": "2012-03-21T22:06:51.2182",
"NumberOfArchives": 0,
"SizeInBytes": 0O,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault2",
"VaultName": "examplevault2"
},

{
"CreationDate": "2012-03-19T22:06:51.218Z7",

"LastInventoryDate": "2012-03-25T12:14:31.1217",

"NumberOfArchives": 0,

"SizeInBytes": 0O,

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault3",
"VaultName": "examplevault3"

}
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]

R SRR RR D B R
T RBISEEM marker 18 E /Y AR FETT 1R RIS

HRRHI

GET /-/vaults?limit=2&marker=arn:aws:glacier:us-west-2:012345678901:vaults/
examplevaultl HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

e 52 7R 451
HIRAIRE T AN HE, Marker @EXHE ARN , SUMEES — Nl XHEERPRE D T,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: 497

"Marker": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault3",
"VaultList": [

{
"CreationDate": "2012-03-16T22:22:47.2147",
"LastInventoryDate": "2012-03-21T22:06:51.2182",
"NumberOfArchives": 2,
"SizeInBytes": 12334,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevaultl",
"VaultName": "examplevaultl"
},
{

"CreationDate": "2012-03-19T22:06:51.218Z7",
"LastInventoryDate": "2012-03-21T22:06:51.21872",
"NumberOfArchives": 0,
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"SizeInBytes": O,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault2",
"VaultName": "examplevault2"
}
]
}

Sy

SIS (PUT vault)
IBRSZ4FEE ( DELETE vault )
BE1ES (POST jobs )

i@ Fi T Amazon Glacier B9 Identity and Access Management

BESH
BEXRTEHEIESH Amazon SDK HERLL API NEZEER |, BSRUATHREA

* Amazon Command Line Interface

M EMIBRFRZ ( POST tags remove )
HERESNEM MBI XHFENREEFRBR—IRZIMIZL. BEXRENEZER , HSHFIE

Amazon Glacier &R,

WIRERBEN, BEIEEMMBIXHENTE | IKIREBNESRI,
ERIEE
ENHESFMBRIRE |, B HTTP POST #ER A X ZEHFZ URI , ML TiEEREIF IR,

POST /AccountId/vaults/vaultName/tags?operation=remove HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date
Authorization: SignatureValue
Content-Length: Length
x-amz-glacier-version: 2012-06-01
{
"TagKeys": [
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Amazon Glacier FEANGIER

"string",
"string"
]
}
(® Note
AccountId fEA Amazon Web Services IKF 1D, M{EXMEHARX FRH#ITZEE W EIUHE
XEX#Y Amazon Web Services i/~ ID #HEEL, AT LAIEE Amazon Web Services ik ID
A LURRIEE - (EFERF ) , EXFERT , Amazon Glacier EH AR ERFTER
HYEIE A< BXHY Amazon Web Services Ik 1D, MR EIEEWKS ID , FOE ID A EESEM
E?ﬁ ( = ) o
BRSE
A iR B A
operation WA operation EWRENEHFHBESH, remove , ATE =R
=remove @] X EE R IFRE ( POST tags add ) #1TX %
B RIRL

LR ERAFRREBANERIRL. AXREABRIRANER | FSAEABERERL,
HRIEX

BREXHIEUT JSON FE,

TagKeys
RERMIIR. NXHEHBRERE AN RAPRE,
RE  FRHFENHA
KEAHR  JIRPHED 1 M, FIRPHEZ 10 N,

= Ve - B
=ERYE &
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FRARER

W

WMRBERD , MiZBRFZAKRERTEZ HTTP IEXH HTTP 204 No Content @R,

Bk

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

RIVEES

I 3R AR 68 AR K 2 2008 B2 58 A Y MR RUAR Sk . B X AR AR R

0ja) B 1E 32

BE AR 4E IR 20 0fa 7 1E 32,

(iR

HX Amazon Glacier R EMHEIREENEE , BSHEEIRE A,
Rl

H R R

AT RBIRIE—A HTTP POST &R AARIBRIEEMIRZ,

POST /-/vaults/examplevault/tags?operation=remove HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z

BES B ARk

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

Content-Length: length
x-amz-glacier-version: 2012-06-01

{

"TagsKeys": [
"examplekeyl",
"examplekey2"

]

}

ST e R PR AR 25
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e B2 7 451

MRERM L , Amazon Glacier ( Amazon Glacier ) £3RE HTTP 204 No Content , LA TRl
PR

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Sy

o EXHERIRE ( POST tags add )

o B XHEMIRE (GET tags )

BESH
BXERTEIESH Amazon SDK REALL APINEZER , BSHRUTHREA :

« Amazon Command Line Interface

REXHET R KB ( PUT access-policy )
98

HBRESAXHERE—MNIRXBABZINERE, EREXHFELRIFKE |, B0 XHEN PUT F
BWIRAKI%E access-policy R, BAUANBNXHFERE—NMNLMEKE , ZREN K DPRZH 20
KB BXNHEHERBNELEFELR , BSRXHELRIER,

R

Bx

EiRBENHERRKRE |, B0 SXXHFERN access-policy FABRM URI &£3£ HTTP PUT 3R , BT
EERBIFT RO

PUT /AccountId/vaults/vaultName/access-policy HTTP/1.1

RE B R SR API fR7s 2012-06-01 396


https://docs.amazonaws.cn/cli/latest/reference/glacier/remove-tags-from-vault.html

Amazon Glacier FEANGIER

Host: glacier.Region.amazonaws.com
Date: Date

Authorization: SignatureValue
Content-Length: Length
x-amz-glacier-version: 2012-06-01

{
"Policy": "string"

}

(® Note
ZAccountIdER A XHERK K Amazon Web Services Ik 1D, EAILUEE
—A Amazon Web Services & ID , tE A LUEREE—1'-' (EFH ) , EXFER
T , Amazon Glacier FR 5 TZXF]ERNEIEREA Amazon Web Services Ik ID, 1R
IEERKS ID , B2E ID R EEEMEER (-)

BERSE

LRETERBERSH
FRIRX
LR ERAPBEREBANERRL. BXRXBABRIRANER , FSREABERERL,
FERIEX
BEREXHEEET JSON FE.
Policy
B JSON ZRFREARTHXAELRIKE (ERVERNENR) .
RHE  FHRH

RELE R

e

YERNERL , Amazon Glacier £3R[E 204 No Content ( MIRIEZ TREE ) .

RE B R SR API fR7s 2012-06-01 397
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B

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Wl R Sk

LR AR AL A R S 2000 R A B W RISk . B X BRAMRIARAMER | ESHEAWRAT.
T R IE 3

e R AR TR 3R B WA B IE 32

Hig

3% Amazon Glacier RE R IRHENEL , HSRERBA,

~ Pl

&R RHI

AT RBIRE B XHER PUT &R URI &3% HTTP access-policy 3K, Policy JSON F#F&
SER\E R B LR

PUT /-/vaults/examplevault/access-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

{"Policy":"{\"Version\":\"2012-10-17\", \"Statement\": [{\"Sid\":
\"Define-owner-access-rights\",\"Effect\":\"Allow\",\"Principal\":{\"AWS\":
\"arn:aws:iam::999999999999:roo0t\"},\"Action\":\"glacier:DeleteArchive\",\"Resource\":
\"arn:aws:glacier:us-west-2:999999999999:vaults/examplevault\"}]1}"}

e S 7 451

MRERK I , Amazon Glacier ( Amazon Glacier ) £3RE HTTP 204 No Content , f1LA TRl
FT7Ro
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HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

PSS

« MIBRSZAEEE VS E] SR B ( DELETE access-policy )

« RENHEE 1A B KB ( GET access-policy )

N
B

&

5]
BEXEEEIESH Amazon FERAL APl WEZEE SDKs , BSRUTHE :

« Amazon Command Line Interface

RIBENHFEEHNEE ( PUT notification-configuration )
98

£ Amazon Glacier ( Amazon Glacier ) 7 , RERBN U EBTLRRISBRE , BUTEENIXL
BEBRHES , FRESENE , BFETEHESHE. SALXHEREN EXEEFTHAND
Amazon Simple Notification Service ( Amazon SNS ) B A M HE ., EAILAEH IRERREXHE
PHBAEE. BXEZEE , HSME Amazon Glacier P ELE X4 @A,

EREXHERBA , BOXHFERN notification-configuration FRBAXAZIRBIER, BHE
ERBETXHEYN ; Akt , TEHAXHEFER. BERNBIERMS Amazon Simple Notification
Service ( Amazon SNS ) & JSON X4 , AR ER Amazon Glacier [6Z F B KB EH,

BULREXHERNUATXHESHERBEA :
« ArchiveRetrievalCompleted - AR RZINESEK ( B311ES (POST jobs ) ) B, &

REWES, ERRESHWIRATEER Succeeded = Failed, &i%Z| SNS THEMBHREME
REES (GET JobID ) IREEY 4 H AR B4 .
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Amazon Glacier FEANGIER

« InventoryRetrievalCompleted - N ERERRBHINWESTK ( B3I1ES ( POST jobs ) )
B, 2aXENEH, EERESHIRADTEERN Succeeded = Failed, XIEZ SNS TEMBEHZ
SM#ERES ( GET JoblD ) IREIR 4 HAHEI AV H .

Amazon SNS FBAME) XM ER T A F0iZEB A MBI,
#R

ERBAXHEFBENERE , BRMXHEN notification-configuration F&RK URI &%
REFKR, BUUEBEBRENFEERE, EESIE Amazon SNS EREE ¥REAK @84 £ B At & 8 A
BREN—RIISEH,

B

PUT /AccountId/vaults/VaultName/notification-configuration HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

{
"SNSTopic": String,
"Events":[String, ...]
}
® Note
ZAccountIdERIAE XHERK SR Amazon Web Services I 1D, Ba[UIEE
— Amazon Web Services lKF ID , B AT LLERIBE—N'-' (EZFF ) , EXHER
T , Amazon Glacier £ 5 TEXEE RPN FEUEXEKH Amazon Web Services Ik~ ID, 101R
BERAKF ID, E27F ID FEEEMERRF (-) .
BERSE
WRERERBERSHK,
B3R PRk

LREREAMBREBRNERRSL, AXBRABREANESR , BSRERBERIEX.
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FERIEX

BEREXHH JSON BEUTFER.
Events
E 3R Amazon Glacier £ X BHHN — MRS NEH,

BME : ArchiveRetrievalCompleted | InventoryRetrievalCompleted

= MEe « B
mEAMVE =B

el I O
SNSTopic

Amazon SNS £ ARN, BXEZER , 2R (Amazon Simple Notification Service A[1$§
&) FH Amazon SNS A |7,

RELE R

KH : FHH

Wfa] Rz
YERMRL , Amazon Glacier ( Amazon Glacier ) JR[E 204 No Content ( MMIREZ TEAHRE ) .
&

HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

RIVEDER

LR ERAFRRFEBANERRL. AXREABRIKNER | FSAEABERERL,
e B IE 32

138 4E 3R B8 B2 IE 3o

iR

B> Amazon Glacier R EMEREENESR |, FSEE R,
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https://docs.amazonaws.cn/sns/latest/gsg/Welcome.html

Amazon Glacier FERARER
5l
LT RAIRRT il & X4 EEA,

HR B

DUTRERIRET examplevault BAEE , AERNHNEH (ArchiveRetrievalCompleted
M InventoryRetrievalCompleted ) Ki*Z%| Amazon SNS & arn:aws:sns:us-
west-2:012345678901:mytopice.

PUT /-/vaults/examplevault/notification-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

{
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"],
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic"
}
0fe) Rz 7 45

R IhE I R S3IR[E 204 No Contento

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

PSS

« FRERXHEEE A ( GET notification-configuration )
 MIBRXHEEE A ( DELETE notification-configuration )

@A T Amazon Glacier B Identity and Access Management

BiESH

BEXESEIESHMW Amazon FEAL API IEZEE SDKs , HSFEUTHE :
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* Amazon Command Line Interface

HERRE

AT 2 7 Amazon Glacier #{# FA fI R R4,
F

- MER#4Z ( DELETE archive )

« H/£#43E ( POST archive )

fiBx#42 ( DELETE archive )
iR
HERESMXHERRIBRER. ERTUMXHE—RBIBR— MR, ERREER | SXERRERSP

RHUEMR ID, BAUUBETHREIE TERRVHENXHEFERRIEE ID, BXTHEXHES
BHNEZELR , 5SS Amazon Glacier F FE S EFE,

ERBRERE  BOARRDEREINEMBRERNRRES , EHERRESFS SR,

EEMIERAS SR, WA ID EERTHRRERTERY , BAERKY , E4ABURT THMNG

=2 .
7.

- R Amazon Glacier ( Amazon Glacier ) Y ZIMIBR S RE R , MR RFEFEERMM N THE
BHIE  MEERRBETELXXAK,

« WS8R Amazon Glacier WEIMIBRPRE R , MRRRITS RN TEHERZ TR |, NERFEE
T,

ERAMRRENEZEE |, B H1E Amazon Glacier A FEH R,

HRERRESN. ZHMBREMBROERTLSHER,
RS

EBRIE | BFEEMRRRIR URI X% DELETE 53K,

HREBE API fR7 2012-06-01 403


https://docs.amazonaws.cn/cli/latest/reference/glacier/set-vault-notifications.html

Amazon Glacier FEANGIER

B

DELETE /AccountId/vaults/VaultName/archives/ArchiveID HTTP/1.1
Host: glacier.Region.amazonaws.com

x-amz-Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

® Note

AccountId ERBAEXHENTKFH Amazon Web Services IKF 1D, A LIS E Amazon
Web Services Ik ID , B AILLUERIEE-" (EFR ) , EXHERT , Amazon Glacier £/
SRR E R TSR M EIEMERXEE Amazon Web Services IKF ID, HREFERKF ID ,
BOE ID PIEEMEFRF (-) .

HREH

IRIETEAERSH.

R iwk

WIRIEREAFEREBANERIFL, HXBAERFLNES , BSHEAERITL.
HREX

HIRIEREEREL,

I 7

e

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

e B2 A 3k
LR ERA RS HERE AN BAIR .. BXEBAMMFANER  FSHEA R,
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g B IE 32

BRI B0 R1 1E 32,

iR

B Amazon Glacier REMEREEMNEER , HSREREAL
Rl

LT REIBRT WAME RN examplevault B STHEMIBRISER,
BRI

EMIBRAV LR ID BISE N archives BT HIR.

DELETE /-/vaults/examplevault/archives/NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-

TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlgqrEXAMPLEArchi
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version,Signature=9257c16dabb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

M B 7= 451
WMERFERMIN , N Amazon Glacier £ 204 No Content BINER , LARREMBREYZE,

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Sy

- B39 & Ef£ ( POST multipart-uploads )
- L4&E¥4E (POST archive )

« &M T Amazon Glacier B Identity and Access Management

BiEREES API fR4s 2012-06-01 405
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EE#4Z ( POST archive )

1 pUN

WRESBXHERMEE, NFRINLEE , BRBESBARE, ERMWR , Amazon
Glacier ( Amazon Glacier ) fFEMRIAY x-amz-archive-id #RkAIREIMER ID, BRREFIREIMREE
ID , MEEUEIHEE,

BBIRMEE LENBIER SHA256 W%, AXiHE SHA256 MEKRFNES , BSHITER

(® Note

REMFEH APl 11T L R4 ( POST archive ) #REF FEE SHA256 WK FH. FH Amazon
CLI N T & E,

FEMER  BALERIEERZEE 1024 NA[ITH ASCH ZRAWARE R, ©RBZHMEIIRESHEE
BH¥E} , Amazon Glacier 2R EIR4ZEH IR, Amazon Glacier & LUMEA A RFIRE IR, HEHEHRTFE
EEH—M, BTEEFEABERREENRIKRIEN R KRHJITHER

BR T AR R RIEIR LS | Amazon Glacier A X iF RN EMM MTEE,. MR ID REFNTERF
5|, BETENEHMAXRMNENTEAESE, At , BAELEEPIREPEXNMENARE, BXES
E8 , FSHTE Amazon Glacier FAMERYZE,

BERTAEZN, LEHRRE , S ERBHEEIEER,
HR

B AR EFBMER HTTP POST 733% , AR ERAAZBEEERREFERNXFER
archives ¥#iR. BRANBE/EZERHFE A/ PRI ( SHA256 HFERFE ) , FAEALUER
(3R EE S0k DY

Bk

POST /AccountId/vaults/VaultName/archives
Host: glacier.Region.amazonaws.com
x-amz-glacier-version: 2012-06-01

Date: Date

Authorization: SignatureValue
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x-amz-archive-description: Description
x-amz-sha256-tree-hash: SHA256 tree hash
x-amz-content-sha256: SHA256 linear hash
Content-Length: Length

<Request body.>

(® Note

AccountId ERBEXHENTKFH Amazon Web Services IKF 1D, A LIS E Amazon
Web Services Ik ID , B AILLUERIEEE-" (EFR ) , EXHERT , Amazon Glacier £/
SRR ER#1TERNEIEME<BAE Amazon Web Services 1K ID, MREFERAIKS ID
BAE ID PEEEMEFRF (-) .

BERSH
LR ENKERERE RS
HRIRk

BRT ATARMEEANERIRAIN , WBREEEANTERIRL, AXBRABERIANESER , 55
38 A E SRRk

B iR BN E
Content-Length o . _ =
BETORD (AFTHEN ), BXEZEERE , &
F| http://www.w3.org/Protocols/rfc2616/rfc2616-sec14.
html#sec14.13,
Eil I =
MINE : T
KR I
Xx-amz-archive- oy

BELENEROTEHEZR, ©r AN BERRRELEREXR
DENEMNARF, HRTEEEMAERTEM—, &

description
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Amazon Glacier FEANGIER

=1 iR RELE

REXHESE (BESHEBES (POSTjobs ) ) B, B2
DFE E 4 R TR B N R R R,

KA . ZEH
RIANE . %

YR HERNKELFNTHEFET 1024 MZ2. RTFHNFEH
NEESEFRBE 7 L ASCII F6F , BBHU KR E ASCII &
79 32-126 ( T#EH ) 3 0x20-0x7E ( +R#Hl ) BVFHF.

X-amz-content- o ‘ R =
s BHMEHATH SHA256 REH ( LMK F ) o XTRETE x-
amz-sha256-tree-hash #RkHiEENMEEIE.
KA . 2R
HiNE . T
AR : %
Xx-amz-sha256- 2

BRITENEREANREN ( SHA256 MEKRSE ) . BX

tree-hash ~

1TE SHA256 MM FHNER , BSHITERRM, R
Amazon Glacier ¥ B EH /A H#HTITEBSHFTRBNERR AR
B, a4k,
KA . R
L SIN=I
HER: &

BERIEX

BRENTEE FEWEIE,

o

YERERI , Amazon Glacier F A E#E R |, HFIREIME ID B URI B,
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B

HTTP/1.1 201 Created

x-amzn-RequestId: x-amzn-RequestId

Date: Date

x-amz-sha256-tree-hash: ChecksumComputedByAmazonGlacier
Location: Location

Xx-amz-archive-id: ArchivelId

e Rz AR 3k

BRTFREREBAMNENARKI , BN ESE A TEERL. BXBAMNMRKNESER ,
ES58 A e R ARk o

B BN
Location

AN ERTIRAVAEN URI B8E,

KB . ZHER

X-amz-arc

hive-id FEEMN ID, WEBAIEE Location #Rkd |, FERZIRLH—
KA R

X-amz-sha

256-tree- Amazon Glacier it E HH R,

hash SR . g

Mg 7 IE 32

13 4E R B8 B2 IE X o
Hix

AKX Amazon Glacier R EMEREENEE , HSHE IR,
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Pl

HRRHI

LTROIERT LEHENER,

POST /-/vaults/examplevault/archives HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-sha256-tree-hash:
beb@fe31lalc7ca8cbc04d574ea906e3f97b31fdca7571defb5b44dca89b5af60

x-amz-content-sha256: 7f2fe580edb35154041fa3dsb4slddéd3adaef@c85d2ff6309f1d4b520eeecda3

Content-Length: 2097152

x-amz-glacier-version: 2012-06-01

Authorization: Authorization=AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-content-sha256; x-amz-date; x-
amz-glacier-

version,Signature=16b9a9e220a37e32f2e7bel96b4ebb87120ca7974038210199ac5982e792cace

<Request body (2097152 bytes).>

e 52 7R 451

AT Zhm B B A Location #rk | BA[BAMHIREL Amazon Glacier 7 BL4A 4R 1D,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

x-amz-sha256-tree-hash:

beb@fe31lalc7ca8c6c04d574ea906e3f97b31fdca7571defb5b44dca89b5af60

Location: /111122223333/vaults/examplevault/archives/

NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNtHEQL8MBTfGlqrEXAMPLEATchi
x-amz-archive-id: NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNtHEQL8MBTfGlqrEXAMPLEATchi

PSPy

« £ Amazon Glacier PB4
- PBRERXBEMR (PBLE)
. HER#4Z ( DELETE archive )
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FRARER

i@ i T Amazon Glacier #9 Identity and Access Management

> ER AR IR 1E

7

AT 2747 Amazon Glacier R{ERKN 9 & L& 1E,

&

f ik Bk E4& ( DELETE uploadID )

SR B’ E4& ( POST uploadiD )

B39 B E4& ( POST multipart-uploads )

Bt B ( GET uploadiD )

B B E4£ ( GET multipart-uploads )

2B ( PUT uploadID )

f 1t R 4 ( DELETE uploadID )

358
b5 B LR R ES B AT BME L E4% ID FRIRI D R 4%,

RIES R EERBERKIIGE , BFTEER LE ID L& A RIHNITREBEMRE, FLEETKHSD
REERY, BR , EENERA , FLEEF LN EER/RAI,

HREREFN.

BXROTBRELENER , BRI R EEXRBEHE (2B EE ).
R

EFLESEREME BN HTTP DELETE ERARE R XHER multipart-uploads F#IRM URI, 3
S ED R L% ID IR 7 Z URI B —FB 2

B

DELETE /AccountId/vaults/VaultName/multipart-uploads/uploadID HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date

Authorization: SignatureValue

R EARIRE
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x-amz-glacier-version: 2012-06-01

(® Note
ZAccountIdER2FAEXHENTKF B Amazon Web Services I 1D, 4 —IJ«}’\JE'H“H
—A\ Amazon Web Services l&~ ID , B JBUERIBE—N'-' (EFH ) , EXFER

T , Amazon Glacier R 5H 3:‘&%15 'RE]’J ZUF < BXHY Amazon Web Serwces KF 1D, B8R
IEERKS ID , B2E ID R EEEMEZER (-)

WREH

HRETERERSH,

WRARS

HRAERERFAREBANERITR. BXERBRFANES  WSHWEABRITX.
WREX

BRI RE L,

W) RS

P

HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

RIVEDER

HRAERERAXSHBABRANEARK, BXBABMIRKNESR  E2AEAENEL,
0fa] 7 1F 3

135 4E 3R B B2 IE 3o

iR

A3x Amazon Glacier REMEIREENER , BSREIRIAL,

o B B API| MR 2012-06-01 412
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Pl

HRRHI

HELLTR"HIs |, DELETE BR#AIER 9 & £ ID BIREY URI,

DELETE /-/vaults/examplevault/multipart-uploads/
OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2

e B 7R 451

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

PSS

s Bain B Ef& ( POST multipart-uploads )
« 4B ( PUT uploadID)

o SERDE E4E ( POST uploadlD )

« Bt % B £t ( GET multipart-uploads )
« HIHER ( GET uploadID )

- PBRERAXEBRE (PBRLEE)

@A T Amazon Glacier # Identity and Access Management

TR B L& ( POST uploadiD )
R

&0 LAYE A Utk 9 BR E4E 32 4ESRE &1 Amazon Glacier ( Amazon Glacier ) FRERERE L& | &£
Amazon Glacier BE# A LA ERRATHZE,
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BROPBRELENER PRI B LEARENME (FBRERE ).

ARMBHFHEHRFIXHER , Amazon Glacier RIREIFAIENERETRHBER ID. LABRE
FERIRIFIREIMNEE ID , LEEUERFRIZHE,

FEiERD , BARNBIENE LRV BENMERHTITESHB SHA256 fiFEKRE. BXRiTE SHA256
KRHFEHNEER , BSRITERRE M, IR S8R , Amazon Glacier E 2 EFTH R RA SHA256 #Hi
Fadk. WRELTE , M Amazon Glacier 2FRRRFEM4E ; BN , BRESEIR , FEARESLX
WMo 5IHEE (GET uploadlD ) R#EAIRERED R LA E LENBNIIR, E2R/8IN2 LEEN
REFMEL , A THRERWRE B,

A, Amazon Glacier 2R ERBEFMAREANHNRTCE . AR , BOLIEECEE , AT4
NE—RESANMBAZETINNE, AESAMER , Amazon Glacier 28R ERBEFAREINAR
E  MREFMAREIHVANESTE , Nl Amazon Glacier iIR[E48i% , AR DB EEBES KM,

ERDEBRELAER-—HRBENRE, F-RRDTRDERLER , MREEENERNERARZRE , 1
ZRERRFHEEEERNER ID, XELBIIMERBEHKE 500 RSF[ERNBRER , EXTHE

AT, BUNEEEN TR D R EABERARBERNER ID, MEFCREENHER, BR , B

B O EPBRLERRE , BTREANHERRE  HESRELEFF2HNEIE S B EERNF | B
ERRER SR LR AN,

H3R

EXROERLE , BEER HTTP POST &K %% E| Amazon Glacier R & /) B30 R L4&1ER™
BIZEM L% IDH URI, XREELEZRINEANMER URl, BRTEANSERKBN | BB HE
EARA SHA256 MM EBENERURZMBENERD (LAETREN ),

Bk

POST /AccountId/vaults/VaultName/multipart-uploads/uploadID
Host: glacier.Region.amazonaws.com

Date: date

Authorization: SignatureValue

x-amz-sha256-tree-hash: SHA256 tree hash of the archive
x-amz-archive-size: ArchiveSize in bytes
x-amz-glacier-version: 2012-06-01
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® Note

AccountId ERBAEXHENTKFH Amazon Web Services IKF 1D, A LLIEE Amazon
Web Services K7 ID , B A LLUERIEE -" (EFRF ) , EXHERT , Amazon Glacier £
SRARNBERHITER E’J ZUEFE<BXHY Amazon Web Services Ik ID, SIREFERAKF ID
BOE ID PIEEMEFRF (-) .

WREH
HRETERERSH
WRAF

BRTFREREBANERIRKIN , WBEERERANTERIRL. BXRBRABERIKNESER | i
B9 JE A E SRR,

Ijit
O

A iR rEMVE
X-amz-arc =
hive-size BAMNEENERD (UAFTREN ), HENAEEEHNEZEN

A XRNZH,

KR . RSB

L SIN =

AR T
x-amz-sha =
256-tree- BEAREN SHA256 R E., ©REERM SHA256 Mm%

hash R E, MREEFERFPIEENES Amazon Glacier ¥
BAHEENMEHITITES B SHA256 MK FATE |, N
Amazon Glacier JREl451% , HF BiFR& KM,
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BERTE

HRETEAERTE.
I3 7

Amazon Glacier ( Amazon Glacier ) 282 EMYRM SHA256 W KRFH. WRESEBEERPIEE
HENFRM SHA256 WM FMEITE , Amazon Glacier 2R ZAERRBMEBIXHE, ERANK , ES
IRE HTTP Location #isk , HPSEIHFMABRREFEN URL BR, MREBEBERPRIZNWEE
K/ SHA256 FITHL , Amazon Glacier FFiRE45iR , H B LA BRELAREBRERRS. BETU
FAEHERRNTR D R LERE, it BTURIICIERME, MRS B EERTE , W Amazon
Glacier X4 2k E 4% ID,

Bk

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: Location
x-amz-archive-id: Archiveld

RIVEDER

BT PR REE AR RIARA | B IR PR EIE A T IMRIARk, BXBRAMMRANESEER ,
ES 508 A M ARk o

B BN
Location

IR URI B84E, Itk URL B3 Amazon Glacier £ IS ZE ID,

KA PR

X-dmz-arc

hive-id P4EH 1D, BLEAIETE Location bRk , fER BARAN — 25,
KA . Py

e K15 B

SRR IR B8 R IE 32,
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el

HR B

FELERBIFR | HTTP POST B R4 X EF B 2R EEERERER URI, ZIERIBETEMIRMN
SHA256 Bz & RRARE KN,

POST /-/vaults/examplevault/multipart-uploads/
OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

z-amz-Date: 20170210T120000Z
x-amz-sha256-tree-hash:1ffcOf54dd5fdd66b62da70d25edacdd
Xx-amz-archive-size:8388608

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447actf430195dcb540091b12966F2a2

e B2 7 451

LA We B2 R 2 7R Amazon Glacier N ERR BRI GBI TR, 2N EEATERENYE
1D,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/archives/

NkbByEe jwEggmBz2fTHgJrg@XBoDf jP4q6iu87-
TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImMD12yEZONi5L260mwl12vcs@1MNGntHEQL8MBfGlqrEXAMPLEArchi
x-amz-archive-id: NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImMD12yEZONi5L260mwl12vcs@1MNGntHEQL8MBfGlqrEXAMPLEArchi

FYE A SAEFR A BR/AE RN URI K& HTTP B8R, Bl , BAIBIAIE GET B3R , IR EN

o

PSS

*N}

- B34S L4 (POST multipart-uploads )
F4£E ( PUT uploadID )
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« FIEDE E4£ ( DELETE uploadID )

« B9 B £ ( GET multipart-uploads )

BB ( GET uploadID )

- PREERBEHR (DEBRLEE)

- MiBR#4Z ( DELETE archive )

- & T Amazon Glacier B Identity and Access Management

B35 E& E4& ( POST multipart-uploads )
98

WREBH DR LEE (BSRDE LERBEME (DB E4E ) ) o Amazon Glacier ( Amazon
Glacier ) I T 7 BR LERBEHENNFIREH ID, ERENDERLERES , B LUMERIL B
IDo

Baip B L& BAIBEBRRD (UFTERRNENM ) . DEBERPNYATRIKFT (MIB)
(1024 F3% [KiB] ) Ll 2 S , 0 1048576 (1 MiB ) . 2097152 (2 MiB ) . 4194304 ( 4
MiB ) . 8388608 (8 MiB ) , JAtt3it, AFMRIERANFR 1 MB , AN 4 GiB,

BRTERE—BUN , BEALL £ ID EENE—BREBXNETHEBH KD, RE—BRTLURNERN X
INRRPI R, Bl | RIZEEBEEE - 16.2 MiB I, INREL 4 MiB R K/NEBI DB L
£ NEESEEALENR (BR4MB) , BEBEE—R (02MB),

(@ Note
Ba o R LR, BFFRHE/ENAD , BA Amazon Glacier FEREIEEE MR

Do

SER DR L& G , Amazon Glacier 2R ID S| DR L& RF, MMRBUHED & L4 , Amazon
Glacier MR R EERR . HE |, MRE 24 PPSRERITEMAES , 2R EERRESEM
Mo 24 /NG , 1Z ID ATREMATH , ERNABFE AMIELITH,

H3R

ER TR EAE , WAL HTTP POST B RREH EEHEFRFHENHEN multipart-
uploads F#IiR URl, BERLMBFEERA/ , A ATLUER M b EEERNHER,
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B

POST /AccountId/vaults/VaultName/multipart-uploads
Host: glacier.us-west-2.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01
Xx-amz-archive-description: ArchiveDescription
X-amz-part-size: PartSize

(® Note

ZAccountIdER A XA EMIKF# Amazon Web Services I 1D, &HJLAIEE

— Amazon Web Services Il ID , B AT LLERIBE—N'-' (EFR ) , EXHER

T , Amazon Glacier FR 5 TZXF]FERNEIEXEA Amazon Web Services Ik ID, 1R
IEERKS ID , B2E ID R EEEMEZER (-)

BERSH
HRERERERSH
HRIRK

BRTYFRAEREBANBERIRKIN  WBEEEANTERIRL. BXBREBERIANESER , 55
28 A ERIRk,

Name 15 BA HIE
X-amz-part-size =

BRT&E—BRUAANE—BRHARD (LFTH
i{.‘t ) ) %E_Eﬁﬁjl’j\d\?ﬁtﬁﬁﬁd\o

RE : FRFEB
MINE : E

AR . BRRDBARIKFT (1024 KiB ) 3k
LL2 B9E |, Hltn 1048576 (1 MiB ) . 2097
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Name 1%, BR HIE

152 (2 MiB ) . 4194304 (4 MiB ) . 8388
608 (8 MiB ) , LALEH, AUFHS/IERAN
3 1MB, &KAF 4 GiB (4096 MiB ) »

7|

Xx-amz-archive-desc

REED R EAENERER, ©ANBER

ription

R BRI R D B BN —BIPR IR AR, =
ERRXMHEFE (BSHAENES (POST
jobs ) ) BY , & £/ HE R W R IR B HY
BOERNLER, HRERPHSZEAS
A BR
K FHHE
MAE T
HR  WRBINTHEFET 1024 FT5, RIF
HZHRN T ESREREBH 7 L ASCII 5, 83
B R = ASCII B 32-126 ( +3#tHl ) =
0x20-0x7E ( +75#t#l ) HFHFo

BERIEX

IR ERBIERIE X,

Wfe] B2

W F , Amazon Glacier 2812 ID #riRN D B EERIR , FIRE 2 B E4£ ID X URI BB,
&

HTTP/1.1 201 Created

x-amzn-RequestId: x-amzn-RequestId

Date: Date

Location: Location
x-amz-multipart-upload-id: multiPartUploadId
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RIVEDER

BT FREIREBEAMIERIARAIN , R PR SIFUTMAIRL, BEXBAMMREHNESZER ,
&S 78 A o S AR,
Name %, BA
Location
Amazon Glacier 812/ 7 Bk E4& ID B9HEX URI B8, B LAERA L URI B8R
RANBIERL EEE , URFTER DB L,

RE : FREH

X-amz-mul
tipart-up SR LA D, IEHBIETE Location FrskH |, ERZIRLH — 55
load-id KA . s

I Bz 1E 32

1 35 4E 3R B B2 IE 3o
iR

B X Amazon Glacier REMNEIREENEER |, FSR4E R,

T~
&R TP

AR RGBS @B POST B HEER multipart-uploads F&JR URI &£3% HTTP
examplevault ERRBIN D& L&, ZBERITIEFRL | LUEEER K/ 4 MiB (4194304 F77 ) M7
R R R IR,

POST /-/vaults/examplevault/multipart-uploads
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
Xx-amz-archive-description: MyArchive-101
X-amz-part-size: 4194304
x-amz-glacier-version: 2012-06-01
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Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

e B2 7 451

Amazon Glacier 28|27 & L&A RR , HRERMEBIXHERN multipart-uploads ¥&
BRo Location g RRKkIIESER £4& ID MAEFT URI BB,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/multipart-uploads/
OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjuUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE

x-amz-multipart-upload-id:

OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx03jyEXAMPLE

BXRLEEZBRNER , B2 LEE (PUT uploadlD )
MxEBH

« F4EE ( PUT uploadlD )

o TR E4E ( POST uploadlD )

» F1E9 B E45 ( DELETE uploadiD )

« HIH 2 B E4£ ( GET multipart-uploads )
« BIHE ( GET uploadiD )

. MiBR#45E ( DELETE archive )

c PTBRERRBEHR (FBLEE)

& T Amazon Glacier # Identity and Access Management

B EX ( GET uploadID )
558

o B EERESIIE L& ID FRRNBESR LAFE LENERENR, BAXIRELENER , 5
DR EERBEE (DB LEE) .
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EXRORLEET , BULEEE#HITHN DR EEIEPREN ZEER, Amazon Glacier £iRE
BYIR  ZIRBEEE—REEHIEENEREEF, REETKTRLEERRKIEYHERER , N

Amazon Glacier ( Amazon Glacier ) IRE iR

DIHBRREZIZEI T, ERNBRARERMMNIEXHH Marker FE , UWEFREEHEZIIRNIRIC ;
MREEEZWME |, W marker FE&A null, R marker A null, MR TIRENT —AE , &ATLL
RIEB—NSHIHERER , 0 marker BRSHIZEE N Amazon Glacier J3 1 R & 2 51 89 51| ER1E R M
REHFRIZE,

R OB EE R PIEE 1imit SEOR PRSI R F R B #9 R
R
B

EJNHEEH#HTH DR LENE , B @5 R L% ID &R URI K% GET K, HEBBETER L
f& ( B o B b4 ( POST multipart-uploads ) ) B , RELIRE 2 £ ID, BRI LUEEMHIEE
marker M limit S

GET /AccountId/vaults/VaultName/multipart-uploads/uploadID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

(® Note
ZAccountIdERHEXHENKFH Amazon Web Services Ik~ 1D, 16’3_11«1?5""
— Amazon Web Services K ID , B A LEREE—1'-' ( EFH ) , EXHHER

T , Amazon Glacier FRERTZXEE '}?H’J EUF R BLHY Amazon Web Serwces kP 1D, R
IBERIKF ID , B2E ID AEEEMAEZRT (-) .

BHRSH
Name 15, BA WAIE
limit &

5l & API| R 2012-06-01 423
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FRARER

Name

marker

Rk

58
EEENHSBARE . RINRSN 50, BB M T8
FIRENRSIE , LRI RAE.

RE : FHFEH

YR JPEBERN 1. RABHER 50,

AT o N ERFRH, marker IEENMETT 155 H KA
B MZBIH 5 BRI RIREX marker B, REEBEHLE
X2 B F HERERPF BN ERATORN , EFFESH

marker,
KA FHH

YR T

P

7|

LR E A RS HOE K8 AN B RAR k. BXBAMMFRANER  FSHBEA R,

HRIEX

LR ERBEREN,

e 3

Bx

HTTP/1.1 200 0K

x-amzn-RequestId: x-amzn-RequestId

Date: Date

Content-Type: application/json
Content-Length: Length

{
"ArchiveDescription" : String,
"CreationDate" : String,
"Marker": String,
"MultipartUploadId" : String,
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"PartSizeInBytes" : Number,
"Parts" :
[ {
"RangeInBytes" : String,
"SHA256TreeHash" : String

1,
1,
"VaultARN" : String
}
e R AR5

LR EA RS HIERER N EARL, BXEABNGANER  BSHEA RN X.
0fa B 1E 3

a R EXZEET JSON FE.

ArchiveDescription

ERPBLEABRPEENMRER, IRERI TR LEREFEIEEEMRER  NtFE
A null,

KE : FREH

CreationDate
P E EEBEE UTC BE,

KA . FRFH, LLISO 8601 HHIRA KR RIWEFAFE |, a0 2013-03-20T17:03:43.2217Z,
Marker

REMALCBRETTERHITO TN AT ERHERFR, BILEFHMIHEERPER marker RIRE
FIRFNEZSER, MRKEESZER , NERN null,

KA . ZHH

MultipartUploadld
BREHMKREH L&/ 1D,

KA ZHH

5l & API| A< 2012-06-01 425
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PartSizelnBytes
BRN(RFTREN ), FREERI TR LEABRPIEENHEEE,

KA ¥F

DB EERNBERPINYIR. BAPHNENRIETIHIEE RangeBytes M sha256-tree-hash &
MMEXT

KR . HA
RangelnBytes

BRONFTERE , 2B LRE,

KR ZHH

SHA256TreeHash
Amazon Glacier B iZZp o it EH SHA256 W B FE. WFRETRHN null,

KE . FREH

VaultARN
EEB3 9 B AR XHER Amazon BREF (ARN) .

KR FHH

g

A3 Amazon Glacier REFIEISHENEL | BSHEIZNAL.
5l

1 B9 B AR

TR ROIBIET LENFIER, ZROIEELE#THS R EENBES R EME ID URIRIE HTTP GET
FXR , FEHKZIEME 1000 &Ko

HRRB

GET /-/vaults/examplevault/multipart-uploads/
OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVIrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1
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Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

e 52 7R 451

EMERIF , Amazon Glacier REIEIEE DR L& ID HExBN LEBNHIER, EHRAIF , REFHER.
REM Marker FE&A null , RNEBES DR EENER.

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 412

{
"ArchiveDescription" : "archive description",
"CreationDate" : "2012-03-20T17:03:43.2217",
"Marker": null,
"MultipartUploadId" :

"OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE",
"PartSizeInBytes" : 4194304,

"Parts" :
[ {
"RangeInBytes" : "0-4194303",
"SHA256TreeHash" : "@1ld34dabf7be316472c93blef80721f5d4"
1,
{
"RangeInBytes" : "4194304-8388607",
"SHA256TreeHash" : "0195875365afda349fc21c84c099987164"
3,
"VaultARN" : "arn:aws:glacier:us-west-2:012345678901:vaults/demol-vault"

R BIH D B LR (1EBERICHREIERSHK )

LTREIBRTRT AR D URRMERKEBNE R, ZRHIEEEHRTHNDRLANBES R LEE
ID URI &3% HTTP GET 3K , URE — B, FFA marker SHIEEMBERFF R SR, B IMZE
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HERFIRE RO MWIRE marker B, A, FRAIF | 1imit SBRERN 1, HHERE -, &
EE , Marker ZBRANAN null , RREDEE RS —BREIREL

HRRHI

GET /-/vaults/examplevault/multipart-uploads/
OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVIrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE?marker=1001&1imit=1 HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

I B 7 45
MR AF , Amazon Glacier REISEE#HITHIEED & L& ID fHxBH LEZBRHTIR,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: text/json

Content-Length: 412

{
"ArchiveDescription" : "archive description 1",
"CreationDate" : "2012-03-20T17:03:43.2217Z",
"Marker": "MfgsKHVjbQ6E1dV172bn3_n5h2TaGZQUO-Qb3B9j3TITf7WajQ",
"MultipartUploadId"

"OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zLFUWVrnRHaPjuUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE",
"PartSizeInBytes" : 4194304,

"Parts"

[ {
"RangeInBytes" : "4194304-8388607",
"SHA256TreeHash" : "@1d34dabf7be316472c93blef80721f5d4"
1,

"VaultARN" : "arn:aws:glacier:us-west-2:012345678901:vaults/demol-vault"

}
MR E D
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s BEn B Ef& ( POST multipart-uploads )

o Ef&E (PUT uploadiD )

s RSB L4 (POST uploadlD )

o Fit 9 Ek E4%5 ( DELETE uploadiD )

o HIH 9 E& E4£ ( GET multipart-uploads )

- PRERAXBEE (DBRLRE)

@A T Amazon Glacier B Identity and Access Management

5| 9 E& E4%& ( GET multipart-uploads )
98

DB EERRESIHEEXHEFREEH TSR LI, EEHTHNIBRLERENDE L&
( POST multipart-uploads ) R E B RTERRF LD ER L&, EFIH 2 & &N AIRER
FEBEEWIRFF .

FIHD R EERESEIT. RIABRT , HRERZSLEMNFIRE 50 MR &, BRBEARE
MR IEXHH marker F , LEFEREEHREIZYIRWIRE ; WREEEZWA |, N marker FE&
A null,

ME marker AR null , WA THRET—ADERLEE , BAUBEE—NMIHSREEER , HE
marker ERSEIZRE N Amazon Glacier ( Amazon Glacier ) X £ — X 5| 7 R L& & RFrE & B9%5
B {E,

FEBMRESIIHER (GET uploadlD ) B BNX A, 5o R EEARESIIEXHENFRESD
B, FIHBRIERIRE L% ID FRRMSE D B EERER,

BROBLENGEE , BRI R LAERBEHER (9B EE ).
BR

B

EHHD R EfE | BRXHEN GET FRFEM URI 3% multipart-uploads B3R, EaJLAUEEM
HIEE marker M limit S,

GET /AccountId/vaults/VaultName/multipart-uploads HTTP/1.1
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Host: glacier.Region.amazonaws.com
Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note

ZAccountIdER A XHENKFH Amazon Web Services Ik 1D, &EAILAERE

— Amazon Web Services K ID , B AJLEREE—1'-' (EFH ) , EXHHER

T , Amazon Glacier A5 TEEiERAEIEREE Amazon Web Services Il ID, 1R
IBERIKF ID , B2E ID A EEFEMAEZR (-) -

BERSH]
Name 1%, BA W8
limit ray
FEEMMNENFIREIMNGEAR EEH, MBREE , NFHIH &2
ERZ£IRE 50 L%,
KA ZRFH
AR RPDERERN 1. RAEBBER 50,
marker &
FORAMTERAZETE, marker BEMMNEFBHIH E4ERY
J:%o M2 B 5 E45 0 R FREY marker H, RAREEH
X2 HE EEBERPABVERETIT , BT EEITH
marker,
g e =
AR : T
B3R PRk

LR B A R 2 BOE BE A B RIbR k. BXBAMBRANER  FSHBEARRX.
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FRARER

HREX
HRAEREEREX,
I 1

ok

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{
"Marker": String,
"UploadsList" : [
{
"ArchiveDescription": String,
"CreationDate": String,
"MultipartUploadId": String,
"PartSizeInBytes": Number,
"VaultARN": String
},
]
}
e RZAR 3k

SR AR E R K2 BOR AR A K B RIAR k. BXRBAMMRKNES

W) R IE 32
MAIEXBELT JSON FE.

ArchiveDescription

ES50E A M R ARk o

EES 2R LEARRAEENERER, MRESHD R LEREFREEELEREER  WLFR

ﬂg nUllo
KA . 2R

DI B B2
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CreationDate
P EEBEE UTC BE,

KA . FRFHE, LLISO 8601 BHIRA R RN ZAFE |, 0 2013-03-20T17:03:43.2217Z,

Marker

RERAMNALBERN ERFAT O NN TERAFRR, EAILEHAY H D B EEBERPER marker
FKIRMFIRPNES E4E, MBRBES /&, MLEHN null,.

KA . FHH
PartSizelnBytes

EEa 2B E45 ( POST multipart-uploads ) R IEENER K. X2 LEFRT &E B
WATBE BRI KD |, &RE—BTEEDTF XN,

KR . BF
MultipartUploadld

2B LA/ 1D,

KA . PrEE
UploadsList

BXRTBREEBREANABENSIR. JIXRFPHEINNBEEISHN LEN—HER-EX , 5F
ArchiveDescription, CreationDate, MultipartUploadId, PartSizeInBytes #
VaUltARNo

KA - HA
VaultARN

BEHRNHER Amazon BFRBF (ARN) .

KE : FREH

Hix

A Amazon Glacier REMEIREENER , BSREIRIOAL,
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el

R~ BIHARE o R R

DTRRBIZIET XHENEE#HTHAMESE L&, ZRHIERT RAFTIEENXHEN GET FRIR
URI B9 HTTP multipart-uploads &K, HTFERFIEZEIEE marker M 1limit S8, Hit , R
SR ZLIRE 1000 MNEEHITH DR L5,

ERRH

GET /-/vaults/examplevault/multipart-uploads HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

e Bz 7R 451

FEMRIAF |, Amazon Glacier REEENXHFEFIEEEH#HITH DR EEHFIR, marker FE&A null
RNEEEZ LEEYH,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 1054

"Marker": null,
"UploadsList": [

{
"ArchiveDescription": "archive 1",
"CreationDate": "2012-03-19T23:20:59.130Z2",
"MultipartUploadId":

"xsQdFIRsfIr20CW2AbZBKpRZAFTZSIIMtL2hYf8mvp8dMOm4RUz1aqoEye6g3h3ecqB_zqwB7zLDMeSWhwo65re4C4EV"
"PartSizeInBytes": 4194304,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
1,
{

"ArchiveDescription": "archive 2",
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"CreationDate": "2012-04-01T15:00:00.000Z",
"MultipartUploadId": "nPyGOnyFcx67qgX7E-0tSGiRi88hHMOwOXR-
_jNyM6RjVMFfV291FqZ3rNsSawWBugg60P92pRtufeHdQH7C1IpSF6ulc",
"PartSizeInBytes": 4194304,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
.
{
"ArchiveDescription": "archive 3",
"CreationDate": "2012-03-20T17:03:43.2217",
"MultipartUploadId": "qt-RBst_7y08gVIonIBsAxr2t-db@pE4s8MNeGjKjGdNpuU-
cdSAcqG62guwV9r5jh5mLyFPZFEitTpNE7iQfHiulXoV",
"PartSizeInBytes": 4194304,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

Ml BB EENERD FIR

DTRABRT MAIERAD TR ERBENE R, ZTAERT RIEFEEXHEN GET FRIR
URI B9 HTTP multipart-uploads &K, FELRFIF , limit SHRERN 1, XEKEREHIFRF
IRE— L&, T marker ZH MR TIREIMNSIRMNEFHBH 2 £4% ID,

HRRHI

GET /-/vaults/examplevault/multipart-uploads?
limit=1&marker=xsQdFIRsfJIr20CW2AbZBKpRZAFTZSIIMtL2hYf8mvp8dMOm4RUz1laqoEyebg3h3ecqB_zqwB7zLDMeSh
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version,Signature=9257c16da6b25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2

e B2 7 451

M@ RIH , Amazon Glacier ( Amazon Glacier ) RIREIEEXHENRZSANEEHRITH DR L& |
MIEEMIRETFHRREIRNE R,

HTTP/1.1 200 OK
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
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Date: Wed, 10 Feb 2017 12:00:00 GMT
Content-Type: application/json
Content-Length: 470

{
"Marker": "qt-RBst_7y08gVIonIBsAxr2t-db@pE4s8MNeGjKjGdNpuU-
cdSAcqG62guwV9r5jh5mLyFPZFEitTpNE7iQfHiulXoV",
"UploadsList" : [
{
"ArchiveDescription": "archive 2",
"CreationDate": "2012-04-01T15:00:00.000Z",
"MultipartUploadId": "nPyGOnyFcx67qgX7E-0tSGiRi88hHMOwOXR-
_jNyM6RjVMFfV291FqZ3rNsSawWBugg60P92pRtufeHdQH7C1IpSF6ulc",
"PartSizeInBytes": 4194304,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
}
]
}

PSS

s BEn B £ ( POST multipart-uploads )

« E£E (PUT uploadiD )

o SERDE E4E ( POST uploadlD )

« 1% E% F4% ( DELETE uploadiD )

» HIHER ( GET uploadID )

s PREAAXBENEE (FBLEE)

& T Amazon Glacier B Identity and Access Management

E42E ( PUT uploadID )
HiR

o B LR RES EEEREN B, SANREMIRF LEERER  BRAEEN LEREBERT |, £ad
EFELRT EENMAREENFZTEE. A, BEATUAITEEXER, BUUAN—INTREE
&% £4% 10000 £,

BROBREENER BRI BR EEREEE (FREE )
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MR LRSI , W Amazon Glacier ( Amazon Glacier ) £1E4 I8 EEERER

« SHA256 MW F AL - I THRREBHREBEERAPAIBAE |, B LATTEERK SHA256 HF MG
Z AP eaEELNiERY, WRIRHIES , Amazon Glacier th&1+HE SHA256 K E, R
XANEHEAREE , NIRESKK, BXITE SHA256 MEBFENEER , BSRITERREA,

« SHA256 MR FAFTE - B TENEE , BitEEN LENEREHFI SHA256 &MR%H |, HF
HAOEEENERDP, BXIiTE SHA256 LB FNER , BSHAITERKRA,

« BRNDNFEE -BRTHEE—RUN , B—BRIOKNUAEENNEZ) 2R E4& ( POST multipart-
uploads ) ERHEEN K NELTE, &E—BHXNSBAREEEXDMERH K PRENFEEKR

o

(® Note

MRELEE-B , BN TEERI TR LEAFRPEENERKR)D , HEZBFTRER -
B, M EEREREKI, BR , BENTRIBRLEZBFEREKK,

« BEARNF -BERFNENCREEARASHNBHERFPIBEENRKDITF. fla , mREEE
4194304 F3 (4 MB) BIEE A/ , T 0 2 4194303 335 (4 MB —1) L% 4194304 (4 MB) %I
8388607 (8 MB —1) A AMMEEHE, B2 , MBLITEEBEIRENR 2 MB 2l 6 MB , ISEE 5B X
NRIGF , EEFEM,

LRERBEN., MRESXLEHRNE , SR ERIEERFHBELBS 26 LENRIE.
R

E/RZ HTTP PUT R REFIE 3 5 B L& ERIREIR £4% ID 8 URI, Amazon Glacier £/ £4& ID
HERERESREND B LEXBER, BRO4MTIFRBIEHN SHA256 RS % ( x-amz-SHA256-
tree-hash #533k ) . BNEREATH SHA256 &M H ( x-amz-content-sha256 ¥5k ), FT
SEE ( Content-Range #53k ) MR B FTKE ( Content-Length #5k )

Bx

PUT /AccountId/vaults/VaultName/multipart-uploads/uploadID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Range: ContentRange

Content-Length: PayloadSize
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Content-Type: application/octet-stream
x-amz-sha256-tree-hash: Checksum of the part
x-amz-content-sha256: Checksum of the entire payload
x-amz-glacier-version: 2012-06-01

(® Note

AccountId ERHHHEXHEMNIKF B Amazon Web Services IKF° ID, &I LB E Amazon
Web Services Ik~ ID , R AILLUERIEE-" (EFHR ) , EXHERT , Amazon Glacier £/
SRR ER#1TERNEIEMEXBA Amazon Web Services Ik ID, HIREFERAIKS ID
B2EIDRBEERMEFTH (-) o

ERBH
HRETERERSH
WRAFS

BRT TR REBANERFAN  WBEEERUTERIRX, ARBRABERRANESER , F5
5% 38 A 15 SR PRk o

2% ik EELE
content-Length REmmKE (UTHHEL ). B
RE . ZHH
BNE . T
HR . T

i

Content-Range

FRAFELEP EENMAREMERNFTE

BEl. Amazon Glacier £/ It{E B IR E /YN A3
PR, HARLRIARNEE RFC 2616, ¥Rk RBIHR

Content-Range:bytes 0-4194303/* o

|=

RH

. FRFER
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Amazon Glacier

FRARER

=1

X-amz-content-
sha256

X-amz-sha256-
tree-hash

FERIEX

8

iR
HRIAE: T
AR . BETREATERERI TR LEERNIBEENER K

/J\o

EENBERE R SHA256 RIEM (LHEBHF) .
XARIEIE x-amz-sha256-tree-hash  #rkH
BENMEREES

KA . R
INE : T
HR Tk

EEE HENBUIEMN SHA256 WK F., AxitE
SHA256 WML ENER , BTSHEITERKR A,

KA . FHH
RINE : &
HER Tk

BEREXTEE LENHIE,

e

B Ih E4EER S , Amazon Glacier JR[El 204 No Content &R,

B

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId

Date: Date

=] VA=
rRBMNE
=]
=
=]
=

LR
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x-amz-sha256-tree-hash: ChecksumComputedByAmazonGlacier

e R4 3k

BRT ATARMEBANIAIRAI , BB P ESEATHNIRK, BXBABMRANESER ,
&S 518 A I RIFR K

=1 DU

x-amz-sha256-

tree-hash Amazon Glacier J3 E&HERITHE K SHA256 R %,

KE : FREH

g 2 IE 32

SRR IR B8 R IE 32,

=~

UTHERSEE-N4MBHE, BRRETFZTEE , EFEFNRRTINE KR,
HR B

ABIRE HTTP PUT i8R , A E&Z—1N 4 MB B, ZBERECKIETE DB EABERREN L4 ID
B URIl, Content-Range FREFIZERIFIRABHRNE— 4 MB BEE.

PUT /-/vaults/examplevault/multipart-uploads/
OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Range:bytes 0-4194303/*
x-amz-sha256-tree-hash:c06f7cd4baacb®87002a99a5f48bf953
x-amz-content-sha256:726e392cb4d09924dbadlcc@ba3b@0c3643d03d14cb4b823e2f041cff612a628
Content-Length: 4194304

Authorization: Authorization=AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-content-sha256; x-amz-date; x-
amz-glacier-
version,Signature=16b9a9e220a37e32f2e7bel96b4ebb87120ca7974038210199ac5982e792cace

EER API fR7s 2012-06-01 439



Amazon Glacier FRARIER

FET—BNSEER ; BR , B4TITERE HERNERNH SHA256 WK% | H BESNRIEEH
HNEFBEUERZBERLLETHNNE, UTERAEAEBN LEE IDREERS —K, ZiERS
BEZAEREHENT —1 4 MB L% 4 MB HER KD,

PUT /-/vaults/examplevault/multipart-uploads/
OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Range:bytes 4194304-8388607/*

Content-Length: 4194304

x-amz-sha256-tree-hash:f10e02544d651e2c3ce90a4307427493
x-amz-content-sha256:726e392cb4d09924dbadlcc@ba3b@0c3643d03d1l4cb4b823e2f041cff612a628
x-amz-glacier-version: 2012-06-01

Authorization: Authorization=AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120525/
us-west-2/glacier/aws4_request, SignedHeaders=host;x-amz-content-sha256;x-amz-date; x-
amz-glacier-version,
Signature=16b9a9e220a37e32f2e7bel96b4ebb87120ca7974038210199ac5982e792cace

Al LARAEATIR A E4&2 B . Amazon Glacier 2 A& — ERAVSEE 1 BRI E A X LRI F
M B 7= 451

HTTP/1.1 204 No Content

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
x-amz-sha256-tree-hash: c06f7cd4baacb087002a99a5f48bf953

Date: Wed, 10 Feb 2017 12:00:00 GMT

PSS

« B E& B4 ( POST multipart-uploads )
« 4B (PUT uploadiD )

« ERPE L4 ( POST uploadlD )

» F1E9 B E45 ( DELETE uploadID )

o HH 9 E& E4£ ( GET multipart-uploads )
« HIHER ( GET uploadID )

- PBRERAXBBRE (FBRLEE)

« &M T Amazon Glacier B Identity and Access Management
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EFBRE

LA 2 742 Amazon Glacier B {E AR ESH & 1E,

£

. HRIES (GET JobID )

- REUESHE ( GET output )
. BEES ( POST jobs )

. BJH4E% ( GET jobs )

HIRIES ( GET JoblD )
1% 88

HREREEXEZHBINESNER , SFEESEIAH,. BHESHAF. EFRSKRBLE
B | AR E%E Amazon Glacier ( Amazon Glacier ) ERESFE AR Amazon Simple Notification
Service ( Amazon SNS ) £, BEXBEHETFHNEZER , BZHENES (POST jobs ) »

(® Note

WRETILZREZNESIIRS, B2 , BA1EZNENZRIZE Amazon SNS EEHEER
BoEZERPIEETE |, X , Amazon Glacier AI LA E RIS BBEANZEE,

Amazon Glacier TREEE , £% ID ELE 24 P AEB R LT H,
LS
B%E

ERMAXESHER , BuLIER HTTP GET A% , HFERAAIBERSH, HEE , BX
URI BR R IEE B EESET Amazon Glacier IR B4 &1 E — 82,

GET /AccountID/vaults/VaultName/jobs/JobID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: date

Authorization: signatureValue
x-amz-glacier-version: 2012-06-01
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@ Note
ZAccountIdER A X HEH K Amazon Web Services K ID, #&RILAIEE
— Amazon Web Services Il ID , B AT LLERIBE—N'-' (EZR ) , EXHER
T , Amazon Glacier A5 RA TZXJ]ERNEIEXREA Amazon Web Services Ik 1D, @R
IEERKF ID , B2E ID A EEEMEER (-) .

(® Note

FEZERD , MREEEE JobID , MMNAREEEXHEFFIEERESHIIER. BXYH
ESWEZEER |, BHSHEHIEES (GET jobs ) o

ERSH

BRERERBERSH

HRIRL

LREREAMBREBRNERRSL, AXBRABREANESR , FSRERBERIEX.
HRIEX

LR ERBIERIE

e

Bk

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{
"Action": "string",
"ArchiveId": "string",
"ArchiveSHA256TreeHash": "string",
"ArchiveSizeInBytes": number,
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FRARER

"Completed": boolean,
"CompletionDate": "string",
"CreationDate": "string",
"InventoryRetrievalParameters": {
"EndDate": "string",

"Format": "string",
"Limit": "string",
"Marker": "string",
"StartDate": "string"

},

"InventorySizeInBytes": number,

"JobDescription": "string",

"JobId": "string",
"JobOutputPath": "string",
"OutputLocation": {

"s3": {
"AccessControlList": [
{
"Grantee": {
"DisplayName": "string",
"EmailAddress": "string",
"ID": "string",
"Type": "string",
"URI": "string"
},
"Permission": "string"
}
1,
"BucketName": "string",

"CannedACL": "string",
"Encryption": {

"EncryptionType": "string",

"KMSContext": "string",
"KMSKeyId": "string"

1,
"Prefix": "string",
"StorageClass": "string",
"Tagging": {
"string": "string"
},
"UserMetadata": {
"string": "string"
}

S
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FRARER

1,
"RetrievalByteRange": "string",
"SelectParameters": {
"Expression": "string",
"ExpressionType": "string",
"InputSerialization": {
"csv": {
"Comments": "string",
"FieldDelimiter": "string",
"FileHeaderInfo": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"RecordDelimiter": "string"
}
1,
"OutputSerialization": {
"csv": {
"FieldDelimiter": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"QuoteFields": "string",
"RecordDelimiter": "string"
}

}I

"SHA256TreeHash": "string",
"SNSTopic": "string",
"StatusCode": "string",

"StatusMessage": "string",
"Tier": "string",
"VaultARN": "string"
}
e R AR5

3R AR B2 AR K 2 208 R1 58 A Y B R AR k. BXRBRAMMIRAHNER | 18

e B IE 32

@RI EXEEMT JSON FE,

Action

5

3
>

2508 A B RIPR K o

B, ©H ArchiveRetrieval, InventoryRetrieval = Select,

S
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KA . ZHFH
Archiveld

NERESIRREEESZSERO™ERID, BN , k=N null,
KR . ZHFH
1FF4SHA256TreeHash
MERRISHENMRMN SHA256 MERFE, M FBEERRES , WFEHN null,
KA . ¥R
ArchiveSizelnBytes

3T ArchiveRetrieval 5 , XRERBEBR THMHENKNDN (UAFTREMN ), T
InventoryRetrieval 5 , ZEHN null,

KH . BF
Completed

ESRD. YRRIBFERRESTRE , SFERKREUES S ( GET output ) RIREVES AV
Ho

KH : mRE

CompletionDate

ESERTHAVERDIERE (UTC ) BHE, HESEREHRTH , ZEFHZE,
KHE  FHREH

CreationDate
BIEFESH UTC B8,

KA : BLISO 8601 HHRARRNWERSE |, il 2013-03-20T17:03:43.2217Z,

InventoryRetrievalParameters
RATEREFER R ASH,

A : InventoryRetrievalJoblnput I &

InventorySizelnBytes

¥F InventoryRetrieval % , XB2BERTENBEENRN (ULEZTHRENMN ). N T
ArchiveRetrieval = Select 1% , Z{ERN null,
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FRARER

KR . ¥,F

JobDescription
FLEBHESHEHENESHEIR,

KE : FREH

Jobld
¥R1R Amazon Glacier FHIESEH 1D,

KR ZHH

JobOutputPath
BEEFHRENVE,

KR FHH

OutputLocation

— IR, HPEEAXERASERNE RN FRUENER.

A : OutputlLocation JF &

RetrievalByteRange

RERREIZSHRRFZTBE , BN “StartByteValue-EndByteValue, ” MR IERIEME
KRPIEETEE , e RENMYE ; tBStartByteValueE T 0, EndByteValueF FRIE X/ MEE

1o NTRERREFSHERES , FERN null,

KE . FRHEH

SelectParameters

— IR, HPEE2EXATERESHNSHBNES

KA - SelectParameters S &

SHA256TreeHash

HRIBERTEN SHA256 KR FE, MRERMS3NES (POST jobs ) FRIEE T ARG FH

NFWEE , Mt FRLEBEE, AXREFTERRNWERFNTFNESER |

A SRR Ao

BESR T HE

S
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FRARER

NTFRRBENMUBENWEFEER , {EES ArchiveSHA256TreeHash EHE,

EUTERS , LFERA null :

s BERUMERFNSTHBENERERRES.

- EEETEMRNWECEHBESZIRENRN InProgress BWHRES,
- BRES

- EEES,

RKH . FHH
SNSTopic

BB AR Amazon SNS =&,

KR ZHH

StatusCode
ERESREHBRE,
AMUE : InProgress | Succeeded | Failed

KR ZHH

StatusMessage

BRESRESNEEFHEE.

ATEREFSI/ERREFHBBLRNER,
BHME : Bulk |[Expedited |[Standard

KE . FHH
VaultARN

ESHEFRBFRHXHERN Amazon BREEZH (ARN ),

KA ZHH

S
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iR

AX Amazon Glacier R EMEREENEER , BSREIRE A,
R

UTREIETRTREMENESHER,

BERRH : REES R

GET /-/vaults/examplevault/jobs/HkF9p60o7yjhFx-

K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID HTTP/1.1
Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

e 2 7R 451

W 51 IE X BIFEMRIEEESFH JSON, HFEE , W THERENYERZMES , JSON FEHMEE, 8
B, AFRTEATESEEN , HEH null. ATRHERRRESHRM TG, FEUATILR

Action FE{EN ArchiveRetrieval,

« ArchiveSizeInBytes FRER T HERZFTFHIERHEEN KN,

* ZArchiveSHA256TreeHashFRE RENMLERR SHA256 MR %,

* RetrievalByteRange FBRER T BHEFERPERWEE, FUHREIF , BERTENMEE,

» ZSHA256TreeHashFEE /R T Initiate Job iER P ERHISEE R SHA256 Wi %, TELL RG]
i ©5 ArchiveSHA256TreeHash FERAHEE , XEMRBER TEBIMEE

« InventorySizeInBytes FEEN null , EAECFTEATHRRRES

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 419

HIRES API| MR 2012-06-01 448



Amazon Glacier FEANGIER

{
"Action": "ArchiveRetrieval",
"ArchiveId": "NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNtHEQL8MBTfGlqrEXAMPLEAT chi
"ArchiveSizeInBytes": 16777216,
"ArchiveSHA256TreeHash":
"beb0fe3lalc7ca8cb6c04d574ea906e3f97b31fdca7571defb5b44dca89b5af60",
"Completed": false,
"CompletionDate": null,
"CreationDate": "2012-05-15T17:21:39.339Z",
"InventorySizeInBytes": null,
"JobDescription": "My ArchiveRetrieval Job",
"JobId": "HkF9p607yjhFx-
K3CGl6fuSmeVzW9T7esGQfco8nUXVYwS@jlb5gqllZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID",
"RetrievalByteRange": "0-16777215",
"SHA256TreeHash": "beb@fe3lalc7ca8c6c@4d574ea906e3f97b31fdca7571defb5b44dca89b5af60",
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"StatusCode": "InProgress",

"StatusMessage": "Operation in progress.",
"Tier": "Bulk",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

UTREERRESHEERA, FEATILL

« Action FE{EXF InventoryRetrieval,

« ArchiveSizeInBytes, ArchiveSHA256TreeHash #l RetrievalByteRange FERERNZE ,
RARXLEFRFAERTEEREES.

« InventorySizelInBytes FER{EN null , RAESMHEHRIT , AN THELERFER, WR
ESELNBRESERFS TR , WL F RN SR M HH KD,

"Action": "InventoryRetrieval",
"ArchiveId": null,

"ArchiveSizeInBytes": null,
"ArchiveSHA256TreeHash": null,

"Completed": false,

"CompletionDate": null,

"CreationDate": "2012-05-15T723:18:13.2247",
"InventorySizeInBytes": null,
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"JobDescription": "Inventory Description",
"JobId": "HkF9p607yjhFx-
K3CG16fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID",
"RetrievalByteRange": null,
"SHA256TreeHash": null,
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"StatusCode": "InProgress",
"StatusMessage": "Operation in progress.",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

UTHI%T —MNETHERRRESHEL , ZEFSESATREXHFEBTLERLRS THRIL,

"Action": "InventoryRetrieval",
"ArchiveId": null,
"ArchiveSHA256TreeHash": null,
"ArchiveSizeInBytes": null,
"Completed": true,
"CompletionDate": "2013-12-05T21:51:13.591Z2",
"CreationDate": "2013-12-05T21:51:12.281Z2",
"InventorySizeInBytes": 777062,
"JobDescription": null,
"JobId": "sCC2RZNBF2nildYD_roe®J9bHRAPQUbDRkmTdg-mXi2u31c49uW6TcEhDF2D9pB2phx -
BN3@JaBru7PMy0l1fXHdStzu8",
"NextInventoryRetrievalMarker": null,
"RetrievalByteRange": null,
"SHA256TreeHash": null,
"SNSTopic": null,
"StatusCode": "Succeeded",
"StatusMessage": "Succeeded",
"Tier": "Bulk",
"VaultARN": "arn:aws:glacier-devo:us-west-2:836579025725:vaults/inventory-
icecube-2",
"InventoryRetrievalParameters": {
"StartDate": "2013-11-12T13:43:127",
"EndDate": "2013-11-20T@8:12:4572",
"Limit": "120000",
"Format": "JSON",
"Marker":
"vyS0t2jHQe5qbcDggIeD50chS1SXwYMrkVKo@KHiTUFEYXBGCqRLKaiySzdN7QXGVVV5XZpNVG67pCZ_uykQXFMLax0SL
},
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PSS

- JREUESHIH ( GET output )
« & T Amazon Glacier B Identity and Access Management

REVES M E ( GET output )
588

HBRESTHEERE3ES (POST jobs ) BaINESHH L. RELESHESIHIEENESX
B, O AHSNIERNANBTIXNHEEE.

BUNTHAAEESAY , tABTEEFTEE THAHN -85, XTHENBERERRES , &
RI%tX$7E Get Job Output W RIHY#R K HIR B B9 K3 T 8RN BEATRAE

NFHEEREES , ENRIEXPREEMHPERTF. MRTEHBIHE WA NETEEENFTT
SEE. Bl , MBIEE bytes=0-1048575 S8E , MEERIF FEA/NA 1048576 4, METHE
AR | NFAHE K/ R IR E4£F] Amazon Glacier ( Amazon Glacier ) IR K/, Get Job Output
) B2 B9 #5k Pt 2R B FREA K/

NTHERRESHER , BELKEENFTEE , Amazon Glacier REIZ 5 BB RKE M. EH
RETHROMD REBHBIE  FEFFHRITERREN , RIMERETE , F ARIEA/NEEMIA—
o

Amazon Glacier ERESE , 5 ID 21 24 P RNEF LT H, BREW , EALAE Amazon
Glacier TS EH 24 NtEIRRN T EESH .

R
Bx
ERRESHE , BALEREESH GET 89 URI KIX HTTP output HXRo,

GET /AccountId/vaults/VaultName/jobs/JobID/output HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Range: ByteRangeToRetrieve
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x-amz-glacier-version: 2012-06-01

(® Note
ZAccountIdERAHE XHENTKF# Amazon Web Services lKF 1D, &I LUIEE
—A Amazon Web Services I ID , B A LLEREE—1'-' (EFH ) , EXHHER

T , Amazon Glacier FFA 5B TXEiE R EUEX<EA Amazon Web Services IKF 1D, H1R
IBERIKF ID , B2E ID A EEFEMAEZR (-) .

BERSH
HRERERBERSH
HRIRk

BRT FTEREBANERRAN , WREEERUTERRL, BXBRBERFRANESEFER | i
5838 A 18 R PRk o

i
O

Name L RATE
Range )

ENGHERNFZTEE, flin , MBEETHE 1048576 F
¥ EISEEE bytes=0-1048575 ., BXESER | Bl
FEERLAFEEN, ZEESRIEFERPEENETME
BREANMEN. RIAMBRT , LIEELTHREAN W EH,

ZZI]%EQEAtH?Ek MBS Range & RIR KK 5 H
H—&B0. X8 , BRBURIF IZiJETﬁi§4\$ﬁHtHo B
m, 1Ei1£1&"\7ﬁ 1GBESHHEHFTETH , BRE—IRTH 128
MB B#EXHR , N5 /\ﬁﬂ/\é’%ﬂﬂﬁﬂiﬁﬁlﬁ Ro BRHERUT
RETERESAE !

1. B A Range frkiEEM NN FTSEE R T & 128 MB
HXR, BIFREBEWEIFTE 128 MB #iE.

2. EHIE—E , AN EEREENREN, BANITER
FRmABRZAENREN , N eE5EEmNPEREIHRE
MR , U\BREKRE T rFrETMENHIE.
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Name 15, BR HIE

3. M HHBIENRENAN 128 MB RREENITSE 1 M 2,
BIRERIE EA R F SRR

4. THESHHENFERE , E2BEE/ IMRENENTIX,
TTEXEENREES , UESHEMENRRN, EHE
RES (GET JobID ) #B4E , SREVA BRI T M ENESH
ESELR, NS Amazon Glacier 17 B MYRHIK
B, BUUNEESETENRBINMELER , LBREE
B T8 TEIMERRNE,

KA . R
RIANE: T
AR Tk

ERIEX
HREREEREL.
I 1

B

NFREMEEFHEFEARRER , FFAEMASIRE 200 0K MRAHBE., HiFERMBIWE (Hl
m, MREBEFERFIEET Range #rk ) i, MLIREMB AR 206 Partial Content,

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId

Date: Date

Content-Type: ContentType

Content-Length: Length

x-amz-sha256-tree-hash: ChecksumComputedByAmazonGlacier

[Body containing job output.]
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RIVEDER

PR 1, B

Content-Range .
Amazon Glacier REIMZHEH. IRIATHITo@mE |, MmN SR
Amazon Glacier IR B ) F TS E .

a0 | bytes 0-1048575/8388608 4 M 8 MB RER] 1 MB,

BX Content-Range #AMEZER , BRIANTLEGRLFERE
Mo

KR Z2HH

Content-Type .
NBRBEBRTESHHRERERXHEFE,

FFREHIE , NBELEN application/octet-stream o

NFXHEEE , MREERHESIIERT CSVER , NIARKE
A text/csve. BN , BMIAERT , 2L JSON REIXHEFE , #EH
RAEHE RN application/json .

RE : FREH

x-amz-sha256-

R HHBFENREN. AEERRMUERRESHA LN , T2RE L
Prko LS, MMRBHESFERPIERVKRBFTE UK FEFEXFT
AHRRESHEPETHRATE EUARERBEXF , MERL2ER,
BXUMERBXNSFHCENESER , BEH T RBERERRR A,

tree-hash

i, MREELNEHESERPEE T ERRNUMERFXNFTHE
B ( SR/EBEMER) , WERRIEGEUTRAET THHBENREAM

ICIREL T R RN EANEE
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PR 15t B
BERTREBFEANFIEE , ZBIEHO KN 1 KFT (1024 KB )
RU2HE , HEEHEBRUENERVENBEREE R DIEZH. Fi
m, REE 3.1 MBHRKRRHE , HELEE T EREMNCE (%8
BEHmT 1MB, ERTFT 2MB) , | x-amz-sha256-tree-hash
2B 1 RiFR KR EL,

FBERTREBTFEPFERENTEE (1ZEENERUENBBEHNE RN
E) , ZEENERNENERZNEERLEAT TN 2HEESR
NF 1 IBFT (1024 KB ) I R/PNHIEE. Bl , lREH 3.1 MB #Y

REHE , ABLEETEE (ZEEEHRT 2MB , ERTHENSE

RAIE 3.1 MB) , l x-amz-sha256-tree-hash &ENMRIFR

LR [E,

KR Z2HH

W B 1E 32

Amazon Glacier 2EMMIEXHFIREES M. BRFEFEE , GHTANERNRR X4 EER,.
WMRRNXHEFE , MRIANBERT , FEIIRKMENLT JSON EXRE,

{
"VaultARN": String,
"InventoryDate": String,
"ArchivelList": [

{"ArchiveId": String,
"ArchiveDescription": String,
"CreationDate": String,
"Size": Number,
"SHA256TreeHash": String

3,
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MREBEBHXHEBLTSZIERT CSVIER , MIXHEEFTELE CSV ERREEIENH, CSV
#®XEEF Archiveld “’, “’, ArchiveDescription “, CreationDate “X/N 1« | EE X SHMH
JSON FE#ER, SHA256 TreeHash

(® Note

FIRER CSV A A , BEINFERAEENFTEANGSEREX, 28ESHNE|ISH
FEREREBRIBLANE|SHERK, Hl0 , my archive description,l1iRER "my
archive description,l1". AMNE|S#ERERMIREF RN 5|5 7 £FiE 5 7E 5 H
MRFHIEFRE L, Bl , my archive description,1"23RE} "my archive
description,1\"2" , my archive description,1\"2iRE}N "my archive
description,1\\"2". RFHIFRFFH1TH L.

JSON IgRIEEXZEELT JSON FE,
ArchiveDescription
HRHER,
RE : FFH
Archiveld
=M 1D,
KE: FH&H
ArchiveList
METHBEHEL, BATHNESIMBELIRIXAEFEEN — MR THE.
K HA
CreationDate
BIEA=RM UTC BEARETE,

KA : BLISO 8601 BHIRXRTHFRTE , Hla0 2013-03-20T17:03:43.2217,

InventoryDate

NXHERITERETENMHE LREFE R[N UTC BHIMESE, BENE Amazon Glacier R /E®
—RXHEFE  BERABETRENERH | A/HE LIXNFRE KB XHERITE A0S BRA
REVRER | BRE AT 2EHN.
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FRARER

KR : BLISO 8601 HHRARRNERSE |, il 2013-03-20T17:03:43.2217Z,
SHA256TreeHash

BENHTERE,

KE : FREH

Size
BEAKRD (LFTRENM)

KR . ¥,F
VaultARN

MHIERERL R Amazon BIREBF (ARN ) FiF,

ok

KR 2R

iR

A3x Amazon Glacier REMEIREENER , BSREIRAL,

Rl

UTREIETRTREMENESHER,

w1 TE

bt RBI2# R Amazon Glacier B E B8 H) 5 2 #4 R REFE R MER B EBE.

BRI

GET /-/vaults/examplevault/jobs/HkF9p607yjhFx-

K3CG16fuSm6VzWIT7esGQfco8nUXVYwS@j1b5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID/output

HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
x-amz-glacier-version: 2012-06-01
Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version,Signature=9257c16da6b25a715ce900a5b45b03dal447acf430195dcb540091b12966F2a2
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e B2 7 451

LTRMRRREISWIRRGl, #HEE , Content-Type #53kF application/octet-
stream, } H x-amz-sha256-tree-hash #rkBFEEMBF , XEKREREMEESHE,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

x-amz-sha256-tree-hash:
beb@fe3lalc7ca8cbc04d574ea906e3f97b31fdca7571defb5b44dca89b5af60

Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/octet-stream

Content-Length: 1048576

[Archive data.]

LTREERREISWIR RGl, EHEE , Content-Type #53kH application/json. BiEE
E | WA x-amz-sha256-tree-hash #rk,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 906

{
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"”,
"InventoryDate": "2011-12-12T14:19:01Z2",
"Archivelist": [
{

"ArchiveId": "DMTmICA2n5Tdqq5BV2z70g-
A20xnpAPKt3UXwWxdWsn_D6auTUrWekwy5QyjOxd1MCEImBYVMQ63LWaT8yTMzMaCxB_9VBWrW4Jw4szsvg5kehAPDVKcppl
oA",

"ArchiveDescription": "my archivel",

"CreationDate": "2012-05-15T17:19:46.700Z",

"Size": 2140123,

"SHA256TreeHash":

"6b9d4cf8697bd3af6aalb590a0b27b337da5b18988dbcc619a3e608a554ale62"
I
{

"ArchiveId": "21HzwhKhgF2JHyvCS-
ZRUF@8IQLuUyB4265Hs3AXj9MoAThz7tbXAvcFeHusgU_hVi01lWeCBe®N51sYYHRyZ7rrmRkNRuYrXUs_sj12K8ume_7mKO_
uHE1oHqaW9d37pabXrSA",

"ArchiveDescription": "my archive2",
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"CreationDate": "2012-05-15T17:21:39.339Z7",
"Size": 2140123,
"SHA256TreeHash":
"7f2fe580edb35154041fa3dsbsldded3adaef@c85d2ff6309f1d4b520eeecda3™
}
]

w2 1 RTEE S fal

RG24 R Amazon Glacier AR R B R BT ERMHERH RN —BD . ZBERER
T AER Range #rk , MERKR ZEH] 1024 FTi,

HRHI

GET /-/vaults/examplevault/jobs/HkF9p60o7yjhFx-

K3CGl6fuSm6VzWIT7esGQf co8nUXVYwS0jlb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID/output
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Range: bytes=0-1023

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b129662a2

e B2 7 451

LTI ERT 206 Partial Content MR, fELZRHIF , WX EIE Content-Range
¥Rk | Z¥RKIEE T Amazon Glacier IREIH Z B

HTTP/1.1 206 Partial Content

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Range: bytes 0-1023/8388608

Content-Type: application/octet-stream

Content-Length: 1024

[Archive data.]

PSS
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. RS ( GET JobID )
- BE1ES (POST jobs )

« @A T Amazon Glacier # Identity and Access Management

BzhES ( POST jobs )
WIRVERF BB LT E A Amazon Glacier ( Amazon Glacier ) 1% :
« archive-retrieval - KRR

+ inventory-retrieval - BRXHE

£
- BRI EFERRES

Tl
4

L]
=
2

—

]
« HEXHS

BREERINHERTERRES

REMEIXNHERTERRIRE , FEREEREEIES. FF5—BREF , EBREIH. LKES
BERANSR

1. ERAEZ1ES (POST jobs ) BEBIRRES

/A Important

BIEREZREIESHEEIRBTSZTWIERULKLE PolicyEnforcedException
MiB. BEXBERRRBENWNESEE , BSH Amazon Glacier HiiEKR ZHKE, BX
PolicyEnforcedException REMNEZER , TS HE IR

2. BRES TG , ERREUES S ( GET output ) BETHF T,
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REFERERIEIT. HEBHIRFFSES , Amazon Glacier &I B FS H1E R FIREES
ID. Amazon Glacier SERESE |, B LEREEFSHH ( HRIVEEHIE ) . BXRAREESHHNE
B, BZRREES ML ( GET output ) #4E,

ESHBMETH , Rle , BFEFENEAH, EWMEESMANTR , BHUATEE

« f Amazon SNS BE4H - A LAFEE — Amazon SNS £& , Amazon Glacier 2 EEE KA
ZEBERGEH, BULURASMEZERIEE SNS =8, REE Amazon Glacier ERIEEF , &
SFERFEEH, BRTASMESERIEE SNS T, BETUREXHENXHEEL ,
X¥ RERSNFIERRBEREEISEHN, BXELEL , FSREREXHEBAEE (PUT
notification-configuration )

« REESFMAER - YESEERTH , B LLEEEIRES ( GET JobID ) FRIUKEESIRAE
B, B  EEMMN A ERE M Amazon SNS & HIR#E EE SR Ko

@ Note
BT BEHRMAE R SES HAERES (GET JoblD ) SRENGVEEMEE.

NTFREEH , WREEXHERTINTAMBHAEE , A O ELENEHNESERPIEET SNS
F& , N Amazon Glacier 2 X EXFAMMBEH, BEXEZEL , BSREREXHEBAERE ( PUT
notification-configuration ) o

MNHEBR

MEE— RN E AR XHEN BETFE , Amazon Glacier KA RKBLEH — X XHEEE, U
RELRBERERREENXHERTIRMEMBRERORE , WFLEHELAH., HEBHX
HEEFESE , Amazon Glacier 2IREIHA KW &G —NER , B point-in-timetR B 1 2 3L 84 2K
.

Amazon Glacier AXHERIBE—MEREE , BEFELXATN¥ X (&Z—X ) WA , ZEEFTAT
1 RIEE,

EAIEEANBIER LERERRHEFLEH AT, BR , BROEEPHEFWRE
B%E P %5 T 4 £ 5] Amazon Glacier WSRI TRIE. i , GTHLEA , XHEBENT
RESENCREETNERSERXAEBLETHARER, AXELESREPEENRETS
NESES , BSHHEEL,
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BEEERRUE

BB iR R A2 B HSIRERS |, KERBIRRNFEITE .
B R OE A iR

BIEBHEZSERPAXLESHIEEME , BRI ZRE StartDate M EndDate ZEBIBHHRMN
BERIE, N&RMEE StartDate Z/5H EndDate 2RI 8 EMRE, WMRE{URM StartDate
MAEM EndDate , M 4K RE StartDate 2 ERIENAENRRINEE, WRE{[URMH
EndDate , MA M StartDate , M &K% EndDate ZBIBIEMAIEHRNF R,

REIBXERBELIE

BEERIESERPIZE Linit S8, TURHFHRENEFEMERE. FEESHEHETESNEREM
BHSEZHEEN Linit,. MREEZFRWETA , WERDP TN, FFERZE , BRUERE
R{ES (GET JoblD ) BERREREBHEFSERPEANIRIE,. ZHFIEFHIETRET —AELIAE
WES, BIFEAZINHERESHEPNRICREREBIESER , ATLRKEEANEE, wmtig
£, EENERESIFIW—MNEE null WARIE (X TRELESEFEWMETA ) .

AL Limit SRS REESH—E2ER.
XTERCEHNERRR

BADABIMMERRESCENEREIERRRRE, N TEAERENERRRRERR , B
EEERENFTEEREMIR, BENTEMSALUEFT (MB) XNF. RS2 , SCEEKREHLR
A4 1 MB 2B | FESEESRENM 1 XHAHE 1 MB ERIEFSFTHRENERE. MREFTEY
ERFREIBULRFHIXF , MR ESIRE 400 W, A, AT ERERNEERARESH
H (FREVESSfit ( GET output ) ) TEEVBIENREANE , SERELAURFERFXNTF. FXRURME
RENTFHCENESEE , BER THBERERRE .

E, fRENStEES
ERHERRRESH , BALUEBERENMN Tier FRAPBEU T ETZ— :

« Expedited - INEEZEATEERREFEZRSEREFR/RMRBHEHE. X TFRTHRAEH/R
(250 MB+ ) ZAMFMEHMIEE  FAMEEEHRNBEEEE 125 24N TA,

- Standard - FREEZEAFLER I RBRIZHEENR, FRAMEEEHHNBREBEE 3-5
PNATRT A, TR ARIEEERETNESEROERINED,

* Bulk - #tEEE R Amazon Glacier WREKAER , FEATUE-—RXRAURBHHNETRERE
(EERPB ) WEIE. FRMEERTFRNKEEEE 512 MR A,

BIHES API| R 2012-06-01 462



Amazon Glacier FEANGIER
BXRINEMPERENEZER , BZ R ZE Amazon Glacier #52,
B3R

ERNES , BRILUMER HTTP POST 5% , B BERAAZXHEN jobs FRIFEF. B ERE
SRE) JSON XHEHIEEEFERNIFMAEE. EFEKRERED Type FRIEEMN. (Al ) BAILE
7E SNSTopic FE¥ KRR Amazon Glacier EFEREF B A A ME XM BEHH Amazon SNS £,

(® Note

Z[m Amazon SNS AHmiBH , BLMBECRERER (MREFTFRFE ) - Amazon Glacier
TERNEREEE, ZEBHLMEBFM Amazon Glacier 44 FE W H R B BR, Amazon
Glacier F2RIMENHEREENMZEBT A MAR. WREEELHBENR , MEFEESER
B, Bt FLWEIEA,

Bx
UTRATEIESFSHNERIEE,

POST /AccountId/vaults/VaultName/jobs HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

{

"jobParameters": {
"ArchivelId": "string",
"Description": "string",
"Format": "string",

"InventoryRetrievalParameters": {
"EndDate": "string",
"Limit": "string",
"Marker": "string",
"StartDate": "string"
I
"OutputLocation": {
"s3": {
"AccessControllList": [

{

"Grantee": {
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iy

"DisplayName": "string",
"EmailAddress": "string",
"ID": "string",

"Type": "string",

"URI": "string"

},
"Permission": "string"
}
1,
"BucketName": "string",

"CannedACL": "string",
"Encryption": {
"EncryptionType": "string",
"KMSContext": "string",
"KMSKeyId": "string"
},
"Prefix": "string",
"StorageClass": "string",
"Tagging": {
"string" : "string"
3,
"UserMetadata": {
"string" : "string"

"RetrievalByteRange": "string",
"SelectParameters": {

"Expression": "string",
"ExpressionType": "string",
"InputSerialization": {
"csv'": {
"Comments": "string",
"FieldDelimiter": "string",
"FileHeaderInfo": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"RecordDelimiter": "string"

iy
"OutputSerialization": {
"csv": {
"FieldDelimiter": "string",
"QuoteCharacter": "string",

BaEs
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"QuoteEscapeCharacter": "string",
"QuoteFields": "string",
"RecordDelimiter": "string"

}
}I
"SNSTopic": "string",
"Tier": "string",
"Type": "string"

@ Note

ZAccountIdE2BE XHERKFH Amazon Web Services IKF 1D, RA[UIEE

—/N Amazon Web Services I/ ID , th Al LUERIEE— '-' (EZFERT)

, EXMIER

T , Amazon Glacier FRA SR TZXJ]ERNEIEXREA Amazon Web Services Ik ID, R

BERKF ID, BE2E IDRIEEMEFR (-) o

HRIEX
FRFEZBERENFRA JSON BB LT EHIE.
jobParameters

REATEEESERSRNIEH,

A : jobParameters JI R

= MLEE - B
mEEAME B

) 7
Amazon Glacier 8| 7%, BT , ©2IREESH URI,
B

HTTP/1.1 202 Accepted

BaEs
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x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: location

x-amz-job-id: jobId
Xx-amz-job-output-path: jobOutputPath

I BT Sk
R i BA
Location

ESHMEX URI BBE. BAIUEAL URI BERERESFTRES. BEXEZE
B, "2 RHERES (GET JoblD) ,

KR . FHH
RIANE . F

Xx-amz-job-id

HRINE . T

X-amz-job-

output-path FRGREESERNVENEE,

KR FHH
ERIANE -

g B 1E 32
135 4E R B B2 IE 3o
Hix

BR 7 FiE Amazon Glacier BEF E RN A W REAE IR | WIREEESREUT —MHZMEIR, BX
Amazon Glacier f5ixHEE UK ERRBIR , FSREIRTA,
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KB %, BA HTTP RSAREHE RE
InsufficientCapaci MEZERHEHNBRELNEBRINEEF 503 Service RF
tyException R, MRE AR, ERMGEA  Unavailab 25
TEKRE , FEATIRAESME le
K%,
Al

ERRH : BHRERERES

POST /-/vaults/examplevault/jobs HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

"Type": "archive-retrieval",
"ArchiveId": "NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNtHEQL8MBFGlqrEXAMPLEAT Chi

"Description": "My archive description",

"SNSTopic": "arn:aws:sns:us-west-2:111111111111:Glacier-ArchiveRetrieval-topic-
Example",

"Tier" : "Bulk"

LTREREXH =G , £ RetrievalByteRange FERIEE T ERENHREBE,

"Type": "archive-retrieval",
"ArchiveId": "NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlgqrEXAMPLEArchi
"Description": "My archive description",
"RetrievalByteRange": "2097152-4194303",
"SNSTopic": "arn:aws:sns:us-west-2:111111111111:Glacier-ArchiveRetrieval-topic-
Example",
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"Tier" : "Bulk"

e B2 7R 451

HTTP/1.1 202 Accepted

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/jobs/HkF9p607yjhFx-
K3CGl6fuSm6VzW9T7esGQf co8nUXVYwS@j1lb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID
x-amz-job-id: HkF9p6o7yjhFx-

K3CGl6fuSm6VzW9T7esGQf co8nUXVYwS@j1lb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID

BERRH : BRERRRES

LTERCBHBERRES , UM examplevault XHFERERIR, EEREXH , BRERN
Format By CSV RRBELLL CSV BAIRE,

POST /-/vaults/examplevault/jobs HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Content-Type: application/x-www-form-urlencoded

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

{
"Type": "inventory-retrieval",
"Description": "My inventory job",
"Format": "CSV",
"SNSTopic": "arn:aws:sns:us-west-2:111111111111:Glacier-InventoryRetrieval-topic-
Example"
}
W) Rz 7 45

HTTP/1.1 202 Accepted

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/jobs/HkF9p607yjhFx-
K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwSQ@jlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID
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x-amz-job-id: HkF9p6o7yjhFx-
K3CGlefuSm6VzWIT7esGQf co8nUXVYwS0@jlb5gqlIZ55yHgt5vP5472ShjoQzQVVh7vEXAMPLE jobID

BERRA : EAEMMERRERFRSHEFRLRRES  URRRT -TERMBNELER.
TR HERBEER B MR RIRERSIRE S XHEFTERRIES.

{
"ArchiveId": null,
"Description": null,
"Format": "CSV",
"RetrievalByteRange": null,
"SNSTopic": null,
"Type": "inventory-retrieval",
"InventoryRetrievalParameters": {
"StartDate": "2013-12-04T21:25:427",
"EndDate": "2013-12-05T21:25:427",
"Limit" : "10000"
1,
}

BUTR B3 T ERMBEIRES (GET JobID ) SREXVEIFRICK R T —TUE R B NRLFER,

"ArchiveId": null,

"Description": null,

"Format": "CSV",

"RetrievalByteRange": null,

"SNSTopic": null,

"Type": "inventory-retrieval",

"InventoryRetrievalParameters": {
"StartDate": "2013-12-04T21:25:42Z",
"EndDate": "2013-12-05T21:25:427",
"Limit": "10000",
"Marker":

"vyS0t2jHQe5gbcDggIeD50chS1SXwYMrkVKo@KHiTUFEYXBGCqRLKaiySzdN7QXGVVV5XZpNVG67pCZ_uykQXFMLax0SL
1,

e 2 7R 451

HTTP/1.1 202 Accepted
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x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/jobs/HkF9p607yjhFx-
K3CG16fuSm6VzW9T7esGQfco8nUXVYwS@j1lb5gqlIZ55yHgt5vP54Z5hjoQzQVVh7vEXAMPLE jobID
Xx-amz-job-id: HkF9p6o7yjhFx-

K3CG16fuSm6VzW9T7esGQf co8nUXVYwS@j1lb5gqlIZ55yHgt5vP54Z5hjoQzQVVh7vEXAMPLE jobID
Xx-amz-job-output-path: test/HkF9p6o7yjhFx-
K3CG16fuSm6VzWIT7esGQfco8nUXVYwS@j1lb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID/

PSS

. #RES ( GET JobID )
- JREUESHIH ( GET output )
- 3&HA T Amazon Glacier B Identity and Access Management

5| HES ( GET jobs )
98

HRESIIHXHERNES SR EERITHESUARKETRNES.

(® Note
Amazon Glacier ( Amazon Glacier ) EMBRRIE TN ES I X LEESRE —RATE ; B
CRAXBBREZTRNES. BAURREZHESHHE, TESTRE , BEIFER
MESRE —BINE , BANEEIESFERAEASE HERER TRAMWER TREES N
Ho fla, RREEHERREEFTUTEHR. FFTAGE , ZFHRTHRER , BERERT
MEHEIR, EXMHBERT , SANEESEENERF TEHHE,

List Jobs BEZEI . BRIZHBAEFMMN Marker FE&, MREEELHHNES , N
Marker FERFIZEN null, MREBESHHMNES , W Marker FEFRE NI null B , BAIE
RiZESXENIRD T, BREMNBEEFSZSHBOESHIR , B marker BRSBIEE R BN ZHI
M Marker ERIKRENIZESH List Jobs B,

FBETUBESEFERFIEE linit SHRIREMENFIRE RN HEAXESHRFE. BIARSISN 50, RE
MAESHATED TREE , EXEF2BIRHE,
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A BRI BB IEE WIER statuscode S8/ completed SR IEIREI R ES 5 &K,
£ statuscode ¥ , BALIIBERIRELE InProgress, Succeeded = Failed RASEEME
%, £H completed 8 , BULEERREEREMK ( true ) WESHATR ( false ) HES

A= o
B3k
18

REIFFERBNESFIR , BRESXHFERN GET FAIRM URI £3% jobs &R,

GET /AccountId/vaults/VaultName/jobs HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note
ZAccountIdERFAHE XA ENTKFH Amazon Web Services Il 1D, _IJ«J\?E‘E
— Amazon Web Services I ID , B A LEREE—1'-' ( EFH ) , EXHHER

T , Amazon Glacier FRERTZEE =REI’J EUF R BXHY Amazon Web Serwces Mk~ ID, wn&R
BERAKF ID, 27 ID FEEEMERRF (-) .

BERSH
Name 1%, B HIE
completed )
EREIMNES RS, BALIEE true 5 false,
XK . mRE
AR : %
limit vy

BREMNESHEAKE . RIARSBIN 50, RENESHAED T
EENRSE , EXEF2BIRHE,

RE . FHH
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Name 1, BB WAIE
AR RDEBEBERN 1. EREBHRER 50,

marker B
AT TN ERFHFERAEENNETFRIIEESNES. &
ATMZBTHY marker M RFKREY List Jobs B, REEEEYHE
NZBIfY List Jobs ERAFHRMER#ITOIN , FFE
E 3T marker,
KA FHH
HR T

statuscode 5 a
EREINESIRSHEKE,
KA FHH
#R : InProgress . Succeeded = Failed X=/MEZ

B R¥rk

HRENER R SHMAEANIENIRL, BXBAENRENER | BESRERENREL,
BERIEX
HEREEEERE,
Wfe] Rz
&
HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId
Date: Date
Location: Location
Content-Type: application/json

Content-Length: Length

{
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"JobList": [
{
"Action": "string",
"ArchivelId": "string",

"ArchiveSHA256TreeHash": "string",
"ArchiveSizeInBytes": number,
"Completed": boolean,
"CompletionDate": "string",
"CreationDate": "string",
"InventoryRetrievalParameters": {
"EndDate": "string",

"Format": "string",
"Limit": "string",
"Marker": "string",
"StartDate": "string"

},

"InventorySizeInBytes": number,

"JobDescription": "string",

"JobId": "string",
"JobOutputPath": "string",
"OutputLocation": {

"s3": {
"AccessControlList": [
{
"Grantee": {
"DisplayName": "string",
"EmailAddress": "string",
"ID": "string",
"Type": "string",
"URI": "string"
},
"Permission": "string"
}
1,
"BucketName": "string",

"CannedACL": "string",

"Encryption": {
"EncryptionType": "string",
"KMSContext": "string",
"KMSKeyId": "string"

1,

"Prefix": "string",
"StorageClass": "string",
"Tagging": {

Bt ARl
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"string": "string"
},
"UserMetadata": {
"string": "string"
}
}
1,
"RetrievalByteRange": "string",
"SelectParameters": {
"Expression": "string",
"ExpressionType": "string",
"InputSerialization": {
"csv": {
"Comments": "string",
"FieldDelimiter": "string",
"FileHeaderInfo": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"RecordDelimiter": "string"
}
1,
"OutputSerialization": {
"csv": {
"FieldDelimiter": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"QuoteFields": "string",
"RecordDelimiter": "string"
}

1,

"SHA256TreeHash": "string",
"SNSTopic": "string",
"StatusCode": "string",

"StatusMessage": "string",
"Tier": "string",
"VaultARN": "string"
}
1,
"Marker": "string"
}
B el API fRZ% 2012-06-01 474



Amazon Glacier FEANGIER

RIVEDER

HRAERERXSHBABRANEAIRK, BXBABAMRKNESR  E2MAEAMEERSL,
e B IE 32
@R IEXBEET JSON F&o
JobList
ESHRBIIR, FMSHRESFERESH THEE.

A : GlacierJobDescription Xt SR ¥ 4H

Marker

RRAMNALBERNERH‘T D AN TNERAFR R, EAILERAY marker FRFMEA List Jobs
Eﬂéﬁﬂﬂﬂﬁqﬂﬂ’ﬂﬁgﬁmo MERBHHESES , WIENRN null,

KA . 2R
iR
BX Amazon Glacier R EMFREEMNEER , HSREREA
ANl

LT REIRRT IMARERRXXHEESHER. B-—IMROIREHMESHIEK , F-NREEBEE
TESHF &

R REIFFEES
HR R
BUF GET BR AN XAFEREES

GET /-/vaults/examplevault/jobs HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447actf430195dcb540091b12966F2a2

5l 4l API| MR 2012-06-01 475



Amazon Glacier FEANGIER

e B2 7 451

UTHNEE - MERRESN—NEERRES , BELEATHREN XM EBLER RS THR
o MRERHEFER Marker FEREREN null , BIRFEEESIIHES.

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 1444

"JobList": [
{
"Action": "ArchiveRetrieval",
"ArchiveId": "BDfaUQul@dVzYwAMr8YSa_6_8abbhZqg-
1i10T69g8ByClfIyBgAGBkW12QbF50s851P7Y7KdZDOHWIIn4rh1ZHa0YD3MgFhK_g@oDPesW34uHQoVGwoIqubf6BgUETQn
"ArchiveSizeInBytes": 1048576,
"ArchiveSHA256TreeHash":
"25499381569ab2f85e1fd@eb93c5406a178ab77c5933056eb5d6e7d4addab@9b",
"Completed": true,
"CompletionDate": "2012-05-01T00:00:09.304Z2",
"CreationDate": "2012-05-01T00:00:06.663Z",
"InventorySizeInBytes": null,
"JobDescription": null,
"JobId": "hDe9t9DTHXqFw8sBGpLQQOmMIMQ-
JrGtulO_YFKLNnzQ64548q]c667BRWTWBLZC76YgyljHYrugXkdcAhRsh@hYv4eVRU",
"RetrievalByteRange": "0-1048575",
"SHA256TreeHash":
"25499381569ab2f85e1fd@eb93c5406a178ab77c5933056eb5d6e7d4addab@9b",
"SNSTopic": null,
"StatusCode": "Succeeded",
"StatusMessage": "Succeeded",
"Tier": "Bulk",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

"Action": "InventoryRetrieval",

"ArchiveId": null,

"ArchiveSizeInBytes": null,
"ArchiveSHA256TreeHash": null,

"Completed": true,

"CompletionDate": "2013-05-11T00:25:18.831zZ",
"CreationDate": "2013-05-11T00:25:14.9817",
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"InventorySizeInBytes": 1988,
"JobDescription": null,
"JobId":
"2cvVOnBL36btzyP3pobwIceialebM1bx9vZ0OOUtmNAT@KaVZ4wWkWgVjiP1dI73VU7imlm@pnZriBVBebngaAcirZq_C5"
"RetrievalByteRange": null,
"SHA256TreeHash": null,
"SNSTopic": null,
"StatusCode": "Succeeded",
"StatusMessage": "Succeeded",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
"InventoryRetrievalParameters": {
"StartDate": "2013-11-12T13:43:127",
"EndDate": "2013-11-20T08:12:45Z7",
"Limit": "120000",
"Format": "JSON",
"Marker":
"vyS@t2jHQe5qbcDggIeD50chS1SXwYMrkVKo@KHiTUFEYXxBGCqRLKaiySzdN7QXGVVV5XZpNVG67pCZ_uykQXFMLax0SL
}
1,

"Marker": null

R REMESHER D B R
HRRHB

LU GET #HRIEME marker ZHUEEMES . MRF limit SHREN |, WEEKZREFHME
%o 2

GET /-/vaults/examplevault/jobs?marker=HkF9p607yjhFx-

K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54Z2ShjoQzQVVh7vEXAMPLE jobID&1imit=2
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

W 2 7R 451

LTENERTRYUREMES |, Marker FERERENFE null B , TR THESHIRSLE D T,
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HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 1744

"JobList": [
{

"Action": "ArchiveRetrieval",

"ArchiveId": "58-3KpZfcMPUznvMZNPaKyJx9wODCsWTngcjtx2CjKzZ6b-
XgxEuA8yvZOYTPQfd7gWR4GRM2XRO8gcnWbLV4VPY_kDWtZIKi@TFhKKVPzwrZnA4 -
FXuIBfViYUIVveeiBE51F0Q4bvg",

"ArchiveSizeInBytes": 8388608,

"ArchiveSHA256TreeHash":

"106086b256ddfOfedf3d9e72f461d5983a2566247ebe7e1949246bc61359b4f4",

"Completed": true,

"CompletionDate": "2012-05-01T00:25:20.043Z",

"CreationDate": "2012-05-01T00:25:16.3447",

"InventorySizeInBytes": null,

"JobDescription": "aaabbbccc",

"JobId": "s4MvaNHIh6m0alf8iY4io0G2921SDPihXxh3Kv@FBX-
JbNPctpRvE4c2_BifuhdGLgEhGBNGeB6Ub-IMunR9JoVa8y1lhQ",

"RetrievalByteRange": "0-8388607",

"SHA256TreeHash":

"106086b256ddfOfedf3d9e72f461d5983a2566247ebe7e1949246bc61359b4f4",

"SNSTopic": null,

"StatusCode": "Succeeded",

"StatusMessage": "Succeeded",

"Tier": "Bulk",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"”

"Action": "ArchiveRetrieval",

"ArchiveId": "2NVGpf83U6qB9M2u-
Ihh61yoFLRDEoh7YLZWKBN80@A211xG8uieBwGjAr4RkzOHAQEQ7ZjtI267R03Z-6Hxd8pyGQkBdciCSH1-
Lw63Kx9qKpzZbPCdUQuUTW_WAdwF61R6wW8iSyKdvw",

"ArchiveSizeInBytes": 1048576,

"ArchiveSHA256TreeHash":

"3d2ae052b2978727e@c51c0a5e32961c6a56650d1f2e4ceccabb472a5ed4ad"”,

"Completed": true,

"CompletionDate": "2012-05-01T16:59:48.4442Z2",

"CreationDate": "2012-05-01T16:59:42.9777",
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"InventorySizeInBytes": null,

"JobDescription": "aaabbbccc",

"JobId":
"CQ_tf6fOR4jrICLE6IMTKkE6VMO30Y81mNWKI3KK4gLiglUPAbZiN3UV4AG_5nq4AfmIHQ_dOMLOX5k8ItFvOwCPN@oaz5dG"

"RetrievalByteRange": "0-1048575",

"SHA256TreeHash":
"3d2ae052b2978727e@c51c0a5e32961c6a56650d1f2e4ceccabb6472a5ed4ad"”,

"SNSTopic": null,

"StatusCode": "Succeeded",
"StatusMessage": "Succeeded",
"Tier": "Standard",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
}
1,
"Marker":
"CQ_tf6fOR4jrICLE6IMTKkE6VMO30Y81mNWKI3KK4gLiglUPAbZiN3UV4AG_5nq4AfmIHQ_dOMLOX5k8ItFvOwCPN@oaz5dG"
}
MR &R

. #R4E% (GET JobID )

« &M T Amazon Glacier B Identity and Access Management

EESBREPEREIERE

LA 27 Amazon Glacier P HIESRE—RERNVRIERE,

hY

EA

+ CSVinput

» CSVOutput

» GlacierJobDescription
- B

. WERE

* InputSerialization

* InventoryRetrievalJoblnput

* jobParameters
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» QutputLocation

» QutputSerialization

+ S3Location

» SelectParameters

CSVInput

BXIBEESHRE (CSV) XHENEER.

B

Wit
BAZHN , ATHERETNI S HINZ AR R Z#1Z1T.
KA . FHH

FieldDelimiter

BAZH BT RBRIERFHNENEZR, ZFZHFMLARE \n. \r HEBE 32-126 £ ASCIl FHF,
RIAERES (,).

KH . FHEH
HiIAE

FileHeaderInfo
—ME , iR E s AR E —1T,
KA . P

BME : Use |Ignore [None

QuoteCharacter

RERYLZHNENTR , EFZRIBHREN—
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FRARER

KH . FHFH

QuoteEscapeCharacter

BENFEN , ATHEENERNGISFRETE L.

KR FHH

RecordDelimiter

BENFR , AToREMNMER.

- BN{ES (POST jobs )

CSVOutput

BEREXRFRELERNESHRE (CSV) BANER.

B %

FieldDelimiter

BAZH , AT2RIERFNENFR.

KH . FHFH

QuoteCharacter

RERYLZHNENTR , EFZRIBHREN -5,

KR FHH

CSVOutput
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QuoteEscapeCharacter
BAZH , AT ER VERN SIS FRFHITHE L,

KH . FHFH

QuoteFields

—ME , ETREMARMEFREBNEEESISH,

BAME : ALWAYS |[ASNEEDED

KA ZHH

RecordDelimiter

BENFR , AToREMNMER.

E

SH . T

N
&
7

=

7|

EZER

- BEIES (POST jobs)

nz
8255 MATE Amazon S3 FEHESERNNENEL.
B %
s

¥ Amazon S3 R EESERIEAN RS RBNBER L. MIAMENENE.
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FRARER

KH . FHFH

AMUE : aws:kms |AES256

KMSContext

Wik, MBMEZERER aws:kms, , EAUERALKENESEREENE LT X,

KMSKeyld

AT & NZER Amazon Key Management Service (Amazon KMS) #4f ID,
KH . FHH

EZER

- B#N{ES (POST jobs )

GlacierdobDescription

‘@& Amazon Glacier ( Amazon Glacier ) {E&HIHEIR,
B %

Action

£553£ 8, ©7 ArchiveRetrieval, InventoryRetrieval & Select,

KA . FRFEH
Archiveld

NIERESIHRERESHROER ID. BN , LFERRN null,

GlacierJobDescription
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KA . ZHFH
ArchiveSHA256TreeHash

HERLRBENENEN SHA256 MR H, W TFEERELES , WFEERR null,
KA FRER

ArchiveSizelnBytes

XF ArchiveRetrieval 5 , XREEBERTHMWBROKND (LFZTREMN ). XTF
InventoryRetrieval £ , ZEXR null,

KA . H,F

Completed
MRESFSETR , WA true ; BNR false,

KH : mRE

CompletionDate
£S5 5ERHY B HA.
ESERTRENBEABERE (UTC ) BHEl, SESEEMITH , ZEFHIZ.

KA BLISO 8601 BHIRA RISV ERE |, HlI0 2013-03-20T17:03:43.2217,

CreationDate
FE B EAERE (UTC ) BE,

KA : BLISO 8601 BHIRARTHERE , Hla0 2013-03-20T17:03:43.2217,

InventoryRetrievalParameters
RATEEBERR R ASH,

A : InventoryRetrievalJoblnput X &

InventorySizelnBytes

¥F InventoryRetrieval % , XRBERTEMNBEEN KRN (UAETHREMN ). N T
ArchiveRetrieval & Select £% , ZENHN null,

L

GlacierJobDescription API fRZR 2012-06-01 484



Amazon Glacier FEANGIER

JobDescription
BERHESHEHNESHER,

KA ZHH

Jobld
#5118 Amazon Glacier FRIESEH 1D,

KR . ZH
JobOutputPath

BEEFHEENVE,
KA FHEH
OutputLocation

— IR, HPEEAXERASERNE RN FRUENER.

A : OutputLocation JF &

RetrievalByteRange

RERREZSHRENEZTBE , RN StartByteValue-EndByteValue’, ME&EEENE
KRDIEEEE , NEREMYZE | # B StartByteValue EF 0, EndByteValue EFREKX/ME
1. NTFEERRES , LFEN null,

KH : FHH

SelectParameters
—AMNR , EFEEEXATERESHSBNER.

KA - SelectParameters S &

SHA256TreeHash

HRBERTEM SHA256 MR FHE, MREEMNSHES (POST jobs ) HREE T AWML HE
XFHEE , MEFRASBEEE, AXEEEERRNVMERENTNESEE , BRI THEIE
B AR

FNFRRENUBEFRWEBZEER , EE ArchiveSHA256TreeHash E#[E.,
EUTERS |, WFEAN null :
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FRARER

« BERUREBEENTHERENERRRES.
- BEETEMMRNBEHBESKREN InProgress MHERTS,

- BEES

® ﬁ*¥1}%o

KA FHEH
SNSTopic

R Amazon SNS M Amazon BIREEF (ARN) ; MREEFSE3 ( Bo{ES (POST

jobs ) ) HELETEAH , MRASGELMZEBRRIEEFTTHRILBHNER.

KA . FRFEH
StatusCode

ERESRSHRBE,
BM{E : InProgress | Succeeded | Failed

KE : FREH

StatusMessage
ESREER.

KR FHH

Tier
ATERESI/EREZEFTHBRFHEEE,
AME : Expedited |Standard |Bulk

XA . ZHH
VaultARN

ESNEFHRNHFER ARN,
KH . FHH

EZER

- B3ES ( POST jobs )

GlacierJobDescription
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B
BRAXERNEL.
H %
B E

GEOEN

RE : HRE R

R

BT HENERNIR,
R PR
A3 {E: FULL_CONTROL | WRITE | WRITE_ACP | READ | READ_ACP

EZER

- B3ES ( POST jobs )

WERNE

BEAREBENENELR.

B %

DisplayName
WERENREEN.
RE  FNEH
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FRARER

EmailAddress

MR E B BB F R 4k

WRENASTAF 1D,
KE : FH&H

BEME : AmazonCustomerByEmail |CanonicalUser |Group

URI

BENEAHD URI,
KA 2SR

EZER

- BEES (POST jobs )

InputSerialization

PR UNCIDE RN 4 = S

InputSerialization
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B %

CSvVv
— AR, AFHIR CSV BBXYRMFHIL,
ZEH : CSVinput W&

EZER

- BEHES ( POST jobs )

InventoryRetrievalJoblnput
RHEATREECEFERRESHILD,
B %

EndDate

MHERERRNEREM (RA UTC HERKR) , Z A ZN FRBSEERREE
o

BAME : LLISO 8601 HEAHEL (YYYY-MM-DDThh:mm:ssTZD) RN ERFE | LI R, Hln
2013-03-20T17:03:43Z,

KR - FRFE, LLISO 8601 HHIME (YYYY-MM-DDThh:mm:ssTZD) R ZERFE | LR R
I , 5170 2013-03-20T17:03:43Z,

3o

NHFEFEFIRNAERR  EEHESURRXMAEFEFLNEY E311E55 (POST jobs ) #HRit
TRE,

BAME : CSV |ISON
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KH : FHH
PR 51

BANNHEFERRERATLUEREN&AFED B K.
BRE: KTHFET 1 HBHE,

KR ZHH
WHE B
Marker

RIEAMNAOHETTERBJITORANTBHEFER, EAJLAEH Initiate Job BERFPFEALIRIE
REEMERIMEB, WRESEEZFLWE |, MER null

StartDate
XHEBSERENFHRBE RA UTC [AKN) , @SS HIZGEIENME,

ANUE : LL1SO 8601 BEIEN (YYYY-MM-DDThh:mm:ssTZD) RN FE/KE , U R BN | Hli0
2013-03-20T17:03:43Z,

KA FRE, LLISO 8601 BHIER (YYYY-MM-DDThh:mm:ssTZD) RN FERFE |, R &
{7, #l30 2013-03-20T17:03:43Z,

EZER

- B3ES ( POST jobs )

jobParameters

REATE SR
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B %

Archiveld

BEENRRMN ID, R Type FERIZFEN select H archive-retrieval , Mt FEREHE
W, MRENBERRBIFEREEHTER , MaHIER,

ANUE . BAREMNZ BT K% E] Amazon Glacier ( Amazon Glacier ) B SRIREIHI B HALE ID,
KA . FHFR

REME R Type ®EN select & archive-retrieval , M2 H4FEM,

DU
ES A AR

BRE BN KEXTUNTHREFT 1024 FH, ATFHNFRANTSEECIBE 7 1L ASCI F4F
BRI YR 2 ASCII B 32-126 ( T#EH ) 3 0x20-0x7E ( +<&#H ) BIFH

RKH . ZHH
RELE B
Format

(AL ) ERIESUR RN HEBTERNAEER, IRZERHEEES , HETIEE
Format FE , M JSON HERIAE K,

BM{E : CSV | ISON
KA FHHR

RELS B

InventoryRetrievalParameters
RATEERERZERHASH,

A : InventoryRetrievalJoblnput X¥ &

BT -
ERYLE A

OutputLocation

— IR, EREEAXERESERNFRVENER.
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A . OutputLocation I &

REME  WTF select FHFRYLEN,
RetrievalByteRange

RAT#®E archive-retrieval MFTEE , KA ‘StartByteValue-EndByteValue”, #l
RTEELEFE , IaRRBIMER, IREELFER , WFTTBELTAIFT (1024*1024 )
W3Fe. KFTIFEKE StartByteValue 2R AIH 1 MB R , 1 B EndByteValue 1t 1 2475 7] 4
1MB ERFEEREEA/RFTITARMIRE 1 HRERNLE R, R RetrievalByteRange & B B JK
FRXFF , MR ESQIRE 400 16K,

MBERA inventory-retrieval | select FHXFERIBEHRZE , NA&HIER,
KA . R

B AT -
eRLE B

SelectParameters
— MR, HEFEEEXATERESHSBHNER.

2 A : SelectParameters JT &

= =

SNSTopic

FE TR B B ERZFHETEHE Amazon Glacier [EH &2 B &/ Amazon SNS =HH
Amazon BREF: (ARN) . BEENFTESEEITHEXBEA,

SNS FBH4MFE. WMRFTFRE , Il Amazon Glacier TR EOEZEB, I , SNS TF 4
FRBEATRRBESHIKFQEB R A EENER, BX SNS TEEMMNEL , H3H (Amazon
Simple Notification Service APl &) H#) CreateTopic.

KE: FH&H

Tier
ATEEESIMBRREISHEE., BIAEN Standard,

AME : Expedited |Standard | Bulk
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KH . FHFH

EZ{,‘\% >

PN i) R |
Type
FFERE, BULBHIESUTNH/BRTEREN, BRMURLRICUHFENFTE,

BME : select | archive-retrieval | inventory-retrieval

EZER

- B3ES ( POST jobs )

OutputLocation
BEAEXRMELERNERNERVLENER.
B %
S3
— IR, HRATEBERERSE RN Amazon S3 &,
A : S3Location

EZER

- B3ES ( POST jobs )

OutputSerialization

L UNCIDE RN 4 g
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B %

CSvVv
— MR, HREESSRE (CSV) FBHEHRHERNFIL,
KA . CSVOutput X &

EZER

- BEHES ( POST jobs )

S3Location
BEBEXEFLERE Amazon S3 FHFERLENER.
B
AccessControlList
PRI fr i 45 R AV U7 B AR AV RN B R
RE : BN NRHA

BucketName

T TESE R Amazon S3 FHEN BN, ZE#EBLANMSEEMARERN RN XHFEMTE
— Amazon Xigid,

KH : FRHR

CannedACL
ENATESERWRETRRIESIZIR (ACL),

KR FBH
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FRARER

BRE : private |public-read |public-read-write |aws-exec-read |authenticated-

read |bucket-owner-read |bucket-owner-full-control

pilI:a

— AR, EPEEEXHTE Amazon S3 FIFEEESE RN MBENER,

KA .

Prefix

HELERNOERGERNNTR. SIBNERAKER 512 £,
EFii

a

M HR

=)

FRE

=
=

StorageClass

AT E#ESERNEHEES,
KA .
BM{E : STANDARD |[REDUCED_REDUNDANCY |STANDARD_IA

FRid

FR

a

MATESERNTEE,

KA .

FR R R F AT ERERGY

a

UserMetadata

£ Amazon S3 R EESER —RIFHER THRIEVRE

KH . FRRFFRIREMRE
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EZER

- B3ES ( POST jobs )

SelectParameters

BEBKRAT select WSEHER.

H %

Expression
ATFERENRHKRER . ZREXNFEET 128,000 N FRFHIELE,
KA FHH

ExpressionType

iR RAXNER | 4l SQL,
BME : SQL
RKA - R

InputSerialization

iR select X RV FF{LHEN,

A : |nputSerialization X &R

OutputSerialization
R WM F B select FFHIE R,

A : OutputSerialization X &
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FRARER

EZER

- B3IES (POST jobs )

BIERRRE

LUR & Amazon Glacier # 7] AR #iEH RAEX B,
£

o REFIERZEFEB ( GET policy )

« B ERE ( GET provisioned-capacity )

- MEMBEERE ( POST provisioned-capacity )
« REHFERZEFRE (PUT policy )

IREVEIEH R R BE ( GET policy )

DU

HiE/EIRE GET HRFIEEM Amazon Web Services Ik~ F1 Amazon XM Y e 2R, B

IXBERZFRBNEZEER |, 15 Amazon Glacier ZiEH ZFE 1,

R

EREIHAHFERLRERE , B TEERAFAT , OHERLRER URI &)X HTTP GET #EK.

B

GET /AccountId/policies/data-retrieval HTTP/1.1

Host: glacier.Region.amazonaws.com
Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

® Note

AccountId BN Amazon Web Services Ik 1D, Lt{ENNE AR ERH#TZEZREUR
XEXHY Amazon Web Services i/ ID #HEEL, BRI LAEE Amazon Web Services K ID

B RIBIE
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FRARER

WA LURRISE-" (EFR ) , EXMERT , Amazon Glacier fEA SRR BERFETER
HYEIEHH X BXAY Amazon Web Services I/ 1D, IIREIEEMKF ID , FOE ID P EEEMA

E?ﬁ(')o

ERSH
BRETERBERSH
HRIRK

LREREAMBREBRANERRSL, AXBRABREANESR , BSRERBERIEX.

ERIEX
IR B EREX,
I 1

Bk

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

{
"Policy":
{
"Rules":[
{
"BytesPerHour": Number,
"Strategy": String
}
]
}
}
I BRI AR 3k

LR B E A RS HOERE AN B RAR k. BXBAMMFRANER  FSHEA R,

RENBIEH 3R R AR
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g B IE 32

a R EXXZELT JSON FE.

BytesPerHour
— NI R AU ENRKF T,
N ¥ Strategy FERHE N BytesPerHour ¥ 28 RIEFE,

RKE . BF

Rules

REEAN, BRAXRIIRER  EBEWRE—MHU , HPEE Strategy FE& , EAIEFETE
BytesPerHour £,

el I O
Strategy

HERREMHRE,

AMUE : BytesPerHour | FreeTier | None, BytesPerHour EEFEERSIAFEBREERLEK
ER, FreeTier ZFRITEZEF AP ERNEHREE. None ERATHEERHAFERETRERRE,
EXELREAPEBRBERLRRBNEZES |, H23 8 Amazon Glacier $iiEH RE K,

IR

A% Amazon Glacier REMEREEMNEER , HSREREA
R

LT RBETR T {AIRER IR R,

HR R

LRI — A GET FRZEFIRMMALER URI

GET /-/policies/data-retrieval HTTP/1.1
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Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

e B2 7R 451
FR OB AL 2 LA JSON A& =42 MBI IE X AP B R B0 3R K

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 85

{
"Policy":
{
"Rules":[

{
"BytesPerHour":10737418240,
"Strategy":"BytesPerHour"

}
]
}
}
MR E D

- REBIERRKE (PUT policy )

- BEI{ES (POST jobs)

HIE TNl EA £ ( GET provisioned-capacity )

LRVESI HIEE Amazon Web Services IKFHITIERE., BXTNRERENEZER , BSRAMER
FRIEI,

JIETERERE API W< 2012-06-01 500



Amazon Glacier FEANGIER

MREREBRANEE-—1MA , X BHMeEENTTIE B, MR BT B
—MNAZE (BBIY ).

MBEFHABN—PANE N K, SWABITAANBE—K, i, MBFHASHN 8 A 31
A, NEEMH0 A 30 B, MBEFHAHN 1431 8, WIHAHN 2 A 28 A, ETLENS
Rl E B I EE.

R
EIHKFOTEERZRE , B RIE HTTP GET BREMEERE URI , MU TEERBI PR,

GET /AccountId/provisioned-capacity HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

® Note

HAccountId{ER Amazon Web Services K7 ID, LLEXANERTEEERNEREKREKN
Amazon Web Services Ik~ ID #HCEL, AT BUEE — 4 Amazon Web Services li&F ID , th
ALUEREE—N'-' (EFH) , AXAERLT , Amazon Glacier FAERATEEBERNE
IEXBXHY Amazon Web Services Ik ID, NREIEEIKS ID , FPE ID FEBEEMERR
(=)o

BERSHK

HRERERE RS,

ERIRk

WRERERPMEREBANERITL, BXERABERTLAHER , FSRBEAERITL,
ERIEX

HEREEEERE,

Wfa] Rz

WMRIRERT , MIZRSFLKEE HTTP 200 OK W& R,
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e i

HTTP/1.1 200 0K

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{
"ProvisionedCapacityList":
{
"CapacityId" : "string",
"StartDate" : "string"
"ExpirationDate" : "string"
}
}
e R AR 5

B3R VX AR K 25 30000 B8 R Y I REAR Sk . BB AMRBARKMER |, 155 HIE Al SRk,
0] 1 IE 32
R E X BET JSON FE,
Capacityld
ATHREMEERELVH ID,

KH . FHH,
StartDate

MEERERVHWXAH , XRABEANERE (UTC) .

KR FREH, LISO 8601 HHRARRNWERSE |, Hl1 2013-03-20T17:03:43.2217Z,

ExpirationDate
MEERERNVHNEBEH  XRABAMERE (UTC).

KR FREH, BLISO 8601 HHRAKRRNWERS |, Hl1 2013-03-20T17:03:43.2217Z,

Bix
A% Amazon Glacier REMEREENER , BSREIRIAL,
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el

TR TRKFNTRESESRV,
HRRHI

HELRHIP | K& GET BRREREEKFHAEBERTE LMK,

GET /123456789012/priority-capacity HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

e Bz 7R 451

MRFERK I , Amazon Glacier ( Amazon Glacier ) 2 REHHE — MK ERE LM FIRE HTTP
200 OK , AT RBIFAT R,

SN E—IMEERELVRAFHRBES N 2017 F1 A31 B, IHBEHN 2017 F£2 A 28 H,
W2 BIFTE , RFHBHAENMANE N X, IPEHBURTMANER—Ko

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: length

{
"ProvisionedCapacitylList",

{
"CapacityId": "zSaq7NzHFQDANTfQkDen4V7z",
"StartDate": "2017-01-31T14:26:33.031Z",
"ExpirationDate": "2017-02-28T14:26:33.000Z",

.

{
"CapacityId": "yXaq7NzHFQNADTfQkDen4V7z",
"StartDate": "2016-12-13T20:11:51.095Z2"",
"ExpirationDate": "2017-01-13T20:11:51.000Z" ",

},
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Sy

- WXMEERE (POST provisioned-capacity )

MEFBLE A E ( POST provisioned-capacity )
LtIRVER Amazon Web Services Ik R FREBR E £ 1,

MEERERNEE—NA , UUXBHAMNREENTHBE S, BV SEN BNTTIE B R
—MNAzE (RBRIY ).

WMRFHRBBPN—PANE 3N X, SHEHNITINANRE—XR, flan, MRFHBEHN 8 A 31
B, A MSHBEHAN9IA30H, RFHEH A1 A3 B, WSHAHAN 2 A 28 H.

MEEREFRYHERETEFTEN , TUEATNMNERLENKRRETE, SIMNFEENVTHERERES &
ELABBTIRRERE , HRMSE 150 MB/s WREFRLE, BXTMEEFENESZEE , S
58 A5 R4S BRI T

® Note
BIERENTELNVESIAFIMNENM, Amazon Web Services Ik

1E5 3k
EWNENTMEEREE (N , FOMEEZRE URI Amazon Web Services I~ &3% HTTP POST #&3K.
BE

POST /AccountId/provisioned-capacity HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01
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® Note

HAccountId{E=~ Amazon Web Services IK/P ID, WEXES A TEEERNERE KD
Amazon Web Services Ik ID tHICEL, &A1 LA E —4 Amazon Web Services 1K ID , t
ALLUEREE—N'-' (EFR) , EXMERT , Amazon Glacier FAERATEBERNE
IEXBXH) Amazon Web Services Ik ID, NREIEEIKS ID , BPE ID FEEEMERR
(=)o

WRSH
WRARSK
ERERERFEREBANE R, EXERERFANES  FSHBABREL

EREX
MR B EREX,
I 7

MBEREFRRI , MiZRSSLIRE HTTP 201 Created MR,
E

HTTP/1.1 201 Created

x-amzn-RequestId: x-amzn-RequestId

Date: Date
X-amz-capacity-id: CapacityId

RIVEDER

BT PR ERAEB AR RIAR A | B I B PR EIE A T IMRIFRk. BXBRAMMRANESEER ,
ES B RAR k.

Name 5, B3
X-amz-capacity-id ATHEMREESESMM D,
K FHRH
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IR VEA IR B0 57 1F 3o
iR
Bk T FiE Amazon Glacier ?%Vﬁqﬂﬁﬂﬂ’ﬂﬁl‘ﬁ“é’f’a*i%% RERBIEUAT —PNHZMNMEIR. BX

Amazon Glacier iR E R URBIRRBIEK , HSREIRID,
KB 54 B3 HTTP RZESRE RHE
LimitExceededException MREEFRGELEEKAOTEE 400 Bad =P
RELMRS , MHREEAB, Request i
5l

LT REIAKFERTMEERE.
HRRHI

TR RBIRIE HTTP POST iR ETE ER B £ 1.

POST /123456789012/provisioned-capacity HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

e B2 7 451

WMRFERK I , Amazon Glacier ( Amazon Glacier ) $$3&El HTTP 201 Created MR , I T R4l
TR

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

X-amz-capacity-id: zSaq7NzHFQDANTfQkDen4V7z
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PSS

- JHFEERE ( GET provisioned-capacity )

REHIERRRR ( PUT policy )
B

LARETE PUT ERFFIEER Amazon X RERFERFEREE , ARNHAZKE, XTF Amazon Web
Services K , BT LAE X B Amazon XKIFiRE — /KRB, ZKBKTE PUT BIER I EE D H NN
Ao

EXRBNACH , REFXBWIREATEMEERITHREEL, BEXBERRFEBNESZEE , BS
¥ Amazon Glacier 2iiEH &R,

H3R

Bk

ERBEHFELRER , FONATEERAAR , ABELREMR URI ZE HTTP PUT XK.

PUT /AccountId/policies/data-retrieval HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{
"Policy":
{
"Rules":[
{
"Strategy": String,
"BytesPerHour": Number
}
]
}
}
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® Note

AccountId {3 Amazon Web Services I ID, BLEXIS AR ER#IHITZEKEIEE

XEXHY Amazon Web Services Ik ID #HCHL, &R LUIEE Amazon Web Services i/ 1D

AT LUERIEE - (EEF ) , EXHER T , Amazon Glacier A SRR ERI#TZER

EI’J EUEA<BXHY Amazon Web Services IK/° ID, SIREIEEKS ID , 2% ID R EBEEM
EFRF(-).

BERSH

BRERERBERSH

HRIRK

LREREAMBREBRANERIRS, AXBRABRFANER , BSREBERBERIEX.
FERIEX

BERIEXHEELLT JSON FEo

BytesPerHour
— NIRRT AR RN R R FT .

X Strategy FEXHI{E N BytesPerHour Bt , kFBRIBRMLFEFR, ELRELFE , B
Strategy FERH KIRE N BytesPerHour , M PUT RESIKIEL,

KA . BF
REME . R Strategy FERIZRE R BytesPerHour , M ASE, BUFRRHE,

BRE : BNEBERE 1. ZABHE263-1(F ).

Rules

REEAN, BAXRIIRER  BEAREE AN , HPEE Strategy FE& , EAIEFEITE
BytesPerHour F £,

KA BA

=] . B
mERMVE =
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Strategy
ERENBFERLRERBARE,

AME : BytesPerHour | FreeTier | None, BytesPerHour EEFERSHAFEBREERLEK
ER, FreeTier ZFRITERF AP ERNEREE. None EEATHEERHAEFERETRRRE,
BREBSHADERBBELREBNESZELR | H3 5 Amazon Glacier BIER RFERE,

I
BE
HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

T RIAR Sk

LI AR 5 R K 25 30 RS P B T RIAR Sk . BRI LS8 | W20 E A BRI k.
7 IE 32

HIBEFERMRE X,

B2

A3 Amazon Glacier REFEISHANEL | BSHEIZNAL.

Al

R 7 1

AR R’ &E—N HTTP PUT 3R , A Strategy FEIRIE N BytesPerHour,

PUT /-/policies/data-retrieval HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
x-amz-glacier-version: 2012-06-01
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Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

{
"Policy":
{
"Rules":[
{
"Strategy":"BytesPerHour",
"BytesPerHour":10737418240
}
]
}
}

AR R &E— HTTP PUT 3R , H e Strategy FERIZE N FreeTier,

PUT /-/policies/data-retrieval HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

{
"Policy":
{
"Rules":[
{
"Strategy":"FreeTier"
}
]
}
}

AT Rl &IE—N HTTP PUT 3K , & Strategy FEIRE N None,

PUT /-/policies/data-retrieval HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
x-amz-glacier-version: 2012-06-01
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Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

{
"Policy":
{
"Rules":[
{
"Strategy":"None"
}
]
}
}
0 Rz 7 45

WA TRRBIFTR , RERK N , Amazon Glacier ( Amazon Glacier ) 1% B R HIRE HTTP 204
No Content,

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Sy

- FREVBIERZERM ((GET policy )

- BEIES (POST jobs)
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