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sexviceb.apps.local --spec {}

2 BIBEATR
BT AR LKGRSHBHEIEH . AXESEL , H5H BT A

BIEAN serviceBWELTR , ERAENELT RRRB N serviceB WEFRKRS. AIFERAENA
serviceb.apps.local , &3 DNS KMERT S AR THEFRRS. TE , /‘i’?_ﬂ«)\ﬁﬁﬁﬁfﬂg’EﬁW
BR%. Amazon Cloud MapRE#\ T S E AU O 80 LAY HTTP/2 ’rmx”*ﬂﬁ»“ﬁio LA\ | B S HEH A
WHZETRAKRE, BNEEENSRFA N serviceBv2 M serviceA SIZELT =

Amazon Web Services IR &4

1. WNTEETKER , WA serviceB,

2. WFRFZEMAE , % DNS , HF HIDNS EH B A serviceb.apps.local,
3. HEMWHREET , APVGEE http2 , FEROSP , FA 80,

4. BYE | FHIEE Nexto

Amazon CLI

1. FEAUTABRBIEEZNRN create-virtual-node-serviceb.json BIX# :

{
"meshName": "apps",
"spec": {
"listeners": [
{

"portMapping": {
"port": 80,
"protocol": "http2"

}
]I
"serviceDiscovery": {
"dns": {

"hostname": "serviceB.apps.local"

HR2 EEATR 8
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2.

}
iy

"virtualNodeName": "serviceB"

}

X JSON X HERH A , £ create-virtual-node s S RIERELLT &,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
serviceb.json

PR 3 ;02 RE SRS B 25 M B

ELRAREEMEP IS IEURSHRE. AREZER , FSRENE AR MRoutes,

BIEUT &R :

« BA serviceB WENIEAES , AH serviceB.apps.local EEREF 2B SEMEMRS
HHEEE. FidE , B2 tBNELIRS 2R serviceb. apps.local lRFHHR. &R
SHRBREADELE RS, ELBHAEMER KO 80 LM HTTP2 ML ITRE., i, EXFH
M

« B serviceB HEEH. T 100% HWREKAEIserviceBER TR, N serviceBv2 E#TT
R, EHRENSRIPEINNE, EAREBPIRENSE , EEATUREHIMFAANTEESYE , H
WINERKE , AT Envoy REBEEZEEFRBNSZ XS HTRERETE T Ko

Amazon Web Services BIER4| 4

1.

N o o b~ w DN

NFELERHIFEN , fA serviceB,

EMUTEREET , AHBUER http2 , H HivOIEE 80,

NFRBBEN , WA serviceB,

NTFHERE | EF http2,

EEMBRETHWEL T REHAP |, %82 serviceB , HRNERA 100,
ErEEEET , & —MH*,

BHRE | FIEE Nexto

HPR 3 1 O RE UK AR A% B 9
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Amazon CLI
1. BIEELEHEE.
a. FAUTABBERN create-virtual-router. json K34 :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
]
.
"virtualRouterName": "serviceB"
}

b. XM JSON X#ERM A , A create-virtual-router 8 SRR E LK BEES,

aws appmesh create-virtual-router --cli-input-json file://create-virtual-
router.json

2. BIERKA.
a. FAUTABRBIEERN create-route.json BIXH :

{
"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"httpRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 100
}
]
},

HPR 3 1 O RE UK AR A% B 10
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"match" : {
"prefix" : "/"
}
}
},
"virtualRouterName" : '"serviceB"

}
b. XM JSON X#HER A , fEH create-route p R BIZEKH,

aws appmesh create-route --cli-input-json file://create-route.json

TR 4 FRHACNE

RFEZNHAFRIRE

Amazon Web Services EEi2# A
MRFENE AL BHITEMER , FEREE,. EENRERIFRR , EELUEME,
RERBEERECUENFIEMNIERR. BUUBTEREENEREEHEPEFTUNEN TR,

Amazon CLI

5/ describe-mesh S S EEFTOIEMKZIIE

aws appmesh describe-mesh --mesh-name apps

5/ describe-virtual-service T EEFTSIERNEL RS IRE

aws appmesh describe-virtual-service --mesh-name apps --virtual-sexrvice-name
sexviceb.apps.local

£ describe-virtual-node SR S EEFTRIEZMELT SR

aws appmesh describe-virtual-node --mesh-name apps --virtual-node-name serviceB

5/ describe-virtual-router (s R E BT BN EL R BAIZNIRE

aws appmesh describe-virtual-router --mesh-name apps --virtual-router-name serviceB

SR 4 FREHACE 11
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£ describe-route R EBFEIEZBAHNIRE.,

aws appmesh describe-route --mesh-name apps \
--virtual-router-name serviceB --route-name serviceB

SH5: SIEEMEIR
BERRUSE  CEERITATRIE

- BIEEN serviceBv2 WERITTR , ARA N serviceA WERIT K. BANET SERES
HTTP/2i% 0 80 MWTiER. X F serviceA BT R , NEWEEN serviceb.apps.local,
¥ B serviceA BT RWATE L REEF KIZFE N serviceb. apps.local WEBIRS .
BRARERPRENE , BEEEAMUANENT RIEEATEATR BENXHEE,

- BHBB—NEBNWERLRS servicea.apps.local , ZREZFAAEREBEELZE
BlserviceAE T =,

s FHEL—SHBIEMN serviceB BH , SAF 75% WHREXRIZE serviceB BRITTR |, F 25% B
MEBRIAE serviceBv2 BT R, FEENBINER SO UKEEUNE , BEE serviceBv2
WE 100% BWHRE, MFAEREXRIEZE serviceBv2 f , B LAXAHFA serviceB BT R
FMEFRRS . EEANER , TEENRBHTEMENR , AR serviceb.apps.local EBEIIRS
BHANEGFRRESBIREUE, @28 —T , serviceb.apps.local E#IRSEHHRELEDERLEE
Mg , ZEHSTRERBIELT X, BT SM RS XA F5 o] LARER B ik,

Amazon Web Services IR &4

1. EENSMEERD , EEMK,

2. BEBREL—SHAIEN apps W&,
3. EEMSMERP , EFEELT R,
4. EFRVIBENT R
5

NELT IREBHBEA serviceBv2 , HIRS KM A EEE DNS , #9 DNS EHEHA
sexrvicebv2.apps.local,

S FITERELE , NI UUER http2 , HEROF , B A 80,
7. GERMIEBERLT S,

8. BRERVUEELTR. NTEMTIER , HA serviceA, W TFRERIMEE |, EF
DNS , 9 DNS #l& %A servicea.apps.local,

o

SR 5 QIEEMRIR 12
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9. EHMEBWHTHMAELRSZEMT , WA serviceb.apps.local,
10. EMWTEREET , AHUCER http2 , HEROFHA 80 , AFEFRVIBELT R,
1. EEMSMERS , ERELIRBAR , AEMIIRFDIERF serviceB ERERHEER,
12. ERET , ERFEL—SPORMNEN ServiceB WM , ATEREE.
13. ZB#. EUTREMRT ,  serviceB WINEEELA 75,
14, ERBRMEIR , NTHRFIRFIER serviceBv2 , REFNEFEIRERN 25,
15. BEERF,
16. EEMEMBERT  EREMRS , RARERVEELRS.

17. HXNERRS B A sexrvicea.apps.local , AEHEFXREFEELAT R , NELT [IEE
serviceA , AFEFEVNEE RS,

Amazon CLI
1. BlZ serviceBv2 E#lT =,

a. FAUTABBIEENRN create-virtual-node-servicebv2.json FIX# :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBv2.apps.local"
}
}
.
"virtualNodeName": "serviceBv2"
}

b. GIRELT R,

SR 5 QIEEMRIR 13
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aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
sexvicebv2. json

2. Pl serviceA ERIT R

a. FAUTABEIERZNRN create-virtual-node-servicea.json B934 :

{
"meshName" : "apps",
"spec" : {
"backends" : [
{
"virtualService" : {
"virtualServiceName" : "serviceb.apps.local"
}
}
1,
"listeners" : [
{
"portMapping" : {
"port" : 80,
"protocol" : "http2"
}
}
1,
"serviceDiscovery" : {
"dns" : {
"hostname" : "servicea.apps.local"
}
}
},
"virtualNodeName" : "serviceA"
}

b. BIEELT R,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
servicea.json

3. EHEL—SFFEIEMN serviceb.apps.local BIMRS , UFHEREXRIET serviceB &
PR, RYLRERRSH , efanEAuE R ERE , AN RAKLE serviceB E#l
SR,

SR 5 QIEEMRIR 14
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a. HAUTARARBIESZN update-virtual-service. json B934 :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualRouter" : {
"virtualRouterName" : "serviceB"
}
}
},
"virtualServiceName" : "serviceb.apps.local"
}

b. M update-virtual-service fa S EFHELLRS .

aws appmesh update-virtual-service --cli-input-json file://update-virtual-
service.json

4., FEHHHEL—FPEIEHN serviceB EEo

a. FRAUTHARERN update-route. json KIS :

"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"http2Route" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 75

"virtualNode" : "serviceBv2",
"weight" : 25

"match" : {
Ilprefixll : II/II

SR 5 QIEEMRIR 15
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}
I
"virtualRouterName" : "serviceB"

}
b. £/ update-route Ta R EHE A,

aws appmesh update-route --cli-input-json file://update-route.json
5. BI# serviceA EBHRS.
a. FAUTABBERNRN create-virtual-servicea.json B34 :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualNode" : {
"virtualNodeName" : "serviceA"
}
}
.
"virtualServiceName" : "servicea.apps.local"
}

b. BIEELRS

aws appmesh create-virtual-service --cli-input-json file://create-virtual-
servicea.json

RIERHE

HERERRSMEZE , BEBE=/1E N servicea.apps.local, serviceb.apps.local
servicebv2.apps.local WEFRARS . BREFRBRFZ 2, IELEEF —MREME , HHETEA
DRREFRIRFSHA T RIR

s INERRS. AEEIELANMBEREM servicea.apps.local EBRIRS K£EEF
serviceb.apps.local E#\RS

« =LA serviceA, serviceB fl serviceBv2 WEMT K, Envoy REFERARNELT SBEEHN
RS A IEBREREFRIRSH IP tbik,

SR 5 QIEEMRIR 16
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« —MNERIEHEE , HERAEET Envoy RIEF 75% W AMRERMBE serviceB BRIT R |, 25%
NHRERBAZE serviceBv2 E#RIT =,

TR 6 FFHERS
BIEMERE , BEETHRATES

« RFBEFI Amazon ECS FXIREEBEMN Envoy REBIEN— MRS MNELT REBEENNR, Fxm
MERERNNEZEER , BSRAERN

- EHENINE Amazon ECS EHENRS , AR Envoy RE,

i

Envoy A25EZ Amazon Identity and Access Management &E#& 3 8EXT & X B App Mesh RS HYE K
HITEE. WTEM Amazon EC2 BahFKEEPER Amazon ECS £5 , B AR BRfIA ST
% IAM A, £ Linux 225 LA Fargate B Amazon ECS E& T E B AR EASZA IAM BLERE
i) Amazon EC2 T iERS 8. BRMEIL | B4 IAM EE B EMINEIE Linux BegRB L4
H Fargate BRI BHNEMIS,

MR L Amazon EC2 Bal KRB B ES , HBEFLETR Amazon EC2 THIERSEE (10 IAM E5 A
EFHNEEIBRFMA ) | NEXAANZESHINES IAM A€, B5RARFIRESHAGLITH
n—4 1AM KB, IERNHFTIR,

EEHMESEN , BFEH Amazon CLI

{R{E A Amazon ECS Amazon CLI &S register-task-definition, FTEMRHIMESENETRT
W R BB BRSSBLE App Mesh,

(® Note
ToiEBd 414N Amazon ECS ELiE App Mesh,

ESEX json

REEE
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EFEH Amazon ECS IREBLE N FEH App Mesh , BHRENESEUMMEEUTREE B
Do NREBEE type iREN APPMESH , 3 containerName EEH envoy, *EF’M&EMTE’&
=

IgnoredUID

Envoy REFSEHEREFERALLAF ID WHENRE, Sl AMEHEEREMENTMAR,
ID , 1Btk ID MEFSTENLHH Envoy BESH user ID #E, LLIEE AT Envoy ZEEEB SR
E MEREARE., HTHEERR , BNV RGIER 1337,

ProxyIngressPort

X2 Envoy fRIEAZBRM AR H, FLEREN 15000,

ProxyEgressPort

X2 Envoy RERSBNHEORO, FIEIRERN 15001,
AppPorts

EBESHWNAEFASRKETNAAEALKO, FLRFld | MARFASLERO 9080 LMW, &
FEENR OSSR S lres LB B MmO TE,

EgressIgnoredIPs

Envoy A2 RENBEEIXL P ik, FHERERN 169.254.170.2,169.254.169.254 , X
& 728 Amazon EC2 TTEIERSE M Amazon ECS & iR S, THER S NESEIFREM
IAM B, EuLURME ittt

EgressIgnoredPorts

!EETLXZﬁjJHL,{;:”"BmE’Jiﬁ“ﬁDEH%O Envoy T2 REFAEZXLIRO, BMEREE S BEMIR
O, WA 22 h & 28,

® Note
RJ LA Z2 B Y B K W B s D 800 15

"proxyConfiguration": {
"type": "APPMESH",
"containerName": "envoy",
"properties": [{

"name": "IgnoredUID",
"value": "1337"
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3,

{
"name": "ProxyIngressPort",
"value": "15000"

3,

{
"name": "ProxyEgressPort",
"value": "15001"

3,

{

"name": "AppPorts",
"value": "9080"

},
{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169.254"
},
{
"name": "EgressIgnoredPorts",
"value": "22"
}
]
}

N RATEFAES Envoy KEIN

BNESELHPHNABRFBRSLANES Envoy REXRS|ISHNBEI2EFEER3N. I THERIXA
BRRE , REEEBIMNNABRFESRENPIRE—1dependsOnF 7 , F1F Envoy AR E
AHEALTHY, ATHKRBERTSEUKBBNNARFARENL R, AT REATHAMERERHZX
TN, BEEMELEXEN  BEENRXIEWreplaceable,

{

"name": "appName",
"image": "appImage",
"portMappings": [{
"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"

1,

"essential": true,
"dependsOn": [{
"containerName": "envoy",
"condition": "HEALTHY"
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]
}

Envoy BEE X
&8 Amazon ECS F55E X492 E App Mesh Envoy BESHE %,

FIE XX ER AT LARegion-code B Ame-south-1, . . ap-east-lap-southeast-3eu-
south-1lil-central-1, MUANEMEXEHaf-south-1,

PRAE
840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod
FIPS-compliant

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod-
fips

me-south-1
FRAE
772975370895.dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod
ap-east-1
793
856666278305 .dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod
ap-southeast-3
FRAE
909464085924 .dkr.ecr.ap-southeast-3.amazonaws.com/aws-appmesh-envoy:vl.34.13.1-prod
eu-south-1
793

422531588944 .dkr.ecr.eu-south-1.amazonaws.com/aws-appmesh-envoy:v1.34.13.1-prod
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il-central-1
793
564877687649 .dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod
af-south-1
PrAE
924023996002 .dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod
cn-north-1
FRAE
919366029133 .dkr.ecr.cn-north-1.amazonaws.com.cn/aws-appmesh-envoy:v1l.34.13.1-prod
cn-northwest-1
79):3

919830735681 .dkr.ecr.cn-northwest-1.amazonaws.com.cn/aws-appmesh-envoy:v1l.34.13.1-
prod

Public repository
;3
public.ecr.aws/appmesh/aws-appmesh-envoy:v1l.34.13.1-prod
FIPS-compliant

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.34.13.1-prod-fips

/A Important
N Z AR v1.9.0.0-prod HE SHRAE App Mesh —&EM,

SE| 6 BHRS 21
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£ Envoy 1l B HIRA & H X App Mesh WE R Z 8 , BB App Mesh Envoy BEEHR. BXE

ZEMER , BSHGCitHub B E [F&,

LT REIFHNFFIERMEESESNEN. FEEMELRNEYN , BFLENRXENreplaceable,

(® Note

« Envoy BERENSAFRIEN essential,

« BATEWN Envoy B2 B 512 4 CPU £tk ES 64 MiB WNTF. 7E Fargate £ , &7
NiREMNRKERNFH 1024MiB.

« Amazon ECS IREHEL T R BAMAIRE N APPMESH_RESOURCE_ARN BH4ME. ItE
MEERAL.15. 0K EBRAH Envoy HiR. BXEZEE , S H Envoy,

- user REMEMLNEESENREREFM IgnoredUID ELEE, FEHLRHIH , HTAIEH
MR 1337,

o WAETRHEITIRRKEES Envoy R EHS|S , AR/FEME Amazon ECSHR& HIEITIR
MEFHEERFBINARFRSS.

s RINBERT , & Envoy EIERMBEEFSIAB SR , App Mesh A ZE
APPMESH_RESOURCE_ARN HFIEEMN R EN B, BALBEIFAECSHEHRRE
APPMESH_RESOURCE_CLUSTER SMETZERBZMNIT N, WEMEFEMRAK 1.15.0 HEF
WA Envoy &, BXEZEE , HZH Envoy.

TR E R Envoy B8 E LR,

{

"name": "envoy",

"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-
prod",

"essential": true,
"environment": [{
"name": "APPMESH_RESOURCE_ARN",
"value": "arn:aws:appmesh:us-west-2:111122223333:mesh/apps/virtualNode/serviceB"
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"

15
"startPeriod": 10,

HPR 6 : EMRS
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"interval": 5,
"timeout": 2,
"retries": 3

1,
"usexr": "1337"

}

RMES E XL

AR =4l Amazon ECS F&E X E RN LR REIEHE taskB HESENLH, XX 55112

T FERARTER Amazon X-Ray I H ¥t Amazon ECS BB BIBESH R, BEFTEE
WiXtreplaceablefd , MERABNMES taskBv2 MG RtaskAFHESBIBRESEN . A
BB HRFE AT R B #E#: APPMESH_RESOURCE_ARN {B , 7 F &9 R B 12 FF 0 I B9 ik
OSREBMRRERE AppPorts B, BRIAERT , & Envoy EiEHRFMRERFSI A E S, App

Mesh 7 APPMESH_RESOURCE_ARN FIEEN R RN B, EAUBEIFAESHNEHRRE
APPMESH_RESOURCE_CLUSTER MELXERBZLITHN. AT ROAPHWERHBELEN. BLRE
MELENEN  BELENEXEMNreplaceable,

WRZREULE 2 R PATIRIZ1T Amazon ECS 5% , ML EEFIEES IAM BERNMEIRBIF,

/A Important
Fargate 4R KT 1024 MmO {E.

Examplell B ECS 5 E XK JSON - Linux &85 LK Fargate

{
"family" : "taskB",
"memory" : "1024",
"cpu" : "0.5 vCPU",
"proxyConfiguration" : {
"containerName" : "envoy",
"properties" : [
{
"name" : "ProxyIngressPort",
"value" : "15000"
I
{
"name" : "AppPorts",
"value" : "9080"
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RAriEmE

}I
{

"name" : "EgressIgnoredIPs",
"value" : "169.254.170.2,169.254.169.254"

"name": "EgressIgnoredPorts",
"value": "22"

"name" : "IgnoredUID",
"value" : "1337"

"name" : "ProxyEgressPort",
"value" : "15001"

1,
"type" : "APPMESH"
I
"containerDefinitions" : [
{
"name" : "appName",
"image" : "appImage",
"portMappings" : [
{
"containerPort" : 9080,
"protocol" : "tcp"

1,

"essential" : true,
"dependsOn" : [
{
"containerName" : "envoy",
"condition" : "HEALTHY"

"name" : "envoy",

"image" : "840364872350.dkr.ecr.us-west-2.amazonaws
envoy:v1l.34.13.1-prod",

"essential" : true,

"environment" : [

.com/aws-appmesh-

HPR 6 : EMRS
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{
"name" : "APPMESH_VIRTUAL_NODE_NAME",
"value" : "mesh/apps/virtualNode/serviceB"
}
1,
"healthCheck" : {
"command" : [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"interval" : 5,
"retries" : 3,
"startPeriod" : 10,
"timeout" : 2
},
"memory" : 500,
"user" : "1337"
}
1,
"requiresCompatibilities" : [ "FARGATE" ],
"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:r0le/ecsTaskExecutionRole",
"networkMode" : "awsvpc"

Example3& A F Amazon ECS F5%E X # JSON Amazon X-Ray -Linux &85 E#Y Fargate

X-Ray R BB EBXRNARFIAENBERNEE , ARRITATIMLRERENTIE, £AE

AT Envoy ¥ X-Ray 312 /F , Envoy AJ S M H R ERIREL X-Ray, B AER Envoy BLER A
X-Ray RER. RIFEEE , Envoy FREHIERXSERN X-Ray s idecar RRESITHFHERF , THE
FRRRE A ERS . X-Ray HREREEAMEG X-Ray , BRI LA X-Ray 2§ & ATMALRS B A
BHERBREMAFE. LT JSON RTATREA X-Ray ERHESE Lo

"family" : "taskB",

"memory" : "1024",

"cpu" : "512",

"proxyConfiguration" : {
"containerName" : "envoy",
"properties" : [

{
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"name" : "ProxyIngressPort",
"value" : "15000"
1,
{
"name" : "AppPorts",
"value" : "9080"
1,
{
"name" : "EgressIgnoredIPs",
"value" : "169.254.170.2,169.254.169.254"
1,
{
"name": "EgressIgnoredPorts",
"value": "22"
1,
{
"name" : "IgnoredUID",
"value" : "1337"
1,
{
"name" : "ProxyEgressPort",
"value" : "15001"
}
1,
"type" : "APPMESH"
1,
"containerDefinitions" : [
{
"name" : "appName",
"image" : "appImage",
"portMappings" : [
{
"containerPort" : 9080,
"protocol" : "tcp"
}
1,
"essential" : true,
"dependsOn" : [
{
"containerName" : "envoy",
"condition" : "HEALTHY"
}
]
},
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{

"name" : "envoy",

"image" : "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-

envoy:v1l.34.13.1-prod",
"essential" : true,
"environment" : [
{
"name" : "APPMESH_VIRTUAL_NODE_NAME",
"value" : "mesh/apps/virtualNode/serviceB"

"name": "ENABLE_ENVOY_XRAY_TRACING",
Ilvaluell: Illll

15
"healthCheck" : {
"command" : [
"CMD-SHELL",

"curl -s http://localhost:9901/server_info | grep state | grep

1,
"interval" : 5,
"retries" : 3,
"startPeriod" : 10,
"timeout" : 2

I

"memory" : 500,

"user" : "1337"

"name" : "xray-daemon",

"image" : "amazon/aws-xray-daemon",

"user" : "1337",

"essential" : true,

"cpu" : "32",

"memoryReservation" : "256",

"portMappings" : [

{

"containerPort" : 2000,
"protocol" : "udp"

1,

-q LIVE"
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"requiresCompatibilities" : [ "FARGATE" ],

"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskExecutionRole",

"networkMode" : "awsvpc"

Example Amazon ECS F55E X # JSON - EC2 FzhKE

"family": "taskB",

"memory": "256",

"proxyConfiguration": {
"type": "APPMESH",

"containerName": "envoy",
"properties": [
{
"name": "IgnoredUID",
"value": "1337"
.
{
"name": "ProxyIngressPort",
"value": "15000"
.
{
"name": "ProxyEgressPort",
"value": "15001"
.
{
"name": "AppPorts",
"value": "9080"
.
{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169.254"
.
{
"name": "EgressIgnoredPorts",
"value": "22"
}
]
.
"containerDefinitions": [
{

HPR 6 : EMRS
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"name": "appName",
"image": "appImage",
"portMappings": [

{

"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"
}
1,
"essential": true,
"dependsOn": [

{
"containerName": "envoy",
"condition": "HEALTHY"
}
]
},
{
"name": "envoy",
"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-

envoy:v1l.34.13.1-prod",
"essential": true,
"environment": [
{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/apps/virtualNode/serviceB"
}
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3

I
"user": "1337"
}
1,
"requiresCompatibilities" : [ "EC2" ],
"taskRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:r0le/ecsTaskExecutionRole",
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"networkMode": "awsvpc"

Examplei& Al T Amazon ECS F&E X # JSON Amazon X-Ray -EC2 Fzh 3K E

{
"family": "taskB",
"memory": "256",
"cpu" : "1024",
"proxyConfiguration": {
"type": "APPMESH",
"containerName": "envoy",
"properties": [
{
"name": "IgnoredUID",
"value": "1337"
.
{
"name": "ProxyIngressPort",
"value": "15000"
.
{
"name": "ProxyEgressPort",
"value": "15001"
.
{
"name": "AppPorts",
"value": "9080"
.
{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169.254"
.
{
"name": "EgressIgnoredPorts",
"value": "22"
}
]
.
"containerDefinitions": [
{
"name": "appName",
"image": "appImage",
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"portMappings": [

{
"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"
}
1,

"essential": true,
"dependsOn": [

{
"containerName": "envoy",
"condition": "HEALTHY"
}
]
},
{
"name": "envoy",

"image": "840364872350.dkr.ecr.us-west-2.amazonaws
envoy:v1l.34.13.1-prod",

"essential": true,

"environment": [

{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/apps/virtualNode/serviceB"
},
{
"name": "ENABLE_ENVOY_XRAY_TRACING",
"value": "1"
}
1,

"healthCheck": {
"command": [
"CMD-SHELL",

.com/aws-appmesh-

"curl -s http://localhost:9901/server_info | grep state | grep

1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3
I
"user": "1337"
I
{

"name": "xray-daemon",

-q LIVE"
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"image": "amazon/aws-xray-daemon",
"user": "1337",
"essential": true,
"cpu": 32,
"memoryReservation": 256,
"portMappings": [
{
"containerPort": 2000,
"protocol": "udp"
}
]
}
1,
"requiresCompatibilities" : [ "EC2" ],
"taskRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:r0le/ecsTaskExecutionRole",
"networkMode": "awsvpc"

SRFEH
£ App Mesh TS 4 &EHE

SLERNBNRATHEEENARFNIBRENFTBENRE 2B IRRE, TE/ERIHEPERAS
MZITRR. MRFRAEEMAE , SLENBAUAFFREVRE BRAR, FAELEHE , &
B Z IR HE N AR TR 2B YRR E,

BRWMMAER App Mesh 3 Amazon ECS SRt @ 4 B2 LBMELEFEL , HSHMEH App Mesh AL S
# ECS lEHE S U4 EHENEE

(@ Note
BX App Mesh WE Z REIFEL , ESH App Mesh REITF 6 FE.
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https://www.amazonaws.cn/blogs/containers/create-a-pipeline-with-canary-deployments-for-amazon-ecs-using-aws-app-mesh/
https://www.amazonaws.cn/blogs/containers/create-a-pipeline-with-canary-deployments-for-amazon-ecs-using-aws-app-mesh/
https://github.com/aws/aws-app-mesh-examples
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F iR Amazon App Mesh i&%& Kubernetes

/A Important
KIETIFEA - 2026 £ 9 A 30 B , Amazon FEIEXNEIZEF. Amazon App Mesh 2026 &
9 A 30 BzfE , B8 FEBihE Amazon App Mesh #24%|& 5 Amazon App Mesh ®iR. Bx
EZER , BHRLEENEMNTHE Amazon App Mesh E] Amazon ECS Service Connect.

LIREAER T Kubernetes B9 App Mesh #4188 Amazon App Mesh & Kubernetes SERAT |, #RATEL
EENAMERER , fluMig, EORS, BEET R, ELEEHASFFNET Kubernetes WEEH., B A
LLE 38 Kubernetes 884 (pod) 3B 711 App Mesh sidecar BEsB &, ANKRIES LR ER
F Kubernetes 9 App Mesh 2 HIZFH R 3 , AMES ALLERK.

LU Kubernetes B E LR RENX I BMH 718585 : meshes, virtual services, virtual
nodes M virtual routers., BHIFHFRVEEBENERNAIZE, BSRMPBER , HES API EX
R App Mesh the section called “P#&” the section called “EE#ABRS”. the section called “EE
TR, the section called “BEHAR X", the section called “PX<HH", the section called “KE & H
25" ( ‘B¥& the section called “Routes” ) BiR. ETHEZFEEI N EFIFME M , BSHEGitHubI
Ho

BRHIESE ST HE— Webhook , UL T B EAMRERIEER MM Kubernetes B854 (pod) #,
« App Mesh Envoy X2 - Envoy £ 1E App Mesh 2 HIEIRPEXNEERBENNARFRERE
ESEEP N

« App Mesh (RIBIEHEIEET - EFNAE4A (pod) ME &R ZEEFET Envoy BEHE&E AFE HRER
iptables #lMl, HABFEN Kubernetes init BEHEITEREFA (pod) H,

FRFMF

« BT App Mesh B2, BEXEZER , 85 42 Amazon App Mesh?,
« BXt Kubernetes I 8FF TR, BXEZEE |, 557 Kubernetes XHHH 1+ 4L =2 Kubernetes,

- BHE Kubernetes &8 . MREEEEEE , HZH (Amazon EKS AFERE) FH Amazon EKS
Alle MREELD# EC2 LiZ1TH 2 M Kubernetes 58 , 1R Docker Ei@EX Envoy HI&FT
£H Amazon ECR FHENSMHRIE. BXEZEE , HZH Envoy Hf. (L EE#EMARE
MERBFEE) FHEMR S HRIER Kubernetes SR HIMNFAE SEM R P IREVE S
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https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/aws/aws-app-mesh-controller-for-k8s
https://github.com/aws/aws-app-mesh-controller-for-k8s
https://kubernetes.io/docs/concepts/overview/what-is-kubernetes/
https://docs.amazonaws.cn/eks/latest/userguide/getting-started.html
https://docs.amazonaws.cn/eks/latest/userguide/getting-started.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/envoy.html
https://docs.amazonaws.cn/AmazonECR/latest/userguide/Registries.html#registry_auth
https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/

Amazon App Mesh AriEE

+ App Mesh X#F1E DNS # EMEY Linux BR$S Amazon Cloud Map , REFWERMAEZ. EFEALLA
136 , ROMNBWERE=T2 M2 DNS WINERSF. ZEBEHNRRSBBRENERSHER
serviceA, serviceB # serviceBv2 , H B LAEE N apps.local Wan & Z=E P RKINFTE R

%o

BERZFAEE , BEUUERSAERERE , BEFEXRRS 28 , BELEERMNIE,

« B%% Amazon CLI iR 1.18.116 E SARAE 2.0.38 REF KA. BERXEHFH K Amazon CLI
ES %% Amazon CLl,

- BLENSEH Kubernetes EEHEEM kubectl EF k. MRBIEFEFEH Amazon Elastic
Kubernetes Service , M AT A A A F &% kubectl MEE kubeconfig XH4HIHEHA,

* Helm iRZ& 3.0 IESRAELZER, WRELRXBELE Helm , S (L S# EKS AFERE) SV
Helm 511 5# EKS BE& o

« Amazon EKS B #&f IPv6_ONLY X X%3F IPv4 _ONLY BAXX# IP Ei&1 , BN Amazon EKS H &
N FFEEBNIRME IPVvL HRESN IPv6 REMNAEA (pod).

FIRLBBRELBRIRESHE N serviceA, serviceB M serviceBv2 , FEAUEEZ R
apps.local WarAZRPXAFME RS

SR BREKEAH
EERE S App Mesh £E5FEANASA (pod) WENERD | RE—XRERAH.
ZRERA M

1. EEENRRIBREE-NRBEREMRITREGR[OES, NRECRETRITR , RETAZE
REERE , WANATHHAST—MAE  REENERRETRE T RITH

curl -o pre_upgrade_check.sh https://raw.githubusercontent.com/aws/eks-charts/
master/stable/appmesh-controller/upgrade/pre_upgrade_check.sh
sh ./pre_upgrade_check.sh

WEMIAIRE Your cluster is ready for upgrade. Please proceed to the
installation instructions , MAIBASZERMIT T —FH, MREEREREER , MEELTK
ARL] , REBHRE, EXARMRITHRENESZER , BSHAH. GitHub

2. ¥ eks-charts F#EENRNME Helm,

helm repo add eks https://aws.github.io/eks-charts
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https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-install.html
https://docs.amazonaws.cn/eks/latest/userguide/install-kubectl.html
https://docs.amazonaws.cn/eks/latest/userguide/create-kubeconfig.html
https://docs.amazonaws.cn/eks/latest/userguide/helm.html
https://docs.amazonaws.cn/eks/latest/userguide/helm.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#upgrade
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3. %% App Mesh Kubernetes B E X &RE X (CRD),

kubectl apply -k "https://github.com/aws/eks-charts/stable/appmesh-controller/crds?
ref=master"

4. RIEEFIZFBIE— Kubernetes 88 ZE[H,

kubectl create ns appmesh-system

5. REUTEZE K UEERESBEHER. ¥ cluster-name M Region-code BN M EERH
=

expoxrt CLUSTER_NAME=cluster-name
export AWS_REGION=Region-code

6. ("i&E ) RGBT Fargate Liz1T1RGIER , WHEEE - Fargate BLEX . WREME R
eksctl %% , i5SH (Amazon EKS AAFIERE) eksctIHFMZEIH R, MREFEFERIEH
ARBREEXH , E5H (Amazon EKS AAF#EM) PR BIE Fargate BLiE X 4F,

eksctl create fargateprofile --cluster $CLUSTER_NAME --name appmesh-system --
namespace appmesh-system

7. REBWEELIE OpenlD Connect (OIDC) 1R HE, MRARETE eksctl , MATSIRR
{Amazon EKS AIF{ERE) FLEHAR eksctl EMRARET, NMELHLEFEAREACE
RUHRS , F300 A mazon EKS AFEBHHNANERFLHNRSKFEA IAM A6,

eksctl utils associate-iam-oidc-provider \
--region=$AWS_REGION \
--cluster $CLUSTER_NAME \
--approve

8. HIEIAM B , FHEHKIAWSAppMeshFullAccessFIAWSCloudMapFullAccess Amazon FE& %K
B, AREFEHEER appmesh-controller Kubernetes BREMKF . %A & EIRHISFEEH A0,
Tl F15E 2k App Mesh &R

@ Note
Zwm S EAEHERNERLE— Amazon IAM B, BEEEECIEN IAM BER
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https://docs.amazonaws.cn/eks/latest/userguide/eksctl.html#installing-eksctl
https://docs.amazonaws.cn/eks/latest/userguide/fargate-profile.html#create-fargate-profile
https://docs.amazonaws.cn/eks/latest/userguide/eksctl.html#installing-eksctl
https://docs.amazonaws.cn/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://console.amazonaws.cn/iam/home?#policies/arn:aws:iam::aws:policy/AWSAppMeshFullAccess$jsonEditor
https://console.amazonaws.cn/iam/home?#policies/arn:aws:iam::aws:policy/AWSCloudMapFullAccess$jsonEditor
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eksctl create iamserviceaccount \

--cluster $CLUSTER_NAME \

--namespace appmesh-system \

--name appmesh-controller \

--attach-policy-arn arn:aws:iam::aws:policy/
AWSCloudMapFullAccess,arn:aws:iam: :aws:policy/AWSAppMeshFullAccess \

--override-existing-serviceaccounts \

--approve

MREEENRFEH Amazon Web Services B4 A HAIERSE K, Amazon CLI , F5H

A mazon EKS AFIERT NN ENRSKS, 012 IAM S EFKE., MREFEH Amazon Web
Services BB H| A = Amazon CLI RAIEKF |, NIEFEENZA EME F Kubernetes AR Sk
5. BREZEE , HZH (Amazon EKS AF#EmM) PN IER LHWRSIKSEE IAM A€,

#0E App Mesh 124188, BXFARBRTANFIE  H2A BE L GitHub.

1. BRABEEHEE App Mesh 12588 , BN EEZNWAE TRE A App Mesh FARS &3
Amazon VPC iR, BIEEEIRE accountId,

--set accountId=$AWS_ACCOUNT_ID

BEEABEERPZA X-Ray BE , i8 A X-Ray fl Amazon ECR Amazon VPC &t T K. #
FIZSERIAEA public.ecr.aws/xray/aws-xray-daemon:latest , EitiEF U RG R Z]
A G EAIEFZHDNA ECR B E,

® Note
Amazon VPC i 5 B Bi % 3F Amazon ECR A B 176 .,

UTFRBIERT ERAEERIELSBIZE X-Ray,

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \
--set region=$AWS_REGION \
--set serviceAccount.create=false \
--set serviceAccount.name=appmesh-controller \
--set accountId=$AWS_ACCOUNT_ID \
--set log.level=debug \
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https://docs.amazonaws.cn/eks/latest/userguide/create-service-account-iam-policy-and-role.html#create-service-account-iam-role
https://docs.amazonaws.cn/eks/latest/userguide/specify-service-account-role.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration
https://docs.amazonaws.cn/AmazonECR/latest/userguide/docker-push-ecr-image.html
https://docs.amazonaws.cn/AmazonECR/latest/userguide/vpc-endpoints.html
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--set tracing.enabled=true \

--set tracing.provider=x-ray \

--set xray.image.repository=your-account-id.dkr.ecr.your-
region.amazonaws.com/your-repository \

--set xray.image.tag=your-xray-daemon-image-tag

X-Ray BN AEFHESEUT QEMXHAEN , RIETFFEFEERIEA,

BEXEZER , H5H (Amazon EKS AFER) FHRAAEEE,
2. NEMEEIE App Mesh #2FI28, AXAAREBETNIIK , HSH LHWEE GitHub,

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \
--set region=$AWS_REGION \
--set serviceAccount.create=false \
--set serviceAccount.name=appmesh-controller

® Note

WMREH Amazon EKS B RFIRE IPv6 , IBEZE App Mesh 12 HIgSaT BT £ Bl HAY a7
SRR TR IEEERZF --set clusterName=$CLUSTER_NAME,

/A Important
MRIEHWEBMNT cn-north-1 = cn-northwest-1 & |, N EEE B EA S 2RI
A&,

Region-codefaccount-id—HHENHEERN,

--set sidecar.image.repository=account-id.dkr.ecr.Region-
code .amazonaws.com.cn/aws-appmesh-envoy

* 919366029133.dkr, ecr.cn-north-1.amazonaws.com, cn/aws-appmesh-envoy:
v1.34.13.1-prod

* 919830735681.dkr, ecr.cn-northwest-1.amazonaws.com, cn/aws-appmesh-envoy:
v1.34.13.1-prod
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https://docs.amazonaws.cn/eks/latest/userguide/private-clusters.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration
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--set init.image.repository=account-id.dkr.ecr.Region-code.amazonaws.com.cn/
aws-appmesh-proxy-route-manager

» 919366029133.dkr, ecr.cn-north-1.amazonaws.com., cn/aws-appmesh-proxy-route-
manager: v7-prod

» 919830735681.dkr, ecr.cn-northwest-1.amazonaws.com., cn/aws-appmesh-proxy-
route-manager: v7-prod

--set image.repository=account-id.dkr.ecr.Region-code.amazonaws.com.cn/
appmesh-controller

918309763551.dkr. ecr.cn-north-1.amazonaws.com. cn/amazon/appmesh-12#i25

961992271922.dkr, ecr.cn-northwest-1.amazonaws.com. cn/amazon/appmesh-12 i

i

Important

MRIEBHEE Fme-south-1, ap-east-1, ap-southeast-3, eu-

south-1, il-central-1 =} af-south-1 Xigis , MEBEREN G S P RMUTiE
I

Region-codefaccount-id—4AERKEERM,

« XF sidecar B :

--set image.repository=account-id.dkr.ecr.Region-code.amazonaws.com/
amazon/appmesh-controller

» 772975370895.dkr.ecr.me-south-1.amazonaws. com/aws-appmesh-envoy:
v1.34.13.1-prod

» 856666278305.dkr.ecr.ap-east-1.amazonaws., com/aws-appmesh-envoy:
v1.34.13.1-prod

* 909464085924 .dkr.ecr.ap-southeast-3.amazonaws., com/aws-appmesh-envoy:
v1.34.13.1-prod

7

i

bl

P

b

A
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» 422531588944 .dkr.ecr.eu-south-1.amazonaws. com/aws-appmesh-envoy:

v1.34.13.1-prod

» 56487768767649.dkr.ecr.il-central-1.amazonaws. com/aws-appmesh-envoy:

v1.34.13.1-prod

» 924023996002.dkr.ecr.acr.af-south-1.amazonaws., com/aws-appmesh-envoy:

v1.34.13.1-prod

« AANEERHSHFHRIRIBVESR URI, GitHubE REGRH Amazon KA EE

thvl.5.0, [BRRANEGIEE T D # Elastic Kubernetes Service T B R 2545165
3R ERY Amazon K,

o X TFIEHIERMA ¢

--set sidecar.image.repository=account-id.dkr.ecr.Region-
code .amazonaws.com/aws-appmesh-envoy

772975370895.dkr.ecr.me-south-1.amazonaws, com/amazon/appmesh-controller:
v1.13.1

856666278305.dkr.ecr.ap-east-1.amazonaws, com/amazon/appmesh-controller:
v1.13.1

909464085924 .dkr.ecr.ap-southeast-3.amazonaws, com/amazon/appmesh-
controller: v1.13.1

422531588944 .dkr.ecr.eu-south-1.amazonaws, com/amazon/appmesh-controller:
v1.13.1

56487768767649.dkr.ecr.il-central-1.amazonaws, com/amazon/appmesh-
controller: v1.13.1

924023996002.dkr.ecr.acr.af-south-1.amazonaws., com/amazon/appmesh-
controller: v1.13.1

« XtF sidecar FIIR{LARIR :

--set sidecar.image.repository=account-id.dkr.ecr.Region-
code .amazonaws.com/aws-appmesh-envoy

« 772975370895.dkr.ecr.me-south-1.amazonaws, com/aws-appmesh-proxy-route-

manager: v7-prod

+ 856666278305.dkr.ecr.ap-east-1.amazonaws, com/aws-appmesh-proxy-route-

manager: v7-prod
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» 909464085924 .dkr.ecr.ap-southeast-3.amazonaws., com/aws-appmesh-proxy-
route-manager: v7-prod

» 422531588944.dkr.ecr.eu-south-1.amazonaws., com/aws-appmesh-proxy-route-
manager: v7-prod

+ 56487768767649.dkr.ecr.il-central-1.amazonaws., com/aws-appmesh-proxy-route-
manager: v7-prod

» 924023996002.dkr.ecr.acr.af-south-1.amazonaws, com/aws-appmesh-proxy-route-
manager: v7-prod

/A Important
N Z RS v1.9.0.0-prod HE SRAE5 App Mesh —EFEA.

10. TIAIEBIZRIRAN v1.4.0 RESRA. BUTUEREEFLE HE GitHub,

kubectl get deployment appmesh-controller \
-n appmesh-system \

-0 json | jq -r ".spec.template.spec.containers[].image" | cut -f2 -d ':'

@ Note
MREGEBEEEETHNABRNAE , BARKXFIE—TEEUTNE | XITNRALUEL
£ ith 2B,

Neither -kubeconfig nor -master was specified. Using the inClusterConfig.
This might not work.

F| 2 : EE App Mesh &R

HIRTE Kubernetes BN AR |, Bt 2812 Kubernetes BIE XRIR |, LUERHIZ3 7 LG22 4
RIKY App Mesh BR. U THEAHBEIEEF R LINEEN App Mesh BiR. A LAE App Mesh
SR Y HMNFZINRE K vibeta2 F XA R K EIZF B E 1 App Mesh BIRINBER RBIEE,

GitHub

S, 2 . E8E App Mesh &R 40


https://github.com/aws/aws-app-mesh-controller-for-k8s/releases
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs
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/A Important
BHZRRIE T App Mesh BIRE , BUIURXMEAEFIZESX App Mesh B Rt 1T 5 =k il Br %%
Ro WMREMER App Mesh X BIRHFTERHMIER , MBIABRT , BHEFHETDIRATS
FE N EHFOIEFTE KM BREY App Mesh TR, B LUt FEREEN FENRE., B
XEZEE , BZH LHMEE GitHub,

ZB& App Mesh &R
1. BIBES App Mesh BIREFEFIH Kubernetes 5% Z2[H],

a. FUTABRRFEITEN LA R namespace.yaml BIXHH,

apiVersion: vl
kind: Namespace
metadata:
name: my-apps
labels:
mesh: my-mesh
appmesh.k8s.aws/sidecarInjectorWebhook: enabled

b. SlREwE =M,

kubectl apply -f namespace.yaml

2. BIZ App Mesh BRE M

a. FUTHAARREITENLEEZ RN mesh.yaml BXHF, ZXHATFRIEE RN my-mesh BIN
BRERE. REMER—MATHEEEEANERSZENMERENEBLR,

apiVersion: appmesh.k8s.aws/vlbeta2
kind: Mesh
metadata:
name: my-mesh
spec:
namespaceSelector:
matchLabels:
mesh: my-mesh

b. SIEM#E,.
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kubectl apply -f mesh.yaml

c. BECDBIEM Kubernetes MR RIIFMHEER,

kubectl describe mesh my-mesh

Output
Name: my-mesh
Namespace:
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/

vlbeta2","kind":"Mesh", "metadata":{"annotations":{}, "name":"my-mesh"}, "spec":

{"namespaceSelector":{"matchLa...

API Version: appmesh.k8s.aws/vlbeta2

Kind: Mesh

Metadata:
Creation Timestamp: 2020-06-17T14:51:37Z
Finalizers:

finalizers.appmesh.k8s.aws/mesh-members
finalizers.appmesh.k8s.aws/aws-appmesh-resources

Generation: 1
Resource Version: 6295
Self Link: /apis/appmesh.k8s.aws/vlbeta2/meshes/my-mesh
UID: 111al1lbl-c11d-1elf-ghli-j11k11111m711
Spec:

Aws Name: my-mesh

Namespace Selector:
Match Labels:

Mesh: my-mesh

Status:
Conditions:
Last Transition Time: 2020-06-17T14:51:37Z
Status: True
Type: MeshActive
Mesh ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh
Observed Generation: 1
Events: <none>

d. EFBXEFIZRCIEM App Mesh RS MARATIFHESR
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aws appmesh describe-mesh --mesh-name my-mesh

Output
{
"mesh": {
"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh",
"createdAt": "2020-06-17T09:51:37.920000-05:00",
"lastUpdatedAt": "2020-06-17T09:51:37.920000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1
3,
"spec": {3},
"status": {
"status": "ACTIVE"
}
}
}

3. fIE App Mesh ERlTT R, BT KLFEZHIE M Kubernetes EBE R Z EIEE

a. FUTHRERERITEN LEBZRN virtual-node.yaml BIXHF, EZXHATFRIBGREmy-
appsZEEl my-service-a RIEH App Mesh BRITT R, BT RERREFELS R E
# Kubernetes fR%5. hostname KYE R LE T KPTR KRN KFRIRFHITLRE DNS £41
Bo

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualNode
metadata:
name: my-service-a
namespace: my-apps
spec:
podSelector:
matchLabels:
app: my-app-1
listeners:
- portMapping:
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port: 80
protocol: http
serviceDiscovery:
dns:
hostname: my-service-a.my-apps.svc.cluster.local

AHERRHEELTLEZN —LINEE , fAINRINEMBNETRIRE, BEXEZELR
HZ A the section called ‘BT R, BEEFAELRAMNBHRENELT SHWFFE A iR
B, BETUTHS.

aws appmesh create-virtual-node --generate-cli-skeleton yaml-input

b. HEBFBELAT Ko

kubectl apply -f virtual-node.yaml

c. BEFEEBRIEM Kubernetes EMlT R B RNEHAEE.

kubectl describe virtualnode my-service-a -n my-apps

Output
Name: my-service-a
Namespace: my-apps
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:

{"apiVersion":"appmesh.k8s.aws/
vlbeta2","kind":"VirtualNode", "metadata":{"annotations":{}, "name":"my-service-

a","namespace":"my-apps"},"s...
API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualNode
Metadata:

Creation Timestamp: 2020-06-17T14:57:29Z

Finalizers:

finalizers.appmesh.k8s.aws/aws-appmesh-resources

Generation: 2

Resource Version: 22545

Self Link: /apis/appmesh.k8s.aws/vlbeta2/namespaces/my-apps/
virtualnodes/my-service-a

UlD: 111allbl-cl1d-1elf-ghli-j11k11111m711
Spec:

Aws Name: my-service-a_my-apps
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Listeners:

Port Mapping:
Port: 80
Protocol: http

Mesh Ref:

Name: my-mesh

UID: 111a11bl-clld-1elf-ghl1i-j11k11111m711
Pod Selector:

Match Labels:

App: nginx
Service Discovery:
Dns:
Hostname: my-service-a.my-apps.svc.cluster.local
Status:
Conditions:
Last Transition Time: 2020-06-17T14:57:297
Status: True
Type: VirtualNodeActive
Observed Generation: 2
Virtual Node ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualNode/my-service-a_my-apps
Events: <none>

d. EFEEFIESE App Mesh FEIEMNELT S FAEFE.

(@ Note

RETE Kubernetes FBIZMELT RBIB#N my-service-a , {B7E App Mesh F
BB T R BFA my-service-a_my-apps. EHIZRIESIZE App Mesh &R
B, & Kubernetes f5& Z=E 18] B # M INE] App Mesh EHL T KB Fr. AR ZEE A
M=EHNTE Kubernetes # , BALEFREN R ZE PR ZEEMHE A EL T
K, 1B7E App Mesh A, FE L7 27 FRIE AG PN AU RE—

aws appmesh describe-virtual-node --mesh-name my-mesh --virtual-node-name my-
service-a_my-apps

Output

"virtualNode": {
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"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualNode/my-service-a_my-apps",
"createdAt": "2020-06-17T09:57:29.840000-05:00",
"lastUpdatedAt": "2020-06-17T09:57:29.840000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

},
"spec": {
"backends": [],
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "my-service-a.my-apps.svc.cluster.local"
}
}
},
"status": {
"status": "ACTIVE"
I
"virtualNodeName": "my-service-a_my-apps"

4. B2 App Mesh B\ HZR. ELEXARLERTENMNERN - MRS NMNELRSHRE

a. MUTHEREIUTEN LSRN virtual-router.yaml X4, ZXHATRIEER
HEE  FRERBIEL—SFREMNERN my-service-a WEMT K, #HIZFEIZ App
Mesh ﬁ?&ﬂ%ﬁ%ﬁ*ﬂﬂﬁmﬁiﬁw BH AR BEEESIhEE , URER http AABNHN. B
XEZEE |, 55 Wthe section called “kE ¥ 25" Fthe section called “Routes”s EEE ,
§|FHE’\JFE?U\°T1",“\%$"\;E Kubernetes ERLTT KRB , M A EEHIBFE App Mesh FBIZEHT App
Mesh R #1757 =& FFo
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apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualRouter
metadata:
namespace: my-apps
name: my-service-a-virtual-router
spec:
listeners:
- portMapping:
port: 80
protocol: http
routes:
- name: my-service-a-route
httpRoute:
match:
prefix: /
action:
weightedTargets:
- virtualNodeRef:
name: my-service-a
weight: 1

(i) BEEEEAE L RATHRENELRHJ[UAEATAIR
aws appmesh create-virtual-router --generate-cli-skeleton yaml-input
BEERNELRAANCHRENBHNAETRARE , BETATHR,

aws appmesh create-route --generate-cli-skeleton yaml-input

b. HBFEIEAR,

kubectl apply -f virtual-router.yaml

c. BEFEEA/IEM Kubernetes & A5 HEF &R
kubectl describe virtualrouter my-service-a-virtual-router -n my-apps
48 R B il

Name: my-service-a-virtual-router

S, 2 . E8E App Mesh &R
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Namespace: my-apps

Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/

vlbeta2","kind":"VirtualRouter", "metadata":{"annotations":{}, "name":"my-

service-a-virtual-router", "namespac...
API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualRouter
Spec:
Aws Name: my-service-a-virtual-router_my-apps
Listeners:
Port Mapping:
Port: 80
Protocol: http
Mesh Ref:

Name: my-mesh
UID: 111allbl-cll1d-1elf-ghli-j11k11111m711
Routes:
Http Route:
Action:
Weighted Targets:
Virtual Node Ref:
Name: my-service-a

Weight: 1
Match:
Prefix: /
Name: my-service-a-route
Status:

Conditions:

Last Transition Time: 2020-06-17T15:14:01Z

Status: True

Type: VirtualRouterActive
Observed Generation: 1
Route AR Ns:

My - Service - A - Route: arn:aws:appmesh:us-west-2:111122223333:mesh/my-
mesh/virtualRouter/my-service-a-virtual-router_my-apps/route/my-service-a-route
Virtual Router ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-
mesh/virtualRouter/my-service-a-virtual-router_my-apps

Events: <none>
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d. EEFEFIZEETE App Mesh FRIBHELIBEHAZFZRIER. BHLLA name EE my-service-a-
virtual-router_my-apps , E} H#EHEIBRE App Mesh HRIZER B[ , EERE
LR BB B PR/ B A0 Kubernetes 5 /& Z2 8] & #5o

aws appmesh describe-virtual-router --virtual-router-name my-service-a-virtual-
router_my-apps --mesh-name my-mesh

Output

"virtualRouter": {
"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualRouter/my-service-a-virtual-router_my-apps",
"createdAt": "2020-06-17T10:14:01.547000-05:00",
"lastUpdatedAt": "2020-06-17T10:14:01.547000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1
.
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"

.
"status": {
"status": "ACTIVE"

+

"virtualRouterName": "my-service-a-virtual-router_my-apps"

e. EFEHFIZFIE App Mesh FEIEHEAT IR, KTE Kubernetes REIEREHER , BRNZEKH
5= Kubernetes FEMIIRHAB[EEN —EB70. BABEERE TSR c B9 Kubernetes & iR1F
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MER P, EHIZFE App Mesh AR , T4F Kubernetes 758 22 [B1 & ¥ M 1IN El App
Mesh BB , BNBHRBMX ELEHEME—,

aws appmesh describe-route \
--route-name my-service-a-route \

--virtual-router-name my-service-a-virtual-router_my-apps \
--mesh-name my-mesh

Output
{
"route": {
"meshName": "my-mesh",
"metadata": {
"arn":

"arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualRouter/my-service-a-virtual-router_my-apps/route/my-service-a-route",
"createdAt": "2020-06-17T10:14:01.577000-05:00",
"lastUpdatedAt": "2020-06-17T10:14:01.577000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1
3,
"routeName": "my-service-a-route",
"spec": {
"httpRoute": {
"action": {
"weightedTargets": [
{
"virtualNode": "my-service-a_my-apps"
"weight": 1

iy
"match": {
IlprefiXII: II/II

I,
"status": {

"status": "ACTIVE"
1,
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"virtualRouterName": "my-service-a-virtual-router_my-apps"

}

5. B3 App Mesh ELMRS . ELRS B —MREOKERIRSS , HENT QUEZRHASET E DB
HERN AR AERSE, NERFSZEHAREHNENRS . RRAEMX T App Mesh AFEE
BRVHEMRS B ENEMRSAARNEIRRSHTERES R . BEXH S N a5 & E LR
% BEFREANRAERFRBEA S| AEMAEN, BREAIEEFENEMRSREHEFNELT
REE LB B 2R o

a. MUTHEREIUTEMNLEARN virtual-service.yaml WX #Hd, ZXHRTRIZEEL
RS, EARLARRAEFGRERHRIEL—SHPOUENEN my-service-a BEHR
TR, spec # awsName H{E 2 IE LIRS FriREXAYSERR Kubernetes IR I T2 REE B
(FQDN), Kubernetes RS E the section called ‘% 3 : SIEREFH RS FeIB. BEXEZ
E8 , 3 H the section called “EINRSE ",

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualService
metadata:

name: my-service-a

namespace: my-apps
spec:

awsName: my-service-a.my-apps.svc.cluster.local

provider:

virtualRouter:
virtualRouterRef:
name: my-service-a-virtual-router

AREEUELRABHRENEVURSHAMETARE , HETHUATHT,
aws appmesh create-virtual-service --generate-cli-skeleton yaml-input
b. BIEELRS,

kubectl apply -f virtual-service.yaml

c. BECDBIEM Kubernetes ERIURS RRMVIFMHEES,

kubectl describe virtualservice my-service-a -n my-apps
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Output
Name: my-service-a
Namespace: my-apps
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/

vlbeta2","kind":"VirtualService", "metadata":{"annotations":{}, "name": "my-

service-a", "namespace":"my-apps"}...

API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualService
Metadata:

Creation Timestamp: 2020-06-17T15:48:40Z

Finalizers:

finalizers.appmesh.k8s.aws/aws-appmesh-resources

Generation: 1

Resource Version: 13598

Self Link: /apis/appmesh.k8s.aws/vlbeta2/namespaces/my-apps/
virtualservices/my-service-a

UID: 111a11bl-clld-1elf-ghl1i-j11k11111m711
Spec:

Aws Name: my-service-a.my-apps.svc.cluster.local

Mesh Ref:

Name: my-mesh
UID: 111al1lbl-c11d-1elf-ghli-j11k11111m711
Provider:
Virtual Router:
Virtual Router Ref:
Name: my-service-a-virtual-router

Status:
Conditions:
Last Transition Time: 2020-06-17T15:48:40Z
Status: True
Type: VirtualServiceActive
Observed Generation: 1
Virtual Service ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualService/my-service-a.my-apps.svc.cluster.local
Events: <none>

d. EFEHIEETE App Mesh FRIEME LIRS BRIV IFHAER. Kubernetes 2 HIZFTE App
Mesh RBIZELLRFZ BT , TFF Kubernetes 5% 22 (8] B #R M A0 ZE] App Mesh EEHLIRSZS B #5
N EIRS A EM—8 FQDN,
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aws appmesh describe-virtual-service --virtual-service-name my-service-a.my-

apps.svc.cluster.local --mesh-name my-mesh

Output

"virtualService": {

"meshName": "my-mesh",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualService/my-service-a.my-apps.svc.cluster.local",

"createdAt": "2020-06-17T10:48:40.182000-05:00",
"lastUpdatedAt": "2020-06-17T10:48:40.182000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

.

"spec": {
"provider": {

"virtualRouter": {

"virtualRouterName": "my-service-a-virtual-router_my-apps"

o
"status": {

"status": "ACTIVE"
},

"virtualServiceName": "my-service-a.my-apps.svc.cluster.local"

REZHEFEENG , B4Rt ATLLEFE App Mesh the section called “E#IF 3" 1 the section

called “MXEEH", AXREMAZEFRMBEXLERFIESE , FSHEEAUNXHEE L GitHubH iR

B RBIEE

SR 3 IBNENRS

IEABEF App Mesh Bi& R MEMAERA (pod) BMELZRHRIMT App Mesh sidecar B85, STAZRS

B30fF sidecar AR MEIFEALEENHRZHBNEESRETA (pod) #.

HPR 3 IEHEHRS
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1. BRAREEN. BRINBWWEBHAE Kubernetes FE |, MR 1EH B M App Mesh BT R
HELE,

a. MUTHEREIITEN LSRN proxy-auth. json WX HH, EFFalternate-
colored values BEHE#,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:StreamAggregatedResources",
"Resource": [
"arn:aws:appmesh:us-east-1:111122223333:mesh/my-mesh/
virtualNode/my-sexvice-a_my-apps"
]
}
]
}
b. BIEREE,

aws iam create-policy --policy-name my-policy --policy-document file://proxy-
auth. json

c. BIEIAMAE  FEEL—FSPFRENREHMEZAE , 812 Kubernetes RS MK~ H %
BE48E 2iZ Kubernetes fRZS K. ZAGEIRFIZESEES A0, MBRFE K App Mesh HIRo

eksctl create iamserviceaccount \
--cluster $CLUSTER_NAME \
--namespace my-apps \
--name my-service-a \
--attach-policy-arn arn:aws:iam::111122223333:policy/my-policy \
--override-existing-serviceaccounts \
--approve

MREEEREH Amazon Web Services BB &l & S BIERS K~ Amazon CLI ,
ES [ A mazon EKS AAFERE T N ER RS K 22 IAM e FKE, REFEH
Amazon Web Services BIE#2 4|4 = Amazon CLI SRR, | NEEE R %A GRS
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Kubernetes fRF k&5, BXREZEE |, SR (Amazon EKS AF 1) RN EE AR
EZKFIEE IAM A6,

2. (W) MRENEHBEIEE Fargate BEF4A (pod) , MEEBIE Fargate BLEX . MBXRE
% eksctl , MATLURER (Amazon EKS AAF1ER) FLZEDRHN eksctl EMNHBRET, W
REFEHERRA0EEREXH , 3% (Amazon EKS BFIEE) FMBIZE Fargate BLE X
#.

eksctl create fargateprofile --clustexr my-cluster --region Region-code --name my-
service-a --namespace my-apps

3. BIZ Kubernetes FREZ B, MRLEERN App Mesh BBEEEANIIARNE , NEEHRBE—INE
BT R, BRIE the section called “F %R 2 : #0% App Mesh HiR” B FH], 3 AT AR, &
FENHE  BRAGSESEEDT S LRENIRSHEEE , IX# sidecar BEERMS B3R MNE
AREe4 (pod) b , HEMFBEEA (pod).

a. FUTHARREIITEN LEZRN example-service.yaml WXHH, MRBEERGHEEHE
BMHEA Fargate B4 (pod) , BRI R ZH B M 5L Fargate BliE XHHE LK
ZEE A MR,

apiVersion: vl
kind: Service
metadata:
name: my-service-a
namespace: my-apps

labels:

app: my-app-1

spec:

selector:

app: my-app-1
ports:

- protocol: TCP

port: 80

targetPort: 80
apiVersion: apps/vl
kind: Deployment
metadata:

name: my-service-a
namespace: my-apps
labels:

app: my-app-1
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spec:
replicas: 3
selector:
matchLabels:
app: my-app-1
template:
metadata:
labels:
app: my-app-1
spec:
serviceAccountName: my-service-a
containers:
- name: nginx
image: nginx:1.19.0
ports:
- containerPort: 80

/A Important

A3BH app matchLabels selector FWIEMLMESIETE the section called ‘&
R 2 ZBE App Mesh BIR” WFH B 3 PEIZEL T SAEEWEMEETE , &
N sidecar BT SEAZIAEFA (pod) P, ERIEM RGP | FRENERN my-
app-l. MREHFBHERELMAMAREUT K , W Deployment & & BiqX
& Envoy AR, BXEXANGEENESEER , 30 Envoy, MFEFHR
manfest , IHZFFHNEERHl. GitHub

b. #EMRS.

kubectl apply -f example-service.yaml

c. EFRFSNIHE

kubectl -n my-apps get pods

Output
NAME READY STATUS RESTARTS AGE
my-service-a-54776556f6-2cxd9  2/2 Running © 10s
my-service-a-54776556f6-w26kf 2/2 Running (0} 18s
my-service-a-54776556f6-zwS5kt  2/2 Running © 26s
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d ZEFCHEBMNAERYA (pod) 2—HFMAER.

kubectl -n my-apps describe pod my-service-a-54776556f6-2cxd9

48 R B a0
Name: my-service-a-54776556f6-2cxd9
Namespace: my-app-1
Priority: 0
Node: ip-192-168-44-157.us-west-2.compute.internal/192.168.44.157
Start Time: Wed, 17 Jun 2020 11:08:59 -0500
Labels: app=nginx

pod-template-hash=54776556f6
Annotations: kubernetes.io/psp: eks.privileged

Status: Running
IP: 192.168.57.134
IPs:

IP: 192.168.57.134

Controlled By: ReplicaSet/my-service-a-54776556f6
Init Containers:
proxyinit:
Container 1ID: docker://
e0c4810d584c21ae@cb6e40f6119d2508T029094d0e@1c9411c6cf2a32d77a59

Image: 111345817488 .dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
proxy-route-manager:v2
Image ID: docker-pullable://111345817488.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-proxy-route-manager
Port: <none>
Host Port: <none>
State: Terminated
Reason: Completed
Exit Code: 0
Started: Fri, 26 Jun 2020 08:36:22 -0500
Finished: Fri, 26 Jun 2020 08:36:22 -0500
Ready: True
Restart Count: 0
Requests:
cpu: 10m
memory: 32Mi
Environment:
APPMESH_START_ENABLED: 1
APPMESH_IGNORE_UID: 1337
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APPMESH_ENVOY_INGRESS_PORT: 15000

APPMESH_ENVOY_EGRESS_PORT: 15001

APPMESH_APP_PORTS: 80

APPMESH_EGRESS_IGNORED_IP: 169.254.169.254
APPMESH_EGRESS_IGNORED_PORTS: 22

AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-

mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON
AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

Containers:
nginx:
Container 1ID: docker://
be6359dcbecd3f18alc87df7b57c2093e1f9db17d5b3a77f22585ce3bcabl37a

Image: nginx:1.19.0
Image ID: docker-pullable://nginx
Port: 80/TCP
Host Port: 0/TCP
State: Running
Started: Fri, 26 Jun 2020 08:36:28 -0500
Ready: True
Restart Count: O
Environment:
AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-

mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON
AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

envoy:
Container 1ID:
docker://905b55cbf33ef3b3debc51cb448401d24e2e7c2dbfc6a9754a2c49dd55a216b6

Image: 840364872350 .dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1.12.4.0-prod
Image ID: docker-pullable://840364872350.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-envoy
Port: 9901/TCP
Host Port: Q/TCP
State: Running
Started: Fri, 26 Jun 2020 08:36:36 -0500
Ready: True
Restart Count: 0
Requests:
cpu: 10m

memory: 32Mi

HPR 3 IEHEHRS 58



Amazon App Mesh AriEE

Environment:
APPMESH_RESOURCE_ARN: arn:aws:iam::111122223333:mesh/my-mesh/
virtualNode/my-service-a_my-apps
APPMESH_PREVIEW: 0
ENVOY_LOG_LEVEL: info
AWS_REGION: us-west-2
AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-

mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON
AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

Events:
Type Reason Age From
Message

Normal Pulling 30s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Pulling image "111345817488.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-proxy-route-manager:v2"

Normal Pulled 23s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Successfully pulled image "111345817488.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-proxy-route-manager:v2"

Normal Created 21s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Created container proxyinit

Normal Started 21s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Started container proxyinit

Normal Pulling 20s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Pulling image "nginx:1.19.0"

Normal Pulled 16s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Successfully pulled image "nginx:1.19.0"

Normal Created 15s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Created container nginx

Normal Started 15s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Started container nginx

Normal Pulling 15s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Pulling image "840364872350.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-envoy:v1.12.4.0-prod"

Normal Pulled 8s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Successfully pulled image "840364872350.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-envoy:v1l.12.4.0-prod"

Normal Created 7s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Created container envoy
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Normal Started 7s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Started container envoy

EREMNEES BRI LB REHZRCN proxyinit Ml envoy BERMEIBRES4A (pod).
MRIEF RHIPRSEBE R Fargate , MIZFIZF S envoy BERARINEIARERA (pod) # , 1B
proxyinit AT =o
4. (WL ) ZEEM , a0 Prometheus, Grafana, Jaeger  Datadogo Amazon X-RayBXxE %
8 , 2@ App Mesh 4 GitHub 1 {App Mesh FAFF5R) BY “AIWEL 14" 25

@ Note
Bx App Mesh WEZ RBIFEL |, ESH App Mesh Tl 776 o

S84 ER
I BRAZAR R RN R AFTE RAIRIR, ERFHIESE LM BRTE my-mesh App Mesh ARSs PI#& A B 22 8V B IR.

kubectl delete namespace my-apps

MRENREIRS IR T Fargate BEXH |, ERFEMIER.

eksctl delete fargateprofile --name my-service-a --cluster my-cluster --region Region-
code

i B P 4%
kubectl delete mesh my-mesh
( A& ) 2 F LA BR Kubernetes SERX4A #,
helm delete appmesh-controller -n appmesh-system
( /& ) RENF Kubernetes AU EFE S Fargate , EMIER Fargate Bt &34

eksctl delete fargateprofile --name appmesh-system --cluster my-cluster --
region Region-code
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Fr 8 1E A Amazon App Mesh 1 Amazon EC2

/A Important

KIEZEFBEA - 2026 £9 A 30 A, Amazon fFEIEF X EF. Amazon App Mesh 2026 &
9 A 30 B2/E , BT EBIHE Amazon App Mesh # &l A 5 Amazon App Mesh B, BX
EZER | BRI IEEXEMNTE Amazon App Mesh 2| Amazon ECS Service Connect,

AEFZ A EHEBIE Amazon App Mesh % Amazon EC2 EEITHISEERIRS . AHBENE T 2% App
Mesh B RER P ERINEE,

=
7 T HAMARAER App Mesh , BESE—MNEEUTHENS AR -

- AN serviceA M serviceB WFAIARSHRK .

s XHUARSEMEIE N apps.local WanE ZEE,

« ServiceABi O 8 serviceB 0 HTTP/2 #1TiEfE.

- BMEEE serviceB WA 2 , XA BH serviceBv2 7£ apps.local A ZE A FEM 7 ZR

%o

BHESRWMT -

o BRE 75% WREMEEserviceAE|serviceB H 25% iR B k% E|lserviceBv2E—1, B
BB EIE25% W FiEserviceBv2 , BRAIUEL ﬂEQE’J1OO%E’JJﬁ§ZHUBA1Eb%E/§2ﬁ

=serviceA,

- BWELERBEWIEARFTENE , IME—BIULA serviceBv2 AISEE AR 100% HARE XX TZR
%, BAEREBARZEES serviceBv2 7, BHEHHA serviceB,

o BRI TR 2 BV E R T E R SRER AR S5 VAR EL A B A AR RS S AR S5 R DU AR

RNTHBRENER , BFRECEITEELERS. BT R, ELEHEMNEBL App Mesh RGN
o EEEBHMERE , EFFER Envoy REWERS. BEFE , BHRSEES Envoy REHEEBEE ,
M —REZMEREEE.
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FRF M

App Mesh X3%1E DNS F5EMEY Linux BRSS Amazon Cloud Map , &R ERMAEZ. EEHAILA]
B, RIMNBWERE=HEXME DNS WIERS. BMERSFFE , BHLAUCIRRSMERE
TR, BESHBXRRS 28 , BELEERMNIE,

MREEKZITRS , WA LS 3) Amazon EC2 KGIABEBENARF,. EXEZEERE , S
B S EC2 AFERMHPHHE | WEE EC2 Linux SKBIAT. MRSBRBERXRRRFHE R

serviceA, serviceB # serviceBv2 , HA W LAER N apps.local Han & Z=E XD FTE IR

%o

SR 1 RN E RS

BEMER—MHATEZEEANRS BN ERENZELR, BXESER , BEH RS
o EMBRFRKRBESNHR. BXRXESER  H5H ELNES.

BT BIR :

- BN apps WM , RALZEPHMERSEME apps.local a& Z=iHE,
« #F N serviceb.apps.local WEMRS , ENEEURSKRIAUUERAZEMRAIANES , HEER
T HEERREUS|IAEMEN. BENTRPFRMEN servicea. apps.local WEIEKES.

A LAME A 1.18.116 Amazon Web Services BI2124]4 HE S Amazon CLI R4 2.0.38 HES
MRASKSTERIA TSR, WMRAFEA Amazon CLI , iEFHaws --versionm TR E D RZKRM Amazon
CLI iR, MRBZBELERA 1.18.116 LEBMARF X B LTEMRA 2.0.38 FESRA , MHHAEL
FHEH Amazon CLl, EFREFEA T ErTX MAVIED+,

Amazon Web Services B4 &

1. 3TFF App Mesh BHI A EIXIZ1TES , Mk Hhttps://console.aws.amazon.com/appmesh/

get-startedo
2. XWFMEEF , WA apps.

NFEMRSZ AR , WA serviceb.apps.local,
4. EHE | HikFE Nexto

Amazon CLI

1. f£H create-mesh HAIEMNK,
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aws appmesh create-mesh --mesh-name apps

2. f#H create-virtual-service S IEERLIRSE

aws appmesh create-virtual-service --mesh-name apps --virtual-service-name
sexviceb.apps.local --spec {}

|2 HBREATR
BT AR LRGRSHBHEIEH . AXESEL , WSH BT A

BIEEN serviceBMNELT R , EANENERUTRERTREN serviceB WEFRRS . AIEAEN
% serviceb.apps.local , El_ DNS AIMEL T RATR RV ERRIRS . BE &TLXEFH Amazon
Cloud Map R M SEFRARSS . EELT SEEMARA 80 LAY HTTP/2 Tbi)‘("*ﬂﬁuu,;o 1144 NIPYS -2 53 = 1 1:47) 30
MEzETRRRE, fﬁH’ﬁ:J‘EE’J*ﬁB’“qﬂﬁ serviceA Hl serviceBv2 gIZE#T =,

Amazon Web Services BIEiR&| 4

1. NFEBTREZH , WA serviceB,
2. NTFRFEMAE , % DNS , HHIDNS =W E % A serviceb.apps.local,
3. EMWHREET , AHPVGER http2 , HEROS , WA 80,
4. BHRE  FHIEFE Nexto
Amazon CLI

1. FEAUTARBRBIEENRN create-virtual-node-serviceb. json BIX# :

{
"meshName": "apps",
nspecn: {
"listeners": [
{

"portMapping": {
"port": 80,
"protocol": "http2"

1,
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"serviceDiscovery": {

"dns": {
"hostname": "serviceB.apps.local"
}
}
.
"virtualNodeName": "serviceB"

}

2. XA JSON X##ERK A , A create-virtual-node TS RIZE LT =,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
sexviceb.json

PR 3 ;02 RE AR B 25 M B

ERGRARBEHMER - I HEIEURSHRE. BXESER , FSHENRKBEZEMRoutes,

BIEUT HIR :

« Z&H serviceB WELIEHEE , A serviceB.apps.local BENBREST LB SEMEMRS
WHILEE., FidE , B2 BN E RS 235FR serviceb.apps.local REWHR. ELAR
SR REBREDINELKRHEE, ELURMBFEARO 80 LA HTTP2 i MITHiE, i, BXiFH
I

- &H serviceB WEH. ©FF 100% B RERHEEserviceBEM T R W serviceBv2 BT
R, ERENSRPENNE, EAREBPRENSE , BETUREHRMIAANTELESYE , H
AINEREE , N Envoy REEBEBEFHENSZRZREREBRATELT Ko

Amazon Web Services BIE124 5

1. WTFELKBIEN , WA serviceB,

FEMWEREET , A SUER http2 , HRiIKOIEE 80.

NFEEBEMN , MA serviceB,

FREBAER | %EF http2,

EEMBRETHELTRBMF , %R serviceB , A RNERA 100,
ELRRET , &R -5 %,

EHE | FiEFE Nexto

N o o &~ w0 Db
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Amazon CLI
1. BIEELEHEE.
a. FAUTABBERN create-virtual-router. json K34 :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
]
.
"virtualRouterName": "serviceB"
}

b. XM JSON X#ERM A , A create-virtual-router 8 SRR E LK BEES,

aws appmesh create-virtual-router --cli-input-json file://create-virtual-
router.json

2. BIERKA.
a. FAUTABRBIEERN create-route.json BIXH :

{
"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"httpRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 100
}
]
},
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"match" : {
"prefix" : "/"
}
}
},
"virtualRouterName" : '"serviceB"

}
b. XM JSON X#HER A , fEH create-route p R BIZEKH,

aws appmesh create-route --cli-input-json file://create-route.json

TR 4 FRHACNE

RFEZNHAFRIRE

Amazon Web Services EEi2# A
MRFENE AL BHITEMER , FEREE,. EENRERIFRR , EELUEME,
RERBEERECUENFIEMNIERR. BUUBTEREENEREEHEPEFTUNEN TR,

Amazon CLI

5/ describe-mesh S S EEFTOIEMKZIIE

aws appmesh describe-mesh --mesh-name apps

5/ describe-virtual-service T EEFTSIERNEL RS IRE

aws appmesh describe-virtual-service --mesh-name apps --virtual-sexrvice-name
sexviceb.apps.local

£ describe-virtual-node SR S EEFTRIEZMELT SR

aws appmesh describe-virtual-node --mesh-name apps --virtual-node-name serviceB

5/ describe-virtual-router (s R E BT BN EL R BAIZNIRE

aws appmesh describe-virtual-router --mesh-name apps --virtual-router-name serviceB
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£ describe-route R EBFEIEZBAHNIRE.,

aws appmesh describe-route --mesh-name apps \
--virtual-router-name serviceB --route-name serviceB

SH5: SIEEMEIR
BERRUSE  CEERITATRIE

- BIEEN serviceBv2 WERITTR , ARA N serviceA WERIT K. BANET SERES
HTTP/2i% 0 80 MWTiER. X F serviceA BT R , NEWEEN serviceb.apps.local,
¥ B serviceA BT RWATE L REEF KIZFE N serviceb. apps.local WEBIRS .
BRARERPRENE , BEEEAMUANENT RIEEATEATR BENXHEE,

- BHBB—NEBNWERLRS servicea.apps.local , ZREZFAAEREBEELZE
BlserviceAE T =,

s FHEL—SHBIEMN serviceB BH , SAF 75% WHREXRIZE serviceB BRITTR |, F 25% B
MEBRIAE serviceBv2 BT R, FEENBINER SO UKEEUNE , BEE serviceBv2
WE 100% BWHRE, MFAEREXRIEZE serviceBv2 f , B LAXAHFA serviceB BT R
FMEFRRS . EEANER , TEENRBHTEMENR , AR serviceb.apps.local EBEIIRS
BHANEGFRRESBIREUE, @28 —T , serviceb.apps.local E#IRSEHHRELEDERLEE
Mg , ZEHSTRERBIELT X, BT SM RS XA F5 o] LARER B ik,

Amazon Web Services IR &4

1. EENSMEERD , EEMK,

2. BEBREL—SHAIEN apps W&,
3. EEMSMERP , EFEELT R,
4. EFRVIBENT R
5

NELT IREBHBEA serviceBv2 , HIRS KM A EEE DNS , #9 DNS EHEHA
sexrvicebv2.apps.local,

S FITERELE , NI UUER http2 , HEROF , B A 80,
7. GERMIEBERLT S,

8. BRERVUEELTR. NTEMTIER , HA serviceA, W TFRERIMEE |, EF
DNS , 9 DNS #l& %A servicea.apps.local,

o
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9. EHMEBWHTHMAELRSZEMT , WA serviceb.apps.local,
10. EMWTEREET , AHUCER http2 , HEROFHA 80 , AFEFRVIBELT R,
1. EEMSMERS , ERELIRBAR , AEMIIRFDIERF serviceB ERERHEER,
12. ERET , ERFEL—SPORMNEN ServiceB WM , ATEREE.
13. ZB#. EUTREMRT ,  serviceB WINEEELA 75,
14, ERBRMEIR , NTHRFIRFIER serviceBv2 , REFNEFEIRERN 25,
15. BEERF,
16. EEMEMBERT  EREMRS , RARERVEELRS.

17. HXNERRS B A sexrvicea.apps.local , AEHEFXREFEELAT R , NELT [IEE
serviceA , AFEFEVNEE RS,

Amazon CLI
1. BlZ serviceBv2 E#lT =,

a. FAUTABBIEENRN create-virtual-node-servicebv2.json FIX# :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBv2.apps.local"
}
}
.
"virtualNodeName": "serviceBv2"
}

b. GIRELT R,
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aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
sexvicebv2. json

2. Pl serviceA ERIT R

a. FAUTABEIERZNRN create-virtual-node-servicea.json B934 :

{
"meshName" : "apps",
"spec" : {
"backends" : [
{
"virtualService" : {
"virtualServiceName" : "serviceb.apps.local"
}
}
1,
"listeners" : [
{
"portMapping" : {
"port" : 80,
"protocol" : "http2"
}
}
1,
"serviceDiscovery" : {
"dns" : {
"hostname" : "servicea.apps.local"
}
}
},
"virtualNodeName" : "serviceA"
}

b. BIEELT R,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
servicea.json

3. EHEL—SFFEIEMN serviceb.apps.local BIMRS , UFHEREXRIET serviceB &
PR, RYLRERRSH , efanEAuE R ERE , AN RAKLE serviceB E#l
SR,
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a. HAUTARARBIESZN update-virtual-service. json B934 :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualRouter" : {
"virtualRouterName" : "serviceB"
}
}
},
"virtualServiceName" : "serviceb.apps.local"
}

b. M update-virtual-service fa S EFHELLRS .

aws appmesh update-virtual-service --cli-input-json file://update-virtual-
service.json

4., FEHHHEL—FPEIEHN serviceB EEo

a. FRAUTHARERN update-route. json KIS :

"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"http2Route" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 75

"virtualNode" : "serviceBv2",
"weight" : 25

"match" : {
Ilprefixll : II/II
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}
I
"virtualRouterName" : "serviceB"

}
b. £/ update-route Ta R EHE A,

aws appmesh update-route --cli-input-json file://update-route.json
5. BI# serviceA EBHRS.
a. FAUTABBERNRN create-virtual-servicea.json B34 :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualNode" : {
"virtualNodeName" : "serviceA"
}
}
.
"virtualServiceName" : "servicea.apps.local"
}

b. BIEELRS

aws appmesh create-virtual-service --cli-input-json file://create-virtual-
servicea.json

RIERHE

HERERRSMEZE , BEBE=/1E N servicea.apps.local, serviceb.apps.local
servicebv2.apps.local WEFRARS . BREFRBRFZ 2, IELEEF —MREME , HHETEA
DRREFRIRFSHA T RIR

s INERRS. AEEIELANMBEREM servicea.apps.local EBRIRS K£EEF
serviceb.apps.local E#\RS

« =LA serviceA, serviceB fl serviceBv2 WEMT K, Envoy REFERARNELT SBEEHN
RS A IEBREREFRIRSH IP tbik,
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« —MNERIEHEE , HERAEET Envoy RIEF 75% W AMRERMBE serviceB BRIT R |, 25%
NHRERBAZE serviceBv2 E#RIT =,

TR 6 FFHERS
BIEMERE , BEETHRATES

- BYHESURSZIHEEN Envoy REBER— NS MELTREENNR. BXx@aRERNNE
%{ER |, i3S ® Envoy Proxy &%,

- EFEHNARS , BB TSR,

£ Amazon EC2 SEHIEL E N EE T KRR
1. BI& IAM BB,
a. FRUTHBRESRN ec2-trust-relationship.json B34,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

b. FAUTHTEIEIAMBE,

aws iam create-role --role-name mesh-virtual-node-service-b --assume-role-
policy-document file://ec2-trust-relationship.json

2. T IAM REHMBEZAE , XFAFERM Amazon ECR HIREUEE App Mesh EE#LTF R AV EL
B
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a.

FERAUTRARER N virtual-node-policy.json WX #. apps RIETE the section
called “F¥R 1 . BIEMEFELRS" PO B , serviceB BT the section

called TR 2 : QIEELNT R PRIZNELT RBBFR, 111122223333F R AIREIK

ID us-west-2 MIREE P GIZ MBI XE,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:StreamAggregatedResources",
"Resource": [
"arn:aws:appmesh:us-west-2:111122223333:mesh/apps/
virtualNode/serviceB"
]
}
]
}
AN TSI R R,

aws iam create-policy --policy-name virtual-node-policy --policy-document
file://virtual-node-policy.json

FEEL—SHOIENRBEHEMEIAE , UELBNM App Mesh FiEER serviceBREHTY
RHBEE,

aws iam attach-role-policy --policy-arn arn:aws:iam::111122223333:policy/
virtual-node-policy --role-name mesh-virtual-node-service-b

#F AmazonEC2ContainerRegistryReadOnly FEE R MEAE , UMEES AT LM
Amazon ECR H#2E Envoy AR,

aws iam attach-role-policy --policy-arn arn:aws:iam::aws:policy/
AmazonEC2ContainexrRegistryReadOnly --role-name mesh-virtual-node-service-b

3. BImelEMN IAM &8 Amazon EC2 =4,

4. BY SSH E#EILH,
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5. RELENBERSIH , Amazon CLI FEERSEH| L% % Docker #,
6. XEFHEE Docker B ImM AR VR G XIFAFH Envoy Fi#E#H 1T HRIE :

« BR me-south-1, ap-east-1, ap-southeast-3, eu-south-1, il-central-1
af-south-1 BAMFIERXE., B Llus-west-28#NBR Tme-south-1, . . ap-
east-lap-southeast-3eu-south-1il-central-1, MZAWEMZZiEXFaf-
south-1,

$aws ecr get-login-password \
--region us-west-2 \
| docker login \
--username AWS \
--password-stdin 840364872350.dkr.ecr.us-west-2.amazonaws.com

* me-south-1 Xig

$aws ecr get-login-password \
--region me-south-1 \
| docker login \
--username AWS \
--password-stdin 772975370895.dkr.ecr.me-south-1.amazonaws.com

« ap-east-1 Xig

$aws ecr get-login-password \
--region ap-east-1 \
| docker login \
--username AWS \
--password-stdin 856666278305.dkr.ecr.ap-east-1.amazonaws.com

7. BITY@sz— , EENES LB3) Envoy Bes , EAERRTENFREBRGH X
. appsMserviceBEREHEPEXNMIEMEL T LB, HEEFHNLIEEM App Mesh
PERNELTREE, EXRZTR , BEFEHNEE serviceBv2 M serviceA BT R
ik "R H Amazon EC2 36| , TR LSRR, N TEBCHWMNARR , BNXEEBRAE
B2ME,

« BR me-south-1, ap-east-1, ap-southeast-3., eu-south-1, il-central-1 H
af-south-1 AMFIEXE, &AILARegion-codeB AR Tme-south-1, . . ap-
east-lap-southeast-3eu-south-1il-central-1, MXEHZHNEMTZ ZiFaf-
south-1X1g, BAILUE 1337 BRINT 0 M 2147483647 ZRHEfIE.
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8.

sudo dockexr run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 840364872350.dkr.ecxr.region-code.amazonaws.com/aws-
appmesh-envoy:v1.34.13.1-prod

« me-south-1 Xigd, BALUF 1337 BRANT 0 F 2147483647 ZRIPE(I{E,

sudo dockexr run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 772975370895.dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-

envoy:v1l.34.13.1-prod

« ap-east-1 Xif, BAILAN 1337 HRANT 0 M 2147483647 ZBIKEIE,

sudo docker run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-

envoy:v1l.34.13.1-prod

(® Note

1% APPMESH_RESOURCE_ARN B EERA 1.15.0 HE SRAH Envoy MG, BXE

/A Important
N FRMRA v1.9.0.0-prod E SMAE App Mesh —i#2E .

£ T HEIEHE Show more, AU THAESEF LAIEE RN envoy-networking. sh X
. 8000BHRNBARFREATEAAREN KO, EJLAE R APPMESH_IGNORE_UID
WE , EZEXREEELt-SHEENEMER ; flin 1337, MEXE , B E
APPMESH_EGRESS_IGNORED_IP imEMhitbst, HFRESSEMEMIT,

#!/bin/bash -e

#
# Start of configurable options
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#

#APPMESH_START_ENABLED="0"

APPMESH_IGNORE_UID="1337"

APPMESH_APP_PORTS="8000"
APPMESH_ENVOY_EGRESS_PORT="15001"
APPMESH_ENVOY_INGRESS_PORT="15000"
APPMESH_EGRESS_IGNORED_IP="169.254.169.254,169.254.170.2"

# Enable routing on the application start.
[ -z "$APPMESH_START_ENABLED" ] && APPMESH_START_ENABLED="0Q"

# Enable IPv6.
[ -z "$APPMESH_ENABLE_IPV6" ] && APPMESH_ENABLE_IPV6="0"

# Egress traffic from the processess owned by the following UID/GID will be
ignored.
if [ -z "$APPMESH_IGNORE_UID" ] && [ -z "$APPMESH_IGNORE_GID" ]; then
echo "Variables APPMESH_IGNORE_UID and/or APPMESH_IGNORE_GID must be set."
echo "Envoy must run under those IDs to be able to properly route it's egress
traffic."
exit 1
fi

# Port numbers Application and Envoy are listening on.
if [ -z "$APPMESH_ENVOY_EGRESS_PORT" ]; then
echo "APPMESH_ENVOY_EGRESS_PORT must be defined to forward traffic from the
application to the proxy."
exit 1
fi

# If an app port was specified, then we also need to enforce the proxies ingress
port so we know where to forward traffic.
if [ ! -z "$APPMESH_APP_PORTS" ] && [ -z "$APPMESH_ENVOY_INGRESS_PORT" ]; then
echo "APPMESH_ENVOY_INGRESS_PORT must be defined to forward traffic from the
APPMESH_APP_PORTS to the proxy."
exit 1
fi

# Comma separated list of ports for which egress traffic will be ignored, we always
refuse to route SSH traffic.
if [ -z "$APPMESH_EGRESS_IGNORED_PORTS" ]; then
APPMESH_EGRESS_IGNORED_PORTS="22"
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else
APPMESH_EGRESS_IGNORED_PORTS="$APPMESH_EGRESS_IGNORED_PORTS, 22"
fi

#
# End of configurable options
#

function initialize() {

echo "=== Initializing ==="

if [ ! -z "$APPMESH_APP_PORTS" ]; then
iptables -t nat -N APPMESH_INGRESS
if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then

ip6tables -t nat -N APPMESH_INGRESS

fi

fi

iptables -t nat -N APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
ip6tables -t nat -N APPMESH_EGRESS

fi

function enable_egress_routing() {
# Stuff to ignore
[ ! -z "$APPMESH_IGNORE_UID" ] && \
iptables -t nat -A APPMESH_EGRESS \
-m owner --uid-owner $APPMESH_IGNORE_UID \
-j RETURN

[ ! -z "$APPMESH_IGNORE_GID" ] && \
iptables -t nat -A APPMESH_EGRESS \
-m owner --gid-owner $APPMESH_IGNORE_GID \
-j RETURN

[ ! -z "$APPMESH_EGRESS_IGNORED_PORTS" ] && \
for IGNORED_PORT in $(echo "$APPMESH_EGRESS_IGNORED_PORTS" | tr "," "\n");

do
iptables -t nat -A APPMESH_EGRESS \
-p tep \
-m multiport --dports "$IGNORED_PORT" \
-j RETURN
done
if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
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# Stuff to ignore ipvé6

[ ! -z "$APPMESH_IGNORE_UID" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-m owner --uid-owner $APPMESH_IGNORE_UID \
-j RETURN

[ ! -z "$APPMESH_IGNORE_GID" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-m owner --gid-owner $APPMESH_IGNORE_GID \

-j RETURN
[ ! -z "$APPMESH_EGRESS_IGNORED_PORTS" ] && \
for IGNORED_PORT in $(echo "$APPMESH_EGRESS_IGNORED_PORTS" | tr "," "\n");
do

ip6tables -t nat -A APPMESH_EGRESS \
-p tcp \
-m multiport --dports "$IGNORED_PORT" \
-j RETURN

done

fi

# The list can contain both IPv4 and IPv6 addresses. We will loop over this
list
# to add every IPv4 address into “iptables”™ and every IPv6 address into
“ip6tables”.
[ ! -z "$APPMESH_EGRESS_IGNORED_IP" ] && \
for IP_ADDR in $(echo "$APPMESH_EGRESS_IGNORED_IP" | tr "," "\n"); do
if [[ $IP_ADDR =~ .*:.* 1]
then
[ "$APPMESH_ENABLE_IPV6" == "1" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-p tcp \
-d "$IP_ADDR" \
-j RETURN
else
iptables -t nat -A APPMESH_EGRESS \
-p tcp \
-d "$IP_ADDR" \
-j RETURN
fi
done

# Redirect everything that is not ignored
iptables -t nat -A APPMESH_EGRESS \
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-p tcp \
-j REDIRECT --to $APPMESH_ENVOY_EGRESS_PORT

# Apply APPMESH_EGRESS chain to non local traffic
iptables -t nat -A OUTPUT \

-p tcp \

-m addrtype ! --dst-type LOCAL \

-j APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
# Redirect everything that is not ignored ipv6
ip6tables -t nat -A APPMESH_EGRESS \
-p tcp \
-j REDIRECT --to $APPMESH_ENVOY_EGRESS_PORT
# Apply APPMESH_EGRESS chain to non local traffic ipvé6
ip6tables -t nat -A OUTPUT \
-p tep \
-m addrtype ! --dst-type LOCAL \
-j APPMESH_EGRESS
fi

function enable_ingress_redirect_routing() {
# Route everything arriving at the application port to Envoy
iptables -t nat -A APPMESH_INGRESS \
-p tep \
-m multiport --dports "$APPMESH_APP_PORTS" \
-j REDIRECT --to-port "$APPMESH_ENVOY_INGRESS_PORT"

# Apply AppMesh ingress chain to everything non-local
iptables -t nat -A PREROUTING \

-p tep \

-m addrtype ! --src-type LOCAL \

-j APPMESH_INGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
# Route everything arriving at the application port to Envoy ipv6
ip6tables -t nat -A APPMESH_INGRESS \
-p tecp \
-m multiport --dports "$APPMESH_APP_PORTS" \
-j REDIRECT --to-port "$APPMESH_ENVOY_INGRESS_PORT"

# Apply AppMesh ingress chain to everything non-local ipvé6
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fi

function enable_routing() {
echo "=== Enabling routing ==="

ip6tables -t nat -A PREROUTING \

-p tcp \

-m addrtype ! --src-type LOCAL \

-j APPMESH_INGRESS

enable_egress_routing

if [

fi

function disable_routing() {
echo "=== Disabling routing ==="
iptables -t nat -F APPMESH_INGRESS
iptables -t nat -F APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
ip6tables -t nat -F APPMESH_INGRESS
ip6tables -t nat -F APPMESH_EGRESS

fi

! -z "$APPMESH_APP_PORTS" ]; then
enable_ingress_redirect_routing

function dump_status() {

echo "=== iptables FORWARD table ==="

iptables -L -v -n

echo "=== iptables NAT table ==="
iptables -t nat -L -v -n

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
ip6tables FORWARD table ==="

fi

echo "===
ip6tables
echo "===
ip6tables

-L -v -n

ip6tables NAT table ==="

-t nat -L

function clean_up() {
disable_routing
ruleNum=$(iptables -L PREROUTING -t nat --line-numbers | grep APPMESH_INGRESS |

cut -d

n n _-F 1)

-V -n
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iptables -t nat -D PREROUTING $ruleNum

ruleNum=$(iptables -L OUTPUT -t nat --line-numbers | grep APPMESH_EGRESS | cut
_d n n _-F 1)
iptables -t nat -D OUTPUT $ruleNum

iptables -t nat -X APPMESH_INGRESS
iptables -t nat -X APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" 1]; then
ruleNum=$(ip6tables -L PREROUTING -t nat --line-numbers | grep
APPMESH_INGRESS | cut -d " " -f 1)

ip6tables -t nat -D PREROUTING $ruleNum

ruleNum=$(ip6tables -L OUTPUT -t nat --line-numbers | grep APPMESH_EGRESS |
cut -d " " -f 1)
ip6tables -t nat -D OUTPUT $ruleNum

ip6tables -t nat -X APPMESH_INGRESS
ip6tables -t nat -X APPMESH_EGRESS
fi

function main_loop() {
echo "=== Entering main loop ==="
while read -p '> ' cmd; do
case "$cmd" in
"quit")
clean_up
break
"status")
dump_status
"enable")
enable_routing
"disable")
disable_routing
*)
echo "Available commands: quit, status, enable, disable"

esac
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done

}

function print_config() {
echo "=== Input configuration ==="
env | grep APPMESH_ || true

3

print_config

initialize

if [ "$APPMESH_START_ENABLED" == "1" ]; then
enable_routing

fi

main_loop

9. EEE iptables MULLHNAEFRERBE Envoy K , BETEE LS FEIENMA,

sudo ./envoy-networking.sh

10. BRIEMT RMARFRB,

(® Note
BX App Mesh WE Z REIFEL , ESH App Mesh REITFE6 .

App Mesh 74l

/A Important
KIETIFEA - 2026 £ 9 A 30 B , Amazon fFEIEXNEIZEF. Amazon App Mesh 2026 &
9 B30 BzfE , #8FE£BihE Amazon App Mesh #2244 5 Amazon App Mesh ®iR. Bx
BEZER , BHREFEXEMNTHE Amazon App Mesh ] Amazon ECS Service Connect.

& 0] LATE AT 12 6% FE AP 3 B 4E Amazon App Mesh & RHY end-to-end’EZ M 5 & i Amazon BRS
EREREE A

App Mesh R4l
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/A Important
KIEZFEFBEA - 2026 £9 A 30 A, Amazon fFEIEF X F. Amazon App Mesh 2026 &

9 B30 BzfE , B8 FEB1HE Amazon App Mesh #24|& 5 Amazon App Mesh ®iR. B>x
EZER | BHREENEMNTHE Amazon App Mesh ] Amazon ECS Service Connect.

App Mesh A T #E24H F o
AR S5 P4

- ERBRS

- RERIMK

- BT R

- PR EHIR

AR SS P15

/A Important
KIEIEEH ;- 2026 £ 9 A 30 H , Amazon fFHEIEX X, Amazon App Mesh 2026 £

9 B30 BzfE , B9 FEB i\ Amazon App Mesh #2244 5 Amazon App Mesh &R, Bx
EEZER , BRI iEEXEMNTE Amazon App Mesh 2| Amazon ECS Service Connect.

BEMER—MATEZEEANRS <HHMNERENZELR, EEIERSMEE , SR GIEE
MRS, EAT R, EOSRHBEURATERNKRPNNRAEF ZADERENEH.

BIE AR S5 W15

(® Note

BIEMEE , XTURME A ZEIERER, MRBEZAERFEFINTE , We2EEMEREE
B, ZERFGEZERE , BEEAFLER App Mesh ﬁﬁ'%ﬁ']@ﬂ’]ﬂ’l‘%*ﬁ?éﬂ*o
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Amazon Web Services BIEiR&| 4

EFE A2 RSME Amazon Web Services EIE#E 4|4

1.

2
3.
4

$TFF App Mesh ##|& , it A https://console.aws.amazon.com/appmesh/o
IR RN EMIE,
HNFMEEH , NENRSMEEE —MNEH.

(k) EEARTFABRE. MABRT , MEFNAENERILEZBELRE, NRER
FANEDRE , WMEPHREELSS TCP REBEEE R TIRMER M E LK R EERER R

%o

® Note

WMREEMER ALLOW_ALL EEST R EEE T EAER , W ATURZE LT QEVARr
BHOEENGR. BN , ALLOW_ALL HABEEATZELT Ko

IP W2 B 1L 1

BEHRBEEERIA IP RAITH , BHEIREHRERENEABAN IPMRA, BRIAERT , App
Mesh £ & IP fRA,

® Note

A& IP BRI A TR FRAEENT SFMELRNX, BYEERRET ST
REIP HEM , TUEENELUT R LBEZTH. TEEEUNK EEE IP HiE

I, RAZCERE LREMNEED , AFeMSERTmENEURNX IPv4  IPv6

RENEEERZMEEH,

- EIA
« Envoy #J DNS f##res{L £ IPve HENLEREIRE| IPv4,

« RM&t%EH Amazon Cloud Map JREIRY IPv4 itk ( 1RE ) , HEMSERNEIREIFE
A IPv6 bk,

« AAMNFARFCIENESER IPvs hit,
« Envoy 2348 ERIFFE IPv4 ik,
. |IPv6 Hik
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« Amazon Cloud Map iR[EIf) IPv6 t#bht N RATA |, NEA Ztat , HFELER EREIFEH
IPv4 Hdtb

- AAHRARFOUIENRSER IPV6 Hillt,
* Envoy {IWTER48E EIFFE IPv4 F IPv6 thiik,
. IPv4 Bik
 Envoy K9 DNS ##Ar8s{L e A IPvs HEXLEREIRE] IPV6,

o B4R %MEH Amazon Cloud Map IREIHY IPv4 bt ( IRE ) , HESEREIREIFE
A IPv6 bk,

- AAMRNARFOUIENESER IPVA i,

* Envoy T ER48E EIFFE IPv4 1 IPv6 thiik,
« IPv6 R

* Envoy #J DNS M 288{NEMA IPv6,

« {X{EH Amazon Cloud Map iRE#) IPv6 #bit, #15R Amazon Cloud Map IREIIPv4i:
e, MARER IP b |, HRFZELERIRELS Envoy,

o NAHNARFAENRSER IPV6 i,

* Envoy MIWT3R48ERIFFE IPv4 F IPv6 Hidlt,
- IPv4 RB

« Envoy B9 DNS f#4#785{XfE A IPv4,

« {X{EH Amazon Cloud Map iRE# IPv4 #bit, #15R Amazon Cloud Map IREIIPv6it:
i, MAER IP it |, HFZEERIREL Envoy.

- AAMRAREFNENKSER IPvS Hitt,
* Envoy WSR3 EEIFFE IPv4 F IPv6 thiik,
6. EFBMEUATR,

7. (Wik) SEAKSHEME, REREREREKS QR F R R — R R EEE,
AXESEL , WEH EARTNG. .

Amazon CLI

£/ Amazon CLISIZE M,

86




Amazon App Mesh AriEE

aws appmesh create-mesh --mesh-name meshName

2. HHETRA
{
"mesh": {

"meshName" : "meshName",

"metadata":{
"arn":"arn:aws:appmesh:us-west-2:123456789012:mesh/meshName",
"createdAt":"2022-04-06T08:45:50.072000-05:00",
"lastUpdatedAt":"2022-04-06T08:45:50.072000-05:00",
"meshOwner": "123456789012",

"resourceOwner": "123456789012",
"uid":"alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version":1

3,

"spec":{},

"status":{

"status":"ACTIVE"

}

}
}

BXfER for App Mesh BIZNIEMNEZELR |, BSRSERR PP ENIEH T, Amazon CLI
Amazon CLI

Rl Bk ) 4%

Amazon Web Services BIE124] 4
EMIRELIM T | FE#EH Amazon Web Services EER4| &

1. 3TFF App Mesh #2&|& , P4k https://console.aws.amazon.com/appmesh/o
2. EREBBROMNE. JETERENMERKEUREESELZNFEME,
3. HEWIAES , BA delete , REETMIBR,
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Amazon CLI
EMIRRM & , EERH Amazon CLI

1. EANATHSHIBRME (B red BEERME) -

aws appmesh delete-mesh \
--mesh-name meshName

2. HETA
{
"mesh": {

"meshName": "meshName",

"metadata": {
"arn":"arn:aws:appmesh:us-west-2:123456789012:mesh/meshName",
"createdAt": "2022-04-06T08:45:50.072000-05:00",
"lastUpdatedAt": "2022-04-07T11:06:32.795000-05:00",
"meshOwner": "123456789012",

"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

b

"spec": {3},

"status": {

"status": "DELETED"

}

}
}

BXRBEH for App Mesh BIBRMIENEZEERE , TSRS ER BT HMBEBRME®HS. Amazon CLI
Amazon CLI
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/A Important

KIEXIFEA - 2026 F£9 A 30 B , Amazon fFEILEXNEIZHF. Amazon App Mesh 2026 &
9 B30 BzfE , B8 BihE Amazon App Mesh #2445 Amazon App Mesh &R, BX
EZEE , HHRIEEXEMNTE Amazon App Mesh B Amazon ECS Service Connect,

EERS 2 —fROERRRS , HENMT REZREIBELELEEESN AN BEREM, MxRSE
T H virtualServiceName HAGZHNELIRS , ARXEERGEHERENELRSHEHEEN
EET S ELE B,

BIEE RS

Amazon Web Services BIEiR&| 4

EFEAEELIIRS Amazon Web Services EIE#E 4|4

1.

2
3
4.
)

$TFF App Mesh ##I& , Wik A https://console.aws.amazon.com/appmesh/o
ERETHPOUREMRSHMIE, S TEBENMEMEUARESELZNEME,
EEMSHT , EERELRS.

TR EELRS.

NTFEMRFZER , NENELDRSER —1NE8. SUUEREAEHN , EEWEREEE
MHWEXRISHWRSAIEN , W my-service.default.svc.cluster.local , X#H
DERA M RFENEMRSEEXRSXBKER, BEXMAN , EEFERRBUSIAERK
BYREIAEMRTRNEN. SEENEMSLIEMAIERE IP it , RAEFERKEER
Envoy REBZ 8] , NAREFASRLINEEB K IFENZEN. SR UEREMERE IP it
RANARFIRERRHTI2EL IP bt BE, KEBEIHEE App Mesh I HEBEEN A
MEHEMELRSHITERS , MAREIBMEMIN IP it #HTEE,

NFRME , ERENEMRSHRMAEER .
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EFEANEMRRARS.
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® Note
App Mesh TTRES BB ABTE 2020 £ 7 A 29 HE R 2B EXNENEUT IR
HEREERIA Envoy BEAEIRKE , BIFEETEET App Mesh API E SUXEEHI R
B, BXEZER , B5R RIARBEIHRE,

« MEZURFHFLELRSEHRRE (fl, MEEZHELT ISELEAFIAEE) , U
RFRTC, BT LARE S AT UL RE S AR S5 RV R R

7. EFRBIEELARS AR

Amazon CLI
£/ Amazon CLISIZEERIRS

ERAUTHESHMA JSON X4 ( AEBECHredEEiR ) FRAENT RIREEEZELRS

aws appmesh create-virtual-service \
--cli-input-json file://create-virtual-service-virtual-node.json

2. =¥l create-virtual-service-virtual-node.json BIAZA :

{
"meshName": "meshName",
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": '"nodeName"
}
}
},
"virtualServiceName": "serviceA.svc.cluster.local"
}

3. HETRH

"virtualService": {
"meshName": "meshName",
"metadata": {
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arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualService/serviceA.svc.cluster.local",
"createdAt": "2022-04-06T09:45:35.890000-05:00",
"lastUpdatedAt": "2022-04-06T09:45:35.890000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

},
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": "nodeName"
}
}
.
"status": {
"status": "ACTIVE"
},
"virtualServiceName": "serviceA.svc.cluster.local"

BxEH for App Mesh BIZEINRZMWEZE L , S0 Amazon CLI & Ficreate-virtual-
servicefi . Amazon CLI

) B R #0 AR 55

(@ Note
BT EM BRI R 5| AN E MRS . EFEZESTMBERMXEEE,

Amazon Web Services BIEiZ4 &
EMRRELIRS , E6H Amazon Web Services EE 24| &

1. 3TF App Mesh #2#|& , Pk https://console.aws.amazon.com/appmesh/o
2. EBRENPBIRELRSHMNIE. L TEREENMENKUR EEEEZNPAE MK,
3. EEMSHH , EEERS.
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4. EEREMBRNEMRS  REEEE LANMBR. SR EEM EREN K, W N GRS & E
UMK o

5. EWINMET , B A delete , RFHE MR,

Amazon CLI
EMIBRELARS , B A Amazon CLI
1. FRATHSHERENELRS (ALE N redBEBHRIXLE)

aws appmesh delete-virtual-service \
--mesh-name meshName \
--virtual-service-name serviceA.svc.cluster.local

2. RHRA
{
"virtualService": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualService/serviceA.svc.cluster.local",
"createdAt": "2022-04-06T09:45:35.890000-05:00",
"lastUpdatedAt": "2022-04-07T10:39:42.772000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

},
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": "nodeName"
}
}
.
"status": {
"status": "DELETED"
},
"virtualServiceName": "serviceA.svc.cluster.local"
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}

BxMEH for App Mesh BIBREINRZMEZE L |, 1519 Amazon CLI ZE i fidelete-virtual-
service@i®™o. Amazon CLI

RE 8L P <

/A Important
KIEX @A 0 2026 £9 A 30 H , Amazon fFEIEX I, Amazon App Mesh 2026 &
9 A 30 B2/E , BT EBIHE Amazon App Mesh # &) A 5 Amazon App Mesh &R, BX
EZER , BHREENEMNTHE Amazon App Mesh E] Amazon ECS Service Connect.
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TRTE , EEMx KBS EFEN Envoy,
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R MERERIREFTE App Mesh BLiE . FERELIMRALEE ABERNEERERMXEAEEN,
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WA HTTP 2 HTTP2 IR E B M XFE A B RN EN B EE N MK KB BIRE LIRS
B, RABAT/, RXBHPHERIZNEEN. i, MRESFHMREHITE &R
BLEN /chapter , MREABERRE /chapter/1 , MIBERFHREERN/1,. EREEE |, &
SRMXBHEPHEMN BRI
BIZEMXE , FRiBlEproxyConfiguration M user,

EEJE end-to-end%k |, BSREE A LMK,

KL % 93


https://docs.amazonaws.cn/cli/latest/reference/appmesh/delete-virtual-service.html
https://docs.amazonaws.cn/cli/latest/reference/appmesh/delete-virtual-service.html
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.amazonaws.cn/app-mesh/latest/userguide/gateway-routes.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/gateway-routes.html#create-gateway-route
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-ingress-gateway

Amazon App Mesh AriEE

I E MR

® Note

BREMMKE , BIURNEEREN A ZRIERESR | SHRRRMXERS B0 2N ENN
RRBRA 85 R 22 E Bl R

Amazon Web Services BIEiR&| 4

EFEAGEELIM>X Amazon Web Services EIE#E 4|4

1. $TF App Mesh &l & , Mk Fhttps://console.aws.amazon.com/appmesh/o

2

a.

RREEEHFURELMXAIME. 5T ERENAMENEUR EEELZNFRERME,
HEM S FERE UMK,

EFROZE UMK,

TR B , 158 ARE L RE B R

( Ak, BEWUER ) BEEEF inREEMIAE,

(k) MREFEMRNERERHERZRESED (TLS ) SELRSERE | HiEFREG
TLS,

(A ) EHROS  EE—ARSABSELRSNIT TLS BEMKD.

HFRIES % | R TFHSAL —, CEENTIBLUACLEEAGABEER, GXE
2EL , HBH IBHER.

« Amazon BB AMEHATEE - HE—ARSINEES.

+ Envoy B4 %FUIRS (SDS) HE — A Envoy {5 /8549 X IR S IREN 548 B 7,

o AR - S5E Envoy BBEFTE XA RS E BB EE A RO BR A,

(k) MAEBERZAEN. ENMNEMAR SANs , HEFRM SAN, SANs Z41K H
FQDN = URI 1=,

(it ) EERHEFIRIEPMUATEDZ — , WEERSHFIERE A IRIEPNREIZIE
BHBERANE TLS HHRIE, BETHREXNE TLS WESEE , FSH App Mesh @
TLS S HRIUE X,

 Envoy AR IBRSS (SDS) H£E - A Envoy ERAZHRIMRS IR ZHE W

BIEREE L X
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o RHNHIEE - $EXE Envoy SPBMIEXH RS LMIEPEXHFFAANRR, BXEH
i SN RGN TR RSB MM T RIRS |, BSHAEA S REN TLS iEPBE
2 TLS GitHub, end-to-end
(k) EEREAFILE , PERFAFIER. MALHFE Envoy EFEAMN HTTP HRI AE
B, RIMEEFERZ/dev/stdout R , LUELR LM Docker HER B2 FIFER Envoy
HES HE)# 0 Amazon Lo CloudWatch gs 2 EH RS -

7.

(® Note
A5 A3 B 18 B AR R B R ER TR ROE E B4R B BER{RIE R Envoy

ERIEBEHNE,

8. BEMITER.

RPN HIEE Envoy MIITRER IR O, http {ITEF 01 E R Z] websockets, &7
DA BRI RR MBS MAITES. BRIZMFEBBRZMITES.

b. (FLE)FERAEEM

a.

BEESHRS T ELAM KX Envoy AI AR M AVEZEHE, © 5 ERYFEM Envoy Xf%
REETREN , AT ERENARFNERARRERT,

SR BAN AR X UT 2R B B B SR imiEEOIRE . App Mesh BRIN B P imiERSHIRE R
ZR , NmfEL T MEEE,

(® Note
connectionPool # connectionPool PortMapping MY 4 FARE, 0REH

{RATES MY N grpe 2 http2 , M{NIEE maxRequests, H0REHY{TITEF ML
N http , WA LARRTEE maxConnections # maxPendingRequests,

- WFJRAEER , BEERAHLEER.

s WFJFARBERE , BETEERMK Envoy B I W HE A HTIERE.
(k) ERAGUEEREP , BEEXIFREEKRZE , Envoy BAFI R HEHIH
HiERE, BRIAERN 2147483647,

(g ) MREHMFBEBZTRIRE , BFEEBEASTRIRE,

C.
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BITRARERKERITIERN , ERNRENSTRARBIEEEME , WLANEER
H, STRIREER. STRIREDN., BEENBNETRIT EREREEE.

=
« WTF BTRARED , FEE— ML MRER grpe , BHYRS BARFE GRPC
TR B,
s WFETRARERA , BEENNESTRAREN KD,
- WTEFRE , EEEFRMAHRSTRLREFZH , SHHANESKINEITIRR
KRERH,
« WFETRARERR , EERTEBRSTRARERRHNSE (ZEY ).
- WTFBEE  BEESTRAREE RN BRER. XNIASTRAREDN http
http2 B ERALE, N TEMDI , ZERFEBE.
- WTFENEAS , EEEERAETRIRENENNESFHNE (20 ).
s WTFAERERE , EEEFRAMRTRESTRIFPEEZA , BAHIBERKKAZIT
RRREIRE
d. (") MREEEEFHRESHER TLS SHEMMXBERE , BEERA TLS 41k,

« WTER  BREEMITER LERE TLS AR,

« XtF Certificate method , UIT T Hig{Ez— : IEPSITHEEEMARER, BEXEZELR
BSE EPER,

« Amazon Certificate Manager ¥ &-EFMNEIE P,
« Envoy 4 X I ARS (SDS) & - i A Envoy A RA LI RSIKEN RS o
o R NHEE - $EE Envoy SPBFIEXH RS LWVIEPBEEMAR XHI R,

o (WE) MREFFIFEMED , FEBREEFFHIEPFATED 2 — , S AXE
TLS S RiE. ETHEXNE TLSWEZEE , S App Mesh X[ TLS 47K
UESC Y,

« Envoy A X I ARS (SDS) £ E - i A Envoy A RA LI RSIKEN RSB o
o Kb XHIEE - 5 Envoy TPEBAAENMHRE LVIEREXHHER,

« (AR ) MAZTEZAEN. BERMEAMARNSE SANs | FiEFERM SAN, SANs SR
Al FQDN & URI &=,

9. EFRBIEELFR TR .
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Amazon CLI
£/ Amazon CLISIZERIMK,

FERAUTHRRRELMXIFHMA JSON ( AEEENredBEEHRE )

aws appmesh create-virtual-gateway \

--mesh-name meshName \

--virtual-gateway-name virtualGatewayName \
--cli-input-json file://create-virtual-gateway. json

2. create-virtual-gateway.json RO R :

{
"spec": {
"listeners": [
{
"portMapping": {
"port": 9080,
"protocol": "http"
}
}
]
}
}

3. R

{

"virtualGateway": {
"meshName": "meshName",
"metadata": {

"arn":

"arn:aws:appmesh:us-west-2:123456789012:mesh/meshName/
virtualGateway/virtualGatewayName",

"createdAt": "2022-04-06T10:42:42.015000-05:00",
"lastUpdatedAt": "2022-04-06T10:42:42.015000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

},

"spec": {
"listeners": [
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"portMapping": {
"port": 9080,
"protocol": "http"

]
iy

"status": {
"status": "ACTIVE"

}I

"virtualGatewayName": "virtualGatewayName"

BxfEH for App Mesh BIZE XMW EZEE |, 55 ¥ Amazon CLI ZZ Fficreate-virtual-
gateway@if. Amazon CLI

BPE RE 5L M <

HBIX'TE Envoy REMIL S ECS B Kubernetes fRSs. &t AI LAE T B #h EC235 4] £ 55

£ Envoy B85, BXELZEE | 121 App Mesh ML A 7] EC2, BXHM{AFE Amazon

ECS LEBIWEZEER , 1551 (App Mesh #l Amazon ECSA[]) 5 (ZEZF| Kubernetes HJ
Amazon App Mesh #1 Kubernetes Al]) o &FEER APPMESH_RESOURCE_ARN SMEZEIRE N
mesh/mesh-name/virtualGateway/virtual-gateway-name , H AR BIEEREERE , X
HERENRERTSHEERZBS., BRIAMERT , H Envoy EERMRERFSIAB S , App
Mesh {£ F &7 APPMESH_RESOURCE_ARN FIEEMN R RN EH, BUlEZIFEABCHEHRIRE
APPMESH_RESOURCE_CLUSTER HEZERBZLITH.

BIMNBWEHBRRINSNES , FREMNZARIIERI RN X LRGN REHTARIE. ARG
ENRSEINBMBEFLENIBIRS AKRIFRIMEHDEROEN , Bl8myapp.example. coms BX
BFZELRE , BEHUEMEREISEEE (Amazon ECS), BIEANIREITHEEE (Kubernetes) RHFE :
EENARFETDR EW A, EC2ME AT LAERAIIM App Mesh R4 #% 2 58 = 7RI FSE 4R

7 Envoy BRARERN. BXESZEE , H5H Envoy Proxy B
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Amazon Web Services BIEiR&| 4

EMIRELIM L | FE#EH Amazon Web Services EEZ4| &

1. $TF App Mesh #2#l1& |, Wit H https://console.aws.amazon.com/appmesh/o

2. ERENPRIBRELFXHME, SIHTERENAMERNEURESZLZNME NI,
3. EEMSMAEFEEUMK,
4

EEREMERAVELAM K | REEFRER. MRELNKXBEARBREMKEEE |, W EREM
BRo M EMIBRFT A RERAIRI KRR, &R BeM BRAERIIK 7= 45 9 IR PR & RYEE A %

5. HEWIAESD , B A delete , REIEIFMIER,

Amazon CLI
EMIBRELAR R |, FEAH Amazon CLI
1. FRATHSHERENELNX (AZBCNredBEBRIXLEE)

aws appmesh delete-virtual-gateway \
--mesh-name meshName \
--virtual-gateway-name virtualGatewayName

2. HETRA

"virtualGateway": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:123456789012:mesh/meshName/

virtualGateway/virtualGatewayName",

"createdAt": "2022-04-06T10:42:42.015000-05:00",
"lastUpdatedAt": "2022-04-07T10:57:22.638000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

b

"spec": {
"listeners": [
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"portMapping": {
"port": 9080,
"protocol": "http"

]

iy
"status": {
"status": "DELETED"

}I

"virtualGatewayName": "virtualGatewayName"

BXfER for App Mesh BIBREIAM KW EZEE |, S5 Amazon CLI & d i delete-virtual-
gateway@if. Amazon CLI

ZESE::

/A Important
LI @A - 2026 £9 A 30 H , Amazon fFEIEX I ¥EF. Amazon App Mesh 2026 F
9 A 30 Bz/E , &8 EB 15\ Amazon App Mesh 12414 5 Amazon App Mesh &R, Bx
EEZER , BRI EEXEMNTRE Amazon App Mesh 2| Amazon ECS Service Connect.

RIS BR M IR AR |, R ERBAINAELRS . WREBHSEREE , AN REDEE
B FREE AR SS ZIKEEE_I%E‘EM&LEEHE%M%EFE’\JM%%HHO

BIEM <& H
Amazon Web Services BIRiE 4| &
E A EMXEE Amazon Web Services B2 4| &

1. 3TF App Mesh #2#|& , Pk https://console.aws.amazon.com/appmesh/o
2. ERECHPRUEMXEBHOME, 5IHTERENMEMEUREELLAZNMEMNE,

3. EEMSMARFELMK,
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4. EERBEEFMABAXRKNELMR. MRRKBFEEAMX , MEZELLE —MELNK,
IERBERNERVIKF 50 BRI A BB E AR B M X B A

EMXEERP , ERQEMKXER,

NFMXEHER , EEEATEMKXBEHNE .

FMREEHEER | Fi%ER http, http2 =% grpc.

EFNENEURSEH. WRZEIHEFAEURS , WEELRVNE-MELRS IR,

NEMRSREREESR VEREERFEXNNNKA, SFMEENRSAREMRS (BRARIATR)
B MR, FECEAELNRSRERHEERO,

10. (A& ) LR , BEEMMXEHNL LR
1. ¥TEEEE , FiEE :

© © N o O

o WMRFTESREN hitp/http2 :
- ( Wik ) HE - BEEEAR AR hitp/http2 5 R4 ITHELHY 75 5EFR Ko
o (WL ) WWOCH - CEEAARENKD, MREEBNRES NS , WEESCHRE
Ho
« (FIE) BE/ERKENE - EEERHI BRELRSWEABR ENERHNENS.
« ( °i% ) Prefix/Exact/Regexig £2-ICE M it B AR 7 5%,
o BIREE - BIABRT , MXBHNERERNEEN BRELRSHEN , TR

BREEN /. RELCEEELRSNAER , EARSERAELNKARBREEENIR
PR SCRFR SRR A B R EI RV EE 0 H o

/A Important

o BABERNBIRICHISE /aws-appmesh* 5 /aws-app-mesh*, XLEFIZ
REB IR App Mesh REBEEFA

s MRENLTZEMKIEH , ISFEREHNBREWHEBMEEHE, Fl0,
REERZRMXEH , HP—KWEHN /chapter , —FWFIERR /, WiE
3K www.example.com/chapter/ ¥ /chapter BIZRAY M < BB 1T IT
[T
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® Note

MREEAETRE/MRKNTHE , App Mesh &5 AR RIREL

( normalize_path %1 merge_slashes ) , L& KRRE i@ HI K EBEFE
Y AT BEME

HZEBERNEFFEATRANBERTIENN , e HIBEEBRE,

« BT - exact SHBEARENT D EE , ARRIABFURESZH URL TETE
B, EXRIREEH,

« ENRFALE —A THAZMERXKERE URLs AT BURRI M ¥E EBY £ THE,
(k) ERSH - WFBRAWLBEREERNSH.

( A% ) 53K - $6XE http M http2 BIFRK. ENZEEANFERMEETE , S EE BIRE
WARSS o

o WMRIEFT grpc EKH .

« ENABEEREMN (AL ) BR/ERTE - EEERBE BIRELRSHEAER LT
B ENA,

« grpc RE B

grpc RS UM ARFE APl , EXH. ProtoBuf

/A Important

BRRENRSZ BIISE /aws . app-mesh* B aws . appmesh, XLERSEBZFHRE
3R App Mesh RIEBME o

( Ak ) TEIE - $6E grpc T HE. BN ZEEARNBERMEICE | SR H T B ARE SR

%o

12. (A& ) NTEERE :

- MRFTEEREN http/http2 :
- MR BIR REEHCHERR .
- BEINEBENBHEE - RIANBERT , ENBFEEN BHRELRSHE R,
- BEABMNBEDEE - FBE , Prefix rewrite 25 EEE /I RH E.
- RFHEEBERIEENCHEER
- BEINEBENBHEE - RIANBERT , ENBFEEN BHRELRSHE R,
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- BEEE - EEEERENE. ZERIARE.
« MRENFRAKKBERIEEH R
- BEXNENBHEE - RANBERT , THNEBEREEN BRELBRSHER.
- BEEE - EEEERENE. ZERIARE.
o WMRIEFT grpc EKH .
- BEXNENBHEE - RANBERT , THNEBEREEN BREBBRSHER.
13. &R 012 M<K H U T Ko

RAriEmE

Amazon CLI
£/ Amazon CLIBIZM X< H,
FERUTHSREMKER , AEHA JSON ( AZBCWredBEEGRE )

aws appmesh create-virtual-gateway \

--mesh-name meshName \

--virtual-gateway-name virtualGatewayName \
--gateway-route-name gatewayRouteName \
--cli-input-json file://create-gateway-route. json

2. create-gateway-route.json RAIKAZA :

{
"spec": {
"httpRoute" : {
"match" : {
"prefix" : "/"
.
"action" : {
"target" : {
"virtualService": {
"virtualServiceName": "serviceA.svc.cluster.local"
}
}
}
}
}
}

3. TR
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{
"gatewayRoute": {
"gatewayRouteName": '"gatewayRouteName",
"meshName": "meshName",

"metadata": {

"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualGateway/virtualGatewayName/gatewayRoute/gatewayRouteName",

"createdAt": "2022-04-06T11:05:32.100000-05:00",

"lastUpdatedAt": "2022-04-06T11:05:32.100000-05:00",

"meshOwner": "123456789012",

"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",

"version": 1

1,
"spec": {
"httpRoute": {
"action": {
"target": {
"virtualService": {
"virtualServiceName": "serviceA.svc.cluster.local"
}
}
.
"match": {
"prefix": "/"
}
}
1,
"status": {
"status": "ACTIVE"
.
"virtualGatewayName": '"gatewayName"

AHXMEM for App Mesh RIEZMXBHAMWEZEE , HS1 Amazon CLI E FHcreate-gateway-

routef$. Amazon CLI
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Amazon Web Services B4 &

E AR < B Amazon Web Services EEIZ& &

1. 3TF App Mesh #2#|& , Pk https://console.aws.amazon.com/appmesh/o

2. ERENPRIBRMXEHOME, SIHTERENAMENEURESZLZNMEMNIE,
3. EEMSMAERELMRK,

4. EFEMNPBIBRM <R A E AR,
5

EMXEHART , EFERBROMKREEE , REEERER,. JBLENKSRIINEFRRE
Y, 8 B BRMIRER

6. HEWINMEF , A delete , RIFRIHMER.

Amazon CLI
(5 R BRI < B& BB Amazon CLI
1. FAUTHSHRENNXESR (LB N redBEHRXLE)

aws appmesh delete-gateway-route \
--mesh-name meshName \
--virtual-gateway-name virtualGatewayName \
--gateway-route-name gatewayRouteName

2. WHRHA

{
"gatewayRoute": {
"gatewayRouteName": '"gatewayRouteName",
"meshName": "meshName",

"metadata": {

" : "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualGateway/virtualGatewayName/gatewayRoute/gatewayRouteName",

"createdAt": "2022-04-06T11:05:32.100000-05:00",

"lastUpdatedAt": "2022-04-07T10:36:33.191000-05:00",

"meshOwner": "123456789012",

"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",

"version": 2

arn
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},
"spec": {
"httpRoute": {
"action": {
"target": {
"virtualService": {
"virtualServiceName": "serviceA.svc.cluster.local"
}
}
.
"match": {
"prefix": "/"
}
}
},
"status": {
"status": "DELETED"
.
"virtualGatewayName": "virtualGatewayName"

HXEM for App Mesh BB <BEANEZE S , H5 % Amazon CLI £ Ffidelete-gateway-

route® . Amazon CLI

EAT R
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LIEX @ - 2026 £9 A 30 H, Amazon fFEIEX I #E, Amazon App Mesh 2026 &

9 A 30 B2/E , BT EBIHE Amazon App Mesh # &) A 5 Amazon App Mesh &R, BX
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FTRE 0T B I B o R B 8 5% E LT RRBKEY Amazon BIRA R (ARN)., 1£ Amazon ECS £
SENHRAZRA (pod) HSEFFLEIRENESHMN Envoy RKERESA APPMESH_RESOURCE_ARN
IEFXE, Hli , ETAER arn:aws:appmesh:us-west-2:111122223333 :mesh/myMesh/
virtualNode/myVirtualNode., ERE/EFIBREE| node.id M node.cluster Envoy ¥, iR
BIZTEN , B4FEH 1.15.0 RESMRAH Envoy B, B App Mesh Envoy TEHNE 215
B , & Envoy.

(@ Note

ZRINBERT , 3 Envoy EIERMBERFSIFHE K , App Mesh A ERE
APPMESH_RESOURCE_ARN Hi s EN R RN B, BulBIFEABCHBEHIRE
APPMESH_RESOURCE_CLUSTER BT EREBEZIITH.

BIEELT R

Amazon Web Services BIEiR4 &
EFAEELLT = Amazon Web Services B2 4|5

$TFF App Mesh ##&lA , Witk 7 https://console.aws.amazon.com/appmesh/,
EREEEPOUEELT RME, JH T EHENMENBIURESELZNMEMRE,
FEEM S IERELT R,

ERVNEELTR , ARNENERNT SEERE.

WFEUT KRB, WAELT KRB

WFRFSEIAFZE , EEUAT R Z— :

o a0 bk~ w N~

- DNS-IEEE LT ST RN EFRKESH DNS £HB. Envoy REZEBET D# VPC F,
KRE M7 VPC ELERY DNS fRFSBF|RIZEFHEFRINIER, MRENZHAT , N DNS RFEH|R
B —AHBZAN IP bk, HX VPC DNS REMEZFEL , BZHN DNS 5£8 VPC —iE
fEf. ¥ F DNS WRKHE ( Wik ) , I8 DNS BB RAMNHRRE, ARYEHRRT
DNS f##r85iRE — AR IEHN IR S, wAEWKE DNS TR EEREIFAERS. BRiAE
T, BEMMER N 9SS,

(® Note
MREFEA Routes3 , NI FEFEA AR,
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« Amazon Cloud Map— EEIAENRFEHM HTTP (s B ZH,. HE , B A UERE
BAMITHIEERMEFRIEE App Mesh AJLAZE i Amazon Cloud Map BB . RAEITHE
FIE 8 E key/value X BYEHIF 4R El, EEH Amazon Cloud Map , Bk 7 %4018
BAwWSServiceRoleForAppMeshfREHEXAE., BXRMWEZESR Amazon Cloud Map , &
2 {Amazon Cloud Map FF & A RIEE) o

— MREHWELT SAFEEMAORE , BEFZW,
7. IP lRAEIEI

S BEIIA IP ARAITH |, BEIMNEABRERERBAN IP RA. BRIAMBERT , App
Mesh FERAZM IP R,

(® Note
EEATRILRE IP BRTIRASKBENZBET K LNMEREN IP BRI,

- BRiA
 Envoy #J DNS #Tes{t £ A IPve HELEREIRE] IPv4,

. Amazon Cloud Map MNRBMIPv4E , B FERREINU , REENLKRER
ZIPveibit,

« AN AREFUIENRSER IPVA it
« Envoy 1WTER48ERIFTE IPv4 Hidl,
- IPv6 Bik
 Envoy #J DNS #TEs{t £ A IPve HELEREIRE IPv4,
- REIR#IPv6uLIFE AT Amazon Cloud Map B , AEEIR N ERZIPvLMLE
« AXMNARFLIENESER IPve Mil,
* Envoy TSR 48E EIFFE IPv4 F IPv6 thiik,
. IPv4 BHik
 Envoy KY DNS f#Ar8s{L e A IPvs HELEREIRE] IPV6,

« Amazon Cloud Map tIR B IPv4iE , BT EAIREIN N , ABENLKER
ZIPv6itit,

« AXPARFOZRSER IPva i,

« Envoy M UTssERIFFAE IPv4 F IPV6 Hdlt,
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RAriEmE

- IPv6 R
* Envoy K9 DNS #4288 {X £ A IPv6.

- {XEMAIREIPv6 Amazon Cloud Map Byititit, #1E Amazon Cloud Map iR [E] IPv4 i
e, MAREER IP bk |, HRFZELERIRELS Envoy,

o NAHNARFAENRSER IPV6 i,

 Envoy TS8R40 ERIFRAE IPv4 F IPV6 thit,
- IPv4 RB

« Envoy B9 DNS f#4#785{XfE A IPv4,

« NEAIREIPv4 Amazon Cloud Map Byititit, 28 Amazon Cloud Map iR [E IPv6 it
i, MAER IP it |, FFZEERIREL Envoy.

- AAMRAREFNENKSER IPvS Hitt,
 Envoy USRS EEIFFE IPv4 F IPv6 thiik,
8. (Wik)EFHRKEBMIANE - KESRIREMRSBEENNMIAER,

(® Note

- MREHABEUT KRB AEREZTSENI (TLS) , MEWESIE —NRAYET

R, RAXRENEEUT RMERENES , UMEEHEELEA TLS. ARERAELEEH
BNEAZTIREBLERIFNELDTR. EXCERANRAEIENENESE
B, B2 Routes, MREFEMA TLS EFMIERERENELT K , W THEEF iR
Envoy RE A REATEEEFHWE T KM Envoy REBUWERES 2 5IHE TLS Bif £
TX, XAREAS BT Envoy KB LI TLS 4R,

« BAEABERRSHENLT IRFHNARZFHEN Envoy REERARER

o BMNBWEERSRRERNE , FEERBRRENNBRZELT REESZE
ERELT K

o (Hit) MREREUT REAZRELZESENN (TLS) ERRrEEWRERE | HiEF8EH A

TLS,

o (A ) MRERBVERN —IHZMEERAER TLS , THEBWOFRMA—IMF. BHR
mEMEA , FEBERMKO, NREREEEM[ARD , WEISAH RO BEHIT TLS,

« NTFRIEFZE , BETIEDN—. BEENLEPXNELFEAFERBEER, AXES

==

BESH IEBER,

BIBELT R
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« Amazon ABIEREMENEIEE — EFE—NHZ A MEGIUEH. BXRFEAHE ACM iEH i
FHWRGINARFBENIENTEES , S HES A Certificate M anager #1857 T &t
& TLS, end-to-end Amazon GitHub

« Envoy AR IBRSS (SDS) H£E — % A Envoy R B B4 XK T RS IRENH B 40 B o

o AR XHIEE - IEE Envoy SBBEMEXHRE EVIEPEXHFIRER, BXRERARMX
H BN REINAREFTEMISHNTEELS |, B RERA S RMERN TLS iEBEE TLS
GitHub, end-to-end

(k) MAEBERZAEN. ENMNEMAR SANs , HEFERM SAN, SANs Z41K H
FQDN = URI 1=,

( Wik ) EFEREFFHBIERBMUATEIZ — , AMEERSZSH[ERE S WHIEBAREZIED
HERBANE TLS BRRKIE, ETHEAEXNE TLS WEZEL | 551 App Mesh G TLS
B4 560 10F SR,

* Envoy B R BRSS (SDS) #£E — A Envoy R A ZHRIRSIRE BB 5o
« AR - 18X Envoy BBFBATE XA R L L VIE B8 X MFAH R
9. (Hit)BRFER - EEELT XI5 ZEER App Mesh E#ELBRS .

s HALBHELTREZEENELIRS M App Mesh EEEARS & #2552 Amazon BRE
(ARN),

(A ) MRENGHREM—H TLS RE , BiEE TLS RE , ARERBEMINE,
(k) WREREUTREM TLS EARRERE , HREBEGIER TLS,
(k) WRERBERN — NS MEROFEA TLS , BEKOFBA—IMEF,
ERMEMKD , HEBANKO, WREREETFHRD , WLXNAARKDBENIT
TLS.

« WTFRIUEFZE , BETIHRTZ—. BEENIPXNELFEEHFEREER, AXE
ZEE , BEH ILHER,
+ Amazon REIEPMRNHAEE — EE ARSI AFILEH,
- Envoy ZfAXIARS (SDS) £E — %A Envoy fF6£ f 40 KRS IRENMY B4 £ 7o
« A XHEE - $8TE Envoy ERBEFIEN A RS L AIEHEE R ER R,
(it ) MATEZAER. BRMEMAZE SANs , BEZERM SAN. SANsAIARA
FQDN = URI #& =,
(it ) EERHEFIRIEPMUATEDZ — , WEERSHFIERE A IRIEPNREIZIE
BHBERANE TLS HHRIE, BETHREXNE TLS WESEE , FSH App Mesh @
TLS S HRIUE X,
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* Envoy BRI ARSS (SDS) £ E — WA Envoy R ERAZHRIRSIRE BB o
o AR XAFEE — FEE Envoy BREBATFE MRS £ AYUE P 88 AR MR A RV BR R o
- BERMEMER , HREMNER,
10. ( Wit ) B&RIER

EREAFRIEE , BRALHE Envoy EFAMN HTTP 1HR B ERR, BAHEEFERZ/dev/
stdout#g® , ABEE A LAE A Docker HERZIFEFIFEH Envoy AES H I 20 Amazon
Lo CloudWatch gs 2 £ RS .

® Note

A RS SN AR F AR ER TR REEB R, I XHBEEMRIER Envoy
BERFHENNVE,

1. mUTEREE

ITEE X #EHTTP, HTTP/2, GRPC F TCPHio. A X# HTTPS,

a. MREVERTREEAWRE , FRHMTEEER DML, http I8 R UFEREER
3| websockets, & LA SR 28 SRR MZ MRS, BRRIZMIFBRIZITES.

b. (Tik) BRERED

EEONPRS Envoy ATEIN SR N ARFEFEYNERZRE, CEERPENEEN
ARFEZEETEREN , AAVERENABRFNERARREEL,

AT LAR R LT ST 2R B B B AR IE EOMIRE . App Mesh BIAE P imEZMIRE R
TR, Nt 7 MBS,

(® Note
E Bt R O BR ST CAAR R, 20 RIR BV AT BRI IR tep , MIMNIE
ZE maxConnections, 1REHYIITERIHINA grpe = http2 , M{XIEE
maxRequests, R EHY Y ITEFHILE http , M BT LAF AT HEE maxConnections
M. maxPendingRequests

« WTFRREEY , BEERAHBEZER,
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(Al ) ERAFLEBEERKS | BEERBFRERERZE , Envoy BAFI R FHESIHY
mHIERE. BRIAMERN 2147483647,

c. (Hit)ERAREERLN

B F & ik Envoy R EERN A TFEFiHXI M EEN B HT RENEE Y BREIT
. ER-MIERFXNIEN , ATRELDERSHEDNENRSEITRRL.

FREERNSITHELEEFPRINEERESSHASHPNRIAE , FFEME
TTEFEN AR FEEDBER,

(® Note

EFRMNBRFRENATREERFEERN , ZELT SHNERFSRKIFETR
Amazon Cloud Map 2 DNS , WaR3 8 7 B3 i% B HENDPOINTS, 0 5R &5 F M i
A} DNS BRE &AM 5% LOADBALANCER , M| Envoy RIEBR &i%FB—/N IP it
FEEHE LRSS . XN —HENPHRHESTRETENENNFEERUIT
NTH. Bx Envoy RESRFAIMKBEMEAINTINESFHAER , BSHR
SRMAEED .

- WTRFHFEIR , BEERHAERNES 5xx Hixo.
- WTREERNRFE , &5 EH 5310 2 [ #Y &8 B B2 4L,
« WTEARFRRIGENE , IEERHBREVAE A0 B M LA
- NTHBEEDL , BEARTFEBF IRHBRNENNEXE D,
d. (") BAETRARE — BEESTRARERKIIRE.
BITRARERBE R RN , BRNRENSTRARBEEETMAE , WLHANEER
H, STRIREER. STRIREDN. BEEHBNESTRITEREREEE.
« WTF BTRAREDY , HEFE— ML MRIER grpc , BEVRS BARFE GRPC
BT BT,
s WFETRARERA , BENNESTRAREN KD,

- NTEFRE , EEEFRMAHRSTREREFZH , KHHNNESKIBEITIRR
KRERE,

s WTFETRARERR , BEERTERETRARERRE (ZY ).

BIBELT R 112


https://github.com/grpc/grpc/blob/master/doc/health-checking.md
https://github.com/grpc/grpc/blob/master/doc/health-checking.md

Amazon App Mesh AriEE

« WTFBRE , EESTIRAREE RN BREE, XIASTRAREDN http
http2 B ERALE, N TEMDI , ZERFEBE.
- NTENERY , EERUBCRBETRAREN RN EFHFNNE (ZEY) .
s WTFAEEBRE , EEEFAMRTRESTRIFTEEZA , BAHIRERKKAZIT
RRREIRE
e. (FE)REATLS A1t —BEEHMELNT QWMAER TLS BZELT QBEE.

« WTER | BEEEMITER LERE TLS fEK,

« XtF Certificate method , HUIT T HigEZz—  IEPHITHEEEMAER, BEXEZER
BSE EPER,

« Amazon Certificate Manager ¥ &-EFMEIE P,

« Envoy A X ILBRSS (SDS) £E — A Envoy 5 A A XM ARS IR ZH A
Mo

o Kb XHEE — EZE Envoy REM XA RS LIEEIEPEE 4R RURTLAA,

« (W) RBREFEEFRIEPNMUTEDZ — , MEEEFHREEIERSNBEANE TLS
BRI, ETHAEXNG TLSHWEZELR , FSH App Mesh XUaE TLS & A RKIEX
=
« Envoy A X IBRSS (SDS) £E — A Envoy 5 A A XM ARS IR ZH A

Mo
o Kb XHIEE - I8E Envoy BEIEXH RS L HIEPEEXHRE,

« (AR ) MAZEZRAEN. ERMEMRNZE SANs , FBFIEFERM SAN, SANsLHE
A FQDN & URI &3,

f. (k) Eet

® Note
MREIEERN BB X TRNE , 54 IREE BB R NE e e E X FRINME
MEgE. B2 , MRNENNEFEEETRNENE , WTBUERER Route
W EE. SXESELR  BSEER.

o BFEREBE — MRERITEFHIIPIGERT grpe. http = http2 , N AT LA EFRE
Bfo BRIAMER 15 %, 0 BEEAEN,

« R — SRS EMmITER S IGEE ZE R A, BRINMES 300 B
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12. EFQBE BT QUK.

Amazon CLI
£/ Amazon CLIBIZE#LTT =,

FERAUTHSHMA A JSON X462 MEH DNS #TRESAMNELT = ( BEECHWredEER
') :

aws appmesh create-virtual-node \
--cli-input-json file://create-virtual-node-dns.json

2. create-virtual-node-dns.json REIPAZE :

{
"meshName": "meshName",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
b
"virtualNodeName": "nodeName"
}
3. wHRH:
{

"virtualNode": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualNode/nodeName",
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"createdAt": "2022-04-06T09:12:24.348000-05:00",
"lastUpdatedAt": "2022-04-06T09:12:24.348000-05:00",
"meshOwner": "123456789012",

"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

},
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
I
"status": {
"status": "ACTIVE"
},
"virtualNodeName": "nodeName"

BxMEH for App Mesh BIZEINT RN EZEL , 231U Amazon CLI & Ficreate-virtual-
nodefi®. Amazon CLI

R B R 40T R

(@ Note

MREAT REEAREPREEN BB EEFAEL RS PEENREE WL EFER
BRo

BRI R
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Amazon Web Services BIEiR&| 4
E 4 AMBRE LT & Amazon Web Services BE L4 &

1. 3$TFF App Mesh #2&|& , P4k https://console.aws.amazon.com/appmesh/o

2. EREMNPRIBRELT SNELME, JIETEBENMEMNEURESEELZNFEME,
3. EEMSMAHERELT Ko
4

EEMATREF , ERENBRNEATR , REEEMER. ERERELT K, BHNIKS ID &4
MBI EET QB W%Fﬁﬁ%:ﬁﬁﬁﬁﬁ%ﬁuqﬂo

5. HEWIAED |, B A delete , REIEIFEMIER,

Amazon CLI
(55 F A BREE #4157 = Amazon CLI
1. FEAUTHGSHBRENEUT R ( ARECNred BB HRIXEE)

aws appmesh delete-virtual-node \
--mesh-name meshName \
--virtual-node-name nodeName

2. RHRH

"virtualNode": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualNode/nodeName",

"createdAt": "2022-04-06T09:12:24.348000-05:00",
"lastUpdatedAt": "2022-04-07T11:03:48.120000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

},

"spec": {
"backends": [],
"listeners": [

{
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"portMapping": {
"port": 80,
"protocol": "http"

}
1,

"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
.

"status": {
"status": "DELETED"

}I

"virtualNodeName": "nodeName"

BxEH for App Mesh BIBREINT RMEZE L , 39 Amazon CLI & Hidelete-virtual-

nodefis . Amazon CLI

RE 2L B% FH 25

/A Important
KIFRIEEH ;- 2026 £ 9 A 30 H , Amazon fHEIEX I, Amazon App Mesh 2026 &
9 B30 BzfE , 89 FEBihE Amazon App Mesh #2244 5 Amazon App Mesh &R, Bx
EEZER , BRI IEEXEMNTE Amazon App Mesh 2| Amazon ECS Service Connect.

Ch

ELEERLERTENMERN - I RS MEMRSHRE. CIZELIRHRG , LRSI BRI ELEE
HER OB A KREKIEH |, UFEANBERERETEREMT R0
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____________________________________

Destination’s virtual
router and route.
HTTP route

prefix: [
Route B

targets: _ _
Virtual node destination

/J-/‘:r/ + WEIEht
B i

H‘___‘E Route B’

New service or service
version

____________________________________

SEHYRE A BR F BR TR T VAR A SR B R FE TE 0 LW 2% o

Bl EL R BE
Amazon Web Services BIEBiE4l &

EFE A2 E LI B Amazon Web Services EIBiRE A

® Note

REREREN |, KTURNHFAREN GRS ZEIERSR |, SRR B 5029 E LK H
BRRERAY a5 B 22 H 5K,

1. 3TFF App Mesh ##|& , Wit A https://console.aws.amazon.com/appmesh/o

2. EREEHPOUBRELRARNME, 5HTERENMENKRUR ESELZMFRERME.,

3. EEMSMYF , BFEMKAR.

4. EFGIZEDERAZN,

5. WTELBHERB[EN , NENELKAREE—NEW. THET 255 MNFH, HF. EFH
MTRILNAE,
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6. (Wit)XFHWeEE , NENELEBIFEEROMDPIL. httpliTes RIFEREEKRT
websockets, &AL HRIIITEESRRIMZ M. BRI NBRIZMTES.

7. RO RE 0B HA AR LA SE AL

Amazon CLI
£ Amazon CLIBIZE I BEE,
FERUATHSRRELEHEHAA JSON ( AEECNredBEEHRE)

aws appmesh create-virtual-router \
--cli-input-json file://create-virtual-router.json

2. 7%l create-virtual-router.json IR E

3. ‘
"meshName": "meshName",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
]
},
"virtualRouterName": "routerName"
}
4. HHRA
{

"virtualRouter": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualRouter/routerName",

"createdAt": "2022-04-06T11:49:47.216000-05:00",
"lastUpdatedAt": "2022-04-06T11:49:47.216000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
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"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1
},
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"

]
},
"status": {
"status": "ACTIVE"

iy

"virtualRouterName": "routerName"

BXRERAERT App Mesh KR E B HESH Amazon CLI EZER |, B RSERRFH

create-virtual-router i85 Amazon CLI

Rl B KE #0035 EB 25

® Note
MREVBHBEEMRE , RENMREBEENEAEURS RS , WFEERFEMBR,

Amazon Web Services BIBi& &
E (5 FAMIBRE L B ES Amazon Web Services EEIR4| &

1. $TF App Mesh #2#l& |, Wit H https://console.aws.amazon.com/appmesh/o

2. EBRENPHRELEHEFOMNE, JHETERENMENEURESELZNMEME,
3. EEMSMmAP , EFEEURBSE.
4

HELEHESIFRT , ERERRNELIREER  REEEE EANMER. EMRELEHDR
EIKF 1D ZIFTERE LLER 2R HY Mesh FRE B ERATE &5 H,

T BR RE #0L3% Eh 25
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RAriEmE

5. EWINMET , B A delete , RFHE MR,

Amazon CLI
= (5 FA i BR RE £\ 2% FH 2§ Amazon CLI
1. FRAUATHSHERENELEEHES (A ZBCWredBERIXLHE)

aws appmesh delete-virtual-router \
--mesh-name meshName \
--virtual-router-name routerName

2. WHRHA

"virtualRouter": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualRouter/routerName",
"createdAt": "2022-04-06T11:49:47.216000-05:00",
"lastUpdatedAt": "2022-04-07T10:49:53.402000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2
},
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"

o
"status": {

"status": "DELETED"
},

"virtualRouterName": "routerName"

T BR RE #0L3% Eh 25
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RAriEmE

BXMEH For App Mesh IR HESH Amazon CLI EZEE | HSRSERE DK delete-

}

virtual-router fi%s Amazon CLI

Routes

A

Important
KIEHIFEH ;- 2026 £ 9 A 30 H , Amazon fFHEIEXHIX#F, Amazon App Mesh 2026 £

9 A 30 B2fg , BT EB1HR Amazon App Mesh ##lA = Amazon App Mesh &R, Bx

EZER , BRI IEEXZEMNTE Amazon App Mesh 2| Amazon ECS Service Connect.

PR EE M EIRRE, ZIRHAATEEX ELEHFNERARES RBERBRNENT R MR
BREAESIEREE , EUAHRESEE — MRS MERELT Ko BRLNENELT LIEEEENN
B, AFEAHBELERS MEHHEER,

eledizgss

Amazon Web Services IR 4|4

EFEABIERKZ% Amazon Web Services B4l &

1.

2
3.
4

o

$TFF App Mesh #25H|& , Witk https://console.aws.amazon.com/appmesh/o
ERERHPOEBHANME. 5IHTERENMEMEUREELZLZNMEMNE,
EEMShF , EFELEBSR.

ERERFEEES 2 RBENEL MR, WRRBIIHEMEHE , WERLE - M EDE

i85
ERART  ERCERSE, EOEKRE , XIFENKS, ID JIRZBENERAEE.
XTREBARN , BEERTENBBENBN.

NTRRARE | EREERHNDIN. FEFADMIREGEN BE R H 27IE A 0TI SR 1Y

BRI R B BBV 00T AR AL,

(k) EEELERT , M 0-1000 FEF—MEARUA TENEEE, BHBEFEEEN

ERTEE , EF 0 BR&RSMLER,

Routes
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9. (FE)EFHMEE, NTEHMNDNF , REENRAREEENIN , ARESEEES
AHEERE

10. ¥ TEFEE , ERERRERBIINE App Mesh EELTT RABENE, & LUEER
BFRRARMEMBIR. B BN E D LMERSHET 100, MERIHEFMELT R, T
BAFHE—NEUT R MRFIEELT RKESMMTEE , UFEBHRKD,

1M1, ¥TEEEE , FEE

EEREEFERT tcp

o MR http/http2 RIEERIFE -
o (HE ) BE - BEEEEAN http/http2 E R TE K 7 5ERL
o (WL ) WAKEE — TEREEARENKO, NREEDEHBESNMINSE  NWEEET
[
« (M%) Prefix/Exact/Regex#&#%-PC i W 1t B 28 75 5%

BIRIEE — BIABRT , MXBENTEERFEEN BRELRSHNEMR , EEH
BIRFEEN /., BREEREEURSIHNAN , CAESEREL R HARRERENT
B FERBAITRNELT Ko

® Note

MREERAETRB/ABRNEE , App Mesh &5 ARREIRAL

( normalize_path 1 merge_slashes ) , A& KRE @2 HIKZRERE
EIJ—.I-EE o

HZEBERNEFFEATRNBERTERN , e HIBREBRE,

« BHTE — exact SHRLEABRENID D TE , ABRIAFIRESLH udl T2E
i, FRIREEH,

« ENREXEE — A THRZ MM HESEER £ AT BUR B s £V BN TTEAVE R,
« (FE ) ERNSH — KFRANETCEERNSH,

« (HiE ) Rk - $E5E http M http2 ARk, ENZEEARNFERMEE , KB BIRE
WSS o

o WIREET grpc EKH .
- BREEM — ELBERNBEFRS.
- FEEM — ELBBERNBERSE.
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/filters/network/http_connection_manager/v3/http_connection_manager.proto#envoy-v3-api-field-extensions-filters-network-http-connection-manager-v3-httpconnectionmanager-normalize-path

Amazon App Mesh

RAriEmE

o (HiE ) THEE—BREIBENFERREE Match, AIERABERATITE S 824215

Ko
12. RFEBIERER,

Amazon CLI
£/ Amazon CLISIZEE A,
FRAUTHSEE gRPC BEHH A JSON ( BB CHESfredE ) :

aws appmesh create-route \
--cli-input-json file://create-route-grpc.json

2. 7R~¥l create-route-grpc.json IR E

{
"meshName" : "meshName",
"routeName" : "routeName",
"spec" : {
"grpcRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "nodeName",
"weight" : 100
}
]
I
"match" : {
"metadata" : [
{
"invert" : false,
"match" : {
"prefix" : "123"
},
"name" : "myMetadata"
}
1,
"methodName" : "nameOfmethod",
"serviceName" : "serviceA.svc.cluster.local"
},

"retryPolicy" : {

Routes
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"grpcRetryEvents" : [ "deadline-exceeded" ],
"httpRetryEvents" : [ "server-error", '"gateway-error" ],
"maxRetries" : 3,
"perRetryTimeout" : {
"unit" : "s",
"value" : 15
},
"tcpRetryEvents" : [ "connection-error" ]
}
I
"priority" : 100
I
"virtualRouterName" : "routerName"

3. mHRA

{
"route": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualRouter/routerName/route/routeName",
"createdAt": "2022-04-06T13:48:20.749000-05:00",
"lastUpdatedAt": "2022-04-06T13:48:20.749000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

I,
"routeName": "routeName",
"spec": {

"grpcRoute": {
"action": {
"weightedTargets": [

{
"virtualNode": "nodeName",
"weight": 100
}
]
.
"match": {
"metadata": [
{
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"invert": false,
"match": {
"prefix": "123"

.
"name": "myMetadata"
}
1,
"methodName": '"nameOfMehod",
"serviceName": "serviceA.svc.cluster.local"

.
"retryPolicy": {
"grpcRetryEvents": [
"deadline-exceeded"

1,

"httpRetryEvents": [
"server-error",
"gateway-error"

1,

"maxRetries": 3,

"perRetryTimeout": {
"unit": "s",
"value": 15

},

"tcpRetryEvents": [
"connection-error"

]
}

.

"priority": 100
.
"status": {

"status": "ACTIVE"
},
"virtualRouterName": "routerName"

BxEH For App Mesh 8|3 E Amazon CLINEZER |, B

%, Amazon CLI

S S EZ R B P create-ro ute
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gRPC
(®Iik ) PoEe

o (k) MABRRSHEBRSEMUALTERFER, MREFEERR , WS CEXMEAIRSHIER,

o (A& ) MABRTENGEBMAEEREER. MRFEEER , WeEEREMNMEMGENER, MR
BEREBW , WHBTUEE RS B Mo

( Ak ) TR
RN TR
o (R ) MAZEFENRBAKENTHEEN  ERTRXE  AERALEE, ERRENFTEMER

Bk Bltn , MREF ABFEAHRIEEImyMetadata , FEEEREENEH , MEEEEER
123, R, NZBEFTE TBITER U 123 2 ANEMEF LV ER,

o (AE ) EEFMTHFEUNNEZ +A THED.

(k) B

ERRBETFRTUARP ACEIARMMNEHELRBMRSFREENLIE, ERXRKERAE
By, BRUER, ERENEENERERZE ( 2fR=E ) HERE, MREREXERE
B& , BA App Mesh TTRE2 BB N BFRIEHGIEIRMINKK, AXESER , HEH MABAERE
B o

- NTFEHERN , ABRNBENRANEVE, NREEREMDNERSHE , W45 A —ME.

- EERENENP , ERF-NEMN, WREERTAHPNERSH , WATHA—ME,

s NTFJRAEFHREY , HABREBWIRITHRARERRNR, WREEFREMPRERSBH , WA E
A—MNME. BNEBWEDREREN2.

« EE—ANHSZAN HTTP EREH, RINBUEDEERBRMMKE R,

- EF TCP EEH,

« EE—NHZN gRPC EREHN. RINBWELEEEECEETTA,

( ATk ) At

« MIAMEN 158, MBEEETEREKE , NELALEENFEAE NG RTHE T EHIFENE
FUBEEHARBPELNRGAERNRE , IHEENERRETEETH. MREEENFENE AT
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15 %, FWENEFAELT K Target WITREENENTHBAT 158, BXESEELE , S
58 B2 7 Ko

° @{E’Jﬂ_jmiﬂﬂqo
o B LUAL T Z ARSI HKETE,

HTTP 1 HTTP/2

( ATk ) i

- BERBNERNAISR, i, MRENELIRS BN service-b.local , HEEHERBT
BEREE R service-b.local/metrics , MBIRM A /metrics, IEEFMBREN / BH.

o (HEE ) EE—FEE,

o (W) B‘EEBE—ANFR, MGERT HTTP2 &M,

( Alik ) #R3k

o (A ) EBFIIIRL, WMABERNRBKRENIRLERN  RREEXE  RAEWATEE. EFxR
G EEREARE R, fli  WREEE— SIS 123 BEF clientRequestId BIFRL | RE%
BRE  NZBAEERLRN 123 2 WEAEF LB ERBTE .

o ((HEE ) EFRIPRK. E&RZ LRI+ MR

( Ak ) EEARMEK

B E SRS B RT B O R S AR NG RER R RS SRR RN, SRAEKETS
%, BERWER. BRENETVERERSR (QEIRRE ) WENNE, NREKEERE
B , B84 App Mesh AIAE L EIF) h BREMOIBIRINEMR, EXTLEL  B2H RUABHERE
B,

- NFEEHBN , W ABNFEN RN RUR, NREEREADNELEHE , WX5H A —ME.

- EEHBREND  EFE-NEMY, MREERTAHUEASH , WLTH A —ME,

« NTJRAEFHRY , HABRRAVTRITHHRAERRNR, WREEFREMDPREREH , W A5 50w
A—NME, BINEWEDFEREN2.

« BEE—ANHEZD HTTP EREH, RINBUZDRERBRNMMKER,

- EE TCP EilEH.
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( ATk ) et

« ERER — RABREEN 15 . MREEETERRE , NELLEENFEMNEMNALAKRT
FETERFEMNARAEEENRBEHFELHNZRAERRY , IHFEHEIRKES BET Ko

- ZHRBTE — BRIAMESN 300 ¥,
* 0 {E’Jﬂ_jmiﬂﬂqo

(® Note

MREEENENNERTRAME , FBERAFMAELNT RS 5EMITREEN B A E © X
TRIME, BER , MRSFERELAEIETROAMENE , WA BLEREREMNT KBV E
ME, AXESEL , BSRENT R.

TCP
( ATk ) e

- ZREK — BIAMER 300 .
+ 0 ﬁi’%ﬁﬁﬁﬁqo

il BR B8 %
Amazon Web Services BIEi24| &
EMBRIERS |, &6 H Amazon Web Services EIE 124 &

1. FTFF App Mesh #2H|& , Wit Fhttps://console.aws.amazon.com/appmesh/o
ERENFRERRENME, JIH T ERENENBUR ESELZNE MK,
EEMSHS , EREMEHR.

143 M\ A I R B R Y BR R B o

ERERD , EREMRNEKL , AREEA LAOMBIER,

FEWIAEF , BA delete , AR5 H LM

2
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Amazon CLI
EIRRER L , A Amazon CLI
1. FRUATHSHERENES (A RECNredBEERIXLHE)

aws appmesh delete-route \
--mesh-name meshName \
--virtual-router-name routerName \
--route-name routeName

2. R

"route": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualRouter/routerName/route/routeName",
"createdAt": "2022-04-06T13:46:54.750000-05:00",
"lastUpdatedAt": "2022-04-07T10:43:57.152000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",

"version": 2

},
"routeName": "routeName",
"SpeC": {

"grpcRoute": {
"action": {
"weightedTargets": [

{
"virtualNode": "nodeName",
"weight": 100
}
]
1,
"match": {
"metadata": [
{

"invert": false,
"match": {
"prefix": "123"
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},
"name": "myMetadata"
}
1,
"methodName": "methodName",
"serviceName": "serviceA.svc.cluster.local"

},
"retryPolicy": {

"grpcRetryEvents": [
"deadline-exceeded"

1,

"httpRetryEvents": [
"server-error",
"gateway-error"

1,

"maxRetries": 3,

"perRetryTimeout": {
"unit": "s",
"value": 15

I

"tcpRetryEvents": [
"connection-error"

]
}

},

"priority": 100
},
"status": {

"status": "DELETED"
I
"virtualRouterName": "routerName"

BXMEH For App Mesh il BR3& 2 Amazon CLI HEZER

4. Amazon CLI

BESHSZER M delete-rout e iy
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Envoy & &

/A Important
KIEXIFIEA - 2026 £ 9 A 30 B, Amazon fFEIEXNMIZHF. Amazon App Mesh 2026 &

9 B30 BzfE , B9 BihE Amazon App Mesh #2244 5 Amazon App Mesh &R, BX
EEZER | BRI EEXEMNTRE Amazon App Mesh 2| Amazon ECS Service Connect.

Amazon App Mesh & F Envo y fRIER RS P&,

ECS Task / Kubernetes Pod

Port

“““I —

Proxy Microservice
Container

External traffic Port 8080

rl
<

&2 [ Amazon ECS 1£55. Kubernetes pod A& App Mesh i R FRR"HY Amazon EC2 S£41

( Hlgn : BEVT [SSERIRR ) R0 Envoy K3, App Mesh tHE T —/> Envoy RERRER , 1Z
REEMSITEFNRBMEEEN. ERRREHHMTESRZE , App Mesh 21B#E App Mesh Zhae &Ml
RENFH Envoy RIEBRRA,

45 R4

App Mesh 2t 7 Envoy RERB[HEENW AT EE, HENXBIET Envoy REWES App Mesh
FEFEBTEE , UKk Envoy REINMAEERE. —NERIVERSR , ©55E App Mesh fRS 1 =0B
B, B—HTHEE FIPS-compliant , ©5 App Mesh FIPS IRk 28 (E , H7E App Mesh BRS 2 EIHY
TLS BEHEFIINIT FIPS N2,
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BN THEHNIIRPER - MMXESR , B TUNBRMNO LR FHEEPEE—IERN aws-
appmesh-envoy K& %,

/A Important

- M 2023 %6 B 30 BifE , RE Envoy &v1.17.2.0-prodHESRA T LS App Mesh
RB. WFZaIfEA Envoy BEMNYFTEFv1.17.2.0 , REINEM envoy FTFHERA |
BERAMNBEZNEVUEB IR HTRA,

- ERJRESRR , BB UEEE Envoy RAARBIZIRA. REZHFH Envoy lRAL T
BRHZEAT . THEEA R MRS S AV IR,

e RA 1.17 3 Envoy WEREH. BXREZHFMEE Updating/migrating , i5Z 7 Envoy
1.17,

o OFRBRAK1.20.0.1 HESIRA ARM64,
o MNZE IPv6 ¥ , TE Envoy IRA 1.20 RESRA,

® Note
FIPS {XFEXEME XY X 7 A,

B X ER A LARegion-code Bt Ame-south-1, , ., ap-east-lap-southeast-3eu-
south-1il-central-1, MUARNEAXEFaf-south-1,

PRE
840364872350 .dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod
FIPS-compliant

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:vl.34.13.1-prod-
fips

me-south-1
i
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https://docs.amazonaws.cn/app-mesh/latest/userguide/1.17-migration.html
https://docs.amazonaws.cn/general/latest/gr/appmesh.html
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772975370895 .dkr.

ap-east-1

PrAE

856666278305 .dkr.

ap-southeast-3

PRAE

909464085924 .dkr.

eu-south-1

PRAE

422531588944 .dkr.

il-central-1

;3

564877687649 .dkr.

af-south-1

PRAE

924023996002 . dkr.

cn-north-1

PRAE

919366029133 .dkr.

ecr.

ecr.

ecr.

ecr.

ecr

ecr.

ecr.

me-south-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod

ap-east-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod

ap-southeast-3.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod

eu-south-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod

.il-central-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod

af-south-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod

cn-north-1.amazonaws.com.cn/aws-appmesh-envoy:v1l.34.13.1-prod
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cn-northwest-1
PR

919830735681.dkr.ecr.cn-northwest-1.amazonaws.com.cn/aws-appmesh-envoy:v1l.34.13.1-
prod

Public repository
FRAE
public.ecr.aws/appmesh/aws-appmesh-envoy:v1l.34.13.1-prod

FIPS-compliant

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.34.13.1-prod-fips

(@ Note

ENEWH Envoy RSP B 512 N CPU £ Ttk E4 64 MiB BN 7F. Fargate EA[ZR B &
'NATFER 1024 MiB, (IR R[ARGHMIERREB T ATENMSIERATZE , WA LAEM
Xt Envoy BResfV BRSO B

(@ Note

Mv1.22.0.0 FFEEHIFRE aws-appmesh-envoy &5 & M iRA&BZ /A Distroless Docker
MREHMEN, BRIMNETHIERRN THPMRER T HREMRGEPREANREBPFENTR
TERBEX, WREE aws-appmesh-envoy Efz L ITHE | BIRHKE FL AL2 BT
(Hl%0 : yum ) REINEE , BBARMNEVEM aws-appmesh-envoy EERFE | =3 # X
HREE—NETF AL2 B9FTHY Docker BR1&,

BT A4+ K EHRE 0 B E XK Docker B aws-appmesh-envoy:v1.22.0.0-
prod-al2:

cat << EOF > Dockerfile
FROM public.ecr.aws/appmesh/aws-appmesh-envoy:v1.22.0.0-prod as envoy

FROM public.ecr.aws/amazonlinux/amazonlinux:2
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RUN yum -y update && \
yum clean all && \
rm -rf /var/cache/yum

COPY --from=envoy /usr/bin/envoy /usr/bin/envoy

COPY --from=envoy /usr/bin/agent /usr/bin/agent

COPY --from=envoy /aws_appmesh_aggregate_stats.wasm /
aws_appmesh_aggregate_stats.wasm

CMD [ "/usr/bin/agent" ]
EOF

docker build -f Dockerfile -t aws-appmesh-envoy:v1.22.0.0-prod-al2 .

£ Amazon ECR Hi5[E it RS EBEHI R B Amazon Identity and Access Management (IAM) 324,
Hit , BAFRER 1AM R IE SR AEX Amazon ECR RYIEEMR R, Hlin , #£ 468 Amazon ECS &Y ,
BE LA Amazon ECS & A EEHNESHITAR, NMREHEAREILREERN Amazon ECR %
R IAM KBE | BSAEINE AR TS EARR aws -appmesh-envoy F#EER S E#XH Amazon
FIRER (ARN) o B30, ¥ us-west-2 #X , BAWFHEUTEIR : arn:aws:ecr:us-
west-2:840364872350: repository/aws-appmesh-envoy, BXxEZER , HSH Amazon
ECR HEH I, MRMBELD# EC2 K4 LM Docker , i&EXT Docker i EH 1T H MR, Bx
BFZER , BSEEMEEHRIT,

BIBREXMBHFH App Mesh Thag , XETHEEMHB T Envoy WEXR , XEFREHAESHE L

B Envoy 8. BEF Envoy EREHE LA FERAIXLEHE App Mesh ThEE , HAfEHA
App E Mesh-vended nvoy Bea&E . BXTESIR , S H App Mesh GitHub B4 B+ 5Envoy
Upstreamir &G <M B, HRAEBICH App Mesh Envoy BESHBGIEN RiE XA T,

Envoy BlEZ £

/A Important

KIEXIFIEA - 2026 £ 9 A 30 B , Amazon fFEIEXNMIZHF. Amazon App Mesh 2026 F
9 B30 BzfE , B9 BihE Amazon App Mesh #2244 5 Amazon App Mesh &R, Bx
ELZER , BRI iEEXEMNTRE Amazon App Mesh 3| Amazon ECS Service Connect.

FERUTHRETERNEMN App Mesh BT SESABE Envoy B,
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https://docs.amazonaws.cn/AmazonECR/latest/userguide/Registries.html#registry_auth
https://github.com/aws/aws-app-mesh-roadmap/labels/Envoy%20Upstream
https://github.com/aws/aws-app-mesh-roadmap/labels/Envoy%20Upstream
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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® Note

App Mesh Envoy 1.17 X #F Envoy #J v2 xDS APl, IRE AN 21ESF Envoy Bl & U
Envoy FLEZ £ , M ABRFHEHE N A v3 xDS AP,

PVENTE

i App Mesh Envoy BREHEELTIMNETE, T8 R8T Envoy BIGMZA 1.15.0 RESKR
K, MBBEANRRERAHIRSG |, W40 2KFH APPMESH_VIRTUAL_NODE_NAME &£,

APPMESH_RESOURCE_ARN
4% Envoy RERFMEMESER , BRFHFREERENFSAFMARNEDT RFEMUMKH

ARN, THHIZRIZERHE ARN :

« EH\TT = — arn: aws: appmesh:: mesh/ /virtualNode/ Region-code 111122223333
meshName virtualNodeName

« EEIM>x — arn: aws: appmesh:: mesh/ /virtualGateway/ Region-code 111122223333
meshName virtualGatewayName

CIpriA:

il

LR EZ EXF App Mesh Envoy BREF =2 AIER
ENVOY_LOG_LEVEL
{EE Envoy AEEH HEL B,
BME : trace, debug. info., warn, error, critical. off

ZRIAE : info
ENVOY_INITIAL_FETCH_TIMEOUT

16E Envoy EAIMRLEBHERERAEERS R/ E —NEE WA AT E

BXEZEER , B55H Envoy X#HH Configuration &R, iIREBHN 0 & , SR EEE,

HiAE : 0
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ENVOY_CONCURRENCY

/B3 Envoy BH&ZE --concurrency i H{TkTl, BINERT , FIREZED, METTE
Envoy ARZ v1.24.0.0-prod ESRAF A,

BXEZER  FHHGBTITET,

FRXENETEXEE Envoy HEEEZO,
ENVOY_ADMIN_ACCESS_PORT

EE Envoy EMWTHEENLER®O, BIAE : 9901,

® Note
Envoy & i O R A [E T K2 £ M 5< 5 K2 015 = £ B9 AT {0t AT 2R i OO

ENVOY_ADMIN_ACCESS_LOG_FILE

BEEA Envoy 7R HEN BEN KR, BRIAE : /tmp/envoy_admin_access.logo
ENVOY_ADMIN_ACCESS_ENABLE_IPV6

¥k Envoy HEBEREUES IPv6 RE , XHZEOR T LRENES IPvs REFM IPV6 RE.
BRINBERT , WWAsRIZE N false , B Envoy R IPv4 RE. EEREEAT Envoy EBIR
7 1.22.0 HFE SR,

REZE

fEFIXLEIRE R E R Envoy ELE Amazon App Mesh R, BEXEZER , BSHERT Envoy B
App Mesh R IE,

APPNET_ENVOY_RESTART_COUNT

EERBEEEEZTHESSHAEE (pod) RPEHFH/Z 3N Envoy RIEH A ( ERAZRA (pod)
BBl ) . REXELXESIX Envoy B HEMIEFBHRES , ETHESR, ZTENRIAENRN 0.
RERINMERE , RET 22 HERS I 1ZHE,
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ZRIAE : 0
Be 10

PID_POLL_INTERVAL_MS
EERERE Envoy REH#HBRSHTEER (AZERREM ) . BIAMER 100,
ERIAE : 100
K : 100

&S : 1000
LISTENER_DRAIN_WAIT_TIME_S

EE Envoy REEHZIR K 2 I EFFEINERX AR (AR NEN) .
FRIAE : 20
&K : 5
&S 110

APPNET_AGENT_ADMIN_MODE
BaRENEREORSSHFHTELES tep itk unix BEEF,

BME : tcp. uds
APPNET_AGENT_HTTP_PORT

BEERATE tcp EATHEREERZAN KL, BRKOENRN > 1024 if uid 1= 0, BRIE

T65535,

ZRIA{E : 9902
APPNET_AGENT_ADMIN_UDS_PATH

£ uds EXTHRENEEBEOETE unix BEEFZERE,

2RIAE : /var/run/ecs/appnet_admin.sock

EBERTE

BAUAREELATRERSBFIEF - PMRERIIRERF

Aah

A&

L]
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Amazon X-Ray & &

FERLUTHREZEXRBE E®S Amazon X-Ray#y App Mesh, BXEZELR |, 3 W Amazon X-Ray FF &
AREE,

ENABLE_ENVOY_XRAY_TRACING

f£/H127.0.0.1:2000FNRMINTHEFIRIB A X-Ray iR, ERA , IBREREN 1. Ak
EX 0,
XRAY_DAEMON_PORT

BEiR AEUBERIAN X-Ray FHREFIRO : 2000,
XRAY_SAMPLING_RATE
EERMHRLUBSE X-Ray RERERAIBMIARIEE 0.05 (5%). FHZEEENNT O0M1.00 2

B B9 /N ER(100%). IR EIEE XRAY_SAMPLING_RULE_MANIFEST , MZENHEBEE. WA
v1.19.1.1-prod RESHZAH Envoy BIEEZFHTE,

XRAY_SAMPLING_RULE_MANIFEST

£ Envoy BRI HREFRIEEXHBERE , 7 X-Ray REFSEEAR LA BELRERN, BXE
ZEE , BZH (Amazon X-Ray F R AR IERE) FHEEAN ., MRA v1.19.1.0-prod RES
MRZAHY Envoy B FH T £,

XRAY_SEGMENT_NAME
NPEIEEXBRBEHRUBERIAN X-Ray 7EBEH. BIAMERT , ERREN mesh/
resourceName, Envoy BRIRA v1.23.1.0-prod ESRAZIFHETE,
Datadog IREFEE

AR & Al B2 FE A Datadog RIBIEFREEELE App Meshe BXEZEE , i55# Datadog X
B RERE,

ENABLE_ENVOY_DATADOG_TRACING

EAERNBRIA Datadog K EIF S/ 127.0.0.1:8126 5 Datadog RIEZWE., EFH |, 8%
BIRERN 1 (BRIAERO) .

DATADOG_TRACER_PORT

EBE—MNwmOENUE SR IA Datadog RKE w0 : 8126,

A&

L]
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https://docs.amazonaws.cn/xray/latest/devguide/
https://docs.amazonaws.cn/xray/latest/devguide/
https://docs.amazonaws.cn/xray/latest/devguide/xray-sdk-go-configuration.html#xray-sdk-go-configuration-sampling
https://docs.datadoghq.com/tracing/send_traces/

Amazon App Mesh AriEE

DATADOG_TRACER_ADDRESS

167E IP ik AT ZERINEY Datadog RE#bE : 127.0.0. 1,
DD_SERVICE

NIRFRIEE RS BMIUBE EEIAM Datadog BRSSE 5 : envoy-meshName/virtualNodeName,
MRAS v1.18.3.0-prod RESMRAH Envoy MG IFIHTE,

Jaeger BIRE &

FERUTHEZEERB®H Jacger BEH App Mesh, BXEZER , HSH Jaeger XEFH AT,
FxZ<1.16.1.0-prod REGMAR Envoy REEXFXLETE,

ENABLE_ENVOY_JAEGER_TRACING

M 127.0.0.1:9411 ¥EREBRIA Jaeger i RS A Jaeger RERWE. EEA , B ZERENR
1(#MIAMERNO)

JAEGER_TRACER_PORT

EEmOBEUABEIRIA Jaeger IO : 9411,
JAEGER_TRACER_ADDRESS

FETE IP st A E BRIA Jaeger Hbit : 127.0.0. 1,
JAEGER_TRACER_VERSION

EEWEREEEE PROTO HIBHEA ISON Bk, RIABERT , ZEFREN PROTO, Envoy
BEBIRA v1.23.1.0-prod AESHAZFHLHEE,

KRR EE
MATHERRBRENEREBCHREEE.,
ENVOY_TRACING_CFG_FILE

£ Envoy BBREMNHRGEFEEXHERE, BXRESEE , 2R Envoy XHEH

Mconfig.trace.v3.Tracing,

=
[
et
L]
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https://www.jaegertracing.io/docs/1.21/getting-started/
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/trace/v3/http_tracer.proto#envoy-v3-api-msg-config-trace-v3-tracing
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® Note
MRBEREEFEECREREER , FHRER —MNREFEE X static_resources
FEREXRBKNEREE, I, Zipkin E—MNATIHEEBRRRESNERS
#collector_cluster®E , ZEBHEEHIE L,

DogStatsD £
EFA AT IREE 2 App Mesh BLiE 7 DogStats D, BXEZEE. , iS4 DogStatsD 314,
ENABLE_ENVOY_DOG_STATSD

£/H127.0.0.1:8125ENRINFHFEF KRB A DogStats D £itEE. EBA , B REREN
1o

STATSD_PORT

5 QBB RIA DogStats D SFHFREFIR .
STATSD_ADDRESS

FEE IP it E LA B E BRI DogStats D SFH 2R IP bk, ERINE : 127.0.0.1, WEERFERT
Envoy BRI&ARZA 1.15.0 RESRA,

STATSD_SOCKET_PATH

71 DogStats D SFHEFIEE unix BEET. MR KRIEELLTEHE AT DogStats

D, M EERIAN DogStats D SFHFEF IP #hit s A, 127.0.0.1:81250REE
BIENVOY_STATS_SINKS_CFG_FILEZEEE stats sinks Bt & , N ©FFEZEFTE DogStats D &
2, Envoy BEMA v1.19.1.0-prod RESMAZFRETE,

App Mesh &
T2 & B &EE App Mesh,

APPMESH_RESOURCE_CLUSTER

BRINERT , 2 Envoy EIEFRM R ERF 5| FH B 2 APPMESH_RESOURCE_ARNEY , App Mesh fE &
EHREENEREN. BB ER B 2N AFIRE APPMESH_RESOURCE_CLUSTER HMEEE
REBEZMTH, WEEREERT Envoy BYEIAR 1.15.0 RESHRAS,

142
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/trace/v3/zipkin.proto#config-trace-v3-zipkinconfig
https://docs.datadoghq.com/developers/dogstatsd/
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APPMESH_METRIC_EXTENSION_VERSION

FZERE 1 FAEH App Mesh 1E#F B. BX App Mesh BT BN EZEE , BSH App
Mesh HIEFRY B

APPMESH_DUALSTACK_ENDPOINT

TGHEREN 1 SUEEE] App Mesh XL R, @BHIFAE | Envoy SHEARMN TR WAL
. RAERT , IRSRED false , 3 BAGEETIRIMG IPvs HiE. HEBRIEERTF Envoy
BRI 1.22.0 HE B,

BESKIUTEE
ERALTEZTEN App Mesh BLi& Envoy SEiT{EE. BXEZEE , 2 Envoy Stats X1,
ENABLE_ENVOY_STATS_TAGS

ARYFER App Mesh E X KI¥rZ appmesh.mesh # appmesh.virtual_node, BEXEZER ,
EZ | config.metrics.v3, TagSpecifierfE XA, EFH , HFFEIREN 1.

ENVOY_STATS_CONFIG_FILE

£ Envoy BB NHREHIEEXHRE , FECHXHREBESZHRIAN Stats iFEBEBXH. A%
E2EE , B3 config.metrics.v3, StatsConfigo

(® Note

RECESITTIREBENBENSITESERE RS Envoy 3 ATEE S App Mesh it
RRBSEBRB LIRS, X2 Envoy P —MNEiR. BRIMNBWFEE Envoy XS iT #iE
HATEMATSE, MBANEELE , RINERLER LI T AR LA RANILANMRERS %,

ENVOY_STATS_SINKS_CFG_FILE

f£ Envoy BRI X HREHIBEXHRE , FECHXHREREEZRINEE. EXEZERE , BSH
config.metrics.v3, StatsSinkE 4&{E X #4h,

=
[
et
L]
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https://www.envoyproxy.io/docs/envoy/v1.6.0/api-v2/config/metrics/v2/stats.proto
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-tagspecifier
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-statsconfig
https://github.com/envoyproxy/envoy/issues/9856
https://github.com/aws/aws-app-mesh-roadmap/issues/283
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-statssink
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EFANEZE

Envoy A< 1.15.0 ESRATBXFHELE APPMESH_VIRTUAL_NODE_NAME #
APPMESH_RESOURCE_NAME, B2 , MBI NMAZ TN, SHTE Envoy A 1.15.0 HESHR
A fFERXLETE  FURIXLEZLE APPMESH_RESOURCE_ARN AT FrE App Mesh % R

Envoy ERIA{EH App Mesh iR &

/A Important
KIEIEEH ;- 2026 £ 9 A 30 H , Amazon fFHEIEXHIX#E, Amazon App Mesh 2026 £

9 B30 BzfE , #9F:EB i\ Amazon App Mesh #2244 5 Amazon App Mesh &R, Bx
EEZER | BRI EEXEMNTE Amazon App Mesh 2| Amazon ECS Service Connect.

SAT & 424 T 5 App Mesh & EAY B i B it S BE FIMF B8 8340 Envoy BUAEMIE B,
RRIABS B B i SR B

MR 2020 £ 7 A 29 BZ AR & B M , App Mesh £7£ 2020 £7 A 29 AEXHZEH
AR - RER MR FTE HTTP HTTP/2, F gRPC EREIZERIAR Envoy BBAEIRX KR, W
RIEWIKFTE 2020 £ 7 A 29 Bz o BEAMNE , MF <) 2020 F£7 A 29 Bz, IXFAZFHF
EWEM Envoy BBEBIRERIAKE, BRIEREAmMazon FTHE, XFHLBEILE , NH App
Mesh FEAL B EAF 2 A 52 /5 8 BB 1E{T future Envoy Bk IR BRIAERE, Bx Envoy BHEiX KK
WEZEER |, HS config.route.v3, RetryPolicyfE 43 F X #4eh,

L& 02 App Mesh EEHELN App Mesh AR SS & LE AT RIBHE RS , App Mesh £ 612 Envoy
BB, REMLALLGIE App Mesh B E KM , BT ENELT SRS CIE App Mesh BiAE
A& o

BIAKB I EET App Mesh API EF, BRIAKRIEREEET Envoy &, EEERE , BEEAEER
E M Envoy £%ERconfig_dump. LLBRINKEEBEUTIRE !

« RREEHRE —2

- gRPC Ei#ZE# — UNAVAILABLE

- HTTP EdE4 — 503

Envoy ZRIAEH App Mesh & & 144


https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://console.amazonaws.cn/support/home#/case/create
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/route/v3/route_components.proto#envoy-v3-api-msg-config-route-v3-retrypolicy
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® Note

TEBEATERIESE HTTP £iR/RBH App Mesh BEHEiR KB, B2 , App Mesh & H
BRI ER server-error = gateway-error, XHEEHETE 503 iR, BXE
%EE , B2 H Routes,

« TCP BEiEH — UM connect-failure M refused-stream

® Note

RO RERI A TER XA NEHM App Mesh I EIXKIE, {ER , App Mesh A EIRE
BE A LAE . connection-error , XZ&[ETF connect-failure. BXEZEE |, ESH
Routes,

- EE — R DERSE[IRASEEWR ( disconnect/reset/read A} ) , Envoy =R EixR,

AR LA BT % Be

LIRTE App Mesh FEE Envoy B , HERREZRERIRE Envoy WERIAE, BXEZER , H5
F & &, CircuitBreakers.ThresholdsTE4F X, XERETEET App Mesh API EF, XX
BEAREET Envoy EEl. EEFERE , FEAEEREHME Envoy KiEERconfig_dump.

WRTE 2020 F£ 7 A 29 BZHEHNIKFRREME , BANTEE 2020 F£7 B 29 BEXRH 2510
B MERITBHEA Envoy , App Mesh HSBEERA T REDN Envoy BRIAESRE b 22 A M Eg
2. MRIRHIKFTE 2020 & 7 A 29 BZ Rl BEMIME , MBRIEIREAmazon X THE , BUFH
YR¥E 2020 &£ 7 A 29 HH XX 2 /F1E App Mesh FEFBHIEM Envoy REZRIAE. TFARLETT
BfR , App Mesh R BT 82 B2 58BN FTA Envoy IRER App Mesh BRIAEIRE N :

* max_requests — 2147483647
* max_pending_requests — 2147483647
* max_connections - 2147483647

* max_retries — 2147483647
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/cluster/v3/circuit_breaker.proto.html#envoy-v3-api-msg-config-cluster-v3-circuitbreakers-thresholds
https://console.amazonaws.cn/support/home#/case/create
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® Note
T & Envoy 2 Envoy £ 2 App Mesh FIERIARTER B3 {E , BT RIS BUX LA,

Updating/migrating | Envoy 1.17

/A Important
KIEXIFEA - 2026 £ 9 A 30 B , Amazon fFEIEXNMIZHF. Amazon App Mesh 2026 &
9 B30 BzfE , B9 7F:EBihE Amazon App Mesh #2244 5 Amazon App Mesh &R, BX
EEZER , BRI EEXEMNTRE Amazon App Mesh 2| Amazon ECS Service Connect.

wHa SPIRE W&Z4A X RSS

WMREFEAH App Mesh B SPIRE ( SPIFFE Z{TRRSAHE ) AEMERS D X EEIEPH , THIAE
FERANRMRAZEDLN 0.12.0 89 SPIRE K3 (2020 £ 12 A%%H ) o XRZEFE—NA X Envoy
WA RRAS 1.16,

IEN&RFARIEAL

M Envoy 1.17 F7F#8 , App Mesh & Envoy BLE R BRIAEA RE2 ENFRAN 5|2, W TFRSHAFK
W, XHTNEREMBAN , ERBARMARHAPHEEFABATFEENREIXPHITERSE R @A
=8

IEE M mEE

IE@ — EMEIER—MHFESHRER , FFXLN @ 2=

(?=example)

ENERITZFRERNEZER , BRAENATEEFZFEMALELE FHEFRF. BT App Mesh
IRFHERENKREXNFRE , RERMNEZWERFEERNENTE I

(example)

@ — REHER—MEESHRER , LR 21,

Updating/migrating £l Envoy 1.17 146


https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/spiffe/spire/releases/tag/v0.12.0
https://github.com/google/re2
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ex(?lamp)le

2

TERESHREXATHEREANT I ELEMATEE, EASHERT , (RULAESEERBRE

o
ex(amp){0}1le

MERBXERGFR—NFRE, WAL ? FRAETEENLHFHIFZH TIE,
prefix(?![0-91)suffix => prefix[A0-9]?suffix

BRIFEWADG |, BRI BEE T LLE hBR L SRR L R

{
"routeSpec": {
"priority": 0,
"httpRoute": {
"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Mprefix(?!suffix)"
}
}
]
}
}
}
}
{
"routeSpec": {
"priority": 1,
"httpRoute": {
"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Aprefix"

ENFREXBEL
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E—NEBHAEE2ER L prefix” FF KB EEF B suffix PRk, E-REHNERREEMREHM
LU prefix” 7T SKBIFRL | B¥EABL LU suffix” 45 BARk. EXMAZHIR , B AIBURF RIS | BUBBRAE]
B,

{
"routeSpec": {
"priority": 0,
"httpRoute": {
"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Aprefix.*?suffix"
}
}
]
}
}
}
}
{
"routeSpec": {
"priority": 1,
"httpRoute": {
"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Aprefix"
}
}
]

ENFRERE(L 148
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}

WRBIRERE , Al suffix ERAIIRLIBRESHNMLESR , MATE Ht L prefix” FF L HIARLEL £
PBRARHY BE B P AR IS,

k@5 A
RESIAR—fMEREH —NMNERESNAEEREEREREIRNN G E, B XHENRE,
(groupl)(group2)\1

RETE\ B—TMERYURERFE n NERSWAN S, EREF , \1 BAEEZXREA
(groupl) BWERE R,

(groupl)(group2)(groupl)

RERREEI ARSI ANABTHERER , WRGIFTR.

Envoy I

/A Important
KIETIFIEA - 2026 F£9 A 30 B , Amazon fFELEXNMIZEF. Amazon App Mesh 2026 F

9 B30 BzfE , B9 7F:EBihE Amazon App Mesh #2244 5 Amazon App Mesh &R, Bx
EEZER | BRI IEEXEMNTRE Amazon App Mesh 2| Amazon ECS Service Connect.

KRERRN App Mesh HEH Envoy BEFH—NMNHEEER. REBR Envoy —BRFE1T. RERE
BHBE L ENRE, ©23IE Envoy SitHEMHBIEIE , AR BIEE T #% Envoy R TE App Mesh
FEEITIE R . IX AT LARS BY S8 B R st B BRAE SR B iR

3 Envoy REETRATMERN , KA UERAREREZEES ZRENA,. MRHAKYE K KBS
# Envoy IR HAHERHZLBR VRS, EXHERITHEDERE | S SMERM L IIRE, CEE A SMe#
Envoy EE#ER  XEPTRENRAEFNHENZM,

FAUTEENRN Envoy BEERE :

&mE5 A 149


https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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« APPNET_ENVOY_RESTART_COUNT — ¥ UHTEIRENEZER , RELZIRAEFHB3 Envoy RE
#HE  BEHRARNEAANRERBRSTEEMRENRF, EREBETRIRELAMNELT , &
BRRIETLESHRISHEEA (pod) Lt | XEBTRESHIAE,

e PID_POLL_INTERVAL_MS — ElELttTER , BRINBERETHN 100, HRENLIER , SEIBR=R
BHITEZTRARESRISHERE (pod) MLt , B LLERENFMEFIEHE Envoy 318,

* LISTENER_DRAIN_WAIT_TIME_S — BEHNZER , BERBNFLEFHEIRA (pod) MiRER
AREHFIEBERNNER, S0, WREEXTHRETEBIETE , U Envoy REREEERIETER
BEEIEFSRARRA (pod) 2 BN BINER,

* APPNET_AGENT_ADMIN_MODE — it ZEIREN tcp = uds B , RELREHALERZEA, Z%
EEEORYE Envoy REXREMNZ LKA , APIs ABTIRRARE, BUHBEAUATAS , 2
ZREHIZITRR.

« GET /status — &if] Envoy it HiEHREREHFELE.

« POST /drain_listeners — ¥ERFIE AL,

« POST /enablelLogging?level=<desired_level> — EHFAEIZREMN Envoy BEL 5,
« GET /stats/prometheus — LA Prometheus #& =X & '~ Envoy & it#iE,

« GET /stats/prometheus?usedonly — &R Envoy EEFH S ITEIE.

BEXREREEXENESER , B5H Envoy REEE,

MIRAFF4E , #71 Amazon App Mesh REZE7E App Mesh {L{LHY Envoy & H1.21.0.0 , THFE
EPESH pod B BN B IR

Envoy R 150


https://docs.amazonaws.cn/app-mesh/latest/userguide/envoy-config.html
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App Mesh#Y A M 14

/A Important
KIEXIFIEA - 2026 £ 9 A 30 B, Amazon fFEIEXNMIZHF. Amazon App Mesh 2026 &

9 B30 BzfE , B9 BihE Amazon App Mesh #2244 5 Amazon App Mesh &R, BX
EEZER | BRI EEXEMNTRE Amazon App Mesh 2| Amazon ECS Service Connect.

£/ App Mesh ByiF4lt 2 — R P LAE it 7 MR IS RS M AR F. App Mesh BEB R FZ TR H
&, BRANRERERRAR,

Envoy fKZEA App Mesh IRELATRBEN T E | AIHYAEFTEM THNAEFMNAE .

- BEICR
* Metrics

H&igx

/A Important

KIETIFEA - 2026 £ 9 A 30 B , Amazon FEIEXNEZEF. Amazon App Mesh 2026 &
9 B30 BzfE , B8 FEBiHE Amazon App Mesh #24|& 5 Amazon App Mesh ®iR. B>x
EZER , BHREEXEMNTHE Amazon App Mesh ] Amazon ECS Service Connect.

BIEEMT QAMELMXE , B SUEEEE Envoy THR BE, BRFIES , XU TELT LMED
M 632 4w THEREN B EILRKEBD o

CE3EES 5


https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.amazonaws.cn/app-mesh/latest/userguide/envoy-logs.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/metrics.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/tracing.html
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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Logging
HTTP access logs path - aptional

The path used te send legging infermation for the virtual nede. App Mesh recommends using the standard out /O stream.

Jfdev/stdout

(i) Logs must still be ingested by an agent in your application and sent to a destination. This file path only

instructs Envoy where to send the logs.

EEERT Envoy HE B& /dev/stdout B BERIZFREERE,

S Fformat , BIEEFRMARENKERNZ— , json H textMERX, json FKEVFAN HFEHEGR RN

JSON 4513 , RIEBEFEAEEL Envoy,

LLTREHRERT A/ Amazon CLIF{#ERAR JSON RRFER.

"logging": {
"accesslLog": {
"file": {
"path": "/dev/stdout",
"format" : {

// Exactly one of json or text should

"json": [ // json will be implemented with key pairs

{
"key": "string",
"value": "string"

"text": "string" //e.g.

%SREQ( :path)%\n"
}

/A Important

be specified

"%LOCAL_REPLY_BODY®%:%RESPONSE_CODES%: path=

FSLRELNMARKIZEN Envoy B , BN Envoy FHEL EH A FHRMPERFMHE

AN

error state &,

BEIEH

152
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&M@ /dev/stdout &Kix Envoy B HER , 4145 Envoy Bes AR BE— ., B LIERR
# Docker B ERZIEFF 1S HE CloudWatch BEF#EFMLERS ( HI40 Logsawslogs ) o
BXEZER , 2 (Amazon ES3 F R ARIERE) HHEA awslogs HERZEF. ENSH
Envoy Al A& ( MZBEM Envoy 88 HE ) , ATBL ENVOY_LOG_LEVEL FHEE N of fo EATHL
EH@ﬂ%‘t?ﬁ% %REQ_WITHOUT_QUERY(X?Y):Z% ﬂ%iﬂ%?ﬁ*ﬁ%éiﬂ?ﬁ%ﬂ’ﬁ%vo BxTH,
ZHReqWithoutQuery B{LEEF. BXEZELR , HZH Envoy XRH WL R HEIE R,

1£ Kubernetes B AifE A&

£ F3i& A T Kubernetes #9 App Mesh Controller B , &R SUBE I B E B ERNEIE AT SHES |
NELETIEEHEAE , T REIPTR.

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualNode
metadata:
name: virtual-node-name
namespace: namespace
spec:
listeners:
- portMapping:
port: 9080
protocol: http
serviceDiscovery:
dns:
hostName: hostname
logging:
accesslLog:
file:
path: "/dev/stdout"

[t

B EB MM ﬁﬂﬁiﬁﬁ%ﬁ?“bﬂﬂl%ﬁgﬂiﬁ , 40 Fluentdo BXEZEE |, S Fluentd 1%
3 DaemonSet @M AZE A= HE, CloudWatch

Envoy 25 &fiFid BEMNETIEREBE A stdout, XERAENFIRAT # Envoy 5 App Mesh £
BEURBRSERSHREIFEER. A ENVOY_LOG_LEVEL M EFTERBENBEBER
allo ﬁjyu AT XAk B ﬂlit H n_,\/T\pi-J 1?{ BEETR Envoy NEE HTTP ER BRI R R

[debug][router] [source/common/router/router.cc:434] [C4][S17419808847192030829]
cluster 'cds_ingress_howto-http2-mesh_color_client_http_8080' match for URL '/ping'

CE3EES =


https://docs.amazonaws.cn/AmazonECS/latest/developerguide/using_awslogs.html
https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/formatter/req_without_query/v3/req_without_query.proto
https://www.envoyproxy.io/docs/envoy/latest/configuration/observability/access_log/access_log.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs.html
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Firelens 1 Cloudwatch

Firelens @ — A8 AERHZE , IRULLAEXRYKE Amazon ECS FWHE. Amazon Fargatef& 7] 5L
ERIMNOROIFEHEEPREIER Firelens BIAmazon =41,

BT LAEA CloudWatch RIS B EE B LR IEIR. B LATE App Mesh X H4H S HiEPrEB %
CloudWatch F#EIEZEL,

£/ Envoy BB BN ARR

/A Important
KIEZFEFBEA - 2026 £9 A 30 A, Amazon fFEIEF X EF. Amazon App Mesh 2026 &

9 B30 BzfE , B8 FEB i1\ Amazon App Mesh #24%|& 5 Amazon App Mesh ®iR, B>x
EZER , BHREENEMNTHE Amazon App Mesh ] Amazon ECS Service Connect.

Envoy ffEIE#RD N LT EEKS -

« THE—5#ARERNEENEREXWIER,

- b5 HEENRER HNEREXER.

« RSSE—HR Envoy REPRASHENR. P SFENERSITRIBHS BRFZERNER.

£ App Mesh 1 | REAEE LM THRARE. 0 , Envoy MG F F ix U R 895 R AR 88 R
ZRBAEWIBERBENTERE, NTROXEFRFEBEN LEMTERE , App Mesh IRIESER
RS AERHRE S B3 —F3F Envoy FBFRHEITT 93K

« AO—EREENRS BN IEZENBE REXWIERMER.

- HO—E5kBZNERESBIF[HBELREERN Amazon ECS 1% Kubernetes 254 (pod) HYEE
MBERERBIEFRFEIR,

TERERTREMERS AR ZEANBERE,

Firelens 1 Cloudwatch 154


https://www.amazonaws.cn/about-aws/whats-new/2019/11/aws-launches-firelens-log-router-for-amazon-ecs-and-aws-fargate/#:~:text=FireLens%20is%20a%20container%20log,for%20log%20analytics%20and%20storage.&text=This%20means%20you%20can%20use,your%20own%20Fluentd%20output%20plugin.
https://github.com/aws-samples/amazon-ecs-firelens-examples
https://docs.amazonaws.cn/app-mesh/latest/userguide/metrics.html#cloudwatch
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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Amazon ECS task or Kubernetes Pod

= HHH‘
Egress

Proxy container Service container

W

RRGBELE

T % Envoy MM{AIE & &K M 4% SR H R R AR S BSR4 App Mesh FEX K BRRIEEFTA. UT =2
App Mesh ELEHIEE Envoy &R :

o MTER—REMWT NHFEEN RO, E£LED , App Mesh J i AEH Amazon ECS F5 5
Kubernetes B84 (pod) WREBMET —MAOMWEE , HABTRSAENRENET —NHO
AT ER .

- B REEENRAREINN LFERSNWE4L. £ App Mesh # | BHIRS B 2R UK BB RS
AAEEFNAEEMELT RBRTAEH.

« BREXERENNTEEMEHELNEE. eSS NETE B RATRBENRA AR ERRIEE
HY B PRERET.

- WMANMERAESE— LSRN IP #hit, Amazon Cloud Map 3 f B SUEY IR S5 K T &
BY , App Mesh &R BLHY AR S5 SEHIE N s QAR R & BN IERV K,

- R XLRBEREFRRFENMBRLAMN TLS iEH. 2% Amazon Certificate Manager FAEZE F
U MRS BRE B A KRIRET , App Mesh £ F AR MBI PEN BB RRREZEHRE,

App Mesh A —HWH KW E Envoy TR , B0 A AX LR RS MRHEREK,

TR T ER M SRR I B 5 RN T E## Envoy 7 App Mesh HHIIERIEREE,

T BR & 75
ERAU TR & yrss

lds_<traffic direction>_<listener IP address>_<listening port>
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FREXFTE Envoy FEE T AT IATER

* lds_ingress_0.0.0.0_15000
* lds_egress_0.0.0.0_15001

{# A Kubernetes CNI 43k IP RMN , Amazon ECS 58 Kubernetes B854 (pod) FHIRES
EmEEI%wA 15000 1 15001, App Mesh fF Envoy BLERIXFAMIWES , LUHEZAD (£ A) FMEHO
(&) RE. MRERLHELST R EZEREMUTES , WARMEEA OMRITES,

SHEW

REBERERUATHER

cds_<traffic direction>_<mesh name>_<virtual node name>_<protocol>_<port>

BHRSSENMNELT RBENEUT SBA HCHER. MATATR , App Mesh I TE Envoy ZFiliz
ITHIRS I - &8 | MERETUEELEAORE,

flan , MREF—NEH my-virtual-node WEEIT R , AT MU O 8080 £/ http RE
HAZEBRTRIMTERN my-meshfIMEA | N App Mesh 28|IEZ —1HEH cds_ingress_my-
mesh_my-virtual-node_http_8080 W&ER, ZEBFXZH#H A my-virtual-node BREBBHR
EMNE Wi,

App Mesh BT A BIZ L FRE W TN S HRER, XEHMEFT —EXNTEEMERPAEE LR

3
WMo

« AT EM Amazon IRSHVES, RIAVBRT |, XA A S8 5 R K25 Amazon AR

%:cds_egress_<mesh name>_amazonaws.
 ATHEBMXHITHENER. E—RUNELEhZEK SR -

« WTFHEAMIFER : cds_ingress_<mesh name>_<virtual gateway
name>_self_redirect_<protocol>_<port>

o JWFZAMIWES : cds_ingress_<mesh name>_<virtual gateway
name>_self_redirect_<ingress_listener port>_<protocol>_<port>
o HIBMFER Envoy ZAXIBRSKRFZHAN , BUUNHEHE VKK ES | Hl

TLS : static_cluster_sds_unix_socket,
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B 72 FF 48 #r R

7 7588 Envoy FRTAMIES: , M T REINARFEE=NEUT R, TR IEFHE RS .
EEGEHESMNEE , ERENT 2RI Envoy HIERP, U REIF , FIERSERERD 8080 L
{5107 http 2.

Mesh: online-store

product-details cart

Envoy \ Envoy \
A A

website

Envoy

|Semice

BAVEDCFIAELT B ENABLE_ENVOY_STATS_TAGS=1 RINEIMEHZETH Envoy RIEARSE D, X7
NREBRENFIEERRIMATEREE

* appmesh.mesh
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« appmesh.virtual_node

* appmesh.virtual_gateway

XERFIRENME, BT KSSEMMKAI RIS, LA VF6E R MR R R PR ER.
RIRB R
RuGELT RBNREERUTHIR

« WAMIYTER AT AQMEORE
* lds_ingress_0.0.0.0_15000
* lds_egress_0.0.0.0_15001
- WAHOKE  KRBPELT RGN
* cds_egress_online-store_product-details_http_8080
* cds_egress_online-store_cart_http_8080
- MILARS BRI A D& -

* cds_ingress_online-store_website_http_8080

0T BR3P R B

« listener.0.0.0.0_15000.downstream_cx_active—& Envoy BEBRA O M EEZE

« listener.0.0.0.0_15001.downstream_cx_active—& Envoy BEBKH O MEEZES, &
MW AREFESAMRFELNEZISELITEDP,

« listener.0.0.0.0_15000.downstream_cx_total—5 Envoy FJ A O M &% S B,
« listener.0.0.0.0_15001.downstream_cx_total—5 Envoy B9 H O M & IE#EE S8

BXEEMYTERIER , H5H Envoy XHEFHHEITEE
SRER RO

« cluster_manager.active_clusters—Envoy BESZRBIED —MEZWER L,
« cluster_manager.warming_clusters— Envoy & RiEZHNER BB,

AT ERIEREAMNBRN cluster.<cluster name>.<metric name>, XEEHREZEHRENARE
FROIFRER , AMYE Envoy sk H -
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https://www.envoyproxy.io/docs/envoy/latest/configuration/listeners/stats
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* cluster.cds_egress_online-store_product-
details_http_8080.upstream_cx_total —MILF™= RifE < B R ERE LB,

» cluster.cds_egress_online-store_product-
details_http_8080.upstream_cx_connect_fail—M s @mi¥1E < B kMAYERE LB,

* cluster.cds_egress_online-store_product-
details_http_8080.health_check.failure—M ¥~ RiFHE 2 BBTRREE KW LB

* cluster.cds_egress_online-store_product-
details_http_8080.upstream_rq_total —fEMILF = miF¥E 2 AR EHEREH,

 cluster.cds_egress_online-store_product-
details_http_8080.upstream_rq_time—7E Mk F ™= RiFHE 2 A 12 H B & R AT B2 AV it i) o

* cluster.cds_egress_online-store_product-
details_http_8080.upstream_rq_2xx—M It M= miFEF WS HTTP 2xx TR A B E,

BRTEM HTTP 184R& |, BZH Envoy XHEFHLEITE S,

EEARSSBRIEIR

Envoy 22X 5HE App Mesh 12 HIERHAEZHEXKIIESR , App Mesh #ZHIEMRFE S Envoy HE
BERFSEE. BRMNBWEEREDHN—EiER , MEERESEFERKNBTRSHBAE, SEEEH
IEZP M REH AR EENRIET EM App Mesh IZWGEHEE , ‘23EET App Mesh API 3 1THY
P& E K,

« control_plane.connected_state—HREEEE| App Mesh i , IZIEFRREN 1, BNH
0o

« * update_rejected—Envoy E4NEEFHER, XEFRATHAFEESIRERN, Fiw,
MR ERF App Mesh LB M Envoy FoiE BRI XA AFIERER TLS i , M EZIEHEREFN BT
WIE4E

- WFEELEFHOMITE , HITHIEF N listener_manager.lds.update_rejecteds
s WTFEMBIELNESR  KITHIEFN cluster_manager.cds.update_rejecteds

- * update_success—App Mesh BIIEFHRENE B X, HPITEFAFE Envoy BEFITRIER
BB ERRAR.

- R Listener FFAEI , NS iTHIEN N listener_manager.lds.update_success,
- ERINEFESH , RITBIENRAN cluster_manager.cds.update_success,
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https://www.envoyproxy.io/docs/envoy/latest/configuration/http/http_conn_man/stats
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BXREBRS[/IEIRE , 55 H Envoy XHEFHNEERS R,

SHER

/A Important
KIEHIFEH - 2026 £ 9 A 30 H , Amazon fFHEIEXHIX#F, Amazon App Mesh 2026 £

9 A 30 BzfE , B9 FEBih1E Amazon App Mesh #2244 5 Amazon App Mesh &R, Bx
EZER , BHREEEMNTHE Amazon App Mesh | Amazon ECS Service Connect.

Envoy 2R B W SR THESREURAUMBEREN S MEENSITBIE. ETHABX Envoy &
HERMESZER , B2 Envoy XHFPMNEITES . XEERTESAEERRKRO LW /stats i
RIRE , BER 9901,

stat FIRLBMAE , EABRRTEEANREMITRERSMNMITER. UTRET — L5 7KK
BAE R XA,

/A Warning

MBEEFEMITBETHNZSOTERDE  BTEH T TRATHRITIR , BAEQHIGE
REZA,

RNBWEFEMA Envoy 8 1.22.2.1-prod ESHRAE, X , &H AT LLFE Prometheus
i = P BRI IEFR B o

B {RUTES (SL)/m A ingress”l  ZITES (ML)/# A “ingress.<p

eI BT ARITER rotocol>.<port>"{51 7 25 Fi £ A9
HEHER

http.*ingress*.rds http.*ingress.http

.rds_ingress_http_ .5555*% . rds.rds_ing

5555.version_text ress_http_5555.ver
sion_text

http.*ingress.http
.6666*.rds.rds_ing
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https://www.envoyproxy.io/docs/envoy/latest/configuration/overview/mgmt_server
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://www.envoyproxy.io/docs/envoy/latest/intro/arch_overview/observability/statistics
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RAriEmE

BT EF (SL)/H A “ingress™i
s RN ESRITER

listener.0.0.0.0_1
5000.http.*ingress
* downstream_rq_2xx

http.*ingress*.dow
nstream_cx_length_
ms

ﬁ* b1-|-1|:| /BN Jl-ﬁz \\EIJE%1I:| o
JER Envoy REEERH,

A Amazon EKS B App Mesh #J Prometheus for App Mesh

/A Important

ZITEE (ML)/7 B “ingress.<p
rotocol>.<port>"{i ¥ 25 5 % #Y

¥ﬁ L -L-I- 1% 4%\

ress_http_6666.ver
sion_text

listener.0.0.0.0_1
5000.http.*ingress
.http.5555*.downst
ream_rq_2xX

listener.0.0.0.0_1
5000.http.*ingress
.http.6666*.downst
ream_rq_2xX

http.*ingress.http

.5555* ,downstream_

cx_length_ms

http.*ingress.http

.6666* .downstream_

cx_length_ms

2 Envoy XEFW LT RS . BXEERANESER

, 55

KIETIFEA - 2026 £ 9 A 30 B , Amazon fFEIEXNEZEF. Amazon App Mesh 2026 &
9 A 30 BH2/E , BT EBIHE Amazon App Mesh # &l A 5 Amazon App Mesh &R, BX
EZER , BRI IEEXEMNTE Amazon App Mesh | Amazon ECS Service Connect,

S HIER
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https://www.envoyproxy.io/docs/envoy/latest/operations/admin#get--stats
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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Prometheus 2 —MFREZENEBRTELS, EHN—MINEREE—MAMERNESX K HEMRSEFE
. B> Prometheus WEZELE , 5 Prometheus X MR, Envoy ATLUER H&itis aE
ASH /stats?format=prometheus & Higtx,

Xt F A Envoy image build v1.22.2.1-prod & |, EEWR NN E LU R A OMTER 45 E
St BIE

« appmesh.listener_protocol

» appmesh.listener_port

LA 2 Prometheus BRI EF R ITHEN LR,

« wA‘ingress’MITER AT BRMNMBSLITER

envoy_http_downstream_rq_xx{appmesh_mesh="multiple-listeners-
mesh", appmesh_virtual_node="foodteller-
vn",envoy_response_code_class="2",envoy_http_conn_manager_prefix="ingress"} 931433

- wAingress.<protocol>.<port>"f ¥ 5 1t B #E + Appmesh Envoy Image v1.22.2.1-prod S E S R4

envoy_http_downstream_rq_xx{appmesh_mesh="multiple-listeners-

mesh", appmesh_virtual_node="foodteller-

vn",envoy_response_code_class="2",appmesh_listenex_protocol="http", appmesh_listener_port="555
20

- T H“ingress.<protocol>.<port>"HI ¥ 5 it B #E + B E X Envoy Imagebuil

envoy_http_http_5555_downstream_rq_xx{appmesh_mesh="multiple-listeners-
mesh", appmesh_virtual_node="foodteller-
vn",envoy_response_code_class="2",envoy_http_conn_manager_prefix="ingress"} 15983

W FZAMIAFES , cds_ingress_<mesh name>_<virtual gateway
name>_self_redirect_<ingress_listener_port>_<protocol>_<port> $FHEH R H I

EMUTERAY

« wA‘ingress” TR RIRNINEBLITER

envoy_cluster_assignment_stale{appmesh_mesh="multiple-listeners-
mesh",appmesh_virtual_gateway="tellergateway-vg",6 Mesh="multiple-listeners-
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https://prometheus.io/docs/introduction/overview/
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mesh",VirtualGateway="tellergateway-vg",6envoy_cluster_name="cds_ingress_multiple-
listeners-mesh_tellergateway-vg_self redirect_http_15001"} 0

. HA"“ingress.<protocol>.<port>"#I ¥ & 1T i iE

envoy_cluster_assignment_stale{appmesh_mesh="multiple-

listeners-mesh", appmesh_virtual_gateway="tellergateway-
vg",envoy_cluster_name="cds_ingress_multiple-listeners-mesh_tellergateway-
vg_self_redirect_1111_http_15001"3} 0
envoy_cluster_assignment_stale{appmesh_mesh="multiple-

listeners-mesh", appmesh_virtual_gateway="tellergateway-
vg",envoy_cluster_name="cds_ingress_multiple-listeners-mesh_tellergateway-
vg_self_redirect_2222_http_15001"3} 0

%% Prometheus

—

F EKS ZF#ERINE Helm :

helm repo add eks https://aws.github.io/eks-charts

2. &% App Mesh Prometheus

helm upgrade -i appmesh-prometheus eks/appmesh-prometheus \
--namespace appmesh-system

Prometheus 7=~

LA &7 Prometheus K A 174 PersistentVolumeClaim BIZRI R4,

helm upgrade -i appmesh-prometheus eks/appmesh-prometheus \
--namespace appmesh-system \

--set retention=12h \

--set persistentVolumeClaim.claimName=prometheus
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£ Prometheus BIEZR

- 48 EKS B App Mesh — AT : Prometheus

EEI S EKS 3 —2F 7 # Prometheus # Prometheus

« Prometheus 314
« EKS — Prometheus B2 &I E 4R ISR

CloudWatch & F App Mesh

/A Important
KIFRIEEH ;- 2026 £ 9 A 30 H , Amazon fHEIEXT I, Amazon App Mesh 2026 £

9 B30 BzfE , B9 F:EBihE Amazon App Mesh #2244 5 Amazon App Mesh &R, Bx
EEZER , BRI IEEXEMNTRE Amazon App Mesh 2| Amazon ECS Service Connect.

CloudWatch M\ Amazon EKS [E143% Envoy &1t EiE

BT LA CloudWatch REBZEZSBHNESH  , ANERENNRBFRREERTE, MRRE%
A Amazon EKS £& |, NI T LUREL : FF/S Amazon EKS B App Mesh RS R OIE —NEE,
GitHub& Al AR BAEE R BRI ROIN AR F L R ER

ERNENEFREESN IAM RHARERE |, BFIRBFEH Prometheus IERE L% CloudWatch 1%
B SERETIRE, BRIAZEEE Prometheus HTEEE |, ZEESIRINE W Envoy ST 5EF
£, BXEZER , HZSH App Mesh B Prometheus $E#7,

EREREN ERREEERENIEIRN App Mesh BE X CloudWatch #Z#HIE R , FERBREFLEN
Prometheus IEFRHEF SR TIRE, HFHEH A App Mesh NARFR |, BHERKRNFHERE
R Y FEFRo

THRiE AT BB HEFR CloudWatch

App Mesh fEirY BB T —2B o BRI , ALERATHREEMNBIELN R RENITH. BT
CloudWatchf{ 32 X 33l EX Prometheus 16%5 , E L& AT LR EHENEL B R iEFEM Envoy FIREVH X
EEIMHEPR, CloudWatch

BRI SERNWIERYT BB P IXEER Prometheus FEIEFRAY R B,
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https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-prometheus.md
https://prometheus.io/docs/introduction/overview/
https://docs.amazonaws.cn/eks/latest/userguide/prometheus.html
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/eks
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-metrics.html#ContainerInsights-Prometheus-metrics-appmesh
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-viewmetrics.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-viewmetrics.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/metrics.html#metrics-extension
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-metrics-extension-ecs
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CloudWatch =45l

&1 LLTE B AN M9 Amazon RHIF4EE CloudWatch R EIH RAIELE

£ FH BLR& CloudWatch

« ERAIH App Mesh FRit & H R INEIEF B EiERKINEE.
« 48 EKS B App Mesh — AT WM EEE : CloudWatch
- 7£ ECS LA App Mesh HIEHRTT B

App Mesh BYIEFRY B

/A Important
KIETIFEA - 2026 £ 9 A 30 B , Amazon fFEIEXNM T, Amazon App Mesh 2026 &
9 A 30 BzfE , B8 FEB 11\ Amazon App Mesh #2444 5 Amazon App Mesh ®iR. Bx
EZER , BHRLEENEMNTHE Amazon App Mesh ] Amazon ECS Service Connect.

Envoy £ THEMER , A NN TRENLEE, XEEIRES App Mesh BIXRER B E A FRIE,
REMBRSME , RENHTUEERTEMURS EEESENEUT RBFELMKERE.

App Mesh 1645 B 1858 T £ BRI M IEFIZTH Envoy REB, HIERINEEARFRIELA HEAMIER |, X
LR A LURBIEE XN RIR, X/ MBI NERTEETEEIRAL T #FEFE App Mesh FE X
M BRLE B IRIT R o

EZ A App Mesh BT B |, 15N EEE APPMESH_METRIC_EXTENSION_VERSION i&&EH 1.

APPMESH_METRIC_EXTENSION_VERSION=1

BX Envoy MRTZEMEMNESER , BZH Envoy BIET &,

BEAEREMRXAVIER

* ActiveConnectionCount
 envoy.appmesh.ActiveConnectionCount— &3 TCP EZEE,
« R~H-BI#&. VirtualNode, VirtualGateway

* NewConnectionCount
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https://github.com/aws-samples/aws-app-mesh-cloudwatch-agent
https://www.appmeshworkshop.com/introduction/
https://www.appmeshworkshop.com/monitoring/
https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-cloudwatch.md
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-metrics-extension-ecs
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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RAriEmE

« envoy.appmesh.NewConnectionCount— TCP M 55,
« R~-B#&. VirtualNode, VirtualGateway

* ProcessedBytes

 envoy.appmesh.ProcessedBytes— RIEEI THEEFHNMNTHREFiHERH TCP F

o
« R~F-BI#&. VirtualNode, VirtualGateway
* RequestCount
« envoy.appmesh.RequestCount — & HTTP BYE R ¥,
« R~H-BI#&. VirtualNode, VirtualGateway
* GrpcRequestCount
 envoy.appmesh.GrpcRequestCount — L IBHY gPRC B3R,
« R~H-BI#&. VirtualNode, VirtualGateway

EHibREMX SR
BEHEEREREEUT RERELMMX , BFEHUEER LEITRANEE,

+ TargetProcessedBytes

« envoy.appmesh.TargetProcessedBytes— [6 Envoy L B #r & EFFZWH TCP F

o
o W .
- BT S4E-MM&, VirtualNode, TargetVirtualService, TargetVirtualNode
« ERIMX4E-MHE, VirtualGateway, TargetVirtualService, TargetVirtualNode
* HTTPCode_Target_2XX_Count

 envoy.appmesh.HTTPCode_Target_2XX_Count — [@ Envoy LB & HIS B 2xx

HTTP IR HY HTTP iR E,
- HE
- BT S4E-Wi&, VirtualNode, TargetVirtualService, TargetVirtualNode
« ERIMX4E-MHE, VirtualGateway, TargetVirtualService, TargetVirtualNode
* HTTPCode_Target_3XX_Count

 envoy.appmesh.HTTPCode_Target_3XX_Count — [@ Envoy LB % HHS B 3xx

TE

TE

SHEERTTP WWAHY HTTP B R E.
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o HRE
. ERITR4E-Mi&, VirtualNode, TargetVirtualService, TargetVirtualNode

o BIAMXLEE-M#E, VirtualGateway, TargetVirtualService, TargetVirtualNode
* HTTPCode_Target_4XX_Count

+ envoy.appmesh.HTTPCode_Target_4XX_Count — [@ Envoy LB iR & HI S B 4xx
HTTP WaRIEY HTTP ER¥E,

o HRE
« BT Q4E-MH&, VirtualNode, TargetVirtualService, TargetVirtualNode
. EEA\MX4E-MH, VirtualGateway, TargetVirtualService, TargetVirtualNode
* HTTPCode_Target_5XX_Count

+ envoy.appmesh.HTTPCode_Target_5XX_Count — [@ Envoy L3 B #r & HI S B 5xx
HTTP WIRIE HTTP B RIE,

o HE
- BBV S4E-MH, VirtualNode, TargetVirtualService, TargetVirtualNode
o ERIMRLEE-Mi&, VirtualGateway, TargetVirtualService, TargetVirtualNode
* RequestCountPerTarget
 envoy.appmesh.RequestCountPerTarget — XX %l Envoy L EFrHIEREE,
- HRE
- BT S4E-Wi&, VirtualNode, TargetVirtualService, TargetVirtualNode
« ERIMX4E-MHE, VirtualGateway, TargetVirtualService, TargetVirtualNode
+ TargetResponseTime

 envoy.appmesh.TargetResponseTime — M[E Envoy i B #r & HiE R 2 4 2 55 B e 51
ZiEzSoR: N R

- HE
o ERITR4E-MiE, VirtualNode. TargetVirtualService, TargetVirtualNode
o BRIMX4EE-Mi&, VirtualGateway, TargetVirtualService, TargetVirtualNode
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&R T App Mesh B Datadog

/A Important
KIETIFEA - 2026 £ 9 A 30 B , Amazon FEIEXNEZEF. Amazon App Mesh 2026 &
9 B30 BzfE , B8 FEBiHE Amazon App Mesh #24|& 5 Amazon App Mesh ®iR. B>
EZER , BHRLEREXEMNTHE Amazon App Mesh ] Amazon ECS Service Connect.

Datadog 2 —HREZEMEZENARERF , ATENRAEFNIREIREE, RN HETIER, Datadog &
CHEMENY, NARFNEZANARFTE THME,

IEfE &% Datadog

- EKS — Ef# A EKS 1R & Datadog , iF#Z R Datadog XEHFH AT SRR E,
« ECSEC2— Efff ECS EC2 1% & Datadog , {58 Datadog XYL T S BRIRE,

E 78 X Datadog WEZE R

 Datadog X #4

PR ER

/A Important
KIEXIFEA - 2026 £ 9 A 30 B, Amazon fFEIEXNMIZHF. Amazon App Mesh 2026 &
9 B30 BzfE , B9 BihE Amazon App Mesh #2244 5 Amazon App Mesh &R, BX
EEZER , HiHEEEXEMNTRE Amazon App Mesh 2| Amazon ECS Service Connect.

/A Important

Ex2XURE , REEEHNNAER.
EEFFMERSFHMEATRKE  S4FTERAERNERRNENNAER.
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https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.datadoghq.com/integrations/amazon_app_mesh/?tab=eks
https://docs.datadoghq.com/integrations/amazon_app_mesh/?tab=ecsec2
https://docs.datadoghq.com/
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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{5 FH 452 App Mesh Amazon X-Ray

/A Important

KIEXIFIEA - 2026 F£9 A 30 B , Amazon fFEIEXNMIZHF. Amazon App Mesh 2026 &
9 B30 BzfE , B9 F:EBihE Amazon App Mesh #2244 5 Amazon App Mesh &R, Bx
EEZER , BRI EEXEMNTE Amazon App Mesh 2| Amazon ECS Service Connect.

Amazon X-Ray 2 —URS , CRENIEALEEE, BEHRATHEMNNARFGENERPR
ENHBE, XENBRAUBPHELARBENNS , NTTECEHRNARRF. BAUEFEXIFERM@EIH
HAEE , URENRAREXNHEM Amazon lRFH AR,

X-Ray 5 App Mesh SR AEEEH Envoy Bk . KB Envoy MIRFHIEN KL FEHNARFHIZIT
EIJ X'Ray T?F*ﬂir_o

BR%E X-Ray FANIESH SOK HRTE AN ARFRB AR,
B AEE App Mesh # 1T X-Ray B

- MERFEREME :
« ECS — £ Envoy KBRS E X , I ENABLE_ENVOY_XRAY_TRACING S ETEIZE RN 1, &
XRAY_DAEMON_PORT MEEEIZRE N 2000,
« EKS — 7 App Mesh 2 FIZRELEH , B --set tracing.enabled=true M --set
tracing.provider=x-ray,
- E&M X-Ray BEH , 2R O2000H AP 5415171337,

X-Ray I+

I 5% ECS B9 Envoy BESENX

"name": "envoy",

"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1l.15.1.0-prod",

"essential": true,

"environment": [

{
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"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/myMesh/virtualNode/myNode"
},
{
"name": "ENABLE_ENVOY_XRAY_TRACING",
"value": "1"
}
1,
"healthCheck": {
"command": [

"CMD-SHELL",
"curl -s http://localhost:9901/server_info | cut -d' ' -f3 | grep -q live"
1,

"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3

EFL S EKS #Y App Mesh 125188

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \

--set region=${AWS_REGION} \

--set serviceAccount.create=false \

--set serviceAccount.name=appmesh-controller \

--set tracing.enabled=true \

--set tracing.provider=x-ray

EAES X-Ray

- EAKIEE Amazon X-Ray
» App Mesh #&# Amazon EKS-AJ M2 : X-Ray
+ 7E£ Amazon App Mesh #fit £ X-RayF@@ FH 5 1 N EER

T X< E %152 Amazon X-Ray

» Amazon X-Ray X #4
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BB HEE Amazon X-Ray 8 App Mesh

« ETIENNAREFR Amazon X-Ray JEilk,

# Amazon EKS BY App Mesh B Jaeger hi

Jaeger 2—NMNFEW, ®EIHEN D HARARERSE, STHTFITMEMFITIERE, Jaeger iE 0] LARFBY
!&ERTE*E’JK}EEF“FH&FJ&?TMI&EF%O

EENAREFRBDEI Jacger , BAILTE Jaeger MRBRERFED R B EHER T ENIESENERR,

£ Helm &3 Jaeger
1. ¥ EKS 7 ERME Helm :

helm repo add eks https://aws.github.io/eks-charts

2. &% App Mesh Jaeger

helm upgrade -i appmesh-jaeger eks/appmesh-jaeger \
--namespace appmesh-system

Jaeger 7~

LR 27 Jaeger B K X Ff# PersistentVolumeClaim B9 =41,

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \

--set tracing.enabled=true \

--set tracing.provider=jaeger \

--set tracing.address=appmesh-jaeger.appmesh-system \

--set tracing.port=9411

£/ Jaeger KYE S

« 48 EKS B9 App Mesh — AT : Jaeger
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Amazon App Mesh AriEE

ETHAX Jacger WEZER

- Jaeger X134

Al FiEERR Datadog

Datadog BEAJ A A FIRER , B A LAA T EHR. BXRELZEEMLEUH , iF% Datadog XHEFKEIE
HEATENNAEREENER.
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App Mesh TE

/A Important
KIEXIFIEA - 2026 £ 9 A 30 B, Amazon fFEIEXNMIZHF. Amazon App Mesh 2026 &
9 B30 BzfE , B9 BihE Amazon App Mesh #2244 5 Amazon App Mesh &R, BX
EEZER | BRI EEXEMNTRE Amazon App Mesh 2| Amazon ECS Service Connect.

App Mesh fEZFREBERAUT TR APIs HEEHEEZ) !

« Amazon CloudFormation
* Amazon Cloud Development Kit (Amazon CDK)
« SEFAT Kubernetes B9 App Mesh 2 #I85

e Terraform

App Mesh #1 Amazon CloudFormation

Amazon CloudFormation B —IfR% , AL BRBENARFMENMERRNER , RS
Amazon CloudFormation A B ENEERTR. CENREMEKBIXR , RLETLUNEZ B IN
ENRAEFL , MBI R REEBNRE,

A X1 App Mesh 1 # Amazon CloudFormation B Z{E 8R4l , iHS @ Amazon
CloudFormation X #%,

App Mesh 1 Amazon CDK

Amazon CDK 2 —MNFEEZR , ATHEARBRENENZEMENHFEHE Amazon
CloudFormation #fTElE. Amazon CDK X #FZfimTEES TypeScript , B¥E. . Python
JavaScript, Java # C#/Net.

B X Amazon CDK & App Mesh BRI E AN EZFE LR , S HAmazon CDK 34,
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i& A F Kubernetes B9 App Mesh 2 #ll85

E T Kubernetes B9 App Mesh #2423 AT #E B R E T Kubernetes ££EEHY App Mesh %R |, F3¥
sidecar SE AREFA (pod) ., ZIEHFIBFZITH T Amazon EKS , A& Kubernetes REHN AR E
B IR R

Bx App Mesh BHIBNEZELR |, 155 App Mesh 2 & 85 318,

App Mesh #l Terraform

Terraform R — PN REMEHERBHRHEIE, Terraform AIAFERE CLI BB SRS , 7 APIs E
AFRAEREXHEZRE,

B 7 A X Terraform F{E A App Mesh WEZEE |, i§EF Terraform X4,
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https://www.terraform.io/
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EAEEMRE,

/A Important
KIEHIFEH - 2026 £ 9 A 30 H , Amazon fFHEIEX X #F, Amazon App Mesh 2026 £

9 B30 BzfE , B9 FEB i\ Amazon App Mesh #2445 Amazon App Mesh &R, Bx
EZER | BRI EEXEMNTE Amazon App Mesh 2| Amazon ECS Service Connect.

/A Important
tezhee e E XS FP AR A,

&7 LAE A 1% Amazon Resource Access Manager f55# Amazon K= £ Z &8 App Mesh Mg, #
ZM & LW ARE Amazon I/ 012 H BIRER — MR HHEEBRE.

Amazon IKF RILAR M ERFIAE. MIEERE K ERERMBZ, HREAUEEEKSFHAED
MIEFZRAR. AAETAEKFHENEAMBREIRRIR, NIEMEETUSUTRENMEE
AEHENE,

- HAMARNIPHRINZHI4EE Amazon K Amazon Organizations
- HEAMLARIHLLFE M Amazon Organizations
- THEANALEE Amazon Organizations

BERARAEZEMEWIEANE , BSEBEKS Mg E%, end-to-end GitHub

RTFHAEMERIR
Bl H TR , KEMAEN AM EEABERR , NEAS BEDRENE,
RTFHAEMHERINR

IAM ZREAZTE-HHENBRTERLZMNE, BINBWE
FAAWSAppMeshFullAccess#AWSResourceAccessManagerFullAccessitE IAM KBS R IR A
B IAM Z2RAREHENFEALZRNEMFEHNR,
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MREFEABEE N IAM KBEappmesh: PutMeshPolicy , M&EZEappmesh:GetMeshPolicy,
Mappmesh:DeleteMeshPolicy#®¥E, XLRNERENIEHN IAM BR{E, R IAM ZEFEARRKBXL
PR |, MIEZEFEAZ Amazon RAM REHEM BRI KEHIR,

B X% Amazon Resource Access Manager IRFEA IAM IS XN EZEER |, i§ZHAmazon
Resource Access Manager F P 1§ RY 2018 Amazon RAM £/ IAM,

7R TR

HEMEEBFUTRR,

« SHERETLUSIHMERENK P HZ 0 SR FRE 7R

o PR & AT LAS AR K P 4 A B A M AR R R TR B R

- IEENERETIMERKS, Q2R MEPH TR , BT REXEMKS 2R FR.
o SHTRE T LU BRIZ K 7 012 Y RS R BV R R R

« FRE & T SAM BRI A& AR AR AT IK P B 2 BV AT R R

- MEENRRRESIAR— MK, PR EAMERE, fl, BT K285 A Amazon Cloud Map =
SERLT RSB ERE TR —KF# Amazon Certificate Manager uT::FEO

« PREENERE T Envoy REEN KRB ELT QEEE App Mesh,
o P& T LRI RE LA 5 FRE #EL R 5<%

- FIBE&EMETRE T LUERK P I M MAE 5 AR 3T tag/untag BiR. AT EEMEFTIEF
2Bk, AZHIRZH tag/untag BIRo

/\;M%EFHET%%E’J&*Xo EFEIEEE’J*XBE%EM*%/\;O li?¥’|§fﬁli5*2|3ﬂ%ﬂﬂ§u%ﬁﬁ%mﬁq: y ‘H_:’a
AJEAREE IAM B /A 8RR IER IAM K, XERBF ATFHINRIRE , BEEARELHNERN
R, RE T EENMAEEI T F IR,

HEMEET , % Amazon Resource Access Manager fRE 48182 —1
HAAWSRAMDefaultPermissionAppMesh I EE RS , HNEERMLIT RN App Mesh X< Bk
XK,

* appmesh:CreateVirtualNode

« appmesh:CreateVirtualRouter

« appmesh:CreateRoute

« appmesh:CreateVirtualService
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RAriEmE

BEHENE

appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:

UpdateVirtualNode
UpdateVirtualRouter
UpdateRoute
UpdateVirtualService
ListVirtualNodes
ListVirtualRouters
ListRoutes
ListVirtualServices
DescribeMesh
DescribeVirtualNode
DescribeVirtualRouter
DescribeRoute
DescribeVirtualService
DeleteVirtualNode
DeleteVirtualRouter
DeleteRoute
DeleteVirtualService
TagResource

UntagResource

HEMBH TRFH

BARIEBE K Amazon K FHRAEMIE, T

EEHNALRY Amazon OrganlzatlonsP\]E’Jéﬂ,,\iu tZ Amazon Organizations ,
/\;o ﬁ*%%tﬂaﬁ

;o
B BRSS 4T

&R BT BRGEA

L

BHEHFLE,

NERBIEEK - HZEEN Amazon VPC '=F' , Hp aigs
MEGEEN - A ER2NEEEMERERNMERS

EHEBENMIEE
U/\?—%Ix—.lo E*E%Lﬂzu\*upﬂ%ﬂ , 9

=
FZHAmazon RAM (AFEM) FHAFE Amazon Organlzations 3t

N o /\—_:L

HEREE TR
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« RS AMEESE DNS A , & Amazon Cloud Map, BEXBEZEXMNESZEE | HSRELT

/AN 0

MR RS

P& L= 5 Amazon Resource Access Manager (Amazon RAM) £/, Amazon RAM 2 —TRS |
AL B S5 E4T Amazon K - 2B F{A 0K 7 2= Amazon & JR Amazon Organizations. £/ Amazon
RAM , BRI ABI BB FREERREZLRAENRR. RRAZEEEAZENRRUREZHAZERR
MERE, HREBETURNA Amazon ik, HA RN REANHAL Amazon Organizations.

BRMWEZEE Amazon RAM , 52 (Amazon RAM BAF1E®E) .

HEME

HEFETEFRKS RO MR ERER ARG HEEBE, ZRERSACHENNE, B
HEFK | ELRTEFMIRRLE, RFLZE 7 Amazon RAM 2 ¥4 Amazon Ik SR
BHRR. ARLTEEERTNR AR SARTXERRNERE, EEMA Amazon Linux 54
HEFKN | SAFSFNINERFLE, DHNKFNEFOFFLE | #HAmazon RAM 24
AURTRLE,

MRERELAFMN—F , Amazon Organizations FEFHATHARIBRE , A LB R FHLFH
HBRBHRRZMENNR. B, FAEQKREMATRAZNEE  AEESBEEREBIHEN
8975 R AR

O] LAE Amazon RAM & & s X Z A M & Amazon CLI,
£ Amazon RAM #2#l & HEEFEH MK

BRI , FHZHAmazon RAM (AFER) PHEERERS, ERFRREN , mEMNE , A
EREHASZHMG, MRRFBEMAMNE , FLUEME, BXESER  HEH IRRSMNE.

ELESRBEENME , B A Amazon CLI

£ create-resource-share i3 M F --resource-arns &I , FHEEEXLZMIZH ARN,

NEXENMBEUERAE

BUEHZMEE , App Mesh &2 1 MK BIEAEH — S HE MK, B2 , App Mesh T&MiIBREA
ERBHRR. BUEREMEKE , REMIEFIEE T L RIFMBRE R, App Mesh A Bf LE7E M #% A

EEYE —
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BRFENKSEREREMR G EWEERFS. App Mesh i& A] AR LT E B 1E M 4% H8 R IR A K
FEERBFHLEZMNRNEESE. REMBNAMEETRIUERE,

EEUEREZHEENEHREZEMNE , XANBRAZHREMBIER, ERILAER Amazon RAM ## A5
Amazon CLI.

FRZEFHAEBHEZEHANEZME Amazon RAM
Z#Amazon RAM (AF{EE) PN EHMRELE,
ERCHHAZSBAENHEZMNE , B H Amazon CLI

£/ disassociate-resource-share %o

PRIRHZ R M %

FIEE&FMEAAZ R LAEH Amazon Linux 4| & 1R 5| £ ZMAE M M+ %R Amazon CLI

£/ Amazon Linx # 4| & 1R 51 X =M &

1. $TF App Mesh #2&l& |, Wit https://console.aws.amazon.com/appmesh/o
2. EEMSMESD , EEME. MEMEEIGIE TSN MEEREENIKS ID,

3. MEMSMmES , RBRELRS. ELSARIELT R, BAUSINEMEENIKS ID ME
MNRIBENFERABEE

EFEARMRHEEZERME Amazon CLI

£/ aws appmesh list resource % , Hl#0 aws appmesh list-meshes,
ZanTREZHEENNEURSERLZHMNIE, ZmeshOwner B E RH Amazon Ik
IDmeshOwner , resourceOwner/& 4 E R ERAMEHR Amazon IKF 1D, SHEAMERIFIZTHE
A SHIREXLEE M,

IEMT B X ZRAEH A P EMARZESGER TEH Amazon Web Services IKFF. BN TERATECHE
MIEWEMIKSF, Z— /KPP aws appmesh list-tags-for-resource apS#IEL S
=18

HERBERE=EHAEZH,
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KB PR ER

MW BBt ERATREME , TREENEFRNET RR. REMKMESE SR FEME .
BXEZEER , B5H App Mesh R BRE, 1% Amazon Resource Access Manager IR th B ELH.

BXEZEERE , BSHARSRE
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Amazon &5 App Mesh £ 5% 1Y BRSS

/A Important
KIEXIFEA - 2026 F£9 A 30 B , Amazon fFEIEXNMZEF. Amazon App Mesh 2026 &

9 B30 BzfE , B85 BihE Amazon App Mesh #2244 5 Amazon App Mesh ®iR. Bx
BEZER , BHREFEXEMNTHE Amazon App Mesh E] Amazon ECS Service Connect.

App Mesh 5 H At Amazon BREGHME , NENLFRKBEESHRA R, XEBNETHER App
Mesh 7 INZh8EHY BRSSBR App Mesh A FHUITES RS -

AAE

- EAAIE App Mesh % Amazon CloudFormation

« App Mesh EFF /8 Amazon Outposts

FE A 2I2 App Mesh &R Amazon CloudFormation

/A Important
KIEXIFEA - 2026 F£ 9 A 30 B , Amazon fFEILEXNEIZHF. Amazon App Mesh 2026 &

9 B30 BzfE , B9 FEBihE Amazon App Mesh #2445 Amazon App Mesh &R, BX
EZER , BRI IEEXEMNTE Amazon App Mesh B Amazon ECS Service Connect,

App Mesh & Amazon CloudFormation—Hi RS 5B , AIFSBIEXY Amazon BR#TERENIZRE , M
MRS EMNEE R RENEREERE RN E, SBaUel2 - MERFAENE Amazon FiRAE
#® , B0 App Mesh W#& | 3 Amazon CloudFormation £ 3% 3 & B & R B & iX L % R o

£ f 8t Amazon CloudFormation , BRE L EE FAEHRK —HEEE #iRE App Mesh BiR. REH
R—RENRR , RIFEZD Amazon I/ M XE A —B X — & # B E AR 8 7RI,

App Mesh F Amazon CloudFormation & 1x

EH App Mesh MHXREMENE B RE , BAMT B Amazon CloudFormation &, EiRE
JSON = YAML BRI XA 4, X EFERER T HEEFE Amazon CloudFormation HEfk LB K &
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Ro MBRIRTEE JSON 5 YAML , aJLAfEA D Amazon CloudFormation esigner 3R &8 BhRTT 4416 A
Amazon CloudFormation ##k, BXEZELR , HS T 4 =2 Amazon CloudFormation 181188 ? 1
{Amazon CloudFormation AFEm) #.

App Mesh XHEFRIEME, BH. EUTR, EUBHIBAMEMURS. Amazon CloudFormation
BXEZELR (2% App Mesh #RAY JSON H YAML #E4RRHl ) |, 25 (Amazon
CloudFormation A $8R/) H 8 App Mesh BIREFESZE,

T ¥ %< F Amazon CloudFormation

E T ¥ %{E 8 Amazon CloudFormation , iU T &R :

* Amazon CloudFormation
« Amazon CloudFormation FAFF ¥R
« Amazon CloudFormation s S TR EAFIERE

App Mesh EFF /& Amazon Outposts

/A Important

KIEXFIEA - 2026 F£9 A 30 B , Amazon fFEILEXNEIZHF. Amazon App Mesh 2026 F
9 B30 BzfE , B9 F:EBihE Amazon App Mesh #2445 Amazon App Mesh &R, Bx
EEZER , BRI EEXEMNTE Amazon App Mesh 2| Amazon ECS Service Connect.

Amazon Outposts Z#FA g P RE Amazon Bk, BEatikEMNZEERN, £ Amazon Outposts
WER | RATAMEAS=mAER Amazon B AP, TEMEMZEN, Amazon Amazon Outposts t
#9 App Mesh R EEFERFIA At HIEN N AR FH 51 THERER THERE. HX Amazon
Outposts FE ZE L , S H Outposts F FFAmazon 35/,

FTRZM

LLF 2% O Amazon utposts i App Mesh B9 LR &4 -

o BAMEBEARBBEROPZEHEE T Outpost.
« Outpost 5H Amazon X132 8] 41 &8 7] 1Y W ZiEE,

« HIH Amazon XIF 4 Amazon App Mesh, BXZXEHXFEH XK , 55 Amazon Web
Services —fixZ & F Y Amazon App Mesh i = M ELE .
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PR 75l

LLR 27 O Amazon utposts EfEF App Mesh IR :

+ Amazon Identity and Access Management, Application Load Balancer. Network Load
Balancer, Classic Load Balancer 1 Amazon Route 53 Amazon EiZ#Xiz1T , A 27 Outposts
EiE1T, XRHE X LIRS M AR Z ARV EER .

MG EEETEEM
LAR 2 Amazon EKS Amazon Outposts B P& ERSEEEIM -

- MRARHBIEEMSHE Amazon XiE 2 B M EKIZEZF R , App Mesh Envoy KENHEIEIT, B
B, EMEEECH , BEEEERRSE NI,

o BAEBUETE Outpost 5H Amazon Xigiz B2 A%, S0 AMNKERNERE,
£ Outpost £ B&I% App Mesh Envoy X3
AIEEHE Amazon XEEHYT & , BU LT EBKF FH Amazon VPC |, FHE# 247 A X FEMR

ERAVBIWHYE (L B, 7EEE Outpost Bt , BF—NFMEEMEXE , BUFXE VPC R REIARHMIR
fE. Outpost ERYKBIE RN XE VPC W—#7 , RETEBREKFMNAATHKX,

PRl 183



Amazon App Mesh

RAriEmE

Amazon Region
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- >
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&
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E7£ Outpost £ A2 App Mesh Envoy RE , 154F App Mesh Envoy B2 & &R MEL S# ECS £
L EFE Outpost LiZ1THI Amazon EKS B854 (pod) ., BXEZELR
RS T & & HEF) FHI Amazon Outposts FEI Db s RBFARS , UARITD# EKS AFEEHH
Outposts Amazon £ &Y 5i#h Elastic Kubernetes RS o

FSH (LD HEMERR

£ Outpost L 81% App Mesh Envoy X3
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App Mesh &{E3<Ek

/A Important
KIEXIFIEA - 2026 £ 9 A 30 B, Amazon fFEIEXNMIZHF. Amazon App Mesh 2026 &

9 B30 BzfE , B9 BihE Amazon App Mesh #2244 5 Amazon App Mesh &R, BX
EEZER | BRI EEXEMNTRE Amazon App Mesh 2| Amazon ECS Service Connect.

RNT RN R EBEHRAMELENITRIAZRAAZABBERNWER , XAEBHPRESZBRIEUATER
B& -

- NEARFNAENRE , FRARENRNERARBISUEMERKINENE. BXESER , S
5 BYERKENFABEHE.

- BERAREHRESERERAIAZXEGRERN TN , BNERERIDOTELE. BXRESE
B, SR ARHBRE., EEOERLAAHTERY B M XERHFSTRARE,

NEZRDBHRBE , RNBUEEATAERERPEEIX LR,

I B i SRAS N A B

FrREEMURSEENERAELEAZ , AAMERARERIANEIRAERRE, XTEIEMERENHX
EFEREKEBIBFREMNER. FITERRE , BINEBVUEIREREHERBENESHRRLREF R
maxRetries BEEALHME , HABHELEHIEELL TR :

e TCP — connection-error

« HTTP M HTTP/2 — stream-error BAK gateway-error
« gRPC — cancelled LA unavailable

% E case-by-case RBEHMBHAEHHTER , ENEMNTERLLE , HINBERTRERN, EFE
ZEHMNiE maxRetries M perRetryTimeout M{E , XEERBERLEEHZR KB (maxRetries *
perRetryTimeout) EREEZLERXNWR IR ZAHTEHINNE. LI , H Envoy ZREZFET
EENR SN |, BNZMITIZERESHEELIBASR perRetryTimeout, EERHEBFIXEKE , ES 1Y
SIEEH , AREFREHTERAHANI
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@® Note
WMRBE 2020 F 7 B 29 BHEXRBZEXRETHAE , BREREZEIAEKR , B84 App Mesh
ARES B NBTE 2020 £ 7 A 29 BYUXB 2GR ENEBLEECES 2 s Rk AB LAY ERIA
BEiRXEK, BXEZER , T5H RIABRHEILEK,

HESFRE

FERREER |, FRELSAIBBEE, BRIABERLT , Amazon ECS BLEMN BRI ZE VHIT 100%
HIEEFESH 200% WEES. HER , 2SR EBRTLE -

- EHEZSTHRIERZET , Envoy AIEEIFES 100% AENZPIE ( BREFRBE , FSH kS
B TRARE ) o
« {E55&IEHAE |, Envoy ATAE FIIBMESS 100% AERIEAIE

BEXLEHBERGE , FREHEIEARSHA MRS , EN2ENEBRABERER , BRERME
#EFR. BT Envoy BFEERFLR—BH , XURLKSBEBERRFAILNBERESHEETR
NARRMTE., NEBXMER , BNEBWREERETHNESLARSEEED 100% , BREESHT
PlEEE 125%, XAl , REEHN ATRE, RMNBUSNFTRNBR[ESTHREER TR
B

Amazon ECS
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« IPv4_ONLY — MNREHIRFZMNEZIFIPVLRE |, BTkIFLIZE, Envoy XN IPv4HHERIT DNS &
®, BRATERENLIKH, IPvL

SER A EMER B MET REFIRE IP RAERD , BT RIRESBZMERIWIRE,
BREZER  BERESMEMELT <o

IRBFSTRARE 187


https://docs.amazonaws.cn/AmazonECS/latest/developerguide/example_task_definitions.html#example_task_definition-containerdependency
https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-startup-probes/
https://github.com/aws/aws-app-mesh-controller-for-k8s
https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-startup-probes/
https://github.com/aws/aws-app-mesh-controller-for-k8s
https://github.com/aws/aws-app-mesh-controller-for-k8s/issues/132
https://docs.amazonaws.cn/app-mesh/latest/userguide/meshes.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/virtual_nodes.html

Amazon App Mesh AriEE

Y Z £ Amazon App Mesh

/A Important
KLIEX#FEA 0 2026 £9 A 30 H , Amazon fFEIEXIX . Amazon App Mesh 2026 &
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« PHEEANFR D 4 Amazon App Mesh

RRE T2 (TLS)
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F o

« DNS — HA—/Mif$ SAN #4715 DNS lRFAIMZEFRENEHELTE, ¥ TEERSKINBEFH
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endpoint.apps.local BMIEEMIES , A/ S BHFHEERAFHIEP *.apps. local.
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EUATROEEAEES , MBR[QUET T ZREF , RibBEENE,
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FUTER TLS B E 7 A9 AR S5 2R B UE AT BAM BT SKIRIRER

« XHRE -RKBIEEZITH Envoy REBW AR NHRGHIER, EN Envoy ZXIEH |, BEERH
IEPBEER ST ZE M App Mesh AP B9FA%R
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s RS XAHEHT App Mesh

+ Envoy Proxy %X

« X Amazon App Mesh 5 3 Fij 8] 3t 17 S B HEBR

R

& E 53X Amazon Identity and Access Management (IAM) Ri&H AR

s RSAF : MREBTEHBEINEE , BMNEERABERNER (FSHEX Amazon App Mesh & 43 177
HITHIEHER )

- REEER : BEAFLHRENEHRERINBRER (1FZSFE 01T Amazon App Mesh 5 IAM BL & &
)

Identity and access management 199


https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-k8s-mtls-file-based
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

Amazon App Mesh AriEE

- IAMBEER : RERATERHRINBEHERE (ESEAmazon App Mesh E T 5B KB =B )

£ 50T S0 WIUE

SRBIFRE Amazon EASHEILREMNAR. B4 1AM AP 54317548 IUE Amazon Web
Services IKF AP , IFEBEIEE IAM AH#HTEHRIE,

N FmIEHE , Amazon 1244t SDK # CLI KX FER#ITINHBRL R, BXEZELRE | HSH (IAM AF
/)Y PHSEAT APl iEREIAmazon LA R 4,

Amazon Web Services K F root i F°

BIZ R+ Amazon Web Services Ik , B %28 —N8& A Amazon Web Services IKF root P& %
5%, ZE5HAUT LB RIFAE AR Amazon Web Services B MER. RITBIBWTFEFHE
BAP#THERES. BXERXRBAFESIENES , 555 (AM BFER) PHNEER AR EIENE

Fo

IAM A P EF4A

IAM AF BN ENMARABINAERFEERSENRN —1MNE45, BWFEAIGREIE , MIEEFKIAEIL
BIAM BF., BXEZEE , BSH IAM AFRERETNERALAFPFERASHRESNEE 5 HRIE
= 8 Amazon & F Im BT IE B3 1715 8]

IAM (HIEE—4H IAM AF , ETERMN KERAFP#HITNRERE, BEXEZER , 555 (AM A
FIER) i IAM B E R =46,

IAM A&

AM B EREERENRNFM , TREKRZIE. SUUBIMNAFTHRE IAM A6 (#FE) R
@A Amazon CLI 5 Amazon API RERRKAAEB., BXESZER , H2H (IAM AFER) P
FAGBHAE L.

IAM A FEBREBAFHE, IGe IAM BFXER, BKFiGRE, BRSGEKRE Amazon EC2 L&
THRARFEEER, BXEZEER , B5H (AM BFIEE) B8 IAM R EIK P FIRGE

e R EE T

RAT LA Amazon @i A2 FK G EH K INZE Amazon B EERIZEPHNIFENE. FBENLTE
SRR ERRIEKAWNR, Amazon EEIEARHIBERIIIPAXLEBR, KZSHEREELL JSON 3T#
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_sigv.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_groups.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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By Amazon FERFEHEF. Bx JSON REBEXHENWESZER , H5H (AM AFER) S8 JSON X
BE SR

EERAEARE , BYE BN EEATUEF LTS TR BLERRIITHEREREEERNGRMT
Ao

RABRT , ARNAERENR, IAM EERE IAM REFHREFIBEEH , REAFTNUE
EXEAE, IAMRBEXNR , SHRITREMANG ETLR.

ET 508K

ETHERNRIEREMMEESH (BF, ARNAR ) 1 JSON NPRFRE SRS, XLERIEIRE &5 T
DHATHLBRE, IMEFFERITUREFALAZETNT. ETHRNANERETSMHER  E35H
(AM BFiER) FNEREFEEEEREYBEN IAM R,

ET 509K o AR NERREE ( E?&ﬁ’ﬁ)\i‘ﬂi/\%ﬁqﬂ ) IEE R (MBS FORMIUE
i) o BETHROAERERMAREKR 2 BARITER , H2H (AM AFER) PHERERRKSE
MR RIS 2 BT,

BT HIRA K

ETRIFHREE MR FRAY JSON KM, ~PIEHE IAM B EEEREN Amazon S3 F#EH
Kb, EXHETRARNEKBORS ST , BRSEERAAUERACIREFNBERTNGR. BLME
E T RIFH RS I8 E £ 4,

ETRFNRE RN TIZRS FHRNBKERE, EFREETRRENRBEFRER IAM FE Amazon 1£E
KB,

hEEFI5] & (ACLs)

TREFIFIR (ACLs) 2HBLERFEA (KFKE, AFRA. ) BNBRER, ACLs SETHIRM
REERE , REEAITEM JSON KRB HEER.

Amazon S3 1 Amazon VPC # R XM RS R~H| ACLss Amazon WAFE T#MEZ{EE ACLs , &5
¥ (O R EHERSTAERRE) PHIEEEH SR (ACL) #EiR,

HbRIERR
Amazon XIFHMREER  XLEREEBOLDUEEEENWREEBR FHNHE AR :

« RBRLR -REETHONEBATLUET IAM EENFE AR, BXEZEL |, B30 (IAM AF
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/acl-overview.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_boundaries.html
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- IRSEFIFKRE (SCPs)-FEFIEEH LA LN BRI EHRANPR Amazon Organizations. BXEZ(E
B , %25 (Amazon Organizations I {5R) FHY IR 12 EI R,

o BWIRIEHREE (RCPs)-EEKRFARBENHZRATANR. BEXEZELR , ESH (Amazon
Organizations FAFIE/) P ERZEFIFKE (RCPs).

- SERE -ERNAEIRESAFEBIGNSEN , EASBERRENEREK, BXEZER , BHS
7 <IAM AF{Em) RHSIEERE,

SO RBERE
LUSMRBYRMEYAT —MERN , ERWRBEMERFELURR, BT HRESRSTHRMERE
o7 Amazon BERBAWER , HSH IAM A =I5 R E M IT(E2 5,

#n{al Amazon App Mesh & IAM Bt & &

/A Important
KIEXFEFEA - 2026 £9 A 30 H, Amazon fFEIEX I EF. Amazon App Mesh 2026 F
9 A 30 Bz/E , &8 F&EB 151\ Amazon App Mesh #2414 5 Amazon App Mesh &R, BX
EEZER | BRI EEXEMNTE Amazon App Mesh 2| Amazon ECS Service Connect.

EEA IAM EEX App Mesh BYiGRIZ 8T , BN T FETRLE IAM ThEE A 5 App Mesh & A. E£H
T % App Mesh M Eftht Amazon RS WMAE IAM BEER , B2H IAM AFEREHNE IAM BEE
A& Amazon R

FH

« App Mesh EF B H IR
« ETF App Mesh &R KB
« ETF App Mesh ¥r&HIZR
 App Mesh IAM A€

App Mesh & F 5 519 5K B

BEEA IAM ETSOREE , S UEEATIIELNVRENTRUR A FSIELEENF
fFo App Mesh XIFRHENRE, HRMZMHR, BT HE JSON KEPERANMBETE , FSH
C(IAM AIF$E®) HHY IAM JSON KB TESE,

#n4A Amazon App Mesh & IAM Bt & & 202


https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html
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BRI

EE AT LAEH Amazon JSON KEESRIEEEBRIGRIMT L, BRI , BANEMRT LN L RRR
T8 |, UREMAARBETHIT,

JSON HEEH Action TEMA A THEREF AFRIELILFARE, EREPISHREARTR
TRERIRERI R,

App Mesh R RESIRIETEIRIERIFERA LT EIR : appmesh:, il , ERFEAFEH
appmesh:ListMeshes APl BREFIHMIE AR , BRI appmesh:ListMeshes RIEH A AATHY
REEF, REEBAMXIEBE Action 2 NotAction T,

EERMEUFEEST REF , BEAESFENRT , M TR

"Action": [
"appmesh:ListMeshes",
"appmesh:ListVirtualNodes"

W T MERBES (%) EES MR, Fl0 , BEIEELLEFE Describe FFAMAAERE , HEEUT
B,

"Action": "appmesh:Describe*"

EEF App Mesh BEFIK , 82 (IAM AFIERE) & Amazon App Mesh E X BVIR1E,

N

)
IR A LAER Amazon JSON SREEREEWARBRMT L, tHFRY , BN EET N AR TR
1THRE | UREFLAFHTNIT.

Resource JSON K TR EEEBHNARFEN — I RS IR FNRESXEK , EEAE Amazon
FIFEEY (ARN ) EHERR, N TAXERBERNRAEE  FEABES () EREANATHER
R o

"Resource": "*"

App Mesh mesh BRFEBE LT ARN :
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https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
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arn:${Partition}:appmesh:${Region}:${Account}:mesh/${MeshName}

AXRBERAWEZE R ARNs , HS 1 Amazon FIEA T (ARNs) M Amazon IR & ZEiH,

Flan | BEFAHIEEE Region-code Region apps Fas BHIME , BEALLT ARN,

arn:aws:appmesh:Region-code:111122223333:mesh/apps

EEERETREKSNAASES , BERABEEA ().

"Resource": "arn:aws:appmesh:Region-code:111122223333:mesh/*"

FTEXN B ERFHITEL App Mesh B4 , flan , AT RIERRNIRE. EXERBRT , BLXTEAR
BEARF (%)

"Resource": "*"

¥% App Mesh APl 45 R Z#ER, il CreateRoute BIZEFEMT S BRHEH , Fit
IAM AR ARERFERZEENELT R, EEE/MEAPEESINER , i ARNs 252K,

"Resource": [
"arn:aws:appmesh:Region-code:111122223333:mesh/apps/virtualRouter/serviceB/route/

"arn:aws:appmesh:Region-code:111122223333:mesh/apps/virtualNode/serviceB"

E&EE App Mesh RIREE &K HF|& ARNs , EZH IAM A F 8/ Amazon App Meshf Y E L& R o
B 7RSI EMLEREHIEESNERMN ARN |, 259 Amazon App MeshE Y K2 1E,

i

App Mesh X FRAEE+RBEHR, EEEMAE Amazon £BEHE , 551 (IAM BF#EE) &
B Amazon £ F& M4 E T, BEEE App Mesh XEFENEB/BXHRNIIR | FSH IAM BFEEH
) Amazon App MeshiI &, ETHETUNBLRENRTREXHR-EFEA , BSHABELH
1€ Amazon App Mesh,

=l
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
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E&EEF App Mesh ET SR RH , 5Z5 Amazon App Mesh ETF 5 15 8 KB =l
ETF App Mesh & RHIEKRE

App Mesh T FHE T RFRN K, B2 , WREMEA Amazon Resource Access Manager (Amazon
RAM) Hﬁxﬂ?ﬂﬁz HEM#E , MiZ Amazon RFLFETRFENRBNATEHMNE, Amazon RAM
BXEZER , B5H AMBEETFNE,

ET App Mesh #rZ R X

] SUAR MY INE] App Mesh BRI AFiE R PR EZE S App Mesh, EETFHRZZGHHE |, £F
EF A appmesh:ResourceTag/key-nameaws :RequestTag/key-name B aws:TagKeys &
BERBAXGTEPREFEER. BXH App Mesh BFEFRMFELENEZER , BSEAREF
Ii#R%, Amazon

EEEETHMANER (ATRERE LVRZRBHIZERNIERE ) BRE , H5HE QETZIR
¥rREH App Mesh M1,

App Mesh IAM A
| AM & &R %8 Amazon K BB R EN RIS,
T eHEIF S App Mesh — 3

A LAER IR ZIE#THRESEHARIEES , 2K IAM B2 9 REKF AR, ETLUEN
B AssumeRoles 2 2£#) Amazon STS AP| ##4E3RIREUIE B 2 £ i $ GetFederationTokeno

App Mesh X5 A Im B ik
REXEKAE

ARS5 X A & 7o ¥F Amazon BRS5 5 R ELAARSS R Y R A RBTERIRE. BSKEKABERE IAM
WKEd FFZBREAE, IAM EERATUEEETERBRSKEABHR.,

App Mesh XFRFHEXAR, BXCIERRERE App Mesh RSHEXRBENWIEFEAEE , F5HR TR
MxBERHAT App Mesh,

BREAE

BHREATRSAREEBERSAC. LAGATRSHREMRS FHERUARETHEE. KBS
AEERE IAMK,H , ARZKFAE. XEKRE , IAM EERTUERZACHNR, ER , X
B F] RE 2 AP T AR 35 RY Zh BB
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/general/latest/gr/aws_tagging.html
https://docs.amazonaws.cn/general/latest/gr/aws_tagging.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_GetFederationToken.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
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App Mesh T EFRESAE,

Amazon App Mesh &F & 389 K B& ‘R 51

/A Important
KIEXIFEA ;- 2026 £ 9 A 30 B, Amazon FHEIEFHIX#E. Amazon App Mesh 2026 £
9 B30 BzfE , B9 FEB i1\ Amazon App Mesh #2244 5 Amazon App Mesh &R, Bx
EZER | BRI EEXEMNTE Amazon App Mesh 2| Amazon ECS Service Connect.

RINERT , IAM AFHAGEECIZRIENR App Mesh BIRIINR, i1t T%6EH Amazon Web
Services BE##|A Amazon CLI, = Amazon APl Hi1TES . IAM B2 R HMEIE IAM KEE , LUE
NAFPNACR FRRUNMENEERRINITHEEN API 81E, AF , B & LHURFIX L 5K BE i i
BIFEEXLENRN IAM AP A,

ETRMMAERXLRF JSON REEXHEIE IAM ET HOHERE , 556 (IAM BFiER) #/ &
JSON &1+ L 6 2 5K

£

- RE&REXEK

- f£/ App Mesh #2#l&

- ANAFPEEMHI]IB SRR

- DIEMK

o B HERTE M &

- BIEW ZRIFZH App Mesh P#&

REERIEREK

ETHENNRBBEEENART AR, RSB EREK S FE App Mesh iR, XERETES
f£ Amazon Web Services lKF = A, SIRREEE T HOHREN , HEBU T REEANEW

- FaEA Amazon RERBEH ERRENRNE — EFBEAFMIEARR TR , EEART
LELAGIRTINENAMmazon TE X, SIIERMRAF A Amazon Web Services Ik,
MBI EN E X BB Amazon BFRE R K#H —DRINR. BXEZER , HS
Z <IAM FF$8R) ) Amazon FEE RS T/EEREER Amazon £ & FK B
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https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html
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- NASENR : EEA IAM RERENRE , BXEFRATESHENNR. At , EAER
ERERGT AAUNBERRRTHRE , RN RENRTAT. BXER IAM NANRBRNESE
B, B2 (AM AFEmR) P8 JAM R EYKEE AR

o fEF IAM SREE AR BSR4 — SR FITH R AXBR : 8 0] LA[E) 58 BE A NS 445K BR XS R AE R R IR AV 17 18]
N | WA LURE RS RIEEMXTMER SSL XEFEER, MERBRSBEREIFENHXE
A, WA BAE AR AR T3 RS IRENTFRIYPR Amazon Web Services Bk , #1420 Amazon
CloudFormation, BXEZER , 5 (IAM AAFIERE) FH IAM JSON EBTER | &4

- M IAM Access Analyzer BiEZH IAM KB | SUAKRNEH LS MHMINEEMY  IAM Access
Analyzer 2B UEFT K MM A KR , SIBREBAS IAM KEEES (JSON ) M IAM FESK
B2, 1AM Access Analyzer £ 100 ZTURBEREM ATIRENEI , UHBBEFEIELS BINREMREN
Kig, BXEZER , H5H (IAM AFEM) A IAM Access Analyzer BiE KB,

« EEZESHRIE (MFA)-TIR Amazon Web Services Ik IEHIZSEE IAM AFPSHBAF | 8
A MFALUREZ:M, BEXEFA AP RERFE MFA |, 1B MFA ZA4RME SRR, BX
EZER , F26H (IAM A Em) PHEA MFA R API 5HE .

BXIAM AW RESBRNESELR | ESHR (AM AFERE) P IAM A Z £ HESKE,

£ App Mesh &l &

Ei5d Amazon App Mesh 2% & |, BATIRE —HRENR, XLENRAAAGFEIHMNEEERE
Amazon Ik 7 & App Mesh BRIFMAER. NRZVUENETEOHNERBLEFMENRKENBEE™ ,
MFEZRAERIZRENZE (IAM AFRRAR ) EESTEHE. B LUE AWSAppMeshReadOnly
REXRBKRMEAS BXEZEER , 255 (AM AFER) PR AF IR,

N FAXEA Amazon CLI 5 Amazon API BN , BREBERNHREHEZEFENR. HR , RARWTH
A S8 HMITH API #RIEME TR YR E,

AFAFESHINE SR

ZORBIRER T BRI KRS LUAYT IAM AR EEHRMNIERAF SN ABRMITERKIE, LR
‘afEfEiE4ls LS EA Amazon CLI 2 Amazon AP| LARTE A = 52 B R ERI AR .

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://console.amazonaws.cn/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshReadOnly%24jsonEditor
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"Action": [

iam:GetUserPolicy",

iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",

jam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

BIE M 4%
B RGIE RN OI2 — N REE | XREE VR P A XE A K eI M,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:CreateMesh",
"Resource": "arn:aws:appmesh:*:123456789012:CreateMesh"
}
]
}
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B\t F R P A P A%
SeRBIE RO E — AN, R AV A IR RIE U FAR R S SR IR PR A

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"appmesh:DescribeMesh",
"appmesh:ListMeshes"
]I
"Resource": "*"
}
]
}

Bl ZRIZEH App Mesh M 1%

BT LATE 1AM KBS (E AR LURHI AT LATE 1AM B3R R AR K, A LUSERILAE IAM AP s
AR, EEBERMERSBEN, WREEE T NMAAEALFCIENENEKR  BaiR2EH
BRAMFRES teamName BE NI RNEB B books Teams

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "appmesh:CreateMesh",
"Resource": "*",

"Condition": {
"StringEquals": {

ET 5 R R 209



Amazon App Mesh AriEE

"aws:RequestTag/teamName": "booksTeam"

B LURFZ SRR M AN B R P iy IAM AR, MRAFZHGENE , INEXAATEERR
teamName B{E booksTeam X, MEMERIEWHRZIHNE , NEENENZATEK, B
XEZEE ,BSH IAM AFIER F# IAM JSON KB TE - &4,

Amazon App Mesh HIIEE K1

/A Important
KLIETREH ;2026 F£9 A 30 H , Amazon FHELEFIEIX R, Amazon App Mesh 2026 £

9 B30 BzfE , B9 FEB i1\ Amazon App Mesh #2244 5 Amazon App Mesh &R, Bx
EZER | BRI EEXEMNTE Amazon App Mesh 2| Amazon ECS Service Connect.

Amazon EEXERVENEEM IR K Amazon, Amazon FEEREE N FZEN AHIEREMH
R, AEZROUFBIAF., AMA3E98NE,

FidfE , Amazon TERB U ET NN EAHIR FRENBENE , BREedEmAE Amazon
BEFRER, BIMNBVESENRETEARMNE - SEARRKE — DR NR,

BT EE N Amazon EERBPENHNER. R Amazon EH Amazon FEE KRR E XK E |, N
BN MZRBAMABENMEZERASS (AP, AFA® )., Amazon RETFREERBIHH API
A RS 7] LAE T Amazon Web Services RS B9 API #24ERTE T Amazon £ E XK.

BREZER , F5H (AM BFERE) HH Amazon EE XK.

Amazon £EE XK : AWSAppMeshServiceRolePolicy

&R LA AWSAppMeshServiceRolePolicy MimnE| IAM 34k, RFiHEFERANEERN Amazon Bk
M BR Amazon App Mesh,

EEFHREHNR , 525 (Amazon TEXEKESZE) HH AWSAppMeshServiceRolePolicy.

B X AWSAppMeshServiceRolePolicy RXRIFHEMNFER , HSH App Mesh RS < A ENIR,.
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https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSAppMeshServiceRolePolicy.html
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Amazon ¥EE XK : AWSAppMeshEnvoyAccess

& A LU AWSAppMeshEnvoyAccess B NZE] IAM 354k, FF G E LT SEER App Mesh Envoy
KB,

EEFHEBHNR , H5H (Amazon RERXKKSE) PH AWSAppMeshEnvoyAccess,

Amazon E£EE XK : AWSAppMeshFullAccess

A LU AWSAppMeshFullAccess MinZEl IAM 3£k, 2#3 Amazon App Mesh APIs RV E£1h
B £ BR Amazon Web Services B &| A

EEFHRBEHNR , 525 (Amazon TEX XS ZE) HH AWSAppMeshFullAccess,

Amazon L E X : AWSAppMeshPreviewEnvoyAccess

A LA AWSAppMeshPreviewEnvoyAccess FiinE| IAM E4&, ATFiAREL T SEER App
Mesh Preview Envoy &,

EERHRBHNR , HZ2H (Amazon RFEXRKKSE) FH
AWSAppMeshPreviewEnvoyAccess.

Amazon L E X : AWSAppMeshPreviewServiceRolePolicy

& T LA AWSAppMeshPreviewServiceRolePolicy MiANZEl IAM 354Kk, ARiFi5RIERARER
Amazon B F% R Amazon App Mesh,

EEFHRBHNR , H5H (Amazon REXKKSE) B
AWSAppMeshPreviewServiceRolePolicy,

Amazon EE X . AWSAppMeshReadOnly

& A LA AWSAppMeshReadOnly M mnZE| IAM £k, RAEXS Amazon App Mesh APIs F1#Y R i1/ [A]
PR Amazon Web Services BEIEZ4IA

EEFEHEBHNR , H5H (Amazon REX KK SE) PH AWSAppMeshReadOnly,

Amazon App Mesh Amazon £ & &R B 5

& & Amazon App Mesh BiZRS TR IRERIX L FHLAK Amazon RERKENNWIFAEFE. BXiL
MEEXRNBEFIRTR , B1iTH Amazon App Mesh X4 idF A E LK RSS EER.
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iR HHA
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AFIHRI TagResour
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urce APIs,
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hServiceRolePolicy
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Map DiscoverInstancesR

evision APlI,

ERHEBRANR , ERNENRAF, ARHEFMNR

- BYSHREEE IAM FARENAF

EERATEORERIENAR, &R (AM AFER) PHYE=FS0REECERAS (KE

SRWIE ) B BAB TR,
« 1AM FIF

- SIEENAFAUEEN AR, BR (AM AFERE) 93 1AM A /2 A SRR TRE.

(FHECR ) FRBEZMNMIAFIRFAFRFNERASA, 2R (AM AFER) FEAS
ANIIRFR (#EHE ) AR BT IR,

FREHEXAEAT App Mesh

/A Important

KIFRIFEH ;- 2026 £ 9 A 30 H , Amazon fFHEIEX X, Amazon App Mesh 2026 £
9 B30 BzfE , B9 FEBihE Amazon App Mesh #2445 Amazon App Mesh &R, Bx
EEZER , BRI EEXEMNTE Amazon App Mesh 2| Amazon ECS Service Connect.
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https://docs.amazonaws.cn//IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.amazonaws.cn//IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.amazonaws.cn//IAM/latest/UserGuide/id_roles_create_for-user.html
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Amazon App Mesh £ Amazon Identity and Access Management (IAM) fRE <A, REHERA
BR—MIHEEAERN IAM A€ , ©5 App Mesh E#Z#x. IRFEXAEH App Mesh TREX , BIE
ZRSKREFAEM Amazon IREFTENFTBERR.

RFZAERACBTLLBZERMIZE App Mesh , RN BT LFFHHRMSENNPR, App Mesh E X H AR
SHRABHIR , BRIESHENL , BN RE App Mesh AILAMRAZ AR, EUNNRBIESERE
MINPRREE | M ENPRREE T REM IEMERIE T IAM 324K,

RAETEEENRESHEXACHEXERE  TRBRZA®, XRRPEH App Mesh HIR , A
AL TE M BRI BRAY G F AR

BRAXERSHEXAGHEMBSNES , HSRAEA IAM B9Amazon ZS5 HEHRRSHEX BB H
ERARMNRS . EERNEE  EFZRSHBRFREABXH,

App Mesh B IRS R AERR

App Mesh E A& H W RS M%< A& AWSServiceRoleForAppMesh——iZ & & /& iF App Mesh X &R £R
A Amazon R,

AWSServiceRoleForAppMesh AR5 < A & F{Fappmesh.amazonaws . comfRER A B ZAE,
NRFHER

- servicediscovery:DiscoverInstances: ¥ App Mesh EXXTFTE Amazon &TIRAVIRE,

- servicediscovery:DiscoverInstancesRevision-ftiF App Mesh SEE X FTE Amazon &R

YR,

AWSServiceRoleForAppMesh
ZERBEBEUTNR :

JSON

{

"Version":"2012-10-17",

"Statement": [
{
"Sid": "CloudMapServiceDiscovery",
"Effect": "Allow",
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"Action": [
"servicediscovery:DiscoverInstances",
"sexrvicediscovery:DiscoverInstancesRevision"

1,

"Resource": "*"
},

{

"Sid": "ACMCertificateVerification",

"Effect": "Allow",
"Action": [
"acm:DescribeCertificate"

1,

"Resource": "*"

}
1
}

4'12@@3%&5& A IAM R (AR, ASAe ) tIE, FEIRBRBRSXEKAG, AXESE
, B2 (IAM RFiERE) PR RS <ERABNR.

N App Mesh BIZRFZMHERABE

MRIEE 2019 F 6 A 5 BZEE. = Amazon API 812 T M#& Amazon CLI , N App Mesh
LRNIEBERSHRAEE, Amazon Web Services BEIRZFIAENZRERZSHXAR | &

AT RIZEMER 1AM Ik~ ARSI T AWSAppMeshFullAccessIAM B | HEMMT 2E
Ziam:CreateServicelLinkedRolefXfREIKEE, WMREMBRZBRSZ X BKAR K REFTEHRL
B, ZuUUEAERREERKFPFEFRUELRAG, HEEMER , App Mesh FEX A EEIERS
XA, MRENKFXEE 2019 F6 A 5 AZASIZHMNIE , HESEFRSHEXAGHATIXE
A&, MATSAER IAM 245l At 2 A6,

BRI LAERA 1AM 2 E & 2 App Mesh AR BRSHEX AR, £ Amazon CLI 2, Amazon APl A,
FRARSBHRUERSHXAR, appmesh.amazonaws.comEBXEZEL | H5SH (IAM AR
M) PAIERSHEXAS, MRERERTHRSHERAE , JUFHARBENEERRCEAR,

w48 App Mesh RS HEX AR

App Mesh T R 184 %8 AWSServiceRoleForAppMesh RZ <A, SIRRSKBKARE , BFEL
EE&%@E’J%*"\ HENAEZMEA5 AZAR, BERALUER IAM REAGHLE. BXESZE
, B2 IAM AFERE) PREEBRSXKAE,
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i BR App Mesh RS XA R

METBRECAENTERSIXKAGHIRIRS , BNBWERBRZAR, XFERIBREES
BEERREFHREASE, B , MAEERBSHEAXAGHNER , RETRFIMERE.

® Note

RS E M BRFREY , App Mesh RS EEFEAZA® , NREREETESKIK, MRK
EXHER  BEF/LOHRER,

fhlEx 2 FA B9 App Mesh R AWSService RoleForAppMesh

1 B 0 L o 7 K SR E B P B
B R O PR B A BR ER 28

I B P A o O P B A BB S5

B A P O PR B 0L A5

BB

o ~ w0 bh =

JI K 7= R B PR R4 5T A B LAY 5 3R o
£/ IAM Fah I BRARSS KBk B &

£/ IAM #4|& Amazon CLI, = Amazon API il AWSServiceRoleForAppMesh RS XA,
BXEZER , BSL (AM AFEmRE) PHHIBRIESHE<AE,

App Mesh BRFHEXABNZZFXE

App Mesh XIFERS T RANAEXEHERARSHEXAR, BXESZEE , HSH App Mesh i K7l
Eost,

Envoy Proxy %X

/A Important
KIEZEFBEA - 2026 £9 A 30 A, Amazon fFEIEF X EF. Amazon App Mesh 2026 &

9 B30 BefE , B8 FEB i1\ Amazon App Mesh #24|& 5 Amazon App Mesh ®iR, B>
EZER , BHREENEMNTHE Amazon App Mesh ] Amazon ECS Service Connect.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.amazonaws.cn/general/latest/gr/appmesh.html
https://docs.amazonaws.cn/general/latest/gr/appmesh.html
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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REBFENIENIE Amazon ECS 557, £ Amazon EKS Li=1TH Kubernetes B34 (pod) F

#E Amazon EC2 3E6l £iZ1TH) Envoy KM App Mesh Envoy B RS HiEE— NS4
BimaWEE. XF7E 2021 £ 4 B 26 H 28245 Envoy iE#Z] App Mesh Im 2 EFIKF
FERARHEZEMENI (TLS) WELT SMERMX (FHAE TLS ) FERERN, N THE

£ 2021 £ 4 A 26 B 2/5%F Envoy E#ZZH App Mesh i SN EFIKF , FTE App Mesh Zhag
HEZRERN, EB&FE%%FW&Fﬁﬁﬁﬁ??ﬂ’ﬁﬁ%ﬁﬁﬁﬁ&ﬂ , BIfEX ek P REM TLS
EMFH IAM NEFERFEHTENR , KELE, —BHERE, RKERNERE IAM XBHIEE
appmesh:StreamAggregatedResources R, ZREEAHHMME IAM A€ , HHiZ IAM A&
MBS EERBENITERR L,

B2 IAM KB

MREHLERSMIEFHAAE MR G LB ERERAMENERANEE , BE GE IAM A6, W
REBRFLENFNEHELATUMNPEREENMKRL , WEEQWBR-—HSW IAM K, B

F A] LA ER B (2 Y )4 s FE%U?J’(RE%EI‘I‘EL&EJ:LHE’J Envoy ¥, BIZ IAM K8 H ¥

appmesh:StreamAggregatedResources RERABINEIREEF . AT ROIKEE AT ERS MK

El#E A serviceBvl M serviceBv2 WELT RMELE, T EREUARS P& H E X HY (R H & £

TRNEE, BXtIERESE IAMXBNEZER , B3R (B2 IAM X)) M R 1AM XK

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:StreamAggregatedResources"”,
"Resourxce": [
"arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualNode/
serviceBv1l",
"arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualNode/
serviceBv2"

}

B BIZ SRR, BRI ER R I AR M A IR KAV H o
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&, EsNAESHL $EIHM Kubermetes lRFIKF , HRENMNRSK, 2B 42 E Envoy RER
B Kubernetes B84 (pod) BBBHE. BXEZEE , HS (Amazon EKS AAF1E®E) #M R
RS K F 8 E IAM A& Kubernetes X HEY N B854 (pod) BLERS Ko

« Amazon ECS — ¥ Amazon ECS & AGKINE 8 E Envoy REMNESENLH, WESTUUER
EC2 = Fargate B EM#ITEHE, BXUMEIE Amazon ECS FF A HEMMAETSNES
BE , BZRANESIEE IAM A,
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https://docs.amazonaws.cn/eks/latest/userguide/specify-service-account-role.html
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IR

EFREHP - MTERS B, ik appmesh:StreamAggregatedResources RRE P EHAFTEER
ENITERR.

Amazon EKS

ALV B E RS D ELA D ELA Worker TRNAR | AT I EATNEE4A (pod) , REFHER
MEZ. B2 , BUENELNEEEA (pod) LAERE , XEERATLUFEA pod B95E R &7
BAMERR. MRKEEH B DB L% Worker TR A E | Ei%F Amazon EC2 &I F , &
BREBIZED R HPEITEN TET REFIRFN SR, EHEED Kubernetes A4 (pod) 7B T
AN IAM At BERATSER,

1. & Kubernetes BN IFMER , HPFSIELER/IAD T Kubernetes RS K £ B RIM A8
4 (pod)e U TS AEFERNNWIBNIFEMEEmy-deployment.,

kubectl describe deployment my-deployment

EREINHHS , id AL Service Account: BB, IR Service Account: FFkH
TAERE , NYGRATESE HEN Kubernetes REKF, IRREEDB—1. BXEZE
B | 525 # Kubernetes XY BE54H (pod) BLE ARSI o

2. BEELE—SHRENBESKENIEAER. UTHSTEER NNRSKSHIEMESmy -

service-account,.

kubectl describe serviceaccount my-service-account

IR Kubernetes fRE MK F 5 Amazon Identity and Access Management A& XEx |, iR B #Y
Hp— TR EUT ROIZELL

Annotations: eks.amazonaws.com/role-arn=arn:aws:iam: :123456789012:role/
my-deployment

FERIENRHIH , my-deployment RSRFKS XKW IAM BENER. NMRRSKSH
HREEE LB RHIELEIT , BBA Kubernetes FRE KB R EIKFREk | BEENHEKEKE
—A Amazon Identity and Access Management Ikf°. BXEZER , BSRIBRZKFIEE
IAM B,

3. &3F Amazon Web Services BIEIZH & HITIF IAM 2514 , Mt Hhttps:/
console.aws.amazon.com/iam/,
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4. EEMSHBERT , EFAC, EREEL—SHIETH IAM BE2HEM.

5. BWINCHIHEZHItIZENEENEKE AWSAppMeshEnvoyAccess FEE R, MRANEK
BEEBARME AN , B IAM REEHIINE] IAM B, MREBMMEEN IAM RBEXRRE , NE
ZOEEEMENRNEEN IAM K, MRHMT BENL IAM KB | 51EF1ZREEHHEIA
HeEE "Action": "appmesh:StreamAggregatedResources", MIRFE , MEEF
ZARR MBS B E L IAM KR, BETUBIAERTH T EMERK SN Amazon &
REBFR (ARN), SRR ARNs 5 | WIATA4mE SR M LRI, M BREN SE k51l H AV SR B& ARNs,
ETHREZER , BSREE IAM K MO IAM K,

6. XEBNEE Envoy REMH Kubernetes 254 (pod) , EE LIRF IR,
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1. M Amazon ECS B#I&H |, ERESE XL,
EFRIEH Amazon ECS £%5,
EESENBMITHL , ERESE N,

EEFEMTEL , EREFAGEMN IAM AEEHEE, IRAIEH IAM A , NFE
EoE—1 IAM ASFESEMESESCHEMMEENES L.

5. ERENEMNNRETFL , BIACHHE TR BE LKER
AWSAppMeshEnvoyAccess & R, MRBNREEEARM M , &1 IAM KB
IEIAM A, MBEEEMMBEEN IAM RBREEEE , WEECEBEN IAM
FH, MRMMTBEN IAM Rl |, BERZREHBIAEPEE "Action":
"appmesh:StreamAggregatedResources", MIRFRE , MEENFZNREFMEZHEE
SXIAM g, ZUE A AEIAR DI T 45 E MK iR LBEY Amazon BIREM (ARN), 0
RR ARNs ZIH | MATLA4RERIELURNI, MIBRHE RS HAIKERE ARNs, ETHESEER
BSARE IAM EiE Mol IAM K8,

6. NTEE Envoy RENEBMEFSENL , EERHNIR.

A w0 D

Amazon EC2

1. 7£ Amazon EC2 ##|& 7 , EFEEN S MEHPHEH,
2. EE—IEE Envoy REMEH,

3. W AT, &R IAM ABENKN IAM S8 EE, WRAIHIAM A NFE
B2 IAM A,
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https://console.amazonaws.cn/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshEnvoyAccess%24jsonEditor
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-edit.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/update-task-definition.html
https://console.amazonaws.cn/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshEnvoyAccess%24jsonEditor
https://docs.amazonaws.cn//IAM/latest/UserGuide/access_policies_manage-edit.html
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4. ERENEHNRETFL , BIAEIHEZAIEN B E SRS
AWSAppMeshEnvoyAccess FE&E K&, MRBNREEEARM M , FF 1AM FrEH
MEIAM A6, MELBKMEENL IAM RBEEEE , WEECEEENL IAM
. MRMMTBEN IAM KB |, BERZRBEHBIAEFPEE "Action":
"appmesh:StreamAggregatedResources", MIRFRE , MEEFZNERMEEZHNEE
SOIAM REgH, ZUE A AN R B S T 45 E M &R LRYE Y Amazon BIREM (ARN), 0
FR ARNs ZIH | MATLA4REERMELUNI, MIBRKHE RS HAIKERE ARNs, ETHESZEER
FSHRE IAM K M IAM KK,

5. XEE Envoy RENEBNEHEESE RS E,

¥t Amazon App Mesh & 3 #1/ [A] 3t 1T 8 FE HEBR

/A Important
KLIETREH ;2026 F£9 A 30 H , Amazon FHELEFIEIX R, Amazon App Mesh 2026

9 B30 BzfE , B9 FEB i1\ Amazon App Mesh #2244 5 Amazon App Mesh &R, Bx
EZER , BRI IEEXZEMNTE Amazon App Mesh 2| Amazon ECS Service Connect.

EAUTEEAHBELMANESEMEA App Mesh R IAM B AT 8EIE I8 F I &) &

FB
« BENIE App Mesh FHITIRIE
o TAEAYF Amazon IKF 2 AR P iER KR App Mesh IR

RINIE App Mesh #ITHE

TR Amazon Web Services BEZ & A HiFEETINTEINIRE , NS NKREER I REB, B
HREREREEZEIEN A,

¥ mateojackson IAM AP ZRAFERAEH A EMEny-virtual -nodeFRIEE Fimy-mesh{Bi%
Happmesh:CreateVirtualNodefXREVE AT Qb , @ RELUTHIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: appmesh:CreateVirtualNode on resource: arn:aws:appmesh:us-
east-1:123456789012 :mesh/my-mesh/virtualNode/my-virtual-node
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appmesh:ListMeshes RS REEERF & FLIEEUT K.
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9 B30 BzfE , #9F:E£B i1\ Amazon App Mesh #2445 Amazon App Mesh &R, Bx
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- BREFARAFESIIERAFPEITELXHEN,
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- BRRFEAACERKREAFNBNZLEIEREHN,
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HEF4E1235% Amazon Web Services K 3% 90 KWW EH |, BHRIERIRS CloudTrailLake E4E
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Services EEZH A MRZXIEMW, BATLUEIFERA Amazon CLISIE R XiFH % XIiF R R, B
RIEZXIGRE , RRNETLUHIRIKF Amazon Web Services X1 RHIFTEES). MRECIESE
KSR , W ReeEF R ERA Amazon Web Services XiBiHFicEFNESH, BEXBENEZES
ES % {Amazon CloudTrail F#ER) FH R EH Amazon Web Services ik 8 2 R ERF H AL
BIERER,

BEGERE BB EEEHRHITHEREEHN — M BIAEIEZZZH Amazon S3 F#E |
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T ENEHES, NSATEHHREEHNEESA TR BLEEHFEFEEH THEER, §
2% CloudTrail Lake WEZE L. |, i5Z ¥ Amazon CloudTrail A EE T RIEA Amazon CloudTrail
Lake,

CloudTrail #HEHRBEEHENERNATERA, CIBEHREEEN , BULERERATEHE
BE#NEMET, EMETURE T EMAE#SHFNRE , AREHBEEENRIANRZEKRS
i, B3< CloudTrail EMMEZEER , 5 Amazon CloudTrail EHTs

Y App Mesh BEEE 4 CloudTrail

EESHRHEBRINFHNFRERNITHEERENEE Amazon Web Services K7, X EHFRNIEFIE
HIRE, BIABRT , CloudTrail iIEZEESE4.

Amazon App Mesh & App Mesh B H|FEREICRNEEEH., BX App Mesh 1B FE|H
Amazon App Mesh 2 #|FHR#ER FIXR CloudTrail , 558 Amazon App Mesh APl %,
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SEHARRBEMARRIEMNER , BEAXMERG APHRE, RENBHATE., ERSBEN
{558, CloudTraill BEXHARLH AP HRANAFHERRER , RUEHT2BREMBEINT LI,

AR RBIERTERiZStreamAggregatedResourcesi®ER CloudTrail BE% B

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:d060be4ac3244e@5acakte@67bfe2418",
"arn": "arn:aws:sts::123456789012:assumed-role/Application-TaskIamRole-
C20GBLBRLBXE/d060be4ac3244e@5acate@67bfe241f8",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"invokedBy": "appmesh.amazonaws.com"
1,
"eventTime": "2021-06-09T23:09:46Z2",
"eventSource": "appmesh.amazonaws.com",
"eventName": "StreamAggregatedResources",
"awsRegion": "us-west-2",
"sourceIPAddress": "appmesh.amazonaws.com",
"userAgent": "appmesh.amazonaws.com",
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"eventID": "e3c6f4ce-EXAMPLE",
"readOnly": false,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "123456789012",
"serviceEventDetails": {
"connectionId": "e3c6f4ce-EXAMPLE",
"nodeArn": "arn:aws:appmesh:us-west-2:123456789012:mesh/CloudTrail-Test/
virtualNode/cloudtrail-test-vn",

"eventStatus": "ConnectionEstablished",
"failureReason": ""

.

"eventCategory": '"Management"
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B, ESRPEKEERN.

HFHEERPEH , RINEUERI Amazon Web Services i &EUE H £ Amazon IAM Identity
Center 5 Amazon Identity and Access Management (IAM) IRBEMNABF, X , SMNAF RIRBE
THIEREMENNRER, FEWUEBSUTARRFEHIE :

s NENMNKFFERZESHRIE (MFA)
« FATF SSL/TLS &5 Amazon BREE. HRINERFEH TLS 1.2, BiIUEEA TLS 1.3,

. FHIRE API MIAFFES B & Amazon CloudTraile B3 CloudTrail IRERIEIR Amazon SEZIHY
8 , 2@ (Amazon CloudTrail A E®) FRIFEAIR CloudTrail ER.
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Mesh XEM T EBMNIER. Amazon CLIZATEHRMWIREDS B HER AT & i ANEAHRIES
ARRSATUHRIZHBELS, WREMIAIBRSHREM URL , BBV EFEEMUPIEEILER
KRB IEN ZRSERAVER,
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S, MREEEX Envoy RIEF App Mesh Envoy BEIRRSE 2 BIHEE#HTASE FIPS WNE |
MR LAEA Envoy RERBZEHN FIPS Tk, HXEZER , B2 Envoy 5.
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EZER , BHRLEENEMNTHE Amazon App Mesh ] Amazon ECS Service Connect.
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- RRERREMDIL (TLS ) . BINERER TLS 1.2, BIWUEA TLS 1.3,
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£ App Mesh IR E# 0 VPC w28l , HEEUTEIN :

- WMREH Amazon VPC SR BEBRMMX , HBEHNESFEMawslogs HEBE S EF B HEREH
FEE , MMAFA CloudWatch CloudWatch B &8O VPC KT a, BXELZER |, 59
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« VPC i 2 {U&d Amazon Route 53 X3 Amazon 2{t#) DNS, MIREFEFEFABESH DNS, AL
EAZH DNS # %, BXxEZEER |, H5H (Amazon VPC AF#Er) F# DHCP &I E

« KtHnZE| Amazon VPC i RV L £ A MM AR O 443 ERB VPC HIELAE FMII/E NERE,
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E1EIRE K Envoy {RIBLAK com.amazonaws.Region.appmesh &R MAELEE RS B #ro

® Note

RegionZk~ App Mesh X #H Amazon X1 ( flfllus-east-2EERE ( BB M ) XEH
X AR IRAF o

REEBULIEEMIE App Mesh I X1Z A App Mesh EX3EO VPC xR , BETRELENEN
XigHPHMETARBEY — MR, ETHENXEHEOD VPCARTALIFERETAKX |, &
Hdescribe-vpc-endpoint-services TR E £ Amazon Web Services BI2#2#| &, 0 , LTHS
EAEXERS (BEXBEMN ) XBAEFE App Mesh #0 VPC im S 7T AXE ¢

e

aws --region us-east-2 ec2 describe-vpc-endpoint-services --query 'ServiceDetails[?
ServiceName=="com.amazonaws.us-east-2.appmesh-envoy-management "] .AvailabilityZones[]'

aws --region us-east-2 ec2 describe-vpc-endpoint-services --query 'ServiceDetails[?
ServiceName=="com.amazonaws.us-east-2.appmesh’].AvailabilityZones[]'
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E£NRFH Envoy RIBARAS,

B BIMERTIENPIIRSS F BEE A ERT N BB RIRIRAS . BT BB BRAY & FTHRA

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod
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Envoy RIEMH —MNERRAE , B AEAZAERRXANBEENSITHRE , URRNITHAEEIGE ,
BlnEEER, BREZER , 55K Envoy XHEFNEE R H,

WMREFERIEE Envoy Hff , MERIMERT , EBIRK/ERD 9901 E&TFEARS
£ App Mesh & EEHERR FRUMNROIG , ROIEEERK URL 7R http://my-
app.default.svc.cluster.local:9901/,

® Note
ERWmRATNEEEARERMN L, A, RMNEBWEEZEERRLAE , X
L5 B &M ENVOY_ADMIN_ACCESS_LOG_FILE SMEZEBRIANZREN /tmp/
envoy_admin_access.log.

& Envoy DogStats D S5 LA 1TiEPR E &

AL Envoy REBELE N EHE OSI 5 4 EME 7 EREURANFBHEBZTRAHWEITEE. BREKE
BRR T WAERFIEREZE CloudWatch 388551 Prometheus. Z KMVIZWREIME IR T EAX LS
IHEE , BEMENARFNXERITHIERE —NEFHNALE ] LAAS BY & F R #th 12 i (8] B H B51A1T
N, BXREZEER , BSRFEHIL S # CloudWatchig#s# Prometheus X4,

B ABRIEERE XS HRELE DogStats D $E¥rDogStatsD £, HX DogStats D WE Z1{E
B , %" DogStatsD 344, BAIELTE A pp Mesh F IR EIFi545 #1 3 E Amazon CloudWatch 3E4REY
BN, HhEE T Amazon ECS EfiENIAES ., GitHub

BAGR BE

BNEWZERABE BT M EUNX EWAER , RUEXNARFZEAERNRENEHAE
B, BXEZER , 551 Envoy XHEFM IR HEICRE, XEAXRRMBEXOSIF4ENET7ER
ETHANFEAEFEE. HREM Envoy WERIAMEIAE , IRRATEA T HEATIE QBN Logs Ins ights 2
#rif1A CloudWatch H &

parse @message "[*] \"* * *\" * * % % % % % % % % %' 35 StartTime, Method, Path,
Protocol, ResponseCode, ResponseFlags, BytesReceived, BytesSent, DurationMillis,
UpstreamServiceTimeMillis, ForwardedFor, UserAgent, RequestId, Authority, UpstreamHost
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BANEBWEESIE R R Envoy RIEHY B ERBIREN debug, 1B BE W A B EEFRERH
App Mesh B & F 9 B £ 7= 15 2 BT R B @] &

MREFERNRZ Envoy 55 , MATLUEE ENVOY_LOG_LEVEL SRMEZEF AERFRE N debug.

(® Note

RANBUFEEPF AR E debug K. FHIEEHdebugL MMATIRS , 3 AAhE
8/ 8L R B 5] B % CloudWatch 5 59 B 210 M AREA,

LREEA Envoy BWEBRIARR AT |, (RATLAME AL T AT B TEX Logs Ins ights 2 #7572 CloudWatch H
= .

N .

parse @message "[*]J[*1[*1[*] [*] *" as Time, Thread, Level, Name, Source, Message

£ App Mesh #Z IR % Envoy XIBER

BRAVE B KIE Envoy $84F control_plane.connected_state , #{® Envoy fR¥25 App Mesh
EHERBEURNISEERR. EXEZER , BZHEERSSE.
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f£ Amazon ECS &7 , B2 WZILLTHiIREE. Amazon ECR account ID MEATEERegionH
WHRAREXBEMTRE , E4ABURTEME Amazon ECR FiEEHIRINASFMRE,

CannotPullContainerError: Error response from daemon: pull access denied
for 840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-envoy, repository does
not exist or may require 'docker login'

R B

WEERRREEFEANISRHITABTLTNG Amazon ECR BfE , hEEMNTEMEHIRE Envoy BERE
%, DELHEMN Amazon ECS FESHWESHITAREESTESLUTFHEN IAM KEE -

{

"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage"

1)

"Resource": "arn:aws:ecr:us-west-2:111122223333:repository/aws-appmesh-envoy",

"Effect": "Allow"

.
{

"Action": "ecr:GetAuthorizationToken",

"Resource": "*",

"Effect": "Allow"

}

MREBHEBABR | EEEGitHub 12 H A Bk R Su Amazon pport.
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https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://www.amazonaws.cn/premiumsupport/
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BRIEH Envoy KRBT EEBRMNRHFAE VPC ik a , HELENLZ LA RFIKA 443 M HMEHR
£, App Mesh B§A%F Enoy EERFIm LEETLREEE (FQDN ) R,

# App Mesh Production Endpoint
appmesh-envoy-management.Region-code.amazonaws.com

# App Mesh Preview Endpoint
appmesh-preview-envoy-management.Region-code.amazonaws.com

FBAIERUL T HIEEE EMS f9iE#, X2M Envoy EERS KX —NMEREZH gRPC iEXK,

curl -v -k -H 'Content-Type: application/grpc' -X POST https://
appmesh-envoy-management.Region-code.amazonaws.com: 443/
envoy.service.discovery.v3.AggregatedDiscoveryService/StreamAggregatedResources

MRLBRFXLEEE , MRRES Envoy EERFHIEZERE. ERiH gRPC HXHEiR , 55
Envoy 5 App Mesh Envoy B IR B EZ R £ iR A BB IR AR,

grpc-status: 16
grpc-message: Missing Authentication Token

MREERBIARER , FERGitHub 12 H KB R Su Amazon pporte

Envoy 5 App Mesh Envoy BB RF I ER , E REIRAK
FEIR

&8 Envoy REBTEERE| App Mesh Envoy EE RS HBRHEEE. £H Envoy REBEZEZEUT
IR BESKE,

gRPC config stream closed: gRPC status code, message
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ERZBERT , BERNEERD NiEHEEMRE. TRIETEAEEINRERLL gRPC RSN
B, HRRMERTE,
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https://docs.amazonaws.cn//vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/troubleshooting-setup.html#ts-setup-grpc-error-codes
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://www.amazonaws.cn/premiumsupport/

Amazon App Mesh

RAriEmE

gRPC R

0

16

R &
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MR ) REXBRARZ
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Envoy REBLRINITIERE |, 6l
WMiEEE Envoy EB RS K
RHEXER.

447 App Mesh &JREY Envoy
REHEBY 7 KR A R
SR,

Envoy RE&BERH
Amazon & 3 RIEEIE,

FRIRTT R

SREHEE. App Mesh 1B/R&
W FF A LIRS TE A Envoy
RERIER, Envoy FEIE
EARSERER.

PR EERR Envoy BLE ,
HREEEHMRERMN App
Mesh ZRHER BT, R
&8 App Mesh BRIRSHA
Amazon B ( $l0 Amazon
Cloud Map @5 # Z2 B = ACM
iEH) £/, FRRXERR
FE,

BSXAETEERT App
Mesh FH 2 R 55 #Y AH B 5K &
R IAM KR |, HF KR
Bt BN E B9 Envoy R IE T iE
# Envoy BEERFH IAM AF
A,

B < BRIANK P B 8 SA K a0l
REMETNESZEE , S
i App Mesh BRZFRET.

H1R Envoy A EHMEIE |
ATLAEE IAM AP A eERE
&l Amazon AR5, IR Envoy
HREM 1024 XHHERE
MIRRAS v .24 K2 BiRRAS

# Envoy RFE—NEH[H]
B #24136 ToEREUEIE, =
Envoy Rt S REMRSET |
BEREXMER. EAILIE
HEAREBIEE Envoy H
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https://github.com/envoyproxy/envoy/issues/24136
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gRPC IRZHE R & BRIRT &

FHREEXAA libcurl
function was given a
bad argument”>R¥&IALLE]
B, BERMIEE , EAR
E| Envoy hxZ< v1.25.1.0-
prod E SR,

BT LAE AL T &)@ Amazon CloudWatch Insigh ts & 3R B Envoy REBAPRAKRBAHEE

filter @message like /gRPC config stream closed/
| parse @message "gRPC config stream closed: *, *" as StatusCode, Message

MBREWEREETFTE , RECQEBHRBR , FERRHGitHub BH,
Envoy RSRETIRAKRE. BERNSUZRERN XK
R

I&H Envoy KEEfE Amazon ECS £%. Amazon EC2 E4I5k Kubernetes &8548 (pod) FREITIRRN
BEBLAK, FlN, BEAUTHSEN Envoy BEERE , BRBINRSTE LIVE,

curl -s http://my-app.default.svc.cluster.local:9901/sexver_info | jq '.state'

fRRTT B
LT R#IRERIIK , EEBURT Envoy RERE AR,

« PRE_INITIALIZING 5% INITIALIZING — Envoy I KRZFWEE , & T EM App Mesh
Envoy EERFEENMKEEE, Envoy EE1HEEMNTRESWEIRE Envoy EEBRFSHER. B
XEZELR , iEEF Envoy 5 App Mesh Envoy EERFHFIERE | EREBIRIE FHEIRIA,

« DRAINING : Envoy RE S HRERIERE , LUK Envoy EERE LK /healthcheck/fail
% /drain_listeners &R, BRIFEEVFL IEER Amazon ECS £%5. Amazon EC2 3E4I;
Kubernetes &284 (pod) , BN HRINNFBWNAEEERE L AR XLRE,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://www.amazonaws.cn/premiumsupport/
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ERRILFA | BTERATES

- BRESHRRBEAXBENZSEAESERZTRRARERBENIKD LHALRE.

- BEAREFFHERSTRIRERBLM—1EKI ; Hl , KEBEH VPC RVEZ2F .

c MRAFEAEUTRAEEETRARE , RINEBWEENARFPENETRARERS ; HI
m | /ping for HTTP, XA #{R Envoy REBREH N AR FE TN A E9EH SR,

- REFAENIIRE , BANHNEL T RERTAXENBRMEARIIESE. EXEZER , FEH &
MRS E R

- MRBEEAEUNKAEEETRARE , RITBWERANEATITERS | FHER B MXH AT
OLE#4T TCP = TLS TR E, XEAUEHARELMXMITEC B H AR IFESIERE,

MREHRIBIARER | FERGitHub 12 H A B R Su Amazon pporto
ERIMXTEZIHO 1024 REDWHRE

AEAR

FBHELMXTEZRO 1024 RENDWHRE , BEIHOS KT 1024 BHRE, Flw , FRUATHGS
i Envoy St HIEH KB —NIESE,

cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep "update_xrejected"
BT BEPEIRUTUATXEANXAE , HRTEREI KD -

gRPC config for type.googleapis.com/envoy.api.v2.Listener rejected: Error adding/
updating listener(s) lds_ingress_0.0.0.0_port_<port num>: cannot bind '0.0.0.0:<port
num>': Permission denied
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https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html
https://www.amazonaws.cn/quickstart/architecture/linux-bastion/
https://www.amazonaws.cn/elasticloadbalancing/features/#compare
https://www.amazonaws.cn/elasticloadbalancing/features/#compare
https://docs.amazonaws.cn/elasticloadbalancing/latest/network/network-load-balancers.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://www.amazonaws.cn/premiumsupport/
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EFREAE , ARXEENAFFERS linux 88 CAP_NET_BIND_SERVICE, AXEZER , iF
25 (Linux 27 R FM) PRIZIEE. ECS EFEXNSHAPH Linux ZHH Kubernetes XAHHHIZE
e WEL.

/A Important
Fargate 4R KT 1024 Bk OB

MEBEEE R BIARER | FZEGitHub 18 H 8 B =Bk % Su Amazon pporte

App Mesh EZHFEHERR

/A Important
KIEZEFBEA - 2026 £9 A 30 A, Amazon fFHEIEF X F. Amazon App Mesh 2026 &

9 B30 BefE , B8 FEB i1\ Amazon App Mesh #2444 5 Amazon App Mesh ®iR. B>x
EZER , BHRLEENEMNTHE Amazon App Mesh ] Amazon ECS Service Connect.

REBEMNE T LML App Mesh EHEZT AT sEB T AV E W B &,

T EBEMTE RS HY DNS & 75

AEAR
BCHNARFEEENC EEZ HEZNELIRSH DNS &5,
R B

XR—NEHMEBE, BREZEER , BSH “ VirtualServices HEEEH A aA” = FQDN GitHub [d]
B, App Mesh FRVEERVIRS AT A B N AEME . REERRSEHRHPEDNS AR, HENA
BFAUBTEMRSEHN , Envoy REREBERIFHEREENN B Wi, ERRIEAA  BE
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https://www.man7.org/linux/man-pages/man7/capabilities.7.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task_definition_parameters.html#container_definition_linuxparameters
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/#set-capabilities-for-a-container
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/#set-capabilities-for-a-container
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://www.amazonaws.cn/premiumsupport/
https://www.amazonaws.cn/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/aws/aws-app-mesh-roadmap/issues/65
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W, REMNNARFNAEEXRE , BRUELSXKHAE R HTTP 503 MR,
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MR ARFRATTEER (KIRE HTTP 503 IR{REE ) |, BHITUUTIRME :

HRENITERECREN TS App Mesh BL&E M.

« XF Amazon ECS , FHREEAHENNKERE, HXE end-to-end%s , i App Mesh F
Amazon ECS A7,

« XF Kubernetes , @IEL S EKS |, FHRMHERET Helm T2 7 H&FH App Mesh 12#|85, BXE
ZER , 55 H Helm Hub L&Y App Mesh IS #E : BliE 5 Kubernetes KR AR FMiEE
o

« WFILEE EC2 , FHWARBREBTARIE App Mesh FEMIL Z# EC2 £6l, BEXREZEL | B
SREHERES.

HRELZNITERS LZ1TH Envoy B85 2R INEREE] App Mesh Envoy EEES . BABTE

FiZPUEH Envoy SFiTHIEREIAIX — K control_plane.connected_state. BXEZEER

control_plane.connected_state , SR MEHRFRESZER P EIE Envoy REEE,

MR Envoy RAIGEBEMERE , BEKRMITEEBEMNKRERNERE , HZH Envoy 5 App Mesh
Envoy BIERSMIFFERE | HM EHEIRA |, R EZENERER,

MRNARFEREFEREMAZ R HTTP 503 MRS |, BT TEE

- BEREEEZENEMURSFETREH,

BREMDRSARHEADS (EURBAFIEATR ) .

« £/ Envoy fE8 HTTP RER , MREEFEE OFREEN Envoy Kt HIERHR A

cluster.cds_egress_*_mesh-allow-all m3EIEHMY B Wit , BBA Envoy R AJEER B EHHEE
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https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://www.amazonaws.cn/premiumsupport/
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/appmesh-getting-started.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/appmesh-getting-started.html
https://hub.helm.sh/charts/aws/appmesh-controller
https://docs.amazonaws.cn/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/appmesh-getting-started.html#update-services
https://docs.amazonaws.cn/app-mesh/latest/userguide/troubleshooting-best-practices.html#ts-bp-enable-envoy-control-plane-connected-state
https://docs.amazonaws.cn/app-mesh/latest/userguide/troubleshooting-setup.html#ts-setup-grpc-error-codes
https://docs.amazonaws.cn/app-mesh/latest/userguide/troubleshooting-setup.html#ts-setup-grpc-error-codes
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https://docs.amazonaws.cn/app-mesh/latest/userguide/virtual_services.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://www.amazonaws.cn/premiumsupport/
https://docs.amazonaws.cn/app-mesh/latest/APIReference/API_EgressFilter.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://www.amazonaws.cn/premiumsupport/
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LUATRFFEE M ( M#E EgressFilter type=ALLOW_ALL ) WHERER |, flERAELT S
E MK SMTP BRF5885 MySQL BiERE , BNARFHNEENAK. flm , U TRERERE MySQL
R &5 25 Y I AV 48R H B

ERROR 2013 (HYQ00): Lost connection to MySQL server at 'reading initial communication
packet', system error: 0
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/A Important

B ARFE SMTP 5 AR 25, 587 M 465 , BERASMFMEEFERANIKA , MA IR
APPMESH_EGRESS_IGNORED_PORTS =M% H,

BREZEER , FSHENEA T Kubernetes #IARSS. Amazon ECS Y E#ARSS I Si#h EC2 N E
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MRS R BAREER , VA LAREAFHRBEEFERAINBGitHub RBRNEFER , HEEBKR Su
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https://github.com/aws/aws-app-mesh-roadmap/issues/62
https://www.envoyproxy.io/docs/envoy/latest/configuration/listeners/listener_filters/tls_inspector#config-listener-filters-tls-inspector
https://dev.mysql.com/doc/internals/en/initial-handshake.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/getting-started-kubernetes.html#create-update-services
https://docs.amazonaws.cn/app-mesh/latest/userguide/getting-started-ecs.html#update-services
https://docs.amazonaws.cn/app-mesh/latest/userguide/getting-started-ec2.html#update-services
https://docs.amazonaws.cn/app-mesh/latest/userguide/getting-started-ec2.html#update-services
https://github.com/aws/aws-app-mesh-roadmap/issues/62
https://www.amazonaws.cn/premiumsupport/
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MREZIERENERENBHEEN B , FERFHEIIEREIREN DROP_ALL,
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MEBEEZE R BARER | FZEGitHub 18 H 8 BF =Bk % Su Amazon pporte

FRIDERR R R B9 R BT RUEEBLARSS Fim Y AR S5 242


https://docs.amazonaws.cn/app-mesh/latest/APIReference/API_PortMapping.html
https://github.com/aws/aws-app-mesh-roadmap/issues/195
https://github.com/aws/aws-app-mesh-roadmap/issues/195
https://www.amazonaws.cn/premiumsupport/
https://docs.amazonaws.cn/app-mesh/latest/APIReference/API_EgressFilter.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://www.amazonaws.cn/premiumsupport/
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ResourcelnitializationError: failed to invoke EFS utils commands to set up EFS volumes:
stderr: mount.nfs4: Connection refused : unsuccessful EFS utils command execution;
code: 32
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https://github.com/aws/aws-app-mesh-roadmap/issues/194
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://www.amazonaws.cn/premiumsupport/
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task_definition_parameters.html#proxyConfiguration
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://www.amazonaws.cn/premiumsupport/
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EEWERS. AT Envoy REEBRSHALRE K SEEFELMTRNRFZRENER KO L
00T,

MREERIBIARBR , FERGitHub 3B H A F 5B R Su Amazon pport.

EAREERFIZREHTTP_PROXY/HTTPS_PROXY¥ 5 3E 8 7 035 HA fY ARk e 4
Ho

EIR
Y HTTP_PROXY/HTTPS_PROXY #iRE NIRRT ERT ;

- FEENHFHRARERFRAEEBAT App Mesh , Z3%F App Mesh AR5 a5 % 22 (81 BV iF SR M Envoy
sidecar HTTP 500 3RE451RM R,

« £ ENHH Envoy BESE A T App Mesh , M Envoy sidecar X B iER TR LB
WHTTPHTTPSKE RS 28 , IMIRTEE LT ETE,

PSS
NTRREFESR

App Mesh HIZhEE R IEESFHREREN Envoy K2, HTTP_PROXY/HTTPS_PROXYH BE@E I FHAES R
ERENESFTENNSRERBEEZLITAN. Envoy NEREERE , BB FERAABREBERERE
IX—X.M%/JILEO

MREEREREIEMEARE , FIiRE NO_PROXY R EFEMIEH CIDR/GAZEE, i E LA ZIEH U5
B, MTHIr R,

EERYRS , BEANBERREIE Envoy BHE BE, BIERIZRIERP 244
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NO_PROXY=localhost,127.0.0.1,169.254.169.254,169.254.170.2,10.0.0.0/16

3 F Envoy B2 :

Envoy AX#HBARE, BRMNFTRUREXLEES,
MREHRIBIARER | BFERGitHub 12 H A =EX R Su Amazon pporto
BIfEIRE TR RYVERTETE , LR LER,

FEIR

AT RIE LT R

- BH , BEMHAWRE EEFERENEIR,
o EEIT QTSR AR GR B AVERN ME LR | BEN2WE EifFERER IR,
R B

EFEART 15 WWBERBERKITH , BFEERENENT TR R 3 EBNETHE,

MREEENRABENATRIAN 158 , THRRENNFAESESHENT SEVMITEREE 7 &t
[, B2 , MREFEEAEIETRAMENE , NALLAREHRELT QB rtHE, AXRIRE
BT QABHETINESEE |, BSRAENT SMEH.

MBAISE T BRER | NAKNEREN SRR EN A RARAATRET BB RUEEERE
B BAERR, X8, ENBERBAILRDERFEEIREE, EXTLEL , BEE
%,

MREHRIBIARER | BFERGitHub 32 H A =B R Su Amazon pporto
Envoy BIE T HTTP ${&i=xHi5 K,
FER

FFBES W EAFHIE ST (NLB) XEMFTAEER , Envoy B HTTP 400 £5iRERFTHN, HEMNE
& Envoy BER , BII2EFER .

« FHiBAE:

dispatch error: http/l1.1 protocol error: HPE_INVALID_METHOD

ENERE T IR BAaTE |, EFERB LB, 245
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- FRERIBE :

W, S HTTP/1.1" 400 DPE © 11 @ - =" m_mw w_m w_w n_u

BRIRT B
fRIRFG RZ2HE NLB W B Ar A B 1 EZERREDIARE 2 (PPv2),

B PPv2 BEINLE , £ App Mesh B HIFEZTHWEL MK MELT R Envoy TXFE. MERE
£ Kubernetes Ef#F Amazon fAE & 23125185208 NLB , 15 PPv2 B R U T EHIRE N KEZE
A : false

service.beta.kubernetes.io/aws-load-balancer-target-group-attributes:
proxy_protocol_v2.enabled

EXNLB BREBHEMEZIZFMEE , S FAmazon HEEE =525,

MR RIBIARER | FERGitHub 12 H A BB FR Su Amazon pport.
ToE E L E e,
FEAR

BIEEEUT ST EEE 7 EE , TBREEMTRERNKEA LEETEN , ENERD2E
15 AR,

RRATR
HREHIKRP TS EBNELRS.
MR RIBIARBER | BFERGitHub £ H H BB R Su Amazon pport.

App Mesh 48 ik 5% X fF &

/A Important
KIEXIFEA - 2026 £ 9 A 30 B , Amazon fFEIEXNEIZEF. Amazon App Mesh 2026 &

9 A 30 BzfE , & FEB1hE Amazon App Mesh 2% & 5 Amazon App Mesh &R, Bx
EZER , BHREENEMNTHE Amazon App Mesh ] Amazon ECS Service Connect.
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AEEHFANE T LIS B App Mesh K THIETIN BRI,

FEE node/virtual MKXEVEIZAYT BE 50 MALR , EEAMERRETR
M E KW

AR

LRIFRE AR <Y Bl A2k & ( 520 Amazon ECS £%. Kubernetes pod 3% Amazon EC2 =41 ) B
F| 50 L LBV EEEL node/virtual FIKET , SIFHV R HBIEEZ1TH Envoy HBRBRETRARETFRKX
M, MEEE# node/virtual WX KEREN TR AREFTHETERAMHAER HTTP RAEBE503,

RRTT B

App Mesh Xy M E AR node/virtual BV ERERERIABH N 50, HIEFEZE1TH Envoy BHEES
LLELE Y | FTEV R H AT EFEI21TH Envoy M EEE gRPC RASH3 8(RESOURCE_EXHAUSTED)E# 2|
App Mesh B Envoy BEE RS . XMEFIURES. BXEZEL , 856 App Mesh BRFZBREL,

MREHRIBIARBER | FERGitHub 12 H A =EX R Su Amazon pporto
503SEMRS FimKFERAAT BRE@MAT B , B RAEXK

AEAR

HEmELRSERY BREAAY BE , RE THENABRFNERSKRM , 7 HTTP 503 ERRE
B,

PSS

App Mesh #E T LM A ERERFEHEER , REKET BRNAREF. BXIARS LIXLEHENFME
B , B2 5 App Mesh H{EEE,

MREHRIBIARBER | FERGitHub 12 H A B R Su Amazon pporto
ERBIEMAERT , Envoy RESR IR AR

AR

EEREART , Envoy REA T2 B4R (Linux BEHA® 139 ) MARR. Envoy #HEBSEEWT
B,

FEELL node/virtual MXEYEIAY B E) 50 M LR, ERAMBRFZTRRRERNK 247
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Caught Segmentation fault, suspect faulting address 0x0"

BRRTT R

Envoy RETREER T IRIERZHEIA nofile ulimit , Bl — MR — XA TG BRENRE, X
MRERETRESHTESHNERE , NTERETHNNRERERE, ERRALEE , FEMEVER
ER S LY ulimit nofile B, MREFEHAKR Amazon ECS , M A LUBNES E XM FFRRFNZE LM
Ulimit 1% & R B Rt BR &l

MRS RIBIARER | BFERGitHub 12 H A =B F& Su Amazon pport.
BRUA B2 R Y 38 h oK S AR 7E AR 55 BR 1l

AEIR

FE18 10 App Mesh ZHRIBINRFIE , HEEFRSBHET , HEFLREHEX,
fRIRF =

SRBAIAREREHRE , BEFFMHRATITEX LR,
MREERBIAREER , FERGitHub 12 H =Bk R Su Amazon pporte
HMTAENETRIRERA , NARFER,

AEAR

NEMTREREISTRARER , STRAREFANKERXEN. ATEANARFRAHNETR
RERERANKEAKEN , NRAEFBR

RRTT B

BREFETRIARER , T (FFE ) B8 Envoy IR #Ham EFER ( RESE ) WEMNER
RIEBTIRORER , LEMERBAREK, Eit , STHROIREBERNESIF A number of client

Envoys * number of server Envoys *active health check frequency.

ERRERE  FEWSTRARERNBNINE | IFBDESTRIRERNENEE. RT EFE
TRRKRESN , App Mesh EAFRZEERLNEENFAZITIRIRENFR, EAREERLNKRE
& AT B AR FEE LR 5 x x W NI B BR4F E E .o

BRI B IR A9 38 B0 R e BRE AR 55 BR ) R 248
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MR RBAREER , FERGitHub 12 H =Bk R Su Amazon pporte

App Mesh B WU 14 H0 FE Bk B

/A Important
KIEXIFEA - 2026 F£9 A 30 B , Amazon fFEIEXNMIZHF. Amazon App Mesh 2026 &
9 B30 BzfE , B9 BihE Amazon App Mesh #2244 5 Amazon App Mesh &R, Bx
BESER , BRI EREXEMNTHE Amazon App Mesh E| Amazon ECS Service Connect.

REBHFEMNE T IBE App Mesh AT 4 75 H 7] 6EI& B /Y H AL (R RE
ETRNKAI M AREFR Amazon X-Ray Rt

FEAR

&7 App Mesh IR AR FARTE X-Ray BH AP ER X FHLEBREFES , & APIs.
FRRFT R

E7E App Mesh A X-Ray , XM EWWAEELY , UEIRARERF. sidecar B2 X-Ray RS 28
WiBE. BHITUTTRAIA X-Ray SIEEFIRE :

« B4R App Mesh E LT SUTIT BRI RIZER TCP,

- BRELHNARF—RBIEM X-Ray BT UDP iwO2000H LA F B 10517, 13378XES
E8 , 2 M LK Amazon ECS X-Ray =4l GitHub.

- R Envoy RESCBAEBER. MREFEHN R App Mesh Envoy 5% , N AT UESFHREFTEIRE
JIfFENABLE_ENVOY_XRAY_TRACINGIMEZEIRE N1 HF XRAY_DAEMON_PORTIMEZERE
7200035 A X-Ray.

- MRBENARFEREBER —fIEEIES X X-Ray #TTHIN SDKs |, HRBENESEEHBRF
HfgE EH,

- MRBHEWFIEMEHEEER , BEE X-Ray RS AEPREBFEESIR , HIRBEERSPHIE
S 31784 Amazon X-Ray. BHXTE App Mesh HEEEK X-Ray WEFAMUHEA , S HE X-Ray 5
App Mesh £ K.

MEBELE R BARER | FZEGitHub 18 H 8 B =Bk % Su Amazon pporte
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Amazon App Mesh ArfEm
o7& Amazon B EF RN ARERFR Envoy CloudWatch 845

FEIR

YR7E App Mesh IR AR F& B MIERK H Envoy KE LR CloudWatchig#r.

fRRF R

£ App Mesh F{E A CloudWatch fE¥rET , HXAEREE S NAH , LASRIEM Envoy RE,
CloudWatch X2 sidecar # CloudWatch 18/ iRG 2 BIEVEE, BHITUTSZEREIA Envoy REH
CloudWatch $E¥rZ B IEHS :

- BREEANZ App Mesh B9 CloudWatch KB &, BXEZEEL , 555 LK App Mesh
CloudWatch X3 GitHub,

- BREBFABENFERIRBEBEE T App Mesh 9 CloudWatch K, BEXEZEL , BSH
E# App Mesh CloudWatch £ GitHub,

- NRAIEMNAMEMEHEELE , HEE CloudWatch RERBEETEEFEER |, HIRR
CloudWatch X ¥ [E kxR IR AV 18 S 1TIR1E,

MREARBIAREFR , HERGitHub 32 H A @ s BX R Su Amazon pport.

75358 Amazon X-Ray BRERELE B E L EXEH N

FEAR

BB ARF EEEA X-Ray IRER , BETEN REREEREFEMAN,

RRAR

BT App Mesh Envoy B BIF X307 X-Ray REHELE , Rt AT AR T ERE %,

MRER Envoy AN 1.19.1 KESKRAE , B LUEFR LT ED,

« BOREFRHER | BFE A Envoy B85 LA XRAY_SAMPLING_RATE IMEZE, ZENEEINT 0
Mz BRI/ NE 1.00 (100%). BEXEZEE. , 2 H Amazon X-Ray &,

« ER X-Ray tracer BEEA {1 B E X KHEMN , B XRAY_SAMPLING_RULE_MANIFEST #3%
TEIETE Envoy REXHREPHNHBRERE, BXEZELR , 55/ (Amazon X-Ray FRA R E
) HPHYEEERN,

MREE Envoy BRAEF 1.19.1 , BIRITRATRE,

ToEE Amazon ERREF RN AEFH Envoy CloudWatch 357 250
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« f£F ENVOY_TRACING_CFG_FILE SMREZEXRERRER, FXEZER , BZH Envoy BLEE
2, BEEAENRREEHE A RERN, EXESFEE , HZSH Envoy Cay B &,

« ENVOY_TRACING_CFG_FILE FRETEM B E LIREREE R :

tracing:
http:
name: envoy.tracers.xray
typedConfig:
"@type": type.googleapis.com/envoy.config.trace.v3.XRayConfig
segmentName: foo/bar
segmentFields:
origin: AWS: :AppMesh::Proxy
aws:
app_mesh:
mesh_name: foo
virtual_node_name: bar
daemonEndpoint:
protocol: UDP
address: 127.0.0.1
portValue: 2000
samplingRuleManifest:
filename: /tmp/sampling-rules.json

« B3X samplingRuleManifest BMEFREMNFREEENFHARFE , S HEE X-Ray SDK for
Goo

MREERBIARER , FERGitHub 12 H BB R Su Amazon pporte

App Mesh Z£ I fEHERR

/A Important

KIETIFIEA - 2026 £ 9 A 30 B , Amazon fFEIEXNMIZHF. Amazon App Mesh 2026 &
9 B30 BzfE , #97FEBihE Amazon App Mesh #2244 5 Amazon App Mesh ®iR. BX
EZEE , BHHRIEEXEMNTE Amazon App Mesh B Amazon ECS Service Connect,

REBEMNE T EEEA App Mesh T2 B AT BEIBEI MY FE I B &,
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Amazon App Mesh AriEE
TEBEE TLS B in RSEED EinE LRSS

AEIR

EELT SPFHNELRS ERAMN TLS HERIRRERN , SiZERNERESEAN,. ZHEERKRS
KERER , BREAMHAE R HTTP 503 LB F4ESIREL - upstream connect error or
disconnect/reset before headers. reset reason: connection failure,

9SS

NAERBHRERR , RMNBWUER Envoy REHRRZE B SKBPELHAE. BXESEER , FF5
5] A HIEFEA Envoy HI B FiIEFE. EFANTIIRBAEEREAMBERER :

« HEBR TEERIELRS Ein PRIMNER , BREGmERRD,
» ¥ Envoy IR BEH , EHRUATHEIR (1EFREBEES ) -

TLS error: 268435581:SSL routines:0OPENSSL_internal:CERTIFICATE_VERIFY_FAILED

ZEIRTRRHAUT - RS MRZS A -

« ZUEFHRE TLS BEFRRBEESPELNIEBRRNH 2 —LEE,
c EBRTABAY (EEH ).

- EFZ B (SAN) BEiERH DNS EHB T EE,

- BREFRBRSEENIEBEN , HEN TLS B WRBEESHN —MEBARINHESL , FE
REPENNIRE EREZEENIYL (TLS).

- MREBRIWERETENEIRRMY , WRRZFEREESET Envoy REFERIZNARRF
RERER , Envoy ENRITBIEF2RELL , XKRHA Envoy FEFRBREMNE £, EELT
RNRERES , BR AppPorts L ENARF EEMNTH ERE,

upstream connect error or disconnect/reset before headers. reset reason:
connection failure, transport failure reason: TLS error: 268435703:SSL
routines:0OPENSSL_internal :WRONG_VERSION_NUMBER

MR R BAREFER , FERGitHub 12 H R B R Su Amazon pporte MMREBINNEECKIA TR
2RETXS App Mesh W EZ 2 M EEM , FEFHAmazon wEIHREIER.
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Amazon App Mesh RAFtEmE
NMRAERFIRE TLS BT RE RS 5w iE LRSS

R

MERRFTFRM Envoy REXE TLS 2N , SERELBSNEEL XK,

BRI

XE—NEBHEE, BXEZELE , BSRMEER . TENARFMNLBERE AN TLS s
GitHub A8, £ App Mesh 1 , BBIX# Envoy REXRE TLS , EFXEFENAREFARE TLS, EXE
Envoy LA TLS X8 X , BENARFHER TLS &R, X# , Envoy AJiEH I ERRL | 3
B TLS £FEFERKATENN BN, BXEZER , HSH EHEZTESEMHIL (TLS).

MRERIBIARBR , HERGitHub IR H A B R Su Amazon pporte MRBIANBES KA TR
2RAZEXS App Mesh WL EFEER , FEFAmMazon ®EREEM.

ToEMTE Envoy REZ BREZIEEFEA TLS

FER

EHRARFEERDT SRELMAMITEs LEA TLS &1k, REAEFIK TLS B WK LS H
TLS B3y , BRETZEME Envoy REZ RIMEERET TLS AN XFHITH,

R R

KB HPELWSBRERT Envoy EEREMN Envoy HiHER. AXBEEXENANAEEY , B30 B
A Envoy RIEEE SR E M 5 Envoy DogStats D SR LA (TIEARE &, NEEER | LTSI RHE)
FEHATEERME,

o X¥FHIT TLS & LERY Envoy REE
- FALTHSERSE Envoy BEFB|S TLS iEH,

curl http://my-app.default.svc.cluster.local:9901/cexrts

EREMHES , BNEREDL—1%H certificates[].cert_chain IEE TLS iR,

« BERAENTIROKDAEERS SSL BF MM ELEEFEAMN SSL 2EHRTEME , AT
Rl a5 A5 PR

cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep
"listener.0.0.0.0_15000" | grep downstream_cx_total
listener.0.0.0.0_15000.downstream_cx_total: 11

BMRABFRE TLS NEERERSGREMRS 253
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RAriEmE

curl -s http://my-app.default.svc.cluster.local:9901/stats | gxep
"listener.0.0.0.0_15000" | grep ssl.connection_errox
listener.0.0.0.0_15000.ssl.connection_error: 1

cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep
"listener.0.0.0.0_15000" | grep ssl.handshake

listener.0.0.0.0_15000.ssl.handshake: 9

curl -s http://my-app.default.svc.cluster.local:9901/stats | gxep
"listener.0.0.0.0_15000" | grep ssl.session_reused

listener.0.0.0.0_15000.ssl.session_reused: 1

# Total CX (11) - SSL Connection Errors (1) == SSL Handshakes (9) + SSL Sessions
Re-used (1)

« X¥F#IT TLS KK Envoy X :
- FALTHSRREE Envoy BBEF 51§ TLS 5EF.

curl http://my-app.default.svc.cluster.local:9901/certs

BMNIZTE certificates[].ca_certs THEEED—IFKE , EREARRE TLS B A TRIE
JRRIEBAES,

s WERAINERDEIRERNHEERS SSL ZEF AN LELESEFRAN SSL 2ERELMEE |, W
LA Rl an+ M PR

curl -s

http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-

name" | grep upstream_cx_total
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.upstream_cx_total: 11
cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-
name" | grep ssl.connection_error
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.connection_error:
1
cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-
name" | grep ssl.handshake
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.handshake: 9
curl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-
name" | grep ssl.session_reused
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.session_reused: 1
# Total CX (11) - SSL Connection Errors (1) == SSL Handshakes (9) + SSL Sessions
Re-used (1)

MRE B BARBR , FEEGitHub 12 H A EXR Su Amazon pporte MRFIANNBES KA TR
2IRAHIT App Mesh &L £ B F , FEFAMazon ®ERSTERE.
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{# F Elastic Load Balancing BEB&
FEIR

FHEENAREFARSERIMEATEERUNZEAT SBREN , EENABHERZTRN
KEAREKM.

PSS
NAERBHREARE , BLFEREUTHE :

o WTIIT TLS LUERY Envoy REE , BFEHREMEEHIR. AR5, B TEEY TLS FFWE
B 2 2] S IR R UARSS VSR,

- WFAEESR K LEEEFEATIEHSMNEE TargetGroup:
« #{RiZ TargetGroup i O SE LT RUE LAl VT8 % O A ITEL
o JWFBE HTTP MEMNRF KE TLS EZENNAREFAREESE , KN TargetGroup
BOREN HTTPS, MREEFASITRARE |, BFHARS HealthCheckProtocol &E&ER
HTTPS,
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