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BRAMRHIEE,
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B REEXRENRENRAENBEESE , LEEENMNEHREESTRE M LNBRA R,
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« ER#EREE - #HRRBELEREEEMMEXBERS R,
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- FMLRGIGIE  FRERBSHERE , MARILESIREFR,
- HEeIRE  RIFENETE Amazon IR B FERIE,

« Al-powered Ik, MKBEFEARFBIERE : Al-enhanced HEEHERRE T FIE I FW R TRBEHRT L
TXEW, MFKFFMMKEREB , Al-enhanced HIEHRAE REXRME |, 5|SEBTRENFERS
R, ALPEFNEKFRE, X TERARE , Lo MENKEETR , BRHEHNIMNELRA |, i
RIE Amazon REZREM D T HEHRIES , BHEBREE , MEFLUNEIFERH,

- BEREZEEA N THETE, SXREBASHBEFRAZFZERE , FF LB AAmazon
DevOps REH B EEHEKS PR ATMEMERS , BEREARRAALERERITR , BEEEXEE
HHPERHEE, EXEMA , Support Center Console £127R#3k15/5 A DevOps KEHBATEE
B, ETHMESZELR , 2 Amazon DevOps KB 5## Amazon Web Services X 1F EE —ij2
A,
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s EEREAMNEIRFITH , 525 H B Amazon Web Services X #F it %,

. BEBXHAEBHKF , 25/ (Amazon Biling AF1ER) FHIXEIKS,

- EERNENSEEMZEH Amazon Web Services BRSS , BRI R RAIEHE,

- MRERETHEF Amazon Partner , 3 B#&{#EH Resold Support Amazon Partner
Network , & Amazon Partner BE# 5 @Bk R REAEK LXK BB, Amazon Web
Services X ¥ A BIf#E R Resold Support BYIERAR BB | HlinkE MK EE, BXE
ZER, FSHAUTER :

« Amazon EYEFIAIEELL R H Amazon Web Services X # it Xl
+ HAmazon PartnerE S X3

/A Important

EFBXEFEFNRBNEZIERGIZE , iH1HE hitps://phd.aws.amazon.com/phd/home #/ , &
ERABEEMEH Amazon Health Dashboard Ik P &R EH, B AEZR G EARPRIEFE
il Amazon Web Services fRS RIE , EAHMEHARERIBEER, IRETHERBFEE
HEH  FRIZFERN,

£l

- REMFH Al-enhanced £FH#E 2 KR
- BIEXFED

- BIXEEHUNESIIFRS

- BEXFEY

- RBHE

wE A Al-enhanced &% 2RI R

E 519 Support Center F#Y Al-enhanced S EIEE , BHFEHER Amazon Identity and Access
Management £ R, AT MELERN IAM PR , HiRAMAX EHTEE , UESTUFE D R A XL
IheE.

Al-enhanced HIEHIBRFEEE B RIIERE 2 ANNR, AIENNRD DX

REFE A Al-enhanced £ ZH R API fRZA 2026-06-08 3


https://docs.amazonaws.cn//awsaccountbilling/latest/aboutv2/close-account.html
https://www.amazonaws.cn/blogs/mt/aws-partners-determine-aws-support-plans-in-organization/
https://www.amazonaws.cn/premiumsupport/partner-led-support/

Amazon Web Services 1 AriEE

- XEFEEHNR : 7 Support Center /5 AFHNETREMN I EFRRE,

« Al-powered 73 £ PR : LFiGAE Al-powered BRI 73K IhEE,

« Amazon Q £ BR : £FM Amazon Q FF & E S AR iE,

« Amazon DevOps VI X [R : XIS EZNHiE , 1F DevOps REH TRERE.,

XN PREITEIMA Amazon Web Services X3F BRI , TR Z,
B LB TP 5 I8 E Al-enhanced HEHERRINER :

I 1 : FH Amazon FEE KB ( #%E ) o NAWSSupportAccessEERBHMEIESHNAFRRAE,
WBERBEFMAELENNR , H1EXHH Amazon Web Services 3 ThaErt B3I E#H,

LI 2 SR EASEAMENEN BE KR, XM ENCRE T ESHRGIN , B I0HTIhEER
EEFHERN.

I 1 : FEH Amazon FEEERE ( #HE)

LN SR 2 50 2 F b AWSSupportAccess £ E R , MEFHMNIE, B , ELEFE A Support C
enter Console AP| F@E M INEE , BAMIE 2026 & 11 B 2 H 2086 8 BRERMEEH
IAM R (IRIEERE ) . At , FEH Amazon Web Services X# HEE R EEsupport-
console: *#E, BXEZEEL , TSR HXEFHOESHE APIHRERM IAM FEE,

R 2 : Bl ERREAFENRAY B E RS

B LR R TS HASERE , MAXERABERS. U TREXEFED, RFICEMERFHEEFIENN
fR -

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeAttachment",
"support:DescribeCaseAttributes",
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"support:DescribeCases",
"support:DescribeCommunication",
"support:DescribeCommunications",
"support:DescribeCreateCaseOptions",
"support:DescribeIssueTypes",
"support:DescribeServices",
"support:DescribeSeveritylLevels",
"support:DescribeSupportedlLanguages"”,
"support:DescribeSupportLevel”,
"support:GetInteraction",
"support:InitiateCallForCase",
"support:ListInteractionEntries",
"support:ListInteractions",
"support:InitiateChatForCase",
"support:PutCaseAttributes",
"support:ResolveCase",
"support:Resolvelnteraction",
"support:SearchForCases",
"support:StartInteraction",
"support:UpdateInteraction",
"support-console:GetAccountState",
"support-console:GetAccountGovCloudEnabled",
"support-console:GetCaseDraft",
"support-console:CreateCaseDraft",
"support-console:DeleteCaseDraft",
"support-console:GetBanner",
"support-console:DescribeDynamicHelp",
"support-console:CreateContact",

]I

"Resource": "*"

EIRBIEM IAM B3 FTER Amazon DevOps KB PR , EM IS T Amazon JEEKEE :

« AIDevOpsAgentFullAccess, #RfitXt DevOps KEERBRENTE 1A EINER,
« AIDevOpsAgentAccessPolicy, BIEKREZRIFTLEN,
- AIDevOpsOperatorAppAccessPolicy. BERARERNAEFIHRNER.,

AXRBENTEIR , 3 0Amazon DevOps RE AR P HIDevOps RIE IAM R,
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B 1AM B EEiam: PassRolefEDevOpsAgentRole-AgentSpacefDevOpsAgentRole-
WebappAdmin&f £ | iX# Support Center Console AJ BAfE B XK B TR R 14
BXLABMEXLERABEELS DevOps VB, EX Amazon Elastic Kubernetes

Service EFHTRE , BH IAM F3ifeks:DescribeAccessEntryFE
Meks:CreateAccessEntry , eks:AssociateAccessPolicyMEX G/ OMERHIA ATLIIE BiREE
BEOBIAFHREKE. BEXHEAEZENEZELR |, HS T L Elastic Kubernetes fR% A FFiER
HYIEE D D # EKS 1582 B &% F IAM B F iR Kubernetes BIR R

® Note

B/ #TThBEMY Amazon Web Services X% & , FAEBENKBEERLELEF ., BX
Support Center %14 API BENEZER |, HSHN EH0EE & APIIRERM IAM F
B, BXBE Amazon Web Services X# API RIEENEZER , FSHEEEXNN I RINER
Amazon Web Services X1 H/d

&£ X Amazon Q FrERNER

E & A Support Center ) Amazon Q XiES ATheE , IAM M EEREBLT Amazon Q F R ERE
A PR :

- q:StartConversation: %5 Amazon Q. # {THEIXY iF

 q:SendMessage: TEXNiEFR KZIEHE S,

+ q:GetConversation: REMNEFFHE, HREHEFEHITHRE,

« q:ListConversations : ZIH AT AKX E, THEEHE M Support Center E£5%E BT LR E,

Amazon Q 5 Support Center Console FIER4FHI ER 2 q: ListConversations BN E REHKIEH
FHEAHE A, BXREE Amazon Q F A ENRIFAMIERE , FSH Amazon Q FF X ENESZEFE
AR EEX Amazon Q FF & &K 5B ER,

N E B N R ERNR

E@EN IAM AP NARR , BERA TSR

1. &% Amazon Web Services EEZHI A HITFF IAM #2H & |, Wik R https://
console.aws.amazon.com/iam/.

2. ESMERT , BERE  REEFCIEKE,
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3. % JSON &I+ , REMIEEI/LT PREINVE A — N BRI,
4. BEET—F /KX, RABEE “T—% : §F"

5. WARBEEF (Bl ) |, SupportConsolelnteractionsAccess iR #IiR LU R 1% KRB
R,

6. EFRCIEFKRE,
7. fFERBEHTINBIEE S\ Support Center B IAM A, AR AR,

MREEH AWSSupportAccess IEE R , BRI T BEEN KB ERERRK — M L,
B FED

XEHEHREFHEFNA R Amazon Web Services X, BEEFERABRESHREHNEE , RS
£/ Al-enhanced HIEHRRIRBE S TN, BHWBEFD TRESEZFTRE, FEBRAREMN
B RAE K MEFQNEIEZERA, MEEFE | XEEZH LR HERED | B LHER AR IR
B EZHRGINEA,

Amazon Web Services X# B 5EXHRAFANVFTRZLAET , XFRHSEE Cloud Support T2
WED, BULUERBREZINIFENBHERZITRA, ZXERFARE T NKINXFEH TR
WAIEE RER , 2 EHM Al-generated WL## , SAHEB Cloud Support T2 Uf f#REHY R, X5
P K Al-enhanced #FEHERRF Amazon Cloud Support Engineers BV EBIEE S , B O AEE IR #b R R
[ 8 ¥ 48 58 = ML A A]

@ EE
- 7£ Support Center Console TR HEIE P IEF ‘A IBAR” , IUAMREREZENRIIESES
Z. BXEZEER , BN REE4N A EIBRIINRMIEE,
« RALLLL Amazon Identity and Access Management (IAM) F F° & 3 & 3 Support Center 2
HE. BXREZER , BEH EEXNMIHREIMNE Amazon Web Services X1 v
- WRIETSEEF Support Center #2H| A HAUBZIFRE , WA LSA ‘KRR THEH, &
AT LAfE A b DT T 3R B o< K 28 R0 7 (9] @AY A5 Bl

BNBXEEY , BERA TSR

1. EBFEF| Amazon Support Center Console,
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® Tip
£ Amazon Web Services EE#E 4| A |, &E 0] LUk R A S5 BIR
© )

SRIFi%E# Su pport Center,

2. BAULERZHAEATHEXFED

s MABXZEERPVRBHNEFAGE. XMBEABRFNIFEINAN. BAFXENEE
PR 8 2 A R B HEBR S TRV ¥ 415 B

- REIEWXIFED . N ERERWRE xR U PH P ERNKIE— X ZHFEPHITIE
B, XNERTRIENARZFED, TREELENXFEGHY , EEIENHMEIFE
Mo

« £/ Amazon Q £% | EXAFERHIEE Amazon Q BFRAIEEF KL Amazon Q FiEFI&K,
£~ T Amazon GovCloud (US-East) Amazon Web Services Xif, F &I FIXFTiF, BHE ,
M “EIREH R FERRIE Amazon Q Bz {TEFE |, REHRE, EBNEN , 2%
RZNENHEEHGFERNBIXAES, WMREIER Amazon Q FiE , MESFEH>x Amazon
Web Services X135 A/~ Al AR R TEH,

3. BERXAFERATAM “RIE” B,

4. Amazon Web Services x# £ M3\ Al-powered HIEHEBR & 2 T BN E AR EH4EE Amazon
HiE, REVRESRTEREEMEIURSBHETON. NREFIRTEMAHMES , BAA
BROHKE K ARERER, NMRETMERTEHEFAERBELS , WA MBS HSER , Sk
B-RiESEE, —MRIESEEHTHINEN Amazon I,

NFIRERE , flattse TR, SXREFASHIFBEFEL , ATeEL A Al-enhanced HEHE
BRAmazon DevOps KEX B X FEZENIFE, DevOps RELEREIKF, I AT M ERMRS

( Amazon CloudWatch Amazon CloudTrail Amazon X-Ray, . Amazon Config, F1E4h ) | LA
HERKRRRAFREEHRITN. WREIKS EREE DevOps R , MEREF B ZH , RE
2RTERHEQEMMERR,. #EERETEENXIFREPERE.

DTG , ERBEIERBEEARMKELS IR, X T DevOps RERE , HESFEER, BRAK
K., HEZEMERIT. BEEFIMNEESRPERAORR , HEFERER.

5. MREFBH-—ITHHEB , JUSERUAT®RIZ— :

o P%E Al-assisted FKEB X : EH — 55T E Al-assisted 2 HAERFTHEE |, TR R NEZF
MEEURBEHFNME, £ Hti¥AER FERIPMAEE , REER B, FidlE , It
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RBATARBHBEREESERES. MREFENFRIMA LT , FEAERETHHE
EEV IR E D

- BIEZEFRA - BEFEACIETIEZES Amazon Web Services X35 |, BkF0IERRA, kS
HEPICIBIERE. FZRUIFASELBBENIBEDEYER, SUUERBEEEFWL
BE. BNXEFEY ( BEAMERENEARRTRNFMAER ) SHAMBILXSFRAFT, BXU0M
BB ERFIVFMAER , BSHESIEEICIETHRN,

HEENZFEGIED , SR LRENER “SEABE M KBER T BiRRkEHEEXENERN R
288

BE R FRA
UG X EHRELE QRE B FHEAR-NAXRRG , HPESFSRARMES , bl

MEBR, #HR, REIKE, RS, RINMTEMERD, EUUREEEEIREER. BEFLEFTRER
D RERE, AXUOMNRFEEFERINEE , BERERNBEERAITER .

/A Important

ECIEXRHRF R , FHRENKS K EERSEENENKF BRNELH, BoblfEiEs
HR WU {E{ Amazon Web Services RS BB, KW EHUESLEFEERE, NMRETHEE
REREEEIEN  BREXIEFEN,

EFE PIRRA 5, WMARRIELTEER

1. BRIEMXFRHINEST, TEEHERRT ENZFEINE,

2. WIEER, EHNBERNER #HE FERH. REFEBSRRES. EENERRIATENHE
4, BEMEXNBREE , ARTRA TR THRERBENEAHMER.

3. (R ) RFRHEANSCHR AR RGIRIMEMMNER XM, Al IR ASRFFER. SxZSALKMN=
M. BMXHFEATN 5 MB.

4. WNTROIKE | FEEBEUTERIZ— :

o KPR
- BEAR

« RSEH. &RBEM Support Center #2H| B FERBIMFELRBWRSEH. FREZEE , B
SR BEREA RS EH.
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® Note
MRIBHE Amazon Web Services x3F it&l , MEEBEFRARZZFZH,

5. WIERRS. RAM™EM,
6. & “BERE Ho , HHEE Amazon MAISERE, ERLUERN TRz — :

a. EBTFEMF  REXNEEFERENEE,
b. Bif : EWXFMEMNEE, MREFMHEDR , FRANUTEER

« Country or region ( R # X )
« Phone number ( BiES )
« (Optional) Extension [ ( &Ji%& ) 2#41]
c. BIX:EXHAATFARENER, MRELLEZIHX , ESH REHE,

( AIi% ) MRIEH B Amazon usiness Support+, En Amazon terprise Support 3 Amazon
Unified Operations itXl , M A AEHABRR AP RA RS 10 NN B FoR bt , &0 A%
AMHXAGWE FERHibat , METRRSREE R ZVEH, MREUNIAM AR FHESR,
BOSLNEFER b, MREFERABRKS VL FHRHFb Ut RMEZBER , WEFETE L FHl it
ko

® Note
MR EIAE Basic Support it&l , M 8EFE A Additional contacts ( HEBRR A ) &I, B
=, EENKS REN ZFRAKAAN BoPEENEERRAQWIRGEEHNEL ,
{BARBRTF K~ MK 2 S5 ERBIKEL,

7. HEFHRIZGRAE  ERER. ERECISERFFERE , BUNEEFERENRHF
B, XFEHNRHEK.

ERERFFAEEUERTTXRENRFNES , HINMFHTELRS. &F Support EFIERES
LERGIERZIFED,
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Enterprise Support S #Y 815 4% A B #R e 5 A (8]

HOIRX BRI ZE , BHRENKS , EFREEXRENIKF FRNEMF. S ERS ERT
WAEfE{T Amazon Web Services fi55 FI8l. RHEHARSBRLEER. IRETHEREFEEDE
#, FRIXEERM,

BB IFRAN  FRAREFREBHTEERIHRBREHRTEZNES. BXNREAMEENESE
B , B2 BT E nterprise Support RHIH{EEERIED -

e LA T 2B R SRS BY 8 B B IE B = B 1,

Urgency
Low Medium High
e ] e
a
E =
WO Hen | urgent Critical

NTFFEERRSBER , BELETRRAR , MERNEFEREERZR,

(® Note
R RRTEREAR WX = "B KRG

F&

1)k Support R4 B x5 A i8]
» Enterprise Suppor

« )l Support LIREEE

1l Support 451 B Fr0m 5 A ]

TRERT AEZEF™EMRSIA B Amazon Web Services x5 o 578 8]
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( ITIL Priority Severity Level ::iw to Examples for reference \
se
Business Critical ‘0 1sminutes  Major outage; loss of entire enterprise or customer base.
System Down ﬂ Has potential for large revenue loss or business risk.
Production
System Down

Production 4 hours Critical functions of your applications are impaired or
System Impaired [N4 degraded.

Critical

% 1 hour Business significantly impacted, where important functions
or applications aren’t available.

12 hours Non-critical applications are behaving abnormally; time-
sensitive development question.

General development/ service questions or want to submit

24 hours feature request.

)k Support ROIRFERE
EEHNTEMRIRERBHZFRA,

s BHNWEELRF BB THRAREHRFESLTTN , Amazon H RF TAM EE B RE,
s BANBEHERBNER—IRH
o BRRUAIEFA A IR B RS Amazon Web Services Ik,

RERTAEZSHFMAES , MEATIIRFRARMEREE

o WM THA? EZREW? BNZEEBE? RELMBRIET ?

fr4: BRRETH 4. PERFEFBRSD ? RELZ R M ARMBRXNEE ?
BHE A RERANRE ( BE, BHE, X ) ? RATARHBREEER?

Where: Amazon Web Services X35, ATAKX, #EXFISHAIR ID AR HARIRE,
NFA  RAFLEFZXNRG (FE. RIFRES. SHIHHN RCA, Hilf) ?

WA FIEARMMAEREZ, MEAARURIESERRNES

@ Note
EXBROE  BUUERHETEYR. BXER  WERESHREIN ™ EMERH.

Enterprise Support X &l F 4 7= REEH

+ X}F Business-critical REFEVREF~REEVER , BEHA ‘WX = ‘L5 , HBRALKFPEAR
PR 3EE T
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- BARMERRNE  BERERTHL, FOPENESR, R4 LSEMm,
o R (IFFHEHIK ) RAUBEZSWIER, REFER, ESHNHIEERE EIRIZH,

o RHESIWUHFIESE, FTFH Business-critical REEHLRIER | FIRESIWHFEZIFHEABIA |, LAREB#E
RE)B, BT Business-critical REAFENRBASHE=EY , At HKRFIEMBEABRIE , HEEHRE
BT RIA S SRBRA R,

- BREZBRHFPIEREEZHENMETES (KREEHENEH , MTAREITEFH4HITE
). BIFETERTEMBEE B2, FHREXEFRIPICREFNNER,

il Support E3REER
BEEERN , BANERBRUT 2 S IR TERE,

1. Amazon Health Dashboard#1 R &I\ N R A sE 5 F & Amazon Web Services BRSS BEB X |, iF
Q@ RrRE,

2. B LR “Support Case &EXEK” B0 @@ HERHIESR
3. MRFEWREM@E , HEFPELWTEMHEA “BE H WX
4. NMREFBHMEPREZIFSIMANEDE , FQQ@ BRREN TAM,

EEXFEY

513 £ E3) Amazon Web Services X A[{R7F 10 £, BRI LUETIEEZE HI KRB HRE Amazon Web

Services X BHIHIRPEEIENES, AF , BBREEFW AL, Amazon Web Services X #

B EREI I, MRBEFRBIENVNEXSRA , MZEFFBENELIENEZFIKRF,
NE , BNEREXBRISERAVRGIFEEREF,

BU L ERERNEMFEAEENERFTHNIEE, RE , BULEIEENFERELERVUESR
I | %&$FBT Amazon Web Services X#F B BIZXRH|, Amazon Web Services ¥

Rl HFE
MRALEHERERIRRODEIAE , FSHAUTHEHEEL,
RENBHROIERITITFRNHR

AL ENENZERFUITASZ —IIRER. BXESEE , T2 EFTNENZERN,
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KT RERTRPIX

RAriEmE

WMRBHERET Chat (BIX ) &I, BT EEZEIPREQD , BERMITUTRE !
- BREFNEREEN ATFROFNBEHEN,

(® Note
FRZARF[NIRE, BXREZELR , FS6 Chrome FBIM Firefox MU,

- BRECHEEMNL , LMETJLAEA Amazon Web Services X :
. IBHBH RIS Web BIEFERE,

MRIEBMATEEZDIHRE D , ¥ Amazon Web Services 3 A B F o4 =R BB R A 3 TEK
E

=OIEE

® Note

¥ Support Center 2 & TREBRY IR F i A B4R, TMREFEENRHIEERET E.
BREZER , FHH ESA4R  (EXRROIMEHEE,

£ Amazon Web Services B2 H|A |, BU LU TNECIE =R B KN ZF ZEH| Amazon Web
Services X ¥ :

« FiB Amazon B EB AT FF K P MK 82 X 53R 4, 8 0] LAIR 15 0K 22 FO Ik 7= () LAY &5 B o

- BRERESBHEIERTMEME Amazon EFREA. BXEBIARSEE ( ABIHARE ) WEE |, B85
%] Amazon Web Services —fi&&Z& H Y Amazon FRFELE

s RRLZFRHITTALKZRBARZIFTAR , BEEBRBSHEXNWERAE  ERNEEE=ZTNAERF
BB, MREHAEERZFITR , NWEEVNEERZFRH,

® EE
s EEREANERFITN , 5258 B Amazon Web Services X #F it %,
« EXHKF , 558 Amazon Billing AP EEH M <HAIKF

ROIEE API R4 2026-06-08 14


https://support.google.com/chrome/answer/95472?hl=en&co=GENIE.Platform%3DDesktop#zippy=%2Callow-pop-ups-and-redirects-from-a-site
https://support.mozilla.org/en-US/kb/pop-blocker-settings-exceptions-troubleshooting
https://docs.amazonaws.cn/general/latest/gr/aws_service_limits.html
https://docs.amazonaws.cn//awsaccountbilling/latest/aboutv2/close-account.html

Amazon Web Services X ¥ A m

- EERNENZHEMRZEB Amazon Web Services RS , BS AR BB HEE,

- MRERETHEF Amazon Partner , 3 B4 Resold Support Amazon Partner
Network , & Amazon Partner B 5ZBRRUBREM SR LB EZ, Amazon
Web Services X & FoiE B R Resold Support BIIER AR @& |, Fl 00k 2 Fk &2,
BXEZER , BSHANTER :
« Amazon SR ELHLFH Amazon Web Services X it Xl
« HAmazon PartnerE= S H 1

2 S /Y [R) =R

EENRR AN A, SEHANRREL | URALEHTRIT REDENEALBES, B
o, BHERANE  TEANHBEMES. XTHAEERR—RIESHE , FEANEHITRENEN
B 3

ERER RS EA(E BEEIET T REARREHIN T HEM.
E I8 R EHERH
SIS RGN FRRELT BN EMTRAR TS0

B R ERBENIFITNAMATFNESmEMHRE TR, EREMER , NARHITEBRS
BEEEMEFNARFN , TERRES™EY. BXWERSUSEERE—RET2FNNAREFNE
B, B5ZH (£ AmazonERie X ¥ Fault-Tolerant AR o

/%\ o

il

TRIETFEERH, 8 RAT E A= B R A

© EE

- WREAE B Amazon usiness Support+, En Amazon terprise Support 2 Amazon Unified
Operations itXl , MAIAEHR 7B HFRFIVTELRT , URRESBEML S mE
T, Bl , DA EZHFRFINREZRERNNEFREZ T, SBENRF=EMR ,
Amazon Web Services X# @ FIBHAH REHFOTELRIBHEGN, BEXESZEE
BZH ERXERMN™EMRS.

- MREHFHEZR Amazon Web Services X#F 11Xl , M EB BRI BFROIGLTLEERH=ERER
B, MBREHNERKXEZT , BE Amazon Web Services 1 KB A1,

« EXTEEMRINEZEER , S5 Amazon Web Services X1F API &%,
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http://media.amazonwebservices.com/AWS_Building_Fault_Tolerant_Applications.pdf
https://docs.amazonaws.cn/awssupport/latest/APIReference/API_SeverityLevel.html
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RAriEmE

First-res
FEMS  ponse Bt
EM Vil AR ] AR X =it X
—fRIEmE low 24 /N BB E —MIT K BB EERE— NI
( Amazon WX #F+, Amazon Rl X
Amazon &—aEitXl )
REZH normal 12 /)R Non-critical fRONAEFINEET HFE , =
ERE -/ BRI X RB, ( Amazon M
&+, Amazon £l FFH Amazon G—i=
Eitkl)
EFEREZIR high 4 /et BHNAEFNEEINEZ R R BUERR,
( Amazon At F X #F+, Amazon il FIFH
Amazon S—i2EitX )
EFEREEN urgent 1 /et EHLEZEEAEN, BONABRFHNEED
BEART A, ( Amazon &+, Amazon &
W #EH Amazon &—2E 1T )
Business-critical &4t  critical +« Amazon ZEHULEHEIGEK. EBHNARFENBIET
X ik  "H.
B+
D>F
30 @
o
 Amazon
Enterpris
e
Support
F
15
o
 Amazon
S—iz
o -
ER A EMER 5 API WRZX 2026-06-08 16
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First-res
FEMS  ponse Bt
FEEM Al ] Wi B A R 1T X
HEE
T2
#iR 5
pali

T fi# Amazon Web Services X 12 N 57 A5 8]

Amazon Web Services X1 R—{1 8B E HEHRENR EEENEEBWIBIER, X840
Amazon Web Services X #F TR ZIFBEMEELR |, 55 B Amazon Web Services Z#F I8,

R EA B Amazon usiness Support+, En Amazon terprise Support 2 Amazon Unified Operations
itxl, MAIAEXRIRFRIBARZF,

® Note
MREEEABENZRROANELEHRRES , WANKENT B
s MRBEEIBARAIERFANEFRS , RELEFAARIBITNHEZTERARAZE , U
AILATE AR TYERTRI IR At BB X 3F | 2 TERTEIE L8 B ARARAERTE (GMT+9 ) £4
09:00 Z 74 06:00 , TR B A KBRS

- WRMHEE B Amazon usiness Support+, En Amazon terprise Suppor Amazon t =% Unified
Operations itXl , M AT A £ XFERH B BRAREZE,

MREEBRPNENZEFRIINEERRRES |, NAERHL TR R

« MREFEFBEARZFRFNFFRS , MATE EF 09:00 T4 06:00 (GMT+8 ) =21
XHr, TREMBRERIN.

- WRAEE B Amazon usiness Support+, En Amazon terprise Support 3 Amazon Unified

Operations itXl , M AT A £ R IFREAXHEAREZE,

MREERFEFENIERIINEERRRES |, WA LRGN THIEXRF

T #& Amazon Web Services 3 M 37 8% 8] API iRZ 2026-06-08 17
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Amazon Web Services X AFiEmE
- MRBFEHFFAZFRFINEFLRS , WALEHEN TENENRESFEXRR , ZIHE
B E B A B EFR AR A ( GMT+9 ) £4 09:00 £ 4 06:00 , 7R B # /& RERA
- WRMAEE B Amazon usiness Support+, En Amazon terprise Suppor Amazon t =% Unified
Operations itXl , M AT A £ R IFRMFERARAEZE,

MRERBRTEHEBEANISRFANERERIES , NAUEBEIUTARKEBLTEHEXE
- MRBEEEFRESFKOEBIIEFARIEFRS , WA ELTEENITENFERNREER#LEHESX
¥, ZT/ERFEIE YN EF 09:00 E T4 06:00 ( GMT+3 ) , T B FE KBRS

- MR EAE B Amazon usiness Support+, En Amazon terprise Support 3 Amazon Unified
Operations itXl , M AT A £ R IFRMEBRAREZE,

FUAFHRHN = EERH

R EA B Amazon usiness Support+, En Amazon terprise Support 2% Amazon Unified Operations
iR, MAAUEHFSBXFRGANTEMRS , URRESBEENLSZEAE, Fim , HETUFx%
BROAMNREZHERNEFREZH, SBEXRFIEMR , Amazon Web Services X# 2l F|
BAABERN™ESERINLEESH,

(® Note
ERAXLEESIZN AE (P) KASKE., RSEFHEMER (SQR) MLEHE (TR) K~
K ERGIEBMINTEYN , BEER

EFUAXFERFINTEY  FERATIER

1. B FF| Amazon Support Center Console,

® Tip
£ % Amazon Web Services BIEIZF| A |, &% 7] LUk R B 5 B

@ !

SRIG1%E$E Su pport Center,

2. EREBEFEURHTEURAINRH
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3. ERFEAGESD , ABETEMFREUVNGERR , MU T ROIFIR.

Case details
Subject Status
Unassigned
Case ID Severity
General guidance ¢

Created Category
2025-04-24T08:49:10.8152 -

Case type Language
Technical Portuguese

4. NTFEEM , FAATEAEREMOEERF

—RES
REZM
AP REZ R
EFREEN

Business-critical &4 <

5, WTFRFIFEMERRR , FMITHETAHTER , HALEIRFITFEENERER,

(ALt ) EARUEAP  MABRRKUEXNEMER.

7. BRITUTH®RAEZ—:

MREBERBEIERFINTEY  IEFEFEN—RESEBAZREAZRIETTRAZH |, Bk
BEH,

NREEN™EMRSE L™ RS <M FHBusiness-critical REEH. , BEA “BRERAR 2o

P —/NETT# T E3) Amazon Web Services X3 , RARiER ‘B’ U T ROIERTERRS
N E0 o o] RV LT,

BUXRBROINTEMR S API R4 2026-06-08 19
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Change case severity pot
Severity

| Production system down v J
L

Reason for case severity change
¥

Tell us more - optional

'
Tell us more about the reason for the escalation

Contact methods Info

For high sewverity issues we recommend using our live contact mechanisms

Web 8] Chat(recommended) O Phone(recammended) O
we'll respond by email and Chat online with a We'll call you back at your
Support Center. representative. number.
Cancel Update
[
® Note

c MREBFZHRBINTEMHLR R E KRG XA HBusiness-critical RG> , M AMEFRF
60 DT BEBIREIU=EM,

o MBEHZFEHLFRE N Business-critical REx M |, MRE LR RIEE 2 3 1TRAT Bk
% , Amazon Web Services X M RIEEESN™EH,

s MRBEZLEART —AZEFRHFIFEHRFINERLT , BRAZHEALRS , TgE2ER
5. i, MREERE L 600 FEFEMNREZIMERNEFREZN , WXFROF
EBREEFREAZHTEMRINNN 4 M ERENA RN, FZFET , BFEER L5
10:00 (B4 PRIBAHSERE ) , AUTBRARZEFNTEERF . BXETELRH
B B X e B2t B B R, ES 7 Amazon Web Services 333 W 57 A5 A] Y RAK

BRI B S5 B #t

S AT AT R 8 BB SS TR ( AR IR ) AR R BRI THERRER,
EABSRARSERARENESEA. SXESEL , WSAUT -
¢ (BSREMSER) B LB R 2

BEREA RSB API 7 2026-06-08 20


https://docs.amazonaws.cn/servicequotas/latest/userguide/intro.html

Amazon Web Services 1 AriEE

(RESEFAFIERM) I Requesting a quota increase

B Hi , Service Quotas X% 1F2 =B Amazon Web Services RS RS ELE Amazon Web Services X
5, WMREH Amazon Web Services IRE STt S ervice Quotas #%|& F Amazon Web Services X
B AAA, BERUATSRUGIEE RIGMESTH ZF=4

1.  EFZF| Amazon Support Center Console,

® Tip
£ % Amazon Web Services BIEIZF| & |, &% 7] LUk R B 5 B
@ 1!

SRIG1%E$E Su pport Center,

2. T Support EFREL , MARXMRESRSRANFMAELS . HIRRET , BEIEREM,
%% Amazon Web Services X#F REIFBR R AERCEENREBMANAE, BEUTUREFE
REXEFR, AXUBRXBEINESHARE  FSALIEZEES,

3. NTRHIZEE | EFRZEH,

4. XNF BRE", EF RERSREH

5. K", NIIKRPEFREETFERBMNFER, LI HE Support Center 1R AR AR S BR
REER. BXHMEBWRSERHEER , 1555 Servic e Quotas A IR PRI IE RIEINEE

6. (AE)MNBRERRES THIRP , ER5EEEHT Amazon Web Services X i EERARY
ES.

7. K, RS EINE Amazon Web Services XiF #Y i ,

(® Note
Amazon Web Services X5 tIRZEE “EM” 4R K", MEEFTA,

8. (W) EERZXIEMEBEH , FEBRMNES —NRE , AFEES — 1 Amazon Web Services
X i,

9. NARJHZXEMRSEFMAHR, WEFE , LA LAMN34,
10. EET—% | LEARFERREAL
1. EERRRIETFR , A TRz — :

« Web - &3 Support B 0EREE,
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https://console.amazonaws.cn/servicequotas/home
https://console.amazonaws.cn/support
https://docs.amazonaws.cn/servicequotas/latest/userguide/request-quota-increase.html

Amazon Web Services % Gl
« Chat (IR ) - FFHEXRERELHX, IRETFEZEIPX , HSH BEHE,
- BiF-ZFWCkEERMVLE, MRERFHED , FRANLTER :
« Country/Region

 Phone number ( BiES )
« (Optional) Extension [ ( &Ji%& ) 2#41]
12. ERFRXXERMN , ZERR. BFHEEISERMFERE , BUUEEPEFENRME
5. XBEEHFMRHIEEK,

ERERFFAEEUERTTRENRFNES , HINMEFHTELRS]. &F Support EFIERES
LERBIBRZIFED,

oA R  HEXFRINRFEE

/A Important
£ Support Center 2% & TRABHY IR i “EAIHAR" , IURERESNREIEERTE.

£ Amazon Web Services BB H| A |, BAUEUTNESIE =R B KN EF R4 Amazon Web

Services X# :

« FfE Amazon B EB AT FF K P F0K B2 ST 35 =45, & 0] LAIR 15 0K B2 FN 0K 7= =) @R 9 #5 B o

- BRERFSEHIERTEME Amazon EFFEA. BXBRIARSES ( LRI ARES ) WER |, 55
¥ Amazon Web Services —fi%5#& H# Amazon RSB

s RRZERFANECHRZARARIIZAR , BBEBERBRESHXNEREAE  EREEE=ANAERF
BB, MREHRAERZRFITR , NWEEVNEERIZFRG,

@ EE
- EFERENXFITR, 28 B Amazon Web Services X it Xl
- EXMWKF , 5% Amazon Billing i i8R R X A IK .
- EERWNENZEMRZEH Amazon Web Services RS , HSR AR AHE,

- MRERETHEF Amazon Partner , 3 B#&{EH Resold Support Amazon Partner
Network , & Amazon Partner B 5EB R UFREMEK L BRI EHE, Amazon

RERE  QEXBRANEMNER AP hiz 7 2026-06-08 22


https://docs.amazonaws.cn/general/latest/gr/aws_service_limits.html
https://docs.amazonaws.cn//awsaccountbilling/latest/aboutv2/close-account.html

Amazon Web Services 1 AriEE

Web Services X & FoiE B R Resold Support BIIER AR @& |, Fi 200k 2 Fk - &2,
BXEZER , BSRUTER :

« Amazon S LA E L L F R Amazon Web Services X3 11X

« HAmazon PartnerESH X1

BIE X FFRH

&0 LATE Amazon Web Services BB HI AN R OB RN,

@ EXE
« SZALLEL Amazon Identity and Access Management (IAM) A F & 18 & % Support Center,
BXEZER , FE5H EEXNMWILRMNE Amazon Web Services X #F Fv

s METLEZBFRIZFPOMBUBERGRD , MALAER Contact Us ( BRREAT ) WE., &7
LAf55 A bk DT TED 3R B 5K K 22 R K 7= [R) R R A5 B o

BB IFRS

1. %&FE| Amazon Support Center Console,

® Tip
£+ Amazon Web Services BRI & |, &1E 0] LUk R A 5 B

@ )b

RIF1%E$F Su pport Center,

2. EERERMG,
3. WEEUATETz— :

o B/ AT 5R

- BR

- ERMRSEH , EEFRERMBSED ? , RAERBEREA RSO R RHBARE,
4. % Service ( fR%5 ) . Category ( 23 ) # Severity ( FEM ) .
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® Tip
WO LAERAENELRERENENBRE R,

5. i&# Next step: Additional information ( T—% : H#{E 8 )
6. 7E Additional information ( EMELR ) WAL , X F Subject ( B ) , B REH R A — MR
il
7. XITF Description ( #i ) , FRRBRREEUERENER , Hla0
- BIRFINEIREE
- BERENHMEBERS IR
o B RIRS
« Amazon Web Services B i2H| &
« Amazon Command Line Interface (Amazon CLI)
- AP| #&1E

8. (A& ) & Attach files ( FfN3C4F ) BADYIRAY TR IME(TARR X |, BlHN4E IR B SHREFE
B, BRZALUM M=, BINXHEKRAAA 5MB,

9. i%4% Next step: Solve now or contact us ( T—25 : ML EMEERFELREA] ) -
10. 7 Contactus ( BXREA] ) mEA L , EFENEHEIES,
M. EBRBNEERRAN. BALLERUT®RINZ — :

a. Web - @3 Support 0 EWEE,
b. Chat( BIX )-FHREXRERELIX, MIRELTFEEIPX , HSH BEHE,
c. HBif-EUWREERMWBFE, MPEFWED , FRANTER :

« Country or region ( R # X )

 Phone number ( BiES )

« (Optional) Extension [ ( &Ji%& ) 2 #1]

@ &

« ERHEBRREDEUR T TERBENERBRIIFITH,.

BB API iR 2026-06-08 24
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« EALL%SE Discard draft ( EFER ) WEREN I BFRIIER

12. ( 7% ) MREHF B Amazon usiness Support+, En Amazon terprise Suppor Amazon t 4t —i=
Eitkl , WM “HMERRAN XD, SRR AHEXARNBFifEFibi , AETERSKE
BEoat BB, MRELIAM AR SHER , FESLNEFERM4ibit, MREFERABSHR
K P B8 FER it 2B B 3Kk |, WA FIEEEWN B FHf bt

® Note

mRIEMAE Basic Support 1TXl , MAREEFEA Additional contacts ( HfttBAR A ) T,
8= , My Account ( KK ) TTE M Alternate Contacts ( & ABKR A ) T FIEEN
Operations ( #1F ) BBRAZKRFIBEHEIER , BENEXNKAFMIKEURBERVISESR
B2,

13. REIRHWHMER , AFEE Submit (X ) . ETHERENERS IDSNHE.

2 SR B [R) R

EENERRATEN A, SERXNRRES , ARTREHTEHN THRERBENEAEMEE. B
W, BHEMHERE , TRENEAENES. MTHEERI—KRIESAZ , FRENEHHENE W
By R, EAARMF , MIBEBEMRHIIRER K EFHY Description Guidance (i1 F).

CRERTRZSHNIFAGEERRERA T REHREHIAV T REM.

IEFEAE R EER

BUREFERBEANIFITNFAATFNRSEMCBIRRA, ERERER , NYURFITEBRS
BEEMESNARERN  TERRSTENE, BEXHERSUEERE—RRTaTYNNARFNE
B, #2H (£ AmazonEAR1©X E#E Fault-Tolerant NAREFE)

TRIETEEMRH, oS AE R e 3 R4E),

@ EE

- WMRIZA Enterprise Support 5 Enterprise On-Ramp it , WA LA E 2 B X E R ™
EMEH , URMESEEMLSEMAE, flin, EAAGEERIMNREZIMER
NEFRESH, YEERRF™EMR , Amazon Web Services X3 2UREIEANH BT
FHEEMRIBHRG, BEXEZEE , BoH EXEZERMIN™=EHESRS,
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MREEEDWZFHL On-Ramp iR, MEEEREZBRFIEERE=ELRI.
MBHRWEREET , H5XIE Amazon Web Services X3 A REEAN BN X IFER
i,

BXRTEMHLRIINNEZEER |, 5 Amazon Web Services X APl &%,

First-res
EMS  ponse Bt
FEM B 1] WM iR
— g’ low 24 /PR BB — BT RABREERE N, (*

ZA
N
MK
=i

F A AR, B Amazon usiness Support+, Enter
Amazon prise Support 8, Amazon & —iz&it
X))

normal 12 /At Non-critical fRONAEFHINEET N FE , =
ERE— I REBBNFRABE, (*FRAR
. B Amazon usiness Support+. Enter Amazon
prise Support 8 Amazon £i—&EitX )

REZ M high 4 /et B NARFNEEIER B E RBOERER.

( Amazon X #F+, Amazon il FIFH
Amazon & —zEitX )

£ REEN urgent 1 /pEY FHLSZEEATE, ENNARFHNEEY

BEFR T A, (Amazon IHEH#EF+, Amazon &
A X, Amazon SE—EE it )

Business-critical &4 critical 15 74 LS HIGRKR,. NARFHNXEIDERT

X ]

A ( £k Support itXl ) . HEFE , X2 Enter
On-Ramp prise Support 1t %I# 30 24F,

T f# Amazon Web Services 13 o 57 8]

Amazon Web Services X R—{18BZE HERENRESEENEE BN ABIER. X80
Amazon Web Services X#F it XN ZIFEEMNER |, i5Z B Amazon Web Services 2#5 I#E,

T # Amazon Web Services %1% i Bz 8 [A] API R 2026-06-08 26
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R EA B Amazon usiness Support+, En Amazon terprise Support 2 Amazon Unified Operations
i, MA A RIBHEERZF. *WFAFRALXE , XERGVPENBREIENEITE, TE
REBEEREEFEFMEER/MXMN L4 8:00 ETF 6:00, TERBEMBERERN. X TFEZSNNXHE

R/MX , TENBERRERRMEE. FFAEESR/MXERFE RE Amazon Web Services E IR 2|
AFH My Account ( KK ) TUEM Contact Information ( BxRAG R ) #2®

® Note
MREEFRAEBENZIBROINEERRES , WALRSOTEIEXR :

- MREREFFRIFRINEFLRS , IBLEFRARXFITVAZTERARAZRE , N
A AR TR AREREXRE , ZIEEE SN BARRAERE (GMT+9 ) £4
09:00 ZT 4 06:00 , T 18 B FAE KR,

- WMREH B Amazon usiness Support+, En Amazon terprise Suppor Amazon t 2% Unified
Operations itXll , M AT A£ XM B ERARALZEF,

MREERPNENZEFRFINERRRES |, WA BEREN T R

- MREBFZFFARAIFRONZT/ RS , WATLIE L4 09:00 Z T4 06:00 (GMT+8 ) 121t
X#F, WRAMBRRA,

- MELBEFRARZFFIUX , WERNKS PREN ITENRAREPXERZRE , ZIHE
iEEEE X N EEER/H XM L4 8:00 E T4 6:00, WERAMARRA. XFEHESZAN
FXHER/MX , THEEAsEFRREE.

- WMREH B Amazon usiness Support+, En Amazon terprise Support 3% Amazon Unified

Operations itXl , M AT A £ XIFREHXHERALZEF,

MREERFEFENIERINERRRES |, WA LRGN THIEXRF

- MREBREFFRAZIFRINEFLRS , WAILEHEN TN RREESHEXE , ZIHE
B E B A B E SR AR A ( GMT+9 ) £4 09:00 £ T4 06:00 , 17 B KA RBERA,

- MEBEFRARZFFIUX , WERNKS PREN TENRBANREFERARAZE , ZIHE
EEEEX N EEER/M XM L4 8:00 E T4 6:00, TERAMARRA. XFESZAN
FXHER/MX , THAEEAsEFRREE.

- WMREH B Amazon usiness Support+, En Amazon terprise Suppor Amazon t 2% Unified
Operations itXl , M AT A £ XRIZREFHFERARA LTI,

T #& Amazon Web Services 3 M 37 8% 8] API iRZ 2026-06-08 27
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Amazon Web Services X AFiEmE
B ERAINTEER A

MR IRA Enterprise Support 5 Enterprise On-Ramp it%] , M A A EH 2 B X FRON=EHR D
URMESEEMLSEMAE. fln, EUUEZERINRAZRERANETRESR, HEE
WERBI=EMR , Amazon Web Services X# QI EIBAHRIFIHEI ™ EHRBILEEH,

(@ Note

ERXLEESENBE (JP) I/ SKE, RSEFHEMER (SQR) MELEHE (TR) K/~
FKERGIEBEMIATEY , TEER

EFUAEROINTEN , BERATIR :

1. B FZF| Amazon Support Center Console,

® Tip
£ Amazon Web Services BIEIZH| A |, &% 7] LUk 81 5 B

@ )b

RIF1%E$ Su pport Center,

2. EREFERHTEMRAINRM
3. HERFEAGESD , RRETFEMFREUNHEER , MU T ROIFR.

Case details
Subject Status
Unassigned
Case D Severity
General guidance &
Created Category
2025-04-24T08:49:10.815Z -
Case type Language
Technical Portuguese

4. XNTFFEEM  EMNATERTAERERN=EERS

- —RES

- REZM
« ARG

=i}

BUXRBROINTEMR S API R4 2026-06-08 28
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5.
6.
7.

« EFERGEN

« Business-critical &4 <

NTFROIFEHERRR , FNTAETH#HITER , KAEEXRMITEENERRE,
(AL ) EAHREAD , MABRUEERNEMER,

BITUTHREZ—

c MREERBEIRFRANTEY , FEEREAN - RESRAZREZIRFIETREZIN |, 7k
BRE#H.

s MREBEFNTEHRSIEF RS X AHBusiness-critical REEYL , BEA “BRRAHR Ho
R —NETUH 1T B3 Amazon Web Services X# , REIER ‘B UTRHIERTHRRA
BB 5 A AT ARV IR,

Change case severity pot
Severity
:_ Production system down v J
Reason for case severity change
t *)
Tell us more - optional

Tell us more about the reason for the escalation
Contact methoads Info

Web 8] Chat(recommended) O Phone(recammended) O

we'll respond by email and Chat online with a We'll call you back at your

Support Center. represantative, number.

Cancel Update
® Note

s MBRFGLZEBERFINTEMHR N EF RS X FHBusiness-critical REGExH , M AMES

60 S E A BEBREHRT=EM.

o MR KM Y BI1&E N Business-critical R&ix |, M R&E LR RES 2 #7207

% , Amazon Web Services X#F M RiEEESN™E M4,

BUXRBROINTEMR S API hiz 7 2026-06-08 29
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« MBELBEZLVEARI —RAZHRHFAFEUHRINBERT , BREZREALRS , TeELEBS
58, flm , MREBERL 600 FREMNREZRERANEFREZH , WXHRHT
BREEFRAZHRTEEERIIN NN 4 /DR ERMNRERN, FZET , BFEERLF
10:00 (BN 4 PRBEOBERE ) , FUBAARZRFIVTEERD. BXRETEHERT
W BRI RIETE 5K | iS5 7 £ Amazon Web Services 33 i 578+ 6] R BY R4 o

R BB MIK R TR

LTRAR—NMEXRKS MK, RSN ZIETE,

T BIEIKFAKE RFT API k7 2026-06-08 30
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‘=
= "‘3
)

Hello!
We're here to help.

Account: 123456789012 - Support plan: Basic - Change [

How can we help?

Choose the related issue for your case.

Looking for Service limit increase?
© Account and billing

Technical
Service
Billing v
Category
Other Billing Questions v

Severity Info

o000 ©

General question v

1. Create case (BIETH )- FECBNTHHXRA, Eflh , THEEFR Account and
billing ( WA RIMKE ) .

R IR AMIKE TS API 7 2026-06-08 31
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® Note
WMRERFER TR , MEENERRZ GRS,

2. |j% - MRENEBSRIZSNRS , FEARREANERS

3. K7 - BFERBRHELNEARGINET, SBERENXBN , FEETHERABREBENE
Bk,

4. EMH - EMASBRIZFITRINEFF T LLU%ER General guidance ( —f#&#8 S ) ( WAATEIN 1 X)
=, System impaired ( REZ M ) ( WRATER 12 Mt ) XA EERG . EMALSEHEF
THRIBY P& AT L%k $% Production system impaired ( £ R &2 ) ( WA ER 4 /Mef ) =
Production system down ( £7=RGEH ) ( WRIATEIR 1 /06t ) o BRI On-Ramp il &
Rt R F P W LU X I Business-critical R4t ( AL XIFFE150 HBA , Dl XFFE305
&R, On-Ramp ) o

I 52 B ] 2 35 5k B 89 58 — /R I B2 Amazon Web Services 3. XN FAERAFELEMMN, Xt
FE=FRF , MRAURETERE , EAERTERNBHAZZEEREHTLIE, BXEZE
B, BoH ABVAIERMITELER.

® Note
BIEEPTIERENED , RETRLGRAEREEZEE,

EEERFRENDRE , IUEERHRURFESERRN TN,

R B PMIKRERET R API 7 2026-06-08 32
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Additional information

Describe your issue

() Case draft saved

Subject
@ Description

I have an issue with my bill

Guidance
Maximum 250 characters (222 remaining) Provide 3 detailed
Description description of your
Don't share any sensitive information in case issue. If you have a

correspondences, such as credentials, credit cards, signed

o . _ question about a
URLs, or perscnally identifiable information.

charge, provide the

A
Learn more [4. date, amount, or
| found a charge on my bill for unused any other details
resources. about the charge.
A

Maximum 5000 characters (4951 remaining)

‘ [t] Attach files ‘

Up to 3 attachments, each less than 5MB

Cancel ‘ Previous | Next step: Solve now or contact us

1. E& - WA R TRIEER FBER RS

T B AMKERGTE API 7 2026-06-08 33
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2. Description ( #iR ) - RN ZFRH, XIRERBLANKREENEE Amazon Web Services X
B, NTRLERFMEFNAES , RSERTEHMEXER. BEAXLEERBYHBRENRE, F
REZER , FSH HREBHEBE,

3. Attachments ( itk ) - i L REBEMEMX G , B EEFEEREFRENEE, EHST
DRt =A 32k, BN HE&EAA R 5 MB,

ERMIEFMERT , B UEREFEEANBKRER,

Hello! We're here to help.

Account: 123456789012 ° Support plan: Basic * ChanggZ

How can we help? Solve Nnow Or ContaCt us

Account and billing, Billing,

Dispute a Charge, General ...
© Case draft saved

Additional information

| have an issue in my account N Solve now R Contact us

Solve now or contact us
Preferred contact language

English A
Q|

- O Phone O Chat
English X We'll call you back at your Chat online with a
thyr number. representative.
st=20]
B&#E

Cancel Submit ‘

1. BRBRRIES - ARENERIES. BE , BULEREHX, HiE, BEXHE. BHIFITE
LUEH BIEE S B8 B E LAYBRIED,

2. EFE—HBRRAR. EFHNERRATEURT TRRBEMERBHIEFITR.
« MRBIEE Web , W W LUBE =0T #3453 R B AL

« %# Chat ( 1K ) =X Phone ( BBiE ) . MRE%ERR Phone (Bif) , WREFIRREW AR ES
B,

3. HEMEREEREF A ERIFOIRRHAIR , EF Submit (]2XX).

R B PMIKRERET R AP 7 2026-06-08 34
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@® Note
MRLERE A BENZIRRONEEBRES , WTUREGOT AERHE
- MRBREEFRRAIBRRINEFFRS , IBLEFAXAAIRFITNHBTERARASZE , 1
AT LAE B AR TERT R NIRE BB X , ZIT/EREE X N B ARARE (GMT+9 ) E4
09:00 Z T4 06:00 , TR BB KRR,

- WMREH B Amazon usiness Support+, En Amazon terprise Support 3 Amazon & —i2&

i, MATBAER B 24/7 BREERZR.

MREERPNENZEFRFINERRRES |, WA LBEREN T R

- MREBFBZFFARAIFROINZ/ RS , WATLE L4 09:00 Z T4 06:00 (GMT+8 ) 121#t
X#F, WRAMBRRA,

- MEBEFRARZFFIUX , WERNKS PRENITENRAREPXERZRE , ZIHE
EEEE X N EEER/M XM L4 8:00 E T4 6:00, TERAMARRA. NXFEZAN
XK ER/MX , T4t E TsE R RMEE.

- WMREH B Amazon usiness Support+, En Amazon terprise Support 3% Amazon Unified

Operations itXll , MR H 24/7 P XHFERZFF.

MREERFHBENXIRFRONERRRES , WAREBNTH TR
« MREFBIEAXBRIINEFRS , WA NEHEN TENBARMHEXE , ZITE
B E E A EE SR AR A ( GMT+9 ) £4 09:00 £ T4 06:00 , 17 B K& RBERA,

- MREBEFRARIZFITN , MERHVIKSPREN TEMNBARMHFEEAXRE , ZIE
REEEE X N EEER/MXH L4 8:00 E T4 6:00 , WERAMARRA. HXFESZAN
FXWES/MX , T/ERE TR RMEE,

- WMREH B Amazon usiness Support+, En Amazon terprise Support 3 Amazon & —i2&

iR, WA SAE A 24/7 ERER AR ZH.

IBRRE3E : EXr. BRNEHFEER RS

BB EFRAE , EUNEIFPOLERERANIRS. IR —FF BT Unassigned ( K7 EE ) R
Ao HERFFHEBLE—NERAFIET | IRBSFE LR Work in Progress ( IEEAEH ) , BRAUTELTTEBHR

EBSRK - B, BRNMEHFERLARL API 7 2026-06-08 35
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BlEH IR | BEBREIRHEZE S ( Pending Customer Action (ZFEE P RE) ) |, ESHEIZEH
IEAFi@&EH ( Pending Amazon Action (Z%F Amazon #4E) ) .

HENEBENE , BB —HeFif4 , HPa2BENBUAKRIERIZEIBM Support Center £
#. FABFHEEEPHNEZESNIXERS, S EBIBFERHREERFBERER.

© EE

o BFF Amazon Web Services Ik R ZFRHIV A, GRELL Amazon Identity and
Access Management (IAM) AR S @& R , X NEEEEXRRIMENNE. BXES
B8 , BESR EEXAIHE R Amazon Web Services 3 H /b

o MREAREJLRAEE Amazon Web Services X35 B |, & e RBEIH,

« LT EFRRRSET 14 RWZBRVITEERITIT. NREETEEHERIHIERAIEL
R , B GBMEXES. BXESFEE , B2 tEBEXEM.

£}

- EMUBENXIERS
« BRZFRD

- EFITITEBRAES
« BIEAXEDH

- BOIFLICF

EHABHXFR

FBAILEFRG , N EXBERERUESER. i, BANEEEH. FHRS—NDENBIX, RNt
BT ER IR A

(® Note

R EH B Amazon usiness Support+, En Amazon terprise Support 2 Amazon Unified
Operations itXl , WA UEFH 2 EZHREGNTEMLS , ARRESBENLIZSEZRHE
to MREZE ERE—XZFFUR , WEEEMRBINTEML., EXEZEE , BSREEEY
BEERAITFEUEIINERZFRAIN™EER I,

EBSRK - B, BRNMEHFERLARL API iR7x 2026-06-08 36
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EHAAR RS

1.  BFZF| Amazon Support Center Console,

® Tip
£ Amazon Web Services EE#E4|E |, &iE 0] LUk R A S5 BIR

© 1!

SRIF1%E# Su pport Center,

2. %t Open support cases ( FIFFXFRH ) T , EFRIFRFIN Subject ( X&) ,
3. %4 Reply (EE ), 7 Correspondence ( BE ) #o ™ , BE AT UHTUTEMER :
- REXFERIBERNER
o ERXHFHH
- BREHEERRLR
o VNN ER,F- BB 44 bt bk A 33 Lk 3R 45 BB T
4, ERREXR,

® Tip
MREBEXRAWMKEOAHBEFTLEHF RS —NEFEIR |, WA LA B FRAR 0 Reply ( Bl
£) , ARBEEFE Chat (IR ) , &RE%ESR Submit (1R ) o WWESITHF—NHv5EHEX
BO,

S ESES Y
HENZFWNBRIHR , EN RS EREN | B E R OBRESH,
BERRZIFRH

1. &FE| Amazon Support Center Console,

EBSRK - B, BRNMEHFERLARL API 7 2026-06-08 37
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® Tip
£ Amazon Web Services EE#E 4| A |, &E 0] LUk R A S5 BIR

© 1!

SRIFi%E# Su pport Center,

2. 1E£ Open support cases ( A XIFRH ) T , RRELER RO ZFHFRFIH Subject (ERA ) o

3. (Wit )i Reply ([EIE ) , H#7E Correspondence (B ) #oH , MABREFNER , R
J5iE$E Submit (1B ). Hlin , MBREEERFELUMERSE | BU Ll ABTRENME D
REBHE R

4. i%# Resolve case ( fRRZEH ) .
5. TELIFAESF | &R Ok (HBE ) UEREH,

@ Note

WRIEK Amazon Web Services X3 [ E & #R R |, W 0] LAE A R iR FEEIR H A R EM 4
% B E %15 2 Amazon Web Services X,

BT E RIS

MREBRETE—RE , EUNUEFTHRBRS, BREEXBRAUNFRBHNFAGEEUARESZHN
RIBHEBRS R, BDEEAMERNRIRS , UEFRTUASELUGHERS.

@ EE

- NRIBBRIFRREN 14 XA , BALEFRT A XSRS, BR  BEFREMITTELTHE
EHRESEY 14 RNES, SRR BEHHAXRE. AXRXESRER  F5H LIEHM
K=EH

- MREEHITFEEELARRBETEANEENANERS , NERATESERECEHREM,

BEHMITIT AR R A

1. EFF| Amazon Support Center Console,

EBSRK - B, BRNMEHFERLARL API 7 2026-06-08 38
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® Tip
£ Amazon Web Services EE#E 4| A |, &E 0] LUk R A S5 BIR
© )

SRIFi%E# Su pport Center,

2. 1&#F View allcases (BEEMERM ) , ARERGEEEMIT AN IFRHIM Subject ( - )
= CaseID (R#HIID) .

i%#% Reopen case ( EFITHEH ) -
£ Correspondence ( BfE ) T, ¥ T Reply (EE ) , HARHFEMAER,
( AIiE ) #E#F Choose files ( EFE X ) LU XM BB RB], EH&RS ALK 3 N3XH
¥ F Contact methods ( BRRAR ) , EFEUATEIIZ — :
Web - @1 B F #B44 F S 3 P /O IR BUE A
WX - EERELBIR,
BiE - BBk B BRI BIE.
7. (WHE ) NTHMBRRA , ALFTEZRRGBENEMA RSB FHRHFHuE,
8. EEFERHIFMERHEE Submit (1R ),

o o bk~ w

BB RRHI

14 RATREFRSE  BRTEEFRTHFEHERNES, MREBINE5EHREF XK ELLR
B, B SIEMER RS, LHEXRFESRECLIBERNENEE  UEFRTUAETZANE
Pl BER MBI, MREEINRBRE , RNBUECQEHRRH,

E MR

1.  &FZF| Amazon Support Center Console,

® Tip
£ Amazon Web Services B2 H| & |, 8% 7] LUk 8] 5 B
(@ )}

SRIF1%E$E Su pport Center,

EBSRK - B, BRNMEHFERLARL API iR7x 2026-06-08 39


https://console.amazonaws.cn/support

Amazon Web Services 1 AriEE

2. 1&#F View allcases (BEEMERM ) , ARERGEEEMIT AN XIFRHIM Subject ( - )
= Case ID (R#HIID) .

3. i%&# Reopen case ( EFITHERH ) .

4. TELLXIIFMESD , 1%R Create related case ( BIEHEXRRA] ) . 2BIMRHIERG B3RMEIZREAE
XmE@AH, MREFHMEM , Fi%EF Create new case ( BIRFHERA )

This case can't be reopened X

This case has been permanently closed after 14 days of inactivity. If you're experiencing
the same issue or a similar one, you can create a related case. If you're experiencing a
different issue, create a new case.

Cancel Create new case ‘ Create related case

5. BREENIROUBENRSG, BSHEZIFZRN,

(® Note

BRAERT , BMNEXRAEESZEINRAIMERM Type (£E ) . Category (33! )
M Severity ( EM ) , BUUREEEEHRHIEMER,

6. BEFERHNFMEEHER Submit (R ),

BIERSE , E—RAIFETRE Related cases ( XA ) F5 , BT RBIF TR,

RER  EH. RN ER R IERA R API 7 2026-06-08 40
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Case ID 234567891 i

Case details

Subject Status

Same issue is happening for my Amazon EC2 instances Unassigned

Case ID Severity

234567891 General question

Created Category
2021-04-21T20:30:23.945Z General Info and Getting Started
Case type Additional contacts

Account johndoe@example.com

Opened by

janedoe@example.com

Related cases

Subject Case ID

Problem with EC2 instances[2 1234567890

Correspondence m

Jane Doe | keep getting an error for my EC2 instances. What do you recommend that | do to fix it?

Wed Apr 21 2021
13:30:23 GMT-0700
(Pacific Daylight Time)

R=OIFLIER

BHRZUUECRRSE 24 PANEBRFAEIERESR.

£ Amazon Web Services X A —4 Amazon SDK

Amazon R#F R EH (SDK) TRATHZRITNEEES. SN NRETRIEGHMREM AP, KRBT
BIMH , EFRAREBERMMUEBRESHENARER.

£/ Amazon BT X TESD API 7 2026-06-08 41
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SDK X4

Amazon CLI

EATF Java B9 Amazon SDK

& A F JavaScript B9 Amazon SDK

FEATF NET B9 Amazon SDK

ERATF PHP 89 Amazon SDK

Amazon Tools for PowerShell

i& F F Python (Boto3) B9 Amazon SDK

EHA T Ruby B9 Amazon SDK

FEATF SAP ABAP B9 Amazon SDK

£/ Amazon BT X TESD AP fiR7x 2026-06-08 42


https://docs.amazonaws.cn/cli
https://docs.amazonaws.cn/sdk-for-java
https://docs.amazonaws.cn/sdk-for-javascript
https://docs.amazonaws.cn/sdk-for-net
https://docs.amazonaws.cn/sdk-for-php
https://docs.amazonaws.cn/powershell
https://docs.amazonaws.cn/pythonsdk
https://docs.amazonaws.cn/sdk-for-ruby
https://docs.amazonaws.cn/sdk-for-sapabap

Amazon Web Services 1 AriEE

{8/ Amazon DevOps X3 FREY Amazon Web Services
<% 1%l

Amazon DevOps X 2 —% Al-powered ZEHRAK R , ATRESH. REMBHHIOHET |, HiR
TN BB SRE £%5. Amazon Web Services i = i RIZH Ik 7~ A 2 &FS & 4H Amazon Web
Services ¥ E& , W7 L Amazon DevOps 432 E#M Support Center #2&| A B A, BXREL
RERV LR |, iF 208 (Amazon DevOps K32 FF#Em) Amazon DevOps fREHHY “X T

F&

o IRIEEFIRD

 1Ef£/5 A Amazon DevOps {32 3k B¥R# Amazon Support Center Console

s AUTRBEAENEIRE Amazon DevOps KB BJEE Amazon Web Services X1

+ BBk Amazon DevOps X1

« PWZE£ M Amazon DevOps 32 BUE B Amazon Web Services X1

o REUAT FHEA B Amazon DevOps B BUE B Amazon Web Services X #

T RIEE MR 5
MR FEAUTEE2— , MALL Amazon DevOps X3 M Support Center &I & B :

« Amazon & KiF+
+ Amazon 1\l Support

« Amazon &i—EE

FNMTRIE2BIEE B 2 BEHY Amazon DevOps K1 AR D, FINEEEE2NANERER2 B, 2
fa , It RS RM S A Amazon DevOps R FREE., EEFRLYTINRFMERABR |
1 Amazon Billing 128 P EFENIK L F1E,

THRIEEANRD AP 7 2026-06-08 43


https://docs.amazonaws.cn/devopsagent/latest/userguide/about-aws-devops-agent.html

Amazon Web Services 1 AriEE

IE7£ /8 A Amazon DevOps {I2 K B¥RHY Amazon Support Center
Console

Amazon DevOps X2 M Support Center Console B A St|EZREBEZHMNRERERIER Web RAE
FFTEHR Amazon Identity and Access Management (IAM) &R, BUEEEZERE ( BFEILILEP)
(us-east-1) Xz 1T,

E 3 A Amazon DevOps K

1. EFF| Amazon Support Center Console,

2. SMEBIEH Amazon Web Services X#F 1T XIEERH,

3. fEAmazon DevOps REFH L |, EEFH.

4., TEBUENEES , EFHER , EF B A DevOps RE , RFIERRE

AR BEUTEAE

- REBUENR

- BIBRREZM

- REBERHENR

- FFRIFEZTEH Amazon Web Services Ik F

BUESERUE , BRI LU BRI E B E 23T FF Amazon DevOps fRI2 Web S FTEF |, th o] LABERT M 4T
FF Amazon Web Services EEZ&I A,

BXRREBELZNIKSPRITHWIRE, SEHEPVBEURECHEN IAM HRNRENIFMIRE | S

i Amazon DevOps X A F#5 Amazon Web Services i~ 8 /5 F§ Amazon DevOps X2 IhEE,
BXRREZEWRHBR | 300 (Amazon DevOps KB AF#ERE) HHIAmazon DevOps K &
£,

NUTABBIZEK AR Amazon DevOps RE B5EH Amazon Web
Services X
M Support Center ## & 2 BUE T EFRIBLUA T RIRus-east-1, ACCOUNT_IDEMRANIEM 12 (L3

Amazon Web Services IKF° B 13iE., WebappAdminA &SGR MNRIBZEEREMN 12 NEHFHIRID
o

TE7£/3 A Amazon DevOps K API fR A% 2026-06-08 44


https://console.amazonaws.cn/support
https://docs.amazonaws.cn/devopsagent/latest/userguide/removing-aws-devops-agent-resources.html#what-enabling-aws-devops-agent-does-in-your-aws-account
https://docs.amazonaws.cn/devopsagent/latest/userguide/aws-devops-agent-security.html
https://docs.amazonaws.cn/devopsagent/latest/userguide/aws-devops-agent-security.html

Amazon Web Services X% ArfEm
B At 8228 &R Amazon DevOps X M Support Center 2| &
Amazon  R®IRERE HREWN EEEE B FNR
Web
Services
B S5
Amazon  {R¥EZEA DevOpsAge FEH AT 1750k 7= < Bk
DevOps ntSpace BRIER Web MR
e FHElE AR TEIE
TR ERNBIENS
Bo
Amazon Af DevOpsAge ¥aidevops. R ERTFRE
|dentity ntRole-Ag amazonaws &K 7 R R PR
and entSpace- .com f§ FHRFZPFER
Access ACCOUNT_ID {Faws:Sourc PR, Amazon Web
Manageme eAccount FIFA Services fRS TPRK
t (IAM) EEERENES B BUERTAIDevOpsA
oK PRy IEZE gentAcces
| (GRBERIFRP sPolicy MiFeY
) Baws: Sourc Amazon-managed,
eArn &, BXEEIEK , F
ZHAIDevOpsA
gentAcces
sPolicy <{Amazon
DevOps X2 AF$E
M) . B ETEF
EEHAIDevOpsA
1lowAwsSu
pportActi
onsPolicy
- ACCOUNT_ID B
&Ko
Amazon At DevOpsAge BERENBEXR EIR{ER Web R
|dentity ntRole-We THENRIEZERE , EFETFHX, B
and Rt REREZEH id, #EAH Amazon
B K R IR API WRZX 2026-06-08 45


https://docs.amazonaws.cn/devopsagent/latest/userguide/aws-devops-agent-security-devops-agent-iam-permissions.html#AIDevOpsAgentAccessPolicy
https://docs.amazonaws.cn/devopsagent/latest/userguide/aws-devops-agent-security-devops-agent-iam-permissions.html#AIDevOpsAgentAccessPolicy
https://docs.amazonaws.cn/devopsagent/latest/userguide/aws-devops-agent-security-devops-agent-iam-permissions.html#AIDevOpsAgentAccessPolicy

Amazon Web Services X

RAriEmE

Amazon RIRER
Web
Services

AR

Access
Manageme
t (IAM)

RIRB R

bappAdmin
- suffix

FEEEE

ZE™ Web NAEF
FreRIREERE

ER TR

Web Services X
ERFTENNR, X
PR3k B Amazon-ma
naged. AIDevOpsO
peratorAp
pAccessPo

licy BX=E
BIR , FS
[FJAIDevOpsO
peratorAp

pAccessPo
licy <Amazon

DevOps X3 AF#E
) o

BIZHRIR

API R4 2026-06-08 46


https://docs.amazonaws.cn/devopsagent/latest/userguide/aws-devops-agent-security-devops-agent-iam-permissions.html#AIDevOpsOperatorAppAccessPolicy
https://docs.amazonaws.cn/devopsagent/latest/userguide/aws-devops-agent-security-devops-agent-iam-permissions.html#AIDevOpsOperatorAppAccessPolicy
https://docs.amazonaws.cn/devopsagent/latest/userguide/aws-devops-agent-security-devops-agent-iam-permissions.html#AIDevOpsOperatorAppAccessPolicy
https://docs.amazonaws.cn/devopsagent/latest/userguide/aws-devops-agent-security-devops-agent-iam-permissions.html#AIDevOpsOperatorAppAccessPolicy

Amazon Web Services X% AFiEmE
Amazon  HRRE HREWNR EEEE ERETFNER
Web
Services
BR S5
Amazon  Customer- AIDevOpsA f{E FiZDevOpsAge &M iam:Creat
Identity managed 1lowAwsSu ntRole-Ag eServicel
and BE pportActi entSpace- inkedRole ,38
Access onsPolicy ACCOUNT_ID £ B PR T Amazon &R
Manageme - ACCOUNT_ID &, NSRS HERAE
t (IAM) ARN ()o arn:aws:i

am:: ACCOUNT_I

D :role/aws-
service-role/
resource-expl
orer-2.am
azonaws.com/
AwWSServiceRoleF
orResourc
eExplorer ILIXER
RREARECE
Amazon RREEE
RSHEXAE (R
ZABHAEE) ,
B 1tk X 28 A DA 652 A
Amazon % RX| 5T 88
THIRI,

Support Center Console BUE RN 2 E AT H M2 H & P eIZ2 % IR Amazon Web Services X1,

¥ Bk Amazon DevOps X E

E Amazon DevOps X M Support Center Console 5 il Bk /5 F 8 6122 8 &R |, 1§50 Amazon
DevOps K AFEETHMBRAEZR, XESRIERBRREZRE, BN IAM S&ARUTFLN
FIEEFIEERM, AIDevOpsiZidiEEi2R T LA Amazon DevOps RE BN EHEAUREH B

AR EFEEEIENE,

IEfE#BR Amazon DevOps I

API iR 2026-06-08 47


https://docs.amazonaws.cn/devopsagent/latest/userguide/deleting-an-agent-space.html
https://docs.amazonaws.cn/devopsagent/latest/userguide/deleting-an-agent-space.html

Amazon Web Services 1 AriEE

® Note

B AnNZE 1AM AR
( AIDevOpsAgentAccessPolicyfAIDevOpsOperatorAppAccessPolicy ) 89
AmazonFEERBE DB EFTWMBER , R NXLREHAE. Amazon

HRBZIRBREN | FIFELNARBREHRERIEH N U TRAECIEN ZIR Amazon DevOps I
BUE B Amazon Web Services % , B EA 18R us-east-1,

% £ M Amazon DevOps R BE B Amazon Web Services X
b=

Amazon DevOps VI RHUT L& H -

- REZARETENZLLR. SMEZRHES —MIEZRBEE Amazon Web Services K.
- BIEEA AmazonEEZAHRITRSME , HEARIBEFHITME,
- REEHELRAEZHAIEHEM Amazon CloudTrail () CloudTrail # 3R,
 Amazon DevOps I BBHIMITHK LR, REABAMBREART,

EXTEENLZLIY , OEXKEAE,. fHRE. MEEENREREER |, FZH (Amazon
DevOps X AF1ER)Y FHAmMazon DevOps LI T2 14,

SREVEA T H ERYEEBY) Amazon DevOps B #5E B Amazon Web
Services X
MR IEH Amazon Web Services 3 2. Amazon DevOps RIB FRR S BRI , HEERE

Fo3£B < Amazon DevOps RIB A8/ MRRAVEBUESMBREIR |, EEXR Amazon Web Services
XFFo

et API R4 2026-06-08 48


https://docs.amazonaws.cn/devopsagent/latest/userguide/aws-devops-agent-security.html
https://www.amazonaws.cn/contact-us/
https://www.amazonaws.cn/contact-us/

Amazon Web Services 1 AriEE

KTXEHROEZES S AP

TEFROEEIA AP TR EFERA TR OB SNEE, XiEHOEREE AP R IIEERGE
¥E -

- BREBUEBAETMBRIINER
o XEFPOEF BB T REKS N HEPRES
o XEFROESA L T RATE RS MR BBV B S H B

BRXEFHROESE AP FTRHNBRENTEIIR |, BN IFHO0RE & APHEERN IAM 2
BE Ry R

/A Important
ERSEMFATEP OGS API FEEHIIEE , BAMIE 2026 F 11 A 16 BZ X EHH
DIRE BB ERIEERE Amazon Identity and Access Management SRE§H, B12 IAM KB
J& , % Amazon Web Services X#F EE R @S support-console: *##E, BXES
E8 , Bl SR 0EEA APHRERM IAM K.

o RXFRORES AP BERD IAM KRS
o MR IFFOEEA AP EH

R XiEd s S AP IEERD IAM KBS

£ 2026 &£ 11 A 16 B2l , &4 A Support Center Console API #£/E4IZ Amazon Identity

and Access Management R B§, MREKTE 2026 £ 11 A 16 B2 BB X LBEK , MaW
F|AccessDenied4EiREE,

X LR ERNEEH IAM KBS | 25 Amazon Identity and Access Management F P #5E &
MBI IAM KR (EBHIA ).

TRILE T ERE.

AXFEROEREA APRERD IAM KB API R4 2026-06-08 49


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html

Amazon Web Services X% AriEE

® Note
XEREMCER TGS, EA1FRR1E Amazon SDK =. F4£H Amazon CLlI,

BIE 5 =) 4% Bl i B9

GetAccountState READ BRFEHEERIKRE
IR

GetAccountGovCloudEnabled READ RFNRULAELNIK, 2D

GovCloud 28 A,

GetCaseDraft READ BRFEFHEEREZCEN
THRERHNR,

CreateCaseDraft WRITE RFEIEREFAERFIZER
R EREIRR.

DeleteCaseDraft WRITE BT BR 45 & RGBSR 41
ERORR,

GetBanner READ BRFEFHAEZHNEFNSE

{4518 & ;R Amazon Web
Services X # BEIEBHIR,

DescribeDynamicHelp READ RFEHEERAERS X
Bl B B S A B R IRV R o

CreateContact WRITE RFEH & RAPmEBRRARE
BEZL S 5 HRIEAERR AR
PR,

CheckSubscription READ B4 ARITENKS RS
B B FTiE = G A RUBR

GetQuestionnaire READ BRFEFEERERRBERE
A BR o

AXFEROEREA APRERD IAM KB API k7 2026-06-08 50



Amazon Web Services 1 AriEE

BE LR & 1, BF
SaveFeedback WRITE R FRFR SRR,
® Note

MREEBEEN VPN BE , FHAS VPN EBE N ERiFE S s IP thik ¥ & Support
Center Console API iR, £ Amazon Identity and Access Management EBEE aws:
Sourcelp &8 VPN B , ZA0UFER IAM REEHIEEN T M im IP thit ¥ & B APl LimT
R, A2 VPN IP ik, 2R VPN %X EHCH IP it MAREF s IP ik , MR
ATEEa KM , AR IP thut S84 IAM KEEFR M aws : SourceIpR AT, TRIEMRT
Support Center Console API £&ixT1 & Amazon Web Services X3,

Amazon Web Services X13 XEHROEFE APl im R
https://api.us-east-1.prod. EERE (HEFRILMILED )
support-console.support.aws

.dev

https://api.us-west-2.prod. EZEEI (HEXM )
support-console.support.aws

.dev

https://api.eu-west-1.prod. RROMtE X ( FR=)

support-console.support.aws
.dev

MR L O E AP EA

ERIFEN IAM RE2EHI ZFHh OIS APl B/EH1TT EWEE |, iB$TFF Amazon Support
Center Console A N &IEHI API E A,

ERERBTRD IAM R , BERATHR

1. &% Amazon Web Services EE12H|& HITF CloudTrail #Hl& , Wik https://
console.aws.amazon.com/cloudtrail,

M LGRS A& APLEA AP| WA 2026-06-08 51


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_examples_aws_deny-ip.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_examples_aws_deny-ip.html
https://console.amazonaws.cn/support
https://console.amazonaws.cn/support
https://console.amazonaws.cn/cloudtrail
https://console.amazonaws.cn/cloudtrail

Amazon Web Services 1 AriEE

2. &ET Amazon Web Services X1 FIHIRUBREM TEERI ( FF LI ) #X,

ESMERTD , EREHREIER,

BREHIRIFEIE s upport- console.amazonaws.co

FEHBHREPH support-console: *RIEFIRMITHE N ZIFH O EFIE APIIRER IAM T

B& (Bl , GetAccountState ),

6. HALEMNE#HHRETSauthZHeader%BMadditionalEventData¥® . WREFRE , N
BARH IAM SRE& R Z 5 B P AR,

7. [ Esupport-consoleXEBERMEIEH IAM KEEF, B LUERABETX G REN TR
BRsupport-console:* , th A SLUEREMRERTRALRS, BEXZTENREIR , FSH R
SR OEEE APIRIER IAM FBE,

8. ERIIEERF , BEFH 1 Amazon Support Center Console LAERFTHI API AR , RAREE
S| 1-6, BRMEHTHEEEadditionalEventDataFE,

o bk~ ©

M LGRS A& APLEA AP WA 2026-06-08 52



Amazon Web Services 1 AriEE

>F Amazon Web Services X API

BEidiZ Amazon Web Services X API , a[LAiF[B]Amazon & ORI R EEThEE,

APl R FRATRRVERE

s TERHRHIEE BREATERE Amazon XERFINCIRRBRWENEdG B
« EHA] Amazon Trusted Advisor & Amazon Trusted Advisor #4E

(® Note

& 248 B Amazon usiness Support+, En Amazon terprise Support 5, Amazon & —iz& it
X8 Amazon Web Services X35 APl, BXEZEE |, 231 Amazon Web Services
X

BXEMMNIRENBIEXRBNE ZE S Amazon Web Services X31F |, i3 Amazon Web Services
YT API &,

£}
- XEEHEE

 Amazon Trusted Advisor

c wR

» Support in Amazon SDKs

XIERHEE
AR AP AT TES -

« IFAXEFRH
« RIRIENXFROVIIRZBRFAER
- BE HHMRGPNARIRIAS GRS ( BEELBMRNEH ) HER

- NBEEEEMXHMERNNEEHNRS , HANRFBEEHEFHEREA. BHRZTAUMM=41X
. BNXHERKXTAR 5MB

L

XERAIEE API 7 2026-06-08 53


https://console.amazonaws.cn/support
https://www.amazonaws.cn/premiumsupport
https://www.amazonaws.cn/premiumsupport
https://docs.amazonaws.cn/awssupport/latest/APIReference/
https://docs.amazonaws.cn/awssupport/latest/APIReference/

Amazon Web Services 1 AriEE

Amazon Web Services ¥ API XFXERMIEEIEIEN CloudTrail BEIEHK. BEXEZEER |, S
% {# 12 5% Amazon Web Services 3 API A Amazon CloudTrail.

BXRENMMIEBRIBRAIBNE G AN NRIE RG] , 1555 Amazon Web Services 35 F R R
5 Amazon SDKs...

Amazon Trusted Advisor

& A LAE X E Trusted Advisor BEFRMITUTES :

« 3REX Trusted Advisor 3 ZH & AR RAF

o ERXER Amazon K M R# 1T Trusted Advisor &
* 3REX Trusted Advisor REERNBEMFMEE

* RIFT Trusted Advisor ¥ &

« JRENETK Trusted Advisor X ZMIRAS

Amazon Web Services ¥ API XXt Trusted Advisor #4E3# 1T CloudTrail BEiIEF&. BXEZE
B , 528 Amazon Trusted Advisor CloudTrail B EFHE R,

A LA A Amazon Ev CloudWatch ents RIS RN R ELE R BB L Trusted Advisor, EXEZ
SE , iBHZR #H Amazon % Amazon Trusted Advisor # &4 & EventBridge,

B RE R ANA]f5E F X LE Trusted Advisor /EHY Java KB RHI , BSF A Trusted Advisor Bl Web
BRS5 .

Ll
i K

Amazon Web Services X1 2 -2 EKERF., XEXREEBEANEMNRE BT EZFROEHEHAFRE
B ZFRH,

plan , MREFERAPE (LR ) WREVERS , WALEATE (TE ) mLARE—REFINERE
Ko

A LU Amazon Web Services X3F APl AL T AT &

« FE (b3 ) - https://support.cn-north-1.amazonaws.com.cn

- HE ( 78 ) - https://support.cn-northwest-1.amazonaws.com.cn

Amazon Trusted Advisor API IiRZA 2026-06-08 54


https://docs.amazonaws.cn/awssupport/latest/user/service_code_examples
https://docs.amazonaws.cn/awssupport/latest/user/service_code_examples

Amazon Web Services 1 AriEE

/A Important

o WMRBIFAHZCreateCaselRERBEN A ZIERM , BARMNBEBAMEZIT , S0 T
EST Case-iEZE, RN AXFRHFE , FHAResolveCasel® 1’E§|Eﬁ$/5’&1,<lﬂmﬁo

- ZiAA Amazon Web Services X31F API EPEI’J Amazon Trusted Advisor &/ , X RFERA+FE
(It} ) KmTR. Bl , PE ( TE ) AT KT XF Trusted Advisor iX L2 4E,

Fx Amazon KiET AN EZER |, HS P AmMazon Web Services 235 KigT S B & Amazon
Web Services —ﬂx =z,

Support in Amazon SDKs

Amazon Command Line Interface (Amazon CLI) #1 Amazon B#F ZE# (SDKs) @3EXT Amazon
Web Services X# APl BI X %,

EEE X Amazon Web Services X API BB S 3K |, 5 EBRBRER T , I CreateCase , RF
£ “BESH BoPERENEEIES,

Support in Amazon SDKs API W7 2026-06-08 55


https://docs.amazonaws.cn/awssupport/latest/APIReference/API_CreateCase.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/API_ResolveCase.html
https://docs.amazonaws.cn/general/latest/gr/awssupport.html
https://docs.amazonaws.cn/general/latest/gr/awssupport.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/API_CreateCase.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/API_CreateCase.html#API_CreateCase_SeeAlso

Amazon Web Services 1 AriEE

Amazon Web Services X 3F it

Amazon RIFEM I FERBHLLT Amazon Web Services x3F it R EEIERE,

+ Basic

- FFREM

. Bl

« 1l On-Ramp

« Amazon 1=\l Support

/A Important

&Y Amazon Web Services X# 1t XIF A RMEF it Xl Amazon Web Services Xigj, &MAE
M AREXZRF., Bl Dl FEFEHSIN On-Ramp itXIHARE K.

=i
« B45 5 Amazon Web Services % itXl

i

« 42 Amazon E—12E

« E X Amazon Web Services X itX

FiL B 5 11 X 2 HR & A

« FEAR., Al On-Ramp KIEEZF

#94% = Amazon Web Services X1 it Xl

Basic Support J9 K /= MK & R B LA K BR S5 ECE B IR A B . HA TR RBERSBEARZZERSG , H
ENMNEAZMNERX , EEFERBPERE.

FTE Amazon & # Al LA B zh £ XI&R £ A Basic Support B LA T IhEE :

+ One-on-one Xk 7 F Kk & 0] B 44 [2] &
. Xtz
- REZETRARE

#94% = Amazon Web Services ¥ 1% API iRZA 2026-06-08 56



Amazon Web Services 1 AriEE

o MXH, BRI HBERKIEE

“FRARZFITRNE L ALIGRIL TN

- BREXRES

« Client-side i TE

« Building-block 28#% & : XA E A Amazon 7=, IhEEMBRSHIERE
- XHEERBENZRHRE , EENRENERFETITH,

sk, AL, 2Pl On-Ramp itRINEFE AT AR L TIIEE

* Use-case 158 — AL Amazon 7 m. EEMBRS KRR IF i IFEHHEE R

« Amazon Trusted Advisor— B —T1Zh8E Amazon Web Services X#&F , EI AR EBRZEFHREHBET
AR, EIREREURREREUEENEENIS. BRI LFRAE Trusted Advisor XX,

- T 5 Support Center 317X E# Amazon Web Services & API F Trusted Advisor. & A LAfE
Amazon Web Services X #F API B 31T XIS RHIEE M Trusted Advisor B4E.

o Third-party B3 — T L #5#4 it E = (Amazon EC2) Elastic Compute Cloud EHIRER S
MEEESENABN. A, BRI USRS LRIVOHNE =S HRGA 4R EEE Amazon, Third-
party EXRREIT XA & ZFITHNES TRERG X,

« XEFTLRHEH Amazon Identity and Access Management (IAM) BB P AT LR R B AR X FEHI,

4, #5E Enterprise On-Ramp B Enterprise Support it X8 & &I AE A LA T IhEE :

- NARFEWEES - X<xTUMASZASRIBRSRKARENBEFRARS. TEARINARFESE
RNBBIES

- BERigHEEHEE — Short-term 55 Amazon Web Services X3 BURA T BREWAHl, WITDH
B, NEHRMUEMTNTBAENES.

« BREFEE - N ENBECRARFMNARR , BRREFLE (TAM) &4,
- EERTIL,

BEXENIFITNNNEENENNEZEL |, iESHAmazon Web Services X 3FH b3 Amazon Web
Services ¥ 1%, —EIhgE ( MEXREBRIFMNIKRFF ) HIELUMEESTRERM,

H 4% A Amazon Web Services X 1% AP WA 2026-06-08 57


https://docs.amazonaws.cn/awssupport/latest/user/case-management.html#creating-a-support-case
https://www.amazonaws.cn/premiumsupport/
https://www.amazonaws.cn//premiumsupport/plans/
https://www.amazonaws.cn//premiumsupport/plans/

Amazon Web Services 1 AriEE

® Note
MBRE Amazon SENEESIEH B — 5 T #& Partner-led 3% , 1§23 Amazon Partner-
Led Support

H AR Amazon i —iz &

Amazon Unified Operations JFAZXZR N T L MR 5 Al-powered NLEHLE S , B TREZENZ
X BERFRAE , HEBEN—FHRRENEERMENZRRAR , NTIINREXBH I
X IEEM Amazon TERED B EHENIMEREFX SEANIEM , BREHTIEEFTE, REKKE
SURBRANBEREANRLCE R, B 24/7 Z2FMHeERE , BRIMNUTURBRRINERES , B
RO BIRE. SNEASHNE>HBERERAGN THE - PR EMRNE , AEHTRERKEEESR

Mo
Amazon i—=EEM

Amazon E—EEENMETENEAERNITEMHRERYE. BXFAEMNEE , S HAmazon Web
Services X EEEM

Bx
- F—EENFL
- —ZENA
s BREFZE
« GURERTIE/D
- BRKENKSER
- EHEEIRID
- EBMEHIREID
« Amazon B B4R /NE
+ %5 Support T2
 S—EEEGEY
- Z—IZE AR
« Z—EZEAR

o B2 —I1=F Pre-event T BMX
4R Amazon &—izE API iRZ 2026-06-08 58



https://www.amazonaws.cn/premiumsupport/partner-led-support/
https://www.amazonaws.cn/premiumsupport/partner-led-support/
https://www.amazonaws.cn/premiumsupport/pricing/
https://www.amazonaws.cn/premiumsupport/pricing/

Amazon Web Services 1 AriEE

« F-EESHIBRIR

« 81731 F Go-live IE3N
c G-EETRAEEHEE
- EHERERNE—1T3

- S—BERSLUE

« —BE Al

« GBREAT  EREH
c ZFEEAT  AXBERASSNRESHEE

s Z—EZEANT: WAER S5 S HNEHIEN

s Z—EBEAN] HNESEEZTEHE

« FBEAN]  EMENKFURTENRLEEHEER
s i—iEE AT : Amazon J{REVERE

o Zi—izE Al B LA IREB L Amazon

K—BERFA

—ZEERZWMEERS,

« $E7E Amazon TR : &8 Amazon AR BIFEENHAREFZLE (TAM), Amazon SUEERIEIN

ERERKERKF LR, REY Amazon HIBA B LA 5 Slack = Microsoft Teams FiMMET EE K,

« RANKARES : 8 Amazon HARBEIHN B ENREFRRATE, REETME. BFENR

XEFURENIENEE S EFN B ESITFM , HEEEEEM, B89 Amazon EIRRANT
EENPONMSER | HESM EEREAEEN LS BRRE -

- I8, BFINEHXE  BEEN Amazon TRM—EINEXBHZIBMULSEEFD , i1FE3

HBEIREXER , 5SEMALFHIT. Real-time NTAEEZRAMUAE , REIBREHRNEF,

s 2RREEHERTHEAR : NENIEME=FTEFMANAERF Amazon FER R HE R HE

|, LRSS H 5 EHE — 2 #sh T3 E#E.

« HXXBUZREENEE , £ 5 578N 5 Amazon BHLEEAM  EHIAER, THEAREBRR

FXEWSZGFEIRBE 5 7HAREEHEEIEMNEDZF.

+ Context-specific REIMAA : BRRBERBAZIGIRM , HHBHBR, NENTHEREES TIET

FRAMB4EEFHR , TREZNSELSERECEBSHMBRE R,

- REESNXE BEEIRMBAEZHERLTLEN , 24/7 XL Amazon BRR B~ B4 18 5L

EBA , 73 Amazon SRHH R EBHMEFHER, WAMRE.

S—EER T API hix 7 2026-06-08 59



Amazon Web Services 1 AriEE

Zi—izaE /M4

Amazon Unified Operations SLE T —X AT EREAKMVIEERR , tIIRBRRHE 2 REMHE
¥, SMNUBLKEBEORIT , EELEBEESHMRNER, UH. SENLLHHEH. MEEIESEIR

REHF , NUSRCBRESHEA |, XLEERZEEARNIEMR , AT 24/7 BREVZEZESR. £
EHIETT,
B

- EREFELE

« JUEHERIEID

- BRKERNKSER

- EHEETRE

- IBRANE/HIEM

- Amazon B E#mRI/NA
« &3 Support T2

BRREFZE

BEENTRBIIEAREFZE (TAM) ARDRARESEHEHWLSRR. TAM AFHBEAK , #H1T
ZELFHEE , BUBMES  AETLEANZRARTHE , LBRENITTRIEER. @248
ITHRMEEERRE EEZERR A

YU E R TIEM

P ERITEIN (DSE) B —URARER , XN EHRE TEABREERZN T , 3 B Amazon
Web Services BR%5. DSE #TXBTHEAHFE , Q1A , HIEREHRER , ARHIFEN
BAREW, o WEHUBFLEBERRE , ARFERAARE | UBRIEREHRLMN—,

= K B MK = & =R

BB RIKENIKS TR (SBAS) REEMNMFMILER , IHBFESMEKAE, MHIEEXAEML
REg , WEMEXAMBEETNEAS  #TUSLESFE , ARHRFANIE N , UEAREHRES
BN EREMR,

EHEETREM

EHEETRM (IME) RARMBEASAHBRARNIREM[MN LR, IME R4 5 2 #890ESaTE |
EEHREMEDARAREN , EERSAXENDE, EEHEREHE , IMEXNEHLENENE XN

SG—zE/NA API ki 7 2026-06-08 60



Amazon Web Services 1 AriEE

MERATRE T, ARBERICRBHINF, MENRREMENER, ESHNERERRE , 0K
FMPAE RS LAY RATRIR . BRI AR BB T3 FAMEINAER.

IBNEHTIE

On-demand IS B MIEBEREIEN TR, MMNRIERY , HEFMOMTIIN , EEHHEERE
XA ER | FRTEEDITURRERFHMLAL future BE,

Amazon & F B4R /N E

Amazon FFEH4ER/MA (CIRT) BAREBMHEMM 24/7 TU BN REER, HiEEZERIA
ERNBW Lo HNREMESHEBN  ABTERAEXFNREIRIES RKEBENRLEER .

% 5 Support TIEIM

Speciality Support Engineers (SSE) R2RFEMNFEARER , i IEASRBER I ERRERBEHNX
BFRRAR. AIFA Al-powered REFMRERHARFIRRRIR T R EROINEH R E RO EARHE
i

SG—1=2E4mAEH

Unified Operations Support it X2 FRIK R , MARBIEIFE K |, IR E T2 FAZHRE,
AEBEEBINNBENES,

B

« 51

ABR A

[

« 1

S
B

[

« %—12E Pre-event EEH K
EXEBRIR

« Z—1TZIMEF Go-live BJESN

- S EEIENBSEHEE

- EHREENE 1T

- B ERFRWH

[

Ddf (Ddf (Do} | Do

« f—IE

Si—12E ABRa
HEABRBIB R , MR Amazon BBEWEZH ABRBEMENES , BEATER
HE R IR UE

I

£ A AP k78 2026-06-08 61

Si—iz



Amazon Web Services % A5
- TSN ITEAZEMMEEE Amazon Web Services BRS-

« BRRRAKER , SINEBHEDD,

« Pre-requisites , f5l#N## Amazon Web Services I~ ;5% Amazon Web Services Kig,

- BHRELSFER,

SH—zE A
Ny =E~EVE:
- SEERRE ( EFFF Amazon ZEHER ) .

AR 2

- RBEIXBIEAR,

« WIEAFHTRANRETE,

- EEABHNEAR (RACI FZE , Amazon UREHNAGBREIR )

- BEESHANTEEEITHERRE (ITSM).

- BEMI-TEMRRE. LRBE, FonEx

« RBIHENKEEIR ( £ Amazon CloudWatch, EWE=H APM i BEENKIETEH ),
- NRBERWEREZEITFM.

e PN

- &K Amazon Web Services Ik~ ABREZII. Amazon Z£ B4R
- BAREREHEENEER.

% —I1=E Pre-event T M X
Pre-event @ Amazon & —EEHNEBITNSIEUTREBER,

C BEIKE | THEASRSTANEN,

- BEEZBEREE (ORR) : 1R1E Amazon RIEZBRMBEFMHITREITME , UMEEBEQT
EHFFEIRR HR,

« KBETEME - RB. FIHEERBRMERITR.

S—mEEmAB AP A 2026-06-08 62



Amazon Web Services 1 AriEE

- BEREENH  RPURTIBEHIFE

SG—EESESHIBRITR
—ZEEFHNEHIBIURBIEUATREESR,
 Real-time BQ@ FHRARNFTR : Amazon TRMALHABRE , EXBUSHHEEREHS
FH R R AR,
« 24/7 £ X : Round-the-clock TRHE) , AR ET BEREHAMIES,
« Amazon If2 : BEESTHBULESHNIRMEE K REESEHNERAE,

S — 1T F Go-live ZSE3D
Unified Operations FH L& ESEERESHEUATREESR .

« Spin-down S5 EEI I RIR.
o« BATIEDNEI,

- REFINBENSITFMAY,
o BEAT BB E 3 2 O B .

SR-BELFENESEHERE
TEABEHERSREUATRRESR .

« Amazon Web Services X # RHI6IE.

- 58 Amazon EHEB IR (IME) 64F , #TIHEERASHEE,
- A OIBEHFFERL,

WM Amazon Web Services B @B M AMIESH (LSE),

- RERIEXENARFRTERE.

EHRERNSE—1TE)

Post-incident X @EHMN ZHTHIBEEMN AL RTEIM (DSE) #1T. DSE HFERFABERAE ZH
SHAE  HITEEANBERRESH , SEERERTEFNEMELE, DSE BYEM WS FH, #
EMEHERMNE R IR RN , BRI | BB IR R ERLES.

Hﬂ]#

S—ZEEGmAY API k7 2026-06-08 63



Amazon Web Services 1 AriEE

S—BERFELH

REWHBEATREEER

s FEHXBIEAETE , 2H Amazon 4 EARSHENUNEMEIES,
- BFEFEFRBERG , HEX EBWENFEAR BB IRHHEDRIER.

- RIAIRREH MBS,

- WeHEAREE, RE. JEMENFHEHOT B NERE,

o B XIS AR LR T EF RS M TR,

s #TAERZEE N SF T (MBR/QBR),

Z—EEAIl]
AEFTIFILIMA Amazon E—ZEN SR,

Bx
s Z—BREAT: BREH
« Z—IEEAI]  MAXBERAZIRESHEE
« —IZE Al WAER 5 DN S
EAN: ANESEBETE
s Z—BEAN]  EMENKFUHITEG L L EHERE
« Z—EZE AT : Amazon X{REVEAEE
« F—IEE A BAUMNF KRBT A Amazon

5i—iz

I

SZ—BIEAN]  EREH
A Amazon &—2EEZEUTY R
BEXH& Amazon E—EEAE. RATHEZEE , FHREMN Amazon HER K,

- EWEMLSER, flmE®, AKRML, 4. BREEETRESE,

- B ITEASEE.

« #&H Amazon Web Services ik~ FI<BEKHYEE Amazon Web Services X1,
- BERAERF. B9, ZENRZLEAMNFZMEXE,

S—EEA API hiz 7 2026-06-08 64



Amazon Web Services 1 AriEE

SZ—EEA  MAXRBRERARNRESHEE

NTHPEREBAELEASEM , BERATER , FERIMA Amazon 44 A W& 52

1.

EMNEESNXRER , UNTRESHEE, AXFAEE , F2H (SHERWANEAFE
) Y EHRNMNER" BAE X EER.

a. BXMEA Amazon REBEIRHL R CloudWatch , FHS 1 (EHRN AR HFIEE) F1
‘BN G FREYHEEER. BXRE/XBEREEMN Amazon I Amazon
Web Services RS , S FEEHRN A (IDR). MREAE BB Amazon I EFRIEH
Amazon FIRAIEXE Amazon BiR , BERREM Amazon S —=EHRA.

b. EEERBHEWRKEERES Amazon EventBridge £ E =7 APM T & ( 520 DataDog
NewRelic, & ) BWXBEIR , HS5H (Amazon B4R N MG B F3E5) EventBridge
P NS Amazon EREERN APM EWER", EXUMEPE—LH Amazon IR ( Amazon
Lambda 1 Amazon EventBridge B4 E4&MN ) RFZRER (B4 ) AFHEEEE
Amazon B4R MWL, BE Amazon 55— iz S F A 7T LAES B 1R (i 22 363X L0 5 R /Y
Amazon CloudFormation ##x,

c. BEARE Amazon EIEERNE=H APM TEMNECHBEEN KT EhEERRBRXBE
#R. EventBridgeEXEZEE , H51® (Amazon B4 N MG A EE) EventBridge
REfEA webhook KK E APM WEIR , TES Amazon EEER. BN NEE—H
Amazon &R ( APl Gateway Amazon Lambda EIEH] Amazon EventBridge 4 E &M N )
RERER (B ) HEHEEME Amazon SHRMFMEL, &H Amazon 4 —i=E HBA
A LA Bh R 2 251X LR Y Amazon CloudFormation #84R.

RETEABRRWFARGE. RRAGEURBRXBEREBERNZTFMES. Nt , B
B TER

THHAEESIRBIEARINAEFAmazon HEAR UMW THEAFARFER , M
RESMUS TEABEXNEREEER.

X LR & E BT H B Amazon HRAHIESH A RIREF M. BIARNREFM , ATAXE
BEYUNERE  ERBERSHUZSEH 2N ERTHREREHERNEE. BXTOFRHIE
B, E3®Amazon S48 M F RN Y THEAFANBREBEAE,

79 Amazon 44 A 0E B2 4R A B o0 R B4R A 15 B AR

a. 1E Amazon Web Services Ik iz 1T5% 8 TES 50 P
ZAWSServiceRoleForHealth_EventProcessorfREM*<AE (SLR) , B Amazon B4
BB TSR, BXEZEL , TSN Amazon S48 F 0 5712 4 23R 132 WA PR

S—EEA API k7 2026-06-08 65


https://docs.amazonaws.cn/IDR/latest/userguide/idr-gs-alarms.html
https://docs.amazonaws.cn/IDR/latest/userguide/idr-gs-alarms.html
https://docs.amazonaws.cn/IDR/latest/userguide/idr-gs-alarms.html
https://docs.amazonaws.cn/IDR/latest/userguide/idr-gs-alarms.html
https://repost.aws/selections/KP6FA7iQgVSVeSNq1jAcjwxg/incident-detection-and-response-idr
https://www.amazonaws.cn/eventbridge/integrations/
https://docs.amazonaws.cn/IDR/latest/userguide/idr-gs-ingest_alarms_from_apm_to_eventbridge.html
https://docs.amazonaws.cn/IDR/latest/userguide/idr-gs-ingest_alarms_from_apm_to_eventbridge.html
https://docs.amazonaws.cn/IDR/latest/userguide/idr-ingesting-alarms-using-webhooks.html
https://docs.amazonaws.cn/IDR/latest/userguide/idr-gs-questionnaire.html
https://docs.amazonaws.cn/IDR/latest/userguide/idr-gs-questionnaire.html
https://docs.amazonaws.cn/IDR/latest/userguide/idr-gs-questionnaire.html
https://docs.amazonaws.cn/IDR/latest/userguide/idr-gs-access-prov.html

Amazon Web Services 1 AriEE

® Note

R T HBEIRTER KA E R ABREZ | Amazon Web Services lKF® , Amazon RJ LR R
24— Amazon Command Line Interface BIZs3kiR&E IR ERIX X SLR WE &,

b. (Wit ) MREHEIRTE Amazon CloudWatch & |, FHEERB FTEHRNE ( L&aT ) B
Amazon Identity and Access Management AR S AGEETXBIEABNAFRRARHIE
B cloudwatch:SetAlarmState IAM #XPR, Amazon Web Services Ik X2 ARRFHE
BN (LLITEE ) FIXEN. BXEZER , S Amazon S48 00 57 5 #9015 2 i
Y TS,

4. B2 Amazon Web Services X35 REIITR THEMR , AXMRESHERE, FEE , B0
Amazon Web Services IkF° AWHIREFEHERECHIBH , XEKEZ T LUES Support Center
Console, = Amazon SDK [E4: — iz & -4 M 0@ B2 BA 5112 tH =4l Amazon Command Line
Interface , SAEIRIEFRENITAN. Amazon Exzh W12 H Ik Amazon Web Services X3 RH1 A
BES  BRENKXBIEERGE Amazon Web Services X3 £6l, At , FXTRUATSE -

a. 3 Amazon Support Center Console , i&# “GQIBZRH" , RFkF HARZE,
b. XF ‘RS, E#F “BHRNMEEL",

c. XFEH, EEFAHIERR

d. XF“"EMY, &R —RES

e. MEZELE-—SHEENTHEENERAER.

Z—EE AT AER 5 28 B4 N

Amazon i —iZE R EH R B B4R 5 DHNBEHBA. EERS5 2HNAREE , BAUBEX
FEHEXERS WU NERIERZERGCIESE, IERMN  BSLMALUTER , UBE
IEHRERE 5 P HABEEE -

® Note
TREREBEAENER  REEERRETHZORESH , BUEALT X,

1. WTRFIRE |, FEERR,
2. NWTRS , HEEZEWE Amazon BR.

SK—mBE A AP| XA 2026-06-08 66


https://docs.amazonaws.cn/IDR/latest/userguide/idr-workloads-testing.html
https://docs.amazonaws.cn/IDR/latest/userguide/idr-workloads-testing.html
https://console.amazonaws.cn/support

Amazon Web Services %5 AP s
3. TE“HKEI" A, EFEEM N B A TR IED,

4. XNF EM, %F “Business-critical REEx ",

5. EHERF , BEUTER

a. BEREER

- THEAEEBWN

o ZEIMH Amazon FJE ARN
b. BWlLER

e E T
c (Wit ) BEFEE

(® Note

BRARNEHEEURT TR LT3, BRMBH THEARZ TR G SEN TERE
F5 , MECSHMANTHEARMMNERES STRITBENE S RENEETTSE.

SZ—EBEAT . ANEEEEEE
Amazon Unified Operations B E FEHMNBEZF EZRHAEZT UL AR, SMIEEHH Amazon HH T RHE
AR #F , TR MU TRS -

- BEENRERRSFEACEN@@ TR,

- EIHEER , EXREERNIETE ( Slack 5 Microsoft Teams ) 422 AT A4,
- XTHEH, BEXRARI2@@ WEFES.

- BERENTEH RN TEARNBABRERQ@ EREHIER,

- HME@QQ@ —BHEB AR N ARE —HHEE,

XMEBER S EME Amazon TREBRA THRENKXBITERR , AR ENRRERREHESEX
o
BaEE , ALAREM 23 > Amazon BIHFERRREN , AEMHRREERUTREE :

« ¥ Amazon Web Services RS T R1EBITENE

SK—mBE A AP WA 2026-06-08 67



Amazon Web Services 1 AriEE

« X% Amazon Web Services Bg$5 ki1 ( #l41 Amazon EC2, Amazon EKS % Amazon RDS )
- FESRBEXE (I8, 55 ) NEXEFDITRIE 3-6 NARNTHK

XEFEREENRREFEZENESHAES  ITURRALARFET L ARSENBEALATR , N\W
HEIERENRBES TEARNRERR.

HK—BEA]  EMENKSUHRTENREEHER

Unified Operations Amazon Z£E4 R FEENA BB IREMTESR , BRNKFEE., BERERN
HERBHBREERLEN , HNHIIRE, Amazon ZE2EHMN WiAELER#TOE, LRBE4HE
BXBRH , AEABTFHE Amazon EFR B4R /DA (CIRT) , LAEZEMAERIR. LiHRINE
AHEHEERERABREZLES , N\MBRAREBONEZENT M, EMALRSINEE , BEK
UTHR

1. AHEBIBE S Amazon Web Services Ik~ Amazon Z£EHMAE, Amazon Web Services
PSR TEEEE%TE Amazon Web Services ik WATEEHMAN S, BEBENSE
HNEARUARCIENEELZSEH. BRNEBVUEFILEKFSERATHMZSRS (HiW
Amazon GuardDuty 1 ) Bk /R — 2 Amazon Security Hub CSPM, &8 LLfEFH Amazon
Organizations B 1K /7 5%, Amazon Organizations ZRXEBAKFENRZLEHMBMKXAKT. B
REZER , F2H (Amazon Z2EHME AFERE) PHEESAKF,

a. GEREZANESAFMEER. BXEZELR , H5H (Amazon Z£EHN AFEE) &
MIRERABRIFEMER
b. EREBEFIKF 52 XEKMNA R Amazon Organizations, BXEZELE , HSH
{Amazon Z£E#ME AF1ERE) Amazon Organizations # “IFk F* 5% B,
c. (WiE)ZEANEREAEHMNNBRDIEXIERE , UMEEALANBKEENBER
Amazon GuardDuty 1 Amazon Security Hub CSPM £RX4ERNER, BEXEZER |, HS
5 (Amazon B4 AFER) PHIRE XN AERS XK ITIERE.
2. (Wik) BANEELZSEHMNESES., Amazon AT B HIRELRERRENE |
BEYRENENBERELE. EFSIINEE  XAEARSBEFLENNR, Fit , BHPE Ste p

Functions StackSet,

Z—=E Al : Amazon J{REVHIE
ATHEE—EEXRNFERANE , BIIENEXBAUATMELSZE :
ANRSEE

SK—mBE A AP WA 2026-06-08 68


https://docs.amazonaws.cn/whitepapers/latest/organizing-your-aws-environment/aws-organizations.html
https://docs.amazonaws.cn/whitepapers/latest/organizing-your-aws-environment/aws-organizations.html
https://docs.amazonaws.cn/security-ir/latest/userguide/select-a-membership-account.html
https://docs.amazonaws.cn/security-ir/latest/userguide/setup-membership-details.html
https://docs.amazonaws.cn/security-ir/latest/userguide/associate-accounts-with-aws-organizations.html
https://docs.amazonaws.cn/security-ir/latest/userguide/setup-monitoring-and-investigation-workflows.html
https://docs.amazonaws.cn/security-ir/latest/userguide/working-with-stacksets.html
https://docs.amazonaws.cn/security-ir/latest/userguide/working-with-stacksets.html

Amazon Web Services 1 AriEE

- BEAMRFNEBRETR , LEEARNSFESEHEE Amazon TRITEHE.
- ZMBYNREZBEQUNBEEN2W , U5 ZRYET NREER,
- BYEMEMQUEERYERRN TERFE.

- BEENKFPREXBER , UXUBRHNSEHEE,
« 1T Amazon TREHLNBWATHIE ,
- SMHEFEBLSY |, RiIFEHBAIRE,

LIMERER T HEBEREARE®REE—ZENNE , XAEESTREIBN , BEESERR , HRE
HXYESRBREIEARNEERE.

Z—1zE Al BALUMHIREB T L Amazon
LMBIMAZ—IZER , WA LARIEF LT AZA Amazon,

- BE-—XELH TERBRIENERS SEHEFREERT WL ARAEE Amazon T RER.
- REEHES. FEUCANEERIERN , RS THEARMENEYE , MREBMIMA/ 2B,
- WERHRENBHEL , EERHXBULSZBRGE 5 28R , itBERBRATRMSEHSP,

® Note

BRFROBEHERBURT TR LT BRMESEN THEREZ TR EE £ EY TER
BIER , MIECHANTERBUMBSZITRABFENE - RENERTHE,

s EBENMNNAEFREGAPRPRERHESEXE  MFITHEBIEFXAMKHIZE,
- BB SE., BORRANXIREBEELSEHREFLIZELZSEM.
- hBIERBBHLFEEMR Amazon BERINEZLEH,

¥ ok Amazon Web Services X1 itXl

A LAE A Amazon Web Services X5 1T X125 & E AKX #Fit Xl Amazon Web Services o
EFEFRENTEFITR , BATIAE Amazon Identity and Access Management(IAM) X R, BXxEZ{E
B, B HEEXM I E R Amazon Web Services £ 11X FAmazon BIFEE KB Amazon Web
Services X itXl,

FE 3 Amazon Web Services X% it %l AP A 2026-06-08 69



Amazon Web Services 1 AriEE

BRI IEFITL

1.

&% Amazon Web Services X it XI#=H|A , Mk https://console.aws.amazon.com/support/
plans/home,

( Wik ) BB iR , EEAmazon Web Services X3F it R TUHE L , B LB FTE Amazon
Web Services X #F it XIFNZhEE,

(At ) BEEXFITHNTAMGERS , FEBEEMITER. EEMNITERD  EEXFER , BA
it Amazon  ATE MMM , REEFITE,

E /4 Enterprise Support 1TXl , BERRENHEAREFLE (TAM),

E &4 Business Support+ 1TXl , B “EEZFITX” WAL | &F “EZR Amazon Web
Services X 1T X" MDY “EBBER"

EHKZE En Amazon terprise Support 3 Amazon Si—E2E1tX , TEBRBKREEAR,
BEMNEERRALKER Amazon Bl x#E+11K Amazon Web Services X5 , BERU TSR :

a. 7 “ Amazon A\ FZiF+" o PEE TR

b. WMRMEMMA Amazon Organizations H /A TATEIHEEER |, M AT A REBNALRITH
Business Support+, BXEIMAEEXMNES , 2 (Amazon Organizations A F#5R)
Amazon Organizations®# “EANHALEAMBENEE . ERALRIEM , FEFERHNA
NEGERM, EEEEFENEN , RAREPEEEURRITAZR. AERHELNEERKFS
FRETT FIEBANALR,

HE , BEKPRIEM , HRF BROKS” 24 , AEEPZEREARRITRSF

=h
Mo

c. &R “WIAFAR UTRER Amazon Bl X F+iTRITH,

(@ Note
BN BEANELQITH Amazon Bl X iF+f5 | BIZEL R QBRI EAIF K - ZBHEF B 2517 5H
Amazon Bl X5+, MR 2ZBEALHLEBIITE T B Amazon usiness Support+ Bk~ &
FREL | MZK P RRER N ER IR,

B Amazon Web Services X3 it API iRZ 2026-06-08 70


https://console.amazonaws.cn/support/plans/home
https://console.amazonaws.cn/support/plans/home
https://console.amazonaws.cn/support/plans/home
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://www.amazonaws.cn/premiumsupport/pricing/

Amazon Web Services 1 AriEE

® Note

MREEM T HBEZFITR , WEEZDITHE—AB Amazon Web Services X, BXE
%8 , 2% Amazon Web Services X & IL[a &,

HxES

£ Amazon Web Services X 1T XMW EZEE. |, i3 HAmazon Web Services =315 & I (7] 2 fi#
o BHETEAM Support Plans #2I & 1% Contact us ( BRREA] ) -

EXMKF , 1§28 Amazon Billing A EEHRI<AIK .

B B H 1T X ZI R E A

BRI LAER Amazon AP BHIRS BEBEA , MEEZXFITVNNERHEHENSE R EIREE, SR
1T 3@ 33 8B F B4 Amazon Console Mobile Application, Bk 1Y H b Bl K2R EZWE &,

Bl E et < FFit R 2 HE A

1. 7£ Amazon Web Services BE 2 &l & FHFRAFEA :

a. EERTRESME PR EERR.
b. EFEBEHIF T

c. ESMENRT , AREAEE.
d. GEReEBHEE.,

e. ELEBR-AEES L. BXEZEE , BFHE Amazon AP BHIRS £ A BHHOF
fi, AENMEFEH,

2. EBEHHANF , MALTEE:

« £ Amazon Web Services RS BFH | AT,
o EEMRER  MAZFITIHEHEH,

« WFXi , EREBEZWE AR Amazon Web Services X1, , X F LA |, FidRERE
REB (BERIMILES ), BRI (HXEBEMN ). ZEAEIP (NFERLE ) AREXEFEE
( BERM ) .
3. BMERGREURBEENME, BUERESIRENE 5 78HREW,

HXEE API R 2026-06-08 71



https://www.amazonaws.cn/premiumsupport/faqs
https://www.amazonaws.cn/premiumsupport/faqs
https://www.amazonaws.cn/premiumsupport/faqs
https://docs.amazonaws.cn//awsaccountbilling/latest/aboutv2/close-account.html
https://docs.amazonaws.cn/notifications/latest/userguide/what-is-service.html
https://console.amazonaws.cn/notifications/
https://docs.amazonaws.cn/notifications/latest/userguide/notification-hubs.html
https://docs.amazonaws.cn/notifications/latest/userguide/notification-hubs.html

Amazon Web Services 1 AriEE

4. BELFEBWBANEEEE, MREREREIERE , IALAETIEE Amazon Web
Services EEEH A SMEFHREERREFTEL.,

BXRUZAFPEEBNNFAGR , ES0 ( Amazon AFBEIRS AriEm) FHSR 1 RS
HE S

ERERHITXEA

LB/ REHEEREHRAEFRNEZERE, SUANETEREFHAESMETNREERKES
BA, HIEFBEAN  RERIRSERIBHE,

BREEFBIHNEZER , 5 H (Amazon AFBEAHRS AFER) PHNLZR2 . EFEH,

FEAR, AFMI On-Ramp L 1L

/A Important
{8 Amazon Web Services X35 {GERTFEL &,

BEXRITEIFITVNEER , BSHUTESENITRERXIEEFMAmazon Web Services 2 & I 7] #
R

(® Note
FrEXR. Bl XFFMEIZE On-Ramp F1EiZ Amazon GovCloud (US) tth X 4k4E 125,

FF & &R Amazon Web Services X1 11 &I14& 1t X ¥

KIELFEA . FREBZFET 2027 £1 A 1 BE1L, #E Developer Support Y& F o] A4k 4L 5 A
B AITRISIEEE 2027 £ 1 A 1 B 25 ETHEF K ] Business Support+, Business Support
+ IR T RENIZEEE =M Al-powered 24/7 #Bh , MK 29/month IEWERRNET, Amazon B
REZER , BEH ‘B ZEF ITHFE.

EERHITYBE API hiz 7 2026-06-08 72


https://docs.amazonaws.cn/notifications/latest/userguide/getting-started.html#getting-started-step1
https://docs.amazonaws.cn/notifications/latest/userguide/getting-started.html#getting-started-step1
https://docs.amazonaws.cn/notifications/latest/userguide/getting-started.html#getting-started-step2
https://www.amazonaws.cn/premiumsupport/faqs/
https://www.amazonaws.cn/premiumsupport/faqs/
https://www.amazonaws.cn/premiumsupport/plans/business-plus/

Amazon Web Services 1 AriEE

Bl Amazon Web Services 1 it XK 1E

K IEIFEA - Business Support $¥F 2027 £ 1 B 1 Bf¥1k. #58 Business Support #%& = 0] LA 4k
SEAEINEITRIRERE 2027 F 1 A 1 B 2B EAIRHE F 4 2 Business Support+, Business
Support+ R T BRIRHEZEE 2K Al-powered 24/7 B , /N F29/month RIEWKFE R ETT,
Amazon BEXEZER , B2 ‘Bl ZEF+ T RIEE

il On-Ramp &1L

KIERIEEA - 2027 £1 A 1 B, llkR Amazon FEH. On-RampiE 2026 & , il On-Ramp
EPRESRSITHEASERIEZZHART Amazon Dl ¥, EFFEARI—MNAKRIEF
BB, TEM — SR, Enterprise Support I2EEEN TAM 28, 15 28K W ATE , B
Amazon Z2EHMEN EEXFIARA , FIERAEET 5,000 =5t (EF 15000 %7T ) . BXE
Z{ER |, 5 ®Amazon 1) Amazon Web Services X1 EEi#18,

Bl Amazon Web Services X T RIK 1L API W7 2026-06-08 73


https://www.amazonaws.cn/premiumsupport/plans/business-plus/
https://www.amazonaws.cn/premiumsupport/plans/enterprise/

Amazon Web Services 1 AriEE

Amazon Trusted Advisor

Trusted Advisor fE¥X T MNAKT LT Amazon BEF IREBRZHF BN HKIESSE, Trusted Advisor
BREZN Amazon FME | AEEAVATELRE. BRERAUAMMMERABIEINNZ S REMIES
B

MR & Basic 3 Developer Support it%l , M A LAERA Trusted Advisor 12 &l & 7 7] BR 55 BR %12 5l #
WATEREURZEABRELINFHIEERE, EFANFARXAAZHITNTREBIREEH . BLM
FHRIF “RL” KB FH Trusted Advisor X E, EFHRIFRE , BHITUTRE !

1.  TEXH Trusted Advisor & Fhttps://console.aws.amazon.com/trustedadvisor/Z #l..

2. EERFORE LERRIFIEE.

R EHE B Amazon usiness Support+, En Amazon terprise Support 2 Amazon Unified Operations
iTXI , WA LAER Trusted Advisor # %] & #1 Amazon Trusted Advisor AP| 5 BIFfTE Trusted Advisor

=, BIETLAER Amazon E CloudWatch vents 3R 12 Trusted Advisor X ZHRS. BXEZE
B | #5H A Amazon %32 Amazon Trusted Advisor & 45 R EventBridges

YRATLATE Trusted Advisor F 158 Amazon Web Services BIRiE4| &, AxiEfliE4] Trusted Advisor
BIHRNXENEZER , HSREEXNHIHRNEE Amazon Trusted Advisor,

BXEZEER , 52 Trusted Advisor,

F&

« FFEEERA “ Trusted Advisor #E"

- JF#AfEA Trusted Advisor API

 fH Trusted Advisor Bl Web IR

- WHLYE Amazon Trusted Advisor

- &BFEH Amazon Trusted Advisor ... I2#t X £ X ZE Amazon Config
+ E$HEH& Amazon Security Hub CSPM 4 Amazon Trusted Advisor
« & A Amazon Compute Optimizer % Trusted Advisor &

« FF¥E{EA P Amazon Trusted Advisor riority

+ Amazon Trusted Advisor EESEZ & ¥

+ B A& Amazon Trusted Advisor

AP k7 2026-06-08 74


https://console.amazonaws.cn/trustedadvisor/home
https://docs.amazonaws.cn/awssupport/latest/user/get-started-with-aws-trusted-advisor-api.html
https://www.amazonaws.cn/premiumsupport/trustedadvisor/

Amazon Web Services 1 AriEE

FFEaER “ Trusted Advisor ¥

Al LA(E A Trusted Advisor 3241 &8 “ Trusted Advisor i THEF LMWK EL R , Amazon Web
Services Ik RERBEBVNSRIEEMARISE, 0 , Trusted Advisor AJRES WIS ER KR E A/
RSB A 889 A %% , 6120 Amazon Elastic Compute Cloud (Amazon EC2) 34,

& 1] LAEFH Amazon Trusted Advisor API Xt Trusted Advisor = Z# 1T, BXEZER | H5H
Amazon Trusted Advisor APl &#

ES ]

o B FEF|$R4&] Trusted Advisor &
ey

. BIRBHRE
- RIFRESER
- TERESER
- ALANE

« Preferences ( B )

ZF R34 Trusted Advisor &
AT LATE Trusted Advisor 2l AR EEXZEMBEREEMNIRE.

(® Note

&M E A Amazon Identity and Access Management (IAM) #XBR = 8Ei% 8] Trusted Advisor
BEE. BXELZELR , F2H EEXNMIHE R Amazon Trusted Advisor,

124l Trusted Advisor &

1. %3 Trusted Advisor #&l& , Wit 9 https://console.aws.amazon.com/trustedadvisor/home,
2. 1E Trusted Advisor BEIXH L , EEBHREXRFINFHE .

s BWHIERE (L8 ) - Trusted Advisor B ERIRME, Hla , AUE IAM BREZ £ RBHE
EUREABNUESSE,

FFAER “ Trusted Advisor HEE" AP| WA 2026-06-08 75


https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/Welcome.html
https://console.amazonaws.cn/trustedadvisor/home

Amazon Web Services 1 AriEE

- BUUEE (®F ) - Trusted Advisor M EIREN ATEEFE, Hla0 , B R FREHF AL E 6
SV BR ARG BY BERAY 5 0%

« Checks with excluded items (gray) [F BRI B VR ED ( JRE )] : THERI B R T
E , fInEFEREZBN TR, flIN , XUERETFEREITMHI Amazon EC2 £41,

3. & Trusted Advisor BWE L , BRI LUMITATRE -
. ERIFENIKSFPHMERE , Hi£R Refresh all checks ( RIFTFIERE ) -
- ERIBOESFAERELRM xis X, iHiE#E Download all checks ( FEFIBERE ) .
«  7£ Checks summary ( RERE ) T , EE—NMREXS , HII0 Security ( 2 ) , UEF

%R,
7f Potential monthly savings ( AIREMN AT E ) T , BUUEFENIKS ATsET B RAE UK
BAECREE N

« 7£ Recentchanges ( RIEMWER ) T , BAUEEFERIE 30 RANKRERSER, EF—1
REBMUEEZRENEFER , IFLERGFLBREET T — R,

ZAUEREATREXRFINRERANSE

« Cost optimization ( B{ZAME{L ) — ATREEQ N BT EKANEW . XERE IR T R AR R IR
DIKENS,

o MEEE - A DUR S8R B A A2 e R BE A 0 B2 BE D Y R 1

- RE-FXRRLREBENEW , IFEEH Amazon BREREMZ 2,

- REEED —BBTRS Amazon SBRARBHHNEN, XERERHERTARTENIESAN
9

- Service limits ( RSRH ) - RELK N FERABERAREHKF 2EEIEREY Amazon RS M#E
RHIBRS (AR NEER ) o

- HHZE — HEMEERBAMNIEZE Amazon FFEHEIL,

1. &% Trusted Advisor ##|& , it A https://console.aws.amazon.com/trustedadvisor/home,
2. ESMBERT , EEREXTF,
3. EXFNHL , K EESHREXRFINEE :

BEEREXS API R4 2026-06-08 76



https://console.amazonaws.cn/trustedadvisor/home

Amazon Web Services % A5
- BIHIRE (LB ) - Trusted Advisor B EHIRE,
« BIFE (FF ) - Trusted Advisor £ B4 &Y 7] RE R &,
o REMEIRE (LB ) - Trusted Advisor K& B & @) &,
- BERRMTIE (e ) - SRERIMENREY , flNEFERE R TR
4. FNTFBRRE , EFERIFEIR
O
LRI R E,
EFE T EE R
(M
DOIE—NIERKRELERN xs X,

o

EERERE
EFRENEEREHRERS. SHNNHR, COURUNSRAREEESE RS,
BEEERERE

-

&% Trusted Advisor $##|& , Wik https://console.aws.amazon.com/trustedadvisor/home,
EEMERSD , EERERXT,
3. EEREBEMIUEFRUANMUTHFAGE :

N

- BRI - R EFESCRSH R E.

BUHERE - iRt ENRIIRE.

HAth 3R — 5 AKX H Amazon 3(#4,

FIHEKFPZREET AN K. BANERELRPIESBRRIX LT A,

4. (k) BHRWME , UEEINTEHIAERELE RS -

a. ‘EEBE—AIMB , RFiLEE Exclude & Refresh ( FEBRFIRIET ) o

b. EEEMBEHERMINE |, Hi%#F Excluded items ( BERRMVIE ) o
5. (Wik) BEEEMEUERERRITEEN

a. 1%3#%F Excluded items ( HEBREYINE ) , E&FE—NIE , ARBEIERF Include & Refresh ( SIEH
R ) o

b. EEFEMEBZEMUE , Hi%R Included items ( BEHWE ),

EERERE API R4 2026-06-08 77


https://console.amazonaws.cn/trustedadvisor/home

Amazon Web Services 1 AriEE

6. EFREEIR
(@ ) o
Tt Preferences ( HiZIW ) JiFEEF , EANEEEE TN BBEEMY , AFEE Confirm ( #
) o

THiL BRI E

ERERFINEL , EUNEEEEEETBERES R, Fla , ERRENEKS PERVRERT
ik , MER R FERSRE,

MREBTHEKSPBE (B Amazon B ) BT , MAIAERAFLEHERNE R T RIEERE
RYBLE .

EFEEHRE

1. &3k Trusted Advisor #£#l& , Mt A https://console.aws.amazon.com/trustedadvisor/home,
2. TESMBERFR Trusted Advisor BWTE L , IEBEREXF,

3. XITF Search by keyword ( #ZXBIFEER ) , BRAREENRIERPHXBIRAUTTELS R,
4. WT View (EF ) IR, EEEEETMERE :

« Allchecks ( FIERZE ) : JIHHEKINWABERE
- BUMRE-JIHEBEWERRRENRE, XEREUTEBREE TR
- BUMEE - SIHBUERMAENRENRE, XERENHEBREETR,
o REWBEE - FIHZEEAENENRE, XEREUAZERHE T,
- BRRTENRKRE - JIHEEENRATMARELERPHBRIANKE,
5. WR&E[ Amazon BIR ( 620 Amazon EC2 £k Amazon CloudTrail BRER ) b0 T #R , WA
DIfieE R, MEREERNERERREERENIE.,
NFRIREIE , WMARSRNE , AEERE Apply filter ( HMATHEESRHA ) o
6. EREMNXRT A RELRNEFEFEERNENTE,
7. EEGRZBRIGERMS , 5L Reset (EE ) ©

HXRER

BXABINFEWEZE B Trusted Advisor , IHFSFELULTER :

TRIEENRE API iR 2026-06-08 78


https://console.amazonaws.cn/trustedadvisor/home

Amazon Web Services 1 AriEE

« Amazon Web Services X3 |8 FA¥ri2Zh8E Trusted Advisor

« Amazon Web Services —fi&Z#& F BRI Amazon &R

RIFTR EL

BT LA RIFTR ELREUE K P BHER, IREE Developer 5 Basic Support E& |, N AJ A&
3 Trusted Advisor B H| & RIFZE, MREE B Amazon usiness Support+, En Amazon terprise
Support 5 Amazon Unified Operations itXll , /& Trusted Advisor B 3 Rl = P X R,

FIET Trusted Advisor T &

1. 5% Amazon Trusted Advisor #H|& , Mk https://console.aws.amazon.com/
trustedadvisor,

2. £ “Trusted Advisor B =% “XEXF" WA L , &F “RFHAAEXE"

BT BES AT AARFHRERE :

o IR RIRTE AR
(C
TR E,
- f£F RefreshTrustedAdvisorCheck API #&4E,

© EE

« Trusted Advisor B X BaIRIEF — R &EJLR |, Hl0 8 4R ZEAmazon
Well-Architected BV G X A&, ERUBEEZEEE/LNNIREFSE
TBHKFFER, NTFXEBHRFHRE |, BT EIERRIFEIR
(C
RFDIRIFE R,

« WRE Amazon Security Hub CSPM RIKF B A T #4 , WA Trusted Advisor !
& RI#T Security Hub CSPM ##, BXEZER |, HSH RIFRH Security Hub CSPM i
BER,

RIFRELER API R4 2026-06-08 79


https://www.amazonaws.cn/about-aws/whats-new/2016/06/aws-support-enables-tagging-capabilities-for-trusted-advisor/
https://docs.amazonaws.cn/general/latest/gr/aws_tagging.html
https://console.amazonaws.cn/trustedadvisor/
https://console.amazonaws.cn/trustedadvisor/
https://docs.amazonaws.cn/awssupport/latest/APIReference/API_RefreshTrustedAdvisorCheck.html

Amazon Web Services 1 AriEE
THEHRELR

WAL T H R ELE R | LUF Trusted Advisor EIEMIKF R EERE, BRIl THMERERIEERE
HNER,

M “ Trusted Advisor #EF" F THRERELR

1. 5% Amazon Trusted Advisor #H|& , Wik https://console.aws.amazon.com/
trustedadvisor,

- ETHFERELER , B Trusted Advisor BN KERFINH L EFR THMERE,
- ETHEERENRELER , FERREEN , ARERETHER
(H ) o
2. RERITH xls X#H. XHBEFRE Trusted Advisor BEHANHERBRESE , flNREZH,
R, RE., ZEONRFEE,

20 4540

WO LR BEALUBEINEE , N Amazon ALFAHFMERKAKFAERE, BXEZER , B5H W4
LB Amazon Trusted Advisor,

Preferences ( B1&11 )

EEIE Trusted AdvisorE L , BA[LAZEF Trusted Advisors

£ Notifications ( BH ) TEL , BAUARERERESEABL FHH. BSHREBAEIEI,

EENEATE L , B LAER B AREATE5RIYR Amazon Organizations, X2 B4 L1 E
Amazon Trusted Advisor ZhEEF Trusted Advisor Priority PR 4 FEH o

REBEAHIED

EEHTUEKESEAKREL RMN Trusted Advisor B FHEFNES . LEAHALAWE —H B Fep4E
H S HER “ Trusted Advisor #EEF X EHE,

“ Trusted Advisor ¥ Y 8B FH 4B TS IE Trusted Advisor EERNER, BXEZER | F5
% B Trusted Advisor {1t 5B H,

BiREBAEIETR

1. &% Trusted Advisor ##l& , Mt 7 https://console.aws.amazon.com/trustedadvisor/home,

THRELER API k7 2026-06-08 80


https://console.amazonaws.cn/trustedadvisor/
https://console.amazonaws.cn/trustedadvisor/
https://console.amazonaws.cn/trustedadvisor/home

Amazon Web Services X ArfEm
2. TESMBEREPR Preferences ( &I ) T , %% Notifications ( BH ) -

3. XyF Recommendations ( B ) , EREWREERNTR, BAILE Amazon k£ S K AREE
BEER MKFIRE” TUE SR INFMERERR A

4. XF Language (BT ) , BEDFHHFHEMES,
5. 1&#% Save your preferences ( RIFEHIEIM ) o

REHLNE

MREFERZEW ST Amazon Organizations , M AR AL PN FAEKAKFRIRIRE. BXEZE
B BSH WALME Amazon Trusted Advisor.

£ H Trusted Advisor

HIRB AL ARSSES , Trusted Advisor RN IR K P #TEMARE, EA=iH15R Trusted Advisor
BHAERER AP BEN AW E| —FKIGRIBIEL I EIRE L,

EEH Trusted Advisor

1. %3 Trusted Advisor ##l& , Wit Jyhttps://console.aws.amazon.com/trustedadvisor/home,
2. ESMBERFINEREIT , EREE Trusted Advisor,

3. £ Trusted Advisor & , <] Enabled ( B8 A ) o LIRMEFEE Trusted Advisor F & F R EY PR
BXE,

4. RE, BULFINENKFHPRERZESAE. BXESER , F5H Rk WRSHEXAE

Trusted Advisor,

HXER
BXWEZEE Trusted Advisor , BS LU TES :

o RiZWAFIBAEER Trusted Advisor ?
« Amazon Trusted Advisor &S E & ¥

Preferences ( BIEIN ) API R 2026-06-08 81


https://console.amazonaws.cn/billing/home#/account
https://console.amazonaws.cn/trustedadvisor/home
https://console.amazonaws.cn/iam/home?#/roles/AWSServiceRoleForTrustedAdvisor
https://www.amazonaws.cn/premiumsupport/knowledge-center/trusted-advisor-intro/

Amazon Web Services 1 AriEE

Fr 241 F Trusted Advisor API

Amazon Trusted Advisor APl & &R TEEH X Trusted Advisor AP I{EFRBIRHX MW IFME S
NEFR. Itk APl 2EITEH K F 5 Amazon AR AFTE K F R Trusted Advisor HEER 5 BRI R
Trusted Advisor API EFLL JSON #&RIREI4 R HTTP A%,

(® Note
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f&Bh Amazon Web Services X#F RS , BRI IR E S Amazon Trusted Advisor REH R AREF. It
FBUE R AN{AIREN Trusted Advisor RER IR, RIFIEF—IRE , RARRERERENFHALE R,

XL A Java HITETR. BXEXNEMESHIEFNEER , ESE AT Amazon Web Services HY
TE,

\

F&

+ 3REXA] A Trusted Advisor & &/ ¥ &
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LAF Java REBEX 812 — 4 Amazon Web Services x# BFImEHl , B R ZEFFimXKARRE
Trusted Advisor APl #4E, #E Tk , XEBRREBEN A DescribeTrustedAdvisorChecks API #4E |, 3k
HY Trusted Advisor B F|R X EHIRM CheckId B, EALMEALEEXREERFAAEE , itAF
Bt R EERMNBETERFHRE,

private static AWSSupport createClient()
{
return AWSSupportClientBuilder.defaultClient();
}
// Get the List of Available Trusted Advisor Checks
public static void getTAChecks() {
// Possible language parameters: "en" (English), "ja" (Japanese), "fr" (French),
"zh" (Chinese)
DescribeTrustedAdvisorChecksRequest request = new
DescribeTrustedAdvisorChecksRequest().withLanguage("en");
DescribeTrustedAdvisorChecksResult result =
createClient().describeTrustedAdvisorChecks(request);
for (TrustedAdvisorCheckDescription description : result.getChecks()) {
// Do something with check description.
System.out.println(description.getId());
System.out.println(description.getName());
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BT Java REZER 62— Amazon Web Services X3 B iwsEfl |, & 7] B 1% P iw Sk Rl #
Trusted Advisor 243,

// Refresh a Trusted Advisor Check
// Note: Some checks are refreshed automatically, and they cannot be refreshed by using
this operation.
// Specifying the check ID of a check that is automatically refreshed causes an
InvalidParameterValue error.
public static void refreshTACheck(final String checkId) {
RefreshTrustedAdvisorCheckRequest request = new
RefreshTrustedAdvisorCheckRequest().withCheckId(checkId);
RefreshTrustedAdvisorCheckResult result =
createClient().refreshTrustedAdvisorCheck(request);
System.out.println("CheckId: " + result.getStatus().getCheckId());
System.out.println("Milliseconds until refreshable: " +
result.getStatus().getMillisUntilNextRefreshable());
System.out.println("Refresh Status: " + result.getStatus().getStatus());
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IR IZIZEST Trusted Advisor REUE RFITRASKIENER2E , BEEA
DescribeTrustedAdvisorCheckRefreshStatuses APl B{EIE R EZTHEURFTHFEMTFRE LR
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LA Java REBEXER CheckId TEFRMWHMNERIELTH D PEROREANRS. LA |, R
BIEER T Trusted Advisor BRSHY H At 150 B i%

1. B LUBEER getMillisUntilNextRefreshable SEflF B SN RKIEH
DescribeTrustedAdvisorCheckRefreshStatusesResult. & A LA{ERIREMNERMNXEE
FERLDEKERFLE,

2. 1R timeUntilRefreshable &F = , LA AERRIFRE

3. B LME AR E AR AS S E R IRATL , RBENLHRARBIRENENN 10 B, NRREN
enqueued % in_progress , ENFREHBHRXERRS. MREAIRE successful , MFEER
K1k,
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4. B&f5 , R¥BIRE —/ DescribeTrustedAdvisorCheckResultResult FIEX B K LH] |, &a]
FERZRGEIREFMERNER,

AR BEEAENRIFBER  REBRWFRRS.

// Retrieves TA refresh statuses. Multiple checkId's can be submitted.
public static List<TrustedAdvisorCheckRefreshStatus> getTARefreshStatus(final String...
checkIds) {
DescribeTrustedAdvisorCheckRefreshStatusesRequest request =
new
DescribeTrustedAdvisorCheckRefreshStatusesRequest().withCheckIds(checkIds);
DescribeTrustedAdvisorCheckRefreshStatusesResult result =
createClient().describeTrustedAdvisorCheckRefreshStatuses(request);
return result.getStatuses();
}
// Retrieves a TA check status, and checks to see if it has finished processing.
public static boolean isTACheckStatusInTerminalState(final String checkId) {
// Since we only submitted one checkId to getTARefreshStatus, just retrieve the
only element in the list.
TrustedAdvisorCheckRefreshStatus status = getTARefreshStatus(checkId).get(Q);
// Valid statuses are:
// 1. "none", the check has never been refreshed before.
// 2. "enqueued", the check is waiting to be processed.
// 3. "processing", the check is in the midst of being processed.
// 4. "success", the check has succeeded and finished processing - refresh data is
available.
// 5. "abandoned", the check has failed to process.
return status.getStatus().equals("abandoned") ||
status.getStatus().equals("success");
}
// Enqueues a Trusted Advisor check refresh. Periodically polls the check refresh
status for completion.
public static TrustedAdvisorCheckResult getFreshTACheckResult(final String checkId)
throws InterruptedException {
refreshTACheck(checkId);
while(!isTACheckStatusInTerminalState(checkId)) {
Thread.sleep(10000);
}
return getTACheckResult(checkId);
}
// Retrieves fresh TA check data whenever possible.
// Note: Some checks are refreshed automatically, and they cannot be refreshed by using
this operation. This method
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// is only functional for checks that can be refreshed using the
RefreshTrustedAdvisorCheck operation.
public static void pollForTACheckResultChanges(final String checkId) throws
InterruptedException {
String checkResultStatus = null;
do {
TrustedAdvisorCheckResult result = getFreshTACheckResult(checkId);
if (checkResultStatus != null && !checkResultStatus.equals(result.getStatus()))

break;
}
checkResultStatus = result.getStatus();
// The rule refresh has completed, but due to throttling rules the checks may
not be refreshed again
// for a short period of time.
// Since we only submitted one checkId to getTARefreshStatus, just retrieve the
only element in the list.
TrustedAdvisorCheckRefreshStatus refreshStatus =
getTARefreshStatus(checkId).get(Q);
Thread.sleep(refreshStatus.getMillisUntilNextRefreshable());
} while(true);
// Signal that a TA check has changed check result status here.
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EERMENFALERREZG , £ DescribeTrustedAdvisorCheckResult APl B ERERER,

® Tip
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BN RBEPRE ) . ERRXETERZE , ZREBBEHREIAFPRAUAREFRENRE , 2
BEES result.getChecks().get(0) WAPEERSE 0 RERZETIRPE-—MRENF
Ko TR, WERARBEN— DescribeTrustedAdvisorCheckResultRequest Efl , HFiZ
SlEiELE R DescribeTrustedAdvisorCheckResultResult B checkResult E4il, &a]
DERALBERENRAEHEERES R,
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// Request a Trusted Advisor Check Result
public static TrustedAdvisorCheckResult getTACheckResult(final String checkId) {
DescribeTrustedAdvisorCheckResultRequest request = new
DescribeTrustedAdvisorCheckResultRequest()
// Possible language parameters: "en" (English), "ja" (Japanese),
"fr" (French), "zh" (Chinese)
.withLanguage("en")
.withCheckId(checkId);
DescribeTrustedAdvisorCheckResultResult requestResult =
createClient().describeTrustedAdvisorCheckResult(request);

return requestResult.getResult();

& 7~ Trusted Advisor © ERIFHEL

LA Java REBERIEFA B —TIREIM DescribeTrustedAdvisorCheckResultResult SE4 , LAZkK
EY Trusted Advisor 8 &R ICHI BRIV 5K,

// Show Resourcelds for flagged resources.
for (TrustedAdvisorResourceDetail flaggedResource :
resultl.getResult().getFlaggedResources())

{
System.out.println(
"The resource for this ResourceID has been flagged: " +
flaggedResource.getResourceId());
}

§94B LB Amazon Trusted Advisor

HAOAMBE R EEFEDFFEK S B Trusted Advisor X ZAmazon Organizations. /B LLIhEER |
BOUBIBIRERREEAPFERAKFHNRELR., ZREBERELRVBEURENKFH
SEMERNES. fli0 , BAILAERAIXLEREES IAM AR EREEH LD FHBLRK - EEEH

Amazon Identity and Access Management (IAM) , & ZEREHET Amazon S3 FE N RLEXS
I 5 i#h 8] 22 174 AR S5 (Amazon S3) Simple S3 EAE TRV IRERIL,

® Note
AANENREEFEXHATTATM,
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£

. EREH

- BRALNE

* Jl¥T Trusted Advisor X &

- BIBALANERE

- EERERE

- FTHRALMNBRE

- ZRALNE

- A IAM KRR FIERARNE

« ERAHAM Amazon fREEF Trusted Advisor R &

FRFAM
EAFHREUATERS B AAANAE :

o SREIK 452 Amazon Organizations B & o

- BHHELAXIE R A Organizations FIEINEE. BEXEZELE , S Amazon Organizations
FismsmE AALAP B IIEE.

o HAORKERNKF %IE B Amazon usiness Support+, En Amazon terprise Support &% Amazon 4t
—ZEitR. EALAM Amazon Web Services X # /03 Support plans 7T H % &8 21T
BES LR Amazon Web Services 35 i+ %.

s BUBUEEKFHPNAFRSH (RARENERAER ) BR, TRERUIAM AFER IAM BEF
X, BEAANAEEEMENRNKE, BSAEH IAM FBATFHEEHLUE,

BRALHE
BRELERGEARHEZE  FREUATSREAALANR, SRS , FHIUTER :
+ Trusted Advisor EERN T ERFZELNEARFRZH, BEXEZELR |, S Amazon Organizations

AFEEHHERE M Amazon BRSE A AIETHRRR.

+ AWSServiceRoleForTrustedAdvisorReporting service-linked-role 7E#&4H 42 A (9 B I8 Ik 7
REBE, hAGIERKREEA Organizations Trusted Advisor FTEMNIR, RS <B ARS8
E , BLEFIMBERE. EXEZEE , H5H MERSHEXAEA T Trusted Advisor,
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A LAM Trusted Advisor 4|4 B AEH LA RE,

EZRAARUE

1. LNEERSHEFARNEEKS, , RFHE LITF Amazon Trusted Advisor 2 & https:/
console.aws.amazon.com/trustedadvisor,

2. HESMBHTPE Preferences ( &I ) T , %&#F Your organization ( #HIALR ) .

3. EBEUTHREBAAEHME T Amazon Organizations , 7 “B A",

(@ Note

NEBKFBRAALMBT2NMERAKFREMENREE, §lin, MREHNKAKFEHE
BEAYE  BAXEKFETFT2HESEEKFHEEMNKE, 1Z Amazon Web Services X
B T RRE 7 WL Trusted Advisor X Z 7 AT K,

Rl Trusted Advisor X =

ERANANERE 28, RIZBIERIE Trusted Advisor TZMRS. BOLUTEHIRE , MEAERIH
Trusted Advisor ®RZE | BEMIRE TERBEHEHE L.

R IEA B Amazon usiness Support+, En Amazon terprise Support 2, Amazon Unified Operations

iTX] , M4 E Trusted Advisor BEIZIRIFTKFAFHZE,

(® Note

MRENALPERETREDERNTIFITRINIKS |, WX LMK /YA - A5E F Trusted
Advisor 2| B F BEERIFT X R, BLERIFMAREEKS PHMEKFHRE,

RIET Trusted Advisor T &

1. S#ME Amazon Trusted Advisor ¥ %A , Mt 79 https://console.aws.amazon.com/
trustedadvisor,

2. 1 Trusted Advisor BIXTNHE L , ERIFFAIERE. XHRFEKFPNFIERE,

BT BEUTAARFREERE
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- 5/ RefreshTrustedAdvisorCheck APl #&1E.
o IR RIFTEFR

(C
HITRBRE,

SIBALAINEKRE

BRALAMER , BaCIBIRE , UETUEFAHALM Trusted Advisor R EL R,

RS 50 MG, MRGIENREEHUER , Trusted Advisor 2RIBRZFNRE. BF
EIRE B RRE R & o

BRoRALUERHRE

1.

BREIHLQMNEENK S HITFF Amazon Trusted Advisor #2#1A , it R https:/
console.aws.amazon.com/trustedadvisor,

FESMEEP , &E#F Organizational View ( ALHMAE ) .
EEAERE

RIMBERT , ZIREBFELEP Amazon Web Services X3, XZEHK5|, XEMARBRS. 7
Create report ( B12RE ) TEHL , BRI ERAFERFETEE L IRE . Sl , EALUEREKX
HE Al (23 ) &I, AREEESRERSHFHENXIE,

a.
b.

C.

WAIREH Name ( B ) -

X F Format , #%#¥ JSON = CSV,

NF ‘X", $EE Amazon Web Services X13 Ri%F “&3p",

X3 F Check category ( 8 &EXEF ) , EEREREXRFINEF Al (£30) .
XTF Checks (KRE ) , EFZXINBERE , SUEFEAI (23 ),

® Note

Check category ( R&ERF ) MMEFRMFESE Checks (RE ) FFiE&RH, Flwm , m
RIBIERE Security ( R2 ) K3l , ARERRBENRERR , WENREFITEZE
ANFIEREL R, EENHNBERERERRE  BAREXRFIRBZEIAN AI (£
) B, REEBREHNRER.
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f.  XF Resource status ( BIRIRE ) , EREIFERIRE , 20 Warning ( BE ) |, EE
All (2E) .

5. X¥F Amazon Organizations , FEFRESSHEREFNALALR L (OU). BEXx OUMEZER , &
2% Amazon Organizations FFIEEHHNEEHL £,

6. EEBIERS,

Example : 022 R & i i% 4 &1
AT R AT ED A2 JSON R :

« = Amazon Web Services X1gj
- FFENZEHMERE

EUTROF , ZRESEIFDEARBUN—NE T HZAL Amazon K7

© EE
o BIEIRE TR A R BURT B4 IS SR R S o R R
. BREE—ROBSMRE | BRIEUFIRE DETED 6 M,
- WMBELREEIREEREAEL , BRIFAE.

EERERE

REERMER , B LM Trusted Advisor EFHIEEERER/E, X , ERTUAREEFENALN
MRELSRBE,

EEERERE

1. BFRIALNEER S HITFF Amazon Trusted Advisor #2&|& , Mt A https://
console.aws.amazon.com/trustedadvisor,

2. ESMBEHKF , % Organizational View ( HEAME ) o

3. BERIREBW.

4. £ Summary (HE ) THEL , EESHERINKERS. BIETLLERE Download report ( TE
BE) o
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TEHALMEIRE

REEERERE , M Trusted Advisor 2% & T, MER— zip X, HPEE=1XXH:

« summary.json - BEBMREXFINKRELERHEE,
 schema.json - @EMREFIEEREN schema,
« BRIRXMH (json B .csv ) - BEEXEALPRRNRERSHIFAF S,

ETHALUBEIRE

1. FEH LA E M P HITFF Amazon Trusted Advisor 3 HI& , Bt A https:/
console.aws.amazon.com/trustedadwsoro

2. HESMBEHKH , % Organizational View ( HLEME ) o

Organizational View ( H4RHE ) THERTH TEHORE

3. ®EE—IRE |, % Download report ( FEIRE ) , ARREXMH. —RRETH —MRE

4. MRERZXH.
5. FAXKRERITH .jsonXHIFEABFRENARFITIT . csv X,

(® Note
WMRERIIRE N 5SMB S L |, B BELWREIZ A4

Example : summary.json 3 4
summary.json XHERALPHKFHE R BMHEF PR ENRS.
Trusted Advisor ERL TEHIERBRRRAREER !

 Green— Trusted Advisor K& E 3z EF1E @ E,

* Yellow— Trusted Advisor ¥ 3z S AJ BE1FTE HY [E] &,
 Red— Trusted Advisor # Il B £5iR H B WK BRI,
 Blue— Trusted Advisor ToEHE X EMIRES,

EUT RS, HMEERN Red , — N A Green , —N A Yellow,
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"numAccounts": 3,
"filtersApplied": {

"accountIds": ["123456789012","111122223333","111111111111"],

"checkIds": "All",

"categories": [
"security",
"performance"

1,

"statuses": "All",

"regions": [
"us-west-1",
"us-west-2",
"us-east-1"

1,

"organizationalUnitIds": [
"ou-xa9c-EXAMPLE1",
"ou-xa9c-EXAMPLE2"

1,
"categoryStatusMap": {
"security": {
"statusMap": {
"ERROR": {
"name": "Red",
"count": 2
.
"OK": {
"name": "Green",
"count": 1
.
"WARN": {
"name": "Yellow",
"count": 1

+

"name": "Security"

.
"accountStatusMap": {
"123456789012": {
"security": {
"statusMap": {

THRAKANERS
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"ERROR": {
"name": "Red",
"count": 2
.
"OK": {
"name": "Green",
"count": 1
.
"WARN": {
"name": "Yellow",
"count": 1
}
},
"name": "Security"

Example : schema.json 304

schema.json XHBEREFHREMN schema, AT REIBIE IAM ZIBREEH 1D FEMH
(YW2K9puPzl ) 1 IAM Z4A%#k (DgdJgYeRm5) K&,

"Yw2K9puPz1": [
"Password Policy",
"Uppercase",
"Lowercase",
"Number",
"Non-alphanumeric",
"Status",

"Reason"

1,

"DqdJgYeRm5": [
"Status",

"IAM User",

"Access Key",

"Key Last Rotated",
"Reason"

1,
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Example

resources.csv X IZEHLAFRFENEXES. KROIERTHREFE RN —EHIES| , MTAT
R

- ZEMKFHKS D

+ 3 Trusted Advisor B 5

- ®WRID

- REMNRZ

» Trusted Advisor X ZH £ H

« X Trusted Advisor Z3 5

- RAL B (OU) HARWKFHIIKF 1D

REFERBRIRELE RN , REXAHTEEREB. EARTEREPEIRE , RRWOT :

- RERSE | FIIRKF LW MFA | SREBRR , tF2EREREP, EERNRENINERE
summary.json X#H,

- BEREREENIN Red H¥#E Yellow RERER. MRAMEREREEN Green , MENIAREFTAH
NELZOIRE P,

- MREENFTEREVRZSEAKS , UREAREFRXETRERSEP. fl0 , MREMNARPE
B A Amazon Elastic Compute Cloud fi&3E%1 , | Amazon EC2 Reserved Instance Lease
Expiration R EFFRETRELHNREF.

- P EARBFRELE R, SPEELRLFTRXEXIFITNNAF §IXZ 5K Trusted Advisor EHLET
AL R EXTIER, MREHE B Amazon usiness Support+, En Amazon terprise Support
Amazon Unified Operations itX| , MAFPMNEMKFERZAREEE AN BT EEIRES
R, BXEZEER , S RlF Trusted Advisor &,

- MRRABELNEEKSFBERATRERZW , WHRERFLBRAL P EABKS B EIF,

NFRBEXM , SO LAERE B4 (10 Microsoft Excel ) 3TFF .csv B R, EAILUER .csv X
NELHAEKFFHNREREHR TS HT. IRENREENAERRF—EEA , WA LURREHE
A json XHET .

json XL cov XHBRABRHNREFEEKR , TATERFERARS , SINERAZANBEENRS
MNERDH. Hln , EALAFF SQL O E# I Amazon Athena 2258 Amazon RS EEER , W&
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MRS HITER, BETFLAER Amazon Quick BIEZZHIEHARH THLEMERE, EXEZELR |, 1§
2R A EM Amazon BRFEFE Trusted Advisor R

BERELANE

REBEHEFRZERAALANRE, SLNEFALNEERS  REEEZALYERENRNAR. &
ToEMA LRy E ALK - 22 At Th e

ZRWhEER  FHAUATER :

« Trusted Advisor 247 AI{E k%51 Organizations # il BR.

« AWSServiceRoleForTrustedAdvisorReporting BR<Bx & B IERH LK SR P FES,
XERBEMREFE , BRUFIBIERE.

« WEERNALONE, EERTEHIRS. EHEUROIENIRE | BHUTM Trusted Advisor 32&I A &
ENRRAALNR, ESREHALME,

EERALME Trusted Advisor

1. BRIEARNEEKS HITIF Amazon Trusted Advisor ##HI& , Mk A https:/
console.aws.amazon.com/trustedadvisor,

2. ESMERF  EREIEW,
3. 7 Organizational View ( H4RME ) T , 1%#F Disable organizational view ( ZRHLAME ) .

ERALAMBEE , FF Trusted Advisor TECBALFEM Amazon IKFHIXE, ER , £

B IAM #2#|& . 1AM APl 28 Amazon Command Line Interface (Amazon CLI) S EMiBr =

BI , AWSServiceRoleForTrustedAdvisorReportingf RE X BBNRBELALNEEKRF B,
BEXEZER , H2H (AM AFERE) PHRIBRERS<EKAE,

(® Note
&R LAME R E A Amazon RS REWMAIRCARNBERETNHE. AXESEE | BEH
UTHRR :

« Amazon BEEMAEEZE A EH Amazon Organizations K #E & & Amazon Trusted
Advisor E1X

« EREM Amazon IREERE Trusted Advisor ks
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Amazon Web Services X & ArfEm
£/ IAM KBS RFHRIER N E

IEAILAE A LA Amazon Identity and Access Management (IAM) KRB R F &K~ A A RA R R
FHALME Amazon Trusted Advisoro

Example : XT4H LM E R T4 15 RIAXBR
DTEBATELGRARNEINE, EZXENRNAFLATUHRITHUTIRE

- BRANZEAALNE
- SR, EFENTHRE

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "ReadStatement",

"Effect": "Allow",

"Action": [
"organizations:ListAccountsForParent",
"organizations:ListAccounts",
"organizations:ListRoots",
"organizations:DescribeOrganization"”,
"organizations:ListOrganizationalUnitsFoxParent"”,
"organizations:ListAWSServiceAccessForOxganization",
"trustedadvisor:DescribeAccount”,
"trustedadvisor:DescribeChecks",
"trustedadvisor:DescribeCheckSummaries",
"trustedadvisor:DescribeAccountAccess",
"trustedadvisor:DescribeOrganization",
"trustedadvisor:DescribeReports",
"trustedadvisor:DescribeServiceMetadata",
"trustedadvisor:DescribeOrganizationAccounts",
"trustedadvisor:ListAccountsForParent",
"trustedadvisor:ListRoots",
"trustedadvisor:ListOrganizationalUnitsForParent"

1,

"Resource": "*"

},
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{

"Sid": "CreateReportStatement"”,

"Effect": "Allow",

"Action": [

"trustedadvisor:GenerateReport"

]I

"Resource": "*"

}I
{

"Sid": "ManageOxrganizationalViewStatement",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess",
"trustedadvisor:SetOrganizationAccess"

]I

"Resource": "*"

}I
{

"Sid": "CreateServiceLinkedRoleStatement",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/

reporting.trustedadvisor.amazonaws.com/AWSServiceRoleFoxTrustedAdvisorReporting"
}

Example : X4H 4210 B #Y 1R EX T (R AX BR

LU SR AR VISRV AR B #E 4T RIRIG R Trusted Advisore EEXERBRNAF REEENTHRIE
i =

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "ReadStatement",
"Effect": "Allow",
"Action": [
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"organizations:ListAccountsForParent",
"organizations:ListAccounts",
"organizations:ListRoots",
"organizations:DescribeOrganization",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListAWSSexrviceAccessForOrganization",
"trustedadvisor:DescribeAccount",
"trustedadvisor:DescribeChecks",
"trustedadvisor:DescribeCheckSummaries",
"trustedadvisor:DescribeAccountAccess",
"trustedadvisor:DescribeOrganization",
"trustedadvisor:DescribeReports”,
"trustedadvisor:ListAccountsForParent",
"trustedadvisor:ListRoots",
"trustedadvisor:ListOrganizationalUnitsForParent"

1,

"Resource": "*"

R LBIZBCH IAM Kk, BXESZER , F2H IAM B iERE R EIE IAM K,

(@ Note
MR IR Amazon CloudTraill EFHREBERATUTAR  NBEXEXKEFARELSETRUTAR

« AWSServiceRoleForTrustedAdvisorReporting— Trusted Advisor AT i R4H 4R

KPR RSHEXAE,
« AWSServiceRoleForTrustedAdvisor— Trusted Advisor AT ifRI4A 4R BRSSHYPRSSAE
xAEE,

BEXBERHKACNEZEER , BSHERESHEXAE AT Trusted Advisor,

FERE M Amazon BRESZEE Trusted Advisor IRE

BREAHECEAHM Amazon RELEZNEFLNERE. ZXETEHR , BFUE- A TEHEREN
0 I 52h 3] 22 174 IR 5- (Amazon S3) Z & #F Amazon CloudFormation —/N B F1EIK P F 6] B R RV E
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o ARG, B LAEA Amazon Athena R RBIREMIREG |, HEFEA Quick EEHIER S 1L
XLEBHE,

AXRAMILIREBIBEWNEEFRE , FS% Amazon BEEFABEBEF DA FE A Amazon Organizations
AHEEE Amazon Trusted Advisor EiX

TR AF
FaAHRZE , BURHEZATER

- LLEBEERNPRE Amazon Identity and Access Management (IAM) A B & %,
- FAEELRE (FHFERILILEE ) Amazon Web Services X1 HRIFIR B &K Amazon BRE M AR
« BIE—MREKF, BXEZELR , 55 Amazon RIEAF IR FH Quick FEBIED AT,

k& E#ZE Amazon S3

R THE resources.json REFE , FXH LHEI Amazon S3, BUMEEXZERI ( FHFEILIL
2B XS ERE#E,

BN & £ &3 Amazon S3 1FE 4

1. &% Amazon Web Services BB #| & # https://console.aws.amazon.com/,
ERAXE®RESR , ARERXERE (#AERLILE ) X,

$TF Amazon S3 #2#|& , MAULA hitps://console.aws.amazon.com/s3/o
ME@EBEIIRF | i£5F S3 FEWE , AREHEN. EAUUET —BEFRERZER.
fEbucket-nameWE L , &#F “QIENXH4KR , AE W folderl , RFERE “RE"
%1% folder1,

1t folder1 A , #%#% Upload ( L ) , A/F1EFF resources. json X4,

EE Next ( T—F ) , REBEBRIAGED , AF1%E$E Upload ( £3 ) -

© N o g &~ w0 Db

® Note

MRERGFFIRE LRBIWEFER , BESBRLER . json WHANNEHHATESRSE , X
BERT2BRZNARE, Flw , ERSCFEEFMEI"ANXH |, fl resources-

timestamp.json. resources-timestamp2.json , kLK H,
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15 A 0 22 289 & R Amazon CloudFormation

R E L8 ZE Amazon S3 /& , iHFEAT YAML #4R L3 E Amazon CloudFormation, LbiEMR & iFE
EREHK F 812 Amazon CloudFormation BFLEERIR | AMEEMRS LA S3 EREHPHIREH
. ZEHRHN IAM Amazon Lambda, FeIZE &R Amazon Glue,

{55 F B B 48 /9 &R Amazon CloudFormation

1. T %k trusted-advisor-reports-template.zip 3X 4.

2. BREREZM.

3. HEXAYmEERRPITITERM

4. XF BucketName F FolderName 2% , &4 your-bucket-name-here M folderl BB
BN ENKS PR FEBE NN ERER,

5. RTFEXM

6. 7E https://console.aws.amazon.com/cloudformat ion _£3TF Amazon CloudFormation 2% & .

7. MREEKRE  FEXEBRZESRP , ERXERE (HAEFRLILE ) X,

8. HESMEMRT , i£1F Stacks ( Htk ) o

9. 1%3% Create stack ( BIEHtk ) , AFIEIE With new resources (standard) ( R EIR (Fr

) ) o

10. 7£ Create stack ( 8l23#4% ) WE LAY Specify template ( F5EEMR ) T , %42 Upload a template
file ( EEEMRIUH ) , RFIEE Choose file ( 1ETRXHF ) o

11. &8 YAML X, RIEEE Next (T—F ) o

12. 7£ Specify stack details ( IEEHKXFMELS ) WEL , W AMKRBN , W Organizational-
view-Trusted-Advisor-reports , R/FEE Next ( T—F ),

13. 7£ Configure stack options ( BiE#kIET ) MEL , RERIARE , RFIEE Next ( T—
F)o

14. EE# Organizational-view-Trusted-Advisor-reports TH L , FZEMNIET, R
MR , & “FREIA Amazon CloudFormation AIRE &SI IAM BIR” Ei%4E,

15. IR

BIEHERLITE 5 2 #hEdE,
16.
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#1# Amazon Athena R RIZkIE

RERRGE , LAILIE Athena FEBHIE. £ Athena RIBERAH D MTRENER , HIWNEKREAR
PRIKFHRERESE R,

© EE
. ERZERD (HERLLL ) K,

ﬂﬂ%fﬁ"ﬁ% Athena WHTF , NIXNEIRREEHNERNE , ARTERNRGZTERN. HRINE
WEAMMNERETRN S3 MG, BXEZEE , SH Amazon Athena AP IER
NiEEBERLERNE,

E#& Athena FEHHIE

1. M https://console.aws.amazon.com/athena/ T FF Athena #2#|& .

MREHRRE , FEXBEESRD , REXERST (FFRILILE ) X,

1% Saved Queries ( RENEW ) HEBRFED , #iA Show sample,

R ERIER , HlI0 Show sample entries of TA report ( 2R TA IREMRHIZE ) .

w0 D

Athena «ueryEditor  Saved Queries  History  Datasources  Workgroup - primary Seftings  Tutorial  Help  What's new

Saved Queries

* Delete Query © New query
Name Description Query
O Show sample entries of A query that selects all aggregated data SELECT * FROM "athenatacfn”."folderi” limit 1e
TA report
« Beginning of List

BEHANSUTARRERLL,

SELECT * FROM "athenatacfn"."folderl" limit 10

5. &RI=1T o BHERHERE RHEXK,
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Example : Athena &1

TR RAIERIREHE 10 NRAEIZE.

i)
Mew query 1 | @ Show sample ent... @ +
‘ 1 SELECT * FROM "athenatacfn"."folderl" limit 10

Save as Create ~ | (Runtime: 0.83 seconds, Data scanned: 94.75 KB)

Use Ctrl + Enter to run query, Ctrl + Space to autocomplete Fr AT el

B L]

Results “
« volume type ¥ checkname = accountid = category = issuppressed ¥ snapshol
1 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-0d4
2 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-06b
3 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false

4 General purpose(S5S0) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false

5 General purpose(S530) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-0efd
6 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-0ab
T General purpose(SS0) Underutilized Amazon EBS Volumes 123456783012 Cost Optimizing false snap-078
& General purpose(S50) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false

9 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false snap-0ffe!
10 General purpose(SSD) Underutilized Amazon EBS Volumes 123456789012 Cost Optimizing false

< >

BXEZEER , 52 Amazon Athena AFEEF M E A Amazon Athena 1217 SQL &£,

£ Quick B2 KRR

& WA BURE Quick , LAE A AR S E R EE BT H ARG E S
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® Note
ERMERAZERD (FFRLILE ) X,

£ Quick FBIZNFRR

1. SME Quick BHIBHEFENIK,,
2. %&$E New analysis ( I D47 ) . New dataset ( FIHIEE ) , REERF Athena,

3. 7E New Athena data source ( 7 Athena BIEIR ) XJiFES , W AT FEEZ , Hla0 AthenaTA |
SRIG1E$E Create data source ( BIEEITER ) -

-_—

New Athena data source X 1

Data source name

AthenaTA

Athena workgroup

[ primary ] v

Validate connection SSL is enabled

4. 1E Choose your table ( E#F %k ) WiEHER , & athenatacin FTH , 1% folder1 , RFIEEF
Select ( &£ ) -

5. £ Finish data set creation ( SERRBIEE IR ) X iFEH , 1&$#F Directly query your data ( BE#EE
WIRWEIE ) |, AR/FIEEFE Visualize ( ATHL ) o
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Finish data set creation *

Table: folder1
Data source: AthenaTA
Schema: athenatacfn

Import to SPICE for quicker analytics +/ 1008.8M8 avallable

© Directly query your data

Y4 , ABUE Quick PRIRMNEAR, BXTSES | 5 M Amazon W% S iSE s A2 EE
1o

Example: IR TR
AT R FRIRE RABE X Trusted Advisor R ERER , Hlf0 :

« ZXWHKS IDs

« Amazon & ith X5 E
rEX5

KRERA
BANKFHREPHREE

Reconds by Category Records by R

Records by Accountld

Records by Status

3
£

Fl  Accountd s

i
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® Note

MRIEHE G BRI EARIEZIMNRIEIR |, BHER Quick ATAER Athena. BXEZER | i
SR (LDRRERAFERE) P BT EEEST SE A thena”s

BXRAURLREBRENEZSEENRG , ESH Amazon EBEARBEEPMEA Amazon
Organizations KF#E&EE Amazon Trusted Advisor Z i,

R HEE
MREERLEPEREE , FSRUTHEHRRRER.
BRAERVRE DB IRIBE

BIERER , ALNEIETSHIRIFALFH Trusted Advisor X E, EFRMBFHRELR | iF
RIFTALHNEBKFNBINRAKFHIRE, BXEZELR |, 5 B Trusted Advisor £,

BHHREFREENS
MREHIREEBEENS |, Athena EH S AIRSELHNRPERUATHIR

HIVE_INVALID_METADATA: Hive metadata for table folderl is invalid: Table
descriptor contains duplicate columns

SHRE, ERURBUTSRRIEE LRI,

EREENT

BT LAER Amazon Glue 2H| A EF R , HREBEREHREFEENI,
BEEREET

1. $TF Amazon Glue ###|& , Wik Fhttps://console.aws.amazon.com/glue/o
2. MREBEARRE , BEXEEZESRP , ERFXERE (HAEFRLILI ) X,
3. ESMERTP , &R

4. EREHXHREF , BIW folderl , RIFTE “£H" TEEFE “FE” WE,

MREEEENT| , WATRFIRE L FER Amazon S3 F#EM. SRUT LHFHRE &

VAN
o
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Amazon Web Services 1 AriEE

LIRS

HEIRFNEES /G , RNBWEEAFREERAEGRE. STARMNIHEEZNARERAAAPH
BRAT IR & IR

BEEEHRE

1. WMBHEEE , BHRIFHL DK H Trusted Advisor X E, FSFRIFET Trusted Advisor X E,

2. 1E Trusted Advisor #ZH| AR SIEH TH S — JSON 5., BSHAEBEALMEIRE. REIE
R IBAIER JSON X,

3. &3F Amazon Web Services BIE1ZH| & H4TFF Amazon S3 #2H|& , Mut Fhttps://
console.aws.amazon.com/s3/.

4. 1%&$F Amazon S3 F#M , RFIEEFE folderl XHX,
5. BB E— resources.json & Hi%EE Delete ( HIBR ) -

6. £ Delete objects ( MIBRFT R ) REFH Permanently delete objects? ( KAMBRIIR ? ) T A
permanently delete , AA/Fi%£$E Delete objects ( MIBRNY XK ) o

7. TE S3FMMEH , EB Upload ( £F ) , AREEFHRE. WIRESBIEHEHN Athena REM
FEBRFREHIESN Amazon Glue RREFRF. RIFEHNREREZSE/L D8 E,

8. £ Athena B #lIA M AT LR, BESEEIH Amazon Athena FHIEIE,

(® Note
MBENALHBMBEEA , B LAE Amazon Web Services 3 FOBIEBE AR ZERH,

& & H Amazon Trusted Advisor ... X #FHZZE Amazon Config

Amazon Config  — W4t M ATFREFL M. FRMFLENRREERIRS. Amazon Config 12
MIEEAN , XEANENELH., TEEXHENMERE , Amazon Config A F1¥&E# Amazon
BREENEENLNRESE,

Amazon Config Z#I A 5| S ELERIEEANNEERNBUE. L& JLAERA Amazon Command Line
Interface (Amazon CLI) 2 Amazon Config AP| {22 EXIEEMNEER JSON KB, BAIUEENX
FEAMNNITRALHERENER, BALEENANNSE , SUEELENTRAIFESAN L5 E
WEM., BETHEXERANEZEE Amazon Config , {52 Amazon Config FF & &,

E &M Trusted Advisor ... X #FHIXZE Amazon Config API fRZR 2026-06-08 107
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https://console.amazonaws.cn/s3/
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Amazon Config £ EH N ZFXFrEHE S Trusted Advisor #HT—AKRE, BRAELELEMANE , N
B Trusted Advisor REF BB H. EEE WL Trusted Advisor B E R4S ER Amazon Config J£E
NIRRT | S FAmazon Trusted Advisor EFESEHHL,

#8148 B Amazon usiness Support+, En Amazon terprise Support 5, Amazon £ —iaE it X & & F 7] LA
/8 Amazon Config BBt X E, WMREFH Amazon Config 38 EHAF —4 Amazon Web Services
IR, W& B3 B HMENEEERN Amazon Config EEMN T IFHHE,

(® Note

XEREBENERSRBRETEMEANEEINNEFREIRIEF. Amazon Config T /o 1FRIFTE K.
BB BT ENX LR BERHERE IR,

A B HEE

MREEFNERERBRNRAE , FSHALUT RBHERER.

il

B

« BRINE AT ZEFMEEHMN Amazon Config , BE&E B ZIH MK Trusted Advisor K&,

o BAREE T RE— Amazon Config TEMN , TS FFT XL Trusted Advisor ?

« &} T Amazon Config FEE AN Amazon #h X FHIHVIIEE, RESEE M EF Trusted Advisorft A ?

ENN S AT ZEMEERHN Amazon Config , B &E BRI Trusted Advisor
A‘LEO

Amazon Config MM EKITMEERE , LAILUAF3RET Trusted Advisor #th B FER. MREER St
Ihee B XM EA , B 1 Amazon Web Services 3 Center HRIBEARZHRHI,

FFIXERR T E—/> Amazon Config EHMN , TS F B A Trusted Advisor ?
FNFELRENENEEAN |, BLTE Trusted Advisor RELERAFEHEIMMEE,

F < T Amazon Config TEE A Amazon X ZH|HIThEE, BRSEEEE R Trusted
Advisorft £ ?

MR Amazon Config TEEA Amazon XKIF XA T &IRiEH , M Trusted Advisor T EIZWAENIE
EANNBREAETZXEHITRE, BIFICFKF[RERKE Amazon Config , MENFEERANERE—

B BEHEE API M7 2026-06-08 108
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BE{RE , Trusted Advisor EF| Amazon Config ZIH, REMBRIEEHRM , N Trusted Advisor X E
BWIE B & 2IF T 32 il BR o

£ #H&EEF Amazon Security Hub CSPM #4 Amazon Trusted
Advisor

/8 F§ Amazon Security Hub CSPM J& Amazon Web Services Ikf° , &A1 LAFE#2H Trusted Advisor
BFEELNZERFERRERI, BRI LER Security Hub CSPM #4KIRFIIKF R Z £
R, BBEA Trusted Advisor RE—#, BAINEEZENRE. TRMNEFRIIEK , AFIRK
#8 Security Hub CSPM MEBCKRR BN L 2B, BaAEALIEE— N ENNEERXE
Trusted Advisor 1 Security Hub CSPM & £ 21,

@ EE

o BALAM Trusted AdvisorZEE Amazon Eff e HESSBRERSREDRIRYE | B35
N URE” > M PIRHRA. BXRZIXZFRANIIER , ESHE (Amazon Security Hub
CSPM AFiEmE) 91 Amazon Eft £ HESSBRIEZEH,

B X Security Hub CSPM KBINEZER , S RZEHIES,

+ Trusted Advisor £ 2024 £ 9 A 26 B2 81 L4 Security Hub CSPM 2|3 #e, 2024 &
9 A 26 BREAMWMBEHEARLEL, Trusted AdvisorfRAIBAfE Sec urity Hub CSPM H &
KEEZBRzZRERBNEYE,

F&

- EREMH

« BEFEYRH Security Hub CSPM A&E4

« RIFYREY Security Hub CSPM A&E4

« 2 Security Hub CSPM Trusted Advisor

- HBHE

FRFM

IBATE R A T ERF8E/E B Security Hub CSPM SIS : Trusted Advisor

EHREEIRH Security Hub CSPM #2244 Trusted Advisor API fR4s 2026-06-08 109
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Amazon Web Services 1 AriEE

- BAINA L IEER B Amazon usiness Support+, En Amazon terprise Support & Amazon £i—2E
itXl. BAIBAM Amazon Web Services 3§ /03 M Support plans ( Z#FitXl ) TEPEREH
XEFItk. BXEZFEER , S HLLE Amazon Web Services X1 EE,

o YRAINTEHR Amazon Config JRAEER Securit Amazon Web Services X5 y Hub CSPM ##/5 A
BRERK. BXRELEEL , B2 HEAMNBEE Amazon Confige

« TR A Security Hub CSPM ik Amazon MR £ &IEXE v1.0.0 Z&irf. WREMK
HATIERME | 525 (Amazon Security Hub CSPM B F#E/) F#i&E Amazon Security Hub
CSPM,

® Note
MREBERBR T XLELREMH , MATLABE EERE Security Hub CSPM &L R,

% F Amazon Organizations K /=

MREBEARHEEREKRFHNEREZY , WRELBHINEALTFHRERAK,BHALER. MTASAK
FTHEEKR Amazon Web Services X BNA[ /S ALtkIheE, BER , ALAHPNKAKFNIRBEHREEH
oA , NX4HE A Security Hub CSPM,  Trusted Advisor

MBRERNRBENKAKFZRALER , 55 R Amazon Organizations ik /7 25 F It Th &E
B E IR Security Hub CSPM &L R

NIEWIIK 7 )5 A Security Hub CSPM f& , #£#9 Security Hub CSPM ZII{ZZ A EEEE 24 NI FEER
REZEFIEHN ‘22" WHE L, Trusted Advisor

EEEFIRH Security Hub CSPM B&EL R , 181418 Trusted Advisor

1. SME Trusted Advisor #2F|& , ARFIEEFE Security ( €% ) E3l,
2. 7t Search by keyword ( BXBAER ) FEHP , MABRHENEHHER,

® Tip
XF S our ce , BATLLIEIEAmazon Security Hub CSPMi&iE Security Hub CSPM #2244,

3. %4% Security Hub CSPM ##EZMUBEBEUTER :

» Description ( #iif ) - #iR AR UNAREENKS REFERSFE.
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https://www.amazonaws.cn/premiumsupport/plans/
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- Source ( R ) - ®ERXH Amazon Trusted Advisor &2 Amazon Security Hub CSPM, ¥fF
Security Hub CSPM #2244 | #RAI LA F#24 ID,

« Alert Criteria ( 27 R#r# ) — BHFHRS. Fli0 , 2R Security Hub CSPM MBI EE @& , N
RETEER ‘A& E R

« BUKIRE-EA Security Hub CSPM MRt ZEERIEE QBN HES R,

« S@@ ecurity Hub CSPM % iff — &7 BAZEIK = H 3% B Security Hub CSPM #&U 2 [&] B Y 7

3
WMo

@ =

s XERENERBRELBEHRFT—X , HEFAFRIFER, EXALZTE/LADEF
BEL Ro WA BAEH Trusted Advisor 2 #I &R RHBREERIFNZREZH. B
{# Al BatchUpdateRecommendationResourceExclusionAP| & REEBREEMZEZ 5 |
Trusted Advisor {E & R HEERIRBRIA

- HANEINEEZEFE Security Hub CSPM HYIXFHEERK, B UEFEENALRP LRI
Security Hub CSPM # &8 , AGERIEBMTHIRE. BXEZER |, ESH NWALAUE
Amazon Trusted Advisor,

I 4R Security Hub CSPM &4 R

BRZEWHAHER |, Security Hub CSPM RZAIREZEER NPT F BER B BN B RNE R, RiE , ZH
FERZAREEE 24 /NI FEEE RTE Trusted Advisor =&l &, MREHFITEA T Amazon EfitfZ 4
REXEK v1.0.0 Z2iE  BREEBRARERHIA, Trusted Advisor

@ Note

« &4 Security Hub CSPM #4 R RIFTITXIHB2EAHMN , ERMEAERN., Bal , REE
{4 Trusted Advisor #2#]& 5 Amazon Web Services 3 API RI# Security Hub CSPM
B, BXEZER , FERETERERENITRI

- XERENEREBRELBIRF—X , HEFTATRFER, ERAWEZFTE/LANNDIRF
BER TR BAIBAEMA Trusted Advisor EHI AR REHREBSIRFTHEZR 2. EATLL
{# A BatchUpdateRecommendationResourceExclusionAP| & REEBREEMZEZ 4 |
Trusted Advisor {£ St RHEEFRRBRIA .

RI#T¥REY Security Hub CSPM &L R API fR4s 2026-06-08 111
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https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-standards-schedule.html
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2 Security Hub CSPM Trusted Advisor

MREFHIL Security Hub CSPM ERERERFEF , TREBUTSRIZIE, Trusted Advisor ki
F2NE A Security Hub CSPM SH&E K. Trusted AdvisorE A& MIREERA Security Hub CSPM
BE. BB MER Security Hub CSPM 2B HlAREBF LN R LBFIHBE. BRME,

= Security Hub CSPM £ 5%

1. BXFAmazon Web Services Z#FH1EREMA Security Hub CSPM S# & K. Trusted Advisor

Amazon Web Services X3 ZFR L8/ , Security Hub CSPM N A BRI A EHIE, Trusted
Advisorf&# Security Hub CSPM $3EF M MiBR. Trusted Advisor

2. EEHEALER , iHBKER Amazon Web Services

9 Amazon Organizations Ik /2 F itk Zh g€

MREBERTERTEEBKFHERER , WRE2BIMNALFHFTER A MK AR Security Hub
CSPM £/, AL EMARK G MK, ILELIMEER Amazon Web Services X3 o

MRS EHOPKE M, |, N7 LB Amazon Web Services 35 SUXM B9 bk 7 op i BRIt ShEE
B BHEE
MBEBESHEREGXNRAD , FSEAUTHTEHEEE,

Bx

o REEHI A S ETE Security Hub CSPM MY HZE 4 &R Trusted Advisor

+ & Amazon Config IE#ELE T Security Hub CSPM , {BEK X IR K

« REERBER Security Hub CSPM 24

o RAEHBIZBEBRH Security Hub CSPM %R

s BBRABETEAN Amazon HAMWKRAIKS, B ARERAIINEE

* £ Security Hub CSPM &+ , ZREFFIR —NZ M ERE Z1 Amazon Web Services X1
« XM T Security Hub CSPM =% Amazon Config £ E AN X 13

- BVIEH ST Security Hub CSPM A, {BEREEETE Security Hub CSPM HE R FELE
Trusted Advisor

« RIMATEEEFRD Security Hub CSPM BEL R

£ Security Hub CSPM Trusted Advisor API W7 2026-06-08 112
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E1EEZE A ETE Security Hub CSPM B EZE 4 R Trusted Advisor

HINERBEZHUT IR :

« &8 B Amazon usiness Support+, E Amazon nterprise Suppor Amazon t 4 —iz & i+,

- 15 Security Hub CSPM #E#I X138 Amazon Config RJg A 7 #IRiEF.

- BT Security Hub CSPM H#i%# 7 Amazon EMiZ £ &{EXE v1.0.0 TR,

- Security Hub CSPM B #1124 Trusted Advisor FEREIMERNERN D BENFENERXFM. ES

Bi6.
BEXREZER , BSREREMN,
3 Amazon Config IEBELE T Security Hub CSPM , {ER K X T HARER &
Security Hub CSPM R Z T REEEFR NN FRER I BN B RN AELER, RE , ZBRERSTHE
E 24 /)R F BEE /RTE Trusted Advisor & H ., BHREEFHKE Trusted Advisor #ZH1 5,
OP:3-3

« REZE Amazon B Z e REXIRZE2ERRIINEBEGHT SHIES |, BEBR “RE”
> ‘g {3244 Trusted Advisor Rk

R Security Hub CSPM 7RSI , & Security Hub CSPM FATA |, NG AT &
ZAEEE 24 /P FEEE RH¥R, Trusted Advisorig /5 EFHHZE Trusted Advisor &l

Ao

REEREEM Security Hub CSPM =4

Security Hub CSPM & B RV BIE XX E], Trusted Advisor IR IZEH Security Hub CSPM 32
HRTIBEZERHENRR , WENKIAFT2EHIER, Trusted Advisor

A LAE % Sec urity Hub CSPM 2 & & HRIE SN RS AERER,

MREER Security Hub CSPM B4 HEH Amazon EMiZ £ RIEXBRLZSRENFIEERG | NEN
RUNFHEETROEXRAEN, XERNEAMBNAELERBNRAOMA , AFERIE. HENEINE
et , e MHRBR Trusted Advisor

EXEZER , BSRUATES :

B & API fR7s 2026-06-08 113
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- BRHABHAZNEHS
- BHBEHERENE

FAEH B BEBREY Security Hub CSPM &R

£ Trusted Advisor & A |, EBATLLUEFREM Security Hub CSPM #B4E# , REIER ‘BRI E”
R, BEIETE R Security Hub CSPM R Z 1 FFE &R,

MRENGRN TEFIRSIEE N SUPPRESSED |, MZ AR ETE Trusted Advisor  # HEER B I
B. B EMNEHEBHEM Security Hub CSPM %R, Trusted Advisor Atk , A Sec urity Hub
CSPM 245, AXEZER , H3H RERELE RN ITERRS,

BIENBETEN Amazon ALK A, S A ZEA L Thae

FiRER T , KAMKF £ M Amazon Organizationsiy & Ik = k&L Thae, MR EEKF B A T
g, MZALPWFAEKS N ERL IR, IREGHANERAKFS AZENEHNKAHITEENE
o, M ABBX R Amazon Web Services ¥,

£ Security Hub CSPM &7 , B FE — NS WM ERE 21 Amazon Web
Services Xig

FL Amazon Web Services RS 22 EKMH , HIEFETE N X , Hla0 IAM H Amazon
CloudFront, ERIAERT , Amazon S3 FHBZEN LR FNLHINEZERI (FFRLMILE)
Xig e,

3 FiEE L BRR S R IRH Security Hub CSPM 2 | A REA BN SEMEARNIE, Fla0 |, @
8 Hardware MFA should be enabled for the root user #®Z&EXIEHIIK i AR HOF Ltk Th
gt NEBFERPEINTFRE—-BREZSIMXIF,

& LAEL B Security Hub CSPM , Amazon Config X#E —#RM A HNZMNKE ., BEXEZE
B, BSREESEZE AN Amazon EMBESSEREL

<M T Security Hub CSPM = #& Amazon Config FE &N X1g &

MREIEHEIEFERA Amazon Config 5022 A Security Hub CSPM K& JRi2 % Amazon Web Services
X , M Trusted Advisor NEEWZXEFEARGNEIE, Trusted Advisor 7 7-9 RN ERIR
Y Security Hub CSPM XIIMA R . LLETESBERROMA , TRERiE. BXEZER , BSHEA
Security Hub CSPM,

ERENKFEZR LIRS |, 1§56 2 A Security Hub CSPM Trusted Advisoro

mBEHEE AP WA 2026-06-08 114
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KV E 4 EFHH7E Security Hub CSPM H |, B E8BETE Security Hub CSPM F & EIiB
BL R Trusted Advisor

MBERERWRecordState RS EHRARCHIVED RS , Trusted Advisor & MIERY K P o il BR %
Security Hub CSPM 2 #4MEHKLE R, BAEEIESTE Trusted Advisor 7-9 KRN BRI RER | REH
FEMBBR. tESEERROMA , TEERILE,

RMARTEEEFE RN Security Hub CSPM FAELER
MBLPRBET S IhAEA XM FE | T Amazon Web Services i BBl AR =4,

£ fEF Amazon Compute Optimizer 3% Trusted Advisor Z

Compute Optimizer BR%5 AT LA #7 Amazon BIRHNEEMF A RIER. RSB ENIRNTHEM
NWAEE , ZHNARSRELEHREE., ThLRBAEXNIEmRE LIRS TEARMEENEN., £
Compute Optimizer , BAILEZZEFEFHBMNE ., Trusted Advisor

A LLE R A BB Amazon Web Services IKF E—IK /= , B ATBUEERMAR TALRMNMBEK R K
Amazon Organizations, BXEZELR , 52 (Amazon Compute Optimizer A1) FHIAT,

/8 A Compute Optimizer f§ , A TR EFIZUR B EH Lambda EEH Amazon EBS BHEIE, R&
BEKAUREEE 12 MHEFLERREERNECRIL, RE , RSULTE 48 PEFEEEUT
® & Trusted Advisor &R -

AL

« Amazon EBS JEfAG S
« Amazon Lambda REXR/NT ERE B B

£

3Yay

« Amazon EBS FliA#EL X 2 &
« Amazon Lambda AEXR/MVEREEET B

© EE

 RERBNERERELEDRF R , HFETAWRTER, FRTHLE
BJIAMTFER R AABUER Trusted Advisor 3241 &5 A RHER7E &

& Amazon Compute Optimizer 3% Trusted Advisor & API fRZR 2026-06-08 115


https://console.amazonaws.cn//support/home
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HRIFHZZEZ . BRT Trusted Advisor Priority #ERRZ I\ , BRI LAfE
FABatchUpdateRecommendationResourceExclusioniZ API & R BEBRTEE M X ZE 2 5o

« Trusted Advisor B2 8 X% 2 MAK Amazon EBS &3 EFIFAK Amazon EBS Bt B4
&,

T ZIEERFE A Compute Optimizer f§ , BATE WA K AFH Amazon EBS BFIEES , X
A Amazon EBS ElET 2EHNBRE,

HXER
BXESEL  HSHANTEE :

«  {Amazon Compute Optimizer AF1EF) FHEE Amazon EBS BEIL
«  {Amazon Compute Optimizer AF#E/) FHIEE Lambda EEEIL

« {Amazon Lambda AF#E™) FMWEE Lambda NKEAF

« {Amazon EC2 AP #EF) HMYERI Amazon EBS B#1TIE X

Frea{ER P Amazon Trusted Advisor riority

Trusted Advisor Priority 7] # B &R 3 MLt B © Amazon Web Services Ik~ LLET&E Amazon Web
Services 13Xk, 1&Bh P Trusted Advisor riority , ## Amazon Web Services I FRA AT A E 3
BENIKF , AERNERIAN 0012 Z MK K IRFBEH 8 1.

flan | Ee9 K~ FBA AT LUR BB Amazon IKFIRAF RERD ZEFHRIE (MFA), EHNZE - HBA
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optimization provides the best performance for your Amazon EBS volumes by minimizing
contention between Amazon EBS I/0 MEMRERMUIANTHEE,

BEXEZEER |, H5 Amazon EBS {4t AYSEH,

@ Note
HRENERFEBREIRFTZR , HEFAFRFER, EXARFE/LNNNTES
TNo
XFal, Sl AAHKBWES , ERLUER
BatchUpdateRecommendationResourceExclusionAPI T Trusted Advisor &R &=k
Fﬁ_ ﬁﬁi%:@iﬁ; N o

BEID

c18d2gz142
KR

Amazon Config #£E#H N : ebs-optimized-instance
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https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/AutoScaling.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ebs-optimized.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_BatchUpdateRecommendationResourceExclusion.html

Amazon Web Services X

RAriEmE

REERM

HE . REXEN Amazon EC2 4| £ /5 A Amazon EBS ft1t.,
Recommended Action ( iKY RE )

EXZ M EFFF Amazon EBS {1t

BREZEER , FSREEZREM EBS f1t.
Ht 3R

Amazon EBS {1t #9324
wRE5

» Status

* Region

TR

« Amazon Config #L1|
. WASHK

« EREHETE

Amazon EBS Fii& IOPS (SSD) &4t &

54 B8

REMMEIRZLT EBS {£1LA Amazon EBS H{£{t Amazon Elastic Compute Cloud (Amazon

EC2) 2 TRE IOPS (SSD) %

Amazon Elastic Block Store (Amazon EBS) FHIFE IOPS (SSD) &K inE| EBS L1t 35451 At

I ReRR TRy £ e
®EID

PPkZrjsH2q
REESM

# : WiEXN EBS {£1L# Amazon EC2 2l 845 E M A FIBE IOPS ( SSD ) £ , BRIk Z

& EBS L1t
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ebs-optimized.html#enable-ebs-optimization
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ebs-optimized.html
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Recommended Action ( ZiYAYIRE )

BIZ£Z EBS (LLAVFTSEHI , P ES | HEMFSH MBI KM, BXESFEELE , BSH Amazon
EBS {L{LEYSZHIF R Amazon EBS i hnEISK 51,

HibE R
« Amazon EBS &£ &
« Amazon EBS & tAE

]

51

+ Status

- XE/AK
« %ID

- BA

- S

« X461 1D

- KPIRE

- EBS {1t

Amazon EBS G~ 2N E

54, BA

¥ 2 1E BB WA A ZIZ 733 89 Amazon Elastic Block Store ( Amazon EBS ) &, IR EE(
EBS BHELLENTEAHEMEMBEAFRE , WZRELQRER, RENSFARTRERAKRELML
WIREMRE , B ATREANAERZEEBHRR.

(® Note

HRENEREEXEIRFZR , HEFTATRFER. EXARZFE/LNDNTEER
o

MFERW, AR ES , B EH
BatchUpdateRecommendationResourceExclusionAPI #£ Trusted Advisor &R PSSk
BR—I SRR o
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ebs-attaching-volume.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSPerformance.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_BatchUpdateRecommendationResourceExclusion.html
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KEID

COre6dfpMo4
RERM
BHE  BHRATETENEBS B, N THESRAHRETE , BINSZEMAERIA CloudWatch

s (2EIOPS MIEHE ) ., AT IRAERTEN EBS BHE L EFE Amazon Web Services &
R, IRAFERXE , EXLEH.

Recommended Action ( i K R4E )
EZRV REREENS,

BXEZER , H5H &8 #EH Amazon Compute Optimizer X Trusted Advisor Z,
R &5
« Status

* Region

- &ID

- BRE

« BRI (GB)

- BEE IOPS

- BIRIE IOPS

- BEERUHE

- HENSKE

- WEENSBKND (GB)
- HEENBEHEIOPS
- HEENSIEE IOPS
- HENSEERLE
- HENSREFLE
- BB (X))

- HEREXES

« EREFELE

MHaE API k7 2026-06-08 135



Amazon Web Services 1 AriEE

= CPU £/ % Amazon EC2 =4

54, BA

KES X 14 XKAKEEIZETH Amazon Elastic Compute Cloud (Amazon EC2) 3k, NR1E MK
BEKINEANEE CPU FAREY 90% , M RKIXER.

—HNENARTRRAMESINL, BE. R , CHARKRTINARFREEBHNRR, B
REEH CPU ERERHMIE , FTHURENERS

@ Note

HREXREBRAINVERICHAERRAR AN R REL , 84 0K BR. RRERMNIIEE
PRICHY BR

®EID

ZRxQ1lPsb6c
RERMH

BE  E3E 14 XRPHNED 4 XA, ENEHIPBEE CPU FARES 90%.
Recommended Action ( ZiXHYIR/E )

ZRAMEZEG, BXBEFTERNKFIBENEE , BESFT L2 Auto Scaling ?
H i IR

W53 Amazon EC2

- XBIBENAFEE

- WG # CloudWatch 35

« Amazon EC2 Auto Scaling i {55
=gl

- Xig/AAKX

« 3XHI 1D

. SEffiZER

- EBIE

« 14 X CPU #HER=E
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https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/WhatIsAutoScaling.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-monitoring.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AESDG-chapter-instancedata.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/DeveloperGuide/
https://docs.amazonaws.cn/autoscaling/latest/userguide/
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« CPU EAXREY 90% R

RATRAFIHAKE EC2 Z2AMN
5 BA

REEFAEZL2AMNM EC2 K6, MRARFIEFREMN , HETRERRERE,

(® Note
R EXREEIVERICHA A RRAR AN R REL , 24 0K BR. RRRMIILE
PRIV E IR o
BEID
j3DFqYTe29
REESRMF

B  EC2-VPC EHIHHERT 50 £EZEHHN,

#H : EC2-Classic R HEREE 100 £ZRE£AHHN,

Recommended Action ( ZiYAYIRE )
BEBBRFISXEREENAN , BPEXRFRBKAANBE, BEXEZERE , BESRNTEHPHI
BRALI

H 7R

EC2 224
=gl

* Region

« 361D

- XPIBF

- -VPCID

o AVAFMN B2
o HIEAN S
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#deleting-security-group-rule
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#deleting-security-group-rule
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#concepts-security
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EC2 Z& AR AEMN

i BA
K &S Amazon Elastic Compute Cloud (Amazon EC2) Z4£ AR B EEIT ZHHN,

MREZLAEBERENN , NiERETRESEE,

@ Note
R ELBRERIVERCNAERRARITEN R REH , 21 0K BR. RREJNIEE
PRCHY R IR

®EID

t fg86AVHAZ
REZMH

#HE . ¥ Amazon EC2-VPC 2 E AT 50 MM,

B . 4 Amazon EC2-Classic Z& A AT 100 MM,
Recommended Action ( ZiXAYIRE )
RBRABESESENAN , UBLRLAFANNBE. EXESEE , BSHEAT EC2 £4IH
Amazon EC2 £ 4,
HAth 3R
- Amazon EC2 24
&5
* Region
- REAEH
« 41D
o 1% EBH
- EHIitE
« -VPCID
o HYEH R
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#deleting-security-group-rule
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#deleting-security-group-rule
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html
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S EFEAK Amazon EBS #MEN TS

L

REEHESEFEABETRESHETESWNEZHN Amazon Elastic Block Store (Amazon EBS) # %
nNR%E,

WEETNEFPERRK input/output (I/10) BRI ARFMIRIT , ToERIE IOPS EXR, BF
HRMY 100 I0PS , ERAREAEBRIEEHRE IOPS, W F—REKSH IOPS , EAILEHTE
IOPS (SSD) %. X TFRK IOPS , B LAFEHBARE (SSD) B, BXEZEE , S Amazon
EBS &% #,

BRXH EBS ALITARISEHISREFIK |, HSH) Amazon EBS LAY KB,

DROBHEARER , B TRERENRE. FANBRESHHENIE 14 RPNE—KRETR—
P, MPEEEHKEBS B, BT NE, MRXEXRZNBERHTIENNE , METHKE
TN/A. MRBERE , BN EBATRENPEENTILES L (FlM0, 256 / 20%)

®EID

k3J2hns32g

REERM

& : Amazon EBS BEM INEISEHIA | ZKAFIANEN EBS ALSIEN SR ITE M 4R A R B
2, ZERITENENEBEHREKRT 95I10PS , #EET X 14 X9, ELH 7 ROERLEENT
RER 10%.

Recommended Action ( ZiUHYIRE )

HF—REEH IOPS , EBAILAFEATE IOPS (SSD) &, X F3R% IOPS , B ERERR
(SSD) B. BXEZEE , 12 Amazon EBS BEH,

H %R

« Amazon Elastic Block Store B iEf

i a=gd

+ Status

* Region

- 1D

- BH

B R
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSOptimized.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AmazonEBS.html

Amazon Web Services 1 AriEE

- RABHYPE
« HUEHNE %

Eogc ki

BABMERRTRZERFIRE,

@ Note

MRERNBAT Security Hub CSPM Amazon Web Services i |, M AILAEIRHI AR EF
BRI, Trusted Advisor BXEE , BZREFREEFE Amazon Security Hub CSPM 2 44F
Amazon Trusted Advisor,

B LLEE Amazon B Z £ RESRZEMEDPWIIERG , BX5H “RE” > #H" 1
B4R, BXREZZEFEENTIER |, HSH (Amazon Security Hub CSPM FF#8R) HH
Amazon B Z & RESZEREH.

REZWR

« Amazon S3 TFH R

- ELB i¥fsi&s

- KHNFITERLTLYE

s |IAM Z 15 R B

- Z2H - FERENEERD
« B2H - FZREIM AR

Amazon S3 ZEENR

i 8A
¥ 2 Amazon Simple Storage Service (Amazon S3) 1 EGFF HiF RN PR & R Z 1S & 4 1 iE
WA P AR EMEE. Amazon

HREFMREE N FHBNRUR TR B X LN RN FE B R, 2IAER Amazon S3 F1#
BB RAFRTIRGANR, XENRAES BN A MBS HFEBPHNR
MMSBERASTHH. A8MART EHNBRGRANBRHNRITE2SBFEREFHALZSR
o
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https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html
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KEID

PfxORwgBli
RESXH

- {6 T ACL AFATE ABREMELTE FHRIEN Amazon A F #1753 Upload/Delete 4
RIS G EIER , HEREA PELEAHKIFE" RE

- U6 FEERBATLHRER , BREMA BELELARFR" RE,

« 415 : Trusted Advisor TREBEEK , & MB T HMRETTE AR,

- HE ERBERBATATTIGR , ER ‘RELAHEFER RESTE , AT ZKFAHNENAF
BT,

- B FHEAEN , BRBATENMELARIGEREF,

- 6 GRBEHECERAZERREARTERY,

® Note
BR BEEAKTFRZBAKACL 5, FIFELH ACL B

HERE

MREEBATFFKRER , FHERABIZEEAMIAR, i, ERXREBRSMY | BT LUUEH
Amazon CloudFront SRIZEIEEE Amazon S3 EHAR. iHZH (L Z# CloudFront Fr X &g
) FHBREIN Amazon S3 KRV IEE], METRE , BEHFERNE , LR ATHEEREE

RPF1R. £/ "Amazon S3 FIE 2B HEREH RN ENBBEHT LR HRNRE, HSEIR
B AN RIG R R
H %R

ST Amazon S3 &F IR B R

A Amazon S3 FFEEELEF L A HIFRIRE
&5

+ Status

- KB

- XiZ API 23

- FREBEN
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https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.amazonaws.cn/AmazonS3/latest/user-guide/set-permissions.html
https://docs.amazonaws.cn/AmazonS3/latest/user-guide/set-permissions.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/s3-access-control.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/configuring-block-public-access-bucket.html

Amazon Web Services 5 e
- ACL RiF5lz
« ACL R 1F Upload/Delete
- KB AVFIHER

ELB (liTes L4

5458

REEMWSEREANZEEHELLEBENRHMAEIIEEE, Amazon HEEFERZ LMY
(HTTPS 5 SSL ) . BRFMNEZELEHBURZENZBNHINL. HERNFIKERE (BEFIFEER
HFHEER ) FARELHUN , FERREARYESREANERSENE, NTCIEERZLHIF
¥, Elastic Load Balancing 2 i€ Y I Z 2 KK , HZBEANIMUES Amazon ZE£HKERE,
MEE AN , 2R MTE R FTRA,

®EID

a2sEc6ILx
REZXMH

- 46 AFESENEANTRESREELLSWMIN (HTTPS).

- BB AFIIEE HTTPS MTHEEE T S SHMEEEZN T2 R,

- B AHHER HTTPS MR REEHEN LTS EKMK,

- B AFHEREDE N HTTPS 01¥TER , H EME HTTPS TR E T HER KK,
Recommended Action ( ZiYAYIRE )

MRERBATIIEBNRESALZETE , FEH HTTPS = SSL MG 1TRIRIEE.
HHEFEERNTAE Y SSL R KA RBIFKHRA
RERAHENZBRHIL
BXEZELR , i3 Elastic Load Balancing HI i T 25 L & .
H At 3R
- MTREBERESE
- EFAEISERN SSL hEEEE

« Elastic Load Balancing 9 SSL th L&
« SSL &KX
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https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/elb-listener-config.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/using-elb-listenerconfig-quickref.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/ssl-config-update.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/elb-ssl-security-policy.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/elb-security-policy-table.html
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k&5
+ Status

* Region
- DEBEREN
- BEBSERRO

* Reason

ZANF O ERLTEA
L
RENRUERRTRET AFHARH N ARSEERENHONRSA,

MRZ2AAFHRREN A EREREN KA , WBEEAFEERETHXEE M,
®EID

xSqX82fQu
REZMH
- B BEAFIYEEERKMN Amazon VPC R4 4 M A MEHLN A5 8] RIE AR EEFH 1T ES
BEAHENN®O,
o % . BERFEHEERKMN Amazon VPC T4 H M A MEHN R £ 3 17 8 R 7E T 5 19 i 25 A9 (T AT
2R E P E X Kim H o
Recommended Action ( ZiUHYIRE )

BEZEAAN | UFHEREEARSER[MITHREEPELNIKRAMPY , UEKATFIEFRE
MTU I ICMP i, ESRZR B AFEERNMITEEM VPC R M EHISHEENZ 2 4A,

MRZLERK , BRARLANAIABGER. QBZSEMRN |, Fi5E REIERABRIGE RN
UrERECE R LY IR O ML, S5 VPC VR BIIESREN LS A,

H{th IR
« Elastic Load Balancing fi F 387
- E# Classic Load Balancer
- BEZHENEITHER

&5

» Status
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https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-listener-config.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-security-groups.html#elb-vpc-security-groups
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-security-groups.html#elb-vpc-security-groups
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/migrate-classic-load-balancer.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-configure-load-balancer.html
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* Region

- BBPEREN
-« Z24 1D

* Reason

IAM Z555 SR BE

88
REKFHNEDER  ACREABBERIREABTBHABRERNEHES,
FEARERBIRHOEBAFEBIRS T Amazon IRENEARSE, EANERENEBE

B, RV HAFBERTESR , BF2ERAFAFERELER,
KEID

Yw2K9puPz1
REZXMH

- 6 EZBEXKEERA  EENTEREEA.

- BHE  BEXKEEA , EELE-TRNEERKREH.
Recommended Action ( ZiXHYIRE )

MRBIANBRERKRER , BERRITEA. MRASATAEBERRE  FUBRARERK, S
BN 1AM A P iR iE K - 250 R BE .

Ei5[ Amazon Web Services EE#EHIE , IAM AR EERE, ENRMESSE , Amazon 5831
WEEARS MR, MTARE IAM AR, RESHRIATAFEAENENAREIERR
Amazon Web Services BEE##| A, F/ IAM Identity Center RIBZRAFRBESBF , RABEKS H
A8 1AM B,

ETHAERBOREENKAEARINESERE , 2R (AM BFERE) P15 HIRMHE M
E5HKIE. ETHAEX IAM Identity Center WEZEE. , S H |IAM Identity Center A F {5,

H 3R

EERE
|5

. BIEE

- KE
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https://docs.amazonaws.cn/IAM/latest/UserGuide/Using_ManagingPasswordPolicies.html
https://docs.amazonaws.cn//IAM/latest/UserGuide/id_roles_providers.html
https://docs.amazonaws.cn//IAM/latest/UserGuide/id_roles_providers.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/Credentials-ManagingPasswords.html
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. /J\E_
. B

* Non-alphanumeric

ZEP - FERBEVFERD
5 BA
REZLAPRERAFAZRHBIHRAN (0.0.0. 0/0) 4 ERD

FEZREIHEIEGN T EBEED ( BERTG., ELRSBE. BEEL ) Wile, NREEHNRO
FiCHAE  REER/DNEOEFIENER,. FIEHZeN B0 BEREERCZRE RN ARE
R, a0 HTTP #1 SMTP,

MREHBELXMAAEETZE4E , RINBUEERAEMERSERERFRP ERNEMIRE (W 1P
®)o

(@ Note

HRENITGELNENZEARHE IPv4 ity ASEFLN|, Amazon Directory Service 6%
NZESARIENLERER , BEMNT2ERRENE , HFETLUEHR, BXEZER
&2 Trusted Advisor & L8] &,

® Note

LR ELRERIERICNAE R FRAR TERFTREEE , 21 OK BF. HIRK
X5 H EFRIEH BR.

BEID

HCP4007jGY
REXH
. ZfB . RLANKO 80, 25, 443 = 465 IR Z R AE,

- A6 REERMEXN®O 20, 21, 22, 1433, 1434, 3306, 3389, 4333, 5432 5 5500 Ky
BR 5 75 =] X BR

- BE  REANEAEbiR O RETZ R E.
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https://www.amazonaws.cn/premiumsupport/faqs/#AWS_Trusted_Advisor

Amazon Web Services X

RAriEmE

Recommended Action ( ZiYAYIRE )

REEEHERN IP hutFaETE, ERBIFSE IP bt IAR , HFEHZRER /32 (Hl0
192.0.2 ) o 10/32) FERIEFEM™HEMANE , HF MRS F AN,

REHAMBRAERANTSA, BALUER Amazon Firewall Manager AMEEFHENEELZ S
H, BXREZER Amazon Web Services Ik , i5Z ¥ Amazon Firewall Manager X 4,

XFiEE SSH (¥wA 22 ) M RDP ( %0 3389 ) 1A/ EC2 kHlfz S , BWER Systems
Manager Sessions Manager. EASEEER , ELFELTL2AFERRKO 22 MixO 3389 EIH

A EC2 3£4l,

Hib&ER
« Amazon EC2 &4 4

TCP 1 UDP ix 055l
« KB H Inter-Domain
- FRASEESESR
* Amazon Firewall Manager
& 5l
« Status

* Region
- REAEWR

ZEE - FERFIAYTE

54 B8

REZLARBHFEATAZRFM G E ARV,

AEZRFWBEEM T BEES (BRERE., ELRSRE

. BEREEX) B2

Zet
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https://docs.amazonaws.cn/waf/latest/developerguide/fms-chapter.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html
http://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers
http://en.wikipedia.org/wiki/Classless_Inter-Domain_Routing
https://docs.amazonaws.cn/systems-manager/latest/userguide/session-manager-working-with.html
https://docs.amazonaws.cn/waf/latest/developerguide/fms-chapter.html
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® Note

R BN EECIEN TS AR EHT IPv4 it B AEHN, BB Z LA Amazon
Directory Service AR IENABHEER , BEENTHRZEXEE , JLUFEBEREN. &
XEZEL , ESM Trusted Advisor & LA,

(@ Note

R EXRERIVERICHAAERRAR AR REL , 84 0K BR. BRX
X5 H EFRICHY B IRo

®&EID

1iG5NDGVre
RESXH
- G ZEEAMNE—NEER /0 B IP it | ZMNSER FiwO 25, 80 = 443,
- BB REEAHANBE—NEER /0 R IP it , AF 25, 80 = 443 UAAMImO , BER£4AE
Bt 0 20 32 IR o
« g6 ZEERANE—NEERR /0 R IP it , AN 25, 80 = 443 LIAWIRD |, [
iNEge NI AP
Recommended Action ( iKY RE )

REERUWERDG IP utaeinE. ERBIXEE IP #utiiEE |, SFERRERN /32 (HlH
192.0.2) . 10/32), HERIZEMM™RAMMNG | F5 LM ERT T IRARBIIN

REHBBRREANRZEH, B LEH Amazon Firewall Manager AMIEEHEREBENEEL S
H, BXEZEE Amazon Web Services Ik , i Amazon Firewall Manager 3134,

XFET SSH (M 22 ) M RDP ( #%H 3389 ) i5lA] EC2 kHilfyiz = , BIUEEA Systems
Manager Sessions Manager. RS EFEER , ELFELZL2APERKO 22 MixO 3389 EIF
A EC2 324,

Hib&ER
« Amazon EC2 &4 4A
« KA Inter-Domain

- EHSEEER

ZeH API fR4s 2026-06-08 147


https://www.amazonaws.cn/premiumsupport/faqs/#AWS_Trusted_Advisor
https://docs.amazonaws.cn/waf/latest/developerguide/fms-chapter.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html
http://en.wikipedia.org/wiki/Classless_Inter-Domain_Routing
https://docs.amazonaws.cn/systems-manager/latest/userguide/session-manager-working-with.html
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* Amazon Firewall Manager
i §=gdl

» Status

* Region

- BREEBZMN
- X244 ID
o TR

- EBIRiwO
o KibiwgH
- IPEE

. KEX

REaEeD
EAER AT REXIIRE.

REZWR

« Amazon EBS RE&

 Amazon ElastiCache %] fi X £ &
« Amazon MemoryDB % o] Fj X £ &%
+ Amazon RDS &3

« Amazon S3 FH#BE B EKIER

+ Auto Scaling iz TR E
 Auto Scaling A& R

- ELB EEHER

- AR

Amazon EBS 1R
15, BH

KE Amazon EBS & ( TR EEMER ) WIREBHNFEHNE, EIESH T Amazon EBS & , 17
BEAREME, RBSRES Amazon S3 # |, LUSRIMIF A FE M@ point-in-timeik & .
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https://docs.amazonaws.cn/waf/latest/developerguide/fms-chapter.html
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KEID

H7IgTzjTYb
RERM
- HE  BHNSREE7 2 30 XZE,
- 46 SEMNSREET 30 X
. A6 BXERR,
Recommended Action ( i K R4E )

BRARBANBUE-RXRR. BXEZER , 55 W42 Amazon EBS RE.

EB36IE EBS R |, B LAEEMFEH Amazon Backup 5 Amazon Data Lifecycle Managers
H At 3R

Amazon Elastic Block Store ( Amazon EBS )

Amazon EBS Snapshots

Amazon Backup

Amazon Data Lifecycle Manager
&5

» Status

* Region
- &ID

- BR

« REID
< REEEH
o RIRHAMR
- B

* Reason
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ebs-creating-snapshot.html
https://docs.amazonaws.cn/prescriptive-guidance/latest/backup-recovery/new-ebs-volume-backups.html#aws-backup-volume
https://docs.amazonaws.cn/prescriptive-guidance/latest/backup-recovery/new-ebs-volume-backups.html#amazon-dlm
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.amazonaws.cn/ebs/latest/userguide/ebs-snapshots.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/whatisbackup.html
https://docs.amazonaws.cn/ebs/latest/userguide/snapshot-lifecycle.html
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https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_BatchUpdateRecommendationResourceExclusion.html
https://docs.amazonaws.cn/AmazonElastiCache/latest/red-ug/AutoFailover.html
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https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_BatchUpdateRecommendationResourceExclusion.html
https://docs.amazonaws.cn/memorydb/latest/devguide/autofailover.html
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https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/USER_WorkingWithAutomatedBackups.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/USER_WorkingWithAutomatedBackups.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/CHAP_GettingStarted.html
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- 46 BRFEERNRFEEBRNEEETRE.,
- 46 AERXEZEENRFEBNEANR,
Recommended Action ( ZIHVIRE )

NARZBEEREAF#BAESICR, BFEREARFEER RS EEFMUREELXEAEE
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R, B RmEFMEBNR,
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https://docs.amazonaws.cn/AmazonS3/latest/dev/enable-logging-console.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/enable-logging-programming.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/enable-logging-programming.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/EditingBucketPermissions.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/ManagingBucketLogging.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/ManagingBucketLogging.html
https://docs.amazonaws.cn/AmazonS3/latest/UG/EditingBucketPermissions.html
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Auto Scaling iz TR E
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¥ & Auto Scaling AMETIRAREEE,
R Auto Scaling AfFE A 2 Elastic Load Balancing , Wi & &2 /Z A Elastic Load
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£+ Amazon Elastic Compute Cloud (Amazon EC2) I EITIRR# TR E, Auto Scaling T4
XRBI EiETH N ARFIITERSE,

KZE ID

CLOG40CDO8
RESH

- BE . B BAB XN AEISEES , 1B Elastic Load Balancing B2 THRRRERZ A,

- BB BV BEREXKRPATKITESS |, {8 Elastic Load Balancing ETIRRKREE B Ao
Recommended Action ( ZBi K RE )

MR BT BABKBKNAFIIES , (B Elastic Load Balancing BTHRIRRERBA , BSHE
B3 ¥ 4847 b0 Elastic Load Balancing =T &,

BEREN API fR7s 2026-06-08 154


https://docs.amazonaws.cn/AmazonS3/latest/UG/BucketOperations.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/ServerLogs.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/LogFormat.html
https://docs.amazonaws.cn/AmazonS3/latest/dev/deleting-log-files-lifecycle.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/as-add-elb-healthcheck.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/as-add-elb-healthcheck.html
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@ Note
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https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/as-register-lbs-with-asg.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/

Amazon Web Services X ArfEm
- A6 . BHERS SRR I H[MRE (AMI) XKEX,
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5, FZRREEY T RENSEENNAEF. AXUETSESNHOER[NM BT HARN
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MR AMI ERIER , MIEAERN AMI QIZFN B RERBHERRE , AEFEEaTT B4E
KBk, AXRUNMAIEFEHEENFEL , HSF (Amazon EC2 Auto Scaling FAF#Em) HIBIZE
BaflE. BXIBZBHERNEL , B2 H (Amazon EC2 Auto Scaling AF1ER) FMAED
T AR B ER.

(@ Note
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https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/as-register-lbs-with-asg.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/USBasicSetup-Console.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/create-launch-config.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/create-launch-config.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/create-launch-template.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/create-launch-template.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/using-systems-manager-parameters.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/using-systems-manager-parameters.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/ts-as-ami.html
https://docs.amazonaws.cn/AutoScaling/latest/DeveloperGuide/ts-as-loadbalancer.html
https://docs.amazonaws.cn/autoscaling/latest/userguide/
https://docs.amazonaws.cn/autoscaling/ec2/userguide/using-systems-manager-parameters.html
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BEREN API fR7s 2026-06-08 157


https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/TerminologyandKeyConcepts.html#conn-drain
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/config-conn-drain.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/config-conn-drain.html
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/TerminologyandKeyConcepts.html
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Recommended Action ( Zi K R4E )
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MRNBHEREENNREBRAEESTRANTAX , HEATRAX 2EEH 5 B9 | &
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https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/enable-disable-az.html#US_AddLBAvailabilityZone
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/enable-disable-az.html#US_AddLBAvailabilityZone
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/enable-disable-az.html#US_ShrinkLBApp04
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/TerminologyandKeyConcepts.html#AZ-Region
https://docs.amazonaws.cn/ElasticLoadBalancing/latest/DeveloperGuide/UserScenarios.html
https://www.amazonaws.cn/articles/1636185810492479
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https://console.amazonaws.cn/servicequotas
https://console.amazonaws.cn/support/home?region=us-east-1#/case/create?issueType=service-limit-increase&type=service_limit_increase

Amazon Web Services X
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https://docs.amazonaws.cn//general/latest/gr/ddb.html

Amazon Web Services X
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https://docs.amazonaws.cn//general/latest/gr/ddb.html
https://docs.amazonaws.cn/general/latest/gr/ebs-service.html
https://docs.amazonaws.cn/general/latest/gr/ebs-service.html
https://docs.amazonaws.cn/general/latest/gr/ebs-service.html

Amazon Web Services X

RAriEmE

EBS #iM R ( ¥R ) BEM
88

RECHAEREET EBS #MN R (7 ) BFEEHD 80%.
KEID

cG7HH@1739
HAth 7R

Amazon EBS PRl

EBS A% IOPS SSD (io1) B8R & IOPS
B

REFAEREEY EBS MAE IOPS SSD (i01) R & IOPS EL&IH 80%.
KEID

tV7YY01739
HAth 7R

Amazon EBS PRl

EBS Flli& IOPS SSD (io1) & 171k
15 B8

REFHERAEY EBS & IOPS SSD (io1) BEFEMBEEHH 80%.
®EID

gI7MM@1739
H b5 R

Amazon EBS PRl

BRS5 PRI

API fR7s 2026-06-08 162


https://docs.amazonaws.cn/general/latest/gr/ebs-service.html
https://docs.amazonaws.cn/general/latest/gr/ebs-service.html
https://docs.amazonaws.cn/general/latest/gr/ebs-service.html
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.amazonaws.cn/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-eips
https://docs.amazonaws.cn/general/latest/gr/elb.html
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(® Note
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https://docs.amazonaws.cn/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.amazonaws.cn/vpc/latest/userguide/amazon-vpc-limits.html
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https://docs.amazonaws.cn/awssupport/latest/user/fault-tolerance-checks.html#amazon-s3-bucket-logging
https://docs.amazonaws.cn/awssupport/latest/user/fault-tolerance-checks.html#amazon-s3-bucket-logging
https://docs.amazonaws.cn/awssupport/latest/user/fault-tolerance-checks.html#amazon-s3-bucket-versioning
https://docs.amazonaws.cn/awssupport/latest/user/fault-tolerance-checks.html#amazon-s3-bucket-versioning
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#amazon-s3-bucket-permissions
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#amazon-s3-bucket-permissions
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#alb-security-group
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#alb-security-group
https://docs.amazonaws.cn/awssupport/latest/user/fault-tolerance-checks.html#sts-global-endpoint
https://docs.amazonaws.cn/awssupport/latest/user/fault-tolerance-checks.html#sts-global-endpoint
https://docs.amazonaws.cn/awssupport/latest/user/fault-tolerance-checks.html#sts-global-endpoint
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#aws-lambda-functions-deprecated-runtimes
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#aws-lambda-functions-deprecated-runtimes
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#amazon-s3-bucket-permissions
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#amazon-s3-bucket-permissions
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https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#amazon-s3-bucket-permissions
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#amazon-s3-bucket-permissions
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#amazon-ec2-instances-ubuntu-lts-end-of-standard-support
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#amazon-ec2-instances-ubuntu-lts-end-of-standard-support
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#amazon-ec2-instances-ubuntu-lts-end-of-standard-support
https://docs.amazonaws.cn/awssupport/latest/user/fault-tolerance-checks.html#amazon-ecs-awslogs-driver-blockingmode
https://docs.amazonaws.cn/awssupport/latest/user/fault-tolerance-checks.html#amazon-ecs-awslogs-driver-blockingmode
https://docs.amazonaws.cn/awssupport/latest/user/fault-tolerance-checks.html#amazon-ecs-awslogs-driver-blockingmode
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#mfa-root-account
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#mfa-root-account
https://docs.amazonaws.cn/awssupport/latest/user/cost-optimization-checks.html#aurora-cost-opt-db-cluster-storage
https://docs.amazonaws.cn/awssupport/latest/user/cost-optimization-checks.html#aurora-cost-opt-db-cluster-storage
https://docs.amazonaws.cn/awssupport/latest/user/cost-optimization-checks.html#aurora-cost-opt-db-cluster-storage
https://docs.amazonaws.cn/awssupport/latest/user/fault-tolerance-checks.html#sts-global-endpoint
https://docs.amazonaws.cn/awssupport/latest/user/fault-tolerance-checks.html#sts-global-endpoint
https://docs.amazonaws.cn/awssupport/latest/user/fault-tolerance-checks.html#sts-global-endpoint
https://docs.amazonaws.cn/awssupport/latest/user/fault-tolerance-checks.html#sts-global-endpoint
https://docs.amazonaws.cn/awssupport/latest/user/performance-checks.html#cloudfront-domain-name-check
https://docs.amazonaws.cn/awssupport/latest/user/performance-checks.html#cloudfront-domain-name-check
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#cloudfront-custom-ssl-certificates-iam-certificate-store
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#cloudfront-custom-ssl-certificates-iam-certificate-store
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#cloudfront-custom-ssl-certificates-iam-certificate-store
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https://docs.amazonaws.cn/awssupport/latest/user/performance-checks.html#cloudfront-forwarded-headers
https://docs.amazonaws.cn/awssupport/latest/user/performance-checks.html#cloudfront-forwarded-headers
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#ec2-instances-with-windows-server-end-of-support
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#ec2-instances-with-windows-server-end-of-support
https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#ec2-instances-with-windows-server-end-of-support
https://docs.amazonaws.cn/awssupport/latest/user/performance-checks.html#amazon-efs-throughput-mode-optimization
https://docs.amazonaws.cn/awssupport/latest/user/performance-checks.html#amazon-efs-throughput-mode-optimization
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https://docs.amazonaws.cn/awssupport/latest/user/security-checks.html#alb-security-group
https://docs.amazonaws.cn/awssupport/latest/user/fault-tolerance-checks.html#elb-target-imbalance
https://docs.amazonaws.cn/awssupport/latest/user/fault-tolerance-checks.html#auto-scaling-group-resources
https://docs.amazonaws.cn/awssupport/latest/user/fault-tolerance-checks.html#amazon-ec2-availability-zone-balance
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https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html
https://docs.amazonaws.cn/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html
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https://docs.amazonaws.cn/lambda/latest/dg/monitoring-servicemap.html#monitoring-ta-example
https://docs.amazonaws.cn/lambda/latest/dg/monitoring-servicemap.html#monitoring-ta-example
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https://docs.amazonaws.cn/systems-manager/latest/userguide/distributor.html
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Amazon Web Services X #FMAmazon T E KM : AWSSupportServiceRolePolicy,
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o BAILLEBELPH KL Amazon Web Services 3 B9 API 8 Amazon Web Services I, 4l
W, BHKFPEACBRRBRIERGN , BAUEEARER. BXEZERE , BSRGALER
Amazon Web Services X #F API 8 Amazon CloudTrail,

o AT LAEA Amazon Web Services X # API KA DescribeCases APl, Bt API IR [E 354l
B8 , BIMZEHF D, CIBNFRAPUREZFEENBEERER. ERACIER , ERZSAUESE
24 MAMNRGIEE. BREZEL |, 5000 (Amazon Web Services x3F API Reference) FH
DescribeCases.

o BHXIFRFIEE Amazon Web Services ZiFH S WML IE,

o HBOIELTIFRHIN , Amazon TEHREHWIKF, MALE  IREFEFEARBEAZETIERRESE
EENRE , AR HBREE, WTERXAFESE. Amazon Web Services X EREHES
WHE T ERNERITRIE, BXNEESIREFEREZERE, BXEZEE , 5% Amazon Web
Services X ¥ & I [0)&,

« BALLE X Amazon Web Services X EBLUREBKFAIENRE., BXEZER , BHALER
Amazon Web Services 15 EEME X Amazon Web Services X #&F EE,

0 50 iR EE Amazon Web Services X1

Amazon Identity and Access Management (IAM) Amazon Web Services fRSS TJH#BIEE A T2 #hig
FIX Amazon BIRHIGEINR, 1AM B A ZEH@E T U#HTEORIE (BF ) MEN (BNXR ) £A
Amazon Web Services X #F BiR. BHLAEMA IAM Amazon Web Services RS , TE X FE51 5%
Ao

F&

- BX

- FRASHHTEHRIE

- FARKEEH

- #B{EJH % Amazon Web Services X1 5 IAM Bl & H

« Amazon Web Services X#F ET 51K R

- FARSXEKAR

+ Amazon BYFEE KB Amazon Web Services 15

- EEXHIERAXEE Amazon Web Services X £ H/0»

- EEXHIHEXBR Amazon Web Services X itXl

- BEXA A APR Amazon Trusted Advisor
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. [EFPEE Amazon Web Services X1 5 4 i @ £ R

Z A

&K EF 53X Amazon Identity and Access Management (IAM) REH AR
- REAF : WRETEHEINEE , BNEEBALERNER (1FSHEEPEZE Amazon Web Services
X SHMIBELR )

s RFEER : BEAFBRNBEHEBINRER (ESHEIEESE Amazon Web Services X5 5
IAM BLEf6EFA )

- IAMBEER  RERATERLRINRIKE (B2 HAmazon Web Services ¥ ET S EE R
Bl)

£ 51T S 0 WIUE

SPBIFRE Amazon EASHEILRENAR. B4HMEL 1AM AP 540317 H 4% IUE Amazon Web
Services IKFRAF , REBLEF IAM A &#H1TH BRI,

FFHEIGME , Amazon 12t SDK F CLI KX ER#ITNBZL R, BXEZELR | HSH (IAM AF
B8 HMERT APl EREIAmMazon LR MK 4,

Amazon K F iR A

#1228+ Amazon Web Services Ik, B 4HE —1HBH Amazon Web Services Ik root Fi 7 iy &
5% , 2B/ AT LA RIFFE &R Amazon Web Services RS FMER. RITBIBWTEFHAR
BAP#THEERES. BXERBAFEZIENES , 5550 (IAM AFER) vYHNEERE AP EIENE

Fo

IAM AP B4

IAM AFRINENMAGSENARFEERSENRHN —1MNEH. BIUEAIGREIE  mIEFEFKIEILE
B IAM AR, BXEZER  ESR IAM AFRPEREFPNER AL FERASHOREFNEKS B HRIE
= 8€ Amazon £ I BHE B3 1TIH R,

IAM (HIEE—4H IAM AP , ETERNMMNKRERAFP#HITNRERE, BXEZELR , 558 (AM A
FIERY BH IAM B EREA,

M
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IAM B

AM AEREERENRNEH , TREIREIE. SUABEIMNAFYRE IAM A6 (BFE ) K
@M Amazon CLI = Amazon APl RERRAB R, EXEZEE , B5H (AM AFiEmR) HiiE
FABHE .

IAM AaX FERREAFHE, IGe IAM BFRXER, BKFiGRE, BRS 7GR KRE Amazon EC2 L&
THRAREFEEER, BXEZEER , B5H (AM BAFIEE) B8 IAM R EK P FIRGE

AR ERR

&AL Amazon B3 62 Kk 5 2 N2 Amazon H AR FERZEHE PR HRINR, RBEXL TS
SO WARRKEIHNR, Amazon EEFHARHFERMTERXLER R, KSHERBEEL JSON X
By Amazon FEXFEEH. BX JSON RENHENESEE , S0 (IAM AFER) S8 JSON &
B R

EERAEARE , BYE BN EEATUEAC A4 TR BLERRNTHEREREEERNGRMT
Ao

RABRT , AFNALRANR, IAM EEACIZ IAM R RERNIARF , REAFATLE
EXEAE, IAMRKBEENR , BHRITREMANG ETLR.

|dentity-based B

Identity-based KEEZIEM MBI &M ( A/, AHAE ) B9 JSON MRRMENAY, XLERBIZH H 07
BHATH ARE, MBERFEHRITUAREMLAFZATHT. ETHOMCRETSONEE , §5H
(AM BiFfEr) PEAEFEEEERE L BEXL IAM IR,

Identity-based K& AILARRBR RS ( ERRAZNENGHP ) RREERK ( HNIS N HHHIRIE
B ) . ETHRIAERERBNNRRBE BHTER  FSH (AM AFER) FNEEERRS
MR R B < BT

Hth R kA

Amazon XEHMEREER | XLERBERLIREEENNEBEREFHNHE AN :

- NRBLF - EEETENNRBALURET IAM ZEHNEANR. BXEZELR , H5H (1AM AF
1B FH IAM SEAREY I BRIZ R,

« PREILAEIZKRE ( SCP ) — 8 Amazon Organizations AL KA LR E THHE AR, BEXESE
B , #5/ (Amazon Organizations FiFF#8R) YIRS IZHIK RS
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- BIREFIKERE (RCP) - RENKFPEFENZATANE. BEXEZEEL , H5H (Amazon
Organizations AAFEmM) PR EIFRZEHIFE (RCP) .

- SERE -ENAGIREAFVEBGNSEN , EASBERENERERK, BXEZER , HS
7 <IAM AFiEm) PRSIEER,

ZAEKBRER

HIANKBWRENAT —MERE , ERONBREMEZRFNELERE, ETHREIR SR AT
A Amazon BER B ARFIER , TS IAM AFIERmP N ERITLIZE,

1#4E5 3% Amazon Web Services X 5 IAM Bt &#H

EFEA 1AM BIE 15 RIAE 2 81 Amazon Web Services X35 |, R R11% 7 FEMPLE AT /Y IAM ThEE
Amazon Web Services X%, BELH 7 1/ Amazon Web Services 3% fE Mt Amazon B E
IAM B2 &R , E2 IAM AFERPHE IAM BE& A fAmazon RS,

BRIAEE Amazon Web Services X#F £ IAM NiARINERNEER |, FSEEEHRINER
Amazon Web Services %%,

=i
« Amazon Web Services X1 ET 5K
« Amazon Web Services X IAM B &

Amazon Web Services X 1% E T 5 01 KB

£/ IAM ET 5 ORRE , BUNEEATIIELNRENMTR , UREEEFLAZA T AFHIELSL
#’4F. Amazon Web Services X #F XIEHEFENRE, BT HEL JSON RBEFEANTE , FSH
IAM A8/ H# IAM JSON KB TRSZE,

BRI

IR A LAER Amazon JSON REEREEWARBRMT L, HFRY , BN EETUN AR IFER
1THRE | UREFLAFHTNIT.

JSON KM Action TEBER T A TERKP AFHIEL G RINRIE, ERBHFITESREUARTR
ITRERIRERI R,

FEHERITH R IR EE R AER Amazon Web Services x3F AL T ik :support:. il , &
FFEAMSEH Amazon EC2 RunInstances APl #4EiZ1T Amazon EC2 2B R |, &R
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https://docs.amazonaws.cn/awssupport/latest/user/accessing-support.html#iam
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ec2:RunInstances REHAEKEE, REGFIHMEIE Action = NotAction JtE, Amazon
Web Services X#F EX THCH —HIRE  XERERRT AIERZBRZHITHES,

EESENBAPEESWMRE  BEAEZSYENRT , TR :
"Action": [

"ec2:actionl",
"ec2:action2"

BT LERABES () BESMRE, i, EIEELLEE Describe FFLMFIERE , /AT
BRIE -

"Action": "ec2:Describe*"

E&EFE Amazon Web Services X B1EFIXK , i5Z R IAM A F1ER Amazon Web Services X #FH
B E IRAE,

=~

E&EE Amazon Web Services X3 ET 5 HREEN A , ESH. Amazon Web Services 35 &
F 5 51 K #E =Bl

Amazon Web Services X1 IAM & &
| AM £ & 288 Amazon Ik E G5B EN RIS,
e EIES Amazon Web Services X1

A LAE R IR EIE#TERE B RRIEES , 2k IAM B89 REKF AR, S LB
FAssumeRole= Z F B Amazon STS AP ##/ERIREUIE Bt 22 2 iE F5 GetFederationToken,

Amazon Web Services %1% X5 EAIREHER,
Service-linked B

Service-linked A& A Amazon FRE AR MRS PR FEURKRETHIEIE, Service-linked &
HIMERE IAM KPR HIARSFIE, IAM BB AT UEEBFEREBRS XA CNIR,

Amazon Web Services X #F X EFRFHEXAER. BXBIEHEE Amazon Web Services 3 fR$5HH
XABNIEFMAEER , BSRERSZMEXEEAT Amazon Web Services o
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https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awssupport.html#awssupport-actions-as-permissions
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https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html
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BSAE

HIHEATRSAREEERS AL, ABAWRSHRAEMKRSPHRRARKRETHRE, RS
AEERE IAMKSH , ARZKFRE, XEKRE , IAM EERAIUERZAECHNR. B2, X
B T RE & P T AR S5 HY Zh RE.

Amazon Web Services x¥F RS A,

Amazon Web Services X #F E T 5 419 KB 7R~ 5

RINERT , IAM AP A& &E R E SRR Amazon Web Services £ BIRINR, i1t TEE
F Amazon Web Services BIE##|& Amazon CLI, = Amazon APl {U1TES . IAM EIE & S
IAM KB, MEANAFPNACKR FIRUNMENIEERRINITHEN API 81E, AT , EEAMSM
i L SR R BT N B T EIX LEAXBRAY IAM AP R4

BT RMAERX LR JSON KEE 62 IAM ET S HNEK |, 5K (AM BFERE) FH7E
JSON JET+ L 632 KK

£

- RMEXE

- {8 Amazon Web Services X ##l&
- ATAFEEMAIE SR

REERIEREK

Identity-based IR IEEBR K, SINRERETEATUELNIKS POIE, HRIZMIER Amazon Web
Services X#F BRiF. SIEZRNFEE T SO RERN , HEEUATIERMEI :

o FFIAHEA Amazon IEEF B — E Amazon Web Services X35 RIEFBEA |, i5EH Amazon 1£E&
KBEAATREFFENNR, XEXRBEELENKFFRME | HH AmazonEF MEH, ERESZE
B BZR IAM BAFERPAER Amazon FEE RN EAT,

- BFBENR : SIREENKER  NMBEFRITESHMENGTT, EFARRBFRENRRE , AGFERE
FERFHENR, IHEMLEE—FRRBEFITFREVOREMEEEZRRENRREENZS, B
XEZEER 558 (AM BAFER) P TFHRENR,

- HBBIRERH MFA- RigEZ£% , EX IAM AFERAZSESHRIE (MFA) X5 RSURVE RS
APl #E, ETHRESER , B5H IAM AFEEPWE AmazonFEAZESHEIUE ( MFA).

- FRARBEERIEEZSY  BYUXTUTHEERN , EXET B MR BHLER T AFHEE
Bo BN | B RERGRIEEBFRMLARE AW IP #ieE, BB AEESRHE , UMER AN
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EERABHMNESEEANIER , REERFEH SSL ;H MFA, EXEZEL , H5H IAM AP ER
F#Y IAM JSON KB TE : &4,

£ Amazon Web Services X1 12414

E 1517 Amazon Web Services X#F #24l& , BU4THE —HRENER, XLENBEXSRMATFEIHME
& Amazon ik Amazon Web Services X#F BRNFHAEE, NMREBCIEZNE T SR KRBELERT
EWRENBRESE , WEENEFZRBAEE (IAM AFRPSAE ) EEETESA

PR IX LSRR BT LA Amazon Web Services X35 12414 , R EFLLT Amazon 3£E& KB K
IEXLEEE, BEXEZELR |, BFSHE IAM AP ERTH AP RINER

ST F{AA Amazon CLI 5 Amazon API IR , B LERNHREREZEHANER., Hk , RATH
0] 5& 2R T APl R 4EHE PTEL AV IR 1E,

AFAFEEHITE SR

RGBT B AR KRS LAY IAM BAFEERNAERAF B RNABRNITENRE, LHRE
afEfEiE4ls S EA Amazon CLI 2 Amazon API LA4RTE 5 = 52 B R ERI AR .

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
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"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

ERRS K BKAE

Amazon Web Services X#F 3 Amazon Trusted Advisor £/ Amazon Identity and Access
Management (IAM) RS XA, BRFEXBERS Amazon Web Services X # F Trusted
AdvisorE#EX B IH4E IAM A, ESIERMD , REXKARRTMENHNAR, LABGIERARE
@A HEM Amazon BR% Amazon Web Services X = Trusted Advisor EEZR M AENR. A TEBRR
B8 T RS < A M /ER LA R IMI1E Amazon Web Services z3F 1 Trusted Advisord A E11,

FB
o FIRSHERXAEHET Amazon Web Services X%
« FREMEXAEET Trusted Advisor

HREHxAE AT Amazon Web Services X

Amazon Web Services X #F T E@ET APl HRAWEEREHN Amazon BIEHEE , UEHEFRS
MERLF. A TREXFEINEFHEM O EIHE , iF Amazon Web Services X #F £ Amazon
Identity and Access Management (IAM) RS HEx B &,

AWSServiceRoleForSupport RFSHEXAE B EEEEET Amazon Web Services X #FHIh4F IAM
A, RFHEXAEGEMENN , e2ERKREFAEM Amazon BR$ Amazon Web Services X #F
BB RR

AwWSServiceRoleForSupport FRFXEKABEE support.amazonaws.com REERRAAE,

HTEMXERS , ARNTHE AR Amazon Web Services X35 AT IFRERBRITEE K MTAEEFS
BiE. RHE Amazon Web Services 3 TEF BT AE®  ZABEETEN Amazon K,
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RINARETREESEFFHRENFER, 0, Amazon Step Functions API #GetExecutionHistory F
B Input MOutputFERX AF A A M Amazon Web Services &, FA1EA Amazon KMS keys 1l
BHRTFR, XEFEREE AP IR MR , Amazon Web Services X1 RETRHT N,

(® Note

Amazon Trusted Advisor £ #£348 IAM RSHEXBETFEKF B Amazon BIR , ARH&
ETXRBUWANRE, BXEZER , F5H HRZFMEXABHT Trusted Advisor,

AWSServiceRoleForSupport RESHEXBE A FEF BN Amazon CloudTraill&E&FTE Amazon
Web Services X# APl B, XEBTREKEZENFITER , BENECRE T —MEHANFR T HERL
& Amazon Web Services X #F HITHERE. BEXH{ER CloudTrail , %[ {Amazon CloudTrail
RAFERE) .

Service-linked B & &R Amazon Web Services X%

A EFEAAWSSupportServiceRolePolicy Amazon BRI, WIEERKEHMEIAR , HiF
FABRERETREBEENR,

XERETREBFEUTRE

- k¥, BE, IFENEMEFFRS — Amazon BEF RS EARERBERFHONRERNITERDZFHiT
N—BAHZTRS. EFSFRAENHEKMKLERE, AKFREEESRS. SNRSEHMN
RUFANEF I

« IR Amazon K B BRSS B MR E A BN B3 — Amazon Web Services X% AJRESFEAXER
B % F R 15 B 48 Amazon K~ W BRS B ERAEIE, ZBE Amazon Web Services X #
ATFRENKFREKSE, EENEALE. RSEMHSERKFHNRFRRRAFT., THERE, A6H
PR, EARBEQEERAERRE, ERABLAITTREND .

- HFEBNIKFREZRENZETRR Amazon Web Services X # A Bzt TERITEEZEM
BRI IFHERONRE,

BXRATHRSNREENEZEER , S IAM 25 & F ) AWSSupportServiceRolePolicy KB

(® Note

Amazon Web Services X #F B A B3l E# —IXAWSSupportServiceRolePolicy &R , LA
W INET Amazon ARSS MRER R,
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EXEZEE |, 85 Amazon B E R Amazon Web Services

1 RS XA E Amazon Web Services X1

BEEFBIE AWSServiceRoleForSupport Afe, 81 Amazon IKF R , REL B3I REGIE
MEELAE,

/A Important
MR BEFF AT IFRS AR A E Amazon Web Services X3F 2aiERZAE |, NELZH K,
# Amazon 8|2 T iZAWSServiceRoleForSupport&f, AXEZELR , HSHEMN IAM
KPR HRFAE,

YRR TN BR Y BR S 4B A & Amazon Web Services X1

BT LAER 1AM 4%%8 AWSServiceRoleForSupport REXBEABNWER, BXEZEL | BESH
(AM BFPiEmM) PMRERSHEXAE,

ZAWSServiceRoleForSupport A2 N EMIKS Amazon Web Services X 15 iRt EE, EZEM
BEARIEFMAFEN. At , BEBET IAM #2H &, APl % Amazon Command Line Interface (Amazon
CLI) BIRREE B R, XFRFPEH Amazon Ik , RAZBT2TEHHIBRE R X i5RS A& R,

250 Amazon Organizations ##i& 4l Amazon Web Services X i& EE M ZE F 0 LA BR
ZAWSServiceRoleForSupport REMHEXAE, MR AESRE Amazon Web Services X
¥ IRMFEEHER , ARSI KRERITRENE D, BXEZERE , ENFERBIBR
AwSServiceRoleForSupport REXEKAR , FHRRLHNEREFZLE (TAM),

BHX AWSServiceRoleForSupport ABHEFEANESEER , iHH K Amazon Web Services &
o

FFRSZ MK A H T Trusted Advisor

Amazon Trusted Advisor £ Amazon Identity and Access Management (IAM) fRSHH< A, AR

F MR AR R EEEES Amazon Trusted AdvisorfIHE— IAM B, Service-linked B HBTIE X
Trusted Advisor , E1E83EZRSRREEAEM Amazon BRSFIEMNFTENPR, Trusted Advisor £
AltAEREELZNERER , Amazon FEMHHE Amazon FREMEIN, HlE0 , Trusted Advisor 7
WAL D381+ E = (Amazon EC2) SRBIMFEAER , ARBERERA, REMEE. BBHE
MNRESZ2M.
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® Note

Amazon Web Services X% A B IAM RS HEXABIHRIEKFHEER , LUIREHKS
BEBNZERS. BXEZER , HSH FRFZMEXAEHETF Amazon Web Services X #.

BRXXERSABKAGHEMRSNEES , HSH5 1AM B & FEA#Amazon fRS5. B Service-
linked B&FIFIRE “B” RS, FEERSERZRSNBS KA B,

F

2

Service-linked By & &R Trusted Advisor
EERSKEKABNNR

N BIERRS XA E Trusted Advisor

N RERRSHEXAE Trusted Advisor

i B &Y BRS5#E < £ € Trusted Advisor

Service-linked K A &R Trusted Advisor

Trusted Advisor fEAFNERSHEXNEE

AWSServiceRoleForTrustedAdvisor— LB &{E4E Trusted Advisor BRE A E &5 1R Amazon R
SHAGE, ABNREKEALTFXNTE Amazon % R# 1T Trusted Advisor RiLiGE, LAGBEILT
Amazon P I ATTRE , BN ERSLRRIMSLERNR Trusted Advisor. HZEFFi& Amazon ik~
B, Trusted Advisor 2 N EAIE AR, EXNNRIFEEEREFNNIRER ., T2 RRE
Bt I B EfT E At IAM SE4E,

BXMMEBNEZER , S5 AWSTrustedAdvisorServiceRolePolicy.

AWSServiceRoleForTrustedAdvisorReporting — b B &S4F Trusted Advisor AR RIBELA LR ETh
BE A, IthAET Trusted Advisor 468 Amazon Organizations AR F K ASRE B A, Trusted
Advisor )5 AN ER SR ECZLL AR,

BXMMKBEHUEZEL , S AWSTrustedAdvisorReportingServiceRolePolicy.

B L FERALMERALAPFTEKF 812 Trusted Advisor REL RIRE. BXRLEBTENEZE
B, BZHNALME Amazon Trusted Advisor.
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EERS RB A BHNR

BAMEBENR , £ IAMERE (AR, 4581 ) 812, REIMBRBESKEAE®, LUWTRHIE
H AWSServiceRoleForTrustedAdvisor BRE<EAE,

Example : 51 IAM 46122 AWSServiceRoleForTrustedAdvisor RS KB A®

HEEEMA Trusted Advisor Tk, HIBRIRSZSHEc<ACHBRFXANEFCEACTREERSAHN , =
EERTUS B, Trusted Advisor

FEATEARMNE IAM KA REBE T CIRRSKBRAR,

"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole",
"iam:PutRolePolicy"

1,
"Resource": "arn:aws:iam::*:role/aws-service-role/trustedadvisor.amazonaws.com/

AWSServiceRoleForTrustedAdvisor*",

"Condition": {"StringLike": {"iam:AWSServiceName": "trustedadvisor.amazonaws.com"}}

}

Example: 21 IAM E454% 38 AWSServiceRoleForTrustedAdvisor iR 55 # < A& & K # iR

& HBEYREE AWSServiceRoleForTrustedAdvisor AR, BRI LU TEARME IAM 3£
IR R R RERS XA BNWIRIA,

{

"Effect": "Allow",

"Action": [

"iam:UpdateRoleDescription"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/trustedadvisor.amazonaws.com/
AWSServiceRoleForTrustedAdvisor*",

"Condition": {"StringLike": {"iam:AWSServiceName": "trustedadvisor.amazonaws.com"}}
}

Example : foiF IAM S4Bk AWSServiceRoleForTrustedAdvisor RS XEXA®

ISR LU AT E AR INE] 1AM SE AR A PR SR A SR BR AR S5 R BX A € o
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"Effect": "Allow",

"Action": [
"iam:DeleteServicelinkedRole",
"iam:GetServicelinkedRoleDeletionStatus"

iF

"Resource": "arn:aws:iam::*:role/aws-service-role/trustedadvisor.amazonaws.com/
AWSServiceRoleForTrustedAdvisor*",

"Condition": {"StringlLike": {"iam:AWSServiceName": "trustedadvisor.amazonaws.com"}}

}

B LA Amazon EEFR R ( l20 AdministratorAccess ) SRIZHXT A T2 5 R AR Trusted
Advisor,

A BIERSZ KA E Trusted Advisor

TEF 0|22 AWSServiceRoleForTrustedAdvisor RS X<Bk AR, HEFFiR Amazon /AT
Trusted Advisor & BRI ZRSHEXEBE,

/A Important
IR IBERS T A 3F Trusted Advisor RS HEKXABZEIERZIRS , N Trusted Advisor E
ZEENKF PAIE T iZAWSServiceRoleForTrustedAdvisorBt., ETHREZEER
ESHE IAM AFEEHRNEN IAM KPR HIIEFAR,

MRIEHK 3% B AWSServiceRoleForTrustedAdvisor RESKEKAE , Trusted Advisor 7
ERMB T, WRENIKF A AN Trusted Advisor ZRARE XHIBRBRES <EKA®  TAESHIE
RER. EXERT , BALUER IAM 812 AWSServiceRoleForTrustedAdvisor FREXEXA
& , ARE#H B Trusted Advisor,

E 5 A Trusted Advisor ( #2#1& )

1. {EH IAM &A= IAM APl ARIZRSHEXEE, Amazon CLI Trusted AdvisorBXEZEL
BZHAMERS KA,

2. E3 Amazon Web Services EEEFIE , AFSME Trusted Advisor #ZHIE , Mk https:/
console.amazonaws.cn/trustedadvisor,

A Trusted Advisor IRSHEIEE REEE AT,

3. MWIRAHEIEHIERE “B A Trusted Advisor &€, MR RKMEIFFER
AWSServiceRoleForTrustedAdvisor , N2 ZRARSHEE TN E R

ERBRSXBKAR API fR7s 2026-06-08 194


https://console.amazonaws.cn/iam/home#policies/arn:aws:iam::aws:policy/AdministratorAccess
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N wEBIRS KX AT Trusted Advisor

HTZNXGTESIAZAS , UL EERRSREACHER. B2 , BALUER IAM 2585
IAM AP KA ENIER, Amazon CLIEXEZEE , H5H (AM AFER) PRRERSHEX
A8,

I BR B9 BRSS#E < A Trusted Advisor

MREBFEEFE A EER RS Trusted Advisor , T AT SAI BR
ZAWSServiceRoleForTrustedAdvisor&&, 4 Trusted Advisor EZALRFZHEXAR , R
JEF HEMI BRI BRS M A, IXHE T BARS LE & BR Trusted Advisor BRIEFTEMNR. Z A S Trusted
Advisor , ENZAMERSIIEE , SEELLEFNEH, A, RE Trusted Advisor J1 R & K
A, WEBHAETRAKFEASZEEM , XEREBFTFLWETFEET E KA 5 EMN Trusted
Advisor X3, &FE1HE Trusted Advisor #Hl& . API A Trusted Advisor IREIFE4 15 R £51%

BAMTE AWSServiceRoleForTrustedAdvisor P R EFUIERSKKAR® K RASTEEFE
A Trusted Advisor,

IR FEEFREA Trusted Advisor FERRZHEXAE | RS EEMI
BRAWSServiceRoleForTrustedAdvisor REHEXx AR,

EEH Trusted Advisor

1. &3k Amazon Web Services BEEZEHI B H M E Trusted Advisor &l & , Wik Jyhttps:/
console.amazonaws.cn/trustedadvisor,

2. ESMERF  EREIEW,
3. ERFAREKAGNRIBOH , %EFEZEMA Trusted Advisor,
4. EWIANEES , BEEE OK ( AE ) KBIABEZA Trusted Advisor,

A5 Trusted Advisor , FiE Trusted Advisor TheEERF#ZEH , H# B Trusted Advisor #H BN E R
2 RIRAEE,

RIiE , B LAMER IAM $24|A Amazon CLI, =X IAM API il B}
ZAWSServiceRoleForTrustedAdvisorHH Trusted Advisor lRESH*x AR, BXEZEER | &
25 (IAM BFiEmE) RIMIBRRS <A R,

Amazon BVIEE F B Amazon Web Services %1
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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Amazon EEXKERVENEENIN KR Amazon, Amazon EERXKKEE RN FZEN AHIEM
WBR , MEZRTLUFR AR, ANAGEDENER,

FHifE , Amazon HERB AT NEHREMHIRTFRENRNR , BACIITAHEAE Amazon
ERER. RNBUVESERE TEARMNE S SR RERE -SRI NR,

BIEE N Amazon FEEFRXHEHENWNE, 2R Amazon B Amazon IEEREHE KR , W
EHAYNZRBAI<BKNMEZERASS (AP, AMAR )., Amazon REUREERBIIHH API
KA BRSS 1] LAE A # Amazon Web Services RS B9 AP| 124EBTE # Amazon IEE K,

BXREZER , FZMH (AM AFER) P8 Amazon FEE KK,

£l

« Amazon HHEE FK B Amazon Web Services X #F

« Amazon Web Services H & KB Amazon Trusted Advisor
+ Amazon Y FEE K& Amazon Web Services X #F it Xl

+ Amazon FYFEE KB Amazon Partner-Led Support

Amazon BYIEEFK B Amazon Web Services X #

Amazon Web Services X1 EBUTIRERE,

=R

Amazon £ E R : AWSSupportAccess

Amazon £ E R : AWSSupportServiceRolePolicy
Amazon Web Services X 3F E#E| Amazon & R
B PR ZE B AWSSupportServiceRolePolicy

Amazon ¥£E KB : AWSSupportAccess

Amazon Web Services x#F 8 FHAWSSupportAccess Amazon ¥ & K, LB EBEIT Amazon Web
Services X# AP| EB AN XIS RAIEwEH, FHIIEEINEE Amazon Support Center Console 2
B RS AP RFRAN, SO REEMINE IAM 24, BXEZELE , 25 Service-
linked B9 & &R Amazon Web Services ¥,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.amazonaws.cn/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSSupportAccess$jsonEditor
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EEFRFRBRHNR , 55 (Amazon BREX KK SE) HHY AWSSupportAccess,

Amazon FEE KB : AWSSupportServiceRolePolicy

Amazon Web Services 3 I AWSSupportServiceRolePolicy Amazon &R, IthitE K&K
in%E AwSServiceRoleForSupport RESXEKAR, ZERBAFRSKKABGRRETRIEE, &
TRENF L SRS B AN RSB RY 1AM 324k, BEXEZER |, B35 Service-linked B & & FE Amazon Web
Services X%,

EEFHRBEHNR , 525 (Amazon HERXEKSZE) HH AWSSupportServiceRolePolicy,

BRFEHNERFIE , 28 Amazon Web Services 35 E# 2| Amazon EE R M WNREE
AWSSupportServiceRolePolicy,

Amazon Web Services x3F E# 2l Amazon EE KB

& & Amazon Web Services 15 BIXERZSFHRIREFX LT REAKH Amazon FEE R EFAFA
EE, EREBAXMNEEXNESZNRR , BITHR XM $I12% TH LM RSS R,

TRIEART B 2022 F£ 2 A 17 BLLE Amazon Web Services X1 HEXBNEEFE .

Amazon Web Services X%

B HiR =p:
AWSSupportServiceR EEUATRSARMT 146 NFX 2026 F£4 A 21 H

olePolicy : WU BARMHWERH R, ATHRITREBTHREK
B, EENEAXEFEAXNE
P R R R AE

« &M T Apache Airflow
Serverless WL D#EE T
E7 2 — it 5 Apache
Airflow Serverless BJE 5 i
RE ILEREMXNRIE,

« Amazon &4-1AIRE
Amazon & 13Ky R &,
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https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSSupportAccess.html
https://console.amazonaws.cn/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSSupportServiceRolePolicy$jsonEditor
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSSupportServiceRolePolicy.html

Amazon Web Services X

RAriEmE

BEX

DU B

Al 5% Bedrock Agent Core
— R 51 5# Bedrock
Agent Core tH5<#Y A&,
Amazon Connect |~ & & %
— @it 5 Amazon Connect
SEN SR R RE,

Amazon Control Tower —
% 5 Amazon 2 #|3 %
A A

Amazon Device Farm — i

%5 Amazon IR & B M<K
[E] &8

Amazon EC2 - #if 5
Amazon EC2 fBx BB &,
TE# ECS — AidETLE
# ECS #H< WY A1,
Amazon EKS - #id &5
Amazon EKS #8><#YE&,
Amazon Lambda — A T
i# 5 Lambda Amazon #3<
A A

I 5# Macie — B 5T S
# Macie tB5<#Y A&,

I 3% Route 53 k& 5 &l
fliE — @i 51T 5% Route
53 k& 2 B EAE R BV A
a5

I % Route 53 & 74
— B 5L 5# Route 53
R &8 45 HE < Ry (R REL,

I 53 Route 53 Resolver
— AR 5L S# Route 53
Resolver < #y B &,

Amazon £ & F
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RAriEmE

EK

DU B

I &% Route 53 £ EKfER2S
— AR 5L S# Route 53
L IKIRIRTE PRI R R,
Outposts EHIIE Bi#h S3 —
£ Outposts E£ifid 51 &b
S3 BxKyEIEE,

Amazon Security Hub — i
i# 5 Sec Amazon urity Hub
FEXBY R,

Amazon Simple Email
Service - i1 5 Amazon
Simple Email Service f85%
Ay (B,

I i Pinpoint B518% —
it 51 5% Pinpoint &1
B XK R,

Amazon & T SAP i
Systems Manager — &1
EERT SAP 19 S Amazon
ystems Manager #H5<#9 ]
&

I &5 WorkSpaces -1

12 50 57 A8 o< 1Y [F] &
WorkSpaces,

Amazon £ & F
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B iR =p:
AWSSupportServiceR EATARS AT 105 NFR 2026 £1 A 29 H

olePolicy : NI BRBHNEHR R, ATRTEYTHRREK
B EBENBEAIZEHEXINE
P RE A IRE -

« Amazon Bedrock - ff&E S
Amazon Bedrock 8 5< &Y [H]
&

« I 5% Braket — AR 5L
5 Braket <MY A&,

- EEEF-R#IHS Connect
Customer #<HY @] &,

« 5% Aurora DSQL — f#
RET5# Aurora DSQL 4
KRR,

* Amazon Compute Optimizer
— & SRR FE
Amazon Compute Optimizer

- EEEF-#IHS Connect
Customer #<kY 8] &,

- 5% EBS — BAiAELE
# EBS MH<HY [\,

- I5¥ EC2 — ATFMRE
5 # EC2 tHRHI | &,

« Amazon EKS - #iR &
Amazon EKS #8><#YE&,

 Amazon Elastic Beanstalk
— B 5 B &
Amazon Elastic Beanstalk,

« Amazon Glue — @ RE %
Ky BB Amazon Glue,
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RAriEmE

BEX

DU B

Amazon loT Greengrass —
A1 SAEX B A B Amazon
loT Greengrass.

Amazon Web Services 7
E __ @i EMEX &

Amazon Web Services 7

£,

I 5% Kinesis Video
Streams — A 51 & #b
Kinesis Video Streams #H3<
A Al

Amazon License Manager
— & SRR FE
Amazon License Manager,
Amazon MemoryDB — iR
51 5% MemoryDB #<H
[B] &,

Multi-party #t -2 5
Multi-party #t/EB XA B
Eﬁo

T 5# MQ — fi#REIL 5
MQ #H<HY A1,

Oracle Database@Amazon
— AT #RE Oracle
Database@ #85<#Y ]

B, Amazon

Amazon X FZ B ZF-FAiHE
Amazon Xt Z B FEMEXH
[B] &,

Amazon RDS - #id &
Amazon RDS #f3< A&,

Amazon £ & F
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B DU SpG

+ Amazon BiFRE-F T#HR
5 Amazon &g EHEKXH
&) &
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B iR =p:
AWSSupportServiceR EAATARSARMT 145 NFX 2025%F12HA8H

olePolicy : MU BRMMNEH R, ATHITHEBTEREK
B, BEENEAZEFEXNE

FRBEERE

« Amazon Amplify — fi#3R
SEXxHEB Amazon
Amplify,

« Amazon AppSync — i
HEHXH BB Amazon
AppSync.

« Amazon Outposts — i
HEHXH BB Amazon
Outposts.

« Amazon JE 2 E-FH TR
5 Amazon JE#ZEHGXHIE

Eﬁo

* Amazon Compute Optimizer
— i 5 KA B] &
Amazon Compute Optimizer

- EEEF-BEE Connect
Customer tH3<HY @&,

« Amazon DynamoDB - iz
5 Amazon DynamoDB #f5%
Ay B &

« Amazon EMR - #f&EE
Amazon EMR #3<#Y 8] &,

 Amazon Location Service —
ARSI Bk E 7 fR S5 A <
7Y 8] &,
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RAriEmE

BEX

DU B

L5 # GuardDuty -1
= 51 D 52h 485X /Y 8] &
GuardDuty,

Amazon Network Firewall —
AR EMHEXAAZ Amazon

Network Firewall,

Amazon HealthOmics — f#
REMHEKB B Amazon
HealthOmics,

Amazon Organizations —
i SAEK B A Amazon
Organizations,

Amazon S3 - Fid &5
Amazon S3 tH< Y A&,
5% S3 *R-1AiR 5 5 #h
S3 FRMXH[E &,

TL5# S3 mME — @RS
i S3 KEMXHI R,
I 55 SageMaker Al

— ATHRELSE A
SageMaker | #85<HY B &L,

Amazon Security Hub
CSPM — f# R 5% 195
B Amazon Security Hub
CSPM,

T 5% SES — ARXETLL
# SES tH<HY | &,
Amazon Signer — #i% 5
K KRB Amazon Signer,

Amazon STS — R %
By EI& Amazon STS,

Amazon £ & F
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RAriEmE

BEX

AWSSupportServiceR
olePolicy : X I B REEHY E

DU

FEATERS AT 125 NF
IR, ATFHITEB TRARSK
B, EENERIFEINE
FPRBERERE

- AT ITE4HMAIERE (A
IOps ) -HFEERAT IT =24
A TE#E (AlOps ) #Xx
B R &

* Amazon Backup gateway —
fEIR 5 XY EE Amazon

Backup gateway,

* Amazon CloudFormation —
A1 SAEX B A B Amazon
CloudFormation,

* Amazon Cognito Identity
- id 5 Amazon Cognito
Identity A85<AY B,

« Amazon Cognito - ff&E S
Amazon Cognito #3<#a]
=

« Amazon Backup — @i
5K R Amazon
Backup.

* Amazon Directory Service
— B SR M R
Amazon Directory Service.

- Amazon EC2 - #i &
Amazon EC2 fX BB &,

« Amazon FIS — 8 RE /X
#9 1R & Amazon FIS,

- Amazon FSx - Hf&E
Amazon FSx #85x< Ay R &,

B

2025%9A30H

Amazon £ & F
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BEX iR A Hf
* Amazon Global Accelerat
or — iR SR8 BB
Amazon Global Accelerat
Oro

« Amazon B F#- AR5
Amazon & 13 176 8< A 8]

Eﬁo

« Amazon Web Services Ff
£ — FiEAEXHFRIE
Amazon Web Services JFt
o

* Amazon Lake Formation —

RS HERE A B Amazon

Lake Formation,

 Amazon Network Firewall —
AR EMHEXAAZ Amazon

Network Firewall,

* Oracle Database@Amazon
— AT #RE Oracle
Database@ #8><#Y 7]

B, Amazon

« Amazon S3 - B &
Amazon S3 tH<HY A&,

« Amazon SES - #f&ES
Amazon SES > E&,

* Amazon IAM ldentity
Center — f#REMEKHY
@& Amazon IAM Identity
Center,

AWSSupportAccess : T 7 AWSSupportAccess FEER 2025 F 7 A 18 B
REEHEF BRI T X EE APIHY
R,
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RAriEmE

BEX

AWSSupportServiceR
olePolicy : X I B REEHY E

DU

REUATRSFEINT 25 THTR
R, MRITEB THREK
B, EENERIFEINE
FPRBERERE

Amazon CloudFormation —
A1 SAEX B A B Amazon
CloudFormation,

Amazon Config — R 54
KK E & Amazon Config.
I 5% OpenSearch g%5-1A
5 5i# OpenSearch BR
SMEXBEE,

Amazon Glue — it 5%
#9 1R & Amazon Glue,

Amazon IAM — B F#RE
Amazon |IAM <Y [8) &,

Amazon Pinpoint : R E
Amazon Pinpoint #85%#9[d]
&,

Amazon Outposts — i
HEHXH BB Amazon
Outposts.

Amazon STS — X 5%
Ky BB Amazon STS.

BXEZER , HSH I
PR3 E AWSSupportServiceR

olePolicy,

2025 7 A15H

Amazon £ & F
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B iR =p:
AWSSupportServiceR EATARSAMT 257 N 2025 % 6 A 17 B

olePolicy : W BRBHNEHR R, ATRTEYTHRREK
B BEBNMBEARAIZEHEINE
P RE A IRE -

« Amazon App Runner — i
HEMEXHEIE Amazon
App Runner,

« Amazon AppSync — f&
REMXH BB Amazon
AppSync.

« Amazon Batch — #id 548
XK@ Amazon Batch,

« Amazon Bedrock - Hf&ES
Amazon Bedrock # < #a]
a5

« W5 CloudFront -1

i 5 5%k /H < A9 8] &
CloudFront,

* Amazon CodePipeline —
RS XM FIB Amazon
CodePipeline,

« Amazon Config — R 5
KK E & Amazon Config.

- EEEF-#IH 5 Connect
Customer A8 >< Y A&,

« Amazon DataSync — i
HEMEXHEIE Amazon
DataSync,

* Amazon Direct Connect —
R AREMKH A BE Amazon

Direct Connect,
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RAriEmE

BEX

DU B

Amazon EC2 - i &S
Amazon EC2 fBx B8] &,
Amazon W& E A RS-
5 Amazon #fEF ARS8
FEV A,

Amazon Firewall Manager
— R E XA B] &
Amazon Firewall Manager.

Amazon Glue — Fif 5%
KB Amazon Glue,

I 5 # GuardDuty — i

12 50 57 A8 o< 1Y [F] &
GuardDuty,

EC2 Image Builder - i &5
EC2 Image Builder #85<#9 8]
Eﬁo

Amazon loT — R 5 x

B E]& Amazon loT,

Amazon loT FleetWise — 1
HEMHEKXHFBE Amazon loT
FleetWise,

Amazon CloudWatch
BE-AFARSTD%
CloudWatch H &M<y 8]
B

AWS Elemental MediaLive
— FI 5HXAYEE AWS
Elemental MedialLive,
MG REENMN - FEEN
487 2 WS U AR SR /Y B] L
Amazon Network Manager

— BRERxE

Amazon £ & F
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RAriEmE

BEX

DU B

& Amazon Network
Manager,

Amazon CloudWatch a3
MEERS-ATHRASLE
# CloudWatch AT M4 &
RS AERM A,

Amazon H1T1HE RS -8
5 Amazon H{TitERSHE
KA,

Amazon Redshift Serverles
s — BF&E 5 Amazon Redshift
Serverless fH< Y A&,

Amazon Redshift - k& E
Amazon Redshift 485 #9 8]
55

Amazon Resilience Hub —
A1 S HY A B Amazon
Resilience Hub,

Amazon Anywhere &3 #15
FEEAE — FERT R EIR
5 Amazon 54 MG EE
ABMEXREE,

Amazon S3 on Outposts

- #EE 5 Amazon S3 on
Outposts tB< B [E] &,

Amazon S3 - Hf& S
Amazon S3 < A&,

Amazon S3 FREIEFM AR
% - HfE 5 Amazon S3 &
FEXBY R,

I &% SageMaker Al — 3
HEWE# A SageMaker |
FEX B R,

Amazon £ & F
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RAriEmE

BEX

DU B

Amazon Security Hub
CSPM — R 5 <[
B Amazon Security Hub
CSPM,

Amazon SQS - iR 5
Amazon SQS < [E] &,
Amazon Systems Manager
Incident Manager — fi#
REMEKXWEIE Amazon
Systems Manager Incident
Manager,

Amazon Systems Manager
R E-HiH 5 Amazon
Systems Manager RIEi% &

XAV R,

Amazon Systems Manager

— R 5HEXRIE

B Amazon Systems
Manager.

I 5i# WorkSpaces E%&
FHl-AF@RET 5%
WorkSpaces & %& F Hl#x
A A,

Amazon Timestream — JFi%
5 Amazon Timestream #§
KRR,

Amazon Telco Network
Builder — A TR E
Amazon B{SM 4 K281
KRR,

Amazon Transfer Family —
i SAEX B A Amazon

Transfer Family,

Amazon £ & F
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B iR H HA
« Amazon VPC Lattice - #f&

5 Amazon VPC Lattice #H
XK A,

AWSSupportServiceR REUTRSF AT 88 NI 2024 £11 A 25 H
olePolicy : NI BERMNEN B, ATHITEBTHRSK

B BEENEAIFHEXNE

FRERNBRE

« Amazon Bedrock - Hf&E S
Amazon Bedrock 8 5<#9[H]
&,

- EEEF-RIEHE Connect
Customer #<HY 8] &,

I 53 DataZone -1@id 5
S ERM A DataZone,

- Amazon EC2 - #iEE
Amazon EC2 fBX BB &,

« Amazon EKS - #i# 5
Amazon EKS #8><#Y a1 &,

« Amazon Glue — @ RE %
Ky |1 B Amazon Glue,

« &M T Apache Flink i 5
BIEERS - HiEEERT
Apache Flink B9 &8 &

BRS5 #H <R (R &R,

« Amazon Lambda — i
HEHXH BB Amazon
Lambda.,
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B iR HHA
AWSSupportServiceR EEATRSEHARMT 79 NI 2024 £10 A 8 H

olePolicy : W BRBHNEHR R, ATRTEYTHRREK
B BEBNMBEARAIZEHEINE
P RE A IRE -

* Amazon OpenSearch
Serverless — A TR EIL
O OpenSearch TohRS 25

FEX B R,

« Amazon AppConfig —
HEHXH BB Amazon
AppConfig.

« Application Signals - Fi# &
Application Signals #H5<#9
8] &,

« Amazon Athena - Hf &5
Amazon Athena f85<HY 8]
=5

o Y 5# CloudWatch — i

i 5 5%k /H < A9 8] &
CloudWatch,

« Amazon DynamoDB - #&
5 Amazon DynamoDB #f5%
i

- Amazon EC2 - Hf&E
Amazon EC2 tH<#y B &,

« Amazon loT — i 5%
B EI& Amazon loT,

« Amazon Lambda — f#
REMEKB B Amazon

Lambda.
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{
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"Effect": "Allow",
"Action": [
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"trustedadvisor:DescribeOrganization",
"trustedadvisor:DescribeRisk*",
"trustedadvisor:DownloadRisk",
"trustedadvisor:UpdateRiskStatus",
"trustedadvisor:DescribeNotificationConfigurations",
"trustedadvisor:UpdateNotificationConfigurations",
"trustedadvisor:DeleteNotificationConfigurationFoxDelegatedAdmin",
"trustedadvisor:SetOrganizationAccess"
1,

"Resource": "*"

},
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{

"Sid": "AllowAccessForOxganization",

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization"

]I

"Resource": "*"

}I
{

"Sid": "AllowListDelegatedAdministrators",

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators",
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSSexrviceAccess"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal”: [
"reporting.trustedadvisor.amazonaws.com"

1

}
},
{

"Sid": "AllowCreateServicelLinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/
reporting.trustedadvisor.amazonaws.com/AWSServiceRoleForTrustedAdvisoxReporting"”,
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "reporting.trustedadvisor.amazonaws.com"
}
}
},
{
"Sid": "AllowRegisterDelegatedAdministrators",
"Effect": "Allow",
"Action": [
"organizations:RegisterDelegatedAdministrator",
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"organizations:DeregisterDelegatedAdministrator"

]I

"Resource": "arn:aws:organizations::*:*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal”: [
"reporting.trustedadvisor.amazonaws.com"

Amazon &R : AWSTrustedAdvisorPriorityReadOnlyAccess

ZAWSTrustedAdvisorPriorityReadOnlyAccess K B& 6] P Trusted Advisor riority 1% F RiENR , BEE

ELZREE G K IR,
MRIFEAER
EE—FIEAY , LLEXEEE trustedadvisor WA TR :

o WRIER Trusted Advisor M= F14H 41,
« $IRM P Trusted Advisor riority iR B XS H R IFETE S,
« ¥R Trusted Advisor {£ 58 FHR B HMELE

Pd

EE_KNE=FREGF , KBTS organizations WL TR :

« M Organizations #iREHIA L,
o FIHE A GEFFER Organizations B, Amazon Web Services fRS5

« BH Trusted Advisor (L £ RN EREE R

JSON

{
"Version":"2012-10-17",
"Statement": [
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{
"Sid": "AWSTrustedAdvisorPriorityReadOnlyAccess",

"Effect": "Allow",

"Action": [
"trustedadvisor:DescribeAccount*",
"trustedadvisor:DescribeOrganization",
"trustedadvisor:DescribeRisk*",
"trustedadvisor:DownloadRisk",
"trustedadvisor:DescribeNotificationConfigurations"

]I

"Resource": "*"

}I
{

"Sid": "AllowAccessForOxganization",
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization"”,
"organizations:ListAWSServiceAccessForOxrganization"
1,
"Resource": "*"
},

{
"Sid": "AllowListDelegatedAdministrators",

"Effect": "Allow",

"Action": [

"organizations:ListDelegatedAdministratoxrs"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal”: [
"reporting.trustedadvisor.amazonaws.com"
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LERBEKE INZE] AWSServiceRoleForTrustedAdvisor REXREKAER, LABATFRISXKEKAR
NEHRITERE. BTN AWSTrustedAdwsorSerwceRoIePoI|cy Bt b 429 Amazon Identity and
Access Management ( IAM ) 54k, BXEZER , BSH HRFZMEXAEHT Trusted Advisor,

HEREREFEENR , ATFRES<EKA®IEE Amazon Web Services BRS . XENRAFELIRE
Trusted Advisor SRiE(LIERI K .

KR FAE R
ZERBE S A TRR,

« accessanalyzer— #i Amazon Identity and Access Management Access Analyzer &
« Auto Scaling - #iR Amazon EC2 Auto Scaling i /= B & #1 % R

« cloudformation— ##i Amazon CloudFormation (CloudFormation) M F= &g & Fl3#4%
+ cloudfront— #iR Y 5Ky CloudFront 73

« cloudtrail— #i® Amazon CloudTrail (CloudTrail) 3§

« dynamodb — & Amazon DynamoDB M /= B &1 1 % 5

« dynamodbaccelerator — #i® DynamoDB Accelerator % J&

 ec2 - iR Amazon Elastic Compute Cloud (Amazon EC2) ik F° Bit & f1'& IR

- elasticloadbalancing - #iRF# M A FHKIGHE (ELB ) K- BN E IR
 iam-FREUIAM R , AEFH, BHDREEHES

* networkfirewall— ##i& Amazon Network Firewall i

 kinesis - #i& Amazon Kinesis (Kinesis) i F &g &

« rds - #iR Amazon Relational Database Service (Amazon RDS) % &R

« redshift - #i& Amazon Redshift 5 &

« route53 - iR Amazon Route 53 Ik /= Bt 8 F % R

« s3 - #i Amazon Simple Storage Service (Amazon S3) %R

+ ses — 3RHX Amazon Simple Email Service (Amazon SES) &% Bt &l

* sqgs - %I Amazon Simple Queue Service (Amazon SQS) B\ %

 cloudwatch— 3RHX Amazon CloudWatch =4 ( CloudWatch B4 ) 184r5 1T 8E

+ ce - 3REX Cost Explorer k%5 (Cost Explorer) ZiX
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« route53resolver— #RHY Amazon Route 53 Resolver & 25i% = R &R
 kafka — 3REX Amazon Managed Streaming for Apache Kafka &R

« ecs — 3REY Amazon ECS &J&

« outposts— FREX Amazon Outposts &R

JSON

"Version":"2012-10-17",

"Statement":

{

"Sid": "TrustedAdvisorServiceRolePermissions",

[

"Effect": "Allow",
"Action": [

"access-analyzer:ListAnalyzers",

"autoscaling:DescribeAccountLimits",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribelLaunchConfigurations",
"ce:GetReservationPurchaseRecommendation",
"ce:GetSavingsPlansPurchaseRecommendation",
"cloudformation:DescribeAccountLimits",

"cloudformation:DescribeStacks",
"cloudformation:ListStacks",
"cloudfront:ListDistributions",
"cloudtrail:DescribeTrails",
"cloudtrail:GetTrailStatus",
"cloudtrail:GetTrail",
"cloudtrail:ListTrails",
"cloudtrail:GetEventSelectors",
"cloudwatch:GetMetricStatistics",
"cloudwatch:ListMetrics",
"dax:DescribeClustexs",
"dynamodb:DescribeLimits",
"dynamodb:DescribeTable",
"dynamodb:ListTables",
"ec2:DescribeAddresses",
"ec2:DescribeReservedInstances",
"ec2:DescribelInstances",
"ec2:DescribeVpcs",
"ec2:DescribelInternetGateways",
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"ec2:DescribelImages",
"ec2:DescribeNatGateways",
"ec2:DescribeVolumes",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",

"ec2:DescribeRegions"”,
"ec2:DescribeReservedInstancesOfferings”,
"ec2:DescribeRouteTables",
"ec2:DescribeSnapshots"”,
"ec2:DescribeVpcEndpoints"”,
"ec2:DescribeVpnConnections",
"ec2:DescribeVpnGateways",
"ec2:DescribeLaunchTemplateVersions",
"ec2:GetManagedPrefixListEntries",
"ecs:DescribeTaskDefinition",
"ecs:ListTaskDefinitions",
"elasticloadbalancing:DescribeAccountLimits",
"elasticloadbalancing:DescribeInstanceHealth",
"elasticloadbalancing:DescribelLoadBalancerAttributes",
"elasticloadbalancing:DescribeloadBalancerPolicies",
"elasticloadbalancing:DescribelLoadBalancerPolicyTypes",
"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:Describelisteners",
"elasticloadbalancing:DescribeRules",
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetHealth",
"iam:GenerateCredentialReport",
"iam:GetAccountPasswordPolicy",
"iam:GetAccountSummary",
"iam:GetCredentialReport",
"jam:GetServerCertificate",
"iam:ListServerCertificates",
"iam:ListSAMLProviders",
"kinesis:DescribelLimits",
"kafka:DescribeClusterV2",
"kafka:ListClustexrsV2",

"kafka:ListNodes",
"network-firewall:ListFirewalls",
"network-firewall:DescribeFirewall”,
"outposts:GetOutpost",

"outposts:ListAssets"”,
"outposts:ListOutposts",
"rds:DescribeAccountAttributes"”,
"rds:DescribeDBClusters",
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"rds:DescribeDBEngineVersions",
"rds:DescribeDBInstances",
"rds:DescribeDBParametexGroups",
"rds:DescribeDBParameters",
"rds:DescribeDBSecurityGroups",
"rds:DescribeDBSnapshots",
"rds:DescribeDBSubnetGroups",
"rds:DescribeEngineDefaultParameters",
"rds:DescribeEvents",
"rds:DescribeOptionGroupOptions”,
"rds:DescribeOptionGroups",
"rds:DescribeOrderableDBInstanceOptions”,
"rds:DescribeReservedDBInstances",
"rds:DescribeReservedDBInstancesOfferings",
"rds:ListTagsForResource",
"redshift:DescribeClustexs",
"redshift:DescribeReservedNodeOfferings",
"redshift:DescribeReservedNodes",
"route53:GetAccountLimit",
"route53:GetHealthCheck",
"route53:GetHostedZone",
"route53:ListHealthChecks",
"route53:ListHostedZones",
"route53:ListHostedZonesByName",
"route53:ListResourceRecordSets",
"route53resolver:ListResolverEndpoints”,
"route53resolver:ListResolvexrEndpointIpAddresses"”,
"s3:GetAccountPublicAccessBlock",
"s3:GetBucketAcl"”,
"s3:GetBucketPolicy",
"s3:GetBucketPolicyStatus",
"s3:GetBucketLocation"”,
"s3:GetBucketLogging",
"s3:GetBucketVersioning"”,
"s3:GetBucketPublicAccessBlock",
"s3:GetLifecycleConfiguration",
"s3:ListBucket",
"s3:ListAllMyBuckets",
"ses:GetSendQuota",
"sqs:GetQueueAttributes”,
"sqs:ListQueues"

]I

"Resource": "*"
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1

Amazon FEE KB : AWSTrustedAdvisorReportingServiceRolePolicy

LSRR AN EAWSServiceRoleForTrustedAdvisorReportingl REHX<A® |, Z AR Trusted
Advisor XA LM B INEERITIRE. BTREEN AWSTrustedAdvisorReportingServiceRolePolicy B
MEER 1AM Kk, BXREZER , FS5H FRSEXAEA T Trusted Advisor,

HRERFEENRE , A1FRSHEXAEHRIT Amazon Organizations ##4E.

RRFHRER
R EE TR,

« organizations - HREWARF I LIRS HENER, KF, RE, FRMALRLEN

JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": [

"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOxganization",
"organizations:ListAccounts",
"organizations:ListAccountsForParent",
"organizations:ListDelegatedAdministratoxrs",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListChildren",
"organizations:ListParents",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount"

1,
"Effect": "Allow",
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"Resource": "*"

Trusted Advisor E#E| Amazon £ E R

EEAXXLERESFHEFIXLETE X2 B Amazon Web Services 3% 2z Trusted Advisor FRY
Amazon TEXRBEFNIFMAEE, EREBEXLITHEHEXRNEIRE , BiTH XFH LI TEL
Y RSS &,

TRIERT B 2021 F£ 8 A 10 HELR Trusted Advisor I E RN EEFE #,

Trusted Advisor

B iR H Hj
AWSTrustedAdvisorS Trusted Advisor 78007 ¥ 2026 £ 5 A 14 H
erviceRolePolicy MIRIERIZE Fecs:ListC

lusters ecs:ListT

EH A IBRE asks ., ecs:Descr
ibeTasks . Mecs:ListT
askDefinitionFamil
ies PR,
AWSTrustedAdvisorS Trusted Advisor 2024 £ 10 A 30 H
erviceRolePolicy 7R ERR
Felasticloadbalanci
EH A IE R ng:Describelistene
rs, Melasticlo
adbalancing:Descri
beRules PR,
AWSTrustedAdvisorS Trusted Advisor i1 T 7 2024 £6 A 11 H
erviceRolePolicy HRER R Faccess-an
alyzer:ListAnalyze
BRI E K,
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EK

DU

rs cloudwatch:ListMet

rics ., dax:Descr

ibeCluste

rs ., ec2:Descr
ibeNatGat

eways ., ec2:Descr
ibeRouteT

ables ., ec2:Descr
ibeVpcEnd

points . ec2:GetMa
nagedPrefixListEnt

ries , elasticlo
adbalanci
ng:DescribeTargetH
ealth ., iam:ListS
AMLProvid

ers . kafka:Des
cribeClus

terV2 network-f
irewall:ListFirewa
1l1ls network-f
irewall:DescribeFi
rewall Flsqgs:GetQu
eueAttributes PR,
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EK

AWSTrustedAdvisorS
erviceRolePolicy

EXRAIE R,

AWSTrustedAdvisorPriorityFu
lIAccess

EHMADERE,

AWSTrustedAdvisorPriorityRe

adOnlyAccess

EHMADE R,

AWSTrustedAdvisorS
erviceRolePolicy : A K
OEE

DU

Trusted Advisor %

T FBRERR
Fcloudtrail:GetTrai

1l cloudtrail:ListTra
ils cloudtrai
1:GetEventSelector

s outposts:GetOutpos
t . outposts:ListAsset
s FMoutposts:ListOutpo
sts PR,

Trusted Advisor & 3t

T AWSTrustedAdvisorP
riorityFullAccess
Amazon EE R I EEL
IDo

Trusted Advisor E#

7 AWSTrustedAdvisorP
riorityReadOnlyAcc

ess Amazon EEERKIUBE
iE4 D

Trusted Advisor 0 7 #t
HIRERTR Fec2:Descr
ibeRegions s3:GetLif
ecycleConfiguratio

n ecs:DescribeTaskDe
finition FMecs:ListT

PR

askDefinitions

B

2024 1 A 18 B

2023 12 A6 H

2023 12 A6 H

2023 11 A9 H
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EK

AWSTrustedAdvisorS
erviceRolePolicy : A K
R

AWSTrustedAdvisorR
eportingServiceRolePolicy

B¢ Hn 2 Trusted Advisor
AWSServiceRoleForT
rustedAdvisorRepor
ting BRFHEXABNEER
BEHY V2

AWSTrustedAdvisorPriorityFu
llAccess 1 AWSTruste
dAdvisorPriorityReadOnlyAcc
ess

BE Amazon FEEF

Trusted Advisor

DU

Trusted Advisor 70 A
FTHY MR B AR T H
B IAM #&4Eroute53re
solver:ListResolve
rEndpoints route53re
solver:ListResolve
rEndpointIpAddress

es ec2:DescribeSubnet
s . . kafka:Lis
tClusters

V2 Fkafka:ListNodes o

¥ Trusted Advisor
AwWSServiceRoleForT
rustedAdvisorRepor
ting REHEXAEH
Amazon EERBEHRE

V2, V2 FERM— 1AM &
fE organizations:List
DelegatedAdministr
ators

Trusted Advisor 0T FANET
WIEE RS , SO LER T
Sk &I Priority B9 Trusted
Advisor T8 PR

B

2023 9 H 14 H

20232 A28 H
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BX HiR H &
AWSTrustedAdvisorS Trusted Advisor 7 2021 £8 A 10 H
erviceRolePolicy : NI EKEE 11T FHAVIRERR

M E T FDescribeTargetGrou

ps HMGetAccoun
tPublicAccessBlock 1%
R,

Auto Scaling A& 1Tk
MEEFEE DescribeT
argetGroup MR, K%
B$ fNZ Auto Scaling AHYIEZ
BAZITESR,

Amazon S3 FHEBNRRESE
E GetAccountPublicAc
cessBlock MERUKZE
Amazon Web Services i/ #9

FRIEANBIFRENRE,
ERXMNERBE Trusted Advisor FFIAIRERHE 2021 £8 A 10 H
Amazon EE RN E X,

Amazon BVIEE KB Amazon Web Services X itXl
Amazon Web Services X#F it RIEE U THE R,

B

« Amazon F£E KB : AWSSupportPlansFullAccess

« Amazon FEEFRBE : AWSSupportPlansReadOnlyAccess

- Amazon Web Services X5 it XIEFE Amazon FEE R

Amazon £ E R : AWSSupportPlansFullAccess

Amazon Web Services x#F 1+ %I FHAWSSupportPlansFullAccess Amazon & K, |AM LK fE
L RBE R IBSERR LT Support Plans #1E :
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Amazon Web Services %5 AP s
- BEEZMNXEFITX Amazon Web Services Ik

- BEEAXRERAXFITNBERRSHIFEAEE

- BHEMXIFITR Amazon Web Services Ik

- REBHIEZFFITKIETEIFR Amazon Web Services ik /-

- BEFLZNAE T HERRFIKR Amazon Web Services i~

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"supportplans:GetSupportPlan",
"supportplans:GetSupportPlanUpdateStatus",
"supportplans:StartSupportPlanUpdate",
"supportplans:CreateSupportPlanSchedule”,
"supportplans:ListSupportPlanModifiexs"
1,
"Resource": "*"
}
]
}

BEXFEBRERNIE , S Amazon Web Services 15 it I E#HHE Amazon & F B,

Amazon £ E XK : AWSSupportPlansReadOnlyAccess

Amazon Web Services #F 116 AWSSupportPlansReadOnlyAccess Amazon & F#, IAM 3£
{45 A L SR BE IR SE R BA T Rt Support Plans #1E :

. BEFEMXZIF1TR Amazon Web Services I F°
s BEEEXERXFITNERRSWEAEGE
- BEFLNMAEXFITREXRESFIER Amazon Web Services i F°
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"supportplans:GetSupportPlan”,
"supportplans:GetSupportPlanUpdateStatus"”,
"supportplans:ListSupportPlanModifiers"
]I
"Resource": "*"
}
]
}

BEAEBERMNIYIER , 555 Amazon Web Services %1 it X EHZE Amazon & F W,

Amazon Web Services X #F it X EHZE Amazon £ E K&

BEBHXERSTFHRBERIX LT RLR |, Support Plans Amazon EEBREFNIFAEE. BEREBE
RUTTEERNEFERR , BITHE X7 $ i85 THE LA RSS R

TRMNET B 2022 F£ 9 A 29 HELRXS Support Plans £ E RN EEZEF .

Amazon Web Services X%

B R HEH
AWSSupportPlansRea ¥# ListSupportPlanMod 2024 £F9 A9 H
dOnlyAccess — X 1B K BE 1Y ifiers BERME
B AWSSupportPlansFul

1Access A AWSSuppor
AV\_/;I?;p;ortI;ﬁlansFullAccess tPlansReadOnlyAcce
=i d et ss FEEEK
AWSSupportPlansFullAccess  #f CreateSupportPlanS 2023 5 A8 H

- NI B R EH

chedule ®EFRME

Amazon £ & F

API fR7s 2026-06-08 259



Amazon Web Services 1 AriEE

B iR B
AWSSupportPlansFul
lAccess REEFEL,

ERMHNEHRAE Support Plans £ EXRWER 2022 F9 A 29 H
H&o

Amazon FVIEE KRB Amazon Partner-Led Support
Amazon EEXKEHCIENEENIM KR Amazon, Amazon EE XK EENFZE N A HIRM
R, UMEETUFBR AR, ANAEDENER,

FHiCE , Amazon HERB AT NEHREMHIRTFRENRNR , BACIIAHAE Amazon
ERER, RNBVESERE THEARMNE S EEERBERE -SRI NR,

BT EE R Amazon FEEFEBPENHNER., R Amazon EH Amazon FEE KB E XK E |,
BN MZREBAMXBENMEZERASS (AP, AFA® ). Amazon RREFREEBIIEHH API
KA RS 7] LAE A # Amazon Web Services RS B9 API #24ERTE # Amazon IEE K,

BXREZEE | HSH (IAM AF#ERE) B Amazon FEE XK,

Amazon FEE K EE : AWSPartnerLedSupportReadOnlyAccess

BAI LU AWSPartnerLedSupportReadOnlyAccess MIIZEIEBHAF, AFAE,

HBUER A A T8 T34 AT LUREUE Amazon K R BRSSHIBRSS T BIER APl B9 RORIG R R, BT BAfE
Bt SR BE M1 4289 Support Pro Amazon Partner-Led gram H B & 4E{K IR 15 B A TR FAE B & 9
H 15 TE 1Y AR S5 R AX PR

/A Important

RE& AWSPartnerLedSupportReadOnlyAccess iX 2 HIZ L E KEE Amazon , BB E=E
EERBPISWRSANR , MRIECINREFEENBEEXFTER, TERRLITERE

Amazon & K API fR7s 2026-06-08 260


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

Amazon Web Services 1 AriEE

£ BT EFMBENE KM REE Amazon Web Services RS, EFREEEQIEHF LN
BY B E SR EE |, BURE I IEE REESTE < SRS

RRFAE R
ZERBIE U TR,

« acm- AT XIS Amazon Certificate ManagerfB < By /R 3% 135 2 53 1T R FE HERR

« acm-pca - AFEMEI S Amazon FAFIEB WA LAY HE < B F R K 35 R 515 17 B FEHERR
+ apigateway - RFEMEIS 5 Amazon API Gateway A8 By R 235 R G183 TR EEHER,
* athena - AFEAEX S Amazon Athena #5< BV R X 35 R 63 1T EHERR

« backup - A EAFT S Amazon BackupFl < B AR 3 15 524 3 1T R HEBR

« backup-gateway— R ZEIEAF S B Amazon ackup Gateway #85<B9 3R 37 3 =453 1T B FE HE
BRo

 cloudformation — R FE &I E Amazon CloudFormationH < BB AR 3z 33 3 533t 1T i PR BERR o

 cloudfront— RFZEFAFE Amazon CloudFront 855 B9 R X 35 =B 1T HUEHERR

 cloudtrail - AFFEH&AITE Amazon CloudTrailf8 < YR X 35 R G 1T EBEHERR

 cloudwatch— RFZEFEAX S Amazon CloudWatch #8x B3R 32 35 R G 1T HEEEHERR

« codepipeline — ¥ E I 5 Amazon CodePipelinefl < By R X i R 43 1T EEHERR

 cognito-identity — ¥ E &S5 Amazon Cognito Identity #85< B R 3 35 R A1 1T FEHE
BRo

« cognito-idp - A EMAX S Amazon Cognito F it A8 < BB AR 32 3% R 613 1T FE HERR

« cognito-sync - A E4FT S Amazon Cognito Sync #85< B R 3215 63 1T B FEHERR

« connect— AFZEFXAXE Amazon Connect B X M R X REI#H T EHERR.

« directconnect — RFEHAX S Amazon Direct Connecttl < IR X 15 R I3t 1T HBEHE R,

« dms - RFEMEITE Amazon Database Migration Service < 95 /R 3% 35 2 53 17 BUEHERR

« ds — RFEMEITE Amazon Directory Service# 5< B R 32 15 24513 1T FEHEBR

« ec2 - A EMIE Amazon Elastic Compute Cloud AR HIFE AR 1T R HIB T EBERR. X8
EC2 ( Windows #l Linux ) . EI\FAE = (VPC ) M VPC FHIBEARZHFEL,

« ecs - RFFEHIT S Amazon Elastic Container Service XM R X H3# THREHER.
« eks - AFEMAIE Amazon Elastic Kubernetes Service #85< B R 238 =613 1T HUEHERR
« elasticache— RFZEFE A E Amazon ElastiCache f8x B AR 3 2 1T EHEHERR
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« elasticbeanstalk - XX 5 Amazon Elastic Beanstalk#i < By H AR X 15 =2 43 4T = HE
BRo

« elasticfilesystem— ¥ FE 435 Amazon Elastic File System xR X 3 R A 1T8E
HEBR,

« elasticloadbalancing - ¥ E 43} 5 Elastic Load Balancing #8355 B9 5 /R 3% 5 = il 3t 1T ¥ BE HE
BRo

« emr-containers - ARAFFE IS Amazon EMR on EKS #X MR X 6# THEHER.
« emr-serverless — RFFAEITE Amazon EMR Serverless f85< B3R 32 33 22 3 1T EUEHERR

« es— AFEFEAXNE Amazon OpenSearch BRFZ X BRI IFRFIFH THEHRR. XBEHARAX
135 |, #la0 OpenSearch REFFEE R &£,

« events— AT ZEFEAXN S Amazon EventBridge < B AR 3 35 = 53 T BEHERR

o fsx - RAFEMHEIE Amazon FSx XM ER X FROIFTHEHERR, XBIFRARZFELT |, Hla
FSX for Windows File Server,

 glue - AFEHEI S Amazon Gluetd < B R X 35 R 63 THEEHERR.
 guardduty— AW ZEFAX S Amazon GuardDuty $5< 895 AR 2 35 563 1T BEHERR
« iam- RFFHAX S Amazon Identity and Access Management#8 < B AR 37 135 R 513 1T IR BERR

+ kafka - R 435 Amazon Managed Streaming for Apache Kafka #8355 B9 5 R 32 3% =43 178K
PBEHERR,

+ kafkaconnect - A £33 5 Amazon Managed Streaming for Apache Kafka Connect #8< By
7R X 35 RGBT HUEHERR

« lambda - AFEHAI S Amazon Lambdatl >k B3 R X 35 R G117 EEHERR

« logs— AWZEFEAFE Amazon L CloudWatch ogs 85x B R 3 3 R G613 1T EHERR

« medialive — R EHI 5 AWS Elemental MediaLived 5% B3 R 3 15 R 61 1T i BEHERR
- mobiletargeting - A EMX 5 Amazon Pinpoint #85%< B9 R 3 i 2= 013 T HUE HERR

« pipes— RWZEIAX S Amazon Pip EventBridge es #5< B9 AR 3 33 2245 3t 1T HUEE HEBR o

« polly — R EHFT S Amazon Polly #8355 BY R 32 1 =463 1T FEHERR

« quicksight— AWFZEIEAX S Amazon Quick X HIF AR 15 R G 1T HFEBERR,

« rds - RFEHEX S Amazon Relational Database Service 8% BI R AR X =63 1T EHERR, X
SBEFARZEES , Fln . XREBIEERS (Aurora- MySQL-Compat), X< REBIEERS (Aurora-
PostgreSQL-c). X< R¥IEERS (PostgreSQL)., *REIEERS (SQL Server), X REBIEERS
(MySQL) MxZEIEERS (Oracle),

« redshift - AFEMAEX 5 Amazon Redshift #85< B 3R % 35 =613 1T HUEBERR
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« redshift-data - A E#&X 5 Amazon Redshift Data AP #< B F R X3 = HI 3 TS EHERR .

« redshift-serverless - X #&X 5 Amazon Redshift Serverless #8x B R L3R HI3 1Tk
PEHEBR

 route53 - RFEMAI S Amazon Route 53 5% BI AR 3 35 =63 T HUEHERR

+ route53domains — A EAEX S Amazon Route 53 3855 B F R 2 35 R4 3t 1T BE HEBR

- route53-recovery-cluster - AFFEHXE Amazon Route 53 RS EFFHRWHE R IFRHI
TR HERR

« route53-recovery-control-config - AFEEIE Amazon Route 53 fRE EHHEX AR
S RRGIHITHEHERR

« route53-recovery-readiness - A XI5 Amazon Route 53 IRE XN FEARZFE
il 1T H P BERR

 route53resolver - AW EHAI S Amazon Route 53 Resolver #5< B3R 3 3% R 43 1T FEHE
BRo

« 53 - R EHEXE Amazon Simple Storage Service F85% B AR 32 15 =53 1T HUEHERR
« s3express — A EAIE Amazon S3 Express #xFI B R X 35 R 43 1T E LR,
« sagemaker— AW ZEFEAX S Amazon A SageMaker | #85% BY AR 3233 R G133 TR EEBERR

« scheduler— AWZEF AX S Amazon S EventBridge cheduler #3< By R 3 35 R F) 3 1T EEHE
BRo

« servicequotas - AT EHX 5 RS B X W E R 2R3 1T EHERR,

« ses - RFFEMAEITE Amazon Simple Email Service #8355 B3R 3 335 =63 1T BEHERR

« sns — R EMAEXE Amazon Simple Notification Service #85< By R 32 15 22613 1T FEHERR

« ssm— AW EMAIE Amazon Systems Managerl < B9 R 32 15 R 63 1T B FEBERR

« ssm-contacts— AT ZEFEAFE Amazon Systems Manager Incident Manager Bk & A fBX B
7R X 35 RGBT HEHERR

« ssm-incidents - AW EH&IF S Amazon Systems Manager Incident Managerfi < I R TR
i3t 1T H P BERR

e ssm-sap— AFERFE AT E SAP HXWHEARZFRHIH THFEHEER Amazon Systems Manager

« swf - RFEAEX S Amazon Simple Workflow Service #83%<BIH R X 35 263 1T EHERR

« vpc-lattice - AFEHEX S Amazon VPC Lattice Hx<HIFERZIFRA#ITHEDER. XBER
RZFES , 130 VPC - PERK,

« waf - RFEAI S Amazon WAFHE R BI AR 215 R G137 FEBERR
« waf-regional— RFZEFEAXE Amazon WAF XiZi#H < B R 32 35 2= 4503 1T BEHERR
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¢ wafv2— AFZEFEAN S Amazon WAF V2 XM F AR iR 63 T HERER.

« workspaces— RFZEFEAX S Amazon WorkSpaces HX I AR Z1F R HI3 THELR, Xa¥E
FARLZ#FZES , #la0 Workspaces (Windows),

« workspaces-web— RFZEIE AT S Amazon WorkSpaces &£ X W 85X M H R T RFIH 1T
PEHERR., X BIFEHRARZHFELS , Hla0 Workspaces (Windows),

EEFHFBRHNR , HSH (Amazon REXKKSE) HHy
AWSPartnerLedSupportReadOnlyAccess,

Amazon Partner-Led Support E#ZE Amazon & K

BEHZRSFHREBFRXLEEHREEK , S Amazon Partner-Led upport Amazon £ & BUR E#HHiFAE
B, ERBEXRLTEEXRN B3IREE |, 5118 Su Amazon Partner-Led pport Document 77 128 & T
H _E# RSS feedo

B B H &
AWSPartnerLedSuppo WY —NETH Amazon 2024 £ 11 A 22 H

rtReadOnlyAccess - ¥R B EXRE , HP@ELUEEE
Amazon i RS HI RS T

BRI R
Amazon Partner-Led Support Amazon Partner-Led Support 2024 £11 B 22 B
EIFRIRERE KX FFIRIRERE Amazon & K EE

I E X

S R E Amazon Web Services 1% Hly
BAMEFFRIXEFEROMGIE =GR,
BAILMERL T &’z —FRIXFEF O

- £/ Amazon Identity and Access Management (IAM).
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https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSPartnerLedSupportReadOnlyAccess.html
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- FEHASEN Amazon Tk F B R B TRt it T B2 8D, b B B FR AN Amazon IKF root B ( i
).

R EA B Amazon usiness Support+, En Amazon terprise Suppor Amazon t =% Unified Operations
IR, AT BAEA Amazon Web Services 3 API LUmiE S #1715 1E Amazon Web Services X #
# Trusted Advisor 1, BXEZEE , S Amazon Web Services X #F APl &,

(@ Note

MRTERFRZEFEF O , MATBAEA Contact Us ( BRRIERA] ) TWHE. &7 LAGE M I TTEFREX
BRI 2 MK R R H B,

A X Support Center Console API 4L R tMAIF ER INE W IAM REHEE. , BSHAZEFEH L
2 & AP BRERI IAM K,

Amazon K ( THEZE )

& 7] LAGE F S8 HY Amazon K F° B FBf 4 b it Amazon Web Services BB 4| A MR EFHHE
Support Center, L& B#H Amazon IKFRAF. B2 , RIBEZBWEFTEFHABAFRXKBITAEE
1%, MEEEEES., Ak, RINBINEER IAM |, ERFEREHITE A qJUEENKS RRTE
T,

Amazon X173

LA L RS P TELT Amazon Web Services X31F 184, BM A LE IAM FEHIEEX L
Amazon Web Services X1 BRIELL AR IE4 IS EIRE,

(® Note

EE IAM FBEHPIELUTEMRE , WEEIBRIRELZFRIIREN , TS H
Support Center HILE AT R,

R EW B8
AddAttachmentsToSet BT E M ERIN— NS N EINR. B

SRR T EFHREH IR =PI R BB S 89 MR
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https://docs.amazonaws.cn/awssupport/latest/APIReference/Welcome.html
https://www.amazonaws.cn/contact-us/
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BRI i BB
ISRt RES. ZMHEERRE 1 /MR
. MAAFIREH expiryTime BN 7 Z MR

B HARt ],

AddCommunicationToCase ¥ F 7 Amazon Web Services x# 4|7 710
HEMEFBENONR K SE—HAEEBELEH
Y B T BB 4 3t 31k

CreateCase ROl RGIIER,

DescribeAttachment B F 10 R R HI M ERIIBR o

DescribeCaseAttributes B F B IRSS1EEY Amazon Web Services

Y ZHIR MNP, *Cent Amazon Web
Services X% er AEB{E A ©RIREFEIRAY BB

IR E .
DescribeCases BFiREIE—/ 5% Amazon Web Services

X #F 261D EE Y =B FIRER,

DescribeCommunication FFIREE A Amazon Amazon Web Services

X ROIW B —BE MR R,

DescribeCommunications AR E —NEZ A Amazon Web Services X
B ROV BEE MM
DescribeCreateCaseOptions £ FIR[E CreateCaseOption & 5 K LA & 46 R

BY 3236 iE) F1E S T A AERY AR

DescribeIssueTypes & F3R[E Amazon Web Services z3F Z 4| a] &
REHIPR. Cent Amazon Web Services X%
er PIERME A © SRIRBUE K = 49 T A (R B3 2L,

DescribeServices & FIRE RS 5 RAMEE Amazon BRSFH
BRSEBIPIRMNR, ARG , BUUEARS A
MAMEBIKCIEZRS, 8T Amazon lRFEE
BEK—HE5,
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b FR I i 88
DescribeSeveritylevels & FIREZ A L0 Bl 4s Amazon Web Services

X #F REIMTEERFIRINR,

DescribeSupportedlLanguages R FIREEE categoryCode, issueType #
serviceCode B X FHiE S FI R R,

DescribeSupportLevel & FIRE Amazon Ik FFRIRF R BRI
BR., Cent Amazon Web Services X er N#p
FRATRAELENZIFRT,

DescribeTrustedAdvisorCheck EFIREIEFIEEXE ID 9 Amazon Trusted
RefreshStatuses Advisor X ZRIFTRSH R,
DescribeTrustedAdvisorCheck EFIREIEEEEXE ID B Amazon Trusted
Result Advisor &L R R,
DescribeTrustedAdvisorChecks &R FIRE B XA A A Amazon Trusted

Advisor TZRNEENNXRE , BREHESR. ID, £
B, R THEE,

DescribeTrustedAdvisorCheck EFIROEEENXE ID B9 Amazon Trusted
Summaries Advisor X ZRE L RHNR,
GetInteraction BRFEIH IR EREXRENFMAEEN
PR, Cent Amazon Web Services X er A
HEA TR RN ECHEE,
InitiateCallForCase ¥ F1E Cent Amazon Web Services 1% er £

REMRIWLANBER, Cent Amazon Web Services
X er NEREA ERARB KL,

ListInteractionEntries RTFEREEIPRRFZBINRNWNE , IEHE
B, REEHIHMMEXHIES. Cent Amazon
Web Services # er NEBEATCRREREMN
=L B
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ORI i BB
ListInteractions BRFRERBFHRHWNE , JeeEATERIH D

T, Cent Amazon Web Services X #; er AZp
FHEXREBNBARAZANRE,

InitiateChatForCase ¥ F 7 Amazon Web Services x#F Center £
KREIRMNPE, Cent Amazon Web Services
Y er B FEACRRRARFHBIIK,

PutCaseAttributes BT AT RERSFE MM NE Amazon Web
Services X #F ZFIHNPR, Cent Amazon Web
Services X er AEBEEA &K H LK Amazon
Web Services ¥ IR INRIERZL,

RateCaseCommunication FF ¥ Amazon Web Services X1 =47 @3
TS BINBR,.

RefreshTrustedAdvisorCheck B F RIEF &£ A Amazon Trusted Advisor ¥ E
ID IEENZZHR,

ResolveCase £F )R Amazon Web Services 3 IR
PR,

ResolveInteraction AFFEARX BN — SRR R BENRIC N E#E

R, RREBEETEER , TEXRIE—H1T
. BRE , EFRVRSFREN ‘BXA”, B
— K R E AP E W A RIZ R BERA.

SearchForCases R TFREE4LER AETER Amazon Web
Services X #F RHIFIRHINPR, Cent Amazon
Web Services X5 er NEEAEREKIELRE
:NETA

StartInteraction BT &R B s BUREE X K P R B R [ B A
AL S BEBR B B VAN BR . Cent Amazon Web
Services ¥ er AR © KB 3 M FEHERRAR

=
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b FR I 15 BA
UpdateInteraction RTAS—FEEENEIE —MRATEEN R

EBZHMPR. Cent Amazon Web Services X%
¥ er NEREF © R EF M ELERR TR,

IAM

RIABRT , IAM APEZEBRZFRO, BuLER IAMSIEZENAFPRE, AR, BAE
IAM ZRBEF AN BIX LEs2 4 | BAE M1 BURITIREMF R RIR |, #1023 Support Center 45 £ A
Amazon Web Services ¥ AP,

BRI IAM PG , BUUAXEAFRMAIMNZBNKFFENERTE. AFE , TR ER
EHIK P Amazon Web Services i 37 Support Center f T4, B Amazon Web Services X
HEE IAM B PRI AEF R ZKF I PTE RH,

BXEZEER  BESHE IAM AFERFHLL IAM AP 5%, Amazon Web Services B2 4| &

R FINPRA B 8] 82 5 75 =¥ Amazon B R B M IIAWSSupportAccessEIAF, AAEB, Amazon
Web Services X #F A FIRERNPRKEZEHIXT4FE Amazon Web Services X1 &R 15 B X PR,
Amazon Web Services X THRMEZRRIFRMNIR , AtbtResource TRBLKREN ., *BILERF
RIELEINFE X IFRANIAME,

Example: f2FFTE Ai5E Amazon Web Services 3x#5F actions

Amazon & RBEAWSSupportAccess&F IAM A F 15 BX R Amazon Web Services X#5., AR
BEHY IAM B P AT BAT5 R B Amazon Web Services 3 BREFE IR

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": ["support:*"],
"Resource": "*"

}

1
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https://docs.amazonaws.cn/IAM/latest/UserGuide/WhatUsersNeedToKnow.html
https://console.amazonaws.cn/iam/home?region=us-east-1#/policies/arn:aws:iam::aws:policy/AWSSupportAccess
https://console.amazonaws.cn/iam/home?region=us-east-1#/policies/arn:aws:iam::aws:policy/AWSSupportAccess
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}

BXWAERF AWSSupportAccess REEHMMEEHNEANELER , HSH IAM AP EEHR/F N
IAM & @R (#2FE ).

Example: 2715 B BR#BREZ AR FTE ResolveCase #1E

BT LTE IAM FEIZEF EERBERIEE A FRIELBLIRME, UTBERFHAET IAM AFRHIT
Amazon Web Services 15 BRERRZH 2 AN FTERIE,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "support:*",
"Resource": "*"
}I
{
"Effect": "Deny",
"Action": "support:ResolveCase",
"Resource™: "*"
}H
}

BXRUMAEZEFEER IAM policy WEZER , 556 (IAM AFiERE) PRIEIE IAM policy (12
HE ) o

MRAPREACEERRE , N7 LAEIZ KRS Amazon Web Services X4 E T2 KB KK FE
;218

/A Important

« MBHELEEXEPFLPFEERS , FRRECHEMENNE., BUEEERREN IAME
HBR, AXEZER , 52H B LA REE Amazon Web Services X3,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
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1 B4 PR Amazon Trusted Advisor

£ Amazon Web Services B2 H|A |, BI4H trustedadvisor IAM fp& ZE (B 42 &I X B 7 (8] A BR
Trusted Advisor. £ Amazon Web Services 3 APl # | supportIAM p 73 ZE (8143 X 49 17 (3] £ BR
Trusted Advisoro BEXEZER |, BHSH EEXH AR Amazon Trusted Advisore

EIEX Y 15 A A PR Amazon Web Services X3 itXl

FH

« Support Plans 2 &l & B R

« Support Plans #&4E

« Support Plans # =4l IAM policy
- REHE

Support Plans 2% & B R

E1i5 8 Support Plans #2#l& , AP 4 AHE —HRENE, XENESHRAAFRAFIHENEETEX
Amazon Web Services it Support Plans &IRHVIEHE 2.

A LAE A supportplansis & 28 B €2 Amazon Identity and Access Management (IAM) SRB&, &
A LA A L SR BE SR 18 BRI ARV RR 6

BIZERRERT , LB ERS W B ZERIR A FRIELIRIE, Support Plans By 5 & ZE B 79

supportplans.

A LA Amazon IEE R G EKMEIEH IAM 2k, BXEZER |, F5H Amazon WIEEXR
B Amazon Web Services X # 1T%l.

Support Plans &4

Al ATE$R &I & P HITELT Support Plans #4E, &R LATE |IAM policy 3B EIX LE Support Plans &L
RIS S ERE,

A IR !
GetSupportPlan B FEFH I Amazon Web Services ik 24

BI Support Plans #4015 2R,

EIEXTAY 5 B AR Amazon Web Services ¥ it API fR4s 2026-06-08 271
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A ERER Y L

GetSupportPlanUpdateStatus R FEFBXEH Support Plans 1E3RRSH ¥
H1E BHIBR,

StartSupportPlanUpdate & F R shiERLEFH L Amazon Web Services
T 2 #rit X B ABR

CreateSupportPlanSchedule & F PR It Amazon Web Services i = £
BRIt E &,

ListSupportPlanModifiers BT IBRLAEF It Amazon Web Services i

HYFR A T RS RF B = o

Support Plans 874l IAM policy
BRI AR LT ORGSR EE XS Support Plans #9175 8],
¥t Support Plans By £ 58]

LA R BE Ao A 3t Support Plans #1758 £ 51,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "supportplans:*",
"Resource': "*"
}
]
}

Read-only 1517 Support i+%I

LU KB foiF FA P 3t Support Plans 317 RiEi5 ),
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "supportplans:Get*",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "supportplans:List*",
"Resource": "*"
}
]
}

B4 3 Support Plans B9/ 8]

AT KB LR P iA1E) Support Plans,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "supportplans:*",
"Resource": "*"
}
]
}
B B HEE

BSRUT EBLLEEX Support iHXIAYEE,
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SHEFHE R FITXIET , Support it X2 H A & T~ER2 GetSupportPlan X R

IAM A P 2 E B 58 Support itXIEEI AFTEMNNPR. BAILAEH IAM policy ABEHRDEINER |
AT LAEF AWSSupportPlansFullAccess 2 AWSSupportPlansReadOnlyAccess & Amazon & %
B, BXEZEL , i85 Amazon VL E KB Amazon Web Services £ 11Xl

MR IETEH IAM policy , iHEX R Amazon Web Services Ik EE &,
HEXER
EXEZER , E2H 1AM BFEEPHNUTER :

« {# 8 1AM policy simulator Uiz 1AM policy
- BFEGEBIELEIRES

S RIEWH Support it XIFR , ENHRE RHEENFERES

R & Amazon Web Services ik = E P Z K Amazon Organizations , N A] g B EF H RS
R HIBER (SCP), SCP 2 — M ERHLANRAIKEE,

B F Support it X2 —M £ BKRS , FILPR% Amazon Web Services X137 #95K B& o] 82 & BE 1E B & K F°
EESEREXFITN. ERNEHNARATEIKIRS , Fla0 IAM F Support itX , S ZARS AN
FMEMIERAN SCP HEERFIRP, XEREARPHIKF, AT LLGRIX LRSS , B SCPEL TIEE
#9 Amazon Web Services XiZiR% -

=¥ Support ITRIFMAFISL , ETE SCP B "NotAction" BIRAF#H A "supportplans:*",

"supportplans:*",

&HY SCP W REE RN AT REEARD R

Example : foiF Support it XIEH LB TIHEIE SCP

{ "Version": "2012-10-17",
"Statement": [

{ "Sid": "GRREGIONDENY",
"Effect": "Deny",
"NotAction": [

"aws-portal:*",
"budgets:*",
"chime:*"
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_testing-policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/troubleshoot_access-denied.html
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"iam:*",
"supportplans:*",

MBHERGEWFELEEDH SCP , i5BtR Amazon Web Services lf° BHEFR, BEKS- AJEEE
E# SCP , LAMEFTE R & Ik & v LLi 1B Support itXl.

® K EEZEIM Amazon Control Tower

. MBERALR SCP 5—i2E A Amazon Control Tower , N A EL Amazon 1B IEFE R
Amazon Web Services XigiiE# ( BEMN XIFIEL S ) FHELTFRIEHT N

« WREFF SCP E#H Amazon Control Tower 7 ftifsupportplans , NS EREFBERE
Xt SCP WEH . BEXEZFEE , BZHPHRNAFRFEZE Amazon Control Tower,

MAXRESR
BXEZEERE , BSAUTER

«  {Amazon Organizations AAF /M) FHRSEHIZER (SCP),
«  {Amazon Control Tower F158) HHE & X 13648 2 &
« Amazon B #EAmazon Control Tower Fi FF &8 Amazon Web Services [X 1z & fy Z 5Kk 35 4 177 |A]

EIE XYY 15 R A PR Amazon Trusted Advisor

&AL Amazon Trusted Advisor MA /8] Amazon Web Services BB Hl&, FTE Amazon Web
Services MK~ A # A LA B RSk K& O Trusted Advisor X2, IR#EE B Amazon usiness Support
+, En Amazon terprise Support 8 Amazon Unified Operations itX| , WAL RIFFEXE, EXE
ZER , 2 #. Amazon Trusted Advisor EE S Z & ¥

&ALAE A Amazon Identity and Access Management (IAM) 332 &34 #9175 [ & PR Trusted Advisoro
F&

+ BIIXPBR Trusted Advisor 2% &

» Trusted Advisor actions

o |AM KB R

- BESH
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https://docs.amazonaws.cn/controltower/latest/userguide/drift.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.amazonaws.cn/controltower/latest/userguide/region-deny.html
https://docs.amazonaws.cn/controltower/latest/userguide/data-residency-controls.html#primary-region-deny-policy
https://www.amazonaws.cn//premiumsupport/faqs/#TaFree

Amazon Web Services 1 AriEE

KR PBR Trusted Advisor 3241 &

EiH[A] Trusted Advisor #2§|& , AR AHE —HHKENRE, XERBEXAATFRAFIHMEER X
&/ Trusted Advisor &IRHVF4E E Amazon Web Services I,

A] LA F LA T e TSR 32 %X Trusted Advisorfyi51H] :
 {#F Trusted Advisor #Z2#| AR THEIIRE, AP A BLMER EHRSKENNR,

BT LAER Amazon HERBHEELRBEREDENR. AXESER , EEH £RARLRG
X IAM AN e nE,

« {#/ trustedadvisor @& ZEEBIE IAM policy. #]LAME I 5K s Sk 8 E R E N R RAVAR

BIEREER , TLUEERS WG BT ERAFHIELIRME, R ZEE Trusted Advisor
Etrustedadvisor, B2 , BFEEMFE A trustedadvisori & ZE AR A FHIEL Trusted Advisor
API Ry Amazon Web Services X API ##1E, Mx , &40 H Amazon Web Services 15
support @& ZEE,

(® Note

R E B Amazon Web Services Z3Fi% APl IR , MIH Y Trusted Advisor 44
Amazon Web Services BIE1 4|4 & R Trusted Advisor ERENHFEMNE . E1£ Trusted
Advisor 4| APEFLER |, B4 MM Atrustedadvisorin & Z=EINNER,

Trusted Advisor actions

O AR &I A B HATELT Trusted Advisor 4, B AILATE IAM KBS 15 EIX £ Trusted Advisor
BIELUA GBS IS TERE,

AL IR 15, B
DescribeAccount £ F2&F Amazon Web Services 3 it XIF&

fh Trusted Advisor EiEIAI R

DescribeAccountAccess BFEEHE Amazon Web Services K 5 A&
22 AR PR Trusted Advisor,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_iam-tags.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_iam-tags.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/
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AEREW 34 83
DescribeCheckItems BFNRUAEERET BN FHAERS.
DescribeCheckRefreshStatuses B FINRIAEF Trusted Advisor 1 29 Bl F iR
Do
DescribeCheckSummaries & F Trusted Advisor & X ZRHEMNR.
DescribeChecks & FEE Trusted Advisor X Z ¥ 415 2 KR
DescribeNotificationPreferences BFIRUAEEF Amazon Tk BB A B &,
ExcludeCheckItems B F R AHERR Trusted Advisor K ERE I,
IncludeCheckItems BF IR EE Trusted Advisor K BRI,
RefreshCheck & F RIF Trusted Advisor X ZHINR,
SetAccountAccess BTk B S 2 Trusted Advisor F B9 XBR
UpdateNotificationPreferences TR LA E # Trusted Advisorf il Al & ik
T,
DescribeCheckStatusHistoryC RTFEELE 30 RKAKRENERMEIURSH
hanges R,

Trusted Advisor A T LA E VR E

BAF Trusted Advisor #EERA TAHLANEIhEE, BEXEZER |, 55 R WAL E Amazon Trusted
Advisor,

RLIEEW %88

DescribeOrganization RFEEFREAE Amazon Web Services K # 2

BRARANEINEERN ZERVR,

DescribeOrganizationAccounts BRI EFHHLABXE Amazon Ik B PR.
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BRI ;|

DescribeReports BRFNRUEFALUEIRENIFMEE (B
wm, REBW. ETE, SIEBH, REME
N )o

DescribeServiceMetadata RFEFALANBIREHEREENNR , flanxk

EXH, XEFHMAFRIRS. Amazon Web
Services X15

GenerateReport RFELALFEZE Trusted Advisor T ZIREHY
PR o

ListAccountsForParent & F1E Trusted Advisor BH AP EFHLAFH
R Amazon AR # 1 (OVU) B EWFIEKFHY
PR o

ListOrganizationalUnitsForParent & F7E Trusted Advisor 2 H| AR EF ERAR

BUNBRE FPAEARLEM (OU) R,

ListRoots 2 F1E Trusted Advisor 24| & &EE Amazon
HOAFELHFIER B ZH R,

SetOrganizationAccess RTFERAALRNEINEENNR Trusted
Advisor,

Trusted Advisor 1t %1730

WRENKFBAT Trusted Advisor L4 , M ATLAERSI & RHITELT Trusted Advisor 4, &
AJLAZE 1AM policy FiRNIX L Trusted Advisor BEL A HIELISERE. BXEZER , FZEH
IAM ZEB& R4l Trusted Advisor 1 £

(® Note

Trusted Advisor L E R E RN RENEREFZRE (TAM) AZHKFBENEN. R
SEHBRNERNENRERSHIEE , HH0 Trusted Advisor XE, ¥ H TAM WEWEFHRE
BB, ETX, 80 TAM 285 A XEH#HE  FHE RELRIKFH “ Trusted Advisor £ &R
Fo

EEX A5 R BR Amazon Trusted Advisor API fRZ 2026-06-08 278



Amazon Web Services 1 AriEE

BXREZER , BSH FHEFEH P Amazon Trusted Advisor riorityo

AbIBIRIY i8R

DescribeRisks & F 1% Trusted Advisor {£ £ 5 & & X B I
BR o

DescribeRisk & F1E “ Trusted Advisor {EER” FEF X iF
H1E EHIER.

DescribeRiskResources BRFRIAEF Trusted Advisor Priority A3 &
M) & JX B 82 IR o

DownloadRisk B FTEHEE Trusted Advisor £ &4 X Be 1% 4H
18 BB LRI BR

UpdateRiskStatus TR LAE #T Trusted Advisor Priority A1 #Y X,
BR Ao

DescribeNotificationConfigu & FIREN Trusted Advisor {£ 5t 4% B F BB 4438 &1

rations BRI R,

UpdateNotificationConfigurations TR A B FE#H Trusted Advisor Priority
Y BB, F BB 438 A B IR T

DeleteNotificationConfigura MALRERKFRTFNR , £FEM Priority B

tionForDelegatedAdmin ZEEE R o BR B F BB 4R I8 A B IR,

Trusted Advisor

IAM 2 B& 7= 451

AT RN B A FRIEL YT Trusted Advisorfifal, BRI UAER TEN KK 2 —KE IAM 244
FRIRZEFIEERE, flW , BUEFHREIKE  RAESEMRLE IAM 24 &8 JSON T FH,
RiE , FREHMEN IAM AP, 4s5A6,

BRWMAEIZE IAM policy WEZELR |, HSH IAM AFIEEHRHEIE IAM policy (#HA )

T~
« T2 AMPR Trusted Advisor
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor
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+ Read-only 5 AR Trusted Advisor

- JE4 58] Trusted Advisor

. AFHIELBERE

o PRHI3EH 5 A AR Amazon Web Services S B API 24E5EH T Trusted Advisor
« B9 1AM ZRBE R Y Trusted Advisor 1 £

524215 B APR Trusted Advisor

LU R BE SoF B P £ Trusted Advisor 24| & R &EBFTHE Trusted Advisor B EH I EMITARERE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "trustedadvisor:*",
"Resource": "*"
}
]
}

Read-only 5 A X R Trusted Advisor

LU R EE SR ¥R P 3 Trusted Advisor 28| 8317 RiRTGR. AP TTERITEMER , SINRIFLES
EREAEIET,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"trustedadvisor:Describe*",
"trustedadvisor:Get*",
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"trustedadvisor:List*"

1,

"Resource":

myn

$548 78] Trusted Advisor
LT BERAT R FH P Trusted Advisor 84| & A& F Trusted Advisor X EZ =3t TR E,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "trustedadvisor:*",
"Resource": "*"
}
]
}

ARTNELSERE

AT KB SoF A P £ Trusted Advisor #8 %] & R &EFFTE Trusted Advisor X Z | B A FM11RIHFE
%=,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "trustedadvisor:*",
"Resource": "*"

},
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{
"Effect": "Deny",
"Action": "trustedadvisor:RefreshCheck",
"Resource": "*"

}

22 433 B9 15 8] AU BR Amazon Web Services X1F B9 API #24E5& A F Trusted Advisor

£ Amazon Web Services BEE#EH| A , 23K trustedadvisor IAM @57 22 [ 2 HI3F 89 1 (714X
BR Trusted Advisor, #EFREEMtrustedadvisor®® ZEEIRAFHIEL Trusted Advisor APl Ry
Amazon Web Services X # API ##4E, #Hx , AR support B ZE, EAFIAE Amazon
Web Services X3 API B FRF 8ELL Trusted Advisor REEAXNIAA,

Flan | R EiFAAZRefreshTrustedAdvisorChecki®E , NI AIIE KR IMARITILIRER R,

Example: 701 Trusted Advisor {XFR API & 4E

AT R A AP ARIE M Amazon Web Services X35 API 124E/Y AP #84E Trusted Advisor , {BF
FFHR EM Amazon Web Services X35 API ##4E, a0 , AP o LAER API EF MBI E, #4]
TEplE, &F. EFRMAER Amazon Web Services X1 =41,

BT LA A I SR BE LA R A2 5 NV A Trusted Advisor APl 24E |, B RREME AL R BE7E Trusted Advisor 322
HAEPEEIRIFRE,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"support:DescribeTrustedAdvisorCheckRefreshStatuses",
"support:DescribeTrustedAdvisorCheckResult",
"support:DescribeTrustedAdvisorChecks",
"support:DescribeTrustedAdvisorCheckSummaries",
"support:RefreshTrustedAdvisorCheck",
"trustedadvisor:Describe*"

1,
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"Resource": "*"

}I
{

"Effect": "Deny",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeAttachment",
"support:DescribeCases",
"support:DescribeCommunications”,
"support:DescribeServices",
"support:DescribeSeveritylLevels",
"support:ResolveCase"

1,

"Resource": "*"

B} IAM {5 Amazon Web Services X # ME & AN EZE R Trusted Advisor , FSFIHRE.
B IAM SR B& R Trusted Advisor {4

BRI LAME R LT Amazon £ E RBESKIRFIZT Priority B Trusted Advisor 1R R, BEXEZELR ,
#HZ: ¥ Amazon Web Services FIIEE KB Amazon Trusted AdvisorMlFF#{EH P Amazon Trusted
Advisor riority,

BiESH
B X Trusted Advisor IRFERHWEZEER |, HSRUT AR :

« IAM BFIEEHME Amazon Trusted Advisor® X Ry 4E,
o &3 Trusted Advisor 324 & 85 8]

B B HEZE Amazon Web Services X 5 0 i 8] X fR

AL TEERBEE LK IS EEFEHE Amazon Web Services X315 F 1AM B AT 88 289 & W ja)
o

N

£}

B & API fR7s 2026-06-08 283


https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awstrustedadvisor.html#awstrustedadvisor-actions-as-permissions
https://www.amazonaws.cn/premiumsupport/ta-iam/

Amazon Web Services % A5
- EFEBIHT iam : PassRole

- REETFRNIHERA

- RRE—BEER , BAFHAMATIE Amazon Web Services X #

« BEATFRIUAANAEA Amazon IKF i RIFH Amazon Web Services X5 &R

R LRI AT iam : PassRole

WMREBRE|—NEIR | RIETHENIT iam:PassRole B , NS M EHERBUAFET A BIMER
¢, Amazon Web Services X #F

B L Amazon Web Services iS5 RAFBNIIEAREZBRAIZERSE , MARUNEFTNERS ACSRSHE
XAE, ALt BAMEEFAGEETRSHNR,

L EZ AN marymajor B IAM B P =i E A ##| A7 Amazon Web Services XiFHhTIRIER , 2% 4%
DT RHlIER. B2, RELNEERSACHMRFWNEFT THITHIRE. Mary TEBFAGBEE
BIBRF IR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXRERT , XMEH Mary BYREE S L b4T iam: PassRole #1E.
MRBEERB |, BHHRREHN Amazon BB R, FNEERRREEREIEN A
REEEFRNHRIZA

EOIZ IAM AP TRZAE , EUUENEFENTRZES D, BR , KX EZBEFENWEHLRE
e MREEXRTHEERN , WO E -G RZAX,

BRFHAETEFHRE D : BRI ID (5120 AKIAIOSFODNN7EXAMPLE ) M2 5 1R 247 (B0
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY ) . SRAFZMHBB—# | B4 [E 6T E 15
40 ID MR BHRBANBERATEORIE. ENAFRENBE—& , KL EBIHRER.

/A Important

BAEMBE=ZFREHEZS , MERN THBEIEHIETA, ID BF-1T. BEXEM ,
O] LA F B A K A7 A &R BR Amazon Web Services IKF,
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L EORBABANE | RESRTOFHIEA D ARBEHARAREE—ARLULE. BBV
BENELHRTNTA. MREKTENREHERE , LT AM APFNFHBEEH, £
BETRERMGREE. NREDEHRIEE  UATANBR— 20N  KEBURFHES. B
B9 HSH AV IR R B 4,

KR—RBEEG , MATFHEHMALE Amazon Web Services X%

ERFHEM AL E Amazon Web Services X3 , BA4AEEEHRHWARBINARFR TR, R
£/ Amazon IAM Identity Center EXE A RFNARER , MA@ AP HA 2 BN PRERE LH 1 [HE
NEREH . NERELBHEE IAM REHAFHEHIBEESAARNARFXKN IAM A€, BXEZE
B ., #3® (Amazon IAM Identity Center A 155) HRIRREE,

MEKRFEA IAM Identity Center , M AN FBEHFRIPNARINARFAE IAMEE (AFSA

), RE , BATRKEEM IR | LUETE Amazon Web Services X R E R F IEBHR,
RFNRE , BAFPSINARFFAARRBRHEE, 41 6ERXEEIEER Amazon, BT H#EXB
BIAMAF, A, KBANRNEZFEE , H28 (AM BAFEBE) 1 IAM S 4 IAM F 8K
IR

FAB AT FE LI AR A Amazon TKF 5 RIFE Y Amazon Web Services X #IR

FAa Nt E—1Ae  WEEMKFPHNAFSEELANARTUERZABKRGRIEHRIR, &7
LIEEWESBER , IURAAG, X TXHETRFNRBEHHFEFZIR (ACL ) KBRS , &R
150 P 3 L SRS 0] A B 3R T X AR B9 B R B 1 ) A

ETHMEZER , BSEUTHE
- ETHREZA Amazon Web Services X1F XX LETHRE | S RIEER £ Amazon Web Services X

¥ 5 IAMBESFER.

o EB7@NAIRMEIT S AR RN E R Amazon Web Services I |, &2 H IAM AP EEH
B B &3 AE Amazon Web Services Tk B9 58— IAM A P 12215 10 XR .

o BT MBINAIEE = HREIT S E IR E R Amazon Web Services I |, 535 IAM P18
BHEE=HREHRNR. Amazon Web Services I F°

s ETHRIMIBEN SMRBRESRIEREIFENER , F2SH (IAM AFERE) P ALSAT S BTN
BF ( BRBRAERIE ) REHRNR,

- ETHERAACNETRENRHATER,FRIZENZS , H2H (AM AFERE) F8 IAM
FR Y B Ik P IR A 18] 6
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.amazonaws.cn/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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Amazon Web Services X AFiEmE
=5 14 i )

E 4088 Amazon Web Services X3F 2 —f Amazon T, Amazon BEERH. BREENHEMN
TRIREEEHWER, BEXRXEZELR |, 58 Amazon £ E4 M FARIERE.

AL TR O] B 1TIR AR EME R R -
« £ S Amazon ervice Health Das hboard L &E&EH ZE WA Amazon EE R, Hli0 |, FimIERK
PREENRSHXIEHNEHF,

« £ Amazon Health Dashboard FE&EF £ /MK FHIREEEB, Fln KPP RSERFENSE
H., BXEZEEL , 5 (Amazon Health BF#®E) F# Amazon Health Dashboard A |7,

ZF M= Amazon Web Services 3% and Amazon Trusted

Advisor

BERHEPMAEM Amazon SRS RN FEM, TTAMMEENEEAKE D, Amazon Web
Services X# Amazon Trusted Advisor Amazon 2 7T A T4 T B | ## Amazon Web Services &
¥ IS Amazon Trusted Advisor, IR&RIBH1EE Yot REUEHE

« Amazon 2358t CloudWatch¥5 1228 Amazon & RFMEIZ1T Amazon RN ARF. B UKRER
RERIER: , QI B E L WIREIER , URIREBER R EN B R A8 E 8 3 E 6 8 48 5 K E
B, a0 , BATLL CloudWatch BRERIE b3 4 1T B = (Amazon EC2) 35l CPU AR HAih
B, HEZENEIBEHFE. BXEZER |, iS5 Amazon CloudWatch A 1ERE.

« Amazon EventBridge 12 7 #iR Amazon BRZELHIE FERPREEHR. EventBridge BHAE
HRFWENITE , ARNETUREEANKRENELES | HEXLEEHRENEHM Amazon AR
Sk BoiRE. BXEZER |, S Amazon EventBridge 1§/,

« Amazon CloudTrail# 3R HIEH K P A REH Amazon IKFHITH AP BRAMAEREH |, HFEZE
X EHBIEIEEN T D E 2 F# RS (Amazon S3) Service 1Ff# 18, &0 LR B BLE A /= F0dk /2
®IT 7 8% Amazon, K HMWAR IP thit AR W EZEMWEE, BXEZEL |, ESHE Amazon
CloudTrail {AFER) .

BXEZELR | 528 Amazon Web Services S %2 B HidFZFAmazon Trusted Advisor fY &
BN B EIEF,
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https://docs.amazonaws.cn/security-ir/latest/userguide/security-incident-response-guide.html
https://status.amazonaws.cn/
https://phd.aws.amazon.com
https://docs.amazonaws.cn/health/latest/ug/getting-started-phd.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-what-is.html
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Amazon Web Services X & ArfEm
&S IR UE Amazon Web Services X1

ETHMEBERETEHEESMITRNTEE , EZFAmazon Web Services BRES “” Amazon Web Services i
% B “REMITRIR DB E , %Fﬁ?%‘ﬁ@%tﬂ’\]éﬂﬁﬁuo Amazon Web Services % B%
—mREL , BFSRaMITX,

B LAER TEE = E1TRE Amazon Artifacte BEXEZEER |, HSHEHPM “TH kT Amazon
Artifact,

&I EH Amazon Web Services fRE SR TERFENBENBREME., RLTNEMNEBEIR
ARERMERENZEN, BXREBEFEANNERTENEZEE Amazon Web Services RS |, S
] Amazon &£ X4,

1M1 Amazon Web Services X

Amazon £IKEMIZERE S Amazon XM ATAXHERN, Amazon XFRRMUSNMNIERENEE
WATAKX , XETARBESEER, SFHENSEXNRNMERE, MATAKX , SO LUEITFRE
EURAXzBLHlE B EMNAREBNNARFIREE. SRENENSE SN REPOERMZ R
M, TAXERESHNATAY. REEINTT B,

BX Amazon XIBFMATAXWEZER |, 55 HAmazon £ EMEHE,

h Y ERMIZEEL S Amazon Web Services ¥

ERN—IIEERS , Amazon Web Services X#F ZF| {Amazon Web Services : ZZREMR) H
BB FERE Amazon £ENELZERBFHERT,

B LAEA Amazon B 4 #Y API 8 Amazon Web Services X% B M E#H1TIHA. B iRH4M
IHEHFERMELEMMN (TLS ) 1.0 RESRAE. BWWEA TLS 1.2 REERA. BEFHESMAZHFE
BRLOFIRE (PFS) WEREN , flINEER (DHE) SiifE thLk EE K Diffie-Hellman (ECDHE)s
Diffie-Hellman KZEIA RS (10 Java 7 RESHA ) #HXFXLEE,

Lo, HAERFRIZES ID M5 IAM EEXBRAORZ TR BARNBERFTEL, HE , EUUER
Amazon Security Token Service ( Amazon STS ) £ K I fT Z £ EIERNERH#ITER,

th B & TR A 20 %7 Amazon Web Services X

3F Amazon Trusted Advisor , Amazon BEANRELES , flEFHIRERS (0S) MEIERE
B3, BB EMIERS.
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https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/security/
https://www.amazonaws.cn/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.amazonaws.cn/STS/latest/APIReference/Welcome.html
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BEM IT #HEE (RIMNWEF ) #£E Amazon AR, BXEZER |, 55 HFEE Amazon HiEE

2,
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Amazon Web Services X # £ Amazon SDK Y53 R4l

AT %8 /=515 BA 2047] Amazon Web Services X3 EF Amazon 844 F X E 4 (SDK),
EXRTNERMER TUAERSHPHRTESRRENKEB RO,

RERKEEFNRBER , LAELTXHET. BALNERIRET BOMERAENRSEYE , &7
LB RHBEXZ RN ETXERRKE,

ZERARERRNMESE — MRS HEAZNIHBEESEM Amazon Web Services IRF RS LS K
SERBEESHARB RO,

BX S Amazon DK F A BIEEMNREB RO ZESIXR , S FER Amazon Web Services 3 i —
N Amazon SDK, REFARIIEERAITHEELUREXRLTH SDK RAMIFEMEL,

AR
« Amazon Web Services %X ¥ f£H Amazon SDK Ky E 7Rl
+ YR¥ Amazon Web Services X
+ %3] Amazon Web Services X £ Amazon SDK Ry E i &R
 Amazon Web Services X #F £/ Amazon SDK HIR{E
+ AddAttachmentsToSet5 Amazon SDK B CLI B2 & 55
+ AddCommunicationToCase5 Amazon SDK = CLI B2 & A
+ CreateCase5 Amazon SDK = CLI Bt & 5
+ DescribeAttachment5 Amazon SDK = CLI Bt &£
+ DescribeCases5 Amazon SDK = CLI Bi &
+ DescribeCommunications5 Amazon SDK =% CLI Bt &
« DescribeServices5 Amazon SDK & CLI Bl & F A
+ DescribeSeverityLevels5 Amazon SDK = CLI Bl &1
+ ¥ DescribeTrustedAdvisorCheckRefreshStatuses & CLI Bt &
+ f¥ DescribeTrustedAdvisorCheckResult 5 CLI B &
+ ¥ DescribeTrustedAdvisorCheckSummaries 5 CLI B2 & A
« f¥ DescribeTrustedAdvisorChecks 5 CLI Bl & fF A
+ J¥ RefreshTrustedAdvisorCheck & CLI &4 5 F
+ ResolveCase5 Amazon SDK = CLI BB & FH
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Amazon Web Services X

RAriEmE

« Amazon Web Services X #F {5 Amazon SDK Wiz 5

Fr A Support

Amazon Web Services ¥ {8 Amazon SDK # E A R4l

LTRIBREIERT WE Amazon SDK FREAEM IR, Amazon Web Services X #F

=~
- fR

## Amazon Web Services X #

3] Amazon Web Services Z#f £/ Amazon SDK Y& HliR

« Amazon Web Services £ #F {5 Amazon SDK By /E

AddAttachmentsToSet5 Amazon SDK 5 CLI B2 & &£ F
AddCommunicationToCase5 Amazon SDK B CLI B4 £
CreateCase5 Amazon SDK = CLI Bt & {F A
DescribeAttachment5 Amazon SDK = CLI & & #
DescribeCases5 Amazon SDK = CLI Bl & F A
DescribeCommunications5 Amazon SDK =% CLI Fi& £ A
DescribeServices 5 Amazon SDK 5 CLI B & &£ F
DescribeSeverityLevels& Amazon SDK = CLI Bt & H

$# DescribeTrustedAdvisorCheckRefreshStatuses 5 CLI it & £ H

#F# DescribeTrustedAdvisorCheckResult 5 CLI fit &1

$# DescribeTrustedAdvisorCheckSummaries 5 CLI B2 &£
¥F DescribeTrustedAdvisorChecks 5 CLI Bt &

$# RefreshTrustedAdvisorCheck 5 CLI Bt &

ResolveCase5 Amazon SDK & CLI| Ft& & A

R#F Amazon Web Services X

R

R RPIERT WMAIFFE A Amazon Web Services X35,

EAXTRE

fﬁb
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NET

EATF NET #9 Amazon SDK

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

using Amazon.AWSSupport;
using Microsoft.Extensions.DependencyInjection;
using Microsoft.Extensions.Hosting;

public static class HelloSupport
{
static async Task Main(string[] args)
{
// Use the AWS .NET Core Setup package to set up dependency injection for
the AWS Support service.
// Use your AWS profile name, or leave it blank to use the default
profile.
// You must have one of the following AWS Support plans: Business,
Enterprise On-Ramp, or Enterprise. Otherwise, an exception will be thrown.
using var host = Host.CreateDefaultBuilder(args)
.ConfigureServices((_, services) =>
services.AddAWSService<IAmazonAWSSupport>()
).Build();

// Now the client is available for injection.
var supportClient =
host.Services.GetRequiredService<IAmazonAWSSupport>();

// You can use await and any of the async methods to get a response.

var response = await supportClient.DescribeServicesAsync();

Console.WriteLine($"\tHello AWS Support! There are
{response.Services.Count} services available.");

}
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Amazon Web Services X

RAriEmE

- BX API WFEHEER ,

fYo

Java

FEATF Java By SDK 2.x

® Note
BB EZHEXEER GitHub, £ Amazon KB REIFHEPERTERG , T FMMAH

—

TRENZT,

import
import
import
import
import
import
import
import
import

/**

software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

java.util.Arraylist;
java.util.List;

HZH sEATF NET 89 Amazon SDK API &#DescribeServicesH

regions.Region;

services.support
services.support
services.support
services.support
services.support
services.support

* Before running this Java (v2) code example,
* environment, including your credentials.

*

.SupportClient;

.model.Category;
.model.DescribeServicesRequest;
.model.DescribeServicesResponse;
.model.Service;
.model.SupportException;

set up your development

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*

* In addition, you must have the AWS Business Support Plan to use the AWS

* Support Java API. For more information, see:

*

*

https://aws.amazon.com/premiumsupport/plans/

* This Java example performs the following task:

* 1. Gets and displays available services.
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*

* NOTE: To see multiple operations, see SupportScenario.

*/

public class HelloSupport {
public static void main(String[] args) {
Region region = Region.US_WEST_2;
SupportClient supportClient = SupportClient.builder()
.region(region)
.build();

System.out.println("***** Step 1. Get and display available services.");
displayServices(supportClient);

// Return a List that contains a Service name and Category name.
public static void displayServices(SupportClient supportClient) {
try {
DescribeServicesRequest servicesRequest =
DescribeServicesRequest.builder()
.language("en")
.build();

DescribeServicesResponse response =
supportClient.describeServices(servicesRequest);
List<Service> services = response.services();

System.out.println("Get the first 10 services");
int index = 1;
for (Service service : services) {
if (index == 11)
break;

System.out.println("The Service name is: " + service.name());

// Display the Categories for this service.
List<Category> categories = service.categories();
for (Category cat : categories) {
System.out.println("The category name is: " + cat.name());

}

index++;

} catch (SupportException e) {
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System.out.println(e.getlLocalizedMessage());
System.exit(1l);

« BXx API WiE4{E R , 53 % Amazon SDK for Java 2.x APl & # DescribeServicesH Y,

JavaScript

EATF JavaScript (v3) WHH4HF AT ES

(® Note
EHEZHXREL GitHub, 7 Amazon KB REIFEEPERTERE , TN
TIRENETT.

—_ .

WA ‘main() E1TZRH61,

import {
DescribeServicesCommand,
SupportClient,

} from "eaws-sdk/client-support";

// Change the value of 'region' to your preferred AWS Region.
const client = new SupportClient({ region: "us-east-1" });

const getServiceCount = async () => {
try {
const { services } = await client.send(new DescribeServicesCommand({}));
return services.length;
} catch (err) {
if (err.name === "SubscriptionRequiredException") {
throw new Error(
"You must be subscribed to the AWS Support plan to use this feature.",
);
}
throw err;
}
};
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export const main = async () => {
try {
const count = await getServiceCount();
console.log( 'Hello, AWS Support! There are ${count} services available.’);
} catch (err) {
console.error("Failed to get service count: ", err.message);
}
};

- BX API WFHER , HS M EA T JavaScript 89 Amazon SDK APl &
#DescribeServicesH .

Kotlin

EAT Kotlin By SDK

(@ Note
BEEZHEXEE GitHub, £ Amazon KB RGIFEEPFERTERG , 7 HEMAH
TIREMNETT.

/**

Before running this Kotlin code example, set up your development environment,
including your credentials.

For more information, see the following documentation topic:
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/setup.html

In addition, you must have the AWS Business Support Plan to use the AWS Support
Java API. For more information, see:

https://aws.amazon.com/premiumsupport/plans/
This Kotlin example performs the following task:

1. Gets and displays available services.

*/
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suspend fun main() {
displaySomeServices()

// Return a List that contains a Service name and Category name.
suspend fun displaySomeServices() {
val servicesRequest =
DescribeServicesRequest {
language = "en"

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeServices(servicesRequest)
println("Get the first 10 services")
var index = 1

response.services?.forEach { service ->
if (index == 11) {
return@eforEach

println("The Service name is: " + service.name)
// Get the categories for this service.
service.categories?.forkEach { cat ->

println("The category name is ${cat.namel}")
index++

« BXx APl WiFHEER | F5H:EADescribeServicesF K otlin B§Amazon SDK APl &%,
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Python

& AT Python #9 SDK ( Boto3 )

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

import logging
import boto3
from botocore.exceptions import ClientError

logger = logging.getlLogger(__name__)

def hello_support(support_client):
Use the AWS SDK for Python (Boto3) to create an AWS Support client and count
the available services in your account.
This example uses the default settings specified in your shared credentials
and config files.

:param support_client: A Boto3 Support Client object.
try:
print("Hello, AWS Support! Let's count the available Support services:")
response = support_client.describe_services()
print(f"There are {len(response['services'])} services available.")
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't count services. Here's why: %s: %s",
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err.response["Error"]["Code"],
err.response["Error"]["Message"],

)

raise

if _name__ == "__main__":
hello_support(boto3.client("support"))

- BX API HiFMAEER , ESREMDescribeServicesF Python BJAmazon SDK (Boto3) API
B,
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/// <summary>
/// Hello AWS Support example.
/// </summary>
public static class SupportCaseScenario
{
/*
Before running this .NET code example, set up your development environment,
including your credentials.
To use the AWS Support API, you must have one of the following AWS Support
plans: Business, Enterprise On-Ramp, or Enterprise.

This .NET example performs the following tasks:

1. Get and display services. Select a service from the list.

2. Select a category from the selected service.

3. Get and display severity levels and select a severity level from the
list.

4. Create a support case using the selected service, category, and severity
level.

5. Get and display a list of open support cases for the current day.

Create an attachment set with a sample text file to add to the case.

7. Add a communication with the attachment to the support case.

8. List the communications of the support case.

9. Describe the attachment set.

10. Resolve the support case.

11. Get a list of resolved cases for the current day.

private static SupportWrapper _supportWrapper = null!;

static async Task Main(string[] args)
{
// Set up dependency injection for the AWS Support service.
// Use your AWS profile name, or leave it blank to use the default
profile.
using var host = Host.CreateDefaultBuilder(args)
.ConfigurelLogging(logging =>
logging.AddFilter("System", LoglLevel.Debug)
.AddFilter<DebuglLoggerProvider>("Microsoft",
LogLevel.Information)
.AddFilter<ConsolelLoggerProvider>("Microsoft",
LogLevel.Trace))
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.ConfigureServices((_, services) =>
services.AddAWSService<IAmazonAWSSupport>(new AWSOptions()
{ Profile = "default" })
.AddTransient<SupportWrapper>()

)
.Build();

var logger = LoggerFactory.Create(builder =>

{
builder.AddConsole();

}).CreatelLogger(typeof (SupportCaseScenario));
_supportWrapper = host.Services.GetRequiredService<SupportWrapper>();

Console.WriteLine(new string('-', 80));
Console.WriteLine("Welcome to the AWS Support case example scenario.");
Console.WriteLine(new string('-', 80));

try
{
var apiSupported = await _supportWrapper.VerifySubscription();
if (l!apiSupported)
{
logger.LogError("You must have a Business, Enterprise On-Ramp, or
Enterprise Support " +
"plan to use the AWS Support API. \n\tPlease
upgrade your subscription to run these examples.");
return;

var service = await DisplayAndSelectServices();

var category = DisplayAndSelectCategories(service);

var severitylevel = await DisplayAndSelectSeverity();

var caseld = await CreateSupportCase(service, category,
severitylevel);

await DescribeTodayOpenCases();
var attachmentSetId = await CreateAttachmentSet();

await AddCommunicationToCase(attachmentSetId, caseld);
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var attachmentId = await ListCommunicationsForCase(caseld);
await DescribeCaseAttachment(attachmentId);

await ResolveCase(caseld);

await DescribeTodayResolvedCases();

Console.WriteLine(new string('-', 80));

Console.WriteLine("AWS Support case example scenario complete.");

Console.WriteLine(new string('-', 80));

}
catch (Exception ex)
{
logger.LogError(ex, "There was a problem executing the scenario.");
}

/// <summary>

/// List some available services from AWS Support, and select a service for
the example.

/// </summary>

/// <returns>The selected service.</returns>

private static async Task<Service> DisplayAndSelectServices()

Console.WriteLine(new string('-', 80));
var services = await _supportWrapper.DescribeServices();
Console.WriteLine($"AWS Support client returned {services.Count}

services.");

Console.WriteLine($"1. Displaying first 1@ services:");
for (int 1 = 0; i < 10 && i < services.Count; i++)
{

Console.WriteLine($"\t{i + 1}. {services[i].Namel}");

}

var choiceNumber = 0;

while (choiceNumber < 1 || choiceNumber > services.Count)
{

Console.WriteLine(

"Select an example support service by entering a number from the

preceding list:");

var choice = Console.ReadLine();
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Int32.TryParse(choice, out choiceNumber);

}

Console.WriteLine(new string('-', 80));

return services[choiceNumber - 1];

/// <summary>

/// List the available categories for a service and select a category for the
example.

/// </summary>

/// <param name="service'">Service to use for displaying categories.</param>

/// <returns>The selected category.</returns>

private static Category DisplayAndSelectCategories(Service service)

{

Console.WriteLine(new string('-', 80));

Console.WriteLine($"2. Available support categories for Service
\"{service.Name}\":");

for (int i = 0; i < service.Categories.Count; i++)

{

Console.WriteLine($"\t{i + 1}. {service.Categories[i].Namel}");
}
var choiceNumber = 0;
while (choiceNumber < 1 || choiceNumber > service.Categories.Count)
{

Console.WritelLine(
"Select an example support category by entering a number from the
preceding list:");
var choice = Console.ReadLine();
Int32.TryParse(choice, out choiceNumber);

Console.WriteLine(new string('-', 80));

return service.Categories[choiceNumber - 1];

/// <summary>

/// List available severity levels from AWS Support, and select a level for
the example.

/// </summary>

/// <returns>The selected severity level.</returns>
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private static async Task<SeveritylLevel> DisplayAndSelectSeverity()

{

Console.WriteLine(new string('-', 80));
var severitylevels = await _supportWrapper.DescribeSeveritylLevels();

Console.WriteLine($"3. Get and display available severity levels:");
for (int 1 = 0; i < 10 && i < severitylevels.Count; i++)

{

Console.WriteLine($"\t{i + 1}. {severitylLevels[i].Namel}");
}
var choiceNumber = 0;
while (choiceNumber < 1 || choiceNumber > severitylevels.Count)
{

Console.WriteLine(
"Select an example severity level by entering a number from the
preceding list:");
var choice = Console.ReadlLine();
Int32.TryParse(choice, out choiceNumber);

}

Console.WriteLine(new string('-', 80));

return severitylLevels[choiceNumber - 17;

/// <summary>

/// Create an example support case.

/// </summary>

/// <param name="service'">Service to use for the new case.</param>

/// <param name="category'">Category to use for the new case.</param>

/// <param name="severity">Severity to use for the new case.</param>

/// <returns>The caseld of the new support case.</returns>

private static async Task<string> CreateSupportCase(Service service,
Category category, Severitylevel severity)

Console.WriteLine(new string('-', 80));
Console.WritelLine($"4. Create an example support case" +
$" with the following settings:" +
$" \n\tService: {service.Name}, Category:
{category.Name} " +
$"and Severity Level: {severity.Name}.");
var caseld = await _supportWrapper.CreateCase(service.Code,
category.Code, severity.Code,
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"Example case for testing, ignore.", "This is my example support
case.");

Console.WriteLine($"\tNew case created with ID {caseId}");
Console.WriteLine(new string('-', 80));

return caseld;

/// <summary>
/// List open cases for the current day.

/// </summary>
/// <returns>Async task.</returns>
private static async Task DescribeTodayOpenCases()
{
Console.WritelLine($"5. List the open support cases for the current
day.");
// Describe the cases. If it is empty, try again and allow time for the
new case to appear.
List<CaseDetails> currentOpenCases = null!;
while (currentOpenCases == null || currentOpenCases.Count == 0)
{
Thread.Sleep(1000);
currentOpenCases = await _supportWrapper.DescribeCases(
new List<string>(),
null,
false,
false,
DateTime.UtcNow.Date,
DateTime.UtcNow);

foreach (var openCase in currentOpenCases)

{

Console.WriteLine($"\tCase: {openCase.CaseId} created
{openCase.TimeCreated}");

}

Console.WriteLine(new string('-', 80));

/// <summary>
/// Create an attachment set for a support case.
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/// </summary>
/// <returns>The attachment set id.</returns>

private static async Task<string> CreateAttachmentSet()

{
Console.WriteLine(new string('-', 80));
Console.WriteLine($"6. Create an attachment set for a support case.");
var fileName = "example_attachment.txt";

// Create the file if it does not already exist.
if (!File.Exists(fileName))

{
await using StreamWriter sw = File.CreateText(fileName);
await sw.WritelLineAsync(
"This is a sample file for attachment to a support case.");
}

await using var ms = new MemoryStream(await
File.ReadAllBytesAsync(fileName));

var attachmentSetId = await _supportWrapper.AddAttachmentToSet(
ms,
fileName);

Console.WriteLine($"\tNew attachment set created with id: \n
\t{attachmentSetId.Substring(@, 65)}...");

Console.WriteLine(new string('-', 80));

return attachmentSetId;

/// <summary>
/// Add an attachment set and communication to a case.
/// </summary>
/// <param name="attachmentSetId">Id of the attachment set.</param>
/// <param name="caselId">Id of the case to receive the attachment set.</
param>
/// <returns>Async task.</returns>
private static async Task AddCommunicationToCase(string attachmentSetId,
string caseld)
{
Console.WriteLine(new string('-', 80));
Console.WriteLine($"7. Add attachment set and communication to
{caseId}.");
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await _supportWrapper.AddCommunicationToCase(
caseld,
"This is an example communication added to a support case.",
attachmentSetId);

Console.WriteLine($"\tNew attachment set and communication added to
{caseId}");

Console.WriteLine(new string('-', 80));

/// <summary>
/// List the communications for a case.

/// </summary>
/// <param name="caseld">Id of the case to describe.</param>
/// <returns>An attachment id.</returns>
private static async Task<string> ListCommunicationsForCase(string caseld)
{
Console.WriteLine(new string('-', 80));
Console.WriteLine($"8. List communications for case {caseId}.");

var communications = await
_supportWrapper.DescribeCommunications(caseld);

var attachmentId = "";
foreach (var communication in communications)
{

Console.WritelLine(
$"\tCommunication created on: {communication.TimeCreated} has
{communication.AttachmentSet.Count} attachments.");
if (communication.AttachmentSet.Any())

{

attachmentId = communication.AttachmentSet.First().AttachmentId;

Console.WriteLine(new string('-', 80));
return attachmentId;

/// <summary>
/// Describe an attachment by id.

/// </summary>
/// <param name="attachmentId">Id of the attachment to describe.</param>
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/// <returns>Async task.</returns>
private static async Task DescribeCaseAttachment(string attachmentId)
{

Console.WriteLine(new string('-', 80));

Console.WriteLine($"9. Describe the attachment set.");

var attachment = await _supportWrapper.DescribeAttachment(attachmentId);

var data = Encoding.ASCII.GetString(attachment.Data.ToArray());

Console.WriteLine($"\tAttachment includes {attachment.FileName} with
data: \n\t{datal}l");

Console.WriteLine(new string('-', 80));

/// <summary>

/// Resolve the support case.

/// </summary>

/// <param name="caseld">Id of the case to resolve.</param>
/// <returns>Async task.</returns>

private static async Task ResolveCase(string caseld)

{
Console.WriteLine(new string('-', 80));
Console.WritelLine($"10. Resolve case {caseId}.");
var status = await _supportWrapper.ResolveCase(caseld);
Console.WriteLine($"\tCase {caseId} has final status {status}");
Console.WriteLine(new string('-', 80));

}

/// <summary>
/// List resolved cases for the current day.

/// </summary>
/// <returns>Async Task.</returns>
private static async Task DescribeTodayResolvedCases()
{
Console.WriteLine(new string('-', 80));
Console.WriteLine($"11. List the resolved support cases for the current
day.");
var currentCases = await _supportWrapper.DescribeCases(
new List<string>(),
null,
false,
true,
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DateTime.UtcNow.Date,
DateTime.UtcNow);

foreach (var currentCase in currentCases)
{
if (currentCase.Status == "resolved")
{
Console.WritelLine(
$"\tCase: {currentCase.Caseld}: status
{currentCase.Status}");

}

Console.WriteLine(new string('-', 80));

=5 AT Amazon Web Services X BENHEHZ,

/// <summary>
/// Wrapper methods to use AWS Support for working with support cases.
/// </summary>
public class SupportWrapper
{
private readonly IAmazonAWSSupport _amazonSupport;
public SupportWrapper(IAmazonAWSSupport amazonSupport)
{

_amazonSupport = amazonSupport;

/// <summary>

/// Get the descriptions of AWS services.

/// </summary>

/// <param name="name">Optional language for services.

/// Currently Chinese (“zh”), English ("en"), Japanese ("ja") and Korean
(“ko”) are supported.</param>

/// <returns>The list of AWS service descriptions.</returns>

public async Task<List<Service>> DescribeServices(string language = "en")

{

var response = await _amazonSupport.DescribeServicesAsync(
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///
/17
///
/17
///

(“ko”)
///

new DescribeServicesRequest()
{

Language = language
1);

return response.Services;

<summary>

Get the descriptions of support severity levels.

</summary>

<param name="name">0ptional language for severity levels.

Currently Chinese (“zh”), English ("en"), Japanese ("ja") and Korean
are supported.</param>

<returns>The list of support severity levels.</returns>

public async Task<List<SeveritylLevel>> DescribeSeveritylevels(string language

= Ilenll)

{

/17
/17
/17
/17
/17
/17
/17
/17
/17
/17
(“ko”)
/17

var response = await _amazonSupport.DescribeSeveritylLevelsAsync(
new DescribeSeveritylevelsRequest()
{
Language = language
18

return response.Severitylevels;

<summary>

Create a new support case.

</summary>

<param name="serviceCode">Service code for the new case.</param>
<param name='"categoryCode">Category for the new case.</param>

<param name="severityCode">Severity code for the new case.</param>
<param name="subject">Subject of the new case.</param>

<param name="body">Body text of the new case.</param>

<param name="language">Optional language support for your case.
Currently Chinese (“zh”), English ("en"), Japanese ("ja") and Korean
are supported.</param>

<param name="attachmentSetId">0Optional Id for an attachment set for the

new case.</param>

/17

<param name="issueType">Optional issue type for the new case. Options are

"customer-service" or "technical".</param>

TREEANTNEE
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/// <returns>The caseld of the new support case.</returns>
public async Task<string> CreateCase(string serviceCode, string categoryCode,
string severityCode, string subject,

string body, string language = "en", string? attachmentSetId = null,
string issueType = "customer-service")
{
var response = await _amazonSupport.CreateCaseAsync(
new CreateCaseRequest()
{
ServiceCode = serviceCode,
CategoryCode = categoryCode,
SeverityCode = severityCode,
Subject = subject,
Language = language,
AttachmentSetId = attachmentSetId,
IssueType = issueType,
CommunicationBody = body
1)
return response.Caseld;
}

/// <summary>
/// Add an attachment to a set, or create a new attachment set if one does
not exist.
/// </summary>
/// <param name="data">The data for the attachment.</param>
/// <param name="fileName">The file name for the attachment.</param>
/// <param name="attachmentSetId">0Optional setId for the attachment. Creates
a new attachment set if empty.</param>
/// <returns>The setld of the attachment.</returns>
public async Task<string> AddAttachmentToSet(MemoryStream data, string
fileName, string? attachmentSetId = null)
{
var response = await _amazonSupport.AddAttachmentsToSetAsync(
new AddAttachmentsToSetRequest
{
AttachmentSetId = attachmentSetId,
Attachments = new List<Attachment>
{
new Attachment
{
Data = data,
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FileName = fileName

1)

return response.AttachmentSetld;

/// <summary>

/// Get description of a specific attachment.

/// </summary>

/// <param name="attachmentId">Id of the attachment, usually fetched by
describing the communications of a case.</param>

/// <returns>The attachment object.</returns>

public async Task<Attachment> DescribeAttachment(string attachmentId)

{
var response = await _amazonSupport.DescribeAttachmentAsync(
new DescribeAttachmentRequest()
{
AttachmentId = attachmentId
18
return response.Attachment;
}

/// <summary>

/// Add communication to a case, including optional attachment set ID and CC
email addresses.

/// </summary>

/// <param name="caseld">Id for the support case.</param>

/// <param name="body">Body text of the communication.</param>

/// <param name="attachmentSetId">0Optional Id for an attachment set.</param>

/// <param name="ccEmailAddresses">Optional list of CC email addresses.</
param>

/// <returns>True if successful.</returns>

public async Task<bool> AddCommunicationToCase(string caseld, string body,

string? attachmentSetId = null, List<string>? ccEmailAddresses = null)

var response = await _amazonSupport.AddCommunicationToCaseAsync(
new AddCommunicationToCaseRequest()

{

Caseld = caseld,
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CommunicationBody = body,
AttachmentSetId = attachmentSetId,
CcEmailAddresses = ccEmailAddresses

1)

return response.Result;

/// <summary>
/// Describe the communications for a case, optionally with a date filter.
/// </summary>
/// <param name="caseld">The ID of the support case.</param>
/// <param name="afterTime">The optional start date for a filtered search.</
param>
/// <param name="beforeTime">The optional end date for a filtered search.</
param>
/// <returns>The list of communications for the case.</returns>
public async Task<List<Communication>> DescribeCommunications(string caseld,
DateTime? afterTime = null, DateTime? beforeTime = null)
{
var results = new List<Communication>();
var paginateCommunications =
_amazonSupport.Paginators.DescribeCommunications(
new DescribeCommunicationsRequest()

{
Caseld = caseld,
AfterTime = afterTime?.ToString("s"),
BeforeTime = beforeTime?.ToString("s")
1);

// Get the entire list using the paginator.
await foreach (var communications in
paginateCommunications.Communications)

{

results.Add(communications);

}

return results;

/// <summary>
/// Get case details for a list of case ids, optionally with date filters.

/// </summary>
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/// <param name="caselds">The list of case IDs.</param>

/// <param name="displayId">Optional display ID.</param>

/// <param name="includeCommunication">True to include communication.
Defaults to true.</param>

/// <param name="includeResolvedCases">True to include resolved cases.
Defaults to false.</param>

/// <param name="afterTime">The optional start date for a filtered search.</
param>

/// <param name="beforeTime'">The optional end date for a filtered search.</
param>

/// <param name="language">Optional language support for your case.

/// Currently Chinese (“zh”), English ("en"), Japanese ("ja") and Korean
(“ko”) are supported.</param>

/// <returns>A list of CaseDetails.</returns>

public async Task<List<CaseDetails>> DescribeCases(List<string> caselds,
string? displayId = null, bool includeCommunication = true,

bool includeResolvedCases = false, DateTime? afterTime = null, DateTime?

beforeTime = null,

string language = "en")
{
var results = new List<CaseDetails>();
var paginateCases = _amazonSupport.Paginators.DescribeCases(
new DescribeCasesRequest()
{
CaseldList = caselds,
DisplayId = displayld,
IncludeCommunications = includeCommunication,
IncludeResolvedCases = includeResolvedCases,
AfterTime = afterTime?.ToString("s"),
BeforeTime = beforeTime?.ToString("s"),
Language = language
18
// Get the entire list using the paginator.
await foreach (var cases in paginateCases.Cases)
{
results.Add(cases);
}
return results;
}

/// <summary>
/// Resolve a support case by caseld.
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/// </summary>
/// <param name="caseld">Id for the support case.</param>
/// <returns>The final status of the case after resolving.</returns>
public async Task<string> ResolveCase(string caseld)
{
var response = await _amazonSupport.ResolveCaseAsync(
new ResolveCaseRequest()
{
Caseld = caseld
18

return response.FinalCaseStatus;

/// <summary>
/// Verify the support level for AWS Support API access.
/// </summary>

/// <returns>True if the subscription level supports API access.</returns>

public async Task<bool> VerifySubscription()

{
try
{
var response = await _amazonSupport.DescribeServicesAsync(
new DescribeServicesRequest()
{
Language = "en"
1}
return response.HttpStatusCode == HttpStatusCode.OK;
}
catch (Amazon.AWSSupport.AmazonAWSSupportException ex)
{
if (ex.ErrorCode == "SubscriptionRequiredException")
{
return false;
}
else throw;
}
}
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import software.amazon.awssdk.services.support.model.DescribeAttachmentResponse;

import software.amazon.awssdk.services.support.model.DescribeCasesRequest;

import software.amazon.awssdk.services.support.model.DescribeCasesResponse;

import
software.amazon.awssdk.services.support.model.DescribeCommunicationsRequest;

import
software.amazon.awssdk.services.support.model.DescribeCommunicationsResponse;

import software.amazon.awssdk.services.support.model.DescribeServicesRequest;

import software.amazon.awssdk.services.support.model.DescribeServicesResponse;

import
software.amazon.awssdk.services.support.model.DescribeSeveritylevelsRequest;

import
software.amazon.awssdk.services.support.model.DescribeSeveritylLevelsResponse;

import software.amazon.awssdk.services.support.model.ResolveCaseRequest;
import software.amazon.awssdk.services.support.model.ResolveCaseResponse;
import software.amazon.awssdk.services.support.model.Service;

import software.amazon.awssdk.services.support.model.SeveritylLevel;

import software.amazon.awssdk.services.support.model.SupportException;

import software.amazon.awssdk.services.support.model.AddAttachmentsToSetRequest;
import java.io.File;

import java.io.FileInputStream;

import java.io.FileNotFoundException;

import java.io.InputStream;

import java.time.Instant;

import java.time.temporal.ChronoUnit;

import java.util.Arraylist;

import java.util.List;

/**
* Before running this Java (v2) code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*

* In addition, you must have the AWS Business Support Plan to use the AWS

* Support Java API. For more information, see:

*

* https://aws.amazon.com/premiumsupport/plans/
*

* This Java example performs the following tasks:
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* 1. Gets and displays available services.

* 2. Gets and displays severity levels.

* 3. Creates a support case by using the selected service, category, and
* severity level.

* 4. Gets a list of open cases for the current day.

* 5. Creates an attachment set with a generated file.

* 6. Adds a communication with the attachment to the support case.
* 7. Lists the communications of the support case.

* 8. Describes the attachment set included with the communication.
* 9. Resolves the support case.

* 10. Gets a list of resolved cases for the current day.

*/

public class SupportScenario {

public static final String DASHES = new String(new char[80]).replace("\0",

Il_ll);

public static void main(String[] args) {
final String usage = """

Usage:

<fileAttachment>Where:
fileAttachment - The file can be a simple saved .txt file to

use as an email attachment.\s

’

// if (args.length != 1) {
System.out.println(usage);
System.exit(1);

//
//
// '}

String fileAttachment = "C:\\AWS\\test.txt" ; //args[0];
Region region = Region.US_WEST_2;

SupportClient supportClient = SupportClient.builder()
.region(region)

.build();

System.
System.

scenario.");

System.

System.
System.

out

out

out.
out.

.println(DASHES);
out.

println("***** Welcome to the AWS Support case example

.println(DASHES);

println(DASHES);
println("1l. Get and display available services.");
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List<String> sevCatlList = displayServices(supportClient);
System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("2. Get and display Support severity levels.");
String sevlLevel = displaySevlLevels(supportClient);
System.out.println(DASHES);

System.out.println(DASHES);
System.out.println("3. Create a support case using the selected service,
category, and severity level.");
String caseld = createSupportCase(supportClient, sevCatlList, sevlevel);
if (caseld.compareTo("") == 0) {
System.out.println("A support case was not successfully created!");
System.exit(1);
} else
System.out.println("Support case " + caseld + " was successfully
created!");
System.out.println(DASHES);

System.out.println(DASHES);
System.out.println("4. Get open support cases.");
getOpenCase(supportClient);
System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("5. Create an attachment set with a generated file to
add to the case.");

String attachmentSetId = addAttachment(supportClient, fileAttachment);

System.out.println("The Attachment Set id value is" + attachmentSetId);

System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("6. Add communication with the attachment to the
support case.");

addAttachSupportCase(supportClient, caseld, attachmentSetId);

System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("7. List the communications of the support case.");
String attachId = listCommunications(supportClient, caseld);
System.out.println("The Attachment id value is" + attachld);
System.out.println(DASHES);
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System.out.println(DASHES);

System.out.println("8. Describe the attachment set included with the
communication.");

describeAttachment(supportClient, attachlId);

System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("9. Resolve the support case.");
resolveSupportCase(supportClient, caseld);
System.out.println(DASHES);

System.out.println(DASHES);

System.out.println("10. Get a list of resolved cases for the current
day.");

getResolvedCase(supportClient);

System.out.println(DASHES);

System.out.println(DASHES);
System.out.println("***** This Scenario has successfully completed");
System.out.println(DASHES);

public static void getResolvedCase(SupportClient supportClient) {
try {
// Specify the start and end time.
Instant now = Instant.now();
java.time.LocalDate.now();
Instant yesterday = now.minus(l, ChronoUnit.DAYS);

DescribeCasesRequest describeCasesRequest =
DescribeCasesRequest.builder()
.maxResults(30)
.afterTime(yesterday.toString())
.beforeTime(now.toString())
.includeResolvedCases(true)
.build();

DescribeCasesResponse response =
supportClient.describeCases(describeCasesRequest);
List<CaseDetails> cases = response.cases();
for (CaseDetails sinCase : cases) {
if (sinCase.status().compareTo("resolved") == 0)
System.out.println("The case status is " + sinCase.status());
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} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1l);

}
}
public static void resolveSupportCase(SupportClient supportClient, String
caseld) {
try {
ResolveCaseRequest caseRequest = ResolveCaseRequest.builder()
.caseld(caseld)
.build();

ResolveCaseResponse response =
supportClient.resolveCase(caseRequest);

System.out.println("The status of case " + caseld + " is " +
response.finalCaseStatus());

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1l);

public static void describeAttachment(SupportClient supportClient, String
attachId) {
try {
DescribeAttachmentRequest attachmentRequest =
DescribeAttachmentRequest.buildexr()
.attachmentId(attachId)
.build();

DescribeAttachmentResponse response =
supportClient.describeAttachment(attachmentRequest);

System.out.println("The name of the file is " +
response.attachment().fileName());

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1);
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public static String listCommunications(SupportClient supportClient, String
caseld) {
try {
String attachId = null;
DescribeCommunicationsRequest communicationsRequest =
DescribeCommunicationsRequest.builder()
.caseld(caseld)
.maxResults(10)
.build();

DescribeCommunicationsResponse response =
supportClient.describeCommunications(communicationsRequest);
List<Communication> communications = response.communications();
for (Communication comm : communications) {
System.out.println("the body is: " + comm.body());

// Get the attachment id value.
List<AttachmentDetails> attachments = comm.attachmentSet();
for (AttachmentDetails detail : attachments) {

attachId = detail.attachmentId();

}

return attachId;

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1);

}

return ;

public static void addAttachSupportCase(SupportClient supportClient, String
caseld, String attachmentSetId) {
try {
AddCommunicationToCaseRequest caseRequest =
AddCommunicationToCaseRequest.builder()
.caseld(caseld)
.attachmentSetId(attachmentSetId)
.communicationBody("Please refer to attachment for details.")
.build();

AddCommunicationToCaseResponse response =
supportClient.addCommunicationToCase(caseRequest);
if (response.result())
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System.out.println("You have successfully added a communication

to an AWS Support case");
else
System.out.println("There was an error adding the communication

to an AWS Support case");

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());

System.exit(1);

public static String addAttachment(SupportClient supportClient, String

fileAttachment) {

try {
File myFile = new File(fileAttachment);

InputStream sourceStream = new FileInputStream(myFile);
SdkBytes sourceBytes = SdkBytes.fromInputStream(sourceStream);

Attachment attachment = Attachment.builder()
.fileName(myFile.getName())
.data(sourceBytes)

.build();

AddAttachmentsToSetRequest setRequest =

AddAttachmentsToSetRequest.buildexr()
.attachments(attachment)

.build();

AddAttachmentsToSetResponse response =
supportClient.addAttachmentsToSet(setRequest);
return response.attachmentSetId();

} catch (SupportException | FileNotFoundException e) {
System.out.println(e.getlLocalizedMessage());

System.exit(1l);
}

return ;

public static void getOpenCase(SupportClient supportClient) {

try {
// Specify the start and end time.

Instant now = Instant.now();
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java.time.LocalDate.now();
Instant yesterday = now.minus(l, ChronoUnit.DAYS);
DescribeCasesRequest describeCasesRequest =
DescribeCasesRequest.builder()
.maxResults(20)
.afterTime(yesterday.toString())
.beforeTime(now.toString())
.build();
DescribeCasesResponse response =
supportClient.describeCases(describeCasesRequest);
List<CaseDetails> cases = response.cases();
for (CaseDetails sinCase : cases) {
System.out.println("The case status is " + sinCase.status());
System.out.println("The case Id is " + sinCase.caseld());
System.out.println("The case subject is " + sinCase.subject());

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());

System.exit(1l);

public static String createSupportCase(SupportClient supportClient,
List<String> sevCatList, String sevLevel) {
try {

String serviceCode = sevCatlList.get(0);

String caseCat = sevCatlList.get(1l);

CreateCaseRequest caseRequest = CreateCaseRequest.builder()
.categoryCode(caseCat.tolLowerCase())
.serviceCode(serviceCode.toLowerCase())
.severityCode(sevLevel.tolLowerCase())
.communicationBody("Test issue with " +

serviceCode.tolLowerCase())
.subject("Test case, please ignore")
.language("en")
.issueType("technical")
.build();

CreateCaseResponse response = supportClient.createCase(caseRequest);

return response.caseld();
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} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

return ;

public static String displaySevLevels(SupportClient supportClient) {
try {
DescribeSeveritylLevelsRequest severitylevelsRequest =
DescribeSeveritylLevelsRequest.builder()
.language("en")
.build();

DescribeSeveritylLevelsResponse response =
supportClient.describeSeveritylLevels(severitylLevelsRequest);

List<Severitylevel> severitylevels = response.severitylevels();

String levelName = null;

for (SeveritylLevel sevlLevel : severitylevels) {

System.out.println("The severity level name is: " +
sevLevel.name());
if (sevLevel.name().compareTo("High") == 0)

levelName = sevlLevel.name();

}

return levelName;

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1);

}

return ;

// Return a List that contains a Service name and Category name.
public static List<String> displayServices(SupportClient supportClient) {
try {
DescribeServicesRequest servicesRequest =
DescribeServicesRequest.builder()
.language("en")
.build();

DescribeServicesResponse response =
supportClient.describeServices(servicesRequest);
String serviceCode = null;
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String catName = null;
List<String> sevCatlList = new ArraylList<>();
List<Service> services = response.services();

System.out.println("Get the first 10 services");
int index = 1;
for (Service service : services) {
if (index == 11)
break;

System.out.println("The Service name is: " + service.name());

if (service.name().compareTo("Account") == 0)
serviceCode = service.code();

// Get the Categories for this service.

List<Category> categories = service.categories();

for (Category cat : categories) {

System.out.println("The category name is: " + cat.name());

if (cat.name().compareTo("Security") == 0)
catName = cat.name();

}

index++;

// Push the two values to the list.
sevCatlList.add(serviceCode);
sevCatList.add(catName);

return sevCatlList;

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1l);

}

return null;

Bx APl #F4EE. |, 55 (Amazon SDK for Java 2.x APl Reference) LT EH,

+ AddAttachmentsToSet

* AddCommunicationToCase

* CreateCase
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* DescribeAttachment

* DescribeCases

* DescribeCommunications

* DescribeServices

» DescribeSeveritylLevels

* ResolveCase

JavaScript

EATF JavaScript (v3) WEHF AT ER

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FMOMAH
TRENZETT,

ELIRPEITRERN TR

import {
AddAttachmentsToSetCommand,
AddCommunicationToCaseCommand,
CreateCaseCommand,
DescribeAttachmentCommand,
DescribeCasesCommand,
DescribeCommunicationsCommand,
DescribeServicesCommand,
DescribeSeveritylLevelsCommand,
ResolveCaseCommand,
SupportClient,

} from "@aws-sdk/client-support";

import * as inquirer from "@inquirer/prompts";

import { retry } from "@aws-doc-sdk-examples/lib/utils/util-timers.js";

const wrapText = (text, char = "=") => {
const rule = char.repeat(80);
return ‘${rule}\n ${textI\n${rule\n";
i
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const client = new SupportClient({ region: "us-east-1" });

// Verify that the account has a Support plan.
export const verifyAccount = async () => {
const command = new DescribeServicesCommand({});

try {
await client.send(command);
} catch (err) {
if (err.name === "SubscriptionRequiredException") {
throw new Error(
"You must be subscribed to the AWS Support plan to use this feature.",
);
}
throw err;
}
};

/**
* Select a service from the list returned from DescribeServices.
*/
export const getService = async () => {
const { services } = await client.send(new DescribeServicesCommand({}));
const selectedService = await inquirer.select({
message:
"Select a service. Your support case will be created for this service. The
list of services is truncated for readability.",
choices: services.slice(@, 10).map((s) => ({ name: s.name, value: s })),

1);
return selectedService;
};
/**
* @param {{ categories: import('e@aws-sdk/client-support').Category[]}} service
*/

export const getCategory = async (service) => {
const selectedCategory = await inquirer.select({
message: "Select a category.",
choices: service.categories.map((c) => ({ name: c.name, value: c })),

1)

return selectedCategory;

};

// Get the available severity levels for the account.
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export const getSeveritylLevel = async () => {
const command = new DescribeSeveritylLevelsCommand({});
const { severitylLevels } = await client.send(command);
const selectedSeveritylLevel = await inquirer.select({
message: "Select a severity level.",
choices: severitylevels.map((s) => ({ name: s.name, value: s })),
1);

return selectedSeveritylevel;

* Create a new support case
* @param {{
* selectedService: import('e@aws-sdk/client-support').Service
* selectedCategory: import('eaws-sdk/client-support').Category
* selectedSeveritylLevel: import('e@aws-sdk/client-support').SeveritylLevel
* 1} selections
* @returns
*/
export const createCase = async ({
selectedService,
selectedCategory,
selectedSeveritylLevel,
) =>{
const command = new CreateCaseCommand({
subject: "IGNORE: Test case",
communicationBody: "This is a test. Please ignore.",
serviceCode: selectedService.code,
categoryCode: selectedCategory.code,
severityCode: selectedSeveritylLevel.code,
1}
const { caseld } = await client.send(command);
return caseld;

};

// Get a list of open support cases created today.
export const getTodaysOpenCases = async () => {
const d = new Date();
const startOfToday = new Date(d.getFullYear(), d.getMonth(), d.getDate());
const command = new DescribeCasesCommand({
includeCommunications: false,
afterTime: startOfToday.toISOString(),

1)
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const { cases } = await client.send(command);

if (cases.length === 0) {
throw new Error(
"Unexpected number of cases. Expected more than @ open cases.",
);
}
return cases;

i

// Create an attachment set.
export const createAttachmentSet = async () => {
const command = new AddAttachmentsToSetCommand({
attachments: [
{
fileName: "example.txt",
data: new TextEncoder().encode("some example text"),
I
1,
18

const { attachmentSetId } = await client.send(command);
return attachmentSetId;

i

export const linkAttachmentSetToCase = async (attachmentSetId, caseld) => {
const command = new AddCommunicationToCaseCommand({

attachmentSetId,

caseld,

communicationBody: "Adding attachment set to case.",
1)
await client.send(command);

};

// Get all communications for a support case.
export const getCommunications = async (caseld) => {
const command = new DescribeCommunicationsCommand({
caseld,

1)

const { communications } = await client.send(command);
return communications;

i

/**

* @param {import('e@aws-sdk/client-support').Communication[]} communications
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*/

export const getFirstAttachment = (communications) => {

i

const firstCommWithAttachment = communications.find(
(c) => c.attachmentSet.length > 0,

);
return firstCommWithAttachment?.attachmentSet[@].attachmentId;

// Get an attachment.
export const getAttachment = async (attachmentId) => {

};

const command = new DescribeAttachmentCommand({
attachmentId,

1);

const { attachment } = await client.send(command);

return attachment;

// Resolve the case matching the given case ID.
export const resolveCase = async (caseIld) => {

const shouldResolve = await inquirer.confirm({
message: ‘Do you want to resolve ${caseld}?’,

1)

if (shouldResolve) {
const command = new ResolveCaseCommand({
caseld: caseld,

1)

await client.send(command);
return true;

}

return false;

Find a specific case in the list of provided cases by case ID.

If the case is not found, and the results are paginated, continue

paging through the results.

@param {{
caseld: string,
cases: import('eaws-sdk/client-support').CaseDetails[]
nextToken: string

}} options

@returns
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*/

export const findCase = async ({ caseld, cases, nextToken }) => {

const foundCase = cases.find((c) => c.caseld === caseld);

if (foundCase) {
return foundCase;

if (nextToken) {
const response = await client.send(
new DescribeCasesCommand({
nextToken,
includeResolvedCases: true,
1),
);
return findCase({
caseld,
cases: response.cases,
nextToken: response.nextToken,

1)

throw new Error( ${caseId} not found.');

};

// Get all cases created today.

export const getTodaysResolvedCases = async (caseldToWaitFor) => {

const d = new Date("2023-01-18");

const startOfToday = new Date(d.getFullYear(), d.getMonth(), d.getDate());

const command = new DescribeCasesCommand({
includeCommunications: false,
afterTime: startOfToday.toISOString(),
includeResolvedCases: true,

1)

const { cases, nextToken } = await client.send(command);

await findCase({ cases, caseld: caseIdToWaitFor, nextToken });

return cases.filter((c) => c.status === "resolved");

};

const main = async () => {
let caseld;
try {

console.log(wrapText("Welcome to the AWS Support basic usage scenario."));
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// Verify that the account is subscribed to support.
await verifyAccount();

// Provided a truncated list of services and prompt the user to select one.
const selectedService = await getService();

// Provided the categories for the selected service and prompt the user to
select one.
const selectedCategory = await getCategory(selectedService);

// Provide the severity available severity levels for the account and prompt
the user to select one.
const selectedSeveritylLevel = await getSeveritylLevel();

// Create a support case.
console.log("\nCreating a support case.");
caseld = await createCase({

selectedService,

selectedCategory,

selectedSeveritylevel,

1)

console.log( "Support case created: ${caseld}’);

// Display a list of open support cases created today.
const todaysOpenCases = await retry(
{ intervalInMs: 1000, maxRetries: 15 },
getTodaysOpenCases,
);
console.log(
*\nOpen support cases created today: ${todaysOpenCases.length}",
);
console.log(todaysOpenCases.map((c) => “${c.caseId} ).join("\n"));

// Create an attachment set.

console.log("\nCreating an attachment set.");

const attachmentSetId = await createAttachmentSet();
console.log( "Attachment set created: ${attachmentSetId}");

// Add the attachment set to the support case.
console.log( "\nAdding attachment set to ${caseld}’);
await linkAttachmentSetToCase(attachmentSetId, caseld);
console.log( "Attachment set added to ${caseId}’);

// List the communications for a support case.
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console.log( "\nListing communications for ${caseld}’);
const communications = await getCommunications(caseld);
console.log(
communications
.map(
(c) =>
‘Communication created on ${c.timeCreated}. Has
${c.attachmentSet.length} attachments.",
)
.join("\n"),
);
// Describe the first attachment.
console.log( "\nDescribing attachment ${attachmentSetId}");
const attachmentId = getFirstAttachment(communications);
const attachment = await getAttachment(attachmentId);
console.log(
‘Attachment is the file '${
attachment.fileName
}' with data: \n${new TextDecoder().decode(attachment.data)}",
);
// Confirm that the support case should be resolved.
const isResolved = await resolveCase(caseld);
if (isResolved) {
// List the resolved cases and include the one previously created.
// Resolved cases can take a while to appear.
console.log(
"\nWaiting for case status to be marked as resolved. This can take some
time.",
);

};

const resolvedCases = await retry(
{ intervalInMs: 20000, maxRetries: 15 },
() => getTodaysResolvedCases(caseld),
);
console.log("Resolved cases:");
console.log(resolvedCases.map((c) => c.caseld).join("\n"));

}

} catch (err) {
console.error(err);
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* AddAttachmentsToSet

* AddCommunicationToCase

* CreateCase

* DescribeAttachment

* DescribeCases

* DescribeCommunications

* DescribeServices

» DescribeSeveritylLevels

* ResolveCase

Kotlin

FE AT Kotlin 9 SDK

(@ Note
BB EZMHEXER GitHub, £ Amazon KB RHIFMHEEPERTERE , THROMH
TREMNZETT,

/**

Before running this Kotlin code example, set up your development environment,
including your credentials.

For more information, see the following documentation topic:
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/setup.html

In addition, you must have the AWS Business Support Plan to use the AWS Support
Java API. For more information, see:
https://aws.amazon.com/premiumsupport/plans/

This Kotlin example performs the following tasks:

1. Gets and displays available services.
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2. Gets and displays severity levels.
3. Creates a support case by using the selected service, category, and severity

level.
4. Gets a list of open cases for the current day.
5. Creates an attachment set with a generated file.
6. Adds a communication with the attachment to the support case.
7. Lists the communications of the support case.
8. Describes the attachment set included with the communication.
9. Resolves the support case.
10. Gets a list of resolved cases for the current day.
*/
suspend fun main(args: Array<String>) {

val usage = """

Usage:

<fileAttachment>
Where:

fileAttachment - The file can be a simple saved .txt file to use as an
email attachment.

if (args.size != 1) {
println(usage)
exitProcess(0)

val fileAttachment = args[0]

println("***** Welcome to the AWS Support case example scenario.")
println("***** Step 1. Get and display available services.")

val sevCatlList = displayServices()

println("***** Step 2. Get and display Support severity levels.")
val sevlLevel = displaySevlLevels()

println("***** Step 3. Create a support case using the selected service,
category, and severity level.")
val caseldVal = createSupportCase(sevCatlList, sevlLevel)
if (caselIdVal != null) {
println("Support case $caseldVal was successfully created!")

} else {
println("A support case was not successfully created!")
exitProcess(1)

}
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println("***** Step 4. Get open support cases.")
getOpenCase()

println("**#*** Step 5. Create an attachment set with a generated file to add
to the case.")

val attachmentSetId addAttachment(fileAttachment)

println("The Attachment Set id value is $attachmentSetId")

println("***** Step 6. Add communication with the attachment to the support
case.")
addAttachSupportCase(caseldVal, attachmentSetId)

println("***** Step 7. List the communications of the support case.")
val attachId = listCommunications(caseIdVal)
println("The Attachment id value is $attachId")

println("***** Step 8. Describe the attachment set included with the
communication.")
describeAttachment(attachId)

println("***** Step 9. Resolve the support case.")
resolveSupportCase(caselIdVal)

println("***** Step 10. Get a list of resolved cases for the current day.")
getResolvedCase()
println("***** This Scenario has successfully completed")

suspend fun getResolvedCase() {

// Specify the start and end time.

val now = Instant.now()

LocalDate.now()

val yesterday = now.minus(1, ChronoUnit.DAYS)

val describeCasesRequest =

DescribeCasesRequest {

maxResults = 30
afterTime = yesterday.toString()
beforeTime = now.toString()
includeResolvedCases = true

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeCases(describeCasesRequest)
response.cases?.forEach { sinCase ->
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println("The case status is ${sinCase.status}")
println("The case Id is ${sinCase.caselId}")
println("The case subject is ${sinCase.subject}")

suspend fun resolveSupportCase(caseldVal: String) {

val caseRequest =

ResolveCaseRequest {
caseld = caseldVal

}

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.resolveCase(caseRequest)
println("The status of case $caseldVal is ${response.finalCaseStatus}")

suspend fun describeAttachment(attachId: String?) {
val attachmentRequest =
DescribeAttachmentRequest {
attachmentId = attachId

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeAttachment(attachmentRequest)
println("The name of the file is ${response.attachment?.fileName}")

suspend fun listCommunications(caseldVal: String?): String? {
val communicationsRequest =
DescribeCommunicationsRequest {
caseld = caseldVal
maxResults = 10

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response =
supportClient.describeCommunications(communicationsRequest)
response.communications?.forEach { comm ->
println("the body is: " + comm.body)
comm.attachmentSet?.forEach { detail ->
return detail.attachmentId
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}

return

suspend fun addAttachSupportCase(
caseldVal: String?,
attachmentSetIdVal: String?,

) {

val caseRequest =

AddCommunicationToCaseRequest {
caseld = caseldVal
attachmentSetId = attachmentSetIdVal

communicationBody = "Please refer to attachment for details."

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.addCommunicationToCase(caseRequest)

suspend

val
val
val

val

if (response.result) {

println("You have successfully added a communication to an AWS
Support case")

} else {

println("There was an error adding the communication to an AWS
Support case")

}

fun addAttachment(fileAttachment: String): String? {
myFile = File(fileAttachment)
sourceBytes = (File(fileAttachment).readBytes())
attachmentVal =
Attachment {

fileName = myFile.name

data = sourceBytes

setRequest =
AddAttachmentsToSetRequest {
attachments = listOf(attachmentVal)

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
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val response = supportClient.addAttachmentsToSet(setRequest)
return response.attachmentSetId

suspend fun getOpenCase() {
// Specify the start and end time.
val now = Instant.now()
LocalDate.now()
val yesterday = now.minus(1, ChronoUnit.DAYS)
val describeCasesRequest =
DescribeCasesRequest {
maxResults = 20
afterTime = yesterday.toString()
beforeTime = now.toString()

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeCases(describeCasesRequest)
response.cases?.forEach { sinCase ->

println("The case status is ${sinCase.status}")
println("The case Id is ${sinCase.caselId}")
println("The case subject is ${sinCase.subject}")

suspend fun createSupportCase(
sevCatlListVal: List<String>,
sevLevelVal: String,
): String? {
val serCode = sevCatlListVal[0]
val caseCategory = sevCatlListVal[1l]
val caseRequest =
CreateCaseRequest {
categoryCode = caseCategory.lowercase(Locale.getDefault())
serviceCode = serCode.lowercase(Locale.getDefault())
severityCode = sevlLevelVal.lowercase(Locale.getDefault())
communicationBody = "Test issue with
${serCode.lowercase(Locale.getDefault())}"
subject = "Test case, please ignore"
language = "en"
issueType = "technical"

TRRELZAINEE API Rz 7 2026-06-08 339



Amazon Web Services 1 AriEE

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.createCase(caseRequest)
return response.caseld

suspend fun displaySevLevels(): String {
var levelName = ""
val severitylevelsRequest =
DescribeSeveritylLevelsRequest {
language = "en"

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response =
supportClient.describeSeveritylevels(severitylevelsRequest)
response.severitylevels?.forEach { sevLevel ->
println("The severity level name is: ${sevLevel.namel}")
if (sevlLevel.name == "High") {
levelName = sevlLevel.name!!

}

return levelName

// Return a List that contains a Service name and Category name.
suspend fun displayServices(): List<String> {
var serviceCode = ""
var catName = ""
val sevCatList = mutablelListOf<String>()
val servicesRequest =
DescribeServicesRequest {

language = "en

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeServices(servicesRequest)
println("Get the first 10 services")
var index =1

response.services?.forEach { service ->
if (index == 11) {
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println("The Service name is ${service.namel}")
if (service.name == "Account") {
serviceCode = service.code.toString()

// Get the categories for this service.
service.categories?.forkEach { cat ->
println("The category name is ${cat.namel}")
if (cat.name == "Security") {
catName = cat.name!!

}

index++

// Push the two values to the list.
serviceCode.let { sevCatList.add(it) }
catName.let { sevCatList.add(it) }
return sevCatlList

AddAttachmentsToSet

AddCommunicationToCase

CreateCase

DescribeAttachment

DescribeCases

DescribeCommunications

DescribeServices

DescribeSeverityLevels

ResolveCase

&2 (Amazon SDK for Kotlin APl Reference) HHILLT E &,
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Python

& AT Python #9 SDK ( Boto3 )

@ Note

EBEZMHXEE GitHub, £ Amazon KB RHIFMEERERSTERE , T MM
TIREMIZIT.

A TRAPETRER TR,

class SupportCasesScenario:
"""Runs an interactive scenario that shows how to get started using AWS

Support . min

def __init_ (self, support_wrapper):

:param support_wrapper: An object that wraps AWS Support actions.

self.support_wrapper = support_wrapper

def display_and_select_service(self):

Lists support services and prompts the user to select one.

:return: The support service selected by the user.

print("-" * 88)

services_list = self.support_wrapper.describe_services("en")
print(f"AWS Support client returned {len(services_list)} services.")
print("Displaying first 10 services:")

service_choices = [svc["name"] for svc in services_list[:10]]
selected_index = g.choose(
"Select an example support service by entering a number from the
preceding list:",
service_choices,
)
selected_service = services_list[selected_index]
print("-" * 88)
return selected_service
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def display_and_select_category(self, service):
Lists categories for a support service and prompts the user to select
one.

:param service: The service of the categories.
:return: The selected category.
print("-" * 88)
print(
f"Available support categories for Service {service['name']}
{len(service['categories'])}:"
)
categories_choices = [category["name"] for category in
service["categories"]]
selected_index = q.choose(
"Select an example support category by entering a number from the
preceding list:",
categories_choices,
)
selected_category = service["categories"][selected_index]
print("-" * 88)
return selected_category

def display_and_select_severity(self):

Lists available severity levels and prompts the user to select one.

:return: The selected severity level.
print("-" * 88)
severity_levels_list =
self.support_wrapper.describe_severity_levels("en")
print(f"Available severity levels:")
severity_choices = [level["name"] for level in severity_levels_list]
selected_index = qg.choose(
"Select an example severity level by entering a number from the
preceding list:",
severity_choices,
)
selected_severity = severity_levels_list[selected_index]
print("-" * 88)
return selected_severity
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def create_example_case(self, service, category, severity_level):

Creates an example support case with the user's selections.

:param service: The service for the new case.

:param category: The category for the new case.

:param severity_ level: The severity level for the new case.

:return: The caseld of the new support case.

print("-" * 88)

print(f"Creating new case for service {service['name']}.")

case_id = self.support_wrapper.create_case(service, category,
severity_level)

print(f"\tNew case created with ID {case_id}.")

print("-" * 88)

return case_id

def list_open_cases(self):

List the open cases for the current day.

print("-" * 88)

print("Let's list the open cases for the current day.")

start_time = str(datetime.utcnow().date())

end_time = str(datetime.utcnow().date() + timedelta(days=1))

open_cases = self.support_wrapper.describe_cases(start_time, end_time,
False)

for case in open_cases:

print(f"\tCase: {case['caseld']}: status {case['status']}.")
print("-" * 88)

def create_attachment_set(self):

Create an attachment set with a sample file.

:return: The attachment set ID of the new attachment set.

print("-" * 88)

print("Creating attachment set with a sample file.")
attachment_set_id = self.support_wrapper.add_attachment_to_set()
print(f"\tNew attachment set created with ID {attachment_set_id}.")
print("-" * 88)

return attachment_set_id
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def add_communication(self, case_id, attachment_set_id):

Add a communication with an attachment set to the case.

:param case_id: The ID of the case for the communication.

:param attachment_set_id: The ID of the attachment set to

add to the communication.

print("-" * 88)

print(f"Adding a communication and attachment set to the case.")

self.support_wrapper.add_communication_to_case(attachment_set_id,
case_id)

print(

f"Added a communication and attachment set {attachment_set_id} to the

case {case_id}."

)

print("-" * 88)

def list_communications(self, case_id):

List the communications associated with a case.

:param case_id: The ID of the case.
:return: The attachment ID of an attachment.
print("-" * 88)
print("Let's list the communications for our case.")
attachment_id = ""
communications =
self.support_wrapper.describe_all_case_communications(case_id)
for communication in communications:
print(
f"\tCommunication created on {communication['timeCreated']} "
f"has {len(communication['attachmentSet'])} attachments."
)
if len(communication["attachmentSet"]) > 0:
attachment_id = communication["attachmentSet"][@]["attachmentId"]
print("-" * 88)
return attachment_id

def describe_case_attachment(self, attachment_id):

Describe an attachment associated with a case.
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:param attachment_id: The ID of the attachment.

print("-" * 88)

print("Let's list the communications for our case.")

attached_file = self.support_wrapper.describe_attachment(attachment_id)
print(f"\tAttachment includes file {attached_file}.")

print("-" * 88)

def resolve_case(self, case_id):

Shows how to resolve an AWS Support case by its ID.

:param case_id: The ID of the case to resolve.

print("-" * 88)

print(f"Resolving case with ID {case_id}.")

case_status = self.support_wrapper.resolve_case(case_id)
print(f"\tFinal case status is {case_status}.")
print("-" * 88)

def list_resolved_cases(self):

List the resolved cases for the current day.
print("-" * 88)
print("Let's list the resolved cases for the current day.")
start_time = str(datetime.utcnow().date())
end_time = str(datetime.utcnow().date() + timedelta(days=1))
resolved_cases = self.support_wrapper.describe_cases(start_time,
end_time, True)

for case in resolved_cases:

print(f"\tCase: {case['caseld']}: status {case['status']}.")
print("-" * 88)

def run_scenario(self):
logging.basicConfig(level=1logging.INFO, format="%(levelname)s:
%(message)s")

print("-" * 88)
print("Welcome to the AWS Support get started with support cases demo.")
print("-" * 88)

selected_service = self.display_and_select_service()
selected_category = self.display_and_select_category(selected_service)
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if __name__ == "__main__":
try:

selected_severity = self.display_and_select_severity()
new_case_id = self.create_example_case(

selected_service, selected_category, selected_severity
)
wait(10)
self.list_open_cases()
new_attachment_set_id = self.create_attachment_set()
self.add_communication(new_case_id, new_attachment_set_id)
new_attachment_id = self.list_communications(new_case_id)
self.describe_case_attachment(new_attachment_id)
self.resolve_case(new_case_id)
wait(10)
self.list_resolved_cases()

print("\nThanks for watching!")
print("-" * 88)

scenario = SupportCasesScenario(SupportWrapper.from_client())

scenario.run_scenario()

except Exception:

logging.exception("Something went wrong with the demo.")

EN—MEERFEFIRRENR,

class SupportWrapper:

"""Encapsulates Support actions.

def __init_ (self, support_client):
:param support_client: A Boto3 Support client.
self.support_client = support_client
@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.

support_client = boto3.client("support")
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return cls(support_client)

def describe_services(self, language):
Get the descriptions of AWS services available for support for a
language.

:param language: The language for support services.
Currently, only "en" (English) and "ja" (Japanese) are supported.
:return: The list of AWS service descriptions.
try:
response = self.support_client.describe_services(language=language)
services = response['"services"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise

Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.errox(

"Couldn't get Support services for language %s. Here's why:

%S: %Ss'",
language,
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:

return services

def describe_severity_levels(self, language):

Get the descriptions of available severity levels for support cases for a
language.

:param language: The language for support severity levels.
Currently, only "en" (English) and "ja" (Japanese) are supported.
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:return: The list of severity levels.
try:
response =
self.support_client.describe_severity_levels(language=language)
severity_levels = response["severitylLevels"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't get severity levels for language %s. Here's why:

%S: %S",
language,
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:

return severity_levels

def create_case(self, service, category, severity):

Create a new support case.

:param service: The service to use for the new case.

:param category: The category to use for the new case.

:param severity: The severity to use for the new case.

:return: The caseld of the new case.

try:

response = self.support_client.create_case(

subject="Example case for testing, ignore.",
serviceCode=service["code"],
severityCode=severity['"code"],
categoryCode=category["code"],
communicationBody="Example support case body.",
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language="en",
issueType="customer-service",
)
case_id = response['"caseId"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."

)

else:
logger.error(
"Couldn't create case. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return case_id

def add_attachment_to_set(self):

Add an attachment to a set, or create a new attachment set if one does
not exist.

:return: The attachment set ID.

try:

response = self.support_client.add_attachments_to_set(
attachments=[

{
"fileName": "attachment_file.txt",

"data": b"This is a sample file for attachment to a
support case.",

)

new_set_id = response["attachmentSetId"]
except ClientError as err:

if err.response["Error"]["Code"] == "SubscriptionRequiredException":
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logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't add attachment. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return new_set_id

def add_communication_to_case(self, attachment_set_id, case_id):

Add a communication and an attachment set to a case.

:param attachment_set_id: The ID of an existing attachment set.

:param case_id: The ID of the case.

try:

self.support_client.add_communication_to_case(
caseld=case_id,
communicationBody="This is an example communication added to a
support case.",

attachmentSetId=attachment_set_id,

)
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":

logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't add communication. Here's why: %s: %s",
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err.response["Error"]["Code"],
err.response["Error"]["Message"],

)

raise

def describe_all_case_communications(self, case_id):

Describe all the communications for a case using a paginator.

:param case_id: The ID of the case.
:return: The communications for the case.
try:
communications = []
paginator =
self.support_client.get_paginator("describe_communications")
for page in paginator.paginate(caseld=case_id):
communications += page["communications"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.errox(
"Couldn't describe communications. Here's why: %s: %s"
err.response["Error"]["Code"],
err.response["Error"]["Message"],

’

)
raise
else:
return communications

def describe_attachment(self, attachment_id):

Get information about an attachment by its attachmentID.

:param attachment_id: The ID of the attachment.
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:return: The name of the attached file.
try:
response = self.support_client.describe_attachment(
attachmentId=attachment_id
)
attached_file = response["attachment"]["fileName"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.errox(
"Couldn't get attachment description. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return attached_file

def resolve_case(self, case_id):

Resolve a support case by its caseld.

:param case_id: The ID of the case to resolve.
:return: The final status of the case.
try:
response = self.support_client.resolve_case(caseld=case_id)
final_status = response["finalCaseStatus"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your

subscription to run these
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"examples."
)
else:
logger.error(
"Couldn't resolve case. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return final_status

def describe_cases(self, after_time, before_time, resolved):
Describe support cases over a period of time, optionally filtering
by status.

:param after_time: The start time to include for cases.
:param before_time: The end time to include for cases.
:param resolved: True to include resolved cases in the results,
otherwise results are open cases.
:return: The final status of the case.
try:
cases = []
paginator = self.support_client.get_paginator("describe_cases")
for page in paginator.paginate(
afterTime=after_time,
beforeTime=before_time,
includeResolvedCases=resolved,
language="en",

cases += page['cases"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."

else:
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logger.error(
"Couldn't describe cases. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
if resolved:
cases = filter(lambda case: case["status"] == "resolved", cases)
return cases

Bx APl F4EE |, 155 {Amazon SDK for Python (Boto3) API Reference) HIHILA T E
i
* AddAttachmentsToSet

* AddCommunicationToCase

* CreateCase

* DescribeAttachment

* DescribeCases

* DescribeCommunications

» DescribeServices

* DescribeSeveritylLevels

* ResolveCase

BX S Amazon DK FF R EIER MR ROIMTEIIEK | BESRERH Amazon Web Services 35 F —
N Amazon SDK, REFARBIEERAITHNEELUREREIH SDK RAMNIFMAEE,

Amazon Web Services X1 £ Amazon SDK K2 {E

LT REERINAIER Amazon BiEF X T ESHMITEA Amazon Web Services i 816, &
ANREEAE —MNE MR GitHub , Ba U EEFRIEXIREBENZTRIBH A,

XLERFIAA Amazon Web Services X5 APl , R KEEBFHARBEHRX  XEBFMSAE L TXHE

7o

A LAfEAmazon Web Services =35 £ 5 Amazon SDK Wiz &S L TXEFRE,
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LT RENBIEREBANRIE, BXZTEIR , 5 Amazon Web Services X APl &%,

Rl

+ AddAttachmentsToSet5 Amazon SDK =% CLI Bt & A

« AddCommunicationToCase5 Amazon SDK =% CLI i &
+ CreateCase5 Amazon SDK = CLI Bii & 5 A

+ DescribeAttachment5 Amazon SDK = CLI Bt &£/

+ DescribeCases5 Amazon SDK & CLI Bt &

» DescribeCommunications5 Amazon SDK =% CLI Bt & H

+ DescribeServices5 Amazon SDK 5 CLI Bt & H

+ DescribeSeverityLevels5 Amazon SDK = CLI Bt &1

« f¥ DescribeTrustedAdvisorCheckRefreshStatuses 5 CLI B & 5
+ ¥ DescribeTrustedAdvisorCheckResult 5 CLI B & £

+ f¥ DescribeTrustedAdvisorCheckSummaries 5 CLI Bl & fF A
« ¥ DescribeTrustedAdvisorChecks 5 CLI Bl & fF A

+ ff RefreshTrustedAdvisorCheck 5 CLI Bt & 5

+ ResolveCase5 Amazon SDK =% CLI e &

AddAttachmentsToSet5 Amazon SDK = CLI B2 & A
DTRBREERNEIER AddAttachmentsToSet,

BERFIRAEEFNRBRER , XTAELTXHET, EUTRBREG | BUUEFHRENLET
X

- THREATNEE

NET

EHEATF NET 89 Amazon SDK

(® Note

BB EZHXEER GitHub, £ Amazon RIZRGIFMEERERTERG] |, 7 BN
TREMZET,
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/// <summary>

/// Add an attachment to a set, or create a new attachment set if one does
not exist.

/// </summary>
/// <param name="data">The data for the attachment.</param>
/// <param name="fileName">The file name for the attachment.</param>

/// <param name="attachmentSetId">0Optional setId for the attachment. Creates
a new attachment set if empty.</param>

/// <returns>The setId of the attachment.</returns>

public async Task<string> AddAttachmentToSet(MemoryStream data, string
fileName, string? attachmentSetId = null)

{
var response = await _amazonSupport.AddAttachmentsToSetAsync(
new AddAttachmentsToSetRequest
{
AttachmentSetId = attachmentSetId,
Attachments = new List<Attachment>
{
new Attachment
{
Data = data,
FileName = fileName
}
}
1)
return response.AttachmentSetId;
}

- BXAPINFEHMER , BSHE EATF NET 89 Amazon SDK APl &
#Z AddAttachmentsToSetH 8,

CLI

Amazon CLI

LES=y7yiliikes

LA Fadd-attachments-to-set Rl —EHBHFFMT —KBH , ARETTLLHN Amazon ik
FHRONXEFERABEZE A
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aws support add-attachments-to-set \
--attachment-set-id "as-2f5a6faa2a4ale600-mu-nk5xQ1lBxr70-

GlcUos5LZkd38KOAHZa9BMDVzNEXAMPLE" \
--attachments fileName=troubleshoot-screenshot.png,data=base64-encoded-string

i

"attachmentSetId": "as-2f5a6faa2as4ale600-mu-nk5xQ1lBr70-

GlcUos5LZkd38KOAHZa9BMDVzNEXAMPLE",
"expiryTime": "2020-05-14T17:04:40.790+0000"

BXEZEER , B55® (Amazon Support AF#EE) hHEFIEE,
. BX APl WiFHEER |, BEZHAmazon CLI fs 945 #AddAttachmentsToSet o

Java

SERAT Java B9 SDK 2.x

® Note
REEZHEXREER GitHub, £ Amazon KB RAIFHEPERTERG , T HFMOMAH
TIREMNIZTT.

public static String addAttachment(SupportClient supportClient, String
fileAttachment) {

try {
File myFile = new File(fileAttachment);

InputStream sourceStream = new FileInputStream(myFile);
SdkBytes sourceBytes = SdkBytes.fromInputStream(sourceStream);

Attachment attachment = Attachment.buildexr()
.fileName(myFile.getName())
.data(sourceBytes)

.build();

AddAttachmentsToSetRequest setRequest =
AddAttachmentsToSetRequest.builder()
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.attachments(attachment)
.build();

AddAttachmentsToSetResponse response =
supportClient.addAttachmentsToSet(setRequest);
return response.attachmentSetId();

} catch (SupportException | FileNotFoundException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1l);

}

return

mim,
’

« Bx API WiF4ELR |, 2 Amazon SDK for Java 2.x APl &£ AddAttachmentsToSetH
08

JavaScript

EATF JavaScript (vV3) WHHGHF AT ES

(@ Note

BEBEZHXREER GitHub, # Amazon R REIFHEEFEKRTERE , 7 EMMH
TIREMIZIT.

import { AddAttachmentsToSetCommand } from "@aws-sdk/client-support";

import { client } from "../libs/client.js";

export const main = async () => {
try {
// Create a new attachment set or add attachments to an existing set.
// Provide an 'attachmentSetId' value to add attachments to an existing set.
// Use AddCommunicationToCase or CreateCase to associate an attachment set
with a support case.
const response = await client.send(
new AddAttachmentsToSetCommand({
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// You can add up to three attachments per set. The size limit is 5 MB
per attachment.
attachments: [
{
fileName: "example.txt",
data: new TextEncoder().encode('"some example text"),
},
1,
b,
I
// Use this ID in AddCommunicationToCase or CreateCase.
console.log(response.attachmentSetId);
return response;
} catch (err) {
console.error(err);

- BX API WFHER , HS M EA T JavaScript 89 Amazon SDK APl &
#Z AddAttachmentsToSetH Y,

Kotlin

E AT Kotlin By SDK

(@ Note
EBEZHEREE GitHub, # Amazon RS RPHIFHEFERTERS , THMMH
TREMIZT,

suspend fun addAttachment(fileAttachment: String): String? {
val myFile = File(fileAttachment)
val sourceBytes = (File(fileAttachment).readBytes())
val attachmentVal =
Attachment {
fileName = myFile.name
data = sourceBytes
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val setRequest =
AddAttachmentsToSetRequest {
attachments = listOf(attachmentVal)

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.addAttachmentsToSet(setRequest)
return response.attachmentSetId

. BX API WiFHEER |, B3 FEMAJJAttachmentsToSetF K otlin B9Amazon SDK API &
%,

Python

&R T Python 8 SDK ( Boto3 )

(® Note
EHEZHXRFEEL GitHub, 7 Amazon KB REIFEPERTERA , TN
TIRENETT.

class SupportWrapper:

"""Encapsulates Support actions.

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.

support_client = boto3.client("support")
return cls(support_client)
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def add_attachment_to_set(self):
Add an attachment to a set, or create a new attachment set if one does
not exist.

:return: The attachment set ID.
try:
response = self.support_client.add_attachments_to_set(
attachments=[
{
"fileName": "attachment_file.txt",
"data": b"This is a sample file for attachment to a
support case.",

)
new_set_id = response["attachmentSetId"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't add attachment. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return new_set_id

- BX API HiF4EER | S 10&EBAAddAttachmentsToSetF Python #9Amazon SDK (Boto3)
APl &%,
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BX S Amazon DK FF X BIEMMNE RO EESIXR |, iHSHEFER Amazon Web Services 3 i —
N Amazon SDK, REFASIEERAITHEELURERLHH SDK RAMFEME S,

AddCommunicationToCase& Amazon SDK = CLI Bt &£ A
AT RBREERIN{AEER AddCommunicationToCase,

BERFIRABEEFNRBER , YAELTXHET, BUUEATRBREFEFRIREENLET
X

- THREXRINEE
- JFEAERA Support

NET

EATF NET 89 Amazon SDK

(® Note
EREZMEREE GitHub, # Amazon RIS RPHIFHEFERTERS , THMMH
TRENZT,

/// <summary>

/// Add communication to a case, including optional attachment set ID and CC
email addresses.

/// </summary>

/// <param name="caseld">Id for the support case.</param>

/// <param name="body">Body text of the communication.</param>

/// <param name="attachmentSetId">0Optional Id for an attachment set.</param>

/// <param name="ccEmailAddresses">Optional list of CC email addresses.</
param>

/// <returns>True if successful.</returns>

public async Task<bool> AddCommunicationToCase(string caseld, string body,

string? attachmentSetId = null, List<string>? ccEmailAddresses = null)

var response = await _amazonSupport.AddCommunicationToCaseAsync(
new AddCommunicationToCaseRequest()

{
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Caseld = caseld,

CommunicationBody = body,
AttachmentSetId = attachmentSetId,
CcEmailAddresses = ccEmailAddresses

1)

return response.Result;

- BX APIHFEAEE , ESR EHAT NET 89 Amazon SDK API &
#Z AddCommunicationToCaseH #Y,

CLI
Amazon CLI
6 =GR EE
B Fadd-communication-to-caseRHIFFHBERIMEE Amazon MK HHYXIFRMIH,

aws support add-communication-to-case \
--case-id "case-12345678910-2013-c4c1d2bf33c5cf47" \
--communication-body "I'm attaching a set of images to this case."”" \
--cc-email-addresses "myemail@example.com" \
--attachment-set-id "as-2f5a6faa2a4ale600-mu-nk5xQLBr70-
GlcUos5LZkd38KOAHZa9BMDVzNEXAMPLE"

i

"result": true

BXEZEER , 55% (Amazon Support ) R RFIEE,
. BAx API ViFHEE , 3 Amazon CLI i3 55 EAddCommunicationToCase /Y,
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Java

FEATF Java By SDK 2.x

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

public static void addAttachSupportCase(SupportClient supportClient, String
caseld, String attachmentSetId) {
try {
AddCommunicationToCaseRequest caseRequest =
AddCommunicationToCaseRequest.builder()
.caseld(caseld)
.attachmentSetId(attachmentSetId)
.communicationBody("Please refer to attachment for details.")
.build();

AddCommunicationToCaseResponse response =
supportClient.addCommunicationToCase(caseRequest);
if (response.result())
System.out.println("You have successfully added a communication
to an AWS Support case");
else
System.out.println("There was an error adding the communication
to an AWS Support case");

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1);

« Bx API ViF4HEER , 55 Amazon SDK for Java 2.x APl &
# AddCommunicationToCase® Y,
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JavaScript

EA T JavaScript (v3) WEHF AT ER

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

import { AddCommunicationToCaseCommand } from "@aws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
let attachmentSetId;

try {
// Add a communication to a case.
const response = await client.send(
new AddCommunicationToCaseCommand({
communicationBody: "Adding an attachment.",
// Set value to an existing support case id.
caselId: "CASE_ID",
// Optional. Set value to an existing attachment set id to add
attachments to the case.
attachmentSetlId,
1,
);
console.log(response);
return response;
} catch (err) {
console.error(err);

};

- BXAPIHFMER , 125 &M T JavaScript # Amazon SDK API &
#Z AddCommunicationToCaseH #Y,
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Kotlin

FE AT Kotlin 9 SDK

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

suspend fun addAttachSupportCase(
caseldVal: String?,
attachmentSetIdvVal: String?,
) {
val caseRequest =
AddCommunicationToCaseRequest {
caseld = caseldVal
attachmentSetId = attachmentSetIdVal
communicationBody = "Please refer to attachment for details."

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.addCommunicationToCase(caseRequest)
if (response.result) {
println("You have successfully added a communication to an AWS
Support case")
} else {
println("There was an error adding the communication to an AWS
Support case")

}

« BX API NiFHEER |, HSFEMAJICommunicationToCaseF K otlin #§Amazon SDK API
SE,
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PowerShell

EATF PowerShell V4 (W TE

A R FEREEE R EMMEIEERSI .

Add-ASACommunicationToCase -CaseIld '"case-12345678910-2013-c4cld2bf33c5cf47" -
CommunicationBody "Some text about the case"

A2 REFEHAREHNEINIEERSS , SNLEeFHl4YETHEEN —IHZ
B8, F ER 4 b dit o

Add-ASACommunicationToCase -Caseld "case-12345678910-2013-c4cld2bf33c5cf47" -
CcEmailAddress @("emailleaddress.com", "email2@address.com") -CommunicationBody
"Some text about the case"

« BX API Hi¥4E 5 , 129 Amazon Tools for PowerShell Cmdlet £ (V 4)
AddCommunicationToCase® /Y,

EATF PowerShell VS (W T E

A R FEREEE R EMRMEIEERAIT.

Add-ASACommunicationToCase -CaseIld '"case-12345678910-2013-c4cld2bf33c5cf47" -
CommunicationBody "Some text about the case"

w2 REFEHABREHNEINEEERSS , SNLeFl4YETHEEN -1 S
B8, F ER 4 b3t

Add-ASACommunicationToCase -Caseld "case-12345678910-2013-c4cld2bf33c5cf47" -
CcEmailAddress @("emailleaddress.com", "email2@address.com") -CommunicationBody
"Some text about the case"

« BX API Hi¥4E S , 129 Amazon Tools for PowerShell Cmdlet $# (V 5)
AddCommunicationToCase® /Y,
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Python

& AT Python #9 SDK ( Boto3 )

® Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFHERERTERE | T ENAH

—

TRENZT,

class SupportWrapper:
"""Encapsulates Support actions."""

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.

support_client = boto3.client("support")
return cls(support_client)

def add_communication_to_case(self, attachment_set_id, case_id):

Add a communication and an attachment set to a case.

:param attachment_set_id: The ID of an existing attachment set.

:param case_id: The ID of the case.

try:
self.support_client.add_communication_to_case(
caseld=case_id,

communicationBody="This is an example communication added to a

support case.",
attachmentSetId=attachment_set_id,

BReE
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except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't add communication. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)

raise

- BX API HiFEELR |, 3 EBAAddCommunicationToCaseF Python #JAmazon SDK
(Boto3) APl %,

B X S Amazon DK F X EBIEEMNRE RHIBNTESI®K , HSHER Amazon Web Services 1 i —
N Amazon SDK, REFARBIEERAITHNEELURERLIH SDK RAMNIFMAEE,

CreateCase5 Amazon SDK = CLI Bt &
LT REREERNMER CreateCase,

BERFIRABEEFNRBER , YAELTXHET. BUUEUATRBREFEFRIEENLET
X

- THREXRINEE
- FFEAERA Support
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NET

EATF NET #9 Amazon SDK

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH

—

TRENZT,

/// <summary>
/// Create a new support case.
/// </summary>
/// <param name="serviceCode">Service code for the new case.</param>
/// <param name="categoryCode">Category for the new case.</param>
/// <param name="severityCode">Severity code for the new case.</param>
/// <param name="subject">Subject of the new case.</param>
/// <param name="body">Body text of the new case.</param>
/// <param name="language">Optional language support for your case.
/// Currently Chinese (“zh”), English ("en"), Japanese ("ja") and Korean
(“ko”) are supported.</param>
/// <param name="attachmentSetId">0Optional Id for an attachment set for the
new case.</param>
/// <param name="issueType">Optional issue type for the new case. Options are
"customer-service" or "technical".</param>
/// <returns>The caseld of the new support case.</returns>
public async Task<string> CreateCase(string serviceCode, string categoryCode,
string severityCode, string subject,
string body, string language = "en", string? attachmentSetId = null,
string issueType = "customer-service")
{
var response = await _amazonSupport.CreateCaseAsync(
new CreateCaseRequest()
{
ServiceCode = serviceCode,
CategoryCode = categoryCode,
SeverityCode = severityCode,
Subject = subject,
Language = language,
AttachmentSetId = attachmentSetId,
IssueType = issueType,

BReE
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CommunicationBody = body

1)

return response.Caseld;

- BX APIWFAEE , 52 EATF NET 8 Amazon SDK APl 3#CreateCase ¥,

CLI

Amazon CLI
epEESY

L TRcreate-case RN ER Amazon IKF I T — M ZEFERH,

aws support create-case \
--category-code "using-aws" \
--cc-email-addresses "myemail@example.com" \
--communication-body "I want to learn more about an AWS service." \
--issue-type "technical” \
--language "en" \
--service-code "general-info" \
--severity-code "low" \
--subject "Question about my account"

i

"caseld": "case-12345678910-2013-c4cl1d2bf33c5cf47"

BXEZEER , 55% (Amazon Support ) R RFIEE,
« BX APl WiFHEER |, HZHEAmazon CLI is 55 #E CreateCase Y,
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Java

FEATF Java By SDK 2.x

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

public static String createSupportCase(SupportClient supportClient,
List<String> sevCatList, String sevLevel) {
try {

String serviceCode = sevCatlList.get(0);

String caseCat = sevCatlList.get(1l);

CreateCaseRequest caseRequest = CreateCaseRequest.builder()
.categoryCode(caseCat.tolLowerCase())
.serviceCode(serviceCode.toLowerCase())
.severityCode(sevLevel.toLowerCase())
.communicationBody("Test issue with " +

serviceCode.tolLowerCase())
.subject("Test case, please ignore")
.language("en")
.issueType("technical")
.build();

CreateCaseResponse response = supportClient.createCase(caseRequest);
return response.caseld();

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1);

}

return ;

. Bx API Wi¥4{E LR |, 53 Amazon SDK for Java 2.x APl £# CreateCaseH .
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JavaScript

EA T JavaScript (v3) WEHF AT ER

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

import { CreateCaseCommand } from "@aws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
try {

// Create a new case and log the case id.

// Important: This creates a real support case in your account.

const response = await client.send(

new CreateCaseCommand({
// The subject line of the case.
subject: "IGNORE: Test case",
// Use DescribeServices to find available service codes for each service.
serviceCode: "service-quicksight-end-user",
// Use DescribeSecuritylevels to find available severity codes for your
support plan.
severityCode: "low",
// Use DescribeServices to find available category codes for each
service.
categoryCode: "end-user-support",
// The main description of the support case.
communicationBody: "This is a test. Please ignore.",
1),

);

console.log(response.caseld);

return response;

} catch (err) {
console.error(err);

I
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« BX APl HFER |, 5219 EAT JavaScript B Amazon SDK APl 22 CreateCase™
;8

Kotlin

FE AT Kotlin 89 SDK

® Note
BB EZHEXEER GitHub, £ Amazon KB REIFHEPERTERG , T FMMAH
TIREMNIZTT.

suspend fun createSupportCase(
sevCatlListVal: List<String>,
sevlLevelVal: String,
): String? {
val serCode = sevCatlListVal[0@]
val caseCategory = sevCatlListVal[1l]
val caseRequest =
CreateCaseRequest {
categoryCode = caseCategory.lowercase(Locale.getDefault())
serviceCode = serCode.lowercase(Locale.getDefault())
severityCode = sevlLevelVal.lowercase(Locale.getDefault())

communicationBody = "Test issue with
${serCode.lowercase(Locale.getDefault())}"
subject = "Test case, please ignore"
language = "en"
issueType = "technical"
}
SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->

val response = supportClient.createCase(caseRequest)
return response.caseld

. X APl WiFHEER , BH3HEMCreateCaseT K otlin B9Amazon SDK APl $#,
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PowerShell

EATF PowerShell V4 (W TE

APl 1 : & Su Amazon pport Center F 8|2 %=, -ServiceCode F-CategoryCode &
WV E R LAE A Get-ASAService cmdlet 3REX. -SeverityCode S MVE R LAE A Get-
ASASeverityLevel cmdlet 3R15. -IssueType SHERILUR “BF RS R “BAR", MEKI ,
N Amazon i Support RflmES. BRIAMBRT , REGAXEELE , EFABE , BHM-
Language‘ja’S#. -ServiceCode, -CategoryCode, -F®@H-CommunicationBody S 24 FE

fYo

New-ASACase -ServiceCode "amazon-cloudfront" -CategoryCode "APIs" -SeverityCode
"low" -Subject "subject text" -CommunicationBody "description of the case" -
CcEmailAddress @("emaille@domain.com", "email2@domain.com") -IssueType "technical"

- BX API HiF4E S , 1§39 Amazon Tools for PowerShell Cmdlet £ (V 4)
CreateCase? #,

EATF PowerShell VS W T E

5l 1 : £ Su Amazon pport Center 822 #7% . -ServiceCode F-CategoryCode
BHE R LAE A Get-ASAService cmdlet 3REX, -SeverityCode Z8HE AT SAEA Get-
ASASeverityLevel cmdlet 3k18. -IssueType SEEATUR “BF RS & “BAR". MR ,
M| Amazon #i i Support RlwS. BRIABERT , REGAXRELNE , EFABE , B75mM-
-

Language‘ja”ZS ¥, -ServiceCode, -CategoryCode, -F&H-CommunicationBody S 24 E
Mo

New-ASACase -ServiceCode "amazon-cloudfront" -CategoryCode "APIs" -SeverityCode
"low" -Subject "subject text" -CommunicationBody "description of the case" -
CcEmailAddress @("emaill@domain.com", "email2@domain.com") -IssueType "technical"

- BX API HiF4EE , 1259 Amazon Tools for PowerShell Cmdlet £ (V 5)
CreateCase™ Y,
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RAriEmE

Python

& AT Python #9 SDK ( Boto3 )

® Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFHERERTERE | T ENAH

—

TRENZT,

class SupportWrapper:
"""Encapsulates Support actions."""

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
support_client = boto3.client("support")
return cls(support_client)

def create_case(self, service, category, severity):

Create a new support case.

:param service: The service to use for the new case.

:param category: The category to use for the new case.

:param severity: The severity to use for the new case.

:return: The caseld of the new case.

try:

response = self.support_client.create_case(

subject="Example case for testing, ignore.",
serviceCode=service["code"],
severityCode=severity["code"],

BReE
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categoryCode=category["code"],
communicationBody="Example support case body.",
language="en",
issueType="customer-service",

)

case_id = response['"caseId"]

except ClientError as err:

if err.response["Error"]["Code"] == "SubscriptionRequiredException":

logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise

Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't create case. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return case_id

- BX API HiFMEEL |, 1S & HCreateCaseF Python ByAmazon SDK (Boto3) APl &,

BX S Amazon DK F X EBIEEMNRE RO TESIFK , HSHEER Amazon Web Services 1 i —
N Amazon SDK, REFARBIEERAITHNEELUREREIH SDK RAMNIFMAEE,

DescribeAttachment5 Amazon SDK & CLI Bt &

AT R RHIERINMER DescribeAttachment,

BERFIRAEEFNRBRER , XTAELTXHET, EUTRBREG | BUUEFHRENLET
X

- THREARTNEE
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NET

EATF NET #9 Amazon SDK

(® Note
EBEZMREER GitHub, # Amazon RIS RHIFMHEFERTERS , THMMH
TIRENETT.

/// <summary>

/// Get description of a specific attachment.

/// </summary>

/// <param name="attachmentId">Id of the attachment, usually fetched by
describing the communications of a case.</param>

/// <returns>The attachment object.</returns>

public async Task<Attachment> DescribeAttachment(string attachmentId)

{
var response = await _amazonSupport.DescribeAttachmentAsync(
new DescribeAttachmentRequest()
{
AttachmentId = attachmentId
19¥
return response.Attachment;
}

- BX APIWFAEE |, 52 EATF NET 8 Amazon SDK APl 3#DescribeAttachmentH
Mo

CLI
Amazon CLI
R B 4
LAF describe-attachment RHIREIBXHIEE ID B MHHIE R

aws support describe-attachment \
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--attachment-id "attachment-KBnjRNrePd9D6Jx0-Mm@OxZuDEalL2JAj_0-
gJv9qqDooTipsz3VINb19xrCfkZneeQeDPgp8X1iVIyHH7UuhZDdNeqGoduZsPrAhyMakqlc60-
iJjL5HqyYGiT1FGS8EXAMPLE"

B
{
"attachment": {
"fileName": "troubleshoot-screenshot.png",
"data": "baseb64-blob"
}
}

BEXEZER | 52 (Amazon Support A ER) FREMIEE,
« BX APl WiFHEER |, B3 HAmazon CLI 5S35 #£DescribeAttachment® #,

Java

SERAT Java B9 SDK 2.x

(@ Note

EBEZHXEER GitHub, # Amazon R REIFHEEFEKRTERE , 7 #EMMH
TIREMIZIT,

public static void describeAttachment(SupportClient supportClient, String
attachId) {
try {
DescribeAttachmentRequest attachmentRequest
DescribeAttachmentRequest.builder()
.attachmentId(attachId)
.build();

DescribeAttachmentResponse response =
supportClient.describeAttachment(attachmentRequest);

System.out.println("The name of the file is " +
response.attachment().fileName());

} catch (SupportException e) {
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System.out.println(e.getlLocalizedMessage());
System.exit(1l);

. BX APl WiFHEER , B3 Amazon SDK for Java 2.x APl &# DescribeAttachmentH
Mo

JavaScript

& A F JavaScript (v3) WEHF XTI ES

(@ Note
EBEZMEREE GitHub, # Amazon KB RHIFH#EFERTERS , THMMH
TREMIZT,.

import { DescribeAttachmentCommand } from "eaws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
try {
// Get the metadata and content of an attachment.
const response = await client.send(
new DescribeAttachmentCommand({
// Set value to an existing attachment id.
// Use DescribeCommunications or DescribeCases to find an attachment id.
attachmentId: "ATTACHMENT_ID",
1),
);
console.log(response.attachment?.fileName);
return response;
} catch (err) {
console.error(err);

1Y
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- BX API WWFHER , HZ EA T JavaScript 89 Amazon SDK APl &
# DescribeAttachment® #¥ o

Kotlin

FE AT Kotlin 89 SDK

® Note
BB EZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FMOMAH
TIREMNIZEIT.

suspend fun describeAttachment(attachId: String?) {
val attachmentRequest =
DescribeAttachmentRequest {
attachmentId = attachId
}

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeAttachment(attachmentRequest)
println("The name of the file is ${response.attachment?.fileName}")

« Bx API N¥HEER |, F3iEADescribeAttachmentT K otlin BIAmazon SDK APl &%,

Python

EHTF Python #9 SDK ( Boto3 )

(® Note
ERBEZMEREE GitHub, # Amazon KB RPHIFMHEFERTERS , THMMH
TIREMIZIT,

class SupportWrapper:
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"""Encapsulates Support actions.

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
support_client = boto3.client("support")
return cls(support_client)

def describe_attachment(self, attachment_id):

Get information about an attachment by its attachmentID.

:param attachment_id: The ID of the attachment.
:return: The name of the attached file.
try:
response = self.support_client.describe_attachment(
attachmentId=attachment_id
)
attached_file = response["attachment"]["fileName"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't get attachment description. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
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raise
else:
return attached_file

- BX API iF4EE , 3 3&ADescribeAttachmentF Python BJAmazon SDK (Boto3)
APl &%,

BX S Amazon DK F X EBIEEMNRE RHIBNTESIFK , HSHEER Amazon Web Services 1 i —
N Amazon SDK, REFARBIEERAITHEELUREXRLEIH SDK RAMNIFMAEE,

DescribeCases5S Amazon SDK = CLI Bt &
LT RBREVERM{AIEA DescribeCases,

BRERFIRABEEFNRBRER , YAELTXHET. BUUEUATRBREFEFTRIBEENLET
X

- THREXRINEE
- FFEERA Support

NET

EHEATF NET 89 Amazon SDK

® Note
EBEEZHERER GitHub, £ Amazon RIS RGIfFfHEFRERSTERS , T DA
TIRENETT.

/// <summary>

/// Get case details for a list of case ids, optionally with date filters.

/// </summary>

/// <param name="caselds">The list of case IDs.</param>

/// <param name="displayId">Optional display ID.</param>

/// <param name="includeCommunication">True to include communication.
Defaults to true.</param>
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/// <param name="includeResolvedCases">True to include resolved cases.
Defaults to false.</param>

/// <param name="afterTime">The optional start date for a filtered search.</
param>

/// <param name="beforeTime'">The optional end date for a filtered search.</
param>

/// <param name="language">Optional language support for your case.

/// Currently Chinese (“zh”), English ("en"), Japanese ("ja") and Korean

(“ko”) are supported.</param>

/// <returns>A list of CaseDetails.</returns>

public async Task<List<CaseDetails>> DescribeCases(List<string> caselds,
string? displayId = null, bool includeCommunication = true,

bool includeResolvedCases = false, DateTime? afterTime = null, DateTime?

beforeTime = null,

string language = "en")
{
var results = new List<CaseDetails>();
var paginateCases = _amazonSupport.Paginators.DescribeCases(
new DescribeCasesRequest()
{
CaseldList = caselds,
DisplayId = displayld,
IncludeCommunications = includeCommunication,
IncludeResolvedCases = includeResolvedCases,
AfterTime = afterTime?.ToString("s"),
BeforeTime = beforeTime?.ToString("s"),
Language = language
18
// Get the entire list using the paginator.
await foreach (var cases in paginateCases.Cases)
{
results.Add(cases);
}
return results;
}

« BX APINFHEER , F5H EAT NET B Amazon SDK APl &#DescribeCases® /Y,
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CLI

Amazon CLI

Ll TRdescribe-casesRAIREIE <& Amazon IKF FIEEXIIRFINESR.,

aws support describe-cases \
--display-id "1234567890" \
--aftexr-time ""2020-03-23T21:31:47.774Z" \
--include-resolved-cases \
--language "en" \
--no-include-communications \
--max-item 1

7l o

"cases": [
{

"status": "resolved",
"ccEmailAddresses": [],
"timeCreated": "2020-03-23T21:31:47.774Z2",
"caseId": "case-12345678910-2013-c4cld2bf33c5cf47",
"severityCode": "low",
"language": "en",
"categoryCode": "using-aws",
"serviceCode": "general-info",
"submittedBy": "myemail@example.com",
"displayId": "1234567890",
"subject": "Question about my account"

BAXEZER |, 52059 (Amazon Support AFERE) PHEFIEE,
« X API HFAEESR |, FZ5MAmazon CLI iS5 £DescribeCases$ Y,
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Java

FEATF Java By SDK 2.x

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

public static void getOpenCase(SupportClient supportClient) {
try {
// Specify the start and end time.
Instant now = Instant.now();
java.time.LocalDate.now();
Instant yesterday = now.minus(1, ChronoUnit.DAYS);

DescribeCasesRequest describeCasesRequest =
DescribeCasesRequest.builder()
.maxResults(20)
.afterTime(yesterday.toString())
.beforeTime(now.toString())
.build();

DescribeCasesResponse response =
supportClient.describeCases(describeCasesRequest);
List<CaseDetails> cases = response.cases();
for (CaseDetails sinCase : cases) {
System.out.println("The case status is " + sinCase.status());
System.out.println("The case Id is " + sinCase.caseId());
System.out.println("The case subject is " + sinCase.subject());

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

« Bx API WiF4EER |, 235 Amazon SDK for Java 2.x APl 22 DescribeCasesH .,
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JavaScript

EA T JavaScript (v3) WEHF AT ER

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

import { DescribeCasesCommand } from "@aws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {
try {
// Get all of the unresolved cases in your account.
// Filter or expand results by providing parameters to the
DescribeCasesCommand. Refer
// to the TypeScript definition and the API doc for more information on
possible parameters.
// https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/clients/client-
support/interfaces/describecasescommandinput.html
const response = await client.send(new DescribeCasesCommand({}));
const caselds = response.cases.map((supportCase) => supportCase.caseld);
console.log(caselds);
return response;
} catch (err) {
console.error(err);

};

« BX API HiF4EL |, 219 EA T JavaScript 8 Amazon SDK AP| £ #ZDescribeCasesH
9,
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Kotlin

FE AT Kotlin 9 SDK

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

suspend fun getOpenCase() {
// Specify the start and end time.
val now = Instant.now()
LocalDate.now()
val yesterday = now.minus(1l, ChronoUnit.DAYS)
val describeCasesRequest =
DescribeCasesRequest {
maxResults = 20
afterTime = yesterday.toString()
beforeTime = now.toString()

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeCases(describeCasesRequest)
response.cases?.forEach { sinCase ->

println("The case status is ${sinCase.status}")
println("The case Id is ${sinCase.caseId}")
println("The case subject is ${sinCase.subject}")

« Bx API NFHELR |, 5 iEADescribeCasesT K otlin BAmazon SDK APl &#,

PowerShell

SERAT PowerShell VA I T E

w1 BEFAEXERANEAER.
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RAriEmE

Get-ASACase

R 2 RE BIEE BB RESARATE RN FEREE,

Get-ASACase -AfterTime "2013-09-10T03:06Z"

A3 RER 10 MEERFNFARFE  SRERRNIERH,
Get-ASACase -MaxResult 10 -IncludeResolvedCases $true

R4 BREENMEEXFRAFANFAEE.
Get-ASACase -CaseldlList "case-12345678910-2013-c4cld2bf33c5cf47"

=5 BEREEXFRANFAESR

Get-ASACase -CaseIdlList @("case-12345678910-2013-c4cld2bf33c5cf47",

"case-18929034710-2011-c4fdeabf33c5cf47")

- BX API HiF4HEE , 129 Amazon Tools for PowerShell Cmdlet £ (V 4)

DescribeCases$H,
EAT PowerShell V5 W TE

w1 BREFA X EFRANFAESR
Get-ASACase

R 2 IRE BIEE B M ERAAE RN ERES
Get-ASACase -AfterTime "2013-09-10T03:06Z"

A3 BRER 10 MRBRFIVFAEE  SHEEHERNVZIFRM,

Get-ASACase -MaxResult 10 -IncludeResolvedCases $true

Rl 4 BREREMEE IR IFARE R

Get-ASACase -CaseldlList "case-12345678910-2013-c4cl1d2bf33c5cf47"
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w5 BEREEXFRANFAESR

Get-ASACase -CaseldlList @("case-12345678910-2013-c4cl1d2bf33c5cf47",
"case-18929034710-2011-c4fdeabf33c5cf47")

- BX API HiF4E S , 1239 Amazon Tools for PowerShell Cmdlet £ (V 5)
DescribeCasesH Y,

Python

iEATF Python #9 SDK ( Boto3 )

® Note
RBEEZHEREL GitHub, % Amazon ISR GIfFMEEFERTERH , T MMM
TIREMETT.

class SupportWrapper:
"""Encapsulates Support actions."""

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.

support_client = boto3.client("support")
return cls(support_client)

def describe_cases(self, after_time, before_time, resolved):

Describe support cases over a period of time, optionally filtering
by status.
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:param after_time: The start time to include for cases.
:param before_time: The end time to include for cases.
:param resolved: True to include resolved cases in the results,
otherwise results are open cases.
:return: The final status of the case.
try:
cases = []
paginator = self.support_client.get_paginator("describe_cases")
for page in paginator.paginate(
afterTime=after_time,
beforeTime=before_time,
includeResolvedCases=resolved,
language="en",

cases += page['"cases"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't describe cases. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
if resolved:
cases = filter(lambda case: case["status"] == "resolved", cases)
return cases

« BXx APl HiFMER , HSUEMADescribeCasesT Python BJAmazon SDK (Boto3) APl &
£,
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BX S Amazon DK FF X BIEMMNE RO EESIXR |, iHSHEFER Amazon Web Services 3 i —
N Amazon SDK, REFASIEERAITHEELURERLHH SDK RAMFEME S,

DescribeCommunications& Amazon SDK = CLI E& £
LT RS REERNMER DescribeCommunications,

BERFIRAEEFNRBER , YAELTXHET, BUUEUATRBREFEFRIEENLET
X

- THRRERINEE
- FFEEEA Support

NET

EATF NET 89 Amazon SDK

@ Note
EBEZMKRIEL GitHub, # Amazon KB RPIFH#EFERTER , THEMMAH

N—

TIREMETT.

/// <summary>
/// Describe the communications for a case, optionally with a date filter.
/// </summary>
/// <param name="caselId">The ID of the support case.</param>
/// <param name="afterTime">The optional start date for a filtered search.</
param>
/// <param name="beforeTime">The optional end date for a filtered search.</
param>
/// <returns>The list of communications for the case.</returns>
public async Task<List<Communication>> DescribeCommunications(string caseld,
DateTime? afterTime = null, DateTime? beforeTime = null)
{
var results = new List<Communication>();
var paginateCommunications =
_amazonSupport.Paginators.DescribeCommunications(
new DescribeCommunicationsRequest()

{
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Caseld = caseld,
AfterTime = afterTime?.ToString("s"),
BeforeTime = beforeTime?.ToString("s")
1)
// Get the entire list using the paginator.
await foreach (var communications in
paginateCommunications.Communications)
{

results.Add(communications);

}

return results;

- BXAPINFEHAER , BSH EATF NET 89 Amazon SDK APl &
#ZDescribeCommunications P #Y .

CLI

Amazon CLI
R RGN RFTBE

LA TFdescribe-communicationsR®AIREIR Amazon P EXIEE X FEMINSITE

1§ o

aws support describe-communications \
--case-id "case-12345678910-2013-c4c1d2bf33c5cf47" \
--aftexr-time '"2020-03-23T21:31:47.774Z" \
--max-item 1

7l o

"communications": [
{
"body": "I want to learn more about an AWS service.",
"attachmentSet": [],
"caseld": "case-12345678910-2013-c4cld2bf33c5cf47",
"timeCreated": "2020-05-12T23:12:35.000Z",
"submittedBy": "Amazon Web Services"
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}

1,
"NextToken":
"eyJuZXh@VG9rZW4i0iBudWxsLCAiYm90b190cnVuY2FQZV9hbW91bnQEXAMPLE=="

}

BAXEZER , 52059 (Amazon Support AFIERE) PHEFIEE,
« BXx APl WiFHEER |, B3 Amazon CLI 555 #£ DescribeCommunications .

Java

ERAT Java B9 SDK 2.x

(® Note
EBEZMEREE GitHub, # Amazon RIS RPIFHEFERTER , THMMH
TRENZT,

public static String listCommunications(SupportClient supportClient, String
caseld) {
try {
String attachId = null;
DescribeCommunicationsRequest communicationsRequest =
DescribeCommunicationsRequest.buildexr()
.caseld(caseld)
.maxResults(10)
.build();

DescribeCommunicationsResponse response =
supportClient.describeCommunications(communicationsRequest);
List<Communication> communications = response.communications();
for (Communication comm : communications) {
System.out.println("the body is: " + comm.body());

// Get the attachment id value.
List<AttachmentDetails> attachments = comm.attachmentSet();
for (AttachmentDetails detail : attachments) {

attachId = detail.attachmentId();
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return attachId;

} catch (SupportException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

return ;

« BXx APl WiFHEER |, 3 Amazon SDK for Java 2.x APl &
#DescribeCommunicationsF /Y,

JavaScript

&M T JavaScript (v3) NEHHF AT ES

(® Note
EHEZHXRFEEL GitHub, 7 Amazon KB REIFEPERTERA , TN
TIRENETT.

import { DescribeCommunicationsCommand } from "@aws-sdk/client-support";

import { client } from "../libs/client.js";

export const main = async () => {
try {
// Get all communications for the support case.
// Filter results by providing parameters to the
DescribeCommunicationsCommand. Refer
// to the TypeScript definition and the API doc for more information on
possible parameters.
// https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/clients/client-
support/interfaces/describecommunicationscommandinput.html
const response = await client.send(
new DescribeCommunicationsCommand({
// Set value to an existing case id.
caseld: "CASE_ID",
1,
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);

const text = response.communications.map((item) => item.body).join("\n");

console.log(text);
return response;

} catch (err) {
console.error(err);

};

- BX APIWFHER , H5S EA T JavaScript B9 Amazon SDK APl &
#ZDescribeCommunicationsF .

Kotlin

FEATF Kotlin 8 SDK

(® Note
EHEZHXRFEEL GitHub, 7 Amazon KB REIFEPERTERA , TN
TIRENETT.

suspend fun listCommunications(caseldVal: String?): String? {
val communicationsRequest =
DescribeCommunicationsRequest {

caseld = caseldVal

maxResults = 10

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response =
supportClient.describeCommunications(communicationsRequest)
response.communications?.forEach { comm ->
println("the body is: " + comm.body)
comm.attachmentSet?.forEach { detail ->
return detail.attachmentId

}

return
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}

« Bx API WFHEER |, 5 3E A DescribeCommunicationsF K otlin B9Amazon SDK API
5&,

PowerShell

EATF PowerShell V4 AT E

w1 BREREERGINAAEER,

Get-ASACommunication -CaseId "case-12345678910-2013-c4cld2bf33c5cf47"

w2 RE BHER R 2012 £ 1 A 1 BARUKRSE N EERFINFFERRS.

Get-ASACommunication -CaselId "case-12345678910-2013-c4cld2bf33c5cf47" -AfterTime
"2012-01-10T00:00Z"

- X API HiF4H{E 5 , 1§39 Amazon Tools for PowerShell Cmdlet £ (V 4)
DescribeCommunications# i,

EATF PowerShell V5 AT E

1 REEERBINVFMEREE.
Get-ASACommunication -CaselId "case-12345678910-2013-c4cld2bf33c5cf47"
2 REBMAM SRR 2012 F£1 B 1 BFRKRENIEERFINFIEESE.

Get-ASACommunication -CaselId "case-12345678910-2013-c4cld2bf33c5cf47" -AfterTime
"2012-01-10T00:00Z"

- BX API HiF4EE , 1§39 Amazon Tools for PowerShell Cmdlet £ (V 5)
DescribeCommunications# i,
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Python

& AT Python #9 SDK ( Boto3 )

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

class SupportWrapper:
"""Encapsulates Support actions.

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
support_client = boto3.client("support")
return cls(support_client)

def describe_all_case_communications(self, case_id):

Describe all the communications for a case using a paginator.

:param case_id: The ID of the case.
:return: The communications for the case.
try:
communications = []
paginator =
self.support_client.get_paginator("describe_communications")
for page in paginator.paginate(caseld=case_id):
communications += page["communications"]
except ClientError as err:
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if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't describe communications. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:

return communications

- BXx APl BiFME R , S FI5&EMADescribeCommunicationsF Python BJAmazon SDK
(Boto3) APl &%,

BX S Amazon DK F X BIEEMAE RO ESIXR | S FER Amazon Web Services 3 i —
N Amazon SDK, REFARIIEEXRAITHEELUREXRLETH SDK IRAMNIFEMEL,

DescribeServices5 Amazon SDK = CLI B & H
LT R REERINIER DescribeServices,

BERFIRAKEEFNRERER , XAE L TXHFIET. BULEUATREBRAPEFTHIRENLET
X :

- THRERINEE
- JFEEA Support
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NET

EATF NET #9 Amazon SDK

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

/// <summary>
/// Get the descriptions of AWS services.
/// </summary>
/// <param name="name">Optional language for services.
/// Currently Chinese (“zh”), English ("en"), Japanese ("ja") and Korean
(“ko”) are supported.</param>
/// <returns>The list of AWS service descriptions.</returns>
public async Task<List<Service>> DescribeServices(string language = "en")
{
var response = await _amazonSupport.DescribeServicesAsync(
new DescribeServicesRequest()
{
Language = language
)8

return response.Services;

- X APIWFMEER , 55 EH T NET 89 Amazon SDK APl & #DescribeServicesH
58

CLI

Amazon CLI
5t Amazon RS F RS 5!

LAF describe-services R™IZIH T ATFiER—EEN T ARSI LK
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RAriEmE

aws support describe-services \

--service-code-list '"general-info"

M
{
"services": [
{
"code": "general-info",
"name": "General Info and Getting Started",
"categories":
{
"code": "charges",
"name": "How Will I Be Charged?"
},
{
"code": "gdpr-queries",
"name": "Data Privacy Query"
},
{
"code": "reserved-instances",
"name": "Reserved Instances"
},
{
"code": "resource",
"name": "Where is my Resource?"
},
{
"code": "using-aws",
"name": "Using AWS & Services"
},
{
"code": "free-tier",
"name": "Free Tier"
},
{
"code": "security-and-compliance",
"name": "Security & Compliance"
},
{
"code": "account-structure",
"name": "Account Structure"
}

BReE
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BXEZEER , 555 (Amazon Support ) T EFIEE,
. BX API WiFHEER |, B2 EAmazon CLI in9 5 £ DescribeServices Y,

Java

FEATF Java By SDK 2.x

@ Note
EREZMRIE L GitHub, # Amazon RIS RPIFH#EFERTER , THEMMAH

N—

TIREMNETT.

// Return a List that contains a Service name and Category name.
public static List<String> displayServices(SupportClient supportClient) {
try {
DescribeServicesRequest servicesRequest =
DescribeServicesRequest.builder()
.language("en")
.build();

DescribeServicesResponse response =
supportClient.describeServices(servicesRequest);

String serviceCode = null;

String catName = null;

List<String> sevCatlList = new ArraylList<>();

List<Service> services = response.services();

System.out.println("Get the first 10 services");
int index = 1;
for (Service service : services) {

if (index == 11)

break;
System.out.println("The Service name is: " + service.name());
if (service.name().compareTo("Account") == 0)
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serviceCode = service.code();

// Get the Categories for this service.
List<Category> categories = service.categories();
for (Category cat : categories) {
System.out.println("The category name is: " + cat.name());
if (cat.name().compareTo("Security") == 0)
catName = cat.name();
}

index++;

// Push the two values to the list.
sevCatlList.add(serviceCode);
sevCatList.add(catName);

return sevCatlList;

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1l);

}

return null;

« X API NFHEE. |, 3% Amazon SDK for Java 2.x APl £Z£DescribeServicesH Y,

Kotlin

ERAT Kotlin B SDK

(® Note
B EZHEXEER GitHub, £ Amazon KIZRGIFMEERERTERG |, 7 #F ot
TREMZET,

// Return a List that contains a Service name and Category name.
suspend fun displayServices(): List<String> {

var serviceCode = ""

var catName = ""

val sevCatlList = mutablelListOf<String>()
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val servicesRequest =
DescribeServicesRequest {

language = "en

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.describeServices(servicesRequest)
println("Get the first 10 services")
var index =1

response.services?.forEach { service ->
if (index == 11) {
return@forEach

println("The Service name is ${service.namel}")
if (service.name == "Account") {
serviceCode = service.code.toString()

// Get the categories for this service.
service.categories?.forkEach { cat ->
println("The category name is ${cat.namel}")
if (cat.name == "Security") {
catName = cat.name!!

index++

// Push the two values to the list.
serviceCode.let { sevCatList.add(it) }
catName.let { sevCatList.add(it) }
return sevCatlList

. Bx API WiFELR |, 55 iE A DescribeServicesF K otlin B8Amazon SDK API &#,
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PowerShell

EATF PowerShell V4 (W TE

1 REFAE A ANRS KB, BN,
Get-ASAService
R 2 BEHAEEABN RSB IRMEL,
Get-ASAService -ServiceCodelList "amazon-cloudfront"
I3 IREEE RS KB B MRMES,
Get-ASAService -ServiceCodelList @("amazon-cloudfront", "amazon-cloudwatch")

Tl 4 REEERSREBHNEHMNES (BB ), BEIXFERIE (‘en”) MAIE (j2” ) iBS
R,

Get-ASAService -ServiceCodelList @("amazon-cloudfront", "amazon-cloudwatch") -
Language "ja"

- BX API HiF4E S , 29 Amazon Tools for PowerShell Cmdlet £ (V 4)
DescribeServicesHH,

HEATF PowerShell VS (W T E

w1 BREIFA A ANRSAB., BRRMER,

Get-ASAService
A2 BREHEEERBNRSHEHRMELI.
Get-ASAService -ServiceCodelist "amazon-cloudfront"
A3 REEERS BRI B MR,
Get-ASAService -ServiceCodelList @("amazon-cloudfront", "amazon-cloudwatch")

R4 BEREERSABNEHMES ( BIF) . BRIXFRE (“en” ) MAE (j2") ES
K3,
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Get-ASAService -ServiceCodelList @("amazon-cloudfront", "amazon-cloudwatch") -
Language "ja"

- BX API HiF4EE , 1239 Amazon Tools for PowerShell Cmdlet £ (V 5)
DescribeServicesH Y,

Python

AT Python #9 SDK ( Boto3 )

® Note
RBEEZHREL GitHub, % Amazon XIS RGITFMEEFERTERH , T MMM
TIREMETT.

class SupportWrapper:
"""Encapsulates Support actions."""

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.

support_client = boto3.client("support")
return cls(support_client)

def describe_services(self, language):

Get the descriptions of AWS services available for support for a
language.

:param language: The language for support services.
Currently, only "en" (English) and "ja" (Japanese) are supported.
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:return: The list of AWS service descriptions.
try:
response = self.support_client.describe_services(language=language)
services = response['"services"]
except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise

Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.errox(
"Couldn't get Support services for language %s. Here's why:

%S: %Ss'",
language,
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:

return services

« BX API HiFELR | S 195&E A DescribeServicesF Python BAmazon SDK (Boto3) API
&%,

BX S Amazon DK F A BIEEMNAEB RO ESIXK | S FER Amazon Web Services 3 i —
N Amazon SDK, RZEBIRIEEXAINERUREXRLHH SDK AR FHMEE.

DescribeSeveritylLevels5 Amazon SDK = CLI Bt &
LT RBRAPERIAEA DescribeSeveritylLevels,

BERIRAEEFNREBRER , MAE L TXFIET. BAUUEUATREBRAPEFTLRENLET
X :

- THRESTHEE
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- JFEERA Support

NET

EATF NET #9 Amazon SDK

® Note
EBEZMXER GitHubo # Amazon XS R BIFEEFEFERTEMRG , T MA@
TIRENETT.

/// <summary>

/// Get the descriptions of support severity levels.

/// </summary>

/// <param name="name">Optional language for severity levels.

/// Currently Chinese (“zh”), English ("en"), Japanese ("ja") and Korean
(“ko”) are supported.</param>

/// <returns>The list of support severity levels.</returns>

public async Task<List<Severitylevel>> DescribeSeveritylLevels(string language
= Ilenll)

{

var response = await _amazonSupport.DescribeSeveritylLevelsAsync(
new DescribeSeveritylLevelsRequest()

{
Language = language
1)

return response.Severitylevels;

- BXAPIHNEHAFEE , 2/ EAT NET B Amazon SDK API &
ZDescribeSeverityLevelsF Y,

CLI

Amazon CLI

B T ARy = E R )
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AR describe-severity-levels RIS 7T ZHRHIB TR EMELR S,

aws support describe-severity-levels

M
{
"severitylLevels": [

{
"code": "low",
"name": "Low"

},

{
"code": "normal",
"name": "Normal"

},

{
"code": "high",
"name": "High"

},

{
"code": "urgent",
"name": "Urgent"

},

{
"code": "critical",
"name": "Critical"

}

]
}

BXEZEER , 551 (Amazon Support AFHERE) FRIERT=EM,
- BX API HiFE LR , 2 Amazon CLI fs S5 & DescribeSeverityLevelsH Y,
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Java

FEATF Java By SDK 2.x

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

public static String displaySevlevels(SupportClient supportClient) {
try {
DescribeSeveritylLevelsRequest severitylLevelsRequest =
DescribeSeveritylLevelsRequest.builder()
.language("en")
.build();

DescribeSeveritylLevelsResponse response =
supportClient.describeSeveritylevels(severitylevelsRequest);
List<Severitylevel> severitylevels = response.severitylevels();
String levelName = null;
for (SeveritylLevel sevlLevel : severitylevels) {
System.out.println("The severity level name is: " +
sevLevel.name());
if (sevLevel.name().compareTo("High") == 0)
levelName = sevlLevel.name();
}

return levelName;

} catch (SupportException e) {
System.out.println(e.getlLocalizedMessage());
System.exit(1);

}

return ;

« BXx API BHiF4{E R , 5519 Amazon SDK for Java 2.x APl & #DescribeSeverityLevelsH
;8
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JavaScript

EA T JavaScript (v3) WEHF AT ER

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

import { DescribeSeveritylLevelsCommand } from "@aws-sdk/client-support";
import { client } from "../libs/client.js";

export const main = async () => {

try {
// Get the list of severity levels.
// The available values depend on the support plan for the account.
const response = await client.send(new DescribeSeveritylLevelsCommand({}));
console.log(response.severitylevels);
return response;

} catch (err) {
console.error(err);

};

- BX APINiFMER , 121 &M T JavaScript ¥ Amazon SDK API &
ZDescribeSeverityLevelsH

Kotlin

EATF Kotlin 8 SDK

(® Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFH#ERERTERS , T #EOAH
TIREMIZIT,
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suspend fun displaySevLevels(): String {
var levelName = ""
val severitylevelsRequest =
DescribeSeveritylLevelsRequest {
language = "en"

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response =
supportClient.describeSeveritylevels(severitylevelsRequest)
response.severitylevels?.forEach { sevLevel ->
println("The severity level name is: ${sevLevel.namel}")
if (sevLevel.name == "High") {
levelName = sevlLevel.name!!

}

return levelName

« BX API Hi¥E LS |, S 95&E A DescribeSeverityLevelsF K otlin #Amazon SDK APl £
z,

PowerShell
ERATF PowerShell V4 (W T E

1 REIT 2 B4 Support RAEIHY Amazon = EMEK 55 &K,
Get-ASASeveritylevel

R 2 RE LA D B4 Support RHIHY Amazon FEMRFIFIR. KIBFHUBIEBRE,
Get-ASASeveritylevel -Language "ja"

« BX API HiF4E S , 129 Amazon Tools for PowerShell Cmdlet £ (V 4)
DescribeSeverityL evels# #,

ERAT PowerShell V5 T E

1 RE A5 BEL4E Support REIEY Amazon T EMR BIFIK.
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Get-ASASeveritylevel

R 2 - RE A LA EL4S Support EHIHY Amazon PEMR YR, RABFHLLBERE,
Get-ASASeveritylLevel -Language "ja"

- BX API 4SS , 1259 Amazon Tools for PowerShell Cmdlet £ (V 5)
DescribeSeverityLevelsH#,

Python

AT Python #9 SDK ( Boto3 )

(® Note
EBEZHXREL GitHub, 7 Amazon KB REITFEEPERTERE , TN
TIRENETT.

class SupportWrapper:
"""Encapsulates Support actions."""

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.

support_client = boto3.client("support")
return cls(support_client)

def describe_severity_levels(self, language):
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Get the descriptions of available severity levels for support cases for a

language.

:param language: The language for support severity levels.
Currently, only "
:return: The list of severity levels.

en

try:
response =
self.support_client.describe_severity_levels(language=language)
severity_levels = response["severitylLevels"]
except ClientError as err:

(English) and "ja" (Japanese) are supported.

if err.response["Error"]["Code"] == "SubscriptionRequiredException":

logger.info(

"You must have a Business, Enterprise On-Ramp, or Enterprise

Support "

"plan to use the AWS Support API. \n\tPlease upgrade your

subscription to run these
"examples."
)
else:
logger.error(

"Couldn't get severity levels for language %s. Here's why:

%S: %Ss'",
language,
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:

return severity_levels

- BXx API liFME R , i5SI5&EMDescribeSeverityLevels T Python BJAmazon SDK (Boto3)

APl &,

BX S Amazon DK F X BIEMMAEB RO EESIXR , S FER Amazon Web Services 3 i —

N Amazon SDK, REFARIIEERAITHEELURE XL SDK RAMNIFEMEL,
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45 DescribeTrustedAdvisorCheckRefreshStatuses 5 CLI it &M

UTRBREERIMAER DescribeTrustedAdvisorCheckRefreshStatuses,

CLI

Amazon CLI
5|1 Truste Amazon d Advisor 1 Z 8 Rl FTIRAS

LAF describe-trusted-advisor-check-refresh-statuses =I5 HFHE/ Trusted
Advisor B ZER RIFTIRA : Amazon S3 FEBNEEM IAM EH,

aws support describe-trusted-advisor-check-refresh-statuses \
--check-id "Pfx@RwqBli" "zXCkfMinI3"

i

"statuses": [

{
"checkId": "Pfx@RwgBli",
"status": "none",
"millisUntilNextRefreshable": @

"checkId": "zXCkfM1lnI3",
"status": "none",
"millisUntilNextRefreshable": @

BXEZEER , B3R (Amazon Support AF ) # Amazon Trusted Advisor,

« BX APIHFMAEER , 2 @Amazon CLI i HS
#ZDescribeTrustedAdvisorCheckRefreshStatuses H Y o
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PowerShell
EATF PowerShell V4 (W TE

1 RERERENRIFTERN YIRS, Request-ASATrustedAdvisorCheckRefresh ]
AT ERMFHLZENRSES.

Get-ASATrustedAdvisorCheckRefreshStatus -CheckId @("checkidl", "checkid2")

- BX API 4SS , 1259 Amazon Tools for PowerShell Cmdlet £ (V 4)
DescribeTrustedAdvisorCheckRefreshStatuses .

EAF PowerShell V5 AT E

1 RERERENRIFTERN YIRS, Request-ASATrustedAdvisorCheckRefresh ]
ATERBFEZENREZES,

Get-ASATrustedAdvisorCheckRefreshStatus -CheckId @('"checkidl", "checkid2")

« BX API Hi¥4E S , 129 Amazon Tools for PowerShell Cmdlet £ (V 5)
DescribeTrustedAdvisorCheckRefreshStatusesH # .

BX S Amazon DK FF A BIEMMNEB RO EESIXR | S FER Amazon Web Services 3 i —
A Amazon SDK, REBIEEEERAINEELIREXRLHH SDK IRAHIFMAE L.

¥ DescribeTrustedAdvisorCheckResult 5 CLI B.& A
UTRBROERMMER DescribeTrustedAdvisorCheckResult,
CLI
Amazon CLI
B Tru Amazon sted Advisor ¥ &I &5

LA describe-trusted-advisor-check-result RIF|H IAM FHAKERNE R,

aws support describe-trusted-advisor-check-result \
--check-id "zXCkfMinI3"

i
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{
"result": {

"checkId": "zXCkfM1lnI3",

"timestamp": "2020-05-13T21:38:05Z2",

"status": "ok",

"resourcesSummary": {
"resourcesProcessed": 1,
"resourcesFlagged": 0,
"resourcesIgnored": 0,
"resourcesSuppressed": 0

I

"categorySpecificSummary": {
"costOptimizing": {

"estimatedMonthlySavings": 0.0,
"estimatedPercentMonthlySavings": 0.0
}
I
"flaggedResources": [
{
"status": "ok",
"resourceId": "47DEQpj8HBSa-_TImW-5JCeuQeRkm5NMpIWZEXAMPLE",
"isSuppressed": false
}
]
}
}

BXEZEE , HSH (Amazon Support AF#ER) FH Amazon Trusted Advisors

« BXx APl WiFHEER |, S Amazon CLI i35 DescribeTrustedAdvisorCheckResultd
Ko

PowerShell

SERAT PowerShell VA I T E

1 ; IR[E Trusted Advisor R BRI R, ATFAK Trusted Advisor X EFIRATEE AT HRIK
EY Get-ASATrustedAdvisorChecks, #itH R BN EMARES, EXETRENR EBUREE
KERME— checkide ELLRAEMEER , B0 -Language“ja S,

Get-ASATrustedAdvisorCheckResult -CheckId "checkidl"
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« BX API Hi¥4E S |, 129 Amazon Tools for PowerShell Cmdlet £ (V 4)
DescribeTrustedAdvisorCheckResult /Y,

HEATF PowerShell VS (W T E

A~ 1 : JR[E] Trusted Advisor R EREER, AT Trusted Advisor X E5IXR A& AT H IR
HY Get-ASATrustedAdvisorChecks, HiHRR BN BHARAS. EXETRENFHEEREUARESE
KEHME— checkide ELLRERELER , B -Language‘ja"S .

Get-ASATrustedAdvisorCheckResult -CheckId "checkidl"

« BX API Hi¥4E 5 , 129 Amazon Tools for PowerShell Cmdlet £ (V 5)
DescribeTrustedAdvisorCheckResultF /Y,

BX S Amazon DK F A BIEEMNREB RO EESIXK | iHSHEFER Amazon Web Services 3 i —
AN Amazon SDK, AREFIESTEEXAITNEELUREXELHH SDK RAWIEAEE.

¥ DescribeTrustedAdvisorCheckSummaries 5 CLI B4
TR REREERMASEA DescribeTrustedAdvisorCheckSummaries,
CLI
Amazon CLI
HIH Tru Amazon sted Advisor X ERHE

LA describe-trusted-advisor-check-summaries RHBI%IH B4 Trusted Advisor ¥
BEHRLER : Amazon S3 FHEBNEER IAM A,

aws support describe-trusted-advisor-check-summaries \
--check-ids "PfxORwqBli" "zXCkfMinI3"

i

"summaries": [
{
"checkId": "Pfx@RwgBli'",
"timestamp": "2020-05-13T21:38:122",
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"status": "ok",
"hasFlaggedResources": true,
"resourcesSummary": {
"resourcesProcessed": 44,
"resourcesFlagged": 0,
"resourcesIgnored": 0,
"resourcesSuppressed": 0
1,
"categorySpecificSummary": {
"costOptimizing": {
"estimatedMonthlySavings": 0.0,
"estimatedPercentMonthlySavings": 0.0

"checkId": "zXCkfM1lnI3",
"timestamp": "2020-05-13T21:38:05Z",
"status": "ok",
"hasFlaggedResources": true,
"resourcesSummary": {
"resourcesProcessed": 1,
"resourcesFlagged": 0,
"resourcesIgnored": 0,
"resourcesSuppressed": 0
I
"categorySpecificSummary": {
"costOptimizing": {
"estimatedMonthlySavings": 0.0,
"estimatedPercentMonthlySavings": 0.0

BXEZEER , H5H (Amazon Support AF#ER) # Amazon Trusted Advisor,

« BX APIHFMAEER , E2@Amazon CLI 7S
#ZDescribeTrustedAdvisorCheckSummaries P89,
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PowerShell
EATF PowerShell V4 (W TE

1 ; IREIFEE Trusted Advisor REHNHZIHE,

Get-ASATrustedAdvisorCheckSummary -CheckId "checkidl"

R 2 ; IREFEE Trusted Advisor REHNHZIHE,
Get-ASATrustedAdvisorCheckSummary -CheckId @("checkidl", "checkid2")

« BX API Hi¥4E 5 , 1§29 Amazon Tools for PowerShell Cmdlet £ (V 4)
DescribeTrustedAdvisorCheckSummaries+ 8.

EATF PowerShell V5 AT E

Al 1 : REIFERE Trusted Advisor RENHZFTHE,
Get-ASATrustedAdvisorCheckSummary -CheckId "checkidl"

w5l 2 : JREIFETE Trusted Advisor RENRFTHE,
Get-ASATrustedAdvisorCheckSummary -CheckId @('"checkidl", "checkid2")

- BX API HiF4EE , 1§39 Amazon Tools for PowerShell Cmdlet £ (V 5)
DescribeTrustedAdvisorCheckSummariesF #9 .

BX S Amazon DK F X EIEEMNRE RHIBNTESIFK , HSHER Amazon Web Services 1 i —
N Amazon SDK, AEBEIREEXAITHNEREURAEXRLHH SDK AR FHMAE L.

¥ DescribeTrustedAdvisorChecks 5 CLI &£
LTRBRHERMMEER DescribeTrustedAdvisorChecks,
CLI

Amazon CLI

)T AK T Amazon rusted Advisor X E
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LA\ TFdescribe-trusted-advisor-checksR#l5IH 7 Amazon Ik & a] A #Y Trusted
Advisor T E, XLEEEITRERLELZN. ID, ER, EJMTHE, FFE, METHEE, @
E4E.,

aws support describe-trusted-advisor-checks \
--language "en"

L7l e
{
"checks": [
{
"id": "zXCkfM1nI3",
"name": "IAM Use",
"description": "Checks for your use of AWS Identity and Access

Management (IAM). You can use IAM to create users, groups, and roles in
AWS, and you can use permissions to control access to AWS resources. \n<br>
\n<br>\n<b>Alert Criteria</b><br>\nYellow: No IAM users have been created
for this account.\n<br>\n<br>\n<b>Recommended Action</b><br>\nCreate one or
more IAM users and groups in your account. You can then create additional
users whose permissions are limited to perform specific tasks in your AWS
environment. For more information, see <a href=\"https://docs.aws.amazon.com/
IAM/latest/UserGuide/IAMGettingStarted.html\" target=\"_blank\">Getting
Started</a>. \n<br><br>\n<b>Additional Resources</b><br>\n<a href=\"https://
docs.aws.amazon.com/IAM/latest/UserGuide/IAM_Introduction.html\" target=\"_blank
\">What Is IAM?</a>",
"category": "security",
"metadata": []

BXEZEE , ESH (Amazon Support AF#ER) FH Amazon Trusted Advisors
- BX API Ni#HAE L , ES@Amazon CLI #8552 DescribeTrustedAdvisorChecks 1 #Y,

PowerShell
EAF PowerShell V4 AT E

5l 1 : 3RE Trusted Advisor RERNEE. HAMIEE Language ¥ , ZS AT LU
Fen” (RIAEIERE ) , LANESY" (RXRTAEHE ).
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Get-ASATrustedAdvisorCheck -Language "en"

- BX API HiF4E S , 1§39 Amazon Tools for PowerShell Cmdlet £ (V 4)
DescribeTrustedAdvisorChecks Y,

EATF PowerShell VS W T E

a5l 1 : 3RE Trusted Advisor RERNE S . HMIEE Language S8 , ZS AT LA
Fen” (RTRFWE ) , LALEZ 2" (RTAEBEHLE ) .

Get-ASATrustedAdvisorCheck -Language "en"

- BX API HViFHEE , B2 Amazon Tools for PowerShell Cmdlet 2 (V 5)
DescribeTrustedAdvisorChecks /Y,

BX S Amazon DK FF R EiEmMRB RN TEIIK , i5SREH Amazon Web Services 53 i —
N Amazon SDK, AFFABTEERAINTWEBRUREXREHH SDK A FMEE,

¥ RefreshTrustedAdvisorCheck 5 CLI &£
LT RBREERMMAER RefreshTrustedAdvisorChecko
CLI
Amazon CLI
R Tru Amazon sted Advisor X &

A Frefresh-trusted-advisor-check®¥lfI#E 7 & Amazon Ik~ FH Amazon S3 7%
HRUPR Trusted Advisor X &,

aws support refresh-trusted-advisor-check \
--check-id "Pfx@RwqBli"

i
{
"status": {
"checkId": "Pfx@RwgBli",
"status": "enqueued",
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"millisUntilNextRefreshable": 3599992

BXEZEER |, EZSH (Amazon Support AF#ERE) F Y Amazon Trusted Advisor,
- BX API HiFAELE , 5 HAmazon CLI 5 ERefreshTrustedAdvisorCheckF #Y,

PowerShell
EATF PowerShell V4 (W T E

M 1 ERRFIFIEER Trusted Advisor &,
Request-ASATrustedAdvisorCheckRefresh -CheckId "checkidl"

« BX API HiF4EE , 129 Amazon Tools for PowerShell Cmdlet £ (V 4)
RefreshTrustedAdvisorCheck 1 #Y,

SERAT PowerShell VS T E

A1 ERRBIFIEER Trusted Advisor B &,
Request-ASATrustedAdvisorCheckRefresh -CheckId "checkidl"

« BHX API HiF4EE , 155 Amazon Tools for PowerShell Cmdlet £ (V 5)
RefreshTrustedAdvisorCheck F #Y,

BX S Amazon DK F X EBIEEMNRE RHIBNZESIFK , HSHEFER Amazon Web Services 1 i —
N Amazon SDK, REFABIEERAITHNEELUREXREIH SDK RAMNIFMAEE,

ResolveCase5 Amazon SDK = CLI i & A
LT RBREERIN{AEER ResolveCases

BERFIRAEEFNRBER , YAELTXHET, BUUEUATRBREFEFRIEENLET
X :

. THRERINEE
« JFEE{EA Support
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NET

EATF NET #9 Amazon SDK

(® Note
EBEZMEREE GitHub, # Amazon RIS RPIFH#EFERTER , THMMH
TRENZT,

/// <summary>

/// Resolve a support case by caseld.

/// </summary>

/// <param name="caseld">Id for the support case.</param>

/// <returns>The final status of the case after resolving.</returns>
public async Task<string> ResolveCase(string caseld)

{
var response = await _amazonSupport.ResolveCaseAsync(
new ResolveCaseRequest()
{
CaseIld = caseld
1);
return response.FinalCaseStatus;
}

« BX APINFHEER |, F5E 5EAT NET 8 Amazon SDK APl $#ResolveCase®H,

CLI

Amazon CLI
PSEE g =Y

LA TFresolve-caseRHIART & Amazon KPP ) — N353 461,

aws support resolve-case \
--case-id "case-12345678910-2013-c4c1d2bf33c5cf47"
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i
{
"finalCaseStatus": "resolved",
"initialCaseStatus": "work-in-progress"
}

BAXEZER , 52059 (Amazon Support AFERE) PHEFIEE,
« X API NFAESR |, FSMAmazon CLI s S5 EResolveCaseH Y,

Java

EAT Java B9 SDK 2.x

@ Note
EREZMRE L GitHub, # Amazon RIS RPIFH#EFERTER , THEMMH

N—

TIREMNETT.

public static void resolveSupportCase(SupportClient supportClient, String

caseld) {
try {
ResolveCaseRequest caseRequest = ResolveCaseRequest.builder()
.caseld(caseld)
.build();

ResolveCaseResponse response =
supportClient.resolveCase(caseRequest);

System.out.println("The status of case " + caseld + " is " +
response.finalCaseStatus());

} catch (SupportException e) {

System.out.println(e.getlLocalizedMessage());
System.exit(1l);

. Bx API WiF4ELR |, 535 Amazon SDK for Java 2.x APl &#ResolveCaseH#Y,
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JavaScript

EA T JavaScript (v3) WEHF AT ER

® Note
EEEZHEXEER GitHub, & Amazon KB REIFEEPERTE R
TIREMNETT.

import { ResolveCaseCommand } from "@aws-sdk/client-support";
import { client } from "../libs/client.js";

const main = async () => {
try {
const response = await client.send(
new ResolveCaseCommand({
caseld: "CASE_ID",
1,
);

console.log(response.finalCaseStatus);
return response;

} catch (err) {
console.error(err);

I

3 L Cp:i

- BX APIWFMEER , B3 EHT JavaScript B9 Amazon SDK APl £#ResolveCaseH

B,

BReE
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Kotlin

FE AT Kotlin 9 SDK

(® Note
EBEZMREE GitHub, # Amazon RIS RPIFHEFERTER , THMMH
TIRENETT.

suspend fun resolveSupportCase(caseldVal: String) {

val caseRequest =

ResolveCaseRequest {
caseld = caseldVal

}

SupportClient.fromEnvironment { region = "us-west-2" }.use { supportClient ->
val response = supportClient.resolveCase(caseRequest)
println("The status of case $caseldvVal is ${response.finalCaseStatus}")

« BX APl WiFHEER |, 3 HEAResolveCaseT K otlin BJAmazon SDK APl %,

PowerShell
EATF PowerShell V4 AT E

1 RERERMNDERSMNERA THERZEFNEREN LIRS,
Resolve-ASACase -Caseld "case-12345678910-2013-c4cld2bf33c5cf47"

« BX API Hi¥4E 5 |, 1§29 Amazon Tools for PowerShell Cmdlet £ (V 4)
ResolveCase® #Y,

EATF PowerShell VS ST E
T~ IREEERFINADERDFTR A TBRIZEG0E A BN R

Resolve-ASACase -Caseld "case-12345678910-2013-c4cld2bf33c5cf47"
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« BX API Hi¥4E S |, 129 Amazon Tools for PowerShell Cmdlet $# (V 5)
ResolveCasef /Y,

Python

& AT Python #9 SDK ( Boto3 )

® Note
BB EZHEXEER GitHub, £ Amazon KB REIFHEPERTERG , T FMMAH
TIREMNIZTT.

class SupportWrapper:
"""Encapsulates Support actions.

def __init_ (self, support_client):

:param support_client: A Boto3 Support client.

self.support_client = support_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
support_client = boto3.client("support")
return cls(support_client)

def resolve_case(self, case_id):

Resolve a support case by its caseld.

:param case_id: The ID of the case to resolve.

:return: The final status of the case.

try:
response = self.support_client.resolve_case(caseld=case_id)
final_status = response["finalCaseStatus"]
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except ClientError as err:
if err.response["Error"]["Code"] == "SubscriptionRequiredException":
logger.info(
"You must have a Business, Enterprise On-Ramp, or Enterprise
Support "
"plan to use the AWS Support API. \n\tPlease upgrade your
subscription to run these "
"examples."
)
else:
logger.error(
"Couldn't resolve case. Here's why: %s: %s",
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return final_status

- BXx APl HiFHER , 5SS UEMAResolveCaseF Python BYAmazon SDK (Boto3) APl &
£,

B X S Amazon DK F X EBIEEMNRE RHIBNTESI®K , HSHER Amazon Web Services 1 i —
N Amazon SDK, REFARBIEERAITHNEELURERLIH SDK RAMNIFMAEE,

Amazon Web Services x#F {£FH Amazon SDK Hi7 &

LR RBIE ISR R T 1047 Amazon Web Services X3 8 Amazon B#F A T E SR E NLF
2, XEFGREALRERT MTELEESEHAZNEE Amazon Web Services X3 S 5HMEKA S
RERIFEES Amazon Web Services iS5 . BN ISMIETBRENBHEE , B UEREPKE
BRUMMEEMZTRBEA,

GRUPEKRFENER N B , IRBEESEAHE T BRSRE,

ANl
- JF#5E A Support
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Fraa{E A Support
ATRBRGIBRT A :

- EFETARSMEESLR
. BIEZIFRH
o [@RIBARMNBE

Bash

Amazon CLI £ Bash B4

@ Note

EHEZH*E LR GitHub, £ Sample developer tutorials FEEFERTERG , 7
R AT AT IR B FIE 1T

#!/bin/bash

# AWS Support CLI Tutorial Script
# This script demonstrates how to use AWS Support API through AWS CLI

set -euo pipefail

# Security: Validate script location and permissions
SCRIPT_DIR="%$(cd "$(dirname "${BASH_SOURCE[@]}")" && pwd)"
readonly SCRIPT_DIR

# Security: Use secure temporary directory

readonly TEMP_DIR="$(mktemp -d)" || { echo "Failed to create temp directory"
exit 1; }

trap "rm -rf '$TEMP_DIR'" EXIT

# Set up logging with secure permissions
LOG_FILE="${TEMP_DIR}/aws-support-tutorial.log"
touch "$LOG_FILE"

chmod 600 "$LOG_FILE"

# Security: Validate AWS CLI is available
if ! command -v aws &> /dev/null; then
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echo "ERROR: AWS CLI is not installed or not in PATH" >&2
exit 1
fi

# Security: Check AWS credentials are configured

if | aws sts get-caller-identity &> /dev/null; then
echo "ERROR: AWS credentials are not properly configured" >&2
exit 1

fi

echo "Starting AWS Support Tutorial at $(date)"
echo "Script: $0"
echo "User: $(whoami)"
echo "---
} >> "$LOG_FILE"

# Function to log commands and their outputs securely
log_cmd() {
local cmd="¢$1"
echo "$(date): Running command" >> "$LOG_FILE"
# Don't echo the actual command to prevent credential leakage
eval "$cmd" 2>&1 | tee -a "$LOG_FILE"
return ${PIPESTATUS[0Q]}

# Function to check for errors in command output
check_error() {

local cmd_output="$1"

local cmd_status="$2"

local error_msg="%$3"

local is_fatal="${4:-truel}"

if [[ $cmd_status -ne @ || "$cmd_output" =~ [Ee][Rr][Rr][0o][Rr] 11; then
echo "ERROR: $error_msg" | tee -a "$LOG_FILE"
echo "Command returned status: $cmd_status" >> "$LOG_FILE"

# Check for subscription error
if [[ "$cmd_output" =~ "SubscriptionRequiredException" ]1]; then

{

echo

echo "===================================================="

echo "IMPORTANT: This account does not have the required AWS
Support plan."
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echo "You need a Business, Enterprise On-Ramp, or Enterprise

Support plan"
echo "to use the AWS Support API."
echo mnn

echo "This script will now demonstrate the commands that would be

run

echo "if you had the appropriate support plan, but will not

execute them."

} | tee -a "$LOG_FILE"

DEMO_MODE=true

return 0

fi

if [[ "$is_fatal" == "true" ]]; then
cleanup_resources
exit 1

fi

fi

# Function to clean up resources
cleanup_resources() {
echo "Cleaning up resources..." | tee -a "$LOG_FILE"
echo "No persistent resources were created that need cleanup."
"$LOG_FILE"
}

# Function to run a command in demo mode
demo_cmd() {

local cmd="¢$1"

local description="$2"

echo ""

echo "DEMO: $description"

echo "Command that would be executed:"
echo " [Command hidden for security]"
echo ""

} | tee -a "$LOG_FILE"

# Function to safely extract JSON values

| tee -a

FriafEA Support

API fR7s 2026-06-08 433



Amazon Web Services X

RAriEmE

extract_json_value() {
local json_output="$1"
local key="$2"

echo "$json_output" | grep -o "\"$key\": \"[~A\"1*\"" | head -1 | cut -d'"'
f4 || echo ""

}

# Array to track created resources
declare -a CREATED_RESOURCES

# Initialize demo mode flag
DEMO_MODE=false

# Security: Validate input parameters

if [[ $#
echo
exit
fi

echo
echo
echo
echo
echo
echo
echo
echo

-gt @ 11; then
"ERROR: This script does not accept parameters" >&2
1

"This script demonstrates how to use AWS Support API"
"Note: You must have a Business, Enterprise On-Ramp,"

"or Enterprise Support plan to use the AWS Support API."

} | tee -a "$LOG_FILE"

# Step 1:
echo "Step 1: Checking available AWS Support services...'

Check available services

| tee

-a "$LOG_FILE"

SERVICES_OUTPUT=$(log_cmd "aws support describe-services --language en" 2>&1) ||
SERVICES_OUTPUT=""
check_error "$SERVICES_OUTPUT" $? "Failed to retrieve AWS Support services"

# If we're in demo mode, set default values
if [[ "$DEMO_MODE" == "true" ]]; then
SERVICE_CODE="general-info"
echo "Using demo service code: $SERVICE_CODE" | tee -a "$LOG_FILE"

else

# Extract a service code for demonstration using safer method
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SERVICE_CODE=$(extract_json_value "$SERVICES_OUTPUT" "code") ||
SERVICE_CODE=""
if [[ -z "$SERVICE_CODE" ]]; then
SERVICE_CODE="general-info"
echo "Using default service code: $SERVICE_CODE" | tee -a "$LOG_FILE"
else
echo "Found service code: $SERVICE_CODE" | tee -a "$LOG_FILE"
fi
fi

# Step 2: Check available severity levels
echo "Step 2: Checking available severity levels..." | tee -a "$LOG_FILE"
if [[ "$DEMO_MODE" == "true" ]]; then
demo_cmd "aws support describe-severity-levels --language en" "Check
available severity levels"
SEVERITY_CODE="1low"
echo "Using demo severity code: $SEVERITY_CODE" | tee -a "$LOG_FILE"
else
SEVERITY_OUTPUT=$(log_cmd "aws support describe-severity-levels --language
en" 2>&1) || SEVERITY_OUTPUT=""
check_error "$SEVERITY_OUTPUT" $? "Failed to retrieve severity levels"

SEVERITY_CODE=$(extract_json_value "$SEVERITY_OUTPUT" "code") ||
SEVERITY_CODE=""
if [[ -z "$SEVERITY_CODE" ]]; then
SEVERITY_CODE="1ow"
echo "Using default severity code: $SEVERITY_CODE" | tee -a "$LOG_FILE"
else
echo "Found severity code: $SEVERITY_CODE" | tee -a "$LOG_FILE"
fi
fi

# Step 3: Create a test support case
{
echo
echo "==================================================z"
echo "SUPPORT CASE CREATION"
echo "==================================================z"
} | tee -a "$LOG_FILE"

if [[ "$DEMO_MODE" == "true" ]]; then

{
echo "DEMO MODE: The following steps would create and manage a support
case"
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echo "if you had a Business, Enterprise On-Ramp, or Enterprise Support
plan."

echo
} | tee -a "$LOG_FILE"

USER_EMAIL="example@example.com"
demo_cmd "aws support create-case" "Create a support case"

CASE_ID="case-12345678910-2013-c4c1d2bf33c5cf47"
echo "Demo case ID: $CASE_ID" | tee -a "$LOG_FILE"
demo_cmd "aws support describe-cases" "List support cases"

demo_cmd "aws support add-communication-to-case" "Add communication to case"
demo_cmd "aws support describe-communications" "View case communications"
demo_cmd "aws support resolve-case" "Resolve the support case"

else

echo "Creating a test support case..." | tee -a "$LOG_FILE"
USER_EMAIL="example@example.com"
CC_EMAIL_PARAM="--cc-email-addresses $USER_EMAIL"

# Create the case
CASE_OUTPUT=$(log_cmd "aws support create-case --subject 'AWS CLI Tutorial
Test Case' --service-code '$SERVICE_CODE' --category-code 'using-aws' --
communication-body 'This is a test case created as part of an AWS CLI tutorial.'
--severity-code '$SEVERITY_CODE' --language 'en' $CC_EMAIL_PARAM" 2>&1) ||
CASE_OUTPUT=""

check_error "$CASE_OUTPUT" $? "Failed to create support case"

# Extract the case ID safely
CASE_ID=$(extract_json_value "$CASE_OUTPUT" "caseId") || CASE_ID=""

if [[ -n "$CASE_ID" ]]; then
echo "Successfully created support case with ID: $CASE_ID" | tee -a
"$LOG_FILE"
CREATED_RESOURCES+=("Support Case: $CASE_ID")

# Step 4: List the case we just created

echo "" | tee -a "$LOG_FILE"
echo "Step 4: Listing the support case we just created..." | tee -a
"$LOG_FILE"
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CASES_OUTPUT=$(log_cmd "aws support describe-cases --case-id-
list '$CASE_ID' --include-resolved-cases false --language 'en'" 2>&1) ||
CASES_ouTpPUT=""

check_error "$CASES_OUTPUT" $? "Failed to retrieve case details"

# Step 5: Add a communication to the case

echo "" | tee -a "$LOG_FILE"

echo "Step 5: Adding a communication to the support case..." | tee -a
"$LOG_FILE"

COMM_OUTPUT=$(log_cmd "aws support add-communication-to-case --case-id
"$CASE_ID' --communication-body 'This is an additional communication for the

test case.' $CC_EMAIL_PARAM" 2>&1) || COMM_OUTPUT=""
check_error "$COMM_OUTPUT" $? "Failed to add communication to case"

# Step 6: View communications for the case

echo "" | tee -a "$LOG_FILE"
echo "Step 6: Viewing communications for the support case..." | tee -a
"$LOG_FILE"

COMMS_OUTPUT=$(log_cmd "aws support describe-communications --case-id
"$CASE_ID' --language 'en'" 2>&1) || COMMS_OUTPUT=""

check _error "$COMMS_OUTPUT" $? "Failed to retrieve case communications"

# Step 7: Resolve the case

{
echo ""
echo "===================================================
echo "CASE RESOLUTION"
echo "===================================================
echo "Resolving the support case..."

} | tee -a "$LOG_FILE"

RESOLVE_OUTPUT=$(log_cmd "aws support resolve-case --case-id '$CASE_ID'"
2>&1) || RESOLVE_OUTPUT=""

check_error "$RESOLVE_OUTPUT" $? "Failed to resolve case"
echo "Successfully resolved support case: $CASE_ID" | tee -a "$LOG_FILE"
else
echo "Could not extract case ID from the response." | tee -a "$LOG_FILE"
fi
fi
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# Display summary of created resources

{
echo ""
echo "==================================================z"
echo "TUTORIAL SUMMARY"
echo "==================================================z"
} | tee -a "$LOG_FILE"
if [[ "$DEMO_MODE" == "true" ]]; then
{
echo "This was a demonstration in DEMO MODE."
echo "No actual AWS Support cases were created."
echo "To use the AWS Support API, you need a Business, Enterprise On-
Ramp, "
echo "or Enterprise Support plan."
} | tee -a "$LOG_FILE"
else
{
echo "Resources created during this tutorial:"
if [[ ${#CREATED_RESOURCES[@]} -eq @ ]]; then
echo "No resources were created."”
else
for resource in "${CREATED_RESOURCES[@]+"${CREATED_RESOURCES[@]}"}";
do
echo "- $resource"
done
fi
} | tee -a "$LOG_FILE"
fi
{
echo ""
echo "Tutorial completed successfully!"
echo "Log file: $LOG_FILE"
echo "==================================================="

} | tee -a "$LOG_FILE"

# Display log file path to user
echo "Log file: $LOG_FILE"

- BX API#HAEE , %2 (Amazon CLI #855E) FUTEH,

 AddCommunicationToCase

* CreateCase
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* DescribeCases
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* DescribeServices

» DescribeSeveritylLevels

* ResolveCase

BX S Amazon DK FF A BIEMMNE RO EESIXR | iHSHEER Amazon Web Services 3 i —
N Amazon SDK, AETRBTIEERAITHNEELLRERLHR SDK IRAEMIFHAEE.,

FrHa6ERA Support API X7 2026-06-08 439


https://docs.amazonaws.cn/goto/aws-cli/support-2013-04-15/DescribeCases
https://docs.amazonaws.cn/goto/aws-cli/support-2013-04-15/DescribeCommunications
https://docs.amazonaws.cn/goto/aws-cli/support-2013-04-15/DescribeServices
https://docs.amazonaws.cn/goto/aws-cli/support-2013-04-15/DescribeSeverityLevels
https://docs.amazonaws.cn/goto/aws-cli/support-2013-04-15/ResolveCase

Amazon Web Services 1 AriEE

Amazon Web Services X #F fy 5 B EHi8H

17 2R Amazon Web Services X MBI E M Amazon SR F RV AIFEM, ATAMMMENE
EHH. Amazon BE# T U T —siE T B3R5 Amazon Web Services 3. £ BRI HITIR
& HER B3 REUE .

« Amazon EventBridge iRfEIE FRN W RASHR , XERSESHER T Amazon BIRFHE
®. EventBridge XFHEHEHRAHHEUE , RAZRTURENAN , AEBERELEESH  HEXLESEH
RERMFEHAM Amazon REF AL BahiRE, BXEZEE , 1S Amazon EventBridge P 18
Mo

« Amazon CloudTrail #3R H&H Amazon kP AT IZK - A HH AP FRAMMEXRES, |, HHAE
X £ m B IRIEER Amazon S3 M. LSRR A MK~ IBA T Amazon, ZHERKE IP
it AR ARANRERE, BXEZELR , 5 (Amazon CloudTrall BFIERE) »

£

£/ Ama Amazon Web Services x#f zon £ FIEH R 3K N TR EventBridge

- fEMAi23% Amazon Web Services X% API 8 A Amazon CloudTrail

« 7£ Slack API i F % £ F§ & 3 Amazon Web Services X% M A& Amazon CloudTrail

£ Ama Amazon Web Services x3F zon X EIE 4Kz #Y B A
29 EventBridge

B LU E 4IRS B B A 2T (EDAs) B4 Amazon Web Services X FIEHBHIPNAREFS |, X
N AR A ENEHTE Amazon Web Services X1 MARFAH 2 RA#TEEH B3 T

=

Flin | BYEMIKF &£ LT Amazon Web Services X3 E4AT |, BHASWEEA
- B, MARENITHZERG

- FBEFMEINE ZFRH

ik, BATLAERA Amazon EventBridge 1S4 M H 440 4 BB Amazon Web Services X F|H
fERHFE 4. Amazon EventBridge 2 —MELRS RS , eEAEHEGRNABRFAEMEEE—&E , X

B4 Amazon Web Services X3 Z| EDAs API K7 2026-06-08 440


https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-what-is.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-what-is.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/

Amazon Web Services 1 AriEE

BEIRFR AT A E R YA SF Amazon BRE &K Amazon Web Services X3F ZIEH RN RS K MEE
AR R RD TR 4E,

74 EventBridge # M Amazon Web Services 3% S
AR 242 Amazon Web Services X ZE4# EventBridge 73 :

5% Amazon RE —# , Amazon Web Services X1 £ REHHIFH K% F EventBridge BRIAE
HE%k, BHERLREREHAHNERBAIEMEENEN LR BIrNEREE. BT SEE M
Amazon RS, EFIBAREFH SaaS SEUHERARER.
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- —HEAFR, AP EXEHNABE | fImENSHFRIRN Amazon RS, BHNER
BE, SHRENKFMBXE, BXXEERAFERHEN , 55 Amazon Events Z2E 1
EventBridge 4414,

+ detail ZRESZBERSEHLT AN,

Amazon Web Services X #F SEZ BN L T AR 354 Amazon CloudTrail

Amazon BRSS T LA EHBERE L IEE EventBridge BRIAEH B4, AL , i Amazon CloudTrail &
6 K% E 2D Amazon FREHEH, EventBridge X EEA4TJAEEIE API A, BEIABEFZME
fE. BRSZEH4F Ins CloudTrail ights, BXEZER |, 5 (EventBridge FAF#§®) Amazon
CloudTrail By B 2 4B Amazon fRFSEH.

B X Ki%EE| Amazon Web Services X 1F KIE 451k EventBridge , i5Z# (EventBridgeEHZE)
F# Amazon Web Services X#F £,

BIEE5E4ITE Amazon Web Services X1 HIEHE R

EHEAR—MRERN  ATEELEEENEHANTENHE,

BNEHERXR -1 JSONKTR , HhEE :
o MMIREEEHHRSH source B, XF Amazon Web Services X E4 , KR

;Eaws . support,
- (WE) SEECEMNEHEHTBAN detail-type Bk,
c (FE)  BEECHRNEMEGEN detail B,

Bitn | AT EH4ERFM Amazon Web Services X T ERAMAXISROIEFRTEH

{
"source": ["aws.support"],
"detail-type": ["Support Case Update"]

}

BEEEHASGHEEE , LEHEREEHXE. flU, ATEAEXSRKREEMITTHRMNX
ROIEHR ST

{
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"source": ["aws.support"],
"detail-type": ["Support Case Update"],
"detail": {

"event-name": "ReopenCase"

EXEASHERNEZEER , 551 (EventBridge AF1ER) FHEHER,
SEZH
B X W EventBridge 5 — AN E 255 Amazon Web Services 1% , BSRLUTER :

o f04a]fE AL 5% B 3317 Amazon Web Services 373F API EventBridge
« Amazon Web Services X # ZHIEzN @ F=R 2FFE GitHub

XEFRGIEHMEH

LA & Support Case Update EHMFMAERFER,

THE&sourcefldetail-typeFE , BANENEE Amazon Web Services X35 EHNIFEE,
BXRXAASEHTESNHMATHEFTRNEN , 55/ Amazon Events & 1) EventBridge 44
4,

{
"detail-type": "Support Case Update",
"source": "aws.support",
"detail": {
"case-id" : "string",
"display-id" : "string",
"communication-id" : "string",
"event-name" : "string",
"origin" : "string"
}
}

detail-type
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FNFX—FH , LB Support Case Update,

source

FRREREBHHIRS . 3T Amazon Web Services X3 =4 , It N aws. supports
detail

BEXRTEMEER JSON MR, EREHHRFSREZFRNAR,
NTF WS, BFEE

case-id

XEFRGID. =P ID BR—NFREFFHFS , BT : case-12345678910-2013-
c4c1d2bf33c5cf47,

display-id

Amazon Web Services ¥ F/0 T H L RHIHFRRFT.

communication-id

&g 1D,

event-name

BME : CreateCase | AddCommunicationToCase | ResolveCase | ReopenCase

EEXIFRASMHHRE,

origin
BM{E : Amazon | CUSTOMER
BEZ L Amazon Web Services X#F RERBEXIFRAIPRINT ROIBE.

Bl , X event-name 3 AddCommunicationToCase WE4ALSEIE,

Example XX #REGIEFHEH RO . XIFRFSHIE

"version": "Q",
"id": "3433df007-9285-55a3-f6d1-536944be45d7",
"detail-type": "Support Case Update",
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"source": "aws.support",
"account": "111122223333",
"time": "2022-02-21T15:51:19272",

"region": "us-east-1",
"resources": [],
"detail": {

"case-id": "case-111122223333-muen-2022-7118885805350839",
"display-id": "1234563851",

"communication-id": "",
"event-name": "CreateCase",
Iloriginll: mnmn

Example Support Case Update B4Rl : XX FHZEBFIK Amazon Web Services X# B E

"version": "Q",

"id": "f90ch8cb-32be-1c91-cOba-d50b4ca5e51b",

"detail-type": "Support Case Update",

"source": "aws.support",

"account": "111122223333",

"time": "2022-02-21T15:51:317",

"region": "us-east-1",

"resources": [],

"detail": {
"case-id": "case-111122223333-muen-2022-7118885805350839",
"display-id": "1234563851",
"communication-id": "ekko:us-east-1:12345678-268a-424b-be@8-54613cab84d2"
"event-name": "AddCommunicationToCase",
"origin": "AWS"

ExampleX#FRAIEHMEMHTRA : IIERGISHER

"version": "Q",

"id": "laa4458d-556f-732e-ddcl-4a5b2fbdl4a5",
"detail-type": "Support Case Update",
"source": "aws.support",

"account": "111122223333",

"time": "2022-02-21T15:51:3172",

’
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"region": "us-east-1",
"resources": [],
"detail": {
"case-id": "case-111122223333-muen-2022-7118885805350839",
"display-id": "1234563851",
"communication-id": ""
"event-name": "ResolveCase",

"origin":

ExampleX#FREIEHEMHRA| . XIERFISEFHITI

"version": "Q",
"id": "3bb9d8fe-6089-ad27-9508-804209b233ad",
"detail-type": "Support Case Update",
"source": "aws.support",
"account": "111122223333",
"time": "2022-02-21T15:47:1972",
"region": "us-east-1",
"resources": [],
"detail": {
"case-id": "case-111122223333-muen-2021-27f40618fe0303ea",
"display-id": "1234563851",
"communication-id": "",
"event-name": "ReopenCase",

"origin":

£ Fid % Amazon Web Services 1 API 8 Amazon CloudTrail

Amazon Web Services & 5 Amazon CloudTrail - RS ER , ZBSEMEA,. A€z Amazon
BRSS £ R ITHYIRERYIE S Amazon Web Services 3, CloudTrail % H 9 API BB #3%k Amazon
Web Services X3 NEH. HWIRNWIFAASIEXRE Amazon Web Services X 15 13 & & #9118 A M3t
Amazon Web Services X API BENRBREA.

MRECIRRER , WA LA A iFI548 ML 5 % 5] 8 7718 AR 55 (Amazon S3) Storage Service Ff# &
3% CloudTrail &4 , @M E4. Amazon Web Services XF MR EAREBRER , AT LE
CloudTrail B HI &AM “EHFHELIER" PEERHNEH,
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ETHEZEELR CloudTrail , SIEWMAEEMBHAE , 55 (Amazon CloudTrail AFER) .

Amazon Web Services X iF £ B 1 CloudTrail

CloudTrail ZE& 4] Amazon IKFRIEEENKS LEHA. SXEFNEMHEREEDF Amazon
Web Services X , iZE 25 HM Amazon BR% CloudTrail E# —EBIERESHARIERF. &9
DEBECH Amazon IkKFHEE, BEMNTHRRERENENH. BXEZELE , BSHEASEHTE
& & CloudTrail &4,

ERF&IDRE Amazon kP HFIVEH | SIEEHPWEH Amazon Web Services X5 |, BRI RER. R
IR 21 CloudTrail ¥ B & X5 F Amazon S3 FiEi@, MIRERT , EEHEI AT RIERER | LR
BRI FRTE Amazon X8, BRERIES Amazon 2 XAFEXIBHNES , AT EEXHERXRTBIEE
# Amazon S3 1Zf##@. A, BA LB EE f Amazon RS , U —F 94T CloudTrail B & URE
HNEHBEHNEXRTH. BEXEZER , BSHETIAE :

o B2 B ERiC FBhR

* CloudTrail Z#5#IRSS FERK

« B2® Amazon SNS EXI CloudTrail

« MZAKF H3EIR CloudTrail B &4

B Amazon Web Services X1F API #2415 H (API 2#) i2% CloudTrail #idx#E {Amazon Web
Services X# APl &#&) H,

540 |, AADescribeCasesMResolveCaseiRE4LTE CloudTrail BEXHHERKE
B, CreateCase

BIMNEHHATREBESEXRERBFRNAREGR. SOEEABTEHEUTRE !

« BEREZFEHIRIEPBIER Amazon Identity and Access Management (IAM) B P &EIEA Ho
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IR T AR B 24 Amazon X Z 4 Amazon I F# Amazon Web Services ¥ BEXHRE
B A Amazon S3 F®EEH,

Amazon Trusted Advisor CloudTrail BEFRE R

Trusted Advisor & —I Amazon Web Services X RS , B LAEH XL EERL Amazon IKF ,
LUTHBTERK, RN RtKFNEZE,

FE Trusted Advisor APl ##4E15H (API &%) ig3% CloudTrail #idxk7E {Amazon Web Services 3
¥ APl &) i,

a0 |, HADescribeTrustedAdvisorCheckResultfRefreshTrustedAdvisorChecki®#E4
1 CloudTrail BEX R4 KB, DescribeTrustedAdvisorCheckRefreshStatuses

@ Note

CloudTrail £ £123% Trusted Advisor £ &l & #&1E, BFS R 125 Amazon Trusted Advisor
¥ 4| &4 Amazon CloudTraile

T # Amazon Web Services X 3F BEXH5H

BERE—MEE , APNEHENBEXGEHWEIEIEEN Amazon S3 Z##, CloudTrail BEX 4
BE—NEENMNEEEZEB. BHRTREEMRENENER, CBEEXFERWRE. BEN BB
B, BERSHENFER, CloudTrail BEXHTREAH API BANEFHRRE , Rk T2RE
A4S ER IR H

Example: H&% B CreateCase

LT RIS R T &CreateCaselg4ERY CloudTrail BE% B,

"Records": [
{

"eventVersion": "1.04",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "janedoe",
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"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-04-13T17:51:37Z"

iy

"invokedBy": "signin.amazonaws.com"
1,
"eventTime": "2016-04-13T18:05:537",
"eventSource": "support.amazonaws.com",
"eventName": "CreateCase",
"awsRegion": "us-east-1",
"sourceIPAddress": "198.51.100.15",
"userAgent": "signin.amazonaws.com",
"requestParameters": {
"severityCode": "low",
"categoryCode": "other",
"language": "en",
"serviceCode": "support-api",
"issueType": "technical"
},

"responseElements": {

"caseId": "case-111122223333-muen-2016-c3f2077e504940f2"

.
"requestID": "58c257ef-01a2-11e6-be2a-01c031063738",

"eventID": "5aa34bfc-ad5b-4fbl-8a55-2277c86e746a",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

1,

Example: HE % B RefreshTrustedAdvisorCheck

AT RBIE R T iZRefreshTrustedAdvisorCheckig4Ef CloudTrail BE% B,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/Admin",
"accountId": "111122223333",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Admin"
1,
"eventTime": "2020-10-21T16:34:13Z",
"eventSource": "support.amazonaws.com",
"eventName": "RefreshTrustedAdvisorCheck",
"awsRegion": "us-east-1",
"sourceIPAddress": "72.21.198.67",
"userAgent": "signin.amazonaws.com",

"requestParameters": {
"checkId": "Pfx@RwgBli"
I

"responseElements": null,

"requestID": "4c4d5fc8-c403-4f82-9544-411820e0fa0l",
"eventID": "2f4630ac-5c27-4f0d-b93f-63742d6fc85e",
"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"
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CloudTrail iB&FIE 243 Amazon Web Services X3 RARFIRME, XLig#E

123X E Amazon Web Services x#F App in Slack API Reference #, a0 , i
FAGetAccountAlias#UpdateSlackChannelConfigurationi®#E 47 CloudTrail B4
% H. CreateSlackChannelConfiguration
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Example : CreateSlackChannelConfiguration ) H & =45l

LU R4 E R T iZCreateSlackChannelConfiguration#24E#Y CloudTrail B&E% B,

{
"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:JaneDoe",
"arn": "arn:aws:sts::111122223333:assumed-role/Administrator/JaneDoe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Administrator",
"accountId": "111122223333",
"userName": "Administrator"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-26T01:37:577",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2022-02-26T01:48:20Z2",
"eventSource": "supportapp.amazonaws.com",
"eventName": "CreateSlackChannelConfiguration",
"awsRegion": "us-east-1",

"sourceIPAddress": "205.251.233.183",
"userAgent": "aws-cli/1.3.23 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": {
"notifyOnCreateOrReopenCase": true,
"teamId": "TQ12ABCDEFG",
"notifyOnAddCorrespondenceToCase": true,
"notifyOnCaseSeverity": "all",
"channelName": "troubleshooting-channel",
"notifyOnResolveCase": true,
"channelId": "C@1234A5BCD",
"channelRoleArn": "arn:aws:iam::111122223333:role/AWSSupportAppRole"
I
"responseElements": null,
"requestID": "d@6df6ca-c233-4ffb-bbff-63470c5dc255",
"eventID": "0898ce29-a396-444a-899d-b068f390c361",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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}

Example : ListSlackChannelConfigurations & B & =4l

LR RBIE R T iZListSlackChannelConfigurationsi® #E# CloudTrail BE% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE :AWSSupportAppRole",
"arn": "arn:aws:sts::111122223333:assumed-role/AWSSupportAppRole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:r0le/AWSSupportAppRole",
"accountId": "111122223333",
"userName": "AWSSupportAppRole"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-03-01T20:06:327",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2022-03-01T20:06:467",
"eventSource": "supportapp.amazonaws.com",
"eventName": "ListSlackChannelConfigurations",
"awsRegion": "us-east-1",

"sourceIPAddress": "72.21.217.131",

"userAgent": "aws-cli/1.3.23 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": null,

"responseElements": null,

"requestID": "20f81d63-31c5-4351-bd02-9eda7f76e7b8",
"eventID": "7Qacb7fe-3f84-47cd-8c28-ccl48ad06d21",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": '"Management"
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}

Example : GetAccountAlias #9 B & R4

AT RBIE R T iZGetAccountAliasi®#ERY CloudTrail BE%H.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:devdsk",
"arn": "arn:aws:sts::111122223333:assumed-role/AWSSupportAppRole/devdsk",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:r0le/AWSSupportAppRole",
"accountId": "111122223333",
"userName": "AWSSupportAppRole"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-03-01T20:31:2772",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2022-03-01T20:31:47Z2",
"eventSource": "supportapp.amazonaws.com",
"eventName": "GetAccountAlias",
"awsRegion": "us-east-1",

"sourceIPAddress": "72.21.217.142",

"userAgent": "aws-cli/1.3.23 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": null,

"responseElements": null,

"requestID": "a225966c-0906-408b-b8dd-f246665e6758",
"eventID": "79ebbaB8d-3285-4023-831a-64af7de8d4ad",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": '"Management"
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}
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Example : GetSupportPlan 9 B%&%E

LR RBIERT ZGetSupportPlani®{ER CloudTrail H&ES B

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-06-29T16:30:04Z2",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2022-06-29T16:39:117",
"eventSource": "supportplans.amazonaws.com",
"eventName": "GetSupportPlan",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Firefox/91.0",

"requestParameters": null,

"responseElements": null,

"requestID": "7665c39a-d6bf-4d0d-8010-2f59740b8ecb",

"eventID": "b711bc30-16a5-4579-8f0d-9ada8febdlce",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management"

Example : GetSupportPlanUpdateStatus ¥ H &% B

AR Rl ERT ZGetSupportPlanUpdateStatusi®fEH CloudTrail BE% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",

T f# Amazon Web Services X 11X BEX#H % E API| fRZ 2026-06-08 458



Amazon Web Services 1 AriEE

"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-06-29T16:30:04Z2",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2022-06-29T16:39:027",
"eventSource": "supportplans.amazonaws.com",
"eventName": "GetSupportPlanUpdateStatus",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Firefox/91.0",

"requestParameters": {

"supportPlanUpdateArn":

"arn:aws:supportplans::111122223333:supportplanupdate/7f03b7a233a0e87ebc79e56d4d2bcafl19e976c37

I

"responseElements": null,

"requestID": "75e5c767-8703-4ed3-b0le-4dda28020322",

"eventID": "28d1c@e3-ccb6-4fd1-8793-65be@10114cc",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management"

Example : StartSupportPlanUpdate By H &5 B

AR RBIERT ZStartSupportPlanUpdatei®{ER CloudTrail H&E% B

"eventVersion": "1.08",
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"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-06-29T16:30:04Z2",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2022-06-29T16:38:557",
"eventSource": "supportplans.amazonaws.com",
"eventName": "StartSupportPlanUpdate",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Firefox/91.0",
"requestParameters": {
"clientToken": "98add111-dcc9-464d-8722-438d697fe242",
"update": {
"supportLevel": "BASIC"

}
1,
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType,x-amzn-
ErrorMessage,Date",
"supportPlanUpdateArn":
"arn:aws:supportplans::111122223333:supportplanupdate/7f03b7a233a0e87ebc79e56d4d2bcafl19e976c37

I

"requestID": "e5ff9382-5fb8-4764-9993-0f33fb0blel7",
"eventID": "5dba89f8-2e5b-42b9-9b8f-395580c52962",
"readOnly": false,

"eventType": "AwsApiCall",
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"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management"

Example : CreateSupportPlanSchedule ¥y H &% H

TR RHIERT ZCreateSupportPlanSchedule® R CloudTrail B&E%H.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-05-09T16:30:04Z2",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2023-05-09T16:30:042",
"eventSource": "supportplans.amazonaws.com",
"eventName": "CreateSupportPlanSchedule",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Firefox/91.0",
"requestParameters": {
"clientToken": "b998de5e-adlc-4448-90db-2bf86d6d9e9a",
"scheduleCreationDetails": {
"startLevel": "BUSINESS",
"startOffer": "TrialPlan7FB93B",
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"startTimestamp": "2023-06-03T17:23:56.109Z2",
"endLevel": "BUSINESS",

"endOffer": "StandardPlan2@74BB",
"endTimestamp": "2023-09-03T17:23:55.109Z2"

1,
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType,x-amzn-
ErrorMessage,Date",
"supportPlanUpdateArn":
"arn:aws:supportplans::111122223333:supportplanschedule/
b9a9a4336a3974950a6e670f7dab79b77a4b104db548a0d57050ce4544721d4b"
},
"requestID": "150450b8-e6la-4b15-93a8-c3b557alcas8",
"eventID": "a2alba44-610d-4dc8-bf16-29f1635b57a9",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Example : ListSupportPlanModifiers 9 H &% B

TR RBIERTZListSupportPlanModifiersi® M CloudTrail B&E% B,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::111122223333:user/janedoe",
"accountId": "111122223333",
"userName": "Admin"

iy
"attributes": {
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"creationDate": "2024-08-15T15:44:437",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2024-08-15T16:29:597",
"eventSource": "supportplans.amazonaws.com",
"eventName": "ListSupportPlanModifiers",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101
Firefox/91.0",

"requestParameters": null,

"responseElements": null,

"requestID": "7665c39a-d6bf-4d0d-8010-2f59740b8ecb",

"eventID": "b711bc30-16a5-4579-8f0d-9ada8febdlce",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management"

1B FX Amazon Web Services X EEME X

/A Important

H 2022 % 8 A3 Hig , LTRECHEFR , T HIMELME CloudTrail BEH, BXXF
HIREMNTIR | FS5 T # Amazon Web Services X% it ¥ B EXH% B,

* DescribeSupportLevelSummary — H&TFF Support it XITNEHE |, IHIREE REEN AER,

- UpdateProbationAutoCancellation - HZEMA KA RIHITHRUFZZFITH , AR
£ 30 RABUER , BT RIS EZHRE R B31BUE, ZHE7E Support plans ( X#FitXl ) WE
i B REVHEIE %R Opt-out of automatic cancellation (JBHBZEUH ) &Y , WIREE RELNEE

o BRMELNFREARZIFH W F I,

« UpdateSupportlLevel - HEERXXFITRIN , HBREE REZNAEH,
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Amazon Web Services X ArfEm
® Note
eventSource FEREAXLIRIEMN support-subscription.amazonaws.com fi& %
8] o

Example: B &% B DescribeSupportLevelSummary

AR Rl ERT ZDescribeSupportLevel Summaryi&4EfY CloudTrail HER B,

"eventVersion": "1.08",
"userIdentity": {
"type": "Root",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:root",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {3},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-01-07T22:08:05Z"

}
},
"eventTime": "2021-01-07T22:08:07Z2",
"eventSource": "support-subscription.amazonaws.com",
"eventName": "DescribeSupportlLevelSummary",
"awsRegion": "us-east-1",
"sourceIPAddress": "100.127.8.67",
"userAgent": "AWS-SupportPlansConsole, aws-internal/3",
"requestParameters": {

"lang": "
I
"responseElements": null,

"requestID": "b423b84d-829b-4090-a239-2b639b123abc",
"eventID": "eleeda@e-d77c-487b-a7e5-4014f7123abc",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

en

"eventCategory": "Management",

12% Amazon Web Services X 1T XIZEGHRE A12E
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"recipientAccountId": "111122223333"

Example: B %% B UpdateProbationAutoCancellation

AR RBIE R T iZUpdateProbationAutoCancellationi® 4 CloudTrail B&E% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "Root",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:root",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2021-01-07T23:28:43Z",
"eventSource": "support-subscription.amazonaws.com",
"eventName": "UpdateProbationAutoCancellation",
"awsRegion": "us-east-1", "sourceIPAddress": "100.127.8.67",
"userAgent": "AWS-SupportPlansConsole, aws-internal/3",
"requestParameters": {
"lang": "en"
},
"responseElements": null,
"requestID": "5492206a-e200-4c33-9fcf-4162d4123abc",
"eventID": "f4a58c09-0bb0-4ba2-a8d3-df6909123abc",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

Example: H&% B UpdateSupportLevel

AR R"AIE R T fUpdateSupportLeveli@EE N Developer Support Y CloudTrail HE%E .

"eventVersion": "1.08",
"userIdentity": {

Iltypell: IIROOtll’

"principalld": "111122223333",
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arn": "arn:aws:iam::111122223333:roo0t",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {3},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-01-07T22:08:05Z"

}

}
I
"eventTime": "2021-01-07T22:08:437",
"eventSource": "support-subscription.amazonaws.com",
"eventName": "UpdateSupportLevel",
"awsRegion": "us-east-1",
"sourceIPAddress": "100.127.8.247",
"userAgent": "AWS-SupportPlansConsole, aws-internal/3",
"requestParameters": {

"supportLevel": "new_developer"
},

"responseElements": {

"aispl": false,

"supportLevel": "new_developer"
1,
"requestID": "5df3da3a-6lcd-4a3c-8f41-e5276b123abc",
"eventID": "c69fbl49-c206-47ce-8766-8df6ecl23abc",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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Amazon Trusted Advisor B B EHid

Wi 2R Trusted Advisor BN Eft Amazon FARAENTHEM. TAMNMENEES
Mo Amazon 12t T U T —Lblsie T B3k S Trusted Advisor, EHIEIRMNHTIRE HERNBAZXE
BB,

« Amazon EventBridge R FRMMREEMHR , XERSGEHHERT Amazon BIRFHE
@M. EventBridge XIFEHBHRHEITE , HAEATLUREAN , UIGHRFELES  HEXLEEHS
EHEREEM Amazon BRSS At A B 3higE,

flan , Trusted Advisor 2 Amazon S3 FHEBNIERE. UREWELERBTEEREUTRENT
e . EEF R IHENRE A FEAZ2E 541U Amazon FAFP#TIAE. MREEBNREEL
47354t , M Trusted Advisor BEHRS A EFE R, EventBridge BN EBIMEH , REQBLKIXE
H, EETUREERE, BXxEZEE , B2 Amazon EventBridge A F /&,

« Amazon Trusted Advisor R E A HEMREREERZAR., HEMHEEMNES Amazon IKF L&MW
ko SBULAEF EventBridge R4 3% Trusted Advisor R EBHVIRA . RE , B LA Amazon
CloudWatch 82 %& 3 Trusted Advisor IR ER. = Trusted Advisor K ERVIRS K EZEAL (5l
W, EHTRERRSAFRSED ) i, XEEREERTHEA,

« Amazon CloudTrail #3XH & Amazon IKF AR ZK S A HH AP FRAMMEXEHS , HAFEE
XL ERIEER Amazon S3 . BRI SRIRMLERA MK~ EMA T Amazon, KHFRAKIER IP
it AR RN L ERE, BEXESELR , 238 (Amazon CloudTrail AF3ERE) o

FH

« £ Amazon 12 Amazon Trusted Advisor 8 & 45 £ EventBridge

« B2 Amazon CloudWatch ZR S ¥ 12 Amazon Trusted Advisor 1545
- fEF12% Amazon Trusted Advisor 2l & #4E Amazon CloudTrail

{#/ Amazon Y12 Amazon Trusted Advisor ® &45 R EventBridge

& T LAE A EventBridge R M{AIAS4ZE Trusted Advisor EEIRS. ARE , BEEGIEMNMAN | 2R
BEHRNEEANDIEEMNER , EventBridge A — MR Z4 B R RE,

BEEANRESENR , BALAEEA, BRRSEE. XRYEER., BaiBE4SHRMEMBREE, 6
W, MERERSHRRUINAZ (FE ) EXNBWNRE (L)  WABEENATBRRE,

« £/ Amazon Lambda BREUT B HN151% 48 Slack S8,
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https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-what-is.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/

Amazon Web Services % A5
s FEXRENEFEHIXET Amazon Kinesis it , A FLHE., ENHRSKRE,

« ¥ Amazon Simple Notification Service B &% Z| &R 8B F o4,

- ¥REX Amazon CloudWatch B RIE/ERE A,

B EventBridge # Lambda EIEX B 3 MR A E %15 & Trusted Advisor , S B F i Trusted
Advisor TE, GitHub

Q® EE
« Trusted Advisor REx KE HENER . HTERBERIENEH1ZEEF EventBridge.

o BWATARE, il AAKE I Amazon Web Services X35 it %= gEtl 2 Trusted Advisor
BREHAN, BXEZER , 555 EX Amazon Web Services X1 1%,

« 52 IKARS —#* Trusted Advisor , PRI EE#H# K1AF EventBridge £E R ( #F L L
I8 ) #hX,

REBLLT SR 612 EventBridge MM Trusted Advisor. TERIZEHHN 28I , FHITUTIRE

o BAEBPNEH, MNMBFR. EventBridgeBEXEZEER , B H T AR S# EventBridge ? £
(I 5% EventBridge AAF#EE) #,

- BIEFESHAN P ERADE R

E N 812 EventBridge M N Trusted Advisor

1. $TF Amazon EventBridge ##|#& , it J9https:/console.aws.amazon.com/events/o

2. EFEUXE , EFEHAREALAMN Region selector ( Xigik#EEs ) , AFIERR US East (N.
Virginia) ( EERE ( #HEFRLILE ) ).

3. ESMERP  EEAN,

4. EF CIEAN,

5. 1£ Define rule detail ( EXHNEMFEL ) WEHL , WA BZFHRFHER,

6. XWT BHELMANRE  RERAE , REEET—F,

7. EWEBEEHERATEL , hE4FREREAmazon B4 EventBridge S1EIKEEH,

8. 7t Event pattern ( BHER ) T , HREBIAE ( Amazon Web Services BES ) -
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9.

10.
11.

12.

13.

14.
15.

16.
17.
18.

19.

X+ Amazon Web Services fRS5 , &% Trusted Advisor.

¥t F Event type ( BHEH ) | #%# Check Item Refresh Status ( R EIN B RIFIRE ) -
NRERSIEFRATIET 2 —

« &% Any status ( EPIRES ) OIB S REMRSE RN,

- 1%&$F Specific status(es) ( FERD ) , RAREREL SN KZNE,

« %HIR- Trusted Advisor BN EXEIT3,.

« {§E- Trusted Advisor o3& E X ZMIRES,

« OK — Trusted Advisor R4 M El 3z FF1E [E &,

« B&- Trusted Advisor RN E Al gEFERY BB A B IGHITIRAE,
NEHREIEFUATEIZ— :

« % Any check ( HARE ),

- %#% Specific check(s) ( HERE ) , RAEMIIRPER —IHZIMREER,
7 Amazon RFIRFBLUTET 2 — :

 %&3#F Any resource ID ( EAEIR ID ) kA2 EEFMARRAMAN,

&% ARN ZLHRERIR ID , AR AFTENIL D RIREM (ARNs).
EET—F,

£ Select target(s) (£ B#R ) WHEHF , RBEALANCIENBEREE K REEEZXEME
R E MR, Bltn , B BN EH&1EE Amazon SQS BAFIZK Amazon SNS F&,

ii?%-lt_io
( WTi& ) 7 Configure tags ( LB ) WHEL , FINEERL , RAEEEBE Next ( T—F )

f£ Review and create ( F&EH A2 ) THL , FELNAN ZEABREFSELNEHLEE
Ko

EFE IEMN, E , BOANRFEE Trusted Advisor REER , ARFHEHREENEEENE
FRo
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£12 Amazon CloudWatch 23R LA 12 Amazon Trusted Advisor 5§
PR

Amazon Trusted Advisor RIFT X ER , 2 ERKREL RAVIER Trusted Advisor K El,
CloudWatchf& A LAfE CloudWatch P& EF B, B A LABIEEZR , LA N Trusted Advisor ¥ & KR
AT, BRAORSTICARRSESEAER ( LABIHARE ) o

RBILL S B NS E Trusted Advisor #5812 CloudWatch 1R,
FT

o FRZH

+ CloudWatch BY$8#F Trusted Advisor

 Trusted Advisor JEFr M4 E

FRF M

1£7 Trusted Advisor 3E#R |2 CloudWatch g 28] , FEEUTEER :
- T#RT CloudWatch EHIEFRMEIR. BXEZEEL , 155 Amazon CloudWatch FiF i8R HY
CloudWatch TH#ERHE,

« £/ Trusted Advisor 4] & 3 Amazon Web Services £ APl RIFT N X EHKMEHTNRES
B, BXEZER | BHSH RFRELE R,

A Trusted Advisor #E#r €12 CloudWatch Z31R

1. 3TFF CloudWatch ##l& , Pt 7 https://console.aws.amazon.com/cloudwatch/o

2. FERARXEEFRR[ARERERE (FHSFEILILE ) Amazon X,
3. HESMBERKT , EEEE.

4. EFECGEER.

5. EERIEFRIER.

6.

NFIER , MA—NRSNEEE , UHIEIERSIR, W, BRLRAERS
M ServiceLimitUsage= 4 E , 5l Trusted Advisor XE & 5,
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® Tip
o MATLIE R Trusted Advisor LA %I H REZ AT EIERR.
o BXRIENNEEZHNIIER  ESH Trusted Advisor IEFRFIEE

7. HEEREXRT , EPERNERE,

EUTRAH  RERAHRA IAM R ZRARER |, IEFRB T YellowResources,

N. Virginia All » TrustedAdvisor > Check Metrics Trusted & Advisor © 1AM © Access Key &
CheckName (2) Metric Name
IAM Access Key Rotation RedResources

v IAM Access Key Rotation YellowResources

8. ‘EEIEEIEN.

9. E“EBEERNZH MEL , RIEIZNLREERTEEERNIERAEF. CheckName

10. XtF Period (iR ) , B EESRERS TN EHFLESTBT BN RER , 05 248,
11. 7£ Conditions ( &% ) T , #%# Static ( #%&) EESBRNNEERMN

Blan | MBIZEBRKRTET >=REHAA L ENRE , XEWKRBEEEE Trusted Advisor # ll E
EOE—NMENE 90 KAKREERE IAM 15 R ZR4A R F IR,

© EE
« ¥ FGreenChecks. RedChecks. YellowChecksRedResources.
FYellowResourcesig#r , WU B E—IMATHETESNEERHNHE,

« Trusted Advisor 4 H H XX 1EF8 GreenResources , iX LR JR Trusted Advisor & &
5 BN EAr] 2] B2,

12. iij:%-lt_*/':o

13. 7E Configure actions ( Bt ER4E ) TWHE L , X F Alarm state trigger ( EBRSAEET ) , EF In
alarm ( 8% ),

14. 3}F Select an SNS topic ( E£#F SNS & ) , EFEIEH Amazon Simple Notification Service
(Amazon SNS) BRI E — M EH,
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Notification

Alarm state trigger

Define the alarm state that will trigger this action.

© Inalarm OK Insufficient data
The metric or expression is The metric or expression is The alarm has just started or
outside of the defined within the defined threshold. not enough data is available.
threshold.

Select an SNS topic

Define the SMNS (Simple Notification Service) topic that will receive the notification.

© Select an existing SNS topic
Create new topic

Use topic ARN

Send a notification to...

Q) Default_CloudWatch_Alarms_Topic X

Only email lists for this account are available.

Email (endpoints)

janedoe@example.com - View in SNS Console [

Add notification

15. ﬁ?¥-|:_5o
16. N TFEHRMER , WA SBENEHAHL,
17. ﬁ?¥-|:_5o

18. £ Preview and create ( iS4l ) TE L , EEEBFMES , AF%ER Create alarm ( B2
=E),

HIAM R B ARRRETHLE 5 28, EHEBEFEEHN SNS TERIXBEH,

Example: CloudWatch 3R & 58 7 #4438 &1

LTEFEREHEEEREERNE IAM BRI ZARREEREE R,
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You are receiving this email because your Amazon CloudWatch Alarm
"TIAMAcessKeyRotationCheckAlarm" in the US East (N. Virginia) region has entered the
ALARM state,

because "Threshold Crossed: 1 out of the last 1 datapoints [9.0 (26/03/21 22:44:00)]
was greater than or equal to the threshold (1.0) (minimum 1 datapoint for OK -> ALARM
transition)." at "Friday 26 March, 2021 22:49:42 UTC".

View this alarm in the Amazon Web Services #####:
https://us-east-1.console.aws.amazon.com/cloudwatch/home?region=us-

east-1#s=Alarms&alarm=IAMAcessKeyRotationCheckAlarm

Alarm Details:

- Name: IAMAcessKeyRotationCheckAlarm

- Description: This alarm starts when one or more Amazon access keys in
my Amazon account have not been rotated in the last 90 days.

- State Change: INSUFFICIENT_DATA -> ALARM

- Reason for State Change: Threshold Crossed: 1 out of the last 1 datapoints [9.0

(26/03/21 22:44:00)] was greater than or equal to the threshold (1.0) (minimum 1
datapoint for OK -> ALARM transition).

- Timestamp: Friday 26 March, 2021 22:49:42 UTC
- Amazon Account: 123456789012
- Alarm Arn: arn:aws:cloudwatch:us-

east-1:123456789012:alarm: IAMAcessKeyRotationCheckAlarm
Threshold:
- The alarm is in the ALARM state when the metric is GreaterThanOrEqualToThreshold 1.0

for 300 seconds.

Monitored Metric:

- MetricNamespace: AWS/TrustedAdvisor

- MetricName: RedResources

- Dimensions: [CheckName = IAM Access Key Rotation]
- Period: 300 seconds

- Statistic: Average

- Unit: not specified

- TreatMissingData: missing

State Change Actions:

- OK:

- ALARM: [arn:aws:sns:us-east-1:123456789012:Default_CloudwWatch_Alarms_Topic]
- INSUFFICIENT_DATA:
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CloudWatch BV$g#r Trusted Advisor

BAILAE A CloudWatch # ) & 8 Amazon Command Line Interface (Amazon CLI) RZ&E % 7] A 54K
Trusted Advisor,

BREMBMRUNAIERSWHRAZER, BIRMEENSIR , FSH A mazon CloudWatch FF 5
&% CloudWatch 18¥rHIAmazon RS .

& E Trusted Advisor 1845 ( #2HA )

& O LA & 5 CloudWatch 2 &l & HEF R 1] B4R Trusted Advisor,
EE WA Trusted Advisor 18#r ( #B#A& )

1. 3$TF CloudWatch #2#|& , Mt R https://console.aws.amazon.com/cloudwatch/o
FEAXEEFEFRHEEXERS ( FFELILE ) Amazon X1,

ESMERP | EERER,

MAEIRIAZEE , HlI0 TrustedAdvisor,

IERENEE | SR EER.

All metrics ( FREESR ) B FE R A ZH P ZERNER. SRMITUTRE !

2

a. BENRBITHRF , HERFEIIRE,

b. ERNEMLFEER  FRPZEMSHEIRE. BRAEMBER , BARROFITHHEIR
o

c. EREMRHEITRIE , BRBERER , REEERNITER.

UTFRAERTRLSE - FSREINVNBERORENER, ZREBET 13 MEEBFR.
Trusted Advisor BN R AEHEEXE,
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Security Groups - Specific Ports Unrestricted Th 3h 12h 1d 3d 1w custom (4w) - | Line ¥ | | Actions ¥ - v | ®
Count
125 = r
6.5
0 03'172“2'33
0z/27 03/01 03/03 03/05 03/07 03/09 031 0313 03/15 A N3019 03/21 03/23 03/25

@ YellowResources

All metrics Graphed metrics (2/4) Graph options Source

N. Virginia v All > TrustedAdvisor > Check Metrics | Q

CheckName (104)

Load Balancer Optimization

Low Utilization Amazon EC2 Instances

Low Utilization Amazon EC2 Instances

MFA on Root Account

MFA on Root Account

Overutilized Amazon EBS Magnetic Volumes
Overutilized Amazon EBS Magnetic Volumes

v Security Groups - Specific Ports Unrestricted

v|  Security Groups - Specific Ports Unrestricted

2021-03-17 23:15 UTC

1. @ YellowResources 13
2 ) RedResources ]

Metric Name
YellowResources
RedResources
YellowResources
RedResources
YellowResources
YellowResources
RedResources
RedResources

YellowResources

Graph search

7. (WiE) ERHERAFMNE CloudWatch (UFRIR , HFEFRAE , RREFHRMBULERR.

BRUZERUEFENRNESER | F

& & Trusted Advisor 8% (CLI)

A LAfE R list-Metrics Amazon CLI s S EB W AT A E¥r. Trusted Advisor

Example: 5l i A WA PR B $E#5 Trusted Advisor

2% Amazon CloudWatch AP EE P2 ERER K.

LT ROIEEEEE HFMEIBIRMAWS /TrustedAdvisords & Z8 (Al Trusted Advisor,

aws cloudwatch list-metrics --namespace AWS/TrustedAdvisor

Em L ARSI TRARRLL

"Metrics": [

{

"Namespace": "AWS/TrustedAdvisor",

CloudWatch B9$E%5 Trusted Advisor
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"Dimensions": [

{
"Name": "ServiceName",
"Value": "EBS"
},
{
"Name": "ServicelLimit",
"Value": "Magnetic (standard) volume storage (TiB)"
},
{
"Name": "Region",
"Value": "ap-northeast-2"
}
1,
"MetricName": "ServicelimitUsage"
I
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Overutilized Amazon EBS Magnetic Volumes"
}
1,
"MetricName": "YellowResources"
I
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "ServiceName",
"Value": "EBS"
},
{
"Name": "ServicelLimit",
"Value": "Provisioned IOPS"
},
{
"Name": "Region",
"Value": "eu-west-1"
}
1,
"MetricName": "ServicelLimitUsage"
I
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{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "ServiceName",
"Value": "EBS"
},
{
"Name": "ServicelLimit",
"Value": "Provisioned IOPS"
},
{
"Name": "Region",
"Value": "ap-south-1"
}
1,
"MetricName": "ServicelimitUsage"
.

Example : 5| H4EHNFTE IR

AR RBIEE AWS/TrustedAdvisor @& ZE M Region #ELUEFIEE Amazon XiFH ATAE
FRo

aws cloudwatch list-metrics --namespace AWS/TrustedAdvisor --dimensions
Name=Region,Value=us-east-1

v AR E U TRARREL

"Metrics": [
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [

{
"Name": "ServiceName",
"Value": "SES"

},

{
"Name": "ServicelLimit",
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"Value": "Daily sending quota"

1,
{
"Name": "Region",
"Value": "us-east-1"
}
1,
"MetricName": "ServicelLimitUsage"

"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [

{
"Name": "ServiceName",
"Value": "AutoScaling"
},
{
"Name": "Servicelimit",
"Value": "Launch configurations"
},
{
"Name": "Region",
"Value": "us-east-1"
}
1,
"MetricName": "ServicelLimitUsage"

"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [

{
"Name": "ServiceName",
"Value": "CloudFormation"
I
{
"Name": "ServicelLimit",
"Value": "Stacks"
I
{
"Name": "Region",
"Value": "us-east-1"
}
1,
"MetricName": "ServicelLimitUsage"

CloudWatch BY3#8#% Trusted Advisor
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Example : 5l 4$E B R B MRAVIE R

AT RBIFEE AWS/TrustedAdvisor & Z 8 RedResources IR B MR EF LIS EBIFH

&R

aws cloudwatch list-metrics --namespace AWS/TrustedAdvisor --metric-name RedResources

IEHVR HE TRES LT AR L

"Metrics": [

{

"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [

{
"Name": "CheckName",
"Value": "Amazon RDS Security Group Access Risk"
}
1,
"MetricName": "RedResources"
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Exposed Access Keys"
}
1,
"MetricName": "RedResources"
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Large Number of Rules in an EC2 Security Group"

CloudWatch BY3#8#% Trusted Advisor
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}
1,
"MetricName": "RedResources"
.
{
"Namespace": "AWS/TrustedAdvisor",
"Dimensions": [
{
"Name": "CheckName",
"Value": "Auto Scaling Group Health Check"
}
1,
"MetricName": "RedResources"
.

Trusted Advisor JE¥rFI4E &
BEXA AT CloudWatch ZiRFME KM Trusted Advisor IEFRH4EE | HSHE T XK.
Trusted Advisor ¥ &% B FE+R

& 0] LAE A LA T 8 #R 31T Trusted Advisor 2,

R 151 BA
RedResources A FOEIRSH TR ( BUCREURE ) -
YellowResources LTFHREBRSHERR (BUURAE ) .

Trusted Advisor RS BLEI R B FEHR

Ba LU LA T 845 T Amazon Web Services RS B,

=T 15 BA
ServicelimitUsage RERFEAEXNRSEE ( AR ARE ) WE 2,

Trusted Advisor ¥R 4k E
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RERIIEIRHERE

& O] LAfE F LA N 4 E # 1T Trusted Advisor &,

HE 15, BA
CheckName Trusted Advisor X ZH & o

IR A LATE Trusted Advisor 2l & 3 Amazon Trusted Advisor &
SZ7% R BMERER .

RSB BUIE PRV 4E E

BRI LA LA T 4 B T Trusted Advisor BRS ELEIEIT.

W 54 B3

Region Amazon Web Services X3 AT RS ELH .
ServiceName Amazon Web Services ARSI E o
ServicelLimit PR 55 B 8 Y & o

EXBRSEIMEZEE , 15 H Amazon Web Services — k5
# i Amazon Web Services RS BR#l,

£ Fid 3 Amazon Trusted Advisor ¥4 & #&4# Amazon CloudTrail

Trusted Advisor 5 Amazon CloudTrail—IfRSERK , ZRFREAF. ABH Amazon RFEFH
ITHVIRMERYIE & Trusted Advisor, CloudTrail FHEVEHIR Trusted Advisor I E#H., IR FILITIER
B Trusted Advisor #ZH| &M, MREGIZERER , M AL ATFFLER S #HE £ 7RSS (Amazon
S3) Storage Service Ff##1&i% CloudTrail B4 , EMNEMH. Trusted Advisorfl RIE Kl BERER |,
AR A LAEE CloudTrail BHI AN EHFH L IERPEEREFHNEH, EAKENES CloudTrail , &1
LAY E m BNE R & Trusted Advisor, & HERM IP bk, #ARH TiER, AR HERAKREAM
HFAER

ETHEZEE CloudTrail , SFENMAEEMBATE , 52 Amazon CloudTrail A8/,
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https://console.amazonaws.cn/trustedadvisor/home
https://docs.amazonaws.cn/general/latest/gr/aws_service_limits.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
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Trusted Advisor 1§ £ 7 CloudTrail

CloudTrail & 8|2 Amazon Ik i EEEHKF EFA. 2 Trusted Advisor 12 &R HI X FHNE
R | ZEI &5 H M Amazon BRS CloudTrail B4 —RiCRESHHLiIERZF, BRI EEDS
) Amazon lkFHEE, BRNTHRERENSH., EXELEE  FSRAEHAEHTLIERESR
CloudTrail =,

ERFZILRE Amazon IKF PSS |, IEMNEH Trusted Advisor , BRI RER. RERAW
CloudTrail ¥ A & X H& % E| Amazon S3 HFi#ER. TIRERT , EEH AP LIRRER |, SLERERMN
RATPE Amazon X1, BRERIZE Amazon 7 XHPMEXEHNEH , HFABEXXHERETEEEN
Amazon S3 FEHE, AL |, EBAILAE B H M Amazon BRSS , LAt —F 2T M4 E CloudTrail BEAF UK
ENEABIE. EXELZEE  BSRATINE :

- B RFEELA
« CloudTrail Z#5#IRSS FERK

« ELiE Amazon SNS &ZXI CloudTrail
o« M\EZNMNXEHEW CloudTrail BEXX M ZANK F #UR CloudTrail B &34

Trusted Advisor X #54F Trusted Advisor #2#| B REN FEENEH CloudTrail iIBREBEXHH,
CloudTrail 183X TR :

 BatchUpdateRecommendationResourceExclusion

* CreateEngagement

+ CreateEngagementAttachment

+ CreateEngagementCommunication
* CreateExcelReport

* DescribeAccount

* DescribeAccountAccess

* DescribeCheckItems

* DescribeCheckRefreshStatuses
« DescribeCheckSummaries

* DescribeChecks

* DescribeNotificationPreferences

* DescribeOrganization
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_BatchUpdateRecommendationResourceExclusion.html
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DescribeOrganizationAccounts
DescribeReports
DescribeServiceMetadata
ExcludeCheckItems
GenerateReport

GetEngagement
GetEngagementAttachment
GetEngagementType
GetExcelReport

GetOrganizationRecommendation

GetRecommendation

IncludeCheckItems

ListAccountsForParent

ListChecks

ListEngagementCommunications
ListEngagementTypes

ListEngagements

ListOrganizationRecommendationAccounts

ListOrganizationRecommendationResources

ListOrganizationRecommendations

ListOrganizationalUnitsForParent

ListRecommendationResources

ListRecommendations

ListRoots

RefreshCheck
SetAccountAccess
SetOrganizationAccess
UpdateEngagement
UpdateEngagementStatus

UpdateNotificationPreferences

Trusted Advisor 1§ £ 7& CloudTrail
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https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_GetOrganizationRecommendation.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_GetRecommendation.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_ListChecks.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_ListOrganizationRecommendationAccounts.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_ListOrganizationRecommendationResources.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_ListOrganizationRecommendations.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_ListRecommendationResources.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_ListRecommendations.html
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* UpdateOrganizationRecommendationLifecycle

» UpdateRecommendationLifecycle

B X Trusted Advisor | B IR/EMNTEFIR |, SR Trusted Advisor actions,

(® Note

CloudTrail &£ %E Trusted Advisor APl 22 f1i2 & Amazon Web Services 35 API 1€, B
X*XEZER |, HSFEAICFE Amazon Web Services X1 API i Amazon CloudTrailo

BNMNEHRAEFBHBIEEXRERNBERNARGE. SNEEEHTEHENATHE :

« BEREZMFEARIEFRZER Amazon Identity and Access Management (IAM) B FEIEA Ho
- BRECEAACERKEAFNIGENZEEU R HN,

- BREEHEM Amazon RF A H.

BEXEZEER |, H5FCloudTrail BF B4 TE,

A~ : Trusted Advisor A& H

RER—MEE 6 AFUSHENAEXHEEEIEIEERN Amazon S3 %M. CloudTrail B & XX #
BE—NEENMNEEZRE. BHRAKRKRBEMRENEMER , BEEXFERWRE. BEN BB
B, BERSHBEFNFES. CloudTrail BEXHFE2LHE AP BANEFHERRER , Akl fT2RkE
A4 E M B

Example: H&% B RefreshCheck

LR RBIETRT —4 CloudTrail BESE , Z5%BJER T Amazon S3 F#BRAEFIKE
(IDR365s2Qddf) #IRefreshChecki®{E,

"eventVersion":"1.04",

"userIdentity":{

"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/janedoe",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
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https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_UpdateOrganizationRecommendationLifecycle.html
https://docs.amazonaws.cn/trustedadvisor/latest/APIReference/API_UpdateRecommendationLifecycle.html
https://docs.amazonaws.cn/awssupport/latest/APIReference/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"userName":"janedoe",
"sessionContext":{

"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2020-10-21T22:06:18Z"
}

}

.
"eventTime":"2020-10-21T22:06:33Z",
"eventSource":"trustedadvisor.amazonaws.com",
"eventName":"RefreshCheck",
"awsRegion":"us-east-1",
"sourceIPAddress":"100.127.34.136",
"userAgent":"signin.amazonaws.com",
"requestParameters":{
"checkId":"R365s2Qddf"

1,
"responseElements":{
"status":{

"checkId":"R365s2Qddf",
"status":"enqueued",
"millisUntilNextRefreshable" :3599993
}

iy
"requestID":"d23ec729-8995-494c-8054-dedeaEXAMPLE",

"eventID":"a49d5202-560f-4a4e-b38a-02f1cEXAMPLE",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

}

Example: H&% B UpdateNotificationPreferences

LR RBIE R T E/RZUpdateNotificationPreferencesi® M CloudTrail BESEK B,

"eventVersion":"1.04",

"userIdentity":{

"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/janedoe",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

"userName":"janedoe",
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"sessionContext":{

"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2020-10-21T22:06:18Z2"
}

}

+
"eventTime":"2020-10-21T722:09:497",

"eventSource":"trustedadvisor.amazonaws.com",
"eventName":"UpdateNotificationPreferences",
"awsRegion":"us-east-1",
"sourceIPAddress":"100.127.34.167",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"contacts": [

{

"id":"billing",

"type":"email",

"active":false

I

{

"id":"operational",

"type":"email",

"active":false

},

{

"id":"security",

"type":"email",

"active":false

}

1,

"language":"en"

},

"responseElements":null,
"requestID":"695295f3-c81c-486e-9404-fal48EXAMPLE",
"eventID":"5f923d8c-d210-4037-bd32-997c6EXAMPLE",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

}
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Example: H&% B GenerateReport

TR RHIERT E RiZGenerateReporti K CloudTrail H&ES$H. WRESR
BIER S

"eventVersion":"1.04",
"userIdentity":{

"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/janedoe",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"janedoe",
"sessionContext": {

"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2020-11-03T13:03:10Z"
}

}

.
"eventTime":"2020-11-03T13:04:2972",

"eventSource":"trustedadvisor.amazonaws.com",
"eventName":"GenerateReport",
"awsRegion":"us-east-1",
"sourceIPAddress":"100.127.36.171",
"userAgent":"signin.amazonaws.com",
"requestParameters":{
"refresh":false,
"includeSuppressedResources":false,
"language":"en",

"format":"JSON",
"name":"organizational-view-report",
"preference":{

"accounts": [

1,

"organizationalUnitIds":[

"r-j134"

1,

"preferenceName" :"organizational-view-report",
"format":"json",

"language":"en"

}

®EY Amazon AR

=l : Trusted Advisor B &% E
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},

"responseElements":{

"status":"ENQUEUED"

I
"requestID":"bb866dcl-60af-47fd-a660-21498EXAMPLE",
"eventID":"2606c89d-c107-47bd-a7c6-ec92fEXAMPLE",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

}
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R A B HEE

*F Amazon EC2 Windows 3£4i , BRI LA R EC2 escue R EERHYSEH] , LARSBYIR B E IR
A, WEBEXHHE B Amazon Web Services X R FIE, BIETLAEH R EC2 escue X%
MRELTZEEEBITHEFINEE. BEXEZELR , BSREWMAER EC2Rescue FEE D H EC2
Windows LI EBEBR S E 0] & 2

BET RSN RBHEE

RZE Amazon Web Services fRSS N ETSREMREETT , A AMERRZBIHBEIE AT Amazon
Web Services ¥, TxRIBMH TiE@EAHEE TTAEEE (BRBRSHEY ) .

(® Note

TRERTHRERNRSIIR, BEREMBEHRREDR , HEMH Amazon B FHE LK
BRIAME,

AR S5 Link

Amazon Web Services X Amazon & RA 4 iRt THEHERR
Amazon API| Gateway X HTTP [F] @t 17T S FEHERR APIs
Amazon AppStream L S #h it 1T S FE HERR AppStream
Amazon Athena f£ Athena 1T FEHERR

Amazon Aurora MySQL Amazon Aurora #FEHEER

Amazon Aurora PostgreSQL Amazon Aurora #EEHERR

Amazon EC2 Auto Scaling Auto Scaling #FEHERR

Amazon Certificate Manager WEHE
(ACM)

Amazon CloudFormation Amazon CloudFormation|al @ #Hf &
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https://www.amazonaws.cn/premiumsupport/knowledge-center/ec2rescue-windows-troubleshoot/
https://www.amazonaws.cn/premiumsupport/knowledge-center/ec2rescue-windows-troubleshoot/
https://docs.amazonaws.cn/index.html
https://docs.amazonaws.cn/general/latest/gr/signature-v4-troubleshooting.html
https://docs.amazonaws.cn/apigateway/latest/developerguide/http-api-troubleshooting.html
https://docs.amazonaws.cn/appstream2/latest/developerguide/troubleshooting.html
https://docs.amazonaws.cn/athena/latest/ug/troubleshooting-athena.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/CHAP_Troubleshooting.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/CHAP_Troubleshooting.html
https://docs.amazonaws.cn/autoscaling/latest/userguide/CHAP_Troubleshooting.html
https://docs.amazonaws.cn/acm/latest/userguide/troubleshooting.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/troubleshooting.html
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BR S5

Amazon CloudFront
Amazon CloudHSM
Amazon CloudSearch
Amazon CodeDeploy

Amazon CloudWatch

Amazon Database Migration
Service

Amazon Data Pipeline
Amazon Direct Connect
Amazon Directory Service
Amazon DynamoDB
Amazon Elastic Beanstalk

Amazon Elastic Compute
Cloud ( Amazon EC2 )

Amazon Elastic Container
Service ( Amazon ECS )

Amazon Elastic Kubernetes
Service (Amazon EKS)

Elastic Load Balancing

Il 5% ElastiCache
( Memcached )

Link

[FEHFE | RTMP 4 B v B HF &

HIEESEE

X 5 b 1T B BE HEBR CloudSearch

Amazon CodeDeploy[a) B &

https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitorin
g/CloudWatch-metric-streams-troubleshoot.html [a] B HE &=

R IE RIS SR Z Amazon Database Migration Service

HIEHEE

Amazon Direct Connect/a] S HE 2

Amazon Directory Service & I 7] B £F M fif 25

SEMERRES | SSL/TLS HE#EE NV v B S AR E

HIEHEE

SIS PEHERR | Windows SEHIFEHERR | VM Import/Export #FE
BERR | APl B REEIRBFE

Amazon ECS #FEHEBR

Amazon EKS #[EHERR

Xt Application Load Balancer #1TRIBIHEE | WL HATIITHES
BT RIEHEE

Xt R AT B B E

BETRSHREH S

API M7 2026-06-08 490


https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/Troubleshooting.html
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/Streaming_Troubleshooting.html
https://docs.amazonaws.cn/cloudhsm/latest/userguide/cloud-hsm-troubleshooting.html
https://docs.amazonaws.cn/cloudsearch/latest/developerguide/troubleshooting.html
https://docs.amazonaws.cn/codedeploy/latest/userguide/troubleshooting.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch-metric-streams-troubleshoot.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch-metric-streams-troubleshoot.html
https://docs.amazonaws.cn/dms/latest/userguide/CHAP_Troubleshooting.html
https://docs.amazonaws.cn/datapipeline/latest/DeveloperGuide/dp-troubleshooting.html
https://docs.amazonaws.cn/directconnect/latest/UserGuide/Troubleshooting.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/admin_troubleshooting.html
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/DynamoDBPipeline.html#DataPipelineExportImport.Troubleshooting
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/ats-certs.html
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/troubleshooting.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-instance-troubleshoot.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/troubleshooting-windows-instances.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/VMImportTroubleshooting.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/VMImportTroubleshooting.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/query-api-troubleshooting.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/troubleshooting.html
https://docs.amazonaws.cn/eks/latest/userguide/troubleshooting.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/load-balancer-troubleshooting.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-troubleshooting.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-troubleshooting.html
https://docs.amazonaws.cn/AmazonElastiCache/latest/mem-ug/Troubleshooting.html
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AR

I 53 ElastiCache ( Redis
0SS)

Amazon EMR

Amazon Flow Framework
Amazon Glue

Amazon Glue DataBrew
Amazon GovCloud (US)

Amazon Identity and Access
Management (IAM)

Amazon Keyspaces ( Apache
Cassandra %% )

Amazon Kinesis Data Streams

& A F Apache Flink B9IL 5 i#
RERS

Amazon Data Firehose
Amazon Lambda

Il &3 OpenSearch fRS
Amazon Personalize
Amazon Quick

Amazon Resource Access
Manager (Amazon RAM)

Link

X MR AT B HEE

SHRABHE

R BB E M 1 R 7R

WEEHEZE Amazon Glue

% Amazon Glue DataBrewH #9 & 10 #0117 (8] #t 17 H FE HERR

HEHE

IAM B HE B

Amazon Keyspaces ( Apache Cassandra &% ) i EHEE

Amazon Kinesis Data Streams B2 85 FEHEBR | Amazon
Kinesis Data Streams 1§ f 25 % FE HE R

MREREEHERR | $tX¢ SQL N AEFAYEA T Apache Flink f9I1 5
B AR 55t 1T MR HERR

Amazon Data Firehose i fEHE

HIEHERR AN 532 Amazon Lambda &g CloudWatch

0 35 OpenSearch BRES3# 1T HFEHER

HIEESEE

Amazon Quick SRR E | Bb3 TR REEMRE

HEZE Amazon RAMHE (8] B

BETRSHREH S
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https://docs.amazonaws.cn/AmazonElastiCache/latest/red-ug/Troubleshooting.html
https://docs.amazonaws.cn/emr/latest/ManagementGuide/emr-troubleshoot.html
https://docs.amazonaws.cn/amazonswf/latest/awsflowguide/troubleshooting.html
https://docs.amazonaws.cn/glue/latest/dg/troubleshooting-glue.html
https://docs.amazonaws.cn/databrew/latest/dg/security_iam_troubleshoot.html
https://docs.amazonaws.cn/govcloud-us/latest/UserGuide/govcloud-troubleshooting.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/iam-troubleshooting.html
https://docs.amazonaws.cn/keyspaces/latest/devguide/troubleshooting.html
https://docs.amazonaws.cn/kinesis/latest/dev/troubleshooting-producers.html
https://docs.amazonaws.cn/kinesis/latest/dev/troubleshooting-consumers.html
https://docs.amazonaws.cn/kinesis/latest/dev/troubleshooting-consumers.html
https://docs.amazonaws.cn/kinesisanalytics/latest/java/performance-troubleshooting.html
https://docs.amazonaws.cn/kinesisanalytics/latest/java/performance-troubleshooting.html
https://docs.amazonaws.cn/kinesisanalytics/latest/java/performance-troubleshooting.html
https://docs.amazonaws.cn/firehose/latest/dev/troubleshooting.html
https://docs.amazonaws.cn/lambda/latest/dg/monitoring-functions.html
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/handling-errors.html
https://docs.amazonaws.cn/personalize/latest/dg/troubleshooting.html
https://docs.amazonaws.cn/quicksight/latest/user/troubleshooting.html
https://docs.amazonaws.cn/quicksight/latest/user/troubleshooting-skipped-rows.html
https://docs.amazonaws.cn/ram/latest/userguide/troubleshooting.html
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Amazon Redshift

Amazon Relational Database
Service (Amazon RDS)

Amazon Route 53
1L 5% SageMaker Al

Amazon Silk

Amazon Simple Email Service

(Amazon SES)

Amazon Simple Storage
Service ( Amazon S3)

Amazon Simple Workflow
Service (Amazon SWF)

Amazon Storage Gateway

Amazon Systems Manager

Amazon Virtual Private Cloud

(Amazon VPC)

Amazon Virtual Private
Network (Amazon VPN)

Amazon WAF
Amazon WorkMail

Amazon WorkSpaces

Link

ERREREER | BIEABBEEBEER | Amazon Redshift E il E
BEBR | Amazon Redshift 8 #ic M FEHEBR | Amazon Redshift
Spectrum M EHERR

HFEHERR | Amazon RDS £ N AR EHERR | Amazon RDS
Custom E3E E 7 B 8 BE BERR

Amazon Route 53 [A]@HEZ&E

WEEHERR | D% A SageMaker | Studio £E MRS

HEHE

Amazon SES #EHER

HUEE PERR

Amazon AT Java WREESR | MEHBRMBIRET | Ruby
B Amazon REEZS | HEHERINREE TERE

BEEM K A&
SSM Agent #EHERR
HEHEE

X B 7 R iR B 1T i FE BERR

i FF RIS R Amazon WAF R 1EHE

% Amazon WorkMail ™ £& B F 12 /7 3 1T U S HERR

I 5 # WorkSpaces [A] @£ ¥ 2 | IS WorkSpaces & 77 8]
SR

BETRSHREH S
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https://docs.amazonaws.cn/redshift/latest/dg/queries-troubleshooting.html
https://docs.amazonaws.cn/redshift/latest/dg/t_Troubleshooting_load_errors.html
https://docs.amazonaws.cn/redshift/latest/mgmt/troubleshooting-connections.html
https://docs.amazonaws.cn/redshift/latest/mgmt/troubleshooting-connections.html
https://docs.amazonaws.cn/redshift/latest/mgmt/db-auditing.html#db-auditing-failures
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