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P, 5B A MFA #XE IAM B FEFRITESFIENNR,

BXREYUENRY IAM AFNEZER , 30 (AM BFERE) PHUATER !

o E/REY IAM A P 812 Amazon Web Services T f°
« SEAT Amazon &R 8] £ PR & HE
« EF IAM B0 K E R B

2 2 %5 . Bi% Amazon Direct Connect & FiE#

SN FEAER , B LE A Amazon Direct Connect 34| 8 1230EEIFER, NTIEEERE |, F5
Amazon Direct Connect SENHESEREREERE, BREEFUTER

- BMEBNHRORE, ERYUEEEERZE , BEEERRORE,

o EREML IE Amazon Direct Connect fZ &,

(® Note

A BEEFH Amazon Direct Connect &l B 1ERIEEERE, ik , BB R Amazon Direct
Connect S1EMR#E , BHENETLURNEBEIBIEEERE K REBEZZEE, BUIUATESRH
BEEIREERE,

E 0|22 8 Amazon Direct Connect E#

1. $TF https://console.aws.amazon.com/directconnect/v2/home ##|& , Mik Amazon Direct
Connect,

2. ESMERT , BREE  RAGRFBREK,

Bt & Classic £ 50


https://www.amazonaws.cn/
https://www.amazonaws.cn/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-iam-user
https://docs.amazonaws.cn//IAM/latest/UserGuide/id_users_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_examples.html
https://console.amazonaws.cn/directconnect/v2/home

Amazon Direct Connect AriEE
3. i%&#% Classico

4. 7 Create Connection (BI2iE#E) B# L , /£ Connection settings (EZIRE) T , ITU T
£ -

a. X7F Name (B%) , WAEEN B
b. X F Location ({L&) , 1£#F&E X # Amazon Direct Connect {Z{&,

c. MMREA , 3TF Sub Location (Sub L&) , EFFIFEESIENNEREBHEE., HLIETY
EZNEEERAYN S NMMEEHRRELENE (MMR) A,

d. X¥F Port Speed (I OEE) , kB EHE TR,

e. X F On-premises , FEFEAEZERTEHHED O |, FiEE B Amazon Direct
Connect S 1E{K#IERE,

f. WFARSZIBME |, F%#E Amazon Direct Connect §1EU 4, MREFEANESEUETEIIR
B | FiEEF Other (EAth),

g. MRLBHRSREHAEERETHM , N THERHEBENER , FAAESERNSFEXFNS
Fho

h. ( AT3% ) AN BRIR

[ IFRE] £ Add tag ( RIFRE ) |, RERITUTIRE :
« WF Key () , mABEM,
- XTE, WmARE

(B RARES] AR | IR RAR S,
5. BIBOIRER,

RZAREFE 72 M IIF/ES Amazon FEEFRENERANECHNEEERBR D, ELLHE , EAES
WE —HETEet  HPESEXENEARFITEEMLENESFEENER, EFRHRFRERSE
A fE A RY BB F R - b it Amazon, BMIE 7 BAEE , BRHIBRZESE,

EXEZEELR |, {52 Amazon Direct Connect & FiEEMNITE ERE,

EZREEE

RIS TE Amazon Direct Connect 2 H|l A IZESREER  AETEAUBRERNED, KPRGEAT
REEE
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1. $TF https://console.aws.amazon.com/directconnect/v2/home ##|& , Mik Amazon Direct
Connect,

2. TESMBE®KS | %F Connections (W R EU R VPN %),
3. LERREEERE, ARLRRES,

%R Accept (%),

( TRE#E ) $B, 3 : 75 LOA-CFA

HEREEER , RINSOERUBRNBINERREDE S (LOA-CFA) HIETH , HNEBT B FoR#
AR RIEB TG | ERERUEZFEE. LOA-CFA BEEMEN Amazon , t RHEERMUEHHEM
MEREBEULEMEERE ( XEE ) FTLER,

ZE T & LOA-CFA

1. $TF https://console.aws.amazon.com/directconnect/v2/home 2 #|& , ity Amazon Direct
Connect,

2. TESMBE®KS , %E# Connections (W R E|35 = VPN E3E),
3. EBEE , ABIEE View Details (EFHFAEFE).
4. EFETE LOA-CFA,

F#F LOA-CFA 3 PDF X# T EIEMNITEN Lo

(® Note
MRZHEERBRH , LOA-CFANIE T EHETE,., EEENBE T4, THREBER
FBREEZERE, NRNATH , REELE 72 THEDEBFHREE B FER4E |, BFEHRER
Amazon X,

5. T8U5 LOA-CFA , iBHITUTE—184E :

« MRIKIETES Amazon Direct Connect SEMNHRMEZREFTEE , BRHEHKEELMAI] , LOA-
CFA LAE#u{1 7 LATEi% Amazon Direct Connect t#h S R BT R XiERE, MBI EREIT
MR RNEE , BuEERREINEEREDS,
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RAriEmE

o WRIFTEZ Amazon Direct Connect it R B8 % , BRI ERSIEUBRBEENSKERE, &
PRAFEERNBHER,, &AM 1RHIZRNES Amazon EHSHEZENEBRUREREE
B EFTENE S, LOA-CFA

Amazon Direct Connect 5l 3 24Nk KBV = ( 4l20 Equinix DC1-DC6 & DC10-DC11 ) #iRB N K
B, MREHEHMERUEBNWERMLTHIE-SSFP , BUBERIREEE S EMRD , BIEE
Zim O TREIRNFEIZERD .

/A Important

RE# M H B — Amazon Direct Connect #th 2, ESSI S A AY |, HEES AR Amazon
Direct Connect {Z & RIiEHE,

MREFEWMERHEIEELYEERMNERFA , FSRFEE 1 E (W2 ) RE,

SR 4 glEBERERD

EFF 13 R 28 Amazon Direct Connect 3% , MBIE—NELED, BULSIE— N ABEIE
OXREEREZN VPC, H¥E , BAUGE—NMNARELIEOREZTE VPC FH 2 Amazon BR
%, AIEE VPC WRAEENEOR  SFEMEEEIINE VPC WAAEELED, fln , BFE=
NELE B IE OEREEI =4 VPC,

HETT IR El , FRERECHABUTEER

RIR
Connection
EREORR
EREOMEE

( IXPRFAE EH#L
EO) EE

ERER

BERNHEBEELEDOK Amazon Direct Connect EEEEEREA (LAG).
R OB,

MREBANZ—PKFIBELSRE , WEES— Amazon IKFEIKF ID.

EiE#Z2|E— Amazon Xigi#) VPC , BEEHRNEBCZH VPC REEUAEN
Xo BGP £1i& Amazon iw#Y ASN MEBRIRAA MK 4R, HEIRELLEWN
XA, BALIEEECSHFE ASN. BN , Amazon 2RHERIA ASN. BX
EZER , 2 (Amazon VPC AFHERE) FRGIEEDAREMNK, EEY
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RIR

VLAN

PREER

Direct Connect M>%iE#£Z] VPC , #£EE Direct Connect Mk, BXEZELE
, 152 Direct Connect F><,

BHEE EEARERANE —ELBIEM ( VLAN ) #53%, ZEXLRNTF 1
4094 2|8 , FANABTEUAMN 802.1Q trtt. FMZLT Amazon Direct
Connect IEZN R EELMNA LIRZ,

MREBEHEEERE , WA Amazon Direct Connect §EN LM E, 2
BELMEAOR , TEESULE,
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RE #0432
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N

A%#F IPv4, IPve EAH—/ ( Mtk ) N BGP XELHE, B2EA

Amazon StFREVEEM IP (EIP ) SRET IP #biik ( BYOIP ) REIERABE#LEO

o BT
SBE 7
. IPv4
* (
B

EER-MELSEDO ENE— IP it R 0IE S BGP £1F, P bt
B E BGP MEXEELIEONE — IR,

NEREAEELED ) BUNIEERHENE —LF IPv4 ik, ERUR
Tz—:
ZF{AE® IPv4 CIDR

XLEFLUREAANE IP ( BEFRHABERABRMAM Amazon ) , BXIE IP
Amazon BEHEEXE IP XAFERAMEEN FMEB, il , MRESE
T—A/315e@ , $11203.0.113.0/31 , WATLARFEH203.0.113
.0 AFXNEIP M203.0.113.1 X Amazon & IP, =& , W
RIEBDET —N/2458F , H121198.51.100.0/24 , M AT LA
H198.51.100.10 ATXS IP #1198.51.100.20 X Amazon &
1P,

« #&H Amazon Direct Connect &1E{L 5L ISP B K IPSEE , AKX

LOA-CFA #&1X

« Amazoni2f#) /31 CIDR. BX% Amazon Support , iR —1M2AF IPv4

(
(=
=l

3
=

gl
H

CIDR ( HEEWBERFPRE—NABH )

(® Note

BN BERIERNBESHEX AmazoniR A H IPv4 #i3tAY
FrEER,

XPRFABERLIED ) Amazon AIARBERFAE IPv4 titt, MRER
BE , THEMNNBBEREEDORN Di Amazon rect Connect #0018 EFA
CIDR, #ltn , i§/iEEA M E P AL IP ik, SAREED
L, X% IP 1 Amazon BEHEXNE IP A EFAERKN FREBE, 5
, MRIESE T —1/308E , H110192.168.0.0/30 , N AT

192.168.0.1 AFXZ IP #1192.168.0.2 %t Amazon £ IP,

Bt & Classic &

55


https://www.amazonaws.cn/support/createCase

Amazon Direct Connect

RAriEmE

RIR

ek R 5

BGP 58

(RBRABELL
B0 ) BB

HY B

FREBER

« |Pv6 : Amazon £B31 NIE DB —/ /125 IPv6 CIDR., B REIEEEH XY

% IPv6 bk,

BGP X & aiE 2B IPv4 £ R IPv6 #1T,

18X — i BGP 2EMLAAHMALRAMK NN (BGP ) BBERES (AS
N). MREEANRLE ASN , NLBTBBERER. MREEHNEF
B ASN , AT BLREHE N ASN B, XT 16 fiZ ASN , ZEHXMIE 64512
F 65534 SEEM. XtTF 32 1z ASN , Z{EXHTE 1 F 4294967294 HYSEE

N, MRENAERELEOERAFE ASN , MBEARRE (AS) MEFRTEE

Ho
Amazon RIAER T B A MD5, & E 1S IR,

MD5 BGP B RIEF, BulREHECSHN EHRIER , walLlik
Amazon NIBER—1N%4A,

Eid BGP AW AE IPv4 BT IPV6 M. B4MER BGP 200 H —4
B4R , &% 1000 BT,

o IPV4 : HLLTFE—%4HE Amazon Direct Connect B , IPv4 CIDR AILA S

FEAEMNS -T2 E IPV4CIDREE :
 CIDR kBAREH Amazon Xif, BRELAB R LENA BGP #X#R%,
- MRBMEFELA ASN , AT LAEA AS_PATH, active/passive

BEXEZER , BSRKBEERA BGP #X,

&3 Direct Connect AEE#IIED |, EBATLLN IPv4 I8EM /1 T /32 ZEIHY
EZRTREE , N IPv6 IBEM /1 B /64 2 BINEZERIRKE.

BRI LRI BN NE VIF RMFMAR B , HEFR Amazon support R 1
XLEFR, ERNIERAAF , FREZBFERMEILE VIF HFHITLHEH
H4th CIDR HI&FI K.
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RIR PR

(XBRFF R BIRESNRARERELM (MTU), Amazon Direct ConnectZBRIAN 1500, FFEE

HELEO)E #UZ0/ MTURERN 9001 ( EEN ) At SBEFREYEERE (NRE

2 o ZBAREHUZIFERN ) , EMEZESPHEEEXBENAMEENZEONN
BiEE KKK 30®. ERMICERTRkEWEERH, Amazon Direct
Connectil R B RPARMIBRELDFAE MKW ERSEA , NETBHRSEKH
RRRENMER 1500 MTU Kix, EREEEREMZEORSIFERM ,
B 7 Amazon Direct Connect &l &P HIEF , AFEENED “EAEE"
NH LRI FERM,

MRENABEIRH ASN ETEAN ISP BINBEZER , RN ERERHEMES . XAURERAL
BIEAEANXE , Al URKRE N FEAREFERH | IERASE prefix/ ASN AIBR EFE A XM 45,

X TRAEELZEOMAFELZED , NEERNKAERET (MTU) B A SUBEEREZZHHESH
BARAFRNDN (UFTREMN ) , REEMEOHN MTU TR 1500 = 9001 ( EEMT ) ., PEEDE
A/ MTU ATELR 1500 3¢ 8500 ( E&MN ) . B NAEGEEONEE MTU , thalBIESIREDEX
HBTEH ., MEMEOMN MTURES 8500 ( BN ) 5 9001 ( EEM ) TR SHEHKRYE
EE (NMRTCCHAREMAZBERM ) , EMERSPMEEEXRRNABEELZEONMNKELE , &
KA 30 ¥, EREEENEMIZEAREZFERM , 51 Amazon Direct Connect 2% & P fF Hik
o, REE BE GUF LRI XFERW.

SIEAHELEOR  HEZAREE 72 N IHENE Amazon FREFZF#ERE R,
BLESIE VPC BRFEB LB ELED

1. 3T7F https://console.aws.amazon.com/directconnect/v2/home 12 #|4& , MitN Amazon Direct
Connect,

ESMEKD , &= Virtual Interfaces.

%% Create virtual interface (BIZE#EED),

£ Virtual interface type (REEMEORE) T , XTF Type EH) , 1£#F Public (8H).

£ Public virtual interface settings (A B EEEORE) T , MITUTRE .

o b~ 0D

a. X F Virtual interface name (EE#\ZOEH) , mAELEOBMN,
b. XIF Connection (%) , EFEZER T t#E O K Direct Connect E#,
c. XF VLAN , ALK ERBEM (VLAN) # 1D 2,
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d. X¥F BGP ASN , iF AFEREON AN ERA[NLRAMRPNBABAREERES. BRE
1 | 4294967294, XDIEXS ASN (1-2147483647) FIH ASN (1-4204967294) %%, &
X ASN f1& ASN WEZEE |, 5 H KH 5 ASN Amazon Direct Connecto

6. 7£ Additional settings (HftZi%i&) T , HITUA T R4E .

a. ERE IPv4 BGP = IPv6 W& |, HMITUTRE :

[IPv4] EfE IPv4 BGP ¥ |, BiEE IPv4 , RRWITTIREZ— -

- EEHTEEIXL IP #ik , XF Your router peer IP (REIEEHESNZE IP) , A Amazon R’
EXAZEIM B FR IPv4 CIDR ik,

« XF Amazon BHIXNE IP , A FRERELEZE Amazon#y IPv4 CIDR #eiit,

[IPv6] EELE IPv6 BGP X1 , 1§i&#E IPv6. X IPv6 it M Amazon §9 IPv6 ik ith B zh
DB, BIEEEBEN IPV6 il
b. ERRMUEBCH BGP #41 , M ALK BGP MD5 %4,

MRIETRWAE , BRIVFER—1 BGP B,

c. EFFRLME Amazon , I F Prefixes you want to advertise ((RELN R EIER) , M ABNE
PO RERBEIN IPv4 CIDR Birttit ( AES 2R ) o

d. ( & ) AR ERIRZ

[RIIPRE] 1% Add tag ( FINFRE ) |, REHRITUTERE :
s T Key (#) , mABEM,
- NFE, BARE,

[ BRAR ] AR | I FMIBRIFZ
7. %$® Create virtual interface (BIZE#1#EEN),

fES VPC HWWAERELEND

1. 3TFF https://console.aws.amazon.com/directconnect/v2/home #2#|& , MitH Amazon Direct
Connect,

2. HESMBEWKT , %# Virtual Interfaces,

3. i&#% Create virtual interface (BIZE#EEO),
4, HEEBEOXRBT  WNFERE  EERLE

5. ERBEHEORET , RITUTERE
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a. Xt F Virtual interface name (B#MZOZ ) , m AELEO B,
b. ¥F Connection (E#) , EEZEA T LZE O Direct Connect iE#,
c. TFMxXEKH | ERELFAEMXE Direct Connect MK,
d ¥TFEEEBOMESR , ®&FHEHM Amazon tkF , REH A% Amazon 1K,
e. NTEAREMX , ERERTHEONEUREMK,
f. 3F VLAN , BAZBHELZEHEM (VLAN) B9 ID 5,
g. XF BGP ASN , i A ¥R #lE QM ARt X Z 58 B BRI R XM BARE S

BMER 1 5 4294967294, XAIENR ASN (1-2147483647) FHK ASN (1-4294967294) K%
¥, B X ASN Ik ASN WEZEE | B5ZH KH ¥ ASN Amazon Direct Connect,

6. TEMIRET , FUTUL TR

a. ZEE IPv4 BGP = IPv6 & |, BIITUTIRE :

[IPv4] ZEE IPv4 BGP W% |, Bt IPv4 , REHIT FHIREZ—

- EHTEEIXLE IP #ik , XF Your router peer IP (BB EHZEXNZ IP) , %A Amazon [
ERIEF|H B ¥R IPv4 CIDR i,

« XF Amazon FEHEIXNZE IP , AR T RRELRZEZE Amazonhy IPv4 CIDR #eiit,

/A Important

£ B & Amazon Direct Connect E#lEZ AR |, LA LAER RFC 1918 IEEHCH IP
ut | EHEEMIUFR , HHEIEFREM RFC 3927 169.254.0 Amazon 7 Ei#Y 7 EL Y
IPv4 /29 CIDR i, 0/16 AT 2X RIEHEERY IPv4 Link-Local SEE, XL QX [iE
BENEITATENEFMXEEHESH Direct Connect i 22 [ B eBGP X &FiE#,

3 F VPC RESPREE M B/ |, 6120 Amazon Site-to-Site #A% IP VPN = Transit
Gateway Connect , Amazon B FEAZE - MXEKHE LNHRER BN EDENIR
bk B ARt |, TR R RN REE.

« X RFC 1918 WEZELR , S WFE BB MY 1k 2 Fo
« EX RFC 3927 WEZEER , 55 IPv4 it Link-LocalIaI AE &,

[IPv6] ZEELE IPv6 BGP X & , BiE#E IPv6. X% IPv6 tthtit M Amazon B9 IPv6 tthiiksth B 3)
DB, BITEEEBEN IPv6 #hitt,
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b. EFHZAMELHEIT (MTU ) M 1500 ( FRIA ) Bk 9001 ( E&EMn ) |, WHikFEE RN
MTU ( MTU K/ 9001 )

c. (A% ) “BA” T SiteLink , 1%#F “/5 A" LU/Z A Direct Connect A R Z BRI EEIEE,
d. ( °i& ) AR BRIRZ

A IFRE] £ Add tag ( RIFRE ) |, RERITUTIRE :
« XWF Key () , mABBEM,
- XNTE, WmARE

[ BRAR ] AR | IEFMIBRIRZ,
7. i&#E Create virtual interface (BIZZE#LEED),
8. HBEEMFEA BGP REXRLMATLAE VIF EENMLE,

SRS THRHBREE

A Amazon Direct Connect Q2 ELIEOR , U THBHIJ[EE K. ZXHFSEFHENEKH
HEENATENAER L AEEMEOMENT S,

THIRHREE

1. $TFF https://console.aws.amazon.com/directconnect/v2/home ##l& , Mk} Amazon Direct
Connect,

ESMMBEES , %I Virtual Interfaces.

RIRERE | ARF%ER View Details (BEFFHAEER).

%% Download router configuration (T HREE).

NTTEHBHBFEE , MITUTRE

o & w0 DN

a. YT Vendor (#t5i7) , R ERIERBIRNEFTE,
b. X TF Platform , &R EMNEARES,
c. XTF Software , IEFEH B BB RHIRA,
6. EERETH A AREAEEENBHRBNEE , UERE T LUEREE Amazon Direct Connect,

BEXFHRERABRNESFER , BSH THRAREE XY,
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EEREZVEHASEE , BEREOMNRSEERN UP, MRELIED —BL TXARE , HBEETE ping
Amazon Direct Connect IR Z X F IP bt , TS HEHEE 2 F ( BIEHER ) WH, WRER X
£ |P #3t1T ping B4E , FSEXE 3/4 (Network/Transport) BB T HEHEER. 18R BGP W&E4
FERUEBALERBRE , FSREERHN B,

SR 6 WIAEWERIED

B 5 Amazon =8 Amazon VPC WELIZEOGE , B ERUTSREIEER Amazon Direct
Connect & #2,

BTSN ELEODS Amazon =

« J={TtracerouteHEiIFR Amazon Direct Connect iRF 2B EMRIRERH,

BUF R ELE O RSB EEE Amazon VPC

1. ERA T ping RER AMI ( LEI0 Amazon Linux AMI ), TEEEZIREFAE MK VPC R /33
EC2 3kfil, HIETE Amazon EC2 BHIAHEAKHIBE s @SAT |, RIE/S shIET PR Amazon
Linux AMl, BEXEZEE |, 55 (Amazon EC2 AF#Em) RME31EH6l, BRESEHIREKE
Z2ATEARTFAL ICMP RENAN ( BFRMER ) .

2. EHXBIFHZITE , REBERE IPv4 Ht (120 10.0.0.4), Amazon EC2 2§ & & RV He 31k 2 5K
BliEMEEN—2D .

3. Ping #AF IPv4 tbit HIRBMM,
(HE)SR7: BETRIERE

NTRHEFERE |, RNBWEBERABRER N T HEE Amazon , IITERR. XEEZELKELHMN
PN — A NEHSE LI,
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MREMERANTAEE , WU ABTEEEER

« Active/Active ( BGP ZEER ), X2ERIAERE , EPAMEEBLTEHRS.

Amazon Direct

Connect X ZREFF - NVNEANSMELNED , AEARERBEREEEOCEH#TARRE. M

R-—NEETTR , MAFFBERELLIIA RS —MEE,

+ Active/Passive ( BB ), —MNEBEELERE , 3 —MNEBEL TSRS, UREHEET
AR, IEREBSHIFENEE, EEEELEN —NEE LT AS BEM MR s AFEERK
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BNMAEREEZEATHMITR , ERAFMERRE , MZRBREWNAERMEZARRRE, RINEW
SR BB E N TR BRI

MRIEMER VPN EEIUAR , FRARIE T STRARENBEXBH . WREEAUATE-&E
B, NEERER RS HUEEIFNMEED,

o BERBCHSESFITERE |, Hla0SSH 2B B ER.
- BERABSRESILIE VPN EHEE,
RNTEMETAMYE , RIMNEIBWWEEE ST R Amazon Direct Connect i &EMER,

£ 5< Amazon Direct Connect B4 E ZE L. |, 1§35 Amazon Direct Connect 38 1 Z 1Y,
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AR HI PR, MREHMNBREFTERTHEM  ERE—NEE , WEHNARHE ML Amazon &
R 2 B Y IE 20 P i,

Direct Connect 238 <1t XIAF ES4F SHH B FHb4B A 2 xF 58 Direct Connect E1ZD,
RE #0042 O &R Amazon K R BRAY BB FEB4Fsbit, 1R IEEH SH A — Direct Connect ¥ & 1E
X8 Direct Connect £ EERE , W RE MBS EKEK - ZIEBREF EHH B FH B,
858 A ORI EL fth B8 F B 4 sttt S A P RRBWEH, BXREZEL | 5 HEFH Amazon K
& ARKRRE A

HIED

« Direct Connect 1t X 43"
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ERENNE, 4P EBEEEEEN/ ) NRNRIBZITK , TEEHEENKEEAH, ERDEBE
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® Note
B BSEFEIEBNIETRA,
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- BY 5 Amazon HealthfE R , HFEN BRI T 2 RGP EREH, E#1THEMK Amazon Health , &
2 ¥ Amazon Health i F#ERH# Amazon Health £ Amazon EventBridge 53254,

« 1 Amazon Health Dashboard & & it X4 adE &K,

ERDBERT | T REF BT EMBR T, MRREXHER , RITFREECEBA , AEFRER
BE LR MEENREEFRLIE.
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RSP EHRESBIN , U LEFRENERBRSNEARBREL S BUEETMARIR, EiX
MIERT | S B SREVE MR 2 2 A0 s R E B E RS

SRBNBHRTRRENEA , ERLERRAURERMAFn4ET . SRRLEPEITNREERITH ,
LW RBEA , AERREF TR BRRIIEA.
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S\, P EC2 LHIRBEHZHFER M, EXEZELR , HSH (Amazon EC2 AFIER) #
M EC2 EHIMME R RERMEN (MTU) - o

NFREERE , AR Direct Connect RFEREZ L BAMNTEEAER N, MREERE
BErREHERM , WEEMEELBELEER.

BRADBEMEORE MTUNSR , FERRELFELNEDON MTU,
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Amazon Direct Connect EE¥l# 0O

BRI - P EEMEOEREPEMNX , Q2O AEMEOERLBRR (3 VPC RS ) |
Fo|E - RABELEAERE VPC,

E} Amazon Organizations S5 &R E# Amazon Organizations REIIK P SIZELIED | B6IEE
ERELIED,

EORELNED , FSAUTRE

- RIBNEELED
- RIEAERELIEO
« B2 %] Direct Connect WX P ERIIEND

FRFM

HETT Rl , FEAREHERT ENEONEREZHEPHNEE.

HERPIE O P53 Direct Connect W< B %o RF 4

EFEH Amazon Direct Connect SEIZRIFH#ENK | MM A BIEREBE—NPEED, BEEEEE
Z#Y Direct Connect M,

MEEEANRAREEEN (MTU) REBBI ZEZEAENRATATRIBESIHARDN (AEZTTHE
). MEREEOMN MTU IJLAR 1500 = 9001 ( E&MT ) » FEELIZEON MTU ATELR 1500 =
8500 ( E&Mi ) , BWAILAESCIEEONIEE MTU , Al R BEZO RN ERITER., NELEON
MTU i& &3 8500 ( E&Mi ) =% 9001 ( EEM ) A2 S BEFHRKEYWEIERE (MR 2 REFHU
SHFEREM ), EMEECPMSEEXKNMEENIEONNSERE , SKATX 300, EREERE
RELIZEOREXIEERN , F7E Amazon Direct Connect &l AFFHES  RAEERELET+L
BB HFERM,

/A Important
MRIEFHEMKE—NHZ1 Direct Connect Mxx<Bx , NF# M < Direct Connect M>x
FERANBERRSES (ASN ) XIHT R, Hlan , IREX B <H Direct Connect M &R
IAHY ASN 64512 , M <BRE K kM6
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B2 — 1 Amazon Direct Connect A E#13E O

HEeE- M RAENEOR , ARFERKER 72 THE/NITRFRMALELNER,

mE

1.

o & 0N

6.

NEREIED

#TFF https://console.aws.amazon.com/directconnect/v2/home & & , Mt Amazon Direct
Connect,

ESMEKD |, iR Virtual Interfaces,

%% Create virtual interface (BIZZE#LEED),

£ Virtual interface type (RE#MZEARE) T , X T Type (KH) , 1£F Public (88).

£ Public virtual interface settings (A BRERLZEORE) T , MITUTRE :

a. X F Virtual interface name (B#MZOZH) , m AELEO B,

b. F Connection (E#) , EEZEA T LZE O Direct Connect iE#,

c. X¥F VLAN , W AL EFEFEM (VLAN) B ID 5,

d. X¥F BGP ASN , #i AFTREE 132 O A th 3 F X HES AL R MR ML BE RG4S (ASN).

BB 1 Bl 4294967294, X BIEIT ASN (1-2147483647) FIH ASN (1-4294967294) #3=
¥, BX ASN M1k ASN WEZEER |, 55 H KH %% ASN Amazon Direct Connect,

® Note
B Amazon AHELIEOE Y BGP NEXFEN |, EEA72244E7 ASN EMIEE L

BGP £i&. Amazon &R HIFHEFF MK1ZEZ LA ASN R 51Z ASN RfE,
£ Additional settings (Hfttig&) T , FUUTATRE -
a. Efit & IPv4 BGP = IPv6 W& | i§HITUATIRE :

[IPv4] BB E IPv4 BGP X% , Bk IPv4 , REWITTIREZ— -

- EHTEEIXL IP #ik , IF Your router peer IP ((BRHIBEHEENZE IP) , A Amazon ’FK
EXIXZFIH B PR IPv4 CIDR #biit,

« XF Amazon BEHEXNZE IP , AR TRRELREZE Amazonhy IPv4 CIDR ik,

[IPv6] EELE IPv6 BGP X% , 1Bi&#E IPv6, X IPv6 it M Amazon §9 IPv6 #sikith B 3h
P, BIEEEBE N IPV6 thiik,
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b.

ERMHMHTH BGP B4 , WAL BGP MD5 248,

MRETWMAE , BRIFER—1 BGP £, MRERMUTHCHESR , RERIMNNEERT
Z NZEREREEMEONELZEOFAEENE LN BGP SR IERMAIH,

. BRI R N 2 Amazon , 3 F Prefixes you want to advertise ((REAHHEIER) , M ABEIE

PO RERHEA IPv4 CIDR Bttt ( AES 2R ) .

/A Important

BRI M BN AE VIF RIMBMABILER , FHER Amazon support SR IX LRI,
EENIRRG R | FRESFERFNELNE VIF HETLAMBEM CIDR BI&FIX,

(TR ) E R P, RRTREMNZEL RO NARRREER. RRREBRANRE VIF 7

LAERM &AW , XA TR VIF £F—&E#E L SREM VIF, hETRETREZL
. BREZRER , F5H ERUIZOERFRHIE.

( A& ) A INEMIBRIRE .

[ IFRE] £ Add tag ( RIFRE ) |, RERITUTIRE :
« WF Key () , mABEM,
- XNTE , WmARE

(B RARES] AR | IR RAR S,

%% Create virtual interface (BIZZE#LEED),
NENREZTHRBARERE, BXESER , B2H THBASFEE XU,

AW TITH APl QIR N AENEO

 create-public-virtual-interface (Amazon CLI)

» CreatePublicVirtuallnterface(Amazon Direct Connect API)

#l12Z — Amazon Direct Connect FAB E#l3EZ O

B0 LA 538 #9 Amazon Direct Connect B TR —XEHNEMNETAMKEEREELIZO, AX
3 Amazon Direct Connect MxE B EEMIEOMNEZEER |, {55 Amazon Direct Connect M%<,
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MRIEMER VPC MS 812 VPC , RS B NEE AL AE, BERELERE  BA2BIHFMNER
VPC iR R, WREEE LR UERBELERE. AXESER , H5H (Amazon VPC AFiE
) PRERBRDEAEHERE,

M EENRAREZEEN (MTU) REBEBI ZEZEENREATATHIESHARNDN (AFZTTHE
). REEBEON MTU TELE 1500 % 9001 ( B2 ) . SRESEEUEON MTU TTHLE 1500 %
8500 ( E&Mmi ) , BWAILAECIEEZEONEE MTU , il ERIBEZEO BN E#TER, NELEON
MTU i& &3 8500 ( E&Mi ) =% 9001 ( E&EM ) Al S BEFHRKEYEIERE (MR 2 REFH U
SHEERN ), ENEEAPHSEZERRNMERMEONNEEE , REKTEI0YW, EREEE
RELIZEOREZIFERM , B 7E Amazon Direct Connect &l AP HES K REERELET <L
BEZFERM,

BES VPC HWWAERELEND

1. $TF https://console.aws.amazon.com/directconnect/v2/home ##|& , Mk Amazon Direct
Connect,

ESMBERKH , BER Virtual Interfaces,

%% Create virtual interface (BIZZE#LEED),
EEDBEOXRET  ERAE,
ERERBEORET , T TERE

o > oD

a. X F Virtual interface name (E#\ZOEH) , mAELEOBR,

b. XIF Connection (%) , EFEE R Tt O K Direct Connect E#%,

NFEBZEOMEE , MRELIEOERTEHN Amazon IKF |, FIEFERE Amazon K,
XfF Direct Connect M>< , 1%#% Direct Connect P><,

5 F VLAN |, i AZ8E RS (VLAN) & ID £,

3T BGP ASN , B AFTE L O N A X FRAFNLRMIPILBBRES,

= @ o o0

BMERN 13 4294967294, XBEXT ASN (1-2147483647) F+& ASN (1-4294967294) 053
¥, BX ASN flk ASN WESEER |, 52/ KH %% ASN Amazon Direct Connect,

6. TEMIRET , FUTUL TR

a. ZEE IPv4 BGP 5 IPv6 & |, BIITUTIRE :

[IPv4] EfE IPv4 BGP X% , B IPv4 , REWITTIREZ— !

- BERTIEEIXLE P ik , IF Your router peer IP (JEHI B EHEIXTZE IP) , %A Amazon ¥
EXIAZEIH B PR IPv4 CIDR #biit,

BRABEMED =


https://docs.amazonaws.cn/vpc/latest/userguide/SetUpVPNConnections.html#vpn-configure-routing
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« XF Amazon FEHIXNZE IP , AR T RRELZEZE Amazonfy IPv4 CIDR i,

/A Important

B & Amazon Direct Connect E#lEZ AR |, LA LAER RFC 1918 IEEHCH IP
ut | EHEMIUFR , HHEIEFREM RFC 3927 169.254.0 Amazon 7 EiBY 7 EL Y
IPv4 /29 CIDR #iiit, 0/16 AT X RIEHEERY IPv4 Link-Local SEE, X QX [iE
BERNEITATENEFMXEHESH Direct Connect i 22 [ B eBGP X &FiE#,

3 F VPC RESPREEH B/ |, 6120 Amazon Site-to-Site A% IP VPN = Transit
Gateway Connect , Amazon B FEAZE - WX HE LNHRERFEMNEDENIR
bk B ARtk |, TR R RN RIEE,

« X RFC 1918 WEZELR , S WFE BB MY 1k 2 Fo
« EX RFC 3927 WEZEER , 55 IPv4 it Link-LocalVaI A &,

[IPv6] ZEELE IPv6 BGP X & , BiE#E IPv6. X% IPv6 tthtit M Amazon B9 IPv6 tthiiksth B 3)
DB, BITEEEBEN IPV6 bt

b. EXFHAMEHET (MTU) M 1500 ( BRIk ) EXN 8500 ( E&MT ) , k% Jumbo MTU
(MTU size 8500) (E& i MTU (MTU X/ 8500)),

c. (A& ) & “BA” T SiteLink , 1%#F “/5 A" LA/Z A Direct Connect A R Z BRI EEEE,

d. (ALE ) WTFHRE , REFREANZENZEONARRREIR, ERRHZ|[AIRE VIF AT
ERNRATR , XTI VIF ZE—E#Z L SRAEM VIF, ETRET AEZ LT
M. BXREZEE , BSR ENEOEERFIER,

e. (A& ) ARHNSRMIERFRZE

[AIFRE] £ Add tag ( RIFRE ) |, RERITUTIRE :
« WWF Key () , mABEM,
- XNTE, WmARE

[ BRAR L] RS |, EERMIBRIFZ,
%4 Create virtual interface (BIZZE#LEED),
NENREZTHRARZERE, BXESER , B2H THBASFEE XU,

ERABSITH AP SRR BEED

» create-private-virtual-interface (Amazon CLI)
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» CreatePrivateVirtuallnterface(Amazon Direct Connect API)

BB BAMAHELIIED Amazon Direct Connect M 5%

1R PR E HE O %32 3 Direct Connect < 2 81 , B BB A,

73 Direct Connect M< Bt &P iRELEO

1. $TF https://console.aws.amazon.com/directconnect/v2/home ##|& , Mik Amazon Direct
Connect,

ESMEKD |, iR Virtual Interfaces,

%% Create virtual interface (BIZZE#LEED),

1£ Virtual interface type (E#MZEORE) T , X TF Type (EKH) , 1&#F Transit ().

£ Transit virtual interface settings (PHELIZEORE) T , MITUTERE -

o & 0N

a. Xt F Virtual interface name (B#MZEOZ) , m AELEO B,

b. F Connection (E#) , EERZEA T LZE O Direct Connect iE#,

c. ¥NFERIEOMESE , WRELIEDERTEHN Amazon Ik |, HEZFRM Amazon IKF,

d. X¥F Direct Connect M>< , 1%#% Direct Connect M3,

e. X¥F VLAN , W AL E BN (VLAN) B ID 5,

f. XF BGP ASN , % AFTRE B35 O A< it 33 3% BRI R M X MU BSARES .
HIRMER 1 Bl 4294967294, XAHER ASN (1-2147483647) -+ ASN (1-4294967294) # %
. BX ASN Mk ASN WEZER , 5 H KHIZ# ASN Amazon Direct Connecto

6. FEMMRET , AT TERE

a. ZEE IPv4 BGP 5 IPv6 & |, BIITUTIRE :

[IPv4] ZEE IPv4 BGP W% |, Bt IPv4 , REHIT FHIREZ—

- EHTEEIXLE IP #ik , XF Your router peer IP (BB I Z IP) , %A Amazon ’H
ERIEE|H BFR IPv4 CIDR i,

« XF Amazon FEHFIXNZE IP , AR T RREREZE Amazonfy IPv4 CIDR i,
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/A Important

£ B & Amazon Direct Connect E#l#EZ AR |, LA LAEH RFC 1918 IEEHCH IP
ut | EHEEMIUFR , HHEIEFREM RFC 3927 169.254.0 Amazon 7 EiBY 7 EL Y
IPv4 /29 CIDR #tiit, 0/16 AT 2X RIEHEERY IPv4 Link-Local SEE, X QX [iE
BERNEITATENEFMXEEHESH Direct Connect i =2 [ B eBGP X &FiE #,
XF VPC RESFEEELZMBER , Hli1 Amazon Site-to-Site FAF IP VPN = Transit
Gateway Connect , Amazon B FEAZE - MXEKHE LNHRER BN EDENIR
#hutsf B FRitbit , MA R RN [RIEE,

« X RFC 1918 WEZELR , S WFE BB MY 1k 9 Fo
« EX RFC 3927 WEZEER , 55 IPv4 it Link-LocallVaI A &,

[IPv6] EELE IPv6 BGP X1 , 1§i&#F IPv6, X IPv6 it M Amazon §9 IPv6 ik ith B 3h
P, BIEEEBE N IPV6 thlik,

b. TR ALHETT (MTU) M 1500 ( BRIA ) kN 8500 ( ERMS ) |, #i%&:E Jumbo MTU
(MTU size 8500) (E&ifi MTU (MTU X /h 8500)),

c. (i) 7E “BA” T SiteLink , % “/F A’ LUS A Direct Connect #A = 2 R EHEEEE,

d. (&) XNTFFR , EEFTREUANZELIEONARRRGEE, ERRH[AIRE VIF AT
FEANRATR , ﬁﬁﬂb?ﬁﬁﬂ:lﬂ: VIF £ —iE#E E S AHAM VIF, ETRER AEZE LT
B, BXREZEER , B2H BEEORERFIZE.

e. ( E_I-J\i ) %@ﬂﬂﬁiﬂﬂu Fﬁ*’]‘;v_o

A IFRE] £ Add tag ( RIFRE ) |, RERITUTIRE :
« WF Key () , mABEM,
- XNTE, WmARE

[ BRIFZ] FEFRZSS | IR BRI
7. 1%$® Create virtual interface (B8I2E#£1#ENO),

BIBRENEOE , BUUNRETHREREE, AXESFEE , S TR AREEX .

ERWTITH AP QIR HEENEO

 create-transit-virtual-interface (Amazon CLI)

» CreateTransitVirtuallnterface(Amazon Direct Connect API)
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 describe-direct-connect-gateway-attachments (Amazon CLI)

» DescribeDirectConnectGatewayAttachments(Amazon Direct Connect API)

T #; Amazon Direct Connect & 85 B 3 44
BIEENIENFHEEDIRASAEITN , B THEAINEHESE B 34,
MREFUTEMEBAIZA TG MACsec WELEZED |, i1 B3I N BB B2 H & X4

« 1217 NX-0S 9.3 HE SMRAFHH Cisco Nexus 9K+ R 53 # M
« 1217 JunOS 9.5 RE S RAEHHY Juniper Networks M/X R 51|38 85

T B B 2R I A

1. 1AM https://console.aws.amazon.com/directconnect/v2/home F#$TF Amazon Direct Connect &
#E.

ESMERKT , &R Virtual Interfaces,

EBEED |, REER View details (BEFFHAER).

%% Download router configuration (T £ HREE).

NT THEEHREE , AT TRE

o ~ w0 b

a. XTF Vendor (RIH) , R EMNEHBFHEE,

b. X F Platform , &R ENEEHFES,

c. XtTF Software , & EHEE B BRI RRA,
6. EETH , ARERAESENEARNEE , KRS LUEREE Amazon Direct Connect,
7. WMRFEHN MACsec FHEERMAR , BSET &

¥ DU

CKN KE XR—N 64 TARHEFFH (09, AE) FRE, FALKITRARE#HIR
BEFAREM,

CAK KE XR—1 64 TARHRFFH (09, AE) FRE, FAESKIRAREIR
BB amRAE,
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S iR
INERE A AES_256_CMAC

SAK ZBE#H -+ XTF 100Gbps E# : GCM_AES_XPN_256
. 3 F 10Gbps i£$ : GCM_AES_XPN_256 5 GCM_AES 256

R R ILEH 16
&R 0
ICV B8R B

SAK E#Z4ART PN Rz>
]

RE #1432 O 3R R R 1| 8]

FERELIED (VIF) REBRHBFNETAEZELNEAN VIF I RERAH RSB, Amazon Direct Connect
EERFEIZFREB T VIF ENEARERESBENNERAE , XURSEEMETRATR , &N
HEHRTAEENEM VIF WITEAR. LIERETAEZELSIEH., REEENERRRBLUN
XHNBENR,

VIF 3R 3R 2R HY TR

THEEIRFZIMME,. AN VIF (B HaF4E 2 Amazon Direct Connect Ei#ll , 5

59 ) o BRIAMBERT , EELEWNAE VIF BAEAKRERESTEN 100%, XEKRE— VIF LT
HEIUEAENRSEANAR  MMSBIZEZLHEM VIF J:H’JIVEﬁﬁZHﬂJL#HE\ BIRBELRNE
i, XHERBEESRN BEVE” HESH,

X VIF SR EERSIEE , THURE VIF TARANBAHE, NREERHG VIF LoREE
EEBHRE , W Direct Connect BERELERSRIOMIBE , NTIFHLLE VIF MR & 2
VIF TR,

38R =R PR | 28 M S8 77 0]

ERBHISEEEATEF AN RE , Amazon tB5EAFMA#HEH A AmazontiiFHE, B , BF
MY EEEE T UEN A EERFZERENE —ARE LKL, o ES —/B18E E4L 1L, Direct
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Connect FATRMNIRFHREEL XK CENRERHES. RRENEZRESEERRHIEFINITHITE , B4
BURTEBERES M,

« RHEHRE Amazon (HO) : ¥ FHORE , VIF
f N AR o] LA E A i & X T VIF REB W AR
MR, XFRIPIEZ WA VIF,

« A Amazon (Ingress ) : X FTNAARHFREEFRE Amazon , B8 VIF AT ESL IEYEBEZNE
FFEAMLFEZ LBRE. Hit , ZNABNARFAIESREES VIF RETRNRE , H1EN
AERRRFIF[ 2o EYERORE, RIMNBWEERER R LEAKES  MEEREBFEN
W&z B RBEINAESH, Amazon

MAENARRREBNE - ERELEE, &
B, RBFFNAEZRRGS , FREREEARE

FE RS 1 PR %1

« NERMEEIFERREIZR. TEEETIFE].

o BAILURERREINATEMREN VIF : BB, 2HURAR.

- BN TAEESRS X 10 NERRSIZR, FLALUAE Service Quotas BiER SR Amazon i,
- REEENERSAFRENEEENTR, EREEE LEN VIF TREDEEEZENWER

E.
] F B9 BT A& T

AATREMERTKEE AEZERERRA4AE (LAG) WiERE, EHKRE4A (LAG) LEIEBK VIF T
SXBERBHIZE, HEMFEH LAG B, ZEELIRTI LAGWERE , A HIRHMTIAT L8N E
EFERHNTRENES,

Flan -

- 7£ 1 Gbps THE#E L , B LR RFIZBFIREE 50 Mbps | 1 Gbps Z[H.
« 1E4A4 2x1 Gbps EHEM LAG L, fRATLUFIER SRR 41251% B/ 50 Mbps X 2 Gbps 2 iHl,

PR RFI N BT Y

ERERFIZEZ VIF RANBESHROE. SNARER—NERAEZ EHEM VIF KR ERER. 4
AN VIF 7 EESKREERENT I (BT ) .
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RRBIFERRFBIZRA VIF AN TRE] , HZRZS A LER 100% KEED LAG MEE, TRE VIF A&E
SfER—EE EAVEM VIF BE | BERERRHIN VIF FRBEIH D BRI

BT LAER AT HE VIF 2 BABMALEREBIREGH, S, FFERRRESF[NATIERBIFERR
B, BATBURER B TR VIF RE RN TRS , NMHERIERRE VIF FEXBITEABRE.

£/ Connection/LAG flE A HY “ERRRHEIZR" B FAIRBEZLAE VIF RETR 7 ENHEN
B, ERRHBRETNFEE REESBINVBIFTAR . TEFENRE VIF 2B ENTREIR
REEZENZARE, TR VIF ITHEERN 100%, XEEALURIE T B HRL VIF ATeESEH AT VIF
RE,

5 U5 CloudWatch

HIEX VIF NFRZERGIZZA , L THEIRNAMAE, CloudWatchf& 7] LA A X L 5P K A1 2
CloudWatch 23R,

ZEENRESNFTIER

RXEEMRE TS VIF BESESERNTRN , ERRF[EFHREE,

BHR i B8
VirtualInterfacePo BN %45 5 B 9 Bl T R R R HI s EF N EIE
licedPpsIngress BEHE. Amazon
VirtualInterfacePo B M Amazon B R RZEHABBEIHE K XEHESE
licedPpsEgress B ENHERANMRERRHEESR.
VirtualInterfacePo HHEI BT , EREFZZEE Amazon ER Nt X
licedBpsIngress EEBMINFTE
VirtualInterfacePo B MM &L B Amazon B AR RENFTE , XEFTEH
licedBpsEgress EBRE D ENH N RRRHEEF,

F A RIER

XLEIRRE TERRBHIN VIF BN TEEETENANARE O, LIENREEaIBEHEN , TEER
M A CloudWatch #%.,

fE A Y4#E CloudWatch 118
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® Note
BERVIF WD EFEE , BAELER VIF WRARE S L RE THERE
1t , EABATE#HTERNAAELIHNRE. I, MREF VIF BENER
BR#I2 1 Gbps , FBiZ VIF W OFREEE R 500 Mbps , I A R IFXF
50%, VirtualInterfaceUtilizationEgressfR&NiZ VIF B EIEINEI 2 Gbps , M
EREERHFERAZ VIF WFEEREEFNITENARERE , NARGRE 25%.

E¥R i BA

VirtualInterfaceUt VIFWFIARE L , ETHEENTR , BT MNENAH ML
ilizationIngress £ ) Amazonfiii &,

VirtualInterfaceUt VIFiWFIARE L , ETHRENTR , AT REREEH
ilizationEgress Amazon FIRE,

® Note

MARENRRXENARRRFAZARERE. EHEHE , EREBE VIF RN O L | &
ARELFEFAEBE 100%. B , #REHPolicedPpsHPolicedBpsiEiraiREERMN
B, XTITHATLAREBIR

« THRERNERE  JEBIXRARBFERVMEERESHN , XREM.
- BELHNARFEIHFRIENEE , NMABBERERT AR VIF WHIIRE,

B B3R 2R PR 15 BF

BRRRERRATNECE VIF RN ERTEE (£ QEZENED UEN HaikE” 5o )  waE
WA VIF E#ITEE.

EIRELIZEO PN ANBERERRRFIZ (2FE )

1. ¥TF Amazon Direct Connect ##|& , it A https://console.aws.amazon.com/directconnect/v2/
home,

2. HESMBE®KS , %E# Connections (W K|35 = VPN ),
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3. ERESERBERMN VIF T AEE.

4. EF BERRHEER ATF  EFYIERNERRFIR[DE.
5. AREEENELZEA,
6
7
8

LR
XNTH , ENATRARTAEEFRE. EBRERRFIR  HEEERH.
T wEEMED MREFER,

I£E X Amazon Direct Connect FE L 0

EES EH ALK P &R Amazon Direct Connect i3 , B LA ZKFRIZIEEELIED, Hbk
PHARMEEEAKRERCZISANESHERENED, REEMEOSHAERRROMN TEARERE
A EREELNERRS VPC,

BRI LU P ERIE O BE{E{MEE R Direct Connect T AT EEZE—REH., EEEBNXE—
ElEEN,

ZRIEERED , ZREEUTER

IR ERER

Connection ENHABELIEDOM Amazon Direct Connect FEZHFHEREA (LAG ) .
EREORR AN AR,

ELZEOMAEE WMRENZ-NMKFZELED  SFEHMIKSE Amazon IKF ID.

(NRRAEEL  EEEFIR— Amazon X HEH VPC , BFEE VPC WEBFABEMX, BGP
EO) EE £1iF Amazon ixH ASN MEB\FAE Mgk, HEQIBEBFAE MR
B LA EBCHFAE ASN., BN , Amazon 2IRHEIN ASN, BEXEZE
S, 525 (Amazon VPC A1) PHEIEZEMLEMK, BB Direct
Connect MXiE#E| VPC , #£E E Direct Connect Mx, BXEZER , 5
i Direct Connect M>x,

VLAN BHEE L ARERANME —ELFEM ( VLAN ) 535, ZEXRNTTF 1 #
4094 2|8 , FANRAFTEUAM 802.1Q trft. FMZLTE Amazon Direct
Connect M R E LA WL,
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SEE 2 ELE BGP NESFEEIIZEONE — iR,

* |Pv4:
s (XEXEE#RED ) BXNEELRENE—LF IPv4 thit, BEATUR
UTz—:

- BEF AR IPv4 CIDR
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EOXRL , JF IP A Amazon BBHEEBEXNZE IP AIEAHERN FMNE
B, flm, mEESE -/ /305EH , ki 192.168.0.0/30 , WA
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o ~ w0 DN
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/A Important
EZi& Di Amazon rect Connect EE#l#E O , LA RFC 1918 EEE 2K IP ith
o, EREMIUER , HEIEFEM RFC 3927 169.254.0.0 IPv4 /16 Link-Local 3&
B Amazon 2 ELHY 2 BELAY /29 CIDR it # 1T #E,  IPv4 point-to-pointiX £ point-
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Transit Gateway Connect , Amazon B A% 7 MX % B a8 L F R E 5 5 15 MW 5
O/ERR L=k B ARitst , MARERE. point-to-point
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s T Key (%) , mABEM,
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« allocate-private-virtual-interface (Amazon CLI)

 AllocatePrivateVirtuallnterface(Amazon Direct Connect API)

EHeEEEN A HERIED Amazon Direct Connect

HEEFF Rl , FHARERRT ELEONLRFZEHNEE.

SIRRELRELED
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%% Create virtual interface (BIZZE#LEED),
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a.
b.

C.

¥t F Virtual interface name (EEMZEO R , W AELIEO R,
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BMER 1 5 4294967294, XAIER ASNs ( 1-2147483647 ) FZ 3k ( 1-4294967294 ) Hy
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« allocate-public-virtual-interface (Amazon CLI)

 AllocatePublicVirtuallnterface(Amazon Direct Connect API)
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SRR ERRELED

/A Important
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a.
b.

C.
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ZRCEERLE IP il , FHEEHBREZXNEF IP F , WA Amazon NEEEEFREN B 7
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[ BRARE] FEARZSE |, LM BRIZE,
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« allocate-transit-virtual-interface (Amazon CLI)

 AllocateTransitVirtuallnterface(Amazon Direct Connect API)
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 describe-virtual-interfaces (Amazon CLI)

» DescribeVirtuallnterfaces (Amazon Direct Connect API)

BGP-specific 1% &
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* DeleteBGPPeerRequest

* NewBGPPeer

* NewPrivateVirtuallInterface

* NewPrivateVirtualInterfaceAllocation
* NewPublicVirtualInterface

* NewPublicVirtualInterfaceAllocation
* NewTransitVirtuallInterface

* NewTransitVirtualInterfaceAllocation

e VirtualInterface
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HEE XK ASN , I BGP £iF[E ASN X T &E1T,
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TH. EOHEMEMEEERT , Direct Connect 25 FERIFAE ASN il 7224,
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o & b

o 1%&# IPv4,

- EHTEEIXL IP #ik , XF Your router peer IP ((REIBEHEENE IP) , #A Amazon HHRE
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AR, MRERARAE , R85 E—ME.
9. ERMERACH BGP 4 , T BGP FHRIERA , fALH BGP MD5 &4,
10. ERBRII FK,

FERABTITH API 82 BGP 3 &4k

 create-bgp-peer (Amazon CLI)

» CreateBGPPeer (Amazon Direct Connect API)

i B& Amazon Direct Connect EE#\E2 0 BGP X &4k

MRENELIEDE IPv4 H IPv6 BGP WERE , BRI LAMIER—/ BGP MEX1E (1B THEH & Ml
BR)o BT LAfEA Amazon Direct Connect #2HI B HEA B TITR API HIBRELIED BGP W&k,

fhiBR BGP X3 & &

1. A8 https://console.aws.amazon.com/directconnect/v2/home 3 $TF Amazon Direct Connect 2
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ESMMBEES , %I Virtual Interfaces.

EFREED |, REIER View details (BFIFAFER).

£ Peerings (&) T , BEERBROXIEME , RF1EFE Delete (HIBR).

#£ Remove peering from virtual interface (MEE #4% O 7 i BRXY F48) XHiEHEH |, 1%4F Delete (i
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o & w0 DN

FERAGSITH API Bk BGP 3 &k

 delete-bgp-peer (Amazon CLI)

* DeleteBGPPeer (Amazon Direct Connect API)
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ESMERS |, i+ Virtual Interfaces,
EBRERED |, RBER Edit (RE).
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« describe-direct-connect-gateway-< ()Amazon CLI

» DescribeDirectConnectGatewayAssociations(Amazon Direct Connect API)
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» DeleteDirectConnectGatewayAssociation(Amazon Direct Connect API)
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7. 1%$® Create virtual interface (B8I2E#£1#ENO),

BIBTELENR , UMM RFTHRRAREE. AXESFEE , FSH THREAFEE X,

ERWTITH AP QIR HEENEO

 create-transit-virtual-interface (Amazon CLI)
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» DescribeDirectConnectGatewayAttachments(Amazon Direct Connect API)
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BENITHRA

8. 1%&#%F Associate Direct Connect gateway (<Bx Direct Connect FX),
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- create-direct-connect-gateway-t £ #22 ()Amazon CLI

» CreateDirectConnectGatewayAssociationProposal(Amazon Direct Connect API)
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» DescribeDirectConnectGatewayAssociationProposals (Amazon Direct Connect API)
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» AcceptDirectConnectGatewayAssociationProposal (Amazon Direct Connect API)
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« delete-direct-connect-gateway-association-proposal (Amazon CLI)

» DeleteDirectConnectGatewayAssociationProposal (Amazon Direct Connect API)
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« update-direct-connect-gateway-f#< ()Amazon CLI

+ UpdateDirectConnectGatewayAssociation(Amazon Direct Connect API)
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- delete-direct-connect-gateway- 232 & ()JAmazon CLI

» DeleteDirectConnectGatewayAssociationProposal(Amazon Direct Connect API)
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east-1:123456789012:dxcon/dxcon-11aa22bb --tag-keys Purpose
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RIRS AR, BXEZELR , H5H (IAM BF#EE) 1812 [ Amazon Web Services RS Z R
BRIV A,

/A Warning

BEWRS A R R 1] 822 R Direct Connect BIhEE, 1X ¥ Direct Connect R #tABx 35 S
TIREBRSAE,

Direct Connect IR KB R
YERSHEXAR &

BEHExABR M EIINRSA®,. Amazon Web Services FRSIRS TR AR KRERITIRIEN
At, BSHEAXABEIELNF Amazon Web Services i , A BRABREAE. IAM EERAIUE
EETBEmBIRSK]EKA BN,
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BXRUBRFEERSHERAGHEAEE , FSHEES IAM EEEHABAmazon BRS5. ERPE
BERSHEXARIPEE Yes WK, RREREEUETZRSHRSHERARBNHE,

Direct Connect &F & 1319 K B& =451

RINMBERT , BPNA®EE0ER{E K Direct Connect BRIINE, BEFHPXNAAERRIITER
ERIRR |, IAM B2 R ] LBl 2 1AM KRE,

B T7RUNMAERXL RG] JSON REXHEGIEZET IAM BN EE |, 56 (IAM AFiERE) P8l
2 IAM KB (258 ) .

£ < Direct Connect EXWIREMBRELE (I FESHRRRENERX ) WIFARE , H5H (RE
RiINSE) Y Direct Connect FIgE, BREMEMHZH. ARNs

£l

- RBREXE

« Direct Connect HIR1E, BIRFMFM

+ {8 Direct Connect 2% &

- ATAFEEMIE SR

« RiFEi5 MR Amazon Direct Connect

« T2 75X PR Amazon Direct Connect

+ Direct Connect EF SR RO (FRETHRENEHN)

R R fESR

ETEMNEBRREEZARSTLUELNIK, RelZ, 7R =Mk Direct Connect BiR, XLERIET
BE4fE Amazon Web Services Ik =R A, SIERREET SMNRER | BHEEUATIERENE
™

« FFEaBERA Amazon EE R H FERKENRNE — EFBEAFMIEARR TR , BEART
LELAGIRTINENAmazon TE X, SIIERMRAF A Amazon Web Services Ik,
MBI BEN E X B A B Amazon BEFREREKk#H —DRINR. BXEZER , HS
7 <IAM AF#Er) K Amazon FEE RS TEIREER Amazon FEE K,

- NMARENR : £6FH IAM REEIEENRE , BNRFITESFEHNNR. At , BAUEXL
ERERHTIUNBERFRNITWRE , tHRNRERREFT, BXRER IAM NAXRBRHNESZE
B, #EZHE (AM AFiEr) FH IAM F YR BE TR .
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« fEF IAM SREE BSR4 3 — S PR FI T R AXBR : 48 0] LA 6 3R BE 7S NS4 SR BR I X R AE R BB BV 7)o
Bl | WA LURE RS RIEEXTMER SSL XEFFEER, MEBRSBEREIZRENHXE
FARY | Tl th AT BASE AR R SR 1R T 30 AR S5 R 4E RV 17 (14X PR Amazon Web Services RS , a1 Amazon
CloudFormation, BXEZEL , 5 (IAM AF1ERE) K IAM JSON FHTE : &,

- M IAM Access Analyzer BiEZH) IAM KB , SUAKRNEHN LS MHEMINEENY | IAM Access
Analyzer 2KIFFH REEMIM B KR , LUBERKRERAS IAM KEIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer 12 100 ZTURBER EM ATIRENEI , SHBEBEFIELZ S BINREMRN
Kig, BXREZFEE , F2H (AM BFER) PHER IAM Access Analyzer BiF KB,

« EEZESHRIE (MFA)-TIR Amazon Web Services Ik EHNIZSEE IAM APSEBAF | 5
A MFA IRREREM, EEERA API BENEE MFA |, B MFA Z4RMEIEH KRS, BxX
BEELRE , 55H (IAM AFiEm) FER MFA R API i/,

BX IAM HHWRESRENESZELRS , 525H (IAM AFEE) B IAM A2+ RERE,
Direct Connect BViR4E, RIFEMEZHF

BEEA IAM ETBGHRE , BUUEEATRELNRENRRURAFRIELBEENS
#f. Direct Connect XIF4FERVIRIE, RIFEMFZME, ETHAE JSON REFEANMAERLE |, B
59 IAM A $ER) S8 IAM JSON KRB TESE,

BR1E

IR A LAER Amazon JSON REERIEEWAR BRI L, HFRY , BN EETN AR TR
1THRE | UREMALAFHTNIT.

JSON KM Action TEMRTATERKP AWHIEL B RIWRIE, ERBPISREUARTFR
ITRERIRERVRR,

Direct Connect By SRESIRVEEIRERIEA LTI : directconnect:, fltn , ERFEALLE
F Amazon EC2 DescribeVpnGateways API ##4EiZ1T Amazon EC2 SEHIMINER , R
ec2:DescribeVpnGateways BEMAH KR, REEEQWLMEE Action = NotAction JT
%, Direct Connect EX T —HBECHERME , KEREAUERZRSHITHES.

AT RBIR BE 3% F X4 Y2 EXUAX BR Amazon Direct Connecto

JSON

"Version":"2012-10-17",
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"Statement": [

{

"Effect": "Allow",

"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

1,

"Resource": "*"

}

BATR 7RISR BE R X4 9 522 15 (R #XBR Amazon Direct Connect,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"
]I
"Resource": "*"
}
]
}

E & F Direct Connect B1E5IEK |, 55 (IAM BF38™) B Direct Connect E MBI 1E,

RIR
EIE R W LAEA Amazon JSON REERIEEERMIARMT L, BRRY , WA EMAATBN M ATIRK
1THRE | UREFLAFHFTNIT.

Resource JSON R TEIEEEMENAREN —IPNHZAIATR, FAZRESE , HFEHAE Amazon
TRET (ARN) EERR. WTFAZEBERERNEWIRE , EEABERA () EREBANATHMER

3
Do
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RAriEmE

"Resource": "*"

Direct Connect AL THAZA ARNSs :
HIEEER R ARNs
RiIRER

dxcon

dxlag

dx-vif

dx-gateway

BEAT 6 i

arn:${Partition}:directconnect:
${Region}:${Account}:dxcon/${Con
nectionId}

arn:${Partition}:directconnect:
${Region}:${Account}:dxlag/${Lag
Id}

arn:${Partition}:directconnect:
${Region}:${Account} :dxvif/${Vir
tualInterfaceId}

arn:${Partition}:directconnect::
${Account}:dx-gateway/${DirectC
onnectGatewayId}

AXRBERAWEZE R ARNs , HS 1 Amazon FEAF (ARNs) M Amazon RS & ZEiH,

Fltn  EEEQPIEE dxcon-11aa22bb #0O , HEALLT ARN :

"Resource": "arn:aws:directconnect:us-east-1:123456789012:dxcon/dxcon-11aa22bb

EEERTHREKSNAMAELNED  FEABRS (%) :

"Resource": "arn:aws:directconnect:*:*:dxvif/*"

FTEX B E R FHITHEL Direct Connect #8#1F , a0 , QIZFRNRE. EXLERIRT , BLHER

BEARF (*)o

"Resource": "*"
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EEF Direct Connect BIFXE K HFIR ARNs , 5 IAM A 758 Amazon Direct Connect® &
MEBIRRE, BT HETUEBLREDEESNRIFEN ARN , 15235 Direct Connect E X H#
fEo

MRE. . . HIAM KBEFHNResource FRHIEE 7 HIR ARN AR ARN R AR * 8

iR ARN #& = DescribeConnections DescribeVirtualinterfaces DescribeDirectConnectGateways
Describelnterconnects DescribeLags , NIBRIETE AP BA B4R T CEMNER ID , SNEENR
BEffectFo2I. BE , WREKE IAM KEFABREY ~ ERRFEMARBENTR ID , NEE
W Effect EEM,

ELUTRAIG |, IR EFERPKEE®E connectionId W1ER T DescribeConnections &4k ,
NFENIEER Effect BBXRELRK I,

"Statement": [

{
"Effect": "Allow",
"Action": [
"directconnect:DescribeConnections"
1,
"Resource": [
"arn:aws:directconnect:*:123456789012:dxcon/*"
]
},
{
"Effect": "Deny",
"Action": [
"directconnect:DescribeConnections"”
1,
"Resource": [
"arn:aws:directconnect:*:123456789012:dxcon/examplel"
]
}
]

BE A EUATRAF , TEBFBRFEEIEET connectionId, DescribeConnections E/ER
"Effect": "Allow" #FERII , XRHBETH IAM KEEF AN Resource FERIEMT *,

"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:DescribeConnections

Direct Connect & T & 14 ) 5% #& 7~ 45l 196


https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awsdirectconnect.html#awsdirectconnect-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awsdirectconnect.html#awsdirectconnect-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awsdirectconnect.html#awsdirectconnect-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awsdirectconnect.html#awsdirectconnect-actions-as-permissions

Amazon Direct Connect AriEE

]I

"Resource": [
nin

]

e

EIE R W LAEM Amazon JSON REEREEERNIAREMT L, BB , WD EMAATL T ATIRK
1THRE , UREMALAFZHTHT,

Condition TERBENNFHEEEFEVMERIT. EASGIRBERAZEZER (FW, ST
T ) BERHARER , MERBPHFESERTNVEMETE, EEERAE Amazon £/RF4E , BS
¥ IAM A P Amazon £ /&M £ T XEHA,

Direct Connect EX T —HEHCHFRMHR K EXFFERA—LELRZH4R, EEEME Amazon /%
H8 | ESE IAM AP ERT R AmMazon £ F%4H4 T X4,

BURZFHRERERFE—EEMA. BXEZER , BERRM  REXEE XS A,

E&EF Direct Connect 45K |, ESH (IAM BF#E®E) F M Direct Connect 44, BT #IE
A LA BRLE R E M AR E A 448 | S8 Direct Connect & X YR E,

£ A Direct Connect 1244

E 58] Direct Connect 12#|& , BATPE —ARENR, XENRAAAFEIHMEFTERRE
Amazon ik # Direct Connect RHFHAEE, MRCENE T EHHNRELEFENRBERE™
¥, UNTFEEZRERNZE (AFPRAR ) , BHASLT LR IE,

RNERIX LSRR LA A Direct Connect B#1& |, MEEF LT Amazon & K BE T N FiX L 38
h, BXEZER , F5H (AM BFEE) TN AP RMBUER

directconnect

3 F1XE A Amazon CLI 5 Amazon API A F , BEERNHIREREEZEHIANER, Bk , RAWH
B 522X 1TH AP| 1R /EHE TR Y1846,

AFAFESHITE SR

ZRBIRER T BRI KRS LAY IAM AR EEMMBIERAF SN ABRMITER R, LR
AFEEERSA LA Amazon CLI 5 Amazon APl BURTE A R TR IR ER R,
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Amazon Direct Connect

RAriEmE

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

HiEi R AR Amazon Direct Connect

AR R OISR B R F X B9 2BV PR Amazon Direct Connect,

JSON

"Version":"2012-10-17",
"Statement": [
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RAriEmE

Amazon Direct Connect

{

"Effect": "Allow",

"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

]I

"Resource": "*"

}

524 15 B X BE Amazon Direct Connect

BATR 7RISR BE R X4 9 522 15 (R AXBR Amazon Direct Connect,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"
]I
"Resource": "*"
}
]
}

Direct Connect E T B MR A ( FRETHRENSEMG)

BRI AR SRR RSN FRMB RN IER &R LATE 1AM policy £ SRR HI RS 7 2
ERBRHBERPEABERSE,

BRIMAE IAM REEHERRENEER , F5H (AM BFERE) R ERREEHT R,
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E FHRZERBX Direct Connect EE#l3EZ 0

LUTR R B S RET A 02 L3RR - NERL TSR RMIMESRNEFER |, F R VFRBE
Ho

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:AssociateVirtualIntexface"
1,
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": [
"preprod",
"production”

1

}
},
{
"Effect": "Allow",

"Action": "directconnect:DescribeVirtuallInterfaces",
"Resource": "*"

ETHRERHNERO BN

AT SABE A |AM SRBE R Y SR A SRR S AT DATE 1 BB IR B 18 R PR B LEAR S BEX .  Amazon
DT RAERT MACIERE  ZRBENERSTERERHURMEFEREF~EN T LG

£ A Amazon Direct Connect TagResource IREFFEMMBELEO, ENRESEK , BF
ForAllValues 4iff 5 aws:TagKeys RHRESHEA , MERRAAFEERPEAERER,
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JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": [
"preprod",
"production”

},

"ForAllValues:StringEquals": {"aws:TagKeys": "environment"}

IR
&R BAE IAM policy FERASFARZFHREAIUER RN ERPEABERSR,
AT RO ERAA ] SA I8 — N R ARG | LERBEB IR IC RIREN R THRERINE

JSON

{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"environment"
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}
}

8 BRSS#H < A € Amazon Direct Connect

Amazon Direct Connect £ Amazon Identity and Access Management (IAM) fRE <&, RS
RAGR—MEZEEXEKN IAM A2AI04EKAE, Amazon Direct ConnectfRF XA H RS TR
E X Amazon Direct Connect , @FZRFRREEAEM Amazon BRFFIFENFTE IR,

R XA BRFMEIREZE Amazon Direct Connect EINAR S , B RERLFIR NS ERMNIR,
Amazon Direct Connect EXERFZHEXARHNIR , BRIEFSEEN , &M Amazon Direct Connect
R HEE AR, EXHNRBEEERBEANRRE , LR TEEM MBMEME 41 IAM SEEHRRR
B o

RAETEEERRBEXERE , B MERRSRBEAE, XALRIFER Amazon Direct Connect %
B, ARG ETE MR R R RORR,

BRXERSHEXAGHEMBSNES | HSRAEA IAM B9Amazon RS HEHRRSZHEX B ESIH
ETRARMNIRS . ERERNEE  EFZRSHBRFREKABXH,

H AR S5 #H < A B X PR Amazon Direct Connect

Amazon Direct Connect £ & AWSServiceRoleForDirectConnect A RESHR AR, X
Amazon Direct Connect Hi o] AR R IEK R Z % Amazon Secrets Manager £ # MACSec %4,

AWSServiceRoleForDirectConnect BREZHARABEEUTRSAKAZAE ;
e directconnect.amazonaws.com

AWSServiceRoleForDirectConnect RSHEX<ABFERAIEERE
AwSDirectConnectServiceRolePolicy,

BAMEENR , £ IAMRE (AR, Ad8€ ) 82, REIMBRES K EKA®, I T RIS
# AwSServiceRoleForDirectConnect fREHM <A , AT Amazon Direct Connect #Y IAM & 13
HIMEBMENNE. ERFAAENNR , BFUATEREEM IR IAM 5145

JSON

{
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"Version":"2012-10-17",
"Statement": [

{
"Action": "iam:CreateServicelLinkedRole",
"Condition": {
"StringlLike": {
"iam:AWSSexrviceName": "directconnect.amazonaws.com"
}
},
"Effect": "Allow",
"Resource": "*"
}I
{
"Action": "iam:GetRole",
"Effect": "Allow",
"Resource": "*"
}

BXREZER  F5H (AM AFERE) FRIRSKEKABNR.

1 62 RS # %< A Amazon Direct Connect

BEEFHCIERSHARAR, Amazon Direct Connect RIZBIERZHX AR, &fTassociate-

mac-sec-key@TE , Amazon @8IE—MRFHEXRAE , ZAE Amazon Direct Connect 2 F7E

Amazon Web Services E¥E#2#| & Amazon CLI, 5 Amazon APl 1 Amazon Secrets Manager &
ERREFEEPH MACsec 15,

/A Important

MREEEMERALACTIFNINERNRS PREMRE | RS KA E TS HIAEZR
P, BETHESELR , FSARMN IAM K- PHNHAE,

MRIEHERT RS HRAR  AREEEFUET , NTLAERAEENEIREEENK, PEHMVNRZ
A, Amazon Direct Connect BIX HEBIEBSHERXAE,

B a] LAEE A IAM #41& 3 Amazon Direct Connect A BBl ZRE B A/, £ Amazon CLI 5
Amazon APl # | FRARSEBMANZRSHEARAR®, directconnect.amazonaws.comBREZE
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B, BEZH IAM AFERE PNERRSHEXAE, MREMRTHERSHEXAS , AIUEARENT
EBERCIRAG.

YREE R BRS FH< A Amazon Direct Connect

Amazon Direct Connect &2 i & 4w AWSServiceRoleForDirectConnect REHEX AR, EHl
BRZHEXAEE , BETEERA/ENENR , RATEEZHXAS|IAiZAR®, T3 , B LEH
IAM ‘REAENIHE, EXEZEER , B55H (IAM AFER) PR ERERS<EAE,

i B B9 BR S5 #B>< & & Amazon Direct Connect

TEF MR AWSServiceRoleForDirectConnect &€, MRBS<EA®N , XAMKREFEEE
Amazon Secrets Manager Web BRFHFHIPTEXEK R, Amazon Web Services EIE12#H]& Amazon
CLI, = Amazon API & Amazon Direct Connect ;BB R BRH N IEMIRRSHKXAE,

R LER 1AM 25 SRBRRSHX AR, Atk , XTEFHFERSAXRABHNER , KT8
R ELRBR

(® Note

0 R A& 22 R M BR ‘&R B Amazon Direct Connect RS EEFERZAR® |, NIMIRTEES KK, &0
BEEXMER , BEEF/Lo8 , RAEBRXEREBE,

18l BR € FA B9 Amazon Direct Connect ‘& JE AWSServiceRoleForDirectConnect

1. BBBRFIE MACsec IREBNERE BN KE, BXEZEER , 1551 the section called “Hfil Bz
MACsec 24 FEE 2 B HY < BK”,

2. BKRFIE MACsec ZAMZ AKX EX LAGs, BXEZEER |, 1551 the section called “B
MACsec %480 LAG Z BRI REL",

ER IAM FE MRS KRB S

£/ IAM ##%|& Amazon CLI, = Amazon API HilBRAWSServiceRoleForDirectConnectBRs+8
XA, BXEZELE , 535 (AM AFER) PHHBRES<EA®,

Amazon Direct Connect fRZ % & & X1 X 15

Amazon Direct Connect X#FEFFERHE MAC Z£ Ih8E Amazon Web Services X35 #Yith J5 £ F BRSS
HxAe, BXEZELR , i35 Amazon Direct Connect ith 5.,
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Amazon FIFEE & B Amazon Direct Connect

Amazon EEFXHBERVENETIENIE I EM Amazon, Amazon FEEXBERE N FZE L AHIEM
PR, MEZRTUFBR AR, ANMAEDENER,

FHifE , Amazon HERB AT NEHREMHIRTFRENRNR , BACIITAHEAE Amazon
ERER, RNBUVESERETENERZENES EEE R R — SR NIR,

BT EE N Amazon FEE R ENWNR, 2R Amazon B Amazon EE R E LHINER , W
EHaEMZRBMABENMEERASS (AP, AFA® )., Amazon RETFREERBIHH API
I A RS 7] LAE A # Amazon Web Services BRSS #9 API 2 /ERTE T Amazon & KB,

BXREZEE , F50 (IAM AF#ER) PR Amazon FEE R,

Amazon IEEFE : AWSDirectConnectFullAccess

A LA AWSDirectConnectFullAccess KB INE] IAM B3, KRR F RIFTE TR AINER
Amazon Direct Connect,

EEEF KRR , F2 5 Amazon Web Services EE 4| A B HY
AWSDirectConnectFullAccess,

Amazon £ E XK . AWSDirectConnectReadOnlyAccess

BT LA AWSDirectConnectReadOnlyAccess REEKIMNE IAM B3, WREERT AT RIERH RN
PR Amazon Direct Connect,

EEFNRBEHNPR , HS 6 Amazon Web Services BRI H & 1
AWSDirectConnectReadOnlyAccess.

Amazon £ E XK . AWSDirectConnectServiceRolePolicy

LRBEM B MRS A , AWSServiceRoleForDirectConnect st iF Amazon Direct Connect
RERIER T MAC Security 1%, BREZEE , 1S the section called “JREXE AR,

EEFNFKHNPR , HS 0 Amazon Web Services BEIZH & FH
AWSDirectConnectServiceRolePolicy,
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Amazon Direct Connect Amazon & BRI E

& E Amazon Direct Connect BiZIRS IR ERERIX L E ALK Amazon BE X EFWIFMER,
EREBEXNETETEMNBSNIEEE , 1T “ Amazon Direct Connect X #4/A $FicF” W E LH RSS
feed,

EX iR H &
AWSDirectConnectSe RT X MAC &2, A0 2021 £3 A 31 H
rviceRolePolicy : ¥R A& T AWSServiceRoleForD

irectConnectlREHKX AR,

Amazon Direct Connect 744 Amazon Direct Connect FF 8 2021 £3 A 31 H
REER BEREIE Amazon BRI E
o

Direct Connect & {3 150l 7] @ HE&E
AT E B H# B R 2 WM& E £ E A Direct Connect fl IAM B A BEI& ZI K9 & I 8l &3,

£

- RXETE Direct Connect HITIRVER X IR

« RFMIAIT iam : PassRole

« REAFRIUAN A EEE Dire Amazon Web Services i/ ct Connect %R

&% B 1E Direct Connect A 1TIRER R
MREBRBRIRIER , BRETEITEMRE | AN E TR AR TFRITZIRE,

% mateojackson IAM AR ZHEAEGHAEETEEXEM my-example-widget BIRNIFHEFR ,
BFRMEEN directconnect:GetWidget RERE , &% £ T RHIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
directconnect:GetWidget on resource: my-example-widget

EHBERT , BANEH mateojackson AFHIEKRE | BLAFER directconnect: GetWidget #&
YEVH 8] my-example-widget &iRo
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MRGBEERE , FHEREN Amazon EER, FNEEAREMEREIIIN A,

TN 1T iam : PassRole

MRBRE|—NEIR , RIBTPUNIT iam:PassRole BE , MIMAMEMREUA T BT ACIMEIRS
Direct Connect,

AL Amazon Web Services Bi55 RIFERAAABGEESLZRS  MTRUEMVRSACHRSH
XAB, Nt , BLAEERABEEIRSHINR.

L E N marymajor B IAM A P iR £ A2 % & 7£ Direct Connect RIITIRIERT , @ X E LT RO
%o BER , REXMEERFACHRTFHNRT AJHITIHIRE, Mary TEERABRZIESRFHIN
PR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIEH Mary B KB L A F#EINAT iam: PassRole 1k,
NRBEEZHRE | BEBREN Amazon EE R, FNEEARREEREZIIN A,
FAE AR U ATF BB Dire Amazon Web Services I ct Connect &R

AR —-1AE , UEAMKSFPHNAFREALNANARTUERZAGKILRIEN TR, &7
BIEEEESEEY , AURAAG, X TXHET R R RZEHFIER (ACLs) WARS , BTN
158 PR 3 L5 SRl o) AAT1 4R T 1 8] S8 B BR VAR BR

ETHREZER , BZRAUATHRE :

« E T Direct Connect 2B Z#FXEINEE , 5SS H Direct Connect A5 IAM £ & # A,

« BT HNMEANEEENEERENIHRENE Amazon Web Services I/ |, {52 IAM AP IEE T
BB &3 AE Amazon Web Services Tk B9 53— IAM A P12 15 10 XR .

« ETEIMmE S =S REN SRR RIMNRE Amazon Web Services IKF | 55 # IAM B8
BRI EE=HEMHIFENR. Amazon Web Services 2

s ETHRIMIBEN SMRBRESRITREIFENER , FSH (IAM AFERE) P ALSAT S HRBIEN
BAF ( BRI ) REHRNR,

- ETHRERACNETRRNRBHATERSFRIZENEZS , 25 (IAM AFEBE) $8 IAM
e Y B K IR 18] 6
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Amazon Direct Connect H Yy B & id FK Wi

BALMERLLT Bah{b s T B3k Amazon Direct Connect & H I 4EiRATIRE -

- Amazon CloudWatch ik : EEENBIRAKZEEMNER. ESNINRBRNRERN TELEREN
BFrE , TR ZTURE, RERM Amazon SNS B L EMEH, CloudWatch BiRFF 4
BEARE  BAXERELTRHRERS , ZRSUAREHEEEHENNETRAN—ERF, BXE
%8R , 5 H £H Amazon 31T CloudWatch,

« Amazon CloudTrail BEWK#E : EKF 2RRAZEEXH , HEIF B EXHKEE CloudWatch
Logs k35t ¥i#2 CloudTrail BEX #. L& ALAER Java REBTLNENARER , HRILEAE
FXMH1E CloudTrail R EAREKEEHR, BXREZEE |, 1825 (Amazon CloudTraill AF1ERE) #
# {# Fid % Amazon Direct Connect API i Amazon CloudTrail #{E M CloudTrail B &34,

EXEZEER , 551 Y412 Direct Connect &R,

S IE Amazon Direct Connect

ETHRETETHESMITNNTEE , H5FAmazon Web Services BRE “” Amazon Web Services R
% Bl “HREMITRIR D HSEE” |, RAFEERERBMXBHEMITRI. Amazon Web Services IR Bx
—mREL , BSREMITX,

B LAERA TEE = F Ttk Amazon Artifacte BEXEZER |, HSRFH “TEHIRE” Amazon
Artifact,

&1 E A Amazon Web Services fRE ST TEARTENBENHREYE, RLATANEMEBEIR
URERREREFNEN, BXREEFEANNENRTENEZEE Amazon Web Services RS , 55
FAmazon &£ X1,

Amazon Direct Connect # #9 HfE ik & Bt

Amazon# IKE R R E SEAmazon X o] A X, AmazonXEHRHS N EYE L BREN
AKX , XETAXBEIEREK, FHESANREENNEGEREE —E, FIATAX , &R LUHZITH
BREETARzELS Wit BRI HEERBONARFNREERE. SEENENRSNBEFOLEM
i TAXEEESN AN, FEENTYT B,

BX Amazon XM AXWEZEER |, 55 H AmazonE EKEMIZHE,
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BT Amazon £IKEREHEZ 5\ , Amazon Direct Connect B2t 7 ZihIhaE | BB EHIE
HEMBOER,

BRAF VPN 5 Amazon Direct Connect —E2EFAMNE ZE L , 1§55 Amazon Direct Connect
Plus VPN,

KRR

Amazon Direct Connect M TEFRME T —NEEZ N EMERAERZES |, WRBEITNT BiEE
LASEE SLA B4R, EBAILUEER— MR RE | SR/E Amazon Direct Connect 3#14 T B @ 5| S BT MK
TREBITHERE, XUHEMEREETBERBESMEBEERELAHEN T AIERE,

- RARMY  BIFEAESMBENTERE L ILWEMERE | S USKTXR THERBREAHE
o ZREHXNIRE, EEMENTRUERESRMAT M,

- BN BIERATSMIBNE —EE  BAUNSHAXEIEARN S M., HER IR KL
I iRF RS R EERER AR, ERRBTHETRUERE,

s FRANSE : BIEAE—MIENTERE EL IR RIER | BT UKIERBIEARNITR
MR, HEAERERTHNRFRENRYE  ERFREH IV ESEREE,

BXxEZELR |, {55 the section called “Amazon Direct Connect 3t T E4",

Amazon Direct Connect I EREH LS4

ER —IIEEX RS , Amazon Direct Connect % Amazon £IKMEZERZEEFWHRT . B
£/ Amazon K HY API 8 B3 M £& /18 Amazon Direct Connect, & P is 4N X & i/
Z2&M (TLS) 1.2 REBMA, BIMNBIUER TLS 1.3, BEFRBEMNZFEETLBAERE

( PFS ) WZBEH |, Hl Ephemeral Diffie-Hellman ( DHE ) 5% Elliptic Curve Ephemeral Diffie-
Hellman ( ECDHE ) » AZEIKRRLE ( W0 Java 7 REFHRAE ) HZFXLEN,

Lo, HAERFRIZEE ID M5 IAM EEXBRAORZ TR BARNBERHFTZEL, HE , EUUER
Amazon Security Token Service ( Amazon STS ) £R AT Z £ EIERITEFERH#ITEE,

& AT LA AR 48432 B 8 R iX L2 AP #24E |, {8 Amazon Direct Connect X & F & RAV 5 R KHE |
Hpa @& TR IP bt M RFl, ZETEAEEMA Amazon Direct Connect SREERIZHIK B4 E
Amazon Virtual Private Cloud (Amazon VPC) iz R4 E VPC WA, TR L |, XFEE T £ Amazon
Direct Connect M FR{XMIFE VPC EI4AE Amazon BRHME G, BXxRHl , HEE the section
called “Direct Connect E T 54 # KB =B,
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BRMKXP (BCGP ) %

RAriEmE

HEMAERKEE LKB T BGP RIEMMERSE 2 HAVIKAES . BCGP AR ARSZ ZIBERE

= BGP ##F., E 7T f#i# Amazon MR BRI ML % Z BGP $3F , S Amazon W1 #5Bh{R I B Bk
) B FH o
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£ Amazon Direct Connect CLI

O LUES Amazon CLI 812 F 6 H Amazon Direct Connect &R,

LA RHIER Amazon CLI #5582 Amazon Direct Connect i, B A LA TEH (EHAUEBMIERE
®EZ D (LOA-CFA)) SfE — MNMAEILBELEZEO,

EFBza , BARECLLEHEE Amazon CLl, BEXEZEER |, 5 (Amazon Command
Line Interface AAFP1E™) o

\y

AES
TR BBEE

S 2 . T#E LOA-CFA

ST 3 SIEENED  REUKHSHRE

°
\|

°
\|

.
\|

\|

S BIEER

£— iﬁzizsstl_i%ua R, BWREHEFTER S OIEEF Amazon Direct Connect LB, BEXEZ{E
B EZR TRAMNEEIERE,

BIREREE R

1. HREYe X8 H Amazon Direct Connect (LB, FEREIMEmEHF , BXREBERINIEZENNLE
BT,

aws directconnect describe-locations

{
"locations": [

{
"locationName": "City 1, United States",
"locationCode": "Example Location 1"

},

{
"locationName": "City 2, United States",
"locationCode": "Example location"

}
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}

2. DIBREEHEEEN. KAXREMULERDE, EREMNHET  CREEID. EFEZIDET—
#HIREN LOA-CFA,

aws directconnect create-connection --location Example location --bandwidth 1Gbps
--connection-name "Connection to AWS"

"ownerAccount": "123456789012",
"connectionId": "dxcon-EXAMPLE",
"connectionState": "requested",
"bandwidth": "1Gbps",

"location": "Example location",
"connectionName": "Connection to AWS",
"region": "sa-east-1"

HPR 2 . & LOA-CFA

EBEREER , BRUTLEER describe-1oa ST 3REL LOA-CFA, #iH 7 base64 {wiD, EATIR
EUFE<HY LOA RA. #1THRS H8IZ PDF X4,

£ Linux 2 macOS 3REX LOA-CFA

FEL RGP, RS — 52D A base64 KA T EMABRNAHFH KX E PDF X4,

aws directconnect describe-loa --connection-id dxcon-fg31dyv6 --output text --query
loaContent|base64 --decode > myLoaCfa.pdf

f£ A Windows 3REY LOA-CFA

EARGIG | HHFRENZEIBR N myLoaCfa.base64 I, F-ANmHMHEM certutil AT EMRE
BB 3 5 4 &% B PDF 304+

aws directconneawsct describe-loa --connection-id dxcon-fg31dyv6 --output text --query
loaContent > myLoaCfa.base64

certutil -decode myLoaCfa.base64 myLoaCfa.pdf
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T8 LOA-CFA 2ja , MEREIIMEREHERENEERMKEE.

FB 3 pIEENED  REUEHASFEE

1T Amazon Direct Connect E#ZL G , BATCEBEEOUFRER, St - N AEER
BEOREFESIERN VPC, HE , BETUSIE—NMNBELED | LLUEESITE VPC FHY Amazon
RS, Bt iE IPv4 =% IPv6 RERED,

EFFHR 28, HESAEE the section called “FEE#LE OB o )REZH PR ERE S,

£/ Amazon CLI SIZERIEON  mHBEEAKAREESE. ECIREBET AN IRINIKHES
Bl & , A Amazon Direct Connect B#l&., BEXEZEER |, S THKHIFEE X,

SIEZMBEERIZEO
1. IREUFINEIE VPC HEIIFAE X HY ID (vgw-xxxxxxxx)o BEEZ ID E F—FEIBELEND,

aws ec2 describe-vpn-gateways

{
"VpnGateways": [
{
"State": "available",
"Tags": [
{
"Value": "DX_VGW",
"Key": "Name"
}
1,
"Type": "ipsec.1l",
"VpnGatewayId": "vgw-ebaa27db",
"VpcAttachments": [
{
"State": "attached",
"VpcId": "vpc-24f33dad”
}
]
}
]
}

2. QIBMAELED., BLFUEERM. VLAN ID Ml BGP B8RS4 = (ASN)o
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NTF IPv4 RE , BEEN BGP WEXEN T —IREEELSE IPv4 thit, BALIEEECH
IPv4 it , BRI BALE Amazon NEER M, AT REIP |, FHEERK IPv4 ik,

aws directconnect create-private-virtual-interface --

connection-id dxcon-fg31dyv6 --new-private-virtual-intexface
virtualInterfaceName=PrivateVirtualInterface,vlan=101,asn=65000,virtualGatewayId=vgw-
ebaa27db,addressFamily=ipv4

{
"virtualInterfaceState": "pending",
"asn": 65000,
"vlan": 101,

"customerAddress": "192.168.1.2/30",

"ownerAccount": "123456789012",

"connectionId": "dxcon-fg31ldyve",

"addressFamily": "ipv4",

"virtualGatewayId": "vgw-ebaa27db",

"virtualInterfacelId": "dxvif-ffhhk74f",

"authKey": "asdf34example",

"routeFilterPrefixes": [],

"location": "Example location",

"bgpPeers": [

{
"bgpStatus": "down",
"customerAddress": "192.168.1.2/30",
"addressFamily": "ipv4",
"authKey": "asdf34example",
"bgpPeerState": "pending",
"amazonAddress": "192.168.1.1/30",
"asn": 65000

}

"customerRouterConfig": "<?xml version=\"1.0\" encoding=
\"UTF-8\"?>\n<logical_connection id=\"dxvif-ffhhk74f\">\n <vlan>101</
vlan>\n <customer_address>192.168.1.2/30</customer_address>\n

<amazon_address>192.168.1.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>
\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>private</connection_type>\n</
logical_connection>\n",

"amazonAddress": "192.168.1.1/30",

"virtualInterfaceType": "private",

"virtualInterfaceName": "PrivateVirtuallnterface"
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}

ESEXE IPve REMNAEELED  EEALRSSHRA ipv6 SHIEE addressFamily,
BAREEN BGP WELFIEEBCH IPv6 thiit ; Amazon [E#& 5B IPv6 i,

3. EEE XMLEXWEHSEESEE , BRERZAIBZNENIZED, £ --query S HIRE
customerRouterConfig 55 , £ - -output S A ARHESIEI UFI R A2 RBEIITH,

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-ffhhk74f
--quexry virtualInterfaces[*].customerRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-ffhhk74f">
<vlan>101</vlan>
<customer_address>192.168.1.2/30</customer_address>
<amazon_address>192.168.1.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>private</connection_type>

</logical_connection>

IR AREMED
1. EQBRAFENED  BLMIEEEMN. VLANID M BGP HERSHS (ASN),

XTF IPv4 RE |, L& 4T BGP WEQXENE —REEELR IPv4 it | BUREEY BGP 2
WHRE IPv4 B, BLTRAEIN IPv4 RECIRABELED,

aws directconnect create-public-virtual-interface --

connection-id dxcon-fg31dyv6 --new-public-virtual-intexface
virtualIntexrfaceName=PublicVirtualInterface,vlan=2000,asn=65000,amazonAddress=203.0.113.1/
{cidr=203.0.113.4/30}]

{
"virtualInterfaceState": "verifying",
"asn": 65000,
"vlan": 2000,

"customerAddress": "203.0.113.2/30",
"ownerAccount": "123456789012",
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"connectionId": "dxcon-fg3ldyve",
"addressFamily": "ipv4",
"virtualGatewayId": ""
"virtualInterfaceId": "dxvif-fgh@hcrk",
"authKey": "asdf34example",
"routeFilterPrefixes": [

{
"cidr": "203.0.113.0/30"
},
{
"cidr": "203.0.113.4/30"
}
1,
"location": "Example location",
"bgpPeers": [
{
"bgpStatus": "down",
"customerAddress": "203.0.113.2/30",
"addressFamily": "ipv4",
"authKey": "asdf34example",
"bgpPeerState": "verifying",
"amazonAddress": "203.0.113.1/30",
"asn": 65000
}
1,
"customerRouterConfig": "<?xml version=\"1.0\" encoding=\"UTF-8\"?

>\n<logical_connection id=\"dxvif-fgh@hcrk\">\n <vlan>2000</
vlan>\n <customer_address>203.0.113.2/30</customer_address>\n
<amazon_address>203.0.113.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>

\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>public</connection_type>\n</logical_connection>
\n",

"amazonAddress": "203.0.113.1/30",

"virtualInterfaceType": "public",

"virtualInterfaceName": "PublicVirtualInterface"

EREBYEF IPve REN LABERED | B LUEENES BGP A/ IPv6 BEH. BREANE
SIEIEE IPV6 i3k ; Amazon BIESE IPv6 ik, A TRHIA IPve RESIERAERELIED,

aws directconnect create-public-virtual-interface --
connection-id dxcon-fg31dyv6 --new-public-virtual-interface
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virtualIntexfaceName=PublicVirtualInterface,vlan=2000,asn=65000,addressFamily=ipv6, routeFi
{cidr=2001:db8:64ce:ba0dl: :/64}]

2. EEEFXMLERNNEHSEEESE , FERECIENELNED, £A --query SHIRE
customerRouterConfig 52 , A --output SEANEXAHH B AFIRF 2 RVITH,

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-fghOhcrk
--query virtuallIntexfaces[*].customexRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-fgh@hcrk">
<vlan>2000</vlan>
<customer_address>203.0.113.2/30</customer_address>
<amazon_address>203.0.113.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>public</connection_type>

</logical_connection>
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f# F123% Amazon Direct Connect API 18 Amazon
CloudTrail

Amazon Direct Connect 5 Amazon CloudTrail—IREZERK , ZRFEEAF. AEF% Amazon iR
SIEPITHERERIZ R Amazon Direct Connect, CloudTrail $FF7& API i F %k Amazon Direct
Connect RE#. #HIRAYEA E$EEK B Amazon Direct Connect & & #918 F #33 Amazon Direct
Connect API B EMRBAAH. NREQNETRER , MA AN CloudTrail EHFL L E Amazon
S3 FiEN , BIEREH Amazon Direct Connect, MIREBKREBRER , AR LUE CloudTrail 2
HEW BSHHEER PEERFTINEYS. EFARENESE CloudTrail , &7 LU E @ BAME R & H
Amazon Direct Connect, ZHiERH IP bk, #AH TIER, AREZHBERUREMEAEGE,

EXEZELR , 5 Amazon CloudTrail {BAFIERE)

Amazon Direct Connect 1€ E.7£ CloudTrail

CloudTrail 7E& €12 Amazon IkF I BB, LB A, HES L EEFHT Amazon Direct
Connect , iZEs12E5H M Amazon RS CloudTrail B4 —RiERESHALIERKP, BAUE
Amazon IkFHEE, BRI THETEH. BXEZEL , FSREASHH LIEHEEF CloudTralil
i

EFSZITRE Amazon IKF HFHEH |, BEHZEH Amazon Direct Connect , ESIRRER, REAGF
CloudTrail F BE&EXH& % El Amazon S3 FiEf. BIAMBRT , HEEEH AP IEREIR |, ZRER
R AT A Amazon X3, BRERIEFE Amazon 7 XHEXENEYN , N BEXHEEFBIEE
#) Amazon S3 ZiE#. LA , B LB B H M Amazon IR , L —F 2 4L CloudTrail B&
FIRENSHEE, EX<EZER , BFZRATINA .

- BIRREREHAR

« CloudTrail MRS MERK

« BLE Amazon SNS & CloudTrail

- BRKEZAMXEH CloudTrail B EXHMEWRK B Z AN KT CloudTrail B&EX 4

Ft8 Amazon Direct Connect #/E¥9H (APl %) id3% CloudTrail #1257 {Amazon Direct
Connect APl &) 1, il , HACreateConnectionfCreatePrivateVirtualInterfaceig
4L 7E CloudTrail BENXHFERKEE.
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« BHREMFEARIEPHZER Amazon Identity and Access Management ( IAM BF ) EIEX Ho
- FREEAACGKERRSEAFNIENZEEIEREN,
- HREREBHHEM Amazon REF A H-

BEXESZER , 128 CloudTrail userIdentity T,

T #2 Amazon Direct Connect A& X% H

RIERR—MEE , APHEHEN BEXHRREIEIEERN Amazon S3 F##. CloudTrail BEX#
BE—NHSNEERE, BHRRKEEMARENENER , BFEFRERNRE, REN B BN
B, ERSBFENELR. CloudTrail BEXHFRLH AP BANBFH#EKRRE , RLENTSRE
EESHE: 0] 05 s EA

AT 2/ CloudTrail B&E12 %~ Amazon Direct Connecto

Examplef|#l : CreateConnection

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z2"

}
}
},
"eventTime": "2014-04-Q4T17:28:16Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "CreateConnection",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Coral/Jakarta",
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"requestParameters": {
"location": "EqSE2",

"connectionName": "MyExampleConnection",

"bandwidth": "1Gbps"

},

"responseElements": {
"location": "EQSE2",
"region": "us-west-2",
"connectionState": "requested",
"bandwidth": "1Gbps",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fhajolyy",

"connectionName": "MyExampleConnection"

}I

Examplef5l4l : CreatePrivateVirtuallnterface

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",

"arn": "arn:aws:iam::123456789012:user/Alice",

"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",

"creationDate": "2014-04-04T12:23

}
}
1,
"eventTime": "2014-04-04T17:39:557",
"eventSource": "directconnect.amazonaws.com",
"eventName": "CreatePrivateVirtualInterface",
"awsRegion": "us-west-2",
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"sourceIPAddress": "127.0.0.1",
"userAgent": "Coral/Jakarta",
"requestParameters": {

"connectionId": "dxcon-fhajolyy",
"newPrivateVirtualInterface": {
"virtualInterfaceName": "MyVirtuallInterface",

"customerAddress": "[PROTECTED]",
"authKey": "[PROTECTED]",

"asn": -1,

"virtualGatewayId": "vgw-bb@9d4a5",
"amazonAddress": "[PROTECTED]",

"vlan": 123

I

"responseElements": {
"virtualInterfaceId": "dxvif-fgg6lméw",
"authKey": "[PROTECTED]",
"virtualGatewayId": "vgw-bb@9d4a5",
"customerRouterConfig": "[PROTECTED]",

"virtualInterfaceType": "private",

"asn": -1,

"routeFilterPrefixes": [],
"virtualInterfaceName": "MyVirtualInterface",
"virtualInterfaceState": "pending",
"customerAddress": "[PROTECTED]",

"vlan": 123,

"ownerAccount": "123456789012",
"amazonAddress": "[PROTECTED]",
"connectionId": "dxcon-fhajolyy",
"location": "EQSE2"

iy

Examplef|#l : DescribeConnections

"Records": [

{
"eventVersion": "1.0",
"userIdentity": {
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"type": "IAMUser",

"principalId": "EX_PRINCIPAL_ID",

"arn": "arn:aws:iam::123456789012:user/Alice",

"accountId": "123456789012",

"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice",

"sessionContext": {

"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z2"

},

"eventTime": "2014-04-0Q4T17:27:287Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeConnections",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",
"requestParameters": null,
"responseElements": null

iy

Examplef|#n : DescribeVirtuallnterfaces

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:Q05Z"
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}
}
},
"eventTime": "2014-04-Q4T17:37:53Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeVirtualInterfaces",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",

"requestParameters": {
"connectionId": "dxcon-fhajolyy"

iy

"responseElements": null

iy
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