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f+ 4 & Amazon Elastic File System ?

Amazon Elastic File System (Amazon EFS) Rt ERFBNW LB M X HFM , XEZLTEMER
EEFHRENEREE AT ZEXHEHIE, Amazon EFS AN ARFENE I THRET EZ PB
&, AELSPMANBREE BT KW 4. Amazon EFS EE 2 Web RS FE , WitER
REEEAENREEXHRE. ZRZFNEEEMBEXMFHEMRE  XEREETUBRTE, &
IHEFEX NG REBREN S RM,

Amazon EFS X # Network File System M2 4 ( NFSv4.1 Fl NFSv4.0 ) iM% , Et , BEHFIEH
H R AR TEALLE Amazon EFS T4&iME. Amazon EFS AIIEE KZ K E K Amazon Web
Services TtEEHI# 17151 , @¥E Amazon EC2, Amazon ECS, Amazon EKS, Amazon Lambda
F Amazon Fargate,

XTRSEATY BiE, TRAENGAEIEH T2 EAR. Amazon EFS 2T X4 REREFKFE
N AT RN AEER -

- Xt (#EE ) - KEMXHRE (#EF ) EE— Amazon Web Services X155 % /N th 3B {u
ESBENTRAXURRARNE#HEE. EZ /N TARE#BIEEERUEBIENISETRAY |, BIfE
Amazon Web Services X —NHZ N HAX AT At 20k,

c BX - BXXHREEENTHRAFRSE. FREFEEENTHXPREB N BFERHEFET
Attt BEATARBENIE D ZRTRANBERT ( FTATRRE ) , FREXERENHFRLS
HBEARESER.

BAXHKRGRBENESZER , BSHEFS MHRGERE,

Amazon EFS Rt T R THEARMENETLE. IOPS MELER, EFS XHRSEALUYT RE PB 4 ,
REFHE  HATMNTESSINENBIERITAREHTHR. N TASHITERE , RINEBWUEA
MIAER | BEREREA VR EFTEERN,

- BA - BRAMREAFEESERHBENARERF , 1 Web RSHR, RBREERS., TEXRNE
WS RRSS

- M -_MUFEHEEAEEAFIAAT RRERELEMEE , SUAE TERBIEINER,

BX EFS HReMEHBEXNESEES , 55 MAmazon EFS HEEHE,
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Amazon EFS M XHREHRNE N , B KPEE—BUEMNXHBE. BXEZEL |, H5H
Amazon EFS I EIE— 314, Amazon EFS X EFBN A BHERIERSED ( POSIX ) B PR HIXT
XHRENTHR, BXEZER , B55R £ Amazon EFS F{RFF EiE,

Amazon EFS XFHHRKIE, RNFMMEBINEE , IHKBHEHEREMMNEMMEER, Amazon EFS X
BRMERNXGRANE AP NBEMESNE, S EE EFS XHRENBABRSME,
MREA, WaMBREREMAHE. SUUEESXHRENSHAERTPMNE, NFS B/ iR
Amazon EFS B9i55[7 FH Amazon Identity and Access Management ( IAM ) REEFIM K Z £ KEE (10
Zef ) B4, BXREZELR , HSMAmazon EFS FHEIEMNER, Amazon EFS ) B @Fi5 A&
EFEE NFS B mx EFS XM REH ML,

(® Note
A X Amazon EFS 5&F Microsoft Windows B Amazon EC2 324l —#2EH.

A

REREH /N Amazon EFS IR/ ?
B AR R A Amazon EFS (AR | RNBWERIAFEELTAS |

1. X Amazon EFS = mMENELR | 55 Amazon EFS,
2. X Amazon EFS B ARBER |, i5Z®Amazon EFS #) T/ERE,
3. WA BEALS,

% T HAX Amazon EFS WESES , WSHLTIM , e FERMmiie T wHs -

. BIEFNEIE EFS &R
- EIE EFS XHRE
« Amazon EFS API

Amazon EFS Y T/ERE

Amazon Elastic File System (EFS) 2t T —/M&i &£, TR EEM set-and-forgeti# XK RE., B
Amazon EFS |, B BB XH RS, £ Amazon EC2 3] EHEFH A4 RS | REENH RS HIEE
MEABIE, BALUESNESXHEREMRA 4.0 7 4.1 () ML , EEWERFAE = (VPCNFSV4) HiE
# EFS X RS, BNBUCHSEH —KK Linux NFSv4 .1 B ( HINSHHT D2 Linux, T35

BREBRENEM Amazon EFS BWAF ? 2
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Linux 2, Red Hat, Ubuntu 1 macOS Big Sur AMIs Rl & Fiw ) 5 EFS EEBBRFESER. &
KifB , S Z%E Amazon EFS & F i,

B X T ZILE Amazon EC2 Linux 1 macOS I #1253 & (AMIs) BIFI&R | 5@, NFS
FEXTFRLYE AMI, AIRE NFS B in T 8ef X4 R EHE Amazon EC2 3kl £, BAXHH |, &
B %% NFS B i,

WA LAMNZ A NFS B imH X 1FIR EFS XHRE , AtbBHEANMEENNARF TG R X4 R
%, Amazon EC2 fMER—AT XA Z AN AXHETHEM Amazon it &£ Amazon Web
Services X5 ATLLFRISH RS , A Z AP AT AUF R MAZ A HEER,

B <11 Amazon Web Services X8 {4t 62 EFS XHREMWFIER |, iH5SEAmazon Web Services
_HQ%E%O

=7 VPC HifE EFS XHRE |, i VPC FRIB— NN EH B, ERERRETUERSPE
# EFS XM RS NFSv4 s SR IP tbit, BEAHEFEERS (DNS) EMER MRS |, ZBWEHE
RS EC2 R TRI—TTAXHH EFS EEH B IP ik, BB LLFE Amazon Web Services X
BHFHNBSNTAXPEE—MNEH B, MR VPC WARARFEZANFR , MEEF —NFRPCIE
EZBR. ME , ZTAXPHME EC2 RHI#HNHRZZESR B .

@ Note
— EFS XHRE—RABLE— VPC REFEH BT,

EHERASRITAERSTAM, ARITRUSTHENAREBE A X IEes |, HH4E
B, RECHEHBIMESNTHXFH IP ik M DNS 198BS , BEElREASMRRXIFNITR
A, AXRERENNESEFEER , BESREEEH BT

ERNX RSN DNS EMERXHREE , BUNGRERATAREMMXHERE—HFEAE. X NFS
FANNRMEREZFBTNESR , BEAMEXHRE (NFS) FaA -, AR,

4 # A Amazon Direct Connect ZiE#Z| Amazon VPC B |, A LU EFS X4 R SHEHH T A 3
B ORSEE L Amazon VPN, & A LA EFS XU RGHEH DA MRS EZLE |, LUESEEETIRD
EFS. BE=BRAFRIEA B IER 142 Amazon EFS,

LA LVE T X R BB X {5 Amazon EFS EEEREESERANIREA,

£
o W{A4F Amazon EFS 5 Amazon EC2 & &£ A

THERE 3
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» Amazon EFS #ff] Amazon Direct Connect 5 Amazon 3 £& VPN & £ H
« Amazon EFS 2in{a{# A/ Amazon Backup

WA’ Amazon EFS 5 Amazon EC2 &4 /4
AF B WAYF Amazon EFS XigitE M8 X X R4 #EH E| Amazon VPC Y EC2 =4,
XigitE EFS R4

TERERT ZA EC2 =415 B H Amazon Web Services XiFHHZ /Nl AXEEHK Amazon EFS X
HRE,

Availability Zone 1 Availability Zone 2 Availability Zone 3

‘Amazon Virtual Private Cloud
= (Amazon VPC)

i | : i
ﬂ subnet P subnet : subnet
i ! ' ' 10.0.4.0/24

10.0.1.0/24 10.0.2.0/24

Amazon EC2

Amazon EC2

| )0.1.3 10.0.1.31 : subnet
e S b : ' 10.0.3.0/24

10.04.14
‘ ! Mount target i Mount target | i Mount target
) & ' &
10.0.1.32 10.0.2.45 10.0.3.15

...............................................................

Amazon Elastic File System
(Amazon EFS)

EUEF , EURER (VPC) B=NMATAK, RAXHRERXEMLN , FTAESNTAXHEC
BT —NEHER, HTHENRARRE , RNBUENE —TRAXANES BHRHRIXAHRS. BHF

1A Amazon EFS 5 Amazon EC2 & &M 4
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NHBIE

NFS &/ im N A2 F AT SAE A NFS R4S 4 XH8IE ( 8RFTEEME ) X Amazon EFS X#H#1T
RE#F,

HiZE L T2 F Amazon EFS t{A8IE XN EA :

« Amazon EFS (XX #EHEWPIE , read/write BIEEERITHI TR EEREBFEEHRR, flm , A THE
REFRELNXHRLSHE , BHONBREF MM T NFS B X ( Hlin close-to-open— M ) .

- EEEENMEXMIMFBRIXGENAFH , FA—MSEXHRZTLE 512 1M

EFS XHREH T AEMBFAME

AF5 48 Amazon Elastic File System (Amazon EFS) X4 RS XA RS X B MIFH IR,
EFS X HRE&RE

Amazon EFS R HXEMMEX X HFREHERA,

o Xigt - KIS XHRE (#EF ) £R — Amazon Web Services Xigih B SN BB 2 BN T
AXURKRERAE#HBIE, BESANTARE#BETASEREEETAY  BMEEP -2
AXT 1 A Amazon Web Services XiF th 2 0tt,

c BX - BXXHREEENTHRAFRSSE. FREFEEENTHXPREB N BFERHEFET
AtE. BETHRENHIS ERATRANFERT ( FATRRE ) , FREXERBENXHFRSEF
HBEARESER.

EAATRRENEEHE D Amazon AT X ERFIRAFEIERT , One Zone 173K Bl AP EY B HE AT
REaEX, Bl , KRFMAKRESHARSBBIEER, RTXERBNEMIN  BRITHEXEFMHEE
EEASXEMF#EAUNIRRI , MRPRNKREZMIHEHE, TNNVRERENEE , i
TriER#0 B 1R 99.999999999% MY EIERF A 1,

N TEBEBIERY , Amazon EFS £ Bai £ AR 108 XiF X4 R4 Amazon Backup. &0 BURE 34
REZMIRE R FER IR EN T AKX Amazon Web Services X137, , th AT LU ERE R Ha T A X
Amazon Web Services Xifi, FRABIERMEEN EFS XHRE%E D Amazon Backup 2 & #HE =4
AKX , #EERFEAEmMRIT. BXEZER , HSE TS Amazon Backup.

AJRAESFAK 9


https://docs.amazonaws.cn/aws-backup/latest/devguide/disaster-recovery-resiliency.html

Amazon Elastic File System

RAriEmE

® Note

BEXHXHRENERTREELETRAX, BXRIHTAEEPEREXXHEREHNTHXH R

%, EEHERXHREENTAKX,

TRIERTXHRGRE 2R ETAHE, FAENEEEESE,

XHRGE  RITENHN BAK (RITE WA
Hi #7)
X 13 {4 FERS/AMM  99.999999 99.99%
A AR EEE, 999% ( 11
9)
BX TEERBBAME  99.999999 99.99%
A AR EE, 999% ( 11
9)
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BXENHRGENEATRELETAX, THRIETEATUEHEDER One Z IDs one XHREH
AR AXH Amazon Web Services X AT AX, EEFZAKF,F A IDs XS |, ESH
Resource A ccess Manager AP 8+ H Amazon Amazon iR A AKX IDs .

XFERXXHFREHNATAHKX

Amazon Web Services Xi#, & Amazon Web Services X1z 1%

7 B
EERIB ( BXEM ) us-east-2

EERE (FHEFRILMILED ) us-east-1

XEFEE (mFERIL ) us-west-1

X EFHATAKX IDs

use2-az1, use2-az2. usez2-
az3

usel-az1. usel-az2. useil-
az4. usel-azb. usel-az6

uswl1-az1, usw1-az3
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Amazon Web Services Xi8 % Amazon Web Services XiF { FHFMATAK IDs
i i

XEEI (HREXM ) us-west-2 usw2-az1, usw2-az2, usw2-
az3, usw2-az4

IEM (FER) af-south-1 afs1-az1, afs1-az2, afs1-az3

TABX (F#E) ap-east-1 apel-az1, apel-az2, apei-
az3

TWA#X (&X) ap-south-1 aps1-az1, aps1-az2, apsi-
az3

WAHKX ( KPR ) ap-northeast-3 apne3-az1, apne3-az

2, apne3-az3

WA#X (BR) ap-northeast-2 apne2-az1, apne2-az
2, apne2-az3

U ARHEX (TN ) ap-southeast-1 apsel1-az1, apsel-az2
TA#X (ERE ) ap-southeast-2 apse2-az1, apse2-az

2, apsez2-az3

WA#X (RR) ap-northeast-1 apnel-az1. apneil-az4
MEX (FE) ca-central-1 cacl-az1. cacl1-az2
FE (JER) cn-north-1 cnni-az1, cnni-az2
FE(TE) cn-northwest-1 cnnw1-az1, cnnwi-az

2, cnnw1-az3

ROt X (EZXRE) eu-central-1 ucl-az1, eulaz2. eul-az3

BN X ( ZB/R=) eu-west-1 euwl1-az1, euwl-az2, euw1l-
az3

BOM (123) eu-west-2 euw2-az1, euw2-az2
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Amazon Web Services Xi8 % Amazon Web Services XiF { FHFMATAK IDs
i i

BROMib X (K= ) eu-south-1 eus1-az1, eus1-az2, eusi-
az3

RO X ( B3 ) eu-west-3 euw3-az1. euw3-az3

RRoMih X ( HTEERE ) eu-north-1 eun1-az1, eun1-az2, euni-
az3

IR ((BAK) me-south-1 mes1-az1, mes1-az2, mes1-
az3

EEM (ERF) sa-east-1 sael-az1, sael-az2, sael-
az3

Amazon GovCloud ( ZEZR us-gov-east-1 usgel-az1, usgel-az

&6 ) 2, usgel-az3

Amazon GovCloud ( <EH us-gov-west-1 usgw1-az1, usgwi-az

&6 ) 2. usgw1-az3

EFS f#fi#3%

Amazon EFS R T T AU KA RN FHEMRITWTEEFEMER , EABURT RAH,

« EFS #r/fE - EFS frE M SRR BB 28 (SSD) 7 NN E G R Ay AR R B ER KA. Fay
NHREBEEEXEA EFS fREFME , ARUUAERERBAREE SR E EFS TR R fFEE
M EFS FHiFMR,

« EFS THEHR (IA)- —MEALLHNEEE , BERTENZENHRIURBSE.
« EFS A% - —MEAMLRFESE | ERTEFHRJURREDRWEE.

ERRMEHER EFS XMHREXFEF EFS FHFM#E, —EXHREEFHFHRBDBERE , BT
R XHRENELEEHR N R TEE,
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iR S

TRNEFHRAT TR, BRBNMFERNERNESFHARFEE |, 55 RAmazon EFS HREHST.

(EAF-ES WRITREX B—1NF FAK CIp:Ef AKX gAOXH

WEME  (RitE  SLA B SR AK K
B ) % %A’

EFS#iE FEIEWERR TERR 99.99% ( X TEHA
JRHEIR M BERY E B )
IR =3 (K
09.099999 99.9% (& HiE)
EFS 74t #BFERHEEJL  JLTER  gg99 X) | (3K) 128KiB
Zihm IXEIESE B B
. (114
9)
EFS ¥ SBEFEHRJLREH N+E® 99.9% (X =>3 (KX 128KiB
EDRWIEED =) =)
Bz

" B F One Zone Y REG BB ELN Amazon JRKX S | AMEL AT HXAFRERIES
ARE R MR A s T KR |, X R AN N REPNBETEAE L,

2 SE3¥RTE 2023 £ 11 B 26 BRF 12 ARZEEFNESEHEBE LG/ NT 128 KB WXHEDE
B IA £, BX Amazon EFS AN ENMNX G THBRBHITITEMITENEZELR |, ESEAmazon
EFS iR & X HREFIT R KN,

T 3e 51t 2%

BEENSMRERNPHBEEN SR, BN A FER/FEEFOXGN , IXNTEAESEAREERE
TR BAHRROKE K CEFEINGFEHRTZH. Amazon KEE REMFHEENEE , UEXY
NHERGEHNEHEERNITETR. ETHESZFEE , B30 Amazon EFS Effl.
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https://www.amazonaws.cn/efs/pricing
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SN, SR E (1A) MAE#EETFEN 128KB WXHEAREKEEA, X/NTF 128KiB #Y
NN GER T AFERE 2023 £ 11 B 26 BFF 12:00 R2FEHNEREAHER, BX
Amazon EFS MfAIX ENMNXHMaBBEHTITEMITRNESZER |, S HAmazon EFS WAk & 3
HREFHRK D,

H i r s Smi s EEAME.

s WTRABRMEHEBEXNNHRE , RTEREER , CEFERSANNHREEAN THENYK
RBEEMNRE.

s NXTEAMBEREEFLENXHRS , FNBENCRENTEESLE (T EFS fREF#RPH
HIEE ) NEDHRTITR.

s WTHEARERHEN KRS , ATNELHENET EFS iEFEXPFENBIEERE.

BEXEFS BHERANEZEE , BZRTLER,
® Note

FRAZOIBEGAPREERN EFS XHR %A Amazon Backup , BFRAFEHKEHRIZA,
E 7 ##48>% Amazon Amazon Backup EFS WEZEE , B2 W& EFS XH R,

T AMEE

EEBLNXMHRS  CEHEEBNMMGRARFLFEREFE  BEALGEAHNEE, SanAHNEER
BAXHREELNEGEAYPERE , B EFERCARREE. toRANRER AL EHEK
RATENANRNHREBEER AR CEER, AXEZER  FoH EEEREGAH.

g4

BRI LAE A E $IThEER IR B C N EF 8122 Amazon EFS XHERZEREIA, Amazon Web Services X
13 E5l4 83ERAE EFS XHRSE LNBEMNTHESE S RELIERN P CIZEMNH B 5 EFS X4
R4, Amazon Web Services X3 EFS 2B ERXHREFN BRI RERFRDL ., EHREL
B, EERESHRNIRE LB (RPO) MRS T E BFR (RTO), X LE4FE Al LABS BRI S M MM
WEELEM B, AXEZER , B2 &4 EFS AR5,
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F4EH Amazon EFS

MRER E XEH Amazon Elastic File System ( Amazon EFS ) , BRUT S BRIRE , FHREREN
#E—/N EFS XHR45.

1. EBEARREH

2. B3 EFS XHREFHE3) EC2 SKH

3. EAE XM EIERE EFS X R4S Amazon DataSync

4. BERFRARFEH Amazon K

TR

ERERANSRZE , FREAGHFEUTER !

- BEFREHMW Amazon EC2 , # BRE UMM EF3) EC2 34, REZE—1 Amazon Web Services
KFE, —MNEEEENRIAF. —Dkeypair I—MZ£4A, BXEZEER |, i55H (Amazon
EC2 AAF1E®™M) K Amazon EC2 Al,

&8 Amazon Virtual Private Cloud ( Amazon VPC ) . EC2 1 EFS & R#{Z T & — Amazon Web
Services Xif 1 , H BB EZXBEFRIA VPC, MREEHIA VPC , ZIEFEMNEFHURIE
Z2ARNF VPC HERXHRE , BSHAFEH VPC £ 4,

« BRBESIRANLT AN T RAN,

&t AT LLE A Amazon Command Line Interface (Amazon CLI) S8 HATE LB ATTL S KB A EFS
APl, BXEZEER |, BSH 3T . 01 EFS XH RS HFHERF EC2 £4] £ Amazon CLl,

Bl EFS X#HREH B3 EC2 41

ERREEZHITEAANGINTEREZN G , BAILGIE EFS XHREH B EC2 K6, BEXHKAE
VESRUFTBERAFE - EFS XHRSE , RRVGEREXPISHHEER EC2 HiEz1E S

(® Note
TRERF Amazon EFS 5E F Microsoft Windows By EC2 2l &,

TR 15


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EC2_GetStarted.html
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£/ EC2 B3mS6l2 EFS XHREHBHEH EC2 L4

BRECIE EC2 EHIZ et 0B MER EFS XHREMA |, 555 (Amazon EC2 AF ) &
#Y3F Amazon EFS 5 Amazon EC2 &4,

UTREERFIZHHRGIE EFS XHERENERITHE R,

1. ERLERNZHAN NN REQZE Linux RERL LT EC2 K6,
2. QIRERHEFREHFBHEHT EC2 KHIMNHLE EFS XH RS,
3. /83 EC2 £f , LAE EFS XM RERERS A A T Xt fai Shae.

HE , BOLAE Amazon EFS B %lAF |, FAKERESBEVRESENH RS, BIETAEA
Amazon CLI #1 API BIEZ N H RS, BEXUEBXHRENFAIEEIMNEZEER , B5H6IE EFS X4
RE,

5 S X R M 2R E EFS X R4 Amazon DataSync

B EFS XHREE , BRI UERARNXGENRE X HREEEmEZXH RS Amazon DataSync,
DataSync 2 — I IEZHRS , IBIERMEL. Ba{LFMMEARFRERES Amazon 7 RS
ZENBIEBHMES , H&E. Amazon Direct Connect DataSync A LA4% 5 & B9 ST BB LA R U %
SABIE , Gl EN. B EB R RN R

A% DataSyncHIEZEE. |, 2 HAmazon DataSync,
FoRFM

R AHE T EFS XA RG22 , THRREERZUTRMYE

o BEBDME R ERBIENIR NFS XHRE, FEEBET NFS WA 3, A 4 4.1 HEZERER
Go ROINHRGEZRUTAMBITERONXGHRE. BEEBRTHXHREMN EFS XHRE,

- BEHZHFFEH DataSynco ETHEZEER , 55 (Amazon DataSync AAF#ERE) HHIAmazon
DataSync Al 7o

ERAR R mE EFS X3R4 Amazon DataSync

BXEM DataSync fF3X £ 2| EFS XHRGEMHE , S Amazon DataSync i 1§ Amazon
DataSyncH 89 f F 1& 5 U

HX MRS 16


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/AmazonEFS.html
https://www.amazonaws.cn/datasync
https://docs.amazonaws.cn/datasync/latest/userguide/setting-up.html
https://docs.amazonaws.cn/datasync/latest/userguide/setting-up.html
https://docs.amazonaws.cn/datasync/latest/userguide/transferring-data-datasync.html
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BT RERFXHERHE EFS XHRENERITHZ IR DataSync,

1. EEIEM EC2 KHl, AXESEL , #5H (Amazon EC2 A ISR HHEEIISH EC2
=6,

EENTHEF TS, BBHRIRE,

I B B RN B LE.

PIEARBES.

BITES |, XN RERE E o

o ~ w0 b

SE RSB HR P IR E) Amazon K
SERAANGI G , BRITUTEIRUERRREH R EH Amazon Web Services K,
BEERARPENKF

1. EEDEHN EC2 kHl, BXEZEER , 551 (Amazon EC2 AF1sE) HMIEER|EH EC2
=41,

2. FEALUTHSHE EFS XHREK.

$ sudo umount efs

3. #TFF Amazon Elastic File System #2#|#& , Mty https://console.aws.amazon.com/efs/,

4. MIBRIEFEAEINE - S H RN EFS XHRE,

a. EBRENXHRETIRPBIBREG EFS XHREK.
b. XNT&BME , EFMERXHRS
c. TEXRAMBRXHREXFESD , BAZHERE EFS XHREH MRS ID , AEEZEMRBR
HRE,

5 KUERIBAINEIBHH EC2 £6l, X , ESH (Amazon IAM Identity Center A 15
) BHL1E Amazon EC2 £,

6. WREANERANGICETZ2A , WENEMBR, BXiEHA , FZH (Amazon IAM Identity
Center AP #88) H#Y Delete a security groupe

/A Warning
TEMERER VPC HERIARE4A,



https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect.html
https://console.amazonaws.cn/efs/
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/terminating-instances.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/deleting-security-group.html
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%% Amazon EFS & ik

BANEBIWIE L% Amazon EFS & iR ( amazon-efs-utils ) , 2 Amazon EFS TEWFRE
4. Amazon EFS BEF B EEREHERF , CR—IBUWHE EFS X4 REEBNERF. ZFFIH
7 E A Amazon CloudWatch k513 EFS XU REHESRRS , exa8FE LT E | AUERN
#3t Amazon EFS X # R Gtk P BB ITINER

BT LAEIE 1T IR R 1THRAY Amazon EC2 ( EC2 ) 3kl L F3 %% Amazon EFS Bk, W FHEL
SEHWIRIERS |, BT LL Amazon Systems Manager N EBE BN B LZEREFT R4S, BXAE
2 EAFERAKN X ITRFIER Amazon Systems Manager , {52 JSystems Manager X EFHYIR1ER S,

/A Important

BRI AEARIFMRAN amazon-efs-utils , ARG A EH L ZFThEE, Hlfn , 2.3 HE
SRR REER IPv6 it 1TER |, BEREPRATZE,

£

- EFS T EMMKBIN

o XEFHNERITHR

- FFLF Amazon EFS EF i

- B3 ZESFEH Amazon EFS & i Amazon Systems Manager
o REMAR botocor e

« F4K stunnel

- B FIPS X

EFS T ERAKEIIN
amazon-efs-utils EFLATHEIN |, FNHELLE amazon-efs-utils M ST L EIX LA -

« NFS &P i
« RHEL, CentOS. Amazon Linux # Fedora Z{ThRH) nfs-utils
« Debian 1 Ubuntu K{ThRH nfs-common

o MY (stunnel BRHEE 4.56 HE IR )

EFS T EMHKBII 18
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« Python ( 3.4 RESRA )
« OpenSSL 1.0.2 HEFARA

(® Note
BRIANERT , YEAHEEERAERS MM ( TLS ) 8 EFS E5#BEFR , EHHEHERFS
BEISREIE R ENERE, EFS ERHEBEFEM stunnel BFIRMA TLS Thek, FELERAH
Linux FEEBIAZ XL TLS ThEEM stunnel WA, FEMEAIXLE Linux A2z —& , 5
TLS ## EFS XHREFEM,

Z¥% amazon-efs-utils RHEEE , AHH stunnel, BSE ALK stunnel,

& LAEH Amazon Systems Manager KRB Amazon EFS & s , F BE3IITE EC2 £HI LR
Ko E#H amazon-efs-utils R BAMENES. BEXESEERE , BZH EA B LEDEFH Amazon
EFS & i Amazon Systems Manager,

BRMBREA , FSRFRINERE.

X EFHYRATHR

B X ELT Linux M Mac X1ThRXT Amazon EFS & Fimi#t 1T 7 ®1E -

RATHR aRE init R4

Amazon Linux 2023 (AL2023) rom systemd

Amazon Linux 2 (AL2) rpm systemd

CentOS 8 rem systemd

Amazon Linux 1 ( AL1 ) 2017.09 rom upstart
® Note

AL1 AMI F 2023 £12 A 31 H
SEREEMAER , HEH 2024
F 4 AR zB K MH amazon-

X RATHR 19
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efs-utils #HHE (KR7A 2.0
REBRAE ) PFAZRHE,

Debian 11

Fedora 29 - 32

macOS Big Sur

macOS Monterey

macOS Ventura

macOS Sonoma

OpenSUSE Leap, Tumbleweed

Oracle8

4I#E4 ) Linux (RHEL) 8, 9. 10

SUSE Linux Enterprise Server ( SL
ES )12, 15

Ubuntu 16.04 LTS, 18.04 LTS, 20.04
LTS, 22.04 LTS

BEXRXZEHEEBERINZIZFRITRNTES R , 55 Github E# amazon-efs-utils

README,

deb

rm

rm

rm

rpm

rm

deb

F %% Amazon EFS & ik

init &%

systemd
systemd
launchd
launchd
launchd
launchd
systemd
systemd
systemd

systemd

systemd

A LATE Amazon EC2 Linux ( EC2 ) 326l , BAKi=4T macOS Big Sur, macOS Monterey 1 macOS
Ventura B9 EC2 Mac k% L F3) %% Amazon EFS EF k. BX%X# Amazon EFS & Fimi & TR

iR, BERXEFNRT

LTSRN AZIENRERENEZELE.

FHRE EFS B

20


https://github.com/aws/efs-utils/blob/master/README.md
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FT
« £ Amazon EC2 Linux 34| £ %% Amazon EFS & F i
o EHAM Linux £1ThR E %% Amazon EFS & iR

 fE£3&1T macOS Big Sur, macOS Monterey 5 macOS Ventura B EC2 Mac 34 £ &% Amazon
EFS EFi%

£ Amazon EC2 Linux =4 £ %% Amazon EFS & F iR

BATFMULTEE Amazon EC2 Linux £l L Z%# amazon-efs-utils MHE :

« SEAT Amazon Linux BIL Z#HE350ER ( AMI ) BB EEE. UTHBATM AMI R4S E#EE
L% amazon-efs-utils ##E,

« Amazon efs-utils GitHub Z#E. BXMEREamazon-efs-utilsBHEANEZEER GitHub |, i&
SEEEM Linux X1THR E %% Amazon EFS B/ %,

(® Note

o MBPHRIEEEA Amazon Direct Connect , A LATE IR B R %5151 B 5o )R & 14,

« Amazon Linux 1 (AL1) AMI F 2023 £ 12 A 31 BEREEGER , HEH 2024 £ 4 A
k2 EXRMW amazon-efs-utils HHFE ( R 2.0 RESHRA ) PFRZXEF, BRI
#5855 N1 2 A4 E) Amazon Linux 2023 ( AL2023 ) , HFREEEZ] 2028 £HKHXE,

1£ EC2 Linux 3= £ %% AMI ##t#### amazon-efs-utils &S
1. BREGIET — AL2023 =5 Amazon Linux 2 ( AL2 ) EC2 3£, BX AT IZEENEER ,
BSEEER 1 B0,

2. BIZE% Shell (SSH) HRIEHWEFN LR , RAEERAHNNAFREER, BXEZELE | B
% {Amazon EC2 AF#Er) FEVIEEZIZH EC2 £Hl,

3. EZR¥ amazon-efs-utils B8 , HETUTH S

sudo yum install -y amazon-efs-utils

1£ Amazon EC2 Linux 3£%l £ %% Amazon EFS &/ % 21


https://github.com/aws/efs-utils
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect.html
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FEHAM Linux Z1ThX £ %% Amazon EFS & %

R IEFAEM Amazon Linux AMI amazon-efs-utils BB EFEEEPIRINEES , A LLELER
ZE A4S GitHub,

RERZEBREERE , BULERALTEE —WEH L% amazon-efs-utils , E4AEURTFER Linux
RITHREZEFN A ITER -

« RPM - AL2023. Amazon Linux 2, Red Hat Linux., CentOS FIZE LM X ITRZIF XS E,
« DEB - Ubuntu, Debian LM X 1TIRZFZEmGa3ER,

BXNETE Linux KITHXZ % amazon-efs-utils B4 3HiEEE , 153 H Github £ amazon-efs-
utils BRZHEHEY On other Linux distributions.

#£32 1T macOS Big Sur, macOS Monterey 5 macOS Ventura #J EC2 Mac
245l £ %% Amazon EFS &/ if

amazon-efs-utils BH B A REKE1Z1T macOS Big Sur, macOS Monterey 2 macOS Ventura #J
EC2 Mac 3£l £,

BX1E Mac =6l E &% amazon-efs-utils MEBWIRA , FSH Github £ amazon-efs-
utils BaRX#FH On MacOS Big Sur, macOS Monterey, macOS Sonoma and macOS Ventura
distribution,

IEEEA

£ EC2 3£l L &2 % amazon-efs-utils f§ , #ERITRESBRUERTHRE

o Z¥botocore AELR A LAEA Amazon CloudWatch S XX 4R ENESIRS,
o FREF|FEHMAH stunnel LUBE AEHPEHTEMNZR,
- (M EFS ERHBEFEZEHNHRS,

# A B3 L2 E #H Amazon EFS & /i Amazon Systems
Manager

&I LAE A Amazon Systems Manager K &1t Amazon EFS &% (amazon-efs-utils) W&
¥, Amazon Systems Manager 2 —U 0] i T&EE MEH ERZEHH Amazon BRSS Amazon, &

TEHM Linux R1ThR £ &3 Amazon EFS & i 22


https://github.com/aws/efs-utils?tab=readme-ov-file#on-other-linux-distributions
https://github.com/aws/efs-utils?tab=readme-ov-file#on-macos-big-sur-macos-monterey-macos-sonoma-and-macos-ventura-distribution
https://github.com/aws/efs-utils?tab=readme-ov-file#on-macos-big-sur-macos-monterey-macos-sonoma-and-macos-ventura-distribution
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Amazon Systems Manager B , &7 LLB 31 T4 Amazon EC2 (EC2) =4 L Z %= FE #ramazon-
efs-utilsHHBRMENES ., B Systems Manager Ih&E ( 410 Distributor A State Manager )
B LB RITU TR

« 433 Amazon EFS & iR hRASIZ &,

- EREHEHRSEMT Amazon EFS B iR5 K EEH Amazon EC2 3£41,

- B3I EC2 LHIRFEE RSN IR,

BXEZEER , B3/ Amazon Systems Manager (FAFEE) o
Amazon EFS & Finft ZEIEFRWIEA
& LAME A Amazon EFS & ik B 1 4#8 1 5% CloudWatch B SR XU RSESIRA |, X

1% Linux RITARA L stunnel IR, ZHEER Systems Manager £ Amazon EC2 3=l E &3
Amazon EFS BFimht , B2MITUTRE -

« FRAZEMAL botocor eRERMHRILZ I EZ % botocore &, Amazon EFS & im{EH
botocore 432 EFS MU RSEHESIRS,

- B EHBAX CloudWatch AEF I EFS X RAKH MRS ERefs-utils.confo BXREZ
ER , B2 UEESZSHNRIIE AN,

« X FIiZ1T RHEL7 = Cent0S7 #) EC2 354l , Amazon EFS BEF W& BEI AR stunnel , W0F
% stunnel HFTIR, B TLS RINER EFS XHRS | EEAR stunnel , M RHEL7 #
Cent0S7 MI# M stunnel RAFT X Amazon EFS & Fif ( amazon-efs-utils ),

Systems Manager XFHRERS

B EC2 EPIMITEITUTIRIER G 2 — , TEA T B EHMF R E Amazon EFS B ik, Amazon
Systems Manager

T4 FARA 2
Amazon Linux 2023 (AL2023)  AL2023 x86_64, arm64 ( Graviton2 =

EEMARLLERS )

Amazon Linux 2 (AL2) 2.0 x86_64, arm64 ( Amazon
Linux 2 , A1 SEHIZEH )

Amazon EFS B infERENEBPWEA 23


https://docs.amazonaws.cn/systems-manager/latest/userguide/what-is-systems-manager.html
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7L
=

Amazon Linux 1 (AL1)

(® Note

Amazon Linux

1 (AL1) AMI F 2023
F12 A31 B4
H4emBAH , HE8
2024 £ 4 AR
K amazon-ef
s-utils }H#E

( lR7 2.0 REBE IR
)RR ZXHF &
MNBWEGRAERF
FRZE Amazon Linux
2023 ( AL2023 ) , H
FEEEE 2028 FH
KX,

CentOS

Red Hat Enterprise Linux
(RHEL)

SUSE Linux Enterprise Server
(SLES)

Ubuntu Server

BLiE Amazon Systems Manager Z% EFS & F i

F AR

2017.09. 2018.03

12, 15

16.04, 18.04, 20.04

R

x86_64

x86_64

x86_64 , arm64

x86_64

x86_64. arm64 ( Ubuntu
Server 16 REFMRA , A1 3%
B3]

EigE Systems Manager LA Bz ZEHE#H amazon-efs-utils BHEE , EEH TR — R EE

o

B i Amazon Systems Manager £% EFS &/ i
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1. FEAFFEMNFREE Amazon Identity and Access Management (IAM) 3= EL & X4
2. MERSEESRATRESEMPREK (TENEXR)

S ERAFFENREE IAM KHIEE M H

ERIAE R T , Amazon Systems Manager TR B &/ Amazon EFS B s , h TN L EREH
amazon-efs-utils 48, BAFUE A Amazon Identity and Access Management ( IAM ) SE6IE
B X 4RZEFX Systems Manager 15 RIRBR, EHIEEXHR—1BEE , IEBIHE IAM BEE
B &% 4 Amazon EC2 ( EC2 ) 34,

fFFAmazonElasticFileSystemsUtils Amazon HEENRRBE AN BRI EEHHNNE, B
SHBREXHCIEFAE , FKF AmazonElasticFileSystemsUtils NERREFMBIMEAERH,
RE , BYUTERNESIEEXH B EC2 £fl, BXEZER , S REE Systems Manager Fit
EH LB R

$ 2 : B E State Manager {§ A 9 < Bk

amazon-efs-utils RHBIBEERITHRF , AJHEENBERIEE EC2 32fl, EEFAMHLTEN
BEFRA , A LA Amazon Systems Manager 2% & B 1EH Amazon i H{TTE, amazon-

efs-utilsEiHE 28R , EFT Fhttps://console.aws.amazon.com/systems-manager/ FH EZ M Sfin
BRPIEZESHEME. E£H Amazon HEI D F K E AmazonEFSUtils, 1%1F AmazonEFSUtils AEH
HHaFAEE. AXEZER  BEREFRHSE.

£/ State Manager , A LA BN IR 1T RIEFE EC2 £fl E ZEHFEH amazon-efs-utils 8H
g, WA BEALBERBEN amazon-efs-utils ZEEH EC2 =6l £, BXEHA Distributor #
State Manager ZEREFRH BN ESZELR , S H LA Distributor,

E# A Systems Manager £ & & £ 3X 6 £ B3I REREH amazon-efs-utils MEE , HSHITRILE
NEFHRED (BEHE ) . XFRREN State Manager BI2XEK | ZKBKENENAF—HXHIM
RS BIEXKEEANATHRA -

« TS, BEE BE > TENMREERE" > “In-place EF,

« WTFEHR, BUNRERERMERS , FAMEFNNINEN EC2 XHEMANEIR , UBFHRED
BE# AmazonEFSUtils, ¥ , B AT UIEERFIFRE | FaEBEEA] , HEIERFRRRESUFXE
BiFF LBl 78, MRBEERFIHFE , WARAERRLBNEN EC2 E£4 , LAH S Amazon
ystems Manager Bz Z%& B # Amazon EFS & F i,

- WTFEEITK , B AmazonEFSUtils IR ERE 30 X, BRI LAEREANXEKAE cron IAR
&l

Bt B Amazon Systems Manager &£ EFS &/ % 25


https://docs.amazonaws.cn/systems-manager/latest/userguide/setup-instance-permissions.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/setup-instance-permissions.html
https://console.amazonaws.cn/systems-manager/
https://docs.amazonaws.cn/systems-manager/latest/userguide/distributor-view-packages.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/distributor-working-with.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/distributor-working-with-packages-deploy.html#distributor-deploy-sm-pkg-console
https://docs.amazonaws.cn/systems-manager/latest/userguide/distributor-working-with-packages-deploy.html#distributor-deploy-sm-pkg-console
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Amazon Systems Manager 2 A EFS M4 REEFHEIZ EC2 X4 , S FF EFS EHEZH
EC2 324,

ZREMFAL botocor e

Amazon EFS & Firmbotocore A F5H Mt Amazon REHITRE, MR EL Logs % EFS X#
RENESZ AR EMK , MEE Y] CloudWatch &I, BEXEZELR , TS0 UiEESZRWR
PIETIS

BXRREMAR botocore WiHEA , S Github £ amazon-efs-utils BRI HHH Installing
botocore,

H4 stunnel

£ EFS EHHEHREFNBZEHPEIEEE OpenSSL A 1.0.2 REFRA |, Ak ER ZFELIE
FIRASHM ( OCSP ) FEPBENBRER stunnel A, EFS EHHBEEFER stunnel BF1R
i TLS ThEE, HEE , BLERAM Linux FEEERINZIFIX L TLS HEEM stunnel iRA, EFEAIX
L | inux RITARZ —8 , 5/ TLS & EFS XHREF AR,

EREEFS HERHEBPREFE , BUNZEBUTHAAREHNREN stunnel lxZA,
FEX S Linux, L5 Linux 2 FIEAMZFH Linux KITHREAH stunnel ( BT SLES 12)

1. 7 Web X5 8+F , ¥ 2 stunnel T IE https:/stunnel.org/downloads.html,

2. HRIU tar.gz HARENERF stunnel A, BTFEXHNER , ARNEEETROSRPF
FERE,

3. ELnuxBFmEITF -, RAREEHNIIFESTUATHS.

a. XF RPM:

sudo yum install -y gcc openssl-devel tcp_wrappers-devel

% F DEB :

sudo apt-get install build-essential libwrap®@-dev libssl-dev

b. latest-stunnel-versionBRABZBELER 2 FIE THXHE,

ZEMFAH botocor e 26


https://github.com/aws/efs-utils/blob/master/README.md#install-botocore
https://github.com/aws/efs-utils/blob/master/README.md#install-botocore
https://www.stunnel.org/downloads.html
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sudo curl -o latest-stunnel-version.tar.gz https://www.stunnel.org/
downloads/latest-stunnel-version.tar.gz

C. sudo tar xvfz latest-stunnel-version.tar.gz
d. .
cd latest-stunnel-version/
e. .
sudo ./configure
f.

sudo make

9. HEIH stunnel HHBLEE bin/stunnel H, BEFEAUT @ SHERZE K , UEAIUE
TR

sudo rm /bin/stunnel
h. ZREZHRA :
sudo make install

i BIERSHEE

sudo 1n -s /usr/local/bin/stunnel /bin/stunnel

H%% macOS L #Y stunnel

« 77 EC2 Mac £l LK , RESTHUT @S UARBIKHRAR stunnel.

brew upgrade stunnel

H4 SLES 12 B9 stunnel

o BITUTHT , HIZR zypper BB EE RN IHETEIZT SLES12 BT E = EF LK stunnel,

sudo zypper addrepo https://download.opensuse.org/repositories/security:Stunnel/
SLE_12_SP5/security:Stunnel.repo
sudo zypper refresh

FHH stunnel 27
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sudo zypper install -y stunnel

HEZEENEBFEIEER stunnel iRAJE , ATEMER TLS M Amazon EFS BIUAIREER MR

%o

R Z % stunnel B IE I #Y 7] &

MRETAERE stunnel , BEHERA MR ENERE, A, FEAELIEHRESHI (OCSP ) K
RERATgEEN TS M,

&

- ZREREVNERE

o BRTELKIEHIRSHN

BRIERENERE

MRFTELZEFTBRVEBIIN |, AT LUEERTE Amazon EFS R HBPEFEEFERILERENERE,
BNEBWETEREFREPREAL I, BEAILEBENBRE , BHITUTERE

1. J@3d Secure Shell ( SSH ) THRIZH EC2 KHIMNAKus , AEERAENNAFREEZER, BXESZHE
B, #Z# (Amazon EC2 AF1ERE) FHEESER EC2 K4,

2. EAMMEN XA RmERRITI /etc/amazon/efs/efs-utils. conf X4,

3. ] stunnel_check_cert_hostname HIZE N false,

4. REXNZXHNED , REFRAEXMHE

BREACHTFHBBENZENESER , BSRER EFS XHRLE,

B R LAE BRI

NTETXENEN VPC 17E CA NHRAREMESXHRENTAMY , HBEFNZLEPHREN ,
RINER T ABRAELIERBIRSHII ( OCSP ) » Amazon EFS #H Amazon iEH M A HLH ( CA)
KMEMEBE TLS P , CAEREFWMEA OCSP kKR ERZREHW BHEWIEH, XAMAILLEY
Internet M Virtual Private Cloud 777] OCSP KigT & , MR BIEPIVIRS. FEZRSEZH , Amazon
EFS HESIIEPHIRE , HMAFIEBUBRERN BN MBS,

fRRZ % stunnel BB Z Y A1 7R 28


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect.html
https://www.amazontrust.com
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NTREBEERSM , LAILUS A OCSP , BUME Linux BF iR AT AR ERMEIEH, OCSP Alfy L&
EEACHEED , SMBERTATRRERELEN VPC F, MR EFS TLS iEF , Amazon
RBRENE , ARFELEBHENIEBRFIR EFS ERFEPERF

£ Linux &/ iw E/E A OCSP , LAMERRE L5 EFS B TLS &E#E

1. #T7F Linux B is LB — N,

2. MERAFTIEMI AR EBERITIT /etc/amazon/efs/efs-utils. conf X,
3. f¥ stunnel_check_cert_validity EiRER true,

4. RENZXHNER , AEXEEX M.

E##m S E A OCSP

ERANATER G T EERXHREEER OCSP,

$ sudo mount -t efs -o tls,ocsp fs-12345678:/ /mnt/efs

E A FIPS =R

MBEHNBREREEER NHRENERAFESKRIPEELERAE (FIPS ) Pk , N AMIE Amazon
EFSEZEFwHEA FIPS X, EFHA FIPS B3 , EEEIIRERSE LW efs-utils. conf X,

(@ Note

FIPS XX ERE L&KM OpenSSL AL FER FIPS #H1T4m1E. BxUWAEA FIPS B E
OpenSSL WEZER |, iES 1 OpenSSL FIPS BRI,

£ Amazon EFS EFimH /B8 H FIPS =

1. 38X Secure Shell ( SSH ) 5 RI#&H Amazon EC2 EHIM4Lls , RAEERENNAFREER. 8
REZER |, 5@ (Amazon Elastic Compute Cloud A F¥88) FIEREEEH EC2 K4,

2. {ERAMENAREESITIF /etc/amazon/efs/efs-utils.conf X4,

3. KRIGELUTXAEWIT :

BAFIPS #x 29


https://github.com/openssl/openssl/blob/master/README-FIPS.md
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect.html
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"fips_mode_enabled = false"

4. FEXABERINATAR :

"fips_mode_enabled = true"

5. REER.

B H FIPS &=

30
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BIZFEIE EFS &R

Amazon EFS RHBEMPHENHEFH, BB XHREZEFREZA Amazon EC2 EHIM H %15
ENR. UM XHREHRIE W ATE o] ARX 15 R Amazon Web Services XiF Z X R4k,

BALAERAME X HRERA 4.0 # 4.1 thHi () EETFILS# VPC WERIFAE = (VPC) Ffy EC2 3£
{5l E¥E8, Amazon EFS X# X%, NFSVAEXEZEER |, 1551 Amazon EFS W TERE,

Bl , RIREHW VPC FE3 T —NEHZ A EC2 Kfl, PELBEEX LM LOEMER — X
A8, UTRE VPC FEMA Amazon EFS X4 R AMHFITH MR SER

- B Amazon EFS XHR% - SIRYHRGN , BNRWEAETRE, SHTEELTERHA
th ETFIRBISHRS. B REF MR AR,

« AXHRGLNBERBIR - N TH VPC RiFR 4RGN X4 REHERE Amazon EC2 241
L, B&HIE VPC FR oI ER B 7.

- BIEZS24A - Amazon EC2 KHIMER B FEMLMEBERBENT2H, XELT2EARYELEHX
5, BHEMNENRE, SUUERSERERXRNREAREFIXAHRENAUERE. it
BFEEHFERTE2ERN—FAWERAN , RFNEE EC2 KAIHTIHR. RlE , B4 RS
{R¥ERFZ EC2 £l L,

ES]
- XUHE

- SIECERNESEM

- 8|2 EFS XHRE

- MBR EFS XHR%

- BIBEXHRGER

- BIEEAR

o MIBRIBAR

« ¥rid EFS &R

- ¥R BRIV ENESAPFER

31
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KUEE

¥ Amazon EFS |, X REREBRF. BIMXMHREHBIFZEM , S0, ID, SRS, 6
A, AFTHEUHNERERD, AXGREOENERETFNRE  URXHREEGARE
B

Amazon EFS X #HFEAHMERXKXEETERTR, XLEITEEFBEHRMFR A

- HEBHF - BEFEENXHRSE |, BHUAE VPC RolBES iR, S/ EZEREEUTEN &
HEBFRID, EEHPQEEZH BN FNID, HECBEREFHXHERSE ID, TUESXHREN
IP #zdit, VPC ZE£ALUKRESBIRARD. B LE mount sp 5 {ER IP #iik sk DNS & #5.

BONNHREHER T HFNE DNS B#5.

file-system-id.efs.aws-region.amazonaws.com

BATLAIE mount @8R RIS E L DNS B #LUEH Amazon EFS X RS, RIREE EC2 EHIFH 4
MRS R EMNEEFHERE efs-mount-point FEF. RiE , BAUFERERGSRERHER
25, flfn , £ Amazon Linux AMI 1 | AT LAERALLT mount 85,

$ sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600,retrans=2,noresvport file-
system-DNS-name:/ ~/efs-mount-point

BREZER , F5H EEEHE R,

c BAR -BASHRERGRAP, ANNXAREBEENATEABRARRENEMXHREFER,
BRRNRERGHAFNMEAESE NFS B HRENEMEMNER. XHEREBELZFENTHAINRE
XAFFHAT. XABRREMNARFELRAZNE T XHNRIESHREER ERNERERS
SOMEBANE R, FATRRNNARFRARTENEECHNERRCTERTHHE. BXRXESE
B, FSH EABEALTE,

EFRENRNRERENHREXBEN F AR, EREENEXHREN L TXHEIEE,

Amazon EFS N ZRHE APl IRERQBANEE XL RF. BRTEBNRRQZENMERIEES , Amazon
EFS BX#FiiRiRE  WIREFELEBRERREEE, EAUTENGENEEXLERR

« £/ Amazon EFS ###l& - X RHl , BSEFHBER,

SUWE 32
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- f£H Amazon EFS s S1TRME ( CLI ) - BX Tl , BSH #HiE . 01 EFS XHRGHNEERE

EC2 34| £ Amazon CLlI,

- HAINBEEEANEEXLERE , MTAR :

« f£/ Amazon SDKs — @I # % JK/Z Amazon EFS API 3k Amazon SDKs fEi{L & RIEES .
HHFEAIEAEFmEESFERASRERANTFRZBARIEENER, BXEZER , BZRATHKE
FE,

- BENEHWNARERFRAA Amazon EFS APl — IR M T Ef SDKs RERTEMER |, N LE
BENEHNAREREAA Amazon EFS APl, BR , FRZENMNEEERELFENRBERRBIEE
Ro BX Amazon EFS API HEZEE , 2 Amazon EFS API,

%R IDs

Amazon EFS £ FrE EFS BRI & H o B M — 8B IFEIRIREF (IDs). FTE EFS BIRY IDs &
BARRBEUREE 0—9 M NEZH a—f WAESHRK.

2021 £ 10 A2 &, IDs PERAFUBNNGRENER BENERNEFTRHEER 8 NERF (4l
). fs-12345678M 2021 F£ 5 A% 2021 F£10 A , BRI XEERRBEERNEEFZFEEE
A7 ANFH (Flmn, fs-1234567890abcdefd ) . IDs RIFELIEMK A ETE , BOXHREME
HEMRRIRAREE —L Ds , BXEXRBHEAFHERALWEIEKNEE IDs, HIR ID KizFE®

ETHRNTSFMT

REMAHER AP BRREE—R. HTREUEER , MRRBERRDTER , WEEERFTLFE
FMAZW, XX FRLEESEE Amazon EFS API REMOIBEEESHEEE A

Amazon EFS APl XEFEFIRIERTERNESE. ERRERTEREERHIZFLERMIEEN
ME—F AT,

EFPRERTEALUREERS 64 I ASCIl ZRNWEEFHH. NREERDEREN—THRNEES
EREFIRERTE , APIRRERBFEROELFERES

MEZREREHE , CLBELERTE, NREFEREHATFHEENSERE , " EERNEIZSE
BEUTHER :

"CreationToken": "console-d215fa78-1f83-4651-b026-facafd8a7da7"

#IR IDs 33


https://www.amazonaws.cn/code
https://www.amazonaws.cn/code
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MREERRECE REZEARSBURENHRE , tIEZTHENEXNOT ¢

"CreationToken": "quickCreated-d7f56c5f-e433-41ca-8307-9d9c@f8a77a2"

Bl EFS XHR5:

BELERBRAISGI PR |, ERIEH EC2 BaRfInSIZ X4 RS, BR2 , B aUFEH
Amazon EFS ##|&. Amazon Command Line Interface (Amazon CLI) 2 Amazon EFS API €12
HR%,

BT Amazon EFS 2#| & 02X H RGN , RELERFEXHREEAKFRELRFLEEHENR
B, AL R E AR,
« ERIBAERRIEGZE TIRE , RIZCERAUTHEERENXHRE,

- XEATA

- EwEHRE  XMAREGCIRE 30 XKIEFHEB KRN EFS TR (1A) 768 , 90 XERE
IR EFS FRifFME | BRHRIRN EFS ST t#

- BRBSBENE
- BMRHEEN
- BAMREER
- EREEFM IPv4 LW AT AXHRE IR S AT A X Amazon Web Services X5 HEER
EZEBMR
- BAILGERBENL YR , REASEENRENENXHRER,

BAXAREREREEENFIR , BSHXHRENRELT,
BB REFTER 1AM XFR

EQZE EFS BR , SINXHREMNBAL , BATIREHERN AP ZEFE IR Amazon Identity
and Access Management (IAM) X FR,

I 1AM B, HER AP RO 401% FIT Amazon EFS BENNRR, haEHAARRKET
B PR, Amazon Elastic File System (& A —1 IAM lRFHEXAE , HF3BHE Amazon Web
Services R REREFEWUBAPTENNR, BXERE AP RENRHNEZELR , S Amazon EFS
e RHHEREER,

MR ARG 3
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MR GERYEC B 1L
EFS XHREFER T RAFIRERTEE.

- MREFEARECQNEIEGEXMHRE , ZXHRESRABETN NN EFETKR IR,
« MREEABENDERUEEBENNHRE , B UEXRRBERNIHEEFE,

EFS X#FrRERE
RE 5 BA
MHRGRE EHERE X8t

XHRGERBRET EFS XHZR LT Amazon
Web Services X i3 R 17 & $U3E 89 7T A 14 F £ A
.

- XEMXHRETHE Amazon Web Services
XM E ] XU TRE R F#EEMN T
iR, £3& [ LAfE Amazon Web Services X
HANENTAXPABERBRF. XEHR
HESRA N TAERFA M,

s EXNHREAFHEENMABBEUATRERTF
HEBRANTAXRFP, EXXHREREE—N
EH B, WEZERLTNVTUEXHRS
R —aT XA,

(@ Note

BEXEXHRECCGERTRELETA
X

BRXHRGRENESFES , HSREFS X
RGN AT A NSRS,

EwEARERE HEIRE : 30 RIgHMN A 176 , 90 Xfa%
WMATFHEER. TERRNITERHR,

M RERIE B LT 35
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®iE i BA
SmARERFERETAREE , RIEHRE
XNENFXHBATBEHRARENTIMETR
(1A) FEER. FAIRXH RS Amazon
Web Services BEEIZH|E , XHFRGEWEWE
HIRBOERA U TRINMREH#TEE

- BN IARENB LEXIFREEH 30 X,

- HRERBNAREN B LXIFEER 90 X,
- BRAERENT,

£/ Amazon EFS API 81 X4 R 56t
Amazon SDKs , FgEE TR B 4 an A HA SR BE
Amazon CLIXMEE X HhRERETE , AT
= 8E{F A PutLifecycleConfiguration API #R4EE
A HASR R

BXEnEAHMEENESER  FE5H EEF
fE £ A

BAME HHERE . 2BH

ERINER T , Amazon EFS £ &# Amazon
Key Management Service (Amazon KMSaws/
elasticfilesystem )EFS R %4 ()X
BAREHITNE, MEBE , FEEXHRS L
WATEHIER THIEE 2B NE. 88 EFS X
HRGE , BT EEREMNBRE, &F AN
BXHREERAMBIRE , DG EFH XM

FX Amazon EFS INZMEZER |, 55
¥ Amazon EFS H B 33 N33,
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RE 158

Fi B HERE : B
AT 75t B =X e AT 4%
+ Bt - RESSH EPAET BRSO FL
B UBZIEARNEEER,
. MAR - WELHENELEAD , SXHR
GHAR DT

« RE-RETENEF#TNBEEMNT B
FHE,

® Note
FEREMEMNMARSELESFEETN
BH, BXEZEEL , 5 Amazon
EFS Efto

EABUHBEANESES  HSHELEN
2.
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RIE

PEREE

% B8
HERE . BA

BAMREEANSRRFELERERE , BWATH
BXHRE,

BRARI/0O RE—RHRERE , THSEHTIN
THEARMIRLT , SEREXMAL , JURRE
SHVEER . One Zone MHRETE A # AL
BIXHREFTIFHRAKX /0 X,

/A Important

HT&RK /0 NEXERELERERS , B
BEMNBWN BN RSEERER K
REtE o

BREZER , F5H R,
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BB 88

PR 4% 175 (7] HERE TREXHRESHENTAHAXHCIE
Y B R
EFHERZENT :

* VPC - —IRR#EN—1 VPC R XX HRE 4
BEHBR. MNERT , &#F EC2 KAIH
MINTFH, BEMEM VPC HRXHRE ,
FEHR VPC,

MREECNBXHRGEZEEXRR VPC , NFE
EEMNHB VPC HiBRERK BiR. BXES
B8 , BZH EduEs B 5 VPC,

s ATARXMFM ID - B LLE R EZH B RN TA
Xz F M,

o P it RE-BRIABR T , Amazon EFS /A
—N IPv4 thik SR OB ER B AR, BH A LUk
BIPv6 XX IPv6 itk | 25 & k3 3k [E B
¥ IPv4 1 IPv6 Hedit,

(® Note

IP tthik KB AME F M 1P KEAE
PCEL, AL, IP et KRB ABEFW
B IP FutEM, Bl , iR IP bk
RKANR IPv4-only BEWFREBRT
IPv6 Faut/EME , WTEF M IR
FEOFERFFEER IPv4 Hit
i, BXREZER , BSREXFW
P FutE M.

o IP tzdit - BRIAEIR T , Amazon EFS £1£#8
EFMWE T At it ib el 2 ER B iR, & , &
WA AR ER BIRIEE IP ik,
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RiE i BH
ERIZERBIRG , BRTEESRH IP it
ft, EEQIP bk | M ERES B R H
P #fr it 1k 8122 — N5 B 4Ro
- 224 - RAEASES VPC BN R 2
B, BAILAMBMBREEH, BRETEEN
BEZEE , FEH EdERENRTE4E,

L&A Amazon CLI, Amazon EFS API =]
BXHREZE Amazon SDKs , FaERI AR B2
HER. DAFRXHREVNETE , AT
£ CreateMountTarget AP| &40 2#E % B
¥ro

EXERARNESES  BSHEEERE

e A RReE

5/ Amazon EFS 24| bl 2HHEFIRE M Amazon EFS XHRS, MREEFHBEENREME X4
RE  BoRAEREFHAULEELARE,

RIECIEEFHEFREMN Amazon EFS XHRE

1. &% Amazon Web Services EIE#ZH|& HFTFF Amazon EFS ##|E& , Wik} https://
console.aws.amazon.com/efs/,

®FR B XM RELUITF IR XM RN B R,

(% ) MAXHRENE .

NFERFER (VPC) |, BEFEEH VPC , EFHZENRIA VPC,
ERUEGEERANTRS#HEREN RS

o & w0 DN

- XA

- AR XMARSE 30 XEFHEEMRI EFS FHMERHE (1A) 7 , 90 XEH
HEZR) EFS FRifrtE | BRI EFS frERME
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- BRABSEENE
- BMFHEERN
- BRAMEER
- FEREEFM IPv4 LK A#ER Amazon Web Services X3 ESIE X H RGN BN ATHKXH
BLEM B R

FHAXGFRERE , TEHE—ME , ERECIBNXARENRE, SXHRETAN |, #iF
PLERGRIXARSEFAE S RNEYEESE,

BXNHRENESER , BSH T HEXHRERS.

EAEFEUBEENL SN EIZ

KT EEA Amazon EFS %18 , MARERARSHEENRECIEZERBERERN EFS XH RS
MERE, BXEAEFREEXHRENESEER , BEAEARG S RECIE,

EREFECIEZERBAEREN EFS XHRESRBENTR

 FRI1-BEEAXHRSGRE , SFFHENEHERN,

- PR2-MENHREMBZRE , B/WEURLE SR (VPC ) MERKBIr. X TEMNEHER , REWT
AKX, M. IP it ME£4A,

« SRR 3- (Tt ) QBN RGRBEIER NFS B/ ImX X4 RER T H
- FR|A-BEBENHRERE , HITEMNER , REQIEXHRE.

S| BEXHRERE

1. &35 Amazon Web Services EE#Z & HITFF Amazon EFS #2&|& , MiutR https:/
console.aws.amazon.com/efs/,

2. EEROEXMARGITIT IR REX EE,

3. ERBENMUGEBAENXHRS  MAREAKERERCBNHRE, FITIAXHRERER
o

4. XNTEMRE , HITUATRAE,

a. (HiE)wAXHRENEN.

XHEREHRELER e


https://console.amazonaws.cn/efs/
https://console.amazonaws.cn/efs/

Amazon Elastic File System ArfEm

b.

C.

NTFXARGERE , MAEEXEN, IRBUBEENTAXAUTTRE XN F#EXHREHR
BHNTHENXHRES  BEEEX, NREREX  FARBEEHPOEXHREHNTH
X, EREMIANE,

NTFEmEABRER , WELE , BERERABERRE,
o BN A - BIFE EIRTESRETGE P UG S SUORATET A | SRR AR SR TN
E (1A) 73R

« BONIAY - RI|F B ERESRETE PR S LUORAYETE | RS RR N FET
E

« RBVNITE - ERREBERNHERSERRNFHE

BXEMEREBRNESER  BoRAEEFRET AR,

ZRINER T , Amazon EFS &/ Amazon Key Management Service (Amazon KMSaws/
elasticfilesystem) EFS [REHA () N BAHIEHITME, EREHM KMS ZHAT
nZ  BRITEBENNBRE , ARMIIKRPERZHR. HE , RAELAN KMS ZH10
KMS %48 ID 5 Amazon BREZ# (ARN ) ,

MRIGEBEOEFZR | HiREBERE Amazon KMS key AU B3 Amazon KMS #&1 & H 61235
%4,

A OB B BRE AR X X B S AR RV I &R

BIBNHRS R , RTEERMNERE. RREZFELR , 5K Amazon EFS FHYEIE N

o

5. XWTMRRE , HTHRITUTERE

a.

b.

MTHULEERN , MIAEFRMEERN,

- EFEAMARESFLERN | FAREE , ABEMEEELE (MiB/s) PRAZANNHR
SERMAENELE, FAENEFHEE RSN ERANTLEN =1,

- EfARRELE  FRERE

RRFEHERAE , FETIXHRESAMANMGITE. XHEREGARE , EAUNERELE
B3,

BRABEHEFSREAREBNELERANESER  FERELEES,

XTFHRERN  MANEH. EERERER , TRAEMRE , RAREEHKK /0.
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NHERGARE , TEERERRER. BXEZEER , B5R MR,

/A Important
HTHKX /O WEXRELERRS , RLEMNBWNEX4RSEERBERAEER
o

6. (Hit) RXHRERMIRZREX,
7. ERT-SUREXHRSEHMETHH,

SR 2 BEMEIHE

ESR2 P, BHRENHRENMNKZRE , BIF VPC MERK BT,

1. EEFL EC2 LHEEIXHRENELRER (VPC ), BXESELR , BSM EEEZA
FRo

2. NTFEHENR , TUNXHRECIBR- IS EHBR. ITENMNERER , BFREUATEMS
« AAKX -EBIAERT , £ Amazon Web Services KIBFHENTAX PR EHES HiR, MRF

BHEBEATARFRREH BT , BRRBERUMBRZX SN ER BAR. EITRIGRNXEREH
BMTAXEIE-NMEH B, WRETKREEA.

« FMID- NATRAXAW AR FRARITIERE, EFMEERERIATFH,

o |P bR A GERIPVS XX IPv4 i3k | IPVE{X 2 $F IPv6 it | SRiEEFEIN% AR X #F IPv4
F 1Pv6 bk,

« IPv4 = IPv6 Hbit-INRIBHEERBEES B0 IP ik | MES 1P it KRB PTEA IP #hit4E
R AiZtbit, HIRFKIEEM , Amazon EFS 2@NEEN FMAPIEZRKREHAW IP ik,
« 24 - RIAMBERT , Amazon EFS § VPC REBINLZ LA, EEXRLLA , FHKB DB
B RENERZLAFRDPFHTIERE, TURNEZEREE—NEZNLLH, BEXEZE
B, BZH F/H VPC £2 4,
3. ERFMEZRES , NEEEHEMMNTREXAEEFBir. MBEASNTAXEE TERE
HIEIMA A
4. BT —FHLLURBXHRERKE,
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SR 3 IR RE RS Wik )

AN NHRECIEN RS KM, EFS XARGREEZ T IAM BRXM , TS NFS &/
mNXHREWFE. BXESEER , B3R £A IAM 25X ARG,

1. HEXRBOETH  JLUEARMEENHRERBHNESAS

« ERIABHILRTA M — BLIET O] M AR EFS BAEE S BER ClientRootAccess,

« BUIAREHII AT RIZIGME - ORI AT MR VFHY EFS IREEFBER ClientWriteAccess,
« BFIEERIGR - HET AT MR FH EFS BEEHRBIR ClientMount,

« XIPTEREF iRESHITER P INE - HETHEL 5 R R NBN = iR

EFEMEENRKE , Kig JSON NRFE RERBERERERP,

2. FRARTFHNANREEM IAM ZREA ( 2F S — Amazon Web Services K ) R FXHRSE
BRo AN, AETAMAZREBRFINRNEANEMLR ARN, AEERFERFHNR, HMNER
METRERBERESRT,

3. WLUEARKREREELTEEREIZACHXHRERK, ERARERN , MEKERKE
TR AT, BRI N REREH T IR OIEMRE | BREBR.

4. EBRT-—HUEBHGIBNXHRE,

HI 4 FRIHIE

1. BEESIMXMAREREL. ta, TUBTERFENESNMERITER.
2. ERVEBXHRERCIBNHRS  AREIXFRERME.

MEPEBEE REEQNEFTHRSE, ANHRETAN  BEFSE R HRFXGHERZFMER
T H BB,
fEFA 12 Amazon CLI

£ BT Amazon CLI, BRI RIRF IR X ERIR. BE , QIB-—INXHRSE. RE , EUUERAN
#9 Amazon CLI &8 %8 X4 RS 02 HEH B Fr A EA H e wEsRic.

LT RBIEA adminuser 67 --profile S¥E. YNERAEINAFBEXHREHEIL, BX
8 , 2@ (Amazon Command Line Interface User Guide) H K Prerequisites to use the Amazon
CLlo
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- ERBEERAT B ROUWENMENH4RS , FEMA Amazon EFS create-file-system CLI a3
o ( R HVIRIER CreateFileSystem ) , 1 R Ro

aws efs create-file-system \

--creation-token creation-token \

--encrypted \

--backup \

--performance-mode generalPurpose \
--throughput-mode elastic \

--region aws-region \

--tags Key=key,Value=value Key=keyl,Value=valuel \
--profile adminuser

f5lan , AN create-file-system i EA# M FHEE us-west-2 Amazon Web Services
Xt — P XHRS, ZDIEE MyFirstFS fERBIBR SR, BXT4E Amazon Web
Services XiF {4k 812 Amazon EFS X#HREM TR , ESHEF R Amazon EFS w17 S AEL
#iAmazon Web Services —fi§S %,

aws efs create-file-system \

--creation-token MyFirstFS \

--backup \

--encrypted \

--performance-mode generalPurpose \

--throughput-mode elastic \

--region us-west-2 \

--tags Key=Name,Value="Test File System" Key=developer,Value=rhoward \
--profile adminuser

EINBIEXHREE , Amazon EFS 250 JSON FEXNREI X HR S H#R |, AT ROIFTR.

"OwnerId": "123456789abcd",
"CreationToken": "MyFirstFS",
"Encrypted": true,
"FileSystemId": "fs-c7a@456e",
"CreationTime": 1422823614.0,
"LifeCycleState": "creating",
"Name": "Test File System",
"NumberOfMountTargets": 0,
"SizeInBytes": {

"Value": 6144,
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"ValueInIA": O,
"ValueInStandard": 6144
"ValueInArchive": 0

.

"PerformanceMode": "generalPurpose",

"ThroughputMode": "elastic",

"Tags": [

{

"Key": "Name",
"Value": "Test File System"

o UTRBIEFEA availability-zone-name EM#1E us-west-2a TARXFRIEFARERFLE
X HRS.

aws efs create-file-system \

--creation-token MyFirstFS \

--availability-zone-name us-west-2a \

--backup \

--encrypted \

--performance-mode generalPurpose \

--throughput-mode bursting \

--region us-west-2 \

--tags Key=Name,Value="Test File System" Key=developer,Value=rhoward \
--profile adminuser

EINBIE XM REE , Amazon EFS 250 JSON FEXNREI X RS H#R |, AT ROIFTR.

"AvailabilityZoneId": "usw-azl",
"AvailabilityZoneName": "us-west-2a",
"OwnerId": "123456789abcd",
"CreationToken": "MyFirstFS",
"Encrypted": true,
"FileSystemId": "fs-c7a@456e",
"CreationTime": 1422823614.0,
"LifeCycleState": "creating",
"Name": "Test File System",
"NumberOfMountTargets": 0,
"SizeInBytes": {

"Value": 6144,

M RERIE B LT 46



Amazon Elastic File System

RAriEmE

"ValueInIA": O,
"ValueInStandard": 6144
"ValueInArchive": 0

.
"PerformanceMode": "generalPurpose",
"ThroughputMode": "bursting",
"Tags": [
{
"Key": "Name",

"Value": "Test File System"

Amazon EFS X212 describe-file-systems CLI 8% ( #H5I APl 24ER
DescribeFileSystems ) , AILAERA e S ELHK S FRRBEXHRSETIER , TR,

aws efs describe-file-systems \
--region aws-region \
--profile adminuser

Amazon EFS £iRE#&EHEE X g+ Amazon Web Services Ik I XH RSN SR,

MR EFS XHR5

N REGMIBR R — M ERUE AV BRIME R, &

REXNHRGERETSNEAHE. NXHEREHH

BRVEABERSER  MAEERZEE. SAFRBRXAREROHBEN | XERIEMAFEN )

TR A, EFS FEAKAR BB HBSHIE.

/A Important
RI%6 48 TE M BR 2 B EN 8 X4 R B¢

ERZEH A
I B ST 4 R 58

1. #TFF Amazon Elastic File System ##l& , Bt 7 https://console.aws.amazon.com/efs/,

T BR ST 4 R 58
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2. EFENMHRSTUEFBIBRE XHRS,
3. EEMIER,
4. EWBRIXHREXNFES , MAERHXHRE ID , REEFHEINATEIAMER,

BRI AR T XHREMERRE, B, ©ERERIEROERER , RERRXHRLE,

£ Amazon CLI

A Amazon CLI S THIBR X R G2/l , BTEM RN ZXHRE QIR AT RS B IRMEA
&

/AN O

BX Amazon CLI s R¥l , BSAER 4 : BER,

BIE X R R

A LAEA Amazon EFS &I & = Amazon CLIBIEZX RS EKEK, BB E#EZ#EH Amazon SDKs
= Amazon EFS AP| , URESF N EBXHRSE R, EFS MHRAKEKE 2 A NFERANRESH, BX
5 EFS XHREXKBNWEZEEMRAE , FSREH IAM 26 X4 RSE1HE,

(® Note
Amazon EFS XH RS RKBEE R AEEE/ LD T EEE R,

EREFA

—

$TFF Amazon Elastic File System #2#|& , Bt R https://console.aws.amazon.com/efs/,
%42 File Systems (X% 5%).

£ File systems ( XHRE ) THL , ERENHEER VB4 REEBHNXHRS
ERXHREER  REEERE.

ERBETSD , JUERMEEXHREKBNEIZTLS

o &> oD

o BRINPELEARIA ] — BLIRT AT M A2 F B9 EFS BREEHBBR ClientRootAccess,

o BRIARE BT RILIGIA - IR AT M AT B EFS BIEEFBBR ClientWriteAccess,
« BLLEER AR - BT A M AR FH EFS BRAEEFBER ClientMount,

- XNPATEEFRESIHRITEE P INE - HETEL 75 R R NEN K.
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R E R RSN |, KBE JSON WRFE RERBRBIBEKF,

6. FRARTFHANROEM IAM ZHEA ( 2FES — Amazon Web Services K ) & F XHRER
R, BRI, ARRAZQERFNRAEANESLE ARN, RAEERERFHNR, HMNR
METRERRERESRT,

7. TWLEARKREREELTREEREIEZACHXHRERK, ERARERN , MKERKE
TR AT, BRI MNHRERBEH TR OIEIRE | BREBR.

BlRREEEE  MBEERBEBXTH,
8. REBEREE 6 &RRE,
£ Amazon CLI

LT RBIF |, put-file-system-policyCLI TE BRI T — N X4 REKEE , ZREAEFX EFS XHRSE
B ITIEER Amazon Web Services Ik= RiEifE, EME APl 55 = PutFileSystemPolicy,

aws efs put-file-system-policy --file-system-id fs-01234567 --policy '{
IIIdII: Illll’
"Statement": [

{
"Effect": "Allow",

"Action": [
"elasticfilesystem:ClientMount"

15
"Principal": {

"AWS": "arn:aws:iam::111122223333:root"
}

HEEAR

& A LAE A Amazon Web Services BE##|&. Amazon Command Line Interface (Amazon CLI)
Amazon EFS API 8| ZFMI Bk Amazon EFS #EA R , SAK SDKs, AR —KBIERETEHITIER,
— NI HREZZHLE 10,000 MEA R,
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® Note

MRREEZRESNER -—MNHRE LCIBBEARNER , A ANHRGEIEAR LR ,
WA LBINXEFRNTRBA. XN TEEAXGERETEINENEA SRR,

BXEFSTHRIRNESZEER  BZREABEARLTE,

EREH A

1. #TFF Amazon Elastic File System #£%l& , Mty https://console.aws.amazon.com/efs/o
2. EBREBEARMUTAEAREO,
3. ERBNEEASUERAIEBEARITE,

A B ERE X4 RERIT T I REAQTEH. ERXHRENBMINHERE ID, RFE
BREARNGBEAR , N ZXHRECIBEAR

a. EEFAEEERFTMmANULTEES :
s XHRZE-WAXHGREZHE ID, RAEERTENXHRS, ol AN ERE A FER
ERNIRPERXHERS,
o (FE) B -WMABARWNBER,

« (HiE) RERBE-TUNBEARKEERER  MABEARRBRE RN /. EMARE FK
&, BEAKK /foo/bar. BXEZER , N EAEALEBINITEE F.

b. (W% )1 POSIX AFERT , A ETEN POSIX B , LATHEAZEARN NFS &
PiwS A R ERSRITRAPNASESE. BXEZER , 58 FREA SEEHTH
F &/,

- AF ID-wABFPHE=ZE POSIX AF ID,
- A ID-WMARAFHEE POSIX 4 ID,
- HBIA IDs- A LUES 2 FER Rk HBYA SR, IDs

c. (WM& )XTHREFGEMNR, AJLIEE Amazon EFS &/21R B FEEETEARINR (MR
EEE , FERERETEFRE ). AXEZER , BZH EAEARBHNITEE F.
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® Note

WMRAIEEEMRE ZAAERMNR , HEREFKHFFHE , EFS FAat2EH
Fo ERBEARERXHRENE[ZHE/FAY.

- HAEMF ID- W ARFERE XABEENHF POSIX AF ID,
- HEEL ID-WARFEREZMEEANKF POSIX4A D,
« MR -BABRH Unix X, —MERERER 755, BRABARAFRETIITH , U
BB AT R IR,
4. GEGBEAJLERALEEZZEAR,

£ Amazon CLI

FEUTRHIF |, create-access-point CLI i HfFN EFS XHRAREBEAR. EXW API 5
5= CreateAccessPoint,

aws efs create-access-point --file-system-id fs-abcdef0123456789a --client-token
010102020-3 \

--root-directory “Path=/efs/mobileapp/

east,CreationInfo={0OwnerUid=0,0wnerGid=11, Permissions=775}" \

--posix-user “Uid=22,Gid=4" \

--tags Key=Name,Value=east-users

MREREI , CLI LA A QIR T8 RL

"ClientToken": "010102020-3",
"Name": "east-users",
"AccessPointId": "fsap-abcdl1234ef5678901",
"AccessPointArn": "arn:aws:elasticfilesystem:us-east-2:111122223333:access-point/
fsap-abcd1234ef5678901",
"FileSystemId": "fs-01234567",
"LifeCycleState": "creating",
"OwnerId": "111122223333",
"PosixUser": {
"Gid": 4,
"Uid": 22
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iy
"RootDirectory": {
"CreationInfo": {

"OwnerGid": 0,
"Owneruid": 11,
"Permissions": "775"
1,
"Path": "/efs/mobileapp/east",
1,
"Tags": []
}
(® Note

MRPREEZRESNER —NHRE LCIBEARQIER , #EIFF%V»EL?%)\ J:BE,

WA BEELBENXLEFEROIT RV, XEN THRXGRETEIAENEAR

il BRIEA R

BERBEARE , EAERZZEARKN T RER AT RN EEBR Amazon EFS XH RS,

FEREHE
1. #TFF Amazon Elastic File System #2#l& , Bk J3https://console.aws.amazon.com/efs/o

2
3
4.
5

EEMNSHMERD , EREARMTFEARTE.
ERERRAVEA R,

R MIBR

R AU AR AR I BRI =

£/ Amazon CLI

FELLTRHIF |, delete-access-point CLI i S MIBRIEEMIZEAR. WM API TR
DeleteAccessPoint, MR TEIY , ZRFLREFEZ HTTP IEXH HTTP 204 MR,

aws efs delete-access-point --access-point-id fsap-092e9f80b3fb5e6f3 --client-token
010102020-3

il

BREAR
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¥rid EFS &R

h T HYAEE EFS AR, THUBTHENFAN SN ERSIBRAESHTRE. EARE BTN
BRANF R Amazon BRHTHE , PINEME. FAESRRERTHL, YELERSARL
B RRE  XHHRLREA - ETURESIROFERERNBEN R R, AEBNBIREIE
R RIRATE,

PREEAR AR
FERLHMEA Amazon BENITE. SMIEHAEE LN — RN - TitE,

REERREB AR E /YT XX Amazon FIRHEITH R |, PIMZRAR, AAEERMERITS R, Hlm,
&R BAN K EY Amazon EFS XA REE N —AIrE |, UBBRIRBNMNXHRENFREE.

BINBWEHNERARRIT AL UFRENEE, FA-HEENRER B2 ARNAE
I, &R AR IR AR 2518 - M ik 5 R

PREX Amazon EFS SRR EMENEN , NFERIEFRBHITEN . B, MEFT2 B TEEEN
BRo BULMESRENBANE , BT AR BRFRNIRE, AR ENERNZHNFRS
BRTEFERNEE, MREFMOIRENESZES LAEHRENERR  FNERSERIRE,
SREMBR B IR |, NIZ B IRAY PR ARt 4 BR o

PR PR

THREAT RENERRS

- BNRROIREHER : 50

s XFBMNRR , BMIERBLARKE—H , BMrIZRREE—ME,
- BRRBKE : 128 4 Unicode F&F ( XA UTF-8 =X )

- BRREKE : 256 4 Unicode F#&F (XA UTF-8 #&x)

« B Amazon EFS A EHEREHEREMAZR , EEMESERFETKBIRF, LFETRR
SHEMANZAEE  AUER UTF-8 RENFR, BFNEBURATZER 1 +-=._:1/@.

- RERNEX D KNE,

e Zaws:BIBREREM Amazon A, MRENMRLEETEURERE , NEBTERBIZINSHWED
BH. B8 aws: BIENIRZIRIT AN R RENIREEHRES,
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PR EBIR L EHMEIMBR TR , XTIEERFRIFRAF. Fl , ERERFEABE S DeleteMe #Y
FRERBINCH B RS | BAUfF DeleteFileSystem BEEXHRSH EFRIMREF (60
fs-1234567890abcdef0d ) &6,

RABHRZEERMFEN | o BRSNS EE Amazon Web Services IKF A . ¥ EHMA
Amazon Web Services Ik T LA RLX LEFRE, EXNHERFHITEFHRINHEEH  SMNHEER
JR#E Amazon Web Services I 417 B B © B PR SR 32 HIX B R A 75 R AR

A LA Amazon EFS X4 RFEFMEA KRBFRINFFZ.
5 AR 1T 17 [A] 2
A LA AR &SRR FIXS Amazon EFS BIRIVIGIR , HRIME TEMEM L RXREZES ( ABAC).

@ Note
EHFFRIREATE TR RRREZES (ABAC).

FRIZEIR
Al LAFRICIK PP B E1FEH Amazon EFS X RS FIEA R AR,
FEREHAE

A LAEA Amazon EFS #2#| AR B RIFAEERE LNAZEMFHrENATRAERF, &
Amazon EFS #2#| &5 , AILE G FRE N EEERE, Fla , ALUMNERE Name MiEE
EHIIRE,

EXZHERT , BHASERRCRERE (MARERFECIZRE ) LEANARES., REZEHS
S 1BTE Name RN AR ITHLR | BEFZEXNF Amazon EFS BRE&EEAENZ W,
£ Amazon CLI

. WMREFEHAKE Amazon EFS APl Amazon CLI, 5 Amazon B F X T ES , MR LAER
TagResource EFS API #ERREN A TRERR. A | EEFROIERELETEQRE
R A HEERE,

THRIETHAFEERZH Amazon CLI S5 AR Z%EY Amazon EFS API 1,

fE PRI 1T 15 W42 54
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CLI &7 %5 i8R LU API R1E
tag-resource WIFREREHMAERE TagResource
list-tags-for-resource BRIAERE ListTagsForResource
untag-resource BRI EIRZ UntagResource

HE  QEAENSHFFEX

HEEBE EFS XHREH T EAR L ETEH Amazon EC2 (EC2) EHlL2jE , ERER—NER
Wfile system rootZHF, WXHREREFZFN—NIELFERARFR , NEE EC2 £ LAIE
WENAFNE-—NMNABEFER , HEZFERESIAFPNEAR L, APEHFZBAZPOIENMR
BEXHNTFEZBEEXE EFS XHRE LB,

(® Note
B LRRBIT I EAS T B - EFS XA REHFHEHERS EC2 K6l L.,

EUTEESG | BFCE—N AR, " iZAFPSE—1MNFER , BAPRANZTEERNFAEE , AN
Amazon EFS FEZREHIZAFPNEE %o

1. BIEAF mike :
. EFIEM EC2 kH|, FABREN (XEFEH sudo ®w) , BIEAFH o EZ,

Bl LTS elZAF mike,

$ sudo useradd -c "Mike Smith" mike
$ sudo passwd mike

e RNZAFPGIEEE R, Bl /home/mike,
2. TETREFSrootRAFBIEZ—NFBE X,

Bl , WS Emike FEFSroot Bl FH &,

i EUTENERAFTER 55
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$ sudo mkdir /EFSroot/mike

YREZEEFSroot AREI A1 B F B Bk,

3. BAFMRAHRFERNMEE (TUEA1s -1 HkRRIE ), ERAFRRTFNILFBREN
TR, ARTFNERARER.

Bl
$ sudo chown mike:mike /EFSroot/mike
4. EA mount SRR FEFEHIAFHNERFRF,
fign

$ sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600,retrans=2,noresvport mount-
target-DNS:/mike /home/mike

Zmount-target-DNSHbtARIRIETE EFS XHREHR B Fo

MREBMEZ B, AFRTEBEE R, BRFEMER , MXFEBRNR,
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R EFS XHRS

BAVRIUER EFS EHFBEIEFER EFS XHRE., EFS R EFUEMBEEITIXEAT
WR#) EC2 Linux 1 Mac S£4| L2 EFS X R %, ERBYREFREBERLE Amazon EFS B ik

( amazon-efs-utils ) HZRENFRIEEN—& 5. BHX Amazon EFS B il = X HFKIThR
NWEZEER , HZHZ%E Amazon EFS & P,

®NE , BHALEASRE Linux NFS B iR FoiER EFS XRS5, £ Amazon EC2 3R X
HRERT , Amazon EFS XEFME XM RGARZA 4.0 1 4.1 ( NFSv4 ) 1

BeSh  SEATLAGER EFS HEREBIEF S NFS i EC2 SRHIBE N ERHIZ 3 et B EER EFS XHR

g

£

o Linux WEECEEEM

- £/ EFS BERABIEFER EFS XHRS
- FAMZNXHREER EFS XHRSE

- BZER EFS XHERSK

- HEXHRS

- T : Bl EFS XHRS I RHEER S EC2 3£l £ Amazon CLI
- BIE . FAEN Linux B mER

- BiE  BEECRBHTE VPC WXHRSE

o« RFREH R

Linux ST =S

FEATEIIE Linux EEAUTESIEINE :

« r5ize=1048576 - iRi&E NFS EF X BN READ F R Al AR R ABIBEFZT ., M EFS
XHREZE EN X SEEBENNALLE, RNBIERTREERARZAN KN (FZ 1048576 ) , KL

i 2 MEBE T B

+ wsize=1048576 — iRi& NFS BEFmMNEMNME WRITE HRAUKENFEABRBET R, &
FHIEBAZIEFS XHRE LN NXHNNAE. BRINBERAEFRAZGAHORN (S
1048576 ) , LA RMBE T,

Linux B SEEEM

57



Amazon Elastic File System ArfEm

* hard - RE NFS &/ w7 NFS BREBERN ZENIRETH , LE NFS BRERFHFEE 2R LR

RER, BUEEABEESIED (hard) ABEERHFEZTEM, NMREFEH soft EHE , B timeo
SHEDIZEN 150 7 (15 % ) . IHHATRERDIRE RKESNBIEBRIAXE

* timeo=600 - FFEAHEIREN 600 2% (60 % ) , X2 NFS FFWHEEI NFS ERZAIEH1

RIRYETE, WMREBIMESENSH (timeo) , RANBWEEREDH 150 WE , XEZHT 158,
XA B Tl R R T B

« retrans=2 - NFS EFIRERBFERNWRIBREN 2 , BIWRBzBRFZRE - THRERE.
 noresvport - HH NFS B IR EM B MEEREN |, F£RAFNFSRERZHHIL (TCP ) IR

wE, XFEMBEBTER EFS MHREEMZMESHEEETRIMHN AT AL,

_netdev - /etc/fstab REFEAELETA | HELEEFiRSINES EFS XHRE , BEREHATH
&,

—RME , BRREFMEMTETRIAMENERLED , X&SBMRRENEMRE, WRETER
BIEMNIINE , FEENTEM :

s FREREEFRXAN NS EABHEESSHHER TR,
« Amazon EFS £Z I Rix O, MREEHR Amazon EFS RixO , NALBEME N,
« Amazon EFS A X #FHE Kerberos Z2 &K, #li , TENESR G EM,

$ mount -t nfs4 -o krb5p <DNS_NAME>:/ /efs/

« RIMNBWEFEHAHE DNS BFESH XH RS, Amazon EFS itk B ##E4r W 5E# Amazon EC2 3£

Pl TE—TAHXAEY EFS ERBARAY IP tut , MEFZFANTEIR. NMREEES EC2 KAHITE
ARAXPERAERBER , WESBETARXROEBENRE EC2 #H, TRESCHKBESHHR
SURIFIEIR

« BREZEFRTMBINRENFEARE , HSH Linux X,

® Note

MBEFERIHEN EC2 LHMAZERERMN EFS XHRSIRA |, B nofail &IHHRME /
etc/fstab XM XHRESLKE H,
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£/ EFS ERHBREFER EFS X4 RS

%% Amazon EFS &% ( amazon-efs-utils ) ja , BRI LAER EFS HEHHEHRERF , E81TZX
¥ ZAThREY EC2 Linux 1 Mac 3241 L% EFS MRS, Amazon EFS XM EC2 Windows 3£

BIFITER

/A Important

RINBWIEIHBAEARTMRAN amazon-efs-utils , UAHRES KT, Flan , 2.3
amazon-efs-utils ZBIMMRATZFHER IPvoit it # 1THE

EESNXHRER  EHEEFELTHHOMEXHRSERKE (8 efs ) , BE Linux PHIRE
mount MR EERE. HHAHERFEXIEFE EC2 Linux EHI EEMA /etc/fstab BESXHHHI%
B , 7ER6lE s et BoER EFS XH RS,

/A Warning
BEAFEFRNHRENEA _netdev I, TEATHEEMZXHRS, MRRD
_netdev , &K EC2 SKHIF[RELF LN, HMZERRAN , EEEUEXRFIEHEML
FRIEMENHRS. BXESER , B5H B EREK , FERHREEMN,

ALESEE TIIEME 2 —ER RS

o XHZRZDNS B - MBFEANNHRS DNS B8, BESBBRBRFELEHTE , flln , £F
B VPC RERXHRER , ©NEENEREZRBIR IP hit, BXEZER |, BHSH MNEAM
Amazon Web Services Ik 5 VPC 3 EFS XH R %,

s XHRZEID-URFERANHRE D, EEHEBEFTESHRAATE RN TN EBTAER BirdEH
WO (ENI) K924 1P thit,

« EHBR P it - ATERER N XHERGER B R P it

A BAfE Amazon EFS #2H| & h R EIFMA X EEMEME, XHRE DNS B AEM MEFHHE,

FFERPHIEMBZFAR EFS XHREHWESIETN |, EHBHEFTINHRICEFF K stunnel 3
FEMAE R amazon-efs-mount-watchdog WIS E#HFE, amazon-efs-mount-watchdog ##2
e TLS HEHMETIRR , HEEXED TLS #38 EFS XHREN B3B3, MRENEFKE

fEF EFS ERHBERF 59
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Linux £5217 , MBI B upstart = systemd EE , EEBURTEH Linux K1THR. R FEXE
M macOS LETHEFin , EHERE launchd,

Stunnel E—FMHRZAERMEDY%K, B stunnel HBMITA#E QDM ALRE | HEHBEHE
FRNFS BEFimRBEEMEZAMEO,

ERAPRERFER TLS 1.2 REZN XK REHTERS. A TLS FEEFILES , A EXLIEREE
M ZEEM Amazon IEPMANHHITER, BXRMENITELSRXNESZER |, i§ZHAmazon EFS
P BRI,

£l

- EFS ERRPEFEANEREE

- REEZEFHE

- £/ EFS ERRBREFNEREH

- £/ EFS HEEHBEFE EC2 Linux KH| LER

« f£F EFS E8#BEFE EC2 Mac KBl EHE

- MHEAbBRS B85 EFS X RS Amazon Web Services X1

- EREXNHRSE

- A IAM BAER

- £/ EFS EARBITESR

« ¥ EFS £& 2% EC2 L4

« MEHfth Amazon Web Services Ik 5 VPC & EFS XH R4S

EFS EEHBREFRFEANETRE
Amazon EFS EBHBBREFEFF/RMEA L TEX Amazon EFS #1417 TE{LAYESEIN -
* nfsvers=4.1 - 7 EC2 Linux 3245 £ & %6t A

nfsvers=4.0 — 7£i£1T macOS Big Sur, Monterey # Ventura B9 X% EC2 Mac 324 Lt E
A

« rsize=1048576 — fF NFS B i Al AN B M 4 READ BEREBVRNFABREFTHIRENRN
1048576 ( R KA AFTEH ) , BB HRE TR,

« wsize=1048576 - NFS BEF R AU ABINME WRITE BRRENFABEFZTEIRER
1048576 ( R ARTAFTEH ) , UAEHFBHERE T,
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* hard - RE NFS &/ w7 NFS BREBERN ZENIRETH , LE NFS BRERFHFEE 2R LR
RER , NTERBIETE,

* timeo=600 - ff NFS B/ imEE A NFS ER 2B A T H5Wa S A ErHEIRE N 600 2% (60
¥) , BERMEE TR,

* retrans=2 - NFS EFIRERBFERAWRIBREN 2 , BIWRBzFRFZR#R - PHMRERE,

 noresvport - HA NFS BEFIREEM B MEEREN , ERAFNFERERZFHIL (TCP ) IR

W Oo A noresvport MTRFBEIAR EFS WHRAEEFNEEINERESHERIET R
f9 BT A

« mountport=2049 — {RF£5=1T macOS Big Sur, Monterey 1 Ventura # EC2 Mac £4 L E#H AT
o

REVZFF HE

EFS EH#BEFEE EFS XHREHNAEBEIER. BALLE Su Amazon pport £#EiX L HE
DA T PEHERR, RTUAER EFS R REFERFREZT IR LM /var/log/amazon/efs A
WEE, XLERAXERAT EFS HEHABEF. stunnel HE (BIAZA ) , UK stunnel #HEH

amazon-efs-mount-watchdog #&,

(® Note

amazon-efs-mount-watchdog HEBWREBNERM stunnel HIRERIZIT , HEEHEK EFS
XHRGEEELE stunnel #H2, IR stunnel HEHTFEMHFERERZNLIL , watchdog #HEFHE
i =RARERvi

A LATE /etc/amazon/efs/efs-utils.conf FEXRBEERE, EFEEFMAEEREN , EERE
A EFS £ EFHBEHAENRESRXHRS ., EHHBEEFF watchdog BER BEBREREH 20
MiB, BRIABIRT |, NEHA stunnel HEN B E.

/A Important
A LA stunnel #EBEBABERIER. B2 , B stunnel BETRESATENXHRE

LHERZRE,

REXBAS 5
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fEF EFS EHFBBIEFH BRFEH

AT LAfEF Amazon EFS #£#5 B2 F £ Amazon EC2 324l L% EFS MXH-R %, EFAES R
F,ZEEER

- BERFNNHREHXHRE ID-EFS EHEEFRNXHRS ID BT ERBEREEMEEO
(ENI) 89724 IP o3t , TEEAABRR,

« EFSEH B - EEMFAE= (VPC) REIZEH Bir,. MREFEARSHEREELEHAEFPOIE
XHRE , NESEXHRERENSAN AKX Amazon Web Services Xif, FeIZ — /N Bi5. B
XBIEEL BEIRNILER | 5SS REEES B Pro

(® Note

BINBWEEFCIZNES BN EGBRAIRSTNTAREF 60 , AFEEY DNS #
HXHRSE, XFESTTLALE DNS i8RE X4 RS Amazon Web Services X3 FT1ER
BEEEE,

MREES EC2 RHITFRAMNATAXPERERER , WESHETHXREBIENIRE EC2 A,
A REE 2 H I E & X RERFELER,

s NTEINTAXESRSEXXHRE
- XHRGTARXNWEN - MREESH EFS EXXHREMNTE EC2 ZHIFRANATAHXH,
- HEH B DNS B - SiE , LA LUEEER BRI DNS B8, MARTAKX,
« BITEZHEM Linux 3 macOS Z1THRZ —H EC2 26l - XHFERERRBBEFREF XM RER
RATHRAT -
» Amazon Linux 2
* Amazon Linux 2023
« Amazon Linux 2017.09 & E & R4
+ macOS Big Sur
« Red Hat Enterprise Linux ( {747 @ , 20 CentOS ) 7 M EH#hRA
« Ubuntu 16.04 LTS MEFHARA

® Note
& 1T macOS Big Sur #9 EC2 Mac =X % NFS 4.0,

TR 62



Amazon Elastic File System ArfEm

« EFS EHBYEFLZEE EC2 326l L - HHHBIEFERARER amazon-efs-utils BFEHMW
—ANIE, BX%% amazon-efs-utils WEE |, 2 H %% Amazon EFS &F iR,

« EC2 3:fl7E VPC H - iE#EM EC2 EHIXMH TETF Amazon VPC RFWEMFE = (VPC ) H,
B AT E B E R AR DNS fRE88 Amazon. B3% Amazon DNS [REBHEER |, HSR
{Amazon VPC FiIF1E®E) FH Amazon VPC F# DHCP &I,

« VPC B2/5 F DNS 8 - EEH EC2 =4I8y VPC XF/SH T DNS £H8B. EXEZER |, §5
% {Amazon VPC AAFigF) F & VPC iy DNS & %,

« JWFAREM EC2 SEHIFI X HFE Amazon Web Services XiF, — 1R EC2 SEHIF S EHE &/
XHERENTAERE Amazon Web Services X1, , MEEHBefs-utils. confX ¥+
WregionEM. BXEZEER , H5H NHAMRFEEES EFS XHFH S Amazon Web Services

£ EFS 8 FHBIFRF1E EC2 Linux £ E#E#H
LEBEEEHERUTERE

« B Amazon EC2 324l E 2% amazon-efs-utils B8, EXEZEL , F5H FHLE
Amazon EFS &,

- EANHREUEBER BN, AXESEER , BSH EEEHER.

fE AR A BIRRFE EC2 Linux SR EHH EFS XH4RS

1. @X Secure Shell (SSH ) 37 EC2 SRl LMK IRE N , AEEAETHENAFREER, BXES
8 , 2R (Amazon EC2 AF{ER) HHEEEZIER EC2 £6l,

2. ERAATHTHRERAEXHRERRR/NEF efs

sudo mkdir efs

3. EBITUT@#TZ—REHIHRSLE.

(® Note

MR EC2 KHIMBEERN XHRENLT TR Amazon Web Services X1 , ESFAMNE
AR5 B8 28 EFS U S5 Amazon Web Services X183 LA4m%E efs-utils.conf X4
FH region B,
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« ERNHRE ID R

sudo mount -t efs file-system-id efs-mount-point/

FREERENXHREN ID file-system-id KRefstFefs-mount-pointo

sudo mount -t efs fs-abcd123456789ef0@ efs/

HE , MRECRAERTNERENR  SUERAATHTERXHRS,

sudo mount -t efs -o tls fs-abcdl123456789ef0:/ efs/

- SERANHFRS DNS B :

sudo mount -t efs -o tls file-system-dns-name efs-mount-point/

sudo mount -t efs -0 tls fs-abcdl123456789ef0.efs.us-east-2.amazonaws.com efs/

- EHAEZRBEMR P HbiES

sudo mount -t efs -o tls,mounttargetip=mount-target-ip file-system-id efs-mount-
point/

sudo mount -t efs -o tls,mounttargetip=192.0.2.0 fs-abcdl123456789%ef0@ efs/

AR X EEFERMES A TERXHRENBI GRS,

a. 7E Amazon EFS Z#A&/F , R EEZN A REUI REFAEERH.
b. EERATHXHRENESR TS , TR LAWK,

MMERERATEIUATARERXHRENETST

« (B DNS 2 ) XA REH DNS B#5 EFS EHABREF I NFS FFim—E2E
Ho

- (B IP HR ) £ NFS F - imkvEE Al A X P RVESR B AR IP k.
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RAriEmE

£ EFS EHHBIEF & EC2 Mac 3Rl LR

HERFEREUATEMS

« B7E Amazon EC2 Mac 3£l &% amazon-efs-utils Bi#Fa, BXxEZEE

FSH HIET

macOS Big Sur, macOS Monterey 5 macOS Ventura By EC2 Mac =4l £ %2 % Amazon EFS & F~

Ll
Ui o

- ENNHREOEES B, TUAECEXARENIBER B, AFEFMBRNEXHREF,

BXEZER SR EEERER.

« #RIE1E1Z1T macOS Big Sur, Monterey = Ventura B EC2 Mac 326l LS XH RS, FXiFHAM

macOS R,

® Note

X % #Fiz1T macOS Big Sur, Monterey # Ventura 8 EC2 Mac 34, FZ#F [ E M macOS

WxA<5 Amazon EFS &4 A,

#£121T macOS Big Sur. Monterey = Ventura 9 EC2 Mac =] L5 EFS EH & BEFHER EFS

XHRE

1. @i Secure Shell ( SSH ) 3TFF EC2 Mac Kl LMWK WE D , AREAERNAFEER, BX

EZEER |, 5% (Amazon EC2 AF1ER) FHIEES|EM EC2 =41,

2. FERAUTHSHEEREXHREEH/NEFR

sudo mkdir efs

3. BITHAT@HTUERXMHRS.

® Note

RINMBERT , Tt REREES S RMEA tls %I , EFS EH#HBEEFE EC2 Mac 3£

Bl 8 a ERAE P 4% fa R IR

sudo mount -t efs file-system-id efs-mount-point/

1 EC2 Mac L##;
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sudo mount -t efs fs-abcd123456789ef@ efs/

HEHERHETLER tls B,

sudo mount -t efs -o tls fs-abcdl123456789ef0:/ efs
E7E EC2 Mac Rl LEEXHREMAERERBAPME , BFEH notls &I, MU T TFT
o

sudo mount -t efs -o notls file-system-id efs-mount-point/

AARRBRUMTRIR , EEERFH NI EEFEENESER X RENBIRT.

a. 7E Amazon EFS Z#|AF , R EEZN NHREUE REFAEERH.
b. EERATHXHRENESR ST , BEERA LAWK,

MMERERATEIATARNERXHRENETST

(B DNS #8 ) FXHR5H DNS B#55 EFS HEEFHBEFH NFS Bk — 2
Mo

(B IP R ) £ NFS B/ imAVEE Al A X R avER B A 1P ik,

ME PRS2 %52 EFS X4+ % 4t Amazon Web Services XiF;

ENEXHRSETE Amazon Web Services X135 B9 EC2 SEHl¥EE; EFS X#HRE% |, SdidmiEefs-
utils.confX#HHWregion/EHE,

£ efs-utils.conf F4E%E region B

1. 1B Secure Shell ( SSH ) iGRIE/ EC2 KK im , REEAMNHNAFREERK, BXESZE
B |, 5% (Amazon EC2 AAF1ER) HAEHEE|ER EC2 =4,
2. ¥EF /etc/amazon/efs/efs-utils.conf X4 HEREHIEREIRFTIT,

3. KRBT

#region = us-east-1

M B X 66
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a. BUHERBIT.
b. WRXHREFE us-east-1 XEFHHF , BFF us-east-1 BEMRAXHREMENXE ID,
c. REER.
4, RABEXFESFMENEZE, BXUBRFNESERE , BSRALSR 3 FERXKBIAMENEKE,
5. EAERAT Linux 2 Mac 3R EFS HEEBHREFESHRE.

EHEXNFRE

EFS EX XM RGN FEXHRENTE —TAXHNENER B IR, TEAPMEMERE R, &AT
NEEFEXNHRENFEEERNEI,

ERAEXHRGER BHFNTRE—TARXKH Amazon EC2 i+EXHIi5E EFS XHRE , AILURSET
RAXzE=EHEamt A REEFERE,

ATHAHNEEFTERZATHRMF

- B EC2 3:#| L& % amazon-efs-utils package. BEXEZELR , B3 L% Amazon EFS
EP iR,

- ENNHREUEBEHBIR. AXESEER , BHSH EEERER.

EFEATAXKN EC2 LEFEXXHRS

MREEMNTAETAXE Amazon EC2 Rl EEHBEX XM RS , KM AEERBYEFEH G
BEXHRENTAXBHRI X RSEER B IR DNS &5,

ERAATHTRERFEXHRGERRINEN efs WEF

sudo mkdir efs

FEANT®S , B EFS ERFBHRFERNMHRE, MR TEENHRENTHXE R,

sudo mount -t efs -0 az=availability-zone-name,tls file-system-id mount-point/
UTREATHENLGS :

sudo mount -t efs -o az=us-east-1la,tls fs-abcd1234567890ef efs/
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UTaTERXHRE |, BEXHREER B AR DNS &k,

sudo mount -t efs -o tls mount-target-dns-name mount-point/

LU REA RBIEER B4R DNS B E &,

sudo mount -t efs -0 tls us-east-la.fs-abcd1234567890ef9.efs.us-east-1.amazonaws.com
efs/

£/ EFS ERFBHEFEFRTHXHEHEREXIHRE

WMREMFER /etc/fstab BT AR AAXRE EC2 54 LRk EFS BEXXHRE , BHHE /etc/
fstab & B PEEXHRER AT AKX BRI RS ER B AR DNS B#5.

availability-zone-name.file-system-id.efs.aws-region.amazonaws.com:/ efs-mount-point
efs defaults,_netdev,noresvport,tls @ 0

us-east-la.fs-abcl23def456a7890.efs.us-east-1.amazonaws.com:/ efs-one-zone efs
defaults,_netdev,noresvport,tls @ 0

£/ NFS BatEHREXXHRE

MREMER /etc/fstab BUTAREAAXAE EC2 Lf| LEHEAEXFMEE EFS XHRS , B0
* /etc/fstab REFEAXHRLEH DNS EMEEXH RGN TAX AR,

availability-zone-name.file-system-id.efs.aws-region.amazonaws.com:/ efs-mount-point
nfs4
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600, retrans=2,noresvport,_netdev 0@
0

us-east-la.fs-abcl23def456a7890.efs.us-east-1.amazonaws.com:/ efs-one-zone nfs4
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600, retrans=2,noresvport,_netdev 0
0

BXRUARE /etc/fstab X, URILGTHERANENESER , HSR B ER EFS XX
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EH M Amazon TTE X EZ%&EHH One Zone XHRENNHRE

MEANEXBYHEREET D4 ARERES. Amazon Elastic Kubernetes Service Amazon Lambda
% Amazon Elastic Kubernetes Service —f2 AL} , BEEFZBSEENFERE EFS XHREHEE
MATARX , TR, HEUTETHH TR,

B Amazon Web Senvices Cloud
Availability Zone 1a
E@W%
subnet 1
Amazon Elastic File System
Mount target
=
10.01.32
AWS Lambda Amazon Elastic Kubernetes Amazon Elastic Container |
Service Service ‘

M Amazon Elastic Container Service #E#

AILUN EFS XHR4%ES Amazon ECS L&A , UBERBRSHAEREXHREEHIE | NMFEENE
ST THWAEE L, MALAHEEBNKAEFME. B EFS EXXHRS5E Amazon ECS —i2
A, NEENESHNEREXHREVNTE—TARHNFN, BXEZEER , 525 (Amazon
Elastic Container Service 7F X A A 1EFE) FH# Amazon EFS %,

M Amazon Elastic Kubernetes Service iF

M Amazon EKS EHE X XHRER , JUAFERA X EFS #EA KK Amazon EFS A 887 i

O (CSl) Ezh2F , LAFE Amazon EKS X BTEEM Kubernetes EEHMZ N AE84A (pod ) ZI[A
HEWH RS, Amazon EFS CSI BEIEF R4 1E Fargate ¥k, I Amazon EFS CSI BFEFE
EFS EXNHREEESEAR , TERBIAEREA ( pod ) BHEMA nodeSelector TRBRE &
WXHREER—NMNTARXA#ITRAE,
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%E# B Amazon Lambda

&R LA Amazon EFS 5B& Amazon Lambda £/ , ZEHBAA AL ZHE , BRARSERE
X AR EBEAKA M MR ZRH, Lambda FEEEFHRSEZENTR-THXMF
M EFS HH B R, Ff Lambda ERERXHRE—EEAN , NFRBEEN AT BARFIEEL
MXHREMTE— AT AXEFME,

FEH IAM R

E A Amazon Identity and Access Management (IAM) RAXAE Linux 356 L EFS XHRE | iF
£/ EFS BEEHYREF. X NFS BN IAM BRHNESER , BSRAEA IAM 253X HRE%1H
18,

HUTNBoH , EFREVUR-PMERENXHREGEHR. IEAUTHSURBERRBER efs :

sudo mkdir efs

R, AILUN efs-mount-point BISEHIEBHRNR efs,
5/ EC2 LHIFE MBS 1AM BHATHE

MREEN IAM BREH B E G SSHIE & SUH4H Amazon EC2 =4 |, E/EH tls M iam HHHEIN |
WRAR

$ sudo mount -t efs -o tls,iam file-system-id efs-mount-point/

EFEA IAM BENBEFERIEEEFIEE SHR EC2 k6 , HRFUTTRINE EC2 RHI LK /etc/
fstab X#H,

file-system-id:/ efs-mount-point efs _netdev,tls,iam 0 0

ER A EEXHET IAM BITHER

& 0] LABE FAE B X4 2 Amazon CLI BLiE X4~/ . aws/credentialsH i IAM FiE@EN IAM A
1T%%~/.aws/config, Amazon CLI fIRKRIEE "awsprofile" , NFEH“ERINHE B SXH .

EFAKIEXHET IAM BIERE Linux 3526 , A tls, awsprofile f iam EHE&ED , 0T
PR

$ sudo mount -t efs -o tls,iam,awsprofile=namedprofile file-system-id efs-mount-point/
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EFEAKIEXHET IAM R B shEEZE Linux =461 , BFUTTRME EC2 £ LW /etc/
fstab j{{q:q:'o

file-system-id:/ efs-mount-point efs _netdev,tls,iam,awsprofile=namedprofile @ 0

£/ EFS A REITHEER

REEM EFS ERFEIESF , TREMEM EFS EARER EFS XH RS,

(@ Note
£/ EFS MAREHXHREN , BN XHREERE - MRS NMERB R,

EERFRKUESRXHRER , BREMESERII , ERHSEBIE access-point-id M tls HEH
iiljio -FEET_\T_/FT_\QUO

$ sudo mount -t efs -o tls,accesspoint=access-point-id file-system-id efs-mount-point

EEABRKBIERXMHRE , BRUATITAME EC2 KB LK /etc/fstab XHH,

file-system-id efs-mount-point efs _netdev,tls,accesspoint=access-point-id @ @

B% EFS BHANESES  BSAEAEASTE,
* EFS ##HZZ4 EC2 X4

£/ Amazon Systems Manager Run Command , AILUZTE R £ EFS XHREERTIZ
Amazon EC2 3£ , MEFEEFRIXLEXEH|, Bx Amazon Systems Manager Run Command #Y
EZEER , i85 (Amazon Systems Manager AAF$88) F# Amazon Systems Manager Run
Command. ERALEEER EFS XHRGE2 , EEREUTEREH

1. B3 %& AmazonElasticFileSystemsUtils fPRIRREMYSEHIEL B X4 /F 30 EC2 k6, Bx
BEZEE R SR 1 FAMENREEE IAM E5fE X4,

2. £ EC2 =4l E &% T Amazon EFS &% ( amazon-efs-utils 3#& ) 19 1.28.1 RESRAK, &
A LAEA S Amazon ystems Manager EZHEHl LB REHREF T, BXELSER , BSH TR
2 : fil & State Manager & #) < Bk,
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EREFHEFZ EFS XHRSGEHEIZ 4 EC2 K4

1. $TF Amazon Systems Manager ##|& , B4t https://console.aws.amazon.com/systems-
manager/o
ESMEKS |, i£## Run Command,

i%# Run a command ( B{T—1N&GT ) o

EoPERFEFH A Amazon-RunShellScript,
£+ Amazon-RunShellScript.
EwsS8H , AR TEERNS EFS XHRENEH TS il

o o K~ W N

sudo mount -t efs -o tls fs-12345678:/ /mnt/efs
sudo mount -t efs -o tls,accesspoint=fsap-12345678 fs-01233210 /mnt/efs

BXfEH Amazon EFS HFinf) EFS HEHE TSN EZER |, BESRMER EFS H£HEBHREFE
EC2 Linux 324 E#EE HE A EFS EH A BIEFE EC2 Mac 324 EHEE,

7. E“EBRELHEZETHSH BFR Amazon Systems Manager 38 EC2 k4,
8. BEFERTEMEMEB, REERBETLLETHRSS , HAERSSTHIEEN EFS XHREK,

BITwTE , TAERTARERHEETERS.

MEM Amazon Web Services Ik 5 VPC £ EFS X R4

AILAEF EFS EHABRF , BiI NFS EFiHH EFS #ASK IAM ZRECRESEMN EFS XHR
G, BUABRT , EFS EH A YR FE RS RS (DNS) KEFTER EFS HH B R IP bk, MR
EMNEMIK K Virtual Private Cloud (VPC) R XRS5 , XM F o EM EFS HE B r.

TE , £uUUKIBEEATEN NFS BN ER EFS £ B45 IP #hiutMiiE, SR AUKIE
XEBEZFFIRIACERZ IP it HEH EFS XHREH A,

FB

« \B—NER EFS X% Amazon Web Services T F°

« MEB—/VPC ## EFS X4 %R %
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M5B —NEE EFS X4 ZE % Amazon Web Services K 2

FEAHLE VPCs , 850 Amazon Web Services /= M5B —4 Amazon EC2 SEfldhiEE, — M ABE
B EFS X# %4 Amazon Web Services Ik, BXIREHE VPC WESZEER |, i5ZE (Amazon
VPC MEEEER) FMS5ETCKkFHE VPC,

RE VPC £E 2 /5 , EC2 SRHIALAERAE A RS (DNS) BEMEMNE EFS HEE AR FKER EFS
NHRG. BITEWER EFS EHAYPREFER EFS XHREK.

M5B —1 VPC 3 EFS MR &

HIBER VPC W EEESL MM K ERE VPC B , —4 VPC Y Amazon EC2 L6 LA R 55 — 4
VPC iy EFS X# X%t , BIfE VPCs BN IR T REAKS .

IETREN Btk VPC 8y EFS R QER DNS BR T, BHEHIEH EFS XHRS , BEAXA
AXPESRK[N IP #it,

HE |, BALUE A Amazon Route 53 ¥E 2 # DNS RS, 7£ Route 53 1 , LA UBELIZFEIEE
XMBRICFERBITEAM VPC FH EFS EHEBIR IP thit, BEXUNARTHRENESZER , BS
% {Amazon Route 53 F X AR IER) PWAEREEXHFEA,

FREM
EEATHEHNIRZE , ERITU TSR

- EEHH EFS XHREMWITEXLH L% Amazon EFS BF ik , X2 HEF amazon-efs-
utils EN—E D, AL amazon-efs-utils FEEW EFS EHABEFREH KRS,
BXREZE amazon-efs-utils WiREA , ESH L ZE Amazon EFS &P iie

o RWFE IAM KEE DX BEIEFIA IAM B EINIT ec2:DescribeAvailabilityZones &, &
BN Amazon £ & KB llAmazonElasticFileSystemsUtilsE| IAM 3£k | BAERIZSE
R AERNR,

o \B—NXHRGEHIT Amazon Web Services Ik , HEHM XA RERRREAA TN HbE 4
ARN elasticfilesystem:DescribeMountTarget #{T#4E. Amazon Web Services Tk #i
m

{
"Id": "access-point-example@3",
"Statement": [
{
"Sid": "access-point-statement-example@3",

"Effect": "Allow",
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"Principal": {"AWS": "arn:aws:iam::555555555555: ro0t"},
"Action": "elasticfilesystem:DescribeMountTargets",
"Resource": "arn:aws:elasticfilesystem:us-east-2:111122223333:file-
system/fs-12345678"
}
]

BXEFS XHRGRRKBNESEE , HZHAmazon EFS ET HIRHN KK,

Z 3 botocore, 7S —/N VPC REHR X HRER , MR T EBTXHRS DNS 27/ , Wl EFS &/
me{E A botocore WERIEH B R IP titit, BXEZEE |, 55 H amazon-efs-utils BIRXH
Y %% botocore,

RIE VPC W FE#EH VPC R X,

A BAER VPC XY FEES VPC ERMXERE |, EET KA VPC MER EFS XHREH VPC,
HIEMER VPC N FEEFE MR EE VPC it , —4 VPC HH Amazon EC2 K67 LAk 5 —
N VPC HHY EFS X#FR% , BIfE VPCs ENIE T RE/KS .

BRMRR—ANMEPERA , A THENME VPCs MAMMEEIE, BXER VPC REMX
MER , FZH (Amazon VPC HREMXIER) I FHEMAEAT,

VPC X &iEEREM VPCsE Z BINM & iER, XFXBWEZEREBFERFTAF Internet tHILARZA
4 (IPv4) =% Internet FHCARZR 6 (IPv6) bt FE S 12 BIRBRE. BAILIER VPC XI&EHE VPCs
f£[@—1 Amazon Web Services X1 =% & 2 [8] Amazon Web Services Xigi#t 1Ti£#, H>x VPC
WENEZEL , 525 (Amazon VPC WEHmE) FHMHTALE VPC HE 2,

NTHRRENXERENS AN , RINBWEHRAERS NFS BRIV THE AT AXE EFS #5
BHR IP bk, MREEFHETKFHH EFS XMARE , FWAR NFS FimM EFS 2 B AR T 18
RWAAKX ID . WEREA , BATHAXENREKS 2B ATRLBAARE.

£/ 1AM S im R REHEM VPC S EFS XHRE

1.

3.

EREEEM EC2 £6l, AXESZEE |, F30 (Amazon EC2 A iER) HRVEEEER EC2
KBl

EANTRTRIRATERXARENE F.

$ sudo mkdir /mnt/efs

EEMA IAM RECRESXHRS , BEANUTH T

M5 =K VPC R 74


https://github.com/aws/efs-utils#Install-botocore
https://docs.amazonaws.cn/vpc/latest/tgw/tgw-getting-started.html
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$ sudo mount -t efs -o tls,iam file-system-dns-name /mnt/efs/

BXF IAM B 5 EFS SaEANESER , F5H £ IAM 2HXHRETHHE,

EEM EFS TR RERXMHRS  FEAUTHS :

$ sudo mount -t efs -o tls,accesspoint=access-point-id file-system-dns-name /mnt/
efs/

BXREFSRIRANEZER , FEAEAZEALTE.

MEM ARS8 H EFS X4 %4 Amazon Web Services X1

MBHLEENSXHRETER Amazon Web Services X35 Hth VPC % EFS XH#ZR% |, NIEELR
iZefs-utils.confX . 7£ /dist/efs-utils.conf FHKEILLTIT :

#region = us-east-1

BURZITRDER , MR XA RGEFE us-east-1, MEBRNHRSEFAEXER ID E,

ERAMSE X REER EFS XIHFRS

ETXPTHRNMALREMZ XGRS (NFS) B , ARIM{AITE Amazon EC2 3k E#E Amazon
EFS X#R%., A K EATE mount S HFIEEXH RSN E RS (DNS) BFH mount iFh
MATAETA AR, BEA , LR T BAIER fstab X EEMAREEF B GBI EMETLR
X RS

(® Note
EART b | B AFEST WA ER B amazon-efs-utilsE A4S KB R TEEH Amazon EFS X4 %
S, EFANHREMBZZHPNRE  SXNERERELZSM (TLS) EEXH RS, B
I, BRAVEWAEAZ amazon-efs-utilsB 8., BXEZEL |, HSH £% Amazon EFS &F°
o
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. FREH

- NFS X#

« RENFS B iR

« HEEMN NFS HEHRE

« f£f DNS & ## Amazon EC2 E##

o {FF IP HhhrHEEH

FRFA
EAMESXHREZH , BRRBRATER :

- B, BENMB3HEX Amazon BR. BX1HEA , TSR HBERA Amazon EFS,

« NIEW Amazon EC2 Kf6|E VPC £2 4 , AEHEAMEAUMBWIFRNRNEIR, BXE
ZfE5 , B2 £H VPC 24,

NFS X%

£ Amazon EC2 354l EHEH X REET , Amazon EFS XM E X RSARAS 4.0 1 4.1 ( NFSv4 )
il BAZIE NFSV4.0 , BERATEWEERA NFSv4.1, £ Amazon EC2 £4l L% Amazon EFS
NHUREH , EEEFEAXZFAIEN NFSv4 M NFS &P iR, 1217 macOS Big Sur By Amazon
EC2 Mac =X #F NFS v4.0,

Amazon EFS A% nconnect &I,

(® Note

X F Linux A#ZARAS 5.4.* | Linux NFS EFimfE 128 KB BYERIA read_ahead_kb B, Al
B EEMNE 15 MB, BXEZELR , B3 {81t NFS read_ahead_kb BY K/,

RNIRBREMEUARBR HMZFEH NFS B IREIR , BANENUEERARZIHN Linux A%, R
FEAMNRLN Linux ZI1THR , BAVEBEER L TR :

« Amazon Linux 2

« Amazon Linux 2017.09 HE 5 x4

TR 76
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o PR Linux ( AR IEIN CentOS 2 EMILTE~ R ) A 8 RESRA

« Ubuntu 16.04 LTS FISE H A

 SLES 12 Sp2 REE A

MREAEMEATHRIAELAR , BINBWEER A% 4.3 RESHRE, BHFERMN EC2 KA H
Amazon EFS Bt EE L AMI SIAZRAHEXRB AR , EFSRFE AMI M AR E

(® Note
A X E#ERIZEIT Microsoft Windows B Amazon EC2 SEfl#E% EFS X R %k,

T NFS BF iR

E7E Amazon EC2 Ll L#E# EFS XA RS , BEFERE NFS FF iR, BEEES EC2 RAIHZE
% NFS &/ , SBEE EC2 KPRV 2NH DNS EMMAF BHHITER, KEANAFBEEN ec2-

user.
E#E EC2 SEHIFIZREE NFS B i

1. EED EC2 £6l, BXEZELR |, H5@ (Amazon EC2 AAFIER) PREEZIEM EC2 52
i,

PR BEXS SSH AN FFaJ M, &BLAfER chmod 400 filename.pem TR BXLENR, B
KREZER , TSR EH Amazon EC2 EHISIR A o

2. (A1) RENEFMHER.

$ sudo yum -y update
$ sudo reboot

ERE , EMEEIIEM EC2 561,
4. RFE NFS B,

R EFE A2 Amazon Linux AMI 2 Red Hat Linux AMI , i5ERALUTHSRE NFS B,

$ sudo yum -y install nfs-utils

MRS FEAE Ubuntu Amazon EC2 AMI , AU TS L NFS B,
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$ sudo apt-get -y install nfs-common

5. FRAUTHSE3 NFS RS :

$ sudo service nfs-server start

6. IIE NFS RSEE3N , BRI,

$ sudo service nfs-server status
Redirecting to /bin/systemctl status nfs.service
# nfs-server.service - NFS server and services
Loaded: loaded (/usr/lib/systemd/system/nfs-server.service; disabled; vendor
preset: disabled)
Active: active (exited) since Wed 2019-10-30 16:13:44 UTC; 5s ago
Process: 29446 ExecStart=/usr/sbin/rpc.nfsd $RPCNFSDARGS (code=exited, status=0/
SUCCESS)
Process: 29441 ExecStartPre=/bin/sh -c /bin/kill -HUP ‘“cat /run/gssproxy.pid’
(code=exited, status=0/SUCCESS)
Process: 29439 ExecStartPre=/usr/sbin/exportfs -r (code=exited, status=0/SUCCESS)
Main PID: 29446 (code=exited, status=0/SUCCESS)
CGroup: /system.slice/nfs-server.service

MEEFEABELAZ (EIWEEBENL AMI) |, MIZEDEETE NFSv4 1 B ImAZERFEHH
NFS4 Az aEHBEIEF,

(® Note

MR 53 Amazon EC2 £t Amazon Linux AMI 2016.03.0 =}
Amazon Linux AMI 2016.09.0 , R EBEEZRE nfs-utils , AN BEBRINBETE AMI &,

T—%  BHEN KRS
R TRz —EREN RS

« {£/ DNS & ¥ Amazon EC2 L%
« A IP #hutiEE
- BEhiEH EFS XHRE

%% NFS & i 78
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HER NFS EHIRE

FEAVEIIE Linux EEAUTESEINE -

« noresvport — & A NFS BEFIREEHEL MEEER |, AN IESUERIEFEINN (TCP ) IR
WO, [BAR Linux A% ( lRAS v5.4 RERRA ) FEEM NFS BERFHRHFEZE—/TH , Z1THha
S NFS EFIREMTEENZRER— TCP Rix O LE#ERE, LITHFHSE TCPRFC EXR
HEARESMEIEXERFRREREHEILS EFS XHREIEE,

f£H noresvport ET AR TR NFS BERinLUERAMN A X EFNEZTEMN EFS XHRSE , AT
EMEIRE EHEEFEENRFTE M A,

/A Important

FEANBZBWEFEH noresvport HEHEDSREBIHMR EFS XU RS EEIIEFEDI MK
SEEHERETEEH A,

ZRFEH EFS EHAEFERENXHRS, EFS ERHBEFFERAEX Amazon EFS
XHREMRILTH NFS EFED,

« rsize=1048576 — ®E NFS BEF imX BN READ B R A AW RABIBEZT . £M EFS
XHRE ENXHEEENNAE,. RINBWERTEFAZRAN AN (&S 1048576) , LA
e M RE TS B

« wsize=1048576 — RE NFS BEF RN BNMNE WRITE B RAUEENEABEZT ., &£
FHIFEBEAZT EFS XHRE LW XA NALE, BINBERTREFERAZGANAN (S
1048576 ) , AR R MHRE T &,

« hard - i®E& NFS EFIK1E NFS B KRB 2 EHIIRETH , LME NFS BERERSH/EEZFT TR
RER, BINGEERAFEESIETI (hard) ABRBETEY., MREER soft HE , B timeo
SREDIRERN 150 78 (158 ) . IRMAURERDRE B REZWEEREARE,

« timeo=600 - FFEREIRERN 600 2% (60 # ) , X2 NFS BEFWEEIR NFS R a5
MEIETE, MREAMESGENSE (timeo) , BINBIUEFERELD N 150 HWE , XEHTF 15,
XA TR EMEET R,

e retrans=2-fI NFS EFmEXBERWABIREN 2 , BBz ENZH# —SHIRERE,
_netdev - /etc/fstab FEFEMIEIA |, FELEEFRERAES EFS XHERS  ERGRATH
%,

« nofail - MREFEZFHEM EC2 KHIMAZREFHN EFS XHRSERE , B nofail &I
B /etc/fstab XM NHRESE P,

HER NFS HERE 79
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WMRERERANENERIAE , FEEUATER :

- —RME  BRREFMAEMGFRETRINMENEREN , XS HMEREMEGRE, i, EX
REEEPXANNREAREEFLSRMER TR,

« Amazon EFS £ZBRm O, MREBEHR Amazon EFS Rix O , M &BEAE M,
« Amazon EFS X #F nconnect EBIE,
« Amazon EFS A X #FET Kerberos Z2 &K, Hli0 , TEMNER GBS KK,

$ mount -t nfs4 -o krb5p <DNS_NAME>:/ /efs/

s BANBIEFERHE DNS BMERUH RS, BB ISR Amazon EC2 =M FHERE 7 A X
Y Amazon EFS B #RHY IP bk, MR EES Amazon EC2 RHIFRM ATAX R ERERE
o, MANBETARAZNHEWEGRE EC2 B, AR AHIRE SN XHERSBRIELR,

s BEXREZEFEMMBRIAMNZEWIFMIAEEE , S Linux X#,
£ DNS & #E Amazon EC2 L##

(@ Note

EESXHREG2H , CEERQESBRTSEARTM—FAN , XE\BELE O 2049 M EC2 &
SABRIT A NFS AR, BXEZER |, FSH £H VPC 224,

« MRS DNS B — ERAXHREH DNS BB R EENER G E. XHRS DNS B AT#
HrNEEER Amazon EC2 SEHIRY AT X R AviERL B4R IP dbiib, BRI BAMIEHI & PIRENZ DNS &
M, EHE, MREEEXHRE ID, TERAUTAEMIEZE M.

file-system-id.efs.aws-region.amazonaws.com.cn

(® Note
M HFR 5 DNS & #RH) DNS 4T ER Amazon EFS M#REESEFHEGIMEREMN AKX
hEFEH B R

- BEMFEANHRS DNS B , B LUMER L TS Amazon EC2 Linux K6l EEH XH RS,

£/ DNS 7£ EC2 L% 80
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sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600, retrans=2,noresvport file-
system-id.efs.aws-region.amazonaws.com.cn:/ /efs-mount-point

- BEMHRS DNS B, BAERAU T SEZTEEN macOS iR ( Big
Sur, Monterey, Ventura ) # Amazon EC2 Mac E£4l L XH R EK,

sudo mount -t nfs -o
nfsvers=4.0,rsize=65536,wsize=65536,hard, timeo=600, retrans=2,noresvport, mountport=2049 fil

system-id.efs.aws-region.amazonaws.com.cn:/ /efs

/A Important

FEZ1TXEFM macOS iRAHK EC2 Mac 3241 EHEH AT , 40 mountport=2049 =
BERThIE R EFS R4,

- HEHEFRDNS B -2016 F£ 12 A , BAEIAT XHHRE DNS Bf. RINHEEN BN HRXKER
B#riRft DNS B A REFEERE . EH B4R DNS BN ERE XM TR,

availability-zone.file-system-id.efs.aws-region.amazonaws.com.cn

(@ Note
X 5T H X EER B #5 DNS A58,

EREERRT , BURBRER B, ARER—TRARXFEZFNERER. EXHERT |, %
o] A X Ry EERL B 4Ry DNS B# 5 B2 B 478 DNS B#HE[E,

ALEM I EEFERENEFATERNHRENBG T,

EREXMHRENERDT

1. 1E Amazon EFS #£#|&7H , SR EEFNXH4REUE REFMAEETTH,
2. EETATHXHGHREHNERGT , BEERE LS00,

MMNRRERATERXHRENBETR S,
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3. RIAWES DNS EHEMBE REFEAH EFS HHHEEEFH NFS B inERRERAXHREN
DNS BEMEEXHREN T T,

B XX ¥ Amazon EF Amazon Web Services X1 S #3515k , i§Z [ H # Amazon E lastic File Syst
em Amazon Web Services — i85 %,

BB E mount e HBEA DNS B , MIUBE A T&RM

- EEMW EC2 EHIMXIIE VPC N, HBEXMEE N FEH Amazon I24tEY DNS fR$F88. B> Amazon
DNS BRE2MEE , 25 (Amazon VPC AIF{Em) H# Amazon VPC ) DHCP &I £,

- JEEM EC2 £HIH VPC 4713 i DNS Resolution (DNS ##47) 1 DNS Hostnames (DNS F#l
B BXEZER , ESH (Amazon VPC AAF1ER) HH VPC #J DNS & 1%,

o EEMN EC2 RHIMMN T 5 EFS XHRSHEM VPC N, BXRMNEMUESFRE VPC 1B A
BERXHRENEZSER , BSHARFHENAE . BERKEETYT VPC WXHRS,

@ Note

ERBEFERE  BINBEWEEZ IO  RAEBEREBNXHRS, XHEFTLLLE DNS
B RE X RS Amazon Web Services X8 FRER LB T L1518,

£/ IP ik

{EREF DNS B #¥EE Amazon EFS XHRSEMNE RS R , Amazon EC2 SR ] ERAESR B iV IP
M SRESE XM RS, B IP it EESER T2 DNS WERE | #ia0 VPCs 2/ DNS B MR

5.

X TEENRIAER DNS BMEH XA RENNARRF , BEATLURERER B IR IP #uk HEH 4+
REBENERED, HEEIERBAR IP et , EC2 SEfNEAEESSIFENE —TRAXPR
HERB I IP ik HEITHER,

AR X EEFERMES A TERXHRENBI GRS,

(® Note

EERKXHRGEZ , EFEOEHBHFRZ2ARN—FAN |, ZEFEZwA 2049 MEC2 £
SABITAUNFS 5, AXEZEER , BZH £H VPC 24,

5 IP thht S 82
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EEMSHIERAER BT IP it EFS MHRENE BT

1. $TFF Amazon Elastic File System ##l& , ity https://console.aws.amazon.com/efs/o
2. 7 Amazon EFS #£#l6% , EREHEFNXAHREUNE REFAEERE,

3. EETFATHXARSHER T , BERE LANKN,

4. MIMBEEE RATEHENHREHNBIGS,

EEED P EH , LERER NFS B miEE Al A X avER B AR P it 4R e

PN
T o

o £ mount S HREAER BN IP st | BAILAMER LT S Amazon EC2 Linux 354 EiEE
XRS5,

sudo mount -t nfs -o

nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600,retrans=2,noresvport mount-
target-IP:/  /efs

« £ mount W HFERER B IR IP it | WA LUEN LR 512 1T macOS Big Sur B9 Amazon
EC2 Mac =6l EEHXH RS,

sudo mount -t nfs -o

nfsvers=4.0,rsize=65536,wsize=65536, hard, timeo=600, retrans=2,noresvport, mountport=2049 mount
target-IP:/ /efs

/A Important

1£721T macOS Big Sur #J EC2 Mac =4I L et , X9 mountport=2049 F8ERK I
EET EFS MHRS.

£/ IP k#1725 Amazon CloudFormation

B A LAE A Amazon CloudFormation 4R HY IP it EHR XU RE. EXEZEER , H5H
awsdocs/ elastic-beanstalk-samples #Z# FE H Y storage-efs-mountfilesystem-ip-addr.config , 7 f##t
XEHOEENXH. GitHub

5 IP thht S 83
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BaiEE EFS XHRE

R LAE A EFS E8ABIREFE NFS & Amazon EC2 SKHIELE N ELBIS et Ba R EFS XHR

5o

- fEF EFS ERBHERF
- 1A EC2 B3k Hlm S 0IEH EC2 Linux KAEIETHE I EFS X#REK.
- £/ EFS XHRSEZBEM EC2 K /etc/fstab X
« XtF EC2 Linux  Mac 3£l , fEF&E EFS EZFHEEFH NFS B3 EC2 /etc/fstab X,

(® Note

EFS #H#H & B F T X FEIE1T macOS Big Sur 3 Monterey B9 EC2 Mac 3£ E Bzh
B2 , BRILAERA NFS £ EC2 Mac E4l EFiE /etc/fstab X LA B3h#EH EFS XHR L,

F&:

- fE¥1 EC2 Linux 6l L5 A B ER

- fEPA EC2 Linux 6l L5 A B3 ER

- f£/ NFS #£ EC2 Linux 5% Mac X6l L8 A B ER

E# EC2 Linux X4 L5 H BshE#H

£/ Amazon EC2 /a3 3L il a1 S 812 #H) EC2 Linux SEfileY , ATLAURZSEBIBLE N Ba AN
Amazon EFS X# R4, EC2 R EE—REHRBHERMHRE , HEEEFREIRELE
EHXMH R,

L3R EFS ERFBHREFERNMHRS , LIER EC2 K6l LB /etc/fstab X, HEHFBIERFR

amazon-efs-utils TEEMN—%%9,

@ Note

EFS X RS X IFESEHI B F At EIE1T macOS Big Sur 5 Monterey #J EC2 Mac 3=l E#
#Ho

B ERXH RS 84
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® Note
A BERF Amazon EFS 5E T Microsoft Windows B EC2 24 & A,

ERHIERET EC2 Xplza , FEERBR—INBREN,. BXCEFANNESZELR |, FSH
{Amazon EC2 AF1E®E) FH Amazon EC2 Z4AX f Amazon EC2 =4,

FEC2 RPIEENER N B ER EFS XM RS

1. FTFFLTF https://console.aws.amazon.com/ec2/ By Amazon EC2 2| &

2. EEBREBHEH,

3. ELHE1:EEFE— Amazon REMRE (AMI) &, EHRINEBHEI— Amazon Linux AMI , A
fEIEFRERE,

4. HEFR2: EBE-AEHRED | EFT—F  BEXHIFEHAEE.

5. 1f Step 3: Configure Instance Details (% 3 : BLEXHIFHARFE) B , BRMEUTEES :

« 3 F Network (R4E) , RIEEHMW EFS XHRAFTEMNR— VPC B %K H,

« XF Subnet (FM) , FEEAAT AT A XHIEFE—NERIAFM,

« X F File system (M#HR%) , R ERHH EFS XHRFE. XHRE ID ZLERHWEER
EC2 LI EAMNERE R , BRI UERER S,

« 7£ Advanced Details (SR FHEE) T , FEZ4ERK User data (AP EIE) , A BEEREE
File systems (X #FR4) TEEM EFS XHREMENT T

EET—% . RinEk,

1%£$# Next: Add Tags.

WHRBNES , RFERT -5 BERE4A,

£ Step 6: Configure Security Group (5% 6 : BLEZR£4) # , & Assign a security group (7 &t
Z424) RE N Select an existing security group (R EBELZL4AH), ERERINZLALUBRRTE
BiFREH EFS XH RS,

© © N o

BREEFERAZEZEHBITZEI T (SSH) iHRIEM EC2 =246, X Fi@EE SSH #1TihmE , BFERE
ALURBRINZSMHRIN—NAY SSH WHIN/FESH, BalFEAUTIRE :

- 3R# : SSH

o P : TCP

- IWASEHE : 22

# EC2 Linux £ 85
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« JR : {E{ZE 0.0.0.0/0
10. EEERFA B
1. EER,
12. EREQIENZANNEEE , AR ERBZIEH,

8/ EC2 SKHITER BN ERBHRNEMBIIRTRE EFS XHRE.

ZFIA EC2 Linux X4 LB H B EEH

/etc/fstab MHBEBEXRHRENEE, H mount -a EXHIBEHHEIET , BTHER /etc/

fstab FHHNFENXH RS, FEREH | £4FE Amazon EC2 Linux 26l EFHEH /etc/
fstab , MEZRHIEXRFIEF A EFS HEHAEF B EFES EFS XHREK,

(® Note

EFS X# R &R XIFEIZIT macOS Big Sur = Monterey B9 EC2 Mac 3= EFEH /etc/
fstab f EFS R AR FEHER. #HR , ALV NFS 5 /etc/fstab E&FH , #E
1T macOS Big Sur 1 Monterey #J EC2 Mac 3=/ £ B EH X4 R4,

LA EFS ERFBHRFREBR MRS, EHFYEFE amazon-efs-utils TEEMN—E

FAN
Ao

X%amazon-efs-utilsTE AL S# Linux ML Linux 2 LS #HLERE& (AMIs) E&&K, &

X amazon-efs-utilsWEZEER , TS %% Amazon EFS B ik, MBHRIEEMEAEHM Linux

KATHR , #5130 Red Hat Enterprise Linux (RHEL) , EF ¥ E H L% amazon-efs-utils, BXEZS

E8 |, F5H EHM Linux £1THR %% Amazon EFS & i,
SoRFAF

ERNRERESREH , FERRZUATER :

- BECBTHREGNENEHRMN EFS XHRE, AXESER | H2H £AZH 8 RECE,
- BERUETEREN B EHER EFS XHREH EC2 Linux K40,

« EFS #£#H#BYEF O LT EC2 Linux Rl L, BEXREZEE , H5 1 L% Amazon EFS &
o

A EC2 Linux 3£l
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BE T /etc/fstab &

WATLATHER |, EERT EC2 Linux SE6I £/ /etc/fstab , SAMEIZRBIERBIZERIER EFS ERBHRERF
Ba EFER EFS XRS5,

BE#H EC2 £l EH /etc/fstab X4

1.

4.

EEEEH EC2 £6l, AXESEE , F2 (Amazon EC2 A IER) HRVEEEER EC2

ERBEERPITF /etc/fstab X,
SHFEA IAM B EFS A S BahiEE

- EEA IAM R B ERFEFXRFIEREXHR EC2 Kb , HFUATITRME /etc/fstab

XHH

file-system-id:/ efs-mount-point efs _netdev,noresvport,tls,iam 0 0

o EFASIEXEET IAM B BEIESRZ Linux S5, B TTHRME /etc/fstab X4

Fo

file-system-id:/ efs-mount-point efs
_netdev, noresvport,tls,iam,awsprofile=namedprofile @ @

- EFEA EFS TRIRBHERXMHRES , BRUTTARME /etc/fstab X,

file-system-id:/ efs-mount-point efs _netdev,noresvport,tls,accesspoint=access-
point-id @ @

/A Warning
BEAFEFNHRENEA _netdev I, EATHEEMKZXHRS, MRRD
_netdev , & EC2 KfIELF LN, HAZERREN , FEEUHEXZFIEH
MEENRICNBXGRE. BXESEE , 50 BaEREAK , HEEEEEE R,

BREZER , FSHER IAM BEUERMES EFS A SHTHER.
RIFX ATV E R

A EC2 Linux 3£l
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® Note

EREERT , TIREHMN EFS XA REHVRD T , A eEEFEM EC2 2461, EX
EERT |, & nofail EBURME] /etc/fstab XHFFHXHRESLEF,

EARME) /etc/fstab XHMABITRNITA TR,

FER

file-system-id :/

efs-mount-point
efs

mount options

L

B EFS XHREH ID, B LANIEE AIREUL ID , bl LB wiE
F M CLI 2 Amazon SDK #3REUL ID.

EFS M#RE1E EC2 K6l LM ER R
NHRGHRE, EERAERFEPEFN , ZREBLEN efs,
NHERGHNERET. XR—MESDRIIR , EUTIAR :

« _netdev - ZEMABRERGETRIXHEREMLTEENZHENIRE
b ZEMBIERPIESE KRS , BEREEF K LR TS,

* noresvport - &H NFS B IR{EENE MKERER , AN
RS (TCP ) Rin D, XA THR EFS XHREE
MRS B 5 EE T E MR A A,

« tls - BRABPHEME,

e iam- FERAEI AT AER IAM BRIER T EFEHIEEXHH EC2
Xfl, A iam BEEHEDEFEEMFA tls &M, EXEZELR , &
ZH FH IAM BHXHERSE TR,

+ awsprofile= namedprofile - FMtiEINE iam M tls iEIN
Z6FER , MERZIEXHES IAM FREHE Linux E6l, Bx
EFS TR RNEZELR , SR ER IAM 2H XHREHF,

« accesspoint= access-point-id -FWEINE tls ZMES
FEALEE EFS EAR#HITER. BX EFS HRANEZER | &
SRAERBEASRTIE,

JEFERTNE dump FHXHRE, NT EFS , ZEMH 0.

A EC2 Linux 3£l
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X 5
0 fsck ERHNBREXARENIAF. XT EFS XHRS , ZEMY

0, "R fsck TREFFEHETT,

{8 NFS 7£ EC2 Linux 5} Mac =4l £/5 B B3

¥F EC2 Linux Ml Mac 3=41 , % HE EFS EH#HBIEFH NFS E#H Amazon EC2 /etc/fstab
X,

EH EC2 3£l E#Y Jetc/Fstab X #

1. EERIEM EC2 Xhl, BXRESZER , 2 (Amazon EC2 B #ER) FHEEZERY EC2
KBl

2. HEREBEIHITH /etc/fstab X,

3. EfEM NFS M2 EFS ERFEPEF BN EH M RE , BHE /etc/fstab XHRRMET
7o

- file_system idBBRABEZNXHRSEH ID.
« aws-region¥i Amazon Web Services X1 I XHRSEFTEM , fflflus-east-1,
« ¥ mount_point BN XHRENER .

file_system_id.efs.aws-region.amazonaws.com:/ mount_point nfs&4
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600, retrans=2,noresvport,_netdev
0

EARME) /etc/fstab XHFMABITRHNITA TR,

FE& 5 BA

file-system-id :/  f&K EFS XH RS ID, EAILAMEFIAIREUL ID , Lo LB fwE
F M CLI 2 Amazon SDK F3RERL ID,

efs-mount-point EFS XH R EC2 R4 L ERH =,

£ NFS # Linux # Mac S£41 89
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FE
nfs4

mount options

BEXHRERE,
E5 7 FRE XX RGN ERIETSR

- nfsvers=4.1 -18EMA NFSv4.1,

« rsize=1048576 - N TREMEE , REM EFS XHRE LB XH
REBIER , NFS BRI A AR ENMNFNBEREBERBZEVNREABIET
T#. 1048576 BRAIREM R ATE.,

+ wsize=1048576 - RN TREMEE , REM EFS XHRE L4
EABER , NFS BERHRAUAENMNNBEABREENZEABET
T#, 1048576 R AIREMVRATE,

+ hard - i&& NFS B I%7E NFS ERBIZEMWIRETH , LUE
NFS BERERSB/EEZ A LRXER, BIEFEREESEI
(hard) LAEREETREME., NREFEH soft EH , B timeo &
BEDREN 150 9% (158 ) . IHEMITREBDRERERD
BIRIRIR XS

« timeo=600 - FFERIEIXENRN 600 90% (60% ) , X2 NFSEF
WEER NFS BRZAIEFMMNMAE, MRELINESEINSE
(timeo) , BMNBUEFERED N 150 WE , XHEHT 158, X
85 B T R AERE T B,

- retrans=2 - NFS BEFREIXFERNIBUEEN 2 , B bR
BeEHERH—SWRERE,

* noresvport - & NFS FFIREENE Y MEERER , AR
R HE (TCP ) Riw 0. XEMBEBTHR EFS XHREE
MEMEEHEEETRIMH A%,

« _netdev-ZIEEFIRZIRER EFS XHRSE , BEIEATMNE,

EE dump & ; 0 FiF dump EABFARMHXHRS

Hifk fsck TRABRFAERHHETT,

£ NFS # Linux # Mac S£41

90



Amazon Elastic File System ArfEm

N A RS

ERBRXGRGE 2, BIUEMNZXHREEEEN SN Amazon EC2 EHIHEXH RS, TUEN
£ Amazon EC2 3£l £124T umount i 5 RMIZSEH LR X4 RS, BFTEEES Amazon CLI, %
BT Amazon BHEF X TEIHE EFS X#H R4S, Amazon Web Services EE1EH| & EEHHE
EEZE1T Linux B9 EC2 £4I8 EFS XH R4S , A umount % , MR :

umount /mnt/efs

BB ERETMEM umount &, BRIZERETERIAMENTAEM umount IR,

ALUBEIEIT df 8% , RiE EFS XHREREBEHH, G TERHAMEREET Linux Y
Amazon EC2 K| LN XHREMNWEERALITER, WRE df SR EFRBESHEHHM EFS
NHERS  XEWEEHBEEXMH RS,

Example- #71R EFS X RSN ESRSH HBZNH RS
$ df -T
Filesystem Type 1K-blocks Used Available Use% Mounted on
/dev/sdal ext4 8123812 1138920 6884644 15% /

availability-zone.file-system-id.efs.aws-region.amazonaws.com :/ nfs4 9007199254740992
@ 9007199254740992 0% /mnt/efs

$ umount /mnt/efs
$ df -T

Filesystem Type 1K-blocks Used Available Use% Mounted on
/dev/sdal ext4 8123812 1138920 6884644 15% /

HiE : Bl EFS XHRFEHFHHES T EC2 £4| £ Amazon CLI

IEINER EFS XHRE |, HHEHEHE VPC 1 EC2 K4l L, RISEM Amazon CLIHRE.

(® Note

EFBERAZHES |, SEHAEE 502 Amazon EC2 fl EFS BB, EA#%RES , B EH
Amazon CLI R EHMNEE , TE2 N 7 #HE Amazon EFS AP,

EDER ARG 91
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EAHRES , RRFEBACSHIKSPEIZLT Amazon BIR :

- Amazon EC2 &R :

« MMNEE4H (—1MHTEC2XMl, —1NHT EFS XHRE) -
FBAICHANAMBX R LA T |, SIRSGES W A/HILEE, XHE EC2instance R AT LAfE
FAFRAERY NFSv4 .1 TCP iw DB R B iR I X R 4.

- &1 VPC H /1y EC2 L4,

- Amazon EFS &R :
- XHRG
- XHRGHER BT

NTRNHERGEHT EC2 K4 L , FEEEN VPC F ol —MEFBIR, B LUE VPC 1Y
BMNTRAX DB 0EZ— M ERER. AXESRER , H5H Amazon EFS 8y THERE,

RE , £ EC2 P EMIANH RS, HEERMAEESREM T BIBRX LFRAE R

AHBEEERRS (BRPRM ) XiF (us-west-2 ) BIEMAEIXLERR, Tt Amazon Web Services
Xig S EAMH SN | ESSLBAUN—HERAE, BHNFERRE (88 VPC, EC2 BEM EFS &

B ) % F R — Amazon Web Services Xigi A,

E&A

. SEREMH

« iX& Amazon CLI
« F]1: Bl EC2 BIR

S22 Bl EFS BIR
ST 3 N HRGEERE EC2 4 EH NI
- S 4:FBEKR

FRZM

o« BELAE A B REIE Amazon Web Services Ik B FREZBHIAHZHAET, 2, Amazon
Identity and Access Management (IAM) ZIUEFE /£ A B RIEPS Amazon Web Services IK .
MEEZNKFFRE—NEERAF , HEAXEKZIMRERZNKF,PHNER. EXESZER

TR 92
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RAriEmE

BSRAFEET AN IAM Identity Cent Amazon IAM Identity Center er i F° 2Bt Amazon Web

Services K~ 5B PR

o BALUEFAERIA VPC , A LAEHESL
VPC BLE., ER , zzu%,mﬁm BENX VPC,

E/EH DNS £H&, BAXESZER
EO

« Internet WX 2EEEEN VPC, BEXEZER | &

PREEI BN,

- BEE VPC FMK) VPC FRHEFHHKAFIFERAE IP ik, BXRESER

VPC BAFIEEHMERN VPCs MFME IP i,
« VPC BHZXIE—MAN ,

- WMEERE

X E&E Amazon CLI

BREBU TR BAIZE Amazon CLI F1 A P& X4,

E1igx & Amazon CLI

1. T8 HBEE Amazon CLI, BXIHEA | &
#Y Get started with the Amazon CLlI.

2. RIEEEXHF,.

#8452 745 £ Amazon CLI configX ¥, ABEHH TG CLI i HIEE

LA Internet SEEIWFTERE
Amazon CLI F#RINEE R AP E X,

J%:Z| Internet M%<,

E adminuser Bt &

TR FEIENBEEN VPCo XNFAES |, ATLAERERIAN
BRI TER :

E5 @ (Amazon VPC BF1ERE) ®# VPC 1 DNS &
2% Amazon VPC AAF MM FH BB

, 152 % Amazon

2% {Amazon Command Line Interface User Guide) &

X, £ config X#HH @I adminuser BLE X, HATLATE config XHHPREEZAFEE

MHREANMIAEEXH , TR,

[profile adminuser]
aws_access_key_id =
aws_secret_access_key =
region = us-west-2
[default]

aws_access_key_id =
aws_secret_access_key =

region = us-west-2

admin user access key ID

admin user access key ID
admin user secret access key

admin user secret access key

i% & Amazon CLI
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B EN B S iR E T 2RIAE Amazon Web Services K18, f1R&EE CLI s S HhiEEXE ,
NHBRE R us-west-2 XiF,

3. EMTRAFLAHMAUTHSRBIERE, AN SERELNREMEEIE , FrSUSEARIAEEX
PR,

« ZiR help 5 H

A LUBE A - -profile ZHKREXNEEAFBE X H.

aws help

aws help \
--profile adminuser

S 1 8lE EC2 BIR
HU SR | EFRITUTRE -

° ﬁUEWj/l\ﬁééﬂo
o ER2AFHMAN AR ERIN G E,
- BEI—NEC2 %fl, ET—59 , BFOIE - EFS XH4REHFHEREZEH L.

\|

FH|11: QBRI LEE

EXREDH | BF81E VPC £ EC2 KA1 EFS EF BirtIBR LA, EHEMNBEID , BEFX
L2 H 9y El4E EC2 L6 EFS EH B, BXREZLHMEER , 5 Linux EHIHY Amazon EC2
REE,

BlEREH
1. f#H create-security-group CLI #SRIEZHmANZ 24 :

a. NIEM EC2 ZHIBIB— 1ML LA (efs-walkthroughl-ec2-sg) HEEEH VPC ID,

$ aws ec2 create-security-group \
--region us-west-2 \
--group-name efs-walkthroughl-ec2-sg \

S 1 BIE EC2 BIR 94
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Amazon Elastic File System ArfEm

--description "Amazon EFS walkthrough 1, SG for EC2 instance" \
--vpc-id vpc-id-in-us-west-2 \
--profile adminuser

BTFE24E ID, TR MR RA,

"GroupId": "sg-aexample"

EBRILAERU T SER VPCID :

$ aws ec2 describe-vpcs

b. 7 EFS EHB#HBIEZE4A (efs-walkthroughl-mt-sg) . BEERMH VPC ID,

$ aws ec2 create-security-group \

--region us-west-2 \

--group-name efs-walkthroughl-mt-sg \

--description "Amazon EFS walkthrough 1, SG for mount target" \
--vpc-id vpc-id-in-us-west-2 \

--profile adminuser

WBTZL4A ID, AT HERRA,

"GroupId": "sg-aexample"

2. WiFR£4,

aws ec2 describe-security-groups \

--group-ids list of security group IDs separated by space \
--profile adminuser \

--region us-west-2

ANREABUNIRE -RATEHERERN BN,

ET—TH, SRFRREINTGR , E

55% 1: ﬁ'JE EC2 ﬁ/ﬁ 95
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- IRRENIEREE) EC2 K41,

- B EC2 k|5 EFS ERBHRZENRE ( EAHENKERD , EERXERLASEX
Bx) o

FBR 1.2 mEZEARMAMNLLFEI inbound/outbound 58]

HZLSRHP , LRERESA PN LR A UG/ H G5
N DAL

1. BINE EC2 £6HlZ4£4A (efs-walkthroughl-ec2-sg) B4 A% £ Shell (SSH) iE#E , LUET
BNERIENEA SSH E#E EC2 3£,

$ aws ec2 authorize-security-group-ingress \

--group-id id of the security group created for EC2 instance \
--protocol tcp \

--port 22 \

--cidr 0.0.0.0/0 \
--profile adminuser \
--region us-west-2

WiIEZ A B AT A LN AN,

aws ec2 describe-security-groups \
--region us-west-2 \

--profile adminuser \

--group-id security-group-id

2. BNE)EFS HEHBEHRZEA (efs-walkthroughl-mt-sg ) B AR,

ERSRAFL , FAEEARAPREXHZEITIAT Amazon CLI authorize-security-
group-ingressan S RAMA A,

$ aws ec2 authorize-security-group-ingress \

--group-id ID of the security group created for Amazon EFS mount target \
--protocol tcp \

--port 2049 \

--source-group ID of the security group created for EC2 instance \
--profile adminuser \

SBRA1 BlE EC2 BIR 96
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3.

--region us-west-2

WINRAN RS ADERRNT AR

aws ec2 describe-security-groups \

--group-names efs-walkthroughl-ec2-sg efs-walkthroughl-mt-sg \
--profile adminuser \

--region us-west-2

S 1.3 B3 EC2 4

FEiZFZRY |, BFE3) EC2 =461,

B3 EC2 K4

1.

W3 EC2 KAINFERMMIUTES -

BN EH. AXREUEBRANMNYLA , FSH (Amazon EC2 fF#Em) FH &R Amazon
EC2 LIt EZAN .

EFzhH Amazon REEE (AMI) B9 1D,

RATREz EC2 EZfHl#) Amazon CLI s T EENEIEHN Amazon RERE (AMI) 9 ID RS
o AEIEA Amazon Linux HVM AMI,

® Note

B LMERARSHET Linux WEAE AMIs, HIREFEHAEAM Linux AMI , IR EH
PEDEBIREIN LR NFS BEF K, I, BAIREEEERIN—LEHH4E,

STFIL % Linux HYM AMI , #RATAFETL % Linux AMI IDs ERBISZEFARAE, S LARIT

FRMIL G5 Linux AMI IDs RA%E#E ID E :

- EREEAED (BN ) Xig, NEGBESNEEZERL (BN ) XiF (us-west-2 )
BIEFTERIR,

- % EBS XM HVM 64 KB (AAEE CLI s THIEE t2.micro KHIKE  ©FX
BFEHIFME ) -

« & EC2 RAICIEMN T 2AM ID,

S 1 BIE EC2 BIR 97
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« Amazon Web Services X15, AEZFEH us-west-2 X1,
- BEEHDPBIIEHIMN VPC FMHY ID, AILAERA describe-subnets R IRELFMFIXK,

$ aws ec2 describe-subnets \

--region us-west-2 \

--filters "Name=vpc-id,Values=vpc-id" \
--profile adminuser

EEFMID G, i describe-subnets ERHFMUTE :

« FW ID- tIRERBRNFELRE. EALKIH , BFER T EC2 XFINE—FMP I
HEH B

s TRWHAKX - WEREZK BEFs DNS BMNEELE , B THXHREEHRSE EC2 24| £,
2. 1Z{TLLT Amazon CLI run-instances@$ /23 EC2 324,

$ aws ec2 run-instances \

--image-id AMI ID \

--count 1 \

--instance-type t2.micro \

--associate-public-ip-address \

--key-name key-pair-name \

--security-group-ids ID of the security group created for EC2 instance \
--subnet-id VPC subnet ID \

--region us-west-2 \

--profile adminuser

3. 12T run-instances &S IREIRSEH ID,

4. 1EOIEM EC2 KPIXMALE DNS £ , UEARERE EC2 XA BMEFEH KRS, 0F
DNS &#EIERA

eCc2-XX-XX-XX-XXX.compute-1.amazonaws.com

BITELF CLI 88 , #1228 DNS &#5,

aws ec2 describe-instances \
--instance-ids EC2 instance ID \
--region us-west-2 \

--profile adminuser
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WMRARIKENE DNS BF , WKRELHEHDEF T EC2 KM VPC NEE, AXEZRER , F
S fRFM

5 (Wk ) F—NEMRIEAEEN EC2 K61, At , BRM—MRE , HARENERERNE
PDEAZFN B, BALUEIZEITLLT Amazon CLI create-tags® SRR LR,

$ aws ec2 create-tags \

--resources EC2-instance-ID \

--tags Key=Name,Value=Provide-instance-name \
--region us-west-2 \

--profile adminuser

HR 2 : BIE EFS #IR

HUSTA | LRFRITUL TR

- BIEIZE EFS XHREK,

- BRERERER

« ERZT EFS KA AT A X eI ER B #R.

S 21 : Bl EFS XHRE

HEZSRP |, LRFOE— EFS XHRS, i2T FileSystemId , AEREET —FH N XHRE 0
BEHBRIER,

BEXHRS
o BIBENXHRSZHAMTIEN Name #:7Z5,

a. HEHTERRFL , BITLLT Amazon CLI create-file-system &5,

$ aws efs create-file-system \

--encrypted \

--creation-token FileSystemForWalkthroughl \
--tags Key=Name,Value=SomeExampleNameValue \
--region us-west-2 \

--profile adminuser
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SRR AT W R

"OwnerId": "111122223333",
"CreationToken": "FileSystemForWalkthroughl",
"FileSystemId": "fs-c657c8bf",
"CreationTime": 1548950706.0,
"LifeCycleState": "creating",
"NumberOfMountTargets": 0,
"SizeInBytes": {

"Value": 0O,

"ValueInIA": O,

"ValueInStandard": 0
1,
"PerformanceMode": "generalPurpose",
"Encrypted": true,
"KmsKeyId": "arn:aws:kms:us-west-2:111122223333:35c11222-7a99-43c8-9dcc-

abcdef123456",

"ThroughputMode": "bursting",

"Tags": [
{
"Key": "Name",
"Value": "SomeExampleNameValue"
}

b. 12T FileSystemId MfH. EZF ] 2.3 : QIBEHEHRP AN ZNHREGCEERBITNFE
Z{E.

$R]|22: EREGMANERE

ERSBT  CBEXHRELEALRANER  WERM EFS THEHE (1A) Fi%, ETH
ESEL , WA EREH LSRN F EFS FH%.

EREWwEARERE

. EGTERRFL , EITUT Amazon CLI put-lifecycle-configuration®<.

$ aws efs put-lifecycle-configuration \
--file-system-id fs-c657c8bf \
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RAriEmE

--lifecycle-policies TransitionToIA=AFTER_30_DAYS \
--region us-west-2 \
--profile adminuser

S S E N )

{
"LifecyclePolicies": [
{
"TransitionToIA": "AFTER_30_DAYS"
}
]
}

SR 2.3 tIBREH B R
HiZLZRP , LR/ERT T EC2 AN ATAXFANXHRECIE - MER BT
1. BRESKREBUTER

« BRHUBEZH BN XHERS (HlN fs-example) # ID,
- BELSR 1 BIE EC2 RIFHEB T EC2 K4IK VPC ¥M 1D,

HEAHRES , BB T EC2 ZHIME —FRHIZERBR , RUWEREFM ID (f

i , subnet-example ),
s ELE—SHERNERERUENLTEHMN ID,

2. EGTERTRBL , BITELT Amazon CLI create-mount-target&fo,

$ aws efs create-mount-target \

--file-system-id file-system-id \

--subnet-id subnet-id \

--security-group ID-of-the security-group-created-for-mount-target \
--region us-west-2 \

--profile adminuser

SRR AT W8 R

HPR 2 : B EFS BIR
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RAriEmE

"MountTargetId": "fsmt-example",
"NetworkInterfaceId": "eni-example"
"FileSystemId": "fs-example",

"PerformanceMode" : '"generalPurpose",

"LifeCycleState": "available",
"SubnetId": "fs-subnet-example",
"OwnerId": "account-id",
"IpAddress": "XXX.XX.XX.XXX"

}

3. SBIETLAERA describe-mount-targets @S RREUN XHRACIENIES B IRAVHEIR,

$ aws efs describe-mount-targets \
--file-system-id file-system-id \
--region us-west-2 \

--profile adminuser

SR 3 R RGERE EC2 324 £

HUSTP | LRFRITUL TR

- WEMREREER.
« £ EC2 k6| ER%E NFS & ¥,
« £ EC2 Rf| EERXAHREHN A,

N

F&
- $B31 . WEER
HIR 3.2 . &£ EC2 Kl ERE NFS B iR
« SR 33 FXHRGEHE EC2 £ EFH N

\

°
\|

\|

FB|31: WERFEE
EHOTATHSRE , BREKRMUATES -
- EC2 3EfIf9/A%E DNS £ , BT :

S 3 HEFANHA MR
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€C2-XX-XXX-XXX-XX.awsS-region.compute.amazonaws.com

« XHREHY DNS Bih. S UERNUTEAFAWEL DNS &5 :

file-system-id.efs.aws-region.amazonaws.com

BERERBAREREPERNMHREMN EC2 KA LU X4 R LR DNS AM@EMT N ER B RH IP
b3k,

(® Note

Amazon EFS AEREH EC2 SEHIEF/NE IP #3523 H DNS . BiESIHHERMNE
FNASELE RS, BHRBHRETLER SSH M VPC AAEEREZISEH6,

HPR 3.2 : 7£ EC2 3=l E =% NFS BF iR
B LAMIZ1T Windows, Linux, macOS X SEME Al Unix T4 it ENEZEIZRH EC2 E41,
RE NFS B ik

1. EEIEN EC2XPl. BXREZFEER , 55K (Amazon EC2 AiF1ER) HREEEER EC2
el

2. T EC2EHILBEIMEA SSH &FWMITUTHT

a. (i) REEFHER.

$ sudo yum -y update
$ sudo reboot

ERE  EMEEIEN EC2 £,
b. &% NFS & im.

$ sudo yum -y install nfs-utils
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® Note

MREF 3 EC2 £48t1%3FE Amazon Linux AMI 2016.03.0 Amazon Linux AMI , T
TEELRE nfs-utils , AAEBEERINESHEL AMI #,

SR 3.3 MXAFRGEERE EC2 KA LHH M
I, FUERGERET EC2 R L,

1. #J2 B 3% (” efs-mount-point ),

$ mkdir ~/efs-mount-point

2. ¥E EFS XHRE

$ sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600, retrans=2,noresvport mount-
target-DNS:/  ~/efs-mount-point

EC2 SR a] LURFHEERL B #7 /Y DNS BRAEMT N IP bk, BB LAEEEEER BIRH IP #thit,

$ sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600, retrans=2,noresvport mount-
target-ip:/ ~/efs-mount-point

3. BEARFYEFS XHRGEHIEC2EAL , BTRMAUGIEHT,
a. EE& = io

$ c¢d ~/efs-mount-point

b. FIHBEFRNAR,

$ 1s -al

H

B,

EMNIZE2

drwxr-xr-x 2 root root 4096 Dec 29 22:33 .
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drwx------ 4 ec2-user ec2-user 4096 Dec 29 22:54 ..

c. MEERNNHRENREFZHABRAFAEHBEIARHEBRAFEA , R EFEE RN
Mo

$ sudo chmod go+rw .

WE , MRERH 1s -al &n , FHUBINREE R,

drwxrwxrwx 2 root root 4096 Dec 29 22:33 .
drwx------ 4 ec2-user ec2-user 4096 Dec 29 22:54 ..

d. Bl XA,
$ touch test-file.txt
e. SHBEBFHRA,

$ 1s -1

W , BERNBE— EFS XAREH REERTEMN VPC K EC2 KfI £,

EREEENNHRERNTERE. ATEHEFERB R, TEUER fstab X, MREMEH Auto
Scaling A3k gz EC2 k4 , M A LATE/Z 3h Bl i P iR BRI A,

S 4 - BB

MRTBRECACIRNFR , RFEMBR. TTLAER CLI BBk,

« BRREC2 R (EC2 EHIMBANL LA ) ., HIEMERES BARaT , Amazon EFS 2MIBRM &0,
- HiBR EFS BR ( XHRE%E., BEHER ).

I BRIEASE SR BIE R Amazon BIR
1. KRIERRHEQEN EC2 241,

$ aws ec2 terminate-instances \

--instance-ids instance-id \
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--profile adminuser

R AE RS AMBR EC2 iR, BXUHA , HSHLILEH,
2. MIBRER B #r.

REERBRAXURERNENER BIRE T EMIBR ARG, ATEAEA describe-mount-
targets CLI i RIRGER BR5I%K,

$ aws efs describe-mount-targets \
--file-system-id file-system-ID \
--profile adminuser \

--region aws-region

ARG , FH delete-mount-target CLI &5 MHIBRIES B 45,

$ aws efs delete-mount-target \
--mount-target-id ID-of-mount-target-to-delete \
--profile adminuser \

--region aws-region

3. (L) HIRRERIENF N NZ LA, IRLZ2AFEEXNGRA,

M ERBRES BN Z A | AEBMER EC2 XHiNL2H, EHERNZEEATE—15IH
EC2 REAMMN, Rt , TEELHIER EC2 RAINEL L4,
BXUH |, H5SE (Amazon EC2 User Guide) H#Y Delete your security groups

4. B3 delete-file-system CLI ap SR H RS, AILAEA describe-file-systems CLI
WHREXMHRESIR, TR FIREBXHRLE ID,

aws efs describe-file-systems \
--profile adminuser \
--region aws-region

B R RS ID BRI RS

$ aws efs delete-file-system \
--file-system-id ID-of-file-system-to-delete \
--region aws-region \

--profile adminuser
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IR . FRAKRH Linux B/ iRESR

43@3E Amazon Direct Connect 3 VPN &2 Amazon VPC Bt , B LU EFS MRS T4 H#
BiEHR LRSS L, TRERTMMAARMEZLE EFS XA RS Amazon Web Services fRSS FTEN SRR
ZH.,

E Amazon Web Services Cloud Customer network
VPC

Availability Zone 1

VPC subnet 1

Mount target

| 1 (I
L0043
""""""""""""""" G I
o ST N @ Ny — |
Availability Zone 2 i &
: Virtual Customer
. VPC subnet 2 : irua Amazon Direct Connect  router/firewall
! ! Private
1=="mTmTTttToToTTTooTTs P Gateway
! Mount target P
Bl © ——
' 10.0.2.30 i

Amazon Elastic File System

® Note
X EIF Amazon EFS 5E F Microsoft Windows W& Fik&E S ER,

F&
« RFM

- SR 1 BIEEN EFS HIR
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- HB,2: RE NFS B/ iR

« S| 3: EAME U EER EFS MRS

- 45 FEERHEFER Amazon 1K/

o AL PNEAE R PRV BIE

FRF M

BRI E2L%E Amazon Direct Connect 5 VPN #E3#, B> Amazon Direct ConnecttIEZ{EE |, 5
¥ Amazon Direct Connect FAFF1ERE, BXIZE VPN EEZENEZELR |, F5E (Amazon VPC A g
) HHEA Amazon Virtual Private Network¥ VPC EZZTiE M4,

# 37 Amazon Direct Connect = VPN E#f5 , £&# Amazon VPC H 8|12 — EFS X# RS —1
HE#H B, 28, BRANUTEHEHLEXLE amazon-efs-utiis TR, #ETX , BN E i Aol 32
BHRE, BE , NESGERFNEFESRREETHRXLETRNER,

WERGEEERSD (BPRM ) X (us-west-2 ) BIEMAEIXLERR, Tt Amazon Web Services
X SEABREN  BES4BKN—twERAT, SNAERR (£ VPC, HEHBFRM EFS XH#
RS ) BAHAMTF Amazon Web Services XiFiE— & , T BT R
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Customer network

Availability Zone 1

VPC subnet 1

=) i
_________ 100130 ______;

______________________________ (B N
o oo N @] — ||
Availability Zone 2 4
‘ Virtual Customer
! \"PC subnet 2 : irtua Amazon Direct Connect  router/firewall
! ! Private

RS P Gateway
Mount target P
= i
10.0.2.30

_________________________

1l
Il
11
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(® Note
EREBRT , BN NAREFTRFEEXNE EFS XHREREBTH, EXERBRT , 1
MARFNEESE - MERRLER T TR ERREMER S IP i, EXHRLT , RITEW
LA EFHBET TENTAK (AZs) EZFZNXHRE , UREESHN T A%,

& O] LAE IR ARSI Amazon Web Services Ik BB H A HEiH A%, B2, Amazon
Identity and Access Management (IAM) Sx{ESEEREB AT EFE A B S WARIEFH Amazon Web
Services IKF. MRELNKFHCIE—NEEAAF , AFEAXLEEZIEREBRENIK, FHRIR.
BXEZER , H5 (Amazon IAM Identity Center AP 1§R) HHY S 2 B 15 1H Amazon Web
Services Ko

JoRGFA 109
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BAILAEREIA VPC , LA UMERELNIKF IR BEEN VPCo X FACEL , AT AFERARIAN
VPCEBE, BR K MREZFEAEEN VPC , BRIELATER :

« Internet %X 2EEFEN VPC, BXEZ(ELR |, 1§35 (Amazon VPC AFIER) R HE
WM ><E B VPC EEMifaEl,

« VPC BEARSE—NMHN , LU Internet SEEWATE R E X% Z Internet M,

ST BIEEK EFS BIR
HUSRE | £G0R EFS THERSNER B,
Bl EFS SH RS

1. $TFF Amazon Elastic File System # &l & , Bt 7 https://console.aws.amazon.com/efs/,
2. ERMEMHRS.

3. M VPC FRFHEFEERNEIN VPC,

4

EHRFAEATARYNNEEE. BRENSHEETRIATFN, B3 IP it MRIAREA, XL
RENERBIR. AXEZER  F2H EEEH BT

BEET—F,

WBALHNXHRE  EEBRABEUENENRIAMERERX , AEEET-F,
EFROIE RS,

MIIRFIERENHRE , AL TREAE, ET—NMNPREY , EFERIME,

© N o O

ENIN N X HREEREHBER. BN EHBENSER - XBENREH, ZRSERUELHX
BUERENERE, NREECEERBINRREMZTEE , Amazon EFS 2% VPC HERINR24H S
ZRER, MREBTERBERSRFITERE , WERBREARIAREA.

T—% , BFNEFEFNTLERMN—FAN , LAFAWBREHR AMEXH4RS (NFS) im0
(2049), EAILASEFAFHM Amazon Web Services BB HI & RINEIEH VPC hEZK BN T LA
H,

AT AMRER A NFS 1%0

1. &3k Amazon Web Services E#2H & HFTF Amazon EC2 #£#l& , Mt R https:/
console.aws.amazon.com/ec2/,

2. EMZEZ2TH, &#FEZL4,

S 1 BIEEHW EFS BB 110


https://docs.amazonaws.cn/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_Internet_Gateway.html
https://console.amazonaws.cn/efs/
https://console.amazonaws.cn/ec2/
https://console.amazonaws.cn/ec2/

Amazon Elastic File System FF g
3. EBRBELNNHREXRBNELE, SBELSR 1 0EER EFS RIEMNERIER T 1ZE.
AERLAFIRTHESNDRERT , EEAIRTF,

ERRE.

IEFERMAN | ARREFLLTRERAN

2

- ¥H _NFS
o R - EAuE

BNBEWENEREAMLERETMNIR, SAUAGIE-MIEN AT K IP it BE R ,
FEMNFF RS RERERE S HERERN 1P,

(® Note

BAREERMEBAN |, RABRIABWEAN A FFREHIRE. MREEZRIAHIEMR
0, RN —DE IS LAE NFS #i0 2049 E3TFF TCP iE#E , N SES Eirtc4d
FEE N B HRo

T2 Z% NFS BEFim
EWP P | £ NFS BEF i,

A ARSS 28 L2 3% NFS B/ i

® Note

MRIGEBEEHPINBHIE , FFEH Amazon EFS 5 #BEIEF amazon-efs-utils M
R NFS B i, BXxLEMWEE amazon-efs-utils , 5[ “Alik : NBREHPHKRIE 3B
Do

1. THRIAHE IR H 40
2. EENFS,

MR EFE AR Red Hat Linux , AU T 5 %% NFS,

$ sudo yum -y install nfs-utils
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MREFEANE Ubuntu , BEALTHSEE NFS,

$ sudo apt-get -y install nfs-common

SR 3 EAMEiw LHEHR EFS XHRE
plRESR AR
1. ERANTHPHERREE R,

Example

mkdir ~/efs

2. EEFAXPAESERARE P ik, SR Linux BEFRHPUNEER, NIt , B
TEATAXHHE EC2 LHIRY IP it EARE TR RN ITE (M ping ) AEREAREKLERAIR
B,

«  BITEEGTUERERBRN P it ER X RS,

$ sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600, retrans=2,noresvport mount-
target-1P:/ ~/efs

B EFS XHRSE , B LER TR H# 7.
Wi EFS X REeERE
1. EAUATHTREXREANEQIENHE =

$ cd ~/efs

2. BIE-NMNFEFR, HHZFEZNAMAERERNEN EC2 RHIAF, TR, FAUTHTSM
EZH# E %o

$ sudo mkdir getting-started
$ sudo chown ec2-user getting-started
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$ cd getting-started

3. FEAUT@®SOE-—INXERNXH,

$ touch test-file.txt

4. FEAUTHTIHBERAR.

$ 1s -al

X, IR X

-Trw-rw-r-- 1 username username @ Nov 15 15:32 test-file.txt

/A Warning
BEEHERNHERSENER _netdev &8 , EATREEMNEZENHRS. WRRD
_netdev , &/ EC2 KPITRELF LA, HIMZERERRAN , FEEUHERFISHEME
FHRILMBXHRE. BXESER , F2H B ERER , A BSOREMWA,

$£ 45 FERBEHRPEHN Amazon K

SERAESGRE , HENMREFBRRXERS , NNHITO T SERUGERER BIRHHRI & Amazon
.9

BEEE R R IER Amazon Web Services I

1. FEALToSEHE EFS XHRE,

$ sudo umount ~/efs

& Amazon EFS ##§|& , $TFF Amazon EFS 2§ &,

EREMNXHREHIRTMBRE EFS XHRS.

NTFBRE , EEBBRX4RS

EXRAMBRXHEREXTFES , BAZMERN EFS XHERZEHXH RS ID , RS EEMBRIHR

5o

6. FTFALTF https://console.aws.amazon.com/ec2/ B Amazon EC2 £ &,

o k~ w0 b

%45 FEREBEHARFEN Amazon IkF 113
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7. ESMERKT , EFRTL4,
8. EREHMNAIELGLEFRMTRANNRLHBE .

/A Warning
TEMBREN VPC HWERINZS4A,

9. XTHME 6 FEEREAWLAN,
10. EERFEFMIVAWEANREN X , RFIEEERT.

Al ; INZRA% R B BUEE
EXEm P NEIERITNE |, B6EH Amazon EFS HEHEBBEFNKE NFS EF %, amazon-efs-utils

amazon-efs-utils FFSE — IR Amazon EFS T E£, i% amazon-efs-utils&E S Him L& B FN T
B T ERWMINZE L Amazon EFS HEIE, BXILtBRGEBNESZEER |, SR %% Amazon
EFS BF ik, ZBM4ATMNRTRTE GitHub , B LUBT =B G2/ 176 ERIKEL

E amazon-efs-utils )\ P #E 1T = & GitHub
1. HRIABEFIHNL IR,

2. TP  FALUTHSE amazon-efs-utiis T E = GitHub B &R E F 4,

git clone https://github.com/aws/efs-utils

NEERZRAE , BUNTHHATRET . ZRERUTEAALEN , BEHURT A5 iR
Linux RATHR. XEFLATRITIR

« Amazon Linux 2

* Amazon Linux

o LMEN Linux ( AR CentOS 2 KHIBTE M ) IR 8 RESRA
« Ubuntu 16.04 LTS ME#H A4

amazon-efs-utilsfEN RPM B S # THRIZM L%

1. EENEFELITARE , AESMEITERE amazon-efs-utilsE 43 GitHub B .
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RAriEmE

2. ERAUTHSHRZREE.

make rpm

@ Note
MR & REZ L rpm-builder B , BEAUTH IR ITRE.,

sudo yum -y install rpm-build

3. HRANTHTRE RHE.

sudo yum -y install build/amazon-efs-utils*rpm

amazon-efs-utilsfEN deb B ITHENELE

1. EENEFEFRIRLITHLE , AESME2E % amazon-efs-utilsE 428 GitHub B %,
2. FAUTHSHEZERHE.

./build-deb.sh

3. ERAUTHTERE R4,

sudo apt-get install build/amazon-efs-utils*deb

ZEBEAfE , BE amazon-efs-utils H £ with Amazon Direct Connect 5 VPN F{#EH, Amazon

Web Services X5

BtiE amazon-efs-utils I £ &K Amazon Web Services XiF;

1. B Secure Shell ( SSH ) 7 E/&RY EC2 KHIML U , RAREAANNAFEER. BXRESZE

B, BZH (Amazon EC2 AFIER) HRIEEEIEH EC2 E6l,
2. ERAMENXAREESITH /etc/amazon/efs/efs-utils.conf X4,

3. & “dns_name_format = {fs_id}.efs.{region}.amazonaws.com” 1T,

4. EREH Amazon XEHH ID B {region} , fl , us-west-2,

A% - INE R R B
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EREAMESE FES EFS XHRE | BEEAM Linux B LT AR, EERRE BT EMSE
BAXHRE ID., E—NEFBER IP it | LR XHRSH Amazon Web Services Xig, IR
ANHRERNET ZNEHER , WAEREPE—I,

EERZERN , BUUER=ZASRERHRS
IEERE R
1. EAUATHTHERKUEEZR,

Example

mkdir ~/efs

2. BETAXFHERBRNAE IP i, ERBMNAYM Linux BEFRFPNEBIEIR, Ak, FEXS
TEWAXFH EC2 KM IP it EFAETLIRMWTE (M ping ) AEREARKIERATIK
B,

B3 /etc/hosts

©  EZXM /etc/hosts XHERRM—NMERBXMHRE ID MESRER IP #utiIFRE |, BXNOTAR
o

mount-target-IP-Address file-system-ID.efs.region.amazonaws.com
Example

192.0.2.0 fs-12345678.efs.us-west-2.amazonaws.com

tlEER A X
1. EAUATHTAER[/MRE R,
Example

mkdir ~/efs

2. JE1T mount A HAER AR L.
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Example

sudo mount -t efs fs-12345678 ~/efs
WREEAERBHRENE | mount HHEMUFUTAR,
Example

sudo mount -t efs -o tls fs-12345678 ~/efs

HiE HEORBETE VPC WXHRE

ERHBEF , BFRE—N EC2 RpIREHMNTHEERFIER (VPC ) HH EFS Iﬁ:%»uo el
LAfEF EFS H#£#HBBREFNITIZIRE, HEHBYIEFE amazon-efs-utils TEEM—IFr. AX
amazon-efs-utilsWEZEER , S %% Amazon EFS & i,

BER VPC MWE&ERES VPC £RIMXEREEF RN VPC # EFS X#HREH VPC, HEFER VPC
Ru‘%ﬁiﬁjzﬁiﬁméﬁﬁ VPC Bt , =4 VPC B EC2 SEAIFT LA R 55— VPC R HY EFS X R
% , Blff VPCs eI TAREMNIKF

® Note
A% Amazon EFS 5&F Microsoft Windows &P iR&ESEA,

£}

. BREH

SH: BEEREFNTAX ID

SR 2 WEERB IR P dbht

SR 3  AEBERRNENRE

SR 4 £ EFS ERBHEFEBRENHRR

% 5 & FERFEHRF LM Amazon Web Services K

\

N

N

\2

HiE  BEEKBEHT VPC WXHRE 117
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FRFAF
ERRAHE , BATARUATRE

- EEARERE A, F1F EC2 £l L &% amazon-efs-utils TE&E, HXx%&% amazon-efs-
utils WViRER |, S %% Amazon EFS & F i,
- FHlERZ—:
- EFS X#HREFERN VPC 5 EC2 ZIFTER VPC 2 HM VPC XN EiE#E, VPC NEiEER
A VPCs#& 2 [B I FIEE, XFPR A ERZFEREBERIE Internet MR 4 (IPv4) B
Internet MY AR 6 (IPv6) it EEMIZ BB ERE. BUUFER VPC W& EHiE VPCs ERE—1
Amazon Web Services X1, =i/ & 8] Amazon Web Services XKig# TiE#E, EXEZEER
EZ [ (Amazon VPC W EE#EIERM) PHCIEHES VPC WEEE,

- EFS XHREFTEM VPC 5 EC2 EHIFFTER VPC ZBIH R MKIERE, ERMXE—NE
PR , TR TREHNME VPCs AR ERIE, BXEZEL , 5 (Amazon VPC
Transit Gateway $EF) FWFTEEA Amazon VPC MK,

S BEERBRNTAKX ID

HTBRRENIHRENSTAY  RNBWERLEES NFS B EG FARTRAREN EC2 HH
B45 IP #it, MBEEHEMMKS T EFS RS | IR NFS B 57 EFS 8 E T
ERTAK D h, RERER , BHURKEHREKS 2 H UL EFHFE.

WE EC2 KA ATAKX ID

1. EEIEN EC23k4l, BXEZEER , H5H (Amazon EC2 AF#Er) FMIEEEIZEM EC2

=i,
2. RUTFIR, M describe-availability-zones CLI S SH#E EC2 EAIFTEMN AT AKX
ID,

[ec2-user@ip-10.0.0.1] $ aws ec2 describe-availability-zones --zone-name
{
"AvailabilityZones": [
{
"State": "available",
"ZoneName": "us-east-2b",
"Messages": [],
"ZoneId": "use2-az2",
"RegionName": "us-east-2"
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}

AAKX ID 1£ Zoneld BM use2-az2 FiRME,

S| 2 BEERBR P bt

EEHME EC2 RAIWAAKX ID , MEAIURRMUTE—TAKX ID FAYER B AR IP #utk,
HE—TAKX ID PEEERE R P it

o RUTFFIR, A describe-mount-targets CLI &3S 7E use2-az2 AKX ID AR RXHR
SR EF B R IP tbit,

$ aws efs describe-mount-targets --file-system-id file_system_id

{
"MountTargets": [

"OwnerId": "111122223333",
"MountTargetId": "fsmt-11223344",

=====> "AvailabilityZoneId": "use2-az2",
"NetworkInterfaceId": "eni-048c09a306023eecec",
"AvailabilityZoneName": "us-east-2b",
"FileSystemId": "fs-01234567",
"LifeCycleState": "available",
"SubnetId": "subnet-06eb@da37ee82a64f",
"OwnerId": "958322738406",

=====> "IpAddress": "10.0.2.153"

"OwnerId": "111122223333",

"MountTargetId": "fsmt-667788aa",
"AvailabilityZoneId": "use2-az3",
"NetworkInterfaceId": "eni-Qedb579d21ed39261",
"AvailabilityZoneName": "us-east-2c",
"FileSystemId": "fs-01234567",
"LifeCycleState": "available",

"SubnetId": "subnet-0@ee85556822c441af",
"OwnerId": "958322738406",

"IpAddress": "10.0.3.107"
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}

use2-az2 ATAKX ID HAYEZ B8 IP #31k4 10.0.2.153,

SR 3 AEHBIRRMENRE

EIE T LIE EC2 KB LR /etc/hosts XHRRER—N%RE |, FHER B R IP it RS2 &/ EFS
NHEREHENSE

NERBIRRINENSRE

1. GHEZER IP #utfTRNE EC2 £HIHY /etc/hosts X, Z%BEH mount-target-
IP-Address file-system-ID.efs.region.amazonaws.com X, EANTHES , FHix
1T AR ST A o

echo "10.0.2.153 fs-01234567.efs.cn-northwest-1.amazonaws.com.cn" | sudo tee -a /
etc/hosts

2. ¥R EC2 RHIMEH BN VPC Z2HEBAFRBEZEIRN EFS XHREHWHAN, BXES
B8 , SR FH VPC T+,

SR 4 EH EFS EHFEHEFERENXHRE

EHEH EFS XHRSE , ML EC2 R4l L|BER B R, AT, £/ EFS BEHBF , BKalEY
Amazon Identity and Access Management (IAM) 11X EFS A RER X4 RS, BXEZER
BHSHREA IAM BEXHREHRMERABEASIE,

BIEERBE
EAATH SRR TERXHRSENE %

$ sudo mkdir /mnt/efs/

£/ IAM RBUER X H R 5E
ERUTHT , B IAM RRER 4R,

ST|3 . REFEHRARMENEKE 120
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$ sudo mount -t efs -o tls,iam file-system-id /mnt/efs/

£/ EFS iR RER KRS
- FEAUTEHT , BX EFS HESRERXHRE,

$ sudo mount -t efs -o tls,accesspoint=access-point-id file-system-id /mnt/efs/

MEHER EFS XHRE , BRI ER TR H# TR,
Wi EFS X RGeS
1. EANUATHTHEZERNEENTE =

$ cd ~/mnt/efs

2. BIE-NMNFEFR, HRHZFEZNAMAERERNEHN EC2 RHIAF, BTR , FAUTHTSM
2iZH B %o

$ sudo mkdir getting-started
$ sudo chown ec2-user getting-started
$ cd getting-started

3. ERAUT@TEIE-MXARH,

$ touch test-file.txt

4. FEAUTHTIHBRAR.

$ 1s -al

X, FeIBUT X

-rw-rw-r-- 1 username username @ Nov 15 15:32 test-file.txt

BT LAE /etc/fstab XHEARRMFZBELLESER XGRS, BXEZER , BESR ETIHE EC2
Linux =4I £ /5 A B3,

HPR 4 £/ EFS HEHBPREFERENTHERE 121



Amazon Elastic File System ArfEm

/A Warning
BEENERXHREMNEA _netdev 1201, EATEEMNZXHRSE, MRRD
_netdev , & EC2 LM RERF LR, HIMZERREN , EEEITEXLFIEHEME
ENBRIEMBZNERE. BXEZER , B8 BaEREN , HEEFEERAL,

$£ 55 BFEARBRARPEH Amazon Web Services T~

SERAHER , BRTUTSRVEERR AR ER Amazon Web Services IKF
FEERRARP S Amazon Web Services T F°

1. FERUToTEHZE EFS XMHRSK,

$ sudo umount ~/efs

$TFF Amazon Elastic File System &l & , Bk https://console.aws.amazon.com/efs/o
ERENAREFIRPMERAY EFS XHRS

X TFHRAE | EEMERXH RS

FEXAMBRNHREIEES , BAEBBRK EFS XHERENXHRE ID , RAEERBBRX4R

g

ITFALF https://console.aws.amazon.com/ec2/ B Amazon EC2 #2#1&,
7. ESMERT  ERTL4E,

8. BERZHNAHBOMHEFFMTAUNELZLANENR,

o bk~ 0N

o

/A Warning
TERBRER VPC HNERIAZ£4H,

9. XMTHRME  FEREEBAWEAN,
10. EEERMHAWEANKEN X, REERERE.

B RIE R (7] 7R

BRI ET X HHRIBXEE EFS XHRGEHFIBNER.

% 5% FERRHRPERN Amazon Web Services ik 7 122
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£ Windows K6 EHER X H R XK

1£ Microsoft Windows £/ Amazon EC2 325l EiEH X R 5 kM,

EXEMRE
B4 Amazon EFS 5 Windows EC2 £ —# R , X IFZEE.,
RS 25 4E 48 15 (0]

MHRGEHKRY , ARRUTHR

/efs mount.nfs4: access denied by server while mounting 127.0.0.1:/

WMRIEH NFS B/ K BEBRXAREHNR , N ATRES I R,
EXMAVERE

MBEBZHAER IAM ERNHAHRES  FERREEERSTHEAT -o iam H -otls EH, XLEHF
EFS ERFBREFFENTIULZEL EFS HEH B, NREDRXBUHRNER , FREENXHRLE
RMANFOERR , UBRIEERTENEEN DENY 74 , A BRELE—NERATEEMN ALLOW
T, BREZER , BEREM IAM 25 AR L1 R M 62 XA R R.

B ERKM , FEXFZRE W

MREXG LEHERXHRE , HEKRFH _netdev W , M AL HIMZEE, WRRD
_netdev , & EC2 XfIAE2F LN, HAZERREN , FEEUHEZHEHEMEFHHL
R 48 3T R S

EXEWRE
MR EI LR |, FEFR Supp Amazon ort,

1E /etc/fstab H3EE Z /™ Amazon EFS X4 &% KK

MRELHIFEAE systemd WBILREE /etc/Fstab FEEHANRES Amazon EFS &8 , BT
BEASEESHEPNBIRLIEKE, EXMERT , dnesg AIHERELUTFUTARHN —TRS
1To

NFS: nfs4_discover_server_trunking unhandled error -512. Exiting with error EIO

ERERRE

1£ Windows 3E4l EESH XH RS RN 123
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EXHERT , BITEBWIEE /etc/systemd/system/mount-nfs-sequentially.service
BRI systemd RS XM, XHHFEERREBERTEREFIERIHRSE , E2EA Amazon
EFS EH BRI ITER.

s MREFHRERFXHRS , MZExecStartim T LIS R ME XH RS (NFS4), EXXHFIELL
TR :

[Unit]
Description=Workaround for mounting NFS file systems sequentially at boot time
After=remote-fs.target

[Service]

Type=oneshot
ExecStart=/bin/mount -avt nfs4
RemainAfterExit=yes

[Install]
WantedBy=multi-user.target

- MREEHABR Amazon EFS EHEBIRERF , MiZExecStartam &4 E EFS , M2 ERA%&
BMEZE (TLS)e NFS4 EHXHHBELUTRE :

[Unit]
Description=Workaround for mounting NFS file systems sequentially at boot time
After=remote-fs.target

[Service]
Type=oneshot
ExecStart=/bin/mount -avt efs

RemainAfterExit=yes

[Install]
WantedBy=multi-user.target

PIBMX MG  BITATHEANGS :

1. sudo systemctl daemon-reload

2. sudo systemctl enable mount-nfs-sequentially.service

RiE , EFBTEN Amazon EC2 K6, REFHEHXMHRE  BEE PR,

1E Jetc/fstab R Z 4 Amazon EFS X#H R 5 KW 124
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EHOTAN , HERERN fs REHEIRER

EHRTAN , ARRUTHRER.

mount: wrong fs type, bad option, bad superblock on 10.1.25.30:/,

missing codepage or helper program, or other error (for several filesystems
(e.g. nfs, cifs) you might need a /sbin/mount.<type> helper program)

In some cases useful info is found in syslog - try dmesg | tail or so.

EXMVERE

MRWKEZHEE , FLE nfs-utils ( & Ubuntu £# nfs-common ) 8. BXEZEER | HS
5F %% NFS & i

EHMTAM , AR RTFERNEBERIUHEIREE

mount.nfs: an incorrect mount option was specified

ERERRE

HEARR S SR ATAEE KB REY Linux RITHRAXIEMB XU REMA 4.0 H1 4.1 (NFSv4), EBIARE
BFXMER , BTETUTES.

$ grep CONFIG_NFS_V4_1 /boot/config*

R FRBHIRE # CONFIG_NFS V4 1 is not set , MIKRBALEH Linux RITHRFA X
NFSv4.1, X NFSv4x#F 1 Wil Dz s# it B = (Amazon EC2) WL L R (AMI) BIXK | &
2, NFS %

FEREARERRK
ERBARRTERN  ERBPEN , HETRUTHREEL

mount.nfs4: mounting access_point failed, reason given by server: No such file or
directory

ERERRE

EHGTAN , FEREIRMN fs KEHIRHEE 125
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LEEIREERRIEER EFS BETFE. BRERUEARBEZNAAENRMNR, EFS FERALE
ERIERBE R, BXEZER , B5H EAZEARTE,

MRREEFEMREZABENMNR , FEREFRETFE , EFS FTRIBRE FK. REXMER
B, ERAEARERNHRENEMZIAER KM,

EOBMNHRERNHREER RN

ERIEH RS (DNS ) ieZMEHRBIRE , EEEERKIX 90 AT B BEEE A Amazon Web
Services Xig &%,

EXMAVERE

MRELURRF N RNBRES SRS (A Amazon CloudFormation #84R ) , ERATEUESSI
=2 I

NHERGESER , RAERM , AR RENEIR
YHRGEAGTEE—FoH  REAK , FERENER. TEANRBERT —MRA.

$ sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600, retrans=2,noresvport mount-
target-ip:/ mnt

[2+ minute wait here]

mount.nfs: Connection timed out

$A

ERERIRE

HIMZERWERTRER , Amazon EC2 XIS EH ERZEANBEERNLH., BREZERZ A
BEXEFERIKO 2049 M EC2 R A# 1T NFS R ALHN, EXEZELR |, 3 FH VPC
R4eH,

FRIESFTEENERBAR IP it REEN. WREEN IP it FIEH , HEEZ IP it EE
AHEMmABT AL ER |, NATRSERZFE,

£/ NFS B DNS EMER X RERK

2 EHA NFS B ( FEH amazon-efs-utils B ) B X4 RSH DNS BHESHXHR
SZRM , MR RBIFTR -

HERIR X RGE XA R RN BRI 126
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$ sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600,retrans=2,noresvport file-
system-id.efs.aws-region.amazonaws.com:/ mnt
mount.nfs: Failed to resolve server file-system-id.efs.aws-region.amazonaws.com:
Name or service not known.

ERERRE

BERELN VPCERE, MREABEX VPC , FHRESA DNS RE, AXEZER , B H
{Amazon VPC FiF#Er) S8 VPC 8y DNS EfE. M, XHREMIER B R DNS BIETTEMN
CATFEN VPC AEBE TN

BT ITUA TR , RS BETE mount ST HERAXHRSEH DNS BWRER 4R

« ¥4R Amazon EC2 EHIFrEYE — AT A X & —4 Amazon EFS ## B #x.

« RS Amazon EC2 £HIEH VPC fE —NEFH B R, BN , TR F HAft VPC i) EFS
EZ B R DNS BMEf. BXEZER , BZH MWEM Amazon Web Services K/~ = VPC
HH EFS MHRE,

- EEERNFEARB Amazon B/ DNS BRE 288 Amazon VPC REEZEER Amazon EC2 32l &
XEZEEL |, 55/ (Amazon VPC BF 1) HH Amazon VPC H#J DHCP &I &,

« ¥5{F3E$E Amazon EC2 S24If9 Amazon VPC 22 DNS £HE. BEXxEZER |, 55
{Amazon VPC AF{Erm) F K VPC 1 #) DNS & 1%,

NHRGERAM , HEREIRNfs RIER”

Amazon EFS X# R &EFH REWmEEHiL ( TCP ) EFfEZEEH AN , HRELHEIR "nfs:

server_name still not responding".
EXEIRE

B noresvport HEHIEI , UBREEHE L NEERER , NFS B imfSE A TCP Rif
O, XEMEDTHRENKZRESHEEE TR A,

EH B L e BIRSER

EHEEREBEREEENRSEERBRRES.
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EXRMAERE

Eid CreateMountTarget = DeleteMountTarget A,
ER B E R ARRASE REIR
EREETEAPRSERIEIR.

EXENRE

MEELFEE (VPC ) WIEERXMEENZR , Amazon EFS T2 RN HHI X4 REES BRI B L E/
HE RS (DNS ) id3F. Amazon EFS TEZEEEFHENRERXNAIEHICRK, MREEELPESR
HRE efs.<region>.amazonaws.com DNS SEEWHEX , HELMMN VPC HA|EREX, &
* VPC # DNS ZEETMEZEE , S HEH VPC # DNS B,

EfERIRIE | HM VPC FHIERHZRI efs. <region>.amazonaws.com 4l , AR EFHAEER
Bir. BXBMBREZBEGNESZEE , FSRAEEETE R,

EE& A N
Amazon EFS EHEBER&EWR, Fli , 1s EdmTELR,
EXEIRE

WRE-—ANRRARFEERARERBEEANHRS , WAL HEIZEIR EZBRETHKE , TeEcE
I EERBEANXHNER. —#RE , ZHBREEREANXGNEAGSINARFETE
SERNERBRS, HlM, 1s @S ARLSELREEREANNFER, HAZERERN , FE
Linux Z1THRFE 1s s TR ERAFI B , MERRIXHEEUARIIHEZAR,

EMRZAEB , FRIES—MNARFREEENXHEA Amazon EFS 8 , HRIUIERELT
Uninterruptible sleep (D )& , M TEHRBIFTR

$ ps aux | grep large_io.py
root 33253 0.5 0.0 126652 5020 pts/3 D+ 18:22 0:00 python large_io.py /efs/large_file

EEeRIEBEXMER2E , BUNBEEFEME ARFTHREETKIE — MR BRI ERERF]
B, 1 1s m™PIP | BALIEEMER /bin/ls 8%, MAREMAI B . XFEMAIUSESEHTHT ,
T2EBANNHLER, 8% 0 MREABBENNRARF RS EBSIMTHRIERS ( e
fsync(2) ) , SFBAREHTREXHRENEMEARFNBNED. B2 , ENABRFEARK
fEet , Xt E ATRE M AR,

EH A RE GRS E REIR 128
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EHNE P iml T EsE

HEHE Amazon EFS XHRENE M HBR2EA TSHER MM ER, NFS B/ RS EE LI
B EMEE , NMRAREMRDHITIITEENNARFEERMATAMNZEE, EXSHER
T, BEFRSE/IVHALERN Z N EMEE.

B2 , IBhX Linux A% ( BRA v5.4 RERRA ) FEZEH NFS BEFmBRAEE—11TH , ZTHE&S
B NFS B iREM T ERN=IRAER — TCP Rix 0 LEMERE, WITHFHE TCPRFC EXR , #H
ARSI XERFRREESNEYEH EFS RS (AT N EFS XHRL ) NiEE,

ERRILEIE | RA15BZIBRWIEFE A Amazon EFS HEHHBEFRIER EFS B RS, EFS HEHH
B EA YT Amazon EFS XHRSEMAL THHERIRE, BX EFS B mMERBBHREFNESE
B, 52 /%% Amazon EFS & i,

MRETEMER EFS EHHEBER , RIEBZIEWEFEA noresvport NFS HEFIEI |, ZETSTE
A NFS ZEFIRERAFN TCPRIFOEMEIERE , LB LILRE, BEXESER , BSHA EE
B NFS EHiRE.

XS RTE R XA RS RFIRE SR AR EIR
HXFERM R ARTHRAIER bad file handle iR,

R Amazon EC2 SEHEER T — N XHREM— N NEEEE IP thut WEFH BIR , REZXHRSEH
EF B REMER , NAsES B ZE R, NRECEFWXHREMETER , UEETEGMHEEER
B#r IP #u3t A9 Amazon EC2 k4| |, N AT e & & Z A&,

ERERRE

WA LUH S B RS | AIG1E Amazon EC2 Skl EEFHHEH X HRSEUBRIZBIB, BXREHFHEN
Amazon EFS XHRENEZER , BSRHEXXHRS,

HEXHFRERR
MREXHRGEN  WTHFELHER,
BRI BRI

ST B B T 5 SRR R

« FERAEEREE umount -l , EXEBITIHNHRENXHRERREGMFoEHR , REEXHR
SR BN M EEEN X HRENFASI Ao
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- SRHMARBANBARETR , AEHEXZEHMIT umount 8,
« M umount -f ep SRS

/A Warning

58 ) E BORF & R M S B0 Y XA RS RITIE A BIERIHBEARE. BXREALETNES
EENES , BSHAHEFM R,
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https://man7.org/linux/man-pages/man8/umount.8.html
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SEIEE AFEH Amazon EFS

& T LAE A Amazon DataSync %1 Amazon Transfer Family $F8k#E4& A 4% H#&H Amazon EFS X
#HR4. Amazon DataSync R —MELBIFEERHRS , AAMUEMNZXHRSE (NFS), BRFHJ|HEHER
(SMB) X #-fR52R. BREENNREMZBIURERESFZREHEBIE. Amazon Hx DataSync &
Amazon EFS B &AM EZELR , SR Amazon DataSync f &5z,

Amazon Transfer Family  —H 5 £ EH Amazon RE , £ ERACET Z 2 X 4EHETHY
(SFTP)., X#tEHthil (FTP) METFREEEFRE (FTPS) M FTP MY , 30 4-& A f4% H Amazon
EFS X#H RS, A Transfer Family , &7 LUl & EK R 417 ) 246 £ Amazon EFS X# %R
SHHNNR , ATBE A, ®HEE. AREBNMERSNARFERM, B<W Transfer
Family 5 Amazon EFS £ &AM EZER , i5ZHAmazon Transfer Family A & #EE.

E&
« Amazon DataSync B T EiE
« Amazon Transfer Family FB & iz

Amazon DataSync F T & ki

Amazon DataSync 2 —MELKEEL MRS , IFEL. BaLMMEREFE RS 2B AR FERS
ZENBEBHFE S, Amazon DataSync AIAATEMEZ X4 RS (NFS), ARSERE B3R (SMB) X4+

BSE. BREEMNTRIEM. A Amazon Snowball Edge mazon S3 Zf&#. EFS X#H R4 FSx

Windows 3+ BR 55 88 34+ R 58 2 8] & | 23R

BE A LAE A DataSync ER/N EFS M REZEEH XY , BRERTRAXGREFHNXERENTE

Amazon Web Services X1Zi#J EF Amazon Web Services Ik S fiEM X R %, £ DataSync %
EFS XHRGEZHEFHKE , BAUBTIUEETZE , A2 TEAREHENSE , B3

SHIUEIBFERF FMRE

BXEZER , H5H FikER Amazon EFS # Amazon DataSync i FF#ER.

Amazon Transfer Family B T 1% & i@

Amazon Transfer Family 2 —HE 2 EM Amazon RS , B0 LUEE A ©EE LU SO St & AR
f£ HH Amazon EFS X R4 -

&/ Amazon DataSync 131
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« Secure Shell ( SSH ) X#£#itHil ( SFTP ) ( Amazon Transfer for SFTP )
o BENHERM (FTPS ) ( Amazon Transfer for FTPS )
o XHERPML ( FTP ) ( Amazon Transfer for FTP )

f£H Transfer Family , BRI AR £t FE =4 ( HlMMENMHRE,. SEKEREF ) BIXE
WIPIELIEE A XRAE R EEH XY, MEFEETMEMEN, A, BIEETAEA
SFTP. FTPS #l FTP &FimM Windows, macOS # Linux SMERW T RIS EFS XHRZK., XA
BT RBENTHRMT BRI NFS B BMEARZIH , BES/NEFNAR,

£/ Transfer Family £ Amazon EFS X4 REHEARBENREAIXSHMOMEFRFEAENZES X
HE. EXxEZEER , BZHEHEEXMAmazon EFS R,

E 7T HE %S 2 Amazon Transfer Family , i§Z {(Amazon Transfer Family I #EF) o

(® Note

3 FERLEIRA 2021 £ 1 A 6 H 2RI €I2H Amazon EF Amazon Web Services i F S X #
REM AT AT E KR , WERIAMER T 2R Transfer Family 5 Amazon EFS B &
A. EAWMSERA Transfer Family 1B &0 X4 RS , EBLR Amazon Web Services X .

£
« Amazon Transfer Family 5 Amazon EFS —i2{# K &R ZH
- ¥ EFS XHRAEEHN Amazon Transfer Family

Amazon Transfer Family & Amazon EFS —i2E B LR &4
E& A Transfer Family 7[R # Amazon EFS XHRGHFH XY , BB E LTV B A T FR4E

« Transfer Family BR$585 M8 Amazon EFS X4 R4 T & — Amazon Web Services XigH,

« Transfer Family fEAA® IAM A& X410 Amazon EFS X BR ( 510
elasticfilesystem:ClientMount fl elasticfilesystem:ClientWrite ) . BXKIH
MENEZEELR | 258 (Amazon Transfer Family AF1ERE) HHI6IE IAM B &R FE,

o (T ) R Transfer Family fRSEFHEMKFFIE |, BB REKF FE.

- BRENXHEREEBIATLEHE, BXEZER , S0 Rl EFS XHRGEH N HTHE
PR o

Amazon Transfer Family & Amazon EFS —#2{# f K 5o R &4 132
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s BRXHRERBLUBABK,FR, EXEZEER , BS W BE& Transfer Family BV EIK 17
.

£ EFS XHREEE N Amazon Transfer Family

Bt Amazon EFS X RS LAEA Transfer Family EEHITUT IR :

« ST 1 FKEP B Transfer Family A # POSIX IDs 5K,

- HB2: FH IDs D ELLE Transfer Family FAF# POSIX , B4R Transfer Family F /= 7] A 8] 3 4
REWE %,

- B34 BE IAM LLAFIFR Transfer Family K 1AM A&,

A Transfer Family Fi P iR E X4 B FZAPR

¥R Transfer Family A 7P aILATG RIEH EFS XHRELWAEXHME F., F£HAS B4 Transfer
Family FIF# POSIX &7 B % IDs 2B G RINXBR. ELLRBIF , AFE Amazon EFS BEH AT
BIE—NEN transferFam WA ., BRBPENEAER , QIEERXREAEN, MRFE , BT
EFS XHRELERHBEHRAMUE,

A Transfer Family B9 POSIX F P 2Bt 3 4 F1 B AR

1. %E#3Z| Amazon EC2 3£, Amazon EFS XX #F@ X E T Linux By EC2 SEHI#ITHEL
5

2. WREFS XHRZEEARERE EC2 KA L, WERZXHRE, BXESEER , B5H ER
EFS X# &%,

3. MATFRBIMEE EFS XHRELOEB R , IRFHEHAEHRN Transfer Family AFH POSIX 4 ID
FEARRBIFHR 1101,

a. FRAUTHSOEBE R efs/transferFam, SEFrLE | BAIUEMRMEXHRE LFEHEHM
g,

[ec2-user@ip-192-0-2-0 ~]1$% 1s

efs efs-mount-point efs-mount-point2
[ec2-user@ip-192-0-2-0 ~1$% 1s efs
[ec2-user@ip-192-0-2-0 ~]1$% sudo mkdir efs/transfexFam
[ec2-user@ip-192-0-2-0 ~1$ 1s -1 efs

total 0

drwxr-xr-x 2 root root 6 Jan 6 15:58 transferFam
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b. FRAUT®HSH efs/transferFam AER AN B ELL Transfer Family A # POSIX GID,

[ec2-user@ip-192-0-2-0 ~]$ sudo chown :1101 efs/transferFam/

c. BWAER,

[ec2-user@ip-192-0-2-0 ~1$ 1ls -1 efs
total @
drwxr-xr-x 2 root 1101 6 Jan 6 15:58 transferFam

B A3} Transfer Family £ IAM A&/ iR

£ Transfer Family 1 , SBA[ LIS E T AR IAM KM IAM A€, ATFENHPAN EFS XH#XR
SWBENR, BXEZELR | 55 (Amazon Transfer Family B 1ERE) T8I IAM AEAFE
B EATER IAM B 0 RIS H RE KM@ 1% Transfer Family IAM B &R FXHER EFS X4 R
S B BLRR o

LTRFEF IAM £ EFS-role-for-transfer ClientMount ( 3EHY ) M ClientWrite i5[AIHX
BR A9 S RS R RE R B

JSON

"Version":"2012-10-17",
"Id": "efs-policy-wizard-8698b356-4212-4d30-901e-ad2030b57762",
"Statement": [
{
"Sid": "Grant-transfer-role-access",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:x0le/EFS-role-for-transfex"
}I
"Action": [
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientMount"
]I
"Resource": "arn:aws:elasticfilesystem:us-east-1:111122223333:file-
system/*"
}
]
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}

BEXRUBNHRERBNEZEER
EFS BRMIBHAMNEZER , &

2 BRI ENHRER, BXEAETEHON IAM KBEEX
2@ Amazon EFS ETF 55/ E K,

BLi& Transfer Family B9 ¥ K F~ 17 HY

MR AT IHREN XM RER Transfer Family fRS5 258 T H MRS 88 Amazon Web Services K/ ,
N AR FiZ bk 15 B IR U REHNPR . bhAN , BN RERBEELNRIELNFTH . BXELEX
XHRENANBHRNESER , FSFRERN EFS XHREN L HIFRINER,

B UEXEREREDE TN XE RSN TE Amazon Web Services K 5B PR, £ Amazon
EFS #%lA8% , FRAMHRARKEERSRN “RIFMANR" 20 KI5 ELR T H XA RS 75 B XR
Amazon Web Services IKF f 5, EXBEHRFEENHRERXBENESER , BSRCIENXHRS
R,

A LAE KR 1D SIKS Amazon FREH (ARN ) RIS, HXESEL ARNs , ESH 1AM
A F 1 ARNsHFH IAM,

UTR—NMNELFXHRERE RS , HERBRFIXGEREWEKFFZENERE. 88X THEANE
B -

1. B—NFH NFS-client-read-write-via-fsmt EEAXHREER B IRHR XGRS
NFS B Fim#&R FiRE., EAMBNRER,

2. BZRIBANIRFX Amazon Web Services Ik 111122223333 IRENR , ZKFHE
Transfer Family fR$5588 , EEEEMIK/ R iFRIE EFS X#H R4, Grant-cross-account-
access

{
"Statement": [
{
"Sid": "NFS-client-read-write-via-fsmt",
"Effect": "Allow",
"Action": [

"elasticfilesystem:ClientRootAccess",
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientMount"

1,

"Condition": {
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"Bool": {
"elasticfilesystem:AccessedViaMountTarget": "true"

"Sid": "Grant-cross-account-access",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": [
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientMount"

DUTXHREREANT —5FH , ®FX Transfer Family fERHY IAM A &K 75E R

"Statement": [
{

"Sid": "NFS-client-read-write-via-fsmt",

"Effect": "Allow",

"Action": [
"elasticfilesystem:ClientRootAccess",
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientMount"

1)

"Condition": {

"Bool": {
"elasticfilesystem:AccessedViaMountTarget": "true"

"Sid": "Grant-cross-account-access",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:root"
b
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"Action": [
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientMount"

]
},
{

"Sid": "Grant-transfer-role-access",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::111122223333:role/EFS-role-for-transfer"

},

"Action": [
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientMount"

]

}
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EIE EFS XH RS

NHRGEEFSOEEAEREMERXHRSENMERHRME, ERNHEREFLEER, EHX
HrREEREAMREARERXHREMNE,

FAILAEAATIX X B REEEES Amazon Web Services EIEIRHIA |, B AT SEA Amazon
Command Line Interface (Amazon CLI) & APl AMRIEAF XM ITEXEXHREEEES , M TR
R,

FH

o TRXHRGRES

- EEEZER

- EBEXHRGELHE

- EETFHEWED

T BRGNS

AT LAfEFH Amazon EFS #4423 Amazon CLIZE Amazon EFS X#HZREMIRA. Amazon EFS X4
REUEETRAMBRERSEZ —-

M HERGIRE 48R

AVAILABLE XHRGLHTFTEERDS , LB RHTHEER,

CREATING Amazon EFS [EESIEF XH RS,

DELETING Amazon EFS EEEMIBRSXH RS , UM AP £ ROBERER, BXEZE
B | 555 MR EFS XHFR5,

DELETED Amazon EFS EMIBRXHRE , LN AP X2BOBRER. BXEZELR ,
ES 1 M EFS R,

UPDATING XHREEEHTEF , AR AP X ENEHFER,

ERROR NERATREXNHREHIHRE,
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XHRGRES B

NHERGATHERS , BARE. BRRXHRGEHE , BHEIXHRS
NZFODERIFXHRE. BXESZEEL , FSH £ Amazon EFS F& 437
ERBE

EEEH AR

B AERN XHRGECEZN — MRS M ERER , XA RGEERE Amazon EC2 RELNLE R
(VPC) FEYE At Amazon ITEXA| £, B UEGIENHRENROIE X RS2 fa 62 ER B AR,

NXHGRGCRERERE  BUNCEZEMERER. MRERERUARGEERBIANREA, W
REBUIER B VPC |, NFEZ LM ERINARIER B R,

(® Note

BIREFERVEES RN IP i, EEXR IP it , EERIRER BFREE AT b0 —
NHTRY S B o

&

- ERESRANTAX

- BIEERBRF

- HiBRES B4R

- BEokER B R VPC
- EREHERTESYE

EHERMTARX

MNFERAXBEE#HEBIN EFS MRS , ATEATE Amazon Web Services KiZiiy &N 7] I X #6122
EE B iR,

WFEXXHRE , REEEXHREHERNATAXPAEENEZHBER. RE , BUUNXHRSGE
HENTESLH £ | EFF Amazon EC2, Amazon ECS # Amazon Lambda & EAFAE = (VPC),

EEERAh T
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AFiEm
TRERT —MXEBEXHRS , FEE VPC HWAMETRAXFRIERNER BfR,. ZRERTEHRE
EFS XHZRE&EMNAETRE VPC FRE BN = EC2 £6l, ZERERTENTARSTHN —NEEBFR
(FZEENTHXHBHFRE) .

BMNTRAXARYE-— M ERER, IRTAXEESNTH , MEPHEP-NXEHHRR , MREEE

Hpf—NFHApPRESBER, RESETAXPE-MNEHER , #HE—FRPE3H EC2 KA
ﬁﬂLX/\EiZE_EﬁE&T‘o

@] Amazon Web Services Cloud

Availability Zone 1 Availability Zone 2 Availability Zone 3

C‘@ ‘Amazon Virtual Private Cloud
' (Amazon VPC)

subnet subnet subnet
' ' ' ! ! 10.0.4.0/24

10.0.1.0/24 10.0.2.0/24

Amazon EC2

10.0.4.14

Amazon EC2

1 1 E -
| 10.0.1.30 10.0.1.31 . 5 | E subnet

10.0.3.0/24

Mount target J Mount target Mount target
& : JIC2) =
' 10.0.1.32 SRR 100245 | 10.03.15

....................

Amazon Elastic File System
(Amazon EFS)

TEER—MERXARSE  ESXAREEANTAR IR T LM ERER, £ us-west2c A
AR EC2 RABRXHRELFEREFHRA , BN ERASEREHTFFRO TR,
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&) AWS Cloud

: Availability Zone 1 E Availability Zone 2
| Private subnet E ; Private subnet
' 10.0.1.0/24 ; ; 10.0.2.0/24
Amazon EC2 Amazon EC2
10.0.1.31 ! 10.0.2.31

i Moun {

Mount target

....................

Amazon Elastic File System

______________________________________________________________________________________

B ENESA T YIBEREBNEMNR AL, Sl CREPLEE S BT LIFR RS, AFNELL
THRE :
- EEERENRTSENBARE,
s B HRGEEHIEF KL,
+ NFS HNPREFZEI,
& , RB Amazon EC2 =4I| LR F A XU RS read-write-executetXfRo AREBitie

NFS ZRNRARHE RMAEERZRFRTFRBRNRE. BEXEZER , B5H NEXHRS
(NFS) &»IAF. AR,
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SIREH B IR

EiFE VPC HH) EFS XM RS , BEEN MRS IBER B IR,

X TF EFS XHRE , BIAUBERTFRAF

« —IRRBEN—1 VPC XA REBIRER B IR, MREMSE -1 VPC THRIXHRS , WFEMN
LAl VPC HMIRRER B , REES —1 VPC RElBFHNEHBIR. BXEZEELR , B5H EX
EH B VPC,

« MR VPC ETRARHPESNTH , MERgEREP N FRFZEZHBIR. TAXPHAE EC2
KB AR Z BN ER B R,

« ELRELFLENRHRIXHRENZAN AR X6 - NMER B R

® Note

ERE-NMTHARPEZNERBERES — NI AXFR EC2 K| LEH ARG , FEE
BHEA&, BXEZFEE , 50 Amazon EFS Efft. tbHh | B IRLEERAKHI A A XAt A
HER , TLUBRI S HERR. MREFBERNXERERRE , W EBT ZES B rimE
XHRL,

BRI LAER., AXHERSE0IEES B8 Amazon Web Services B 124|& Amazon CLI, B AT LAfE A
DURR AR NI XHREOEESH B4R, Amazon SDKsE#R&I AT | BAIUENENH RSN ROIET
HREZBCIRERER, BXREUNEXHRERQEES BIRNIE  BSRERZEHAULEEN S
NI,

EREE A
REBUTERE , WIE EFS XHRERMER B 7.
7 EFS MRS LoIBER B AR

1. $TFF Amazon Elastic File System ##l& , it Jyhttps://console.aws.amazon.com/efs/o
2. EEMSMERD , ERXHRE , AREREER VPC HXHRE

3. EEMSZ , AREREBRUE RNHERENER BT,

4, EBREANHEHBMER BN XHEREN BN XHRLS ID RKEFZXHRS,

BRERA B e
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® Note
WNFEXNHRE , REtlZE2 N NEREN , ENTEXHREMEENTAX S,

5. NTEMA EFS KEFMHRINNNHRE , BAENXHREENENERBRERFNERE

FRo
6. ENHHBIRRE :

a. NEFBMEETAXMFM ID,

b. YT IP hur 3R | FiERIPv4 XX IPv4 #bit | IPv6 X X3 IPv6 bt | 303E kR XNiR A
B3 IPv4 1 IPveit it

@ Note

IP b it KRB ARMEFMEY IP KRBT, LA, IP bt RBLBSFNH IP FHu/E
M, Flan , MR IP 1A R IPvd-only BIENFMEBRAT IPve FHuEM , NEF
P B B P 45 42 ORI FRSEE A IPv4 Mttiit, BXEZER , BSRERT
MEY IP FutE#.

c. WMREHEEREERBEIRE IP it , FHES IP #ub REPCEAY IP ik 4E s A%tk
MRARIEESME , Amazon EFS 2 MNIEER FRPIERERERM IP ik,

(® Note

ERIEERBRGE , BN EESRH P thit, EEXR IP it , FEMRERBRH
156 F 57 b 11k 01 22 — N3 AV EE R B AR,

7. ELREBR-NEEERENRRBENZSA, SUNRERERZE4A,
8. &EE&RIRF.

{5 Amazon CLI

AFTIRM T £ Amazon CLI M create-mount-target SRS HE BN R, ZXH AP
#$ =2 CreateMountTarget.

- MREEEREHBIFEE IP kA | NEA IPv4-only,
o MBHEEERNELRBIRIEE IP thit , Amazon EFS o BLiEE F M o] Ak,

SRERE s
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« IPHIRBABETRN IP FHUEM, B0, R IP #utEF R IPvd-only BENFRERT
IPv6 SHtEM , MEFRAEIZRAOMEEOFZERFREER IPv4 Witit, BXEZEE |, FS
SR F M IP SuE .

® Note
WNFEXNHRE , REtlZE2 N NEREN , ENTEXHREHENTAXH,

Al EFREMNTA IPv4 thiik 012 ER B R

LTt hESBEREEXHRSE. R4, BIRREREFNNTA IPv4 bt EoIEH,

$ aws efs create-mount-target \

--file-system-id file-system-id \

--subnet-id subnet-id \

--security-group ID-of-the-security-group-created-for-mount-target \
--region aws-region \

UTRBIERT HERBIBENSGT.

$ aws efs create-mount-target \
--file-system-id fs-0123456789abcdefl \
--subnet-id subnet-b3983dc4 \
--security-group sg-01234567 \

--region us-east-2 \

FIhelZHEZ BFRfE , Amazon EFS L JSON FERR @R B ArfiR , tEL T ROIFT R,

"OwnerID": "111122223333"
"MountTargetId": "fsmt-f9al4450",
"FileSystemId": "fs-0123456789abcdefl",
"SubnetId": "subnet-b3983dc4",
"LifeCycleState": "available",
"IpAddress": "10.0.1.24",
"NetworkInterfaceIld": "eni-385lec4e",
"AvailabilityZoneId": "use2-azl",
"AvailabilityZoneName": "us-east-2a",
"VpcId": "vpc-3c39ef57"

BBEZ B IR 144


https://docs.amazonaws.cn/vpc/latest/userguide/subnet-public-ip.html

Amazon Elastic File System ArfEm

}

IO ERE IPv4 it BB ER B AR

LT TEEEATERBRNXARE. T, T24EM IPv4 tbit, BAR=ERE FMRERE IPv4
H 3t B2 AY

$ aws efs create-mount-target \

--file-system-id file-system-id \

--subnet-id subnet-id \

--security-group ID-of-the-security-group-created-for-mount-target \
--ip-address IPv4-address

--region aws-region \

LT ROIERT HEROIBENRS.

$ aws efs create-mount-target \
--file-system-id fs-0123456789abcdefl \
--subnet-id subnet-b3983dc4 \
--security-group sg-01234567 \
--ip-address 10.0.1.24 \

--region us-east-2 \

RKIh el EE HFRiE , Amazon EFS L JSON FERIREHEE B FRER |, 2L T REIFT R

"OwnerID": "111122223333"
"MountTargetId": "fsmt-f9als450",
"FileSystemId": "fs-0123456789abcdefl",
"SubnetId": "subnet-b3983dc4",
"LifeCycleState": "available",
"IpAddress": "10.0.1.24",
"NetworkInterfaceId": "eni-385lec4e",
"AvailabilityZoneId": "use2-azl",
"AvailabilityZoneName": "us-east-2a",
"VpcId": "vpc-3c39ef57"

Bl ERE IPv6 st BB ER B AR

UTHoEEERTESERNXHEHRSE., 7M., ZLAM IPv6 tiit, BRREEE FNWIEE IPV6
it Bl

SRERE T
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RAriEmE

$ aws efs create-mount-target \

--file-system-id file-system-id \

--subnet-id subnet-id \

--security-group ID-of-the-security-group-created-for-mount-target \
--ip-address-type IP-address-type \

--ipv6-address IPv6-address \

--region aws-region \

UTRBIERT HERBIBENGT.

$ aws efs create-mount-target \

--file-system-id fs-0123456789abcdefl \

--subnet-id subnet-b3983dc4 \

--security-group sg-01234567 \

--ip-address-type IPV6_ONLY \

--ipv6-address 2001:0db8:85a3:0000:0000:8a32e:0370:7334 \
--region us-east-2 \

FIh el BFRrfE , Amazon EFS L JSON FERIRE#ER B Arfik , a0 T RHBIFTR.

"OwnerID": "111122223333"

"MountTargetId": "fsmt-f9al4450",

"FileSystemId": "fs-0123456789abcdefl",

"SubnetId": "subnet-b3983dc4",

"LifeCycleState": "available",

"IpvbAddress": "2001:0db8:85a33:0000:0000:8a2e:0370:7334",
"NetworkInterfaceId": "eni-385lec4e",
"AvailabilityZoneId": "use2-azl",

"AvailabilityZoneName": "us-east-2a",

"VpcId": "vpc-3c39ef57"

R EXR AR FRE A A IPv4 thik IR B AR

ZWTHERBREEXHRS. M. T24, WKL IPIPv6 tur kB Mibit, BRRENKRFM L

FYET A IPv4 it M$ETE IPv6 bk 82 /Y,

$ aws efs create-mount-target \

--file-system-id file-system-id \

--subnet-id subnet-id \

--security-group ID-of-the-security-group-created-for-mount-target \
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--ip-address-type IP-address-type
--ipv6-address IPv6-address \
--region aws-region \

UTRBIERT HERBIBENSGT.

$ aws efs create-mount-target \

--file-system-id fs-0123456789abcdefl \

--subnet-id subnet-b3983dc4 \

--security-group sg-01234567 \

--ip-address-type DUAL_STACK \

--ipv6-address 2001:0db8:85a3:0000:0000:8a2e:0370:7334 \
--region us-east-2 \

FIheIZ#EE B#RfE , Amazon EFS L JSON R E#EH B AnfiR , a0 T ROIFT R,

"OwnerID": "111122223333"
"MountTargetId": "fsmt-f9als450",
"FileSystemId": "fs-0123456789abcdefl",
"SubnetId": "subnet-b3983dc4",
"LifeCycleState": "available",
"IpAddress": "10.0.1.24",
"Ipv6Address": "2001:0db8:85a3:0000:0000:8a32e:0370:7334",
"NetworkInterfaceId": "eni-385lec4e",
"AvailabilityZoneId": "use2-azl",
"AvailabilityZoneName": "us-east-2a",
"VpcId": "vpc-3c39ef57"

il BR4E 2 B AR

M BREESR B AREY |, MRV 58 B P M XA RGNV EAHER |, XA e P M ERXEERNSAIHN AR
Fo NBRNARFHY , BEMBRER BIRZAFLNARFHBH XGRS, BEXESER S
59 HE RS,

AT LAMER . MIBR ST R SRS B 4% Amazon Web Services BIE{24|& Amazon CLI , tB B LA{E
LUmE A M BR S R RV EE B ¥R, Amazon SDKs

EREFE
REUTERE , WIE EFS XHREM RER B 7.
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MiBx EFS X ¢ %48 LRV B AR

1. HEXHRSG. BXUBE , BSRHEXHRER.

$TF Amazon Elastic File System ##|#& , Mt} https://console.aws.amazon.com/efs/o
EEMSMERT , EREXHRS , AREFEEMERES BRI XHRE.

EREME , REEREEUE RXHRENER BT,

NTFERBRNESNERBR , EEEBR.

ERERF

o g K~ w DN

{5/ Amazon CLI

EHRIENESE B , 5 Hdelete-mount-target Amazon CLI &5 ( FARIAVIR/E
®DeleteMountTarget ) , 1 FAfRo

(® Note
ERFRER B IR 28T, STEHEXHERS,

$ aws efs delete-mount-target \
--mount-target-id mount-target-ID-to-delete \
--region aws-region-where-mount-target-exists

AT R £ A RO BIRE R R A

$ aws efs delete-mount-target \
--mount-target-id fsmt-5751852e \
--region us-east-2 \

EdER B IR VPC

—XRBEFE— VPC HE T Amazon VPC BRFEA EFS XHRE. ERRR , & VPC FlX#H
REVBEF B, HEAXLEES B RENIZXH RSN T RINER,

R LAMIX L B #REERL EFS XX RS ¢

« @— VPC ##J Amazon EC2 =4

ERERE B VPC —


https://console.amazonaws.cn/efs/

Amazon Elastic File System it
« VPC Hi@d VPC Xt & E K EC2 K4l

- ARS8 , £/A Amazon Direct Connect

- £/ Amazon VPC &3 Amazon E#\ &AM (VPN) K2 i fR 55 25

VPC WHEEZERAE ZRNMEIERE VPCs |, BB ECNI2RABBRRE, ZEEYUFERALEER
B M LR 4 (IPv4) SARAS 6 (IPv6), B> Amazon EFS A VPC WEEENELEL | S
M E f Amazon Web Services Ik 5 VPC ## EFS X &R %,

ERXHRS VPC

LTSRAATENR EFS XHREMEEER VPC,

1. MIBRDES XA RENERBE R, BXUHE , HSRM RER B 7.

2. HEANEFEFNEZBIRRSHNERERE , BOEMFH VPC H N NHRECIEMAER B R,
BXRUH , FSAGEERE .

EREHARRES

REAEXAEMBEWTR,. SEEXEGEHRERERBENZSAR , FRAERNSEZH AN L
R, XEFMATLAERR EC2 RO EXHRERITER. AXTLENESEE , BSH €4 VPC
24,

A LAEFH Amazon Web Services B2 4|A. Amazon CLISARESNERA NG RENERB
EARIESMkLE4A., Amazon SDKs

EREHE
EREH BN T2 4A
BREBLLTERE , WUA EFS XHREFMBIBREH BIRT 24,

1. #TFF Amazon Elastic File System #£#l& , Mty https://console.aws.amazon.com/efs/o
2. BEEMSMERT , BRNXHRS  AREREEEER BN XHRE,

3. EERML K RREREEUE RXHRENER BT

4, BNERENRTBRLLYE , EEERESE ID FLH X

5. EMEFHEMANEZLYA , ENLZLEINKRDPERTEA,
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6. ‘&R

f£ A Amazon CLI

EEUNEZERERNZ A | FEEMAmodify-mount-target-security-group Amazon CLI
e (X NBRERModifyMountTargetSecurityGroups ) B EMMENLZ A , M TR

$ aws efs modify-mount-target-security-groups \

--mount-target-id mount-target-ID-whose-configuration-to-update \
--security-groups security-group-ids-separated-by-space \
--region aws-region-where-mount-target-exists \

--profile adminuser

AT RERROIBITER RH

$ aws efs modify-mount-target-security-groups \
--mount-target-id fsmt-5751852e \
--security-groups sg-1004395a sg-1114433a \
--region us-east-2

BEXHREELE

HMELER Amazon EFS #HAPRMIANEFHERN  BWATASHREARS. FABMERH
B, MeE B YRy BAER , AR THEMBEINER. BR , MREHETFABENSED
FIREN (2REEHE, EENEFHEER)  TNERERFHERK,

(@ Note

B Elastic FHE EERB\BENFULEHRMY R , BRINEBWEBEIEA CloudWatch (itE
|OBytes ) IR ERMERABERERREBELNAE , MHENRESEXZERN -0, X
EYTRERARNSEEFAR  HERBEAREFEUTINRESKEEN. EXEZEE | &
SR £/ Amazon %255 CloudWatch,

AREENHMAaEFTERATIE .

« MFEREHE - IEEXHRETUARINELELS , FEXHREXNDRREIBRES
o

- REFHE - FHETRXARETNEFHEENT R , BRX&ZXF 12 MIREIESKE,
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BX Amazon EFS FHERANEZER , FERHELERE,

@ Note
XHRETARE , EUUERFHERANTFESHE. EXAFHERXT2SENARRF
. BER , B8R XAREEANTAEFLERA RN BN RAEFLEN , BLASFEF
ED 240 RBAEREHERAFROTARELE.

A LAEF Amazon EFS ##/&. Amazon Command Line Interface ( Amazon CLI ) # Amazon EFS
APl REENHREFLEEK,

ERES A

EENAREFULE

1. #TFF Amazon Elastic File System #Z#l& , Mt Jyhttps://console.aws.amazon.com/efs/o
2. EEMNSMERTD , ERXHREUAERKFHE EFS XH4REI &K,

3. ERFENHFAFHERANIHRE.

4, EXHREFHEENENERRS+ , EFEE. FEREETH.

5. BHREUHEENRE,

- EFEARMTHEIMARELE  FEFERE  RAFERRMEHTAE.

WMREFETMEER , AREMFRELE (MB/s) PRAZENNHREERMARNEFLE, KA
ENMEHEE RN ELRANTLEN=1E, EFS XH4RSEUEMIER=2 2 —HERIT2IRE
BFR, MATHER , BERXHRES ARSI MEITHE,

® Note

NHRETAE , EUNERFEHEREXNTEEFHE, B , BB XHRETR
HEFEXNMERENMEFTHEN , BLAFFED 24 M8t , TEEBREXTHE
BXHROMERLE,

- EfARRELE | FRERE

BRABREUHEFREAFEBNELERANESER  FERELEES,
6. ERFRFERUXBENER,
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£ Amazon CLI

£/ update-file-system CLI @855 UpdateFileSystem API R EE RN HRENEFHEER,

ERF#LEDEAE

BANEBEXHRS  FEERMGEARTFLFERnEFE. FREKAREE  REXHRENE
wEHERE , AP EFERCARREE, SaRREERENXAREREN =ML ARRKEA
FXo

BRI IERE G B RER M XA AMEL L EFS TR (1A ) XM EFS FRIfFMH#
R, HRETEET LRGRREF#E RPN XENEE. 7T BEREF#RPH ERGREE , AER
TR ER 2 IRER LR RI AR BT E ( MARAIATTEER POSIX XHRERME ) o BIRIGRIFR AT
REy R | MEEEE R EAHER AR

A EHREER T B EFS XH RS
EFS 4L EHIRIEN

« BN IA- BREGEHEEMPRXABETMERR (IA) FEXD , ZFEEHNESNIZENR
TEJURVEITER T T AL, BINMBRT |, PREFM RSB FE 30 KA KT R 4SRN
1A,

« BRBRNIAR- EREMAREBEMIIES A FREIIPHNHBEF/TEES | R R
NEFRFEJURREDROBERT TR BRINBERT |, SEFMEER P E 90 RAAKRTF
B RN R SRR

« RANHAE- BEREREAYEERSE A FEHFE R PRI EE | XM 1A A
HREIREREER, MINBRT , BRI , XHETSBENEF#ES , MEFAZEN AR
EZELER B

NTFEERRIER N EREMBEAS (FlIMLERENXHNRARRF ) |, BEEE-IRHR
B fF ST N PR

BXANNARERBEGANEMNESEL  BSARE LD ARER,
S ARERENXFRERE

A EAMEENNHREGRENRELTRIET EFS XHERSETEATRENR LR, HXHEANFER
A MEFRFEPIENA B EBURT X4 DMRXGRE TR, fla, BREE TN XHEREEN
BfE A RELL M BB R D, S RN MR RBE S HFTE 22 RY B R E K
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NHTBE (BREXHE. EREENXHREE REN ) MAF#E AT , SIEBBER—BH
TRIEERE.

XA A FE PN XERERITHTRIERE (HNFEHERAERSE )  FTEXHHE. BFXH
HARERN A RERHEHENEEF , MR EREREF#RT , ARZEERRITR,

NXHEREN A REFEFERP XAV EEAREDBTELBEARERM@ESE  REE 24 MtER
REHRRIERNFHESE,

BB £ ar B HA SRR

FEHNEEEHEIREN EFS XHRZ&HT Amazon Web Services BB IR4E , XERSGELEHFEH
UTERINEGEAREEHITEE :

« BN IARERN B LEXBRIERN 30 X,

o HEFAHZEN B LXRIFREH 90 X,

. B RNIRHERBRNT,

EEAERABEENIRBEAENHRSE , Amazon Web Services B &l&A REFHVNEH RS
B, B UE R BIAE AR Amazon CLl, & , BUUESIENHREZEELRE , AT
SRR,

FEREHAE
B A LA Amazon Web Services BIE12&A RO BXHRZIRELE AR,

1. &3 Amazon Web Services Bl H HITFF Amazon EFS #&15 , Mut) https:/
console.aws.amazon.com/efs/,

RN HRGEUE RKF R HRSESIR,

EREE R EH R RS,
EMNHRSEAEENENEAIRTH , EERE. FERREREH,
NTEREAYPER , FRELN AR

o M @b

« FERRN IARENTHER—. BFEEFXHBA A 76, HREE,

« FRENERRENATRRTE—. BEFILEXHEBATEEE , BEEE.

o RERAPRERERNEIRGRES , BUIEXS IA F6 PR XA RITIE T BERET R ERD)
R ETRE
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EE I EE - RFRIEEXEMN IA RIFRB R EREME | BB,
6. ERREFEHNUAREELENER.

f£ A Amazon CLI

SETLAER Amazon CLI Rig B St X4 R Ge iy £ an B HI R g

«  J&fTput-lifecycle-configuration Amazon CLI &858 PutLifecycleConfiguration API &5
PN
er)

EEEEEEmANREENNHRENXHERSLS ID,

$ aws efs put-lifecycle-configuration \

--file-system-id File-System-ID \

--lifecycle-policies "[{\"TransitionToIA\":\"AFTER_60_DAYS\"},
{\"TransitionToPrimaryStorageClass\":\"AFTER_1_ACCESS\"}, {\"TransitionToAxchive\":
\"AFTER_90_DAYS\"}1" \

--region us-west-2 \

--profile adminuser

SR UWEN LA T W R

{
"LifecyclePolicies": [
{
"TransitionToIA": "AFTER_60@_DAYS"
1,
{
"TransitionToPrimaryStorageClass": "AFTER_1_ACCESS"
3y
{
"TransitionToArchive": "AFTER_90_DAYS"
}
]
}

NRBNHRGE L EmEARERE (CLI)

« 18T put-lifecycle-configuration % , EEEFLEGAREEN XS RENXHRS
ID, R --lifecycle-policies B &%,
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RAriEmE

$ aws efs put-lifecycle-configuration \
--file-system-id File-System-ID \
--lifecycle-policies \

--region us-west-2 \

--profile adminuser

SEORF LR LA R R o

"LifecyclePolicies": []
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53%® Amazon EFS

B R4 Amazon EFS fEH Amazon SR AR AIEM, ATAMMMENEELHRID . FKI11E
WIEM Amazon fERFRVFTES 2 WEKEBHEE | WEEEN 2 S WErR af LE R A 3 1T
A, EFRESE Amazon EFS 281 , N&lIE —MEEITRIHEITR P EZE T 52 -

- BIEENRMTAL?

o SEORFUE IR RLE BR 2

W 70 1 L 2R ST A ST ER G0 ?

EFAMLISET E 2

TITISEEES ?

ERIRET RIE ENE ?

H‘rf

97}

&5
3
. B}

T—%  BIEFRNENTRARFZGTNENRE , FENHEHEILIEE Amazon EFS HRENE
/Eo i "“Amazon EFS B} , R ZEREFMAN LK ?"“‘MEO IR BER N CREE LR RIER T
RWEE K BEERHREANMMERERE | URRITERELEN 5 E,

5l | fEF Amazon EFS |, A LLSEMEERE, /0 iEH. EANTHIERE. BERIWEZEUR
NHERENWREEHART, IRMERTERENELE  TREFEEFERNHREN K/ NBEENEF K
BE 6 UEHNEHNIEABRIEXHRE,

BREVEE, BELONERUT M

- NHERGHMEELE,
« MHERGNEF IREZEHE,
- BIANNHRGRENFTHR , 2 FHE RN, BESEANTRERE,

m
[

EiIRTE

« Amazon EFS AR & X HREFX R AN

- BEREEMRKD

« /A Amazon ¥ #2155 CloudWatch

- £Ai2% Amazon EFS API A Amazon CloudTrail

E$
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s T H

Amazon B 7 T4 Amazon EFS W& M T E, A UBEEEAN — LT ERNEBRITRIET
% BEEIEEEFFH T, BWERAESIEEFES BB,

Ha)GiETE
AIERAUT Bk % T ESkIS# Amazon EFS , HEHIE IR HITIRG -

« A CloudWatch mazon Alarms — &35 E W BT B R MR L NG , BB ZIERE S et E R
RAEXN FAERENERIT M STERE, ZRERAZEILISHELBHRS (Amazon SNS)
Simple Notification Scaling £ &i# EC2 Auto Scaling FREEHIEH, CloudWatch BiRF&1X
NEARENLETHRERSMAARE  ZRELTEEFERHRE TEENREER, BXEZER |, F
SR £/ Amazon ¥ #2355 CloudWatch,

« Amazon CloudWatch Logs — ¥#2, &M if[E% B Amazon CloudTrail 2 Et>kKRKY B &

H., BREZER , SR L2 Amazon CloudWatch H#& ? £ (I CloudWatch FAF 18
) o

« Amazon CloudWatch Events — EEEH4FNHEERE — NSRS N BEREEER , UHTER, #
RRSEEHXBUEEKR, BXEZER , 556 (L% CloudWatch AFER) FHH LR
¥ CloudWatch &30,

« Amazon CloudTrail BEKZE-EK 2B HEZBEXH , BN CloudTrail BEX#HKEE “H
£ RER YR CloudWatch BEX# , A Java RERAEAERARRF , ARIEEN BEXHE
RIEFEREBARER CloudTrail, BEXEZER , 152 H (Amazon CloudTrail AF1EmME) FHEA
CloudTrail B &34,

FHEETE

Y5#2 Amazon EFS W% — 1MNEEZ 20 H & F 31 %12 Amazon CloudWatch 23R A& & 2= /YN
B. Amazon EFS f1Ef Amazon Web Services EE#Z &l & 2 EIRIBEEH Amazon IREEIRA at-
a-glancetl®, CloudWatchZ2WIEEEEF KRS HEXH,

« ALAM Amazon EFS #Z#HI B KR BIXHREMUTIE :
- HEItEX/D
- HEYERHNHE
o EREAERE

« CloudWatch FWE R :
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- HAIHEBENRE
- FEMREEEK

%
« REEITIRR

Lo\, R BAERA CloudWatch $4T A R IR1E -
- B EE RS ERAEIREERNERES.

- SEERBIER , UHERREIBHFEEBES,

« BRAFNNKENE Amazon R IRER.

- flENRESBEERAXEENE,

Amazon EFS WAk & X HFRSE I R KD

THHET A Amazon EFS IR E XHREKRD, XHERGANKRH A NMARIGREETLE,

it & EFS XHRENK

BT LA EFS XM REFEFNXNRBEEAXH. BR. FEHENBHRXHF (FIFOs MEE
F)o HFNBINRERR 2 FAZ#HFIFT (KB) THE ( N TH inode ) AR —1MHZ1 4 KiB
FHEERITITE. UTHREE T FRRENXHREN RO ITTERFELRD

« BAXMH - EAXHNITERFEANREATT -1 4KB HENHEBA/) , BERBEXHTRER

o

BBEMH BEARXE —MER  ERIHBBEAPIZE , FT2RBEBEAXHNEEHVE, N TH
BX#H  ERERRT  EANXEEHENTEART -1 4KB HENSBADN, EXLERR
T , Amazon EFS i F BV SKRR 7R R 5 N IT BBV BHE RN

- BR-BERNUTERBEANRATERZENREXERBNBIREESWHSREZR , SAZT—14
KiB {8, ITENHFEANTEEXHBIRER KR EFE,

« FFEEENERXH - XEXNRIITEHREANMELN 4 KB,

% Amazon EFS B3 NFSv4 .1 space_used BERENREANZEAN , EBFEENRVYEE1TE
BEXD , BFEBREEATBEKRD. EAUERAATHANEARRENEXHNEEERER  du M
stat SERAERF. THNRA T AN ZXXHER du SERAER , FIA -k BILUREIA T F T R EMNME
L7l o

$ du -k file
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4 file

THIEER T A = XA stat SKARFRIRE XA #EEERER,

$ /usxr/bin/stat --format="%b*%B" file | bc
4096

ENEHFZFMWAD , BEH stat EAEF. #ZE Blocks H , RAFFZEFRURK/N, TEHEWMA
WNZE B XEH stat SEAERFEN R

$ /usxr/bin/stat --format="%b*%B" . | bc
4096

EFS XHRSHIITE K/

EFS X REMITEBA/NEIEFE EFS FREXIPABEITN RN AR P M. BINROPRELT
E/0et (Hla0 L4 8:00 El EF 9:00 ) AEINRA/PHRREBREITESE.

EXHXNNHEREITEA/NTHE 6 KB (2 KB T#IE + 4 KiB #iF ) . HRI&N , XHREF 12
RARE % , RILiTE X/ 6KiB.

BEXHRENITERNPELX —/PMTAHNEZXAHRENFAEEKSITRNERE,

(® Note
TENITEXNPNTFRRNAREEZ/PEANEAREN BN —BRE, Hk , ERFEDMH
N EESE (AR — /i ) EXHRETFENT RO D XEXPHEMBEZ
PRI XHFRGITEARD. At , XMHERENITERXNPBREAERXBEXHREFEARRTREZ
BN RITEARDN—H,

ABEUTHAFRER EFS XHRSGMITEKR )

- A describe-file-systems Amazon CLI @5 % DescribeFileSystemAP| #4E , B ZIFEUATAA :

"SizeInBytes":{
"Timestamp": 1403301078,
"Value": 29313744866,
"ValueInIA": 675432,
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"ValueInStandard": 29312741784
"ValueInArchive": 327650

Ha | it2K/NiEValueInStandard THE /O FHEEEMNFHAREBEFHENNHREHNR
KIRE,

- &&FStorageBytes CloudWatch 1E# , ZIERERENMNFHEERPUENREFELE KRN, BX
StorageBytes ERMEZER , HZFCloudWatch I 53 EFS I EFR,

* 7 Linux 1 , Al EC2 EHIM R IRIRRAF FIE{T df @85,

FTEEXMHRENBE X LER du S TRHTEREITE , ENREFR2RRATIHEXHRENTE
iz,

(® Note

ValueInStandard WitE X/ NEATEEELEN IO EHEEHEENREER, EXEZE
B #ESR REFHE,

TETHER RN FHEEME

EFS TINEGR (1A ) FMEREMEL 4KiB AIBEHRTITE , BX TENXHER&RIE 128KiB YHUK
BER, IAMBEXETEE (803X 2KB ) BAEMEREEHEFHEREEEEFITE, X
/NF 128KiB B TR SR 0GE R T AT ¥R A 2023 £ 11 B 26 B4 12:00 Sz 5 EFHHN LB
KEE, |A MARFHOEBIER R 128KiB AIEEH TiTE.

B LAME A ZStorageBytes CloudWatch IEfRREEBNMNFREEXFITENRIEKX /N, ZEREEL TR
THEIANMGFEEFEES , A TELEANXGEMEENEFZT . BXEF CloudWatch BN ES
f§8 , 2158 Amazon EFS #9 CloudWatch $E#5. B> StorageBytes IE/MMNEZER |, S
[#CloudWatch I B # EFS BY3EFR.

it EELE

Amazon EFS LEMXHRE /0 BERRN =92 —RKITEFXFERNELHE, fl , MRES
M EEMEBEARFLE 30 MB (MiBps) , MEEEI2 T A ERELEN 10 MiBps , EAZH 1T
7 30 MiBps , TEEFHEN 40, MBpsBIEEERAREHNEFHERMEMeteredIOBytes
CloudWatch $#rH,
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HUEFHEITE

RAriEmE

NXHRGEERARMEFHEERE  RENEXHREPERHIEANTHRENRERSR, EHBRM
AHERAMN EFS XHRLEF THIERIUT RN IREURE , RABBEEATRNBEARE, tHhiER
YEFERT 4 KiB 2/aA 1 KiB AEEHTITE, BI\REER 32KB /G 1 KB AEEHITITE,

(® Note

B Elastic FHEERERBENSTHLER MY R , ERINEBENEBEIERA CloudWatch ( it
|OBytes ) ¥R B MEAB R BIRREMELHEE , MHENRESERERN —I2. X
EYTRERAGRNFEFAR  HERBEARFEUTINRESEEERN. EXEZEE | &
SR £/ Amazon ¥ #2158 CloudWatch,

=
2

MARELEITE

NFEAMERHERSNNHRSE  REANGHAFHENAIZMA%E, Amazon EFS NG AMESR
HEEXNWXHREE DHFTXTE, XTFMEFHEERXNREN D TF—/PEHITE , Amazon
EFS FHEZEMBEITEXYntE,

EREF@ERKD

&R LAER Amazon EFS 2% &, 3 EFS API EF XA RENEN7#K 5]+ Amazon CLIFM T %
DEIE

ERZEF A

XHERGFAEENE LT EXDERFAF TN ZRFER ( TFH, KFZT, FTERZTNRF
) ERNHRENYRITEARD, ZIERE 156 7R —R , AT BEBENHREE —REER
TEXDN, TEXNERNAERSEFFEXDPHUATES :

s BERDEREFFEEXHREFOBENORD (UZRFFHHEAL ) | BEAEF#SE

« PRERBARDREFME EFS AREFRRPNBBEH RN (LZRBFTREMT) o

« |A B RDRFME EFS TMBEHRIFERPHBIBEBORNDN (UZHFFZTNEMN ), DT
128KiB W3 #m E& A F 128KiB,

« BRI ARDRFMEE EFS FRFHRPNVBENAN (LZHEFTNEM ) o T 128KiB B
X k& AT 128KiB,

EEFMHERD 161



Amazon Elastic File System ArfEm

AT BAFE Amazon EFS B H| AN XH RS IFAFEETNH LIS IEIEINF EEF Storage bytes 1§
¥ro BXEZER |, B3 1718 Amazon EFS # CloudWatch 545

£ Amazon CLI

B LAE A Amazon CLI 2 EFS API EE XK REN BN FRRIFPEETZSIH8E. B
A describe-file-systems CLI in R EBRFEEFMFMER ( B APl RER
DescribeFileSystems ) o

$ aws efs describe-file-systems \
--region us-west-2 \
--profile adminuser

TR AF |, ValueInIA ERXHRENTMEFRF#EER ERITTEN KN (AFZTHE

f ), ValueInStandard E RFRHEFMEER EXITEN KD (LFETRENMN ), ValueInArchive
EREME#EEFLERITENRD (LEZFTREN ) . I=NMENENSETFENHGREHN KR/, I
Value F/Ro

"FileSystems":[
{
"OwnerId":"251839141158",
"CreationToken":"MyFileSysteml",
"FileSystemId":"fs-47a2c22e",
"PerformanceMode" : '"generalPurpose",
"CreationTime": 1403301078,
"LifeCycleState":"created",
"NumberOfMountTargets":1,
"SizeInBytes":{
"Value": 29313746702,
"ValueInIA": 675432,
"ValueInStandard": 29312741784,
"ValueInArchive":329486
b
"ThroughputMode": "elastic"
}

BREFNNEMEFERBRNEMSE , BSRITE EFS XHREXN R,
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£ Amazon ¥ 3#28#r CloudWatch

BA LA Amazon M3 3T %4k CloudWatch , Amazon K&k B Amazon EFS W R A 3kiE H 09
HAE R AEAIE PR ISR, XEZITHRIBLRE 15N |, XHEMITLUEF# T ## Web N
EFEBRSNETER.

BINMBER T , Amazon EFS fE#r#dE L 1 5808 EFRE B30 KX E CloudWatch |, BRIFEF LB IMIEIR 5
B, Amazon EFS #1518 #ER B8 I D # Y REHHEE R —RFIE XK CloudWatch, RIFENE
R, BUBEEERMNES & PRI HRENESE , CloudWatch T2 MIEH & P HIE R P IREEK
&

BRI OBHMNEZEER CloudWatch , IHS T AR S# CloudWatch ? £ (5% CloudWatch
Figm) &,

Amazon EFS CloudWatch IR ARBF T ERRE. FHHRTLS AR+ &I 2 EFH
£l

 CloudWatch Y 53 EFS BV 1§45

« Ii[A Amazon EFS # CloudWatch 3§45

- {#f Amazon EFS #J CloudWatch $g#%

- FLFEIBHFES CloudWatch IEFRE S £ A

- BERESZEHNEIISRK

« B CloudWatch B4R A Y12 Amazon EFS

CloudWatch L 5# EFS BYE#5

Amazon EFS $84#xfEfH EFS tn & 2B, AWS/EFS TR ZEE EIE L TE#R. BR TimeSincelastSync
S, BRI E —4E FileSystemId, AIEATE Amazon EFS BEE#ZHI AP KRIINHF RS
ID , % ID X fs-abcdef0123456789a IR,
PercentIOLimit
ETRNHREEREBAMSEE /0 RRNEEEZIA,
BB

BAMEITHIE - Minimum, Maximum, Average
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BurstCreditBalance

NMHERGERNREHE, MAREHE , XHRETUREIE TARNERAXHREEL KT
WELER7,

Minimum Geit #4E R 1ZET R AR — 2 H &/ RIE QBCRF Maximum ST R =R L RAE
fA— 2 HHNBRERREIBRIA, Average ST BERZITERA FHRE BRI,

By FH

BMETEIE - Minimum, Maximum, Average

PermittedThroughput

NHERGEAURGNEAELE.
« WTEARMELENXHRS  LERRT XHRENBEAEATLE,

s NTEAFEFLENXHRS , DR EFS REFREXPFHENBEEARTFENXGRER T
BHMENEHEFSHNEHE  NkERRHRESHELE K MARMENTLE,

s WTFXAREBEHENNHRSE , MERXHREZEK/NS BurstCreditBalance R,

Minimum it BiER ZNERAEMN -2 H A FHR/NELE, Maximum 51t 8RR ZE BRAEM
—DHAHNBEAETELE. Average HITHFERZMNBRARFHIFEHELE,

(@ Note
REURELLEMBIRE=2 2 —WERIT &,

By 2/

BMETHHIE - Minimum, Maximum, Average

MeteredIOBytes

BANNHRGRE ( RHERN, BHESEANTHERE ) NITEFZTH , REURENFTHET
BEHERS,

B LA B 53 T BiMeteredIOBy tes#ICloudWatch $E#REF RIE
HPermittedThroughput, MRXLEEHEE K NEALEEERATRENGRENEHTELE,
EXfERT , AIRERERAXHRENEHEENURESESHELE,
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Sum R BEREFME NG RFEREXFNEITEZTH, Minimum SITHER ZNBEAN RN
BEA KD, Maximum SitHIERZNBRANKRKIRIEN KD, Average SitEHIERZIT RN
BAENFEY KRN, SampleCount SitBIERE T FTERIES.

B
e Minimum, Maximum., Average # Sum ZitHEHNENRFT,

« SampleCount BI¥E.,

BMEITEAE - Minimum, Maximum, Average, Sum, SampleCount

E.it 10Bytes

Amazon EFS 0B BN XHRGEREMNIFRFTH , SEEMEEFH. ZBFAESENNA
EFERNERHBETRE , EIEE2TREHE, EBFHIUEST PermittedThroughput
PR RHEBF,

BRI 32KB ITE , EbiRFUL 4KB ITEB. BEEE&Z/NMEZR , MERFGES KB 1t

=
Eo

Sum R BTEREFMEXHRERERBRNEFTT . Minimum St HIER1ZN BN &MRE
B KR De Maximum SiHEIERZN BN R AKRIEN K. Average Kt BIERZATERARVIRE
HFEH K/, SampleCount ZitHIRRME T FIEIREL,

® Note

EHEENRBRANSY FI9REYR , BF SampleCount Sit HIEERZAT BRIV E,
EFEENMRANFIEELE (BHFTH) , BF Sum St BIRROZE BRI BE,

B
e Minimum, Maximum, Average # Sum ZitHENENEFT,

« SampleCount BW¥E,

BREITEHAE - Minimum, Maximum, Average, Sum, SampleCount

DataReadIOBytes

BN XM R REUR I KBRF T .
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Sum ZitHiE R 5 EUREXRBN A EZT M, Minimum Sit#iE i8R S/NEEURER X
No Maximum SITHIE R IZABR AN RAEEUREN K/, Average Sit#IE 2 %At ERAIAYIEEL
BAENFEY KRN, SampleCount SitHIERE T SEEURESRR

BT
o X¥F Minimum, Maximum, Average # Sum , B FT,
- SampleCount ¥ E,

BMEITEAE - Minimum, Maximum, Average, Sum, SampleCount
DataWriteIOBytes

BOINNXHREBEARENKERFZTH

Sum ST HRBEREEARERBKNEETH. Minimum KT RBERZNBEANZ/NEAREN K
No Maximum ZIBTFERIZNBANRAEAREN KD, Average ZiTHER ZNBEANEA
BENFEHY KRN, SampleCount SitHIFERHE T EARER.

LR

e Minimum, Maximum, Average # Sum KitHEHW RN RFT,

« SampleCount BW¥E,

BRSITHIE - Minimum, Maximum, Average. Sum, SampleCount

MetadataIOBytes
BN TR RENSRF T

Sum KT BB RETHBEREXBFHEFTHR, Minimum FIHHERZNBEAN RN THERE
B RDe Maximum St EIERIZN BN R A THIFEIRIEN K. Average KiTHTFERZMNEA
B9 SE 15 ST BB IR /ERI R/ o SampleCount SEiTEIRIRM T mEIRIRER.

LR A

e Minimum, Maximum, Average # Sum ZitHENBENEFT,

« SampleCount W E,

BAMEITEHAE - Minimum, Maximum, Average, Sum, SampleCount

MetadataReadIOBytes

BT BIRREURFR SR F T G
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Sum ST HFER S T HERBUREXBRNE F T, Minimum St EER ZAERARN &N THE
BREURER R/ Maximum 81t 8RR ZAT BRRAN R A THIERBURFRI RN, Average Sit#
FERZANRAN THEEZEURERN FII AN, SampleCount SitEIERH 7 THIEREURER.

LRy
« Minimum, Maximum, Average # Sum Kt HEHNENRFT,

« SampleCount B &,

ARSI HIE - Minimum, Maximum, Average., Sum, SampleCount
MetadataWriteIOBytes
BN THBREEARENERFT .

Sum R HEREABEBEAREXRBKNEF T, Minimum it IER1ZA BN &/ T HiE
BEABRENK/D, Maximum SitEHIERZMN BN R A THEEARIEN KD, Average St
BERiZFNEBANTHRIEEANRENFE X/, SampleCount KitHIBRE T THIEBE ANIRER.

B

e Minimum, Maximum, Average # Sum ZitHENBENEFT,

« SampleCount HEE,

BRSITHIE - Minimum, Maximum, Average. Sum, SampleCount

ClientConnections

NHRENESIREERE, ERMETF RS, 80N ESR Amazon EC2 SEAIE R —MNEE.

(® Note
EIHEBRT — 98T ClientConnections F19ME |, HFF Sum &it#HdE R LAZ AT
BBy o 5P ER

B BERmEERE
BRSITHIE : Sum
StorageBytes

XHRGHRD (AETREN ) , BIEFMHE EFS EEEPWHKITEE. 1ZIEH CloudWatch &
15 ﬁ%qlﬁtlj_;io
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StorageBytes EfREEUT4E .

- Total REFHEXHREPNEIE (FIEFEE ) WITERD (UAFTHENMN ) . X TFEFSF
S (1A) R EFS FREAEZE | NTF 128KiB B STHEE E2 AF 128KiB.

« Standard RFM#E EFS iR XA PHBBENITERD (AFTREN ),

- IA RTFMETE EFS TIRE R B 17 KB P BTBHSKZERAR N (AFZTREBA ),

« IASizeOverhead 2 EFS FMEFRIFHEEXPHERBFEAN (£ IALEFET ) BFIX
HE EEAZE 128KIB N ZFEMERITER DI ZENER (UAFTREN )

« Archive 2777 EFS FREMEPNWHBHELR D (AFTHEN ),

« ArchiveSizeOverhead 2 EFS FRAEFHERPHSIFRHFEKR/D (£ Archive £EHIER ) 5
Fhtrm EE AR 128KiB EHZFHERITEN N ZENES (UFTHEN )

By P

BMEIEIE - Minimum, Maximum, Average

® Note

StorageBytes £ R Amazon EFS 2| EN X HREERNEL , £/A 1024 MNEXRR
I (FFH, KFT, TEFTHAFT ),

iH 8 Amazon EFS 89 CloudWatch 1g#x
A LLBEZH A REF Amazon EFS CloudWatch BYIEFR :

- 1€ Amazon EFS ##|&
« 1£ CloudWatch ##l&
- M CloudWatch CLI

- M CloudWatch API

& & CloudWatch = MEEHR ( Amazon EFS ##5H|& )

1. &3 Amazon Web Services EE & & HITHF Amazon EFS ###1& , Mk https://
console.aws.amazon.com/efs/,

2. EBRXHRZ
3. EBRESEEFH CloudWatch IEFRIISTHR ST,
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4. EERERLE RXHERSERTHE,

‘WHRGER THER XGRS —HERIA CloudWatchigtr, LB ERFTA CloudWatch B
B2 ERXLEER, XTEM &K /0 BB XHRE , MANERESREREAT R
#;M, MAR 0 BD LRSI, TUERAERREXNFEEFZRNRE , BE T RER A7 R %3
(EZERS

(® Note
FHEF AR (%) EFRT = CloudWatch 1545 ; ©EREMA CloudWatch AHIEHFITESH
o

5. ABMERAXHFRSGERTELHNZEHBZERNERBOERER , TR

- EREFISHEMEZRETHRE RERX,

- ETRYERENNHREEENFTE CloudWatch R,

- 1%$F “BEFEFEZ” CloudWatch LAEF HFHIEHFR CloudWatch,

o ERR RMENEHER AT FER CloudWatch 12 HIE R H 7H I8 RAVIEHR.
- MERWIERREEOM 1 /DT EER 1 A,

&E%E CloudWatch EFRFEHR ( CloudWatch ##& & )

ESEMBEES | ERER.

#%$E EFS & 22,

(Wi ) BEEBEENER  BEERFBRTWMAREN.
(ATik) EREE L , 151 FileSystemld,

o M 0D

E 5Bk B FEFR Amazon CLI

FAHHE --namespace "AWS/EFS" R ZEEM list-metrics H. BXEZEE , TSN
Amazon CLI i 5%,

M CloudWatch API i A FE ¥R

« A GetMetricStatistics, BREZEER , S Amazon CloudWatch APl &%,
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£ Amazon EFS #J CloudWatch ¥§%x

Amazon EFS R EMEMAEBRHE T TBIFTRAXIHNER. THANIRERXEREIRN—LE
RRZ. XERAMNEY , HF2MH.

anqa ? M RIEPR

WAHERNELE?  EAILUEER Sum E4RAYE HE TotalIlOBytes SRITHENEFTLEMNEFL

B

MAAEEROBIELE S Ll4HE MeteredIOBytes K& H Sum Sit#dE , UEBEHWHIK
=N

B?

i

=
o

WABREREERINH R BRI LUSE Sum 3EFFMY ClientConnections £it#HdE. EitEEY

28y Amazon EC2 s — 25T ERBY ClientConnections Yi9{E |, 5555 MR L% A ER

BIEE ? SRk 8

MAEERNRIEN Y FBAll@dYEXHRESEN BurstCreditBalance HRREFEW

RE? R, BXAREANREBININESZFEE , BSRREFHE,
iR AM EMaE

FHEY#E CloudWatch %8 — TotalIOBytes ReadIOBytes, WriteIOBytes, #
MetadatalOBytes — RARLENMHRELKIMNKFRELE, 1E4F MeteredIOBytes RREIER
RPN EITTERFHENITESE R, ATLSEA Amazon EFS #H 8 BERBIHPNEFUHEF AR (%)
KRGEEFEHENARE, WREFEHABEN CloudWatch URIRFEHAMLZRTE | NATASIES#HITE
KMeteredIOBytesHICloudWatch Efr#iF KRk PermittedThroughput,

PermittedThroughput #IEXHREATHNELE., LEETUTHFEZ—

« WTFRABMFLENXHRS , HERRT XHREHNEABEAFLE.
- WTEAMEFULENXHRES , IR EFS fREFMR T FHENBIEE AT ENXHRERB) LHE
MENFHEESHNELE  NWEERRMHRESHNELE K MAERMENETHLE,

s WTRARBEHENXHRSE , MERNXHRSZEKX/NE BurstCreditBalance VB, WiE
BurstCreditBalance NHREBHN X HREUEREZERMARERNERIZT, MRRF—EF
FTRFBEE , FERVRIEMEFHESTEEHE , LIREHAEHE,
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X MeteredIOBytes # PermittedThroughput HWEMZER , BN XHEREEEMETRAEL
E, NTEATMESHENXHRE , IUBETAANELE,

N #H#EF 5 CloudWatch 8RBl &FEA

EREREE |, B LUEBRZ A Amazon CloudWatch 1855 , HERABRFZEREXNBIEX LEIBRAIEHTH
rtEF5, A LAE CloudWatch #3#I& B Al MR 4b 4 AR 9 B iE) PR Bl S BRI B U R AR o filan , AT
£/ Amazon EFS 15#5ff DataRead BERAHERL 60, ERRELTE 1 7HRRNEXHRE L
FEHEMERNAE. BXERBENESFEE , H2H Amazon CloudWatch AAFIERPHERER
iER 5 CloudWatch E¥rEAFE A,

A BAE T X B — LB AK Amazon EFS EHREFRIER.

£

o NHEIEE . FHE MiBps

- ENREE  BoHEHE

« BiREE ATHNEUHENARESE

- IEEE . RHE IOPS

- IBFREE ( IOPS Bt

o NHEIEE  BLKIB R /0 2 FEI KD

- JB3d Amazon EFS #9 Amazon CloudFormation 4R fif i 2 $l 3 #

NHEIFRE . HHE MiBps

EitE B BEANFEIELE (in MiBps) , BEEF—NENEITEIE
( DataReadIOBytesDataWriteIOBytes, MetadatalOBytes, T TotalIOBytes ). AfF , ¥
ZEHERHA MB , FHRZERRUIZE R B,

RIEEBHRHIBER : (TotalIOBytes EF + 1048576 (LARk#A MiB)) + At [ EREV IO I

AR CloudWatch IEFR{E BT IR,

ID Al AV iEHR Statistic B HA
m1  DataReadl sum 1 minute
OBytes
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ID ] BV IEHR Statistic JEHA

« DataWrite
IOBytes

* Metadatal
OBytes

* TotalIOBytes

BRI ID MREXM TR

ID Expression

el (m1/1048576)/PERIOD(m1)

EVNHSE B LEHE

HWEERFRAEAXNTERTTRE /IO RENEFHEN TS , flin , HIREEREHNEEFL
ENEDLE, BEitE—BEAEA /0 K& ( DataReadIOBytes, DataWriteIOBytes =
MetadatalOBytes ) FAMERRET D LE , FEANHEMMENSEITERI 100, AR5 , FERRKR
AR — B A ERAY TotalIOBytes Bit&Eit#iRE.

RigBHRHIBER : (DataReadIOBytes E# x 100 AN B L)) + TotalIOBytes &

ARAEH CloudWatch FEFRE B M T AT R

ID AAN—INRBZNE Statistic b=t
PR
m1 * TotalIOBytes sum 1 minute
m2 * DataReadI sum 1 minute
OBytes

R ID MREXNM TR
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ID Expression

el (m2*100)/ml

ERRE  ATHWELHERNARE L

EE-BRNARAATFNELEF AR (MeteredIOBytes) WE S , HANFHERL 100,
MiBpsfAja , IH4 REREAE —BTEREY PermittedThroughput FHEEIHEIE ( EiRHF MiB)

BRIRIRA R BB B RIXHER © (B MiBps x 100 WU EHENEBRFRER (KRR IED
k) ) v (EH £1,048,576 ([HFTHEA MIB ) ) PermittedThroughput

HBAIER CloudWatch IEFRE B T FIRo

ID AAN—THZME  Statistic B
¥R
m1 MeteredIOBytes sum 1 minute
m2 Permitted average 1 minute
Throughput

EEREE ID MRENM TR

ID Expression

el (m1/1048576)/PERIOD(m1)
e2 m2/1048576

ed ((e1)*100)/(e2)

ER#EF  EHLE IOPS

EHEEANNR BN EIBHRIER (OPS) , ERNEAKSIT HIE
( DataReadIOBytes, DataWriteIOBytes, MetadataIOBytes =% TotalIOBytes ) BREAIZAY
B RV RO B
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BRIZIEH RHIIBER : DataWriteIOBytes BEAEL + XA A BRI R

ARAEH CloudWatch FEFRE B M T AT R

ID ] BV IERR Statistic JEHA

m1 « DataReadI HEARE 1 minute
OBytes

 DataWrite
IOBytes

* Metadatal
OBytes

« TotalIOBytes

IEHVIERR I ID MREX W TR,

ID Expression

el ml/PERIOD(m1)

EWR#E . IOPS BF L

EHE-—BRINBEATRE /0 £H

( DataReadIOBytes, DataWriteIOBytesZMetadataIOBytes ) % IOPS B DLt , HEN
MNAERITREITHIERNL 100, AfF , FZERNARE—EIERL TotalI0Bytes HASITE
i

BRIZEHRHBIZBER | (MetadataIOBytes HEAE x 100 (AR AN B D)) + TotalIOBytes HA
%

HALIER CloudWatch IEFRE B T AT Ro

ID ] AV iEHR Statistic JEIHA

m1 + TotalIOBytes V=TI 1 minute
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ID o] AR $EFR

m2  DataReadI
OBytes

 DataWrite
IOBytes

* Metadatal
OBytes

EEREE ID MRENM TR

e

NEIFE - BLKIB 7 110 B FEH KRN

Statistic A
V=TI 1 minute
Expression

(m2*100)/m1

EitE—ERERIAMNFEE /10 K/ (A KB RENM ) | iF
ffDataReadIOBytesDataWriteIOBytes. HiMetadatalOBytesIE¥rfIHERLE RS 1T EIEBRIAZ

ERRHERE AR ITRSITE,

BRIZBHRHIIBER : (DataReadIOBytes B + 1024 ( LA%%#7 KiB ) ) + DataReadIOBytes

LN

BRAEH CloudWatch EHRE R M TR

ID ] AV iEHR

m1 * DataReadI
OBytes

* DataWrite
IOBytes

 Metadatal
OBytes

Statistic A HA

sum 1 minute

FRHIEFE CloudWatch E#rE & A
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ID ] BV IEHR Statistic JEHA

m2 « DataReadI AR 1 minute
OBytes

 DataWrite
IOBytes

* Metadatal
OBytes

EEREE ID MRENM TR

ID Expression

el (m1/1024)/m2

B Amazon EFS B Amazon CloudFormation &4 5 F 22 #1555

BT L& Amazon CloudFormation #iRSI B A #IRZERER, Eb—MERTHEETHEMNEE
X, LAMETE Amazon EFS #iZF A GitHub, B<fEA Amazon CloudFormation kW EZER |
HZ5# (Amazon CloudFormation FAF#ER) FRBIEEA Amazon CloudFormation 4R,

BEEHRZEHNEIIERK

B LAE A Amazon CloudWatch Logs i2 12 MRS EFS XEREMEHZHZRIIRNEAK , mMES
BREFiR. FAUTIRENEN EC2 XHIEERNEA CloudWatch BERGEEE N4 RGERES
R E Y

£ CloudWatch A EMZ AREE =13 5 Th i 2 MO 1

1. EEZXHRESEH EC2 2| LZ% amazon-efs-utils, BXEZEE , BSH FAENHEE
= & ¥ Amazon EFS & i Amazon Systems Manager® F3) %% Amazon EFS & F .

2. TENESHERSM EC2 E£4] %% botocore, BEXEZEER |, BHSH REMHAL botocor
€o

3. EAHFH “CloudWatch HE” ThEamazon-efs-utils, Z#&FEH Amazon Systems Manager
ZRMBERamazon-efs-utils , RELXBHNETMK CloudWatch AEKiEFER, FahLE
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amazon-efs-utils B4Rt , BDHBIBUEX cloudwatch-log FoH # enabled =
true THIERRFZEH /etc/amazon/efs/efs-utils.conf BEX . EFRAUATHEZ
_B.IEZdJF'FH CIOwaatCh HII_:\O

3t F Linux 324 :

sudo sed -i -e '/\[cloudwatch-log\]/{N;s/# enabled = true/enabled
amazon/efs/efs-utils.conf

true/}' /etc/

*fF MacOS k4 :

EFS_UTILS_VERSION= efs-utils-version

sudo sed -i -e '/\[cloudwatch-log\]/{N;s/# enabled = true/enabled true/;}"' /usr/
local/Cellar/amazon-efs-utils/${EFS_UTILS_VERSION}/libexec/etc/amazon/efs/efs-
utils.conf

3 F Mac2 =41 :

EFS_UTILS_VERSION= efs-utils-version

sudo sed -i -e '/\[cloudwatch-1log\]/{N;s/# enabled = true/enabled = true/;}' /opt/
homebrew/Cellar/amazon-efs-utils/${EFS_UTILS_VERSION}/libexec/etc/amazon/efs/efs-
utils.conf

4. wH#E , BALABLE CloudWatch BEE B HEefs-utils. confXHHiRE B EREB K,
MR E CloudWatch A BN EEHNWNHREIRELMHVBEDA |, BHfefs-utils. confX
M1log_group_nameFERARERM/{fs_id} , TR :

[cloudwatch-1log]
log_group_name = /aws/efs/utils/{fs_id}

5. YHAmazonElasticFileSystemsUtils Amazon & KEEHT INEI I AR EC2 KHIEY IAM A
B3] EEER Amazon iEH, LA Systems Manager U {TItIRE , EXEZEL , F5
LB 1 FAMENREE IAM EHIE & .

UTRERZHRSESZENRA

Successfully mounted fs-12345678.efs.us-east-1.amazonaws.com at /home/ec2-user/efs
Mount failed, Failed to resolve "fs-01234567.efs.us-east-1.amazonaws.com"
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1£ CloudWatch B EHFEEETHKRS

1. FTFF CloudWatch ##|& , Mt A https://console.aws.amazon.com/cloudwatch/o

2. EEMSHES , EFEBAERA,

3. &F/aws/efs/utisHEA, EFE RS Amazon EC2 2l EFS XHRGHEWH BER.
4. EFBATRUEEREBSEN , SREFZ AR IERBRE.

613 CloudWatch Z3Rg LS # Amazon EFS

B LI — 1 CloudWatch iRk , EEIRRA KX EZTLETKIE Amazon SNS JHE, 2L KRRIE
EWEEBRANENENR, REERSBRBENREES N NERAXN LA ERENERHIT—IMEZM
B, BER—/KZEZ Amazon SNS =T By 45 KGRV IE A,

BRI ERAVRS L F AR, CloudWatch BIRF2RNNE N EMNL TRERSMIARRE ;
ZRB MM EE LA R T IEERBTE R,

Amazon EFS CloudWatch iR —MNEEBEREREN X4 REEEINITESNE, ATAEAE Amazon
EFS XHREr S ABRSME . EX Amazon EFS X# R GAHIMITEIE encryption-at-rest3 B , &
A LA{E | Amazon CloudWatch 1 Amazon CloudTrail SREM X4 RENCIEZH R IIREBERA TESH
=,

® Note
Bal, 8T EK R 5 P bl

AR ZEREWE T a8 Amazon EFS 8IZER,
EREHEHA
{8 CloudWatch 24| & & BEHR

1. &3 Amazon Web Services B2 H| & HITF CloudWatch 2§ & , Bk https:/
console.aws.amazon.com/cloudwatch/,

2. ERCIEER. IRBEROSEEED,

3. ¥ EFS #E#7 , #R3) Amazon EFS SERUKR I EN HiRBE RN IER. EEEXEEPRER
Amazon EFS $E#r , FTERMNHREGENNHRSL ID. REEQZEBERNIER , RAREET -5,
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4. EEIEHRM Name, Description, Whenever {B,

5. R CloudWatch BEFEA B BHRRSH @B LIEBFI4 , FE SHLHER . " FED , &F R
SHEIR”. 1 Send notification to (RIEBHE]) FEBHR , EF—INE SNS T8, NREEFE
BEB , ALK A LA B FERHIT FSIRREBHRME FlRHibit, HIRFRFTRHASE
FHRNERFERPERER,

(® Note

MRIEE Create topic (RIEE) A — /%1 Amazon SNS & , ARA B Fif bt 7E
BBz s AFUBT R, HEREABRRSH , FoREBFIYE, MRERIES
FHRfFibht 2 BIBERRSZE TENY , BAEINFLEBREIEA,

6. LB, Alarm Preview XA BREEH IRV SKMEERG I ZHER, ERFECIEER,
£/ Amazon CLI

EFEAREEIR Amazon CLI

« @A put-metric-alarm. BXEZEE , HZH Amazon CLI i 55 %E,

f£ A CloudWatch API
£ CloudWatch API & B 23R

A PutMetricAlarme BXEZEE |, {52 % Amazon CloudWatch API &,

fE 12 % Amazon EFS API 8 A Amazon CloudTrail

Amazon EFS 5 Amazon CloudTrail—IRFEK , ZRFEHAF. AGBH Amazon RFE
Amazon EFS F#{THIRERIZFE. CloudTrail ¥ Amazon EFS WFFE APl ARAHIR A EH , BIEX
B S EFS & & /8B DE EFS APl BREN KRB EA.

MEEBETRE , WAL AN CloudTraill EHEF£& &M ZE| Amazon S3 77 , ‘21& Amazon EFS
WEH, MRERBEBRE , £MATLE CloudTraill B4 ENEHFTLICRTEEETNSH., B
S ERE R CloudTrail , BRI LAEE B Amazon EFS XK HHYER, K HERK IP bk, #IEHTIHE
R, & HERUAREMFAER

BEXEZER , HSHMTAE Amazon CloudTrail ? £ {Amazon CloudTrail B ¥8R) #,

f# /A 125 CloudTrail API & 179
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Amazon EFS F{EE CloudTrail

CloudTrail &AM~ Amazon Web Services Ik IS EEENIK S LS A, = Amazon EFS X
£ETE |, ZEHEEHM Amazon BRS CloudTrail B4 —RIEREEHH LIERZP. BULUEFE
. BRANTHRILXKENEH Amazon Web Services IkFF. BXEZER , HSHEEA CloudTrail
EHHEIER.

ERFZICREMNEH Amazon Web Services Il , ‘@1E Amazon EFS FWE# |, FAIZRER, REA
¥ CloudTrail ¥ BEX & 5 2l Amazon S3 Zfi#E. BRINBERT , HEBEEH A PAIBRERA |, Z
ERERFF R FFTE Amazon Web Services XiFiRER, ERERIZR Amazon 72X Amazon Web Services
X8 A EHH N B S XHFEEDIEIEER Amazon S3 FiEf8, 1AL |, BT LUE B H At Amazon
BRS , Wit — 5 o i ML CloudTrail BERIENEHHIE. BXEZELE , 826 (Amazon
CloudTrail AF{EmM) R TER .

o JIEH Amazon K A2 R BR

« Amazon 5 HER RS £ CloudTrail

« BLi& Amazon SNS B 4% CloudTrail

- BRKRBESZAXEH CloudTrail BEHMEEK B S IK/# CloudTrail B &AM #

P8 Amazon EFS Amazon EFS API #8f E & % CloudTrail, i , i@
FCreateMountTarget#CreateTagsiE{E&7E CloudTrail B EXHFERSFK
H. CreateFileSystem

BNEAS AXEZEBIEEXRENBERNARGE. SOGEEHTEBEUTAR :

- BHEREZFEHRAFER Amazon Identity and Access Management (IAM) B FiEB & Ho
- BREEAACERKEAFNBRNZEEUM R HN,

- BREAHHEM Amazon RF K H.

BXEZEE |, ESH (CloudTrail AF#ER) A EYAmazon CloudTrail A 54 T,
T % Amazon EFS HEX#4% B

BEE—MEE , AFNEHENBEXGERIEIEEN Amazon S3 7##§. CloudTrail BEX 4
BENEENMNEEFZEB. BHARKRKRBEMRENEMER , BEEXFRWRE. BEN BB
B, BRSHENFER. CloudTrail BEXHTREAH API BANEFHRRE , R T2RE
A4S EIRF I,
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
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Amazon Elastic File System ArfEm

LTRRBIERT —/ CloudTrail BERE |, Z&BERTMEHE N XH RGO EFER
BCreateTagsi®{E,

"eventVersion": "1.06",
"userIdentity": {
"type": "Root",
"principallId": "111122223333",
"arn": "arn:aws:iam::111122223333:root",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2017-03-01T18:02:37Z"

}

}

},

"eventTime": "2017-03-01T19:25:47Z",
"eventSource": "elasticfilesystem.amazonaws.com",
"eventName": "CreateTags",

"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "console.amazonaws.com",

"requestParameters": {
"fileSystemId": "fs-00112233",
"tags": [{
"key": "TagName",
"value": "AnotherNewTag"
}
]
},
"responseElements": null,
"requestID": "dEXAMPLE-feb4-11e6-85f0-736EXAMPLE75",
"eventID": "eEXAMPLE-2d32-4619-bd0@0-657EXAMPLEe4",
"eventType": "AwsApiCall",
"apiVersion": "2015-02-01",
"recipientAccountId": "111122223333"

}
TR RHIERT —4 CloudTrail BE%E EUER T MBS & R BR X RSN FR AT
HDeleteTagsi®{E,
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{
"eventVersion": "1.06",
"userIdentity": {
Iltypell: IIROOtII’

"principalId": "111122223333",

"accountId": "111122223333"

arn": "arn:aws:iam::111122223333:roo0t",

4

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"sessionContext": {
"attributes": {
"mfaAuthenticated": "fals
"creationDate": "2017-03-

}

}
.
"eventTime": "2017-03-01T19:
"eventSource": "elasticfiles
"eventName": "DeleteTags",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.
"userAgent": "console.amazon

"requestParameters": {
"fileSystemId": "fs-0011223
"tagKeys": []

.

"responseElements": null,

"requestID": "dEXAMPLE-feb4-

"eventID": "eEXAMPLE-2d32-46

"eventType": "AwsApiCall",

"apiVersion": "2015-02-01",

ell’
01T18:02:372"

25:4772",
ystem.amazonaws.com",

@Il’
aws.com",

3"’

11e6-85f0-736EXAMPLE75",
19-bd00-657EXAMPLEe4",

"recipientAccountId": "111122223333"

EFS lREMHEx<AEBNWHEHESRE

Amazon EFS fRFHXAEX Amazon BR#H 1T APl HH. ZNEE EFS RESMEXAGK LAWY
B CloudTrail H&%H. username: AWSServiceRoleForAmazonElasticFileSystem&>x

EFS MRSHEXABHNEZER

, IS X Amazon EFS EABRFSHEXAE.
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UTRBIERT — CloudTrail B&ES%E |, %% B&E/R7T Amazon EFS €12

AWSServiceRoleForAmazonElasticFileSystem fRFZ X B BRI CreateServiceLinkedRolelg
(=

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:user/userl”,
"accountId": "111122223333",
"accessKeyId": "A111122223333",
"userName": "userl",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-10-23T22:45:41Z"

}

},

"invokedBy": "elasticfilesystem.amazonaws.com”
},
"eventTime": "2019-10-23T22:45:417",
"eventSource": "iam.amazonaws.com",
"eventName": "CreateServicelinkedRole",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "user_agent",
"requestParameters": {

"aWSServiceName": "elasticfilesystem.amazonaws.com”
.
"responseElements": {

"role": {

"assumeRolePolicyDocument":
"111122223333-10-111122223333Statement111122223333Action111122223333AssumeRolel111122223333Effe
%22%3A%20%22A110w%22%2C%20%22Principal%22%3A%20%7B%22Service%22%3A%20%5B%22
elasticfilesystem.amazonaws.com%22%5D%7D%7D%5D%7D",
" "arn:aws:iam::111122223333:role/aws-service-role/
elasticfilesystem.amazonaws.com/AWSServiceRoleForAmazonElasticFileSystem",
"roleId": "111122223333",
"createDate": "Oct 23, 2019 10:45:41 PM",
"roleName": "AWSServiceRoleForAmazonElasticFileSystem",
"path": "/aws-service-role/elasticfilesystem.amazonaws.com/“

arn :
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1,

"requestID": "11111111-2222-3333-4444-abcdef123456",
"eventID": "11111111-2222-3333-4444-abcdef123456",
"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"

LTRRBIERT —/ CloudTrail BE%E |, Z%BE&ER
T AWSServiceRoleForAmazonElasticFileSystemfRS XA BFTINIT
MCreateNetworkInterfacei®fE , f#rsessionContextif,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::0123456789ab:assumed-role/
AWSServiceRoleForAmazonElasticFileSystem/0123456789ab",
"accountId": "@123456789ab",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::0123456789ab:role/aws-service-role/
elasticfilesystem.amazonaws.com/AWSServiceRoleForAmazonElasticFileSystem",
"accountId": "@123456789ab",
"userName": "AWSServiceRoleForAmazonElasticFileSystem"
.
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-10-23T22:50:05Z2"

}

.

"invokedBy": "AWS Internal"
.
"eventTime": "20You 19-10-23T22:50:05Z7",
"eventSource": "ec2.amazonaws.com",
"eventName": "CreateNetworkInterface",
"awsRegion": "us-east-1",
"sourceIPAddress": "elasticfilesystem.amazonaws.com”,
"userAgent": "elasticfilesystem.amazonaws.com",

"requestParameters": {

T f# Amazon EFS A& 4% H
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"subnetId": "subnet-71e2f83a",

"description": "EFS mount target for fs-1234567 (fsmt-1234567)",

"groupSet": {3},
"privateIpAddressesSet": {3}
},
"responseElements": {
"requestId": "0708e4ad-03f6-4802-b4ce-4ba987d94b8d",
"networkInterface": {
"networkInterfaceId": "eni-0123456789abcdef0",
"subnetId": "subnet-12345678",
"vpcId": "vpc-01234567",
"availabilityZone": "us-east-1b",

"description": "EFS mount target for fs-1234567 (fsmt-1234567)",

"ownerId": "666051418590",
"requesterId": "0123456789ab",
"requesterManaged": true,
"status": "pending",
"macAddress": "0@@:bb:ee:ff:aa:cc",
"privateIpAddress": "192.0.2.0",
"privateDnsName": "ip-192-0-2-0.ec2.internal",
"sourceDestCheck": true,
"groupSet": {
"items": [
{
"groupId": "sg-cl6d65b6",
"groupName": "default"

1,
"privateIpAddressesSet": {

"item": [
{
"privateIpAddress": "192.0.2.0",
"primary": true

}I
"tagSet": {3}

1,

"requestID": "11112222-3333-4444-5555-666666777777",
"eventID": "aaaabbbb-1111-2222-3333-444444555555",
"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"

T f# Amazon EFS A& 4% H
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}

EFS S KIEN BEEKE

X NFS ZFim & §iNewClientConnection®UpdateClientConnection CloudTrail

E/M Amazon EFS 1, HEMBEZEZEINRIEZUREENEREZE , 2%

i NewClientConnection B4, HEMBRPUEEABATHNREIREAETLE , 2K H
UpdateClientConnection. HHFHHAFEREIRTEE ClientMount B , B2 XK HEZEH. B
X EFS BERHNEZER , BSRAEA IAM 253X HRG1HE,

LT RBIERTERNewClientConnectionE#M CloudTrail BE%H.

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::0123456789ab:assumed-role/abcdef0123456789",
"accountId": "@123456789ab",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE ",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::0123456789ab:role/us-east-2",
"accountId": "@123456789ab",
"userName": "username"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-12-23T17:50:16Z"

},
"ec2RoleDelivery": "1.0"
}
I
"eventTime": "2019-12-23T18:02:127",
"eventSource": "elasticfilesystem.amazonaws.com",
"eventName": "NewClientConnection",
"awsRegion": "us-east-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "elasticfilesystem",

"requestParameters": null,
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"responseElements": null,
"eventID": "27859ac9-053c-4112-aee3-f3429719d460",
"readOnly": true,
"resources": [
{
"accountId": "@123456789ab",
"type": "AWS::EFS::FileSystem",
"ARN": "arn:aws:elasticfilesystem:us-east-2:0123456789ab:file-system/
fs-01234567"
I

{
"accountId": "©123456789ab",

"type": "AWS::EFS::AccessPoint",
"ARN": "arn:aws:elasticfilesystem:us-east-2:0123456789ab:access-point/
fsap-0123456789abcdef@"
}
1,

"eventType": "AwsServiceEvent",
"recipientAccountId": "0123456789ab",
"serviceEventDetails": {
"permissions": {
"ClientRootAccess": true,
"ClientMount": true,
"ClientWrite": true

},
"sourceIpAddress": "10.7.3.72"

X HFZ S Amazon EFS B & encrypted-at-rest3 445k B

Amazon EFS A BIERENHRETFEABRASNBN/SERPNE, BEXEZELR , 5
Amazon EFS FHIIENE,

Amazon EFS £.& i Amazon KMS AP &R L4 BEBIEZ A MR Amazon EFS BiERT & &
ﬁﬂﬂ@t?io I{q:%\db %/h\ﬂﬂ&?ﬂﬁFﬁﬁI{q:/%/)bE’JjJu&:J:TIO 'T:E CloudTrail H /u\% E
MrequestParametersFB&H , B L TXRUTFUTAR,

"EncryptionContextEquals": {}
"aws:elasticfilesystem:filesystem:id" : "fs-4EXAMPLE"
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Amazon £ Amazon EFS UL TIRE
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¥ Amazon EFS #J Amazon Billing#k & .
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£

Ho
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£

- ERARAESE EFS XHRERE

« Amazon EFS #J Amazon Billing#k &

« Amazon EFS #J Amazon ER1ERIRE

- T % Amazon EFS WK £ MEABERIRE

FERAKADE EFS XHRERE

ERREANTE 0B AN FERAREMIRAE | FEARSDEARZIRICEN EFS XHERS. KA
PEFREREXHREERBRNR-EX, ERERANDERES , Amazon FER X EFREE KA D
BL iR b B AR R R AR AN

BASBRESET R RMRBKNIKS AP HEKFE Amazon EAE. ZRETEE5FAKE
REMBNITIHE (FSH T # Amazon EFS #YIK £ M EABERRE) MATEARERIVH NG,

Amazon R THMERN R AL EIRZL |, Bl Amazon £RWFE WA P EXMNIRZL, Amazon [
Amazon EFS CreateFileSystem B4 2 FENEEX. BIEFNMRA Amazon £ 5K aws:createdBy #x
L., BEN, QIBAFEYWRSHNENARZHNXHERS.
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MREKLENRAEEREHEFR 2B EIAPRENSE , ARCIF LI ERERES, BX
Amazon £ BHREMNEZELR |, 5559 (Amazon Billing AP #EE) FHEH Amazon B4 % BLbx
ZH LB ERRA
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M) PHRERAFPENHEE D EFE,

« BXREKBEMEARNERZFEPEE Amazon ERHRENEZELR , 58 (Amazon Billing
FRE) HHEE Amazon £ RN RA D ERE.

R P E K AR 5 B AR =5
AP E X MB A BAREE U FEREBS -

- REE, RERENSHNER. Bl , E4RZ project/Trinity F | project 2%, IFIZER—IMX2 K
NEWZFRFE s E88 1 8 128 4 Unicode F£F,

« EE, HSERLENFRSB, Fl0 , E4X project/Trinity F |, Trinity 218, HRI2ER—1MKSD
KNEWMZERE , eaLEE 0 E 256 4 Unicode F&Fo

BXAFEMNIRENESZESR , 28 (Amazon Billing AF1EFE) HPRVEA A/ E XK RA D EiR

V.
X,

Amazon EFS B Amazon Billing3k £5

Amazon NEREM A EKE 1R Amazon IRE MIhEED FRZH A REEMEA, HZM Amazon Ik
BIRETH : BERE. RADBIRGFMMFAKEIRE, BXEZEE , HSH (Amazon Billing B F
/) PR T RIEHIKE

BXIEW Amazon EFS FREERABRNEZFMAIRSE , BFEMA Amazon Data Exports |2 Amazon 5
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A K Amazon Simple Storage Service ( Amazon S3 ) F&H#. Amazon EFS A 1ER R & 1%
ERAXRE R Amazon Web Services XiF 5l RigE. BXREZFEE , 25 (Amazon Data Exports F
FiEm) PRRAMERAERRSE (CUR) 2.0,
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system system
Mig2 BF?

#¥20 15
—60 ¥ GiBps
ot
() GiBps

3—10 1—3.33
GiBps GiBps

3—5 1—3
GiBps GiBps

3 GiBps 1 GiBps
5 5

Per-

client
read/
write

F# 1,500
JK=FEF (4)

MiBps

500
MiBps

500
MiBps

500
MiBps

THEAHMRERZMR.

2. FKIERMEAEHEERTF Amazon Web Services Xigj, lIRFHEBLIZFAEHE K NEEE
MEMEFEH ., Amazon Web Services X 18 Amazon EFS RS H A 2181 41850 Z BE{I &

FZFAmazon

BB
{H2 7 the section

4. MiBps T EARMEELEHER 2.0 RESRAH Amazon EFS & i ( amazon-efs-utils b

7% ) 2% Amazon EFS CSI R31f2F ( aws-efs-csi-driver ) ZERNXH RS ,

RREHEERLE
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71,500, HTFAREEMXHRS , FHERHHN 500 MiBps. B3 Amazon EFS BRI E Z{E
B, BZH %% Amazon EFS & F o

5. (EFRARFLER One Zone X RE AT URZ SEARRFLEN XEXHREARNEN X4+
RENEBNBEAFMLE (RIS ARIEN 5GiBps , EARGRAEINEN 3). GiBps

FE3E
Amazon EFS FE T AR KERWFEMiZIT , E4BURT A,

« EFS fRERMRERBIZAESIRR (SSD) PN L R N HRHFEER R B S 7R N IR
REEE1 EVNEFTER , EANBFVEERERE 27 EW,

« EFS TSR (1A ) M EFS FRFMERTFHE T RFERENE , XERFEFERMETH R
BEFENER R, XEFREREHRNE-NINFTERABT+ED.

% EFS FEXMESEL , 51 the section called “EFS 73",

PR
Amazon EFS REFHIEAER , BAMIAB AL 10,

- BREANSREFERRE  BRXARENMIAEERENR, EXNHRGRAERABRAEEES,
NTREMRE , RNBIALERBRAERERER,

* Max /O AR E—AMaERE  TAFEH TN ITEARMRIT , XETEARTUARTLER
BHESHIER, One Zone XM REAHFEARMUFTUL BN XHFRET I FRK /0 B,

/A Important
BT Max WEXBRELERRS 110, At BRNBUNMEXHRGEEABAMREN,

RNTHRHRPBRENITEAERSEFEAEAMEESN XGRS AR IOPS RESEE A , B LAisE
ZPercentIOLimit CloudWatch %5, BXREZEE , SR CloudWatch I & EFS BYi545,

RARFRAEMET BRE IOPS , UAR SMHaEENMEXHRE ., THRLMHN IOPS 1% ; eflEeas
EXHRGENELERESR. BIMNEXHRE (NFS) BXREE 4 TFT (KB ) EHEHHXERF
SRR AR/DMHE | URKE N,
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FHEERERN

XHRGHWEMERRNRET XHRSETHNELE, Amazon EFS =M EHE2#& : ¥4, M

BEMRE, EMEUHECITH , FREPREEBEAFTUHEFSNENFUHE, SHEUHEERXT

ATANRAFEERRTF Amazon Web Services Xifi, BXFRIRBHARAXHBREFTHLENESE
B, 55 M Amazon EFS R,

XHRGTLEI 100% WRBALFLR. fIE , MBXHERGERLRMAELEREN 33% , 1Y
B REAURNSIEEARE BRI 67%, TERHANIHREHAESNE LHEL
BRARAE (%) BRTEBXHRENFLREREL. AXESEL  WSH LEFLBILE,
AXGREEF EBEHNELEER

NXHRGEREBNELERABURT THEARNEREER,

- BMEHE (HE ) - ATHEARBEIF TN EHEREEREUTN S , ESNAREF 5%
ERATFHIBELREHERN | BEARANBEETLE, BXEZER , FEH B2HFLE.

- MBFHE - MREHETFEABIMRER , HELYEHWNAEFU 5% NE SN FIHEELEEK
HELEN  FEAMETHE, AXESER K AN MAEFLE.

- REFHE - MREFLEFHEBNHRETNEFREY B , FHEAREELE,
NMRECAREELES  RUECHNABEFZIETULERS (flW , FANEFHEEI A TEHE

B 80% , RECKFEATHARERYK ) , WNFEAREMEFLEXTMEEFLE. AXESZEER i
SR REFHE,

&% Amazon EFS s EZEE | i5Z M CloudWatch I i EFS BYFE#R,

AL E

NFEAEEELENSIHRS , Amazon EFS 283V BEMEMEE | LUBE TEAZEIER,
X FMREESRME TN MBI R A AT TN A TERE , REN FUFEREFLEN 5% REK ( F19
EEL ) BHIFHENNARERF , #ERFHERRERHLEER,

HTEEREMEFHENXARENELENRSEIT H , ALTHEEEXMETHENORAENLAE
FEXR. AZFNERFZEANTHENHEENR  AREEERARMEEHERNTRRRNTERERER
o
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® Note

B Elastic EHEEERFEANFTHEHRTHMET R , ERIMNEBEWEBEIEA CloudWatch
(MetereDioBytes) W2 EFR MBI BIRREEEHAEE | U ENREZSE LK —IP
Do XEWTRERZFNZEREIAR  HARKAREEITVNERESEEERN. BXEZE
B, %21 £/ Amazon Y% 12#E+Hs CloudWatch,

BEXBIMNXENHEMEEFHERGFNESR , FSREATLIESH Amazon EFS Fi#i,

MEERHE

ERAMEELEN , TUEEXHREATURINELERF , FEXHRERNHRE[BRER
H, MREMETHENHNMEEER , RELHECHNARFIU 5% IESH FHERELRFHEN ,
BEAMERHE,

NFEAMEFHENNHRE , cHNANHRESANFTLELZKE, —MARNITENELE
HETTEENELE  ZEHEEIXHREAESWNEFEHNEERTTE | THBXYE Amazon Web
Services XA IITHRIBEEFHERH,

MRVHARENEEFHEEITMEENELE , NTC2BIFEAXHREATHREFHE (TEL
HANITRAEEFLERS ) . Amazon Web Services X1

BEXEBIMNXENMETHERGNES , FSREATLIRESH Amazon EFS Ei#i,

RIPFHE

NTEBFHEMNHREFREY RN ITHEAR , BUEAREEHE, FAREEHEN , E4F
HEEREFERPHXGRERDKEL , 8 GB FHZRINERENR KiBps 8 GiB & 50, ZHX#
REOEENTUHERTHEAFLEERRN , REQHHLRR , SFEHEBEIERERE , SRR
R,

HERRKRDAAN , XERGAUERATFHEPHELERSE MiBpsE TiB 100 ( # KiBps GiB
100 4~ ) , 1B Amazon Web Services Xi5 B RH , &/MEF 100, MiBpstl ¥ E A AR RANR
o, WX HREHEZ RS MiBps & TiB & 50 1 , Z2PH 1. MiBps

BXEMXEHREBEHEMNEL , SR General resource quotas that cannot be changed,
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T fi# Amazon EFS 3218 =%k

FRAREAHE K SN NHREENEHEBRSEERRNAREIN , ZEERRREFEME EFS W7
FHEPFWXHRERPRE, BEHEERERN MiBps & TiB [TiB] EfE 50 1 ( B T & KiBps GiB
50 1) o Amazon EFS A iEEURETTERBEAREREN=272— , N\MATXHREFEERE
1257 KiBps & GiB iZHEML & 150 , % KiBps GiB EAEMH & 50,

YHRGTURER T BRESARGELR, FULHRELT FEPREAFLBET LBRIT B
RER | MERGREBRREAR, BIWRENS EXARATURBFLE  FRETRELSR
%,

fFltn , FREFMERFES 100 GB ITEHENXHREHNEHETHEN 5, MiBpsit 24 /NtHIIEE DD
AT, SHREIIIREHNE 43.2 FMIB (5 MiB x 86,400 ¥ = 432,000 Mi B ) #FR 4 |, X R4 7
FAF 5L 100 HERE SR K 354 72 944 (432,000 MiB € 100 MiBps = 72 %4F ) . MiBps

WMRAT 1 TiB BIXHREGHE 50% WEEIRL T RENRS , BXHREEER 50% HWERINHL T
LAZRIE,

TRERTRETHO RO,

XHRZE KN RIEEFHE BEERUE

AT RA . ZRAE 300 (MiBps) RiEER , & - ELEEHKES 15N MiBps RiLIR
100 GiB it &% RBZ 7298, XE A

= . ZRHE 100 MiBps REMX , 8K - ELBHRS 52 MiBps BAER

REAIFE 72 5 &

PEFETAE 1 - ZRIEE 300 MiBps RN , 8K  « 3haEF 150 #54L MiBps I RIBIRAS

TiB it E#IE 12 /0B, HF . ELIRF 50 2 MiBps B
« EEX 12 /PETAREZE 100 MiBps
REERR
FEFHEPAE 10 - LA GiBps RIEERRERN 3, 8K - W3 1.5 54 GiBps Rig
TiB 1T BB 12 /0ES, A - EL£I3H 500 R MiBps BAE
- BX 12 /PRARERN 1GiBps R
B#ER
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X RGEAN REEL B ERELR
BE, BANY - SRTBEREAREE 004N - B TiB EHEEEELR 150 4
B MiBps REFIRA , 554k 12 /et MiBps RiEE42ZE
RE - 15 TiB 1FEZREEL IR 50
- BX 12 /MRS TB TEEZEE T MiBps RE#4E

228 % 100 MiBps REA

® Note

Amazon EFS AT BEX#HRSRMENITEFTHERN 1 MiBps , BIEEERRRIE,
BEEAERRNRIGERNAAEANXHRSEKR/NRET DescribeFileSystems API 4R A
# ValueInStandard itE X/,
PNFATIBIXHRGEAURENRD AIEERES 21 TBRORM , ¥ T AT 1 TiB HIXHR
%, AAEE TiB 77 2.1 TiB IR RF. HITHERENXGRETURRZBHN LBORE
£ 2B KK 12 AT,

X PR A B R BB T iE B RY PR

AL EXARENELERAAETREHE, ER  EREFHERXYRIMEFHERELM
BEHEE  UTREFE 24 MTAZ SRS

s NIEFHERXREFMRRIEFHER,

- HOWESULE,

Amazon EFS MEER R

A Amazon EFS &Y , BidfE T HEER R,

15 1/0 KN

Amazon EFS M4 A RISHEI T BARNTAM, BAMATT BM. XM FREREEERX

HREAFERPEETH, ATEXRFHEIMNER , Rt SEFLEBBEE BT /0 X/)»
RYIEINME N , RN FHS O HIRANEEE L,
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HILEESHTLERN IOPS W IT{ES 3K

NTEHEESELEMN IOPS W IENE , BEARKE 7T BAEEEX MR TR EH XEME X4 RS,

(@ Note
SN ST 7] Y TR SR B AORIREN IOPS | X RELAER R M FULE,

EXUNRSRHIERE , LABIROTAXEENAEFRTERBERFAHF1TL,

1. EFEEFRNE R cAEIBETHERR , BRBELESEANESIREEMR,
2. BRRENMEETENBEEIXHNTT , RRRELREDFH,
3. TN AEE 10 NHESH NFS B IR , ENEHBIRFENINEFHEDH 64 MR,

G B iE $3%

A LA E B E Z38 8T Amazon EC2 M E ftt Amazon 1B 3£ E#EH Amazon EFS XHR%., W0
B UBELZXAAHTRITNARESF , MU EBITEXHNRETREXHRENETLRER .

R

MRERANXHRENFLSEA , NEFLENBEARELXE Amazon EC2 Xl L& , REBRIE
A Amazon EFS, #ZBEABEERRENLER, AMITRLEAR , ARERFARNERITER,

BRATRASEANXUHRERFERASEFEFET (5120 O_DIRECT ) I H XM X4 RS0
Amazon EFS X HEZ1ER, BN REFHFERZF KM Amazon EFS ZBIFIR—IR,

® Note

IEERNBEREEFE M (MREERZ N Amazon EC2 354 ) MER 2 HBTIE, £
RAERZEATURELET —NMERZHTEREBNIBEAERES , NMRSHE -, £AF
FSEATBIEAFLENEARERRESEHLE.

NFS ZFFimiERIRE
BN B R 5 EFS YU Linux MRS S =M chi =M 8T,

HALEESELEN IOPS N ITEAR 203
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HEL D EC2 24l ELENH R LR , Amazon EFS X#EFME SR SARA 4.0 F1 4.1 (NFSv4)
e NFSv4.1 5 ( 8¥ AT 1,000 N ) L, RHT/POXHIEBURME NFSv4.0 (BRK
F 10,000 N3t ) RIE T EHFRIMERE, NZFEEZE1T macOS Big Sur I & # EC2 macOS K41,
NFSv4.0

BOER LT ESER

* noac, actimeo=0, acregmax=0, acdirmax=0- XLEEMSZABMESR , XXM~ EIE
ALy =%
B AR R,

« lookupcache=pos. lookupcache=none - XEEMESBRANHBZERETF , XTI HEEF~43E
BERH 0,

« fsc- WERTEAAMXHEET  EFREHRNFS EFHN -3 , B F2BDEER,

(® Note
HESXHREEH , HERM NFS FEFmNIRESZ X A/NMEME 1 MB,

AL ST 1ERE
BB BAREN R D XA BT R, WITE , SRR TRRLS E XA RIEE N AR
ﬁEO

« REBDEERRS /IR
MRABEIERPFENN , BREFTLEXAXLEX . REXGFHRFLTHTRESTUE
BHREFPNAREEIR, XATTF. XANTBEREEETEARS AARELTEERTT.
RESHBEANHE , FAFATRIETEE,

BRAER ( XHTFF. XHXA ) ERNRETEREEMHIBEARZTHERE-—HZ. EUHEHF
W FF AR T I — IR B A X |, HEEMELBAEREETTFRESSETR.

« ERFTERBD RN EENE,

« FSEXHRHER zip XHH., FENRAEFEARERINVERRRBRXHFNSE X, FiXE
NHEHEGE - L zip XHH , RE-IRITFTF-RARRBERAIREZ N X

.zip WX R VFREHL T R R34
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1t B F MRS

ERFMENMWEARBE R (BT 10 FAXH ) EHITHIHIRE (Is) B, Linux NFS B IR A RES
EMmMTREMEN, EABEERNR 5.11 F188 |, ZAZEBHEE| Amazon Linux 2 A#% 4.14, 5.4 #
5.10,

ENBIEBETENERT , SXHRELWEBE XBREE 1 TN, RUEZHERAHREFH %
JIHE K, RFFEEXHEY , MERREXEEYE , RACNHARFEHEEERAGH,
{1t NFS read_ahead_kb B9 X/

NFS read_ahead_kb B ENX T Linux RZEIRFiSREURER R ZRINENFIFAEN TEZT .

SF 5.4.% ZHIH Linux ABARA , read_ahead_kb ERi&iE NFS_MAX_READAHEAD 3 A
rsize (EHGETNARENZTFIRRENIEMEFAR KD ) WERREN ., FAHEENESIETRN | L
NI F read_ahead_kb i®ERN 15 MB,

(@ Note

M Linux ABARZS 5.4.* FF#4 |, Linux NFS Z - isE A 2N read_ahead_kb {E 128 KB, FA
BRI EE NE 15 MB,

EHNMHRES , amazon-efs-utils R4 1.33.2 REShAFREH Amazon EFS EHFEBIEF
2 B3F read_ahead_kb B AETF 15 * rsize = 15 MB,

FF Linux W% 5.4 ESHRA , IRTERAESSBEFRREZXHRSE , BEEFH
fF read_ahead_kb iR EHN 15 MB LIRS HEE. HEHXHRSEE , FEAUTHGTEE
read_ahead_kb B, FEEMALG T2 , BRUTE :

« ¥} read-ahead-value-kb BMAMBHOKRN (RATFEZTARLBAM ),
« ¥ efs-mount-point BN XHRENER S,

device_number=$(stat -c '%d' efs-mount-point)

((major = ($device_number & OxFFFQQ) >> 8))

((minor = ($device_number & OxFF) | (($device_number >> 12) & OxFFF00)))

sudo bash -c "echo read-ahead-value-kb > /sys/class/bdi/$major:$minor/read_ahead_kb"
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LA RBISE read_ahead_kb K/MEEHR 15 MB,

device_number=$(stat -c '%d' efs)

((major = ($device_number & OxFFFQQ) >> 8))

((minor = ($device_number & OxFF) | (($device_number >> 12) & OxFFF@0)))
sudo bash -c "echo 15000 > /sys/class/bdi/$major:$minor/read_ahead_kb"

Amazon EFS fgE[R @EHEE

BE RGBT MR Amazon EFS M |, HHINEERNRRKH Linux A%, MERFEHRNE
A Linux ZATHR , BATBRWEERALTRRA

s NKRAR 4.3 HESRAH Amazon Linux 2

+ Amazon Linux 2015.09 5 E & iR A

« RHEL 7.3 iESRAE

P& Ubuntu 16.04 kA<

« BEAAN# 3.13.0-83 HE SERAH Ubuntu 14.04

» SLES 12 Sp2 S E S A&

MREAEMRTHRIAELAR , RIMNBWEEAAK 4.3 HESHRA,

(® Note
HFHTITF SN, HEETE , RHEL 6.9 AIEEXN FRE THEARTBEE,

FH

- TEBIE EFS XHRSK

- IELTAIE NFS MRS E AT

« 178 Amazon EFS #2 & & 4

« Amazon EC2 Efl#i#E

- EAXERENRNAERER

o FHITHFZA M, HETE

- BEMXNFS RESHEALR

+ {#H Oracle Recovery Manager 8122 & AR ERIE
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ToEBIE EFS XH RS
Bl EFS XHRANEREK , HFERUTHE -

User: arn:aws:iam::111122223333:user/username is not authorized to
perform: elasticfilesystem:CreateFileSystem on the specified resource.

ERERRE

K EIZH Amazon ldentity and Access Management (IAM) XREE | BINEE NS EZE B ERRERHGH
EFS M#R%. BXEZEER , 5H Amazon EFS W EH MG REE,

B4 ihR] NFS MRS L A FHXXH

HoBETHEY 16 MNARILA IDs (GIDs) WA F 2R NFS X4 RS EITiRER | ATeEaE% 11
B MHFRSGELE ATV, 2R EIMkEE | GIDs AN NFS i X%#E GIDs BMNAFAHZ 16
AN FEBIE RFC 5531 AMYE N , NFS B g iE R i Bl E i SR EB2 B .

EXREURE

EHEW NFS AFMNARS , MEANEBIMAFP2ENHEARESL 16 1 (). GIDs
5 1A Amazon EFS #2414 8 H 45

AN FAFETRE Amazon EFS BEE & i AT 888 2 MY (1R

Y # ec2:DescribeVPCs Eil#t 1T & 101 F i H 45

7] Amazon EFS #H| AR ERUTHIREER

AuthFailure: An error occurred authenticating your credentials for ec2:DescribeVPCs.

IR R RENEFZEUEARKNIERL Amazon EC2 REH MR KRIE, TEEIERM VPC F8I2 EFS X
HRSR , Amazon EFS #2#|A8 2R KREF A Amazon EC2 RS,

EXEWRE

BREBIZE T EFiniFR Amazon EFS &1 & BRTE .

Amazon EC2 E4l#E 2

Amazon EC2 KfIERENREARER , BEREXHEXEFREWER THER T XHREER BT

ToE BB EFS MRS 207


https://www.rfc-editor.org/rfc/rfc5531
https://www.rfc-editor.org/rfc/rfc5531

Amazon Elastic File System ArfEm

EXRMAERE

EMBRX A REEH BARcnl , BHERXHRS. BAXRHHEN Amazon EFS XHRENEZER |
BS R EHERL,

EAXEBHRENNAREFER
FABBIEEA Amazon EFS BRI FARFER , S HEHEHED,
BRI B

MENARFEEAKNBFENEMBEKIEEB A Amazon EFS |, Il Linux AJRELEHE , B
NHBLUFEREMR. AIMNAREESHAENLITH , B kernel.hung_task_panic

kernel.hung_task_timeout_secs,

HUTREIS  ERPEZ 28, ps W TFHEENRBRSREN D, RPZHBEEFR 110,

$ ps aux | grep large_io.py
root 33253 0.5 0.0 126652 5020 pts/3 D+ 18:22 0:00 python large_io.py
/efs/large_file

EpLEHED , FEMENHRIZARNIERESHNAKER AT TREARSH Linux
RE EWERBESAKER,

$ sudo sysctl -w kernel.hung_task_panic=0

HATHITZA XA, ERETME
FTTF SN EAREF TLAR BTN /0 FLiaERA,
BRI BRI

P& ST REGRAS 4 (NFSv4) B imMBEA NFSv4 .1 B9 RHEL 6 &P im ES HIMLEE |, FHAXLE
NFS ZFim & F 5L NFS T MXARAE, HEM NFS ARA 4.1 MR Linux ZITHR ( FTF
FERRR ) 22—,

WMRIETEEMEA NFSv4 .1, I E Linux NFSv4 .0 B ImIZAF ID MAXNITF MK EREITF
Fl{t. IDsEIESZSNMEBHSZMLERNAHER , BaREMFINL, ZPRIERESR IDs TEE , &
Fim—R 2@ NFS BRS5 2R RIE—MTTSHRMRE, BERRXLEEE , AT TIE—RE

« WA[LAFE[E — Amazon EC2 326l LB REHAF ID B1T8MN#HE,
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o BOULLEFTERAE IDs WiERFWAFRIEFFRET , AN EHEA IDs £,
o BALAMNEINE Amazon EC2 2z T8N,

BEX NFS RESHEALR

B LLBEN NFS EFIHIRE , Amazon EC2 RHIZEEFRZ =W HrtEREFET HM Amazon EC2
EHIF X RERMITHEARE,

EXRIHRE
MRIBRNZEE |, ATLUBE LT E— SR SARRR

« 18R Amazon EC2 34| EiEEVEIEM NFS BEF R B EEMER , BHEXHRE. AR, €4
noac MEFHEH N HREUZABHER. BIAMBERT , NFSv4.1 FHEMEFELTERAR

PN

LN o

(® Note
EREFIREFTIREEEENNAERFEEE,

o BERTUBEFERE NFS 3ERENFEEESRKEEERENEMHET. ENITIZRE , B E
KiE ACCESS BB R AL X IEEER,

Bilgn , LATLAERA Python 4mi2iE S #E L TR,

# Does an NFS ACCESS procedure request to clear the attribute cache, given a path to
the file

import os

os.access(path, os.W_OK)

{# F Oracle Recovery Manager S12&Z R EE RIS

MRTE B3 %P 1E 2 8T Oracle Recovery Manager &% 120 #' , £ Oracle Recovery Manager
EZHONEETRERE,

ERERRE

ZZU%JE 2z EIZE |, FEHA Oracle E#E NFS |, I Oracle #BIHOWE AFMER NFS fERE NFS &
U 2 5l A PR

BEX NFS RESHEALER 209
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® Note
Amazon EFS 3 #f Oracle E# NFS,

PEE AMI R A # (8] &

TXNE T fAEEEFEM Amazon EC2 3=ifEH Amazon EFS BB EIH 545 E L 5 #h A1 25 &
( AMI) SRR A< MBS Y (A1 B

£}

- TEERAEN

- HTFEFIREIR , MERGESNTRE

- BRURRETES

« JIHABEFRPHNHEERKNE

TEEHRMENR
I&Tc 3% file/directory £ Linux chown @S E I FTE N

%R R A B AR A

2.6.32
ERERRE

SET BT BT IR LA R IZ AR R

o MREZETT chown MITEHR EFS RE FZAIENXFIEN —RAMIREL R , LA LIMNEITRITAZ
26| HE1T chown i H. Bl |, fEAKEFMAK Amazon Linux.

o WR chown BEMAEFTHEREN -2 , NELMEFAKRATEEFEA chowno
HTEFRER , MEREEEWNITERE

HTFEANEFBRER , XHREEENITERE,

EXIHRE

HEE AMI F A #% 83 210
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BE SRR ER N BRI AR
B im & T

& i A FEBRAS

H %A IR E R AR A

« M#A Linux 3.10.0-229.20.1.el7.x86_64 BY CentOS-7
« AWBA Linux 4.2.0-18-generic B Ubuntu 15.10

EXRMAVERE
BEHRITUATREZ—

« ARAERNAKRE, T CentOS-7 , WBARA Linux 3.10.0-327 HESRAHESHMNIEE
BF.

« BRRNRIBIYAZIRA.

PIH KRB B RPN FEERKAEE

WMRELEN NFS B mEA B FUATASIHRER , BREEREER , WARSHAXMER. &
HNFS BEFREXMETBEIZIEZFARTREENRN , EBLNLTHEFER. Hit , T2
EEFEINXMHNAREBR , Is BT ARFEERKNEFBETK.

H I AR IR R AR AR

KT 2.6.32-696.el6 B9 CentOS M RHEL R#ZhRA
EXIIRE

ERRZAA , B RBBITNAZIRE,
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£ Amazon EFS &4 & &I % 4E

R TRPERNHIE , Amazon EFS 2B & 08/ EFS XH RS, A TH -SESHHENBIERP
& 8] LA1E Amazon Web Services XiZiHh & 4 EFS X4 XRS5, BHOMEH EFS XHERS AR EFS
X HREBEHD A B B R A FENIRESRS. flln , ERERAIBEELRNERLT,

F&
- %19 EFS XH RS
- 5% EFS XHRE

%19 EFS XH{-R5

Amazon EFS 5E—INE £ EHK Amazon Backup, ETRBEHRSHTTREER , BUUERTE
REYBMEEZMDERE , URPETE Amazon EFS FHEIE. RIMBRT , RELBEHZHEER
Amazon EFS 24| & 812K X4 RS, Amazon Backup £/ CLI = APl IR X H RS , BRIAER
TRNEXXHREBREIED

{# F Amazon Backup & F Amazon EFS |, Al AT LA T iR 4E -
- BERERMITY  EEENCZHZHMRE. EUUEEZMIME, Z0E, REZFONNK
AR % 19 B9 4 dn B HA SR BE

« k& Amazon EFS Bz & 10, AILLRNHRSGHFEREZFNHAENXHRE, EATLLERER
WATEBMEE R B RIRE .

BXxFEHAMNEZE S Amazon Backup , 250 (Amazon Backup F& AR #®) Amazon Backup
PNEETB

E=3-uil

« 04a Amazon Backup & Amazon EFS B & f#

. FRER IAM R

- EB EFS XHREWBFZH
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#n{a] Amazon Backup & Amazon EFS El& £ A

RINBERT , RES BB MDA Amazon EFS 2 A 1B XH R %, Amazon Backup £
CLI =% API BIEXHRER , RIAMBER TN EXXHREGEEABRM. EOIE EFS XHREE ,
BT LAE A Amazon CLI S APl FFiE B3I & . BRI EFS &1 XIEH Amazon Backup #EH B3
FEE , MREBH RN 35 XKNBHEH. FHBRIAEFS FHIUXIABNR D FHEEZRIAEFS ZHE
, ZRMEHRREHE Amazon EFS K REEN . TTERBRRIAZHAITMNZHREE.

TRBENEFEENM , EFS XMHERETHNAEREDEEMD, YEZHMN EFS XHREGEER T L
BRERFBERTHELE (A) NFHFHEROBEN  FaFERETRRA. ERRERE,
SRR A& R EIPR 2R A

BEZNH

Amazon Backup #1T EFS X4 RENEER M, EVRZHHNAE , NEEBENMNXHRENEIE, &£
BZXHRENEEENEE , REFCEHR. SARMBEMBROXHNE R, BEERHN , &L
Amazon Backup RELENSERFEUHTELME. BTEZEHFHRIE  XNAFEEEARESRSE
5E R & 10 P T RO B ] A0 15 B 76 B AR

0B

Amazon EFS ER 2 EE A, £ Amazon Backuph#{T& M et , LA LAS B RSN EFS 304
R&, B , MRERTRONNXGREH T TR, WAESENFT -, fINEE. RESHER
WERE, XEEHITEBEA. EddE. BIIBRRE. VBR-BPESD , RINBUEEZHIREH
LEBRXHREVNARFRIHRE, BE , FEORFET SR REHE,

FMEKED

BALUMEENZDEERKEH, LEOENFEETKAZONNEER, MREETKER , FHEAE
ETRHARY M RE AR U R G RN RIFI R . X 8 BY T 1R B B 40 BT BUE B D IR ST R

EREEEOHRAREHANEZFMIFIENTERERS. ETRENZHEE , FMNPEHAIE Amazon
Backup k& . #&A[LAfE Amazon Backup BBt 4lA L EFEFMEZRIRS.

# 10 TR R R fE SRR
N EFS XHRGEERZ DT RE , BERUTHREREK , MBRZOBRENATFEMLE

- BERZMNFENE - MRERALXLOFZERRNEE ( Fla0 20 RHEKAE ) , FERFTHETER
IR 3 Ro XFF5 7% Amazon Backup R HITZNMRENT 2 FH , MALZIRELENMNERNE
ARERENZD
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« ERXHRENEE - NTEEHRAT N XHRIAERFEENKEXHRSE , RENTHITERATEE
NEF. BN 3 XNBEBTHRZORERNDIZER , A EFERNSHHIXE.

- HXEEHE-FARENTREON , &£ FXERNZ D HE Amazon Backup £ Bz M LIXET X
WUERE, NTAENHRE  ZMNEEF EHEZHEEMNRKNBPERAMEREHEATRE,

o NHEHNBMOR - ERBEFREPNROEEZE , BREENSE XHRE KN FIHEX Bt
I, AEEE S BN &R RGN RETHETR,

® Note

RENEREOATKRRACEREXHRENENFERS. Amazon BackuptR , BRiE Rt
BRETES TRMNMEENZOEIRE , TENTEN XM RE R DML EH,

BEZH

£/ Amazon Backup , B UEFFENRRREFIZHREEFET. BUHNZHTE , EEFCIRR
DT KIEA B EEED. EMATUNEHIEEREYN  X2BAIFRERBIIAF#E |, Hid
FATEHBRE

WA REFNRFAROFEFREENEIE , & Amazon Backup £ B EEEER N S FM. Hlm
EREZMN , BHOXHREE 100 N4, MBECIEZDENEZRBIBRT WA (100 N
-2 =8_"KF BN ). ERBFELISEMEN , RLERIERBRHOXGBE LTS,
HR 98 M FER RIFMH TR

HRZH

Amazon Backup & GBREAANENBREREHIT—IXHALXZMD, Hit , MRZHELEREHRTH , N
HTHEORIREZHAIBEL KM, BHX Amazon Backup R&INEZEE |, 551 (Amazon Backup
Developer Guide) A #J Amazon Backup quotas.

= 10 1 BR

A EFS 2MREFGFRIRBRENELHRIRER. EMER EFS XHERENNEFRN , LAERR
EELRRE, IRZAETERREFL KRBT THE EFS RER , 2RI THERER

"Access Denied: Insufficient privileges to perform this action. Please consult with the
account administrator for necessary permissions."
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BERBRNEZOREFEDFARE , SAERRERBINR. BXEZER , 30 (AM AFE
) PRAVRE IAMBE (BEERTHR ).

FTER 1AM R

Amazon Backup EZH K~ PR KRECERSHEXAC, LABREEFEHIT Amazon EFS R FTEMNN
PR o

AILAEA elasticfilesystem:backup fl elasticfilesystem:restore BIERAFHIEL
IAM 3£k (Bl F, ASAR ) SIESER EFS M4 REZDHEEN, BUUEXHRARER
ETH5MH IAM REEPERXERE, BXEZEL , HSHAmazon EFS W E MM R EEMEH
IAM 2 HI X HREHFE,

=0 ERE

BE , SUUMBLUTZHMIERIER Amazon Backup, X FHEETERE , flMEEREHRE
KN ITHEME , BRRTELER,

- RIERFEH 2,000 NXHFHEH 400 KFT (MBps) , AREE N
- MERFERETR 1,500 NXHE 200 N34 MBps , ARIEE 1,
F 1D IREM R K IFLERTE Amazon Backup 7 30 X,

5/ Amazon Backup T&HEEERNRAI D , BRIt ABBAMEEREN XHFIRERS, BXESZE
B &2 Amazon EFS X R &EWE .

EE EFS XHREWEDRH

LIBEH Amazon EFS B H AR XHRER , B ZBRIALETHFBRS. ERBXHRERE , &
A LAfE A Amazon CLI 5 API FE BE#I& 1%,

BRI LAE A Amazon Backup ZHl & RBRIANZRITXIRE. BXEZEER , 55H (Amazon
Backup FAAR) FHREEZMITR. BULER Amazon Backup BHIAEEFMEBENEHR , HiEK
EEIA EFS 2R 1TRINEE,

BRABMEME , Amazon EFS £ffE R enabled # aws:elasticfilesystem:default-
backup REMERNA T EFS XK R,

BIEXHREE , BAIUEREGA. 3 EFS API FEHXH B3 &%, Amazon CLI
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EREHE

1. $TFF Amazon Elastic File System ##l& , ity https://console.aws.amazon.com/efs/o
2. EXHRENETF , ERETFAIXAEDIZHNXHRE AR TNHREFHAESRE,
3. EEAREERF , EERE.
4. « EffFEmEG , BERSAEIEZH.
- EXHAEDRG , BEEREREFNZD.
5. BEERTFEL

f£ A Amazon CLI

- M put-backup-policy CLI @5 ( #BRIHY API #24E=2 PutBackupPolicy ) T =X AIME X
HRENBEHZMD

- AEAUT@EITTFAESEN.

$ aws efs put-backup-policy --file-system-id fs-01234567 \
--backup-policy Status="ENABLED"

Amazon EFS EA#H R DRI 1TI R,

"BackupPolicy": {
"Status": "ENABLING"
}
}

- AEAUT@EXABHEN.

$ aws efs put-backup-policy --file-system-id fs-01234567 \
--backup-policy Status="DISABLED"

Amazon EFS EHA#H R DRI 1T,

"BackupPolicy": {
"Status": "DISABLING"
}
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}

% EFS XH RS

N T EBEFEMBIERY |, BALLIE Amazon Web Services KB & #| EFS X# R4, £ EFS X4
RE LS AEHIThEERT , Amazon EFS 2 B LUEAMN AN FRXH4RE LN BEN tBIEEHE B
HRXHREE, ERERERFHTHRALEIN , BUUAREBERARAXHRSE, EMERE , B
BEAMENRENEERE R EXHRE,

NTEECNRERXAREHEESRNHRERIFELSHNTERE , Amazon EFS EREHIEE.

BIZEHIEESR , Amazon EFS £ AFIERNHREM B R XHRERIFER L, XR 4R FT MR
ERF LU point-in-time—HM A XNERE B RXHRE, Rk, EMNRBEESN LXED e REZT
R, LXEDSRRRFRNERZBERE—RXKDESHTEREE . LR [E D a3 R4 R LT
NERFEHZBERXHRSE , BARELTEEFNELRASHRAZENRXGREFMBNER, BXE
ZER BEH EFEFEFAES.

FrE1R# Amazon EFS B9 Amazon Web Services XiF Xt T84, EEFIRIABERTZAN
EANXEPH EFS XHRE , XAMEEREREMAZXE., EXEZEL |, 5[ (Amazon General

Reference Guide) A HY Specify which Amazon Web Services [X13] your account can use, #1RLLG
ERIBRHXIE , Amazon EFS 28 EFZXENMEEHES . EMEZMXHNEHES , 1§ Amazon
Web Services X5 BXiEZEMA,

(® Note
EHFAFFRIREATETRE AL RRRES (ABAC).

£

- BAE

- SHltEeE

- FIEMN IAM R

- BBZIH EFS XHRSENEH

- BEBEZIME EFS XHRENEF

« 5 Amazon IKF &%l EFS XHXRS
- BESHFHARGEE
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- MIBREFIEE
- EAEE

DN

NETEH , Amazon EFS 2 BHRXH RS LI BRENE RMTHE, XEITRY 12 KFT
(MiB) WiTEHE K LFENEMNR, BRXAXNFREFHITENESFEEL |, 55 RAmazon EFS N
ARE RGN RN,

£ HtEsE
LU EE XK EHRETRR RO EHRRENEEHN SN |, Amazon EFS 2RTHRES |

HpeF—RIBEFN R RERF. ARENBRRIZKE , TREEHFRXGREPHREF
H#HE. TRANBRIAMEZENNEAEIRTREXHFREH N NNEPHXHFRFRE.

HMEHISTTRE , Amazon EFS HAZBX4HREHIRE ] BIR (RPO) RIFE 15 58, BR , MR
BXHERGENHESSRERNHEE 14210, REXHF AT 100GB , MEHFrFERETE A eET 15
2. AREZEEREHRITERNHNEANEE , FEREFEFHFAES

IEAILAEA#EEIA. Amazon Command Line Interface (Amazon CLI), APl F Amazon %2 £)X B 2h
B BRI CloudWatch, #EA CloudWatch , £/ E TimeSincelLastSyncFS E#5. BXEZEE.
B EEEFFHAER.

FrEERy 1AM X BR

Amazon EFS EFI &/ AWSServiceRoleForAmazonElasticFileSystem #J EFS [REHEX AR

RBEEN IAM BE , RERXGRENBERNGREZERSEHERE. ERM IAM AR | 0IEE
HEEN IAM AR RARAFIAE iam: PassRole R, BEXEZER , H5H (AFER) ¥1

& F Amazon ldentity and Access Management i F° [a] Amazon RE51%i% A @K INR.

« BX iam:CreateServicelLinkedRole WEZEER , BESHEX Amazon EFS #HRSHEX A
R RG,

- AXAEX IAM BENESER  FSRLEERSBENEERKN IAM AE,
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® Note

MBEERTEKFES  NENZRE4IT B SAIESR IAM £, FEEHBSHEATAR, B
XELER , 55H B Amazon Ik S 4 EFS MR E,

LHYUREFRENRUNBSHAXAGH IAM BEX4MEBUTEHNR,

 elasticfilesystem:DescribeFileSystems

* elasticfilesystem:CreateFileSystem

* elasticfilesystem:CreateReplicationConfiguration
* elasticfilesystem:DeleteReplicationConfiguration

* elasticfilesystem:DescribeReplicationConfigurations

AILAfEF AmazonElasticFileSystemFullAccess B XK BIRMAAELEN EFS PR, &
REZER , 51 Amazon FEE KR | AmazonElasticFileSystemFullAccess.

BLEXFT EFS MRS EH

Amazon EFS 2 B SIEZFN XU RS | FHFHRXHRE L1 EIE N T iE & I 2 SR 2R FTH Rk
B H4RE. Amazon Web Services X8 B HIZIF 4RGN , BAERRATNEN XGRS
A F Amazon Key Management Service (Amazon KMS) %4, MHA , Amazon EFS fE8IZ B #rX
HRENT2UNBEMERER. CIEEFERERS , XTUNE—INRSNEZEFREZHEFXHR

@ Note
— I XHERERERT —MEFRE, TrRERMEHES TN BRMFRERERIFR

5o

o WHRSGER - XHREERBRET Amazon EFS XHFE S 1E Amazon Web Services X8 F 174
BIRA AT AR A M,

o EEXEMRE—NXHRSE | ZXHFRSEAE Amazon Web Services X3P BYFTE BT A X L
TRAXNFHBEN TR,

c RREXTWHEBR-NNHRE , ZXHREEENTARXAUTRE X BIEN T H8E.
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BRMHRERBENESELR , BSHEFS XHRGEHKE,

« ZE -FAERXAREBRERABSNENEA T RN, EUMEERTMZEBRXHFRES
K% Amazon KMS . MRTHEE KMS B4 , NERAER Amazon EFS RS HEER KMS &
o

/A Important
IR BEMRNHREE , TTEER KMS &,

BERXHREAEAETRNERENRIARECE, FINRETEVEEER,

- BIEH -NTHEAEXEFHENEFRXAHRE , RNBRTEAARD, SIEXHRSE , A
EXEHRNRE. BXRESER , F2H EE EFS WHRSGHWEIZH.

- MR - BRNXHRENEREXSREXARENMHEENMEEE , RIFBFXAREERERX
i, EXMBERT , FERABARN., TEERMERER,

- FHERN - BRNAHRENFHERXSERNHRSENEFHERE TR, tIBXHRSE A
MEHER,

MBFEXHRENELEREXNATE , WBENRXGRENTMETHESRXHRGNTMETTLEMT
B, RIERXHNMEEELT ERXHREXBHRE. IRFEXHRENTMEEEET BHFXHR
SHWXERS , WERXGRENTMEEFETENXEBRG. EXELZER , A BALESHN
Amazon EFS Bt &,

- EWEFHEE - REBNNARS LEREREAHEE, ¢IBERXHRSRE , BUUERAE. &
REZRER BN EEFRESFH.

B HREHES

EFHFFNHRENFE-—SRUZEFRE. REENKREITRE , FTRBRIEHE B IR XHREN
B, VRELSAMANKERATREXARGENAKNMERAENHHRERR, AXEFMENESE
B, BZREHIMEE,

EREHE

1. &35 Amazon Web Services EE#Z & HITFF Amazon EFS #2&|& , MiutA https:/
console.aws.amazon.com/efs/,
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2.

THESHNXHERS

a. EEMSMERSD , ZEXHFRS.

b. EMHREIXRAP , RBRBEHNXHRE. ERNXHRETRERI A EHEE rYIRX 4
REH B IR XHFRL

RS HIRTR,

HEEHED  EERGIEEH,

EEHRERD , EXEFNRE :

a. NWTEHEE 6 ARREEFIFTXHREERAB MRS

b. TEHFRH Amazon Web Services X1iF , #&£#FE Amazon Web Services X5 EH & &3 4F
REH B FRo

EERXHRFERERN ST , EXBRXHFRERE.
a. XNTXHRERE  GRXHRENFMRILD

- BRIBNHRS  EFSMEEBMNE DR A XS T RESEIE Amazon Web Services
Xig | FERXE,

- BRIBEFNEANTAHRXRELUTTRS N F6 BB XH RS Amazon Web Services X1 |
BEE—IXE , REERZTAHX,

BREZER , 5K EFS X RERE,

® Note

£124t Amazon EFS B9 Amazon Web Services X5 & |, H A TR X #iEdte
XXHRS,

b. WTME A FERXHRELAGERABRSHEENE. IAMERT , Amazon EFS
{F &R Amazon Key Management Service (Amazon KMS) BR$%4R (aws/
elasticfilesystem), EFAHTE KMS 4] , BiEF KMS ZAZ M AZEHAR Amazon
BRBF (ARN) o

/A Important
BB RS G , TTEE R KMS #4,
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B2 EFIEE ( Amazon CLI )

AFTIRE T £ Amazon CLI F M create-replication-configuration S EIEEFEEN R
fil, E3H APl @55 & CreateReplicationConfiguration,

Example : AXEMHBERXGRECNEEFEE

LT REIAXHRSE fs-0123456789abcedef]l BIEEHIEE, Z~HIEMARegionSHIEFLIEHE
X FRZeu-west-2 Amazon Web Services Xig, KmsKeyId SE¥iEEMZ BIr X4 RS EAE
FAHI KMS 247 ID :

aws efs create-replication-configuration \

--source-file-system-id fs-0123456789abcdef1 \

--destinations "[{\"Region\":\"eu-west-2\", \"KmsKeyId\":\"arn:aws:kms:us-
east-2:111122223333:key\/abcd1234-ef56-ab78-cd90-1111abcd2222\"}]1"

Amazon CLI ZEWT :

{

"SourceFileSystemArn": "arn:aws:elasticfilesystem:us-east-1:111122223333:file-
system/fs-0123456789abcdefl",

"SourceFileSystemRegion": "us-east-1",
"Destinations": [
{

"Status": "ENABLING",
"FileSystemId": "fs-0123456789abcde22",
"Region": "eu-west-2"

1,

"SourceFileSystemId": "fs-0123456789abcdefl",

"CreationTime": 1641491892.0,

"OriginalSourceFileSystemArn": "arn:aws:elasticfilesystem:us-
east-1:111122223333:file-system/fs-0123456789abcdefl"
}

Example : AR XBIRXHRECUNESEFIEE

UTRBIAXHRE fs-0123456789abcdef] BIBEHIBE, L REIFER
AvailabilityZoneName S8t us-west-2a IRAXHBE— N EXBRXHRSE. HTREE
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KMS 40 , Rt EA KA ERIA Amazon KMS BRS % 4R ( aws/elasticfilesystem ) X B #r3XHF
REFITINE,

aws efs create-replication-configuration \
--source-file-system-id fs-0123456789abcdefl \
--destinations AvailabilityZoneName=us-west-2a

SR 2 ERBRXHRS

Amazon EFS £ 6|2 B R X R G T eI BEMER B IR, BEEBRBRXHRS , LHAIE—H
ZNERBT. BXEZEE , HSH ER EFS XHRS.

BLEZRIA EFS XAHRENE

Amazon EFS &R X4 R 4 £ By E3E F o BUE & 1 21 2% Amazon Web Services X133 B9 B #:X
HRG, EEFIEED , Amazon EFS 2RI HRECANBREES , HERNATERXHR

%o

EEFFIMENHRE , BRITUT SR,

=

x
. SEA BEXA RGNS HEERY D8
. SH2: HIREHEE

G |S

(® Note
— M XHRERERT —MEFRE, TrREHMEHES TN BRXM4FRERERIHFR

%o

\|

SR BRAXHRENEH BRI HEE

832 Amazon EFS X#R 4Rt , FRIAE AHEHBRZR WL, EHBRRIDETH EEEHRIE
BRRXHRGEAEER. EEHEETERAXGREENBIRZH , BTTERRT 8. WRER
BREFRE A NWXARENEFHBZRPIEFEHRSA  XHEREFEANTBERS

Amazon EFS X#H RGN E R B SR DEARSAIUER FTRFHEENEZ —.
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RAriEmE

NHERGIRE
=y =4

DISABLED

s+

PR AU R

iL:

MHRETRAFEFREFNERXHRSE. XM4HRE

T , EHBERIPIIEEL T ENABLED RS,
XHREULUAESEFEREFRH B IR XXHRS,

MHREERFEHEETNERXHFRS. XHERER

Amazon EFS £ & I8 8 F gExt E# T8 Ko

=AERN, MIAER

Rgmw , R

BHEHBEERPINEEEE elasticfilesystem:UpdateFileSystemProtection REHR,
BXEZER , BHZH Amazon EE X | AmazonElasticFileSystemFullAccess,

EREF A

1. &% Amazon Web Services B F| & HITFF Amazon EFS #2#|E& , Wik} https://
console.aws.amazon.com/efs/,

2. HEEMSMERSD , EREXHRS.
3. EXHRGIXRD , 2BREFEEHEEPREBIRNXHRLSHN Amazon EFS XHRLE.
4. EXHRGERFPEDF , XKAEHBRZRYT.

BHEFBERRITIEE ( Amazon CLI )

FELLTRHIF , update-file-system-protection CLI P EATHEENHRENEFBER
. EMM API S5 & UpdateFileSystemProtections

aws efs update-file-system-protection
--file-system-id fs-0a8b2be428114d97c
--replication-overwrite-protection DISABLED

Amazon CLI &EuWT,

"ReplicationOverwriteProtection": "DISABLED"
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FR|2: QIREHES

EERNXHRELEAEHBESRIPIERE  AUCIRZEHEE, EFINEXMHREN , BRXHR
SR LA EIR X RS E A MEERK S A ERIKS .

£ Amazon EFS |2 EFIEEal , BEFUTEEERFEEZESEM :

« MBRNHREENE , LN BIRXAREETNE, WA, WRFEXHRMEBM B R4 R
SOmE , NERTRAREBELTERREIMEZREFF. BXNENESZEE , 55 HAmazon
EFS Y BIEMNE

- YEEOAAENHREBEESHIET , Amazon EFS 27 BARX 4RGP EABE LM BRINE K
&, UERXH RGPV BIEMELTE, NRETBRENERXHFRE TR , WA KN E 2
NHRG. BXEZFEE , BEM KESIF EFS XHRGNEH,

- REENBRLS TG , TRBAEHFHIBERXARENEE, BSAMANKBRTRXGREHK
PREFFREXHBERERE. BXREFUERNESEE , BSHAEH EE.

TR
REEEANEBRXHRE ID ( ATEAK/ES ) HERXHHFRS ARN (ATEKSEH ) WEIA

MRBMGXERSGESRXHEZRS Amazon Web Services Ik RF , iHRIE— IAM AU
Amazon EFS UITERIH N NHREI B EREE, BEXEZEE |, B85 B Amazon Ik E &l EFS
XHRE,

EREHS

1. &% Amazon Web Services BEZF| & HITFF Amazon EFS ##|E& , MikR https://
console.aws.amazon.com/efs/,

2. IHESHNXHRS :

a. EEMSMERSD , ZEXHRLS.

b. EMHREIERSP , EBEEEHKN Amazon EFS XHRE, EERNXHRETERNEEH
BLEFRRN MRS B IR XX RS

3. EEEHIEIF,

4. HEEHED  ERCIEEH,

5. WTEHERE , FERABNHRS.
6. EEBIRXHFRL,
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« EEHIZERXHER S Amazon Web Services K HHEINXHEERS | §HITUTRE :

1. T “EERKPAPAOXHRS” , RBTE “BF” F Amazon Web Services X153 , i£#%
Amazon Web Services XiF EfF 34 R 5 & &I ZIHA4 o

2. BN K EFS , RBRBEXHRL. B XHRENRER REBHRESR,

« BEEHIBSRIXEZRL Amazon Web Services Ik FRINSIHR S | HHITUTERE :
1. BBES —IMNKFHIEEXHRE,
2. N FERXHFRE ARN |, S A BFRXHREH Amazon BIEBF (ARN ) o

® Note
MRXHRGELEATEFBSERP YR, W2ER—FRES. EREZEARY , LM
FHRITF XK RGEHAXRAHEFNBERIP Y. ZERARFIIES , HREIES HliEm
+ , HRERFEELUERER.

—%

7. XFIAM BE , B8 AXE Amazon EFS S B iR XHREHN IAM BEH ARN, X TRIKF
EH, AR ; BN TEKSES , kA KET, BXESEEL , 50 B Amazon IKFE
# EFS X# R %,

8. EFRGEEH , EEINEEMAEFEA confirm , AFERVEEH. SHESFHEREFFAH

1% /BN 0

B EFIEE ( Amazon CLI )

ARTTIRMH T £ Amazon CLI 1 create-replication-configuration WS RIEEHIEEN R
fil, E3H APl 55 & CreateReplicationConfiguration,

Examplet 5 —XBHHNIMBEBE R4 RECESFIEE

UTRGIBIBT —NMNEFHRE , HPXH RS ID fs-0123456789abcdefl #EH|
Bl fs-0a8b2be428114d97cHFHILHRE ID eu-west-2 Amazon Web Services XiF,

aws efs create-replication-configuration \
--source-file-system-id fs-0123456789abcdef1 \
--destinations "[{\"Region\":\"eu-west-2\",\"FileSystemId\":\"fs-0a8b2be428114d97c\"}]1"

Amazon CLI ZZMT :
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"SourceFileSystemId": "fs-0123456789abcdefl",

"SourceFileSystemRegion": "us-east-1",

"SourceFileSystemArn": "arn:aws:elasticfilesystem:us-east-1:111122223333:file-
system/fs-0123456789abcdefl",

"OriginalSourceFileSystemArn": "arn:aws:elasticfilesystem:us-
east-1:111122223333:file-system/fs-0123456789abcdefl",

"CreationTime": "2024-10-20T20:40:13+00:00",

"Destinations": [

{
"Status": "ENABLING",
"FileSystemId": "fs-0a8b2be428114d97c",
"Region": "eu-west-2",
"OwnerId": "123456789012,
}

1,
"SourceFileSystemOwnerId": "123456789012"

Example |2k - & Hlf &

DTFREIBIET —NEFERE , EPFREXHREMNBERXHREN T TR AIE Amazon

Web Services IKF°, M fs-0123456789abcdef1HRIRXHRE ID [E 2k
F7555666777888fs-0a8b2be428114d97c I RS ID 123456789012, LRPIEE
TERXHRSH Amazon BIRBF ( ARN ) FURIK P A X3 Amazon EFS RERHEHITEFIRY
IAM BE&H ARN, HTRIEE KMS #43 , Btk EAKS B ERIA Amazon KMS RS %48 (aws/
elasticfilesystem) ¥ B R4 REH TR,

aws efs

--region $REGION

--endpoint $ENDPOINT create-replication-configuration

--source-file-system-id fs-0123456789abcdef1

--destinations Region=eu-west-2,FileSystemld=arn:aws:elasticfilesystem:eu-
west-2:123456789012:file-system/

fs-0a8b2be428114d97c,RoleArn=arn:aws:iam: :555666777888:role/cross-account-replication

Amazon CLI =T :

"SourceFileSystemId": "fs-0123456789abcdefl",
"SourceFileSystemRegion": "us-east-1",
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"SourceFileSystemArn": "arn:aws:elasticfilesystem:us-east-1:555666777888:file-
system/fs-0123456789abcdefl",

"OriginalSourceFileSystemArn": "arn:aws:elasticfilesystem:us-
east-1:555666777888:file-system/fs-0123456789abcdefl",

"CreationTime": "2024-10-20T20:40:13+00:00",

"Destinations": [

{

"Status": "ENABLING",

"FileSystemId": "fs-0a8b2be428114d97c",

"Region": "eu-west-2",

"OwnerId": "123456789012,

"RoleArn": "arn:aws:iam::555666777888:r0le/cross-account-replication”
}

1,
"SourceFileSystemOwnerId": "555666777888"

%5 Amazon IKF &£ &l EFS MRS

BB LA Amazon Web Services Ik &%l EFS X#HR%. Bk EFI i8R NHENRE (DR ) KEH
By HETUBBEBEELTNENAER,

flan , EMREABEEREETFDNRE (FlanEr=, EFMNRERE (DR) | PEATENK,. =
&, BugEak , BTEMNEH L Amazon Web Services ik R FRMNMRE, XWNRMIGE K
BN ERANES K URFEENRERFIT, MREFKFEIAR (HIUEIZLRE,. GEHIRS
REREED ) , MR RMERE RSB MERIRMIK A B IE TG B RITA] , B DNEEEHHIRIEE
B, HRERERERERNERHXE,

¥ & #l Amazon Web Services Ik BEEFHNZLIREMNFKIKIRE, BHLMBIEMFE Amazon EFS &
NEBRKFFHITEFREN IAM A MAREARSHEXACKRNITERKFES, BEAEEXR
EREKFPASTHNXHRSE LAEER, 82 IAM BENEREERE , TUREFIERE.,

el

- SIEEEBENEEEREREN IAM AR

s BENHREMBIRNERS EOIERRE

- BIBEHIRE
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tIEZEEEENEERBN IAM &

71 71k Amazon EFS BEBRRBRKFHRTERSES , XAERKS L2 1AM B&., ZAGBSIH
H elasticfilesystem.amazonaws.com {S4EKRE , LAX¥F Amazon EFS R AZBBH T HRSF
Tk, ZABXABERTEFFENSIBIAM R (BFSRMEN IAM R ) , #RFEBHFKS
R HRE#1TE B E XNR,

FRFA

EUREEFHREFRNBEBRXEREMBIFXGRE , RAETEANRKFOE IAM A6, £8
FIIEEH , Amazon EFS xRN EGIEBIR N4 RS, A, BEXMABHREB N XHREN
Amazon #IREHF (ARN) .

B2 IAM A eRHTEKF S 4

LT RERBENEEFREAERTIT Amazon EFS BIKFE 418 IAM A —REPER, BX6lE
IAM £ &1 step-by-stepiiiBF , &2 Amazon Identity and Access Management Fi Fi5r R #YE F B
ENEERRBAURAE,

1. TEJRIKF# Amazon ldentity and Access Management #2&l&F | SIEERAUTEEEREHN IAM
Af, HXEE , E2H (Amazon Identity and Access Management AF{ER) FMEABEE L
EEXERUIERE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "elasticfilesystem.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

2. RIEZARE , NZABSEIA TR, ¥ arn:aws:elasticfilesystem:us-
east-1:111122223333:file-system/fs-0123456789abcdefl E#tH B HREH
ARN , ¥ arn:aws:elasticfilesystem:us-east-1:444455556666:file-system/
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fs-5678910112hijkqrl BiRARNHREMN ARN, BXNACHENREE , BSHEH
JSON 4miges IR KL,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action":[
"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:CreateReplicationConfiguration"”,
"elasticfilesystem:DescribeReplicationConfigurations"”,
"elasticfilesystem:DeleteReplicationConfiguration"”,
"elasticfilesystem:ReplicationWrite"
]I
"Resource": "arn:aws:elasticfilesystem:us-
east-1:111122223333:file-system/fs-0123456789abcdefl"
},
{
"Effect": "Allow",
"Action": [
"elasticfilesystem:ReplicationRead",
"elasticfilesystem:DescribeFileSystems"
1,
"Resource": "arn:aws:elasticfilesystem:us-
east-1:444455556666:file-system/fs-5678910112hijkqrl"
}
]
}

3. EHIFmA IAM SEE ARN, SIZ2EFIEER , BFERAL ARN,

IR ARG B AR RE L o2 KM

E7 Amazon EFS REKF HAEXMHFRE , BN BRXHRENRXH RS0 EREE. XLERER
FRREBEKFLRAENAINXHRSE. REERNEREEXHERENKS A E S sen HKF H a4
RE D E R
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BRYBRFHRHEBEKRSIHRNERA , XERBEFTERTFEFIREAXHRGEAENE MR | i
elasticfilesystem:ClientMount. &N , EFIRATEET AT B XH RS,

/A Important
BTERGIET TLS EZHTWERANE, MREETEAPIE
"aws:SecureTransport": "false" % , NFS &/ imiE 345 K Mo

T B ¥R RETRY RS

ERTFREKFOBERXERENTEFRENNR , URMNBFEKFRBRESIEENNR , B97ER
FRXHRE EIBUIT RS, fF arn:aws:iam: : 444455556666 :root B ARERXH RS
MY ID. f¥ arn:aws:elasticfilesystem:us-east-1:111122223333:file-system/

fs-0123456789abcdefl B A B R4 RSH ARN

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowSourceAccountReplicationActions”,
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::444455556666:root"
},
"Action": [
"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:CreateReplicationConfiguration",
"elasticfilesystem:DescribeReplicationConfigurations"”,
"elasticfilesystem:DeleteReplicationConfiguration"”,
"elasticfilesystem:ReplicationWrite"
]I
"Resource": "arn:aws:elasticfilesystem:us-east-1:111122223333:file-system/
fs-0123456789abcdefl"
},

{
"Sid": "AllowReadOnlyClientAccess",

"Effect": "Allow",
"Principal": {
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"AWS": "arn:aws:iam::111122223333:role/EfsReadOnly"
}I
"Action": [
"elasticfilesystem:ClientMount"
1,
"Resource": "arn:aws:elasticfilesystem:us-east-1:111122223333:file-
system/fs-0123456789abcdefl"

}

T IRS M REGERY R g

ERFENRKPMNRK S PRREFEENNR , IR T RIS BSR4 RS,
fF arn:aws:iam::111122223333:root B APAEERXHRENIKFH ID,

¥ arn:aws:elasticfilesystem:us-east-1:444455556666:file-system/
fs-5678910112hijkqrl B AEXHRER ARN,

JSON

"Version":"2012-10-17",
"Id": "efs-policy-wizard-15ad9567-2546-4bbb-8168-5541b6fc0e55",
"Statement": [
{
"Sid": "AllowDestinationAccountToDeleteReplication”,
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": "elasticfilesystem:DeleteReplicationConfiguration"”,
"Resource": "arn:aws:elasticfilesystem:us-east-1:444455556666:file-
system/fs-5678910112hijkqrl"
},
{

"Sid": "AllowClientAccess",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/EfsReadOnly"
},

"Action": [
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"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientRootAccess"

]I
"Resource": "arn:aws:elasticfilesystem:us-east-1:444455556666:file-
system/fs-5678910112hijkqrl",
"Condition": {
"Bool": {
"elasticfilesystem:AccessedViaMountTarget": "true"

}

IR R LR W
A E—TholZMERE , X ERXHRENFRXGRENITU TSR,

1. Amazon Web Services BEEEH A& FAFAEXHRENIKF &% , ABTE Amazon EFS #5|&
F3¥TFF Amaz on EFS 4|5,

2. IHAXHRE :

a. EEMSMERSD , ZEXHRLS.
b. EXHREIIRF , EEMEXMHFRL.
3. EXHREEREE IETFH , ERRE.
4. FEREHWEIRBRESR (Json} B, RARERRE.

RS FIERE

B2 1AM A FRXHREREMMERNAGREMBERXHRSRE , FRRBEEZ/IAE EFS XHHZ
SHEHPNHACEEFRE.,

EREHFARR

AL S HIEE R BRI TR E LS HIETE, £ LA 8 2 5 X R X4 R S BB BAE T A 12 AT 58 o &R
ERDEFEBERXHERSE, EHNBZEXENTANERRBVELETEES, BSEEEREFINK
SERKETIE |, &R LAER Amazon EFS #4|& Amazon CLI, API Sl &% CloudWatch,
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- EEFSEFIad - MH4RZEMEE > S5 PN LARSEHE RIRM B #rz B LIRKTHE S
SERLHYEL I

 7£ Amazon CLI = APl 1 — Destination &P #LastReplicatedTimestamp/& &R LR
R TEREL MR, EiFEEM , iI§EA describe-replication-configurations CLI
w5, DescribeReplicationConfigurations %K API 4,

« £ CloudWatch — Amazon EFS BTimeSincelLastSync CloudWatchig#rE = B EIXRIIERKE
FLUREZIHEIHE, BXEZER , HZ5 CloudWatch I 5 EFS Y35z,

EHEETUEE T RPFRIVRSE,

B HIRES %89

ENABLED SHEELTERRS , AMER,

ENABLING Amazon EFS EEIESEHIEE.

DELETING Amazon EFS [EEMIBREHIEE , SR - KB RER,
PAUSING Amazon EFS EEEEEE #l.

PAUSED HTERERSE  EF8EF. BEHTAXFRENEMEE.

SHEFLEFH—EREIRE

- BNH#HIR, NREBEELE Amazon EFS #11TE %], BARATREFIEER
IAM B EEBRITEHFNNR, W, EEBRXAHREREEBTIR,

« Amazon P RAI A, BRRKS M B ARK S BOEAEMHIKS , Amazon
Web Services X5 # B3 EWEFE. EXEZELR , HZ5H (Amazon B
SEZE/) BHIEE Amazon Web Services X3 &E MK P o] LAE A .

s BXHREHERHREN KMS AT A HE. BRIBATNXHR
S0 KMS Z4AE a1 E, BXREZELR | 850 #£H Amazon KMS 1 & j#
EFS WE4H.

ERROR EHERELTHERSBETERE, YIMBRNENEFERE K REUNE—
FNEFIEE,
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SRS B

RETHEXHNENEMER, WTEKFARIEXIFGES , HiRTERERANE
HEE S M B —1 Amazon Web Services I sk, Amazon Web
Services X1

EREHE

1. $TFF Amazon Elastic File System ##&l& , Mt https://console.aws.amazon.com/efs/o
EEMSMERS , EEXHRS

MIIRPEREH RS

HEREHIEMFUEREFED

S N

EEFIHOF , JUBIUTEHFHEEES :

- SRRSURENEESH. EBH. EEMRE, EEEEFE. EEEFH4HEiR. AmazonEFS 2%
TEXCEERERRANEARR,

- EFHFRIEREFHBENTE, IHNE-ITXHRERREXHRE , EENERESEHETH
HE-NNHRSE | BNERXHRE.

« PREFERERXHERE EXRINEISHETE, FELATEZBXRX 4 RS ENEIEFT AT
MERHERDEFTENRHERSE, FNEAZEEENTEMNERSTRELETEE S,

s EFNHRERAXHRS ID. HEEHEEFNAE® (RIER ). MEVNERENRIIEH

E HEE Amazon Web Services Xif P BN KRS, BXHREEETENRE , BHRXH
REEHRIENR,

f# A Amazon CLI

EEEEHIEE , FFHA describe-replication-configurations %, BUUEERFENH
REMEFIEE , LA LLEF Amazon Web Services i PHREXHREHNFIBEEFIEE Amazon
Web Services X13, EMH APl @55 = DescribeReplicationConfigurations,

MRS HIFEERIRAS R PAUSED 5 ERROR , Il StatusMessage SHUFIRE A > 7 B R K LA K& a0 fa1&
SRBENER.

Example : EEREXHRENEFEE

UTREERT XHERSE fs-0123456789abcdefl WESIEE.
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RAriEmE

aws efs describe-replication-configurations --file-system-id fs-0123456789abcdef1

Amazon CLI &£ T,

"Replications": [
{

"SourceFileSystemArn": "arn:aws:elasticfilesystem:eu-
west-1:111122223333:file-system/fs-abcdef0123456789a",

"CreationTime": 1641491892.0,

"SourceFileSystemRegion": "eu-west-1",

"OriginalSourceFileSystemArn": "arn:aws:elasticfilesystem:eu-
west-1:111122223333:file-system/fs-abcdef0123456789a",

"SourceFileSystemId": "fs-abcdef0123456789a",

"Destinations": [

{
"Status": "ENABLED",
"FileSystemId": "fs-0123456789abcdefl",
"Region": "us-east-1"

}

Example : EEENKFPHAEEHIEE

TR ROIERT XHREHR KB EHIB & Amazon Web Services X13 W E FIELE

aws efs describe-replication-configurations

Amazon CLI &R0,

{
"Replications": [
{
"SourceFileSystemArn": "arn:aws:elasticfilesystem:eu-
west-1:555555555555:file-system/fs-0123456789abcdefl",

EREEREAER
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"CreationTime": 1641491892.0,

"SourceFileSystemRegion": "eu-west-1",

"OriginalSourceFileSystemArn": "arn:aws:elasticfilesystem:eu-
west-1:555555555555:file-system/fs-0123456789abcdefl",

"SourceFileSystemId": "fs-0123456789abcdefl",

"Destinations": [

{
"Status": "ENABLED",
"FileSystemId": "fs-abcdef0123456789a",
"Region": "us-east-1",
"LastReplicatedTimestamp": 1641491802.375
}
]
I
{
"SourceFileSystemArn": "arn:aws:elasticfilesystem:eu-

west-1:555555555555:file-system/fs-021345abcdef6789a",
"CreationTime": 1641491822.0,
"SourceFileSystemRegion": "eu-west-1",
"OriginalSourceFileSystemArn": "arn:aws:elasticfilesystem:eu-
west-1:555555555555:file-system/fs-021345abcdef6789a",
"SourceFileSystemId": "fs-021345abcdef6789a",
"Destinations": [

{
"Status": "ENABLED",
"FileSystemId": "fs-012abc3456789defl",
"Region": "us-east-1",
"LastReplicatedTimestamp": 1641491823.575
}

Bk & AR B I

MRFEHEERBINERXHRES  EHBRETENEHEE, HREFEES  BRXHFRSGEZNT
BRE , HEFNBZRPURREFER. BXESZEE  F3H £HES,

MEREHEEHFRERXGREERINAE , JeeER/ Lo e, WEREESR , Amazon EFS
TREEAATHEIEN —EHBFEEABRXAHREBRE FHH lost+found B FH
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efs-replication-lost+found-source-file-system-id-TIMESTAMP

@ Note
TEMBRE TEREENXHRS, EMBRXM4RS 28, BAERREFIERE,

B LAEA Amazon EFS #2414, = API WEREXH RS B 43R5+ Amazon CLIIBRELE &
BlE,

FNFEKFSEBEXIEES , Amazon EFS £ MR F # B #R0k /- 25 &R X i3 F B $x X 13 7 il B & #18
B, NMEFEREHNRRB , Sk Amazon EFS T =R MNFH MR E SIEE | N 2 EEMZA b5
( AT BRIZVERO K P S X35 ) MIBREL B, MiBRAE EAFEEMK A HXEHWEETERE.

EREHE

1. #TFF Amazon Elastic File System & & , P4k Jyhttps://console.aws.amazon.com/efs/,
2. EEMNSMERT  EREXHRE,

3. ERESFIREPERRNFEXHRERBRXHRE.

4. EREFETNFUEREHED .

5. EEMREFIBBREFERE, RReT, BINESE,

MREEMRBERF-EFIERE , HBEFETERNMNIREM B Primi BRES E 89 |, W7 BOEE{R
BRI X RV EL B

@ Note

X = Amazon EFS Fz 3[R & BRIR K 7= F B 4Rk P & R XS B XEh W EHEE
B, TR RENEE. BERAitEESEEMKS X BHNEELERE.

£ Amazon CLI

EMREHIEE , FFE A delete-replication-configuration CLlI, %K API T2
DeleteReplicationConfiguration,

T REIMERTRXHERS fs-0123456789abcdefl WESIEE.,
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aws efs --region us-west-2 delete-replication-configuration \
--source-file-system-id fs-0123456789abcdef1

MEFEREINEMEZ , S Amazon EFS T AR M IR EHIEE |, W RegMARitim ( 1T
MBRIZEN K HXiT ) BIBREEE. MBRABEEAFEEMKFPRIXBHFNEELERE. FXH API
S¥ N DeletionMode , 3 LOCAL_CONFIGURATION_ONLY,

AT R fs-0123456789abcde fINA B R X HEREN EHIEE.,

aws efs --region us-west-2 delete-replication-configuration \
--source-file-system-id fs-0123456789abcdef1
--deletion-mode LOCAL_CONFIGURATION_ONLY

52 F Bl A

ERERERFTHER B, BLESRBREIAXHRENEFRERIBEBERIAM4HR
5. MBREFERES , BIARENTERS , EUNTRENARF TEREFERE., RESFNE
XEHIERE , BUUKEERBRERNEXHRS , BAILBRITREEHIRE IREX T8 E X4
RERBRE,

EAMBHMEIES , BULERAFNBI ARG ER , bl BETREEHEEXHR
SRFREFXLEER,

c EEREARREBHRANEAAHNER , FEETXHRELEMUBRRREFERE , EHh&EI4AXXH
REREFEIR. EEHEED , Amazon EFS BYEMBI A X RENBIEUEENH R
FEMETE , NTED X RE.

- EEHERREBHAXNBAMBNESR , TERANHRSELUZSHEE , EhEXHFRER
HEMR. AEFIEER , Amazon EFS RIRFBEIAXHRENERFREABEENHRS. EF
SRS, BATEN EF IR R IG S Bk E S A2 HE SR A E B E XM RE.

Amazon EFS TR EHEEMEN N AESTHE , EABRRTXHREHN NN NEPHXHHES
A&, BXEZER , H2H S5t
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£ Amazon EFS & %4z

L& %® Amazon RERZE, FN Amazon FF , BAIUZRT TN REASHLZEHRBEALNE
SR T A4 22 RY B3R O M R 45 2R K

RERNFHEEE Amazon BFTRE. REHBENREHRNZNREENEZPNR SN

« ZEE — Amazon AERIPE=HIZIT Amazon RS K EMZE X Amazon Web Services =,
Amazon RN ERMAILLZLFEANERS. EAN—82 , E=ZFFIHITEHNXNBIERNLE
WAEMM. BT #5EMT Amazon Elastic File System B&MiTE , ESRZEAEM TR 2 HEE RN
RS .

s THRE-BNREREFEAN Amazon RFERE. BEFENHMERAR , BIEEHNBTFOBR
., BRBINWERUREREEEN,

XGRS BY IR T SR AN £ E F Amazon EFS R A REREEN, UTEBiAAMMEE Amazon
EFS SR Z MM EHM B I, BB FES) W5 H b Amazon BRSS 3K #5 Bh R M5 12 MR 3 IR BV
Amazon EFS &g,

FH

« Amazon EFS FHHERY

« Amazon EFS M &3 M5 R EE

- A IAM BEIXHRSHE

« Amazon EFS B &R

« Amazon EFS R 1%

« 2% NFS & isX EFS X RSRIM KR
. MEXHRSE (NFS) RBAF., AFNRE
- FRABARTHE

« BEX EFS XHREH L H i ER

« Amazon EFS W& fRE

Amazon EFS A EIERIF

F1E Amazon HEEER F Amazon EFS FVEIRRY . MAEREFTR Amazon , iR RIPEITFT
ERNAN S EKRERZEH Amazon Web Services =, BHREPNIEERLEMEH ENRNBHEF,

BiRR 240


https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/shared-responsibility-model/

Amazon Elastic File System ArfEm

B U TRIEFRE AR Amazon Web Services fRS5 WEZ B EMNEBIS. EXRBERLNESZER
ESH P E X EERR.

HFHEERPEH , RINEUERI Amazon Web Services i EUE H £ Amazon IAM Identity
Center 5 Amazon Identity and Access Management (IAM) IRBEMNABF., X , SMNAF RIRBE
THIEREMENNRER, FERWUEBSUTARRFEHIE :

- NBNKFERAZSESHBRIE (MFA) .

« AT SSL/TLS &5 Amazon BRBE. HINERFER TLS 1.2, BiIUEA TLS 1.3,

- EARE API M1AFESZ B E Amazon CloudTrail, HxfEA CloudTrail IR ERIEIR Amazon SEFIHY
£8 , 52 (Amazon CloudTrail BF 18 RHEAR CloudTrail %o

« £/ Amazon M#FHERF RUKREHPWAERIAZ £EH Amazon Web Services R

- FABRIEEZLRS (HlI Amazon Macie ) , ©EBIT XIMMRI Z#1E Amazon S3 HEV U
BHE,

o MREE Amazon BE G TITRESN APl #H1TIHRINFEELT FIPS 140-3 BiIFMMZER | EFEA

FIPS ih k. BXAAM FIPS InRMNEZEE |, B5H (XEBRFEELERE (FIPS ) 5 140-3
RR) https://www.amazonaws.cn/compliance/fips/.

BB ENZREERBBER (MEBEFNE TRttt ) MANRESHEBEERANEFTE
(MEBERFER) ., XTELFEREFE. API HEHEFF & T EST Amazon Web Services fRS £ A
Amazon EFS S HE M Amazon HHF A TESTHIER. Amazon CLIEATEMWAERBEHAKERAX
AEZERHPWMANEAHBEBTELATITIRROMBEE. WREEAIBRSEFIRM URL , IR
FEAEMIFEEEIEEE RPN ZRSEIMER,

FB
« Amazon EFS R HBIEINZR
- BHEXMEERFA

Amazon EFS H Y iE %

Amazon EFS RHE £ HE I I W RERAY S BBEHNE WP BIE.

- BANE - MEFREXHFRERNEE,
o RPN - MBEEEF IR RE 2 FE R EE,
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NREALAN LN AREEREERMBRBEN T , BWER - M RSNEN XGRS |, FEI M
i BIERER RS,

£

- MEBSHKE

- hnBLRPEHIE

« £/ Amazon KMS I &% EFS #Y % 4A
« BERRINER K FE

MEBSHIE

BAMBEAN EFS MHRSHEFENBBEHRTNE, XAUBBEHEEAMERHBREBBIER
EAREENNLA. ENARATRERNBFEFEDRFHANAMBERE  AENESKENARRF.
THEAEEIMERBRN A HIEE.

@ Note

Amazon A E B EM IR e ALK FBE B BN E (FIPS) 140-3 #EAEMNMBEE, ZEMIR
A& XEE RN ESRARTREE (NIST ) 800-57 Eil,

£/ Amazon EFS #4802 X H RS |, BAMBRBRIALTEARS. £H Amazon CLI, API
SDK SIZX RSN , HMEBHE A MR,

B2 EFS MHRERF , NEEEREMBRE, XERELL EEUARNBHXHREUFEELMNE,
MR, SEEBEYEFIXHRE  FEEMARNBZHNXHREEHIFUMBXERE, BXESZE
B ESANARNNE EFS XHEREBSABSMER ?

BAMENITESN

EMBEXHRGES , RABERT , BENABEEEAFR ISR TNR , AR AHER, X
L3372 R Amazon EFS BUEB F AL ER |, Fitt , BEFBRENNAERF

Amazon EFS Amazon KMS AT Z4AEE , AR :

o XHBIENE - FRBEEN KMS ZAXNXHRNBTHITNE, BAIIEE
« Amazon BRI Z4A EA T Amazon EFS (aws/elasticfilesystem) B9 “BRIA” IR , FURER
MR,
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- BOIENEENETFAREEN - RESFANEZEHRTITIEE,
s TEENE - XH4E. BRENERRNERFEA Amazon EFS ZAEBEENZAMEBR

nESE

EREXHREI/EN G REEFHIE-KF TS — N XHRLEE , Amazon EFS R A
HiESiE (FAS) , BYRAEEIE#T KMS A, 7£ CloudTrail BER , kms:CreateGrantid
RALFRHEMENGREHEFNHEBAT S OHTH. LAL CloudTrail B &KX HFHE
finvokedByFEKiR 5| Amazon EFS R iAMelasticfilesystem.amazonaws.com, KMS %
1 LW RIRRBE A IF FAS 11T CreateGrant BIEUKEEA,

/A Important
BRI SIE BN RN RHIR |, I B RERN RN, MRS , Amazon EFS BEEER
ZRERIFRIZ KMS 2. BXEZEE , 2 (Amazon Key Management Service JF &
ARER) FHERMBEREN.

FRAEFITEN KMS Z4Ert , RRRBIESMTIF Amazon EFS FRE 4 , HEHE
kms:ViaService &HRBEHITF RS ERSIH=. 5l

"kms:ViaService":
"elasticfilesystem.us-east-2.amazonaws.com"

Amazon EFS BT\ ¥rHE AES-256 1N& & EX B AR T BB #H 1T N,

A3EAT Amazon EFS B KMS BHIEMMNESEL | H2HEMA Amazon KMS T3 EFS #5
4,

XS H R GRBRTRSNE

BT LATEE T Amazon Identity and Access Management ( 1AM ) B389 5K B& & (&
elasticfilesystem:Encrypted IAM &5 , RERAF B EFS XA RS EHHITERS A
B, BXFRALUZHRBNESZEE  BSRRY : BElSIBNZE X HRE,

I8E ] LAIE A EBE M AR 32 I 5K BE (SCP) , Amazon Organizations X442 Amazon Web
Services Ik FREIFTA ARHINIT Amazon EFS &, BXF RS IEH RN EZEE Amazon
Organizations , 2% (Amazon Organizations FFF{5R) #Y RS 15 5 F RE
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I % fa R E R

Amazon EFS XFEREREREMMNIN (TLS ) WA FHBEHITNE, EFERPBIEMNBRFHAR
EFS XHRGEMERETEY , Amazon EFS SEERNH RGN 5 EFS XHRSGRILRZEM TLS
EH, FIA NFS REFBED B EEH TR,

R MNENTHELSRX

BATRWER EFS BERBYREFRKEHENXHRE , BRNEMEMA NFS mount HE ML | BT
THEHHIE, EFS EHRABEFBEI MR efs-proxy (EA T efs-utils HRA< 2.0.0 R ESIRA ) 5
stunnel ( AT efs-utils WEREHIRA ) REBZHRE , NS EFS XHREBULEMW TLS iEE,

MRREAERIBYER , BOATUSBERTNBIENE, FRUATSRIRE,
EAERERFEDRFNFR TR P BIERITINE

1. TEHHZE stunnel , HicTZNAEBRFMITMNIRAD., BEXEZEL , 50 AH stunnel,
2. BT stunnel LAMEA TLS B i 0 2049 EZFEH EFS XHR L,
3. fEFA NFS HFFimiEsl localhost:port , HEf port REFE—FSHIZETHIKA,

HTFEATWHEENZREBRENMNEEZEREN , Hit , S/MNEENERESH Li21T7EAM stunnel
HiE, RMIAERT , HEHBEEFEAN stunnel HIESMIT 20049 M 20449 Z BN AMiw O |, Hi@
TSmO 2049 #E# 2| Amazon EFS,

@ Note
RINERT , BN EFS HERABEFE TLS —LFAN , eammElERELIEFHRSHIL
(OCSP ) FMFHENERE, EFS ERIBHEFEA stunnel BFIRMA TLS HaL, FLRRA
B Linux N2 EBRIAZHHIX L TLS IHAEMY stunnel FRAR, TEERIXLE Linux A&z —H8t | EF
TLS #¥# EFS XHRE™ ALK,
L& amazon-efs-utils REFBE , EAREBWRER stunnel FRA , BZSFE AR stunnel,
BXRNFZBRBA , FSRAERNESRE,

EERERTHBENSZR | HEXREHN NFS BEFIHRE. ERESIHESHN XGRS |, HE&EF
B — AN HREESHZ 127.0.0.1 = localhost , LA T RHIF AR,

$ mount | column -t
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127.0.0.1:/ on /home/ec2-user/efs type nfs4
(rw,relatime,vers=4.1,rsize=1048576,wsize=1048576,namlen=255, hard, proto=tcp, port=20127, timeo=¢€

EMER TLS # EFS HH BB FHTHEZN , FTEFEE NFS BEF RAERBIAIH O, EFS #5
HBEREFBEY —NEFE stunnel #REUMTZAiwO , B stunnel £H TLS 3TF 3 EFS X
HRENINZIERE, EFS EHBHBF AT IRENME R ZNZEZEMNBKNEE,

EBEEB Amazon EFS XHRE ID N TFHARER R , BAIMERU TGS, Hidffefs-
mount-pointBRANEH X H RGN ARt EER,

grep -E "Successfully mounted.*efs-mount-point" /var/log/amazon/efs/mount.log | tail -1

£ EFS HHEBEFATEAATEEMNEN , X 2t|E -8 amazon-efs-mount-
watchdog H# R, ZHRBITBFEENMERMN stunnel #IBELIEIT , HEHE EFS WHREFFL
stunnel, 1R stunnel HEHATEMERENLILL |, watchdog #HFENEH I 3hiZ#H =,

£ Amazon KMS T 5% EFS B 2R4R

Amazon EFS 5 Amazon Key Management Service (Amazon KMS) (£ , A TZHE®E, Amazon
EFS FAEFREFFBELSUT HEMBZHN XGRS

o BAMEZETHIE - Amazon EFS EHEA T Amazon EF B9 Amazon £EX %4 aws/
elasticfilesystem RIMNBHFEZXHRELHE (B, XHE., BRBHIAEZHNE ).

« BAMEXAHIE - CEERATMEMNBEZE XAHE (B, XHAR ) NEFREXM. BRLE
A, ZATHENLEFEEZANRN. LEFEEZATUARNTRREZ—

« Amazon B R %48 FEH T Amazon EFS — X 2EIANE FIEER4Haws/
elasticfilesystem, BLFENVENTFREFRERAINER , EFEINEATAH. E
THREZEER | 55 Amazon Key Management Service FE#To

- ERFRENZEY - XREAZKREN KMS 28 , ENEGAIUREREZRAREUAR NS MNAFP SR
SRMERN. EXUBBEFREERANESEER , H5H (Amazon Key Management Service FF
RARIEE) PHLIEZEHA,

NRFEFREIAZAATRENESNHES K SUUBERZARR. SAZHRRE  8F
Amazon KMS BB EZHA —IR, A, N TEFREXNRH , EETUREERMANER, B
MER., BRIBENENEERXRANHRNR. BXESEE , SR £/ Amazon KMS
I S EFS M.

Lz = 245


https://www.amazonaws.cn/kms/pricing/
https://docs.amazonaws.cn/kms/latest/developerguide/create-keys.html

Amazon Elastic File System ArfEm

/A Important
Amazon EFS UZZ RN EFIEE RN ZH. BT BEE Amazon EFS FEAIEXN N EF T
EXAZH,

BABENZNEZ 2 EHLEN, B , 5ETF Amazon EFS #J Amazon IKFF ID 2 HIIEE
Amazon KMS #24E/8%H# Amazon CloudTrail BE®, BXEZELR |, 5 XHERS5H Amazon
EFS B & encrypted-at-rest3{ 4% B o

Amazon EFS B Z4A B Amazon KMS

RARBREFHNEFREABANTENEELSN. EXBAXBKNEZEER , E5H (Amazon
Key Management Service FF & AR 3EF) BB Amazon KMSH I ZHARE. U THRHERT
Amazon EFS S E#ASMZE X4 REMBERUAEME XN XIFHWFTE Amazon KMSH AR :

 kms:Encrypt — ( A& ) HANXMBREN, ZRRSEERIABHAREF,

« kms:Decrypt— ( 4% ) BBENX. BXRUMENHAN., ZNRISERIABHARRED,

« kms: ReEncrypt — ( AJi& ) FAFTNEFREZRNBRFB[RVYE K mA2EFinmERIE
MWEAX, [FEBEZERE K ABFEFME. ZNRTEERABHRES,

 kms: GenerateDataKeyWithoutPlaintext — ( 2418 ) IREIfF A X F R EZAMBNHEMZEZH, b
M ERAE 7 k ms: GenerateDataKey * THIERIAZR4A KL,

« km CreateGrant s: — ( %418 ) @ZARMTENR , LIEEEE A UEFAZETERAZEH. BARE
FABCRHNEBRANENS, BEXENNESZEFES , H2H (Amazon Key Management Service 7F & A
RIEFM) FM Amazon KMSHHEN . ZNRBEERIABHAREF,

« kms: DescribeKey — ( 48 ) RIEBEXEEEZEFREZANFAGE . ZNETESERIABHAKR
H,

« km ListAliases s: — ( Ali& ) SIHIK PRI EZHABIE. ERARFHECIENENXHREN |, &N
PRIFIEFIER KMS ZA5KR. BRIMNBUEFERAZNRARBRHBENAFER, ZNRTEERIAE
AR,

Amazon EE X %48 EHA T Amazon EFS KMS B

& TF Amazon EFS Amazon EE X 4 19 KMS KB JS aws/elasticfilesystem ON M TFR
N

{
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"Version": "2012-10-17",

"Id": "auto-elasticfilesystem-1",
"Statement": [
{
"Sid": "Allow access to EFS for all principals in the account that are

authorized to use EFS",
"Effect": "Allow",
"Principal": {
"AWS™ . MM
I
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:CreateGrant",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "elasticfilesystem.us-east-2.amazonaws.com",
"kms:CallerAccount": "111122223333"

"Sid": "Allow direct access to key metadata to the account",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
I
"Action": [
"kms:Describe*",
"kms:Get*",
"kms:List*",
"kms :RevokeGrant"

1,

"Resource": "*"
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ZARS KA

KMS ZAH RS EEZMEIIN NE RGN TR
BB A

ERRE - W XHREEBTLRIMAEARR
EEH

NHRGHEENEEEESTERR. ALEHREA.
e BR

NHRERBEAEL R EFEFHIE A LABUEMBR.
E M BR

MHERGKATER R WRETERHE.

/A Warning

MR HMIBRA T XHRER KMS 247 , SE B Amazon EFS X ZZ AR T RIR
BHXHRGEFEBEETR,. NREREZHN , XARKSBRERR. EEAMERHZ
Bl , FEABEAREEEBNZHIE,

HEER N 22 B BE

BRI AE T XH R BB X fF R Amazon EFS % B BRI {E ]
- BEERRPRENENERAK

- EEARPEIEMENER

- Encrypted-at-rest TE R B X4 RS

- TEFEANMNENXHRSE

¥
o]

ERfRATREENENERAR

BRINBERT , YEERATEERERS MM ( TLS ) 89 Amazon EFS HEE#BIRFR , ©2@&IH
TEVNEBRE, RERKETZFIINEE , HlinfsE A Red Hat Enterprise Linux 2 CentOS B, fEiXLE1E
MTE , EHMER TLS M EFS XHRSE 2K M,
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EXRMAERE

BINBEWEARE i LW stunnel IRAUZFENERE, BXESER , H2H AH stunnel,

B A& PR IR R R P

EMPBERT , BERHREH TS HEIEHN Amazon EFS X H RGN E E R I,
EXMAERE

WRBEAEHPRIEMERN Amazon EFS XHREMEREDH , BHRITUATHER .

1. BREEE % LIZ1T stunnel RS,
2. WINEEF iR LTS EREFNARERF amazon-efs-mount-watchdog, B LERAUTHS
HERBERSITZNARRF :
ps aux | grep [almazon-efs-mount-watchdog

3. REZBHNXFAT, AXREZER , FSH KECHFHT,

4. (W) BOLUS A stunnel BEURREXLEHEFWER, BAILE /etc/amazon/efs/
efs-utils.conf PEXAEBREBLE A stunnel BE, BER , SHEMEEHHE GRS  REE
AESREEFEFERUFEERER,

/A Important
B A stunnel BEFARESATENXHERE LNERZRE,

MR PPTHELE |, HER Su Amazon pport.
Encrypted-at-rest Fo £ BB XRS5

BE2HAEIHM encrypted-at-restXHF R G, B2 , BB —KRBIREE , BRZHEE Amazon
KMS A~ d .

ERERIRE

ERDEERAT , e RERER , XTMERELPERT Amazon KMS A | Amazon Web
Services Xigi, HIREZEXTER , HFZFS , ER Amazon KMS IREZRZL A ARS , RAEEHME
XHRE,
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ToEER B INE N HRE

B XA REIFLIRE NFS BRSER4HEIR. & EFS ATUTERERZ —FTZEMH Amazon KMS B RE
WERAN | TREQREXLHEIR

- BRATEH

- MIERT 2R,

« T Amazon EFS £ B4R MR,

« Amazon KMS i FA A,

ERERRE

B, BIA Amazon KMS ZE B . At , BAILERFHATEEXLERA, BXEZER , S
¥ {Amazon Key Management Service F X A R{Em) FHEEZ4H,

MRAREAZSA , BHHEA. BXEZER , 55 (Amazon Key Management Service FF R A &
EE) PHEANZEAZER.

MEZAL FEMEBRRS |, RS TZARA, ELECERRR , RAREFERA®RH. BXEZEE
S (Amazon Key Management Service FF A A RIERE) HHYITRIFIEUE Z 401 BR o

MREATHA , BNREERE , REEEHEARPAHETEE , HHR Su Amazon pport,
BHEXM X 2 F

AREFA R Amazon EFS HITRY MRS BIE i B 12,

ARS5 St & P i A R A 2 B A &

BB M EM LT MApERES X T 4HEE Amazon :

« — Amazon Site-to-Site VPN &%, BXEZEELR |, HSHE 1 L2 Amazon Site-to-Site VPN ?

« — Amazon Direct Connect i£##, BXEZEE , BSR4 2 Amazon Direct Connect ?

B M K58 Amazon EFS EE&i Amazon X HH APl, BEFIBAAXIFERE 1.2 RESR
K, RINBIER TLS 1.3 RESRA, BEFHEMALIFEETLIERRE (PFS) WEBEH |
Bl EH (DHE) SAKIE th &2 E 1 Diffie-Hellman (ECDHE). Diffie-Hellman & Z¥I A RS ( 0
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Java7 REEMRA ) BIXFXLEERX, A, DOERS IAM 4B TR 240 ID MM Z R 2
AR BERFITZR , hABAEA Amazon Security Token Service ( Amazon STS ) £K IR Z£ &
ERNERETER,

VPC #1 Amazon EFS API 2 BIfYRE

EERUFEER (VPC ) 5 Amazon EFS APl Z BB T HiER , A6l 0 VPC in R, B BUE
AE#EM VPC B Amazon EFS APl , MEEEBR EBRMEAERE. iKRIEAME Amazon EFS API
MEZLERE , TEEBRMMX, NAT %WUZEJEM"%FH M (VPN ) E#E, BXEZER , B52H £4
Amazon EFS H#9#Z 0 VPC ik Ko

Z BB 3@ Amazon B — it X &R

Amazon EFS # Amazon Virtual Private Cloud ( Amazon VPC ) i =2 VPC RIZBETK | NI
EEE Amazon EFS. Amazon VPC &¥Fi5REEHE| Amazon EFS #FMMNEHE VPC, BXES
8 , 21 (Amazon VPC BF#EmE) M VPC s,

Amazon EFS i & 17 M7 [0 & 18

Amazon |dentity and Access Management (IAM) Amazon Web Services fRSS TJH#BIEE A T2 i
FHIXS Amazon BRI FINR, IAM E3E R EFETUBES FHRIE (FF ) RERN ( EAN
BR ) RfEA Amazon EFS &R, & LA#E A IAM Amazon Web Services RS , TEXRHHNATA,

[

x

KK

2

- FRASOHHITHHRIE

- EARKEERR

« Amazon Elastic File System a5 IAM B &1

« &R T Amazon Elastic File System B E T & 3 8 5K B 7= 45
« AT Amazon EFS WE T BRI KR =PI

+ Amazon I G EFS KL E R

« L5 Amazon EFS — 2

« 3} Amazon EFS ERABRSHEXAE

« Amazon Elastic File System &3 i} ] 5 B HE &
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Z A

BHE A 753X Amazon Identity and Access Management (IAM) REH AR

- REAF  MREFTEFRITNEE , BNEE AL ERNR ( 2 Amazon Elastic File System &4
if e B BEEE )

- RFEER  BEAFHRNRHRINBRIFER ( HZFHAmazon Elastic File System 215 IAM Fi
EfEA )

- IAM BER  REATEBRHRNRIEKE (1HZREH T Amazon Elastic File System HE T 54
Y SR RS R )

£ 51T S 0 WIUE

SPBIFRE Amazon EASHEILRENAR. B4HMEL IAM AP 54317 H 4% IE Amazon Web
Services IKFRAF , REBLEF IAM A€#H1TH BRI,

FFHEIGME , Amazon 12t SDK F CLI KX ER#ITNBZL R, BXEZELR | HSH (IAM AF
B8 HMERT APl EREIAmMazon LB 4,

Amazon Web Services &~ root FiF°

#1228+ Amazon Web Services Ik , B 4B —1HB R Amazon Web Services Ik root Fi 7 iy &
5% , 2B B AT LA RIFTE AR Amazon Web Services RS &R, RITBIBWTEFHR
BAP#THEERES. BXZTERAFRZIENES , 555 (IAM BFER) YHNEERE AP EIENE

Fo

oS- g7

FERBEXR , ERAXRAFERESHRHAENERKS S B RIES 82 Amazon Web Services fRS5
e B UE P 1T V5 R

KREEMREXRBENTIE R, Web BRREEAIAF Amazon Directory Service , 5% Amazon
Web Services RS fEAXR B S HRNERRTHRNAF, KRESHRATRHIGHZIENAE,

IAM A P &F4A

IAM AF ZRENMARABRNAERFEERSENRN —1MNE40, BN FEAIGREIE , MIEEFKIAEILE
BIAM BF., BXEZEE , BSH IAM AFRERETNERALAFPFERASHRESNEE B HRIE
= 8 Amazon & F IGBTUE B3 175 8]
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IAM (HIEE—4H IAM AF , ETERMMN KRERAFP#HITNRERE, BXEZELR , 558 (AM A
FIERY M IAM B EREA,

IAM B

AM AEREERENRNSH , TREKNEIE. SUUEIMNAFTRE IAM A6 (BFE ) R
@M Amazon CLI & Amazon AP #EERRKAEE. BXEZEERE , BZH (IAM BFigm) $#rviE
FABHNEE.

IAM B&XFERREAFEE,. met IAM BFRR, BIKFiGE, BRS G RILAKRTE Amazon EC2 Lia
THRARFEEER, BEXEZER , 558 (AM AFEE) B8 IAM R R EIK P &R

£ SR E 1 ]

&AL Amazon B3 62 K e 5 2T N2 Amazon H AR FERZEHE PR HRINR, KBEXL TS
B O WARKKEIHNR, Amazon EEFHARHFERMTERILER R, KSEHERBEEL JSON X
By Amazon FEXFEEH. BX JSON RBENHENESEE , S0 (IAM AFER) S8 JSON &
B R

EEACRARE , B E A E AT BT LS4 TR BLER RN THREREREEERTNIE R
Ao

MIANBERT , AFMARXENR. IAM EER 6 IAM REFRERMIZAGH , REAFATLEE
EXLEAG, IAMRBEEXNER , SHTREMANG EELX.

ET BRI RES

ETHNNRBEEMMBSH A/, ANAR ) B JSON NRKM A, XEREIZH S5 7
BRATH ZRE, NMEFTRIITAREFLAZRAETIT. ETHOMCIRET BORNKRE , B55H
(AM FiFiEE) FNEATMEEAERKE L BE X IAM RIR,

ETHONRBAURNEKEE ( EZRAZENGHF ) RITEERE (HMESPFHNIEMLR
B ) o BETHROAERERBMABRERE 2 BRITER , H2H (AM AFER) PHERERRS
NER R B 2 BT

E T RIRAY RS
ETHRIYKESZHMNEF IR JSON KB, P2 IAM ABEERKEMN Amazon S3 171

R, EXHETRARNEKBOERST  BRSEERATUEACIREFNBERFENLR. SLME
E T HIRAYREE P IEEE K,
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ETRFNRERM T IZRSFHREKRE, ETREETRRNKRBERER IAM FE Amazon £E
KB,

HREgRE

Amazon XIFHMRMRE | XERBREATLIREEE LN RBRBE R FAIRANR !

« NRLR - REETHONRBEAURT IAM XENREARR, BXESEE , B35 (IAM AR
) T IAM KRRV ERID 5o

o REEHIKRE (SCPs)-fEHRIEEH LA AR LI R AR Amazon Organizations, BXE Z1{E
B, 55 (Amazon Organizations FAF{5R) HHI RS IEHIR L

o BIREFIREE (RCPs)-REKFAHARFENHRATANE. BXELEEL , HZH (Amazon
Organizations FIF1EF) P FERZEFIFKE (RCPs).

- SERE -EANAGIREAFVEBIGNSEN , EASBERENEREK, BXEZER , HS
F <IAM FFiEm) PRLIEERRE,

S REGRE

HAZNRBEMNRBENA T —MERE , ERNNREMERNEIER, BETHRELSRSHREREN
{7 Amazon BERE AWER , HSH IAM AFEEHHRBITEEE,

Amazon Elastic File System {5 IAM B4 {8 F

EEH IAM EEX Amazon EFS BV RIARZ 8 , B 7 #EHRLE IAM Theen] B F Amazon EFS,

Al 5 Amazon Elastic File System EE&EHR 1AM Zhag

IAM Zh&E Amazon EFS X%
ET 5 HOHERK =
BT R IRE R =
RERIE =
R R =

REESRMAR (BETRS )

fim
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IAM Zh&g Amazon EFS X #F
ACLs &

ABAC ( REEHHIPRLE ) 45

i SEUE =

EARR £

B A e 2

REXBERHE =2

E2H 7 ## Amazon EFS M E 2 Amazon RS MAIS KL IAM WEEE & A , BSH IAM AF1E
EHRE IAM B & A Amazon B,

Amazon EFS E T 5 Y KB
TEHETHHHEKE : 2

ETHONRBETMMNESM (W IAM AP, AFASAER ) B9 JSON RRRM I, XLRK
EHAFNASAEMAMES T BLERFNITHLRE, BETHRNTERETSHNKRE , 50
(AM BFfEE) #EAEFEERERE L BENL IAM R,

BEMER IAM ET 50K , BUNEE R TRIELNRENTRUAR A TRIELBRENRSE. B
THRRI7E JSON R EAMAAETE , H2H (IAM BF#EE) #H IAM JSON KEET&E5I Ao

Amazon EFS E T 54K K rE R4

E&EHF Amazon EFS ET SR RG] , B2 HEH T Amazon Elastic File System HE T S48
FKEERBI,

Amazon EFS E T &R HY KBS

XEFETRFHRE : 2

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 MK, EXFETHRNRBIRS T , REFEER TMERENREHXSE
BROTE X FEEPHMNREENRR , REEESUSE EE T XN ZFRIATBLEREARETAL
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FHETHIT. BLAEETRENRBEFIEEEH. ZERATUNEEKS, AP, A, REAFR

Amazon Web Services IR

ESHABEKFBR , BUCEENKFSEMKS P IAM EEEENETERNEBPN TR, B
XEZEER ,BSH (AM AFERE) B8 IAM BV ESIK 7 3R 151 .

BT BNAERRRRBZES X REHRETR , BSEEA IAM 2HXHERETR. BT BNHE
ETHRRNEBHINBIRE , FSHAGEXHRE R,

Amazon EFS AR E T % JRH R EE =B

EEEF Amazon EFS ETRIRH R RG] , B2 HEA T Amazon EFS HE T & JRH K8 R 6.
Amazon EFS #Y 5K BE 8 1E

RIFREERE R

B R W LAER Amazon JSON REERIEEERMIGRMT L, BRI , WA EMAAILN M ATIRR
1TRE , UREMALAFHATHIT,

JSON REEHY Action TR A TERKP AFRIEL G RINVRIE, ERBHFSESREUARTR
TTRERIRERI R,

BX Amazon EFS ##1E%I% , F5H (RFENSE) HH Amazon Elastic File System E L
1E,

Amazon EFS FHYREHREEREREER L T AR

elasticfilesystem

EERMEUREESTURE  BEAESHENRT.

"Action": [
"elasticfilesystem:actionl",
"elasticfilesystem:action2"

]

EEF Amazon EFS ET SRR R H| , B2 FEHA T Amazon Elastic File System WE T 51431
R BE TRl
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Amazon EFS B K BE &R

THEHEBRR 2

EIE R W LAEA Amazon JSON REERIEEERMIGRMT L, BRRY , WA EMAATB LA TIRK
1TRE , UREMALAFZHATHIT,

Resource JSON KB TEZEEEQHNAREN PRI IR, EAZERE , HERAHE Amazon
HREAF (ARN) BBERR. WTAXFRBFERNRWIEE , BERAEERRS ) BEREONATHRER
Ro

"Resource": "*"

E&EFE Amazon EFS BRER K HBIEK ARNs , i5SH (RESENSZE) FH Amazon Elastic File
System EXHHEIR. BT HREAUFEAMLREREESNRIEN ARN , B2 Amazon Elastic File
System E X BV 1E,

E&EF Amazon EFS ET S H KRR A , S HEH T Amazon Elastic File System BWE T 5138
KEERB,

Amazon EFS R RS S48
TEHEBEETHRSHVRBERER : 2

EIE R A LAER Amazon JSON SKEEREEWARBRMT L, HFRY , BN EET AR IFER
1THRE | UREMALAFHTNIT.

Condition TERBENNFMHEEEFEVMERNIT. BALGIRBERAZEZER (FlW, ST
T ) BEARER , MERBPHFASERPNVEMEE, EEEMRAE Amazon £RFM4E |, BS
54 IAM Al FiEE R Amazon £ B4 £ T XEH.

ZE&E & Amazon EFS &4 @%%k , 5 (RFERNSZE) F# Amazon Elastic File System B F&H
B, BETHREAUNPLERENTREARLR , 1538 Amazon Elastic File System & X #1E,

E&EF Amazon EFS ET 5K RG] , S HEH T Amazon Elastic File System HWE T S8
FKEERBI,

ACLs 7£ Amazon EFS

*#EH ACLs : &
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REFIFIR (ACLs) 2 HIPLERFEA (KFKE, ARRA. ) BNBRER, ACLs SETHIRM
REEREL , REEAITEM JSON KB HEER,

ABAC 5 Amazon EFS
Y1 ABAC ( REEPIVFRE ) : o X#F

ETEMMIGRMNRIES] (ABAC ) R—HMERER  ZERETHRININEMEREUNER, E1TL
FARZ M INE] IAM SE4KF] Amazon BIR , ABi%1T ABAC REELUAFEZREANRESHR LWRE
T B 3 1T HR1E

EETHRZEEEER  BEEFEH aws :ResourceTag/key-nameaws :RequestTag/key-name
aws:TagKeys R BERBNZH TZPRHEFRZER,

MRENMRSN TENRARREBIGAEX=A&MGE  WNTZRS , ZEAR. IRENRSX
NTFHRBFREIGRAX=/&%GR , WZERTD.

EXABAC WEZER , E#5H (IAM AF#ER) FWEA ABAC BINENNRE, EEFIRE ABAC
SHRNHE , HSH (AM AP ER) PREAETEMMNIHRMNEZES] (ABAC) .

@ Bt EUE A F Amazon EFS
YHFIGEHEIE - 2

I BHE B IREX Amazon BIENEHHRNER , HAERELERAKS OB ACN B30I,
Amazon BWEBHSERIGHHER K MARERAKBHRZEA, BEXEZER , 558 (AM AFiE
M) B IAM PR IEet Z 2 EUERFEH IAM By, Amazon Web Services RS

Amazon EFS ¥R S M4 R
T REEBEAE (FAS) | 2

¥ EIEATE (FAS) BB AR Amazon Web Services fR% , B L Amazon Web
Services RS B T RS A HBERPIER, BXEH FAS ERNVEKEEEE |, BSRELLESE,

Amazon EFS R A&
YERSAR 2

REAGEH—TRSZIEE. REREHITEEN IAM £, IAM EEB R ATLE IAM B2, S F
BREERSAR. BXEZER , BHZH (IAM AF1ER) FAI2E [ Amazon Web Services R 55 Z kAL
R AR,
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/A Warning
BEURS AR AL Amazon EFS HIZEE, X2 Amazon EFS REMXES NS
RERSAE.

Amazon EFS WRSZ XA R
YERSKIEKARG : 2

BSHEXAERE —TSRSHERXEEN Amazon Web Services REBRES AR, BRESAURARRERIT
BRENAE, BREBEXAELEIELN D Amazon Web Services i, FBARE A, IAM EER
A EEEBRERERSBEABHNER,

BXBEREE Amazon EFS lRFHEXACKHFEAEFER , SR Amazon EFS FRARSHEXAE,
& F Amazon Elastic File System I E T & 15 5K B 7R 4

HIAMBERT , AFNARZECESE N Amazon EFS BRNINR. ERTFRAFNMERRHITRE
RYAXER | IAM EIE R AT LLGIE IAM KR,

BT RUNMAERXL RG] JSON REEXHEGIEZET IAM BN EE , 56 (IAM AFiERE) P/t
2 IAM KB (258 ) .

X Amazon EFS EXMREMRRELR (BEESHRRRENEN ) NIFAER , B8 (RER
MS#E) HHK Amazon Elastic File System B #E, FREMEZ4E4. ARNs

F&:

- EMSEXE

« {8 Amazon EFS ##l&

- ™l AFRAFEEHAIE SR
- T BEFIEMNEXHRS

- TPl BEFIERMEBEXHRSE

Lo gERN
ETHONEMBERMARTIUGIE, 1 RSMEREMK S F ) Amazon EFS &R, XLRERTAE

£ Amazon Web Services I = AE A, SIENRBE T H DR , FHERUTHEREMEWR
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- FaEA Amazon RERBHERRAKENRNE — EFBEAFMIEARKR TR , EEARIT
ZENAFIRFNRAAMazon EE XK, ©IIERAMAFR A Amazon Web Services K. &
MNBWEBEE SN EHNAFIN Amazon EFRFRERBEXFE —TRDNR. BEXEZER , FS
7 <IAM 38R HE Amazon FEE RS TEEREERAmazon FEE K.

- NASENR : £EMA IAM REERENRE , FRBEFRITESENNR. At , BAILER
EREFATAUNBERFRHRITHRE , SR NRERRYAT, BXEM IAM NARBRNESE
B, EZH (AM BAFERE) P8 JAM a9y KB F R,

« R 1AM SRRE AR Ay S 43 — BRI T5 RIAX PR : 48T LA [E) 5 B 7 BN S 44 SR PR I X IR VE RN A R BV 15 18] o
il | WA LUREREIX A RIEESLAER SSL £EFTEIER. MRRFRERBEIIEE Amazon
Web Services FREH ( Hlg0 ) SEARY , WA AERA KRR T3 IRFSRIEN T REIXPR Amazon
CloudFormation, BEXEZELR , BSH (IAM BF1EE) 8 IAM JSON FrETE : &4,

 f£/ IAM Access Analyzer BiFf&EY IAM REE , IR BN Z MR IhEEM  IAM Access
Analyzer 2BIFF KB BRE , UHARKEAFS IAM KEIES (JSON) M IAM H{ESE
B, 1AM Access Analyzer 12 100 ZTRBEREM ATIRENEI , SUHBBEREELS BINREMREN
i, BXEZER , H5H (AM AFEM) P IAM Access Analyzer BiE KB,

- FEEZEHHRWIE (MFA)-ZR Amazon Web Services K RNIZREE IAM AFSRAF |, BR
A MFALRRER2M., EETEAA API RENFEE MFA , 5 MFA RERMBIERRER, BX
BEZEE , FZH (IAM AFER) FHEA MFA RIF APl 5,

BX IAM FRRESIBRNESEE , F5HE (AM AFER) T8 IAM AR 22 SEXEK,

£ Amazon EFS #41&

E /R Amazon Elastic File System 2 &l & |, BUMEE —HRENR, XLENRERLAAFETHNE
BB XK Amazon EFS #REVEH{S S Amazon Web Services I, MR 62 b 4 FE ) HFERR
FAFEHNETEANRE , X THMNT ZREHRE (AFRAE. )  BHAGLEERMBIEREZ
1T

3t F1XE A Amazon CLI 5 Amazon API NP , B EENHEBREZ4IENE. Hk , RAKFH
B SHZRNITH API EREHE TE N RE,

R@EREAFPMNAGEMARTTLER Amazon EFS #8444 , EEE Amazon EFS
AmazonElasticFileSystemReadOnlyAccess Amazon FEERBEMI MNEIKEK, BXEZER |, &
24 (IAM BFPigm) AP AR,

AIELL L EEE AmazonElasticFileSystemReadOnlyAccess FE it Amazon EFS & X Bk
%KW : Amazon Y %k EFS M IEE KR,
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Amazon Elastic File System

RAriEmE

M RFAFERMMNB SR

ZORBIGER T BRI |, SAAAYE IAM AP EEM MBI EAS S ONNERANEE R, LRKS

FEaEEsls EHEA Amazon CLI 2 Amazon API BURTE A R 5T B It /ERI AR .

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

1,
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

I BRI B IE RS
UTRBIGEAT —MNETFHONKNE , ZRE AT RRMBEIMRE,
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"Statement": [

{
"Effect": "Allow",
"Action": "elasticfilesystem:CreateFileSystem",
"Condition": {
"Bool": {
"elasticfilesystem:Encrypted": "true"
}
1,
"Resource": "*"
}

MBI RESPEAZHVWERNMBXHREWAF , FRNEEK. TiIEAFPFEANZ,. . Amazon
API 3£ 2 SDK Amazon Web Services BIBiE#|A , 1B LBRRLUTFUTABHEE : Amazon
CLI

User: arn:aws:iam::111122223333:user/username is not authorized to
perform: elasticfilesystem:CreateFileSystem on the specified resource.

R - 58 B RN AR RS

UTROGIEAT —MNETEHHRE | ZRE A ERRSIBRMZL XF RS,

{
"Statement": [
{
"Effect": "Allow",
"Action": "elasticfilesystem:CreateFileSystem",
"Condition": {
"Bool": {
"elasticfilesystem:Encrypted": "false"
}
1,
"Resource": "*"
}
]
}
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MBEFERESPEAZHVWECNBXHRENAF , FRNEEW. TIEAFFERANRZ,. . Amazon
API| & Z SDK Amazon Web Services BB #2#|A , 1B LBELXLTUTHRBNEE : Amazon
CLlI

User: arn:aws:iam::111122223333:user/username is not authorized to
perform: elasticfilesystem:CreateFileSystem on the specified resource.

#&3& ] LAE S 82 Amazon Organizations RSS2SR EE (SCP) BB FIRIZ MBS AR MER EFS XHR
i, BXRPIRSE SR E %58 Amazon Organizations , 524 (Amazon Organizations F g
) P RSEHIER,

EA T Amazon EFS WE T &R HY 5K BE 7~ 41

AT H | BAIBKREIN SR Amazon EFS RIS T RIBEAURN RO REEM, EFS THR
GEME 2 SRR, BXETRRNERN TENES | H2HAmazon EFS ETRENE
B,

/A Important
MREENHREREPEEN IAM AFFHBERTFNR , WFEERBEXH RS AR
MR EFRCIRBZASRNACR, URXHEMY , ZAFRBAECHEFEXHRETHE , FAF
TEFEAZAFSACR, BXESER , #2H (AM AFEmRE) FHEEEHE,

BXUNANBRRERBNER , BSRANEXHREERR,

£}

« Rl [4EE Amazon AERFIRENE
o R BFRIEHRR

« R~fl : BFN EFS ALK E R

Rl E4FE Amazon AER FIRENRE
I RAIR  EFS XHEREREERUTHRIE :

« MRZE Allow,
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RAriEmE

« Amazon Web Services Ik FH E 4% E N Testing_Role.
o BEIZEN ClientMount (3EHY ) M ClientWrite,
s BFNRAZMHIREN AccessedViaMountTarget,

"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:r0le/Testing_Role"

},

"Action": [
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientMount"

1,

"Resource": "arn:aws:elasticfilesystem:us-east-2:111122223333:file-system/

fs-1234abcd",
"Condition": {
"Bool": {
"elasticfilesystem:AccessedViaMountTarget": "true"

R BT RiRGRR

LAUF M REHKBENE EfsReadOnly IAM B F ClientMount S RIEMR,

"Id": "read-only-example-policy@2",
"Statement": [
{
"Sid": "efs-statement-example02",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/EfsReadOnly"
},
"Action": [
"elasticfilesystem:ClientMount"
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]I

"Resource": "arn:aws:elasticfilesystem:us-east-2:111122223333:file-system/
fs-12345678"

}

]

ETHRIMRERMXHRERME , SRELXIFAE IAM T4 ( BEEETHEUERRI ) BB TRN
R, FZHEA IAM BN NFS B mE AT E,

R BT EFS ARG RRER

&I LAEA EFS 15 RIRREEME NFS B imiRft EFS XARSG LETXHNHAEREENNARFREE
B, & LAER R G R @ 15 R QIR T XA RERIER

BRI ROIERZRH TZE@AE ARN SRR BEL R KRR TX XHRER T2 1T RINER,
BXEM EFS BEARNESZER , BEREAZART,

{
"Id": "access-point-example@3",
"Statement": [
{
"Sid": "access-point-statement-example@3",

"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::555555555555:r0le/
EfsAccessPointFullAccess"},

"Action": "elasticfilesystem:Client*",

"Resource": "arn:aws:elasticfilesystem:us-east-2:111122223333:file-system/
fs-12345678",

"Condition": {

"StringEquals": {
"elasticfilesystem:AccessPointArn":"arn:aws:elasticfilesystem:us-

east-2:555555555555:access-point/fsap-12345678" }

}

}

Amazon I &% EFS It E XK

Amazon EEXMERVNENEENIN KR Amazon, Amazon EERXKKEE RN FZE N AHIEM
R, MEZRUUFBIAF., AFMN86e98NERE,
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FHiE , Amazon HERB AT NEHREMHIRFRENRNR , BACIITAHEAE Amazon
ERER, RNBUVESERE TEARMNE S SR RERE -SRI NR,

BT EE N Amazon FEE R ENMWNR, 2R Amazon B Amazon EE RIS E LHIER , W
EHaEMZRBAMABENMEZERASS (AP, AFA® )., Amazon RETFREERBIIHH API
I A RS 7] LAE A # Amazon Web Services BRSS #9 API #2ERTE # Amazon & KK,

BXREZEE , 750 (IAM AF$ER) PR Amazon FEE AR,

Amazon ¥EE KR : AWSServiceRoleForAmazonElasticFileSystem

Amazon EFS fEff ZAWSServiceRoleForAmazonElasticFileSystemAKRFZHEXAEAEF
Amazon EFS R REEE Amazon BR. LtABEE elasticfilesystem.amazonaws.com RS

RKRAMKBE, BXRXESZEE , B2/ X Amazon EFS EARSHEXAE,

Amazon £E KR : AmazonElasticFileSystemFullAccess
BT LU AmazonElasticFileSystemFullAccess SREEHIMNE] IAM B 17

WRBEZFEENR , AR Amazon EFS #1725 R H B 5B M% Amazon RS Amazon Web
Services BEEIEFHI A,

RERIFMER
ZEREIE U TR,

« elasticfilesystem— R FEMETIE Amazon EFS B #H AP MITAIERE. EXEAUFERAFEH
Amazon Backupf|# (elasticfilesystem:Backup) fMX& (elasticfilesystem:Restore)
%10,

« cloudwatch— AR ZEI ATE Amazon EFS # 5| & PRI 5 # CloudWatch X RS ERFEAN
BRI EIR,

« ec2— RYFZEFE AT Amazon EFS #2452, MIBRFMERNEZED |, HAMEXMEEORE
%, HRATAK, 224, FWN, ELFET (VPCs) AR E EFS XHRZKXEBKM VPC B M.

« kms— RFZEHE AFIH Amazon Key Management Service (Amazon KMS) 4R Bl & H1£
Amazon EFS 2| & F iR KMS 247,

s iam— BRFUERZ KSR , ZAE AT Amazon EFS XA FEE Amazon &R,
« iam:PassRole - # 5 IAM A 1%51%ZF Amazon EFS MR,
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EEERERBONR , 556 (Amazon REXRMSERE) TH

AmazonElasticFileSystemFullAccess,

Amazon B XK . AmazonElasticFileSystemReadOnlyAccess

EA LU AmazonElasticFileSystemReadOnlyAccess SREEHIMNE] IAM B 17

I BRER FEEX Amazon EFS Ky R L5 B AR Amazon Web Services EE 2 H A,
R ¥ H{E B

ZERBEIE U TR,

« elasticfilesystem— R FEKRTE Amazon EFS 24l A iR Amazon EFS XHREMEM |
SDREEFEIED, FONXGRER, £oRAHERE. EHAFREZLA,. HFENEAR,

« cloudwatch— RFZEF AT Amazon EFS #Z#l& 8 2R CloudWatch 18Fr H B RSP E R,

« ec2— RFZEF AT Amazon EFS BHIAHFEFTAKX, MEEOARHEEM., VPCs Z24d. W
FEHEM.

« kms— RFZEFE AT Amazon EFS ##|& F 5 H Amazon KMS Z4ARI 5B,

EEFHRBEANR , H2H (Amazon BEX KBS EER) $H

AmazonElasticFileSystemReadOnlyAccess.

Amazon £ E XK : AmazonElasticFileSystemClientFullAccess
AT LUK AmazonElasticFileSystemClientFullAccess REEKHNE] IAM SE4&,

LR R T2 P imX EFS XHRENRBILRIMNR, MWREXEF NFS FHmER, REAMEA EFS
XHRL,

EEFHRBEANR , H2H (Amazon TEX KBS EER) HH

AmazonElasticFileSystemClientFullAccess,

Amazon ¥£EE KR : AmazonElasticFileSystemClientReadWriteAccess

AT LUK AmazonElasticFileSystemClientReadWriteAccess SREEHIANE] IAM 34K,

LR R T2 P imX EFS XHRENWRBILRIMNR, MWREXEF NFS FhmER, REMEA EFS
XHRL,
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EEERERBONR , 556 (Amazon REXRMSERE) TH

AmazonElasticFileSystemClientReadWriteAccess,

Amazon EFS E#7 Amazon T iEE K

EEBAZBSHFBRERXLEE XK Amazon EFS Amazon HEXBNENMNFMAES ., ERER
XN TEEXRNBESIRR , 51T Amazon EFS #5125 TE LM RSS &,

B iR HEH
B A K & & . AmazonElasticFileSystemFullAccess 2024 £ 11 A
7 H

Amazon EFS 07T LA T KRS -

* ReplicationRead #lReplicati
onWrite , BRFEEMEBEAXHRGEHEUHRIT

S HNR,
« iam:PassRole , #&#F Amazon EFS S22 & Hlf
= H R o
BB KB W& : AmazonElasticFileSystemServiceRolePolicy 2024 ¥ 11 B
7 H
Amazon EFS /11T ReplicationRead #
ReplicationWrite RB§ 6 RFEBRMEANXH
REIE LU 1T E BRI PR
B K W& : AmazonElasticFileSystemReadOnlyAccess 2024 £ 11 A
7 H
Amazon EFS /I T ReplicationRead &4,
R FiEE G REHE S 1TE HIRIR,
BB KB W& : AmazonElasticFileSystemReadOnlyAccess 2024 £8 A 7
H
Amazon EFS #1i8 TR , AFRKF B FRIKF 5
8] ARG S 1T K P & o
BB K % B& : AmazonElasticFileSystemFullAccess 2023 F 11 A
27 H
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ERTILA K&

ERTILA K&

ERTILA K&

BT /3 BRER R B

BT /3 BRER R BE

iR
Amazon EFS /I T —IHFINER , AR FEHE

BARNBERAMHRENRY ., EEXLENRFEAT
Amazon EFS EF|BIMEXHRE,

KB . AmazonElasticFileSystemServiceRolePolicy

Amazon EFS #iN 7 IR , RFEMAKGIZE, #HR
I ER Amazon EFS EIZ< , BAK 82 Amazon EFS
XHRE, FEXENRT8EATF Amazon EFS 1%
RAFEEXHREEFIERE,

% B& : AmazonElasticFileSystemReadOnlyAccess

Amazon EFS A7 —WHINR , RFE4ER
Amazon EFS &%, EEXLENRRBRFEEATFRHFESE
XHREEHEE,

K W& : AmazonElasticFileSystemFullAccess

Amazon EFS AN T HENER , RFEAHAIE, #HR
FMBR Amazon EFS £#l, EEXLNBEFER T
AFRFEBXHREEHERE.

K E& - AmazonElasticFileSystemClientReadWri
teAccess

B NFS B X Amazon EFS X4 R &M iRE
PR

B : AmazonElasticFileSystemServiceRolePolicy

Amazon EFS BVIRSZ X B ENR,

B

2022 1A
25 H

2022% 1A
25 H

2022 1 R
25 H

2022 1AR3
H

2021 %10 A
8 H

Amazon £ & F

269



Amazon Elastic File System ArfEm

B HiR =t
BEAIA R KM : AmazonElasticFileSystemFullAccess 2021587
H

Amazon EFS A 0 7 #HIXER , RFEHERFER
Amazon EFS Ik EiET, EEXENRFERTFH
F#£ Amazon EFS Z£#| AR EFFREK - HiEI

BE,

XNIE R ER B : AmazonElasticFileSystemReadOnlyAccess 2021 5 A7
H

Amazon EFS RN T #XR , RFEMAEIR Amazon

EFS IKFEIEM, EEXENBEFIEATRAFE

Amazon EFS BHI AP EFK - BETIRE,
Amazon EFS EF AR Amazon EFS FIRIRERHE Amazon & KK 2021 587
BREX ¥, |

%5 Amazon EFS —#2{E

Al LAE AR SR IEHIXT Amazon EFS BIREVAE , HXMETEHMNIHBINEES (ABAC) ., X
EZEER | BESH:

e Frid EFS &R

o BIERF PR E175 18] 1R

« ABAC B4 A Amazon? 7 IAM AP IERH

@ Note
Amazon EFS EH| X FFHrE R TE TR A RN REZES] ( ABAC ) ©

EE0ZEHEX Amazon EFS RIENMARE , AR SEFE L Amazon Identity and Access
Management ( IAM ) PR,

EOEYERRTFIRCHRINR

LAT¥RZ 812 Amazon EFS APl 2{ER B QIR ERIFIEERE,
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* CreateAccessPoint

* CreateFileSystem

NERF BT QIR N RRERRIRE | L EEFEAEZFRNRE (W0
elasticfilesystem:CreateAccessPoint & elasticfilesystem:CreateFileSystem)
R, MRERFIRREPEE THZ , MEXZIEE Amazon Web Services HITEIINRIN |
LRIEAF REENBIEREL, elasticfilesystem:TagResource@lt , AFREMSMEEFEH
elasticfilesystem:TagResource BR/EMENER,

ff elasticfilesystem:TagResource B/EMY IAM REEE XL H , FATA Condition KB
elasticfilesystem:CreateAction t%& , ARIERFHNRER T HIMFENER,

ExampleZR B : X LV 1E O 8 [ XA R G R IR

THNRMIRBATAFURXH4RSE , HEVUBHROX4RENANRE, ARETREEAIAER
R (fBT A EE A elasticfilesystem: TagResource ).

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"elasticfilesystem:CreateFileSystem"
1,
"Resource": "arn:aws:elasticfilesystem:region:account-id:file-system/*"
1,
{
"Effect": "Allow",
"Action": [
"elasticfilesystem:TagResource"
1,
"Resource": "arn:aws:elasticfilesystem:region:account-id:file-system/*",
"Condition": {
"StringEquals": {
"elasticfilesystem:CreateAction": "CreateFileSystem"
}
}
}
]
}
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F FAFRZ I E|ZT Amazon EFS &R 5 A X BR

E2 B3 Amazon EFS FIRAMBEMNHRIMNR |, LA URBEREMER 1AM K, S UERARRSE
R RS

o EEBMRIEX LR IR LR HIXS Amazon EFS & IREY 5 E AR,
o« SERILURFITE IAM i8R F M PR E TFLIRE .

BXRMMAERREZRS Amazon RRGRINER , FSH IAM B P iEr PRV E A RS2 H 15 R R,
RAE TR L R PR 242 177 B AR

ERGHAPRABTUX Amazon EFS RIRMTHIRE | BRISMERRR LAIRE, fln , BrTae
ERF\EXHRER R LVRENR/EN AT SIELN ZBFRHIITRHEN API #1E,

ExamplefR B . NEEARBERSHAIEX GRS
REYAFPEABENRSRBEXNFIEXHRGR , LT RAKRBT ATRAPEXHRE , EARTAF

A key=Department , value=Finance,

{
"Effect": "Allow",
"Action": [
"elasticfilesystem:CreateFileSystem",
"elasticfilesystem:TagResource"
1,
"Resource": "arn:aws:elasticfilesystem:region:account-id:file-system/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/Department": "Finance"

}

}

Example KB : BB B ERSHN XSRS
LUTRRBIKEE R R YF AP BIBRT A Department=Finance &M XH RS,

JSON
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [

"elasticfilesystem:DeleteFileSystem"
1,
"Resource": "arn:aws:elasticfilesystem:us-east-1:111122223333:file-

system/*",

"Condition": {

"StringEquals": {

"aws :ResourceTag/Department”: "Finance"

}

¥t Amazon EFS RS MEXAE

Amazon EFS £ Amazon ldentity and Access Management (IAM) fR&#H< A, Amazon EFS AR
SHXARE—MINERAN IAM A€ | ©5 Amazon EFS BEi#EMH>%x, FENXH Amazon EFS RS
HXxABEFIZIRS Amazon Web Services IRSS R R B4t A FFEHNPR

REMXAETILEBERNMIZE Amazon EFS , AABTRLFHHRMSLENRE. Amazon EFS E
NTHRSHEXACKHNER , B/ Amazon EFS AIUKAHA®, © YW REIFEEREARE
KEE , AR EEME tnB4EAT H At IAM SEARBY X PR SR BR

RBEEEMBRER Amazon EFS XHREE , FHEMIER Amazon EFS lRFHEXAR, XFHRIFEN
Amazon EFS &R , BN EBF < TE MRS & IR U5 [E) R

R M XA LIFET Amazon CloudTrallEEFTE APl A, XEETFTHEEUZEMETZER AR
BT LR BR Amazon EFS KRBT ERIE. BXEZER |, BHS W EFS RZHEXABHHEESR
B,

BEXEZEER ,BSH (IAM AFER) PRRZ<EACNE,
Amazon EFS Y IRE M X A IR

Amazon EFS i F§ & AWSServiceRoleForAmazonElasticFileSystem 3 8 Bk %5 #H< & & 2 1F Amazon
EFS R&FEH EFS MHREFAMEE Amazon &R,
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AWSServiceRoleForAmazonElasticFileSystem R X B EBEE
felasticfilesystem.amazonaws.comAiZA &,

AN PRERRE LF Amazon EFS TR K E N JSON REERIRE :

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"backup-storage:MountCapsule"”,
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeNetworkInterfaceAttribute”,
"ec2:ModifyNetworkInterfaceAttribute",
"tag:GetResources"
]I
"Resource": "*"
}I
{

"Effect": "Allow",

"Action": [

"kms :DescribeKey"

1,

"Resource": "arn:aws:kms:*:*:key/*"
},
{

"Effect": "Allow",

"Action": [

"backup:CreateBackupVault",
"backup:PutBackupVaultAccessPolicy"

1,

"Resource": [
"arn:aws:backup:*:*:backup-vault:aws/efs/automatic-backup-vault"

]

},
{

"Effect": "Allow",
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RAriEmE

"Action": [
"backup:CreateBackupPlan",
"backup:CreateBackupSelection"

]I

"Resource": [
"arn:aws:backup:*:*:backup-plan:*"

"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"jam:AWSServiceName": [
"backup.amazonaws.com"

"Effect": "Allow",

"Action": [
"iam:PassRole"

1,

"Resource": [
"arn:aws:iam::*:role/aws-sexrvice-role/backup.amazonaws

AWSServiceRoleFoxBackup"

1,
"Condition": {
"StringLike": {
"iam:PassedToSexvice": "backup.amazonaws.com"

"Effect": "Allow",

"Action": [
"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:CreateReplicationConfiguration",
"elasticfilesystem:DescribeReplicationConfigurations"”,
"elasticfilesystem:DeleteReplicationConfiguration"”,

.com/

ERARSKRAR
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"elasticfilesystem:ReplicationRead",
"elasticfilesystem:ReplicationWrite"

1,

"Resource": "*"

(@ Note
EOEBA MBI EFS X FES Amazon KMS Bt , BATFHEE IAM R, ETHES
ER , BSRMERBRASBIE.

BYMEENR , £ IAM K (AR, AFAR ) 012, FEIMBRRSIEKAG. BXESE
B, B2 (AM AFERE) PRRSHEXABNR,

A Amazon EFS S| RZHKAE

EXRZEBERAT , TEFFHRERSHEXRAE®, ZHEE Amazon Web Services BEEZH A&, =
Amazon AP| 4 EFS X4 RSB ES B E #IE E it Amazon CLI , Amazon EFS &1 #2812

RSHERAR,

A MBRIEFEHMBRIL B service-linked-role , RAFEEEHCIE , N EHERNEIEELRN
KRR EHCRZAR, HEBHN EFS WHRACEBEHEHRBEFBEER , Amazon EFS &6

RSHERAR,

{BR , 2 Amazon EFS & B8 , service-linked-rolesk & 1 &7 Amazon EFS XIFRSHEXA
@,Zﬁﬁ?ﬁﬁﬁé‘ﬁﬁﬁ MAAFH BRI EXAG, BXEA , H2H (AM AFER) PHLIER

SHEXAE,

N Amazon EFS ‘RERZMHEKRAE

Amazon EFS R A& 4% AWSServiceRoleForAmazonElasticFileSystem REHxAR, 6l
BREXKACRE , BRLEERACHEN , BN TREESHMASI AZAE, BEERTUFER IAM
REACHER, BXEZEE , #2H (IAM AFER) FHNEMRSHEXAE,
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MR Amazon EFS RS HEXxA®

MBEEBTFTBEEFARNESERZSERACHINESRRS , BINBWERRZAR., XHEEHEERE
SRR RERAEER, ER , BMAEBRBSHEXACGHWERE , RAEFeFafike. Bx
EZEER |, B5H FERBREHERFEHN Amazon K,

® Note

R B M BRFRET Amazon EFS BRSS EEFERZAR® , MMRBETRES RN, MREK
EXHER  BEF/LOHRER,

£/ IAM $2%|& Amazon CLI, =X Amazon API Bk AWSServiceRoleForAmazonElasticFileSystem
RESHEXAER. BXEZEER , BZH (AM AFEmRE) PHORRERES KA,

Amazon EFS fRZ XA IFH X

Amazon EFS X EFr B IR LIRSS Amazon Web Services X35 Mt HEA SRSHEXNER, AX
BEZEE , 52/ (Amazon Web Services —fixZ&Z& A M) K Amazon RS R,

Amazon Elastic File System 543 # 17 7] B @ HE&E
BRIERUTEER , HBB2MAEEE A Amazon EFS Al 1AM B A 5EI& EI Y & WL [A] &K,

£}

« RFEMNIE Amazon EFS FIITIRIE

« REBIIT iam : PassRole

- REATFRIUNAN A EE Amazon Web Services K B9 Amazon EFS &R

KL TE Amazon EFS TR E
MREBRBEEIRIER , ERETUIITEMRE | WA E TR AR FRITZIRE,

% mateojackson IAM AR ZHEAEGHAEETEEXEM my-example-widget BIRNIFHEFR ,
BRWEEN elasticfilesystem: GetWidget ERE , @K EUT ROIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
elasticfilesystem:GetWidget on resource: my-example-widget
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage_delete.html#id_roles_manage_delete_slr
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EWERT , BAEH mateojackson AFEKREE | LA TFEH
elasticfilesystem:GetWidget &AW my-example-widget BiRo

MRBEERE |, BEBREN Amazon EE R, FNEEARREEREZIIN A,
LA AT iam : PassRole

WMRBURE|—MNEIR | IEBRETEINIT iam: PassRole B , SN EHRERBUAF RS A BIMEIRLEL
Amazon EFS,

B L Amazon Web Services iS5 RAFBNIIEAREZBAIZERSE , MARUNEFTNERS ARSI RSHE
XAE, ALt BAMEEFAGEETRSHNR,

& A marymajor Ky IAM AR 2 E ARG A7 Amazon EFS FIITIRIER , R RELL T RHILE
xo BER , REMVMEERSFACAHETFHNRT THMITIHIRE, Mary TEBERAGEZIESRFHIN
BRo

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMIERT , XIEF Mary BISRBE LA R P EINIT 1am: PassRole #B1E,
NRBEZHE |, FEBREN Amazon EE R, FNEEARREEREIIN A,
A AR U ATFEIFER Amazon Web Services I~ 9 Amazon EFS &R

FatlE—1ae  UEEMKFPHNAFSIEELANARTUERZABKRIGRIEHRIR, &0
DEEH#EREY , AURASE, XN TIHETHRNRBEIIE FZH SR (ACLs) KBRS , &RIE
15 A IX L5 SR BE (0] ATV HR T 175 (R R BY B R A A PR

ETREZEERE , BSANUTRE

« ET#% Amazon EFS A X FHXEIhEE , S Amazon Elastic File System 215 IAM Bl &
.

o ET7MBINAIRMEITEIBAE N ERN I FERE Amazon Web Services Il |, i525E IAM AR EEH
A E & AE Amazon Web Services ik B9 5 —4N IAM A PR E 15 R XR

o BT MBINAIMEE = HIRE SRR R E Amazon Web Services Ik | 55 H IAM B 18
BEHRRmEE=HEMHIFENR. Amazon Web Services 2

- ETHRIMESNSHBKASRIERABENIER , H5H (IAM AFERE) ¥ AL SN EHRRIELN
AP ( BHRBRERIE ) BEIFEINR,
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- ETHEAACNETRRNRBHTERSHRZENES , H36 (AM AFER) B8 IAM
o Y S K P BR 5 ]

EA IAM 2 &I S H RS (A

IERLMER 1AM SRR FRE LN SHERTT BRANMLLAY T XIEHIF P iw3S Amazon EFS
RBRNTE. BIEA IAM , BAIBLATFERFmN XA RENTRERE , @FR%k. EANRE

Flo X4 IAM S B ERBEH XA RERFREFNVREN P RRAF TR ZEE ERESORBENR
TR R B P [ B 4R T AR BR o

NFS & /=i Al AFEE#E) EFS XA RERER IAM AefriREC, AT/ RERIIXHRE
BY , Amazon EFS 1TEXHRER IAM BIFRE ( MAXHRERE ) UREMTET HHH 1AM XK
B, LAEER TR HRSE T ERR,

LB NFS ZEF MR IAM BE , BERHEEN IAM BRORF 1252 Amazon CloudTraile H%
Al fE A id & Amazon EFS API A E ZE & CloudTrail , &5 5 Hid % Amazon EFS AP| 1
Amazon CloudTrail.

/A Important

MIER EFS ERFEPEFER EFS XHRE , FREEM IAM REURERFFwF. BX
EZEE , BN £/ IAM BERUEH,

I\ EFS MR EER K

BRI EFS XHRAERBAEA IAM #HT MR , Ea A UERAER B REESIXEFRGENTME
ZEEFPIHRRTFELTFRNR, SHAFBRENXAREEBTENN (EECIEXHRSR ) |, &
INEBFAE N, BURIANERSEEEAEMES , DescribeFileSystemPolicy APl B{E#H4ARE

PolicyNotFound "R,

B uml) EFS R4
SRR (8 P XU R G SR U 8] SO R B P B R A IR A

Action 1% B8
elasticfilesystem:ClientMount RN ARG RRGERR.
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Action L
elasticfilesystem:ClientWrite REXN XHREHNEBE AR,
elasticfilesystem:ClientRoo REE R SRS AR HNR,
tAccess

EFimiY EFS &4

ERTEY , BERUERATE XNEHE. Amazon EFS 7 NFS FFimiRM 7T U THE LR HE.
£/ IAM 2 FIR RIS EFS XHEREMNHHE , TRBIRITEMEMRAR,

EFS &g 15 BA EER/
aws:SecureTransport FRAKBTEREFIRETEE HRE

3 EFS X R&atEHA TLS,

aws:Sourcelp FRALETEREN IP it  FFH
BEERPIEEN IP ik
T, aws:Sourcelp %
HRIAEATLAE IP thitss

Bl
elasticfilesystem:AccessPointArn BEFPImETEEEIN EFS A FHESH
& H ARN,
elasticfilesystem:AccessedV FRAKEARLERERAXGER HRE
iaMountTarget SEZKERNEFYLIER EFS
XHRE,

M A R G R g

EEE Amazon EFS X4 REREH RO , S HER T Amazon EFS B E T &R K BE R P,
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Amazon EFS By & # tEI8iF

ETHMERETHESNITNNTEE , H5EAmazon Web Services BRE “” Amazon Web Services i
% FH “BREMITRIR 2 HSEE” , RFEREBMXBHEMITRI. Amazon Web Services fRE Bx
—mREL , FSREMIT,

O LA TEE =S FitRkE Amazon Artifacte BEXEZEE |, HSRFH “TEHIRE" Amazon
Artifact,

EIEBEH Amazon Web Services RS A TEEBUR T RN BBENBRMYE., RTINS E IR
IRERMEENZEN, BXRBEFEANNERATENEZEE Amazon Web Services RS |, 5
EAmazon &4 X #4.

Amazon EFS i )14

Amazon £ IKE % HeE 55 Amazon Web Services XiFMATAKX ( AZ ) ¥, Amazon Web Services
Xif fHZAEYELRIEREANTAX , XETAXSERREK, FHESENRESHNMNEE
BE—E. ATAKX , £ARITTNREEATRAXZE L B3 KT AREBHNAREFNKE
F. SRENENZZSIREFEROEMREHEL , TAXEEESHAAY, FELENTT Bt

Amazon EFS X4 R &7 Z &M Amazon Web Services KigiF ) — MRS AN AXHE, 5 B
AEFITAEESTAM, ERITSNSTAMAREBIECTAXNINEN , BSXEE  RE
ESNAZH | BHERBERN IP it F DNS #H2B#SH , BEelIRES NN BRIXENAREH. B
REZER , BSH WAF Amazon EFS 5 Amazon EC2 && 1 M.

&< Amazon Web Services XIBFTTAXHWEZELR |, HSH Amazon £EKERMIZHE,

| NFS B i85 EFS A REHMA T

BALUERAMZERES MM EFS XHRAKREEES NFS FFimXT Amazon EFS X#HREMGR, &
AJLAE A Amazon EC2 IREMIMEZZ £ HE |, a0 VPC ZEEAAMN F ML ACLs, &k 7] LASE A
Amazon IAM B3 EFS MRS KBMET B4R KBEKIEH NFS 5 RIR.

EFH:

. £ VPC Z4£4

{5 Amazon EFS ##9# 0 VPC im 2
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£ VPC &£ 4

£/ Amazon EFS Bt , FE N EC2 KHIEE VPC 24 , A N EXHREXEKM EFS & BirE
EREH, REBFRIABNIE , ERMHANFESCRE. EANLEIF , BEF3) EFS K458t
BT —1MNg24E, AF , 85— 1MLL4A5 EFS BEH B/MEXE (B, BHIRIA VPC IRIAZ 2
B, IMFEEATANEGS. BEXTEFRS , MIREEBAT Amazon EFS NRENRHZ £
i

IERBARN IR EFS XHRER T AWM G EMER, it , ERM—LEMN |, LA$F EFS KA
P& RS (NFS ) im OB HES B FREES EFS XHRS.

- BNEHNHREMN EC2 RHIBSBTE — M REH , EMNNZFFE NFS 150 2049 LT E B R
HEATH AT

- EFSEHBAHRTER 1M 224 , HANNIHNGFERXHERENEA EC2 KAIBEF NFS w0
2049 BT ARG,

TRERTHRBENRERSEMAN

gogcat’:| it 7 iwA EVA=E
EC2 =4l ik TCP 2049 HEZErRZe4dA
HEZ B A¥h TCP 2049 EC2 il &4

£ Amazon EFS #iRiE O

RNTXEBHIEM NFS B/ UK , Amazon EFS Rk BIERE O RERE, NREERNENWA
FAIBAiE Rl Amazon EFS |, BANBNEERUTEF imBAEMRN, A SSH EZERXHREHIET
LATae .

iptables -I OUTPUT 1 -m owner --uid-owner 1-4294967294 -m tcp -p tcp --dport 2049 -j
DROP

ZEHIE OUTPUT &% (-I OUTPUT 1) FFKimAREIMN . ZMMEE I EARBRAVFENZHRE ( -
m owner --uid-owner 1-4294967294 ) FTFFE| NFS #w0 2049 ( -m tcp -p tcp -dport
2049 ) KNEE,
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MEZF RN REEEEM

NFS 4.1 (NFSV4.1) AN B R EEAEBEXHREER B 2 —H NFS #0 ( TCP #0
2049 ) B MEBEEIN T EEERBXMHRSE, A , NFSVA1 BRI R EEEEEINEEZNERT
FREEFRXHEREREHEAFMA D,

REAFELMBZEEAUTERRZRRRERE :

- MEHERN VPC RENMXRE - XOHREERERTREAXRBENLE P ik, WTEHXH
REHME— BAREHE

« ZRih VPC Y Amazon EC2 £ 4
. B2E#EM EC2 =4l VPCs

- {£/A Amazon Direct Connect 1 Amazon Virtual Private Network (VPN) %] Amazon VPC iy
it fR 55 2R

- BEFumMER B R VPC TRBYMEZLREFIFIR (ACLs) , AT MNER B AR F RIS AT IR —
EESXHRE , B RAMEEB SHEHS BRI NFS im0 2049 B TCP EEAEKIRLERE,

. B EBAES BN VPC R AWAN (ATHRAWE ) - B EC2 RAIBBESIARS M
TREBMMBFTEN :

 XHRELTEE-NMEHBER , ENEZEOEANT2ANANZEE NFS im0 2049 £EA
KEXBIMAERE, BAILZ P it (CIDRSERE ) SiREHE A AGERE, EHBRMEE
A ERAYE NFS is AN ZEEMNKFER XA REFHZFNRBER, XHEREGEERBIRHN
FEEOTMER NFS im0 2049 LAAEY A SE ALY AR AR 0] H vh A

- BEHXHIMMER—IMEED R EANIEFEL I XHRENENEH B R LW NFS iy
O 2049 Wy HuhiEHE, @A SR P by ( CIDRSEE ) & 245 A HhERE,
BREZER , F5H EEESRE R,
tIEZEA
7 EC2 5 EFS HEE BfrtlEZR &4

LT 273 Amazon EFS SIBZZ AN ERITH—RE R, EXRCIELZLANIRA , 555 (Amazon
VPC AAF{Em) RWRIEZ A,

1. XTF EC2kfl| , BERUTANCIEZLZEA

o AUWEHIN | XEEIRO 22 LA Secure Shell ( SSH ) MIERY 1P ik 57 R 483 17 A S 15 1] o
HE , REIREU RS R £ M4,
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o HUEHN | XHEFET NFS im0 2049 NEF EFRZEARTHMG R, FEZKERTSHIRG
7 B #F,

2. XNTEFSEHEHEB , FEANATANGEZSA !

o AYEHLN , Z#EHEIS NFS im0 2049 )\ EC2 R2£A#1TIAE, & EC2 R2ARBINIR

(® Note
BATERMEEAN , BRI IAHEANZEGRE HERE,

58 Amazon EFS F#y# 0 VPC i

EEERFABE R (VPC ) 5 Amazon EFS APl 2B T AE# , JUAIEED VPC mR. maRM
5 Amazon EFS API NZ €& , TEEBRMMK, NAT EHIELZTHAMNE (VPN ) EE, BXE
Z{EE , BZH Amazon VPC AFERPMFERE D VPC LigT K iFA Amazon fRSS

0 VPC 4% S B Amazon PrivateLinkiZZhBEiR X 3% | ZIhRERFEAFLAE IP it £ Amazon
H&ﬂzeﬂ %AEEEO ZE A Amazon PrivateLink , AL 5% VPC #&&. API = CLI &
&1 VPC '=F'7J Amazon EFS 8]2#0 VPC KifT R, XEMEEAN Amazon EFS API B3Rz
HRSHFE IP it F BN FM P — MM KZED, L& VPCs £A Amazon VPN,
Amazon Direct Connects, VPC X &M AR IMEHHAMIFFE G B VPC RKImT R, BXEZEER | ES
5} {Amazon VPC R #6/) F KA Amazon PrivateLink VPC £ 2|k %

3 Amazon EFS ¢l Ok =

EH Amazon EFS #l2# 0 VPC iR , BHITUT®REZ—

-+ com.amazonaws.region.elasticfilesystem - i Amazon EFS AP| 2/E6IZ % =,

« com.amazonaws.region.elasticfilesystem-fips — 1 Amazon EFS API 8|2 #&f& = EBx
S BN EFRH ( FIPS ) 140-2 B &,

B Amazon EFS i SR FIR |, 55 (Amazon Web Services — x5 %) ##J Amazon Elastic
File System A9 = &L &,

BEXRNAGBEOLK KT ANEZEELR |, 1§51 Amazon VPC AFERHHMERED VPC Kim
1518 Amazon RS
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A Amazon EFS 6|72 VPC i & 5K B

E2HIX Amazon EFS APl iGRIXER |, BRI LA Amazon Identity and Access Management (IAM)
REGF N EAY VPC Kip T R WERBEEATAR

o AHITIRENES,
o AHATRRAE,
o ANERITRENTIR.

BRREZER , 5K (Amazon VPC AF1ER) HHYEH IR LREEZSIN VPC in KBV T5H .

UTFRBIERT —1 VPC KinTi RREE , ZREIELABEABLSLIRT REE EFS XHREHN
R RAIKBERTFIE ARITAE ERENNR,

{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"
b
{
"Action": "elasticfilesystem:CreateFileSystem",
"Effect": "Deny",
"Resource": "*",
"Principal": "*"
}
]
}

MEXHRES (NFS ) RBIAF. AFNE

BIEXHARER , MAMBRT , RARAF (UID0) EAEE. EANMITNR, N TILEMAS thae
BRXHRE , RAFXARABRFHIFENR. SUUERATE LB IEZERAFINFEAN
BR., BXEZER , 2 £RABEALTH,

EFS XH RSN REAGRIKMN Unix MEER, LENEEL T ZNRIITRENNE, ZE Unix
R R SR A o LAUB W T ## Amazon EFS X R FEAEHIT N

NFS HAIAF, AR 285
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BN, 1E Unix RIS RSE £, AP MARKRS BB FFRIREF , Amazon EFS X LEFRIREFRER R
HIEN. XTF Amazon EFS , XHRENR (BIX#. BEXE ) B2/ MEENENAHEE, HH
PERIFRXEREIIRET IDs , Amazon EFS S I FE R ENER,

® Note

NFS M FHENEF &% 16 N4 IDs (GIDs) , EAEHMA GIDs &M NFS B ixiERH
B, BXEZER , FSM 4B NFS X RS L RN ST,

TE , SRR RHI LR A% Amazon EFS #) NFS SR BEHN 1L,
£

o XHERIE FANR

- EFS X#REMHEARHIMRBRTH

o XHERGR AR B A R4 1D AUR

+ ERE

+ RIRET

- ERXHRERRAER

- EFS AR

A B FAXR

BRIEM EFS MARE R , BN EFS XARGEHHWNHME FIIFETHH NFSv4 1 B inFmHNA
A4 ID B4R Unix HXIREL, BEANRNMITNR,. AXESZER 50 NEXHRS (NFS)
ZrAF. AR,

® Note

BINMERT , X—ZEHREEHEURT X NFSv4 1 B ENAFMA ID NEME. EaUER
Amazon ldentity and Access Management (IAM) BT & R KB F & 17 RBEXT NFS ZF 7 it
RN, ARHRE, EAFMRBRIGRNE. BALUEA EFS (KB E NFS B IRRAMNER
ERGZHFMARRER. BXEZER , BSREA IAM BHX4RGHEMEIEEA S,
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XM B FERE, BAMMITRRE—NROIZ | Alice TREANENHRE LN M AB F /alice

RN BARENERNXS. T , BEARHF , RRF Alice HE—XHRE L Mark M A B
/mark FIEMHEAEMX 4. LY Alice M Mark IBENHZH K /share #BIXH , ERgEAPE
AX o

EFS X R 48 A =5 FIX R = 45

B2 EFS MH RS HE VPC FRIBZNHREWER BirE , B LUEEE XA RS At R
B Amazon EC2 324 £, mount i S UEHEXHREHHEME FR. A3 , EEERBIENXNH RS
B, RE /W —1PMREE R, BREAFMBAREERNE .

BAF mount SRR FR 4 DNS B#FRIRAY Amazon EFS M RSHIE B FKiEH T /efs-
mount-point 2 B FH,

sudo mount -t nfs -o
nfsvers=4.1,rsize=1048576,wsize=1048576,hard, timeo=600,retrans=2,noresvport file-
system-id.efs.aws-region.amazonaws.com:/ efs-mount-point

ENREX AR F TR

« WATEHEIRHE FM read-write-execute R
o AR B FEM read-execute PR
o JWHEME FM read-execute R

RAERAFTAERILE R, BRAFEATUEEMAAFRTFNIEE ZRHEARR, Flu:

- BIETENSAF FHER, BX step-by-stepiiifi , HSRHE  SIEVENSHEF FH .

« XEFEAPBAEFS XHRGRER. EFRAFNRIAS AL EEMA SR TFIHEZX RSN
PR,

« B EFS XHREMAENERNFRAFNA , BEAUTHS

$ sudo chown user:group /EFSroot

- EEANHREHNBRELEMRL , HFEAUNTSHS

$ sudo chmod 777 /EFSroot

WS HRET XHREWE EC2 24| LM FTE B F #F read-write-execute X iR,

EFS XK 5t 5 A 251 FAX R 7= 4 287



Amazon Elastic File System ArfEm

M ARG XA B AR P AA 1D R

EFS XHZREHWXHME ZXZFETHF ID MAKMNFRE UNIX RiEE, BEAFMMITRE, IDsY
NFS BFmETREA BRI SHER TER EFS XH4RER , EFRIRERNAF ID F4 ID HZE
£, ELAER EFS EASXREE NFS EF % IDs FAMAF ID A, HAFRZRGEXHEME F
Bt , Amazon EFS @R &EHAF IDs MBEYH , IDs URIEFSENMNAFREENIFHEIX LI R, Amazon
EFS & fEATA] IDs RIEFAF IR XHME ZNFIEENEFAFEE, Amazon EFS FaR&E
RAPSENER , SNUEABRFHRRA,

(® Note

1£ EC2 Sifl Lol A A |, TN AF S EEAKFAS ID (UID) #4 ID (GID). # Linux R
sit , B HF IDs &1 /etc/passwdXHHiREW. F4H IDs 7£/etc/groupX .,
XEYHENEHES ID ZEHME, £ EC2 26125 , Amazon EFS 31X L E Bl 1TE4T
BHRWIE IDs , 2FFER ID H 0,

WRAFMNFHEANTRER EC2 KHIT5IR EFS XHRE , RI|EAFH UID AXELH ERABRZERT
B, BLBIMTARATRNAEITA

« MERN EC2 KB LKA ID ME , Amazon EFS 2 EMNERAR—AF , mMAEZERBAEIIER
Y EC2 £l MFAS EC2 SKBITEE MRS H A P &8 .

o WRWN EC2 L6 LMAF ID F48E , Ml Amazon EFS &FEMAFTENAF. NFEATED
EC2 £f6liF R EFS XHREHAF AR THEE,

- MRFE EC2 EXH LNRANMNTBERFHEZE—1ID, N Amazon EFS £ HANE — NS,
FBAINE R UG — A XNEE EC2 SKAIBM AL FIRIRE . AP AIUEA id i SREHEHKF ID,
$ id
uid=502(joe) gid=502(joe) groups=502(joe)
XM 1D BR&t 2R
RERSHHNFS IARFEE—I1EN IDRFEFBNTHERF , ATEERAFREMZANRS . IDs

£ Amazon Linux & |, ZSFHREFFA rpc.idmapd , £ Ubuntu ## A idmapd. BRENAF A
ID B AEBH , Uk E#kR, B2 , Amazon EFS XA EHF ID, RITBUEE EC2 246 £
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W, 7£ Amazon Linux £, ID BRETESEELTERARS , BFBATE. EXMA ID e | EEH
NN N O

$ service rpcidmapd status
$ sudo service rpcidmapd stop

ERETE

ERINERT , EFS XHRE LEZERBHFE. Amazon EFS B1THE no_root_squash B Linux NFS

PR EREL, WMRAFSHA ID F 0, Amazon EFS £FZAFMN root AR , HEINERRE (A
FiHRMEHRFIEXHRSEXR ) » X Amazon Identity and Access Management (Amazon 1AM) & 3
REFERER AFIHRIClientRootAccessiB{ERT , T ERFIREE EEARESR. YRFELT
BRRAR , BAFNEERNE NFS RESB[LEGERIRNAF,

BXESER , HSH £ IAM BE RS,
£ 1AM B8N NFS FFiRE ARETE

B LU¥ Amazon EFS EtE A FEIEBRENEE T Z AWFTE Amazon Z1E AL root X PR [A]
BH EFS XHRSG. ATLUBE IMEXHRS (NFS ) BFIKELE Amazon Identity and Access
Management ( IAM ) RECRIITELIRAE,

AL, FERERD IAM XRKERE , TR

« B EFS XHREXRM , ZERBABAFXN NHEREHTREMEA TR |, FRIELRIEH,

- £/ EC2 RHIEE X4 IAM B R 5 BAFEN M4 REHTRIFEA Amazon EC2 B
THE¥s, BXx Amazon EC2 EHIBENXHMEZER |, i5Z 1 (Amazon Identity and Access
Management AP 1E/E) Y152 A SEBIEE & X4

« fHAmazonElasticFileSystemClientFullAccess Amazon & R 2 HAEE TELH IAM
A, BX Amazon EFS Amazon FERMNEZEE , HZMAmazon EFS W H G HEIEE,

TEA 1AM BN NFS BRI ARGE  SEAU TR,
B LE XY ST 4 R GE TR I

1. #TFF Amazon Elastic File System ##l& , Bt 7 https://console.aws.amazon.com/efs/,
2. BEBRXHRE.
3. MW'NHAREMEHPERESARFENXHRE,
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4, BENHRGEFMEENEL , EBRXHRERE , AGFEREE. EPRER File system policy
(XHREKRE) H,

5. ERBHATT , IFIMINFELEREE. KEE JSON X RFERERKREIRT,
6. WE# Save (fRfF) SMRIF XA RLE R,

FEREFHIUUNBTET AN RBEREN GREHNRIGREINR, &
AmazonElasticFileSystemClientFullAccess BN FREEM MBI THEMEN AR | IAM 21R1E
THESEH 54 R EE IR T 33 TR 15 R ABR.

MEE T B AR RAXER

1. f#H https://console.aws.amazon.com/iam/ T FF IAM 2 #1 &,

2. 5 Amazon EC2 Bl — /&7 EFS-client-root-access AR, IAM &8E—NE5&4E
# EC2 AR & 1L HIE & X,

3. ¥ Amazon FEEHE&AmazonElasticFileSystemClientFullAccess EL4A R BIEH EC2
A, AREBHNEW TR,

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientRootAccess",
"elasticfilesystem:ClientWrite",
"elasticfilesystem:DescribeMountTargets"

1,

"Resource™: "*"

}
]
}

4. EPIEESTHHMBEAESIE TN EC2 324 , TR, BXxEZER , 53R GEA
F Linux SEfI89 Amazon EC2 RAF1ERE) HEVE IAM A&k nEIsL4l,

a. FTFALTF https://console.aws.amazon.com/ec2/ B Amazon EC2 2| &
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b. ESMERKD , %&# Instances (3£4)

c. EFEZEHl, ITF Actions (H4E) , i%E# Instance Settings (EHIHRE) , ARFiEE Attach/
Replace 1AM role (Fff in/&# 1AM A ),

d. ®“EREEFE—LSFEIEN IAM A€ EFS-client-root-access , REIEE Apply (B2FA).

5. EEBEI LR EFS BEHMBBERF, HX EFS EHBFEHAHBIREF M amazon-efs-utilsFX
HrENESEER , S E%E Amazon EFS &/ i,

6. BEEA® iam EERETWU TSRS , EEE T/ LER EFS XHRE.

$ sudo mount -t efs -o tls,iam file-system-id:/ efs-mount-point

BT LU Amazon EC2 SEHIELE R i@ IAM BB EHIHRE. BXEH IAM ZRESR
EFS XH4REMEZELR , BSHER IAM BUER,

NREF

Amazon EFS £ XHRREF—/NRETH, Rt , TRSA—NEENER , KIEHBHE T ENR
B9 R P 5 R AT AT R R o

BERXHFRENRAABEN

Amazon EFS 38 #|3EHe POSIX chown_restricted B, XEWKBERERAL TUERXH RS
FNROFIEE, root AFSMEZERAF U UERXHRETNRNFMEEA. B2 , BRIEAF 2 root A
P, BNZAREERNFMEERFENA,

EFS AR

BRR FHRERGRA,, ANXHRERENATERATRIRHNEAXAREER, HRIER
ERGAFMAESE NFS ERIRRHNEIMSHER. XHEREBREENLRKHIRE REAFF KL
o WHZETARSMNNABRFELRAAZNET XHNBEENELEREBNRERESONER
HBE R, FRAGRKRNNARFARGRAEECHERZRRZTERPHERE, BXRXBEARNESER
BESHR EHAEARTE,

FEAREARIE

EFS ARR EFS XHREHRBETNABFNAAR , ETEAMEBNARFNAZRESENT
Bl MARAUNBIEARKHNFIEXHREERBFMTAT SN (EAFH POSIX A ) .
BARGETUNNHREBEMTAENRER , MEFFRARHTREEBZIE T B RPHHE,
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&AL E A Amazon Identity and Access Management (IAM) REEEEIRENAREFFERSENEA
Ko AILERF IAM FREEASMBELESENENINARFRERUNBERREENRLITER,

A LAE A Amazon Web Services BE##|&. Amazon Command Line Interface (Amazon CLI)
Amazon EFS API AELE EFS MH4RECBEAR. BXLIBEA R[N step-by-stepF 8 , S50
BEAS

BEARUEEHBIRESER

EREARZE , BPE VPC FEDGIE—NEH BIR. EHERREMHS EFS XHRSEHNMEIE
g, mMEARMNEH#EAZFHANBFETEARFHADR,

BARGEER BN ITARKE,

- REARTEEHBERRIINAY , MAREEARIRINA,
- EREREMHAETAXPEHAUEREARL

o IAM &#%4H elasticfilesystem:AccessedViaMountTarget AIHARUES B #r15 18
HRE  XEATEZESNEZEARER,

ERGR[RERNXHRSR |, B LER EFS BEHABEF, EERGTH , S/EXHERLE ID. HH
A ID M tls EHEHOED , WEL T RBIFR,

$ mount -t efs -o tls,iam,accesspoint=fsap-abcdef0123456789a fs-
abc0123def456789a: /localmountpoint

BXRERATRRESNHRENESER , FSRER EFS BARHITHER,

ES}

- ERAEASESBTRAS S5
- ERAEALERRTRER
- EIAM EBEAEAZEAR

EREASERRITRE S0

BANERALRRANBEHR KRR ENIEXHREERBFRTAFNAEE. EEALDEE , £F
BEiEERECRT RN ERFRTHRERES M.
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Hep , BFREHAUTRE

- B/ ID- AFHYESF POSIX AF ID.
- 441D - AP HEYEF POSIX 4 ID,
- RE4Y IDs -REHAEFIK IDso

BERRAFEHE , Amazon EFS &% NFS B imMY A MAE IDs BN ERAR LAFTBEXHREE
FERENSH. APREERITERFRITUATERE

- IXHMBE ZHNAEENAREN R SWAF ID M4A D,
« EFS BMENHRENRNSEREAR IDs WA ID, 4 ID MiHBIHE, EFS 228 NFS &F

ﬁll_'ll'-lﬁo IDs

/A Important
BEHITHFP B4 ClientRootAccess IAM PRI R,
flan | EREERT , BUESFIHRSAF ID #/sA ID&EE RN ID (BN, & UID /=
GIDIEEN 0) . EHEBERT , BL4F[ME NFS BEFHIZF ClientRootAccess IAM
BRo

EAEARBHHIITRE R

BRLMERBRRBSEXHREMNRE F. ERHEMITRE FoT , EREAK[N NFS B imERAEE
ARLERENREFR , IFRXHRENRE Fo

BALUBEERHRK/MRERF R Path BHRE A8, Path BB LB R A HH PR
BNHRSERNXARERE ZNZTERE, TERENKETEEY 100 M 2. ERZTEE
M B %o

HiHE R EIEERE RN , ZEFZRERANERZHR SN NFS FEF RN XHERENERE F. 600, &
RIGRSRMIBE RN /data. EEERT , EAFR SER fs-12345678: / EFERH R RER
fs-12345678:/data EEMHEINHE,

HENBRRQFEERB R, FHRREER ZNR , EEEARRFEBRIIER MRS, BEM
S FBRRANBEARAPIAIENMBEARE TIITMN, fln, BFXRE 755 A FEXRAFRE
FEHIHX M. QIEXANEHB R, ARFAEEMA S5 HXHMRRE R,
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NEASGEZRR F

MRNHRE LZBEEARNBREFKEE , W Amazon EFS 2 B3 812 BB EMA MK RH R B
Ko MREVERKRIEE B FKABERANR , Amazon EFS FALIEB B F. FALSE , AR
BREAFSINARFMEXHRELFEMER , MEFM Linux TVERXHERS, BZBER , £
BEARN , KERAATEEEERB FAENMNNR

« OwnerUid - ZEAERBEREBEENEF POSIX AF ID,

¢ OwnerGiD - ZERERBEFZPEEHLHNEF POSIX 4 ID,

o BPR - BXM Unix B, —NMNERLBER 755, BERANBASRAFPIRE THITH , F£EME118EBHRK
THERIFRE, HEEDEZHEEERFEEZHEA. IHNBEAFHFXHFNNRE, camEHEHMHA
FREFHAFIEXEFHNR, EXEH Unix XHMBEXREXNNEZEER , BSRNEILHRES
(NFS) EBIAF., AR,

REEAEALEBERIEET OwnUid. ownGID FIfXBRES , Amazon EFS F&£812iZB . MREFT
RBENES , Amazon EFS T2tlEBR B %, MRBERBEZRAERE , MFERAZASLHTERNZRNTX
Mo

EEBRTHBEARNXXMHRSGH , MR ZEREAFE , WBZEAQHRER , sTREBRER
OwnerUid MINRZE G BFARNEEN . NREASNREFZEERNBAZHEEFE , WEART
LEZUANR. MEMBRBEF , W EFS FETREABR QERXHRERERIZZE X,

® Note

MRRBIEEEARMRE ZHNFAERMNR , Amazon EFS HAR2IBZRE F, FiEHERE
ARNZ AR R K.

EARRBRBEFNEZEER

MIBEBRBEENET , Amazon EFS BITHELTF B AT no_subtree_check WA Linux NFS AR
%85

£ NFS thilld , RFBERNHIN , B RFXETRAERRXHINE—5IA, EFS A %%
ERA AN BERET EFS XHREN TR, HREZBSZMAUA , Amazon EFS FALERE
EREF2AMBXHNXHTR, B2, #EEBRT , AP RS ERAEM out-of-bandHlHIK3R

Hip R R AN X TR, Flin , MRENERBREZNMIER , Mibl]TELXFM, MR
BT B4R, AT A AT IREU B AR,
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X F V516 A = V5 16 AR B RSB SUHE | SRR AT ST AR AR AR R
£ IAM REEREREAR

BELAMER IAM REGRFIME - BH IAM ACMMIANEE NFS BERmR RS ERRR. ik,
IBAILAER elasticfilesystem:AccessPointArn IAM &8, AccessPointArn 2EFH XK
AR 7R =B Amazon BIREZ R (ARN),

LTR—IMNNHBREERE , ZEEAY IAM A€ appl FAHE A fsap-01234567 KihHE X4
RE, ZEBZE AT app2 BE AR RXERAXMH RS fsap-89abcedef,

JSON

"Version":"2012-10-17",
"Id": "MyFileSystemPolicy",
"Statement": [
{
"Sid": "ApplAccess",
"Effect": "Allow",
"Principal": { "AWS": "arn:aws:iam::111122223333:role/appl" },
"Action": [
"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite"
]I
"Resource": "arn:aws:elasticfilesystem:us-east-1:111122223333:file-
system/*",
"Condition": {
"StringEquals": {
"elasticfilesystem:AccessPointArn" :
"arn:aws:elasticfilesystem:us-east-1:222233334444 :access-point/fsap-01234567"
}

"Sid": "App2Access",
"Effect": "Allow",
"Principal": { "AWS": "arn:aws:iam::111122223333:role/app2" },
"Action": [
"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite"

1,

£ IAM R EREAR 295



Amazon Elastic File System ArfEm

"Resource": "arn:aws:elasticfilesystem:us-east-1:111122223333:file-
system/*",
"Condition": {
"StringEquals": {
"elasticfilesystem:AccessPointArn" :
"arn:aws:elasticfilesystem:us-east-1:222233334444:access-point/fsap-89abcdef"
}
}

RIS EFS XA RGN H B RINER

Amazon EFS R #£15 RN RERHIRERFSBEEEN EFS XH4REMN L HTHE. BRINER
T, #T8Y EFS XHREF AT L HTF, BER , B MER XA RERBUARTF BT,

/A Important
B R R F R AR AT B B ES EEM MBI S E RGN R RRERFZFTAHIBREINRE , &
BFRFPENERR. BRTBABRARFENERE 2 , CEFARELLTERE , KEIAEA]
FELBFOHBGRENR :
o FihnE|<BX Amazon ZEA ( Hla0 |, IAM A€ ) WET AR

o MEINEIRERFRMET Amazon RIRKIZEEE ( flE0 , Amazon Key Management Service
(KMS) 247 )

FH
« FEAMUTHEAMELELRIAE Amazon Transfer Family
- “DEMENL

FERAT AL AR TF R Amazon Transfer Family

LI Amazon EFS 5& & A Amazon Transfer Family , IR XH RS AT LATFIHR , MMNETF
SXHRGETREMKFH Transfer Family BR S5 85 4028 X4 R 48 15 R1E R F4EPBE IE. Amazon EFS &
TAEMAEREN IAM RiE | IRRER LA , WA LEHEXER, EARYF Amazon Transfer Family
FRIEBHXHRE , FEMENXHREERRE , FETEAN LT,
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® Note

N1 2021 F£1 A 6 BZHICGIEN EFS XHREERBATAFHEHN , RIABER TEA
#£ Amazon EFS # £/ Tran Amazon Web Services I sfer Family, E ¥ A Transfer
Family 75 BB XHRE |, BB R Amazon X,

O
EWENHRERBATAEHFLN , Amazon EFS BRXHRERMELEN. RENXHRER

BEHATIME  LBECRENSILBFM. AXHFRERBNEAUT —IREIMNRVEEE (T2
EEERANE ) BFHRMRN , F2RFZREANELE

- Amazon EEA, AP, AGEKRSES (HIW0, aws:PrincipalOrgID)
* aws:SourceArn

* aws:SourceVpc

* aws:SourceVpce

e aws:SourceOwner

* aws:SourceAccount
 elasticfilesystem:AccessedViaMountTarget

* aws:userid, outside the pattern "AROLEID:*"

BIEXLERN , LT ROIRBEEAN LT,

JSON

"Version":"2012-10-17",
"Id": "efs-policy-wizard-15ad9567-2546-4bbb-8168-5541b6fc0e55",
"Statement": [
{

"Sid": "efs-statement-14a7191c-9401-40e7-a388-6af6cfb7dd9c",

"Effect": "Allow",

"Principal": {

"AWS': A
}I

"Action": [
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"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientRootAccess"
]I
"Resource": "arn:aws:elasticfilesystem:us-east-1:111122223333:file-
system/*"

BRI LAERIRE RN True B9 EFS &4 elasticfilesystem:AccessedViaMountTarget fFit X
HREREIGHIELNE, BULUER elasticfilesystem:AccessedViaMountTarget fAFX&E
HMXHREERBHFIFR EFS XHERENEFIRIMITIEEN EFS 81, UTIELBEREERRENRN
True B elasticfilesystem:AccessedViaMountTarget S,

JSON

"Version":"2012-10-17",
"Id": "efs-policy-wizard-15ad9567-2546-4bbb-8168-5541b6fc0e55",
"Statement": [
{
"Sid": "efs-statement-14a7191c-9401-40e7-a388-6af6cfb7dd9c",
"Effect": "Allow",
"Principal": {
TAWS': A
}I
"Action": [
"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite",
"elasticfilesystem:ClientRootAccess"
1,
"Resource": "arn:aws:elasticfilesystem:us-east-1:111122223333:file-
system/*",
"Condition": {
"Bool": {
"elasticfilesystem:AccessedViaMountTarget": "true"
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}

BX Amazon EFS %4 BNESER , BSHAE /KM EFS £M4E. AXUIBNHFRERMNESE
B, BRI ENHRE KK,
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Amazon EFS WEIRE

ER —BIEERIRS , Amazon Elastic File System 3 Amazon £XMEZ £ R, HX Amazon &
2 RSB UK Amazon AR EMIZHENEER , HSR Amazon =2 &M, ERREMREZ S HE
SEERRITER Amazon 38 | 51 (L2 X4 Amazon Well-Architected Framework) "B E 1%
MR

AILAER Amazon XY APl B A& M5B Amazon EFS, BEFRMAMEZFUTHEA -

- RREREMDIL (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,

- EERLMAERE (PFS) WHEIWEH , #lin DHE ( 58T Diffie-Hellman ) 8 ECDHE ( I B4 [ 4
¢ Diffie-Hellman ) o AZHIARE (W0 Java7 RESRA ) R IFXLEER,

AMEMRENBIRAIXLE APl , {8 Amazon EFS WX EETERNITEEKE , HPAUEE
ETRIP R &), XA LAEA Amazon EFS KB RIE#I5K B45E Amazon Virtual Private

Cloud ( Amazon VPC ) is RE4FE VPC WA, TR L |, X{UFX4AE Amazon EFS BRI M &1
[l 5 Amazon MEHFH4SE VPC REF.
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Amazon EFS PEZi

BRI AE T X H R EIE A Amazon EFS BRI ELEL,
£

- B LIRS/ Amazon EFS Fi&l

- BT EE UM Amazon EFS RIRELER

« NFS & im#) B &

« Amazon EFS X#REH L&

o AZEH NFSv4 .0 1 4.1 Thik

- FESRIFE XN XHRERIR

B LU B/ Amazon EFS Big #i

Service Quotas Z—I1 Amazon RS , AIEBIEBMN—MIBEBBETMHREF|, 7 S ervice Quotas &
HER , BELLEE Amazon EFS REE , FEREMFH EFS XHREHEMNEE Amazon Web
Services X5 LA K SN & 1 7] 3B AV 2 EL IOPS,

EE T LB S BX R Amazon Support i53R1I2E LA Amazon EFS Bi8l, ETHMEZEE , BSRiER
ESHE. Amazon EFS BRFHEIA 2w EFMEKR,

- BIEFKPHIXHREHE,
« BINXHREEAR K,

- RABMEHEEANENXHREMNRZ AR IOPS, =SNS5 R Y XA REAYIERE IOPS N
B, ANSNEE TR A XA RETRYIREN IOPS MIE A IOPS th 21810,

s FAXEMXERSEHEMELE | EHAT Amazon Web Services X BiEEE ik,
s FAXEMEXERENTESELE , FHT Amazon Web Services X BiEE P ik,

TRIWE TEAIERERNEAR AR REHo
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https://console.amazonaws.cn/servicequotas/home?region=us-east-1#!/dashboard
https://console.amazonaws.cn/servicequotas/home?region=us-east-1#!/dashboard

Amazon Elastic File System ArfEm

IR ARIABCE

—NERFKFRENEFIKF 1000
X H RS EE Amazon Web
Services X1

B4 RENEARY 10000
RABMEFLEBEANSNIXMHF FHET R HFEBRE : 90,000

REMHE K IOPS .
ST %L 17 8] Y B HE 132 R : 250,000

% FRETE 0 MIE | EATE
RIGIRE IOPS WBiIARMEE A ¢ 50,000
23 10 &, TENIREHEGHK

EI2EEH OPS £ | thigiEs
TR A Y BB AV IR ER IOPS

FEA IOPS,

TRIIBTBINXHREFREEEZEN T IRHNEEFLEEE S Amazon Web Services X,

XEMXHRE — BN REPAEEENET P I RIA#EESFTEE S 1T Amazon Web Services
X1

Amazon Web Services X1 BRAXERELE BAEARHE (ITEFHE)
EEFRS (BXEMN ) XE % 60 TIFT () GiBps 5 GiBps

XERE (HBFRILMIEER)
X

US West (Oregon) Region
TA#KX (F3K) XiE
TA#X (BR) XE
WAH# X (Fng ) X
TA#X (&KE ) XE
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Amazon Web Services X 1T RAERAEHE BRAEAFHE (ITEFHE)

Asia Pacific (Tokyo) Region
RO (E=RE) X8
KRN X (TR ) X5
RO X (2 ) X8

FrB H At Amazon Web 20 GiBps 1 GiBps
Services X1

TRIETEBNINXHERGEHEEEZENEZERRNTEESTERT . Amazon Web Services X5
XX HRG-BNINNHREPIEEENEP KRR IATE E S 2 21T Amazon Web Services XiF

Amazon Web Services X5 BERXEREHE BRAXEARHE (IfEFM
E)

EZERI (BmXEMN ) X 10 GiBps 3.33 GiBps

XERE (HBFRILMIEER)
X1

XERAL (HBRM ) X
ROMIX ( ZR=Z ) X

FiB H At Amazon Web 3 GiBps 1 GiBps
Services X1

BERESEH

EE T ERIEMNIX LB Z Amazon Web Services 3% |, FITUTEHE®., Amazon EFS HBAFEZ
AR S E R,

BERESEH 303
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EHREEMMEE |, 5@ Amazon Web Services X3

1. #TFF Amazon Web Services X# FONEHER ( WAL E ) . AFIEE Create Case (BIEXR
fil)o

2. 1£ Create case (BIZERH]) T , %3F Service Limit Increase (1= RS R H).

3. XF Limit Type (BRHIZKE) , FERSHRFIXE, EEREPHMETFTER K ARERENEE
BRAR.

BT EE MY Amazon EFS &R B Z0

B% Amazon EFS BREHNEHM T EE N , BHE -

s ENERBRNES SIS NMNXHRENEZRE,

s BNMNEAXVHREHRENTIBESFLERE |, EHTF Amazon Web Services XigihFiE BiEZNHF
P,

s BIMKEENHFRETERNHEREHNRIGEMERE , EHTF Amazon Web Services XigiHrra
EEENEF R,

TRIET EEERNEN R REH.
TR E R B R R IRE

RIR BREH
BAONNHRENIEEYK 25000
A X PR R GRS B AR 1
BNERFES (VPC ) WEHBIRHE 1,400
B ERERNESAH 5

B NHREWIREH 50
8/ VPCs XHREHHE 1
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® Note

ERIREATAERZIENHRETBNIKF S VPC FNESE BIF. BEXEZEER , HSH M
H th Amazon Web Services Ik = VPC & EFS M#H X%,

TRIIH T EA Amazon Web Services KB X HFREARFAEEENEF HENWRIAEMENTEESTE

ER#,

—MXENHRE — MG REPAEEENF A RNMIARENTREETELAFMLE Amazon

Web Services X 15

Amazon Web Services XiT; RAXERAELE BRAEARHE (TTEFHT
E)

%38 Amazon Web Services X 3 GiBps 1 GiBps

15

TRIHT BN M REFFIEEZENEF RSN RENEREEHERS, Amazon Web
Services X5

XX HREMEXIFIHRE — BN RETEEENEZEFIE N HFRENEREATHE
Amazon Web Services X35

Amazon Web Services XiT RXERAEHE BAEARHE
EZERI (BmIEMN ) X 5 GiBps 3 GiBps

KERE (BFRILMILER )
X1

EEREI (HBXM ) X
AKX (ER ) X
MK (BRE ) K,

FB H At Amazon Web 3 GiBps 1 GiBps
Services X1

BT EE A Amazon EFS &IRELET
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NFS & = v B9 B &

BRiZ = Linux NFSv4 .1 &P , MSEATF NFS B imAY A T ECER -

s NTFEABEMEFHEHFEARAE 2.0 RESFRZAHK Amazon EFS FFim ( lRZSMiBps ) = Amazon
EFS CSI 3172 ( amazon-efs-utils ) KRB XM RS , FRAEHEMAEATHENER 1,500
JKFIT (aws-efs-csi-driver), FIEHMXHREHNHZAFTLEN 500 MiBps. BXMENEZEFEER ,
BSR MERHE, NFSEFREUHEUREMBRNEFZTHENITE , &/ NFSERKDMH

4KB ( FEXTREVERNA 113 IttEBERF ) .

- BNEFIRRS A 65536 NESN A BT S

« KXPl LA REITH &% 65536 M. FHBRABTLMAITI .

- BERH NS /MNE-ERBREERZTLURE LT 65536 M.

« JE#EZ Amazon EFS Bt , L F A= f T Hfth Amazon Web Services X5 ) NFS &/~ , ML
MAHE[E Amazon Web Services X13iE$#EZ| EFS if , 2HIMBENEFEHE, HIUBRRHERZN
KIHRE M, FUBEFHRRANEHEZSE 1 EVIEERNNKZER, FAE DataSync BIEEMN
A NFS BRE 25T 2 EFS 8t , BERAKREIBRS.

« NFS il EZEHSMNEAF &S 16 MNA IDs (GIDs) , I HA4A GIDsEFNM NFS BFImiERFTE
Wi. BEXEZEL , B3R EL TR NFS XH RS £ ARVFRI T,

o A% #F8F Amazon EFS 5 Microsoft Windows & &8 H.

Amazon EFS X 4R SR BLEN

AT R4S ETF Amazon EFS MTHRE :

R PR &M

XHBKE (AFTHEN ) 255

BEEEEE (symlink ) KE (UFHREH ) 4,080

N RE BRI 177

BAHRAN 52,673,613,135,872 F 15 (47.9
TiB )

B FRE R 58 1000

NFS & F i B Bl 8 306
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RIR BRER

5 PR SR A5 A A P B9 S 324 ERY BB 512

B NHRE KB F TR F 20000
ERABER TEY XHRER 250,000

"ARBAEANSYXHRFENESER  FEAMRERE,

A FFHY NFSv4 .0 # 4.1 Thie

R& Amazon EFS "X #= NFSv2 NFSv3 , BEE#3EE R X3 NFSv4 .1 fl NFSv4 .0 , BLL T IhEE
BRAN
* pNFS
- TEREM
« EARENEFIRERSEE
« OPEN ##{E#448RE OPEN_DELEGATE_NONE fERZREH,

« OPEN 3 NFSERR_NOTSUPP #l CLAIM_DELEGATE_CUR FHAZKAR[E
CLAIM_DELEGATE_PREV,

- RBRFPIE
Amazon EFS FIVFTEBIEHRENUMSE , XERBERMEAREERITZHTISREREE
EHRREIE,

® ?E%/\?

NFS XEFHEFELHPB S, HEELIFTEHAFH Windows BEFImRARELE M A GRS
FFEV4FE . Amazon EFS TX#FZIE/E , H XI5 EBR OPEN4_SHARE_DENY_NONE Z 4y
HEIE4 BRI OPEN S IRE NFS 451% NFS4ERR_NOTSUPP, Linux NFS & Fim A~ A
OPEN4_SHARE_DENY_NONE ZA\HIEMBH A,

- TFA]E&IFIFR (ACLs)

« Amazon EFS AEFH X 4i=EM time_access B, Amazon EFS EH AT E4 /Y
time_access :

« B3R (RFEI2 inode )

TR NFSv4 .0 M 4.1 ThE 307
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- ENFS HEFIRERNAMA setattr &
s BFXH{RNERSE X ABREERERESHE inode EARE
« EHET inode B
- R
- BAMEEERRE
- BT Kerberos HHZ £ M
« NFSv4.1 iE% &
« B LH SetUID
« A I BENTIIFNHERRE  3I8E (NFABLK), FHi&%E (CHR). B EF (ATTR NF4
DI NF4 R) M & &M (NFANAMEDATTR),
« "XEHMEM : FATTRA_ARCHIVE, _FILES_AV FATTR4
AlL, _FILES_FREE, _FILES_TOTAL, _ FATTR4 FS_LOCATIONS, FATTR4
_MIMETYPE, _QUOTA_AVAI FATTR4 L_HARD. _QUOTA_USED. _TIME_BACKUP 1 _ACL,
FATTR4 FATTR4 FATTR4 FATTR4 FATTR4 FATTR4

MRZHAREXEEN |, HEBOEF,wAR NFSZERR_ATTRNOTSUPP 1%,

HAix ZEIN

A FEZELUTER :

« BXxTAH)E Amazon EFS X Z 4 H Amazon Web Services X185 5% , 5% (Amazon Web
Services —#&ZZ AFEM)

« Amazon EFS A3 #f nconnect EF £,

o O] LAEA Amazon Direct Connect 1 VPN MZS ith 21 4E HP 0\ IR 55 85 HE 8 Amazon EFS X R4,
BXEZER , BSH #EE . FARMEF, mER,

FESRIAF KRB NHFRERR

MIBR EFS MH RS |, I NHREFNHNELERFGER, BHXERH &SR HIRELS
iRo BX Amazon EFS FETNXHWREFINEZEER |, i5S R Amazon EFS FRE,

LA UETXHRER -—EELXHFREERRESMEIRAEXAIRS,

ES ]
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« KBTI Y SO S4B

- mTAN , HEREHEERHHEIR
- AN, FERVO HIR

« MTAM , AERNHEBEAKER

- AN, FER KRB XA HEIR

« MTAM , HEREEAZHIR

« BTARM , FERXHAKREIR

1B F] I B9 SOH S4B

EHENHRERR , EULEYRE EFS B R LT AN XA M4 BRRELENEFHRERE
EXFIRE :

- REITHNXXH - FRRERENIEYH EFS HEHRE T AN, XETHERRSEIA
ITF Y EBR, il | 1£ Linux £, ATLAER -

lsof <efs-mount-path>

4

- REXHY - FRARSNSILIRIE  JH EFS EERETHEEMN G, XEBTRERSEA
DSR4, FlE0 , 7£ Linux £, A LAEA -

1slocks | grep <efs-mount-path>

LR T2ERYAAEMANT EFS REIN SEIFR , BBEHE XA RERRETSRIRERR
PREIBX,

WEEAN , HERBHUEEORHEIR

Amazon EFS SR A XIFAFHMERH. WREL T UTEMRES , Mg HIZER

iz
5P

« &% 65536 MEF AT AR XM, ZRBEFRN—MRAFKP TR —ESAF.
o —AMEBIFE L& Z AT 65536 N, Sl B FRABT RSN IT I XA
- BPm ENENHE—ERBREER S ALIRE LT 65536 M.

ERM Rl
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MRBEEZAE , TESHERN T ERBANRE  RERTERUBEZRE , MABR, BXES
B8, BZHNFS B inE . BEEELNEANAE , BSHREN T XA XA

MEERM , HERNO iR

BRI TR @z — 2R ELEIR

- BMEBIE—NZREBE 65536 NES A K S ITH X4
EXMAVERE

MFBEZAE , EAILUREE RO RIS BR BB RZFE, Nt , R ESKS L
EIEt$TFF Amazon EFS XHREFHXHEIRAS K. EEEFENNRAE , BSRKETTH
SO RSB

o INEIEH X HRLRY Amazon KMS Z 47 EMIER.
ERERRE
MFRBF L ELE , NETRBREAZZANZNEE  SEREZBERTERE,

WRRM , FERIXFEAKEHR
LB REASEEE (symlink) AKES , SHIVZEIR, THEEEUTRS :

- BMHKERZ N 255 MFT,
- FFEEENARPEZ N 4080 MFET,

ERIME BRI
MRIBEZEE | EDRDMEM S TS EENREUBR TR, MR,
wRRY , ARRREI X HIR

ZATAHIILEEIR |, ERARER RN 32 MAK Oracle BFESEMMERA 32 uXH /0O , M
EFS £/ 64 U ZR5|TTREF. AR XM RS AR TIE “stat () F “readdir ()’

ERERRE

WMRIEBLERIR , ATLAERA nfs.enable_ino64=0 kernel SENE TR RBIF, LLIETURF 64 17 EFS inode
BESRN 32 4. NFABEM Linux £1THR , IZBaHETWLE S X FRE. £ Amazon Linux £ , [

WERM , HFE RO HIR 310
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/etc/default/grub ##I GRUB_CMDLINE_LINUX_DEFAULT Z &M nfs.enable_ino64=0
kernel BIAIE A%k, BXUNMAEAAKENETNES , BSHABETEMNRITHRE B4,

WHRW , AR EEAZHER
UTHEEEASE | SHIARER, —NXAFRSTE 177 MEEE,

BRI BRI

MBIBEZEE | DEDRHD X EEEORBUARZHFHORS] MR,
WHRY , ARRXHFAKEIR

UTHARKRE , RERZHER, BV ADRS N 52,673,613,135,872 NFH (47.9 TiB),
BRI BRI

WMRBEZEE , TEEREN RN ARPNEUERIFHIRE , ERR,

WHERY , AEREEASHIR 311
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Amazon EFS API

Amazon EFS APl & F HTTP ( RFC 2616 ) IR &HL. X FEMN APIBA , 4N EEEHE
BYHRSEH Amazon Web Services X1, , [E43E T X 13 Amazon EFS APl Is &t HTTP &
Ro APl &3 HTTP 53R /a2 IE X £ JSON (RFC 4627) X4,

Amazon EFS API —# RPC &, AZ AT ER—EEENRE , EFRCHASMRENEE ,
MEAFBARTEARE, EATHDH , EANKIFERBMR RPC RTEEREN API RFHE
Bo T2HELETRENMRENEN. XTEMRE , ZEBEETEG HTTP EREZAVRE,

HBTEFE RS R A4S E Amazon EFS BEHRIERMN A% (GET, PUT, POST = DELETE ) MEi#Fk
URI FREE MR MMER L EEE, WRIEBIERN PUT = POST , N Amazon EFS FMiER URI BEES
B, BHSHMEREXAL JSON NRFIEEFARS K.

® Note

BATELELE RIBEBF (0 CreateFileSystem) , {BiXEEHZFRIE Amazon Identity and
Access Management (IAM) REEFRREE LN, BXEZEE , 2 Amazon EFS B 5 4
MipEEE,

BEBMETATHAGHITIEFHD ST Amazon SDK API ITEGmHE. Hla, BH
Amazon CLI B create-file-system ap S HR5YE| CreateFileSystem 1k,
BEBMIELE TR Amazon EFS API A # Amazon CloudTrail B&ER,

i = 24N Amazon Web BRS A O &M URL, Amazon EFS X#E AT a2 R

o |Pv4 w8
o i (IPv4 H IPV6 ) im R
« FIPS im &

HBEHBERE , BOUEEEFANRS, NMRTEERS , NBRIAEA IPv4 im2. EFEATERN
mRKH  BUNEBERFEE. BXOARITIHEENTE , E2HEERS. BXATRARRKNEK,
25 Amazon EFS i FMEE,

APl &% = 312
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IPv4 i &
IPv4 i RN IPv4 RE. IPv4 i BRATArE X, IPv4 g R IERNEBURTF XiF,
« XtF Amazon B X FH IPv4 w2, AR

elasticfilesystem.region.amazonaws.com,

flan |, MRBIETE elasticfilesystem.us-west-2.amazonaws.com AiwR , RIS FEH
BREQEZEABI (HERM ) X (us-west-2 ) Ui Ko

s WFHEXEH IPv4 FR , X H elasticfilesystem.region.amazonaws.com.cne
flan , EFE (JbRE ) Xi8 , Amazon EFS APl 3% R elasticfilesystem.cn-

north-1.amazonaws.com.cno.

A% (IPv4 F IPv6 ) Ui =

Y328 IPv4 M IPv6 RERIUER KR . HERIHER I [R HFREN |, IS URL #4714 IPv6 5
IPv4 it , E4AEURTENMEME S inERANTNL. Nikin QIVERNEURT X,

« XF Amazon Bl XFHHIRKHR , RN efs.aws-region.api.awso

Flan  HFEETS (BERMN ) X3 (us-west-2 ) , MikiwRZ efs.eu-west-2.api.aws,
s NTFHERXFHHNIXIHSR , XA efs.region.api.amazonwebservices.com.cno

flgn , RE (4R ) KERNEKRRK[E efs.cn-
north—l.api.amazonwebserv1ces.com.cn°
1B Eim R

LA R4 88 7 a4l FH Amazon EFS #J Amazon CLI AEETEER ( dbnFERIL ) XiF ( us-

b oo bl

WeSt—1 ) ;E}:Elﬁﬁ/ S\ O

IPv4

aws efs get-rest-apis --region us-west-1 --endpoint-url https://elasticfilesystem.us-
west-1.amazonaws.com

IPv4 i & 313
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TR HEAL

aws efs get-rest-apis --region us-west-1 --endpoint-url https://efs.us-west-1.api.aws

API fRZR

AT AR API fRAEARHER URI WE—IMBRESBREEN , HEHKRR 1SO 8601 BHl. EX T
5l , EEF CreateFileSystem,

AP HER A ARA S APl ARAS 2015-02-01,

X EBR

LTRTHRT API 84 , AR IMAGIEES UERITERS GRIEMMAFER IAM KN IXL AP
BRAERN

« Amazon EFS ) & 3 5 8] &8

- RIE
. BERR

fi£f Amazon EFS W& #] AP FHRIEER

HXNEANXERH =4 Amazon Web Services ik 89 Amazon EFS API ER O] # B S RS HRE, T
LEXRBTMARKE. Amazon CLI , 2 Amazon EFS #4#|4& , Fi8 Amazon EFS AP| & A #8 T~ #¢
B AR K API FREE, I FAER Amazon Web Services X1 , &K API iBHRERAgELE
i@, &H APl ER2H FTEE Amazon Web Services K,

MR API ERBIEHEBI API ERER | EFRRE ThrottlingException HixfX#E., HBFLE
HIAZER , FRAREVREABRFTAESRRTER APl ER, BAMRTZIRE , BERRER
WET AN H EREHERER,

il
EHNRARFTREEREEA AP RIELRERSER. EFREAZN  BHERBETRAE

R ERE, EFBRREN |, FEERNER EMINANNERRR. A T7TREZENUR , HER
26 18 Y BEE AR 6] s o
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Bid gt

EHRARFARFEERBWEER APIiER , SESANEIR (Hl0 , i Amazon EFS X# &
58 ) . BRI API FRIVER | FHEESENFERZENNENAERER. N TRERENRR , &
156 A 12 18 = A % AY RE AR A B o

1+ EEERR (5] fB
EEERAHEIR API BERE , BRINNBWWEERAEREREEITE AP AH 2 B EERE R, EHE

EBHNFRERNTFELERMY  ERXFFEHBEREK, BXEZEEURZEZEZNIE RS , 555
{Amazon Web Services —f8&Z&) AR EiX1TH,

B

XEFUAT®RAE

* CreateAccessPoint

* CreateFileSystem

» CreateMountTarget

» CreateReplicationConfiguration

» CreateTags
¢ DeleteAccessPoint

* DeleteFileSystem

* DeleteFileSystemPolicy

* DeleteMountTarget

» DeleteReplicationConfiguration

* DeleteTags
* DescribeAccessPoints

* DescribeAccountPreferences

» DescribeBackupPolicy

» DescribeFileSystemPolicy

* DescribeFileSystems

» DescribeLifecycleConfiguration

* DescribeMountTargets
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RAriEmE

DescribeMountTargetSecurityGroups

DescribeReplicationConfigurations

DescribeTags

ListTagsForResource

ModifyMountTargetSecurityGroups

PutAccountPreferences

PutBackupPolicy

PutFileSystemPolicy

PutLifecycleConfiguration

TagResource
UntagResource

UpdateFileSystem

UpdateFileSystemProtection

B
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CreateAccessPoint

92 EFS AR HRIKR EFS XNHRERETNABFNAE , FRERSAF NAURXHRE
BRENAIERZHR KR HNEAXHRSEER, RERGASNAE S NFS ERimRENETS
BER. XHREBERENLARNBE RO, FRBARKHNNARFARBREECSHE FRHUK
EAFERFNEE, M XHEREHEZTEE 10000 MEAR , RFELRBFERFZLR. ETHRE
ZER , BSHAFEA EFS R R ER XK RS

(® Note

MRREEZRESNER —MNHRE LCIBBEARNER , A ANHREEIIEARKER
&, MARSIBENXLEEFERVTREA, X2 THRXARETESNENEA SRS,

WIREEE elasticfilesystem:CreateAccessPoint REMNIR,

ARERIBRICEAR. WRECERBREREE THRZE, U IAM &3
elasticfilesystem:TagResource BEHMITHNNERENR , LRIEAFREEZUEIRSHNR,
Rt , BAFIRFEH elasticfilesystem: TagResource BENIEIRNNBE, BEXELZEL |, B
FENESERR FHRIERRENNR,

FRIEE

POST /2015-02-01/access-points HTTP/1.1
Content-type: application/json

{

"ClientToken": "string",

"FileSystemId": "string",

"PosixUser": {
"Gid": number,
"SecondaryGids": [ number ],
"Uid": number

I

"RootDirectory": {
"CreationInfo": {

"OwnerGid": number,
"OwnerUid": number,
"Permissions": "string"

iy

"Path": "string"
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Tags": [
{
"Key": "string",
"Value": "string"

}

URI RS
ZERTEREA UR S8,
ERIEX
#REZ KA JSON R T HIE.
ClientToken
— & 64 M ASCI FHARMFRHE , Amazon EFS AR FHERBRESHE,
¥R S
KERS : BPKER 1. KELRK 64,
B L

= MEe « B
mEAMVE =B

FileSystemld
EARRMIFENRN EFS XHREH ID.
KA FHH
KERS : &KEKEHR 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-f]1{8,40})$

= Ny

ERYE =

PosixUser

MATERZEARKREHREXHREBERNEERGAF A,
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KA : PosixUser W&

RootDirectory

EEEFS MHRGELWEBER , BEASFHENXHRENRE R , OFEAZEASN NFS BF IR
DT, EABASNEFIRIABNRBRERZTRZ THEFR#TIHR, WREEN RootDirectory >
Path AEE , YEFIHEZEIEA SN , Amazon EFS 2812 EEHNA CreationInfo i&
B, ¥ RootDirectory Y , 7Rt Path # CreationInfo,

HEELEEMT Creationinfo: OwnUid. ownGID 1 B FXBRJE , Amazon EFS &8I B &,
MREFRMEIEER , Amazon EFS FLBIERE xR, MRBERFEE , NERBEASBHITHESR
2R KW,

A : RootDirectory 3 &

Tags

BB EEARXBKNRE, EMZEHE—NMNEEXY , SMNEHBXTNRE—N, BXEZER 5
2[R { Amazon BRZSZ1Em) FHNAmazon FFRRINIRZE,

%7 : Tag W RHA

G RETDSS

HTTP/1.1 200
Content-type: application/json

{
"AccessPointArn": "string",
"AccessPointId": "string",
"ClientToken": "string",

FileSystemId": "string",
"LifeCycleState": "string",

"Name": "string",
"OwnerId": "string",
"PosixUser": {
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"Gid": number,
"SecondaryGids": [ number ],
"Uid": number

iy

"RootDirectory": {
"CreationInfo": {
"OwnerGid": number,
"OwnerUid": number,
"Permissions": "string"

iy

"Path": "string"

iy
"Tags": [
{

Key": "string",
"Value": "string"

e 2 7T 3=
MRBBRAERT , MZRSFLRIEE HTTP 200 WAL,
AR5 L JSON HRIRE ML T #iiR.

AccessPointArn

5 A KRB ME— Amazon BRB R ( ARN),
RH . FFH
KERS : FAKER 128,

B3 : rarn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:access-point/fsap-
[0-9a-f]1{8,40}$%

AccessPointld

¥ AR ID, B Amazon EFS % Ei,
KR R
KERS : RAKERN 128,
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3 : A(arn:aws[-a-z]*:elasticfilesystem:[@0-9a-z-:]+:access-point/fsap-
[0-9a-fT]1{8,40}|fsap-[0-9a-f]1{8,40})%

ClientToken
BRPEENTEAZHTS , UBRESFOE,
K FHE
KERS /P KERN 1. KELRR 64,
B .+

FileSystemld
T8 SR EIH EFS XHREH ID.

KA . PR
KERS : RAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]{8,40}|fs-[0-9a-T]1{8,40})$

LifeCycleState

RIREA RN £ BB B,
RE . FH&H

BME : creating | available | updating | deleting | deleted | error

Name
%A Eﬁg?-\o 7~E Name *T’&E’J{Eo
KA PR

Ownerld
¥RIR Amazon Web Services Ik #HEEA LB RN,
KE : TR
KERH : RAKEN 14,
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B3 A(Nd{123) | (\d{4}-\d{4}-\d{4})$

PosixUser

SSEM POSIX 514, AiFEA S IDs EMA/ ID, 4 ID MEEBIAE , NFS B AiZEA B
TRRE SR 1E,

KA : PosixUser &

RootDirectory

EFS XHRELWBER , BEASFEENRER , MEAZEALKN NFS BEF AT,
A : RootDirectory X &R

Tags
SEEARLKBRHERE , MRENKRBEANTEXEN,

KA Tag HRHA

Fix
AccessPointAlreadyExists

NRZHGBNBEARECHERE , HAEERERPRATOESE , WRELLAR,

ErrorCode
BRABEATHE -—HFRERFANFHER, XEWEZRELELN ML EHFIRNEFFHZIMAE
IR,

Message
HRHEESHERFXMMNENER (RK1F), TETETAAFLZR. NRAFERFAMNALL IS
TRAEBNEREZYE  TENEFNEZENSLAFRETER. XBEFRMNERAENESE
FRMLNEZBFER S ZRERER.

HTTP RZSAKEE : 409

AccessPointLimitExceeded

R Amazon Web Services Ik EL IR T BN NHGREATHNEARABENEAR , WERE, &
KXEZER , S Hhttps://docs.amazonaws.cn/efs/latest/ug/limits. html#limits-efs-resources-per-
account-per-region,
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ErrorCode

HIRABRATHE - NRBRFFN TSR, XEWERRELN ML EFRNEFFRIME
FREIRA,

Message

BRHESEERZMNENRER (HiF), SXEERAFZR. NRAFBET ML ES
FTREAEWEREZY  SENEFFEENSELAFERER. XREFRNERGCENEYE
FRMLNEREFER S ZBERES.

HTTP RA&CHE @ 403

BadRequest

MRBFBRERNERITEH R (HINSBRELTHSRDKIESH ) |, IRELEAS,

ErrorCode
BRRBEATE MRERFENFRAE, XEWREZRELELNFLEERNZFFHIRENE
R,

Message

BREHEIEHRZENEARR (KiF), STEHOAFZR. NRAFBET AWML RS
TELENEREZY  MEANEFNEEZNSLAFRERER. XREFRNABRLENELE
FRMLNEZBEFER S ZRERER
HTTP RZSXEE : 400
FileSystemNotFound

MRBFEREWIEEFileSystemIdERFE , MRE, Amazon Web Services K

ErrorCode
HRAERATH —HRRERFENFHER, XEWSRERQN MG IRNEFHRENE
FRERRIEB,

Message
BFREEGERRFMMNEARER (KiB), TEEHRAFRZR. NRAFBERFH MM ES

FEAENERRNS  SENEFNERARLAFERER. XHEFRNERLEMESE
FMENEREFER S BEHEIRER.
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HTTP RS : 404

IncorrectFileSystemLifeCycleState

MRXHRENERBABPRESFR TR, MRELAR,

ErrorCode
HRRBEATE MHRERFMNFRE, XEWREZRRERNFLEERNEFFIZEANE
IR,

Message
BREECGSHRFZENENER (Ki), EXTEHOAFLRZR. NRAFBIFHNUNMLES

FEAENERRNS  HENEFNERARLAFERNER, XHEFRNERLEMESE
FRENEREFER R ZHEIRER.

HTTP RS : 409

InternalServerError

MRBRSHRWAERR , WRELLRE,

ErrorCode
BRRBEATE MRERFMNFRE, XEWREZERIRNFLEERNEZEFFIZEME
AR IR,

Message
BRHEEGSHERFMNERER (RiF),. CXTEHMAFRZER. NRAFBIFHNMMFLER
TRAENFEREZY  FENEFFERNSELAFETER. XHEFRNERAENELSE
FRMUNEREFERZ PREBIRER.

HTTP RZSAH : 500

ThrottlingException

Y M CreateAccessPoint API BEMZERET R , BEXHRE LHEARKEZIEREFI{E 120
ARHRE R A,
ErrorCode

BRABERATHE-—HFRERFANFNS, XEWEZRRELN ML EEIRNEFFHEIMNE
FREIRA,
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Message

BRHEIEHRRENEARR (KiF), CTEHOAFZR. MRAFEST M@
TEAENERZNS  MENEFNERARLAFERNERE, XHEFRNERLCEMESE
FRENEREFER R LHEIRER.

HTTP RS : 429

BESH
BRUBEEBSZ—FEAL API WEZ{EE Amazon SDKs , BZRUTHA :

« Amazon S TITRE V2

+ Amazon ;& F.NET #J SDK V4

« Amazon i& AT C++ #y SDK

« Amazon & AT Go v2 #y SDK

+ Amazon ;& T Java By SDK V2

« Amazon JavaScript V3 iREH4F X T ES
+ Amazon & A F Kotlin # SDK

+ Amazon i& AT PHP #y SDK V3

» Amazon Python 4F AT ES

« Amazon & T Ruby V3 #J SDK
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CreateFileSystem

BN XM RS, ZRERE Amazon EFS ATHAEZCNENERDIEZE—MIBSE (AN
ENCIESHRBARZEESERR ) . WRIFHAFEH Amazon Web Services Ik EFEECES
EHEAERENXGRS , MR EFRITUATRE

- DB ZENHRS, ZXHRSEFES Amazon EFS ZEHY ID , H B4HEGERPRESR

creatinge.

- REFOIEXHRENER,
BN | REFRE FileSystemAlreadyExists ik , ERFEEUEXHREHN ID,

(® Note
NTEARERREM , BTN IR TEERBEY AR UUID,

BEREATLER CreateFileSystem BA , MAXB RN NGREHXE ., SHHBFAU
EnXKKEt , AT REXTMER , FELEHERETERMROUIEXHRE. fla0, ATERET &
REFBENNEE T EE. REFAMERNCGESTE , IRVNKRAAERDIEXHRE , NEF KA
BAM FileSystemAlreadyExists fRiRH T XK RSN FE,

BXEZEE , 50 (Amazon EFS AAFIEE) PHBIEXHRS.

(® Note
UXH RGN EGERRSMA creating i}, CreateFileSystem FHAMIRE, AJLAES
@A DescribeFileSystems BRERKREXHREANEBRS , WBREFREXHRERSURE
L FEHNE S

IR EES I NG RER BT PerformanceMode 28, RINBWHRMEXHRSER
generalPurpose PerformanceMode, maxI0 X2 L —RMHEERE , THEEHTILN ITERR
migit , AJLALE generalPurpose BXBTBVESWIER, EXNHREHEAHBMETHEN KRS
x4 MaxI0 =R,

BIBNHREE , B EZEEHR PerformanceMode, BXEZELR |, 155 Amazon EFS MHAEE,

AILAEA ThroughputMode ZHIRENHRENEFHEER,
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ERLBBXHREZE , Amazon EFS FHAGEABRSIRE N available , BB BFE VPC
PANBREONE— NS I ERER. BXEZEE , S H CreateMountTarget, A AR

# B #8%F Amazon EFS X RS EHFEK VPC FH EC2 £l L, BEXEZEER , ESH Amazon
EFS : TRE,

WIREEE elasticfilesystem:CreateFileSystem BREMIR,

ARERIBR N XHREH TR, NRECNERBRETREETHRZ , U IAM &5
elasticfilesystem:TagResource BEHITHANEN , URIEAF R EEZCIERZHNIR,
Hit , BARIRFER elasticfilesystem: TagResource BEENERXNPR, BXEZEER |, HS
FELEIER R FIRCRRER.

BRIEE

POST /2015-02-01/file-systems HTTP/1.1
Content-type: application/json

{
"AvailabilityZoneName": "string",
"Backup": boolean,
"CreationToken": "string",

"Encrypted": boolean,

"KmsKeyId": "string",
"PerformanceMode": "string",

"ProvisionedThroughputInMibps": number,
"Tags": [
{

"Key": "string",
"Value": "string"
}

1,
"ThroughputMode": "string"

URI &3R5
ZiE R FET URI B8,
BRIEX

WREZ A JSON AN THIE,
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AvailabilityZoneName

NTEXXHRE , BEEEEREPEEXHRER Amazon ATAKX, AN us-east-1a :&3E
AKX, ARERXXHRENESEE , F50 (Amazon EFS AIF#ER) Y EFS MHRLR

2,

(@ Note

—AMNXE X4 FR S HIEEFTE T Amazon EFS Amazon Web Services X35 # 7] A X 15
&R A A

RE . P
KERS & PKERN 1, KELERR 64,

W
Backup

EERGHEERCENNHRELEABENEM, FREREN true UEABIEHN. NREL
BEXXHRS , WRIANBRAT2EAEN&EMD. BXEZEE , HSH (Amazon EFS A5
) FEED

ZRIAER false, BR , MRIEE AvailabilityZoneName , MERIAA true,

® Note

Amazon Backup H3IEEFT AR # Amazon EFS Amazon Web Services X1 #9ith 75 &5 7]
Ao

RH - HmRE

CreationToken

KERZN 64 N ASCIl FRHFRFHE, Amazon EFS A EXRERBFECIE,

KR FHH
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KERS & PMKER 1. KELERH 64,

B+
RESE: R
Encrypted
—NERE , MRRN true , NEIE-—NMIEXHRE, SIZNEBEXHREN , B ERIEEN

A Amazon Key Management Service %4f ( KMS %4 ) . MIREFIEE KMS &4 , NI
Amazon EFS HIBRIA KMS %4A ( Bl /aws/elasticfilesystem ) RRF MBXH RS,

KR . HRE
KmsKeyld
EATRIPMBEXHRSEH KMS H48 ID, NHBEFEHIEERIA KMS Z4nt , WSS BRHSE

M. WMRAEELSE , WER Amazon EFS BIBIA KMS B4, AIERALTHRRIEE KMS 4
ID,

« B ID-BM—RRS , Hli0 1234abcd-12ab-34cd-56ef-1234567890ab.,

« ARN - 8/ Amazon BREAM (ARN) , ffl#0 arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab,

- BAE - 2N BUENEREN , M0 alias/projectKeyl,

« #51% ARN - B3I # ARN , fflfl arn:aws:kms:us-west-2:444455556666:alias/
projectKeyl,

MREHAKmsKeyId , M40 encrypted CreateFileSystemZ HIRE R trues

/A Important
EFS {RIZEZ X KMS 4. THEETE Amazon EFS X#R % L AEX T KMS 4R,

RE :
KELHR  FAKEN 2048,

B3 A([0-9a-T]1{8}-[0-9a-T]1{4}-[0-9a-T]1{4}-[0-9a-T]1{4}-[0-9a-T]{12}|
mrk-[0-9a-f]{32}|alias/[a-zA-Z0-9/_-]+|(arn:aws[-a-z]*:kms:[a-z0-9-]+:
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\d{12}:((key/[0-9a-f]1{8}-[0-9a-f]{4}-[0-9a-f]1{4}-[0-9a-f]{4}-[0-9a-f]
{12}) | (key/mrk-[0-9a-f]1{32})|(alias/[a-zA-Z20-9/_-1+))))$

PerformanceMode

XHRGEHHEEEER. BRINENAMEXHRGEHEFR generalPurpose HEEER, A maxI0
MEERNNWXHRETUT BAESRINRETHENTVRELR , EANMRRSEBIHRIEN
ERRE, BIBXHREE , BLEEMEER, EXXHRETEZIF maxI0 EX,

/A Important
BT &KX /0 NERRFEERRS , Rt BMNBUNMAEXHREEHEREREER.

ZRIAE R generalPurpose,
KA . FZHFER
BME : generalPurpose | maxIO

ProvisionedThroughputinMibps

FBEAEECENIHRETEENELE , LWEKFTER (MiBps) HEM, MEF
ThroughputMode iR &N provisioned , MR H4FEN. BRENRN 1-3414 MiBps , LR XM
E. EREGULRHI , iEER Amazon Web Services X%, BXEZEER , 5 H (Amazon EFS
RAPiEm) RHERARRSH Amazon EFS B,

KA NEE
B¥EE : &FIMER 1.0,

Tags

ATABEXHRAEXKHN —NRZS ML, BIMEEIN—MAFPENHNREEXN,. BIEE
"Key":"Name","Value":"{value}" BEXNREMNENAXHRETE. BNELIAEHK—
o BXEZER , B5H  Amazon BAZSEIER) FHHNAmazon FEIRFINFE,

KA : Tag NR¥BA
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ThroughputMode

BEEXHRENELEEN, ZEX LR bursting, provisioned 5 elastic, MEFF
ThroughputMode iRIEN provisioned , MEH4MikE ProvisionedThroughputInMibps
WE. tIBXH4REZE , EAUBREBEN4RENTMRARELE  EEFHEEN AR , B
FE—ENERT. BXEZEER , 5 (Amazon EFS AF{ERE) FHEIMEENEESR

HE,

ZRIAE RN burstingo
KA . FHHR

BME : bursting | provisioned | elastic

I RES A

HTTP/1.1 201
Content-type: application/json

{
"AvailabilityZoneId": "string",
"AvailabilityZoneName": "string",
"CreationTime": number,
"CreationToken": "string",
"Encrypted": boolean,
"FileSystemArn": "string",

FileSystemId": "string",
"FileSystemProtection": {

"ReplicationOverwriteProtection": "string"

iy

"KmsKeyId": "string",
"LifeCycleState": "string",

"Name": "string",
"NumberOfMountTargets": number,
"OwnerId": "string",
"PerformanceMode": "string",

"ProvisionedThroughputInMibps": number,

"SizeInBytes": {
"Timestamp": number,
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"Value": number,
"ValueInArchive": number,
"ValueInIA": number,
"ValueInStandard": number

IIK_eXII: Ilstringll’
"Value": "string"
}

1,
"ThroughputMode": "string"

I/ )7 7T 35
MR RERTD , MZRES L EKIER HTTP 201 MR,
BRZ5 LA JSON =R B #Y A TR,

AvailabilityZoneld

XHREFMETAXAM —B—BHNREAF , NN EXBXHREEM. a0, usel-azl2 us-
east Amazon Web Services Xig-1 WaIAX ID , e ESNTH IZEFE’MJ_E%B*EIEO Amazon Web

Services K F~

KR FHH

AvailabilityZoneName

HRXHREFFEN Amazon TAK , AN EXBXHREEN. BEXEZELR , F5H
{Amazon EFS FiIF{E/) HFMEH EFS 7k

RE :
KERS : RPRERN 1. KELRH 64,
B+

CreationTime

KRG SIERE , LR EM (B 1970-01-01T00:00:00Z 42 ) »

XA iEH
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CreationToken

FRAEENTERZHTER,
RE : FFH
KERS : /PN KEN 1. KELRN 64,
B .+
Encrypted
—NRE , MRIRA true , WERXHEREENE,

KA HRE
FileSystemArn

EFS X#HREH Amazon BIRE# (ARN) , XH
arn:aws:elasticfilesystem:region:account-id:file-system/file-
system-id R, FEHAREIBIEH RS : arn:aws:elasticfilesystem:us-
west-2:1111333322228888:file-system/fs-01234567

KA . PRH
FileSystemld
MX#HRE D, B Amazon EFS 2.
KR FHH
KERS : FAKERN 128,

R : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-f]1{8,40})$

FileSystemProtection

R R G LRI ThEE,

FH : FileSystemProtectionDescription Xf &R
KmsKeyld
Amazon KMS key A TR INZ X HREHH 1D,
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KH . FHFH

KELHR  RAKER 2048,

3 A([0-9a-T]1{8}-[0-9a-T]1{4}-[0-9a-T]1{4}-[0-9a-T]{4}-[0-9a-T]{12}|
mrk-[0-9a-f]{32}|alias/[a-zA-Z0-9/_-]+|(arn:aws[-a-z]*:kms:[a-z0-9-]+:
\d{12}:((key/[0-9a-f]1{8}-[0-9a-f]{4}-[0-9a-f]1{4}-[0-9a-f]{4}-[0-9a-f]
{12}) | (key/mrk-[0-9a-f]1{32})|(alias/[a-zA-Z0-9/_-1+))))$

LifeCycleState

XHREN LR RN,
KR FHH

BME : creating | available | updating | deleting | deleted | error

Name

AR X HRERNIIRE | TIE Name i57E, BXEZEER , 155 # CreateFileSystem, R4
R4 E Name #5% , Amazon EFS £iREII FEBHHE,

KR FHH
KEARXR : FAKERN 256,

B ACD\P{LN\P{ZN\p{NI_. :/=+\-e]*)$
NumberOfMountTargets

XHERGHTUWER B, BXEZEER , 525 CreateMountTarget,

KR . B

BRCEE : &/MER 0,

Ownerld
Amazon Web Services Ik SIS #HREH
RHE . ZH&H
KERS : FAKERN 14,
B A(\d{123) | (\d{4}-\d{4}-\d{s]})$
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PerformanceMode
XHREHHEER,
KR . ZHFH

BME : generalPurpose | maxIO
ProvisionedThroughputinMibps

XHRENTEERTE (A MiBpsE847 ) » XEAF ThroughputMode REH
provisioned WX HREE M.

KE - NEE
BERERE : &/MER 1.00
SizelnBytes

XHREFEENBEANRFEANTER D (UAFTREAM ) (EH Value FEH ) , UREE
ZAR/DHIETE (FEE Timestamp FEBHF ), Timestamp EREH 1970-01-01T00:00:00Z LARHY
BB, SizeInBytes EHFREXXHRE—HREBIK/D , BERHEEZEEAXSRSER |, ZE
BASRE—, tRMENR , REEBI LN BEIR R ISR HE RSN |, SizeInBytes F
RIRKERKRDN. BN, REFRXHEREEEMEERKIFEED KD,
A : FileSystemSize X &

Tags
EXHREXKWIEE , M Tag WRHEAFXEN,

%A : Tag HRHA
ThroughputMode

ERXHBRENELEEN, BXEZEL |, 52 (Amazon EFS AF{EmE) B EHEER,
KR FHH

AMUE : bursting | provisioned | elastic
iR

BadRequest
MRFRBAFRIETEHR (HMSHETHHIRDZIESE ) |, WERELKAR.

CreateFileSystem 335


https://docs.amazonaws.cn/efs/latest/ug/performance.html#throughput-modes

Amazon Elastic File System ArfEm

ErrorCode

HRABRATE - RBREZFNFZASR, XEWERREALN ML EFRNEFFRIME
fREE IR,

Message

BRHEIEHRFENEARR (KiF), CTEAOAFZR. MRAFEST MMM IS
TRAENEREZNS  AENEFFERARLAFERER, XHFEFRNERLCEMESE
FRENEREFER R LZHEIRER.

HTTP RZSXEE : 400
FileSystemAlreadyExists

MRZHGBI XA REEFE , BEAMEENESE , NRELAR,

ErrorCode
BRABRATHE -FRABRFHNZRFS, XERERXELNNLLBERNEFFZIANE
IR,

Message
BRHEESHRFRENERER (RiF). CXTEHMAFRZR. NRAFBIFHNMMALER
TRAENFEREZY , AENEFFERENSZLAFETER. XHEFRNERAENELSE
FRMUNEREFERS PREBIRER.

HTTP RS : 409

FileSystemLimitExceeded

W8 Amazon Web Services Ik BERXBIE T ENKF A FHNBEASHRSEEH |, NRE,

ErrorCode

BRRBEATE MHRERFANFRE, XEWREZRRERNFLEERNEZEFFIREME
AR IR,

Message
BRHEIEHRZENEARR (KiF), STEHONAFZR. NRAFBET AWML RS
TELENEREZY  MEANEFNEEZNSLAFERER. XREERNEBRLENELE
FRMENEREFERS ZREBIRER.

HTTP RS : 403
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InsufficientThroughputCapacity

MRZERBHNREXRMEBFANELE  WEELEAR, ZHETREFLERX T RIRZXAR
g, Z2REMAEXHRENTEEFHE , I=HRAB XM RENRETHEBEXE U FE
BEETEENN  TRSEELE. FHEER.

ErrorCode
BRRBEZEATHIRBERFZMNFHSR, XEKRSEREXERLNMLEE RN REZEFFRENE
R IRAE,

Message

BRHEIEHRFENEAER (KiF), CTEAROATZR. MRAFEST M@
TEAEBNHIREZNS  TENEFNERARAAFERER. XHFEFRNERGENELE
FRENEREFER B LHEIRER.

HTTP A& : 503

InternalServerError

MRRFF/HmEAERER , MRERRAR,

ErrorCode
BARBREATH FRREBERFZGNZHARE, XERERXELNMNAEEIRNEFGFSEEAME
R IRAE,

Message

BRHEEESHRFANEARR (KiF), CTEHQDATZR. MRAFEST AL IS
TREAENEREZN  NEANEFNEENRLRAFERHER. XHEFRNBRGCENESE
FRMEMNEREFERZ ZHEIRER.
HTTP R : 500
ThroughputLimitExceeded

MRABATFERE 1024 WEHERFMEZERFHEESIMEESFHE MiB/s , NIRE,

ErrorCode

HIRABRATHE - NRBRFANFASR, XEWE RN ML R ERNEFFRIME
FRE RN,
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Message

BREEGEHERFMNEARER (KiB), sEXEHRAFZR. RAFERF AL ES
TREAENEREY  SENEFFEENSLAFERER. XREFRNERGCENEYEE
ML ERTEFERZ ZBEIRES.
HTTP R : 400
UnsupportedAvailabilityZone

WRERE Amazon EFS DheE RIS EWN TAXFATA |, NRE HE,

ErrorCode

BRABEATH —FRMRERXGNEFSE, XEWRSFREBLN MBI IRNEFFISEEME
R IRAE,

Message

BREECEHERZGNENER (HiB), TEEARAFRZR. MEAFBEFAMALESR
TEAEBNERSZYG  TENEFFEZENRAAFPETER, XFFEFRNERLGCENESE
LN EREFERZ ABEIRER,

HTTP RARE 1 400

=~
BIENE EFS XHRE

UTRBIKIE POST ER , ERESABENZHH us-west-2 KIFHBIBXHRSE. ZERERE
myFileSysteml A BE MM BIESHE,

RIER

POST /2015-02-01/file-systems HTTP/1.1

Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140620T215117Z

Authorization: <...>

Content-Type: application/json

Content-Length: 42

{
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"CreationToken" : "myFileSysteml",
"PerformanceMode" : '"generalPurpose",
"Backup": true,

"Encrypted": true,

"Tags":[
{
"Key": "Name",
"Value": "Test Groupl"
}
]
}
0 R

HTTP/1.1 201 Created

x-amzn-RequestId: ©1234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json

Content-Length: 319

"ownerId":"251839141158",
"CreationToken":"myFileSysteml",
"Encrypted": true,
"PerformanceMode" : '"generalPurpose",
"fileSystemId":"fs-01234567",
"CreationTime":"1403301078",
"LifeCycleState":"creating",
"numberO0OfMountTargets":0,
"SizeInBytes":{

"Timestamp": 1403301078,

"Value": 29313618372,

"ValueInArchive": 201156,

"ValueInIA": 675432,

"ValueInStandard": 29312741784
b
"Tags":[

{
"Key": "Name",
"Value": "Test Groupl"

1,
"ThroughputMode": "elastic"
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SIZEREX AT RIS EFS XHRE

LR RGIKRIE POST 1R , ERES A B EMDH us-west-2 KEFPRIBNHRE, ZXHREHE

us-west-2b ATAXHPFEFEXF,

RPIER

POST /2015-02-01/file-systems HTTP/1.1

Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140620T215117Z

Authorization: <...>

Content-Type: application/json

Content-Length: 42

{
"CreationToken" : "myFileSystem2",
"PerformanceMode" : "generalPurpose",
"Backup": true,
"AvailabilityZoneName": "us-west-2b",
"Encrypted": true,
"ThroughputMode": "elastic",
"Tags":[
{
"Key": "Name",
"Value": "Test Groupl"
}
]
}
50 B2

HTTP/1.1 201 Created

x-amzn-RequestId: ©1234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json

Content-Length: 319

"ownerId":"251839141158",
"CreationToken":"myFileSysteml",
"Encrypted": true,
"AvailabilityZoneId": "usew2-az2",
"AvailabilityZoneName": "us-west-2b",
"PerformanceMode" : '"generalPurpose",

CreateFileSystem
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"fileSystemId":"fs-01234567",
"CreationTime":"1403301078",
"LifeCycleState":"creating",
"numberOfMountTargets":0,
"SizeInBytes":{
"Timestamp": 1403301078,
"Value": 29313618372,
"ValueInArchive": 201156,
"ValueInIA": 675432,
"ValueInStandard": 29312741784

},
"Tags":[
{
"Key": "Name",
"Value": "Test Groupl"
}
1,
"ThroughputMode": "elastic"
}
j:lﬁ

BXUBEES2—FAL APl E %5 Amazon SDKs |

« Amazon S TITRE V2

« Amazon A F.NET #9 SDK V4

« Amazon & F C++ iy SDK

« Amazon & T Go v2 i SDK

« Amazon J&H F Java #J SDK V2

» Amazon JavaScript V3 liREH4F X T ES
« Amazon & T Kotlin #J SDK

« Amazon J&fF PHP ¥ SDK V3

+ Amazon Python i &% T E&

« Amazon & F Ruby V3 # SDK

BSEHUTRHEA :
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CreateMountTarget

BIBNHRGNER BN, AF , EUNERER BN XHRSGERT EC2RHl L, BXEHBR
MEZEER , BSREEERE T

EH EFS NHRSRBEZ B , MHERENEDEHRESYSMNA available, BEXEZER
2 DescribeFileSystems,

BIBEZ B AR/ , Amazon EFS iRE— MR , EHEIE MountTargetId F1—4 IP thik

( IpAddress = Ipv6Address ), £ EC2 ;’-WIJFPEQZK#%%HT B AR IP #hit, BIET
DEER XU REFEAESR B AR DNS & #5. fiﬁﬁﬁﬁﬁhﬁﬁi#%auﬂﬁ EC2 S:45i v LA S
EHARH) DNS BN HE IP #hit, BXEZER , 52 H Amazon EFS B T{ERHE,

FER , BREE— VPC FANHRSGORER BN MASNMTHRRAEE - EHBR. BX
EZER , FSALEERE T,

MRIFERFEER , Il Amazon EFS fFHITUATIR4E :

. HEISEM TP IR S B AR,
. EFWBORFHMEED | HISUTRE ;

« ¥R Mount target fsmt-id for file system fs-id , H& fsmt-id REFHER
ID, fs-id = FileSystemId,

« FMEZEOM requesterManaged BHIREN true , 34 requesterId HIREN EFS,

FSNMNEHBERBE - MMM EREEEN EC2 MEEN, RIEMLREOJS , Amazon EFS &R
#H BEFRERFH NetworkInterfaceld FEIRENMEED ID, H4F IP thubiRE N Hibut, 0
RREEOGEKLY , NEA CreateMountTarget BEF KK,

(® Note
CreateMountTarget HAXEMENEEOGIRE , BEEZBRRSMNMA creating

B, ATBUEN @A DescribeMountTargets BERR EER B IR QIBRES |, Rtz 4 | ZRE
IR B HEH B RS

BREFF BN XHRGEHRITUATRENNR

* elasticfilesystem:CreateMountTarget
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LR VEE EENPRF BEMITEL T Amazon EC2 #4E -

 ec2:DescribeSubnets
 ec2:DescribeNetworkInterfaces

e ec2:CreateNetworkInterface

BERIEE

POST /2015-02-01/mount-targets HTTP/1.1
Content-type: application/json

{
"FileSystemId": "string",
"IpAddress": "string",
"IpAddressType": "string",
"Ipv6Address": "string",
"SecurityGroups": [ "string" 1],
"SubnetId": "string"

}

URI RS
ZERFEREM UR S,
ERIEX
#REZ XA JSON KAWL FHIE.
FileSystemid
ENH IR ER B AR SRS 1D,
R . PR
KERS : BAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-f]{8,40}|fs-[0-9a-f]1{8,40})$

—REMVE B

o
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IpAddress

mMEEH BrIpAddressTypef2 IPv4 ( IPV4_ONLYZRDUAL_STACK ) , MIIEEEFEA IPv4 #Y
Mist, WER&EIEE IpAddress , Ml Amazon EFS @M A SubnetId IEEMN FM kB REHM
IP bt

KA . ¥R
KERE : FPIKER 7. BRKER 15,
BX : A[0-91{1,33\.[0-91{1,3}\.[0-91{1,3}\.[0-9]1{1,3}%

IpAddressType

HEZH B IP bR A, ATaeERIPV4A_ONLY ( 1XER IPv4 it ) . IPV6_ONLY ( 1XBR IPV6 b
#it ) MDUAL_STACK ( M3tk | ¥ IPv4  IPv6 it ) o ZNRAKIEE IpAddressType , NEA
IPV4_ONLY.,

@ Note

IPAddressType S FMH IP KEAHTE, tbs\ , IPAddressType ZHaBS
VPC FIiZE RN FRERIA IP st 9B, B0 , 28R IPAddressType is IPV4_ONLY #l
AssignIpv6AddressOnCreationistrue , IPv4 MIAFEHBR. EXEZER |, &
SRERFRE IP FHEM.

B3E : IPV4_ONLY | IPV6_ONLY | DUAL_STACK
|Ipv6Address

MR BFRIPAddressTypefd2 IPv6 ( IPV6_ONLYEIDUAL_STACK ) , MIEEEAEMA IPv6 B
ik, MEREEIEE Ipv6Address , Ml Amazon EFS £@M A SubnetId IEEMN FRFIRZERME
A 1P st

KR FBH
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KERS : R/PKERN 3. ZRAKERN 39

SecurityGroups

VPC Z£4 IDs , XX N sg-xxxxxxxx. SNIYIATEREFNERN VPC, Z£HNRK
BEBRRTKFE#S. EXEZEL , HZH (Amazon VPC AF#ER) FH Amazon VPC fi
(AT edER ). WRKREELZEYA , Ml Amazon EFS X FMK VPC FERBRIARE4A,

KR . FRFREHA
AR : &% 100 Wi,
KERS /P KER 11, FAKENR 43,

3 : rsg-[0-9a-T]1{8, 40}

Subnetld

EEHPTIMER BN FHN ID. N TEXXHRE , EEASXHRENTAXKEKRNFM,
FRRBAME IpAddressType REIHRIEER,

KR FHH
KERS - HRDNKERN 15, BAKER 47,

R : Asubnet-[0-9a-f]1{8, 40}%

I ORETDS

HTTP/1.1 200
Content-type: application/json

{
"AvailabilityZoneId": "string",

"AvailabilityZoneName": "string",

"FileSystemId": "string",
IpAddress": "string",
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"Ipv6Address": "string",
"LifeCycleState": "string",

"MountTargetId": "string",
"NetworkInterfaceId": "string",
"OwnerId": "string",
"SubnetId": "string",

"VpcId": "string"

LRI VIES
IR IRERZ , MZBRS L ZIEE HTTP 200 W& 5L,
ARS5EA JSON 18 UIR B A T #R

AvailabilityZoneld

ELH ESRAET AXH M — B —MPRAR, I , usel-azl1R us-east-1 KB ATAX ID , 3
B8 X ESHMEE. Amazon Web Services Ik F°

KR ZHH

AvailabilityZoneName

EHEBEMAENTRAXEZ M, Xk R 2 &SN 1 A XA FR Amazon Web Services Ko
Hlan | KR Xus-east-1a Amazon Web Services Ik AIaE S H b 7] A XA [E Amazon Web
Services Ik, us-east-1a

KR FHH
KERS : R/PEEN 1, KELRR 64,
B L+
FileSystemid
EHENRERATHXHRE ID,
KR FHH
<ERH : RAKERN 128,

R : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]{8,40}|fs-[0-9a-T]1{8,40})$
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IpAddress
& B R IPv4 B9t

KE  FHREH
KERS  &RPKEN 7. BRAKER 15,

B ~A[0-91{1,33\.[0-91{1,3}\.[0-91{1,33\.[0-9]{1,3}%
Ipv6Address

B4 IPv6 Ryt

KA FHEH

KERS : &/PKERN 3. ZFAKER 39
LifeCycleState

£ 8 B 4RI RS
KE . YR

BME : creating | available | updating | deleting | deleted | error
MountTargetld

REHEIOERE R D,
ESIRESCE
KERH : BMKER 13, BAKEY 45,

B AMfsmt-[0-9a-f]1{8,40}$

NetworklInterfaceld

Amazon EFS ESI2EH B Fred 12 MLKED ID,

KA . ZHH

Ownerld

Amazon Web Services Ik~ B &R ID.
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KH . FHFH

KERSH : RAKENRN 14,

B A(\d{123) | (\d{4}-\d{4}-\d{4})$
Subnetld

EHERFRH 1D,
RE . FNE
KERS : &R PKERN 15, FAKER 47,

R : Asubnet-[0-9a-f]1{8, 40}%
Vpcld
EHPHEEEHEHRNENIE= (VPC) ID,

KE : FREH

Hix
AvailabilityZonesMismatch

MRNEREREENTAREXHRENTARTE , FRELER. BXEZER , FHAKX
S XEFH TR,

ErrorCode

HRABRATE - RBREZFNFZASR, XEWERRELN ML EFRNEFFRIMNE
fREE IR,

Message

BRHEIEHRRENEARR (KiF), CTEAOAFZR. MRAFESFHM@TL RS
TEABNHEIREZN  TENEFNERARLAAFERER. XIHFEFRNERGENELE
FRENEREFER B ZHEIRER.

HTTP RZSKEE : 400
BadRequest

MREFEREABRRESH R (HINSBETHIBROLESH ) | WEELERE,
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ErrorCode

HRABRATE - RABREZFNFASR, XEWERRELN ML EFRNEFFRIME
fREE IR,

Message

HRHREESHRFMANENER (RiF), CETEAAAFZR. MRAFBITANMALER
TEAEBNHEREZNS  AENEFNERARAAFERER. XEEFRNERGENELE
FMEMNEREFERZ ZHEIRER.
HTTP R : 400
FileSystemNotFound

MRFERENIEEFileSystemIdEREFE , MEE, Amazon Web Services Ik~

ErrorCode
HRRBEATE MR RERFMNFRE, XEWEZRRERN L EERNEFZEANE
IR,

Message
HRHEOEHERFMMNENER (R1F), eETETAAFRZR. NRAFIEDFAMNALES

TEAENERZNS  HENEFFERARLAFERNER, XHERRNERLCEMESE
FRIENEREFER B LZHEIRER.

HTTP RS : 404

IncorrectFileSystemLifeCycleState

MRXHREWERFPRSTR TR, NWEELLEAR.

ErrorCode

BRABRATHE-FREBERFAENFHR, XEWREREELNNLEBERNEFFFREME
AR IR,

Message
BRHEESHERFJMNERER (RiF). CXEHMAFRZR. MRAFBIFHMMALER
TELENEREZY  MEANEFNEEZNSLAFERER. XREERNEARLENELE
MU EREFERS PREBRER.

HTTP RS : 409
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InternalServerError

MRRSFRHAESE R, WRELKAR,

ErrorCode
BRABRATHE-FHRERFAENFHR, XEREREELNFNLEBERNEFFFREME
AR IR,

Message
BREEGSHERFZGNENER (KiB), EXEHOAFRZR. NRAFBIFTHNNMLES
TREAEBNEREZY  AENEFNEZENSLAFRETER. XBEFRNERAENESE
FRMLNEZRBFER S ZHERER.

HTTP RZSKEE : 500

IpAddressinUse

MRFEREET FRAEEMFEAM IP it ( IpAddress = Ipv6Address ) , FIRE EIR,

ErrorCode
BRABRATHE-FHRRERFAENFHR, XEKRERERLNNLEBERNEFFRERME
fRERIRAEE,

Message
HIENBASHERHNENANER (HF). CEEAAASSN, NEAFBITANALES
TREABNEREZYE  AENEFNEZENSLAFRETER. XBEFRMNERAENESE
FRMLNEZRBFERS ZBERER.

HTTP RS : 409

MountTargetConflict

MREREARER TETXHRENEERBRNEERS 22— , MERELERE.

ErrorCode
BRRNBEATE MM RERFMNFRE, XEWREZRRERN L EERNEFFIZEAE
IR,

Message
BRHEESHERFJMNERER (RiF). CXEHOAFRZR. MRAFBIFHMMALER

FEAENERRNS  SENEFNERARLAFERER. XREFRNERLEMNESE
FMENEREFER S BEHEIRER.
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HTTP RS : 409

NetworklInterfaceLimitExceeded

AR 23X 24 E Amazon Web Services XIF# M MEZOWRH,. EAMBR—LMERED
ELBEREEKFES. EXEZEEL , 51 (Amazon VPC AF1ERE) FH Amazon VPC Bt
M (ESAMNEEDRPNBNMNFEHNEED ) .

ErrorCode

HRABRATHE - RBREFFNFASR, XEWERRELN ML EFRNEFFRIRME
fREE IR,

Message
BRHEESHERRMNERER (RiF),. CXTEHMAFRZR. MRAFBIFHMMALER
TRAENFEREZY  HENEFFERNSLAFETER. XHEFRMNERAENELSE
FRMLNEZBFER S ZRERER
HTTP RS : 409
NoFreeAddressesIinSubnet
MRERPKRIEE IpAddress = IpveAddress BIEERN FRAEEZRE IP it |, NIRE
iR
ErrorCode
HRABERATHE —HRRERFENFHR, XERSREBLN MG IRNEZEFHREANE
AR IR,
Message
BREEGSHERZGNENER (KiB), EXEHOAFRZR. NRAFBIFHNMLES
TREABNEREZY  SENEFNEZENSLAFRETER. XBEFRNERAENESE
FRMLNEZRBFERS ZHERER.
HTTP RS : 409
SecurityGroupLimitExceeded
HERPIEEWN SecurityGroups HEBTE THKFA BRI ENRGE , FREIE IR, EAM

BR—EL e  ELBFERESKFEH. BEXEZER , 55H (Amazon VPC AFERE) B 1Y
Amazon VPC BLEl ( ZHZE£4HR ) .
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ErrorCode

HRABRATE - RABREZFNFASR, XEWERRELN ML EFRNEFFRIME
fREE IR,

Message

BRHEGSHRFJENERER (RiF). CXEHMAFRZENR. NRAFEBIFANMMFLER
TRAENFEREZY  AENEFFERENSLAFETER. XHEFRNERAENELSE
FRMUNEREFERS PREBIRER.
HTTP RZSXE : 400
SecurityGroupNotFound
MRFNHELRES (VPC ) FFAEFEEENZSS , MRELERNE.

ErrorCode

HRABERATHE —HRRERFENFHHR, XERSREBLN MG IRNEZEFHRENE
R RN,

Message
BREETSHRFZENENER (Ki), EXTEHOAFLREZR. NRAFEBIFHNUNMLES
TELAENEREZY  MEANEFNEENSLAFERHER. XREFRNEBRGENESE
FRMLNEZBEFER S ZRERER

HTTP RZACE : 400

SubnetNotFound

WMRFERFIZERE ID 79 SubnetId BFM , MIREIEN A,

ErrorCode

BRABRATHE-FREBERFAENFHR, XEWREREELNNLEBERNEFFFREME
AR IR,

Message
BRHEESHERFJMNERER (RiF). CXEHMAFRZR. MRAFBIFHMMALER
TELENEREZY  MEANEFNEEZNSLAFERER. XREERNEARLENELE
MU EREFERS PREBRER.

HTTP IRZSAH : 400
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UnsupportedAvailabilityZone

WRERE Amazon EFS Tt EREN ATARXHRARAA , NRE LH{E,
ErrorCode

EBRABEATH —FMRERXGNE/RSE, XEWRSFRFBLNMNLEEIRNEFFISEEME
IR,

Message
BRHEIEHRFZENEARR (KiF), STEHOAFZR. MRAFBEF M@

TRALBNEREN  HENEFFEZOSLAFERER . XFEFRNERAENELE
FRMEMNEREFER B LZHEIRER.

HTTP RZSREE : 400

o
EFRG A IPv4 thik b ol ESR B 7

UTERNEEER BRI XHRENTM, BIRREEETFNOAA IPv4 ik E 6K |, RiARE
A5 VPC XEk.

RIER

POST /2015-02-01/mount-targets HTTP/1.1

Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140620T7221118Z

Authorization: <...>

Content-Type: application/json

Content-Length: 160

{"SubnetId": "subnet-748c5d03", "FileSystemId": "fs-01234567"}

50 B

HTTP/1.1 200 OK

x-amzn-RequestId: 01234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json

Content-Length: 252
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{
"OwnerId": "231243201240",
"MountTargetId": "fsmt-55a4413c",
"FileSystemId": "fs-01234567",
"SubnetId": "subnet-01234567",
"LifeCycleState": "available",
"IpAddress": "172.31.22.183"
"NetworkInterfaceId":"eni-1bcb7772"
"AvailabilityZoneId": "eusl-az2",
"AvailabilityZoneName": "eu-south-1b",
"VpcId": "vpc-08d45b31fa00@9al5e”

EBE IPv4 ot B2 ER B iR
UTEREEERATESERHNXHRSE., W, Z24AF IPvattiit,

RIER

POST /2015-02-01/mount-targets HTTP/1.1

Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140620T221118Z

Authorization: <...>

Content-Type: application/json

Content-Length: 160

"FileSystemId":"fs-01234567",
"SubnetId":"subnet-01234567",
"IpAddress":"10.0.2.42",
"SecurityGroups":[
"sg-01234567"

A5 B2

HTTP/1.1 200 OK

x-amzn-RequestId: ©1234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json

Content-Length: 252
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"OwnerId":"251839141158",
"MountTargetId":"fsmt-9al3661le",
"FileSystemId":"fs-01234567",
"SubnetId":"subnet-fdo4ffos4",
"LifeCycleState":"available",
"IpAddress":"10.0.2.42",
"NetworkInterfaceId":"eni-1bcb7772"
"AvailabilityZoneId": "eusl-az2",
"AvailabilityZoneName": "eu-south-1b",
"VpcId": "vpc-08d45b31fa@@9al5e”

E45E IPv6 thit Bl B R
LUTEREEERATHEZEFRNXHRSE., TH., Z£4AH IPvoibit,
RIER

POST /2015-02-01/mount-targets HTTP/1.1

Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 201406207221118Z

Authorization: <...>

Content-Type: application/json

Content-Length: 160

"FileSystemId":"fs-01234567",
"SubnetId":"subnet-01234567",
"Ipv6Address'":"2001:0db8:85a3:0000:0000:8a2e:0370:7334",
"IpAddressType": "IPV6_ONLY",
"SecurityGroups":[

"sg-01234567"

A5 B2

HTTP/1.1 200 OK

x-amzn-RequestId: ©1234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json

Content-Length: 252
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"OwnerId":"251839141158",
"MountTargetId":"fsmt-9al3661le",
"FileSystemId":"fs-01234567",
"SubnetId":"subnet-fdo4ffos4",
"LifeCycleState":"available",

"Ipv6Address":"2001:0db8:85a3:0000:0000:83a2e:0370:7334",

"NetworkInterfaceId":"eni-1bcb7772"
"AvailabilityZoneId": "eusl-az2",
"AvailabilityZoneName": "eu-south-1b",
"VpcId": "vpc-08d45b31fa@@9al5e”

ERRFMA A IPv4 i o2 EER B iR

UTERANEHBFEE T XHRE., FRMMuRR,
2r , MAEZ24A5 VPC KBk,

RIER

POST /2015-02-01/mount-targets HTTP/1.1

Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140620T7221118Z7

Authorization: <...>

Content-Type: application/json

Content-Length: 160

B EREENKL F M LAYAT A 1Pv4 itk 6l

{"SubnetId": "subnet-748c5d03", "FileSystemId": "fs-01234567"}

7451 W) Rz

HTTP/1.1 200 0K

x-amzn-RequestId: 01234567-89ab-cdef-0123-456789abcdef

Content-Type: application/json
Content-Length: 252

"OwnerId": "251839141158",
"MountTargetId": "fsmt-55a4413c",
"FileSystemId": "fs-01234567",
"SubnetId":"subnet-fdo4ffos4",
"LifeCycleState": "available",
"IpAddress": "172.31.22.183"

"IpvbAddress": "2a05:d01a:419:8611:3e57:75ab:5719:b238",
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"NetworkInterfaceId": "eni-01234567",
"AvailabilityZoneId": "eusl-az2",
"AvailabilityZoneName": "eu-south-1b",
"VpcId": "vpc-08d45b31fa0@9al5e”

HERE IPv4 LOIBES B , TN T IPve W LIt

UTERANEZEREBEEXHRS., T, T4, IPv4 IPv6 ik Fit,
E IPv4 IPveit it B 2,

RIER

POST /2015-02-01/mount-targets HTTP/1.1

Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140620T7221118Z7

Authorization: <...>

Content-Type: application/json

Content-Length: 160

"FileSystemId":"fs-01234567",
"SubnetId":"subnet-01234567",
"IpAddressType": "DUAL_STACK",
"IpAddress": "10.0.1.25",
"IpvbAddress":"2001:0db8:85a3:0000:0000:8a2e:0370:7334",
"SecurityGroups":[

"sg-01234567"

A5 Wi B

HTTP/1.1 200 OK

x-amzn-RequestId: ©1234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json

Content-Length: 252

BFRRENKR TN ERE

{
"OwnerId": "231243201240",
"MountTargetId": "fsmt-55a4413c",
"FileSystemId": "fs-01234567",
"SubnetId": "subnet-01234567",
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"LifeCycleState": "available",

"IpAddress": "10.0.1.25",
"IpvbAddress":"2001:0db8:85a3:0000:0000:8a2e:0370:7334",
"NetworkInterfaceId": "eni-01234567",
"AvailabilityZoneId": "eusl-az2",
"AvailabilityZoneName": "eu-south-1b",

"VpcId": "vpc-08d45b31fa00@9al5e”

BESH
BRUBEBSZ—FEAL API WE Z{EE Amazon SDKs , SR THREA :

« Amazon S T{THRE V2

« Amazon j& A F.NET #) SDK V4

+ Amazon & T C++ iy SDK

« Amazon &M T Go v2 #J SDK

« Amazon i@ F Java #J SDK V2

« Amazon JavaScript V3 IR F AT ES
+ Amazon i& T Kotlin £ SDK

« Amazon i& A F PHP # SDK V3

« Amazon Python BF AT ES

« Amazon EFA T Ruby V3 #J SDK
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https://docs.amazonaws.cn/goto/cli2/elasticfilesystem-2015-02-01/CreateMountTarget
https://docs.amazonaws.cn/goto/DotNetSDKV4/elasticfilesystem-2015-02-01/CreateMountTarget
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/CreateMountTarget
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/CreateMountTarget
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/CreateMountTarget
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/CreateMountTarget
https://docs.amazonaws.cn/goto/SdkForKotlin/elasticfilesystem-2015-02-01/CreateMountTarget
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/CreateMountTarget
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/CreateMountTarget
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/CreateMountTarget
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CreateReplicationConfiguration

RNFOBIMEM EFS XHRGUEBEFEHE. EXEZELR , B5H (Amazon EFS AAF#EmR) K
Amazon EFS £, WEGHIRERBEULATHEA :

- RXHRS - EEHB EFS XHFRL,
- BRXHRE - EFRXHRESEHINERXHRE, SEHEEPRER —MERXHFRLS,

® Note
— M HRERARRE T - EHEE.

EHEENERSEERTEREEHIFNHREEREHIMENHRE , LRRBE Amazon
Web Services Ik &£ #l, &S [ DestinationToCreate T AE Z{EE.,

WREEE elasticfilesystem:CreateReplicationConfiguration BEMNNR. L,
REEHMNR , EABRTEERNHERENFR. BXEZEE , H2H (Amazon EFS AiF#E
) PHRITESINFTERNR.

FREE

POST /2015-02-01/file-systems/SourceFileSystemId/replication-configuration HTTP/1.1
Content-type: application/json

{
"Destinations": [
{
"AvailabilityZoneName": "string",
"FileSystemId": "string",
"KmsKeyId": "string",
"Region": "string",
"RoleArn": "string"
}
]
}

URI #E3RSH

EREAUT URI 28,
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https://docs.amazonaws.cn/efs/latest/ug/efs-replication.html#efs-replication-permissions
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SourceFileSystemid

EEEEFIH Amazon EFS X RS, EXHRETEREELRS —MEHEEFRHNRXAHREHE
PRIHEREGE

KERS : RAKENRN 128,

B : Ar(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-T]1{8,40})$

W

BREZEZ XA JSON B THIEE,
Destinations
BRRENROKEA, NEXF—INEREENR,

2 A . DestinationToCreate Xt 5%k

= MEe « B
mEAMVE =B

g R

HTTP/1.1 200
Content-type: application/json

{
"CreationTime": number,
"Destinations": [
{
"FileSystemId": "string",
"LastReplicatedTimestamp": number,
"OwnerId": "string",
"Region": "string",
"RoleArn": "string",
"Status": "string",
"StatusMessage": "string"
}
1,
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"OriginalSourceFileSystemArn": "string",
"SourceFileSystemArn": "string",
"SourceFileSystemId": "string",
"SourceFileSystemOwnerId": "string",
"SourceFileSystemRegion": "string"

e Rz 7T 3=
WMRIRERT |, MIZARS R KEE HTTP 200 W# R,
AR5 LA JSON #&=NIR B BA T 8.
CreationTime
IR S HI L B Y IR A
R iEE
Destinations

BRNROHE, RXF-PEHFENR,

2 A : Destination X R#H4A

OriginalSourceFileSystemArn

SHEEFRRIR EFS XHREH Amazon BIRERB TR (ARN),

KR FHH

SourceFileSystemArn

EHEE D HRIRXHREN Amazon BIREH (ARN ) .
RE : P

SourceFileSystemld

[EEE&I8R Amazon EFS X %% ID,
KA . R
KERF : ZAKERN 128,

R : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]{8,40}|fs-[0-9a-T]1{8,40})$
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SourceFileSystemOwnerld

BRXHFZREFER ID. Amazon Web Services K =
KA . ¥R

KERS : RAKER 14,

B - A(\d{12}) | (\d{&}-\d{4}-\d{4})$

SourceFileSystemRegion

R EFS MX#4REFTER . Amazon Web Services X35

RE . FH&H

KERS : & PKERN 1, KELRR 64,

B Ma-z]1{2}-((iso[a-2]1{0,1}-)|(gov-)){0,1}[a-z]+-{0,1}[0-91{0,1}$

Eix
BadRequest

MRFRELFRITEHER (FIUSHEXTRERDXIESE ) , RELKAR.

ErrorCode
HEIRBEATH —RERZFNFERR, XERERXBERNMLALEBERVEFFSRERMNE
e IR,

Message
BFREESERRFMMNEARR (KiB), TEEHBAFRZR. NRAFBERFH MM E

FEAENERRNS  SENEFNERARLAFERER. XREFRNERLEMNESE
FRMEMNEREFER R ZHEIRER.

HTTP IRZSAH : 400

ConflictException

MREFHPHFEXHREEME  BERXFREARNE , WEELEAR,

ErrorCode

BRABERATHE-—HFRERFANFNS, XEWEZRRELN ML EEIRNEFFHEIMNE
FREIRA,
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Message

BRHEIEHRRENEARR (KiF), STEAOAFZR. MRAFBEITF M@ RS
TEABHEREZN  TENEFNERARAAFERER. XHEFRNERGENELE
FRENEREFER R ZHEIRER.

HTTP RS : 409

FileSystemLimitExceeded

W8 Amazon Web Services Il EZ B2 T EBNMNKF AFNEANXHREEH |, NRE,

ErrorCode
BIRBREATH —FREBERARENERSR, XEWREFRZEHLNFLEEROREF S EEAE
REIRATE,

Message

HRHR2ESHRFMANENER (RiF), CETEAAAFZR, MRAFBITANMALER
TEAENHREZNS  AENEFNERARAAFERER. XEEFRNHERGENELE
FRENEREFERZLHEIRER.

HTTP RZSAKEE : 403
FileSystemNotFound

MRBFEREWIEEFileSystemIdERFE , MRE, Amazon Web Services Ik

ErrorCode

HRABRATE - RABREZFNFZASR, XEWERREALN AL EFRNEFFRIRME
fREE IR,

Message

BRHEIEHRRENEARR (KiF), STEAOAFZR. MRAFBIF MMM IES
FTEAENERRNS  HENEFNEREARLAFERNERS, XHEFRNERLEMESE
FRENEREFER B ZHEIRER.

HTTP IR : 404

IncorrectFileSystemLifeCycleState

MRXHRENERFHRRESFRTA", WEELLAR.
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ErrorCode
BRRBEATE MHRERFANFRSE, XEWEZRRERN L EERNEFFIZEANE
IR,

Message
BRHEIEHRZENEARR (KiF), STEHOAFZR. NRAFBET AWML RS
TELENEREZY  MEANEFNEENSLAAFERER. XREERNEBRLENELE
FRMLNEZBFER S ZREEIRER

HTTP IRZSAKEE : 409

InsufficientThroughputCapacity
MPXBERBHNBRERMEFANETLE  NROLANET, ZRETREFLERX TOUEXHR

g, Z2RENMIEXHRENTEEFHE , R=HNRABXHRENREETHERAE S FE
BERMERNN , TREKRELE, FREER.

ErrorCode
HERRBEATHE - RERFEFNFRE, XERERIERN ML EEIRNEFFSEENE
FREEIRICEE

Message
BFREESERRZMMNEARER (KiB), TEEHRAFRZR. NRAFBERFH MM E
FREAOBNERZYG TN EFTEZEORLAFLTER. IFFFRNBRGCENEYE
ML EREFERZ ZBEIRER,

HTTP RS : 503

InternalServerError

MRRFRWAESR , MIREIRRNA,

ErrorCode
HERRBEATHE -—HRERFEFNFRE, XERERRERN ML EERNEFFEEANE
FRER RIS

Message
BFREEGERRFMMNEARR (KiB), TEEHRAFRZR. NRAFBERFH MM E

FEAENERRNS  SENEFNERARLAFERER. XREFRNERLEMNESE
FMELNEREFER S BEHEIRER.
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HTTP RZSREE : 500
ReplicationNotFound

MREENNHREXBEFERE , NEELAR.

ErrorCode

ReplicationNotFound

Message

BREEGSHERZGNENER (KiB), CXEHOAFRZR. NRAFBITHNNMLES
TREABNEREZYE , AENEFNEZENSLAFRETER. XBEFRNERALENELSE
FRMLNEZBFERS ZREIRER.

HTTP RSMREE : 404

ThroughputLimitExceeded

MEBTEXR 1024 WEHERFMEZEXFHERAFMEEFLE MiB/s , NIRE,

ErrorCode
BRRBEATE - MHRERFAENFRS, XEWREZRRERN L EERNVEFFIZEANE
IR,

Message
BREETISHRFZENENER (Ki), EXTEHOAFLRZR. NRAFEBIFHNUNMLESR
TEAEBNEREZY  SENEFNEZENSRLAFRETER. XBEFRMNERLENELSE
FRMLNEZBFERS ZREIRER.

HTTP RZSKEE : 400

UnsupportedAvailabilityZone

WMRIERW Amazon EFS e ERRENATAXHPFAA , NiRE LIE,

ErrorCode
BRABRATE -FRMABRFHNZRFS, IEREFRRELNANLLBERNEFFIZEANE
R RACEE,

Message
BREECSHRFZENENER (Ki), EXTEHOAFLRZR. NRAFBIFHNUNMLES

FEAENERRNS  SENEFNERARLAFERER. XREFRNERLEMESE
FMENEREFER S BEHEIRER.
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HTTP RASEE @ 400

ValidationException

R E KPR Amazon Backup ARSSF 1] | Amazon Web Services X3 , 3R El,

ErrorCode

HRABRATE - RBREZFNFZASR, XEWERRELN ML EFRNEFFRIMNE
fREE IR,

Message

BRHEIEHRRENEARR (KiF), CTEHOAFZR. MRAFEST AWML RS
TEAEBNHEREZN  AENEFNERARAAFERER. XHFEFRNERGENELE
FRENEREFER B LHEIRER.

HTTP RS : 400

BESH
BXRUBEEBESZ2—FRAL API WEZ{E R Amazon SDKs , BZHUTHA :

« Amazon S TITRE V2

+ Amazon ;& A F.NET #J SDK V4

« Amazon i& AT C++ #y SDK

« Amazon & AT Go v2 #y SDK

+ Amazon ;& T Java By SDK V2

« Amazon JavaScript V3 liREH4F X T ES
+ Amazon & A F Kotlin B SDK

+ Amazon i& AT PHP #y SDK V3

» Amazon Python 4F AT ES

« Amazon & T Ruby V3 #J SDK
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https://docs.amazonaws.cn/goto/cli2/elasticfilesystem-2015-02-01/CreateReplicationConfiguration
https://docs.amazonaws.cn/goto/DotNetSDKV4/elasticfilesystem-2015-02-01/CreateReplicationConfiguration
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/CreateReplicationConfiguration
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/CreateReplicationConfiguration
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/CreateReplicationConfiguration
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/CreateReplicationConfiguration
https://docs.amazonaws.cn/goto/SdkForKotlin/elasticfilesystem-2015-02-01/CreateReplicationConfiguration
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/CreateReplicationConfiguration
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/CreateReplicationConfiguration
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/CreateReplicationConfiguration
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CreateTags

(® Note

EF A - ©FH CreateTags BXR4# . BN EFS RIRBIENRZ |, 1A TagResource API
B1E,

BERBEESNHREXBENRE, SIMNMZHE—ME-EXN,. IRBERPEENHEREEFETX
HREFR , NHREFEABRPRENEZEEE, MR Name HRZFMEIXH RS , Amazon
EFS £7£ 5} DescribeFileSystems & E#9 I 57 A HiR [F]

WIRIEEE elasticfilesystem:CreateTags BRENR,
EREE

POST /2015-02-01/create-tags/FileSystemId HTTP/1.1
Content-type: application/json

{
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}

URI ERS

BEREALLT URI S,

FileSystemid
EEQHRENXHRS ID ( F/HH ) . LBREBESIRE | TMERXHRE,
KERS : FAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]{8,40}|fs-[0-9a-T]1{8,40})$
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B R

WREZ A JSON BRAM L THIE,
Tags
ERIN Tag HROMA. B4 Tag WRBL—MREX,

: Tag NRHBA
%F%

A

|

. B
- E

fim

e R 1 &

HTTP/1.1 204

e B 7T 3=

WRBERD , MZBRFL2KEEHFEZE HTTP IEEXH HTTP 204 WAL,
Hix

BadRequest

MREFEREABRRESH R (HINSBETHIBROLESH ) |, WEELERR,

ErrorCode

FRABRATE -—RERFANZFSR, IEWRERRERQN ML BEROEFFFIRENE
IR,

Message
BRHEESHERFMNERER (RiF),. CXTEHMAFRZR. NRAFBIFHNMMALER

TREAEBNHEREZNS  AENEFNEREARAAFERER. XHEEFRNERGENELE
FMENEREFER S BEHEIRER,

HTTP IRZSAH : 400
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FileSystemNotFound

MRFEREMIEEFileSystemIdEFFHE , NMEME, Amazon Web Services I/

ErrorCode
BRABRATHE-FRBERFENFHSR, XERERXELNFNLEERNEFFFIRERME
R RN,

Message
BRHEIEHRFZENEARR (KiF), STEAOAFZR. NMRAFBETF AWML RS

FEAENERRNS  SENEFNERARLAFERER. XREFRNERLEMNESE
FMENEREFER S BEHEIRE R,

HTTP IRAARE : 404

InternalServerError

MRBFR|/IRAERE R, RELKAS.

ErrorCode
HRABERATH —HRRERFENFHH. XEWRSREBRLN ML EIRNEZEFRFREANE
fEERAEE,

Message
BRHESEHERZMNEARER (HiB), eXEARAFZR. NRAFBET ML ES

FTEAENERRNS  HENEFNERARLAFERNERS, XHEFRNERLEMNESE
FRENEREFER B ZHEIRER.

HTTP IRZSAH : 500

BESH
BXRUBEBES 2 —FRAL API WEZ{E R Amazon SDKs , BZHUTHA :

« Amazon W HITRE V2

« Amazon ;&A T .NET By SDK V4
« Amazon AT C++ By SDK

« Amazon ;&A T Go v2 #J SDK
 Amazon ;& AT Java #J SDK V2
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https://docs.amazonaws.cn/goto/cli2/elasticfilesystem-2015-02-01/CreateTags
https://docs.amazonaws.cn/goto/DotNetSDKV4/elasticfilesystem-2015-02-01/CreateTags
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/CreateTags
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/CreateTags
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/CreateTags
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« Amazon JavaScript V3 lREHF A T ES
Amazon & T Kotlin # SDK

Amazon & F PHP #J SDK V3
Amazon Python i F X T ES

Amazon & F Ruby V3 # SDK
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https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/CreateTags
https://docs.amazonaws.cn/goto/SdkForKotlin/elasticfilesystem-2015-02-01/CreateTags
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/CreateTags
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/CreateTags
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/CreateTags
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DeleteAccessPoint

MERFEENHRR. MERTERE , IEFRHLEBEREIEAR. BBRIHEREIIEA KB E 7 i 4
217 , BEFENLLEESE,

WIREEE elasticfilesystem:DeleteAccessPoint RERNIR,
R
DELETE /2015-02-01/access-points/AccessPointId HTTP/1.1

URI i§3RS#

BEREAUT URI S8

AccessPointld

EMBRAVIEA R ID,
KERE : FAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:access-point/fsap-
[0-9a-f]1{8,40}|fsap-[0-9a-f]1{8,403})$

PNE 2
B SRR
ZEREEBEREX,
) 718 3%
HTTP/1.1 204
I Rz 7T 3=

MR RERID , MZREZALEZEBTEZ HTTP IEXH HTTP 204 MR,
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Hix
AccessPointNotFound

MRFEREMNIEEACcessPointIMEFRFHE , MIRE., Amazon Web Services Ik /2

ErrorCode

HIRABRATHE - NRBRFZFN TSR, XEWEZRRELN ML EFRNEFFRIME
FREIRA,

Message

BREETSHRFZENENER (KiE), EXTEHOAFLREZR. NRAFBIFHNUNMALES
TEAEBNEREZYS  SENEFNERENRLAFRETER. XBFEFRMNERLENELSE
FRMLNEZBFER S ZRERER
HTTP RZSMKEE : 404
BadRequest
MRABEBRZEXNERITEER (FIUSBELHIRDSLIESH ) , WRELAS,

ErrorCode

HRABRATE - RABREZFNFASR, XEWERRELN ML EFRNEFFRIMNE
fREE IR,

Message

BRHEIEHRFZMENEARR (KiF), CTEAOAFZR. MRAFEITF M@
TEABNHEIREZN  TENEFNERORLAAFERER. XHFEFRNERGENELE
FRENEREFER B LZHEIRER.

HTTP RS : 400

InternalServerError

MRRS|/WREHR , MRELLRAE.

ErrorCode

HIRABRATHE - NRBRFANFASR, XEWE RN ML R ERNEFFRIME
FRE RN,
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Message

BRHEIEHRRENEARR (KiF), CTEHOAFZR. MRAFEST M@
TEAENERZNS  MENEFNERARLAFERNERE, XHEFRNERLCEMESE
FRENEREFER R LHEIRER.

HTTP IRZESAH : 500

BESH
BRUBEEBSZ—FEAL API WEZ{EE Amazon SDKs , BZRUTHA :

« Amazon S TITRE V2

+ Amazon ;& F.NET #J SDK V4

« Amazon i& AT C++ #y SDK

« Amazon & AT Go v2 #y SDK

+ Amazon ;& T Java By SDK V2

« Amazon JavaScript V3 iREH4F X T ES
+ Amazon & A F Kotlin # SDK

+ Amazon i& AT PHP #y SDK V3

» Amazon Python 4F AT ES

« Amazon & T Ruby V3 #J SDK
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https://docs.amazonaws.cn/goto/cli2/elasticfilesystem-2015-02-01/DeleteAccessPoint
https://docs.amazonaws.cn/goto/DotNetSDKV4/elasticfilesystem-2015-02-01/DeleteAccessPoint
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/DeleteAccessPoint
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/DeleteAccessPoint
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/DeleteAccessPoint
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/DeleteAccessPoint
https://docs.amazonaws.cn/goto/SdkForKotlin/elasticfilesystem-2015-02-01/DeleteAccessPoint
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/DeleteAccessPoint
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/DeleteAccessPoint
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/DeleteAccessPoint
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DeleteFileSystem

BBRXHRE , KAREBAERS, BEE , XHERETBEE , TELRASHBRXHREHEMR

EMIBR EFS XHREH , FEFIMRERIINHRENERER. LSREEEMER Amazon 2
# & B BR S RGBT N EMATH .

(® Note
ToEMBRE T EFS EHIREN RS, EELHBREFEE.

TEMBREEFERANXHRE. BRRY , URNAREFEMERBERF , XALHERERBIR, BX
E%ER , 2@ DescribeMountTargets#lDeleteMountTarget,

(@ Note
HXHREREDMA deleting B , FFiR[E DeleteFileSystem A, ATLAESEH
DescribeFileSystems RERKE X H RSB RIRDS |, ZBREQREIK S P XXHRES
Fo MRERZCHBRXHRENXHRS ID SHoIE S , DescribeFileSystems £IRE 404
FileSystemNotFound %&i%.

WIREEE elasticfilesystem:DeleteFileSystem BREMIR,
BREE
DELETE /2015-02-01/file-systems/FileSystemId HTTP/1.1

URI i§3RS#
EREALUT URI S5,

FileSystemid
EMBREIXHRS ID,

KERS : RRAKENRN 128,
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B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-T]1{8,40})$

¥R 1k
BERREERE L,
I I8 %

HTTP/1.1 204

e B 7T 3

WRIBERD , MZBREFL2EEBTEZ HTTP IEEXH HTTP 204 AL,
5ix

BadRequest

MREFEREABRRESH R (HINSBETHRBROLESH ) | WEELERR,

ErrorCode

BRABRATHE-FHRERFENFHR, XERERERLNFNLEERNEFFIREME
AR IR,

Message
BRHECEERFMMNENER (K1F), TETETAAFRZR. NRAFIER AL
TRAEBNEREZY  AENEFNERENSLAFRETER. XBEFRMNERAENESE
FRMLNEZBFER S ZHERER.

HTTP RZSXE : 400

FileSystemInUse
MRXHRGEESBIR , WRELLAA.

ErrorCode

BRABERATHE-—HFRERFANFHR, XEWEFERELN ML EFIRNEFFEIMNE
FRE RN,
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Message

BRHEIEHRRENEARR (KiF), CTEAOAFZR. MRAFEST AL IS
TEABNHEIREZNS  TENEFNEREARLAAFERER. XHFEFRNERGENELE
FRENEREFER R LHEIRER.

HTTP IRZSAKHE : 409
FileSystemNotFound

MRFRENIEEFileSystemIdERFRE , MiRE, Amazon Web Services K/

ErrorCode

BRABEATHE-—HFRERFANFNR, XEWEZRRELN ML EFIRNEFHEZIMNE
FREIRA,

Message

BREECERERIZUENENER (HiB), TEEARAFRZNR. NMEAFBEFAMATLESR
FTELABNEREZY LN EFYEENRLAFIRER. IFEFEFRNVERGCENELSE
RN EREFER S RZBEIRER,
HTTP IRASREE : 404
InternalServerError
MRRFF/mAERR , MERERAE,

ErrorCode

BRABRATHE - FREBERFAENFHR, XEWRERXELNNEERNEFFFREME
AR IR,

Message
BRHEESHERFRMNERER (RiF). CXTEHMAFRZER. MRAFBIFHMMALER
TRAENFEREZYS , HENEFFERNSLAFETER. XHEFRMNERAENESE
MU ERREFERS PREBIRER.

HTTP IRZSAH : 500
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Al
BR S R SE

AR RfIE file-systems iR (elasticfilesystem.us-
west-2.amazonaws.com/2015-02-01/file-systems/fs-01234567 ) Xi%X DELETE &K |
LAMIER ID A fs-01234567 IS RE,

RIE R

DELETE /2015-02-01/file-systems/fs-01234567 HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140622T2330217

Authorization: <...>

50 B

HTTP/1.1 204 No Content
x-amzn-RequestId: a2dl125b3-7ebd-4d6a-ab3d-5548630bff33
Content-Length: 0

BESH
BXRUBEES2—FEA APl WEZEE Amazon SDKs , iI5Z R THREA :

« Amazon S T{TRE V2

+ Amazon ;& F.NET # SDK V4

« Amazon & F C++ iy SDK

« Amazon & T Go v2 #y SDK

« Amazon §& A F Java #J SDK V2

+ Amazon JavaScript V3 lREH4F AT ES
« Amazon §&f T Kotlin # SDK

« Amazon AT PHP # SDK V3

+ Amazon Python 4 F AT ES

« Amazon AT Ruby V3 # SDK
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https://docs.amazonaws.cn/goto/cli2/elasticfilesystem-2015-02-01/DeleteFileSystem
https://docs.amazonaws.cn/goto/DotNetSDKV4/elasticfilesystem-2015-02-01/DeleteFileSystem
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/DeleteFileSystem
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/DeleteFileSystem
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/DeleteFileSystem
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/DeleteFileSystem
https://docs.amazonaws.cn/goto/SdkForKotlin/elasticfilesystem-2015-02-01/DeleteFileSystem
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/DeleteFileSystem
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/DeleteFileSystem
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/DeleteFileSystem
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DeleteFileSystemPolicy

BIBRIEEE X HREN FlleSystemPollcyo BIBRIMERRESS |, BRIA FileSystemPolicy BI4ERK,
BXRBINXHREEMNESELR , BSME EFS PEAE T HIRIN K,

WIREEE elasticfilesystem:DeleteFileSystemPolicy BIEHIINR,
BERIEE
DELETE /2015-02-01/file-systems/FileSystemId/policy HTTP/1.1

URI &R S
BERERALLT URI S,
FileSystemid

FEEEMIBR FileSystemPolicy B EFS XHREE,

KERS  RAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-f]1{8,40})$

N== N
B 3RE
ZEREEBEREX,
0 B2 1E 3%
HTTP/1.1 200
I Rz 5 3=

MR RERDD , MZREZALEZEBTEZE HTTP EEXH HTTP 200 MR,
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Hix
BadRequest

MRFREXBRFESHER (HUNSHELTRIROHESH ) , WRELAR,

ErrorCode

BRABEATHE -—HFRERFANFHES, XEWEEEELN ML EFIRNEFFZIMAE
FRE IR,

Message

BRHEOEHERFMMNENER (K1E), cETETAAFRZR. NRAFERF AL
TRAEBNEREZYE  AENEFNEENSLAFETER. XBEFRNERAENESE
FRMLNEZBFER S ZHERER.
HTTP RZSXEE : 400
FileSystemNotFound

MRBFEREWIEEFileSystemIdERFE , MRE, Amazon Web Services K

ErrorCode

HRABRATE - RABREZFNFASR, XEWERRELN ML EFRNEFFRIMNE
fREE IR,

Message

BRHEIEHRFZMENEARR (KiF), CTEAOAFZR. MRAFEITF M@
TEABNHEIREZN  TENEFNERORLAAFERER. XHFEFRNERGENELE
FRENEREFER B LZHEIRER.

HTTP RS : 404

IncorrectFileSystemLifeCycleState

MRXHERENERBBRSFTRTAR", MRELAR,

ErrorCode

HIRABRATHE - NRBRFANFASR, XEWE RN ML R ERNEFFRIME
FRE RN,
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Message

BRHEIEHRFENEAER (KiF), CTEAROATZR. MRAFEST MMM
TEAENERRZNS  AENEFFERARLAFERNERE, XRFEFRNERLCEMESE
FRIENEREFER B LHEIRER.

HTTP R : 409

InternalServerError

MRES|/ImAEH R , MWRELAR,

ErrorCode

HRABRATHE - NRBREZFN TSR, XEWERREQN ML EFRNEFFRIRME
FREIRNA,

Message
BREETGSERZGNENER (KiB), CXEHOAFRZR. NMREAFBRTHNMNMLES

FTEAENERRZNS  HENEFNERARLAFERER, XREFRNERLCEMESE
FRENEREFER R ZHEIRER.

HTTP IRZSAH : 500

BESH
BXRUBEBES 2 —FERHL API WEZE R Amazon SDKs , BSHEUTHZA :

« Amazon S TITRE V2

« Amazon & T .NET # SDK V4

« Amazon & T C++ iy SDK

« Amazon & T Go v2 #J SDK

« Amazon i@ F Java #J SDK V2

« Amazon JavaScript V3 R4 F A T ES
» Amazon &M T Kotlin £ SDK

» Amazon EA T PHP #J SDK V3

» Amazon Python 4F AT ES

« Amazon & T Ruby V3 #J SDK
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DeleteMountTarget
1l BR 16 E WY HEEL B 4R

BEIRAEE S 6 A M BRAVIE S B ARo8 B R T S RGNV HEER , XA RE & T2 X LR AR B
BARF., WBRNARFRADE , RAT , AAIREZERHSES B FRNAEER. WIREESHER
KERHMEED, ARXNBEATRRER , EREALREPHERBIRT2RANHRERE, F
REFTBIBHI XA RS, BUER S —MERBRERR VPC R EC2 KA,

BRFFE BN AR GERITUATRENNR

* elasticfilesystem:DeleteMountTarget

(® Note

HEHBERREMA deleting B , FFIR[E DeleteMountTarget WA, ATLUER A
DescribeMountTargets #R¥ERK EER B FiHBIBRTER , WIRESREALAEXHRENESRE
FRIER SR

ZBRELEETEH BRMIMSEED LHITUT Amazon EC2 BENRR :

» ec2:DeleteNetworkInterface

FRIEE

DELETE /2015-02-01/mount-targets/MountTargetId HTTP/1.1

URI #E3RSH
BEREAUT URI 23,

MountTargetld

EMROVESEFR ID (FHH)
KERS & PKER 13, RAKER 45,

B AMfsmt-[0-9a-F1{8,40}$

DeleteMountTarget 382



Amazon Elastic File System ArfEm

B R

B3R
ZERFEEREL,

g RI1E

HTTP/1.1 204

e Rz 7T 3=

WMRIRERY , MIZRFLKIZEHTEZE HTTP IEEXH HTTP 204 WK,
Fix

BadRequest

MRFREXEFRJESHR (HUNSREERIROSESH ) , WRELAE,

ErrorCode

BRABEATHE -—HFRERFANFHE, XEWEZREELN ML EHFIRNEFFZIAE
FRE IR,

Message

HRHEESHRZMANEARR (K1), eXEAAAFZR. NRAFEITAMTLES
FEAENERRNS  SENEFNEREARLAFERER, XREFRNERLEMNESE
FRMEMNEREFER R ZHEIRER.

HTTP RZSXE : 400
DependencyTimeout
RFEZATHIFERTER , FrRiwNERFR,

ErrorCode

HRABRATHE - NRBRFFNFASR, XEWE RN ML EERNEFFRIME
FREIRA,
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Message

BRHEIEHRRENEARR (KiF), CTEAOAFZR. MRAFEST AL IS
TEABNHEIREZNS  TENEFNEREARLAAFERER. XHFEFRNERGENELE
FRENEREFER R LHEIRER.

HTTP RS : 504

InternalServerError

MRRS /WA EH R , MIRELLRAR.

ErrorCode

HRABRATE - RBREZFNFASR, XEWERRELN ML EFRNEFFRIME
fREE IR,

Message

BRHEIEHRRENEARR (KiF), CTEAOAFZR. MRAFEST MMM
TEAEBNHEREZNS  AENEFNERARAAFERER. XHFEFRNERGENELE
FRENEREFER R LHEIRER.

HTTP RZSRE @ 500
MountTargetNotFound
MREREAER Amazon Web Services ik HARZXFEFIEE ID WEHERF , MREKAR,

ErrorCode

HRAERATE - RAERFANZRFSR, XEWERRERQN ML ZBEIROEFFFIRENE
FREE IR

Message
HRHEEEERFMNENER (RK1E), eETETAAFRZR. NRAFIERFANMNALLES

TEAENERRZNS  FHENEFNERARLAFERNERE, XHEFRNERLCEMESE
FRENEREFER R LZHEIRER.

HTTP RS : 404
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BERI M R ER B AR

LA R lR 3% DELETE &R SAMIBR4S E 25 B 47

RO R

DELETE /2015-02-01/mount-targets/fsmt-9al366le HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140622T7232908Z

Authorization: <...>

A9

HTTP/1.1 204 No Content
x-amzn-RequestId: ©01234567-89ab-cdef-0123-456789abcdef

BEZH
BXRUBEBES2—FEAIL APl WEZ/E S Amazon SDKs , HSRUTAR :

« Amazon S FATSE V2

« Amazon & T .NET # SDK V4

« Amazon & T C++ iy SDK

« Amazon &M T Go v2 i SDK

« Amazon J&H F Java #) SDK V2

» Amazon JavaScript V3 liREH4F X T ES
« Amazon & F Kotlin #J SDK

« Amazon j&fF PHP #y SDK V3

+ Amazon Python i &% T E&

« Amazon A T Ruby V3 #J SDK
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https://docs.amazonaws.cn/goto/cli2/elasticfilesystem-2015-02-01/DeleteMountTarget
https://docs.amazonaws.cn/goto/DotNetSDKV4/elasticfilesystem-2015-02-01/DeleteMountTarget
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/DeleteMountTarget
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/DeleteMountTarget
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/DeleteMountTarget
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/DeleteMountTarget
https://docs.amazonaws.cn/goto/SdkForKotlin/elasticfilesystem-2015-02-01/DeleteMountTarget
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/DeleteMountTarget
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https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/DeleteMountTarget
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DeleteReplicationConfiguration

BEREHRE. BREFREXEREFIE. BEREFEER , BIAXHREZN Writeable , H
EHBERPIEFEHNEH. AXESZER , BEANKREFEE,

WIRIEEE elasticfilesystem:DeleteReplicationConfiguration BREMER,

BRI

DELETE /2015-02-01/file-systems/SourceFileSystemId/replication-configuration?
deletionMode=DeletionMode HTTP/1.1

URI &R

FEREAUT URI 28,

DeletionMode

FRIABERT , B Amazon Web Services i =¥ X 13 & #l8t+ Amazon Web Services X

15 , Amazon EFS £ MR 7 F1 B #r0K /2 5 X 18 (ALL_CONFIGURATIONS) H il BrE #IE &,
MREFEREEINERB , 3% Amazon EFS T 2R MR IRMIBREHIEE , WA LAER
LOCAL_CONFIGURATION_ONLY XXM Atthin ( HITHIBRIRVERY K 7 = X 45 ) MIBRECE

(® Note

{XFE Amazon EFS &3 [ 8 BRIRE AN B FRik 7 58 X i3 pY & $I B & 8 = E A
LOCAL_CONFIGURATION_ONLY &=, MlBRAS it BL 8 & fF H bk =5 X 35 A W 8L 8 T 1R

£,
A, FEFREXATRKS, BXSNES , RAXHMSSF 3 BadRequest RFE 4
xo

BM{E : ALL_CONFIGURATIONS | LOCAL_CONFIGURATION_ONLY

SourceFileSystemld

EHEEPRXHFREH ID,

KERS : RAKENRN 128,
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B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-T]1{8,40})$

B R4
ZEREEEREX,
I RIS

HTTP/1.1 204

) 37 7T 32
WMRIRERD , MZBRSLLEBTHEZE HTTP EXH HTTP 204 IR,
’-EEl 15%

BadRequest
WRERBABRIITEHR (FNSHRETHIRDZESEH ) |, WRELKAR.

ErrorCode

BRABERTHE-—HFRERFANFHR, XEWEFEREQN ML EEIRNEFFEIRMNE
FRER IR,

Message

BREHEIEHRZENEARR (KiF), STEHOAFZR. NMRAFBIT M@
TELENEREZY  MEANEFNEENSLAFERER. XREERNEBRLENELE
FRMLNEZBFER S ZRERER
HTTP IRZSXE : 400
FileSystemNotFound

MREREWNIEEFileSystemIdEFEE , MEE, Amazon Web Services i/

ErrorCode

BRABERATHE-—HFRERFANFHR, XEWEERRELN ML EFIRNEFFEIMNE
FREIRA,
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Message

BRHEIEHRRENEARR (KiF), STEAOAFZR. MRAFBEITF AT
FTEAENERRZNS  HENEFNERARLAFERERE, XHEFRNERLEMESE
FRENEREFER R LZHEIRHER.

HTTP IRZSHE : 404

InternalServerError

WMRRSF/mAR LSRR, WERELRAR,

ErrorCode

BRABEATHE-—HFRERFANFNE, XEWEZRLELN ML EFIRNEFHEZIMAE
FRE IR,

Message

BRHEIEHRFMENEARR (KiF), CTEHOAFZR. MRAFESFHM@TLIES
TEAENEREZN  AENEFFERARLAFERNERE, XHFEFRNERLCEMESE
FRIENEREFER R LZHEIRER.

HTTP IRZESAHE : 500

ReplicationNotFound

MREENNHREXBEFEE , NEELAR.

ErrorCode

ReplicationNotFound

Message

HIRHEEESHRFMANENER (RiF), CETEAAAFZR, MRAFBITANMALER
TEAEBNHEREZNS  AENEFNEREARAAFERER. XEEFRNHERGENELE
FMENEREFER S BEHEIRER.

HTTP RS : 404

5iEZH

BXRUBEBES 2 —FRAL API WEZ{E R Amazon SDKs , BZHUTHA :
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RAriEmE

« Amazon S TITHRE V2

« Amazon j&fF.NET #) SDK V4

« Amazon & F C++ iy SDK

« Amazon &M T Go v2 #y SDK

« Amazon i@ T Java #J SDK V2

« Amazon JavaScript V3 lREHF A T ES

+ Amazon & T Kotlin £ SDK

« Amazon i@ F PHP ¥ SDK V3

» Amazon Python 4 F AT ES

« Amazon AT Ruby V3 # SDK
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https://docs.amazonaws.cn/goto/cli2/elasticfilesystem-2015-02-01/DeleteReplicationConfiguration
https://docs.amazonaws.cn/goto/DotNetSDKV4/elasticfilesystem-2015-02-01/DeleteReplicationConfiguration
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/DeleteReplicationConfiguration
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/DeleteReplicationConfiguration
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/DeleteReplicationConfiguration
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/DeleteReplicationConfiguration
https://docs.amazonaws.cn/goto/SdkForKotlin/elasticfilesystem-2015-02-01/DeleteReplicationConfiguration
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/DeleteReplicationConfiguration
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/DeleteReplicationConfiguration
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/DeleteReplicationConfiguration
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DeleteTags
(@ Note
EF A - EHF A DeleteTags BAR%HF ., EM EFS BIRFMERIFZ , EFEA UntagResource
AP #4E,

MRS BRIEEMFRZL, MR DeleteTags BERALEFEENIRZLR , Amazon EFS &7
BEHEFR2SBER, BXRINEXREINESER , B25H ( Amazon KESRAERE BAF#E
) FHRERE,

WIREEE elasticfilesystem:DeleteTags BIEMIIR.

BHRIEE

POST /2015-02-01/delete-tags/FileSystemId HTTP/1.1
Content-type: application/json

{
"TagKeys": [ "string" ]
}

URI B3RS

BEREALLT URI S,

FileSystemid
EMBRERENNHRS ID ( F/HH) o
KERS : RAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-fT]1{8,40}|fs-[0-9a-f]1{8,40})$

R
WREZ A JSON AN THIE,
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TagKeys
IR YR,

RE . FHRHA

BARR : &P 1 MR, &% 50 W,

KERS : &/ PKEN 1. ZERKER 128,

B A2 [aAT{13IwWI {13 [sST{1}: ) (I\p{LI\p{Z\p{NI_. : /=+\-@1+)$

g R

HTTP/1.1 204

Ve 7 7T 3
MRIBERD , WZBSAKIEEHAZ HTTP EXH HTTP 204 WAL,

"EH IES

BadRequest
MRFRBABRIETEHR (HINSHRETHIRDZESE ) |, WERELKAR.

ErrorCode

HRABRATE - RABREZFNFZASR, XEWERRELN ML EFRNEFFRIME
fREE IR,

Message

BRHEIEHRFENEAER (KiF), CTEAOATZR. MRAFEST MMM
TRAENEREZNS  HENEFFERARLAFERNERE, XHFEFRNERLCEMESE
FRENEREFER B LHEIRER.

HTTP RZSEE : 400
FileSystemNotFound

WMREREWNIEEFileSystemIdEFFE , MEE, Amazon Web Services I/~
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ErrorCode

HRABRATE - RABREZFNFZASR, XEWERRELN ML EFRNEFFRIME
fREE IR,

Message

HRHRE2ESHRFANERER (RiF), CETEAAAFZR, MRAFBI AWML ER
TRAENEREZNS  MENEFFEREARLAFERNER, XFEFRNERLCEMESE
FMENEREFER S BEHEIRER,

HTTP RS : 404

InternalServerError

MRRSBR/WMARESH R, WRELAR.

ErrorCode

BRABERATHE-—HFRERFANFHR, XEWREZRRELN ML EFIRNEFFHEIMNE
RN,

Message

HRHEESHRZMANENARR (F1F). eXEHAAFZR. NRAFEITFAMTLES
TRABNERES  HENEFFEZOSLAFERER . XFEFRNERGENELE
FMENEREFER S BEHEIRER.

HTTP RZSAH : 500

BESH
BRUBEBEZ—FEAL API WE Z{EE Amazon SDKs , SR THA :

« Amazon W HITRE V2

» Amazon & F.NET £y SDK V4

« Amazon @A F C++ #J SDK

« Amazon & AT Go v2 Ky SDK
 Amazon ;&A T Java #J SDK V2

« Amazon JavaScript V3 [REHF AT ES
 Amazon ;& T Kotlin B§ SDK
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https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/DeleteTags
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/DeleteTags
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/DeleteTags
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/DeleteTags
https://docs.amazonaws.cn/goto/SdkForKotlin/elasticfilesystem-2015-02-01/DeleteTags
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« Amazon & F PHP #J SDK V3
» Amazon Python 4 F AT ES
« Amazon AT Ruby V3 # SDK
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https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/DeleteTags
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/DeleteTags
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/DeleteTags
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DescribeAccessPoints

IREI4$E Amazon EFS A SKIHER ( IR RM AccessPointId ) . WIRREM EFS
FileSystemld , EfREZXHRENAEZEARER, AIEERPRM AccessPointId =
FileSystemId , BfgEEINRREFE,

WREEE elasticfilesystem:DescribeAccessPoints REHNR,
BERIEZE
GET /2015-02-01/access-points?

AccessPointId=AccessPointId&FileSystemId=FileSystemId&MaxResults=MaxResults&NextToken=NextToker
HTTP/1.1

URI &R
EREALUT URI 33,

AccessPointld

(Wit ) EEEREMPFIRY EFSEAR ; 5 FileSystemId B,
KERS : RAKER 128,

B . A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:access-point/fsap-
[0-9a-fT]1{8,40}|fsap-[0-9a-f]1{8,403})%
FileSystemid

(i ) INRIEBHET FileSystemId , EFS FREZNHRENFIEREAR 5
AccessPointId B/,

KERS  RAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-fT]1{8,40}|fs-[0-9a-f]1{8,40})$

MaxResults

(AR ) REXHRENFIARAREN , ATLUERIEE MaxItems SEk BRI 0w R 4R B A X R
B, RIAMER 100,

BRCEE : &/MER 1.
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NextToken

MBENMNBHITOR , MER NextToken, AILAERLEERFFEM NextMarker BT —HEA
R,

<ERH  ZR/PEKEN 1. RREERN 128,
B L+

R IEX

ZEREEBERE,

P REDSS

HTTP/1.1 200
Content-type: application/json

{
"AccessPoints": [
{
"AccessPointArn": "string",
"AccessPointId": "string",
"ClientToken": "string",

"FileSystemId": "string",
"LifeCycleState": "string",

"Name": "string",

"OwnerId": "string",

"PosixUser": {
"Gid": number,
"SecondaryGids": [ number ],
"Uid": number

.
"RootDirectory": {
"CreationInfo": {
"OwnerGid": number,
"OwnerUid": number,

"Permissions": "string"
1,
"Path": "string"
1,
"Tags": [
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{
"Key": "string",
"Value": "string"
}
]
}
1,
"NextToken": "string"
}
WE B 7T &

WMRIRERT |, MIZARS R KEE HTTP 200 W# AL,
AR5 LA JSON #&=iR = BA T 83
AccessPoints

—RIBEA SLHRE,

F A . AccessPointDescription ¥t REAH
NextToken

MRBARKEESHNTEENNHRE , NER, BAUERLEER NextMarker £ RIREHE
fb iR

R FRH
KERS : BARERN 1. BAKER 128,
CE

Hix
AccessPointNotFound

WMRFERERIEEACcessPoint IMERFE , MiRE, Amazon Web Services I/

ErrorCode

BRABERATHE-—HFRERFANFHR, XEWEERELN ML EEIRNEFFHEIMNE
FREIRA,
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Message

BREEGSERZGNENER (KiB), CXEHOAFRZR. NEAFBRTFHMNMLES
TREABNEREZYE , OENEFNEZENSLAFRETER. XBEFRNERLENESE
FRMLNEZBFERS ZHERER.
HTTP IRZSXEE : 404
BadRequest
NREBRBAERINITEHR (FINSHETHIRDZESE ) |, WREKAE.
ErrorCode
HRAERATHE —FHRRERFENFHER, XERSRERQN MG IRNEZEFHREMNE
AR IR,
Message
BRHEEGSHRFENERER (KiF). CXTEHMAFRZER. NRAFBIFHNUMALER
TRAENFEREZY  HENEFFERENSLAFETER. XHEFRNERAENESE
FRMLNERBEFER S ZIEIRES.
HTTP RZSXEE : 400
FileSystemNotFound

MRBFEREWIEEFileSystemIdERFE , MRE, Amazon Web Services Ik

ErrorCode

HRABRATE - RABREZFNFZASR, XEWERREALN AL EFRNEFFRIRME
fREE IR,

Message

BRHEIEHRRENEARR (KiF), STEAOAFZR. MRAFBIF MMM IES
FTEAENERRNS  HENEFNEREARLAFERNERS, XHEFRNERLEMESE
FRENEREFER B ZHEIRER.

HTTP IR : 404

InternalServerError

WMRRSF/RAR LSRR, WERELRAR,
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ErrorCode

HRABRATE - RBREFFNFASR, XEWERRELN ML EFRNEFFRIME
fREE IR,

Message

BRHEIEHRRENEARR (KiF), CTEAOAFZR. MRAFEST M@
TEAEBNHEIREZNS  TENEFNERARLAAFERER. XHFEFRNERGENELE
FRENEREFER B LZHEIRER.

HTTP RS : 500

BESH
BRUBEEBSZ—FEAL API WEZ{EE Amazon SDKs , BZRUTHA :

« Amazon S TITRE V2

+ Amazon ;& A F.NET #J SDK V4

« Amazon i& AT C++ #y SDK

« Amazon & T Go v2 #y SDK

+ Amazon ;& T Java By SDK V2

« Amazon JavaScript V3 liREH4F X T ES
+ Amazon & A F Kotlin # SDK

+ Amazon ;& AT PHP ¥y SDK V3

» Amazon Python 4F AT ES

« Amazon T Ruby V3 #J SDK
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https://docs.amazonaws.cn/goto/cli2/elasticfilesystem-2015-02-01/DescribeAccessPoints
https://docs.amazonaws.cn/goto/DotNetSDKV4/elasticfilesystem-2015-02-01/DescribeAccessPoints
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/DescribeAccessPoints
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/DescribeAccessPoints
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/DescribeAccessPoints
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/DescribeAccessPoints
https://docs.amazonaws.cn/goto/SdkForKotlin/elasticfilesystem-2015-02-01/DescribeAccessPoints
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/DescribeAccessPoints
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/DescribeAccessPoints
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/DescribeAccessPoints

Amazon Elastic File System ArfEm

DescribeAccountPreferences

REYF 5. HERA S Amazon Web Services K < Bk AY K 2 R 1% & Amazon Web Services
X1,

BRI

GET /2015-02-01/account-preferences HTTP/1.1
Content-type: application/json

{
"MaxResults": number,
"NextToken": "string"

URI ERS

ZERTERAEM URI S8,
HRIEX

BEREEZ XA JSON BN THIE.
MaxResults

(AL ) R HIETE , AJBUERIEE MaxItems SHEARGIBMEAREIHXN RBE. BRIAE
= 100,

KR . B
BEXCERE : &/DMER 1,

NextToken

(k) MR HEE ST, MALAERFLERPEM NextToken JREXTF —3 Amazon Web
Services K HiEIN,

KHE  FREH
KERS  RPKEN 1. RAKER 128,
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B’ L+

g R 1R

HTTP/1.1 200
Content-type: application/json

{

"NextToken": "string",

"ResourceIdPreference": {
"ResourceldType": "string",
"Resources": [ "string" ]

a7 7T 3

R BERERT , MZARS S KIEE HTTP 200 WAL,
ARS5 LA JSON #& iR B BL T 847

NextToken

MBEENIERZTHNPIREINIES , MER. ATEREEHERDPFER NextToken RIRELE
bR

RE PR
KERS : B/IKEN 1. BAKEY 128,

B L+

ResourceldPreference

ERY 5 A HERN AP Amazon Web Services Tk <EBXH &R ID BIEIiZE Amazon Web
Services X1,

2 : ResourceldPreference ¥t &
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+# 30
ER5N
InternalServerError

WMRBSF/RARER R, WRELRAR,

ErrorCode

BRABERATHE-—HFRERFANFNR, XEWEFERELN ML EEIRNEFFHEIMNE
RN,

Message

HIRHEESHRZANENARR (K1), eXEAAAFZR. NRAFEITMMTLES
FEAENERRNS  SENEFNERARLAFERNER, XREFRNERLEMESE
FMELNEREFER S BEEIRER.

HTTP IRZ&SAH : 500

BESH
BXRUBEES2—FEA APl WEZEE Amazon SDKs , I5Z R THEA :

« Amazon S T{THRE V2

« Amazon j&fF.NET #) SDK V4

« Amazon &R F C++ iy SDK

« Amazon &M T Go v2 #y SDK

« Amazon i@ T Java #J SDK V2

+ Amazon JavaScript V3 liRE4F AT ES
+ Amazon i& AT Kotlin £ SDK

« Amazon i@ F PHP ¥ SDK V3

» Amazon Python 4 F AT ES

« Amazon AT Ruby V3 # SDK
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https://docs.amazonaws.cn/goto/cli2/elasticfilesystem-2015-02-01/DescribeAccountPreferences
https://docs.amazonaws.cn/goto/DotNetSDKV4/elasticfilesystem-2015-02-01/DescribeAccountPreferences
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/DescribeAccountPreferences
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/DescribeAccountPreferences
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/DescribeAccountPreferences
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/DescribeAccountPreferences
https://docs.amazonaws.cn/goto/SdkForKotlin/elasticfilesystem-2015-02-01/DescribeAccountPreferences
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/DescribeAccountPreferences
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/DescribeAccountPreferences
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/DescribeAccountPreferences

Amazon Elastic File System ArfEm

DescribeBackupPolicy
REEE EFS X RGN & 1D KRG,
BRI E
GET /2015-02-01/file-systems/FileSystemId/backup-policy HTTP/1.1

URI &R S

BEREALT URI S,

FileSystemid
EEEREH BackupPolicy MY EFS XH# R4,
KERS  FAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-fT]{8,40}|fs-[0-9a-f]1{8,40})$

B 3RAE
ZIFRIEBEREN,
) B2 18 3%

HTTP/1.1 200
Content-type: application/json

{
"BackupPolicy": {
"Status": "string"
}
}
I &7 7T 3%

MR RERTD , MZRES L KIER HTTP 200 R,
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ARS5 LA JSON #& iR = BL T 83

BackupPolicy
EFRNHRENRMRE , BHARFBERXABHIRN

33 : BackupPolicy X%

Eix
BadRequest

MRBFBRBAEFERITEHR (SINSBRELTHSERDHXESH ) |, MERELERE.

ErrorCode
BRABRATE - RABERFANZFSR, XIEWRERRERQN ML BEROEFFFIREMNE
IR,

Message
BREHEIEHRZENEARR (KiF), STEHOAFZR. NRAFBET AWML RS
TELENEREZY  MEANEFNEENSLAFERER. XREERNEBRLENELE
MU EREFERS PREIRER.

HTTP RZSXEE : 400

FileSystemNotFound
MRERENIEEFileSystemIdEFREFE , MRE, Amazon Web Services Ik /2

ErrorCode

BRRBEATE MHRERFAENFRASE, XEWREZRRERLN L EERNVEFFIZEANE
R RN,

Message
BRHEESHRFENERER (RiF). CXTEHMAFRZER. NRAFBIFHNMMALER

TREAEBNHEREZNS  AENEFNEREARAAFERER. XEEFRNERGENELE
FMENEREFER S BEHEIRER.

HTTP RS : 404

InternalServerError

WMRBRSF/RARER R, WRELRAR,
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ErrorCode

HRRBEATE MR RERFMNFRE, XEWEZRRERN AL E S RNEF I E
FREE IR

Message
BRHEGSERFMNENER (RK1F), TETETAAFRZR. NRAFER AL
TRAEBNEREZYE  FENEFNERENSLAFETER. XHEFRNERAENESE
FRMLNEZBFER S ZRERER.

HTTP RZSXH : 500

PolicyNotFound

EXERBIH B EIEEN IAM KRR RREENRE IR, REF\EERITHRE , RERIAH

REREN EFS XHRGEN , AEWMRARIEEZ O R , 1 A6IRE IR,

ErrorCode
BRABRATHE-FHRRERFENFHR, XEREREELNNLEBERNEFFREME
AR IR,

Message
BRHEEGSHERFMNERER (RiF). CXTEHMAFRZR. NRAFBIFHNMMALER
TRAENFEREZY , FENEFFERENSLAFETER. XHEFRNERAENELSE
FRMUMNEREFERS PREBIRER.

HTTP RS : 404

ValidationException

R ERPFTER Amazon Backup ARS8 | Amazon Web Services X1 , MR [E,

ErrorCode
HEIRBREATH —RERFFNFERR, XEKRERXBERNMLEERVEFFSEERANE
fREE IR,

Message
BFREESERRFMMNEARER (KiB), TEEHRAFRZR. NRAFBERFH MM E

FEAENERRNS  SENEFNERARLAFERER, XREFRNERLEMNESE
FMENEREFER S BEHEIRER.
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HTTP RS : 400

FESH
BRUBEEBSZ—FEAL API WEZ{EE Amazon SDKs , BZRUTHA :

« Amazon S TITRE V2

+ Amazon ;& A F.NET #J SDK V4

« Amazon i& AT C++ #y SDK

« Amazon & F Go v2 #y SDK

+ Amazon ;& T Java By SDK V2

» Amazon JavaScript V3 iRE4F X T ES
« Amazon & T Kotlin #§ SDK

+ Amazon ;& AT PHP ¥y SDK V3

» Amazon Python 4F AT ES

« Amazon & T Ruby V3 #J SDK
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https://docs.amazonaws.cn/goto/cli2/elasticfilesystem-2015-02-01/DescribeBackupPolicy
https://docs.amazonaws.cn/goto/DotNetSDKV4/elasticfilesystem-2015-02-01/DescribeBackupPolicy
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/DescribeBackupPolicy
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/DescribeBackupPolicy
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/DescribeBackupPolicy
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/DescribeBackupPolicy
https://docs.amazonaws.cn/goto/SdkForKotlin/elasticfilesystem-2015-02-01/DescribeBackupPolicy
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/DescribeBackupPolicy
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/DescribeBackupPolicy
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/DescribeBackupPolicy

Amazon Elastic File System ArfEm

DescribeFileSystemPolicy
IREEE EFS XHREGHW FileSystemPolicy.,
WIREEE elasticfilesystem:DescribeFileSystemPolicy R ERNFR,
BERIEZE
GET /2015-02-01/file-systems/FileSystemId/policy HTTP/1.1

URI B3RS
BEREALT URI S5,
FileSystemid
EEERFE FileSystemPolicy By EFS XHREE,

KERS  FAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-fT]1{8,40}|fs-[0-9a-f]1{8,40})$

BR
ZIEREBERIE,
P ORETDSS

HTTP/1.1 200
Content-type: application/json

{

FileSystemId": "string",
Policy": "string"

e 2 7T 3

MRERERT , MZRSHLKIEE HTTP 200 WAL,
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AR5 LA JSON #& =R B LA T #3E.

FileSystemid
fE7E FileSystemPolicy SEAM EFS XH XL,
K FHEHB
KERS : RRAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-fT]1{8,40}|fs-[0-9a-f]1{8,40})$

Policy
EFS X#HR%H JSON #xM FileSystemPolicy.

RE : FFEH
KERS : &PKER 1. RAKER 20000,
B [\s\S]+

"EH =

BadRequest
MRFRBFABRIETEHR (HNSHRETHHIRDZESE ) |, WERELKAR.

ErrorCode

BRABERATHE-—HFRERFANFNS, XEWREFERELN ML EEIRNEFFHEIMNE
RN,

Message

BREEEEERFZMNEARR (EiB), TXEHBAFZR, MRAFBETHNATLES
FEABHERZG  FENEFTEZEORLAFETER., XRFIFRNERLCENEYE
FMENERIEFER S ZREIRER,

HTTP RZSXEE : 400
FileSystemNotFound

MRFRENEEFileSystemIdEFRFRE , MiRE, Amazon Web Services K/~
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ErrorCode

HRABERATHE -FRAERFANZFSR, XEWRSRRERQN ML ZBEROEFFIREMNE
FREE IR

Message
BRHEGSERFMNENER (RK1F), TETETAAFRZR. NRAFER AL
TEAENEREZY  MEANEFNEERNSLAFERER. XHEFRNBRAENESE
FRMLNEZBFER S ZRERER.

HTTP IRZSXEE : 404

InternalServerError

MRRFF|/ImAERE R, WRELAS.

ErrorCode
BFRABEATHE MRERFMNFRE, XEWREZRELERRNFLESRNEFFIEEMNE
AR IR,

Message
BRHEEGSHERFMNERER (RiF). CXTEHMAFRZER. NRAFBIFHNMMALER
TRAENFEREZY , AENEFFERENSLAFETER. XHEFRNERAENELSE
FRMUMNEREFERS PREBIRER.

HTTP IRZSAH : 500

PolicyNotFound

ERLERERAEIEEN IAM RS R R RIEEAIRE LR, RTFEEERITHRE , IRBIAXH

REKEN EFS XHRSGBN , ABFBWRAKREEZH R , LAEIRE HFIR,

ErrorCode
HRABERATHE —HRRERFENFHR, XERSREBLN MG EEIRNEZEFHRENE
R RS,

Message
BREECGSHRFZENENER (KiE), EXTEHOAFLREZR. NRAFEBIFHNUNMALES

FEAENERRNS  SENEFNERARLAFERER, XREFRNERLEMNESE
FMENEREFER S BEHEIRER.
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HTTP RS : 404

]|
)
Lt R ER T B9 —Fh 5% DescribeFileSystemPolicy.

ROIER
GET /2015-02-01/file-systems/fs-01234567/policy HTTP/1.1

510 B

"FileSystemId": "fs-01234567",

"Policy": "{
"Version": "2012-10-17",
"Id": "efs-policy-wizard-cdef@l123-aaaa-6666-5555-444455556666",
"Statement": [

{
"Sid": "efs-statement-abcdef@1-1111-bbbb-2222-111122224444",
"Effect" : "Deny",
"Principal": {
"AWS" . "EM
},
"Action": "*",

"Resource": "arn:aws:elasticfilesystem:us-east-2:111122223333:file-
system/fs-01234567",
"Condition": {
"Bool": {
"aws:SecureTransport": "false"

}

"Sid": "efs-statement-01234567-aaaa-3333-4444-111122223333",
"Effect": "Allow",
"Principal": {
"AWS" . "EM
.

"Action": [
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"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite"

1,
"Resource" : "arn:aws:elasticfilesystem:us-east-2:111122223333:file-
system/fs-01234567"
}
]
}
}
BEZH

BXRUBEEBES2—FEAIL API WEZ/E S Amazon SDKs , ESRUTAR :

« Amazon S FATSE V2

« Amazon & F.NET #9 SDK V4

« Amazon & F C++ iy SDK

« Amazon &M T Go v2 i SDK

« Amazon J&f F Java #J SDK V2

« Amazon JavaScript V3 liREH4F X T ES
« Amazon & T Kotlin #J SDK

« Amazon J&fF PHP #y SDK V3

+ Amazon Python B % T E&

+ Amazon A T Ruby V3 #J SDK

DescribeFileSystemPolicy 410


https://docs.amazonaws.cn/goto/cli2/elasticfilesystem-2015-02-01/DescribeFileSystemPolicy
https://docs.amazonaws.cn/goto/DotNetSDKV4/elasticfilesystem-2015-02-01/DescribeFileSystemPolicy
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/DescribeFileSystemPolicy
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/DescribeFileSystemPolicy
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/DescribeFileSystemPolicy
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/DescribeFileSystemPolicy
https://docs.amazonaws.cn/goto/SdkForKotlin/elasticfilesystem-2015-02-01/DescribeFileSystemPolicy
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/DescribeFileSystemPolicy
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/DescribeFileSystemPolicy
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/DescribeFileSystemPolicy

Amazon Elastic File System ArfEm

DescribeFileSystems

IREI4$E Amazon EFS X REMER ( MREMH T XH RS CreationToken
FileSystemId) ., &N , ©fREREEF ALK S Amazon Web Services Ik RiEAFHERN
FIEXHREHHEIR, Amazon Web Services X1

KRFE XA RSH RN |, ATLUERIEE MaxItems SHRBREITEN P RKE, kT
BZREN 100, MREEHESNHRSHIR , Amazon EFS FEE KN FRE — M FEHN S
# NextMarker, EXFERT , NRE—NELER , HF Marker BRSEBWEREN
NextMarker,

ERFBXHRGHERIK , AN EERIBEPEALRE , EHIRP , BEERE Marker HER
T @M DescribeFileSystems , AFREMZLBEALLNS , HF Marker SHIRE N EI — MR FH
NextMarker {H , EE|IGR%HE NextMarker 1k,

KRIEFEE—IX DescribeFileSystems i IE R FIREIM X H4RGIRF , UKk ZEBIERR IR
B8y S RGN

WIREEE elasticfilesystem:DescribeFileSystems BIEHI R,
BEREE
GET /2015-02-01/file-systems?

CreationToken=CreationToken&FileSystemld=FileSystemId&Marker=Marker&MaxItems=MaxItems
HTTP/1.1

URI &R S
ERFEALT URI 25,

CreationToken

(AL ) ERLIETHE (FRS ) SRR XMHFRS, 6122 Amazon EFS XH RS , FE
BEELETE.

KERS : R/PEERN 1, KELRR 64,
B L+
FileSystemid
(k) ERFHBRAXHRE ID ( FHF)
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KERS  RAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-f]{8,40}|fs-[0-9a-f]1{8,40})$

Marker

( /3% ) MEABI®Y DescribeFileSystems B{EREIWNFRER D THRIE ( FHFFE ) . MRFRE,
48 & MIR 18 F AR T {2 B 4R 42 B R B R

KERS : &/ KER 1. FEAKER 128,
B L+

Maxltems

(At ) BEEEERNFRENGFAXHREH (B ) . WHFAFPREN 100, MENHRE
Hxd 100 4, MIERRF T 100 BU#HITH Wo

BRCEE : &RMER 1.

HRIEX
ZEREEEREXL,
) B %

HTTP/1.1 200
Content-type: application/json

{
"FileSystems": [
{
"AvailabilityZoneId": "string",
"AvailabilityZoneName": "string",
"CreationTime": number,
"CreationToken": "string",
"Encrypted": boolean,
"FileSystemArn": "string",

FileSystemId": "string",
"FileSystemProtection": {

"ReplicationOverwriteProtection": "string"
},
"KmsKeyId": "string",
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RAriEmE

"LifeCycleState": "string",

"Name": "string",
"NumberOfMountTargets": number,
"OwnerId": "string",
"PerformanceMode": "string",

"ProvisionedThroughputInMibps": number,

"SizeInBytes": {
"Timestamp": number,

"Value": number,

"ValueInArchive": number,
"ValueInIA": number,
"ValueInStandard": number

},
"Tags": [
{
"Key": "string",
"Value": "string"
}
1,
"ThroughputMode": "string"
}
1,
"Marker": "string",
"NextMarker": "string"

e B 7T 35
MRLLRERT , WZMRSFERER HTTP 200 16 B,
ARS5 LA JSON #& iR B BL T #3E
FileSystems
—HXHREHRE,

F M : FileSystemDescription 3 R¥4A

Marker

MRFRPVBEAERE , MWER (FHFHE ).
KHE  FHREH
KERS  RPKEN 1. FAKER 128,

DescribeFileSystems
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B L+
NextMarker

MBENHREHEBLIMNPRENXHREHE (FR/FE ) , WE R, ATAEREENERPEH
NextMarker SRIREUX L iR

KA . FHH
KERS : R/PEEN 1. ZRFAKERN 128,
B L+

Bix

BadRequest

MBEERERXBERREEER (HUNSHELRIRDMHIESE ) , NRELRRNE,
ErrorCode

HRABRATE - RBREZFNFASR, XEWERRELN ML EFRNEFFRIMNE
fREE IR,

Message

BRHEGSHRFJENERER (KiF). CXTEHMAFRZR. NRAFBIFHNUMALER
TEAENEREZN  NEANEFNEERNSLAFRERHER. XHEFRNBRAENESE
MU EREFERS PREBIRER.
HTTP IRZSXEE : 400
FileSystemNotFound

MRBFEREWIEEFileSystemIdERFE , MRE, Amazon Web Services Ik

ErrorCode

HBERRABEATH —FRHREEFENZESE, XEWRZIRFRQN ML IRNEFFEEAE
REIRNEE,

Message

HIRHEESHRZMANENARR (HK1F). eXEAAAFZR. NRAFEITAMTLES
FTEAENERRNS  SENEFNEREARLAFERER. XREFRNERLEMNESE
FMENEREFER S BEHEIRER.
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HTTP RS : 404

InternalServerError

MRRSHRWRERR , WRELRAR,

ErrorCode

HRABREATE-NRBRFZNFASR, XEWEZRXELN ML EERNVEFFIEIME
FRE IR,

Message

HIRHEEESHRFANERER (RiF), CETEAAAFZR, MRAFBETANMMALER
TRAENEREZNS  AENEFFEREARLAFERNER, XHEFRNERLCEMESE
FMENEREFER S BEHEIRER.

HTTP RZARE : 500

=
KREE 10 M XHREMTIXR

AR RflE file-systems iR (elasticfilesystem.us-
west-2.amazonaws.com/2015-02-01/file-systems ) X% GET XK, ZEXREE—
MaxItems BEHSH , FXHEREHARNWHERFIN 10 N,

RIER

GET /2015-02-01/file-systems?MaxItems=10 HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140622T7191208Z

Authorization: <...>

50 B2

HTTP/1.1 200 OK
x-amzn-RequestId: 01234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json
Content-Length: 499
{
"FileSystems":[
{
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RAriEmE

"OwnerId":"251839141158",
"CreationToken":"MyFileSysteml",
"FileSystemId":"fs-01234567",
"PerformanceMode" : '"generalPurpose",
"CreationTime":"1403301078",
"LifeCycleState":"created",
"Name":"my first file system",
"NumberOfMountTargets":1,
"SizeInBytes":{
"Timestamp": 1403301078,
"Value": 29313618372,
"ValueInArchive": 201156,
"ValueInIA": 675432,
"ValueInStandard": 29312741784

A% s
FEZSH

BXUBEES 22— FEAL API IE ZEE Amazon SDKs , i&

« Amazon S TITHRE V2

« Amazon j& A F.NET #) SDK V4

+ Amazon & T C++ iy SDK

« Amazon &M T Go v2 #J SDK

« Amazon i@ F Java #J SDK V2

« Amazon JavaScript V3 lREHF AT ES
+ Amazon i& A T Kotlin £ SDK

« Amazon i& A F PHP #y SDK V3

« Amazon Python BF AT ES

« Amazon EF T Ruby V3 #J SDK

SHRUTARE

DescribeFileSystems
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https://docs.amazonaws.cn/goto/cli2/elasticfilesystem-2015-02-01/DescribeFileSystems
https://docs.amazonaws.cn/goto/DotNetSDKV4/elasticfilesystem-2015-02-01/DescribeFileSystems
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/DescribeFileSystems
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/DescribeFileSystems
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/DescribeFileSystems
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/DescribeFileSystems
https://docs.amazonaws.cn/goto/SdkForKotlin/elasticfilesystem-2015-02-01/DescribeFileSystems
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/DescribeFileSystems
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/DescribeFileSystems
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/DescribeFileSystems

Amazon Elastic File System ArfEm

DescribeLifecycleConfiguration

IREEE EFS XHRSEMHEI LifecycleConfiguration MR, £ EAHEEE
A LifecycleConfiguration NEKHEMMNEFMEER 2B B M4, WTRE
LifecycleConfiguration NRM MRS , ZRAFERNPIRE —MNEHA,

WIREEE elasticfilesystem:DescribelifecycleConfiguration BREMRIR,
R
GET /2015-02-01/file-systems/FileSystemId/lifecycle-configuration HTTP/1.1

URI &ERS#

BEREAUT URI S

FileSystemid
ERRHE LifecycleConfiguration HRHWXHERE ID ( Z/FE ),
KERS : RAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-f]{8,40}|fs-[0-9a-f]1{8,40})$

HRAE
ZIFERIRBERE

g R

HTTP/1.1 200
Content-type: application/json

{

"LifecyclePolicies": [

{
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"TransitionToArchive": "string",
"TransitionToIA": "string",
"TransitionToPrimaryStorageClass": "string"
}
]
}
e Bz 7T 3=

MRIIRERTD , NZRS L KIEE HTTP 200 14K,
BRZ5- LA JSON &= IR B LA T EidE.

LifecyclePolicies

—RIEGEAMEERMK, EFS IFBNMXMHREHKSZ KK,

A - LifecyclePolicy X SR¥A

BERR : &% 3 W

%H 15N

BadRequest

MRFREXBRFESHER (HUNSRETRIROHESH ) , WREHLAR,

ErrorCode

BRABEATHE -—HFRERFANFNE, XEWEZREELN ML EFIRNEFFZIAE
FRE RN,

Message

BREEGEERZGNENER (RiB), TETEARAFZNR. NMEAFBEFAMATLESR
TEAENERSZYG  TENEFRFFEZNRAAFETRNER, XFFEFRNERLGCENESE
RILNEREFERZ ABEIRER,

HTTP IRZSXEE : 400
FileSystemNotFound

MRFRENEEFileSystemIdEFRFRE , MiRE, Amazon Web Services K/~
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ErrorCode

HIRABEATEIMRERFEN TSR, XEWERREQN ML E R EFRFIREAE
FRE IR,

Message

HIRHEESHRZMANEARR (K1), eXEFEAAFZR. NRAFEITMMTLES
FTEAENERRNS  SENEFNERARLAFERNER. XHEFRNERLEMESE
FRMEMNEREFER R ZHEIRER.

HTTP IRZESHHE : 404

InternalServerError

MRES|/ImREH R , MWRELLRAR.

ErrorCode

HRABRATHE - NRBRFHFN TSR, XEWERRELN ML EERNEFFRIME
FRER IR,

Message

HRHRE2ESHRZMANENER (RiF), CETEAAAFZR, MRAFBITANMALER
TEAENHREZNS  AENEFNERARAAFERER. XHEEFRNHERLGENELE
FRENEREFERZLHEIRER.

HTTP IRZSAH : 500

AN
BREXHRGENETARRE
LTEREREEXHRSEN LifecycleConfiguration MR,

RPIER

GET /2015-02-01/file-systems/fs-01234567/1ifecycle-configuration HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com

x-amz-date: 20181120T7221118Z

Authorization: <...>
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A9

HTTP/1.1 200 OK
x-amzn-RequestId: 01234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json
Content-Length: 86

{

"LifecyclePolicies": [

{
"TransitionToArchive": "AFTER_270_DAYS"

}I

{
"TransitionToIA": "AFTER_14_DAYS"

.
{
"TransitionToPrimaryStorageClass": "AFTER_1_ACCESS"

}
]
}

BiESH
BEXUEEEBES2—EHIlt APl WEZEE Amazon SDKs , ISR THREA :

« Amazon S TATSRME V2

+ Amazon ;& AT .NET #J SDK V4

« Amazon ;& AT C++ #y SDK

« Amazon ;& T Go v2 #y SDK

+ Amazon ;& T Java By SDK V2

» Amazon JavaScript V3 liREH4F X T ES
+ Amazon i& A T Kotlin # SDK

+ Amazon ;& AT PHP y SDK V3

» Amazon Python 4F AT ES

» Amazon & T Ruby V3 #J SDK
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DescribeMountTargets

BEXHRENPAA S ES BARREEER BN R, EXRAMALSERBRN | RIEEEWEHIR
E):ok2 4= RN T

HWREFEXNEE FileSystemId FIEENXHRE ID , HAEE MountTargetId HIEENESRE
RO X RS elasticfilesystem:DescribeMountTargets BREMNR,

T RIHY CLI #%55F describe-mount-targets.
BERIEE
GET /2015-02-01/mount-targets?

AccessPointId=AccessPointId&FileSystemId=FileSystemId&Marker=Marker&MaxItems=MaxItems&MountTarg
HTTP/1.1

URI &R

BEREALLT URI S,

AccessPointld

(k) BFHEEHBRNEAR ID. RERFPREBE FileSystemId =
MountTargetId , MAJFEIEEFRD, EZEAR ID = ARN ERHE A

KERS  FAKER 128,

B . A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:access-point/fsap-
[0-9a-T]{8,40}|fsap-[0-9a-f]1{8,40})%
FileSystemid

(Wik ) ESHEEZRBENXXERE ID ( FRFFE ) . WRERPRITE AccessPointId T
MountTargetId , MAIFHEIEEFERP, EZXHRS ID I ARN ERHBIA,

KERS  RAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-T]1{8,40})$
Marker

( /% ) MEABI®Y DescribeMountTargets BREREBEINFERD TIRIE ( FRE ) . WRE
£, MEeEENMNLE—NREREAPI L ESESIR,
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KERS & PKER 1. RAKER 128,

B L+

Maxltems

(7t ) EXEWMPRENES BFNEARE. S50, WBAFANRERN 10, HMAEERZRK, W
REZBIRET 100 4, WIEMZEER 100 TUHITH R,

BHER  &/MER 1.
MountTargetld

(k) BEMBWER B ID ( F/HH ), WRIERPRIE FileSystemId , MAFHFHED
BEFERSP., #ZHEFHBET D ARN ERTE A

KERS : &R/PKER 13, RAKER 45,

B AMfsmt-[0-9a-f]1{8,40}$

HRIEX
ZEREEEREX,
W) 7

HTTP/1.1 200
Content-type: application/json

{
"Marker": "string",
"MountTargets": [
{

"AvailabilityZoneId": "string",
"AvailabilityZoneName": "string",

"FileSystemId": "string",
IpAddress": "string",

"Ipv6Address": "string",
"LifeCycleState": "string",

"MountTargetId": "string",
"NetworkInterfaceIld": "string",
"OwnerId": "string",
"SubnetId": "string",
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"VpcId": "string"
}
1,

"NextMarker": "string"

Ug B 7T 3=
WRIBRERD , MRS FLKEE HTTP 200 WAL,
AR5 5L JSON #630iR Bl L T $08E
Marker
WRERITE Marker , MIAN & FERPIREZE,
RE . TN
KERS : &P KEN 1. ZAKER 128,
B+

MountTargets

LA MountTargetDescription XM REHANFNIRE X HREHNIER B #ro

M - MountTargetDescription X R¥4A
NextMarker

MREFHEE, WSBREESERHBR. EREFRF , AUERRPREEEBIERN Marker Bl
RT—HEFB R

KE . PHE
KERS : BOKRER 1, BAKER 128,
e

H iR
AccessPointNotFound

WMRFERERIEEACcessPoint IMERFE , MiRE, Amazon Web Services I/
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ErrorCode

HRABRATE - RABREZFNFASR, XEWERRELN ML EFRNEFFRIME
fREE IR,

Message

BRHEGEHERFMNENER (K1E), TETETAAFRZR. NRAFBERF AL
TREAEHEREZY  SENEFFEENSELAFERER. XFEFRNERGCENEYEE
FRMLNEZBFER S ZREBIRER
HTTP RSB : 404
BadRequest
MRBFBRBAFRITEHR (SINSRELTHSERDXIESH ) |, MERELERE.
ErrorCode

BRABERATHE-—HFRERFANFNS, XEWREZERELN ML EEIRNEFFEIMNE
RN,

Message

BRHEEZEHRRANENER (F1F), EXEAOAFZR. MRAFER AWML ER
TEABHEREZYS  ENEFNEREOSLAAFERER. XIHEFRNERGENEHE
MU EREFERS PRERER.
HTTP IRZSHE : 400
FileSystemNotFound

MRBFEREWIEEFileSystemIdERFE , MRE, Amazon Web Services Ik

ErrorCode

BRABRATHE-FREBERFAENFHR, XEWREREELNNLEBERNEFFFREME
AR IR,

Message
BRHEESHERFJMNERER (RiF). CXEHMAFRZR. MRAFBIFHMMALER
TELENEREZY  MEANEFNEEZNSLAFERER. XREERNEARLENELE
MU EREFERS PREBRER.

HTTP RS : 404
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InternalServerError

MRRES|/ImAEH R , MRELAR.

ErrorCode

HRABRATE - NRBRFFN TSR, XEWERRELN ML EFRNEFFRIRME
FRER IR,

Message

HiRHREESHRFMANENER (RiF), CETEAAAFZR. MRAFBITANMMALER
TREAEBNHEREZNS  AENEFNERARAAFERER. XHEEFRNERGENELE
FMENEREFER S BEHEIRER.

HTTP IRZSXHE : 500
MountTargetNotFound

WMREFHAER Amazon Web Services IKF AR ZEBIEFIEE ID WEF B , NIRELEAE,

ErrorCode

BRABEATHE-—HFRERFANFNS, XEWEZRRELN ML EFIRNEFFHEIMNE
FREIRA,

Message

BRHEIEHRRENEARR (KiF), STEAOAFZR. MRAFBEIF M@
TEAENERRZNS  AENEFNEREARLAFERERS, XHEFRNERLEMESE
FRENEREFER B ZHEIRER.

HTTP RS : 404

=~

KRN NHREOIRAVER B g R

TR ERRRNIEE X RS0 B ES B IR R,
g R

GET /2015-02-01/mount-targets?FileSystemId=fs-01234567 HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140622T1912527
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Authorization: <...>

A9

HTTP/1.1 200 OK

x-amzn-RequestId: ©01234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json

Content-Length: 357

{
"MountTargets":[
{
"OwnerId":"251839141158",
"MountTargetId":"fsmt-01234567",
"FileSystemId":"fs-01234567",
"SubnetId":"subnet-01234567",
"LifeCycleState":"added",
"IpAddress":"10.0.2.42",
"NetworkInterfaceId":"eni-1bcb7772"
}
]
}
BiEZH

BRUBEEBEZ—FEAL API WE Z{EE Amazon SDKs , SR THEA :

« Amazon S S{TRE V2

AT .NET 89 SDK V4

AT C++ 1 SDK

BT Gov2 #J SDK

AT Java By SDK V2

» Amazon JavaScript V3 liREH4F X T ES
* Amazon &M F Kotlin #5 SDK

+ Amazon AT PHP # SDK V3

+ Amazon Python B F &% T B8

+ Amazon & AT Ruby V3 #y SDK

* Amazon

* Amazon

* Amazon

1
1
1
1

* Amazon

DescribeMountTargets

426


https://docs.amazonaws.cn/goto/cli2/elasticfilesystem-2015-02-01/DescribeMountTargets
https://docs.amazonaws.cn/goto/DotNetSDKV4/elasticfilesystem-2015-02-01/DescribeMountTargets
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/DescribeMountTargets
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https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/DescribeMountTargets
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DescribeMountTargetSecurityGroups

REEZFENLETI AN LZSH, BRESECCIBZEFEHINEED  HFEEFH BN ESEH
RETR deleted,

LREFE Z LA T RAFRVINER -

o FWERBERHNXHRSENIT elasticfilesystem:DescribeMountTargetSecurityGroups
B4

- EEFHBEFRHNMEIED EHIT ec2:DescribeNetworkInterfaceAttribute 4,
BERIEZE

GET /2015-02-01/mount-targets/MountTargetId/security-groups HTTP/1.1
URI ERS#

BEREALLT URI S,

MountTargetld

ERRELZLHENELBR ID,
KERS : R/PNEKERN 13, RAKER 45,
B AMfsmt-[0-9a-f]1{8,40}$

R4
ZERZEBEREZ,
LB

HTTP/1.1 200
Content-type: application/json

{
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"SecurityGroups": [ "string" ]

I 7 7T 35
MBRIIRERTD , NZRS L KIEE HTTP 200 1457,
PRS- LA JSON & =R B LA T 88,

SecurityGroups

—HRLH,

RE  FHEHA

AR 1 &2 100 T,

KERS : R NKER 11, BRKER 43,

3 : rsg-[0-9a-T]1{8, 40}

fa =
BadRequest

MRFREXERFESHER (HUNSBEERIROSHESH ) , WRELRAE,

ErrorCode

HRABRATHE - NRABRFFN TSR, XEWERRELN ML EFRNEFFRIRME
FRER IR,

Message

HIRHEESHRZMANENARR (K1), eXEAEAAFZR. NRAFEITMMTLES
FEAENERRZN  SENEFNERARLAFERER. XREFRNERLEMESE
FMENEREFER S BEHEIRER.

HTTP RS : 400

IncorrectMountTargetState

MREH BIRARL TRTRENEBRRS | WERE,
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ErrorCode

HRABRATE - RBREZFNFZASR, XEWERREALN ML EFRNEFFRIME
fREE IR,

Message

BRHEIEHRFENEARR (KiF), CTEAOAFZR. MRAFEST MMM IS
TRAENEREZNS  AENEFFERARLAFERER, XHFEFRNERLCEMESE
FRENEREFER R LZHEIRER.

HTTP RS : 409

InternalServerError

MRRS /WA ERH R, WRELAR.

ErrorCode
BRABRATHE -FRABRFHNZRFS, XERERXELNNLLBERNEFFZIANE
IR,

Message
BRHEESHRFRENERER (RiF). CXTEHMAFRZR. NRAFBIFHNMMALER
TRAENFEREZY , AENEFFERENSZLAFETER. XHEFRNERAENELSE
FRMUNEREFERS PREBIRER.

HTTP RZSAH : 500

MountTargetNotFound
MRERAER Amazon Web Services lkFHRARKXFEGIEE ID WEFZEBERF , MREKAR,

ErrorCode

BRRBEATE MHRERFANFRE, XEWREZRRERNFLEERNEZEFFIREME
AR IR,

Message
BRHEIEHRZENEARR (KiF), STEHONAFZR. NRAFBET AWML RS
TELENEREZY  MEANEFNEEZNSLAFERER. XREERNEBRLENELE
FRMENEREFERS ZREBIRER.

HTTP RS : 404
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=~
BRRNHRENBRELZEEA

BT RAIRRN EERBIRRBRNNEEOBRN L EEH,

RPIER

GET /2015-02-01/mount-targets/fsmt-9al366le/security-groups HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com

x-amz-date: 20140620T223513Z

Authorization: <...>

50 B2

HTTP/1.1 200 OK
x-amzn-RequestId: ©01234567-89ab-cdef-0123-456789abcdef
Content-Length: 57

{

"SecurityGroups" : [
"sg-188d9f74"

]

}

BESH
BRUBEIBSZ2—FEAL API WE Z{EE Amazon SDKs , SR THREA :

« Amazon S TITHRE V2

* Amazon &M F.NET #9 SDK V4
+ Amazon & T C++ #Y SDK

« Amazon ;& T Go v2 #y SDK

« Amazon j&f T Java #J SDK V2
» Amazon JavaScript V3 ki SDK

* Amazon &M T Kotlin #5 SDK

* Amazon EA T PHP # SDK V3
» Amazon Python 4F AT ES
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https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/DescribeMountTargetSecurityGroups
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https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/DescribeMountTargetSecurityGroups
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« Amazon & T Ruby V3 # SDK
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https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/DescribeMountTargetSecurityGroups
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DescribeReplicationConfigurations

REBEXHRENEFHEE, MBEREEXHRSE , M&£KE Amazon Web Services Ik FHIFFE
E4|FE, Amazon Web Services X5

BRI

GET /2015-02-01/file-systems/replication-configurations?
FileSystemId=FileSystemId&MaxResults=MaxResults&NextToken=NextToken HTTP/1.1

URI #E3RSH
EREAUT URI 33,

FileSystemid

B REAEREXHFRENXHRE ID REREEHEE, I TEKS. BEXZES , KA R
REHIR A AT E R BN HRENEFIERE.

KERS : FAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-f]{8,40}|fs-[0-9a-f]{8,40})$

MaxResults
(i ) ERGIMAFIRENXRE , ATLUEE MaxItems S8, BIAER 100,

B¥EE  &/MER 1,
NextToken

MEBENMNHITO R , MER NextToken, ATAERLEERFFER NextToken FREL T —T 5
Ho

KERS : FPKERN 1, RAKER 128,
B’ L+

ERIEX
ZEREEEREL,

DescribeReplicationConfigurations 432



Amazon Elastic File System

RAriEmE

g R 15

HTTP/1.1 200
Content-type: application/json

"NextToken": "string",

"Replications": [
{
"CreationTime": number,
"Destinations": [

{

FileSystemId": "string",
"LastReplicatedTimestamp": number,

"OwnerId": "string",
"Region": "string",
"RoleArn": "string",
"Status": "string",
"StatusMessage": "string"

1,

"OriginalSourceFileSystemArn": "string",
"SourceFileSystemArn": "string",
"SourceFileSystemId": "string",
"SourceFileSystemOwnerId": "string",
"SourceFileSystemRegion": "string"

W 7 7T 32
MRBBRERT , MZRSFHELRIEE HTTP 200 WAL,
AR5 5L JSON #&XIRE ML T #iR.

NextToken

A LAERLEERPFER - HE NextToken SRIREREAIFIR,

KR FHH

KERS : & PKERN 1, RAKER 128,
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B L+

Replications

BREMNEFREERS

FH : ReplicationConfigurationDescription Xf R #4A

fa EE

BadRequest
MRABEBRBEXNERITEER (FIUSHELHIRDSBIESH ) |, WRELAE,

ErrorCode
BRREEZEATH —RRBERFZMNFHR, XEKRSEREXIERLNMLEE RN REFGFRENE
R IRAE,

Message

HIHEE2SHRZMAWENAER (K1), eEEEAAFZ R, NRAFEITAMNMTLES
TREAEBNHEREZNS  AENEFNERARAAFERER. XEEFRNERGENELE
FMENEREFER S BEHEIRER.

HTTP R : 400

FileSystemNotFound

WMRERENIEEFileSystemIdEFFHE , NEE, Amazon Web Services I/

ErrorCode

HRABRATE - RABREZFNFZAS, XEWERRELN ML EFRNEFFRIANE
fREE IR,

Message

HIRHEESHRZMANEARR (XK1F). eXEHAAFZR. NRAFEITMMTLES
FEAENERRZNS  SENEFNEREARLAFERER. XREFRNERLEMESE
FMENEREFER S BEHEIRER.

HTTP RS : 404

InternalServerError

MRRSF|/HRESR , MRELLRAE.
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ErrorCode
BRARBEZEATH RRBERFZMNFHR, XEKRSEREXERLNMLEE RN REZEFFRENE
R IRAE,

Message

HIRHEESHRZMANENARR (K1), eXEHAAFZR. NRAFEITAMTLES
FEAENERRZNS  SENEFNERARLAFERER, XREFRNERLEMNESE
FRMEMNEREFER R ZHEIRER.

HTTP RZSAH : 500

ReplicationNotFound

MREENXHREXBEFRE , NEELAR.

ErrorCode

ReplicationNotFound

Message

HIRHEESHRZANEARR (F1F). eXEAAAFZR. NRAFEITAMTLES
FTEAENERRNS  HENEFNERARLAFERNER. XREFRNERLEMESE
FRMEMNEREFER B ZHEIRER.

HTTP IR : 404

ValidationException

WM RERFTER Amazon Backup BRS R AIF Amazon Web Services X3 , iR [,

ErrorCode

HRRNBEATE MR RERFMNFRE, XEWEZRRERN ML EERNEFFIZEAE
IR,

Message
FREHEOSERFZMMNEAER (KEF), TEEEOAFRZR. NRAFIER T AL
TREABNEREZY  SENEFVEZENRLAFRETHER. XBEFRMNERLENELSE
FRLNEREFER S ZREIRES.

HTTP IRZSAH : 400
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SESH

BRUBEEBSZ—FEAL API WEZ{EE Amazon SDKs , BZRUTHA :

« Amazon S TITRE V2

« Amazon & T .NET ¥y SDK V4

+ Amazon & T C++ #Y SDK

+ Amazon & T Go v2 #Y SDK

+ Amazon ;& T Java By SDK V2

» Amazon JavaScript V3 iRE4F X T ES
+ Amazon i& T Kotlin # SDK

+ Amazon ;& AT PHP y SDK V3

» Amazon Python 4F AT ES

« Amazon i& AT Ruby V3 By SDK
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DescribeTags

(@ Note

B# M - DescribeTags BRECFABR4 Y., EEEFE EFS BIEXBRNGZ |, HEA
ListTagsForResource APl &4E,

BEEX#HREXBKWIRE, RIEELE— DescribeTags & A /YIE RN F iR BRI H IR FFEZNF
RERNImR S ( HEAS TN ) REFRIZHIRF.

WIREEE elasticfilesystem:DescribeTags BIEMNR,
WRIEE
GET /2015-02-01/tags/FileSystemId/?Marker=Marker&MaxItems=MaxItems HTTP/1.1

URI &R S

BEREALLT URI S,

FileSystemid
ERRHIREEMNHRL ID,
KERS : RAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-f]1{8,40})$

= Ve - B
mEAME =

Marker

( Al ) MBARTHY DescribeTags #FRENFER D TS ( FHH ) . WREE , MEEE
ME =R Pl EH L FI R,

KERS : &/ KER 1. FERAKER 128,
B L+
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Maxltems

(it ) EMNFRENEAXGREIRER, H5 , KBFEHIREN 100, HtbERZK. W

RERZEE 100 4, M@ RER 100 T#1TH A,

BRCEE : &RMER 1.

EREX
ZERFEEREL,

g R

HTTP/1.1 200
Content-type: application/json

{
"Marker": "string",
"NextMarker": "string",
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}
e 5 7T 3

MRBBAERT , MZRSFLKIEE HTTP 200 WAL,
ARZ5 LA JSON #&=0iR B BA T 83

Marker

MRFERDE Marker , MBS FERPIREZE,

EKH . 2R
KERS : &/ KER 1. FAKER 128,
B L+

DescribeTags
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NextMarker

MREEE , WEREEZRE, EEEERP , JUET —iFRPEMHE NextMarker ER
Marker SHHE , URET —4HRZ,

RE . FHEH
KERS : ZPKEN 1. AKENR 128,
B .+
Tags
B Tag WRBANFERNRBEXHREXRKIIFE,

KA : Tag HWRHA

Hix
BadRequest

MRFREXEFRFESHER (HUNSHBEERIROHESH ) , WRELAR,

ErrorCode

HRABRATE-NRBRFZFN TSR, XEWERREQN ML EERNEFFRIME
FREIRNA,

Message

BREEGSERFZGNENER (KiB), CXEHOAFLRZR. NRAFBIFTHMNMLES
TREABNEREZY , TENEFNEZENSLAFRETER. XHEFRMNERAENESE
FRMLNEZBFERS ZBERER.
HTTP RZSKEE : 400
FileSystemNotFound

MRBFEREWIEEFileSystemIdERFE , MRE, Amazon Web Services Ik

ErrorCode

HRABRATHE - NRBRFFNFASR, XEWE RN ML EERNEFFRIME
FREIRA,
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Message

HIRHEESHRZMANEARR (K1), eXEEAAFZR. NRAFEITAMTLES
FTEAENERRNS  AENEFNERARLAFERERE, XHEFRNERLEMNESE
FREMNEREFER B LZHEIRER.

HTTP RS : 404

InternalServerError

MRES|/ImREH R , MRELLAR.

ErrorCode

HRABRATE - RABREZFNFASR, XEWERRELN ML EFRNEFFRIME
fREE IR,

Message

BRHEIEHRRENEARR (KiF), STEAOAFZR. MRAFBIF M@
FTEAENERRZNS  AENEFNEREARLAFERERE, XHERRNERLEMESE
FRENEREFER R ZHEIRER.

HTTP IRZSAH : 500

T~
KERENHREXBRNFE
LT RERREEREEXHREXRBENIRE (BEX ).

ROIER

GET /2015-02-01/tags/fs-01234567/ HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140620T2154042Z

Authorization: <...>

AR50 2

HTTP/1.1 200 OK
x-amzn-RequestId: 01234567-89ab-cdef-0123-456789abcdef
Content-Type: application/json
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Content-Length: 288

{
"Tags":[
{
"Key":"Name",
"Value":"my first file system"
1,
{
"Key":"Fleet",
"Value":"Development"
1,
{
"Key":"Developer",
"Value":"Alice"
}
]
}
SEZH

BRUBEBSE 2 —FEAL API WE Z{EE Amazon SDKs , SR THREA :

« Amazon S TITHRE V2

« Amazon j& A F.NET #) SDK V4

+ Amazon & T C++ iy SDK

« Amazon &M T Go v2 #J SDK

« Amazon i@ F Java #J SDK V2

« Amazon JavaScript V3 lREHF AT ES
+ Amazon i& A T Kotlin £ SDK

« Amazon i& A F PHP #y SDK V3

« Amazon Python BF AT ES

« Amazon EF T Ruby V3 #J SDK
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https://docs.amazonaws.cn/goto/cli2/elasticfilesystem-2015-02-01/DescribeTags
https://docs.amazonaws.cn/goto/DotNetSDKV4/elasticfilesystem-2015-02-01/DescribeTags
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/DescribeTags
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/DescribeTags
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/DescribeTags
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/DescribeTags
https://docs.amazonaws.cn/goto/SdkForKotlin/elasticfilesystem-2015-02-01/DescribeTags
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/DescribeTags
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/DescribeTags
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/DescribeTags

Amazon Elastic File System ArfEm

ListTagsForResource
HIHTAR EFS BIRMNAIERE, DARUERREFENEIR ID,
WIREEE elasticfilesystem:DescribeAccessPoints EREMRIR,

BFRIEE

GET /2015-02-01/resource-tags/Resourceld?MaxResults=MaxResults&NextToken=NextToken
HTTP/1.1

URI FRZSH
EREALT URI 38,
MaxResults
(it ) BEEEMAN PREMNIFENRHFEAKE. BRIAER 100,

ENCeHE : &/MER 1,
NextToken

(A ) BB AHZE DT, NAIBAEFLERFFER NextToken IREUT — A Ko
KERS : HRDPKER 1. HFAKER 128,
B L+

Resourceld
BEERRERZH EFS BIR. AIAEAL APl s 2R EFS XA REMEASHIRZ,
<ERH : RAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[@0-9a-z-:]+:(access-point/fsap]
file-system/fs)-[0-9a-f]1{8,40}|fs(ap)?-[0-9a-f]1{8,40})$

BRAE
ZIEREBERIEL.
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RAriEmE

g R 15

HTTP/1.1 200
Content-type: application/json

{
"NextToken": "string",
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}
e Rz 7T 3=

R PLIFEERTD , W%
BRZ5 LA JSON #&NIRE A N8R
NextToken

MREXNENAFFTST , NE

TEARER
KH . FHEH
<ERS : R/ PEER 1. RAKERN 128,
B L+
Tags

IEE EFS BIRMIREHA,

RHE : Tag WRHA

AccessPointNotFound

MRFERENIEEACcessPointIdERERE |, MR

RS/ KIEE HTTP 200 WE R,

El, Amazon Web Services ik~

7~ NextToken, AIBATE/RLEiERFPEA NextToken 2E T —

ListTagsForResource
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ErrorCode

HRABRATE - RABREZFNFASR, XEWERRELN ML EFRNEFFRIME
fREE IR,

Message

BRHEGEHERFMNENER (K1E), TETETAAFRZR. NRAFBERF AL
TREAEHEREZY  SENEFFEENSELAFERER. XFEFRNERGCENEYEE
FRMLNEZBFER S ZREBIRER
HTTP RSB : 404
BadRequest
MRBFBRBAFRITEHR (SINSRELTHSERDXIESH ) |, MERELERE.
ErrorCode

BRABERATHE-—HFRERFANFNS, XEWREZERELN ML EEIRNEFFEIMNE
RN,

Message

BRHEEZEHRRANENER (F1F), EXEAOAFZR. MRAFER AWML ER
TEABHEREZYS  ENEFNEREOSLAAFERER. XIHEFRNERGENEHE
MU EREFERS PRERER.
HTTP IRZSHE : 400
FileSystemNotFound

MRBFEREWIEEFileSystemIdERFE , MRE, Amazon Web Services Ik

ErrorCode

BRABRATHE-FREBERFAENFHR, XEWREREELNNLEBERNEFFFREME
AR IR,

Message
BRHEESHERFJMNERER (RiF). CXEHMAFRZR. MRAFBIFHMMALER
TELENEREZY  MEANEFNEEZNSLAFERER. XREERNEARLENELE
MU EREFERS PREBRER.

HTTP RS : 404
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InternalServerError

MRES /WA EH R , MIRELLRAR.

ErrorCode

HRABRATE - RBREZFNFASR, XEWERRELN ML EFRNEFFRIME
fREE IR,

Message

BRHEIEHRRENEARR (KiF), CTEHOAFZR. MRAFEST AWML RS
TEAEBNHEIREZNS  TENEFNERARAAFERER. XHFERRNERGENELE
FRENEREFER R LHEIRER.

HTTP RS : 500

BESH
BXRUBEEBESZ2—FRAL API WEZ{E R Amazon SDKs , BZHUTHA :

« Amazon S TITRE V2

+ Amazon ;& F.NET #J SDK V4

« Amazon i& AT C++ #y SDK

« Amazon & F Go v2 #y SDK

+ Amazon ;& F Java #J SDK V2

« Amazon JavaScript V3 iREH4F X T ES
+ Amazon & A F Kotlin # SDK

+ Amazon i& AT PHP ¥y SDK V3

» Amazon Python 4F AT ES

« Amazon & T Ruby V3 #J SDK
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https://docs.amazonaws.cn/goto/cli2/elasticfilesystem-2015-02-01/ListTagsForResource
https://docs.amazonaws.cn/goto/DotNetSDKV4/elasticfilesystem-2015-02-01/ListTagsForResource
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/ListTagsForResource
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/ListTagsForResource
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/ListTagsForResource
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/ListTagsForResource
https://docs.amazonaws.cn/goto/SdkForKotlin/elasticfilesystem-2015-02-01/ListTagsForResource
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/ListTagsForResource
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/ListTagsForResource
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/ListTagsForResource
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ModifyMountTargetSecurityGroups
BERER BTN —EERR L4,

B2 EE BAREY , Amazon EFS 2 eIEHMEEO., BXEZEE , 2 H CreateMountTarget,
LR EEESERXBENNEZEONERZ2HERNERPRMEMN SecurityGroups, LLRES
EEQIBERBERMNREED , HEEH BN ETABRRSTRE deleted,

BEIREFE B LT RAFRVANER -

o XWHEZHLBIRNXHREIT elasticfilesystem:ModifyMountTargetSecurityGroups i
(=

o EEHBIFHMEED EHIT ec2:ModifyNetworkInterfaceAttribute #4E,

BHRIEE

PUT /2015-02-01/mount-targets/MountTargetId/security-groups HTTP/1.1
Content-type: application/json

{

"SecurityGroups": [ "string" 1]

}

URI #E3RSH
ERFEALT URI 25,

MountTargetld

ERELTLANEFBIR ID,
KERS : R/DKERN 13, RAKER 45,
B AMfsmt-[0-9a-f]1{8,40}$

ER
WRES A JSON HRM L THIE,

ModifyMountTargetSecurityGroups 446



Amazon Elastic File System ArfEm

SecurityGroups

—4 VPC ££4 IDs,

RE  FRHFHA

BAMRA : &% 100 T,

KERS : &P KER 11, ZRAKER 43,
B : rsg-[0-9a-T]{8, 40}

ME - &
=

g R 15

HTTP/1.1 204

I 5 7T &
MR RERTD , MZRESASEZEBTEZ HTTP EXH HTTP 204 MR,

fa 19E

BadRequest
MRBRERNERITEHR (HINSHRELTHS RO HIESH ) , IRELEAS,

ErrorCode

HRABRATE - NRBRFFN TSR, XEWEZRRELN ML EERNEFFRIRME
FREIRA,

Message

HRHEESHRZMANEARR (K1), eXEHAAFZR. NRAFEITAMTLES
FEAENERRNS  SENEFNERARLAFERER. XREFRNERLEMNESE
FMENEREFER S BEHEIRER.

HTTP IRZSAH : 400

IncorrectMountTargetState

MREH BIRARL TRATRENEBRRS | WERE,
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ErrorCode

HRABRATE - RBREZFNFZASR, XEWERREALN ML EFRNEFFRIME
fREE IR,

Message

BRHEIEHRFENEARR (KiF), CTEAOAFZR. MRAFEST MMM IS
TRAENEREZNS  AENEFFERARLAFERER, XHFEFRNERLCEMESE
FRENEREFER R LZHEIRER.

HTTP RS : 409

InternalServerError

MRRS /WA ERH R, WRELAR.

ErrorCode
BRABRATHE -FRABRFHNZRFS, XERERXELNNLLBERNEFFZIANE
IR,

Message
BRHEESHRFRENERER (RiF). CXTEHMAFRZR. NRAFBIFHNMMALER
TRAENFEREZY , AENEFFERENSZLAFETER. XHEFRNERAENELSE
FRMUNEREFERS PREBIRER.

HTTP RZSAH : 500

MountTargetNotFound
MRERAER Amazon Web Services lkFHRARKXFEGIEE ID WEFZEBERF , MREKAR,

ErrorCode

BRRBEATE MHRERFANFRE, XEWREZRRERNFLEERNEZEFFIREME
AR IR,

Message
BRHEIEHRZENEARR (KiF), STEHONAFZR. NRAFBET AWML RS
TELENEREZY  MEANEFNEEZNSLAFERER. XREERNEBRLENELE
FRMENEREFERS ZREBIRER.

HTTP RS : 404
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SecurityGroupLimitExceeded

HERFPIEEMN SecurityGroups HEBIETKAEMIZENRSIET , FFRELER. EAM
BR—ERed  BELERRESKFES. EXEZEERE , 55H (Amazon VPC AFIEmE) P
Amazon VPC B8l ( ZREZE£4EHK )

ErrorCode

HIRABRATE-RBRFZANFASR, XEWE RN ML EERNEFFRIME
RN,

Message

BRHEIEHRRENEAER (KiF), CTEHOAFZR. MRAFEST MMM
TEAEBNHEIREZNS  TENEFNERARAAFERER. XHFERRNHERGENELE
FRIENEREFER B LHEIRER.

HTTP RZSREE : 400
SecurityGroupNotFound

MRFFNELDRER (VPC) FFAFEEENZS4A , NREKAR,

ErrorCode

HIRABRATE - NRABREZFN TSR, XEWERRELN ML EFRNEFFRIRME
FRER IR,

Message

HIRHEEESHRFMANENER (RiF), CETEAAAFZR, MRAFBITANMMALER
TRAEBNHEREZN  AENEFNEEARAAFERER. XHEERRNERGENESE
FMENEREFER S BEHEIRER.

HTTP RS : 400

=~

ERESBERNEEA

LT REIBHRN EERBRRBENNEEOBRNZLE,
RIER

PUT /2015-02-01/mount-targets/fsmt-9al366le/security-groups HTTP/1.1

ModifyMountTargetSecurityGroups 449


https://docs.amazonaws.cn/vpc/latest/userguide/amazon-vpc-limits.html

Amazon Elastic File System

RAriEmE

Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140620T2234467

Authorization: <...>

Content-Type: application/json

Content-Length: 57

{
"SecurityGroups" : [
"sg-188d9f74"
]

}

A9

HTTP/1.1 204 No Content
x-amzn-RequestId: ©1234567-89ab-cdef-0123-456789abcdef

SRS

BRUBEEBEZ2—FEAL API WE Z{EE Amazon SDKs , SR THEA :

« Amazon S S{TRE V2

 Amazon &M F.NET #9 SDK V4

+ Amazon & T C++ #y SDK

« Amazon & T Go v2 #y SDK

« Amazon & F Java #J SDK V2

» Amazon JavaScript V3 liRE#4F X T ES
* Amazon &M F Kotlin #5 SDK

* Amazon AT PHP #) SDK V3

+ Amazon Python B F &% T B8

+ Amazon & AT Ruby V3 #y SDK

ModifyMountTargetSecurityGroups
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https://docs.amazonaws.cn/goto/cli2/elasticfilesystem-2015-02-01/ModifyMountTargetSecurityGroups
https://docs.amazonaws.cn/goto/DotNetSDKV4/elasticfilesystem-2015-02-01/ModifyMountTargetSecurityGroups
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/ModifyMountTargetSecurityGroups
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/ModifyMountTargetSecurityGroups
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/ModifyMountTargetSecurityGroups
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/ModifyMountTargetSecurityGroups
https://docs.amazonaws.cn/goto/SdkForKotlin/elasticfilesystem-2015-02-01/ModifyMountTargetSecurityGroups
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/ModifyMountTargetSecurityGroups
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/ModifyMountTargetSecurityGroups
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/ModifyMountTargetSecurityGroups

Amazon Elastic File System ArfEm

PutAccountPreferences

£ A LR VB 2 51 Amazon Web Services X1 tk P EIETIRE RN EAK 17 NFRF (63 L) HE 8
NFR (3211 ) AR IDs REMH EFS XHEREMERBRER. FIERNERR IDs BHF2ZFE
PR E RIS, £ EFS E R KRR IDshY |, BRI LAEERMARINIRE ID Bk, BXE
ZER |, BESHEEE Amazon EFS &R IDs,

(@ Note

M 2021 F£ 10 BFE , IR XGRS ERITEERNFRAE 8 NEFRINER ID , NSk
B4R, MREBRIERH X TEAXERENES BT RMNSEE IDs |, iHBKE Amazon
AR

BRIEE

PUT /2015-02-01/account-preferences HTTP/1.1
Content-type: application/json

{

"ResourceldType": "string"

}
URI &R S
ZiE R FET URI S8,
BERIEX
EREZEH JSON B THIE.

ResourceldType

BEERNAFIRER EFS &R ID Bi&I Amazon Web Services ik Amazon Web Services X
5, HEAERNHLONG_ID (17 NFHF ) HSHORT_ID ( 8 NFHF) -

(@ Note

M 2021 &£ 10 BFF#A , KPP EIETIRE N SHORT_ID R E4E iR, MREWSI4EEIRH
BXMERAXHRENEZERRENSAEE IDs |, i5BHR Amazon XFAR,
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https://docs.amazonaws.cn/efs/latest/ug/manage-efs-resource-ids.html

Amazon Elastic File System ArfEm

KH . FHFH

AME : LONG_ID | SHORT_ID

RELB R

g R 1R

HTTP/1.1 200
Content-type: application/json

{

"ResourceldPreference": {
"ResourceldType": "string",
"Resources": [ "string" ]

I 7 7T 35
MBRIIRERTD , NZRS L KIEE HTTP 200 1457,
BRS5 LA JSON #&30R B LA N iR,

ResourceldPreference

WA YW ERBEERBEEERFH Amazon Web Services K ID B %I Amazon Web Services X
5o

kA : ResourceldPreference X &

Hix

BadRequest

MREFEREABRRESH R (HINSBETHIBROLESH ) |, WEELERE,

ErrorCode

HRABRATHE-RBRFANFASR, XEWERRELN ML EERNEFFRIME
FREIRA,
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Message

BRHEIEHRFENEAER (KiF), CTEAROATZR. MRAFEST MMM
TEAENERRZNS  AENEFFERARLAFERNERE, XRFEFRNERLCEMESE
FRIENEREFER B LHEIRER.

HTTP R : 400

InternalServerError

MRES|/ImAEH R , MWRELAR,

ErrorCode

HRABRATHE - NRBREZFN TSR, XEWERREQN ML EFRNEFFRIRME
FREIRNA,

Message
BREETGSERZGNENER (KiB), CXEHOAFRZR. NMREAFBRTHNMNMLES

FTEAENERRZNS  HENEFNERARLAFERER, XREFRNERLCEMESE
FRENEREFER R ZHEIRER.

HTTP IRZSAH : 500

BESH
BXRUBEBES 2 —FERHL API WEZE R Amazon SDKs , BSHEUTHZA :

« Amazon S TITRE V2

« Amazon & T .NET # SDK V4

« Amazon & T C++ iy SDK

« Amazon & T Go v2 #J SDK

« Amazon i@ F Java #J SDK V2

« Amazon JavaScript V3 R4 F A T ES
» Amazon &M T Kotlin £ SDK

» Amazon EA T PHP #J SDK V3

» Amazon Python 4F AT ES

« Amazon & T Ruby V3 #J SDK
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https://docs.amazonaws.cn/goto/cli2/elasticfilesystem-2015-02-01/PutAccountPreferences
https://docs.amazonaws.cn/goto/DotNetSDKV4/elasticfilesystem-2015-02-01/PutAccountPreferences
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/PutAccountPreferences
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/PutAccountPreferences
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/PutAccountPreferences
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/PutAccountPreferences
https://docs.amazonaws.cn/goto/SdkForKotlin/elasticfilesystem-2015-02-01/PutAccountPreferences
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/PutAccountPreferences
https://docs.amazonaws.cn/goto/boto3/elasticfilesystem-2015-02-01/PutAccountPreferences
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/PutAccountPreferences
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PutBackupPolicy
EFNHRENZHRR, IEALRERIRFELEIXHRENEDEHD.
BRI E

PUT /2015-02-01/file-systems/FileSystemId/backup-policy HTTP/1.1
Content-type: application/json

{
"BackupPolicy": {
"Status": "string"
}
}

URI ERS

BEREALLT URI S,

FileSystemid
BEEENBN EFS XHREEMZ 10K,
KERS : FAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]{8,40}|fs-[0-9a-T]1{8,40})$

B SR
BEREZ XA JSON XML THIE,
BackupPolicy
Z P ERMEBETE PutBackupPolicy &R,
A : BackupPolicy M &R

= Ve - B
mrRMVE =
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RAriEmE

g R 15

HTTP/1.1 200
Content-type: application/json

{
"BackupPolicy": {
"Status": "string"
}
}
I &7 7T 35

MBRIIRERTD , NZRS LS KIEE HTTP 200 1457,
BRS5 LA JSON #&30R B LA N E3E,

BackupPolicy
ERNHRENRMKRE , BHARFBERXABIEN.

A : BackupPolicy &
ALY

BadRequest

MREFEREABRIESH IR (HINSBETHIBROHNESH ) |, WEELERR,

ErrorCode

BRABERATHE-—HFRERFANFNR, XEWEZRRELN ML EEIRNEFFEIMNE

FREIRA,

Message

HRHEESHRZMANEARR (K1), eXEAAAFZR. NRAFEITAMTLES
TRLBNERENS  HENEFFEROSRLAFETER . XFEFRNERGENELE

FMENEREFER S BEHEIRER.

HTTP IRZSAH : 400

PutBackupPolicy
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FileSystemNotFound

MRBFEREWIEEFileSystemIdERFE , MRE, Amazon Web Services K/

ErrorCode

BRRBEATE MHRERFANFRE, XEWREZRRERNFLEERNVEZEFFZEANE
R RAKB,

Message
BRHEESHRFMENERER (RiF),. CXTEHMAFRZR. NRAFBIFHNMMALER
FTEABNERSG  HLNEFIEZORLAM SRS, YREFRNBRLENEYE
FRMLNEZBFER S ZRERER

HTTP RS : 404

IncorrectFileSystemLifeCycleState

MRXHRGENEREAPRSTFTRTA", MRELEAS.

ErrorCode
BFRABEATHE MREBERFMNFRS, XEWREZRELEERNFLESRNEFFIEEMNE
fRERIRAEE,

Message
BRHESEERZMNENRER (HiB), eXEAERAFZR. NRAFBET ML ES
TREABNEREZYE  AENEFNEZENSLAFRETER. XBEFRMNERAENESE
LN EREFER S ZRERES.

HTTP RS : 409

InternalServerError

MRRS /WA ERH R, WRELKAR.

ErrorCode
BRRNBEATE MM RERFMNFRE, XEWREZRRERN L EERNEFFIZEAE
IR,

Message
BRHEESHERFJMNERER (RiF). CXEHOAFRZR. MRAFBIFHMMALER

FEAENERRNS  SENEFNERARLAFERER. XREFRNERLEMNESE
FMENEREFER S BEHEIRER.
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HTTP IRZESAH : 500

ValidationException

R E KPR Amazon Backup ARSSF 1] | Amazon Web Services X3 , 3R El,

ErrorCode

HRABRATE - RBREZFNFZASR, XEWERRELN ML EFRNEFFRIMNE
fREE IR,

Message

BRHEIEHRRENEARR (KiF), CTEHOAFZR. MRAFEST AWML RS
TEAEBNHEREZN  AENEFNERARAAFERER. XHFEFRNERGENELE
FRENEREFER B LHEIRER.

HTTP RS : 400

BESH
BXRUBEEBESZ2—FRAL API WEZ{E R Amazon SDKs , BZHUTHA :

« Amazon S TITRE V2

+ Amazon ;& A F.NET #J SDK V4

« Amazon i& AT C++ #y SDK

« Amazon & AT Go v2 #y SDK

+ Amazon ;& T Java By SDK V2

« Amazon JavaScript V3 liREH4F X T ES
+ Amazon & A F Kotlin B SDK

+ Amazon i& AT PHP #y SDK V3

» Amazon Python 4F AT ES

« Amazon & T Ruby V3 #J SDK
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https://docs.amazonaws.cn/goto/cli2/elasticfilesystem-2015-02-01/PutBackupPolicy
https://docs.amazonaws.cn/goto/DotNetSDKV4/elasticfilesystem-2015-02-01/PutBackupPolicy
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/PutBackupPolicy
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PutFileSystemPolicy

#F Amazon EFS FileSystemPolicy R F Amazon EFS X# &%, XHRSEFEHRE—FMET IAM
TR , TUEEZ/MNEBEH, —MXHREBARE—INXHRAEKE , ZRETLERIA
KL, AT AR EAL API BERBEREHNVE XN KK, EFS XHREXKE 2 ANFRHNRE. &
BEEXNEKKE , CLBERIAER., BXRIAHREEBNESER , BSRMIAEFS HREE
B o

(@ Note
EFS XHREXKEE 2 TN FRRIRS,

WREEE elasticfilesystem: PutFileSystemPolicy BREMNER,
wRiES

PUT /2015-02-01/file-systems/FileSystemId/policy HTTP/1.1
Content-type: application/json

{
"BypassPolicylLockoutSafetyCheck": boolean,
"Policy": "string"

}

URI ERS

BEREALLT URI S,

FileSystemid
ERNHBIEHEH FileSystemPolicy B EFS X# R4 ID,
KERS  FAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]{8,40}|fs-[0-9a-T]1{8,40})$
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B R
BERFEZ XA JSON XA THIE,

BypassPolicylL ockoutSafetyCheck

(WiE ) BEREST FileSystemPolicy SiIELZERENH/RE. HIELELREWBEFERFH
RERDNPESME LA HIERN IAM EEERXHERS LR HARKE PutFileSystemPolicy
BER, REEITEHE LR HERN IAM EEERXHRS LR AL PutFileSystemPolicy &
ket 3 BypassPolicylLockoutSafetyCheck iRiEHN True. BRIAMENRN False,

KB . HRE

Policx

IEFE 02 # FileSystemPolicy, #3 JSON HAMKKENL . EFS MHRERER 2 TNFH
RIBR®SI, EWHA TR XA REREHTE |, HSH Amazon EFS E T HIRAY R,

RE : FFEH
KERS : &PKER 1. ZRAKEH 20000,

B - [\s\S]+

I R7E 5%

HTTP/1.1 200
Content-type: application/json

{

"FileSystemId": "string",
"Policy": "string"

e 2 7T 32

MRERERT , MZRSHLKRIEE HTTP 200 WAL,
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AR5 LA JSON #& =R B LA T #3E.

FileSystemid
fE7E FileSystemPolicy SEAM EFS XH XL,
K FHEHB
KERS : RRAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-fT]1{8,40}|fs-[0-9a-f]1{8,40})$

Policy
EFS X#HR%H JSON #xM FileSystemPolicy.

RE : FFEH
KERS : &PKER 1. RAKER 20000,
B [\s\S]+

"EH =

BadRequest
MRFRBFABRIETEHR (HNSHRETHHIRDZESE ) |, WERELKAR.

ErrorCode

BRABERATHE-—HFRERFANFNS, XEWREFERELN ML EEIRNEFFHEIMNE
RN,

Message

BREEEEERFZMNEARR (EiB), TXEHBAFZR, MRAFBETHNATLES
FEABHERZG  FENEFTEZEORLAFETER., XRFIFRNERLCENEYE
FMENERIEFER S ZREIRER,

HTTP RZSXEE : 400
FileSystemNotFound

MRFRENEEFileSystemIdEFRFRE , MiRE, Amazon Web Services K/~
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ErrorCode

HRABRATE - RBREZFNFZASR, XEWERREALN ML EFRNEFFRIME
fREE IR,

Message

BRHEIEHRFENEARR (KiF), CTEAOAFZR. MRAFEST MMM IS
TRAENEREZNS  AENEFFERARLAFERER, XHFEFRNERLCEMESE
FRENEREFER R LZHEIRER.

HTTP RS : 404

IncorrectFileSystemLifeCycleState

MEXHRENETEARHRST2UA", MREKRRNE,

ErrorCode
BRARBREATH FRREBERZGNFZHAE, XERSREXELNMAEERNEFGFSEIAME
RER IR,

Message
BREEEERRFZMNEARER (EiB), TEEHORAFRZR. MRAFBETHNALES
FEABNEREZY  GENEFYEENRLAFITER. XHEFEERNVERGCEMNELSE
ML EFEFER S ABREIRER

HTTP RS : 409

InternalServerError
MRRFFHAERR , MERERAE,

ErrorCode

BRRBEATE MHRERFANFRE, XEWREZRRERNFLEERNEZEFFIREME
AR IR,

Message
BRHEIEHRZENEARR (KiF), STEHONAFZR. NRAFBET AWML RS
TELENEREZY  MEANEFNEEZNSLAFERER. XREERNEBRLENELE
FRMENEREFERS ZREBIRER.

HTTP IRZSAH : 500
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InvalidPolicyException

MR FileSystemPolicy BABRFBRHE IR (NS HELTHIRDHESE ) , MRE, 0
REMERBPELEREER , NRE,

ErrorCode

BRABERATHE-—HFRERFANFHR, XEWEZRRELN ML EFIRNEFHEIMNE
RN,

Message

HIRHEESHRZANENARR (K1), eXEAAAFZR. NRAFEITMMTLES
FEAENERRNS  SENEFNERARLAFERER. XREFRNERLEMNESE
FMENEREFER S BEHEIRER.

HTTP IRZSAH 1 400

5l
£1%2 EFS FileSystemPolicy

TR iERBIE—MFileSystemPolicy , RFFIE Amazon EREARENRESIEEN EFS X4
R,

RO R

PUT /2015-02-01/file-systems/fs-01234567/file-system-policy HTTP/1.1
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite"

1,

"Principal": {

"AWS": ["*M]

},
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RAriEmE

A9

"Version": "2012-10-17",
IIIdII: Illll’
"Statement": [

{

"Sid": "efs-statement-abcdef@1-1111-bbbb-2222-111122224444",

"Effect": "Allow",

"Action": [
"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite"

1,

"Principal": {

"AWS": ["*M]

I

"Resource":"arn:aws:elasticfilesystem:us-east-1

system/fs-01234567"

}
]

5iESH

BxUEBEES 22— EHAl API E ZE 5 Amazon SDKs

« Amazon S 1THRME V2

+ Amazon & F.NET By SDK V4

+ Amazon & F C++ By SDK

+ Amazon & F Go v2 Y SDK

+ Amazon & F Java By SDK V2

« Amazon JavaScript V3 liREH4F X T ES

» Amazon & F F Kotlin #9 SDK

+ Amazon & F PHP 89 SDK V3

» Amazon Python R4F AT ES

» Amazon & T Ruby V3 #J SDK

:1111222233334444: file-

BBAUTHA

PutFileSystemPolicy
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PutLifecycleConfiguration

FERALIRETUEBR NG RENER. LifecycleConfiguration H—APHZANMENUTRHREN
LifecyclePolicy MRARK :

* TransitionToIA - WEPRMHREPHXHEMNEFM (FREFHSR ) BETMERFE (1A) 7.

 TransitionToArchive - fAFRPRXXHREFHIXHME S mIFMHES] (1A TIMERE ) BEIFH
T7#o

HEELRN IAFEEZE , XERETEERANAREM, EIt , TransitionToArchive EATREIRE |
EAXTEETF TransitionTo 1A,

(® Note
BREHEENERTEARMELERANEA R RS

- TransitionToPrimaryStorageClass - 7£ IA A EEPHFRIXHE , RENXHREFH
XHEBEIEFME (MRETFEE )

BREZER , FEREENHRGFH#,

B Amazon EFS X REHXF—MEwBAHREE , ZBEEERATEZXHR
SHNREX ., NRIEEXHRESEMN LifecycleConfiguration ¥REF

f£ , PutLifecycleConfiguration HASEXUERE, BREXHEIEZE
LifecyclePolicies $4AM PutLifecycleConfiguration AA&MBREMNAE
LifecycleConfiguration, EZiEXRS , EEU TN :

- BERR., ZRAIERELEGARERNXHEREN ID,

« LifecyclePolicy W&H LifecyclePolicies A , XLENRENAFXHBE IA 74,
BEREHEARMANBEEFMH,

(® Note

Amazon EFS ERB8 LifecyclePolicy RRRAE R , R FEEFEH LM
LifecyclePolicy M&FK#i& LifecyclePolicies ., BEXREZELR , BSHUT
B0 Y R BIE K
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WIREEE elasticfilesystem:PutLifecycleConfiguration REMNR,

EfLifecycleConfigurationWRNATFTMEBEXHRS , LEESUEMNE XSRS ERER

Amazon Key Management Service R,
R

PUT /2015-02-01/file-systems/FileSystemId/lifecycle-configuration HTTP/1.1
Content-type: application/json

{
"LifecyclePolicies": [
{
"TransitionToArchive": "string",
"TransitionToIA": "string",
"TransitionToPrimaryStorageClass": "string"
}
]
}

URI &RS

BEREALLT URI S,

FileSystemid
ERNHBE LifecycleConfiguration R XH RS ID ( FHE ) -
KERS : FAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-f]{8,40}|fs-[0-9a-f]1{8,40})$

B 3RE

BEREZ KA JSON BRI U THIE,

LifecyclePolicies

ENXHRE LifecycleConfiguration S &K LifecyclePolicy X &#k
“, LifecycleConfiguration ¥REEGAHEREBHMUTHAS :
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« TransitionToIA - IR MHRSEHRHXHENERH (FREFMEE ) BRITIHEIRM (IA) 77

fitio
« TransitionToArchive - B X HREHFNXHFNE LB EFMEED (1A IEFE ) BE
FRTFEM,

EHGN A GFEZE , MHFRSETEEHRAAREM, Bt , TransitionToArchive EATREEIR
B , ELXTEET TransitionTo 1A

(® Note
BREHEENERTEARMEHERANE A RN RS

« TransitionToPrimaryStorageClass — 7£ IA AR/ EEPIFRINHE , RERXHEREF
WX HBEIEFME (MRETFEE )

(® Note

£ put-lifecycle-configuration CLI @55 PutLifecycleConfiguration
AP| #4E8T , Amazon EFS EXR &4 LifecyclePolicy WRRE— Rk, XEWREE
BRIEXH , LifecyclePolicies AMERN LifecyclePolicy MRHIELA , 84
FRBEENNT - I NR. EXEZERE , BERATHBI PR RGER,

R - LifecyclePolicy X &R¥A

HARR : BF 3 W
LR VAED: S

HTTP/1.1 200
Content-type: application/json

{
"LifecyclePolicies": [
{
"TransitionToArchive": "string",
"TransitionToIA": "string",
"TransitionToPrimaryStorageClass": "string"
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}

}

I 7 7T 35
MR RERTD , MZRES L KIER HTTP 200 MR,
BRZ LA JSON # IR E A T EdE.

LifecyclePolicies

—RIEREAREERMK, EFS XFBIMXHREHKZ IR,

R : LifecyclePolicy X &REA

BARRA : &% 3 W,

Hix
BadRequest

MRFREXERFESHR (HUNSREERIROHESH ) , WRELERAE,

ErrorCode

BRABRATE - RABREZFNFASR, XEWERRELN ML EEFRNEFFRIME
fREE IR,

Message

BRHEOEERFMNENER (K1F), TETETAAFRZR. NRAFIED TS
TRAEBNEREZY  AENEFNERENSLAFRETER. XBEFRNERAENESE
FRMLNEZBFER S ZHERER.
HTTP RZSXEE : 400
FileSystemNotFound

MRBFREMNIEEFileSystemIdERFHE , MIRE, Amazon Web Services ik

ErrorCode

BRABERATHE-—HFRERFANFHR, XEWEZRRELN ML EFIRNEFFHEIMNE
FREIRA,
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Message

BRHEIEHRRENEARR (KiF), CTEAOAFZR. MRAFEST AL IS
TEABNHEIREZNS  TENEFNEREARLAAFERER. XHFEFRNERGENELE
FRENEREFER R LHEIRER.

HTTP IRZSEE : 404
IncorrectFileSystemLifeCycleState

MRXHRENERFRPRESFR TR, WEELLAR.

ErrorCode

HRABRATE - RBREZFNFASR, XEWERRELN ML EFRNEFFRIME
fREE IR,

Message

BRHEIEHRRENEARR (KiF), CTEAOAFZR. MRAFEST MMM
TEAEBNHEREZNS  AENEFNERARAAFERER. XHFEFRNERGENELE
FRENEREFER R LHEIRER.

HTTP RS : 409

InternalServerError

MRRS /WA EH R , MRELLRAR.

ErrorCode

HRAERATE - RAERFANZRFSR, XEWERRERQN ML ZBEIROEFFFIRENE
FREE IR

Message
HRHEEEERFMNENER (RK1E), eETETAAFRZR. NRAFIERFANMNALLES

TEAENERRZNS  FHENEFNERARLAFERNERE, XHEFRNERLCEMESE
FRENEREFER R LZHEIRER.

HTTP RZESAH : 500

PutLifecycleConfiguration 469



Amazon Elastic File System ArfEm

T~
tIEEREARERE

LT RBIERA PutLifecycleConfiguration #4ERIE LifecyclePolicy X R, LhRFIF0IE
—NE AR |, $8R EFS AT TIRE -

« FXHRGEFIE 30 RAREREF#EDHRSHRAEXHBE A 76,
« FXHRGERTE 90 RAREREFE D IERSWIAEXHBEFEERE,

« EAREFEEHEPHRNGE  FXABEREFR. DEFEXGERTEABREELEENH
B MR R RS

EXESES  WHH EFS FRENEEMRLHE.
ROIER

PUT /2015-02-01/file-systems/fs-0123456789abcdefb/lifecycle-configuration HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com

x-amz-date: 20181122T232908Z

Authorization: <...>

Content-type: application/json

Content-Length: 86

{
"LifecyclePolicies": [
{
"TransitionToArchive": "AFTER_90_DAYS"
.
{
"TransitionToIA": "AFTER_30_DAYS"
},
{
"TransitionToPrimaryStorage": "AFTER_1_ACCESS"
}
]
}
IR B2

HTTP/1.1 200 0K
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x-amzn-RequestId: ©1234567-89ab-cdef-0123-456789abcdef
Content-type: application/json
Content-Length: 86

{
"LifecyclePolicies": [
{
"TransitionToArchive": "AFTER_90_DAYS"
3,
{
"TransitionToIA": "AFTER_30@_DAYS"
1,
{
"TransitionToPrimaryStorage": "AFTER_1_ACCESS"
}
]
}

put-lifecycle-configurationCLI i& 3R 7=l
LR BA T 89 — R A 3% PutlifecycleConfiguration,

RPIER

aws efs put-lifecycle-configuration \

--file-system-id fs-0123456789abcdefb \

--lifecycle-policies "[{"TransitionToArchive":"AFTER_90_DAYS"},
{"TransitionToIA":"AFTER_3@_DAYS"},
{"TransitionToPrimaryStorageClass":"AFTER_1_ACCESS"}]

--region us-west-2 \

--profile adminuser

45l i) J8
{
"LifecyclePolicies": [

{
"TransitionToArchive": "AFTER_90_DAYS"

iy

{
"TransitionToIA": "AFTER_30_DAYS"

I,
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{
"TransitionToPrimaryStorageClass": "AFTER_1_ACCESS"
}
]
}
EREWEARER

LT ROBEREEXHRENEwAREE,

RIER

PUT /2015-02-01/file-systems/fs-01234567/1ifecycle-configuration HTTP/1.1
Host: elasticfilesystem.us-west-2.amazonaws.com

x-amz-date: 20181122T232908Z

Authorization: <...>

Content-type: application/json

Content-Length: 86

{
"LifecyclePolicies": [ ]
}
T~ 451 W) Rz

HTTP/1.1 200 OK

x-amzn-RequestId: ©01234567-89ab-cdef-0123-456789abcdef
Content-type: application/json

Content-Length: 86

"LifecyclePolicies": [ ]

\E >
BESH

BXRUBEBESZ2—FRAL API WEZ{E R Amazon SDKs , BZHUTHA :
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RAriEmE

« Amazon S TITHRE V2

« Amazon j&fF.NET #) SDK V4

« Amazon & F C++ iy SDK

« Amazon &M T Go v2 #y SDK

« Amazon i@ T Java #J SDK V2

« Amazon JavaScript V3 lREHF A T ES

+ Amazon & T Kotlin £ SDK

« Amazon i@ F PHP ¥ SDK V3

» Amazon Python 4 F AT ES

« Amazon AT Ruby V3 # SDK

PutLifecycleConfiguration
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https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/PutLifecycleConfiguration
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TagResource
A EFS BRGIZEIRE. WEFEAL APl RERIR EFS XHRAFMEASNTZ,
WREEE elasticfilesystem: TagResource BEMNNR,

BHRIEE

POST /2015-02-01/resource-tags/Resourceld HTTP/1.1
Content-type: application/json

{
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}

URI iERS
BEREAUT URI S,
Resourceld
EEENHGEIREMN EFS RIRAY 1D,
KERS : RAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:(access-point/fsap]
file-system/fs)-[0-9a-f]1{8,40}|fs(ap)?-[0-9a-f]1{8,40})$

wRE&
&R Z KA JSON BRI U THIE,

Tags
ERMK Tag IRWEH, B4 Tag HREFZE—MNRER,
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KA : Tag HRHBA

RELE R

e 7 18 &
HTTP/1.1 200

e R 7T 35

MRLBRERT , MZRS 2R EEFEZE HTTP IEXH HTTP 200 W 5L,
iR

AccessPointNotFound

MRFEREMNIEEACcessPointIMEFRFIHE , MIRE., Amazon Web Services Ik /=

ErrorCode

HRABERATE - RMAERFANZTSR, XEWRSRRERN ML EEIRNEFFIREMNE
FREE IR

Message
BREHEIEHRZENEAHR (KiF), STEAOAFZR. NMRAFBET M@ ES
FELEHWERES  HENRFNEEARLAFETEE, XBFERNERLENEYE
FRMLNEZBFER S ZRERER

HTTP IRZSEE : 404

BadRequest

NREBRBRXERIITEHR (FINSHETHIRDZESEH ) |, WERELKAR.

ErrorCode
HRABERATE - FRABRFANZFSR, IEWRERRERQN ML BEROEFFIRENE
FREE IR

Message
BREHEIEHRZENEARR (KiF), STEHOAFZR. NRAFBET AWML RS

TRLBNERES  HENEFFEROSRLAFETER . XFEFRNERGCENELE
FMENEREFER S BEHEIRER.
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HTTP RASEE @ 400
FileSystemNotFound

MRFERENEEFileSystemIdEREFE , MEE, Amazon Web Services Ik~

ErrorCode

HIRABEATHEIRRERFEN TR, XEWERREQN ML E R EFRFIRIAE
FRE RN,

Message

HIRHEESHRZMANEARR (K1), eXEFAAFZR. NRAFEITMMTLES
FTEAENERRNS  HENEFNERARLAFERNER, XRHEFRNERLEMNESE
FRMENEREFERZ ZHEIRER.

HTTP RESNREE : 404

InternalServerError

MRRS|/WREH R , MIRELLRAR.

ErrorCode

HIRABEATHEIMRERFEN TR, XEWEZRREQN ML EE R EFRFIRIANE
FREIRA,

Message

HIRHEESHRZANENARR (K1), eXEHAAFZR. NRAFEITMMTLES
FTEAENERRZNS  SENEFNEREARLAFERNER. XREFRNERLEMNESE
FRMEMNEREFERZ ZHEIRER.

HTTP RAESREE : 500

T~

X REG EoIRIRE

UTHEREEEN RS LOR=MRE ("keyl", "key2" Fl "key3" ),
REIER

POST /2015-02-01/tag-resource/fs-01234567 HTTP/1.1
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Host: elasticfilesystem.us-west-2.amazonaws.com
x-amz-date: 20140620T7221118Z

Authorization: <...>

Content-Type: application/json

Content-Length: 160

{
"Tags": [
{
"Key": "keyl",
"Value": "valuel"
I
{
"Key": "key2",
"Value": "value2"
I
{
"Key": "key3",
"Value": "value3"
}
]
}
45108 KL

HTTP/1.1 204 no content
x-amzn-RequestId: ©1234567-89ab-cdef-0123-456789abcdef

jblﬁ
BRUBEEBSZ—FEAL API WEZ{EE Amazon SDKs , BZRUTHA :

« Amazon S TITRE V2

« Amazon &M T .NET # SDK V4

« Amazon i& A F C++ #y SDK

« Amazon i& AT Go v2 #y SDK

+ Amazon ;& F Java By SDK V2

« Amazon JavaScript V3 liREH4F X T ES
« Amazon &R T Kotlin #§ SDK

+ Amazon EA T PHP # SDK V3
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» Amazon Python 4 F AT ES
« Amazon AT Ruby V3 # SDK
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UntagResource
M EFS BRHPBIRIRE, AIAERALL APl 2/EM EFS XHREMBARBRIRZ,
WREEE elasticfilesystem:UntagResource BIEMIIR,
BEREE
DELETE /2015-02-01/resource-tags/Resourceld?tagKeys=TagKeys HTTP/1.1

URI &ERS#

BEREALLT URI S,

Resourceld
EEENPBRIRER EFS BiR,
KERS  FAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:(access-point/fsap]|
file-system/fs)-[0-9a-f]1{8,40}|fs(ap)?-[0-9a-f]1{8,40})$

RENE R
TagKeys
ENEEN EFS BHRFPBRAVEBERSN AR,
BARR &P 1 MR, &% 50 W,
KERS /P KEN 1. BRAKERN 128,
B A [aAT{13IwWI {13 [sST{1}: ) ([\p{LI\p{ZN\p{NI_. : /=+\-@]1+)$

R

ZIERZBERIEL.
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g R 15

HTTP/1.1 200

e 5 7T 3

MRMBBRERD , MZRFLREETHFEZ HTTP IEXH HTTP 200 M AL
Hix

AccessPointNotFound

MRBEREBHIEEAccessPointIdEREE , MIRE, Amazon Web Services Ik~

ErrorCode
BRREZEATH —RBRFZMMNFHSR, XEKRSEREXERLNMLEE RN RZEFFRENE
R IRAE,

Message
BRHEEEERZMHNEARR (EiB), SXEHOAFRZR, NRAFBETHNATLES

FTEAENERRZNS  SENEFNEREARLAFERNER, XREFRNERLEMESE
FRMEMNEREFER R ZHEIRER.

HTTP RZSMKEE : 404
BadRequest

MRFREXERFESHER (HUNSBELERIROSHESH ) , WRELERAR,

ErrorCode

HRRBEATE MR RERFMNFRE, XEWEZRRERN L E S RNEFFZEANE
R,

Message
FRHEOSERFZMMNEAER (REF), TEEEQAFRZR. NRAFIERT AL

FEAENERRZNS  HENEFNERARLAFERNER, XREFRNERLEMNESE
FRMENEREFERZ ZHEIRER.

HTTP IRZSAH 1 400
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FileSystemNotFound

MRFEREMIEEFileSystemIdEFFHE , NMEME, Amazon Web Services I/

ErrorCode

BRRBEATE MHRERFMNFRE, XEWREZRRERNFLEERNVEZEFFIZEANE
AR IR,

Message
BRHEIEHRFZENEARR (KiF), STEAOAFZR. NMRAFBETF AWML RS
TEAENEREZY  MENEFNEENSLAFERER. XREFRNEBRLENESE
FRMLNEZBEFERS ZRERER,

HTTP RZSREE : 404

InternalServerError

MRBFR|/IRAERE R, RELKAS.

ErrorCode
HRABERATH —HRRERFENFHH. XEWRSREBRLN ML EIRNEZEFRFREANE
fEERAEE,

Message
BRHESEHERZMNEARER (HiB), eXEARAFZR. NRAFBET ML ES

FTEAENERRNS  HENEFNERARLAFERNERS, XHEFRNERLEMNESE
FRENEREFER B ZHEIRER.

HTTP IRZSAH : 500

BESH
BXRUBEBES 2 —FRAL API WEZ{E R Amazon SDKs , BZHUTHA :

« Amazon W HITRE V2

« Amazon ;&A T .NET By SDK V4
« Amazon AT C++ By SDK

« Amazon ;&A T Go v2 #J SDK
 Amazon ;& AT Java #J SDK V2
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« Amazon JavaScript V3 lREHF A T ES
Amazon & T Kotlin # SDK

Amazon & F PHP #J SDK V3
Amazon Python i F X T ES

Amazon & F Ruby V3 # SDK
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UpdateFileSystem
EHAENHRENELEEABTEEULE,
BRI E

PUT /2015-02-01/file-systems/FileSystemId HTTP/1.1
Content-type: application/json

{
"ProvisionedThroughputInMibps": number,
"ThroughputMode": "string"

URI ERS

BEREALLT URI S,

FileSystemid
EFEHMH XA RE ID,
KERS  FAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-f]1{8,40})$

w R
& R#EZ KA JSON BRI U THIE,

ProvisionedThroughputinMibps

(k) BERAEECNEN NG RETEENELE , LWEKFTER (MiBps) HEM, MEF
ThroughputMode i&E&H provisioned , M2 H4FEN . BRENR 1-3414 MiBps , LRMX
E., ERFIRE , 5B R Amazon Web Services X, BXREZER |, 525 (Amazon EFS
FFiER) RMER LIRS M Amazon EFS B,

RKH  NBE
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BRCEE : &/MER 1.0

ThroughputMode

(k) EMXHRENEFTUHERN, IRFTEFEHERN , WEFEEBERPRELE, NRF
ThroughputMode 2k provisioned , MAEHAMIZE ProvisionedThroughputInMibps
M1{E,

BME : bursting | provisioned | elastic
) 7 i %

HTTP/1.1 202
Content-type: application/json

{
"AvailabilityZoneId": "string",
"AvailabilityZoneName": "string",
"CreationTime": number,
"CreationToken": "string",
"Encrypted": boolean,
"FileSystemArn": "string",

FileSystemId": "string",
"FileSystemProtection": {

"ReplicationOverwriteProtection": "string"

iy

"KmsKeyId": "string",
"LifeCycleState": "string",

"Name": "string",
"NumberOfMountTargets": number,
"OwnerId": "string",
"PerformanceMode": "string",

"ProvisionedThroughputInMibps": number,

"SizeInBytes": {

"Timestamp": number,
"Value": number,

"ValueInArchive": number,
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RAriEmE

"ValueInIA": number,
"ValueInStandard": number

Tags": [
{
"Key": "string",
"Value": "string"
3

1,
"ThroughputMode": "string"

}

e 5 7T 3

MRERERT , MZRSHLRIEE HTTP 202 WAL,

ARS5 LA JSON #&=0RE A T #4E,

AvailabilityZoneld

NHREGFE R A XEME— B -BERRR , N EXEXHRS

Mo BN |, usel-azlE us-

east Amazon Web Services Xigi-1 WAIAX ID , EEENTHAXF WA EEHERB. Amazon Web

Services K/~

KR ZHH

AvailabilityZoneName

RSB REFEN Amazon TAKX |, # AN EXEBXERSGEER. EXEZER
{Amazon EFS AF#Erm) FWEA EFS 73,

KR FHH

KERS : & PKERN 1. KELRR 64,

- W

CreationTime

THREHBIENE |, LR B (B 1970-01-01T00:00:00Z #2 ) »

KA - pfE B

CreationToken

BRPIEENTERTHR,

ESH

UpdateFileSystem
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KH . FHFH

KERS & PKERN 1, KELERR 64,

B L+
Encrypted
—NBRE , MRIERH true , MEBRXHREENER,

XKH : HRE
FileSystemArn

EFS M#R£H Amazon BRE# (ARN) , XH
arn:aws:elasticfilesystem:region:account-id:file-system/file-
system-id . FEHATRHIBIEHNRE : arn:aws:elasticfilesystem:us-
west-2:1111333322228888:file-system/fs-01234567

KHE  FHREH
FileSystemid
X FR4% ID, B Amazon EFS 2B,
KE: FH&H
KERS : FAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-f]1{8,40})$

FileSystemProtection

HR X RS LRV RIP ZhEE,

A : FileSystemProtectionDescription 3 5

KmsKeyld

Amazon KMS key A FRF INZ X HREHH 1D,
KA . R
KEAR : FRKKER 2048,
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B3 A([0-9a-T]1{8}-[0-9a-T]{4}-[0-9a-T]{4}-[0-9a-T]{4}-[0-9a-T]{12}|
mrk-[0-9a-f]{32}|alias/[a-zA-Z0-9/_-]+|(arn:aws[-a-z]*:kms:[a-z0-9-]+:
\d{12}:((key/[0-9a-f]1{8}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]
{12}) | (key/mrk-[0-9a-f]1{32})|(alias/[a-zA-Z0-9/_-1+))))$

LifeCycleState

NHRENEw BN,
KE: FH&H

B : creating | available | updating | deleting | deleted | error

Name

A AR X G REFMNIRE |, BIE Name i7E, BXEZEE , i5ZH CreateFileSystem, MRXHF
R4%H Name #5% , Amazon EFS 2R E| Lk FERHPHE,

KH  FHREH
KEAR : RAKENR 256,

B ACD\P{LI\P{ZI\p{N}_.:/=+\-e]*)$
NumberOfMountTargets

NHRELHTNERBIRR. BXEZEE , 2 H CreateMountTarget,

KR . B

BREE : &/MER 0,

Ownerld

Amazon Web Services IKF SIEZ N HREH,
KA . 2R

KERH : RAKERN 14,

B A(\d{12}) | (\d{4}-\d{s}-\d{4})$

PerformanceMode

NHRGHERERR,

KR FBHH
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BME : generalPurpose | maxIO
ProvisionedThroughputinMibps

XHRENMEERLE ( L MiBpstTE 8L ) » XEAN ThroughputMode RE N
provisioned WX #HR5EE Mo

KA NEE
BEREE  &/MER 1.00
SizelnBytes

XHREHFEENBEANRHFEANTER D (UAFTREAMN ) (EH Value FEH ) , UREE
ZR/DHESE (EH Timestamp FEB® ), Timestamp ER2E 1970-01-01T00:00:00Z LARHK &
BB, SizelnBytes EHFRRRNMHARE—BIRBH KD , BERYEEBEANXHRSEH |, ZE
BASRE -, BRI , REEBI/INNIERIETE R RSB CER LR |, SizeInBytes F
RIAERKD. BN, ZEFRXGREETAE LT KN,

%A : FileSystemSize SR
Tags
EX#HRAXBKNIRE , I Tag RRBEFREN,

KA : Tag HRHBA
ThroughputMode

ERXHRENELEEREN, BXESZEE , 55 KW (Amazon EFS fIFER) FHEHERR,

e

SH . 5

BHME : bursting | provisioned | elastic

Hix
BadRequest

MRFREXEFRJESHR (HIUNSBEERIROXESH ) , WRELERNE,

ErrorCode

BRABERATHE-—HFRERFANFNS, XEWEZRRELN ML EEIRNEFFHEIMNE
FREIRA,
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Message

BRHEEGSHRFMNERER (RiF). CXEHMAFRZER. NRAFBIFHNMMALER
TRAENFEREZY  HENEFFERENSLAFETER. XHEFRMNERAENELSE
MU EREFER S PREBIRER.
HTTP RZSKEE : 400
FileSystemNotFound

MRBFEREWIEEFileSystemIdERFE , MRE, Amazon Web Services Ik

ErrorCode
BRABRATHE-FRBERFENFER, XERERXELNNLEERNEFFFIRERME
R RANEE,

Message
BREEGESERZGNENER (Ki), CXEHOAFRZR. NMEAFBITHNMNMLES
TELENEREZY  MENEFNEENSLAFERER. XREFRNBRAENESE
FRMLNEZRBFERS ZREIRER.

HTTP IRZSEE : 404

IncorrectFileSystemLifeCycleState

NRNHEREHNEDBARRSTRATA", WRELEAR,

ErrorCode
BRABRATE - FRMABRFANZRFSR, IEWRERRELNMLLBERNEFFFIZENE
R RN,

Message
BREEGSERFZGNENER (KiB), EXEHOAFLRZR. NREAFBRTFHNMMLES
TREABNEREZYE  AENEFNEZENSLAFRETER. XBEFRNERAENESE
FRMLNEZBFER S ZMERER.

HTTP IRZSAKEE : 409

InsufficientThroughputCapacity
MAZXERBNBRERMEFTNNELE  NRELANE, ZHRETREFLEEXN TUEXHR

g, ZHENIEXARENTREFHE A= HNAGXHRENREFHEE X E I TE
BEETEENXN  TRSEELE. FHEER.
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ErrorCode

HRABRATE - RBREZFNFZASR, XEWERREALN ML EFRNEFFRIME
fREE IR,

Message

BRHEIEHRFENEARR (KiF), CTEAOAFZR. MRAFEST MMM IS
TRAENEREZNS  AENEFFERARLAFERER, XHFEFRNERLCEMESE
FRENEREFER R LZHEIRER.

HTTP RS : 503

InternalServerError

MRRS /WA ERH R, WRELAR.

ErrorCode
BRABRATHE -FRABRFHNZRFS, XERERXELNNLLBERNEFFZIANE
IR,

Message
BRHEESHRFRENERER (RiF). CXTEHMAFRZR. NRAFBIFHNMMALER
TRAENFEREZY , AENEFFERENSZLAFETER. XHEFRNERAENELSE
FRMUNEREFERS PREBIRER.

HTTP RZSAH : 500

ThroughputLimitExceeded
MRBHTFEXE 1024 WEHERFMLTEEXFHERARMEERLE MiB/s , NERE,

ErrorCode

BRRBEATE MHRERFANFRE, XEWREZRRERNFLEERNEZEFFIREME
AR IR,

Message
BRHEIEHRZENEARR (KiF), STEHONAFZR. NRAFBET AWML RS
TELENEREZY  MEANEFNEEZNSLAFERER. XREERNEBRLENELE
FRMENEREFERS ZREBIRER.

HTTP IRZSAH : 400
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TooManyRequests

NREERFUHERAYIREMEEFHEECINXESFHED 24 /Mt , NEE,

ErrorCode

HRABRATE - RBREZFNFASR, XEWERRELN ML EFRNEFFRIME
fREE IR,

Message

BRHEIEHRRENEARR (KiF), CTEHOAFZR. MRAFEST AWML RS
TEAEBNHEIREZNS  TENEFNERARAAFERER. XHFERRNERGENELE
FRENEREFER R LHEIRER.

HTTP RS : 429

BESH
BXRUBEEBESZ2—FRAL API WEZ{E R Amazon SDKs , BZHUTHA :

« Amazon S TITRE V2

+ Amazon ;& F.NET #J SDK V4

« Amazon i& AT C++ #y SDK

« Amazon & F Go v2 #y SDK

+ Amazon ;& F Java #J SDK V2

« Amazon JavaScript V3 iREH4F X T ES
+ Amazon & A F Kotlin # SDK

+ Amazon i& AT PHP ¥y SDK V3

» Amazon Python 4F AT ES

« Amazon & T Ruby V3 #J SDK
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https://docs.amazonaws.cn/goto/SdkForKotlin/elasticfilesystem-2015-02-01/UpdateFileSystem
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UpdateFileSystemProtection
BN HREHNRE,
WIREEE elasticfilesystem:UpdateFileSystemProtection BIEHIR,

FRIEE

PUT /2015-02-01/file-systems/FileSystemId/protection HTTP/1.1
Content-type: application/json

{

"ReplicationOverwriteProtection": "string"

}

URI &ERS#

BEREALLT URI S,

FileSystemid
EEHNHFRE 1D,
KERS : RAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]1{8,40}|fs-[0-9a-f]1{8,40})$

53R
R#EZRA JSON AU THIE,

ReplicationOverwriteProtection

XHRENE HBE R IRES

« ENABLED - b X RETEAKEFIHREFTHNERXERG. XERGERAEN. RIABILT,
SHIBER EEL T ENABLED A7,

« DISABLED - WNHREAUAEEFREFRHNWBERXERE. WHERERREN , RegBEY
EFS S#l# T8N,
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« REPLICATING - WXHRAEAEEFREFHENRXHRE. XHRERREN , NEY
EFS &3 T8,

MRBPBREFEE K MXHRENEFNBERFPIEFTERSAH , XMHEREFENTBERS.
KR . ZEH
B3{E : ENABLED | DISABLED | REPLICATING

g R 1

HTTP/1.1 200
Content-type: application/json

{

"ReplicationOverwriteProtection": "string"

}

I 7 7T 35
MBRIIRERTD , NZRS L KIEEB HTTP 200 MR,
BRSS LA JSON IR [E LA T EdE,

ReplicationOverwriteProtection

NHRGNE R B RRYT RS,

« ENABLED - kX R EFTEEREEFBHEFHNENRXHRE, XHRERUEN, BRIABERT ,

E HIBERT EE T ENABLED RS,

* DISABLED - WX RE T AEEFIEETHNERXHRE. XHERERREN , RAEELY

EFS EH# TR

e REPLICATING - kX #HREEREEFEEFHNENRIHRSE, XHRE2RIEN |, UET

EFS EH# T X
MRBBREHERE  WXHRENEFNBZRIPIEFEFRSA  XHEREFEANTBERS

KR FHH

UpdateFileSystemProtection

493



Amazon Elastic File System ArfEm

B{E : ENABLED | DISABLED | REPLICATING

Hix
BadRequest

MRFREXEFERFESHR (HUNSBELERIROSHESH ) , WRELRAE,

ErrorCode

HRABRATE - RABREFFNFZASR, XEWERRELN ML EFRNEFFRIAME
fREE IR,

Message

BRHEGSHRFENERER (RiF),. CXEHMAFRZR. NRAFBIFHNMMALER
TRAENFEREZY  AENEFFERENSLAFETER. XHEFRNERAENELSE
MU EREFERS PREBIRER.
HTTP IRZSAH : 400
FileSystemNotFound

MRBFEREWIEEFileSystemIdERFE , MRE, Amazon Web Services K

ErrorCode

HRABRATE - RBREZFNFASR, XEWERRELN ML EFRNEFFRIME
fREE IR,

Message

BRHEGSHERFMNENER (K1F), TETETAAFRZR. NRAFBER AL
TRAENEREZY , AENEFNERZENSLAFRETER. XHEFRNERALENELSE
FRMLNEZBFER S ZHERER.
HTTP IRZSEE : 404
IncorrectFileSystemLifeCycleState
WRNHEREHNEDBARRSTRTR", WRELEAR,
ErrorCode

BRABERATHE-—HFRERFANFHR, XEWEZRRELN ML EFIRNEFFHEIMNE
FREIRA,
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Message

BRHEGSHRFENERER (Ri). CXTEHMAFRZR. NRAFBIFHNMMFLER
TRAENFEREZY  AENEFFERENSLAFRETER. XHEFRNERAENESE
MU EREFERS PREBIRER.
HTTP RZSAKEE : 409
InsufficientThroughputCapacity
MEZXERBNBERMEFNANELE  MRELANET, ZRETREFLEEXN TOUEXHR

g, ZREMIEXHRENTEEFHE , A=A XM RENRETHERKXE U FE
BEETEENN  TRSEELE. FHEER.

ErrorCode
BRREZEATH —RBERFZMMNFHR, XEKRSEREXERLNMLEE RN RZEFFRENE
R IRAE,

Message

BREEGEERZGNENER (RiB), EETEARAFRZR. NMEAFBEFTANMATLESR
FTEABWEREZY  SENEFYEEZENRLAFIRER., XREFERNERCENELSE
RILNEREFERZ ABEIRER,

HTTP RS @ 503

InternalServerError

MERFSHFHEAESRR , MREIRRNE,

ErrorCode
BRAREEZEATH —RRBERFZMMNFHR, XEKRSREXERLNMLEE RN REFGRENE
RERIREE,

Message
HREEGEERZGNENER (RiB), EETEARMAFZR. NMRAFBEFANMATLESR
FTEABNEREZY  SENEFYEEZENRLAFIRNER, XREFERNERGCEMNELSE
RILNEXREFERZ ABEIRER,

HTTP RS : 500

ReplicationAlreadyEXxists

MENHREGEEESHEFRES , WEELAR,
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ErrorCode

HRABRATE - RBREZFNFZASR, XEWERREALN ML EFRNEFFRIME
fREE IR,

Message

BRHEIEHRFENEARR (KiF), CTEAOAFZR. MRAFEST MMM IS
TRAENEREZNS  AENEFFERARLAFERER, XHFEFRNERLCEMESE
FRENEREFER R LZHEIRER.

HTTP IRZSAKEE : 409
ThroughputLimitExceeded

MRBTERE 1024 WEHERFMLTEEXFHERANTEEFLE MiB/s , NERE,

ErrorCode
BRABEATHE-—HFRERFANFHE, XEWEZREELN ML EHFIRNEFFHZIMAE
IR,

Message
BRHEESHRFRENERER (RiF). CXTEHMAFRZR. NRAFBIFHNMMALER
TRAENFEREZY , AENEFFERENSZLAFETER. XHEFRNERAENELSE
FRMUNEREFERS PREBIRER.

HTTP RZSXEE : 400

TooManyRequests
NMRAEEAFHEENIRENEEFTLEEZINXEEGFED 24 /et , MRE,

ErrorCode

BRRBEATE MHRERFANFRE, XEWREZRRERNFLEERNEZEFFIREME
AR IR,

Message
BRHEIEHRZENEARR (KiF), STEHONAFZR. NRAFBET AWML RS
TELENEREZY  MEANEFNEEZNSLAFERER. XREERNEBRLENELE
FRMENEREFERS ZREBIRER.

HTTP RAREE : 429
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RAriEmE

SESH

BXUEBEESZ—EAL APl WEZ{EE Amazon SDKs ,

« Amazon S TTHRE V2

« Amazon EA T .NET #9 SDK V4

« Amazon &/ T C++ iy SDK

+ Amazon & T Go v2 #y SDK

« Amazon & T Java #§ SDK V2
» Amazon JavaScript V3 ki SDK

+ Amazon i& A T Kotlin # SDK

« Amazon §& A F PHP iy SDK V3

+ Amazon Python B4 F &% T B8

+ Amazon ;& F Ruby V3 #J SDK

HERAE
S5 FHIRAE -

* AccessPointDescription

= BackupPolicy
* CreationlInfo

* Destination

* DestinationToCreate

» FileSystemDescription

» FileSystemProtectionDescription

+ FileSystemSize

 LifecyclePolicy

* MountTargetDescription

* PosixUser

* ReplicationConfigurationDescription

» ResourceldPreference

BSHANUATAR

BHIEHRE
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https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/UpdateFileSystemProtection
https://docs.amazonaws.cn/goto/SdkForGoV2/elasticfilesystem-2015-02-01/UpdateFileSystemProtection
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/UpdateFileSystemProtection
https://docs.amazonaws.cn/goto/SdkForJavaScriptV3/elasticfilesystem-2015-02-01/UpdateFileSystemProtection
https://docs.amazonaws.cn/goto/SdkForKotlin/elasticfilesystem-2015-02-01/UpdateFileSystemProtection
https://docs.amazonaws.cn/goto/SdkForPHPV3/elasticfilesystem-2015-02-01/UpdateFileSystemProtection
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» RootDirectory

* Tag
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AccessPointDescription

REX EFS XHREEARHER,

B %

AccessPointArn
S5 A S KB EE— Amazon BRE# (ARN) .
KA FHH
KERS : RAKEHN 128,

B : rarn:aws[-a-z]*:elasticfilesystem:[@-9a-z-:]+:access-point/fsap-
[0-9a-T]1{8,40}%

AccessPointld
EASID, B Amazon EFS 2.
RKE  FRH
KERS : FAKKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:access-point/fsap-
[0-9a-T]{8,40}|fsap-[0-9a-T]1{8,40})$

ClientToken

BERFEENTERAEZNS , LBRESCE,
KR . ZHFH

KERS : KETRRA 1. KEERR 64,

B L+
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FileSystemld
HR RN AEIN EFS XHREW ID,
RE : ZFH
KERS  FAKER 128,

BX : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]{8,40}|fs-[0-9a-T]1{8,40})$

LifeCycleState

FRREA RN EG AN ER.
KA FRER

B : creating | available | updating | deleting | deleted | error

Name

EASNBEH. X2 Name FrZHE,

KA ZHH

Ownerld

R AEEA L EIRA Amazon Web Services Ik,
KA . 2R

KERS : RAEKERN 14,

B A(\d{12}) | (\d{4}-\d{s}-\d{4})$

PosixUser

WRALWEE POSIX 8% , S3EHAF ID. 4 1D M#EE4E ID , BEAIF R AN NFS BFR AT
T U8 1E,

AccessPointDescription 500
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RAriEmE

KA : PosixUser W&

RootDirectory
EFS XHRSGELNBE R , BARSNEENRER , AERAEARN NFS B RAT.

A - RootDirectory X &

Tags

EEARXRBRIFE  URENKRBLANERXZNR.
KA : Tag HRHA

BESH

BXREHEIESH Amazon SDK HERLL API NEZEER |, BSRUTHREA :

« & T C++ B Amazon SDK
o SERAT Java V2 B9 Amazon SDK
+ & T Ruby V3 #9 Amazon SDK

AccessPointDescription

501


https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/AccessPointDescription
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/AccessPointDescription
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/AccessPointDescription
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BackupPolicy

RATHEEEARONXHRENZD R, MBIRESMEN ENABLED , MR RXHREEERTZF
B, BXEZEE , BZHEIEH.

H %
Status

R X R Z D RBHIRES,

« ENABLED - EFS EZE BaI &0 X KR4

« ENABLING - EFS EEFBXHREBZHEH
* DISABLED - EXHAIXHREBHEZD,

« DISABLING - EFS EEXHAIXHREBHZD

KR FHH
A3K{E : ENABLED | ENABLING | DISABLED | DISABLING

FESH
BXREHEIESH Amazon SDK HERLL API NEZEER |, BSRUTHREA :

« EATF C++ By Amazon SDK
« EATF Java V2 B9 Amazon SDK
&M T Ruby V3 B Amazon SDK
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https://docs.amazonaws.cn/efs/latest/ug/awsbackup.html#automatic-backups
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/BackupPolicy
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/BackupPolicy
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/BackupPolicy
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CreationlInfo

MRIEEM RootDirectory > Path REFEEMMEFE, #EE POSIX ID FXPRLAR A Z 5 R /KT
RootDirectory > Path, MRIFFRIK/RE FAFE , MR mEESFEK/E , EFS FAXLR
ERZRE R, ¥8E CreationInfo i} , BAMEBEFTERBHENE.

REHFEHERM Creationinfo: OwnUid, OwnGID A K A% B ZNEMNERT , Amazon EFS F &6l
BEFR,. RETERMEMES , Amazon EFS T2tlEBR B x. MRBRBZRAERE , NEREALR
TEZFNZ AT AW,

/A Important

MREFEM CreationInfo HF HIEEH RootDirectory NFME , M A R KR X H
RENZHFEK,

H3x

OwnerGid
FEEERNAZI RootDirectory I POSIX 4 ID, #EZNF 0 Fl 2432 Z AIHI{E (4294967295),
RAE . KER
B¥EE : &/MER 0. RAEN 4294967295,

OwnerUid

EEENAE RootDirectory B9 POSIX FAF ID. #EZ N T 0 El 2432 2 @ME
(4294967295),

ELIRES 1
BHERE : &/MEN 0. EAEN 4294967295,

Permissions

EEERAZ RootDirectory B POSIX R , 1= FRR AR R K AL AY /= HIEK

CreationInfo 503
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KH . FHFH

KEAR : RPKERN 3. RAKER 4.
B A [0-71{3,43%

SHESH
BXREREESH Amazon SDK RERLL APIMEZFEE , FSRUTAREA

« SEAT C++ B Amazon SDK
e 5ERATF Java V2 B Amazon SDK
« @A T Ruby V3 B Amazon SDK
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https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/CreationInfo
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/CreationInfo
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/CreationInfo

Amazon Elastic File System ArfEm

Destination
iR E HIEE P RY B R XX RS
B %
FileSystemid
Amazon EFS X#*4: ID,
RE : FFH
KERS : RAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-f]{8,40}|fs-[0-9a-f]1{8,40})$

Region

B X HEREFTTER Amazon Web Services X1,

KR FHH

<ERH : KETRERN 1, KELRHN 64,

B : Ma-z]1{2}-((iso[a-z]{0,1}-)|(gov-)){0,1}[a-z]+-{0,1}[0-91{0,1}$
Status

HREFRENRS. BXEFHRSHESZER , 28 (Amazon EFS AFER) #MEEEH

HARES.

KA . FHEH

BRE : ENABLED | ENABLING | DELETING | ERROR | PAUSED | PAUSING
LastReplicatedTimestamp

BRI RS LRI TE R —IRE S AIRT Al 2 B[R] 2 BUXS IR S 4R R S b 19 B3 P A a9 £ 47T
ERMERDEFTBIRXMHRE, FREZERENEMNERRATERELTETEEH,

Destination 505


https://docs.amazonaws.cn/efs/latest/ug/awsbackup.html#restoring-backup-efsmonitoring-replication-status.html
https://docs.amazonaws.cn/efs/latest/ug/awsbackup.html#restoring-backup-efsmonitoring-replication-status.html
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i I 11 F5

Ownerld

B AR X REFTTER Amazon Web Services MK #Y 1D,
RHE : ZH&H

KERSH  RAKENRN 14,

B A(\d{12}) | (\d{4}-\d{4}-\d{4})$

RoleArn

SRIK P R 3 Amazon EFS RREHTEFIN IAM A &K Amazon BREZ# (ARN) . X FEK
FPEH , WATERSEH , EXNTEKRKFES , L AXESH.

KA . FHEH

KEAR : EAKERN 2048,

] : arn:(aws[a-zA-Z-]1*)?:iam::\d{12}:r0le/?[a-zA-Z_0-9+=, .@\-_/]+
StatusMessage

ZHBIRMAEXE4| BFRAE ER PAUSED 5 ERRROR A FHAEE ., BEXEHIIRAHENESE
B | B2/ (Amazon EFS AF1EE) PMEFEFFHMEE.

KE : FREH

|

BESH
BXREHEIESH Amazon SDK HER L API NEZEER |, BSRUTHREA

* Amazon SDK for C++
 Amazon SDK for Java V2
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https://docs.amazonaws.cn/efs/latest/ug/awsbackup.html#restoring-backup-efsmonitoring-replication-status.html
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/Destination
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/Destination
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* Amazon SDK for Ruby V3
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https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/Destination
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DestinationToCreate

HREHEENF NG B IRXMHFRE,.

- MRESFHFFHOXGRE  BREANEBRNHGREEEXH RS ID. Amazon EFS oI #H
EXHRE. NTEXEMR  EEETHTRUENARENTAX, EFARIA KMS B EUAHN
Amazon Key Management Service Z48 , IFIEEZ%EH. BXxEZELR , HZH (Amazon EFS A
FErE) FHEEZIH Amazon EFS X4 RGN EH,

® Note
BIEX MRS , BITEE R KMS ZAS RN,

- MRESHFERXHGRER—NMNKFHNEXHRE , UEERMESHENXHREN ID
= Amazon BIREM (ARN ) . XMBANHRENEFBERFEE. BXEZER , HSH
{Amazon EFS AAF{ERM) RPMEHIZIINE KRS,

- MREFNXHREEFTERXHGRETRAKFHXHRE (BKFAES )  MFEEREZXMHRE
# ARN Mz #F Amazon EFS Xt BfRIKFHATESIH IAM A€, BDAZEAXHRENEHBERY
e, BXEZEE , 5ZH (Amazon EFS AIF#E®) FHIE Amazon Web Services Ik~ & i,

B %
AvailabilityZoneName
EOERFEAEXFRNIXMHRE  BEEEEET IR B HFRXARER T AKX A M.
R FREH
KERS : KETRI 1. KELRH 64,
B .+

FileSystemld

ERTERNXHRSHN ID HARN, N TEKFEH 42 ARN, SRR X4 REHNEH
BEEFITEE, MRAKIEE ID X ARN , N2 - MO XHRE.
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https://docs.amazonaws.cn/efs/latest/ug/create-replication.html
https://docs.amazonaws.cn/efs/latest/ug/efs-replication#replicate-existing-destination
https://docs.amazonaws.cn/efs/latest/ug/cross-account-replication.html
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® Note
LB N NEXHREEBESI8T , Amazon EFS &% B iR X4 R 5 B A B E Sl Bk
NBEHBRE , UERXHREFHOBIEETEE, MRETEEHRERXHREFHEE , U
NBEANEFBFONNHRSE, BXEZEE |, 55 https://docs.amazonaws.cn/efs/latest/
ug/create-replication.html,

KB FHH
KERS : RAKENRN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]{8,40}|fs-[0-9a-T]1{8,40})$

KmsKeyld

EEERTN®E B HRXHFRLEH Amazon Key Management Service (Amazon KMS) 4R,
WMRETIEE KMS 4 , Amazon EFS §{£H Amazon EFS FERIA KMS Z4A /aws/
elasticfilesystem, It ID AIMLR TR Z— :

o B D- B —#RRE , Hli0 1234abcd-12ab-34cd-56ef-1234567890ab.,

« ARN - 8 ARN , #l0 arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab,

- BAE - ZRHNBLENEREN , S0 alias/projectKeyl,

- #51& ARN - B3IEH ARN , fflf arn:aws:kms:us-west-2:444455556666:alias/
projectKeyl,

KA . R

KEYR : RAKENRN 2048,

B A([0-9a-T]1{8}-[0-9a-T]1{4}-[0-9a-f]1{4}-[0-9a-f]{4}-[0-9a-T]1{12}]
mrk-[0-9a-f]{32}|alias/[a-zA-Z0-9/_-]+|(arn:aws[-a-z]*:kms:[a-z0-9-]+:
\d{12}:((key/[0-9a-f]{8}-[0-9a-f]{4}-[0-9a-f]1{4}-[0-9a-Ff]1{4}-[0-9a-f]
{12}) | (key/mrk-[0-9a-f]1{32})|(alias/[a-zA-Z0-9/_-1+))))$
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https://docs.amazonaws.cn/efs/latest/ug/create-replication.html
https://docs.amazonaws.cn/efs/latest/ug/create-replication.html
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Region

ECEFRAXEFEENXHRES , BEEEEEPAZE B R XHRSEH Amazon Web Services
Xig, KRB ERXGERLSEH Amazon Web Services IKF B ARXE, BXxEZER |, 5511
{Amazon —fi%¥SZ1E) FMEE Amazon Web Services [Xid,

KA PR
<ERH : KETRERN 1, KELRN 64,
B : Ma-z]1{2}-((iso[a-z]{0,1}-)|(gov-)){0,1}[a-z]+-{0,1}[0-91{0,1}$

RoleArn

R P iR %3 Amazon EFS R EZEHITEHIA IAM A€H Amazon FREEH (ARN ) . X FEIK
FES , LATESE  BXTERKFES , LAXESH,

KA FRFEH
KELR  RAKER 2048,

] : arn:(aws[a-zA-Z-]1*)?:iam::\d{12}:r0le/?[a-zA-Z_0-9+=, .@\-_/]+

BiESH

BXREHEIBESH Amazon SDK HERLL API NEZEER |, ESRUTHREA :

* Amazon SDK for C++
* Amazon SDK for Java V2
» Amazon SDK for Ruby V3
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https://docs.amazonaws.cn/general/latest/gr/rande-manage.html#rande-manage-enable
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/DestinationToCreate
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/DestinationToCreate
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/DestinationToCreate

Amazon Elastic File System ArfEm

FileSystemDescription

RERZNHER,

B %

CreationTime
XA RGBT E , LN A (B 1970-01-01T00:00:00Z #2 ) .
RKH  EB

CreationToken

BFRPEENTEAFZRH,
KE : FH&H

KERS : KETRRI 1. KEERR 64,

B o+
FileSystemId

XH%% ID , B Amazon EFS &,
KR FHH
KERF : ZAKERN 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-f]{8,40}|fs-[0-9a-f]1{8,40})$

LifeCycleState

XHREMNE BN R,
KR R

BME : creating | available | updating | deleting | deleted | error

FileSystemDescription 511
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NumberOfMountTargets

XHREHaNERHBRR. BXEZEE , 55 CreateMountTarget,

KR B
BIEE : &/MER 0,

Ownerld
DI RSH Amazon Web Services I
RHE : ZH&H
KERS : RAKENR 14,
B A(\d{12}) | (\d{43-\d{4}-\d{4})$

PerformanceMode

NHRGREREER,
KHE: FH&H

BME : generalPurpose | maxIO

SizelnBytes

XHREFEENBENSEFEATERD (UFTREMN ) (EH Value FEH ) , UREE
BZAR/DHIETE (EHE Timestamp FEBHF ), Timestamp E2Z B 1970-01-01T00:00:00Z LAKHY
B, SizelnBytes EHFTRENMH4RE—BRBHAD , BERYZEEAXHREN , ZE
BALARE -, MR , REEBIJLANNERIETE R RIS R LR |, SizeInBytes =F
REKEBRKRD. BN, ZEFRXHEREEEMETELIFEED KD,

%A : FileSystemSize J R

FileSystemDescription 512
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Tags
EXHRERBEWIRE | L Tag WRBAFRNED,
KA : Tag NR¥BA

AvailabilityZoneld

NHREMETHAXHWE —B—BWFRER , NN EXREXHREE R, Hli , usel-azl 2 us-
east-1 Amazon Web Services XIS AT AKX ID , ©&E& Amazon Web Services i~ iy B
R

KR FHH

AvailabilityZoneName

HRXHREFEN Amazon AKX , MR ERXXHREER. BXEZER , 555 (Amazon
EFS AP RHEA EFS 173K,

KE . PHE
KERS  KETRY 1. KELR) 64,

B L+
Encrypted

—ANHRE , MRIRH true , WERXH4REENE,
KR . HRE
FileSystemArn

EFS XHREH Amazon BIREZH (ARN ) , XH
arn:aws:elasticfilesystem:region:account-id:file-system/file-
system-id N, FERATRHIBIEHNRE : arn:aws:elasticfilesystem:us-
west-2:1111333322228888:file-system/fs-01234567

FileSystemDescription 513


https://docs.amazonaws.cn/efs/latest/ug/storage-classes.html
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KH . FHFH

FileSystemProtection
HRXHRE LR ThEE,

F A : FileSystemProtectionDescription XJ &

KmsKeyld

AT RPN HFRSEH Amazon KMS key B 1D,
KA . FRFER
KEAR  RAKERN 2048,

B A([0-9a-T]1{8}-[0-9a-T]{4}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-T]1{12}]
mrk-[0-9a-f]{32}|alias/[a-zA-Z0-9/_-]+|(arn:aws[-a-z]*:kms:[a-z0-9-]+:
\d{12}:((key/[0-9a-f]1{8}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]{4}-[0-9a-f]
{12}) | (key/mrk-[0-9a-f]1{32})]|(alias/[a-zA-Z0-9/_-1+))))$

Name

AR X GREFMNIRE |, BIE Name 7L, BXEZFEE |, i5ZH CreateFileSystem, MRXXH
R4%H Name #5% , Amazon EFS 2R E| Lk FERHPHE,

KE: FH&H
KEAR : RAKENRN 256,
B AC\P{LN\P{ZN\p{NI_. : /=+\-e1*)$

ProvisionedThroughputinMibps

NXHBREMBENELE (A MiBps BB ) o« XEMAN ThroughputMode REN
provisioned WX #HR5EHE Mo

RKH NBE

FileSystemDescription 514



Amazon Elastic File System

RAriEmE

BRCEE : &/MER 1.0

ThroughputMode

ERNHRENELEBER, BXEZER , $Z W (Amazon EFS fIFEmE) FRNEHEE,

KA . FHFER
AMUE : bursting | provisioned | elastic

SESH

BXREREESH Amazon SDK HERLL API NEZEE

« SEAT C++ B Amazon SDK
e 5ERATF Java V2 B9 Amazon SDK
« @A T Ruby V3 B9 Amazon SDK

BSRAUTAR

FileSystemDescription
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https://docs.amazonaws.cn/efs/latest/ug/performance.html#throughput-modes
https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/FileSystemDescription
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/FileSystemDescription
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/FileSystemDescription
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FileSystemProtectionDescription
IR X R 5 E R TEE,
B %

ReplicationOverwriteProtection

NHRENEH B BRI EVRS.

e ENABLED - Lt MHRSEFEAEEFHREFNERXHRSE, XHERERTEN., RIAERT ,
EHBERIIIEEL T ENABLED IR,

« DISABLED - kX RS AEEFREFNENRXHRSE, XHRE2REN , REEd

EFS & #3715,
« REPLICATING - WXH#RAEAEEFBEEFHWENRIHRE. XHRERERIEN , NEY
EFS & #1718 K,

MEMBEHRE  WXHRENEHFERFDEBETRR , MHREFEH TERS,
KA . Pl

B3{E : ENABLED | DISABLED | REPLICATING

BESH

BXREHEESH Amazon SDK HERLL APl WEZEE , BSRANTAR

* Amazon SDK for C++
* Amazon SDK for Java V2
» Amazon SDK for Ruby V3

FileSystemProtectionDescription 516


https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/FileSystemProtectionDescription
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/FileSystemProtectionDescription
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/FileSystemProtectionDescription
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FileSystemSize

NHRGEHFERNBENSHESATERAD (AFTREM ) (EH Value FBRHP ) , ARBEIZX
PNEYESE (FEH Timestamp FERHF ) o ZEATKRERXHRE—BRBHIKD , BRIRBEANHF
RGN , ZEKRLFREF - R , AEEEI/LNMIEHRBRARERIHERSH , WES X
REFRARD. B, EF—ERXHREEEMEEKIETT KD,

B %

Value
EREHRE R WGBTS A BAD (UFHREM ),
RE KR
BRCE - &/IMER 0.

Timestamp

BE Value ZERPIREIMBIEAR/DHIATE, ERB 1970-01-01T00:00:00Z LASKHI BEF B,
g IR 5 11 Bs

ValuelnArchive
FREPEFEERPPIBENEFEATERD (AFTRENM ).
KA . KER

BREE : &/MEN 0.

ValuelnlA

EHRETTMED R EHEEFNBRENSRSFEATERD (LEZTRENM)
KA. KER

BREE : &/MEN 0,

FileSystemSize 517



Amazon Elastic File System ArfEm

ValuelnStandard

EREMEEREPHRENSTEMTRAN (UFTREM),
RH . KEH
BREE : &IMER 0,

BESH

BXREHEIESH Amazon SDK HERLL API NEZEER |, BSRUTHREA :

« & T C++ B Amazon SDK
o SERAT Java V2 B9 Amazon SDK
+ & T Ruby V3 #9 Amazon SDK
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https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/FileSystemSize
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/FileSystemSize
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/FileSystemSize

RAriEmE

Amazon Elastic File System

LifecyclePolicy

Rt AMEREEANRRE , IRBIEEMAMMEXHEANKLEF@EE. BXESZER  FSRHER
MHRGIFHE.

(® Note
£ put-lifecycle-configuration CLI @352 PutLifecycleConfiguration API
#B®1ERT , Amazon EFS EXREA LifecyclePolicy WRABF — X, XEWRBEEBERE
XH , LifecyclePolicies #4#iE N LifecyclePolicy WRHNEA K SNERFN T
— MR, BXEZELR |, 55 PutLifecycleConfiguration # B &K R4l

Hx
TransitionToArchive

HEFE (FEF#ER ) PERBRIXHENRE , EZRBZERNHBEOEFME, BW5H
B RXABREFRBERETEEXHLRSEH.

RE : FREH

B3E : AFTER_1_DAY | AFTER_7_DAYS | AFTER_14_DAYS | AFTER_3@_DAYS |
AFTER_6@_DAYS | AFTER_90_DAYS | AFTER_180_DAYS | AFTER_270_DAYS |
AFTER_365_DAYS

TransitionTolA

HERFH (MEFMR ) PERBRIXHENRE , EZRBZERXHEBETHETR (IA) 7
i, I H B RARSETRFERETEEXHHRES,

KH : FHFH

B{E : AFTER_7_DAYS | AFTER_14_DAYS | AFTER_3@_DAYS | AFTER_60@_DAYS
| AFTER_9Q_DAYS | AFTER_1_DAY | AFTER_18@_DAYS | AFTER_270_DAYS |

AFTER_365_DAYS
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https://docs.amazonaws.cn/efs/latest/ug/lifecycle-management-efs.html
https://docs.amazonaws.cn/efs/latest/ug/lifecycle-management-efs.html

Amazon Elastic File System ArfEm

TransitionToPrimaryStorageClass

EIARAMERPHRXHE  REFXABEE () FiE. BWIHBERRNBRETHIERE
TEEXHL RS

KR FHE
B3{E : AFTER_1_ACCESS

5HESH
BXREREESH Amazon SDK RERLL APIMEZFEE , FSRUTAREA

« SEAT C++ B Amazon SDK
e 5ERATF Java V2 B9 Amazon SDK
« @A T Ruby V3 B Amazon SDK
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https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/LifecyclePolicy
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/LifecyclePolicy
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/LifecyclePolicy
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MountTargetDescription

RAN R B FRAVHR,

B

FileSystemld
ERENEATHXHRE D,
RE : FFH
KERS : RAKER 128,

B : A(arn:aws[-a-z]*:elasticfilesystem:[0-9a-z-:]+:file-system/fs-
[0-9a-T]{8,40}|fs-[0-9a-T]1{8,40})$

LifeCycleState

HER B £ FHRA
KH : FHH

B : creating | available | updating | deleting | deleted | error

MountTargetld

REDEHEREB R ID,

KA . 2R

KERS : R/PKERN 13, RAKER 45,
B AMfsmt-[0-9a-f]1{8,40}$

Subnetld

EHERFRH 1D,

MountTargetDescription 521
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KH . FHFH

KERS : &R/DEKERN 15, RAKER 47,
R : Asubnet-[0-9a-f]1{8,40}%

AvailabilityZoneld

EHBRAETAXAME — B —EFRA%F, 0, usel-azl = us-east-1 XM AZID , BT
1 Amazon Web Services K~y B19EE

KR FBHH

AvailabilityZoneName

EZERMENTAXEMR, 1 ARXI7REZ S Amazon Web Services I & #r, 6l |
#& Amazon Web Services l PR AIAX us-east-1a A[AEE %2 — Amazon Web Services K /Y
us-east-la A ER—LE.,

K FHH
KERS : <ETRI 1. KELRH 64,

B L+
IpAddress

EE ERH IPv4 thiit,

RE . FH&H

KERS : RPRKERN 7. FRAKER 15,

B ~A[0-91{1,33\.[0-91{1,3}\.[0-9]1{1,3}\.[0-9]1{1,3}$

Ipv6Address

R B FRAY IPV6 Hbilt,
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RAriEmE

RE . FNE
KEAR : RPKERN 3, KELRH 39

NetworkInterfaceld
Amazon EFS ERI2EFH B irad SIZMMLED ID,
KA . ZHFH

Ownerld

B BIRH Amazon Web Services I/ 1D,
KE: FH&H

KERS : RAKEN 14,

B A(\d{12}) | (\d{a}-\d{4}-\d{s4})$

Vpcld

EHEPEEEHBEHFNEMIAESR (VPC) ID,

KA . FHH
BESH

BXREREESH Amazon SDK HERLL API NEZEE

* Amazon SDK for C++
 Amazon SDK for Java V2
» Amazon SDK for Ruby V3

BSHAUTAR

MountTargetDescription
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https://docs.amazonaws.cn/goto/SdkForCpp/elasticfilesystem-2015-02-01/MountTargetDescription
https://docs.amazonaws.cn/goto/SdkForJavaV2/elasticfilesystem-2015-02-01/MountTargetDescription
https://docs.amazonaws.cn/goto/SdkForRubyV3/elasticfilesystem-2015-02-01/MountTargetDescription
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