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4. M Firehose XM LT B B9tz — R R IRH Firehose FiEFE — B B ib,

» Amazon OpenSearch Service
« Amazon OpenSearch T iRE 85

+ Amazon Redshift

A Firehose FRIERKIFEF B #93t
« Amazon S3



Amazon Data Firehose FEANGIER

« Apache lceberg &
+ Coralogix
« Datadog
» Dynatrace
-
« HTTP s =X
* Honeycomb
 Logic Monitor
* Logz.io
* MongoDB Cloud
* New Relic
* Splunk
» Splunk Observability Cloud
« Sumo Logic
+ Snowflake
5. XtF Firehose B , BAEARGEHENBERN B , LATDURINEIERER Firehose o

BlERIRE

WO AR ESIERPREERIZRE , MEMEFA [ Firehose RAEZE R, BA[ LU Amazon MSK
F1 Amazon Kinesis Data Streams BRIR BEBLE N KR, &8 7 H T Direct PUT HIRIREE N IR,

A Amazon MSK Bl ERiXE

WMRIEFR Amazon MSK FHE B &KX 2 Firehose Fibt , ATLAIE MSK FiE Fl MSK TCRRSS 2R &£ 8 2 [A] 1%
B, R, B LUMEA Firehose MEEM Amazon MSK SEEMEBRERMIEEEIE , A FEMEZE
R S3 BHyith,

EATTHNRRES S , WA TEZRIEHRE,

Amazon MSK & & iE i
BRESHEHREE AR E5ISRE (#E ) LB SREILT, 5|5 KER Apache Kafka
ERRAREZEERNES, NEEISREHATM Amazon AZLAFIER , MAAESISKRERAT

BERRE 9




Amazon Data Firehose FEANGIER

M Amazon BERiAE, B3k Amazon MSK EZER , i5Z [ Amazon Managed Streaming for
Apache Kafka,

EENFES|ISREEEIMBERLTRSEE Amazon MSK 8 |, ZERLTHERUATHEER,

o EBMTLTIEIRS

o EBMITUR IAM EREBRIEEFEZ —o

« AN IAM RS T ER A% VPC B ERE,

o B E W ER RN INE T RIRAY SRR |, XK MEA Firehose BRSSEHE T WA Amazon MSK
CreateVpcConnection API #REMR,

EES NG5 SREEZEETE Amazon MSK 8 | ZEHLTHEZUTHHEER,

o ERMITIEIRE.

o ERQIUR IAM EREIBRIEHEG EZ—.

o ERQIENTTIHE,

MSK S8 1K /=

B LR Amazon MSK EEFIERNIKF, XAEERU TR Z —,

o HEIKF : FEREEBMEET Amazon IKF B MSK &8 REEIE. At | BATIEE Firehose
TG M IEEEIER Amazon MSK £ ARN,

. BIKF ; EEREEBMNE — Amazon IKF#Y MSK EEAFEEIIE, BXEZEE | HSH
Cross-account MY B3 MSK & %%,

N

A

EEBREE Firehose M P EIERIEN Apache Kafka £, Firehose RAIETRE , BRELEE
it EB,

(® Note
Firehose Bz f##E48 Apache Kafka JHE.

Bti& Amazon Kinesis Data Streams HRiZ &

BtiE Amazon Kinesis Data Streams BRI B LURFE B T AR &L E Firehose o

fit B Amazon Kinesis Data Streams BJRi% B 10


https://docs.amazonaws.cn/msk/latest/developerguide/what-is-msk.html
https://docs.amazonaws.cn/msk/latest/developerguide/what-is-msk.html
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/A Important

MR E A Kinesis Producer Library ( KPL ) fFEIEE A Kinesis 2R , WA AEAREXE
HE AiZ Kinesis BB RV ICF. WMRBEEFIZEIERAE Firehose FHIKIR , Amazon Data
Firehose JS1EICRMEIXZI B Wit 2 AR, MREEE Firehose FRFEIREIE , Ml Amazon
Data Firehose 12 &% %) Amazon Lambda 28 , A&k BERICRK, BEXEZELR | B
4 Kinesis B2 & FEFF & Amazon Kinesis Data Streams S22 & MRS,

ERIZET , £ Kinesis BERINKRPEFENER , AEBWMARRXN arn:aws:kinesis:
[Region]:[AccountId]:stream/[StreamName] BYE#EHR ARN,

MRELSENENHER , WEEEAE , AN Amazon Kinesis 1"'“%']"‘@']33 NEOBIER. BAIEE
FE X Kinesis REBLENRN IAM A€, BXEZER , BSH 227, tl@FRE , EF R
FEAR , LUEH Kinesis M5k, MREBEXKENR , ?JFEA Filter by name i % &,

® Note

¥ Kinesis #3E 7B &N Firehose FiRYJRAET , Amazon Data Firehose PutRecord
PutRecordBatch BEF#HER., EXMERAT , EXHIEHRINE Firehose i , BEFEA
Kinesis Data Streams PutRecord # PutRecords #E.

Amazon Data Firehose FF#8 M Kinesis 7Y LATEST {Zi&@i2ENZk#E. BX Kinesis Data Streams {Z &
NEZEE , H5 1 GetShardlterator,

Amazon Data Firehose ¥ A #E42 F H — )X Kinesis Data Streams GetRecords &/, B2 , B
AxEZRE , F|rehose L2889 KA A Kinesis Data Streams GetRecords B#ERHX , —IX
ATE£mENtE  S—XATEERZL.

A M\E— Kinesis R IEENZ A Firehose o HAh Kinesis NARRF (£AE ) WAl AME—NR
FiEEL, >k BEM Firehose B HME RN ARFNMBE ARSIt AiZ2 X EAERE., AT
BRIZR , HPMOITRIEHNEARRF. B Kinesis Data Streams FREINEZE L |, 2S5 Amazon
Kinesis Streams BR i,

BEHTT—F |, DEEICRERAE R,

fit @ Amazon Kinesis Data Streams KRR E 11


https://docs.amazonaws.cn/streams/latest/dev/developing-producers-with-kpl.html
https://docs.amazonaws.cn/streams/latest/dev/kinesis-kpl-concepts.html#kinesis-kpl-concepts-aggretation
https://docs.amazonaws.cn/kinesis/latest/APIReference/API_GetShardIterator.html
https://docs.amazonaws.cn/kinesis/latest/APIReference/API_GetRecords.html
https://docs.amazonaws.cn/streams/latest/dev/service-sizes-and-limits.html
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(Wit ) BB ZRERABS 8

fti& Amazon Data Firehose LA #RIZRZIIE,

W RIEIEFE Amazon MSK 4E Firehose 7B KR

# “fEF Amazon Lambda #%#RICHK” o F , AU T FZEREHRE,

IR
BB HIRE ABIER Firehose it , FAEIEH B ABIERRERE,

E R Firehose $§E Lambda B ¥ , SMBEEEE AR 2818 A H E R ZRBERE ALK
B, BEPEABERREEE, BUUFEAHE P —/ Lambda EEEE#HH Lambda BE%K ,
A LRI B Lambda BN¥i. Lambda EEAM B E Firehose FTEMNRSER, BXES
{E8 , {55 1€ Amazon Data Firehose H iR IIE,

2. 1£ Convert record format (## 12 Z#EX) o , AU T FREME :

Record format conversion (id &&= 5 #k)
EQ BT EIRE ABIEICFKEIA Firehose i , BEEEA,

ERE ANICERAER | E$R Enabled (BF) , ABEERMENHHER,. BEEEE—
Amazon Glue & , EHF 3 EE%H L Firehose AXRZRICEKEANENY, EXEZEER , TS
1) i ABIER .

BRI AR EILFE R ELRI R Amazon CloudFormation , 152
%] Amazon::KinesisFirehose:: DeliveryStream,

TN R 1% 3% Amazon Kinesis Data Streams =% Direct PUT Y€l Firehose #iHI KR

ERRERDF , BREATFEE,
1. EHRRERT  BERUTETZ— :

a. MWREMNERR Amazon S3 5 Splunk , B “BESEIR1EFK Amazon CloudWatch BE” §
o, %R FRBESR.
b. £ “fFF Amazon Lambda HiRRIZR" o+ , AU TFERIBMHE !

(A% ) BEIRRERMERER 12



https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples

Amazon Data Firehose FRARIER

IR

E OB HIRE ABIER Firehose it , BF B+ B RABIEHIREIRE,

E ;1 Amazon Data Firehose 1§ Lambda BRI , MEEEHEARE 2R AHERZ
HBERREARE  BEPEAREERERE, EUUFERES - Lambda EREE
¥ Lambda B3 , LAl LLUERIM AR Lambda B, Lambda EE481EE Amazon
Data Firehose FTERIRSER, BXEZER , 15 £ Amazon Data Firehose H %%
BRREBE.

2. £ Convert record format (3%#Ri2FZEXN) 2 , AU TFERIZME !

Record format conversion (i &&= ##k)
EEBETERIRE ABEICFEXM Firehose 7 , BIEFEEA,

ERBEANCEKHEN |, £ Enabled (BR) , RAREBEMENAEER. BFEEEE—
Amazon Glue & , EF A E# %2 Amazon Data Firehose AR #RiIDFZRNNLEN, BXE
ZEE , BSR B ABERR.

B A ik B ic FAE X F M =l Amazon CloudFormation , 1%
¥ Amazon::KinesisFirehose:: DeliveryStream,

BLiE B RYMIRE

AW NB T EBLTIRIERTIE B K HIZE R Firehose BB IRE .

« 71 Amazon S3 Bt EB MH#hiRE

» L& Apache Iceberg & B #1% B
23 Amazon Redshift Eti& B fy#i% &
fi & OpenSearch JREHY B ARiRiE

1 OpenSearch RSB E B #ri%iE
& HTTP in s i B fyihiRE

7 Datadog Bt & B My thiRE

9 Honeycomb Bt & B FYihiR B

9 Coralogix Bti& B fithig &

BEBNIRE 13
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Amazon Data Firehose FRARIER
» A Dynatrace B & B fI#bi% B

& B #81RE LogicMonitor

A Logz.io BLiE B W i#iZE

7 MongoDB Atlas i & B it i% &

A New Relic Biti& B #y b1k &

A Snowflake B & B #I ithi%k &

73 Splunk BiiE B Wbk B

A Splunk Observability Cloud Eti& B itk &
A Sumo Logic BliE B fI ik E

A Elastic Bl & B A8 &

A Amazon S3 B & B i itk &

BRI ELLTIRE , T8 H Amazon S3 £ Firehose iHY B Mttt

« RANUTFERHE,

S3 17 fE 1R
W358 — N A FRUCREIRR S3 MM, ZALIGIR— A S3 ZRAREENE
1 S3 T

#1753 WG

& a] LAEL & Firehose 7 , £ Z] Amazon S3 WX R iIERZBIRMFIToREF. ik |, &
EEBH. BTFELWE Amazon S3 XN RPN ICERZ BRI ITORE |, HiEEEA, W
BRI RIEEH Athena REHWTERSICEKMN S3 XK , NERB AL,

HRDX
EREAUERANEESIS T K,

ZIDFKMAR
ZICRER 2N Firehose RHMIESR , HIBEEMH JSON HIEEMNHRITR 2 fRic RS
=

MBEFZANELH, AERIEEZRETEA PutRecord 1 PutRecordBatch API A= |, NI{A
AL RANEENSTX. WTFREHE , BAIA D XE , Amazon Data Firehose & f#

7 Amazon S3 Bt & B fYihiZ & 14



FRARER

Amazon Data Firehose
Widxk , HESX APl HRABPERZSNEMRH JSON YR, fF Firehose FRELE N A Kinesis
Data Stream ERIRES , & AT LAE A Kinesis Producer Library ( KPL ) FHIREBR S, HiE
PXINBEEBERRENIT. Et , X AP BATRNERIEFEBAULMEHEI TR Amazon
S3 B, BRI LARIA Lambda BNEEERL , EHIE D XIhEE 2 Bl TEA H AR R R,

/A Important
MRBFERREN , WRBERTHEERRETERNADISIX, Hit , MIRENRE
BREEAIARDIKX , NXTUEREBATERAZIERER.

Firehose FIZA T IRFHITAE S E - KPL ( protobuf ) 2%, JSON =2 FEAF##5R . Lambda
R, BIES X, BIEERNERM Amazon S3 &,

ZioRERER
MRIBBRATZIEEMR |, NMAMIEE Firehose BRIIBBN H %, FEHTHEEHEIER JSON
=0k,

P Bk R AT

MEREAT R — M2 IGHIE , ATB R E Amazon S3 EBIE#H THS T XK. BEFEANIKE
MXRBREHRTHISSX , WATIEEBZRAES XBNBFEERSH , ANSIMEEN T XEERE
H—ME, ERERERMEE R,

/A Important
MR HE LRSEAPIETE T Amazon Lambda B SRERIRIZS |, W A LA{E A B3k
NHER S3MBEHRHITHIDSX , HEMATWULESNEEMIED XZFH, BEF
AOX |, Ba LUME A NBERATER Lambd Amazon a ERBIE S X 4R, HE , &
LARE)BtHf5E Fl R Bk & AT A1 Lamb Amazon da BIER Bl 2 o X %4A .

BRLMERRNEZREERFIS S XENBIBICRSH , HEM j ERERISTXE
{8, Firehose {XX#F jq 1.6, BHEZSALIEE 50 M ahA0 X, BXTAHS D XEERA
BRW jg REX , FREMINN Firehose REEZH DD X,

7 Amazon S3 Bt & B fYihiZ &
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S3 FHERRIR

BERENEEDIARDXE , BIIEE S3 F#MEEIZR , Amazon Data Firehose Z [a1Z 174 18 1% il
2 XEHE,

NTEHEBEEFSSTKX , S3 FEBIRNHBELNSEED XBNHBEMRE.

$& 0] LAGE B N BR BRAT RIS E MY Lambd Amazon a ERETRBEEH#H 1T XK. MBEERIEET
Amazon Lambda BER N RBFE QR D XEH , MATER U TRXNFHEA S3 FHEEE
B : “Lambda: keyID” partitionKeyFrom, NR&EFEHNEENT N REBERESXZH , I
AR TR FIRA S3 FHEFETUE : “partitionKeyFromquery: keylD” , 8] L%
BNRAHA S XBARAFERASDAD X key/value 3T BB S3 M BEIR. 1 HNBKE
#=k Lambda Amazon X EIE#H 1T0 XAt , BE AT LAE R S3 EREBREPFERAUTRIE
KRR : | {namespace: value} , HA#E Z2 B AJ L2 Query partitionKeyFrom =, Lambdas,
partitionKeyFrom

S3 1FiEMaM S3 Hirm AR X
1£ Amazon S3 WRW B E L EI B IEREREB Mt E MR X, BRIAERT |, Firehose &

ANINEL UTC R R BRI R, WMREBEATERSX , WATSAE R S3 514 £ AYAY
X,

ZHRT

Data Firehose TEfHE AIEEABIIEEN BN 2RI TEF, BIMUENEBNUEFX K
NERRSIREE TR

S3 K4

1%3$% GZIP, Snappy. Zip 2 Hadoop &M Snappy BIEES , ETERK
#&. Snappy. Zip 1 Hadoop FRAH Snappy E4E , F&MA T LA Amazon Redshift #£59 B it
¥ Firehose o

S3 XMy BEBK (AL )

HfemE Amazon S3 BARFRBHINRIBEEXHT BREHBR. WREBRALIIE , NEEN
Nt RBRNEERER KR S3 E4HINEE ( HIA0 parquet 5 .gz ) BEMBIRIAHT R
Bo ERUNEERFERAKRY S3 ERESEMAN , FRRERE T EBRHX4HT BE.
MU REBSFUAR () T, ARAUGEARRNFR 1 0-9a-z-_*(). XHhT BETHRE
it 128 NFFF,

7 Amazon S3 Bt & B fYihiZ & 16
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S3 &

Firehose X# £ Amazon Key Management Service (SSE-KMS) B Amazon S3 AR 85w h0
%, BT BT EE S3 ARFHEIE. S LLERFER BFr S3 FHEPEENBRIAMEZSE
B A EEREREHEEN Amazon KMS Z4R5| RPN ZAHRITNE, MREEAZEAM
BREAE |, WA LAEABRIA Amazon FEE Amazon KMS 48 (aws/s3) REFEEZH, BXE
ZER , HZRAMEA Amazon KMS EE RN RS 2RImMNE (SSE-KMS) R iR,

Bl & Apache Iceberg kY H By ithiR &

BRAmazon Web Services XigiHE#X, TA#X (A4t ). LAMKX ( KAL), WAMKX ( #
) MEFEET (PP ) % Amazon GovCloud (US) Regions , Firehose 4 Apache Iceberg
Tables ¥E8 B Ky tth,

A< Apache Iceberg RIEN BRI EZEL |, S # A Amazon Data Firehose FE3E 4L i 2
Apache Iceberg &,

A Amazon Redshift Bt & B i1k &
KN EMEH Amazon Redshift #£9 Firehose i B B RIRE .

BIEEEBPE Amazon Redshift g £ 855, Amazon Redshift Serverless T4E4 |, &FLATE—T

=
« Amazon Redshift 7 & &8
« 7 Amazon Redshift Serverless T/E4AE & B I #hi% &

® Note
Firehose 2B AEAERAE VPC BB HEM Amazon Redshift 528,

Amazon Redshift 71 & & &

AT NEEH Amazon Redshift fiE £ &8 1E N Firehose i B B YiIR &,

« RANUTFERNE:

fit i Apache Iceberg &Y B B #i% B 17


https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.amazonaws.cn/glossary/latest/reference/glos-chap.html?icmpid=docs_homepage_addtlrcs#region

Amazon Data Firehose FEANGIER

S

Amazon Redshift ££8 | S3 FMEWHBIENEHIRZER, ¥ Amazon Redshift E&EE N A
NFFIFE , FEUHPE LE Amazon Data Firehose IP ik, BEXEZELR |, 5 =F Firechose
% Amazon Redshift B B9 #Y 15 B PR .

/Wit

IR A LU R username/password BRI A , LA AN EE4F Amazon Secrets Manager
LAi 18 Amazon Redshift 8%,

- AF%&

8 E B IAE Amazon Redshift ££85#9 Amazon Redshift A, iZA P %MEHF Amazon
Redshift INSERT #XBRF REF B M S3 Ff i@ E H1F Amazon Redshift £,

. B

EEENLREHENAFNEE,
MH Amazon Secrets Manager %1% —/N@ & Amazon Redshift £E#E N ZH. WRET
NHIRFPREREMNEZR4 |, WEE Amazon Secrets Manager &8 Amazon Redshift &

ERE—1, BXEZER , SR £AHTS B RIE Amazon Secrets Manager £ 5 i#
Data Firehose #,

HiE R

Amazon Redshift IEE , BIBFEH B ZHEE,
=

Amazon Redshift & , BENE I Z&k.

5l
(k) RVEBES , BB HEFTZEBES . R Amazon S3 WRHPE LM FIHDTF
Amazon Redshift &k AEFIZK |, & ItbE I,

Fa S3 B R

Firehose & 7 EiE& M El S3 17651 , ARG & H Amazon Redshift COPY & & S dE & 2l
Amazon Redshift £, BEE—MNERENHA TEEOREIEN S3 B, RIEFN S3 FM#
BRERELFTRENE#E,

A Amazon Redshift Bt & B Fy b 1% B 18




Amazon Data Firehose FEANGIER

FEIEINELE] Amazon Redshift 528f5 |, Firehose &G IEM S3 F# BT MR, EALUE
REmAPEREERE S3 ERATHHIE. BXEZER , 52 (Amazon Simple Storage
Service AAF M) PN REGEAEE,

FiE S3 FEMATR

( ATk ) X Amazon S3 W REFABRINBTER |, BFLEIE Z, Firehose & Bz X &Y
Amazon S3 I REA“YYYY/MM/dd/HH’UTC B AN BIZRo 48 AT URF L BT RN N B FF 3K
EXEZEE , H25 B & Amazon S3 W RBMHERN.

COPY options

& LATE Amazon Redshift COPY i S HRIEEN S, LA REECSHEERRIBIREERAX
LS, Hila , MRFHAT Amazon S3 BIEESE , MATER GZIP ., WMREH S3 7w
588 Amazon Redshift EEBt 7 — Amazon X135 , M 4HIEE “REGION”, HXESZE
B , 2 (Amazon Redshift BiIEETF XA RIEFE) FH COPY,

COPY command

Amazon Redshift COPY #%, BXxEZEER , 55 (Amazon Redshift 2iiEEF % A R g
) HH COPY,

Retry duration

MR FFEIE COPY E| Amazon Redshift SEEF LM , Firehose Ei{ WY RF4LRT[E ( 0-7200
# ). Firehose 8 5 7 ERH—X , EFERBFENELE R, IRFEHFLENERERN
0(%)#®, Firehose £ COPY i AMBFLEIR,

ZEHRR

Data Firehose TEfHE ABIEEABEIEEN EN 2RI &FTEH, BIMUENENUEHRX K
NERSIREE TR

S3 E48

1%£3$% GZIP. Snappy. Zip 5 Hadoop &M Snappy BIEES , HETERK
&, Snappy. Zip #l Hadoop &R Snappy E48 , Fi&F T L Amazon Redshift 57 B By ith
¥ Firehose Fo

S3 XM BEBE (AL )

SINHT REBN (Aik ) : NEFE Amazon S3 B FERAXNRIEEXHT BEB R
WMRERALIEE , NEENXHT RBRNBSHIERA KRS S3 EFHThEE ( HIA parquet
% .9z ) MIIBAERINXHT BR. EFLIEEHESERS S3 EHESERAN , FBRE

A Amazon Redshift Bt & B Fy b 1% B 19



https://docs.amazonaws.cn/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.amazonaws.cn/redshift/latest/dg/r_COPY.html
https://docs.amazonaws.cn/redshift/latest/dg/r_COPY.html
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LHETEBHONHT BE. XHTRELANGR () X, HETUEEATNER :
0-9a-zI-_*()o XHF BETRERET 128 MFEH.

S3 &

Firehose X#fF  Amazon Key Management Service (SSE-KMS) B Amazon S3 AR 85w i0
%, BT BT EE S3 ARFHEIE. B LLERFER BFr S3 FHEPEENBRIAMEZSE
B A EEREREHEEN Amazon KMS Z4R5| RPN ZAHRITNE, MREEAZEAM
BREAE , WA LAE A BRIA Amazon FEE Amazon KMS 48 (aws/s3) REFHEEZH, BXE
ZiER , HZRAMEA Amazon KMS EE RN RS 2RI MNE (SSE-KMS) R iR,

A Amazon Redshift Serverless T{E4AFLE B MY #hiRE

Y5 B EH Amazon Redshift Serverless TYE4EYERN Firehose #i BRI E,

 WAUTFERMNE :
Workgroup name (L4 & #r)

Amazon Redshift Serverless T4 , S3 FERMBIBFEH X ITIEH, & Amazon Redshift
Serverless TEABE R AINFFIAE , HEUHELE Firehose IP #isit, HEXEZELR |, S

%) E # %] Amazon Redshift Serverless Y “EZZ AT AFF 5 RIBY Amazon Redshift Serverless
EHI"E S, AR “FEF Firehose X Amazon Redshift B Yt #Y 175 18] I BR”,

BRI

IR AT LA R username/password BRI A |, B AT AR EE4A Amazon Secrets Manager
LAij7 18 Amazon Redshift Serverless T4,

- AFA
¥EEBWAH R Amazon Redshift Serverless TYE4H B Amazon Redshift A, ZBAF &%

MEH Amazon Redshift INSERT X PR F BEf T M S3 F & #lF] Amazon Redshift
Serverless TH#E4 .,

- B

¥ EB AR Amazon Redshift Serverless TEA K AN ZEE,

A Amazon Redshift Bt & B Fy b 1% B 20


https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.amazonaws.cn/redshift/latest/mgmt/serverless-connecting.html
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M Amazon Secrets Manager %% — N2 & Amazon Redshift TR %88 TEA EiE
M#. MRETHIIRPREINEHRYH , WiEE Amazon Secrets Manager 4 1&
#) Amazon Redshift ZiERIE—1, BXEZER , S £AHTEHRIE Amazon
Secrets Manager £l 5 Data Firehose F,

HiEE

Amazon Redshift B E , BIESEHI 2 ZBEE.
=

Amazon Redshift & , iENE #12iZ &k,
1l

(i ) RWEBES , BIETEFTZBES . R Amazon S3 WRPENNFIBDTF
Amazon Redshift &AEIFIZK |, & FE L&D,

HiE S3 Bir

Amazon Data Firehose & 508 iE& M E| S3 E# @ , AE A H Amazon Redshift COPY
S, NEIEMNE R Amazon Redshift Serverless T4, FigE —NEREN A TEVOREEE
B S3 FhEM., RIEFM S3 FHMIERELHENFMHME,

S EIE INEL E Amazon Redshift Serverless T4 G |, Firehose M S3 1F4E 48 P I BR %k
B, BUUFEALEGTRANREERE S3 FEEPNHE. BXESZEE |, H5H (Amazon
Simple Storage Service AP g/ PN REWEAHEE,

FE] S3 FEMATR

( ATk ) X Amazon S3 M REFABRINBTER |, BFIEIE Z, Firehose & Bz X &Y
Amazon S3 I REA“YYYY/MM/dd/HH’UTC B A& XA BI8Ro 48 AT URF L BT 4R N B FF 3k 6
EXEZEE , B2 B & Amazon S3 W REBHER.

COPY options

& LATE Amazon Redshift COPY e S HIEENS#. LAUBREECHEER RBIEME
RAXES, flm, MRFAT Amazon S3 BIEES , WML EH GZIP ", WMRMEH S3
@58 Amazon Redshift Serverless TYEAFRER— Amazon X5 , NI HFRIEE
“REGION’, AXEZEE , B2 (Amazon Redshift BiEEFF X A R IERE) HH COPY,

A Amazon Redshift Bt & B Fy b 1% B 21
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COPY command

Amazon Redshift COPY &%, BEXEZEE , 2 (Amazon Redshift BIEEF &% A R 1E
) $# COPY,

Retry duration

R HAE COPY & Amazon Redshift Serverless TH#E4H kK , Firehose E i HY 3 4L A [A]
(0-7200 # ) , Firehose & 5 7 EIRH—X , BEEIERBFENBLE R, NRNEiAIFLELNTE
REBHNO(F ), Firehose f£ COPY B kMBI FLEiR,

ZHRT

Data Firehose TEfHE AIEEABIIEEN BN 2B TEF, BIRUENENEFX K
NERSIREE TR

S3 E48

1%£3$% GZIP, Snappy. Zip 2 Hadoop &M Snappy BIEES , ETERK
#&. Snappy. Zip 1 Hadoop FRAH Snappy E4E , F&MA T LA Amazon Redshift #£59 B it
¥ Firehose o

S3 XMy BEBK (AL )

SI XM BEKN (AL ) : FEME Amazon S3 BHRFHBHIXNRIEEX 4T BEE.
MRBRALIhEE , NEEN XY RENESBIRR IR S3 EFH20EE ( HIH0 parquet
% gz ) MIINMERINXHT BE. ERLDEEHESXERS S3 ERESERAN , FBKE
BRETERNNHT RS, XHTREBLTUUAR () X, ARTREEAWNFR
0-9a-zI-_*()o XHF BETRERET 128 MFEH.

S3 m#E

Firehose X# £ Amazon Key Management Service (SSE-KMS) B Amazon S3 AR 85w h0
%, BT BT EE S3 ARFHEIE. B LLERFER BFr S3 FHEPEENBRIAMEZSE
B A EREEREHEEN Amazon KMS Z4R5|RHPNZAHRITNE, MREEAZLEAM
BREAE , W LAE A BRIA Amazon & Amazon KMS Z4H (aws/s3) REFEEZH, BXE
ZiER , HZRAMEA Amazon KMS EE RN RS 2RmMNE (SSE-KMS) R iR,

Bt & OpenSearch fREH B iriRiE

Firehose x3¥ Elasticsearch ix4~ 1.5, 2.3. 5.1, 5.3, 5.5, 5.6 AK&FIEW 6.*, 7.* f 8.* ik
7R, Firehose X #FL &# OpenSearch B 2.x A 3.xo

fii B OpenSearch fRSHI BFREE

22


https://docs.amazonaws.cn/redshift/latest/dg/r_COPY.html
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AN EE B ER OpenSearch FRE KL,

MALTZERIE :
OpenSearch fR% 1

B BIEL M EIA OpenSearch fRS 1.
%5

¥ IEZR 5| E| OpenSearch BRSS E BT K OpenSearch BRS E 5| & o

Index rotation

EE 2B OpenSearch RFRSIUARKEME, MRBH T RS2 , Amazon Data
Firechose &R BT BB MNBIIEEMN RSB , AHRHTRR, BXEZER , BEZHA N
OpenSearch [RFHE R 5 ¥R,

Type

FIEESIZ] OpenSearch BRFEER AR OpenSearch FRFEEEH, W T
Elasticsearch 7. OpenSearch x # 1.x , MRS REEE—1KE, MRLZH NS EGHM
RANIMARSIIBEFHER | Firehose 2TEZTHHIREE IR,

3¢ F Elasticsearch 7.x , EF L FERE =,

Retry duration

Firehose £ R 5[ 1ER XM EiXAVIFLEATE, OpenSearch X T EiRIFLENE , BAILLZE
F 0-7200 Wz B EME. BRIAFiLIFLATER 300 #. Firehose FRABHEREIRS
R, BEIERFER B FHE N AL,

EiXFEEEH/E |, Firehose 2N HEZAMBIIEERS] (DLQ) , XREEMN S3 HixF
M. X TExE DLQ MEE , BXIEREMNEEN S3 HixFREEMEZEE Wi,
OpenSearch

MR EEE OpenSearch EFFHEN 44 MBA L Firehose stream [a DLQ & 5#E3E , WAL
HEHAFENERENESHNE (U REN ) . BUBERER Amazon ZIFAR , FLARER
Bt REE IE 7200 ¥

fii B OpenSearch fRSHI BFREE 23
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DocumentID &

FERRE R ID A%, XM EE Firehose £ HI XY ID #1 OpenSearch RS 4 R HY
X4 ID, KRIZEXHY ID ERT , Firehose £ XY ID 2ERINET, OpenSearch #ESE A
RFERMNIE ID, ENEXHEARERRE , SBEBES MM AIMEM | 7£ OpenSearch
BRESEFEHEELHN CPU RIR , NTMIEE AL,

B4 VPC i
IR IR OpenSearch BREE M FRE VPC |, EEA LS IEEZ VPC, RERELHR
£ Amazon Data Firehose £ B8 RS 8 KX BB A FMF F4H, OpenSearch &
A LAE A S OpenSearch RS EMHEMNZ A, MRBIEERRNZEA , FREACIAT
OpenSearch [RE B Z A HIE HTTPS RE. A | iR OpenSearch RE B Z£4A
ARFRBIEEBE Firehose BEMNIEENZ AN HTTPS HE, WREFT Firehose EEH

OpenSearch [RFEFEAR —1MNZ24 , FEARZLLEEPN AL REF HTTPS RE. BXRE
SEAHNNEZEE |, i5SH Amazon VPC XA Z AN,

/A Important

EFE VPC HEENHELHI BN FNE |, FRRFIEFNFERBHENR
2P thut, MRIEEFHHRKE R ANGESE IP it | Firehose I EEFE VPC A
BIZ AN ENIs $iEiE 5 , H B & MR R A MK,

ZMXERR
Amazon Data Firehose S E ABTEELARMIIEEN BN ZISH#TE P, BHRUENENE
HXKPHERSREE TR
79 OpenSearch TG EFEE B iFiRE

AN ETE BB ER OpenSearch TERRS EFHYIE TN,

BMAUTZERNE :
OpenSearch TIRFB[ES

BIEEmEIM —4H OpenSearch TTARE B85 R 5K IHTT

5 OpenSearch LRSS ESELE B iRig B 24


https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules
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]

I IEFE 51 E OpenSearch LIRS EFE ST EAM OpenSearch TR 22 E 5B o
B #r VPC E#E

MREH OpenSearch THRFF|/ESNTIE VPC # , EEAKIBPIEEZ VPC, HE
EEEFHE Amazon Data Firehose ZE BB LIRS EFE S LIEBIEHFE AN TR F4A.
OpenSearch

/A Important

EFE VPC HEENHELHI BN FNE |, FRRFIEFNFERBHENR
P thut, MRIEEFHHKE R ANGESE IP it | Firehose I EEFAE VPC A
BIZ AN ENIs $iEiE 5 , H B & MR R A MK,

Retry duration

MR @ Serverless X HHIERBIEREKM |, Firehose EiRHIIFLERTE, OpenSearch X FEiz
FrEatE , WA LUREN T 0-7200 W2 RINEIE. BIAEHFEIEZ 300 ¥, Firehose
MXAEHERERZR , BEREiXSENRASIEN L,

B ERBIEHE |, Firehose 2 fFBEEREIZEFEBAS (DLQ ) , XREEMN S3 fHixTFHE
Mo NTEmE DLQ BEE , B4 FHRFEMEER S3 iR & EEFWS)E OpenSearch
F RS 8% B #Ro

R AT OpenSearch THRFEFEFMN SV N4 MABEH LE Firehose stream [@ DLQ 1% #i
BIE, WAL ERSENBEEREENESHNE (U RENM ) . BALERR Amazon ZHFA
A, §LERE Lt EEEME 7200 B,

ZHXER

Amazon Data Firehose TEE ABEEZREEEN BN 2B 2R TEH, BIUBENEINE
X AR/DNE RS REE TR

BLE HTTP v [EY B B iR

ATMATERA HTTP im /4R B #RAVED,

& HTTP i i B itk & 25
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/A Important
MREIERE HTTP inRIERN Br , BERHIRR 7 HTTP it S 2B R A @SS FRYHR
AR 1T IRAE

- RETIFERNE:
HTTP iR R&E M ( Wik )

A HTTP IwmREE—MNAFRFHNER. Hl My HTTP Endpoint Destination,
HTTP %< URL
BRUTHRAIEE HTTP i =K URL : https://xyz.httpendpoint.com, URL 212
HTTPS URL,
SHRIiE

BRI LR FEER AT RIZE |, ] AN PR ZRF4E Amazon Secrets Manager LA [R] HTTP
o

/AN O

C (Wit ) BAES

MBBEEIRENS B B4A |, LAEM Firehose M HIR SEMEIE | BHRRABSMEE,
MR —AE Amazon Secrets Manager & HTTP iR 158 Z4AM B4, R EE TR

RAPELRBZHE4 |, B Amazon Secrets Manager R Z4ABIE—1NF4H, BXE
ZER |, BHSH FR#HTE MR Amazon Secrets Manager £ # Data Firehose H o

N BRI

Amazon Data Firehose R A RRBRERZIBFERNWENX , RAEBFNBERLET BN, FiEFR
By enable/disable IR mILEFE GZIP = “BH”,

Retry duration
$8§E Amazon Data Firehose Ei FHIIE LA ZIFTIE HTTP % 2R,
KRIEBIEE , Amazon Data Firehose %£%4 HTTP is M #EiA. MR BIME R AREFEIAE
RTHABR IR EITE 1A , Amazon Data Firehose B3 Eid T4 at A IT RS, SHAMER , ER

& HTTP i i B itk & 26
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EiFErtEBIE N It EiRFLETREBIEAS , Amazon Data Firehose X &R 11 h #dE1&
WA , HEHEER D E Amazon S3 FiEiE,

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZIHH
B ITHESHER HTTP IR 2 BIA,

ENEE {4 at A 233 , Amazon Data Firehose &% EHIA , BERIWBIEIASIE R IAB
HiRR, MIRMIAFEET , Amazon Data Firehose 2T EE X ITHEBERELERRITE., NREF
RETE , SEBAERAEEZZE , EFWEBIASRBESIATE SR,
MR FFHELE Amazon Data Firehose Ei K% , FIFUHEIRERN 0.

S (W)
Amazon Data Firehose £8X HTTP A HH T2 X LREX . XESH A LA BEIR I
A0 M,

ZEMiRR

Amazon Data Firehose e ABEEZREEEN BN 2B SR TEH, BIFUENEINE
X AR/DNE RS REE TR

/A Important

XNF HTTP KiwT LB #5 , MREE “ CloudWatch BE” HEEIKR B B frim <K 413
NI RIAED |, EFEME Firehose M EMEHRRKND , REEHR,

A Datadog Bt & B /Y3 1R &

ARFINB T £ Datadog ¥E9 B #rEVET, &< Datadog WEZEE |, 55 hitps:/
docs.datadoghqg.com/integrations/ amazon_web_services/,

RETIFERHE,
HTTP i< URL
MTHRERHU TR - AR EMNRREBENLE,

« Datadog H&- US1
« Datadog H&- US3

A Datadog Bt & B 9 ithi% & 27
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 Datadog H&- US5
- Datadog H - AP1
« Datadog A& -
 Datadog A& - GOV
- Datadog $E#% - US

- Datadog }§#5- US5
- Datadog $§#5- AP1

- Datadog $E#x - EU

+ Datadog EtiE- US1

- Datadog E¢i&- US3

- Datadog Eti&- US5
- Datadog EtiE- AP1
- Datadog BLi& - EU
« Datadog Eti& - US GOV
HHKIE
RATBUER ERER A AP 24, B AT LA K 2 E 40 Amazon Secrets Manager K17
Datadog.
- AP B4

BX R Datadog BAZREUEM Firehose [a] b ik S & S EIEFTEH API 247,
MH%EE— N8 Amazon Secrets Manager & Datadog API iV &40, MRE TR FIERH

KREFEHZ , MIBETE Amazon Secrets Managerd8lE—1, BXEZELR , B2 &
17 5 RIE Amazon Secrets Manager I ¥ Data Firehose H o

AESP IS

Amazon Data Firehose R AR RBRERIBFERNWEX , AEBEERLEZZT BN, HiFXKR
#Y enable/disable IR mILERE GZIP = “B A",

Retry duration

$8§E Amazon Data Firehose Ei# ¥R XX RIFMIE HTTP in /B BT+,
79 Datadog Bt & B Y #thi% & 28
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KIEBIEE , Amazon Data Firehose £%1F HTTP is R A1A, MR BB RBREBIAE
FTEABR U EI#IA , Amazon Data Firehose F /8 3 EiRXF 4T [E it e, ENTHER , BEF
ERXFENERENIE, EidFEtRZIHE , Amazon Data Firehose X &5 41 78 ¥ iz 1%
BMAM , HEHIERZ D E Amazon S3 F#H.

)X Amazon Data Firehose 8 HTTP Is RKIEEE ( MIBERHER ) it , BEEHZIHH
B ITHESHER HTTP IR 2 BIA,

ENEE {4 at A 233 , Amazon Data Firehose &% EHIA , BERIWBIEIAS AR B IAB
HiRR, MIRMEIAEET , Amazon Data Firehose 2T EE X ITHEBERELERRITE., NREF
RETE , SEBAERAEEZZE , EFWEBIASRBESIATE SR,
MR FFH L Amazon Data Firehose Ei K% , HFIFUEIZRER 0.

S (W)
Amazon Data Firehose E&X HTTP A HE X LR EN . XLSH T LIH B 218 5 A
A0 M,

SRR

Amazon Data Firehose TE & ABEEZREEEN BN ZH SR TEH, BIFUENEILE
X AR/DNE RS REE TR

N Honeycomb BELiE B By i1z &

KT NE T A Honeycomb 17 BFRIIEI, B Honeycomb WEZER |, S A htips:/
docs.honeycomb. io/getting-data-in/metrics/aws-cloudwatch-metrics/,

RMUETIFERNE :
Honeycomb Kinesis i &

FERAUTHEXIEE HTTP LinT S BIMiL : https://api.honeycomb.io/1/kinesis_events/
{{dataset}}

/Wit

BAILLEREER A API 247 , WA AN ZEE4A Amazon Secrets Manager B[R]
Honeycomb,

A Honeycomb L& B #Y ii% B 29
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- AP B4

Bt % Honeycomb BAIREUEM Firehose [a] b s 2 A& S BB FTEH APl 247,
MR —A8E Hon Amazon Secrets Manager eycomb AP| Z4AM %340, TR ETHSI

RPAREINEMNZHL |, NBEE Amazon Secrets Managerf g2 —1, AXEZELR |, 5
33 1 F 3t 1T & 3 UF Amazon Secrets Manager £ &% Data Firehose H,

SES IS

Amazon Data Firehose R AREBRERZIFERNWEN , RAEBMBERLZT BN, &R
GZIP LB AERMNABRHmIB, X2 Honeycomb B FREIHEEILT,

Retry duration
}§E Amazon Data Firehose Ei# I HIEAIERIFMIE HTTP in R VRT K,

KEBIEE , Amazon Data Firehose £ %1% HTTP is 1A, MR BB RBREBIAE
FTEABR U EI#IA , Amazon Data Firehose 48 3 EiRiF 4 at[E it e, ENTHER , BEF
ERXFENERENIE, EilFEtRZIHE , Amazon Data Firehose X &R 41 8 ¥z 1%
BMAM , HEHIER D E Amazon S3 F#H.

)X Amazon Data Firehose 8 HTTP Is RKIEEE ( MIBERHER ) it , BEEHZIHH
B ITHESHER HTTP IR S BIA,

ENEE {4 atE 233 , Amazon Data Firehose &% EHIA , BRI B IASIE R IAB
HiRR, MIRMEIAFEET , Amazon Data Firehose 2T EE X IT BB RELERRITE., NREF
RETE , SEBAERAEEZZE , EFWEBIASRBESIATE SR,
MR FFH L Amazon Data Firehose Eid K% , FIFUHEIRE RN 0.

S (Wit )
Amazon Data Firehose £8X HTTP A H BT X LREX . XESH A LA BEIR I
A0 M,

ZEMiRR

Amazon Data Firehose TE & ABEEZREEEN BN 2RISR TEH, BIUBENEINE
X AR/DNE RS REE TR

A Honeycomb L& B #Y ii% B 30
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9 Coralogix & B Y ithi% &

AFNET A Coralogix ¥EH B FRMYEI, X Coralogix WEZE R , 28 Get Started with
Coralogixo

- RETIFERHNE:
HTTP i< URL

MTHEEH L TEBRIERE HTTP %< URL :
» Coralogix - US

» Coralogix - SINGAPORE

» Coralogix - IRELAND

» Coralogix - INDIA

» Coralogix - STOCKHOLM

S8
BO LR EREEm AR , UM R FEFE Amazon Secrets Manager LA (7]
Coralogix,
- ERH

Bt % Coralogix LAIREUEM Firehose [b bt in & MBIEFTEN A E A,
M EE —NE Amazon Secrets Manager & Coralogix FAfifV 40, MRETHRFIRP K

EDEHR4 |, WEE Amazon Secrets Managerf8l2—1, BEXEZELE | HSH 4
Bt 17 B RAE Amazon Secrets Manager 7£3I 3i# Data Firehose 1,

AESP IS

Amazon Data Firehose R AREBRERZIFRNWEN , RAEBMBERLZT BN, &R
GZIP LB BRI ABERwB. X2 Coralogix BRI HEXIN,

Retry duration
$8§E Amazon Data Firehose Ei# S HIE XX RIFMIE HTTP in R B BT+,

KIEBIER , Amazon Data Firehose £% & HTTP is 1A, MR BB RBREBHIAE
7 Coralogh gl BEFR IR 2 H5 1A , Amazon Data Firehose /B3 EiR G4 atHit ks, ©HFMER , =



https://coralogix.com/docs/guide-first-steps-coralogix/
https://coralogix.com/docs/guide-first-steps-coralogix/
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EiFErtEBIE N It EiRFLETREBIEAS , Amazon Data Firehose X &R 11 h #dE1&
WA , HEHEER D E Amazon S3 FiEiE,

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZIHH
B ITHESHER HTTP IR 2 BIA,

ENfEE iR Lt E B3 , Amazon Data Firehose & EFHEIA |, BEEINEIHEIASIE ST IAER
iR, MR#IAEAET , Amazon Data Firehose 2 EE X IT B[/ EBEERIRITE, WREE
REtE , ENBAEHAEEZEE , EEWEWIASBER A E D,
MR AR %Y Amazon Data Firehose Eif X A HIE , BFUEERER 0,

S8 (W)
Amazon Data Firehose E8)X HTTP A H TS X LR ER . X LS KA LA B &R 51 F
HAOAB Kb,
- applicationName : 1247 Data Firehose KYIR3E
« subsystemName : Data Firehose SR &
- computerName : IETEEAH Firehose RV E R

SRR

Amazon Data Firehose TEE ABEEZRIEEN BN 2 2#HTE ), B EINEF
X K/NERSIRERE TR

N Dynatrace Bi & B BV #hi% &

AIWNE T #E A Dynatrace fE7 BHirMEDl, BXEZEE , S H hitps://www.dynatrace.com/
support/help/technology-support/cloud-platforms/amazon-web-services/integrations/cloudwatch-
metric-streams/,

o EFEIN , LU Dynatrace ¥R Firehose il B By itb,
REER

RIRIBELE Dynatrace FIREEIRERZBEE (BRI ) |, SE#H — S 2L E,
HTTP %= URL

MTH % Gi%E HTTP ¥% & URL ( Dynatrace US, Dynatrace EU = Dynatrace Global )
79 Dynatrace Bii& B B ithi% & 32



https://www.dynatrace.com/support/help/technology-support/cloud-platforms/amazon-web-services/integrations/cloudwatch-metric-streams/
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/Wi

BALEREER A APl TR | AT UM ZEE4A Amazon Secrets Manager B[R]
Dynatrace.

- APl K&

4 B IBM Firehose [t iR [IEHIEIBEFTER Dynatrace APl ©h8, BXEZEE | 55H
Dynatrace API - Tokens and authentication,

. B4

MH Amazon Secrets Manager i%£1F — /M@ & Dynatrace APl TN, MRETRIIFK
AR E ISR |, MIEE Amazon Secrets Managerh 82—, BXEZELR |, H51H
{6 3t 17 B 1 I AF Amazon Secrets Manager 71 33 Data Firehose H,

APl URL

214 Dynatrace ¥FEH APl URL,

NAYwB
HBRERERARNRRBRESRIERWIES, Amazon Data Firehose £ N A RIBRELREE R
WIEX , RAEBEERKEBEN, BAE , UL GZIP BXEHZNB.

Retry duration

87 Firehose EifFHIE LEBIFMIE HTTP iw R BB,

KIEBIESE |, Firehose £F#F HTTP i KAvi8iA, MR HIMEIRJERIAENSBRAIZERE
¥k , Firehose HMEFERFLHITHEE. SHAMER , ERERSFENEIBL, B
TSR EIH)E |, Firehose X MBERM N BBFEEL BRI , A FHIEZ D E Amazon S3 77
8o

)R Firehose [0 HTTP i QA EHIE (A= HHRARNERF ) i , BLEH S @IAEN
THER A FSF HTTP in SAVHEIA,

BIEERFEREES | Firehose MAFFHIA , ERTHIBIARIEHINENHAR, MR
WIAERS |, Firehose 2BEERITBRPREEERRIYE, WRERRAHE , ©FBRER
AEEZEZE , ERWIBIASBEE AN RS,

MR FHE Firehose ERHREHIE , HRILEREN 0,

79 Dynatrace Bii& B B ithi% & 33


https://docs.dynatrace.com/docs/dynatrace-api/basics/dynatrace-api-authentication
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S (Hik)

Amazon Data Firehose &)X HTTP AR &EE X LB EX . X LS B A LA BY &R 51 1
HLAOB R,

ZMiRR
Amazon Data Firehose FEfHE ABTEEREIEEN BN SHTEH, EHXERTIER
B E P X K/DFEtEEE. BN EBRNEPX K/ PNERSREETR.
B = B #ri%iE LogicMonitor

ARE D T 4B4F LogicMonitor A F &8 B iRk, BXEZER , S H https:/
www.logicmonitor.com.

- RETIFZEMNE:
HTTP %= URL

BRUAT I E HTTP w28 URL,
https://ACCOUNT.logicmonitor.com

S HKIUE
B LLUEREER A APl 240 |, BT AP ZEZ4A Amazon Secrets Manager #4717 (8]
LogicMonitor,

- AP| %47

EBR LogicMonitor BAIREX /L ¥F M Firehose % ik RIZMEIEFIER AP B4R,
MHIEE —E Amazon Secrets Manager & AP| 243/ %4 LogicMonitor, #R7E THI5

RPAREINEHNZHL |, NIBEE Amazon Secrets Managerf gl —1, AXEZELR | HS
17 & F 3t 1T & % UE Amazon Secrets Manager £ &% Data Firehose H,

N B YD

Amazon Data Firehose R AR RBRERIBFERNWEX , AEBEERLEZF BN, NiFXR
B enable/disable A B RILIEIE GZIP = “ZF”,

B & B #7i& & LogicMonitor 34



https://www.logicmonitor.com
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Retry duration
$8§E Amazon Data Firehose Ei# S HIE XX RIFMIE HTTP s R B BT+,

KIEBIER , Amazon Data Firehose £% 1% HTTP is 1A, MR BB RBREBIAE
FTEABR U EI#IA , Amazon Data Firehose 48 3l EiRF 4t [H it HER. ENTHER , BEF
ERXFENERENIE, EidFEtRZIEE , Amazon Data Firehose X f &) 41 78 ¥z 1%
BMAM , HEHIERMDE Amazon S3 F#H.

)X Amazon Data Firehose 8 HTTP Is RKIEEE ( MIBERHER ) it , BEEHZIHH
INEBRITHESHER HTTP IR S EIA,

ENEE {4 at A 233 , Amazon Data Firehose &% EHIA , BERIWBIEIAS AR IAB
HABR, tIRMIAEAY , Amazon Data Firehose 2T EERXITHBREEERRATE., WREF
REtE , BEBRERAEE Z2E , EFWEBIARBEE R E SR,

MR FFH L Amazon Data Firehose i K% , FIFUHEIRE RN 0.
S (W)

Amazon Data Firehose E& )X HTTP A AT H#IEXLREX, XLS T LAFBIEIR B
HLAOB R,

ZHRT

Amazon Data Firehose e E ABEEZREEEN BN ZH SR TEH, BIUBENEINE
X AR/DE RS REE TR

A Logz.io BLE H MR E

KINE T ERA Logz.io fEN BIRMIET. MTMEZEE , BS M https://logz.iol,

® Note
ERMX (K= ) X, FX ¥ Logz.io 8 Amazon Data Firehose B #9ith,

RETIFERNE :

7 Logz.io Bii& B Withi% B 35


https://logz.io/
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HTTP i< URL

BUTHRIAIEE HTTP A/ URL, URL 2412 HTTPS URL.

https://listener-aws-metrics-stream-<region>.logz.io/

i zn
https://listener-aws-metrics-stream-us.logz.io/

SHIIE

BALEREERARKESHE , WA BINPR R Amazon Secrets Manager BAi5 [H]
Logz.ioe

- BETHE
BX R Logz.io SAIREUEM Firehose [8] bt i 2 4% M BIRFT BV IA IR T 1,

. 548

MH Amazon Secrets Manager £ — /N2 & Logz.io KE TN ZEHR. WRETHRIIKRF
KREFEHZ , MIETE Amazon Secrets ManagerdlE—1, BXEZELR , B2 &
F# 1T 5/ RIE Amazon Secrets Manager ¥ & ¥ Data Firehose §,

Retry duration
87 Amazon Data Firehose Ei#[a Logz.io & & BIEH K,

REBIEE , Amazon Data Firehose £% & HTTP is 1A, MR BB RBREBIAE
FTEAPR YR EHTA , Amazon Data Firehose fF /B z) Eid F4 At E 1T 8kEe. ©RNTHER , BEE
ERXFENERENIE, EdFEtRZIHE , Amazon Data Firehose X f &) 41 78 #i iz 1%
MM , HEHIERZ D E Amazon S3 F#H.

)X Amazon Data Firehose 6 HTTP is R R A EIE (MIHBE=ERER ) it , BLEFHZHH
INEBRITBEEHER HTTP I BEiA,

ENEE iR iF4EatE 233 , Amazon Data Firehose IS 1IN , BERIWREIHIASIE R ¥ IA B
HAPR, IR HIAHERS , Amazon Data Firehose 2B EERXITHREREBTLEEFRITE. WRER
REtE , SNBAERHEEZZE , BERWEBIARBEE A ESEH,

7 Logz.io Bii& B Withi% B 36
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MR FFH L Amazon Data Firehose i K% , HIFUHEIRE RN 0.
S8 (k)

Amazon Data Firehose &)X HTTP AR F &8 X LB EX . X LS B A LA BY &R B 0
HLAOB R,

ZHRT

Amazon Data Firehose TEE ABEEZREEEN BN ZH SR TEH, BIUENEINE
X AR/DNE RS REE TR

N MongoDB Atlas Bt & B #Yiti& &

AIT AT A MongoDB Atlas fE8 B Wit FViET, BXREZER |, S Amazon Web Services
& MongoDB Atlas,

- RHTIFERNE:
APl Gateway URL

BRUTRIIEE HTTP w89 URL,

https://xxxxx.execute-api.region.amazonaws.com/stage

URL #4412 HTTPS URL.

HHRIUE
PRATLUE R EEER A API 247 , B AT AN AP 2 B4 Amazon Secrets Manager 3R i (5]
MongoDB Atlas,
- AP B4

B Amazon Web Services £ MongoDB Atlas ##Y 3 BAZREVIEM Firehose 6] ki =&
MBIEFTEMN APIKeyValue,

. B4

MH Amazon Secrets Manager i%£F — /N2 & APl Gateway B API A Z4 |, ZHH
B Lambda 5 MongoDB Atlas R E X #F, MRETHIRPREINENZS , WEHE

3 MongoDB Atlas B & B ##ik B 37
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Amazon Data Firehose FEANGIER

Amazon Secrets Managerf8l&Z—1, BXEZER , HSH £AHTEHRIE Amazon
Secrets Manager £l 53 Data Firehose H,

SES IS

Amazon Data Firehose R AR REBRERIBFERNWEX , AEBEERLEZZT BN, HiFKR
#Y enable/disable IR mILERE GZIP = “B A",

Retry duration
$&E Amazon Data Firehose B FHIEL A ZIFMEE = HIREEH N K,

KIEBIER , Amazon Data Firehose £% 1% HTTP is 1A, MR BB RBREBIAR
FTEABR AU EI#IA , Amazon Data Firehose 48 3l EiRF 4t [H it HER. ENTHER , BEF
ERXFENERHNIE, EidFEtRZIHE , Amazon Data Firehose X f &R 41 78 ¥z 1%
BMARM , HEHIER D E Amazon S3 F#H.

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZHH
B ITHESHER HTTP IR 2 BIA,

ENEE {4 atE 233 , Amazon Data Firehose &% EH1IA , BERIWBIEIAS AR IAB
HABR, tIRMIAEAY , Amazon Data Firehose 2T EERXITHBIREEERRITE., WREF
REtE , BEBRERAEE Z2E , ERWEBIARBEE R E SR,

WMERFFHE Amazon Data Firehose Eid KX HIE | HFUEIRE RN 0.
ZhiRR

Amazon Data Firehose e E ABEEZREEEN BN 2SR TEH, BIUBENEINE
X AR/DNE RS REE TR

S (Hik)

Amazon Data Firehose E&)X HTTP A AT #IEXLREX, XLES T LAEBIEIR B
HAOB R,

A New Relic Bt & B iR &

KW NAE T EA New Relic R BRI, BXEZER , iHSH https://newrelic.com,

RETIFERWE :

A New Relic & B #yithi% & 38



https://newrelic.com
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HTTP i< URL

MTHRSIRUA TR FEF HTTP i< URL,
« New Relic B& - US
 New Relic $§#r - US
 New Relic $§#x - EU

HH®IE
PRATSLUE R E#EH A APl 247 | BRI AR ZEE4A Amazon Secrets Manager ¥ i% A New
Relic,
- API B4

£ New Relic One K/ iR B P #H AV AIERH (40 MNERFNTAEFFHH ) . BFEL
API| Z4AM Firehose [ tbim /A& REIE,

MeiEE—AEE N Amazon Secrets Manager ew Relic B AP| 248 %48, IR ETHSI

KPAREIEHZHL |, NBEE Amazon Secrets Managerf g2 —1, AXEZELR |, HS
3 {6 F 3t 1T & 3 UF Amazon Secrets Manager £ &% Data Firehose H,

N B YRS

Amazon Data Firehose R AR REBRERIBFERNWEX , AEBEERLEZZT BN, NiFKR
By enable/disable IR mILERE GZIP = “B A",

Retry duration
$§E Amazon Data Firehose Eif 8 #E &2 2| New Relic HTTP % R I BT &,

KIEBIER , Amazon Data Firehose £% & HTTP is 1A, MR BB RBREBIAE
FTEAFR UL E#TA , Amazon Data Firehose /B8 2 Eid F4atE 1T #kEe. ©RNTHER , BEF
ERXFENERENIE, EidFEtRZIHE , Amazon Data Firehose X fi &R 41 8 ¥z 1%
BMAM , HEHIER D E Amazon S3 .

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZIHH
INEBRITEESHER HTTP IR 2 BIA,

A New Relic & B #yithi% & 39
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ENEE {4 at A 233 , Amazon Data Firehose &% EHIA , BERIWBIEIASIAE R IAB
HABR, tIRMIAEAY , Amazon Data Firehose 2 EERXITHBIREEEERRTE., WREF
REtE , BEBRERAEE Z2E , EFWEBIARBEE R E SR,

WMERFFHE Amazon Data Firehose Eid KX HIE | HFUEIRE RN 0.

S (Wit )
Amazon Data Firehose FTE &)X HTTP AR F & X LB EX . X LS B A LAESBY &R B 1
HLAOB R,

ZhiRR

Amazon Data Firehose e ABEEZREEEN BN ZH SR TEH, BIFUBENEINE
X AR/DNE RS REE TR

A Snowflake Bt & B B iR E

AN B Snowflake AT &K B BRI LI,

® Note

Firehose & Snowflake WEREEXERED ( FFELILEP ) . XEEEP (HEBX ) . KM
(ZBRZ), ZERZ (HBXEMN ), IAX (FRKRE). M (EZZmE)., TAHKX (#H
g ), UAR#MKX (HR) MLA#HX (FE )., TABX (ZX )., M (£K). EEM
(ZRF ). MEX (FEB) . BM(PE) . BN (FBE )., AKX (ZX ). BN (£
). EEM(ZRF ), MEK (PZ) . BM (HZ). M (P ) BER ), TA#HKX
( RBR ). BN ( BrEFRE ), A#KX ( #EIE ) . Amazon Web Services X5

ERIEE
RHUETIZRNE :
Snowflake ik~ URL

$&E Snowflake Il URL, 5l : xy12345.us-
east-1.aws.snowflakecomputing.com, BEXUMAEELRNKS, URL WER , ESH
Snowflake 1%, EEE , BREEERAS , MiHY ( https:// ) BAEN,

7 Snowflake BLi& B #Y3#11R E 40


https://docs.snowflake.com/en/user-guide/admin-account-identifier#format-2-legacy-account-locator-in-a-region
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/Wi

BRI LERFHMARAFRERSE, FANRE , BB Amazon Secrets Manager 16 3R %
£A LA B Snowflake,

- APEX

BEEZER T MELEIEN Snowflake AP, BFHEEAAFPERCFHIER AE| Snowflake &XH,
- AEZ
EEMER4A , LLEMEA Snowflake LA PKCS8 RFTHHRIE, A , TEN PEM TE

MTEMEN LB ZRAN -0 . MRBAWDAZIT , WEBBRRITH. ATHLBEAL
MEIB R R

FPBR KEY_CONTENT HEI =& R EREHIR ML Firehose, TEEH#ITHRF header/footer T ikt
CRESH

+ Passphrase (%1#3)
EERBEXBRECMENLERH. MRLEZHARNE , WALHLFREZ., BXE
B, 2" Using Key Pair Authentication & Key Rotation,

%A

%)

MH Amazon Secrets Manager £## — /N2 & Snowflake RN FH, WRETHNIRD K
EREHNE , WETE Amazon Secrets Managerf 8l —1, BXEZEE , BSH FH
H 1T B HEUE Amazon Secrets Manager £ &3 Data Firehose #1,

AEEE

FEAERIAM Snowflake B : INRIEFIIEI , N Firehose T &FHEA A RIZIE S
Snowflake, BRiIZFBRIAB AT MHELE, FRERIALSCEEFHERAZE Snowflake FRH
HY PR,

FHABEN Snowflake B : i AFHIEINE F Snowflake FRATH Firehose IB{ERIIEZRIA
Snowflake B,

7 Snowflake & B /Y it 1% B 41


https://docs.snowflake.com/en/user-guide/data-load-snowpipe-streaming-configuration#using-key-pair-authentication-key-rotation
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Snowflake &%

ETMARERLE,
#./ VPCE ID ( 3% )

Firehose 5 Snowflake FAHE K VPCE ID, B HEMHR AN com.amazonaws.vpce, [X
] .vpce-svc-. [id]BREZEER , S Amazon PrivateLink & Snowflake.

(® Note

MREH Snowflake ER S AFEHERE  NEFHAET AwsVpcelds MK FREEK
foiF Amazon Data Firehose #i#&. Firehose TEE&TE Snowflake K FEEE T
IP IMEREE. BAET IP INEXMATEES T Firehose E#, WRELBIFE
BET IPHRBEHIALERS , NFEBITRRZFIE S Firehose HIRABR R, BXET L
fERAK VPCE IDs %%k , B2 R, 1h[R VPC FE Snowflake

BiEEFEERE
«  BUMBEUTIRE , FEEMEA Snowflake #E Firehose R B B it

« Snowflake BHEE : Snowflake R FF B BIREREEBIEEH,

* Snowflake 2£#) : EMRBEEH IS NRUAK , IERHWRHRFEENR (HlMERNUNE )
KR DA

» Snowflake 3 : Snowflake FHVFIEWIE R FRERFEERF , EBEWNIINITHES,

& Snowflake =Y hn &k %I

- {5/ JSON EERFIR
- {#£f VARIANT %|
- RRHE  EXRPIEESE , HPXIMEKRHBEBSE.
« TEENG (k)  ERDEENE  HRAANEABEEE. BAKFERE , ENEETR
EKAHHK Snowflake FTRHPFEFILA T,

Direct PUT AEXRIE

{

7 Snowflake & B /Y it 1% B 42



https://docs.snowflake.com/en/user-guide/admin-security-privatelink
https://support.console.aws.amazon.com/support/home?region=us-east-1#/case/create
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"firehoseDeliveryStreamName" : "streamname",
"IngestionTime" : "timestamp"

}
Kinesis Data Stream F{ERIER

{

"kinesisStreamName" : "streamname",
"kinesisShardid" : "Id",
"kinesisPartitionKey" : "key",
"kinesisSequenceNumber" : "1234",
"subsequenceNumber" : "2334",
"IngestionTime" : "timestamp"

}

Retry duration

Snowflake IRE BB S BFTFF @B B Snowflake £ B RMET | Firehose EifHYIF4EaTA ( 0-
7200 #' ) . Firehose SMEBEIRAFRNER , BEFEHXFEMNBELE R, IRFEAFLNERENRN
0(%)#®, N Firehose 7 Snowflake XKMETF2ER , M2 HFHFTEIHZE Amazon S3 HiRTFHEE.

ZHXETR

Amazon Data Firehose TEE ABEZRIEENENZ SR TE R, BEMNVNENEBNEFRX K
PARSEMEEMR. BEXEZEE , TSR BEZHIRET.

A Splunk BLiE B Byt E

AFE N EERNF Splunk AT B 89 A% IR,

(® Note
Firehose MIELE T R HAHKIGE R I AEF NEHIGE A Splunk EFEZRBIE.

- REATIIFERHNE:

7 Splunk BLE& B #Y3iRE 43
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Splunk cluster endpoint

EWTERS , HS R Splunk XAFKELE Amazon Data Firehose U E#E %1% Z Splunk

N
=

Splunk endpoint type

ERZHIERT , Bk Raw endpoint, #E#FEvent endpointREFEAREHLRET
BIE KX Amazon Lambda EIREIMRSIRTAEHE. EXEFANKINER , H5H
Splunk X B ELE Amazon Data Firehose LU EIE %% 2 Splunk &

B RIE

BRI LUEREERASMRIETHE | B UK ZEZ4 Amazon Secrets Manager LA/ [d]
Splunk,

- BRRIETHE
Ei%E W M Amazon Data Firehose EWHIER Splunk ik , FZH Splunk XEHRHER

T Amazon Data Firehose B Splunk #i#H ZEMAEBIR, RFEN1Z Firehose FRiRE
U ST M Splunk SREXEY T A8 , LR INZ T,

. B4

MHIEEFE —NE Amazon Secrets Manager & Splunk &4 KRIETENEH. MRE TR
RPREIEHZHL |, NIBEE Amazon Secrets Managerf gl —1, AXEZER , S
7 {6 F 33 1T & 1938 UF Amazon Secrets Manager £ &3 Data Firehose H,

HEC acknowledgement timeout

$&E Amazon Data Firehose &4k B Splunk FZESIHIAR BT, R Splunk EB AT 2 B
REIEHIA , Amazon Data Firehose £ X ER M A BIBEE M AN, A5 , Amazon Data
Firehose 2 F iR S HIER 19 E Amazon S3 FiE#E , EAEURFEREN EXFLEMEE,

Retry duration
87 Amazon Data Firehose Eix[a Splunk &IEZIE Y AT+,

KEBIEE , Amazon Data Firehose £ 1F Splunk B9HiA. 1R KIS IR RTINS H
BRAUKZEITIA , Amazon Data Firehose ¥ /B3 EiRIFE T EITHEE. SRHTHER , EFER
FaatE B 1t EidiFsatE2IHAS , Amazon Data Firehose 355X fhi )5 91 7 #k3E 4% 5 ok
W, HRFHIEZ D E Amazon S3 F .

A Splunk ELE B #ti% & 44


http://docs.splunk.com/Documentation/AddOns/latest/Firehose/ConfigureFirehose
http://docs.splunk.com/Documentation/AddOns/latest/Firehose/ConfigureFirehose
http://docs.splunk.com/Documentation/AddOns/released/Firehose/ConfigureFirehose
http://docs.splunk.com/Documentation/AddOns/released/Firehose/Installationoverview
http://docs.splunk.com/Documentation/AddOns/released/Firehose/Installationoverview
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)X Amazon Data Firehose [ Splunk KIAEE ( T RVIXRZHERER ) it , HLEFHS
IR T EEE , HF4F Splunk BIHIA,

ENEE {4t 233 , Amazon Data Firehose &% EHIA , BERIWBIEIAS AR IAB
HiRR, MIRMIAEET , Amazon Data Firehose 2T EE X ITHEBERE L ERRITE., NREF
RETE , eEBAERAEEZZE , BEFWIBIASRBESIATE SR,
MR FFHELE Amazon Data Firehose i K% , FIFUEIRER 0.

SRR

Amazon Data Firehose TEfE ABEEZRIEEN BN 2 2#HTE ., BN EINEF
X K/NE RS IR ERE TR

7 Splunk Observability Cloud B¢ B Kyt i% &

EF N T A Splunk Observability Cloud ¥E5 B#Rr#iETl. BXEZELR , HSH https:/
docs.splunk.com/observability/en/gdi/get-data-in/connect/aws/aws-apiconfig.html#--ap connect-to-
aws-using i. the-splunk-observability-cloud

RETIIFERE :
=HEREUHS URL
& A LATE Splunk Observability & & W Bl E 34> A LA">" KR BIERER KL , RE
Splunk Observability Cloud #9354 i #E#EL URL,
HHRIUE
BAIEREERAFRSHE , LA WP R Amazon Secrets Manager BAi4[E Splunk
Observability Cloud,
- HETHE
M Splunk Observability #ZHlEHWIRE FTHIHRITES , EFES INGEST RLCEER
Splunk Observability 1 &) 5 k&

3 Splunk Observability Cloud & B #Y3ti% B 45


https://docs.splunk.com/Observability/gdi/get-data-in/connect/aws/aws-apiconfig.html#connect-to-aws-using-the-splunk-observability-cloud-api
https://docs.splunk.com/Observability/gdi/get-data-in/connect/aws/aws-apiconfig.html#connect-to-aws-using-the-splunk-observability-cloud-api
https://docs.splunk.com/Observability/gdi/get-data-in/connect/aws/aws-apiconfig.html#connect-to-aws-using-the-splunk-observability-cloud-api

Amazon Data Firehose FEANGIER

MHEE —E Amazon Secrets Manager & Splunk M EM R IGE FEN R, WRE
THHXRFBARBREWEFES , NIETE Amazon Secrets ManagerA 8| —1, BXEZE
B, B2H AT EHREIE Amazon Secrets Manager £l i# Data Firehose 1,

SES IS

Amazon Data Firehose R AR REBRERIBFERNWEX , AEBEERLEZZT BN, HiFKR
#Y enable/disable IR mILERE GZIP = “B A",

Retry duration
$8§E Amazon Data Firehose Ei# S HIE XX RIFMIE HTTP in /R B BT+,

KEBHES , Amazon Data Firehose £&%F HTTP im R AIA, MR EIERBAREBHIAE
FTEAFR UL E#TA , Amazon Data Firehose fF /82 Eid F4 T E 1T 2kEe. ©RNTHER , BEF
ERXFENERE AL, EilFEtRZIHE , Amazon Data Firehose X &) 41 8 ¥ iz 1%
BMARM , HEHIER D E Amazon S3 F#H.

)X Amazon Data Firehose 8 HTTP Is R KIEEE ( MIBERHER ) it , BEEHZHH
B ITHESHER HTTP IR 2 BIA,

ENEEF iR iF4EntE 233 , Amazon Data Firehose I 1IN |, BERIUKEIHIASIE R ¥ IA B
HABR, tIRMIAEAY , Amazon Data Firehose 2T EERXITHBIREEERRITE., WREF
REfE , SNBRAERHEEZZE , BEIWEBIASBEEE LR S 2,

MR FFH L Amazon Data Firehose i K% , FIFHEIRER 0.
S (W)

Amazon Data Firehose E&X HTTP A HE X LR EN . X LS H T LIE B 218 5
A0 M,

ZHRT

Amazon Data Firehose TEE ABEEZREEEN BN 2SR TEH, BIUBENEINE
X AR/DNE RS REE TR

79 Sumo Logic Bt & B #Y it 1% B

AW NE T EA Sumo Logic 1N BFRHVIET. BXEZELE , B3 M https://www.sumologic.como

9 Sumo Logic Bt & B By it 1% B 46


https://www.sumologic.com
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RETIFERWNE :
HTTP i< URL

BUTHRRIEE HTTP im S8 URL : https://deployment name.sumologic.net/
receiver/vl/kinesis/dataType/access token. URL #4%i@ HTTPS URL,

WEAYTE]
Amazon Data Firehose FRIANBRERERBERNVIENX , AEBRERLEB BN, XNiEK
By enable/disable IR mILEFE GZIP = “B A,

Retry duration

8% Amazon Data Firehose Eix# [ Sumo Logic &% BIEH R,

FEBIEE , Amazon Data Firehose %% 1 HTTP i SN, MR BB RRAEHINE
FTEABR U EI#IA , Amazon Data Firehose 45 3l EiX F4 Tt [E it 585, ©RTHER , BEF
ERFERBEBRIE, ERlFERBEZEHE , Amazon Data Firehose X 185 M 7 $iiE 1&
wMAM , HEBIEZHDE Amazon S3 FiER.

)X Amazon Data Firehose 8 HTTP s R KIEEE ( MIBERHER ) it , BELEHZIHH
B ITEESHER HTTP ik 2B BiA,

ENEE{IFLErtE 233 , Amazon Data Firehose &% EHIA , BERIW B IASIE R HEIAB A
HAPR, WERFEIAEEES , Amazon Data Firehose 2 EEIR TSR EEFRATE., NMEEE
REtE , EEBRERAESE Z2E , EFWEBIARBEE R E SR,
WRAFFHE Amazon Data Firehose Eid £ X HIE |, HFIEIRERN 0.

S8 (Wit )
Amazon Data Firehose £&8)X HTTP A HE X LR EN . X LS H T LLIE B 218 5 A
(40 E M,

EiRR
Amazon Data Firehose TE & ABEEZRIIEEN BN 2 2#H1TE W, Elastic BFrHVE
WEARX K PRERRSRES TR,

5 Sumo Logic Bt & B By ithi% & 47
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A Elastic BLi& B #Y#hi1RIE

AN BT A Elastic YEN B FRAVIZIA,

- RETIFERHE:
Elastic %% < URL
BLUAT#IEE HTTP I8 URL : https://<cluster-
id>.es.<region>.aws.elastic-cloud.com, URL #4412 HTTPS URL,
SMRIiE
BRI DU R EER A API 24 |, B Al AP R ER4A Amazon Secrets Manager SA1/ 8]

Elastic,

- API %48

EX R Elastic LAZREXM Firehose M H RS ZBWBIEFTER APl 247,
MH Amazon Secrets Manager &2 —N8& Elastic API BN ZEH, WRETRIIRHP K

FEEHNZ4A |, NIETE Amazon Secrets Managerd g8l —4, BEXxEZEE , E5H £H
1T B 8 F Amazon Secrets Manager 71l &3 Data Firehose H,

NESE IS

Amazon Data Firehose FRIABRERERBERVEX , ARBNBERLZELT BN, ®F
GZIP ( XRBRINERNAS ) REAZKERM enable/disable AR 4B

Retry duration
}§E Amazon Data Firehose E i3 6 Elastic &3 HIER BT,

FEBIEE , Amazon Data Firehose %% 1 HTTP i SN, MR BB RRAEHINE
FTEABR U EI#IA , Amazon Data Firehose 45 3l EiX T4t [E it HER. ©RTHER , BEF
ERFERBEBRIE, ERXFERBEZEHE , Amazon Data Firehose X 185 M 7 $i#E 1%
wAM , HEHBIEZHDE Amazon S3 FiEM.

)X Amazon Data Firehose 6 HTTP is R KA EIE (HIBEERER ) it , BELEFHZHH
INEBRITBEEHERS HTTP SR BEiA,

A Elastic BL& B #y#iRE 48
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ENEEF iR iF4EntE 233 , Amazon Data Firehose I 1IN |, BERIUWREIHIASIE R ¥ IA B
HAPR., MBEHIAFERT , Amazon Data Firehose 2B EERXIT B R EEEFIREH, MREEE
REfE , SNBRAERHEEZZE , BEIWEBIASBEE LR S 2,

MR A FE Amazon Data Firehose Eid KA HIE , B LHEIRERN 0.

S (L)
Amazon Data Firehose 8K HTTP AT HISXLEREX, XLESHT LA B EIRIH
HL B,

ZPIRT

Amazon Data Firehose 7B ABEEZRIEENEN 2SR TEH, B BIFNENE
XK/ H 1 MiB,

MERDIRE

Amazon Data Firehose £/ Amazon S3 2 FIEHEINZHEAMOERE | HEAGEELH T &L
BB,

/A Important

« HEY Firehose 7R E Direct PUT 3 Kinesis Data Streams B} , F X & PiRE,
« BEEMIHEEMCEATNARFENM , FEHT Amazon S3 &4 B i,

MREMHLLTIEERZ— , WA LA Firehose FiiSE S3 & 1RE.

o WMRETE Amazon S3 iIZE N Firehose FiEY B BVt |, HiEFIEE Lamb Amazon da BRECRZIREIE
B , RELIER BRI Firehose BB IZZE R,

- MREF Amazon Redshift iR E N Firehose 7y B Hih , HiEBRIEE — Lambda BECSRERETE
Amazon i %,

« MBRFMUTEMRSEIZRE R Firehose EIER B It : T 5% OpenSearch AR
%, Datadog, Dynatrace, HTTP Endpoint, LogicMonitor MongoDB Cloud, New Relic, Splunk
=%, Sumo Logic, Snowflake, Apache Iceberg Tables,

LA 2 Firehose & i%iE.,

BEEZRHIRE 49
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« Amazon S3 FHRIZRKZ M : MRFBEEFEHN BEFR2 S3 5 Amazon Redshift , Mg B RIEZ
BRARBEZOERNEZA, URFEMAEMIIFNIRS ( S3 3 Amazon Redshift Bt ) RE RN
BRBFENBE SR, MR ER REREZ O ATERHIELRNR G XM EIE,

- S3 B 1EMEM ; ZEMEMHN Amazon Data Firehose & 19 IE/ S3 1FiE @,
. S3ZMFMEBEILE : X2 Amazon Data Firehose &1 #3851 &
« SAEFDEFMEBERMEIR : MEAMHKEHRMEL S3 FHEMEIRM HATRF,

- ZHNEPERR, EHMIME : Amazon Data Firehose 5 Amazon S3 & DA BIEHNE M4 %
WHEE  HEANEEZHTEIEERNE N, Amazon Data Firehose TERE A EE@ ( BH)
#| Amazon S3 Z BIXT H#1TE P, BAILUEE 1—128 BHEHX K/ MiBs H 60—900 # Y& (A
fB. ERHEMNFZHAARM Amazon S3 HITHIELMNEE, IREEABEER  EFAXKERRE
&M Amazon Data Firehose 32 #1050 3E A i i8] B BB 4% #1 2] Amazon S3 IRt A, R EIE/L I
FEMNIREE T THIEE AR Firehose IR E , Amazon Data Firehose 2138 & X K
NUABR FIRE, WIRER B THEAME KIEEME M E B 5.

« S3E4R : &#¥ GZIP, Snappy. Zip & Hadoop & H# Snappy BIEESR , REFERK
#&. Snappy. Zip 1 Hadoop #ZA#) Snappy E4E , T5&M F LA Amazon Redshift #E55 B #91t #9
Firehose .

- SSXHYTBEBER (k) : AEHE Amazon S3 BREMBHNNRIEEXHT BEHKRN. R
BRI  MIEEN XS BEHEERERNERE S3 E4EThEE ( la0 .parquet = .gz ) Fi N
WBRINXHT BE. ENLEERERNERS S3 EARSFEAN , FRAESEE T EWN XY
VFREB. XUV RBLFBAR (.) FFk , HEAUEEARAFNFESR : 0-9a-zI-_*()e XHTRET
BERET 128 NERF

« Firehose X33 Amazon Key Management Service (SSE-KMS) B Amazon S3 fRE 855k 1153 |
AT MELS# S3 ARFWEHIE. BRILUEEREA B S3 FREBTIEENRIAMBERE | bl
EREREIHEN Amazon KMS Z4R5IRPNBABITINEG ., WREFERAZHMBELEE , WA
EFBRIA Amazon & Amazon KMS %A (aws/s3) RBEFREZP. EXEZELR , BSRER
Amazon KMS EEZ AN IRS B im % (SSE-KMS) RIF#IE.

BEZFRT

Amazon Data Firehose & AWRBIBER A E —FE XD ( BH KD ) |, EAHA—ENE ( RAETEE
B EENEZHIEENE N, MRELERE Amazon S3 EH A NRENXHHIBESEIELENA
BEFMHEE , EEFE Firehose WARNIERLALE BirRE , NEEFEAZPRET.

&R LATE B 2R AY Firehose MATEL B & AN MEHXatE E R , EEFHIA Firehose MAIEH K
NRE T EIEIRE. AR NDUAMNEMNE MBs |, EHERBAY NEN, ER , MRENEDPZ—

BEEZHRT 50


https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingKMSEncryption.html
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BEE , BEL4TN 5 —MREE. BREHE —NEAREFMER Firehose FaHE. NRKREEE
HE , NERARIAE,

A LABE Amazon Web Services EXE#HlA. Amazon Command Line Interface =% Bt i&
Firehose & ™12 7R, Amazon SDKsXFIER , B UEAEFEPHRBETSHEA API E
FEREZEFIRR , FHESESELAFIKNE. UpdateDestinationX) FHEHE , &0 LU E|
A} CreateDeliveryStreamAP| ¥ &R RECE N QI FMEEN —$0. ERERHPX KD, &
f£CreateDeliveryStream§, UpdateDestinationAPI B B 454§ EDestinationConfiguration®
#IntervalInSecondsHi&ESizeInMBsHl,

® Note

s EHAXRETRINATIRSESXER , MaIAsXEPXERUNAFRIEBAR S,

- NTRBRIEENENFERARE , BRI AFERASE et EERRTR. HE8[FE %67 0E E fREE
BENEWE , Firehose T2ZHHIE  MERE/IWHAERRAKE. ENEARTIEXNRE
WEZR , BERMHENE , THEXHBNE Firehose BB AR T

- TERNMESCERTRARF BN , FEATF Amazon S3 & 17 B K,

- EEARETERTIRD X,

- HENEHXetEEREEN /DT 60 WIIRHEEEKWIERR , Firehose 23 S3 B i fiE
Ao tE&k. BT S3 Bt PR L& | MREEBRNEFXFEERNF60R , N&F
F) S3 PUT API B\ A2 BP0,

BRENEHEZTRTEENMINE , BSRT X

BirfLE ZHRARN (LAMBREL , FESHAMRINE) ZpetiEERE (2L
MWREM , FESF
AERINE )

Amazon S3 1-128 (5) 0-900 (300)

Apache Iceberg &  1-128 (5) 0-900 (300)

Amazon Redshift 1-128 (5) 0-900 (300)

OpenSearch Ak 1-100 (5) 0-900 (300)

S en

REZTRT =


https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
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FRARER

B PR iE

OpenSearch
Splunk
Datadog
Coralogix
Dynatrace
R
Honeycomb
HTTP %=
LogicMonitor
Logzio
mongoDB
newRelic

sumoLogic

Splunk Observabi

lity Cloud

Snowflake

-

ZHRN (AMBRAEN , FESHARMINE )

1-100 (5)
1-5 (5)
1-4 (4)
1-64 (6)
1-64 (5)
1

1-64 (15)
1-64 (5)
1-64 (5)
1-64 (5)
1-16 (5)
1-64 (5)
1-64 (1)

1-64 (1)

1-128 (1)

—1 ‘@& Firehose B R RENEHAEE.

gZastal |l fE (A
PREN, FEEF

NERIAE )
0-900 (300)
0-60 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)
0-900 (60)

0-900 (60)

0 - 900 (0)
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- BRZ5 88U I ——Amazon Data Firehose X #F Amazon A ZHAEE RS Amazon (KMS) B9
Amazon S3 R ESmMNE , AFNHLD# S3 ARFHEHE. BXEZELE , BSHMER KMS
Amazon EEZHN RS H/IRMNE (SSE-KMS) RIF EHIE.

« fHi% BEXRIE2% : Amazon Data Firehose g RkA B ML MM ER A, BARERRE , ©
AT LAiE 3% Lambda A A FHEAHEIRKIETIBE. CloudWatch EXEZER |, 52l FHH
S50 O E EdE Firehose CloudWatch,

/A Important

BAREALER |, 1BEZIZEINIERIZ Firehose 73 2+ /5 A Amazon Data Firehose &% H &
BFK, XMEEATRRECERLEBIEZMAMNBERLT , BA RS RFAESE.

« PR : Amazon Data Firehose £/ IAM B &&3RE Firehose FRATHENAIBENIR, B LUEFE 62
B2 EMENRRBHNF AR , taJLli%E RN Amazon Data Firehose SIEZWME AR, ZACHETH
Firehose B FX EMIRZ MG RINIR , TIEEH S3 F##E. Amazon KMS 4R ( MRB A 7THIE
iz ) M Lambda E¥ ( MRBRATHERR ) . BHAETAETLSUANAEG, BXEZER,
BSEMATALZE IAM?,

(@ Note

IAM B ( B3 5T ) BIEEIE R Firehose RAHEENE B BIE, MREX Firehose
TR B Wit TEMER , MARFHEH IAM BE,

o RE-BALURIIFRERALR Amazon FIR, HRERBAS M2 H 15 E R

WMREE CreateDeliveryStream BEFHIT THRZ , M Amazon Data Firehose &%
firehose:TagDeliveryStream BEHITFANENR , URIEAFRREEZLUBRIRZMNN
Ro MREFRMUNR , MABTE IAM BRFENF Firehose TREVERFGEAM , HER
AccessDeniedException , M1 N F7Ro

AccessDeniedException

User: arn:aws:sts::x:assumed-role/x/x is not authorized to perform:
firehose:TagDeliveryStream on resource: arn:aws:firehose:us-east-1l:x:deliverystream/
x with an explicit deny in an identity-based policy.

BT RBIERT A VF R P 812 Firehose 7 N FFRE A SR BE

EEZONSRRES , EFLMERE , RREFEEIE Firehose o

BESRRE 53


https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction.html
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#HY Firehose RELEESIBRS TEE— LN BETRER. HEH Firehose L TENREE , B AT
LAM A= % [0 R IR

BEESRRE 54
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5 A 7R B EN i Firehose it

&I LAEF Amazon Web Services B4 A FRIBEURILIR ZTIBEHIE, ZEB4HAEENX K+
ITHIAS | U RAIEFZB AR Firehose fiA . XBELEEMH Firehose SRIVELE , ™ FE 4 BN IR
.

THRENHEN - RO
{"TICKER_SYMBOL":"QXZ", "SECTOR":"HEALTHCARE" , "CHANGE" :-0.05, "PRICE":84.51}

BAEE , H&W Firehose RAAMBMIER , 27 £ %5/ Amazon Data Firehose & , B E 4 K Iz AT
TEFEEMBER,. EELEFAEXERA | S LFER RS A F L RABEER.

TR

EEFF Rz al |, ExBIEZE Firehose o BXEZER , B55H #iE : \2H A BIE Firehose o

£ Amazon S3 #H 1Tz

BATUA TS B, , & Amazon Simple Storage Service ( Amazon S3 ) #E3 B Byt Uiz Firehose o
E A Amazon S3 li# Firehose 7

1. FTFF Firehose #2%|& , Wit R, https://console.aws.amazon.com/firehose/

2. %FIERKEY Firehose . EFFHRAEBIEZHE |, Firehose SRAMAL FIEINIRES
3. HEFERERBEHTNET , EFIFHKEERKIER AT 4 5 =61 ERBEHIE.
4

BRREELNHBRIESEERREART S3 #HE. I8  REFHENETRE T4
BE/LEE , R RT S RECNEEES.

5. ENHTKE , BREFIELXERBENAEEF~EERTER,

£ -8 Amazon Redshift 3 17t

WITUT R | & Amazon Redshift YE B B9 #h LA Firehose o

TR 55


https://console.amazonaws.cn/firehose/
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ZE{# A Amazon Redshift J|i® Firehose

1. Firehose iE>R Amazon Redshift £EBHFEE—1 kK., BT SQL #0OiE#EEE Amazon Redshift |
HZTUTBAUAE - NMEZREBEH R,

create table firehose_test_table

(
TICKER_SYMBOL varchar(4),

SECTOR varchar(16),
CHANGE float,
PRICE float

);
$TFF Firehose ##l& , Mt A, https://console.aws.amazon.com/firehose/
EFSEERHY Firehose o EFFIRAIEBIEZ A |, Firehose TATLL FIENIRES.
4%1%8 Firehose Ay B AV ¥ AE S ISR EIEM firehose_test_table X.
EEARERRBE#HTNET |, BRI R REERBAER £ R IRERBIHE,

RERFLVHARIERS EEFREAAMIENR, FI8 , BEEFEE , TeFE/LD e
B , 7T REREENRF,

EMRTRSG , EREFLERFERBEN T ELE~EEATA,
8. Y% Firehose M B M IFMERLIER R —1MN &K,
( /i ) MIBR firehose_test_table %,

o o kw0 N

~

©

£ OpenSearch BR%3# 1701

FERUTEZ BRI S# OpenSearch BRE 7 B KN IX B Firehose E#%,
F A RSN Firehose iE1#& OpenSearch

1. 4TFF Firehose ##|& , Mk}, https://console.aws.amazon.com/firehose/

2. EFRSHERM Firehose M. EFHRRIELIEZA , Firehose AL FIENIRAS.
3. EFERERBEHTNERT , EFEIF IR AR EREIER AT 4 5 Bl RARBHE.
4

RERRELNHBARIIBIERRCAEREEEN OpenSearch R H., EXEZELR , H5H (I
5# OpenSearch [RFFF X EIERM) FHITE OpenSearch RS 1E R X,

5. ENHTKE , BREFIELOXERBENAMEIE~EERTEA,

£ OpenSearch BRSH Ti% 56


https://docs.amazonaws.cn/redshift/latest/mgmt/connecting-to-cluster.html
https://console.amazonaws.cn/firehose/
https://console.amazonaws.cn/firehose/
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/es-gsg-search.html
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{#F Splunk 317

BATUAT 8 |, LUMESF Splunk /B8 B 891k AN Firehose o

E# A Splunk iz Firehose 7

1. 3T Firehose ##|& , Mk, https://console.aws.amazon.com/firehose/

2. EFETEERRY Firehose M. EFFRARIETIEZAI , Firehose AT4LL FIENIRAS.
3. EERERBEHTURT , EFFF AR KEREHIER AT 4 5 R PR R HAE,
4. REIRBEEFHBIEELBEE Splunk 5|, Splunk # R FI#E Zi7H

sourcetype="aws:firehose:json" fl index="name-of-your-splunk-index", B>

W1AFE Splunk FEREBHMEZEER , 1S H Splunk PRI ZF M.

MENHEERHIEER Splunk R5|H , FREMEK AmazonS3 FEETPREBAMEH,
FESRABEREEE Splunk.

5. ESERMIEA , i Stop sending demo data LM IEF=4E AR A,

5 F Apache lceberg it 17t
HWITULT SR |, ¥ Apache Iceberg RAEHN B #9it LAMIi Firehose i
E{F A Apache Iceberg &M i# Firehose i

1. 3T7FF Firehose ##|& , Mt 7, https://console.aws.amazon.com/firehose/

2. IERIFJEERKY Firehose fi. EFFHRAIEBIEZHI , Firehose TRAT4L FIEIRES,
3. EFERERKREHITIET , EEFHAEETRKIEE LR RIRERBEHIE,
4

ERRELWRARIERE EENEIEEE IR Apache Iceberg &k, HEE , RIEEEENE
HEE  WREESE/LoNE  FINRFEERELNEEBED,

5 MEMHABIEREIELER Apache Iceberg RH , NEFERELRH AmazonS3 FHEBFREE XK
=4,

6. TESEAMIEAT |, iHi%$#F Stop sending demo data LAE L= A ERHTEA.

& A Splunk 3173zt =


https://console.amazonaws.cn/firehose/
http://docs.splunk.com/Documentation/Splunk/latest/Search/GetstartedwithSearch
https://docs.amazonaws.cn/firehose/latest/dev/troubleshooting.html#data-not-delivered-to-splunk
https://console.amazonaws.cn/firehose/

Amazon Data Firehose FEANGIER

b Firehose & IETIE

ARFT A B a5 A A [ 49 BRI RIS R &R B IR Y Firehose o MR BT T ## Amazon Data
Firehose , &1 S B B 2T 1+ 4 2 Amazon Data Firehose ? MBS FIARIE,

(® Note
H 16 Amazon BRS REE@{L T B — X E Firehose B REHENEY, NREENT T
CloudWatch B&, CloudWatch EFFZREEE B#RET |, 88 Firehose BB AR/ERIZIN HIM

Amazon loT , 1ﬁ§u1E"é‘E’J Firehose & BEEEMBRS N TE—XiE, 8x8MNKENRS
wWRHNEER |, 2% Amazon Data Flrehose Ui R o

& 7] DU BHE ML T B3 SR & 3% 2| Firehose o
£

 ECi& Kinesis RIBAKIEEIE

« fEF Amazon SDK & iAEE

- [d Firehose &% CloudWatch H&

- [A Fire CloudWatch hose KEEH

- ELE Amazon loT @ Firehose KX E#E

Bl & Kinesis {CEE LA KX IE

Amazon Kinesis fRIERIMI K Java MU ARERF , TRESESXRE , UERNAWEREHNELR
A% Firehose, MWREBIFEEIE—ANXH , HEHBTERIEFIEMN Firehose . RIEEREMATLE

Iﬁ:%?ﬁé\ RELBREHEIAMNER, EMBETRNANTE, RENEEENSGEEZRENEE. ©

BERT UMK CloudWatchiEFr A E it M5 I RIS R H N EHTHIEHRR, ETHRESER

1814 8] awslabs/ amazon-kinesis-agent,

MANBRT , RETHRITF ('\n') DM EBNXHFHIEFRK, BR , BAURREREN M ZITIER
(FZH BEERERERE ).

R R T Linux WARSSERIME ( 0 Web BRS 87, BERSBH/NBIEERS R ) L2RUAE, &
ZERER , BIIEEEREN XA RMBIEN Firehose RREENRE, EREFREZE , RENE
25 X L8 344 R R SR B4 H BATT SE Y 75 O R R 3% F Firehose o

BLE Kinesis I AR IZEIR 58


https://docs.amazonaws.cn/general/latest/gr/fh.html#fh_region
https://github.com/awslabs/amazon-kinesis-agent
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FRF M

HEITIREER Kinesis A28 , FWREBEUT TREM

- BHRERGSIZ Amazon Linux 3 Red Hat Enterprise Linux 7 28 SRR,
- K 2.0.0 AESHRAER JRE 1.8 HESRAFE1T. KE 1.1.x A JRE 1.7 HESERAIEZEIT,
- WMREFEA Amazon EC2 =T , /B3 EC2 34,

- BIBEEH IAM A Amazon iE B 2401 EF 1T Amazon Data Firehose PutRecordBatchi fE#Y X
IR, REFENBIEAEREM Firehose . MREHNREF A CloudWatch 532 , NEEEHIT
% CloudWatch PutMetricDatai2fERIN R, BEXREZEE , BSHEE A Amazon Data Firehose 2
H 15 7] AR 5 42 Kinesis AVEBIZ1TIROR. M Amazon B9 &4 M5 R H] CloudWatch,

&I Amazon Eif
FERUTAE2 —EBEH Amazon iE$ :

- BIEEENEURMERF, BXEZER , 58S H the section called “BIEHELEIEREER
- HEBBHEM EC2 KHIIEEZ IAM B,
- EEENRENIEE Amazon £ (SR T HBLEFRawsSecretAccessKeyH
fawsAccessKeyIdHfZ Hthe section called “IEEREREIRE" ) o
« Y48 /etc/sysconfig/aws-kinesis-agentAEEEH Amazon X H Amazon 178 Z4A,
- WREW EC2 KHIMLTFREH Amazon IKFH |, BERIE— IAM BELUREMEX Amazon
Data Firehose BRF MG RIRR, EEERENIEEZAE® (S Assume Learn #

|dassumeRoleExternal ) » FEABIEINAZZ —REEZ — NEKFPENEFTLACHNAFREN
Amazon iE$,

SIEBEENERIEREERF

FAEEENEILIRERER , AEUATEERED N Kinesis REBRAH

FELZH jar B : userDefinedCredentialsProvider.classname #
userDefinedCredentialsProvider.location. BXEXFNEBREMNHA , HSHthe
section called “IEENREERERE",

ECEBENEILRMEERF , BEN—1XIM Amazon CredentialsProvider #EOME T4
T 7Ro

TR 59


https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
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import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.auth.AWSCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;

public class YourClassName implements AWSCredentialsProvider {
public YourClassName() {
}

public AWSCredentials getCredentials() {
return new BasicAWSCredentials("keyl", "key2");
}

public void refresh() {
}

BRI RVTE — PN TS B ER R

Amazon EB AR S EUFREFWELE. DRFLHERFRFERENERDHNRETEN
R, FELSEFEEATRNRINRD, fE  DRCEERMBS (TEX ) RENFERR
B WS RRENZE,

THARENRE

B EEIENEG, BXEMEER , 550 (Amazon EC2 AFIER) FEEEIIEHNEF,
RisEiEEER RA |, 55 (Amazon EC2 AF1ERE) HHI#HEE Amazon EC2 Linux SEIRYE 2

ETkR, §EAUTHZE —RERE,
« EM Amazon Linux FEEIZERE
A EGE AT Amazon Linux 3261, SEAUTHS :

sudo yum install -y aws-kinesis-agent

Agentv 2.0.0 RE SMRAZELELESR Amazon Linux 2 () AL2 BAERSEHNITEN L, KAEBRAEE
Z% Java 1.8 RESRAR, NREREZEMEN Java R , REZEREFTLRE, BXILEE
Linux 2 WEZEE , S Mhttps://aws.amazon.com/amazon-linux-2/.

TRARERE 60


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
https://www.amazonaws.cn/amazon-linux-2/
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« M Amazon S3 FEEIRENRIE

WHENLT RN E#EELZRNRE , BbiERA T Red Hat Enterprise Linux A& Amazon Linux 2
KBl, ERAATHS TERALESIMAEANKE 2.x.x :

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-agent-
latest.amzn2.noarch.rpm

ERRBERAHRE , FEDTTEERES, flH , AT HEEAE 2.0.1,

sudo yum install -y https://streaming-data-agent.s3.amazonaws.com/aws-kinesis-
agent-2.0.1-1.amznl.noarch.rpm

MREFERANR Java 1.7 , BFREHE , N ATEHE Java 1.7 REHVKE 1.xx. Hlan , ETHRK
B116, AIERAUTHS :

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-
agent-1.1.6-1.amznl.noarch.rpm

BUERANAT oS THEHRE

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-agent-
latest.amzn2.noarch.xrpm

+ M GitHub repo FiZE R E

1. BHE , ARECLZEMEN Java A , E4AFURTRIEBIRA,
2. M awslabs amazon-kinesis-agent GitHub /17 E T8 E,
3. SMEITHEFRHSITUTHRTRZENRE .

sudo ./setup --install

TRARERE 61


https://github.com/awslabs/amazon-kinesis-agent

Amazon Data Firehose FEANGIER

« 1£ Docker AR ERE

Kinesis KRB A LUEBREHEIT , LA LUE amazonlinux B8 & 11T, EHALUT Dockerfile , &G
1Z1T docker build,.

FROM amazonlinux

RUN yum install -y aws-kinesis-agent which findutils
COPY agent.json /etc/aws-kinesis/agent.json

CMD ["start-aws-kinesis-agent"]

EiEHEHNNE
WE B RE
1. FRERESH (DREARAABERR , NBRAS 0 HHRRNIT ) : /etc/aws-

kinesis/agent. json

EHEEXHD  BERBMNPIREBENXH ( "filePattern" ) AR KREBFHIELET W
Firehose I E#: ( "deliveryStream" ), XHER—fER , HAREREB IR 5 XHRIR,
BYALRIRFERAXGFSLBIH XHRRBTEEY —IR, A2 A B & ki E ZIRER
HIE A Firehose AKX, MRS AUIEFT M4 RERFEAXHFNRBEEBL—R , REFEE
EBX 25X L4,

{
"flows": [
{
"filePattexrn": "/tmp/app.log*",
"deliveryStream": "yourdeliverystream"
}
]
}

ZRiIA Amazon KifiHus-east-1, MRFEANREMXIE , #HfF firehose.endpoint BRER
MEEENY , ANKEEELRTR. BXESZER , oA EERERERE,

2. FHEHIRE:

BEFRHNRE 62


https://docs.amazonaws.cn/AmazonECR/latest/userguide/amazon_linux_container_image.html
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sudo service aws-kinesis-agent start
3. (M) RRERENERSGEINES :

sudo chkconfig aws-kinesis-agent on

Nz, RBENRERFERFREZET. EBFEBEREENXXHY , ARBEREIIEEN Firehose
o REEBNIERE /var/log/aws-kinesis-agent/aws-kinesis-agent.log H,

BEERERERE

REXEFERMNENEEIRE , Bl filePattern Ml deliveryStream , AR A A F HALThAERY AT %
BBIRIE, B LAME /etc/aws-kinesis/agent.json FIEEAEEREBEREM LR BIRE.

RELEUEBENH  MYSAEANTHSELBRHRE

sudo service aws-kinesis-agent stop
sudo service aws-kinesis-agent start

HE , BHUALERANATGS

sudo service aws-kinesis-agent restart

—RMREEREN T,

BEEiRE i85

assumeRoleARN AP RNABNAEKH Amazon BREM (ARN), BXEZEER , BSH
IAM A5 EER IAM BB ZERE Amazon Ik 15 R AR

assumeRol BmEEATIEFZACGHEIEIMRARF. BXEZEER , 55H (AM AR

eExternalld ¥Er)y Ay {fE A SNEB ID,

awsAccessKeyId Amazon BERMIAZIENAEZ4R ID. iIREMXETAAEHMEIERMERE
Fo

awsSecret Amazon BERINEIENZH. LRERETEREMEIIRHEER,

AccessKey

EERERERE 63


https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
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FRARER

EEIRIE

cloudwatc
h.emitMetrics

cloudwatc
h.endpoint

firehose.
endpoint

sts.endpoint

userDefin
edCredent
ialsProvi
der.classname

userDefin
edCredent
ialsProvi
der.location

BREIRE

aggregate
dRecordSi
zeBytes

51 B4

CloudWatch 1R 2R E , M AFRE@EKIEIEIR (true).
2RIA : True

Ay X154 4w T | CloudWatch,

ZRIAE : monitoring.us-east-1.amazonaws.com
Amazon Data Firehose B X il 5 o

BRIAME : firehose.us-east-1.amazonaws.com
Amazon £ T RS XIHLHT Ko

ERIA{E : https://sts.amazonaws.com

MRENBENEIIRHER  BEFEAMRERHETS2REXG. TE
EEXBRXRBREE .class,

MRENBEXFZIERERERF , BEARREEETS BENLEIRME
FH jar WL R, REBEEUTNEERK jar X : /usr/share/

aws-kinesis-agent/lib/

L

EFERERSIER , RARE—MREPFXLIZRKMA Firehose 7t , 58

EHRE, FUHIEBEAMEN KD , BHFERSGIEFKERZANG , K€
RIS A Firehose o

HIME : 0 (TRE)

EERERERE

64
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FRARER

EEIRIE

dataProce
ssingOptions

deliveryStream

filePattern

initialPosition

maxBuffer
AgeMillis

maxBuffer
SizeBytes

458

ERE MO THIEFARIE T Firehose T B M A Fix L5128 kA9 4L 2B 1 T
H5IR, XELBETURIEENIRFHRT. BRXEZER , SR £AK
BEXHEETRALE,

[#%ZE] Firehose & #ro

[(AE]) EERRBSZENXHN Glob, SIHERXCENEMX4HLE
AR EHE HRHHTEE, N TEREEEXWAEXH |, M aws-
kinesis-agent-user ®FEEMNR, N TISXEXHHNER, &
M aws-kinesis-agent-user IZFIEEFIHMITR,

/A Important

RIEBFERSHEACENEAH. hNTHRRREFTSERS
AWiEF , BAEERERTN,

TR XAV ¥D LB, BMEN START_OF_FILE H END_OF_FI
LE

2RIAME : END_OF_FILE

REBEFHIERIES Firehose M2 AR BFENFKETE ( LEZRIT) .
{E5B M : 1,000-900,000 ( 1 B¥E 15 54 )

2RIAME : 60,000 (1 2% )

REBERBIERIEER Firehose R AT E AP NBBHRAKND (AFTIT
) o

BB : 1-4,194,304 ( 4MB )

BRIAE : 4194304 (4 MB)

EERERERE

65



Amazon Data Firehose

FRARER

EEIRIE

maxBuffer
SizeRecords

minTimeBe
tweenFile
PollsMillis

multilLine
StartPattern

skipHeaderlLines

truncated
RecordTer
minator

L

REEF IR KEF Firehose MZ A EAH BTN HERIZFEEK.
E38E : 1-500

ERIAE : 500

RER WS BRRI R RBEHREQH DR (UEDI) .

EEE 1 REAE
ERIAE 1

RATHRIRIERITHNEREN, ERHSENTENITAREREX T TEE
AIATITERK. BRENENRER, RINMBERT , BEXGFHNE—
AT EBH AT — KB FR.

RIE I 2 UG 325 ST FF K BT 0 AT B9 1T B
EBE : 0 HEKE
HKIAME:0(F)

FEiEeF A/MB3E Amazon Data Firehose iB & A/NR&IaT |, (S B REB H
BRI KINFRFE, (1000 KB)

BUIAE : '\n' (R1THF)

B Z 3B FAR

BEEESMRERERE , B UREREUEZES N 4B FHRBBEBREINZ MR EATER

ERfle  RBYEEFRNXHE R , HEBIED 3 XE 2R Kinesis IR Firehose o &
Kinesis Data Streams 1 Amazon Data Firehose & E 7 [2 #Y i &

TEBRUNTE-XHE.

AT LA R
, X BB BAR R Firehose R

"cloudwatch.emitMetrics": true,

"kinesis.endpoint":
"firehose.endpoint":

"https://your/kinesis/endpoint",
"https://your/firehose/endpoint",

BEZA X B FAR
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"flows": [

{
"filePattern": "/tmp/appl.log*",
"kinesisStream": "yourkinesisstream"

},

{
"filePattern": "/tmp/app2.log*",
"deliveryStream": "yourfirehosedeliverystream"

}

B X1 Amazon Kinesis Data Streams FEAREBENEZFMEER |, 5SHFEH Kinesis REE A
Amazon Kinesis Data Streams,

e HAEN BRER T E

REUUFGENZ B4 2TNIER , AEBNXEIERKIEE Firehose o B F
dataProcessingOptions Bt EiRBERMEIEH R AT E ALkIhee. ATLURM— NS MEEIE
I, X LR TUFRIE E IR FHAT .

REXFEUATAEED, B TRERIRN , Bl —SH AT BHAE®RD, &7 LM Kinesis
RETHRE,

AL FR IR TN
SINGLELINE

BREBRRITHNERNZR , NSTERERNETIESR.

{
"optionName": "SINGLELINE"
3
CSVTOJSON

FCEM D FRfF 2 BRI HHR A JSON 1o

{
"optionName": "CSVTOJSON",
"customFieldNames": [ "fieldl", "field2", ... 1,
"delimiter": "yourdelimiter"
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https://docs.amazonaws.cn/kinesis/latest/dev/writing-with-agents.html
https://docs.amazonaws.cn/kinesis/latest/dev/writing-with-agents.html
https://github.com/awslabs/amazon-kinesis-agent
https://github.com/awslabs/amazon-kinesis-agent
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}

customFieldNames
[ 7] EEA JSON BEX FRERNFEREW. flm , mREEE ["f1", "f2"], Wid
i“v1, V2”4§$§ﬁ?‘] {n.f:ln : "V1" , n.f:zn : "V2"}o
delimiter
HiExFREIREFNZFHE. MNMENES (,) .
LOGTOJSON

FEFM B ERXFEERF JSON X, XM HERR S Apache Common Log. Apache
Combined Log. Apache Error Log #1 RFC3164 Syslog.

{
"optionName": "LOGTOJSON",
"logFormat": "logformat",
"matchPattern": "yourregexpattern",
"customFieldNames": [ "fieldl", "field2", .. ]
}
logFormat

(#FE) BEZERN, UTEUEENE

« COMMONAPACHELOG - Apache BRABERER . BMIAMBER TEBNMNBERBEBAUTE
R : “%{host} %{ident} %{authuser} [%{datetime}] \"%{request}\"
%{response} %{bytes}’,

« COMBINEDAPACHELOG - Apache A& &K, BRIANBR TEBNAEFZEHBAIUT
B : “%{host} %{ident} %{authuser} [%{datetimel}] \"%{request}\"
%{response} %{bytes} %{referrer} %{agent}’

« APACHEERRORLOG - Apache #5ix BEE R, MIANBR TEBNMNAEFEHBAUTE
RN “[%{timestamp}] [%{module}:%{severity}] [pid %{processid}:tid
%{threadid}] [client: %{client}] %{message}’s

* SYSLOG— RFC3164 R AEHKRN. RIAMBRATEBNAEREBMBAUTE
N : “%{timestamp} %{hostname} %{program}[%{processid}]: %{message}’s

matchPattern

BEERENMEHERANBRIANER, REEXZXEFEABENHER , NAAFERZRERNEE
BEHME. NMRIETE matchPattern , BAIIEE customFieldNames,
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customFieldNames

E& JSON BEXNTRERNEELZREN. LAUMERALIREE XM matchPattern
REWENFTREN  IBEMEX ASERNIRINFERE R

Example : LOGTOJSON &t &

THER—1N#H)RHA JSON #%XH Apache BH HESKEH LOGTOISON B E&ERHI

{
"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG"
}
HIRED
64.242.88.10 - - [07/Mar/2004:16:10:02 -0800] "GET /mailman/listinfo/hsdivision

HTTP/1.1" 200 6291

g

{"host":"64.242.88.10","ident" :null, "authuser":null, "datetime":"07/
Mar/2004:16:10:02 -0800","request":"GET /mailman/listinfo/hsdivision
HTTP/1.1","response":"200", "bytes":"6291"}

Example : @8 BE X F BRI LOGTOJSON fit &

THER LOGTOISON BLEM B —NRHAl :

{

"optionName": "LOGTOJSON",

"logFormat": "COMMONAPACHELOG",

I'CUStomFieldNameS": [Ilflll' II.FZII' II.F3II' II.F4II' II.F5II' II.F6II' II.F7II]
}

EAtRERERN , E—NREIPHE—1 Apache BA B E&Z B FM TN JSON & :

{"f1":"64.242.88.10","f2":null,"f3":null, "f4":"07/Mar/2004:16:10:02 -0800","f5":"GET /
mailman/listinfo/hsdivision HTTP/1.1","f6":"200","f7":"6291"}
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Example : ¥ Apache BA HE%E

AR RECIE R — 1 Apache BA HE% B ## ) JSON XMW EITIER !

{
"flows": [
{
"filePattern": "/tmp/app.log*",
"deliveryStream": "my-delivery-stream",
"dataProcessingOptions": [
{
"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG"
}
]
}
]
}

Example : % Z{TidR

LTREESDHE 1T [SEQUENCE="TF XM ZTiEFK, BMEFAEEBRN —NRITIERK. AR, &
ETHRIBHAMNCEKFRIUE, RENERFEIEEN customFieldNames {8 , M\ JSON
B EITIER,

"flows": [

"filePattern": "/tmp/app.log*",
"deliveryStream": "my-delivery-stream",
"multiLineStartPattern": "\\[SEQUENCE=",
"dataProcessingOptions": [

{
"optionName": "SINGLELINE"
},
{
"optionName": "CSVTOJSON",
"customFieldNames": [ "fieldl", "field2", "field3" 1,
"delimiter": "\\t"
}

2 A AT XS S dim st T AL 22 70



Amazon Data Firehose FEANGIER

}

Example : EFLEZEXH LOGTOJSON FE

THR— MR JSON KK Apache BA A ESEH LOGTOISON BB RGl , EFEETRE—
NFE (bytes) :

"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG",
"matchPattern™: "A([\\d.J+) (\\S+) (\\S+) \\LC[\\w:/T\\s[+\\-1\\d{43})\\1 \"(.
+2)\" (\\d{3})",
"customFieldNames": ["host", "ident", "authuser", "datetime", "request",
"response"]

}
BRI

123.45.67.89 - - [27/0ct/2000:09:27:09 -0400] "GET /java/javaResources.html HTTP/1.0"
200

L3 9=

{"host":"123.45.67.89","ident" :null, "authuser":null, "datetime":"27/0ct/2000:09:27:09
-0400","request":"GET /java/javaResources.html HTTP/1.0","response":"200"}

FEHAEANKRE CLI &%

TRIHT —HFEH Amazon Kinesis XN E L AGIFERNNGS .

152 A = 651 Gk
ZEEIN B RE
%'Jb%mﬁad’%d’ sudo chkconfig aws-kinesis-agent on
RE
REREAPRES . N
sudo service aws-kinesis-agent status
FIERE

sudo service aws-kinesis-agent stop

ERERABRE CL &% -
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FRARER

15 F 3= 45 Gkl
MIEf BB

B &34

HERE

/var/log/aws-kinesis-agent/aws-kinesis-agent.log

sudo yum remove aws-kinesis-agent

HEEM Kinesis B % 3% i I 4 7] 55

WREME T FEH Amazon Kinesis R FHEEIE LB REHEESEMNBE RS E,

[] &

A4 Kinesis XE T %7 Windows

LiE1T?

R4 Kinesis (R EEEEZ 18 H/S
RecordSendErrors 3Igin?

W{AERR java.lang.OutOfMem
oryError ®R&?

W{afER I1legalStateExcept
ion : connection pool
shut down ®%¥ ?

BRIRTT

&R T Windows B Kinesis X 55&AF Linux &K

Kinesis RE R TR 4,

XBEEEHBT Kinesis WiREKN . &F Kinesis Data
Streams #J WriteProvisionedThroughputE
xceeded #E#5Z Firehose Jii# ThrottledRecords
iR, XEEHM 0 FHENEME MR REZEINGR
#Hl, BXEZEER , 551 Kinesis Data Stream limits
Firehose streams.,

BEBRTTRE , &EF Kinesis VERABERENRERERE /N
#, Kinesis XEREH AT BHER |, It Kinesis 1%
BNRELERAXMYE, ZHFENAEHEHIAX
#,

¥ Kinesis RIE&E BB AR E L 510 TEREK
NegERER, =38 /usr/bin/start-aws
-kinesis-agent F#Y JAVA_START_HEAP #l
JAVA_MAX_HEAP , HEHEINRE,

Kinesis K& B R B HEZERLEL N TEAR. =
RTE /etc/aws-kinesis/agent.json HERK
B EIREF I8 maxConnections Hl maxSendin
gThreads . XEFENWRINMERTHETHRELE

BEEM Kinesis RERIEAT HILHY A7
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https://docs.amazonaws.cn/kinesis-agent-windows/latest/userguide/what-is-kinesis-agent-windows.html
https://docs.amazonaws.cn/streams/latest/dev/service-sizes-and-limits.html
https://docs.amazonaws.cn/firehose/latest/dev/limits.html
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(] & RS =
w12 %, BXREARERERENESEERE , BS0L
AgentConfiguration.java.

WA AR Kinesis 3R #Y L At [B] &R ? A[#E /etc/aws-kinesis/log4j.xml A3 A DEBUG

&5 BE
KN ZNAE E Kinesis X3 ? maxBufferSizeBytes #/, Kinesis VIR IELIEH

MERES, XTUEEFE , BAXEL TieZN &t
B , BT ERF Kinesis BIER,

N4 Kinesis REBARZEEEER XRHTXHREPHEREEEAN. BRSNS

? fileFlow’s filePattern RIEE—NX#H., MR
FEEAM logrotate #WR4AT copytruncate ¥
X, BAREREXMER. ZRFEXNEXNRIAERSR
BBEXUBRES, AXUEBEEERXNESER , #
SN EEEICR,

£/ Amazon SDK &% iz

A LA A Amazon Data Firehose API i@i3 & A F Java, .NET. Node.js. Python 3 Ruby K9
Amazon SDK FF#i#E X 3% F| Firehose . MRET T ## Amazon Data Firehose , 16 RETRIZE 1
472 Amazon Data Firehose ? AN ANBLSMARIE,. BEXEZEL , BSRFBER Amazon Web
Services FF X,

XERGFFAMEREATEFNRE , EACINTLRERBITENRE , REFT2EREME TR
ZEHMERERE,

Amazon Data Firehose API 12 7 W A T @ ¥REY Firehose BB XX BB IRE -
o PutRecordPutRecordBatch PutRecord()fE — MM A KX —&HBIEILHE , H#
HPutRecordBatch() AT BATE — NFEIY A & 3% 2 & B3R 18 o

£ 8 X B A& 1E PutRecord

BEAHERN , RAFEE Firehose REMMFTEPEX ( <=1000 KB ) » HH-F Amazon Data Firehose 7£
X HNEE Amazon S3 2RI At EAESZKIER , AN ATREZEERMERSBRA. EU—X—%id
kMA@ Firehose REABWE , BHEAU TR :

£ Amazon SDK &% iz 73


https://github.com/awslabs/amazon-kinesis-agent/blob/master/src/com/amazon/kinesis/streaming/agent/config/AgentConfiguration.java
https://docs.amazonaws.cn/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.amazonaws.cn/firehose/latest/APIReference/
https://www.amazonaws.cn/sdk-for-java/
https://www.amazonaws.cn/sdk-for-net/
https://www.amazonaws.cn/sdk-for-javascript/
https://www.amazonaws.cn/sdk-for-python/
https://www.amazonaws.cn/sdk-for-ruby/
https://www.amazonaws.cn/developers/getting-started/
https://www.amazonaws.cn/developers/getting-started/
https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecord.html
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PutRecordRequest putRecordRequest = new PutRecordRequest();
putRecordRequest.setDeliveryStreamName(deliveryStreamName);

String data = line + "\n";

Record record = new Record().withData(ByteBuffer.wrap(data.getBytes()));
putRecordRequest.setRecord(record);

// Put record into the DeliveryStream
firehoseClient.putRecord(putRecordRequest);

BXEZRBLTX, 28 Amazon SDK #BEH REINRBE., BXERMNMMELINESR , F5H
Firehose AP| Operations F1 AR EH,

£ Batch B Ai24E PutRecordBatch

EAHFER , REE Firehose BB FMIEKFIT, BT Amazon Data Firehose TE45 304 Nz
Amazon S3 ZHI AR EANEZRICHK , A FREZEERNIERKDRT. ELUMEIF R @ Firehose RE
ABEIER , BEAUTRE :

PutRecordBatchRequest putRecordBatchRequest = new PutRecordBatchRequest();
putRecordBatchRequest.setDeliveryStreamName(deliveryStreamName);
putRecordBatchRequest.setRecords(recordList);

// Put Record Batch records. Max No.Of Records we can put in a
// single put record batch request is 500
firehoseClient.putRecordBatch(putRecordBatchRequest);

recordList.clear();

BREZRB LT, 2 Amazon SDK FEBEMNREIRE, BXBERVNMBEFEELZNER , FSH
Firehose API Operations FRIAEX E B,

[@ Firehose &% CloudWatch B &

CloudWatch ATLAfE A CloudWatch 1T B R85 B EEH Kx 2| Firehose, BEXEZER , BESHAE
Fd Amazon Data Firehose BY1T [ 5% S 4o

CloudWatch BEEHLAESRE gzip &N &% Z Firehose, MR EBFHREREH B ESHEIZE
Firehose B#x , AJLA#E M Firehose FVREMRIHEE B BES B, CloudWatch

£ Batch E A€ PutRecordBatch 74


https://docs.amazonaws.cn/firehose/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/SubscriptionFilters.html#FirehoseExample
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/SubscriptionFilters.html#FirehoseExample
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/A Important
B &l , Firechose X #f¥ CloudWatch HE4Z % F| L % OpenSearch fRS B #5 , BRI S
CloudWatch % B &E4E H F|— Firehose i2%EH , ML S # OpenSearch IRE T EE
—RIEFHESZZNAESHL, ERBRAR , BRI LIERIE CloudWatch A& AL S i#h
OpenSearch BRSRYIT B IE R A

iR E48 CloudWatch B&E

WRIEE A Firehose 1£3% CloudWatch BE , HH LR ER G EIEEZ M E Firehose BB R |
#F Firehose BiiEME 04 ( Parquet, ORC ) Sz &% X, AR Firehose /3 F # E &L,

IRA LAE A Amazon Web Services B2 #]A. Amazon Command Line Interface 2 Amazon SDKs
FFH%EIjJ Beo

(® Note

MRLEEBLEAMBERTEE , BRFZREITAT CloudWatch BEIT R IERE , MA=
FFVended Logs, MREERFREAFERSEHMEE CloudWatch BENF LB BBESRI
g€ , M@FirehosefeElVended Logsi¥ kW, Lt #% 48 ThEE{XE A F CloudWatch H&,

# & B EFREUEE CloudWatch

BRBERN , B LUERENBRAESRN. £AERREE , Firehose 2 MBESH CloudWatch

BEEEFFEEAEAHE  AIMESE., BE4A. BSRMEATKRE , HOURMEEZRANK
B, MREEFGHIEZEE Splunk BBV |, M AT S ESIREIIEE |, Splunk FREBTHIE. UT 2
BERAENAETA L LTIeREEFHEREN.

B 1R BERIRENAY R E 48 fa A9 Rl

"owner": "111111111111",

"logGroup": "CloudTrail/logs",

"logStream": "111111111111_CloudTrail/logs_us-east-1",
"subscriptionFilters": [

"Destination”

1,
"messageType": "DATA_MESSAGE",

#RE4E CloudWatch B & 75


https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://docs.amazonaws.cn/firehose/latest/dev/dynamic-partitioning.html
https://docs.amazonaws.cn/firehose/latest/dev/data-transformation.html
https://docs.amazonaws.cn/firehose/latest/dev/dynamic-partitioning.html
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"logEvents": [

{

"id": "31953106606966983378809025079804211143289615424298221568",
"timestamp": 1432826855000,

"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root1\"}"
.

{
"id": "31953106606966983378809025079804211143289615424298221569",

"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root2\"}"
iy

{
"id": "31953106606966983378809025079804211143289615424298221570",

"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root3\"}"

}
]
}

2 BHEIREM R E S 5 B9 Rl

{"eventVersion":"1.03","userIdentity":{"type":"Rootl"}
{"eventVersion":"1.03", "userIdentity":{"type":"Root2"}
{"eventVersion":"1.03","userIdentity":{"type":"Root3"}

Bt 6 A X FHR Firehose i /B AR E 48 ThEE
EX#FH Firehose EI&S AREINAE | i5EH Amazon Web Services B4 &

1. 3% Amazon Web Services BEZF| & H1E /kinesis LI FT Kinesis ##l& . https:/
console.aws.amazon.com

2. TESMBEKFI%EE Amazon Data Firehose,
3. 1&#EBIE Firehose 7o
4, TEEBEMENH®T

i

&1 Firehose 7BIR. HEETIIRZ— :

+ Direct PUT : &t a] 2 Firehose it , fEFENARFEEE A, BXxE Firehose

Y Direct PUT S Amazon fRS. REURFRERSHIIK , HSRALES .

BT H A X Firehose 7S AR E4R ThaE

76


https://console.amazonaws.cn/kinesis
https://console.amazonaws.cn/kinesis
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« Kinesis i : % IED , LB E A Kinesis B RIEN BIERKIF Firehose . ARfE ,
BRI LAE A Firehose MILE Kinesis BIERBZANRIEBEE , A GENKB BN, BEXES
f§ 8 , B2 Writing to Firehose Using Kinesis Data Streams

BFrfriE

Firchose Ay B Mih, EF T IEDTZ — :
* Amazon S3
* Splunk

5. 1E Firehose MEBMT , # ABAIRAB .

6. (AL ) ERHRBRIEKT :

« £ “M Amazon CloudWatch Logs SERIER" o+ , R ESHES.
- MREEMERGFERAESRI , NEFEETFEEERIG

EI A Firehose i L5 BRIESEThEE

ATRMETXTEIEA Firehose RABABERNILA, ©HETHPHE—2H Lambda 4
HARAMELZ B Lambda 4B R, UTHTER T ERERH step-by-stepfF , REEBIBRIE N
Lambda B4, E# Firehose & B UK 14532 CloudWatch 1E#5 , AR K INSEHEAN B Firehose i E 45
IjJ BEo

2 Lambda 4 B85 AR E %

EZHEZHA Lambda B HER TXIAE Firehose TG AMES , X453 A Lambda 4038, R4
XNAERER. U THRUAMMENRE A Lambda A EBHINERE ABRESR.

1. B2 — Lambda B, S ASIRERICFEE , b AR L IEE SIRHE Lambda B,

2. BFE LRI Firehose LS A Lambda 432 H &I 2H Lambda BB T,

3. EAHFM Lambda BRBEFHRE , BIRE Firehose 214 ¥ /5 AR ESR IR,

4, BREIELSE 1 P/EAM Lambda 438, E , EUSRBREELSER 1 FOIENEE,

/& i Lambda &b 3B 5 F 8 = 48

MREBELEHHE Lambda EHEH Firehose i , EHITHRES , LR HE BN Firehose i E 48
IhAE, TEMEEIRECH , BEERLMN Lambda R , LHIASRTHRERSEERI. &K

1E¥ A Firehose it L /3 A I 48 Th &% 7


https://docs.amazonaws.cn/firehose/latest/dev/writing-with-kinesis-streams.html
https://github.com/aws-samples/aws-kinesis-firehose-resources/tree/main/blueprints/kinesis-firehose-cloudwatch-logs-processor

Amazon Data Firehose FEANGIER

Lambda REHAHENESE 1 S8 2 FE R ROIZEE, mRmEFERMEL , NETUERLTS
RE# Lambda B,

1. FEHAH Lambda MEERNLER., FHER Lambda B4 BEKNE AN EBIERKES
ERBES. EREERMABBERERN T 2MITHES.

2. fERANEM Firehose M B EEMINAE , LLH1THEESR,

3. WMRIEH Firehose EFE KRB , B8 A% CloudWatch 18#5r, WiEHEHR
CloudWatchProcessorLambda_IncomingCompressedData HEFEZIBFRERE., XF
BIALZEBERH Lambda BT B ABIBHYEHRESR , H ETBEE Lambda BEEL,

4. BPBR Lambda #iE#HR , RN ETBEZ TR E SRR

1£ Firehose i 2 AR E 48

EERANBIEBRANEES , 1§ H Amazon Web Services ERE#2 4|4

1. &3 Amazon Web Services EE 2 #H 5 H1E /kinesis L3TFF Kinesis ##l& . https:/
console.aws.amazon.com

£ S M B & Hi%E Amazon Data Firehose,

R A ERE/ Firehose Mo

£ Firehose MIFMAEENE L , BEHE BRI+,

EHRBRICEED , ERERE.

£ “M Amazon CloudWatch Logs SRERIER" T , BR “HEMESR" , RARER “REEX .

o g A~ W DN

Xt Firehose RV FEE gt 170 BHEE

THREMRT Firehose MALEREREER/MLEBEER S FCRERE S3 HiRFHESE. B
FIEFERMR HER. HPE#ERT REBRNNBERERFERDAEIREE.

&) &3 RIRF R

MBEHBERIEDHIER , B R Amazon Data Firehose ToABEMR DS , NiExKF

BAaREMFA? BREE ( UESHER ) RHEIEBIE Firehose FROIZEHIBE 18
EW S HBIREFEMEM. BRTIERA , FRANNRE TS
TRBEMERER , XEXNREREIE N decompres

£ Firehose it 2 F ## I 48 78


https://github.com/aws-samples/aws-kinesis-firehose-resources/tree/main/blueprints/kinesis-firehose-cloudwatch-logs-processor
https://console.amazonaws.cn/kinesis
https://console.amazonaws.cn/kinesis
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[R] &R BRRTB

sion-failed ® S3 FEH@AIZR, ICFKMEELE KW
J& , Firehose 94440 3B H 112 &,

RINBESEE , MRAEEEHDE R Amazon Data Firehose £ E GRS TR (i

ix, RBIEARKEMFAL? IR XMBFERRFER ) PHE , MEFFUERER
R B IRE LI Firehose FRATHEEMN S3 HBiIRE@EHE. R
TIEFN , AR RESEERRBAERER.

MRENEBRIFE , ZWTEL NMREREFIEFHIBRIARE , MREEE
"2 CloudWatch B , Firehose & ¥§48i% 8 5. CloudWatch i2
FE|BEF, I, Firehose EL@EEA LA CloudWatch
H’ﬂ:"&ﬂ’]?ﬁhﬂib?ﬂm $83& TT LLUR R AR $E Firehose &K HEY
ERRAIBZER.

HputBREFRZXKE CloudWatch B ~ WIREF R =puts¥k B CloudWatch Logs , M «iRE AT
ENSREMFL? HIREE

Put to Firehose failed for AccountId: <accountI
D>, FirehoseName: <firehosename> because the
request is not originating from allowed source
types.

Firehose WEAEARThEE A B T WLEHE  Firehose X HEBKICEWBER ISR, BRIZEEE

¥R ? H(12%8%). Sit8dE (58 ). BESSE , SUEREL
DecompressedRecords kM= IhE Decompres
sedBytes AXMIAHINKAE. BEXEZER , BZH
CloudWatch B & E4R ISR,

6 Fire CloudWatch hose &i%E#4

B LABE CloudWatch EEAFNAME #5 |, L2 EE N [@ Firehose i &% CloudWatch
#,

@] Fire CloudWatch hose &%= 4 &
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A @A Firehose BERRIEEHHNEHHN 12 B #5 CloudWatch

1. &% Amazon Web Services EE#ZH| & HITF CloudWatch 1#2H|& , Mt Fhttps://
console.aws.amazon.com/cloudwatch/,

2. i&#E Createrule ( BIZEHN ) .
ESHR . AEANTEL  NTFEFF, EBRMER , RFERF Firehose Hio
4. EFIBW Firehose Fo

BxtlE CloudWatch B4HMNMWEZEL |, 1§55 Amazon CloudWatch =4 A7,

Bti® Amazon loT J @ Firehose &ix¥iE

& 0] LUE T A iR YE Amazon loT fHE EBLE N [E Firehose BB XKIZER.
E6|ZEmIA Firehose RAESHHIRE
1£ Amazon loT #=H| AR EIZMNET , FEIEZMNTEMNIRE —NRZMRET |, RERINRE,

B H B &% Amazon Kinesis Firehose o

1%£$# Configure action,

WNFREWH , EFIEW Firehose o

X F Separator , IR EEICFRZ BB AN D BRFER
NFIAM A | ERAEN IAM AE | SUERUEFAG,
TR NRE,

N o o bk~ w0 Dd =

BXRBIE Amazon loT MNP EZEE |, S H Amazon loT FLNZFE,

fit Amazon loT F @ Firehose Ki%#HiE 80


https://console.amazonaws.cn/cloudwatch/
https://console.amazonaws.cn/cloudwatch/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/events/CWE_GettingStarted.html
https://docs.amazonaws.cn/iot/latest/developerguide/iot-rules-tutorial.html
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£ Amazon Data Firehose F ¥R #3E

Amazon Data Firehose RI LA Lambda BRECRE#RE ANREE | HEERENHEEREIEN
i, LHERIE Firehose BT , ATLAS A Amazon Data Firehose #iiE#i.

T BRBIR R

L& 3 A Firehose BiE R8T , Firehose & P&E ANHKE. EAXK/NRETRHSEETE 0.2 MB

F| 3 MB 28, B} Splunk #1 Snowflake LA%\ , Fir G B By BRIA Lambda & K/DMERIGH 1

MB. X} F Splunk 1 Snowflake , BRIAR M XIETR N 256 KB, Lambda &P [EIFERTHF 0 FH

900 2B, Bk Snowflake LA\ , FiE B MM BRIA Lambda &4 iEFEIR "9 HN 60 B, XTF
Snowflake , BRIAWE HIRREIRA 30 ¥, BRFBEHPX K/ |, M ProcessorParameterif A
MBufferSizeInMBsMIntervalInSecondsifECreateDeliveryStream} UpdateDestinationAPI
#9ProcessingConfigurationZ#, RS , Firehose FRARLSAABRRNSENEHARLSRAEEN
Lambda B¥¥{. Amazon Lambda ¥#t 5 EIEIFM Lambda K% E| Firehose, HiAF|IEER B Wit
SrHRPIEAREFEE (AEREENE ) |, Firehose 2FHZIXEI B,

/A Important

Lambda [E£5 18 A& =X i SR F e B2 89 S8k KN R &1 6MB. HRERA T B ERBRAEERNE
HARNNFEHRETF 6 MB , H HEBORE#Y I 83T 6 MB,

Lambda & F #5426 (]

Amazon Data Firehose X 3#Fik 5 44089 Lambda @A E, MR ER Lambda MHFERT 5 9
WIEETRK , MSWRILLT481% : Firehose £ Lambda BB EEATEE1%. Amazon XIFHERAK
BB 5 28,

BRE XK EMELEIRET Amazon Data Firehose #{THIIRERE S |, B S [[the section called “4LE %]
T AW,

BRFBIRFTENS ]

X8 Lambda WATEHIRIEZ AT E LTS , TN Amazon Data Firehose J§& 154 IG5 EH 0 7 &
B KM,

T RBEREUR 81


https://docs.amazonaws.cn/firehose/latest/APIReference/API_ProcessorParameter.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ProcessingConfiguration.html
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For Kinesis Data Streams and Direct PUT

Lambda FAIEHRENICEKBEEZUTSH

« recordId: EiEAHEIE , idF ID M Amazon Data Firehose 5% Z| Lambda., #*#/GRi0F %
MBEMEICE ID, FRIBICHEMN ID FEZRICEKW ID 2B MREEFEE | HHEA N EREERX
Mo

« result : IERMNBIFEBHIRIVIRS. TEEMNENRN : Ok (IR ) . Dropped (4LE
BHEMEERICRK ) M ProcessingFailed (1IBRLZEEER ) . NMRIBRKAIRAN Ok =
Dropped , Amazon Data Firehose 2 AL TN, &N , Amazon Data Firehose ¥ N 4L E
KM

- data : BRIREHBIENE ( £ base6d w/BZFE ) -

LA & Lambda & R % H Rl :

{
"recordId": "<recordId from the Lambda input>",
"result": "Ok",
"data": "<Base64 encoded Transformed data>"
}

For Amazon MSK

Lambda FFAE R EMNIEZEBEELU TSI,
« recordId: EAMAHEIE , i25 ID M Firehose £i% % Lambda. ##EMNiIcFZFAMETEHEE L
% ID. FRIAIEHEKM ID MEHRICEH ID 2B MBERITE | FHM N BRI AW,

« result : IBERMBIBHLAVIRS. TAIBEMER : Ok (18R IN%# ) . Dropped ( A B HE M
EEFIEFK ) M ProcessingFailed (1IERFTEH#ER ) o WMRIZFKAVIRE N 0k = Dropped ,
M| Firehose 2IAAEEHII4AE, BN , Firehose 2 N E XK,

« KafkaRecordValue : %% EMEITEMNE ( £/ base6d wB2/F )

LT & Lambda & R H Rl

{
"recordId": "<recordId from the Lambda input>",
"result": "Ok",
"kafkaRecordValue": "<Base64 encoded Transformed data>"

BIRFERFTRN S 82



Amazon Data Firehose

FRARER

}

T 3EM Lambda EE

XEEEER T A ZFMEA Lamb Amazon da BRI ER Amazon Data Firehose #iE#H &
BRI

EEEFH AP TAMNER Amazon Lambda

1.

&% Amazon Web Services BB 2% & H$TFF Amazon Lambda #2§I& , Wik https://
console.aws.amazon.com/lambda/.

2. EERCIERH K ARERERER,
3. EEETFTERT , BERXETF firehose LLEH Amazon Data Firehose Lambda EEHE,
EEIE -

« 4 %3i%5%| Amazon Data Firehose #9125 ( Node.js. Python)

HERRERT AR Lambda Amazon 4B IRHY Firehose 203E 7% P ERIE N E AR B,
BHATHE : 2016 F£ 11 A,

KATWHER : T,
%% % Firehose B94FE CloudWatch B &

CHEALER, BOERALKER, YHBESHEH CloudWatch B EEIEBE 6MB ( Lambda PR )
B, AfREST A ST A, BXAE X1%EE Firehose Y CloudWatch BENEER. , 52 HEEHAB
FHE A Firehose, CloudWatch

X% B EK X H Amazon Data Firehose Fiic & ##t N JSON ( Node.js )

WERERT WA RFC3164 Syslog #& AV HI A 1Sk # N JSON,
B ATHE : 2016 F 11 A,

RATHH : Fo

F#H Lambda ER

83


https://console.amazonaws.cn/lambda/
https://console.amazonaws.cn/lambda/
https://docs.amazonaws.cn/firehose/latest/dev/writing-with-cloudwatch-logs.html
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EEFFAEBE Amazon Serverless Application Repository
1.  ¥:F Amazon Serverless Application Repositorys

2. EBRMNKEMEBENARRF,

3. ENRAER FERY , BRXEF firehose,

BH AL ERERAEEMNER T 0IZE Lambda B3, &2 Amazon Lambda A7,

SRR KR

WMREH Lambda EEE A X M &R 25 F) Lambda BRI M A& M , Amazon Data Firehose
RINSEIR AR 3 X, MBFHMAKLMW , Amazon Data Firehose Bk Z#itic . BIHiDH
A*&uﬁ**&ﬁk%ﬂﬁﬁﬁﬂ%o B LAE A UpdateDestination APl I8 E B E Eidik

I, CreateDeliveryStreamXy Tt PE , &7 LAURFR A 451R12% 2] Amazon Lo CloudWatch gs #,
BXEZER , HZR A REEET S#EIE Firehose CloudWatch,

MRIZFABIEEHIRAIRAD RN ProcessingFailed , M| Amazon Data Firehose &1 XM N E &
Mo FFUEWE | EALUES Lambda B ¥ [@ Amazon CloudWatch BEXZ4$E1xBE&E. BXES
{£8 , {52 Amazon Lambda Ff % & #E® Amazon Lambda® #Y1/5 7] Amazon CloudWatch H &,

MRHITFFZIR R, WAREHIDG B IZFRMEREIBIE processing-failed XKy S3 7%
Mo XLERBFEFMTHN :

{
"attemptsMade": "count",
"arrivalTimestamp": "timestamp",
"errorCode": "code",
"errorMessage": "message",
"attemptEndingTimestamp": "timestamp",
"rawData": "data",
"lambdaArn": "arn"

}

attemptsMade

B ERAE R

arrivalTimestamp

Amazon Data Firehose W Zlic & A AtEl,

ABBIEFEIR A 84


https://www.amazonaws.cn/serverless/serverlessrepo
https://docs.amazonaws.cn/lambda/latest/dg/getting-started.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/lambda/latest/dg/monitoring-functions-logs.html
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errorCode

Lambda JREIRY HTTP ££iR1Xi8,

errorMessage

attemptEndingTimestamp

Amazon Data Firehose % 1t 21 Lambda & A 8Bt A,

rawData

234 base64 YwIBHYICFKENIE,
lambdaAxrn

Lambda B %K Amazon BEREB# (ARN ),

#1R1IC %

Amazon Data Firehose AR FFE R ERAICEKB IR DR S3 FiiE , A RERENIEEREMEIE
A, BAILATEBIZEREH Firehose Hift , BARICRZR. ERARICEREZN2E , ETEEE

To
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£ Amazon Data Firehose A X7 #iE#H 179 X

WA XEREEBFERBIEPNE (HI customer_id 5 transaction_id ) ¥ Firehose
FHRBEHITEE DX , RAENRXER I HNBTFEELZMEMERAL Amazon Simple Storage
Service ( Amazon S3 ) B, XFEHEAZMRS ( Hl0L Sz HEEH, TEFHEMR, Amazon
Redshift Spectrum FL S ) AJAE R T S#SIH RN RMBH TSR, EEREARRND
#o QuickSightttsh , EEEFHNEER Amazon AHIF | AR D XEHEIEE M E Amazon S3
ZJa , Glue AIABITEERMRE. FHIRFMME (ETL) F£5.

FHBEHITOXAURAREMEDAENEIEE |, RLHEEE , HBRIKE Amazon S3 L# {THHENE
HRAS, BB EN HRIBENBAG B, E5KL |, Firehose A THIREIEH M E NEE Amazon S3
. EX Amazon S3-based Analytics BVREBERH 1T X , BFEE LT Amazon S3 FEMZBIZTT
PXNARR , AETENBBERAS ST, XA BERTBR,

BEHASX |, Firehose AR HBSE XN BFEEEENEZRPHNBEHRITOAH  HEREBSHE
B EIEA Amazon S3 A1, XEERILAMEE L0 ek 1L/ B f9 R 5RE 8] |, i AT DARSAR B A= H A L 38
¥,

£ |

- £ Amazon Data Firehose /8 AsIA 5 X

- THROXE

- £/ Amazon S3 F& I B L IR

- MREBENAGED X

- NIASXERFTHAHEE

- BTaA 0 XWEFXHIE

£ Amazon Data Firehose F 8 HZIA 9 X

O LLETS Amazon Data Firehose B2 &l& . CLI =% API 3 Firehose RELE IS 2 Ko

/A Important

REECIEHM Firehose ikt , FREBRAIARD XK. NFARBAHS D XWIMA Firehose
A, BEBAIAD X,

BAFSIX 86
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BRUOMAERIEFH Firehose FETET Firehose EEEFIABANERENSY XNFALR , FSH
Creating an Amazon Firehose stream., ZH#EIFIRHITH Firehose RIEE B WIS , EHRIE
BEBEENHIEE PoPNSRIEE , BENB T RE®EMA Amazon S3 R B MM Firehose it %
BFaas X,

1£5E3) Firehose REBRAISOXE , BULLEIAMFH 2 X5 , MR EFHNE 2 XEM S3
BBREIXNREFHFEE, EFHG , Firechose FFIAERAFHRMNITH S3 siBRRER.

/A Important
£ Firehose R LB RSO XE , ML ETE L Firehose i L2,

TS X

BEHSTX , ERSMRES XENBEETSX , M S3 RBELRZEFRBESR. 7 XBELEBIR
BREEREREE, 60, WREFEREERTS ID MER/MXHEEHHE , WAL customer_id
MBEFREEN -2 XE , & country WBBEFREEN S — 1M 2K, RE , BEREN (&£
AXEFENER ) REXIED XBREICRKEELMEIN S3 FRBEIR,

&R BAER AT 73R R G2 7 X8

« MEREEMT : W3 EMEM Firehose REXIFHH (o TR ) , M JSON BAMBIECKPRIAT
DXV, BEl, BAMNZHE jq 1.6 A

« Amazon Lambda BE# — A EFEAIEERM Amazon Lambda EEIEE IR [E 9 XA EMEIEF
B,

/A Important

BRHSHXE , BAEDBHEED M ERNBEHTIX, EUTUREHP—MHERK
EEDXE , W IENEEXWM S E.

{£ F N EBRBE AT 122 0 X 48

ERABRBIEENRBENISIEEE  KAERERES XBHNBFECRSH , ANENMEEN
7 XRREHE—ME,

TR XE 87


https://stedolan.github.io/jq/
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UTROIBECRERNAESNBRENAEEL DX, HES , ML Base6d AN BIEEITH
B, &t lS#E CLI R=Hl,

{
"type": {
"device": "mobile",
"event": "user_clicked_submit_button"
},

"customer_id": "1234567890",
"event_timestamp": 1565382027, #epoch timestamp
"region": "sample_region"

fFlan | BATLLERRYE customer_id S8E event_timestamp SR HREHR 1T X, XEWREZFE
FEFRAERIEEKTH customer_id S8 E event_timestamp %?&E’JE%%EEWE%W%&E
XM S3 BIR, BHEALUEERBRESH , HlKRAKXHN .type.device By device, BHHT D XE
BUREERT SIS

Ny XBERRBESHE , RSN SHRHEIEHN jg ZREX. TRETR TSI jg RENAVRST :

S ja /IER

customer_id .customer_id

device type.device

year .event_timestamp]| strftime("%Y")
month .event_timestamp| strftime("%m")
day .event_timestamp]| strftime("%d")
hour .event_timestamp]| strftime("%H")

HIZ{TRI RS | Firehose £ L EM A FIRFE R ICKHBBEBRITMHES I

5 A 822 9 X 2248 Amazon Lambda B#K

N T ERLMBNBIEILF , HER JSON BAWAEA XA EXEIE , BT AERERK Amazon
Lambda HMECSHBENLRBREE, BERHRICK , UERIMERE 2 XFAFENBEFR, X

fi5 A 81722 2 X %48 Amazon Lambda B 88


https://docs.amazonaws.cn/cli/latest/reference/firehose/put-record.html#examples
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EXNMAEMR Lambda BT B |, ZEHHKI S BE Firehose —#2124t, EA Lk, MBATAIREHIE
FER , REERAMERB/ Lambda BE#H1TEIAD X,

LU 2 —/NA Python 4R EH Firehose 7L E Lambda BRBURS |, ZEREM @ A Bl H ERE —%&is
g% , HMNIERHPERS X#,

from _ future__ import print_function
import baseb4

import json

import datetime

# Signature for all Lambda functions that user must implement
def lambda_handler(firehose_records_input, context):

print("Received records for processing from DeliveryStream: " +
firehose_records_input['deliveryStreamArn']
+ ", Region: " + firehose_records_input['region']
+ ", and InvocationId: " + firehose_records_input['invocationId'])

# Create return value.
firehose_records_output = {'records': []}

# Create result object.
# Go through records and process them

for firehose_record_input in firehose_records_input['records']:
# Get user payload
payload = base64.bb64decode(firehose_record_input['data'])
json_value = json.loads(payload)

print("Record that was received")
print(json_value)
print("\n")
# Create output Firehose record and add modified payload and record ID to it.
firehose_record_output = {3}
event_timestamp = datetime.datetime.fromtimestamp(json_value['eventTimestamp'])
partition_keys = {"customerId": json_value['customerId'],
"year": event_timestamp.strftime('SsY"'),
"month": event_timestamp.strftime('%m'),
"day": event_timestamp.strftime('S%d"'),
"hour": event_timestamp.strftime('%H'),
"minute": event_timestamp.strftime('sM')

}
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# Create output Firehose record and add modified payload and record ID to it.
firehose_record_output = {'recordId': firehose_record_input['recordId'],
'data': firehose_record_input['data'],
'result': 'Ok',
'metadata’: { 'partitionKeys': partition_keys }}

# Must set proper record ID
# Add the record to the list of output records.

firehose_records_output['records'].append(firehose_record_output)

# At the end return processed records
return firehose_records_output

LT R—1F Go ‘REM Firehose AL Lambda BRBURSI , ZBE BN A Bl H ERE —SiEEIC
x , ANIEFEHRID XE,

package main

import (
"fmt"
"encoding/json"
"time"
"strconv"

"github.com/aws/aws-lambda-go/events"
"github.com/aws/aws-lambda-go/lambda"

type DataFirehoseEventRecordData struct {
CustomerId string “json:"customerId"®

}

func handleRequest(evnt events.DataFirehoseEvent) (events.DataFirehoseResponse, error)

{
fmt.Printf("InvocationID: %s\n", evnt.InvocationID)
fmt.Printf("DeliveryStreamArn: %s\n", evnt.DeliveryStreamArn)

fmt.Printf("Region: %s\n", evnt.Region)

var response events.DataFirehoseResponse
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for _, record := range evnt.Records {
fmt.Printf("RecordID: %s\n", record.RecordID)
fmt.Printf("ApproximateArrivalTimestamp: %s\n", record.ApproximateArrivalTimestamp)

var transformedRecord events.DataFirehoseResponseRecord
transformedRecord.RecordID = record.RecordID
transformedRecord.Result = events.DataFirehoseTransformedStateOk
transformedRecord.Data = record.Data

var metaData events.DataFirehoseResponseRecordMetadata
var recordData DataFirehoseEventRecordData
partitionKeys := make(map[string]string)

currentTime := time.Now()

json.Unmarshal(record.Data, &recordData)
partitionKeys["customerId"] = recordData.CustomerId
partitionKeys["year"] = strconv.Itoa(currentTime.Year())
partitionKeys["month"] = strconv.Itoa(int(currentTime.Month()))
partitionKeys["date"] = strconv.Itoa(currentTime.Day())
partitionKeys["hour"] = strconv.Itoa(currentTime.Hour())
partitionKeys["minute"] = strconv.Itoa(currentTime.Minute())
metaData.PartitionKeys = partitionKeys
transformedRecord.Metadata = metaData

response.Records = append(response.Records, transformedRecord)

}

return response, nil

}

func main() {
lambda.Start(handleRequest)
}

£ Amazon S3 TZ4#& # Bl BA% i T E

ERIZREH Amazon S3 £ B HI#bHY Firehose 7Bt |, BAMIEE Amazon S3 F4E |, Firehose
FEZE#EBPERKIE, S ER Amazon S3 FE @RI BRALFMEE S3 FEBPHNK
. Amazon S3 FHBIRELUTE R , BN ELUHN RS HE -,

/A Amazon S3 FHERETRERMEKE 91
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BEZASKX , B89 XBEFEHEIEEN Amazon S3 5idk. MERBAFSSX , ALk
%7 Firehose MIETE S3 FEMEEAI R, B2 , MRERBAIDDX , NMAMIEE S3 F I
& , Firehose E M%7 W& o XEIE,

ERBRAHA D XEE Firehose FiH , S3 FEMIIREHE T 1Z Firehose RIS E D X B RIER
B, BXMEALENKRBICERA , BaUMEEUT S3HAE , 2ERETIEENN I XENR
BRARK :

"ExtendedS3DestinationConfiguration": {

"BucketARN": "arn:aws:s3:::my-logs-prod",

"Prefix": "customer_id=!{partitionKeyFromQuery:customer_id}/
device=!{partitionKeyFromQuery:devicel}/
year=!{partitionKeyFromQuery:year}/
month=!{partitionKeyFromQuery:month}/
day=!{partitionKeyFromQuery:day}/
hour=!{partitionKeyFromQuexry:hour}/"

Firehose REBTRREME LRKREK, HEEARITEN S3 IRREAN IR AR — N IESE
1, AR5, Firehose FEBMNHRIEEEAMEITER S3 AR, [ S3 AZRBIFEEMNIMEKH Firehose HE
HXIRERE. Ht , ARHIFAIERFHERELT S3 WRE -

s3://my-logs-prod/customer_id=1234567890/device=mobile/year=2019/month=08/day=09/
hour=20/my-delivery-stream-2019-08-09-23-55-09-a9fa9%6af-e4e4-409f-bac3-1f804714faaa

NFHIED X |, BAME S3 FHBIRFFERAUTRERER : | {namespace:value} , &
ar & ZE B AT A2 partitionKeyFromQuery = partitionKeyFromLambda , 2 AI A2
EH, MREANBKRBHANFREEVUNES X, WATIEE— S FHMIRE , ZEHUTH
RIEEWRERAR : "partitionKeyFromQuery:keyID", #R A Amazon Lambda B
BHNBEBELURDXE  NAMIBE— S3 FHBIRE , ZEHRHATERIEENREXA
B : "partitionKeyFromLambda:keyID",

/A Amazon S3 FHERETRERMEKE 92
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® Note
B A LA A Hive BN RIEE S3 FMMBIRE , B0 customer_id=! {7 X

KeyFromQuery:customer _id}o

BXEZEE , S/ Creating an Amazon Firehose stream F1 Custom Prefixes for Amazon S3
Objects HFHI“Choose Amazon S3 for Your Destination”,

[8] Amazon S3 & 5 BIREET RN INFH V1T 2 PR AT

B L B AFITORA , EEHE Amazon S3 BIXTRIVICFK 2 BN MEFITORE. XX Amazon
S3HHXNREBERE, EXNREBENADAS X , XtiEHIEH , EAENEREIREN —ED ,
ZIEEBR (M NENATREHE  ARTENEHTHEIX ) SMNICFKHPHBIBRITIT.

ERESHIEN AT X

BRI XNATREHE (Hlwn , REE|I%EA PutRecord # PutRecordBatch API A
WEANEH, AERIER) , EAAENXERFEHTHER, EUUESEAZIEZERRKIVERES
¥= , B4 Firehose MM IERHRHEH»BNTRE.

ZICKMERTLIR ISON RE | XEREFICEKN T BER2ETESMN JSON HRMITH, BRUALUR
Delimited K& A XEKBILEXNIRRETEENBEL T BANTH. ZEENLD RFLMAZ
base-64 FIBWFRF&F. Hl , MRBERUT ZRBENEEL DB #### , WHBHEL base-64 4w
BEAEEZFHEH , FEERN IyMjIv==, & JSON 5 RN IZFHITHERN LRNTRIZH
500,

(® Note

fEER JSON ig%AT , FHRALSHNmMANUZIEFN JSON BXE R, JSON HRAME—ITL ,
REDBERAIAGRTHSR (JSONL ) » JSON XNRIATE2E R A
LUTREEWEMANSRE : {"a":1}3{"a":2} and {"a":1}\n{"a":2}

LT RERMANTAE - [{"a":1}, {"a":2}]

NTFREWE , BRZIBSSXE , Firehose 2BMICE , ARBEENZIERBRREESIR API
AFRERBRE JSON HRF ST MREIEF.
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/A Important
MRBIFERREN , WRBEE RN BEHTHERN S ENADED X,

/A Important

£ Firehose FR{E A IE IR THRERT | NERIEH R AR AER, #H A Firehose FEIEG %
LLTFIRFANE : R - BiY Lambda BTEIERR > 2 X8,

XA D XERETHEEE

R Amazon Data Firehose Fo 4 f## 47 Firehose AR IRR , RELEZRIUSEN T X , R
BTEZITE SI AR EREIENRER , BAXLEHBICRKHEMWE S3HREHBIER , EOE
Firehose by , BMATIEEZIER , UBAIT P X, S3 HIREFEMRAIRIE Firehose ToiE/L i E|
EXE S3 BT B IR R, XLEIEREBBHIRELEALN, RTIEFN , RN RESEEXE
RIVEE |, AR BB MR FNAERES IR,

WRERN Firehose B AZAS DX |, MSAF A M Firehose FRIETE S3 ERTFHEBEIIR. MREBTER
Firehose B AZIAS DX , MATLLUEERIEE S3 BiRFME BRI,

AT aA D X&)+ X EE

Amazon Data Firehose & ABARBIBEEH I —E XD , HEA—ENEEBNEEZHII BN, &
A LATE B Firehose RN ELEE A X X/NFEHXetE EFE , HEFEFHIMA Firehose R EH X
KAFMEHRXESEERE. BFXAKNIENE MB , BFXEBHEMER,

(® Note
FERIEFTERTHED X,

BRMADXE , Firehose 2R FFRENZE P XS ( KMHEHE ) ERFEFE THLHED XAYIC
%, AEBRXEEREME Amazon S3 7. N THEBMERAKRPHINR , Firehose EREBEMZ
REH, Rt , —HIEFMRIIHERTRERRENZHRTENEMN 1.5 5. X2 Firehose A
BE#EE,
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FEHP XU HREMEARIESIPXNWER, fltl , IRFAIPXERNEVHIE 3PNDEX , AR
E—1MEHAXREREE , 860 WiE — X f&m , BBLFHEFHE 180 NEFI P X, WK Firehose
TEFSXHNBFELAHBIENM | NiZy XEAMEAXPFITREZIRS , BRI LUERF LE,

HRFPICFKBIEFERM S3 sIRKRARNN S3 FIRITENHMEN , FEIB-IHIX. AENMEFHDTK
tR-MREFX, EEMEEITTE S3 iANENMNLICEBHERIZEPX,

—BEH KRB P X KN REISEEZ ) XETHEEFE Firehose AR - NEERAXBEHNR |,
RHEALMEIEEN Amazon S3 BIR. FRAXNRE , Z0 XKONEFXMD XA SRHEMER , HFMNEHD
Xit B BER,

— B9 FEREN D XNEHRK/INFHER |, Firehose MAFENBEFREBEENEIT RIEH, —B
" Firehose FHESN 2 X B EL T EBR 500 4 , Firehose AW ERIERMEBEZIETIEER S3
BIRTFHEMEIR (5830 ) o PartitionExceeded & A LAfEE A Amazon Data Firehose PRl £ B F L&
I NE B NAEN Firehose R Z ik 2500 NEKR S X, MREBFEEELHX , MALUGEES
Firehose it , F EX LRz B 2 EES 2 X,

ATad0 XNEHXHE 95


https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
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£ Amazon Data Firehose A5 A BIELE R

R BIETE % £ Amazon S3 Z B , Amazon Data Firehose A LU 3 A BIERIE M JSON i
Apache Parquet 5} Apache ORC, Parquet #l ORC 2HIRXEFEE R , 5 JSON ETENMEt &
AT EERAFEREE AT, MREEHREK JSON ZANMARKS | FIIES DFRE (CSV) REH
LA, WA EAEEA Amazon Lambda FH %N JSON. EXEZEER , BSH RIRREIE.

BN E R0 R K12 Amazon Data Firehose ZBIR & T12% , U AT IR BIENER.

Amazon Data Firehose EEL R =N T EFREEBRICKEBIENES -

Deserializer

Amazon Data Firehose EEx B1T{LaF RESREUA A ZBIER JSON, & LUER LA TR FhE B Iz &8
171t 38,

MEFHZA JSON XEEHFIF —12FF , FEAREN A A AZEF JSON KX E R, JSON X1
BATRBREA.

Flgn | XREBBEA : {"a": 1}{"b": 1} ; XE&I=M@MA : [{"a":1}, {"a":2}]1.

» Apache Hive Json SerDe

* OpenX JSON SerDe

1%#E JSON R B 1T{LaER

SerDefN REM WA JSON AT ETEIE , F1%EFE OpenX JSON :

* yyyy-MM-dd'thh: mm: ss [.S] 'Z' , HF DK ZAEUE 9 L EF , 6
w, . 2017-02-07T15:13:01.39256Z

* yyyy-[M]JM-[d]d HH:mm:ss[.S] , EH/M&EZHE 9L, filfn : 2017-02-07 15:13:01.14,
« ¥, Bl Epoch X &R , 0 : 1518033528,

Z% , B Epoch X &k , Hi0 : 1518033528123,
« FR® , M Epoch #&X &R , Hlf0 : 1518033528.123,

Deserializer 96


https://parquet.apache.org/
https://orc.apache.org/
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://github.com/rcongiu/Hive-JSON-Serde
https://github.com/rcongiu/Hive-JSON-Serde
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OpenX JSON SerDe AJLUHAIR () BRATHE (). ©RALATER JSON @i 1Tk BIT{LENN

HE®RANPE, xR FES{LEEEN Amazon Data Firehose I2EHEITMNE ZE R |, ESHIT
Fr. XJson SerDe

MREAHEEEERMWNMNRFHIEE , FEMA OpenX JSON SerDe , BRIERBEEARA XM AR,

MRS EBERNESZ Y HEHEERTRE , EEH Apache Hiv e JSON, SerDeiiZIt#EHER/T |
A EEEFEANEREIEN. At , 15EE Joda-Time DateTimeFormat XN FERFEMWIR KB
E. BREZEER |, 53 DateTimeFormat,

BRI AERASHRE millis RFEMEIE (ZR , M Epoch BXRT ) o WREFIEEK
3\ , Amazon Data Firehose ¥ ERIAfEA java.sql.Timestamp: :valueOf,

Hive JSON SerDe A FHITUA T IRE -
s FIBFHAFNTR (L)

« RHN uniontype WFER,

- BB EARFREBEET JSON FNFRFENFER, Flm , MREHE (B ) , ™ JSON
={"a":"123"} , M| Hive SerDe &4 K%

Hive SerDe T4 [H#ER JSON BN FHFHE, Fla , MBEEE {"a": {"inner":1}} , EFELF
{"inner":1} MAEFFHE,

¥

Amazon Data Firehose & & —MNEXKHAE MM RZEKIE. A Amazon Glue £ Amazon Glue
Data Catalog® 8122 22%3, #RJ5 , Amazon Data Firehose & 3| %28 f9 3{F A H B R IEH 0 A TR,
& EI LASE A B — 2R #93K Bl i@ Amazon Data Firehose M2 M #iE, BXEZEE |, H5H (Amazon
Glue FF X E#E/) FH “EFR Amazon Glue ¥ B X"

(® Note

1£ Amazon Glue #iE B ZH I BN ENNSm ARBELEWHELTE ., &N , BRENEREET
L2AERMPRIEENEYE. WREFEHHRE JSON |, HFEEHPFEATES JSON HRiEEH
B STRUCT £&, Fxi{A#EA STRUCT X ELEH#E JSON WER |, ESRAM,



https://docs.amazonaws.cn/firehose/latest/APIReference/API_OpenXJsonSerDe.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_OpenXJsonSerDe.html
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://www.joda.org/joda-time/apidocs/org/joda/time/format/DateTimeFormat.html
https://docs.amazonaws.cn/glue/latest/dg/what-is-glue.html
https://docs.amazonaws.cn/glue/latest/dg/populate-data-catalog.html
https://docs.amazonaws.cn/glue/latest/dg/populate-data-catalog.html
https://docs.amazonaws.cn/athena/latest/ug/openx-json-serde.html#nested-json-serde-example
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/A Important

NFAREEADRBOBIERE | BTHAEHENSIERREIS 32 MBs.
WREH CHAR B VARCHAR IEEKE , Ml Firehose £ REM ABENIZIEE KEBMFH
B, MRREHEFFREK , WRRETE,

Serializer

Firehose BEEHRTLERHHRIBEBRIR N BRIXEFEER ( Parquet I ORC ) : BAILUEFR A TAMZE
B ETLEEZ —o

« 2 A SerDe
o BtLHiAR SerDe

L RITILR

RN RTSRIBRTENLEZER, ETHBERXFNFINLRETNESER |, 55H ORC
SerDe #l P arquet, SerDe

B g Fg iR

MBEFRICEERERR |, T ERT D EIE Firehose BFRRE N L E# OpenSearch fi%. IS
# Redshift 5 Splunk. /5 AKX G , Amazon S3 MEE A T Firehose FilIE— B B, T—
TN B2 F & F Firehose APl BEB Aid X &N, BXMAFERREICRKENEZRN R

51 Amazon CloudFormation , iEZ[#Amazon::DataFirehose:: DeliveryStream,
MiEH & e i A id F g i

B LAE B E R EH Firehose MM ERFIA LS ABERXER, BEABERXRNERE , Amazon
S3 BB H A Firehose M TELEMME— B Mth, AL, BRAKRNEREN , REFEM Amazon
S3 E4E. B2 , Snappy EESEN B HRTEN —H 9 Bahi#T. EXTERT , Amazon
Data Firehose £ #9 Snappy HIf3E 5 Hadoop B, XEWKE , LA LAEH Snappy E
WHERHTE Athena P X ERIEIZITENR. B Hadoop FIAKHIHY Snappy BLERE |, S

% .java, BlockCompressorStream
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https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java

Amazon Data Firehose FRARIER

EX AR Firehose /3 FABIEE S # iR

1. B3FKHITIF Amazon Data Firehose #£#Il& , Wik, Amazon Web Services &2 &l & https:/
console.aws.amazon.com/firehose/

2. EIFEEFFHH Firehose it , HIRR HiE . WIZFI A 012 Firehose it FHITZREIZEFHY Firehose

o

3. EHBRREFZEAT , FiEeRKAERIEENCEA,
4. EEFMENHEEN. BXXFMNETMNESFEE , 155 H Apache Parquet f Apache ORC,
5. 1&FE— Amazon Glue k& , A RWRICRIEERW, REXE., HEE. RIRMRA,

&I Firehose APl BYiIEFZIE R Fi

R YR8 1E Amazon Data Firehose SRV i ABIEHE M JSON ¥ 5 Parquet 5% ORC , 57
extendedS3 = Extended DestinationConfiguration S DataFormatConversionConfiguration3 A 5§ 7]
1% t#E, DestinationUpdate R EHEE DataFormatConversionConfiguration , NI&ER LA TBRH,

« 127 BufferingHints , 21R /8 AIEFE RN , MFEESizeInMBSHERE N /N T 64, I, IR
REAKRNER , WEIAMEN 5. ERARNERE , ZEFER 128,

+ {R&4FCompressionFormatE extendedS3 DestinationConfiguration 5 extendes3 HFi%k &
. DestinationUpdate UNCOMPRESSEDCompressionFormat HYERIA{E Y UNCOMPRESSED,
H it , B AT LAE ext en DestinationConfiguration dedS3 A EREB RN RIEE. RINVERT ,
BHERAEA Snappy EERENBITILEIREN —BoBRESR. FEXFERT , Amazon Data
Firehose EF /Y Snappy W& X5 Hadoop #B. XEWE , B LAEA Snappy E4
B 45 R HIE Athena PRTIXERIEIZITEIR. B> Hadoop FTAKHAY Snappy BRERER | 155
%] .java. BlockCompressorStreamZEii& #1T{LER0T , WA AR R HEMERNES,

SEEHERARERE IR

% Amazon Data Firehose ToiEfRT AR R IC AT ( Al , SBBERUTTEN ) , 2FIEZREA
Amazon S3 , B EHEIREI SR, WMRILE ALK , Amazon Data Firehose £ —EEis, , FATFE IE# —
SEH, WTFBREAMMIZE , Amazon Data Firehose £ FLLTERMEE A JSON 304 :

"attemptsMade": long,
"arrivalTimestamp": long,
"ErrorCode": string,
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https://console.amazonaws.cn/firehose/
https://console.amazonaws.cn/firehose/
https://parquet.apache.org/
https://orc.apache.org/
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_DataFormatConversionConfiguration.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_DataFormatConversionConfiguration.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_BufferingHints.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
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"ErrorMessage": string,
"attemptEndingTimestamp": long,
"rawData": string,
"sequenceNumber": string,
"subSequenceNumber": long,
"dataCatalogTable": {
"catalogId": string,
"databaseName": string,
"tableName": string,
"region": string,
"versionId": string,
"catalogArn": string
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FRARER

T #8 Amazon Data Firehose FRIZIB(E 5

L fR[@ Firehose EF R EHEN , HIELBHEREIMREEN B, TRUA T ETEBWHEZ

MBI

B PR iE

Amazon S3

Amazon Redshift

OpenSearch R
OpenSearch LIRS &5

Splunk

Details

33 F B Amazon S3 HIEkIE L % , Firehose 1R#E Firehose FiHI &+
BEEZEZMEALRR. AT, FiERIEN Amazon S3 X REH

B| Amazon S3., BRINER T |, Firehose HEZEIEN TR I 2 MR
o MREBEERRZFZEEANITORA , MALIEN T Firehose 2
HlEEEDS API S8 5 AL ThRER A MF T2 FERF. Firehose
Amazon S3 B i Z B EIEE B ER TLS ( HTTPS ) 1%,

7916 Amazon Redshift # {T¥#E(& i , Firehose B St &% ABIER
EiRENtEmE S3 FEN. A , Firehose 2% Amazon Redshift
COPY % , HEIEM S3 F i@ 2 Amazon Redshift FiiE &
5 Amazon Redshift Serverless T4, #{RIE Amazon Data
Firehose ¥ % /M& A 1B FKiE#E S| Amazon S3 FWRJG , AT LASF Amazon
S3 W REFHFEH Amazon Redshift E £ & H Amazon Redshift
Serverless T4, BXEZELR , 152 Amazon Redshift COPY
WEHEERSE

A T 18] OpenSearch &S5 # OpenSearch TIRS 254& M3k iR |
Amazon Data Firehose £1RIEEH Firehose Tk & M Bl &K & 1%
AWiIER, ABE , ELEK—/ OpenSearch fk%5 = OpenSearchc
RSB EIER , FZHRIEFES|FEH OpenSearch FRFEE
OpenSearch TTHRFEEE S, [ idxKA&IEZE| Amazon Data Firehose
280, BRIEREXA UTF-8 miBHEFE W E1T JSON XK, LAk, &4
JRF OpenSearch fRSE & M rest.action.multi.allow_exp
licit_index EBU&REN true (BRIN) , FTREFEANBRIEHE
RENEXRSIREZHEER, BXEZEE , ZH (Amazon
OpenSearch fRFF XK E1EME) T OpenSearch FRFELE & 1%
o

F 18 Splunk B 1TEHIEFEH , Amazon Data Firehose £IEZER L IEMN
Fh. MREEEHNBERFERI B (WIRTH) , BXNBETE
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https://docs.amazonaws.cn/firehose/latest/dev/create-destination.html#create-destination-s3
https://docs.amazonaws.cn/firehose/latest/dev/create-destination.html#create-destination-s3
https://docs.amazonaws.cn/firehose/latest/APIReference/API_Processor.html
https://docs.amazonaws.cn/redshift/latest/dg/copy-parameters-data-format.html
https://docs.amazonaws.cn/redshift/latest/dg/copy-parameters-data-format.html
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/es-createupdatedomains.html#es-createdomain-configure-advanced-options
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/es-createupdatedomains.html#es-createdomain-configure-advanced-options
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BB Details

ARXESRAF. BRR Splunk BLE N BITEMILLR D RAF. ERHE
WEl S3 HHIRFMNE (S3 B ) WBIEEFNESIE Splunk , HER
Splunk X E MY S RFIITIRF,

HTTP i = EOZXZFNE=FRFEAEAEN HTTP b [ 1T HIEE et
, WA LA E R ER K Amazon Lambda BRE 8122 — N &, FE AR
FERNERFEMFEXTHNERNCEABN, FRACERH
HTTP im R ERN BN E= A RFSREEE , THREXMINEZIHNIERE
XHNEZEER,

Snowflake N T FBIEE B E] Snowflake , Amazon Data Firehose & 7E 2B

ZrBIE—e , HEA Snowflake RN L 5 AP RERBUERR A
E| Snowflake, BRIANBER T , B HRFEB/ANICIIHFHE

R F| Snowflake &, EEHTIHEARASRE |, Firehose 2 &K H—1
CloudWatch #E%r , A TE 2/ HIERZE| Snowflake PTTE T HY AT
|8, Firehose HEIMXXFF LN JSON MEBERNIERERAH , HE
X JSON Hdh., FHARENHABTRAAREERL JSON WK ,
HERKXER  ZEETMAIMANNEIT, 5|5HELFH.

8| Firehose BRI BB BCHBBEERIE, BXEZER A KEZTIET.
ERiEXR

Amazon Data Firehose £/ at-least-oncel® L THIEE B, ERLBER T ( LUEBEEHE
i), MBRABIEEHERKZLET , Amazon Data Firehose WM EIRTRELASHRES., X&E
FTF Amazon Data Firehose X#FHIFTAE B WX E | {8 Amazon S3 B ##h. Apache Iceberg F
Snowflake B B9t BRI,

FH

T ##35 Amazon IK /7 # ik X B B iE 1ER
o TR HTTP b S4E 5 18 SR W WE B ALSE

- REHRTEEEEK

« BiE Amazon S3 X R B FIE

« A OpenSearch [REEE R 5| 5 #

- HENREBFEER
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https://www.splunk.com/en_us/blog/tips-and-tricks/aws-technical-add-on-simplifying-error-data-re-ingestion.html
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T &% Amazon K fl i X Y BLE B R

Amazon Data Firehose 3% Amazon K/ [m HTTP KipT S BirERHIE. SERZBERNERHN
Firehose Sifl HTTP iw R o] LAE F A~ B/ Amazon IKF,

Amazon Data Firehose & X #F#5 Amazon X [@ HTTP £&inT K B iR mEiE. S SUREIEM
—MNXEH Firehose Ff& 5 El %S — 4 Amazon Amazon I:i;‘zEI’J HTTP KifT = #85& Al LURFERIEM
Firehose & % %] Amazon I:i;UA%EI’J HTTP KT R BFr , HlE@ESE HTTP in S Mg E N TSR
EL:op: Hi&ﬁ%iﬁ A E ARG RS, EIXLE %/RT , B AEmMEAN LA, B
XEZER , BZHAREENM NEHPHBIEELRED

T HTTP 3 4% 5 18 SR A e S ALSE

Eff Amazon Data Firehose B INFHRBEERBBENL HTTP IR , XERKIMTIEZER , HERAE
£ Amazon Data Firehose &R MR #& N ZIEMB . AT 5+48 Amazon Data Firehose fRS5 &£ 2B
FEN HTTP iR M HTTP &R HE |, LA% Amazon Data Firehose BRE TR HTTP W 57 A9 4%
XM, £ Amazon Data Firehose fEEREIT 28 , HTTP if 2 A 3 £ #AV T E MM ER, Amazon
Data Firehose A& IE¥#& =AY M B2 40 9 1% 5 5 W o

BREK

BZEF URL 3%
B EERENED URL BRI —24% ., Amazon Data Firehose @B E X% , TEMB K. NX
¥ https B 45, URL BR&ITE/E 7B B HAE R A o

® Note
Bal, HTTP in QBB WX im0 443,

HTTP #r3k X-Amz-Firehose-Protocol-iR 4<

LAk A F IR ER/MBEXWRAER, BaitE—RAEARZ 1.0,
HTTP #53k- X-Amz-Firehose-Request-ID

AR ER —NTERR GUID , TR TRARMESHREMR, WRATEERNE , KRISINISHK
XAMRAWE , SERDMRMBER, EZR2RE—FERE , HX ID REFE,

T R Amazon Ik /7 A X B9 B E R 103


https://www.amazonaws.cn/ec2/pricing/on-demand/#Data_Transfer
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HTTP #53k - Content-Type

Content-Type ¥rkBV{ERL N application/json.
HTTP #53k - Content-Encoding

A LAEL B Firehose it , EAIZERIER GZIP EHIEX. BRALKESRG , REBREM
% , Content-Encoding ¥Rk ERFRE N gzip. MRAKBAESE , Ml Content-Encoding #53kH 58
2R FE,

HTTP %53k - Content-Length

REBRERXFEA,
HTTP #rk- X-Amz-Firehose-Source-Arn:

LA ASCIl FRFEE TR TM Firehose 7Y ARN. ARN XJ X135, Amazon K/ ID MEHE T
%5, Bl arn:aws:firehose:us-east-1:123456789:deliverystream/testStream,

HTTP #r3k- X-Amz-Firehose-Access-Key

ARk T E APl ZHRREAMEU, EOIERERERRE , B UEREH API 4] ( X
BN T ) o Amazon Data Firehose f5 15 R Z2 A9 K/NBR# 8 4096 77, Amazon Data
Firehose T2Z R AL XNFERILER. RENZAFNEZFEFNTHARLNEF, B2, R
&£ A Secrets Manager RELEZ4A , N HALTIERIFERN JSON I RER : {"api_key":
"o "}

NEALUREEN , TTRERT JWT S5 ACCESS_KEY, MR RREELFREIL (WMAFEM
=15 ) , WRHE FERNENRS \—Iiiﬁ?rﬂ’ﬁ’é‘ﬁ ( JSON = CSV ) —ﬁ.’f—?—ﬁ%’&i/\lﬁl'ﬂ{n%ﬁqﬂ
MREHAR R -FHER , WAL I FE# 1T base-64 4w#%, Amazon Data Firehose S&1&K
MNEEER and/or w5 , MEREHFER P\]é‘o

HTTP #r3k- X-Amz-Firehose-Common-& M

WARK G SBNMNERERPVLOREMY ( THIE ) ¥ and/or BERPHMEIER. TERIZE Firehose
R EZERE, EMNESHRBIEGUTESN JSON WK :

"$schema": http://json-schema.org/draft-07/schema#

properties:
commonAttributes:
type: object
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FRARER

minProperties: 0
maxProperties: 50
patternProperties:
"A {1,2563}%$":
type: string
minLength: @
maxLength: 1024

AT

"commonAttributes": {
"deployment -context": "pre-prod-gamma",
"device-types": ""

IEX - RRK/ND

RAEXKNHEEE , EHEEI&AAE 64MiB.
IEX - 4

EXas—/ JSON X4 | EXHEHLT JSON 213 ( A YAML HE ) :

"$schema": http://json-schema.org/draft-07/schema#

title: FirehoseCustomHttpsEndpointRequest
description: >
The request body that the Firehose service sends to
custom HTTPS endpoints.
type: object
properties:
requestId:
description: >
Same as the value in the X-Amz-Firehose-Request-Id header,
duplicated here for convenience.
type: string
timestamp:
description: >
The timestamp (milliseconds since epoch) at which the Firehose
server generated this request.

ERERX
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type: integer
records:
description: >
The actual records of the Firehose stream, carrying
the customer data.
type: array
minItems: 1
maxItems: 10000
items:
type: object
properties:
data:
description: >
The data of this record, in Base64. Note that empty
records are permitted in Firehose. The maximum allowed
size of the data, before Base64 encoding, is 1024000
bytes; the maximum length of this field is therefore
1365336 chars.
type: string
minLength: @
maxLength: 1365336

required:
- requestId
- records

AT

"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": 1578090901599
"records": [

{
"data": "aGVsbG8="
b
{
"data": "aGVsbG8gd29ybGQ="
}
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I 7 4% =X,
AR ERIAITRH

RN RFARFELLTER | Firehose FRE 25 EM A T IEXH 500 RS,
KSR

HTTP RSB LIMIE 2XX, 4XX 2 5XX SEE A,

Amazon Data Firehose RSB ER/EEM ( XX RARTE ) » REMWMATE 200 F 4 A K I

FioR&WE HTTP/EP, MR 413 (BEXD ) BMAKAELK , HHIBZRHRXFTLEIEZDE
XFEEE (NREEE ). MEEMINABEOEANTERNER , AZIBENENERER

BRI R,

Rk - ARRE

ME— A EZHAREEZ application/json,
HTTP #53k - Content-Encoding

T8 A Content-Encoding. 1IEXMAMRKRERIRS,
HTTP #53k - Content-Length

MRMBEEX , MH4MAE Content-Length #5k,
EX - &RAKND

M B 1F SXHY KN AN FEF 1MiB,

"$schema": http://json-schema.org/draft-07/schema#
title: FirehoseCustomHttpsEndpointResponse

description: >
The response body that the Firehose service sends to
custom HTTPS endpoints.
type: object
properties:
requestId:
description: >
Must match the requestId in the request.
type: string
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timestamp:
description: >
The timestamp (milliseconds since epoch) at which the
server processed this request.
type: integer

errorMessage:
description: >
For failed requests, a message explaining the failure.
If a request fails after exhausting all retries, the last
Instance of the error message is copied to error output
S3 bucket if configured.
type: string
minLength: @
maxLength: 8192
required:
- requestId
- timestamp

AT

Failure Case (HTTP Response Code 4xx or 5xx)

{
"requestId": "ed4acda5-034f-9f42-bbal-f29aeabd7d8f",
"timestamp": "1578090903599",
"errorMessage": "Unable to deliver records due to unknown error."

}

Success case (HTTP Response Code 200)

{
"requestId": "ed4acda5-034f-9f42-bbal-f29aeabd7d8f",
"timestamp": 1578090903599

}

HERIF RIAL B

ERBEHEIRERT , Amazon Data Firehose fRF2E 2 ERIEHERE LEH = A ME —#tid
Fo ERMFEABBIREN (15%) WAIHBEHERE (18 ) #TRE , MENEXEXHBEATER
A3 (initial-backoff-time * ( &K (2) A retry_count ) ) HITIRE . EIEATIE A& K8 FEFR &5
2 o8, Bl EE n RER , EIRAEN = M MAX(120, 22n) * random(0.85, 1.15),
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J:‘ﬁﬂi:'?"*ﬁ’ﬂ*%&—J é?yii“’“ﬂs BXREVPERRBRELHEANBMNGRE®RTE, FARE
B, RBMEED 2% Fi Amazon rehose 3 #4,

EHENSREIRS , FIXIERKNIFRIZS and/or BFRATRESBIEEH S Firehose FELE M

KEZAt, Amazon Data Firehose RFSROEERXFFEAMERBHNIER ID, HKRE—WINEETAHT

HTTP i R RSESHTESHIERR. MREATFHNRENBEEDHREZMEIER (BT Firehose FREL
E ) , WAUREREEEFNZMHIERERMIERFER.

ANt
CWLog KR &R =l

"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",

"timestamp": 1578090901599,

"records": [

{

"data": {
"messageType": "DATA_MESSAGE",
"owner": "123456789012",
"logGroup": "log_group_name",
"logStream": "log_stream_name",
"subscriptionFilters": [
"subscription_filter_name"

1,
"logEvents": [

{
"id": "0123456789012345678901234567890123456789012345",

"timestamp": 1510109208016,
"message": "log message 1"

"id": "@123456789012345678901234567890123456789012345",
"timestamp": 1510109208017,
"message": "log message 2"
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R0 3B BAEAR Ton 5k W
1 Amazon Data Firehose B #itb#HE B © B9 B IB 1% i 2k AL BB FRAE

1£i& & Firehose 7t , X FiFZ B M ( Hla OpenSearch Splunk #l HTTP KixT & ) , BEAE
BE— S3FMNE , ATEORERFHEIE. B Firehose /&M KM IAR B HRIENEZE

B BESRLTHEXENiEs, BXARFI S3 FHBWIHRINRAZ L L ERNBIENE
ZER , BHSRE T Firehose 18] Amazon S3 B # PR, ¥ Firehose ( a ) o & HIEE B ER
BEi , HEH (b)) TEBBEEAERAMNEZN S3 FMMEN , ERLAEEREH , BEEIKET
DfEmE BNt EAZS S LE,

Amazon S3

E S3 FEmHNBEAM AR TREERRAMAR, N, FEBAESFREFE. Amazon Data
Firehose &BH IAM BEAIRETNIA M FHEME. MERERELUSEH, EHEBERT , Amazon Data
Firehose &7 24 PITRNFLER , BEEEHI K. Amazon Data Firehose B & KEIEFMEATE 7 24
NEY. BNREBIES W ABEL 24 /MET , BIEFEX,

RRMBIEE S3 FHRBARSHTEHPRERRMAN , flu

- FRBTBEE.

« Amazon Data Firehose #8{E# IAM A& T ETH R FM# .
- RLEE,

 S3 4R , fln HTTP 500s sk Hfth API &,

EiXEERT , Amazon Data Firehose S E = it& 4 :

+ DirectPut KR : EidHREKAIFEE 24 DA,
« Kinesis Data Streams 5 Amazon MSK kR : EiR4TRPFETE , EAEFARATRPFENHNRE
REE,

HEE Lambda &4 E 5 parquet ##2 LM AT , Amazon Data Firehose F &R kMK idF& T S3 48

REER. HtAMBEANSBEFEENZREHE S3, BEERFREHNIE, 3 Firehose B IIFid
FERE SN, BB SSNRXH ; EWMAIEFAMVBERT , e8I EH=HLE ,

FERARIIGENICREHE— S3 N RXHF.
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https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-s3
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Amazon Redshift

¥F Amazon Redshift B #9ith , A AFE |2 Firehose FRATIEE EidFLLatA ( 0-7200 # )

FHIEE B E] Amazon Redshift B &£ & 5 Amazon Redshift Serverless T/E4ART |, ATRES R AT
NNRREAMmAM, B0, Firehose MERBRETERH, SHRNTHFAEELEFIMNERE, ELEX
5% T , Amazon Data Firehose REEENFLMNBIAER , HHTFERIRH Amazon S3 X R,
BEHNROEELQLBTRE NN EREEN S3 MMM errors/ XHRA |, BAILAFIAHZ
BREXHHITFEE, BXRIMAERAEEXHF COPY BIENEE , BSREABEEERIEX
.

Amazon OpenSearch fRS5 ] OpenSearch k5585

X F OpenSearch B H OpenSearch ToARSS 28 B4R , A LATE Firehose E#EBIZHIRIIEEE XL
B (0—7200 # ) o

HTZER , @& OpenSearch IR E B 5 OpenSearch TIRE[/ESEZMBIETREL KK,
a0 | &K Firehose i AT RE1ZIE 45 1% MY OpenSearch IREE B S OpenSearch TIREFESBE.
OpenSearch IEFE 4 B RS E 8 OpenSearch RERFBES. MEHRERRLUEH, FLHEBER
T , Amazon Data Firehose 2B ENFEM BN ER , HRIHFENRSIER, I XE1EH
BB S3 1FfE @MY AmazonOpenSearchService_failed/ X#XRA , o URAEHTFHE
15,

X F OpenSearch RS , BN XEEEELLT JSON K3 :

{
"attemptsMade": "(number of index requests attempted)",
"arrivalTimestamp": "(the time when the document was received by Firehose)",
"errorCode": "(http error code returned by OpenSearch Service)",
"errorMessage": "(error message returned by OpenSearch Service)",
"attemptEndingTimestamp": "(the time when Firehose stopped attempting index

request)",

"esDocumentId": "(intended OpenSearch Service document ID)",
"esIndexName": "(intended OpenSearch Service index name)",
"esTypeName": "(intended OpenSearch Service type name)",
"rawData": "(base64-encoded document data)"

}

¥tF OpenSearch THREEF , BN EEEALLT JSON X
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https://docs.amazonaws.cn/redshift/latest/dg/loading-data-files-using-manifest.html
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{

"attemptsMade": "(number of index requests attempted)",
"arrivalTimestamp": "(the time when the document was received by Firehose)",
"errorCode": "(http error code returned by OpenSearch Serverless)",
"errorMessage": "(error message returned by OpenSearch Serverless)",
"attemptEndingTimestamp": "(the time when Firehose stopped attempting index
request)",
"osDocumentId": "(intended OpenSearch Serverless document ID)",
"osIndexName": "(intended OpenSearch Serverless index name)",
"rawData": "(base64-encoded document data)"
}
Splunk

% Amazon Data Firehose 8 Splunk &ZJEZIER , 2%4F Splunk AN, MREINHB R AKREHEHIAE
FTEAFR UL EHIA , Amazon Data Firehose B s B F4 A H 1T HER. ©SRETHER , BEFEHAEF
gafE B E NI, FiXFErtRZEHE , Amazon Data Firehose fHX fER I A BIBE R AW |, HF
BIEZ 9 F Amazon S3 .

)X Amazon Data Firehose [ Splunk ZIAZEN , TR EXRZRERER , BoLEFHBHHEIAE
T #ER. RS , F1F Splunk BHAIA, BIEERIFEREI2Y , Amazon Data Firehose {115
A, ERIWEEIAREIAER, WRBEIAER , Amazon Data Firehose 2SR EBEIXITHEEREEE R
REtiE, MRERRNE , CHBAEAHEEZEE , BEEWIBIASBEE R EEEH,

ABEEIAFATR U HIAVME— —RBFEARE R, AXREMRENBEERERNES , F5H
Splunk HiEERE IR, MRERFENEAT 0, HAKFEERERFLMREREE,

THER - MEIRIEFETRO,

"attemptsMade": 0,

"arrivalTimestamp": 1506035354675,

"errorCode": "Splunk.AckTimeout",

"errorMessage": "Did not receive an acknowledgement from HEC before the HEC
acknowledgement timeout expired. Despite the acknowledgement timeout, it's possible
the data was indexed successfully in Splunk. Amazon Data Firehose backs up in Amazon
S3 data for which the acknowledgement timeout expired.",

"attemptEndingTimestamp": 13626284715507,

"rawData":
"MiAyNTE2MjAyNzIyMDkgZW5pLTA1ZjMyMmQ1IDIx0C45Mi4x0DguMjE@IDE3Mi4xNisxLjE2NyAyNTIzMyAXNDMzIDYgN

"EventId": "49577193928114147339600778471082492393164139877200035842.0"
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}

HTTP ¥% < B 5

2 Amazon Data Firehose 8 HTTP i & B it R IABIER , 2SEFREBZE WL, MR EINE
IR ER AR TE NG B AR A HAFR UL BN B2 , Amazon Data Firehose f% /8 3 Eif {54018 11 3188, ©NTHE

R, BEEERSEEEER I, FEidiFEtEEIEE , Amazon Data Firehose X 15 #1 1 8 #E

fERRM , FHHBIEZ D E Amazon S3 FiEM,

)X Amazon Data Firehose [ HTTP s R B it ZIEHIEN , TR RBXRZHERER , HLEWHS
SRR ITEER. A , EEKRB HTTP R Bisi R, BIEEiIRFL R 23 , Amazon Data
Firchose &5 , B2 EI MR, MERMEAER , Amazon Data Firehose 2K EE
RITHBEBREEFRRTE, MREERE , cBXERAEEZRE , BEWIWNRBEERNAD
pug-ie

RKBERIH T RME—ATRRAENBFEEEERRE, AXAEMRENBELAERNEES | E5H
HTTP i SEFEL B SR,

THR-MERIEFERA

"attemptsMade":5,

"arrivalTimestamp":1594265943615,
"errorCode":"HttpEndpoint.DestinationException",

"errorMessage":"Received the following response from the endpoint destination.
{"requestId": "109777ac-8f9b-4082-8e8d-b4f12b5fcl7b", "timestamp": 1594266081268,
"errorMessage": "Unauthorized"}",

"attemptEndingTimestamp" :1594266081318,

"rawData":"c2FtcGx1IHJhdyBkYXRh",

"subsequenceNumber":0,
"datald":"49607357361271740811418664280693044274821622880012337186.0"

Snowflake

*F Snowflake B #9it: , £ 8% Firehose bt , RO LAIEE Al kM B i IS 4ERTIE] ( 0-7200 % ) . E
RIFLERT R ERIAER 60 ¥,

[0 Snowflake REMBIFETEES LN , FERERZ |, Hl Snowflake B VELE R IEH, Snowflake
i, WERES, ERFEBTERATAUTERNEIR, Fl0 , MR Snowflake B R XA ERDEFIE

HTTP i B4R 113


https://docs.amazonaws.cn/firehose/latest/dev/monitoring-with-cloudwatch-logs.html#monitoring-http-errors
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—BITE4E T I8/ JSON BRIAE , N Firehose T2 HBRAETEH. R , E2NFEREN
S3 fRix PR JSON B AR EEM S BN HARBLIEZ 1D,

B  MRATACR, XRIBFEEEZMSFEHAY , U Firehose TRERFFHIEBE ALK S3
iR, ERFEEMUER TR Snowflake BREZHEIE, G MEREES BN AMK, FEHEER

T , Firehose 2 EEENFENBNER , AEENEIMEHE S3. XM IEFFELHEE snowflake-
failed/ XX | A LUERZXHXBITF I EIE,

LT Ri&EmE S3 MERIZER JSON Kbl

"attemptsMade": 3,

"arrivalTimestamp": 1594265943615,

"errorCode": "Snowflake.InvalidColumns",

"errorMessage": "Snowpipe Streaming does not support columns of type AUTOINCREMENT,
IDENTITY, GEO, or columns with a default value or collation",

"attemptEndingTimestamp": 1712937865543,

"rawData": "c2FtcGx1IHJhdyBkYXRh"

Fti& Amazon S3 X R EZBHIER

% Firehose @ Amazon S3 fZRIBIERt , S3 N RBHAMEBREIU TR <evaluated prefix><suffix> ,
HAPERMWER N <Firehose stream name>-<Firehose stream version>-<year>-<month>-<day>-
<hour>-<minute>-<second>-<uuid><file extension> <Firehose stream version> , JA 1 7k |, H# 1T
—)R Firehose 7B B E X FIEHN 1, EALLE K Firehose FRELE ( Hl70 , S3 FHEBEEH, iR
R EBURME ) . BALEA Firehose # %I &8 UpdateDestinationAP| #24ERKI L B HY.

¥t F <evaluated prefix> , Firehose FE4& =, YYYY/MM/dd/HH #7307 BRIABI BT B BT8R ML BTRIETE
RPN E—NBEBEREN , HF , 8MNERML (/) BEZEREWFRE—NER, BAEY
EEOEEETHHENRAIINBEE SR REULLEE, BXINAEEBENIENER , HSH

Custom Prefixes for Amazon Simple Storage Service Objects,

RIABERT , REENERNRXR UTC , BRI EHERANRENNX, Fl , ZFEH B A5G
HERHEARE UTC , BT LUE APl 231i& & CustomTimeZone () Amazon Web Services B2 & & &
Asia/Tokyo I XEE N . LT3R B E Firehose 7 S3 BIRE E X FHIATX,

TEFHRX
LA 2 Firehose 1 S3 Bl & EL & X iFHI AT X 5K,
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https://docs.amazonaws.cn/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html

Amazon Data Firehose FEANGIER

Africa

Africa/Abidjan
Africa/Accra
Africa/Addis_Ababa
Africa/Algiers
Africa/Asmera
Africa/Bangui
Africa/Banjul
Africa/Bissau
Africa/Blantyre
Africa/Bujumbura
Africa/Cairo
Africa/Casablanca
Africa/Conakzry
Africa/Dakar
Africa/Dar_es_Salaam
Africa/Djibouti
Africa/Douala
Africa/Freetown
Africa/Gaborone
Africa/Harare
Africa/Johannesburg
Africa/Kampala
Africa/Khartoum
Africa/Kigali
Africa/Kinshasa
Africa/Lagos
Africa/Libreville
Africa/Lome
Africa/Luanda
Africa/Lubumbashi
Africa/Lusaka
Africa/Malabo
Africa/Maputo
Africa/Maseru
Africa/Mbabane
Africa/Mogadishu
Africa/Monrovia
Africa/Nairobi
Africa/Ndjamena
Africa/Niamey
Africa/Nouakchott
Africa/Ouagadougou
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Africa/Porto-Novo
Africa/Sao_Tome
Africa/Timbuktu
Africa/Tripoli
Africa/Tunis
Africa/Windhoek

America

America/Adak
America/Anchorage
America/Anguilla
America/Antigua
America/Aruba
America/Asuncion
America/Barbados
America/Belize
America/Bogota
America/Buenos_Aires
America/Caracas
America/Cayenne
America/Cayman
America/Chicago
America/Costa_Rica
America/Cuiaba
America/Curacao
America/Dawson_Creek
America/Denver
America/Dominica
America/Edmonton
America/El_Salvador
America/Fortaleza
America/Godthab
America/Grand_Turk
America/Grenada
America/Guadeloupe
America/Guatemala
America/Guayaquil
America/Guyana
America/Halifax
America/Havana
America/Indianapolis
America/Jamaica
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America/La_Paz
America/Lima
America/Los_Angeles
America/Managua
America/Manaus
America/Martinique
America/Mazatlan
America/Mexico_City
America/Miquelon
America/Montevideo
America/Montreal
America/Montserrat
America/Nassau
America/New_York
America/Noronha
America/Panama
America/Paramaribo
America/Phoenix
America/Port_of_Spain
America/Port-au-Prince
America/Porto_Acre
America/Puerto_Rico
America/Regina
America/Rio_Branco
America/Santiago
America/Santo_Domingo
America/Sao_Paulo
America/Scoresbysund
America/St_Johns
America/St_Kitts
America/St_Lucia
America/St_Thomas
America/St_Vincent
America/Tegucigalpa
America/Thule
America/Tijuana
America/Tortola
America/Vancouver
America/Winnipeg

Antarctica

Antarctica/Casey
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Antarctica/DumontDUrville
Antarctica/Mawson
Antarctica/McMurdo
Antarctica/Palmer

Asia

Asia/Aden
Asia/Almaty
Asia/Amman
Asia/Anadyr
Asia/Aqgtau
Asia/Agtobe
Asia/Ashgabat
Asia/Ashkhabad
Asia/Baghdad
Asia/Bahrain
Asia/Baku
Asia/Bangkok
Asia/Beirut
Asia/Bishkek
Asia/Brunei
Asia/Calcutta
Asia/Colombo
Asia/Dacca
Asia/Damascus
Asia/Dhaka
Asia/Dubai
Asia/Dushanbe
Asia/Hong_Kong
Asia/Irkutsk
Asia/Jakarta
Asia/Jayapura
Asia/Jerusalem
Asia/Kabul
Asia/Kamchatka
Asia/Karachi
Asia/Katmandu
Asia/Krasnoyarsk
Asia/Kuala_Lumpur
Asia/Kuwait
Asia/Macao
Asia/Magadan
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Asia/Manila
Asia/Muscat
Asia/Nicosia
Asia/Novosibirsk
Asia/Phnom_Penh
Asia/Pyongyang
Asia/Qatar
Asia/Rangoon
Asia/Riyadh
Asia/Saigon
Asia/Seoul
Asia/Shanghai
Asia/Singapore
Asia/Taipei
Asia/Tashkent
Asia/Tbilisi
Asia/Tehran
Asia/Thimbu
Asia/Thimphu
Asia/Tokyo
Asia/Ujung_Pandang
Asia/Ulaanbaatar
Asia/Ulan_Bator
Asia/Vientiane
Asia/Vladivostok
Asia/Yakutsk
Asia/Yekaterinburg
Asia/Yerevan

Atlantic

Atlantic/Azores
Atlantic/Bermuda
Atlantic/Canary
Atlantic/Cape_Verde
Atlantic/Faeroe
Atlantic/Jan_Mayen
Atlantic/Reykjavik
Atlantic/South_Georgia
Atlantic/St_Helena
Atlantic/Stanley
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Australia

Australia/Adelaide
Australia/Brisbane

Australia/Broken_Hill

Australia/Darwin
Australia/Hobart
Australia/Lord_Howe
Australia/Perth
Australia/Sydney

Europe

Europe/Amsterdam
Europe/Andorra
Europe/Athens
Europe/Belgrade
Europe/Berlin
Europe/Brussels
Europe/Bucharest
Europe/Budapest
Europe/Chisinau
Europe/Copenhagen
Europe/Dublin
Europe/Gibraltar
Europe/Helsinki
Europe/Istanbul
Europe/Kaliningrad
Europe/Kiev
Europe/Lisbon
Europe/London
Europe/Luxembourg
Europe/Madrid
Europe/Malta
Europe/Minsk
Europe/Monaco
Europe/Moscow
Europe/0Oslo
Europe/Paris
Europe/Prague
Europe/Riga
Europe/Rome
Europe/Samara

Bt & Amazon S3 W R B FHE
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Europe/Simferopol
Europe/Sofia
Europe/Stockholm
Europe/Tallinn
Europe/Tirane
Europe/Vaduz
Europe/Vienna
Europe/Vilnius
Europe/Warsaw
Europe/Zurich

Indian

Indian/Antananarivo
Indian/Chagos
Indian/Christmas
Indian/Cocos
Indian/Comoro
Indian/Kerguelen
Indian/Mahe
Indian/Maldives
Indian/Mauritius
Indian/Mayotte
Indian/Reunion

Pacific

Pacific/Apia
Pacific/Auckland
Pacific/Chatham
Pacific/Easter
Pacific/Efate
Pacific/Enderbury
Pacific/Fakaofo
Pacific/Fiji
Pacific/Funafuti
Pacific/Galapagos
Pacific/Gambier
Pacific/Guadalcanal
Pacific/Guam
Pacific/Honolulu
Pacific/Kiritimati
Pacific/Kosrae
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Pacific/Majuro
Pacific/Marquesas
Pacific/Nauru
Pacific/Niue
Pacific/Norfolk
Pacific/Noumea
Pacific/Pago_Pago
Pacific/Palau
Pacific/Pitcairn
Pacific/Ponape
Pacific/Port_Moresby
Pacific/Rarotonga
Pacific/Saipan
Pacific/Tahiti
Pacific/Tarawa
Pacific/Tongatapu
Pacific/Truk
Pacific/Wake
Pacific/Wallis

BR <file extension> 24\ , BREENERFE, BRABEEXNKRGESRN |, Firehose [FiRIEE & K
sy B&. T&RIHEA T Firehose MMM ERIASHT B S :

BE XU RA
BIER IR - Parquet .parquet

BIEHER . ORC .orc
E4 : Gzip 9z
E4 : Zip .Zip
E4 : Snappy .shappy

E48 : Hadoop-Snappy -hsnappy

&R T LAE Firehose #£HI 85 API REEERFNXHT BE. XA BRBELFAUGR (.) Tk, #AE
AEEATHNFR : 0-9a-z-_*(). XHT REFEEY 128 MR,
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® Note
EEXH#Y BEE , ©REE Firehose ZEARERXNERIER/RMARINXHT BE.

7 & Amazon S3 X RI B E N EIR

& #E] Amazon S3 HIF RIEE <evaluated prefix><suffix> B EFIE N, BAUIEETEEETIBLT
RENREANWBEENLTR. BEENEBENTRFTESZNERIAGNR yyyy/MM/dd/HH,

BU L EBEN SRR EAUTERANKIER : | {(namespace:value} , H# namespace ATLLR LA
THERAZ— , A& PR,

« firehose

* timestamp

* partitionKeyFromQuery

* partitionKeyFromLambda

MRBBARLLER |, MTE Amazon S3 FREBPRETHAXHER, BEXEZEER , HSH (LI HHK
#& FirehoseDeveloperig®) FH# Amazon S3 X REB M.

timestamp @& Z=H

W B RN A RERBE R Java DateTimeFormatter FFRNFHH, Hli0 , T 2018 £ , Rk
X | {timestamp:yyyy} HitBELER R 2018,

FEitErtE& et |, Firehose FEAFIE A Amazon S3 WP SLEN K EIZEN AT KR AB.

RINERT , EBER UTC iHE, B2 , B UIEERFWE X, 0, REEER B AARAERE
MA= UTC , AT LATE Amazon Web Services BEEZF|E& = APl ZHZE (CustomTimeZone) HfF
MXBEN. Asia/Tokyo EEFEXZFHNEXFIFK , ESH Amazon S3 Object Name Format.

MBEBER—FIRREXNPZXRER timestamp TR ZEE , MEBNRFVIHTELERNE —ZA,
firehose & ZE[H]

A LU AMNMER Tt B ZE : error-output-type M random-stringe FRNAETEHMERS
Eo
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FRARER

firehose R ZE

L2

error-out
put-type

random-st
ring

E[AE

54 BH

RIEEH
Firehose E1%
Y B 1 0 2K IR
H, &SR
NUTEFEZ
— EXRK, -
KM, splunk-
failed, splunk
-failed
AmazonOpe
nSearchSe
rvice. . }o
format-co
nversion-failed
http-endpoint-fail
ed

MEFRER—F
RRPZREAR
© , MENE6
NITEERNE
—8BIRFHHR,

HEERA 114
FRNRENFRF
o MREER
—REAPZR
£/ , g
KBIMITELER
A= HREEAL
FRH,

s A

myPrefix/
result=!{
firehose:
error-out
put-type}
/1 {timest
amp:yyyy/
MM/dd}

myPrefix/
I {firehos
e:random-
string}/

i R

myPrefix/
result=pr
ocessing-
failed/20
18/08/03

myPrefix/
046b6c7f -
ob/

xR

Z error-out
put-typefE R &
£ ErrorOutp
utPrefix F B F
Ao

BERLLRERT
AL ES

il

&0 LURE = 1F
BRERR TR
R A9 FF 3L BAZRER
BEMLETESR , B48
£ Amazon S3
RERSHEL
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L3 B L TN fan i R A xR

E , kiREAR
+5 4B

partitionKeyFromLambda ] partitionKeyFromQuery @5 %= g

WFHISDX , BURE S3 FHEBIBRPFEAUTRIAXER : | {namespace:value} , H

Fan & Z2 (8] —IJ«XE partitionKeyFromQuery = partitionKeyFromLambda , tB AT LARH

EH, MREANBKRBHANFREEUNES X, WATIEE— S FHMIRE , ZEHUTH
RIEEWRERAR : "partitionKeyFromQuery:keyID", #NR A Amazon Lambda B
BHNBEBELRIXE  NAMIEE— S3 FHBRE , ZEHRHATEREENREXA

FX : "partitionKeyFromLambda:keyID", BXEZ{EER , i Creating an Amazon Firehose
stream I #Y“Choose Amazon S3 for Your Destination”

B AN
LLTFHNSERTF Prefix M ErrorOutputPrefix RiER,

o WF timestamp WRZEME , FiIHERBEELESIFTANTAER, BAENR  FRFEAZELEE
FERPFERA S| SHITEXNEAERE,

- MREENIETFESERABAEMEZEKRIEN , I Firehose 2fFZRIER ! {timestamp:yyyy/
MM/dd/HH/} BiNZE Prefix FERHPHE,

« F5 1 { REEHIMTE | {namespace:value} RiXEXH,

« XY Prefix RBEMEMERIERXA , ErrorOutputPrefix FRERZE, HEXMIERT , Prefix
WItELE RN <specified-prefix>yyyy/MM/DDD/HH/ , ExrorOutputPrefix itELERNR
<specified-prefix><error-output-type>yyyy/MM/DDD/HH/, DDD RI—FHMHERXK,

« WREN ErrorOutputPrefix BE—NRERX , WEXRMTEELD —A | {firehose:error-
output-typel} £,

« Prefix It£8%& ! {firehose:error-output-typel,

« Prefix # ErrorOutputPrefix HitEEH TR 512 MER,

- MR BRMER Amazon Redshift , Il Prefix FaEBEXREXH A ErrorOutputPrefix #4MA

go

T o

- IR B #R= Amazon S OpenSearch ervice = Splunk , {BRErrorOutputPrefixigEE(A
{8 , Firehose 2 APrefixZFERIZFRMHidF,
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- HBR#RZER Amazon S3 B , Amazon S3 BFrELEH M Prefix M ErrorOutputPrefix
o R ATRIDIEFMAMIZK, MRER Amazon CLI 2 API, A A
ExtendedS3DestinationConfiguration IEEEBHCEM Prefix M ErrorOutputPrefix
#9 Amazon S3 &R EE.

- HI&EA Amazon Web Services EE#2H| & H ¥ BFRiREH Amazon S3 Bt , Firehose 42 5l 52
BARBLEErrorOutputPrefix M Prefix MKIEFKEIIERMAKIERK,. MRFEARENIEER
%, MAMIBELIRIE , 2FF | {firehose:error-output-typel,

- Z{RExtendedS3DestinationConfiguration& Amazon CLI, APl =% Amazon
CloudFormation ( 1R EIEET ) —EFEHRIS3BackupConfiguration , Firehose TR A ERIA
&, ErrorOutputPrefix

« 817 ErrorOutputPrefix &iApartitionKeyFromQuery =it REEE
FpartitionKeyFromLambdaFf @& ZEiE,

TS

Prefix Al ExrrorOutputPrefix R4l

Input TTEMFIZ [2018 £8 A 27 HEHF
10:30 ( UTC )]

Prefix : KRIEE Prefix: 2018/08/27/10

ErrorOutputPrefix :myFirehos ErrorOutputPrefix :myFirehos

eFailures/!{firehose:error- eFailures/processing-failed/

output-typel}/

Prefix: !{timestamp:yyyy/MM/dd} BMATH . Y Prefix @8RER

] o B , ErrorOutputPrefix TRERNZE
ErrorOutputPrefix : FRIEE

Prefix: myFirehose/DeliveredYear=! Prefix: myFirehose/Deliver
{timestamp:yyyy}/anyMonth/ra edYear=2018/anyMonth/rand=5
nd=!{firehose:random-string} abf82daaab

ErrorOutputPrefix :myFirehos ErrorOutputPrefix :myFirehos
eFailures/!{firehose:error- eFailures/processing-failed
output-typel}/!{timestamp:yyyy}/ /2018/anyMonth/10

anyMonth/!{timestamp:dd}
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FRARER

Input

Prefix: myPrefix/year=!{ti
mestamp:yyyyl}/month=!{times
tamp:MM}/day=!{timestamp:dd}/
hour=!{timestamp:HH}/

ErrorOutputPrefix :myErrorPrefix/
year=!{timestamp:yyyy}/month=!
{timestamp:MM}/day=!{timesta
mp:dd}/hour=!{timestamp:HH}/!
{firehose:error-output-type}

Prefix: myFirehosePrefix/

ErrorOutputPrefix : KR¥EE

A OpenSearch RSB E R 5| %R

TERETE 2018 £8 B 27 BLEAF
10:30 (UTC) ]

Prefix: myPrefix/year=2018/
month=07/day=06/hour=23/

ErrorOutputPrefix :myErrorPrefix/
year=2018/month=07/day=06/hour=
23/processing-failed

Prefix: myFirehosePrefix/2
018/08/27/

ErrorOutputPrefix :myFirehos
ePrefix/processing-failed/2
018/08/27/

¥} F OpenSearch fRE B#r , B LMU T ENEI 2 — R IEEE TREIMN RS iRiE
I : NoRotation, OneHour, OneDayOneWeek, zOneMonth,

RIFLIERIZFVEHIRIEDT , Amazon Data Firehose £ UTC ZIiART BB H — 202 M B B8 ER R 5|
B HMEMNMFRM A ETEIE. AT RHEIERT S OpenSearch ervice FEANER 5| 3R IET 4 B
MWRS|IBH , EPEENRSIBFAmyindex , BEREE N 2016-02-25T13:00:00Z,

RotationPeriod IndexName
NoRotation myindex
OneHour

OneDay

myindex-2016-02-25-13

myindex-2016-02-25

9 OpenSearch BRELE 3 5| 5
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RotationPeriod IndexName

OneWeek myindex-2016-w08
OneMonth myindex-2016-02
(® Note

5/ OneWeek &I AY |, Data Firehose X <YEAR>-w<WEEK NUMBER> #&3X, ( 0
2020-w33 ) BahRIERE , HPEAHREFER UTC EHBFEUATEZERFIITERD -

- —ENEHBTFH

- — FENE-BAREX—SFHEEEHANE—H

FEMIRE BPEL

RIE Firehose /G , MKRFH I AHFERFEAMEENE. NREZRERLHAATHNER
(Bl FEitREFRERR )  SURFEENEFHREER , AEERVERRTANRE.,

/A Important
SEERTRE ZEENRERS , E#MERZE , ERXFIRIBFIEFRHERHE] Amazon S3
PHREIRTFERE  MERREKEEMIBENE, XRZFENEHNRRYE , 2 AUREXTE
o, REREARLERRESRERELAERMEI BN , HRERN KM,

%7 {Z Firehose i

E ¥ {Z Firehose YR , 1B EMIBR Firehose Rf&AMIAMMEA S3 FMENNIE. Hla , R
A8 E = H OpenSearch B¥rH) Firehose B#E , M AT UBI EFHNEREN, EXEZER , ES
B #ZF Firehose 51822 OpenSearch RS B FREI IR,

IBR s3:PutObject B/EM "Effect": "Allow" PR , HEXRM—FKIEL , ZBAXNATFE
B AWML HREY S3 FEMAY s3:PutObject IRENMA Effect”: "Deny" PR, ETX , XFEHE
B¥r (flan , < B¥r OpenSearch M1 ) , XEBER Firehose EABRHINIR. EEFHEMB W

FEMRELELE 128


https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-es
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WYX PR , IBEE £ H Amazon Data Firehose 2§15 RN R AR B Vi3 0. THRIXAMRE
J& , Firehose IEILZWERE |, RAILAMERA Firehose BYCloudWatch fEFr# 1T TR,

/A Important

£ Firehose REERE MY , FEWHRRMFKIR ( HlW0 , Kinesis Data Streams H =% Kafka
RERSH ) RENREHE  BEFRERERANHECATIIEN L, NRFERE
DirectPut , Firehose fHR B IE 24 /I it, MR EERBEEFHIB 2o RIREFRHE B
E, e X EREEX,

% & Firehose 7

EMEEH , BAITFEN , HR Firehose BRI RABEIE MM , LUERZHIX R E #
AT E R, TR, RREZAXNMAT S3 FHEHNRFTMMER , UZ2HEAMNEH, B
R , M s3:PutObject 4 "Effect": "Allow" EKIAXBR , HMIER s3:PutObject #4E

B "Effect": "Deny" fXR , F&M S3 EHWA TR H LM &M, &5 , A Firehose Y
CloudWatch fE/R# TSR , UBIAERCAEZBMNH, EEFHRHANEHRTHRESR , BEAE
T Firehose B9 Bi# CloudWatch HEKEE,

k& Firehose i 129


https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html
https://docs.amazonaws.cn/firehose/latest/dev/cloudwatch-metrics.html
https://docs.amazonaws.cn/firehose/latest/dev/cloudwatch-metrics.html
https://docs.amazonaws.cn/firehose/latest/dev/cloudwatch-metrics.html
https://docs.amazonaws.cn/firehose/latest/dev/monitoring-with-cloudwatch-logs.html
https://docs.amazonaws.cn/firehose/latest/dev/monitoring-with-cloudwatch-logs.html
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£ Amazon Data Firehose fF%i#E1& #i £ Apache lceberg
+*®

Apache Iceberg B A THITREIED M SHEEFRZEHEIN. Apache Iceberg 7 Amazon S3 ¥#E
HTHERT SQL R AT EMMMEEM | HF Spark, Flink, Trino, Hive # Impala &R 2512w 2L
BIRGCEMEINEE. BXEZER |, 5ZH Apache Iceberg Ml JEEEI AR H o

A LAE A Firehose R #iE/% 2] Amazon S3 H#Y Apache Iceberg &, i Apache Iceberg &

ATLA7E Amazon S3 H BITEE |, th A LA EE Amazon S3 R, EBITEEMN Iceberg R |, &1

DEBMAERMKY , SIMERMREIH ., Amazon S3 RERFEFE RS BEH N KB 25 TEAR
HITRLNEE O EERERSERMEHBRERERENFME KA, HX Amazon S3 &REH
RE#HERESNESEER , 51 Amazon S3 REBEFEES.

HIhEE AR IR RN E N R BB TEH Apache Iceberg R, EULLBEFFXERFNICENA
A, EFMBIERIZEE. ©IEXIFER Amazon S3 8 Apache Iceberg R ITR M BIE I B2 H,
Amazon Lake Formationf& I LATE R EEFRIEE T RI#EH] , Amazon Lake Formation 35 Firehose 124
ERHANREF I BXE

EEE AR

(® Note

EkAmazon Web Services XA E#X, AKX (&), AKX ( EREL ), T
A#X (FreE ) MEFAF (FEP ) 4 Amazon GovCloud (US) Regions , Firehose X #4fF
Apache Iceberg Tables Ey B #91t1,

Firehose X} Apache Iceberg RN ZHFEF U T EESWMAMERH,

- AtE — MREMEA Dire ct PUT ¥EABIEIRM Apache Iceberg RAEEHHE , MEXERI (38
HRWALE ) . ZEHESF (RBX ) MPMN ( BRZ ) XE , BMEERNEAFLENRN 5 MiB/
second , EfttFrEXEHMWHEAFTHENRN 1 MiB/second » Amazon Web Services [X 13 21 R Z4F 5k
TR AZ Iceberg RIETHITEFHMMER , HEREBRSHRVELE , WATBAEA Firehose BRFIFR
EERESELERS,
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https://iceberg.apache.org
https://docs.amazonaws.cn/AmazonS3/latest/userguide/s3-tables.html
https://docs.amazonaws.cn/glossary/latest/reference/glos-chap.html?icmpid=docs_homepage_addtlrcs#region
https://support.console.aws.amazon.com/support/home#/case/create%3FissueType=service-limit-increase%26limitType=kinesis-firehose-limits
https://support.console.aws.amazon.com/support/home#/case/create%3FissueType=service-limit-increase%26limitType=kinesis-firehose-limits
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MREZBFEABEMABHRITERMMBIER , LA LUF AppendOnly FREREN True, ¥
AppendOnly FrEIZEN True , Firehose 2 B BHALTRENELE, Bal , BREBEN
CreateDeliveryStreamAP| 2Ei% B L irE.

MRATRESNVHIERINEHET Firehose R FLEE N F 2K Direct PUT REEITR , M
Firehose 2 BZIRERNALERE , BERTREEESH ., RESHLEMNIEMATIR , Firehose A
EEEZFERKNNETENBERNELERSEFAEN KT, Bt , FHE S XK HEREIC
Fo MREZBMIUTBIEELRAKEEN , IELNFBEREENTHELRINFHERHES , I
BRESELERH,

- BHEND XY B — ZBRFSELIML , TUXIEKRE Iceberg FXHFESHNRNELE. EER
AFMLENEM , TUEHEANDTXHBESLRED,

UTRREFULENRHMZFNHEEERD X,

BOEHE XENRERS X
<20 MB/s &% 3,000

20—40 MB/s 1000

40—400 MB/s 100

400—750 MB/s 50

750 MB/s —1.5 GB/s 1

(® Note

ALY RENE M B 215 Firehose & BB AEH Iceberg RNHIEE | ZBIREEREMT

il Lambda HZzENEN , MARERBXIZERHHIEE, MREFRAYT Bi2RW
Lambda %k , M EBHNEFHERRESARSTRREE , HEEANRXED 2 XRHE
THREEEANEHE,

- F7 S3 EEE (TPS) — A T4t S3 AL , MR EAEMA Kinesis Data Streams 2 Amazon MSK fE
RERR , BINBNUEERAEEN S XEXNRIEFHTIX, XH , BHEEIE— Iceberg RIWEHKIFIDR
REME B — NIRRT B ERED X, WRTEE |, 8 T A E B+ lceberg RWBIFIZFE D

EEEIAPRH 131


https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
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BEITER RS partitions/shards , IX#EE R A SAE A FT AR topic/streamAl ANFIER S BFH &,
partitions/shards

« B : NTFHBEFMHAE , Firehose XNEAZHHE JSON FME—RTT K. a0 , Firehose IEFHE
—RHPAANTR , BREVEFR. REENIIENRERENSERRNIIENBELRETLET
i , Firehose FRER Ih1E 5. EXFIER T , Firehose FEEM Iceberg &ALt B EIESR
BBIRCE AL EFER, Firehose X#F 16 MBI ERE. U T EH#E JSON B RH,

"version":"2016-04-01",
"devicelId":"<solution_unique_device_id>",
"sensorId":'"<device_sensor_id>",
"timestamp":"2024-01-11T20:42:45.000Z2",
"value":"<actual_value>",
"position":{

"x":143.595901,

"y":476.399628,

"z":0.24234876

MRS ZHBIERTBRITHE | N Firehose &l HERHFHIEEHE S3 BiREFEM @, R Apache
lceberg RFMFTEY| S MBUELBATE | BRICKPEEEMFE , U Firehose 2B HFF
B

- BXRIEF— JSON WK : MABEIE —% Firehose iIBFHFRIE— JSON R, MREBEEIZFEF
REHRIEZA JSON WK , N Firehose &Ht R IR A I EIEA MW E) S3 FHiRfFMEME. MREME
A KPL R&1EF , FRBIEHEZE| Firehose # , & Amazon Kinesis Data Streams ¥ERIR , N
Firehose 2 B#1 R , A NBRIEFEA -1 JSON MR,

- EREMEFEMLI : EXER Firehose EA Iceberg RE , EHARIMAER R, BIE ST M
BRI, BT SBEX4LEMAREFEH R, N TRESUNERAMRE , B8
FTEER—MBRAR , DEHREINBEXEHEHEENRPDNRABEX . XNMNIEHRIE
%, Amazon Glue Data Catalog X# B #1E4E Apache KILEK, BEXEZEL , 2H (Amazon
Glue FAF$ER) #H A Compaction management, BXEZE LR , 12 Automatic compaction of
Apache lceberg Tables, B & , LA LUZE 1T Athena Optimize SR FHMITESR. BXxMHKIL'HH
MWEZEER , S Athena Optimize,

BR T ERBIE TSN | 18E AT LAE X Apache Iceberg RIFUITREH B VACUUM B AR F A 174
EEE |, BIIREBT HAR I 4Bk, & Amazon Glue Data Catalog , & 7] LAE A © 3k B zh Bk

EEEIAPRH 132


https://docs.amazonaws.cn/streams/latest/dev/kpl-with-firehose.html
https://docs.amazonaws.cn/glue/latest/dg/compaction-management.html
https://www.amazonaws.cn/blogs/aws/aws-glue-data-catalog-now-supports-automatic-compaction-of-apache-iceberg-tables/
https://www.amazonaws.cn/blogs/aws/aws-glue-data-catalog-now-supports-automatic-compaction-of-apache-iceberg-tables/
https://docs.amazonaws.cn/athena/latest/ug/optimize-statement.html
https://docs.amazonaws.cn/athena/latest/ug/vacuum-statement.html
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TEHEENBE X H. M 4T HRR , M X% Apache Iceberg REVIEE R, BXES
E8 , HSRIXEXT Storage optimization of Apache Iceberg Tables WEBEXE,

« AT X Apache Iceberg &# Amazon MSK LRSS 25R/EN B 93,

« XYTE#HRIE , Firehose 2 EME —MIBRXX 4 , AEBRITHREARE, REMBRXHL~E
Amazon S3 BME# A,

« Firehose BT A Z 4 Firehose FFHIEE AR — Apache Iceberg &, X2ZHK 7 Apache
lceberg K Ht T =M H &35 H (OCC)o TR ZA Firehose HRERERIBEAEA Iceberg 3k , MTE
LENBRE-—NRERDERBE. HLTERXERBNR  ARERRERERE , EFRENER
BFEntE R, EREEMEATRE  BIRANMERXHE4R ( Amazon S3 BB ) FFRIEEIEEMN

Amazon S3 £&iRHI &Ko
« Firehose X#%H 28] Iceberg FERRA R 1.5.2 W

- ENMEHRFEEATLDE S3 X , BRZE Amazon S3 RHELE Amazon Key Management
Service 2 , MR Firehose BEEHREES . WRETE Firehose PEER TR MBHFEEZIE
FT T S3 & EY Amazon Key Management Service S8 , M| Firehose o3& X L5 303 17 N
R, BRESZEER |, HS MM Amazon KMS Z4AF A RS S iw %

+ Firehose B X #FEED Iceberg B API BIZMWBBEMKRH# 1TIEM,. GlueCatalog T iFt&
Zi@ Glue SDK BIBHBIEEMRK, EEE | lceberg EHMBBEEMREAIXIFEEZF (-). B
KEZHMEE , BB lceberg EXFHM Glue HIFEEENFRIEXM Glue RIENFER,

* Firehose EANMIEXHBMREARRERFHFENS XITEN, XEERATHEROX G, TXHLB
R , BlanR 2 XRE AR XA BR 4

- 7£[ Apache Iceberg TRAZEEIERT |, Firehose B BIF X HFMENLIRERE M. 7£ Iceberg R LELEM
P BR R BT |, Firehose NEHFEERMIREHRR 2B LE M,

£ Apache Iceberg R4E7 B I b HY ST R & 44
MEL T TR TS | SAE AT BN SR A

&
« £ Amazon S3 &% E| Iceberg FTHY o R
- f&25%E] Amazon S3 REIEFM RS K EREZM

£ Amazon S3 H {2 Fl Iceberg TRV LR FZH

gz e, HHmE LT ERE M

TR 133


https://www.amazonaws.cn/blogs/big-data/the-aws-glue-data-catalog-now-supports-storage-optimization-of-apache-iceberg-tables/
https://iceberg.apache.org/docs/1.6.0/reliability/#concurrent-write-operations
https://docs.amazonaws.cn/AmazonS3/latest/userguide/s3-tables-kms-encryption.html
https://github.com/apache/iceberg/blob/main/aws/src/main/java/org/apache/iceberg/aws/glue/IcebergToGlueConverter.java#L62
https://github.com/apache/iceberg/blob/main/aws/src/main/java/org/apache/iceberg/aws/glue/IcebergToGlueConverter.java#L63]
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FRARER

. ﬁIJE Amazon S3 17 : &AM B2 Amazon S3 fF#ME , LAETE 62 2k H[R) 75 00 T 3045 ST 44 3%
R, BREZER , FSHEIE S3 F#EM.

- BIEEBFMENRN IAM B : Firehose EEEFHENRH IAM BAE&F 8275 1R Amazon Glue &
HFEHEIEE A Amazon S3, RN AR THRT Amazon Glue X Amazon S3 17 A HY 1 R BR .
£ 87 Iceberg XM Firehose it , BEEW IAM A€, BEXEZELR , BSH BT Firehose if
i8] Amazon S3 RHIINER,

- B2 Apache Iceberg 5 : IR EIE Firehose RHELE A TEFH MMIBRAVME— , N Firehose &7
BIERNBRIERNE—REEEE. EXMERT , BUMIEAE Firehose 2Bl BlEEK, EAIL
£/ Amazon Glue Bl Apache kL&, BXEZER , IS Creating Apache Iceberg tables,
MREE B Firehose A ELEME —8 , WTFEE L Firehose Z B BIE Iceberg ko

® Note
Firehose X Apache Iceberg FREV A T FRIEMRAFE X,

« RIEKIAIRA : Firehose NXHF V2 RIEHER. H20E VI BRANK , NS HIE
R, BESIEREE S3 HIREMM.

- BIEFEMER : Firehose BA Parquet X EIEE A Apache Iceberg o

1T43% % — Firehose % #% [ Apache Iceberg Tables B AEIEM Merge-on-Read (MOR)
B,

&5 %) Amazon S3 REHIEFMERZ N ERSZH

BRBIELRME Amazon S3 RERMBFEFMIRS FHE , BRRRIUT LREMH

- Bl S3 RFMME, MBEZER. REMBEPHRUNK Amazon S3 REBEFRBES AR E
feE XL IR, BT S3 RBFEKMMAYRS] (0 S3 RE FEXRFIFATR ) |, JIBLHANNE,

- SIEEEMENREHN IAM B : Firehose EEEARFENREMN IAM B&F BTG Amazon Amazon
Glue RAFHIEE A Amazon S3 REBEF# RS FMETE. EE A Amazon S3 XFEMBEHAE |
BEATUR 1AM BEIEHFTENNIE, Amazon S3 3 B ZATE W REUR T 4248 F 89 5 ) 45 448
=

« IAM 5 E#2F| — Firehose RITABEEEIZEX Amazon S3 RIERIRE IAM X R,

« Lake Formation 17 [d]#2#] — Firehose Xt & EZE Amazon Amazon Lake Formation X BR = &
EEI BN R ERIF AR, Amazon Lake Formation £/ B C WX EER | AT EIEB
KRR ITRAR GRS,

¥ %) Amazon S3 RIEMIEF RS HY K RFAM 134


https://docs.amazonaws.cn/AmazonS3/latest/userguide/creating-bucket.html
https://docs.amazonaws.cn/glue/latest/dg/populate-otf.html#creating-iceberg-tables
https://iceberg.apache.org/spec/#version-2
https://docs.amazonaws.cn/AmazonS3/latest/userguide/s3-tables-getting-started.html
https://docs.amazonaws.cn/lake-formation/latest/dg/notes-s3-catalog.html
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£ 8I% Firehose Fift , BEEL IAM B, BEXEZEER , {55 M@ Firehose & F % Amazon S3
REBFEEERS W IHRNR,

BXROTER , B RBEFEA Amazon S3 REEKIEF M RS F Amazon Data Firehose ¥ T
NERBENBIER. EXEZEE , BESREAmMazon 2 RS F#EH Amazon S3 &,

% & Firehose %

E B2 LA Apache Iceberg RYEHR B HItbHY Firehose 5t , BUTBEL TAR,

(® Note
AT &mE S3 REEMPHIRM Firehose TR IRE S Amazon S3 Y Apache Iceberg
Tables *H |E.Io

B E R IEHN B #Yith

E @ Apache Iceberg REREHE , BRHEHRIERR,

ENREER , FEHEERRE.

BTk |, &8 Apache Iceberg FR4E B By tth H 124t Firehose & #ro
B B MR R

EXNHIBRITEENER (W, EEARDRINSBESHIET ) |, B LU Lambda EEURINE &
B Firehose #i®, BXTE Firehose i fEA Lambda HITHBEMRNEZE L |, S HE Amazon
Data Firehose A &R EIE,

¥t F Apache Iceberg 3 , EATIEE WARFE AL FKEAETEHN BERRARERITHRE, O
Firehose IRt ERBEENHEP —F 5 EZ A Lambda EKE.

BXESER , BERFICRE MBI TEL lceberg &,
ERBEE

Apache lceberg EEHIE B FFHEE A Apache Iceberg &, Firehose 5 Apache Iceber Amazon
Glue Data Catalog g Tables £,

i% & Firehose i 135


https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-s3-tables
https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-s3-tables
https://www.amazonaws.cn/blogs/storage/build-a-data-lake-for-streaming-data-with-amazon-s3-tables-and-amazon-data-firehose/
https://www.amazonaws.cn/blogs/storage/build-a-data-lake-for-streaming-data-with-amazon-s3-tables-and-amazon-data-firehose/
https://docs.amazonaws.cn/AmazonS3/latest/userguide/s3-tables-integrating-aws.html
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YRATLAE 5 Firehose E#EHERIMIMK S Amazon Glue Data Catalog £ , B AT LAfEBEIK SRR |
A BAFE 5 Firehose EFMERMNXE ( BIA ) PER , T EFEN X EA.

MRBELKE Amazon S3 REMIEF@RS , H B EEEAESAIRE Firehose

W, BEERESEHN Amazon S3 ®REBIBEFHARS B AN NN A £, MREFER CLI

Ki%E Firehose it , BBATE CatalogConfiguration AR , FERUATHEXEH

CatalogARN : arn:aws:glue:<region>:<account-id>:catalog/s3tablescatalog/<s3
table bucket name>, BXEZEER , BZHIXE Firehose %l Amazon S3 REHIFEFM RS,

(@ Note

Firehose XXt Iceberg RIMIT=FPIR/E : @A, EFMPBR, WMREERERIE , Firehose
RIANNFEA , FEFEAWLERRINAFT , HRBEENIERK. EXNEXIMEILER , BE
EEHRE , ZBREFRAERREMNNEXINEIT,

-

« MIA(FBA)  ZMEENEFIERRUEEENT,.
- BEEEH  INEF it 2EHNBIEF,

BLiE JQ RIXN

X F Apache Iceberg & , MBS TE MAFFE AT HETEN BRRUREHRITHEA, EFM
MIEREERIE. Ntk , BALUA Firehose BE JQ RIER , BT HRIMARES. BEXEZHFER B

Z{ 227

BoEME—

FEASNRETERNMRER : E—RBR2RIERPHN—IRZNFE , ATHE—#5R Apache Iceberg &
FH—1T. IREETESNIRBMNEATR , WTHSEEHE—E, MREENELERHFTEHR MM
BR, MMAFRNXERENREEE—B, 512, IRRDPBRDT , WEFTHBEFBEAZT. IREER
AR, WOLEEE -8, NTEHIRE , Firehose 2EKRE —MIBRXH , REBRITREAR
{(=H

B A LAE Firehose MAIEN RPN ENKREEMK - , ETUE LA ERBE NFRIZIEREE
lceberg FAZ 1% B identifier-field-ids, EMRABHNEINEMEBER —RETER, WREERAIE
HERERNENKREEMH—% , N Firechose 28 & identifier-field-ids BELXMENRFATEA
EME—, MRFEBREE , NED FRHAM BRIBEEBBT" R,
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/s3-tables-integrating-firehose.html#firehose-stream-tables
https://iceberg.apache.org/docs/1.5.1/spark-ddl/#create-table
https://iceberg.apache.org/docs/1.5.1/spark-ddl/#alter-table-set-identifier-fields
https://iceberg.apache.org/spec/#identifier-field-ids
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ERBELBS  FHNEERIMBRBENRREBEESN. KREVNE R, EEED , 8 KRAE
B—1M%B. XTXERMMIZR , EEFERELT D, NE , WRRPOBEDET ROPIRTEE
o, MBI UERREERFEBIR,

[
{
"DestinationDatabaseName": "MySampleDatabase",
"DestinationTableName": "MySampleTable",
"UniqueKeys": [
"COLUMN_PLACEHOLDER"
1,
"S3ErrorOutputPrefix": "OPTIONAL_PREFIX_PLACEHOLDER"
}
]

MREBHOF|ZEENINRDEE—H , Firehose XFEREKE—#, B2 , ET-XFHTLRENSIE
FERE—R, Sl , MRFE _id BHIAETZ , WER top._id WETHMAME—R, MR _id
EENRPREE—H , FATREERBENPTNULENF , MERAT, TieRMRIIERREDH
Rtt, EUTRAIF , _id REMHERME—R , BAJBEREHEMH—1,

[
"schema": {
"type": "struct",

"fields": [
{
"name": "top",
"type": {
"type": "struct",
"fields": [
{ "name": "_id", "type": "string" 3},
{ "name": "name", "type": "string" }
]
}
1,
{ "name": "user", "type": "string" }
]
}
]

HEUTRAIF , _id FTREMNERE—R  BACBEATMRS , bt HTERES M.

L

e i M — 5 137
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"schema": {
"type": "struct",

"fields": [
{
"name": "top",
"type": {
"type": "struct",
"fields": [
{ "name": "_id", "type": "string" },
{ "name": "name", "type": "string" }
]
}
},
{ "name": "_id", "type": "string" }
]

B E BN IFLEAT A

& 0] LAfE A L B B SR #8 %€ Firehose FE B A Amazon S3 HHY Apache Iceberg & A8 B ok B B 52 i,
EiXMIFERE (AW REN ) . BALUKE 0 E 7200 B Z BINEMAE , JITER. BIAMER
T , Firehose W E i #t[E 8 300 ¥,

AL R TRV AL T S AL B

18 FF Firehose BLE N RICRAWE S3 2R FMEME , U eEERFENEZH/EEILEHE
MBERRMEE, Hit , FERHENZORETEE S3 FOF#BEMN S3 FOFMMBE R LA
Ko

Rb IR R IR

Firehose B £ 44 i% X% 2 CloudWatch BE&EF Amazon S3 £ iR 1FME &,

BiRSIK
BiRHEHE iR
Iceberg.NoSuchTable Firechose EEBEA— N FRFENEK , HEFEZXRS

= V2 13, Firehose £%# V1 XK.

EEERFENE 138
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HIRES iR
Iceberg.InvalidTableName RIEMRBAN null HZE |, FERHVEXF=Z

V2, Firehose T%# V1 BRI K,

S3.AccessDenied BREERZHESRPLNEN IAM BEEEFT
FHXRIMEEREE,
Glue.AccessDenied BREERZESRPCNEN IAM BEEEFT
FHNRMEEREL,
REZEPXETR

Firehose R FHEANRBBEEAE —EXD (ZHKD) , REA—ERE (FRPEER) B
BN E£HE Apache Iceberg R, A LLER 1—128 FIEH X K/ MiBs 1 0—900 # #9284 8] &,
SENXRERYEE , SSEARKHEY , ERAAFIEE (A THEARNKEXH ) , ERSTHEREER ,
BIEERES. RIEMNEPXERMEUARBEHIERZWHE,

BESHRIRE

A LAA Apache Iceberg &RELERF IR MNE . HiRAXKIERK, NRAFL, BXEZER |, HSH
BRESRRE. BXLFRMAENR 227 —EB2 M OIEH IAM B, Firehose FBE15 8 Amazon Glue
KME A Amazon S3 F# BN AR,

AIEEEE LD ¥R A F BEST X Firehose RBIE, RKIIAIEE Firehose /g , &7 LAFF iR @ H A S EVEK
& , # T LLEFE Apache Iceberg R EIE,

& ANIEFZEEHE £ Iceberg R

MRIEE Firehose FFHIFBBAZEI LA Iceberg Tk , WRFEEREEFPEELNMNRFEENR , MUT R
{5l JSON FiilRe MFBEANEK , BAFEE JQ REXH Lambda BEEEK M Firehose IRIHEEHER. MR
BIXEF RS JQ 2 Lambda —i#2 124t , M| Firehose J¥M JQ =X Lambda ZREUAI A o

[
{
"DestinationDatabaseName": "UserEvents",
"DestinationTableName": "customer_id",
"UniqueKeys": [
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"COLUMN_PLACEHOLDER"

1,
"S3ErrorOutputPrefix": "OPTIONAL_PREFIX_PLACEHOLDER"

}

FEU RIS | Firehose FrrAH AICREHE| UserEvents BIBEFM customer_id R, WREX
BARNITEFSMBRIEME | MABER JSONQuery 3£ Lambda 7358 5%E AR KWIRHER

{145 Firehoseo

FHE AR HEITEB Iceberg

Amazon Data Firehose AJAARIEIZFRH RN B R P HE AN ERKEEHEREHR Iceberg ko M Amazon
Data Firehose fZ#iig %At , iIE XA RIAFRE. FSEUAT =6l AR,

{
"devicelId": "Devicel234",
"timestamp": "2024-11-28T11:30:00Z",
"data": {
"temperature": 21.5,
"location": {
"latitude": 37.3324,
"longitude": -122.0311
}
},
"powerlevel": 84,
"status": "online"
}
{
"deviceld": "Device4567",
"timestamp": "2023-11-28T10:40:00Z",
"data": {
"pressure": 1012.4,
"location": {
"zipcode": 24567
}
1,
"powerlevel": 82,
"status": "online"
}

FHE AR R M EI TR Iceberg & -
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T RGIH | deviceld FEREF N TRERIE — Devicel234 Ml Device4567, & AIBEEY
deviceld FEH Devicel234 Bt , MATEFIEZRE AR N Devicel23s By lceberg & , M2 A
1B%M deviceld FEX N Devices567 , BATREREFIEFKE AR N Devices567 HFRH,

BEE , WA Devicel234 Fl Devices567 WIBFKAREE —HTRMNFER |, XL BRARST ZAE R Y
lceberg XA TR, FAWICEKABEEGHRERN JSON &8 , HEH deviceld AILUHREE JSON
BRAP, EETRNLTH , BIMNFHLEXTER T & [ Firehose 1R 4E X Y% HE 2 FiE
FEHETEN X,

£ JSONQuery FkiA [0 Firehose 1= HEE

@ Firehose IR ICKBEHERNRE L, ZRERARZNFERRME JSONQuery KRz, A
XMEE , BEAUR=ASEEREMS JSONQuery ®IAX - Database Name, Table Name H ( A
1% ) Operation, Firehose {EABRRENFRERNMNEANRIEZFRIUEEABHIER,

Database Name SHUIEE BB EEMZ#. Table Name SHISEBHIRKXM B F, Operation
B—NAESH , ATETIREEANRERENFECRBABREK , ERBXIBREFRPOINE
iR, “BIEFERUMEBLUTELZ— - insert. update 5 delete,

NFX=ASHFNET -, BUUARHBSEIISRERN , EEHPMNEANECEZPRRE, 5
W, MREFAEEZANRICRARMEIEZN IoTevents WEMNKIERE , NBEESHTNBRSER”HR
“IoTevents”, MRLTMEALRFKFNFTERHPRMENREKSE , WRBR—IPISKERX , ATEE
BRALCERPEENPRRBIIREBN TR

HUT RO BNANBEFEENERABSE , N REEADIDE  WEFEEABSE, I8, BE
BRERTED, WMRAKIEEEMERLE , N Firehose 2EINRHE AN IEFENFIEZAAR BIRRF,

Database Name : "IoTevents"
Table Name : .deviceld
Operation : "insert"

R deviceld ZFREREE JSON BRAH , WRIMNHEAREZREENRBEEN

.event.devicelId,

(® Note

- HEBFBREEEN update 5 delete B , M AMEIRE Firehose bt R B irkigE M —
R , HF L Iceberg FIZ1TOIE R FE ARIRIERTE Iceberg FIRE identifier-field-ids.
MREAREELIN , M Firehose £ 145 IR R BIEL W EI S3 B iRIFHEME.
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« Database Name # Table Name EX#MEBHRBEBEEMERE TEEE, NMRECHIIFE
Bt , M| Firehose & K& R H [ EIEZ M E S3 HBiRFMEE,

£ 1R HEE S 2 Amazon Lambda B %K

ERERRAT , BUREEEXRNANKREMARFEAICZBHE BiRKk. Bl , BAgEE— AN
KRENFERREIEEA. BRF, ZANMKHEIENRN TableX WBEREK , jZ%M CEER==3 LUl
HiE MR MEANRIZR, Al , MR -FIBRITENFE device_id A1, NAIBEEERMS
—/N device_type A‘modem”MFE , A FZMMFEBEABRRKY, EXMERT , BRI LEHA
Firehose 1 #Y Amazon Lambda B HRIRR , H7E Lambda BHIREHN R EFREKABAER. ET
fR {52 A Firehose F#Y Amazon Lambda BE3%IRIFR , S M 7E Amazon Data Firehose H##t
REEE

HIRMEA Lambda £ Firehose R #RERA |, M HAMEE recordId, result M data =
KafkaRecordValue ¥, &S #recordIdBEH ARIEE , resultiER"REMREETKI |
Hdata®@ & Lambda E¥HY Baseb4-encodedE#Hit. BXEZEE , HSH 2?27,

"recordId": "49655962066601463032522589543535113056108699331451682818000000",
"result": "Ok",
"data": "1IiwiI6ICImYWxsIiwgImdgU21IiwiI6ICImYWxsIiwg==tcHV@ZXIgU2NpZW5jZSIsICIzZW1"

=M Firehose IEEMARFRICREHI BRRNWEBAEEL |, R Lambda BEKI —&B% , Lambda B
By AT E metadata BWHEMEB D . U TROIER T WAF T EIEE 2R M2 Firehose i
Lambda $ A , ZREEA Kinesis Data Streams fER E#ERIR , 87 Firehose 447 Hulﬂifﬁjﬁﬁ
WRBAZIBIEE IoTevents BB 7 Devicel234s HIFKRA,

{

"recordId": "49655962066601463032522589543535113056108699331451682818000000",
"result": "Ok",
"data":

"1IiwiI6ICImYWxsIiwgImdgU21IiwiI6ICImYWxsIiwg==tcHVOZXIgU2NpZW5jZSIsICIzZW1",

"metadata": {
"otfMetadata":{
"destinationTableName":"Devicel234",
"destinationDatabaseName" :"IoTevents",
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"operation":"insert"

B, AT ROIERT WAl T B iE S0 5 %A 02 Firehose BY Lambda A |, © A Amazon
Managed Streaming for Apache Kafka fE A B #EKIR , $E7R Firehose A X1 FAER FicFKidA S
BIEE IoTevents &N Devicel234 KR,

{
"recordId": "49655962066601463032522589543535113056108699331451682818000000",

"result": "Ok",
"kafkaRecordValue":
"1TiwiI6ICImYWxsIiwgImdgU21IiwiI6ICImYWxsIiwg==tcHV@ZXIgU2NpZW5jZSIsICIzZW1",

"metadata": {
"otfMetadata":{
"destinationTableName":"Devicel234",
"destinationDatabaseName":"IoTevents",

"operation":"insert"

}
}
}
NFEARE

« destinationDatabaseName MR BMEBIEENEH , RMVIEFER,
« destinationTableName EEMR BHRENET , BHLIEFE,

.« operation R—MNAFER , WAEMERN insert, update # delete, MREKRIEEE(IE ,
MERIABRER insert,

® Note

-+ HRNRMEEER update = delete B, NAFIERE Firehose AT H B IrRIEEM —
MR , HEE Iceberg FIZ1T R RN E NFRIRERTE Iceberg Fi% E identifier-field-ids.
MRERIEELI , M| Firehose &l KR FHIE LRI S3 HiRFER.

« Database Name # Table Name EX4MSHIRBBEENRBETEEE., MEBIITET
Bt , M| Firehose & K& R H [ EIEZ A E S3 HBiRTFMEE,
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- YW Firehose HiBEE Lambda RIREEH X E JSONQuery RIARAT , Firehose 28 5%
KE Lambda PN TBFEFE , MEEN N ICRBHREENNBERK , RAEESR
JSONQuery RixXWHHFPREFRINFE,

IR Lambda 2 JSONQuery FRIAXAREBMAIFNEAFEL , Ul Firehose 2FHM N LR
R, AEH-—RBEEPFERERER.

BEXEZER , BSRAGEACEEHE £ Iceberg &, MR Firehose TEBWERHER
HAHEREEENERKRITEE , NSHREEAZTIEEN S3 HIREFMMT.

5 Lambda E%k

It Lambda BRER R~ HI Python 13 , A THEMTE ANRIERARNLETFTE , MEENNMRHEEE
ABER, B LUE R L RAICRE AR T B E SR T BIEL D .

import json
import baseb4

def lambda_handler(firehose_records_input, context):
print("Received records for processing from DeliveryStream: " +
firehose_records_input['deliveryStreamArn'])

firehose_records_output = {}
firehose_records_output['records'] = []

for firehose_record_input in firehose_records_input['records']:

# Get payload from Lambda input, it could be different with different sources
if 'kafkaRecordValue' in firehose_record_input:
payload_bytes =
base64.b64decode(firehose_record_input['kafkaRecordValue']).decode('utf-8")
else
payload_bytes =
base64.b64decode(firehose_record_input['data']).decode('utf-8")

# perform data processing on customer payload bytes here

# Create output with proper record ID, output data (may be different with
different sources), result, and metadata
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firehose_record_output = {}

if 'kafkaRecordValue' in firehose_record_input:
firehose_record_output['kafkaRecordValue'] =
base64.b64encode(payload_bytes.encode('utf-8'))
else
firehose_record_output['data'] =
baseb4.bb4encode(payload_bytes.encode('utf-8'))

firehose_record_output['recordId'] firehose_record_input['recordId']
firehose_record_output['result'] = 'Ok'

firehose_record_output['metadata'] = {
'otfMetadata': {
'destinationDatabaseName': 'your_destination_database'’,
'destinationTableName': 'your_destination_table',
'operation': 'insert'
}

}
firehose_records_output['records'].append(firehose_record_output)
return firehose_records_output

BRER,

79 7 18 Apache Iceberg Tables &5 $k#& , Firehose 2EEBR I &M ELT CloudWatch $8#x.

B 88
DeliveryToIceberg.Bytes EIBER AL E Apache Iceberg REIFZTTH,
B FH
DeliveryTolceberg. Firehose %1% 8 Apache lceberg RZ MM IZREKE,
IncomingRowCount .
B4 TR
DeliveryTolceberg. R Ih4& 5 E) Apache Iceberg REVTTHG
SuccessfulRowCount -
B4 TR
DeliveryTolceberg. £ El S3 R0 MR M ITE,
FailedRowCount .
BT iTER
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EiR 34 83
DeliveryTolceberg. Firehose P& R iEKHVHABR ( M# A Firehose EJH1E ) ©
DataFreshness FI K F L HABR AV i R 212 5 F Apache Iceberg ko
BB
DeliveryToIceberg.Success M IhR 3 Apache Iceberg Y E.F,
JQProcessing.Duration 1217 JQ RIEXFrEAI ATl
By . ZW

TERXFNRERE

Firehose X #F Apache Iceberg FTXFHWFTERB N ERBIEXRE, EXEZEL , 5 Schemas
and Data Types, AFRABFRXKIEZH BITERT , XIEH Firehose XIFWHIBERE . EXR
Base64, MIME Base64, URL 1348 %% Base64 LK Hex, X F Timestamp BiERE | KMk
KLUUBB R B KIE,

HHERE R
T—H N AFRBRELEG R,

MapType

"destination_column_0":
{"WP50030kuIQcDPcsvpllygF1lxza0Sq@wUlgTwuleCEzgVneGxA": "PO3ReF3auyDgbfonx9Cd8NTmcQngnw7JuZ0CWw]
"destination_column_1": "{\"{\\\"destination_nested_column_0\\\": \
\\"18:56:14.974\\\", \\\"destination_nested_column_1\\\": 241.86246}\":
\"M07kAvYdHVBh61F7RzfxtEd39YQI33LnM2NbGS67DOFFsRUyUUUjKT5VnK7Wtfz1lmHNeIix6FAY9cYpwTdedgr9XnFwGe
\", \"{\\\"destination_nested_column_@\\\": \\\"18:56:14.974\
\\", \\\'"destination_nested_column_1\\\": 562.56384}\":
\"9G1xhDCt95LxBo51HybBZihq0qf6EU8jrDu7NMpxtGB2dY6q6kXpvxIrFuMdqHCIKIZIcDikwgglLniUm8kgE4d
\",\"{\\\"destination_nested_column_0\\\": \\\"18:56:14.974\
\\", \\\"destination_nested_column_1\\\": 496.03268}\":
\"keTJZYLNVLRB5@DMKzEI6MOAM4mueyNnAIm2YVnYdDwyxUpPgkb72Q6L1iX0B9s8gCjZ6trW6C1PFkOKNBIpxYsj5Tc5Xs
\",\"{\\\"destination_nested_column_0@\\\": \\\"18:56:14.974\\\", \\
\"destination_nested_column_1\\\": 559.0878}\":
\"mGOZET84BUF28E312UCIWgmypyQFSUODHINAMANF3LJEutbooZWcBt97PP5AHaopNvC8pQZ4mGXB9hmVmjUNmuj5Qanyx
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\",\"{\\\"destination_nested_column_0O\\\": \\\"18:56:14.974\
\\", \\\'"destination_nested_column_1\\\": 106.845245}\":
\"aidoVYrzu8gcLRkVVUyTKCN9gqTUFYi8uJQsrXEFEY11f90017JhAtg9QKG5BBU67Ngb95ENSNKQYyCHNImSu5x4hMnmHL

\"}"

}
DecimalType
{
"destination_column_@": 9455262425851.1342772,
"destination_column_1": "9455262425851.1342772",
"destination_column_2": 9455262425852
}

BinaryType ( base64 BRIk, base64 mime, base64 url Z&, +Xi#H )

"destination_column_0": "AsYhnHD\/Ra54hIT11daNV9gl0jtWPEfopH
+PjgUKHYB6K7UCYi4K19b80wD4I\/93x5tyh+0y
+k5cM1jVRImfIkIuLx19ERBiPPLhf4+y0J2k70VavPnYWmNLs1hLDH1feEMIfVhrqOGzIMoA
+CBAWXfIuiG420ISQP5iAX5xFG\/
mOfkM5zYothje80GX1tdthcCLEWYBiPOS1wXcEQuMeRfwclAc9fTOBz6RzdJ1HhUDjoAXg
+4cv1y27F82XpuGMNwpUj98A0rgbh2MoU9yvsM9Zr jD0eGVg0ZP8Ky7Za40E\/0K8]
+qABF6XV712iA6pVtTNIFVX6Ey3ssNYvno+LYF5ZsySs2rB5AbVM73RTOPqdS\/c\/
r3MEqoEqt+nPx6eGam4WSA+Qswztt7aldr1X6yK7xJeIJ@rT1IDBo@ZUaw@11lykyY
\/8Bvy+4byoP1lmr4Z5yhN1z372T0Okx7eDR6xMv+vDVsDBtItVazDwHgDy4lr
\/hQNeNedPKrozc8TY9k7wZre\/6V21Ca3BmT8Uu9b9ydjR9z+fCSdG
+VRv35nz5kdqdKy8YIrynYs4e0cjh8jH3UwVYrYQcnWkBAFF7Xk9CoPVNL3ciHZtyiZ0aTGIj9r00xX\/
W5dGe9\/4YChs6LbD584kxLTxvHgS14vadaTGNKci3SvNmZNsz8ducxtNXF\/Tv2DUub465hzgpal Pur3+MB
+kfdN2YXUfqgb
+xJAgxThWfUel51nrHOEPow91gS1p21rUBGznJAVPRI1EXGIAuc7IYAoUrJUkx5Hf16PekPDhqt7+yJwCB8gxhTTryxo
+bjtai4ndRCGcuCaxT8Kk0cXsS37urd3YGSDMinZdMNVc646s25415qK6nBR1qqAY8+EYmcUIVBIXcNdke4zoUfhVQoruwi
\/kFafoulo5DEoMOyaH1N2HCSxG5tZXNQocSZPaY8efZYMCpmDXsPAzkmgSkYRDSu\/r3wUgR0a2tGK5\/
pQY24v+JqOU\/jQ99GSh1U283nZ850t20cbtMAgD\ /WsTSEh61NtORaIZHTA7\/HcH\/
fgr9jsTtxDgZhabTBwwDwX@zjWGx1bCuTLKBN7byxg9ZvAVgqwPS4HERLer5T5UkKT74zn9Eq3HYH1Q5]pyDUX
+im7mtelsprfl+A24kksVU\/MD9aP9N8\/QDsQ13gkhOn5KwFMz3BC2Vw5gL
+gGNHFKDRL6WGIThuYcx9LucolZ1lyNy9Gbb3ioWSSufyFpyXqtndDLPI5QS1SIpIm2KDyqcH1SmRLINA9MNRUC73EAEm
+NO5wxPzBRSjhCHZpf8SrYITWI17K3XzGOfPFh2NgES3jMP9cvSX06yyICcep2HBYGbFf1ni89+Rw=="",

"destination_column_1": "AsYhnHD\/Ra54hIT11daNV9gl0jtWPEfopH
+PjgUKHYB6K7UCYi4K19b80wD4I\/93x5tyh+0y+k5c\r
\NM1jVRImfIkIuLx19ERBiPPLhf4+y0J2k70VavPnYWmNLs1hLDH1feEMIfVhrq0GzIMoA+CBAWXFI\r
\NnuiG420ISQP5iAx5xFG\/mOfkM5zYothje80GX1tdthcCLEWYBiP@S1wXcEQuMeRTfwclAcOfTOBz6R\x
\nzdJ1HhUDjoAXg+4cv1ly27F82XpuGMNwpUj98A0rgbh2MoU9yvsM9ZrjD0eGVg0ZP8Ky7Za4oE\/oK\x
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\Nn8j+qABF6XV712iA6pVtTNIFVX6EYy3ssNYvno+LYF5ZsySs2rB5AbVM73RTfOPqdS\/c\/r3MEqoEqt+
\r\nnPx6eGam4WSA+@swztt7aLdr1X6yK7xJeIJ@rT1IDBo@ZUaw@1l1lykY\/8Bvy+4byoPlmr4Z5yhN1z
\r\n3ZT0Okx7eDR6xMv+vDVsDBtItVazDwHgDy41r\/hQNeNedPKrozc8TY9k7wZre\/6V21Ca3BmT8Uu9b
\r\n9ydjR9z+fCSdG+VRv35nz5kdqdKy8YIrynYs4eOcjh8jH3UwVYTYQcnWkBAFF7Xk9COPVNL3ciHZ
\r\ntyiZ0aTGIjor00xX\/W5dGe9\/4YChs6LbD584kxLTxvHgS14vadaTGNKci3SvNmZNsz8ducxtNXF
\/\r\nTv2DUub465hzgpalPur3+MB+kfdN2YXUfgb+xJAgxThWfUel51nrHOEPow91gS1p21rUBGznJAVP
\r\nNR11ExGIAuc7JYAoUrJUkx5Hf16PekPDhqt7+yJwCB8gxhTTryxo+bjtai4ndRCGcuCaxT8KkOcXs\r
\NnS37urd3YGSDMinZdMNVc646s25415qK6nBR1gqAY8+EYmcUIVBOXcNdke4zoUfhVQoruwidzDU\/k\x
\nFafoulo5DEoMOyaH1IN2HCSxG5tZXNQocSZPaY8efZYMCpmDXsPAzkmgSkYRDSu\/r3wUqR0a2tGK5\r
\n\/pQY24v+1qOU\/jQ99GSh1U283nZ850t20chtMAgD\/WsTrSEh61NtO9RaI3ZHTA7\/HcH\/fgr9jsTtxDg
\r\nZhabTBwwDwX0z jWGx1bCuTLKBN7byxg9ZvAVgqwPS4HERLexr5T5UkKf74zn9Eq3HYH1Q5]pyDUx+\1
\nim7mtelsprfl+A24kksVU\/MD9aPIN8\/QDsQ13gkhOn5KwFMz3BC2Vw5gL+gGNHFKDRLEWGIfhuYc
\r\nx9LucolZ1yNy9Gbb3ioWSSufyFpyXqtndDLPI5QS1SIpIm2KDyqcH1SmRLIhdOMNRUC73EAEmM+NO\T
\n5wxPzBRSjhCHZpf8SrYITWI17K3XzGOFPFh2NgES3jMP9cvSX06yyICcep2HBYGbFf1lni89+Rw=="",
"destination_column_2": "AsYhnHD_Ra54hIT11daNV9gl0jtWPEfopH-
PjgUKHYB6K7UcYi4K19b8@wD4]_93x5tyh-0y-k5cM1jVRImfIkIuLx19ERBiPPLhf4-
y0J2k70VavPnYWmNLs1hLDH1feEMIfVhrq0GzIMoA-
CBAWXfIuiG420JSQP5iAx5xFG_mOfkM5zYothje80GX1tdthcCLA6WYBiPOS1wXcEQuMeRfwclAc9fTOBz6RzdI1HhUDjOAX
gABF6XV712iA6pVtTNIFVX6EYy3ssNYvno-LYF5ZsySs2rB5AbVM73RfOPqdS_c_r3MEqoEqt-
NPx6eGam4WSA-0Oswztt7aLdrlX6yK7xJeIJOrT1IDBo@ZUaw@1l1lykY_8Bvy-4byoP1lmr4Z5yhN1z3ZTOkx7eDR6xMv -
vDVsDBtItVazDwHgDy4lr_hQNeNedPKrozc8TY9k7wZre_6V21Ca3BmT8Uu9b9ydjR9z-fCSdG-
VRv35nz5kdqdKy8YIrynYs4e0cjh8 jH3UwVYrYQcnWkBAfF7Xk9CoPVNL3ciHZtyiZ0aTGIjor00xX_W5dGe9_4YChs6LbL
MB-kfdN2YXUfqb-
xJAgxThwWfUel51nrHOEPow91gS1p21rUBGznJAVPRI1EXGIAuc7IYAoUrJUkx5Hf16PekPDhqt7 -
yJwCB8qxhTTryxo-bjtai4ndRCGcuCaxT8Kk0cXsS37urd3YGSDMinZdMNVc646s25415qK6nBR1qqAY8-
EYmcUIVB9XcNdke4zoUfhVQoruwidzDU_kFafoulo5DEoMOyaHIN2HCSxG5tZXNQocSZPaY8efZYMCpmDXsPAzkmgSkYRDS
Jg0U_jQ99GSh1U283nZ850t20chtMAgD_WsrSEh61Nt9RaI3ZHTfA7_HcH_fgr9jsTtxDgZhabTBwwDwX@zjWGx1bCuTLKBN7
im7mtelsprfl-A24kksVU_MD9aPIN8_QDsQ13gkhOn5KwFMz3BC2Vw5gL -
gGNHFKDRL6WGIfhuYcx9LucolZlyNy9Gbb3ioWSSufyFpyXqtndDLPI5QS1SIpIm2KDyqcH1SmRLIhdOMNRUC73EAEmM-
NO5wxPzBRSjhCHZpf8SrYITWI17K3XzGOfPFh2NgES3jMPOcvSX06yyICcep2HBYGbFf1lni89-Rw==",
"destination_column_3":
"02c6219c70ff45ae788484e5d5d68d57d8253a3b563c47e8a47f8f8e050a1d807a2bb51c622e@ad7d6fcd300f8271
}

TimeType ( A# R LB , LocalTime Java IR )

"destination_column_0@": 68175096000,
"destination_column_1": "18:56:15.096"

TimestampType.withZone ( Af{# N BB, Java IR, OffsetDateTime Jav LocalDateTime
aXfg)

R BRI 148



Amazon Data Firehose FEANGIER

{
"destination_column_@": 1725476175099000,
"destination_column_1": "2024-09-04T18:56:15.099Z2",
"destination_column_2": "2024-09-04T18:56:15.099"

}

DoubleType

{
"destination_column_@": 9.18477568715142,
"destination_column_1": "9.18477568715142"

}

BooleanType

{
"destination_column_@": true,
"destination_column_1": "false",
"destination_column_2": 1,
"destination_column_3": 0
}
FloatType
{
"destination_column_0": 0.6242226,
"destination_column_1": "0.6242226"
}
IntegerType
{
"destination_column_0": 7,
"destination_column_1": "7"
}

TimestampType.withoutZone ( LA RN £ EIRT{R, LocalDateTime Java SR, Java WK,
OffsetDateTime Jav ZonedDateTime a XK )
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"destination_column_@": 1725476175114000),
"destination_column_1": "2024-09-04T18:56:15.114",
"destination_column_2": "2024-09-04T18:56:15.1147",
"destination_column_3": "2024-09-04T18:56:15.114-07:00"

}
DateType
{
"destination_column_0@": 19970,
"destination_column_1": "2024-09-04"
}
LongType
{
"destination_column_0": 8,
"destination_column_1": "8"
}

UUIDType ( UUID Java 3R )

{
"destination_column_@": "21c5521c-abd4-48d4-b2c8-7f6d842f72c3"
}
ListType
{

"destination_column_0":
["s1FSrgb@lGDxfn2iYTOEt1P47aHSjwmLZgrdrlIqRs@dmbeCcQoalr4Xhi2KIVvmus9ppFdpWIcOHnJ@omhAPhXHQynNs

"destination_column_1": "[{\"destination_nested_column_0\":\"bb00f8e6-
db82-4241-a5c5-0d9c0d2f71a4\",\"destination_nested_column_1\":907.35345},
{\"destination_nested_column_0@\":\"2c77b702-d405-4fel-beee-fb541d7ab833\",
\"destination_nested_column_1\":544.0026}, {\"destination_nested_column_0\":
\"68389200-d6b1-413d-bcd9-fdb931708395\",\"destination_nested_column_1\":153.683},
{\"destination_nested_column_0@\":\"bc31cbhaa-39cd-4e2f-b357-9ea9ce75532b\",
\"destination_nested_column_1\":977.5165}, {\"destination_nested_column_0O\":
\"b7d627f9-0d5b-41b7-903a-525488259fba\",\"destination_nested_column_1\":434.17215},
{\"destination_nested_column_0O\":\"@6b6ecle-1952-4582-b285-46aaf40064b8\",
\"destination_nested_column_1\":580.33124}, {\"destination_nested_column_0\":
\"f@4b3bbf-61ad-4c5c-8740-6f666f57c431\",\"destination_nested_column_1\":550.75793}]1"
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}

TR
ERANTARTRESES

« {# Amazon Data Firehose ¥ 3£ i =12 #i £l Amazon S3 A #Y Apache Iceberg F&H
+ {5 Apache Iceber Amazon WAF g #1 Amazon Data Firehose &1t B &% 4T
« {8 Amazon S3 REEIE1F4# RS Amazon Data Firehose #3% F T 7 2 4% 5 BB 09 5048 54
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https://www.amazonaws.cn/blogs/big-data/stream-real-time-data-into-apache-iceberg-tables-in-amazon-s3-using-amazon-data-firehose/
https://www.amazonaws.cn/blogs/big-data/streamline-aws-waf-log-analysis-with-apache-iceberg-and-amazon-data-firehose/
https://www.amazonaws.cn/blogs/storage/build-a-data-lake-for-streaming-data-with-amazon-s3-tables-and-amazon-data-firehose/
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¥ri2 Firehose #

B LU B O TR USRS TR 9 Bl 45 187 Amazon Data Firehose 812 H Firehose #o. &
BIERNFRENNBEX . FRAMZERE—THEE Amazon RRMNBEHNE (SEKERE ) WEATmE
KW 5%,

&AL A B R # MY Fire CreateDeliveryStreamhose BB IEERE, W FIAEH Firehose i , &
AR T =MRERN, JHMNBRIFE :

» TagDeliveryStream

» ListTagsForDeliveryStream

» UntagDeliveryStream

T RS E AR

# A LAE A Amazon Data Firehose APl I ETT R TES :

« [@ Firehose FRNMNRZ,
54 Firehose RHRZ,
« M Firehose P B BRIFZ,

B O] LAEFAFREXT Firehose M 1T0K, Hlin | BAILURRAE, FrEESRMIEX Firehose R#ITH
£, HTFERENSMIZENENE , AEBLeZ—A8ENLFRKBRENBESR, Film , &0
LATE U —APRERE B ISR E EMKRBK R AR FRER Firehose o

LT RIRENZNRHA

* Project: Project name

* Owner: Name

* Purpose: Load testing

* Application: Application name

* Environment: Production

WMREIE CreateDeliveryStream BREFHIT THRZE , W Amazon Data Firehose &%t
firehose:TagDeliveryStream BEHMITHANENR , URIEAFREEZLUBRIRZMN

T RFR &S E AR AR 152


https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_TagDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ListTagsForDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_UntagDeliveryStream.html
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R, MREFRMUNR , MABTE IAM BRFEMHF Firehose TREVERFGEAW , HER
AccessDeniedException , M1 FFfRo

AccessDeniedException

User: arn:aws:sts::x:assumed-role/x/x is not authorized to perform:
firehose:TagDeliveryStream on resource: arn:aws:firehose:us-east-1l:x:deliverystream/x
with an explicit deny in an identity-based policy.

AT RBERT AFBA P22 Firehose 7 N AREHI K,

B AR IC IR ER AR

BRI AEAPREX Amazon FERA#IT O RMRER. SBMHEZNAT Amazon &R ( ‘23E Firehose

) B, B Amazon A S ERENSERFSLENFEAEMNRAER, BETMARFRILFESE
Bl (WEAFHLD, BARFENRFEE ) WRERBEESHBESHEE. BXEZEL , BSH

{Amazon Biling AP &) TN B EXK LIRS FEHAHNE D EiFZ,

T BRPR PR

LA T BR4:E B F Amazon Data Firehose FHIHRZ,

EARRH|

- BMNER (R ) NERABFZEHR 50,
- RERNEX D KNE,
° 9EEEE§EY§Rﬁﬁ$EE3MU&%Hﬁumﬁﬁ*ﬁ;Lo

RERR

BIERUTEM—N, WREFMPIFZERFEHANE  NENFTRIRESZNTREN,

REETEELL aws: Frsk , AL BTG TE LA AmazonfEf. Amazon AR EBIZE LA B 4%
FFLBRE | BIET SR M BRIX LE AR

HERWEEXTNT 1 M 128 4 Unicode EHF 2 [H,
ERMMIEUTFR  Unicode F&, BF, ZRMUTHRFHF (_ . / =+ - @
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https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
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IREERE

. FREENEKEXLDNT 0 F 255 4 Unicode ERFZ ],
« MEEAURZE, B4, ENSBREELTER : Unicode &, HF., ERMUTEESKRT
T ./ =+ - @
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Amazon Data Firehose F L4

&% Amazon REF2E, BN Amazon BF , BSZRTEANREASHLLHBBALNER
MAEERNBES ORI ELEN,

ZERN A HEEE Amazon HNFTRE. TEHBENREHRANZH Z2UENEF N2

« TEE — Amazon ATRFE Amazon ZHIETT Amazon FRFEVEMZEN, Amazon & R4
AUZEFEANERS. N Amazon EAETTRIN -2 , BINZLEBENEREERHRE=RH
Wit RBTNRFMBIE, BT HEERT Data Firehose WEMITE |, ESRZAM TR HASEE
W Amazon R

« TIRRE-ENREBREEM Amazon RESRE. BEFENHMEARMAT , SHEEN BRI
., SALNERUNERREREN,

AR HE BN IR T SR ANMIIE £ Data Firehose IR AREHRIBER, U TEBRE T T WAE & Data
Firehose SASRBUEM R MM SN B R, BERF2 I AR E M Amazon BRSS R H By R M 12 M 4R
4289 Data Firehose &R

£

+ Amazon Data Firehose F #9 $3E R

- {# 8 Amazon Data Firehose 2|/ i3] £ BR

o FERAMITEHRIUE Amazon Secrets Manager £l 33 Data Firehose &

- J&X Amazon Data Firehose £ #H|AEE IAM A

« T # Amazon Data Firehose BI&# 1%

« Amazon Data Firehose A #Y5% M4

+ T #% Amazon Data Firehose PV EMIEEEZ S M

+ 3EHE Amazon Data Firehose M Z & R{EKE

Amazon Data Firehose A R #iE{R I

Amazon Data Firehose £/ TLS MK FIE &P EIEHTMNE, A , X TAEREFEEIRNT
&R EIE | Amazon Data Firehose £ Amazon Key Management Service SRINZ#IE , HEAKR
I MU SR U BB TR A
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https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/programs/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://docs.amazonaws.cn/kms/latest/developerguide/overview.html
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MREHBHIE |, B LLIEFE A Amazon Data Firehose B /5 FAIRS 2 imBIENER ., HMITHIRENF R
HURF & BAER .

@ Note
MR EE Amazon BE s HITRED APl #1TIH R FELT FIPS 140-2 BiEH INZE
R, EFEAFIPS iwR. BXTAMN FIPS HRNEZER , B5H (EERIPESLERE
(FIPS ) £ 140-2 &) o

Server-side {# A Kinesis Data Streams # 47 i0%%

WIS BIR N BIE £ R 28 XA B BIE7AT |, Kinesis Data Streams £EFM B A IE 28I A Amazon
Key Management Service Amazon KMS() ZAX #E# 1T INE . = Firehose MM BIE R iRENEHE
Y , Kinesis Data Streams 2 £ BEHIE , RAENHKEZE Amazon Data Firehose, Amazon Data
Firehose RIBZEENEARRENFPFEAKE. ASREECRIER , MAUBSHEXEFHERM
BEIE

BXRUMA Kinesis Data Streams B ARZ [ HMZNEER |, 55T 5% Kinesis Data Streams FF
KX EIFETH Server-Side ERAMZER,
Server-side fEAE#E PUT SE M EIER# TN

MRS Firehose A EBIHE PutRecordBatch , PutRecords & £/ Amazon loT
Amazon L CloudWatch ogs = CloudWatch Events &EZHE , W °] LA iZIRETF /3 AR S5 25 i AN
&, StartDeliveryStreamEncryption

EEILRSESRmMNE | BEEARME, StopDeliveryStreamEncryption

I&IE T LATE B2 Firehose RET/E A SSE. At , &R
ZEDeliveryStreamEncryptionConfigurationInput{fl i i Fi CreateDeliveryStream,

ERINEACUSTOMER_MANAGED_CMK , AR A IAM REEF KMS Z4A K& LM
¥Fkms:GenerateDataKey#lkms:Decrypti®{E, Firehose 27§ PutRecord

5 PutRecordBatch 1% RS 3 UEX L4 PR, CUSTOMER_MANAGED_CMKIL S , iF
StartDeliveryStreamEncryption f CreateDeliveryStream 2,CUSTOMER_MANAGED_CMK il %5 b 3
Ekms:CreateGrantiRBiF,

4 CMK &Yy CUSTOMER_MANAGED_CMK , B} , #15R Amazon Data Firehose Bg55 &
KMSNotFoundException., KMSInvalidStateException., KMSDisabledException B
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https://www.amazonaws.cn/compliance/fips/
https://www.amazonaws.cn/compliance/fips/
https://docs.amazonaws.cn/streams/latest/dev/server-side-encryption.html
https://docs.amazonaws.cn/streams/latest/dev/server-side-encryption.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_PutRecord.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_StartDeliveryStreamEncryption.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_StopDeliveryStreamEncryption.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_DeliveryStreamEncryptionConfigurationInput.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
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KMSAccessDeniedException MEEMBFRILR , RERZALEF 24 /Mt (REH ) |, LUELRE
REE, MRRBHEE , B DPAEE , RS4RI EIRBHELERZNIEE , AREFH

#&. Amazon Data Firehose 24t T LA T4 CloudWatch $6#5 , &0 LAfE FH iX L 45 FR R IR BRix IO 4
Amazon KMS ®& :

+ KMSKeyAccessDenied
+ KMSKeyDisabled
+ KMSKeyInvalidState
+ KMSKeyNotFound

BXIX 4 MEFRNESZEER. |, 155 the section called “f#H CloudWatch E#ri 1T 438",

/A Important

EMZIEM Firehose 7 , iEEAX# CMK, Amazon Data Firehose X I EXF CMK, &
KIIMHMIEXFR CMK WEER |, B RA X EBERREPWNXTHFMIERTF CM Ko Amazon Key

Management Service

@ Note

48455 Fl % P S 5340 ( CUSTOMER_MANAGED_CMK ) 3 Firehose 57t/3 B R 55 58 it %3
( SSE ) B , Firehose RS ALEFEABNZRAINEEMRE LT, ATFNELETXRRER
& Amazon Ik FHRERNZHNER , Bk 2ERE Amazon ik~ Amazon CloudTrail E4
HEN—o#HITieFRK. inE ETXEH Firehose BEERNRE, BRI ARRFE TR
Firehose BREi& BRI MNZ £ T XWERN AR M EHEMRIK,

£ - Amazon Data Firehose 32 &li 7] X FR

BURJLFT 4R 7 02 )33 Amazon Data Firehose BiRAV A B AR R BIX L RFEHGE. BWENE
B a8 NMARFENNARERGEXERRANR , AETLAEER Firehose A EHE. Bk
IR T 1{A R F Amazon Data Firehose 1 B #&BY I 5 #h 8] B2 2% BR S5 (Amazon S3) FEHE. T Z#
Redshift &£ 51l 5 OpenSearch IRFEEFRINPR , AR A Datadog. Dynatrace. LogicMonitor
MongoDB. New Relic, Splunk 3% Sumo Logic €9 B Wit Bt PR BRI RINXBR. &fE , BF/ELREE
R BB X WAEE Amazon Data Firehose W1EFE , LE A LU EEE B EIE T A E Amazon 1K/~
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https://docs.amazonaws.cn/kms/latest/developerguide/symm-asymm-concepts.html
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#customer-cmk
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WE M, BEEMEXERRAMNILEAEARZ Amazon Identity and Access Management (IAM), BX
IAM WEZER , BSHATLE IAM?,

AEN

« BFFEH Firehose & IRHI I E X BR

+ ¥ Firehose XA Amazon MSK EE#Y 15 R X R

« Ao Firehose 1E IAM &

« ¥ Firehose TR BR Amazon Glue A THIEE X HiRk

+ ¥ Firehose 1A Amazon S3 B it #9 X R

« }&F Firehose i/ [8] Amazon S3 R R

+ @ Firehose ##F Apache Iceberg & B 1Y # #9177 [ X R

+ ¥ Firehose X Amazon Redshift B &9 b &9 177 (5] £ R

» & Firehose 1782 # OpenSearch RS B #REVI R

+ [A] Firehose #FX} VPC # OpenSearch BRS B ¥rE 15 7] A PR
» &F Firehose 17822 # OpenSearch TR 25 B Fr IR
+ [ Firehose %%} OpenSearch VPC LRSS 85 B #9118 1 R
+ & Firehose 1717 Splunk B &Y il #1X bR

« 7£ VPC HiF (A Splunk

+ ff/ Amazon Data Firehose ¥¥ VPC 7 B & #E 2 Splunk
+ 58 Snowflake B} HTTP i &

« &F Firehose 17 Snowflake B #Y itk #9 £ BR

« iAE VPC AH Snowflake

« ¥F Firehose X} HTTP i B K93 #9177 3] £ BR

« Cross-account MYl B5# MSK &

« Cross-account FElixEI S S3 B K it

« Cross-account Fiti=E| OpenSearch R B #ith

- FEAGSEEE

BT X &K Firehose &R B AR

ERFENNARFIGM Firehose RAVER , BERARLUTHINKEE, BB &R Action 5
NERFNENSZN AP BEHRITAE |, BT "firehose: *" EFAERER TR,

B F 388 Firehose &R K17 B X R 158


https://docs.amazonaws.cn/IAM/latest/UserGuide/IAM_Introduction.html
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"firehose:DeleteDeliveryStream",
"firehose:PutRecoxd",
"firehose:PutRecoxrdBatch",
"firehose:UpdateDestination"

]I
"Resource": [
"arn:aws:firehose:us-east-1:123456789012:deliverystream/delivery-
stream-name"
]
}

£2F Firehose X F#AHB Amazon MSK & & #Y i (5] #X FR
R Firehose KR EFAHE Amazon MSK £&F | N A LLABIRY KK,

BYAREEBRNETHRAREPRINXENERE , L@ Firehose IRF 4T FHA Amazon MSK
CreateVpcConnection APl B/EHI R,

1 Firehose #£1F IAM &

AT 48 T’ F Amazon Data Firehose THRIIXFR , AREL, LBHIEHGHFENRE @ B A AI
PR AR BE

(@ Note
IR IEEFARH A B2 Firehose EREHERCEFA LI , NSFEENEERE
Amazon MtiNZEiZ A, WREZFEE Amazon Data Firehose EERILE IAM BEREER B 0l
BAG  HEUATEEEBHMMNENZEE® , BME Amazon Data Firehose AJLAEIBIZE T, &

2% Firehose 3 #H Amazon MSK &£ &8 1/ 8] R 159
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BBUERNAEHRaccount -idNIEHY Amazon IKF ID, BXRIMAERXARHEEXRRINESIE
B, BEZHBRAE,

Amazon Data Firehose £/ IAM & & ¥ 3KE Firehose FALBFEMMBERMENNR, BERSUATE
FERBEMINEZAE® , LAE Amazon Data Firehose AILAEIBiZ A G,

R RIER Amazon MSK £ Firehose SREVE , MATIEES —N IAM A6 | ZAEKR T Amazon
Data Firehose MIEER Amazon MSK EEBREUREIEMNNRE, BREUTEERBHEMNIIZAR® ,
LL{&@ Amazon Data Firehose AILAEIBZ A,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Principal": {
"Sexvice": [
"firehose.amazonaws.com"
]
}I
"Effect": "Allow",
"Action": "sts:AssumeRole"
}
]
}

Z A EFEF Amazon Data Firehose MIEER Amazon MSK EEBEURKIENNE , ERFRiZABE
FLLUTRIR :

£ F Firehose 1 B1fXFE Amazon Glue A T HIEL R iR

RSB Firehose i 1TEIEK KR | Amazon Data Firehose 25| A7 7E Amazon GlueFH &
E M. E[[ Amazon Data Firehose XA ERIH AN PE Amazon Glue , BEZBHWEERRNMUATE
B, BxAERKREZH ARN WEE |, FSHIEE Glue &R AR Amazon N,

{

$2F Firehose 15 R#XBR Amazon Glue A T #IEHK N iR 160


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage_modify.html
https://docs.amazonaws.cn/glue/latest/dg/glue-specifying-resource-arns.html
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"Sid": "",

"Effect": "Allow",

"Action": [

"glue:GetTable",
"glue:GetTableVersion",
"glue:GetTableVersions"

1,

"Resource": [
"arn:aws:glue:us-east-1:123456789012:catalog",
"arn:aws:glue:us-east-1:123456789012:database/b",
"arn:aws:glue:us-east-1:123456789012:table/b/easd"

]
},
{
actions: ['glue:GetSchemaVersion'],
grantee: options.role,
resourceArns: ['*'],
}

MM RIIMBHPEVKIE R ERRES, BXEZEER , BSRARARIEREFN R FIILES
8 1AM 7~fl, Amazon Glue

£ F Firehose 78] Amazon S3 B B9 i1 #Y X BR

L 4&4F FH Amazon S3 B#RAET , Amazon Data Firehose £85I & M EIE/ S3 F#E , HETLL
EREAZAAER Amazon KMS ZABTHIEND ., MRF A T 4IR1E% , Amazon Data Firehose
T EFHREEREIRKZETEMN CloudWatch BEA M. BIZ Firehose #lt , BEEHE IAM A
. Amazon Data Firehose 1FiZ IAM A€ HREXNIEEF#EME. 4. CloudWatch BEARRH
5 B BR

AL TR KR , LAE Amazon Data Firehose BE# 15 [RI#&RY S3 2 AFH Amazon KMS %48,
BRIB%AE S3 74548 , B s3:PutObjectAcl 1% Amazon S3 BEFI RS, XFRFIFHEMERT
B #EX Amazon Data Firehose &5 RN T LA BRI R,

JSON

"Version":"2012-10-17",
"Statement":

[
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https://docs.amazonaws.cn/glue/latest/dg/schema-registry-gs.html#schema-registry-gs1b
https://docs.amazonaws.cn/glue/latest/dg/schema-registry-gs.html#schema-registry-gs1b
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name"'

"Effect": "Allow",

"Action": [
"s3:AboxtMultipartUpload”,
"s3:GetBucketLocation"”,
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:us-east-1:123456789012

"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/key-id"
]I
"Condition": {
"StringEquals": {

:stream/stream-

"kms:ViaService": "s3.us-east-1.amazonaws.com"

},
"StringLike": {
"kms:EncryptionContext:aws:s3:axn": "arn:aws

demo-bucket/prefix*"

Y,

}

:s3:::amzn-s3-

2 Firehose 158 Amazon S3 B Ky AR
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"Effect": "Allow",

"Action": [
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:us-east-1:123456789012:1og-group:log-group-name:log-

stxeam:log-stream-name"
]
}I

{

"Effect": "Allow",

"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

]I

"Resource": [
"arn:aws:lambda:us-east-1:123456789012: function: function-

name: function-version"

1

FERNERES — AR Amazon Kinesis Data Streams BiE A, TR B A Kinesis Data
Streams fEREBTERIR , ATAMIBRIZIEG ., MREFEH Amazon MSK /ERIR , M A LA TRAERE
ZiBA

"Sid".mt,

"Effect":"Allow",

"Action":[
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2",
"kafka-cluster:Connect"

1,

"Resource":"arn:aws:kafka:{{mskClusterRegion}}: {{mskClusterAccount}}:cluster/

{{mskClusterName}}/{{clusterUUID}}"
},

{
IlSidll : Illl’
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"Effect":"Allow",

"Action":[
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"

1,

"Resource":"arn:aws:kafka:{{mskClusterRegion}}:{{mskClusterAccount}}:topic/

{{mskClusterName}}/{{clusterUUID}}/{{mskTopicName}}"

},
{
"Sid":"",
"Effect":"Allow",
"Action": [
"kafka-cluster:DescribeGroup"
1,

"Resource":"arn:aws:kafka:{{mskClusterRegion}}: {{mskClusterAccount}}:group/
{{mskClusterName}}/{{clusterUUID}}/*"
}

BXRAFEM Amazon BRFFEZE Amazon BRNEZER | HSHR IAM AFEREHRNCEAGLL
B Amazon BREZEIRINER o

BT UMMERF Amazon Data Firehose X EAtblK = 8 Amazon S3 B Wb RN R , §Z(the
section called “Cross-account Bix Z\I 5z S3 B HY#s”,

£ F Firehose 78] Amazon S3 FRHERE

Firechose EE—/MNEBHHENRH IAM B 815 E Amazon Amazon Glue R HFHEHIBE A Amazon
SI KEMMPMNR. EEA Amazon S3 RIFMBEHRHER , BEMLTN IAM BEEHATEHN
PFR. Amazon S3 RE ZFTEMNNREUR TEFERAMNHRZEHES -

« |IAM FRI#EH — Firehose XY AR FEEEX Amazon S3 RIFHEIRA IAM R,

+ Lake Formation 15 [0)#2 %] — Firehose R4 A B EZE Amazon Amazon Lake Formation X F 8EE
TR RIGE R G B XPR. Amazon Lake Formation EFIE SR RER | AIUAXNKIER XA
SR 1T AE LR RY 1 (R 3R

£ 83 Firehose AT , BEEL IAM B8, ERSEYHRHESIE AR MAVET .
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
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IAM 173 [R] 2

MREEANR IAM FRZEHIER ( FEH Amazon Lake Formation ) , M| Firehose X ABEER
#EX Amazon S3 RIEE IR Amazon Glue H#E B ZITRE IAM BR,

& F Amazon Web Services BEEIEH & HITHF IAM #2# & , Wik B https:/
console.aws.amazon.com/iam/.

IR H 2 R Y B B PIEE JSON, NI TR FArEINRA N ER R R,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "S3TablesAccessPermission",
"Effect": "Allow",
"Action": [
"s3tables:GetNamespace",
"s3tables:GetTable",
"s3tables:GetTableData",
"s3tables:GetTableMetadatalLocation",
"s3tables:PutTableData",
"s3tables:UpdateTableMetadatalLocation"
1,
"Resource": [
"arn:aws:s3tables:region:account-id:bucket/*",
"arn:aws:s3tables:region:account-id:bucket/*/table/*"

"Sid": "S3TableBucketAccessPermission",
"Effect": "Allow",
"Action": [
"s3tables:GetTableBucket"
1,

"Resource": "arn:aws:s3tables:region:account-id:bucket/*"

"Sid": "GlueCatalogAccessPermission",
"Effect": "Allow",
"Action": [
"glue:GetDatabase",
"glue:GetDatabases",
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"glue:GetTable",
"glue:GetTables",
"glue:UpdateTable"

1,

"Resource":

"arn:

"arn:
"arn:
n

arn:
"arn:

aws
aws
aws
aws
aws

[

:glue:region:account-id:
:glue:region:account-id:
:glue:region:account-id:
:glue:region:account-id:
:glue:region:account-id:

catalog",
catalog/s3tablescatalog",
catalog/s3tablescatalog/*",
database/*",

table/*/*"

"Sid": "S3DeliveryErrorBucketPermission",
"Allow",

"Effect":
"Action":

L

"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

]I

"Resource":

L

"arn:aws:s3:::error-delivery-bucket",
"arn:aws:s3:::error-delivery-bucket/*"

"Sid": "RequiredWhenUsingKinesisDataStreamsAsSource",
"Allow",

"Effect":
"Action":

L

"kinesis

"kinesis

"kinesis

"kinesis

]I

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

:DescribeStream",
:GetShardIterator",
:GetRecords",
:ListShards"

"Sid": "KMSPermissionForS3TablesEncryption",
"Allow",

"Effect":
"Action":

L

"kms:Decrypt",
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"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.region.amazonaws.com"
1,
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn":
"arn:aws:s3tables:region:account-id:bucket/*/table/*"

}
}
1,
{
"Sid": "RequiredWhenUsinglLambdaForDataTransformation",
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": "arn:aws:lambda:region:account-id:function:function-
name: function-version"
1,
{
"Sid": "CloudWatchLogsPermission",
"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,
"Resource": "arn:aws:logs:region:account-id:log-group:log-group-name:log-
stream:log-stream-name"
}

ZRBEE AR D E Kinesis Data Streams, 8 Lambda EEH 7R Z4HHIFEH, Amazon
KMS 1R & IX L RFEFEM—A , AT ARBRENAIER, MRBHTHIRIEHR , Amazon
Data Firehose i & HIE£ Wi IR XX B EH CloudWatch BEA MK, EBH4MEERARANE
EREBMTEFEALED, WTFEEAMBERES , HSREH HEKZEL D #HEIE Firehose
CloudWatch,
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ERNBRREA | FHUFESRANEHNERRIRBM. Amazon Web Services I =M X5,

BIEFRIEE , ELITFF IAM #8&]4A | https://console.aws.amazon.com/iam/FH 82— IAM £
. Amazon Web Services BRSSERN AT R4 KE,

MNF RS HREARG |, %E# Kinesiso T EAZRH , £ Kinesis Firehose,

ET—TLE , EBE—SHOENRRINEZAR, EEENEL , FERIEERECH MBI A
& , LU F Firehose REFEIBIL BB IR, EECIERA®A , Amazon Data Firehose AT LURIZZ A
&%t Amazon Glue fl Amazon S3 RIITATEMN R, & Firehose RFE AR MEIFTLIZAENEE
K, BXEZER , HSH AT Firehose 18F IAM B,

Lake Formation i 7] $5 4l

IR I AE Y Amazon Lake Formation 7[R3R &&= |, MERT IAM KBS\ |, Firehose XA EIEE
EEUFESE Amazon Lake Formation fX B,

& F Amazon Web Services BEEIEH & HITHF IAM #2# & , Wik Hhttps:/
console.aws.amazon.com/iam/.

RIRREEH TR B P IEE JSON, R THEKEE , BF Amazon S3 read/write fXFR , 5140
PR, EFMHER KPROINRE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "S3TableAccessViaGlueFederation",

"Effect": "Allow",

"Action": [

"glue:GetTable",
"glue:GetDatabase",
"glue:UpdateTable"

1,

"Resource": [
"arn:aws:glue:us-east-1:123456789012:catalog/s3tablescatalog/*",
"arn:aws:glue:us-east-1:123456789012:catalog/s3tablescatalog"”,
"arn:aws:glue:us-east-1:123456789012:catalog",
"arn:aws:glue:us-east-1:123456789012:database/*",
"arn:aws:glue:us-east-1:123456789012:table/*/*"
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]
3,
{

"Sid": "S3DeliveryErrorBucketPermission",
"Effect": "Allow",
"Action": [
"s3:AboxtMultipartUpload”,
"s3:GetBucketLocation"”,
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::<error delivery bucket>",
"arn:aws:s3:::<errox delivexry bucket>/*"

"Sid": "RequiredWhenUsingKinesisDataStreamsAsSource",
"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIteratox",
"kinesis:GetRecoxds",
"kinesis:ListShards"

]I

"Resource": "arn:aws:kinesis:us-east-1:123456789012:stxeam/<stream-name>"
}I
{

"sid":

"RequiredWhenDoingMetadataReadsANDDataAndMetadataWriteVialLakefoxrmation",
"Effect": "Allow",

"Action": [
"lakeformation:GetDataAccess"
]I
"Resource": "*"
}I
{

"Sid": "RequiredWhenUsingKMSEncryptionFoxrS3ErroxBucketDelivery",
"Effect": "Allow",
"Action": [

"kms :Decrypt",

"kms : GenerateDataKey"
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1,

"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/<KMS-key-id>"
]I
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
}I
"StringLike": {
"kms :EncryptionContext:aws:s3:axrn": "arn:aws:s3:::<error delivery
bucket>/prefix*"
}
}
}I
{
"Sid": "LoggingInCloudWatch",
"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
]I
"Resource": [
"arn:aws:logs:us-east-1:123456789012:1o0g-group:log-group-name>:log-
stream:<log-stream-name>"
]
},
{
"Sid": "RequiredWhenAttachinglLambdaToFirehose",
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
]I
"Resource": [
"arn:aws:lambda:us-east-1:123456789012:function:<function-
name>:<function-version>"

1

ZEREEE RFIHEID# Kinesis Data Streams., 8 Lambda B M5 E) 24 EEH, Amazon
KMS R EFfE A IX LT RPHEM—4 , NaTAMBRAEN B, MRFHTEHIRIEFEK , Amazon
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Data Firehose & &S IE& A R LA B CloudWatch BEAMR, BH4AEEBEANA

ERBMTEFEAIET, W THEEXAMBEREBN , BSRFEA B EEET S#EHIE Firehose
CloudWatch,

FERBEM S | <error delivery bucket>B#H Amazon S3 FEBEMEM | aws-account-
idfF X2 BIRM AW Amazon Web Services Ik 45 F X1,

BRT IAM KBEH | BB A6 Y Firehose XHABEFAIEMNNIE, Amazon Lake Formationfg <
BEZER | BSRBEFRMNER,

BIEFRIEE , ELITFF IAM $8&]4 | https://console.aws.amazon.com/iam/FH 8] —1 IAM £
Amazon Web Services RGN AIERAKE,

N FRFSHEARHF , £ Kinesiso X THEARHI , £ Kinesis Firehose,

ET—TLE , EBE—SHENRRINEZAR, EEENEL , FERIEERECH MBI A
& | LAEF Firehose [REFIBIL A BN IE, EEAIEA R , Amazon Data Firehose AJ LARIRZ A
&% Amazon Glue 1 S3 FEBHIITATHERIRIE, N Firehose RFEHEFMEIFTCIEZ A BHWETERRE
HF, BXEZEER |, {55 fiF Firehose 181F IAM B,

[ Firehose #&F Apache Iceberg & B B9 3t B9 175 [ 1 BR

£ £/ Amazon Gluet|Z Firehose #i# Apache Iceberg R 28l , BH4MEHF IAM A, FAUTS
ROZEREEA IAM A€, Firehose AL IAM A& HINITIIERNEE,

1. &% Amazon Web Services EEZHIA HITF IAM #2H& , Wit R https://
console.aws.amazon.com/iam/,

2. SIERBHAERIEEESPIEE JSON,
3. BILATHEEKRE , ¥ F Amazon S3 read/write 1R , BlIHINR., EFHHIFEE FHRHONESE,

LEBAE -G |, ZiBA A FIHE Amazon Kinesis Data Streams. 8 Lambda B ZF117 8]
KMS %41, NRETEFIX LR EA—A , 0aT S BRAE B A1 a.

MREBATHIRIEH , Firehose X2 H CloudWatch B EEMEE R EHIEEBEIR, B
e, BUATREREEANBEREH. NTHIZEANMBERER , FSEMFEH B E LT D HE
Firehose CloudWatch,

4. HERNBRFEBES , amzn-s3-demo-bucket B&H) Amazon S3 BB . aws-account-id X
= E R AR R IR Amazon Web Services K /5 X5,
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® Note
HAERTFNBEEZPNAMEBEENRNONR. RFE , WA @S EN RN
BIRER TR,

5. PIEEREE , 7TFF IAM 25 834 82— IAM B€ , R’ Amazon Web Services BRS5 453 AIE3K
i

6. XNFRSHMEAEH , %&#F Kinesiso N FEHARHI , #%3F Kinesis Firehose,

7. ET—0L, EBL-SHEENKEHRNEZAR, EEENAEL , BFaXIEERBESH INE
AR  LURF Firehose RFFEIEI ABHNIER, EECIESEN , Amazon Data Firehose A LA
AIBZA B Amazon Glue M S3 FEENITATERIRE,

£ F Firehose X} Amazon Redshift B Y itk B 17 (8] £ BR

EE A Amazon Redshift B Byt B1#E F Xt Amazon Data Firehose BB BRET |, FSEUATAHR.
B

- 1AM B &5 R K

« X} Amazon Redshift Tili& ££ 85k Amazon Redshift Serverless T/E4HKY VPC 178l

IAM A &R 7] K BE

£ £/ Amazon Redshift B #y3#:8¢ , Amazon Data Firehose &3 IEE M R S3 F#EMEERN a1
B, THLUEEFEREAERN Amazon KMS BB THIENZ. AE , Amazon Data Firehose ¥
BIEM S3 FERE IR F B Amazon Redshift Tl E &&= Amazon Redshift Serverless T4
MREF AT 41R1E% , Amazon Data Firehose & &£ B & 45 IR XX BEH CloudWatch B&
. Amazon Data Firehose 5 EM Amazon Redshift B F° & M Z 5 i 7] & 19 il B B 52 8%
= Amazon Redshift ARS8 T/EA , HEMH IAM B 1FRIEENE@EE. F4H. BERARNR,
CloudWatch 8% Firehose it , BEEHRHE IAM A€,

FEALT 7R KEE , SAME Amazon Data Firehose 8E% 15 [R1 188 S3 EE 4 H Amazon KMS %47, 0
RIE%HE S3 %W , B s3:PutObjectAcl MNE| Amazon S3 ##1E5Ixk , XFRFIFEBAE
#X¥ Amazon Data Firehose &N R TELIHRNR, LREEER — AR F1HE Amazon Kinesis
Data Streams Wi A, HRETEA Kinesis Data Streams fER EIEFRIR , A1 UAMIRIZE A,
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JSON

{
"Version'":"2012-10-17",
"Statement":

[

"Effect": "Allow",

"Action": [
"s3:AboxtMultipartUpload”,
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:axrn": "arn:aws:s3:::amzn-s3-
demo-bucket/prefix*"

}

},

{
"Effect": "Allow",
"Action": [
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"kinesis:DescribeStream",
"kinesis:GetShardIteratox",
"kinesis:GetRecoxds",
"kinesis:ListShards"

1,
"Resource": "arn:aws:kinesis:us-east-1:123456789012:stream/stream-
name"'
}I
{
"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,

"Resource": [
"arn:aws:logs:us-east-1:123456789012:1og-group:log-group-name:log-
stxream:log-stream-name"

]
}I
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
]I

"Resource": [
"arn:aws:lambda:us-east-1:123456789012:function: function-
name: function-version"

1

BRATHM Amazon RS 1FRIER Amazon BIENEZEE | SR IAM AP EREFANCIEAGL
[ Amazon RS E RN R,

3 Amazon Redshift & ££8¥ =% Amazon Redshift Serverless T4E Y VPC 54l

WMREH Amazon Redshift 7l B &£ &5 Amazon Redshift Serverless T/EAMN FEINFE = ( VPC)
o, AR AERAE IP it X HB T A AR sk , B3 BUEE I Amazon Data Firehose IP
st , $}F Amazon Data Firehose X Amazon Redshift fiE £ & = Amazon Redshift Serverless T
YELARY 1 B AXBR, B BT , Amazon Data Firehose A&7 A X — 4 CIDR #k,
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FRARER

Region
EERE (BHEM )

XERS (HEFRIMI
&)

LEES (LMAER
T )

SEREER (HBRM )

Amazon GovCloud (US-
East)

Amazon GovCloud (US-
West)

EX ( FE)
MEXELR (FRME)
TAMX (FE)
Asia Pacific (Mumbai)
TA#X (BEAUE )
TAMX (BR)
WA# X (FHTIIE )
TAHX (&E)
AH# X (FEDE )
TA#X (ZFRH)
AKX ((KER )
TA#X (Z=E )

CIDR #R

13

52.

13.

52.

18.

52.

35.
40.
18.
13.
18.
13.
13.
13.
108.136.221.64/27
13.113.196.224/27
13.208.177.192/27

43.

.58.135.96/27

70.63.192/27

57.135.192/27

89.255.224/27

253.138.96/27

61.204.160/27

183.92.128/27
176.98.192/27
162.221.32/27
232.67.32/27
60.192.128/27
209.1.64/27
228.64.192/27

210.67.224/27

208.112.96/27
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FRARER

Region

TAMX (AdL)
PE (dtx)

HE (TE)

RN (7R ERH )
RAMMEX (SE=%14E )
UMb X ( ZBR= )
KR X (1238 )
KR X ( B3R )
KRt (X ( EF RS REE )
R ( EBEST )

BRZR (B

SHE (PEB)
EEMN (ERF )
BRI X (K= )
FEM (FFER)

7R ( FERE )
Bedl (fhidex )
TAMX (|RAE)
TAMX ((SRAL )

CIDR 3#
43.212.53.160/27
52.81.151.32/27
161.189.23.64/27
16.62.183.32/27
35.158.127.160/27
52.19.239.192/27
18.130.1.96/27
35.180.1.96/27
13.53.63.224/27
18.100.71.96/27
15.185.91.0/27
78.12.207.32/27
18.228.1.128/27
15.161.135.128/27
13.244.121.224/27
3.28.159.32/27
51.16.102.0/27
16.50.161.128/27

43.216.58.0/27
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A MARGERL P it ESSE | %25 (Amazon Redshift ATISRE) HiEF i £REI
RS,

& F Firehose 15182 # OpenSearch RS B FRHIR

L& (FEH OpenSearch RS B #REF , Amazon Data Firehose &5 8iE 1% #i Z1#&H OpenSearch fRS
& | ARFAMP XA XEZ 0 EERN S3 7. MRS HATHIRIER , Amazon Data
Firehose & & HIR & 8 1R XX B &K CloudWatch B E4A R, Amazon Data Firehose £ 1AM
ABHREIEER OpenSearchfR$18. S3 Z#EM. Amazon KMS 4 A& CloudWatch A& M
Fio BIE Firehose il , BEEHRE IAM A,

A LA T 15 17] 5K B S i Amazon Data Firehose 5 [R]#&#Y S3 FE#. OpenSearchR5 = Amazon
KMS %40, mMRERE S3 7% , HIF s3:PutObjectAcl FMNE| Amazon S3 BEFIEK | XF

R F 7 EFTEEX Amazon Data Firehose £ I RN T2 H B R. WWRERIEE — N AFTHE
Amazon Kinesis Data Streams Ky A, MREREA Kinesis Data Streams £ BIERIRE , 71 LA ER
ZiEA,

BXRAFHEHM Amazon RFIF R ZEH Amazon BIERNEZEER | ESHE IAM AFREEHRHNCEAELL
B Amazon BREZZEIMINER .

E T H AR F Amazon Data Firehose 15 B E Ik = & OpenSearch BRFEFRINR , HZSH. the
section called “Cross-account EiiAE| OpenSearch fRS B #9ith”

[ Firehose & FXf VPC & OpenSearch RS B #R#Y 175 9] 1 BR

MR IEK OpenSearch FRF AT VPC A , #5542 [E Amazon Data Firehose & F £ — 7 Rl #Y 1
PR, L4\ , BFEZE [ Amazon Data Firehose B FLUATINIR |, FEHEER 7R #&HY OpenSearch BREZ1EHY
VPC,

* ec2:DescribeVpcs

* ec2:DescribeVpcAttribute

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups

* ec2:DescribeNetworkInterfaces

* ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

e ec2:DeleteNetworkInterface
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/A Important

BIZ Firehose /5 , BORBEXLENR, MREBHIXLNIR , N BYRSZREWREH
ENI B} , #88) Firehose i 2R 1% Lk 6] OpenSearch &H BRF & IE IR

/A Important

EFE VPC HEEFHEERE B FMeY , BWRERTE NI EEBHENRE IP it
i, MRIBEFMAREAIRAESE IP it , N Firehose T ENFLE VPC HEIBIEER
SIS ENI , H BERRERE KM,

BIBRREFIEM Firehose EIER , BALEE—NLLE4 |, ik Firehose 1E MM AR S5 15 & 3% B aE ot
£, OpenSearch A LA OpenSearch lRFEFEANMEELZEE , LA AFERATRNELZEH,
MRSIEEHMLZEA , FHRE AW OpenSearch RF LS HMW HIE HTTPS RE. b4 , FHER
OpenSearch [RE BN Z £ A AR B IEEEE Firehose BERRNIEENZ AN HTTPS K&, R
&3} Firehose E#E# OpenSearch RESEFEAHERNZ A , FRAZTEZAALAN A EF HTTPS 7t
B, BXZ2AHMNNESZER , ESH Amazon VPC XHEFHZLHAN,

% F Firehose 1718722 # OpenSearch oS85 B FRAI R

L I&{FF OpenSearch RS 858 B #58F , Amazon Data Firehose 398 #E/& # 2] OpenSearch &M T
REB|ES , HEMNFGRMM XIS FTE XEZ A EER S3 Fif. WRBHATHIRIER , Amazon
Data Firehose X £ EA M IR AZIEFEH CloudWatch BELA FHR. Amazon Data Firehose f#
A 1AM A&i5R{EER OpenSearch THRGERES. S3 F#M. Amazon KMS %4, CloudWatch
HEHAFR. B2 Firehose Rkt , BEEHE IAM BB,

£ A LU T 15 8] 5K 8§ S8 F Amazon Data Firehose G [RI#RRY S3 7M. OpenSearchZC RS 2518 F %
%A, Amazon KMS IR #&%&H S3 26 , 15N s3:PutObjectAcl Fi%E) Amazon S3 BREFIEX |
X R FFM#EFTE EX Amazon Data Firehose &3 R T LG ENR. RIEEE —MNAEFH
[@ Amazon Kinesis Data Streams FJiEa, MREREMA Kinesis Data Streams {ERBIERIER , AT
i BRIZABE A

JSON

"Version":"2012-10-17",
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"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:AboxtMultipartUpload”,
"s3:GetBucketLocation"”,
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:axrn": "arn:aws:s3:::amzn-s3-
demo-bucket/prefix*"

}

},
{

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIteratox",
"kinesis:GetRecoxds",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:us-east-1:123456789012:stream/stream-name"
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},
{
"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
]I

"Resource": [
"arn:aws:logs:us-east-1:123456789012:1og-group:log-group-name:log-

stream:log-stream-name"

]
},
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,

"Resource": [
"arn:aws:lambda:us-east-1:123456789012:function: function-
name: function-version"
]
}I

{

"Effect": "Allow",

"Action": "aoss:APIAccessAll",

"Resource": "arn:aws:aoss:us-east-1:123456789012:collection/collection-

idll

MR EIRFES, | BB MATBEE Amazon Data Firehose , LAEEIRIE G R SRS 20 Bl LA T SRR -

"Rules":[
{
"ResourceType":"index",
"Resource":[
"index/target-collection/target-index"

1,
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"Permission": [
"aoss:WriteDocument",
"aoss:UpdateIndex",
"aoss:CreateIndex"

}

1,

"Principal":[
"arn:aws:sts::123456789012:assumed-role/firehose-delivery-role-name/*"

]

BXRAFEM Amazon BRFTFEZH Amazon BRNEZER |, SR IAM AFEREHRNCEAGLL
B Amazon BREZEIRINER o

6] Firehose ¥ X} OpenSearch VPC H o AR S5 25 B R Y 15 8] X BR

MRIRE OpenSearch TRFE/ESNTF VPC #F |, 1§55 44ME Amazon Data Firehose & F £ —F
REBR. tbs , BFEE [ Amazon Data Firehose R FLLTIPR , EEAEH 15 R EH OpenSearch &
RSSERERH VPCo

* ec2:DescribeVpcs

* ec2:DescribeVpcAttribute

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups

» ec2:DescribeNetworkInterfaces

* ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

e ec2:DeleteNetworkInterface

/A Important

B2 Firehose /g , BRBIX LR, MREBEXLENR , NEYREEZAEHREHR
ENI B , #&#) Firehose i 2B R = 1L @ OpenSearch &K RS 1AL X IR
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
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/A Important

EFE VPC HEEENHEERE B F et |, BRERTE NI EEBHENRE IP ity
it MRIBEFMAXEAIAES IP it , N Firehose T ENFLE VPC HEIBIEER
BIESRI ENI , H BERRERE KM,

BIBREFEM Firehose EIER , BALIEE—NLL4 , ik Firehose EMEMERFH/E S KIEH
ERERA, OpenSearch A LAE S OpenSearch Serverless £ HEIMNZ 4 , A AERTE
WEELH, IREIEEHMZ LA , BRRE AF OpenSearch TREF[EANLZ AN HIE HTTPS
TRE. A, BHR OpenSearchTIRFBFEEN LA AT RBEERE Firehose BEREMNIEEN R
AN HTTPS RE., WMRIEX Firehose E#EF OpenSearch Serverless £E&FRAMERMNEZEA |
BRAZESHAALAN LT HTTPS RE. BEXZLEMNMNESZESR |, 5K Amazon VPC XH4H
RS AMN,

& Firehose 1518 Splunk B 89 ith B X BR

£ Splunk B BH#ES , Amazon Data Firehose &3 5#E/& M ZEl Splunk HTTP B4 YRS ( HEC)
WmR. ERASFZBERDIEEEN Amazon S3 E4M |, Bt LUERER B S HER Amazon
KMS #4317 Amazon S3 RS 2RImINE. WMRBHA T HIRIEF , Firehose 2 HTFE AR MR KR
&8 CloudWatch B &, &t A LA Amazon Lambda F TEIE R,

MRIEE A Amazon E9# R | FERE R Classic A EEH Application A9 #E 5. It
S, ERANLHRATIIEERZAMN Cookie BB EAETHEARBNNIZESTE , NARFRAREE
ENARHEENZRKE (7 X) . BxIMIBITIIRIENEER , 555 C lassic Load Balancer 3,
Application Load Bal ancer B9 Duration-Based £i&# 14,

BIZ Firehose BT , BAUAE IAM B, Firehose BEiZ IAM BE&HAFKEINIEEFER. 47,
CloudWatch B &4 M7 5 B4 PR .

FERALLT B 5K , LME Amazon Data Firehose BEB 17 RIIRHY S3 FE i@, WMRELHE S3 FM##E ,
Bf¥ s3:PutObjectAcl AMNE| Amazon S3 ##ES|xR , XFRFEMEBAAEEX Amazon Data
Firehose &N KAWL G RINPR, ZBEEHEF Amazon Data Firehose 7B #XBREL CloudWatch
HITHEIRICRMBIEH Amazon Lambda ., b REEER —N R F1HE Amazon Kinesis Data Streams
WiER. MREFEA Kinesis Data Streams EREITEXRIR , JUAMIERZiED. Amazon Data
Firehose M IAM 158 Splunk. EiF[E Splunk , EEAEH HEC T,
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https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-sticky-sessions.html#enable-sticky-sessions-duration
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/sticky-sessions.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-sticky-sessions.html#enable-sticky-sessions-duration
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/sticky-sessions.html
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JSON

"Version":"2012-10-17",
"Statement":

[

"Effect": "Allow",

"Action": [
"s3:AboxtMultipartUpload”,
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": [
"arn:aws:kms:us-east-1:123456789012:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:axrn": "arn:aws:s3:::amzn-s3-
demo-bucket/prefix*"

}

},

{
"Effect": "Allow",
"Action": [

& F Firehose 517 Splunk B #9391 R 183
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"kinesis:DescribeStream",
"kinesis:GetShardIteratox",
"kinesis:GetRecoxds",
"kinesis:ListShards"

1,
"Resource": "arn:aws:kinesis:us-east-1:123456789012:stream/stream-
name"'
}I
{
"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:us-east-1:123456789012:1og-group:log-group-name:log-
stream:*"
]
}I
{

"Effect": "Allow",

"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

]I
"Resource": [
"arn:aws:lambda:us-east-1:123456789012: function: function-
name: function-version"

1

BRATHM Amazon RS 1FRIER Amazon BIENEZEE | SR IAM AP EREFANCIEAGL
[ Amazon RS E RN R,

#£ VPC Hif[E Splunk

MR Splunk FANTF VPC H , E4AMEERLE IP thiut LAFF#H1TIHR, b\ |, EEBUEPELE
Amazon Data Firehose IP ##it , BA{E}y Amazon Data Firehose #F X Splunk S & #9177 /8] 4X
BR. Amazon Data Firehose B ifEH LT CIDR 3R,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
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Region CIDR #t
XERIP (HE3EBM ) 18.216.68.160/27, 18.216.170.64/27, 18.216.17
0.96/27 \

XERI (FEFRILMIE 34.238.188.128/26, 34.238.188.192/26, 34.238.19
B ) 5.0/26

EZER/I (JmAERE 13.57.180.0/26
)

XEAEI (HERM ) 34.216.24.32/27, 34.216.24.192/27, 34.216.24
.224/27

Amazon GovCloud (US- 18.253.138.192/26
East)

Amazon GovCloud (US- 52.61.204.192/26

West)

TA#X (&) 18.162.221.64/26

TWA#X (&dt) 43.212.53.192/26

TWA#KX (&R ) 13.232.67.64/26

TA#X (ER) 13.209.71.0/26

WARHX (TN ) 13.229.187.128/26

TA#X (EE ) 13.211.12.0/26

TA#X (&E ) 43.208.112.128/26

WAHX (FRR) 13.230.21.0/27, 13.230.21.32/27
MEX ( FE) 35.183.92.64/26

IEKRAEE (F/RME ) 40.176.98.128/26
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FRARER

Region

ROMMEX (SE=54E )

KKt X ( TBR=)

BN (63 )
Europe (Paris)
RN ( FEEST )
BOMHEX ( EFESREE )
R (B )

BT (FH)

HEN (ZRD)
BN (K2 )

M (FER)
WA X (KB )

i (43 )

E (FH)
WA ( Henss )
R (B )

BABF] (HHgR )
WO (AR )
TAR (BERE)

CIDR #

18.

194.95.192/27,

.0/27

34.241.197.32/27, 34.241.197.64/27, 34.241.19

7.96/27

18.

35

18.

13.

15.

78.

18

15.

13.

13.

52.

130.91.0/26

.180.112.0/26

100.194.0/26
53.191.0/26
185.91.64/26

12.207.64/26

.228.1.192/26

161.135.192/26
244.165.128/26
208.217.0/26

81.151.64/26

161.189.23.128/26

108.136.221.128/26

3.28.159.64/26

51.

16.

18.

16.102.64/26
62.183.64/26

60.192.192/26

18.194.95.224/27, 18.195.48

1£ VPC Hj[Al Splunk
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Region CIDR #t
WA#KX ( RRA) 16.50.161.192/26
WARMX (EREIL ) 43.216.44.192/26

ToAMX (FFEL) 3.102.119.128/26

£ Amazon Data Firehose ¥ VPC i B 8 EUZ Splunk

EFHMATHENACE VPC REEFEITHE. 5% E Firehose AR VPC RBELERZIFNWENM | &
26 Amazon Data Firehose ¥ VPC 7 H EZ B EZ Splunk A,

15 18] Snowflake B HTTP i &

LMERME HTTP a5k Snowflake A B EE T , & B4EE T Amazon Data Firehose B9 Amazon IP
ko B 5.

4T Firehose WINE|/AH Snowflake EFHW R IFHRBEHN/ANE HTTP H HTTPS w2 , BIAIE S
Bl Amazon P i 31ESE BN IMEE A QHN,

(® Note

BAHTERRBEHEXRBKETMEE Amazon XIEH IP ik, B4 IEFTE XIH Amazon
B IP #hutSEE

£ F Firehose 78] Snowflake B B9 ithHI X BRE

L IRMEF Snowflake 47 B BHtbAY | Firehose £ A &K Snowflake Ik URL S EIEZ HE
Snowflake Ik, EXESFHERBERCISEENLIHELFERSEERS , BEUTNEEREERAR
2B M Amazon Key Management Service 2403 1T Amazon S3 RS EFIRINE. MRB A T HIRIC
3% , Firehose £ B#E& M IR KA F &K CloudWatch BER.

B2 Firehose F2 8l , AT E IAM B, Firehose BEiZ IAM BB HIREBXIEEZMME.
%8, CloudWatch BHEHAFRAITHRIPR. FE Firehose BEW 7R EH S3 7 , BHEMAUTIHA
B RBE, MMRERHE S3 F#EM , BN s3:PutObjectAcl A MNE Amazon Simple Storage Service

##2 . £ Amazon Data Firehose ¥ VPC i A £ #EE Splunk 187


https://www.splunk.com/en_us/blog/partners/streamline-your-amazon-vpc-flow-logs-ingestion-to-splunk.html
https://docs.amazonaws.cn/vpc/latest/userguide/aws-ip-ranges.html
https://docs.amazonaws.cn/vpc/latest/userguide/aws-ip-ranges.html
https://docs.amazonaws.cn/vpc/latest/userguide/aws-ip-ranges.html
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BEIR , XFERFEFHEBAIEEX Firehose BHIN RN T LIGRINE, LLBEER T Firehose
A E 1R 123K CloudWatch BIfRBR. LLIRBEER — LA B Amazon Kinesis Data Streams HY1&
), MRETEA Kinesis Data Streams fEREIERIR , ATLAMIERIZ1ED, Firehose KREMA IAM 17\
Snowflake., E 58 Snowflake , B AYREY Snowflake Ik /= Url 1 PrivateLink Vpce ID ( 21 2 FA
B&E#).

JSON

{
"Version":"2012-10-17",
"Statement":
[

{
"Effect": "Allow",

"Action": [
"s3:AboxtMultipartUpload”,
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

by
{
"Effect": "Allow",

"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"

]I

"Resourxce": [
"arn:aws:kms:us-east-1:123456789012:key/key-id"

1,

"Condition": {

"StringEquals": {

"kms:ViaService": "s3.us-east-1.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:axn": "arn:aws:s3:::amzn-s3-demo-bucket/prefix*"

$2F Firehose 157 Snowflake B Yt A1 R 188
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}
},
{
"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIteratox",
"kinesis:GetRecoxds",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:us-east-1:123456789012:stxeam/stream-
name"

}I
{
"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,

"Resource": [
"arn:aws:logs:us-east-1:123456789012:1og-group:log-group-name:log-
stream:*"

BXRAFEM Amazon BRFIFEZH Amazon BRNEZER | BHSR IAM AFEREHRNCEAGLL
B Amazon BREZEIRINER o

18] VPC # Y Snowflake

WMREM Snowflake EEBF A 7T FAE 5 , N Firehose FECIEFBEEMNERAUT VPC HRZ
—NHEAHECNAERER K MEEEILAHEERM, Nt , EEIE Snowflake RLEHN , LS
T Amazon Web Services XiF R EBFTTEAwsVpceIdsHIUATABRHE A, BXEZEER |, BESH
Snowflake User Guide A #Y Creating network rule,

BREEVESHMEXEFERAN VPC wA ID
Amazon Web Services X 1T VPCE IDs

EERE ( HEM) vpce-0d96cafcd96a50aeb

18 VPC ##Y Snowflake 189


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.snowflake.com/en/sql-reference/sql/create-network-rule
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Amazon Web Services X3 VPCE IDs
vpce-0cec34343d48f537b
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Amazon Web Services X 15 VPCE IDs
XERE (FHFRIEMILE) vpce-0b4d7e8478e141ba8

vpce-0b75¢cd681fb507352
vpce-01c03e63820ec00d8
vpce-0c2cfc51dc2882422
vpce-06ca862f019e4e056
vpce-020cdalcfa63f8d1c
vpce-0b80504a1a783cd70
vpce-0289b9ff0b5259a96
vpce-0d7add8628bd69a12
vpce-02bfb5966cc59b2af
vpce-09e707674af878bf2
vpce-049b52e96¢cc1a2165
vpce-0bb6c7b7a8a86¢cdbb
vpce-03b22d599f51e80f3
vpce-01d60dc60fc106fe1
vpce-0186d20a4b24ecbef
vpce-0533906401a36e416
vpce-05111fb13d396710e
vpce-0694613f4fbd6f514
vpce-09b21cb25fe4ccaf4

vpce-06029¢3550e4d2399

18 VPC ##Y Snowflake 191
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Amazon Web Services X1 VPCE IDs
vpce-00961862a21b033da

vpce-01620b9ae33273587
vpce-078cf4ec226880ac9
vpce-0d711bf076ce56381
vpce-066b7e13cbfcabfe
vpce-0674541252d9ccc26
vpce-03540b88dedb4b000
vpce-0b1828e79ad394b95
vpce-0dc0e6f001fb1a60d
vpce-0d8f82e71a244098a
vpce-00e374d9e3f1af5ce
vpce-0c1e3d6631ddb442f
EEES (HERM ) vpce-0f60f72dadcd1ede?
vpce-0c60d21eb8b1669fd
vpce-01c4e3e29afdafbef
vpce-0cc6bf2a88da139de
vpce-0797e08e169e50662
vpce-033cbe480381b5c0e
vpce-00debbdd8f9eb10a5
vpce-08ec2f386c809e889

vpce-0856d14310857b545

18 VPC ##Y Snowflake 192
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FRARER

Amazon Web Services X5

KR X (SE=5AR )

KR X ( TBR=)

TA#K (FE)

WA HE X (FTH0K )

T AKX (E7R )

LA K (&R )

TA#K (ER)

RCM X (123))

EEMN (EZRT )

VPCE IDs
vpce-068dbb7d71c9460fb
vpce-0a7a7f095942d4ec9
vpce-06857e59c005a6276
vpce-04390f4f8778b75f2
vpce-011fd2b1f0aa172fd
vpce-06369e5258144e68a
vpce-0f2363cdb8926fbe8
vpce-049cd46cce7a12d52
vpce-0e8965a1a4bdb8941
vpce-0aa444d9001e1faal
vpce-04a49d4dcfd02b884
vpce-048a60a182c52be63
vpce-03¢19949787fd1859
vpce-0d68cb822f6f0db68
vpce-0517d32692ffcbde?2
vpce-0fd1874a0ba3b9374
vpce-08091b1a85e206029
vpce-065169b8144e4f12e

vpce-0493699f0e5762d63

T8 VPC H#Y Snowflake
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FRARER

Amazon Web Services X5

MEXR (HER)

KR X ( B2 )

TA#X ((KBR )

RN X ( HifESFRE )

TAH# X (FEHE )

VPCE IDs
vpce-07e6ed81689d5271f
vpce-0f53239730541394c¢
vpce-09419680077e6488a
vpce-0ea81ba2c08140c14
vpce-0a9f003e6a7e38c05
vpce-02886510b897b1c5a
vpce-0d96410833219025a
vpce-060a32f9a75ba969f

vpce-00add4b9a25e5c649

vpce-004ae2de34338a856

£ F Firehose Xt HTTP i#% & B /Y i B9 15 (8] i R

& B LAE F Amazon Data Firehose fF ¥ #E4% % E4E HTTP s 2 B B9, Amazon Data Firehose &
SFZBIER M ERIEEN Amazon S3 FiEM , BRI UER R EIAN Amazon KMS Z4H# 1T
Amazon S3 R E5ImMER, MRFBA THIRIZHE , Amazon Data Firehose &N EUIR/E HifE iR KX TIE
B CloudWatch B&EHR. &AL Amazon Lambda A T #iEiiR,

Bl Firehose bt , BEEFMAE IAM B, Amazon Data Firehose B{Ei% IAM BB HIKENIEEF
5@, %40, CloudWatch BE&EAFMFRA B XER .

R TIHEKEE , LAME Amazon Data Firehose BE% 15 R 28 E A THIEZ M S3 FiEMH. WX
#8388 S3 7 , 1B s3:PutObjectAcl AiNE Amazon S3 BESIK , XFRFEMEEATES
¥t Amazon Data Firehose &I RN T2 RINPR. ZBKERF Amazon Data Firehose 7]
BREL CloudWatch #1745 IR1C R M IEF: Amazon Lambda #t, LLEREEEA — AT E Amazon
Kinesis Data Streams W&, MREARFEA Kinesis Data Streams #E R EIERIF , 7T LAMIBRZ1E
GIS
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/A Important
Amazon Data Firehose £/ IAM HRIZ X FHNE=FRFEEFREN HTTP KixT K
B#r , @& Datadog. Dynatrace., MongoDB, New Relic LogicMonitor, Splunk 2 Sumo
Logico ZRIZXFHNE=ZFRFERAFPENEE HTTP i BIR , BERRZRSRMA
7 , 3REXM Amazon Data Firehose 811 RSS2 BB IEFT T M API AR IH B H4A,

BXRAFEHM Amazon BRFIFEZE Amazon BRNEZEER | BHSR IAM AFEREHPHNCEAGLL
B Amazon BREZZIMINER o

/A Important
B 81 , Amazon Data Firehose A3z #5 1@ VPC ) HTTP im & m iz,

Cross-account MY & MSK & 5%

LI&M Firehose K ( HlZ00k = B ) 812 Firehose E#%H HIEHKFER S — MK ( Amazon Ik
A) B MSK E& | BATHITUTEE,

KF A :

1. 7 Amazon MSK B #I&H |, EBETMENES , AREEEM,
2. E‘MBIRE” T , & R, AR “Multi-VPC E#",
3. HEZRLIRET , ABRREBEHERKE,

a. WMBERNARBERE , HiEPAE Firehose RS M E A Firehose BEIK~ S3 £ Hi,
Amazon Web Services BEEHI 5 N B34 K E G HNNRA KK,

b. MREHCEKETXRE , FEOIAREERIMA TR :

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::us-east-1:role/mskaasTestDeliveryRole"
},
"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",

Cross-account M B MSK & 5 195


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
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"kafka:DescribeClusterVv2",
"kafka-cluster:Connect"
1,
"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/DO-NOT-TOUCH-
mskaas-provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba09-xxxxxxxxxx-20" // ARN
of the cluster

},
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws::iam::us-east-1:role/mskaasTestDeliveryRole"
I
"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"
1,
"Resource": "arn:aws:kafka:us-east-1:arn:topic/DO-NOT-TOUCH-mskaas-
provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba0@9-xxxxxxxxxx-20/*"//topic of the
cluster
},
{

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::us-east-1:role/mskaasTestDeliveryRole"
.
"Action": "kafka-cluster:DescribeGroup",
"Resource": "arn:aws:kafka:us-east-1:arn:group/DO-NOT-TOUCH-mskaas-

provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba09-xxxxxxxxxx-20/*" //topic of
the cluster

},
}
4. 7£ Amazon £ T , WAKF B B9E4R ID,

5. EXHET , EELEE Firehose M A RIBIER Apache Kafka £/, €& Firehose Hifg , &
P EEMLER,

6. EERFEX

KF B :

1. 7 Firehose 2 &H , IR FEAKS B €] Firehose o
2. TERT , 1£# Amazon Managed Streaming for Apache Kafka.

Cross-account M B MSK & 5 196
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3. H®ER®RET , &F Amazon Managed Streaming for Apache Kafka 58 , 5K/, A hi A
Amazon MSK & # ARN,

4., HEEXBT , EEEFE Firehose MNP EEEIEN Apache Kafka =/, @2 Firehose Hitjg , &
[ EEREEH,
5 HEERREME , IEE Firehose B Ko

K B FEIE Firehose E#ER , B4TPE —1 1AM A€ ( A BRIAEIE Amazon Web
Services EEEH R ) , ZABRT Firehose X EEE EFAEMK ST Amazon MSK &Y “=E
R

LA 2H Amazon Web Services B4 5HEN NS :

"Sid": "",

"Effect": "Allow",

"Action": [

"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterVv2",
"kafka-cluster:Connect"

1,

"Resource": "arn:aws:kafka:us-east-l:arn:aws::cluster/DO-NOT-TOUCH-mskaas-
provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba09-xxxxxxxxxx-20/*" //topic of the

cluster

},

{

"Sid": "",

"Effect": "Allow",

"Action": [

"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"

1,

"Resource": "arn:aws:kafka:us-east-1:arn:aws::topic/DO-NOT-TOUCH-mskaas-
provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba09-xxxxxxxxxx-20/mskaas_test_topic" //
topic of the cluster

},

{

"Sid": "",

"Effect": "Allow",

"Action": [
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"kafka-cluster:DescribeGroup"
1,
"Resource": "arn:aws:kafka:us-east-1:arn:aws::group/DO-NOT-TOUCH-mskaas-
provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/*" //topic of the
cluster
.
}

ETR, SUUEAEEIERERMCREXNRRVATESR, BXESER , FEH (k) BE
ICREFR A AR,

Cross-account Bt F 7 S3 B # s

& A LA Amazon CLI 5 Amazon Data Firehose APl £ —/NK = 812 Firehose Ei& , £ 5 —
N Amazon IKF R 612 Amazon S3 B#r. L THEBERT —NR4] , ZRGIEBEEKS, A AN
Firehose i , LABIKF B B8 Amazon S3 FE#E & R,

1. {ERXF Firehose ¥ Amazon S3 B WbV 5[ IXNRRFTIRMN S TR | UK A BHEIE IAM A
&,

(@ Note

EARGIF | FRIKETIEERN Amazon S3 FE@HKS B HE., S4N
s3:PutObjectAcl HINEGRIKEEH A Amazon S3 BIEFIXK |, Zi5RI ZREE J 0K F°

B #& FXf Amazon Data Firehose & HHI X R STT LA RIINR. B 15 55 E

BR. Amazon Data Firehose J$i& 5K #9“x-amz-acl"#5 k1% B 7 “bucket-owner-full-control”s

2. EAWMZEIGERN IAM S&#THR , BUKS B 4012 S3 FRMRK, UTRBIFM
BRBNRE. BXEZER , BSREAFEBRBENAS KK,

JSON

"Version":"2012-10-17",
"Id": "PolicyID",
"Statement": [
{
"Sid": "StmtID",
"Effect": "Allow",
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https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-s3
https://docs.amazonaws.cn/AmazonS3/latest/userguide/using-iam-policies.html
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"Principal": {

"Amazon": "arn:aws:iam::123456789012:role/iam-role-name"

},

"Action": [

"s3:AboxtMultipartUpload”,
"s3:GetBucketLocation"”,
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:PutObject"”,
"s3:PutObjectAcl"”

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

3. HRESESHR 1 HEIEN IAM A€ | LUK, A B4 812 Firehose o

Cross-account HtixE| OpenSearch RS B Y it

& A LAfE A Amazon CLI 5 Amazon Data Firehose APl £ —“> Amazon K = 8|2 Firehose E3% ,
HES —IMKF R EIZE OpenSearch RFE#R. UTHBERT — AN, WEHMMAEKS A T6IZ
Firehose i HEE N EIKF B #iBH OpenSearch BRS B #rfE A IR,

1. {#H the section called “#%F Firehose 82 OpenSearch RS B #rHIX PR H PR HY 25 Bk LANK
FASGOEIAM AR,

2. BEATNEEL—-SHOEN IAM AGHHTIHR , EEKS B T2 OpenSearch RS KB, KA
T JSON R 6l,

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Principal": {
"Amazon": "arn:aws:iam::123456789012:role/firehose_delivery_role "
},
"Action": "es:ESHttpGet",
"Resource": [
"arn:aws:es:us-east-1:123456789012:domain/cross-account-cluster/_all/
_settings",
"arn:aws:es:us-east-1:123456789012:domain/cxoss-account-cluster/
_clustex/stats",
"arn:aws:es:us-east-1:123456789012:domain/cxoss-account-cluster/
roletest*/_mapping/roletest"”,
"arn:aws:es:us-east-1:123456789012:domain/cxoss-account-cluster/
_nodes",
"arn:aws:es:us-east-1:123456789012:domain/cxoss-account-cluster/
_nodes/stats",
"arn:aws:es:us-east-1:123456789012:domain/cxoss-account-cluster/
_nodes/*/stats",
"arn:aws:es:us-east-1:123456789012:domain/cxoss-account-cluster/
_stats",
"arn:aws:es:us-east-1:123456789012:domain/cxoss-account-cluster/
roletest*/_stats",
"arn:aws:es:us-east-1:123456789012:domain/cross-account-cluster/"

3. HFALESER 1 FEIEN IAM AE , LUKF A 5482 Firehose . 812 Firehose it , EE
F Amazon CLI S & #k Data Firehose API , ##8EZClusterEndpointFERMAF R ‘“BRE” F
E%, DomainARN OpenSearch

(® Note

=& — Amazon ik H 8|2 Firehose [E#E , M OpenSearch lRF BT S —NKFH
N 24714 A Amazon CLI 5 Amazon Data Firehose APl, #&FgE{E A Amazon Web Services
EEEF A ROBEEEKFEE,
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5 AR 12 &1 (7]

A BMER IAM EB A T% Condition 7TE ( 3 Condition 3 ) , BIBFRZ R EMAX
Amazon Data Firehose ##{Ef A, AT/ DTN A T A5 X FREA Amazon Data Firehose EH
TLERBE, BXMEM Condition TEURBIEENFRANCEFNEZEER , HSH IAM JSON
REETTE | i,

CreateDeliveryStream

3 F CreateDeliveryStream 1€ , 5 aws:RequestTag M HE. EUTRHIF , MyKey
MyValue RTREMNBAMINNE, BXEZER , H3H T HEFSERME,

JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"firehose:CreateDeliveryStream",
"firehose:TagDeliveryStream"

1,

"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/MyKey": "MyValue"
}

3]

TagDeliveryStream

31F TagDeliveryStream i&E , B aws:TagKeys &M, FELLTRAIF , MyKey R RHBIFR
X8,

JSON
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "firehose:TagDeliveryStream",
"Resource": "*"
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "MyKey"
}
}
}

UntagDeliveryStream

XF UntagDeliveryStream #&4E , {5 aws:TagKeys &8, ELUTREIF , MyKey FRHl

RER,
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "firehose:UntagDeliveryStream",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "MyKey"
}
}
}
]
}

Edekaees e |
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ListDeliveryStreams
BN ETHREMEREGSAT ListDeliveryStreams,
H R4

¥tF CreateDeliveryStream, TagDeliveryStream. UntagDeliveryStream #l
ListDeliveryStreamsZ /AFTE Firehose #1E , 1B aws:RequestTag &8, U T A
B, MyKey M MyValue RRFRZR BN NHE,

ListDeliveryStreams , £/ firehose:ResourceTag &4 BB #E% Firehose Fi L HIFRZE R iz
&5 A o

FEUTRBIH |, MyKey M MyValue RGN B RNE, ZREMCEHATEE RN MyKey BIFR
X , {7 MyValue Ky Data Firehose e BXxETHREHRZEFHRNENESFEE , EZH IAM A
FIgrm i E ARSI Amazon BIRE /A B BR.

E #1759 Amazon Secrets Manager £ &% Data
Firehose A

Amazon Data Firehose & Amazon Secrets Manager 2 %&£/ , AIiL IR R £ 5 RENRAH B3R
EH, BIXFER , Firehose AIEIZ1THI M Secrets Manager #£ R 248 |, LUEZIIIEHIRIARR
feim B b HERENBER. X&# , TiCRELR API S8+ , EEBERIERED , £0FH
A2 LL Amazon Web Services EEZFIA ANEAFERER,. EREHET —MHERLHKERAFEKREER
W4 HELETEENELEEES (HW , REBEN Lambda BERKEEZLRIR ) .

BXEZEER , 555 Amazon Secrets Manager (A1) o

H
~
%

B
=

&
o
B3
i

e
38
1)
i

&
a3
B
o

TR

RWERALEFB, —AKIE (WAFBENREB ). OAuth TEBUMBZEF R FM#E Secrets Manager
P EHMBRHRER,

£ Amazon Secrets Manageri#t 1T & 3 11 203


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_tags.html#access_tags_control-resources
https://docs.amazonaws.cn/secretsmanager/latest/userguide
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NFENER, BXTLERLY JSON BXIEERAREX , T —TAR. NRENFLSELRR
BRI #A IEH JSON #= , ] Amazon Data Firehose 7oA EZREHN B B,

MySQL #1 PostgreSQL & IEENZEAER

"username'": "<username>",
"password": '"<password>"

Amazon Redshift & ££85 8] Amazon Redshift Serverless T/E4H I ZR4AIK R

{
"username": '"<username>",
"password": '"<password>"

}

Splunk By Z4A1& =

{
"hec_token": ‘'<hec token>"

}

Snowflake FYZ4A1E

"user": "<snowflake-username>",

"private_key": ‘"<snowflake-private-key>", // without the beginning and ending
private key, remove all spaces and newlines

"key_passphrase": ‘'"<snowflake-private-key-passphrase>" // optional

HTTP i &. Coralogix, Datadog, Dynatrace, Elastic. Honeycomb, . . MongoDB Cloud #1 New
Relic B % # 3 LogicMonitor Logz.io

"api_key": ‘'<apikey>"

T R4 204



Amazon Data Firehose FEANGIER
B E %4

EoER4 |, BFRER (Amazon Secrets Manager AAF#E™) FAIZ Amazon Secrets Manager Z 47 #
5 R 1T IRAE,

152 F 2

RAVBWIRE A 1245 ZIE 5 %48 Amazon Secrets Manager SRIEZEE B 1t | Hl01 5
Redshift, HTTP & w1y

K. Snowflake, Splunk, Coralogix, Datadog., Dynatrace, Elastic, Honeycomb, . . MongoDB
Cloud # New Relico LogicMonitor Logz.io

£ 812 Firehose AT , M—IJ«J\EL Amazon B2 %A #FH Secrets Manager XL B # B B
BMRit, EXEZERE , FZR BEEENMWIEE, HE , BB A LUEH CreateDeliveryStreamFl
UpdateDestinationAPI ¢ 1’IE§EEEE§ Secrets Manager 9 &3 1810,

Firehose EA MBS EZEFHH , AEBRNERI BN R ERARXERH, ©F 10 2 HRIFH—
7, AR ER&HNEILE.

ERNEGASS | S LLERRERT XM Secrets Manager % R Z4AMThEE, MR ERAEMEH
Secrets Manager R & %4A , W AT LA A username/password =% API 4R,

(® Note

RE T Firehose P INEER TR NENRA , BELFEN LR MR Secrets Manager 13
., BXEZEER , 555 Amazon Secrets Manager EM R o

& ¥ Firehose & EZ ARV H RN R

Eit Firehose M E % 4] Amazon Secrets Manager , #2718 Firehose 1211/ (7] 2247 Fir 38 B9 A BR
AR N2 8 B B4R Y B4R

£ Amazon Secrets Manager F#E MR RZZHANN , B/LHFTRENEEIED , E4ABURT ZANEF6HE
MERMIEZE TN,

- MRRPEEN IAM ABEFMEER— Amazon IKF /| H B FERABRIA Amazon
RE#®4A (aws/secretsmanager) #H1TM% , N Firehose EEH IAM AR
Esecretsmanager:GetSecretValuedRBiZZH4ARNPREIT .
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// secret role policy

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "Secret ARN"
}
]
}

BX IAM RN EZER |, i3 Amazon Secrets Managerfy fXBR K B =51,

- MRFREACFEEE—NK,P  BEEAFESEEEELZH (CVMK) NE , NZzABENE
E secretsmanager:GetSecretValue # kms:Decrypt R, CMK XEEFEA T IAM BE
1T kms :Decrypt,

- MRFPFERESENACTREN Amazon IKFH |, FH HEARIA Amazon EEZAIBITME |, NI
TERTHEE K RASFEARERHAMEZHN , Secrets Manager T AFEMKF B, Amazon

- MRFHREEETROKSFHER CMK INZE , Il IAM AEEEXN ZZHHAN
secretsmanager:GetSecretValue XRFX CMK B kms:Decrypt X R, Z4AHY IR K
MEAMK S PH CMK EBEFEEAT IAM BEEEXENNR, BEXELZER , S HCross-
account 1 B PR

IR

RZECHENR, B LA E Amazon Secrets Manager 7 2R IR I8 ERI R R X B s R 3
. X8 BUNNKEBASRNERZER, XEBTREEENAXNK, BEXESER , E5H
{Amazon Secrets Manager AAF1EFE) HEVF R Amazon Secrets Manager %4,

JBid Amazon Data Firehose 4|58 EE IAM A€

Amazon Data Firehose R —H £ RENRS , A TEMERBIEZZEEI BN, BETTUEE
Firehose , METEE M B BIBER N, EFEHXLINGE , B4 GLRE IAM 86 | LUEECIERSN
YR8 Firehose #iBT[@ Firehose ¥ T PR, Firehose ALt IAM A &3KIRE Firehose P ENFIE N
BR o
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Flgn | RIZEBIE— [\ Amazon S3 & HIRIER Firehose i , Mt Firehose F1ES ATHREMIE R T
BR7T “B#Ric®E’. Amazon Lambda FEXfIER T , BAFIRE IAM A€ |, LL[E Firehose 515
B S3 MMM Lambda EEEVINPR , I AR Ro

JSON

"Version":"2012-10-17",
"Statement": [{

"Sid": "lambdaProcessing",

"Effect": "Allow",

"Action": ["lambda:InvokeFunction", "lambda:GetFunctionConfiguration"],

"Resource": "arn:aws:lambda:us-east-1:123456789012:function:<lambda
function name>:<lambda function version>"

3, {

"Sid": "s3Permissions",

"Effect": "Allow",

"Action": ["s3:AbortMultipartUpload", "s3:GetBucketLocation",
"s3:GetObject", "s3:ListBucket", "s3:ListBucketMultipartUploads",
"s3:PutObject"],

"Resource": ["arn:aws:s3:::<bucket name>", "arn:aws:s3:::<bucket name>/

*"]
1
}

B LUE Firehose B4 8RR EX LA E, BAILMNAT®I Z —# 1Tk,

- REIUE IAM BE
« \NEBHAFRIEFTN IAM B

EEME IAM A

BAILANIIER IAM AR TIER, FRED , TRALKIEEN IAM ACEEEHNEEREE
ERME WM ENNR, BXEZEL , 55 £ H Amazon Data Firehose 2§15 B R,

MEZEH &P RIEFHN IAM A6

HE , B LIEA Firehose B H A RARECEFHAE,
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¥ Firehose X REBIE IAM BN |, ZACRLEHIZTEET Firehose RELER FATENRAFIE X
BRFNEE KB,

Blan |, MREXBZAER Amazon Lambda®k iR K Ih8E , MiRH & SENRKEEFERATIE
o

{
"Sid": "lambdaProcessing",
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": "arn:aws:lambda:us-east-1123456789012:function:
%FIREHOSE_POLICY_TEMPLATE_PLACEHOLDER%"
}

(® Note

Al AR O 2 BE A S SFIREHOSE_POLICY_TEMPLATE_PLACEHOLDERS HIREEFER AR E
MR F XN EAZRAER

25 8 eI2 M4 Firehose MILERE , L2 QIRFEERBAFENME IAM B, WEEREE AT
Firehose &8 IAM &, LT REEREH RH,

JSON

"Version":"2012-10-17",
"Statement": [{
"Sid": "firehoseAssume",
"Effect": "Allow",
"Principal": {
"Service": "firehose.amazonaws.com"
}I
"Action": "sts:AssumeRole"

3]
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/A Important
« IBRIBRNZ A Firehose REAMBEINEFEEE IAM A&, BN , IAM BEFTRELES
RPRE F RS B IR

- EEBHAKEN IAM ACNNREEFEATRNKREESE S USZECH IAM A
B, HEREEFREFNTHA M MANNREREF, EFARH IR Firehose it , BER
Sh RN R AFIERERINE IAM ABIET,

. BESEHEHE ARN A EFZ 5 service-role By IAM B&, ERIE IAM A& | iF
EAEE— ARN & EF service-role FRFERN IAM A€ | XEZRFHERTAENEH#ITHE
MEH,

MEHEF IR IAM SEeNS R

1. ¥TFF Firehose ###1& , Wik}, https://console.aws.amazon.com/firehose/
%% 812 Firehose o

EFRFRMBN, BXELZEER , BSH HE | N2EFH & 612 Firehose o
EEFEENRE. BXREZFELR , BZH LB ENERE,

ESRRET , SXNRFHRNER , RZFQEZHEH IAM A,

o A~ w0 DN

(® Note

XRERIANED, EFRAINEAE  FEABRERNE IAM A61EI, Firehose #EH AT &Y
HLEHONAGHITEMER,

6. 1EEBIE Firehose 7o

FREHERE IAM AG
LR mEE Firehose AT , Firehose 2R 1E15)5% FHTHE 7 #Y X PR 5% B& LA = AR B & X BR BV & X

BN | HIREEE Firehose AT HHFMAH Lambda B A exampleLambdaFunction kG AE
A Amazon Lambdaik#tiRic R et , 2ENRKREEPIREBLU T REEF B,

{

"Sid": "lambdaProcessing",
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"Effect": "Allow",

"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

]I

"Resource": "arn:aws:lambda:us-east-1:123456789012:function:examplelLambdaFunction:
$LATEST"

}

/A Important
MEHEEEN IAM AR RITHNEEAG, BUTEEERH B ZIME SN R R SEE R,

MEEH &P EE IAM SENS R

1.  3TF Firehose ##|& , Mk, https://console.aws.amazon.com/firehose/
2. 1%&%%F Firehose M HEF EEFTRY Firehose ik & #ro

3. EEREELEMFHNRSH[ILGRINRBS F , EFEE

4. FEFH IAM A&,

(® Note

RINBERT |, BHIAHRAERAE ARN FHE service-role B IAM &, EERINE
IAM AL | EFHIER— ARN F&F service-role FRFEMN IAM A6 | XHE
HEAEMASNE#TEMENR,

5. EERRFER.

T 2 Amazon Data Firehose B9 &3t

Third-party ¥fER ZIMEMR TR —E5 , FitHL 14 Amazon Data Firehose By &2 Amazon HH]
atE, HHE%E SOC, PCl. FedRAMP, HIPAA K Hft,

BEXRBEASMITXEE AN Amazon FRFHIK , BESRESHAEITRSEE WA Amazon i, BXx—#K
E8 , {52/ Amazon @M HEitEl,

O LA TEE =S FitikE Amazon Artifact, BEXEZEE |, iI5S R Artifac t F Amazon T

EiLE=g
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https://console.amazonaws.cn/firehose/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
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£ Data Firehose B , B ENRERBFENVKFEHRZYE., LATNEN BIRURERNEEENR

Eo MRENT Data Firehose BIfE A STMEFE HIPAA, PCIl 5 FedRAMP E#r A | IH MR IRKE
Bb : Amazon

- ZE2E5EAMREANTEE — XEFBERIMC TRIES , ARMTELFBURZLHNE
MENERNEERRH SR, Amazon
« HPAA Z2E5HEMARSY — AARBHERT REIAERARGIZNAEF. Amazon HIPAA-

compliant

« Amazon EMHEIR — L TEBNIEEERREERA TR ENIT LM,

« Amazon Config— i% Amazon RFIFEEN B REEEZ AEE LFERNIXRER, TUESHEHN
EM

« Amazon Security Hub CSPM— Itt, Amazon RS A £ 7 BN T 2RSS Amazon |, BBNERER
BRERETUIRENREKE,

Amazon Data Firehose Y34

Amazon £IKE MR ERE S Amazon XM AT AXEEN, Amazon XFRMUZMNERENEE
WATAX , XETAXBESIEERE, SRHENSETRNMERE, MATAKX , BE ORI FRE
EURAXZBLFEE B RNAREBNNARFNREE. SREENENESMREFOLEMEY
Mk, TAXEEEENTAY, REMENTT B,

BXx Amazon XA THAXNWEZEE | i§Z K Amazon £ EKEM 1%k,

BT Amazon £ BKEmZEMH |, Data Firehose BRIt Z M ThAER BB T MR M MBZ D ER,
RMENRE

Amazon Data Firehose AIE LHRFEER TE1T , HEIHTEH TR RALEENESR, TAXAH
ML R BEERREHERXAEE, RAXEXFER , Amazon Data Firehose AJ#{R Firehose i #id
BRI LERTAHBIEE,

T f# Amazon Data Firehose A ERiZ L 44

ER —BEE RS , Amazon Data Firehose %] Amazon £ M ELZ LRI, BHX Amazon Z£ R
SR A Amazon RFEMIREHEER |, 2 HAmazon &%, EFAEMRELZSNRESEK
SRIZITIEM Amazon H3E | 1§50 S Amazon ecurity Pillar Well-Architected Fram ework H#9 Eitii%
HRF

e 8 21


https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.amazonaws.cn/pdfs/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.pdf
https://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config.html
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
https://www.amazonaws.cn/about-aws/global-infrastructure/
https://www.amazonaws.cn/security/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
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&R LAMER Amazon ER M EY APl AIEE M5 Firehose, B IRMAAIFUTRAE

- BRELZEMMDI (TLS ) » BINERMER TLS 1.2, BWEM TLS 1.3,

- BEERLMAERR (PFS) WERBEH , 0 DHE ( BEH ) = ECDHE ( #E sk T E K Diffie-
Hellman ) ., Diffie-Hellman K ZEHIMA RS ( W Java 7 RESRA ) XX LEEK,

® Note

ST F4&H B HTTPS &K , Amazon Data Firehose [ fER HTTP E |, ZESB3IEREFREX
BENHRE TLS thithR A,

¥ Amazon Data Firehose & Amazon PrivateLink

A LAE RO VPC LT & (Amazon PrivateLink) MR VPC i8] Amazon Data Firehose , 1%
FHERMMXI NAT Mx, #0O VPC AT RAFEZERMMx, NAT ®R%E. VPN E#E Amazon
Direct Connect 3%, #0 VPC L% = H—IT Amazon HREBMH K Amazon PrivateLink , iZ#E AR
Jbﬁﬁﬁﬁ?y*’lﬁﬂfﬁﬁﬂﬁ: Amazon R Z E#HTIAEEE , HEAEN Amazon VPC FHIFAE IP. B
REZER |, 15 H Amazon Virtual Private Cloud,

FH#EDO VPC &Li%T & (Amazon PrivateLink) 5& B F Firehose

B, BIE—/NEO VPC Iw A , LMERE Amazon VPC &JRH Amazon Data Firehose B AREZ
O VPC im=. BIEumAAT , AT H i inim SR EE , LA SIXT Amazon Data Firehose BYiG[El, B
KEARREIEE VPC % 23X Amazon Data Firehose WA RINE ZE L | BSRER VPC s =i &%
RS H A,

AR ROIE R T f{a1E VPC 1% Amazon Lambda B H 612 VPC KT = , A AT ZEHEE
Amazon Data Firehose [REZ#HITLZEBEE. EAHIH | &EH E’J%W%JLILF Lambda BI¥% i Z 81 X 15
Y Firehose 7t , 1B R R EM Firehose o

B2 VPC R

1. &3% Amazon Web Services B2 H & HITF Amazon VPC #ZHI& , Wik Hhttps:/
console.aws.amazon.com/vpc/e

2. £ VPC ##IHEARA , 1% Endpoints (KIHT K)o
3. EECIERS.

¥¥ Firehose & Amazon PrivateLink 212


https://docs.amazonaws.cn/AmazonVPC/latest/UserGuide/VPC_Introduction.html
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FRARER

8.

ERZEBMIIRAF |, %$F com.amazonaws . your_region.kinesis-firehose,
EREEEPHBARET RN VPC AR —NRZNFM,

ER NI NEELETRIKNETEH,

33 F Policy (3RB&) , #%4% Custom (BEN) H ML LT REE

"Statement": [

{
{
+
{
}
]
}
prid=gnlfe DT Jous

"Sid": "Allow-only-specific-PrivateAPIs",

"Principal": "*",

"Action": [
"firehose:ListDeliveryStreams"

1,

"Effect": "Allow",

"Resource": [

" n

"Sid": "Allow-only-specific-PrivateAPIs",

"Principal": "*",

"Action": [
"firehose:DescribeDeliveryStream"

1,

"Effect": "Deny",

"Resource": [
nmin

B2 AT Lambda BEEH IAM A&

nal

/A https://console.aws.amazon.com/iam/ T FF IAM 2 #1 &,

EENERS  ERAE K AREIRVUNERAR,
EERBEEREHNERET |, RERKIAEE Amazon RS,
EEBENEALABHRST |, % Lambda,

¥¥ Firehose & Amazon PrivateLink
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FRARER

%32 Next: Permissions ( T—%: &R ) o

EEBIERD | EHRIHFRIMMEB RN Amazon LambdaVPCAccessExecutionRole
AmazonDataFirehoseReadOnlyAccess KB N K&,

/A Important
THSET —NRE  BNEFTE AR EE KRR,

EET % 1, BXREIHP , ELFEMIRL. BRT—F  F&.
MABBNEN , AREECIRAG,

1£ VPC #1812 Lambda B ¥}

-_—

© © N o 0o &~ w0 N

3TFF Amazon Lambda 2 #|#& , Mt R https://console.aws.amazon.com/lambda/
prit= ol = TE 8

EEML T 014,

BMABEBNEN , REFETHIREN Python 3.9 HESKRA,

ERRT , BIEESNERITAE,

£ Execution role (AT A ) Ik , 1%£#F Use an existing role (EAIEHAE),
£ Existing role B A ) JxR+F , EELETUENAR,

RO B,

# Function code (BH¥REB) T , MM LA TR,

import json

import boto3

import os

from botocore.exceptions import ClientError

def lambda_handler(event, context):
REGION = os.environ['AWS_REGION']

client = boto3.client(
'firehose',
REGION

)

print("Calling list_delivery_streams with ListDeliveryStreams allowed
policy.")
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delivery_stream_request = client.list_delivery_streams()
print("Successfully returned list_delivery_streams request %s." % (
delivery_stream_request

))
describe_access_denied = False
try:
print("Calling describe_delivery_stream with DescribeDeliveryStream
denied policy.")
delivery_stream_info =
client.describe_delivery_stream(DeliveryStreamName="'test-describe-denied')
except ClientError as e:
error_code = e.response['Error']['Code']
print ("Caught %s." % (error_code))
if error_code == 'AccessDeniedException':
describe_access_denied = True

if not describe_access_denied:
raise
else:
print("Access denied test succeeded.")

10. 7£ Basic settings (BEZRE) T , @B ENREN 1 54,

11. 7 Network (M%) F , RFE2AEHEFPURLIRET [N VPC , ARERELUEL T RANE
HRBBNFRMMESH,

12. AL |, EZERT.
13. EEMH,
14. MASHER , REEFCIE,

15. BRIESE Test (i) XFEZEZIT,. ERITERIERZE , BIF Details (FHEER) , HiF
BEHHSHEREHEITHER. BTRIINERFE RXEHH Firehose T FIRUAKL AT 5
o

Calling describe_delivery_stream.
AccessDeniedException

Access denied test succeeded.

¥ 3 Amazon Web Services X5

O VPC KipT QEFIENTREZ R,
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« XEREP (@mIEM )

« XERE (FERIMILE )
- XEES (JLNREEIL )

- XEES (HBRM )

« TAMKX (&HX)

« TAMX (BR)

« WAMKX (FIK )

- TA#X (FEE )

- TAMKX (FRE)

« TAMEX (FK)

- TA#X (FHE)

- INEKX ()

« MEXES (FRME)

- FE (=)

- HE (TE)

« BiMuX (EZRE)

« BUMN#X ( FRZ)

« BMX (123 )

» Europe (Paris)

- SPEF ()

- EEMN(ERF)

* Amazon GovCloud (US-East)
* Amazon GovCloud (US-West)
« BN ( EmIEST )

o B (MR ) :

« WAMKX ( HEME )

« WAHKX (KPR )

- a5 (fh4Ex )

« TA#X ( GREL )
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X Amazon Data Firehose & £ & {35

Amazon Data Firehose 2t TI¥ 2L £t , B EFANEHECH L REITEE, UTHES
BE—MESEN K HFARRZEZELMARER, AFXEHKEIRUTETESENHRERTHZE LR
HREER , I SHU N EANZEREMA 2R A,

3K e Bz AR AR BR 173 7]

BFRER |, B LUREEFIREX WLE Amazon Data Firehose & RAYBFLEFR PR, 48 0] AR iX L& R
BHEFEATFNEERE. BHilt , BNNRFIITESHENNR, XHHRENRH R FRENEZEX
UK AREERE RS EEERERNENEXEE,

FH IAM A&

Y -ENERHENARRFSAMEEEREIES 8L Firehose it , F BEH Firehose RAMEBF BN
EUEF BETR A B ¥ro BANYE Amazon IE B EEF#ERF InNMARFE Amazon S3 F#FH, XL
ERSBRRNKEIL  MRENIIRE , TN ILISF=EERF M,

MRNMZER IAM AEREELEFENE S KN AREFIGEZUE , BLGFR Firehose . EEABE
B, EFMEAKBEL (MAFBNZRBHTEEZS ) KinREAR R

BXEZEERE , F5H IAM BFEEHFHUTER

. 1AM B
- HNACHNENLSE B, NAERMERS

SR IE B P #Y BR 55 2R vim 0 25

AJ7£ Amazon Data Firehose R IR B SHIBEMEZMAPHIE, BXxEZEE |, 2SR Amazon Data
Firehose I BIERT

CloudTrail AT %= APl 1§ A

Amazon Data Firehose & Amazon CloudTrail —IREERK , AlidkAF. A% Amazon REE
Amazon Data Firehose 1 ZENHI &4k,

BT W ER{E B CloudTrail , A LABE @ Amazon Data Firehose & HBIiER. & HiERW IP #b
Hh, ERHTIER, AREHEERUAREMBIFEAEE,
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BXEZEER |, B3 the section called “H & 123 Firehose APl A",
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372 Amazon Data Firehose

BRI LAME R LA T ThAEls 32 Amazon Data Firehose

F&

« £/ CloudWatch BiRERESNE

- ERAEREERTD#HEYE Firehose CloudWatch

« W 5i# Data Firehose #ifi[a CloudWatch $E¥5

- R AZEERTDS#HEBIE Firehose CloudWatch

« Amazon Data Firehose #1517 CloudWatch H#&

« ¥ Kinesis KEEZETRR

. #£/Ai2FL L% Data Firehose API ##H Amazon CloudTrail

£ CloudWatch 1R & (iR

70 CloudWatch B#R , &R THERARBEITZFRE (&K 15 08 ) o

* DeliveryToS3.DataFreshness

* DeliveryTolceberg.DataFreshness

* DeliveryToSplunk.DataFreshness

* DeliveryToAmazonOpenSearchService.DataFreshness

* DeliveryToAmazonOpenSearchServerless.DataFreshness

* DeliveryToHttpEndpoint.DataFreshness

A REETUTERBFEREA R ER,

« IncomingBytes (Sum per 5 Minutes) / 300 ¥ BytesPerSecondLimit B# L.

« IncomingRecords (Sum per 5 Minutes) / 300 ##if RecordsPerSecondLimit B %
ke,

« IncomingPutRequests (Sum per 5 Minutes) / 300 #if
PutRequestsPerSecondLimit BZ L.

RINBVUERNBELHBERN S —1MEFRR ThrottledRecords,

f§ A CloudWatch BIRSEME R R 219
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BREBEHA ALARM RENHTHEHFENER , FSREEHR,

FERAIEFRIA 2T T w3 FE Firehose CloudWatch

/A Important
BES LSBT B N FIA CloudWatch fe4r /8 AR , UERERIEIR,

Amazon Data Firehose 51 5 CloudWatch 18#r&ERK , RULBAI LAY E, EF M DI Firehose EE
B9 CloudWatch $§#r. i , BAT LA #E IncomingBytes 1 IncomingRecords 845 , AIRERMEK
E4 7= FEEZE| Amazon Data Firehose BI#E.

Amazon Data Firehose &% b I EE 1 & # — X CloudWatch ¥E#5. B2 , MR E AT R L IF4L
N MR EE —oERPTLBRB TN, XEREA CloudWatch IER2E—2HAM

Amazon Data Firehose JC & H,

A Firehose RWEMNIEIR AW T, B Kinesis VBN EZELR |, 5 %12 Kinesis KEBZ1T

F&

« CloudWatch 31359 X EHR

+ CloudWatch & B R

- BEREEUSHR

+ API %5l CloudWatch HJ$E4R

o BB CloudWatch $§#x5

+ CloudWatch HEMERISHR

« #X1LEAL CloudWatch 1E#F

« PRZERUR % (SSE) $E#R CloudWatch
» Amazon Data Firehose H 4 E

» Amazon Data Firehose FAEIE#r

CloudWatch #1544 X FEHR

MEBRATHASKX |, Nl Amazon/Firehose 5% ZE B E LU T 1B,

fEF CloudWatch $g#Ri 1T 220
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B %88

ActivePartitionsLimit Firehose SRTE [ BB & X B4R IR EMEME 2 oI BV &R AR
0 X,
SLITHIE - Minimum, Maximum, Average, Sum, Sam
ples
B4 iR

PartitionCount EEAEBNS X, tEES 2 X, kBFE 1 oKX

THERER ) 500 ( BRIN ) 2B,

ST BAE - Minimum, Maximum, Average. Sum, Sam
ples

B it

Y/

PartitionCountExceeded WEREREZEEEH T2 XiTHEH, RIERESERE

FEH 10,
JQProcessing.Duration IR[E7E JQ Lambda EEHFHIT JQ RERXFTIEETE,
B4 EW

PerPartitionThroughput RREN X ERAENELE, HIEREREB LIRS
M XBNELE,

#{v : StandardUnit, BytesSecond
DeliveryToS3.0bjectCount EREEERRE S3 FHEBHXNRE.

St EIE © Minimum, Maximum, Average, Sum, Sam
ples

LRV )
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CloudWatch ¥iB1& a4

Amazon/Firehose & ZEHBIEUA T RS RIEIR, MEEEZR

BackupToS3.Success., DeliveryToS3.Success., DeliveryToSplunk.Success, DeliveryToAma

% DeliveryToRedshift.Success WFIIE/NMETRE , XHATFTRREFEERIEEKX. Amazon Data
Firechose 2 Eid & MR , HEEILERRAWERIIGEEN B iR Z 0 S3 FREMZ AT ME T,

ES]

« J## % OpenSearch RS

« X1$%l OpenSearch TR 5

« {£5 %] Amazon Redshift
- f£31 %] Amazon S3

- &3 %] Snowflake

« f&HE Splunk

- EHE HTTP WK

3% % %) OpenSearch RS

1R

DeliveryToAmazonOp
enSearchService.Bytes

DeliveryToAmazonOp
enSearchService.Da
taFreshness

15 BA
EIEERBERRNZESIE S OpenSearch ervice B FET

S iTEIE - Minimum, Maximum, Average, Sum, Sam
ples

By 2P

Amazon Data Firehose F & R idFAVHIRR ( Mt A
Amazon Data Firehose 1T ) . {EfEES M FRAVIERK
#E 321445 OpenSearch BREERI T,

St EIE © Minimum, Maximum, Average, Sum, Sam
ples

BB

CloudWatch #iE /& Mg+
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1R 5t B

DeliveryToAmazonOp EIBER RN A OpenSearch R R 5|18 F K,

enSearchService.Records L o .
ST EFE  Minimum, Maximum, Average., Sum, Sam

ples
B4 iR
DeliveryToAmazonOp 2R 4m IR 5| /i R S,
enSearchService.Success
DeliveryToS3.Bytes I ERNEERRNEME Amazon S3 HNFET ., NYER
A XREAZHE , Amazon Data Firehose &k Hiit
BHR.

Z TR - Minimum, Maximum, Average, Sum, Sam

ples

BT iR
DeliveryToS3.DataF Amazon Data Firehose & 12 FHVHAR ( MEEA
reshness Amazon Data Firehose EIT7E ) » ERAAF LU FRHIE

FOMEEED S3 FiER. NYUBANMEXRBERAERE ,
Amazon Data Firehose = £ & H b 1545,

BB

DeliveryToS3.Records I ER B RN E A E Amazon S3 BIEEE. NYER
FrE RS A& %5 , Amazon Data Firehose &% Hilt
fE¥Ro

St 83E : Minimum, Maximum, Average, Sum, Sam

ples
BT iR

DeliveryToS3.Success FX 21 Amazon S3 put T R, TR RN & WA 3T+
RN FTE XS A& , Amazon Data Firehose 54 £
£ H LR,
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1R

DeliveryToAmazonOp
enSearchService.Au
thFailure

DeliveryToAmazonOp
enSearchService.De
liveryRejected

32+ 2| OpenSearch TR 88

1R

DeliveryToAmazonOp
enSearchServerless

DeliveryToAmazonOp
enSearchServerless
.DataFreshness

DeliveryToAmazonOp
enSearchServerless
.Records

.Bytes

ik

Authentication/authorization error. Verify the OS/ES$E &
KEMASNR,

0 RTRBMB, 1 RRFHRIEKRK.
MWL IR, WIS OS/ES BERBENA BN R,
0 RRBEE, 1 RTERMEK,

5458

EIEER B RN & 5| F) OpenSearch Serverless BIF T
o

St 3E - Minimum, Maximum, Average, Sum, Sam
ples

By =

Amazon Data Firehose F & R 12X HIR ( M3t A
Amazon Data Firehose E|IE ) . FTETXNFRAYIC
K& B &£ F OpenSearch Serverless,

BT

EIEER B ERM 3R 5 F) OpenSearch Serverless BVt &%
o

SUTEIE - Minimum, Maximum, Average, Sum, Sam
ples

B it

CloudWatch #iE /& Mg+
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1R

DeliveryToAmazonOp
enSearchServerless
.Success

DeliveryToS3.Bytes

DeliveryToS3.DataF
reshness

DeliveryToS3.Records

DeliveryToS3.Success

DeliveryToAmazonOp
enSearchServerless
.AuthFailure

DeliveryToAmazonOp
enSearchServerless
.DeliveryRejected

58

E IR H R B IC KA B M.

EEEMBEBRRE®E Amazon S3 F Tk, NYERN
B XRBE AZHE , Amazon Data Firehose & &% Hiit
FE¥Ro

SSUTEIE - Minimum, Maximum, Average, Sum, Sam
ples

B it

Amazon Data Firehose & Fi2 FHEIFR ( MHEA
Amazon Data Firehose I ) . FAKXFLHFERKREIE
REZIEER S3 FHEM. NHBNFEXHBEARGE ,
Amazon Data Firehose &% H It 1545

By R

EIEER B ERNERE Amazon S3 BiEF#. NHEN
AEXHBHAZ®E , Amazon Data Firehose 4 X Bt
F&¥Ro

B it

FIh Amazon S3 put R BT, TiL 2T 5k MY STHY
EENMA B AEZ% , Amazon Data Firehose 14 4
K H iR,

Authentication/authorization error. Verify the OS/ES£E&#
REEMABNR,

0 RIMRBEE, 1 RAFHRIERW.
RREIELE IR, RIEE OS/ES BHRBMABNR,
0 RIRBEE, 1 RTEHEM,

CloudWatch #iE /& Mg+
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&% % Amazon Redshift

B 15 B3
DeliveryToRedshift.Bytes I8 E AT B ER N & %) Amazon Redshift By F 15 8,

St 83E - Minimum, Maximum, Average, Sum, Sam

ples
BT TR
DeliveryToRedshift 5 E T B ER N & /%) Amazon Redshift #9128 .
.Records .
St 83E © Minimum, Maximum, Average, Sum, Sam
ples
By it
DeliveryToRedshift FX 21 Amazon Redshift COPY @ H E#,
.Success
DeliveryToS3.Bytes EIBER R BN & E Amazon S3 FFTT H.
STHIE - Minimum, Maximum, Average, Sum, Sam
ples
B FH
DeliveryToS3.DataF Amazon Data Firehose F & R icKAVHARR ( M A
reshness Amazon Data Firehose E|I7E ) . FA K FLLHABRAYIE R
12X R S3 FERS
By R
DeliveryToS3.Records EiEENEERRNERE Amazon S3 BYidFH.

STHIE - Minimum, Maximum, Average, Sum, Sam
ples

B itEK

CloudWatch #iE& s Hr 226
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B i 88

DeliveryToS3.Success FXIh Amazon S3 put TSI E
DeliveryToRedshift Amazon Data Firehose A& R i2FH IR ( MEEA
.DataFreshness Amazon Data Firehose Z|IE ) . FA K FTULHEIRAYIZR

#4£3%E) Amazon Redshift ££8%,

BackupToS3.Bytes EIBERRERRNEHEZE Amazon S3 #HITE BN FETH.
B A& %% Amazon S3 f§ , Amazon Data Firehose &%
i L FEFR o
SSITEIE - Minimum, Maximum, Average, Sum, Sam
ples
BT TR

BackupToS3.DataFreshness Amazon Data Firehose F & FidFEVHIRR ( Mt A

Amazon Data Firehose E|I1E ) . FAFEFULEIRAYIE
G EEmE Amazon S3 FREHTE L. BRAEHE
Amazon S3 j& , Amazon Data Firehose & X H It 1845,

SSUTBIE - Minimum, Maximum, Average. Samples

BB

BackupToS3.Records EIBER R ERRNEHE Amazon S3 #H TR MDHIERKE.
BR%&% % Amazon S3 f§ , Amazon Data Firehose X
it FEFR o
SSUTEIE - Minimum, Maximum, Average, Sum, Sam
ples
By it

BackupToS3.Success I Amazon S3 &3 put n RN E R, BAZEHE

Amazon S3 j§ , Amazon Data Firehose & % H It 18%5.

CloudWatch #iE& s Hr 227
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25 E| Amazon S3

THRHBPBIERS Amazon S3 £ Firehose RN EE B Wb b EHiFE X,

iR

DeliveryToS3.Bytes

DeliveryToS3.DataF
reshness

DeliveryToS3.Records

DeliveryToS3.Success

BackupToS3.Bytes

L

EiEER B BRNEBmE Amazon S3 WFET k. B AKIE
G  ZERARRERETLENZT KD,

Z it 3E - Minimum, Maximum, Average, Sum, Sam
ples

By FH

Amazon Data Firehose F & R 12X HIR ( Mt A
Amazon Data Firehose Z|IE ) . FA KT FIRAVIZF
EAEIA T S3 FME M.

Z2iH83E - Minimum, Maximum, Average. Samples
By R
EEERRERRNEREE Amazon S3 WiExH,

Z2 i3 © Minimum, Maximum, Average, Sum, Sam
ples

BT it
X3 Amazon S3 put G8 S K E M,

EIEERBRRNERHE Amazon S3 #ITEONETH,
BRA%&ME , Amazon Data Firehose &% Hiittfs45 ( RE
ERNEABEFRNBER T ),

ST EFE : Minimum, Maximum, Average, Sum, Sam
ples

B T

CloudWatch #iE /& Mg+
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1R

BackupToS3.DataFreshness

BackupToS3.Records

BackupToS3.Success

f£ %1 2] Snowflake

1R

DeliveryToSnowflake.Bytes

DeliveryToSnowflak
e.DataFreshness

58

Amazon Data Firehose A& FicZHAVHIR ( MEA
Amazon Data Firehose E|I7E ) . FA R FLLHABRAYIC
K E&HmE Amazon S3 FREBETEZR. BRAZH

J& , Amazon Data Firehose £ % Hlb#6+r ( REERR
ABEFRANBRTTET ),

ST EAE - Minimum, Maximum, Average, Samples
B R

EREMRBRRNERHE Amazon S3 #HITE O IZEE.
B A% E , Amazon Data Firehose &% Hittigts ( R
EREBERABEHHRENBER TN )

Z T BAE - Minimum, Maximum, Average. Sum, Sam
ples

B itEK

FXIh# Amazon S3 &4 put n T EH., BRAZEH
J& , Amazon Data Firehose £ & HItiEHR ( REER G
ABEFRNBERTFITN) .

4 BA
IR ERERAERE Snowflake BV F T,

S iTEIE - Minimum, Maximum, Average, Sum, Sam
ples

By 2P

Firehose F& P i RAVHAPR ( M3t A Firehose EITFE ) .
FRARFHAEHNIEREEEE Snowflake, HEE ,
£ Firehose BAEARIIG , TREFE/LW & T e

CloudWatch #iE /& Mg+
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1R

DeliveryToSnowflak
e.DataCommitLatency

DeliveryToSnowflak
e.Records

DeliveryToSnowflak
e.Success

DeliveryToS3.Bytes

15, BA
PER X4 Snowflake, Bx@ Snowflake IR R IEFFE

#YBSE , S DeliveryToSnowflake.DataCom
mitLatency #8#%.

S TR - Minimum, Maximum, Average., Samples
BB

Firehose B IhimAIEKE |, HEIER R E Snowflake FTE
LN

S TR - Minimum, Maximum, Average., Samples
BB
IR ERT B ER N 1& 51 2 Snowflake BY1EF %

SITEIE : Minimum, Maximum, Average. Sum, Sam
ples

B itER
*+ Snowflake B1THI R IhiE A8 B EF,

EEER A BRNEHEE Amazon S3 BIFET ., XXM
Snowflake £ #i kM B Firehose = ii% kM 2hiE 2 1 I
S3 B, keiEFRF AT A,

SSUTEIE - Minimum, Maximum, Average, Sum, Sam
ples

B4 FH

CloudWatch #iE /& Mg+
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B i BH
DeliveryToS3.Records EIBER R ERNEHE Amazon S3 HiBRE. N

Snowflake % kM B Firehose =145k M B IEZ 19 F
S3 B, teiEFRF A A,

SITBIE - Minimum, Maximum, Average, Sum, Sam
ples

B4 iR

DeliveryToS3.Success B2 Amazon S3 put @ H E M. 1R [E Snowflake 1& %
KM B Firehose =1 KMV BIEZ 02 S3 87 , LLIEHR
A Ao

BackupToS3.DataFreshness Firehose F & P i RAHAPR ( Mt A Firehose EITFE ) -
FARETFHHRNIZEEEZ B E Amazon S3 F M.
% Firehose MRELE N ZF P EEIER |, BRI A,

SR - Minimum, Maximum, Average., Samples

By B
BackupToS3.Records EiEENEERRNEHE Amazon S3 #ITE MBI IR,

¥ Firehose RELE N RO FIEHIER |, LIBFHRTT A,

S TEIE - Minimum, Maximum, Average, Sum, Sam

ples
BT ITER
BackupToS3.Bytes I ERE RN EME Amazon S3 HITZ MM FET .

3 Firehose RELENZ DA EHIER |, LR A,

S TR - Minimum, Maximum, Average, Sum, Sam
ples

BT ITH
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R i B8
BackupToS3.Success I Amazon S3 &2 put S HEIE M. 2 Firehose i

fE N Z D TELHIER |, Firehose 2% H bR,

& 5% Splunk

R 15 B3
DeliveryToSplunk.Bytes EIEEN B AMEZEE Splunk BT 8.

Z2 i3 : Minimum, Maximum, Average, Sum, Sam

ples
By 2
DeliveryToSplunk.D Amazon Data Firehose [6 Splunk ZA$#EE , M Splunk
ataAckLatency B IAFT BRI ABAT R, LLIEFRRYIE ISR A sh Hh 4k
MIELEEER, #BEBEAEERA Splunk FE5|2B_H R
MPIAEERE,

SSUTEIE - Minimum, Maximum, Average. Samples

By ®
DeliveryToSplunk.D Amazon Data Firehose A& R i2FHEIR ( MEEA
ataFreshness Amazon Data Firehose E|IE ) . A ATUHFRAIZF

21&IAF Splunko
SSUTEIE - Minimum, Maximum, Average. Samples
BB

DeliveryToSplunk.Records FEIEERBRMEZEE Splunk BYiERE

SSUTHIE - Minimum, Maximum, Average, Sum, Sam
ples

B4 iR
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B i BH
DeliveryToSplunk.Success 2R 4m IR 5| /i KM S,
DeliveryToS3.Success FX 2 Amazon S3 put s S H E M. B A& E Amazon

S3 &Y , K& HLbIE R,

BackupToS3.Bytes EIBERRBRRNEHEZE Amazon S3 #HITE LB FETH.
¥ Firehose HELE N & 0 Fi B X#4EF , Amazon Data
Firehose & & H it E¥x,

SSITEIE - Minimum, Maximum, Average, Sum, Sam

ples
BT TR
BackupToS3.DataFreshness Amazon Data Firehose F & FidFEVHARR ( Mt A

Amazon Data Firehose ZII7E ) . FAFEFLERIZR
HeE&mE Amazon S3 FERI TR M. = Firehose it
it B 7 & 0 Fr B 3X#48T , Amazon Data Firehose £ & H1it
B

SSUTBIE - Minimum, Maximum, Average. Samples

By ®
BackupToS3.Records EIBER R ERRNEHE Amazon S3 #H TR MDHIERKE.

¥ Firehose TRELE N & 0 FiE X 48t , Amazon Data
Firehose &% Hlb1E#R,

SSUTEIE - Minimum, Maximum, Average, Sum, Sam
ples

B4 iR

BackupToS3.Success I Amazon S3 &2 put S HHIE R, 2 Firehose i
BB R & 2P AR , Amazon Data Firehose &% Hilt
B o

CloudWatch #iE& s Hr 233



Amazon Data Firehose

FRARER

BEHE HTTP % &

iR

DeliveryToHttpEndp
oint.Bytes

DeliveryToHttpEndp
oint.Records

DeliveryToHttpEndp
oint.DataFreshness

DeliveryToHttpEndp
oint.Success

DeliveryToHttpEndp
oint.ProcessedBytes

L
R HE HTTP A0 F B,

St 83E - Minimum, Maximum, Average, Sum, Sam
ples

By FH

IR S HTTP i RAVIERE. WIEMRRERIZIRAR
gl , AEERXNZHRME RN K .

St 83E © Minimum, Maximum, Average, Sum, Sam
ples

BT ITER

Amazon Data Firehose F & R 12 ZH HR.

ST EAE : Minimum, Maximum, Average, Samples
BB

BRZAEZERIEZEER HTTP IS iE . 5E2F
E#EDeliveryToHttpEndpoint.Records =
REZBRR G K HIIER. RUE , ZEFTREZR
PHIEER. IREEESHFHMEIERKEBRK , WER
0. EAZ/MESITBIEREIREIEKXK,

SITEIE : Minimum, Maximum, Average. Sum, Sam
ples

B itER
SN BN FET S, BREERRE.
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EiR B

DeliveryToHttpEndp SN IR , SF/EHRE.
oint.ProcessedRecords

B REUER

ES ]

- X Kinesis Data Streams # 1T R %
- JBXI Direct PUT # 1T B HEX

« M\ MSK # TR B iR R ER

J®1d Kinesis Data Streams 3 17 B 213E R EX

1R !

DataReadFromKinesi HEIEFRIFE R Kinesis ZIERAT |, LIEFRIE RNZBIER

sStream.Bytes EENFTEH, EBFORETHREXZBRMENZINEK
=,

ST EFE : Minimum, Maximum, Average., Sum, Sam

ples
B Y
DataReadFromKinesi HBIERIFE R Kinesis BB ARAT , MIEFRIE RMiZ Kinesis
sStream.Records BIEREEWNIERER, WBFOEHTHEEZEmERNE
B HE,
SSITHIE - Minimum, Maximum, Average, Sum, Sam
ples
B4 iR
ThrottledDescribeStream HBIERIFEZ Kinesis Bi#E AT , DescribeStream #

1= B PRHIHY SR B
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1R 5t B

SITHIE - Minimum, Maximum, Average, Sum, Sam

ples
BT

ThrottledGetRecords UBIERBRELE Kinesis ZIEHRET , GetRecords BEZEZ
(R E=R
STEIE - Minimum, Maximum, Average, Sum, Sam
ples
BT T

ThrottledGetShardIterator LHBIEXRIRZ Kinesis BB AT , GetShardIterator

BRAEZ BIRBIH ERB

ZiTBIE - Minimum, Maximum, Average, Sum, Sam

ples
BT it

KinesisMillisBehindLatest HBIERIFE R Kinesis BHE AR |, WEENERE RRE
—ZIFERUEREE T Kinesis BERTPNEHICZNERD
.

ST EIE - Minimum, Maximum, Average., Samples

By ER

&Y Direct PUT #1THI BB IZEL

1EiR 5 EA

BackupToS3.Bytes EIBERRBERRNEHE Amazon S3 #ITRLOHETE.
7 Amazon S3 5 Amazon Redshift B #9 i j5 F $iE
#18t , Amazon Data Firehose £ % H it 38%5.
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Hahr 345

SITHIE - Minimum, Maximum, Average, Sum, Sam

ples
B FH
BackupToS3.DataFreshness Amazon Data Firehose F & R icKAVHARR ( M A

Amazon Data Firehose E|I7E ) . F R FLHARAYIE R
B e mE Amazon S3 FEBEH TR, = Amazon
S3 5 Amazon Redshift B B ith /5 FA$IE AT , Amazon
Data Firehose £ & i bt 3845,

ST BAE - Minimum, Maximum, Average, Samples

By R
BackupToS3.Records EIBER B ERRNEHE Amazon S3 # TR MBHIERKE.

%45 Amazon S3 5 Amazon Redshift B #9ith /5 F $idE &%
#28t , Amazon Data Firehose &% H It 38%5.

STEIE - Minimum, Maximum, Average, Sum, Sam

ples
BT T
BackupToS3.Success I Amazon S3 &3 put i I E . 7 Amazon

S3 3 Amazon Redshift B B ith 5 A #3E ##eF , Amazon
Data Firehose & % H Lt 845,

BytesPerSecondLimit PR %I 2 Bl Firehose ME A EY Al UEEM & K F T 8.
EERIESLRE |, FHZE Amazon Support /0 Fik
BOlERA , AREERRESRSRS.

DeliveryToAmazonOp EIEERBERMNZESIE S OpenSearch ervice B FE T #,

enSearchService.Bytes -
SITEIE : Minimum, Maximum, Average. Sum, Sam

ples

By 2P
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iR 151 BA

DeliveryToAmazonOp Amazon Data Firehose F & R icKAVHARR ( M A
enSearchService.Da Amazon Data Firehose Z|I7E ) . FAEI L FRIVIZFR
taFreshness #E 321445 OpenSearch BREER T,

SR - Minimum, Maximum, Average., Samples
BB
DeliveryToAmazonOp EIBER RN A OpenSearch RS R 5|1 F K,

enSearchService.Records -
ST BAE : Minimum, Maximum, Average. Sum, Sam

ples

B iR
DeliveryToAmazonOp B A T4 I %R 5| B9 18 /Y S A,
enSearchService.Success
DeliveryToRedshift.Bytes g E R B ER N & /%) Amazon Redshift By %15 #,

ST IE - Minimum, Maximum, Average, Sum, Sam

ples
B F
DeliveryToRedshift 5 E AT B ER N & /%) Amazon Redshift B912 & .
.Records .
St 83E © Minimum, Maximum, Average, Sum, Sam
ples
BT iR
DeliveryToRedshift FX 31 Amazon Redshift COPY @ H 5,
.Success
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1R

DeliveryToS3.Bytes

DeliveryToS3.DataF
reshness

DeliveryToS3.Records

DeliveryToS3.Success

DeliveryToSplunk.Bytes

DeliveryToSplunk.D
ataAckLatency

58
fESR 2T I B 5 E) Amazon S3 F TR,

SITHIE - Minimum, Maximum, Average, Sum, Sam
ples

B4 FH

Amazon Data Firehose & Fic FZHEIR ( MHEA
Amazon Data Firehose FIIM7E ) . EAAXFLHFRHIZR
BARIER S3 FE .

ST BAE - Minimum, Maximum, Average, Samples
B R
EIEER B RN & E Amazon S3 BT,

STEIE - Minimum, Maximum, Average, Sum, Sam
ples

BT iR
RIh Amazon S3 put S I B,
I ER B RNEIEE Splunk B FTT

SSUTBIE - Minimum, Maximum, Average, Sum, Sam
ples

B4R

Amazon Data Firehose [d Splunk £3#EIEE , M Splunk
BEWHIAFTEN KB E, IEFRAE MR DB St
IEEERA. BKEZEAI8ERA Splunk E5|FEFH ZE 5
MiEINREERE,

ST BAE - Minimum, Maximum, Average, Samples

By P

IR REUER
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B i 88
DeliveryToSplunk.D Amazon Data Firehose F & R icKAVHARR ( M A
ataFreshness Amazon Data Firehose 1T ) » FERIAFUFRHIEFK

E4%3% % Splunk.
SR - Minimum, Maximum, Average., Samples
By R

DeliveryToSplunk.Records FEIBERN B A{ZE R Splunk BYiE R,

ST BAE : Minimum, Maximum, Average. Sum, Sam

ples

B iR
DeliveryToSplunk.Success B A T4 I %R 5| B9 18 /Y S A,
IncomingBytes EIEERN BRI #ELE Firehose ikl

HNFTH. SHER
T Firehose HIRHI 2 —Y , TRELZ RIRH. ZFRHI

HEIEFARITH IncomingBytes o

ST BIE © Minimum, Maximum, Average, Sum, Sam

ples
B 2

IncomingPutRequests & TE A 18] EX R B9 B 20 PutRecordBatchi 3k ¥k PutRecord
MIEREK.
St 83E : Minimum, Maximum, Average, Sum, Sam
ples
BT TR
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1R

IncomingRecords

RecordsPerSecondLimit

ThrottledRecords

M MSK 3 1TH BIEHRE

1R

DataReadFromSource
.Records

DataReadFromSource.Bytes

58

IS ER RN R I ERENE] Firehose RHVIE R, YHFER
U Firehose FiPBR#IZ —Bt , AJREZ RIRSl. ZFRE
HEEFFiTH IncomingRecords o

Z it 3E - Minimum, Maximum, Average, Sum, Sam
ples

B itk
1EPR# 2 BT Firehose i X 81 =¥ 0] LB EVAY & K12 X,

Z2 it : Minimum, Maximum, Average, Sum, Sam
ples

BT

T HFEREET E R — Firehose it FR i M 32 2 R A9
B F M.

SSUTEIE - Minimum, Maximum, Average, Sum, Sam
ples

B it

15, BA
MIR Kafka £ BIEEHY iE R,

ST EFE : Minimum, Maximum, Average, Sum, Sam
ples

LRV b

MIR Kafka £ BIEEM FT .

IR REUER
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1R

SourceThrottled.Delay

BytesPerSecondLimit

KafkaOffsetLag

FailedValidation.Records

FailedValidation.Bytes

151 BA
ST BFE - Minimum, Maximum, Average. Sum, Sam
ples

B FH

R Kafka SEBEMIR Kafka &R 18 &Y EER BT E)
ST BAE - Minimum, Maximum, Average, Samples
By ZW

Firehose MR Katka TEHE N2 KiZWBEN L EH
EPRH,

S TEHIE - Minimum, Maximum, Average, Sum, Sam
ples

By FH/Y

Firehose MJR Kafka TEIEMWiCEHNBEARBESR
Kafka EB 0] Hic KW R ARBEC BN ESR,

S iTIE - Minimum, Maximum, Average, Sum, Sam
ples

LR VA
IEFIUE R MATIE R

ST BIE - Minimum, Maximum, Average, Sum, Sam
ples

B
IERBUE R H ZF T8,

SITEIE : Minimum, Maximum, Average. Sum, Sam
ples

B2

IR REUER
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E¥R 5t B3
DataReadFromSource R Firehose MIEBENR D XERIEFK , EAREN
.Backpressured BytesPerSecondLimit 8 Mo X E2#id , EAREEN4&

EREEEHEFLE

B WRE

API 425l CloudWatch BY3gHR

Amazon/Firehose W& ZHZIEIT APl KI5Hr.

B % 89
DescribeDeliverySt EEENBANEN S DescribeDeliveryStream
ream.Latency BRAEFT AR ETE,

S8R - Minimum, Maximum, Average., Samples
B4 EW
DescribeDeliverySt DescribeDeliveryStream iFXRHEE,

ream.Requests .
Z 1T BAE : Minimum, Maximum, Average. Sum, Sam

ples

BT it
ListDeliveryStream EREEMBERNNENEA ListDeliveryStream #BfE
s.Latency Fir B9 Bt 1E] o

SSITEIE - Minimum, Maximum, Average. Samples
B ER

ListDeliveryStream ListFirehose WERHEE,

s.Requests .
ST EIE © Minimum, Maximum, Average, Sum, Sam

ples
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B 15 BA
By it

PutRecord.Bytes EIBEREAFER PutRecord M A Firehose i FET
.
STEEE - Minimum, Maximum, Average, Sum, Sam
ples
By FH

PutRecord.Latency EIRENBRANEN S PutRecord BRIEFTARAEE,

ZiTEIE - Minimum, Maximum, Average. Samples

B ER

PutRecord.Requests PutRecord iEXRMEH , kBB ZETKE PutRecord
BRENIEFHEE
ST BFE : Minimum, Maximum, Average. Sum, Sam
ples
By it

PutRecordBatch.Bytes EIEEN B AR PutRecordBatch H A Firehose i
B F T8

SSUTEIE - Minimum, Maximum, Average, Sum, Sam

ples
B FH

PutRecordBatch.Latency EEEMEBEANENED PutRecordBatch REFFAR
B iAo

ST EFE : Minimum, Maximum, Average, Samples

By ER
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18HR 13 BB
PutRecordBatch.Records 3 B PutRecordBatch R{ERVIEFEM E 3,

Z it 3E - Minimum, Maximum, Average, Sum, Sam

ples
By It
PutRecordBatch.Requests PutRecordBatch iEXRHEH,

S TEIE - Minimum, Maximum, Average, Sum, Sam

ples
BT iR
PutRequestsPerSecondLimit TEPR 2 B Firehose 3t A AL B B & K A8 R B

¥ =8 $E PutRecord 1 PutRecordBatch 53K,

SITEIE : Minimum, Maximum, Average. Sum, Sam

ples
B4 iR
ThrottledDescribeStream LMEIERIRE Kinesis BIE7RAT , DescribeStream #

1 32 B BRI B9 EOR B

ST BAE - Minimum, Maximum, Average. Sum, Sam

ples
BAT TR

ThrottledGetRecords LHIFEFRIRR Kinesis BIERAT , GetRecords BRIEZEH
BR #5119 SR B
SSITEIE - Minimum, Maximum, Average, Sum, Sam
ples
BT IR
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FEFR 15, B
ThrottledGetShardIterator LHBIERIRZ Kinesis BB AT , GetShardIterator

BRAEZ BIRSIH EIRB

Z2 it 3E - Minimum, Maximum, Average, Sum, Sam

ples

B TR
UpdateDeliveryStre EIEENBEANEN SN UpdateDeliveryStream
am.Latency R AEFT AR BT E

S TR - Minimum, Maximum, Average. Samples
B BB
UpdateDeliveryStre UpdateDeliveryStream iHFXRHEE,

am.Requests -
ST EFE  Minimum, Maximum, Average., Sum, Sam

ples

B4 iR

HIEEHR CloudWatch 18%r

R B A Lambda #iEH#R , AWS/Firehose & ZHFE S LA TR,

B¥R 1%, BA

ExecutePr Firehose #1178 % Lambda B%kiE A AT TSRV BtaEl

ocessing. S

Duration B BY

ExecutePr R ZhEY Lambda BEE A S FMAALL S 89 Lambda B EE X E.
ocessing.

Success
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1R

SucceedPr
ocessing.
Records

SucceedPr
ocessing.Bytes

CloudWatch B &8 ES ISR

458

45 E RS A BRI R T AL B RV 18 R B

By it

IS E R A BRI AR I B F TG

B Y

WA CloudWatch AEERBATHES , WAWS/Firehosedn & ZEEFEE L TR,

1R

OutputDecompressed
Bytes.Success

OutputDecompressed
Bytes.Failed

OutputDecompressed
Records.Success

OutputDecompressed
Records.Failed

L
RERBDOBIE (AT HE)

Z2 i3 - Minimum, Maximum, Average, Sum, Sam
ples

By F
FREZR RIMAVEEE ( LFZ TR R )

SSITEIE - Minimum, Maximum, Average, Sum, Sam
ples

By 2
BERKINIERKEE

SLITEIE - Minimum, Maximum, Average, Sum, Sam
ples

B IHEK
BERRVNICEHE

CloudWatch B &R ERIEHR
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1R

151 BA
ST BFE - Minimum, Maximum, Average. Sum, Sam
ples

B it

¥ 1L3E{t CloudWatch 18¥r

MEBEEATHERRERR , AWS/Firehose & ZHAAFU TR,

1R

SucceedCo
nversion.
Records

SucceedCo

nversion.Bytes

FailedCon
version.R
ecords

FailedCon
version.Bytes

59

R IR ITENBE,
BT

FTh R AV AT T M KN
By 2
KREEHIMNITENIE,
BT
RAEHIRAIT T KN,

B Y

fR%5-239m 103 (SSE) $8%5 CloudWatch

Amazon/Firehose & ZHSIELL T 5 SSE #HXHIEF.

1R

KMSKeyAccessDenied

L

BR%5 8% Firehose 7l KMSAccessDeniedExc
eption HKYIREK,

#&=1LE 1L CloudWatch 3845
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1R 5t B

SITHIE - Minimum, Maximum, Average, Sum, Sam

ples
BAT TR

KMSKeyDisabled PR %518 % Firehose 7KY KMSDisabledException K9
R

STEIE - Minimum, Maximum, Average, Sum, Sam
ples

B iHEK

KMSKeyInvalidState BRZ5IEZF Firehose HilY KMSInvalidStateExc
eption KYRE.

SITEIE - Minimum, Maximum, Average, Sum, Sam

ples
BAT IR

KMSKeyNotFound Bk %518 % Firehose 7K KMSNotFoundException K9
R

Z2 i3 - Minimum, Maximum, Average, Sum, Sam
ples

B it

Amazon Data Firehose V4 E
=i Firehose RIFIEIESR , i5FE A DeliveryStreamName 4 E,
Amazon Data Firehose A EIE#xr

B LAEA CloudWatch fEE1EHREK 7 BIENIKF W RRERER. FHXLLEHFRE CloudWatch
KA TR E TR E Y FTRRSEAE R
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RS B EE B IR IEFR T Amazon/Usage B =BT , E=0HKRE— X,

BHl, Zoh&Z=E M — CloudWatch £ V8RB Fi2ResourceCount, LtIEHRE
Service, Class. Type # Resource £E—[RX %,

EFR iR
ResourceCount BIKFHREITHIEERRNHEE, RRHSIERCE%
EE N,

HIEMRRE ANSITEIER MAXIMUM , BEXRR7E 3 24
KA | AR E R

AT 4 E B T 181t Amazon Data Firehose & % i A 215%%.

HE L

Service TERIRH Amazon BRFWEFr. X TF Amazon Data
Firehose AAE1E%: , W4EEREN Firehose,

Class FTIRERBY AIJREVZE, Amazon Data Firehose APl FA & 55
EAERN None W4EE,

Type FRERERAY BRAVE R, Hal , HIRFLE N Firehose
B, RE K —BRENRN Resource,

Resource Amazon BRNEF. BEl , HREZHEE RN Firehose
B, BRIRAME—BRER DeliveryStreams o

VI 4,3 Data Firehose BJi5 8] CloudWatch 18%R

LA LA CloudWatch #2414 . #5173 CloudWatch APl ¥ 1 Amazon Data Firehose B31E#5. LA
TEEBNENAERXERER ARG REFR.

/8 CloudWatch 124l & i A1 1545

1. FTFF CloudWatch ##|& , Pt https://console.aws.amazon.com/cloudwatch/o
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2. ESMES, EFE-NXE,
ESMERD , EFEER.

1%$% Firehose & ZE[H),

1%#% Firehose f1E#R 3K Firehose f&#x.
ERENNEERNER.

2

EiF R EFR , B A Amazon CLI

FRSRIERMGS. get-metric-statistics

aws cloudwatch list-metrics --namespace "Amazon/Firehose"

aws cloudwatch get-metric-statistics --namespace "Amazon/Firehose" \
--metric-name DescribeDeliveryStream.Latency --statistics Average --period 3600 \
--start-time 2017-06-01T00:00:00Z --end-time 2017-06-30T00:00:00Z

A B E LI D EEE Firehose CloudWatch

Amazon Data Firehose 51 &i# CloudWatch BEER , Fitt Y AT HBBERIBIEE BB Lambda
ALK  BAULEERENEIREE. HEEIE Firehose 7T , AJLUF A Amazon Data Firehose
HEix B Eid o

£ Amazon Data Firehose 12 & # /5 F| Amazon Data Firehose 1% B &2 %6 |, &

SR REN Firehose RAIEBSAMENN BER. BEHBHHERNR /aws/
kinesisfirehose/delivery-stream-name , 9 delivery-stream-name 2R Firehose
TR BE M. DestinationDelivery RRIEMWBER , AT R CRERHEEEBHNMEX
WATEHR. REENBEHRBAT S3RME , T 28BS — 187 BackupDelivery WHEE

7o BackupDelivery AERATIERE&ME S3 M HERNEMEIR,

flan |, REEE T —NEL Amazon Redshift 3 B #5#Y Firehose 7 MyStream |, 38

Amazon Data Firehose 512 A& , MI@RKRECIEUTHE : —1NEANHE lméﬂﬁl'ﬂ/l\aws/
kinesisfirehose/MyStream® A M#Y A &R, DestinationDelivery BackupDeliveryEZ<4i
# , DestinationDelivery AFieFz54& 2| Amazon Redshift B ¥r AR H 8 S3 B #rAE<
iz, MRFAT S3 &7, BackupDelivery AARIERE£HE S3 ZF B FMEMEXNEMHE IR,

A L& Amazon CLI, API 2% Amazon CloudFormation {£ A% & /8 A Amazon Data Firehose
fiR12%. CloudwWatchLoggingOptions At , FREGIBZAZALAMBER. BIWREBZAE
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A M B &7 AT Amazon Data Firehose 45ix B &1 F. ok , FEBFEXBHN IAM policy 845
"logs:putLogEvents" KR, BXEZER , S H £H Amazon Data Firehose 2 FI15 R R,

HXE , Amazon Data Firehose RNRIEFTE &L 1R B EE8 L KXIEF CloudWatch BE. R
KMERENERT , Amazon Data Firehose 25X & X EIR B E#HTRE  ARBNELZEE
CloudWatch BH&,

&K% % CloudWatch Logs V45 iR HEQWERIEMENTRA, BXEZER , S Amazon
CloudWatch Ete

&
- BEARER

B mEIR

LT 28 Amazon Data Firehose B BVt BIEABHEIRABIEENIIR, SNMEREEEHRT
1& & (51 & AT B K ER 938 Z R 1E

iR

« Amazon S3 B B EIR

+ Apache Iceberg REEZ SR

« Amazon Redshift $i#E& fi4E1R

« Snowflake ¥¥E& HifE %

* Splunk FIEE R IR

- ElasticSearch $iE/% fi 81

« HTTPS In R B fEtk ItE iR

« Amazon OpenSearch BRS ¥iE& xR
+ Lambda AR iR

* Kinesis A %H1R

» Kinesis i DirectPut F4&iR

» Amazon Glue T H4Ei%

« DataFormatConversion A 5%

HiELmER 252


https://www.amazonaws.cn/cloudwatch/pricing/
https://www.amazonaws.cn/cloudwatch/pricing/

Amazon Data Firehose

FRARER

Amazon S3 BiEf& MR IR

Amazon Data Firehose AILUR LA T 5 5 S3 XM IR&ZIEE B &,

HiRAHE

S3.KMS.No
tFoundExc
eption

S3.KMS.Re
questLimi
tExceeded

S3.AccessDenied

S3.Accoun
tProblem

S3.Al1Acc
essDisabled

S3.InvalidPayer

S3.NotSignedUp

S3.NoSuchBucket

S3.Method
NotAllowed

InternalError

CloudWatch

HiIREENER

“WRAFNRMA Amazon KMS Z4H, MBRERANRFRIARERHN
Amazon KMS Z4AMIEBHN AR | B EXE Amazon KMS Z4A 1Y Ik 7~
=EHREE,

"The KMS request per second limit was exceeded while attempting to
encrypt S3 objects. Increase the request per second limit."

EXESES
m) R,

B2 {Amazon Key Management Service FF &% A R 15

"Access was denied, Ensure that the trust policy for the provided IAM
role allows Amazon Data Firehose to assume the role, and the access
policy allows access to the S3 bucket."

“SREY Amazon K FERE |, SBRETERIITHK. Contact Amazon
Support."

"Access to the account provided has been disabled, iEEBx%& S Amazon
upport, ”

"Access to the account provided has been disabled, iEEBx% S Amazon
upport, ”

"The account is not signed up for Amazon S3. Sign the account up or
use a different account."

"The specified bucket does not exist, Create the bucket or use a
different bucket that does exist."

"The specified method is not allowed against this resource. Modify the
bucket’s policy to allow the correct Amazon S3 operation permissions."

"An internal error occurred while attempting to deliver data. HFEiRXR

¥ ; MBBRDAFE , WSFERELL Amazon FRER,

HiELmER
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FRARER

IR

S3.KMS.Ke
yDisabled

S3.KMS.In
validStat
eException

KMS.Inval
idStateEx
ception

KMS.Disab
ledException

S3.S1lowDown

S3.Subscr
iptionRequired

S3.InvalidToken

S3.KMS.Ke
yNotConfigured

S3.KMS.As
ymmetricC
MKNotSupported

S3.I1lega
lLocation
Constrain
tException

HIRHENER

"The provided KMS key is disabled. Enable the key or use a different

key.

"The provided KMS key is in an invalid state. Please use a different key."

"The provided KMS key is in an invalid state. Please use a different key."

"The provided KMS key is disabled. Please fix the key or use a different
key."

"The rate of put request to the specified bucket was too high. Increase
Firehose stream buffer size or reduce put requests from other applicati

ons.

"Access was denied when calling S3. Ensure that the IAM role and the
KMS Key (if provided) passed in has Amazon S3 subscription."

"The provided token is malformed or otherwise invalid. Please check the
credentials provided."

"KMS key not configured. Bt E & #) KMSMaster KeyID , &2 A &K
S3 IFEEm M, "

“Amazon S3 X XX #E R CMKs, You cannot use an asymmetric
CMK to encrypt your data in Amazon S3. B3REl CMK HyRHE  EFEH
KMS DescribeKey ##4E, ”

"Firehose currently uses s3 global endpoint for data delivery to the
configured s3 bucket. The region of the configured s3 bucket doesn't
support s3 global endpoint. Please create a Firehose stream in the same
region as the s3 bucket or use s3 bucket in the region that supports
global endpoint."

HiELmER
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FRARER

IR

S3.Invali
dPrefixCo
nfigurati
onException

DataForma
tConversi
on.Malfor
medData

HIRHEMER

"The custom s3 prefix used for the timestamp evaluation is invalid. Check
your s3 prefix contains valid expressions for the current date and time of
the year."

"lllegal character found between tokens."

Apache Iceberg R EL M E iR

B X Apache Iceberg REFEZHEEIR , HSFNBIEZHZE Apache Iceberg o

Amazon Redshift (3B /% i 515

Amazon Data Firehose A LU LA T 5 B # Redshift # <M IR ZKIZFI A&, CloudWatch

iR

Redshift.

TableNotFound

Redshift.

SyntaxError

Redshift.
Authentic

ationFailed

Redshift.

AccessDenied

HIRHEMER

"The table to which to load data was not found., Ensure that the
specified table exists."

The destination table in Amazon Redshift to which data should be copied
from S3 was not found. Note that Amazon Data Firehose does not create
the Amazon Redshift table if it does not exist.

"The COPY command contains a syntax error, Retry the command."

"The provided user name and password failed authentication., Provide a
valid user name and password."

"Access was denied., Ensure that the trust policy for the provided IAM
role allows Amazon Data Firehose to assume the role."

HiELmER
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IR

Redshift.
S3BucketA
ccessDenied

Redshift.
DatalLoadFailed

Redshift.
ColumnNotFound

Redshift.
DatabaseN
otFound

Redshift.
Incorrect
CopyOptions

Redshift.
MissingColumn

Redshift.
Connectio
nFailed

Redshift.
ColumnMismatch

HIRHENER

"The COPY command was unable to access the S3 bucket, Ensure
that the access policy for the provided IAM role allows access to the S3
bucket."

"Loading data into the table failed. Check STL_LOAD_ERRORS system
table for details."

"A column in the COPY command does not exist in the table, Specify a
valid column name."

"The database specified in the Amazon Redshift destination configuration
or JDBC URL was not found. Specify a valid database name."

"Conflicting or redundant COPY options were provided, Some options
are not compatible in certain combinations, Check the COPY command
reference for more info."

BEXEZEER |, 555 (Amazon Redshift EEF XA RIEE)) B/
Amazon Redshift COPY %,

"There is a column defined in the table schema as NOT NULL without
a DEFAULT value and not included in the column list, Exclude this
column, ensure that the loaded data always provides a value for this
column, or add a default value to the Amazon Redshift schema for this
table."

"The connection to the specified Amazon Redshift cluster failed. Ensure
that security settings allow Amazon Data Firehose connections, that
the cluster or database specified in the Amazon Redshift destination
configuration or JODBC URL is correct, and that the cluster is available."

"The number of jsonpaths in the COPY command and the number of
columns in the destination table should match., Retry the command."
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Amazon Data Firehose

FRARER

IR

Redshift.
Incorrect
OrMissing
Region

Redshift.
Incorrect
JsonPathsFile

Redshift.
MissingS3File

Redshift.
Insuffici
entPrivilege

Redshift.
ReadOnlyC
luster

Redshift.
DiskFull

InternalError

Redshift.
ArgumentN
otSupported

Redshift.
AnalyzeTa
bleAccess
Denied

HIRHENER

"Amazon Redshift attempted to use the wrong region endpoint for
accessing the S3 bucket. Either specify a correct region value in the
COPY command options or ensure that the S3 bucket is in the same
region as the Amazon Redshift database."

"The provided jsonpaths file is not in a supported JSON format, Retry
the command."

"One or more S3 files required by Amazon Redshift have been removed
from the S3 bucket. Check the S3 bucket policies to remove any
automatic deletion of S3 files."

"The user does not have permissions to load data into the table, Check
the Amazon Redshift user permissions for the INSERT privilege."

"The query cannot be executed because the system is in resize
mode, Try the query again later."

"Data could not be loaded because the disk is full, Increase the capacity
of the Amazon Redshift cluster or delete unused data to free disk space."

"An internal error occurred while attempting to deliver data, FFEifR

¥ ; MREBRDAFE , WSFHERELL Amazon FRER,

"The COPY command contains unsupported options."

"Access denied. Copy from S3 to Redshift is failing because analyze
table can only be done by table or database owner."
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FRARER

IR

Redshift.

SchemaNotFound

Redshift.
ColumnSpe
cifiedMor
eThanOnce

Redshift.
ColumnNot
NullwWitho
utDefault

Redshift.
Incorrect

BucketRegion

Redshift.
S3S1owDown

Redshift.
InvalidCo
pyOptionF
orJson

Redshift.
InvalidCo
pyOptionl]

SONPathFormat

Redshift.
InvalidCo
pyOptionR
BACAclNot
Allowed

HIRHENER

“X T E|7E Amazon Redshift B #rlt EPIEERI LM, DataTableName
Specify a valid schema name."

"There is a column specified more than once in the column list. Ensure
that duplicate columns are removed."

"There is a non-null column without DEFAULT that is not included in the
column list. Ensure that such columns are included in the column list."

"Redshift attempted to use a bucket in a different region from the cluster.

Please specify a bucket within the same region as the cluster."

"High request rate to S3. Reduce the rate to avoid getting throttled."

"Please use either auto or a valid S3 path for json copyOption."

“EHlLM , HI4EIR JSONPath X M. Array index is out of range
\". Y IEiX 4 JSONPath Rk, ”

"COPY failed with error \"Cannot use RBAC acl framework while
permission propagation is not enabled.\"
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FRARER

IR

Redshift.
DiskSpace
QuotaExceeded

Redshift.
Connectio
nsLimitEx
ceeded

Redshift.
Ss1NotSup
ported

Redshift.
HoseNotFound

Redshift.
Delimiter

Redshift.

QueryCancelled

Redshift.
Compressi
onMismatch

Redshift.
Encryptio
nCredentials

Redshift.
InvalidCo
pyOptions

Redshift.
InvalidMe
ssageFormat

HIRHENER

"Transaction aborted due to disk space quota exceed. Free up disk
space or request increased quota for the schema(s)."

"Connection limit exceeded for user."

"The connection to the specified Amazon Redshift cluster failed because
the server does not support SSL. Please check your cluster settings."

"The hose has been deleted. Please check the status of your hose."

"The copyOptions delimiter in the copyCommand is invalid. Ensure that it
is a single character."

"The user has canceled the COPY operation."

"Hose is configured with UNCOMPRESSED, but copyOption includes a
compression format."

"The ENCRYPTED option requires credentials in the format: 'aws_iam_
role=...;master_symmetric_key=..."' or 'aws_access_key_id=...;aws_
secret_access_key=...[;token=...];master_symmetric_key=..."

"Invalid COPY configuration options."

"Copy command contains an invalid character."
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FRARER

IR

Redshift.
Transacti
onIdLimit
Reached

Redshift.
Destinati
onRemoved

Redshift.
OutOfMemory

Redshift.
CannotFor
kProcess

Redshift.
SslFailure

Redshift.Resize

Redshift.
ImproperQ
ualifiedName

Redshift.
Invalidls
onPathFormat

Redshift.
TooManyCo
nnections
Exception

Redshift.
PSQLException

HIRHENER

"Transaction ID limit reached.’

"Please verify that the redshift destination exists and is configured
correctly in the Firehose configuration."

"The Redshift cluster is running out of memory. Please ensure the cluster
has sufficient capacity."

"The Redshift cluster is running out of memory. Please ensure the cluster
has sufficient capacity."

"The SSL connection closed during the handshake."

"The Redshift cluster is resizing. Firehose will not be able to deliver data

while the cluster is resizing."

"The qualified name is improper (too many dotted names)."

“ JSONPath X T, ~

"Too many connections to Redshift."

“M Redshift FIEFIPSQIRE, ~
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Redshift.
Duplicate
SecondsSp
ecification

Redshift.
RelationC
ouldNotBe
Opened

Redshift.

TooManyClients

HIRHENER

“ date/time X FEEHN VT, ~

"Encountered Redshift error, relation could not be opened. Check
Redshift logs for the specified DB."

"Encountered too many clients exception from Redshift. Revisit max
connections to the database if there are multiple producers writing to it
simultaneously.'

Snowflake FIE/E fifE iR

Firehose A[LURF LA & Snowflake # XM IR X FIHE, CloudWatch

HIRHE

Snowflake
.InvalidUrl

Snowflake
.InvalidUser

Snowflake
.InvalidRole

Snowflake

.InvalidTable

Snowflake

.InvalidSchema

HIRHENEER

"Firehose is unable to connect to Snowflake. Please make sure that
Account url is specified correctly in Snowflake destination configuration."

"Firehose is unable to connect to Snowflake. Please make sure that User
is specified correctly in Snowflake destination configuration."

"The specified snowflake role does not exist or is not authorized. Please
make sure that the role is granted to the user specified"

"The supplied table does not exist or is not authorized"

"The supplied schema does not exist or is not authorized"
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IR

Snowflake
.InvalidD
atabase

Snowflake
.InvalidP
rivateKey
OrPassphrase

Snowflake
.MissingC
olumns

Snowflake
.ExtraColumns

Snowflake
.InvalidInput

Snowflake
.Incorrec
tValue

Splunk BIEZ M EE IR

HIRHENER

"The supplied database does not exist or is not authorized"

"The specified private key or passphrase is not valid. Note that the
private key provided should be a valid PEM RSA private key"

"The insert request is rejected due to missing columns in input payload.
Make sure that values are specified for all non-nullable columns"

"The insert request is rejected due to extra columns. Columns not
present in table shouldn't be specified"

"Delivery failed due to invalid input format. Make sure that the input
payload provided is in the JSON format acceptable"

"Delivery failed due to incorrect data type in the input payload. Make sure
that the JSON values specified in input payload adhere to the datatype
declared in Snowflake table definition"

Amazon Data Firehose AJLURELT & Splunk XM IR &ZE BB &K, CloudWatch

BRRD

Splunk.Pr
oxyWithou
tStickySe
ssions

Splunk.Di
sabledToken

HIRHEBNER

“ONERERTE Amazon Data Firehose #l HEC T R 2 BIERE ( ELB HE
fit ) , MGG ARKERETREX R HEC, " ACKs

"The HEC token is disabled, Enable the token to allow data delivery to
Splunk."
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Splunk.In
validToken

Splunk.In
validData
Format

Splunk.In
validIndex

Splunk.Se
rverError

Splunk.Di
sabledAck

Splunk.Ac
kTimeout

Splunk.Ma
XxRetriesFailed

Splunk.Co
nnectionT
imeout

Splunk.In
validEndpoint

HIRHENER

"The HEC token is invalido Update Amazon Data Firehose with a valid
HEC token."

"The data is not formatted correctly, To see how to properly format data
for Raw or Event HEC endpoints, see Splunk Event Data."

"The HEC token or input is configured with an invalid index., Check your
index configuration and try again."

"Data delivery to Splunk failed due to a server error from the HEC node.
Amazon Data Firehose will retry sending the data if the retry duration

in your Amazon Data Firehose is greater than 0. If all the retries falil,
Amazon Data Firehose backs up the data to Amazon S3."

"Indexer acknowledgement is disabled for the HEC token., Enable
indexer acknowledgement and try again, For more info, see Enable
indexer acknowledgement."

"Did not receive an acknowledgement from HEC before the HEC
acknowledgement timeout expired, Despite the acknowledgement
timeout, it's possible the data was indexed successfully in Splunk.
Amazon Data Firehose backs up in Amazon S3 data for which the
acknowledgement timeout expired."

"Failed to deliver data to Splunk or to receive acknowledgment, Check
your HEC health and try again."

"The connection to Splunk timed out. This might be a transient error and
the request will be retried. Amazon Data Firehose backs up the data to
Amazon S3 if all retries fail."

"Could not connect to the HEC endpoint, Make sure that the HEC
endpoint URL is valid and reachable from Amazon Data Firehose."
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Splunk.Co
nnectionClosed

Splunk.SS
LUnverified

Splunk.SS
LHandshake

Splunk.UR
LNotFound

Splunk.Se
rverError
.ContentT
oolLarge

Splunk.In
dexerBusy

Splunk.Co
nnectionR
ecycled

Splunk.Ac
knowledge
mentsDisabled

Splunk.In
validHecR
esponseCh
aracter

HIRHENER

"Unable to send data to Splunk due to a connection failure, This might
be a transient error, Increasing the retry duration in your Amazon Data
Firehose configuration might guard against such transient failures."

"Could not connect to the HEC endpoint, EH 53 Z IR HHYE BRI
B, FEARIERMENEERHN.

"Could not connect to the HEC endpoint, EBRARIEBFMENEE RN

"The requested URL was not found on the Splunk server. Please check
the Splunk cluster and make sure it is configured correctly."

"Data delivery to Splunk failed due to a server error with a statusCode:
413, message: the request your client sent was too large. See splunk
docs to configure max_content_length."

"Data delivery to Splunk failed due to a server error from the HEC node.
Make sure HEC endpoint or the Elastic Load Balancer is reachable and
is healthy."

"The connection from Firehose to Splunk has been recycled. Delivery will
be retried."

"Could not get acknowledgements on POST. Make sure that acknowled
gements are enabled on HEC endpoint."

"Invalid characters found in HEC response, make sure to check to the
service and HEC configuration."
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FRARER

ElasticSearch ¥ 4% i £8 ix

Amazon Data Firehose AIBE£fF LA ElasticSearch ££ix &% 2 CloudWatch BE.

HERD

ES.AccessDenied

ES.Resour
ceNotFound

BRHEHEMER

"Access was denied, Ensure that the provided |IAM role associated with
firehose is not deleted."

“}€ TE B Amazon Elasticsearch HFEE., ”

HTTPS in R EBHE/L R iR

Amazon Data Firehose ATLAIA T &5 HTTP iR R AE XM IR KX EIBE. CloudWatch 1R iX L4
R SLBERBEFEE , MEIAEEIRAT : "An internal error occurred while attempting to deliver
data. FEEHRN ; WREFERDARFE , WS FHKREL L Amazon FRER, ”

HIRES

HttpEndpo
int.Reque
stTimeout

HttpEndpo
int.Respo
nseToolLarge

HttpEndpo
int.Inval
idRespons
eFromDest
ination

HttpEndpo
int.Desti

BREHEMER

The delivery timed out before a response was received and will be
retried. If this error persists, contact the Amazon Firehose service team.

"The response received from the endpoint is too large. Contact the owner
of the endpoint to resolve this issue."

"The response received from the specified endpoint is invalid. Contact
the owner of the endpoint to resolve the issue."

"The following response was received from the endpoint destination."
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FRARER

IR
nationExc
eption

HttpEndpo
int.Conne

ctionFailed

HttpEndpo
int.Conne
ctionReset

HttpEndpo
int.Conne
ctionReset

HttpEndpo
int.Respo
nseReason
PhraseExc
eededLimit

HttpEndpo
int.Inval
idRespons
eFromDest
ination

HttpEndpo
int.Desti
nationExc
eption

HttpEndpo
int.Inval

idStatusCode

HIRHENER

"Unable to connect to the destination endpoint. Contact the owner of the
endpoint to resolve this issue."

"Unable to maintain connection with the endpoint. Contact the owner of
the endpoint to resolve this issue."

"Trouble maintaining connection with the endpoint. Please reach out to
the owner of the endpoint."

"The response reason phrase received from the endpoint exceed the
configured limit of 64 characters."

"The response received from the endpoint is invalid. See Troublesh
ooting HTTP Endpoints in the Firehose documentation for more informati
on. Reason: "

"Delivery to the endpoint was unsuccessful. See Troubleshooting HTTP
Endpoints in the Firehose documentation for more information. Response
received with status code "

"Received an invalid response status code."

HiELmER

266



Amazon Data Firehose
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IR

HttpEndpo
int.SSLHa

ndshakeFailure

HttpEndpo
int.SSLHa

ndshakeFailure

HttpEndpo

int.SSLFailure

HttpEndpo
int.SSLHa
ndshakeCe
rtificate

PathFailure

HttpEndpo
int.SSLHa
ndshakeCe
rtificate
PathValid

ationFailure

HttpEndpo
int.MakeR
equestFai
lure.Ille
galUriExc
eption

HIRHENER

"Unable to complete an SSL Handshake with the endpoint. Contact the
owner of the endpoint to resolve this issue."

"Unable to complete an SSL Handshake with the endpoint. Contact the
owner of the endpoint to resolve this issue."

"Unable to complete TLS handshake with the endpoint. Contact the
owner of the endpoint to resolve this issue."

"Unable to complete an SSL Handshake with the endpoint due to invalid
certification path. Contact the owner of the endpoint to resolve this
issue."

"Unable to complete an SSL Handshake with the endpoint due to
certification path validation failure. Contact the owner of the endpoint to
resolve this issue."

“BTF URI R85 AT , HttpEndpoint i§3R %k, Please make sure all
the characters in the input URI are valid."
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Amazon Data Firehose FEANGIER

HIRICES BiIREEMER

HttpEndpo “FIEENI R £51R |, HitpEndpoint 3K kM. lllegal character "\n' in
int.MakeR header value."

equestFai

lure.Ille

galCharac

terInHead

erValue

HttpEndpo “HTFIEEMBIESIR |, HitpEndpoint 3R kM. HTTP message must not
int.Illeg contain more than one Content-Type header."

alRespons

eFailure

HttpEndpo “BFIEEMBIEEIR |, HitpEndpoint iR kM. lllegal HTTP message
int.Illeg start. See Troubleshooting HTTP Endpoints in the Firehose documenta
alMessageStart tion for more information."

Amazon OpenSearch RS EIE/LE iR

*tF OpenSearch fR% B #5 , Amazon Data Firehose &7 [R5 IR Bl £51% A 6 CloudWatch B E&Ki%4s
%, OpenSearch

BR 7 ATREM OpenSearch EEIREIME IR |, BIETREIB R A T MEIR -

» Authentication/authorization error occurs during attempt to deliver data to destination OpenSearch
Service cluster. This can happen due to any permission issues and/orZ#R#J Amazon Data
Firehose B #& OpenSearch BRFEE EH G kAT , 2EIERE#A %, Please check the cluster policy
and role permissions.

« HTF authentication/authorization P& , FToiEGFHIE(E A ZEI B 45 OpenSearch [RFEE . X2 H
F & HIEH Amazon Data Firehose B ¥ OpenSearch AR 1ZEL & AT and/or 8 &R H BLE I PR )
B, Please check the cluster policy and role permissions.
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FRARER

IR

0S.AccessDenied

0S.AccessDenied

0S.AccessDenied

0S.AccessDenied

0S.Resour
ceNotFound

0S.Resour
ceNotFound

0S.AccessDenied

0S.Reques
tTimeout

0S.ClusterError

0S.Reques
tTimeout

0S.Connec
tionFailed

0S.Connec
tionReset

HIRHENER

"Access was denied. HRATIRMEHN IAM £ BWEEREE LT Firehose
BEZAE® , HBEHRREA TR SE OpenSearch RS APl, ”

"Access was denied, H{RFTIREH IAM A BHESEEREE LT Firehose
BEZAE , HAHREKEAFHRILSE OpenSearch RS AP, ”

"Access was denied, Ensure that the provided |IAM role associated with
firehose is not deleted.”

"Access was denied, Ensure that the provided |IAM role associated with
firehose is not deleted."

“IgEM I 7 OpenSearch FRZEHFR1FIE,

“4e ER L G # OpenSearch REBAEE,

"Access was denied, T{RFTIZER IAM A BHESET R LT Firehose
BEZAE , FEIHE KA FHRIDSE OpenSearch B API,

“¥t Amazon Serv OpenSearch ice 883 OpenSearch TLhRE R E S I
ERErt, Ensure that the cluster or collection has sufficient capacity for
the current workload."

“Amazon S OpenSearch ervice £&IRE T — M RIEHMNE IR,

“¥t Amazon OpenSearch fRFE &V ERHERt, Ensure that the cluster
has sufficient capacity for the current workload."

“YE$ZZ%) Amazon OpenSearch fRS5 E# 5 OpenSearch LRFEFE S/
HIMEB, Ensure that the cluster or collection is healthy and reachable."

“Toix 5 G OpenSearch fRF&E# S OpenSearch ERRFBJ|ESREF
3£, Contact the owner of the cluster or collection to resolve this issue."
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FRARER

IR

0S.Connec
tionReset

0S.Connec
tionReset

0S.AccessDenied

0S.Valida
tionException

0S.Valida
tionException

0S.JsonPa
rseException

0S.Amazon
OpenSearc
hServiceP
arseException

0S.Explic
itIndexIn
BulkNotAllowed

0S.ClusterError

0S.Cluste
rBlockExc
eption

HIRHENER

“Foi£5 Amazon OpenSearch fR$ 58 OpenSearch TIRFGERES
& $Z, Ensure that the cluster or collection is healthy and has sufficient
capacity for the current workload."

“Jo3£5 Amazon OpenSearch fRFZE# 5 OpenSearch TRRFZEFES R
& $Z, Ensure that the cluster or collection is healthy and has sufficient
capacity for the current workload."

"Access was denied, 1R Amazon S OpenSearch ervice £ L #Yi5(d]
FERBEFNEEREN IAM £ EINR,

“$€ OpenSearch #iRE T —1 ESServiceRE. BEEZ—_2EHEHARE
BERG 2x RESRAE , BREMEE T TypeName S8, BIFNZE
NEZHFH TypeName REFHRELE , XETFIHK[RERXAZE Type &
WSS, 7

"Member must satisfy regular expression pattern: [a-z][a-z0-9\\-]+

“Y &% OpenSearch ARSFEEFIRE T JsonParseException. Ensure that
the data being put is valid."

“Y 5% OpenSearch AR5 EEFIRE T AmazonOpenSearchServicePars
eException. Ensure that the data being put is valid."

“TARIE DRSS £ 8% £ Y rest.action.multi.allow_explicit_index i&iE
true. ” OpenSearch

“Amazon Serv OpenSearch ice 585 OpenSearch THRFEESIRE T
—MNREPANEIR,

“5B¥IR[E T ClusterBlockException. It may be overloaded."
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0S.InvalidARN

0S.Malfor
medData

0S.Intern
alError

0S.AliasWw
ithMultip
leIndices
NotAllowed

0S.Unsupp

ortedVersion

0S.ChazrCo
nversionE
xception

0S.Invali
dDomainNa
meLength

0S.VPCDom
ainNotSup
ported

0S.Connec
tionError

0S.LargeF
ieldData

0S.BadGateway

HIRHENER

“JRM AT 7 OpenSearch BRSS ARN £, BEREEM DeliveryStream
BE, "

"One or more records are malformed. Please ensure that each record is
single valid JSON object and that it does not contain newlines."

"An internal error occurred when attempting to deliver data. N EiX 1Y ;

MREBRMDAEE , WESNTEREFLLL Amazon FREBR,

"Alias has more than one indices associated with it. Ensure that the alias
has only one index associated with it."

“N &b Data Firehose B A1 A #&F I &i# OpenSearch RS 6.0, ME
Z{ER , BB X Amazon Support, ”

"One or more records contained an invalid character."

"The domain name length is not within valid OS limits."

“BAIF X VPCs EF I Zi# OpenSearch RS 1H, ~

“http IR BIZ SR 7R | BRIUET 3% OpenSearch RS EE ]
OpenSearch LIRS BHRESWE TR, ”

“Amazon S OpenSearch ervice RBH L THER , BN EBENFEREIE
RKFARFE,

“Amazon Serv OpenSearch ice 585 OpenSearch TIRFF|/EESH LT
BER , 422 : 502 Bad Gateway, ”
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FRARER

IR

0S.Servic
eException

0S.Gatewa
yTimeout

0S.Malfor
medData

0S.Respon
seEntryCo
untMismatch

Lambda A £&i%

HIRHENER

“M Amazon OpenSearch AR5 &8 = OpenSearch TSGR E S W&
%o If the cluster or collection is behind a VPC, ensure network configura
tion allows connectivity."

“Firehose TEiE1ZE|I &% OpenSearch fR$ E &5 OpenSearch TTARS
BREAFIAE T HENEIR, 7

“NI % B4 3F Firehose 2 3% Firehose 12 ZHHI I 5% OpenSearch fRS

#tE API @5, "

"The response from the Bulk API contained more entries than the
number of records sent. Ensure that each record contains only one
JSON object and that there are no newlines."

Amazon Data Firehose AI LSS LA T Lambda AR AXZI A%, CloudWatch

tHIRR

Lambda.As
sumeRoleA
ccessDenied

Lambda.In
vokeAcces
sDenied

Lambda.Js
onProcess
ingException

HiRHBEMER

"Access was denied., Ensure that the trust policy for the provided IAM
role allows Amazon Data Firehose to assume the role."

"Access was denied, Ensure that the access policy allows access to the
Lambda function."

"There was an error parsing returned records from the Lambda function.
Ensure that the returned records follow the status model required by
Amazon Data Firehose."

BREZER , BSH BEERRAENSH.

HiELmER

272



Amazon Data Firehose

FRARER

IR

Lambda.In
vokeLimit
Exceeded

Lambda.Du
plicatedR
ecordId

Lambda.Mi
ssingRecordId

Lambda.Re
sourceNotFound

Lambda.In
validSubn
etIDException

Lambda.In
validSecu
rityGroup
IDException

Lambda.Su
bnetIPAdd
ressLimit
ReachedEx
ception

%‘E‘&;‘ﬁ/u\*ur/u\

"The Lambda concurrent execution limit is exceeded. Increase the
concurrent execution limit."

BXEZEER |, 23 (Amazon Lambda FF XA RIER) i Amazon
Lambda BE#l,

"Multiple records were returned with the same record ID. ¥{& Lambda

B# IDs N EFICFKIERE M —iEFK,
BREZER , BN BERRAENSH.

“—RIH{BRICEK IDs X EIRE, BR Lambda BREUREIFIE W EIAY 18 F
IDs, ”

BREZER  FSH BERRAENSH.

"The specified Lambda function does not exist. Use a different function
that does exist."

"The specified subnet ID in the Lambda function VPC configuration is
invalid. Ensure that the subnet ID is valid."

"The specified security group ID in the Lambda function VPC configura
tion is invalid. Ensure that the security group ID is valid."

“FoiEAmazon Lambda 73 Lambda EEEZE VPC iHRIAR , B —1 =
ZANCEENFMEXERAKN IP #it, Increase the IP address limit."

BXEZELR |, 525 (Amazon VPC BAFERE) B8 Amazon VPC R
# : VPC FFM,
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Lambda.EN
ILimitRea
chedException

Lambda.Fu
nctionTimedOut

Lambda.Fu
nctionError

Lambda.Fu
nctionReq
uestTimedOut

Lambda.Ta
rgetServe
rFailedTo
Respond

HIRHEMER

“Amazon Lambda B F E A B M &ZORPRS , To7ETE Lambda BREK
FLEFIEERN VPC HalE#MEMLED (ENI). Increase the network
interface limit."

BXEZEER |, 3 (Amazon VPC BAFIER)Y F# Amazon VPC [E
%IJ . Méﬁﬁuo

The Lambda function invocation timed out. Increase the Timeout setting
in the Lambda function. BXEZEER , S FH S EEER,

This can be due to any of the following errors:

* Invalid output structure. Check your function and make sure the
output is in the required format. Also, make sure the processed
records contain a valid result status of Dropped, Ok, or Processin
gFailed .

» The Lambda function was successfully invoked but it returned an error
result.

+ Lambda TEBERELE , AN KMS BB HFE EHIEL, Check
the function's KMS key settings as well as the key policy. B XEZE
B, BSRABHA T RHEDER.

Amazon Data Firehose encountered Request did not complete before the
request timeout configuration error when invoking Lambda. Revisit the
Lambda code to check if the Lambda code is meant to run beyond the
configured timeout. If so, consider tuning Lambda configuration settings,
including memory, timeout. EXEZERE , S HEE Lambda E#U%E
I,

Amazon Data Firehose encountered an error. B ¥5IR% 25 8 H Amazon
Lambda ARSSB R BE M R 8 iR o
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FRARER

IR

Lambda.In
validZipF

ileException

Lambda.In
ternalSer
verError

Lambda.Se
rviceUnav
ailable

Lambda.In
validSecu
rityToken

Lambda.In
vocationF
ailure

I'EE- .i;'_: /ﬁ CN *u 1|:| BN

Amazon Data Firehose InvalidZipFileException 78 A Lambda B %A
IBF T\, Check your Lambda function configuration settings and the
Lambda code zip file.

“Firehose £ M Lambda Bg%S InternalServerErrorfti& %] 7 I &i# D
Amazon ata Firehose, Amazon Data Firehose will retry sending data a
fixed number of times. BRI AEARIEERBRERILET, CreateDel
iveryStream UpdateDestination APIsHIR4EIRMAEFRE , B
% Amazon Lambda Z#HBA

Amazon Data Firehose ServiceUnavailableException £ 8/ Lambda
Amazon RSB Z] T RB, Amazon Data Firehose will retry sending
data a fixed number of times. A LA EASRIEEHBEEIRE

Il, CreateDeliveryStream UpdateDestination APIs#lIR%E
RMAEE , BER Amazon Lambda XA R,

Cannot invoke Lambda function due to invalid security token. Cross
partition Lambda invocation is not supported.

This can be due to any of the following errors:

« Amazon Data Firehose £/ Lambda Amazon BYi&Z 7 £51%.
e operation will be retried; if the error persists, it will be reported to
Amazon for resolution."

« Amazon Data Firehose &% T 3k B KMSInvalid StateException
Lambda By, Lambda & @HINETE , AAATAN KMS ZH4 T
THRH R IR, Check the lambda function's KMS key.

« Amazon Data Firehose &% 7 3k B Amazon LambdaException
Lambda Y, Lambda was unable to initialize the provided container
image. Verify the image.

« Amazon Data Firehose £ Lambda Amazon BYi&Z 7 BE 5 ix.
XENRAEBER N 5 28, BXEZER , BSRBEERITER
8],
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FRARER

IR

Lambda.Js
onMapping
Exception

Kinesis A F £5 1>

HIRHENER

There was an error parsing returned records from the Lambda function.
Ensure that data field is base-64 encoded.

Amazon Data Firehose AT LURFLAT Kinesis AR &% ZIHE. CloudWatch

HIREG

Kinesis.A
ccessDenied

Kinesis.R
esourceNo
tFound

Kinesis.S
ubscripti
onRequired

Kinesis.T
hrottling

Kinesis.T
hrottling

Kinesis.A
ccessDenied

Kinesis.A
ccessDenied

BREHENER

"Access was denied when calling Kinesis. B{RFT R IAM A& 5R
REE AT THRIAERIHY Kinesis APls,

"Firehose failed to read from the stream. If the Firehose is attached with
Kinesis Stream, the stream may not exist, or the shard may have been
merged or split. Z15 Firehose =& DirectPut Xf#3£H | #BA Firehose A
EREETTFRET. "

"Access was denied when calling Kinesis. & 1 15 8] Kinesis E & &
EH IAM A& 21T # Kinesis Amazon . ”

"Throttling error encountered when calling Kinesis. iX A 8 2 F8 T Hth &
FARFEA T 5 Firehose B APIs HRWAR , RERFAREET K
% Firehose B SRR Kinesis Ho ~

"Throttling error encountered when calling Kinesis. iX 7] 82 B T H 1 5
FREFEA T 5 Firehose E#E APIs HIEINANE , RERRARYET K
% Firehose B SRR Kinesis Ho ~

"Access was denied when calling Kinesis. B{RFT A IAM A&/ FR
KB AT TR MBI Kinesis APls,

"Access was denied while trying to call API operations on the underlying
Kinesis Stream. Ensure that the IAM role is propagated and valid."
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Kinesis.K
MS.Access
DeniedExc
eption

Kinesis.K
MS.KeyDisabled

Kinesis.K
MS.Invali
dStateExc
eption

Kinesis.K
MS.NotFou
ndException

HIRHENER

“Firehose F3£ 148 A F K encrypt/decrypt inesis Stream #J KMS %
#q, Please grant the Firehose delivery role access to the key."

“Firehose 7532 MR Kinesis Stream iEUEE , BN A TFEH KMS F48
B#R®EZEM., encrypt/decrypt Enable the key so that reads can proceed."

"Firehose is unable to read from the source Kinesis Stream because the
KMS key used to encrypt it is in an invalid state."

"Firehose is unable to read from the source Kinesis Stream because the
KMS key used to encrypt it was not found."

Kinesis i DirectPut Fl4Ei%

Amazon Data Firehose A LUFLL T Kinesis DirectPut AR XEFIH&E, CloudWatch

HIRHE

Firehose.
KMS.Acces
sDeniedEx
ception

Firehose.
KMS.Inval
idStateEx
ception

HIRHENER

"Firehose does not have access to the KMS Key. Please check the key
policy."

"Firehose is unable to decrypt the data because the KMS key used to
encrypt it is in an invalid state."
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FRARER

IR

Firehose.
KMS.NotFo

undException

Firehose.
KMS . KeyDi
sabled

HIRHENER

"Firehose is unable to decrypt the data because the KMS key used to
encrypt it was not found."

"Firehose is unable to decrypt the data because the KMS key used to
encrypt the data is disabled. Enable the key so that data delivery can
proceed."

Amazon Glue A ix

Amazon Data Firehose A LAfF LA Amazon Glue B iR X% E|HE, CloudWatch

HiRHE

DataForma
tConversi
on.Invali
dSchema

DataForma
tConversi
on.Entity
NotFound

DataForma
tConversi
on.Invali
dInput

DataForma
tConversi
on.Invali
dInput

DataForma
tConversi

BIRHENER

"The schema is invalid."

“¥% table/database TE|IEEH ., EFHR table/database 71 B WEE

PRENEER  LHEREXNNESH.

"Could not find a matching schema from glue. Please make sure the
specified database with the supplied catalog ID exists."

"Could not find a matching schema from glue. Please make sure the
passed ARN is in the correct format."

"Could not find a matching schema from glue. Please make sure the
catalogld provided is valid."
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HIRICES BiREEMER

on.Invali

dInput

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi specified version of the table exists."

on.Invali

dVersionId

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi table is configured with a non-null storage descriptor containing the target
on.NonExi columns."

stentColumns

DataForma "Access was denied when assuming role. Please ensure that the role
tConversi specified in the data format conversion configuration has granted the
on.Access Firehose service permission to assume it."

Denied

DataForma "Throttling error encountered when calling Glue. Either increase the
tConversi request rate limit or reduce the current rate of calling glue through other
on.Thrott applications."

ledByGlue

DataForma "Access was denied when calling Glue. Please ensure that the role
tConversi specified in the data format conversion configuration has the necessary
on.Access permissions."

Denied

DataForma "Invalid role. Please ensure that the role specified in the data format
tConversi conversion configuration exists."

on.Invali

dGlueRole
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DataForma
tConversi
on.Invali
dGlueRole

DataForma
tConversi
on.GlueNo
tAvailabl
eInRegion

DataForma
tConversi
on.GlueEn
cryptionE
xception

DataForma
tConversi
on.Schema
Validatio
nTimeout

DataFireh
ose.Inter
nalError

DataForma
tConversi
on.GlueEn
cryptionE
xception

HIRHENER

"The security token included in the request is invalid. Ensure that the
provided IAM role associated with firehose is not deleted.”

“Amazon Glue H&EEN XEEFATH ; FEEREBXE, ~

"There was an error retrieving the master key. Ensure that the key exists
and has the correct access permissions."

"Timed out while retrieving table from Glue. IR &H K& Glue RMA |
BN “glue:GetTableVersion” IR ( #%F ) Sl BR AR 52 A BV RAG RS,
MRETE Glue PR B RERKE , IHBLER Su Amazon pport, ”

"Timed out while retrieving table from Glue. MR &H K& Glue RMRA |
BN “glue:GetTableVersion” X PR ( #%F ) Sl BR AR 52 A BV RAG RS,
WMRIBIE Glue FIEBERERIE , iIHEKR Su Amazon pport, ”

"There was an error retrieving the master key. Ensure that the key exists
and state is correct."
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DataFormatConversion i f 5 1=

Amazon Data Firehose AI LUF LA T DataFormatConversion i A4EiR £ %R B &, CloudWatch

IR BEIREHENER

DataForma "The schema is invalid."
tConversi

on.Invali

dSchema

DataForma "Column names and types must be non-empty strings."
tConversi

on.Valida

tionException

DataForma "Encountered malformed JSON."
tConversi

on.ParseError

DataForma "Data does not match the schema."
tConversi

on.Malfor

medData

DataForma "Length of json key must not be greater than 262144"
tConversi

on.Malfor

medData

DataForma "The data cannot be decoded as UTF-8."
tConversi

on.Malfor

medData

DataForma "lllegal character found between tokens."
tConversi
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IR
on.Malfor
medData

DataForma
tConversi
on.Invali

dTypeFormat

DataForma
tConversi
on.Invali
dSchema

DataForma
tConversi
on.Invali
dRecord

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

HIRHENER

"The type format is invalid. Check the type syntax."

"Invalid Schema. Please ensure that there are no special characters or
white spaces in column names."

"Record is not as per schema. One or more map keys were invalid for
map<string,string>."

"The input JSON contained a primitive at the top level. The top level must
be an object or array."

"The input JSON contained a primitive at the top level. The top level must
be an object or array."

"The record was empty or contained only whitespace."
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IR HIRHENER

DataForma "Encountered invalid characters."
tConversi

on.Malfor

medData

DataForma "Encountered invalid or unsupported timestamp format. Please see the
tConversi Firehose developer guide for supported timestamp formats."
on.Malfor

medData

DataForma "A scalar type was found in the data but a complex type was specified on
tConversi the schema."

on.Malfor

medData

DataForma "Data does not match the schema."
tConversi

on.Malfor

medData

DataForma "A scalar type was found in the data but a complex type was specified on
tConversi the schema."

on.Malfor

medData

DataForma "ConversionFailureException”
tConversi

on.Conver

sionFailu

reException
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DataForma
tConversi
on.DataFo
rmatConve
rsionCust
omerError
Exception

DataForma
tConversi
on.DataFo
rmatConve
rsionCust
omerError
Exception

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Invali
dSchema

DataForma
tConversi
on.Malfor
medData

DataForma
tConversi
on.Malfor
medData

HIRHENER

"DataFormatConversionCustomerErrorException

"DataFormatConversionCustomerErrorException’

"Data does not match the schema."

"The schema is invalid."

"Data does not match the schema. Invalid format for one or more dates."

"Data contains a highly nested JSON structure that is not supported.”
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HIRICES BiREEMER

DataForma “¥% table/database T EIEEH . EHR table/database 71 H R M EL E
tConversi PRUNEER  LHEEXKDNEFH, ”

on.Entity

NotFound

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi specified database with the supplied catalog ID exists."

on.Invali

dInput

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi passed ARN is in the correct format."

on.Invali

dInput

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi catalogld provided is valid."

on.Invali

dInput

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi specified version of the table exists."

on.Invali

dVersionlId

DataForma "Could not find a matching schema from glue. Please make sure the
tConversi table is configured with a non-null storage descriptor containing the target
on.NonExi columns."

stentColumns

DataForma "Access was denied when assuming role. Please ensure that the role
tConversi specified in the data format conversion configuration has granted the
on.Access Firehose service permission to assume it."

Denied
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FRARER

IR

DataForma
tConversi
on.Thrott
ledByGlue

DataForma
tConversi
on.Access
Denied

DataForma
tConversi
on.Invali
dGlueRole

DataForma
tConversi
on.GlueNo
tAvailabl
eInRegion

DataForma
tConversi
on.GlueEn
cryptionE
xception

DataForma
tConversi
on.Schema
Validatio
nTimeout

DataFireh
ose.Inter
nalError

HIRHENER

"Throttling error encountered when calling Glue. Either increase the
request rate limit or reduce the current rate of calling glue through other
applications."

"Access was denied when calling Glue. Please ensure that the role
specified in the data format conversion configuration has the necessary
permissions."

"Invalid role. Please ensure that the role specified in the data format
conversion configuration exists."

“Amazon Glue EEEENXEEATH ; FEEEMXE, ~

"There was an error retrieving the master key. Ensure that the key exists
and has the correct access permissions."

"Timed out while retrieving table from Glue. H1 R &H K& Glue RIMRA |
B RIN “glue:GetTableVersion” X R ( #%F ) Sl BR AR 2 BV RAG RS,
WMRIETE Glue FI¥BRERIE , IBBKR Su Amazon pport, ”

"Timed out while retrieving table from Glue. MR &H K& Glue RMA |
BN “glue:GetTableVersion” X FR ( #%E ) Sl BRAR 2 B RAGRRZAS .
MRIETE Glue PR BERERE , IBBLER Su Amazon pport, ”
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IR HBiRHENMEER

DataForma "One or more fields have incorrect format."
tConversi

on.Malfor

medData

Amazon Data Firehose BY1f7 18] CloudWatch B &

"‘—IJ«}{{EFEIE&M%HE Firechose 4l & 512 #l A EF 5T 5% Data Firehose FIE1% i < WA <MY &5
RAEK, CloudWatch TEHHWEENBWAFERXAM S LR EIRBE

E{# A Amazon Data Firehose 4| &5 R ££i% A

1. &3 Amazon Web Services EE 2% & FH1E /firehose L3TFF Firehose & https://
console.aws.amazon.com

2. ESmMEL , &E— Amazon XiF,
3. & Firehose B LA E| Firehose FRiFMEE TN,
4. %3 Error Log EESHEARBEEXNEIRBENIIR,

f£f CloudWatch &l & HRIEIRBE

1. 3TFF CloudWatch ##|& , Bt https://console.aws.amazon.com/cloudwatch/o
E&MmES  EE-IMXE,

ESMERT , EEFEBX,

ERBTHEHMBER , EESHFEERWEFTXNEIRATNIIXR,

nal

15412 Kinesis REBIZITIRR

Kinesis REA & ZERH B E X CloudWatch %8, Amazon KinesisAgentiZ /X3 o] & Bh & 1%
REBZITRAGLEE., REREESANNHIERRE Amazon Data Firehose , AR EHIECIRB[ LRER
FHENHEN CPU MIRERR.

ERBMRENZTHRFERN T THREFHIERRE Firehose RAVERFEEFM. HXEEME
THHRE-ENBEDLERERBENER , TRRAFEEERE, MEFRIREBSTRORRE, &

Amazon Data Firehose #9178 CloudWatch B#& 287


https://console.amazonaws.cn/cloudwatch/
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WEH LW CPU MR ERURARBHRITBSFSFERTATERRECRS[RRERBR , ARM
MNEBAENEERNENERNRADH. &E , ABERLEXERSFSRE , URBRAERERZ,

REEFREREBEEIRE cloudwatch.endpoint BENXFEHIRE. BEXEZELE , BSHR EE
REEBIZE.

MZA Kinesis B X Y Cloudwatch IEIFEREHEH M.

X FERINS A Kinesis KB A HIIESR , 2WEN—EMNFER, BXEZEER , 1555 Amazon
CloudWatch Eft

FERISMES CloudWatch

Kinesis Agent J§ LA N EFR K% F], CloudWatch

EHR 588
BytesSent 18 E R BRI & 3% E Firehose RV FE T o
By T
RecordSen FEEEMN I RESEEAX PutRecordBatch M —XiAMAHRZIHMIEREK
dAttempts (E—R, REBEERER )
BT FH
RecordSen EEENFESEEAX PutRecordBatch B — XA A IR EHERSH
dErrors iER¥ , AFEE,
B I
ServiceErrors EEERNEBEERN~ERSHER (RESEIRZANEAMER ) W

PutRecordBatch iEH X,

By it

fE 2% 5# Data Firehose APl 8B Amazon CloudTrail

Amazon Data Firehose 5—INRSZERK , AJi2KAF Amazon CloudTrail, &t Amazon IRE1E
Amazon Data Firehose i {THIIE4E, CloudTrail ¥ Amazon Data Firehose EYFTE API 8 B3k
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NEH. HIRHEHAZ$EXE Amazon Data Firehose #2#| &8 @A , LAK I Amazon Data Firehose
APl IBEMRIBIAR, WREQETRE , WAL RN CloudTrail EHHFE & HE| Amazon S3 7
it , 2IEEXT Amazon Data Firehose FIE 4, MREREBERER , BRI LUE CloudTrail &l
B ‘BHRFER PEFERHNES. BIWENER CloudTrail , A LA E [ Amazon Data
Firehose K HIVER., AHERM IP bk, #IRE TER, AREHBERAREMIFAEFE,

ETHEZEER CloudTraill , BIFEWMMEBEEMBAE , i55H (Amazon CloudTrail HFEFE) o

Firehose 1€ E.7£ CloudTrail

CloudTrail FE#& 812 Amazon IKF R EEENIKS EEH. 2 Amazon Data Firehose Il X =1
EHFEE | ZEHESS5EHM Amazon BRSS CloudTrailE#—RiERESHFAFIEEFP, BAUE
Amazon lKFHEE, BRITHEHEH. BXEZEL , BZSHEA CloudTrall EH4 AR IRE
BEH,

EREIERKEM Amazon K R EH |, B Amazon Data Firehose FWE# | BRI IRE., REAY
CloudTrail ff A& X H& % El Amazon S3 FiEf. BIABRT , HEEEH S P IRRER |, ZRER
R A FTE Amazon Xig, BRERIEFE Amazon 2 XHFEXENEH , R EEXHEETRIEE
# Amazon S3 7Fi#EN. A , BB EH M Amazon BRS , M —F 5 M4 CloudTrail B&
FRENSHEE, EXEZER , BZRATINA :

- BIEREREIR

« CloudTrail ¥ RS &K

- Bti& Amazon SNS E4%I CloudTrail

o BBCKEZA XM CloudTrail BEXHMERK B S K/ CloudTrail B & H

Amazon Data Firehose X LA T REENEHIERTE CloudTrail BEXHH -

» CreateDeliveryStream

» DeleteDeliveryStream

* DescribeDeliveryStream

 ListDeliveryStreams

 ListTagsForDeliveryStream

» TagDeliveryStream

 StartDeliveryStreamEncryption

+ StopDeliveryStreamEncryption
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https://docs.amazonaws.cn/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_DeleteDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_DescribeDeliveryStream.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_ListDeliveryStreams.html
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https://docs.amazonaws.cn/firehose/latest/APIReference/API_StartDeliveryStreamEncryption.html
https://docs.amazonaws.cn/firehose/latest/APIReference/API_StopDeliveryStreamEncryption.html

Amazon Data Firehose FEANGIER

» UntagDeliveryStream

» UpdateDestination

BN EAS AXEZEHBEEEXRENBERNARGE. SOGEEHTEBEUTARS !

« BHRZMFEARIEPRZER Amazon Identity and Access Management (IAM) B FEIEAR H
- BRECEAACERKEAFNIGRNZEEUM R EHN,

- BREAHHEM Amazon RF K H.

BXREZER , i H CloudTrail userldentity JT&,
5l : Firehose A& % H

BERERER—MEE  AFTSHERNBEXHEHEEIEERN Amazon S3 171, CloudTrail B &34
BE—NEEMNAEFEZRB. " NEBEHRRKREBEMEN—NER , BIEEXRMBERWIRE, BENBH
MetE, BERSHBEFEPER. CloudTrail BEXHTELA AP BRANEFH#KRERE , Riteq]
F2UEABEIRFE .

RTRRBIERT —NE
~CreateDeliveryStream, . DescribeDeliveryStreamListDeliveryStreamsUpdateDestinat
HMDeleteDeliveryStreami®{EfY CloudTrail HERKE,

{

"Records": [
{

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"

},

"eventTime":"2016-02-24T18:08:22Z2",

"eventSource":"firehose.amazonaws.com",

"eventName":"CreateDeliveryStream",

"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",
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"requestParameters":{
"deliveryStreamName":"TestRedshiftStream",
"redshiftDestinationConfiguration":{
"s3Configuration":{

"compressionFormat":"GZIP",
"prefix":"prefix",
"bucketARN":"arn:aws:s3:::amzn-s3-demo-bucket",
"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"bufferingHints":{

"sizeInMBs":3,

"intervalInSeconds":900
I
"encryptionConfiguration":{

"kMSEncryptionConfig":{

"aWSKMSKeyARN" :"arn:aws:kms:us-east-1:key"

I
"clusterJDBCURL":"jdbc:redshift://example.abcl23.us-
west-2.redshift.amazonaws.com:5439/dev",
"copyCommand" : {
"copyOptions":"copyOptions",
"dataTableName":"dataTable"

iy
"password":"",
"username":"",

"roleARN":"arn:aws:iam::111122223333:role/Firehose"

1,
"responseElements":{
"deliveryStreamARN":"arn:aws:firehose:us-

east-1:111122223333:deliverystream/TestRedshiftStream"

1,

"requestID":"958abf6a-db21-11e5-bb88-91ae9617edf5",

"eventID":"875d2d68-476c-4ad5-bbc6-d02872cfc884",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
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iy

"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName" :"CloudTrail_Test_User"
I
"eventTime":"2016-02-24T18:08:547",
"eventSource":"firehose.amazonaws.com",
"eventName":"DescribeDeliveryStream",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{
"deliveryStreamName":"TestRedshiftStream"
},
"responseElements":null,
"requestID":"aabea5ed-db21-11e5-bb88-91ae9617edf5",
"eventID":"d9b285d8-d690-4d5c-b9fe-dlad5ab03f14",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",

"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",

"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"
},
"eventTime":"2016-02-24T18:10:00Z2",
"eventSource":"firehose.amazonaws.com",
"eventName":"ListDeliveryStreams",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{
"limit":10
I
"responseElements":null,
"requestID":"d1lbf7f86-db21-11e5-bb88-91ae9617edf5",
"eventID":"67f63c74-4335-48c0-9004-4ba35ce00128",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"
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{
"eventVersion":"1.02",
"userIdentity":{
"type":"IAMUser",
"principallId":"AKIAIOSFODNN7EXAMPLE",

"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",

"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName" :"CloudTrail_Test_User"
I
"eventTime":"2016-02-24T18:10:09Z2",
"eventSource":"firehose.amazonaws.com",
"eventName":"UpdateDestination",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{
"destinationId":"destinationId-000000000001",
"deliveryStreamName":"TestRedshiftStream",
"currentDeliveryStreamVersionId":"1",
"redshiftDestinationUpdate":{

"roleARN":"arn:aws:iam::111122223333:role/Firehose",

"clusterJDBCURL":"jdbc:redshift://example.abcl23.us-

west-2.redshift.amazonaws.com:5439/dev",

"password":"",

"username":"",

"copyCommand" : {
"copyOptions":"copyOptions",
"dataTableName":"dataTable"

I

"s3Update": {

"bucketARN":"arn:aws:s3:::amzn-s3-demo-bucket-update",
"roleARN":"arn:aws:iam::111122223333:role/Firehose",

"compressionFormat":"GZIP",
"bufferingHints":{
"sizeInMBs":3,
"intervalInSeconds":900
I
"encryptionConfiguration":{
"kMSEncryptionConfig":{

"aWSKMSKeyARN" :"arn:aws:kms:us-east-1:key"

}I

"prefix":"arn:aws:s3:::amzn-s3-demo-bucket"
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},

"responseElements":null,
"requestID":"d549428d-db21-11e5-bb88-91ae9617edf5",
"eventID":"1lcb2le@b-416a-415d-bbf9-769b152a6585",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",

"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",

"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"
},
"eventTime":"2016-02-24T718:10:127",
"eventSource":"firehose.amazonaws.com",
"eventName":"DeleteDeliveryStream",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{
"deliveryStreamName":"TestRedshiftStream"
I
"responseElements":null,
"requestID":"d85968c1l-db21-11e5-bb88-91ae9617edf5",
"eventID":"dd46bb98-b4e9-42ff-abaf-32d57e636adl",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"
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£ Firehose BV ~| Amazon SDKs

LUTREROIBRT WA Firehose 5 Amazon BT X EH (SDK) BB& M.

RERKEEFNRBER , YAELTXHET. BALNBEIRET BOMERAENRSEE , &7
LB HBEXZ RN ETXERRE,

ZERERER R TESE —NMRSHEAZSNMNERBEEHM Amazon Web Services RS RZE S
TEREEESHRB R,

BX S Amazon DK F X &EIEmMAB RHIBNTEIIXR , i5S R Firehose 5 Amazon SDK, AXFE &
EEREEXAINNEREUREXRLHH SDK AR FEHMAE L,

SRR
 f£/ Firehose HEZ R4 Amazon SDKs
« £/ Firehose H#1E Amazon SDKs
+ PutRecord5 Amazon SDK = CLI Bt &£/
+ PutRecordBatch5 Amazon SDK = CLI B2 & &£
+ £/ Firehose M7 3 Amazon SDKs
« ffF Amazon Data Firehose 4B 8 MEF AL B F

£ Firehose I E A/~ Amazon SDKs

LLTRERGRERT WMAEHA Amazon Data Firehose B EAHiR, Amazon SDKs

Rl
- £/ Firehose W& 4F Amazon SDKs
+ PutRecord5 Amazon SDK = CLI &
- PutRecordBatch5 Amazon SDK =, CLI Bt & A

£ Firehose By 4E Amazon SDKs

LT REBREER T AERRITEN Firehose B4, Amazon SDKsBNRHEIESZE — N8 M AV 4E
¥ GitHub , B EEF KRB ERREMNETRBH A,
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XERBITEEA T Firehose APl , RUME L TN ETHARERFHRBTE, BANEFER
Firehose 9372 Amazon SDKsH &4 L TN EERE,

LT RN BEREANRE, BXZTEYIXR , iS5 Amazon Data Firehose APl &,

5l
« PutRecord5 Amazon SDK = CLI Bt &M
« PutRecordBatch& Amazon SDK = CLI Ft& A

PutRecord5 Amazon SDK = CLI Bt & {E H
LT RBREERIN{AER PutRecord,

BERIRAEEFNREER , XA L TXHFIET. EUTRERFG | BUUEFLHRENLET
X

o JHE2FEIA Firehose

CLI

Amazon CLI
EFIEREBEAR

AN put-record RAIFHBEBEA RS, BIELL Base64 w3,

aws firehose put-record \
--delivery-stxeam-name my-stream \
--record '{"Data'":"SGVsbG8gd29ybGQR="}"

7l

{
"RecordId": "RjB5K/nnoGFHqwTsZ1Nd/
TTqvjE8V5dsyXZTQn2IXrdpMTOwssyEb6nfC8fwflwhhwnItt4mvrn+gsqeK5jB7QjulLg283+Ps4Sz/

j1Xujv31liDhnPdalLw4BOyMOAmv7PcCuB2079RuMONhoakbyUymlwY8yt20G8X2420wuljlFathciserAt7QhDEvpw

"Encrypted": false
}
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BEXEZEER |, B2 (Amazon Kinesis Data Firehose FF & A RIEFEE) R FHIELEE
Amazon Kinesis Data Firehose & i o
« X API NiFAE LR |, FZMAmazon CLI S SEPutRecord 1Y,

Java

ERAT Java B9 SDK 2.x

® Note
RBEEZHEREL GitHub, % Amazon XIS RGIfFMEEFERTERH , T MMM
TIREMETT.
/**

* Puts a record to the specified Amazon Kinesis Data Firehose delivery
stream.
*
* @param record The record to be put to the delivery stream. The record must
be a {@link Map} of String keys and Object values.
* @param deliveryStreamName The name of the Amazon Kinesis Data Firehose
delivery stream to which the record should be put.
* @throws IllegalArgumentException if the input record or delivery stream
name is null or empty.
* @throws RuntimeException if there is an error putting the record to the
delivery stream.
*/
public static void putRecord(Map<String, Object> record, String
deliveryStreamName) {
if (record == null || deliveryStreamName == null ||
deliveryStreamName.isEmpty()) {
throw new IllegalArgumentException("Invalid input: record or delivery
stream name cannot be null/empty");
}
try {
String jsonRecord = new ObjectMapper().writeValueAsString(record);
Record firehoseRecord = Record.builder()

.data(SdkBytes.fromByteArray(jsonRecord.getBytes(StandardCharsets.UTF_8)))
.build();
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PutRecordRequest putRecordRequest = PutRecordRequest.builder()
.deliveryStreamName(deliveryStreamName)
.record(firehoseRecord)

.build();

getFirehoseClient().putRecord(putRecordRequest);

System.out.println("Record sent: " + jsonRecord);
} catch (Exception e) {
throw new RuntimeException("Failed to put record: " + e.getMessage(),
e);
}
}

« Bx APl NiFHEER |, F3 ¥ Amazon SDK for Java 2.x APl £ PutRecord®#,

Python

& AT Python #9 SDK ( Boto3 )

® Note
RBEEZHREL GitHub, % Amazon KIS RGITFMHEEFERTERH , T MMM
TIREMETT.

class FirehoseClient:

AWS Firehose client to send records and monitor metrics.

Attributes:
config (object): Configuration object with delivery stream name and
region.
delivery_stream_name (str): Name of the Firehose delivery stream.
region (str): AWS region for Firehose and CloudWatch clients.
firehose (boto3.client): Boto3 Firehose client.
cloudwatch (boto3.client): Boto3 CloudWatch client.

def __init_ (self, config):

Initialize the FirehoseClient.
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Args:
config (object): Configuration object with delivery stream name and

region.

self.config = config

self.delivery_stream_name = config.delivery_stream_name

self.region = config.region

self.firehose = boto3.client("firehose", region_name=self.region)

self.cloudwatch = boto3.client("cloudwatch", region_name=self.region)

@backoff.on_exception(
backoff.expo, Exception, max_tries=5, jitter=backoff.full_jitter

)

def put_record(self, record: dict):

Put individual records to Firehose with backoff and retry.

Args:
record (dict): The data record to be sent to Firehose.

This method attempts to send an individual record to the Firehose
delivery stream.
It retries with exponential backoff in case of exceptions.
try:
entry = self._create_record_entry(record)
response = self.firehose.put_record(
DeliveryStreamName=self.delivery_stream_name, Record=entry
)
self._log_response(response, entry)
except Exception:
logger.info(f"Fail record: {record}.")
raise

- BXx APl BiFMER , S FEMAPutRecordF Python #9Amazon SDK (Boto3) APl &%,
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SAP ABAP

FE AT SAP ABAP #J SDK

@ Note
EBEZMRIE R GitHub, # Amazon KB RPIFH#EFERTER , THEMMH

N—

TIREMNETT.

TRY.
DATA(lo_record)

NEW /awsl/cl_frhrecord( iv_data = iv_data ).

DATA(lo_result) lo_frh->putrecord(
iv_deliverystreamname = iv_deliv_stream_name
io_record = lo_recorxd ).

MESSAGE 'Record sent to Firehose delivery stream.' TYPE 'I'.
CATCH /awsl/cx_frhresourcenotfoundex.
MESSAGE 'Delivery stream not found.' TYPE 'E'.
CATCH /awsl/cx_frhinvalidargumentex.
MESSAGE 'Invalid argument provided.' TYPE 'E'.
CATCH /awsl/cx_frhserviceunavailex.
MESSAGE 'Service temporarily unavailable.' TYPE 'E'.
ENDTRY.

. X API WiFHEER | B3 HEAPuUtRecordF S AP f9Amazon SDK ABAP APl &%,

B X S Amazon DK FF A BIEMAMNREB R AN ZEIIEK | ESHEW Firehose 5 Amazon SDK, ZAF&
REFEERAINEELIRAEXRLEH SDK RAHIFHAE L.

PutRecordBatch& Amazon SDK = CLI Bt & A
AR RS RGERANMAIER PutRecordBatch,

BERIRKEEFNAREBRER , MAE L TXHFIET. EUTRERFG  BUUEFLKRENLET
X :

« Fi2FEMA Firehose
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CLI
Amazon CLI
FHERIEZBEARTF
LLF put-record-batch REPF=ZRIBREATRH ., HIELL Base6s X IHBo

aws firehose put-record-batch \
--delivery-stxeam-name my-stream \
--records file://records.json

myfile.json WA :

[
{"Data": "Rmlyc3QgdGhpbmc="},
{"Data": "U2Vjb25kIHRoaW5n"},
{"Data": "VGhpcmQgdGhpbmc="}
]
Wi
{

"FailedPutCount": 0,

"Encrypted": false,

"RequestResponses": [
{

"RecordId": "9D20J6t2EqCTZTXwGzeSv/EVHXxRORCw89xd+03+sXg8DhY0aWKPSmzZy/
CG1RVEyslulxbeKh6VofEYKkoeiDrcjrxhQp9iF7sUW7pujiMEQ5Lz1rzCkGosxQn
+3boDnURDEaD42V7GiixpOyLJkYZcaeli7Hz1CEoy9LJhMI8EjDSi40m/9Vc2uhwwuAtGE@XKpxJ2WD7ZRWtANY1K

},

{
"RecordId": "jFirejqxCL1K5xjH/UNmIMVcjktEN7617916X9PaZ

+PVa0SXDfULIWGOqEZhxq2js7xcZ552e0eDxsuTULMSqInZTbVfb6cQTIXnm/
GsuF37Uhg67GKmR5z9016XKJ+/
+pDloFv7Hh9a30US6wYm3DcNRLTHHAimANp1PhkQvWpvLRfzbuCUkBphR2QVzhP90iHLbzGwy8/
DfH8sqWEUYASNIKS8GXP5s"

}

{

"RecordId":
"oy@amQ4005Y2YV4vxzufdcMOOW6N3EPr3tpPJGoYVNKHAAPPVgNcbUgefolstEFRg4hTLrf2k6eliHu/9+YJ5R?

DTBt3qB1lmTj7Xq8SKVb01S7YvMTpWkMKA86F8]fmT8BMKoMb4XZS/s0kQLe+gh@sYKXW1"

}
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]

BXEZELR , F25 (Amazon Kinesis Data Firehose FF X A RI8F) F R EIE L EZ)
Amazon Kinesis Data Firehose & #i o

« BXx APl WiFHEER |, S HAmazon CLI 555 #PutRecordBatchH #Y,

Java

ERAT Java B9 SDK 2.x

(@ Note
BB EZHEXREER GitHub, £ Amazon KB REIFHERERTERG , T HFMMFH
TRENZETT,
/**
* Puts a batch of records to an Amazon Kinesis Data Firehose delivery
stream.
*
* @param records a list of maps representing the records to be
sent
* @param batchSize the maximum number of records to include in each
batch
* @param deliveryStreamName the name of the Kinesis Data Firehose delivery
stream
* @throws IllegalArgumentException if the input parameters are invalid (null
or empty)
* @throws RuntimeException if there is an error putting the record
batch
*/

public static void putRecordBatch(List<Map<String, Object>> records, int

batchSize, String deliveryStreamName) {

if (records == null || records.isEmpty() || deliveryStreamName == null ||
deliveryStreamName.isEmpty()) {

throw new IllegalArgumentException("Invalid input: records or

delivery stream name cannot be null/empty");

}

ObjectMapper objectMapper = new ObjectMapper();
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try {
for (int i = @0; i < records.size(); i += batchSize) {

List<Map<String, Object>> batch = records.sublList(i, Math.min(i +

batchSize, records.size()));

List<Record> batchRecords

try {
String jsonRecord
objectMapper.writeValueAsString(record);
return Record.builder()

batch.stream().map(record -> {

.data(SdkBytes.fromByteArray(jsonRecord.getBytes(StandardCharsets.UTF_8)))
.build();
} catch (Exception e) {
throw new RuntimeException("Error creating Firehose
record", e);

}
}).collect(Collectors.tolList());

PutRecordBatchRequest request = PutRecordBatchRequest.builder()
.deliveryStreamName(deliveryStreamName)
.records(batchRecords)

.build();

PutRecordBatchResponse response =
getFirehoseClient().putRecordBatch(request);

if (response.failedPutCount() > @) {
response.requestResponses().stream()

.filter(r -> r.errorCode() != null)
.forEach(r -> System.err.println("Failed record: " +
r.errorMessage()));
}
System.out.println("Batch sent with size: " +
batchRecords.size());
}
} catch (Exception e) {
throw new RuntimeException("Failed to put record batch: " +
e.getMessage(), e);

}

. Bx API WiF4{ELR |, 3 Amazon SDK for Java 2.x APl £#PutRecordBatch®m .,
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Python

& AT Python #9 SDK ( Boto3 )

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

class FirehoseClient:

AWS Firehose client to send records and monitor metrics.

Attributes:
config (object): Configuration object with delivery stream name and
region.
delivery_stream_name (str): Name of the Firehose delivery stream.
region (str): AWS region for Firehose and CloudWatch clients.
firehose (boto3.client): Boto3 Firehose client.
cloudwatch (boto3.client): Boto3 CloudWatch client.

def __init_ (self, config):

Initialize the FirehoseClient.

Args:
config (object): Configuration object with delivery stream name and

region.

self.config = config

self.delivery_stream_name = config.delivery_stream_name

self.region = config.region

self.firehose = boto3.client("firehose", region_name=self.region)

self.cloudwatch = boto3.client("cloudwatch", region_name=self.region)

@backoff.on_exception(
backoff.expo, Exception, max_tries=5, jitter=backoff.full_jitter

)
def put_record_batch(self, data: list, batch_size: int = 500):
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Put records in batches to Firehose with backoff and retry.

Args:
data (list): List of data records to be sent to Firehose.
batch_size (int): Number of records to send in each batch. Default is
500.

This method attempts to send records in batches to the Firehose delivery
stream.
It retries with exponential backoff in case of exceptions.
for i in range(®, len(data), batch_size):
batch = data[i : i + batch_size]
record_dicts = [{"Data": json.dumps(record)} for record in batch]
try:
response = self.firehose.put_record_batch(
DeliveryStreamName=self.delivery_stream_name,
Records=record_dicts
)
self._log_batch_response(response, len(batch))
except Exception as e:
logger.info(f"Failed to send batch of {len(batch)} records.
Error: {el}")

- BX API iFEE , 3 i&EAPutRecordBatchF Python #JAmazon SDK (Boto3) APl &
£,

Rust

EAT Rust B9 SDK

(@ Note
EBEZHEREE GitHub, # Amazon RS RPIFHEFERTER , THMMAH
TREMIZIT,.

async fn put_record_batch(
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client: &Client,
stream: &str,
data: Vec<Record>,
) -> Result<PutRecordBatchOutput, SdkError<PutRecordBatchError>> {
client
.put_record_batch()
.delivery_stream_name(stream)
.set_records(Some(data))
.send()
.await

« BXx APl WiFHEER |, B3 HEAPutRecordBatchF Rust BIAmazon SDK APl $#,

SAP ABAP

EFT SAP ABAP H#J SDK

(® Note
B EZHERXEER GitHub, £ Amazon RIZRGIFMEERERTERG |, 7 #F N
TREMZET
TRY.

DATA(lo_result) = lo_frh->putrecordbatch(
iv_deliverystreamname = iv_deliv_stream_name

it_records it_records ).

DATA(1lv_failed_count) = lo_result->get_failedputcount( ).

IF 1lv_failed_count > Q.
MESSAGE |{ lv_failed_count } records failed to send.| TYPE 'I'.
ELSE.
MESSAGE 'All records sent successfully to Firehose delivery stream.'
TYPE 'I'.
ENDIF.
CATCH /awsl/cx_frhresourcenotfoundex.
MESSAGE 'Delivery stream not found.' TYPE 'E'.
CATCH /awsl/cx_frhinvalidargumentex.
MESSAGE 'Invalid argument provided.' TYPE 'E'.
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CATCH /awsl/cx_frhserviceunavailex.
MESSAGE 'Service temporarily unavailable.' TYPE 'E'.
ENDTRY.

« BX APl WiFHEER |, F3MHEAPutRecordBatchF S AP BAmazon SDK ABAP AP| &
%,

BX S Amazon DK FF R &S MRB RAIBNTEIIK , i5S R Firehose 5 Amazon SDK, AF &
BREREEXAINHNEREUREXRLHH SDK RARFHME L,

£ Firehose 9155 Amazon SDKs

LUTREBREIEERRT WAERE Firehose FXIMENH ST, Amazon SDKsIXEZREMEBRRT
W@ A Firehose FHIZ N5 EH M Amazon Web Services BEE & RERIEEES. &
MZEMEETERRENGERE , B UEEPHRIIEXNAEENZTREBAEEA,

GRUPEKRFENER N B , IRBEESEAHE T RRSRE,

i
« {£H Amazon Data Firehose #: B8 MO F Mt 2L F

£ Amazon Data Firehose &b E B N2 F Mt EidH
T REREERIDMER Firehose 2B N F Mt EBICHE,
Java

EAT Java B9 SDK 2.x

® Note
BB EZHEXREER GitHub, £ Amazon KB RAIFHEPERTERG , T FMOMAH
TREMNIZTT.

W RBIFEANEZAMALEICF A Firehose,

/**
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* Amazon Firehose Scenario example using Java V2 SDK.
*

* Demonstrates individual and batch record processing,
* and monitoring Firehose delivery stream metrics.

*/

public class FirehoseScenario {

private static FirehoseClient firehoseClient;
private static CloudWatchClient cloudWatchClient;

public static void main(String[] args) {
final String usage = """
Usage:
<deliveryStreamName>
Where:
deliveryStreamName - The Firehose delivery stream name.

min o,
’

if (args.length != 1) {
System.out.println(usage);
retuzrn;

String deliveryStreamName = args[0];

try {
// Read and parse sample data.
String jsonContent = readJsonFile("sample_records.json");
ObjectMapper objectMapper = new ObjectMapper();
List<Map<String, Object>> sampleData =
objectMapper.readValue(jsonContent, new TypeReference<>() {});

// Process individual records.

System.out.println("Processing individual records...");
sampleData.subList(@, 100).forEach(record -> {
try {

putRecord(record, deliveryStreamName);
} catch (Exception e) {
System.err.println("Error processing record: " +
e.getMessage());
}
1)

// Monitor metrics.
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monitorMetrics(deliveryStreamName);

// Process batch records.

System.out.println("Processing batch records...");

putRecordBatch(sampleData.subList (100, sampleData.size()), 500,
deliveryStreamName);

monitorMetrics(deliveryStreamName);

} catch (Exception e) {

System.err.println("Scenario failed: " + e.getMessage());
} finally {

closeClients();

private static FirehoseClient getFirehoseClient() {
if (firehoseClient == null) {
firehoseClient = FirehoseClient.buildex()
.region(Region.US_EAST_1)
.build();
}

return firehoseClient;

private static CloudWatchClient getCloudWatchClient() {
if (cloudWatchClient == null) {
cloudwWatchClient = CloudWatchClient.buildexr()
.region(Region.US_EAST_1)

.build();
}
return cloudwWatchClient;
}
/**
* Puts a record to the specified Amazon Kinesis Data Firehose delivery
stream.

*

* @param record The record to be put to the delivery stream. The record must
be a {@link Map} of String keys and Object values.

* @param deliveryStreamName The name of the Amazon Kinesis Data Firehose
delivery stream to which the record should be put.

* @throws IllegalArgumentException if the input record or delivery stream
name is null or empty.

FIZFZ A Firehose 309



Amazon Data Firehose FEANGIER

* @throws RuntimeException if there is an error putting the record to the
delivery stream.
*/
public static void putRecord(Map<String, Object> record, String
deliveryStreamName) {
if (record == null || deliveryStreamName == null ||
deliveryStreamName.isEmpty()) {
throw new IllegalArgumentException("Invalid input: record or delivery
stream name cannot be null/empty");
}
try {
String jsonRecord = new ObjectMapper().writeValueAsString(record);
Record firehoseRecord = Record.builder()

.data(SdkBytes.fromByteArray(jsonRecord.getBytes(StandardCharsets.UTF_8)))
Lbuild();

PutRecordRequest putRecordRequest = PutRecordRequest.builder()
.deliveryStreamName(deliveryStreamName)
.record(firehoseRecord)

.build();

getFirehoseClient().putRecord(putRecordRequest);

System.out.println("Record sent: " + jsonRecord);
} catch (Exception e) {
throw new RuntimeException("Failed to put record: " + e.getMessage(),
e);
}
}
/**
* Puts a batch of records to an Amazon Kinesis Data Firehose delivery
stream.
*
* @param records a list of maps representing the records to be
sent
* @param batchSize the maximum number of records to include in each
batch
* @param deliveryStreamName the name of the Kinesis Data Firehose delivery
stream
* @throws IllegalArgumentException if the input parameters are invalid (null
or empty)
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* @throws RuntimeException if there is an error putting the record
batch

*/

public static void putRecordBatch(List<Map<String, Object>> records, int
batchSize, String deliveryStreamName) {
if (records == null || records.isEmpty() || deliveryStreamName == null ||
deliveryStreamName.isEmpty()) {
throw new IllegalArgumentException("Invalid input: records or

delivery stream name cannot be null/empty");

}
ObjectMapper objectMapper = new ObjectMapper();

try {
for (int i = @; i < records.size(); i += batchSize) {
List<Map<String, Object>> batch = records.sublList(i, Math.min(i +
batchSize, records.size()));

List<Record> batchRecords

try {
String jsonRecord
objectMapper.writeValueAsString(record);
return Record.builder()

batch.stream().map(record -> {

.data(SdkBytes.fromByteArray(jsonRecord.getBytes(StandardCharsets.UTF_8)))
.build();
} catch (Exception e) {
throw new RuntimeException("Error creating Firehose
record", e);

}
}).collect(Collectors.tolList());

PutRecordBatchRequest request = PutRecordBatchRequest.builder()
.deliveryStreamName(deliveryStreamName)
.records(batchRecords)

.build();

PutRecordBatchResponse response =
getFirehoseClient().putRecordBatch(request);

if (response.failedPutCount() > @) {
response.requestResponses().stream()
.filter(r -> r.errorCode() != null)
.forEach(r -> System.err.println("Failed record: " +
r.errorMessage()));
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}

System.out.println("Batch sent with size: " +

batchRecords.size());
}
} catch (Exception e) {
throw new RuntimeException("Failed to put record batch: " +
e.getMessage(), e);
}

public static void monitorMetrics(String deliveryStreamName) {
Instant endTime = Instant.now();
Instant startTime = endTime.minusSeconds(600);

List<String> metrics = List.of("IncomingBytes", "IncomingRecords",
"FailedPutCount");

metrics.forEach(metric -> monitorMetric(metric, startTime, endTime,
deliveryStreamName));

}

private static void monitorMetric(String metricName, Instant startTime,
Instant endTime, String deliveryStreamName) {
try {
GetMetricStatisticsRequest request =
GetMetricStatisticsRequest.builder()
.namespace("AWS/Firehose")
.metricName(metricName)

.dimensions(Dimension.builder().name("DeliveryStreamName").value(deliveryStreamName).bui
.startTime(startTime)
.endTime(endTime)
.period(60)
.statistics(Statistic.SUM)
.build();

GetMetricStatisticsResponse response =
getCloudWatchClient().getMetricStatistics(request);
double totalSum =
response.datapoints().stream().mapToDouble(Datapoint: :sum).sum();
System.out.println(metricName + ": " + totalSum);
} catch (Exception e) {
System.err.println("Failed to monitor metric " + metricName + ": " +
e.getMessage());
}
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}

public static String readJsonFile(String fileName) throws IOException {
try (InputStream inputStream =
FirehoseScenario.class.getResourceAsStream("/" + fileName);
Scanner scanner = new Scanner(inputStream, StandardCharsets.UTF_8))

{
return scanner.useDelimiter("\\\\A").next();
} catch (Exception e) {
throw new RuntimeException("Error reading file: " + fileName, e);
}
}
private static void closeClients() {
try {
if (firehoseClient != null) firehoseClient.close();
if (cloudWatchClient != null) cloudWatchClient.close();
} catch (Exception e) {
System.err.println("Error closing clients: " + e.getMessage());
}
}
}

« Bx API F4EE |, 2% (Amazon SDK for Java 2.x API Reference) R T EH,
» PutRecord
* PutRecordBatch

Python

iEA T Python #9 SDK ( Boto3 )

(® Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFHERERTERS , T #EOAH
TIREMIZIT.

eI AR AN R AL B iIC KA Firehose,

import json
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import logging
import random
from datetime import datetime, timedelta

import backoff
import boto3

from config import get_config

def load_sample_data(path: str) -> dict:

Load sample data from a JSON file.

Args:
path (str): The file path to the JSON file containing sample data.

Returns:

dict: The loaded sample data as a dictionary.
with open(path, "r") as f:

return json.load(f)

# Configure logging
logging.basicConfig(level=1logging.INFO)
logger = logging.getlLogger(__name__)

class FirehoseClient:

AWS Firehose client to send records and monitor metrics.

Attributes:
config (object): Configuration object with delivery stream name and
region.
delivery_stream_name (str): Name of the Firehose delivery stream.
region (str): AWS region for Firehose and CloudWatch clients.
firehose (boto3.client): Boto3 Firehose client.
cloudwatch (boto3.client): Boto3 CloudWatch client.

def __init_ (self, config):
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Initialize the FirehoseClient.

Args:
config (object): Configuration object with delivery stream name and

region.

self.config = config

self.delivery_stream_name = config.delivery_stream_name

self.region = config.region

self.firehose = boto3.client("firehose", region_name=self.region)

self.cloudwatch = boto3.client("cloudwatch", region_name=self.region)

@backoff.on_exception(
backoff.expo, Exception, max_tries=5, jitter=backoff.full_jitter

)

def put_record(self, record: dict):

Put individual records to Firehose with backoff and retry.

Args:
record (dict): The data record to be sent to Firehose.

This method attempts to send an individual record to the Firehose
delivery stream.
It retries with exponential backoff in case of exceptions.
try:
entry = self._create_record_entry(record)
response = self.firehose.put_record(
DeliveryStreamName=self.delivery_stream_name, Record=entry
)
self._log_response(response, entry)
except Exception:
logger.info(f"Fail record: {record}.")
raise

@backoff.on_exception(
backoff.expo, Exception, max_tries=5, jitter=backoff.full_jitter

)
def put_record_batch(self, data: list, batch_size: int = 500):

Put records in batches to Firehose with backoff and retry.
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500.

stream.

Args:
data (list): List of data records to be sent to Firehose.
batch_size (int): Number of records to send in each batch. Default is

This method attempts to send records in batches to the Firehose delivery

It retries with exponential backoff in case of exceptions.
for i in range(®, len(data), batch_size):
batch = data[i : i + batch_size]
record_dicts = [{"Data": json.dumps(record)} for record in batch]
try:
response = self.firehose.put_record_batch(
DeliveryStreamName=self.delivery_stream_name,

Records=record_dicts

Error:

def

) ->

points.

['Sum']

)
self._log_batch_response(response, len(batch))
except Exception as e:
logger.info(f"Failed to send batch of {len(batch)} records.
{e}™)

get_metric_statistics(
self,

metric_name: str,
start_time: datetime,
end_time: datetime,

period: int,

statistics: list = ["Sum"],
list:

Retrieve metric statistics from CloudWatch.

Args:
metric_name (str): The name of the metric.
start_time (datetime): The start time for the metric statistics.
end_time (datetime): The end time for the metric statistics.
period (int): The granularity, in seconds, of the returned data

statistics (list): A list of statistics to retrieve. Default is
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Returns:

list: List of datapoints containing the metric statistics.

response = self.cloudwatch.get_metric_statistics(
Namespace="AWS/Firehose",
MetricName=metric_name,
Dimensions=[
{"Name": "DeliveryStreamName", "Value":
self.delivery_stream_name},
1,
StartTime=start_time,
EndTime=end_time,
Period=period,
Statistics=statistics,
)

return response["Datapoints"]

def monitor_metrics(self):

Monitor Firehose metrics for the last 5 minutes.

This method retrieves and logs the 'IncomingBytes',
and 'FailedPutCount' metrics

from CloudWatch for the last 5 minutes.

end_time = datetime.utcnow()

start_time = end_time - timedelta(minutes=10)

period = int((end_time - start_time).total_seconds())

metrics = {
"IncomingBytes": self.get_metric_statistics(

"IncomingBytes", start_time, end_time, period

)I

"IncomingRecords": self.get_metric_statistics(

"IncomingRecords", start_time, end_time, period

),

"FailedPutCount": self.get_metric_statistics(

"FailedPutCount", start_time, end_time, period

)I

for metric, datapoints in metrics.items():
if datapoints:

'IncomingRecords’,

total_sum = sum(datapoint["Sum"] for datapoint in datapoints)

FIZFZ A Firehose

317



Amazon Data Firehose FEANGIER

if metric == "IncomingBytes":
logger.info(
f'"{metric}: {round(total_sum)} ({total_sum / (1024 *
1024):.2f} MB)"
)
else:
logger.info(f"{metric}: {round(total_sum)}")
else:
logger.info(f"No data found for {metric} over the last 5
minutes")

def _create_record_entry(self, record: dict) -> dict:

Create a record entry for Firehose.

Args:
record (dict): The data record to be sent.

Returns:
dict: The record entry formatted for Firehose.

Raises:

Exception: If a simulated network error occurs.
if random.random() < 0.2:

raise Exception("Simulated network error")
elif random.random() < 0.1:

return {"Data": '{"malformed": "data"'}
else:

return {"Data": json.dumps(record)}

def _log_response(self, response: dict, entry: dict):

Log the response from Firehose.

Args:
response (dict): The response from the Firehose put_record API call.
entry (dict): The record entry that was sent.

if response["ResponseMetadata"]["HTTPStatusCode"] == 200:
logger.info(f"Sent record: {entryl}")

else:
logger.info(f"Fail record: {entryl}")
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def _log_batch_response(self, response: dict, batch_size: int):

Log the batch response from Firehose.

Args:
response (dict): The response from the Firehose put_record_batch API
call.
batch_size (int): The number of records in the batch.
if response.get("FailedPutCount", @) > 0:
logger.info(
f'Failed to send {response["FailedPutCount"]} records in batch of
{batch_size}'
)
else:
logger.info(f"Successfully sent batch of {batch_size} records")

if __name__ == "__main__":
config = get_config()
data = load_sample_data(config.sample_data_file)
client = FirehoseClient(config)

# Process the first 100 sample network records
for record in data[:100]:
try:
client.put_record(record)
except Exception as e:
logger.info(f"Put record failed after retries and backoff: {e}")
client.monitor_metrics()

# Process remaining records using the batch method
try:
client.put_record_batch(data[100:])
except Exception as e:
logger.info(f"Put record batch failed after retries and backoff: {el}")
client.monitor_metrics()

X as ERHANEE,

class Config:
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def __init___(self):
self.delivery_stream_name = "ENTER YOUR DELIVERY STREAM NAME HERE"
self.region = "us-east-1"
self.sample_data_file = (
“../../../../../scenarios/features/firehose/resources/
sample_records. json"

)

def get_config():
return Config()

- X API #AEER |, i55H (Amazon SDK for Python (Boto3) API Reference) HHILAT £
B
» PutRecord
* PutRecordBatch

Bx S Amazon DK F X BIEREAMNRB RN ZEIIXK , ES I Firehose 5 Amazon SDK, ARFEM
B EBREEXAIHNERUREXRLHH SDK AR FHMEE,
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MRFA T EA Lambda #THEIE IR , iBRE Firehose ExecuteProcessingSuccess 1§
¥R , 1R Firehose E= 18 Lambda B, BXEZEL , BSH FREREETDHHEE
Firehose CloudWatch,

# & Firehose DeliveryToAmazonOpenSearchService.Success ¥E¥r , R Firehose %
HEHIERSIFRSERE. OpenSearch BXEZEER , BSH FAEREET S#EIE Firehose
CloudWatch,

MREKRBEABREFRLERDE  NESHACHREREEEERAMEREE, BXEZER , F5
9 {5 B AWK D@ EE Firehose CloudWatch,

HRIZH Firehose BB H Y OpenSearch FRFHt EEHE K.

WMRF AT FER Lambda #THEIEH R | R Firehose REIEER Lambda RE{NAEE, It
A, BBRR IAM BEERI5E CloudWatch BREAM BERUREERAE, BXESZER , S
¥ FirehoseAccess 0723 OpenSearch BRSs B BV R,

HWRELED Firehose RHPIEER IAM BRI LLFEZRH OpenSearch IRGERE. S3 FHBFMEFEM
Lambda B% ( MRB A THIFERR ) . 1A, FHER IAM BEERIER CloudWatch AEHAF A
ERUAREHIRAE. BXEZELR |, 55H BT Firehose 151723 OpenSearch A5 B 7R HI 1Y

bR

MREABFEELE , BREN Lambda BT LREEMAREA/NEN 6MB WK, BXEZE
B | B2 Amazon $3E FirehoseData i,

Amazon Data Firehosecurtly 73 #F4% H & 4&1% CloudWatch EIIL & # OpenSearch R B #F ,
R G5 CloudWatch HZ B EEHE HE|— Firehose id%E ™+ , H# B OpenSearch I & RS
TAEE—FERPEZSNINEESH. ENERFER , BUUERE CloudWatch HER A S #
OpenSearch BRSRYIT B IE R A

Splunk )&

MBEBFEARZHINEHN Splunk Kir TR , BREUT &I,

MRIEH Splunk FATE VPC & |, IEHR Firehose AILLIFRIE, BEXEZEER |, ESH £ VPC F
718 Splunko
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https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-es
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
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- MREFEH Amazon AF IS | HHEMRE 2 Classic %235 Application 5%, It
A, ERAKEMFIEEREZAN Cookice BRI AETHEANBNAEZESE  NARFAREE
ENARHEENZRKE (7 X) . BxIMIBITIIRIENER |, 555 C lassic Load Balancer 3,
Application Load Bal ancer B9 Duration-Based & iF#i,

- & Splunk FAER, EAT Firehose B Splunk FEHFEE 6.6.X HESFIRAH Splunk F&. B
KEZER , ESRERATILS# Kinesis Fireh Add-on ose # Splunk,

« WMR7E Firehose # HTTP E4 U &ES (HEC ) TR Z B EERE ( Elastic Load Balancing = H i
RE) , BELEAMMESIENLEF HEC B#IA (ACK) .

- BREEABERN HEC T,
- WRERAT HEC TH,
- RERBRNRIEE Splunk WEIFEEMRERRN, BXESEE , BSHAN HTTP SHRERNSH

REBN.

- RN HEC TEMNMASHEE T HEMESl

- MNRETF HEC TRHIRFR/EIRMAELEE Splunk , F2BHERHZER. WRAEERHA K
W, BIENE D E Amazon S3. KRELHWBTFER B HIE Amazon S3 # |, IXFER KA HI LR
KMo

- BRESLEH HEC SELER T REIEHEIA,

« 7£ Firehose 7i#Y Splunk B By B & #1840 HECAcknowledgmentTimeoutInSeconds B,

« £ Firehose 7K Splunk B B9t El B A RetryOptions TN DurationInSeconds &,

- RE HEC WETIRIR. BRBTRAKRERM Splunk EHEBIEN £REZH

- MREFEABEREERE , BREN Lambda BT RXIREBERAZKDNES 6MB IR, BXESE

B |, {52 ¥ Amazon Data Firehose ¥iE##,

- WRE N ackIdleCleanup B Splunk ZEIREN true., BRINBERT , BIREN false. EEFNIL

SHEIREBR true , THITUTRE

o XWFHEE Splunk =EE , BEA Splunk ZEFMNFREREH, FHBERT , MiFR Splunk ZEFA
ABH HTTP B4 UKESS , 7£ inputs.conf #F ackIdleCleanup iR &N true , HEIEHE
NEA T AEHN RG9S,

« XT3 Splunk Enterprise 2f& , ¥ inputs.conf X H# ackIdleCleanup ik
B true. XWTF *nix AF , XL F $SPLUNK_HOME /etc/apps/splunk_httpinput/
local/ To XF Windows AAF , 1L F %SPLUNK_HOME%\etc\apps\splunk_httpinput
\local\ T,

« X F £ Splunk Enterprise & |, 1™ inputs.conf X#H K ackIdleCleanup SR
BA true. XF *nix AF , XH{F $SPLUNK_HOME/etc/apps/splunk_httpinput/
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https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-sticky-sessions.html#enable-sticky-sessions-duration
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/sticky-sessions.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/classic/elb-sticky-sessions.html#enable-sticky-sessions-duration
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/sticky-sessions.html
http://docs.splunk.com/Documentation/AddOns/released/Firehose/Hardwareandsoftwarerequirements
http://docs.splunk.com/Documentation/Splunk/7.0.3/Data/FormateventsforHTTPEventCollector
http://docs.splunk.com/Documentation/Splunk/7.0.3/Data/FormateventsforHTTPEventCollector
http://docs.splunk.com/Documentation/AddOns/released/Firehose/RequestFirehose
http://docs.splunk.com/Documentation/AddOns/released/Firehose/ConfigureHECdistributed
http://docs.splunk.com/Documentation/AddOns/released/Firehose/ConfigureHECsingle
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local/ To XF Windows FAF , 1L F %SPLUNK_HOME%\etc\apps\splunk_httpinput
\local\ T,
« H{RTE Firehose MAIEEN IAM AT LLA R S3 R FMAFUAR A FHIEHRA Lambda BEX

(MRBATHEHR ). ki, EBERKR IAM BEE84A CloudWatch AFZAN B ERURELR
RAEX. BXEZER |, 550 Splunk B #RFEM FirehoseAccess

- EAWE S3HIRTFMEM (S3FM ) WBIEERIESIE Splunk , FEIEBR Splunk AP IREIN D
BBHITIRYE,
« 2RI ¥ Kinesis Firehose Add-on B Splunk 5&#ERZ,

HEZE Snowflake [A)&
AFNAT EA Snowflake ¥EN B Byt & WA B BHEE S TR

Firehose i 87 & W

WER A M@ S PrivateLink- enabled nowflake SEEHE A BIEM A BIZE Firehose KM , MK R Firehos
VPCE-ID e Toi&1ARl, XABERHAUTRERZ —S M -
« RIE¥ VPCE-ID, WiN&E RIS IR,

« Firehose T M P A X F L XA Snowflake URL. £ Snowflake Tk E{z 8812/t URL, &S
% Snowflake M4 T E ZFMELE,

« i\ Firehose EEREEZE T Amazon XEHEHN X+ 612N,
o MRRBHAREFEE , BFHKR Amazon XEAR,

R R

MR BB AREBMEIEH Snowflake X |, FRELL T &I, Snowflake 1& % KM BIBFER 58 %E
AR NERRBAEREE—E£HT S3SERE#E. UTR—LEEILNE RIS, BXERNKE
NZEBHIR , FSH Snowflake 2B/ HI4E 1R

« iR Snowflake.DefaultRoleMissing: F&k/REBIEE Firehose BN ABEEE AR, WRKE
& Snowflake A& , NEBRFGMINABIRENIEEHN Snowflake A,

« IR Snowflake.ExtraColumns: R NH TR ABRE AR EZ S , X Snowflake By IR A#HIE
#, TRIEERPFEFENG, #HEE , Snowflake SIBHEXD KNEN, NREREXRPEFES ,
BEANRLERMEAN , NEBREAEBREGTRIZHN A NESRENFFEHP S ZMHETE,
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https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-splunk
https://www.splunk.com/en_us/blog/tips-and-tricks/aws-technical-add-on-simplifying-error-data-re-ingestion.html
http://docs.splunk.com/Documentation/AddOns/released/Firehose/Troubleshoot
https://docs.snowflake.com/en/user-guide/admin-account-identifier#format-2-legacy-account-locator-in-a-region
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« £ixfLH: Snowflake.MissingColumns: F"/RHE TR AREF RS , Xt Snowflake IR AEIEL,
WRAFFBIIEZEIIEEE.

« HIRAKH: Snowflake.Invalidinput: 2 Firehose To AR AV i A B AR BENT N B XK JSON #%
XS, JRESKEXMER. FHER json BEREFRIER , RESRHUNES, 5|5, BUFH
%, Firehose B B{XZIFFEA JSON B ERICERERER , HF BT R JSON B4,

- IR Snowflake.InvalidValue: R NHFHRA RPN BRIBERBRIER , £ELXK, BREAAE
MEATPIEER JSON EBEE Snowflake RE N P EEARNMKIBRE,

- £IRAH: Snowflake.InvalidTableType: ZTRRF X7 Firehose AP EENRER, BAXZFN
&, FIFBIEEE | ESH snowpipe kIR Hl FIREAIRH,

® Note
FTieHFARER , MRERE Firehose REE
PR , M Firehose AJREBE 17 Fh = e N Fix L&
1l B 3 E €12 Firehose o

7 Snowflake B Byt E IR E XS A B

G
B, MRELHEMEBEIERER  WERH

BEE Firehose i & B9 A 3K 14 (7] &

MR Firehose APl BT , MIEFEHMITAT S ER KN i% S HY aA 1

- BREAPI FEREEBNRE VPC FMEH., KB VPC WATEREHEZEEIRE Firehose VPC g5,
ETHMEZELR , HSHY Firehose 5ft&#H. Amazon PrivateLink

s MBEHREBRBALMEREREFMWFIRE T Firehose VPC =M VPC , MEMNENIETUTH
SR BEMKIERE, T LUE Firehose % = M El 27 h #% F| Firehose % &,

- fH traceroute = tcping ZEM TERKRENKZBERRIER. WREAW , NBERELZHMEZIR
E

fian

traceroute firehose.us-east-2.amazonaws.com

qE

tcping firehose.us-east-2.amazonaws.com 443
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https://docs.snowflake.com/en/user-guide/data-load-snowpipe-streaming-overview#limitations
https://docs.amazonaws.cn/firehose/latest/dev/vpc.html
https://docs.amazonaws.cn/general/latest/gr/fh.html
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s MEETHEZZEEBBEUTHSEK , MEKE Amazon CA (IEBM AN ) RBEEEEE
H,

Hlan -

curl firehose.us-east-2.amazonaws.com

MR ERBSRI , MFEBEREIR API LLEE AP FRE T [,

HTTP im K BB HEE

RYT N ETELEE Amazon Data Firehose BB HTTP AT K BRMESHENEEBE N ( 2HE
Datadog, Dynatrace, MongoDB, New Relic, Splunk 2 Sumo Logic ) B IEN Y WS EHERR
$B, LogicMonitorfiATImE , FTEEAN BFREHA HTTP I K. W{RTE Firehose R IEER
IAM AT L E S3 R FEMEUARA THRBHIRN Lambda B ( WRBRA THBHER ) . 1A,
EFHRR IAM AEENIHF CloudWatch BEAMBERURERRAE. BXELSER , BSHAET
Firehose 17 F] 84w 17 < B #REY HTTP X R

(® Note
AFRPEEFTERATFLUTERM : Splunk, S OpenSearch ervice, S3 # Redshift,

CloudWatch B&

RBZNEWE ) S ACloudWatch HIEF, RAEAHE BREHIE RN T 2RMES,

BifrRr%E

ErrorCode: HitpEndpoint.DestinationException

{
"deliveryStreamARN": "arn:aws:firehose:us-east-1:123456789012:deliverystream/

ronald-test",
"destination": "custom.firehose.endpoint.com...",
"deliveryStreamVersionId": 1,

HTTP m R E Bk E o


https://docs.amazonaws.cn//acm/latest/userguide/acm-overview.html
https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-http
https://docs.amazonaws.cn/firehose/latest/dev/controlling-access.html#using-iam-http
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"message": "The following response was received from the endpoint destination.
413: {\"requestId\": \"43b8e724-dbac-4510-adb7-ef211c6044b9\", \"timestamp\":
1598556019164, \"errorMessage\": \"Payload too large\"}",

"errorCode": "HttpEndpoint.DestinationException",

"processor": "arn:aws:lambda:us-east-1:379522611494:function:httpLambdaProcessing"

BirRE KRR Firehose REB R Bix SAEZH A H HTTP Bk |, BRKE 200 MR K8, F=2 200
B 2xx MRt &S BFRRE. Amazon Data Firehose 5 MEL B K& Ui s UL B /Y 1 37 4% 75 F &5 T #Y
MR g icZEBEF. CloudWatch BHF Amazon Data Firehose @R #H TIERIBEBRHE R T B
FEFRMERBNERAT , At R EEREIEL Amazon Data Firehose B HTTP 1£ 55 R 1) B4k
RE. ATRENXEFENZEALNRBHEEEIN

* 400 : &R7RHET Amazon Data Firehose Bl E4ix , BAIEZNERFTERH, BEREGVEEGERN
url, BAEMY. NBESE. TRBANEHRET. BXMEERE , BZHBET B/,

« 401 : RRIEN Firehose RELEM FRIZAF EFDE K,

* 403 : &RRIEN Firehose FRELEMN 5 R B A TR HEELR BB EEN KR,

* 413 : &7~ Amazon Data Firehose KZE|m /R ERABAK |, mR L ELE, ZRHBEEE TR
R, BEBARHEILK D,

* 429 : k7R Amazon Data Firehose KX ERWER ST BRI AL ERNIER, Bid 1§ NE 4t ek
MIAZEPER , andlor BMEF KD (ENLTFEHRHRFSEERN ) o

« 5xx : RRNBIREFEEEBE, Amazon Data Firehose RS HE EEIZTT,

/A Important

EEZRT  BARLEENNNEHERY , B ER/RBHBNABHRRTETE , N8
FEREFERR RN,

Fo RN R

ErrorCode: HitpEndpoint.InvalidResponseFromDestination

{
"deliveryStreamARN": "arn:aws:firehose:us-east-1:123456789012:deliverystream/

ronald-test",
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https://docs.amazonaws.cn/firehose/latest/APIReference/API_HttpEndpointConfiguration.html#Firehose-Type-HttpEndpointConfiguration-Url
https://docs.amazonaws.cn/firehose/latest/APIReference/API_HttpEndpointRequestConfiguration.html#Firehose-Type-HttpEndpointRequestConfiguration-CommonAttributes
https://docs.amazonaws.cn/firehose/latest/APIReference/API_HttpEndpointRequestConfiguration.html#Firehose-Type-HttpEndpointRequestConfiguration-ContentEncoding
https://docs.amazonaws.cn/firehose/latest/APIReference/API_HttpEndpointConfiguration.html#Firehose-Type-HttpEndpointConfiguration-AccessKey
https://docs.amazonaws.cn/firehose/latest/APIReference/API_HttpEndpointDestinationConfiguration.html#Firehose-Type-HttpEndpointDestinationConfiguration-BufferingHints
https://docs.amazonaws.cn/firehose/latest/APIReference/API_HttpEndpointBufferingHints.html#Firehose-Type-HttpEndpointBufferingHints-SizeInMBs
https://docs.amazonaws.cn/firehose/latest/APIReference/API_HttpEndpointBufferingHints.html#Firehose-Type-HttpEndpointBufferingHints-SizeInMBs
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"destination": "custom.firehose.endpoint.com...",

"deliveryStreamVersionId": 1,

"message": "The response received from the specified endpoint is invalid.
Contact the owner of the endpoint to resolve the issue. Response for request
2de9e8e9-7296-47b0-beab-9f17b133d847 is not recognized as valid JSON or has unexpected
fields. Raw response received: 200 {\"requestId\": null}",

"errorCode": "HttpEndpoint.InvalidResponseFromDestination",

"processor": "arn:aws:lambda:us-east-1:379522611494:function:httpLambdaProcessing"

7o 30 BI 57 & F2 /R Amazon Data Firehose Mk R B #riZREI T RIMBL, 1R AREFE I SASE , B
Amazon Data Firehose fFIANERZIH AW , HNEFEFHHEBNEKE  EIBYEENEiRFLER
B, Amazon Data Firehose éJﬁTﬂA"ﬂfﬂjaﬂﬁ"ﬂfXLﬁ%M BNfEM R AIRZAS 7 200, INRIRIE
£ FF & 3B Amazon Data Firehose fyim = , 1HE B NAE , AEERKIBERINME R

LT R — L WM Toikme R 38 B DA R SRR 77 3%

« T JSON EBAFE : RATENEIN EBWMAESRF JSON RTEEAFHR. BROMNKRETAE
R0,

. Rk Requestld : ®RRMBFREBE requestiD,

 Requestld FIEHE : RRMAN A requestld 54 KK requestld FPCEL,

- RONEB  KRRPEFITENRAHEFR. HRABFRLARKT , MARFHH,

- #4 Content-Type #rk : RRMB R I E “NWREE : application/json” ¥rk. FEF HEA content-
typeo

/A Important

EERR : Amazon Data Firehose REESFEIE/L i ZI3EFE Firehose 5 3R e R A1 55 A9 i Ko
ﬂﬂ%fi"dvj‘ﬁ Wi ENE=FRS , BHAREHARZE Amazon Data Firehose W IEHAR R |, Z
WwRARSAERIERTE. #li , Datadog B9 Amazon Data Firehose s R =2 https://
aws-kinesis-http-intake.logs.datadoghq.com/ , MELABWKRE https://
api.datadoghq.com/,

HiH LR iR

THEFIH T EaERABNE L,
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- f/IRAE : HitpEndpoint.RequestTimeout-F& & i A B A A BT 3 5%, MREZBIRNME
E  BREEBRRSWEEE, MRETSENNEE , FHRRMEE , WRAIRE JUXEEM
BHERAE R ATE (B EHRER , NTTRADEIRIERGENEIE ) .

. £8i%fUHB . HitpEndpoint.ResponseToolLarge-R RMB A K, BIEFRLIERHI IR AT N F 1MIBo
- #5iRAHE : HitpEndpoint.ConnectionFailed-R AL EZSH BN IR RNEIEE. XUHEEHTEREN
url FEEHELEIR , Amazon Data Firehose o3& TG RIR A |, 3 & ik =8 R E #8215 SR AV BB 3T <

- iR : HitpEndpoint.ConnectionReset-RRIEZEE R , EEHHEREEST RRF,
- iR : HitpEndpoint.SSLHandshakeFailure-R R EFE AR B im KT/ SSL EF.

MSK As Source [BBiHEE

EFNE T EH MSK As Source BRI E LK [ BEESER

(® Note
BRAE, #ifs S3 XMNABNHE , BSHRMEN IS

hose 8% KW

WS fE A MSK As Source B hose I AN , FREU TR :

- RER MSK £BRBLTENIRS
- MREEANELEEE  FBAEH LN BEES T,

MREEANRLBEE  FBAREF LN AT IR EH .

- MBREBEANRILEERE  FHAMMETRRENER | 2K 1T Firehose SIEFAEHEE, Bi5
S5 : MSK Bk 1R,

- BRFEEFNAGENRMNERN EFT P EIHIE,
- BREWN VPC Z2ARAWERARBEYERS|ISHRSHERANKD.

hose £
WRIEM hose A FEFERS , BREL T

- RER MSK £8#RBL TEIRS
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https://docs.amazonaws.cn/msk/latest/developerguide/aws-access-mult-vpc.html
https://docs.amazonaws.cn/msk/latest/developerguide/public-access.html
https://docs.amazonaws.cn/msk/latest/developerguide/mvpc-cross-account-permissions.html
https://docs.amazonaws.cn/msk/latest/developerguide/port-info.html
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- RERTBERESHFE. NRETBEMBRAZHOIE , NELBMERHEFH IR Firehose o

hose &

%8S BytesPerSecondLimit 8170 XHEH EENRIAREZERFELN , WE
DataReadFromSource.Backpressured 7 1,

- MRERK[ET , BytesPerSecondLimit i5# & DataReadFromSource.Bytes f5#rH iR & RH
- ®EH CloudWatch &, B#riEHR. BUIRHRRIEFRNE X HIRIERIAERI.

HIE A E A ET
BRI 6 E TR E

* Firehose BIEFEACKNNBERITESREFHE, N TEAREFES~ELZRE
# Kafka WAE BE BT EFIZ R ES |, HF Kafka TENEBREEERERN
message.timestamp.type=LogAppendTime,

MSK £ &% # [ &

DT ERREA T MARIES MSK S8 RIERE, BXIRE Amazon MSK BF iR FHAES , S
Amazon Managed Streaming for Apache Kafka Developer Guide F#Y Getting started using Amazon
MSKo,

ERITS MSK & RERE

1. B — Unix-based ( &IF= AL2 ) L S# EC2 35|, MRBEEH LNBERHAT VPCERE , N
BHEREN EC2 XHIER— VPC FiE1T. —BRBIATA , SSH EZFZEH, EXEZER ,
EZ 1 (Amazon EC2 AF1ER) FHAHIE,

2. BEZETUTHS, £H Yun RGBEERZE Java, BXEZER | 52 (Amazon
Corretto 8 AAF#8R) FH L1 EA,

sudo yum install java-1.8.0

3. BEZETUTHSZEE Amazon &FF .

curl "https://awscli.amazonaws.com/awscli-exe-1inux-x86_64.zip" -o "awscliv2.zip"

hose R FE 334


https://docs.amazonaws.cn/msk/latest/developerguide/getting-started.html
https://docs.amazonaws.cn/msk/latest/developerguide/getting-started.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://www.amazonaws.cn/cli/
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unzip awscliv2.zip
sudo ./aws/install

4. ZEITU T @5 T Apache Katka B i 2.6* MRS,

wget https://archive.apache.org/dist/kafka/2.6.2/kafka_2.12-2.6.2.tgz
tar -xzf kafka_2.12-2.6.2.tgz

5. %% kafka_2.12-2.6.2/1ibs B , ARETU TS LT EH Amazon MSK IAM JAR X
#,

wget https://github.com/aws/aws-msk-iam-auth/releases/download/v1.1.3/aws-msk-iam-
auth-1.1.3-all.jar

6. 7E Kafka bin X#®& 6l client.properties X,

7. ¥ awsRoleArn &i#tJ#&7E Firehose SourceConfiguration FEANA® ARN , RERIE
EPRNE, RFEN Amazon EFAFKAA®awsRoleArn, Amazon ZFiwA P HZHAA
BERLEENAE,

[ec2-user@ip-xx-xx-xx-xx bin]$ cat client.properties

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required

awsRoleArn="<role arn>" awsStsRegion="<region name>";
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler
awsDebugCreds=true

ssl.truststore.location=/usr/lib/jvm/java-1.8.0-
openjdk-1.8.0.342.b07-1.amzn2.0.1.x86_64/jre/lib/security/cacerts
ssl.truststore.password=changeit

8. ZEITUT Kafka ap 5 LABIH £, ﬂﬂ%@E’JLE%AAE’J )& F 22 2 3% = Bootstrap AR5 85.
MEEHEZRILEW , NEFERAFAE RS Bootstrap fRE 25

bin/kafka-topics.sh --list --bootstrap-server <bootstrap servers> --command-config
bin/client.properties

WMREREY , WEMZSBRRUTUT RO H,

[ec2-user@ip-xx-xx-xx-xx kafka_2.12-2.6.2]1$%$ bin/kafka-topics.sh --list --bootstrap-
server <bootstrap servers> --command-config bin/client.properties
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[xxxx-xx-xx 05:49:50,877] WARN The configuration 'awsDebugCreds' was supplied but
isn't a known config. (org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx 05:49:50,878] WARN The configuration 'ssl.truststore.location' was
supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx ©05:49:50,878] WARN The configuration 'sasl.jaas.config' was supplied
but isn't a known config. (org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx ©05:49:50,878] WARN The configuration
'sasl.client.callback.handler.class' was supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx 05:49:50,878] WARN The configuration 'ssl.truststore.password' was
supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx ©05:50:21,629] WARN [AdminClient clientId=adminclient-1] Connection to
node. ..

__amazon_msk_canary

__consumer_offsets

9. MREEZITZRIRIMARNBEMEMRIE , NFERIEEPIREN S| SRSHREEWUBEZREERA
HiEl. AMITIIERE , BULTEFER telnet ELWZARRF , WU TH TR,

sudo yum install telnet
telnet <bootstrap servers><port>

WMRERKY , BFREUTHE. XEREEATLUEER A4 VPC FHY MSK &5 |, H5|SR
SHREEERALSITER

Connected to ..

10. MRERFEY , MBERESLRN VPC Z24H EMAMN, Hltn , BRI AEALHRM EERANUT
B,

Type: All traffic
Port: Port used by the bootstrap server (e.g. 14001)
Source: 0.0.0.0/0

ME—FR, Eif telnet iEE, MREMATEEZED Firehose EZPARKM |, NFBKRER
Amazon Support,
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/security-group-rules.html
https://www.amazonaws.cn/contact-us/
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Amazon Data Firehose B i
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