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CREMT 5EHM Amazon BRS ( 10 Amazon IAM, Amazon Directory Service for Microsoft Active
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FSx for Windows File Server &R : X4 R4&, 2NN HHE

XHREMZ DR Amazon FSx R EERR. XHRGEA THERM B XHFX4R, XHRE
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® Note
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BE , RERANMENESHAE, BRUMBRHRENERE. BNER IOPS MIEWHEEL , LUBRE
TN THEREER , HELREERVLERNBF R,

Amazon FSx B9 E M
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Cloud FiE1T,
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- EHRIFZEM Active Directory B & : IR EE EZHH M Active Directory BB % , FATEWERE
FH&HY Active Directory BB RF4E1E 1T Active Directory BiIF T B, MREEZTRIET EfEIE
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Windows Multi-AZ X8R £ TERE , BRINBUWERAXHRSE. BXEZELR , BSHE A%
FMIFAH : Single-AZ LLK% Multi-AZ XHFRS,
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ERTFHEHMAFHRIER Amazon Web Services Ik RR , BRIE IAM BF. A THRIPEH IAM A
P, BB A MFA #XE IAM AR EFHRITESFTENNR,

EXRGIEMNRT IAM AFNEZER | 52 (IAM BFER) FMUTESR :
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HRBFE , EPHIAEEE , ABEER Launch Instances,
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/A Important
FiREELBI LKA GIENZ AR ID. £ Amazon FSx XHRER , BFEEZ
IDo

E , ZHIERB , B LUERETEGI T,

HIR 3 EEERERY S

EEEED| Windows K6l , BAFRZNKREERZD , AREEAZEREERZSNHEELLR
B,

EEAKFPHNEHEURTIREREWIES, Hl0 , EiEH Administrator |, SEiEF Administrateur , 5
ZFiENA Administradore BXEZEE , 2% Microsoft TechNet Wiki 7 #J Windows &2 & itk F° /Y
Kbt & #o

MRS CFFEFI A B , WA LEEAEIE Amazon Directory Service ® TE WY 351 5 IE SR E £ 2 B H9 S2
fl, ERREHEXREL , TEFAXBITENBEMMERNFE, ik , FRAEEANTEREA
FPEMZKF BB, HI , corp.example.com\Admin,

& BhEA T Windows Server IBERS (0SS ) WFAE , AIERB#ITHEMEREZEUHTEE,
EAT Windows Server B A[iEAEE LK Windows 2 ME S, MREZEEFFTHEN
L ERRRERE , NXAAWERZRERERS (RDS ) FAiE, MRBAF=ERE  FrE£HEIR,
BEXEZEE , B2 Configure the Number of Simultaneous Remote Connections Allowed for a
Connection,

5/ RDP & FimiE#£ %] Windows £ 4

1. 7E£ Amazon EC2 ###H|&H , 1EFXH , A/F%EE Connect ( 3EE ) .
2. HEEHZIEHEHINEESD , RFRIER (FBEXRFBH/LoH2EFTTH) .

3. 1% Browse S M EZR B oI RHIT TR ZNAB BHA XM, EFEXMHHIEE Open (7)) , A
EFHFNEHBHRNBEHZE Contents ( IR ) FE&.

4. %3 Decrypt Password, 2% & FEEZIEHRFIFNFEPERKRFNRINEERRD , 2F
S BT R IRENE 1S 5 12 B 9 SERR R L.

5, EBRTRNEERRN  SURHESHTHWR. FEEAILRDEESH,

6. 1% Download Remote Desktop File, ZRHIN BB RBITHARRF rdp X, AAPIEFER T
o TERG , AIIEERRE | Bk AEE RS EHIXEE.

H]R 3 EEIEHRH 14
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- MRERT rdp XM, BEMETHE R, AT rdp XHUE RZFEE,

7. BRI KBS BHIZEEERAERA. B UASSEETENXG,

8. HWERZRREN , FRARERGENEEAK,SNEZERREF N BB EFIZEN, NRE
# Remote Desktop Connection ( ZEERHER ) ELRE TEEAKS, , BUEEE %R Use
another account ( EAHEMIK, ) &I , AEFHEAAFBNEE,

® Note

AR EH B ABS TRELSBRTAEE, NREEREZMIBE ‘Password Failed ( 18 %
W) "EiR , BEEHFHRBRARBE,

9. HTEXRIPHEREN , EAURLEE —KRES , BHEETZERIIZRSIUEH, BEAUTS
BRRIERBITENNIRR ; 5 , MREEEZIED , NEZEIEER Yes ( 2 ) = Continue ( £k
8 ) BAKRERIRE,

a. WMRMKEIETEM Windows PC £ Remote Desktop Connection , i&i%£$F View certificate, 4l
RIRIETE Mac LA Microsoft Remote Desktop , i5i%1F Show Certificates

b. %% Details ( B4HER ) EW~ , H @ TR E Thumbprint ( 4 ) %& B ( % Windows PC
+ ) =% SHA1 Fingerprints ( SHA1 84X ) %&B (& Mac £ ) . XRZEFRITEVNNTLIEBH
uﬁ_*/j_‘i/qﬁo

c. 1£ Amazon EC2 BHl&H , &FZLHI , % Actions ( 1 ) , REIEF Get System
Log ( KERGEAE )

d. ERZHAEHHED , ERFFIEH RDPCERTIFICATE-THUMBPRINT % B, MR K ESIEH
HIESTE | MR REERIE T BT EN PRI,

e. MWMRIEEEM Windows PC i Remote Desktop Connection , i&IRE E| Certificate X1 iF1E
HikE OK, WMREIETE Mac EEA Microsoft Remote Desktop , &R E % Verify Certificate
FHi%# Continues

f.  [Windows] ¥ Remote Desktop Connection & 0 Fi%#¥ Yes & B RAIEH,

MiE , BEEERIEH , BELUFESHIINA Amazon Directory Service B &,
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58 4 & GBI A BB Amazon Directory Service directory

LTERERERERT AFFHIMAE Amazon EC2 Windows =410 A #&# Amazon Directory Service
B

FF Windows =40 A ¢RI Amazon Directory Service directory
1. FEREMZEESEDE P imEEEISEH6),
2. TEXHI LITFH TCP/IPv4 = IPV6 & X 1EHE

a. ¥ FF Network Connections.

® Tip
BRI LAESRB ENG SR REIETUT &S , E#EITH Network Connections.

%SystemRoot%\system32\control.exe ncpa.cpl

b. IAEMEEAMGEEN LT (ARET ) XE , AREREM.
c. HEEEBMXFES , 77 (NE ) EERMIPARAE 4 HEBRMIHIRE 6,

3. (AE ) EZFFEALT DNS Rttt |, fF &% DNS RS2 F% A DNS RSt ut BN Al
Amazon Directory Servicefz it #) DNS BRS528HY IPv4 = IPv6 thiit , RFEFREE,

4. FIFARGINREBUINEE , AR UTENBHIETF , REERER

® Tip
A ATESS | EMN G SR RFIET TS , $TFF System Properties X iE4E.

%SystemRoot%\system32\control.exe sysdm.cpl

5. £ ‘R HEH , &R 49, B A Amazon Directory Service BT EREBMH , REERE ‘A
E”

6. HRGERTAABEEANBENNEDN K WMASEAKFNAFANED,

%4 % FEEHIIAZEE Amazon Directory Service directory 16
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® Note

B M AN T2 REB S NetBios B, AERMARFL (), RAEWARAFRE (&
AflFS Admin ) o #lE0 , corp.example.com\Admin = corp\Admin,

7. WEREMABKESEZE , ENESROIEEREN.
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BB FEH,

WM |, BB I AIZE , BRI LLRIEEH Amazon FSx XHERE T .

FSE 5, CIENHRS
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1. FTFF Amazon FSx ##|& , MutH, https://console.aws.amazon.com/fsx/
2. EEFIERL , ERUEXHERGEUBINHERECVERDS,

3. HEEBRNMHRSFEBETEL | EFBFEAT Windows File Server B FSx , ABEERT—%. SRl
BNHRETNH.

4. NTCIEFZE , EHEIFECR,

XHREFAER

1. EXHREZFACERDTP , AENXHREGRERE—INER. TENHERAEILEERNHITE
BANEE, BHRZULER 256 4 Unicode &, ZERFMBFZURBHRERF +-=._:/

2. WFHBAM | EEMU-AZHSingle-AZ,

(® Note
Multi-AZ FE (b3 ) KEFREXHFRE,

« EREBEBEMUt-AZAT BB T AXF T ANXHRS, HiETZ#EF SSD M HDD 7%,

« Single-AZEFHERBELENATARPHNXHRE, Single-AZ 2 REFH —RVE A AX M4
R4, ©X%¥# SSD M HDD =%,
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BXEZEE , BESH TAMMBFAM . Single-AZ LAK Multi-AZ XRS5,
3. B LAEFMEE AEE SSD = HDD,

FSx for Windows File Server 2t EAESE ( SSD ) MERIWENES (HDD ) FM KR, SSD 174#
TRMERS. NERKHBEN IEARMZILT , BREEEE. BEELE IEASNEIED TR
FfEF. HDD F#E A IEAEMIET , BFXER. ARSI IX4RAZURARTEERER
. BRESEL , BSH X THE@EEE,

4. XN TEE SSD IOPS , &A% “B3h” = User-provisioned =",

EixB B3 ER |, FSx for Windows File Server 2 B3 B &/ SSD IOPS |, % GiB WE#RA
ER#FN 3 SSD IOPS, MRi%#R User-provisioned = |, F#i A 96—400,000 SEE A EEE
o ZEERI (FERLMILE ), XETEI (HBBRMN ). ZEFRI (BEXZEBMN ). BMBX
(BRZ ), AKX (FRR ) ARTAR#X ( #03 ) B SSD IOPS g% EZE 80,000 A £,
BXREZER , B5H % SSD IOPS,

5 NTFGEHEAER , BRANERENTEFEHEE  LLGB M, MREFHANE SSD 748 , ERA
32 -65,536 SLEINWEEEE., MREFEANE HDD & , B A 2,000 — 65,536 SEE N E
EEY, tIEXAHRSGE , BUUREZEERMNENGE#HEE, BXESZEE , 5N EEFME
B5E,

6. REBFUHEIRENRINRE. FHEINRRE XM RSN XHRS S T UAFERARIENIE
B, BUNEHENREETREARNFHEIE. UREFEENFTHEHBIEWNERED |, Bk
BRIEEREUMESD , RERE—ME, BXEZEE , BZS I FSx for Windows File Server Mg,

(® Note

BEBRANKHRIEL , MAHiEEF 32MBps AEANELHED, BEXESER , HSH
ERAXHHREITHERFLRTNHR,

BIBNHRS R , BUUREFERMMEXELRED. BXEZEER , BE5R EEFTHEN,

M &&amp; £

1. EREEZ2HD , ERESXHRSEXKMN Amazon VPC, EARAITLIH , 7 Amazon
Directory Service B % Amazon EC2 3= 41i%#2 = Amazon VPC,
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FF VPC Z24A , ATFENEIA Amazon VPC HEIAZ A CRMBZFI AP XHERS, W
RERFEARINLZSE , BTRRBIERNZSASEN XHRSENTF Amazon Web Services X i3
MENWZEAD, NBREET EC2 X EXHRGEERE , FEEEMERZESADRRMUTHN

a. AT AWEME WML R F LT wRO,

Rules iw O
UDP 53. 88. 123, 389, 464
TCP 53, 88. 135, 389, 445, 464, 636, 3268, 3269.

5985, 9389, 49152-65535

ANEEERTHRIXGRENEFRHITESSHIKERM IP 224 ID,
b. AMEWLHAN , AFFAEREROEBEMAXHREM Active Directory. ALt , BHITUT

BiEz—:
« RTFHMRERBSEMN Amazon 3% AD B R <BHNZ424 ID,

- AUFEREREESEBTEER Microsoft Active Directory iR #1285 <Bk#Y IP ik,

@ Note

EREEBERT , B2 LBk 7 BMIAMZREHH Amazon Managed Microsoft AD 2448
AN, MR , FEARLLLEEGLENARTEN Amazon FSx XHREHREA LN
N, BRVENAUEANNEZFER , S5 (Amazon Directory Service EXEIERE) H
#9 Amazon Managed Microsoft AD % R%& 4

BXREZER , 52K £/ Amazon VPC #ITXH RS LRI EZF.

3. Multi-AZ XHRGEE —NEXHRSH[N—IMRANHRSESE SN ESHEFVTESHNATRAXM
TR, MRECE Multi-AZ XHRSE (FSRLTWS )  FAETXHRSRERTETFRE ,
NEAXHRSREREER FRNE.

WMREGE Single-AZ XHRE , THAXHRGEE TN,
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4. XNFMEER | EEFR IPv4 ({NZH IPv4 ) = Dual-stack ( FIBYX3F IPv4 §1 IPv6 ) . AIBERTEE
WAEXHRENMERE, BXESEE , TS50 ERWKEE,

@® Note
0 SR AR T E 6 22 A XU AR XA FSx for Windows File Server IR EE |, M AT ER
&1 VPC FF M4 B Amazon-provided —4 IPv6 CIDR $k, BEXEZEE , ESH
{Amazon Virtual Private Cloud 88 HH R VPC A0 IPv6 X,

Windows & 155 iF
¢  XF Windows BRIE , AT RIERE :

MBEFHRZEMAAmazon HEEHK Microso ft Active Directory 13 |, i5i%#¥ Microsoft SE3h
Amazon Directory Service B FZ3TE Amazon , RAEMNIIRPERENE R, EXEZER , S
¥ {8 F Microsoft Active Directory,

MR XHRSEMABREEN Self-managed Microsoft Activ e Directory 13, , EiE#E
Microsoft Active Directory , AR NIRIVES B RIRBUTEAEE, EXESZELE , HSR FH
BT E M Microsoft Active Directory.

« Active Directory I E£BREFH A,

/A Important
X F Single-AZ 2 NFFTE Multi-AZ X#R 4 |, Active Directory i3 & T RE#ET 47 4
F&. R &IERTEE T Amazon Directory Service 1 B1TEE#Y Active Directory 13
o
Amazon FSx EEA IR EEEERETZRA DNS IP i, FXEFEN BBMM 31T
i, HA Amazon Virtual Private Network VPC 332 Amazon Direct ConnectH &
= Amazon Transit Gateway ><Bx.

- DNS fr5528 IP #hik : 38R DNS ARS5 8889 IPv4 =X IPv6 b3t
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https://docs.amazonaws.cn/vpc/latest/userguide/vpc-migrate-ipv6-add.html
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® Note

DNS fRE 254478 A EDNS ( Extension Mechanisms for DNS ) , #1582 EDNS ,
XHERGARET AR,

« Amazon FSx AR X#H4REMAER Active Directory FRE K F I EUE, A@E U TE—FRN
PR X LB AT

« I£IM 1 : Amazon Secrets Manager % ARN-Z & & Active Directory 13 E fR ik /2
HWAFBANMRENZH. BXEZEER , FZR FRFMEE B FREIUE Amazon Secrets
Manager,

o ERIM 2 MNAEF
« REKSFAFHE - BA Microsoft Active Directory FIRES KA B, B2 2SI BHR

B, Hlan , 33F EXAMPLE\ADMIN , X {# A ADMIN,
o RSKFHE - RS K FD,
(HiE ) HEAHT (OU) - XHREEMANWHL L TH A 2 HEZFR T

(k) EEXHREEERA - Active Directory R AL E BB X HREWAN BT, BRIA
HAAHEER, BREZEELR , 21 Amazon FSx RE K.

&, &wit#iFE ( DNS 58 )

1. XFE , EFEAT Amazon KMS key B X4 RGP ESBENNBELH. SU0ES N HA
S7E ARN KRR HEEMN EBRilaws/fsx ( BRIA ) Amazon KMS, BIEZAREFEBENZH. B
XEZER , FSH B BENE,

2. WTHFIF-Wik, MANANBEAXKFERFIT. BRXEANEEXHTRFITNESR  HSREA
XA REIHEREL ARG

3. HEHH - JIEFRALESEXHREXKNAE DNS 3l&. SN 3ENEXLANTLRESR
(FQDN) ., BXEZEER , 52 E¥ DNS 5l &,

CanpiE:ia

BXREBHEIRONATHRENESRES , TSR EHAZHRTF ENEE. .

1. SHENZHRRINEH. MREFHFE Amazon FSx BRANXHREH#TEHZM , TARAR
B
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2. WMRBATEHEN , WEERARAEONNBEERANHTEDRMD. BAUFERARIAED , 11
DUk REE TEREN B2 & A E O FFBetE,

3. XNTEHZMREL , AL 30 RWBRINRE , AT UGB —/MNTF 1 B 90 K2 AN
& , Amazon FSx FEXBRNBENREXHRENEHEDEZH. LEETERATAFRBHNEZR
=M Amazon Backupifl TR & 2o

4. XWFHRE -1k, BUURABNERGHRIRNME NGRS, REREXD K NENRER |, 88
BHYPEEE, HFENERXHRE. BXEZER , 525 I Amazon FSx #RIERE,

iij:¥-|:_b':o

REENEE , RE6IE

1. REUEXHARSNEHLERNXHRERE, B UEIQEXHRE R ATMESARTEB K
MXHRFRE (HESE ) . BRUBRXHRE,

2. 7 Amazon FSx RIBNH RS R , EXARERFHRNIRPIEREXHRE ID AEFFHARE
Bo &EMM, RABRENENLZ LR LIS T XHREMN DNS B#, EUATIES , BFFE
REeRFHEMEE EC2 L6,

SR 6. BN X HEZ M E 2= 1T Windows Server By EC2 3245

W7 , BOLUFL S FSX XHREEKF S MA B ZRHWE THE Windows B Amazon EC2 =4
. Amazon Directory Service X R ENBMEXHRENBHRTRE,

A GUI Fxx =M Z] Amazon EC2 Windows 32451

1. 71£ Windows =6l EEHXHHRZ 8] , BFE51 EC2 RHIH-FEMAZRHNXHREEMA
B, Amazon Directory Service for Microsoft Active Directory B 1Tt , FM < Amazon
Directory Service EIE1EME) FERUATHEREZ— :

« T A Windows EC2 3E4l
« F3MA Windows L4

2. EEIEBHNZHl, BXREFMAER , HSH (Amazon EC2 AF#ER) H# Connecting to Your
Windows Instance.

3. EEE , I XHRREER
4. HESMERT , IANEHETX (ARED ) XE , REEERGFMERZ R,
5. NEHEBFEFE-IPRIB[EF

HUR 6. FFEH X HZREF)IZE1T Windows Server #y EC2 324l 22


https://docs.amazonaws.cn/directoryservice/latest/admin-guide/launching_instance.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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6. J&AILAGER Amazon FSx ZBLRYRRIA DNS & PREk fiE A 812 /Y DNS 7:']%5!%59&%]‘?14‘-%\4.,0 b3
BNANIERARIADNS EMRFAXHHRE, MREMFEA DNS JIEMHFXH4HRE | BESHAER
DNS 5 & 5 B %3z,

FEXHRpi ASXH RSN DNS BMMEZEM, BIAK Amazon FSx HEH B \share, R
LAfE Amazon FSx ] & https://console.aws.amazon.com/fsx/, Windows 4IRS 28 > WM& H
Z 29 R & DescribeFileSystems API @55 CreateFileSystema 5 3 F) DNS & #fo

« XF A Amazon FEE Microsoft &3 B % Single-AZ I3RS , DNS Z#I T AT Ro

fs-0123456789abcdef@.ad-domain.com

« XTFIABRERE Single-AZ B Active Directory B934 R 5 LA R 4T Multi-AZ X R4 , DNS
BHRWM TR

amznfsxaallbb22.ad-domain.com

Hlan | & A \\fs-0123456789abcdef0.ad-domain.com\share,
7. EBRXHRAERBNZEERRNENREE K RAEEBRTK.

BT7TH, FHEBEAXHHRE

W , BERXHHEZMGE I ERIKAE |, &7 LUEREM Windows PR RV EA E Atk B K — 462 F 1R/Y
I'{q:/\?-o

HEEBEAXHHE

1. I RERNARRERSR.

2. BEXXREFRFTEEEANS. B : Hello, World!

3. FXHREFIXHHENRIREZN

4. FERXHRREER , SMEIEH T EZHRBIRIRIREH IR,

BT7H, REEEAXMHHEE 23


https://console.amazonaws.cn/fsx/

& AT Windows File Server ¥ Amazon FSx Windows f FER
FIR B8 R NHRSE

Wi , LTI RERER Amazon FSx XHRGERENHHRE | Ba LN ERTEMD. HIAER
T2EXHREHN 30 2HZ2ONRT A CESERG, BETUENCRRAFEINED. BHE
BEZHEXNTFNRE, BRXEDENNESER , FSREN

BEEE AR AFREEND

1. 3TFF Amazon FSx ###|& , Mk, https://console.aws.amazon.com/fsx/
2. MEHAEBHEHRY , EREENHET BN XHRENE R,

3. EXHRSGHNBRET R , ERUERMD
4

EITFHORRONEESR , NEORE-NER. LEBNRKRZALES 256 1 Unicode F& ,
TEREE., BFNUATERFRF +-=._1/

ERGEZH.
6. BEEBFIXRFHMAERHE  UEREXHREIMEREH , BERZH.

o

EORHZONEES , QIEPHNROFRENERCRE. XARFE/LD ISR, JFZ0ATHER
B, RS E RN AT,

E9L, FEAR

SERALI G , BNERRBRUTSREERRRHRFEH Amazon k.

BERIR

1. 7£ Amazon EC2 #B#l& £ , KILBHNXHl, EXEZEE |, 55H (Amazon EC2 AFER) #
HY 4R 1E 324,

2. 1£ Amazon FSx £#l& £ |, BIBRREN XU RS, FrIEBaIRHOHLBaIMER. B2 , &MHEMRER
FMEFFHRENEZ D, U THIZHAEECTRNELIE,
a. ITFH Amazon FSx #Z#l& , Mk A, https://console.aws.amazon.com/fsx/
b. MEHAEEZEHHIRD , EREENNEI VBN XEREHE.
c. XFIRME , EEMBRHRE,

d. EIFHRRXARENEFES K LERBECREREN. eE0E  FRHKLAZOHNSE
Mo FIE B3I tIZR &0t MR,

SR8 BRONXHRE 24


https://www.amazonaws.cn/fsx/windows/pricing
https://console.amazonaws.cn/fsx/
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/terminating-instances.html
https://console.amazonaws.cn/fsx/
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/A Important

AUMNZ B R OZHRXMGRE, FHREXER  BNBUECRERLRMD, NRE
E—BRAEERIATFEET , WM BRI &0 ME M F 302N &0,

HEXHRE ID ErPfa AZ M BRAY X4 RER 1D,
M BR S R EGE

2 Amazon FSx MIBR X R Gent , HERBIERT RS SE RN EEMER, EHIEARS R
TBEE TR RS

W, BSR4 REFH A RNEMNEZD. NEMNSMERF , BEZH.

HEGEERD  ERSERBRNXHREEFEEXHRS ID WAERHG , RAEEERERE
%o

REHITIT R BRZ X EAE, RIFEFFIERMDH ID WERE , REEEMRZ M.

&1 Amazon FSx X RS MK B3R5I EMIER.

3. EMIBRA AL 8IER Amazon Directory Service B % , i52 @ € Amazon Directory Service &
BiSm) P HIBREN B R
%05, REAR 25


https://docs.amazonaws.cn/directoryservice/latest/admin-guide/simple_ad_delete.html
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T 8] SR Y 38

ISR BAMAS 3t F 2 3 BRI o 68 A B M SIS 9 B P om M 75 0E R 15 (R 8 HY Amazon FSx X R 4e.

Amazon Web Services =

£l

. XENEFIRK

- MAZPIGRIEIE Amazon Web Services =
o A7 B SR iE

- {FARIA DNS B#iERIIE

« XEFPHERNHRS (DFS) HRZEE

- £/ DNS 3l 85 R 4R

- FAXHREIFREIKE

- DI, FH. MRXH4HRE

X E i

FSx for Windows File Server X3RS 85 HEMR ( SMB ) HARA 2.0 - 3.1.1 , iIXEE AT LR SE#b
ZERITEXRPIFIBRERSERIEZEHRS,

Amazon FSx X #F#E R LT Amazon 1TE L4 :

» Amazon Elastic Compute Cloud ( Amazon EC2 ) 341 , 23& Microsoft Windows., Mac. Amazon
Linux 1 Amazon Linux 2 3K6l, BXEZEE , B5H RHXHHE,

+ Amazon Elastic Container Service ( Amazon ECS ) 588 BXEZE L , 51 (Amazon Elastic
Container Service FF R A R 1EF) H#Y FSx for Windows File Server %,

» WorkSpaces il —ETHMEZELR |, HS ¥ Amazon BEXE “7£1I 5% WorkSpaces_E i
FSx for Windows File Server for File Server,

« WH#h AppStream 2.0 35l —ETHREZER , 58S Amazon BENE “EL 5# 2.0 FEAL
j#h FSx”s AppStream

+ £ VMware Cloud #iz1TH) Amazon SMEFRWELIN — BETHEZEER | F5 1 Amazon BEFX
E £ VMwar e Cloud Amazon 8 d A FSX for Windows File Server Ff# M Z 304,

Amazon FSx XIFLATIBRERS
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https://docs.amazonaws.cn/AmazonECS/latest/developerguide/wfsx-volumes.html
https://www.amazonaws.cn/blogs/desktop-and-application-streaming/using-amazon-fsx-for-windows-file-server-with-amazon-workspaces/
https://www.amazonaws.cn/blogs/desktop-and-application-streaming/using-amazon-fsx-for-windows-file-server-with-amazon-workspaces/
https://www.amazonaws.cn/blogs/desktop-and-application-streaming/using-amazon-fsx-with-amazon-appstream-2-0/
https://www.amazonaws.cn/blogs/desktop-and-application-streaming/using-amazon-fsx-with-amazon-appstream-2-0/
https://www.amazonaws.cn/blogs/apn/storing-and-sharing-files-with-amazon-fsx-in-a-vmware-cloud-on-aws-environment/
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* Windows Server 2008, Windows Server 2008 R2. Windows Server 2012, Windows Server 2012
R2. Windows Server 2016, Windows Server 2019 # Windows Server 2022,

« Windows Vista, Windows 7, Windows 8, Windows 8.1, Windows 10 ( ‘@f&# Windows 7 H
Windows 10 S HE#& ¥ WorkSpaces ) LA Windows 11,

« A cifs-utils TEM Linux.

*« macOS

M ZRA B #3E Amazon Web Services =

N Amazon FSx X4 REEHMEERLFE S ( VPC ) KB, TILAARXEBRE | HE8 7 U4
%45 VPC HHY{EALE 58 FSx for Windows File Server X R 5%, Bt LML F A [E Amazon
Web Services I 5 Amazon Web Services X8, SXHREREH VPC HRIEH X4 RS, B
TUT & F#RB 5 E FSx for Windows File Server #RHERI |, BEEEHREE NG REMN
VPC Z24 , MEHRENEERETUEXHRENEF KBRS, BXAFEAMEROGERS
HNWEZER |, HSH FH Amazon VPC 317 XX R & iR 2,

WO UUMNEXHRGEMNTRE— VPC A Z IR IwiFE FSx for Windows File Server X4 R %t

T&RWBAT Amazon FSx TRMNEBNZIRHEFNEFFHHTHRINRE | EABRT XHREH
BIERtE .

EAMT. 5 2019 £ 2 A 22 AZHIGIBM 15 2020 & 12 58 2020 & 12
HRE B 17 BzritlE A 17 BzRAE

N XHR S NN RS

BIE RS

o v v v

BB HRE

B VPC WEE v v v

CIDR #iE#

IR RS IP #4H% RFC

i VPC y%E8) 1918 FaE P IP HULEEN

CIDR wEEAES  F CIDR KHSE
" B 5 -

Hfth CIDR =3¢ 198.19.0, 0/16

=g . 10.0.0, 0/8

M A EB B %k HE Amazon Web Services = 27


http://www.faqs.org/rfcs/rfc1918.html
http://www.faqs.org/rfcs/rfc1918.html
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BT Vil 2019 2 A 22 HzwiRIEM3C  15H 2020 F 12 A 2020 £ 12
HRE A7 Bzuitl® A7 BzE6lE
MY S HF RS MY S HF RS

* 172.16.0,
012

+ 192.168.0,
0/16

® Note
ERLEERT , BUREEERIERLE P i SeEMA 5 R 2020 £ 12 A 17 B 2816
BRXHFRG. Akt , BAXHRENZRCUE— IO XHERSE. FRESER , R &
A& BRI EHEE. .

MEAM VPC 5 EZ3E , Amazon Web Services ik F° 5% Amazon Web
Services X1

B LAMER VPC JEM X&M< M FRREH VPC Amazon Web Services Ik F° FH X155 F i
5193 A F Windows File Server B FSx X% 4 , Amazon Web Services X3 s & 7R 5 X # R
SREREY FSx. A VPC X EEFESHPHEMKIERE VPC i, — VPC ARITTESEHIRT BLiE R B —1
VPC H#Y Amazon FSx X# R %t, BEIfE VPC J& T [E Amazon Web Services Ik , S TREH
Amazon Web Services X8 , ta] LA T 3G (],

VPC NEEZERMA VPC 2 RIKYM GERE | B thiEsE | BRI LERRE IPv4 5 IP WA 6 (IPV6)
Ut X B VPC 2 BB HRE, SR LER VPC X FiEEE — Amazon XBR X1z &)
Amazon By VPC, X VPC WEEEMNESZEE , HZH (Amazon VPC XMFEEIER) HRIT AL
= VPC NEEE?,

FERMXEMERES L | B HEXREIE VPC MABME, BXFER VPC FEMXIXNEZER
B2 @ (Amazon VPC FEMx) RV 466 A h Mk,

RIE VPC WEEEHERMKERET , BRI REH DNS BMTHIRI X4 RE, B URE
KERHY VPC AR ITE KA —H AT IR R,

MEfE VPC 5 E%3E , Amazon Web Services i 7 5% Amazon Web Services X i3 28


https://docs.amazonaws.cn/vpc/latest/peering/Welcome.html
https://docs.amazonaws.cn/vpc/latest/peering/Welcome.html
https://docs.amazonaws.cn/vpc/latest/tgw/tgw-getting-started.html

& AT Windows File Server ¥ Amazon FSx Windows f FER
MZS 3 177 [R] Z0 4

FSx for Windows File Server X33 %/ Amazon Direct Connect A ith it E 32 4] Amazon VPN M4
it ESEHIE R IR ST R 4R, for Windows File Server for File Server x5 , A LUBE £ AN
HEEMAHIRE A XH RS, Amazon Direct Connect for Windows File Server for File Server X%
B, BB RN EREMNERNIZEHEXHRSE. Amazon VPN

AR IRIEE S| S Amazon FSx XHRSXBH VPC /7 , B LU XH R4 DNS & #s DNS
ABIBRXHRE. BRI RTE VPC AW ITESEHIHh —B 1Tt #%E, < Amazon Direct Connect
WEZEE , H5H (Amazon Direct Connect FAF¥8F) - BXIZE Amazon VPN EENEZE
B, %21/ (Amazon VPC AAF¥E™) FH VPN iE#,

(® Note
ERLEBRT , BUFECRAIELS P itSTEMA TG EE 2020 F 12 A 17 Hzwi €l
BOXHRS. At , BMANHRENZHQE-DMFNXHERE. BXEZEER , R £
AZBRFENBE. .

FSx for Windows File Server & X3 H Amazon FSx XHM%x , MA# 1+ ESLHRMEIEIR, T4
PR =H FSx for Windows File Server X HEMNR, EXEZEE |, 55 H (Amazon FSx X #F
MXxFEFERE) o

(® Note

THBFZEFEM Amazon FSx XM%<, FSx XM BT~ o] A4KEE IF 246 AR
%, BXE FSx MHMKXELWIIEE , BRIt EEE,

EFAERIA DNS B Frif [ 333

FSx for Windows File Server AN X4 RGERME T —NMIAEB RS (DNS ) B, B LIERAL
DNS Z# it E 6 EIREh B8 &2 R ST 2] Amazon FSx X H = , MMiHE FSx for Windows File
Server X6 &%, ETHRESZER , FSREAXGEEZHEHIE,

M 175 8] B 29


https://docs.amazonaws.cn/directconnect/latest/UserGuide/Welcome.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpn-connections.html
https://docs.amazonaws.cn/filegateway/latest/filefsxw/what-is-file-fsxw.html
https://docs.amazonaws.cn/filegateway/latest/filefsxw/what-is-file-fsxw.html
https://www.amazonaws.cn/blogs/storage/switch-your-file-share-access-from-amazon-fsx-file-gateway-to-amazon-fsx-for-windows-file-server/
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/A Important
REYEMEH Microsoft DNS EN BRiA DNS B , Amazon FSx F £5F M AR89 DNS 12
Fo MRBHEHAMWRE= DNS , MIFMFFHZE Amazon FSx XHREH DNS %.B., XA
NHREERIER IP itER |, S HKIMAE TF3) DNS FENEBRNHRS IP tbit,

=1 DNS B#h :

« 1£ Amazon FSx #B#l&F |, EBEXHRG , ARERFHARE. EMNEERLIHESE DNS B,
- 2% , 1£ CreateFileSystem = DescribeFileSystems APl i SR HFEE,

Xt F A Amazon & Microsoft &z B XHIFTHE Single-AZ X3R4 , DNS EMERAUTHE
I : fs-0123456789abcdef@.ad-dns-domain-name

FFMABREEMN Active Directory BIFT A Single-AZ Multi-AZ XHRSZURAEMXHFR S , DNS &
HEALUTHER : amznfsxaallbb22.ad-domain.com

Kerberos &9 iFfER DNS & Fr

RINBWEEAH IR DI Amazon FSx {#H Kerberos-based F A IEMIMNZR, Kerberos BEB N A
BIXHRENEFIRERZFRZENIHNRIE, EXEHN SMB £iF&H P rIEIERE B Kerberos-based
SHRRUEFM NG |, BEEH Amazon FSx R AR5 H DNS BFEKG RGN X H RS,

MRIEE Amazon FEER Microsoft Active Directory M EZ B Z 2 BB E T HASEE , NEME
F PowerShell 78 Kerberos &3 1iIEA Amazon FSx Remote , M| ARTE R F im £ A W8 RIRFF
BEXRARE, BXEZER , HSH Microsoft IR Configure Kerberos Forest Search
Order ( KFSO ) »

XD MRXFRE (DFS ) BEER

FSx for Windows File Server X33 Microsoft DFS fs & Z=E1H, #/H DFS B EEF L TFZIMX
BRENXHHRZHAR - NMNATHRBNXHGBBEEN AL XGREN (FEZEE ) . BAUEAR
DFS tp B ZRIFHB#KIAE Amazon FSx XHRE , FE2FHEZBEREE N XHFRER DNS
M. BXEZER , 55 £ DFS @& ZE A 7 %/ FSx for Windows File Server X% % %
4,

Kerberos B3 IIEEA DNS & 30


https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/hh921473(v=ws.10)?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/hh921473(v=ws.10)?redirectedfrom=MSDN

& AT Windows File Server ¥ Amazon FSx Windows f FER
{£ A DNS 3l 15 8] 24

FSx for Windows File Server A BN NXHRSGIRET —1 DNS &% , IR THRXHRE, &&E
AT LAESE I FSx for Windows File Server X4 R SEMBI B 5% , FERHBRIA DNS B2 AN EH A
DNS EMIHRIXHHE,

£/ DNS 318 , BALUF Windows X HEZEHIEFE E FSx for Windows File Server , ARG 4REE 5 F
AR DNS Z#riAE Amazon FSx EH#IE, DNS BB EAFEBERAEEUNEH , NTTER i
EEEEE Amazon FSx XM RGN T EFNMARF. SX&EZTLE 50 1 DNS B 5— MNXHR
Si 1Bk, BXfF DNS %I& 5 FSx for Windows File Server X4 RS XBKMEUHXBNEZEL , 5
7 &% DNS 3lHE.

EF A DNS BB EEX FSx for Windows File Server XHERSERIFRIMNIRE , BDAPITUT SR -

1. 4 DNS 5l B XEX B X R 5.
2. AXNHRZEL R SHEMEX DNS 314422 DNS CNAME it &,

&< FSx for Windows File Server X4 R4 EH DNS 3B EZELR |, B5S1H EE DNS 518,

Kerberos &5 UE M N3 {5 DNS 315

BB B ELRIREF T Amazon FSx £ H Kerberos-based &R RIEMINE ., Kerberos BEH
HRIXHERENEFRREERZLENEHRIE, EXFEMA DNS & 15 Amazon FSx W& F iRk /g
Kerberos &3 51E , A47E Amazon FSx XHR 4K Active Directory THE IR L7155 DNS 518
F R RS EEEFR (SPN) .

EE A DNS 3B iR X HREIRE Kerberos SR RIENINE |, ESH H Kerberos BB RS =
EZ# (SPN)

A LR BII 7E Active Directory Fig B FAKRBEIIR (GPO ) , BHIEH DNS BB H R4 R
S E P iR Kerberos S RIEMING -

« BR&INTLM : EZfEARSSESE H NTLM RE - AL R EEL R FTITMNITENFZE 1T Windows
BERSHNETMZERSH[MIEH NTLM FE,

« BR&I NTLM : 3 NTLM B RBIEFINERERSZHIN  MREE 7T FEEZLE : BRBEl NTLM : @iziz
RE2EH NTLM RE R RE |, MFEALKKIREMNERAFEFHREFER NTLM A RIERIT
BER%S 64T,

£ DNS 55 17 B % E 31



& AT Windows File Server 8 Amazon FSx

Windows P #5

EE A DNS 3B 5 R X H RSB FIINIT Kerberos R KRIEMME , S5 FAARBER
( GPO ) 3 1T Kerberos & 13 %1iF,

BREBXHREGLAERM DNS IBNESER , FSHAUTEE

« X5 DNS FIHEXEKEIXHRS

3 Kerberos FtiE RS EMAEEF (SPN)

« EF=A1E DNS CNAME ig3%

« FRARKEIIR (GPO ) &&EIHIT Kerberos B 4K IE

’F DNS 5l & XEREI X RE

£ £ Amazon FSx ##|&. CLI fl APl SIZFH MU REURNZ D RIEIF XH RS |, ATEF DNS
58 5IMAE FSx for Windows File Server #xBk, MEZLEFAHMEE GRS E , BAASERE
BEANESBUXEKBIZ,

LI R R AT A Amazon FSx #2615 61 # X4 REead X Bk DNS 31& . BXHF DNS 5/& %
RIMBEXHRENER , ARBXER CLI M API WFHAFER , 556 €3 DNS 38,

TE QI #T Y S R EeRd R Bk DNS 5118

1.
2.
3.

$TFF Amazon FSx #2#l& , Wik, https://console.aws.amazon.com/fsx/
BEANTEHDH P8R 5. QIEXHRE IR S ROIEFN XGRS,
EOERNHRGEQSNIHE - TESs , MAESXHRERER DNS 518,

157 DNS /& e , EER T EN

- WIMXATEREFA (FQDN ) %X hostname.domain , Hl40
accounting.example.com,

- THUERFRBTTHMESE (-) .
. FENEFHFLRLER.
. ALMERBTH k.

X F DNS 51# , Amazon FSx 2 FFRFRHAEFRNNEFH (a-z) , TREEEREE#IK

BEFf, NEFRERKELBHANNNFTR,
&P ERTIFRESEHTEMNER.
AR - (AR D &, DIAENRE , REEET -5,

F DNS 38 KEREI X R 5

32


https://console.amazonaws.cn/fsx/
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6. REGEXHRENELETHXHREEE. EFWEXHRE , QIEXXHFRLS,

7 Kerberos Bt B RS EEEH ( SPN )

RIMNBWEEAH IR DI Amazon FSx # Kerberos-based F A IEMIMNZR, Kerberos BEB N A
BN HRENEFHREEZENEHRIL,

Exi £/ DNS 5% 15 E Amazon FSx K& Fif/a i Kerberos B3 1IE , 4 Amazon FSx X# %
iy Active Directory ITEHLXI R LA INES DNS BB RHRS EAEEZIHR (SPN) o —4 SPN —XR
BEE — Active Directory TFEHLIT RKEK, RN R XHRLSH Active Directory iTTEHXN RELE
B DNS 22 EB8IWA SPN , NI LA E 7~ Bk,

Kerberos S IRIFEELL T4 SPN :

HOST/alias
HOST/alias.domain

WMRFEL R finance.domain.com , MAREFUTHEA SPN :

HOST/finance
HOST/finance.domain.com

@ Note

£ Amazon FSx X# %R 4iH) Active Directory ( AD ) ITEHI XN REIZEFHHEHN SPN 281 ,
IREEM BRFTAE 5 Active Directory TTEHIXI R _E# DNS 3IE 3 BT A EH SPN, 1R AD
F1Z7E DNS 3I&# SPN , N Amazon FSx X# R &% E SPN =& KM,

TR ERF B OB ITIRE

. ERFEWBXHFRS Active Directory iTENITR LHIFTE A DNS 518 SPN,

- ZEEHRITMAE SPN , NPT EMIBR,

« 1 Amazon FSx X#Z 4K Active Directory it E M REIZEFHH DNS 5% SPN,
LEFTEMN PowerShell 553 B FiE

1. BREMALK Amazon FSx XHREFTMAR Active Directory By Windows 3£,

A Kerberos BLE RS EAEE#R ( SPN ) 33
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2. PowerShell AEE G & BT FF,
3. FERLLT &N %% Act PowerShell ive Directory #&iR,

Install-WindowsFeature RSAT-AD-PowerShell

IR H M BRI 18 U R 42 Active Directory iTE AT R E# A DNS 518 SPN

MRENEDEL Active Directory FEMTEHNR LB 5B — XRS5 DNS I BEE T SPN
W AT BRIXLE SPN , REER SPN RMEIXHRENITHENT R,

1. EAUTHTERMBIE SPN. & alias_fqdn BRANESZ R 1 PEXHRSEXEKH DNS 3l
Bo

## Find SPNs for original file system's AD computer object
$ALIAS = "alias_fqdn"

SetSPN /Q ("HOST/" + $ALIAS)

SetSPN /Q ("HOST/" + $ALIAS.Split(".")[0])

2. FEAUTREIBA MLt —FSHRE/MIIE HOST SPN,

« ¥ alias_fqdn B RESE 1 P EXH RS XBATE DNS 518,
« ¥f file_system_DNS_name ¥R FB X4 REH DNS E .

## Delete SPNs for original file system's AD computer object

$Alias = "alias_fqgdn"

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@0] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSPN /D ("HOST/" + ${Alias}) ${FSxAdComputer}.Name
SetSPN /D ("HOST/" + ${Alias}.Split(".")[0]) ${FSxAdComputer}.Name

3. WELZR 1 FEXHREXRKHNEZN DNS JIREE LSRR,

 Amazon FSx X# R i Active Directory it EH I Ri&RE SPN

1. BITU TS , H Amazon FSx X R ZREHH SPN,

A Kerberos BLE RS EAEE#R ( SPN ) 34
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« ¥ file_system DNS_name &#2 N Amazon FSx 2 EL4A SR EEH DNS B #.

EFE Amazon FSx ###l A EERXHREMN DNS B/, BIEREXHRE , ERENXHRE ,
REEBRNHRGFANH LMNEELEER,

#&3& 7] LATE DescribeFileSystemsAP| 2 /E#9 g B 3R EX DNS & 5o
« falias_fqdn BRAETR 1 PEXHREXREKNTE DNS 518,

## Set SPNs for FSx file system AD computer object

$FSxDnsName = "file_system DNS_name"

$Alias = "alias_fqgdn"

$FileSystemHost = (Resolve-DnsName $FSxDnsName | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity $FileSystemHost)

##Use the following command to set both the full FQDN and Alias SPNs
Set-AdComputer -Identity $FSxAdComputer -Add @{"msDS-AdditionalDnsHostname" =
@($Alias, $Alias.Split(".")[0])}

® Note
MR R REH AD iTEHL I RFIEE DNS 51BZH8 SPN , N Amazon FSx XHF
SiRE SPN kM, BEXxEHRHAMBRIE SPN WEE , ESRERHANBREBIHRS
Active Directory Tt EHLN R ERIIE DNS 51# SPN,

2. FRUTREIBEARIEZE N DNS BB EE T SPN. BRI FIIEHENEH SPN
HOST/alias M HOST/alias_fqdn , AN RIEFR,

$F file_system DNS_name E#:H Amazon FSx £ B4R X H R 48 DNS &#. E7E Amazon
FSx 124l & L ERXHFRSH DNS B , BEREXHRS , ERENXHRSE , RAEEEXHR
SEATHLANESZEER,

&I AT LATE DescribeFileSystemsAPI 4RI IE B 1 3REL DNS & o

## Verify SPNs on FSx file system AD computer object

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

A Kerberos BLE RS EAEE#R ( SPN ) 35


https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystems.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystems.html
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SetSpn /L ${FSxAdComputer}.Name

3. WELZR 1 FEXHREXKHNEZN DNS JIREE LSRR,

E#=i 0lE DNS CNAME 123k

ANHREEBHEE SPN 5 , JEUEN LT 5 X EHEE] Amazon FSx : R RIA X HRENEAN
DNS 2 FE# NN Amazon FSx XHREERIA DNS & #5#HY DNS 2%,

EETATHNBNDS , WAFE R dnsserver M activedirectory Windows iR,

LZRFTER PowerShell &1k

-_—

fERIE DNS EENRWEE (PHERBRRAEER , UREBEBITEER Active Directory
' Amazon Managed Microsoft ADEIEAmazon £k DNS EENEWEHERE R s HEHE ) WA
P, BFRIMAEH Amazon FSx XHREFTIN AR E — Active Directory # Window s 3£,

BXEHARFEE , HZH (Amazon EC2 AIF#ER) HH Connecting to Your Windows Instance.
2. PowerShell AE®E R 73T T
3. FE PowerShell £/ DNS [RFEERTeEMITHERPNIES. FAUTHSRERIZER,

Install-WindowsFeature RSAT-DNS-Server

EH Amazon FSx XHRSGEFHLEBEN DNS &2

1. LA3E DNS EEMNPRAVEEA ( Amazon £E Active Directory P ERFERAEER , URE
£ B1T Amazon B Active Directory F Al HZEk DNS EENRHNEHEE AN HEMEFA ) 1K
A BE TR Amazon EC2 £41,

BXEAEFEE , HZH (Amazon EC2 AF#ER) M Connecting to Your Windows Instance.

2. ETTERRAT , BITUTHAR, EALFEFIEINER DNS CNAME i8FiFEZ2EA Amazon
FSx XHR%, MERKEMEMIZF , ¥ DNS 518 alias_fqdn BIE—## DNS CNAME
8%, ZICKIFEEN RN Amazon FSx X RS HIERIA DNS & #fo

BETHA , BHRTUTERE

« ¥ alias_fqdn BAEXHREREH DNS 515,
« ¥ file_system_DNS_name B#tH Amazon FSx 2 Bi4A XRS5 DNS & o

FEHEAIE DNS CNAME 2% 36


https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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$Alias="alias_fqgdn"

$FSxDnsName="file_system_dns_name"

$AliasHost=$Alias.Split('.")[0]

$ZoneName=((Get-WmiObject Win32_ComputerSystem).Domain)

$DnsServerComputerName = (Resolve-DnsName $ZoneName -Type NS | Where Type -eq 'A' |
Select -ExpandProperty Name) | Select -First 1

Add-DnsServerResourceRecordCName -Name $AliasHost -ComputerName
$DnsServerComputerName -HostNameAlias $FSxDnsName -ZoneName $ZoneName

3. NWEZR 1 FEXHRERKNEN DNS IR EE L —F1RHE,

I E M DNS 518 7B Amazon FSx XHREA I T DNS CNAME B, I7E , B LAER DNS
B 3K 15 R BUHE

® Note
BT ERT DNS CNAME 2% 3RH8 6 SR8 6 % — N X REH Amazon FSx X RERT
B Fim A iE 2 E RN BN RERE R RE. RFEFSim DNS REE , MRS EH
DNS #| B #1TEE. AXEZEE , BSH LAER DNS 5F 15 F XA RS,

FHARBEXNR ( GPO ) sEF1T Kerberos & 5K iE

X 7E Active Directory i B UL AR R ( GPO ) , EETLARE I B SR1E 15 7] ST R L2t 68 A
Kerberos & 1351 :

« BREINTLM : @IZ2RRSS 2715 H NTLM RE - AR IREELHF TN ITENEIEZIT Windows
BRERSGIEZERS BRHZH NTLM FE,

« BREINTLM : 53 NTLM SO RIEFINZRRS RO - MREETMEZ 2  BREI NTLM : @ZE
RS ERAE H NTLM RERKRE , NEALRKRECNZATEFRREEA NTLM S HKIENIZ
EARSRBISAFIR,

1. UEERFHBEREMALZHN Amazon FSx XHREFTIAK Active Directory # Windows 38
fil, WMREEEREBITEER Active Directory , 1B X LS IREZER A T Active Directory,

2. MORERTH, EEIR, AXKEE,
3. ERARKXNR.

FERAREXNR (GPO ) B#lHIT Kerberos & 4 51iF 37
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4. BETFEARBENR , BRITOIRERAE,

5. RIMENMELRS : REINTLM : BB RE[/EE NTLM REXKE, (ETFEEIEERE
BOEFRE, ) EAMEZSREETFH , THLTX (ARET ) EE |, REEEEM.

6. EFREIIEL,
7. EENRBEIFMARE,

8. ENFFWmMNBEZEMSSR/E NTLM EEREFII , FRIMEZE | RE NTLM : FMiziE
AR5 BRHIsk

EAMBZERERTFH , IHA LT (ARET ) K&, AEEEREM.
9. RWAFEERNINEIBGIAFIRE RS 22 E o
10. EENAETNARE.

e X HZERIEHE

Microsoft Windows X HEZERXHREPWIFEXHXRRE F. CERETEFENEAFXM4X, T
PinERARSEEER (SMB ) MR RIXH RS LRSI R E, FSx for Windows File Server 32
HREMEM BN share WEAIA Windows XHHE, BRI LA Windows REXHREFRAFRE
(GUI) IE K RBREEENENESECEHRENHGIHRE,

Microsoft Windows F4& 0 (CA ) HENEEMRBET |, BIEEFH PRSI T S LIMEE | h8E
BRNEZXHWREMIARE, FH CA XHRAZAEXGRELET FTBRARARE DX RS EM
AERFNTH , SENARFNBEX S FREXEXHHRE L,

B X TE FSx for Windows File Server X RE LS BEMEBXHHAENEZELE , BFECAHE | &
S B, FH. MBRXHHRE,

BRET M HE

EFEXHHRE | EHFERH Windows Map Network Drive hAE | it E 24| L IR 3352 R ST 2|
Amazon FSx XHHE, FXHHAZME R ITELH EMWRSIEE , X—HIRE Linux PRAES AR
2, hIBERITEXMIRNEBENEEREMR. MAXHRER , BONARERNA P 7GR A i
XHRM R —E#H R X HEREZR R XHFR,

BRBREMEBNHAZUTRXAREBENESEE , BERHUTEE .

« 1£ Amazon EC2 Windows 325l F & X H =,

ERAXHHZEIERHRE 38
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« 1£ Amazon EC2 Mac 3245l EiE# x4+
« 1€ Amazon EC2 Linux 325 E3E# x4+

it

it

£ Amazon EC2 Windows 3245l F RS ST =

& 0] LAE A Windows File Explorer s S 12 R AFE EC2 Windows 355 RS SCHHE | BLIGIR] FSx
for Windows File Server X% 4%,

£ Amazon EC2 Windows =4I| EMEBI X HHE ( XHERFEEERS)

1.

I o

B3 EC2 Windows 3241 , FFHiE#Z] Amazon FSx X4 RN AR Microsoft Active
Directory, At , M <Amazon Directory Service BIEHEmE) FIERLUTIRE :

o FEEIIA Windows EC2 sS4

« FZHA Windows =4I

EREZEH EC2 Windows 324, BXFHER , F5H (Amazon EC2 AFigm) THEEZ
Windows 3£4,

EZSS , BT File Explorer,

ESMERT , TAMBN LT (ARET ) X2, AREERFMEEN R
ERFHEBRF , BE-DPEHR[REN

EXHRSP , WANHRGER DNS EMBE X4 RGEXEKR DNS 318 , UREAZE.

/A Important

fEF IP it A2 DNS BMARES S B Multi-AZ XHREMERBIEPTITAH, It
A\, 1 Multi-AZ F Single-AZ X #H# R4 # 1T Kerberos-based H 3 KiIEEFE DNS &
R <BXHY DNS 518,

A LAUBI % Windows File Server, W& 524 | £ Amazon FSx #2# & LREINXHRER
DNS B#FEMXELH DNS 51E. HE , LA LUE CreateFileSystem 3% DescribeFileSystems
AP| BENTER KR EI A, BXMEHA DNS SIBMESZEL |, iESHEE DNS 518,

« XF A Amazon FE Microsoft &3 B % Single-AZ IR S , DNS EFI TR

fs-0123456789abcdef@.ad-domain.com

1£ Amazon EC2 Windows 354 EBRET ST H = 39


https://docs.amazonaws.cn/directoryservice/latest/admin-guide/launching_instance.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://console.amazonaws.cn/fsx
https://docs.amazonaws.cn/fsx/latest/APIReference/API_CreateFileSystem.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystems.html
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« XTFIABRER Single-AZ B9 Active Directory B34 R 55 LA AF4T Multi-AZ X F 4 , DNS
BT TR

amznfsxaallbb22.ad-domain.com

Bl , EFEA Single-AZ X ZRSH DNS BF6 , B 4R FHAULTRS,

\\fs-0123456789abcdef@.ad-domain.com\share

EEA Multi-AZ XHREH DNS &5, IBHE ‘XK FRALTRE.

\\amznfsxaallbb22.ad-domain.com\share

BEAESNXHREREKR DNS 318 , BEXHKFRMALTAR,

\\fgdn-dns-alias\share

7. NEFZNEFEZEERE-NREE  ERXARAERENEERNENEE , RREETK.

£ Amazon EC2 Windows =4 EFEBI X R E ( 8 BIRTEF)

1. 8% EC2 Windows 3£l , 5 HiERES] Amazon FSx XA RSN AR Microsoft Active
Directory, J it , M <Amazon Directory Service BIE{EmE) FIERLUTIRE :

o FoéEINA Windows EC2 =4l
- FzIMA Windows 3E4i

2. LA Amazon Managed Microsoft AD B &HH A F0EZEEH EC2 Windows 61, BXFHE
B, BZH (Amazon EC2 AF#E™) FHEEE| Windows 4,

3. EEE, BIAGTRRIFED.

4. FRAFMENRIB[ERF. XHRSEH DNS EMMAZEEHRERXHRE, EALIE Amazon
FSx #2&| & %% Windows File Server, M&5%% , \MXE DNS £, HE , LA LE
CreateFileSystem 2 DescribeFileSystems APl {EMI MR F KR EE11.

« XF A Amazon & Microsoft j&E3H B 5 Single-AZ I X4 R4 , DNS ZF M TR,

fs-0123456789abcdef@.ad-domain.com

1£ Amazon EC2 Windows 354 EBRET ST H = 40


https://docs.amazonaws.cn/directoryservice/latest/admin-guide/launching_instance.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://console.amazonaws.cn/fsx
https://console.amazonaws.cn/fsx

SEFTF Windows File Server #9 Amazon FSx Windows f 8/

« XTFIABRER Single-AZ B9 Active Directory B34 R 55 LA AF4T Multi-AZ X F 4 , DNS
BT TR

amznfsxaallbb22.ad-domain.com

THRATERXHLEZNGS B,
$ net use H: \\amzfsxaallbb22.ad-domain.com\share /persistent:yes

BRTnet usem T2, BETAEREMZIEMN PowerShell ST B REHHFHE,

£ Amazon EC2 Mac =4l EEH HHE

& Amazon EC2 Linux =62 & A Active Directory k148 FSx for Windows File Server X # %
G, WA AEZRA LEEXHRE, WRZFIRMAER Active Directory , iHFZ AN EBIFTERN
Amazon Virtual Private Cloud ( Amazon VPC ) %7 DHCP I£IZ & , LB E &M Active Directory 13
) DNS &# RS 8E. RiE , EFNEHNEH,

£ Amazon EC2 Mac 4l EEHXHHE (GUI)
1. B3 EC2 Mac =£4l., FIt , EM (Amazon EC2 AFIERm) TBEUTIREZ— :

- FEHEEA B3 Mac L4
« EAB3) Mac 34| Amazon CLI

2. fH Virtual Network Computing ( VNC ) i£# %] EC2 Mac X6, BEXEZEER |, 5
% {Amazon EC2 FF#8r) HMEA VNC EZEIEH,

3. £ EC2 Mac 3£l £ , #E#Z] Amazon FSx XHH=E |, TR :

a. &S, GEEE  REEREEIRSEE.
b. FEEIIRS|/NEED , WAXMFREHN DNS BMBEXHRLERER DNS 318 , UK
HERR. REIEFEE,

o] LAUBE 1% Windows File Server, ME& 5% % | 7 Amazon FSx &l & LR EIX
HREH DNS BFAEMIRERR DNS 3lH. HE , BRI LLFE CreateFileSystem =

1£ Amazon EC2 Mac =6l EES 4 H=E 41


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-launch
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-launch-cli
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-vnc
https://console.amazonaws.cn/fsx
https://docs.amazonaws.cn/fsx/latest/APIReference/API_CreateFileSystem.html
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DescribeFileSystems API #{ERH MR P K EIEA]. BXFEH DNS JBENEZER |, ES
|FE.| IE DNS ﬂu%o

@ Connect to Server

lsmb:,f/amznfsxw4anmybn.example.com/share{ n

Favorite Servers:

K TG SR Correct |

c. ET—NMEFL, EREEUSRE,

d. %A Amazon FSx BRE K B9 Microsoft Active Directory ( AD ) &Zilf , HIA T ROIFTR. A
EiEEEE,

Enter your name and password for the server
m “amznfsxwdanmybn.example.com".
, Connect As: Guest
© Registered User

Name: admin

Password: ‘ouooou.{ l

Remember this password in my keychain

e. MRERERI , BALTE Finder BAOME T HFEE Amazon FSx #£=,

£ Amazon EC2 Mac =6l L EHXHHE (hH1T)
1. JB3) EC2 Mac &4, At , EM (Amazon EC2 AAFIEm) TEBRUTIEZ— :

« EREEIA B3 Mac =4
« fFRAE31 Mac <4 Amazon CLI

2. fH Virtual Network Computing ( VNC ) i£## %] EC2 Mac X6, BEXEZEER |, 5
% {Amazon EC2 AIF#E®) PMFEA VNC EEEISEHI,

3. EFELX-FﬁﬂEﬁK1¢/\?—O

mount_smbfs //file_system_dns_name/file_share mount_point

1£ Amazon EC2 Mac 3£/l L ESHXHHRE 42


https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystems.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-launch
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-launch-cli
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& A LATE Amazon FSx &l & Ei%# Windows File Server, M&EE5Z4 | N E DNS &5,
HE , WA LAE CreateFileSystem 5 DescribeFileSystems APl ER ORI KB E4 o

« XF A Amazon FEE Microsoft &3 B % Single-AZ I3RS , DNS Z#I TR0

fs-0123456789abcdef@.ad-domain.com

« XFIABRERE Single-AZ B9 Active Directory B934 R 5 LA R 4T Multi-AZ X R4 , DNS
BMWM TR

amznfsxaallbb22.ad-domain.com

HERHREANERR T RERERRITUTRE

« //file_system_dns_name/file_share - I8 EEBEFHNXH RS DNS EMAHKE,
e mount_point— BEFNXHRSGEH T EC2 =4 LM B .

£ Amazon EC2 Linux £l EES T4 H=E

& Amazon EC2 Linux =62 & A Active Directory 3k 18 FSx for Windows File Server X # %
8% | 18R A LATE 1% 3L L #E FSx for Windows File Server X =,

@ Note

s UTHPHFEENSH (SMB L, B7F , URIEBRMEAZFRXH KD ) HIERR
fil, Linux cifs S HSHUERURFTA Linux AZRZA |, AT ME F %S Amazon
FSx X4 RG 2 ANEZRENETLENLER, BXEZEE , SR cifs X, THRIERE
BB Linux 338,

« Linux EF AT X E3) DNS-based HfE#E ., BXEZELR |, HS5H Linux PR AW
ERBERK,

1£ Amazon EC2 Linux 3E4l EEHXHHRE 43
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£E2 A Active Directory B9 Amazon EC2 Linux SE#|l EHEHXHH=E

1. WREREHIEFIZITH EC2 Linux 22 A Microsoft Active Directory , iEZ % {Amazon
Directory Service EI2{E™) FHFIMA Linux SE41,

2. E#HZ| EC2Linux kfl, BXxEZER , HSH (Amazon EC2 AF M) HHIEREEF Linux 3£
i,

3. ER¥ cifs-utils @, FETUT o WARATE Linux £3#E Amazon FSx M X HF

%o

$ sudo yum install cifs-utils

4. BIEEFK[BFR /mnt/fsx. LRFEIAER Amazon FSx XHRE.
$ sudo mkdir -p /mnt/fsx

5. FAUTHSER Kerberos #1T & B Rl
$ kinit

6. EANTHRTERNHHE,

$ sudo mount -t cifs //file_system _dns_name/file_share mount_point --verbose -o
vexrs=SMB_version,sec=krb5, cruid=ad_user,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize, cache=na
file-server-Ip

& A LATE Amazon FSx &l & Li%# Windows File Server, M&EE5Z4 | N E DNS &5,
A , WA LAE CreateFileSystem 5 DescribeFileSystems APl BEH R K EIEA o

« XF A Amazon 3£E Microsoft &z B % Single-AZ I3 R4 , DNS B TR

fs-0123456789abcdef@.ad-domain.com

« XTFIABRER Single-AZ B9 Active Directory B34 R 55 LA AF4T Multi-AZ X F 4 , DNS
AWM TR

amznfsxaallbb22.ad-domain.com

F CIFSMaxBufSize B AARATFNRKRE. BITUTHS , UREULE,

£ Amazon EC2 Linux ¥l EES x#HE 44
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$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

W HE RERAREFRXK/NA 130048,

7. BIIUATHS , REIXHREREBCER , 2T UREEHA Internet XHFR 4 ( CIFS ) KA
XHRE

$ mount -1 -t cifs
//fs-0123456789abcdef@/share on /mnt/fsx type cifs
(rw,relatime, vers=SMB_version,sec=krb5,cache=cache_mode,username=user1@CORP.NETWORK.COM, ui

HEEREANER S TREREERNITUATRE

« //file_system _dns_name/file_share - I8 EBEHNNHRSEH DNS EMAHKE,
BENXHREERZIN EC2 =4| L8 H o

« -t cifs vers=SMB_version : HXHREHNHXIIEEN CIFS M SMB thihrkad, EATF
Windows File Server B Amazon FSx ¥ SMB kX7 2.0 & 3.1.1,

« sec=krb5 - IEEEA Kerberos M2~ 5 # 1T H P RKIF,

« cache=cache_mode : REZEFER ., It CIFS EFEMATRES MR , BAIZNIXBLIREE
EEANHRM IR (HEF Linux X ) . BIUFEAREN strict M none , @A loose A
BELRMEBNERENMSBEEBET — 2,

e cruid=ad_user - [{HEIEEEFMEZEN UIDZREN AD BRXEE A,

e /mnt/fsx - & EC2 34| L3 &E Amazon FSx M HEMER N,

« rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize - iZMMEAEHX K/NMEERN CIFS
AR FHRARE, & CIFSMaxBufSize B AN ATFHNHRAE, BIETUTHRREE
CIFSMaxBufSize,

* mount_point

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

B EREREHFX KA 130048,
« ip=preferred-file-server-Ip - B#R IP #hiHi& BN X4 RE B EXH RS M IP it

1£ Amazon EC2 Linux 3E4l EEHXHHRE 45



AT Windows File Server # Amazon FSx Windows Fi {55
BRI URNTARRREXHERENEEXHRS SR P #hit
- f£/A Amazon FSx 2#l& , EXH4RZFAGENENMEZER SR+ L,
1 describe-file-systems CLI fi S &K DescribeFileSystemsAPI 55 A I &

fEAR A Active Directory B9 Amazon EC2 Linux SEf|l EHEH XHH=E

LAR 324 Amazon FSx X HZEHZH FIARMA Active Directory ( AD ) B9 Amazon EC2 Linux 38
flo X¥FARIA AD By EC2 Linux 3Rl , BRARERAEFE IP #hik#EHH FSx for Windows File Server
YHHRE, EALLER Amazon FSx 2414 , EME SR LRI LW EIESXH RS S IP it HIREL
XHRGENFAE IP ik,

LRBIER NTLM BHRIE. Nk, BFEZLAF 5% ( B, FSx for Windows File Server X34t
FriN A B9 Microsoft Active Directory BRI R 5 ) HEEXH RS, EC2 Kl creds. txt EFTBIEMNX
AP oRBERAPKFHNELE, LXHIERFHNAFRE. ZBMNE,

$ cat creds.txt
username=userl
password=Passwordl23
domain=EXAMPLE.COM

B MEE Amazon Linux EC2 3E4i

1. {# Amazon EC2 #2414 B3 Amazon Linux EC2 3:fil, BXEZEE , B2 (Amazon EC2
BFiEmE) FMEaE6,

2. %33 Amazon Linux EC2 326l, BXxEZELR |, 55 (Amazon EC2 AFiEE) T EEE
Linux 3£4i,

3. EZRF cifs-utils @ , BETUTHS. EATE Linux L#EH2 Amazon FSx M & X4 %

%o

$ sudo yum install cifs-utils

4. BIEEITRIES Amazon FSx XHREMER S /mnt/Fsxxo.

$ sudo mkdir -p /mnt/fsx

5. FAZAERMBRIE /home/ec2-user BFHBIE creds. txt FEiFX#.
6. 1i%E& creds.txt XHNR , MERER (FFIEE ) TBERETUTHSREWMME A,

1£ Amazon EC2 Linux 3E4l EEHXHHRE 46
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$ chmod 700 creds.txt

ERNHRS

1. SBULAERFE IP it AR MA Active Directory FISXHHE, BT L5 [E Amazon FSx 2|
B, EMNEE5ERLETNF LN EEXHRSER IP it FIREVERSEFAE IP Hbit,

2. HERANTHTERIXMARS

$ sudo mount -t cifs //file-system-IP-address/file_share /mnt/fsx
--verbose -0 vers=SMB_version,sec=ntlmsspi,cred=/home/ec2-usex/
creds.txt,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize,cache=none

¥ CIFSMaxBufSize Bt AARATFHNRERKRE, BTUTHT , UIREULE,

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

W HE RERAREHRXK/NHA 130048,
3. BITUTHS , RIRBERTXHRSE , Zow S URE CIFS XHRE,

$ mount -1 -t cifs
//file-system-IP-address/file_share on /mnt/fsx type cifs
(rw,relatime,vers=SMB_version,sec=ntlmsspi, cache=cache_mode,username=userl, domain=CORP.EXA

HERREANER RS REREERRITUTRE

« //file-system-IP-address/file_share - IEEBERNXHREHN IP it FMHAE,

* -t cifs vers=SMB_version-fFXHREMNEBIEEN CIFS M SMB R E, EHAT
Windows File Server B9 Amazon FSx %z SMB k4~ 2.0 & 3.1.1,

« sec=ntlmsspi - EEMEMA NT LAN Manager Security Support Provider Interface ( NTLMSSPI )
HATHARIE,

« cache=cache_mode : IEBEFER, It CIFS EFEMAIEAF MR , BN ZNIRHLEEE
EEENARIMIEAR (HEF Linux X ) » BIWWFEMAED strict M none , A loose A
REXERMPENREN TS HBET — 3.
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&R T Windows File Server #J Amazon FSx Windows A F#§m
« cred=/home/ec2-user/creds.txt : IEEMALIREA P EIE,
e /mnt/fsx - & EC2 £4| E3ETE Amazon FSx MHHEMER S,

e rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize — FEEMEAZHX K/NEERN CIFS
MU FHNRKRE, & CIFSMaxBufSize B ANABRATNHRARE, BIETUTHRIREE
CIFSMaxBufSize,

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

£ Amazon EC2 Linux k4| E B EHXHHE

5 22 FSx for Windows File Server X# £ Z# Amazon EC2 Linux EHIEF Y , BRI LB 3EE
ZXHFHZ LR FSx for Windows File Server X R %, Akt |, iB1E EC2 £l L# /etc/fstab
XHFRM—N%B, /etc/fstab XM BEBEXRXHRENER. 5 mount -a 2EXHISZHHIE
E1T , BTHEE /etc/fstab XHHHHHXH RS,

FFARIA Active Directory #) Amazon EC2 Linux 354l |, S8 ReeE A EFLE IP bk #EE FSx for
Windows File Server X H =, &A LG A Amazon FSx 244 | EME S L2 EM~ LA Bk X4
BR$5E IP thut PRIV RGN EE IP tbhk,

AR 32 Microsoft NTLM &35, BEZLURAF &4 ( B, FSx for Windows File Server
XA REFTI AR Microsoft Active Directory BV 5 ) HEE XK RS, BAUEATHEHNGEM
creds.txt XHRZERAFKFEIE,

$ cat creds.txt
username=userl
password=Passwordl23
domain=EXAMPLE.COM

FERMA Active Directory B9 Amazon Linux EC2 =6l L BaEH XHHE
B3 FELE Amazon Linux EC2 S£4l

1. {#H Amazon EC2 #2#l& B3 Amazon Linux EC2 3£fl, EXEZELR , 1§25 (Amazon EC2
AFiEE) v B30,

1£ Amazon EC2 Linux £l EBahES X4 HE 48


https://console.amazonaws.cn/fsx
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2. EEIEHEH, BXxEZEL |, FS (Amazon EC2 BAFIERE) FMEREE Linux 3241,
3. EZRF cifs-utils @ , BETUTHD. WEATE Linux L#EH# Amazon FSx &M & X H %R

%o

$ sudo yum install cifs-utils

4. B /mnt/fsx B F. ENELAESR Amazon FSx XH RS,

$ sudo mkdir /mnt/fsx
5. 7£ /home/ec2-user BFXH |2 creds. txt FIE X,
6. REXHNR , MEREL (MEE ) TLBEETUA TS RIEIRX 4,

$ sudo chmod 700 creds.txt

BaER RS

1. BAILMERAE P it B3hESHARMA Active Directory IS HZ, A LLiF R Amazon FSx
2EE , EMNZE5RL2ETF LW EEXHRS SR IP i FRECGRSGNFAE IP #hit,

2. EFAXHHENALE P it B ERXHHRE | BE /etc/fstab XHEFRMETIT.

//file-system-IP-address/file_share /mnt/fsx cifs
vers=SMB_version,sec=ntlmsspi, cred=/home/ec2-user/
creds.txt,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize,cache=none 0 0

¥ CIFSMaxBufSize B AARATFHNHERKRE, BITUTHT , UIREULE,

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

wWHE RRAREHRXKNHA 130048,
3. S “fake” T mount E S al’FM“verbose” & ME &S EH , MR fstab & 8.

$ sudo mount -fav
home/ec2-user/fsx : successfully mounted

4. BEFXHHE , BFER Amazon EC2 £,
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5. YUSFEATAN , EFUTESUREXHRARE DHEE,

$ sudo mount -1 -t cifs
//file-system-IP-address/file_share on /mnt/fsx type cifs
(rw,relatime,vers=SMB_version,sec=ntlmsspi, cache=cache_code,username=userl, domain=CORP.EXA

HEWEERNA /etc/Fstab XHERMWITEREE [QIMITELTIRE

« //file-system-IP-address/file_share — I8 EEEHEZH M Amazon FSx XHREH IP b
HME=E,
« /mnt/fsx - 7 EC2 3£4| L3 E Amazon FSx X #HREMEH <.

« cifs vers=SMB_version - FNXHREMERIETE RN CIFS F SMB MiURA, ERATF
Windows File Server B Amazon FSx ¥ SMB hxZ~ 2.0 & 3.1.1,

- sec=ntlmsspi - $EEMEA NT LAN Manager Security Support Provider Interface g ini® 5 ifl-
0ja) 7 & 43 32 3iF o

« cache=cache_mode - REBEEFER, It CIFS BEIATM AJRES MM AE | B RZN i BHLEig
EFESENARMIEAR (HEE Linux XY ) . BIEAREI strict # none , AR
loose AJRERQRAMBIENRIEMN NS BEET — Ko

« cred=/home/ec2-user/creds.txt — IEEMMLIREAFEIE,

« _netdev - ARERFERNHRENTEENSZILRINRE L, ZRTMSEE I KHFEER M4
R ENEEFIRLEBEATMERS

c 0-EBRXHRSENZA dump B3, MRERIFEE, XF Amazon FSx , ZENIZZ 0.

« 0:EE fsck ERFINBRENHREMNIATF, T Amazon FSx X#HRE , ZEMHN 0, KR
fsck TRERFIRIZIT,

IR, EH. MBRXFRE
ATENET MABSRTAFESREBIHRE,

° ﬁ“ﬁ%ﬁiﬁ:/\g
- ERIMBEXHH
- BRI EXHH

YRATLAfE A Windows-native £ Z 343 GUI 1 Amazon FSx CLI #{Tizfe EE K EEE
BT Windows File Server B9 FSx XRS5 EMXXHHZE, PowerShell AR ZEx#4%

EENMHHE 50
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GUI ( fsmgmt.msc ) BY , EEXRTF U THMOXHRE LWRZE ETXHEN , AIgE2HINER, H
W RIXLHER | EFEH PowerShell REBN T E N XHRE LN XHHRE,

Microsoft Windows Xf X #F# B FH an & SSHEAM N MRS, NERES R IEZMFRESE , NBEX
£ Windows IERE@ B XHMB R, BXESEE , BERGEHH.

/A Warning

Amazon FSx R RS X 812 SMB XA HEN BN XHREBIMETLES NTFS ACL X
PR, EZESULAFEEXHREN NTFS ACL R , RS BENXHHRZETELE,

ERARXEXMHX GUI EBENHHE

EEE Amazon FSx XHRELWNHHRE | AJBMERRAENHRX GUI, HEXHRX GUI A ERE
Windows RSS2 VAT AR EXHRERT — N PRUE, ATEENEATHMNEENHLE,

FHZ 4K IEREE FSx for Windows File Server X #4ER 4

1. J3%h Amazon EC2 3£4l , HIFEEREER] Amazon FSx XHR S A K Microsoft Active
Directory, At , M {Amazon Directory Service BEEigr) FEFUATIE :

« FEEHA Windows EC2 34
« FZIMA Windows £l

2. DXHREEEAARANAF SMEREEIEAS, £ Amazon FEEH Microsoft Active Directory
B ZABEF N Amazon £1E FSx B R, EEBTEEM Microsoft Active Directory & |, iZ4H
BHRNEHEERER , AIEFALTUENREMNEEAEANBEENLNENR. BXEZER , H5H

(3ER T Windows 3418 Amazon Elastic Compute Cloud B FF#8R) A HYEREE Windows 3£,

3. IIAFKRXE  AREANUEERSMHIZEITRIZIT fsmgmt.msc, WWRERFITFREXHRK GUI T

4. TEBRED , BFREEIS-BITEN.

EZ—BITENF , BALEH Amazon FSx XHREHITHE RE (DNS ) &%, Hlm

amznfsxabcd0123.coxp.example.com,

E7£ Amazon FSx 2 4lA L ERXH-REN DNS B | BEBRXHRE | BEERENXHR
S AREEXHRAZFENENNEEZEE D, BIETLLTE DescribeFileSystemsAP| ##EH
M8 B2 3R EX DNS & o

6. ERWE. BE , AEXMHRTEMNFIRFRFER Amazon FSx XHREHNZRE .
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WME , HEXHREEZZEM Amazon FSx XHRS |, WA LIEBEXH RS LB Windows X
2, MIAHZEEZ N \share, TEIHRTUTTERBEX— A :

c DB XHAHRE -HEHEXHRIESR  ZEREMERFHHE | EF Amazon FSx XHRERTE
PHE, ARFERAE  AEER CIBAEXHR G F,
ORI NHRZZE , BIALRNERM 4R, BAIIRNTSRIITRE

« FRARAEXMHRIER  BEEARMXARBENET WL, R R o IEH R, REIBAH
MR,

- FERAGST:

New-Item -Type Directory -Path \\amznfsxabcd0123.corp.example.com\D$\share
\MyNewShare

c BUNHHRE -EHREXHXRTENANERT , TAEBANIXHAEN LT (AREET ) X
B, RREEEM, EREEFERRE,

« MBRMHHRE -EHEXHRTENANERT , TTENBRIXAREN LT (AREET ) X
B RERRFLHAE,

(® Note
XIF Single-AZ 2 Ml Multi-AZ X R4 , REER Amazon FSx X4 REH DNS & #EE
F| fsmgmt.msc , FREFAHEXHR GUI TERBRNHERAZERERAXHRE (BEEHN
BR. AFREIMEMEY ). WRECEAXHRER IP ithutsk DNS 3B #HTERE , MHE
XX GUI TEFF X ERE,

(® Note

MREER fsmgmt.msc HEXHX GUI TEIFRIF Z 4 FSx for Windows File Server X
BRELNVHE , NEERXITFNTARAXHRENEEZNXHHEZ E KL, A6
HIEER ., AERIXLIER | B LUERA TR B E PowerShell EEXH4HE,

FEFAEENXHHEZ PowerShell

YRA] LAfE FE AT Windows File Server WEENX FSx ZREBEEHGOREEXHHLE, PowerShelliX
ESSEDTEIEENHREZMES , i
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o FXHHENINE XM RS IFIZ S Amazon FSx
- R%XHHZ Amazon Web Services X3 S TR ERE

« WHENHHETEREHTHESE K NANXHHEME

ET#HBNMER Amazon FSx CLI £ E# T EEE PowerShell , 2/, /A Amazon FSx CLI
PowerShell

TRIE T TRATFEEERT Windows File Server X RSH FSx £ X4 £ ZH Amazon FSx CLI
ZEFEEIE PowerShell 5%,

HEEERD .88

New-FSxSmbShare BIEHHHE,
Remove-FSxSmbShare MBR X HZ,
Get-FSxSmbShare RENEXHHE,
Set-FSxSmbShare REHZNEM.
Get-FSxSmbShareAccess BREXZHIHRZEFSIER (ACL)

Grant-FSxSmbShareAccess ERENZLHRFRRINZIEEENAFIHRZEFHZE (A
CE) .

Revoke-FSxSmbShareAccess MREMNZEERATFHMIRZEETENFIE LT ACE,
Block-FSxSmbShareAccess EHENZ2HRAFRRINZEETENIEL ACE,
iR

Unblock-FSxSmbShareAccess MEEZEMNZLBARRFHMBRZEEENFIEIEL ACE,

BN THBRYBEHHRERAFEGSRINSERFEE, BEHRILLAR , HET28 -2 o, flm
New-FSxSmbShare -7,
FHEIE£3% 45 New-FSxSmbShare

BA LURFE B 5% 45 , New-FSxSmbShare X ZHM I LUARBMZITERBERK B L TAMNEE |, MR
BXHEF W AEIL,
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AT AEZ— , %1 FSx for Windows File Server 3RS 88 F OB - HERMEMNEIER
Ko

s BURBERAERFIUENR , EEAUATHS,
$credential = Get-Credential

« E{FH Amazon Secrets Manager BRERFIENR , HEEAUATH D,

$credential = ConvertFrom-Json -InputObject (Get-SECSecretValue -SecretId
$AdminSecret).SecretString

$FSxAdminUserCredential = (New-Object PSCredential($credential.UserName, (ConvertTo-
SecureString $credential.Password -AsPlainText -Force)))

BIBFEAH (CA) IHE

B LAE EERATEREER Amazon FSx CLI #1224 TH (CA) HE., PowerShell#E FSx for
Windows File S Multi-AZ erver X R & LB CARESEMABTAMS. Amazon FSx Single-
AZ XHREGEBEVERETREEZE, Filt , 7 Single-AZ XHRELREN CARXZEFRENM
A, BEUAMETRSE. A New-FSxSmbShare @i -ContinuouslyAvailable TR E R
$True REEZHERFETANHAE., UTERUE CARENRAGS.

New-FSxSmbShare -Name "New CA Share" -Path "D:\share\new-share" -Description "CA share"
-ContinuouslyAvailable $True

A LAEA Set-FSxSmbShare i SR MBE XM HZ LM -ContinuouslyAvailable &8,
BEABXHHEREHETA
FAUTHSEENE XS LAENFETH R ENE.,

Invoke-Command -ComputerName powershell_endpoint -ConfigurationName FSxRemoteAdmin -
scriptblock { get-fsxsmbshare -name share_name }

WMRER CA, W RIELTT

[...]
ContinuouslyAvailable : True
[...]

EENXH



SEFTF Windows File Server #9 Amazon FSx Windows f 8/

WRRERACA, NwmHRITEATT

[...]
ContinuouslyAvailable : False
[...]

EFNANAAZELERBETR", NERAUTHS :

Invoke-Command -ComputerName powershell_endpoint -ConfigurationName FSxRemoteAdmin -
scriptblock { set-fsxsmbshare -name share_name -ContinuouslyAvailable $True}

New-FSxSmbShare HF & [@{E4E , e T kM

MREEEEEERE, HEAFPMENEREENEES Amazon FSx XHREGREHIE , Amazon
FSx A X #EF# 1TiZNew-FSxSmbShare PowerShell 55,

&R LAE R LA T RR T R — R RIX MBI

« 1T New-FSxSmbShare i T HA P 4ME FSx XU RSN TFRE—MHF,
o BOLUER fsmgmt.msc GUI EXHRELBIBHAZ, BXEZER | BHSH FRAXEZXHFE GUI

EENHHE,

New-FSxSmbShare I F 2 EEE , BB KM

55
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A AMERMIFEAM © Single-AZ LA Multi-AZ X#HR 5

& AT Windows File Server B§ Amazon FSx IRt RM X HRGEIE XA Single-AZ : Multi-AZF, B
TETRETHEBNIEABREREBTERENGEE . AXZBRFHAAM SLA ( RSEHRIMN )
WEE , 5 H Amazon FSx BRESZE RN,

(@ Note
Multi-AZ XHRGEAERE (LR ) KERE,

Single-AZ X #H RS H B Windows X IRF/EHFIFMENATAK (AZ) AN —HEEBAR. EXZ
BIBERT , Single-AZ XHRELBHEHFHHE , MRV EESENAGBENE M, Amazon FSx &
BEGEREARE , AR ERBEEMEEAGHBINBEEHHIIRE, Single-AZ EHENRES
HEE , ARANGRGEENITALEFNE , XEREBEQKLHKY 30 2 #HHENNE, XTF
Single-AZ XHREG: , EMIBBERT , XHEREHEAELERE , flBTFSNMNAGHE , HEH
FEANERFBNFEEBESHIXERELTA—BRES , EXHERT , BUUMNEFHZHH
ME X RS

Multi-AZ X4 RGEEIFERNTAX (BETHAXMZATAHK ) B Windows XHRSEFAKN S
A FAMBEAR , ZEEFA T Windows Server HERBEHE (WSFC) RAMANTARXR EEE—4A
S, BEEETARANANTAXZBESE . BN T Multi-AZ $8%& , Single-AZ EfB&ET
H—-SETAXREHBERRESEAL , HEIEIRELBRIZATAXRESITNARELF Mt
RIABRS PR EE A T RS, XHETUSEHRAKE , AT TRPENBEEZIZABENTAX
o T 9 200

%% Single-AZ =, Multi-AZ X RS SR BB

£TF Multi-AZ XHRGRENS TAENMEAEER | RNBUCHXHRER T ASHES THER
;o Single-AZ deployment EEANRAMA X THEAR, REENAEFERNEEHIEATEER
AFREBITRNES THERBEURTAENIRE KRB IR (RPO) FREMNES THEABIRHAZLFTRE
RERT R, EUTXANGRGEET HITHIARSHEBBERT , THAEN RPO FRBN R TIE
NEERATUAZTAMERER 20 2% , ERPHBRT , TEZ BRIE—RZ 0 URNBTFEER
EXKo

IATBWEEEXHRENTRAMER | ABFREXHFRGLET. FHEIERNITIIANRS FliE
EHHE , S0 TEAREBENFTERZRENTHRETH.
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https://www.amazonaws.cn/fsx/sla/

& AT Windows File Server ¥ Amazon FSx Windows f FER
BREHBXREX DI INEER T

TFHRLCE T FSx for Windows File Server X4 RS HBBIE BTN INEE

ThBRE SSD HDD 7 DFS @ DFS &4l BENX CAH=E
bIRER B ZE [ DNS £#
Single- v v v v
AZ 1
Single- v v v v v
AZ 2
Multi-AZ v v v v v
(® Note
* BRIEALAE Single-AZ 2 NXHRE LRIRIFEAA (CA) £= |, {B7E SQL Server HA #3&

R, BRIZE Multi-AZ XHFRSG EER CA HE,

HEXBLRE
Mult-AZ MRETIAFE—ER , THERELEHNEEH BS BRERBEIE RS S |

« ARAREREFH
« BIAXMFERS IR T A
« BEMHRSSSRETITRIRNGER

M—BXHRFSH[RBEBE S — 6 XMFRS R |, FRES XRS B[S EH TR ERE XHFRE
MIREURBEAE R, YEEFMANERAAN , Amazon FSx &AM B MEEFE FMPNEIL
MRS, NEEN RS S RN HEIRE A XGRS [EANEIRS , RAKBEES
£ 30 AT, ELIEIREE Multi-AZ BEE th2FERE 30 WAV RN , FERBHEEIE TP
XHRSHETEMERTRIRE,

EENHREHTHENRMEINELSNER , /O AJELE %+ H Amazon CloudWatch 545 A
RN, T Multi-AZ XHRE | HETIHRMN #FERE H R & 4 A AR B A B #

BREPFRBR 5 N EE T 57



SEFTF Windows File Server #9 Amazon FSx Windows f 8/

FEEEXNHFRSBNHE MRS H[ZARITEL, HTER HDD FRZERNNHFREAREBEAR
ERNTHENTE , KIBEZTREE/LNNE. 10PS-heavyHANTE W X H RS A BB /NETMIR K
MEBX N ARFHEIE,

Windows & Fim L HY R FEB LK

M—BXHRFSF[RBEBE S — 6 XMFRS R |, A XHRS /BN TR BB XHFRE
IR BEAE R, Bk FNPANERAARE , Amazon FSx 2F KM B MEFNHE FMFPHEILEL
RS AR BT XHRSH DNS BRMEREFTFE |, R RMEBX Windows NAEFZERR , XL
NRAEFLEF TN AMRE XA REMVERE. MRS X IRS 28 LN B E R F & A XX RS
BRIEANESRS , RREBEESE 30 DATHK. EHIEIFRS Multi-AZ B th2ETZ 30 Wavet
BIRAZE , FERBEERFNANNHRSHETEMEZRT 2R E.

Linux R igHI A NEB LK

Linux B Hl 7% #B3) DNS-based #EH B, it , FRREBHE , EMNF2A3ERIRZAX
RS ER. ENHREHEMEREEFMNFH Multi-AZ XHRSHE2E , e RBFREXHRS
HYBRAE.

X RG LN R MR

A LB Multi-AZ XHERGEHNEUHBRERNZHBEEBE, YEERAHRENETULRE
B, Amazon FSx @I X4 RGN XHRSEE. Multi-AZ XHREL B BEXBEHEIRS
25 , ™ Amazon FSx 2@ A B R BERS SRS ER. RAENGRESXREIRERFHNWERS
2% , Amazon FSx fF &R HBI X H RS 2R

&R LATE Amazon FSx ###1& . CLI M APl RIS FR BN ERBERNEE, KDZXHEHG , BN
NHREGEERMEBIHB RS , ARAREIRETERSHR. AREXANHRENFTHEDNE
ZERHBENELER , BN EEFHED,

Single-AZ 1 Multi-AZ X# RS R/ R
Single-AZ Multi-AZ XHREFEA FRMFEEMEZEONARNTE , M TETETR,
™

BIBELFAE = (VPC) B, HATE# Amazon Web Services KIEHFHMETHAKX (AZ) . THARKE
BRI A UREEMTAXNSENTENE, 0128 VPC 25 , BANES/NTAXFRM—

Windows & i R R HB LR 58
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HENTFW, BNINTRAXPIRINVPC E—NMFR, FREERN VPC AR IP #iSEE. FRLMAT
BEANTARXH,

i& A F Windows File S Single-AZ erver X RGH FSx FE —MREQIERIBEN TR, BIEERENTF
P EX I EXHRERHTAKX,

Multi-AZ XHREFZERNTFR , —NATEEXHRSSE , —MNATRAXGRSSE, ZERBHRAN
FWABF E— Amazon KR AR ATAKXH,

X FTAmazon NARFA , BINBUEESEEXHRSFERNATARFEHEF K , UBERRE
AIER o

M RG5O

HMEMEEOR VPC FRREMUMFHZEMEAH, HBEIE Amazon FSx XHRER , Amazon
FSx 2EZBENHRERBKHN VPC PHE — MRS M EMEMEED, BUENKZZEOEETFiREE
EXH#REBEHERZXHRGE. REFMEMEZEOREKS, VPCH—H2 , BENEANET
Amazon FSx RS SEE. Multi-AZ XH4RGEERNEEMEED , SMXHERSFSHE—1. Single-AZ
XHRZERE— elastic network ##0,

/A Warning

EME NS BR G X R G RERAV R MM EEO, SRS BRZMFEOTERLFSHKAER
188 VPC MM R 2 AR EHE,

THRLCETERT Windows File S Single-AZ erver Multi-AZ X4 RS FSx BB RA AR -

N RGERERE FRHNHE HEMNEEONKE IP 3th 31k 2%
Single-AZ 2 1 1 2
Single-AZ 1 1 1 1

Multi-AZ 2 2 4

BIEXHRER , ERBRXHRGE 2 , B IP it FaE .
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-eni.html
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/A Important
Amazon FSx A X HEMN AR EBRNFRINH RS , B FXFFXHRERA LN L EERM LT,
MEBFM P st ( INEBRIFENAE IP it ) MnE X4 REEMMLED , Amazon
FSx aNHBEHE.
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{$ B Microsoft Active Directory

f2 FSx for Windows File Server X R & at |, BRI LU E INAZH Active Directory 15 , AIREAF
B0 AR TR SUHER R BB 5 R E], Amazon FSx £/ Microsoft Active Directory S8 IE
M Microsoft Windows ¥ E K. Amazon FSx 82 T £ Amazon FSx 5 Amazon Directory Service
for Microsoft Active Directory F £ B 1T & Microsoft Active Directory FENEIR , E&TLUEN
Active Directory £ FSx for Windows File Server X4 R4t

Active Directory =& Microsoft B3kfRSS , ATHMEAEXAMNB LNRNER , FEEANAFEBRENE
BAMFEAXLEER, XENKBEFSELZRR , SINXHFRFFURMNER - MITENKS,

RE , BB A AEREE Active Directory I A F 54 B1T# T HBRIEH 5 R FSx for
Windows File Server X# %%, R & A LAERHIE 5 4 R IE HIX BN TR STHRBEE. Lt

A BRI IIE XX HREEZSHREHSIR (ACL ) BEEBE Amazon FSx , ML ERH 1T
FEAE R,

® Note

Amazon FSx ¥ Microsoft Azure Active Directory 3HARSS , & A LARFIEARSS 0 A Microsoft
Azure Active Directory,

ERAXHRSERNES AR Active Directory BLBJG , BN REEFHUTEMY :

- ARSSH P EAE
 DNS RS589 IP ik

SNFRIEXHREFINAR Microsoft AD , BEEERATEM :

* DomainName
» OrganizationalUnitDistinguishedName

» FileSystemAdministratorsGroup

B2 , BAUBELZHRAUBTNXHRE , HEFXHRER Microsoft Active Directory £ 54 Bt & H
FHLAEM. BXEZER , BoH 2 OEEEFXHRE,

61


https://docs.microsoft.com/en-us/azure/active-directory-domain-services/overview
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-whatis
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-whatis
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® Note
Amazon FSx X #F Active Directory Connector 1 Simple Active Directory,

R BT Active Directory WELERX A EX M S BEEXHREREZ PR , Il FSx for Windows File
Server AIREQHIIB B IR, EFNENXHREMER ATARE , B Amazon FSx BHI A RIEEE
HIXE R , &L Amazon FSx API SiZ2Fl A A StartMisconfiguredStateRecovery s
T, BXEZEE , BEH XWHRSGA TRELEIRRS.

jEE
« f¥ Amazon FSx 5 Amazon Directory Service for Microsoft Active Directory

- R BITEEM Microsoft Active Directory

&

\

£ Amazon FSx 5 Amazon Directory Service for Microsoft Active
Directory

Amazon Directory Service for Microsoft Active Directory (Amazon Managed Microsoft AD) £ =H 121
EE2RE. SETAMSERR Active Directory B . B LAE TEAFIBEBHE XL Active Directory
B %,

MR K AL FEH Amazon Managed Microsoft AD B2 B4 Mik% | RATEUENFEM Amazon FSx
XHREEER, Amazon Managed Microsoft ADEN X ## , 843K B A Amazon FSxBI 4R R
AR R, Amazon Managed Microsoft AD Amazon A EiXHIMRFWILE, k. SHAME. IF
M, ZEUNTERER , FEEBT ITAERMBREB SN IERR,

ZE & Amazon Managed Microsoft AD & BHFERAL S FSx , BRI AFERL Si# FSx 24 &, £
HIE P RIE# A FSx for Windows File Server X4 RE4iET , iEEHE Windows & IRUEER S THY
Amazon £& Active Directory, BEAUEREFANKBERERK. BXEZEE , BSHA PR 5. 0
BXHER%.

B AL TTRERTE BITE M Active Directory 38 ( At =im ) LEERSHMRE. WRE , BN
FHER Amazon FSx XHREEEMA R BRI BITEEMN Active Directory BH, BXEZER , 17
SR A B1TEER Microsoft Active Directory.

A, BRI RERENNERMIREER RS, FIERS | BULUFER (83 Amazon FSx
XHRE ) BREESHPFTERN Active Directory MAEEIRIIHY AD # e,

£ Amazon Managed Microsoft AD 62


https://docs.amazonaws.cn/directoryservice/latest/admin-guide/directory_ad_connector.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/directory_simple_ad.html
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/A Important

Xt F Single-AZ 2 NHFTAE Multi-AZ XRS5 |, Active Directory T£REEHE (FQDN) TEE
o 47 NFEF

BX X So R SR A

R INA Amazon #E3EE Active Directory 13#J Windows File Server X R4H FSx 2|l , B
RECLKVEHRETUTHEEE -

« XF VPC 224 , ATEMNEIA Amazon VPC BIERIARZ S HERMEIEH & P XHRE, FH
REEHFOE FSx XHERSEHNFRHZEAM VPC M4 ACL EinO L AWAE FTEFTRA EAR

=
o

FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCPPorts 88, 135, 389, 445, 464, 636,

3268, 3269,9389,49152-65535
UDPPorts 88,123,389, 464
S
Active Directory
TCP Ports 53 domain controller
UDPPorts 53
~
i -~
AY DNS server
FS/'{Q :
' TCP Ports 445 C\l
< L
< |
FSx for Windows : :
: SMB client
TCP Ports 5985

N

=

Administrator

TRBET SN RANER,

BRI SE RS A 63
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iy 0
TCP/UDP 53
TCP/UDP 88
TCP/UDP 464
TCP/UDP 389
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iy 0
UDP 123
TCP 135
TCP 445
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iy 0
TCP 636
TCP 3268
TCP 3269
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66

IS WIS BB

Y4
TLS/
SSL
(LDAF

Micro:

W om am e

H Bt

SSL

Micro:

W am e



SEFTF Windows File Server #9 Amazon FSx Windows f 8/

713V ¥ O A
&
TCP 5985 WinRI

BE S gD
5 =2 ©
o -
™~ —

i

TCP 9389

gl

TCP 49152 - 65535 RPC

/A Important
Single-AZ 2 MFFA Multi-AZ XHRGHDEMBEZ ARG TCP %O 9389 LM HILRE,

BR P o RS 67
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@ Note
MBEMEFHE VPC W& ACL , MESF A UFFASH O (49152-65535 ) L HIERE,

- WMREBEFEN Amazon FSx XHRGEEEIH A VPC K~ FHHIEE M Amazon icrosoft Active
Directory , i5#R1Z VPC EZRERHFCIENHARENL S# VPC 2ENERE. EXESZER
EZ & Amazon FSx 5 Amazon Managed Microsoft AD FE R [E# VPC =K A,

/A Important
R Amazon VPC ZEHERNEREMEREN T ETH KA , EXZEH VPC M ACL
EXRW@ETF w0,

£ Amazon FSx M 4% T E31F 5 Active Directory 13112 #1258 2 B B9 E 2,
FERARRNRERLE

X H R AR Amazon Managed Microsoft AD ®RiB. RJfE , BA LAEZESIZ2E Amazon
Managed Microsoft AD B A K B1TEER Active Directory B2 RI2 M 2 MHEEXRR. WF
Amazon FSx F#J Windows H#4%KiE , ZBRFE L @MMEE , B Amazon HEMEEL T,

BN BIEEREEN AR |, ™ Amazon Directory Service EE BN INEEEEN AR, 2TRIE
W EMRRIEERREEEH B EREH , DAFSLEPAKFBERENGPFRENETRETEHRE
iF, EXMIFERT , Amazon FSx X5 Amazon EENE#HTRE, & Kerberos SHRIEZED , XK
BAREFNEHRIIERBALAGREH TR , ARAREEHES AR , RAFFBERSEILIRRS
!&"\E’J FSx for Windows File Server X# %%, Amazon Managed Microsoft ADBEXERNEZEER ,

2% Sec Amazon urity Blog £#Y “/RAEHE K < F Amazon Managed Microsoft AD{EEH — 41" —
Io

Mi7 Active Directory Bt &

£ 8]2 Amazon FSx XHREZHT , RATEBUVUEEF Amazon FSx MW T EIF S Active
Directory 2 #I8f 2 BN EE, BXELEE , S H KR5S Active Directory 152 $l25 HiEE,

LR FE A F Windows File Server B9 FSx Bt Amazon Directory Service for Microsoft Active
Directory , AR BRI LA IRIZ A AEBY

EARREMEEEE 68


https://www.amazonaws.cn/blogs/security/everything-you-wanted-to-know-about-trusts-with-aws-managed-microsoft-ad/
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{Amazon Directory Service EIE{E™E) I+ 4 =E Amazon Directory Service
- 7£ {AmazonAmazon Directory Service EI2i5f) FRIEENITEZHEH
{Amazon Directory Service EXE{Er) PRI BIZEEXR,

£ Amazon FSx 5 Amazon Managed Microsoft AD £ R VPC =Rk F &

EALAE R VPC M EEEFER T Windows File Server X# R £5#9 FSx A E Amazon Managed
Microsoft AD &l —K R VPC F /B, ZEALUER Amazon Managed Microsoft AD B %
EFEHNXHEREMAZIRRE Amazon P TH B &,

@ Note

B R gEEE S Amazon Managed Microsoft AD &8 X% 45 Amazon Web Services X 13 8
B, MREFABXE VPC NEFRE , NNEHBTEER Microsoft Active Directory, B
RELZEER , F2H FHB1TEEMN Microsoft Active Directory,

FENXHEREMAREM VPC A TERESIFEATEER : Amazon Managed Microsoft AD

1. REBEHN PG,
2. HEEME F.

3. 'l @E’Jj('ﬁ'%auﬂﬂl/\?—ﬁio

BEXEZELR , 51 (Amazon Directory Service BEEER) PHHEEZ,

BERBEEHMEINE | B LUER Amazon Transit Gateway 3 Amazon VPC H 8|2 VPC 3 &iE#,
AL, EWRFEAN VPC 2E A TFMERE,

RERMKXEMEZRERDL | BUAEREE VPC MIARLE, BXER VPC PERXNEZER |
EZ# (Amazon VPC REMKIER) R HRER PEMN K,

VPC MEEERR VPC 2 BN M EERE, FREE , BEBEAT A Internet MRS 4 (IPv4)
I Internet THARAS 6 ( IPv6 ) Hblik , EENZBEBBERE. BRI A VPC X ZFEZMER Amazon
Web Services X13 S & 2 [BH VPC, Amazon Web Services XiFH* VPC NENEZER |, B
2% {Amazon VPC X &Em) PWH AL VPCHFE 2,

PFHREMAB S 4RSS TE/ Amazon Managed Microsoft AD B F&f , &8 R — M ER%
., BEEESRE —/NKF HZEH Microsoft Active Directory B 5. Rtk , RO LAER Amazon 3%

Amazon Managed Microsoft AD TR VPC K /- A 69


https://docs.amazonaws.cn/directoryservice/latest/admin-guide/what_is.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_getting_started_create_directory.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_setup_trust.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_directory_sharing.html
https://docs.amazonaws.cn/vpc/latest/tgw/tgw-getting-started.html
https://docs.amazonaws.cn/vpc/latest/peering/Welcome.html
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‘& Microsoft Active Directory W EXRHEEE, ETHEZER , 525 (Amazon Directory Service
Mfiiaﬁ>> PHHE R R,

I0iF 5 Active Directory 1512 #8319 & #2

EBIZEE A Active Directory B9 FSx for Windows File Server X R £t 2 81 , A Amazon FSx
Active Directory :iif T BRI F 5 Active Directory 182 BIfVE R, TiLIRRTEILE Microsoft Active
Directory ## Fi& T Windows File Server Amazon B FSx , X 2# A B REEM Active Directory
BE |, REPAI A AN, 1535 BT M & IEZ N (Test-FSxADControllerConnection) 437 13
P ENMNERFIRETLENZERERE, HR , NEALNEHXN — AR EN SRS TMEEE
ik,

iE 5 Active Directory {2 #8589 £ 2

1. EE—NFME , Bz—NEEHE Amazon VPC £ 4 BB EFH AT FSx for Windows File
Server X R4 H Amazon EC2 Windows £, X F Multi-AZ EBXRE  FEAEEETI XN
RS 2389 F M,

2. ¥ EC2 Windows EfIiNA Active Directory BEXEZEE. , 2 (Amazon Directory Service
EEERE) PHFIMA Windows 3EHl,

3. EEIEW EC2 kfl, AXEMEER , BESH (Amazon EC2 AF#Em) HRY Connecting to
Your Windows Instance,

4. 7E EC2 34| E3TFF Windows PowerShell B0 ( ERANUNEE R HHIE1T ) -

EN[RREZET Windows FiEE PowerShell B9 Active Directory #&3R | FEERAUTUIRT T,

PS C:\> Import-Module ActiveDirectory

MR E-BREEEER  BEAATHSHITRE.

PS C:\> Install-WindowsFeature RSAT-AD-PowerShell

5. ERAUTHSTRMERIETE,

PS C:\> Invoke-WebRequest "https://docs.aws.amazon.com/fsx/latest/WindowsGuide/
samples/AmazonFSxADValidation.zip" -OutFile "AmazonFSxADValidation.zip"

I IF 5 Active Directory 1512 & 23 #95%E 42 70


https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_directory_sharing.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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6.

7.

FERAUT S T zip X
PS C:\> Expand-Archive -Path "AmazonFSxADValidation.zip"
1% AmazonFSxADValidation &R INEN L HI & FF,

PS C:\> Import-Module .\AmazonFSxADValidation

R Active Directory 12 %25 IP it B , RAEEAUTHSETEENR -

$ADControllerIp = '10.0.75.243'
$Result = Test-FSxADControllerConnection -ADControllerIp $ADControllerIp

LU ROIFTRAK RE S 45 R I EEN B AN 5

PS C:\AmazonFSxADValidation> $Result

Name Value

TcpDetails {@{Port=88; Result=Listening; Description=Kerberos
authentication}, @{Port=135; Resul...

Server 10.0.75.243

UdpDetails {@{Port=88; Result=Timed Out; Description=Kerberos
authentication}, @{Port=123; Resul...

Success True

PS C:\AmazonFSxADValidation> $Result.TcpDetails

Port Result Description
88 Listening Kerberos authentication
135 Listening DCE / EPMAP (End Point Mapper)
389 Listening Lightweight Directory Access Protocol (LDAP)
445 Listening Directory Services SMB file sharing
464 Listening Kerberos Change/Set password
636 Listening Lightweight Directory Access Protocol over TLS/SSL (LDAPS)
3268 Listening Microsoft Global Catalog
3269 Listening Microsoft Global Catalog over SSL
9389 Listening Microsoft AD DS Web Services, PowerShell

LT RBIFRRAETNIRARIRBRME R,

I IF 5 Active Directory 1512 & 23 #95%E 42 71
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PS C:\AmazonFSxADValidation> $Result = Test-FSxADControllerConnection -

ADControllerIp $ADControllerIp

WARNING: TCP 9389 failed to connect. Required for Microsoft AD DS Web Services,
PowerShell.

Verify security group and firewall settings on both client and directory
controller.

WARNING: 1 ports failed to connect to 10.0.75.243. Check pre-requisites in
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/self-managed-AD.html#self-

manage-prereqs

PS C:\AmazonFSxADValidation> $Result

Name Value

TcpDetails {@{Port=88; Result=Listening; Description=Kerberos
authentication}, @{Port=135; Resul...

Server 10.0.75.243

UdpDetails {@{Port=88; Result=Timed Out; Description=Kerberos
authentication}, @{Port=123; Resul...

Success False

FailedTcpPorts {9389}

PS C:\AmazonFSxADValidation> $Result.FailedTcpPorts
9389

Windows socket error code mapping

https://msdn.microsoft.com/en-us/library/ms740668.aspx

(® Note
ER ERSENERSZE , B LAMEH AWSSupport-ValidateFSxWindowsADConfig
BITFM , RIEBTEEK Active Directory Bt B, BEXEZER |, BSH
{Amazon Systems Manager Automation Z{TEMSZE) FH AWSSupport-
ValidateFSxWindowsADConfig.

I IF 5 Active Directory 1512 & 23 #95%E 42 72


https://docs.amazonaws.cn/systems-manager-automation-runbooks/latest/userguide/awssupport-validate-fsxwindows-adconfig.html
https://docs.amazonaws.cn/systems-manager-automation-runbooks/latest/userguide/awssupport-validate-fsxwindows-adconfig.html
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£ F B 1TE M Microsoft Active Directory

MBEBNALER MR IHFER BITEEMN Active Directory B2 HFIRE |, B LAERIZ R FSx
for Windows File Server X # R & N A& Active Directory 3,

LB XHREMABITEEN Active Directory B , #&AY FSx for Windows File Server X R & 518
HWAFNMERR ( SRENEXHRS S ) L FRE—1 Active Directory % ( @&, AP MitEHH
Active Directory BLE RV TREEH A 2R ) fMRE— Active Directory i,

(® Note

BRI LU BN RIR ( BIEEK Amazon FSx X RS ) BERSAFMEMSZ FFH Active
Directory Mer, Rtk |, HFENTHRZ A Amazon IEE R Microsoft Active Directory , 3
2 BIER Amazon FEE R Microsoft Active Directory MIIEH B1TEEH Active Directory
Z AR B @R EER R

« Active Directory IBH RGFK AN AP BMEZHE , £ Amazon FSx AT RXHREMAZRN Active
Directory BH, EAILURFXEFZ IS A N AR EMH , AT EFMEEEF Amazon Secrets
Manager F12{#%3 49 ARN ( #%E ) .

« (AR ) BFRERNHEREMAERNFHHINEARET (OU),

« (T ) BEEREN , FENXHERSHITERIRENEE, H , EA AT IEE Windows X
HHZ, EBEXHRERXHER EWIHREEG IR (ACL) . RESGMXHROFAENRSE, MRE
RIEELA , Amazon FSx 2BIANF L IRINZE RS Active Directory RV EE A A,

(® Note

BRI AV E4A B FRTE Active Directory RAMRME—, UL THERT , FSx for Windows
File Server T2 022 H4A :

- MREBELFEE—NEVHEEEINEA
- MRRIBERBM , Active Directory FERFE—NB RN HEE R WEA,

BXEZER , HSH ¥ Amazon FSx XHREMAEI BITEER Microsoft Active Directory .

£
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- EREM

« BREKF R

« £ B1TEE Active Directory IfHY R{EXEE

+ Amazon FSx RS Ik F

* [0 Amazon FSx fRS K P s A Z N R

» I8F Active Directory fi &

« % Amazon FSx X R MAEIBITEER Microsoft Active Directory 35
« JREVATF3) DNS ZFEMIEEXHRE IP ik
« EFBITEER Active Directory EiiE

« FEk Amazon FSx BRIk

- BEBTEEK Active Directory E#

FRF M

£ FSx for Windows File Server X# R4 NA B 1TEEM Microsoft Active Directory 182 81 , 5EE
AR e R&F M4, AAESBIA{R Amazon FSx X REGREH B Ih A BTEEM Active Directory,

On-premises Bl &

X R EEARMF IR Amazon FSx XH4REMAK BITEER Microsoft Active Directory B S8R
E S5
+ Active Directory 1332 /25 :
« HIEF Windows Server 2008 R2 = E & AR A KV T BER 5l o
« BAMAE A,
- ELE-ANFHENERFSESARMNERE F.
« DNS RSB IMBEB BT W T AR R B 5
- BEEMAXHREHNEP
o EMAYRIF

« DNS BRZ5-85H Active Directory iR #8589 IP b H B2 AT ER | XLt B HE Amazon FSx U4
REMBIER B MAR :

TR 74
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T 2020 £ 12 A 17 B AR XMHRE T 2020 £ 12 A 17 B2 ERIBHXHRE

IP bk AMIE RFC 1918 FAF IP i SEE IP tth3it AT MY FAETSEE A , B THERER

A )N

- 10.0.0, 0/8 - BEXHRSEFER Amazon Web Services
. 172.16.0, 0/12 BH IP bR IP #st, Amazon Web

Services X5 Hx#ZE# XX 2 #Y Amazon

« 192.168.0, 0/16 )
B IP #ut 55K | S Amazon IP #biik

SEE.
« IP #h3k7E 198.19.0 By CIDR XRSEE A,
0/16

MREEEFEHAIEFSE IP #uSEE IR 2020 £ 12 A 17 H 28181228 FSx for Windows File
Server XHRE , MAUBEMEXHRENZORCUEFN XGRS, BXEZER , HZEF
ZREREHNHERS,

- BITEEM Active Directory BB HIUHE R LT ER :
- ZEBARKXAERZE (SLD ) #3xX. Amazon FSx 7% # SLD #H,
« XTF Single-AZ 2 FFTE Multi-AZ XHRS , HETRERT 47 NFR
« IBE N KIET Active Directory U R AUE B LT RS -
- VPC HEXHREXEH FMAIMIE Active Directory ¥ S # 1TE Lo
« VPC FWE{E Active Directory 3 =¥ M Z [Bl3& B 7= £ H 3R,

Amazon FSx FEEE#ZIE £ Active Directory PR35 A iE W AV Ii#2 #8551 Active Directory ¥k

Ko Amazon FSx f$ ZBE{E{A#E 4% A 389 LPEIE TCP 1 UDP #iEii2 %185, XI T Active Directory
FIREVFIEHIES | BRFRIXLEIREIZEHZE Amazon FSx BEREER, A, BIAXT RS MK 7 P Ay
FAESRIEEBRMEIX LR FIEE.

/A Important
BIEXHRER , H2%H3 Amazon FSx 7 OU HEIEMNITEIXN R, XFMLSBENX
HRERIER R,
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http://www.faqs.org/rfcs/rfc1918.html
https://docs.amazonaws.cn/general/latest/gr/aws-ip-ranges.html
https://docs.amazonaws.cn/general/latest/gr/aws-ip-ranges.html
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A LAE A Amazon FSx Active Directory 3if T ERIF & EY Active Directory BLi& , BEN R 2
BREIERMNIERE, ERGESEEZENTGIEGSNHNE | 85 1] UE A g2 |25 Amazon Managed
Microsoft ADZ BB EEXR. BXEZER , HFH EAREMEEEL,

/A Important
RBEHEMEH Microsoft DNS 4E5 BRik DNS BRSSEY , Amazon FSx = & ¥ it X RS9 DNS
BFK, MBRBFEHNWRE=H DNS , WEEEVNENHRERFFHIREXH RS DNS iB%

%*B.

M 4 B iE

AFNBTHXGREMABITEEMN Active Directory WREBREBEER, EZRAFXHREMABT
EIEM Active Directory Z 81 , FA1BZUVE AR Amazon FSx Active Directory %1iF T B Uiz £& 1%
B,

o WEEREHAIEF N ST Active Directory 125255 Amazon FSx Z[EH ICMP R&.,

- RAELEEHDCIRXHRSZRN Amazon VPC 5 B1TEEM Active Directory Z BB BiERE, &
AJ LAE A Amazon Direct Connect, Amazon Virtual Private Network, VPC X & iE# 3 Amazon
Transit Gateway Ki% & MiEE,

« AFERIA Amazon VPC HERIA VPC R A ML ER Amazon FSx I ARMEBEINHERS, BERE
EERUENHRENFRNEZLEN VPC ME ACL B0 LAY E TRMRABNRE,
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https://docs.amazonaws.cn/directconnect/latest/UserGuide/Welcome.html
https://docs.amazonaws.cn/vpn/latest/s2svpn/VPC_VPN.html
https://docs.amazonaws.cn/vpc/latest/peering/what-is-vpc-peering.html
https://docs.amazonaws.cn/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.amazonaws.cn/vpc/latest/tgw/what-is-transit-gateway.html
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FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCPPorts 88, 135, 389, 445, 464, 636,

3268, 3269, 9389, 4915265535
UDPPorts 88,123,389, 464 ﬁ
S
-

Active Directory

TCP Ports 53 domain controller
UDP Ports 53 I%I
~
i -~
AY DNS server
FS/'{Q :

TCP Ports 445 C\l
(—

SMB client

=

Administrator

FSx for Windows

TCP Ports 5985

N

N

TREBTHL, "OREFE,

7 ¥ y=ih=:)

TCP/UDP 53 1% R4 ( DNS )

TCP/UDP 88 Kerberos & 1% ik

TCP/UDP 464 Change/set #5

TCP/UDP 389 28 B FiFE L ( LDAP )

UDP 123 P 4% B[R] L ( NTP )

TCP 135 2 AR itE Environment/End K[BRETES () DCE/EPMAP
TCP 445 BXARS SMB XHH=

TCP 636 289 B 5 A TLS/SSL (LDAPS)

TCP 3268 Microsoft £ /& H &
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173N s 0 At
TCP 3269 ET SSL 8 Microsoft £/5 B %
TCP 5985 WinRM 2.0 ( Microsoft Windows Izf2 B )
TCP 9389 #MERES B 3% DS Web BRS5 , PowerShell
/A Important
Single-AZ 2 1 Multi-AZ XHREHBEEARY
TCP ¥w A 9389 LW HIGHRE,
TCP 49152 - 65535 RPC 9 Il B ¥ O

XEHEMN BEEHEGISERTEA Active Directory 1324|285, DNS R85, FSx B imH
FSx BEE AW NE L,

@ Note
MREFEAE R VPC MK ACL , NEXMAGTFRE XHREHZA[I®A (49152-65535 ) £
W R R

/A Important

B Amazon VPC Z£AEERNELXEBNEZREN S LT HiIKO , B RKZE Windows B A &
F VPC M4 ACL RN [@FT Friw O,

AR S5 K 7 £ PR

BEEREBITEEM Microsoft Active Directory B —MIRFKF , ZKF EBFITENIRMAZE
1T E R Microsoft Active Directory I ZiRINR. RFKF 2 BITEER Active Directory Ry —4
RAPKF , ZKF EHERELETES,

THERXHRSGAMARN OU HHY Amazon FSx RS IK = A 3R 15 Ry SRAKN R EE -

BRS5 K P AR 78
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- WRHEA Active Directory AP #it &L MMC R EIIEH

- EERD

o REVAIE AR

- ERIFEA DNS EHA

- ERIEBARSEERER
- WRHEA Active Directory AP #Mit &AL MMC R SR INEE

- BEBNR

- BIRITENNR

o BIERITENNR

BXEZER  BERTENER  HEERZHENFEER A S EN A SR H RN | 15E
B4/ Microsoft Windows Server 3%,

BXRREMBENRNESZES , B @ Amazon FSx IRSS 1K SA ZFENER,

FH B{TEE Active Directory IM Y R {ESKER
F&:

- EREM#ES) B FEIE Amazon Secrets Manager

RATE IR E A T Windows File Server B Amazon FSx X4 RS MA H1TEEM Microsoft Active
Directory B3R fE A FER1ERER, XERKREIRAEBTRRENHFRENIFLE, TR AN,

A Amazon FSx & F £ ihf fR 55k 7~

£ AR RS IK 7 [ Amazon FSx ZRFIFEHNNE , AE£EEESMABITEEMN Active
Directory WX #R&, BINTEWNLFERASEEREA,

£ Active Directory ¢

5/ Active Directory A E¥E 5 Amazon FSx RSk 7 <BkHY Active Directory fXPRFIELE
fRES4HLRHE T (OU)

RNETEHRNMEE Amazon FSx ITENXNR , BATE VG F FSx for Windows File Server X 4%
SRHLR R T (OU ) EHMEEFIEREE S I,
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https://support.microsoft.com/en-us/help/932455/error-message-when-non-administrator-users-who-have-been-delegated-con
https://support.microsoft.com/en-us/help/932455/error-message-when-non-administrator-users-who-have-been-delegated-con
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B #7 Active Directory Bti&

YEETAERN | SHREEFRH RS Active Directory BLiE, #lin , MR BITEEMN
Active Directory FAETHEMNZBEER , EZEBEER , NYEHMXHFRE LRSS K
F#EBE, BXELZER , H5H EEHTEEMN Active Directory Bt &,

T Amazon FSx RS K/

MREBERAMIRSKEEFRM XGRS, WK~ A3 E A Active Directory FIFTEE X PR
B, ANEXHREXENIAEIHENNRAETLEHNR. BXEZER , BZH EX
Amazon FSx IR IKF .

57 M 2 Bl 4A ¥4 Microsoft Active Directory 34 &

WMRIERY Active Directory SMEH KEE 12128 , B £ Active Directory 5 R fMBRS |, ¥ Amazon

FSx X4 RGEFEANFR o B AT AR EHRSHEA Active Directory ¥R, #{R VPC &%
4H. VPC W& ACL, DC LEH Windows By X 3E#HLN LK Active Directory E At i% it 5 &Y 4 4a] H i X
E BRI E 2 Amazon FSx B ArEIR O#TEE. XA Windows ELEFEA S B Active

Directory ¥ SR IARZEHMIHEHIZR, BEXEZEE |, BHSH £H Amazon VPC BT XXH RS
8] 3% 5

ERAZEAMNRERE

FAZLEARANEERURAER (VPC ) PRIKEMNBREN, FTLAFER VPC 24N PR 3
HAFHAUFTHERERENEKE, flm, RMNBURXATFHISRERRBBITEERN Active
Directory Hi2$IESRATAFRRLZLEARNE., BXEZEL |, BHSH £H Amazon VPC 317304
RE AR,

FH 783 Amazon FSx BIZHITEHXT R

/A Important
BIEXHREGS , E2B3) Amazon FSx £ OU FRIEMNITEHN R, XHEBLSBERN

=
XHRGEEREIR,

I8iF Active Directory EiiE

=1 FSx for Windows File Server X #R £ A Active Directory Z 8 , B8 EWIEFEH
Amazon FSx Active Directory 3iF T E3RI1F Active Directory Bt & -
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176530 B &I Amazon Secrets Manager

YRATLAE A Amazon Secrets Manager &£ ith 77 fif F1'E ¥ YRHY Microsoft Active Directory 1350 A B 55 ik
FERE., LA ERFENARFABIEEXHFURANERAFERBBEIL , NMEBRENZSRR.

R AR E IAM Kl , LEENBANBENR , AABBREBIRREKRE.
&%) B RETEEMEIE Amazon Secrets Manager ( #2%18 )

HB] 1 BIE KMS Z4A

B8 KMS #48 , LATE Secrets Manager XY Active Directory S iE# 1T N R fE 2

I =

(® Note

FNFMBRFA , FREHFZH , FEMEA Amazon BRiA KMS %4H, 1§54 Amazon KMS key
FEIEEMA Active Directory I X4 REHE —MNXiFH 612,

1. FELLTFMEITFF Amazon KMS #2%|& https://console.aws.amazon.com/kms.
EFRAEZRA,

NFRARE | EFEXN

NFRPRE , ERMBRNEER,

NFBHED , ITATERE

o & w0 DN

a. XTEHAMBIR , &&FE KMS,
b. XFRXiEH , i£#¥ESingle-Region ZAHEET—F,
6. EET—%,
7. WTFHH , Bt KMS BHA B
8. (WLE )X TFHER , 2t KMS BHAMIER,
9. (k) XFHRE , BE KMS BHNKRE , RERET -5,
10. (A& ) NTHEAEER , RERBNERLZAN IAM AFNAE,
11. NFBEMB  BEREPATZASE AR BASEE  REERT—5,
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12. (") N TRAAF , RHAERNENZREPERALRAN IAMAFNSE, BRT -,

13. NFZAKE kR ERSE K HERKEABISUTABL AT Amazon FSx A KMS 41 |, A

FEET -5, BEHHERus-west-2 AN KRS ERE Amazon Web Services X15 (&

1234567890129 Amazon Web Services I/ ID,

{
"Sid": "Allow FSx to use the KMS key",
"Version": "2012-10-17",
"Effect": "Allow",
"Principal": {
"Service": "fsx.amazonaws.com"
.
"Action": [
"kms:Decrypt",
"kms:DescribeKey"
1,
"Resource": "arn:aws:kms:us-west-2:123456789012:key/*",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com",
"aws:SourceAccount": "123456789012"
.
"ArnLike": {
"aws:SourceArn": "arn:aws:fsx:us-west-2:123456789012:file-system/*"
}
}
}

14, IERER,

(® Note

B 18k Resource M aws:SourceArn FE , BA LR EERAMIFRIEF] , AEITEFE
HZPANXHE RS,

$ 2 . 81— Amazon Secrets Manager H.2 % 4A
Bl Z4A

1.  $TFF Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o

A B1TEE Active Directory B fY SR {ESEEE
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https://console.amazonaws.cn/secretsmanager/

& AT Windows File Server 8 Amazon FSx

Windows P #5

® N o o

IERFHEAENA.
NTBARE | FREHMRARE,
X TFKey/value Bixt , AT TRERRBMANEZS

a. NFE—1HPB , HMA CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME,

b. NFE—NZHANE , BRWAAD AFHNAFE ( THEHER) .

c. NFE-AE4 , FH#H A CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD,

d. WNFE-ARANE , FRASEEHN AD AF IR,

ST MBRZE , WA L—SF8IE KMS B4AM ARN , RERET -5,

EZPENT , A —IMERMER , LMELHEEERBCHER,

(AE ) NFHR , WABHABHHER,

X FRRRR |, E RS,

AR R IRIILA T 5RRE |, AR YF Amazon FSx AR , RABRRBRT—%. BEXFE

Hus-west -2 NHERZENZE Amazon Web Services X8 (VB MR 1234567890121
Amazon Web Services Ik 1D,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"Service": "fsx.amazonaws.com"

},

"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,

"Resource": "arn:aws:secretsmanager:us-west-2:123456789012:secret:*",

"Condition": {

"StringEquals": {
"aws:SourceAccount": "123456789012"
.
"ArnLike": {
"aws:SourceArn": "arn:aws:fsx:us-west-2:123456789012:file-
system/*"
}

}

A B1TEE Active Directory B fY SR {ESEEE
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}

® Note

B3 & Resource H aws:SourceArn FE , B LUK EEBAMH R | AR
BENZHANXHERS,

9. ( Wik ) BALURF Secrets Manager BB 7 B S B IREUL, BT —5,
10. EBRER,

&30 B FEREFME Amazon Secrets Manager (CLI)
HB 1 BIE KMS B4
B2 KMS Z4R , LATE Secrets Manager XY Active Directory SEiE# 1T INZE MR,

E6|2 KMS %48 , 15 EH Amazon CLI sp 58I %40,

ERBTH , RE --policy 8 , MEEE N KMS ZHAMNRNZARK, ZRBLNIZATH

="

« Amazon FSx By ARSSE 4k , B) fsx.amazonaws. com.

« FFEER KMS $24E : kms:Decrypt # kms:DescribeKey,

&K Amazon Web Services X3 FIk 7 #9 &R ARN &=,

- [REIZAEANIRHER
« kms:ViaService , AR IERET Secrets Manager & o
* aws:SourceAccount , SABRHIZEIK
 aws:SourceArn , SARRFIHFER Amazon FSx X# R4,

LT RAIBIEIFRINEE KMS 2248 , HEKBE R Amazon FSx A Z4AR TR BNZAERIRE, iz
T2 B ERER Amazon Web Services Ik ID MXiE , AEFEAXLEERERARE , UARE
Amazon FSx, Secrets Manager 1 KMS #4082 [El# 1T3& M5 R 1E 6, F{REH Amazon CLI 3%
E3§ A Active Directory I XX R G  F R — X1,

# Set region and get Account ID
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https://docs.amazonaws.cn/cli/latest/reference/kms/create-key.html
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REGION=${AWS_REGION:-$(aws configure get region)}
ACCOUNT_ID=$(aws sts get-caller-identity --query 'Account' --output text)

# Create Key
KMS_KEY_ARN=$(aws kms create-key --policy "{
\"Version\": \"2012-10-17\",
\"Statement\": [
{
\"Sid\": \"Enable IAM User Permissions\",
\"Effect\": \"Allow\",
\"Principal\": {
\"AWS\": \"arn:aws:iam: :$ACCOUNT_ID:root\"
},
\"Action\": \"kms:*\",
\"Resource\": \"*\"
.
{
\"Sid\": \"Allow FSx to use the KMS key\",
\"Effect\": \"Allow\",
\"Principal\": {
\"Service\": \"fsx.amazonaws.com\"
.
\"Action\": [
\"kms:Decrypt\",
\"kms:DescribeKey\"
1,
\"Resource\": \"*\",
\"Condition\": {
\"StringEquals\": {
\"kms:ViaService\": \"secretsmanager.$REGION.amazonaws.com\",
\"aws:SourceAccount\": \"$ACCOUNT_ID\"
.
\"ArnLike\": {
\"aws:SourceArn\": \"arn:aws:fsx:$REGION:$ACCOUNT_ID:file-system/*\"
}

]
}" --query 'KeyMetadata.Arn' --output text)

echo "KMS Key ARN: $KMS_KEY_ARN"
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& AT Windows File Server 8 Amazon FSx

Windows A F#g

M

® Note

B3 & Resource Hl aws:SourceArn FE , WO LU EEBMTF RS |, AEHITSE
HBZA MRS,

S 2 . 81— Amazon Secrets Manager ¥ % 4A

E |2 Z4A1E Amazon FSx 15 [E &/ Active Directory , & ¢ reate-secre Amazon CLI t @ % H#1i%
ENTSH

--name : ZAMNIRIRR,

--description : ZHAENHER,

--kms-key-id : BEFR 1 PAIEMN KMS Z44 ARN , AT NEBSER.
--secret-string : @& AD il JSON Zf&F&E , A WMT :

« CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME : F#iHa1&M AD REKFARAFE
BN sve-fsxo. BEMRMEEBIZ , 5120 CORP\svc-fsxo

« CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD : AD RS Ik #%8,

--region : & Amazon FSx X # R4 £ Amazon Web Services XiF BBE 6., MR
AWS_REGIONARIRE , MFRIN I BB EHY X,

BIEZAE , B put-resource-policy TR INERERE , HIREUTSE :

--secret-id : EMffMEEH RPN BFH ARN. LT REIEA FSxSecret ¥ER --secret-
id,.
--region: M{REYFE Amazon Web Services Xig —##,

--resource-policy : JSON KBS |, ¥F Amazon FSx (7RI ZAMNR, ZREESMETE L

THE :
« Amazon FSx B ARSSZ= 4K |, BN fsx.amazonaws.com,

« FFEM Secrets Manager 1€ : secretsmanager:GetSecretValue #l
secretsmanager:DescribeSecret,

« 9 Amazon Web Services Xi5 ik P H &R ARN &=,
o LATRRHITHRIASME -
« aws:SourceAccount , LAPR&IERIMK
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https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/create-secret.html
https://docs.amazonaws.cn/cli/latest/reference/logs/put-resource-policy.html
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« aws:SourceArn , LABR&I4FER Amazon FSx XH R %,

UTRAIERRNBEEERNZ , M INAY Amazon FSx FRZZ4ANEERER, WRHISED
¥ FRIEH Amazon Web Services Ik ID fMX1E , AEFEAXEEEERTRKE , AARE Amazon
FSx MZR4A < B # 1T 5E LB i R 3240,

BRERASESR 1 PATCIEZEEM ARN ik KMS_KEY_ARN , 3 Active Directory

BR <5 Mk -~ 4E3E B4 CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME
CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD, Lt#h , iERIEMEAY Amazon CLI SRERLE
REEEFEMA Active Directory B X R &K X1ZiAEE

# Set region and get account ID
REGION=${AWS_REGION:-$(aws configure get region)}
ACCOUNT_ID=$(aws sts get-caller-identity --query 'Account' --output text)

# Replace with your KMS key ARN from Step 1
KMS_KEY_ARN="arn:aws:kms:us-east-2:123456789012:key/1234542f-d114-555b-9ade-
fec3c9200d8e"

# Replace with your Active Directory credentials
AD_USERNAME="Your_Username"
AD_PASSWORD="Your_Password"

# Create the secret
SECRET_ARN=$(aws secretsmanager create-secret \

--name "FSxSecret" \

--description "Secret for FSx access" \

--kms-key-id "$KMS_KEY_ARN" \

--secret-string "{\"CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME\":\"$AD_USERNAME\",
\""CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD\":\"$AD_PASSWORD\"}" \

--region "$REGION" \

--query 'ARN' \

--output text)

echo "Secret created with ARN: $SECRET_ARN"

# Attach the resource policy with proper formatting
aws secretsmanager put-resource-policy \
--secret-id "FSxSecret" \
--region "$REGION" \
--resource-policy "{
\"Version\": \"2012-10-17\",
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\"Statement\": [
{

\"Effect\": \"Allow\",

\"Principal\": {

\"Service\": \"fsx.amazonaws.com\"

.

\"Action\": [
\'"secretsmanager:GetSecretValue\",
\"secretsmanager:DescribeSecret\"

1,

\"Resource\": \"$SECRET_ARN\",

\"Condition\": {

\"StringEquals\": {
\"aws:SourceAccount\": \"$ACCOUNT_ID\"
},
\"ArnLike\": {
\"aws:SourceArn\": \"arn:aws:fsx:$REGION:$ACCOUNT_ID:file-system/*\"
}
}
}
]
}Il

echo "Resource policy attached successfully"

(® Note

B3 & Resource Ml aws:SourceArn FE , B LUREEBMMF R EZEGH |, AEIEE
HZPANIHE RS,

Amazon FSx RS K

A BITEEM Active Directory B9 Amazon FSx M4 REEENEGAPANTE —NE R RS K
Fo Amazon FSx EALBRFZKFARELEENMHRS , ANTEEFITENXNRECEMAF EFH N
A Active Directory I EEBES . XEEFIEEREINHEN XHIRSRH LA Microsoft Windows
Server T4V T o Eik Amazon FSx HITIXL/ES , Amazon FSx REKF AMEDREEMRSEE
fy—4EAXPR , 10 BRSSIKFBUR PN

REFHEERAANR ARE ZBHARRMITIXE(ES |, BRATEZVE W A2 I0 RS K [
Amazon FSx ZikFTE MR,

Amazon FSx BRE K 88
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BxWM{AERA Active Directory AP MiTEH MMC B & T E RIZHI == R Ih L RERZ RN R
NEZEER | F5H [ Amazon FSx FREK - A ZHEN R,

MREBERAFBRSKEEH XGRS , HRSKF AT EMA Active Directory BIFTHE R F4FX |
HNEXHRGEXBENIABTIHENNRAEZLEHNR. BXELZEE , 28 B Amazon FSx
RSK .

BATEDCRER Active Directory BRSSTIK P £ IE 77 72 Amazon Secrets Manager 1, LUEBR R 24,
EEREFUAXERNFHEBBEL , BEFELLHERK. EXEZEER , B2 FABTEEN

Microsoft Active Directory.,

[0 Amazon FSx RSk P 2 4H Z N R

Amazon FSx RS IK = =k B3 i 4H %4 E B FSx for Windows File Server X REMA BITEE
M Active Directory BRI SBENR, BEEIMIXLMNPR , ATLAEA Active Directory User and Computers
MMC BB R THNERZEFSESRINEE , AT IEATR,

ESEXR , FEA ZiEEE
ENRSKSHEFASBNR , EEM ZiEEH

LA Active Directory IS &2 R B EF RS,

$TFF Active Directory User and Computers MMC B # T,

EESERD , BFFET <.

REFATHFELEEERN OUMNETX (FRET ) X8 , ARERZREF,
EEHEROSTEL , EET -5,

R, AINER Amazon FSx IRSIKFHEFEEHR , RARERT—F,
EEZMNESTEL , ERCEEZRNEENES , REEERT—F,
ERRXHERFHUATHR , ARERITENNR,

EREL AR PRI EEEXN RAMIERE X HFRFHNEEN R, REEET—F,
10. ENPRH |, BIEFUTIED

© © N o a0 bk~ WD =

- EERD

o EEABAKS RS

- ERUFEA DNS £H&

- ERIEBARSEAREBWR
1. BET—F , RRERTK.

8 Amazon FSx Z /X R 89
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12. % Active Directory User and Computers MMC B2 & 7T,

BEOEMNR , EHEA SRN6E

1. B Active Directory BB EE & B EFRREK,

2. 3TFF Active Directory User and Computers MMC B2 & 7T,

MEEEPEREER  HBREEASRDIE (MRBATEZYE , NZLL2ER—IPIXNAIR
ig)o

EESERD , BFFET <.

REFITHEEBSRH OUM ETXHESE (ARRETG ) , AREREMN.

£ OU BHERT , BRI,

ERLENFLE , ERER. REEERFN,.

ENREZEREL , EREREHE , R ALEN Amazon FSx REKFSHEBANE. EEH
F.i | EREXNKRAAAEERITEN. BFRAIEETUTR :

o

© N o 0o &

o BBNPR
- BIBITEHNR
o MIBRITEHITR
9. EERNA , AFERAE,
10. <] Active Directory User and Computers MMC B2 # jt,

1FE Active Directory Bit &

EBIZEE A Active Directory B9 FSx for Windows File Server X RS2 81 , RINBIUEER
Amazon FSx Active Directory 3iF T BRI®iF Active Directory BLiE., EFE , BIIRIE Active
Directory Bt & 5 2 H uh B BXWiE#,

IiF Active Directory EiiE

1. EE—NFNF , BzI—1MEHFHHE Amazon VPC Z2H BEBENEA T FSx for Windows
File Server ¥ %&£ #9 Amazon EC2 Windows k%, #{REH EC2 LI EBFREN
AmazonEC2ReadOnlyAccess IAM R, A AR IAM REEELI BRI UE EC2 L4 4 &R,
BEXEZER , B2 (AM AFERE) FHEA IAM RRIESENE 1AM K,

2. f¥ EC2 Windows 3=fItnA Active Directory EXEZEE. , 55 (Amazon Directory Service
EEIEE) PR F I IA Windows K6,

I9iF Active Directory Bt iE 90


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_testing-policies.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/join_windows_instance.html

5& AT Windows File Server B9 Amazon FSx Windows FIF &
3. EEIEM EC2:fl, EXFHEFER , EZH (Amazon EC2 AAF1EM) #FH Connecting to
Your Windows Instance,

4. 1£ EC2 3245 E3TFF Windows PowerShell BA ( FAUEE R HE1T ) o

EN[RXREZRLET Windows FiEE PowerShell B9 Active Directory #3R | FFEALUTIIRG S

PS C:\> Import-Module ActiveDirectory

MR E-BEREBR , BEAATHRTHITRE.

PS C:\> Install-WindowsFeature RSAT-AD-PowerShell

5. EAUTHTTRMERIETE,

PS C:\> Invoke-WebRequest "https://docs.aws.amazon.com/fsx/latest/WindowsGuide/
samples/AmazonFSxADValidation.zip" -OutFile "AmazonFSxADValidation.zip"

6. FEALTE@STE zip X
PS C:\> Expand-Archive -Path "AmazonFSxADValidation.zip"

7. ¥ AmazonFSxADValidation BEHABMBIYHLE,

PS C:\> Import-Module .\AmazonFSxADValidation
8. BEBEMAUTHETRRELENSH

- SEZN B FE B (DOMAINNAME . COM)
« FRUTEIZ —NREKFFZEESRZ $Credential MK,
s BURBEARERFIUENR , BEAUTHS,

$Credential = Get-Credential

- EffH Amazon Secrets Manager BR4EREZIENR , HEAUTH T

$Secret = ConvertFrom-Json -InputObject (Get-SECSecretValue -SecretId
$AdminSecret).SecretString
I9iF Active Directory Bt iE 91



https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html

SEFTF Windows File Server #9 Amazon FSx Windows f 8/

$Credential = (New-Object PSCredential($Secret.UserName, (ConvertTo-SecureString
$Secret.Password -AsPlainText -Force)))

- DNS PR$528 IP stk (IP_ADDRESS_1,IP_ADDRESS_2)

o BURIEE P OIZE Amazon FSx XHREHN FMEFM IDSUBNET_1 ( fin
SUBNET_2subnet-04431191671ac@d19, ).

PS C:\>

$FSxADValidationArgs = @{
# DNS root of ActiveDirectory domain
DomainDNSRoot = 'DOMAINNAME.COM'

# IP v4 addresses of DNS servers
DnsIpAddresses = @('IP_ADDRESS_1', 'IP_ADDRESS_2')

# Subnet IDs for Amazon FSx file server(s)
SubnetIds = @('SUBNET_1', 'SUBNET_2')

Credential = $Credential
}

9. (Wik) EZETRILT E 28 DomainControllersMaxCount , 2B B MfREADME . md 3 44 H #415% BA
WEARS N, ZREE R AHE RS KRR,

® Note
WMRIBERSIEHEIE |, Nl Domain Admins AMEBHLEMARE. FlM0 , ZAEEE
OS RAEBFHHEZ N Administrateurs du domaine., WMRKIBEME , NIFEHBRIA
Domain Admins A& , BEX#HRECIE LMK,

10. EAkBTETRIEITIE,
PS C:\> $Result = Test-FSxADConfiguration @FSxADValidationArgs
1. LTRSS RV RO,

Test 1 - Validate EC2 Subnets ...

Test 17 - Validate 'Delete Computer Objects' permission ...
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Test computer object amznfsxtestd53f deleted!

SUCCESS - All tests passed! Please proceed to creating an Amazon FSx file system.
For your convenience, SelfManagedActiveDirectoryConfiguration of result can be
used directly in CreateFileSystemWindowsConfiguration for New-FSXFileSystem

PS C:\AmazonFSxADValidation> $Result.Failures.Count

0

PS C:\AmazonFSxADValidation> $Result.Warnings.Count

0

LT RS RB IR RB.

Test 1 - Validate EC2 Subnets ...
Test 7 - Validate that provided EC2 Subnets belong to a single AD Site ...

Name DistinguishedName
Site

10.0.0.0/19 (CN=10.0.0.0/19,CN=Subnets,CN=Sites,CN=Configuration,DC=test-
ad,DC=local CN=SiteB,CN=Sites,CN=Configu...

10.0.128.0/19 CN=10.0.128.0/19,CN=Subnets, CN=Sites,CN=Configuration,DC=test-
ad,DC=local CN=Default-First-Site-Name,C...

10.0.64.0/19 C(CN=10.0.64.0/19,CN=Subnets,CN=Sites,CN=Configuration,DC=test-
ad,DC=local CN=SiteB,CN=Sites,CN=Configu...

Best match for EC2 subnet subnet-092f4caca69e360e7 is AD site CN=Default-First-
Site-Name,CN=Sites,CN=Configuration,DC=te

st-ad,DC=local

Best match for EC2 subnet subnet-04431191671ac@d19 is AD site
CN=SiteB,CN=Sites,CN=Configuration,DC=test-ad,DC=local

WARNING: EC2 subnets subnet-092f4caca69e360e7 subnet-04431191671ac@d19 matched to
different AD sites! Make sure they

are in a single AD site.

9 of 16 tests skipped.
FAILURE - Tests failed. Please see error details below:

Name Value
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SubnetsInSeparateAdSites {subnet-04431191671ac@d19, subnet-092f4caca69e360e7}

Please address all errors and warnings above prior to re-running validation to
confirm fix.

PS C:\AmazonFSxADValidation> $Result.Failures.Count

1

PS C:\AmazonFSxADValidation> $Result.Failures

Name Value

SubnetsInSeparateAdSites {subnet-04431191671ac@d19, subnet-092f4caca69e360e7}

PS C:\AmazonFSxADValidation> $Result.Warnings.Count
0

MREBEETRIUETENKEESESEIR , FSRARIETESD ( TROUBLESHOOTING.md )
Amazon FSx REHEE maEMW (REHERRE) .

£ Amazon FSx X REMA 2 B ITEER Microsoft Active Directory 13

LI QIEBHTHY FSx for Windows File Server X R 48t , A LAELE Microsoft Active Directory &
R, EEIMAZBTEER Microsoft Active Directory . It , BN EH Microsoft Active Directory
REUTER :

« ZX#b Microsoft Active Directory B XIS £REHE ( FQDN )

(® Note
Amazon FSx B BI A8 #5E1HE (SLD )

- 1KY DNS BRS5ERHY IP ik,
« Amazon FSx A TR XA RS MA M Active Directory FRE K HIEIE, T@ESUTE—AREM

X LEAEAE

« &I 1 : Amazon Secrets Manager #% ARN-Z & & Active Directory 8 E RS Tk PRI P2 &
MZBWER. BXEZEL , B2 £AFMEs B &I Amazon Secrets Manager,

o JRI 2 AN AEUE
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&R T Windows File Server #J Amazon FSx Windows A F#§m
- REKF AP & : B1A Microsoft Active Directory FIREZIKFHAF &, B3BBG
&, il 3FF EXAMPLE\ADMIN , {X {5/ ADMIN,
« RFIKFZB - REKFHEZEE,

gE , BUALEELTRR

o IBZFE Amazon FSx XHRSEMANBANSEHARE T (OU),

« NRART Amazon FSx XHRAEBENRNFHEN BT, FIRMEHAVIEE SR TR Active Directory #
DT RME— B,

EZEBEREER , Amazon FSx £ AL RENRES K FENFXEREMALZBITEEMN Active
Directory 13,

/A Important

RAEYHEEMAN Active Directory 3£ Microsoft DNS 4E5 BRIA DNS B} , Amazon FSx =&
LEM 4RGN DNS iBk, MREFEANILE=5DNS , UFEZWEXHREREFIHR
B Amazon FSx X R %M DNS B, BXNNHREERER IP HUWESER | 5
BEIREVA T F31 DNS X EMIERXHRS IP tbiit,

T IR BTy R THE

HRIEC K FH BHTEER Microsoft Active Directory AR K Fo R4,

BIE—NEEBITEEM Active Directory ( ###|& ) B FSx for Windows File Server X# R 4;

1. $TFF Amazon FSx ###|& , Mk, https://console.aws.amazon.com/fsx/

2. HEERFIERL , EFRUBEXHERGEUBIXHRECUERDS,

3. 1% FSx for Windows File Server , REIEERT—%, ERIBNHRERE,
4

RNIEHNXHRHEBER. BHRZTLER 256 I Unicode &, ZIEFMBFEURBHRER : +-=.
o

5, WTFEHEAE , FAANGERENEMEEE , LGB ¥, MREFEHANE SSD 17 |, HHA
32 -65,536 SLREINMWEEEE, MREFEHNE HDD &4 , BHH A 2,000 — 65,536 SEE N T
BEEY, tIBXHRERE , BULREZEMNIENEEEAE. BXEZER  HSH EEFMW

'_._|_
BE,
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6.

REFHEDIRBNRINRE. FHEDIRITEH RSN XH RS S 1 &R EEEN R
E. BUNBEHEHDREETEEBRNEHEE, NIRECEENETHAENBIRINEMEED , FHik
BRIEEFHEED , RFER—NME. BXEZELR , 153 FSx for Windows File Server 1588,

BIBXHRGE , EUURBEEERENESRELELN, BXEZER , FoN EEFHEN,
ERESXHREXEKN VPC, EAAIELI R |, BFiEFEEHEW Amazon Directory Service B &
M Amazon EC2 3= fI+E[RE# VPC,

A A X FRIERERE

NF VPC 244 , ATFEMERIA Amazon VPC WEIANZ A B RMBIZEH AT XHERE., B
BREEEPOE FSx XHRENFMNEL LA VPC ME ACL £igO EAFAE TERRAM

S =
HRE,

FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCP Ports 88,135,389, 445, 464, 636,

3268, 3269, 9389,49152-65535
UDP Ports 88,123,389, 464
—~
Active Directory

TCP Ports 53 domain controller
| UDPPorts 53 E

>
r

AY 5 DNS server
FS/(Q E

i TCP Ports 445
< H
-~ i

FSx for Windows SMB client

TCP Ports 5985 @
|

Administrator

TRAEET SN NRONER.

i %0
TCP/UDP 53
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1738 AN
TCP/UDP 88
TCP/UDP 464
TCP/UDP 389
UDP 123
5F FSx AT B1TEER Active Directory 97

i

=

SF 1 K

[E]

(NT
P)



SEFTF Windows File Server #9 Amazon FSx Windows f 8/

I iwa

B B

TCP 135

SR TRE N

5/

Uy

PANY

5t

( DC
EPM/

TCP 445

= oA I

SMB

ot S F
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1738 im0
TCP 636
TCP 3268
TCP 3269
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713V i O A
&
TCP 5985 WinRI

BE S gD
5 =2 ©
o -
™~ —

i

TCP 9389

T 111 R U N

TCP 49152 - 65535 RPC

/A Important
Single-AZ 2 MFFA Multi-AZ XHRSGHEMBEZ ARG TCP %O 9389 LM HILRE,
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@® Note
MELERLZ VPC W% ACL , MESMAFEHAHO (49152-65535 ) EHIHBER

o

feim

- RFFERERESEBTEERN Microsoft Active Directory 15i#Y DNS AR SS 85 #1335 41 25 < Bx
B IP kB LM, BREZELR , S Microsoft x T3 Active Directory BEELE L A
OB ER

- BRIXEREANBESKIERTEA Active Directory 3H32 4125, DNS IR E5. FSx B iwHM
FSx B A KB N L,

® Note

MRIEBE YU Active Directory W |, IRATMIGIRIE Active Directory hRHAEN T E
Amazon FSx X# R4 XxEH VPC A ¥R , B VPC R FREEHEMIL S PR FMZ
B REEHR, &R LAEH Active Directory Sites and Services MMC BB 2 TEFEMNE
BUX LGB,

/A Important

B A Amazon VPC Z2LABRNELARBRNEREN FRITHI®AO , B ARKZEH Windows B
NIEF VPC M4E ACL ERIW@ITF ik O,

10. XF Windows H B RKIE , FikEZESelf-managed #3E3) B %o
11. %A B{TEE/ Microsoft Active Directory B &M £ REFH B E,

® Note
BETRERALHRZE (SLD ) 83, Amazon FSx B &I~ #F SLD i,
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/A Important
XtF Single-AZ 2 NFIFFE Multi-AZ XK 4 |, Active Directory i3 FEEEIT 47 NTF
o

12. B ABITEEMH Microsoft Active Directory B ZHH A% TE,

@® Note
BRIEEENRES K S NN RERABERAIEEN OU , REMBEKRIEE , MEF
BRI OU,

13. EB1TEER Microsoft Active Directory B &# DNS R85 IP it A ED A —ME ( T
AN ) o

14. REKFEIU | EFNARMERSKFEIE
« I 1 : Amazon Secrets Manager #% ARN-Z&&# Active Directory 13 _t fR S5tk - 89 F
BENZBNER. BXEZER , 7SR £AFMMEES B FFUE Amazon Secrets Manager.
o JRIM 2 ; ASTAEUE

- REKF AP & : B1A Microsoft Active Directory FIREZIKFHAF B, B3 SHeBR/E
&, flan , 3FF EXAMPLE\ADMIN , {X {5/ ADMIN,

« IREIKF 2D - RS K D,
« HINED - RS K BB,

/A Important
MARSKFAFERN , BOEEHWEIE (corp.com\ServiceAcct ) EESR
( ServiceAcctecorp.com) o
WMARSKF AP (CN=ServiceAcct,OU=example,DC=corp,DC=com ) B} , i&
NERAZHHEF (DN)

15. WFERWXHEREEERA , BIETE Domain Admins AHBEENE RN XEREEERA
(MRBEE ), BEENENEEELN XGRS LHTEEISHNZERERN. NRETE
8 , Amazon FSx FFE AN E Domain Admins . &XE , Amazon FSx FXEHEERNESR
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23 IME Delegated file system administrators group ( TitREIEEM Domain
Admins HiERBEENA )

/A Important

MREESERMBRONGREEERE , MERIABERT , Amazon FSx 2F iR E&H
Active Directory S H{# A K E Domain Admins H., MRLERNBANBZHECER , HE
FEREMABTEHER  NATENL R ZARBZER.

/A Important

ERMHABSHET , BB ESHAB R (corp.com\FSxAdmins) i3 /5 4
(FSxAdmins@corp .com),
BAERAZEANATDYEEY (DN ) » AID#HBHH— M F=2 CN=

FSxAdmins, ou=Example, dc=Corp, dc=com.,

E 3 Windows File Server 812 FSx , IEMA BEEEH Active Directory B Windows File Server 3
R4 (Amazon CLI)

AR RTE us-east-2 ATAXHBIETE SelfManagedActiveDirectoryConfiguration B FSx
for Windows File Server X R &K =B,

aws fsx --region us-east-2 \
create-file-system \
--file-system-type WINDOWS \
--storage-capacity 300 \
--security-group-ids security-group-id \
--subnet-ids subnet-id\
--windows-configuration
SelfManagedActiveDirectoryConfiguration='{DomainName="corp.example.com", \
OrganizationalUnitDistinguishedName="0U=FileSystems,DC=corp,DC=example,DC=com",6 FileSystemAdmini
\
UserName="FSxService",Password="password", \
DnsIps=["10.0.1.18"]1}"', ThroughputCapacity=8
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/A Important
BIEXHRGE , 5283 Amazon FSx £ OU FEIEMNITENN R, XEBLSBUENH
REEBEHEIR.

FREXA T F3h DNS R B RV IEF XA RE IP it

RAEYHEMER Microsoft DNS £ ZRIA DNS BREEF , Amazon FSx = &M X # R4 DNS i83%.

MRIEHERAWRE=7 DNS , NEEFFHRE Amazon FSx XHRZKHK DNS % B, KFTNBEMLMN
FHFXHERSEAMNE DNS /i, AR EBFERANERO XGRS P ik, EIE , SIBEXHRS
&, ERBRXHRGEzE , H IP bt F2E R,

WMATERENA T DNS A SR BRI XX REE IP itk

1. £ https://console.aws.amazon.com/fsx/ , IEFEIRE IP bt I XHFREUE R XHREIFA
SETH,

2. EMFZEREGEMFH , ITUTE—BHE

« XJF Single-AZ 1 MNXHRE :

« ETWERT , EEMEEOTERABREMEZED , 377 Amazon EC2 24| & R RIM K%
iy

- EFAM Single-AZ 1 XHREH IP it B RE “EFE IPv4 IP” 5,
« XIF Single-AZ 2 = Multi-AZ XHR % -

- FEERFRNERD  EERNEEOTERNBEEMSEED |, 777 Amazon EC2 2% & HH M
FEONE,

- EFEANERFHH IP bt B REWEIFE IPv4 IP Fild,

« 1£ Amazon FSx W& AFMERD , RFEMEEO TERHEEMLED |, 377 Amazon
EC2 A HMEEORHE.

- EFEANZATFHN IP it B REWEIFE IPv4 IP Fild,

SREUE FFzh DNS B9 IP thit 104
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® Note

MRBFEER Single-AZ 2 B9 Windows ZF2 PowerShell £ix11 K50 Multi-AZ XHRFIRE
DNS %8 , MR ERAEIEFME elastic network IO EFE IPv4 ik, EXEZELR | &
28 A Amazon FSx CLI PowerShello

B BITEEMN Active Directory ELiE

NEBHR Amazon FSx XHREEF/FLEL, THEIMM A AMY , £ FEE Active Directory B R4
TRt , SAEFH X4 RS Active Directory BLiE :

- DNS IREE387 IP tbit

- BITEEM Active Directory B BRSSP~ EiE

¥ 3 Amazon FSx X4 R XK BITEEMN Active Directory BLER , EFRNAEHE , XMHEREHRSS
MNA AR EEEH . RIERSERENAEHERETH - EIXE , ENUEZE/ LS #adE
FTHERERK. BREZEE , BSH LIEBTEEMN Active Directory E o

MR BITEEM Active Directory EEEEHGFHIBEE , M XARERT 2NN EREE. FLR
BT, #£44,. API M CLI FRIXHREHAFZDE REREEMNBUNEERE R, REEWHNEIERE
fEE , BFRIEXHFREVRERERLZNTH,

/A Important

MRIEERAFBS K, ER RS , FRRMBRS KN EX4HREXREROABTITEINNR
ERTEEHNR,

EETHRUNTHEEBITEEMN Active Directory BLEMXMW T RERIE |, HSH WHRSELA TE EHE IR

&AL E A Amazon Web Services B2 %|&. Amazon FSx APl 2 Amazon CLI EFIXHRE B R
EIEM Active Directory Bt B HYBRSS K F EUEF DNS BRSS 83 IP #hiit, &7 LARERTE A Amazon Web
Services BB #|A. CLI M API RERE K EEM Active Directory iBEFNHEE., BXREZER
B H BEB1TEER Active Directory o
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FHBEITEEM Active Directory BLE ( #2415 )

1.

$TF Amazon FSx ##l& , Mk, https://console.aws.amazon.com/fsx/
EMIIXHRSE , RAEEREFH B ITEEMN Active Directory Bt E#Y Windows X#H R4

REEMNEERLRT+ , BIFEFHH Active Directory B , 7 DNS RS 25 IP it RS
TR PR R R E R,

EHIMNIERES |, WA DNS RS E5 IP et FHM RS K EIE ( AR B MERB ) RFEH
ARN, &AL H Amazon Secrets Manager R BN ERE. BXRXEZER , TSR £HTFMH
&z B &I Amazon Secrets Manager,

R EF LS 3 Active Directory Bt EE #o

Al LA{E A Amazon Web Services BIEin4l & KL= FHHE Amazon CLl,

FHBTEEM Active Directory Ei& ( CLI )

EF#FHEA T Windows File Server XHREH BITEEM Active Directory Bit & , B update-
file-system Amazon CLI f5 5. REM TS

« --file-system-id RENEEFHHXHREHN ID,
« UserName B1TEEH Active Directory RFSKFHFAF B,
+ Password BITEIEH Active Directory FRE K FF VT 21,

« DomainJoinServiceAccountSecret@&#&# Active Directory 13 £ BR S ik /7 B9 F = & R 22
A Amazon Secrets Manager % 4A

(@ Note

BT BERIRTIR P & username/password LA K13 0 A AR S5 ik F° 2340 SRIE 1218
Active Directory, {Xigfit—HEiE,

« DnsIps BTEEM Active Directory DNS IREE5HY IP i,

aws fsx update-file-system --file-system-id fs-0123456789abcdef@ \
--windows-configuration
'SelfManagedActiveDirectoryConfiguration={UserName=username, Password=password,\
DnsIps=[192.0.2.0,192.0.2.24]}"
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MRBEHFIEERD , MRS IFIRE HTTP 200 R, WM H R AdminstrativeActions X
KRWR T HERRERES,

B Amazon FSx fRE K F

MBRBERAFBRSKFEHF XGRS , FRS K AW AEMA Active Directory BIFTER R T4 |
HIAENXHREXENNETEVNRAETSEFNE. I, BRIANESKFETERATAHE
BIREHEEES AT EEMABREEFERITENKFNZEEKS -9,

EA5RZUE R Active Directory A BB SRS MK 7 < Bk#Y Active Directory f R FEL &
EE XN Amazon FSx BIRS K it , BIRARBRSKFEEUTRE :

- FEVRSIKF ( HEFTEM Active Directory 4 ) NEXHRGEXBKANABITENNRAE RS
HIR PR

« FREKFFMUBHREK, ( REFTER Active Directory 4 ) RZEEKF ( RZEEM Active
Directory 4 ) B9 —&B% , H7E Active Directory REYFTEHIZRHIZE LB A 7 BIRHISE - AFESMA
HREEFEATENKFNARKIRE,

MRBSKSTREXLERER , ARSI TER
« XIF Single-AZ X#HRE , XHEREARKEX BEHIE _TAR

o« XF Multi-AZ XHRE , XHEREAELE B 1= , 7 H RemotePowerShell is R B AIRESE
X,

e (5 330 22 i B Y 4 SR B
BT Microsoft #E T2 IR T a0 A g i b 25 4R SR M SR B B A2 1F B R KW

Bl B EIR HIER MY R TSI R KM

1. EB{TEEM Microsoft Active Directory FEIFTE K & It EN MR HEE E&R% 2023 F£9 A 12
H =2 ERAH Microsoft Windows B 3.

2. HEERTHETEEN Active Directory RFTEEIRHISSNFTARKRMEARE S BB TR
B,

a. SMITENEE > KB > Windows iR > 2R E > A FEE > ZL2%T,
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https://support.microsoft.com/en-us/topic/kb5020276-netjoin-domain-join-hardening-changes-2b65a0f3-1f4c-42ef-ac0f-1caaf421baf8#bkmk_take_action

& AT Windows File Server ¥ Amazon FSx Windows f FER
b. Double-click H##I2F : AFEMABHPREEFERITENKS,
c. ERENHKBEEN <EERE ..>

d. FEANKERB[FAFTZEENITENKSCIRENAEEATMNEATRR. (Fh&E
Kk, BMBENBWERAFARINR, ) BOHFMNITEMABAFKS

/A Warning
HERBHRAFRRENZEEASNBSKT . BOREISHRIEVAT. B
ASEMARBEEHARNMNEL R, HR , RFBENZEEAFNRSKSRNESR
4B, RERXLEFAEFINE KR,

3. TE4AKREERIFTE PR N F 5 A 588 L1217 gpupdate /force,
4. IiF HKLM\ System\ CCS\ Control\ SAM — “ComputerAccountReuseAllowList” ;¥R 2 &
7t 7 P&/ SDDL., B2 F shimBEEMx.

5, ZEHMA—BARET 2023 F 9 A 12 BHESRAEFNITEN. BREBEPIIEHHEH -
WAEBZITENKS, . 2 E@HAREEMRAKE AiZNetJoinLegacyAccountReuseZ 4 (IR E N
1) o MBRMALM , FEEF c:\windows\debug\netsetup.log.

St

Y B {TEEM Active Directory E#

& T LAME A Amazon Web Services BE#R#| A, API 141 B TEEM Active Directory Bt B E#HHY
#E Amazon CLI , A FE R,

FHXHRENBITEEN Active Directory BLB R , ERAEHN , XHREHWIRES LN B{#
NEEEH. EFTRE , RS E TA, Active Directory BEEFH AT8EEE /Lo S FRET Ko

iR A P R

EXHREFMAESEONEFRENF4 , BULEEEHNENLEN 10 MRIEEF.
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Updates

Q 1 &
Update type v Target value v Status v Progress % v Request time 'y
Storage capacity 154 @ Completed - 2020-05-22T12:14:58-04:00
Throughput capacity 64 @ Completed - 2020-05-22T12:14:50-04:00
Throughput capacity 128 @ Completed - 2020-05-21T13:55:58-04:00
Storage capacity 140 @ Completed - 2020-05-21T13:55:30-04:00
Storage capacity 122 @ Completed - 2020-05-18T11:36:33-04:00

3 F BITEEM Active Directory BT , B EERLUTEE,

ERTRE
RIFHVREMT ¢

« DNS BRS58% IP bk
« ARSSIK P AR
B iR {E

ENXHREBUEENRINARE. XTRSKSFILEER , NERRAFE , KFRPMNTEER
S0k #

L7

U EIFRE., W TFBHITEEM Active Directory B3 , ATREMEI FAIR

o fF4b¥ - Amazon FSx BEWEIEHER |, B RFFHRLE,

« IEfEB1TH — Amazon FSx IEfEALIBE#TE R,

- BN - XHREEFHIDTH.

o KM -NHREEHEAY, EEES (7)) IEFAMNFAER.
HERDL

UEREsENERERNEREEFTNHE,
18 3R At [H]

Amazon FSx W B E FHig/EE Rt E
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£ A S M E T Amazon CLI 1 API

A LAE A d escribe-file-systems Amazon CLI s 5 Fl API EEE NGB EFEH#HITH XM REESH
¥R, DescribeFileSystemsAdministrativeActions A% HEMERRERTHN 10 MRIEEH
B]1E.

LT REIETRT CLI 5 F describe-file-systems MR %, MHEERTHNEBREEN Active
Directory X RSt E#.

"OwnerId": "111122223333",

"StorageCapacity": 1000,
"AdministrativeActions": [
{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694766.757,
"Status": "PENDING",
"TargetFileSystemValues": {
"WindowsConfiguration": {
"SelfManagedActiveDirectoryConfiguration": {
"UserName": "serviceUser",

"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1619032957.759,

"Status": "FAILED",

"TargetFileSystemValues": {

"WindowsConfiguration": {
"SelfManagedActiveDirectoryConfiguration": {
"DnsIps": [

"10.0.138.161"

iy

"FailureDetails": {
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https://docs.amazonaws.cn/cli/latest/reference/fsx/describe-file-systems.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystems.html

SEFTF Windows File Server #9 Amazon FSx Windows f 8/

"Message": "Failure details message."

1,
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FSx for Windows File Server &g

FSx for Windows File Server 2t 3 4+ RSBl BT LUK B B EREFE R, LU TRX T Amazon FSx
NHREMERERBIR | SARKXT AT AR EETAE AR RIS,

£

« XHRGMRE

- HtbMge ) EEM

- HHEEOXHRERN N

- EREBNELEEDR

s FREEX RN

- R’ FRBEENEFLHEE

+ f£/ CloudWatch IEr i B 453K
s XHRGHERBHE

M RGERE

/™ FSx for Windows File Server X+ RS 5 & F HLEBE ) Windows 34 Bk 5585 F — 48 i i E 32
HIRFZBFNFEEIHEBLAN. BEXHRSHFFEARENFEREREEFZEHRDBEN L,

T BB 7 2 M FSx for Windows File Server U 34517 @l $17E.

FSg
File server Storage volumes

Key property: Throughput capacity Key properties: Storage configuration (Storage
capacity, Storage type, SSD IOPS)

EI NetworkThroughput FileServerDiskThroughput DiskThroughput (HDD)
—=
Network /O —] Disk I/0 < —
@ == —_—— . —
—= _II _II
FileServerDisklops — —
i
El p Disklops (SSD) — =
—= CPUUtilization
MemoryUtilization

HAEFRBREFHREANFEFTNEEN , XERFEFENMXERRBALERHERNE K, 1/0X
HRSHRTEBEMNEERMRBEAEE, XMHIRELEAEERIURT M /0 RENAFEREEFN A

o
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HSEFIGRMEZFPHREN , XHERSHFSFEFENUEEMRIBEAME. /0ORE , BIEIAN
BEAMNG RS BRRBEL TS /0, XFHIET RN EREEML /0 REMEE /0 REIRE,

R%E 110 MRS FANFEFHNGRENEFLRERE, WE /O HEAFHRENFREE
MABRE. B XHEREALUAEINSZAEE /0 e ( SRWEFTLENHE I0PS K3l ) EAT
IR BARE — 1

- NHRSHFEENEE /O HRERS  ETENXHREEENETLRE,

- BNTFREERHENEE /10 HRfs (FEAE. FRERENEN XHREILER SSD IOPS £
Bl ) o

Hib M gex BB
Y RGMABRET IR, At BRSY U0 BIER (0PS) KA R,
HER

FSx for Windows File Server X RS2 XAMRENANEFEET , NEEHRNWHEBEXIREN T ZERR
R, WFAERNEEEFTWEE  EEBSEEEREMESE /10 LHITHXHERIE , Amazon FSx
BEASER (SSD) FERATEM R SHRELER , LURESR (HDD) E#N MIBEWER,

HHEF IOPS

Amazon FSx X# RS EFTE A A Amazon Web Services X i3 mazon FSx Hy it F 1R &% 2 Gbps
#180,000 IOPS , EXEHRI ( #FELILE ). ZEEZ (BEBNX ). EEFRZ (BXZEBEM ). KM
(BR2), TABK (R ) MIAMK (HNE ) 24 12 Gbps K9 5L BF 400,000 IOPS, ##
THEARTUEXHRE LRV EAFTHERN IOPS HEURT X HRENEHEE L, EHEBSENEME
XKH  DURIEAEWMER , ST TEEN KN,

Single-client &I

f&Bh Amazon FSx , BB ENEF KGR XHRE , NIRBZENEFLEMN IOPS &

3. Amazon FSx ¥ SMB Z @i, I IheefE Amazon FSx BE NIFRI XU REN ENE P iRIRMS
GBps EHEM 177 IOPS, SMB ZBERXEEFHMRF R Z B RENFERSNMEIERE , SRR
EMETFRE , NMBRALRAE, RE Windows X5 SMB EEAKREERICRE , BZREEE
TTRE , KR EEAABETRE SMB EEXE.
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Song L
;’gia 'IJ:t Ae

File-based THEAHBERS , HESREMBENSIEE , MAXBREAZE /10 ERRHZRE. A
TEXESBRIEAR , RT XHREULERFNEERES 24/7 , Amazon FSx k12 7 £ — Rt E
NZBEESEEM 1/0 MLEH /0 B IRIENINEE, Amazon FSx R 1/0 R 2 HlLEIRIE LSRR AR
SPEEHEN IOPS — YXHRENEHLHEMN IOPS FHERKTHEERFN | XERELERARA
2, FEAERITIRERERIX LR D, 1/0

8 0 XY 1 BB AY S0

BHEENREUTILRXRERIEEE

« M4 /O -XX A RS R 101 15 1R AR B B P im SR R S A R YR
« XHFBRSSER CPU A7 - A TREXHBENITEERERBRNE FRIASFEEEINAER.
« W& /0 — XM RS BFEXMHRSB[NFES /0 2B AT ASIFHIRE,

TRERTEXEINNEEFHERERBETURINRAME /0 ( FHEF IOPS ) MEE /0
(BEHEMIOPS) 45l , ARTATEEFEINXFESRENRNEXEAAEEAEINNFENFEA
EE. BARTEAMA Amazon FSx API 5 CLI i , BRI SLUERE T & 32 JKtb4s ( MBps ) BIELAED
&5, BERE, XRHEHNERATURMARIEAR , MIFEF~TEAS.

(@ Note

WOEE | AT X ZH 4,608 MBps R ERBIBEME S | ZEFRE (BERUMALE ) .
ZEEN (RYNN ). ZEFRD (AZHEMN ). WMBLE (BR2) . TA®K (F%) A
WA X (FHH ) .

ML 1/10 MNTF

FSx HLEEN MEHFLE (MBp) M £& IOPS M7F (GB)
( MBps )
B R (BXRLD
)
32 32 600 F 4
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FSx &M BE

( MBps )
64

128
256
512
1024
2,048
4,608
6,144
9,216

12,288

W& 1/0

FSx &FMEE D

( MBps )

32
64
128
256

512

& & & (MBp)

64
150
300
600
1500
3,125
9,375
12,500
18,750

21,250

600

1250

1250

1250

BEBHTE ( MBps )

B-9:3

32
64
128
256

512

R (BR30F
)

260
350
600

600

M 4% 10PS

Ba

H+H

HEA

W& IOPS

B-9:3

2K
4K
6K
10K

20K

M#F (GB)

16
32

64

128
192
256
384

512

R (/BR30F

)
12K
16K
20K

20K

Fag M tae
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FSx &MLEE Wi AFHE (MBps) Wi# IOPS

( MBps )

1024 1024 - 40K -
2,048 2,048 - 80K -
4,608 4,608 - 150K -
6,144 6,144 - 200K -
9,216 9,216 1 B 300K 1 B
12.288 12,288 1 B 400K 1 B
® Note

T RS Multi-AZ XHREHFULER 9,216 5 12,288 Mbps , WX E A 7 B # MBI BR 451
#£ 9,000 Mbps 1 262,500 IOPS LA, &M , N TFAFE Multi-AZ X4 REHEIRE,. 7iE
Single-AZ X RGN ERMEAREURFIEEMEHERERH , EBHXHRETZHFR
AT R BEBR o

IR IEEN AR DR 5]

L& {FEH Amazon Web Services Management Console 8l X# RSkt , Amazon FSx 2B ELREE
NEEAEEINEHNIHREEREENTLAE IR . BREENTUHAEINZEABEEASHIT
ERE , BETNREREEEN , ARBRENTLEESD , UERIEATNER, fln, IRENT
FERRFER 1GBps WREREXHRE , NALEEED 1024MBps HEREED, TRETHEE
NE®AE  RUXHRENREHEERLEEDRT.

SSD #i&"& (GiB) HDD #f& & & (GiB) RIKHEERMLBED (Mbps)
&% 640 &% 3200 32
641 £ 1280 3201 £ 6400 64
1281 £ 2560 6401 2 12800 128
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SSD A& (GB) HDD #Zf & & ( GiB) BIK#EFLEED (Mbps )
2561 & 5120 12801 £ 25600 256
5121 & 10240 25601 & 51200 512
10241 Z 20480 >51200 1024
>20480 NA 2,048

EREERENSUHERIN , EREZERITIEXHRSE LS AL, Hla0 , A Shadow Copies
AREEENFHEEMIATMBIEARN=E , UBRXHRSH[EBETRH 110 HERETEPEY
B, MRESATEEHRERR , INBESXHRENBEREIXRBKANTE , HBRZNFER
AR RIREIBIE KD

tl@FMREN G , B ER LA T RARKE, BXESER , HEH EEFURED.

IERLUEE EE Amazon FSx 25 A RGN ERE > MREATF |, W2 TN X RS IR[MERER
BRHRAR , ARGEREEBHELEDNE R, FHMBWETMESRERHTE , U FREERE
MEERNES TEARNMEER. XT Multi-AZ XHRE , RINEBWENREXHRSGEN. Hit
BRETMUYARSFHBERENHELBSIEN TEAZNEE  ARRECHEEEBNE
HEREUILEXEEHHRELAEE, BXESELR , BESH LR XHRSEER.

TR B B X 1 BE R S

NHRGENFERE, FHEXEMN SSD IOPS R MALMN RSN E 1/0 thaE. BALUEEX
LHRR , RENEN TEARRHUENEERS.

B LABERT I8 INEM B EMNY B SSD IOPS, BXxEZER | B REBEF#AENERE SSD IOPS,
BRI LU RSN HDD SRR A LKD) SSD 7K E, AXESZER | HFSH EEVHREE

it

B X RGERB AT RIAR DR HE FHLEMN IOPS :

2yl WEBUHE 8 TB FHER W% IOPS ( F#HWE TiB)
( MBps ) ]
SSD 750 3,000

FEEEMMEE 117



SEFTF Windows File Server #9 Amazon FSx Windows f 8/

FhERE HEAUE 8 TB F#EER  #aE IOPS (FHWE TB)
(MBps ) ]
HDD Hiff12; B 80 (BAXH  EHE12; 3R 80

R4 8% 1Gbps)

® Note

'SYF XA SSD EHEMN MRS | BA LB IOPS , | A LA 500 IOPS/GIB 12
fi& , 400,000 IOPS/XH &%,

HDD Zeig %8¢

X4 F HDD 7% , Amazon FSx EFIREBERERRESHRE, BN NRESHELETHE  IBRA
FHERITNEE, SANPEREENREFHE ARG TAMMEBERINEE, RANSERS
MEEFHENREFHE, ENFERFNRIBSZ , CEBREFR /0 TTRNAEHRBE K.

HDD F#BHNATAFLERATARXEKRT !

(Volume size) x (Credit accumulation rate per TiB) = Throughput

FF 1 TiB# HDD & , RAFHERE#|H 80 MiBps , IFEEE 12 B R HIR S MiBps , FEHKZ A
BYN 1 TiB-worth NR%

BIETEAR , HDD ERBTHSHINEENMEEEZR, IOPS ZEFEHERABIE RS Bl & 1aE
TF#., DiskThroughputBalance EfrfRMtEXHMA T EMEE I0PS A RN REN S RANE
B filan , MR THEASEE 7 EAHE HDD IOPS BR#l ( 8 TiB & 12 )X IOPS ) , NIE# IOPS A
£ (HDD ) H&TF 100% , XS HREUS RIFFERK , W0 DiskThroughputBalance IEFRFI R
AT EENITEABBERIEEKTE /O, BAEEERTUTREZ — :

« BAOX THERER /0 TR, A FERER D R
- WINXHRENEHERE | RRESEAEKFH#EE IOPS,

« ARIXHRGLAER SSD 7% , RUESEMBKTHHE IOPS , UEEHFIHICE THEARNE
Ko

HDD ZRif &8 118
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T FEBENELEE

LUTRBIEAT FRAENTLE I RSN,

ElEA 2 TiB HDD A EH 32 MBps EHENNXHREEFUTHERLERT :

- MEZELE - BE/H 32 MBps FZR1E 600 MBps ( S EFMHEENIK )
- HHEATE - B 24 MBps FZ1E 160 MBps , XU THEFRIEH —1 :
s ETXHRENELESD , XMHRSEZIFVHESTEER TN 32 Mbps E/ER 260 Mbps Z018

- BEGHELANSE  FHESTIBNHEFLEKTER 24 Mbps ( 12 MBps/TB * 2 TiB ) E4
160 Mbps 224 ( 80 MBps/TiB * 2 TiB )

Rt , HE 4RGN TEABREBRMASIE 32 MBps HEEFLEF 600 MBps WREFLE |
ATHREFENHRSHENFEETLERRNBERNTXHRE , URGEIE 24 MBps WEEFHE
# 160 MBps KYRIBHEME , AT HTEFRW T MEEXN BN NITHXHERE,

£ CloudWatch 1IE#r T2 N

&I LAE A Amazon CloudWatch REEME R X HRENELEMN IOPS, BXEZER , B5H £
A Amazon #17# 12 CloudWatch,

MRS ERER B HE

FSx for Windows File Server X RGN REER T ZANRE |, SEMEINHREWRE., XHRE
MEEFRXURBEANINEEEENRR  SINESEBERBRIE FAIAR, EXTHXHREMENE
Z{ER , F3 ¥ FSx for Windows File Server Mg,

F&

s MAAERNHREHEFLERM IOPS RE ?

« M% 1/0O MBEBH AKX 1/0? AFTABRNMNE /0 ERAHETE 1/0 ?
« N ABERHMEZRIE , A CPU N EFEARB /IO RS ?

c FARRE? BNXHRGEFERTZSORE? REQHBATHASREML?
- RELEFITES BiR8amp; e NH — REEFRANHRENEED ?
- BEREREX , RNIZELOD ?

R FRERAEMELEED 119
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MTEERN X HFREHNELEN IOPS BRE 2

BEEXHRANBLRA IOPS R4 , BREMBFUENSHAMEKTR,

ML 1/0 MEBEB T AXS 1/0? AFAKRNME /0 SEHNBERE 1/0?
Amazon FSx X #F REBIE— MRS DRSS | XL AR BBIT M4 B U 181 S04 R OB P R 4t

HiE. MM /0, XHRFSHEFRENNEFESF , THEBELESREHRNBENER. XHR
FREFREXEIEEXHREBBENTFREE, XEHEA /0, TEUAT Amazon FSx XHREE

Y & M8 E 1/0

Network /O metrics File server metrics Disk /O metrics Storage volume metrics
£l = . ETE
— — —

Storage capacity metrics

BXEZER , 59 8 Amazon #1751 CloudWatch,
N ALEMERHNERIE , FI CPU RN FEFEAXRB IORS ?

N HBRS 2R CPU MR ARFXER T EMIENMERE , RERTEEXM4 RS LB R I8,
AR E T RIX L RE AT RES M CPU M FRIA =,

EE#THESRERBRELTERSBEERNT. EAMERESHERRFLNEE , UERERNFE
Ro Bl , EAILUFHLCRBIAH I EXRBE R NHREIT , RERELICH RN 44K/
R BIMNEBWHEERENBRELEEN EXHRENBKEINZRBEEZET. BXESER , F5
B B B S BRI BR R R 17 Ao

WREERATETHRMNRERE  WARKERLRAFEFRIHXALAER , REEFET BIAFL
MEIEB R , B2 CPU MIARRE., AXEZEER , 55 (Microsoft 73X ) FHIX fr & ZE
RE T HRE B

WEXHRSEEFLEMN IOPS R4 120


https://docs.microsoft.com/en-us/windows-server/storage/dfs-namespaces/enable-access-based-enumeration-on-a-namespace
https://docs.microsoft.com/en-us/windows-server/storage/dfs-namespaces/enable-access-based-enumeration-on-a-namespace

& A TF Windows File Server B9 Amazon FSx Windows fi 18/
TARRIE ? BENHREEATZSORE? REIBATHRENFAL?

File-based TEABBEEL TRIERS , HEIREMBENSIEY , HRREZE /0 BZEAEE,
NTXEFXERBNTHERR , BRTXHERETUESNEREZERES , Amazon FSx B R# 7 £ — et
B LA E & AR E R AT M 4% 1/0 MESE ERE 110 B IhEE,

Amazon FSx ARV HRBEFEEFARIBEEFLEM IOPS — A XHREWELEM IOPS £
ERTHEHEREN , MHFRELERTT Y , AEUUEZEEMFERAX LR RFEERS (T8
SHRERE ). /0 BXRNHREHRERHMIFEF AMNESZEE , S H FSx for Windows File

Server £8E,

BELEERT7TES %Hi2&amp;ita NMH — RFEEXA XM RENEE
g 2

BEENMENEHAES  ERKIIN TEAEFERMNRLIHEDT R RRS , E4EBURTENXHR
SGHREAN. SATFT—EERELTEENERE , BUNRFRIEBWUNIER , B XHRE AR ER
RENTHEABER.

NMRSHBEENITEABFTARE  FRAETITEF2BE , BATXKBEMERER R Z D EZEARK
MAARAERZEN, ER , MRSHEENITEARRABTEAR , ARETMUTELEEEEM
Bl , RNBWERBEUNRFERESXHRS /TR (BELEMNELED ) NRESFHBMLERE (BY
BiniFEAREHM HDD tI#E] SSD 71 ) »

(® Note
REXHRGEHTRSIEEME /O HReRR , F AR tmeEs. flw

- EHRIETEARIEMRSENESEUHE W BNGEEEAEHEAXHRS R PTR

o XWF Multi-AZ XHRE , EMFHEREY B, BHERSTARBMZENEHRLSHE
FMEEBNRERESH, EHBHERENTEAHREENBEEE T XNHRSEZMEEBIX
HREERZEIRE , Windows Server IZ TR EBIERI S ATRESHFEME 110 BIR. BXE
ZEE , BSR EBAERED,

BWERENER , RMIZELG?

Single-AZ E XRG4, EREMBUAFURATAXF AN , XHERGERBATTHBER, &
XEREIEIA , B A

TARRE? BNXHREERTZLORE ? REQHBATHEREMNL? 121
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£ Multi-AZ EBZ R , Amazon FSx 2 B E RN T A Xl E M4 & ANXHFRS SR RXHR
SHEPRITRARS DR , Amazon FSx BE S B AMEBIRANXHRSSS , ILEBEEATTTAD
AT RIBIE, EENXHREHRHITAREBNANEIRENERNBR |, IBFRAEERATA,

BWIERENELX , AZELS ? 122
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Windows P #5

B FSx for Windows X% %

Amazon FSx Rt/ 2N EBINEE , AHBERINEB MY BEA T Windows File Server B Amazon

FSx XH RS,

LURRTMZR N THERBRIAFPERURALNEENSENAER. UTRERLUE

A Amazon Web Services B2 4|4&. Amazon CLI f1 API. BT =& EM Amazon FSx CLI &k
X Windows Server B4 B 25 HE PowerShel BB — X HRETRBNI &R,

FHRAE
FhERE
SSD I0PS
Hhae

DNS 3l&
B8 HERIBR
FTEIA

T B
AR E I
NHHRE

UTFHINATETRANXGREEENRNRE. RINERTEEXRBBERESLRERNE4iE
W, ARG T ERANREXE.

£}

Amazon FSx X4 RSIRAS
£ Amazon FSx CLI PowerShell
B3 Amazon FSx izf& 4 1% PowerShell

One-time f#H Amazon FSx CLI #1TIIEEE N X H R SR EES PowerShell

41718 E#) Amazon FSx CLI 3 1T# FEHERR PowerShell
NHRGEF R

FUEALEPNE

&2 DNS 318

P &ERT I8 304

fsX L XM RSHERIREESREA T Windows File Server

123
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- &I FSx for Windows File Server #1746k

- {ff DFS & %A

- EEAFHEE

- BEEMBERR

« 4 Amazon FSx & RMIRZE

- FEREHHZRS Amazon CLI

Amazon FSx X4 RSIRS

& LAME A Amazon FSx #8#|& . d escribe-file- systems Amazon CLI &5 55 AP| #24E&E & Amazon
FSx XHREMIRAS. DescribeFileSystems

XHRERA iR

AVAILABLE SXHREGEATFERRSS , AT EFAIAER,
CREATING Amazon FSx IETESIZ#I X H RS,
DELETING Amazon FSx [ETEMIBRIAE X R 5,
UPDATING NHREEEHRTER REHER,
MISCONFIGURED B F4&#9 Active Directory SRR 4 T , X

HRELLTZHRS. SN XHRERT
A, SERRETAMNKE , ARFAR2%E
BERM. BXMETARNESER , HSHEX
RS TEREHIRRS.

MISCONFIGURED_UNAVAILABLE B T 4&#9 Active Directory BMERAE T (L , X
HRESMATAH. AXRETHALNESRE
B, B RXMHRSGA TEEHIRRS,

FAILED  Amazon FSx oA B8 — M X RERIE
B BRI #AY RS

. XHREFTH,
. XHRGEHE , B Amazon FSx & RE.

Amazon FSx X# R IR 124


https://docs.amazonaws.cn/cli/latest/reference/fsx/describe-file-systems.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystems.html
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XHERGERAS B EA
« Amazon FSx TZ8IEZ 4.

£ Amazon FSx CLI PowerShell

AE AN A5 R] Amazon FSx CLI #1TIZiEEE , PowerShell LAE R EA T Windows XHEREH
FSx TN HREEEMES, BHAILUER Microsoft Windows RAERFAFRE ( GUI ) R1TE 2
EEES,

AT iR EEM Amazon FSx CLI PowerShell AP X HREEBEREFNAFAEEYHRE, B
FSx for Windows File Server X% % L B31ixE PowerShell 2% , BFEEEERBEUT EREH :

. BEMBIERETSIBM FSx for Windows File Server X% 4 B8 M EEEMN Windows 1T E 3241,

s UNHREEE QAR RN G HES Windows THEEHl, REERA Amazon Managed Microsoft
ADHYZAmazon £k FSx EEAH., MREFEANZBITEERN Microsoft Active Directory , iX
EEHEERERAARNECEUBNXHFRENNEREENEENH, BXEZER , 520 FHAETER
Active Directory BY#Y &R{EEE.

o XHREH VPC ZEAAWAN IR O 5985 LEVRE.

AT iEEEM Amazon FSx CLI PowerShell A T L2 ThaE :

« {#F Kerberos &RRIEX AP &ZiIE# T BRI,
« £ Kerberos EZENEF RN X REC ENEELFTEEH TN,

LA LB Wit A RE Amazon FSx XERSE LETERERE CLI &

o RAILAE M KATEDE{THIIZTE PowerShell 2 FH ELEFERIETHS .

o BALAMEHAInvoke-CommandRETENRTHENG SR , MEFRIL KN EEITHIZRE
PowerShell £i&.

NMRERETEHNEHENSHERZATREEESDS , WEEMFHA Invoke-Command,

£ Amazon FSx CLI PowerShell 125
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® Note

NF Multi-AZ XHRE , BREEXHRGEERAHEEX 4RSS0 EA Amazon FSx CLI
TZEEE, EXEZEE , B3N TAMMBEAMY ;. Single-AZ AR Multi-AZ XHR%,

BEEMFHAXHRSEH Windows IZFE PowerShell i & 8215 A =2 R 5585 PowerShell, 4l

m, ZREEERSARXA amznfsxctlyaalk.ActiveDirectory-DNS-name #&= , Lt
amznfsxctlyaalk.corp.example.com, ZBAUAFEANZMLZLENM < LEXHREFHAEFEER
M Amazon Web Services BIEEHIA FHRERIKKLB M. £/ Amazon CLI describe-file-
systems@ S EEMA FIREIFRemoteAdministrationEndpoint/& %,

B LAE A Get-Command cmdlet 8 FEBG XA A A cmdlet, BIEFBIBHEE. PowerShellBXE
ZER | BFSRAMEGet-Command X #4,

B A LAEA ¢ Invoke-Command mdlet X X # & 4 EH PowerShell 557317 Amazon FSx CLI #
TEREE CLl, FRAUTIEE ;

PS C:\Users\delegateadmin> Invoke-Command -ComputerName
amznfsxctlyaalk.corp.example.com -ConfigurationName FSxRemoteAdmin -scriptblock { fsx-
command}

B X7 FSx for Windows File Server X R4 L B e KFaniziE PowerShell £F/HBA |, 55
B3 Amazon FSx izf2 £ 1% PowerShell

J& 3 Amazon FSx izf2 £ i& PowerShell

AREBIRMAEXTE FSx for Windows File Server X # k%85 £ /23 KHIZ Z PowerShell &8 i% A,

EENXH RS EB3hniE PowerShell £1F

1. UEEQEBNHREHERNERN FSx BEERARANAFR SR | EEISXHEREEEME
EEWNITE XA,

2. TEitESf Lt PowerShell 3TFF Windows & .

3. 74 PowerShell , i A T a5 L RS E) Amazon FSx XHRE LT — N KHBEENIZES
. Remote-PowerShell-Endpoint&EiR N EEEMNXHREH Windows = PowerShell %
Mo A FsxRemoteAdmin EN L FEE S #ro

/B3 Amazon FSx iZf2 £ 1% PowerShell 126


https://docs.amazonaws.cn/v2/documentation/api/latest/reference/fsx/describe-file-systems.html
https://docs.amazonaws.cn/v2/documentation/api/latest/reference/fsx/describe-file-systems.html
https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.core/get-command?view=powershell-7.3
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PS C:\Users\delegateadmin> entex-pssession -ComputexName Remote-PowerShell-Endpoint
-ConfigurationName FsxRemoteAdmin
[fs-0123456789abcdef@]: PS>

M REHEHIFEF Amazon FSx Active Directory 35 , I RAEAERHEOPRREWMARAFE
. A FSx EERANKARFNEIL, WRENZFEMAE , WREFFXERERME
'l-IEo

/A Important

MREFEANZBITEEM Active Directory FiiE #HE?&EE@E’J Active Directory ¢
KEREBER %/RTEE&HE%'FKF Windows Remote PowerShell i R AIES X ETL, B
XEZER |, HSH TR Amazon FSx RSk THREZ#E,

One-time £ Amazon FSx CLI # TR EEN X HRSGIREETS
PowerShell

1£ PowerShellfi 5 EEALLT Amazon FSx CLI #{TIZRREE , RBERIINRESRIRERS B IHR
,Jb EEE'EE%o

BEFHEEER

ERAATHTREEXHRENFREEE.
- ERMATRTEEEREMERR , BETUATHT.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Enable-FsxDedup }

HE , ERAUTHSEX4 QR LN XHNTESERIERRRRE  TEEAREXHFHR,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FSxDedupConfiguration -MinimumFileAgeDays 0 }

BXREZER  F5H BIES HEMR BRKEEF# KA.

One-time XU RELEESH 127



SEFTF Windows File Server #9 Amazon FSx Windows f 8/

« FAATHSHAEREEXATHAFEERA , 2EXANATHRERN , FATEHMIT,

$QuotalLimit = Quota limit in bytes
$QuotaWarningLimit = Quota warning threshold in bytes

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock { Enable-FSxUserQuotas -Track -DefaultLimit
$Using:QuotaLimit -DefaultWarninglLimit $Using:QuotaWarninglLimit }

BREZER , FE5H EEFMEH,

PR TEIA , ERELR 8% 3 M SRR E 2 SARTAY AR A
BRBIARER (THEELF 7 ANFF 12 2) FRETEE  mFFR.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxShadowStorage -Default }

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxShadowCopySchedule -Default -Confirm:$False}

BXESEL  WEH REY TEEEARAEHMITL.
AR I 2 AR N

LT an S E R S M X R & P i 58 i 3 o

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxSmbServerConfiguration -EncryptData $True -
RejectUnencryptedAccess $True -Confirm:$False}

ERBLRAFMBI NS | FaEHaEENEF S inER NEEINEE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Close-FSxSmbSession -Confirm:$False}

BXREZER  REREERERRPMENA S SEMITITH XM,

BRAZTEA | EHEAP BTN RIRE I LA BTH AR
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3Fif 8 B Amazon FSx CLI 31T fEHERR PowerShell

S HELEMFEH Remote EEBINHRENEERRERZ PowerShell , BEMEREBEE S D PR |
WM TR

EE AR TR IIEREE] Windows ZF2 PowerShell i 2 , R A LUSITEAREZEN R, Hlm , &
A[LLIZ1T test-netconnection endpoint -port 5985 @,

NHRGENREARD VTR PowerShell EHFT TR A LGN

NHRENESENTE RIFIKA 5985 EREMAWMN | FEEEINIZE PowerShell £1&, BXE
ZER |, S H Amazon VPC £4 4,

IREEFHEZAEE T HEMEE Amazon BEEHMER Active Directory F4RHY
AiSED) B F

ZE{# A PowerShell 8 Kerberos &% IEA Amazon FSx Remote , BEEEZ s L AMER

IRFEEA AR, AXEZELR , 535 Microsoft X#4 Configure Kerberos Forest Search
Order ( KFSO ) »

238 DI FE S PowerShell iF8 HIE S AL 4 iR

IREETE -SessionOption (New-PSSessionOption -uiCulture "en-US") saSHRMET

O A
op ™

. -SessionOption

UTREXHRS LB ZESL PowerShell i%-SessionOptionft A FE AN KB,

PS C:\Users\delegateadmin> Invoke-Command -ComputerName Windows Remote PowerShell
Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {fsx-command} -SessionOption
(New-PSSessionOption -uiCulture "en-US")

PS C:\Users\delegateadmin> Entexr-Pssession -ComputexName Windows Remote PowerShell
Endpoint -ConfigurationName FsxRemoteAdmin -SessionOption (New-PSSessionOption -
uiCulture "en-US")

MRS 4 BT ER

&R TF Windows File Server B9 Amazon FSx 21T X A E L E K Microsoft Windows Server 54
HERRGEEL, EFPRIETLEFREFROVEAB MG, BUUECEXHRSHRIEEYE

35 E _E# Amazon FSx CLI #4T ¥ FEHEBR PowerShell 129


https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/hh921473(v=ws.10)?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/hh921473(v=ws.10)?redirectedfrom=MSDN
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PRI FFREE, MRERIEERE , RELBKINDE 30 2HNEF T HRINR, S5 RO
HERTZNMAER , SREFEE , URESXHRE RSB[R MEBIIRS 28 < B4 HiE K E/RE
AXHERMABEAEINIR. Multi-FAZ BXEZER , B5H HEEBIE,

FSx for Windows File Server A& RE 4 TR FFAETE |, BAMEW TEARBREER, BRI
BREEZENEERLETHENITRANE  BEELE 14 R —REF R AR, WRELXMANT
BIRKRE 14 KA LHELE BTER , FSx for Windows File Server &M T X4 R4 | BEREZSMR
AHEM, BAXRIMTBABRNGRZLEPREBRFBNENESRES , B3R EdEA%T T,

FEEANIRREF |, MITEW Single-AZ XHREFFATH , BESE 20 7#HAFTTH. Multi-AZ 3XH#HR
SERBUARS , AEHEEEXHRSSENEAXGRSSEZEH#HTHEIRNEY, BEXELE
B, ESH HEEBIE. BT Multi-AZ XHRENIEINT R XHRSEZEHNHEDRANEY , B
BETE L HA B & £ AT SRR B SESI B4R E B E X RS HBNZANGRSSE2BRES, AT
FEBE , RNBYUEEFNBREEXGREART/DHNZE RN,

(® Note

R THEREFSESDRROBIETEMY |, EA T Windows File Server B Amazon FSx £ 44
FHRZ2EXAMEINSMME , HERNREXHRENKEEEENMESLEBEARE,

BSR4 TR

FSx for Windows File Server A F BB X RGEF RN RNE , LUENEN TEAENREE
Ko BAILLEA Amazon Web Services B2 #|& Amazon CLI, 1 Amazon FSx API EXE B4
BT EREVFF SRt iEl |, aNEA NI RBATIR,

E R4 RN E (268 )

1. ¥T7F Amazon FSx ##&l& , Wik, https://console.aws.amazon.com/fsx/
EEMNSMEREREXHRE,

REREFRFHLEF BN XHRE, BHERXHREFHAEERE.
REEE  2ERNHREEERREER.

REEH , cEREREFNRED,
RMALHLEB AL RIT BN BN E,

ERREFUARFENER, REEMRPFERFRLER T REE,

N o o M DN

EREREF TR 130


https://console.amazonaws.cn/fsx/
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E# M update-file-system i S E R B AL BRI BRATE |, FSH £HEHXHFRS Amazon
CLl,

EIE DNS 3%

X7 Amazon FSx IRHEMNBRINE B RS ( DNS ) B, BIE T LUNFTIERH DNS 31 B 5EXH RS
XEREESR, DNS 3B FEREB EE HREFEMN A ITZE R Amazon FSx Bt , & HIMA DNS
Z ¥ IF R 1E6E1E Amazon FSx ER#IE,

B LU DNS 318 535& AT Windows File Server X RS2 HFMINAE FSx <Bk , WA LA EFEZ D
k8 BFH B R SRS |, EF Amazon Web Services BE{24|& MxBt, Amazon CLIE X &Z A LU
50 I DNS 38 5— 1N XHRE X,

@ Note
EEZREETE 2020 F£ 11 A 9 BT 12:00 25 8IE# FSx for Windows File Server X%
533 DNS B8, EEEEZELRIATE 2020 £11 B9 B TH 12:00 2HiBIBMXHRE L
5/ DNS 318 |, BT TIRE -
1. RPN BEXHBREG., BXEZER , FSH EFRBAFREHE D,
2. BEMMERFNWNHRE, EXEZEE , BSH BE2HERERENNHRS,

MMHRGARAE , SFREREAT FRENE SR DNS 318 T RIZXXHFR L,

(® Note

AR R E B BRIRIE T £ 7E Active Directory R T4 | H B#&& A A IED DNS 1245,
Third-party DNS == I ES S BEAIT .

REYEEMAR Active Directory 13 Microsoft DNS £ EBRIA DNS B} , Amazon FSx =
LEMIHRSGH DNS 2%k, MREFEHANRE=S DNS , WEEERBXHREFF &
B Amazon FSx X R4 DNS £B., BRAXNHRGEZRER IP W ESER , S
FEZREVA T F3h DNS L EMIEBXHRSE IP bk,

EREBFXHREURNR O RIBFXHRSR |, AL DNS 518 5B FSx for Windows File
Server XEk, BRXBZEZ AL 50 4 DNS 3B 5E— 1M #HR & KEk,

DNS 55 131


https://docs.amazonaws.cn/cli/latest/reference/fsx/update-file-system.html
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B 7K DNS BB XEXBIXHREN , EFHEMA DNS 3B EZIH RS |, BEMLTRITUATER
=

7 Kerberos MBI MNZEBERS EHEEH (SPN) .

* 7 DNS 3B EE— M #THY DNS CNAME 123k , REEEH A Amazon FSx XHREHIRIA DNS &
Fho

BXREZER , H5 R £/ DNS 5% 15 A #IE.

FSx for Windows File Server X4 X% DNS BIZZEHBEZ U T ER :

- YAXARLEBESSE (FQDN ) KX,
- ULAEFRUTIHNETS (-).
- FELUEFHFARLER.

- AERABET K.

XTF DNS #& , Amazon FSx @R ZBFHEFRNNEFR (az) , TREEEFEF#ENAREF
&, MNEFRERENBEIHNNFTH,

ERERAXRBKEENHRERENBE , NRELTHR, ELEHIUHRBEARBEZERXHRENIHER
225148 , M Amazon FSx 2N R EREE iR,

® Note

% Amazon FSx EXH RS LR MBMIBRBI B 6 , EXEENT iG> B EMER
BN HRG, EMIFTERE HRSIEContinuously-Available ( 3F CA ) REMNEFiwITHFH
B X8R B P i E R I

£

* DNS FIBRZ

« Kerberos 4K IUEfEA DNS 5I#&
- BEESXHREFEZHH DNS 3IH
* X DNS & 5XHREGHEKE

- EBYPFNHRLE LR DNS 518

DNS 55 132
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DNS 5l &Z R3S

DNS 3| & AT AE BT EMREE :

- T - DNS 3|8 E5 Amazon FSx X REH#xEx,

« IE7E6I2 — Amazon FSx IETE 02 DNS 38 H FHHEXHREXEK,

- IETEMBR — Amazon FSx IEFEEUE DNS 58 5304 R 519 < Bk 35 EL M BR
« BIEKXM - Amazon FSx FToi&4¥ DNS 38 5 X H R G KBk,

 MiBREM — Amazon FSx FToEBUE DNS 38 5 X #HR S X EK.

Kerberos &A% UEfE A DNS 318

BRINENUEEABETEPX Amazon FSx £ Kerberos-based B3I IEFNZ, Kerberos BEH 7
HEXHRENEFRRERHEZENEHRIE. EXIEH DNS 3% 7R Amazon FSx BV & 7 iR /3 A
Kerberos & I6IF | S X4 R LK Active Directory ITEHIT R EEE S DNS 3B MA RS =
EEZF (SPN) o

MREHEDEL Active Directory PFENMTENNR EMN S — M4 RER DNS FIZEE T SPN,
M AMERBRIXL SPN , REER SPN AMEXHRENITENNR, BXEZELE , E2HA N
Kerberos BLiE RS EAREZF (SPN ) o

EEEXHFRSEMZATHY DNS 518

BT LAEA Amazon Web Services B2 F| A, # APl &£F %815 FSx for Windows File Server X
HRG KRB DNS BB FMEZH , ML TIEPATIR, Amazon CLI

BB S NHRLZKREKR DNS 3l#
- EARHE -ER-IMXARE  EEXHREFAGERNH, ERENXERLETF , 8 DNS
A&

« f£f CLI = API-Ef describe-file-system-aliases CLI &5 =R
DescribeFileSystemAliasesAPI ##{E,

EEE5Z M XEKAY DNS 518

- EREHE - ESMEST  ERZH0  RARLEREEEENRZH. EHESHKET , £F DNS 3
BFH

DNS 3B RES 133


https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystemAliases.html
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« M CLI 2 API-f£A describe-backups CLI #5558 DescribeBackupsAPI &4,

’ DNS 58 53 REHH KR BR

EMLF IR Windows File Server X REBIEFH FSx B |, REENRZRIRE B FH XU REN |
AI LA BX DNS %1% , 8 Amazon Web Services EE124]4& Amazon CLI, 1 API , A T3 EAT
iR,

T B 2 HY XA R GRS KB DNS 318 (#2868 )

1. 3TF Amazon FSx ##|& , ik, https://console.aws.amazon.com/fsx/
2. BREBAITHINTER 5, SIZXHREHRTRN S RAUBHTXH RS,
3. HEHIEXHRGOMSWIER - &S , MAEESXHRSEREK DNS &,

v Access - optional

Aliases
List any custom DNS names that you want to associate with the file system

financials.corp.example.com
acctsrcv.corp.example.com
transactions.corp.example.com

Specify up to 50 aliases separated with commas, or put each on a new line.

4. MXHRENTARSEH , BAILER DNS BN E#TIHE , FEREBRSIAEH
(SPN) , #RiZBIBEFHHEIZE DNS CNAME 2%, BXEZER , BESH FH DNS 51& 17
k¢

QI #THY Amazon FSx M #REiaT < Bk DNS #l# ( CLI)

1. BIEHFXHREE , FATHE CreateFileSystemAPI #4EH Ali as E M DNS 5 & 5 XHRE
FMXER,

aws fsx create-file-system \

--file-system-type WINDOWS \

--storage-capacity 2000 \

--storage-type SSD \

--subnet-ids subnet-123456 \

--windows-configuration Aliases=[financials.corp.example.com,accts-
rcv.corp.example.com]

fF DNS 318 5EXH RSB 134


https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeBackups.html
https://console.amazonaws.cn/fsx/
https://docs.amazonaws.cn/fsx/latest/APIReference/API_CreateFileSystem.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_Alias.html
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2.

UNERENATRRASER | BALAER DNS JIBXNE#TIHRE , FEREERS EHEMH
(SPN) , #RiZ3 & EFHH 42 DNS CNAME 1B%., BXEZEE , FSH £H DNS 31815
B B Az

FE3& R D B N BR DNS 314 ( CLI)

1.

BEMEXHRENZHOIETM4REN , ATLUR Aliases Bt 5
CreateFileSystemFromBackupAP| ##EBSEA , M AR :

« MIABRT , BER 0 XEREVAE 3 B #B BB BIRHI X4 RS,
- EFEARNUEXHAREMAREEFNEMBE , FEATHEEZEMN Aliases B,

EXEKHEAh DNS 318 , BEA Aliases B , AES5RZHXENRE & NEXKNFH 5
Bo

LR CLI S B2 FM A3 & XREKEIERA R0 612K Amazon FSx X#H RS,

aws fsx create-file-system-from-backup \

--backup-id backup-0123456789abcdef@

--storage-capacity 2000 \

--storage-type HDD \

--subnet-ids subnet-123456 \

--windows-configuration Aliases=[transactions.corp.example.com,accts-
rcv.corp.example.com]

MVHRSENAARSE , BaLAERA DNS BB EH#ITIAR , FERRERS EAREH
(SPN) , #RiZBBEHFRAZE DNS CNAME id%., BEXESZEE |, 21 F5 DNS 3l&1H
B BE.

EEIA RS LR DNS 3l#

MU TERAR |, B LERARMEIME FSx for Windows File Server X4 R £ L3770 Amazon CLIFIH
B21%. Amazon Web Services B 4|5

BB YRS DNS 315 (2EE )

1.
2.

$TFF Amazon FSx #2£#l& , Wit A, https://console.aws.amazon.com/fsx/

SEMBINHRE , RFEBREEEH DNS 3|88 Windows XHRZ,

EEIA X PR G LI DNS 515 %


https://docs.amazonaws.cn/fsx/latest/APIReference/API_Aliases.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_CreateFileSystemFromBackup.html
https://console.amazonaws.cn/fsx/
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3. EMEEZRSEMFL | EZE DNS BIBXNNNER  BI0EREE DNS HIB&E D,

« XEX DNS 3% - HXRECHH B BED , MAZEXRER DNS 318, EHEXEK,
« BUHXEX DNS 218 - EHBIBIBIIRF , BERBUERBENAE. EEBUEXEK.

A LEYEBBINRPLEEEENIBIRS. RIFHR , EFRES. M & XK XHRESHE
SHABRRZEE 2.5 94,

4. YPIBRATARSHE , BoILAER DNS 3B RSN XHRE , FERBRERS EAEBN
(SPN) , #RiZ5 & EFH=H 42 DNS CNAME 1B%., BXEZEE , FSH £H DNS 31815
B B Az

F DNS 78 5B X4 REKRE (CLI)

1. fM associate-file-system-aliases CLI s 52 AssociateFileSystemAliasesAPI LY

DNS 318 538 XHREXREk.

AR CLI B3R5 B S8 E R X RGEREK.

aws fsx associate-file-system-aliases \
--file-system-id fs-0123456789abcdef@ \
--aliases financials.corp.example.com transfers.corp.example.com

WaRE R T Amazon FSx 53X # R &R Bl & KRS

{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": CREATING
},
{
"Name": "transfers.corp.example.com",
"Lifecycle": CREATING
}
]
}

2. f{#M describe-file-system-aliases CLI @ ( &3 DescribeFileSystemAliasest APl #
¥ ) MR IR IE T2 BRIV B B IR A

EEIA X PR G LI DNS 515 %


https://docs.amazonaws.cn/fsx/latest/APIReference/API_AssociateFileSystemAliases.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystemAliases.html
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3. HLifecycle ERN“AVAILABLE'R ( IREHZFE 2.5 28 ) , EAILIEA DNS BB HRIEHN
XHRE , FERBBRSEMAEN (SPN) |, HHiZ5IEEHHAIE DNS CNAME i8Rk, BX
E%ER , 51 £/ DNS 3B FRIEE.

EUH DNS Bl& 5XHREMXER (CLI)

£ disassociate-file-system-aliases CLI @85 & DisassociateFileSystemAliasesAPI

BRAEMEER DNS 518 EMBE X4 REH XK,

LT m2BUE— 1ol & EX 4RGN KREK.

aws fsx disassociate-file-system-aliases \
--file-system-id fs-0123456789abcdef® \
--aliases financials.corp.example.com

WA RE R T Amazon FSx IEETEfRRRE X RS A X ERHY B & HIRZS.

{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": DELETING
}
]
}

M describe-file-system-aliases CLI &% ( E[RIDescribeFileSystemAliasesF APl #&
£ ) BEBIBRS. BHRIERZSFE 2.5 58,

P & T I8 34

BRI UERREHR"TE |, £ FSx for Windows File Server X4 &% IS SEEMN AP SFMIT
FHXH, “HEXHR TELREHE—IMNEDRNE , ATUREEEIIXHRS , URIEFTFF 7T HLEX
%, BOLERANE T ERITUTIRE

o MRE X BUE B 5 R XBR

- MIFFRAFSERER | XEXAZAFITFOE X,

P &EMITIF 89 324 137


https://docs.amazonaws.cn/fsx/latest/APIReference/API_DisassociateFileSystemAliases.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystemAliases.html
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o] LABE A Windows-native EEX#43%& GUI TEMA F=ZZEEH Amazon FSx CLI PowerShell 3k
BEERHF&1E , H1E FSx for Windows File Server X# R4t E3TF Xt

£/ GUI EBRAFNXE

AT A 7 a4A{E B Microsoft Windows HEX 4R T EE Amazon FSx MRS L EEH
FEEMIT XX,

BHAEXHKRTE

1. 3% Amazon EC2 &4l , H5FHiE#ER] Amazon FSx X4 R Z 10 A R Microsoft Active
Directory. J it , M <Amazon Directory Service BIE{EmE) FERLUTIRE :
« FEEHA Windows EC2 =4
« FZIIA Windows £

2. DUXHREEBRAARANAF SMEEEIES, £ Amazon FEEHR Microsoft Active Directory
o, ZABFIN Amazon £ FSx BB R, EERBTEE K Microsoft Active Directory # |, iZ4A
BWHRNHEERER , IEFALTENREMNEEAEANBENLNENR. BXEHMER , FSH

{Amazon EC2 FAFF#§®) A Connecting to Your Windows Instance,

3. ITAFHRER , AREMEH Run As Administrator Ri&E1T fsmgmt.msc. MHIREFITHAHEX
%k GUI T &,

4. HEREP  ZREEIE-ATEN.

5 ER—BITENTP , ALK Amazon FSx XHR&H DNS & %5, #ln
fs-012345678901234567 .ad-domain.com,

6. GEERBE. BE , AEXHFRITENFIRPFER Amazon FSx XHREMFZE .

EEMAFAE (GUI)

EHEYHR TES  ®ELIE , EFERET FSx for Windows File Server XHREWFIERF £
F. MREAFPINARKFELEIHEIELE Amazon FSx YRS PN XHHRE  NILEEY TL[E
EREMNHNESE, BUUITASENLETX (ABET ) X8 , ARERXALE , WA LSIEE
%,

£/ GUI EBRAFMAE 138


https://docs.amazonaws.cn/directoryservice/latest/admin-guide/launching_instance.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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g2 Shared Folders — O >

File Action View Help
s ol AR-a1 | NERESE 7 o

sy

EE._ SHErEd FDldErS {FS'DCCE User Cnmputer T}rpe .'It[:lF
@] Shares 2, Admin EC2AMAZ.. Windows 1
gi Sessions % :

#i| Open Files Close Session
All Tasks >
Refresh
Help
£ > £ >

EMFAAMBITNQEER  BIASEN LT (ARET ) X8 |, ERNTMAE2EER , REH
NR1E,

@i Shared Folders — O >
File Action View Help
s ol AR-a1za | HERESE 7 o
SE._ SharEd FDldErS (FS'DCCB User - Cnmputer T}rpe .'If[:lF
at| Shares &, Admin EC2AMAZ... Windows 1
gi Sess : :
- Disconnect All Sessions
| Ope
All Tasks >
View »
Refrezh
Export List...
< Help >
Dizconnect all sessions

BEEITH X (GUI)

EHEXHRTER , GRITANXHNATERERE LA FANREXH. ZARELKERTHT
NHBXAERBAF, EEAYTEREMAFEETAEEXHNRER, RFTFIIRPXMHEKE
METX (ARET ) XKE , REEEXMITFNXHE , BNAIX A BER AP T FRER S,

£/ GUI EBRAFMAE 139
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Windows P #5

g2 Shared Folders - .
File Action View Help
o= | nFE 6= HE
z Shared Folders (F5-0CCE|| Open File Accessed By  Type
&l zhar.es | |Nsrwsve Admin Windows
E-__— GESS'DE_T D\share\Market... user 2 Windows
By ipEn Flies Close Open File
All Tasks ]
Refresh
Help
£ > £

Clase this open file

BT XA RE LB T HRERE , FEITHXHNETY (ARED ) REPEEMFTRE

T XHRER , REEINRE,

il G
By VR Disconnect All Open Files

All Tasks .
Wiew ¥

Refresh

Export List...
<

g2 Shared Folders - .

File Action View Help

o= | x7 6= Hm

2| Shared Folders (F5-0CCE. Open File Accessed By Type
33._ zharles \Envsve Admin Windows
@] Hessions D:\share\Market... user 2 Windows

Disconnect a Help

PowerShell B T ERBRAF SEMITF X4

B LAEH Amazon FSx CLI BEEXHREHFHNEFAFAS
PowerShellZ 7 @ anfaIE Atk CLI , S H A Amazon FSx CLI PowerShell,

EMITF XA, BMEREL

TRRNATATERAFSEMIT NG,

HITZEEE.

PowerShell i F &2 AP &FMITHF X4

140
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wme %88

Get-FSxSmbSession KREYMBEYENHRENE RN T in2 B KRS 25 H &
B (SMB ) 2iEHHEXEER.

Close-FSxSmbSession 43R SMB £1%,

Get-FSxSmbOpenFile KENEEIGRENE P imIT AN XGHNEXES.

Close-FSxSmbOpenFile KA—NEN SMB REBJ|HWHE AP —NEFimIT IR X4,

BN TRV BB P EHREFAEGTETNSZEE, EHRLLER , FzT788 2 WHns , flu
Get-FSxSmbSession -7,

fsX L X BRSEEs RRE B 25E A T Windows File Server

XHRE 2R FREESS (FSRM) 2 —I Windows FRE252haE |, R BI R E B M9 R EMEE Amazon
FSx for Windows X #IRGEE XRS5 LR EIE. FSRM 12t B SREESSHERMIRE IhaE , AT BhIBEH
FHEEA , RENBEEERBNSAME , HBREBLSHNA L4,

£/ FSRM , A SLURBEFE RN IEAFBET ZSNFMEZE , B3R5 M2 RBRHIE |, Hik
FARERMOXHRBEREFRI LS4 , HERBXRFREAEXVFARSE . XLEHREAH BG4
P AARSR. BREEANNHRE , MEFNEN XA X4RHITFEI T,

FSRM X FEUTERNARZNENE :

o B PRI AP ANERI) BT SALE A B B A ZE 1R) SRAZ i f AR AR

- RRBBEHEE , flNNASBERIMSFIER

o« BRHIIITR T R VPSR E AR 2 A BRLE SR B M BER
« ERBRBERE. XHRERBFEERARTINSAERSE
« REXBENMAFHEERBRA TR E

REINEE
- BHAEE-REXARNEERS  URHASNNARFTUSANRE, SUUREERAUR

IERAPBHRS , A UREEATEREENBHARER. BEATHBEEREFMEAE , BHILA
PEERTHAE T L Alay 7 B

XH BB A RE R Y
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o NHTEIE-RHIR P A U R R B X R EF RS EX K, ST BARE Ll S5 3R R R Z RN
MHERE , GIANET AT, BAARSXAFSA A, X HFTFEL AT AR B R BT IR EE R | R
ZEXE , FEAIEIEWSE X HFERFHERR,

« XHDR-BEXHNATRVEASINEIETHBEREME. 5RAIURBBEEES, R BB
7. NARBRBURBREXHRBEERBRS. SURBEHRE. M), REPIEELNEM
Hfth B E BN XA 1T 20 2%

« FRBRE-ERBRXGREEABRNFARS , SR, EEXH. BEEX D8I,
BRBY SO XHENEFERERL, FERSURBBETHRFENERER | R3] 7 SRS ERAY
N, FRFEE R M A ENRE,

£

- XHRSBHRAFEERAN
- RFEE

- XH4

- XHTHE

- X#HZPE

- FiElRE

- XHEEES
« FSRM igi&

- EHRE

- BENEARED

MRS R IR E R Al

E0IE5EA T Windows SFBRSEZE8M#T Amazon FSx X4 R SR , BAIUBEAX RSB RREES
(FSRM) , th AT AE I B XHRE LB A FSRM,

HEEEFE SSD M ZEHEFHARE RN 128 5FE KM Windows File Server X#FR 4 H Amazon FSx X
¥ FSRM, MB/s BIBXHREE , B LR EEFE#EXBEH N SSD HIEREFELBE, EXESZE
B |, BZ R EH FSx for Windows X RGN FHEBEMEBEEFLEEN,

EOIEXHREREA FSRM (2#H5 )

1. $TF Amazon FSx ##|& , LA https://console.aws.amazon.com/fsx/

2. EEFERLE , ARWEBXHRGEUBINHRECED S,
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3. %&ESEAT Windows File Server B Amazon FSx , R T —5%,
AR FRAE BRI EIN

REMMERFEE

HF “NHRFSBRFREES R, EZE BA

WNFEHAEER , FERUATERZ— :

N o o k&

« CloudWatch HE-EBRE#EZIW FSRM EH4AEMBAELA, CloudWatch CloudWatch BE H &
B BIRMALEL /Jaws/Fsx/  BIBRTFF X,

« Kinesis Data Firehos e-i%£31% Kinesis Data Firehose & #i i 1% FSRM S48 %
8. ERERMBrHERUBXHRS,

EREXH RSB A FSRM (CLI)

EE 7 Windows File Server X# R 46l FSX if/ZH FSRM , i A CLI &%, Amazon create-
file-systemZESEHHIIELUT FSRM BLE : --windows-configuration

« FsrmServiceEnabled - i&E&NR true

- EventLogDestination-}§%E FSRM E4BE BRI Z#EREF (ARN), A LLZ CloudWatch
FZHAELA ARN = Kinesis Data Firehose & #iifi ARN.

aws fsx create-file-system \

--file-system-type WINDOWS \

--storage-capacity 300 \

--storage-type SSD \

--subnet-ids subnet-0123456789abcdef@ \

--windows-configuration

"ThroughputCapacity=128,WindowsFsrmConfiguration={FsrmServiceEnabled=true,EventLogDestination=

east-1:123456789012:1og-group:/aws/fsx/fsrm}"

ERIMBEXHRE LR FSRM EE (2868 )

1. FJF Amazon FSx ##|& , MutH, https://console.aws.amazon.com/fsx/
2. B ‘XHRE , RAREREEHMN Windows XHRL,

3. EBREEBGRIF,
4
5

NHREBF[RREESR B , BBREHE,
HITENEXR :
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- EEREHEEER , HikBEEM CloudWatch BE4A D Kinesis Data Firehose 15537
- EEAFSRM , BitEEA
« EEHFSRM , HikEF ‘B

/A Important

Multi-AZ EL SRS , XHEREFLH B RERABEREEH , ™ Single-AZ X #
REFERTEENA R,

6. EERIF.

BRMEXHREFACENHENENEDNF L RREHMHERE.
BRI EXHRE LN FSRM BLE (CLI)

EEIA FSx for Windows File Server X% % S AMEA FSRM |, i5F A CLI 9. Amazon
update-file-system

& FSRM
EZH FSRM , HHESHHPEELLT FSRM EE : --windows-configuration

« FsrmServiceEnabled -i&E&XR true

- EventLogDestination-#§%E FSRM B4 BEB RIS #EFEBEF (ARN), AIELZ CloudWatch
F B ELA ARN = Kinesis Data Firehose 1% %t ARN,

aws fsx update-file-system \
--file-system-id fs-0123456789abcdef® \
--windows-configuration
FsrmConfiguration="'{FsrmServiceEnabled=true, EventLogDestination="arn:aws:logs:us-
east-1:123456789012:1og-group:/aws/fsx/fsrm”}'

A FSRM

EZ M FSRM , AT TRE -

aws fsx update-file-system \
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--file-system-id fs-0123456789abcdef® \
--windows-configuration FsrmConfiguration='{FsrmServiceEnabled=false}'

/A Important

Mult-AZ ER IR , XHEREFLA B REVRNBERESH , M Single-AZ XHRS
HEAEENTARH,

FSx 1&32 2% PowerShell

EFREMNFEHR FSRM IhEE | &AM EH Amazon FSx CLI £ E# TR EE, PowerShellBx{ELR |
EZ B3 Amazon FSx I8 £ 1% PowerShell,

BLEE T

BAILAE A S RS 2R RIR B RS (FSRM) Bl 8 B k2 %I F £ FSx for Windows File Server 3 4
RELHENERZEE, ATURITEREREXHXRTHNBIEE , HEFHERAEZASET
ENHBRENERBHN , NTIHBHEEBEEREE.

BLEEER TFRE
BFERRHEATEENES , BUURENATXHRSE LR

TE PR &N

Bt PR EEFARFEREXH. SAFSHRTFELEFRHN X4 , BIEFEN , HE
AP 2RE —&REIRES.
EXBRE

AVAFEEZENTANESEMRRS, REFATATREFERERBR , MEFTBIHTHE
HYBR o

B FAR AR

BFERRERAIEEERANEE , ATEXEFIRE , 2READRS, EHKE (FEHEREE ) MRE
B, SIR2EHENRE  EULRENATZINXMHX , A4S RXBENEEMARNIRE, ENEH
BARES |, EE LA R E N A T REZERCZN AR E#H.

EABFAERB LT ILANFAL -
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« —EHM-BEECHXHXESHENEHREE

« BE-FEFRERENAT SR

« WEPH-BIBRBERREFS NI RN EFTIRE

B3 B iEE

B NARASRBEEENERE N FXHRCIBEH . £RXHR EGIE auto apply B#l
B , FSRM 2 B3i A B MNE FXXAR AR A PR e 2 AV E# 7 XA REKBH. XFHENT
BEEZNMHF ERHEIXHFRPNAH-BHEHRFONZRIFEEA,

R {EEA

BMEENLT FSRM XREBFERFNERARD . EUTUNSIMEHEESNMRE , ARSI IHEREN
BFREN B, SFEERARKIEET DL , FSRM Al BUITEL T RE

E4BRFIER

FMEHIEFRIL S CIoudWatch I 5% Kinesis Data Firehose #7512 M0 4. B IEES
HeEMLRR (R E£REIR ) , HEHEBENHEEN, EHIEEX TIERE S £ A 18R
'——_ﬁﬂﬁ”’“?"'“%duﬁﬁkili%ﬁﬁﬁo

FHEHRE

ERFERERBLRE , EFRHEAEXSAFHZEEANXANXHRNFERRES . FHRSTHEB
BHEBLAFINARFERNEEZARS , ARFREEMEAENRER, AXRESER
BESR FERS.

BEALABINEFEESNHE , AXNSIEFITTIENERE, S, EAUHEFEENERARN
75% WIEREHNEREN 90% WEEEHF

MEAERERT
BRI LB B =EAMNRFSIH FSx I8 PowerShell i SR EIRHLET -

1. BFGS-RE, ©R, BH BBRTNERSEXGRNES, YEFERNNGREEERTAN |, &
FRXERS,

2. EFEHRT S-SR, RENMERENTTEEFANEINE ENVETIENR, FRXLEGSREILA
BLA T 24 AR FRE S KR,
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3. B EHmH-tE, KR, Bk, BERMNEMBI N FXHREXRETANEHNAERR. NREE
BEESNFXMHRPUA—BNEFRS K MEFFIUREIMNER , BEAXLEHT.

EEEIE FSx iz © %IZ& PowerShell

(® Note

AR FTE ROIEMRIZ B B L6 X4 R LB Windows Remote PowerShell i R E X 7 iZ
$FSxWindowsRemotePowerShellEndpointZE &, BRI A EXHREWIFAFEETNE L
# Amazon FSx 2 HI AP HREIGAET R , LA EATSERELLIRT R, Amazon CLI
describe-file-systems

[Ty
New-FSxFSRMQuota

AR OIEFMBE . BEFRHE T AP T EXFRPERNGEE, SLERFEHAEENTEH
8 e 8 0 L B A B A

S8

- Folder (string) - &%, FNAEH X HFREEE,
« Size (string)-NEREMREHNALIED : BEK/ MRS,

« Template (string) - Alit, EFANIEHRITERNEH. BEERN , ReeEARRSE ;
P H A% B 94 B 28R

- Description (string) - A%, ECEIAYHER,

« SoftLimit (boolean) - AJi%&, WMRIZEENR true , NLBIE—NHEEH , AFBAPEIERENT
R BRI,

« Disabled (boolean) - Ai&, MRIRENRN true , NEZARS T RIEEH,

« ThresholdConfigurations (array) - Alit, —RIREEE , ATEEETRAFEAL TE
K RE, SHEEBEFUTEMS :

« ThresholdPercentage (number) : fIRIBENEFIRHENE DL, WMA—2NTF 0 250
pod 1] SR T= 8

« Action (array) : REIRENEXRRN —MRZHRE, BNMNEEBEEUTEN :
« ActionType : ERITHRERRE, AIEENUTE
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1. Event : NEBEH4RBRIIXHRENSHAET. BE B4, EXTEEATEM
- EventType: §E. BEREIR
* MessageBody : EEE#—RIEREE XA,

2. Report : £RFHEABERIRE,

-

1o EFERAERFRRER T LI 5GB WER o

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMQuota -Folder "share\test" -Size 5GB

2, ERAREBRACZERER

$thresholds = [System.Collections.ArraylList]e()
$warning = @{
ThresholdPercentage = 75
Action = @(
e{
ActionType = "Event"
EventType = "Warning"
MessageBody = "Quota usage has reached 75%"

$thresholds.Add($warning)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList ($thresholds) -ScriptBlock {
param($thresholds)
New-FSxFSRMQuota -Folder "share/test" -Size 1GB -Description "Test quota" -
SoftLimit -ThresholdConfigurations $Using:thresholds

}

EaERE
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Get-FSxFSRMQuota

MENXHREFRBZ—NHZSNEH. ZHTELAEXEFAEENHFAER , SHADRS, REHN
SHEEARR.

S

* Folder (string) - A, MK RECHA XHRIEE, MREREEXHREE , Nz oH
RE X HRG L FTERL .

~ -
1o REVNHRE ENFIEDEES,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMQuota

Remove-FSxFSRMQuota
MNXHRG EWIEE X MR P BBRELE,
S

» Folder (string) - #4%F. ENPMIBRECEARY X4 REER,
« PassThru (boolean) - i, MRIZE RN true , MR E EMIBRA BT Ko

T~

1o BBRECH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMQuota -Folder "share\test" -PassThru

Set-FSxFSRMQuota
EHNMNBERIMNEE,

S
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« Folder (string) - #4%. B8 EEHWE TR XHRERZE,

« Description (string) - A%, BLEIRYFTIER,

« Size (string) - Ali%, BLERYHET K/DNPRH,

« SoftLimit (boolean) - ik, MBRIRE RN true , NFFEFAER ARG , AFAFEIERKEN
THAEBEIRE,

- Disabled (boolean) - Alit, WMRIRE N true , WEZEREH . MRIRE R false , N5 HE .,

« ThresholdConfigurations (array) - Alit, —RIFHWHRERE. SNHEEREHEFUT
B

» ThresholdPercentage (number) : AiRIBIENEFRHEHNWE DL, WMA—2NF 0 250
Z R {E,

« Action (array) : AERENERDRWN—M=EZIIRE, BMNREBEEUTEM !
« ActionType : ERITHRERE, AJUEENTE :
1. Event : NEHERINHRENEHBF. BE SH 0, EXTIEEUTEY !
« EventType: §E. BEIHIR
* MessageBody : EEE#—REIERMEE XA,
2. Report : £RFEFERABERIRE
« PassThru (boolean) - AJi%, MRIFENRN true , NIREE LG BTN Ko

T~

1o EREFA/NMHER,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Set-FSxFSRMQuota -Folder "share\department" -Size 2GB -Description "Updated
quota for department share"

}

o ZERAE#M

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMQuota -Folder "share\department" -Disabled: $true
}
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Update-FSxFSRMQuota

B PR KBESLFREANZRE , EMTEEFNIERBREITER.

o

o

« Folder (string) - 4%, SEEEHME TN XHKIEER,
« PassThru (boolean) - Ali&, WMRIREN true , NREFFHAEIT N R,

T~ -
1. EFMITERERFTNYIFERBEREITER.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Update-FSxFSRMQuota -Folder "share\department" -PassThru
}

BLEE AR T

New-FSxFSRMQuotaTemplate

BIEFWEFER , ZEREL T TEEFEANEHREE.
S

- Name (string) - 4%, BLFERNER
« Size (string) - #4%&F. BEEMRGEFIITHI K/DNERSI,
- Description (string) - Ali%. BCEAEARAYHEIR,

« SoftLimit (boolean) - AJi&, WMRIZRE R true , M HEFREF 2R —MENR , ZEHRSIREFEH
BR , BREFIHRITRE,

« ThresholdConfigurations (array) - Alit, —RIRNEEE , ATEEETRAERAEI TE
KEIRE, SHEEREFUTEM :

« ThresholdPercentage (number) : A RIZIENEFRHEHNE DL, WMA—2F 0 250
Z B {E,

« Action (array) : AEFENERNN—MHZIRE, BMRETBEEUTEM. :
« ActionType : ERITHRERE, ALUIEENTAE :
1. Event : WEHRERIXHRENBHAET. BE B4, EXTEEUATEM

REEE =
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« EventType: §E. BEJEIR
* MessageBody : E5E#4 —#2 12 FMNEE XA,
2. Report : £ FHEEABRIRE.

T~ -

1o 1% 1 GB AYRERHIER

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMQuotaTemplate -Name "1GB Hard Limit" -Size 1GB -Description "Standard
1GB hard limit template"

}

2, BlE—1 5GB WHKIRHIER , FEEARN 90% FREBESHE

$threshold = @{

ThresholdPercentage = 90
Action = @(
e{
ActionType = "Event"
EventType = "Warning"

MessageBody = "Quota usage has reached 90% of the limit"

$thresholds = [System.Collections.ArraylList]e()
$thresholds.Add($threshold)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $thresholds -ScriptBlock {
param($thresholds)

New-FSxFSRMQuotaTemplate -Name "5GB Soft Limit" -Size 5GB -Description "5GB soft
limit with 90% warning" -SoftLimit -ThresholdConfigurations $Using:thresholds

Get-FSxFSRMQuotaTemplate

MEN X REFRR— P RSNEFER
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S8

* Name (string) - Wlit, ERRNBPIERTERNER, MRERBEEEN , Wz S HEEMRE
BLFURE AR

-

1o RERXHRS LN BB SER,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMQuotaTemplate
}

Set-FSxFSRMQuotaTemplate
1& SR EC AR AR AV IR 1o
S8

« Name (string) - #F. EERNWEITERN B o
« Description (string) - Tli%, HEIRAFTIEIR,
- Size (string) - A%, ARV K/DPRE,

« SoftLimit (boolean) - Ali%, WMRIRE N true , M FERERACIZEET  XLEEFLIREGE
BER , BRI ITRE,

« ThresholdConfigurations (array) - Alit, —RIREEE , ATEEETRAEALI TE
RENRE,. SHEEHREFUATEM. :

» ThresholdPercentage (number) : AIRIBIENEFRHEHNE DL, WMA—2F 0 250
Z B E,

« Action (array) : AEFENERNN—MHZIIRE, BMREFBEEUTEM. :
« ActionType : ERITHRERE, AJUEENTE :
1. Event : FEHRERIXHRENBHALT. BE B4, EXTAEEUATEM
- EventType: §E. BHHHEIR
« MessageBody : EEEH#—EIZRHEE XA,
2. Report : £RFHEABERIRE,
« UpdateDerived (boolean) - A&, MRIRE N true , NWEHBIELARROIZ AT E B,
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« UpdateDerivedMatching (boolean) - Ali%, MRZREN true , WX EFHBFELERAIZEEH
B LUK RAS Y EL &R

« PassThru (boolean) - ik, WMRIRE R true , NREEHEHERIT R,

Bl

1o B WEFURARE KPR

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Set-FSxFSRMQuotaTemplate -Name "5GB Soft Limit" -Size 10GB -Description "Updated to
10GB soft limit"

}

2, ENEHERA ERMBIRZERCZN I BE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMQuotaTemplate -Name "1GB Hard Limit" -Size 2GB -UpdateDerived

Reset-FSxFSRMQuota

EERFUCEREEERNIRE,

S

* Folder (string)-#4%. @2EEENBEHA XHRERE,
- Template (string) - #F. ERNANEITERK B .
Rl

R EEEHACE B R AR E LRIRE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Reset-FSxFSRMQuota -Folder "share\department" -Template "1GB Hard Limit"
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SRl ey

New-FSxFSRMAutoQuota

ZNew-FSxFSRMAutoQuotaf S 1EHEE 4K £ 8172 auto apply B, auto apply BEFI&BIEIEE

R B3 N EANIE F XK FTEIEE X 6l B A E 3 F X R E R B H

S

- Folder (string) - 4%, NEHEFPLIE auto apply Ei#HY THFERE,

- Template (string) - Ali&., AT B3N AEHAINE B FERN Ao

« Disabled (boolean) - Alit, MRIZEN true , WEZARS T RIZB KB H,
5l

1o Bl auto apply B#l , B3 RHEEERMA TATAE F3X4K,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMAutoQuota -Folder "share\department" -Template "250 MB Extended Limit"

Get-FSxFSRMAutoQuota
ZGet-FSxFSRMAutoQuotati TN BN X HREFKE—/NHZ A auto apply ELE,
S8

« Folder (string) - Wik, ENFR R auto M AN X HRER, BolERERRE
... RE8EmEFXHX,

MRERIBEXHRER , MZeSHREXHRSE LRFTE auto apply BL&#l.
Al
1, REXHRSG LWFTE auto apply B,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
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Get-FSxFSRMAutoQuota

Remove-FSxFSRMAutoQuota

ZRemove-FSxFSRMAutoQuotafi T MIBEEX MR HIBR Ba RIEMELE. & MIBR auto apply ELER
i, Za SRS BRM BB SRR E M F XK AT E B

e

« Folder (string) - &4%FE. EMFMIER auto B EERY 4R EER
¢ PassThru (boolean) - i, MRIZE RN true , MR E EMIERE B 31 N A EEX R,

Bl

To MBEFENXHRFBER auto N AEH,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMAutoQuota -Folder "share\department" -PassThru

Set-FSxFSRMAutoQuota
#ZSet-FSxFSRMAutoQuotaf S 18K auto apply LB EL B iR &,
S

« Folder (string) - #4%F. BEEHB UM auto N AE K XHREE,
« Template (string) - Alit., ERANETAERE LK.

« Disabled (boolean) - Ali%, WMBIRE N true , MEZHEINAEF, MRIRERN false , N/F
B3N,

« UpdateDerived (boolean) - Alik, MRIZRE N true , WEHMNZ B3 NABRFFIRENFIEN
BE,

« UpdateDerivedMatching (boolean) — Ali%, WMRIZE RN true , M{NEH B I LK KRG KA
REB

e PassThru (boolean) - Alit, WMRIZEN true , NIREEHEH B3I MAEREN K,
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Bl

1o B auto Bz EC# L A B B HUAR AR

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMAutoQuota -Folder "share\department" -Template "100 MB Limit"

2, ZH auto apply BEEi H EFH MNP IRENFTEEF

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMAutoQuota -Folder "share\department" -Disabled: $true -UpdateDerived

Update-FSxFSRMAutoQuota

#ZUpdate-FSxFSRMAutoQuotafr FBE A X 4R KEEXFREANZRE , AMEFHITE auto
apply BLERHYE M AR M H R4 BV EL

e

« Folder (string) - #4%. BESEFEHMN Bz NAERTA SR EER,
« PassThru (boolean) - Alit, WRIZREN true , MREEFHH BN ARTN R,

=~

1, EFTTEEABRREITERHIREIE#HI auto apply quota FF R,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Update-FSxFSRMAutoQuota -Folder "share\department" -PassThru

MR

NHAELTEREXHRERSLAERANXHREXNEBRES WU NEERF#RSMIERER
XERENX, XMHASE BN (ERENXH ) MERERX ( EMNCEFHERRA XS ) | BALE
BXHABMKEIAEN , IFER8RBEELMIER,
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NMHARERS N

LT FSRM ThEe R EXHA

« XHRB-UAEE — PRSI ARE L EF RS HFRE,
« XHREBOHIN-BHBTIEE PRSI XHE , AEXRERXNHRP R T XHF& , BNHRTEH

B T,

¢ XA RERAR- S — NS A XA SRR AR TR R M T X2,

HF LT FSRM ThaE | A4 R aTH

. RIS AT BE T AARRIRE | MR E AR RN R ERER. fim , ETLER
REFEFRIAL IR .

XHEERX

NHAERBEMFEARCEEXHE. BUNEESSER ( ZEEEHXH ) MPRER ( EMCER
FREEBREY LM ) o

FSRM X$F LA T EBHE A

- ES ()-EEENRSANFH
« B5(?)-REFEERE - NFRF

Flan | ZEX* . doc* LB, FZEMXH report.doc report.docxdocument.doc , M ~$*HE
BriE N T BFEH Microsoft Office B AT 7 622 89 If i 3044

IR
EXHRELFRA FSRM B, 2 BFI 0BT XH4A -
B AT AF

PCELE A AR &R * .mp3 , B8 *.wav, *.avi, *.mp4. *.mpeg, F *.wmv
Ry

PCEZ 3 X #& N * . bak , BFE*.backup., M *.o0ld
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FE48 34

B EMER RN *.zip , BFEF *.rar, *.7z, *.gz. M *.tar
E-mail #4%

PLE B T HR A FIBRAEME N> .em]l , EFF *.msg, M *.pst
AT

DL af 1T SO FNBI AR S &K * .exe , B¥F *.d1l*.com. *.bat. . *.cmd. # *.vbs
BG4

CERELHRGXHEER*.jpg , B *.jpeg. *.png. *.gif. *.bmp, M *.tif
X

PLEE#M %R Office UMK *.doc *.docx , BFF*.x1ls. *.x1lsx. *.ppt. . M *.pptx
REXH

PLE Windows REXHER*.sys , 8 *.dll. *.ocx, #M *.drv
IS B 324

PCER IS B ST A& > . tmp , B3E* . temp, M ~*
XA

CEETF XA XHER* . txt , FF. *.log*.csv, # *.xml
P T S

PLH Web ABAXHHER*.html , B *.htm*.asp, . *.aspx. *.php, # *.js

PRAT LA 3T BNE SO R R A RS A X L BRIA ST | B AT B TS UL B R BB EER,
XHAEEGS

FSRM 124t F Al MEE T HAN PowerShell 4, FAXESSKRENSREMN I HESEER
FIDCER B B B ST

® Note

AT H A RAIEBRIR IS B L6 X RS Windows Remote PowerShell i RUE X T 1%
$FSxWindowsRemotePowerShellEndpointZE &, BAI AN 4RGN FAEERE LN
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Amazon FSx 2K F ki s , WA LAEA CL Amazon| describe-file-systems
ap TJEHZ B e im R o

New-FSxFSRMFileGroup
BEATENNHEERNZEESN X MHE, XEEXTRATXHRER. WHRERENE®HRS
S .

« Name (string) - #F, XHAMNBE.

« Description (string) - Ali%&, MXHARER

IncludePattern (array) - A%, EEETENNHNERNFRABHA,
ExcludePattern (array) - Ai%k., EEEHRNXHNER FRFRHA,

-
1. ARG BIE A,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMFileGroup -Name "My Text Files" -IncludePattern "*.txt"
}

2. ERESMIERENJRAD R A,

$includePatterns = @("*.cpp", "*.h", "*.cs", "*.py")
$excludePatterns = @("*.tmp", "*.bak")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList @($includePatterns, $excludePatterns) -ScriptBlock {
param($includePatterns, $excludePatterns)
New-FSxFSRMFileGroup -Name "Source Code" -Description "Programming source files"
-IncludePattern $includePatterns -ExcludePattern $excludePatterns

}

Get-FSxFSRMFileGroup

MENXHREFRBE—NHS N NHA, XAAEL T XHHEEMBEPEANXHERES
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S8

« Name (array) - Alit,. ERZNNHHEBHKA, NRREERH , NiZHSNHEEXHRSE L
HIFR A STH4E.,
-

1. RRNHRGE EWPTE XA,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileGroup

Remove-FSxFSRMFileGroup
MNENNHREFBBR—IHENIN NG, BIRE , MFEAREEEXHREINEREREFRER,
S .

- Name (array) - #4%F. EMEREOXHAHEBTEA.
« PassThru (boolean) - Ali%, WMRIRE N true , NRE &Ml RE STHHLEIT R,

Bl
1. BEREANXH4A,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileGroup -Name "My Text Files" -PassThru

Set-FSxFSRMFileGroup
BRI E X HENE 1,
S -

« Name (array) - &4%F. EEHREXHFHBMIREA,

X =
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« Description (string) - ik, XHAMFIEIR,

« IncludePattern (array) - Ali&, — MW EXNFHFEHE , ATEEEIT SN,

* ExcludePattern (array) - fit. —MINREXFRHEHRA , B TEEEEERI X

* PassThru (boolean) - Ali&, #MRIRERN true , MIREMERFHIXHAX R

-
1. B X HENHERFER,

$includePatterns = @("*.docx", "*.pdf", "*.rtf")
$excludePatterns = @("~$*", "*.tmp")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList @($includePatterns, $excludePatterns) -ScriptBlock {
param($includePatterns, $excludePatterns)
Set-FSxFSRMFileGroup -Name "Documents" -Description "Updated document types" -
IncludePattern $includePatterns -ExcludePattern $excludePatterns -PassThru

}

B L b

SRR P AT BORF R L SR B B SO R I B S R GE R SUAF SR R o ST 0 228 W 5 B SR8 & 01T 7
KB, BALEREBNAXARE | HRENEA[ERBEN K.

(® Note

NHREEANHEARELERBRENBLEXHRE, AREUBVNEEXHANESER
FSXHE.

FSRM X R BEHNXHRE :
1. BN RE-RIEAFRESEENXHATEN Y | HERFZRREWME LA SO £ RE
H, HEBEBEWHEXHRP AGFBHL CHRBCESEBER | SERAEIXHRE,

2. BB NHFF-EAFRESEEXHACEN X ARETERMNEE , EFELEREFRE, NRE
BEFHEAS TERENBER TREXHERAER  FEARIXHRS.
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N RFER

NHRBERERTTESECRANEE K ATEXXHRERE K SHREFRSEZBLEXFAUR
BEERBLEBEH, tIEXHREERE , ICFENA TSR, TSR MENREEHERRIR
B, ENMNHREERE , BUNEEHERANATREZEREZNAENGRR.

ERAXHRFERBUTILNEFLRS

o —EHM-BERME G XX EFER A4 IFEEE

« BB/ TFRIRERIENA T S0 XM%K

o WY E-BE S RAERRER S A XK P AR IR IRE

NHERBERE

NHRFHINCBEREAERTXHREEME FXHEROXHHFEALN, tIZXHREREN , &9
BEEATBLEXHA , REXXARPEFEEARBX4HRS. SEFEANEREFXHRPER
BENXHRE  ARNEXHRERGHNES RS LRFETZHRHEN , XERBEHNEERR,

i, B LFRENMNAEZRNTRTXN , EANEERAFTEEE PR R EXHEE 7 XXX
B—1lsk,

ATk E A

HAPSRRFHES XGRERKRN R , FSRM ATAERBA |, REEE A oA - REAE
Bo. B NEENTRENBA

« BEHICER-NEHIZFKEIT D% CloudWatch S &% Kinesis Data Firehose LA 1T Z M o047, &
ALEEEHNTEMES (FE, BEREIR) , HEEEBEUHEEN., EBHIERMNTREX 4
RESHITAURSHELEREERIEEER,

. FRIRG-EREEERABEIRE , BHEXXHFIEEINEAER, FERS THBEIRDI 4
REZHPPES | AR UHFEREBEBEENRE, BEXEZER , B2 8RS,

XHHiEEERS

AT LGB = 5] FSx =52 PowerShell i S R EEB X HRE :

1. XAERBHT-EREXMHRLEGE, BR, BX HENEEEINXHRR, SERFEEMXMEX
EEXMHREN , BEAXLEHT,
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2. XMrREERGT-0E, K, BHAINKREXTEECAN XS RFEEREN X GREER. 4
IX LAy SR 2R 3 AT AR A T 24N SO SR B AR A SO TR IR SR B

3. XM REREMT-OE., BRE, BUANMRLBERXXMRPXHHEERANNIHEFERE. MR
BREEANRLEFXHRINREXHRE , BNREE ZHRS , EEAXLEHRT,

X ik FSx 2 dn 1 5% PowerShell

@ Note

ATHH A ROIBRIREDLERAXH RS Windows Remote PowerShell i 2 E X T %
$FSxWindowsRemotePowerShellEndpointZ &, BAIUENHRENWFEAFEETE L
#9 Amazon FSx ##H AR REIM AR TR , LA UEATSRELLIFT X, Amazon CLI
describe-file-systems

NHRBRT

New-FSxFSRMFileScreen

BIEXHRER IR REERBEN XA REFRIXHX,
S8

« Folder (string) - &4F. FRAXGRENXHFRERE,
- Description (string) - Ali%&. XHRENEIR,
« IncludeGroup (array) - Ali%t, XHABHIAE , B TI5EEME 1L M0 BRLEE ST 4,

« Active (boolean) - Ali%, WMBRIREN true , MELBE—NERXHENEZIXHRE, MRIRE
A false , ME&BIE—MUERAXHENWI X HERE, BRINRE N true,

« Template (string) - Alit, EFANIEXNEREERV B

« NotificationConfigurations (array) - Alit, —RIEE , A TEAFZHREHHELSY
X AHBH, SHREREFUTEMN :

« ActionType (string) : ENITHIRERRE, ALUEEUTE
1. Event : NEHERINHRENEHBFE. BE SH 0, EXTIEEUTEY :
- EventType (string): 58. BEZEIR
- MessageBody (string) : E5E#4—RBIZRIWEEXA,
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2. Report : £HFMEFERBRIRE. BT “HRE" 8, ESIIEE -

- ReportType (string) : IREHXH, BULUHEEUT
{8 : DuplicateFiles. FilesByFileGroup. FilesByOwner. FilesByProperty. LargeF
HQuotaUsage,

T~ -

1. QR — N RBE XN ENEN RS

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMFileScreen -Folder "share\department" -IncludeGroup "Audio and Video
Files"

}
2. QlB-NMXHRE  RTRERASXHS , AEAFZHREFASXHNERSEN B EERE,

$notifications = [System.Collections.ArraylList]e()
$eventNotification = @{

ActionType = "Event"

EventType = "Warning"

MessageBody = "File screen violation detected"

}
$null = $notifications.Add($eventNotification)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $notifications -ScriptBlock {

param($notifications)

New-FSxFSRMFileScreen -Folder "share\projects" -IncludeGroup "Audio and Video
Files" -NotificationConfigurations $Using:notifications

}
Get-FSxFSRMFileScreen
MNEANHREHRFRRE— NN RE,

S8

* Folder (string) - Alit. MHPRRMNHHNXHRBERTF, NRERBEXHRERE , Wi
TREEXHRE LA XHRE
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Bl

1. REXHKRE LB XHRE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreen

Set-FSxFSRMFileScreen
ERIMNEXHRENE M,
S

- Folder (string) - 4%, BEEE RN XHREN XHFKEE,
- Description (string) - Ali%&., XHREBNIHEIR,
« IncludeGroup (array) - Ali&, — NN XHHBMEE , AT ENLEM RS HL X4,

« Active (boolean) - mik, WRIREN true , X HERFHERBEREHER (BRHK ). MRIZE
7 false , M XHRBRENFEHEN (NREE) . BRINRER true,

« NotificationConfigurations (array) - Alit, —RIIFHWBEBHAEE,
« PassThru (boolean) - A%, MRIZRE R true , MIREEHEHHREN K.

-

1. B FRIER N 4FA,

$includeGroups = @("Audio and Video Files")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $includeGroups -ScriptBlock {
param($includeGroups)
Set-FSxFSRMFileScreen -Folder "share\projects" -Description "Updated screen" -
IncludeGroup $includeGroups

}

2. FXHRFRENEHEXFHFMBEH,

$notifications = [System.Collections.ArraylList]e()
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$eventNotification = @{
ActionType = "Event"
EventType = "Warning"
MessageBody = "File screen violation detected"

}
$null = $notifications.Add($eventNotification)
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $notifications -ScriptBlock {
param($notifications)
Set-FSxFSRMFileScreen -Folder "share\projects" -Active: $true -

NotificationConfigurations $Using:notifications -PassThru

}

Remove-FSxFSRMFileScreen
MNEEXHRFBRXHRE.
S

« Folder (string) - &%, EMHPMIERX 4 REM XHFREEE,
e PassThru (boolean) - Alit, WRIZE RN true , MR E EMERA XHREN R,

-

1. NSEXHRPBBRXHFRS.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileScreen -Folder "share\projects" -PassThru

Reset-FSxFSRMFileScreen
BEEXHREFULEEEERNIZE,
S

« Folder (string)-#%. @2ESTENXHRENXHRER,
« Template (string) - #F. ENANIEXEREERN B
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Bl

1. EEMHRFUALE X FRFERDELHIRE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Reset-FSxFSRMFileScreen -Folder "share\department" -Template "Block Audio Files"

NHREERB S
Get-FSxFSRMFileScreenTemplate
ZGet-FSxFSRMFileScreenTemplate@m T RMNEBH XU REPRE—NRZENMNXHREER.

e

\>

« Name (array) - AJi%, ERZNXHREERNENHEE, MREREEER , WizaSHER
XHRE LENRE XS REER,
i

1. REFIE XU FFER.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreenTemplate

New-FSxFSRMFileScreenTemplate

ZNew-FSxFSRMFileScreenTemplate@m T RIE— N4 REER , ZBERAXGRBEEL TAHE
SHEANEE, ZEREEERHRWL XHAH , URIER P ZIRREMPE LAY ST R A BB E A,

e

- Name (string) - 4%, XHEREERNBE.
« Description (string) - Wlit., M4 REERNER,
« IncludeGroup (array) - Alit, XHABHIKA , A TIEEERE L 0 BRLE T4,
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« Active (boolean) - Ali%, WMRIREN true , MBIEATREBRIHENEIXHEREERR, MRIR
B R false , MBI SN X4 ENR, BRINRE R true,

« NotificationConfigurations (array) - Alit, —RIEE , A TEAFZHREHHELSN
X AHBH, SHREEBEEFUTEMN :

« ActionType (string) : BERITHIRERTE, TLUEEUTE :
1. Event : NEHRERIIXHRENSHAT. BE SH i, EXFEEUATEY
- EventType (string): §8. BEHHEIR
- MessageBody (string) : E5E4—RIZRIWEEXA,
2. Report : £NFMEFERBRIRE. EE “HRE" 8t , BSTIEE :

« ReportType (string) : IREMEH, BULUEEUT
{8 : DuplicateFiles, FilesByFileGroup, FilesByOwner, FilesByProperty, LargeF
= QuotaUsage

il

1. ST B BN X HRFER.

$notifications = [System.Collections.ArraylList]@()
$eventNotif = @{

ActionType = "Event"

EventType = "Warning"

MessageBody = "Blocked file detected"

}
$null = $notifications.Add($eventNotif)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $notifications -ScriptBlock {
param($notifications)
New-FSxFSRMFileScreenTemplate -Name "Block Executables" -Description
"Blocks executable files" -IncludeGroup "Executable Files" -Active: $true -
NotificationConfigurations $Using:notifications

}

Remove-FSxFSRMFileScreenTemplate

ZRemove-FSxFSRMFileScreenTemplate@n T MEH XX HRE P M BR — N Z N XM REER
BEREMRE , RIBZERV BN X RBEFRETE,
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5%

« Name (array) - &4F. ERBRHXHEREEROBREEA,
« PassThru (boolean) - Ali%, WMRIZE R true , NR [E E M BRE XM RBEERY Ko

Bl
1. BEREN X R FER.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileScreenTemplate -Name "Block Executables" -PassThru

}

Set-FSxFSRMFileScreenTemplate

%Set-FSxFSRMFileScreenTemplate@® TN B X HRFFERNEM. ( Wik ) EFNERBR
RHERGI BN RE.

e

« Name (array)-&4F. EBINXEFRFEROBREEA,

« Description (string) - A%, HERAFTIEIR,

« IncludeGroup (array) - Ali&, — NN XHGHBMEE , AT ENLEM RS HHL X4,

« Active (boolean) - i, MBIREN true , NIFERRE NENER (HLE ), MRIZRER
false , MPFFERIRE N WANER (K2R ) . BIAMRE R true.

« NotificationConfigurations (array) - Alit., —RIIFHWBEBANEE,

« UpdateDerived (boolean) - Ali%., MRIZEN true , WEFHRBFEUHERCIBOAMBINE H R
5, TN xEXHREEHT T AMEHR,

« UpdateDerivedMatching (boolean) — Ali%, WMRIZREN true , WX EH B iZEROIZE LK K
BUI R X HRE.

« PassThru (boolean) - Alit, WRIZE N true , MR EEHEH X REERIT R,

R~

1. 6 RIS AY SR SR UM R A8 ARG

$includeGroups = @("Audio and Video Files")
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $includeGroups -ScriptBlock {

param($includeGroups)

Set-FSxFSRMFileScreenTemplate -Name "Block Executables" -IncludeGroup
$includeGroups

}
2. X RBEREFTNEDEXABHABERENXHREF.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMFileScreenTemplate -Name "Block Executables" -Active: $true -
UpdateDerived
}

XHhREREDT
New-FSxFSRMFileScreenException

ZNew-FSxFSRMFileScreenExceptionm T RBIBE— MU RERE , ZHINCBERAEATX
HREEFEFXHROMEXHEAN, XAFEREXHRF BB ENSIHRR | BIFECIIH
KX HRFPNXHRERBR B I A0L,

5%

« Folder (string)-#4%F. FRAX4REFENXHRER, FIAERERTHX4XRER
BFXHXR,
« Description (string) - Ali%&, XHREFRENHER,

« IncludeGroup (array) - A&, —4HANHEEN , ATEEATHEXH , REFETMARER
NHRE  BUXEREANRXERBPRA,

~l
1. TR TE AR M A4 61 32 S4B B S

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMFileScreenException -Folder "share\department" -IncludeGroup "Text
Files"

}
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2. BEES N NHEANXHRERE.

$includeGroups = @("Audio and Video Files", "Documents")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $includeGroups -ScriptBlock {
param($includeGroups)
New-FSxFSRMFileScreenException -Folder "share\projects" -Description "Allow media
files in project folder" -IncludeGroup $includeGroups

}

Get-FSxFSRMFileScreenException
%Get-FSxFSRMFileScreenExceptioni T AMNEN X HREPIRE— NI ZSIMNNGERERE,
B

* Folder (string) - it NFRRNUHFFRENXHREE, WREREEXHFREE , I
ZHTHRENHRELNAMEXHRERE.

=~

1. RRXHRELNABEXHRERT,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreenException

2. RRBEXHRNXHRFRE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreenException -Folder "share\department"

Remove-FSxFSRMFileScreenException

ZRemove-FSxFSRMFileScreenExceptionti T MNEEXH XTI X HRERE. MBRE , &ZX
HREHFIXHRGZ U HEHINBEN R R PAE X4 HEERN IR,
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5%

« Folder (string) - 4%, ENFHIBRNHRERTE N XHRER,
« PassThru (boolean) - A&, MRIZE RN true , NREEMBRHXHREREN R,

=~

1. NEEXHRFBRXHRFRE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileScreenException -Folder "share\projects" -PassThru

Set-FSxFSRMFileScreenException
ZSet-FSxFSRMFileScreenException® S RAXHREFENE M4,
S

« Folder (string)-#%. @EEBUNXHEREFENXGREBE,

« Description (string) - Ali%, XHRERENHHEIR,

« IncludeGroup (array) - Ali&, — NN NXGHEHBMEHE K ATELATBEN 4 , REFE
FARBXHRE  EUXEREAMNRXXHRFRA,

* PassThru (boolean) - A%, MRRE N true , WREEHEFHNXHRERENR,

=l

1. S X RBREEN RPN XA

$includeGroups = @("Audio and Video Files")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $includeGroups -ScriptBlock {
param($includeGroups)
Set-FSxFSRMFileScreenException -Folder "share\projects" -IncludeGroup
$includeGroups -PassThru

}
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VAN S
X m3E

NHDRBREXHHRE, NESEMEEEI NG EABEREME, 2RTURTEHBRER.
BTRELSKISZFERBHANIY  NMEHEBEH, BHRTHEEERRAFEEALE
Ko

X RH THERE
XD REAEANSRITRE -

1. EXBM- RSP RBHENREEESBLE XM THIERE | flan"Data
Sensitivity"="ContainsPII",

2. BIEHMN-EEDEMAN , BEEIEENIRAE (HNMXERNBTERNSIIHRLE ) Boh X
PEBEMHE. fli , T ERNHELEZETE 2RI T (XXX-XX-XXXX) T B3 A%
HContainsPII=Yes,

3. BT R-MITH RIS BUPHE XA HERAMN, EAIUBEEFHSTOR , WA RS TS
X, A ERAERZTER,

DREKG , BUAER T ENEERERFHREXHERES. NARBERERRKERIENXHF,
DREHEENX

DPEBUENEEANTEAEXHN TBERE, BIMNEEEXBE—IEHR, —NEHERBUAKR—1

AERN AT ESIR. Fla, EANGE—NEIWEM , "Data Sensitivity"HOrderedList3

BFAIBERIER : PublicInternal, Confidential, MRestricted,

SREUTEMERR .

« OrderedList-BF%%k , HPEEERENSF (S, K, F. ). HENIRFENRESIBRR
RBEER , EEAEER,

« MultiChoice-ARFMNFIRPIERZSME (flEn , XHTEERNIRE “MS” M E8 X7 ) .

« SingleChoice- R AFMFIRFEE —ME,

« String- & BETE SUETH £ ARE,

e MultiString-ZNNAE |, ZRETE IED,

- Integer-—1M¥{E,

* YesNo-#i/RfE ( EZR )

 DateTime-HEiFIAY[E{E,
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BUHENTES NI XANFEEFEM. IBEEEN R , TAEEAZFENZE TS BEEN 2 XA
5| Fi%E Lo

RN

DRANEL T B A XD EEEENEZE, SRANSEAE
- EREBNEE

- NEZEMEDEMAALE

- EWMENAAN ( BLITHK )

o« IR R N EEWUR M ER XM, AT BAME R PR O RALH

i

¥

REFEES

ABRDRFHEXHRABTFHBEXSIEARENREN, ERALHGRESXHFIEEHRERIRSI X
o NBRDRBRET =MEEXHRNBTNTGE

« ContentString-BEFX PG K NENXEAFRE, MREBEBERRBENEALEE , MAERK
NE ) EEAET, fFli, #5R NE FEE NE. E M YE,

« ContentStringCaseSensitive-#BEREX D XK/ NENXAFRF, HAXNENEHNERREER ,
BEEAMIET, Hl0 , B3R “SSN” FFIE “SSN” , EFRTHE “ssn” B “Ssn”s XX F & F R ELIA,
FRABIEMANEEENHFRAFRER.

« ContentRegularExpression-EAENRAEXNEBRER, SFECHEEXEXNH ALK , &
EFA IR, Hl0 , SR LAE A ENRER KL

« /XN 123-45-6789 It £ L £ 5 - \b\d{3}-\d{2}-\d{4}\b
« WHEARZERIWMITSHEAFS © \b\d{4}[\s-1?\d{4}[\s-1?\d{4}[\s-1?\d{4}\b
o EBFERMFHbhl, BIFESEREMLERCEE

BRBMEENMANPEESNHNZHERER , MBRXHFATSEMAEEEMATE , WFNE#RTD XK,

MR KRR

NHRDRBRFEXGNFEVESEREME, ERALABIEREX KRR RGPV EN

1793, Bl :

« N URENAE XHXRPHAEXMREREHES
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 ERT B ARIRRFAR IS E B XA K Y TR SXAF

WA, B LAfEAReevaluatePropertyZHRZEFHIEEH ZBHEN X H LETo RN RESM
Ao BAILLUEERUTERE -

o Never-{\XI;& B lEHEMN X HHITHE
e Overwrite-X#EUNEBEHRINEE
« Aggregate-FHESNEEEH (EATZEREM)

EEEM

B

EERMRNATXHRMFARXHENDREME. BUUEAEEEMRALAN S K4
REBRREMHPHNXHR, EBLZ7EANBHTENXEBEERE , BRILAER Set-
FSxFSRMMgmtPropertymn S F R EEEE 4.

EXNXHR#TOE , EEHAFolderUsage MSEM. TJLUIEEUTAE :

* User Files
* Group Share
* Application Files

 Backup and Archival

ERLIER =M AT X%

1. Fzh % K-Start-FSxFSRMClassification A F I BENE1T 93, XA EX TN # AN HH 4T — R4
PEREFSHEERH.

2. it Xl 3E-Set-FSxFSRMClassification A TEE Bz 7KWt AR, BUUFSEXZHNEBEASE
BERENEEZET. TNIXEATASHEEEH, TN D EETHWEFRE,

3. E&EDFE-5ContinuousS# Set-FSxFSRMClassification—EEA A AELZTHNEESE, &
ERRLEFT NG NERXH R RELERNETAEINEH# T, XA ERMBTHEHINDE
BLERESHRERR.

Bk

ok

Freaor3REt , ATBUERE a RunDuration RIRFIIZTEEAZITRIE, WRDRAREEENBERTHK , N
DRFETRITHETHRAREBRFHEHHHELFARE,
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DRTRE , B LE Windows XHRREERPAREG XM , &F B, ARGk 2K £
+ , REFPBA XM DREYE. WERFERXHNMES XKBEEREE,

PRAEEE
BRI LA AT S AR 5 FE A2 -

* Get-FSxFSRMClassification-& & 2 K HAPRZS ( RunningQueued, NotRunning,
= Unknown )
« Stop-FSxFSRMClassification-f% 1E IE FE 1= 1T S HERAHY 202 0l

« Wait-FSxFSRMClassification-EZE A 1T , B2 5 355 5 2 A 2 2

FERXEHSNIXERHMESHRARER, i, BAUEEIEXTREEERGKRTREXGELEN
RS,
oRImEREK

BEXEBESE  LBRSMMNERNXH 5%,

1. R EEEM

Content-based 7K 2B RZHERHHY , AN FSRM LIEEMBABEXHRNE,

- BHEAEDHEBEE LN EAN-EF0EANNATENAXGRE 28 , BEEERRENHEHFER
EXEBTNR  URIECIRERTHIE , HETSREEZ KNG,

- PREINABIFEBE- Content-based LR BREZERN , FACEEERXHEAR, fF
FANamespaceS B EMNIRHEZENHR , MARHEBINXH RS,

s RUBEFEAXHRD)E-IHRDERBEANBTSEBIRESZ  FACTFETEERIHRNS. SR
BXHNEXN X H#HIToER , EEAXHRDEBNFIRERNEDER,

- HIEESERRBRREDR-ERETIRIONREBRETITNSE , LERBREMHDXN AP EENE
I, BRERMEOREMLEPESHRETSHE.

« REFEYM RunDuration FRH|-EHARunDurationS APy Ik £ EE T A K H 2 R HEE,
MBDERENBATK , MFET—XITXZTHHEIRE,

o WSS FEMEE- Get-FSxFSRMClassification ATRESERAAREL EMENHEERA
S, Long-runningn EAEERPEZRICANRZRAEEESRIR,
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2. Mg it
- FRABENENRER-FHContentRegularExpression , BHHR A e E/AME R LUB R 81R
CE, EEFHREFRPBENRERNZE , BNEBHTLEMR,

- BRHESSMERN-EENECHNESREIMAMN , FTOFEeNEA4E6KEES
MNContentStringsiContentRegularExpressionBHNENHN, XH4 T FSRM EEHTHES
N XHHR B

o PEBRTHEM L HFK-Set-FSxFSRMClassification A M ExcludeNamespaceSEHER I
RERMEMTEESRNVE.

3. Pl EE
« ARNEHEHRE-EQEAN 2RI EN T REE, ERRE. SAMN4HERRKTEML
B 1o

« XHEEBEMENL-EAHRFREREINEENS XARNMAER, XATUFBBHEMEER 7 HIEHN
2R,

4. R4

- EMEFSRER-EREFHERE , ARIEDRRBETMMET , ARXAEBNEHERESIER,
- REFTEEHAN-FEEAABEEEERNT( , EMDRANURRFTHBRIERHEER,
- FEREANEE-HRTIBRENEEELNMAN , SUREFS REEN TEEM,

PEREBGD

A LUF R U FSx I=F2 PowerShell S 5 R VIR E B S92

1. BEENGT-CIENEERSEXBHEN , BT ETUSEA XN T B3R,
RN G- ENEEREXHRNRBRNE BB AN B3I 2 EAN,

ERMST-RENKRXHR (MARXHE ) WD RE M,
RKEBERT-B3. Fi, BENREDXIE,

mE S

N
-

2
3.
4

Y
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X492k FSx iz a5 5I& PowerShell

(® Note

AP E ROIBRIZEELERXH RSN Windows Remote PowerShell i RUE X T 1%
$FSxWindowsRemotePowerShellEndpointZE &, BRI M EXHREWFAFEETNE L
B9 Amazon FSx ##| A RBMLKIFT R |, LA LIERAGSHRELET S, Amazon CLI
describe-file-systems

BME T
New-FSxFSRMClassificationPropertyDefinition

New-FSxFSRMClassificationPropertyDefinition : RIBZ OB FXNXHHITOEN P EBHE
No BHENESNLT A LUEE 5 2EH N 5 Bl 4a S4B .

S

- Name (string) - %F. BEEXHNAEF.
- DisplayName (string) - i, BHEXHEREF.
« Description (string) - Ali%. XEME LAHEIR,
- Type (string) - #4F., PEXEHMNRE, AIEEUTE
- OrderedList: AIEEEMNEFIIX
« MultiChoice: MATREMY{E P 1T S IIE R
« SingleChoice: MAJRERME 1T &
« String: ENXAFREH
« MultiString: ZNXAEFEFH
« Integer: &
* YesNo: f/R{E
- DateTime: HHEAMATEME

« PossibleValueConfigurations (array) - Ali%, OrderedList MultiChoice, %
SingleChoice BMEENWHREHEH. SMEEHEFTUTEMN :

- Name (string): EMEH ( X1E)
« Description (string): EMER ( 7L )
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« Parameters (array) - Ali%, "name=value"#®RX N A FHFHEBN ZFEEHA,

-

1. A PIl BIECIEE IR,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationPropertyDefinition -Name "ContainsPII" -Type OrderedlList -
PossibleValueConfigurations @(
@{ Name = "Yes" },
@{ Name = "No" 1})

2 NEREHRENREFIIRE M.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationPropertyDefinition -Name "DataSensitivity" -Type

OrderedList -PossibleValueConfigurations @(

@{ Name = "Public" 3},

@{ Name "Internal" 1},

@{ Name = "Confidential" },

@{ Name = "Restricted" }

Get-FSxFSRMClassificationPropertyDefinition

Get-FSxFSRMClassificationPropertyDefinition : NEMXHREHFRR—NHZ NP EE
HE Lo

S

« Name (array) - Alit. ERZENEBMENBHEE, MRKREERZR , WiZHSRERE KRS
FHRMERBME L.

~

1o RRXHRE LNABE D RBHE Lo
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassificationPropertyDefinition

Set-FSxFSRMClassificationPropertyDefinition
ERNBDRBEEELNEE,
B

- Name (array) - #4F. EEHNEEBHEHE,
- DisplayName (string) - i, BHEXHIHERE .
« Description (string) - Ali%. XI&EME LR,

« PossibleValueConfigurations (array) - Ali%, OrderedList, MultiChoicez
SingleChoice BN FEERS], BHEEHEFUTEY !

« Name (string): BB ( X1E)
« Description (string): ERVHIR ( ATk )
- Parameters (array) - A&, “BH=E" BXNHEZHFBHA,
* PassThru (boolean) - A&, MRIRENRN true , MIREMEHGFHEHEE L Ro

-

1. R ARE M E LY HRE R A RERY H

$values = [System.Collections.ArraylList]e()
$null = $values.Add(e{

Name = "High"

Description = "High Risk Content"

i)
$null = $values.Add(e{

Name = "Medium"

Description = "Medium Risk Content"
i)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $values -ScriptBlock {
param($values)
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Set-FSxFSRMClassificationPropertyDefinition -Name "RiskLevel" -
PossibleValueConfigurations $Using:values -PassThru

}

Remove-FSxFSRMClassificationPropertyDefinition
MXHERGEHBR—ANHES N D EKBHEE L. REEMIBRA i E XN EMHE L.
B8

- Name (array) - #4%F. ERRHOEMEHREAH,
« PassThru (boolean) - i, MRIZE RN true , MR E EMBRAE 4 E XN R

-

1. BERENEME Lo

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMClassificationPropertyDefinition -Name "RisklLevel" -PassThru

DRAN G

New-FSxFSRMClassificationRule

tIERBFHZRAN , REEENIVENXHTEREMEE. SFRANENENMEHRE—ME.
e

« Name (string) - %FE. DEMNKHEFR,

- Description (string) - ik, 2 EHMNHHER,

* Property (string)-#4%. BERENIEKBEENEN. LARHNENEMLE BT,
« PropertyValue (string) - Alit., ESEABMENE. LA IEEN D EINHE K.
- Namespace (array) - #4F. ANEANBERR XA REBHOIEA,

* Disabled (boolean) - A%k, MRIREN true , N GIEL TERRSHIAN,

« ReevaluateProperty (string) - Ali%, EEMNEHRITMEXH. TIEEUTHE !
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* Never: UHEFEFERE HERN X4
« Overwrite: Re-evaluate EXHERHBEZINEEN
« Aggregate: Re-evaluate IXHEXH SN EE S HiT
« Flags (array) - Alit, AMMEERFHKITN. AUEENUTE :
* ClearAutomaticallyClassifiedProperty

* ClearManuallyClassifiedProperty
* Deprecated

- ContentRegularExpression (array) - A%, ATEERXHRNENENRIEXEHA,

« ContentString (array) - A&, EEXHABRFEZNTX D XK NENFREHRE,

« ClassificationMechanism (string) - #F. AT XH#HITOENNE . ATEENT
B :

« Content Classifier : AEMHABTHPNREFHERENKREIXER, EENE DK,
A[LAEA ContentString ContentStringCaseSensitive, = ContentRegularExpression S8R E X
ERRNAS.

« Folder Classifier: BIEXHXHRMNEN X HHITHDE
- Parameters (array) - Alit, ATHMEEMN "name=value"FRFEHAH,

T~ -

1. EAENREXENE LR LS,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMClassificationRule -Name "Detect_SSN" -Property "ContainsPII" -
PropertyValue "Yes" -Namespace "share" -ClassificationMechanism "Content Classifier" -
ContentRegularExpression "\b\d{3}-\d{2}-\d{z4}\b"

}

2. ﬁﬁqﬂfﬂmﬁ T*AI)IUﬂ:l}%-FFo

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationRule -Name "Detect_CreditCard" -Property "ContainsPII" -
PropertyValue "Yes" -Namespace "share" -ClassificationMechanism "Content Classifier"
ContentRegularExpression "\b\d{4}[\s-1?\d{4}[\s-1?\d{4}[\s-12\d{4}\b"
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}

3. XREMN 7 FHXMRTHENMNXHHRITOREM,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationRule -Name "Contracts_Records_7Year" -Property
"RetentionPeriod" -PropertyValue "7 years" -Namespace '"share/Legal Documents" -
ClassificationMechanism "Folder Classifier"

}

Get-FSxFSRMClassificationRule

MEN X HRGEFRR-DRZN 2 RN,

e

* Name (array)- Ai&t. EREN S EXANEHHE. WRREEEH , MiZaHRHEE X4HRE
LRYFRAEMN,

R~

1. RBEXHRGE LA D RAN,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassificationRule

Set-FSxFSRMClassificationRule
&I A 2 K H N Y & o
B

« Name (array) - #F. BB RN B HREL,

« Description (string) - Wik, ZMNAIFIEIR,

« Property (string) - Alit, EREN D EKBEMENE R,
« PropertyValue (string) - Alit, EXEABEENIE,
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- Namespace (array) - Ali%., ZHNIEF A B X REB A,

« Disabled (boolean) - Ali%, WMRIREN true , MZRZMAN, WRIRE R false , M JZHZN
.,

- ReevaluateProperty (string) - Alit, EXEF A XHFHETE, ATSIEELTE :
 Never: (NiHEFFEBHEN X4
« Overwrite: Re-evaluate X HEXRH BRI B ER
- Aggregate: Re-evaluate X4 ERHENEEE H T
« Flags (array) - dJi&, ZHNMFEFHRITN. TLUIBEEUTE .
* ClearAutomaticallyClassifiedProperty

* ClearManuallyClassifiedProperty
* Deprecated
« ContentRegularExpression (array) - alit, —MNEFWENREXHA,
« ContentString (array) - Ali&, — NN FX D K/NENBRFHFREA,
« ContentStringCaseSensitive (array) - Ali&, —MNHX D K NENERFRFEHA,

e ClassificationMechanism (string) - A&, —fEHP DRV FTHER, AUREEUT
B :

« Content Classifier : AEMHAHNBEFHNREBEFHRERENKEIRNER. EENB D KRN,
AILAfE A ContentString ContentStringCaseSensitive, = ContentRegularExpressionS 3K E X
EBZNANE,

« Folder Classifier: {R#IEXHXHRMVEX XHF#ITHE
« Parameters (array) - Ali&, ##"name=value"EEFRFEIA,
« PassThru (boolean) - A%, MRIZRENRN true , MIREHE R FHIMUII R,

~

1. EHUAE D EANBMANE MNP BEZEE,

$namespaces = @("share\finance", "share\accounting")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $namespaces -ScriptBlock {

param($namespaces)

Set-FSxFSRMClassificationRule -Name "Detect_CreditCard" -Description "Updated PII
detection" -Namespace $Using:namespaces -ReevaluateProperty "Overwrite"
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}

Remove-FSxFSRMClassificationRule
NN X HREPBR—FZHEZZDERN,
S8

- Name (array) - #4F. EMIERE 2 ERN B FREA,
« PassThru (boolean) - AJi%&, MRIRE N true , MR E S WIBRAFNX R,

~

1. BRREAN D RN,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMClassificationRule -Name "Find Confidential Files" -PassThru

EEEMtGT

Get-FSxFSRMMgmtProperty

MEEXHAREREERME, EERMREAT XXM ARX4AN D REM,
e

- Namespace (string) - Alik, MHRHIEER,

* Name (string)- Wi, ERRNEEEMN BN, WRERBEEER , WZHTHREMEER
J& o

« Recurse (boolean) - Ali&, MRIRE N true , MK EZRBZEZRAFMENGEFRNEERHE, EE
WARZERSH,

« Effective (boolean) - fit, MRIRERN true , NIREREEEREBHMNXHRNEERE
%, BERESIERENTBEZAREREXREN, FEEEMSH,

-
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1. REXHRSG LN EEERM,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMMgmtProperty

2. RRWEXHFRNERE M.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMMgmtProperty -Namespace "share\department"

Remove-FSxFSRMMgmtProperty
MEEX AR BREERME,
]

« Namespace (string) - i, XHRHFKE,
- Name (string) - 4%, EMRNEEEHENE .
« Recurse (boolean) - Ali%, MRIZEEN true , NMPIBRGBBEZRAFFEXHRNEEEL. TE

WRZEESH,
-

1. BEREERMENATERS,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMMgmtProperty -Name "FolderUsage_MS"

2. NBENXHRFBIREERE M,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMMgmtProperty -Name "FolderUsage_MS" -Namespace "share\department"
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}

Set-FSxFSRMMgmtProperty
EYEEREZHNEERMNE. EEBMRERTXHREKRIRE Secure iREN D EKE M,
B

« Namespace (string) - ik, XHREE,
* Name (string)-#4F. ESHNEEBEMENEN. SAREATXHXNIAE S EKE M.
« Value (string) - 4%, EXERAEEBMHNHE,

-

1. REXHFRERARE M.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMMgmtProperty -Namespace '"share\department" -Name "FolderUsage_MS" -Value
"User Files"

}

DREBES
Get-FSxFSRMClassification
RREESTHXGDRIBVRES, RETURUTEZ—

* Unknown: ToEHE 7 RS

« NotRunning: ¥FIKRETEMD S
« Queued: DEEHRERZ 3

* Running: 7 BRI EREHITH

Bl
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1. RBELHETH 2 IR

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassification

Start-FSxFSRMClassification
BaIXHrELRE , ZIBESEANMA T XM HER D KIRE

e

« Queue (boolean) - Wik, MBRIZREN true , N XESHMBIRAT B | UEEET RN 5 2

HRNZT. EUEERBEANEESERN— E__ﬁo WMRIZE R false HAEE , ML IENFHRD
2%,

¢ RunDuration (number) - Ali%k, IEEBUEHD RSB ZAIMNEZITZ VP, BRE : -1 2
2147483, $50K(E :

o -1: —EETEIBUE

s 0:BITETR

« MRKXEE , MEBITEETEK.
~

1. FFaa R |, RARtERE.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMClassification -RunDuration @

Stop-FSxFSRMClassification
FLUENHRG EERIEEZEITRIERAN 5 K AFL,
S|

v
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Bl

fh.l.tIE’T:l_:Ji i- N \ﬁo

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Stop-FSxFSRMClassification

Wait-FSxFSRMClassification

FEHFENHPRIRTR. HEFERITERBT O RXTRAERE (HIURBERBXHFERBRE ) 67,
ﬁjﬂ:ﬂp'ﬂo

5%

e Timeout (number) - A%, IBEZFFHETHAEE (AR RENM ) . MRBRESETRZE
HH , NGt aRE , B9RGREEFRIZT. BRE: -1 2 2147483, $%/E :

- -1 TRESF , BEFDRTK (BIN)
« 0: RELHFRSHIUAERE , EREEH

-

1. TREFFDRT Ko

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Wait-FSxFSRMClassification

Set-FSxFSRMClassification
S p KB E
B

« ExcludeNamespace (array) - Wik, BN D EFPHERN — R H A THK,
« ScheduleConfigurations (hashtable) - A%, @ EBUTEMNITNEENRH X
« Time (datetime): EEMENZEITESH DateTime MR ( &4F )
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« RunDuration (number): BfTESH/NEIE ( Wik )

« Weekly (array): T/EBEA ( ik )

« Monthly (array): —MNAHBJLRHE , &EF—XEH -1 ( Wik)
 Continuous (boolean) - A%, MRIREN true , WEAEEZER DK,
« PassThru (boolean) - fi%, MRIZENRN true , MREIE RGN D EEEFT R,

T~ -

1. BREZDXK,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMClassification -Continuous $true

2. REZEAEBITHRMET AR,

$schedule = @{
Time = ("12:00am")
Weekly = @('Monday', 'Wednesday', 'Friday')

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $schedule -ScriptBlock {

param($schedule)

Set-FSxFSRMClassification -ScheduleConfigurations $schedule

3. RIEEE BHENHRIA A EiTX.

$schedule = @{
Time = ("12:00am")
Monthly = @(1, 15, -1) # 1st, 15th, and last day
RunDuration = 4

}

$excludeNamespaces = @("share\folder /s")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList @($schedule, $excludeNamespaces) -ScriptBlock {
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param($schedule, $excludeNamespaces)
Set-FSxFSRMClassification -ScheduleConfigurations $schedule -ExcludeNamespace
$excludeNamespaces

}

RS

FRREREXN NHRSEERBRANFRDN , BEETBEENEAER | R A A RS BRI X
f, FUREXHERRBENETER. BRUERSHRENBRE , AT XERENR, XHERE,
EEXH. AXH, XHTHEMEHERTRL,

RERE
BRI TIRERA -
* DuplicateFiles

BAE X KPR F LR KIRBI N B HEEA M, ERALRETUEREETLEFREZRITRY
. ZHREREEXHPEE—RE , ARTEIRBRES XHTUIREN S ZE,
 FilesByFileGroup
BRYXHARBENXHEHRITHE , AERB NN EANFRIEEER. ERALRETUNT FELEX
B (X, FE, IRITXHSE ) SANFEEZERS.
* FilesByOwner
BRAEENXHHTHE , AETEBMNAFPSEASANFEZRE. FALREALNRS SAE#ZMH
REZNAF , A& S D EFERANE .
 FilesByProperty
RORBHENXHHITOE , AERSNEHENXHRENFHERE. EHIHRE TUREXH
DRRDMXXM , HIOBEHRBRERS, SBIIHRER, LREEREAN X4 EITHRD ZAN,
* FileScreenAuditFiles
B A P IR B R OE 3 SR R R Y SO Y S TR AT N . SRR IR & AT DA 2 S T 2R
BAVESTHER , ARAIEEZHREREERNAHRBENAF,
* FoldersByProperty

REBRMENNHRAETSA , ARTENEHENFRERE. EALRE TR RAR
(PIAF X, HEARERINARFXMSH ) oM F#EERRBR.
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* LargeFiles

FIHEREER/NREN . ERLRETORAR SAXEFEZR A ATREKNFE, EHSMIER
X REY Ao

* LeastRecentlyAccessed

P HHEREE R BN R TF B0 3. 2 L3R 2 AT BUR B AT AfF R4 2R 8 30 Bl AR BRAR I 1768 B Y JESE
YR o

* MostRecentlyAccessed

B K7 48 E REUA 15 B S B XA

* QuotaUsage

EREEEEHFNXARNEFEASITER. ERALREREZREH SR BT B IR H6Y
XHR,

RERIN
BAVERZTRANES , ENTRAS

* DHTML-3175 HTML 8% , EAHFMTREERENEE.

» HTML-E &R A X B FERH4 A ERS HTML &3,

* XML-ATRELENEWCETERR

- CSV-ATFEABFRENMARFE Comma-separated EI& o
o Text-BANAER , BETEFIHLE,

RN ENMREEESHEN,

REAMAER S

BB ZM MR BN FRRS -

1.

REABE-QIREUEESIT , INIT—IR. ERARXREARERITIRES DM HEDBR. XERXRE
RENERXR , QIBELEER. BETE—IMREARE , UAERATRNBHREE RS,

TR E-REEENNARENET, ERTIRERTEREZNMENERS, EILLF

BRELHNEBAREAERENEIZET. TSR EAERHEEE , t A L Start-
FSxFSRMStorageReportin B IR BB TXLERE , MAFEF ST ERE,
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IEEEITHREG

IRBITNIRER , BUNBEEHANETERE

- BT RIR S R E R E A 1T et E B 31E1T.
« FEHIIT-FA F L Start-FSXFSRMStorageReport EZ{TiT R E , TES ST ERE.

&0 LABE A SR M 33 3R &5 17180 Get-FSxFSRMStorageReport , AR &R,

R RS

FSRM £ F#HRERE , REXMFHREFIXMHRENMIAMLE, BEHRXERE  EFEERE XXM
REMEE DS H=E,

R F RS
1. FERANTEEERHEE DS #=

\\file-system-dns-name\D$

fign -

\\amznfsxaallbb22.corp.example.com\D$

2. SM%iZ StorageReports XX, WX HKITEHRRERBMNITAHBHALHN F3XHX,

(® Note
WREE DS AEREEERRER.

RS RERE
BFERBATREME  BREFHEREORENRD
HEEEEEW

FRRENERRARZERY , BN FSRM L3 #H REX .
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- RREIHRECE-FANamespaceZHIFRERFERFENXMHX , MARABEN MRS, AWK
HEXRGEHMEERERR , JatEEH/ NI FBET Ko

- HFEBERBRZHERE-EREETIRIONNEBZTITNREG , UBEARERBE DX HEREN T, &
GRERMEOREMENTSHEEZETRSG.

- RESENRE-FARESHEREH LREIN TRENKIE. 0, ®RELargeFileMinimum}y
RRESBAENXHNE K mMAREMNET 1MB B X4,

« {# RunDuration BR#lI-iR ERunDurationZ RS LR EETRIEE KH MRS A, TRk
EREMPBAHATR , NFETXITRSTHRRE.

o WIRIR & M AE-F T Get-FSxFSRMStorageReporti IR E B E L KATRI FRETTR. MRIREFLER
E , TRERSE N RECEREEZITRER,

|E R
- ERAHERMEER-NREREBMOERERY , HARSTRBNESTHE , Sl “5F K44I
SHE R "BRAEEXH-EHRE

« EHMEXRDIT-NE - RBZERERSMRERERN , FOEEEZ MReportTypeEHEMR
T, MARRIMAHRE. IHEMEES , B FSRM AFELTHE —XE REW,

« BXHEXFR-ERANHERNSHRRENERRERENMRE £, Flm , £ AXH4E,
RSN, BIRENGMERE G ZRIMAIRE | BT TR EF#HEEER,

- MADREM-EAFilesByProperty R ERBEXH T RN XHH#T oM. IRV TERELHL
.

- EHFERS-RNEAFERETERANBFESRRETH. AELAEEARERBEFERERR
e, REFTHNE

- FHIBRE-REXH2EERRANEBMIRNF SRFMEZRE, NAREXHHEREEE , BIR®N
FETEEENRKRE.

o RIZETN AR E-EREXBEUNHRERE , AEQURIT BRI RIEREEERE™
EFHE R,

FREREEED T

BRI LB BRI AN R FSx iImF2 PowerShell S SR EBFREIRE -
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1. IREENBG-RE, BER, BSINPREEREEE , XEREEEEIMHVEIE. ANETHRSE
DR EE RN

2. HERTHTH-B3. FL, ENNSEFEHBREER. FAXLEGTEEETHRENEERNMAIEZ
TRV IR &AL,

Fi ke FSx miEa© %3k PowerShell

(@ Note

AR HFTE ROIBERIZEELERXHRSEH Windows Remote PowerShell ii R E X 7 1%
$FSxWindowsRemotePowerShellEndpointZ &, B ENHRENFMAEERE L
#9 Amazon FSx 2 #I AP R B A RET R , LA EATSHREBLLIRT R, Amazon CLI
describe-file-systems

BEENLGS

New-FSxFSRMStorageReport

New-FSxFSRMStorageReport : B|EF#ESE , AT MEER RUER —TRSMHIREXRE,
S

- Name (string) - #4F. FHIRENER
« Namespace (array) - #4F. EDTHNBRBHIXHRELBEHAH, SR IEESHEANRE
o XHRBERE
o MHRHE, B0, [FolderUsage_ms= “F P 34"
« ReportType (array) - #F. EERWIREXRBEHKA, FTIEENUTE
* DuplicateFiles : BEXH X NMARTRINEE X H
« FilesByFileGroup: #XHARK G BRI XH#HITHA
« FilesByOwner: B EXN XH#HTH A
« FilesByProperty: 7 EBMUN X H#HITHAH
« FileScreenAuditFiles: ¥ X #iiEBEMITH
« FoldersByProperty: HEEE M XHR#1THH
* LargeFiles: 3B 18 E K/ DRER 4
« LeastRecentlyAccessed: ¥l & 5 i 8533 B9 24
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« MostRecentlyAccessed: 5 H T iF RIS K X H
+ QuotaUsage: EREAFERABEREITER
* ReportFormat (array) - I, MHEXHEHA, AIIEENTE :
* DHTML: Z175 HTML #&=
* HTML: 874 HTML &=
 XML: XML #&=
 CSV: Comma-separated EE =
o Text: MR

« Interactive (boolean) - i, WMRIREN true , WERRERNIRE, REXNIRKRBIEF L E
E

« ScheduleConfigurations (hashtable)-BRIFRERRERM , BUHSEmH, SSEEUT
BHENITRIRENRE R

e Time (datetime): IEEMIZITESH DateTime R ( £F )

« RunDuration (number): BfTESA/NEIE ( Wik )

« Weekly (array): T#EBHA ( Tk )

« Monthly (array): —MNAHWLRHAE , -1ATHEE—X ( Wik)

Report-specific S5
- FileScreenAuditDaysSince (number) - A%, XfF FileScreenAuditFiles & , B EESE
HiTSEHH X,

« FileScreenAuditUser (array) - Ali%. X F FileScreenAuditFiles & , EEETSEHREF
WAFKFHE, REXEARERXHERENTHTRXEEEN,

« FileGroupIncluded (array) - A&, X F FilesByFileGroup k% , EEETFEML XA,

« FileOwnerFilePattern (string) - AJi%&. XJF FilesByOwner & , EEA FTIHELE RN X
HE=R,

« PropertyName (string) - Ali%. X F FilesByProperty k%5 , S EEBERN D EAKFEN D LB
.

« FolderPropertyName (string) - "i%. X F FoldersByProperty 8% , IEEE/EHN 2 HIKIE
M SR 1

« PropertyFilePattern (string) - AJi%, X¥F FilesByProperty 1 FoldersByProperty , ¥&7%E
AT ik sE RS E S
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LargeFileMinimum (number) - Ali%, ¥ F LargeFiles R% , EHKR/NXH KRN (LEZTHE
i),

LargeFilePattern (string) - A&, X F LargeFiles R% , I8 Tk s RV XHE,
LeastAccessedMinimum (number) — A%, XfF LeastRecentlyAccessed & , EIEEH LXK
T 1A BASR Y & /N R ¥

LeastAccessedFilePattern (string) - A%, XJF LeastRecentlyAccessed R , #§EH
F iRk E R XHER,

MostAccessedMaximum (number) — Ali%, XfF MostRecentlyAccessed & , FEE B LIX1FR
AR £ K X o

MostAccessedFilePattern (string) - A%, X F MostRecentlyAccessed #k%r , IEEAT
TRIEE R XHER,

QuotaMinimumUsage (number) - A[i%, X F QuotaUsage k% , HlEEES RN REETFEA
Btk

T~

1. QI8 A XXHHR S

2

$schedule = @{

Time = ("3:00 AM")

Monthly = @(1) # Run on first day
}

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $schedule -ScriptBlock {
param($schedule)
New-FSxFSRMStorageReport -Name "Monthly Large Files" -Namespace "share
\data" -ReportType "LargeFiles" -LargeFileMinimum 10Q0MB -ReportFormat "HTML" -
ScheduleConfigurations $schedule

}

pEESSHGEZANMEANEREE XHFRE.

$schedule = @{
Time = ("12:00 AM")
Weekly = @('Sunday')
RunDuration = 4
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$namespaces = @("share\docs", "[FolderUsage_MS=User Files]")
$reportFormats = @("HTML", "CSV")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList @($schedule, $namespaces, $reportFormats) -ScriptBlock {
param($schedule, $namespaces, $reportFormats)
New-FSxFSRMStorageReport -Name "Weekly Duplicates" -Namespace $namespaces -
ReportType "DuplicateFiles" -ReportFormat $reportFormats -ScheduleConfigurations
$schedule
}

3. QIR M EIEITHIRER K&

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMStorageReport -Name "Find large files" -Namespace "share" -Interactive
$true -ReportType "QuotaUsage"
}

Get-FSxFSRMStorageReport

Get-FSxFSRMStorageReport : NEW XU RERR— RSB EREIRE . BREAXREEENRS
HEHEE.

S8

- Name (array) - Alit, ERZRNIREBZHHE, MREBRIEBEEH , MZH SN EEXHRE L
AT RS

T~

1. REXH RS LB FERS.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMStorageReport

Remove-FSxFSRMStorageReport

Remove-FSxFSRMStorageReport : MR XHREHRRBR— N RSN EMIRE . BT ERBRHEIIE
FEIZTHIRE

RS 199



SEFTF Windows File Server #9 Amazon FSx Windows f 8/

S8

- Name (array) - #4F. EMBRAIRE B HLE,
« PassThru (boolean) - i, MRIZE RN true , MR E 2 MR IR R R,

-
1. BRENEHRS

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMStorageReport -Name "Monthly Report" -PassThru

Set-FSxFSRMStorageReport
e

« Name (array) - &4F. EBEXNREBZHHA.
- Namespace (array) - Alit, EDMHBRBHEXHRKBHA, BRI IEESHENARRE
o XHREE
o XHFRSE, HlIn | [FolderUsage_ms= “F F T4
« ReportType (array) - Ak, EXERMIRERBHA, ATIEENUTE
- DuplicateFiles : REBXH X PMNARRINEEXH
« FilesByFileGroup: X HA R A BRI X H#ITHA
« FilesByOwner: IRFTEEXN X H#H1T0 A
« FilesByProperty: B9 EBMXN X H#1T04H
« FileScreenAuditFiles: ¥l XX #4 iR EMITH
« FoldersByProperty: HEEBEMEXN X HR#EITHH
 LargeFiles: B EE K/ DREN X4
« LeastRecentlyAccessed: 5l i &if AR 7R B 304
« MostRecentlyAccessed: ¥ H &L 183 #9 3 4
« QuotaUsage: & REFFEABRAGITER
* ReportFormat (array) - Ali&, MHERMNEHL. TUEEUTHE .
* DHTML: Zi75 HTML #&=
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* HTML: 874 HTML #&=

 XML: XML #&3

« CSV: Comma-separated {E1& 3
« Text: HXXAER

ScheduleConfigurations (hashtable)-BRIERERRERMN , BN A KET, SEEBUT
BHENITRIRENRHR

« Time (datetime): EEMFNZEITESH DateTime MR ( &4F )

« RunDuration (number): BfTESH/NEIE ( Wik )

« Weekly (array): T#EBHA ( @ik )

« Monthly (array): —MNAHWJ/LREA , -1ATERE—X ( 7iE)
PassThru (boolean) - fi%, MRIZENR true , NREE LG REI R,

Report-Specific

FileScreenAuditDaysSince (number) - A%, X F FileScreenAuditFiles k% , BIEESZE
Tt EHH R

FileScreenAuditUser (array) - "%, XJF FileScreenAuditFiles 3% , IEEESTSHEREF
MWAFKFHE, REXERAFERXEFENITAITSBEERN,

FileGroupIncluded (array) - ®i#%. X T FilesByFileGroup % , IEEESTEWL 44,

FileOwnerFilePattern (string) - A%, X T FilesByOwner % , EER THELE RN
HER,

PropertyName (string) - Alif, ¥ F FilesByProperty 8% , I8EEEN D AKIBEHN D EE
38

FolderPropertyName (string) - mJi%t. XF FoldersByProperty k% , IEEBERN 1 HKIE
B SR

PropertyFilePattern (string) - AJi%, X¥F FilesByProperty 1 FoldersByProperty , &7E
AT isiksE RO SXHER,

LargeFileMinimum (number) - Ali%, ¥ F LargeFiles R% , EHKR/NXH KRN (LLEZTHE
i),

LargeFilePattern (string) - Ali%, X F LargeFiles % , IEEMA T ks RHXHER,

LeastAccessedMinimum (number) — AJi%, XJF LeastRecentlyAccessed R , iBIEEH LIX
T B BASR Y & /N KB
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« LeastAccessedFilePattern (string) - A#. X F LeastRecentlyAccessed R , I8 EH
FiREE RN XHFER,

« MostAccessedMaximum (number) — Ali%, ¥IF MostRecentlyAccessed k& , FEE B LRIFIR
AR B K R ¥

- MostAccessedFilePattern (string) - A, XF MostRecentlyAccessed k% , EEA T
TRIE S RN XHFER,

« QuotaMinimumUsage (number) - Ali%&, XF QuotaUsage % , BIEEEBIENREETEA
Btk

Bl
1. EFMAEREN BRZHEMER,

$schedule = @{
Time = ("3:00 AM")
Monthly = @(1)

}
$reportFormats = @("HTML", "CSV")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList @($schedule, $reportFormats) -ScriptBlock {
param($schedule, $reportFormats)
Set-FSxFSRMStorageReport -Name "Monthly Report" -ScheduleConfigurations $schedule -
ReportFormat $reportFormats -PassThru

}
BERTES
Start-FSxFSRMStorageReport
S8

- Name (array) - #4F. EFRANIREBZHEE,

« Queue (boolean) - Ak, WMRIZEN true , MRFIRERINBIATIA | LUETEET RN 5 2R
B1T. EIHAESERAFr B RGBT — 21T, MRIRE N false HAREBE , MIREFIZEFE 3,

« RunDuration (number) - mi%, EEREEEBUEZIINIZTZ D/ Net, BRE: -1 3
2147483, $SHK(E :

c 0 IBTETH
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- -1 —EETERECH

WMRREE , WETEETK.

R~

1. MBI R FHE RS

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Start-FSxFSRMStorageReport -Name "Monthly Report"

2. X B A S e i) PR Bl 89 7 #R B #E AT HERA o

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Start-FSxFSRMStorageReport -Name "Quarterly Report" -Queue: $true -RunDuration 4

Stop-FSxFSRMStorageReport

- Name (array) - #4F. EEFILEHNREEHEE,

T~

1. FIEENFRERE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Stop-FSxFSRMStorageReport -Name "Monthly Report"

Wait-FSxFSRMStorageReport
¥

- Name (array) - #4F. EEFNIREBHEHE,
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« Timeout (number) - A%, EEMETHEEEHSKINE (UWREN ), WRENERET
2B Nt 2RE , BREERFEEEREET. BRE : -1 3 2147483, 1HEKE :

- -1 TRHIEHE , BERMREEK (RRIN)
« 0 REYFRSHURE , TEFS

T~

1. TRt F R E RS T A

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Wait-FSxFSRMStorageReport -Name "Monthly Report"
}

NHEEES

& T Windows File Server B9 Amazon FsX A% ¥ FSRM XHEEBES, B , B UFEAEEX
HREMKZIF R RN E P isiTE L LAY PowerShell s8R S2IERAH |, FlBUIEFATE S
REE,

Bl | AT AERAE PRIt EYL LR PowerShell Ak :

« RIFETEI _LIR 5 R B B RS B S AF A S04
o HBREES fR B HARY AR B 34
- REDREER XA EH R FEEFE

B L EfAGet-FsrmClassification® BB RIXHE MY , HIRHEX LE KEURE,

EMNEFiw PowerShell A 15 FSRM 2 RE M HM FSRM t#idE , BEFRmITEIELMRET
FSRM,

FSRM % &

FSRM RERERSGTENEE , AFEEENTAHRLDREER, FRXERERES FSRM &£
MHERSGHFWETHER , AREMNEUR L E RS M X4 TR SN B ME E.

RERH

FSRMiREZHZ=3K:
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NHERFEIT

SAPZUREHREI XN RFRBH X4 , MERFFITRIER. XEFEXN T HEEXAIHERE
BRI ARIRINZEZRREFRERNNWNHRENAFEXREE,

« ReportFileScreenAuditEnable-ftig E#EH FSRM BB IERXHHEEMITH. MRE
B, FSRM R IEZXHREBMITH , FileScreenAuditFilesiRE AL E REMEKE, &4
MB AL RESEEANEREFRIRE.

« ReportFileScreenAuditDaysSince-ltiZ BRI X HREFTFZRENIMIANESTE. HEEQ
EFileScreenAuditFilesiiEENRBIREERMZ A6 , FSRM 2 ALE, REFEHHEKIA
B (Hlwn30 X ) TRARREMNETRIENENTH , TF2TELIZNWHLEKE.

- ReportFileScreenAuditUser-lbiRERHESEENHREFTRREFHRINAF IR, HEB
ERlEFileScreenAuditFilesiERNAIEEECREWLEA/ BT , FSRM £ER ISR, WRA

Z,WRANERT  REFESEARAF. EUNEALREFRENEISEREN A A
Lo
MINRE LR R

RARERERRERHR TETEERESHNBER T RFRBREREANE. SERNMERL TR
HHEIR , AEARTHECURE 2R — 3.

BHRERABEMEXNERINRE !
o AKX ##E-ReportlargeFileMinimum i%&EBRIAN R/ XHE KD
HReportLargeFilePatterniZEERIA X HEX LTS,

« BRI XHIRE-ReportleastAccessedMinimum i%iE&E B RGBSR ERIAKER |
HReportlLeastAccessedFilePatterni% B BRI\ X HE X T E T,

o PHERERZH X IR 5-ReportMostAccessedMaximum & & B EXIFRIASREIN R AKRER |
HReportMostAccessedFilePatterni®EERIAM SRR T IE RS,

. BATEEIHSHIRE-ReportFileOwnerFilePattern REBEIASUHE X FFILET |
HReportFileOwnerUseriR EETESHRINAFFIEK,

- BEMY B SIHIRE-ReportPropertyName i BEE S MW INDEEH |
HReportPropertyFilePatterni%E BRI\ X E R TS,

- BXHASHEHX4IRE-ReportFileGroupIncluded iREEEE M AN BIATIR,
- BLEEAERIRE-ReportQuotaMinimumUsage REZRIANREKEFERA B 7 L.
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BIEHRER , EUUBETERSEREFTABEESHRBSILERINETNEMN -1, RIYBREEE
i, £RRMINETEA.

& = BR

RERBREZFHFRBREFIENHEATE K. XERFERNEM

1. MR EE-REBEPNTE BT LEBERCRAKNBDERFEREISHNRERF. 2HHEFTN
XA ARBERETTRFREZD NS RN , ABSHMREEEE,

2. RENTAM-ZEBRTANRENBEREFEN D, RERFTHRB/EHENE T RHEXHHK
=

ERBLR EX RS RE R B S

« EARR®|-ReportLimitMaxFile RRHEMEMIIRE PRI ST , TieHRB M,

* Per-report-type BR#l-1& fReportLimitMaxFileGroup ReportLimitMaxOwner., Z3KHi%
& , BAXReportLimitMaxPropertyValuefREIETDEERERETREPHNEA,. MEEIEH
ENHE,

* Per-group PR#l-i%BReportLimitMaxFilesPerFileGroup , tbin

ReportLimitMaxFilesPerOwner, , 3} ReportLimitMaxFilesPerPropertyValuePR#I7E
BRENBNMNEAPE RS DN,

WIRELZIR SR , FSRM 29 SASRSEHTARSRELBASHEXNTE , HERSHIELHE
SKEIBR

FSRM iR B

FBALFRATFRENBSREREBENGS. FAXEGAEBERSETEN FSRM TH,

FSRM i& & fsx 2 dn 5 513 PowerShell

@ Note

ARHPHAE RHIBRIZEESLER XM RSEH Windows Remote PowerShell i RUE X T 1%
$FSxWindowsRemotePowerShellEndpointZE &, B EXHRENFAEETE L
9 Amazon FSx #EH AR REIG AR T R , LA UEATSHRELLIFET X, Amazon CLI
describe-file-systems
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Get-FSxFSRMSetting

Get-FSxFSRMSetting : RENHRSE LW LA XHFRFSBRREERRE. (URE A FEREHHNIR
B Set-FSxFSRMSetting,

@

-
7c
w4

1. RERFIALHFH FSRM RiE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMSetting

}

Set-FSxFSRMSetting

Set-FSxFSRMSetting : ERNHRE LN RAXARSHAREERRE. XLERENFERRER
HERIAEFH2H FSRM 1T,

S8 .
XHREFKIZE :

« ReportFileScreenAuditEnable (boolean) - A%, BHXHHFEAFITEHREIEE
FSRM &,

« ReportFileScreenAuditDaysSince (number) - Al[i%, 4 X FileScreenAuditFiles R & &
BXHIHRIEERITHHBRIARE

- ReportFileScreenAuditUser (array) - Wi, E@ETE FileScreenAuditFiles k& FHIBRIA
APtk PSR EA,

MINRE T RRIRE

« ReportFileGroupIncluded (array) - Ali&, RINMER TESEEREPHXHABEHREKA.,

« ReportFileOwnerFilePattern (string) - Ali%, FAIEERENRIAXHER, ZIFBEHAF
(*F?) o
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* ReportFileOwnerUser (array) - Ali%. FIEEMERIGHRA H\ AR BN AFHE,

- ReportLargeFileMinimum (number) — i, KXHIRENRINFR/PXHEKRD (AFTHE
),

- ReportLargeFilePattern (string) - Alit, AXHIRENRIAXHERN, ZIFBEHAF
(*F? ),

« ReportLeastAccessedFilePattern (string) - Wik, HEERD I XHIRENBRIASUHE
Ho XFBEM (*M?),

- ReportLeastAccessedMinimum (number) - Ali%, B _ERIGRIAES DB X4 RE SORBRIA
RN KE,

« ReportMostAccessedFilePattern (string) - Ali%, ThEE&AKH4IRENBRINIHE
Ho XFFBEM (*M?),

« ReportMostAccessedMaximum (number) — Ali%, B LXIGEEHANXHIRE SURBRIAN &
RRE.

- ReportPropertyFilePattern (string) - Alit, BMREMWEBRIAXHER ., ZFEER A
(*F?),

- ReportPropertyName (string) - Ali%&. BHREHWERINE BT,

- ReportQuotaMinimumUsage (number) - A&, BEFEARBRREHNRAREETERAES
ko

REBRFNIRE :

« ReportLimitMaxDuplicateGroup (number) - Alit, EENHREFTENEE XH LN K
RBE,

* ReportLimitMaxFile (number) - A%, FERREPTENHRAIHFK.

« ReportLimitMaxFileGroup (number) - A%, EGESEREFHXHHNTATE,

« ReportLimitMaxFileScreenEvent (number) - AJit, XHREFKREFTENRAIHR
FEH8.

« ReportLimitMaxFilesPerDuplicateGroup (number) - fit, EEXHHREFENEEA
Y B K ST B

- ReportLimitMaxFilesPerFileGroup (number) - ik, RXHAREFIHAXEFENIX
48 B B R ST

« ReportLimitMaxFilesPerOwner (number) - fi%, FIEEREFHU X GFREBIEENRAK
XU
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« ReportlLimitMaxFilesPerPropertyValue (number) - Ali%, &REMREFTEHNXHFFHEN
B M E MR A,

« ReportLimitMaxOwner (number) - Ali&, RFFIEERSEXHHPIENRAFMEERE,

« ReportLimitMaxPropertyValue (number) - A%, BHREPESEEXHFHNEHEN T
RBE,

« ReportLimitMaxQuota (number) - Alit, EEEEHRFAFEABRIRE PN HRAE I,

HMigE :

« PassThru (boolean) - Ali&, MRIRE R true , NREEHEHREIT R,

Bl

1. £/ 30 R LIERKEER AN HFRFEFIT,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMSetting -ReportFileScreenAuditDaysSince 30 -PassThru
}

2. RERMINN A HRERE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMSetting -ReportLargeFileMinimum 1@@MB -ReportlLargeFilePattern "*.iso"
-PassThru

}

EHAE

MIBEXHRES EFA FSRM B, S&EAF Windows Amazon File Server B FSx &4 B X4 &1 E
BNEBEHBEE , FFEHLETEE B B $rAmazon CloudWatch ( BHEE Kinesis D Amazon ata
Firehose ) o XL HERABIRSIE FSRM B1E. MRABH LY X4 EEEINFITRE,

FSRM ig& T4

MIREXHZR S LB A FSRM B , Windows Amazon File Server for File Server £1e ZEB4HGH X
ERREEN B, HIERKUATEH
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« XHHEEEA-SAFEERRFHESSHENREN NG R R HaT
- BEFEEBN-SEFEAERIEFEHMBANRFENEERER
» FSRM RSEH-BIABHIRE, RSHERMRERE

E FSRM B &
155 FSRM B A BEURT 4B A FSRM & B B 4% -
CloudWatch B&

ERFEISEM CloudWatch BEA , FAEBEHAPEFT AR, B LEA Logs Insights #3&,
1% M 5 A CloudWatch B , #i%iE CloudWatch iR LB BB ESH,

Kinesis Data Firehose

H &L 1% B2/ Kinesis Data Firehose £ Himn T EEN B 5 , 0T 5% S3
Amazon . Redshift 8{fR%. Amazon OpenSearch &R LA F R 5B HRERN T EMRS K
KB F 9B Eo

= L2 FH ==
AEMBHRTHAXHRSBARERRES NS0l KLERPIRR T MAEAREI FSRM 3
SRR AR X EERE.

(® Note

AP E RHIBRIZEELER XM RSEH Windows Remote PowerShell ¥ RUE X T 1%
$FSxWindowsRemotePowerShellEndpointZ &, B UENHRENFEAFEETE L

B9 Amazon FSx HI AP HRFMLRT R , A UEARSHRILLIRT K. Amazon CLI
describe-file-systems

R A FKAR B EC AR

LR BISEBA A B B , By LR FE BB Xk E BN 10 GB BYZE(E,
BERNXHFREBERE , FITUTRE

1. BIERFIN 10 GB WHERLER :
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMQuota -Folder "share\department" -Size 10GB -Description "10@ GB hard
limit for department folder"

}

2. (A& ) EREHFARMERRR 85% NREREA

$thresholds = [System.Collections.ArraylList]e()
$threshold = @{
ThresholdPercentage = 85
Action = @(
e{
ActionType = "Event"
EventType = "Warning"
MessageBody = "Department folder has reached 85% of quota limit"

$null = $thresholds.Add($threshold)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList ($thresholds) -ScriptBlock {

param($thresholds)

Set-FSxFSRMQuota -Folder "share\department" -ThresholdConfigurations
$Using:thresholds

}

3. RIMFESEHE :

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMQuota -Folder "share\department"

158 P S 4H PR 45 E BY SR 3R B

e R 505 B ANl 2 A BRIA “Audio and Video Files” JX#F4APFHLE A PR S A 050 SO AR 17 Bl 55
AR

ELER

i
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EFEAXHARSIXARE | FHRITUTERAE

1. SIB—1PRBEEFMAAF4FEIXGERER

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMFileScreen -Folder "share\business-documents" -IncludeGroup "Audio and
Video Files" -Description "Block media files in business documents folder"

}
2. (HWit) BHNHRF  UEEAFZHAREWE L FRINER

$notifications = [System.Collections.ArrayList]e()

$eventNotification = @{

ActionType = "Event"

EventType = "Warning"

MessageBody = "User attempted to save blocked media file"
}
$null = $notifications.Add($eventNotification)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $notifications -ScriptBlock {
param($notifications)
Set-FSxFSRMFileScreen -Folder "share\business-documents" -
NotificationConfigurations $Using:notifications

}
3. RIEXFRFREECEIR

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreen -Folder "share\business-documents"

RBI M 52K Pl 47

RBIEBNARZ R EHLRESBHXYS , HFEBXITEDIAFBEER (PI) XK.
FiRFI MK PIl B3, AT TRE

1. N PIRIEDREMN :
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationPropertyDefinition -Name "ContainsPII" -Type
OrderedlList -PossibleValueConfigurations @(
@{ Name = "Yes" },
@{ Name = "No" })

2. PIEZRANURAHLEZESH

@ Note

BUF EEN AR XA R R H ZE A A XXX-XX-XXXX X FE= AR, AT
EZRERAEEFMEAFAS SRS *.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMClassificationRule -Name "Detect_SSN" -Property "ContainsPII"
-PropertyValue "Yes" -Namespace "share" -ClassificationMechanism "Content
Classifier" -ContentRegularExpression "\b\d{3}-\d{2}-\d{4}\b"

}

Bk

3. BITHE:

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMClassification

4. (Wit ) BEESDRUBINHXHRITER

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMClassification -Continuous $true

5. RERE (1 RRETHK)
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassification
}

6. ZRZTHE , BULUETHE Windows X RREEBRFFARET XM , GREMN , REERDR
BRI+, REBIRA XN D REME. LEMFERNHNAEIREEREE,

XA IR RE R R

I 7R 515 BB A AR L U RV B IR R BN X HHT9E |, REETLUHEBEREF K
PowerShell Bl A — &2 A T 7 R4l BR S04

BEHNHCIBRE R , FHITUATRE
1. NREHEEDREM

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMClassificationPropertyDefinition -Name "RetentionPeriod" -Type
String -Description "File retention period"

}
2. ATENEREHEIZEDRAN
« DREBXH XHRTHEEXHRERN 7 F

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -
ConfigurationName FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationRule -Name "Legal_7Year" -Property
"RetentionPeriod" -PropertyValue "7 years" -Namespace '"share/Legal Documents" -
ClassificationMechanism "Folder Classifier"

}
-« M XHRTHMSIERRE 3 F

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -
ConfigurationName FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationRule -Name "Finance_3Year" -Property
"RetentionPeriod" -PropertyValue "3 years" -Namespace '"share/Finance" -
ClassificationMechanism "Folder Classifier"

ELER
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}

BEAUBENEABRHTORABRREN “REPLF 2KNFHHE, EXTHAN |, BE
FClassificationMechanism "Content Classifier"#flContentString "Retention
seven years',

3. BUARUNRARERM

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMClassification

}
4. (W) BEESKDRUBIINHIX4HTOE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMClassification -Continuous $true

}

5. RERE (1 RRETHK)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassification

}

6. DREHE , BULELHE Windows XHHREEFHFEHREGI XM , BREY , RBERES X
BRI, REFEIRA XN D REMS. LERFERNHNMEDREMEREE,

7. BEREBXNNHHITORE , B LERZE K PowerShell BIZSR#E X4+
KIRetentionPeriod B M MMIRX AR T FHIMIBR. Hla0 , ERSHHE X4 REH /AR
FHREEREHSREITHER, BXEZER , HEH XHEEES.

REFEAEMRS

AN BUACIRRNERNEERE | A RENAEEXHFRS.

RXHHRE

LRGIGIZE— A ERE , ATIRAAT 200 MB B34,
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BEOBANHRE , BITUATERE

1. IR RIBY AR S -

$schedule = @{
Time = "2:00 AM"
Monthly = @(1) # Run on the 1lst of each month

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $schedule -ScriptBlock {
param($schedule)
New-FSxFSRMStorageReport -Name "Monthly Large Files Report" -Namespace '"share"
-ReportType "LargeFiles" -LargeFileMinimum 200MB -ReportFormat "HTML","CSV" -
ScheduleConfigurations $schedule

}

2. (Mhk) MENLSEITIRERTNS

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMStorageReport -Name "Monthly Large Files Report"

BArE &S W RS

RplIeIREEARE , ERAFNEMEERBR.
BEEMAERGOEXMF , BITUTERE

1. EBEERGIETMENH

$schedule = @{
Time = "3:00 AM"
Weekly = @('Sunday')

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $schedule -ScriptBlock {
param($schedule)
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New-FSxFSRMStorageReport -Name "Weekly Files by Owner Report" -
Namespace "share" -ReportType "FilesByOwner" -ReportFormat "HTML","CSV" -
ScheduleConfigurations $schedule

}
2. (A& ) MELETHRERTNE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMStorageReport -Name "Weekly Files by Owner Report"

BEMHAEE DS HERGRERNIRE, BXEZELR , BHRGREFHERS,

&I FSx for Windows File Server 8174

XHRGWEROETETMEEHEE, FMEE  URFHXBENESER (SSD) iHY SSD
IOPS &, AIUEREXHGRENURCEZE , EXERFRUARNEREELEES , AR T
ENBMENMRE, BEMNBUTER , THMNMAFEA Amazon Web Services EIE#2H| & Amazon
CLI, #1 Amazon FSx CLI # 172 & PowerShell RE B X R E N 1245 M S 126 <M AL,

£l

o RALTFRBE

- EEERAE

- EEBXHRRTFHEEKE

- &% SSD IOPS

- B EE BRI BR R R KA

- EEFMRER

s EIXHREFHEBE

- BEREFEESEEM

« AW N FSx for Windows File Server X RGN EREBE
« EH FSx for Windows X4 R &K FERE
- GERFEMEBEN

- EFXHREH SSDIOPS

- BEWMER SSD IOPS B
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- EEEEHIEMBR
- ESHERBREEHE

I RIREZ A FN
AILAfEE A FSx for Windows 12 B9 17 6f B B L TR AL 1L 776 B AR o

KB E T — FSx for Windows File Server 2t A7 E | BIEA RSN 28 (HDD) MENELE
(SSD) , E&EEB I 1TIRY cost/performance SUB R THERFEFER, HDD T A EF TR MR
it, 8B R, AFASBITRAZEURAREE RS, SSD T AMEERS. NERKBBHIHE
HEMIZT , SEHEE., BEAOEIEASTBESTRARRF. BXRFEHEERNGRGEHENE
%S5 , 3% FSx for Windows File Server %44,

ESHERRR - REABEETERFEIREE  XSENBEFERE. S0, ARXARETUERE
B—XHHNZIER , ASMAFF#E. BETRARETUNES TS ER N ATRAFHBREFTZH
"HRFIN M. BULEYN XHRETT B EERER R ERFEBEFERS. FTEE , EERIE
MR —XBEENEER D , NTTERDTOERS ROKIE. BXRESBIEMERAR A
Amazon FSx X RERIE AEERERRNENESFER | F5H BY ES BN BRK K17 4#
A o

EREHER

O] LABEE 76 ERAVZELIE N FSx for Windows XU RGEWFEHAE. B LA Amazon FSx #
#&. Amazon RDS API 5 Amazon Command Line Interface ( Amazon CLI ) kK32, X8tz
RAENFEZRNRZSE THANEEEMNERETE. TH# Amazon FSx ML EBF B ERYIE
DA K BRERTFAE SEINE RN A E ., BAUMMNENNHRENTFREE ; THERIEREE.

@ Note

T 2019 £ 6 A 23 BB RIZRI MRS , HEM 2019 £ 6 A 23 HZBISIBIXHRS
HFHPREN GRS , TEENEFREE.

0 Amazon FSx X RSN FHEBER , Amazon FSx REEANXHRERM— AR EE KAH

W&, RE , Amazon FSx EEAETEEMLIRE , LERANREEN AHE TR IHEUE. BT
FREABEBMEMRE  FRACTERFE/LVDRBLRANE , ¥ TEARMENZEHTEM. £t
R, FOEARSGREN , EAXHRERF ORI AFRELISHFRSE, IBXH
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AFEEBRENTHR Amazon FSx BIEE MY BIE3N HH B RMZ B URME L HRE, &
DAL LERHTELS REESE  BEOEARINEINCANEEKT. HEERETRHE , £RT
NEIERBEENR,

TERERT Amazon FSx EEIMX 4 REFRHAENXRANENEES R,

Step 1: Storage capacity
increase request to 800 GiB. Step 2: Amazon FSx adds the new, larger disks.

LA LLL
FE‘:‘E IEEETE
LI

[ . ‘ el —
—— S— [ — —
— — —— )
e S— = __ [ — e ——
————] L
VR — — — ) —
200 GiB 200 GiB 800 GiB
Storage volumes Storage volumes
Step 3: Amazon FSx migrates data to larger disks. Step 4: Amazon FSx removes smaller disks.

Sxa

TTnTT

_— Fy uevee
- ->/0 -
- -

-
LLLLL

.
(i

(Ml
.

s
]
=

800 GiB 800 GiB
Storage volumes Storage volumes

& o] LARERY 5 Amazon FSx ##|&. CLI 2 API IRERTZ{L1L. SSD FEAREE N SSD IOPS &
FNHE, BXESZELR , B0 LisFaB 28N,
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BREMX G REFERBENTFTANEH

UTRENFHEREENFEREERN/LNERSM :

o [UEM  BAENMNHRENFEREE  TEROEREE,

- REEE  BRENNEFRRELAEDANHRELTFHBTEN 10% , RRAFENR
65536GiB,

- RIEFURED  ERNEFRHRE , XHRENREFULEDLHN 16MBps. XRE N FHMAILTER
rE-IMNEHEBRERTRE,

« FXEBMAYEREE ;£ LLREMERE 6 NMITRFFELCIRTA ( LRKBREN & ) 287,
TEH—SENNHRENTFRETE. FRRCTEFE/LNNAILRNEESBETK. A TEKX
[RE#MAE TR EFHELCAENRE , RMNBWEENFERBTE BN RENTLRED (£
FHRTBTRCETUAERELESD ) , AENHFRE LRESKENENFHEEE.

(® Note
REXHREGEHTRSIEEME /0 HReEIR, flu :
FHREAEY RN TRSENEETTE , FIRSHMERES, AXESFEE  F5
B MEREE & AL

HE MR E

HXHRENTATRBETEN , FEMEE#AE. £H1%FreeStorageCapacity
CloudWatch E/F kX HRAE LW TRAEFEHE. SR URIEIIEFR6IZE Amazon CloudWatch
Bif , HEZEGREREREUATHKEIBEHN, EXEZER , H5H £ Amazon #1TH1E
CloudWatch,

BIMNBUENNHRGEHRAREED 20% NI AFRETE. EAMAFHESEREASN ERET£RM
2, ARESSBEET .

NAE#BRERTEEENENREN , S BN GERENEHBE. FH AmazonFF X B
E X Amazon CloudFormation iR BX BB RASRMENMEAH. BEXEZER |, 5SH
PAEMEERE,
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BINFEEEHREA MRS ERE

HMEHEBEBTUMARE , Amazon FSx EFAETHFREAILRE , WASHITFEAEMRNFEHTH
M. B2 , EA HDD FRRENTEABRSRARERLAF 110, BRIINHHITEREN AN
BRENXHREARST R REMER. XTXERR  BINBWELREXMHRENELRED , REE
BMFERE, N TXERENTHEMR , RINEBUEXHRENBRENZRANRERELEED.
XEERBHEREARDRINELE  RAENRAEFNERER. AXESREE TSR EEFL

EBVNHREGFmER

&R AR Amazon Web Services B2 H & MNP X4 REFMHEEEM HDD L SSD Amazon
CLl, HFMHEEEHRN SSD Y , HFEE , ELRXBEREHG 6 MR EHEMLIECIRTER (ABREH
BRI AE ) 28l , TEBXEHFXHREERE, FRERACATREEEILVINBEIJLRTETK. N THRAR
EhfEiXEnE , BNBVEEXHRELNRERDNERFHER, BXEZERE B E
#1 FSx for Windows X4 RGH 7K E,

TERNHREFHEEM SSD EXHN HDD., MREFXHRSEMNFHERM SSD Edkh HDD
NEEFXARENZHERIEENER HDD FHRNFTXHRE, BXEZFER  FSHA B2 HE
EEHXHRL

KT FfERE

& 0] LUF FSx for Windows File Server X RGRE N FEABESER ( SSD ) REMHER RS2
(HDD ) Ff&3k 3,

SSD FRERTAZHEASHEBERMIERHBMNES THEAR, XETERFN RHSERE
FE. BiEOM. RELENMLSNARERF, NTHIRAEKRLAF. SRFIHTERENDNXHHHE
EWAG 10, RNEBUERAESNER, &5 , WREUHVNEALFEIR , BRINBWEMER SSD 7
fif. SSD FEXHREAEEMY B SSD IOPS , 18 HDD 7 T &E.

HDD FX A& TERFEMRIT , @/REEFR. AFNSINXHERAEUARAREERS, 5SSD
frfEAALE , HDD R KAER , BHERES , R UFHEEFHEMEE I0PS hEK, ©AIHEs
AT /0 ERRENBRAAFAENEE R, TEERZBFENAEATEERS (CMS) HEBELE
RGBTSR,

BREZER , BEH FREENIEEE,
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&I SSD IOPS

FNFHEET SSD FHIIXH RS , SSD IOPS WHERE 7T XM REMTMNEE BB ENEOHEES
ABHER /O TRANMEE , MARBFFHRE, BULUEY TEEREEENT R IOPS &,

B LB B A SSD IOPS R FEBAN MG RAERN ERBENFTLHEED, WREZEHT SSD
IOPS RSB HBFHAENXIFW LR , A EZEMELEE D FEERBIX— L 5K SSD IOPS, &
XEZELR |, {2 FSx for Windows File Server M8 f EEFMAE N,

UTREHFXHREMNTIE SSD IOPS NEETHN/LNEESI .

« JEF IOPS B - BELT MM I0OPS &3 Al ik

- B3 - &R HERE , Amazon FSx 2£B3¥ & SSD IOPS , %% GiB Z#% A2 3 SSD
IOPS , BAMNXHREZZHIF 40 77 SSD IOPS,

« User-provisioned— &R IR | X B R AT EAE 96—400,000 SeE NI EBEAREE IOPS %K
B, NFrET A A Amazon Web Services Xi% mazon FSx Bt 5IEE— M F& GiB FHAE
3—50 IOPS 2 RIM¥ T A REEEXZERD (pEFRLILE ) . ZEEI (BEXN ). EEFRE
(BZEBM ), M (BRZ ), IAMX (FRR) MIEA®X (M) , EES GB FHE
£ 3-500 IOPS 2B #F., HEFEAFPMEMNER , BIEER SSD IOPS B2 KiXEE GB £
2 3I0PS WER , BRYFEAM. W TFESHRFWTE SSD IOPS , MRBNMNXHREE GB ¥
5 10PS BX 3 , MFEF,

- FHREBREN - MRENTXHRENFHREE  MAERUBRT , FIEMN SSD IOPS BHEATH
B TRIERY SSD IOPS 43l , M| Amazon FSx £ B X HREVRE B ER | A X HR
SR 2 GiB 7 A & 3 SSD IOPS WRIKER.

- BHELERMH - MRERSTHEUHESD , BHMFUEDIFNHA SSD IOPS 5§ THFMER SSD
IOPS 43! , W Amazon FSx & B3I &R X RSB BB,

- 3810 SSD IOPS % — £ EXIBMNERE 6 Mo, EEMECIBTER ( LAREKWEBERE ) 2
B, TERHE - REXHREN SSD IOPS, EMXH4RENETHEENIEM N GRAWFMHER,
EHEACTEEZLNNNBLRWN BT EETRK. N T RAREMFRETHFEECATENRE ,
BINBYUEXHRERER/PWEHMERT E SSD IOPS,

(® Note
BAEE , ABEUTH#H XXX 4,608 Mbps RESHNEFLEBE S 5| Amazon Web Services X
i EERS (FEFRLIE ). EERS (HBX ). EERIP (HE=EBM ). BH ( ZER
Z), DA#BX (KR ) ML A#X (#HME ) .
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B X M{AIEFT FSx for Windows File Server X RS TE SSD IOPS BHENEZEE. , S H Eif
MR ZH SSD IOPS,

B B B M R OR P AR T o B
EERENR CEREHNEENE ) AT ERERARESEERBERXNRE., LTLER

FSx for Windows File Server RIRFIFEBR T REE, KREHBBETBEEEFEARBE , X&8NERE
FERERAR, Hl -

- AP XHAETREEZ MERSAUNXHEIA.
« BREFEAZETUE S MEE DN EDMRAS T E# R TZ B =38 630

LU BE N XHREEAEEREN R ERBREBEFERS. ESHERRIAFE —RBEEN
ESH , NMBLSERSROKSE. ERESHRERNRRNERABEES , NTENRESRIE
FHITBEESR , U —STEZR. ESBENRATRILTR , MF2ERWBENREES TEY.
EERENRAENEEHBIET , BB FE. BaiPRENLICENXAHRE , A RXXIEHAF M
EENEFIR2ERR,

ERBELEERENRTENEHIERRTEREENER , SN ZEAFENEEREE, BAX
HHEBEATE 50-60% WA, EREF | TEHTERIAFXEN 30-50% BHR4TFABESEN
70-80%., EAILAE A TE#ERAIMeasure-FSxDedupFileMetadataiZ#2 PowerShell &5 k&
ESRERBRITETENTA,

FBRTUBEENEERERRAFZEEZNIEFTHEER, flln , BUAGHEBNNEREXHELR
EITEERERNR , tTMBEEEXELITR. ATESHERBRELSEEXHRSERR , Bt
EAVEWFEH Get-FSxDedupStatus RIE 2 E S HIEM ERVEL BVIRES

BXEXHRELEEESHERNBRNESR SR EEEE BEMRER.

BXRBREEHFERBREXRFBENEE , BHSH
ER LA T E B FE BB E B E N 6 A E & BE M PRt ™ £ Y — £ 8 W B

F&

- ESBERRTEER

- EERERRESIMRENO

« MIBRXMF/E , MRS BV ZE AR
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EEBERRTEEA
EEFEEHEMBRNYENIRE , HiE17Get-FSxDedupStatus PowerShell s S A EERHESE W

BEMBRAEL B TEARS. MR -AHZMELXY , WNXHRENTRFEETETERT2E M,

ESHERBRELAMNEERLRRRAET R,

* Microsoft 2 & FE 1 TB NEZEHIEE 1GB AT (HEE 1 TB NEBBIEEDHE 350 MB #Y
RTF ) o £ Amazon FSx MEERKBESNHRENFHENXBKNRNEF , HERNFRRENL

BRENBER D, METE  NEERSXHRENEFEUHED , FHFES 1 TB BEHIEREME 1
GB REFEHER,

- EEHEMBREL R Windows HERERIA 25% RAESEEE , XEKRENTEE 32GB A
HWXHRSE , 8GB A TEEHRRERR, NEIERAUEREN (FAT -Memory SEHY Set-
FSxDedupSchedule &% ) » EEE , NEERENREARSNAESIETRESEM X RSN
-

o BEULMEHEEHERBRELHEE  UBRENEERE. fl0, B SUFECBREIN HITFEXH
REFHRIZET , REEERICWR DGR DR, BITEETFESHRERBRELEERE
XHRENBE KD ERBEEZET,.

MESEHERBRELEEZBHNETR , LSS, BUEEERERELNRKIFERE , W

EREEHREMERITRI AR,

MREEBEMERELELAM T RENE , ARERBEANHRE LNBERE TR, BAFLEN
ESBERNBRELTRREEES R RTREXEI TR,

ESHERRESNRERN O

NFEhEESBIEMBRN XH RS , SavedSpace M OptimizedFilesSavingsRate WEZEINE
70,

EF#MECERES , SERNNHRENTFREEN , RS REXTER. BN RER 7
RER , Amazon FSx 2EF#MACTREPEUE LI ESHEMRFL , IR FHEN BT
BEIE RN E, FRMAEELTRE , Amazon FSx FIREXH RGN ES BIEMIBR. FxEmF
REAEBNFHEACNESER  FSHNEEFRBE.

BRI A, ARG £ RV 22 iE R

ESHERBRNTHTAR  IRNBRNBERESHENRTEZENAR , MAXHRE LM
KR EEENREBARLIEITES 2BK.
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https://docs.microsoft.com/en-us/windows-server/storage/data-deduplication/install-enable#faq
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AR, FitHRENERBRAE XM EYBETERERELRER, WREIBELTRE ,
BRI RR E W RIME M ERIBRE, XEATUBREEIREEETMRATEHRNZME,

BRBULT SRR ERAELIRIENRN 5 2HEIET.

1. ERITIREEATEEREME , FFH Get-FSxDedupStatus 5. BXxamSkEMEHH
MELZER K BSREETENZHRE,

2. BRUT SRR RNRE N DREWAFLENRER 5 58 EE1T,

$FiveMinutesFromNowUTC = ((get-date).AddMinutes(5)).ToUniversalTime()
$DayOfWeek = $FiveMinutesFromNowUTC.DayOfWeek
$Time = $FiveMinutesFromNowUTC.ToString("HH:mm")

Invoke-Command -ComputerName ${RPS_ENDPOINT} -ConfigurationName FSxRemoteAdmin -
ScriptBlock {

Set-FSxDedupSchedule -Name "WeeklyGarbageCollection" -Days $Using:DayOfWeek -
Start $Using:Time -DurationHours 9

}
3. HETHREWELHBRRZRE , fMitRERHRRRE.

o

BREEBEMBRNESER , 55 W Microsoft 7 B & R M B34,

/A Warning

BINTEBEWEETEEFEES BIEMBRIIEER Robocopy % , AAX LS AIAEA Y
Chunk Store IR TE M, BXEZEE |, BSH Microsoft = & BUEMI K B 12 /51 X8,

£ F B 2 B0 A R B R A SRR
WU 2R EEHRM RS — L REXE

- FEEBEMRELZHEXHREZRANET : BRIATSESE S 2:45 UTC #1T
GarbageCollection fFill, MREHXHREFERERERL , WAEFE/LINNITEET
o MRUNBTESENIENR , BFRELZHEEMIT XHEREREBRENIRIZIT,
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https://docs.microsoft.com/en-us/windows-server/storage/data-deduplication/understand
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- NERESEHFENREBEEBHNELED  ESNEFUHEITRHESHIINRNF. Microsoft B
81 TB2EHER 1 GB WAFEKESTEERIEMBR. A Amazon FSx MEERKBES MRS
MEHENXBENAT , HBRAFRREUATHEHHERDN.

- BEXESHFENRREUHZENBEFEERABRBMUEEER | EILUFLLRBIEREN M
RERXHREETT , REREFK/DPXHARDNYRAR TR, BETRESER , FSH BEZE
& TR M BR R AR 17 £ A

EBFEOLE

BRUEXHRE LEERAFFRESR , URHAFAILUEENSBEF#E. REEFE , £TET
RIREFRSKERERER , AEFRA-EMNEITHEHR,

R T OB B A BB A A P A E R AT EARERBHIKER. =858 HSHERESE |, 8
BHEFHAFRSBE BEZRT R WERER.

BRI EHFIREREATEHE :

- BE-RATREAFPSEARTIFAEESHRS , REREKRBEX.
o PRE| - XA RNARNFREBCHT RS,

BRHUNBRANHRENFAFEER AR , b UAREERTRHREAFREANETH. SEFTUBET
EERERTHESMAFRAEEHENFHEZRUARMIREEREHEH.

BEXHAMERREAFRINEFREEREL. EITEFREERNEANEEBXAHNAD , A
RMHSRANKEGRYEE#ZR., RESEHRERE ANFRERA - FEEH,

BENZNRAPERERS , WEENEMAFBEIT-REFRST , B AHAFRALR —NMAREENR
ZA B

B LAEA Amazon FSx CLI REBNHRELNAFE#ES , UEEL#ITZREEE,
PowerShellZ 7 #Z an{al E Atk CLI , &S M EFH Amazon FSx CLI PowerShell,

LTRUTATERAFFRETFNG S,

AP E#EHMTS 1%, BA
Enable-FSxUserQuotas FF 45 BR R A/ SRR B 1T P E B
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AFPE#EMeS 1, BF
Disable-FSxUserQuotas EIEREMBEGIRITAF FEEH,

Get-FSxUserQuotaSettings BREXHRENHG AR FEEIURE,
Get-FSxUserQuotaEntries BRENHRE LWEANAFRMAN S AR FZREHRE,
Set-FSxUserQuotas NEANAFPIARERAFFERHET. RFEUAFTREMNEE,

B R THBRINEYDFBREFESTRINSERFEE. BEHRLAR , HETES 2 HeS , W

Enable-FSxUserQuotas -7,

BN REFREE

AL B F R ERNT{LIB N FSx for Windows File Server X RGN FHRAE, RBUTS RN
iR | A Amazon FSx ##4l& Amazon CLI, = Amazon FSx API RN HFRENEFEHEEE, BX
EZEE  BoR EEERAE,

BNXHFRENEREE (258 )

1. $TFF Amazon FSx ##|& , Mit . https://console.aws.amazon.com/fsx/
2. SMEIXHRSG  AEEEEENTFHEEIEN Windows XHRE,
3. HERED , EREHMTFMH. HE L EREERTD , ERXHREERBESZLNEN.

FHAEHERAREED,

4. HERWARER  ZEEDLE, WAFTNFHEEE (MLETIANENES LTI ) , HEERLN ,
BL GiB & v AFT{E.

5. MAMERF#EE,

@ Note
FEREEMAELLLEFERKN 10% , ZATFEET 65536 GiB,

6. BEREH K BIFETEEMN.
7. ULREXARGEAEENHENEINETF LBREMEE,
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https://console.amazonaws.cn/fsx/
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BINXHRENFHEE (CLI)

Ehn FSx for Windows File Server X REMNF# A E |, B Amazon CLI @55 update-file-
system. REN TS :

« --file-system-id BN EEHMHWXHREM ID,
« --storage-capacity RENLHFEED K 10% HE,
& LAME A d escribe-file-systems Amazon CLI s SIS EFHHE, D &K

administrative-actions,

EXEZEELR , 152 R AdministrativeAction,
IR ERHAEEM

EBINXERENEFEEREG , B LMEA Amazon FSx #24l4&. APl ST iEF8 Amazon CLI AR
REZBEFEREEMOHIE,

2 A o U
EXHRGEMELEONEF LA LS , BUNEESHERLIN 10 MUTER.
NTERAREN  TUEEAUTES.

EH%E

RENERFHEE,
B #r{E

BERNHREFHRBEENIINAEE.
L7

HAEFRS. T EHBEFEH , WENEWDT :
o FAE - Amazon FSx BEREIEFHER |, BRI RFFHRAE,
« [FEHITH — Amazon FSx [EfEANBEHER,

- BEH ; EEMIL - Amazon FSx EEMNHRENEFREE. N7E , FHMACIBEEGXH
REBEIBINREFTERNWFHEE

- BEMK - FHBEE MK,
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https://docs.amazonaws.cn/cli/latest/reference/fsx/update-file-system.html
https://docs.amazonaws.cn/cli/latest/reference/fsx/update-file-system.html
https://docs.amazonaws.cn/cli/latest/reference/fsx/describe-file-systems.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_AdministrativeAction.html

& AT Windows File Server ¥ Amazon FSx Windows f FER
c AWM -GFRAEEMEAN, EFERS (?) IEFEXTERAEENAMERNFAE R,
HEBHSL

UERBE D ENERE R EHEICRENHIE,
18 3R A [H]

Amazon FSx W EIE FIREFRATE,

W55 BE 2 18 10 Amazon CLI 1 API

A LAE A d escribe-file-systems Amazon CLI as Gl AP REEEN B RN REFEAEEMNE
Ko DescribeFileSystemsAdministrativeActions A H SN ERRMELXEM 10 MNREEF IR
B, BINXHRENEEBTEN , 2ERP N AdministrativeActions : FILE_SYSTEM_UPDATE
F1 STORAGE_OPTIMIZATION #4E.

R RHIERT CLI @5 describe-file-systems MR . XHRENFEHBIEN 300GB , B—N
FUENERREENFHEBEEMNE 1000 GB,

"FileSystems": [

{
"OwnerId": "111122223333",

"StorageCapacity": 300,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "PENDING",
"TargetFileSystemValues": {
"StorageCapacity": 1000
}
b
{
"AdministrativeActionType": "STORAGE_OPTIMIZATION",
"RequestTime": 1581694764.757,
"Status": "PENDING",
}
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https://docs.amazonaws.cn/cli/latest/reference/fsx/describe-file-systems.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystems.html
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Amazon FSx B 543 FILE_SYSTEM_UPDATE 21E , AXHREFMBEERNHFHEUE., HH
H1EME =8 A S RS FE AR, FILE_SYSTEM_UPDATE RASYFE X UPDATED_OPTIMIZING,
ERAEE THNWEKXE , B/E Amazon FSx FF R4 STORAGE_OPTIMIZATION BEIEig{E, MHT
CLI &% describe-file-systems B9 I 57 3 3 P R o

ProgressPercent BMEREF@EMLICREHNEE., FEAICRERIDTR
J& , FILE_SYSTEM_UPDATE #R/ERVIRAFFE N COMPLETED , # H STORAGE_OPTIMIZATION ##
EFBE R,

"FileSystems": [

{
"OwnerId": "111122223333",

"StorageCapacity": 1000,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "UPDATED_OPTIMIZING",
"TargetFileSystemValues": {
"StorageCapacity": 1000
}
},
{
"AdministrativeActionType": "STORAGE_OPTIMIZATION",
"RequestTime": 1581694764.757,
"Status": "IN_PROGRESS",
"ProgressPercent": 50,
}

MREINEFEEBSELW , N FILE_SYSTEM_UPDATE BEHRSEELRH
FAILED, FailureDetails BMRMEELXMMEKEE , ML T REIFAR,

"FileSystems": [

{
"OwnerId": "111122223333",
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"StorageCapacity": 300,
"AdministrativeActions": [
{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"FailureDetails": {
"Message": "string"
.
"RequestTime": 1581694764.757,
"Status": "FAILED",
"TargetFileSystemValues":
"StorageCapacity": 1000

BXNABIBREHTREHENEL , BSRAFHIATHEIET LK.

A8 0 FSx for Windows File Server X RENFEEBE

BT EE#ENOBUEEE T F 30 1 FSx for Windows File Server XERSGNBERBEZ S |, BET
LAEA Amazon CloudFormation #Eix B8 INFE#ZEE., U AFEERERKTEEENE L HRER ,
ATRENBRARTYISEINNHRENEHEE,

It Amazon CloudFormation iR B HBEN TRAFHAERNEMENELAH., ETZREN
Amazon CloudWatch BRI K IB NN HREFEEEHM Amazon Lambda ZheE,

ZIRRBRFERAUNTSH

- XHREKID

- TRAFEHBERE (HE)

- ITEH ( BOL [BRIA] = GiB)
- WINFHBENEDL (%)

- iTI% SNS Hy &8 Fap it

- AEERRE (Yes/No)

ES}
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« Amazon CloudFormation & 4x
. {FAB3IEZ Amazon CloudFormation

R ER
BB UL AR T RFFHE Amazon ZHHELTRIR.

Parameters:

-FSxID

- Free storage threshold
- Adjust Alarm Flag

—_—

”/' ',:‘\\

,,/’/ '\,\ \\\

,/’/ Ay ™.

e Creates;\ .
-~ B N
/r" Y \\\
- '\\ -,
,,/ Y
,/'/ Y ~
- Y
Amazon FSx for 5 v '\ ~a
Windows File Server A
CloudWatch Alarm ! Amazon SNS

\
FSx Reports
Free Space to Cloudwatch

ol
FS\( CloudWatch > C\-\) Triggers Alarm - Y
' = 0ol
\
Y
| )
| A
Expand Adjust Alarm Y
b

File System Threshold = Yes
[}

LY

Lambda

TERUHBATUTESR

1. % Amazon CloudFormation #1x %2 7 CloudWatch 4. Amazon Lambda BI¥{, TG fEHE
BHBRS (Amazon SNS) Service BAFIFIFTE 4% Amazon Identity and Access Management 9
(IAM) B, IAM BERF Lambda BEE A Amazon FSx API #ERNIR.

2. CloudWatch ¥ MH RSN AEEAER TS ERNEM X ER , H 1@ Amazon SNS BAFI &% H
I

3. RE , ZBRARLEKITFELE Amazon SNS B Lambda B %K,
4. Lambda HEREEEN B LB KEBEITEFNXHRAGEHEBE  HRETW HREE#HE
=,

5. Lambda BE AT LLUERE M FR T AFESERE  CESTXHRETFERENEER D L,

BRENEFREE 232



SEFTF Windows File Server #9 Amazon FSx Windows f 8/

6. Lambda EREURER R 1A CloudWatch IR S 4L RIEF %&£ E] Amazon SNS RA 5,

EEIAXER CloudWatch BRI R mHITHIRENEL |, BA4FUES T R INE FHR 4 PR A EE
BESR#IA Amazon SNS = ZiT .

Amazon CloudFormation #&4x

LR A = H T 85315628 Amazon CloudFormation B F B 30180 FSx for Windows File Server X%
SNEERENAH. EFFALMBREER , i T#increaseFSxSize Amazon CloudFormation #&4x.

ZEREAMTIIRN SR, EFRERSBRERNME , ABRBEXHRENFE RN ENZITER.

FileSystemld

ZTHINE, CREBFEMFHBTENIHREN ID.
LowFreeDataStorageCapacityThreshold

TEHIAE, LGB EURNHREN LB FZRBENB I (% ) EEVRUTAEEESERE, &
FZRER , MEAERHBIENNHFRENEERERTE, S B HRKRRE , CloudFormation #&
WEEHITE N GiB AEE ZRi%E CloudWatch ,

LowFreeDataStorageCapacity ThresholdUnit
BRIAN %o A GIB NBNSHLULFFHIENEILLIEE
LowFreeDataStorageCapacityThreshold &4y,

AlarmModificationNotification

KINENR. WRIEENR” , WA LowFreeDataStorageCapacityThreshold B IZLEAHI
BN FEEIRFE PercentIncrease W{E,

f5lgn | HPercentIncreasei®iE} 20 B AlarmModificationNotification i& &
N, NTFEENFEAEENEHNH , LGB NENEEN ATAZEERE
(LowFreeDataStorageCapacityThreshold) &0 20%.

EmailAddress

TRINE, EE SNS TTHEAN R FERFibur , AR EFERBTERNEER.

Percentincrease

ZERMIAME. ALPFREFENEI LEEFREAENEE,
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https://s3.amazonaws.com/solution-references/fsx/DynamicScaling/IncreaseFSxSize.yaml
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£ FH B3 %82 Amazon CloudFormation

AR REEEFZE Amazon CloudFormation #4%k LA B 318 50 FSx for Windows File Server X4 & 4t
NEERE, PEUREER TN T ETR.

(® Note
KIELL AR IR REFEMX Amazon [RSHIKE. BXEZEE , FERBXREXERSHWEN
HAEETH.

EFE2B , BNKF P AAEELDBRELDIMER (LS VPC ) #1217 Amazon FSx X# R4t
# Amazon ID, Bx{A4|2E Amazon FSx BIRNEZEE |, SR REAER T Windows File
Server B9 Amazon FSx.

B3 B R BN IR T R

1. T #k IncreaseFSxSize Amazon CloudFormation 14k, BX<8l% CloudFormation H##&kHNWE ZE
B, #Z® (Amazon CloudFormation FAF#88) HHY7E Amazon CloudFormation 2%l & £ 6%
ik,

(® Note

Amazon FSx B BI{X1E4FE Amazon X a] ., E24M1E 8 A Amazon FSx 9 Amazon
WXEIBRER, BEXEZEEL , 5 (Amazon Web Services —fi&5ZE) H i
Amazon FSx i = FHEeE .

2. EEREMEREAGEET , AABNFHBEREMERT RNE,
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https://s3.amazonaws.com/solution-references/fsx/DynamicScaling/IncreaseFSxSize.yaml
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.amazonaws.cn/general/latest/gr/fsxn.html
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Specify stack details

Stack name

Stack name

FSxWindows-Dynamically-Increase-Storage-Capacity

Stack name can include letters (A-Z and a-z), numbers (0-9), and dashes (-).

Parameters

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

File System Parameters

FileSystemid
Amazon F5x file system ID

fs-0123456789abcdef0

Alarm Notification

LowFreeDataStorageCapacityThreshold
Low free data storage capacity threshold (GiB or %)

200

LowFreeDataStorageCapacityThresholdUnit
Specify the Storage Capacity threshold Unit (GiB or %)

GiB v
EmailAddress
The email address for alarm notification.

mmajor@example.com
Other parameters
AlarmModificationNotification
Would you like to adjust the percent increase for the next FSx storage increase event proportionate to the requested increase?

Yes v
Percentincrease
Provide the percent increase for File System Storage. This value should be between 10 and 100

30

Cancel Previous Next

A AR B R

NTSH  FERERNSBABRBEXHRENFERNEH#TER. REEET -5,
MABENBRARAFBNEMETRE , REEET -5,

NTE#H , FEEABABEBRARRE, SFTOEEHINERCE IAM BN N EEE,
pridegnlfe PON-IIE gy Lo g8

N o o bk~ ow

HRENEFRRE
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&0 LATE Amazon CloudFormation 12 &I & #) “RZA” SR EFHRIWIRES., BNIZEKXKA 5 78HRNEFR
CREATE_COMPLETE X%,

ERTHER

RS , BULUERERNERA NSHREMHE , NONEHRITEH. BEXEZER , 55H
{Amazon CloudFormation FiFi§R) HHYEEF K,

SE#T FSx for Windows X # RSy 7k 8
LU HDD 28 XA R TR BB S (£ SSD 7. T LUER Amazon FSx 12414

Amazon CLI, = Amazon FSx API| RERNHRENFMHER K MUTIEMR. BXEZER | 15
SR EBNHREFEMER,

EMXHRENFHRE (2F8)

1.  3TF Amazon FSx ##|& , ik, https://console.aws.amazon.com/fsx/
2. SMEIXHRE  AREERERNEEHEFHEEL Windows XHRSK,

3. ERET , EBREFEMRD, NE  EREERE , B HOD FANEHHE, RHFERE
FAEERBED,

4. WNTAREFHEEKRE , &% SSD, EEEH , B EFREXEEN.

BRI EREFI AN CLI R ERRENETHE.

EMNXHRENFMRE (CLI)

EFEHEATF Windows File Server X R SH FSx WEMEER | B A update-file-sy ste Amazon
CLIm@f. REUNTSH

e ¥ --file-system-id IRERBEEHHXHERSEM 1D,
« ¥ --storage-type REN SSD, FoiEM SSD FEXRE YR HDD FEXRE,
BRI LAE A d escribe-file-systems Amazon CLI ip S B EHHE, EHED , &%

administrative-actions,

EXEZEER , {52 AdministrativeAction,

e S

ok
e
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-direct.html
https://console.amazonaws.cn/fsx/
https://docs.amazonaws.cn/cli/latest/reference/fsx/update-file-system.html
https://docs.amazonaws.cn/cli/latest/reference/fsx/update-file-system.html
https://docs.amazonaws.cn/cli/latest/reference/fsx/describe-file-systems.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_AdministrativeAction.html
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S M S FF kv
R EERBERN

FXHRENFEEEM HDD EF R SSD FiE/a , BAILAER Amazon FSx #4#|A. = API 52
HREEHNWHEE | WA TIREFTR, Amazon CLI

HEEFEPEREXHRGEERMR

EXHREZFAEEEONERERN £ , BANEEEMENLEN 10 MIEEH.
NTFEREEN , AUEFUATER.

ERTRE

AREVE N R EL,
B #r{E

SSD

L7

HAEFRS. T E#ELBEH , WENENT :
o 1S4 — Amazon FSx EWBIEFHFKR , BEARFBRAE,
« [EEHITH - Amazon FSx [EfEANBEHER,

- BE#H ; EEMIL - SSD FRMETHTEARE, EMFEACERH ; EERILRE , 2R
DBEEFE/LAIE , ELHBE |, RBUREN SRS T HDD M SSD ziHl, EFRETK
fa , #¥i#Y SSD MR A A FZIMAME A,

- BREMK - FRREEHRBITHK.

« KM - FRREEHAN. ZFEHE (?7) IEFFHAFE.

HEBDL
UERB D ENERE R EHEICRENHE,
18 3R B [H]

Amazon FSx W EIE FREFERATE,

5 IS E#T Amazon CLI 1 API

IBALAE A describe-fil e-systems Amazon CLI as 5 #l API IREEF MK EXH R
SGEHEBEHRBER, DescribeFileSystemsAdministrativeActions ZAFIHE
MERREREMN 10 N EHIBRME. EINXHFRSEHN SSD IOPS B, 2EKFH N
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https://docs.amazonaws.cn/cli/latest/reference/fsx/describe-file-systems.html
https://docs.amazonaws.cn/cli/latest/reference/fsx/describe-file-systems.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystems.html
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AdministrativeActions : FILE_SYSTEM_UPDATE #&4E®1 STORAGE_TYPE_OPTIMIZATION ##
&,

B X RER SSD I0OPS

I FEET SSD F#HM RS , MAERE SSD IOPS MR BIRE T 344 R 55 A0 M BE 2 SR BB AE AN
BREABEALREN /0 TRANEAE K MARENRBEAZEINHRIE, EAIUAFERAT S FSx 3
A. Amazon CLIZ, Amazon FSx APl Ef X RGMWESER IOPS , MM TR, BXRERE

SSDIOPS lWEZEE |, i85 H EE SSD IOPS,

T X4 RS SSD I0PS (1A )

1. ¥TFF Amazon FSx ###l& , Wik, https://console.aws.amazon.com/fsx/
2. SMBIXHRSE , REEFEZEEFH SSD IOPS B Windows XH R4,

3. HEET , &EEH SSDIOPS, HE , EREBERSP , BFEEHER SSD IOPS FIIWE
Rd, /ST FFERH IOPS MEEER,

4. XNF “EX", %F “B3)” HUser-provisioned, MREEFBHZ , Amazon FSx & B3I & HI X4
REATMES GiB FAE 3 I0PS, MREEE User-provisioned , & A 96—400,000 SEE R
EEEH,

5. &BREFH , BETEMN SSD IOPS EXf,
ALBSNHREFACEETNENENEM FREZEERHE,

o

EH X RZM SSD IOPS ( CLI)

EF# FSx for Windows File Server X# 3 4i#9 SSD IOPS , /A --windows-configuration
DiskIopsConfiguration B, LLE%HE Iops # Mode ANSH :

- MREBETEESESR IOPS WHKE , EFEMAIops=number_of_IOPS , TEX#FH Amazon XiF
FIMode=USER_PROVISIONEDHH %} 400,000,

- WMREFE Amazon FSx B3RS SSD IOPS , &£ Mode=AUTOMATIC , EXEfHA Iops &
. Amazon FSx 2 BN XA RS LBz 4 S GiB FEAE 3 4 SSD IOPS , EXHFHXiFH
B Z [ {R¥% 400,000 4 IOPS, Amazon

& LAME A d escribe-file-systems Amazon CLI is SIS EHHE, EhadTd &K
administrative-actions,

EXEZEER , 1§55 AdministrativeAction,
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https://console.amazonaws.cn/fsx/
https://docs.amazonaws.cn/cli/latest/reference/fsx/describe-file-systems.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_AdministrativeAction.html
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HEEFER SSD IOPS E#T

EMXHREMTEE SSD IOPS /5 , &AILAEA Amazon FSx ##|&., F API SEESER
IOPS E#THY3# E Amazon CLI , IILA TS 2R,

RS B PR R ERT
ENHREFACEEEONEFLERFF , EULEESHEREEN 10 NMRIEEH.
BXRTNER SSD IOPS E# , BAILEBLUTEE.
ERTRE
AT ERIE R IOPS # XA SSD I0PS,
B~ E
FXHRER IOPS XM SSD I0PS EH# A FrE R EH.
RS

UETEFIRA. X F SSD IOPS E#7 , ATHEMEMT :

o {FAE - Amazon FSx ERBIEFHIER , BRI KRIFHRLE,

« IEfE#ITH — Amazon FSx IEFEAEBEFHiER,

- BEH ; EEMRIL - 10PS A AR T IEARNBEARE, ENERHACEH ; EER
LIRAS |, RSB ERE AN, EHEIE |, THEASIEEREN I0PS KIFHFIHEKBIA
MRFZE. EFRETHRE , FH I0PS HEEEN T A FRERFAE A,

« B - SSD IOPS E#H K INEK.

« K -SSD IOPS B 4kM, EBEE (?) TEEXRTEHAEEFNAMERMNIFAEE.

HEBFS L

LUERBEDENEREREEECRENHE,
& 3R At [H]

Amazon FSx W E|E #Fig /& R,

£ S = E 3 Amazon CLI F1 API

BAILAE A d escribe-file-systems @ 5 Al API R1EEF #1244 % % Amazon CLI
SSD IOPS E#ER, DescribeFileSystemsAdministrativeActions BA%HE

WEMER SSD IOPS E# 239


https://docs.amazonaws.cn/cli/latest/reference/fsx/describe-file-systems.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystems.html

& AT Windows File Server 8 Amazon FSx

Windows P #5

FhERIRERTMN 10 NRIEEFIRE, EWINXHRSER SSD IOPS B , 2B
AdministrativeActions : FILE_SYSTEM_UPDATE ##4Ef IOPS_OPTIMIZATION #1E,

B E S BUENIER

O] LAEF Amazon FSx CLI REEB X H RS EE HIFEMRIZE |

LAMETE £# 17122 PowerShell

B, BXELMER Amazon FSx CLI iEE BN E Z{EE PowerShell , 5/, {#H Amazon FSx

CLI PowerShell

UTRAATESERERNRNGS.

ESHEMRE S

Enable-FSxDedup

Disable-FSxDedup

Get-FSxDedupConfiguration

Set-FSxDedupConfiguration

Get-FSxDedupStatus

Get-FSxDedupMetadata
Update-FSxDedupStatus

Measure-FSxDedupFi
leMetadata

Get-FSxDedupSchedule

New-FSxDedupSchedule

5B

EXHHAZ LERESHENR. B AESHRERRS , RE2
MANEEEREMREE RBEES.

EXHHE L ERE S BIER R

REESHEMNRNEERS , SHEATRICHE /X4 KN
HABR., EARIRE LK BHEBRAY SR B 4R,

EREEHEMRNEERE , SHEATRICNHE N XHERDH
HABR, EARIRE AR BHEBREY SR B 4R,

BRREEHENRRS , ACSEBRXHRENL T EENR
SHREEE. il ARXHRE E&RE—NESBERBRE
Al B9 SERCRZS 0

BREE BEM RV TRIE,
HENRZEHENEERENGRTEERER.

HEMOREN R —AXHREERBEXHRSE LERNEER
=R, XMHTBEEIEEEMNHERAZNHER  EEHE
T BR 51 B2 it 5 H R LE R A 45 R Y e — BdE AR

RRIE 2 E X WESHER BRIT .
IR B E XL EE BIEM BRI

EEESBEMER
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ESHERBRSS i 88
Set-FSxDedupSchedule BEUOEESRERRITINEERE,

Remove-FSxDedupSchedule il BRE & ZxIEMIBRIT X,

Get-FSxDedupJob FREUFRE 4 81 IEE TR0 1T S HERA B B & SR AE I BRAE L B IR S B
Stop-FSxDedupJob BUE — /N ZMNMEER E S AR BR A,

BN SHBRNEDPHRHEMETSEINSEER. EHRLAER , BT822 HWws , flw
Enable-FSxDedup -7,

5 R B & BRI B

BRI L MERA & Enable-FSxDedup & F Windows File Server B Amazon FSx XHHZE LFH
BEEHEMR , TR

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {Enable-FsxDedup }

BRESHENRE  REFIBZKATINEE, SUNERULTHTE, SRRt ME
B,

A LAE A @S Disable-FSxDedup EXHRE L2 A EE HIEMR.

B2 5 8 HIEM BRIt X
REERSHER T BRINITRIEEEBIZITRIF , BEALUER New-FsxDedupSchedule #5822 #

MEEBEMERITR , MTAR. EEBIEMERITRIRER UTC BFE,

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.coxrp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {

New-FSxDedupSchedule -Name "CustomOptimization" -Type Optimization -Days Mon,Wed,Sat -
Start 08:00 -DurationHours 7

}

@ HatlEZ -8 CustomOptimization WitXl , ZITXIFEEHR—. EH=FEHRSET,
BXR L 8:00 (UTC ) FFtaEll , &KFEatE N 7 /Mat |, BIRSEMERTRIZIT ST EFL,
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FER, (BTN EELESHENRELITMFALBESZIMERABTHIINTR. ZRRAENEEHK
ERBRES <8, BURFEZZERATTEMNIRIAEL,

A LAE A Set-FsxDedupSchedule i T 2EARINNEEKRTFEMRBRITR , W TR,

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com
-ConfigurationName FSxRemoteAdmin -ScriptBlock {Set-FSxDedupSchedule -Name
“BackgroundOptimization” -Enabled $false}

& T LAE A Remove-FSxDedupSchedule -Name "ScheduleName" @5l Bk E & EdEMIBR it %o
BEE , BT EERHMBRERIA BackgroundOptimization EEHEMIRITR , FIAEEGHE
Ao

18 U E & BIEMI BRIT X

&R LAEA Set-FsxDedupSchedule XM AN EE BEMERIT R , M TR,

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {
Set-FSxDedupSchedule -Name "CustomOptimization" -Type Optimization -Days
Mon, Tues,Wed,Sat -Start 09:00 -DurationHours 9
}

SN NERN CustomOptimization IHtXMER N EEH —ZEEM=URERNET , BRLF
9:00 (UTC ) FFeaEL , sxk&FLEatAn 9 /Mat , BIEIERTERIZET B IEEL,

EEMCREZAESHE N XHER , A Set-FSxDedupConfiguration #Ho
EETENZRE
EEFENZTEEHEMBRT BNEZTRE | iB5FH Get-FSxDedupStatus &% , M FAFRo.

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FsxRemoteAdmin -ScriptBlock {

Get-FSxDedupStatus } | select
OptimizedFilesCount,OptimizedFilesSize,SavedSpace,OptimizedFilesSavingsRate

OptimizedFilesCount OptimizedFilesSize SavedSpace OptimizedFilesSavingsRate

12587 31163594 25944826 83
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® Note

WP ERNATSENETASRE , EFRFEAXLE . B2 FreeSpace, UsedSpace
UnoptimizedSize. # SavingsRate,

B ERIEMERFLEE

(A LT {5 B A8 B HE S I B L A B S R PR AN 7 2 — A R LR
)

- EEWEM B TR

- ESHERRESIMREN O
« MBRX A, RS LRV ZERRERER

EEHEMRTEER
EEFEEEHEMBRANYENIRS , HiE17Get-FSxDedupStatus PowerShell n S A EBERHEEW

BERBRAELHTERS. MR -AHZMELXY , WNHERENTRFEREETRT2E M,
ESHERBRELAMHNEERLRRZAET R,

« Microsoft BilE 7S 1 TB HBHEHIEE 1GB HWHNE (REE 1 TB WBEHBIEELDE 350 MB #Y
M7 ) . EH Amazon FSx MEERRBEESNHRENBTLHENXRBENAEF , HEBRANERREZ N
BRENBRER D, MRTE  NEZRESXHRENEUHESD , FHFEES 1 TB BEHIERM 1
GB AEMER,

- EEREMBRELFEA Windows #HERERIA 25% AEFEIEEE , XEWENTEE 32GB AfF
WXHRE , 8GB IATEEHENK. NESRSTEEN (FAT -Memory S8 Set-
FSxDedupSchedule % ) . iFEE , NESERERKREARSHANESETRESFMX4REN
M8,

- BALBUESHERMBRELNEE , BRENFERE, Fla0, AT LUFLICBR IR & X E X4
RARXHREZET , RERERICH RN G R DR, RIDEBICEESKRERRELEENE
XHRGEAH RPN ERBEEZET,

MREEHEMEBRELZBERBHNETK , Al HE, EAEFEE RN KISFENE | W
EREEBIEMERITX AR,
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https://docs.microsoft.com/en-us/windows-server/storage/data-deduplication/install-enable#faq
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MREEHEMERELELZAVRTRENE , HEERBRXHRE ENBIERETEL , BLAFEHN
ESBERBRELTRFEEES R RTERBEREI TR,

ESHERRESNRERN O

FWFEEEESEHEMRNXHRS , SavedSpace M OptimizedFilesSavingsRate BIEZ L
7 0,

EE#MLCERES , SERNNHRENTFREBEN , RS REXTMER. BN RGN 7
RER , Amazon FSx S EFEMATRHEUE LN ESHENREL  ZIESFHHBEMNB#HET
BEIE RN E, FRECELTRE , Amazon FSx FIREXHREMNES KT BR. BXEMF
RBABNFERALCNESER  FEREEFRETE.

MBRSCHFfE |, XA RS B RV 2R iE R

ESHERBRNTHTAR  IRNRNBERESHENRTEZENRAR , MAXHRE LW ZEH
KR EEENRERAELIZITES 2BK.

BARRS R , FitHRENERBRAEXHEYEETARERELRER, WREIBELTRE ,
SRR B WO R E D H RIRIRE . XE A AR REERUAREERTHRABTRHRNZEME,

BRUATSRFAREWRELIRENRN 5 54 EET.

1. ERTIREBATEEHREMR , 5#H Get-FSxDedupStatus 5. BXmmo & EH M H
WEZEER , BFSREETENZHE,

2. BREBEUTIERITVRERN R EBELENRER 5 2HRE1T.

$FiveMinutesFromNowUTC = ((get-date).AddMinutes(5)).ToUniversalTime()
$DayOfWeek = $FiveMinutesFromNowUTC.DayOfWeek
$Time = $FiveMinutesFromNowUTC.ToString("HH:mm")

Invoke-Command -ComputerName ${RPS_ENDPOINT} -ConfigurationName FSxRemoteAdmin -
ScriptBlock {

Set-FSxDedupSchedule -Name "WeeklyGarbageCollection" -Days $Using:DayOfWeek -
Start $Using:Time -DurationHours 9

}

3. HETHREWFELHABRRZERE , MitRERHFRKRE.
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D 50
£/ DFS fp & Z= 8l

DFS fi & ZE (A2 —11 Windows Server B2 , AT HTEARSSFLAREXHFRSEN—IHZ
NEEELNGBZEER, XIERATUNAFPREREXHRNENIE , SAXHREHHNXHES
BARZEATRE  MTEATR. BTEENSE —BSAMAXGRENXELZiHESN

£/ DFS #5 & 2818 7 £ FSx for Windows File Server X##-Z& & 94

A LAfE A Microsoft B9 %0 i RN X4 R 4t (DFS) & ZE [BIfF 24 FSx for Windows File Server X3R4
TR XHRESER —NNHE R EMH B ZEE, FH DFS HARZEE , BANNAEXHHES
WXHEETEEENYHRENRRFHEBE 64 TB) 2\ , BETEHKRE PB. AT NERNME
% FSx for Windows File Server X#+ % 4: L% & DFS & ZEH,

DFS 5% ZE B 2 — T Windows Server Bk , A TFHFTERSSF LR EXHRSEARN—1HZ
NBEEWILNHEZEER, IERATUNAFREASZSHROELDNE , 2NNHREHHSHEY
BARZEATRE  MTEATR. RTEENSE —BSAMAXGRENXELZiHEN

FS}g

Name: erver 1 nespace Server
(A ance) EC2 instance)
\Ws-012345678%abedet

Wexample.com\corp .example.comifinance

I FSXa

Ws-9876543210fedcba. example.comimarketing

r‘l ‘ \marketing
O X
[— ‘\sales 7 Q
Clients \Ws-abedef0123456789.example.com\sales
{Amazen EC2 instances)

FSXa

76543210.example.com\home

BXfER DFS tp & ZEX &R T FSx for Windows X HREHITOEN D TIRE | ES0H F2 /)
REDARBANBEZEEF,

BE D FRS MR

Amazon FSx for Windows File Server x5 Microsoft 2 X X#H X% ( DFS ) . B ER DFS
WEEE , BALNXHBIES B Z Amazon FSx XA RS , N\ BiAE ( BIFIEIRMEA )
LA 1/O-intensive &b B TR, BN , BMATUELARGEED TAOMARFENSGE —UE, LiF
RARSIEIXHBEINS AR PNBREEDR S F , AEBEE#HETRENXHRER, NSANEHTH
B SR AR Y R RR W BUB N AT IR B AIX L5 Fr SkRSEH S K F 8

fEF DFS @& 28 (8] 245
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EULAEA P RENEERSREMSH DFS an A Z A FHTHIED H LUER Y B4 EE% 4 FSx for
Windows File Server X 4R 5 By B 3E 81 5 — 2 BL XY BUIEHY read/write 15 R APR o

HENXHRED AT RN B ERF

EHEEP  BFERIHEZRRFSHELUBRENETHW G A ZE (example. com\corp) , A&
?F%/\ FSx for Windows X# R4 (W%, E4H. $HE. home_directories ) L F#EHIXHHE, &

RANEGEZER FRENNXHLRE , SIAHEERUER SN TAFEERQZEET LA
FSx for Windows X#HRELHHE, XEAFFECEAAETREZEXRBEXGFLE , MAXHREE
NHHEENEN MG REIEE DNS & #.

® Note
To &SRS Amazon FSx i in%E| DFS HERERMR B F.

REMXHREDAER - DFS iR ZEH

1. WMREERIZIT DFS B ZRRSESE , MAUUERALREERE —X S E AR DFS & 2=
fR%25. DFSN-servers.template Amazon CloudFormation < #]# Amazon CloudFormation 3£
KN EZELR , 25 (Amazon CloudFormation AF$§R) HHIFE Amazon CloudFormation 32
Hl& £ AR,

2. Ll Amazon éﬁﬂ’]‘“ﬁméﬂﬂlﬂﬁﬁ?ﬂ’]%ﬁLEﬂEL FHEZH DFS i B ZEBRFE/Z—H B
XIFEHEER , 525 (Amazon EC2 AF#E®) FH Connecting to Your Windows Instance,

3. BYITFRIETIF DFS EEEZH G, THATBKE , RFBIT dfsmgmt.msc, LERERITI
DFS Management GUI T &,

4. HOERBRAE, FRAZE , WALNRS[/EINE— DFS h R ZERSJ[HITENER
RBIRET—F,

5, EEMPRMALELENWAZE (HIHcorp) .
6. GEREFERE , AGRFEEHFERREMUNER. EET—F

7. REFEFERIADomain-based a5 & ZE[EIEIN |, EF “/F B Windows Server 2008 #&3" i1 , RfE
‘R CT—%,

(® Note
“Windows Server 2008 1 =" 2 fin & Z= 8] 19 F 37 A %101,

WXARGABE— BB ZR T e


https://solution-references.s3.amazonaws.com/fsx/dfs/setup-DFSN-servers.template
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html

% AT Windows File Server #) Amazon FSx Windows fi & 57
8. REWDBZHMNIRE K RFEEFECIE,

9. ESMEMNGEZETERMUENGEZHE  ERRE , REEEHFMNG B 2R KSR,

10. ERBZRRFSR/PRMALECEINE=/ DFS B ZH RS F[NITEN B,

1. EREFEBIRE A AERFEENFRREMANNR , RELEEHEE,

12. ITFFRINIGIZZMNGEZRN LT (A8 2E ) F8 |, EBRHFXHR , BAXGRER (B,
EEZMFIER finance ) , RAEERBREE,

13. EXHRBERBEFL UNC BRBALBHE DFS B ERINHREENXHERLZN DNS B4
( 5130 \\fs-0123456789abcdef@.example.com\finance ) , REEREE,

14, MREHAEFREFE :

a. EERHIITOE
b. ERIEBHAZXERE RN IRE,
c. ERIAXMR , HiE DS FRIB—NHIXMHRK , REEEHEE,
d. REMNNHAENER , RAREEEE.
15. M XHRNFES  EREE, LREFEREZE T IR XX,
16. NEAZIHEEGEZH THEAXHREEREEM TR,

£/ DFS s B ZRFITHIED F B QY EHEaE

LT IR RHES B Amazon FSx L83 DFS RG RUSKIEEY BIEsE. HLRAIP |, F6&

Hcorpmn B ERHNBBRFZBINFHITOFo BITEXM ‘A-F'. “G-M" M “N-2” BIFEEREAYI X4

HEh, RFGERE, /0 KDM /O BEERX , BN ZREMAUSKESRES IR E 2B

BEHRTOR. BER-METNEANMEXHREZE 10 BI2 BN D FAE. Hidlk , S
ZRERZIFZE 5 FIMNXHHENKE PBNFREE.

f£F DFS & ZE#THIED F UEE T B 247
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)4

Namespace Server 1 Namespace Server 2
(Amazon EC2 instance) (Amazon EC2 instance)

FSxa

\\example.com\corp Ws-012345678%abcedef.example.com\A-F

- FE M
A0
| L—| —\G-M Ws-9876543210abcdef.example.com\G-M

L L e

Clients
(Amazon EC2 instances) F \(
S/ 0

\\fs-abcdef0123456789.example.com\N-Z

RE DFS tn BZ=EAERY B iEsE

1.

WMREE KRIZIT DFS B Z R RS , WALERZEZERE —NSE AN DFS th & ZH
fR%-28, DFSN-servers.template Amazon CloudFormation < #]# Amazon CloudFormation 3
KHNEZELR , 21 (Amazon CloudFormation AF$§R) HMIFE Amazon CloudFormation 3%
H & Lo,

LA Amazon ZERMNEBREAFAFNESMERIEL—SPEHN DFS mEBZHRFE/Z— B
RIEFEHEER , 25 (Amazon EC2 AF#E®) F K Connecting to Your Windows Instance,

6] DFS BB ZFE, FIFFTFHEEE , REIZ1T dfsmgmt.msc. LIRIERFITFF DFS
Management GUI T &,

MRERRE, FHEZH  WABNRSHFEINE— DFS B ZRRSR[IITENEH |
RBIEET —

EEMPRACECENGERZE (B corp ) -
ﬁ?*ﬁ?ﬂlx ,%F*EE1§E’J$—R E*Er*ﬂpﬂo ﬁj::FT i":o

R¥Fi% A BRiADomain-based @& Z=EEIEIN |, & A “/F A Windows Server 2008 X" i1 , A/
ﬁj:* -F_i o

@ Note
“Windows Server 2008 # =" 2 75 & Z= 18] B9 & 1 7] %I,

REGEZRNRE , ATEEFEE,
ESMENTBEZRATERFUENGEZHE , BEFRE  AREEFMNGEZH KSR,
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https://s3.amazonaws.com/solution-references/fsx/dfs/setup-DFSN-servers.template
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html

& AT Windows File Server ¥ Amazon FSx Windows f FER
10. ETMBTZRRSBAHMALZRCBHNE - DFS oA = H RS ITEN AR,
1. EREERE K AERELNERZEMNNER , AEEFHEE,

12. IFARIRIGIEZNGEZEN ETY (ARET ) X8, BEFXHX , WAE-INDAHXHRE
BBl BFERE A-F) |, REEFERM,.

13. FEXHFBFREERPLL UNC 3 ( H10 \\fs-0123456789abcdef@.example.com\A-F ) &
ARELL D FH XL ZH DNS BF , AEERBEE,

14. MRAZFERE :

a. EBRRHTOE.

b. FEMIBRHAZXEEPIEZEIK,

ERIAE XK |, H1E DS FRIE— MR, RARERAE,
REANHEZNR , REEREE,

15. RECRDFRMXHREIR , ETRERBEE,

16. NEFMEERGEZANHMI A EEHEENTR,

o o

EEAMRE

B LRER R B MR EXHRENBEREED , UEETEHEME. FHEENRBRERE FSx for Windows
File Server M RGN X HRFB|REABFEARZEN —IMREER, EENEHERFIESTFRESHNE
/0 BELR (IOPS) MIEANNHRFZH/EFTRE, AXREZELR , BZH FSx for Windows File

Server M 8E,

F&

- FHEBY ENEELRN
« HEMHERELEED
- BREHEE

- BERFEHENER

AHEY BINEHFELN

LIMEUXHRENELEE DR , Amazon FSx 2@EE AN XHREN X HRSH[VBRATHEESR
BEABRSEHE. T Multi-AZ XHRE |, HREIFHXHRSSELME B HEEBINREIRE , ™
Amazon FSx VIR EIEX 4RSI H RS8R, Single-AZ THEMHBEY BHBI YR X 4IRS
B, MMRERENLTHAFTTH. ENXHRETUFERAFTNELHELIERS , RepZKERSEH,

EEEMRED 249
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® Note

EEREF REYR , REER ( SENERHEINER ) ARSKHIER, 4FRFLKSH
BERAAL B R SIE N T AE,

X F Multi-AZ X#HRE , EHREBY RESBAFIHERBNMWERE , M Amazon FSx SR EE
M BRSS SR M HH B XA ARSS BR . EXXMFIRS BRI (EEHEENT B, XHERSEF MiTRISARS
RETHIEIRE ) | MHERENFEFEREM AR RV MRS FHTLE, SERBTHRSRIR
E LR, FSx for Windows & {TEFEH ML , SAHEREIER 5 B ERAYET X4 IRS 25,

FSx for Windows EERARE#BOXMEHRERLS FHINNARFMAFNEE, B2 , EFNESH
BERELSKREE, XEWRE , MEIR— Do HEHRTTEN , B URFEERDS KRHIE,
b, EMRASELEFRBRTHREEFRE , CERATXHRGE LBEERNMER, WRENTERR
BEAEKX IOPS-heavy , #ERLSIEAEFERERAE , FEFEFIIIERRE IR,

BHXHREELBRSAKTA , EATHERRERIHFENE , RNBUSEXHREAHZ D

VR BRERELRED, BRINERBUBRNHEREEFTEBNELED , TXEBHETEAENT
E,CEBETELSEL  UEEHRERSHFENE, &5 , BNBWEXHRGEARR /PN K
BEE B R,

HIE (B & A A AL BE

Amazon FSx 5L G# &K CloudWatch , SRR MEXHRENBFESHEFA KT, BRTXHR
SGNBEHRED, FTHRAENTFHERIN , BUNBEIXHRERZHERE ( FHLEM IOPS ) BEBURT
BEIEATNEL. B LEA CloudWatch EEFRRAEEE XML LEE LIRS M. BXESE
B, &2 #H Amazon #1753 CloudWatch,

FSx for Windows File Server 123 Z#h FSx #=H| A X4 RS FIE R EA WML EH ERA X
HRSHIEPRE CloudWatch IREMEEEIR, XEBREEUHENURATUMNERSEFHEIPZ RN EHM
HREIEN. BXEZER 5 HeeES5MEY,

AXHREEBREBENELESD , TNEFEIEARNTHRE , EFETAMBEHERRAZEFE
XHRELEANESIINEE, flin , MREBEEETEELERR , NEERANFTHEE D LNIREZH
WAE , MERESZHENEHEZRESTEERERNR. WREEANRE FEIE , BEEHEE0EM
BEDATEAFETAARSEN =45 , LUER Windows Server BIBRE FRIAKR, BEXEZER , BSH
EHEEOX MR M,
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tE &L RE

BRI R BT 32 PTIR £ A Amazon FSx ##H&. Amazon Command Line Interface ( Amazon
CLI ) 2 Amazon FSx API , I8 SRR EXHRENETLEED,

ERXHERENFLED (£FE )

1. 3TFH Amazon FSx ##|& , ik, https://console.aws.amazon.com/fsx/
2. SMEIXHRE  AREEREEMMEAEMEE DK Windows XH RS,
3. TEREP, EBREHFTUHE,

RE , ERBERD , RRENHREETHEEDFZLNER,

LR R REFHFLENED,
4. MIIRPIEFEFHEDNHE,
5. BEREH , B FEHENER,

@ Note

Multi-AZ X REEEHEFULER AR TREDVRNBERE , FRxEAM, Single-
AZ EEFHBE , XHERESLET —BSFERENT AR,

6. WHMEXAHRGEAESNHENERNETF LBREMIEE,

BRI LAEA Amazon FSx #24|&. # API RSB EHHE, Amazon CLIEXEZEER | HSH
s ARHEE D EH.

R RENFLEED (CLI)

ERMSHEL X GRENELBE | i5F A update-file-sy Amazon CLI stem 9. REBUTSH :

« F --file-system-id RERNBEHMHXHREM 1D,

« J¥ ThroughputCapacity RENFIEE ; EXENR
8. 16, 32, 64, 128, 256, 512, 1024, 2048, 4608, 6144, 9216, 12288MBps,

&R LAER Amazon FSx 2l & . M API RIEZEEHH#E, Amazon CLIEXEZER , FSM Lz
AILEE D EH

ERELEE 251



https://console.amazonaws.cn/fsx/
https://docs.amazonaws.cn/cli/latest/reference/fsx/update-file-system.html

SEFTF Windows File Server #9 Amazon FSx Windows f 8/
BRAMEE D ER

Al LA{EF Amazon FSx #2414 . API fl Amazon CLINS = EM 8 HISHE,

EEHAPEEELEIER
EXHREFAEEEONETETFF , EUNEESHENREXREN 10 MRIEFEFIRE,

Updates

1 &
Update type Target value Status Progress % Request time 'y
Storage capacity 154 @ Completed - 2020-05-22T712:14:58-04:00
Throughput capacity 64 @ Completed - 2020-05-22T712:14:50-04:00
Throughput capacity 128 @ Completed - 2020-05-21T13:55:58-04:00
Storage capacity 140 @ Completed - 2020-05-21T13:55:30-04:00
Storage capacity 122 @ Completed - 2020-05-18T11:36:33-04:00

BRLUEREXTELRIENRENATESR.
ERTRE

AREREANFLREN.
B#rE

BERXHRENELRENIELNNAEE.

L7

LAEFRS, WTFEMEELEF , JeHINTE -
o F4E - Amazon FSx BWEIEHER |, B KRFFHRLE,
o IFfE#{TH — Amazon FSx EEAEBEHER,

« EF TRt — Amazon FSx EEFHIXHRSEHMLE /0, CPU MAEFERIR. FHREE /OMERER
SR ATEARE, SHEIURESEIHEE /0 HENT L —RIMNFRNZE |, ESERNT
HRETBLTHIRE,

- BREX - FHEEDEHERIT Ko
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c KW -FHELEHRAM, LRSS (?) IBEEXTEHEFHFAMERNFMER,
B R At

Amazon FSx YR E #i5 KAy et A o

fE A% E ek Amazon CLI F1 API

BT LAE A d escribe-file-systems CLI a5 #1 AP| BEEE MU BV HREEHEREBRE
K. DescribeFileSystemsAdministrativeActions A KSR ERRMEXREMN 10 MNEEF IR
. BUXHRENBERBEDR , 24K FILE_SYSTEM_UPDATE BB,

LTRRBIERT CLI &% describe-file-systems MMM R, XHREHNFHLEENS 8 MBps
BAR&EMEED S 256MBps.

"ThroughputCapacity": 8,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "PENDING",
"TargetFileSystemValues": {
"WindowsConfiguration": {
"ThroughputCapacity": 256
}
}
}

Amazon FSx BN TERAL B IZIRER |, RASHEN COMPLETED, XHRSGENAIEAMNEFLEE D , H
f£ ThroughputCapacity BMHER. MET CLI %% describe-file-systems 18 B 5 & PR

"ThroughputCapacity": 256,
"AdministrativeActions": [

{

BIREUROEH 253


https://docs.amazonaws.cn/cli/latest/reference/fsx/describe-file-systems.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystems.html
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"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "COMPLETED",
"TargetFileSystemValues": {
"WindowsConfiguration": {
"ThroughputCapacity": 256
}
}

MRFLENEHEXY , RSFERN FAILED B FailureDetails BEHLERXTRAMMBE
Bo ARNAMBERITREHENEE , SR FEIELEED EHM LK.

S LR
#13 FSx for Windows X R %Rt , SATISEMEZRXR | ZEBMLTM AU T ®RINZ— :

« IPv4 AT XHREERNERMIPARA 4 (IPv4 ) #HITEE.
« Dual-stack AW XHREEEAEBKMIMIARZA 6 (IPv6 ) M IPv4 B ITEE,

Ba U\ ERT D% FSx EIEiE4|A. Amazon CLI Amazon APl S — N $F A T E AR EXR
I A FSx for Windows X RSN MEERE, Amazon flin , MREN FRE R XF IPv4 1 IPv6 F
ft , WA LONIMAE XERGEMNRIREREH IPvd-only AXNRER |, AT UMK XHEREEFT N
IPv4-only

{52 I DR AR

MBHEEEM IPv6 FFImA 15 R FEE Amazon FSx XHRE | NINFERANGHEKRER, BN
1889 Amazon FSx X RAE BN ERANGHER T , BALUM IPv6 B HUR IPv4 B0, B—
Amazon VPC, B— VPC s/ Amazon Web Services M /= A ith [/ £& eh iy (8] S0 ST 3/ 3E . 41
m, EMEERENEANHEKRN Amazon FSx XHRSE , AILILE IPv4 BEFIHFFH IPv6 B i
7] 124 7 XU R 58 E B ST BRI

BRINER T , Amazon FSx #1 Amazon VPC £/ IPv4 Sut. Eit , ERER IPv6 B REH |
BRI R IEH VPC FFM % B Amazon-provided IPv6 F3€ Inter-Domain S8 F (CIDR) 3 , &G
T84 IPv6 5 Amazon FSx XHRGE—EEMH. BXH VPC BH IPv6 WEE , 2% (Amazon
Virtual Private Cloud A #§/) H# VPC 7N IPv6 25,

TR R R 254


https://docs.amazonaws.cn/vpc/latest/userguide/vpc-migrate-ipv6-add.html
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EXV {2 it

AT LAE R Amazon FSx ##|&. Amazon Command Line Interface ( Amazon CLI ) 2 Amazon
FSx APl {8 3 #+ RETRIM 2R H

ERAXNHREWMERE (248 )

1. 3¥TFF Amazon FSx ###l& , Wit 7, https://console.aws.amazon.com/fsx/
2. SMBINHRSG  RAREBRENHERMEREM FSx for Windows XRS5,

3. XNTHRE K GREHMMERE, HE  ENENLEERT , ERNHREHMEREZINE
H,

WEHFE REFMERBEO,
4. STTFPAEMMERRE | Fi%FE IPv4 = Dual-stacks

« MRIEFE IPVL , NEEEF—SEE.,
o WIRIER Dual-stack , MIEEX KRS imLUNFERD IPV6 #itSEE

« KM VPC 2L IPv6 thtSEE : Amazon FSx M VPC #J IPv6 CIDR S kiR A /Y /118
NP i ER X4 REH IS IPV6 #itSEE .

5. IEEEH.

BB HERENMELRE (CLI)

- EBUXHREMNMEERR | EFEA update-file- system CLI 5% ( UpdateFileSystemZ& 3 #Y
APl 4 ) , AR RBIFTRo

aws fsx update-file-system \
--file-system-id fs-0123456789abcdef0@ \
--network-type DUAL

N Amazon FSx FRMEIRZ

NEBEEEE X REMEAM FSx for Windows File Server &R , A LUES LN RN A ENER
PTEREBCHTHIE. HMEEREBUTRNA R Amazon BR#ITHE , fIMNERIE. FIEES
RRHTHE, XELEEMHEXENBRESRENQBRER - BUUBRES BRARERFRWIRSIRRE
RBZER. AREBNTBIREH 5B AR RIRE

B EEE 255


https://console.amazonaws.cn/fsx/
https://docs.amazonaws.cn/cli/latest/reference/fsx/update-file-system.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_UpdateFileSystem.html
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£

« FREEFHIR
« FRIZEH R IR
« RERF

« FRICHIBEATRAITRR

HEREDE L Amazon BIFRNRE, BMIEHIEE LN —MEN —NALEE.

REFEEREBUATEN AR Amazon BFE#HTHE | HlINRAIR, FIEERHERH1THE, Flu
AT LA K B FSx for Windows File Server X RS E X —AHRE | LREFEENZFIEEM
HER R Ao

BNEWEHNBERRRIUT —ERE , WERENEE, FA-4AEENKZE B8 BRNAE
ER, BAURFEBFNNFERRZMNFEETR. BXOAXEERNRFFCRENESER , 2
] Amazon BEH (irid&EREK) -

PREX Amazon FSx R BREMENEN , N HRBRFHHRTEN. B, FEFTEHDEEEM
TR B LMESIRENBRANE , &SRB R R RNARE, SRR ENERNZHNFRS
BRETRFHERANEE, MREFMOIRENESZRS LAERENERR  FNERRBERIRE,
ASRIEMIBRBR |, M2 RA P A ARt AR BR.

WMRIREAR R FSx for Windows File Server AP Amazon |, CL Amazon | 2 SDK , | a] LA A
TagResource API RERIFRZENATRERR. I, RERRBBEELETUECNERREN AR
BENRS, NMREZERFRUEZHENANRE , RELRERBFUELRE. X¥ETHRZELAQRTER
THWRR , EABRETHERE , IMMEARERHEF2IBEHARGFIENER, B ECIRNFIERER , &
TEEERFRUEEETEAEMREHAE, BEXATHAFECENFERENESZER , 5 &6
EIERPRFHRIEERHNNE.

PRI EH R IR

1A LABRIZ 8K P 2 17 FE /Y FSx for Windows File Server BiR, fR&EEHAKE Amazon FSx 4l
B, BUUFERAEXERRE LN RN FRARRERNARE, AI27 RN, ZUUNMATEEN S
P LA ECSI R XHRER N ASEERNRES, BEATERE SRS ERETALR | B
AR FSx for Windows File Server BRS & BEMIE L E L,

FREEAAIR 256


https://docs.amazonaws.cn/whitepapers/latest/tagging-best-practices/welcome.html
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3 F X iF1E I 2 AT # 4THRICBY FSx for Windows File Server API #4E , B8 LA TE IAM FRPRAET
HERRRENE , U AT EQRRIERRANAFMASREAEE ., ZHNRRMNIEFHELZE
EHNRYF - X2V ATENER , HitRHRREANTARETHRINERENREBLILEE
Mo AILAE BN SN RFHTRENRSG . SRS ERERIRIE , o7 U2 G R IR% E 5
RS RAE.

AN | SBIE T LAE IAM KEEHR T TagResource Hl UntagResource FSx for Windows File Server
API 2 4ERN A BRERR , MG A 7R IREBLEARLRNE,

BXAFIERBEUETIIRNESER , H25H (Amazon Billing AFIERE) PHFER KA D ERE,
Fr 2 BR
THERERT RIHERRH -

- BAINRBHHREHLR : 50

s NFEMNER , BIMZIRBUARE—N , HEBIMERBABEE - ME.

. ZRRFEHKE-128 1 Unicode FHFFE UTF-8

« ZAREKE-256 1 Unicode Z&F1E UTF-8

* FSx for Windows File Server #rZ A ERANFHR : TARTHNFE, BHFNMZRK UTF-8, UK
LUTZR: += _/@o

- RERNEX D KINE,

« Zaws: HIBREREH Amazon FH. MREMILEETEUGER , WAL EZREZHRSHEDS
BH. BF aws: BBNHRZET I ABNRRNIREZIRH,

BB SR BRE R , MATIEERFIRRRF. fla0 , EMEREER AN DeleteMe B
REERICHNH RS |, BTN DeleteFileSystem RIESXHRENRBEFMREF (10
fs-1234567890abcdef0 ) &,

VBN ANHBRERRAZTHBERINMEZN |, BoENRZSUEEER Amazon Web Services kP ; HAtb
Amazon Web Services Ik A AT ZIHRIXLERE, ENHERRHTETRENIHEES 5
MNHZRFE Amazon Web Services I 4910 B B © IR & SRIZ &3 E IR 5 AR

PRIC R IR E RN R

BXREQIENFRIE Amazon FSx BRIEFIERBRNESFELR , BSRAELEIEFT R FIRIC R RN
BR. BRIMMTE IAM K AIRZSREIX Amazon FSx BRMNIFENBRNEZEE , HSRERARK
LR HIXF Amazon FSx BIRHY 5 [E) PR
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FERAEH XH RS Amazon CLI

BAUEAREGPNIREFT =R, X TXHREPUTEHMNMEHMTER , BUUNEFE
WATE IR, XEIBBIREBELRMITEN L Amazon CLI ZEHEEBT. AXELZELR , E3H
{Amazon Command Line Interface A {EF) PHLENAE.

AutomaticBackupRetentionDays— B H X H R SR E B R0 RE.

DailyAutomaticBackupStartTime— & F#EB X BB HE OFHHEtE , Ui R (UTC) &
Ro REAMZIEERBEFFHEN 30 248, WNBETESERALFPRANEES,

WeeklyMaintenanceStartTime— — AP EFEL PRI RNETE, £ 1 X2EH— , F2XEE
Hi— | kb3, BRI MIZIEERBIFAN 30 240, KNBRTAESEREIEZHNRES,

LTS8 7 an{al £ - Amazon CLIEFI X R4,

EHMXHREN B R RERK

1. EXRiEHN LT AR RFRL K,
2. BITUAT@HS , FXHRE ID BRANEHXHREN ID AR BFZHHRERE

aws fsx update-file-system --file-system-id fs-0123456789abcdef® --windows-
configuration AutomaticBackupRetentionDays=30

EHMXHRENETHFHER

1. EXRIHEN LT AR TRRFRL K,
2. BITUT®T , BXHRSE D BN ENXHRER D, FHRFadE RN e BRI BT E,

aws fsx update-file-system --file-system-id fs-0123456789abcdef@ --windows-
configuration DailyAutomaticBackupStartTime=01:00

EMNHRENFEET TR

1. EXRIHEN LT FaSRRIFHL iR,
2. BITUT®S , FXHRSE D BRNEXHREN D, H1F B MR 07 ot ERIT iRV E.
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aws fsx update-file-system --file-system-id fs-0123456789abcdef® --windows-
configuration WeeklyMaintenanceStartTime=1:01:30
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BEZAD, £FRIANITXE HREAF ERV RS

BRTES B EFNNHREBERBREFAMZI , Amazon FSx ENERM T LATGERD |, FHFEhE#H
—SRPEREXMFRE EBIE

« R4 Amazon FSx %1385 % B &1 Amazon FSx FIVE B RBMERAE R,

« Amazon Backup Amazon FSx X RGN &M =R =iw M At Amazon REWEFRX BB ERS
RN—E5

- AP ANEE Windows & F BIZAR B MARUE S 4 B S @I o 3041k 8 B B B RR A< 5K LR SRR AR

« Amazon DataSync &1t XI¥ Amazon FSx X4 REEHIEE M XHRETREBBERF MRE.

£

- FRAZORPENBIE.

- FRAEFRIARYENEKIE

- EAITXIE# Amazon DataSync

£ F & DRI &R BIR

Al LU E B & 10 X R4 SRR FSx for Windows File Server X %4t LI E#E. Amazon FSx 12
MTROXHRENZNED, BUUEASHEIROHITERRZN . EUTUBRN X 4RE#HTH
FRZINEHR. EHHLL Amazon Backup FFE A Amazon BREF R ERSE RN —Z0, XL
ZRBRERETHEREEEEZEF. LEMEAKER,

BINBYWEFERAXHRERINEANESBEB31Z% , HEH Amazon Backup EHREMHBRA R
Amazon Web Services 855, Amazon Backup A FEEEEEFRRME (flwm , — K, BRAEE
%R ) MR BHNHAZ BT,

f&Bh Amazon FSx , M EBEXHRGE—HE., SRFAMNEEM. SN0 ITSEQET MG
RENFENMERS , NMBERZE R XH RSN B RREB, NBRXEFRSE —B1E , Amazon
FSx £ Microsoft Windows FHI B EHIRS (VSS ) » NARSHAM , Amazon FSx £ Amazon
Simple Storage Service ( Amazon S3 ) H1Ff&E &%,

ZRERASHEBIRDERAFEHINBZMIIEELR , Amazon FSx R HMREBERH . XEWKEN
REESRHBORERNNHRERE. ATEZFEFRE  IFEARE®RREEIEZ DI ENEE
MBI,
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EROEBPHENIER , 76 /10 TRELKEEEEE TRk , BESEE/LPHM. BT VSS BFH
EMEZHGMEEENEANRRIFEEE /0, it , MREHNITEARBVEREBEARE , N
=B JERE K () DataWriteOperations,. AZHKELAFNNARFEHSEREW /0 EiE
FEZAXME 1/0 F. NARFNBREENBBRERNREMAE , EABRTHEEES X,

ERNHREVERD R —FREXR , WA EERT Windows File Server B Amazon FSx 3 X
HREWITHES, Amazon FSx EMEM T HREENZHREMENER, £H Amazon FSx &3
FEME  KiLROUERD. EHEN. NBFOTERNHREERRBRES, FIE K EEFEIX
HREZHNERER  SEESAZBERONNEASAETHREN KRS,

£}

- FASBEEAFHED

- FRAAFEFED

« {8 Amazon Backup & f I 3% FSx

- EFl%H

- FEOEREH MRS

- SIBRAFEHED

o« MER=Z 4D

- BHKRND

- B-KFAEHIZH

- FEOEREH MRS

ERSEB3Z0

BMINBERT , Amazon FSx IABR B R MR NH RS, XEFR AR HELCIBRNHRENEMYN
BHRZONRART, EEESEZMRE , RNBUENEANHRENNARFERE -RXPLER
BITRIE 2 AN G ERE. RIEBVUERLEF R IANZ IR , RN MRIFE®T XRG4
¥, WA g AR T EH &,

BREAFBNARE—EREE , MAREH., £ Amazon FSx 24|58 helZ X4 RE5 |, BIAWE AR
B R DFEHIN 30 K. Amazon FSx APl 1 CLI BVEBRIARZBHIFRE. S LU REZEHIEE R 0 2
90 K2 [H, FMREBHIEEN 0 (T ) RaxHEHEIRND. WBRXHRSE , SRS Em%E
%
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® Note

HREBIREN 0 RERKBEXHREXKZF2BHEMD, RIBENBWEN EREMXEIIGE
RANXHREEREEBEHED

&I LAE A Amazon CLI SiEH — Amazon SDK RERXHRENZ LB OMZHREBH. £EH
UpdateFileSystem APl ##4E8] update-file-system CLI i . BEXEZER |, 55H FHE
XA FE S Amazon CLI,

/A Important

HESHEIRONREPFSHELHRETERNZOBKAMBR. BEREZD , BET
BREEXERANEZH.

ERAFE&ED

f&Bh Amazon FSx , WA LABER F o R0 XU RS, BRI LEA Amazon FSx 2%l&. API &
Amazon Command Line Interface (JAmazon CLISR# 4TIt IRE. AP ZE3IH Amazon FSx XHRER&
BAKEZFETH , RAECERBXLEZHD , XLEBFHMAA. User-initiated BN EEMIBR T 2B HI
HRE  FHHLRE. BREEMEA Amazon FSx ###l&. API = CLI MIERAFB31%& %, Amazon
FSx KIZFA2BMIBRZXLER B, BXESER , BSH HKREH,

MRZHREBRMRER (FIMEEHRELEDOHRAR XA RELEFHE ) B3h , WROERSH
RAFH & EREIRE

ETHRNANXHGREHTAFEINED , ESH EBRAFEFIZH.

{5 Amazon Backup I 5 FSx

Amazon Backup 2 —f@Ed % Amazon FSx X4 RS RARFPHIEMN R 2 B L FREN S E,
Amazon Backup 2 —M&—MNEBERS , SEMLRONGE, E45. MEMMER , EREETFN
REMEIT. Amazon Backup AILAEREM N EERE, KEMTLEAFEEP R M KR, Amazon
Backup M T — NI UMITUTREN D OMIE , NTEL T Amazon ZiESE. BIEEMNXHR
SHRY

- HENTFXERHDH Amazon BiR.
- TRBFIRH.
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« HERBERE,
« % Amazon #: X 1% Amazon K & #l& 4
- BEMAERIENESD. EFRAERED,

Amazon Backup £/ Amazon FSx BB R 17186, M Amazon Backup ## A RN & 0 58
Amazon FSx ##| A #H TR O EEHRRAN XHRE —BENMEEUARMEENZERED, SE#1T
FETE M Amazon FSx F 0 HELE , MAIRENEI & 10 Amazon Backup 28 ER , TiCRAF BN
i3 2=F]: 0

RIEEER Amazon Backup EEX L&D , M A LUIRGEHIIEE | PINTRAVRFERT , UK AEB KR
et — N R ENED, A, BMEERXHRSEHMMBR S , e Amazon Backup fRE&EF
AR R 7. XHF AT BARS LE RN SR B R

HITHY & 194 Amazon Backup AP B &E B , ©41it A Amazon FSx AP Bai & B El.
BB LATE Amazon FSx ###l&. CLI #1 APl Amazon Backup F&EEMNERFHMNEZ D, BR , %
S BR Amazon Backup £ Amazon FSx #%|& . CLI &% APl REEN R 4. BXIAEA Amazon
Backup & 138 Amazon FSx XHREMEZER |, TS (FAARKEE) S “FEHI % FSx
X HF %", Amazon Backup

EHF0

B LAE A Amazon FSx & — Amazon lKF RNV & B Fa EFIEI 5 — 1 Amazon X ( B X EI
) HE—XEAWED ( Amazon KEFHREIR ) , BREEFER—4 Amazon 7 XN FI1EE XiH &l
R, B LAMER Amazon FSx #24|A Amazon CLI, API SIZAFBIINZ R AR, ¢IBRAFEHE
B EIAR , H3EH ) USER_INITIATED,

#&3& 1] LA Amazon Backup % Amazon X1 f1# Amazon lKF & #|& 7. Amazon Backup 2 —
MEERENZMNEERS , N ETRENZMITREMT —NhriEn, SHBEKFERE , £7 L8
o35 &% 10 SR RGBS 4H AR N A Tk = R & 101t K)o

Cross-Region &4 BIAXN FEXFIEREFINENE. EUAURHHFEEHE S —1 Amazon X
1 , X#E#EE Amazon KR ETER , BAUMNR G HRIREHRERE S — Amazon XiF# ] A
., B UAERZRRINEXHBREERESIEM Amazon XigsE— Amazon XK, &ERIBUE
FA Amazon FSx %5 Amazon FSx APl Z£[@—/ Amazon Ik ( BXEHXER ) RNFEIER 7 El
Z, Amazon CLIZE /] LAfE A Amazon Backup HERE T R ITRE ORI,

Cross-account M EIAXN T HENZHEFHZREKANENEERIEETEE, SIERETHAN
BRAEFE , BB IEEASEERBRE 4. EBEKS Amazon KMS Z4AittE ., Cross-account
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https://docs.amazonaws.cn/aws-backup/latest/devguide/working-with-supported-services.html#working-with-fsx
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FOXBBA (FFHNSPEKRFEFT —MeBENZOEIANKS ) MBE (2N -—TEKFE
HEZNMEEOZ O EIAKS ) o

&A LA £ Amazon Backup Amazon Organizations X R&IEBKF &0 R4, BIKF 841
ik 7= 52 BR B Amazon Organizations BUZRE L. BXEH Amazon Backup F{EBKF 2B EIANES
£8 , 5@ Amazon Backup FF % & & Amazon Web Services I B K 7 61 2 % 19 Bl 74,

= 10 &l A< PR %l
ERZ0R , FEUT LRS-

« Cross-Region (XX FHEZER N Amazon KigizE, #E (4tR ) MFE (FE ) XKEzE R
% () M US-East () Xigiz BI# Amazon GovCloud B EIA , EFRXEFEXHAXE., Amazon
GovCloud US-West

o IBT[LATEE{AT Amazon X3 #IE X E N % 19 &l 4.
o REMOHRASNLIAN AVAILABLE , REFRed1TE 4,

- MRRZF/EEES , WEEFEMER. £ERFOENATAMATFR RS G ZRTRSEEEH
MR, MREERBBRRZ G , WA RIX MR,

s BANKFPRZHLE—NEFR Amazon KEBREXENZ D EIRIEFR,

s X & 10 B AR PR

BALAER IAM REEFARBRFRITROEFHIRENNR. E5IR Amazon Xig@EE L BEREXE&
BEIA  ERE (1AM AR IAM AR ) KMERGRIRE 4 FMIRE Amazon XiF,

BRI AR Z KRR T CopyBackup 2B EHIRENR, BRI RN Action FERPEEZR
£ , H1EXBEH Resource FRPEERRE , W TEM BT,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "fsx:CopyBackup",

"Resource": "arn:aws:fsx:*:111111111111:backup/*"
}
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}

BXIAM RBHWEZEE , H20 (AM BFER) 8 1AM FH R SR,
TENEEREN

HEDEHISREZ DR EFR Amazon XEEK B8 Amazon 1k &t , BIEEERERR KMS &
AXNZFDNRBE AN ERBIAHRTNE , F—ITEAtLRZEBZDEAR,

HE-RZHEIERZRE , B— Amazon K FE—BRXEBNMEREZNRITENEERD | AliR
B AR Z XA FrE L S5 R0 H B —EXEEAMEREN Amazon KMS Z4. MRMNZM
HEAHRE  WERBRESERTE (FEE ) FHEIZ,

BTROAESIXAREED , BEHA Bk AEHEH,
REOERER MRS

BRLMERTTRAZ ORI XEHRS  NTIARIERE S — M X4 RER AT A QUIRER, & AT LA R 2
& Amazon CLI, SHEAH— Amazon SDK XE &3, & IRE BH XM REFF VAT R S 0I 2%
XHREFMFNREER, NZFOPNRENBBELIIEEMBIINHREF , EHBRLXLHRSHER,

NERAF AU R EERNXHERS |, EHRRE R M4REXEK Active Directory 5 R
XHREH Active Directory EHME[E , EZREXH RS Active Directory H{E1E. BX Active
Directory WEZEE , 55 £ 4 Microsoft Active Directory,

BT RN DIERELR FSx for Windows XH4RE , BSH HEHEREH HRL,

(® Note

BRERNHREZFNERIEREHERENFHREMRTXFE RS, EAINERH
RETREHENEFHEE. AXEZFER AR EEFREE,

HEOEREFXMHREN , JUERATRAXHRERE :

. TEERR
. BUAED
« VPC

. TAK
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- M

- VPC 224

« Active Directory fii &

« Amazon KMS fn#%4A

- SR BAHEHITEEHE

- BR%YFED

ek 32 Nl =k vi)

BrEH BB XMAREN , BEATURRUTIREL , BEEER Amazon FSx #H| A 8I2AF B
X REZD

AP B X HREED

1. 3#TFF Amazon FSx ##|& , MutR, https://console.aws.amazon.com/fsx/
2. MEFIEEFERT , ERERONXERENE .

3. ERMEDR, ERMUEBERMD.
4

EFANGEZZONEES , AZHRE-NEH. FOBMKZALLEE 256 4 Unicode F
fF,URFR, =8, BFNREKER . +-=_:/

5. EEBIEZND.

U, BERBNBTXHRERD. EEMNSMHP%EREZH , BIA 7 Amazon FSx Z##lAF K EIE
EMAERONER. APEINHEZMNER SN USER_INITIATED , HIRAN CREATING , ERTE
AVAILABLE, BB ZEE , HSR FHAAFBIE D,

il BR = 40

B LR T I RE , £/8 Amazon FSx ###l&. CLI % APl BIBR X HRENEAA P B3I Z 14
MEBEEED. EMBRAE Amazon Backup ( K8 Backup ) BAmazon &4 , 491EH Amazon
Backup ##l&. CLI % APl MIBRE 42 —BUKAMETRATRENRE. BRNBZHPNATEHREL
2EMER. BRIFCHEFMRKTBTEZRZD , SNFEMRZEZD.

MmERZ D (2HE )

1. 3TF Amazon FSx ##|& , Mk, https://console.aws.amazon.com/fsx/

2. HEHAEFERNENSMESPERZD,
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BEEZHRPEERBRNZG  REEFRERED

4. TEIFTFHOBBRZOXEES , BIAZH ID SEBBRNEHD ID -,
5. WINSEHERBRNZ X R ERAE,

6. IEEMBERED.

o

TR % DN A SRR EX XM R B R TRE.
AT K/

BN PEXGRETERAEHEER (MARETEFHEE ) RBE, FOXNNMFIRRTEAF#ES
BURXHARELHNBIRERAE, BREFEEXHREFRETNIEAAREERHER | L2 0EH
BEURSATHNTERERRE. BERFZON , NP BRZFMEEHORE,

NEEXHERSE BN, FAMNBEMEZH , Amazon FSx 2@ERR B OHE. WHEREEHESEL
WBREUUFHES MG, EARRTHERBEARBEENER, Hit , ROEHAENERDTEE
XHRSG EXHEMNE FNEYKRKDNTER, S0 EEE D 6EREMKATLLE Amazon Billing 2 4IH
A EE , HF Amazon Cost Management Console,

FEAMSRKERE Amazon IKE |, URMREBSHWRALEN, At , HEMLERMEERSREN
Amazon Web Services Ik %, R , IFEEFLERFENEAE , BRERERSEENTREARN
EHNKEFER, i, BABFENNARFEMAELNRRNGRE  RAEHAKEER , UEE
EBIMNBRFSHHEAZNARFNENS. BEXEZEER , 5 (Amazon Biling AF1ERE) FHE
AR RS,

@ Note
BiEFEEER , FREN I FREEATIBIFTNAREFHEHMEANTETRSBFZNE
REgniEn , EXS EFRHERXBENZOBEMERNIL, NREENFETEZN , X4
RENERZENIBOEH , WETBIFUENBEXNDTRATRIGFHEHEE LR SSERK
BRD. XARSHZHEAEBENETNEFERETESRD . ENEREBNFHIENZHITX
PR RE,

B —K A E F% 5

EALAE A Amazon Web Services B2 %A # Amazon CLI B T H B[ E — Amazon Ik
N R FHEHE B — K~ Amazon Web Services X1 ( BXIZEIA ) HE—KFA N4
Amazon Web Services XiF ( KiFAEIZ ) ,
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EREHAER-KF ( BREARXERN ) AEHZE7

1.

2
3.
4

$TFF Amazon FSx #2#l& , Wit R, https://console.aws.amazon.com/fsx/
ESMERP , EEZH

ERENRFLEEFNZH , AGEREHED.

HEIRED , HATUUTHRE

- EEHRXKEYERF , ERENZHES M E IR Amazon XiF, BB T H i Amazon
Xif ( BXIFEIA ) ®E— Amazon XiF ( KRB ) o

o (Hit ) ZEREHRE  RRENRZDEHIBEREZH. NREELSR 6 PRAREHIIREH
AL |, MEEHARBREL.

N F g , %#FE Amazon KMS IZEZARMES HHNEH.

NFARE - Wi, WA RMELURERNBELEFNZH0. MREUTRIPBMIRE , AED
R4 PIEREFIRE | MaEHRERE,

EREHEH.

B E P ER—4 Amazon K H & $IZIFTIE Amazon X1,

£/ CLI £ZF— K/ ( EXEHXEA ) NEH &5

£/ copy-backup CLI @558k CopyBackupAPI #4EfEE —1 Amazon lKFREFIZ D , kit
21— Amazon XigiE 2% —1 Amazon XA,

LR S M us-east-1 XiB&E# ID H backup-0abc123456789cba7 K&,

aws fsx copy-backup \
--source-backup-id backup-0abcl123456789cba7 \
--source-region us-east-1

W RE R T 8 H R0 R

BT LATE Amazon FSx B#|A LEEFR K , LA CLI &5 5= AP describe-backups | #
ELREF RNEEF R 1. DescribeBackups
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HEHEREHRXHRE

& A LAEFH Amazon Web Services BE124|A. CLI M APl MME XK RSB D UCI BTN XHRS
ML T R,

M AR HRIE R ARG

1.  3TFF Amazon FSx #£&l& , Wik A, https://console.aws.amazon.com/fsx/
2. EEHAEEHEHRNANShERPIERZD.
3. ERZFOHRPEBEEENZSD , ARERERZMD.

XHEMSITHANHRECEDS, kOSERENHRECELSHEE , E—TFRINEIEBE
HNE#HARECREALTEENR., BR , BULULEREFMEE N, XKW VPC , UREMIEENE
A, BRIMBERT , FHEEEEEN SSD , BEAUELATRETHEESRN HDD :
o MHRSGEBLE HMuUIti-AZE Single-AZ 2,
- EHBEZEL N 2000 GiB,

4. RBOIEH HRSEHNWRETRE S,

5. EEREFEZMOIE,

6. BEFEHN Amazon FSx XU RGEFREMIRE , ARERBIEXH RS,

Amazon FSx EAESIRF MRS , — BERAEUN AVAILABLE , 5 TR EATH R
2 &1 Bl AR IP QY B

Microsoft Windows £ &l4<2 Windows X #REE RN RWRB, BRAE ARG , AFAL
REMEFEENE LWERHBRXHHERYE , AEBRXHRA, FEEE R LR Windows
PowerShell i S B ZHEEHIHTREFEIA,

FTRIAEXHRENBE—BEM XN ERNXHFBo BN GREFREE, FREXHFRLS
MABER FRIASBEB S EXHRENZ BT,
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® Note

BRIAE R T , FSx for Windows File Server EXR B R ?mJZIKo EFRAZFRIARFXHRSE
FHBEE  BUTNBREFIIAR , HEXHRE LRER TEHITN. BXEZELR |, H5H
Bl & 5 7 Bl A6 A BRIAFAE F 1T R o

/A Warning
FTRATREREZN, IRERAX AR , FHARUKENTEHERMD,

£}

- ERAFFRIZANRERXE

- REZEFEIR

- BEXFRIZERARIAFEMITX
- REFFRIANEAFRHE

« BEEFTRIAGFHEZER
- SIBEENEFRIAITX
EEFTEIATY
- SIEEFEIAR
- EEYRETEIR
o MiBRE FEIA
« MIBRS T BIAS TR
- BB FEIARNF#ZE, TUMAEZFEIE
- BEEIXRBHE

ERAEFRIANRERE

BAI A XBREBRAEFREIAR , LATRLAFE Windows X R REESEDEFNRE RHRE
PRy BN ER IR, Amazon FSx f£ A Microsoft Windows Server 12t & FRIAThAE, AU
TREXERHNEFFAIX
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- BRENXHEREEBHBHHEEEIR : Microsoft Windows R ERE4 A ERIEZERIL— B
EHRLKRHNENR  MXMBEANEFEIZRZAURNBNINXGEARERITZIX /0 B1E,

« £/ SSD FFE HEMEULRE : AT Windows FES I/IOMEREF BIRIAX , HULBITEWER
SSD FH HEUHEEMETH TEARN=F. XEHTHRENNHRSEEZBH T RKESR
T BB S BRE F &

- NREMENBERLNE  MREBERELZEER (HW , ZFHNEEEIERDET 64 1) , HE
BERRERNYHREE SR KREEM#ZRE (TB-scale) , NMEEBNHERE SIS
— LRt El, 1XZE A FSx for Windows FEXN & FREIAFFH#IT —HMERE, BT Windows X
FSx EER4FBEAETNENHBITEANESED , REETTEEQBIESH /0 BELER, E
BARE#BDEFRIAN TAMENMEENED , BFIMBRREANE FRIER , RERB/ALUE
S BR S R 45 LY IR FRIAS,

(@ Note
£ Multi-AZ X RGN HIEEBE4D |, FSx for Windows £E1T—BMRE , EXREFHH
SEN XA RS/ HAB XA RE LN BRI RF . —BUERENRKENRSXHRSE
ETRITHNBEUNHENFREZRAE X, NHLEAREBNAMBIMESHIER , FA
BUEXHRELRENEFRIEADT 644, HRBUTSREP EENM RS ERIE 75
o

REF TR

B a] LAE A Amazon FSx E X B Windows PowerShell S EXHR&E T EANLHERESE 4,
1£ FSx for Windows File Server ¥R & LB EX FRIARNHW =T ERENT :

s REFFREIAEXHRSE LWLUEENRAE#E

« (R ) RBUUEXHRE LEHENERAE FIIAE. BRIAER 20,

o (T )REIR , EXVEEFRIANRMER (HMEXR, BANEA)

BANNHREGHEEIENAK/AUERERS 500 MEFREIA ; BN THET AN , RINBWER
ARHRRIFD T 64 MR FRIF. SRFLRHEE , BRIV T - FRITHERKIANE TR,
B , SRR ARFRIRFRHER , RESHR-—IHISIRKIBNEFREIE  LEAT IR FEIX
B EB =,
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BRIMMEARKIA Amazon FSx REREGANZHERL FERNEE , B2 KBS TRIAEH
ARIATF A 1T 3o

DB FRIAFHEERAEESEM

FTEARE LN TFRIFAURMB XU ELNREE R, FREFBINHY , REFHERID.
b, ERAN X SANEHEEZRBEERFINXHHZ, ATERNESZEETRREEN TFEREM
R, R4, FFRIAEANEEZEEBRTENIEAR. BESBAE FRIANIFZMHEREN ,
BNERTHEABENXHRSEERRR,

BRAZFEIARN , EUNEER FRRNEXHRELALUEENRREFREE. BRIARSGIN XHRSER
10%. MRAFZERMSEHR M , RAVEUEE MRS, RERESK N TELSEMBRRKIBR
FRIANMRLEAFTPEES.

BRI LU FRIAEHIRE N LR ( Set-FsxShadowStorage -Maxsize "UNBOUNDED" ), {B
2, TREETRESSBEAEX TRINERXHRAEMEE., XURASBTFHBIETEUARTHEN
TR, MRERETERTFH  BFLERIZFEILRRINT BRIFREE, XX FRILTH
BEAREXNNRLTREHNER , FSRREE FRIANRAFEE,

BREFEIARRE , EUMERLFRINERNERZHNE, AXESRER PR EEX FRIAFHE

Z2 [,
RERAE TRIABRNKETEMN

BRAXFREIAR , BULEEXHRE LEENEAL FREIRKE. RIARFIH 2010, F THEAE
B iR % F BIAST ol MR EBER R0 |, Microsoft BB AE FRIABEEND T 64 1. BAT
Windows EZREH I/0 HRERLEF EREIAR , RILRINBWER SSD A FELEEMIITAHRT
EREN=1F. IEPTHRENIAHREE EBHHTFERE RS T B AHEIIBRE R E,

BRZALIRE 500 MEFRIT, BER , MIREEENNHRELEXREEXEIATELE AL
REFMHZHE (TB-scale) , NEFELIMMBENRE ST EALRANE ATRETHNER, XREN
Windows FEEX & F RIS FMHET —HMRE, BT Windows EERE 4P SR ANENHITEAR
EHED , R ERREQIBIESH /0 RIFMEER,

FTRITWXFRFEEW
UTREAYTRIAN I RERN,

s BREMHRSGELMEZBHMERELUFE TEAFEER, Amazon FSx 12#H Microsoft
Windows Server 2 & FRIZARIIEE, BIFIRIT , Microsoft Windows R E AR & # 5 EKiERK

BREEFEIAR 272



SEFTF Windows File Server #9 Amazon FSx Windows f 8/

BRE—REEEFR[IURNER , MXVEARNEFENRSTUNENXEFEA IIOBREHRIT=
RERE, IR Windows ToAR EEE AW /0 BEER | NS BAMEEF R AEMBER , B
CLEBEIENEHREPSEAEAR, Bt , XANNHRE LN IEAREREEZBHN 110 4
BERE (REXHRSSE IO MENBTHERELE , URREFHMENERE IO KENBE ).,

- RIMNBEEWLAERAEFRAARFEALGET SSD M2 HDD FHMHXHRE , EF
Windows £ B & EIAEFERN /0O HEER , MAEZ7TFHN IOBRERHHVLEERTERE.

- RTBRENZRAE FRINEFEHEN , BNXHREENELE 320 MB WA ZEE ( MaxSpace ) o
Fln |, MRERNEFRIARDE T 5 GB MaxSpace , MBRT 5 GB MaxSpace 29 , B X4 RER
AR ZEADHE 320 MB R ZEE,

/A Warning
BEEXFEHITN , FRAREIBHEIRITNSTEEHRENRFELNFTERFLTFE
Hlo BRZEMIT XHRELTEZRARSH LR FEH. BEXEEEBELLFEFITXINE
B, BZRERBENXE FRIAITX.

i JERB AN S ST A SR

¥ Amazon FSx X# R4 LRER FRIAE , AP W HRIERE R84 30433045 BABTRY AR ZS 4R S 1
BREY S #Fo

AP A ER % A Windows X4 R IR EERA B/ XM ERBIABNRE, EEERXH , BFEE
BEXFRNXH  REMNETX (ARED ) KEPEFEEFRLBRA,
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Windows P #5

(e < | July-2019

N

- .

3 Quick access
[ Desktop
= Documents
4 Downloads
&=| Pictures

July-2019

& This PC
- 3D Objects
= Con
[ Desktop
[=| Documents
@ Downloads
D Music

| Pictures

B videos

“i., Local Disk (C:)

== share (\\fs-
Documents
§ July-2019

L test

3 items

Share

View

» This PC s share (\\fs-

-~

" Name

£ staff-minutes07092019  7/30/20

|=| staff-minutes(
|5 staff-minutes(

W

1item selected 1.19KB

b

Date modified
19 1:57 PM

Open

Print

Edit

Share

Open with

Restore previous yersions
Send to f&

Cut
Copy

Create shortcut
Delete

Rename

Properties

» Documents » July-2019

Type Size
Text Document 2KB
ent 2KB
ent 2KB
>
>

Rig , AP B A B eI iR AN 5 & & F HE R AR AY AR AN

File versions:

General Securty Details Previous Versions

T Previous versions come from shadow copies, which
. are saved automatically to your computer’s hard disk

Name

~ Today (2)

|=| staff-minutes07202019
|=| staff-minutes07202019

Date modified

Open |v

0K Cancel

Restaore |v

BB

B LAMER RN FRIARF AT
FTRITBRZHREXMHRETHETEN 10%. ﬁﬂiiﬁiﬁbﬂiﬁ%%ﬂﬁﬁ{%“ £
KRiFfEET LKA K E M,

= Bl A E A RIAF A AT X

EXHRE LRERE

H7EAR, RIAWY

, M H 8%

FRIAFHEIRE RV
7 EC Y

% 7H
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RATRE UTC HEESEA—., A=, A=, BEMARLSF 7:00 MHF 12:00 BFHREE F &7,

RE
1.
2.

RiE

T BRI F N RMIAR B

EERISEHNXHREEEREEEN Windows 1HESEH,

UXHREERE G AR AN S HEF Windows iTE XA, F£F Amazon Managed Microsoft AD
%4 2 Amazon BN FSx BB R, EEITEEM Microsoft AD b |, A REEERASEER
BN HRENEENEENEERA, BXFMEER , 55 (Amazon EC2 AFERE) W

Connecting to Your Windows Instance.

FRAUTHSRERINNSY FIEMEB, FSxFileSystem-Remote-PowerShell-Endpoint&ih
NEEEHNXHRSEH Windows 2 PowerShell k2. A LLTE Amazon FSx ###l&., XH %
SFMEEREN ‘MEMEZ 2" #o DescribeFileSystem API #/ER R A % | Windows
T2 PowerShell £imT =,

PS C:\Users\delegateadmin> Invoke-Command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {Set-
FsxShadowStorage -Default}

AN EERS L TRAEELEL,

FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

0 0 10737418240 20

RMINE T E BT

EEINEEN X HREEEMEERERN Windows iTE R4,

UNMHREEERAAR AN S M ESR Windows iTE3EHl, EH Amazon Managed Microsoft AD
Z4A 2 Amazon EM FSx BE R, £ H{TEEM Microsoft AD b | ZAREHEERREEL
BB HRENIEENEENEEA, BXFEAEER , 218 (Amazon EC2 AFEER)

Connecting to Your Windows Instance,

ERU TR IRERNE FEHITX.
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https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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SEFTF Windows File Server #9 Amazon FSx Windows f 8/

PS C:\Users\delegateadmin> Invoke-Command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {Set-
FsxShadowCopySchedule -Default}

RE R & ERIAEREMIINTRI

FSx Shadow Copy Schedule

Start Time Days of week WeeksInterval
2019-07-16T07:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1
2019-07-16T12:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1

ETHEMSTANRAELH TEHITY  BEERAEYY TR,
REXTRIANBRAF#E

B LAMEFSet-FsxShadowStorage BE X PowerShell 55 E X B BIAE X4 RS LT LUEFE
WRAEEE. BULUER -Maxsize 5 -Default SHEEF FRIATEABNRAKD, £
Default IR HEAERENXGEREFRBEN 10%. BTREER— M SHIEE -Maxsize M -
Default ¥,

£/ -Maxsize , BARMNT A RNENE FRIFTFH

LFF R EANL : Set-FsxShadowStorage -Maxsize 2500000000

DFZFH, KFW, FRFTHHEMEBEMLNER{ : Set-FsxShadowStorage -Maxsize
(2500MB) = Set-FsxShadowStorage -Maxsize (2.5GB)

HEE#EEEMN B . Set-FsxShadowStorage -Maxsize "20%"
RENTFTR : Set-FsxShadowStorage -Maxsize "UNBOUNDED"

£/ -Default NEFFHRENZSHEANMGREM 10% : Set-FsxShadowStorage -
Default, ETHMEXFEARIANETNESER , BREEY FRIAFERARIAFHEMITX,

&8 FSx for Windows File Server X RSN FRIAF@#E

1. UXHRSGEEEAEARANAFNSNEREIEENNHRGEEAEMNEEENITESS., £F
Amazon Managed Microsoft AD , iZ4 ZAmazon ZNH FSx EE R, EHITEEM Microsoft
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ADH  ZUERHEEASRELCBRXARENIEENEENEEA, AXFARE , B5H
{Amazon EC2 FAFF#§®) A Connecting to Your Windows Instance,

2. TEITESf L PowerShell ITFF Windows & M.

3. FEAUTHSESEN Amazon FSx X # R4 EITFFIZE PowerShell 1%, FSxFileSystem-
Remote-PowerShell-Endpoint &N EEEMN XHREM Windows IZFE PowerShell
mR. A LAE Amazon FSx #2#l&., MH4RGFHAGEERFEN ‘MEMLL” ﬁB =1
DescribeFileSystem APl #EH AR F 3% E| Windows 122 PowerShell 4577 Ko

PS C:\Users\delegateadmin> enter-pssession -computername FSxFileSystem-Remote-
PowerShell-Endpoint -configurationname fsxremoteadmin

4. ERAUTHTRIEXHRE LREHKREESR FEIRFMH,

[fs-1234567890abcefl2]: PS>Get-FsxShadowStorage
No Fsx Shadow Storage Configured

5. f£A -Default BIHF FFHERENSBN 10% , AHRALFEIAHEREN 20,

[fs-1234567890abcef12]: PS>Set-FsxShadowStorage -Default
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

0 0 32530536858 20

AILUEN EF AT -MaxShadowCopyNumber Z8H) Set-FSxShadowStorage i G RR &I XRS5
ERFNBRAREFEIARE , BULIEE—MNT 1-500 2 EIHE. BIE Microsoft X15EZ) TEARMNE
W, JRAFE ?mJZIK%lgﬁl}\ BN 20 1,

EEF TRIAEMZN

£ RERIZTE PowerShell 2% |, B LAFEAGet - stShadowStorageu*ia BEENHRG LS
FRIAYIHENTERE, BXREXHRE LB 3HE PowerShell £1ERVRER , S HEEH Amazon
FSx CLI PowerShell,

[fs-1234567890abcefl2]: PS>PS>Get-fsxshadowstorage
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

EEE FRIAEFHZAE 277
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0 0 10737418240 20

MESERY FEMEE  WTAR

« AllocatedSpace - X RAELHF P MAE FRIANFRE (ULFTREN ) . ZENHBNRF 0,
« UsedSpace - ¥ FRIAHBIFERANEME (UWFTHEN ), ZEHHBR 0,

- MaxSpace - ¥ FEMABAENRAFEHE (UFTRENMN ) . XREEH Set-
FsxShadowStorage S A E FEIREFHIZEENE,

« MaxShadowCopyNumber - X4 REAUBMENR AT FRIAL , 1T 1-500 2,

¥ UsedSpace RERIBENHZ AT FRIXNEME (MaxSpace) R FRIFABXEHEENRAE 77
A (MaxShadowCopyNumber) B , BRIEN T —MNEFRIRFEREFSENE FEIRN, MREFE
EZERENEFEILR , FRBEEFREIANFHER , BRERBNFEEZERFRFINE FRIA, MR
BEEEZZE , UURBRIEE FRIASIEME FRIATFHNREREFHE,

® Note
B RNFHOERFRIRN , eMNFERALRENE FRILAFHEFENFERT, SEAIEHN
K& HEERENEZEmMIERK | HR A CloudWatch FreeStorageCapacitys#rrrE REI T
AE#TR , EERENRAEFEIXREFME (MaxSpace )

IR A ENE FRIAIT L

FF R XIGER Microsoft Windows BV ITRIES R e KIEEMET B ERE FRIAR, FFEIARIT
AL EZMARE , NEWITHIRHATHENREE, B—NEREFE -, Eel
EFRIRITRZA , BAEREE FEIATFE.

EXH RS EIE1T Set-FsxShadowCopySchedule R , 2BEFIENENE FREIANITR, MR
B EFIRITENLTF UTC X, NIEEATEAEA Windows BHXH -Timezoneld &M A At X 256 E
X, MEZEF Windows BHXF|EK |, 25 Microsoft B ZRIAR X IR E#E Windows SR RE FiE
TUTHE : tzutil /1, ETHEX Windows EF XK BN ESEE , 152 H Microsoft Windows
FRAGPOLXEPNES AR,

IR T LAMER -Default ETUREFRERINNE FREIARITY,. BETHESER  FSREES TEIL
{55 FA BRIA T 6 A0 i X1
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https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/default-time-zones
https://docs.microsoft.com/en-us/windows/win32/taskschd/task-triggers
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BEE LK FRIAILY

1. BlE—4A Windows it XIESAESE , UENEFRIAIUTRPIEE FRIAETE, FEARMITEN
PowerShell LE A #new-scheduledTaskTrigger i $RiRE S MR K 25,

UTREIBIZT —PMEENEFEIARNITY , Z1tX%E UTC A—EFE L4 6:00 M T4 6:00 €
FHFEIA, BRIFBIELIRR Windows ITRIES AR BRHIEENKX , ZUERIAER TatEE N
uTC.,

PS C:\Users\delegateadmin> $triggerl = new-scheduledTaskTrigger -weekly -DaysOfWeek
Monday, Tuesday,Wednesday, Thursday,Friday -at 06:00
PS C:\Users\delegateadmin> $trigger2 = new-scheduledTaskTrigger -weekly -DaysOfWeek
Monday, Tuesday,Wednesday, Thursday,Friday -at 18:00

2. M invoke-command 1T scriptblock %, ZMTSEE—MHIZK | 5 ERIN ¢
#H new-scheduledTaskTrigger EXRIZEE FRIAITR, FSxFiZeSystem-Remote-
PowerShell-EndpointB N EEEN XHREK Windows = PowerShell it R, AL
£ Amazon FSx 2#l&. XHRSGFHEEREN ‘MEMELL” 255 DescribeFileSystem
AP 12 4ERY I B2 # 3% B Windows T2 PowerShell KT &,

PS C:\Users\delegateadmin> invoke-command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {

3. ‘E>>ERFTHWALTIT, £/ set-fsxshadowcopyschedule SR EE FRIAITH,

>> set-fsxshadowcopyschedule -scheduledtasktriggers $Using:triggerl,$Using:trigger2
-Confirm:$false }

Wa SR E R EEX MRS LREN S F R,

FSx Shadow Copy Schedule

Start Time: : 2019-07-16T06:00:00+00:00

Days of Week : Monday, Tuesday,Wednesday, Thursday, Friday
WeeksInterval : 1

PSComputerName : fs-0123456789abcdefl

Runspaceld : 12345678-90ab-cdef-1234-567890abcdel

Start Time: : 2019-07-16T18:00:00+00:00
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Days of Week : Monday, Tuesday,Wednesday, Thursday, Friday
WeeksInterval : 1

PSComputerName : fs-0123456789abcdefl

Runspaceld : 12345678-90ab-cdef-1234-567890abcdef

EEF TRIAITR

EEFEVHRGLINENSESEEFINER , BEXHRENZES PowerShell IHFH AL TGRS B
XENHRS L B5imiE PowerShell £iEM%ER |, i5Z R A Amazon FSx CLI PowerShell,

[fs-0123456789abcdef1]PS> Get-FsxShadowCopySchedule
FSx Shadow Copy Schedule

Start Time Days of week WeeksInterval

2019-07-16T07:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday
2019-07-16T12:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday

BIEE TR

EFHOEBEESTEILR , BEXHEREMNIZES PowerShell iIFHFHMALTHS. EXEXHRELED
1LfE PowerShell £1&M %R , S #E A Amazon FSx CLI PowerShell,

[fs-0123456789abcdef1]PS>New-FsxShadowCopy

Shadow Copy {ABCDEF12-3456-7890-ABCD-EF1234567890} taken successfully

ERURT FREIAX

EEEVHRELNINESERIAE | BEXHRENIZIES PowerShell FHMIAL TGRS, BXE
X RS EB3NEiE PowerShell 2iEMEE |, 558 FH Amazon FSx CLI PowerShell,

[fs-0123456789abcdefl]PS>Get-FsxShadowCopies
FSx Shadow Copies: 2 total

Shadow Copy ID Creation Time

{ABCDEF12-3456-7890-ABCD-EF1234567890} 6/17/2019 7:11:09 AM
{FEDCBA21-6543-0987-0987-EF3214567892} 6/19/2019 11:24:19 AM
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it BR 2 F &l A<

BT LAE X REHIZFE PowerShell &1iFH F H Remove—stShadowCopiesﬁ BIBR X REHH
— NS NEELRR. BXREXMHRSE LB3ERE PowerShell 2FEMREA |, S HEFEH Amazon
FSx CLI PowerShell,

AT BIET 2 —EEER RO FRIA

* -Oldest MIREENFRIA
- -All MIBRFAEIMBE FEIA
« -ShadowCopyId i% ID MiBR4 ERFE FEIA,

BHALUNERA — N ETTHGET MREREEERRANE FRIAR, EESIE RN ID RIEENS
FEIZA ID T, MeREHIR,

ERBRIHRELRIBNEEEIX | BEXHRENIZIE PowerShell 2EHRB AL TH S,

[fs-0123456789abcdef1]PS>Remove-FsxShadowCopies -0Oldest

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-FSxShadowCopies" on target "Removing oldest shadow
copy".

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y": Y

Shadow Copy {ABCDEF12-3456-7890-ABCD-EF1234567890} deleted

EMBRXARE LB ESHEL , BENHRENZES PowerShell FHBAN T T,

[fs-0123456789abcdefl1]PS>Remove-FsxShadowCopies -ShadowCopyId "{ABCDEF12-3456-7890-

ABCD-EF1234567890}"

Are you sure you want to perform this action?

Performing the operation "Remove-FSxShadowCopies" on target "Removing shadow copy
{ABCDEF12-3456-7890-ABCD-EF12345678903}" .

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y":>Y

Shadow Copy \\AMZNFSXABCDE123\root\cimv2:Wind32_ShadowCopy.ID{ABCDEF12-3456-7890-ABCD-

EF12345678903}".ID deleted.

BEEXHRETRBR—EHRENRIBF FEIAX , B -MaxShadowCopyNumber S EFM N EBRF
WAITEE FEIZAH, BER , HAERREERR T N EFRINRBES AN , BRI RSN B3R
LR TFEIA, EK1¢¥V;LE’J‘_&% PowerShell iFHR AL TR,
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[fs-1234567890abcefl2]: PS>Get-fsxshadowstorage
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

556679168 21659648 10737418240 50

[fs-1234567890abcefl2]: PS>Set-FsxShadowStorage -MaxShadowCopyNumber 5

Validation

You have 50 shadow copies. Older versions of shadow copies will be deleted, keeping 5
latest shadow copies on your file system.

Do you want to continue?

[Y] Yes [N] No [?] Help (default is "N"): y

FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

556679168 21659648 10737418240 5

I BR &2 F &l A 11 Xl

ERBRIHRELEMENEREF TR , BEXHREHWIZES PowerShell FHRMANLTHR. BAX
EXHRS L B3NEZE PowerShell 2iEMEE | 55 H Amazon FSx CLI PowerShell,

[fs-0123456789abcdef1]PS>Remove-FsxShadowCopySchedule

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-FsxShadowCopySchedule" on target "Removing FSx Shadow
Copy Schedule".

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y"): Y
[fs-0123456789abcdef1]PS>

BIER% F BRI FHEZE., TRIMAER FRIA

BULMBRE FRIAERE (SEMEIANE FEIAR ) MR TR, B, SRR HRE L
FTRIAFHEER,

A, BEXHREHNZES PowerShelliF# % A1ZRemove-FsxShadowStoragef®. BXEX
HRE LE3IZTE PowerShell &/ |, ESHE A Amazon FSx CLI PowerShell,
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[fs-0123456789abcdefl]PS>Remove-FsxShadowStorage

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-FsxShadowStorage" on target "Removing all Shadow
Copies, Shadow Copy Schedule, and Shadow Storage".

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y": Y
FSx Shadow Storage Configuration

Removing Shadow Copy Schedule

Removing Shadow Copies

All shadow copies removed.

Removing Shadow Storage

Shadow Storage removed successfully.

SEEIARRAHFE
BYEREART RN NOEEREERS | #HEUT —HIFA
S0

- BENBFREIEEX

- BFRENBERIFEEKRT
- TEERIAMESEFHN ARG LOIE Amazon FSx &5 RIBEEIAE

RENBEREREX
EUTE—ERT , RENBHEISHLBMER -

- MREH 500 MBEEIR , WL LHNEBRAERIENRREEEZBNMG , T—MNERRLHLE
ﬁﬂiiﬂ"]%wmﬂxo

« MRZFIEENZABHRLAEFRE T ISR FER - IS KRENEXER , BIESR
B EIA DT 500 1

ZRMRAIT RN, MRNEBEARIENERZETE , BEREMSENFHZE,

AN BRERIABEKRT

NHREN /O HEERETRE (flmn , RAGEANREEEFME, HDD FRZHCATRAREDE
HAETRE ) TeE2FH Windows Server MERPREEREIR , RNETREEATH /O tEBR B4R
TR, FERUTEW , AL HILL R
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- MRFEHAMIE HDD F4% , 15 A Amazon FSx #2#lA = Amazon FSx API t1# £ SSD #f#,
BEXEZER B EBXHRGEFMER,

« FFXXHREHFMLEE N EMEITH THERRN =1
- RTEENRAEFRAFHEN  CNBARENNHREELHE 320 MB I ATAHZEE,
« BT X4 REL T ZRRSH Z SRR

BREZER  FSHR EFRIFANXHEREEN.
FTEERITIRE SHERRI RS L6 Amazon FSx Z2 S 1A RIEREIA

KRR ZHHNITH. Amazon FSx ERITMENXHRE LERY FRIARES , A REERMEHTT
PEFAF IR FRIANZ G,

£ A it X & % Amazon DataSync

IEALAE A T RIEH Amazon DataSync ¥ FSx for Windows File Server X RS & #I T8 =N
RE, WIHEERATXEANBEXENE. ETHESEE , BSHEAFIEXH TR E FSx for
Windows File Server Amazon DataSyncZ~ & & fMAmazon DataSync Fi P {§F R Y Amazon 71 RS
Z R BIER .
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https://docs.amazonaws.cn/datasync/latest/userguide/how-datasync-works.html#in-cloud-transfer
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¥¥ FSx for Windows File Server 5 Microsoft SQL Server &
S

= Al At ( HA ) Microsoft SQL Server BE I EE Windows PRI A MEBER (WSFC ) FZ
MEETRLE , SMT KBTS RRAZXNGEME, BB FmiRA N ER FSx for Windows File
Server fEA SR AM ( HA ) Microsoft SQL Server B HZZM . AEEIHRTBEXHNEFE#FAE
SMB X#HHZE L,

® Note
B &l , Amazon FSx X Microsoft SQL Server IFI ( BIBt X#H-#0#81E ) ThEE,

SQL Server ZW M SSD 7, SSD FTHMERERS. NIERKHEBN TEAEMRIT , 2HEHK
B

BXREH Amazon FSx 1K SQL Server 5 A4 EBHE X MR AWELE |, ESHE Amazon
Storage BE LT XE :

 Simplify your Microsoft SQL Server high availability deployments using Amazon FSx for Windows
File Server

- {E{tE A% SQL Server EEHI KA Amazon
 {#£/ La Amazon unch Wizard 1 Amazon FSx f&j{t SQL Server Always On Z3&

£ Amazon FSx 43 SQL Server 5&3h #3E S04

Microsoft SQL Server AJLAE A SMB XHHEERNENRBE XM N FHIETH1TEE, Amazon FSx
KM, BYIZHFFETH (CA) XHHZ , 71 SQL Server BIEEREREFMH, XEXHHRE
ERNEERNEMBRIEAEZEXHHRIFENNARERF (W0 SQL Server ) Mikit. BARETALIE Single-AZ 2
MXHRE LG CAHRE |, EXFFIAE SQL Server & , TILRE N HA , BEEE Multi-AZ X#4
RELERA CARE,

£ Amazon FSx 432 SQL Server 5&E3h #3E X4 285
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HEBFEZTANHRE

U ELFEARTZEEERN Amazon FSx CLI 812 CA =, PowerShel B £ ZIEE NFLELT
BAWHE | EFH New-FSxSmbShare ¥ -ContinuouslyAvailable &R E N $True. HXE
LZELE , BSR CESETH (CA) HE,

BtiE SMB EATiRE

WHMASEEZERE , NREEBNHRERE Multi-AZ TTEESH /0 815, MEFEREE 30 WX
F. &K SQL Server NARFNEBRRENBBRERRAMAE , EABRRTHEES X,

R LUAR SMB EFiRE B EEN |, LBARENNAREFEBEN Multi-AZ XHERSGEHERE, &
ABYEHRNHRENEFEHENRNANARFERAREBREANTH , XEEHEHRBEBNK
MEBRE

£ Amazon FSx E8 SMB X4+ = 0LiiE

Windows Server A B BHENRBEEAPE SMB MR ENIEREF EB T RMHPE, LIEXXHHR
EASELER#TERETE#ZTERESR., Amazon FSx X4 RS A AE Windows RSB A MERE
BHIEN SMB XHHZE WAL,
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FINE X FE T E Amazon FSx

Amazon FSx for Windows File Server BYIhgE, MHeEMBAM BB EREN W NAEFERE
F# 2 Amazon Web Services Cloud. JFZ<#t Microsoft Windows File Server 17 1X# % FSx for
Windows File Server R SIEUA T ASLSE :

1. FXHFERE FSx for Windows File Server, B XEZEER |, F5H NIUA XHF#EITEE FSx for
Windows File Server,

2. X HHEZRBETHE FSx for Windows File Server, BEXEZEER |, TS0 At XHFHEEE
F# 2 Amazon FSx.

3. [FIMER DNS BFXEHN Amazon FSx X R 4K DNS 3l&. BEXxEZEE |, 5505 DNS 7
£ 5 Amazon FSx ><Bx,

4. E)$% 3| FSx for Windows File Server, BEXEZEER , S R [HE/EZ$EE] Amazon FSx for
Windows File Server,

BRXEZABTEBNSENEMAEE , BSEUTENDBD .
FHT

. A XHFM#E TR FSx for Windows File Server

o A A H E L E T B R Amazon FSx

o JFA&#h DNS BEE X # 2 FSx for Windows File Server

o JFR/EZI$EZ] Amazon FSx for Windows File Server

I A 17 1 R FSx for Windows File Server

EFINE X4 EBEIERA T Windows File Server X RS K FSx , FA1E I Amazon DataSyncf#
A—MELBEEHRRS , ZRSSEREL. BaTNMNEDFEEBESEFNRERTE. Amazon
DataSync &3 B Bk ™ & &I #3E = Amazon Direct Connect, RN —M £ EMWIRS , DataSync
FEURNARE, FRMASLEEEMEN, BEXEZER , B5H £HAFNE X EBE FSx for

Windows File Server Amazon DataSync.,

A |, & LAER Robust File Copy ( X & Robocopy ) f#RA R , X2 — &M T Microsoft
Windows M@ S1TEH R4 EFlGwE. BXUNMAER Robocopy X4 F#ERBZEI FSx for
Windows File Server BJi¥ 403372 , {5 £ 5 Robocopy FEA X4 EE 2 FSx for Windows File
Server,
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S A 11T 3 FSx for Windows File Server B GR{E52i%

ER A RE IR N KEBHIR IR E FSx for Windows File Server , BEAEE T ESESR ( SSD ) 64
By Amazon FSx X% %, T TRE , MREHAEERSES ( HDD ) 174%H Amazon FSx X RS
EREEENMARFNMBALR , JNBIERZE HDD F#.

BERHFENER SSD 78 Amazon FSx X4 RSB E HDD 7 , AIMITUATER, (FE
E ,HDD XHRENFHBEEDL N 2TB , NBERERNTEERNFHREE. )

1. %10 SSD XHRE%. AXESFEE , B2 IEASEHE D
2. MZFHEREIER HDD FRNNHRLS. BXREZER , B5H N2 HEEREH MRS,

£ A A X4 E B | FSx for Windows File Server Amazon DataSync

AT WA Amazon DataSync #£ FSx for Windows File Server X R &2 1&g, DataSync
=—UBEERHERS , BT Internet X , BL. Ba{LAMINER#IF 6 RESHM Amazon 774 Bk

E 2 ANBIEBHME S, Amazon Direct Connect DataSync 7] LA #i &K LA RS BIE M T 3R |
BlanFrE R, BB F G R AR

DataSync X#F&E % NTFS 15 R4ZHIFIXR (ACL) , EXFEHFXHHFZEHEES , BEN NTFS R4
[R5 (SACL) , EE A ERAXEEERES ARG R XN FKLIER,

& T LAE A DataSync £ A FSx for Windows File Server X R 4t 2 A& 5 X4 |, LAl LAEH
Amazon Web Services X5 FEH Amazon itk P FHHEB B XM RE. RALUEERA T Window
DataSync s File Server X#R5H FSx AT HMES, fln , BAUHT R MRIETZE. EHER
AR TEABRNBIEUARZRITRIES ALIABEFERF ERE,

f£ 7 Amazon DataSync , Windows File Server B fsX B9 & 25& A F Windows X# RS E5H fsX #Y
W% Se Al BATE FSx for Windows File Server WU B M EM X4 RENNEZ BEH X4, BXESE
B , %25 (Amazon DataSync AAF#ERE) W FERLE,

DataSync £ F R S5-25 6 23R (SMB) i i5 B ¥REY FSx for Windows File Server, & &1 Amazon
DataSync ##|& = Amazon CLIFEEH A F & MZRB#H 1T HHRIE,

FRF M

ENBIET B ERE Amazon FSx for Windows File Server iR E# |, fREE — A RFS ER DataSync
MRSBNMNE, ETHMESZELS , 20 (Amazon DataSync AF#E®) DataSyncHHI E K,
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MRBRAITARERBEIBHEBRSR TSN, RINBWEHAER SSD F#KEH Amazon FSx X
ARG, XREN DataSync FF IR XM THEHNHEME , XTRELER HDD XHREHHE IOPS
RE, NS B EEBMNAREMER T, EXESEL , BN  RUEXHERITIRE

FSx for Windows File Server B Ex{£3E 8

MRLZABRBBETER/PEXHAER , XEHLERIT , REEHNTRAMEZHFREL LA DataSync £
S EFENTR , WA UAEAEOY BEMRMNERFEERH, EXEZER , BSH . aUFEHAE
@ Amazon DataSync ¥ B 2249 iR Eh & o

&R LAE R FSx MEREERE R X REMRE /10 RIA R,

FERAEBXHNWEZRSER DataSync
EFEAMXENRLEZHE BHRALE DataSync , BHRITUTERDSER !

- EENHEFTHARBERE , REEE.
- SIRARERNBFRUE,

- BIBEABEES

- BITRES  RXHENRERE B AR,

BT BN XN E A i X RS 4& 5 B5E A T Windows File Server B9 FSx |, 5515 (AP
M) PHEEERF# AmazonSZ BN EKIEE . 1 SMB S22 E RN Windows XHRRS M
Amazon FSx #lZ{ZE. Amazon DataSync

E 7 BN X HENIE SR REE HE FSx for Windows File Server , 528 {Amazon
DataSync AAF1ERE) HEVFENAKEIE RN Amazon EC2 E4l,

EF Amazon FSx XHZR 42 EiE#

B LAE A DataSync ZEF A Amazon FSx M4 REZ ETEBHE, NIREFTERIEABRMNIAEX
KHREBHINEETRARE (FIOMNEETRE ) WHXHRE , X2BREHB, Single-AZ Multi-AZ
#BIE A LAfE A DataSync ER /N XHR G 2B 2 B TERE.

T REBI RN ROIBER
1. ARXHREMN B R4 REBE DataSync LB, HEE , BABRLIUE TR —1 Active
Directory (AD ) i , i FEZ BB ZRXAMER AD FEX R,

2. B FEE DataSync EFLURFBEMNREREI B IR, AIBUFZESHEN —IRMERXAIEIT , thAT Bl
MZESRENREEN TR BZET.

fE AER S Amazon DataSync 289


https://www.amazonaws.cn/blogs/storage/how-to-accelerate-your-data-transfers-with-aws-datasync-scale-out-architectures/
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https://docs.amazonaws.cn/datasync/latest/userguide/create-smb-location.html
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3. BRI TG , BMRXARGEHTNBEBRREREXHRENBHELR, I8 6 LFERLENEFR
NHREELNEABEDINHEMFRTERZES. ARG, ATLEIEEES B R R G H B ERIR
MHERL.

EMNEFXHREEIB 2 , AUENRIEEDERN ARG ENHATBIR, XEEESMGITHRE
FRSERESKEE , FREETX DataSync H#Hix#EITHEHEER,

NTERARREMBEERERITE , EAILURRNZET DataSync £55 , FAR S BIBMR X4 REB D
FERXHRE, FLERIEXARENRER , ALETRE-RESER , AL AFLREN
RETERMNEMHE | REEET B IR XHRL,

&R LAY DataSync ESEENRERLE FHIZT , AESESRHRELRE, WRATEITZME
%, REEIBH B XRFEFH.

ALEBRXHRS LB SR RSH DNS H£FHHERY DNS 3l&, X8 | R LimA S MR
R o] AR SR R SCAF RSB DNS BTG R X EHE. BXANAIRE DNS BIBWESEE |, FF5
7 : £/ DNS 58 15 B iz,

EHATXMRBENIRE , BITERVEITUTRE

- ZHIR , BEETAXHRERZHN. SEAELEFEM Data Deduplication fEilk, BAME , W
R Data Deduplication GarbageCollection fEl 5&EMITRIEBRERNIT , BIMNEBENEHR
ZAEL,

s SHRMHREMEMRXHREMR SSD F#ER, AEIMNEZHIER , £ HDD # SSD Zf#3 8
ZEYR, BXREZER , TSR . JIEXHFHEETZE FSx for Windows File Server,

s ARXHRGMNENRXHRERERHNELEED , UEEBLEBEZTERMNWKIEE., 7 DataSync
EFLEIEF , BEREX4RENERXERENEEINAR, BXEZER , 728 £
Amazon #1T# 32 CloudWatch,

 i&EDataSync MIZEURBE THRETHTHESHHE, MREBEEMEIR , L LAME Amazon
CloudWatch Logs A %% DataSync A& , A& BB ES.

£ Robocopy I E X T E| FSx for Windows File Server

Amazon FSx for Windows File Server ¥42F Microsoft Windows Server 2 | & eB FIMEEHIE
£7X21EHE Amazon FSx X RS, BAUEBENENEBE, BETLUEBEMEXHNXHE T
WiE, SEEM. NEB., HREHYIEK (ACL) . MEEEENFITMER. ATXN2ENEIEX
¥, Amazon FSx B LUK H1iX L X 433 & Windows-based W THEAZ NN ARFEIBII LI FH =
Bz
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EANTEE S| SETREHFHNEXHBENTE. MITHESIE | FRE A HIFTEH O Amazon
EC2 L BITEEM XM RS BRAVATE X TR

{5 Robocopy # 1T X X BRI &R &4
EFFRzE , BRRTER T UTERE

« EIZMZARH Active Directory MIEEH 412 Amazon FSx M REH VPC Z [AIE MY MEERE (£
A Amazon Direct Connect = VPN ) o

- £ Active Directory E8IZEEFITEVMABHNERNBHORSZKS. EXELZER , H5H
{Amazon Directory Service EXE{EmE) PR EEN RS K" ZIRNR,

o BIE— Amazon FSx X#R% , AFEMAT BITEEMN ( A#b ) Microsoft AD B .

- BT EEE£LME Amazon FSx BB XX HHE ( AR AEB Amazon ) BWAE ( Hlan ) . \
\Source\Share

- B TEFRE XK EHEIR Amazon FSx XHRSG EXHHEMMVE ( FlE0 \\Target\Share ) .

THRLET=MEIBAFTREXNEXGRENERXAERETHREER,

EBAFRER B RE R HEEER B #R FSx X # AR
SRR E M ER
B $# read/write fXPRIE Y RARELEENETH RARELPEENETH
XX R EFE WXHHNXHXRERE
EURPBR ( NTFSACL ) o ARXBR (NTFSACL ) o
Backup/restore B& AFZERAM Active AP %2 Amazon FSx X
1 (8] £ BR By 13 PR 42 F Directory #9 Backup HREEBERA* KA ,
Operators AR A , F* HAERA /b #5%. RoboCopy
£ /b #5%. RoboCopy
BEHENRNEEE AFREEREH AP %2 Amazon FSx X
A (=2 ) NRER Active Directory HREEERANKRR",
HEBRANKA HEH /b #5% RoboCopy
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® Note

* 3t F A Amazon 3E Microsoft AD I X RS , Amazon FSx XU RSGEEBRAREHR
Amazon FSx B R, EH{TEEM Microsoft AD 1 , Amazon FSx X 4 RAEIE AHEEHE
BEARRELAENHRERNNERBIEENBENA,

& F Robocopy T # X #

ALEAUTERE , FUEXHENE X RS TEBE FSx for Windows File Server X R 4,
5 Robocopy A XH T E Amazon FSx

1. 7& Amazon FSx X &S ATER Amazon VPC # 2z Windows Server 2016 Amazon EC2 3£
B,

2. E#ZF| Amazon EC2 34, BXEZEE |, H5H GEAT Windows 3£4I#9 Amazon EC2 A F
B FHEREE Windows E41,
3. #F Command Prompt , M BEXHRFEF ( AR E Amazon ) EHR 4 HZ RS EIR 3)

g5 (BlEyY:) , MTFAR. EWBRESES , BEENAH Active Directory IHEE RAN K R 12
HEIL,

C:\>net use Y: \\fileserverl.mydata.com\localdata /user:mydata.com\Administrator
Enter the password for ‘fileserverl.mydata.com’: _

Drive Y: is now connected to \\fileserverl.mydata.com\localdata.

The command completed successfully.

4. ¥ Amazon FSx X#R% LW BAR XX HHEZMSE| Amazon EC2 Sl EW H AR z2R= (5l
mz:) , TR, FEHEELSRED , BFERE T4 Active Directory HE I 5 A ] Amazon FSx
XHREEBERARANAFKFRHEE, X FMA Amazon & Microsoft AD FIX#HRE |
ZtARAmazon Delegated FSx Administrators. £ B{TEEH Microsoft AD # |, ZAR
Domain Admins REZCBXHRENNERIEENEENLA,

BREZER , H5H £A Robocopy #ITXHITBHY L RFM PRIBRXHRSEM B IR XHERS
AE R ERR,

C:\>net use Z: \\amznfsxabcdefl.mydata.com\share /user:mydata.com\Administrator
Enter the password for 'amznfsxabcdefl.mydata.com': _
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https://docs.amazonaws.cn/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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Drive Z: is now connected to \\amznfsxabcdefl.mydata.com\share.

The command completed successfully.

5. METXREFERUEERBMIZT. AEER FMHITHS SR RTH Windows PowerShell
ARE1Z1TLLT Robocopy S R XHNRRAZEFH B BIRHE,

ROBOCOPY f TR — M RIENXHERSARERF , EAS N ATEHBRECHHRENED, T
itk ROBOCOPY s #ti2fa , RAZHMAE X4 B ZHFHEFE Amazon FSx BHRHAE, Z&
TR E MR NTFS ACL, B, REE., FrEEEENTEITER.

robocopy Y:\ Z:\ /copy:DATSOU /secfix /e /b /MT:8

FEREIGEERT T TENER

- Y- B RN FA# Active Directory # mydata.com FHIRHEE,
« Z- 1K= Amazon FSx £ B #R#+ = \\amznfsxabcdef1.mydata.com\share,
* Jcopy - EEEEHNWUATXHEM :
- D-H3E
- A-EH
T - B iE) &
S-NTFS ACL
- O-FTEEER
- U-#FITER.
. /secfix - BEMBENMHNXHZEY , EETHEBTH XM
- le-EHFEF, BEEAT

* /b — £ Windows Y% 5 HERNREHI XM , BMEE NTFS ACL $E48 [ 1 A R TR
PR o

« IMT:8 — EERTHITZLREEHNERL

@ Note

MEEBIERS T I FEREZE S KRB X4 |, ATLAE robocopy REEA /zb T E /b i
R Rodfopy B A BRI, EAERSERNT , RARENHNAwPRT , M TAEREIRERYREE 293
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MITFRLER Robocopy #1E , MABMAFREMEH BN, ERATESEARELKE
RHRRE

4%2|§iﬂ7,jl1’-1:,\?- E*giu Amazon FSx

ALEAUTERE , SMEXHEEZRBITHEE Amazon FSx, TSRS |, BXHRSELLEGH
XHREREIFHE Amazon FSx B RS 28,

(® Note

EXIRBIHRERBZA , BN HTHE Amazon FSx, BEXxEZER | 55 HIHAEX
4174 1% 2 FSx for Windows File Server,

I A B HZ T Z] FSx for Windows File Server
1. ERXHERSSEL  MNETXEEHERUEER BMIE1T. LLEER PowerShel B 33T F
Windows,

2. SmbShares.xmlBEEHESITUTHT , HEXHRSFNXALEZS HIE N4 F
PowerShell, FiZRGIHH F: ERAN BTG H XA ZHXHRS R LR B[R,

$shareFolder = Get-SmbShare -Special $false | ? { $_.Path -like “F:\*” }
$shareFolder | Export-Clixml -Path F:\SmbShares.xml

3. Y%% SmbShares.xml X# , FX F: (BN EI[ERF ) WATESIAE#RRN D:\share , AR
Amazon FSx X# R4 F D:\share £,

4. FIRBEXHHERES AZ FSx for Windows File Server, £ A LLiA B B #& Amazon FSx XX
HREMEXHRSB|BHIEF KL, SFHRENXHRERE, RS, FAUATHSNES AT —

B,

$shares = Import-Clixml -Path F:\SmbShares.xml

5. AU TAZEZ— , H£&TE FSx for Windows File Server XRS5 88 FOIEZ N HEMEMNEIE
PUE S

BEURBEAAERZTIENR , FEARTH T,
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$credential = Get-Credential

EfH Amazon Secrets Manager ®REKZFIUEXNR , BEEAUTE S,

$credential = ConvertFrom-Json -InputObject (Get-SECSecretValue -SecretId
$AdminSecret).SecretString

$FSxAdminUserCredential = (New-Object PSCredential($credential.UserName, (ConvertTo-
SecureString $credential.Password -AsPlainText -Force)))

6. FAUTHANXHHREERETEEEN Amazon FSx X 4RSS ES.

$FSxAcceptedParameters = ("ContinuouslyAvailable", "Description",
"ConcurrentUserLimit", "CATimeout", "FolderEnumerationMode", "CachingMode",
"FullAccess", '"ChangeAccess", "ReadAccess", "NoAccess", "SecurityDescriptor",
"Path", "Name", "EncryptData")
ForEach ($item in $shares) {
$param = e{};
Foreach ($property in $item.psObject.properties) {
if ($property.Name -In $FSxAcceptedParameters) {
$param[$property.Name] = $property.Value
}
}
Invoke-Command -ConfigurationName FSxRemoteAdmin -ComputerName
amznfsXXXXXXXxXx.corp.com -ErrorVariable errmsg -ScriptBlock { New-FSxSmbShare -
Credential $Using:credential @Using:param }

}

A # DNS Bti& X # Z| FSx for Windows File Server

FSx for Windows File Server AN XHRERHE T —PERINFE RS (DNS ) 2, LA TR
XHREEWEIE, BB %R A DNS B#ELE RN Amazon FSx MRS H DNS 518 |, EHFT
ERHEMR DNS BT REHXHRE,

£ DNS 518 , FTERF X4 REEE MR #ITEE] Amazon FSx B, ATLAREEFEAIAE DNS ZE#5h
8] 77f% £ Amazon FSx LWV EIE, XBBTHETEE Amazon FSx R LEEFHEAFER DNS AFRHY
ITERNARF. EEFXHREURNROIET RSN , AT DNS 518 53HF FSx for
Windows File Server #xBt, BIXZEZ AL 50 N DNS ABE— N XHRGEXHK, BXESER
BESE & DNS 38,
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DNS 3| & 4 E A TEX :

- WAXATEREHE (FQDN) %= |, fli accounting.example.coms
- AILEEFRRFFHFNEZT ().

« FEUEZFHFFLSER.

« AILAEREFTT K.

XTF DNS ##& , Amazon FSx 2R ZBFHEFRNNEFR (az) , TREEEFEF#ENIKREF
&, MNEFRERENBIHNNFTH,

LUTERRNE T ifEHA Amazon FSx $24|&. CLI 1 API ¥ DNS %1& 53 E#/ FSx for Windows
File Server X RS KBk, BXEREBHFXMHRE ( B/NE OB XHRS ) 11558k DNS 3IZ#H
EZER |, 55 & DNS 38 5 X4 RS xE,

¥ DNS 3| & EIMB X4 RERE (£FE )

1. 3TF Amazon FSx ##|& , ik, https://console.aws.amazon.com/fsx/
2. SMEIXHERS , RAREERES DNS 51H XK Windows XHFR S,
3. EMEZERLIETMFL , i&HF DNS 5l EX N EE T EE DNS 38 X iE4E.
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Manage DNS aliases )4

Associate new DNS aliases

transactions.corp.example.com|

i
Specify up to 50 aliases separated with commas, or put each on a new line.
Associate
Current DNS aliases
Q 1 &
DNS name & Status
financials.corp.example.com () Available

If you associate or disassociate DNS aliases, your file system will experience a temporary

loss of availability.

4. FEXRBRIHBIBESD , WAEXER DNS &,
5. EEEXRER , R BRMEINXHFRS.

A LATE 280 5l B 5 R P M RN R SCBR Y B B VRS . HRB[ETHTAN , 3B E5XHRGEREK
(WERRAEEERR 25 9% )
% DNS 58 5IMEXHRGEXE (CLI)

« f#f associate-file-system-aliases CLI @5 = AssociateFileSystemAliasesAPI #&4E4F
DNS 3l & 5ERBEXHREXE,

LR CLI R[N 5B S5 E R XA R G KBk,

aws fsx associate-file-system-aliases \
--file-system-id fs-0123456789abcdef@ \
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--aliases financials.corp.example.com transfers.corp.example.com

WaRE R T Amazon FSx B X # R B M Bl & KR

{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": CREATING
3,
{
"Name": "transfers.corp.example.com",
"Lifecycle": CREATING
}
]
}

EUBREXERNABHRE , BFEH CL describe-file-system-aliases | % (%
M DescribeFileSystemAliases#) APl #4E ) . HABIBW Lifecycle {9 AVAILABLE Bt , 1]
DERAZABHRINXGRET (LEBAREEERE 25 244 ) .

i 1/EE)1ER) Amazon FSx for Windows File Server

IR N FE,. XHEHEEEN DNS BER , T —HRFEEREES FSx for Windows File
Server X R %, EZ#EZ FSx for Windows File Server X R4 , BRITUTER -
- EREE,
- ot SMB B iR 5 RIBNHRENEE,
s WITHERLENXHAIXGHRERERS,
- RIEH Amazon FSx XU REBERS EMEEZT (SPN)
- FE# DNS CNAME iR B R &ERY Amazon FSx XHREE,

LT &BONET TN TROTE

EF&

« HEZE$EZR Amazon FSx

#43 FSx for Windows File Server 208


https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystemAliases.html
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« 73 Kerberos &M KIEHEE SPN
- EE¥T Amazon FSx X#H R4 DNS CNAME id&

AEZ ) ZF| Amazon FSx

ENEIEES] Amazon FSx X REMAER | BHHRITA TR

« FArEBARBXHRENE IR EE,

- f£A Amazon DataSync = Robocopy MITRAXHRL ., EXEZER , FSH FINE X4 FH
IR FSx for Windows File Server,

s WITHREANXHHREBRERS. BXEZEE , FEH A XA HZRETHEE Amazon FSx.

A Kerberos B3R IEEE SPN

BRINEBWUEEABETEPX Amazon FSx fEH Kerberos-based B3I IEFMNZ, Kerberos BEH 7
HEXHRENEFRRERHEZENEMRIE. EXEH DNS 3% 758 Amazon FSx BV & 7 iR /3 A
Kerberos 31 1E , AMIE Amazon FSx XRS5 Active Directory it EHLXY R L7015 DNS 518
R ARS EEEFR (SPN ) o

Kerberos SR IEEEMHm A SPN,

HOST/alias
HOST/alias.domain

Fltn , R B LR finance.domain.com , MFHENSERN SPN 1T,

HOST/finance
HOST/finance.domain.com

— SPN — X REEE — Active Directory Tt EHLIT RxB, MRAIEBRXHRSEH Active Directory
TTEYNRE BN DNS BFHEBIE SPN, MFER Amazon FSx XHREBIE SPN 28 , LML
LI BR o

DTFEENEBT OAEREMIAE SPN, FEMBEREAKEH Amazon FSx X#H RS # Active Directory
TTENX REIEFE SPN,

AEZ E)3F) Amazon FSx 299
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Windows P #5

RIEFTEM PowerShell SE37 B FER

1. BEFEBIMAZHR Amazon FSx XHREFTHIAR Active Directory B Windows 354,

2. PowerShell AEE G & BT FF,
3. FERLLT &N %% Act PowerShell ive Directory #&iR,

Install-WindowsFeature RSAT-AD-PowerShell

& 3 H IR R 1A U RS Active Directory THE I & ERELA DNS 318 SPN

1. FEAUTHSERAENEA SPN, N alias_fqdn BN G4 DNS FlE T2 FSx for

Windows File Server F 5 X4 RS <EkHY DNS 55,

## Find SPNs for original file system's AD computer object
$ALIAS = "alias_fqdn"

SetSPN /Q ("HOST/" + $ALIAS)

SetSPN /Q ("HOST/" + $ALIAS.Split(".")[0])

2. FEAUTREIBA gLt —FSHRE/MIIE HOST SPN,

« ¥ alias_fqdn B RTE FA&# DNS EE T Z FSx for Windows File Server R EX# R 5

XFEXHI 52 DNS &,
« ¥ file_system_DNS_name B R XA R EH DNS &+

## Delete SPNs for original file system's AD computer object
$Alias = "alias_fqgdn"
$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')

[@] .Name.Split(".")[0]
$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSPN /D ("HOST/" + ${Alias}) ${FSxAdComputer}.Name
SetSPN /D ("HOST/" + ${Alias}.Split(".")[0]) ${FSxAdComputer}.Name

3. NE A4 DNS BE T # 2| FSx for Windows File Server R E X4 RS XBENS /N DNS FIEE

EXLEDSR,

7 Kerberos &3 WIEELE SPN
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A Amazon FSx X R 4K Active Directory T EHIX Ri&E SPN

1. B{TLAT#% , 7 Amazon FSx XH#RZREIHH SPN.
« ¥ file_system DNS_name &#2 N Amazon FSx LA SR EH DNS B #.

E7E Amazon FSx 24| 4 L ER X4 RSH DNS B , B EBRXHRSE , ARERENTHR
G, ERNHARZEMAEENHPNNEERELBEK. BIET L DescribeFileSystemsAPI
YERY I B2 3R EX DNS #& #5o

« ¥ alias_fqdn B RTE FA&# DNS EE T E FSx for Windows File Server R EX# R 5
REXHI5EE DNS 5B,

## Set SPNs for FSx file system AD computer object

$FSxDnsName = "file_system DNS_name"

$Alias = "alias_fqdn"

$FileSystemHost = (Resolve-DnsName $FSxDnsName | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity $FileSystemHost)

Set-AdComputer -Identity $FSxAdComputer -Add @{"msDS-
AdditionalDnsHostname"="$Alias"}

SetSpn /S ("HOST/" + $Alias.Split('.')[@]) $FSxAdComputer.Name
SetSpn /S ("HOST/" + $Alias) $FSxAdComputer.Name

(® Note
MRFEBIHRSER AD ITEH X RA1FTE DNS 5B 8 SPN , A Amazon FSx X# %
SR B SPN FkM, AXEHRHMBRIAE SPN WEE |, BSRERHMRER X HRS
Active Directory ITE#HIX R EHIIE DNS 5% SPN,

2. FEAUTROIMARIEREN DNS BB E 7 #H SPN., RN IIEHRN HOST
SPN : HOST/alias M HOST/alias_fqdn,

¥ file_system_DNS_name E#F Amazon FSx 3 EL4A X REH DNS £#5, E7E Amazon
FSx %8 EERXHRLSH DNS B , FRENHRES  GRENXHRE  REEEXHR
SEANEHLNMESRLERK,

#&1E T LATE DescribeFileSystemsAPI 4/ g B 1 3REL DNS & .

H Kerberos & KIFHE SPN 301


https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystems.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystems.html
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3.

## Verify SPNs on FSx file system AD computer object

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSpn /L ${FSxAdComputer}.Name

X 1E A4 DNS it BT 2 FSx for Windows File Server R EX 4R EXENES /N DNS BB E
ELRERE,
(® Note

AJ LB 7E Active Directory i E LA FAREEIIR (GPO ) , BEFIXIEA DNS 5B EREFX
HRENE I IT Kerberos & 4756 1F F4% 5 H N %%

« PREINTLM : =fEARSFESHV/E H NTLM RE
« PRHI NTLM : A NTLM B 4958UE 7 iz 2 AR 55 85 651 Hk

BEXREZEER , BESRIEL S5 £H DNS BB HRIXHRE FHERARENR (GPO ) 78
#3117 Kerberos &1 iE,

E ¥ Amazon FSx X4 R4 H DNS CNAME 123k

AXHRSEEBEE SPN 5, TUBE T AR EES Amazon FSx : FBTARBXHEREHEN
DNS i2ZEB N BN Amazon FSx X FR S BR1A DNS B # K DNS id%.

N

ZEER PowerShell cmdlet

ER A DNS BEENRMEFA ( Amazon 3EE Amazon Microsoft JE31 B RHHNERITE REE
BR , UREBITEER Active Directory P E R HZEK DNS EENRNEHEE AL HMEFA )
AP EFZIMAZH Amazon F S x XHRSFrIN AR Amazon FSx X# R 4K Windows £ 4

BEXEFEMEER , 5 (Amazon EC2 AAF1ER) HAYIEHEEZE| Windows 3E4i,

PowerShell ABE & & 44T

ZEZ PowerShell £/ DNS RS SERKHMITHIERNIES. FAUTHTLZEZER,

FE# Amazon FSx X#H R4y DNS CNAME i2%& 302


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html

SEFTF Windows File Server #9 Amazon FSx Windows f 8/

Install-WindowsFeature RSAT-DNS-Server

E#HIAEH DNS CNAME g

1. ATHIAF alias_fqdn KIFREIA DNS CNAME 12 FE# 2| Amazon FSx XHRFEHITEMN
WK, WRAKEFMIZFR , ¥79 DNS 518 alias_fqdn BIE—NHH DNS CNAME g% , %
IEFRFENT 7 Amazon FSx XHREHIERIA DNS & #ro

BETHA , BHRTUTERRE

- ¥ alias_fqdn BRASXHRGEXEKH DNS 514,
« §¥ file_system_DNS_name il Amazon FSx 2 B4 4RSI ZRIA DNS &

$Alias="alias_fqdn"

$FSxDnsName="file_system_dns_name"

$AliasHost=$Alias.Split('."')[0]

$ZoneName=((Get-WmiObject Win32_ComputerSystem).Domain)

$DnsServerComputerName = (Resolve-DnsName $ZoneName -Type NS | Where Type -eq 'A' |
Select -ExpandProperty Name)[0]

Add-DnsServerResourceRecordCName -Name $AliasHost -ComputerName
$DnsServerComputerName -HostNameAlias $FSxDnsName -ZoneName $ZoneName

2. FHE A4 DNS BE T8 2| FSx for Windows File Server X4 RS XBENS /N DNS FIEE
ELEREE,

FE# Amazon FSx X#HR 4K DNS CNAME 83k 303
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15 ¥ FSx for Windows File Server X% %

W 244 FSx for Windows File Server X R RI AT SEH, AR Amazon HREMEELH K
oo BRIZM Amazon FERF RN Z NI WEKEEHIE | UEEHIHER T A E BT
iR, T, EFF LY FSx for Windows File Server Z 81 , &R #IE SRR HE iR & @2 T 5 E
=

BEBENRTAL?
RAF USSR IR LE R R ?
s 470 1 L6 2R SR A ST ER G0 2
BEEAMLSETE ?
o EHRMITHERES?
o HIEEIRAT ROB AN ?

B
H

o«

‘rfJ

f,IE

£ 5% FSx for Windows File Server ) BEIEFZMKENEZEL , TSEUTER,
FB
- BEhMFhI5E

« f#HH Amazon #1712 CloudWatch
o {FA1EFEAT Windows File Server B9 Amazon FsX APl 8 Amazon CloudTrail

B M Foh e

Amazon BT EMITE | B LAFEAIXLE T B3RS Windows File Server B FSx., BRI LAELEH
W—ETERAEHITEETIS  BEEETEZEEFH TN, BIERATEIMERES I,

Ha)GiErTE
BAILEALTEZLSETE | LU FSx for Windows File Server , 37 HI4E 1R ATIR e -

« A CloudWatch mazon Alarms — Z& {5 E W BT [ RN B LENENR , HRBZIERESNEEIR
AMEXNTAERENERIT-MHZSIIRE, ZRERRETLS#HELBEHRS (Amazon SNS)
Simple Notification Scaling £ I &7 EC2 Auto Scaling ZREEHIEX], CloudWatch *“EFET%W
NERENLETFEERSRAARE  ZRAVACEXHRE TEENRBEER, BXEZER
SR £/ Amazon # 1T #2 CloudWatch,

BaMFahiEe 304
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« Amazon CloudWatch Logs — ¥#2, &M i5[E% E Amazon CloudTrail 2 HE t>kIRHY B &34
BEXEZER , HSHEMT AR Amazon CloudWatch BH& ? # Amazon CloudWatch B & B 18
mH,

« Amazon CloudTrail BEKEZE-EKF 2 B HZEBEXH , BIHF CloudTrail BENXHXEE “BE”
LR CloudWatch BEX M , A Java REBELEBRARRF , HRIEEWEEXHEELER
=B AREH CloudTraile BEXEZEE |, i5Z#Amazon CloudTrail AFEREFHEA CloudTrail H
B,

FHHEATER

15 Windows File Server for File Server 858 — 1MNEEZ 9 2 F 31 %12 CloudWatch I & B3R R B
EZMWIE ., FSx for Windows File Server CloudWatch Amazon FE &l &M RIRAILE—B 7 R ik
T BIZHNINEIRA. Amazon

Amazon FSx MM eEEHIEHRE - :

- HEIEEM CloudWatch Bk
- XHRGEIRHE
s XHREFHRBENFAR
- XHFBRSERMF SR
« CloudWatch Bk

I 5 #b CloudWatch = #HIEIRE T :

« REBETIRR

Lo | BB T LAE A CloudWatch $1TA TI24E -

- Bl EE RS R G REERNRS.
- LEIERBIER , SHRRAIBX FERBL
- BRANKEFE Amazon FIRIEFR.

- HIENGESBEREBEXEENEA.,

FHY%ETE 305


https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-working-with-log-files.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-working-with-log-files.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
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AKX Amazon FSx MM REEFIHRNESEE | B XHREET.

£ Amazon #1743 CloudWatch

Il &3 CloudWatch Ytk B &8 FSx for Windows File Server X RSN BEBEHIE | FFHLE R
AERY, A FSERIERR. XERTHIESREFE 15N, NESEBIHRIFEES , UHBBETH
THEREBRXHREHHITER.

& F Windows File Server B FsX £ LA T 418 CloudWatch K IE4F :

« W% 1/0 EARE B IR XA RGN F P i N XA BRSS 28 Z R SE S

s XHRFEFENEHEMNXRELENAR, XHRSEE CPUNRE , URXHRSS[HETTEMN
IOPS R A,

« B /0 BREE XA RS HRNEFES ZRANED,
- FESEREE HDD FESHHEFULEF AEM SSD F#BHY IOPS RIA X,
- FREEENEEERERE  SRESERENRTROE®ETE,

THEiBEE T FSx for Windows File Server X% ;. HAHFIERTE,

Network /O metrics File server metrics Disk /O metrics Storage volume metrics
Ol . EoE
— —— ——

Storage capacity metfrics

BIAMERT , SEAT Windows File Server B9 Amazon FSx 2L 1 24 BB &% 55z
CloudWatch , BLATHISNE R TR 5 28 &KIE—X :

* FileServerDiskThroughputBalance

* FileServerDiskIopsBalance

BERXMEZEE CloudWatch , 155 Amazon 214 CloudWatch ? £ {1 &#h CloudWatch A 18
) #,

£ Amazon 3 {T##2 CloudWatch 306


https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
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ENHRGEFHEMBRAFERBE , TR T XHREWER , BARTSEEXHFRSEE
FFHB) Multi-AZ 2RSS 88 2 B R 1T S PR S04 M BB R &2 SR 1) & A0 SXAF R EERYFE#R.  Single-AZ

BL Amazon FSx CloudWatch EEFRBENRBEF T, FIHRAFB AR+ FIHN =3 Fl 2L EHK.
£l

« CloudWatch fE¥r M4 E

ERAXHRSG ISR

MBS MEN

i B X RS ERR

812 CloudWatch B3R

CloudWatch 3§frf14E E

FSx for Windows File Server JF LA T #8#¥r4% % 2| CloudWatch I &i#AWS /FSxIfpZ =@+ |, EAT
MEXHRS :

+ DataReadBytes
 DataWriteBytes

* DataReadOperations
 DataWriteOperations
* MetadataOperations

* FreeStorageCapacity

FSx for Windows File Server A T & T F A MY 545 & 1 BIAWS /FSx CloudWatch I L #hHy fp B 2=
B EATEUHEZEDH 32 Mbps I XHRE,

M4 1/0 $EHR

AWS /FSxn & 22 [H IEL T ML 1/0 fE#x.

R 589
DataReadBytes BRI HRENE P mIREUREF T,
By . FH

B M%E 307
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B 5 B8
BREITEHIAE : Sum

DataWriteBytes HRIMHRENEFHNEAREFT TR,
By FH

BREITHAE © Sum

DataReadO R XA RGN E P in i REURER.
perations
BT I

BEREITTEIE - Sum

DataWrite FRIXHRENEF RN EARER,
Operations
Byt

BREITTEIE - Sum

MetadataO R XHRENE P iR T HIERER,
perations
BT i

BREITHAE : Sum

ClientCon EFmEX 4RSS EEENEZER.
nections
BAY I
X4 RSEEER

AWS/FSx fi A Z8 8] BFE LT XA IR SS 85 H6 %R

R 1%, 8A
NetworkThroughputU XHREHNNEELE STEERFNE S, ZERR
tilization BT XHRGELNMEMETES , BFEEFK 0. EE

HEBRERFSIUTRINES. EFEFHME (0

ERARE 308
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EiR 5t A
B ) AR REFAES (HII Multi-AZ £ FI M4 iR
).

BBl
CPUUtilization XS CPU RRIAAERF 2.
By Boke

MemoryUtilization XHRSFENERRNFARA ST,
By Bok
FileServerDiskThro XHRFSHEEEHTFHECANEMERTE K RRINHER
ughputUtilization BE N RENTFE RN E 2 L.
B4 B
FileServerDiskThro XHRSHREEHFRESZAHETHEN THAREIKE
ughputBalance S, ERATRAERNERLEELTST 256Mbps B4
RE,

By Bok

FileServerDiskIops XHRFEEFE#EEZBWNEE IOPS , RN AHBFMHEE
Utilization HRENTRERBIKE 2 .

By Bok

FileServerDiskIopsBalance XHRESSBEEE#EZ EEE IOPS W AREAHE
o, ERATRRAERNEREELTST 256Mbps K4
R,

By B8Ok

W& 1/0 f8#x

AWS/FSxTn & Z= R BB LA THEE 1/0 $E¥R.

ERARE 309
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R 151 BA
DiskReadBytes R F B IREURMET T,
B FH

BREITHSE : Sum

DiskWriteBytes HREEBNEARET T,

By P

BREITHAE : Sum

DiskRead0 73 [F) 171 45 19 S BR 55 28 Y R BUR 1R B

perations

B HE

BREITHAE : Sum

DiskWrite U3 R f7 i B Y S BRS5 2R B AR

Operations

B4 iR

BRI IR : Sum

FSx for Windows 174 & 1645

AWS/FSx iR ZE 8] BIE L N EE B,

1R

DiskThroughputUtilization

DiskThroughputBalance

L

(XPRHDD ) X RFBEHFHECANUEETLE
RANBAFHESRENTNRE RSN E D L.

By BOL

({XPR HDD ) FSHEELEMEE IOPS KA A ZRE
REEDL.

B M%E
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EiR i BH
Bfy:BOk

DiskIopsUtilization (1XPR SSD ) X IRFESFHEZ EMEE IOPS | &k
THHBEFEESRENTEL IOPS WE 2 L.

By Bole

FEAREENR

AWS/FSx fi & ZE B IR T FE B E R,

B 15 BA
FreeStorageCapacity AAFEBREN KD,
B FH

BREITHIE - Average, Minimum

StorageCapacityUtilization ERAYEEREE  KRTINEEFEHBENB DL,

LR VA= e
DeduplicationSavedStorage BRTEERERRETENEEZEE,
By . FH

FSx for Windows File Server {S¥rfYfr & 28 Bl F1 4 E

FSx for Windows File Server IE¥r £ FSx e B2z , HENENHEE FileSystemId 12
HI5¥R. YRATLAER d escribe-file-systems @8 APl Amazon CLI S B REBR X HREH
ID, DescribeFileSystemsX#R 4 ID R A Fs-0123456789abcdef0,

FERANXHKRSER
8> Amazon FSx X4 REEEFR N EEHRMIAH -

- XHBRSERR BT A RIXHRSENE SRR E SR,

f# A CloudWatch 4% 311


https://docs.amazonaws.cn/cli/latest/reference/fsx/describe-file-systems.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystems.html
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- FRES , ATREXHRSFHHE.

FSx for Windows File Server &% CloudWatch FHVIEHR , X LEIEFRIRER X R G R X RS 25 M 77 6%
BN ERFAR, TEIRAT Amazon FSx XHRER HEMAE 4R A #t CloudWatch Y512
RN RIRIER. HXN—HENRETHXEEERXHRAEYE , ATHREXLEERNEE., ARZ
B 2SS A BRI X RS HEEE,

FS'g
Network /O metrics File server metrics Disk /O metrics Storage metrics

Key property: Throughput capacity Key property:
DataReadBytes
Data\WrniteBytes
DataReadOperations DiskReadBytes
E] DataWriteOperations NetworkThroughput DiskThroughput DiskWriteBytes Storage volume metrics
C—= MetadataOperations Disklops DiskReadQperations
ClientConnections DiskWriteOperations — —
(] < = =
= = ==
@ Storage capacity metrics
— CPUUtilization
MemaryUtilization

5/ Amazon FSx 2 & & R “WE ML HIREE TR HEIRH FSx for Windows File S
CloudWatch erver %5,

g SE I S
At

R

CHEXHRSEHE IOPS ? B IOPS  EAfl (DataReadO
perations +
DataWriteOperations
+ MetadataOperations

) AR (AR REMN)

SUMMary gz sy b REEHO B EH R 2 E&MHE  EF (DataReadBytes +
DataWriteBytes )/AHA
(AR EN)

CHAENMARELNTATHBRERN? AIA7Ff  FreeStorageCapacity
RE
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“ls o ... = MR
M
B2 H
R
CEPIRE XM RS R B B EERR ? ZEFIWE ClientConnections
3
AECRAYERAETZRE (RTIAXHR  FMHBE  StorageCapacityUti
SETFMBENBIL) ? F AR lization
ﬁﬁﬂﬁ CBEENESNENR T SN YEMAT  BIEE  DeduplicationSaved
- B & ? BIEMBER  Storage
TENF
HARE
LCEAERRIN 4RGN E PR MEEL MEERE  NetworkThroughputU
B (RTNXHRETRAEEHENT S BFAEZE tilization
)y 2
CAEXHRSSESEE#SCANEES HESH  FileServerDiskThro
M & ( RRAHFHAEE D RE R TFRE B BR F EFMAZE  ughputUtilization
HWEDL) ?
CHAEXHRSSESEE#HSCAUMEST BiEAFEH  FileServerDiskThro
u ENATHRERIHZAS L ? BRM®F  ughputBalance
P 8E - &
X 14 AR
FR CAENGRSHRE RS2 RNEE i FileServerDiskIops
IOPS ( R NHEHEE N RENTAERS  1OPS F Utilization
MWEDL) ? BA®x
CAENMHRSSHREFEE 2 REE IOPS W& FileServerDiskIops
MR ARERHBE DL ? IOPS 28 Balance
18
LCAENHRS RN CPU RMAXRE DK ? CPU fE CPUUtilization
x

f# A CloudWatch 4%
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Ui
il
B'E
#

PERE -
S

(® Note

...

CHAEXARSSENAEIRARE S ?

ARG RFRSNRETLE (RTA
B HDD &8 RENTFHE R BN E 5
) 2

JAEE HDD FREBHNRFTAETLE
M IOPS REQIHA DL ?

CEE EEEESNIRE IOPS ( RERR
H HDD Z# A ERENTRERHHNE 2
)y 2

. JAE R 74 BRVERE IOPS ( RRW
B SSD AR ERENTHE R E 2
) 2

NEFRA
$

WHEAET
ENAR
( HDD )

B
R

BT
(HDD)

il 2
IOPS
IS
(HDD)

W&

IOPS

FAZR
(SSD)

MR PR

MemoryUtilization

DiskThroughputUtil
ization

DiskThroughputBala

2
nce

SUM ( DiskReadO
perations +
DiskWriteOperation

s )/Period (®)/(12*
fiii& HDD F# &£ (TiB)
)

DiskIopsUtilization

'RANBIEIG T BN R RREE 50% T, BREREBHNE AT DR T
FERENZIMEE LR MG A Windows FHIRE ( flFREL . EEREMKRITTE

#) o

2BIET RS , HDD B THALNIZWHAZR, IOPS REH ERAKIEAESHK
BAMEETR, BXES(EL . B35 HDD REHEL.,

f# A CloudWatch 4%
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HEREE S AMEW

FSx for Windows 4t 8 h EHEE N 32Mbps B CHREIRM T HALRE, SuEh—4
CloudWatch 3#7 53 S5 2 ME S 3 S MO T MERY , Amazon FSx B4 8R4 — A ISHrE B
s, REBE AR EIREOSATHERY BT ERXE BRI S RS ML,

RS ENEREFERN SN XBERAGRES, AEEIHKIIN Amazon FSx HREBE RN
NHERSGEENL T CloudWatch BICRSH A A BEREHFE RE “BRMERE" BRN “HE &2
Fo MERRPEREFEERNBI ELERES,

&1 LU AE{A] Amazon FSx #5812 CloudWatch 1k, BEXxEZEE , 1551 612 CloudWatch 2
o

ERMREESRS RS MERE

Amazon FSx &N RIRHYIER TR , BAUAFERXERICRIEIC X RGN MEE, XLEEIWNSA
T A RORBIEN MRS, MREFEMERITEY , RBZEINXGRENMEEERTEE , &
AURBRENNIEE, BEMREENIER , EUUBEIENXERENELE NS EEEERMRE
&, MTRRAMR,

MBEH N IIERNES BT IZIRE

MEFHE - FIFAR

XEARSS S > HifE IOPS - R A=

NHRSESE > HERHE - FIAX 1 &0t B

XHIRSEE > B IOPS - ZRIERH

NHRSEE > MEFUE - RIGRE

FHAEFNAR WNGEESE

s > HESFHE - RIFAR (HDD)
BNF#EERYRE SDD FRE

FiES > HARHE - RIEREW (HDD )

Fi&% > Hi# IOPS - FIA®E (SSD) &5 SSD IOPS
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g
o
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® Note
RUEVHRGEMHAREQHERE /0 HeERR , H iR tEESE. .

- FREBERY BRI RSENEETUHE | M ENFEREH R XHRGME PR

o T Multi-AZ XHRE , BBEHERET E. BHERITARPHZENEHLSHE
NBEEBNBERESH, FHBRARXENTFARBEERESETEE X NHRFSI[AHEIX
RSB 2 BIEZ , Windows Server EITHEIERLEN AL HFERE 110 BR. BXE
ZEE , BoR EEFHEES,

BRANHREHEEMEZELR |, 55 FSx for Windows File Server %8¢,
R X HREGIER

EA LB LA T AR EE Amazon FSx CloudWatch FIFE#R.

-« Amazon FSx &%l &
- ##l CloudWatch &
« C CloudWatch LI

« X4 CloudWatch API

UTEBNAT MAFERAXEREN I EHRXHREHIER.

£ Amazon FSx B H| A EFE XK RSB

1.  3TFH Amazon FSx ##|& , ik, https://console.aws.amazon.com/fsx/
2. EERNHRGHAFETE , BESMERPERXHRE,

3. EREEFEHIENRNXHRS.

4. BEEXHRGEREBRXR , BEFE -/ ER LEEREERMMEE

5 8] LA R ELHEAR 316


https://console.amazonaws.cn/fsx/
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© Summary Storage Performance CloudWatch alarms

Warnings and CloudWatch alarms info

Shows any Amazon FSx generated wamings and triggered CloudWatch alarms that you have created

File system activity Info

Shows a high-level summary of file system activity.

th  3h 12h 1d 3d 1w Custom [ ‘ C | v H Add to dashboard

Available storage capacity Total throughput (bytes/sec) Total IOPS (operations/sec)
No unit No unit No unit
34266

0.033

34266

0017

34266

0
1715 17:15 17:15 1715 17:15 1715
@ Available storage capacity

@ Total throughput (bytes/sec) @ Total IOPS (operations/sec)

Client connections

Count

1.00

0
17:15

@ ClientConnections

« MANBRTREREEER , ErMAESESMN CloudWatch BIR AR X4 REEB R,
- BEEFERTEEFHBENIARER.

< EEMRETES MRS SHFNFMHIERER.
+ & CloudWatch BHRUEBNNHREEENEERNE R,

BXEZER  BEH £ REER.

£ CloudWatch 4| & R &EFIEIF

1. ERLDHEHER B TETPERXHREESR , FHE Amazon FSx CloudWatch & & #Y

‘R AMMEE” EAR SN ZIER.
2. MEHRBREGELANBREREPERERRPESR , W TEAT.

TR XX RGHEAR
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CPU utilization o i
Percent Enlarge
Ls Refresh

View i!h-[.l[]ELri{SE

MM M L Mt

@ CPUUtilization

XRFFE CloudWatch 2| & RITF “4EHR” WH , ERERER , ITEMRR.

CloudWatch X CloudWatch Metrics

CPU utilization & 1h  3h 12h 1d  3d 1w Custom +| | Line v

Favorites and recents >

Dashboards

» Alarms Ao @1 @0

» Logs

percent

¥ Metrics

1
|

7.0 |

20

All metrics @ CPUUtilization
Explorer

Streams
Browse Query Graphed metrics (1) Options Source Add math w | ‘ Add query ¥ |

» X-Ray traces

» Events Add dynamic label ¥ Info Statistic: Average w  Period 1 minute w Clear graph

» Application monitoring Label Details Statistic Period

Insights
> Insig B cPuUtilization [% FSx » CPUUtIlization = FileSystemld: fs-Oched:  Average v 1 minute ¥

[6] CloudWatch 12 &I E AR 7R t1E 4R

1. EN—4 FSx for Windows X# R & 1E#RAMNE CloudWatch 2% & ZHIEAR , E1E Amazon
FSx 25| A /Y “MEimMMae” mIRPER —HIER (HE., FRZMEE) .

2. EEERALAHN HFMBMMURAR" , BVATHTF CloudWatch #2#l &,

3. MHIERAFIEFEIMAE CloudWatch R , REIEBFHWN KRR, BEXEZEER , TSHTEH
CloudWatch A 155 # iy £ FI I &3 CloudWatch 2 $IE AR .

E ;A kR B $EFR Amazon CLI

« fFEATA --namespace "AWS/FSx" T BZEEM list-metrics ®H. BXEZEL , BSH
Amazon CLI i 55 ZE,
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$ aws cloudwatch list-metrics --namespace "AWS/FSx"
aws cloudwatch list-metrics --namespace "AWS/FSx"

{
"Metrics": [
{
"Namespace": "AWS/FSx",
"MetricName": "DataWriteOperationTime",
"Dimensions": [
{
"Name": "FileSystemId",
"Value": "fs-09al06ebc3adbb087"
}
]
1,
{
"Namespace": "AWS/FSx",
"MetricName": "CapacityPoolWriteBytes",
"Dimensions": [
{
"Name": "VolumeId",
"Value": "fsvol-0cb2281509f5db3c2"
1,
{
"Name": "FileSystemId",
"Value": "fs-09al06ebc3adbb087"
}
]
1,
{
"Namespace": "AWS/FSx",
"MetricName": "DiskReadBytes",
"Dimensions": [
{
"Name": "FileSystemId",
"Value": "fs-09al06ebc3adbb087"
}
]
1,
{
"Namespace": "AWS/FSx",
"MetricName": "CompressionRatio",
"Dimensions": [
{
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"Name": "FileSystemId",
"Value": "fs-0f84c9al76a4d7c92"

f£ A CloudWatch API
M CloudWatch API if 8138 %r

M GetMetricStatistics, BXEZEER , 5 H Amazon CloudWatch APl %,

#1172 CloudWatch 21k

BT LB — CloudWatch iR , EEIRRA K ET{LET K% Amazon SNSHE., Bii4E8R—K
BHE ( HIRIEE ) MiE—NMENR , HEBRHEXN TEAERENIBIFESREE T E RTINS Z IR
e, BER—PKREE| Amazon SNS TS B shy 4 KA E A,

IR IFERNRAZTLARERIE, CloudWatch B RF 2N MNE R ENLFRERSHARE
£ ZRAUTEERARETIEEN B R, B UM Amazon FSx 124 & iR &l & 0 B EIR,
CloudWatch

LT BNE T masERIREA. Amazon CLIF] APl 3 Amazon FSx BIZZ3R,
®E CloudWatch B4k ( ###1& )

1. 3TFF Amazon FSx #%#|& , MutR, https://console.aws.amazon.com/fsx/
MNEMBERT  EREXHRE , ARERENHABBRHXHRE.
ERREXE  RAREREFFHAES.

ERENEL , EREENMEEE,

i%$# CloudWatch 1R,

% 02 CloudWatch Z1R, FEEZNEEEMZE CloudWatch #2FI &,
EFRERER , RRERET %,

N o o &~ 0w DN
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/
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8. HEEMEBDHF , &EEFE FSx,

9. EBRMNHRGER , BPENHCIBRBERNIER , REEFRFEER.

10. XA S, AREFERATZEROZMN , RAREET—F,

® Note

EMHRENXHRE4F R |, B Single-AZ XHRSEH E RS 2R B ARS 2349
WEI A EIEE | REXAEIEIR. Multi-AZ AR LA A EMNMRSHENERZGEER ,
HEEER , FHEBNNELANEBIESR , 57 Amazon CloudWatch 8 EL
& CloudWatch B3R an{a4b 38 E R EIE.

1. R CloudWatch 8 EBIIRS Al &R IER R B ZIZ B FHR4EEE SNS BA |, FE “BHLER
RSN HEREBIRIRD.

X FiEE SNS T& |, EEFE—PIEW SNS £F, NREEFRVEETE , BABRALUANFHBEF
EREFIT PP RIRE B MM B FER A ithat, IR REF T RACERIKRNERFRPEREK, &
?%T_io

® Note

MREFERCEZHOIRE T —NFH Amazon SNS & |, BF A &8 F hf 4 1 11k 75 52 U@
ZBATER WU, HBERIEABRRSE , FRREBFERMF. WRERIES FHRFit
i T BERRSRE TR , BAENF2EREBEH,

12. EEERNER, BEXNESE , RREET %,
13. EMREMEIBRE L , EFEERNCENER , AEEREER.

£/ CloudWatch 24| & & BEHR

1. %&3% Amazon Web Services EE#Z2H| & HITIF CloudWatch #2F1& , Mt Fhttps:/
console.aws.amazon.com/cloudwatch/,

2. ERVBERUBHCIZERDS,

3. 1% FSx #EFRHRF AW Amazon FSx 1E#r , LRI BN HIREBERNIER. ERILITEES
{RE R Amazon FSx 164 , BERXHRGNXHRE ID. ERENHVEBRNIER , AGE
#:RF-F_Z’FO

4. EEBEEHRNER, HRNEZE,
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https://console.amazonaws.cn/cloudwatch/
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5. R CloudWatch ZEEA T BHRSH MERIZE FERH |, BE “SHHLBR PGRE RENE
|/ WTFREBHE |, EFE-—NIE SNS T, NMREEZFQETE , LG AL B FHp
TSR IRER MM B FEB i, BHRFFRE TRASEFIRNERFZRFERHK,

@ Note

WMREEF Create topic (RIZEB) B2 — /N Amazon SNS £& , BRA 8B FHR#Fitbut7E
BBz AFET KU, SEREABRRSHN , FeREBFiY. NRERIS
FHR bt 2 BT BERRS K E TEL , BASIF2EBEREIEA,

6. LAY, ATEBERTGXETE AR RNER, EREER.

% & CloudWatch 1k (CLI)

@A put-metric-alarm. BEXEZEEL , 2 Amazon CLI Command Reference.

REBER (API)

« M PutMetricAlarm, BXEZELE , H3H Amazon CloudWatch APl &%,

A1 F3&E A F Windows File Server B9 Amazon FsX API iE H
Amazon CloudTrail

i&FF Windows File Server B9 Amazon FSx Amazon CloudTrail5 —I RS &R , ZRSEEHAF.
BB RS TE Amazon FSx Amazon FRERHERERIER. CloudTrail ¥ Amazon FSx WFFE API
BRABRNES. BIRNIBEAEE3REA Amazon FSx 4| A /B AL REX Amazon FSx API &4EH
RBFEH, MBEEQETBE , MR L ATFR CloudTrail B4 &£ 2] Amazon S3 7@ , 818
Amazon FSx =4, MRBAREEBRE , BMHA TR LI CloudTrail EH &N “SHHRLER HEE
BHFHNEYS, BIWEMNEER CloudTrail , BRI LAHE [ Amazon FSx K HEVESR, K HERE IP i
b, #WRETER, ARNREERAREMIFMER.

ETHEZEE CloudTrail , &R Amazon CloudTrail FF {8/,

I 55 FSx HAY{E & CloudTrail

CloudTrail FEZ 812K~ Amazon Web Services I B EEENKF EFH. 2 Amazon FSx .k
H£FEEE | ZEFASEHM Amazon IR CloudTrall E4—RE2IEZESHHFLIERP, EAUEPE
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/API_PutMetricAlarm.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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5. BRANTHBEXENEMH Amazon Web Services ik, BXEZELE | BSRAFERAEHFEIC
F&E CloudTrail &4,

ERLILREEH Amazon Web Services Ik , ‘B3E Amazon FSx WS4 |, BRI RER, RERAT
CloudTrail $f B & X 125 £l Amazon S3 Zi#EN. BRIAMBERT , S A P LIZRERIZRE |, HWERER
128% R A T AT B Amazon Web Services XiF, RERIZH Amazon 7 XHFEXENESH , HEAXE
HAEA T RIS ER Amazon S3 . AL , BRI LB E Hfth Amazon RS , LA — 5 5 T AL B2
CloudTrail B EHIKRENBHBIE. BXEZEE , BSHATINE .

- BIERERICFRER

« CloudTrail MRS FER

« BlE Amazon SNS &4 CloudTrail

« BURKBE St XH CloudTrail BEXAMEBK B ZANK/#H CloudTrail B &AM #

FRETL % FSx #EHEH (LS # FSx CloudTrail API &) BRHIERER, 6l ,
FCreateBackupfTagResourcelRELTE CloudTrail BEXHHAEMKSE., CreateFileSystem

BNMNEHRAEXEBHBIEFXRERNBERNARGE. BNEEEHTEHEENATHR :

- BERIZMEARIEFHIER Amazon Identity and Access Management (IAM) B F&EIEX Ho
- BREEAACGERKREAFNIENZEEIEAEN,

- EREEHEM Amazon RE & Ho

BREZER , 52 M CloudTrail userldentity T,

T # Amazon FSx HEXH%H

BERE—MERE , AFFE4ENBEXEERIEEEN Amazon S3 F##. CloudTrail BEXX#
BE—NESZNMNEEZREB. EHRKRKRBEARENEMER , BEEXFRWRE, BENBHAR
B, ERSHENFELR, CloudTrail BEXHTREAH API BANAEFHRRE , Rt T2RE
A4S EMN IR B,

RTRRBIERT —/ CloudTrail BERE |, Z&BERTMEHE N XH RGO EFZR
B TagResourceiffE,

{
"eventVersion": "1.05",
"userIdentity": {
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
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& AT Windows File Server 8 Amazon FSx

Windows P #5

"type": “Root”,

"principallId": “111122223333”,

"arn": "arn:aws:sts::111122223333:ro0t”,

"accountId": “111122223333"”,

"accessKeyId": "AKIAIOSFODNN7EXAMPLE”,

"sessionContext": {

"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2018-11-14T22:36:07Z2"

}
}
.
"eventTime": "2018-11-14T22:36:07Z2",
"eventSource": "fsx.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",

"sourceIPAddress": “192.0.2.0",
"userAgent": “console.amazonaws.com”,
"requestParameters": {

"resourceARN": "arn:aws:fsx:us-east-1:111122223333:file-system/fs-

abl2cd34ef56gh789”
.
"responseElements": null,
"requestID": “aEXAMPLE-abcd-1234-56ef-b4cEXAMPLESL”,
"eventID": “bEXAMPLE-gl12-3f5h-3sh4-ab6EXAMPLE9P”,
"eventType": "AwsApiCall",
"apiVersion": "2018-03-01",
"recipientAccountId": “111122223333”

}
TR RBIERT — CloudTrail B&E%E EUER T NS & R BR X RE R AT
#UntagResourcel®{E,

{

"eventVersion": "1.05",

"userIdentity": {
"type": “Root”,
"principallId": "111122223333",
"arn": "arn:aws:sts::111122223333:root",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

T f# Amazon FSx B &% B
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"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-14T23:40:54Z"

}

}
},
"eventTime": "2018-11-14T23:40:542",
"eventSource": "fsx.amazonaws.com",
"eventName": "UntagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "console.amazonaws.com",

"requestParameters": {

"resourceARN": "arn:aws:fsx:us-east-1:111122223333:file-system/fs-

abl2cd34ef56gh789"
},
"responseElements": null,
"requestID": "aEXAMPLE-abcd-1234-56ef-b4cEXAMPLES1",
"eventID": "bEXAMPLE-gl12-3f5h-3sh4-ab6EXAMPLE9pP",
"eventType": "AwsApiCall",
"apiVersion": "2018-03-01",
"recipientAccountId": "111122223333"

T f# Amazon FSx B &% B
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Amazon FSx HI &4

R4 Amazon EEFZE, fEN Amazon BF , BA SR T ENREASHELLHRBBALNE
RN EREH O ELEN,

ZERNFHEEE Amazon BFRE. TEHBENREHRANZN Z2ENEH NREMH

« Z&Z%E — Amazon AR Amazon Web Services =HIE1T Amazon PR K E R IR K.
Amazon X R BRMAILZ £ EANRS . Third-party fENAmazon EH TR —B50 , FiTIHE
HNEMBIERNZENERME. ETHEHATEAT Windows File Server B Amazon FSx B &M
it , FZEER LT RSEE N Amazon B,

s DMBE-ENREHEFERN Amazon RERE, BEFENHMERAT , SREENKENBER
M, BLATNERURERNEEZER,

Z XS EE B IR T MR Al 1E SE & A T Windows File Server B9 Amazon FSx BRI ASfERBER, AT
F B A A EL & S& A T Windows File Server ) Amazon FSx , AR BN Z £ MMERA LB IR, &
B S) anqa £ A H Atk Amazon BRSS Sk#S BY I8 IS R RR I 889 Amazon FSx for Windows File Server
BRo

F&:

« AT Windows File Server # Amazon FSx KB R

« fE£/ Windows ACL BT 3441 3 3% 4% 51 49 1 (A #22 1l

« £/ Amazon VPC # 1T X4 RS A A= H

- FRAXMHRFIHERZRLAFPNIHE

- &M T Windows File Server B9 Amazon FSx {1 & @ #i R E8

« EAT Windows File Server # Amazon FSx &M 51l

- ¥ T Windows File Server # Amazon FSx fl# 0 VPC iR

i& A T Windows File Server B9 Amazon FSx H #I ¥ #E{R 1

PHEFEEN Amazon 5 EA FEMA T Windows File Server ) Amazon FsX R BERF . mAE
BpTR Amazon , ARRFIETRA NS S IRER 224 Amazon Web Services =, SR R4EF T IE
EELEMEN EHABTHET, BEHTEMERN Amazon Web Services B HE2RENERE
%, BEXBBERIANESEL | ESRPEBRKEESER.
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HFHEERPEH , RINEUERI Amazon Web Services i &EUE H £ Amazon IAM Identity
Center 5 Amazon Identity and Access Management (IAM) IR BEMNABF. X , 8MNAF RIRE
THIEREMENNER, FERWUEBSUTARRFEHIE :

s NENMNKFFERZESHRIE (MFA)
« FF SSL/TLS &5 Amazon BREES. RIMNERMER TLS 1.2, BIWEER TLS 1.3,

- EARE API M A FES B E Amazon CloudTrail, HxfEA CloudTrail IR ER#EIR Amazon SEFIHY
£8 , 52 (Amazon CloudTrail BF#ErE) RHEAR CloudTrail %o

« £/ Amazon M#FHERF RUKEPWAMERIAZ £EH Amazon Web Services R

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
BHE,

o MREE Amazon BE G TITRESN APl #H1TIHRINFEELT FIPS 140-3 BiIFMMZEER | EFEH

FIPS in . BXATAM FIPS inRMEZER |, B5H (ZERFEELLERA (FIPS) 5 140-3
W) https://www.amazonaws.cn/compliance/fips/o

BB ENEEERBBER (MEBEFNE TRt ) MANREHEBBEERANEFTER
(WBHFER ) ., XTIEREMESIA. APl Amazon CLIZE SDK £ f5& A F Windows File Server #9
FSx Amazon Web Services fRS5 SE RSt Amazon EATEMH KSR EHEERN X ARFEH
BWANEAKRERTELATHRERI LK AE, NREELBATRSEHIEZM URL , BIIBNUETEEN
P EEEIEE R RBIEN ZRSERNER,

FSx for Windows File Server A B9 ¥4 Nz

i& A F Windows File Server B9 Amazon FSx X #HBSHEMZENLRMPHEME, 42 Amazon FSx
XHRER , RESBEHNBABRSKEEMNS. EX1F SMB tHX 3.0 HE SRAH 1T E L6 LR ST
HHREIRHEEPEIEMNER, Amazon FSx &7E& TR XHREEHEH SMB 1% B 3h N2 4& f 3k
B MEEBINARER,

{n] Bt 5 FH DN 228

MRENALN LN AREEREERBSNBHRBENTHE | RINEBWECIBNEZN X4 REUERE
FAE 5 P R BRI B XA R S

MRENALAZIERNBEN A HBEATHESNBNLQAREEBRNAR , WENKESBHHRT
BANE. BIEEVEBEI L W R HIES T MBRES RS , MTXHE R BIEETINE

Lz = 327


https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://www.amazonaws.cn/compliance/fips/

SEFTF Windows File Server #9 Amazon FSx Windows f 8/
% sl =
BRAHIENR

P8 Amazon FSx X# R &5 #8EH Amazon Key Management Service ( Amazon KMS ) B2 #2248
HITRANE, BEEEAXARZH2XEINE , AERIN Ba1#E, XLIZEH Amazon FSx
FERAE |, @it , EFXERNENRARR.

Amazon FSx E AT FR/ER AES-256 INZEEX 58 AH Amazon FSx BIEM T BIE#H TINE ., BX
BEZEE , B3 (Amazon Key Management Service F X A RIEFE) A9 INZR E R E11E,

(@ Note

Amazon Z A E R EM IR HEE B LB FBE S IEARE (FIPS) 140-2 #LENMEZEEE, ZEMIR
MR & X EERRESHRARTZEE (NIST ) 800-57 B,

I 53 FSx = {aI{E A Amazon KMS

Amazon FSx 52 £&F , Amazon KMS A TH4E®E., Amazon FSx £/ Amazon KMS key RN
BHXHRE, BAUERERATNZENBRZE XSRS ( SEHENTLHIE ) B KMS ZH. BaLlE
A. ZEAZEEXZ KMS BTN, % KMS BT URUATHMER Z — .

- Amazon EBERZ4 - X2 BIAKMS 4 , Tl REMA,

- BERFREER - XREARREN KMS B4 , BN G UEEEZABRURNZMNAFSRSERE
HMENR, BRUBEFREZANEZFER , HZ6 ( Amazon Key Management Service Jr & A &
BB FHLEZH,

MEFEFEEINBHAENEN KMS ZEANMBNBRXHHE  EUUEAEHARHR., EEAEH
RIRE , Amazon KMS B SRR —RENEHA. A I TEFREXRL , BT EE
MZEA, ENEH. BERIEEEZN KMS ZRHAHRINER. BXEZELR |, i55H ( Amazon Key
Management Service FF X AR 3Em) Amazon KMS keysH 4 #E,

Amazon FSx B Z4A R Amazon KMS

FEABUR RGN KMS ZRIARNEE R E, BXBHABRNEZER |, 55 (Amazon Key
Management Service TF X A G 38/) FHEA Amazon KMSHIHEABER, U THIRERT
Amazon FSx NEESME X4 RS FWFTE Amazon KMSHEXR :

 kms:Encrypt— ( Ali& ) REANMBZBNMEXF, ZNRIEERINBARBEF,
* kms:Decrypt — ( 4% ) BEEX, BXRIUABNMBNAX, ZRNRTLEERANZAREF,

BAME 328
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 kms: ReEncrypt — ( i ) A KMS BN RF BN BIFBHITNE , MAREZTFRRE
BIENAN, FEBEHE  RAGEFTNE., ZINRTESERIANBHARED,

- kms: GenerateDataKeyWithoutPlaintext — ( 238 ) IREIfE A KMS ZAMBENRIBEB MR ZHR. LY
BRE &7 k ms: GenerateDataKey * THIERIAZR4AKRE P,

« km CreateGrant s: — ( &8 ) MZFEARMTNR , LEEHAUEALAZKGETERAZEZR. BNEF
ARV BRG], BXENNEZFEE , 25 ( Amazon Key Management Service FF & &
Bl PEARN, ZNRBSERIABARED,

« kms: DescribeKey — ( 4418 ) 2t XIEE KMS Z4ANEMES, ZNBEETEERINTARE
H,

« km ListAliases s: — ( AJi& ) SIHK P FIE A B . EEAEHSIEMBHNXHRERN | Z
NRFEF KMS 45k, BINBWUEFERAZNEARSSZENAFAR. ZNRTEERINER
KBS,

1% ¥ o B D0

EX ¥ SMB MY 3.0 RE SRR ITESRF| LS N XHRAZEXFERPHENSE. XBEM
Windows Server 2012 # Windows 8 FF##IFFE Windows iRAS , AR FTE Samba B iwARA 4.2 5
EEMRAH Linux &%, S&AT Windows File Server B9 Amazon FSx &1 &1 8] SRS atfE
SMB mnZ B mEEM P EHE , MEFERNARERF.

SMB fNZ & f AES-128-GCM 5 AES-128-CCM ( tIRE i SMB 3.1.1 , 3% GCM 254k )
EREMBREZE , R LUEEFE A SMB Kerberos 2 RAHRTE B RIBHBIETEM, FHATTUIERE
SMERE , flan , B NFR SMB EEE S AXXHR , HERKZ RS 2 %, AES-128-GCM

NTRBREIEZRPRERTNBNEAMEER |, BSOS R SR 15 814X BR BR Hi 9 X /o ¥ 177 8] 32
¥ SMB MMFENE ik, EETAUBERAREATNINHAEHBNNHRENEFRPNE, XATFEE
Bl — X4 REG LRSS ERANBENARMBNXHLE,

EIR L R N

BT L E R —4H B E X PowerShell 855 332 $|7E FSx for Windows File Server X# R £ f1 % F i 2 8]
R BIEBN N, SR LU XH RS RNRRH N EEF SMB MENE PG , SUREME P EIE
RALT MBRS. BABFRMTERAPHRENRG , FATXE SMB 3.0 NZEMNE FimihE X4 R
SWRAPREERREREAMBNXHRE,

BETUEXHHER MR R XA RS BRI ZEERPRENDE, MREB/NE LTS HBIEN
NHEHEEERRPRENE  FAAAEAFTREM—EXHHRE | WA BER X ZRF 8 0%
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BHER-—IMXHRELESERMBRNRMBHNXMAHE. Server-wide MEZEMLETHERME, M
REAT2RAME , WEEEEEHERZEELZTHME,

BOJLAEA Amazon FSx CLI EXH RS L EBEAMP I INE |, UMEE L#1TIZE PowerShel I8,
ETRRMMEAL CLI, i52E# A Amazon FSx CLI PowerShell,

WTAIATATERXHRSGE LNAFERFNENG T,

EREEGS 0

Get-FSxSmbServerConfigurati ¥ ZRIRFZ M EHR (SMB ) REBEHME. EREMMT |, AR
on #& EncryptData # RejectUnencryptedAccess B
EREXHRENERPNBERE,

Set-FSxSmbServerConfigurati  Ltas SREFNED , ATFTEXHRELLBERERMTMNE

on
« -EncryptData $True|$False -FESEIREN True

AT EEEPHRENS. FUSHIREN False AIXAEHF
BEME,

« -RejectUnencryptedAccess $True|$False - fFiik
SHIREN True BEFRZFMENEFIRIHR XGRS, §
S BIRE RN False ATFAXFFMENE P inihs R XHFRE

Set-FSxSmbShare -name FUSHIRERN True , UAFBERENERPBIENE. FHSH
name -EncryptData $True RIEN False , AR EZNEH P HRIFENE,

BN THBRINEDPHRHEMEBTTEINSEEE. EHRLAER , BT822 Hws , flW
Get-FSxSmbServerConfiguration -7,

fi£ F Windows ACL 34T 34 F1 3R 4% 51 B9 15 (A1 2 /5

&M T Windows File Server B9 Amazon FSx X #{# A Microsoft Active Directory JBJ fR 5585 JE B3R
(SMB) i #TE T B AN B MRIE, Active Directory 2 Microsoft B XS , AT EMEXMNE
EHRHEE  FEEANAFEBRANERNEAXEFE, XENRBETHELZRR , flast
RS BR AR ML P AT ENMK P, BT 48X Amazon FSx 1 Active Directory XIFHWEZE LR | &
2 # 4 A Microsoft Active Directory.

Windows ACL 330
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IOAEEY it ESEHI AT A A Active Directory fEiE 5 E] Amazon FSx XHRHE, &R LAEARAERN
Windows i RI3EH|FI R ( ACL ) BT XXM 4R R BB FRIIESH], Amazon FSx XRG4
B RIEGRXHRERENAFPWEIL |, BEEHIHITIX L Windows ACL,

£ Amazon FSx X4 R K EBKIH — N8B R share BIERIA Windows XHHZE, HHEZTHRY
Windows ACL Bt &7 A A B 41 UER A F 31T read/write 1518 |, @FEXH RS MA R E 9 H P
MEEEEXRNEPNWAF ., BlEATFTL£EE Active Directory FEZEREN XHRERITEERR
ENERNEERA, MELEFXHRSES Amazon F£E Microsoft AD £/ , Mi%A 2 Amazon &
HFSxBER, NREENXHREEBTEEN Microsoft AD REBERK , NiZATLUREEERR,
A UAREECEBNHRANIEENEENERNEERH, EENRACL , B LU HEMS HIBE
EMRNEBERARABNAF,

/A Warning

Amazon FSx E3R SYSTEM AFHEN XHREANMAE XX TLES NTFS ACL X
R, BOERLAFEENSIHR LN NTFS ACL R, XEMAFEHRNXHRELED
|, HEXHREZ BT EER,

B 2E

« ft 4= Amazon Directory Service ? # { Amazon Directory Service EE1E™E) H.
« & {AmazonAmazon Directory Service E¥E{5E) FBIZEIRH Microsoft AD ¥ & B .
{Amazon Directory Service EEER) P BIEETRR,

- S 1. i®E Active Directory.

£ Amazon VPC #1734 R 4515 [l 128 4l

&0 OB IS 58 4 W 4% 42 O 5 A SR8 Amazon FSx XHR %, ZRNEZEOMNTEUMRRE= (VPC) &,
ETEBE5XHREXBE Amazon Virtual Private Cloud ( Amazon VPC ) fR%. &ALAEN Amazon
FSx X RS 1T RS ( DNS ) BFERETEH Amazon FSx X#H R4, DNS Z#EETE| VPC &
NHRGEHEENEZZONFAE IP thit, REXE VPC B EIER, BT Amazon Direct Connect
VPN 5Bk VPC EENRRIINE VPC FHRBRFIBEFRINGRENMEED, EXEZER &
Z 5% (Amazon VPC AF#EmM) FKITAL=Z Amazon VPC?,
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/what_is.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_getting_started_create_directory.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_setup_trust.html
https://docs.amazonaws.cn/vpc/latest/userguide/what-is-amazon-vpc.html
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/A Warning

T HERTMREEN XA RERKRABEMZED, BEHRSMERZMEZOTESS KA
ERIEHN VPC MRS R HVEE,

FSx for Windows File Server 323 VPC = | XEZREBEER. BIE. EFMBIBR Amazon B —/Nk
FIREN VPC P HEFHEHNER. BXEZEL |, 555 (Amazon VPC AFEE) PMEAR=E
VPC,

Amazon VPC &4 4

NTH-—TEEBEL VPC ANHREHEMEMBZONNERE , BEATLARRIIN XHERENTH
Rl REAR—MIRSHAE , ATERH#HEXBRNERONRE, EXHERT , RENBFRHZ
NHREHMEED,

BEALZEARFN Amazon FSx XHRLERITAR |, BARMAEM B AN, ASEA N2 HEE ARR
B, HUERNEBEINXAREEHNRE, BRENT2ADEEBHIMEREMAN , SER Amazon
FSx M H R A S H E MRS B TR T E KA £ oY XK,

EXLLEHNNEZEER |, i55H (Amazon EC2 AFERE) FHEEAHN,
7 Amazon FSx tlEL 44

1. FFLTF https://console.aws.amazon.com/ec2 B9 Amazon EC2 &l &,
ESIMBEEF |, %$F Security Groups ( Z£4 ) -

mEeELEEA,

NEEHETEBHNHER,

NF VPC , BERSEN X4 REXEN Amazon VPC LAfEi% VPC HBIER LA,

2

ARIIBA T AN B A R O ERY IS M 4R E

a. XFVPCZ2£4A , BTEMNEIA Amazon VPC WERIAZ A ERMENIZRH & PR XHR
S, FHREEHEPOE FSx XHREN FRHNZLAM VPC ME ACL HEisA LAWAET
B~ A AR R E.
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https://docs.amazonaws.cn/vpc/latest/userguide/vpc-sharing.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-sharing.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/using-network-security.html#security-group-rules
https://console.amazonaws.cn/ec2

SEFTF Windows File Server #9 Amazon FSx Windows f 8/

FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCP Ports 88,135, 389, 445, 464, 636,

3268, 3269, 9389, 49152-65535
UDP Ports 88,123,389, 464
S~
Active Directory
TCP Ports 53 domain controller
UDPPorts 53
b
-
DNS server
| TCP Ports 445
< H
T~ |
FSx for Windows VB diert

TCP Ports 5985 @
4@

Administrator

TRAET SN NRONER.

7138 ¥ y=h=:)

TCP/UDP 53 HE RS (DNS)

TCP/UDP 88 Kerberos & 135 F

TCP/UDP 464 Change/Set Z#3

TCP/UDP 389 HAE R AL ( LDAP )

UDP 123 P 48 Bt iE] #p L ( NTP )

TCP 135 PRI E R E /i [R5TES ( DCE/EPMAP )
TCP 445 BH&MRS SMB XHHE

TCP 636 RES B FiHE ML TLS/SSL (LDAPS)

TCP 3268 Microsoft £ /3 B &

Amazon VPC Z£4 333
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73 i y==f=:!

TCP 3269 ETF SSL # Microsoft /5 B F

TCP 5985 WinRM 2.0 ( Microsoft Windows izf2 B2 )

TCP 9389 %k AD DS Web AR%5 , PowerShell

TCP 49152 - 65535 RPC HY I Bt i O

/A Important
Single-AZ 2 MFFE Multi-AZ XU REBHEZ AT TCP i 0 9389 LAY HUETR
2,

b. WHRXLEREMN LHEGEIERTEA AD HiRHZE. DNS RS 2R, FSx B/ inM FSx BE
FARIBE K o

/A Important

2 Amazon VPC 2 HBRRNEREMNEREN T O FiwH , EXSZH
Windows P X 1&H VPC R4 ACL ERIN @] F i H o

@ Note
MREBTE X Active Directory ¥R |, IBATIFIRIE Active Directory hWRAEN T E
Amazon FSx X#REiXxEH VPC HMFM , B VPC FHNFREZRHEMIE S PR FMZ
B REEHR, BRI LAEA Active Directory Sites and Services MMC BB 2 TEEFMNE
X IR E,

(@ Note

EREBRT , BUECLKXEH T Amazon Managed Microsoft AD Z24 40 #1 I #9 BR 1A%
B, MRR , FHEALZLHEGLENATFEN Amazon FSx XHREHREA UM

Amazon VPC &£ 4 334



SEFTF Windows File Server #9 Amazon FSx Windows f 8/

N, BXRVENAUEANNEZER , 5Z5 (Amazon Directory Service EXEIERE) H
#9Amazon Managed Microsoft AD 5t R &4

NELCLUNBETRSA , LU ES Amazon FSx X4 Z 48 1958 4 M 48 32 O #5 < BX .
WINEER Amazon FSx X RS xBEN L LA

1. 3TFH Amazon FSx ##|& , ik, https://console.aws.amazon.com/fsx/
2. HEEFEIRLE  EBRENXHREUEFTREFAEE.

3. EENMENELEL ®UF , ARREXHFREHMEZED ; Hla0 , ENI-01234567890123456, XY
F Single-AZ XHERSG , BB —AREEN. HTF MU-AZ THRS , SEEESTMAE
5 AR%ED , EEATRHER - REEA,

4. NTEAMEED  GEMZED , ARERFPERERZ 24,
5, HERRLANEES A LAREFANZLE , RREEFE.

B IE U5 R XA R ST

EENBIMEREFHEE MK RSN XHRSE |, SRS XA RS elastic network interface
XENFrEZE4A , ARNEEBRNIRZE inbound/outbound M NIEYA,

Amazon VPC M4 ACL

B—#RP VPC AXHRRHRRBRHHEREBIMEHEZRFEITIR (WK ACL) . WK ACL 5ZR
2HEEATFH , BENEEHBLNINEE , AL VPC P RBRRIMFANALLE, BXxME ACLIE
ZER |, B3 (Amazon VPC AAFIERE) FHIMLE ACL,

SR E TR RRA AN

&M T Windows File Server 9 Amazon FSx X#EFMBRL AP BRI XH, XHERMHERERHITEZ,
BULLERE X RGN FTFITEHAERETREFEDREENEHM Amazon B, XERSTFEE
MER, LB, FEMEHERER. REENMAKERE U —SHAZSHEMEH B R,

BREANHFHREITRRATRLRAREANNERLAFEDIRLBANESER , BRI FE
EEXARNENE LA EDREBA.

Amazon VPC M4 ACL 335


https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_getting_started_prereqs.html
https://console.amazonaws.cn/fsx/
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_ACLs.html
https://www.amazonaws.cn/blogs/storage/file-storage-access-patterns-insights-using-amazon-fsx-for-windows-file-server/
https://www.amazonaws.cn/blogs/storage/file-storage-access-patterns-insights-using-amazon-fsx-for-windows-file-server/
https://www.amazonaws.cn/blogs/modernizing-with-aws/implementing-security-notifications-for-end-user-activity-on-amazon-fsx-for-windows-file-server/

SEFTF Windows File Server #9 Amazon FSx Windows f 8/

® Note

REFHAEENR 32 MBps S EL LAY FSx for Windows X4 RE X F 4 H R FiT. EAILUE
WIAEXHRENELED,. BXEZELR , F5H EEFUHED,

XHFREITEELLGERELAE NN TFZESIERIEZRELAAPNEN S, XHERNXELEZWIFE,
WRZEBEHERE BN NTFS REiHREZEEI5IR (SACL) » REEEXWNINA G RE T FitiEd
BHe , JLUBET BB EHE BT Windows File Server B9 Amazon FSx X HERSEH IR HIEBRFEA XY
HEE T,

Amazon FSx X% Windows X 3 #, XXM HFEZHRWATEZEH -

« WFXMHFHEE , B 28, BAIXHERAITIH, FIHXHERARIRBSE, REUEME. 0234
BEAHE, tlBRXHRENHEE. BEABME, MERFXARME, BER, REMNER, EdRM
REVPT A o

« NTFXHAHRETHR , X5 ERIIXHHE,

NFXH, XHERMHEHZETR , Amazon FSx XIFIEREIIN =R ( HIAER ZBNR A S K
TEXHRXHFRE ) . KMBZHAREAIEERE.

BALEERRBN AN HRBTIRER , ERANIAREHTHRFK , REBHTFX.

WA AR BRI K PLRBAHR (NABZR, RABZHHENIERAE ) o &I A LABERS K]
XHTERIE T,

® Note

NHBREEITMUERERENRELAFHREE, BRER  XHBRFTF2ERERAX
AR FEZEIRENRLAS XM, XHERNXARZTHREDNFITEH B F.

XBNHRFEREHRARERNFY 5000 NEH. TRFEEHATHNEN M RBNBEAREE
B, MREN NG THBEREER—IX , SIMAF IR, TFM R,

£}

- EREHATER
- EREREHEE
- EEEHAERE
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o IRIE XM SR E TR
- ERXMEEEIL

HREHFAEER

BRAXMHHRIEITE , AAEE Amazon FSx MEZIEFTKZEMH B EH Amazon RS, B LUFFIT
EHAERET BAEHAFRB Amazon CloudWatch B &7 Amazon Data CloudWatch Firehose 1% %l
o BATLATEBIZE AT Windows File Server B9 Amazon FSx MRS RERZEMHEEER , 1B
ANEZEEANEBIERAEXHEREKRIER, EXESER , H5H EEXHHRFIT.

BUTF R — LR LA B R E A R =4 B & B ARAVEWL ¢

- WMRMEIIE Amazon CloudWatch 2 & EE. EFMEBERTEITEH4EE , £ Logs Insights Xt
HE#RITESR , AKAdA CloudWatch B3R, Lambda B , #&i%#F CloudWatch CloudWatch B

/N o

s MRELBEFENEMHRIEHENL ZE S3 FNFM. T S# Redshift FRETERE. TEHKRS
WA ERERRERTT R (#I20 Splunk 2 Datadog ) #1T# —F 24 , Amazon % OpenSearch
Amazon Data Firehose,

KIAMBIRT , Amazon FSx FEZHI K PRI HFEHAERIA CloudWatch BEAENETXEHBE
ro MREMFEABEN CloudWatch B EA S EA Firehose tEAFRZEBHAEES , MIXNFITEHAR
SEHFEMNEBHNLEERDOT ;

+ CloudWatch BE& B EAWNBIHYSIEL/aws/Fsx/BIERFF L, MREELRFAE LIBREFHX
BREXETAR CloudWatch BE B E4AH , Amazon FSx LA B &AM EHBRIA
CloudWatch /aws/fsx/windows B&E . MBELFEFERARABTE , IRKERFEEAYSE
BHE EAEREH XM RSB CloudWatch AE B EH,

* Firehose IRV B RS aws-Fsx- RETR. WMREZEINEM Firehose Z5R , WA AFE#R
HAECBRNEH G RECIE -,

o WAV Firehose £ HiIRBELE N A Direct PUT EREFRIF, FEBERNEMW Kinesis IR HRIEN1E
R BIERIR

« B#r ( CloudWatch BE& BEAT Firehose &R ) X5 EM Amazon FSx XHRENL TR —1
Amazon 2 XH#, Amazon Web Services X3 Amazon Web Services ik

BT LARER B E B4 B SR B AR (B30, M Lo CloudWatch gs E2iA Firehose ) » BEik/a , ¥THY
TWEH A EERILKETFHN B iR,
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RABHEKEM B EEE

BE  FREAASEREREERAFTE/L2® , EANTRSFEEERNAE, ERDHBIBERT ,
FREHATCRTRARR, NRENEARJIFTERENEL (FH , BRIBREMEELS
fr) | RINBUEE R TERBNMNBROSEARITHA, BT AHE 4R S L XM
REMRFZBROEM

S g Ry

MRBETINAXGHIBRE T F&ZIEHIEHE (SACL) , MALAEIE Amazon FSx X4 REH FHE
ERINFH RS, BINBIER Amazon DataSync FMEIEM XA SACL £ EIEH Amazon
FSx XHHR%, o\, BIETTLLEE A Robocopy ( Robust File Copy ) « BXEZER |, B FIE
X F 1 EB E Amazon FSx.

EEEHAR

Amazon FSx F R AT REHBEZE , BETUEEXLEAET. EFEAENVEN S XNBUR T F%
EHBENBF:

« EEF CloudWatch BEBZE |, i@t A CloudWatch #4414 |, B FIIEHAERERNARANE
‘M. BXREZELE , 12 Amazon Logs AAFIEMHF M EE &Ki%XE CloudWatch CloudWatch H
EH HEBRE.

B LAE A CloudWatch Logs Insights AR EAXBEEZM DT ENBEHE. EXEZERE , S
% Amazon Logs A F#sR R #IEA CloudWatch A& ## % #r CloudWatch B & IE.

TR FEZEHBESHE Amazon S3, BXEZEE | HSR (ISR BEERFIER) Bl
& B EBIES B %] Amazon CloudWatch S3,

« BT ETE Firehose LEFETREMHBER, B2 , BALUF Firehose BB 1 ¥F B £ A FIE AL
EHH B R, BNEETSE S3, T# Redshift, I Z# OpenSearch BRS5 LA Splunk #
Datadog EEENEBRA R, BXEZEER , BSHILS# Dat a Firehose FF R EIEF P IEEF
H§ i,

FREHFTR

_H.

TNAFEKEN BERNEREHRUAR FREHRE.

LR 23 Windows B E#HFEEFERNHER,

TR TR 338


https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.amazonaws.cn/firehose/latest/dev/create-destination.html
https://docs.amazonaws.cn/firehose/latest/dev/create-destination.html
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« EventID 21§ Microsoft-defined Windows B4 B EEH ID. BAXANHREEHNHHREZEHME
B, 125 Microsoft 3X#4,

* SubjectUserNameg#H 1T 1A RIMXFRRY A o
* ObjectNamelg 2GR BAR XX, XHRFXHHE,

« ShareNameSZEA T A NHHZFRMEKNEH, B0 , EventID 5140 EHAMEZEHERRATE
o

* IpAddressRIERB I X HFHEZEHNEF iR,

- Keywords ( I0F ) IEBANXHFRIKIIERAM. HIRERIIFRE , ZER
0x8020000000000000, MR BAXMEIIAE , ZEHN 0x8010000000000000,

« TimeCreated SystemTimei§ TE R EFEREBHHLL < YYYY-MM-DDThh:mm:ss.s >Z &= & REV BT
] o

« TEYIRIEXHRSL Windows T2 PowerShell iz 289 DNS &% , AT FiRBISXH R,
 AccessMask , IR ATA , MFEARMITHXH41HRIZER ( a0 ReadData, WriteData )

* AccessListiE i RHBR FXRIN R FRNR. BXFMER , S H T XM Microsoft X4 ( flans
4 4556 ) ,

pAES: ALk |

EEIBIESR S E X 0x1 % %4416
BEABFTRSH NN HF 0x2 %%4417
EMBFESAMNF B * Ox4 %%4418
B EEMY Ox8 % %4419
EAVEEM 0x10 % %4420
Execute/Traverse 0x20 % %4421
i B ¥ 0x40 % %4422
REUE 0x80 % %4423
EAEM 0x100 % %4424

EREMHAE 339


https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-file-system
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-file-share
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4656
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4656
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e KR e =]

il B& 0x10000 %%1537
52EY ACL 0x20000 %%1538
EAX ACL 0x40000 %%1539
BEAFEE 0x80000 %1540
EE7 0x100000 %1541
A= 4 ACL 0x1000000 %%1542

UTR-EXBEANTRO, EEE , X XML RE TR LUE Tk,

T BR XS SR B 212 KB4 1D 4660,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid='{54849625-5478-4994-

A5BA-3E3B0328C30D}"' />

<EventID>4660</EventID><Version>0</Version><Level>0</Level>
<Task>12800</Task><0pcode>0</0Opcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-05-18T04:51:56.916563800Z"' />
<EventRecordID>315452</EventRecordID><Correlation/>

<Execution ProcessID='4' ThreadID='5636"'/><Channel>Security</Channel>
<Computer>amznfsxgyzohmw8.example.com</Computer><Security/></System><EventData>

<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x50932f71</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='HandleId'>0x12e@</Data><Data Name='ProcessId'>0x4</Data><Data
Name="'ProcessName'></Data>

<Data Name='TransactionId'>{00000000-0000-0000-0000-000000000000}</Data></EventData></
Event>

& SR B S2 4Bt 212 KB4 ID 4659,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D} "' />

EREMHAE
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<EventID>4659</EventID><Version>0</Version><Level>0</Level><Task>12800</

Task><0pcode>0</0Opcode>

<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-0603T19:18:09.951551200Z"' />
<EventRecordID>308888</EventRecordID><Correlation/><Execution ProcessID='4"
ThreadID="'5540"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>

<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</
Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>

<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device\HarddiskVolume8\shar

\event.txt</Data>
<Data Name='HandleId'>0x0</Data><Data
Name="'TransactionId'>{00000000-0000-0000-0000-000000000000}</Data>
<Data Name='AccesslList'>%%1537
%%4423
</Data><Data Name='AccessMask'>0x10080</Data><Data Name='Privilegelist'>-</Data>
<Data Name='ProcessId'>0x4</Data></EventData></Event>

AN RKRIITIERENSIEREH ID 4663, AT ROIER T MNXHARIEEEIE | XEHIFERTLUES
AccessList %%4416 BEITHRIE,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
ASBA-3E3B0328C30D} "' />
<EventID>4663< /EventID><Version>1</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0pcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:10:13.887145400Z' />
<EventRecordID>308831</EventRecordID><Correlation/><Execution ProcessID='4"
ThreadID='6916"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
<EventData>< Data
Name="'SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113< /Data>
<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\event.txt</Data>
<Data Name='HandleId'>0x10@lc</Data><Data Name='AccesslList'>%%4416
</Data>

EREMHAE
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<Data Name='AccessMask'>0x1</Data><Data Name='ProcessId'>0x4</Data>
<Data Name='ProcessName'></Data><Data Name='ResourceAttributes'>S:AI</Data>
</EventData></Event>

AT RBIERT XHFH write/append B3E , AIAMAFERRACcessList %%4417,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D}"' />
<EventID>4663</EventID><Version>1</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0pcode>

<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:12:16.813827100Z' />
<EventRecordID>308838</EventRecordID><Correlation/><Execution ProcessID="'4"
ThreadID='5828"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>

<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</
Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectlLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\event.txt</Data>

<Data Name='HandlelId'>0xa38</Data><Data Name='AccesslList'>%%4417

</Data><Data Name='AccessMask'>0x2</Data><Data Name='ProcessId'>0x4</Data>

<Data Name='ProcessName'></Data><Data Name='ResourceAttributes'>S:AI</Data></
EventData></Event>

E/ ID 4656 RIABIERNEMNNRBERBFEHRNBR. EUTRFIH , HEEIERZE ObjectName 1
“permtest” KKy , BEIHKXW , MXBFEFT. 0x8010000000000000

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
ASBA-3E3B0328C30D}' />
<EventID>4656</EventID><Version>1</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0Opcode>
<Keywords>0x8010000000000000</Keywords><TimeCreated
SystemTime='2021-06-03T19:22:55.113783500Z"' />
<EventRecordID>308919</EventRecordID><Correlation/><Execution ProcessID='4'
ThreadID="'4924"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
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<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</
Data>
<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\permtest</Data>
<Data Name='HandleId'>0x0</Data><Data
Name="'TransactionId'>{00000000-0000-0000-0000-000000000000}</Data>
<Data Name='AccesslList'>%%1541
%%4416
%%4423
</Data><Data Name='AccessReason'>%%1541: %%1805
%%4416: %%1805
%%4423: %%1811 D:(A;0ICI;0x1301bf;;;AU)
</Data><Data Name='AccessMask'>0x100081</Data><Data Name='Privilegelist'>-</Data>
<Data Name='RestrictedSidCount'>0</Data><Data Name='ProcessId'>0x4</Data><Data
Name='ProcessName'></Data>
<Data Name='ResourceAttributes'>-</Data></EventData></Event>

BN RN RN 21ERKEH ID 4670, AT RAAIERAF “EER" KT ObjectName “permtest” FIX
FRLAM@ SID “” S-1-5-21-658495921-4185342820-3824891517-1113 NN R. BX M{AIERBRNERN
BEZEE , 55 Microsoft X1,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D} "' />

<EventID>4670</EventID><Version>0</Version><Level>0</Level>
<Task>13570</Task><0pcode>0</0pcode><Keywords>0x8020000000000000</Keywords>
<TimeCreated SystemTime='2021-06-03T19:39:47.537129500Z"' /><EventRecordID>308992</
EventRecordID>

<Correlation/><Execution ProcessID='4' ThreadID='2776'/><Channel>Security</Channel>
<Computer>amznfsxgyzohmw8.example.com</Computer><Security/></System><EventData>

<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\permtest</Data>

<Data Name='HandleId'>@xcc8</Data>

<Data Name='01dSd'>D:PAI(A;0ICI;FA;;;SY)
(A;O0ICI;FA;;;S-1-5-21-658495921-4185342820-3824891517-2622)</Data>

<Data Name='NewSd'>D:PARAI(A;0ICI;FA;;;S-1-5-21-658495921-4185342820-3824891517-1113)
(A;OICI;FA;;;SY)(A;Q0ICI;FA;;;
S-1-5-21-658495921-4185342820-3824891517-2622)</Data><Data Name='ProcessId'>0x4</Data>

EFESEHETE 343



SEFTF Windows File Server #9 Amazon FSx Windows f 8/

<Data Name='ProcessName'></Data></EventData></Event>

BIRBR X RENESIEREMSH ID 5140,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D}"' />
<EventID>5140</EventID><Version>1</Version><Level>0</Level><Task>12808</
Task><0pcode>0</0pcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:32:07.535208200Z"' />
<EventRecordID>308947</EventRecordID><Correlation/><Execution ProcessID='4'
ThreadID='3120"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-2620</
Data>
<Data Name='SubjectUserName'>EC2AMAZ-1GP4HMN$</Data><Data
Name='SubjectDomainName'>example</Data>
<Data Name='SubjectlLogonId'>0x2d4ca529</Data><Data Name='ObjectType'>File</Data><Data
Name="'IpAddress'>172.45.6.789</Data>
<Data Name='IpPort'>49730</Data><Data Name='ShareName'>\\AMZNFSXCYDKLDZZ\share</Data>
<Data Name='SharelLocalPath'>\??\D:\share</Data><Data Name='AccessMask'>0x1l</Data><Data
Name='AccessList'>%%4416
</Data></EventData></Event>

EXHHAZERBEL L ENKICFEH ID 5145, AT REIE R T3 ShareName “demoshare01” K915
R4 B4

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D} "' />
<EventID>5145</EventID><Version>0</Version><Level>0</Level>
<Task>12811</Task><0pcode>0</0pcode><Keywords>0x8010000000000000</Keywords>
<TimeCreated SystemTime='2021-05-19T22:30:40.485188700Z"'/><EventRecordID>282939</
EventRecordID>
<Correlation/><Execution ProcessID='4' ThreadID='344'/><Channel>Security</Channel>
<Computer>amznfsxtmn9autz.example.com</Computer><Security/></System><EventData>
<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-
1113</Data><Data Name='SubjectUserName'>Admin</Data><Data
Name="'SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x95b3fb7</Data><Data Name='ObjectType'>File</Data>
<Data Name='IpAddress'>172.31.7.112</Data><Data Name='IpPort'>59979</Data>
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<Data Name='ShareName'>\\AMZNFSXDPNTE@DC\demoshare@l</Data><Data Name='SharelLocalPath'>

\??\D:\demoshare@l</Data>

<Data Name='RelativeTargetName'>Desktop.ini</Data><Data Name='AccessMask'>0x120089</
Data>

<Data Name='AccessList'>%%1538 %%1541 %%4416 %%4419 %%4423 </Data><Data
Name='AccessReason'>%%1538:

%%1804 %%1541: %%1805 %%4416: %%1805 %%4419: %%1805 %%4423: %%1805 </Data></
EventData></Event>

MREEA Lo CloudWatch gs Insights R BEHE , M UNSEHFRETER , M T RAEIAR
N

- BWHESHFID

fields @message
| filter emessage like /4660/

- BENEREXHETENRAESEHN

fields @message
| filter emessage like /event.txt/

A X Lo CloudWatch gs Insights ERESHNEZEE , 2 Amazon Logs AP IEMPHER
CloudWatch CloudWatch H &I f## % 47 B 53R

RIE XA A AR 1T 2

BEENEFRKAFPHRZROXGMXHREEFTZEGIERE, FRIEFEREEIRAN NTFS RE1H
B ( SACL) .

&8 LAE B Windows-native GUI RE = {# B Windows PowerShell in S A RE A R BELE T 124, 0
REA4ME  NBEREFENEICR A BEMNTRR XHFRIZEFTXIZHEIE.

f# A Windows GUI & & & #iF [\l

EFEMA GUI M XHMXHRIRE FZIZHEERE , BER Windows X R FREERR, HHEXHFHIHF
Xt , #T7F Windows X HREERR , REAREM > 22 > 8% > FRIATF,

DT EEHERERFIFERZXGROBRIIESY, SUHEERAFRIITHZa9W#E TR , ek
—/N Windows E#4 B E%8,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
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Advanced Security Settings for Users O X
Mame: Ch\Users

Owner: SYSTEM Change

Permissions Auditing Effective Access

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal Access  Inherited fro... Applies to
a Success  Admin (i ) Read MNone This folder, subfolders and files |
Add Remove Edit

Enable inheritance

[ Replace all child object auditing entries with inheritable auditing entries from this object

Cancel Apply

RAFBRETEETRNRE, FUFRRENEDATFZEINZRR , FRFRIREN KM AT FZK
MBZ=E , FEFRRENEHBTFEEIHNZRMERBE =R,

BXERBAFBRNESZER , 5 Microsoft XY H B X ST 3 34K B A E AN B R K B,

£/ PowerShell a8 iR B T 1 R FR

& O] LAE A Microsoft Windows Set-Acl S XA HH X HKIZEEFHZ SACL, BEXInSHE
B . 55 ¥ Microsoft Set-Acl3 44,

LT RER—R3 PowerShell 8 5 MEEHN M= R REFZIF R RA RO, &0 LEHEX L RH
W, HREXHRENFER,

$path = "C:\Users\TestUser\Desktop\DemoTest\"
$ACL = Get-Acl $path

$ACL | Format-List

$AuditUser = "TESTDOMAIN\TestUser"

$AuditRules = "FullControl"
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https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/apply-a-basic-audit-policy-on-a-file-or-folder
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.security/set-acl?view=powershell-7.1
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$InheritType = "ContainerInherit,ObjectInherit"
$AuditType = "Success"

$AccessRule = New-Object System.Security.AccessControl.FileSystemAuditRule($AuditUser,
$AuditRules, $InheritType, "None", $AuditType)

$ACL.SetAuditRule($AccessRule)
$ACL | Set-Acl $path

Get-Acl $path -Audit | Format-List

BEXAERIELT

B0 LAE R B E AT Windows File Server B9 Amazon FSx X4R & B AXEIF AT, @S
Amazon FSx &I &8I X4 R &N |, XA4F R E iR FTRARS,

ERRATMHHRTFITNIEXHRSE L , B UERXHFHRIFITRE , BRERXXENIHHE
BRNIFEEARBEURFITESEAE B F. BRI LUER Amazon FSx 24148 3 APl LiTiX EE%,
Amazon CLI

(@ Note

REAMEE DR 32MBps L EHIERF Windows File Server B9 Amazon FSx X R &= #F
XHHEIET. MRBATXHHERIELT , M ECIZREHFEFLEENIRT 32 MBps BIXHFR
. BIBXHREGERE , BULIERERELEEL. BXEZER , BSH EEFHEES.

BB XHREREANXGHEFLT (BHE)

1. 3TFF Amazon FSx #£#|& , MutA . https://console.aws.amazon.com/fsx/
2. BREAITHINIR S, BIEXHREHMENSRAUBH XHRE,

3. HAFEK-T&EIs. RIABERT , XHHEFITLTFEARS.
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https://console.amazonaws.cn/fsx/
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v Auditing - optional

Log access to files and folders Info
Once you enable logging here, Windows generates audit logs for files and folders on which you have enabled audit controls (also known as
Systemn Access Control Lists or SACLs).

(@ If you don't already have audit controls configured for your individual files or
folders, use the Windows GUI or PowerShell to do so. See documentation. [4

Log successful attempts

Log failed attempts

Log access to file shares Info

Log successful attempts

Log failed attempts

4. ERRANMEENHBRTEL , BHITHUTRE,

o 1 IBFRMNHMHRI TG ENR F , EBRICFEKID andlor KM EIHK, MR ARMEBIER
N &5 BB HFRERIERK,

s BERRFRMNXHEEZWNFHRMNIR , HiEFRIZFRAT) and/or KM Eid, MBRMEEE , NS
BAX#HHEMHEEIERK.

 EABRFREGEEERR P, & “CloudWatch BE” = “Fire hose”s AEEIFINA B EE
EHR  REVNEFTN AEREH TR 5T CloudWatch B , Amazon FSx A A £ BEAH F 6
B HEFABRIA CloudWatch /aws/fsx/windows B & o

UTREXHHRTEITEREN TG , ZRENTZELAAFP RS MAMO XH, XHERMNSIBHEHREZR
B2, FZEHASFEESBRIAN CloudWatch B&/aws/fsx/windows B &4 B ¥R,
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5.

¥ Auditing - optional

Log access to files and folders Info

Once you enable logging here, Windows generates audit Logs for files and folders on which you have enabled audit controls (also known as

Systemn Access Control Lists or SACLs).

@ |If you don't already have audit controls configured for your individual files or
folders, use the Windows GUI or PowerShell to do so. See documentation. [4

Log successful attempts
Log failed attempts

Log access to file shares Info

Log successful attempts
Log failed attempts

Choose an audit event log destination

© CloudWatch Logs

View and search audit logs in the management
console and run queries on logs using CloudWatch Logs
Insights

Choose a CloudWatch Logs destination

faws/fsx/windows

Create new [

Pricing

Kinesis Data Firehase

Continuously stream audit events to 53, an Amazon
Redshift database, Amazon ElasticSearch, or to partner
solutions such as Splunk and Datadog for further analysis

Standard Amazon CloudWatch Logs pricing applies based on your usage. Learn more E

BERTXHRECERSH T —ED.

YXHRGEL T AT RRSE , FE8 AR IR

Rl R SR B AR E LT (CLI)

1.

aws fsx create-file-system \
--file-system-type WINDOWS \
--storage-capacity 300 \
--subnet-ids subnet-123456 \
--windows-configuration

AuditLogConfiguration="'{FileAccessAuditLoglLevel="SUCCESS_AND_FAILURE", \

FileShareAccessAuditLoglLevel="SUCCESS_AND_FAILURE", \

BB XM RSN , HFAuditLogConfigurationE 45 CreateFileSystemAP| IR{EBL &1
A, AFXHREERAXHHREL

BRI AE LT

349


https://docs.amazonaws.cn/fsx/latest/APIReference/API_CreateFileSystem.html
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AuditLogDestination="arn:aws:logs:us-east-1:123456789012:1og-group:/aws/fsx/my-
customer-log-group"}'

2. HXHRSELTUARSH , FEABXHHR=ITIEE,

ERXHBRFITEE (#2FHE )

1. 3TFF Amazon FSx #£#|& , MutA . https://console.aws.amazon.com/fsx/
2. SMBNHRE  RAREREEENM4HRETITH Windows XHRE,

3. EREBEIIF,

4. HENHFETITERL  EREE,

Network & security Monitoring Administration Backups Updates Tags

File Access Auditing
Log end-user access to files, folders, and file shares

Log access to files and folders Audit event log destination

Log successful attempts: © Disabled None

Log failed attempts: © Disabled
Log access to file shares

Log successful attempts: () Disabled
Log failed attempts: © Disabled

5. HEEEXMAHRTEIHIEXEER , EXMENRE,

BRI AE LT 350


https://console.amazonaws.cn/fsx/
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6.

Manage file access auditing settings X

Log access to files and folders

Amazon F5x can log successful attempts to access files and folders, failed attempts to access files and
folders, neither, or both. Once enabled here, audit logs are generated for files and folders en which
audit controls (alse known as Systemn Access Contel Lists or SACLs) have been configured.

Log successful attempts
Log failed attempts

Log access to file shares
Amazon F5x can log successful attempts to access file shares, failed attempts to access file shares,
neither, or both.

Log successful attempts
Log failed attempts
Choose an audit event log destination

Amazon F5x supports access audit logging to one of the following audit destinations. If you change
your audit destination, events will ne longer be published to any previous audit destinations.

O Cloudwatch Logs Kinesis Data Firehose
View and search audit logs in the Continucusly stream audit events to
management console and run queries 53, an Amazon Redshift database,
on logs using CloudWatch Logs Amazon ElasticSearch, or to partner
Insights solutions such as Splunk and DataDog
for further analysis

Choose a CloudWatch Logs destination
Use a default CloudWatch Logs log stream created by Amazon FSx, an existing log stream, or create a
new log stream.

Jaws/fsx/windows ¥ | Create new [A

Pricing
Standard Amazon CloudWatch Logs pricing applies based on your usage. Learn more [7}

TE BTN XM AR FEARR &, EFIZRKLY and/or KM EH, WRARMEIER

T &2 FH MR B RILZ.

BRI NHAZNHEMNR , FRFIEFEI andlor KM =id, MBARMHERE , WEE

AMH#HHAENBTIER.

EABRFREHAEERR F, % “CloudWatch BE” = “Fire hose”, ARGkt

RRR , NE IR B EHERR.

EERRF

NBEREH

EEXHIHRFL
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FRXXHiAEwEITEE (CL)

« ff update-file-system CLI i S RE UpdateFileSystem API 4k,

aws fsx update-file-system \
--file-system-id fs-0123456789abcdef@ \
--windows-configuration
AuditLogConfiguration='{FileAccessAuditLoglLevel="SUCCESS_ONLY", \
FileShareAccessAuditLoglLevel="FAILURE_ONLY", \
AuditLogDestination="arn:aws:logs:us-east-1:123456789012:1og-group:/aws/fsx/my-
customer-log-group"}'

& FAF Windows File Server 89 Amazon FSx B &4 R 15 R &3

Amazon Identity and Access Management (IAM) Amazon Web Services fRSS TJ&#BIEE R T2 #hiF
Hl3 Amazon BRI A ENR. 1AM EE G EGETAED S ORIE (2% ) IR (HENR ) &£
F FSx for Windows File Server &R, &aILAfEH IAM Amazon Web Services IRE , THEXFEHN
Z=Ho

F&
2

2

- FASGHITIHARIE

- EARBEERR

- A S RERT Windows File Server 8 Amazon FSx # IAM

+ |dentity-based & F Windows File Server B3I &% FSx K 5K B R 45l
« Amazon & F Windows File Server # Amazon FsX BT & K HE

+ &R T Windows File Server # Amazon FSx & 1312 3 #ij5 [7 j&) B HE &=
» £ Amazon FSx EERAHRE

« i FSx for Windows File Server IR XK AR

- JIN

BHE A 53X Amazon Identity and Access Management (IAM) REH AR
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https://docs.amazonaws.cn/cli/latest/reference/fsx/update-file-system.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_UpdateFileSystem.html

5& AT Windows File Server B9 Amazon FSx Windows FIF &

- REAF : MREBFTEFRINEE , BNEE AL ERNR ( 2 EH T Windows File Server B
Amazon FSx & 12 5 #ij 8] [a) B HEE )

- REEEA  BEALBRNXBEHEINRER (BESHEWNATLEEFEHAEHAT Windows File Server
9 Amazon FSx ] IAM )

- IAMBEER . REATEBRHRINENERE (1HZHdentity-based & F T Windows File Server #
I 557 FSx B SR R~B )

£ & 0 21T B DI IE

SRRBILRE Amazon EASHEILREFMNAR. B4HEL IAM AP 5431754 %RIE Amazon Web
Services IKFRAF , EBLEF IAM B3 1T H BRI,

M FimIEHE , Amazon =24t SDK # CLI KX ER#ITNBZL R, BXEZER | H3H (IAM BF
¥5m) PHEAT APl i&EREAmazon LLZRAK 4,

Amazon Web Services Ik 1R

BIZE B Amazon Web Services I8 |, 528 —1MN8 8 Amazon Web Services K root A Y& %
514, Z5HAUTELIFRIFFERIR Amazon Web Services BR% MER. RIVBIIBNAEFAR
AP#THEERS. BEXEERAFEILENMES , 555 (AM AFER) PHNEZERE AP EIENE

SR gv)

FERBEXER , ERARRAFERES D RHENERKS & RIS 82 Amazon Web Services fRS5 £/
e BE PR AT R]

RESOREXBENDIE R, Web FARMEEM A Amazon Directory Service , & Amazon
Web Services R%5 AR B FHRNERHTHEANAF . KRESHRATREGNZIENAR,

IAM A P &F4A

IAM AF RN ENMAGSENARFEERENRN —1MNEH. BiIUEAIKREIE  mMIFEFKIEILE
B IAM AF. BXEZER  ESR IAM AFPFERETPNER AL FEASHOREFNEKS B HRIE
= 88 Amazon £ F I BsHE B3 1T AR .

IAM EiEE—4A IAM AP ETERNN ARBRAFHITNEREER, AXESEE , HZH (AM A
FIEmE) /Y IAM A6 b,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_sigv.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_groups.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/gs-identities-iam-users.html
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IAM B

IAM AEREERENRNER , TREREIE. SUBINAFYERE IAM A6 (BFE ) =
@M Amazon CLI = Amazon APl RERRABE., EXEZEE , BZH (IAM AFiEm) By
EABHNEE.

IAM B FERREAFEE, met IAM BFRRR, BIKFiGE, BRSHRIAKRTE Amazon EC2 Liz
THRARERFEEER. BEXEZER , 558 (AM AFERE) B8 IAM F Y EIK P &R

£ F SR E IR 1 ]

A1 LA Amazon B3I 62 K e 3 H T N2l Amazon s RIFERZEHE PR HRINER. REEXL TS
SO WARRKIHNR, Amazon EEFHARHFERMTERILER R, KSEHRBEEL JSON X
By Amazon FEXFHEEH. BX JSON RBNENESEE , S5 (IAM AFER) S8 JSON &
BRI

EERAERARE , B E A E AR B LS4 T BLE R RN T HEREREEERNIE R

o

N

MANBERT , ARFMARRENR, IAM EER 62 IAM REFRERIZ AT , REAFAILEE
EXEAG, IAMRBEENER , BHITREMANG ETX.

|dentity-based B

Identity-based KRB &M MBI B4 ( A/, HAAE ) B9 JSON NRFRE Y, XLREEH 50T
DHATHLBRE, IMEFFRITUREFALAZETNT. ETHRNMANERETSMHER  E35H
(AM BFRiEm) PEAEREBERRHBENL HENL IAM R,

|dentity-based KREE AT AR AR REE ( EEBRAZENG GO ) AEERE (MBS NS HHIMIR
B ). BETHRIMAELERENAKK BIHTER , FSH (AM AFERE) FRNEREERS
REK SR BE 2 R HE1T IR,

Resource-based B FE

Resource-based SR BE 2 & i0EI % JRAY JSON KBRS H, RHI2IE IAM BEEEEEEF Amazon S3
FHERE, EXRETERNERNERSH , RESEEBERAUUAERAEIRESEXNEERRNGE, &
HAEERET RN RRE RIS E M,

Resource-based K& RN TZRFFHWRNEKE, BT EETERNVKXEFPFEA IAM FH Amazon
REXRRE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
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Hi R
Amazon XEFHMKREEERR  XERBERBEMLNREEFENNRERBERFHRZANE :

- NRBR-ZEBEETEHNRBIURT IAM ZEHNHEANR. EXEZELE , B8 (IAM AF
) PH IAM SRR R,

- PREIEHIZKRE ( SCP ) — $8E Amazon Organizations AL AL B THRANER, BXESZE
B , #3 (Amazon Organizations FAFF#8/) R RS IZEIRRE

- RIREFIREE (RCP) - RENKFHPERNZFAATRANER. BXEZEE , 2 (Amazon
Organizations FAFER) PR EIRZEFIFKE (RCP)

- 2ERE -ENACIRSAFCRGNSER , FASBRENSRER, BXELERE , BS
5 {IAM AFPiEm) PHSTERR,

S REERE

SN RBEWRBEA T —MERE , ERORREMERNELIRR, BT HRES RS HREER
A Amazon BERE AVWER , HSH IAM AP BB KB ITEEE,

WAl & A E A F Windows File Server B9 Amazon FSx # IAM

EFEH IAM BB FSx for Windows File Server BYi5 18] 2 Bl |, &R 1Z T #EHRLE |IAM ThEERI & FSx for
Windows File Server —#2 £ .

Al LAEE A F Windows File Server B9 Amazon FSx && AR IAM ZhaE

IAM Zh&E FSx X%
Identity-based BUR =
Resource-based BE &
RERIE =
REERR =
EMEHE (BETRS ) =
ACL B
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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IAM ZhgE FSx X ¥
ABAC ( REEHPRIFRZ ) =
I Bt AR =
BRIBESE =
R&EAE &
Service-linked & =

E4E T # FSx MEM Amazon RSWMAS XS 1AM hEEEEER |, B2H 1AM BFEREYS
IAM #it & £ F B9 Amazon BRSS

|dentity-based FSx BY B
XRETHHNER :: B

Identity-based RE& ZE AT LA INEI F 3 ( G20 1AM AP, AFPERASR ) Y JSON R KA,
XLERBRE A NA S EAMRA THBLERFRNTHLERE, BETHRNTCIRET S DR
ESHE (AM AFER) FHNEAE-EERRERE LB EX IAM KR,

BEMERA IAM ET SR , BUEE R TRIELNRENTRUAR A THIELBRENRSE. B
THERI7E JSON REEREAMAETE , H2H (IAM AF#ErE) FH IAM JSON KB TEEI Ao

|dentity-based FSx #Y 5K #& =5l

E&EF FSx for Windows File Server EF B4R K& R~ , SR |dentity-based 5& A F Windows
File Server B9 &% FSx By 5K BE R~ 1o

Resource-based FSx Ry B K
YRETHARNEXE : &

Resource-based R E& A M INEI G IRAY JSON KREE X, ETHRRNRRWN ROI2IE IAM BEEF

SREEF] Amazon S3 FEEREE, EXRBETRARNERNERSH , RSEER JUERCIIRZEHX
BERBRVIGR. N TFEHPHMEEA TR , REEE IEE EHE AU Z T RINITHLREUREAM
AZRBETRIT. EUNEETERNERPIEEEIH, ERATUNSEKRS. AR, A, REAFR
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ESABK/ER , SRHENKFHECKS T IAM XEEEANETRRNREHNEME. B
XEZER , FSHE (AM AFER) PH 1AM FEVEIK S R IR F.

FSx By SREEHERAE
RIS EMIRIE 2

B R W LAEA Amazon JSON REERIEEERNIARMT L, BRRY , WA EMAAIBN T ATIRK
1THRE | UREMFLAFHFTNIT.

JSON REEHY Action TEMRTATERKP AWRIEL L RWRIE, ERBPISREARTFR
ITRERRERRR,

EEER FSx BEIIR , 20 (RSENSE) HHERA T Windows File Server B Amazon FSx &
MR E.

FSx YR IREEIRERIEA U T AR -

fsx
EERMEAPEESTRE  BERAESFHElRT.

"Action": [
"fsx:actionl",
"fsx:action2"

]

E&EF FSx for Windows File Server T &AW KRB =B , i5SH Identity-based & F Windows
File Server Byl 5 #h FSx B KB A1

FSx By R BE R IR
YEREBRAER : 2

IR A LAEA Amazon JSON SREERIEEWARBRMT L, tHFRY , BN EET N LR IFER
1THRE | UREFLAFHTNIT.

Resource JSON R TEIEEEMENAREN —IMNHZ AT R, FAZRESE , HFEHAE Amazon
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Ro
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"Resource": "*"
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Amazon FSx E MW EIF, BT &N LAIELREFIBEESNREN ARN |, ESREH T Windows
File Server B9 Amazon FSx & X Hy# 4,

E&EF FSx for Windows File Server ET &4 H KRB RH] , i5SH Identity-based & F Windows
File Server Byl 5 #h FSx {5 B Ao

FSx B SR SRt
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1THRE | UREALAFHTNIT.
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T ) BEHREN , UERBEPNKGESERPHVEMETE, EEEME Amazon £RZHE | 55
1AM B P8 RIAmazon £ F %4 £ T X%4R,

EEE Amazon FSx £HRHFIK , BSHE (RSENSZE) FHER T Windows File Server By
Amazon FSx H&H#., BT BRI L RENTRERAZKER | BSHER T Windows File
Server B Amazon FSxE X & 4E,

E&EF FSx for Windows File Server T 54 RrE R , F5SH Identity-based i& A F Windows
File Server Y S FSx B KB = Hlo

FSx Y ACL
xX#EFACL: &

mEEFIFIR (ACL ) EHIBLEMAE (KFARA, AFRAE ) ARGARKR. ACL EETHIRAEK
B3R EL , BEEMAER JSON MR,

ABAC H FSx
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WRENBRSN TEMERREBIEMAEX=AFMGR , XN T RS , ZEANR. MREMRESN
NTEHIRRREISAMEX =GR, WZERBD

BEXABACHEZEE , 2R (IAM AFERE) RIEH ABAC BINENNR, BEEFIZE ABAC
SHRNHEE , B3R (AM BFER) PHEAETEMNIHRIMNRIZES] (ABAC) .

s etHEIE B T FSx
T EImEIL : 2

IS BHIE BRI Amazon BEHNEHHIFRINE , A ERELEAKSSHRTRACKBEIRIEN,
Amazon BWEBHSERIGHHER K MARERAKBIHRZEA, BEXEZER , 558 (AM AFiE
) 8 IAM F IR Z 2 EUEMAER IAM B, Amazon Web Services RS

KR FSx HRI4E
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FSx WIRFZ A&
YERSAR B

BEABGEH—TRFIEE. RRXERTEEN IAM £, IAM EE R AT IAM R al22, S Fm
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REHExARR—TERSHEXEHN Amazon Web Services REIRES AR, ZBRSTURBRINTER
Y€, Service-linked A& HIMEEH , Amazon Web Services Ik~ F HIARESAE. IAM BB R AL
BEEBTRERERS <KARHNIR,

BXRBIEBHEE FSx for Windows File Server RS <BKABMWIEMEES |, 155 FH FSx for
Windows File Server JREx<E A,
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RIAMERT , BRPHNAEEE0EF &K FSX for Windows File Server BRI RE, ERFHPIAT
EREBFEHITIRENNR , IAM EER AT LUBIE IAM FEK,

BT RMAERXLRSE JSON REXHGIEET IAM BHNERE |, E56 (IAM BFiEE) $i8)
2 IAM XK (258 ) .

BXFSx EVWRENRREHNFAEE , S RENEREENY ARN B | B5H (RESENS
#) FREH T Windows File Server B Amazon FSxHVIR{E. RIREMEHE,

£}
- £/ FSx 2#l&
- AFAFEREMITESHRR

R B fE Rk

|dentity-based REEREREBE A UERNIKSF IR, 15 E MR FSx for Windows File Server %
Ro XLEBRETRERE Amazon Web Services IKFF=HE KA, QIENHEE T S ORI |, 58
AT EmMEW

- FFEAMEA Amazon EE R HERFENBRENR — EFALQAFMIEASRFNR , SEARET
ZE LRAGIRFRENAMazon TEXKE, SNERBMRARTH Amazon Web Services IKF, &
ERWEE T E XX B AFIE Amazon EFEERBRHE—THIONR, BXEZELR | FS
i <IAM AF#Er) T8 Amazon £ E KK TEEIEER Amazon FEE KR,

- NMARENR : EEH IAM REERENRE | BEBEFRITESFENNR, Atk , BALUE XL
ERERHGTUIUNBERBFRRITHERE , SR NRENRIEFTT, EXER IAM BMANRNESE
B, B2 (AM AFER) P/ 1AM R REE AR

o {HM IAM FERPE RS — SR S5 R ANPR ;40 LA [0 55 BE 7 H0 5 4 3k R & 3% 4B R &R B9 15 18] o
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BB, Nt o] A AR ERRF XN RS BRIEN LRI Amazon Web Services BRSS |, #1320 Amazon
CloudFormation. BXEZEE |, 5 (IAM AF1ERE) F# IAM JSON FETE : &4,

- M IAM Access Analyzer BiEZH) IAM KB , SUAKRNEHN LS MHEMINEENY | IAM Access
Analyzer 2WIFF REEMIM B KR , LBERKERFS IAM KEIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer 12 100 ZTURBER EM AIRENEI , SHBEBEFIELZ S BINREMRN
Kig, BXREZFEE , F2H (AM BFER) PHEH IAM Access Analyzer 5iF KB,

« EEZESHRIE (MFA)-TIR Amazon Web Services Ik EHNIZSEE IAM APSEBAF | 5
A MFA IRREREM, EEERA API BENEE MFA |, B MFA Z4RMEIEH RS, BxX
BEELRE , 55H (IAM AFiEm) FER MFA R API i/,

BX IAM HHWRESRENESZELR , 52H (IAM AFEE) Bl IAM R L2 RERE,
£/ FSx =&l &

E {5 8i&EAF Windows File Server B9 Amazon FSx 244 , B4 MER —HRFEMWR, X LR
P A EF HMEE B < Amazon Web Services ik 7 A FSx for Windows File Server &R 89 1¥ 4
BE. NRBBEMLENRENRENENET SMHHORE , TN T ZRENEE (AFRA
&) , BEAEELRMBIEEET,

St FIE A Amazon CLI 2 Amazon APl BB , BLERNEREZEZRHANER, #Hk , RATA
S HEZRANITH AP BEITE RV RE,

NERAFPMACMATLAFER FSx 245 , KEF FSx AmazonFSxConsoleReadOnlyAccess
Amazon FEERKKHINEISE, BXEZELE , F5H (AM BFERE) PRI P RINRER,

AFAFEEMIIE SR

ZRBIRER T BRI KRE AR IAM AR EER NI EAF BN ABRFMITERNKIE, LR
AFEEERSA LA Amazon CLI 5 Amazon APl BURTE A R T &K IR ER R,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
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"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"
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Amazon EEXBERAENEEM IR K Amazon, Amazon FEEXRKEE N FZE N AHIERMH
R, UEZROUFBIAF., AMA86e98NE,

HigfE , Amazon HEERB AT N EHNEEAMRTFRENERNR , BN EMNATHAE Amazon
EREM. RMNBVVEBETEXEBETEARMNE - EEERKRE —SBONR.

BT EE R Amazon FEEERBPENHNER. R Amazon EH Amazon FEE KB E XKRE , I
FHAFWZRBAIXBKNMEZERASHS (AP, 4MAR )., Amazon REAREEBIFH API
KA RS 7] LAE A Amazon Web Services RS B9 AP| #24ERTE # Amazon IEE K,

BXREZEER , F5H (AM BFiERE) HH Amazon FEEX KK,

AmazonFSxServiceRolePolicy

o Amazon FSx K REBEE Amazon BR. BSH #H FSx for Windows File Server fR55< Bk A&
g ) TﬁE%{E/@\O
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Amazon IEEFE : AmazonFSxDeleteServiceLinkedRoleAccess

B BESF AmazonFSxDeleteServicelLinkedRoleAccess MiMZEIEH 2K IAM SE4K, ZRBEKELE
RS, AT ZBREZWRSKEKAR, BTEEH N, 28, SHEMBRILEKRE, BXEZER , BS
% {8 F FSx for Windows File Server R X< B A,

ZEREBEFEENR , 1% Amazon FSx MilERA F 1517 Amazon S3 MIRES <A |, IEEATF
Lustre B9 Amazon FSx /.

RRFHE R

M RBEAIE iam FRILLTRR : 21 Amazon FSx XA F 1518 Amazon S3 9 FSx RS X Bk A #H1T
EF. MBREESEMERIRS.

EEEHEBINE , 3l AmazonFSxDeleteServicelLinkedRoleAccess { Amazon EE XK SE
B .

Amazon IEEFES : AmazonFSxFullAccess

& 0] LAFY I AmazonFSxFullAccess ZI#EHY 1AM SE4K, Amazon FSx &4 55 Itk SR BE M AN E fo i
Amazon FSx R EREHITRENRSZS AE,

REX Amazon FSx BY5E2 15 R AR FIXS 55 Amazon BREHY 17 R X BR .
XPRIEHE R
ZEBAETNRE,

« fsx : AT EHZTLIHE , ATHITAE Amazon FSx #1k , B
BypassSnaplockEnterpriseRetention BR%k

« ds— R ZEE AZEEHX Amazon Directory Service B XM EE,

> ec2
- AT EBREEENRET UERE,
« RAUE VPC BEEEANMERSHRHEBN LT LERIL,

« iam: AFEEKREKAFOE Amazon FSx RFXBKAR, XRLFER , iX## Amazon FSx F e
KAFE®E Amazon BiRo.

« firehose : A FHFIZFZE A Amazon Data Firehose, A EB IR , A FREN w117 H]
HEKIEE Firehose , # M FSx for Windows File Server X RS MG RITER

- logs : AFEHBIERETA, BERHEEHBEABER. XRYLEN , XEAFPTEEIRAE
KEFERIE BE CloudWatch ¥ FSx B9 Windows File Server X R 48 177 R PR
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EEENEBUNR , 5 AmazonFSxFullAccess { Amazon EERKSEEE) .

Amazon IEEFE : AmazonFSxConsoleFullAccess
A LU AmazonFSxConsoleFullAccess FEEMNZE IAM 15,

LERERFEENR , R1FX Amazon FSx # 1T 214 A FE X 5 A #Hx Amazon RS . Amazon
Web Services EXE#2 4|4

KR FHE R

ZERBEEU TR,

o fsx : AW EMTE Amazon FSx BRI FHI A PHITFIEERE , B
BypassSnaplockEnterpriseRetention BR4k,

« cloudwatch— RFZEIEATE Amazon FSx B4 AP EE CloudWatch B ISR,
« ds— R ZEFE AF|HAERX Amazon Directory Service B ZHEER.
* ec2

s AEFHERBARLAUERE | JEMEKED, BAEK, 224, FMMAE Amazon FSx XH# R
S 7B VPC,

- ARFHATE VPC BEEHEANAMEZSHRMEBRNZTLARIL,

- A EBREEES Amazon FSx MR KRB MEMLEO,
« kms— AFZERAINHZHANSIE. Amazon Key Management Service
« 53 AT EMY|IH Amazon S3 AW HEEBIIR (&2 1000 1) .

« secretsmanager— R ZEIEAFIH Amazon Secrets Manager F Fi& 213 N A RStk P E R 2
B,

« iam: RFCIBRSKEKAEANIR , £UF Amazon FSx K&K FHATIRE,

EEENFEBONER , 5 AmazonFSxConsoleFullAccess { Amazon B RS EIERE)

Amazon £ E XK : AmazonFSxConsoleReadOnlyAccess
EA LU AmazonFSxConsoleReadOnlyAccess SKEEHIMNE] IAM B 17

LB B Amazon FSx Fl#EX Amazon BRERFRIENRE , UMEAF A EFEFEXRXLERSZWE
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o fsx - AFFEKTE Amazon FSx BEERH|IAFEFHEX Amazon FSx XHREMEER , FEMERR

o

+ cloudwatch— R ZEIEATE Amazon FSx BEE#E#H|AHEF CloudWatch BIRMIEIR,
« ds— RFZEFE A Amazon FSx Amazon Directory Service BB 4| AT EFEEX B FZNELE,

* ec2
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Amazon FSx i1 T #AIR
R, ArEHERE R HIFER
B K 77 < BXH#Y Amazon Data

Firehose &%

DMEFHARR , E4TEE
&F FSx for Windows File
Server XHREHIE XK1
B ® it ELE

Amazon FSx FFiR IR R E
Amazon EERBENWEE,

B

2021 £ 6 A8 H

2021 6 A8 H

2021 £ 6 A8 H

& F Windows File Server B9 Amazon FSx & 3R Bl K115 8] [a] & HE &=

LA T E B ] 8 B 812 W F11& & 43 FSx for Windows File Server # IAM — 2 {E R Al REB EI N H

R,

FB

o REMIE FSx B 1TIRME

o BRFEAINIT iam : PassRole

o RABAFRIUIH A A Amazon Web Services K i[RI K EY FSx &R

B BEHEE



SEFTF Windows File Server #9 Amazon FSx Windows f 8/

BERIE FSx hHITRE

MREWRERETR |, BRETIMITEMRIE | W AFER R AVFIITIZIRE,

% mateojackson IAM AR ZREABEHAEETEEXEM my-example-widget BIRNIFHER ,
BRRMEEN fsx:GetWidget RET , K ELT RAEEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
fsx:GetWidget on resource: my-example-widget

EWRBERT , BIEH mateojackson AFHIEKRE | LAGTFFER fsx:GetWidget BETHE my-
example-widget &iRo

MNBBEEHRB) , FREREWN Amazon BB G, FHNEEARRMEEREILIN A,
R 1T iam : PassRole

MBUE —REIRBEE , RTREBETHINIT iam: PassRole 1B , MIXTMEHEFR , UAFSABES
45 FSx for Windows File Server,

B L Amazon Web Services RS AT BNINEABEKIBRELEZES , MTARCEFNRSACSHRSHE
XAR, Akt , BUMEEFACEKIZEIRSHNR,

& H marymajor By IAM AP Z A E AR A7 FSx for Windows File Server RITIRIER , 2%
LT RPIER, B2, REXMEERFSACAHRER FHNRT JHITIRE, Mary FEBERAGHE
1% 2 AR 55 I PR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMIERT , XIEF Mary BISRBE LA R P EINIT iam: PassRole #B1E,
MREBEERE , FHREN Amazon EEBR, FNEEBERRRHEEZREILEN A,
FAE TR LI AF A Amazon Web Services K 15 8] KR FSx &R

ZAaOR—-1M A , UEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &7
UEEEESEY , AURAAR., XTXHETRFEMN KRBT REHZIR (ACL ) RHIRS , E7 2L
{5 FIX LR BE 0] A R RT3 889 IRV U5 R Ao
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ETHRESER , FZEAUATREA :

« E T FSx for Windows File Server B X#EFXLEIhEE , SR w44 £ HEHA T Windows File
Server B Amazon FSx # 1AM,

o BT @NARMEITEIEAE NIRRT E R Amazon Web Services Il | 52 H IAM AP EE+
# B &3 A Amazon Web Services Ik B9 53— IAM A P12 15 1B R .

o BT MINAI[EE = FRE SRR R R Amazon Web Services Ik | 55 E IAM B 18
BRI mEE=AEMHIFENER. Amazon Web Services 2

s ETHRIMIBEY BHRBRERIEREFHENER , HSH (IAM AFERE) P ALEAT S HEIEN
BF ( BHRERERIE ) BEFRINER,

- ETHRERAACNETRERNRHATER,FRIZENZS , H2H (IAM AFERE) F8 IAM
FR Y B K IR A 18] .

£ Amazon FSx EFEAIRE

&R LAE FPRE SRR HXS Amazon FSx FRAY T3 R X BRH SRILE T E AV U5 R PRIZH] ( ABAC ) » H
FEEZESECEBIEIX Amazon FSx B IR B AR MR,

EOBREERRFIRICEREPR

R LR 4|2 FSx for Windows File Server API #ER G ERECI BT RINIEERE, BALUEATR
RERZUMETEMNIHRINRES (ABAC) . BEXEZER |, BSH (IAM AFERE) PHH4LR
FE T Amazon#y ABAC ? .

NERAFEBEANENNERRANRE |, S REEFEANEZERIRE (0
fsx:CreateFileSystem & fsx:CreateBackup ) B PR, MRBRERFREIZRBRIEFIBE THE ,
M| Amazon £33t fsx:TagResource BEHRITTANEN , URIFAFREEZVUBITEHNNR,
W, AREXRMEEER fsx:TagResource RENEXNIR,

LT REERT —1NRE , ZRBATAFPERSEXHREFUENHREHE SR XHRENERE
BT 3% % Amazon Web Services TKF,

{
"Statement": [
{
"Effect": "Allow",
"Action": [

"fsx:CreateFileSystem",
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"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:region:account-id:file-system/*"
}
]
}

Ef L THNRBEATRAFPERENHRS LUERZSG  AEUERONIRPEE D NAE[AIRE,

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateBackup"
1,
"Resource": "arn:aws:fsx:region:account-id:file-system/file-system-id*"
},
{
"Effect": "Allow",
"Action": [
"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:region:account-id:backup/*"
}
]
}

NEAFPERRAUBREPRA THRZER , REF 21T fsx:TagResource #®¥E. Eitk ,
RAREHFERPEEEARFRE , MEGURRENR (RELEREEY ) WAFRLTEEZEA
fsx:TagResource BEMNRE. B2 , MRAFTERMEA fsx:TagResource BEMNNFEM iz
BB THRENER , MERETEK.

, IS BN Amazon FSx BRIEFRZE ., BRINAERRZSEE
S EARE SN Amazon FSx &R E 5 B AR .

BX¥ri2 Amazon FSx BiBEMNEZELR
X FSx BRMGRMNENESZER | iF

O

£ AAPRE 4% Amazon FSx &R 5 A X R

EZFIX Amazon FSx BIRMBRENTHREINER , BRI ERAE THRZLH Amazon Identity and Access
Management (IAM) ZKB&, R SAE AR LR ARG

1. RIFXLERF EMFRZIEFETT Amazon FSx &R 5 B R,
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2. BHIFLE IAM B REFH PEBRIRZ.

B uafEAFRZIES] Amazon BRIFEINER | F2H IAM B ERTHERRZEE1HERR,.
BEXRERNEIIFRIC Amazon FSx BEMNEZER , SR EVESRBR P EFHRICERBENNIR. BXF
BRENEZELR , 5 F Amazon FSx AIRMIRZ,

BIER R LR HT5 RN R

ERHAFRABTUX Amazon FSx BIRAITHVIRME , BUUERARR LIRS, fla, &7
ERFEXHRGERF LORENR/EN AT TIELN ZERNITREN API B4E,

Examplek# - RIS EMSR AR LB XHRE
RESAFERABRERSRENFIEXHREN |, LERES RFAFQEXHRE , EARHFH

key=Department, value=Finance,

"Effect": "Allow",

"Action": [
"fsx:CreateFileSystem",
"fsx:TagResource"

1,

"Resource": "arn:aws:fsx:region:account-id:file-system/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/Department”": "Finance"

}

ExampleR B — (RET B IFERZEM Amazon FSx X R4 LAIE%Z 4

IR RE A B P AREAR BB EX key=Department, value=Finance WX#RE LEIBRRM , HA
fFHEAZ Deparment=Finance A& BIBR R4

JSON

"Version":"2012-10-17",
"Statement": [
{
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"Effect": "Allow",
"Action": [
"fsx:CreateBackup"

1,

"Resource": "arn:aws:fsx:us-east-1:111122223333:file-system/*",

"Condition": {
"StringEquals": {
"aws :ResourceTag/Department”: "Finance"

"Effect": "Allow",
"Action": [

"fsx:TagResource",

"fsx:CreateBackup"
1,
"Resource": "arn:aws:fsx:us-east-1:111122223333:backup/*",
"Condition": {

"StringEquals": {

"aws:RequestTag/Department"”: "Finance"

Examplek i - BEH A RJEMENZ O LIRT B R EMRZN MRS

LR EE A A P UEE ® A Department=Finance &K Z B2 Department=Finance #x

B XM R L.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateFileSystemFromBackup",
"fsx:TagResource"
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1,
"Resource": "arn:aws:fsx:us-east-1:111122223333:backup/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Department": "Finance"

"Effect": "Allow",
"Action": [

"fsx:CreateFileSystemFromBackup",

"fsx:TagResource"
]I
"Resource": "arn:aws:fsx:us-east-1:111122223333:file-system/*",
"Condition": {

"StringEquals": {

"aws :ResourceTag/Department”: "Finance"

Example K& — Ml BRTF B4 EREH X4 R 5

L EREE A A P MIBRT A Department=Finance i EMXH RS, MREMINGIET RLZMH , W&
fEFA Department=Finance #Ric,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:DeleteFileSystem"
]I
"Resource": "arn:aws:fsx:us-east-1:111122223333:file-system/*",
"Condition": {
"StringEquals": {
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"aws:ResourceTag/Department": "Finance"

"Effect": "Allow",
"Action": [
"fsx:TagResource"

1,
"Resource": "arn:aws:fsx:us-east-1:111122223333:backup/*",

"Condition": {
"StringEquals": {
"aws:RequestTag/Department"”: "Finance"

}

£ FSx for Windows File Server BRE<Ex A&

& AT Windows File Server By Amazon FSx Amazon Identity and Access Management £/ (IAM)
fRFERAE, RSEXARE—TINEN IAM 86 | B4 T FSx for Windows File Server,
Service-linked A& H FSx 1 Windows File Server llE X , BfEZRF N RIREA Amazon HRS
FrEEN T ERR,

R RExAE AL EE RV MR E FSx for Windows File Server , BB S F RIS BRI

PR, FSx for Windows File Server EX HERFXEKACHIIR , BRIESAENL , BN RE FSx for
Windows File Server AIAX A ZAE, EXHNRBEETREMNERE , AR TEM MEMEMH
ftl IAM SE{REY AN PR SR BE o

HREEEEMBREXEBRE , BFEMBRBRSKBEAR, X AR ER FSx for Windows File Server
BIR , ARNETEToE RS &R 177 [ AR

BEXRIERSHEXIACHHEHECRSZWEER , BSRMEA IAM BAmazon kS H EH Service-Linked A
By HhERARHERS. BIERREEFTZRESH RS KEKA GG,

Service-linked & T Windows File Server B fsX # & &R

FSx for Windows File Server fEf & 3 AWSServiceRoleForAmazonFSx MRS XEA® , £IEN
KPP T HESEIRE | flINE VPC R ANH RS0 BB MMEED,

BRARSXHAS Y
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A BN PRKBE L IF FSx for Windows File Server 7 Amazon &AM &R L5 TIR4E :

BT LM I AmazonFSxServiceRolePolicy &/ IAM SRk, tEREEMINBIRS <A | £UF FSx
RFTE Amazon EBERR. BXEZEE |, 55 A FSx for Windows File Server RS XE A€,

BRIRBEOER , 128 AmazonFSxServiceRolePolicy.

WEBEFEENR , 21 FSx KRAFPEIE Amazon &R,
MRIFEAMER

AmazonFSxServiceRolePolicy & & BRH AmazonFSxServiceRolePolicy Amazon £ & KB E Lo
AmazonFSxServiceRolePolicy 8L TR :

(@ Note

AmazonFSxServiceRolePolicy & FFiE Amazon FSx X#HREEA ; 5 KAy F LN PR AT AL
FERTFEATF Windows B9 FSx,

- ds— AT FSx &EF., BNANBUENZBE ZXPFHNARFHNEN. Amazon Directory Service
« ec2 - RV FSx HATUAT#4E -

- BF, 8IE5 Amazon FSx XHR LR BRHY M 4% O LUK BUB K BX.

« BE—NRZNE Amazon FSx XH RS XEKMSEM 1P bk,

- BE S Amazon FSx XHREREXH Amazon VPC, ZE£HMFM,

- A H AmazonFSx.FileSystemId HrEMEFF MEEO D E IPv6 Mt

- M H AmazonFSx.FileSystemId ¥rEME - MEZEOBUE 2 B IPv6 i,

- AAUE VPC BEEANMERSARMERBRNZSARIL,

« AIRE AmazonERNHWAF IBEM KD LHITEERENRR.
* cloudwatch— f¥F FSx FHE#REIE R KM | Amazon/fsX 7% ZE[E CloudWatch To
« route53 - A FSx ¥ Amazon VPC 5EF B E XXxEk,

« logs— ¥ FSx #IRME A CloudWatch BEBER. X8 , AP R A LU FSx for Windows File
Server X RGN X HiGR T HEXKEE BE CloudWatch i

« firehose — 21 FSx #HIRFE A Amazon Data Firehose &%, ZIRENBENE , A/ T LUS
FSx for Windows File Server X4 R By 3415 7] B it B F % % Bl Amazon Data Firehose & #i it o
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "CreateFileSystem",
"Effect": "Allow",
"Action": [
"ds:AuthorizeApplication",
"ds:GetAuthorizedApplicationDetails",
"ds:UnauthorizeApplication"”,
"ec2:CreateNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:DescribeAddresses",
"ec2:DescribeDhcpOptions"”,
"ec2:DescribeNetworkIntexfaces”,
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVPCs",
"ec2:DisassociateAddress",
"ec2:GetSecurityGroupsForVpc",
"route53:AssociateVPCWithHostedZone"
1,
"Resource": "*"
},
{
"Sid": "PutMetrics",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": [
wxn
] ’
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/FSx"
}
}
}I
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"Sid": "TagResourceNetworkIntexface",
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": [
"arn:aws:ec2:*:*:network-intexface/*"
]I
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
}I
"ForAllValues:StringEquals": {
"aws:TagKeys": "AmazonFSx.FileSystemId"

"Sid": "ManageNetworkInterface",

"Effect": "Allow",

"Action": [
"ec2:AssignPrivateIpAddresses"”,
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:UnassignPrivateIpAddresses"

1,

"Resource": [
"arn:aws:ec2:*:*:network-intexface/*"

]I

"Condition": {

"Null": {
"aws:ResourceTag/AmazonFSx.FileSystemId": "false"

"Sid": "ManageRouteTable",

"Effect": "Allow",

"Action": [
"ec2:CreateRoute",
"ec2:ReplaceRoute"”,
"ec2:DeleteRoute"

1,

ERARSKRAR
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"Resource": [
"arn:aws:ec2:*:*:route-table/*"
1,
"Condition": {
"StringEquals": {
"aws :ResourceTag/AmazonFSx": "ManagedByAmazonFSx"

"Sid": "PutCloudWatchLogs",

"Effect": "Allow",

"Action": [
"logs:DescribelogGroups",
"logs:DescribelogStreams",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/fsx/*"

"Sid": "ManageAuditLogs",

"Effect": "Allow",

"Action": [
"firehose:DescribeDeliveryStream",
"firehose:PutRecoxd",
"firehose:PutRecordBatch"

1,

"Resource": "arn:aws:firehose:*:*:deliverystream/aws-fsx-*"

I 5i#h FSx EH#E Amazon FEE R FITA T ABERNFIE E#,

BAMEBNR , A IAMRE (AR, 4581 ) 812, RESIMBRBRSKEAR, BXESZE
B, #B2H IAM AP EEF#Service-Linked AR,

B2 FSx for Windows File Server [RE<Ek A&

BEEFIUNERSKEAE®, YR Amazon Web Services BEZ4&]l4& . |IAM CLI 5 IAM AP| F 41
BYHRER , 5EAT Windows File Server B FSx 2@ R {RBIZRZHEXA B,
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FREEEFVNEZIZNNNEHRE. EXESEE , BSH 2. B, BIBRXHHLE, EF0E
MHRFHZRE , SRS A EA T ESSHIPH Windows XHHE,

TR ER AR E P um iy B X RE

&6 Amazon Direct Connect 2 VPN TEA 3 F &R Amazon FSx X RS , mMAMEFFimEHAN
2IEFE IP B HE,

Amazon FSx X XIFEMEFLR IP iR A% FumisE] 2020 F 12 A 17 B 2 G 8 ERN XH RS

MBLEEFEAIEILE IP #USSE R 2020 £ 12 A 17 B 2Bt/ FSx for Windows File Server
XHRESE  NUESMENERENZORCBFNXHERE, BEXEZEE , BSR FAZHR
PIEBIE, .

H A REEARTE DNS RUEM

SF A BTEER Active Directory B XX R 4: , Amazon FSx T8I B X H R SR H R EM UHRE
DNS , EREFMETFEA Microsoft DNS,

W RIEHI W L& {E F 5 =5 DNS BRS M A& Microsoft DNS , Il Amazon FSx ~4 1 DNS #EM s 4

REZ, BATA Amazon FSx XHREFHIRE DNS A B, X TF Single-AZ 1 NXHRE , BEE
SRiI— DNS A %8 ; ST Single-AZ 2 Fl Multi-AZ X#R% , MIEZRMA DNS A %8, HE

LT ERIRE RS P ik 7 F 307500 DNS A B R EEAR I,

1. fEH https://console.aws.amazon.com/fsx/ , IR EIRE IP it I XU RGEUE R4 RE1FA
1§/§\Jﬁ\ﬁo

2. EMFZEREGRBFF , ITUTE—RE

« XF Single-AZ 1 XHRE:

Active Directory Fi PR DR E IR 400


https://console.amazonaws.cn/fsx/
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s ETFRERSD , EEMKEOT I RAEMEMNERED | 3T Amazon EC2 FEIMEZE O T
Ho

- EFAM Single-AZ 1 XHREH IP it B RE “EFE IPv4 IP” 5,
« XIF Single-AZ 2 = Multi-AZ XHR % -

- EEEFNEIRSD , ERFNEEOTE RWBHEMLED |, 3TFF Amazon EC2 IR &2
AT HE.

- EFEANERFFH IP it B REWEIFE IPv4 IP Fild,

« 1£ Amazon FSx A FMER+ , EEMEEO T E RAEMEMLED | 3T Amazon
EC2 BHAPHMEIEZEONME,

- EFEANZATFHN IP it B REHEIFE IPv4 IP Fild,

FoSEBER DNS 3l & 77| SR 5

WMREM DNS B BT ET R XH4HRS |, FEREUTIEX REHTHE,
1. FITUTE-—FR, RIENBREEXHRERE
a. A Amazon FSx #2#|& - RBEEBTRN X4 RS, EXHREFMAFEREL , DNS 3l
BETREMBESREATF L.

b. {#M CLI = API-f£f describe-file-system-aliasesCLI ap S
DescribeFileSystemAliasesAPI| ##ER RE T S X4 RARBKA BB

2. WRRFIL DNS 31E  NLMFEENHREXEK, BXESEE , BEH EEUEXHRE L
Y DNS A&,

3. R DNS FEEXMHREXRE , FRINEHREE T AT LEM

- BE8IE5S Amazon FSx XHREH Active Directory TTEHIIT R LAY DNS 3 ZHX MRS £
EBZF (SPN)
BXEZER , B3 7 Kerberos BLE RS EMEEFH (SPN)

« 7 DNS 5| 8l2 7T DNS CNAME 2% , G EH#H N Amazon FSx XRS5 RIERIA DNS &
o

BXEZEER | BESH EHMTiL/ZE DNS CNAME i3,

4. WMRECIETHRE SPN F1 DNS CNAME iR , BRIEEFim DNS REEG ST N IEH X
HZ 5K DNS CNAME i23%.
FoEEF DNS BB G RIXH RS 401



https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fsx/describe-file-system-aliases.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystemAliases.html
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a. 1217 nslookup ABIAZIEREFE B AT XHRSEHERIA DNS B 5,

b. #1:R DNS CNAME B3| %5 — N XHRE , BEFEEE/ RN DNS ZERIFH , AEBARE
CNAME 125, &R BMERN TSR EFiwE DNS &7 , MRZIE,

ipconfig /flushdns

5. 103 DNS CNAME 12 %xf##7 7 Amazon FSx X RS BRIA DNS |, BE FimHATTIET E]1Z% X
HRE , FEHALETER RSN XHRE THEMREFEDSR,

ToEEA IP bt iF R X RS
MBARTSEGE R P #hibiS F RS | B2id % DNS BHHEEEH DNS 2K,

&0 LLUE T 1%£#F Windows File Server, W& 5% 4 | 7 Amazon FSx 2 &l & LR BIXXHREH DNS
B FEMZELH DNS 38, HE , LA LUE CreateFileSystem 5 DescribeFileSystems API ##{EH
MEPHEEi]. BXFEADNS HIENESZEL , BFSREE DNS 518,

« XF A Amazon & Microsoft &3 B F Single-AZ XX F % , DNS BFI TR

fs-0123456789abcdef@.ad-domain.com

o XFAE Multi-AZ XHRSGURIMA BRER Single-AZ B Active Directory BI XX %R 4 , DNS &
MW TR

amznfsxaallbb22.ad-domain.com

B2 F Amazon FSx XHR 45 kW
NHRECEBBERIMPVERERS , LA TE 2R,

F&

« VPC Z2HMMLE ACL BLELRIR

s XHRAEEBRLEBEE

« Fo3E14 0] DNS AR S5 s siig 1% 28

o TRERS MK FEUE

« Amazon FSx Fo3£15 AR R Active Directory BRS5 K F £ Amazon Secrets Manager

FToEMER 1P kAR SRS 402


https://console.amazonaws.cn/fsx
https://docs.amazonaws.cn/fsx/latest/APIReference/API_CreateFileSystem.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_DescribeFileSystems.html

AT Windows File Server # Amazon FSx Windows Fi {55
s REKSHERTE

- BEKFBEEEHEIR

« Amazon FSx A BRIALE T (OU)

- REKFEEEGTREERLA

« Amazon FSx TEig iEZ M

- REKFIZEE SR

- BIESHHPEA T Unicode F&F

- REZMERFEEE TR S| HDD X%

VPC Z£HMMLE ACL BEHIR

BiR VPC R2 ARG ACL EBENERRENL2MRE, AXESEL , WoHoEL24d.
VHREEBERALES

BRI\ BT E I Active Directory HISH RS , FERUTHIRHL -

File system creation failed. Amazon FSx is unable to apply your Microsoft Active
Directory configuration with the

specified file system administrators group. Please ensure that your Active Directory
does not contain multiple domain

groups with the name: domain_group.

Amazon FSx R BRIEXHRENRRRZETESIMEENEER A,

MRAKIEERFHAEH , Amazon FSx HRHAEARANEHERRENEERE. MRES/NBHAER
RANBERR BN, BRFRM

BERLLT SRRE R

1. BEFFXHREMABTEERN Active Directory B R EH

2. ESIBREMABTEEM Active Directory B FSx for Windows File Server X R& <2 8 , EEA
Amazon FSx Active Directory 5 iF T BRI HTEE M Active Directory Bt &,

3. £ Amazon Web Services B2 & REIBEFHXH RS Amazon CLl, BXEZER |, ES
%] £ Amazon FSx X# RS MAEIHITEEM Microsoft Active Directory .

4. AXHREEERRARM—NEBTEER Active Directory 13 H I — ) & 7.

VPC T2 A BEHIR 403
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7FosE1518) DNS AR5 28 S8 5l 28
BIZ A BITEEM Active Directory IS RELMW , HETRUTHIRESR

Amazon FSx can't reach the DNS servers provided or the domain controllers for your
self-managed directory in Microsoft Active Directory.

File system creation failed. Amazon FSx is unable to communicate with your Microsoft
Active Directory domain controllers.

This is because Amazon FSx can't reach the DNS servers provided or domain controllers
for your domain.

To fix this problem, delete your file system and create a new one with valid DNS
servers and networking configuration that allows

traffic from the file system to the domain controller.

BT S IREEE H # R F &

1. WIAEHRE 7 ERZE Amazon FSx XHREM MM BITEEM Active Directory 2 [8] 2 3 P 4&E
BARAENEREZLE. BXEZEER , B30 LRES,.

£ Amazon FSx Active Directory 5 ilF T £ iz F1 36 F iX L ) 4817 B

® Note

MREE LT %A Active Directory 351, M AFHEIRTE Active Directory thR A EN T &
Amazon FSx X#R G x ki VPC R FM , B VPC P FREERHME I PN FMNZ
B REE IP H2R, BAJLAER Active Directory Sites and Services MMC B2 # & &
B EigE

2. Eﬁl}\fi“\EHE Amazon FSx X REXEH VPC KA LUK FTE VPC M4 ACL BLE N TR
i O B R HIE MR E

(® Note

MREEXHEHRENER , )”'J—IJ«X LA 5S Active Directory 12 HI B BEFENFEROX
BHIERE, BXEZER , S A Microsoft Active Directory 34,

3. i\ Microsoft Windows X4 RZ e NEE BB MNERE S IELatin-1 /. Hlan , LIREEE
F Dominen-Admins FAXHREEBRANEN , BAXBRECER S KK,

4. T\ Active Directory Z#9 DNS RS 23 g #28 R AL FIEzRA , Baets o B3t AriRdtiEm
-lﬁ:ko

FoiETh1A] DNS BRSS 2R ki 88 404


https://support.microsoft.com/en-us/help/179442/how-to-configure-a-firewall-for-domains-and-trusts

SEFTF Windows File Server #9 Amazon FSx Windows f 8/
5. 1R Active Directory R ZhEEL B9 Windows Server 2008 R2 = & & AR 4%,

6. R Active Directory 3 #1512 HI85 L BIBHF XIEMN 25K B Amazon FSx XHREHNRE, BX
EZ{ER |, 1555 Microsoft Active Directory 3144,

To AR S5 K P AR
BIZEMA BITEEM Active Directory WX #HRGELAM , HERUTHIREER :

Amazon FSx is unable to establish a connection with your Microsoft Active Directory
domain controllers

because the service account credentials provided are invalid. To fix this problem,
delete your file

system and create a new one using a valid service account.

RBUTSRIEEHFE R,
R0 1 : MREEH Amazon Secrets Manager 240 K268 19553 B &L

1. W% £ A MG B XU Amazon Secrets Manager.

2. %48 ARN EFHERT , EEEBMNER : arn:aws:secretsmanager:region:account-
id:secret:secret-name-6chars,

3. RIIZRARBEEM N FEENKEFR
» CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME : AD BREZKS A&,

« CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD : AD RS IK = #%8,

4. RITFAREBEEETRENRRE |, iZKEEF Amazon FSx fRSSE4K fsx.amazonaws . com X
iR, LR ZRZPE,

=62 : MREFEREXAZIEMA Active Directory

1. BINERBATHARSEANRSKFARRS , flNEBTEEN Active Directory ELE I A

ServiceAcct,

/A Important
MARSKFAFAN , BOEEHEISR ( corp.com\ServiceAcct ) HEFER

( ServiceAcctecorp.com) .

Fo R AR S5 K P AL 405


https://support.microsoft.com/en-us/help/179442/how-to-configure-a-firewall-for-domains-and-trusts
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wmABRS AP A ( CN= ServiceAcct, ou=Example, dc=Corp, dc=Corp. dc=com )
FHEZERA AT 2 AT (DN).

2. T1A Active Directory B R BB EZRHENWRFZ K.
3. BRECHEENBSKSRTFAENNR. BRSK, BIEEE 4 REMARER OU HalE
MBIBRITENN R RFIKFESAE DB RINITATIRE -
- EERD
o PR&IK P IRENA B A ZYE
- WIFE A DNS EHlAMEE
- RIFBEARSEHRETHRIBE

BRIACIZERSEBNRVRSKNESZELR , FS6I Amazon FSx RSK .

Amazon FSx &5 R B Active Directory RS- P £iF Amazon Secrets
Manager

DTETHRENRBREBRGZE,

A BITE R Active Directory I XHREXM , HERUTHEIRER :

You can't provide both username/password and a domain join service account
secret to connect to your Active Directory. Provide only one set of
credentials.

ERRIR | &)

1. ERRRMBEMHE Secrets Manager ZEAFHELE , R R REREUA XA X FHIEIL,
2. B0 Active Directory Bt , {URMHEP NS , FeeRNRRERNSH,

A BITEER Active Directory WX HRAEXRM , HETUTHIRER :

The domain join service account secret ARN format you entered isn't
valid. Use the format: arn:partition:secretsmanager:region:account-
id:secret:secret-name-6chars

Amazon FSx Fo3& TR H Active Directory BRZS K /= #£iE Amazon Secrets Manager 406
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EHRIR I 8

1. B FRFEMEESN B REIE Amazon Secrets Managero

2. BIFESHmAN ARN BXREER, EEMNEI/RGIA arn:aws:secretsmanager:us-
east-1:123456789012:secret:MyDatabaseSecret-Ab3d5f,

A BTEEM Active Directory WX HRAELW , HERUATHEIRER :

Amazon FSx can't access the domain join service account secret [ARN]. Add
a resource permission to the secret that grants the FSx service principal
(fsx.amazonaws.com) permission to access it.

R R I )

1. B ERAFEMEES B REIE Amazon Secrets Managero
2. WIFEIRMHH Secrets Manager Z4A R B E & /L 1F Amazon FSx £ iZ AR EF KRR,

A BITEIERY Active Directory X REXRM , AERUTHIREER !

You don't have permission to access the domain join service account secret
[ARN]. A resource permission needs to be added to the secret to grant you
access.

EHRIR I 8]

«  Secrets Manager ZAFMEE SR EERAZEER LMWK BFERZZANFRNE, BEXESE
B | &5 # Identity-based FkE,

A BITEEM Active Directory WX HREXRM , HETUTHIRER :

The domain join service account secret format or content isn't valid. Make
sure the secret includes both CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME
and CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD fields with non-empty
values.

EER IR

1. w8 FRAFMEED B FEIE Amazon Secrets Manager.
2. WIFERMM Secrets Manager ZAR B RN B ER N LEFER,

Amazon FSx Fo3& TR H Active Directory BRZS K /= #£iE Amazon Secrets Manager 407


https://docs.amazonaws.cn/secretsmanager/latest/userguide/auth-and-access_iam-policies.html
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RS K S X R 2

BIEMA BITEER Active Directory WX HRG LM , HERUTHIRES .

Amazon FSx is unable to establish a connection with your

Microsoft Active Directory domain controllers. This is because the service account
provided does not

have permission to join the file system to the domain with the specified organizational
unit.

To fix this problem, delete your file system and create a new one using a service
account with

permission to join the file system to the domain with the specified organizational
unit.

BB T EFHEEH#RFE,

« BREESHEHENBRSKSRTAFONER. RSKS SHAEEXHREMARNEN OU FelZ
FMBBRITEHX R BRSKFEBAEDERPITATERE :

- EERD

« REIK/IREANEA KRS

- BWIEE A DNS EHB8EE

- RIUFEARS EKBHIIBED

BROACIZERSEBIRNRSKNESELR , FS6 Amazon FSx RSK .

RFKFBSEEHEIR
BIZ A BITEEM Active Directory IS RELMW , HETRUTHIRESR

Amazon FSx can't establish a connection with your Microsoft Active Directory
domain controllers. This is because the service account provided has reached the
maximum number of computers that it can join to the domain. To fix this problem,
delete your file system and create a new one, supplying a service account that
is able to join new computers to the domain.

ERIEAE | FHRIAGREENERSKFSEEERFTUMASNERITEYHE, REXRFZEAR
H  FHAUR-NMNEBEBNRAFRESK, . FAMHNKRSKS HUEFTNXHRSE, BXEZER,
S Amazon FSx RS K,

REKSRRA 2 408
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Amazon FSx o3& TH RI4ALR# T (OU )

BIZ A BITEEM Active Directory WX RGEEAM , HERUTHIRES -

Amazon FSx can't establish a connection with your Microsoft Active Directory domain
controller(s).

This is because the organizational unit you specified either doesn't exist or isn't
accessible

to the service account provided. To fix this problem, delete your file system and
create a new one specifying an

organizational unit to which the service account can join the file system.

BB T STREEE H R FIE

1. #iA Active Directory i 2B B REMHK OU,

2. BERECEEENBRSKSRTFABNNR, RSKS SMEEXFREMANER OU FE
MMBRITENXN R, BRSEKFEBAEDBERPITUATERE

EEZED

BRBIMK = SR BV B A %

KIEE A DNS EHEMEED
RIEBARS EHEMAVED

BER T oI2 MM BRI E AL RV 254X
BIESEMMEAKS REIAVEED

BXRUNMBIZEEFBINBENRSKFNEZER |, 5% Amazon FSx RS .

REKFITEBREERA
SIZE A BITEEM Active Directory WX #HREELAM , HETRUTHIRER :

Amazon FSx is unable to apply your Microsoft Active Directory configuration. This is
because the file system

administrators group you provided either doesn't exist or isn't accessible to the
service account you

provided. To fix this problem, delete your file system and create a new one specifying
a file

system administrators group in the domain that is accessible to the service account

FoiETAE OU 409
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provided.

R T SIREEE H R FIB
1. BREARBAZHNENEEREASENFRS,

/A Important

REABZHSHEE , BN I EWHILR ( corp.com\FSxAdmins ) G
( FSxAdmins@corp.com) o
BOERZEANATDHEN (DN ) o AIDHBHHN—NMIF= CN=

FSxAdmins, ou=Example, dc=Corp. dc=com,

2. BREEANEEAASEENMANGRENERRHAMN TE— Active Directory FHH,

3. MRERBEHEERASH , Amazon FSx iR FH Active Directory HH# Builtin
Domain Admins A, MIRHEANEHREER , AEELEREMARTHER , WSINERNZH
RAZE

Amazon FSx 7£ 18 1 iE 2 Fh
BIEMA BITEER Active Directory WX HRGAM , HERUTHIRES. .

Amazon FSx is unable to apply your Microsoft Active Directory configuration. To fix
this problem, delete your file system and create a new one
meeting the pre-requisites described in the Amazon FSx user guide.

BB RERT | Amazon FSx BE#8 151 Active Directory 35i#9 DNS BRSSE5MEiR &g | HEXHR
SR Th IN A SRS Active Directory 7., B2 , R XH RS AIER , Amazon FSx iiFF T 5EHiE
BRETHRARE, RBUTSIREEHFRMEE,

1. TRIEH Amazon FSx XRS5 Active Directory [RIHI & EZIFEFE. Bt , ERAKEN
W, VPC Z£AMM, VPC ML ACL FiFIRHIZFM AEMN , BREMNZAFEZATMERE
B,

2. 1R Amazon FSx 73 Active Directory BRI X H RSBV ITEVNN RO TEHRE , HER
AR BR R DA EL 5 IR

Amazon FSx 7£ 13 AR 1% 3 P i 410
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ARSI 7% B & SRR

BIZ A BITEEM Active Directory IS RELMW , HETRUTHIRESR

File system creation failed. Amazon FSx is unable to establish a connection with your
Microsoft Active Directory domain controller(s).

This is because the service account provided does not have permission to join the file
system to the domain with the specified

organizational unit (OU). To fix this problem, delete your file system and create a new
one using a service account with permission

to create computer objects and reset passwords within the specified organizational
unit.

BRECARHNBRSKSRTFAFIONR. ZRUATSREEHFRRFE,
BESKAEDFEERUTNR :

« WERTOIEMMBRMAXHRER OU RHYITEHI RAVIZHI
« HEMAXHRLEGH OU HEBLITRR

- BEBEEZD

o« BEWSIRFIKFIREUAN B A KR

- BIFE A DNS EHE/BED

- WIFEARS EHBNEED

- BB (2T ) RIEMMBIERITENNR

« RIFEIMAMBEAKS,RHIKIBED

.« BEBEUNR

BXRNAZEFEBENRNBSZKFNESRER , H5H Amazon FSx RS IK/.

RIS EAT Unicode F£F
SIZE A BITEEM Active Directory WX #HRELAM , HETRUTHIRER :

File system creation failed. Amazon FSx is unable to create a file system within the
specified

Microsoft Active Directory. To fix this problem, please delete your file system and
create a new one

meeting the pre-requisites described in the FSx for ONTAP User Guide.

BRI & E YRR 411
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Amazon FSx 7% # Unicode F%f. BIAFTBRAIESEHEEE Unicode FF , fIMNMEZHFS., XBHE
ALEZENSEH  ERIAMELBHEE, B{R Active Directory RN ERIAE B R EE Unicode F
o

& % 3 iR A R B YIHRE| HDD X
MEBURIHRELY , H#ETRATFHIRHEL

Switching storage type to HDD while creating a file system from backup
backup_id is not supported because a storage scaling activity was still
under way on the source file system to increase storage capacity from less
than 2000 GiB when the backup backup_id was taken, and the minimum storage
capacity for HDD storage is 2000 GiB.

MEEMHBELCIFFHERM SSD E HDD LI tEE, NERIRELAK , RAEERE
MNENRERBXARE LMHEENFHRBERNETH, ERMERZH , XHERSEH SSD FREE
KT €32 HDD X REFmENRKEKF# B E 2000 GiB.

BEfREEE , FHTUTESR

1. FERFHEBTERMERTER , XFEREEDLEHF 2000 GB Y SSD FHEAE, AXESEE , F
SR EREaERaEm,

2. WNXHRGEHTAFRKENZD. BXESER , F5H £ERAATEDED.

3. FRAPRENZMERIER HDOD FRNXHRS. AXESZEER , BEH R2HEREREH M
5,

MRS TERERIRRS

BT Active Directory BRE % 4 7 31t , FSx for Windows File Server X4 R & AL & 3 A Bl B 517K
Do EEXMRAET , ZNNHRELHRATA , REFRETAMNNE , A EETERXZ2H XK,

HEHRRAETE KB RHENBWWYIEEK , B LAEH Amazon FSx #2#l4&. APl
Amazon CLIFEIX LR EEMBWMNYEERE, XRBAUEERERS , FRIANHFRENRAREBEE
WA Available - EFE , WERTREEE/ LD H T BEE Ko

HTZRHER , ENXHREAESEABRBERRS , Hla

+ DNS BE%5 28 IP itk K3
« BREK/FEIERY , HERDAAENR,

MRE & 4D B IF 1A S B LN S HDD KK 412
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- HTMEEZRZ (I VPC REATH, VPC ML ACL SiE% R EL B =& 315 5255 X E&
B ) , To3&15 18 Active Directory 1333 25,

/A Important
BIEXHRGE , 5283 Amazon FSx £ OU FEIEMNITENN R, XEBLSBUENH
REEBEHEIR.

( B Active Directory BRI TEFIK , HSH KLREH. L&A AER Amazon FSx Active
Directory ¥:1iF T EHIAERE Active Directory AERBEEHEE N HBEXLER, )

BREP—ERBEBEZEFHNH RS Active Directory BB —NRZANSE , HIINEH DNS AR
SE IP U FERRS K WAFBRFEB, EXEERT , BHNUEEEARSRER Amazon
FSx ##4l&. APl & Amazon CLI EFFrENEES XK,

H {th [7] L ] B 3% 2 3 421 Active Directory BELEZ# , HlINE UR 2 HIZRE A EIRES VPC B2
H, BR , EXLEERT , BEEXIUH —FRESEFEXMH RS Available, R Active Directory
MREREERS , /£ Amazon FSx 2 AP ERREEH RRSZLNZHIRERE , HEFE Amazon
FSx ##l&. API =% Amazon CLIFf#A StartMisconfiguredStateRecovery T,

FH

- XHREEELIR : Amazon FSx ARl DNS BRS 88 gAY m 2 528

- XHRGERBHIR . REKSEIUELK

« NHRSGHEBLIR : Amazon Secrets Manager Z4A5, KMS Z4AELE T IEH
- XUERGEES R  RENRSKE TR X 4RSS MAEF

« XHRGERES R  BREKS T EBREMTENMAEF

- XHRGEERBHIR : REK/S ERGE OU

NHRAEBEE 1= : Amazon FSx Foi&1h (A DNS fRSa5 s ig iy 312 &85,

% Amazon FSx Fo3£ 5 Microsoft Active Directory 12 #2882 %28 BERT , XHRGEFHA
Misconfigured R7.

BERRILER , FHATUTERE
1. BRENMEEEAVFN ARG BIRH RN RE.

NHREGBEHIR | Amazon FSx JoA TR DNS BRSS 25 s Hi A9 HiR HI2R . 413


https://docs.amazonaws.cn/fsx/latest/APIReference/API_SelfManagedActiveDirectoryConfigurationUpdates.html
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2. f#HA Amazon FSx Active Directory ¥ iF T E i M3 if B TEE M Active Directory B R £%1%
B, BXEZER | BESH F£HBETEER Microsoft Active Directory,

3. 1£ Amazon FSx B #H| A EFEXHREBHITEER Active Directory Bt &,
4., BEFNHRZBEITEEM Active Directory B , A LU Amazon FSx 241 A,

a. ESMERL , EEXHRE  RERBEEFNNHRS ; BAESXHREFAFER
Mo

b. EXHRGFMAEENEL , ERENELZ &I+ LHNEH,

& AT LAE A Amazon FSx CLI update-file-system &35 APl 4, UpdateFileSystem

NHREBEH R : REKSEILETR

Amazon FSx 3£ 5K Microsoft Active Directory {2 #I85 siR 1SS B iE#E, XE2ENBHMERS
KFREIELEN. BXEZSEER , B82H F£HBTEER Microsoft Active Directory,

EfREBHEIREE , FRITUTERE
1. BINGERANREBRNRSK, , URZKFHIEBEIE,
2. ARFEET Amazon FSx £#l& , FHEHEMNBRESKFAF KA EIEEMXHFRENEE,

a. ESMERL, BREXHRE  REAREENNEBH RN XHFRLS.
b. EMHRSFMEERNEL , ERENSZLET~HHERH,

&I LAME Amazon FSx APl ##4E update-file-system. ETHMEZELR |, TS
Amazon FSx APl &£ UpdateFileSystem# #Y,

YHREH ELEIR : Amazon Secrets Manager 435 KMS Z4ABLE T 1IE
iz
Amazon FSx T3E 5 &1 Microsoft Active Directory 1S3 #l25siiR BB B iE ., XEENEMN

Amazon Secrets Manager Z4A s El BT Amazon KMS key IE#, BEXEZELR , TSR FRHFME
31 B RZEIE Amazon Secrets Manager.

BERREEHRAB , FRITUTRE

NHEREEEHEIR | REKFEIELER 414


https://docs.amazonaws.cn/fsx/latest/APIReference/API_UpdateFileSystem.html
https://docs.amazonaws.cn/fsx/latest/APIReference/API_UpdateFileSystem.html
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1. W4 ARN RELERHRBEFEEMNE
I : arn:aws:secretsmanager:region:account-id:secret:secret-name-6chars,

2. WIZHAREEEFMNMIEZENKEFTR
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