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« ZERAEYH

- B

« E# ARN

« BHRH

« EIRERTETE
* Region

« #JR ID/ARN
- RS

« JTiaed[E

« Status

Example : B4 HE

TERIERTXRERE (FERIEMILE ) MEERSD (HEXEMN ) BXKITRENEH.

Event log

Q

Region: US East N. Virginia (us-east-1), US East Ohio (us-east-2) X |

| Clear filter

Event v

Lambda operational
issue

EC2 operational
issue

SNS operational
issue

EC2 operational
issue

Storagegateway
operational issue

Deepracer
operational issue

Status

Closed

Closed

Closed

Closed

Closed

Closed

Event
category ¥

Issue

Issue

Issue

Issue

Issue

Issue

Region /
Zone Info

us-east-1

us-east-1

us-east-1

us-east-1

us-east-1

us-east-1

Start time v

QOctober 9, 2020 at
2:03:48 AM UTC-7

October 9, 2020 at
1:48:51 AM UTC-7

September 30,
2020 at 8:28:18
AM UTC-7

September 16,
2020 at 7:30:41
AM UTC-7

September 13,
2020 at 12:46:47
PM UTC-7

August 31, 2020 at
6:32:39 PM UTC-7

g IAM-user ¥

Last refreshed less than 1 minago| C

Last update
time v

October 9, 2020 at
3:11:09 AM UTC-7

October 9, 2020 at
11:54:16 AM
uTC-7

September 30,
2020 at 11:42:54
AM UTC-7

September 16,
2020 at 7:45:03
AM UTC-7

September 13,
2020 at 6:32:24
PM UTC-7

August 31, 2020 at
9:10:12 PM UTC-7

Affected
resources

Global w

Support ¥

Ll

EHAR



Amazon Health ArfEm
EHFMER

HEEFE-NEHE , HAR DR TZEHNRTF. FAERRIFERUATER

- RS

+ Status

- XE/MAK

- EHREBETKF
o FFERALE RETHE]

- K3

- BRETRNHE

« BB ERA A E R

“SEMPNERR ZMFEREXRZZEMHZWAFTA Amazon Web Services BRI TER :

- MRTAAMARX , IR ID (HII , Amazon EBS % ID vol-alb2c34f ) 5 Amazon HRB M
(ARN) .

- WTIHHNEGRARSES | EREBHNFRIRES SR RNEFRES (FLE. RAHEHER ).
LHREEE 24 PERFH -, BEHREKAREFIE 72 MRS ERBREEPRES.

BRI AR R RPETRHNTE., BRI EEIR ID 3 ARN /N ERBE,
Example: Amazon Health B33 Amazon Lambda

UTRERBREE T Lambda B — 4P REIEH,

EHFAER 12



Amazon Health

RAriEmE

Event log

Q

Region: US East N. Virginia (us-east-1), US East
Ohio (us-east-2)

X

Clear filter

Event summary

Lambda operational issue

Last update: October 9, 2020 at 3:11:09 AM UTC-7
us-east-1

EC2 operational issue

Last update: October 8, 2020 at 11:54:16 AM UTC-7
us-east-1

SNS operational issue

Last update: September 30, 2020 at 11:42:54 AM UTC-7
us-east-1

EC2 operational issue
Last update: September 16, 2020 at 7:45:03 AM UTC-7
us-east-1

Storagegateway operational issue

Last update: September 13, 2020 at 6:32:24 PM UTC-7
us-east-1

Deepracer operational issue
Last update: August 31, 2020 at 9:10:12 PM UTC-7
us-east-1

Sagemaker operational issue
Last update: August 31, 2020 at 9:04:39 PM UTC-7
us-east-1

Batch nooratinngl lcciig

Lambda operational issue

Details Affected resources
Event data
Event

Lambda operational issue

Status
Closed

Region / Availability Zone

us-east-1

Category

Issue

Description

[RESOLVED] Increased Invoke Error Rate

[02:03 AM PDT] We have identified an increase in invoke error rates in the US-
EAST-1 Region and are working towards resolution.

[03:11 AM PDT] Between October 8 10:35 PM and October 9 2:25 AM PDT we
experienced increased Lambda invoke error rates in the US-EAST-1 Region. The
issue has been resolved and the service is operating normally.

Back to list view [F]

Start time
October 9, 2020 at 2:03:48 AM UTC-7

End time
October 9, 2020 at 3:11:08 AM UTC-7

Affected resources

ESTES ]

B2 R Amazon Health B4 :

s NEEHRTEETKRFHERSES, Alw , MEFH Amazon EC2 H IR Amazon Web
Services X5 , BMEREEEZXFEARSFZHEIR , 24 Amazon Health IEEXZEHNE

/CN 0

+ Account-specificB# 4 E TENKFA AR PR, , Fl0 , WREEAH Amazon EC2 3E4l
HIMEER |, iF Amazon Health 12448 % Amazon Web Services X5, ZEHHNEBEUR Z [

Amazon EC2 £4151&K.

ERUTERTBRESHRLABEHERBEETRKINES

E L ESid



RAriEmE

Amazon Health

« £ Amazon Health 2 #IERF , N EHFERZIEMEFRLET <. EERRNEHBETENKS,.
RERBNEUHRATN , ATRBETENKS . BXESZEER | BZH FREARH Amazon
Health 2 HIE R

« ff Amazon Health APl iR [EleventScopeCodeZ#, EHTUER
PUBLIC, ACCOUNT_SPECIFIC & NONE {H. BXEZ{EE , FZH Amazon Health AP ZZ
#IDescribeEventDetailsig 4.

SRR

BAMEE TtRER SR AA , AT Amazon Health B4R ST AERTF. OB A TR
BEEREINANMKRKR—FANITIER,

Amazon Health E4Z A HE R, EF BHUE R EE Amazon Health SESI E ZFME SN E

Ko BNEFEIRIMBEHTHNEFURBEE R, EEENEHUREBETR. R —MNBHFEHNA

FHESH  IRETRBEMNIEEHNKE, EF— A , ZMNERPE R Amazon Health E45|
o BADNEMERFIERE —NEH , LEREXZEHNER. NERLELERNESKEREE , AILSH

FREHUE,

Scheduled changes Table

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled

maintenance activities.

Q. Add filter Any event v
L4 February 2024 2
Sunday Monday Tuesday Wednesday Thursday Friday
8 29 30 31 1 2
2 Upcoming 2 Upcoming

1 Completed

B

30 January 2024
Scheduled events starting on 30 January 2024 (Showing 3 of 3) View all on the table view
EKS planned lifecycle event (us-west-2)

Ewent status: Upcoming

EKS planned lifecycle event (us-east-1)
Event status: Upcoming

EKS planned lifecycle event (eu-west-1)
Event status: Completed

BAAE


https://docs.amazonaws.cn//health/latest/APIReference/API_DescribeEventDetails.html

Amazon Health AriEE

SR R E

Amazon Health EH g2 EZ EMANEYIRIR. BRI LE Amazon Health EH4H 2 $10R JRIEI
FHEESENNER, BEEFIRS , FiiE Amazon Health B4, RAE REN EHRH 2 2200 E R
‘WA, TR ERES Amazon Health 54 , S REHSFINERRANES BEH.

Account-level Amazon Health E#E “SEMR R EMFHNMBERZEHRFRRSHBE. TN
BRENIRARMENARSERTETR. TNEGEHREHEEARTREIFTENSBHERN —NER
Bl, ETHRAEXITVNEGSEAPSEHNESEL | H2H TN ESHAHEH Amazon Health,

LR EALPMER , Amazon Health E42E REBENMEKFNAMESEMARNRSHE, &

EEEIZ K/ 5 R AR IZK E’Jﬁﬂfiﬁﬁﬁgo ERKSRFLBRFROKRELL RIKF R

ERE, KriRRESesnESKEL , IUSHhESEmKFWALTIR, SEMERRSHBEE
& REHRD BRI,

ZABAEZ MR R IEM R CSV R JSON R THZX MR RIIK, EHAUEH , THHXL
HBEMIKFFANMMERR. THRAUBPSREKS RS , REEZTEHHOXHPRITESZKSHE
Fo TEXHHENZEMEEREDIEERMN Amazon Web Services Ik ID, EventArn, SE{EH
#. EntityArn, RS EXEFESE, MRBCETHERYE , WTEHO X4 FNISHESTHE R

—RRBETHE I, IENHFLEI THINEBZRWRIATEXGX , HEGE T EFHRE
Amazon Web Services X1, &z BHM TH BN TRXHE,

Open and recent issues (0) Scheduled changes (1) Other notifications (0) Event log

Scheduled changes (1) m Calendar |

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities. View scheduled changes that occurred
more than 7 days ago.

Q. Add filter 1
Event v Status Region / Zone info Start time hd End time ¥ Affected resources v
Lambda planned lifecycle event @ X
4 . 4 Pending 100%
ation

0 Unk 0%
Affected resources -1 _— ..nuwn .

Mot able to verify status
Resouree data is typically refreshed cvary B © Resolved 0%
24 hours Mo actions required

Affected resources (4) Download ¥

Q, Add filter 1
Resource 1D / ARN A Resource status Last update time
arnzaws:lambda:us-east-1:959586608611:function:SpringClean-XUG3HH5R-AutoUpdateL ambda-atNXDvDLUGP [ (@ Pending 3 months ago

dazus-gast-1 11:function:SpringClean-XUG3IHHSR-FeatureCheckerFunction-cwZkePWUEAGY [A @ Pending 3 months ago




Amazon Health AriEE
N XiZiE

&0 LATE Amazon Health 2 #IHRPIZ LY XS UTC EFEH., IREEZEHERPEXRGEX |, N
Amazon Health #ZHERPHFFEN BB O EHBLERNBEENNX,

EEHRENNXIRE

FEUT BT FH M Amazon Health #$IHE #xhttps:/health.aws.amazon.com/health/home,
FEHEES , 1%# Cookie BHIEL,

N FIhEEM Cookie , EF B AT, AFERREFEEEIL,

£ Amazon Health 2 HERM SMEERF , ERNXRE,

NIER Amazon Health 2 #IER S FERN X, REERREEL.

o ~ w0 bh =

ERAELZEITIRRN

Amazon Health 555 , Amazon Organizations RN EAIUEERE TENALNWAMBEKF WSS, X
NERBTARAPETNEHNEPFINE, BULERAXEEHRERER. RENNABRFTNE
X

BXEZEER , B5 BKS3R4S Amazon Health =4,

BLiE W & # EventBridge

EventBridge A T# M Amazon Health EHELHME R, SRS EKF R R ERNSE
Amazon Health 4 , AR RENAN , LEESHXETILE Amazon Health BEHIE B XEITH

EventBridge ¥ EL £/ Amazon Health

1. FEUTNMNEITHER Amazon Health 3 I E#Rhttps://health.aws.amazon.com/health/home,
2. ESM3 EventBridge & A LGIEMN | FHITUTE—RE :
- TESMBERHN “@RELK" T , %&#&F Amazon EventBridge.
- 1 “BiE” T EventBridge , #%1#® “#% %" EventBridge,
3. REZIBANEHCEANNEERE, FSHENFHSEH Amazon Health 5 5 &1E
EventBridge.

N XiRE 16


https://health.aws.amazon.com/health/
https://health.aws.amazon.com/health/

Amazon Health AriEE

Amazon Health 1% &k

Ol LAfEF Amazon Health R #IER-RFZE1TIRIAKEBFIE AWNIZITIRR Amazon Web Services
RS, WIREE R T Amazon Web Services KIBHFRERSIREN RS EH., BLEEZREETA
Amazon Web Services Ik 58] Amazon Health 2 &I ER-BRSZ TR T H.

® Tip
AN ERATLES |, XEFEFHA4EET Amazon Web Services K. MR EBE2LEH—)
kP, BRAVBINEBEFZLLEE Amazon Health #&IE R , FHBERT 7 £ 7] 2§20 8B Ik - PR SS
NEH, BXEZER , BSR FREARH Amazon Health 2 HIE R

& FE Amazon Health &I ER-RSETIROR

1. S Fhttps://health.aws.amazon.com/health/ SRS TT M

(® Note

MREBE LR XFINEHTTE Amazon Web Services TKF |, #8454 = % a1 2)Amazon Health
2 ER- A K P EEROR T,

2. ERZEZETWRAT , EBRRREOFNEHRBUEERICIRENSH., BOUEEEXEHFNAT
E8 :

- EHEHNZTEMXE, i, #4AERBE - Amazon Elastic Compute Cloud ( 35 EI4tER )
- REEWR

- EHNTEN , flUSEE R TERR

- RIEERH BT E K

- 3 Amazon Web Services RS B4 M Z &2

(® Note
BA RS X UTC EFEMH. AXEZFEER , BEANKXRE,

3. EBRBRZFLICEK , UEBRFZFHLICFKEK, EXRERTEE 12 MNAWAE Amazon Web
Services RS HHTEIR -



https://health.aws.amazon.com/health/status
https://docs.amazonaws.cn/health/latest/ug/getting-started-health-dashboard.html#update-time-zone

Amazon Health AriEE

® Tip
BRI LA BRS:. Amazon Web Services X5, 1 B B 1T %o

4. EHRTHHRZSZHFZL , BRRSER
(®
LEERXRZEHNESEFER.

5. (W) EUFELEEHIRNERNERTRER , BFERSHIREE, EPEHIPNEAEH,
B ERENNERFEEERZBESHNESE R,

Service history | List of events
The following table is a running log of AWS service interruptions for the past 12 months. Choose a status icon to see
status updates for that service. All dates and times are reported in Pacific Standard Time (PST). To update your time
zone, see Time zone settings.

Q Add filter ’

RiESR 2023 F 9 AZENEMAREHN | #FHEN KN URL RIEEFRE@IZAH
Amazon Health E4r a8k, ERWLEEE  L2SMINEHZEHANEHIIRUE,

6. (W% ) BALRYEINXSH UTC EFEEH. BXEZER , B5H HXRE,

7. ("Wik) MREBE—ANKF , FEBITAKFESTRIUEESR, BRE , BUULEERETEK
FHEH, BXEZEER , B5H FHRERRK Amazon Health #2 5| E R,

(® Note
RE RSS feed TATRESZH , ERXNAELRET., it , ME RSS RET]
RELERMATEMEXRHE. EURELFRNENBESHEIE , RI1ES Amazon £
. EventBridgeBEXEZELR , EZH MM FHEH Amazon Health SIS #&
EventBridge.




Amazon Health AriEE

XM £ BRI EH Amazon Health

T AT R £ B HIEH Amazon Health,

ES}

- FLAREURNEREREN ?

- SRIFEHNNEREREAENN , FEREMFXL?
- BYRAEREENERRERE

- BREHHNERERES

AR BTN EwERES 2

Amazon Health 53R Al RE N ARRF AN EZE N, £ Amazon 7 HEEEERH , Amazon X
REREFEXRENERNEEEGNEMERREETERS, B2 , REFREEREF XTSI EE#
A, U BHNNBRFEEEEM, Amazon Health 2R8I N EEET R A LBH |, 0 :

o FFRFMAL LR HEHM4 Amazon Web Services BRS E1TIFIRMA, MRFIREX L EXS R4
MRAE 235, W< Amazon B HIEM R F EREUEE# 1T AR FB 22X N ARFER R,
« Amazon RDS for MySQL 5IZiRARLK IE X
« Amazon EKS Kubernetes MR A 4% IE X 15
- ¥l AmazonBERBNENR , ATREEEEREITH.
« Amazon RDS i M & HLAJIE I H,

(@ Note
FESE IR AR B HNES Amazon Health fER TR BB S HTRE

o BAFFHFENIOH N TR - NMEWRIELZE Amazon Health EHNEGER , B2 EMHER
ERN E AR ESMRSHN ZEIESLA S Amazon Health 41X E. L ARN R IEES NG R
(WMREA) . MEZEMEREERFXEITE , MELPENDING ( #4412 ) "RANH, WEZ
IR AT A ERES R REMIER , MPRSEFH F“RESOLVED ( EFFR ) 7

(@ Note
- REEBRTRRRSER , ERMDBFBER TEE ABERE 72 /at,

FARBITHWEGEARES 2 19


https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/MySQL.Concepts.VersionMgmt.html
https://docs.amazonaws.cn/eks/latest/userguide/kubernetes-versions.html#kubernetes-release-calendar
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL-certificate-rotation.html

Amazon Health AriEE

« ETRHEITEFRVPIMERT , BREFTA T HFLE R ERRRES , -7 EBEM
R

« Amazon GovCloud (US) flH E X B X FRRRSEH,.

HWE BTN EwARE4BEAN  RaREMFTA?

TH4E S BB Amazon Health 5% T3 BY 20 BN T HREDIT 4 4 09 25 0 B M2 3 IR BRARAE )
ERER

%BAD : BHUNER

EHRBRE : Amazon_{SERVICE} PLANNED_LIFECYCLE_EVENT

FHFF AT | BT RN R AN RRE B ER RN &R B,

EH G RETHE ¢ FHERISARERE Amazon HREKERN B, FE8 , AFTEREEL R
B, FABEEEARANEXEHIEETEE,

(® Note
AATUHFN MV ESEARESHZRENSH ARN , EHEXESE  HEhE8EZ N
#iR. B , ARNs lRALHKEZ I Amazon Web Services IKF° &R |, i1
RBZN,

RETH IR PN EREARES : MRARE , RPN ESEAPRSHIRNSETEEDH versions/

changes and 90 days for minor versions/changes 180 X,

AR TEFENSUH O THIE - NEKEEHE] Amazon Health S EwmEAR |, B2 RIDH FIRE
NEEREZRMRESN ZZ MRS Amazon Health EHMHEXER. L ARN BRIEEZZMEIR (40

REA). NRZEWEREFEFZFXETS , MELPENDING ( F48 ) "RASIEH, MEZEE
FHIT U ERESRRBEMBR , MPRASEFH H“RESOLVED ( EFR ) 7

(® Note

« Amazon Health BHI 2R AJgERR M — ERETRIAAVIRZSE#T , B Amazon GovCloud (US) FH
Bl ith X BR o

HWF BN LG EARBHENN | FaREMFL? 20


https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeAffectedEntities.html

Amazon Health AriEE

- REEHRITRFRSESN , ERDBER TEEATREKIE 72 Nt

Open and recent issues Scheduled changes Other notifications Event log

Scheduled changes Calendar

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities.

Q. Add filter 1
Event v Status Region / Zone Info Start time v End time V Affected resources v
(] EKS planned lifecycle event Upcoming us-west-2 January 30, 2024 at 6:00:00 PM UTC-8 9 pending
DMS planned lifecycle event Upcoming us-east-1 January 29, 2024 at 6:00:00 PM UTC-8 1 pending
O DMS planned lifecycle event Upcoming eu-west-1 January 29, 2024 at 6:00:00 PM UTC-8 10 pending
@] EKS planned lifecycle event Completed eu-west-1 January 30, 2024 at 6:00:00 PM UTC-8
EKS planned lifecycle event & X
Resource data is typically refreshed every () O Resolved 0%
24 hours, No actions required

Affected resources in account 745485236264 (5)

Q Add filter 1
Resource ID / ARN v Resource status Last update time
arn:aws:eks:us-west-2:745485236264:cluster/prod-ops-cluster @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/nonprod-devs @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/n-preprd-eks @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/argoworkflows-refactor51 @ Pending 15 days ago
arn:aws:eks:us-west-1:745485236264:cluster/prod-refactor @ Pending 15 days ago

BHITHSEHBEE

1. MRER , RS ARKESHIT A B HENERE XS R ERERE E X,
2. MRBEXFLIEBRZABERTARBERIR , MIEH Amazon Health & FE R NIRASClosed.

3. MREBEERB 2 ENAEXRBRIWALERTIR , NIESIFE Amazon Health SEFIFF 145 R B #A
(AR E RN ) BH 4 ERFFH. FEEtEZ/E , iZ Amazon Health 545554 1 Bx o

B FEHBER A EE RS s

ZEMEMREF HEHRIE Amazon BWRE, HBEATREMBENRSHEBREEFERER
#H. XREN Amazon #E., EEMEHINENRERENELMLERIRS ST RENYERZ A
fro RTHREHNZEABHAXEREN , FrENREBLFRERSE (BRERNZEHT ) MEM
MANARFHRHE Amazon, BXEZER , FHATEHRBEL,

BEFEHERAERERERE 21


https://docs.amazonaws.cn/whitepapers/latest/aws-risk-and-compliance/shared-responsibility-model.html

Amazon Health

RriEmE

CONTINUOUS TESTING OF CRITICAL INFRASTRUCTURE

CUSTOMER

RESPONSIBILITY FOR
RESILIENCE “IN’' THE CHANGE MANAGEME
CLOUD OPERATIONAL RESIL

WORKLOAD ARCHITECTURE

NT AND OBSERVABILITY AND FAILURE

IENCE

MANAGEMENT

NETWORKING, QUOTAS, AND CONSTRAINTS

AWS
RESPONSIBILITY FOR

RESILIENCE ‘OF’ THE
CLouD

mE et XM E A S

HARDWARE AND SERVICES

TR & s A S T ER S MEER T RIMERE

- R S# EventBridge

+ {#H Amazon Health 2 %I R
- BAFAUE
- ZENNRRUE

« f#/ Amazon Health API

AR BT E EwEA#EF


https://docs.amazonaws.cn/health/latest/ug/cloudwatch-events-health.html
https://docs.amazonaws.cn/health/latest/ug/getting-started-health-dashboard.html
https://docs.amazonaws.cn/health/latest/ug/aws-health-account-views.html#calendar-view
https://docs.amazonaws.cn/health/latest/ug/aws-health-account-views.html#affected-resouces-view
https://docs.amazonaws.cn/health/latest/ug/health-api.html

Amazon Health AriEE

£ Amazon Health APl Amazon Health 5E#t RS ERK

Amazon Health  —I31 RESTful Web R , ©EA HTTPS fEN &4 , £H JSON ERERE F 5L
B, BHNARFAE T LLEREME Amazon Health APl X% ER, EEREZFER REST API &, &
HTURB S B RIE R B ERZSZURKIIENIER, BX Amazon Health #2ENSHBNEZE
B , 2 5 Amazon Health APl &%,

(® Note

ZE & Amazon Health iZ API , #8278 B Amazon usiness Support+, En Amazon
terprise Suppor Amazon Web Services %%t 3 Amazon S —2E1itXl. MREFRTER
TTRIFRMIX L Amazon Web Services X5 itXl , REA R AERE P -t , W
AT LUK Amazon Health APl 5@k, 0 A O sl XFit%—£ M. Amazon Web
Services XiF IR EMNRFMX LRI 2 —8 AP BA Amazon Health API , &4k

F|SubscriptionRequiredExceptionffizHE . Amazon Web Services Ik

B A LA Amazon SDKs k% Amazon Health REST APl A |, XA URCRARFET K. &
A LA EEK Amazon B | XEFELSRELEBEHRIEMEBERER,

Amazon Health &£ B2 T — 4 Amazon Health 2 4|E4x Amazon Web Services BIE#E4l& |, 1
ATEENEREHANZIE MR, BESRFTFHEERIRE Amazon Health 2 $IHE ko

FH

« ¥ Amazon Health APl HR#1TEH

 J Amazon Health API EREBLKHET R

- ER  WURESH AR FRHIEE X Amazon Health BWE45KIE
- ¥ : £/ Amazon Health API 1 Java R4l

3+ Amazon Health API &R #1TE %

L& #EH Amazon SDKs 2 Amazon Command Line Interface (Amazon CLI) @& &K &+ Amazon
XETELHYERAGEREIEMEENHEBANBERITER, fl, MREE EAT Java By
Amazon SDK Z eI S AL T RERPERA , WXTFEBSEEBK,

Java KB R4l

X Amazon Health APl ER#TER 23


https://docs.amazonaws.cn/health/latest/APIReference/
https://www.amazonaws.cn/premiumsupport/

Amazon Health AriEE

BXRWARF Amazon Health API 5—2FERNEZ R H &R T Java B Amazon SDK , &2 # 1tk =451
(R

MR HIERE |, RABINEWIELREMSE A Amazon B IEB#HITEM 5B Amazon Health, &8
LUERA IAM APREIL, BXEZER , T5H IAM AP EEHRHSIE Amazon KPR B P i 81 2
o

WMRIETREH Amazon SDKs 5 Amazon CLI , M4 B 2L EBER, BIMNEBWEER Amazon £
RAE 4, BEXREZER , FSHEFMZEE Amazon AP| iE3RAmazon Web Services — g5 %,

3 Amazon Health APl 53R &R KiET S

"/

% Amazon Health API BfEZ XN AEFRWSXEBNAREFREN , HEEEH-HIBEEFEER
MRIBLIFT R, BT XEFE3-830 DNS #fEHTE , Amazon Health 2t 7 — N Biwa. &AL
E2RART R LENIT DNS & , LAEFIART KFMERMNEE Amazon XiF, X 7] LA BH &
BEERBHREABNER , SMEETTUMNPIREFZFHE S Amazon Health,

MBEESRKFET AR HERN , BAIEEEN BRXIBAHET 2K Amazon HRIELE |, HREHEKX
BRELR, AN , ZNEHRIETESELM, BEXEZEE |, 55 X Amazon Health AP| &K #
TZE,

T IPVeXBRIERVIER , RIMNBWELFHLHET 2 1T DNS EHRLUBEL TENRSHER |
Amazon Web Services X1 RFAAIZXE IPv6 XFHML LK 2.

TRIHTERIABRE,

1%, BA LEXE P\ 7N

SEDh cn-northwest-1 health.cn-northwes HTTPS
t-1.amazonaws.com.
cn

Passive cn-north-1 health.cn-north-1. HTTPS
amazonaws.com.cn

Global cn-northwest-1 global.health.amaw HTTPS

S.com.cn

A Amazon Health API| & 3RiE B LK ixT R 24


https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.amazonaws.cn/general/latest/gr/signing_aws_api_requests.html

Amazon Health AriEE

=
E
Or

7

i BH LHRXHE I

® Note
mREEX
3o

EHEARTRAREANEILETR , BELRELHT A CNAME L##17T DNS & , AEMNEMN A
#RE Amazon XiF,

Example : E£FiwR L& DNS

LU R85 7E global.health.amazonaws.com.cn ¥ = E5EK DNS . RF , ZHHIRE cn-
northwest-1 XiZi% s L5 H & 1FE R 1% 6 B BN % = Amazon Health,

dig global.health.amazonaws.com.cn | grep CNAME
global.health.amazonaws.com.cn. 1@ IN CNAME health.cn-northwest-1.amazonaws.com.cn

® Tip
F w2 M3 w2 EIRE Amazon Health 23, B2 , &% Amazon Health 238 REEMNE
FimRIRE. REHEDFEANBERAESEIHRARE—H. BINBWEBEEIHASLEE
LR EFR B E TERE.

BT UREF AR FEHIE L X Amazon Health IS4 1R

ELLTRBRABIF , Amazon Health A £ KA T 28 DNS EHIRBEE RN XIZLinT <
MEZBEXHE, Amazon Health FANEEREFRIAt XRNEHHERE. URFIHIEETIL , 1’:
BEEHRBITER.

FB

« AR : A Java R EHFIE+t X Amazon Health FE4EIE

« JE& : A Python 8 R&IE+ X Amazon Health B E 4 53E

BN L URREA AR RSIE £ REHBIE 25



Amazon Health AriEE

SR EA Java R HFIE £ X Amazon Health B E43IE

TR

1R PA

/Ch

ME % Gradle,

EFH Java R4l

MT & Amazon Health & AT AL 5T SUE T GitHub,
EMFERIE high-availability-endpoint/java B %o
EwmTTEOR , BAUT®T

gradle build

AL TS FRIEESLHN Amazon E1E,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

BMALT@®S , BUEITER.

gradle run

Example: Amazon Health =% H

ZRBEREHIRESR Amazon kP P &IE£ XRNWIEH Amazon Health B4, EUATRAEIHR |, Bl
‘@3¥E Amazon Config BR%5 Amazon Health B9 4,

> Task :run

[main] INFO aws.health.high.availability.endpoint.demo.HighAvailabilityV2Workflow
- EventDetails(Event=Event(Arn=arn:aws:health:global::event/CONFIG/

AWS_CONFIG_OPERATIONAL_NOTIFICATION/AWS_CONFIG_OPERATIONAL_NOTIFICATION_88a43e8a-

e419-4ca7-9baa-56bcdes4dba3,

Service=CONFIG, EventTypeCode=AWS_CONFIG_OPERATIONAL_NOTIFICATION,
EventTypeCategory=accountNotification, Region=global,
StartTime=2020-09-11T02:55:49.899Z, LastUpdatedTime=2020-09-11T03:46:31.764Z,

StatusCode=open, EventScopeCode=ACCOUNT_SPECIFIC),
EventDescription=EventDescription(LatestDescription=As part of our ongoing efforts
to optimize costs associated with recording changes related to certain ephemeral
workloads,

ER

fEH Java #® R &HIT+ X Amazon Health IS 451E 26


https://docs.gradle.org/current/userguide/installation.html
https://github.com/aws/aws-health-tools/tree/master/high-availability-endpoint
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Amazon Config is scheduled to release an update to relationships modeled within
ConfigurationItems (CI) for 7 EC2 resource types on August 1, 2021.

Examples of ephemeral workloads include changes to Amazon Elastic Compute Cloud
(Amazon EC2) Spot Instances, Amazon Elastic MapReduce jobs, and Amazon EC2
Autoscaling.

This update will optimize CI models for EC2 Instance, SecurityGroup, Network
Interface, Subnet, VPC, VPN Gateway, and Customer Gateway resource types to record
direct relationships and deprecate indirect relationships.

A direct relationship is defined as a one-way relationship (A->B) between a
resource (A) and another resource (B), and is typically derived from the Describe
API response of resource (A).

An indirect relationship, on the other hand, is a relationship that Amazon Config
infers (B->A), in order to create a bidirectional relationship.

For example, EC2 instance -> Security Group is a direct relationship, since
security groups are returned as part of the describe API response for an EC2
instance.

But Security Group -> EC2 instance is an indirect relationship, since EC2 instances
are not returned when describing an EC2 Security group.

Until now, Amazon Config has recorded both direct and indirect relationships. With
the launch of Advanced queries in March 2019, indirect relationships can easily be
answered by running Structured Query Language (SQL) queries such as:

SELECT
resourceld,
resourceType
WHERE
resourceType ="'AWS::EC2::Instance’
AND
relationships.resourceld = 'sg-234213'

By deprecating indirect relationships, we can optimize the information contained
within a

Configuration Item while reducing Amazon Config costs related to relationship
changes.

This is especially useful in case of ephemeral workloads where there is a high
volume of configuration changes for EC2 resource types.

Which resource relationships are being removed?
Resource Type: Related Resource Type

1 AWS::EC2::CustomerGateway: AWS::VPN::Connection
2 AWS::EC2::Instance: AWS::EC2::EIP, AWS::EC2::RouteTable
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3 AWS::EC2::NetworkInterface: AWS::EC2::EIP, AWS::EC2::RouteTable

4 AWS::EC2::SecurityGroup: AWS::EC2::Instance, AWS::EC2::NetworkInterface

5 AWS::EC2::Subnet: AWS::EC2::Instance, AWS::EC2::NetworkACL,
AWS::EC2::NetworkInterface, AWS::EC2::RouteTable

6 AWS::EC2::VPC: AWS::EC2::Instance, AWS::EC2::InternetGateway,
AWS::EC2::NetworkACL, AWS::EC2::NetworkInterface, AWS::EC2::RouteTable,
AWS::EC2::Subnet, AWS::EC2::VPNGateway, AWS::EC2::SecurityGroup

7 AWS::EC2::VPNGateway: AWS::EC2::RouteTable, AWS::EC2::VPNConnection

Alternate mechanism to retrieve this relationship information:

The SelectResourceConfig API accepts a SQL SELECT command, performs the
corresponding search, and returns resource configurations matching the properties.
You can use this API to retrieve the same relationship information.

For example, to retrieve the list of all EC2 Instances related to a particular VPC
vpc-1234abc, you can use the following query:

SELECT
resourceld,
resourceType
WHERE
resourceType ="'AWS::EC2::Instance’
AND
relationships.resourceld = 'vpc-1234abc'

If you have any questions regarding this deprecation plan, please contact Amazon
Web Services ## [1]. Additional sample queries to retrieve the relationship
information for the resources listed above is provided in [2].

[1] https://aws.amazon.com/support
[2] https://docs.aws.amazon.com/config/latest/developergquide/

examplerelationshipqueries.html),
EventMetadata={})

Java #IR

- BXEZEE , B2 H EMAT Java 9 Amazon SDK APl 3% HealthClient? #9320 MR,
- BXIWETRHPAT DNS EXNENEZEE , BZHEAPMW dns java. GitHub
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BRUIMESE Python 3,
E& A Python R4l

1. M TF#E;Amazon Health & o] A & iR T SUE T GitHub,
2. SBMESERIE high-availability-endpoint/python B %,
3. EMBITEAP, MANTHS.

pip3 install virtualenv
virtualenv -p python3 v-aws-health-env

(@ Note

X F Python 3.3 RESMRA , B LUEAANE venv IERKRCBEELINE K MEAEFELE
virtualenv, BEXEZEE , S Python Mt LK veny - SIEERIRE,

python3 -m venv v-aws-health-env

4. BAUTHS , SUBOSERFE,
source v-aws-health-env/bin/activate

5. BITHATE@T , ARERBII,

pip install -r requirements.txt

6. HWALTHHRIBEELH Amazon EIE,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

7. WMANTHT , UETETR.

python3 main.py
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Example: Amazon Health =4 % H

ZARE RBIRE R Amazon IKF R &IE £ KA RIIEH Amazon Health 4, LA T HIRE
Amazon ££EH Amazon Health =4,

INFO:botocore.credentials:Found credentials in environment variables.
INFO:root:Details: {'arn': 'arn:aws:health:global::event/SECURITY/
AWS_SECURITY_NOTIFICATION/AWS_SECURITY_NOTIFICATION_Qe35e47e-2247-47c4-
a9a5-876544042721 ",

'service': 'SECURITY', 'eventTypeCode': 'AWS_SECURITY_NOTIFICATION',
'eventTypeCategory': 'accountNotification', 'region': 'global', 'startTime':
datetime.datetime(2020, 8, 19, 23, 30, 42, 476000,

tzinfo=tzlocal()), 'lastUpdatedTime': datetime.datetime(2020, 8, 20, 20, 44, 9,
547000, tzinfo=tzlocal()), 'statusCode': 'open', 'eventScopeCode': 'PUBLIC'},
description:

{'latestDescription': 'This is the second notice regarding TLS requirements on FIPS
endpoints.\n\nWe

are in the process of updating all Amazon Federal Information Processing Standard
(FIPS) endpoints across all Amazon regions

to Transport Layer Security (TLS) version 1.2 by March 31, 2021 . In order to avoid
an interruption in service, we encourage you to act now, by ensuring that you
connect to Amazon FIPS endpoints at a TLS version of 1.2.

If your client applications fail to support TLS 1.2 it will result in connection
failures when TLS versions below 1.2 are no longer supported.\n\nBetween now
and March 31, 2021 Amazon will remove TLS 1.0 and TLS 1.1 support from each FIPS
endpoint where no connections below TLS 1.2 are detected over a 30-day period.

After March 31, 2021 we may deploy this change to all Amazon FIPS endpoints, even
if there continue

to be customer connections detected at TLS versions below 1.2. \n\nWe will provide
additional updates and reminders on the Amazon Security Blog, with a ‘TLS’
tag [1]. If you need further guidance or assistance, please contact Amazon Web
Services ## [2] or your Technical Account Manager (TAM).

Additional information is below.\n\nHow can I identify clients that are connecting
with TLS

1.0/1.1?\nFor customers using S3 [3], Cloudfront [4] or Application Load Balancer
[5] you can use

your access logs to view the TLS connection information for these services, and
identify client

connections that are not at TLS 1.2. If you are using the Amazon Developer Tools on
your clients,

you can find information on how to properly configure your client’s TLS versions by
visiting Tools to Build on Amazon [7] or our associated Amazon Security Blog has a
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link for each unique code language [7].\n\nWhat is Transport Layer Security (TLS)?
\nTransport Layer Security (TLS Protocols) are cryptographic protocols designed to
provide secure communication across a computer network
[6].\n\nWhat are Amazon FIPS endpoints? \nAll Amazon services offer Transport Layer
Security (TLS) 1.2 encrypted endpoints that can be used for all API calls. Some
Amazon services also offer FIPS 140-2 endpoints [9] for customers that require use
of FIPS validated cryptographic libraries. \n\n[1l] https://aws.amazon.com/blogs/
security/tag/tls/\n[2] https://aws.amazon.com/support\n[3]
https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html\n[4] https://
docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html\n[5]
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-
access-logs.html\n[6] https://aws.amazon.com/tools\n[7] https://aws.amazon.com/
blogs/security/tls-1-2-to-become-the-minimum-for-all-aws-fips-endpoints\n[8]
https://en.wikipedia.org/wiki/Transport_Layer_Security\n[9] https://aws.amazon.com/
compliance/fips'}

8. BEHE , BRANTHTRERMELM.

deactivate

Python %R

« BX Health. Client WEZER , B2 &EA T Python BAmazon SDK (Boto3) API &%,
- BXRIERPAT DNS EXRNENEZEE , HSH dnspython TEIH EWHRKIE. GitHub

# 32 . 8 Amazon Health API 1 Java R4l
BT Java BB R AIERIMAEIE{L Amazon Health B F iR A R AR REXREHFEENE R,
FSB 1 JIR{LEILE

ZEEFMNERETREE Amazon Health API &S, &7 LAE A 51Z Amazon Tk F X BB EA IAM B P
24X o

B H B —PNAWSCredentialsSEH :

AWSCredentials credentials = null;
try {

credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
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throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. "
+ "Please make sure that your credentials file is at the correct "
+ "location (/home/username/.aws/credentials), and is in valid format.", e);

FHI2 2 - ¥4t Amazon Health APl & %

5 E—SHNABILEIER KK Amazon Health FF i -

import com.amazonaws.services.health.AWSHealthClient;

AWSHealth awsHealthClient = new AWSHealthClient(credentials);

18 3 : A Amazon Health APl IEFRIEHEE

DescribeEvents

import com.amazonaws.services.health.model.DescribeEventsRequest;
import com.amazonaws.services.health.model.DescribeEventsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventsRequest request = new DescribeEventsRequest();

EventFilter filter = new EventFilter();

// Filter on any field from the supported Amazon Health EventFilter model.
// Here is an example for Region cn-northwest-1 events from the EC2 service.
filter.setServices(singletonList("EC2"));
filter.setRegions(singletonList("cn-northwest-1"));
request.setFilter(filter);

DescribeEventsResult response = awsHealthClient.describeEvents(request);
List<Event> resultEvents = response.getEvents();

Event currentEvent = null;

for (Event event : resultEvents) {
// Display result event data; here is a subset.
System.out.println(event.getArn());
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
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System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

DescribeEventAggregates

import com.amazonaws.services.health.model.DescribeEventAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEventAggregatesResult;
import com.amazonaws.services.health.model.EventAggregate;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventAggregatesRequest request = new DescribeEventAggregatesRequest();
// set the aggregation field
request.setAggregateField("eventTypeCategory");

// filter more on result if needed

EventFilter filter = new EventFilter();
filter.setRegions(singleton("cn-northwest-1"));
request.setFilter(filter);

DescribeEventAggregatesResult response =
awsHealthClient.describeEventAggregates(request);

// print event count for each eventTypeCategory

for (EventAggregate aggregate: response.getEventAggregates()) {
System.out.println("Event Category:" + aggregate.getAggregateValue());
System.out.println("Event Count:" + aggregate.getCount());

DescribeEventDetails

import com.amazonaws.services.health.model.DescribeEventDetailsRequest;
import com.amazonaws.services.health.model.DescribeEventDetailsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventDetails;

DescribeEventDetailsRequest describeEventDetailsRequest = new
DescribeEventDetailsRequest();
// set event ARN and local value

describeEventDetailsRequest.setEventArns(singletonList("arn:aws:health:cn-
northwest-1::event/service/eventTypeCode/eventId"));
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describeEventDetailsRequest.setlLocale("en-US");

filter.setEventArns

DescribeEventDetailsResult describeEventDetailsResult =
awsHealthClient.describeEventDetails(request);

EventDetails eventDetail = describeEventDetailsResult.getSuccessfulSet().get(0);

// check event-related fields

Event event = eventDetail.getEvent();
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

// print out event description
System.out.println(eventDetail.getEventDescription().getlLatestDescription());

DescribeAffectedEntities

import com.amazonaws.services.health.model.AffectedEntity;

import com.amazonaws.services.health.model.DateTimeRange;

import com.amazonaws.services.health.model.DescribeAffectedEntitiesRequest;

import
com.amdescribeEventDetailsRequestazonaws.services.health.model.DescribeAffectedEntitiesResult;

DescribeAffectedEntitiesRequest request = new DescribeAffectedEntitiesRequest();
EntityFilter filter = new EntityFilter();

filter.setEventArns(singletonList("arn:aws:health:cn-
northwest-1::event/service/eventTypeCode/eventId"));

DescribeAffectedEntitiesResult response =
awsHealthClient.describeAffectedEntities(request);

for (AffectedEntity affectedEntity: response.getEntities()) {
System.out.println(affectedEntity.getEntityValue());

System.out.println(affectedEntity.getAwsAccountId());
System.out.println(affectedEntity.getEntityArn());

DescribeEntityAggregates

import com.amazonaws.services.health.model.DescribeEntityAggregatesRequest;
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import com.amazonaws.services.health.model.DescribeEntityAggregatesResult;
import com.amazonaws.services.health.model.EntityAggregate;

DescribeEntityAggregatesRequest request = new DescribeEntityAggregatesRequest();

request.setEventArns(singletonList("arn:aws:health:cn-
northwest-1::event/service/eventTypeCode/eventId"));

DescribeEntityAggregatesResult response =
awsHealthClient.describeEntityAggregates(request);

for (EntityAggregate entityAggregate : response.getEntityAggregates()) {
System.out.println(entityAggregate.getEventArn());
System.out.println(entityAggregate.getCount());
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HFHEERPEH , RINEUERI Amazon Web Services i &EUE H £ Amazon IAM Identity
Center 5 Amazon Identity and Access Management (IAM) IR BEMNABF. X , 8MNAF RIRE
THIEREMENNER, FERWUEBSUTARRFEHIE :

s NENMNKFFERZESHRIE (MFA)
« FF SSL/TLS & Amazon BRERE. RINNERMER TLS 1.2, BIWEER TLS 1.3,

- EARE API M1AFESZ B E Amazon CloudTrail, HxfEA CloudTrail IR ERIEIR Amazon SEFHY
£8 , 52 (Amazon CloudTrail BF 18 RHEAR CloudTrail %o

« £/ Amazon MNZERARZUAREFHPERIALZ£EH Amazon Web Services BR5

- FAERIEEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
iz

« MREHE Amazon BE B TITRER APl #HTHRINEELT FIPS 140-3 RIEM MBER | HEA
FIPS it R. BXAAK FIPS HRMNELEE , BZH (ZEEKFERLERAE (FIPS) % 140-3
M) https://www.amazonaws.cn/compliance/fips/o

BB ENEEERBBER (MEBEFNE TRt ) MANREHEBBEERANEFTER
(MBHRFER) ., XBIEEFEAH Amazon Web Services BRE FEHE%|A Amazon CLI, API 5
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« RE#EHIZERE ( SCP ) - $8E Amazon Organizations AL KA LB THHEANR, BXESZE
B , %25 (Amazon Organizations I {5R) FHY IR 12 EI R,

« HWREFIFKEE (RCP)-RENKFPRENERXTANRE. BXEZELS , 55H (Amazon
Organizations FAFER) PR EIREHIFKE (RCP)

- SERE -ENAGIREAFVEBRNSEN , EASBERENERERK, BXEZER , HS
F <IAM FFiEm) PRSIEER,

S REERE
S MNRBEMNRBENA T —MERE , ERNNREMERNEIER, BT HRELSRSHREREN
{7 Amazon BERBAWIER , HSH IAM A ERE AR B ITEEE,

¥ 4E 5 3% Amazon Health 5 1AM Ei& £ A

EEA IAM BIEi5 R ER 2 B Amazon Health , & 57i% 7 fRHFLE AT Y 1AM IhEE Amazon Health,
E2H 7T MBI Amazon Health 1 Ef Amazon RS E IAM BLAER |, HSH IAM AFEEHNES
IAM B2 & £ A B9 Amazon RS

£}

« Amazon Health T & HI K1
« Amazon Health ET & RH KR
- BIXETF Amazon Health $5%

« Amazon Health IAM A&

Amazon Health £ F 57 I KB

£/ IAM ET 5 ORI RE , B UEEATRIELNRFENTR , UREEEFTLAZAH T AFHIELSL
B®’4F. Amazon Health XIFHFEREFE, RRMFMHR, ETHHE JSON KEHPEANMBERE , F5
5 <IAM BF#E™) ## IAM JSON KB TESE,

BR1E

EIE R W LAEA Amazon JSON REERIEEERMIARMT L, BRRY , WA EMAATB M ATIRK
1THRE | UREFLAFHFTNIT.

JSON ZMEH Action TEMA A TERKT AT RIELLRHNRE, ERBPISBREAR TR
ITREIRERRR,
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https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html
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FEERITHRIEIREETIE/ERN Amazon Health fEA LT 81 :health:. flin , ELFHE
ADescribeEventDetailsi@id APl EEEEXEEEHNIFMAEENNIR , FEEERKIITES
Zheath:DescribeEventDetailsi®{E,

FHFEHAMSEActionFENotActionTtE, Amazon Health EX T B —Hig/E |, xXLig/Ell
R T IET LA I RS M AITIES

BEEENMEQUPEEST BE  BERAESHENRA , TR,

"Action": [
"health:actionl",
"health:action2"

W MERBES (%) EESMRIF, Fln , BEIEELLEFE Describe FFAMIAERAE , HEEUT
B,

"Action": "health:Describe*"

E&F Amazon Health 124E5|% |, 555 IAM A F1ER Amazon Healthh B9 E YR 1E,
BIR

IR A LAER Amazon JSON SREERIEEWARBRMT L, HFRY , BN EET AR IFER
1THRE | UREFLAFHTNIT.

Resource JSON REETEIEEZRENAREN —IMHZ IR, FAZEREK , BEME Amazon
RFEEW (ARN ) BERR. NTAFRRENRONEE  BEABER () EREINATHER
o

"Resource": "*"

Amazon Health EHHERN T Amazon BREB R (ARN),

arn:${Partition}:health:*::event/service/event-type-code/event-ID

Flan , EEIEAFIEE EC2_INSTANCE_RETIREMENT _SCHEDULED_ABC123-DEF456 B4 , EEH
LA ARN,
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https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
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"Resource": "arn:aws:health:*::event/EC2/EC2_INSTANCE_RETIREMENT_SCHEDULED/
EC2_INSTANCE_RETIREMENT_SCHEDULED_ABC123-DEF456"

ENETHEKF#H Amazon EC2 #EFTE Amazon Health 4 , BEABESR (*).

"Resource": "arn:aws:health:*::event/EC2/*/*"

BHX ARN BRXWEZELR |, HS A mazon BRZ# (ARN) 1 Amazon RE & & Z=IE,

F L Amazon Health #ETEN B ERBFEHRIT. EXERERT , BLAFERABEAF (*).

"Resource": "*"

Amazon Health API I21ERIRES R ZNEIR. B0 | iZDescribeEventsi#EIREI B XH BIEERESR ML
HNEHNER. XEKRE IAM AR XAMEEEFHEHFHNER,

BEERENMEUFEESIAR , BEMAES DR ARN,

"Resource": [
"resourcel",
"resource2"

Amazon Health (R EXFE TR EHHRBRERNPR , B{XZFDescribeAffectedEntitiesHl
DescribeEventDetailsAPI #1E, EXEZEE , B85 H ETREMNE TIRIENSZM,

EEFE Amazon Health BIRFHE K&K H ARN 5%k | ESHE IAM A F1ER Amazon HealthdR Y E
HER, BT HEUUEBLERETIEESNERMN ARN , 1555 Amazon Healthi® L IR 1E,

ESER

IR R A LAER Amazon JSON SREERIEEWAR BRI L, HFRY , WA EETT AR TR
1THRE | UREALAFHTNIT.

Condition TEBREEUNRXHIEEBAMENIT, B RIEEASGZESR (Hlw , EEFHD
T ) WEHRESX , MERBPNKGESERPHVEMETE, EEEME Amazon £RZHE | 55
1AM P8 RIAmazon £ @54 £ T X%4R,

Amazon Health EXBCHRHRE K SXREA—E2RBEXHE. EEEMA Amazon £R&H
B  #FZ0 IAM APEEHRAmazon £ B4 LT X4,
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https://docs.amazonaws.cn/general/latest/gr/aws-arns-and-namespaces.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEvents.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-resources-for-iam-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
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DescribeAffectedEntities# DescribeEventDetailsAP| ##4Ex
¥rhealth:eventTypeCodeflhealth:service&##,

E#& & Amazon Health £48%IXK |, 555 IAM AF 8 Amazon Healthh &4 %4F. BT HRET
UERAZURNERENRER , S RIE/EENE Amazon Health,

~l

EEE Amazon Health ET BB KRB RYE] |, 55, Amazon Health EF 5131 K B =4I

Amazon Health EF &R EE

Resource-based K& =2 JSON KXY , ATEEZRAAUEMFAZHLETI Amazon Health R
PATHRLLIRE, Amazon Health XF4 N ETRAEHNE T RENNPREE . Resource-based &
B A SRR EMAK BT EANRE, SEalERAE T RRNEKE LT Amazon RS 1A EIE
#) Amazon Health B4,

EEABK/FHE , BUUEEANKFREMKS P IAM ZEEENETRRNREFHNETE A
HEKFEEFIMIAETERNRERIAREBIGEXRRIEN —¥ME., HERANBRENTFAEHN
Amazon Ik HE | BIELAME T FTEASEER T H R RRANR, B FET 5469 5K 88 2S48
BFNR. B2 , MRETHRENRERRE —NKF PN AR FHRENR , UFREETIANETSH
KR, BEXEZER , BZH IAM AP EEYPH IAM A€ 5 Resource-based FREEH X 5,

Amazon Health X % 1F4t X DescribeAffectedEntitiesf DescribeEventDetailsAP| i ERE T &R K
B, WU LAEREHIEEXLERE , LENMEZTIEAZE (KF, AP, AGNBKESAF ) U
Amazon Health =S4 1TIRE,

=~

EEFE Amazon Health ETRFEHNREHN R , BSHETRREMNETRENZHS,

ERETF Amazon Health Fr&
Amazon Health R X R IR IRHE F 126175 R AR
Amazon Health IAM &

| AM £ & 288 Amazon Ik E G EN RIS,
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https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-policy-keys
https://docs.amazonaws.cn/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
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G 8t 5 Amazon Health

A LAER IR EIE#THRESEHARIEES , 2K IAM B2 9 REKF AR, ST LUEN
B AssumeRoles 2 2£#) Amazon STS AP| ##4ERIREUIE B L £ i $ GetFederationTokeno

Amazon Health X #fE FA IE 8+,
Service-linked & &

Service-linked A& L Amazon FREZ1H R RSP RFEURKRETHIEIE. Service-linked &
HIMIERE IAM KPR HIAREFIE. IAM BB AU UEEETFERERS *<BARNNR,

Amazon Health XFERSHEXNABHITER. Amazon OrganizationsfR 51
KAEMEN AWSServiceRoleForHealth_Organizations. &&&MiHHY
R Health_OrganizationsServiceRolePolicy Amazon £ & K&, Amazon & K Amazon Health ft

VPG R R 9 EL A Amazon TP 15 1 RS 4

4 7] LA{# Fl iZEnableHealthServiceAccessForOrganizationig EE K R I B IR S X A, B , W
REZEHIIhEE | W49 %8 B iZDisableHealthServiceAccessForOrganizationi@ e, RE , EBAILUE
& 1AM #241&. IAM API 5 Amazon Command Line Interface (Amazon CLI) HIikiZA®, BEXEZ
BE ,BZH (IAM AFiEmR) PRFERARSHERAE,

BXEZEER , B5H BKSER4ES Amazon Health =4,

BEAe

BHREATRSAREEBERSAC. LABATRSHREMRS FHRRUARETHEE. KBS
ABERE IAMKSH , FRZKFRE, XEWKRE , IAM EERAUERZBERHNER. B2, X
B F] RE 2 P T AR S5 B9 Th BB

Amazon Health * X RS A,

Amazon Health &£F & 5K K& R4l

RIANERT , IAM AR MA LA SZSRIEH Amazon Health BRIRR, 1t FTEFEH Amazon
Web Services B2 #]A Amazon CLI, B Amazon APl 1TSS, IAM B 7 S4B 1AM KRS |
DENAFMACGRFNRIUANMENEERRRITIHREN AP BE, AT , B AMTIFIX LR
MO E B EX L RE IAM AP 4,

ETHENMAERXL RS JSON REEX#6I2 IAM ET S 0K , 238 (AM AFER) 91 &
JSON &+ L 63 KM,
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https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_GetFederationToken.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://console.amazonaws.cn//iam/home?#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_OrganizationsServiceRolePolicy
https://docs.amazonaws.cn//health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://docs.amazonaws.cn//health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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£

- RMREXE

- /4 Amazon Health ## &

- AAFEFEMIB SRR

- 1E7E1/ 18 Amazon Health X5k Amazon Health API
- ETRENETRENZHS

REERIEREK

Identity-based REERE T EARBAUELNKS PO, HRIZMBR Amazon Health iR, XL
{EM BE & fE Amazon Web Services ik F= £ AN, BIERBEET FHHREER |, HEBUTERM
B :

- FaEA Amazon RERBEH ERRENRNE — EFBEAFMITEARR TR , EEART
LELAGIRTINENAmazon EE X, SIIERMRAF A Amazon Web Services Ik,
MBEEN E X B AR Amazon BEFREREK#H —DRINR. BXEZER , HS
7 <IAM AF#Er) K Amazon FEE RS TEIREER Amazon FEE K,

- NMARENR : E£EH IAM REERENRE | BEBEFRITESFENNR, Atk , BALUE XL
ERERGTUIUNBERFRRITHERE , SR NRENRIEFTT, EXEH IAM BMANRHNESE
B, BZHRE (IAM AFErE) R IAM F YR B IR

« fEF IAM FKBE PR R4 — SRS E AR ;4807 LA 5K B IS4 SR BR #IX R R R R 7 8]
Bl |, AR BRI R RIEESAMER SSL AEFIEHER, MERSBRERBIBENSNE
8y, WA LAE A AR RT3 RSS2 ER U7 R X PR Amazon Web Services BR%S , #1420 Amazon
CloudFormation. BXxEZEE , HZ@ (IAM AR £/ IAM JSON FEITE | &4,

* £/ IAM Access Analyzer B iEER IAM Kl , AR R L2 MEMIOEEM : IAM Access
Analyzer 2K IEF REEMIM B KR , LIBERBERAS IAM KBEIES (JSON ) M IAM HESE
B, IAM Access Analyzer 12 100 ZTRBEREMTIRENEI , URBEHER S BEEMEN
Kk, BXREZELE , BH2H (IAM AFER) FREA IAM Access Analyzer KiiE KB,

- ZEEZEHHRWIE (MFA)-ZR Amazon Web Services I BMNIZREE IAM AFSRAF |, BB
AMFALREZ:2MH, BETRA API REREE MFA |, B MFA 4R NBEHRESR, BX
EZEER ,B85H (AM AFERE) RPOEA MFA &R API 1714,

BX IAM AR REIRNESELR , H2H (AM AFER) #1 IAM AR £ HEXEK,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
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£ Amazon Health 2414

ZEif 8] Amazon Health 2#14 |, BXRE —HAHENR, XENEAMAFRIHMEFTEFKE
Amazon Ik FF # Amazon Health ®RIVIFMEE . NRECIENETENN R LFIENRENRE
=i MEERNEFZRBNSEE (1AM ARRAR ) EEETREA,

F R IX LESLR SR AT LA Amazon Health 38414 |, &AM tILAT Amazon &%
B AWSHealthFullAccess,

AWSHealthFullAccess RBRFEXEN U THRERNWTLIHHENR :

* 4 Amazon Health ALRFHFAEKSEAHEA Amazon AL EZEE
- ¥EHA B Amazon Health #2%] Amazon Health E 4R

« Amazon Health API &/ FE X

- BEHXE TEH Amazon HRAMIKFHEER

. BEEEEIKF AL LR (OU)

Example: AWSHealthFullAccess

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSSerxviceAccess"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
},
{

"Effect": "Allow",
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https://console.amazonaws.cn//iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess
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"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "health.amazonaws.com"
}
}
}
]
}
(@ Note

IBIE T LAfEFiHealth_OrganizationsServiceRolePolicy Amazon ¥ E KR , LAE
Amazon Health AILEFBHLAPHMKANWEH, BEXEZEE , BEH FRSHEXAEAT

Amazon Health,

X F{XIE A Amazon CLI & Amazon API WA , BEFENHREFERHF AR, R , RAFH
Al 5 REEHRAITH AP R4 TR AR,

BXREZER  BF5H (AM AFERE) F/ AP AR,
ARFAFEEMHINE SR

ZRBIRER T BRI RS LAY IAM AR EEMMNIERAF SN ABRMITERKIE, LR
AfEfEE4lS LS #EA Amazon CLI 2 Amazon API LARTE A R 58 B IR ERI AR,

"Version": "2012-10-17",
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

IEFE 1518 Amazon Health X &R F Amazon Health API

2%l Amazon Health E4R&EH FFTE Amazon IKF . iZ Amazon Health API {3& B T#7%8 B Amazon
usiness Support+, En Amazon terprise Support 5 Amazon Z&—ZE it XK, BEXEZER |, &
2% Amazon Web Services X1,

B LAMER IAM BIESE (AR, BERAR ) , ARRXLESSEIR Fi58 Amazon Health 12 HIE R
F1 Amazon Health API B9 PR,

ZIABERT , IAM B PTG 1E Amazon Health #2#|E R, Amazon Health APl, &8 LB R IAM
REMMNBENRF, —AAFPSE—NARXRFAFHREIZEKS Amazon Health § 2R, BX
BEZER | ESREH (AP, AFAR) M IAM FrEEHAR,
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https://www.amazonaws.cn/premiumsupport/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/PoliciesOverview.html
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B2 IAM ARG , fUUAXERAFRELAMPZL, RE , MIITAERAKFEENERZTEE
RIBHIKF HEE Amazon Health 58, BXxEZER | BSHAP NMEZENIKF

® Note

BENXEEF Amazon Health #ZH|ERE IAM AP HBEKS FFFE Amazon BlRFHETIRRE
BEWRIRFENE , XEESUESEETRT Amazon &R ID , 4]0 Amazon EC2 3E4i
ID, EC2 £4l IP it fl— k2 £ @4,

Fln | R 1AM KBEURFX Amazon Health #$|E 4R F Amazon Health API 8915 [ #XBR |
NHZREESEANAFPRARTL R AW E>x Amazon REMHEXRBRNFAEER , BIER
ftt IAM SREER R VF1Z 6 E 2 a0tk

o MNAMKF — &A LAfE A ¥ tDescribeEvents 2z 2E M & #EDescribeEventDetails RIR BV A 5 & 0Kk 2
Amazon Health BWEHHE R,

« (A0 P -48 B LUfE Al DescribeEventsForOrganization # 2 25 Ky 12
YEDescribeEventDetailsForOrganization3RIREVE X B T R H L Mk 7 Amazon Health WEHHE

/N0

BXRUH API BRIEWNEZEER , 1555 Amazon Health API 3Z&,

BEMRE
R 175 (7] A PR

ABEKFEBERF1HE Amazon Health 2 &I E AR F1E{T Describe* Amazon Health APl 2 /ERIR R,
Flan | WA EFERER IAM B e LAA B F# Amazon Health 32 4|E 4k Amazon Web Services &%
#|& Hi8HA Amazon Health DescribeEvents APl #4E,

Example : #i& 175 R A PR

JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": [
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https://docs.amazonaws.cn/IAM/latest/UserGuide/getting-started_how-users-sign-in.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEvents.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventsForOrganization.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.amazonaws.cn/health/latest/APIReference/
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"health:Describe*"

1,

"Resource": "*"
1]
}

B4 15 7]

R = BR$E 48 /5 18] Amazon Health #2#IE AR Amazon Health APl, fE LR IAM B P TE
EHEF Amazon Health &I 4R Amazon Web Services #8448 |, 1% 18 AT Amazon
Health API #4E,

Example : IE42i5[q]

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"health:*"
]I
"Resource": "*"
1
}
HAOME

MRERNEAHLIUE Amazon Health , W47 71 158 Amazon Health #1 Amazon Organizations
B’

IAM RHEEHY Action TERAMIELU TR :

 iam:CreateServicelinkedRole

* organizations:EnableAWSServiceAccess

* organizations:DescribeAccount

* organizations:DisableAWSServiceAccess
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* organizations:ListAccounts
* organizations:ListDelegatedAdministrators

* organizations:ListParents

ETHEESN API FTENBLYINRE , 555 IAM AP B HHE Amazon Health AP| & Y BV /ERE
Ao

(® Note

BTE R BRI PRI 8EF RIA LA H Amazon Health APl Amazon Organizations. &
REZER , 52 H BEKSRE Amazon Health 4,

AV E Amazon Health A4 &

RBUER AR F 2 E AL BRI EEFT BRI FTE WA Amazon Health ] Amazon Organizations 1
HIA PR o

Example: f8iF Amazon Health A 43 #1 B& ij5 [R] A BR

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
},
{

"Effect": "Allow",
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"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/
health.amazonaws.com/AWSSexviceRoleForHealth*"
}

#6481/ Amazon Health 4R 101E
L BUR B BAIE4E 5[] Amazon Organizations #4E , 1B AN AIKF 158 Amazon Health X 2384k,
Example: 345 Amazon Health A £2 41 & i [7] £ BR

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"health:*"
1,
"Resource": "*"
},
{

"Effect": "Deny",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSSexrviceAccess"

1,
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"Resource": "*",
"Condition": {
"StringEquals": {

"organizations:ServicePrincipal”: "health.amazonaws.com"
}
}
},
{
"Effect": "Deny",
"Action": [
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"
1,
"Resource": "*"
},
{
"Effect": "Deny",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/
health.amazonaws.com/AWSSexviceRoleForHealth*"
}
]
}
(@ Note

MREZEOHBFNROASIEFLHEE IAM K, WA BAEZ KB R I Amazon Health 4§
ETIZRMA RIS,

ETREMETRENTH

Amazon Health X3 DescribeAffectedEntities] DescribeEventDetailsAPI 24K | AM Sk, &1L
FERAETEBEMNIEENZERPEE Amazon Health APl A, BAFABEENSH,

Ht , iEEE IAM policy B Condition BIERIMIZE Resource TR, BAIUERAFHFRZLERKRE
HIE T 45 E Amazon Health B4 FER BV 5 R R

EFE P IEE Amazon Health S48t , TUFERAUTFE -
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Amazon Health AriEE

* eventTypeCode

* service

¥ =
=

Ny

®

 DescribeAffectedEntities# DescribeEventDetailsAPI XIS FRRNE. Hlan |, FHariL
BIEKEE | RFSIEL4EE Amazon Health =44,

« DescribeAffectedEntitiesForOrganization®l DescribeEventDetailsForOrganizationAPI #

AT RBEEDNER,
s BXEZEER , F5H (RESENSE) B8 Amazon Health AP| FliBH BV IRIE, FIFEME
#2248,

Example: Action-based K%

ARBEEFE A L F1H 8 Amazon Health ##IE 4R F1 Amazon Health Describe* API #&4E , {BIE4E 58]
{F{5 Amazon EC2 #83x Amazon Health B9ZE 4,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "health:Describe*",
"Resource": "*"

}I

{

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities”,
"health:DescribeEventDetails"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"health:service": "EC2"

}
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https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeEventDetails.html
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Amazon Health ArE

3]

Example: Resource-based A%

UTXREEMHBENME , BFH Resource TE,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"health:Describe*"

1,

"Resource": "*"

},
{

"Effect": "Deny",

"Action": [
"health:DescribeEventDetails",
"health:DescribeAffectedEntities"

1,

"Resource": "arn:aws:health:*::event/EC2/*/*"

3]

Example: E#TypeCode &4

L BE FE B2 F 1518 Amazon Health 2 &I 4k 1 Amazon Health Describe* API 2/ERIR |, {B3E
4 15 R {4 5 2 P Bl Amazon Health eventTypeCode I ZEHAWS_EC2_*,

JSON

Identity-based & B Rl
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Amazon Health

RAriEmE

"Version":"2012-10-17",
"Statement": [

{
},
{
}
]
}
/A Important
mR

Health B4 , W& HBAccessDeniedExceptionffiz,. BXEZEL ,

"Effect": "Allow",
"Action": "health:Describe*",
"Resource": "*"

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities",
"health:DescribeEventDetails"

1,

"Resource": "*",

"Condition": {

"StringlLike": {

"health:eventTypeCode": "AWS_EC2_*"

}

8 A DescribeAffectedEntities Ml Describe EventDetails i E{E To A i [81i% Amazon

Amazon Health &3 #i75 [R R o

B B HEZE Amazon Health &3 F15 [ £ R

FEAUTEERZ M ANIESE L E#EH Amazon Health F1 1AM B 8] 8238 8y & . 8] &,

ES ]

o BENEULTMNERITERIE Amazon Health

o« BEAIIT iam : PassRole

- BEREFENHAEH

s BRE—REER , MAWHM AR Amazon Health

ESH RBSE

B BEHEE
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o RABAFRIUNAH AF A Amazon K iFEIFKRA Amazon Health &R

RENEUTNERITRE Amazon Health

W8 Amazon Web Services BB Z & & SiFEETIINITHEIURE , NMSNBKREE R FKREBB, E
BERREREAFENEBHNAR,

H AP LRMERA Amazon Health 2 $|E R Amazon Health APl #4E8Y |, B4 H

Pl AccessDeniedExceptionthix.
EXERT , AFNEBAMNERKBEAARTFRAF R,

Amazon Health APl EZ 3k HAmazon Web Services 3 #5# B Amazon usiness Support+, E Amazon
nterprise Support 2% Amazon i —2E itXl. MREEREE Amazon Bl &+, En Amazon
terprise Support= Amazon £t —i2E it XI# MK~ A Amazon Health APl , M £IREIBL T IR

8 : SubscriptionRequiredException,

I IN1T iam : PassRole

RN E] —MNEIR | REEBTHINIT iam: PassRole B , WA TMEFHFERUA TG ABER
#, Amazon Health

B L Amazon Web Services RS RFBNIEAREZRAKIZRE , MARUNEFTNERS AEHIRSE
XAE, Atk , BAMEEFAGERTRSHNR,

L EZ N marymajor B IAM AP =R EAESH A E Amazon HealthF I ITIRIER , @R EUT RIS
xo BER , REMVMEERFACHRTFHNRT AJHITIHIRE, Mary TEBERABEZIETRFHIN
PR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXRERT , XMEH Mary BYREE S b 4T iam: PassRole #1E,
MREGEEFRHE , FHRREN Amazon BE R, ENEERRREEEZREILIN A
REEEFRMNIHRZ

EOIZ IAM AFBRIEAR , EUNERERENHEEESR D, BER B EBETLNRBRILRE
He MREEXRTRAERNA  WLMEIE—NHNERBHN,

B BEHEE 58
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HRZAETEME D : R4 ID (5120 AKIAIOSFODNN7EXAMPLE ) M# &5 R 248 (B4
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY ) . SRAFBMBWE—# , B4 ERER 7R
240 ID MBBRFRZBENERRNITEHRRIE, BNAFBMNBL—F , ZE2ERHE %A,

/A Important

BAREQME=ZHFRHIFEZS  BMERN THEBERIEHITH, ID BF-1T. BEXHEM ,
BO] AR F B A K A5 A R BN BR Amazon Web Services IKF,

umoR G HBANE | RELETAGHEEE D AREYASAREE— N Z2ME. REVHH
FENELUREH TR, MEEAT LORBHERS , AXHN IAM B FIH0HREE. £
BSTRERMFNBE. NRECERIES , ULTHEB - BEN , AEBEoRFNSES., B
BRS WS IAM AR R EE 5.

EKR—RBEEG , BATFHMATRE Amazon Health

EATHM AL Amazon Health , BAREFEZHEHAARNARFR TR MREH
Amazon IAM Identity Center BEXE A R MNARF , WA LA@ AP 54 2 B BRERE L H 75 RN RER
Al NRELHICE IAM XBIFFEIBEEEARSINARFXEN IAM A6, BXELZEE B
2% {Amazon IAM Identity Center A #5R) FHNRE.

WMRAKFEA IAM Identity Center , MIARMAFTEHFHARARNARFCIE IAM X&E ( AFRSA
), RE , BUTGFEREHINESK |, LMETE Amazon Health R ERFIEBHNR, BFNE
B, AAFRRNARFEFRARRHREIE, IS EAXLEEIERE Amazon, BETH#EXHE IAM
BF. 4, KENNBRHNESZEE , F28 (AM BFIERE) F8 1AM B4 IAM 5§ 5B FRR,

RAERITFR NI ABEA Amazon Ik FiFRIFK B Amazon Health &R

ZatE—- 1A , UMEAMKSFPHNAFREALNANARTUERZAGKILRIEN TR, &7
BUEEEESEY , AURAAR, XTXHETRFEMNRBEHTEEHZIR (ACL ) KRS , E7 2L
150 R 3 L6 SR 1) A 53 3% T X AR B IR Y 1 R0 A

ETHRESZER , BZRAUATREA :

- BETHRER Amazon Health XX EIhEE | S @i 1E5 7% Amazon Health 5 IAM BE& 1 H.

o ET7MBIN{AIRMEITEIBAE N ERN I FRE Amazon Web Services Il |, iF5H IAM AR iEEH
A B & HE Amazon Web Services K B9 58— IAM A PR E 15 R XR.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
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Amazon Health AFEE

o BT MBINAIEE = HREIT S E IR E R Amazon Web Services I |, i35 IAM P18
FHEE=HREHRNR. Amazon Web Services I F°

s ETHRIMIBEN SMRBRESRIEREIFENER , F2SH (IAM AFERE) P ALSAT S HEIEN
AP ( BRBERIE ) REHEINER,

- ETHERAACNETRRNRHATER,FRIZENZS , H2H (IAM AFERE) F8 1AM
REYES K P B R 15 1E o

FHRSF <A AT Amazon Health

Amazon Health £ Amazon Identity and Access Management (IAM) JRESHEX AR, REEXHE
B EEEXEN IAM A d4EKA . Amazon Health Service-linked B & HE X Amazon
Health , @1FiZRS N &V A H M Amazon Web Services RS A& FTENFIENIR,

Ba U ERARSHEXARHKITIRE , Amazon Health LLES FaR NS ENRE. Amazon Health &
VEHRSHRXACRHWNER , BRIEZEEN , BN Amazon Health REEiBEH AR, EXHWNRSIEE
ERBEAMINRERE , AR TEM INE{E A E b IAM SRR PR K AE

Service-linked B & & FE Amazon Health
Amazon Health EFNMNERSHEXNAR :

« AWSServiceRoleForHealth_Organizations— Itt & & {E{E Amazon Health
(health.amazonaws.com) X & & i5E Amazon Web Services RS AR, B TIAGH
RHealth_OrganizationsServiceRolePolicy Amazon & XK,

« AWSServiceRoleForHealth_EventProcessor— It & &{S4F Amazon Health BRS £ 4k
(event-processor.health.amazonaws.com) REEEFZAR, HETLHAERKH
EAWSHealth_EventProcessorServiceRolePolicy Amazon £ E XK., REETARERZAE
A Amazon E448 U A1 57 42 Amazon EventBridge &M, AN 2FEIRRESTEEEMN
WK 4% 3% Amazon Web Services Ik = EI#& Y K 7 Fr 55 Y £ At 2249 Amazon Health,

BEX Amazon TEXBNEZELR |, 55 FAmazon WIEE E B Amazon Health,

N BIE RS <A ® Amazon Health

BT E B2 AWSServiceRoleForHealth_Organizations BREHx< A, HEE
FEnableHealthServiceAccessForOrganization¥®4ERY , Amazon Health 27K R &I RS
HxAe,

BRARZXRAR =


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://console.amazonaws.cn/iam/home?#/roles/AWSServiceRoleForHealth_Organizations
https://console.amazonaws.cn/iam/home?#/roles/AWSServiceRoleForHealth_EventProcessor
https://docs.amazonaws.cn//health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html

Amazon Health AriEE

B ARIENK P B F 3 63 AWSServiceRoleForHealth_EventProcessor [REHEX AR, BXEZE
B EZH IAM AFiERE AR BRSEXAE,

N wERS XA E® Amazon Health

Amazon Health R A ERERSHERBE, FREBRSHAXARRE K EREEZEXHENEN
RAAREZHXMFsIAZAR. T , BTNUER IAM REACHNHHA, BXEZEE , HSH
(AM FIF#ERE) R RERBRSKTERAE,

B 89 BRSS#H< A Amazon Health

E 1l BRAWSServiceRoleForHealth_Organizations & , 24158 A
ZDisableHealthServiceAccessForOrganizationi&4E, AR5 , BAILUES IAM #2515, 1AM API 5
Amazon Command Line Interface (Amazon CLI) HIExiZ A&,

E i BriZAWSServiceRoleForHealth_EventProcessor& & |, iE8t%& Amazon Web Services X 3
ERMATRH SN THERAHZMN Amazon BHRN MM R BER, TRIEIERS , EUEY IAM 24|
&. IAM API S Eftt Amazon CLIBIR{E—E &,

HXRER
BXREZER  H5H (IAMAFER) PWEARSHEXAE,

Amazon I E K Amazon Health

Amazon EEFXHBERCEMNEIENIE I EMK Amazon, Amazon FEEXBERE N FZE L AGEM
PR, MEZRTUFBRAAF., ANAEDENER,

FHifE , Amazon HERB AT NEHREMHIRTFRENRNR , BACIITAHEAE Amazon
ERER, RNBVESERE TEARMNE S EEERERE -SRI NR,

BT EFE R Amazon FEEFRBEHE NN, R Amazon E#H Amazon IEERBEHE LHIRER |, N
BN MZREBAMABENMIEERASS (AP, AFA® )., Amazon RETFREEB I API
A RS °] LAE ¥t Amazon Web Services RS B9 API #24ERTE T Amazon IEE XK.

BXREZEE , BHZHE (IAM AF1EE) K Amazon FEE XK,

Amazon Health EEU T HEE R,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.amazonaws.cn//health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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B

+ Amazon & XK : AWS Health_EventProcessorServiceRolePolicy
+ Amazon & EE : Health_OrganizationsServiceRolePolicy

« Amazon FEE KB : AWSHealthFullAccess

« Amazon Health E#Z| Amazon & % B

Amazon ¥EE KR : AWS Health_EventProcessorServiceRolePolicy

Amazon Health £ i AWSHealth_EventProcessorServiceRolePolicy Amazon £ &R, WITERE
MfinE| AWSServiceRoleForHealth_EventProcessor REXREKAR, ZXBAFRSHXAR
NETERIRE, BT REEMINEEE IAM £, BXREZELR , BSH FRSEACAHT

Amazon Health,

RERBEEBLUTNE , Amazon Health 258 Amazon E4-4 M F @ H Amazon EventBridge
AN

RRFHE R
ZERBEBEU TR,

+ events— HRFNMIER EventBridge MM | FH 3R 1 X LEH NI AY B #7,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Condition": {
"StringEquals": {"events:ManagedBy": "event-

processor.health.amazonaws.com"}

},

"Action": [
"events:DeleteRule",
"events:RemoveTargets",
"events:PutTargets",
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https://console.amazonaws.cn/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_EventProcessorServiceRolePolicy$jsonEditor

Amazon Health AriEE

"events:PutRule"

]I

"Resource": "*",

"Effect": "Allow"

},
{

"Action": [
"events:ListTargetsByRule",
"events:DescribeRule"

]I

"Resource": "*",

"Effect": "Allow"

}

BRI EBHWERINE , 55 Amazon Health E# 2| Amazon & KRS,

Amazon ¥£E KR : Health_OrganizationsServiceRolePolicy

Amazon Health £ fiHealth_OrganizationsServiceRolePolicy Amazon &K, T E KK NZ
AWSServiceRoleForHealth_Organizations [RFXEACR., ZEXBATRSHERABNETHK
B, BT BRI MEIZE IAM 2K, BXELEELE , B2H FRFSEXAEHT Amazon
Health,

LR BE IR F BN PR Amazon Health 7211517 Health Organization ¥ EFTEE#Y Amazon Organizations
FAEE

RRFAE R

SR EE A TRR,

« organizations— #IRAHIK S Amazon Organizations LA AT LL& Organ Amazon Web
Services fR% izations —E2EHRIMKF o

JSON
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https://console.amazonaws.cn/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_OrganizationsServiceRolePolicy$jsonEditor

Amazon Health

RAriEmE

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"organizations:
"organizations:
"organizations:
"organizations
"organizations
]I
"Resource": "*"
}

ListAccounts",
ListAWSServiceAccessForOrganization",
ListDelegatedAdministrators"”,

:DescribeOrganization"”,
:DescribeAccount"”

BRI EBHWERINE , 55 Amazon Health E# 2| Amazon & KRS,

Amazon £ EE B : AWSHealthFullAccess

Amazon Health fEFAWSHealthFullAccess Amazon FEE KB, ZRKBERFE4E (IAM AFSAR )

1518 Amazon Health 2 H| 8HR. BXEZER , SR FH Amazon Health #5145,

RERFHER

ZERBEBEU TR,

- organizations— /B8 AAEZ A Amazon Health AAFFFEIKFH Amazon ALANEINEE , HEF

K 4 084 (OU)

« health— A8 Amazon Health API & /E513& &
« iam - BIZE453EZ) Amazon Health [REH IAM A&

JSON

"Version'":"2012-10-17",
"Statement": [
{

Amazon BV EE K #E Amazon Health
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https://console.amazonaws.cn//iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess$jsonEditor

Amazon Health

RAriEmE

"Sid": "OrganizationWriteAccess",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

]I

"Resource": "*",

"Condition": {

"StringEquals": {

"organizations:ServicePrincipal”: "health.amazonaws.com"

"Sid": "HealthFullAccess",

"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,

"Resource": "*"

"Sid": "ServicelinkAccess",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",

"Condition": {
"StringEquals": {
"iam:AWSSexrviceName": "health.amazonaws.com"

BEXRANEBHNERSIR , F5 1 Amazon Health E# 2] Amazon & F B,

Amazon BV EE K #E Amazon Health

65



Amazon Health AriEE

Amazon Health B Z| Amazon £ & KR

& E Amazon Health BIZIREHF R BRIFXEERLARK Amazon TERBEFWIFMEE ., BERBAEX
WREEXRWBIIRR , BITHE YA $£125% Amazon Health TTHE LB RSS iRo

TRIERT B 2022 £ 1 A 13 HLELR Amazon Health £ E RN EZEFH,

Amazon Health

B iR B Hj
Amazon £ E KB : AWSH Amazon Health 2% 2023 £ 10 A 16 H
ealthFullAccess — WIIHZEB  AWSHealthFullAccess BUE Y
M EF & %I Amazon GovCloud (US)
Regions 9 E it X,
Amazon £E KB : Heal Amazon Health 3517 #7189 20237 A 19 H

th_OrganizationsServiceRole Amazon Organizations 21E |
Policy — X B R E&RY E 57 ARFRFZHERAGERTUE

2 Bt A& Amazon Organizations

EFARIIKF A Amazon BRSS .
EATHNERBE Amazon Health fEERBEE 202341 A 13 H
B &,

ZFMKE Amazon Health

B4R FHEAM Amazon SERARP AT EMYE, ATRAEMNUEENEEARES. Amazon Health
Amazon 2H LI T4 T B Amazon Health , QU H, 3R&E S HEE Yt REUEHE -

« Amazon 2358t CloudWatch¥5 1228 Amazon & RFMEIZ1T Amazon RN ARF. B AKRER
IRERIENR , QIEBENMEFIER , URIREEBRAEIEEN B EIEIEE K RER 8 H &= EE
B, a0 , BATLL CloudWatch BRERIE b3 4 1T B = (Amazon EC2) 35l CPU AR HAih
B, HEZENEIBEHFE. BXEZER |, iS5 Amazon CloudWatch A 1ERE.

« Amazon EventBridge 12 7 #iR Amazon BRZELHIEFERNPREEHR. EventBridge XHE
HRFIWEHNITE, BUUEREAN , Lk EREEANEXEEHLEREEM Amazon RS H
fx BEhiRE, BXEZEE , H5H B P HEH Amazon Health 53 5#h&4E EventBridge,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
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« Amazon CloudTrail#3R &K K F A REH Amazon IKFHITH AP BRMAEREH , HFEE
1% S B 1848 TE K9 0 I 2 5] B2 174 AR S5 (Amazon S3) Service Z 18, 1] LUIR B HELE A P F vk /2
3T 7 8B3E Amazon, K HFFIWER IP ik AR IR EREE, BXEZELR , 52 H Amazon
CloudTrail {FAF{ER)

BXEZER |, BESHE %12 Amazon Health,

B &M IE Amazon Health

ETHRESETEEAHITRNMNEE , 55 Amazon Web Services RS “” Amazon Web Services i
& P RAEMITRIR 2B E” , RERBEBMBHEMITE. Amazon Web Services BRS Bx
—REE , BSEENITX,

BO LA TEE =S F1TRE Amazon Artifacte BEXEZEE , BSRPH “TEHIRE" Amazon
Artifact,

I&TEEF Amazon Web Services BB R ERAREER T BN BENBREME, RATNEHAERR
ARERMERENZEN, BXBEFEANNERTENEZEE Amazon Web Services RS |, 2
¥ Amazon &% 314,

¥ £ Amazon Health

Amazon £IKEMIZERE S Amazon XM ATAXHEN, Amazon XFRUSNMNIERENEE
WAAKX , XETHXEIREERE, SEHENSERTRNMERE., FATAKX , B LUEITFIRE
EARAXzZBELH it B XM AMEBONARFNEEE. SEENENRZSNBER OEMIZIE
it , TAXEEESW A A, REREINAT B,

Amazon Health E4EZANTRAXAPEEMES, XA ETERET LUEN Amazon Health
Dashboard % Amazon Health API #&4EiFRIE]. BT Amazon Health B4 X4 EFH 90 XHE
BEEH,

BX Amazon XEEMATRAXWEZER , 55 HAmazon £IKEfM 1%,

PR ERIZ#EZ € Amazon Health

ER—MIEE RS , Amazon Health Z %] {Amazon Web Services : T HREMIAR) A E P PR
Amazon £ B % Z = BFINRF,
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/security/
https://www.amazonaws.cn/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf

Amazon Health AriEE

BT L E R Amazon BEA W HY APl 8 Amazon Health B M E#THE. BFIRMAAZFEHE
ZEMMI (TLS ) 1.0 RESMRA, BIUEA TLS1.2 RESMAE, BEFRHEMSNTEEERTEM
HIRZ (PFS) WEBEH , HluEE R (DHE) S th4k 2 E /Y Diffie-Hellman (ECDHE), Diffie-
Hellman KZHMR KL (M Java7 RESRAK ) #HXiFxLEER,

AN, BIERFEZA ID M5 IAM EEXBRARBIHRIZARNERETEE. XE , EAAUEH
Amazon Security Token Service ( Amazon STS ) £ R IEAf Z L E USRI FERHITZA,

F Y B & R 2 41 Amazon Health

BEM IT 2 BE (RIMNNEFF, ) £E Amazon fiZt, BXREZEER , HTSHZEE Amazon HBE

A,

LT mENEZEHKESSE Amazon Health

BFS R U T AN E&ESKE Amazon Health.

X Amazon Health f /= AT REHY AKX PR

By ARMAERAR/NDFRRBENRE , EFFERREN. a0, &7 T Amazon Identity
and Access Management (IAM) A F 158 Amazon Health Dashboard, B2 , AR AEFR—AF

B FAREZ A3 Amazon Organizations# 78],

BXEZEER , i3 Amazon Health ET 558 FE & R H1,

& & Amazon Health Dashboard

Amazon Health Dashboard 2 &K EENIKSHAARER , AEE R s RN K- RN ARFH
=, flan , BAgE2WEIBEXRENSHBELN , MFEEEFHH Amazon Elastic Compute Cloud
(Amazon EC2) =4,

BXREZEE , TS0 T B EMAIRE Amazon Health 32 HIE 4R,

£ X Amazon Health 8 Amazon Chime 2 Slack

&I LA Amazon Health SEIR TEE/RK, XFhEERK 0] Lk & F &8 E A SE Bt I E B < Amazon Health &
HHBEH, BEXEZEER , B5HHMAmazon Health T E GitHub,
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% {1288 Amazon Health events

& 1] LL Amazon Health 5 Amazon E CloudWatch vents 555 , AE RS ESHOIEHN ., 24 Events
BN B SEAHN TE CloudWatch WEH#E |, BAEREIBH , AR TTLAKEIERE, CloudWatch B4
= E M Region-specific , Rt A MELHNBNAEFREMEMMENXFFERELRS.

HEELEERT , TEWEE Amazon Health SHHNXE, WRHEIAXPHER , RIABERT , BRFESR
ERER ( BFRLMILE ) X P, EARELRXEFIRE CloudWatch B4, LBRERX LS
o

BEXREZELR , E52H BWPHWEH Amazon Health 51 3# & £ EventBridge,
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Bk 5584 Amazon Health E4

BIAMBRT , WA LUEA Amazon Health &£& &4 Amazon Ik Amazon Health FWE#, REFEH
Amazon Organizations , & A AR BNAL P EFHEEF Amazon Health B, ERALLIIEET LAiAER
EEANKFREERNES. BUUERARIESEKREFTRE Amazon XiF, KPR MBRESHHEH,

BUUREEN  BEAAPIRESHEENKSIRERSFEBEM. ERETUERZES &
ALRNEHEBENBENCEREF S ERALIIAERLABER T ## Amazon BRFEIRAENEE |, X
B A REREEMRABENR,

REMERER ‘ZREER” HEER Amazon Health ARMENTLRINRERLEKAKS . XFEEE

FRA FT A E B 15 1A R B Amazon Health B, EAINERAZREE A DERFERKS, |, B
B 9 B AR 4t 713 Amazon Health 4 RERATBIFRERY AT L 1,

/A Important

« Amazon Health REEF A , NELAFHNKF XENE4ARSE REALRUES | KA
E 90K, EMEEARA—ANHZNKFEFERHAL B Z ML,

« HLAEHE 0 RNAA , RELBEMBER. XMEHAFRERS

TR

ERERMEZH , UM

- MAEBRRAMENENALRN—R.

« LA Amazon Identity and Access Management (IAM) AP BB & ZEEIKF BT IAM B,

B AEAERKFHFNRAFSOER (THE ). BXESZEE , H2H IAM AFiERTF
I BIE Amazon K AR A P15 R 248,
o WMRELIAM AP BHEF , BEAFHRNER T Amazon Health F Organizations R/ERY IAM

policy , #l#0 AWSHealthFullAccess &, BXEZEE , S Amazon Health E T 53 #I R
R~ lo

£

- ERELANE

TR 70
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https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://console.amazonaws.cn//iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess

Amazon Health RFiERE
- EFHAAUE

- ZERALIE

- EEALNEREERUE

BHRALM
O] LAEFH Amazon Health 28| 5+ EE Amazon ALHFHNREEEH,

B Amazon Web Services X1 EE1YA[ £ Amazon Health 24| AFEFHLANE , TEXHFH
%A,

@ Note

MRAFRAFPIHR SRR, R IhEE | 1A A 1E 0 AWSHealthFullAccess K& 2
KPR, BXEZEE |, 525 Amazon Health ET S0 EKE R0,

Enabling organizational view (Console)
A AM Amazon Health #2518 B AALANE ., BB BFEPRTE Amazon HLANWEEIKS,
BERELNHK Amazon Health 12 H|H R
1. fEhttps://health.aws.amazon.com/health/ZR B T FF Amazon Health 32 #IE R
ESMBERNENALREZTRET , EREE,

2
3. ERR4MLAMENEL , RESHALANE,
4

( /& ) REX Amazon ARBITENR , FINGIRALH(Y (OUs ) , BFEFEE Amazon
Organizations,

AXEZELR , 5519 (Amazon Organizations FIF ) FHIFEE A Amazon
Organizations.

@ iE

+ 3 A Amazon Health ALEMEJE , FIBKF NBESEFEESFRET, TEEE/L9H
FHRETERK . EBAILAX] Amazon Health 244 , e BRE , FALLTELZSZZERET
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https://console.amazonaws.cn//iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess
https://health.aws.amazon.com/health/
https://docs.amazonaws.cn//organizations/latest/userguide/orgs_tutorials_basic.html
https://docs.amazonaws.cn//organizations/latest/userguide/orgs_tutorials_basic.html
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Ko MEEBETRAEH (EERAZIEZHCBHNRESH ) ZRKAUREE 24 /Nt T8E
EREEHWALTER S,

« MRHEH B Amazon usiness Support+. En Amazon terprise Support 2 Amazon
Unified Operations itXl , M B LLiE A DescribeHealthServiceStatusForOrganizationAPI
BERRERENRS.

- BRIhEER , EAHealth_OrganizationsServiceRolePolicy Amazon & X
BEHYAWSServiceRoleForHealth_Organizations RFHExARFENATFARFTHN
EEKF, BXESER , 20 FRSHEXAEAT Amazon Health,

Enabling organizational view (CLI)

BT LAE A EnableHealthServiceAccessForOrganizationAP| #4E/S FH L E

YRAT LAE A Amazon Command Line Interface (Amazon CLI) SR B © B4R 533K 8 B X MR E,

(® Note

o AR, il A Ol XX EEE A Amazon Health AP,
s BWUTERAZERE (BFRILMILE ) Xk R,

Example

EAT Amazon CLI @55 RITE2 M Amazon Ik G A tkTheE, EUNEEBK M TIEEE BT
ENRNARNKFERALGS.

aws health enable-health-service-access-for-organization --region us-east-1

LA RHBIVE A EnableHealthServiceAccessForOrganizationAP! #4E.

Python

import boto3
client = boto3.client('health', region_name='us-east-1')

response = client.enable_health_service_access_for_organization()
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Amazon Health

RAriEmE

print(response)

Java

BRI R EA T Java 2.0 iRAH Amazon REF R T ESRATFUTRAI,

import software.amazon.awssdk.services.health

import software.amazon.awssdk.services.health.

import software.amazon.awssdk.services.health.

import

software.

import

software.

import

software.

import

software.

amazon.awssdk.services.health.

amazon.awssdk.services.health.

amazon.awssdk.services.health.

amazon.awssdk.services.health.

model.

model

model.

model

.HealthClient;
HealthClientBuilder;

model.ConcurrentModificationException;

EnableHealthServiceAccessForOrganizationReques

.EnableHealthServiceAccessForOrganizationRespon

DescribeHealthServiceStatusForOrganizationRequ

.DescribeHealthServiceStatusForOrganizationResg

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;

import software.amazon.awssdk.regions.Region;

public class EnableHealthServiceAccessDemo {
public static void main(String[] args) {
HealthClient client = HealthClient.buildex()

.region(Region.US_EAST_1)
.credentialsProvider(

DefaultCredentialsProvider.builder().build()

)
.build();

try {
DescribeHealthServiceStatusForOrganizationResponse statusResponse =
client.describeHealthServiceStatusForOrganization(
DescribeHealthServiceStatusForOrganizationRequest.builder().build()

);

String status =

statusResponse.healthServiceAccessStatusForOrganization();
if ("ENABLED".equals(status)) {
System.out.println("EnableHealthServiceAccessForOrganization already

enabled!");

retuzrn;
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}

client.enableHealthServiceAccessForOrganization(
EnableHealthServiceAccessForOrganizationRequest.builder().build()

);

System.out.println("EnableHealthServiceAccessForOrganization is in
progress");
} catch (ConcurrentModificationException cme) {
System.out.println("EnableHealthServiceAccessForOrganization is already
in progress. Wait for the action to complete before trying again.");
} catch (Exception e) {
System.out.println("EnableHealthServiceAccessForOrganization FAILED: " +

e);

EXEZER , BSHERT Java 2.0 Amazon F AT EAGF XA RIERE,

BAMIIAES , EBHealth_OrganizationsServiceRolePolicy Amazon FE&E KB
AIAWSServiceRoleForHealth_Organizations RESHEXAENNATFHLARNEREK,,

® Note

FERALIBER—IRIIE , FENVANRBIFETR. BAIAEA
ZDescribeHealthServiceStatusForOrganizationi2 /E3R 1 Z= 3 2 A IR A

EEFHLAY

B LAE A Amazon Health 2§ & £ EE Amazon AL P REEH,

P Amazon Web Services X E&YT1E Amazon Health 4|5 P EFHLANE , TEZ TN
%R,

(® Note

MRAFAFHRIEEKS PR L ThEE |, N1 4P H & AWSHealthFullAccess RE&Z
EWR, BXEZELR |, 1§55 Amazon Health ET 55K BE RH0,



https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.amazonaws.cn/health/latest/APIReference/API_DescribeHealthServiceStatusForOrganization.html
https://console.amazonaws.cn//iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess
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Viewing organizational view events (Console)
BRELAMEIE , Amazon Health £ & RALADFAEIKF NIEITRTEHF.

H— MK IMAZRALRR , Amazon Health & Ba Rk~ R MEERMEF, SENKFEF
EVALR , ZKFHPRFEHFIBRERINALUEF, B2 , AESHHRE , BNHUTUENR
AT, ERIXE 90 KRS,

@ Note
BRALLIhEER , Amazon Health #8414 7T LLE ;R#E#IAmazon Health ERHPH AN HBEH —
HE7 XKOBRZETRR. FENEEHTFREFETHRALHNIK,, Amazon Health 32

FIERFHNESF — RSSITRRRHB R Amazon RS XS A AN ARER.

BUREUATIEYETHANEEH

R R (] B 0 36 B (]

A BAGE A R AR REY 8] B B R B9 (R R IR TR R & F AT RE R 088 Amazon ERIZEMNEH | 6
MR IR EY ALY B 2L Amazon Web Services fRSS FI& R

EEFALNBSEH

1. fEhttps://health.aws.amazon.com/health/ZR B T FF Amazon Health 32 #IE 4R

2. ESMBEBRNENAELZTRRT , EERREABNERFRBUAEERERENEH,

3. ER—IEH4., EFRAGRLET Y , KANEEFTXREHNUATEER

- BHER

+ Status

- Xig/aAX
- ZRIHIKF
« JriaetiaE

« GRETE
=3

. B

Eit XM ER
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EATRERETF , EETRIPEALNERENSES, XEEHTRIERSH I RIER
a5 o

Ht@E A

ERBHMETF , EETELRATREMEHANMERABANGERITHINEYN,. XAES
FEHRKR, KEBANZLRBEFSEMH.

Event Log (B4 B )

B UFEASESHATEMFEFSHLMBEMN Amazon Health B4, 5 BT SRR B ZEFIE
HRBUETTFEL , FRZAGETFEH BRI FIEEMIIMIFEERMEERDT , flanEHEH, R
AMFF 1588

EESHRATETMFHhEFALANEEHF

1. fEhttps://health.aws.amazon.com/health/X 3T FF Amazon Health 2 HIE 4R
2. ESMEBERNENELZTRRT , ERB4AE,
3. EEHHET , &REXEN. BUIUEEEXEHNUTER .

- EHEWR

+ Status

- Xig/aAX
- ZRIEHIKF
« JTiREtIHE

« GREHH

. %5

. B

Viewing affected accounts and resources (Console)

HEENALETIRRT , ENERARNZZEMHHEE KT LURAEMEXTR, Sl , m0RE
FETILDEEMETES (Amazon EC2) LAl 7Es) , MENALAFHBL S E EC2 SKHIRVIK
FRNEREFRMERETFH, EAUBEEGNRR , AERRKFREE,

EEEZ YK MRIR

1. fEhttps://health.aws.amazon.com/health/ZR R FTF Amazon Health 2= HIE R
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Amazon Health Tt
2. ESMBERNENERSTRRLT , EEEP—NRIF,

EE-NEEZYRKFENES.

W2 MK IR TR

ERETRKFFAEEEETRFNUTESR !

o bk~ ©

« 1K/ ID
« BKPRER
- FETHMF
ALAERT (OU)
6. BRIFKFUEFEZHENEIR,
7. WMRFFREI 10N, FRAREREMRRFHITES.
8. ERIKF ID M ESH , BHITUTERE

a. EREWMKSETF L, MIOERFMIEESRE, KF D, RAEHWAKS ID, —XR &
BWA—NKF 1D,
b. EENA. EMANKFEIRPER,

Viewing organizational view events (CLlI)

BRLLIhEES |, & Amazon Health FFIBIEZEMA LR IKFPHNEH, YENKFMAEHALR
Amazon Health £ B3 2K PR NELA R RE A,

(® Note
Amazon Health T 2B ZAE L RHALMB AR P EENEH,

HEANKFETENARS , ZKFPRHEARTBLERIEALAAEF, BR , ABFEHHR
&, BOEUUEREA] , BERIXE 90 KBRS,

B A LAE A Amazon Health APl #BEMNA LM EREIE 4,
Example : #iRALNEEH

LLF Amazon CLI 3R EI4E 4R Amazon KPR 1TIRREHS,

aws health describe-events-for-organization --region us-east-1
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HHAELM

MREFBNHAAREEN , AUNEEKS PXFALLIIEE , BRI LER
DisableHealthServiceAccessForOrganizationAP| IR EZRALAME,

Disabling organizational view events (Console)

Amazon Health FIESC REARFRFAEEMKFNES, BUUSAEEFHAHLUIHNES, |, BEFX
L6 =5 R 45 1 BR o

EXREALANE

1. fEhttps://health.aws.amazon.com/health/ZR B T FF Amazon Health 32 #IE 4R
2. ESMBERNEHNALAZTRRT , EBEE.
3. EEAELUBENEL , RFEZERALNE,

RIFLLINEESS |, & Amazon Health TEBREHAFHEH, B2 , EHRET Amazon Identity and
Access Management (IAM) #2#1&. IAM API 5 Amazon Command Line Interface (Amazon CLI)
FHHBBRzE , RESHEXACNHREEEEKFAP. BXESZEERE , E8Z2H (AM AFER) +
WHIBRIRS <A,

Disabling organizational view events (CLI)

Example

LAF Amazon CLI S8 S &N EHIK F FEE A Itk ThaE,

aws health disable-health-service-access-for-organization --region us-east-1

(® Note

&t ] LAE A Organizations Disable Access API I 4EAWSServiceZ FI4A A ThEE, AL
B1ERE , Amazon Health FLERESALPAMEHMKFNEH. WREHNALUNRFA
Amazon Health API #4E , Amazon Health M| &R [E45i%. Amazon Health 4k4E5C 5.1&
Amazon i I ESH,

ZRELUE 78
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Amazon Health AriEE

BRALLIEES |, ¥ Amazon Health TEREHAFHNEH., B2 , RSHEXACNRBEEEK
PR, EREET Amazon Identity and Access Management (IAM) #&]& . IAM APl 2 Amazon
CLIGHMIBR, BEXEZEE , BESH IAM AFERPIRBRESEXAE,

ERALANEREERNE

{5  Amazon Health , &AL I E L EE 7 IHAE Amazon Organizations , ZIhRE R IF EE MK
P EASAEI K P £ Amazon Health 2 #IE R E &S Amazon Health AP| BURTE A RNEER S Amazon
Health S, ZREERDEFETRENESE R FEENEEEZNMNMANETRRAES. ETENE
T, FREERIEEKS 2A R —F&HE Amazon R£XK,

B 3%
« NENEALUEREMBEREER
- MALOERTBEBREREER

NIENHELANEEIMEREER

NEABRAARNERE , RZAUUEAAFIMENINRAKSFERNZEREER, At , HAH
RegisterDelegatedAdministratorAP| #4E. EMA AT , MBI A EZREZEAKS , ATUMN
Amazon Health 2 #IE 4R 15 R Amazon Health ARMEA, MRZKF AR, il A Ol ZiFit
X, MBRHEE R ] LAEEA Amazon Health API 517 Amazon Health A28 E .

EESHEATNEEKFEVEREER , BiHMLLT Amazon Command Line Interface (Amazon
CLl) 5. B LAMNERNKF sl AE% LAFTE Amazon Identity and Access Management PR A %
AeNKFERALGS. EUTRASGESSE ,  ACCOUNT_ID B A EEZMU KA, ID AR
Amazon Health fR%5 £ “health.amazonaws.com”,

aws organizations register-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com

EMERERRE , B UEEF WAL WFTE Amazon Health B4, BaLEENT X 90 X
REEREHAAROBRINEURNAREN (LWRIEENE ), BIEZ, CHAZREBEATRERS T
B, BEEKE—DHTK.

MELRMBE P BREREE R

EBREZREERMIGRNPR , iR DeregisterDelegatedAdministratorAPI #4E,
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ERALNEREKF S , FALT Amazon CLI in T ABBREREEANKAKS . AT RAIGT
B, ff ACCOUNT_ID B AEBRNK A ID.

aws organizations deregister-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com
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Y5 M A EH Amazon Health 531 5% & YE EventBridge

&AL E A Amazon EventBridge R M EH H X Amazon Health E#- RN, R , BIRECIE
AN | YE4SEEANSIEENELER , EventBridge WA —MNHZ N EirEE. RESHMNE
B EULBREAHER. BHHEMGEH. FXEHN. XY EEBESRITHEHAMIRE, fln, WRES
1T X Amazon Health B 1TE#H Amazon IR , 0L S5 it E = (Amazon EC2) 32451 , M =] LA
FR R FER4ES. Amazon Web Services Ik

@ EE
- Amazon Health EF AN EM ERFEH , A= HK I EEH151EF EventBridge 4 —
Ko
« BB ZHE{T EventBridge M N EB R gL KR AV E &1 Amazon Web Services Il . E#EW

SRR EPEL MK 49 H = Amazon Organizations , HSRAFEAALANENE RN EERH
B I BRER & Amazon Health =44,

* B2 EventBridge NG , AR TP EEHAREERE —NIIFRITHKRIE,

EventBridge €8 Amazon Health TEREN—30 , BANESHERKBE 2 AFHTER , 25

« Amazon Lambda B %X

« Amazon Kinesis Data Streams

« Amazon Simple Queue Service ( Amazon SQS ) BA %l
« Built-in B#R ( %20 CloudWatch BR311E )

« Amazon Simple Notification Service ( Amazon SNS ) &

Blan , HALAEA Lambda B¥ , AE R % Amazon Health BB H1%1% E Slack Bil, & ,
B LAE A Lambda H EventBridge B4 &K 4 8% Amazon Health 83X Amazon SNS &KX BE XX
AREFEEH,

£

« LR EventBridge &I I # N Amazon Web Services Xif B&

- WEIESE TR/ RES A HES) Amazon Health

- EF D THIER Amazon Health 7 /g B =4 EventBridge
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Amazon Health AP s
« & Amazon Health ERAA LM EMNZE R EE R RREHEH

« &8 Amazon Health £/ JIRA # TS 4 S IEMBHI LUK ServiceNow

 BLi& EventBridge SN A KIEBXREHHIBEH Amazon Health

« EFPIRMAREFFEE Amazon Q Developer JA & A H X EHHEH Amazon Health

- B3hfE EC2 L4l Eiz TR E AR B4 Amazon Health

+ $# . Amazon Health events Amazon EventBridge 2 %3

HELTF EventBridge FUAIZ2HN Amazon Web Services X15 B&

BN A EEW Amazon Health B4 B A B8 XiF 42 EventBridge MM, fIRSIZMA |, MTE
BWEG4. flo, MREEBCREPE (bR ) KEHNSE4 , WAFRZXEIZERN,

E2E He Amazon alth BHW A EM , BUUETAZOXBREAN, PE (bR ) KExRHEFE
(TE ) RENEFHARXE , PE (TE ) KERYHE (1tR ) RENZHXE. HRESHREN,
LA EREINETXBEREEENRARXE, F , MBEFELKEPE (4R ) XHEHS , NE
AREEHB2FNEERTFE (IR ) KENHE ( TE ) X, ZRETHREEZNEEXEE
BlE@ , St dBWERERT, EAEZOAN |, FREBHOWIRIZELRE EventBridge N LK
EBXEBHHIEH Amazon Health,

MREFBFEAZHTEE , WFEEERMXEHANPRMILIRIE. G, AEIH—NIIE
gxdetail.backupEvent = False., XA LABsIE RNk B Httib X & 054,

= A HAMIRIE (7 lik)

WREGZEEES WA EventBridge KR , FRRSEMEXXEMZAXFREE TR , REE
Fdetail.communicationIdSSMEBE KT HR, IHATUBREWIMESHL  ANEREES
#. BXEZELR , 3/ 3% . Amazon Health events Amazon EventBridge 244,

fal{L KV SR RK

MREBHERREMANFEXFNES , BREBRE-FAN , BARELNERRSENEE, B
Wk BN E XA Health B4, BAISEFE (4R ) i XIHE ( TE ) BXIRE—FH
W, B2, BEASTRAMEE.,
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2IKED

BL Amazon Health 472 Region-specifico IER/FETENXBHEU4M LRSS, HPIFER
Amazon Identity and Access Management (IAM) XA EH, BEEREREH , XTAHE (TE)
X5 el Z2M ),

WS4 Tk PRV E S F1 2 553 Amazon Health

LIRBIER T SRIEEHH EventBridge NIET Amazon Health , ZHAN & ERMEEFE T K OEH
MAHEH

« Account-specificE# & IR A K - FEIR |, Fli0s HEHF>x Amazon EC2 EHIFTEEHNEHR
Hiit M EREHNEL,

o NHEHE REAmMazon Health BHEIHR — RFZETIRR L. DNHEEHHIESFET Amazon Web
Services Ik , MERHEXBRSHXETHAMENLAREER,

/A Important

ERWRAMEMRR | MHNAHER "source": [ "aws.health"] B, BEFAF (10
"source": [ "aws.health*"] ) EHFLERENFMNEHNERNESTHEE.

B LAE A event SHEFRRINBHELTFEHERIFET EventBridgellk - #Y=ScopeCode #. =
AT LR PUBLIC B4 , th AT LAR ACCOUNT_SPECIFIC B4, LA LURIE LS HTFEIEMN,

EEE Amazon BETTEZNQAHEHRE , TSR LHSTRIREN - Amazon EC2 BE{EFE,

B9 Backup MM Amazon Health events

MRS ERELMKBEHLAEEHS Amazon Web Services X1, , BRITZBIVECIEZZ BN, Amazon
Health EZ &Mt X BEARHAN G , A HEHFE R AX T =8 Mm X8 & 5 X,

Amazon Health Tt REMXFHEE T HLAMN , #o @20 XN R0 XELESFE T K
EA0

ENEBWWEFEHevent ARNFIXY Amazon Health E4#TEE BIEMIER , communicationIdA N
FRI*EZR D XER Amazon Health EE. |, iIXEERE—3.
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B E D W HIFK Amazon Health 7 B HIE 4 EventBridge

Amazon Health ¥resourcess¥|&affectedEntitiesSBUEE X/NEBE EventBridge 256KB #J
BR 4 R/NBR&IRT , 3FXF Amazon Health EHH#H 179 W

Amazon Health @& EE R FTBresourcesfdetail.affectedEntitiesFE, R
Fresourcesfldetail.affectedEntitiesfE#iT 256KB , &z THRILEH Amazon
Health 2 AZAIHE , X ETEENLBEESELZMEIF, EventBridgeB /N TTEITIRE
HEH eventARN Fl communicationId & , UEERFIFFIENHEHEEHSH resources &
detail.affectedEntities %%,

XEFNRDEE ARSI LERHE , #lf0 , 2 EventBridge M4 E [@ B AL A2 A SR E ( Filan
BYERARIIR ) e WEIAKRTIRBANEF /AN detail. page FERIRMIFETA , ML
HE—H , XFFERINARENEHIEZNTLEHRS

EHZEHF | 4 communicationld 941 communicationld 2 E AEFZFHEENTE | BIERE
1 Wt ARHBIS, FEdetail.pageFdetail.totalPages#iR T Amazon Health SEZHAY 2 5
MERA, B detail.affectedEntities = resources FRUH , BN TUEEREENER
TR, KEMETNERE , IUERHEXLEIR, SEMERNEETEF2EERF.

R & Amazon Health FFAL N EMEZ RN ERE A 5 R RVEH

Amazon Health x#3XJ % Amazon £ %% Amazon Health WE4# THAMBMEREE 7 175 7 R
EventBridge. FFEALRMBE G Amazon Health , EEKFREZRXERE A FREIR B HLARNPTE K
FH# — Amazon Health E44&EE Amazon Organizations,

WIhEE EERMAEPNE , UK EBENHLADRH Amazon Health B4, EEEIKF, PiRE LR
B EventBridge MM H R &= ME LA EAbK~H EventBridge #MI,

BEXELEAALNBEMERER R IHENRAOEZES Amazon Health , ESRE S Amazon
Health B4,

B E 9 R &R Amazon Health 7 /B E 4 EventBridge 84
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£ % Amazon Health £ JIRA # T4 S MEHN UK
ServiceNow

A KIEZFEA
2027 £ 3 A 31 B , Amazon H&IEX R, Amazon REEEIERERS 2027 £3 A 31 H
ZE , BELTEBHNRSEBEESEHATIRSEREESRETR. BXESZER | FS
B Amazon PR EEEREEE K1,

A LAE RS B I #2828 (SMC) ¥ Amazon Health B4 5 JIRA 5% , BEUURENKFAER |, Hit
RN E R F R | AR EE Health B4, ServiceNow 58 SMC £/ Amazon Health AT EA %
JAHY Health =4 EventBridge SR Bz 812, BT R EH JIRA THF ServiceNowE 1,

EAFERALNENZRNEE R HBNRE JIRA P RINEEEANELAN Health E4
ServiceNow , #’ Amazon Health 5 EEEZZ S ZIHAKN TEREH,

BXEH SMC 31T ServiceNow ERXHNEZEEL. |, FSEEH Amazon Health » ServiceNow

BXxfER SMC £/ JIRA Management Cloud WEZ{E L |, i§5H Amazon Health in JIRA,

Bl & EventBridge MM LA K IEE X E4AVEE Amazon Health

B LABIE Amazon EventBridge M0 , S 4mF2 5 ¥ Amazon Health B4 EEMARS. RARFH
THEAHER. EventBridge Rt T —MEMEEIAREM—N AP, ATREENEHIIKF KA LA
E A Amazon Health S4E &AM, 2 7 #FA04AR E#HIR Amazon Health SH4HAN |, FZH
Amazon EventBridge FiFP#§EH #Y EventBridge i8R R /i 25 QUM NI A A S REKEFRIEM
e

RIFEWER , EventBridge A 1F& M EventBridge MINAINSER , LN FEE S A HIE K Amazon
Health FWEH, N TEHMBAG , BUREFEER TissueBEHLFIMELXBRS. NTEEE
BEAM, it EmEREYS , EUREENER/KRETREEFERACTION_REQUIREDHHY
Amazon Health B4 L, A TEZLBAHIER , BUREESESTIZ HEHREFE Amazon Health
Amazon Health E#FSECURITYHEABFERNEH L,

B ERTRHAGRBIEENANREHRTEREENES, PRERMET REAAHFSZE . Amazon
Health events Amazon EventBridge 22449, ¥Rt 7] A7 EventBridge &I &H “MXEHEN-TE" @
P “ERRMENFERSH ET TREEA]
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https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-create-rule-visual.html
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Amazon Health AriEE

/A API 2 Amazon Command Line Interface

NFHAOKIIMEASN , FAFEMA PutRuleAPI ##4ESRaws events put-rulem TEHEHEN, E
EBEF P Amazon CLI &i % , 55 (@S5 ZE) HH put-Amazon CLI r ule,

Example Rl : JIXE IS Amazon EC2 RS K [A] & ik B NI

UTE4ERNGE T B Amazon EC2 FRSSEI B S 4-HIM NI,

{
"detail": {
"eventTypeCategory": [
"issue"
1,
"service": [
"EC2"
]
},

"detail-type": [
"AWS Health Event"
1,
"source": [
"aws.health"
]
}

Example =’ : AFFEEEMIREIREMN Amazon Health B4 |, BFITRINEGEHRSH

UTEHEXGZT —FAN , AT HEZEMAFERE Amazon Health 954, BIFITRIBN £ FH
E,

{
"detail": {
"eventTypeCategory": [
"accountNotification",
"scheduledChange"
1,
"actionability": [
"ACTION_REQUIRED"
]
1,
"detail-type": [
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"AWS Health Event"
1,

"source": [
"aws.health"

Example Rl : AFrE AREBEMN Amazon Health 2RSS BB R KN EH

DLTEHERBET —FAN , AF%ZE=% Amazon lRE M issueaccountNotification,
MscheduledChangeEHEHEFIMWEH : Amazon EC2 Auto Scaling, Amazon VPC Fl Amazon
EC2,

{
"detail": {

"eventTypeCategory": [
"issue",
"accountNotification",
"scheduledChange"

1,

"service": [
"AUTOSCALING",
"VPC",

"EC2"
]
1,
"detail-type": [
"AWS Health Event"
1y
"source": [
"aws.health"
]
}

FEIXRMN AR B EE Amazon Q Developer LR IEBREHHIIB
4N Amazon Health
PRATAEZEBRE % (Bl Slack 1 Amazon Chime ) 1 U Amazon Health 4, &7 LUE

B EHRIR B &I A sE 28K Amazon M AT F MERZEEH Amazon RE BB, ARG |, &0
LA F Amazon Health 2 ER THREXREFNEZEE, Hla , MRMBIEELE Amazon K- H

EHXRNFARFFERE Amazon Q Developer S & X B X EH4HHEA 87


https://health.aws.amazon.com/health/home
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HYAWS_EC2_INSTANCE_STOP_SCHEDULED=E#3EH | Ni% Amazon Health E4 A LUIEZE REEHN
Slack $EH,

FRFAF
EFBL T, BBARZUATRE :

- FEHXRBARERFRFFER Amazon Q Developer Bt ER I X & F ik, Z A LABLE Amazon Chime ]
Slacke BXEZEE , HSHE Amazon Q A X EN AN AEFEEAERTPNI AN AREFRPH
Amazon Q F & & Al o

o WRIEHITRE Amazon SNS &, MREEE SNS =& , N|JLAFERAMEEE, EXEZE
B, 55 Amazon Simple Notification Service FF & A R IEREHH Amazon SNS A7,

E I Amazon Health EEI XN ARERFH S Amazon Q FF & E —R2EDHED

1. BRI G EventBridge EventBridge AP EMA M EAEEE WSS EMN N A A SR ER R
B 22 N PR Amazon Health BIE41E Amazon FiZEMNINWIREY.,, BEXEZER | 55

%] BLi& EventBridge N LA KA B X EHHIB A Amazon Health,

a. REZTEBEHERNR , EEXNERE—THRINES , RBEHFMETTLAMSD W Amazon
Health B4 FRIBRASHERIKREE, BHSREE 25K Amazon Health 7 5S4
EventBridge.

"detail.page": ["1"]

b. EFEBWRE , FikFE— SNS B, £ Amazon Q FREWM RN ARFEH & FEREE
M SNS &,

c. STERFRDSE , LIEMI,

2. EPMXNAERFEHSFPEME Amazon Q FFRE,

3. EBRHREFU , W Slack BEEM , AEEF Edit (5HE) .

4. 7Z Notifications - optional ( B% - ik ) 35 , £ Topics ( B ) FIEEELR 1 EENHEHN
SNS F &,

5. EERF.

34 Amazon Health B H EventBridge XA RF&EHN N EHAT |, % Amazon Health BN E RTE
B REFIwmF,

6. EFBEZEBFH AL Amazon Health BEIHIRPEEFESE L,
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https://console.amazonaws.cn/chatbot
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B3 EC2 £l bz 1TiR4E LA B2 B =4 Amazon Health

AT BLE XY Amazon EC2 K4 |, B33 Bah LR 4ER I R FTHY 1T XISE 4. 2 Amazon Health [@#&#
Amazon Ik P ZEZEHE , 889 EventBridge #II AT LAY A B 4% ( 4 Automati Amazon Systems
Manager on X1 ) R KREBH TR

fFlan | R30Sz X R FM (Amazon EBS) Elastic Block Store X ##) EC2 3£

% HETL S EC23L 6= A5E S Bt Amazon Health |, &N EHE R KA S EH
#AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULEDME#X. Amazon Health =§# N4
MBS EHRBE BB ELENBES, X FRLFHRITXLERE,

® Note
7 B311T Amazon EC2 EAIIRME , SIUEY Systems Manager &2 iX 3£ 4,

BXEZEER , B3R (LS% EC2 AAF{EmM) EventBridgeF # “Bz{t Amazon EC2",

FRF M

ERIEAN 25 , BAF 612 Amazon Identity and Access Management (IAM) KB, €12 IAM A&
HEMZACHEEERRE,

B2 IAM policy

BRIULSBNENACEETFEERRR. EXBERTFASAREHTRENTR, HWIREER
IAM 2% 5 F#) JSON KE4miEzR.

B2 IAM policy

1. &3 Amazon Web Services EEZH & HITFH IAM 2F& |, Wik Ahttps://
console.aws.amazon.com/iam/,

HESMEET | EERE,

prid=gnlbe N

% JSON £+,

EHILLT JSON , REE MR ERTHIFIN JSON,

o ~ w0 N

BH3h7E EC2 Kl LiEfTIRENI N B4 89


https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/automating_with_cloudwatch_events.html
https://console.amazonaws.cn/iam/
https://console.amazonaws.cn/iam/

Amazon Health

RAriEmE

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:StartInstances",
"ec2:StopInstances",
"ec2:DescribeInstanceStatus"

1,

"Resource": [
mgn
]
},

{
"Effect": "Allow",

"Action": [
"ssm:*"
]I
"Resource": [
wxn
]
}I
{
"Effect": "Allow",

"Action": [
"sns:Publish"
1,
"Resource": [
"arn:aws:sns:*:*:Automation*"
]
},

{
"Effect": "Allow",

"Action": [
"iam:PassRole"

1,

"Resource": "arn:aws:iam::123456789012:xole/AutomationEVRole"

TR
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a. TEResourceZ#H , EL T FRE T (ARN) 1 , B ALK Amazon 1K 1D,
b. ZHANBRABENRAEARIANEN. WREIFER AutomationEVRole,

6. EET—F:HX,

7. (A& ) SRR AR BEX R T AR A N EI KR,

8. B®“ET—F: T,

9. E‘EEXRW NHEL , MABI (HI) AutomationEVRolePolicy M iR,

10. F Summary (X ) WH , LEFRBEATHNR, NRENRBRIER , HEE 02X
B

WERBEENABAUNITHERE, BXEZER , 5 (IAM AFE®RE) BHLIE IAM policy ( 24l
&),

BIE—NIAM A

BIEEE , BX4TOE IAM A6 | HFKREHMELkAE,
HelE A E Amazon RS

1. &35 Amazon Web Services EE#ZHI & HITFF IAM #2EH & , Wik R https://
console.aws.amazon.com/iam/.

ESMERTD , ERAG , ARERUEAG,

XfFSelect type of trusted entity ( IEFEZEEEHENRE ) |, %F Amazon service ( BRS ) -
NFEFLEARTHABLYABHERS , %&F EC2,

EET—F: R,

WALOENEBKER , SlWAutomationEVRolePolicy , RIGEFRIEZ DM EIRAE,
EET—% 7%,

( ik ) BEUERRZERNBENTBERINIAE,

BERT—F  ¥&,

10. X F Role name ( B&EH ) , MA AutomationEVRole, HBFBMEEIEE 1AM policy
f9 ARN & REI B AR

1. ( W% ) X¥F Role description(A&#R) , WA B BNHER,

© © N o 0o bk~ 0D
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
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https://console.amazonaws.cn/iam/

Amazon Health AriEE

12. REAE , ARERCIRAG,

BREZER , F5H IAM AP EEHRHNA Amazon RS EIEAE,

EHTEERER

RG , BULEHAEIZACNEERE, BL4MTRILTIE , T 88% EventBridge 24 & PIEF LA
&

EFEHZABNEERE

1. &% Amazon Web Services BEEZRF| & HITH IAM 2F & , Mk Hhttps:/
console.aws.amazon.com/iam/.

ESMERT , EFEAR,

& Amazon IKFHFHAEIIRTD , EREUENABHNER , fllAutomationEVRole,
EE EEXR U+, REER REEEXR.

¥t F Policy Document , EHILLT JSON |, MIBRERIAKEE , AEFEFIH JSON M BIFTEME.

o bk~ 0N

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": [
"'ssm.amazonaws.com",
"events.amazonaws.com"

]

},
"Action": "sts:AssumeRole"
}
]
}

6. EEEMEERE.

BREZER , F5H IAM AFEETNERASEERE (ZEFHE )

TR 92
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Amazon Health AriEE

NUTEDBIEMN EventBridge

BRI FRTE EventBridge £ HI A IZMN , SMELRTLLAZFEILEFE 31T RIER EC2 261,

A Systems EventBridge Manager B 3hi& I ZH N

—

© © N o 0o bk~ 0D

=
o

11.

$TFF Amazon EventBridge ##&15 , Mt 9 https://console.aws.amazon.com/events/o
ESMBERFH Events (BH ) T, %&#HF Rules (HN ) ,

£ OEANTEL , W ASNE 255 M ER,

FENENR T, &F BHERX"  ARER RRF X2 8 Pre-defined 3",

XF Service provider ( lRF IR ) , EEFE Amazon,

T RSEMN , &R ETRR.

NF BHRE | EF BESTRAEH.

R HERS , RRERF EC2,

R BESMHRERG , RFERE scheduledChange.

CIRAR BESHRERE  RAREREHRERHE,

fBlan | XF Amazon EC2 EBS-backed 34l |, i%
$£AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED., ¥iFH Amazon EC2 SZ45|
17 RIS | %32 AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED,

%3 Any resource ( fEAER ) o

18 BHEXRUT T RO,

Example
{
"source": [
"aws.health"
1,

"detail-type": [
"AWS Health Event"
1))
"detail": {
"service": [
"EC2"
1))
"eventTypeCategory": [
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"scheduledChange"

15
"eventTypeCode": [

"AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED"

]
}
}

12. 70 Systems Manager Automation X B #5., £ EZEBEHRT , X T Bér , &EF SSM
Automation,

13. X¥F Document ( X4 ) , 1%3#F Amazon-RestartEC2Instance,

14. BIT BREBFLSE , REEFE W AEREE,

15. £ MARBRFERPHMA {"Instances":"$.resources"},

16. WFE=-NFER , A {"Instanceld": <Instances>}.

17. ERERAIAEAE , RAEERECEN IAM A€ |, flflAutomationEVRole,

@ Note

MR EERZFTE EC2 # Systems Manager iR REEXZNWIE IAM A AR
Fr2EREIRP, BXEZEER , FSH EREH

18. EFGIE,

WMRENKFHRETHFEEANNEL , W EventBridge 2FFZBH KIXLEBHNIEE BT,

2% . Amazon Health events Amazon EventBridge 2R #3

LT 2 Amazon Health 4R, FHAEESHNRNBFRE - KR, ZRERFRHET ROIBEX
;o

2% . Amazon Health events Amazon EventBridge 2843 94
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detail S& Amazon =
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s B E D
, WARSESN
ZEHRIEH
P

‘detail BRI RAINE
T&RIEFEKT Amazon Health B4R det a il SEH AR,

Amazon Health B4  #HASHAAE

“detail’ZHHI AR L RAIE
eventArn ##EXiH Amazon Health WE &
HHME—FRREF |, SFEXEF
=4 1D,
(@ Note

=4 ARN TREE
Amazon Web Services
Tk st X Pt A

B

i

service Amazon Web Services IR 2
Amazon Health EHF T,
fl40 , Amazon EC2, Amazo
n Simple Storage Service, A
mazon Redshift 2 Amazon
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eventTypeCode EHXRBHM—RIR
. Bl : AWS_EC2_1I

fim
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“‘detail’ ZHHI N A

eventTypeCategory

eventScopeCode

LL: AR

NSTANCE_NETWORK_MA
INTENANCE_SCHEDULED

1 AWS_EC2_INSTANCE_R
EBOOT_MAINTENANCE_
SCHEDULED ., 2%
MAINTENANCE_SCHEDU

LED ME#BEEREFHREtEZ
B B #EE,

(@ Note
FRE MR £
BAHRSE4HERSE
38 AWS_{SERV
ICE}_PLAN
NED_LIFEC
YCLE_EVENT

EHERNB, XFEHNE =
‘B¥E issue, accountNo
tification . investiga
tion # scheduled

Change »

$§83i% Amazon Health B4 =
EEHXNBEKF NIRRT

Mo ZEFMEFN ACCOUNT_S
PECIFIC = PUBLIC,
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“‘detail’ ZHHI N A

communicationld

startTime

endTime

B /5 —X UpdatedTime

LL: AR

bR Amazon Health 5E31@E £
B ME —PRIRAF .

EEHEBEE ID WHE AR
# /N Amazon Health B4 8 &
EETNE. HARIRAFAIEA
EXF D4R, BBTHE
BRESNHEE.

£ X ¥ Amazon Health E#4%
THERT , BfE ID 3R
B, MRIFBEFE ID ESIRE
EFHIME—1E |, B0 123456789
10-1. BXEZEERE , FEH
BE 2 1155k Amazon Health
JF B 9= EventBridge.

Amazon Health S48 FF 58
& , 88X IDowW, DD, MMM,
YYYY, HH:MM:SS TZ,

fim

T RIS AR TT RS R AT B2 R
Ko

Amazon Health =419 45 R At
& , #%3X7 : Dow, DD MMM
YYYY HH:MM:SS TZ,

7|

ToSE R U R FEA AR R A B 24T
SRS RATE,

Amazon Health B4/ E)RE =
#etE , #=XADowW, DD MMM
YYYY HH:MM:SS TZ,.
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“‘detail I HNA 1%, BR HIE
statusCode Amazon Health E48IRES. =

FEFWE S open. closed

F upcoming,

eventRegion It Amazon Health 4R
Z XX,

fim

eventDescription & Amazon Health E4#Y B
Do BEATHASHMIES
MIXAEFER,

fim

« i5E- Amazon Health B4
REANIESWARE. &
EHEHAERMTXERE, Bl
W, £ us-east-1 XiF&
#R en_US,

» LatestDescription — &R M
Amazon Health API 231
Amazon Health 9S4 | &
B EREMFRMR L Amazon
Health .

(® Note
XFAHKEH , Hep
REERMER , M
FEHNTRALIC
Ko
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“‘detail’ ZHHI N A

eventMetadata

affectedEntities

58 AR

AILAR Amazon Health B4 &
MO HMESTHE

« <metadata key 1> — TTHIE
BENZFFFE : "keystring1™:
"keyvalue1"

EH4TBENBENBREE
EHMRSHEE. Amazon
Health

R Amazon Health B4 &
SN0 R Y R R E AR AR 3
48,

+ E@@ ntityValue — ID,
resource/entity

+ lastUpdatedTim e — it
resource/entity A7 LIRE
FrevetiE , =X N, Dow,
DD MMM YYYY HH:MM:SS
TZ

« MA-FEIEERS
resource/entity, XIFWES
#& IMPAIRED, UNIMPAIRE
D . PENDING, RESOLVED
F1 UNKNOWN,
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“‘detail’ ZHHI N A

page

totalPages

backupEvent

affectedAccount

i BH IR

WHEHEPMERTHNIHEH. BXE =
ZER , BZRA EEs Y

& Amazon Health FF B IS4
EventBridge.

@ Note
TRRERKRERE
WRMATEHAMBEREREL
256KB A/NPRE| ,
BE2RMK.

WETRAEHNETE. B
REZER  BZHAEEIN
53R Amazon Health FiGHE
¥ EventBridge.

fim

BALES ZERBEREK
FEANKSZRERFNRER
TS

WMREFFAEFATR , Wik
iR ED XKNEER D
XEFHNZHESF. XMEA
UREWAERR,

fim

SR HKF 1D,

fim

MEFIETRRBH X
EEIETHIKF , Amazon
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RERXEEAK, W, N
ZETRESaccount FERFH
EFRES
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Amazon Health

RAriEmE

“‘detail’SHHI N A 1%, BB S ]
ATREM TTHIE , AT ERER =

EMLEEHFEERRITY ,
TEFHIRE, Algel (&
AN ) BT LARACTION_RE
QUIRED ACTION_MA
Y_BE_REQUIRED .

SR INFORMATIONAL o

AYIBE b T EAE B R ] BUBUE 1T B
Rt 8 B R B Rk R
BN FZRAERE . AJREM
( &4 ) lER0PERATION
AL SECURITY,
FBILLING,

NIETRORES - Amazon EC2 4R

"version": "Q",

"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2023-01-27T09:01:227",

"region": "af-south-1",
"resources": [],
"detail": {

"eventArn": "arn:aws:health:af-south-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE/

AWS_EC2_OPERATIONAL_ISSUE_7f35c8ae-aflf-54e6-a526-d0179ed6d68f",

"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",

"eventScopeCode": "PUBLIC",

"communicationId": "@1b0993207d81a@9dcd552ebdle633e36cf1f@9a-1",

"startTime": "Fri, 27 Jan 2023 06:02:51 GMT",
"endTime": "Fri, 27 Jan 2023 09:01:22 GMT",
"lastUpdatedTime": "Fri, 27 Jan 2023 09:01:22 GMT",

NHEBITIRREH - Amazon EC2 &4 EE
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"statusCode": "open",
"eventRegion": "af-south-1",
"eventDescription": [{
"language": "en_US",
"latestDescription": "Current severity level: Operating normally\n
\Nn[RESOLVED] \n\n [03:15 PM PST] We continue see recovery \n\nThe following AWS
services were previously impacted but are now operating normally: APPSYNC, BACKUP,
EVENTS."

31,
"affectedEntities": [],
Ilpagell: II1II’

"totalPages": "1",

"backupEvent": "false",
"affectedAccount": "123456789012",
"personas": ["OPERATIONS"]

Account-specific Amazon Health Z44-Elastic Load Balancing API [A] &

"version": "Q",

"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2022-06-10T06:27:577",

"region": "ap-southeast-2",
"resources": [],
"detail": {
"eventArn": "arn:aws:health:ap-southeast-2::event/

AWS_ELASTICLOADBALANCING_API_ISSUE_90353408594353980",
"service": "ELASTICLOADBALANCING",
"eventTypeCode": "AWS_ELASTICLOADBALANCING_API_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "@1b0993207d81a0@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Fri, 10 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 10 Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "ap-southeast-2",
"eventDescription": [{

"language": "en_US",

Account-specific Amazon Health E#-Elastic Load Balancing API [A] &% 105
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"latestDescription": "A description of the event will be provided here"

1,

"page": "1",

"totalPages": "1",

"backupEvent": "false",
"affectedAccount": "123456789012",
"personas": ["OPERATIONS"]

Account-specific Amazon Health ZE#-Amazon EC2 Ll ZE# N Z D EHIK
o 2R M BERE K

{
"version": "Q",
"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2022-06-03T06:27:577",
"region": "us-west-2",
"resources": [
"i-abcdl111"
1)
"detail": {
"eventArn": "arn:aws:health:us-east-1::event/
AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED_90353408594353980",
"service": "EC2",
"eventTypeCode": "AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED",
"eventTypeCategory": "issue",

"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "01b0993207d81a09dcd552ebdle633e36¢cf1f09a-1",
"startTime": "Fri, 3 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 3 Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "us-east-1",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"
1,
"affectedEntities": [{
"entityValue": "i-abcdl111"
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31,

Ilpagell: Illll’
"totalPages": "1",
"backupEvent": "true",

"affectedAccount": "123456789012",
"personas": ["OPERATIONS"]

Account-specific Amazon Health E4-1 &% EC2 X411 H

{
"version": "Q",
"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2026-01-27T01:43:217Z",
"region": "us-east-1",
"detail": {
"eventArn": "arn:aws:health:us-east-1::event/
AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED_90353408594353983",
"service": "EC2",

"eventTypeCode": "AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED",
"eventTypeCategory": "scheduledChange",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "1234abc01232a4012345678-1",
"startTime": "Thu, 27 Aug 2026 13:19:03 GMT",
"lastUpdatedTime": "Thu, 27 Jan 2026 13:44:13 GMT",
"statusCode": "open",
"eventRegion": "us-east-1",
"eventDescription": [{

"language": "en_US",

"latestDescription": "A description of the event will be provided here"
1,
"eventMetadata": {

"keystringl": "valuestringl",

"keystring2": "valuestring2",

"keystring3": "valuestring3",

"keystring4": "valuestring4",

"truncated": "true"
I

"affectedEntities": [{
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"entityValue": "arn:aws:ec2:us-east-1:123456789012:instance/
i-1234567890abcdef0",

"lastUpdatedTime": "Thu, 26 Jan 2026 19:01:55 GMT",

"status": "PENDING"

11,
"affectedAccount”: "123456789012",
Ilpagell: Il1ll’

"totalPages": "1",

"backupEvent": "false",
"personas": ["OPERATIONS"],
"actionability": "ACTION_REQUIRED"

Account-specific Amazon Health j&3-Lambda it X £ B HEH

"version": "Q",
"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2023-01-27T01:43:217",
"region": "us-west-2",
"resources": ["arn:lambda-1-101002929", "arn:lambda-1-101002930",
"arn:lambda-1-101002931", "arn:lambda-1-101002932"],
"detail": {
"eventArn": "arn:aws:health:us-west-2::event/
AWS_LAMBDA_PLANNED_LIFECYCLE_EVENT_90353408594353980",
"service": "LAMBDA",
"eventTypeCode": "AWS_LAMBDA_PLANNED_LIFECYCLE_EVENT",
"eventTypeCategory": "scheduledChange",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "1234abc01232a4012345678-1",
"startTime": "Thu, 27 Aug 2026 13:19:03 GMT",
"lastUpdatedTime": "Thu, 27 Jan 2026 13:44:13 GMT",

"statusCode": "open",
"eventRegion": "us-west-2",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided
1,

"eventMetadata": {

here"
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"keystringl": "valuestringl",
"keystring2": "valuestring2",
"keystring3": "valuestring3",
"keystring4": "valuestring4",
"truncated": "true"

1,
"affectedEntities": [{
"entityValue": "arn:lambda-1-101002929",

"lastUpdatedTime": "Thu, 26 Jan 2026 19:01:55 GMT",

"status": "PENDING"

Ho{
"entityValue": "arn:lambda-1-101002930",

"lastUpdatedTime": "Thu, 26 Jan 2026 19:05:12 GMT",

"status": "PENDING"

3 {
"entityValue": "arn:lambda-1-101002931",

"lastUpdatedTime": "Thu, 26 Jan 2026 19:07:13 GMT",

"status": "PENDING"

3 {
"entityValue": "arn:lambda-1-101002932",

"lastUpdatedTime": "Thu, 26 Jan 2026 19:10:59 GMT",

"status": "RESOLVED"

11,
"affectedAccount”: "123456789012",
Ilpagell: Il1ll’

"totalPages": "10",

"backupEvent": "false",
"personas": ["OPERATIONS"],
"actionability": "ACTION_REQUIRED"
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B, BRSHBENFER. CloudTrail BEXHTRAH AP BANEFHKRRE , HILET2RE
A4S ER IR I,

LA RBIE R T & RiZDescribeEntityAggregatesi® 4 CloudTrail BE% B,

"Records": [
{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:usexr/JaneDoe",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "JaneDoe",
"sessionContext": {"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-11-21T07:06:15Z"

13,

"invokedBy": "Amazon Internal"
I
"eventTime": "2016-11-21T07:06:28Z2",
"eventSource": "health.amazonaws.com",
"eventName": "DescribeEntityAggregates",
"awsRegion": "cn-northwest-1",
"sourceIPAddress": "203.0.113.0",
"userAgent": "Amazon Internal",

"requestParameters": {"eventArns": ["arn:aws:health:cn-northwest-1::event/EBS/
EBS_LOST_VOLUME/EBS_LOST_VOLUME_123"1]},

"responseElements": null,

"requestID": "@5b299bc-afb9-11e6-8ef4-c34387f40bds",

"eventID": "e4deb9dc-dbc2-4bdb-8515-73e8abcbc29b",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}

1,
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