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BENER, NEEER , BFES MSK £EHXEKEN VPC RElELEFHITEN , SMER w7 5L
BNEZDEE,

BREFIRITE

1.
2.
3.

8.

TFFLTF https://console.aws.amazon.com/ec?/ B9 Amazon EC2 ##| &,
M Amazon EC2 #H| &2 HIEMR+ , BB 3HEH,

EBEMARETHENRY , AT RITEVNERERT , UEZK TR E#ITRER, Al
o MSKTutorialClient,

ERARFNRERSREG (T DBHRRE ) T, X TLIER[RE (AMI) |, 1%EHFE Amazon
Linux 2 AMI ( HVM ) — A% 5.10 , SSD B3R E,

MNFRBIZEE | REIRIAR t2.micro &

HEEZAN (BF) T, 2RI FZANIHERBAX, AREFFEZAXNEAEESISIH , N
ALLUARIERABAXNWIER THE ( T#HE) .

EOEFBAX , FHITUTERE

a. ERIEFNEHAX,

b. XF Key pair name ( BEX & ) , A MSKKeyPair,
c. NTFEAXNKBMAMAXHEN , RERIANIER,

d. %&$® Create key pair (BIEZ4XY),

LA, BEAER DA BHHEXT .
B TR REHRITESRFAEEHD , REMITUTRE

T IAM EHIBEXH |, ERFLEEFHITENAAN IAM A,
MERE 1AM AE |, FITUTRE,

i EFRGIERAY IAM BB X4,
i. WITLTE2: 62 IAM BEFREERNTER,
iz g =py I8
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9.

10.
11.
12.
13.
14.

15.

'F_

REREEXH. RE , ®RLAV D , RREEHMHXPXENLZE2A, EFHREFLZLEN D,
R EER,.

TFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC ##| &,
ESMERTP , EFLL4H, FE ID RFFE the section called “BIEREE PHRELH,
FEAMRNETF £ | ERmEAWEHN,

b2 7yl AN

EFAN P | ERXRBIPHAERE. TRINEF-ANAFZRP , EREFFHITENNREA, X
REERHEFHRITENEMEREFEBNE,

ERREFEAN, E , EENZLETUESIREATFRITENZ2ANRE.

%

S8 4 : £ Amazon MSK & a|E X3

F$ 4 : £ Amazon MSK &8 a|E 3

£ “FriaEA Amazon MSK” X — S8 |, A BUMERAU TR A ZEZ —IE X/ : £ CreateTopic
APl RER R4 Amazon TR | EEFFiwit &4l LA Apache Kafka AdminClient T&,

/A Warning

£ CreateTopic APl I Amazon TER , FRIFEHEFEEFEER, BXEARE ,
BESRAFEAEIENER APIs,

/A Warning

ES]

F 1% AdminClient 5 3E8T , A FFER R Apache Kafka ARSI R~bl, BIVEFERE
MSK E#RA RN ZEF IRRA, ZEFIHRARIBAESROEEIRENXBEREES,

o £/ Amazon TEBZETH

« FE MSK E£&RA

- EEPmRITEY L6
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£/ Amazon TEQ|Z T

A LAEH Amazon CLI 5{ Amazon BE1#2# A% Amazon TEE MSK £&F#IZ X, Amazon
SDKsiXfh A B M T — L EEE AR Kafka BRI EEEEFTTME{LE .

BXRFEAXLYE Amazon TEREFBMNFMEER , SR CreateTopic APl FF A EIEFE,

¥aE MSK EEE MR A

1.

2
3
4,
5

£ https://console.amazonaws.cn/msk/ T FF Amazon MSK 2 &1 &
ESMEL  BREEHFOIE MSK £&3H X,

1EFE MSK &7,

B EEH L PTA Apache Kafka BYARZS,

FAHEDH Amazon MSK IRASLHIBFRAEL IR 3 FIREBAVARE

EEFmITEY L OZEEDR

1.

EEIEFPIRITEN,
a. FTFALTF https://console.aws.amazon.com/ec2/ B Amazon EC2 #2#I& .

b. HESMERKSP , &R Instances (Kfl). RBEEPEE TR 3 SIBEFFRITEN hEIBHNE
Fimit EHBHRZ LN EEE,

%% Actions (81E) , R/F1%EHE Connect (1), RBEHAEPIIRE , EEIENEFHIT
&,

=4 Java HiRE Kafka liRANIFBETE,

o

a. BUETUTHSEZFFHITEN ERE Java,
sudo yum -y install java-11

b. I MSK &8/ Kafka MR A FEEIIETE KAFKA_VERSION & |, I TR R, BN
EXEHETEREE,

export KAFKA_VERSION={KAFKA VERSION}

Bl , MBRBIEEFERARA 3.6.0, MEALTHS

BB FE 12
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export KAFKA_VERSION=3.6.0

3. T EHIRE Apache Kafka,

a. BT TS TE Apache Kafka.

wget https://archive.apache.org/dist/katka/$KAFKA_VERSION/kafka_2.13-
$KAFKA_VERSION.tgz

® Note
TRIET —LEEHERHN Kafka THREE , MREBTAREA , AAAEAXEER,

- MRBIEEFBIEEERRBRUER , AZAER Apache HRIEESR , WET
Ap 'I'-'Fﬁ/j_\o

wget https://www.apache.org/dyn/closer.cgi?path=/kafka/$KAFKA_VERSION/
kafka_2.13-$KAFKA_VERSION.tgz

B #M Apache Kafka P4 T 48 B2 A9 AR AN o

b. £L—FHF TAR X4 THIEWERPEITUTHS,
tar -xzf kafka_2.13-$KAFKA_VERSION.tgz

c. FHFHAEBERNTERRFMEKELZE KAFKA_ROOT A,

export KAFKA_ROOT=$(pwd)/kafka_2.13-$KAFKA_VERSION
4. A MSK £EREFHRIL,

a. ERBEFRAH Amazon MSK IAM B inE, WEXFEFHITEIER IAM & 4GRIEXR
hA MSK &£,

b. FAUTHS , SMZE $KAFKA_RO0T/1libs B , A THE L —F KR IMWAE< Amazon
MSK IAM JAR, BEEMH{LATEST VERSION}EREIETE T H A ERRIRAS S 3 1TE R,

cd $KAFKA_ROOT/1libs

BIEER 13
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wget https://github.com/aws/aws-msk-iam-auth/releases/latest/download/aws-msk-
iam-auth-{LATEST VERSION}-all.jar

(® Note

EETEMNE MSK £8RXEM Kafka s 281 , AIEEE EfF Amazon MSK IAM JAR
XHERINE Java KRR, HTHIFTRIZE CLASSPATH SMELE,

export CLASSPATH=$KAFKA_ROOT/libs/aws-msk-iam-auth-{LATEST VERSION}-
all.jar

X RN ENRXEIRE CLASSPATH , MTifE JAR A /54 Kafka e B M.
c. %% $KAFKA_ROOT/config BHFZUUBIRE Fimll & X,

cd $KAFKA_ROOT/config

d. EHEIUATEMREFNEEMBIFXHD, FiZXHREN client.properties,

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandle

5. (Wit ) A% Kafka TEH Java # KD,

MBRBIMEAANFERXEE , KEELEAENETER S X , WA Java #H XD, Hit , TR
1217 Kafka 5 2 B1i% B KAFKA_HEAP_OPTS INEZT &,

BT RIS B KRN EHERNDGIRA 512 KFT . BEEAERNTANRSTRFREX
EE,

export KAFKA_HEAP_OPTS="-Xmx512M -Xms512M"

6. REEHEEES.

a. fE https://console.amazonaws.cn/msk/ ¥TF Amazon MSK #Z#| &
b. FEHEFENWRITNED. XURFER/LOHNEE, ERSTEREFDE , EREHEN.
XaNEs| S ECSEFRENTE,
BIRERR 14
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c. EREFEFEFRER.
d. EHAARKINVEZEFRS,

ERABMMEBREB=ZNMRR . FEP-—MNEEFHFHFHEERREE BOOTSTRAP_SERVER
B M T&® SR, <bootstrap-server-string>EifhiEiEF /B M EERES

export BOOTSTRAP_SERVER=<bootstrap-server-string>

7. BITUT@RTHUEIRER,

$KAFKA_ROOT/bin/kafka-topics.sh --create --bootstrap-server $BOOTSTRAP_SERVER
--command-config $KAFKA_ROOT/config/client.properties --replication-factor 3 --
partitions 1 --topic MSKTutorialTopic

MR client.properties X#HHI NoSuchFileException , IHHRZHZEET Kafka bin
BRPHLHE TEB R

@ Note

MREFBABANFEREFIRELE CLASSPATH , tBAIBME R Kafka &5 5 178 i1
CLASSPATH ZEENFIR. XM EMNRBENATRED T,

CLASSPATH=$KAFKA_ROOT/1ibs/aws-msk-iam-auth-{LATEST VERSION}-all.jar \
$KAFKA_ROOT/bin/kafka-topics.sh --create \

--bootstrap-server $BOOTSTRAP_SERVER \

--command-config $KAFKA_ROOT/config/client.properties \
--replication-factor 3 \

--partitions 1 \

--topic MSKTutorialTopic

8. (Wit )RIERKEHKNEIEEH

a. WMRUGSRIY , BRIZEELLTHEE : Created topic MSKTutorialTopic.
b. FIHMEEBUEINEN EBFE,

$KAFKA_ROOT/bin/kafka-topics.sh --list --bootstrap-server $BOOTSTRAP_SERVER --
command-config $KAFKA_ROOT/config/client.properties

BIEER 15
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MREGHTEAMPIBEEIR , ESHHEE Amazon MSK SEF Y 0] FIRIGE MR EE 2,
9. (i) WBREAHERFEANTEEE,

MRBEAHEPNEELSRHIRENELTE , FRhIX—F, SE , B UEEFREXELE |
W BIFTRo

unset KAFKA_VERSION KAFKA_ROOT BOOTSTRAP_SERVER CLASSPATH KAFKA_HEAP_OPTS

i

S5 ERAEARE
PR 5 A AR

EFRER Amazon MSK B IL ST | A4 BRI fE A 3U4E

\

Nil

£ ERHES
1. BITUAToSUEIRH A EKER.

$KAFKA_ROOT/bin/kafka-console-producer.sh --broker-list $BOOTSTRAP_SERVER --
producer.config $KAFKA_ROOT/config/client.properties --topic MSKTutorialTopic

2. WAFTENEEER , ARSI Entero EERTHIERBRRE =R, BRMAA—1THIZ Enter &7,
ZAISEREMAE B ZEREH Apache Kafka &,

3. EEFFRITENNERZEREZFITHARS , AREFEORITHASZITENNE N EIERE, X2
MAE |, FTLAEBEXIRE KAFKA_ROOT 1 BOOTSTRAP_SERVER BT E, AR UAREIX L
HRETENEE , FSREEmITEN EQEEH,

4. FEREFRITENNE-NMERFZHR  STUTHTOIREREEARE.

$KAFKA_ROOT/bin/kafka-console-consumer.sh --bootstrap-server $BOOTSTRAP_SERVER --
consumer.config $KAFKA_ROOT/config/client.properties --topic MSKTutorialTopic --
from-beginning

IBERIZIT IR Bl 2 BIGE R & £ AR o & i i A RUE S
5., HEEMKREOPHRAESHE  HNEEEERECAREODTP,

4 AR A 68 P B dE 16
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T—5%

£6%: FHLLP CloudWatch Z2F I T # MSK 8%

$F 65 FHATT® CloudWatch &F I & MSK IEFr

T FHREALSEH MSK” X —59 , ZFEFL SR HHIT S MSK 845, CloudWatch

E#i&FPEEF Amazon MSK %5 CloudWatch

1.  FTFF CloudWatch #&|& , Mk https://console.aws.amazon.com/cloudwatch/o
2. HESMBERP , EFIER.

3. BEEFBEERETF , AFIEE AWS/Kafka,

4

EEEREBRIIMIEFR , Bi%#E Broker ID, Cluster Name (R ID , EEEM), W TFEHRIHN
FEFR , %R Cluster Name (EE B FR)o

5 (Wit ) ERXRERS | EBFITHRIBEBMFEE , REFERAXEIREE CloudWatch iR,
T—%
SR 7 BB AHELEN Amazon &R

ST BMEBRAEZHECZEN Amazon &R

EFFEER Amazon MSK Ra—& % , BEBIBRAIARHEZELIEN MSK EFMNE P imit &,

ERRRER |, E6EH Amazon Web Services B 124 &

1. ¥ https://console.amazonaws.cn/msk/ TF Amazon MSK &l &
EREBMNAEN, i, MSKTutorial £ 8%,

%8 Actions (21E) , AAF%$F Delete (HIBR).

TFFALF https://console.aws.amazon.com/ec2/ B Amazon EC2 ##l1&,
ERENE P IRITEYOIESES , Hl0 MSKTutorialClient,
EFREROPRES |, REIEFELIEEH,

o g bk~ w b

BB IAM KB &

1. £ https://console.aws.amazon.com/iam/ $TFF 1AM 2 &1 & .

ERER 17
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ESMERT &R/,

HEERES , AASNEHEEN IAM BB,

BEAG . REIEENERSHFEIAER.

ESMERT , BRRE,

HEERED , AAGHIHECZN RN Ao

R TAHEENE, EREOBERE L , &HEHEREE,
R BR o

© N o a0 bk~ w0 b

Amazon MSK By T{EJRIE

Amazon MSK B —T5E £ B Apache Kafka BR% , AL BB MHEHF ST ARERF , £/A Apache
Kafka ZbIBREAE. ANIEREIRM T HBIFF A AR 7 # Amazon MSK (W T/ERE , URNAENAERF
FAEMERA Amazon MSK B &,

BAEME , Amazon MSK 2%t 7 —/NE2 £ B Apache Kafka 8 |, iZE 8 H Amazoni#t T E &
Mgk, IERBELLEROME EC2 =6, BEMNKIRE, BE Katka RERHTIFENLEF T
%, Mk , BULUEEDREMENARERF L | ik Amazon MSK R4 IBEAMIEHE. Amazon MSK
LBEHEEXENITE, EENMESER , HiEHE27 4. SUTRAMMAREREEE , LHER
Kafka EEAIEBSE A A, AEEEE T Amazon MSK HIXEBAH , UK IN{aEH MSK RIZE7R
BiER ARERF.

EEMEERH

Amazon MSK B 2R A UEKF P2 EZE Amazon MSK BiR. AT R EBNENARITE
LB Amazon MSK ##4E, BXA[LAE MSK E£8 L ITHAIERENIIR , BSRUTHRE :

o XEBXIHA : Amazon Web Services IR &4

* Amazon MSK API Reference

» Amazon MSK CLI Command Reference

£}
- BIETE MSK 5

« B+ Amazon MSK &£ &
o EEZITAE Amazon MSK £EE

TIERE 18
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+ JREX Amazon MSK &/ 5| SR E

« WSIEFE Amazon MSK £

« E¥ Amazon MSK EHHNZLRE

« ¥ & Amazon MSK £EHHREHE

« M Amazon MSK & BBRNAE

« 7 Amazon MSK &8 HF M EREMEFHELE

« EH Amazon MSK & NAE K/

« 7£ Amazon LinkedIn MSK Lt {£f Apache Kafka K iZ &l R 5
« ¥ Amazon MSK £ EE

« EJg Amazon MSK &K E

« 3 Amazon MSK B R MIEE

+ ¥ Katka TEHEITEHEE Amazon MSK £ &

« MiBRFE Amazon MSK £

BIETE MSK £&

/A Important
NEEHRETEERNE MSK £EHH VPC,

Eﬁﬂﬂi‘ﬁ MSK &8 al , A3 A — Amazon Virtual Private Cloud ( VPC) , #%iZ VPC A
RE TN,

FNFEEFEI (JEMFEREL ) KEWHFERE , BEEERNMNTETAXFFERARN TN, ERMH
Amazon MSK BWERXigH , &ALE Eﬂﬁi‘ﬂ_/\ﬁjo BN FRBANTARNATAXF, TR
ERE , FEE=/ANTRANTAXFFERA=NFH, FEOIEME MSK 58] , Amazon MSK £/&15
ENFMZBEEERET K.

FB
o fERAIZE MSK FiE B /Y EEE Amazon Web Services EIBIREH A

. FERAMETEEN Amazon MSK £ Amazon CLI
« FABENY Amazon MSK BB Gl A B E X Amazon MSK BB EE Amazon CLI

et =0 19
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« {4 Amazon MSK API| B|Z&FiE MSK £

55 A 022 MSK TRl & /Y EE B Amazon Web Services B4 &

L EBRHTENE T EH Amazon Web Services EER& A DR B E X QEIEIM 0 ETE MSK £
BNENLES., FHAPEREMAMNEHMIEDT Amazon Web Services B4 4 , BETAUNEUTARE :

- ERSHRER
- ERAREIEETATNE MSK £&

REFHWERF

- SR VREFRENKE
- FR2  BEFHENEHRE
- F]R3: BENFRE
- R4 BEERERE
- S5 BEKEIEI
- SR 6 FREREE

SR NREFRENEE

1. ¥ https://console.amazonaws.cn/msk/ 7 Amazon MSK 2 &1 &,
RO EER,

NTEECRSE , FEFEEENGE,

NTEREN , BEE—IME—BETET 64 N FRNE M.
NFEHEE  RECWME.

Xt F Apache Kafka fRZs , R EERE LIZTHRA, EEES Apache Kafka R FH
Amazon MSK ZHEEMV LR |, BB EBERARE M,

7. FEREHIHMITUTRE

o g &~ w D

a. XNFREERH  HEFELUTEIZ—:

- Express bro High-performance kers : EER2RENERFEEN AT BELL A, FFEX
HZNESRLENARRF , BERILAERE,

et =0 20
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- BRERE  ASH Kafka R , IT2EFHRE. N TEHEERETNWER TERR ,
izl Ape i

BEAXERBEEAUNELZES | FSHMAmazon MSK AR,
b. WFREX/) , BEEHNITE, NENEFEESR , @A TEHH KD,
c. NTFXHE 6 ZERESHH Amazon JHX HE,

NEESTAY , REREZFE=ATAHK.

d XNFEMXHRE , BEELHFE Amazon MSK EENATAXRHEZNRERE., 5N THAKX
N DNERENBNER 30 ME |, EHNR/NMENETNE ZooKeeper-based & 60 MK
¥, KRaft-based

SR 2: BEFRNEFRE

HERNMEANAEREEERFEFH#ER , HEEFHER. XADTREITFEARERE LBIEFH#
B3R, WA ZEERHER T Z2EHAESTAANEHEERE. XERESEREEE. MAEZR
B M 7R 7 RS IRE.

1. MREFRRBRENIRE  BEFERBIMITUTERE

a. NWTEM 6 EREFEESHAINNEEHE, tIERHRE  SLERIEHEBE.
b. (W) RFELEENRERD (KRN ) | BEVUEESMENTMEFRELE, It
ET AT BN BNELEM Amazon EBS B2 B & A AN (1/0) 8L,

EF AR , BR x86 IEFRE A/ ( EHIK/ ) kafka.m5.4xlarge E K , FRFHERE
kafka.m7g.2xlargesE KX, Graviton-based AAf5 , EFEAMBEFHEHEE%RE, BTk
PUEEE  BANELEFHRENBYED 250 MiB, XX TEESIE, AN FMHERE
I/O-intensive N TERBBNARFHEETH. BXEZEE , B5H 277%

c. NFEHTHER  FEEEHTHNREFHNEEFRN, WETURE TREFRANEHER
MEE, BEBUTEIZ — :

- {X EBS = : FEK INZESHNMREH Amazon Elastic Block Store ( Amazon EBS ) & £ |
i FREEETEHE, EFHEXHERREMESER , HRBIHRISIENES.

- DEF#M EBS F# : fH44 Amazon EBS BIESZ5F & %A Amazon S3 KEHEEE
BEMELE S, EXTRE Amazon EBS BAAR , RFFENBEZFME , HEEL
ATTFHRNERT BT SBF#E. IREABERNEAFBEZFEERNE , AT FEES
REBAREEK , FERLER,
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® Note
WNFRERE  TEEEFEZME,

2. WTEREE , BEEA TR —RELEFHTA :

« Amazon MSK BRIAELE : B —HHXNBRAERARAHTEACNTENEE, EFILEDT AN
RIGEFMZBBER, HX Amazon MSK BEEHE R |, i5SH & Amazon MSK Bl &,

- BEXEE : JEELACHRENTERE. EAUMIRFERNENEENLEE , AU

PIEFHNEENEE, ERIET AU RERTHEERS  SINBENMRER, Z2RE
F,

3. EET—ZUHE,

SR 3: BEMNFRE

MEEEE L T EFE Amazon EREHMPHNEHEL R, XSHE VPC, TARXMFM , SIRIRHE K
&, ATRMEMBRRRHNZEE,

1. XNTFRE , AT TFRAE
a. EBREMTEEK VPC,
b. BEFEEZHEENATARHKE  EEFEEPHERENTAXMFM,

NFEREES (ENAEBL ) KENRERE  EFREEFNTETRXFPEARD TR,
R Amazon MSK WERXEH , BALEERE =N FM, BHFRLALT AR
AXH,

MTFRERE  FEE=ANTENTAXFER =T,

HELIZETE MSK 51T , MSK EEEEN TR 2B P BEAET |
C. R‘H: Amazon EC2 FMIZ 24 , R HEBEMER FREFHRNBRN —IHS ML E4EH,
X Amazon EC2 £ AR FIREN AWM HIERE. HlA , EFRITENNZEE,

MBHIEESHERAENESA  NIXABREEEFEHTINNNR, BE4XE  SEE
ec2:DescribeSecurityGroups R, BXEZER , BSHIEZEE MSK £,

B EER 22
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2. EET—HUHE,

R4 BERERE
1. EREREID , BITUTHRAE
BEAT —HRSHEHRIENBNGE |, EHFFHmX Kafka EEFVTER

- REGHRRIENFR : AFFFBEAREBHEMEMRIEIEFENBEITHRES,. KHEE
ERZENRE , TREFAFELZEHRIERK, EXEZEE , S H msk-unrestricted-access-
checko

« HEF IAM B0 5 MR : £/8 Amazon IAM users/roles B AR Fis S HWIFREN, It
FEES IAM RRIEANEREHRNBAEG ., BRINBEVCEFETHNAEFFERLLS
3% Amazon,.

« SASL/SCRAM B RiE : EXRFFIRIREEFEDN AP B MNZELERELL Amazon
Secrets Manager #{T B KIE, Amazon MSK NZAEEBRRIXLEIE , HL LK
ERAF 515,

ENERREEXSORINBEREL , FAERAEESRTURRARE, A5, 8%
FU S ZFAMEXEK, BXZAREEFHSENESER , SN Amazon MSK £#1RE
SASL/SCRAM 5%,

- B TLS EF % &%/ RIE Amazon Certificate Manager (ACM) : A ERAHFZIEBERTF

mAMRIEZ R THESHRIE. SXA5F Amazon RAFIEF MK (Amazon FAF CA)
BERNSENEREHERBHTRE Amazon Web Services IKF ,

EANBZUEWIEKRI mT Amazon FAF CA LS BB MSK BRI K s, 1X 7] LA
fRE PCA £FE/ TLS IEHXS B MSK SEFFRATHHRAE |, M 4ER=F™ 1Y 15 R 25,

2. EME , ABRERTNRZRBRSEIEN KMS 24K, BXEZEER | FS [ the section called
“Amazon MSK &Nz,

NHSHBEHTNZTUARPEFERRBENTEYSE , MERPNZTHRBEETECRIRES , BN
LR F RtV BRI M

3. EET—ZUHE,

BIEEE 23
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S5 BB EET

WEBNFIAREREBIEN , URNAIKRENEEREBEE, BYXERE , TUNESFTEHNE
TR, HEERSERERAE, BEXEZELR |, i35 the section called “Ya iR EEE,

1.

X F UL E B Amazon CloudWatch 1845 , BIERU TSR LAz —. EENEERFNKENIERR
#HE2 &R , CloudWatch BT AL FIER,

a. EAXER: BH-AETNERRIER K TEINCRE. LENEATEAEBEERRY
RZBHAH,

b. RIBIEEE  BEFANKRERS , EFEFNMIE, LS REERNEENERANKE
185 , Blinpy BE@&IEMREMAIE infout WET . & read/write 1ERTE, BEERNZLH
NIEMR TR MEMBBIERNHEKER T,

c. FEQEEER  RHENTENENR , EFFOMIR, ERMRH TUEFMAM THSEN
BN EIME, ke mEEnREBERERNETRER , SINEEEBN D EFHER
R SYKEIEE .

d. ZXFEEER  RRESEANS 2 XEFAE  EFFIMIRE, ERLEH , TESHRE
REESNEEFEND XHER , RRBHRFANGE, HERH S IREE RPN
ET 0 XRBAEr , flmiMziEEErR.

BRFENPREREREERS BRI TRANERNEZELR | HSFCloudWatch FrEZL L EHY
EPRMCloudWatch R £ L2 ARV IE#R.

( "k ) B EME A JMX Exporter, Node Exporter SEIRHMERA T #E , LA Prometheus X5 H
BHR , BB Prometheus BRI, BXUETNEZER |, 82 F£H Prometheus

S 775 fro

XT{TmiTo

( Wik ) BFEH MSK B ELE Amazon Web Services RS W IFRE B EE XSRS 85U
BHATHEHERNF , BERUAT - RZMNET, UREAFEXLBFHRER , Amazon MSK
RN EOE, BXEZEE , BZHA KEAF,

« {£3%%) Amazon CloudWatch B& : CloudWatch &R, EEMAMLIAEN A EREE,
FoEBE T Amazon Web Services B2 H BB E® M 24 B E.

- 28I E Amazon S3 : T HEENXHFHE Amazon S3 FHEFEH , HITKHFHANTtES
o

o {£5 3| 5% Data Firehose : fF A& KA F Firehose , SME B 3 1& A F L B# OpenSearch AR
S5 LA 1T SE R SO HEBR

B EER 24



Amazon Managed Streaming for Apache Kafka FERARER

4. (WE) ATHBRB, AANERERF  BEBRRNFRIUBEXNEFMRL, flm, FH
Load testing fl Test WEEX REFRIMIRZ,

BEXREEBRGTFERANENEZER , 55 F Amazon MSK EERINIIFE,
5. BT —SUUHE,

TH6: ERERLE
1. BFEEHEHMNRE,

BEREEN - ERZEENEMRESERE 2 RIRESEFF.
2. EEROIEEE.

3. HERRAGENHMNEHFEENSF , EFLERFVIAS. & Amazon MSK FRB&EEA , RS
MEFERIBENTED, HRBNESN , BUERIER, AXEFRSNESER  FSRT#
ME MSK £&8IRE

AR ZETRE B/ Amazon MSK £& Amazon CLI

1. E#LLTF JSON HEEREIXHH, FMXHamBE R brokernodegroupinfo.json.
JSON 7 ID B A EFRITMNHE, XEFRARANTFRAENTHAXSF, "Security-
Group-ID"BMAEFin VPC I —PMHSNLLEN ID, 5XLERLAXEKNEFim Al 2L
HREH, NREEESERENZLAE , NIXABREFENCIHNER, E4XKE , £F
= ec2:DescribeSecurityGroups R, BXRH , F5SH Amazon EC2 : AFUARETR
XAMERFHEPEESHE VPC XBKW EC2 £ 4, B , FEHEH JSON XHREEDS
Amazon CLI ZEM T & L,

{
"InstanceType": "kafka.m5.large",
"ClientSubnets": [
"Subnet-1-ID",
"Subnet-2-ID"
1,
"SecurityGroups": [
"Security-Group-ID"
]
}
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/A Important
NTRERE  FEE=ZATENTRAXPEA=ZNFN, EEFIFEELEMSFHEE
EN: )=

NTFXREARL (JNAEEL ) KENIMERE , EEEERNMTEATRAXPERADF
M, ERMA Amazon MSK WHRXEH , BALEERBI =N FM. B FRARLT
TENWAAXH, EOIRERN , Amazon MSK EEEEEN FM 2B FHE 5 EAET K,

2. TERTEbrokernodegroupinfo.jsonX## B FxRHi=ETELT Amazon CLI &% , "Your-
Cluster-Name "B IERBENEF, X TF "Monitoring-Level" , ULIEEUAT=MEZ
— : DEFAULTPER_BROKER, ZPER_TOPIC_PER_BROKER, BXX=ANTRALERIINEL ,
#2227, enhanced-monitoring 2R ANEN ., WRAKFE create-cluster i HHFIEE
2, HIREHIBI DEFAULT,

aws kafka create-cluster --cluster-name "Your-Cluster-Name" --broker-node-group-
info file://brokernodegroupinfo.json --kafka-version "2.8.1" --number-of-broker-
nodes 3 --enhanced-monitoring "Monitoring-Level"

ZaSHEm EmLLT JSON FR :

{
"ClusterArn": "...",
"ClusterName": "AWSKafkaTutorialCluster",
"State": "CREATING"

}

(® Note

create-cluster WP HELSIREER , ER— MRS NFRAIBNTARTE X,
REMERR | ZERESERTITZIFNTAHAX, BRI EAFRSIENTRAXN T

M, REEiR create-cluster @5,

3. 1R7F ClusterArn BME A RALEEZB SN EHMTHMIRE,

4. BITUATHEREEERN STATE, £ Amazon MSK TRiE £ &t , STATE {EM CREATING &%
ACTIVE, RSN ACTIVE Bt , B EREBNERH, EXEHNRNESNEZEER | BSH THME
MSK SEEIRAS,
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aws kafka describe-cluster --cluster-arn <your-cluster-ARN>

A BE X Amazon MSK Bt & 8|2EH A B E X Amazon MSK it & &8 Amazon CLI

BEXREEMN Amazon MSK BEEA R IS XLEBENEE , 5 H the section called “REE B

1. ML JSON REFRISXHHF |, configuration-arnBRNERTRIBEENEEMN ARN,

"Arn": configuration-arn,
"Revision": 1

}

2. 1&1T create-cluster R HEH configuration-info XTEEEE L —SHREN
JSON X #, RAIWMT :

aws kafka create-cluster --cluster-name ExampleClusterName --broker-node-group-
info file://brokernodegroupinfo.json --kafka-version "2.8.1" --number-of-broker-
nodes 3 --enhanced-monitoring PER_TOPIC_PER_BROKER --configuration-info file://
configuration.json

LATR Rz AT e an 5 Ja 89 B 20 WE B2 7R Bl

"ClusterArn": "arn:aws:kafka:us-east-1:123456789012:cluster/
CustomConfigExampleCluster/abcdl234-abcd-dcba-4321-alb2abcd9fof-2",

"ClusterName": "CustomConfigExampleCluster",

"State": "CREATING"

£/ Amazon MSK API t|Z2fE MSK &£&

Amazon MSK API R EEN B EMiIEEMER LB AN —BoUREARNCEZNEETNE MSK
£,

EFH API 8122 MSK Bl ERVERE , SR, CreateCluster
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5| Amazon MSK &£

E3IRE Amazon MSK £ #H 5| SRE , BFEEHMN Amazon BIFEEM (ARN ) . MIREEEZEH
B ARN , ATLLEE S HFT B £ KK BT, iBESRthe section called “FRELE| S,

£}

- R HER Amazon Web Services B RHI 4
- EASIHER Amazon CLI

- 5 API DI SR

£ A% H & Amazon Web Services B4 &

EIRE Amazon MSK 85| SRE | METLEHM Amazon BIRBFM (ARN) » MRBEBEIZERH
B ARN |, ATLLBER S HFF B EBXEREIE. 155 Hthe section called “FREVE| SLE”,

1. BFHITFF Amazon MSK #E#lA , Witk Fhttps://console.aws.amazon.com/msk/home ? Amazon
Web Services B2 F| & region=us-east-1#/home/,

2. ZRETTHKS THHXBNMERESH., TREEEFHFAGENERHNBN,

£/ % 558 Amazon CLI

EIRE Amazon MSK EH K 5| SRE , BEEZELERHM Amazon #IRAF (ARN ) . MREEHIZERH
B ARN , afLUBE S BB 8K E EIT ., ESfthe section called “FJRELE| S E”,

aws kafka list-clusters

M API B B &2

EIREX Amazon MSK &M 5| SRIE , BFEELFHM Amazon BREM (ARN ) . MMREEHZEFH
# ARN , AT LABE 5 HFr B B RKEIT, 1HSHthe section called “FRELG| S,

EGEH API 5| H&ER | S HListClusters,
EEZIFE Amazon MSK £&

MANBERT , RAEEAFFHEME MSK £y TRE— VPC Het , siEFBITREE. RN
T, Kafka BEFIRMTAE MSK £F 2 AN FABEBEEHRELEN , ENRBFEKZF BT BN &
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W, EMNSME MSK £E TR — VPC FHNEFIRERTZEH K FHRASEHNZSAEFESXK
BEFHZSARENALEAN, BEXIEEXILEANNVER , FSRZSEANN ., BXRIMMANSEE N
FE— VPC # B Amazon EC2 £4li5 R EE M RH| , 55 Hthe section called “FFIAE"

(® Note
KRaft TTEIEE N F MSK Express KEREER TS AFF MRS RN =5,

ENER VPC 2T imEETIEH MSK B BEH , FSRMNEE Amazon #Y VPC WEHIS
EREIT I H .

ES]
- BAXME MSK £8 A H 7
« NEER VPC W& Amazon B AER#EIT IR

BRAXTE MSK &8N K15 R

Amazon MSK R FZiE BRI B I1iE1T Apache Kafka 2.6.0 RE S MRANTRE MSK EERIEM A HH
FXPR, HFZEER , BEQE MSK EFNEEZFBLAHRIBRINRE, ER , BUUEHRNEERHFU
FEETHEAFIHE, BETUBE-NFER  RENHEFTESN , FETHIFHE,

WA LAFF B3 MSK EEM AR BRINE , TEXNENER , B BEBRNBESESIiRE
Amazon WEEEZR TR, EXENMWEE , BZSHE Amazon EC2 #ZHEEN

BAEMNHKRMEREH Amazon MSK AL B EF F R X0 $L IPv4 TR IPveiERE, EEFLEA
ARFESE , AEN 1Pv6 Bl S ARG EERTRIANA R EERE. BUEHN IPv4 2| SFHE
FaE AT PV, IEE , MRENERREAARFRNR , U IPv6E| S FHRPFREE L’
R ThEE. BXEZER , BS MR Amazon MSK SEE LB Wik MK E,

(@ Note

MRREAKZ SASL/SCRAM B mTLS ARSI 5% , M A0 5% N EFFi%E Apache
Kafka, ACLs Af5 , AREHNEE , /&8 allow.everyone.if.no.acl.found RE&E
N false. BEXRWMAEHEREENEE , S Hthe section called “REFLERIE"

EFBNME MSK SN LR TFEMNER , BABRERBZUTHERMSE
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« BEERXBNTRLARNE FM. BMNBFREBE —NE5Z2XBNAE IPv4 thit , NF IPv4
b ak B E M0 Amazon VPC EMTTETR. XEWRE FMAMEERRNBHARIEETERAN
Ko BXRWMABIEMMMEBRNMXHER , 5 (Amazon VPC AFIER) H A BB MK
xa A VPC BEM ik R BR

« REGHWIERHREBEFISAIXE , HEMSMEDF BT BB ESHZEZ—  SASL/IIAM, SASL/
SCRAM , mTLS, BXxIMAEMHEFHN T RIZRF 5 ENWELR |, 55 Wthe section called “EFEEHZ
o
MAFBEBRNNNE, FRREZCEEFFNMWEINRE, N TEEFF N T RS A
BOEH TEREFBENZR. At , S TEEEDOMNZL T RARSHCIBOES  TEREF
B H T ENR,

- REMFFHZENBAHTELTKT, BXEEFBHMARANEER , S Hthe section called
“EHMERTZEM .

- MBEBFEHRE IAM HREZEE HEENFARERREHTZNRRE , 15 @the section called “IAM
HEEE]", BX Apache Kafka F9{E 2 ACLs , 25, the section called “Apache Kafka ACL”

EEHER MSK £EEFE LEYWHNSRME |, B LAEA Amazon Web Services BEE#2#|& Amazon
CLI, =% Amazon MSK API FB AR FRNR. FEREHEHN ARG RNERE , B AN EHRER—M
HESGREFHFER, BXRRNEHSISKREBNEE , S Rthe section called “FRELE| S L E",

/A Important
BRTHBARIFEINERESN  CERREFNLTLAEGATFNER IP it #1725 E M A S
TCP MM, Eitt , BiIVERAESBIZEXLEMNAN, BEXRXZLEHMABHANNER , BSH
{Amazon VPC AAF¥Er) M & VPC WZ£4H, AXIKAS , iS5 the section called
“UmOEE ., BRUNMMENERZ AWMU |, {55 the section called “EZ 4",

® Note

MREZBLUTRBF B LARB RN , BHLEHRIEE | ESMthe section called “ToiET
B B FF 3 A G R N RHIEEE
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£ REHI BT B 2 HEENER

1. B FZHfEhttps://console.aws.amazon.com/msk/ZRF FTF Amazon MSK #2#|& ? Amazon Web
Services B2 #| A region=us-east-1#/home/,

2. EEEIRP , RRENHEHFBLHBRNRHES,
3. EREMRIF , RAERIMBZRERS.
4. EERBELLTENR,

EAF B H 15 R R Amazon CLI

1. 1Z{TLAT Amazon CLI 5% , A& ClusterArnEiCurrent-Cluster-Versionty ARN 1
BIRAFRN, EEREFNYBIRE , F#EHDescribeClusteri® ez desc ribe- Amazon CLI
cluster 5 H. RHIRARZ KTVPDKIKX@ODER,

aws kafka update-connectivity --cluster-arn ClusterArn --current-
version Current-Cluster-Version --connectivity-info '{"PublicAccess": {"Type":
"SERVICE_PROVIDED_EIPS"}}'

% update-connectivity S H M EHWMT JSON REIFT R

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

@ Note
ERANHTHRNR , EEAKLE Amazon CLI %, BRAFAUTERESR

"{"PublicAccess": {"Type": "DISABLED"}}'

2. E3IRBupdate-connectivityBR#ELER  BFETUTHS , ClusterOperationArnBR1E
o FIREH ARN, update-connectivity
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aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation S HI% HIELT JSON ROIFTF R,

"ClusterOperationInfo": {

"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2",

"CreationTime": "2019-06-20T21:08:57.735Z",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "UPDATE_CONNECTIVITY",

"SourceClusterInfo": {

"ConnectivityInfo": {
"PublicAccess": {
"Type": "DISABLED"

},
"TargetClusterInfo": {

"ConnectivityInfo": {
"PublicAccess": {
"Type": "SERVICE_PROVIDED_EIPS"

IR OperationState HY{EN UPDATE_IN_PROGRESS , BFE#&F—ERetE , RAEBXET
describe-cluster-operation %,

5/ Amazon MSK API FF /& 23 i [al £ BR

- EfEA API FEHXAEFHNLHTFRINR , S HUpdateConnectivity.
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® Note
HTFZ£ER , Amazon MSK F A2 A4 Al Apache ZooKeeper =% KRaft 2 #8517 Ko

MEEH VPC REB Amazon 1B 423 1714 8]
EMEFHM Amazon VPC AEE Amazon {BAERERET MSK &£8 |, TJLUER LA TR,
Amazon VPC 3¢ &%

ENEEERMN VPC TER VPC EHEFIEA MSK £5 | LA LIERE 2R EXNFERE, VPCsHX
VPC WEFEENFER , BHZ N Amazon VPC XN FEEIERM,

Amazon Direct Connect

Amazon Direct Connect B AR 1 FIKMEL 10 FIKMLEAAR MK LT BB Amazon SR HY 7 b R 4% 4
BERZME, BN —mEZIENEESR , 5 —iwEEE Amazon Direct Connect B8, Bt
EEE , BA L EEAEEDT Amazon = Amazon VPC WERIED | &3 MERERHNEBR MRS
RBitrm, BXEZELR , 5 Amazon Direct Connect,

Amazon Transit Gateway

Amazon Transit Gateway =& — TR 8EM% F A 1th N 4% VPCs FEHY 2 i B IE 2 £ AN RS -
BXWMAEA Amazon Transit Gateway{E & , i§Z ] Amazon Transit Gateway.

VPN % #

AT B R LUF B A A VPN EEESET | 9% MSK B VPC EREIERMARAR | VPN %
.

REST X

&R LATE SR BFAY Amazon VPC HIE{THISEAI E %% REST K3, #A REST KE , tIEF[MER R
REfBIEIE HTTP API B REEEERE.

ZXEZ VPC E#

BUR M #5ER 7  T AR XA 24N X3 VPCs AVEEGET - X% VPC E#,
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B X% VPC FAEESE

EATF Apache Managed Streaming Kafka ( Amazon MSK ) £&#/% VPC #AH3%E$#E ( BH Amazon
PrivateLink ) Rt %% , ZUEELES BRI REEFTEEMUFAE S () MK~ P B Kafka & i
(VPCs) 1 Amazon Ik /2 F) L B #h MSK &8,

#HZ [ Single Region multi-VPC connectivity for cross-account clients.

EC2-Classic WM& E & A
Amazon MSK B % #{# A Amazon EC2-Classic M£Z=1TH Amazon EC2 441,

2 EC2-Classic Networking is Retiring — Here’s How to Prepare.

B X4 Amazon MSK % VPC FABE#E

EFF Apache Managed Streaming Kafka ( Amazon MSK ) 58 #9% VPC FAHEE# ( B Amazon
PrivateLink ) {2t %% , ZTeEE LB BRbFREETTREMURE S () MK/ Y Katka &7 s
(VPCs) #1 Amazon i FiE # 2L 5 MSK £ 8.

Z VPC AEEER—MIEEXNMRAR , AH{t% VPC MEKFIEZNMEEMIZE, ZF im0 LA
B E#EZZE Amazon MSK £8f | PrivateLink BRSSPI B RERIFE Amazon &R, EA TSz
MSK E£# K% VPC FABEEER TAE A Amazon MSK 89 Amazon X1,

£

- HAR% VPC AAEEE?

% VPC B IEENLE

- % VPC FAEEENERTRFI

FRERAZ VPC AAEEE
FHEHLHNBENFR

- %5 Amazon MSK EFE VI E X VPC iEH
HIER S Amazon MSK S8 E R VPC E#

- % VPC AAEEENNR

T4 2% VPC A EERE?

Amazon MSK #y% VPC FABE#EZR —MiEEEI , AFEEREETREMIES (VPCs) M
Amazon & 7 ) Apache Katka & iwiE 2] MSK &,
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Amazon MSK BE E& KM ELEWKS 7, XERBATERMEEQHEM Amazon KFETE
MSK & EVAAEENINR,

% VPC B EEAI S

BSHMEEFRG EMEL | 2 VPC REEZEFUTIANME .

. EALLB 34T Amazon PrivateLink EEBRAENIZEEE,

EAW IPs EEZECEHRTER VPCs , N\MEFLE 5HM VPC EEBRIRBERNFESR
IPs, EZNNEFEEMEHK.

BRI BMERER T MSK SR KRR E LML Amazon P BERIRE S MSK £ENBKFILE
Ei, BEKFEERTLRNRERSHENNBEIAT, 45 IAMEBFESQRIE—BERN , &
to o] BAE A SR B SR B N IE M B P um B 4 E X Kafka BIEEHRAVINER .

% VPC A EEAER MR

WERIEITS VPC AAEEEM T MSK B ER

R A Apache Kafka 2.7.1 {ESRALEZ VPC AAEERE, BHRARS MSK £EHEZEEANEMAE
FPin#fiz 1T 5E£# %A M Apache Kafka M4,

- ZVPC EEEZFFHRIEER IAM, TLS M SASL/SCRAM, KL FHRIINEHTEZERAS
VPC #ABiEE,

o WMREFEH SASL/SCRAM = mTLS iFR2RHF% , W AR EEZE Apache Kafka
ACLs . B , NIEMEEIRE Apache Ka ACLs tkao ARAfE , ENEHNEE , FEHNEM
allow.everyone.if.no.acl.found REXN falsec. BXMAEHEHMENELR , HSHthe
section called “NEE BIRIE’ ., MBEFEHNE IAM R HEBENFARURBREFTZNE
B , 25 the section called “IAM T3 [RI#2 ", B} Apache Kafka BI{E 85 ACLs , 55, the
section called “Apache Kafka ACL”

- % VPC RAEEET X t3.small EHIKE,
o FXEBE Amazon XMW % VPC FABERE |, N EFR—XFHRH Amazon K,

- BiRES VPC REER  WEFPHTFRABLASERTRARAE, CELRBRE S HTRA
$E3 T MM E A X IDsAER

« Amazon MSK 7 %## 5 Zookeeper ¥ R i1% VPC FAEIEEE,
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FaEAZ VPC BT

K
[

5

ST EKF ARNMSKERLE  AEFHLEW IAM BHRIESRFEZ VPC E#E
S EBREEM T MSK £ 8

SR3: ATEREESRIEERN VPC EENEK, A/ BRE

5

\:Fr\:Fr\:Fr
m

AHREA—NELNAGERRAE , HBAWAERZ VPC E# |, ¥ Apache Kafka & P is M EBFHY
VPC A AmazonfB AR TEREEI MSK &8, NBEERBKFAF ASNEFREIE MSK 1
EX VPC EENEE , SFEMENEFHNR, ZEBEEER MSK £#MEEE MSK £EH ELFH
PrivateLink 1% , }i&F 5 HRIE S RKBHFI LR TTE,

EAHENTEBOH , RMNEEERTHRGIMNER, XAFEREENRTHTIRE MSK £&H
& P i SR A5 B ME — 3R T

LRBINMEEENT

Sk AP (Kafka &P ) M MSK 8L TR —4 Amazon M&E/XigH , EEFRENIKSH
« K A Y MSK £
- K B #HY Kafka &/ i

- BIKFRPRER IAM SRS RABEES MSK £,

RYRRMIRE —MEA Apache Kafka iRA 2.7.1 REBMACIENTRE MSK &8, EFKEEIRE
ZBl , MSK SEBMMAL T ACTIVE RS, NBREBENBFEEXRIEN , FEAS VPC RAEREK
EED SR E P in N E M '—-_J%ﬁﬁﬁﬂ’ﬂ Apache Kafka M2,

THREEE 7EZEITRE Amazon IKF R E i Amazon MSK % VPC E#EEM,
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Eﬂ AWS Acoo AWS A
Priva
w
= 10.0.0.10
10.0.1.15
Cluster Palicy 10.0.2.25
S0 &>
N
Armazon MEK Amaron MSK managed
VPC connections

ST ERST AW MSK &L, AEFE LN IAM BORIEFRFTES VPC EH
MSK SE#Fr B & B EE MSK & GZEHL T ACTIVE REFEZER LHTEERE.

SHEMBEFNNERH LA TEIRSHNEMEHRIELR , #LT ACTIVE RENER LT RS
VPC #AH &, XL UpdateSecurity APl 3 MSK 2| &K5EMRK. IAM, SASL/SCRAM 1 TLS
BERRIIEARXES VPC WEEE. TENREENRINEHEASZ VPC REEHE.

MNTWAH , EEEFEFEENEA IAM FHBIER R,

(® Note

MRIEEN MSK EEH B #FEH SASL/SCRAM S/ RIEAHE , FB4 Apache Kafka ACLs /&
% “allow.everyone.if.no.acl.found=false @4 FM., N Apache Kafka ACLs,

HEEHZ VPC RAERERERN , Amazon MSK 2B RBFWRRFER , AEFREERE. THIL
HREARRZSEE 30 7HRERNE, AEMEZEN , BT ENEFRTEMBER.

EREHAENKF ATHNEE LNEESHRIESRITFS VPC

FTFFE B FRTE K F https://console.aws.amazon.com/msk/BJ Amazon MSK 2 #14&
ESMBEERN MSK £8T , EREFUE TKFPHERH XK,

ERENS VPC AEEEREENSER. SHLTLT ACTIVE RE.
EREREMETF , ARRIMKXRE.,

ERRBTUXE  REEEFEZ VPC EE,

o &M 0 bh =
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6. ERENMEFTEN RIS HIFHRIERE, XTHAM , FEEET IAM B8NS HK
iE,
7. ERREFER.

Example-#£ UpdateConnectivity 528 EFF /5% VPC FA B EZFHRIES KM API

ER MSK ZHI 8N EBRAE R , BALUEEA UpdateConnectivity APl FF/5% VPC FABERE , H1EED
ERIRESHRIEAR, UATRASTHIERTET IAM SHRIEFR

{
"currentVersion": "K3T4TT2Z381HKD",
"connectivityInfo": {
"vpcConnectivity": {
"clientAuthentication": {
"sasl": {
"iam": {
"enabled": TRUE
}
}
}
}
}
}

Amazon MSK Al ZFAEEEMEN MK EMIERE. Amazon MSK 2 A W ZEEMEEENES S KK
R E—AFNSISREBRR, BIE, ANENRIIARETFTXEZ VPC B IERE,

SR 2 HEFREEM INE MSK 7

EHMAEULUNERER (MR ETRRNER ) MTNE MSK &£8 | fEEHSFEZ VPC A
BiEE, EHERABTFEFRMNEMKFIHRIEFNNIR, EREEHRKH , SEENENIHRE
MSK EE MK~ HK~ ID, 1§55 How Amazon MSK works with IAM,

EEMAELTRERFRBEHME MSK £5 | ZRMFENIKS B HHBEKS AP RIEREN &R
B, AR A PEY MSK SEEERITUTRE

» CreateVpcConnection

» GetBootstrapBrokers

* DescribeCluster

EEEITE MSK &8 38


https://docs.amazonaws.cn/msk/1.0/apireference/clusters-clusterarn-connectivity.html
https://docs.amazonaws.cn/msk/latest/developerguide/security_iam_service-with-iam.html#security_iam_service-with-iam-resource-based-policies
https://docs.amazonaws.cn/msk/latest/developerguide/security_iam_service-with-iam.html

Amazon Managed Streaming for Apache Kafka FERARER

* DescribeClusterV2

Example

ERSE | BLTRESREFRIER JSON RHI , RET MSK #£H1E IAM policy 4iERH ERAIERIA
Hig, UTRIBRTER, TEMARNL AR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "123456789012"
}I
"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2",
"kafka-cluster:*"
1,
"Resource": "arn:aws:kafka:us-east-1:111122223333:cluster/testing/
de8982fa-8222-4e87-8b20-9bf3cdfal521-2"
}I

{
"Effect": "Allow",

"Principal": {
"AWS": "123456789012"

},

"Action": "kafka-cluster:*",

"Resource": "arn:aws:kafka:us-east-1:111122223333:topic/testing/*"
}I
{

"Effect": "Allow",

"Principal": {

"AWS": "123456789012"
},

"Action": "kafka-cluster:*",
"Resource": "arn:aws:kafka:us-east-1:111122223333:group/testing/*"
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}
1
}

THEER R MM INE MSK &8

1. 1€ Amazon MSK &I 5 H# MSK &8 T , FEKR,

2. BTRFEFLLRE , ARERREEHRK,

3. HEERHANREEHEEBREEL  EE2 VPC EENEARKE,

4. EKF ID FEBH , MANERFELEFNESNKFWIKS ID. E&8MA DN, EREFHES
B R RHIEEE JSON 1EEH, RNV ROIELERrEF , IKF ID A 111122223333,

5. EERFREFER.

BXREHKWEER APIs , 5 Amazon MSK & T #RHY K BE,

|3 ATEEFFHREEN VPC EENEIKS A RE

EEE MSK £ERHTENKF PN E w2 BIRES VPC B EE , EKFAFPZEENZEF iRt
RER VPC ., ESUERF , I HSNEFiREEE MSK £&, E4AAMP , ERFERE—
NE U

BERmA A ERAXSNSHRIES R IAM, SASL/ISCRAM = TLS, 8MNEERN VPC E#ERgES—1
BHRIEFREXE, YTEFFHHEEZN MSKEF LEER MRS BRIES R,

XTUHAS , FREFFREHRIEAR , MEKS B PHEFRER IAM S ORIES R,
FREM
LEEFEUTIE :

- ERIRIEMNERRE  AAKS B FRESRRTXKS A FEY MSK SEEMITRERIER.

- FINBIKS B PEF WA H AR, AIRT
kafka:CreateVpcConnection, ec2:CreateTags, ec2:CreateVPCEndpoint #
ec2:DescribeVpcAttribute BENNPR,

Example

T REAREF RS0 KEEH JSON Rbl| , HESE,
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JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"kafka:CreateVpcConnection",
"ec2:CreateTags",
"ec2:CreateVPCEndpoint",
"ec2:DescribeVpcAttribute"

1,

"Resource": "*"

}
]
}

AWKF B FNEFREEER VPC EHE

1.

2

MEFHEEALRIEH LK, B PHFFImEZIINIKS A P MSK £EHER ARN, 12 T5H
B ARN BUECRISREERA

EEFIRKF B MSK Z#H&/F , BRER VPC EZ , ARERAEER,
EEEREBERD , 5 ARN MIEF KR ARN XAFEHR , AREFERIL,

EIKF B AEREFIRN S MRIEEE, X TLAA , BELNRBEF IR VPC EZEMNIER IAM,
RNEFWmER VPC,

ELEBRFEANTTHAXMKEKN TR, BRI IDs M Amazon BIEEH| & EEFMEERIRIA A
X , W AT LAfE A DescribeClusterAPI B desc ribe-cluster Amazon CLI fs 5 3REl. & IDs BEF iR
FRIEEEN XIS MSER TR XEETE, MERD>FRAE , BEE 15 MSK £8#E
BMHERBEXE ID BF™,

AL VPC EEER R LA, BUUEARIANZEE, AXEEXLENESER , H5H
Control traffic to resources using security groups.

EIR O EIERE,

ENEKS B MSK 24|48 ( £BFMAER > BN VPC ) HIFHSISREZRF S
NIk , FERAEREEFTHETERNSISREFTRE, EFEFKF BH , AAUETEA

GetBootstrapBrokersAP| RIEZHI A EHFH FHEEFEEF I SREIRKEEFSISREIIK,
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10. BUTHZREFHE VPC EEXBKNELZE4A .

a. A PrivateLink VPC iR AEFHN |, LAFRBEIKF B MEN IPSEEMNFIERE.

b. [[i%]RES MSK £ HMHMNERE, £ VPC ZH AR MEREZ A, KREHEM
N, RERFEATBE 14001-14100 FINEENL TCP REMMN, 2 VPC MEMEFIIEFIE
E YT 14001-14100 3w OSEE . ES RN K A E RS,
1. kP B PN EFIREENERA TS VPC EEZENHSISREEREDIK, A R MSK £

B, 152 Produce and consume data,

BISERE , Amazon MSK 2 A8MNEEN VPC M BRI S REIBIEER VPC £, itz+4
S/MMEEEXE, LIEER VPC EEH Amazon MSK BB A AR EEEIRIE, BAER—4A
5| SR B #HEE T Amazon MSK &8,

EMERLNEBERAE

% VPC FAEEEIHZHRNAR | — NN FHRIES RHFSASL/SCRAM, IAM, and TLS. The
cluster owner can turn on/offf/AEERE, EEF MM T ACTIVE IR F sERITHLIRE,

5/ Amazon MSK #Z#HI A B EHRIEHFR

1. Amazon Web Services EEZH & PN EHRBHEEITIF Amazon MSK 2%l5.
ESMERN MSK £8 T , BEREFUE RKF PRIERSIR,

ERERBVER., SN T ACTIVE R7S.

ERERBEMHETF , ARRINBRE.

EREBTUXE  REEEFES VPC EE , UITBEFHNSHRIESR,
ERENMERTEN —RH S S HRIERE,

R RERE.

N o o bk~ W Db

HETFTEHNEARIESRN , BENZAFNSFORIESRCIBFNEER VPC EE  AEHRES
i, AERARETHHHRIES RN SAHE,

HEEDTRE MSK £8 42


https://docs.amazonaws.cn/elasticloadbalancing/latest/network/network-load-balancers.html
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£ Amazon MSK #2#| & XA S HRIE SR

(® Note

HENFORIEFRRAZ VPC AEEN , MIESEEMXNERMRE , 8FFEERX VPC
TEHE, EFRMIER,

HENFHRIUEFRXAZ VPC B EERN , EFIRNIE VPC EEFNER INACTIVE RE , &8
ik Privatelink BAtiZHE ( LIFFLER VPC EHE ) FHEMER. B/ AP REERBRLA T IEFIIREH
VPC iE#, MREERLEXITENEEE , IIBKFAFSECESSRNINERE.

#£ Amazon Web Services B2 % & FTFF Amazon MSK &l &,

ESMEBRK MSK £8 T , EREFUE RKF PRYERIIXK,

R ERENER. EHXALT ACTIVE RE.

EREREMHETF , RAEERIIMKXRE.

ERRBTUXE  REEEXAS VPC E#E , UXASHRIESE,
ERENLEFXAN— RS EHRIERE,

TR RAIER,

N o g M D=

Examplef£f AP on/off | %% & IiE 5 =

ER MSK =4I ANEBRFE , BT LUEERA UpdateConnectivity APl FF/5% VPC FABERE |, H1EEF
ERIFRESHRIISFR. UTROIERTH SASL/ISCRAM E£EFTEM IAM BHRIFAHE,

HIETEHNEHRIES RN , EENZAFHNEFHRIESREHROEES VPC EE , AEHES
i, SMERAE T H S HRIER R 5| FRE,

HENEHWIEFRRAZ VPC AEEEN , FFmAIAE VPC EEREN INACTIVE RE |, &5
iwAY Privatelink EAtigiE ( 2FEFEERX VPC ERE ) FHEMIER. BEIKS A S R BRL T IEE3IRSH
VPC E#., MREEH LBRATELAERE , NEK, A SRESEHNNEE,

Request:
{
"currentVersion": "string",
"connnectivityInfo": {
"publicAccess": {
"type": "string"
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iy
"vpcConnectivity": {
"clientAuthentication": {

"sasl": {
"scram": {
"enabled": TRUE
1,
"iam": {
"enabled": TRUE
}
1,
"tls": {
"enabled": FALSE
}
}
}
}
}
Response:
{
"clusterArn": "string",
"clusterOperationArn": "string"
}

45 Amazon MSK £8 U EER VPC iE#E

B EREEAKSH Amazon MSK 2414 |, AT LUELE ik VPC i, B iR VPC EEXAHL
FAIARS T RERIEL, BAREEEELRETEEIEZIERNE A IRNIEER VPC EE, Ef
I REERN VPC EEEZIEFin , BEEHRBPEENEFRN TR, EEEMEERRKIE
MR EREZH , ZEENAST4ERA, 1525 Delete a managed VPC connection to an Amazon MSK
cluster,

£/ MSK #Z2#| a4 % Fim VPC &

1. 1£ Amazon Web Services EE#Z#|& $TF Amazon MSK &,

2. ESMERT  EREFHRIIMNKRE > B VPC EEIIXR,
3. EBRERLENEE 6 ARERELEFIK VPC EE.

4. WINERLFNENE % VPC E#,

EFH APl ELEER VPC iE$#E , 5fFEH RejectClientVpcConnection APl
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https://docs.amazonaws.cn/msk/latest/developerguide/mvpc-cross-account-delete-connection.html
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M BERE Amazon MSK £8HIETE R VPC E#E

SIS AP AN EF iR ES SRR MSK £EMRIEER VPC &, SHMEERAFTHER
B VPC E# , RUTENEREE A, PR ZERE, VPC EE-ZNER , MA2BF~E %A

EREFHERERIEE R VPC

1. MEFIHBIKF S , £ Amazon Web Services B2 #| & 3F Amazon MSK 4|4,
2. ESMEBERPERREER VPC EE,
3. MEEIKRPEREMBRNES,
4. WHIAEMER VPC iEHEE,

EFA API BIERIEER VPC iE$# , 5 DeleteVpcConnection AP,
% VPC FABEEA R

ATEETHERASZ VPC REEZEIENEF RNERFMENNR, 2 VPC LAEEEEREFHE
BREMNS MSK £EHEBURRER VPC EENENEF iR LAIENR, ©EER MSK £HEER KT
MSK £t /5 F PrivateLink i1 |, &R B HRIE S BRIZBHIXS EBMNIHE,

SEHS ORISR M EZ G E R

NEFIRE MSK £EHBEANESHRIESRF B Z VPC RAEEZEEE, BSHZ VPC AEEENE
SRAPREl, MBIBERF MSK E£B B B N #F A SASL/SCRAM BB IIEAER , BBL Apache Kafka ACLs
BHRMSEN, allow.everyone.if.no.acl.found=false N EEIRE Apache Kafka ACL f& ,
BEHEHNEE , MiZEENEM allow.everyone.if.no.acl.found RENR false, B
FHEHRRENEE K BSRRERBERE,

S SR A RS PR

R Kafka B IRFTHEMN Amazon IKF & MSK S8 E , i E T EER R INE MSK &5 |, %
REERNEF i root AP HTIEIKF ERE, ERLER MSK 25151 IAM RigRIESR (EHRE
RE > REEHEK ) RES VPC SR XM , WA BIERALLITHE APIs REZERFHM

PutClusterPolicy

FEBRIEHMBIER, B LAMERIL API REIEHEFHIEEMN MSK £ KK, NMREEFHK
R, NATHEBFERERAFE M currentVersion FE&,

GetClusterPolicy
1 ZR Bt H0 3 S5 B Y SR BF SR MK SCAHAY JSON MU,
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DeleteClusterPolicy

i BR &S B SR B

BT REREHRIEH JSON Rl , RETF MSK 2% & IAM policy 4miE8: P E R REE. TR
BTER. TEANARTENR,

JSON

"Version":"2012-10-17",
"Statement": [{

"Effect": "Allow",

"Principal": {
"AWS": [

"123456789012"

]

}I

"Action": [
"kafka-cluster:*",
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescxribeClustex",
"kafka:DescribeClusterV2"

1,

"Resource": [
"arn:aws:kafka:us-east-1:123456789012:cluster/testing/

de8982fa-8222-4e87-8b20-9bf3cdfal521-2",

"arn:aws:kafka:us-east-1:123456789012:topic/testing/*",
"arn:aws:kafka:us-east-1:123456789012:gxroup/testing/*"

3

5 MSK 81 % VPC ABEEENZFF imi R

E1E Kafka B inM MSK £EZBIRE S VPC EEE , BERnTE— NS 0K , ARTX
EFPimth4T kafka:CreateVpcConnection, ec2:CreateTags # ec2:CreateVPCEndpoint
BRENNR, UTREXREFKS M EREH JSON Rbl , #ESE,
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JSON
{
"Version'":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafka:CreateVpcConnection",
"ec2:CreateTags",
"ec2:CreateVPCEndpoint"
1,
"Resource™: "*"
}
]
}
wmOES

FEANT®AS , A& Amazon MSK AT EE Finit EHIES :

- EUHXSKRERE , BEA®A 9092,

« EEN TLS MBEEREEE |, HFEAKO 9094 #1THZF Amazon 58 , A O 9194 #4170+
WA,

« EET SASL/SCRAM 5242 ABE , BEARKO 9096 #1THEZBiAE |, FHAKO 9196 Amazon 3
T iEE,

s EEYBENERANERTHNREEE | BFEHKEDO 9098 #1THEP Amazon i8] the section called
“|AM 5 AR &7 | AN O 9198 TR iFE,

s BEFfEAMANAK IPv6 MERAERLNEE |, FHEMIKDO 20092

- EERERNFER IAM R EHINERFINRERBE IPv6 , BEEARKO 20098,

« E SASL/SCRAM B S5£ 4L ABE IPv6 |, BEFERIKO 20096,

- B IPveiwHd 20094 5EX A TLS MEMNAREBEHRITEE,

HEEDTRE MSK £8 47



Amazon Managed Streaming for Apache Kafka FERARER

FREX Amazon MSK EE K 5| SR E

5| S E 2% Apache Kafka 2 /i 7] LA RIE$E Amazon MSK B EHIR, IR AETIHE
ERNNAERE, L LUER Amazon Web Services EIE124]4&. Amazon CLIZK Amazon MSK
API 3REL 5| SR FRE,

FH

- EAIREE|SEFRIE Amazon Web Services BRI H A
- EAIREE| S EF1KE Amazon CLI

- A API JRENG| SR

£ AIRE S| S T2 FXE Amazon Web Services BEIEiE4 &

LSRR T A {E R RENERN S| S KIE, Amazon Web Services BIEiE4 A 5| S RIE—HEHE
Apache Kafka B s J LAEERZEHREINRENIIR, BIRFT—ESEEFFINWMENRE,

1. BFHITFF Amazon MSK ##lA , Wik Fhttps://console.aws.amazon.com/msk/home ? Amazon
Web Services B2 F| A region=us-east-1#/home/,

2. ZRETTHKS THAXBENAERSH. EREFEMAEFTHREHA,

3. EEHWENEL , EBREERTFHER. XERTE|ISERNKRELURK Apache ZooKeeper iE#
FREB,

£ AIRE 5| S F R E Amazon CLI

BITUT@®S , N ClusterArn B H QIR EEFIIREN Amazon BIRE# (ARN ) . WRE%
BiZEEW ARN |, B HArEEESEXKIT. EXEZEL , 5 the section called “FI HE
B,

aws kafka get-bootstrap-brokers --cluster-arn ClusterArn

¥t FEH the section called “IAM iF[E]#2&]” B9 MSK 58 |, Zo S B ILLT JSON RAEIFTF R

{

"BootstrapBrokerStringSaslIam": "b-1.myTestCluster.123z8u.c2.kafka.us-
west-1.amazonaws.com:9098,b-2.myTestCluster.123z8u.c2.kafka.us-
west-1.amazonaws.com:9098"

}
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UTROIERT EIF LR FRNERENSISKE, £
FiBootstrapBrokerStringPublicSaslIamAF A5 |,
FABootstrapBrokerStringSaslIam=#&F &3t {THER 1B Amazons

{
"BootstrapBrokerStringPublicSaslIam": "b-2-public.myTestCluster.v4ni96.c2.kafka-

beta.us-east-1.amazonaws.com:9198,b-1-public.myTestCluster.v4ni96.c2.kafka-
beta.us-east-1.amazonaws.com:9198,b-3-public.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9198",

"BootstrapBrokerStringSaslIam": "b-2.myTestCluster.v4ni96.c2.kafka-
beta.us-east-1.amazonaws.com:9098,b-1.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9098,b-3.myTestCluster.v4ni96.c2.kafka-beta.us-
east-1.amazonaws.com:9098"

}

BISREFHENTESKREHE MSK ERNTARH=ARE (BRIEREHEAIAMETA) .
A API 3RELG| SR E

EfA API RREG| SEEFRE , ESHGetBootstrapBrokers.

W8 Amazon MSK &£ &
Amazon MSK AT LLUEBE Z A R # BB LI E Amazon MSK £EIRS,

- WH# MSK Y15 Apache Kafka EEMHFEAIEEIL S# |, #HE&E CloudWatch &, B3 Apache
Kafka 4% ( ‘@¥& Amazon MSK RRIEtHIERR ) WEZE R |, i3 Apache Kafka MR 5H2,

o &t ] LAE A TR NS 35 R A F2 7 Prometheus R MSK %8, B> Prometheus BEE. , S
5 Prometheus XA, BT MMMEA Prometheus i EREHTIE MSK &8 |, S the
section called “ff F Prometheus Bt 1T453%",

o (MRRIVERE ) ITMBEHETATHEEBEREIET , Amazon MSK B QB R EREHBERE
R, NMEBRLERHETHRRE, EBRERBREAN BN REEBRERETEN, XBEHTE
EHARENBEESFEZNAAHRERERE . Amazon MSK £ B IFiX LR EE K& T 5
MSK #2#|& EventBridge, Amazon Health Dashboardil & #h LK #& Amazon Ik 7 #9 B8 F BB 4Bk 3
Ao BXGHBEBHRNESEER , BSHEA Amazon MSK BB EER.

i
o FAEEFLI% MSK 385 CloudWatch
o AT UAHEFREZLZLTEH Amazon MSK #E#r CloudWatch
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- ATHEHRREZLHEH Amazon MSK #5#4% CloudWatch
- {#f Prometheus % #ii& MSK £&

- BEERFIOR

- {8 Amazon MSK B EEIR

FEREFL D MSK 188 CloudWatch

A LAE A CloudWatch 2 &l& . #3547 CloudWatch API %32 Amazon MSK By18%r. A TN
Bl 6E A IX R E R 5 R 15 R I8 RR.

f£ A CloudWatch 34| A 15 B 3EHR

&% Amazon Web Services EE#2H|& H$TFF CloudWatch #2#|& , Rk N https:/
console.aws.amazon.com/cloudwatch/,

1. ESMERP , ERER,
2. EEFAEIREIF , RF%EE Amazon/Katkas

3. EBEFFTRIINIEIR , Hi%ER Topic, Broker ID, Cluster Name (£8, K ID, E&EH) X
FRERFIAIEFR , E1%&$E Broker ID, Cluster Name (X ID, EEEWH) ; W TEHRRINE
¥R , L Cluster Name (B &),

4. (Wi ) EEXRERT , RRSITHREMNEE , REEAXLERELR CloudWatch Bk

EiFREFR , B A Amazon CLI

f# /A list-metrics 1 get-metric-statistics #%o

£ CloudWatch CLI i5[B¥E#R

£ A mon-list-metrics M mon-get-stats i

£ CloudWatch API i [A18 %R

£ ListMetrics 1 GetMetricStatistics B 41E-

AT S EREZLZ4L I Amazon MSK f8#r CloudWatch

Amazon MSK BT 5# &R , CloudWatch HLtEBAI LAY E, BEFE MO ITEHN MSK FrtE
KL HEM CloudWatchigbr, RE2 BIINERN MSK B ENEHEENIER , HE
fE 1 72§ #EIE CloudWatch —iR, BRI LUNTE MSK BN SEERRINTE N A TL A2
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— : DEFAULT. PER_BROKER. PER_TOPIC_PER_BROKER % PER_TOPIC_PER_PARTITION, HF
BAPNRETR T ESMNERRH T BRANIEER.

(@ Note

£ 3.6.0 RESRES , —% AT CloudWatch %128 Amazon MSK IS EZ M EE X, FHE
B BMRIEIRIXLEIIR, W TEMEERNIENR , TRETRT 3.6.0 RESRAFFERANA
I, BE/a R 2.8.2.tiered MRANH fiE B9 B o

DEFAULT R BIiEFRE TR, Amazon EN T1H P H#EIR 7T HMIEIRH CloudWatchZE o

HH B 12

TRAHERAISIRIE DEFAULT B RBITTAH, XLIERERTN,

Name A] DL B[] Dimensic 1B
s
ActiveCon EEHH#AACTIVERR HEHE HEANLEENR , SNEHREE—
trollerCount BB i NEHIBRA FIESIRES,
BurstBalance EEHHEAACTIVER EHE HBA-AHRENSFRKIATESH
AiEo . R HHEBS%E, AEXRFAEERHER

#HID ETERAER.

HEWEEMEEBET R AR MR
B , BurstBalance A4&X EBS %
#HITHRE. BXEZER , S0

Ry MR MR,
BytesInPerSec TEoIREER, K2 SUVMNEFPRBROFTHR. ISR
PR, ERATEMNMMENSNEE,
RE
ID. £
21
BytesOutPerSec ERIBERE. K2 BSUVREINFFHNFTHR. ISR
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FiE MSK E&IRA UM ITHERE
, EEFMEREIREB 28 , BELENHK
1T Amazon MSK AP Amazon | 5 CLI E#ig
. FERBEAIE LHTEFHE , KREHERSRE
ACTIVE IR, BZHEME MSK &5 E#t1T

E*bo
REBOOTING_BROKER Amazon MSK EEERNKE, MU AAME

ERRERDFEABIE. B2, EEHMER
SEIRS 28T, BFTEXEHNIT Amazon MSK
API| 2 Amazon CLI E# gk,

UPDATING A F B35 Amazon MSK API 5 Amazon CLI
BELEENTEESS. SMUUAMES
BRERSEABE. B2, EEHFIREEE
RS2/, BRENHERITEAEM Amazon
MSK API 5 Amazon CL| E##&4E,

AT s iRiE 2428 7Er Amazon MSK $§#r CloudWatch

Amazon MSK 52 %R , CloudWatch R LtR LA E, EF M D TR MSK Express

R LM CloudWatchiEtr. RELBZHKNERR MSK Tl BN EFHEEN SIS , HE

f® 1 2 ¥p#Eix CloudWatch —iX., EAILUETIE MSK SR EERFNEBE RN AT R 2

— : DEFAULT, PER_BROKER, PER_TOPIC_PER_BROKER = PER_TOPIC_PER_PARTITION, KAF
Mo PRI R T EENEERR BT RIERNIER.

DEFAULT R BI$EFRE . Amazon EH T H P #EIR 7 HMIEIRH CloudWatchZE o

Express L AN@@ ##4 5 W12

TRAPHERAISIRIE DEFAULT W54 Bl {5 FH 2 %%,

Name A] L B[] Dimensions 1%, BB
ActiveControllerCount  TE£E& 3 A ACTIVE EBHEWN EELERE , 5
REE. NEBRRgEE—{Mg
H B4 FERS
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Name

BytesInPerSec

BytesOutPerSec

ClientConnectionCo
unt

ConnectionCount

Cpuldle

CpuSystem

CpuUser

GlobalPartitionCount

A] D0, Bt (8]

EOREEE.

TEOIBEER,

TE&EFH A ACTIVE
&R

TEEEH A ACTIVE
REFo

TEEE M A ACTIVE
REFo

TE&E & A ACTIVE
RE&Eo

& &3 A ACTIVE
Y=

TEEE# A ACTIVE
REBE

Dimensions

SHBMW, LEID,

F&

SERBW. EID,

£

SHABMW, LEID,

&P im 5 0 1 E

EBEN, REID

EBEHN, REID

EBEN, REID

EBEHN, REID

EHEN

458

BRONEF imEERAY
FIH WERER
THEMMENE X
Ao

B REIEFF IR
FIH WERER
THEMENES X
Ao

233 B 0 UERYEER
EFIREZERE,

g3 HHRIE, K&
o &5 KU ARKE
B R R R R E.

CPU ZREt BB 2
tEo

N ZEEFH CPU B
paln s

AP ZEFH CPU R
pan

SBRPAEEEN D
X#E , TEFEREIE
o BT GlobalPar
titionCount R
BIFEIAR , MRE
BHEFREFKRTF
1, M Partition
Count {EKIEFT
ge= T GlobalPar
titionCount o
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Name

GlobalTopicCount

EstimatedMaxTimelLa

g*

LeaderCount

MaxOffsetLag*

MemoryBuffered

MemoryCached

MemoryFree

MemoryUsed

MessagesInPerSec

NetworkRxDropped

NetworkRxErrors

A] D0, Bt (8]

TEEFH A ACTIVE
RE&R.

EEAREERES
FRZE.

TE&EFH A ACTIVE
&=

EEARACRAED
FBZE.

TEEE# A ACTIVE
WEE.

EEEH A ACTIVE
REE

EEEH A ACTIVE
REEo

EEEH A ACTIVE
REE

EEEH A ACTIVE
REEo

EEEF A ACTIVE
&=

TEEEH A ACTIVE
&R

Dimensions

KHEWN

ERgRAE. 3

SHEN,

EFBEA. =3

EHEWN,

EHEWN,

EHEWN,

KHEW,

KHEW,

KHEW,

KHEW,

I ID

KE ID

KRE ID

E ID

E ID

K ID

K3 ID

458

SEHPENRENE
BE

it#ER Max0ffset
Lag HIEHE ( AR R
B,

FNMEN D XAS
B, TEERIA,
FBHMEDXZIE
NERARBIEE,

REHEAHRFRND
(RFTREMN )

RENEEFRFRND
(AFZTREN )

THREEANTH
MR (AT R
iﬁt)o

REEEEANRE
KN (AFT R R4
) o

REZFVEAEER

o

EFNERIHIHE

(o]

REH W K EEIR
o
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M

Name

NetworkRxPackets

NetworkTxDropped

NetworkTxErrors

NetworkTxPackets

PartitionCount

ProduceTotalTimeMs

Mean

RequestBytesMean

RequestTime

RollingEstimatedTi
meLagMax*

StorageUsed

SumOffsetLag*

A] D0, Bt (8]

& B A ACTIVE
&=

TEEFH A ACTIVE
&R

TEEFH A ACTIVE
&R

TEEEH A ACTIVE
REFo

& A ACTIVE
&R

TE&E & A ACTIVE
LY =R

& & A ACTIVE
7Y =1

N A ERRHIE

EEARAERAREN
FBZE.

EEEH A ACTIVE
REEo

EEAREERAEN
FEZE,

Dimensions

KHEW,

SEHEW,

EHEW,

SHEWN,

EHEN,

EHEWN,

EHEWN,

EHEWN,

fEFERA.

EHEWN

EFBRA.

K3 ID

K3 ID

KE ID

K ID

KE ID

KE ID

KE ID

I ID

m
[

458

REW BB
HE.

ERNERENBE

o

REI PR ER
B

RELBBEZH
HE,

BNMMENEES X
E#, TaFEREA,

YL RETE ( BAE
MWREN )

RIBHERTHHF
WA,

EREMEM 1/0 &i2
PR EERATERH
FEtE ( LEZERH
B,

R\ AR EAEITHE
(ABREM) ,
HEREBHRARAES X
K7 XmBILE.

SEHTPAMBESXER
HEFEER , T2
R

EFRPAAE D XHIR
BRBIR,
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Name

UserPartitionExists

HBREBFEEREE ASCll-only HREFEKBUHARRENHRER, BXEZER ,

A 70 Bt (8] Dimensions %88

TEEF#H A ACTIVE 82, KEID mRER , ERED

REE RELRBEFERR
HENSX, BN 1
KAIREBEEFEESKX

section called “¥5 3558 8% & IR,

Ri% @@ #### PER_B ROKER 4 5l 145

o

EZH the

EFSER SR E N PER_BROKER B , BT FTA DEFAULT &K BIiEFR2I , BIEFHREB TRP IR

EiR. BFRENTRIWIEIRTRE , M DEFAULT AEHRNRT. WRFWIEREGUTHE | £

H#, RE D,

Name

ConnectionCloseRate

ConnectionCreationRate

FetchConsumerLocal
TimeMsMean

FetchConsumerReque
stQueueTimeMsMean

R] B /]

HEERH A ACTIVE REE,

EEE# A ACTIVE R,

2 a8 — producer/
consumer.

2 a8 — producer/
consumer.

ik

BAMUYTERE WX AR EEY
B, XNMEFREMITHER
&, FHE XN F Ry EREt T
j:pvids

BMUYTEREY R HIERE
HE, XMBFERS MR
RE | FEHXNFF R
1T

FEFFAL A E R 2R 1E R ATTE
TR ( LERAE
i),

£ 2R1E REFREASIHE
FHFOrtE (LAZE®HE
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Name

FetchConsumerRespo
nseQueueTimeMsMean

FetchConsumerRespo
nseSendTimeMsMean

FetchConsumerTotal
TimeMsMean

FetchFollowerLocal
TimeMsMean

FetchFollowerReque
stQueueTimeMsMean

FetchFollowerRespo
nseQueueTimeMsMean

FetchFollowerRespo
nseSendTimeMsMean

FetchFollowerTotal
TimeMsMean

FetchThrottleByteRate
FetchThrottleQueueSize

FetchThrottleTime

A] B /]

288 — producer/
consumer.

2ZE8 — producer/
consumer.

2 a8 — producer/
consumer.

28— producer/
consumer.

2 a8 — producer/
consumer.

ZJG8 — producer/
consumer.

ZJG8 —" producer/
consumer.

2 a8 — producer/
consumer.

TR A SRR B
R A SRR B
MR EREE,

58

£ 2R 1B RN RIRA 5 Fh &
FHFEtE (ULEV R

i) o

{58 A 25 R 1% ) B P 76 3R Y9 7 19
B ( AZBRREAL) o

ERBAREERRSEARTR
BB PN ( UED RS
).

S AR R ERERE R AT
TR FIIRTE (LZER N E
i),

RERERIEREFREASIH S
FHFOrE (UAZE®HE

i),

BRERER1E RN RIBA 5 sh &
FHFEE (LAZE®HE

i),

BR BR 2% & 3%k e B PR T8 3R Y 719
BE ( AZBRRNEAL)

R ERBR M IR R EV BRI P76 5%
B EFIOrtE ( AZEW N E

i),
BRRIBRSEIF T
BR B RA 51 FR BV JH B B

FSIZ B R SR A ( LU R
By,
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Name

IAMNumberOfConnect
ionRequests

IAMTooManyConnections

NetworkProcessorAvgldlePerc
ent

ProducelLocalTimeMsMean

ProduceRequestQueu
eTimeMsMean

ProduceResponseQue
ueTimeMsMean

ProduceResponseSen
dTimeMsMean

ProduceThrottleByteRate
ProduceThrottleQueueSize

ProduceThrottleTime

ProduceTotalTimeMsMean

ReplicationBytesInPerSec

ReplicationBytesOutPerSec

A] B /]

EEE# A ACTIVE KRBT,

EEE# A ACTIVE R,

FESEF A ACTIVE RF&S5,

TEEFH A ACTIVE REfE

EEB#E A ACTIVE REB.

EERH A ACTIVE RSB,

EEBH A ACTIVE RSB,

ENATIEREE,
ENRATHIEREE,
N AT RBREIE,

TEEE# A ACTIVE KRBT,

HERIREBR,

ERIREBR,

58

BY IAM B RIEEROKE

o

Z B EEZEY 100, 0 X
TEERERFSEEN. R
>0 , MRFEH T TRRH
BEBERDEER

) 5 40 3R B AL T 22 FRIR A AY B
BB P9 E 2 Lo

HEH AL EFRATERF
HefE (LZERHEM )

H3RH BB SRR TE 2R A9 F
HefE (LERHEA )

0 R 5% .15 A 51l T 78, 32 49 2
ETIE (AER B ) .

R IENE B25H B PTG B 1 Y
B ( AZWNEN)

BRRIBRSEIF T
BR 5 RA 51 Fh BV H B 8o

P E K RFIRSE ( LAZW R
Bly),

LR ( LER AR

i) o

BOMNEAREREENFT

B RZEFEMRENFT
o
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Name

RequestExemptFromThrottleTi
me

A] B /]

ENRAERREE,

58

EREMEHN 1/0 LRPLE
T ZREIERAATERHN F1T
B ( AZRREAL) o

RequestHandlerAvgl EER# A ACTIVE KRBT, BROGEBREFEEL T ZRAR
dlePercent S RNFEEIR D T,
RequestThrottleQueueSize ENMABERREH G, BR il BA %1 2 B9 5E B 8o
RequestThrottleTime ENABERRHEE, T ERREIESE ( AZH R

Blv),

TEERH A ACTIVE REfE, ERRET SYN FRERE AR

feth TCP RN E,

TcpConnections

FEERH A ACTIVE RESF, LEFTHEREFR (£K
BRMEMRR ) SRE 2B
FZHRE, THREREZEBR

=
o

TrafficBytes

1Ri% 242 R PER_TOPIC_PER_PART ITION 4 545 1=

EFSERF%E RN PER_TOPIC_PER_PARTITION B , BRT
PER_TOPIC_PER_BROKER. PER_BROKER # DEFAULT REBINFIEIEIRZI , EEFIRETREAR
REVIEPR, X DEFAULT RAEREREREN. WRPVIEREGUTYEE : FHN[HE. T8, 7K,

Name EIRN: N 5 88

EstimatedTimelLag* EEAREAEARNEEZ it # R % XfmBUEIR /Y ET )
=P (AW REMN),

OffsetLag* EEARAERAENEEZ Partition-level JH 2t B EIXHE
=P FHEFE.

RollingEstimatedTimeLag* EEARAERAENEEZ Rt R (AR
=P ) , BUEBRS KRB LR,
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CHBRERGIEIREE ASCll-only HEERAKEMHERENIERER. BEXEZEE , HS5H the
section called “Y5#%H % F IR,

1Ri%EZRLPERY PER_TOPIC_PER_BROKER ####

ERFSEELFRE RN PER_TOPIC_PER_BROKER B , Bk T PER_BROKER #1 DEFAULT & 3I8Fr B 1845
2 BEGREBTRPIERNIESR, X DEFAULT RIERERFN ., WERPHNIEREGUTEE
EREH. KE/ ID. =8,

/A Important

TRANERREHEBXRXENEZTESILER. Hlt0 , EEF BytesInPerSec , — N ZA
E BN SR ER R ERIE

Name A LB+ /8] 51, BA
MessagesInPerSec EOEEHE, BRERNEENRE,

£ Prometheus 532 & MSK &&

& T LAE A Prometheus Y532 FE MSK 2 , Prometheus 2 — B F &8 F 53R BB 00 FH R ik 45
R, BRI LAEA Prometheus WIZFEBEATIEE , FIX LHIE K E) Amazon Managed Service for
Prometheus, &3t 0] A5 Prometheus-formatted 1E#r A T B 5 Amazon MSK FF s R &
A TE | 5l Datadog, Lens es. Ne w Relic #1 Sumo 2%, FREBERSEAEEMER , EETH
XERBEZTEN R,

F % Prometheus BI{ER , i35 Prometheus X4,

B xEH Prometheus WEER , HSE A Amazon Managed Service for Prometheus A Amazon
Managed Grafana , 385X Amazon MSK =& E 2R,

(® Note
Kraft THIEE AN MSK RIZEREFTER R B AT HEZEE QBT R,
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HEFTME MSK 58 L5 AT riiaiz

AN AW ER Amazon Web Services BI2##A . 5 Amazon MSK API £31 MSK £&8 LB A
Frix¥%$E, Amazon CLI

85/ Amazon Web Services B4 &

1. BFHITFF Amazon MSK #2#| A , ik A https://console.aws.amazon.com/msk/home ? Amazon
Web Services B2 F| & region=us-east-1#/home/,

2. 7£ Monitoring (¥3%) ¥4 & , £ Enable open monitoring with Prometheus (& A Prometheus
FREERS) ZHNEIEE,
ENELNRBIPREMENEE , AEEMBE TANIEDL

4, EROIBEE.

{5 Amazon CLI

« AH create-cluster s FHIEEH open-monitoring EW. BA
JmxExporter, NodeExporter &, MRIEE T open-monitoring , MIFEER AT EEAIX
NS R

£/ API

- @M CreateClusteri#EH #§EOpenMonitoring. B jmxExporter, nodeExporter =H
%, MRIEET OpenMonitoring , MFRERINEZERAXH NS HER.

EUEME MSK £& L5 A s
EERFREERS | FHRATE MSK 84 F ACTIVE RES
£/ Amazon Web Services BEEIZ4 &

1. BFHITFF Amazon MSK #E#lA , Witk Fhttps://console.aws.amazon.com/msk/home ? Amazon
Web Services B2 F| & region=us-east-1#/home/,

EREFHNERNEN. XQFES|ISEZERNEFMAEERE.

EEMERF L, @ TR AKBEETS .

TR RE.

1% Enable open monitoring with Prometheus (J§ A Prometheus FFRIEIZ RS S EIERHE,

o &> 0D
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https://console.amazonaws.cn/msk/home?region=us-east-1#/home/
https://console.amazonaws.cn/msk/home?region=us-east-1#/home/
https://docs.amazonaws.cn/cli/latest/reference/kafka/create-cluster.html
https://docs.amazonaws.cn/msk/1.0/apireference/clusters.html#CreateCluster
https://console.amazonaws.cn/msk/home?region=us-east-1#/home/
https://console.amazonaws.cn/msk/home?region=us-east-1#/home/

Amazon Managed Streaming for Apache Kafka FERARER

6. ERFEEFER.

f£ A Amazon CLI

« @A update-monitoring WS HIEEH open-monitoring &M, FH
IJmxExporter, NodeExporter W&, MRIEE T open-monitoring , MFEERENEAIX
NS R

5/ API

- JHAUpdateMonitoringiR#E H1E EOpenMonitoring. B jmxExporter. nodeExporter =
W&, MRIEET OpenMonitoring , M FEERNZAXHNS BT,

£ Amazon EC2 3£l L i%& Prometheus £

I RNE T WA prometheus.yml X4Fi& & Prometheus E 41,

1. M https://[prometheus.io/download/#prometheus ¥ Prometheus AR%5 85 T 8 FI#&#H Amazon EC2
4k,

2. PFTHEWXHRBRERIENEZHERIZE R,

3. FERALUTHARERN prometheus.yml B4,

# file: prometheus.yml
# my global config
global:
scrape_interval: 60s

# A scrape configuration containing exactly one endpoint to scrape:
# Here it's Prometheus itself.
scrape_configs:
# The job name is added as a label “job=<job_name>" to any timeseries scraped
from this config.
- job_name: 'prometheus'
static_configs:
# 9090 is the prometheus server port
- targets: ['localhost:9090']
- job_name: 'broker'
file_sd_configs:
- files:
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https://docs.amazonaws.cn/cli/latest/reference/kafka/update-monitoring.html
https://docs.amazonaws.cn/msk/1.0/apireference/clusters-clusterarn-monitoring.html#UpdateMonitoring
https://prometheus.io/download/#prometheus
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- 'targets.json'

4. {FEHZListNodesiREREVER N EY|R,

5. FIFALLT JSON €|E& 7 targets. json WX, Fbroker _dns_1lbroker_dns_2, FHZER
IR DNS BEMEBRNEBE L — SR RRLEIRIE DNS &5, BEBEL—SHRENAE
K12, Amazon MSK Xf JMX Exporter fEf#% 0 11001 , X Node Exporter £ %O 11002,

ZooKeeper mode targets.json

[
{

"labels": {
"job": "jmx

},

"targets": [
"broker_dns_1:11001",
"broker_dns_2:11001",

"broker_dns_N:11001"
]
.
{
"labels": {
"job": "node"
.
"targets": [
"broker _dns_1:11002",
"broker_dns_2:11002",

"broker_dns_N:11002"
]
}
]

KRaft mode targets.json
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"labels": {
Iljobll: IlijIl

},

"targets": [

"broker_dns_1:11001",
"broker _dns_2:11001",

"broker_dns_N:11001",
"controller_dns_1:11001",
"controller_dns_2:11001",
"controller_dns_3:11001"

]
},
{

"labels": {
"job": "node"

},

"targets": [
"broker_dns_1:11002",
"broker_dns_2:11002",
"broker_dns_N:11002"

]

}
]
(@ Note

E M Kraft #2428 P FREL JIMX $E4F , B TE JSON X4 7R INi2 4188 DNS & H1ERN B #F.
550 : controller_dns_1:11001 , f¥ controller_dns_1 &k SBrAYIR&IRS
DNS &,

6. ZEEEM Amazon EC2 3£l /530 Prometheus IR 88 , BEEMEELS Prometheus X4 HRTF
T prometheus.yml #l targets.json WE ZPBITUTH D,
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./prometheus

7. BHRIEEL—FSHEHFIZEIT Prometheus B Amazon EC2 SEfHIH IPv4 AF IP tidit, BEULT
SHRAZEEFEALANSE IP ik,

8. ZEifA Prometheus WA FRE , FITFF T LLHRIERY Amazon EC2 SEHIRY X ¥ 8T |
RIG¥Prometheus-Instance-Public-IP:9090R&E Lt —FSHIRENAE IP b
#tPrometheus-Instance-Public-IPTEWE,

£/ Prometheus ¥E#x

B Apache Kafka Zi(4 JMX WP B B8 A i@ Prometheus YT IRIEIERE TS

7], B Apache Kafka IEFRHIE R , 1§57 Apache Kafka R IE, BRT

Apache Kafka 1457 , EASRIERIBFRE R SAfEEw O 11001 2L JMX MBean &
kafka.consumer.group:type=ConsumerlLagMetrics k8. &t LA Prometheus Node
Exporter RIREVLEEH% O 11002 #9 CPU B Z 545,

$F Prometheus #5124 £ Amazon Managed Service for Prometheus

&R T Prometheus KL 57 £ & BRSS Prometheus-compatible & —I SR MERRS , WA T4
Amazon MSK &£, XR—IE£RENRS , TEIT BEFRNIER, F#. ERNER. ©E5
Amazon Z£RFEK , FEALURIE, LLibiFEHE. BUUFERFIER ProMQL EfESKEH
B A HER,

BXEZER , HSREFHEMER Amazon Managed Service Managed Service Prometheus,

BEHREILR

BEEEEASRER , BuLURNEREEERFENERAS  XEEASSER TR RHNRHH
B, VER, BUAKEANIER Sl BERESXLEMEARS, EREEBRELEER , BuUFEALTE
# CloudWatch =@ Prometheus FF 412,

FEASRERERAUNBNBEATENSENBESNARFRENBIEZRINER. Amazon MSK 2
MTUTERELERIEN , B UBN T S# CloudWatch B33 Prometheus fIFF UKL EIR1BIX
iEdR . . . M, EstimatedMaxTimelLag EstimatedTimelLag MaxOffsetlLag OffsetlLag
SumOffsetLagBEXRIXLIBIRWELR , HSHthe section called “CloudWatch #r/EA& L BRI ISR

Amazon MSK X ##3 A Apache Kafka 2.2.1 XESRANEBHNFEHARLERIER. E&£A Kafka #
CloudWatch $8¥rAt , HZERU TR :
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- ERELERERNEEAELLLT STABLE 5 EMPTY AR R H. ROTEXEHFEE , BHRE
A4T STABLE R , RS XEHERE ZRBIS .

« UTMRRAFEERBIERER
- MRFEREATFRE.
- EREANEBEHIEES (1),
- BERNERAEAREERERBE,

« HBRBAZHAEDERERGIERNERE CloudWatch, B Katka X FEHEAZHFH UTF-8
TR, B4 EE{X CloudWatch X ASCIl Fff, MMREBEFERAEFABHRPEMAIE ASCH F/F , N
CloudWatch & ilBRE & EIRIENR. NHER EFEMBIRE T ELERIER CloudWatch , BARIEEA
FHEHBMPRXER ASCI FHf.

£ Amazon MSK 7 A E 2R

#£ Amazon MSK MEESH L, JORREHNEIFHERE, MR THEESRFHHAEN
FHRE FMHEERMERABENED , NTERRNEBHEH. Amazon MSK #

e CIoudWatch}ahi_IﬁE‘EiJ"‘”*? SHNEREE, BER K N TETERUNBREFHERER

& , Amazon MSK 2 BZI QB REFBERFHEREER. FREABEHRPISHXRIVEHMN K
?’*ﬁﬁ”ﬁ’éﬁﬁﬁﬁégﬂﬁﬂuo £ Amazon MSK | &/, B BAfE A B4R A AY PRIR 88 458 37 B SREVE 1L
YR,

MSK F R EBEREMMRE | THERMIMKER.

- 3 (FERF ) FREFEERSRELIZEFURFENFERSE. 3 MSK £&HPHNRERE
A7 60% =X 80% A LMHEFHAEN , LZFRIEXZIHRAENEHER.

o Y MSK £ —MEBHEAFHBSEATH , I ("FEXIXRERE" ) FHREEBRERSE
REANRIERE  BETENSEFRZ.

Amazon MSK & Bz X L8R KX FII 57 MSK ###&. Healt Amazon h Das hboard
EventBridge. Amazon AR & Amazon ik BV BB FERFBR R Ao Rt AT LA EventBridgelF il & #h B &
7916 Slack 2% New Relic #l Datadog & T B XA X LR,

FiA MSK B ERRASAERERER , MATEXM, FERE MSK RS E BNk,
BREREEER

BALBESA T I NEEFRAEER !
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 BIfE Amazon MSK 2% &, FRABEBRNEEFERERPET 90 X, BERTIEHREET
1 = B (Rl E Y I B R IR AE

« {FMAListClusters. ListClustersV2 & DescribeClusterV2 APl & fCustomerActionStatus&H
FREER., DescribeCluster

« BI{¥ Amazon Health Dashboard Z2& ¥ B MSK fE# Amazon FRZHE R,

« I®{& Amazon Health API 1 Amazon , FFERiEH & H EventBridgeEIZE =% ¥ & , fla0 Datadog
H SI NewRelic acko

FEH Amazon MSK &N Z£RE

£ UpdateSecurityAmazon MSK #EFE#H MSK £ S HRIENEFHREMZFRE, BIET
EHATEBUEBUHTRE TLS FHRIENRERSUPMENE, ELEERERN ( RERR
B ) mBRE,

EBHNTAT ACTIVE RETEEEFH LT RE,

WREAER IAM, SASL = TLS WH BRI , BEXTFREFRMAEBZRANMNE, TRETRT
AREMAESE

=gVt oani Client-broker 1 Z2 %11 Broker-broker 1%

T E /WAL TLS. PLAINTEXT, TLS_ A BATF Bk
PLAINTEXT

mTLS TLS, TLS_PLAINTEX RAIRFT FF o

SASL/SCRAM TLS WAIRFT FF o

SASL/IAM TLS RAIRFT T o

HEFPHIREBMNZFRZREN TLS_PLAINTEXT , BEEFIHEI B HRIUFIZESRN mTLS & , Amazon MSK
LU EFMEENMITSRETEFRERE . —HRHEFBESEH mTLS 54KIERM TLS MBEMNER T
HITEE B HRHEFRETERASORIEIMBNER THTER (BHAX) .

BRZEBENEZEER |, 5 #the section called “Z£ 14",



https://console.amazonaws.cn/msk/home?region=us-east-1#/home/
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£ FAE#T Amazon MSK &% 41&E Amazon Web Services BEZ 4|4

1. B FHITFF Amazon MSK #Z#|A , Mt Fhttps://console.aws.amazon.com/msk/home ? Amazon

Web Services BIE1E %l & region=us-east-1#/home/,
2. EREEHMN MSK £,
3. HEREIMDHFEERE,
4. EREBEAMENSORIIEMMNZRE , ARERRFER.

EAEH Amazon MSK £& % £1%& Amazon CLI

1. BIE—1JSON X , NELFRLEEREANMBERE, RAMT

® Note
BRRENEFARIRENZERE, BLXEEMEFN (RKEIRE ) MFRE

{"EncryptionInTransit":{"ClientBroker": "TLS"}}

2. BIE—1JSON X, NELFEEHREANFHRILRE, ROIMT

{"Sasl":{"Scram":{"Enabled":true}}}

3. 1=1TELTF Amazon CLI &%

aws kafka update-security --cluster-arn ClusterArn --current-version Current-
Cluster-Version --client-authentication file://Path-to-Authentication-Settings-
JSON-File --encryption-info file://Path-to-Encryption-Settings-JSON-File

#Z update-security BEM B HWLLT JSON Fi7R :

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/

abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

ENEHRe N

83


https://console.amazonaws.cn/msk/home?region=us-east-1#/home/
https://console.amazonaws.cn/msk/home?region=us-east-1#/home/

Amazon Managed Streaming for Apache Kafka FERARER

}

4. E&EFupdate-securityBREMIRES , BT T@S , ClusterOperationArnBRANE®
S PIREM ARN, update-security

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation S HIH HIELT JSON REIFTF R,

"ClusterOperationInfo": {

"ClientRequestId": "c@Ob7af47-8591-45b5-9c@c-909ala2c99¢ea",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab0l1-2",

"CreationTime": "2021-09-17T02:35:47.753000+00:00",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "PENDING",

"OperationType": "UPDATE_SECURITY",

"SourceClusterInfo": {3},

"TargetClusterInfo": {}

R OperationState HY{EN PENDING =% UPDATE_IN_PROGRESS , & &F—BRutE , REHE
RIZ1T describe-cluster-operation %,

(@ Note

ATEMEHLZLIRER Amazon CLI fl API RERFMM, XEWE , MREARREEH
REAEESEFINREMENZFHRIENMNEZRE , WZREFTRER,

£/ APl EERNZERE

E#H APl E# Amazon MSK EEZ£iRE , i5Z [ UpdateSecurity,
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® Note

ATE#H MSK £ ZLIREM Amazon CLI Fl API BERZEMH . XEKE , IRERAAZR
SEMREABEEEFIANREAFNSFHRIERMNEZRE , WZREFTLER.

¥ B Amazon MSK E£EFHHREKE

MBREEI MSK £ PR EHE , FFEAL Amazon MSK 21, BV B&EH  FHERERLT
ACTIVE K%,

/A Important

WMREY R MSK £8 |, TR FEHA L Amazon MSK #4E, Y172 RERALIBRENERT
mEFRNMKE,

BEXREMREBEAMBERENMNEHFEE S XPEE , S Rthe section called “EF 2 B9 X",

FEAY B Amazon MSK £& Amazon Web Services BIE &l &
ISR B Al ) Amazon Web Services B IE12 %] A 180 Amazon MSK £ AR EIHE,

1. B FHITFF Amazon MSK #Z#|A , Mt R https://console.aws.amazon.com/msk/home ? Amazon
Web Services BIE1E %l & region=us-east-1#/home/,

2. ®REMMAEREMN MSK £5,
3. MRETHXES A EREFEERER,
4. RWALFHEEHEBINTAREANRENRE K REEARREFELR.

EAY B Amazon MSK £& Amazon CLI
LI FE A B a4l A Amazon CLIIE Il Amazon MSK &8 RIEHRE,

1. BITUATHS , HF ClusterArn B H IR LR FTIRENAY Amazon BIREF (ARN ) .
RISBEZEREN ARN |, JLLBN S HAEEEXKEIE, BEXEZER , S H the section
called “%| HEE",

¥} Current-Cluster-Version BN EER Y HIRA,

TRER 85


https://console.amazonaws.cn/msk/home?region=us-east-1#/home/
https://console.amazonaws.cn/msk/home?region=us-east-1#/home/

Amazon Managed Streaming for Apache Kafka FERARER

/A Important

EBRRATEMENEY, EEREBNWLETIRA , B MADescribeClusteri®E= desc
ribe- Amazon CLI cluster &% o RAIARZASZ KTVPDKIKXODER,

ZTarget-Number-of-BrokersZ R R BREN D EREEFEEHRENRETLEH,
BIEEMNETarget-Number-of-Brokers %M K TEETLHIREHRENER, TELAZ
AR X% E N REHR.

aws kafka update-broker-count --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-number-of-broker-nodes Target-Number-of-Brokers

Z update-broker-count BERMEIMELT JSON FIR :

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

2. Ei3RfBupdate-broker-countBRELR , FETUT®WS , ClusterOperationArnBiRAE
o BIREBM ARN, update-broker-count

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation S HIH HIELT JSON REIFTF R,

"ClusterOperationInfo": {
"ClientRequestId": "c@b7af47-8591-45b5-9c@c-909ala2c99ea",
"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab0l1-2",
"CreationTime": "2019-09-25T23:48:04.7947",
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"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "INCREASE_BROKER_COUNT",

"SourceClusterInfo": {

"NumberOfBrokerNodes": 9

1,
"TargetClusterInfo": {
"NumberOfBrokerNodes": 12

}

fFEksm A , OperationType & INCREASE_BROKER_COUNT, %1% OperationState H{&E
9 UPDATE_IN_PROGRESS , B & —ErfH , ABHBIXIZ1T describe-cluster-operation

e
£ API ¥ B Amazon MSK £&

EMA AP ENEFFRENHE |, B2 HUpdateBrokerCount,

M Amazon MSK & B ERAE

L RAE M Amazon Managed Streaming for Apache Kafka ( MSK ) i B £ B ERT |, FHEH
It Amazon MSK ., B LLESBRRBERBLVEFRNEENITESRE M2 Mo AE, &
BEEHEAMENERPHBERNAREF

B ERRNESRERBINRELE M , AEREBDABERAE, BERERMMBERINE , &
AR FAERBEF ML MSK ERIRERAE, BRAEBCETUNABEHRETEHRITRER DI
2H, URREN TEABFERABRIRE S - EE,

£ Amazon %48, ®T1THRME (CLI), SDK 5 Amazon CloudFormation @4 BBl BEEE R IE
BE, MSKERESEEMIXHNRE (L8R ) , HELENARFEXEREBERSE , @
R NEFPBRIXLERIE,

MREBBLEFHNFENITE |, WM ZENTHAXBER—NMME, flW, BUNEY —RAEBKRER
EMNANTAREHTBERANE , AEN=ATHXEFFBBR=1E,

BEXRXENEHDBERREBEUNAIEFRFEE 2 XMWEELE |, 5 @the section called “EF 2B 2 X7,
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TIeEZBI R/ | EEAIUMFAEET M5 Ml M7g B9 MSK MBS EH TR BRARE,

Kafka fRA 2.8.1 RESRAZHFBRAE , F Kraft RAEH.
£

- EBBIBKRME D XRBERKE

- FAMBRELA Amazon EEEEIA

- FAMREL A Amazon CLI

- fFAMREL A Amazon AP

HEZRBIBERAA D XRBRAE

EFRKREBRIEZS , BENETRIBRNRERBZAAE S X ( £ __amazon_msk_canary
F __amazon_msk_canary_state BY%5 XBRAL ) o X2 Amazon MSK S22 A TEEHE TR
CHIERRH A ER,

O] LAEF Kafka B E API = Cruise Control 0 XBFHRCITEEEF T RENHMBRE, BHSH

Reassign partitions,

B2 X RHIEE

AT RIMANEBRHIREPFBRY KW RHl,. RREE—NEHFIZ 6 ME , S/MNTAHAX 2 1M
B HATEOENEE

__amazon_msk_canary
e ___consumer_offsets

__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-
c657f7e4ff32-2

e msk-brk-rmv

1. BRROEFSRITEIAMRIRE it &,
2. BEEFHRITENRG , STUTHERIGHERFNAETATE

./bin/kafka-topics.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --list
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HEHERGIH  RONFEENEER
M : __amazon_msk_canary, __consumer_offsets, __amazon_msk_connect_offsets_my-
mskc-connector_12345678-09e7-c657f7e4ff32-2 M msk-brk-rmv,

3. EFFIRITENLBE—NERN topics.json B json X# , FFMAAERAFETRFH , MUT

RBROIFFR. BAEELE _ amazon_msk_canary TEEH , EAXR—PMNREZEEEH
EMEN%QIJJ%?TJJO

{
"topics": [
{"topic": "msk-brk-rmv"},

{"topic": "__consumer_offsets"},

{"topic": "__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-
c657f7e4ff32-2"}

iF

"version":1

}

4. BITUATHETRER—MRER , FOXNBHEEEH L 6 MEHH 3 ME,

./bin/kafka-reassign-partitions.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --
topics-to-move-json-file topics.json --broker-list 1,2,3 --generate

5 BIE—/NHEN reassignment-file.json X , HEHIEN LEN G HIREBM proposed

partition reassignment configuration,

6. BITUTHSRBIEE reassignment-file. json FIEEN DX,

./bin/kafka-reassign-partitions.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --
reassignment-json-file reassignment-file.json --execute

MEEERRUTUTRAE

Successfully started partition reassignments for morpheus-test-topic-1-0,test-
topic-1-0

7. BIUTHSRRIEMEBESXREEBH.

./bin/kafka-reassign-partitions.sh --bootstrap-server “CLUSTER_BOOTSTRAP_STRING” --
reassignment-json-file reassignment-file.json --verify
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ZHREHER EERUTUTAR, KBRS, BERERNETTNAE S KBS EHRDE

Status of partition reassignment:

Reassignment of partition msk-brk-rmv-0 is completed.
Reassignment of partition msk-brk-rmv-1 is completed.
Reassignment of partition __consumer_offsets-0 is completed.
Reassignment of partition __consumer_offsets-1 is completed.

8. YWRAEBRENPEXMIOXEHIBEDTHAE , B4 UserPartitionExists #6#¥5 5 o5

DERENTEMNTBH T ENREER 0, BING , BUUSKSENERHDBRAE,

FERAMBEREZL A Amazon EEEE &
ERRZLA , iEER Amazon BEZ&HI&

1. ¥ https://console.aws.amazon.com/msk/ TF Amazon MSK &l &,
2. EERIEEBRHNAEN MSK K5,

3. EEFHFMAGENEL , EFRRERE , ARERREREHREILT,
4

MABHFEEFESNMNTAXEANRERE, EHALETEITRAXPHRBRNNERE, B

RIXFZEBEN,

5. ERFREFEER.

NBIEREENBER | 268 EREBIABRRE,

fEAMIBREZ 4L A Amazon CLI

BITUT@aS , #8 ClusterArn B 7 QIR E I FTIRENN Amazon BIREH (ARN ) , JIR&E
RBZERHMN ARN , AIUBR I AT ERERKIIE. BXESELR , HS M Listing Amazon MSK

clusterso ¥ Current-Cluster-Version Ei R EEMN Y uiRAE,

/A Important

EHEMATREENBER. EERERNIFIMA , FEMDescribeClusteri®#F 5L desc ribe-

Amazon CLI cluster i85, REIRASZ KTVPDKIKX@ODER,

BRRAE
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B Target-Number-of-BrokersSBRTIBRERNEREELFLEEFHRENRET R L. &8
EW{ETarget-Number-of-BrokersM2/MFEBEFHGNREHRENER, ©TELARAAXE
EL:ofEE®

aws kafka update-broker-count --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-number-of-broker-nodes Target-Number-of-Brokers

% update-broker-count BEMNHEH LT JSON FI7 :

{
"ClusterOperationInfo": {
"ClientRequestId": "c@b7af47-8591-45b5-9c0@c-909ala2c99ea",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"CreationTime": "2019-09-25T23:48:04.794Z",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "DECREASE_BROKER_COUNT",

"SourceClusterInfo": {

"NumberOfBrokerNodes": 12

iy
"TargetClusterInfo": {
"NumberOfBrokerNodes": 9

}

Eksm i H , OperationType & DECREASE_BROKER_COUNT, #%R OperationState H{EN
UPDATE_IN_PROGRESS , iH&F— At , RAEHXIEZE1T describe-cluster-operation %,

fE FAMIBREAR L A Amazon API

B4 A API BIBRERFHRE |, F3 M UpdateBrokerCount &M F Apache Kafka B iz £ E 7
{k Kafka APl &#&)

E 3 Amazon MSK & {E X/

BRI B ERRENKPRIZFY E MSK &7 , THXE#H 2B Apache Kafka 27X, BEERRE
WD BAURBEIEAZENTLREHIEE MSK £EENITERE , MASPIER, 1/OAmazon
MSK NAEEHTHNFIEREFAMERNREKXR D,
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NFHOERE | BAT SO ERRE RN M5 5 T3 EFA M7g , M\ T3 E#FH A M5, SHEM M7g E#
A M5,

® Note
BEENBRAHNREBEXNEBZER/PHKREKR D, Flan, M7g.large F T3.small,

X FRIERE | REefERA M7g RE KRN
REBNAT MAER MSK EENREAN,

AR, IBIRIHARER N TRSEREEABRDSMEATXINEATLE, TBIEANN
BAPITARSHRE , ERAARESES.

MEHRBHHEZETE , ARG EFXEFHRE KD, XEKEF Amazon MSK — X< —NMEREH
REXD, BEXRUMAIERBX/NEFPECEEHRSETHAWEES |, 5@ the section called “HESE
A ANEER ., ATH—TSRENE= HNEMEES T , B UERERENHAERNRE RN,

REXRNEFHHE , BUUBRSEERMNERAKE. T3 , EXRAFINEHFER , TeeESRERBA
Amazon MSK operations T %I Hi B9 {E A 5B #iR 4E,

MREFEREHINRPOREBER)D , BUEEENAER L2 RWER | TRANGRFENRME,

/A Important

MRENMNMEN D XD the section called “IHEBEEHN A/ : BMEREBEN S XHE” &
BENRABE K NELTESERHETIRDPHRE KD,

FT

« EAEH Amazon MSK £& R E K X/ Amazon Web Services BIRiE 4l &
o {EFAEH Amazon MSK & EH K/ Amazon CLI

- £ API EFRIE KN

FEAEH Amazon MSK £E X E/ K/ Amazon Web Services EIEEF &

LIS 2 15 B8 an4a] f5F A EE ¥ Amazon MSK £ &2 K/ Amazon Web Services BB IR % &
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1. BFHITFF Amazon MSK #E#lA , Wik Fhttps://console.aws.amazon.com/msk/home ? Amazon
Web Services B2 F| & region=us-east-1#/home/,

IEREEHRREARPDE MSK £5.

EEHNFAGSENHEL , RIREFHERD , REEREFEERERN,
MFIRAFEEFRFHRERN,

RIFER

o & 0N

£ A E ¥ Amazon MSK & E R X/ Amazon CLI

BITATGS , ¥ ClusterArn BN AIBEFNFTIRE Amazon BIREF (ARN ) » MMREE
BIZEHN ARN , AIIBISIHAERERKIE. BXESZER , BSH the section called “F Hi &

”
o

1. Current-Cluster-VersionBMRAEFHNHBMARU R TargetTypeBHFLEREBHNFH AN, E
THREXRREBEXPMESZEER |, 55 Hthe section called “{RIEERA,

aws kafka update-broker-type --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-instance-type TargetType

THNROIEAIAERLLGS

aws kafka update-broker-type --cluster-arn "arn:aws:kafka:us-
east-1:0123456789012:cluster/exampleName/abcd1234-0123-abcd-5678-1234abcd-1" --
current-version "K1X5R6FKA87" --target-instance-type kafka.m5.large

Z HHE H LT JSON RAIFT R,

rH

"ClusterArn": "arn:aws:kafka:us-east-1:0123456789012:cluster/exampleName/
abcd1234-0123-abcd-5678-1234abcd-1",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

2. E3jR{Bupdate-broker-typelRELR , BETU TS , ClusterOperationArnBHRAE
o BhIRBM ARN, update-broker-type
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aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation S HI% HIELT JSON ROIFTF R,

"ClusterOperationInfo": {

"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",

"ClusterArn": "arn:aws:kafka:us-east-1:0123456789012:cluster/exampleName/
abcd1234-0123-abcd-5678-1234abcd-1",

"CreationTime": "2021-01-09T02:24:22.198000+00:00",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-operation/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "UPDATE_BROKER_TYPE",

"SourceClusterInfo": {

"InstanceType": "t3.small"

},

"TargetClusterInfo": {

"InstanceType": "m5.large"

}

R OperationState HI{E UPDATE_IN_PROGRESS , BFE#&F—ERetE , RAEBXET
describe-cluster-operation %,

5 API EFHAE KD

EFA API ESFELLEHMIE |, 1S HUpdateBrokerType,

BRI AR UpdateBrokerType HEFRKE XM M5 5 T3 EF N M7g , HEM M7g EEFHH
M5,

1£ Amazon LinkedIn MSK L Apache Kafka By 12 & R 5

RATLAfE A LinkedInf¥ Cruise Control SR E T F &7 12 Amazon MSK £, BNMEBERELUR K
EBHNRESFEITIOR

f# A Cruise Control 94


https://docs.amazonaws.cn/msk/1.0/apireference/clusters-clusterarn-nodes-type.html#UpdateBrokerType

Amazon Managed Streaming for Apache Kafka FERARER

® Note

MEENFRNENET Express WEHBRA T EEBETHE , WEBELEFERAE=ATE ( Hlm

Cruise Control ) #1TH XEM T, EUNMALEFERENTLE , TEHEFAXLEE=TERE
M XEFH DB AP,

T HIE Cruise Control

1. 75 Amazon MSK £&#HE# Amazon VPC ##12 Amazon EC2 34,

2. EL—ZHAIEK Amazon EC2 3k £ &% Prometheus, 12 FFAE IP Mix O, EiAim A5
7 9090, BXRMWMAELE Prometheus AR EEBERNE LR , 15 Hthe section called “fF
Prometheus # 745327,

3. 1 Amazon EC2 324l L % Cruise Control, ( & , MREEE | ALY Cruise Control
FERA 2 Amazon EC2 £4l, ) XFEH Apache Kafka MrAs 2.4.* (WEE | EFERARFHN
2.4.* Cruise Control fRZ, 1R EEH Apache Kafka lRAETF 2.4.* | iEFEARKEHH 2.0.* Cruise
Control K7,

4. FRIESE Cruise Control X1 , REHREIBER K XHXK,

5. BITUTHTURE Git:

sudo yum -y install git
6. BITUTHTUMBICARMIFMEE, Your-Cruise-Control -Folder&#h HuiX#HR (B
fi# £ Cruise Control T 8 X B3R BRI X3k ) V& Ko
git init && git add . && git commit -m "Init local repo." && git tag -a Your-
Cruise-Control-Folder -m "Init local version."
7. BITUTHSUREHHERABE,

./gradlew jar copyDependantLibs

Bt & Fi= 1T Cruise Control

1.

¥t config/cruisecontrol.properties XH#HITUTEH ., FHRFI5ISRESFFNEISKE
FREBUNEFNE. EREFNXLEFTHE  SAUTEHAPEEEFFHEE. HF
& 7] LA {8 Fl GetBootstrapBrokers#l DescribeClusterAPI IRES B8 CLI ZRUR %,
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# If using TLS encryption, use 9094; use 9092 if using plaintext
bootstrap.servers=b-1.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com:9094,b-2.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com:9094,b-3.test-cluster.2skv42.cl.kafka.us-
east-1.amazonaws.com: 9094

# SSL properties, needed if cluster is using TLS encryption
security.protocol=SSL
ssl.truststore.location=/home/ec2-user/kafka.client.truststore. jks

# Use the Prometheus Metric Sampler
metric.sampler.class=com.linkedin.kafka.cruisecontrol.monitor.sampling.prometheus.Promethet

# Prometheus Metric Sampler specific configuration
prometheus.server.endpoint=1.2.3.4:9090 # Replace with your Prometheus IP and port

# Change the capacity config file and specify its path; details below
capacity.config.file=config/capacityCores.json

FNFRERE , BNAEESEREPEENEMBERPEA DiskCapacityGoal,

2. 4YmHconfig/capacityCores.jsonX#HAIEEEWHNEE K/, CPU & OMM L in/out
BR&l, XFHEARE , REHEIRE Cruise Control BN FEE# A DISK 8., AT MSK B
BERERENMEFE , AEAFEHEREN —MIENEHF , Flf0 Integer.MAX_VALUE
(2147483647 )0 WTFIRERE | BATLAEEA DescribeClusterAPI #4E ( =} desc ribe-cluster

CLI ) RIRERHEE KMo BHX CPU B OFMLE infout BREINISE. | 155U Amazon EC2 3£4i2E
#,

Standard broker config/capacityCores.json

"brokerCapacities": [
{
"brokerId": "-1",
"capacity": {
"DISK": "10000",
"CPU": {
"num.cores": "2"
3,
"NW_IN": "5000000",
"NwW_OUT": "5000000"
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https://docs.amazonaws.cn//msk/1.0/apireference/clusters-clusterarn.html#DescribeCluster
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},
"doc": "This is the default capacity. Capacity unit used for disk is in
MB, cpu is in number of cores, network throughput is in KB."

}

Express broker config/capacityCores.json

{
"brokerCapacities": [
{
"brokerId": "-1",
"capacity": {
"DISK": "2147483647",
"CPU": {"num.cores": "16"},
"NW_IN": "1073741824",
"NW_OUT": "1073741824"
b
"doc": "This is the default capacity. Capacity unit used for disk is in
MB, cpu is in number of cores, network throughput is in KB."
}
]
}

3. BALLEERE Cruise Control Ul, 1% T & , 1% El Setting Up Cruise Control Frontend,

4. BITLAT @S LAUB 3N Cruise Control, ZEMEAEL screen = tmux B T ERRF K EIZITH
2FFFFBURS

<path-to-your-CRUISE-CONTROL-installation>/bin/kafka-cruise-control-start.sh
config/cruisecontrol.properties 9091

5. {$ Cruise Control APIs 2 Ul k#{R Cruise Control I B &£ B M HIEHIEHEHFHEDN, K
BEMNEREOUREE Lo atE,

/A Important

H A Cruise Control 2.5.60 R ERASRERERE , XRANRERBFSLF
ZooKeeper ¥t R o
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£ A Cruise Control for Amazon MSK B B zh 218t

&34 7] LA A Ik CloudFormation 12 R B2 ¥AEZ82 Cruise Control #1 Prometheus , N\ ER A 7 SR IEHY
Amazon MSK &8 MREHLILRER AZE,

FEIhEE :

- ERATIBEER Cruise Control 1 Prometheus B3ITlE Amazon EC2 34,
« X# Amazon MSK B &£,

« fEAPlainText # IAM #1TR7EN F BRI,

« Cruise Control M&k#t Zookeeper,

- BIIRMEFME Amazon S3 FREFNWEBCHEEXH , BB ENX Prometheus B #x, Cruise
Control REREMEMEE,

2 XBYEIERE
Kafka 7 X EFH 0 BLIEFE

Kafka PN D XEFH OB ARGARERR , RAXSREREAERMAEBHRE , NIETEEXM
FMEHAZWE L IRRE, BB TUTHESR  ZTNESBAERGER, FAHFRZEHNTHENR
DERERFARER PN EFRENTI, NTBEREEDXNEHDE.

(@ Note
MREBFEIBRHET Express WEH , BER LA T REFHMNERSEEFERTED
7 X7 B

£ Cruise Control P &EH %

Cruise Control @i¥ B3 AR S HIE&I 2 XBHMNASEVNRNH L. U TSHETEEHFOEEHE
REMEZHAE -

s RAHEDEXBE : EX num.concurrent.partition.movements.per.broker LARRFIKIE
BHESXBD , BRNEFNAREE,

Example 45l

num.concurrent.partition.movements.per.broker = 5
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iR EFESMEBEEANSENB BN S XHRENTED 10 N, NAFEREBE R,

156 A BR ) SR 422 %175 32

- BR%ISE : £ kafka-reassign-partitions.sh #{To XE#H 2 E A , iEFEA --throttle
parameter REREBZBAREBINHZFRERER (AISVHETEH)

Example R4l

--throttle 5000000
MNIFHFEATRIZRENRN 5 Mb/s,
« PEHRFHHIEE  RBRESENRIERREXREE :
MRRESERK , NEFHPETEEEE KATE,
MRREBES , EFmURELIB MR8 NAY R,
s EMNRTHRGEIERTI , ASREESRMBEHTAR, ENAINESTHE 2R, BXFTIERR
BTN, MR & E T,
EEEFEHRERH TN SRR UE
EEFHRERRUEHR 7B 28 , EEREHCUNEFEREFRHITHAEN L. XERTUBRASE , H
BARE R ESERE~FHNENE T,
F 3 Amazon MSK £ W E

EEHMERKNE , FHREESELT ACTIVE RS, BEXTESFE MSK EEF SNBSS XHBKT
the section called “PHBEEN X/ . FMrEREN 2 XHE” PATRRRE, MRBEIXLERE , &
T EEHEHRNEE,

BEXMSKEENEERE K SENCEZEENEE,. TUEFBEEHUREFNEERENEEN X
£ 4 LER , S the section called “KIEHELE",

FB
- EEEFPEAEN AN
- FHREMEHMNEE Amazon CLI
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« {8 AP|I E3# Amazon MSK EEWHE 2

BB ERTHE AR TR

Amazon MSK EAZHEFIEFTHHRRIFS TAM, Amazon MSK #HTRIIEH , —XEH—
RE, EHEIEF , fFHNRETH , EZRENTHEEEFEEN B3, E-R K REREFHRTRE
TERANEHMERE , XARELKENEFTEANEE PIT. BXEH XA 7] A MiE R me
BZELR |, BSEME Amazon MSK EiE,

HEMESEH 2 , BUEREF RPN EEESH TR , AEEF R BRRNZHEER.

WMREFALK MSK EFETBIMEMBEE |, FS R Amazon MSK S5 B 20147 H BR 58 ¥ (7] &7 2

FEAEHEFHMNEE Amazon CLI

1. SEHIBLT JSON A FHRFEI XSSP, FXHmEHN configuration-
info.json. ConfigurationArnBMNEERTENEFNEEMN Amazon FIRE ¥
(ARN), LT JSON F | ARN F#F B % 5|58l # K,

Configuration-RevisionBMNEEFRAMNEEMSITR. BEEMBSITRARZM 1 FHNER,
LT JSON & | ZEBBTEEFEA SIS 52K,

"Arn": ConfigurationArn,
"Revision": Configuration-Revision

2. BITUTHS , ClusterArnBia N QIR EFTIREM ARN, MREEHIZEEMN ARN |, TJLUE
SHHFFEERERKEZIE. BXEZEER , 55 the section called “FI| HEE",

Path-to-Config-Info-FileBHNEEFEEXHNEE, MREGETEL—SFHEEYN
X#configuration-info. jsonFERFEIE B FH , WPath-to-Config-Info-
FileXiconfiguration-info.json,

¥} Current-Cluster-Version B EER Y HIRA,
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/A Important

EBRRATEMENEY, EEREBNWLETIRA , B MADescribeClusteri®E= desc
ribe- Amazon CLI cluster &% o RAIARZASZ KTVPDKIKXODER,

aws kafka update-cluster-configuration --cluster-arn ClusterArn --configuration-
info file://Path-to-Config-Info-File --current-version Current-Cluster-Version

THEHH RO IMAERLLGS

aws kafka update-cluster-configuration --cluster-arn "arn:aws:kafka:us-
east-1:0123456789012:cluster/exampleName/abcd1234-0123-abcd-5678-1234abcd-1" --
configuration-info file://c:\users\tester\msk\configuration-info.json --current-
version "K1X5R6FKA87"

% update-cluster-configuration as S H % H ML JSON RAIFT R

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

sz N— /=

3. EiRBupdate-cluster-configurationBRELR , FETHUT®
%, ClusterOperationArnBiR N E T H HFIRBMH ARN, update-cluster-
configuration

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation ey S H ML JSON RAIFT R

"ClusterOperationInfo": {
"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",

EHEBRE o


https://docs.amazonaws.cn/msk/1.0/apireference/clusters-clusterarn.html#DescribeCluster
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kafka/describe-cluster.html
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"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab0l1-2",

"CreationTime": "2019-06-20T21:08:57.735Z7",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "UPDATE_CLUSTER_CONFIGURATION",

"SourceClusterInfo": {3},

"TargetClusterInfo": {

"ConfigurationInfo": {
"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/
ExampleConfigurationName/abcdabcd-abcd-1234-abcd-abcd123e8e8e-1",
"Revision": 1

}

FEmE A , OperationType 2 UPDATE_CLUSTER_CONFIGURATION, 1%
OperationState HY{EN UPDATE_IN_PROGRESS , B& & —ERrtE , REBXIEIT
describe-cluster-operation %,

£/ APl E$ Amazon MSK &8 E

ZE A API 3 Amazon MSK & MELE , 5@ UpdateClusterConfiguration,

A Amazon MSK S & H & Wik M &L

N FEH Kaftka iRZA 3.6.0 RESRANINA MSK B EEE , Amazon MSK XIEWAR M EFRE |
TEIRNEAER, BIPCHEERNE , SNEFETLERER IPv4 M IPv6 b, NikimRIELE
IPv4 M\ RiEEERAEM . Amazon MSK B Mtk ME KB RM IPv6e XiF , MARXE T IPveIRik
RRIH,

BIAMBERT , B IPv4 MEREIERET| Amazon MSK £, BRIAMBERT , BoIEZNFIEHE
Bt IPvd , EFERNMEELBEHR AR , FRAREZESHRE T —THERNLREZ G, A
J& , £ UpdateConnectivityAP| B 37 X et Y E 12,

LMBHEER FEANKMER |, SR FIEBNS| SEFE——0ATEE P4 | —FAT
TR, IPv6 RRERALY IPv6 AR XIFME IPv4 (N ) , BEEANEISEHEHR2EBETFHL
3] REEFERHS|ISERFBRHITIERE , F/H IPv4 5| SZ/FBH1T IPv4 IPV6 ERE, IPv6 &E—1
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SIS FHEXFXFMIPN. BIEN IPv4 5| SFRBFREGUG —HIE , M IPv6 5%

FREFA bi6- BIBIFIR, FEE , IPv6 EEMNEATRETR , REEFERA IPv4 5| SFRBTHE
ZooKeeper TR, BHFHLABITRIERANHNEEHEMNRO IPv4 |, BR IPv6 EEFERATEN IR
N, BXMERANESZESR , BZRARKOESR.

FIAEXIER M LR BEAYI A MSK Provisioned SEEERRI XS BIAM 2 27 BEEE R AERER IPv6 5| &
BFFHSE, MREGEEFHLERATAHRBRNR , U IPve 5ISFRABFADNEFLIHIBRE. &
AR, WRENEFRARBALHBRINE , MiXLE IPv6 5| G FRABHAEELIHBRIZNGE. EUEH
IPv4 5| S FRF B RF SR A BT — FERAE A LA IPv4 SRELEEL

(@ Note
NEREFNEAREMERER , RITERFERE IPv4 RGRE,

£}

« FERAXNLMERRR FREM
« BIEDKMLRER IAM IR
- NUBEEHRBENRMERE
« EARKMERENEZEM

65 A XN P 45 SR B Y JE R %A
EREFRENEMARE 2 , FRRISUTRY

* Kafka %< 3.6.0 HESRAER TRAR MSK Tl BEE

- BHECBEFHRREHRNAE FNEBLHENSE IPv4 M IPv6 CIDR R |, 7 B XIERE M 4R E,
EMEENEREPHN —NFREEDE IPv6 CIDR 3R |, BT ENERHERARIRMERE,

- kafka.t3.small SEIRBE R ZIHFNxERE. MREBURFIRBEAFEFEARNHERERE , WEELH
KB H M IFRBIRE,

- UITHAXLENHOTEE IPv6 iEE, BEXMERONEGE , HZRKOEE,
« ZooKeeper TR P X HEXNKERE, EReEFERIEEE ZooKeeper 1 K IPv4,
Bl E AR M &SRB IAM X PR

EAMEBLT IAM R :

BLEXN AR MRS H 103


https://docs.amazonaws.cn/msk/latest/developerguide/port-info.html
https://docs.amazonaws.cn/msk/latest/developerguide/port-info.html

Amazon Managed Streaming for Apache Kafka FERARER

 ec2:CreateTags
 ec2:DescribeSubnets

* kafka:UpdateConnectivity

BRNITATE Amazon MSK IBEFFENN RN TESIXK |, ES K Amazon FEE XK : A mazon A
MSKFull cces so

NIBEEHE B M K E

O LAEA. = Amazon SDK EFH I A MSK Filil EE & H Amazon Web Services BB & & M KK
A, Amazon CLI

Using Amazon Web Services BB 4| A

1. FEhttps://console.aws.amazon.com/msk/RITF L G # MSK & ? region=us-east-1#/
home/,

2. EREBENHEBENKMEREN MSK MEEEH
3. EEBWFHAGENEL , EEEMN.
4. EMZRER , ERRE. AF , BEREIAMERE,

(® Note
MREBHEFARMEA Katka fxZ 3.6.0 AESHRA , HEHFRAZHFNREE , NE
BMERBQETGFAH, EERMERE | BEFREM Kafka KA H 5 LN
RE BN TN,
5 WFMKEE  FEBEIGHERK,
6. EERTFEX

Using Amazon CLI

A AE A ERTIERE AP FIIE MSK Tl B S BN & LB EHRAXNHER, UT RAEIEH
update-connectivity@ SFERH M KR RIGE I R,

EUTRAIG | FREIESE ARN, arn: aws: kafka::: clu us-east-1 ster 123456789012/& R
SERRAY MSK £8f ARN, myCluster 12345678-1234-1234-1234-123456789012 -1EIREL
METREBMA | F A desc ribe- cluster i,
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aws kafka update-connectivity \
--cluster-arn "arn:aws:kafka:us-
east-1:123456789012:clustexr/myCluster/12345678-1234-1234-1234-123456789012-1" \
--current-version "KTVPDKIKXODER" \
--connectivity-info '{
"networkType": "DUAL"
}

Using Amazon SDK

AR R BIfER UpdateConnectivityAP| fFEEB¥#Y W 4% 2 B 1% B ) N HEAR o

EUTRAIG | FREIESE ARN, arn: aws: kafka::: clu us-east-1 ster 123456789012/& R
SSBREY MSK 58 ARN, myCluster 12345678-1234-1234-1234-123456789012 -1E3RHL
METEBMA | BFEH DescribeClusterAPl,

import boto3
client = boto3.client("kafka")

response = client.update_connectivity(
ClusterArn="arn:aws:kafka:us-
east-1:123456789012:clustexr/myCluster/12345678-1234-1234-1234-123456789012-1",
CurrentVersion="KTVPDKIKXODER",
ConnectivityInfo={
"NetworkType": "DUAL"

}
)

print("Connectivity update initiated:", response)

ERARL M E R ERED

« IPv6 X B AIXENHLER (IPv4 + IPv6) THA , FXHRXERKER (+) T IPv6I A,

- EXEMN Amazon MSK Tl EE R FERANHERMERE | NFEE Kafka iRZ 3.6.0 HE S A,

- MIRMEKBETER TS VPC FAFEE,

« IPv6 Zookeeper TT S iEEAR T A, BReEMFERERZ ZooKeeper T & IPv4,

- RERIEEBENTE TRBIBRRMELRN |, BFEE IPv4 FIEEBRNNELRBNNERER
A
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- BRAXGERE , BT ERER IPv4 MEBRE, BYREE , BTM R+ EHIEER.
- BAMEBFLUT IAM R :

« ec2:CreateTags, ec2:DescribeSubnets # kafka:UpdateConnectivity

E j§ Amazon MSK &£E& 1

MRESF MSK ERHRE | EEAL Amazon MSK 4, ZEEREHNRE  ERARERLT
ACTIVE R3S,

ERGEY (GBI HARAFAR ) BE , Amazon MSK BRS ATREL E R MSK SEENARE, &AL
BYFHERRERN Kafka FFIRAEMYE | BUHBEER RN REET HEMIER.

£/ Amazon MSK &8 E 52 Amazon Web Services BB &l &
RN B A ERERE Amazon MSK £8%#) Amazon Web Services BB 4| &R HE,

£ https://console.amazonaws.cn/msk/ T FF Amazon MSK &l &,
ERESFREN MSK £,

B TR FRBEAEET D , AEEBEEEENRIE,
ERERNERE,

A

£ Amazon MSK 8 E /3 X¥E Amazon CLI

RN BNAFERAER Amazon MSK £8# Amazon CLIXE,

—

BITAT®R , ClusterArnB RN EE IR EFFITIRB Amazon EIRE# (ARN) ,
HBrokerIdBEMNEERWRER 1D,

(® Note
reboot-broker BEE— X RZHER —IME,

MREEEZETN ARN , JLLEN Y HFAIEEHEHRKE . BXEZER |, BHSH the section
called “HI B &,

MREHERIRANE IDs , WALEYSHAET QIKRKEEN]. BXRESEE , 55H list-

nodes.
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aws kafka reboot-broker --cluster-arn ClusterArn --broker-ids BrokerId

% reboot-broker BEMNB BT JSON FI7R :

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/
abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

2. E3RBreboot-brokeriBELR , BETUT@W ST , ClusterOperationArnERAEBTH
H 3RS/ ARN, reboot-broker

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation ey S H ML JSON RAIFF R

"ClusterOperationInfo": {

"ClientRequestId": "c@b7af47-8591-45b5-9c0c-909ala2c99ea",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2",

"CreationTime": "2019-09-25T23:48:04.794Z",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "REBOOT_IN_PROGRESS",

"OperationType": "REBOOT_NODE",

"SourceClusterInfo": {3},

"TargetClusterInfo": {}

EFBoIRETHKE , OperationState &F REBOOT_COMPLETE MR%,
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£ APl E/Z Amazon MSK &K E

EFEH AP EREHTHNRIE |, 5 HRebootBroker,

N Amazon MSK E£ERMRE

B LU B S M T BIE U E N R 2 B4 Amazon MSK &R |, 6170 MSK 8, X2 EBNERE
NHREX. FAMER—MERE Amazon RIRMEERIE ( SEKAHKIE ) WELMmE KNG E,
£

« Amazon MSK &R E At A

« {EAMRZEE Amazon MSK S8 A A

« £ Amazon MSK API &R R INARE

Amazon MSK & PR X Bl #11R

Al {#F Amazon MSK API sER A TS :

o JFFRZERINE Amazon MSK iR,
« B4 Amazon MSK & BEMHRZ,
« M Amazon MSK &R il BRFRZ,

O] LABEFFRE N Amazon MSK BR# 1T 3K, Hlan |, Bl LURRE,. FrE&ESIAEX Amazon
MSK £ #H1ToE. ATAENEMIEWENE , RS Z—ABE LKFKFEREBWIZE
TR, Bl | BAILAEN —HIRE R IEIZFEE N KRB AEREFRERER,

TR RIRENZ AN RA

* Project: Project name
* Owner: Name
* Purpose: Load testing

* Environment: Production
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£ AL IRER Amazon MSK &8 5 Z4<

B LAEAMREXT Amazon F R T2 EMERER. HEX Amazon &R ( ‘@23E Amazon MSK &8 )
RiFAFRERT , M Amazon BAS BIRS SIERRSLENFEAEMR A, BABEIMARRKRILS
KA (WMERAPL, NARFENIAEE ) WIRSREBESTHRZHVERE. BXESER , 75H
{Amazon Billing FIF1E/) HHXN BE LKL RS FEARAED BEFE,

PR PR

LA BR&I3E AT Amazon MSK HHIRZ,

ERRE

« BINRABRNRAIFEHE 500
- RERNEX D KNE,
« TERE A TRE O EREY BIRAVIRE

RERR

- BIMRZRLTEE -, MREFNMNGEEGEERANE , WENFRSHEZINETREX,

o FREBAEEL aws: FFL , AN HETRGTE LM AmazonfEA. Amazon FRKREGIE AR
FENRE | BETEERBEIMBRXLEHRE,

- REBNKEXMNT 1 F 128 /4 Unicode FHRFZ I,

« RERMMEE LT FH  Unicode Z&, BF, ZRMUTERFZF (_ . / = + - @
PREER

s FREENKEXDNT 0 F 255 4 Unicode FRFZ ],

« BRZEEALAZE, BH, BlIATETEUTER : Unicode FB., BF. TIEMUTEER KT
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» UntagResource

F Kafka TEAFHTHZE Amazon MSK £

Amazon MSK Replicator X1 tHREIHY Amazon MSK E&8 2 B#1TE . Amazon Web Services Ik
Feikx#FIE MSK Apache Kaftka SEEF ML S MSK E& 2 BN, ERTL S MSK £& 2 |
TERFES , XER Ap MirrorMaker ache 2.0,

MSK EFlER— L RENTRZ[MRAR |, T B3IEHIEITBE Amazon MSK, MSK & #I85
TEEBEEMREAAEY B, YEN4PES, erEIBRHE4P T IREENFERAEAREE
H5HMth Amazon Web Services BREE K.

Apache MirrorMaker 2.0 R—RIFRILE , FEFHREMNERE , B AN TEBIRH#ITIFMZRS,
BAILLEN BENEFIHN |, HEEM Apache Kafka EE 2 RI#TIH , TiLHEF AWM , thalLL
ERENIEEFEAH#ITERE. Amazon Web Services I P B < 1T MirrorMaker BEENER

2% Geo-Replication ( Cross-Cluster #iEH 5 ) » BATEWEA ST A MirrorMaker 4 E BB 1718
=

B X EMA MSK Replicator T#ZIL 5 MSK WEZER , FSHEAL S # MSK Replicator fFE =
F B K EEN Apache Kafka EFFERB T T MSK Express K,

I BRFE Amazon MSK £&

@ Note

WMRFAE Amazon MSK EEBRFHE BT HEKEE , BiUEGERBRER CGIBRIZEKE, BXE
Z{ER , 5% Amazon MSK £ Bz 45,

FB
o {FEFMIBR Amazon MSK Tl Bt i& BV £ 8F Amazon Web Services B2 H &
o« fEFMIER Amazon MSK il B & Y 5£ 8% Amazon CLI
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fE AR Amazon MSK Tl &L &I & & Amazon Web Services B2 4| &

WIS E T WA E A Amazon Web Services &2 &) A MIBRFE Amazon MSK &8, 7EMIBR MSK
KRN FHERECELNERTEENMEEERE , HEXEEAGBTERENITIES. BF%E
HOE MSK &2,

1. BFZHFTFF Amazon MSK &l & , Bkl https://console.aws.amazon.com/msk/home ? Amazon
Web Services B2 %5 region=us-east-1#/home/,

2. EREMBRE MSK &8 Z I HERERIZER,
3. EEMEREE , AEHEIARER.

£ A BR Amazon MSK Tt E A58 Amazon CLI

WERRNE T {aE R Amazon CLIBIBRTRIE MSK &8, EMIER MSK £& 2wl , BRREERMNE
BAEHNAMEEERE , ARSEEMHRBTEFHNITNES. BILERE MSK S8 HIER.

BITUATGS , HF ClusterArn BN QIR EFNFTIREN Amazon BIREH (ARN ) » MMREE
BZEEMW ARN |, B HArEEESXKIT. EXELZEL , 5 the section called “FI HE
B,

aws kafka delete-cluster --cluster-arn ClusterArn

£ API i BRTR E Amazon MSK &£

Amazon MSK API A EER B B ETRE S IFBMAH — B2 UERES X NEFNEEME MSK
£, WIBENEB T O[ER Amazon MSK API filBRFIE Amazon MSK £8f, 1EMIBR Amazon MSK
¥z FHRELCROEFIEHENMBEERE , A BSBEEAKBTEFNITNES. Bk
HOH MSK B IBR .

EF A AP BIERESE | ES @ DeleteCluster,

Amazon MSK Ry < TheEFBL =

FE Amazon MSK B ERAZMGHNIRE , IRBACEFNMRABERER, UTERFAE

AT IXLEThEE,

o XEBXIHA : Amazon Web Services IR &4

« Amazon MSK API Reference
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(® Note
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3 I FRIN——IAM, SASL/
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Amazon MSK RiE /L HE

FE MSK BV IRIERIEM{L T Apache Katka B | 25 7T AHEZTHRAME , HEMPHIKIT
RTEE#M, REBEGETESY EMWN pay-as-you-goEfE , TEFABMNE, BEEREEE, BIEFF
WESRFIR N BAMIEBYT SR THRE Apache Kafka I |, ATIRMHEE 3 N EAREBEHLE, 20 1

W BEE , HYMRERERS 90%. RERETERE T Amazon MSK MR {ESSERERIAE , HoEFIN
TEFPIHREHERM , USEARERREDEFIKS Katka ERBRIEZBNRIREM.

UTREARERERNFEZEN —LEXBRENIDEE,

- TEEERFHE  REAELEFNEEIEEREAFERF, BALRERYE, I FLREATEEE
Ry fFfE. pay-as-you-go TEEHERA , TREZERITEXIEFRE BN EUREXRHNEFL
ERT, XYL T EFHER , AER T FHEEERNRETH.

- ERNTERE REREBEVEEBENBI I XNEESSFERER 20 5. AFERAT ERE
BUUNXT BN RISk B Ig (B |, BRI AR ER R ER AN , WIhEEEXREE, X EBEHN
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EHE D
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FEAE m7g.16xlarge K/)» Express broker 54 500 fREE ALIE , mMESEiERE MBps Lk
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- XAGHEMEE  RERELHIRMSHRMESER , UIRSEHNEE, HhIFEaxxig
Apache Kafka BB Z2 12, AHERTURATESREMITIINEENBTENE., BBTX
EIhEE AT ER S, ERWIEITAMEN Apache Katka B ATEF. BEXEZIFAESR |, B
2] 1R IR X R i B FlAmazon MSK BUR K BB H 2B 5 o

- REFPED  RERBZBLEPED. Amazon MSK 2B L HHENEHEL. BXESFAR
B, SR RERETH T,

BXRERENHMER

« RiEAEMEA Apache Kafka APIs , 1814 &k 522 %1% KStreams AP,

- BRIBZLENE 3 TAZs BBEFATH.

- RERBIGEATREXFIKR DN, BXREFHIIXK , HSH Amazon MSK E .
« LR Apache Kafka iR A< 3% Express X3 : 3.6, 3.8 # 3.9,

- T LAEA Apache Kafka x2S 3.9 R LAGHY KRaft X 4| 2 RiE R E,
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© EEXLEE
B* MSK RERBNESEL , URESEEARERENESRA , BHEUTEE :

« 5| A Amazon MSK #RIERIEN Kaftka EFHREEHENERNYT 4
« Amazon MSK B ; 158K Kafka ¥ 481 REMEEIR A 20 52 %

XREBEER T RERENM :
- REERNEHE, REBY BURERVKERE
- HERFHREENERMN
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EREBTE Amazon MSK £8E |, B EEHEEFRANRE KR, Amazon MSK ZEFEUTREKX
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FRAERE XN
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PORAIE R
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® Note

R Amazon X AJRERN IR R ELX LB HE, BXxZXEMNEFHATAZFYIER | 55
Amazon MSK EMN T H L EFHHREXFIEMN K,
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FEEFFHERES WA,

- DEEMTE Amazon GovCloud ( £E ) 1 XA,

- PREFHEIGERATHEENER,

- PEREREFZEFRELRD t3.small,

- ERAEHNREREHN 3 X, TEUTFFEREREH,

- PEFETXIERELNZSANBEB R (5 JBOD HXMIIEE ) o

s PEGHIAXBEESLATE. BRMEEAB2EEHENEB S cleanup.policy Bl&E 1 R&E “MIBR".

s PRFRERTXFHETECEFEHXH log.cleanup.policy KB,

« AUNBNTERAIRER , ETREARNERN S EEE, —BER  BRAEBNTERAS
R,

- WMRFEA Amazon MSK fr7s 2.8.2.tiered , N REEE B EI S — N F 0 EFMEH Apache Kafka ix
X, MREFEREGERARISD ERFUORAE , BHEIE NN MSK £FHFENBREIBEZE
.

* kafka-log-dirs TEFTERE D EFHEVBEXRD. ZTERLREETFET BEERHKRND,
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- A LA7E Apache Kafka R{EAFMEERE R EH : log.retention.ms ( BY[E ) F
log.retention.bytes ( KN ) o XEI&REBRE T Apache Kafka TEEE PR EHWHIEN S atKFE KX
N TEREBBAPEEH#HESR K HEEEEHAREXERE, B UAFATIREBSETTLS
MIRE,

- BRASEEME U EESMHEETEREFHEBENNK, S, WREFHEMAREH
(log.retention.ms) iR EH 7 X , A REH (local.retention.ms) iIXEHN 12 /Mat |, NI ER EF6EUR
Bl 12 PN BIE, BEREAFHETNREREERE 7 X,

s BHIRBREEATZEAR, XBEEIEMEERDS

« local.retention.ms =% local.retention.bytes IR EZEFEEEEFHPHNREBER. Apache Kafka 7
XAWBERBAUNFEESZF S EFM®E (ET segment.bytes = segment.ms ) , 5A1h{RE
RELK. FBEEEHFHIIEZFHE , SMHREEEZF#ET , EEEZ local.retention.ms 5
local.retention.bytes f{E. bLB , BIFEBFMNEEEFRER , BESEFEPDITH. XEETLF
BB EREFESMEEEMEL , ERREHNE , MRIBHOBENHERERN D EFERELE,

3 Apache Kafka ff BEBFHEEEFIE 2 ZFM#EET , 24RHE retention.ms 5 retention.bytes iR E
FZE B MNER PR,

Amazon MSK 7 B #1175 R Hl

WERHRBTERAPEREME , TP EISHENIAEETINIT I AN, EF
remote.storage.enable IREN true f5 , BUUEAXRETBN S EFME. ELTRBIF | retention.ms
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NAEBIEASEEMWE , Apache Katka 2EXRANBER 0 <ABILEFHEER R »EFEE. XE&
BRIE 7 B bytes T segment.ms REXMA , MAEETHRERE, Apache Katka R TEEF PR
B—REIxR, FITR N EXERREF D2 EFME , ERENETENRSBEEARXA, ELAE
=™ , Amazon MSK AR XE 0 MIXE 1 HNEMEENATEMARERE, (A, RE. bytes/
ms , %R, ms/bytes)

Primary Storage Tiered Storage
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BEfE  MAREARMRZHREN T2, Active Segment 1 BERFAMIBRSEMH |, HREREBEFH T 2
BiEt# , RNt FEIRS.

Primary Storage Tiered Storage
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ARG, RERBER , Katka SMNDTEFEFBERBER 0 MXEKES. R1BETHREIHER ,
BANFEEFI I EFENERSE , BRAELTEDRS. &1 ERXHA , REFAFSERBN &R,

Primary Storage Tiered Storage

Topic Partition - 0 Topic Partition -0

Segment 1 - Active

Offset 006
Offset 007

FEHCREE D EEFEMMN Amazon MSK £ Amazon Web Services BI2i24|&

LIRS E T Al A Amazon Web Services BB 124 A 0122 9 B 174 Amazon MSK £,

1.

©® N o o ~ w Db

10.
11.
12.

13.

£ https://console.amazonaws.cn/msk/ $TFF Amazon MSK ## & &

R OIEER,

N RF#EIEREBE LA,

EEEBNEN,

EEBRBEPEEME,

71 Amazon MSK & X5 0 E 7 # Amazon Kafka x4 , A T oI2&EH.
1B kafka.t3.small ASNIRE KD,

EEZHE Amazon MSK AN AKX FRZHNAEHE, SNTRARXSED—MME , 815
&% 30 MUE,

EERES> AN TRAXHHKE,
EESNAARXEEM Apache Kafka KEHE.
EREMHET, Hh 3B UEAIEEHERXN D BFME M EBS 714,

BEREFVEQSTHRREREE. TRE , 2 EF#EMN EBS FHEMENERFEREXER
EREFCIZARS,

i%£3$% Create cluster ( I EE )
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FERNEREE P EEFMEM Amazon MSK &2 Amazon CLI

EEERLLRRASRFM  BEALEEMN Apache Kafka lR AR 2 R iFHEMLIEER., BFIREBUTR
WBRGIEE, A, BRERT—THNSR , QIEEHDEFMER Kafka =8 , F A Amazon CLI,

BXRUBEFHNIEGRMENTESIR , BHZH create-cluster,

aws kafka create-cluster \

—cluster-name "MessagingCluster" \
—broker-node-group-info file://brokernodegroupinfo.json \
—number-of-broker-nodes 3 \

--kafka-version "3.6.0" \

--storage-mode "TIERED"

BESADEEMEN Katka =& , HEH Amazon CLI

EXHENRERA TS RFERNERNARNERE K SEENBR-1MNERATORFRNER , Hhas
RXRBRAIFHEE. 2EFE#NTIIEENT :

« local.retention.ms ( #4010 7% ) AEFEHEIMNAREBIRE , local.retention.bytes H
A& K/NBRH,
- remote.storage.enable iREN true BRI AH EFM,

AT ELEE A local.retention.ms , {ELEMERT ER A local.retention.bytes, LLE M H| Apache Kafka
FHEREMNEE#EH RS2 EFME 2B UL WA Apache Kafka AIAEHINF T . BXxXH
M Topic-level i EBMMNEZIFMES , BFSHEE.

® Note

BAER Apache Kafka B FiwhRZAS 3.0.0 REERA, XLEMRANAE kafka-topics.sh
HIXLEFIRIRAFRZ R remote. storage.enable WiRE, ExFEHFHRAH Apache
Kafka Wl B EBE A2 EFM , BSHEIE Amazon MSK £8 L E A EF#E DT,

bin/kafka-topics.sh --create --bootstrap-server $bs --replication-factor 2
--partitions 6 --topic MSKTutorialTopic --config remote.storage.enable=true
--config local.retention.ms=100000 --config retention.ms=604800000 --config
segment.bytes=134217728
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EIAH Amazon MSK £8 LB HAMNER S E176E

XENTNBUNAECCENETELLERANEASEEW. ECEBRATEE#MNHESRNEE &
ZREH Amazon Web Services BB IR CIEEH T 2 EEENER,

EIAH Amazon MSK =B LB A2 E17M#

EENEXTB LEAPERME , BERAUT RPN alter i TEE. EERFENETELERASE
F#E , BRAAZ I EA Apache Katka & F Uit i s 19 BR il

bin/kafka-configs.sh --bootstrap-server $bsrv --alter --entity-type topics
--entity-name msk-ts-topic --add-config 'remote.storage.enable=true,
local.retention.ms=604800000, retention.ms=15550000000'

EIMAE Amazon MSK =B - EZ2ER 9 B 1246

EENEXTELEASEER  FRBREAIEEHNNINFER alter i H1EE,

bin/kafka-configs.sh --bootstrap-server $bs --alter --entity-type topics --
entity-name MSKTutorialTopic --add-config 'remote.log.msk.disable.policy=Delete,
remote.storage.enable=false'

(® Note

ZRIEEMEE  MAaTeRR2EE#E PN EBHKIE, Apache Kafka 2REBEEMEHKIE , B
MEBAET local.retention.ms WERBHN, ZRFBMN D EEMEE , ELEBXRE
BArEEM#. EENEXB L E2RASEEME , BFR2ZFEA Apache Kafka & F s iR 2K BR
#lo

EFAEDA Amazon MSK £ E/5 % E1#f# Amazon CLI

@ Note
RABEEEEHMW log.cleanup.policy iIRE N delete B , FREBADEEM , RN EE#ETX
BFEEETE. IRREZRFETBLERASEFME , HMEULUFZEED log.cleanup.policy B
B 7 compact., BxX#FMTopiclevel EEBMNEZFMER , BSHEE.
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1. E# Kafka MRZAR : EBFRANHIERI LB, EEREFHNWYFIMRA | BF
FDescribeClusteri®#E= describe-cluster Amazon CLI %% . REIRAZE
KTVPDKIKX@DER,

aws kafka update-cluster-kafka-version --cluster-arn ClusterArn --current-version
Current-Cluster-Version --target-kafka-version 3.6.0

2. IWBERFEMER, UTREBRFERNAER update-storage APl FERFHERNREN
TIERED.

aws kafka update-storage --current-version Current-Cluster-Version --cluster-arn
Cluster-arn --storage-mode TIERED

FEREEHASFEHMAE Amazon MSK £ WD B 176
LR B T WA fE A Amazon Web Services BB 12 &I A E#H 2 B 1FM Amazon MSK £,

R MSK S84 51# Apache Kafka A2 2.8.2.tiered, MMREEER MSK B ALK E 2.8.2.tiered
IR | FSFEE#H Apache Kafka iR,

(@ Note
REEEEM log.cleanup.policy IRE RN delete Bt , FEEBADEEMR , RN EEHETX
BEAEE, IRREZBETELERASRFME , BEALUFZEBEM log.cleanup.policy B
B compact, BXxXFEMTopic-level EEBMNEZFMER , BSHREE,

1. ¥£ https://console.amazonaws.cn/msk/ ¥TFF Amazon MSK 2 &l &
2. BIERBERLH , BEREM.

3. REFEMEy , BERRESEHEMER,

4. KR D BFEMN EBS F , BARREER.

@y B Amazon MSK $r/EREIF 6
WA LA N NRIER EBS M Z=EE. BLEEDERE,

Ey REBERE , FEENATA.
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/A Important

VB MSK £EBNFHE=REE , YAUERATANEREZE., T , EBAE®RTES42
B, EBEAEE BN, Amazon MSK A LS EIRMELER , BYHEHRITT E. X&
EMED 6 DEITEEE 24 MR E |, EABRRTERNFEXDARARURTRE, XBE
EHATF auto scaling B4 , ti& A T HZUpdateBrokerStoragei@E# 1T F B M. BXIE
BiRRE#ZRA/NDNEER , B3 H the section called “FrERIBIRIEEER,

BALERD EFEAREL QT RELTRENFEZH, TS EREN D EFHE.

FB
« Amazon MSK £ B3 48
. WEREBHNFIY R

Amazon MSK &8 EHZ T 48

EADY REHTFRBEUNNEREEM , LAILN Amazon MSK BLEBN AREF B3I R ME, &
B BREP , EUNREBRHENRAEZNERY REE.

£R Amazon MSK SERBZ Y Fizal , BRERUTILA :

/A Important
iy BEERE 6 PITRERE IR

BWIENKNEENEHETH , UFRFMER, BXABRERENINES | ESRABREEN K
N BNEBNREREBRE,

« Amazon MSK F*2RFEHERL A/ NEBFHFEMAE, Amazon MSK TXEFR/NE#EHN KD, W
RIBEBR/PDERFEHEAD , IIXTFIEERHTIBIFERHBER/INESE, BXIBEHNESR
BSETEE MSK £5,

e EIEARMX (ABR). IEMN (FERH) MEARMKX ( ZREL ) Xif , Amazon MSK FXiF Bz
9o

« UG EDT BREEERXEKRN | Amazon EC2 Auto Scaling £ Bz 812 A T BB R L D%
CloudWatch B1Rk. MREEA B30 BEREMIBRESRE , Wk CloudWatch BiIRMATFE. EMIBR
CloudWatch ik , BRZENEFHFPBREBIRHER , AEBRRIZESRH., ETHREXERR
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RNEZER , ESH (Amazon EC2 Auto Scalingf P8R ) A Target tracking scaling policies
for Amazon EC2 Auto Scaling.

£

« 7 Amazon MSK EEiEBEHZI Y 47

Amazon MSK B Bal ¥ BB FMER
BV BRENEBENUTSEH

- FEFBAERBIR : Amazon MSK A Ff#% Ba ¥ BIRENEERNARRE, BN LRBARERR
BENYEFEEIEN 10% 2 80% 2H. BB FEAMAZRBRZEEN 50% 2 60% Z[H.

- RREMHAE : Amazon MSK AIAARBE#HIRENHR AT BRE. B UESMENR K EMH
BRERENRZ 16TiB. BEXEZEE , HSH Amazon MSK FRE,

% Amazon MSK # %] Maximum Disk Utilization ¥#r&F = A F Storage Utilization

Target RER , EQNEFEEBEEIM 10GB YR FEBEN 10% ( UARKEBN A ), fl, IR
% 1000GiB , MiZEHEN 100GB, ZRFBIHRE—XEFERIAR, #—FTNT RBIFEINEE
IF#EAE , EiEN 10GB YR FHEBEN 10% ( ARKENE ) .

ERERBRET BIEBIRE , EFEMZ ListClusterOperationsi 4k,

7 Amazon MSK E£&iREHZ T 48

A AE AT D% MSK #2414, 3% MSK API , t2A7 5L Amazon CloudFormation SEE1 174 9 B 3h
¥ B, CloudFormation AJI&E AT 5 3R 1§ X FApplication Auto Scaling.

@ Note

BIEERN BT EUEHIT . BHUNLCERER K AREHNEHVEBHSHAEIT HERE,
BR , BA[LE Amazon MSK BRSS B2 £ B R 6 B 1% R #E,

£

« fEH Amazon MSK i&i& B3 48 5L Amazon Web Services BB &
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- FRCLIREBsY %
« £ API 3 Amazon MSK ®i& Bzh¥ 4&

/8 Amazon MSK i& & Bz 48 ’k Amazon Web Services BE 24| &
WERENE T t{aE A Amazon MSK 24| A N EESSIM Bz 48

1. B FIHfEhttps://console.aws.amazon.com/msk/ZRF FTF Amazon MSK 2 #|& ? Amazon Web
Services B2 #| A region=us-east-1#/home/,

EEHIKRD , EBREH, XAFESISEIHEFFAEENTE.,

EREEDT B, ERRE.

BIEHmE BT AR, BEEFRANARER. FRFHEBEN BIRER.

%32 Save changes,

o & w0 DN

REFFERAFEKE , ZREFH N ZEHTNEDRS. RE , HEFEFERARERET , Amazon
MSK &¥ REFH 1764,

5/ CLIREBFYT %4
LI RRANE T {aE A Amazon MSK CLI 1SS B3 48,

1. fEM RegisterScalableTargetan & S Mt 12 4% X F £ B 4%,
2. A PutScalingPolicy@ S RIZ B3 R KK,

5/ APl 3 Amazon MSK & & Bz ¥ 48
WERRNE T A EH Amazon MSK AP R EMESSIN B 48

1. fEFA RegisterScalableTargetAP| X174 R B = B ¥,
2. fEM PutScalingPolicyAP| I Bzh ¥ B KB,

WERENFY 4B

ERMEREE , BEEEFEA ACTIVE KT, FRY BERAEHZAEDBARNNIRHE
B, BRZBRERVNNRHKESFRZE , BZRSNEFE 24 PR RERMEX B EFHITRA
to XERNCLERNNKEFMEBANKEL,
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FERT BR2L4LHEE# Amazon Web Services EIE#E 4|4

£ https://console.amazonaws.cn/msk/ T FF Amazon MSK 2 &1 &
EREEFRIEFEA MSK £,

EEES D PR RRE

EEMERFEE, SREEENEFEE TR FRE,
ERRFER.

o ~ w0 bh =

SR B&EL4LEF6 Amazon CLI

BITUTGS , ¥ ClusterArn iR QI 2SN FTIRENA Amazon BIREH (ARN ) » IRE&
BZEHNW ARN |, B HAEEERKKEITE, BXEZEE |, BSH the section called “FI H&E

o

i

¥ Current-Cluster-Version iR EBH 2 Hi R,

/A Important

SHMATEREENER. EERERNIFMA |, FEMDescribeCluster®#F 5L desc ribe-
Amazon CLI cluster 55, RHIMRARZ KTVPDKIKXODER,

ZTarget-Volume-in-GiBEHRTNEFEBNELLHFENTFHE. REEFMERENERH. &
THEECEEFNFHNAENMIE, BRIEBENETarget-Volume-in-GiBH#MR KT 100 GiB K&
B, EMRESENMNMENTFMETEEET 16384 GiB,

aws kafka update-broker-storage --cluster-arn ClusterArn --current-version Current-
Cluster-Version --target-broker-ebs-volume-info '{"KafkaBrokerNodeId": "All",
"VolumeSizeGB": Target-Volume-in-GiB}'

£/ APl BT BREEMZE
EFH APl EFRIEEAM , S HUpdateBrokerStorage,

7 Amazon MSK £8P EREEEFRELE

BRUMAEEA Amazon MSK ###|&. CLI F1 APl IBFEHEMER |, ESH?227%

£}
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« Amazon MSK REFHERFINZATHERE

- # &8 Amazon MSK BN FHELE

« Amazon MSK & MEFRNE EEFHE

« 7 Amazon MSK EEH MR EMEFREUHE

Amazon MSK RERFRHERTAHFEAFHERE

REFHEHIBEINEEERZ : EFHE. Amazon EC2 E| Amazon EBS HWEEH 2 LN
Amazon EC2 WHOFHE, ZWLUEAMEF#SUHERXRFAREFUHE, T8 , REFHERHIT
822 H Amazon EC2 E| Amazon EBS IR EHH £ Amazon EC2 HAFMEERK

Amazon EC2 HOFHMHEZFARAKENESCHNAFHBIHENTM, A , ¥ TRAREKX
/v , Amazon EC2 #| Amazon EBS WM& HHEM Amazon EC2 HAOFHEHES,

NF 10GB HEANB KR , BUUNEREHEMENEY 250MB XESE. BRIAAEY
250MiB, EMEGFEMELE , BAFUEERNRIE K/ kafka.m5.4xlarge RE K ( = kafka.m7g.2xlarge
REKX) , HELAUEESGAELE , MTFRAT

RIB K BAEFE#HELE (MiB/second)
kafka.m5.4xlarge 593
kafka.m5.8xlarge 850
kafka.m5.12xlarge 1000
kafka.m5.16xlarge 1000
kafka.m5.24xlarge 1000
kafka.m7g.2xlarge 312.5
kafka.m7g.4xlarge 625
kafka.m7g.8xlarge 1000
kafka.m7g.12xlarge 1000
kafka.m7g.16xlarge 1000
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fiT & Amazon MSK £EHFEEEHE

& LAE A VolumeReadBytes # VolumeWriteBytes IEFRREEEFRN FHYEHEEFLE, FHIX
AMERHENBEUAZTARUNEEHERAELE, ERMEFNTHEESTLE , HXHNER
®EN SUM , IRKZEN 1 2% , RAEFERAUTAR,

Average storage throughput in MiB/s = (Sum(VolumeReadBytes) + Sum(VolumeWriteBytes)) /
(60 * 1024 * 1024)

B> VolumeReadBytes Hl VolumeWriteBytes E#rMIE S , S the section called
“PER_BROKER ####”,

Amazon MSK £ MEFZWNVEE EHE

BRI EFETERHE 2RI Z2EEH Amazon MSK L&, Fd , BEEEIIMENETULE , BH4MA
EHITIXFHANRIE - EHF num.replica.fetchers BESHAMABHMESTLE,

EERIA Amazon MSK BEEH , num.replica.fetchers H{ERN 2, EEH
num.replica.fetchers , BUUFERATRPPVEBRINE, XEERESE, BWEREBSHAARE
BIXLE,

RIB K/ num.replica.fetchers
kafka.m5.4xlarge 4

kafka.m5.8xlarge 8

kafka.m5.12xlarge 14
kafka.m5.16xlarge 16
kafka.m5.24xlarge 16

EHENEERRETEE 24 MIRER , HEMRRBAEBIRSFA , WAREEERKNE, T
T, ZEXBHE  IESNMREELSTRE#EN MR, MR 1TB BEIXIFAH , BEAFAD
R TR ER VRS,
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A Amazon MSK EHAHINEREBEMEFREHE

Amazon MSK RELFBFEREEFREE L, HEFERNEHEARE. EREBZRASHBEARE
AZEBERAERFPHRAER , FHZE /0 RREER, EFHEFHERERNF#EEARENMM
FRESEMBENER, MEFHEHERETNEFHTHREEEZERNED,

BE AR RE KRR kafka.m5.4xlarge RERBFEHBEN 10GB RESHNERIEEMETHE
ER (UBW MB RENM ), IUEAEEFHRIEEMERATE., BB NLTF ACTIVE IREH
EHCHAREAMERLE,

£l

- EAMAE Amazon MSK £ F# & 8 Amazon Web Services EEZHI &
- EAMEE Amazon MSK £k &1 & Amazon CLI

- £ API 812 Amazon MSK E# B F#EULE

EATE E Amazon MSK 817 &M &2 Amazon Web Services BIRiR 4| &

WERBERT —ANRG, HEAWAERGZESATMEESTERN Amazon MSK ££8 ., Amazon Web
Services EEE &

1. B FHITFF Amazon MSK #Z#|A , Mt A https://console.aws.amazon.com/msk/home ? Amazon

Web Services EIE1E %l 5& region=us-east-1#/home/,

2. EERBIEEE.

3. EERBEENGE,

4. BEESHENBW.

5. HERFEISFEEER,

6. NERNENFHRELEBEE—ME

7. & VPC, AKX, FRNMZ24A,

8. ‘EET—F,

9. HERESIRNER , BET—F,

10. EEEBNFICTRIVKER , BET -5,

1. REEHRE K RREFCIRES,
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FRARER

fEATMBEE Amazon MSK £&FZ#E &M &2 Amazon CLI

EBEERT —NRO, HEAMAERAGEEAT Amazon CLI il EEL 2R EE.

1. EHBAT JSON FFEMWERIX . FFM ID MEL4E ID SHFERN

cluster-creation. json @& HHRFXH-

{
"Provisioned": {

"BrokerNodeGroupInfo":{
"InstanceType":"kafka.m5.4xlarge",
"ClientSubnets":[

"Subnet-1-ID",

"Subnet-2-ID"

1,
"SecurityGroups":[

"Security-Group-ID"

1,
"StorageInfo": {

"EbsStorageInfo": {
"VolumeSize": 10,
"ProvisionedThroughput": {

"Enabled": true,
"VolumeThroughput": 250
}
}
}

},

"EncryptionInfo": {
"EncryptionInTransit": {

"InCluster": false,

"ClientBroker": "PLAINTEXT"

}

},

"KafkaVersion":"2.8.1",

"NumberOfBrokerNodes": 2

I
"ClusterName": "provisioned-throughput-example"
}

2. ME—FHRMEFE JSON U B FAiz1TEL T Amazon CLI 5%,

aws kafka create-cluster-v2 --cli-input-json file://cluster-creation

.json

EMKFEYE. 13X

FRER
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£/ APl 82 Amazon MSK £E#NMEFHELE

ERREHNRENERENFREELE , FEM CreateClusterV 2,

fiE Amazon MSK & &

Amazon MSK AR, EBMABET SRR UNNEE, BETUGEEENEE , A EAXLER
ERGIEH MSK EHNEHMNAEE. MSKEEH-—ABMRHEMNNENRK, RIEEEEPE
ANRERE SR —EAFTRENEERNEN - ATEANERE, BXIUE E AR RENR
BHEZHMAEE , BSAUTEHD.

F&

- IRAERERE

- REAEERE

- RERBRE

REREEE
RBANBTIHRAERBNE ERE M,
FB;

« BENX Amazon MSK fiti&

« BRiA Amazon MSK it &
« Amazon MSK 7 EF M TR BN E EISFE

HE Y Amazon MSK Bt &

BRI LAE A Amazon MSK RBIZEZBEX MSK BLiE , H AJAEZEEHRE LT Apache Kafka Bt &
B, REXREBEWEMENIRBEE the section called “BAIA Amazon MSK Bl &” F EEWE. BXE
EEMMNEZELR , 155 Apache Kafka Bl &,

Name 1%, BB

allow.everyone.if.no.acl.found MEAEZFUHEMERENRN false , BFLENRN
&£ B TE Y Apache Kafka ACL, IR FIHE M
REN false , BB %E X Apache Kafka
ACL , MR R EXEERFRINR, MRKEX

RERE e
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FRARER

Name

auto.create.topics.enable

compression.type

connections.max.idle.ms

default.replication.factor

delete.topic.enable

group.initial.rebalance.delay.ms

group.max.session.timeout.ms

group.min.session.timeout.ms

%88
R UL BREFREHFILEHIRER
true , AEFRESXNEHIH RN,

ERSHRLEAERBIGE,

BEFBNRAERER, JAFHEMHREN
PROEERRBEBSS (gzip. snappy. 1z4 M
zstd ) . B©E#ES uncompressed ., WESE
BTFFAESHS. MRFZEREN producer , N
EREREENFRENRBERRBEBSE

ZREREN (UAZERNEN ) . WREENE
RetEES SN EEHRENE , RSBEEF
AEEBREBE R R AR LEESE,

BN EBRRMUNEFIEF

ERBBREERE, MREZAMIRE K NTERE
BEE T EHIBRER,

EAMBABRITEREHFE 2 , AthES
EEFEIHREFEHIMAFAENRE, FRAOE
BRI EEREEHFFLETELED , BXLEM
R0 IR FF 1R 2 BIRY B [A]

EME AR R RS TEB AR AT A A
K, AIEERAFRARLGCERNES 2EIHEER
NEARES , EX2SFHFEBRRE S FERLQN
=,

EME AN REXTEBR AR, AT A A
E, MERNNEERSBR , BEEEEHE
MEABZRNES. XARKERERFEEE
il

~

REERE
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Name

leader.imbalance.per.broker.percentage

log.cleaner.delete.retention.ms

log.cleaner.min.cleanable.ratio

log.cleanup.policy

log.flush.interval.messages

log.flush.interval.ms

58

EREANAST I LR, MAZNE
BETWE , NG R as FERE, 1t
EULED ENEREE.

1% £ Apache Kafka & & 2 Ml BR#Y ic Y B[]
2, &/MER O,

WEEBMNERTNT 0 F 1 ZH. LWERE
BEEHRS=AEEAENME (MR BEESR
BEEA). BABAT , MEREESHEBEN 50%
¥ B , Apache Kaftka 2R FE ALK, X—
LERRBEH T AEREETURRHN &R AZEME (1%E
N 50% , XEREZRZE 50% WWARARER
g )., ESMLEEEKREED, EERHE
B K EBtERESERBREZNWAEZME,

R E IR0 BRI EBRINVEBR R, BXRE
BIESoRIIR. BRKREEN delete M
compact. N FERATIEEMHNER , BRX
B R delete,

FMHEERMEHME R , BED X ERRMHEE
B E.

EAEBPHEEERFEEE 2 FIRTFERNT
P RKEE (UAZERNEN ), WRRREL
& , MBEA log.flush.scheduler.interval.ms # #J
B, &/MEH 0,

REERE
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Name 54 BA
log.message.timestamp.difference.max.ms Kafka 3.6.0 FEFALEE. 7T HMH

E , Bl log.message.timestamp.befor
e.max.ms #l log.message.timest
amp.after.max.ms . REWEESEHE
B & 558 B 15 E R B R B 2 8 89 & KB R =,
R log.message.timestamp.type=CreateTim
e, WMREBNZ=REILLRE , WER
F#HE4, R log.message.timestamp.type
LogAppendTime = , M| ZB& bL L B o

log.message.timestamp.type M B B R B RN TR B
FIEMEtE, RFHER CreateTime
LogAppendTime o

log.retention.bytes fiBR B SRR K BE KN,
log.retention.hours iR B & HEIRE B E XS/ NERE , ER

log.retention.ms B M =HE .

log.retention.minutes iER B E XA RIRE BEX N4, ER
log.retention.ms BN —HEM., MRKRE
& , WA log.retention.hours FHI{E,

log.retention.ms flER B &M EIRE BEXHNERH (UE
BREMN ), MRRKRE , NEA log.reten
tion.minutes FHYE,

log.roll.ms HEFT SR 2N RKRE (LERHE
fiI). MREFKREBLWEM , WEHA log.roll.hours
P E, LEMNR/DAREERN 1.

log.segment.bytes BNBEXHHRARAKN,
max.incremental.fetch.session.cache.slots HPWIBERNSTENHFEATE,

RERE e
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Name )
message.max.bytes Kafka R TR R AICFHLAE KRN, HRE Mt

5, #EFEKRT 0102 WEEMARR , NEAR
AVIRER /M AR I |, BAEE]REB AN
REVIE T,

R A EARMRA L R FEE 7 B AL E
FRREME, SETHEERIRAET R/ RESR
R iER AT ER , ERHBERT , ERHX

EATERIER,
Al{E A E B 5] max.message.bytes B &N F
NEBEBLE.

min.insync.replicas S4B acks RIEHN "all" (H "-1")

B}, min.insync.replicas A ESEEREEA
WA ANEANEANR/DEIRE,
REERFMWRERE  MNEFEXEIRRE

( NotEnoughReplicas 3 NotEnoughReplicasA
fterAppend ) o

S&TLAEE A min.insync.replicas # acks FHY{E
FBHIMITERNFAMERIE. Fla0, Baiel
BEHIRAFRN 3IMWEH , £ min.insync.replicas
RIERN 2, HTE acks 7 "all" WERTHITE
Ko XAIBREXRSHEIRRKIERER , 0l
BNl RmE,

num.io.threads BREEATAEERNLES |, JAESIERIE |/
O

num.network.threads R 5588 A T Uk B W & Y5 SR 3 [m B R 3% i 52
MERERE,

num.partitions BNEBNRIABED X,

num.recovery.threads.per.data.dir Rz AT BERE AR XA AT R
BENNBEE RNEERE,
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Name

num.replica.fetchers

offsets.retention.minutes

offsets.topic.replication.factor

replica.fetch.max.bytes

replica.fetch.response.max.bytes

replica.lag.time.max.ms

58

ATNRREEFESARIEGEAER. MRE
BWE , MNARREREELLAN /O F1T
BE.

S MERARAEREMAEMRS (AEZE)
B, ERBENELFZHARE , REHRE
Fo NTFMIUERR (B, ERFHDENER
%)  RBESHESKE REXAEM KRR
HESH.

REETFNEFR T, FHERESES T
BERATAL, ABEBQERY , BEREREXD
AR EHREFER,

ZHNBIN D XEIRNEENFTH. XT24
WNERAE., MRERNE—NEZEDIXFHE—
MEFHA B R FILE | NPRIREZ SRt 402
L REB#HE. message.max.bytes ( REBH
B ) 2% max.message.bytes ( FBEE ) EXNK
BESNRAIEZRHLEKR N,

BEMNERMNTHANSEAFTR, ERXED it
REH , MRRENE-—NEEZSXPHNE—
MEFHREAC I K FULE |, WAFHREZ IS Fit
LB RIEHE, XTRENFZAE. me
ssage.max.bytes ( fRIEELE ) = max.messa
ge.bytes ( THEEE ) BUHEEERBEEZNEZK
10 FHEALEE KD,

MRBERZBRRXBRIAEMERER , AEEDHE
HERHRRELAISSHBEEERFEBE |
MAF 2 M ISR FHIEREREE

MinValue: 10000

MaxValue = 30000

REERE
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Name 15, BR

replica.selector.class 3£ ReplicaSelectorfI T2 REXR B, K
FEALLERERERENEIAR, NWREFEH
#9:2 Apache Kafka MRZ< 2.4.1 SLE B ,
HEFLEARTFEABMRIENEIFRRE , &
FFEMIRERN org.apache.kafka.c
ommon.replica.RackAwareRepl
icaSelector . AXEZEER , BZH the
section called “Apache Kafka k74~ 2.4.1 ( A

241.1”&}”0
replica.socket.receive.buffer.bytes MEBERNEBRFEREFX,
socket.receive.buffer.bytes EEFTRESHFEEFTH SO_RCVBUF AKX,

AALEMHRENSZNMERN -1, MRZER
-1, Il Amazon MSK £ OS ERilfE,

socket.request.max.bytes EREFERPHHERFZTE

socket.send.buffer.bytes EEFTRESHFEEFTH SO_SNDBUF EAH X,
AALEEMEENR/IMEN 1. WRIZER
-1, W Amazon MSK i OS ERIAE,

transaction.max.timeout.ms EFHmAERNNE, IREFIERNR S EE
EXE , WELE2ERIRELIR InitProdu
cerldRequest, X ] Bf 1L & F i B9 8 B At B S <
, B BERABELSBEASLTENERESH S

SWEE,
transaction.state.log.min.isr EZFHR 2 & & min.insync.replicas BLi&.
transaction.state.log.replication.factor EFTBNEHFHRF, FHhEMHEENRESHNE

ARRETAM. NEEFCIELAK , EFEEHFK
PNREBLEFIEFER,

RERE 3
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FRARER

Name

transactional.id.expiration.ms

unclean.leader.election.enable

zookeeper.connection.timeout.ms

zookeeper.session.timeout.ms

ik

ESNEREHSES ID A, FHERY
BIESHNEMASSRESEMOE (UERDHE
). iREESFWERSR ID HEIHE ,
ARNELSHERNSR D ERE—REASEE
B25 ID EAZEEH, MEATEINRE R
EmMIER T £KZ| ID WRE—REARE , I
RS ID ATRESRAIE Y. WEMENRNMER

1Z2%

RATE ISREFHNEARENFENZEFE
ZIHGT , EXTRLKSFBBEEX.

ZooKeeper BX&E#H ., B mERFEZEUE
ENRKE, ZooKeeperflRAKi&RELLE ,
N {E A zookeeper.session.timeout.ms FHIE,

MinValue = 6000
MaxValue (& ) = 18000

BB HERENRN 10,000 on T3.small ,
L G £ B =L

ZooKeeper 28, Apache ZooKeeper &1iF
EAfEtE (AZHWNEBENM) .

MinValue = 6000

MaxValue (& ) = 18000

ETHROMEBEEN MSK BLE., JIHEMAEERERBARE] , S Hthe section called “KIBELE
B, EFFAEEN MSK BLESIZE MSK £EHIFEAFNBENBHEEHES | 5 @the section

called “XEThEEFMBE S

LMEBFEABHENY MSK BiBEHIA MSK £8 8! , Amazon MSK AEXEREHTRERS , HERAR
TSR FKFARBREMBLD B ENEE, F0 , £ Amazon MSK EF BB MNMIEF , Amazon MSK
2R URBRESECHEEEFNHE UTRERANEE  AREBBET—IME,

REERE
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2 Amazon MSK Bt &

BT Amazon MSK Rt EER M2/ , BETUNSTREFERREBEEFRSINWEF R MRER
NEERHE. EAUPIRRE—LEEERM, XLR Apache Kafka MHEFREE E THIFRP ARIRIE
NRAENEM. BXISTHRENRARTHES , 5ZH Apache Kafka X PR EFKEEE,

(® Note
WO LLIRE advertised.listeners B , EFEEIRE listeners B,

Topic-level Y B3 MSK it &

BT LAE A Apache Kafka SR A EFNNEETBRERERETRINEERE. BXxTBREE
BHNEZSEEUARNMZECHINTA , $Z 5 Apache Ka Topic-Level fka IEFHELE,

281\ Amazon MSK Bt &

ERIEEBEN MSK BLEM1ER T MSK 88+ , Amazon MSK &BIBEIAERE , HFLEES
TERAERNWELESFER. I TFAELRFHEM , Amazon MSK £ 584 Apache Kafka iR
KEWERINME. BXXERIAENTIEK , i5SH Apache Kafka Fit &,

Name 5 B8 I BFEERNR BRATREHNE
NE BMERIAE

allow.everyone.if. MREEERERR true true

no.acl.found LR R BRE |

N Z 7R B REk
#y ACL., A |
MEFUEHRE
N true , MFFERA
P ( MR R BR
AP ) 5 RZ®

Ro
auto.create.topics ERZSBLEAETE false false
.enable KBz BIE,
auto.leader.rebala B RENSF4, true true
nce.enable MRFE , GRL&E

RERE T


https://kafka.apache.org/documentation/#brokerconfigs
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FRARER

Name

default.replicatio
n.factor

local.retention.bytes

B D RIEHERHBR
NE

LEMRE A

S .

AHUBNEENR 3 EFLT IATAK

NEHE T iR , 2 RRMT
2 MR PR SER,

SREMBRBEE -2 ZRRTRS

BRZ AT & K7 it
BEBRKD, R
RIRELE , ME
H log.retention.byte
s FE. BRE
MIRENTFHET
log.retention.bytes
B, BIAE -2 k7~
MNA MR E X B R
#lo XM TRE
H. ms/bytes IREB RN
-1, local.retention.ms
H local.retention.by
tes B 5 log.reten
tion KL, BAEAA
THEHERNER
i PR E S K
B, MEM log.reten
tion.* EER X &5
XHREBRE, X2
A i T7 i M2 17
o BRE : [-2; +Inf]
R

BERTAERF#NE
FHVEIAME

SRRMUT 3INMAAK
PRER  2RFUT
2 M AKX RE.

-2 RINTCPR I

REERE

142



Amazon Managed Streaming for Apache Kafka

FRARER

Name

local.retention.ms

15 BA o RFREEFNIR

AME
1 R =z B4R BB A 1th B -2 RTRHI
EERNEVH. mR
KRB LE , Amazon
MSK £/ log.reten
tion.ms FWE. B
BENBRLNTFRE
T log.retention.bytes
B, BIAE -2 RN
iR B Z BRI,
XMEITFREB. ms/
bytes RER -1,
local.retention.ms Fl
local.retention.bytes
{ERLLT log.reten
tiono MSK £ i kb &
BEHEHERNER
7 PR E Z <At
B, IMBEMW log.reten
tion.* BLER &7
XHREBE, X
X FENTET
. BRERKTFO
B,

BERTAERF#NE
BHHRMIAE

-2 RINTTPR I

REERE
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FRARER

Name

log.message.timest
amp.difference.max
.ms

log.segment.bytes

458

Kafka 3.6.0 FEHF A
WEE. AT i
FiE , B) log.messa
ge.timest
amp.befor
e.max.ms

# log.messa
ge.timest
amp.after
.max.ms . KB
E5E B e R B A1 B
5EEHEEREE
BzREATHNRKE
o MR log.messa
ge.timestamp.type=
CreateTime , NN R
RESNEFBEI
FE , WEESNEE
45, R log.messa
ge.timestamp.type
LogAppendTime =,
N2 EE,
TR ANEHER
AR AKTF log.reten
tion.ms , LA RS 24
ENMERAT R,

ENEEXHFNERAK
Ko

SF7 BRI BV
B

922337203
6854775807

1073741824

BERTAERF#NE
FHVEIAME

Kafka 2.8.2 2 B 171
F Kafka 3.7.x 7 7
% 86400000,

134217728

REERE
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FRARER

Name 15 BA
min.insync.replicas 4 B2 acks B9

B ( BIAEREMN
Kafka fXEIRE )
’EN "all" (=
"-1" ) B, min.in
sync.replicas Y {E
LEENEBEAHEN
AR AREIAE
AWRNEIRE, W
R ERE R &R
B, WEFEa5| %
5% ( NotEnough
Replicas %

NotEnoughReplicasA

fterAppend ) o

M IR E B fE A

min.insync.replicas

acks FREVERT , AT A

BHEHITEARNEA
PHERIE, Blgn , &5
BelZEHREFH 3

ER , FF min.insyn

c.replicas iZiERN 2,
HIE acks K "all"
BN T B 1THE Ko
XA EREKXZSHE
RARKEBIRER
BRI EFRE,

ARSS 28 A T A RGBSR
RS , Hplae
DIEHE 1/0,

num.io.threads

SF7 BRI BV
B

2RFMIT 3INMTAKX
REVER 1 RRUT
2 MR XA ER.

BERTAERF#NE
FHVEIAME

2RFMUT 3INMTARX
PRVEEEF 1 RRILT
2 M AXAFERE.

max(8, vCPUs) , H
vCPU BUR FRERSE
£ K /)N

REERE
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FRARER

Name

num.network.threads

num.partitions

num.replica.fetchers

remote.log.msk.dis
able.policy

remote.log.reader.
threads

458

RS 88 A T WK E
P 4% Y 1 SR 5[] P 4%
RIEMW RN LR E

(o]

BANEFHNMRIABRE
7 X,

ATMNRREEHH
BRI LRER,
RGNt (E , WA
DREXRFERESD
BY 110 H1TE.

5 remote.storage.ena

ble —EERAUEM D
Rfrf#. FULREER
BN MBR", ARRE

FF remote.storage.ena

ble i& & false B
7B EME P BES
B BR

IZFE B R IREER LR
wARAD, BT REHME
SUMNZEF#EFIR
HE 4

SF7 BRI BV
B

5

N/A

N/A

BERTAERF#NE
FHVEIAME

max(5, vCPUs / 2) ,
Hrh vCPU BUR TR
Y S R/

max(2, vCPUs / 4) ,
Heh vCPU BUR TR
R SEB AR

max(10, vCPUs *
0.67) , e vCPU HX
R T RIEH SE IR

REERE
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FRARER

Name

remote.storage.ena
ble

replica.lag.time.m
ax.ms

i B SF7 BRI BV
B

MRIRER true , N false
NEBEADE (=
=) 7iE. MRRE
7 false , B remote.lo
g.msk.disable.policy
REN MR, MEE
RAEBE BN D E
5. ZERARFM
i, 2MNEEFEFR
MR R, ZEAER
WD EEER , T3k
BRERDBE#.

R BRIERARRE R
EFHREGER |, &
ELEREDBALR
BEAINSHES
GREBE , WS
2 M ISR HIlBRIEBE
Eo

30000

BERTAERF#NE
FHVEIAME

false

30000

REERE
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FRARER

Name

retention.ms

socket.receive.buf
fer.bytes

socket.request.max
.bytes

socket.send.buffer
.bytes

458

WIEF B, REE
NI K. ZREER
FIMER |, HL& B R
NT=I

Amazon MSK £
retention.ms value
5 local.retention.ms
SR 5 7E BL 4R e B MR
WEFEBHE D EE

f# ., local.retention.

ms B35 E (B3R

M3t 774 % 3 B 0

E1Ff#. retention.ms

BEIEEMNNDERE
fits FP I BREGHE ( BDAA
EEPHER) . BX
B : [-1; +Inf] PHIE
4

EEFRSHEERT
) SO_RCVBUF &
X, WMRER -1,
s R R AERGERRIA
=8

EEFERPNEX
FIH

EEFRSHERT
# SO_SNDBUF &
WX, MRER -1,
T £ PR 4R AE R SERRIA
=88

SF7 BRI BV
B

&4 259,200,000 £
M(3X). -1&RR
TRRE.

102400

104857600

102400

BERTAERF#NE
BHHRMIAE

&4 259,200,000 =
B(3X). -1RTF
TRRE,

102400

104857600

102400

REERE
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Name i8R o RFREEFNIR BRTPEEMNE
AME BEHERIAE

unclean.leader.ele RAEBREBFETE true false
ction.enable ISR R EIZAR/EN &

BEFBRIEGS , B

X a2 S BBIE

EX,
zookeeper.session. Apache ZooKeeper & 18000 18000
timeout.ms EERtEtE (AR

NEM ),
zookeeper.set.acl FEFImZERNFER false false

%Z% ACL,

BxMAEEBEENEBENEE , FZthe section called “BHE X Amazon MSK E&E”,

Amazon MSK 2 EE# X B FI N E EI5r

T REFERAEE D Z 76T RRINRE MR Ho

NTFEREDEFHENESR , Amazon MSK RXEFR/IMAFZE KD, MREMBZAZE , MK/
B KR/INA 48MIB , SRR RAETEF 10 78, XL(ERE | segment.bytes T segment.ms &
.

local.retivent B9#1{E. ms/bytes TEEZFTHE I EFH. ms/bytes, XD BEFRERERE.

local.retention FIERIAE. ms/bytes & -2, XEWKRERE.ms EA T A& ib.retention. ms/bytes, £
XHERT , BESENREEA B EENS EEER (BN FREPEE—1EIEX) , Boa—EH
B, FEm , XiBENEEA2REITEFEF. EXHERT , MEARE PRI BIER
ERS: R

retention.ms BYBRIAER 7 X, retention.bytes ;&8 ERIA KR H,
REWER/ME. msibytes B -1, XERBELRRE.

AR BN H/NE, ms/bytes & -2, XEWRBEUULRERERBEFH, CEBFHRMER, ms/
bytes IRE N -1,

NTFEBEDEFMENEDR , MIOEHEBLFNEE retention.ms. &’ retention.ms H 3 X,

RERE s
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BXOBRFHERENESFESR , $ZWAmazon MSK £8 N 2 EFELI KRR,
PRIRARIEEE

Apache Kafka BJLEfREERE , EAUFEAX LR BREME MSK SRR, REEBEHIRY
FAREETEATYMEFNTEENMEE, REREBI I XBREEREREEHHLEIAENRE
BiR , BETHE MSK £ TTAMENEAM., ETEENRNEE D N =3 : read/write ( A4
). RiEMEread/write BE, Xt TEEIEEIZITH Apache Kafka iirads , ELEBE A Apache
Kafka KYBRIAE. BATFFHEFRIZHN Apache Kafka ERIAES

F&
- BENX MSK Express XIEELE ( Read/Write 1R FR )
- REREBEHRIFEERE

BE X MSK Express RIEELE ( Read/Write 15 B R )

EA LAE L S MSK B B & Thae = Apache Kafka B9 API SR E 3T read/write XEEE
AlterConfig Apache Kafka BV X Bl E R EBSH , B A ARZ[H, ﬁ%xﬁﬂﬁﬁﬁiﬁF‘dﬂﬂE?
AEE , MHIAREFTEERNRE, EXEEEENEFEANEZER , /Iﬁﬂﬁiﬁﬁﬁﬂﬁﬂlﬁo

FR

« MSKRERENFSEE

- REREBNHSEE

« Topic-level RIZZLLEHNEE

MSK (REZER B F#HSE B

SOl LAfE R Amazon MSK keI BE X MSK BLE X , LUREBELL T E#ASE M. Amazon MSK i &
HEBHMAAERRENE M. ATUM MSK 2l ASiEAREd S IEHAEHBSEE XY,

B L MINE

allow.everyone.if.no.acl.found HREFREMHIRE N false , true
BH LI RNERE N Apache
Kafka ACL. INRIFLE
REN false , BRELEEN
Apache Kafka ACL , NIFf%k %

RERE 5
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Amazon Managed Streaming for Apache Kafka

FRARER

B

auto.create.topics.enable

compression.type

connections.max.idle.ms

delete.topic.enable

group.initial.rebalance.del
ay.ms

58

NEBWBARER, MREE
ISR | BALBEREHE
BTGB RER true , B
EHRIA T EBM AR

ERSSRLEAEEN B3
E,

EEAETBNRAESRSE
B, W EEZUTIREES
YRARISES : gzip. snappy. lz4
. zstdo

ZBEiEES uncompres
sed # producer , Bi&#H
HFREESR , EEERER
BHOEBRENRRESRR
R AR,

ZEHREEEN (AZEWRE
V) o HNSRIERERYZE R A E)E
TEALEHERENE |, RS
SREERFLERLELRAIX
LiEsE,

B RRBREZRE, MRER
HiRE  MEEELEETR
i BR = R

AN EBRAITE —REHF
tzn  ADARFHESH
BEEMBFMAFANE, E
AV HEIR B[R] B K& BT P 1
ARELED  BXLSEMLE
FT a2 BIRYES A

AIAE

false

Apache Kafka BRIAE

Apache Kafka BRIAE

Apache Kafka ERIAE

Apache Kafka BRIAE

REERE
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FRARER

B

group.max.session.timeout.ms

leader.imbalance.per.broker
.percentage

log.cleanup.policy

log.message.timestamp.after
.max.ms

58

SEME A SN KK S IE BT
B, HATETEIME , AT
22 ARG ERNES 2 B K E
ENNEmHES  BEXaSHK
= B FE SRR SRR T B E,

EREAVNIAS T AT ¥ &
b2, MRFAEEL T I
B, WEHENaAR S
B’F, WENBD EHNFERE
Eo

R EN BRI D BRNERIAE
BREERE . BREEHES 5
Rk, BRERIEA delete
M compact. XTFEATH
BEENER , AEBAIN
delete,

H S R B A I B (R Bz )
SRVFRVRSRIBE, JHE AT EB
A B TAIERS RIS, A B
B —&fE , RFNHERAREER
RT WE B FIRERNE.

R log.message.timest
amp.type=CreateTim

e , WHEBEBEI LIS
ERER , BERNHEIEL, 0
& log.message.timest
amp . type=LogAppend
Time , BLECE T4 2 RE,

AIAE

Apache Kafka BRIAE

Apache Kafka BRIAE

Apache Kafka BRiAE

86400000 ( 24 * 60 * 60 *
1000 Z# , Bl 1 X))

REERE
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FRARER

B

log.message.timestamp.befor
e.max.ms

log.message.timestamp.type

log.retention.bytes

log.retention.ms

max.connections.per.ip

max.incremental.fetch.sessi
on.cache.slots

ik

AR B [B) B A H BB E) B oz 1)
SRVFRIRSRIBE, JHE A EE
AR TARERRZ , AR
B —&fE , RFNERAREER
RT WE B FIRERNE.

R log.message.timest
amp.type=CreateTim

e , NHEBEBEI LIS
ERER , BEREIESL, 0
& log.message.timest
amp . type=LogAppend
Time , BLFRE T4 2 RE,

EEHE PR EEREE el
ErfEER A FEMefE, 2
YFHER CreateTime
LogAppendTime o

T ER B ERIRI R R B AR,

RS BR 2 BT R BN ER
o

BN IP it K AT & KE
¥, mEMEA max.conne
ctions.per.ip.over
rides BMHEETEE , NI
AR HEIRERN 0, MREE
BRI , SRE1Z P tthuk A9 ERE
FEER.

AP HNEERNSTFNRAR

=
==N)

AIAE

86400000 ( 24 * 60 * 60 *
1000 Z® , 811 X))

Apache Kafka ZRIAE

Apache Kafka BRIAE

Apache Kafka BRiAE

Apache Kafka BRiAE

Apache Kafka ERIAE

REERE
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FRARER

B

message.max.bytes

num.partitions

offsets.retention.minutes

ik

Kafka foiF By & Kic Ft4b 2
Ko tREME , HEEF
EXRF0.10.2 9fEASS , NIfE
FAESRYIRER K /Nt 47538 0
DEE{1sE% =EN 0L KA
FHALE,

BT EERRAE LR
BEodF A ERRRESH
£, LB EEERETS
FFARERR IS TR0 HEIHEAE
B, EERT , LREME
AT Ra&KidR. AIMEAEER
%l max.message.bytes @&t
BN N EFTRENE,

BN EBNRIND X B,

H—MERABRAEXRHEHMARE
Mz (%xz) R, ERBE
MELFREHRARE , RE®
EFH. TR EARR (A,
ERFHTENERRE) R
BESHERRE— IR E
Lt REHESH.

AIAE

Apache Kafka ZRIAE

1

Apache Kafka ZRIAE

REERE
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FRARER

B

replica.fetch.max.bytes

replica.selector.class

socket.receive.buffer.bytes

socket.request.max.bytes

socket.send.buffer.bytes

58

ZHNEN D XEEAER
MFETEH, XTRENHRK
B, MREEAE Iz
P XA E—ME Rt =
RFLE , NPREREZIZ %
LB B REEHE, m
essage.max.bytes ( {RIEH
B ) = max.message.bytes (

FEEE ) EXREEINR

RiBFKALLL RN,

33 ReplicaSelectorfy 5t £ R
EXB, REFERALEXRER
BREEEIR, MREFER

VFE R B MRITAY B A2 EY

BEREMIZRENRN org.apach

e.kafka.common.rep
lica.RackAwareRepl
icaSelector o

EETRSBFEETN
SO_RCVBUF Z£%4[X, &g

B -1, NERRERSERIA

B
EEFERFHNERRFTH,

EEFRSHEERFTH
SO_SNDBUF &4 X, mE

B -1, NERRERSRKIA

EO

AIAE

Apache Kafka BRiAE

Apache Kafka BRiAE

102400

104857600

102400

REERE
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FRARER

B

transaction.max.timeout.ms

transactional.id.expiration.ms

RERENFHSEE

58

ESHERAERRE, MR
BEFERNRZ A EES
B, IZLEmarEPiREHEIR
InitProducerldRequest, X 1]
By Lb % P i 09 B A B E)
BUBERAREASBERASET
EFRESPIENE-R,

ESMAREHSES IDI3Hz
Bl , SRERINESNEM

ESMAEHAEE ( LLZR

NEAML) o WIREELFEE

F(E% ID WEIHIRSE , ANES
SHERER ID E&RE—RER
LEEKER ID EAZBEISH,

WMRMB T EBYRE RE M

BRT £MER ID WRE—IXBA
NA , MAERER ID ATEESIRR]
T, KEMENRNMERN 12

®o

AIAE

Apache Kafka BRIAE

Apache Kafka BRIAE

& LAE A Apache Kafka AlterConfig API 1% Kafka-configs.sh TER4mBL T HAEE. Amazon
MSK AIREH EEHMABERRENE . EAUGRRETERREEFNEHINERRIIFNRIER

P ERE M.
B i, BF
advertise KA EF
d.listeners v {55 F B9 {0 O
B (WMRE
listeners
BREREMT

@ ). 1 laaS

#IA B

null

REERE

156



Amazon Managed Streaming for Apache Kafka

FRARER

B

9
T | XA
EE5RBAE

REOTRE,
RAEE , N
FHE R TR
ME. 5T
A, &%
0.0.0.0 suitbit

IEE L:§5(EI‘J0

HAE
listeners
TRENZE , W&
M RFEEE
E/m0O , Eit
AL & — MO
BRERES -1
0TI B2 A9 b 3k o
EERAINEBIE
BHERENELERE
T, XARER
EHA.

tEMERRES
MEREN,

A B

REERE
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FRARER

B

compressi
on.type

log.clean
er.delete
.retention.ms

458

BEFTBHHR
KEHEKE,

A DURF It 14
RE NI

£ %8 4w iR 0 25
(9gzip. snapp)
fl zstd ) o
CkES
uncompres
sed . WEZE
BFAEHE. W
REZERENRN
producer , NI
ERBERELEN
BFRIRENRBE
FRYmRTEER,

N AEERES
R B 1 BRoZ BB AR
IR El, BEIR
BIEME T
AEMNRBE
0 FF 4R A AR TE
FX 1% B A9 B 8] BR
# , LB RIRE
REMBRHNEN
RE, &N, i
BRiZBETRESTE
SERR I 2 B
T EE,

A B

Apache Kafka BRIAE

86400000 ( 24 * 60 *
60 * 1000 E# , Bl 1
X ) , Apache Kafka Bk
AE

REERE
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FRARER

B

log.clean

er.min.co
mpaction.
lag.ms

log.clean
er.max.co
mpaction.
lag.ms

log.clean
up.policy

458

HEEBEFR
BARERARSH
RIZATE iR
BAGER T =8
E4889 B

HEEBEHR—
ERRFEERAS
B0y & KadE,
iR ENEA
FHaTEREN
BE. LEER
RBSTE N [7
X , Long.Max]

o

R B R ER Y
72 BRI ERIAEBR
REE, BRERRE
HES 2R3l
R, BUKRE
7 delete M
compact. Xt
FTEATHE
FRNER
BWERRE X
delete,

A B

0 , Apache Kafka ZRIAE

922337203685477580
7 , Apache Kafka ZRIAE

Apache Kafka ERIAE

REERE
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FRARER

B

log.messa
ge.timest
amp.after
.max.ms

458

H BB EE A
R B Z H 7
BT EEE,
SH S A & AT
i T E AT ]
B, bl
B —atiE , 7
FHERAREE
BUR Tt EL &
PiRERE, W
& log.messa
ge.timest
amp.type=
CreateTim

e , =atE
BEBPERE
HER , HE
SigiEds, 0
& log.messa
ge.timest
amp.type=
LogAppend
Time , WEE
TR 2B o

A B

86400000 ( 24 * 60 * 60
*1000 ZE® , 811 X))
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FRARER

B

log.messa
ge.timest

amp.befor
€e.max.ms

log.messa
ge.timest
amp.type

458

R Bt B BAE
BEEB [
VR BT EE =,
HE BT E & A
B TFRERE
B, i
B —atiE , 7o
FHERAREE
BUR T L &
PiREE, W
& log.messa
ge.timest
amp.type=
CreateTim

e , =ZatE
BEEdEE
HER , HE
SigiEds, 0
& log.messa
ge.timest
amp.type=
LogAppend
Time , WEE
TR B o

EBEEHEEPH
REBEEHER
RIS RE R
B ZEneTE .
ARFWER
CreateTime
F LogAppend
Time o

A B

86400000 ( 24 * 60 * 60
*1000 % , A1 1 X))

Apache Kafka ERIAE
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FRARER

B

log.reten
tion.bytes

log.reten
tion.ms

max.conne
ction.cre
ation.rate

max.conne
ctions

max.conne
ctions.per.ip

458

I ER B AT H B
REBEKRN,

A 53 BR 2
BIRENER
o

IR AR B [E]
ZVF TR AKE
BEeBER,

RIBIEEAIRY
B & 7] Y B
REER. It
BR Il & hn7E 58
F max.conne
ctions.pe
r.ip EEN
BN IP REIZ
to

NP k2
A& KE
B, WRE
A max.conne
ctions.pe
r.ip.overrides
BUERETE
=, WASHE
REN 0, WIR
KBRS, KB
Z P ik BYER
EENEER.

A B

Apache Kafka BRIAE

Apache Kafka BAIAE

Apache Kafka BAIAE

Apache Kafka ZRIAE

Apache Kafka ERIAE
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%3 i A B
max.conne BES 2R Apache Kafka BAIAE
ctions.pe Hlk | ZFR
r.ip.overrides IP b3k 55 FE 4
BEREERINRK

EER, T~6IE
A hostName:
100,127.0
.0.1:200

RERE 5
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FRARER

B

message.m
ax.bytes

458

Kafka foiF#&  Apache Kafka BRIAE

KidFHtab 38 K
N TNRIE ML
B, HEFEEK
F 0.10.2 H9fF
Aze , WEAZE
Ry R ER A /) th 24
B, LMEE
e R A AN I
KEid Fitak

B, RWHHE

BRI AR L

=S EE A

D Ht AL B PSR IE
EXER, LEIH
HERXRER
2 REHED

1B F 7 A E#t4ab
Hrh | EHER
T, WRRHEE
ATEFiER

o AEAEELR
%l max.messa
ge.bytes B
BERAENERR
B E.

A B
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FRARER

B

producer.
id.expiration.ms

458

FEAERER ID F
H2 B EH4F
BtE (B UAE
¥). 5L
2% ID XEXNE
SHEFRITH
4 K85 ID FF
25, FEE
, MRBATER
MR ERE M
HIBR T A B BR
ID & —IR
EARNE , W&
P25 ID AJ&E
RAdH. E
REAFETHK
F delivery.
timeout.m

s BBTFBLE
FEE = H A
FiEGRHEE
g BAEERXNTXK
ZHABIKE
RANENZ=RE
HHIRE,

Topic-level tRi% K 42 @1 Bl B

A B

Apache Kafka ZRIAE

BAILAE A Apache Kafka s S AR EBHNN BB REREREBR IV EERB . WRTE
RHUEEMAEERIINNEE , Amazon MSK 2EARERINE, SRERINVEE—# , Amazon

MSK AP RLEFFRINEERHERZE N, HIWEHEF min.insync.replicas M

unclean.leader.election.enable, MRZRXCBEFH A FELRHN 3 WEB , Amazon MSK
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FRACEEFEF RN INEE, EXTBELERERMNESERUARNMARECITINRG , S
Apache Ka Topic-Level fka X HFHEE,

B 15 B3
cleanup.policy HEREEEEEEAXER LEANRERE. M

BR7 SRS ( RUIARE ) FER IR E R AN
REINEFIBD R, ‘EREKEHEABEE
%, RESMENRNE, LAUEESSRE
MYSIRPIEEXMAKE (Bl “BER, E
4 ) o EXMIBRT , FRIERE adE A
BEEFHTR , MINRENDBRETER. 2
X ry AR E 256 MB R AL &R RIERE /Y
K%,

compression.type EESAETBONRAESRELE,
bt B B 3 AR A R R AR D B
(gzip. snappy. 1z4, zstd) ., 4, &
% uncompressed # producer , BIEM

HATRBES , EESWREREHUERREN

[RRE S R ARTE RS
delete.retention.ms N EEES TR EMERZS EBFRICHRE, iR

EXMET ERAEMRBE 0 FF 188t 425K
BREVAYRT B PRI , SARIRG BT B BRIV E IR
o BN, MERZBIEAIRERE TR AT
e,

iz ERYERIAE N 86400000 ( 24 * 60 * 60 *
1000 Z# , Bl 1 X ) , Apache Kafka BRIA{E

max.message.bytes Kafka o FH & K FHtOE X/ (B AESER
WEREE). WREBMLEKE  HEFEEKRT
0.10.2 WEEMSR , NIGEFBRAYER AR/ 470
B, ETIEBRENNLE KAV iEFKHtAb =,
EEMAHERRAS , SR FiERoHTH
LNEHRESHE, HURTHEERRRAES |
REBHIEFRT D EEHLESD |, FRIER

RERE 5
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L1 58

T, KERFMNEATEKIER, AIEAEZEAR
max.message.bytes config , BEENE

B ITIRE,
message.timestamp.after.max.ms I &R E T H BT R & MR A&z [ L

WEtRIHE, EENEBTBRTRENES , &
ALAE AR, RTFHNEAREEEBURT LA
ERIENE. R message.timestamp.
type=CreateTime , MSNEBEEIL
EEREN , HENKEL, MR message.t

imestamp.type=LogAppendTime , b
B (& R 4 2 B
message.timestamp.before.max.ms R ERE T REEBAE S BB Z B LT

WETEBE, HEENRHTETRENRR , B
AT E—ATE , RFHNRAEZEBUR T LA
EFRIRENE. MR message.timestamp.
type=CreateTime , MIHEBEEIL
EERERN , HEFHWEL, R message. t
imestamp.type=LogAppendTime , It
B [ A 2 B

message.timestamp.type ESCHE R B2 E S et EE R B
FIEBIETE, ZEMNIZR CreateTime |
LogAppendTime .

min.compaction.lag.ms HEEAFEPREREFSRSHRERBE, ik
ENEATHAESRNAE.

iR BRI ERIAESR 0, Apache Kafka BRIAE

max.compaction.lag.ms HEEAER —ETHESERFHNRITE,
HWRENEATYNERNBE, LLEERRS
SEEA [7 X, Long.Max].

LR ER ERIAE N 922337203685477580
7 , Apache Kafka ERIA{E.
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FRARER

B

retention.bytes

58

ASRAE R BR R BR SR, L EC B AT o X

(HAEBREAR ) EEFIBEEERBHRZH

Z B A K BIRAKRND, BRINEEKRN
BR& , RETEERS,. ATHRIIRESXE
BB FINITH , FELFFE R 2 XEEN AT it
EHFTRERE (UFTRENM ) . A

, retention.bytes configuration J#
3 F segment.ms #l segment.bytes BEE
B1T. WAL, WRFF retention.bytes BE
NE, NafhgF#HoBRNRs HI,

MRAFEAMBRRERRE , KEETRFIEESR
IFBEERMZ R ZE{RE A SN HKKE,
X IRAEHESRNE ST E IR EBIEN
SLA, MNREERN -1, WA AEIRE, Lt
4\, retention.ms BELEIIF segment.m
s M segment.bytes BEZ1T. ks, M
RBRE retention.ms &4, ELMEF D
ERHRZ I,

retention.ms

RIERER QiR E

Amazon MSK £ RXEFBIRERE , HHLEIER , UeEMERN AN, XEETELIRES
B FiZ1TH Apache Kafka iRAsmaE{t , Rt FicER TS EERNE,

TRIE T REREN R REE.

B 585 PRI ENE
broker.id ZRE AR E ID, 1,2,3...

broker.rack

REHNR, XA THRR
MEFIE , UBREGERE
BEH. R . “RACK1T”, “us-e
ast-1d”

ATAKX ID &+ ID

REERE
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FRARER

&
default.replication.factor

fetch.max.bytes

group.max.size

inter.broker.listener.name

inter.broker.protocol.version

0T B8R

log.message.format.version

ik
FAEENRAEHE T

RREE RIR E Y R A F T
o

BNMEAEATURHNREK
EREHE.

RATREzEBEHITER
Ao

18 XE £ F BB R A B AC 2 8] 1
Mo

Y507 88 Comma-separated
B R-FATFLEITH URI 51
RANETERE. BALIR
B advertised.listene
, BEFEEIRE

listeners B4,

rs property

EEREATREEEMER R
/L,\EIJ /ﬁ E %Tﬁﬁﬂxo

RERENE
3

Apache Kafka BRIAE
Apache Kafka BRIAE
REPLICATION_SECURE &
REPLICATION

Apache Kafka BRiAE

MSK-generated

Apache Kafka BRIAE

REERE
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FRARER

B

min.insync.replicas

num.io.threads

%88 R EWE
L4 LB F acks IRE N 2

all (=% -1) B, min.insyn
c.replicas HWESE
ENEE AN BRI 4R
WIABEANS/NEIERE. W
REERBX—F/IME , £
25| X% (NotEnough
Replicas =% NotEnough
ReplicasAfterAppen

d )

AIfE AR B £ R BRHY acks 1B ,
RRHIHITE SN AR,
B R acks IRE N “£8B. X
AHREASHEIRTRKEE
BER  AESYEIARE,

BRS5 R Al TR E RV R
¥, Hhase A 1/0,
(m7g.large ,8) , (m7g
Xxlarge , 8) , (m7g.2x
large , 16 ) , ( m7g.4xl
arge , 32) , (m7g.8xla
rge, 64) , (m7g.12xla
rge, 96 ) , ( m7g.16xla
rge , 128 )

HEFEHIFEA,
(8, 2 * vCPU)

= Math.max
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FRARER

B

num.network.threads

replica.fetch.response.max.
bytes

request.timeout.ms

transaction.state.log.min.isr

transaction.state.log.repli
cation.factor

58

PR 55 28 A T M 4818 SR 5 [
P 4% &35 R R TR B E
(m7g.large , 8) . (m7g.x
large , 8 ) . (m7g.2xla
rge,8). (m7g.4xlarg

e, 16). (m7g.8xlarge
,32). (m7g.12xlarge
,48) . (m7g.16xlarge

, 64 )

ARG RN TR R KT
T, ER2BHUIZEAT ,
MRERBNE—NEZESX
PR E—MEFHLEKRT
WAE , WAFHREZiS Kt
WELBARIGHR. XT
AR KB, message.m
ax.bytes (REBE )X
max.message.bytes (E
BhE ) BMEEENEEZN
BRI FHtAE KD,

L BE B4R BB P i AR 1E SR
RIfY & K BfE], 20SRTE AT
ZRZBARBENEL |, B/ i
RESENEHRRIEER , W
REWRBAR , BRUE KX
Mo

EEBEREFEEM min.insyn

c.replicas E&,

ESETENEFR T

REREME

ETRpHIRE,
(8, vCPU)

= Math.max

Apache Kafka BRiAE

Apache Kafka BRIAE

2

Apache Kafka BRiAE

REERE

171



Amazon Managed Streaming for Apache Kafka FERARER

J& B RERENE

unclean.leader.election.enable A FFAE ISR EFWEIZNIE  FALSE
NEEFERYMS |, BIFX
ARESSEBIEE X,

REBERF

Apache Kafka R ERBRBSN , b TURYBN, BAREREARESHNARE., YHRE
FTEEERRENTENRE. HXRNERENEFRRNESES , 234 Apache Kafka BE.

AEBZ liﬂﬂilﬂﬂﬁﬂﬁﬁmi MSK it & LA K f0fal 33 iX Le fig B ATIRVE. AR WA MSK B E I
EHREBRNEESR |, F3[the section called “<BINEEFNE S,

£

- BIEERE

- BHEE

- BBEE

- REELE TEIE

- REEXBEBITHEFHRESR
PSR IR S XS E

« Amazon MSK EERS

tIEEE
WERNA T WALIEBE X Amazon MSK Bit & M K Al X H 4T 4F,

1. BE—XH  JEEFEEERENRERMUARESBAXERENE, TR RHIEE X4+
HRAE.

auto.create.topics.enable = true

log.roll.ms = 604800000

2. B{TLATF Amazon CLI &% , Hconfig-file-pathB#th E—SHREEEN XHNBEE,

RERE o
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® Note
BNEEERENBEMLIAE LT ENREXEHE : A [0-9A-Za-z] [0-9 A-Za-z-] {0,} $7

aws kafka create-configuration --name "ExampleConfigurationName" --description
"Example configuration description." --kafka-versions "1.1.1" --server-properties
fileb://config-file-path

LA BE 1Tt an 5 a8 B h e B2 R~ 4o

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e-1",
"CreationTime": "2019-05-21T19:37:40.626Z",
"LatestRevision": {
"CreationTime": "2019-05-21T19:37:40.626Z",
"Description'": "Example configuration description.",
"Revision": 1
b

"Name": "ExampleConfigurationName"
}
3. L—%XBTLREHEEMN Amazon BREH (ARN ) . R7FLL ARN , EAZEEFAECREH
fedr TSI AtEE, MREEXRTEE ARN JHIJ—IEIJHjLKF'EFE’JFEEEEE%E#T&EU Eo

EHEE
WERBNE T WA EH B E N Amazon MSK B &

1. BIB-—AXH , TEEPEEEEMNEERMUREIRAXEBMNE, AT RRGIEE X4+
HRE.

auto.create.topics.enable = true
min.insync.replicas = 2

2. 1B1TELT Amazon CLI &% |, Hconfig-file-pathB#fth L —SHhR1EZH B XHHIEE,
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configuration-arnBRANFLELIEEETIRSMN ARN, MREECIEEEN RRF ARN , 1
AIfEA list-configurations HIHKFHHNAAEERE, SZEEREIXRPERNEENE R
EmR S, BEMN ARN S RIEZIIERSD,

aws kafka update-configuration --arn configuration-arn --description "Example
configuration revision description." --server-properties fileb://config-file-path

3. UTRETeaSEr R E R R,

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e-1",
"LatestRevision": {

"CreationTime": "2020-08-27T19:37:40.626Z",

"Description": "Example configuration revision description.",
"Revision": 2

i B B B
TR RN ERARM B ELBRNEE, ST EMBRM MBI EHNEE

1. EEfTTRA, Bconfiguration-arnFRNEVIEREIREN ARN, NREECIER BT
KRFARN , MAFEA list-configurations iR A HKFPHMEEE. BEEHEIIRF
ETRHEENEREMNP, BEMN ARN 8 REZIKF,

aws kafka delete-configuration --arn configuration-arn

2. KT RE{TIH a5 9 5 ZhiE RR A,

"arn": " arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcd123e8e8e-1",
"state": "DELETING"
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FREVEC & T B dE

LT EER T a{a R Amazon MSK B & RIREVE X Bl E /Y T8 iz

1. UTowS2REEXEEN THE. EXRMEENIFHMAIRE , 151217 describe-
configuration-revision,

EZTHTRA , Econfiguration-arnBR N ECIEE BRIRBH ARN, WREECIRE BT
KIR1EARN , A fEA list-configurations S NHEKFAFNFEERE., BREESIRSD
ETHEBFEREMM AT, BEMN ARN tFEREZIIRS,

aws kafka describe-configuration --arn configuration-arn

2. KT RETIGTERNEINEAIRG,

{

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/abcdabcd-
abcd-1234-abcd-abcdl123e8e8e-1",

"CreationTime": "2019-05-21T00:54:23.5917",

"Description": "Example configuration description.",
"KafkaVersions": [

"1.1.1"
1,

"LatestRevision": {
"CreationTime": "2019-05-21T00:54:23.5917",
"Description": "Example configuration description.",
"Revision": 1

},

"Name": "SomeTest"

REBXREEEITHFARER
IS R A SR EXT Amazon MSK EEEE1T Y ¥ AR

MREFEA describe-configuration R #R MSKEE , BHEIREN THE. EREEHE
HiER | iEM A describe-configuration-revision &%,

o BT TwSHconfiguration-arnBFRNELIEREEIRSH ARN, MREECIEERER K
R7Z ARN , WA EA list-configurations @B HKFFNAERE, SREREIRTE
THEENEREWNP, BEN ARN BFEREZIKF.
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aws kafka describe-configuration-revision --arn configuration-arn --revision 1

LA BE 1T ar 5 5 B9 B Zh e B2 R 45 o

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/abcdabcd-
abcd-1234-abcd-abcdl123e8e8e-1",

"CreationTime": "2019-05-21T00:54:23.5917",

"Description": "Example configuration description."

"Revision": 1,

"ServerProperties":

"YXV@by5jcmVhdGUudGOwaWNzLmVuYWIsZSA9IHRydWUKCgp6b29rZWVwZXIuY29ubmVjdGlvbi50awWllb3VoLmlz]

}

ServerProperties W{EBMEA baseb4 #H1THmIE, MREFEMA base64 fEIEET ( flMhttps:/
www.base64decode.org/ ) XN EH#HTFZ#EE , WKKREA TR ENBEEN RBEEXHH
NB. EBERT , BHREUTHE :

auto.create.topics.enable = true

log.roll.ms = 604800000

SRR e X EE
LT TR A 4B A B B S8 0K P R 24 BT Amazon X3 FTE Amazon MSK Bl &

° Jg ZZDTHDTJO

aws kafka list-configurations

LU Rz T a5 5/ 5K h e B2 R 451

"Configurations": [
{
"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-abcd-1234-abcd-abcdl123e8e8e-1",
"CreationTime": "2019-05-21T00:54:23.5917",
"Description": "Example configuration description."

RERE 5
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"KafkaVersions": [
"1.1.1"

1,

"LatestRevision": {
"CreationTime": "2019-05-21T00:54:23.5917",
"Description": "Example configuration description.",
"Revision": 1

.

"Name": "SomeTest"

"Arn": "arn:aws:kafka:us-east-1:123456789012:configuration/SomeTest/
abcdabcd-1234-abcd-1234-abcdl123e8e8e-1",
"CreationTime": "2019-05-03T23:08:29.4467Z",

"Description": "Example configuration description.",
"KafkaVersions": [

"1.1.1"
1,

"LatestRevision": {
"CreationTime": "2019-05-03T23:08:29.4467Z",
"Description": "Example configuration description.",
"Revision": 1

},

"Name": "ExampleConfigurationName"

Amazon MSK B BIRAS

Amazon MSK Ei @ AT AL F LA T EFIRES . EXNERENITRE , ZEEXLF ACTIVE =
DELETE_FAILED IR% :

« ACTIVE

« DELETING

« DELETE_FAILED
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EENEREYY

Amazon MSK A FfE# A Express KEHFHT MSK MBI EEHIRHEEBTLE, WIIETEHEERSD
XAOMAMERT Bk TEFHE=5TE, YA LRATT BEEH#N K SEBETHLBEHT
HoX, ERLFEUREFRNEZTRR , UBhRRAEILE , HEFI B IEAR.

BB TEHREME 30 7HATHNRET BRE , AREY RPRAT2XRERNTAML. NTHE
HEVET MSK Express WTELBEE , TRINL T EARS , BUHNR KRS KRN EMEE 20,000
MoK o WURLTEXMAFNER , 4 FFEEARE.

H 2025 F 11 B 20 Big , HAEBFEREXIF L I# MSK Express 2L K FTHE Amazon X #
Ho

£

- BEREBVENIERE

- GERERBEFHIER

- EAEREBFEHIEEM

« AE-KIRERIAIE LM @ T4 B Amazon MSK &8

« Amazon MSK £E R ERSEFH

BB ER TFRE

BRINERT , FiEWH Express R MSK il BESBN EREBFEL TERARS. e8ENUT
BRI

- @@ LFMETY R : REEE—T , BIAEE T MSK Express FIEFF R MM BRAKE, BE
ERIMEM RN RIESE , BEBTFEHLSBERNL Amazon RIEXLERAIEFREFHRBEIEF/E D
X,

- RERSEHTLE : TRERST , hIIELFERREFENETRR , HEUATHERTEHEHF
oKX
- BRAARRKREM R,
- ZEHEBIERESFATE
« AIMTHHNELZASMBERTHENERLZE A
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® Note

MRBRATEREFTE , BNTEERAE =T E ( Hi Cruise Control ) #1759 X EFHF
., EXNEEEERENTE , THEEAXEE=FTERHENI XEFH2E AP

BRI LATE Amazon MSK 4l & hE ALtk IheE, &t AT LAMER Amazon CLI. Amazon M Amazon SK
APIs = SDK RfEAILINEE , A K. Amazon CloudFormationEXEZEL , i§S ¥ E Amazon
MSK £ MaSE ¥4,

B ERB T EER
BT BAERBLT Amazon CloudWatch $E#R 452 IEFE 1T RY M7 £ 09 & 8B P IRFRVIRES -

- RebalanceInProgress : WLiEHRBo®HEAM—IX , ERMFEHMEN 1, A 0,

e UnderProvisioned : R REHYFLTERHETERDS , TERITEMNSXEH T, BELEE
NINEZRE | BEAY KREBNSHIKH,

B MSK B BERNEL | B2 LEME Amazon MSK £E M, FAZET D MSK i5
¥R CloudWatch

EHERBIFENEIEEM

- X ERBFENXFIUERA THHE Express REH#T MSK Ml EEF
- XTHIZTXE#HOE , #BMEHEZAXHE 20,000 M X,

- BHERENTEE  BTREEAPXEFNIE APIs RE=ZFEHMFHITE, EFHURTE
APIs RE=FTE K HMEEEET MSK Express BNEFH N BB L4,

HRE—XBRERTE EMBE T B Amazon MSK £

BB EEEEYE  ERERBRENTEEEHEPNRERE MM LI T BEEH., BRI E
Amazon MSK = #| & Ttk | A LAEA Amazon MSK APIs 5% Amazon SDK #. Amazon
CLI Amazon CloudFormation 488 A L2 AER , Amazon MSK £ 1T A TiR4E :

. BN 2 X2 EAFHNRE,

- NEERBBRHREBHRBL DX,

ERATH 179



Amazon Managed Streaming for Apache Kafka FERARER

EEALME T BERN  BErinENERRENERTRAMT2Z IR,

Scaling clusters using Amazon Web Services B ## A

1. FEhttps://console.aws.amazon.com/msk/RITF L G # MSK & ? region=us-east-1#/
home/,

2. GEEHETHL , EBEFOEMNET Express WEE, BXCIRMEEMNE T Express HEEH
E8 , 530, $F1: 0IEWME MSK £5

3. ERETHIRT A ERFELCEHUE.
4. ERESMNXENAKERE REL  BITUATE-RE:

- EEERTAMNESAE , FERRAESNTARRMNRE , RERAZMINRERE.
- EMNEHPBRAE | BRENENTARBER-—ME,
5. ERFREFEER.

Scaling clusters using Amazon CLI

BA B REERNREHEXRD LKA T BRERH., EREPHITIRIE Amazon CLI , &
Flupdate-broker-countis 5 , M T RBIFTR. LA , Etarget-broker-countZ¥Hig
EEHPRENRERE,

aws msk update-broker-count --cluster-arn arn:aws:kafka:us-
east-1:123456789012:cluster/myCluster/abcd1234-5678-90ef-ghij-klmnopqrstuv-1 --
current-version ABCDEFIGHIJKOL --target-broker-count 6

Scaling clusters using Amazon SDK

FA LB REARNRERERERO LHA T BESH. EF A Amazon SDK ITILERE , &
£/ UpdateBrokerCountAPI , 31LA R RFIFT R, Xt FTargetNumberOfBrokerNodesZ# , &
EESEBTPRENRERE.

update_broker_count_response = client.update_broker_count(
ClusterArn="'arn:aws:kafka:us-
east-1:123456789012:cluster/myCluster/abcd1234-5678-90ef-ghij-klmnopqrstuv-1",
CurrentVersion='ABCDEF1GHIJKOL",
TargetNumberOfBrokerNodes=6
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Amazon MSK E&E Mg IR B F

RERSBIH S ERBTEIEN—2 , ¥ FTREFTEHE Express REMF MSK Provisioned £
B, ZUERIALTEARS. HEpaLRE T BEHN , Amazon MSK 2B EBHS»XER , A
ERESXOBAFHRE , AFNREDBHSFHBRH X, NERELLENREIEAR DR , &
BEE T & A Amazon MSK JR{ERERAE Bz B2 L ABFEHNEE.

FEN , ZAUEFNRERERSHELE. RERSEREL2BRKRENER | HHTUTR
£ :

- RERRERFRERER (CPU, ME, 7).

- EFERBETAENERITES AR XUE.

- ERHERLEMLL |, ExpressR £ K B P EIRENIRE K Z W R18013,

o RIGERFMERE,

Pause and resume steady state rebalancing in Amazon Web Services EE#Z# &

1. %Ehttps://console.aws.amazon.com/msk/ZR$] FF I S i# MSK 2 #] & ? region=us-east-1#/
home/,

2. TEEBTUHEL , EBET Express WEE., BXRUETEENE T Express WEHNEER |, i
B, B BIBWME MSK §£8

3. EEHFAGENHL , RIIEREFTFTEHRSEEN 831", NRBREHNFEHETTAIR
AXREERE , BUE - NHET Express HEE,

4. HBE THRHIRS  ER RESRBYE
5. E'REBERBYE TEL , PITUTRE

a. &EECERE
b. EERRFEN.

Pause and resume steady state rebalancing using Amazon CLI

EFANERNEHF FERDZEN Amazon CLI , iIEACTIVESEA update-re balancing a5 , 40
THIFFR. ERHSH , fEArebalancingSHIEERS

aws msk update-rebalancing --cluster-arn arn:aws:kafka:us-
east-1:123456789012:cluster/myCluster/abcd1234-5678-90ef-ghij-klmnopqrstuv-1
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--current-version ABCDEF1GHIJKOL --rebalancing "{\"Rebalancing\":{\"Status\":
\"ACTIVE\"}}"

Pause and resume steady state rebalancing using Amazon SDK

& LAME A UpdateRebalancingRequestAPl iR BEE BN EFH FEIRS , UEEH X IERRELT
o LA /R BR i Al E P @R RE NACTIVEM ., PAUSED

final UpdateRebalancingRequest updateRebalancingRequest = new
UpdateRebalancingRequest()

.withClusterArn(arn:aws:kafka:us-
east-1:123456789012:cluster/myCluster/abcdl1234-5678-90ef-ghij-klmnopqrstuv-1)

.withCurrentVersion(ABCDEF1GHIJKOL)

.withRebalancing(new Rebalancing().withStatus("ACTIVE"));

final UpdateRebalancingRequest updateRebalancingRequest = new
UpdateRebalancingRequest()

.withClusterArn(arn:aws:kafka:us-
east-1:123456789012:cluster/myCluster/abcd1234-5678-90ef-ghij-klmnopqrstuv-1)

.withCurrentVersion(ABCDEF1GHIJKOL)

.withRebalancing(new Rebalancing().withStatus("PAUSED"));

EFE MSK & L# T84

Amazon MSK £ EHEMEAHPRE LWRG, EFSHITHANEFMBITKIIMEE, ITXIRLEF SF
BRERGEH. LLEFUREFERSTRR, RENERMENHMRAEER. TN EFR
N T ERER IR RERARCHFE, RMNMIOEREBEMRERERTEY , BARREMTE,

RS

MREERFETE , FEARBEFT2NENNARFHEAMZEERME,

Amazon MSK ERARHMNRIEFMKREFEFNSTAL, EUIEP K REFENES , H

B Kafka 2 B NS NEBELE S —MNMELRE, £ Amazon Web Services B2 H| & il
IDescribeClusterOperationM&EFEFR/ER ListClusterOperations APls , X443
BRAEMRIERE NSECURITY_PATCHING, Kafka BFimEFHNENS , T HZIKRN 2 XASRHE
1t , ARG HIFEBEANIRERE MSK £8P, EEMARR ( SFEEBHEE ) FHEERApache Kafka
B RN SERE , UAEERTREZET,
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SREELE  Frn L HIERTEERFERRERN. EE2NRINERERNERA (&Z 25
W,OBEEED ) p9 REERHA-LIEE (BENLEY , &2 2Y ), XEREETRZF

B, RHTEFREMEEIFNANSAEIEN ; SRR ENETIRER  HAKEENERR
R, BREZRER  FERAEBLNE N mABMER,

BRI MEB R FSHE UnderReplicatedPartitions i , XN , RABRKANRKRE LW DX
FTEEFHE. INNARFNEANEESEE N , FAREEEMNRE LNX LS XWEIARNEE
EREBER,

HUEHE , SREMEELN , eREHELELKPREXNES . TEESES , BARELNE
FEHULEN CPU EAREM, MRENKELBRBH CPU, RfF. MENBRIK , XENIZT
SWNEBNBE AR £,

PIRAIE A

REREZEEFEN, Amazon MSK 2SN A XISE B EMER , XEKEE—MNARN TR
BREEENMMEER. IHTUBAREIFHN XM EFTENEYT B O S EE M1 R =M E 1
RHE, SAE—#8 K EREESHERENNRETHE , EAGSEFUIRBI LKL EROEAMR
¥, 7£ Amazon Web Services BEE##lA siBi¥DescribeClusterOperationM&EE £ & R ERT
ListClusterOperations APls , X4 2 ERV R E3 B IBROKER_UPDATE.,

REAERE T HRESNKRRENRZEPE | XEEHEBREENEN B TRAENAEE
{t. Amazon MSK HIREREBIRE T FHEBEM , UABRERIHNEE , IR THELSBEREE
BHIEHIARE, EoXLdd  EEARERENRTFRIMEA., ITINLEFED,

REABHRAU=THFXEFHE K BREFHEESHRAIRITANEE, EXFELCRANEFE
FREN 12 SHEBFTRANAE, A, REREBERFNESEE HLEREREER, RE
RENEIREER , XEWEETERNEFLHENEMEFERES , it EFHBEERE.

5Fr& Apache Kafka RAEF—# , ERIIRERENFFRNEFERANENK-RSHFSY.
BEEFRULCEREZANASERREBNAEXEE, AEMMR ( 2RESHHE ) HEE
B Apache Kafka &P imfy & ESKE , AESHFRIZT, SREBEENBIE , FrHm LWL T
ERERREFN, XF2EMERNER , AANRBEACEFEE S XASK. Apache Kafka &

T EERITARER | HTFRAFORNS ERERRER,
REELNEF i RAFKE

Kafka AFEAELNRE  ZEFETENERT , BERESEBNENBELABR2FEERREH
EFFHRAN. XRANS —MEBREESXASN , BRF Kafka T/ IwmER B 3 # 1T KM EE
BHITREFHRSERBERIEER.
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EPimRSEERE LN

RSB RENMRSRBITAZAERAZEN ; REB[LARDTE-—IRSIMFINASE , M
B i A E R LR B TGS & RIEER.

Kafka £ &% SR Hl L 57R

5= =Bl

1. RE A BFAELIRDS,

2. Kafka BEFmBEIRE ( BE MBI EREDNFE not_leader_for_partition ) .
3. XUEREXMA Katka BEFREMETHIE , LECHNERHNASE,

4. Kafka BEFHREBHMRE EHND XASEREER.

ERQFTREN Java EFHNRINEE , KIBBERESR 2, BEFrRERIKAEESE , BLF
B, W*WARNE B P R

T~ REA

10:05:25.306 [kafka-producer-network-thread | producer-1] WARN
o.a.k.c.producer.internals.Sender - [Producer clientId=producer-1] Got
error produce response with correlation id 864845 on topic-partition
msk-test-topic-1-0, retrying (2147483646 attempts left). Error:
NETWORK_EXCEPTION. Error Message: Disconnected from node 2

~ o RE2

10:05:25.306 [kafka-producer-network-thread | producer-1] WARN
o.a.k.c.producer.internals.Sender - [Producer clientId=producer-1] Received
invalid metadata error in produce request on partition msk-test-topic-1-41
due to org.apache.kafka.common.errors.NotLeaderOrFollowerException: For
requests intended only for the leader, this error indicates that the broker
is not the current leader. For requests intended for any replica, this
error indicates that the broker is not a replica of the topic partition..
Going to request metadata update now"

Kafka EFRHEBERXE 1WA (HZ3Y ) BRI EER, EEFRERT , XRTH p9 K
produce/consume iR (BEE 100 PAESEY ), BN EEERPRT KA EHRSIFiREZES
BABEERE, BSRABEHERTS .
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ALENR EHMAE LM BytesInPerSec M LeaderCount IR B EMRBIERBEBLRER
I, XIEAREMAS IR BI, SR FWEE UnderReplicatedPartitions E#REM , X
FEXRAREMBEIARL TELRSH SN,

[RIBHEE
WIRE Fin-RS|EN T e ML LRRE. FEANEBERRIFE

» Kafka &/ im BEBL B4R IR S fE AT IEH,

« BZHEPRENZEARANTHNER,

- BERSRSBTXASEIBREEZIE,

o ERERFEFNEFER  MNMSBORXASESTBEREEE,

B TRRUEBASREKEBHTHER , RMNBW -
. BFBERSBRBERE  URAREHEREEIELTE  NBRASRSRES.

- BERREXIEAEHUBREFIHLELARER,

o B URELIELE retry.backoff.ms ( BRIAN 100 ) , ABEMNFE, connection/request

. BEPURE SN request.timeout.ms # delivery.timeout.ms IRE RN F SN AREF SLA HWE., XTFE
EHEXE  RENEFSBEAMEBRRELE,

. B URELER bootstrap.servers EVEE 3 MNHEYVIARE , UBENNB AN TTAMTER
Ml

s —HEFIEFHHEMENRIRE K HPLENARFFAALRBECRNEHEENFELE, AXT
BIAE , B REFIRENSEN , ARFRERIERE reconnect/retry 258,

- BIMNBWEEEFRSENIER, RHINERBNFATEHERNE R,

« BATMEE  REAFHEBRERTZEN , BRIBWE =7 golang M ruby EEBMNMUIBE L
BHARBRITE. BRTRIWFEROERERA , BINBWEBRALELSEFER , MBAEAEXFR
AEEEENERMEE,

- ERFTRAMENFEAHER , networkinot_leader RAXERERIEREN, T¥WEHN , HER
kafka T’jﬁ)\iﬂ'ﬂ—ﬁﬂﬁo

« BEFTRAHEER , UnderReplicatedPartitions RN EENMELLLEHIE , ANREFEN, TH
ey, HERWEZHH,
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Amazon MSK &4

&% Amazon REF2E., BN Amazon BF , BRI R TEANREASHLLHBBEALNE
SR E BRI L LR,

ZERNFA Amazon WEAERE, TEHAERXREERNZNLZLUENTFHEEH

« ZRE — Amazon AT R E Amazon ZHIZIT Amazon IRFHVEAREF, Amazon &N ER M
ARZEFEANERS. Third-party ER—E2 , FiHMEHNZNBIERNZENELE. BT
f#3E AT Amazon Managed Streaming for Apache Kafka B9 &M it R] , TS HEE AWM iT IR
#938 B M Amazon Web Services,

« RIRRE-ENREBREEML Amazon RSRE. BEFENHERRMNT , SHEEN BRIV
. BRANERANERREREN,

XA HBE T BAAEEA Amazon MSK BN ATHEHRBEN, UTEBRAMAEE Amazon
MSK UM EBNZ L EEMMEBR. BE2 7T BUMEHEAEM Amazon Web Services #5 By & 512
HMRHF Amazon MSK &R,

£

» Amazon Managed Streaming for Apache Kafka # HI E3E R

+ Amazon MSK API #9 & 3 381F M R4

+ Apache Kafka AP #9 & 17 3 iF Fl R4

« FEk Amazon MSK EENZ £ 4

o F2FI3I 5# MSK ZooKeeper S8 & Apache 7 < #9177 1) X BR

+ Amazon Managed Streaming for Apache Kafka B-& # t 31F

» Amazon Managed Streaming for Apache Kafka # {9k & &E

» Amazon Managed Streaming for Apache Kafka FHYEM T =4

Amazon Managed Streaming for Apache Kafka & B iE R

Amazon £ BFEER 2 EA FER T Apache Kafka B Dz T E R EA P W EIERP . MARRFT
R Amazon , ARRIPIEITAEABTH S EKREMZEN Amazon Web Services =, BAREFP RN RERE
WWEMENR FWRNBIIRE, SEATEFTERM Amazon Web Services RS WE LB EMEET
Ko BXMEBERINESER , BSHTEM X EERN.
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HFHEERPEH , RINEUERI Amazon Web Services i &EUE H £ Amazon IAM Identity
Center 2, Amazon Identity and Access Management (IAM) IRENMNA AP, X# , 8NP RRE
THIERRMAENNRER. CEWNEBIU T AR HE

s NENMNKFFERZESHRIE (MFA)
« FF SSL/TLS &5 Amazon BREES. RIMNERMER TLS 1.2, BIWEER TLS 1.3,

- EARE API M A FES B E Amazon CloudTrail, HxfEA CloudTrail IR ER#EIR Amazon SEFIHY
£8 , 52 (Amazon CloudTrail BF#ErE) RHEAR CloudTrail %o

« £/ Amazon M#FHERF RUKEPWAMERIAZ £EH Amazon Web Services R

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
BHE,

o MREE Amazon BE G TITRESN APl #H1TIHRINFEELT FIPS 140-3 BiIFMMZEER | EFEH

FIPS ih k. BXAAM FIPS InRMNESZEE , B5H (XEBRHEELERE (FIPS ) 5 140-3
RR) https://www.amazonaws.cn/compliance/fips/.

BB ENEEERBBER (MEBEFNE TRt ) MANREHEBBEERANEFTER
(MEBEMFR) ., XTFEFERAEHHE. API 4T X T E S Amazon Web Services fRS £/
Amazon M Amazon SK i EHH4F XA TEIHER. Amazon CLIEATEMWHFREREHRKERAX
AEZERHPWMANEAHBEBTELATITIRROMBEE. WREEAIBRSEFIRAM URL , IR
TEEMU A EIEE B RKBIENZ RS BHER,

£

« Amazon MSK Nz

« Amazon MSK t1Z22 A7
« Amazon MSK AP| 530 VPC imm & &#EH

Amazon MSK iz

Amazon MSK 4t 7T BIEMZIEDT , 7] AX LRI 2™ KRN BIEEEER, Amazon MSK AT
MBRIEBAFE 13 NPALIT—R. Amazon MSK 2 BZh HATE EBHEITIXEIE$H, Amazon MSK
Fria#TIEP EFREN |, RERBER DML T ACTIVE RS, W FHEREESR | Amazon MSK £
ERERMIEBEFRENNEFRRDIZE N MAINTENANCE, FEHERE , MSK 2 FERFRSE
PEEBHN ACTIVE, MEBL FIIHEFIRER , B USEERMNEARE | B e BERTEM
BEHEERE,
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Amazon MSK #7& &

Amazon MSK & Amazon Key Management Service ( KMS ) £ X LA 3R 14 3% B 9 BR 55 25 i A

o, Amazon MSK IR MBEMESHIE, 6l MSK £&#aT , BAIEELRFE Amazon MSK
BT & EASEIEN Amazon KMS key » TIREFRIEE KMS 247 , Amazon MSK &R 1882
—/N Amazon EEXHH HRAREFEAE. BX KMS ZHNEZER , 1551 (Amazon Key
Management Service FF X AR 3E®) FH Amazon KMS keys.

Amazon MSK 4% i /1 in 2%

Amazon MSK £ TLS 1.2, MINBERT , ESNEHE MSK SRV RE 2 BEMAVHIE, TEL
BEHNESEMNINE,

NTEFHENRECENERE , BLTEE T =ZHREZ— :

« XAV TLS MBm#HHE, XRHMINRE,
« EIRSAVFENEEM TLS MEHE,
o AN EIE,

I 5# MSK 24 A A2 # Amazon Certificate Manager iE$., Rt , {Ef{SE Amazon Trust
Services W{E1EE L £51F Amazon MSK RERIEF,

SREBMNBRWERERADNE BT ARKEMFAAN CPU FHN/LEWHNIER, BR , XS
FEARMINXEERHTHER , KRNWEEPRTER, FrinfeERBEREEXHHEE,

Amazon MSK Nz A7

Bl MSK &8 , ZaLAEA JSON BXIEEEMNZRE. ROIMT :

"EncryptionAtRest": {
"DataVolumeKMSKeyId": "arn:aws:kms:us-east-1:123456789012:key/abcdabcd-1234-
abcd-1234-abcd123e8e8e"
},
"EncryptionInTransit": {
"InCluster": true,
"ClientBroker": "TLS"

Tk 188


https://docs.amazonaws.cn/kms/latest/developerguide/
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#aws-managed-cmk
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#kms_keys

Amazon Managed Streaming for Apache Kafka FERARER

3 F DataVolumekMSKeyId , A LAURIKF (alias/aws/kafka) B MSK lEEZEFEE R
Amazon TERZH . MREKRIEEEncryptionAtRest , Amazon MSK {1 &X R B HEH 1T
&, Amazon RERNZFAEWELNERERANES , B KIX GET R WA DescribeCluster
AP| #1F,

¥F EncryptionInTransit , InCluster HERIAEN true , ER MR EFBERE 2 BB HIE
Btik Amazon MSK MR , WA SURF L TIR B A false.

ENEFENREzBERNBREEEMZRN , 51 ClientBroker REAMAT=MEZ
— : TLS. TLS_PLAINTEXT & PLAINTEXT,

N

FH
« B2 Amazon MSK &8 EMZRIRE
o i Amazon MSK TLS tnz®

22 Amazon MSK & HEENERE

ISR E T WMAE IR Amazon MSK S£E T IEEMERE.

BIRERRHEEMNERE

1. FE-TRONRBREFEXHF , HARXHEERRNEAENR. fim, FEBEH

encryption-settings.json.

2. 1&{T create-cluster @S HEM encryption-info kIIE M ERFEE JSON B H.
REIINT : A {YOUR MSK VERSION}E Apache Kafka % imhR 4S8 PLEL YRR AN, A o< 04a]
BR MSK £EBIRANEE , BEHABEE MSK £FMA. 7 % , FA5 MSK £FERATEHN
Apache Kafka &P URRAS , AT8E2 5 3 Apache Kafka ZiiE#HiiR, EXFEH,

aws kafka create-cluster --cluster-name "ExampleClusterName" --broker-node-group-
info file://brokernodegroupinfo.json --encryption-info file://encryptioninfo.json
--kafka-version "{YOUR MSK VERSION}" --number-of-broker-nodes 3

LA Rz 4T Mo an 5 = #9 A 20 Wa B2 R 1

{

"ClusterArn": "arn:aws:kafka:us-east-1:123456789012:cluster/SecondTLSTest/
abcdabcd-1234-abcd-1234-abcdl123e8e8e",

"ClusterName": "ExampleClusterName",

"State": "CREATING"
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}

Mi® Amazon MSK TLS 1n%

RN E T A fE Amazon MSK £33 TLS N2z,

ik TLS &

1.
2.

# B&the section called “BIEEF iR T EV P IESLEEFmITEN.
EEFiwmit ¥l £ &% Apache Kafka,

FEARREF  ROEA VM EEES MSK £8EEE. it , FEEAEEZPRITEN LIZE -1
BH /tmp BIXHR, ARfE , ¥ Apache Kaftka T2/ bin XHX | HAETUTHS. (EH
JVM BERAJEERMEE, )

cp /usr/lib/jvm/java-1.8.0-openjdk-1.8.0.201.b09-0.amzn2.x86_64/jre/lib/security/
cacerts /tmp/kafka.client.truststore.jks

PHEZEFImITEN LM Apache Kafka Z3&H bin XX | BIZ—1NE R
client.properties IXAX#H , ZXHBEUTHE,

security.protocol=SSL
ssl.truststore.location=/tmp/kafka.client.truststore. jks

£ Amazon CLI ZE THITEN LETUTHS , clusterARNEBR N EEM ARN,

aws kafka get-bootstrap-brokers --cluster-arn clusterARN

BUMERMTATR. RELHER  RALFEEET —SHPEATE.

{

"BootstrapBrokerStringTls": "a-1.example.g7oein.c2.kafka.us-
east-1.amazonaws.com:0123,a-3.example.g70ein.c2.kafka.us-
east-1.amazonaws.com:0123,a-2.example.g70ein.c2.kafka.us-east-1.amazonaws.com:0123"

}

BITULLT®8% , BootstrapBrokerStringTlsEB#NEE L —SHREBIREBIRRZ—,
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<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list BootstrapBrokerStringTls --producer.config client.properties --topic
TLSTestTopic

7. AIAFHSTEAAERIE-ABSRITEN. K5, STUTHTUEIREHEERR.

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBrokerStringTls --consumer.config client.properties --topic
TLSTestTopic

8. HEAMBREOHR K WMANKHEHEESRTEZER K HECASKSBEOPERMEREEE. Amazon MSK
4% S R RO G E B3 1T T I0RR .

BXBE Apache Kaftka B ImAERAMZERENEZER , BSREE Kafka & o

Amazon MSK API 530 VPC is R & & FEH

& B LA A Amazon PrivateLinki2 X F#1E 0O VPC K iRT SURES L& HY Amazon VPC #

Amazon MSK API 2 BIFVREBEF L @M%, #O VPC KinTRAFEERKRMM <, NAT %

% . VPN #E#£={ Amazon Direct Connect iE#2, Amazon PrivateLink2 — {68 F 5% 14 [ 4& # O 3L

Amazon RSz BFEBEWN Amazon AR , EFAE IP L FEH Amazon VPC 1, BEXEZEE
SR S Virtual Private Cloud f#0 VPC 4% & (Amazon PrivateLink).

EH N PR AT LAGE A0 % MSK T L& 1 MSK Connect APl,  Amazon PrivateLink'é“f'E
HIEH Amazon MSK API #8122 —/MEZEQO VPC KT R , UBE31ENED VPC KRBT AR A ﬁiﬂ']][q
# VPC BRI RE. FIPS-enabled #0 VPC &inT REATREXH, ﬁ?&E?AnM FSELE
B OmRo

EFALLIhEE , Apache Kafka & F i AT B S IREBUE Z F AF R LUEETME MSK 5 MSK Connect &R ,
BB EBRMRRE RIEZEFRR,

B0 VPC Imal , FEBRUTRSEMHRZ—
XFiE MSK :

c EETBXEUTRSEHARTR

» com.amazonaws.region.kafka

« com.amazonaws.region.kafka-fips (FIPS-enabled
- ENXZE IPv4 Ml IPv6 RENNRIHRLRSE :
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* wws.api.region.kafka-api

» aws.api.region.kafka-api-fips () FIPS-enabled

EiZENRIFK S , XABEDual-stack 1 FIPS g R IE®M,

HPXEEENXEE I, 2RSS EHENTER MSK Provisioned-compatible APl, BXxE %15
B, SR F IR Ehttps://docs.aws.amazon.com/msk/1.0/apireference/o

33F MSK Connect :
+ com.amazonaws.region.kafkaconnect

HPXFESNXEE M. EFHRFSAMBEI TR MSK Connect-compatible APl, BEXEZEER
HZ# (Amazon MSK Connect API &) IR,

EXEZEE , @fFEAEEO VPC Ik RN D P |, iS5 H (Amazon PrivateLink 8§58) HARYA22 1=
mp =

&I FRE Amazon MSK 2 MSK Connect API B9 VPC % = 895 8]

&8 VPC i SR BE |, BuJ LA &IE R , FRR  FHREMMNE VPC w2 EHAMME IAM AR, 4
HAGHNEBPNFANFZER , \NTRH Re@ 345 E VPC A TihE. EAMMNREIER K EX
N FE MSK 3 MSK Connect BREHY 15 R PR o

W RIETE O b BT R ISR EE | Amazon VPC £ & in— N BRIASK B iZ%H%fT)iH‘JHE“E’JE%é
WE, KiET AREASEENER IAM ETHHNRBIBSHERN KK, X2—MEIMARE
T2 M [P E E RS TR .

EXEZEE |, 5% (Amazon PrivateLink 18/) AREER VPC im 232 &)X fR S5 895 8

MSK Provisioned — VPC policy example
Read-only d]

LRGSR AT A IR EA VPC IR, ( BXREZER , 5 HEZHX Amazon VPC BRI
[l ) o ERHEMREEETEM MK VPC k5| HE R E 1’IE

"Statement": [
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{

"Sid": "MSKReadOnly",

"Principal": "*",

"Action": [
"kafka:List*",
"kafka:Describe*"

1,

"Effect": "Allow",

"Resource": "*"

& MSK — VPC % S BE Rl

PR&IXT 4 E MSK &Y ]

LRGSR BE BT AR AN B E A VPC i, BREIEN EM N VPC in R 17 R4S EN Kafka £,

"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/MyCluster"

{
"Statement": [
{
"Sid": "AccessToSpecificCluster",
"Principal": "*",
"Action": "kafka:*",
"Effect": "Allow",
}
]
}

MSK Connect — VPC endpoint policy example

THERMT MSK Connect Wi RREERH, LWREERIFIEEAGIIHIERES | FOIEMNERE

BI| tH % #5225 HF O 2 AV IE 2R
o
{

"Version": "2012-10-17",
"Statement": [
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"Sid": "MSKConnectPermissions",
"Effect": "Allow",
"Action": [
"kafkaconnect:ListConnectors",
"kafkaconnect:CreateConnector"
1,
"Resource": "*",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:r0le/MyMSKConnectExecutionRole"

MSK Connect — VPC i 5. 5K B 7= 45l
X AYFIETE VPC F4E IP hatiyiER

T ROIERIREXAVRBIEE VPC RIEE IP it WERKII. REETE IP it ERF
KW

"Statement": [
{
"Action": "kafkaconnect:*",
"Effect": "Allow",
"Principal": "*",
"Resource": "*",
"Condition": {
"IpAddress": {
"aws:VpcSourcelIp": "192.0.2.123"
b
"StringEquals": {
"aws:SourceVpc": "vpc-555555555555"
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Amazon MSK API B & 1536 iE F1 %

Amazon Identity and Access Management (IAM) Amazon Web Services fR$S AI#HEBEE R 2 £
EHX Amazon BIRAILREIR, IAM EE REHIERTLER FHRIE ( BEF ) FRERN ( EAN
BR ) Sk4E A Amazon MSK &R, &AL IAM Amazon Web Services BRS , TEXNFHNTEA.
£}

+ Amazon MSK #{d 5 IAM B4 E

Amazon MSK E T & 17 # K B =5l

Service-linked W S i# MSK & &

Amazon I 5# MSK M E KB

HEE Amazon MSK & 14 Fi7 [8] (5] &

Amazon MSK A& IAM BEi & fE A

EEH IAM BEEX Amazon MSK BI1A RIPR 2 81 , &% T BRWRLE |AM ZheEn] B F Amazon MSKo
E4E T ## Amazon MSK F1HE M Amazon RS A S IAM BEER , H2H IAM AFEREHNS
IAM Bt & f5E B B9 Amazon BR%S .

£

« Amazon MSK ET 512K BE
- Amazon MSK & T & RH KB
« ETF Amazon MSK ¥rZ MR
 Amazon MSK IAM £ &

Amazon MSK EF & I K1

BEEA IAM ETEMRNERE | SALEEARAFSIELNBREMNTRUR R IFSRIELIRIENS
#, Amazon MSK X3 EMIRE,. BRMEZMHR, ETHE JSON XD EFERANMETE , 5511
C(IAM B EmE) 98 IAM JSON ETESE,

Amazon MSK & F BB KMV IR/E

B R W LAEA Amazon JSON REERIEEERNIGRMT L, BRRY , WA EMAATLN LA TIRR
1TRE |, UREALAFHATHIT,
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JSON REEHY Action TR TA TERKP AFRIEL G RINVRE, ERBHFIESREUARTR
ITRERERRR,

Amazon MSK R RERIREEIRERIFERAU TR : kafka:. Bl , ERFEAFEAH Amazon MSK
DescribeCluster APl #BEHIR MSK R HIMNIR , BRfF kafka:DescribeCluster BEHAA
HERE, REFQLMEE Action B NotAction ;tE. Amazon MSK EX T EHC K —AHIEHE , LA
BEREUERZRFSHITHES.

BEE , MSK =& AP R IREEIRERIEAkafka-clusterfid , 5. 1AM BHAGRRE, 2
YEFN R IRHIE N

BEERMEUFEESTURE  BEAESHENRT , TR :

"Action": ["kafka:actionl", "kafka:action2"]

BUTMERBES (*) BEZMRE. Fl0 , EIRELLEIE Describe FFKWFTEERE , BFEUT
BIE -

"Action": "kafka:Describe*"

EBF Amazon MSK #1EMFI% , 52 <IAM AF1ER) M Amazon Managed Streaming for
Apache Kafka Fig1E, BIRMEM4E,

Amazon MSK & F & 13 1) KB H) &R

B R W LAEA Amazon JSON REERIEEERMIARMT L, BRRY , WA EMAATLN T ATIRK
1THRE | UREMFLAFHFTNIT.

Resource JSON K TR EEEBHNAREN — PRSI R FNRESXKEK , EEAHE Amazon
FBEBH (ARN ) BERR. N TFTAZFHRRRXROEAE , EEABEN () ENEANATHRER
R o

"Resource": "*"

Amazon MSK XEHIBREFLLT ARN :

arn:${Partition}:kafka:${Region}:${Account}:cluster/${ClusterNamel}/${UUID}
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BHX ARN XN EZEL |, 558 A mazon #REZ# (ARN) Fl Amazon [RE & ZEE,

flan | BEFEAFIEE CustomerMessages Ef | EEMAELT ARN :

"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/CustomerMessages/abcdl1234-
abcd-dcba-4321-alb2abcd9f9of-2"

EEEE TR EKFWMESS , EEABESR () :
"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/*"

ToEMNAFE R RHATHRLE Amazon MSK #4F , SIINA T RIZR R RME, EXEERT , BXLAER
BEARF (*)o

"Resource": "*"
EESENMEAYEESANRIR , BEAES SR ARN,
"Resource": ["resourcel", "resource2"]

EEE Amazon MSK RIRXE KR HE ARN 5%k , FZ5H (IAM BF#Em) F# Resources Defined
by Amazon Managed Streaming for Apache Kafka, B 7 & W] A MLEREFIEETNERH
ARN , iEZH Amazon Managed Streaming for Apache Kafka & X HY i 1E,

Amazon MSK & T & 5 B SR BR Y R4 3247

EIE R W LAEM Amazon JSON REEREEERNIARMT L, BB , WA EMAATL T LABTIRK
1TH]RE , UREMALAFZHTHT,

Condition TERBENNZMHEEFVMENIT. BALGIRBERAZEZEN (FlW, ST
T ) BEARER , MERBPHFAESERDNVEMEE, EEERAE Amazon £2RFM4E |, S
9 IAM Al FigE R Amazon £ B %4 £ T UEHA.

Amazon MSK EXTBECHW—4A&HR K EXEFERA-LLHEHR, EEEFE Amazon £RB&MH4
B  E5E IAM AFEEFMAmazon £ FB54 £ T X4,

E&EE Amazon MSK £H42M 5K |, H5H (IAM AF#E) $H Amazon Managed Streaming
for Apache Kafka W& A, ET7HREFTUNMEREMTRFERASZGRE , 1215 Amazon Managed
Streaming for Apache Kafka & X Y2 1E.
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Amazon MSK &F & 131 K B& 89 7R 5

EEFE Amazon MSK ET B REEN RG] , EZSHE Amazon MSK E T 548 K BE R~

Amazon MSK & F & RHI KB

Amazon MSK XA T Amazon MSK SEB#HEFHRE (UM HNETRENEERE ) . BUUERAEE
SREESRE L HRLE IAM A BK N RKIZE S Amazon MSK EEHNAEERE. 45 IAM B iR
SHRIE—EFEAN  BETUEAERRENEZENT P IREHEE X Kafka ZIEEARAIR,

ERRBIEFNHEARKNHR 20 KB,
EEENMEEEHEBNRG  BSRLR 2 HEEHFRM INE MSK £,

EF Amazon MSK iR Z R

B LR MY AN E] Amazon MSK &8, EETHREEGRR , £AFEEA
kafka:ResourceTag/key-nameaws:RequestTag/key-name = aws:TagKeys B KL
& TEPRBIRZER, BXRIFIC Amazon MSK BIRIEE. |, 55 Hthe section called “44 5 &N
RE

REeBB THRERZHEFRNTR . ZEAETIENEREARNFLE , FERBEDRN—FTHREM L
ME,

EEEETEHONRE (ATETEHE LRI RBEHIFNIZEFENTHR ) N6, FSHRBRERESTHR
Amazon MSK &£ &,

BULEETEMNRBHRERASYE , LERETRZEHF Amazon MSK BIRE 5B R. WREE
ATUARIRBATHAPERER. REHESSAE., JHERETR., EFNBRERANRE. B2,
NHEHRZ Owner WERNZAFH username B |, LLREFT SR FNR. U TRERHE -/ MET
AFFRIEFHPNER, ZREPE —MEIRBEAEZH B R,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AccessClusterIfOwner",
"Effect": "Allow",
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"Action": [
"kafka:Descxribe*",
"kafka:Get*",
"kafka:List*",
"kafka:Update*",
"kafka:Delete*"
1,
"Resource": "arn:aws:kafka:us-east-1:123456789012:cluster/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Owner": "${aws:username}"
}
}
}I

{
"Effect": "Allow",

"Action": [
"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData"

1,

"Resource": [
"arn:aws:kafka:us-east-1:123456789012:topic/*"

]

}
]
}

Amazon MSK IAM &
IAM &2 Amazon Web Services M 1 B G 45 E N PRAY LK,
it it ZAE B F Amazon MSK

A LAER IR EIERFTHRESEHRIEESR , 2K IAM B9 REKF AR, ST LUEN
FHAssumeRole= Z K Amazon STS AP ##/ERIREUIE Bt & £ iE $5 GetFederationToken,

Amazon MSK 3% IR B ik .
Service-linked A

Service-linked A& /5 Amazon Web Services 15 R RS P ERAKRKREBTHKIRIE, Service-
linked B HIMELN IAM KPP HERSME,. EBANUNERETERERSHEXABHWNIE,
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Amazon MSK X#EZERSHX AR, BXMEREE Amazon MSK RSHXEENFHER , H25
¥the section called “Service-linked B,

Amazon MSK & F & 589 K BE =45l

RINERT , IAM BFFABFTINIT Amazon MSK API &1, EIE R LA IAM policy , LAMER
AFANAERFNRUANFENIEERFRHRITEEN AP RE, AE , B R A0UFIX L 5 BE i hn 2
FEXENRN IAM AFRR4A,

ETRMAERXLRSE JSON REEXHEIE IAM ET HHNERE , F56 (IAM BFiERE) #/ &
JSON JET+ | 632 KK

FH

- RZESXE

- AAFPEFEMHIIB SR

* 15— Amazon MSK £ &

- RFEFRZILIF Amazon MSK 8

R ERESREK

Identity-based REERE T 2B B AATUELNKS PO, HRIZMBER Amazon MSK &R, iXL&ig
ETJBESF Amazon Web Services Ik F=4H KA, RIEREEE T EHNERER | BHER/ATEREM
B

- FaEA Amazon RERBEH ERSKENRENRE — EFBEAFMIEARR TR , EEART
ZELAGIRTINENAMmazon EEXE, SIIERMRAF A Amazon Web Services Ik,
B NEEN E LS AR Amazon BEFREREKEHE —DHPNR. BXRELZELR | F5
7 <IAM FF#Em) 8 Amazon FEE RS T/EEREER Amazon & K.

o MARENIR : F£6A IAM REEIEENRR , BNRFHTESFAEHNER, At , BAILIE XL
ERERFTIUNBFERFRNTWRE , tHWNRENRRTFT, BXRER IAM NAXRBRHNESE
B, #EZHE (IAM AFiEr) FH IAM YR EE FIRR,

o fEF IAM SREE AR BSR4 — SR FITH R AXBR : 48 0] LA[E) 58 BE A NS 445K BR XS R AE R R IR BV 17 18]
N | WA LUREREEMRIEEXTMER SSL XEFEER, MRBREZBEREIZFENHXE
A, WA LAE AR AR BT3RS IRERN TFRIYPR Amazon Web Services Bk , #1401 Amazon
CloudFormation, BEXEZEER , ESH (IAM AF#ER) H# IAM JSON KB TE : 4.

- £/ IAM Access Analyzer BiEf&RY IAM KBS , UBERNENZ £ MFIhEEM  IAM Access
Analyzer 2KIFFH REEMIM B KR , LB ERKRERFS IAM FEIES (JSON )  IAM HESE
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B2, 1AM Access Analyzer 12 100 ZTURBERL EMAIRENEI , HBBEFIELZ S BINREMRN
KEk, BXEZEER , BESHE (AM BFigm) PMEA IAM Access Analyzer i SR B,

« EEZESHRIE (MFA)-TIR Amazon Web Services Ik EHNIZSEE IAM APSEBAF | 5
A MFALREZREM. BEERAA AP BENFEE MFA , B MFA R FMEIBHER S, Bx
BZER , B5E (IAM BFiEm) M EH MFA &RF APIIEIA,

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R 2 HEXE,

AYRAFERMHMNBSHNR

ZORGIER T B MABIREKRE | LAWY IAM AFEERNIERAF SR ABKNITERN KK, hRK
AFEEE4lS S EA Amazon CLI 2 Amazon API LARTE A R 58 UL IR ERI AR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",
"iam:GetPolicy",

iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",

iam:ListPolicyVersions",
"iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"
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}

B — 4 Amazon MSK &8

W RBIF | BAEBER Amazon Web Services IkFHH IAM AP R F iR ENEE
purchaseQueriesCluster MIfXPR, WERBEATRAFAERESE. RIHSISRE, JIHARET R
HEFHE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid":"UpdateClusterx",
"Effect":"Allow",
"Action":[
"kafka:Descxribe*",
"kafka:Get*",
"kafka:List*",
"kafka:Update*"
1,
"Resource":"arn:aws:kafka:us-east-1:012345678012:clustex/
purchaseQueriesCluster/abcdefab-1234-abcd-5678-cdef0123ab01-2"
}
]

BIEFRZ A Amazon MSK £

BRI EET SO REPEASYS , WEETHRZZFX Amazon MSK FIR LRI R. 1t RHLE
RTYMASRAAFERER. REHEASISAE, JIHERET R, ERABERERNRE. B2,
REEFHIREL Owner WENZAFHNAFAR , TR TLNR,

JSON

{
"Version":"2012-10-17",
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"Statement": [
{
"Sid": "AccessClusterIfOwner",
"Effect": "Allow",
"Action": [
"kafka:Descxribe*",
"kafka:Get*",
"kafka:List*",
"kafka:Update*",
"kafka:Delete*"
1,
"Resource": "arn:aws:kafka:us-east-1:012345678012:cluster/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Owner": "${aws:username}"

RO LA Z SR RE M AN B S8 K P R Y 1AM . IR B richard-roe AP ZRE#H MSK £& |
MFRFEBIRICH Owner=richard-roe = owner=richard-roe, &N , fFIE4FE, &4
PR Owner IEE Owner Ml owner , AARHRBEMTX 2K NE, BXEZER , BZH IAM A
PR TR IAM JSON RT3 : &,

Service-linked I & MSK A&

Amazon MSK £} Amazon Identity and Access Management (IAM) RS i< A, REEXRB/RE
—fhIh4SH 1AM A ' |, BIEXEBKE Amazon MSK, Service-linked A®H Amazon MSK FiE X , &
RiZBESREREBBAEM Amazon REFIENFTENRE,

REEXRAERAILEERNUMIZRE Amazon MSK , BB AFRIMFAENR. Amazon MSK A E
VERZHEXARHNE, BRIEFITENL , BNRE Amazon MSK FEERAEAR, ELWNREE
EERBEMNPEREE , ™ BXRE KT EM IE{EM E b IAM E4EK,

BEXAIERSHEXACHEMRBRESNEER , E3RE IAM & FERAH Amazon Web Servic es , H1E
“Service-Linked B 5| ERK ‘B” WRSE, BERREERZRSHRS ] A G EEEE,

FHT
« Service-linked Y 5% MSK K A& R
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« 4 Amazon MSK BIZRZ XA R
o Y% Amazon MSK NRE X AE
« Amazon MSK fREHKX AR EFENXF

Service-linked Y i MSK #Y A& B R

Amazon MSK {#EH & AWSServiceRoleForKafka BIRE X B E. Amazon MSK R A& KRG
B IR EIRHMITUATIRE -

- *NetworkInterface - EEFKFAPCIBZMEEMNEED , FFF VPC PR E SR A LG E £ 87
R,

« *VpcEndpoints— EEEFIKFFH VPC AT R , XELKIFT AN
EF VPC HEFEAEENRE Amazon PrivateLinko Amazon MSK 3t
DescribeVpcEndpoints, ModifyVpcEndpoint Hl DeleteVpcEndpoints AR,

+ secretsmanager— EAEEE F &I Amazon Secrets Manager,

« GetCertificateAuthorityCertificate - RENLBIEBMAHEHES,

« *Ipv6Addresses— AEFKF AWM EEO S EMECE 2 E IPv6 ik , SAMEH MSK £8E A
IPv6 E#,

« ModifyNetworkInterfaceAttribute— R EFIKF PHMEZE OB MUAEE MSK SEFHERE
1 IPV6 iR E,

WRESHEXA KM MBI TIEER : KafkaServiceRolePolicy, BXURBEHNER , B
IElKafkaServiceRolePolicy.

AWSServiceRoleForKafka IRFHEXABEEUATRZIKAZAR

 kafka.amazonaws.com

AR PRERE AAF Amazon MSK X &R R T 814%E,

BB ENPR , A IAM R (AP, A5AR ) 812, RESIMBRBRSKBKAR, BXEZE
B, #EZH IAM AFErEPR M Service-Linked A BN IR,

A Amazon MSK BIZRZHExAE

BREFHONERSHRXAR®, HEE Amazon Web Services B4 A . = Amazon AP| 47
Amazon MSK &£ &8t Amazon CLI , Amazon MSK &R &6 RSHEXx AR,
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MREMBRZRSKEAR  AREEBRCE  SuLlERAMHEREEKFHPERCELAR, L&
B Amazon MSK £& 8} , Amazon MSK FBX N ECIERESHEXAR,

"% Amazon MSK NRSEHK AR

Amazon MSK F /2 i #8458 AWSServiceRoleForKafka IREZHXx AR/, tIRBRES<EKARG , B8L
ETERACHEN , ANAEZHAS| AiZAR. BRALER IAM REAGIHR, BEXEZE
B B IAM AR RPN Y%L Service-Linked B,

Amazon MSK fRFHXx A BTN X

Amazon MSK X EFHEZRFITANMEXEHRERARSMEXAR, BXEZEER |, ESHAmazon X
13 F % o

Amazon I &i# MSK HYITE KB

Amazon EEFXHBERVENETIENIE I EM Amazon, Amazon FEEXBERE N FZE L AHIEM
PR, MEZRTUFBR AR, ANMAEDENER,

EicfE , Amazon HE RIS N BN ERHIR FRERENR , BRI H#EAE Amazon
BEFRFEA. BINBUESENRSETERARAINE - EEAFIKH —SHONR,

BTEE N Amazon FEEFRHEHENHNE, 2R Amazon B Amazon IEEREHE KR , W
EHoEMZREBAMABNMIEERASS (AP, AFA® ). Amazon REFREEBINEHH API
KA BRSS 1] LAE A # Amazon Web Services RS B9 AP| I24EBTE £ Amazon IEE K,

BEXEZEER , BESH (IAM AF$ER) K Amazon FEE KR,

Amazon FEE KBS : AmazonMSKFullAccess
LWEBEFEENR , AT EHTLIFEMAE Amazon MSK 846, IWEREPHNESHNT :

« Amazon MSK X A FiE Amazon MSK ##4E,

« Amazon EC2 ©IE - LtREEAHPEEFRERIE APl ERFHEE R TR, XEHR T HHR Amazon MSK
B R ThEER P FERARR, RPN EM Amazon EC2 I BR /2 F Amazon MSK fi 22 S EH
Amazon ®iR , fEREE I EZR| BN ER,

« Amazon KMS PR — API AAHIE A TRIEERFHNEEZRERIR. Amazon MSK A 41 8
1£ Amazon MSK & P EREE N %4,

« CloudWatch Logs, Amazon S3, and Amazon Data Firehose tXPR — Amazon MSK EE
BERATIREEEHmEREXEEFRNREBEFEREN.
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« IAM iXPR — Amazon MSK EEFREEZNKF REIZRSZSMEXAE , HATRERSHITAGER
#5 Amazon MSK.,

JSON

{

"Version":"2012-10-17",

"Statement": [{
"Effect": "Allow",
"Action": [
"kafka:*",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeSecurityGroups",
"ec2:DescribeRouteTables",
"ec2:DescribeVpcEndpoints",
"ec2:DescribeVpcAttribute"”,
"kms :DescribeKey",
"kms :CreateGrant",
"logs:CreateLogDelivery",
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeletelLogDelivery”,
"logs:ListlLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResouxrcePolicies",
"logs:DescribelogGroups",
"S3:GetBucketPolicy",
"firehose:TagDeliveryStream"
1,
"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"

]I

"Resource": [
"arn:*:ec2:*:*:vpc/*",
"arn:*:ec2:*:*:subnet/*",
"arn:*:ec2:*:*:security-group/*"

1
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3},
{
"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"
]I
"Resource": [
"arn:*:ec2:*:*:vpc-endpoint/*"
1,
"Condition": {
"StringEquals": {
"aws :RequestTag/AWSMSKManaged": "true"
},
"StringlLike": {
"aws:RequestTag/ClustexrAxrn": "*"
}
}
}I

{
"Effect": "Allow",

"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:*:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateVpcEndpoint"
}
}
}I

{
"Effect": "Allow",

"Action": [
"ec2:DeleteVpcEndpoints"
1,
"Resource": "arn:*:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/AWSMSKManaged": "true"
}I
"StringLike": {
"ec2:ResourceTag/ClustexArn": "*"
}
}
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},

{

"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",

"Condition": {
"StringEquals": {

"iam:PassedToSexvice": "kafka.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/kafka.amazonaws.com/

AWSServiceRoleForKafka*",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "kafka.amazonaws.com"
}
}
}I

{
"Effect": "Allow",

"Action": [
"iam:AttachRolePolicy",
"iam:PutRolePolicy"

]I
"Resource": "arn:aws:iam::*:role/aws-service-role/kafka.amazonaws.com/
AWSServiceRoleForKafka*"
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/

delivery.logs.amazonaws.com/AWSSexrviceRoleForLogDelivery*",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "delivery.logs.amazonaws.com"
}
}
}
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}

Amazon EE KB : AmazonMSKReadOnlyAccess

SRR T RIENR , RFAFEE Amazon MSK HER. MRS AT TEMERH
BIBRIE IR , LT EEQIEETRY Amazon MSK #iR. flfn , MAXLENRNEKTUEEEHKSX
BRWEHNEES R , BETREXEAEFHNEETRE, LREFHNBRIANT :

« Amazon MSK ®PE - RF &% H Amazon MSK &R, NEe(T#HTHAHAFIMEXTIINER
- Amazon EC2 X [R - A THIRSE LB XM Amazon VPC, FM., ZL4H ENI,
« Amazon KMS PR - A TR EEH BN HA,

JSON

"Vexrsion":"2012-10-17",
"Statement": [
{
"Action": [
"kafka:Descxribe*",
"kafka:List*",
"kafka:Get*",
"ec2:DescribeNetworkIntexrfaces",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"kms :DescribeKey"
]I
"Effect": "Allow",
"Resource": "*"

Amazon £ E KR . KafkaServiceRolePolicy

BT M N KafkaServiceRolePolicy EI#HY IAM 324, G REEMMEIRSHEXAR |, ZABAYT
Amazon MSK /T INEE MSK E£E8 LHY VPC Iv R (E#S ). EERZFEOMAER Amazon
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Secrets ManagerB BB EIMFRE, EXEZELE , BSH the section called “Service-linked £
=

TREART B Amazon MSK FFIRERERZE & LAK XY KafkaServiceRolePolicy 1£& K EEHI E#,

B iR HEH

E@@ ¥ IPv6 EZEZFRM Amazon MSK #1017 MSK 2025 €11 B 17 H
#| KafkaServiceRolePolicy —  KafkaServiceRolePolicy &

BEHIA R B IPv6 EZEPR, XL

PR f21F Amazon MSK J R 4§ #2
A% B FMEUH 72 B IPv6 tbit |
ARAE N E K H By P 48 4%

O,
KafkaServiceRolePolicy : 33 Amazon MSK /i 7T %% 2023 3 A8 H
BRBNEN VPC B EENR,
Amazon MSK FF /5 TBREREXX  Amazon MSK B 15 iR ER 2023 3 A 8 H
KafkaServiceRolePolicy &
BENEE,

Amazon EE XK : AWSMSKReplicatorExecutionRole

AWSMSKReplicatorExecutionRole KE&E Amazon MSK £ #I85#% F1E MSK £ & 2 81 & | 54E
MIAXBR, LELEREEPEAVAPRIN T 24 -

« cluster - [@ Amazon MSK E4ISEFEH IAM BB IDERZIIEBRNNE, B FHEAMER
EBNNR,

+ topic - A Amazon MSK EFIER FHR, AIBENERETBUREREBEHNSEENNR,

 consumer group - [ Amazon MSK S#IZR IR FHAMEIUEHREL, M\ MSK £EXEMEAH
HA DA K% M Bk 2 o1 25 01 22 9 P9 50 = R AV A BR o

JSON

{
"Version":"2012-10-17",
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"Statement": [
{

"Sid": "ClusterPermissions",

"Effect": "Allow",

"Action": [

"kafka-cluster:Connect",
"kafka-cluster:DescribeClustexr",
"kafka-cluster:AlterCluster",
"kafka-cluster:DescribeTopic",
"kafka-cluster:CreateTopic",
"kafka-cluster:AltexTopic",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData",
"kafka-cluster:AltexGroup",
"kafka-cluster:DescribeGroup",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:AlterTopicDynamicConfiguration",
"kafka-cluster:WriteDataIdempotently"

1,

"Resource": [
"arn:aws:kafka:*:*:clustex/*"

]

},
{

"Sid": "TopicPermissions",

"Effect": "Allow",

"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:CreateTopic",
"kafka-cluster:AltexTopic",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData",
"kafka-cluster:DescribeTopicDynamicConfiguration”,
"kafka-cluster:AlterTopicDynamicConfiguration",
"kafka-cluster:AltexCluster"

]I

"Resource": [
"arn:aws:kafka:*:*:topic/*/*"

]

}I
{

"Sid": "GroupPermissions",

"Effect": "Allow",

"Action": [
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"kafka-cluster:AltexGroup",
"kafka-cluster:DescribeGroup"

1,

"Resource": [

"arn:aws:kafka:*:*:group/*/*"

1
}
1
}

T 5% MSK E#TE Amazon EE R

EEHZBRSTHRBERXEERLFR , Amazon MSK Amazon EEBREFHMIFAE L.,

B

WriteDataldempotently &R E
A HE AWSMSKReplicatorEx
ecutionRole-E I A K &

AWSMSKReplicatorEx
ecutionRole : ¥TFE B

AmazonMSKFullAccess : 3T
BRI ER

KafkaServiceRolePolicy : X131
BERBHNEN

AmazonMSKFullAccess : X
BRI ER

DU

Amazon MSK 7
AWSMSKReplicatorEx
ecutionRole FKEERIN T X

¥ MSK &8tz RI#IEEHIHN
WriteDataldempotently X BR,

TS MSK #8107 X #&
AL 5% MSK Replicator
# AWSMSKReplicatorEx
ecutionRole B,

Amazon MSK iR/ T X5
Amazon MSK £ #lI25 I FR .

Amazon MSK RN 7 x#%
VPC FABIEZNNER,

Amazon MSK R0 7T #H
Amazon EC2 IR , LA{EiE$#E
DEE,

B

2024 3 A12H

2023 12 A4 H

20239 A 28 H

2023 3 A8 H

2021 £ 11 A 30 H
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B iR H HA
AmazonMSKFullAccess : 38 Amazon MSK 70 T #XER | 2021 £ 11 A 19 B
BRI ER RFE#ER Amazon EC2 B H
o
Amazon MSK FF B8 TIREREX  Amazon MSK FFIRIRERE 2021 £ 11 A 19 B
Amazon REBERNEE,

HEZE Amazon MSK & 14 11/ 7] [a] &2
FEALUTEE TS HINEEEER Amazon MSK F 1AM B 7] 8238 B #Y B 0 (A &3,

.
o RIERIE Amazon MSK H#h TR 4%

R FTARIE Amazon MSK H#h TR 4E

ZZEI% Amazon Web Serwces EEEHE S FIREBELTHNIITEIUEE , N XAMBRREE R TR, B
m;Emjgj:E{ 'l-IEEIJAo

X mateojackson IAM AP ZAEAEFIAMBRER , (B)%F kafka:DeleteCluster IRET , &
RELT RBIER.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
kafka:DeleteCluster on resource: purchaseQueriesCluster

EXFERT , Mateo BERMAN BB R EHEKEE , LA TFMER kafka:DeleteCluster #4EWH

B purchaseQueriesCluster &iRo
Apache Kafka AP| B & 3 38 1iF F R

BAILAER 1AM XN & P w17 5 030 H R FRIE4 Apache Kafka 21E, =& , BAILAERA TLS =
X & F i SASL/SCRAM # 1T 5 1IUE , fEA Apache Kafka ACL R Ao iF s iE 4 1R 1E,

B A& o] ARSI ERE AT Amazon MSK 2/ERE R |, 5 #the section called “Amazon
MSK AP| §) & 3 B UE R

ES}
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1AM i Rl 2 5l

 Amazon MSK KX [E TLS & /i & 13 W ik

« Sign-in £ & %K iE Amazon Secrets Manager

» Apache Kafka ACL

IAM 175 [F] 42 &l

Amazon MSK ) IAM i/ Rl &I1L B BEB AL B MSK SEEM B RITNBEN, XIERMIAZTEFH -
HBRAHL IR S — BRG], i, YEFIRERBEABWERR , Amazon MSK £/ IAM kK&
ZEPRESRALTEMNRIING D , URERENMENEREREBUE.

IAM 5 B2 F3E A T Java F3E Java B , B Python, JavaScript Go F.NET 4w EH# Kafka
Bk, IF Java BEFIRAY IAM TFRIEHER T Katka B 2.7.1 ESRAHK MSK £,

R T BEBHT IAM 5 RI#2E] | Amazon MSK Xf Apache Kafka JRXB# 1T T VSR, XEEHTL
LRI Apache Kafka A& BRI, Amazon MSK £iERIAREH , LS EEHITHFI

BRI LURER IAM G E 2589 MSK 528518 A Apache Kafka ACL API, B2 , Apache Kafka ACL X¥
IAM B HBEPUEEE N, BT IAM KA T IAM S48 7R EE,

A BEEZFEEM

X MSK &£&#EA IAM FREZESIE |, FiEEATEEETEEM .

« |IAM 5 [R$2 %R iE A F Apache ZooKeeper 7 8o o< BI4AI#5 &3 X L2 15 R 15 B X PR A9 15
B, E55R 243 T 5% MSK ZooKeeper 857 Apache T = #9175 RIA R .

s MREHEEFER IAM B EEF , M allow.everyone.if.no.acl.found Apache
Kafka % & T o

o BALLRERA IAM TFRIIEHEIR MSK £8118 A Apache Kafka ACL APl, {82 , Apache
Kafka ACL Xt IAM B HRBUEBEF M, BXF IAM KERT 1AM S48 15 RES,

Amazon MSK B |IAM i Rl &I ) TR E
EX Amazon MSK £ IAM T RES] |, THRTUTER , LT EBHEFEANBXLELSR -

- BIEMER IAM 7R 5/ Amazon MSK 5§58+
- BEESWIARIT IAM R 4E 6
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« N IAM £ & 62 BRRE
« FREVAT IAM 17 H 42 HIH 5| S

BIEFEA IAM G REFHIA Amazon MSK &8

AN BWMAEHR Amazon Web Services BIE#E&IA . API SHAIZEFER IAM FE$24I8 Amazon
MSK &8, Amazon CLI BEXMAIAMEEETF IAM iFRIZEIMNER |, HSHEH Amazon MSK
EBRNLLIRE,

£/ Amazon Web Services BIE2#=&IA SIZFER IAM 5 R1IEHIRER

£ https://console.amazonaws.cn/msk/ T FF Amazon MSK ###l &,
EROEER,

ERFEABEMREMNEER,

ESHRIEESH , EF IAM T EHZG,
TRAEEFRNERIERRE.

o K~ 0N~

{5 API 5 Amazon CLI SIZEH IAM 5 [E) 2= HIH) 8

EHEBAT IAM RSN ESRE | {56 CreateClusterAPI 5§ create-cluster CLI f5 5
HEBLLT JSON EHRClientAuthentications#k : . "ClientAuthentication™:
{ "Sasl": { "Iam": { "Enabled": true } }

BLERE P im AT IAM 5 R4 4
BEiLEFiwReEB 5EA IAM 15 EHZREK MSK £FBE , B UEANTEA— Tl

« Non-Java {# SASL_OAUTHBEARER #l&l3# T& P ikhl =&
« £/ SASL_OAUTHBEARER #l#Is#l#If & Java & im AWS_MSK_IAM

5/ SASL_OAUTHBEARER #l&Ift & IAM

1. fEALLT Python Kafka &/ iRl , 4% client.properties BRE X ¥, HMiESMWEBEEUNSZ

KL

from kafka import KafkaProducer
from kafka.errors import KafkaError
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from kafka.sasl.oauth import AbstractTokenProvider
import socket

import time

from aws_msk_iam_sasl_signer import MSKAuthTokenProvider

class MSKTokenProvider():
def token(self):
token, _ = MSKAuthTokenProvider.generate_auth_token('<my Amazon Web
Services ##>"')
return token

tp = MSKTokenProvider()

producer = KafkaProducexr(
bootstrap_servers='<myBootstrapString>',
security_protocol="SASL_SSL',
sasl_mechanism='0AUTHBEARER',
sasl_oauth_token_provider=tp,
client_id=socket.gethostname(),

topic = "<my-topic>"
while True:
try:
inp=input(">")
producer.send(topic, inp.encode())
producer.flush()
print("Produced!")
except Exception:
print("Failed to send message:", e)

producer.close()
2. THMEAREBSNHEBERE A ARKRBZESEXINTFHRER D R HARTESE.

» JavaScript: https://github.com/aws/aws-msk-iam-sasl-signer-js#getting-star ted

* Python : https://github.com/aws/aws-msk-iam-sasl-signer-python#get-star ted

Go: https://github.com/aws/aws-msk-iam-sasl-signer-go#getting- started

.NET: https://github.com/aws/aws-msk-iam-sasl-signer-net#getting- 233
JAVA : Java B aws-msk-iam-auth jar X 42 SASL_OAUTHBEARER X%
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£/ MSK BE X AWS_MSK_IAM LB & 1AM

1. FUTHBERME client.properties X#H, <PATH_TO_TRUST_STORE_FILE>EHNE
FPin LEEFEXENZELRERZ.

(® Note

MBEFEFERBFEIER , TUM client.properties X4l Br
ssl.truststore.location=<PATH_TO_TRUST_STORE_FILE>, MIRERIEEE
ssl.truststore.location W{E , Java HEFEHRIALE B,

ssl.truststore.location=<PATH_TO_TRUST_STORE_FILE>
security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM
sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;

sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler

BB Amazon ZIERI 2K WA B E XX iﬁﬁﬁ@’%‘awsProfileName-"your

profile name"; EZEMNEFHREENHF, BXWBEREXHFNEE , BSRAXXEPH AR
& Amazon CLI XX #f.

2. THEHRIFWIRER aws-msk-iam-auth JAR X4 |, HEGEKEREEH, MEEFER Maven |, &
AIA T, HBRBEEEFERAES -

<dependency>
<groupId>software.amazon.msk</groupId>
<artifactId>aws-msk-iam-auth</artifactId>
<version>1.0.0</version>

</dependency>

Amazon MSK & i #F 7 Apache 2.0 i AJiE T 2F R
1AM B &I B BAUKRE

KRB MBI SEFHX N IAM 86, ERIGERT | B LUEEA G R ITIEL LR E,
MRENZEFiwmALT Amazon EC2 326l £ |, BRFRIKREE 5% Amazon EC2 KRy IAM AKX ER,
RE , FUAURNEFHRENEATEREENNY , ARNRNKEEEZTEREXFNABXEK, B
B & P DA AT IAM TG AR ] 4B i & o um B & 9 5 A o A B B U
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BRW{ABIZE IAM policy WEE. , S AIZ IAM policy.

T REANERNRIKERE R MyTestCluster, E 7 f## Action M Resource TEMIEX , 2
5 1AM RS, BAENRRENIE L

/A Important

1833 1AM policy FR B E XA BN BR#E IAM APl 1 Amazon CLI #1, {BER , SREEE R AEE
ERENBIFEEN. EASHERLT , RBEERLERE — 2 BN BERER. NERRE
B} A BE 2 38 DNAEIR A [A]

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"kafka-clustexr:Connect",
"kafka-cluster:AltexrCluster",
"kafka-cluster:DescribeCluster"

]I

"Resource": [

"arn:aws:kafka:us-east-1:111122223333:clustexr/MyTestCluster/
abcd1234-0123-abcd-5678-1234abcd-1"

]
},
{

"Effect": "Allow",

"Action": [
"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData"

]I

"Resource": [
"arn:aws:kafka:us-east-1:123456789012:topic/MyTestClustexr/*"

]

}I
{

ZeH 218


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html

Amazon Managed Streaming for Apache Kafka FERARER

"Effect": "Allow",

"Action": [
"kafka-cluster:AltexGroup",
"kafka-cluster:DescribeGroup"

1,

"Resource": [
"arn:aws:kafka:us-east-1:123456789012:group/MyTestClustex/*"

ETHNMEIEITESEN Apache Kafka AHI ( BlItIZMERKYE ) WRNRETENEKE  FS
FAESIERNRENELER TSR

3 F Kafka lxZA 2.8.0 REERA , iZWriteDataldempotentlyfX R E#FE A (). KIP-6798RIA

BT , I8 E7 enable.idempotence = true, Ak , XF Kafka 2 2.8.0 R E SR

&, IAM Rt 5 Kafka ACL tHREIRIZhEE, X2 WriteData MEANEBWIHRNR , TE
WriteDataIdempotently EiZFH, XF LT WriteData RBAMBETIMNER. EXE
M, AF WriteDataldempotently, X2HT IAM BB 5 Kafka ACL ISEIM B RFEE
Fo WA, UBZEAXBA—NETBHFEEIHM transactional-ids,

BEFXANRE , BWEARCUT AT REEHY R

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafka-clustexr:Connect",
"kafka-cluster:AltexCluster",
"kafka-cluster:DescribeClustexr",
"kafka-cluster:WriteDataIdempotently"
1,
"Resource": [
"arn:aws:kafka:us-east-1:123456789012:cluster/MyTestCluster/
abcd1234-0123-abcd-5678-1234abcd-1"
]
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},
{

"Effect": "Allow",

"Action": [
"kafka-cluster:*Topic*",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData"

]I

"Resource": [
"arn:aws:kafka:us-east-1:123456789012:topic/MyTestClustex/
abcd1234-0123-abcd-5678-1234abcd-1/TestTopic",
"arn:aws:kafka:us-east-1:123456789012:transactional-id/
MyTestCluster/abcd1234-0123-abcd-5678-1234abcd-1/*"
]
}

EXFERT , WriteData ¥ EA TestTopic , M WriteDataldempotently RUFXTEE#H 1T
BFEME A, ZREEIEINTXNARRAAEMN transactional-id BIREVTFREINFR,

BT WriteDataldempotently REBENIR , AT EZEBRAIFEH, MR
WriteDataIdempotently {XFRTFEBEH , Wbt REFFEEA,

REA T IAM 5 E 26 R 5| S A=

S F3RE Amazon MSK &8/ 5| SR E,

IAM AR, RN E IR E L

(® Note

¥t Fi21T Apache Kafka 3.8 SRE S MRAKIEEE | IAM 5 A2 H| X T4 1k WriteTxnMarkers
R5W APl, X T121T Kafka lRAMETF 3.8 BWEEE , IAM TR G T X IFAEPEFFRE , TF
WriteTxnMarkers, 3 FXERHMRA K BELIERS , BEATEHENA ACL B9 SCRAM 5
mTLS HHKIE , MA =2 IAM 3K,

REDD AR T ATLATE IAM BRRNKBE P ERANRENTRTENE L. BXRBERO , ESH 1 1AM £
0B RIEK,
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RIURBRIRE

TR THEER Amazon MSK B 1AM 15 B2 et A AE BRI P B2 RIRE, HEERNEREH
BERBREINPHERERN | ELADEBIAFRES T HMERERE,

AW

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeClust
er

kaftka-clu
ster:Alte
rCluster

kafka-clu
ster:Desc
ribeClust
erDynamic
Configura
tion

58

RTFEZEMBUIE
SEFHINER

R HIREER
BN FERIR
R, 3T
Apache Kafka
# DESCRIBE
CLUSTER
ACL,

RTFENEHRE
NFHEANER ,
¥ % F Apache
Kafka B9 ALTER
CLUSTER
ACL,

RTINS
HASEE R
R, 3T
Apache Kafka
# DESCRIBE_
CONFIGS
CLUSTER
ACL,

A B R 1
7c
kaftka-clu
ster:Conn
ect
kaftka-clu
ster:Conn
ect
kafka-clu
ster:Desc
ribeClust
er
kafka-clu
ster:Conn
ect

PREBRY AR

cluster

cluster

cluster

cluster

ERATERS R
3

=
=

i

7|

7|

221



Amazon Managed Streaming for Apache Kafka

FRARER

AW

kafka-clu
ster:Alte
rClusterD
ynamicCon
figuration

kafka-clu
ster:Writ
eDataldem
potently

kafka-clu
ster:Crea
teTopic

kafka-clu
ster:Desc
ribeTopic

58

BRTEdES
HASE BRI
R, ST
Apache Kafka
# ALTER_CON
FIGS CLUSTER
ACL,

BRFEEHF L
AERAANBEAI
ERIBR , M
T Apache Kafka
# IDEMPOTEN
T_WRITE
CLUSTER
ACL,

RTEERF LA
BEXHHNR ,
¥ T Apache
Kafka B9 8I%
CLUSTER/T
OPIC ACL,

RT#HRE

B EFRAR
R, 3T
Apache Kafka
#) DESCRIBE
TOPIC ACL,

P T A

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeClust
erDynamic
Configura
tion

kafka-clu
ster:Conn
ect

kafka-clu
ster:Writ
eData

kafka-clu
ster:Conn
ect

kafka-clu
ster:Conn
ect

PREBRY AR

cluster

cluster

topic

topic

ERATERS
3

a

fim

fim

fim

222



Amazon Managed Streaming for Apache Kafka

FRARER

AW

kafka-clu
ster:Alte
rTopic

kafka-clu
ster:Dele
teTopic

kafka-clu
ster:Desc
ribeTopic
DynamicCo
nfigurati
on

kafka-clu
ster:Alte
rTopicDyn
amicConfi
guration

58

RyENEFHFL
FEMR ,
% T Apache
Kafka 89 ALTER
TOPIC ACL,

& FHERE

B E B
R, 5T
Apache Kafka 9
DELETE TOPIC
ACL,

BRYHERERL
FEHSEEN
PR, ST
Apache Kafka
# DESCRIBE_
CONFIGS
TOPIC ACL,

BRYEdERL
FEHSEER
PR, ST
Apache Kafka
# ALTER_CON
FIGS TOPIC
ACL,

P T A

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic

kafka-clu
ster:Conn
ect

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic
DynamicCo
nfigurati
on

PREBRY AR

topic

topic

topic

topic

ERATERS
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FRARER

AW

kafka-clu
ster:Read
Data

kafka-clu
ster:Writ
eData

kafka-clu
ster:Desc
ribeGroup

kafka-clu
ster:Alte
rGroup

58

BYNERELE
BRI BER
PR, ST
Apache Kafka

# READ TOPIC
ACL,

RFOEHELN
FHEEABEN
NBR , HETF
Apache Kafka #J
WRITE TOPIC
ACL

R T RS
B EEAR
R, 3T
Apache Kafka
# DESCRIBE
GROUP ACL,

RFMALERH L
BEA MR |
% F Apache
Kafka #9 READ
GROUP ACL,

P T A

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic

kafka-clu
ster:Alte
rGroup

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTopic

kafka-clu
ster:Conn
ect

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeGroup

PREBRY AR

topic

topic

ERATERS
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FRARER

AW

kafka-clu
ster:Dele
teGroup

kafka-clu
ster:Desc
ribeTrans
actionalld

kafka-clu
ster:Alte
rTransact
ionalld

EESZRHRES ,

ik

BT MERE
B EEAR
R, ST
Apache Kafka
# DELETE
GROUP ACL,

BT HRER
+E5 DY
MR, BT
Apache Kafka
#) DESCRIBE
TRANSACT
ONAL_ID ACL,

RTIENEFL
EZ ID IR ,
¥ T Apache
Kafka B9 WRITE
TRANSACTI
ONAL_ID ACL,

P T A

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeGroup

kafka-clu
ster:Conn
ect

kafka-clu
ster:Conn
ect

kafka-clu
ster:Desc
ribeTrans

actionalld

kaftka-clu
ster:Writ
eData

PREBRY AR

A

transactional-id

transactional-id

EAILERRBMMERES (*) BEAF. REAMT,

« kafka-cluster:*Topic X% kafka-cluster:CreateTopic. kafka-
cluster:DescribeTopic, kafka-cluster:AlterTopic fl kafka-
cluster:DeleteTopic, BFE¥E kafka-

ERATERS
3

=
=

i

i
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cluster:DescribeTopicDynamicConfiguration =% kafka-
cluster:AlterTopicDynamicConfiguration,

« kafka-cluster:* RERAENIR,

RRBEH IR

TRERTHEER Amazon MSK B 1AM 15 8 422 5 st 7] 1E RAX K S o £ F B9 IR A B3R . SR R BAGE
DescribeClusterAPI 2 d es Amazon CLI cribe-cluster @5 M Amazon Web Services B2 & A
IREUEEEF Amazon FIRE R (ARN), RJE , B LAEAKEE ARN RIGEER, AMES IDARN, &
EENEBTPEERR , BEAZTRN ARN,

HIR ARN #&=

Cluster arn: aws: kafka::: cluster//regionaccount-id cluster-name cluster-u
uid

Topic arn: aws: kafka::: topic//lregionaccount-id cluster-name cluster-u

uid topic-name

Group arn: aws: kafka::: group//regionaccount-id cluster-name cluster-u
uid group-name

E%ID arn: aws: kafka::: transactional-id///regionaccount-id cluster-n
ame cluster-uuid transactional-id

&ALATE ARN # :cluster/, :topic/. :group/ # :transactional-id/ 2 EWEENLE ,
EEXBHFERAES (") BEF. ATRUAFEAES () BEMFSIASNMNRRNERD =6

« arn:aws:kafka:us-east-1:0123456789012:topic/MyTestCluster/* : {EMB NIEE
FEFTE B MyTestCluster , TTieEEH UUID 04,

* arn:aws:kafka:us-east-1:0123456789012:topic/MyTestCluster/abcd1234-0123-
abcd-5678-1234abcd-1/*_test : EBFHR B “_test” EEMWAMAEETE , HEH K , UUID I
abcd1234-0123-abcd-56 MyTestCluster 78-1234abcd-1,

* arn:aws:kafka:us-east-1:0123456789012:transactional-id/MyTestCluster/
*/5555abcd-1111-abcd-1234-abcd1234-1 : FIE3X % ID 7 5555abcd-1111-abcd-1234-
abcd-1234-1 IR 5 , S RENKF P BNEFNAIE{LE. MyTestCluster XEIKE , IRE ]
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FRARER

BT —NER MyTestClusterfV 58 , ARREMER , REQES - IMEEER , WA LAEALRIR

ARN ERNEE LR THEENRS ID, B2,

ERRRPRENERLERZR

FEI R EMIBRAY S B

TRANE-JERT —LEERLAM, ERNFFHHRITEERS , TEFFRRIGEBRF 212

PIFFERERIE , R Effect IREN Allow,

AR Amazon MSK B IAM 5 H#2=H 2 FRERENEE |, BSH IAM BECRR, REMFRAIE L,

(® Note

MINBERT | RIEFHIEL , BLHFEARFERNEF HIITHEMRE.

EFEESL]
Admin

BIEER

& R B HE

158 F 23

URERXNERBE

PREEHVIRE

kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:
kafka-cluster:

kafka-cluster:

*

Connect
CreateTopic
Connect
DescribeTopic
WriteData
Connect
DescribeTopic
DescribeGroup
AlterGroup
ReadData

Connect

Zet
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FRARER

IEESY

UESH LR EE

EMEHNEE

R EBNEE

P T A

kafka-cluster:
kafka-cluster:

kafka-cluster:
potently

kafka-cluster:
kafka-cluster:
kafka-cluster:

kafka-cluster:
actionallId

kafka-cluster:
ionallId

kafka-cluster:

kafka-cluster:

DescribeTopic
WriteData

WriteDataIdem

Connect
DescribeTopic
WriteData

DescribeTrans

AlterTransact

Connect

DescribeClust

erDynamicConfiguration

kafka-cluster:

kafka-cluster:

Connect

DescribeClust

erDynamicConfiguration

kafka-cluster:

AlterClusterD

ynamicConfiguration

kafka-cluster:

kafka-cluster:

Connect

DescribeTopic

DynamicConfiguration
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FRARER

EdESY] FrERRE
EHFENEE kafka-cluster:Connect

kafka-cluster:DescribeTopic
DynamicConfiguration

kafka-cluster:AlterTopicDyn
amicConfiguration

BEdEH kafka-cluster:Connect
kafka-cluster:DescribeTopic

kafka-cluster:AlterTopic

Amazon MSK B9 [@ TLS & F i & 918 1F

AT LA A MBI RSB Amazon MSK REMIEEZS A TLS BEF RS HRIL. EFEAZEF RS HRIE ,
REEH Amazon FA8 CA. Amazon FAH CA T UL EBRHER (I F Amazon Web Services K~ @
— NP BRI TAENIKSA R, BXx Amazon A8 CAs NEE , 502 EE Amazon

B CA,

Amazon MSK FX#FUEH BE#E5IR (CRL) » BEEFIXNEFHETBNTHRNRIFRHRESHENILES ,

E{EF Apache Kafka ACL #1 Amazon Z£ 4., BX{EH Apache Kafka ACL IS E. ,

section called “Apache Kafka ACL",

AXEBILE T

- BIBEZFEF RS HRIEN Amazon MSK &8
- REFIRRENEASHRIE

- FREGRIEERMEAER

REZEFEF K PRI Amazon MSK £ &
WEEEERRNAEREAEF RS HRIE Amazon FAF CA.

EZH the
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® Note

FECEAXNE TLS #&IpE e, FAI5EZUEW Amazon F48 CA W& MSK & ERAIRIE
No XEMATLIFERE PCA £FM TLS IEHNEEN MSK EFFHITHHRIL

1. FEAUTARBIEREAN clientauthinfo.json B, Private-CA-ARNE# R IZH PCA 1Y
ARN,

"Tls": {
"CertificateAuthorityArnList": ["Private-CA-ARN"]

}

2. BIE—"HBN brokernodegroupinfo.json B4 , #the section called “f f £l 2 7l fil & £
Amazon MSK £& Amazon CLI"H AR,

3. EFWmEMNRIIEEREZEAZFHMREBEZENERPNR. ERAUTHARCIESR N
encryptioninfo.json BIXX#, KMS-Key-ARNE# R IZH KMS 24789 ARN, TJ LU
ClientBroker i&E&J TLS 2 TLS_PLAINTEXT,

{
"EncryptionAtRest": {
"DataVolumeKMSKeyId": "KMS-Key-ARN"
},
"EncryptionInTransit": {
"InCluster": true,
"ClientBroker": "TLS"
}
}

BEXMBNEZEER |, i3 Mthe section called “Amazon MSK %",

4. 1£ Amazon CLI Z%E 7 BHRIEMEH P MNZNITEY L |, BTUTHIREIBER, REWA
PR ARER ARN,

aws kafka create-cluster --cluster-name "AuthenticationTest" --broker-node-group-

info file://brokernodegroupinfo.json --encryption-info file://encryptioninfo.json
--client-authentication file://clientauthinfo.json --kafka-version "{YOUR KAFKA
VERSION}" --number-of-broker-nodes 3
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FEFRRENERSHRIE

SRR T A& E Amazon EC2 SEHILLAERFisRER 5B RIE,

EENMATHAEIREFRITEN, AETBNREMENTLRE , A ORIERERME
RHEE

1. SIEREFEFPIHITENHN Amazon EC2 k6, AEEEN , BEATEHNWE — VPC F8IE 1t
6, BRINAGZBRLEFFIHITEYVR RE , E5Hthe section called “BIEZE Fimit &7,
2. BIBEZI, XA, iBSHthe section called “BIZEED" T A A,

3. B Amazon CLI ZENITEN L , BITUATHSLUIREERENSISRE, Cluster-ARNSIRR
E3K ARN,

aws kafka get-bootstrap-brokers --cluster-arn Cluster-ARN

RESER P HY BootstrapBrokerStringTls KB FRF &,

4, EEFFRUENL , STUTHSUER WM EEF#ERIERZEFIREEFE. WREHN JVM
BRERRE , EHEMG ARG,

cp /usr/lib/jvm/java-1.8.0-openjdk-1.8.0.201.b09-0.amzn2.x86_64/jre/lib/security/
cacerts kafka.client.truststore.jks

5. EEFPRITENL , STUTHIANEFRUEBELREZRR, ABERYour-Key-PasslIFRHEH

#eDistinguished-NameExample-AliasYour-Store-Pass. . .

keytool -genkey -keystore kafka.client.keystore.jks -validity 300 -storepass Your-
Store-Pass -keypass Your-Key-Pass -dname "CN=Distinguished-Name" -alias Example-
Alias -storetype pkcsl2 -keyalg rsa

6. EEFHBRUENL  BTUTHSUERLZEL—SPUENAEEACBIERER,

keytool -keystore kafka.client.keystore.jks -certreq -file client-cert-sign-request
-alias Example-Alias -storepass Your-Store-Pass -keypass Your-Key-Pass

7. #F client-cert-sign-request X# , HHBRIZIHHFFLR ----- BEGIN
CERTIFICATE REQUEST----- B&REH ----- END CERTIFICATE REQUEST----- o MBiZ
XHBFLRN ----- BEGIN NEW CERTIFICATE REQUEST----- , T8 M T4 BY FF Sk F g5 4 il

BREE NEW ( REEEMNENZERE )
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8. 7B Amazon CLI ZEIEEWITEN L , BITUTHINIERERFITER, Private-CA-
ARNEB RN IEH PCA B ARN, MNREE  BALLERERMEE. EXE |, FEAILL 300 K6,

aws acm-pca issue-certificate --certificate-authority-arn Private-CA-ARN --csr
fileb://client-cert-sign-request --signing-algorithm "SHA256WITHRSA" --validity
Value=300, Type="DAYS"

RIFNE B P 1R ALAYIEF ARN,

(® Note
ERRENEFFIRIES , B acm-pca get-certificate S HIEEEMIE
# ARN, BEXEZER |, H5H (Amazon CLI Command Reference) HH get-
certificateo

9. BITUTHSIRINE Amazon Fo5 CA EEZMWIEP, Certificate-ARNBRBIEMNT E—4
IR FIREBH ARN,

aws acm-pca get-certificate --certificate-authority-arn Private-CA-ARN --
certificate-arn Certificate-ARN

10. MIZfT L—& B TFIREBH JSON £ R , EFl5 Certificate M CertificateChain XEk
HERFE, HXBNERFBRMIEE —NE R signed-certificate-from-acm BIF X4 F, EHME
Certificate XEXMNZERTE , REMMS CertificateChain XREWZERFE, & \n ZFER
AFITo AT RFIEBFIEREMWEBE P Z TN XHEN,

1. EEFPRITEN LETAT RS RLIESRNIENRHAESD |, UEEEE MSK AE R H R
AT

ZeH 232


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm-pca/get-certificate.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm-pca/get-certificate.html

Amazon Managed Streaming for Apache Kafka FERARER

keytool -keystore kafka.client.keystore.jks -import -file signed-certificate-from-
acm -alias Example-Alias -storepass Your-Store-Pass -keypass Your-Key-Pass

12. EFAUTHARCERRN client.properties WX H., FEEEHENBZAEMNS AR NG
FF kafka.client.truststore. jks REZWER. ARH Kafka BB E {YOUR
KAFKA VERSION} &L%o

security.protocol=SSL
ssl.truststore.location=/tmp/kafka_2.12-{YOUR KAFKA VERSION}/
kafka.client.truststore. jks
ssl.keystore.location=/tmp/kafka_2.12-{YOUR KAFKA VERSION}/
kafka.client.keystore. jks
ssl.keystore.password=Your-Store-Pass
ssl.key.password=Your-Key-Pass

A HRIEERMERER

HWEBNE T WRFERSORIEERMERER.
1. BITUATHSUBEEST, B client.properties WXHREE L —IEFOIENH,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-
server BootstrapBroker-String --replication-factor 3 --partitions 1 --topic
ExampleTopic --command-config client.properties

2. BITUTHRUBIREALERE. B client.properties WXHREHE L —IBHOIEN
X

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --bootstrap-
server BootstrapBroker-String --topic ExampleTopic --producer.config
client.properties

3. EEFFHRUENLNHMGTEOT , STUATHTUEEHAEAR.

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBroker-String --topic ExampleTopic --consumer.config
client.properties

4. HEEBFEOFREAEE , ANTHEEREEAREAF,
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Sign-in E1E & 18 1F Amazon Secrets Manager

B LAERAEA S Amazon ecrets Manager 77 F 4R 37 1Y B FAEIERIZHIX B Amazon MSK & &
B G R ABR, A EIEf7 £ Secrets Manager R AU D EB S M RITATTE |, HlATIT, FH
MEHIZIE, Secrets Manager R it BEEB BERAZEHFEIL,

245 MSK 8K /5 , MSK £ B8R FHZ L HIE.
AEFIETIEHD -

« BEFEZIIHHRITHN T/EFRE

« A Amazon MSK £ &8 & SASL/SCRAM & 4K

- EARE
- £ SCRAM ZR 4Rt iy BR

BREFIUHHRIUR TERE

Sign-in Amazon MSK £ Fi f9 %1 B 1 1iF SASL/SCRAM ( f&l# B RIE % 2 E/ ik 5 if 1 R4l
# ) BHRIE, EREFIFBEEZEILS MR , B B Amazon Secrets Manager 8] %40 %
B, ANEREILSZFARK,

SASL/SCRAM 7£ RFC 5802 EE X, SCRAM AL &R FEE , T2EF iR MRS 25 < A&
N B FFZIUE,

(® Note

WIRFEFIRE SASL/SCRAM B BKIERT , Amazon MSK @R B FHRMREZ BNFTERE
B TLS i,

A Amazon MSK £ &% & SASL/SCRAM B 135 F

E7£ Secr Amazon ets Manager HFiRE# 4] , 1B & # Secrets Man ager A F g F AT 3R
#Amazon AEER 1TIERE,

R Amazon MSK & 6|2 %A , HEBUTER !

« WTFHRPXRE  FEBHMOFEHARE (Hlw APIFH )
o IBHZREBHRAIELEIER AmazonMSK_ FFk,
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- BRAERIMENBEXL Amazon KMS BN &Y% Amazon KMS ARIZHHBENLER. R
INER T , Secrets Manager XJ % Amazon KMS 471 FA BRIA 40

/A Important
A ERIAZ4A BRI 2 Amazon KMS 48 EEA T Amazon MSK 8%,

BB FENHELFRALTHER | FE6E A B SOETUN A REXT,

"username": "alice",
"password": "alice-secret"

}

DR Z4AM ARN ( Amazon BREH ) E.

/A Important

BT BENF Secrets Manager 4 5 H the section called “AEEE M X/ . BNRHERE
150 XEE" Pk BR il B9 SR BF R Bk o

MBELFERCERE |, FHSHIEER4 ID K ARN. Amazon CLI kms-key-idFEEER B,
EMRASENERCE | i5# A Amazon MSK #4]& = BatchAssociateScramSecreti&{E.

/A Important

HIRBHAES SRR , Amazon MSK & B Z M NG RRES , LA VFERN SRR A
REVEE LN ZAE. BFNERLEFRRE, XHEMTRKEILEHERTRZH, MR
NBARFREN/ AT EZAMBN KMS BHAFHTTEMNER , FRREBHENKREE
MSK &8 . XA ABRERFREXETEER,

BatchAssociateScramSecret B/EALLT JSON #i A RG24 SEBF B -

{
"clusterArn" : "arn:aws:kafka:us-west-2:0123456789019:cluster/SalesCluster/
abcdl1234-abcd-cafe-abab-9876543210ab-4",
"secretArnList": [
"arn:aws:secretsmanager:us-west-2:0123456789019:secret:AmazonMSK_MyClusterSecret"
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}

ERARFEINEEDER

EOEZRAHTEEERXKE , REUUNEFREREIEH., U TIEBERNMEEFImEERFE
i SASL/SCRAM B IRIFMER, WARERT BN RO EZERMEEH,

E3-

« ] SASL/SCRAM B/ RN E FimEZE R £

o« HEBRIEEE A

5/ SASL/SCRAM B RiIE&E FimiEE R EE

1. 7£2 Amazon CLI ZEMITEN LZTUTH S clusterARNERAEEM ARN,

aws kafka get-bootstrap-brokers --cluster-arn clusterARN

MiZE T8 JSON &8 | R1FE5R N BootstrapBrokerStringSaslScram KW ERFRKEH
B, ZENETRENSRAEA,

2. EZENEFRITENL Q- NIAAS BEXH , HF S SEHESHAPNAFEIE. fla,
NFRAF alice, FAUTHRABE—1HEN users_jaas.conf I,

KafkaClient {
org.apache.kafka.common.security.scram.ScramLoginModule required
username="alice"
password="alice-secret";

%

3. FERAUTHSR JAAS BENXHSH I KAFKA_OPTS PHRES K,

export KAFKA_OPTS=-Djava.security.auth.login.config=<path-to-jaas-file>/
users_jaas.conf

4. £ /tmp BFRHBIE—NE R kafka.client.truststore. jks BIXH,
(/i) ERAUT SN JDK BEAFME XM JVM cacerts XHRE I FEE
E—SHh6lE8H kaftka.client.truststore. jks X#. IDKFolder&#H
I BB JDK XHREIBFR. B0 | 88 JDK XHRIJEEH BN java-1.8.0-
openjdk-1.8.0.201.b09-0.amzn2.x86_64.,
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cp /usr/lib/jvm/JDKFolder/lib/security/cacerts /tmp/kafka.client.truststore.jks

6. 1E Apache Kafka 3t bin BXH , 8l —1EHF client_sasl.properties WEFIHEM
X, HFEEUTAR. WIXHTENL SASL HLEI R i,

security.protocol=SASL_SSL
sasl.mechanism=SCRAM-SHA-512

7. EBRIBRAIER , EETUT&® S, BootstrapBrokerStringSaslScramB#a R I&ERE B
S’ PIRENSISREFRSE,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-
server BootstrapBrokerStringSaslScram --command-config <path-to-client-

properties>/client_sasl.properties --replication-factor 3 --partitions 1 --topic
ExampleTopicName

8. EARZUENRHAER , BEZFFWITEN LZETUA TS
T BootstrapBrokerStringSaslScramBMNEEERTENLR 1 PREFNEISKEF
RFER,

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list BootstrapBrokerStringSaslScram --topic ExampleTopicName --producer.config
client_sasl.properties

9. EfALNENEE , EENEFIKITEN LETU TS
To BootstrapBrokerStringSaslScramBRABEARTBNLR 1 PIRENSISREFZFF
&,

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBrokerStringSaslScram --topic ExampleTopicName --from-beginning --
consumer.config client_sasl.properties

B BRI 432 ) 7

Z1T Kafka B ima T A , JRERIBE] Java SERFHIR , AEHREERAARIZIBESR, HIX
EERNWERR , Katka TEEN Java RABRFET , HRNAFRETRETZAS TERBER.

EfER Out of Memory Java Heap iR , AIEI S KAFKA_OPTS IMELZ BT ENFIREKRE K
Java iﬁjtlj\o
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BT RAIFRAHEKRNMREN 1GB (-Xmx1G6), EARBETARENEFNERHTRE,

export KAFKA_OPTS="-Djava.security.auth.login.config=<path-to-jaas-file>/
users_jaas.conf -Xmx1G"

EFAREEE  UZREAETHASETREENSH (MTR --from-beginning ) RKEHIA
FHERE :

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server BootstrapBrokerStringSaslScram --topic ExampleTopicName --max-messages 1000 --
consumer.config client_sasl.properties

ERA P

RERF . BEFHPUBRENHFERXNAERAF, £ Secrets Manager 12 #1 & # R AIGETR | B
BUTHERNIEERZEIEHRE,

{

"username": "alice",
"password": "alice-secret"

}

BERAFEENR  EREAFBREFENEILE  BUELEES EBRIEEFIHIT ACL , RAFEUH
BEZ#mHANREK, XERNR :

- BERAP A TEEXRAIAELE,
« WERANEXZRSFE 10 28T aEEE.

BHXF ACL 5 Amazon MSK £&FERANEZEE. , 12 Apache Kafka ACL,

X FEMA ZooKeeper RN ERF , RAVE VSR HIX ZooKeeper T1 LB IAE , LABSLEAF &K
ACL, BXEZER , HSM #2433 5% MSK ZooKeeper ££& 7 Apache 5 s /Y15 B R,

£/ SCRAM ZZ4R &t Y PR 5l
£/ SCRAM Z4AREEZLLT RS :

« Amazon MSK X 3 SCRAM-SHA-512 & {351,
« — Amazon MSK £& &% 7#i5F 1000 NAHF,
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o BAIIRE Amazon KMS key 58N EA—RER. BT ERERARIA Secrets Manager INEZ
HANFEEA S Amazon MSK — 2. BXxEIZ KMS ZMELR , S Creating symmetric
encryption KMS keys.

« I&FETE Secrets Manager H{E A IEFT#r KMS %48,
- f#1Z BatchAssociateScramSecreti2{E , B— X HFZ AL 10 N E— PN EEEXEK,
« 5 Amazon MSK £&# X BN ZFHAN B H AT 8 88 AmazonMSK_,

« 5 Amazon MSK £ X B ZFHALMEEFHV TMHEREA Amazon Web Services ik~ 1 Amazon X
=,

Apache Kafka ACL

Apache Kafka B — N K RN G HH T T EEV AR GZI, Amazon MSK R LY
server.properties X#H B ALEN A,

Apache Kafka ACL B9#R “E4& P 2 [Allowed/Denied] £ {15 RP L ResourcePattern
AR R ERBEYV HWWIRE O, IR RP SHFERR R FEE , N R &AXEKM ACL ,
HtFAFREBRAFR2AWAFIER R, BEEE QUL Apache Katka 177 , BNEM
allow.everyone.if.no.acl.found %A true. BRIANERT , Amazon MSK &£ HIZRE N true,
XEMKE , X T Amazon MSK &8 , MR BERR LEKXIRE ACL , MFATBEZEFEAER A LATGF
HRRE. MRERFELEAACL, IRERNHNERATELRE. WRERSIEENLRHAER
TLS HE S HRIERNEF i , &6 A Apache Kafka &4 5 CLI #i0 ACL. BXF, MBRFZIH
ACL WEZER |, BS 1 Katka BN G T TR H.

BT Amazon MSK FREEBERNERAF , HtREAHRIAEEE, XEBTRENES XEHIHE
B TeREBENEHBEENT allow.everyone.if.no.acl.found &,

A DS BR XY £ B AT R B 15 [F] X

1. FREFME ACL R, BIAWEINIEZIMES ACL A EE., ERTFAEX EBAVIEET R
R, BEAS MSK £ BENEAmITENLETUTHS,

Distinguished-NameBiRAEFHPITA5|SEFNREN DNS , A F 2%
EMFE-—NIRZANFZHERERNES () *. Hlln, MREFHEANSISKRESR
DNSb-6.mytestcluster.67281x.c4.kafka.us-east-1.amazonaws.com , JIFELA
Ta®Distinguished-NameHE# ., *.mytestcluster.67281x.c4.kafka.us-
east-1.amazonaws.comBXUMAREG|ISRENEER , 5SS Hthe section called “FREL5| S 1%
7,
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2.

<path-to-your-kafka-installation>/bin/kafka-acls.sh --bootstrap-server
BootstrapServerString --add --allow-principal "User:CN=Distinguished-Name" --
operation Read --group=* --topic Topic-Name

ERFEFHBNAXNEBNIRGRAN , BEEFPHRITENLETUTHS. NREFEANE TLS
/ORI, HEASARAARNMERENDistinguished-Name & 145,

<path-to-your-kafka-installation>/bin/kafka-acls.sh --bootstrap-server
BootstrapServerString --add --allow-principal "User:CN=Distinguished-Name" --
operation Read --group=* --topic Topic-Name

EMIBRIEIHEN , B LU THENG S , 0 --add B#ER --remove,

ERFREFMEFRN , FEEFLHITENLETU TS, NREFEANE TLS HHKIE ,
BEEASEALBNMEBENDIstinguished-Name B4 KAIE,

<path-to-your-kafka-installation>/bin/kafka-acls.sh --bootstrap-server
BootstrapServerString --add --allow-principal "User:CN=Distinguished-Name" --
operation Write --topic Topic-Name

ERRBIFRN , BALLUETHRNGS , H --add B --remove,

B Amazon MSK BN L 44A

ARANBNMAERINAE MSK EENEZ2H, BURFEEXNEHNZ LA , LENBERFARMY
TR PR SR FIX EBFNHRNR,. AREZELANFEE , BS6 (Amazon VPC A 1EmE) FHER
VPC HZ£4,

1.

FERAFH ListNodesAPI 5 list-nodes S RIREVEE FRIEMFIZK, Amazon CLI LHIRENERS
FEEREXREAEMEMNLED (ENI) B ID.

& F Amazon Web Services BB H| & H4THF Amazon EC2 ###I& |, Mk Fhttps://
console.aws.amazon.com/ec2/,

ERARSALAMIN TR , EREHEEFHNXE,
EEMERNMNEZEZET , AENEED,

BREEE—SHIRBHE—NDEN, ERFEMINIRERE  RAEEBREURLZSH, TFNE
SHPELL L ENl, RIEEE—SHREBHEN ENI EET R,
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® Note

&EA Amazon EC2 #HI AN EH R AFMMMNER , ToRMIE MSK 24 BRI LR
B o

6. BEFZSANAN A BRENFFHEITUFRAKE, BXREZHANNEER | BHSH
{Amazon VPC FAF¥g§m) HHIZANIN. MIBRFE AN,

/A Important

MRCERSEFRREXBRNZTSAE , RABEZEFRNFHAE , Amazon MSK &R E
SRBEHNEZEHXBENRREZSEXEK, B2 , EFERERET , HAmaREBLM
SE—1M&Le2EXEK, Hit, MREEERRZRLABIMHRE , MSABRRITEENS B
HEFFHREMN ENL,

R HIN I 5 MSK ZooKeeper 5£8fH Apache 1 2BV 15 @) 1 BR
HFLRLZR , B LRSI E TEH Amazon MSK ZooKeeper 28517 Apache T S BIFEI R, E
RAEIX T SHER , BAURNTRoBEEAMNZSE, RS, BALUREERIFRIZZSEHNAR

/A Important
AP ARERA T KRaft ERNE1THER, ESHthe section called “Kraft = 7,

AXEBIETIHD

- ZHS /5 A Apache ZooKeeper & iw B B 115 )
« FF Apache ZooKeeper T R IE £ IR Z £ A &

« 7£ Apache F{E TLS £ £ ZooKeeper

2 A= /8 A Apache ZooKeeper % F i B9 B £ 1 (1]

& T LATE Amazon MSK B B 58 £ 2 A Apache ZooKeeper &P imfy B 215 1R |, LARIE SRR AR
FREBBEZERE, ZooKeeper A ZooKeeper iHH/G , BEFIHNLEBER®O 2181 ( 43X )
M 2182 ( TLS ) iE#EF Apache ZooKeeper 7 R, B A LARERT E#T/E A ZooKeeper 1 [FIX R
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https://docs.amazonaws.cn/vpc/latest/userguide/VPC_SecurityGroups.html?shortFooter=true#AddRemoveRules
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®

£ H

1.

2,
3.
4.

£ H

1.

Note

LI REGE A T SR R EE ZooKeeper TTHIEE RN A Amazon MSK Fll EER . ©FEH
FUT R .

o £ KraFT THEBEX T THES

. ERARBENRENESR, ZooKeeper 1 Express 8 | (FRINRR A EEN , TEFH
BE,

« Amazon MSK RS ee 58

ZHBZ A ZooKeeper 18]

B FHITH Amazon MSK #2#1& , it R https://console.aws.amazon.com/msk/home ? Amazon
Web Services B2 F| & region=us-east-1#/home/,

EERYRT  EBREZH ZooKeeper 7RI RAVEEE,

EEEMETF , AEKRIIMNFZRERD.

%32 “2H ZooKeeper 1717]”,

2 H ZooKeeper 17 AI#X PR Amazon CLI

Z{TLAT Amazon CLI 5% , A& ClusterArnBiCurrent-Cluster-Versionty ARN 1
BIRAFRN, EEREFNYBIRAE , F#EHADescribeClusteri®&E=} desc ribe- Amazon CLI
cluster 5 H. RBIRARE KTVPDKIKX@ODER,

aws kafka update-connectivity --cluster-arn ClusterArn --current-version Current-
Cluster-Version --zookeeper-access '{"Enabled": false}'

% update-connectivity @ SHHHWMAT JSON RAIFT R,

{
"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/

abcdefab-1234-abcd-5678-cdef0123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"
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® Note
EFEHB A ZooKeeper T E PR |, i5--zookeeper-accesstH A EBLL T EMEL

Amazon CLI 5% :

'{"Enabled": truel}'

2. EiRfBupdate-connectivityBRELR , FETUT®S , ClusterOperationArnBiRAE
e PIREM ARN, update-connectivity

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation @ HI% H LT JSON RAOIFTF R,

"ClusterOperationInfo": {

"ClientRequestId": "982168a3-939f-11e9-8a62-538df00285db",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab0l1-2",

"CreationTime": "2026-01-15T21:08:57.735Z",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab01-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_COMPLETE",

"OperationType": "UPDATE_CONNECTIVITY",

"SourceClusterInfo": {

"ZookeeperAccess": {
"Enabled": true

},
"TargetClusterInfo": {
"ZookeeperAccess": {
"Enabled": false
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R OperationState I{EN UPDATE_IN_PROGRESS , BFE&F—EREtE , RAEBXET
describe-cluster-operation &%,

5/ Amazon MSK AP 2 ZooKeeper i 8] X BR

- EFA API ZEREHEAXEEN ZooKeeper THRIXPR , 2 5 UpdateConnectivityo

fF Apache ZooKeeper T R ITE B Ih iy 2 &40 AR

EPRFIXS Apache ZooKeeper 1 SR |, WA AR E DB RIMMNZ LA, BLULETIREZSHN
NREREENHRLFTZEH,

1. ZREVEHVEEREEY Apache ZooKeeper EEF AR, BT HUMMIRE , $SHthe section called
“ZooKeeper ", EEFHFRIEEH Apache ZooKeeper T7 K DNS & #o

2. f#M host 2 ping FTEFEAE L — S HIR1EBH DNS BN IP thit, BEEAFEEHT
EREAIXLY P it , R iERFXE

3. &3 Amazon Web Services B2 #1& HITH Amazon EC2 ###I& , Bt Hhttps:/
console.aws.amazon.com/ec2/.

4. TEEMBEEE Network & Security (M SZL2t) T |, & Network Interfaces (M£&#Z0),

5, EMZEORLINERFTERD , BAEHEN , RERA return, XSFRPERHMEZEOY
BR&ID B SRR R BRI ED,

6. EREFIRPAYE —NMKE O MIITIT KA EEAE,

7. ENHEDIFAELSEEF , &K Primary private IPv4 IP (EEFAHE IPv4 IP), 1Rt IP st
SRERIERE-—THPIREBH IP bt B , MRTEZMEEO S DEAEFHPH — Apache
ZooKeeper T Ko &N , BUBIEFLMEZEOSZINERE , RABERIRFHOT —IHEE
O, “BEMFFONIMFEREZE, EETROTRD , BN 2 EL Apache ZooKeeper T1 2
WY PR M 4382 O ZF — 1T R BV IR 1E,

8. %R E Apache ZooKeeper 7 R BRI KIZORN |, HEBR AN WIREREE | AEE
BERZELE, SHRLEIBHALKNEED, BXCIELZ2HANEER , 5 H Amazon VPC X
AR EL A,

9. EE L—SHEEEH Apache ZooKeeper T R xBRHFTEMEE O D EMERNFTZ A,

10. ME , BUERERBRLEFLZLENAR. ARREZ2EMNNES , HZH Amazon
VPC ARV A0, M BRA EHT AL
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£ Apache B TLS &£ 1% ZooKeeper

BT LAER TLS 2 HEEF i M Apache ZooKeeper 17 = 2 Bl & A 1T R, E7E Apache
ZooKeeper TR E35H TLS &2 , BHITUA TR -

o B MIER Apache Kafka hixZs 2.5.1 E S RAF 8E1E Apache HfEA TLS T2 1%,
ZooKeeper

- ERIEREBERHBA TLS 2. £/ Apache Kafka fRZ< 2.5.1 RESMRAGIEHEH TLS #
EH 2B Apache AimTT REA TLS 2, ZooKeeper BXRE TLS Z£HER , S
B Amazon MSK & A7,

« f#MDescribeCluster #/E& 3 TLS Apache ZooKeeper Ui Ko

Bl Apache ZooKeeper BELE X , LA{EEkafka-configs.shflkafka-acls.shT BEj
ZooKeeper AAFZ—BFEH. XTENIE , B8EA--2zk-tls-config-fileS kB E Apache
ZooKeeper BLiE,

UTFRBIERT —NEEH Apache ZooKeeper Bt B 34+ :

zookeeper.ssl.client.enable=true
zookeeper.clientCnxnSocket=org.apache.zookeeper.ClientCnxnSocketNetty
zookeeper.ssl.keystore.location=kafka. jks
zookeeper.ssl.keystore.password=test1234
zookeeper.ssl.truststore.location=truststore.jks
zookeeper.ssl.truststore.password=test1234

- WFHEMES (FlWkafka-topics ) , HIEAKAFKA_OPTSIMEZF EXRELE Apache
ZooKeeper S8, LAT R4l BA tnal it BEKAFKA_OPTSINE R B AT Apache ZooKeeper SEif£i%
LHMSES :

export KAFKA_OPTS="
-Dzookeeper.clientCnxnSocket=org.apache.zookeeper.ClientCnxnSocketNetty
-Dzookeeper.client.secure=true
-Dzookeeper.ssl.trustStore.location=/home/ec2-user/kafka.client.truststore. jks
-Dzookeeper.ssl.trustStore.password=changeit"

BLi& KAFKA_OPTS IMEZEfF , #EWEEMEA CLI i F. AT REIEAKFELTEHRH Apache
ZooKeeper BLiE #12 Apache Kafka =& : KAFKA_OPTS
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<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --
zookeeper ZooKeeperTLSConnectString --replication-factor 3 --partitions 1 --topic
AwWSKafkaTutorialTopic

@ Note

#&7E Apache ZooKeeper LB X EANSHE M EETEKAFKA_OPTSHEZEFFANS
BEHT—H TEEBREXHN KAFKA_OPTS RETEHhESH—RERANEH.

BXMEH TLS HRER Apache ZooKeeper TRNEZEE. , i85 KIP-515 : B ZK B im AE
R TLS X5 HRIl,

Amazon Managed Streaming for Apache Kafka #Y& #1143 i

Third-party fE8 &M 1T XIE —EB5 Amazon , ®itVFii¥{4&A T Apache Kafka B Apache Streaming
Managed Kafka &2 £ 560, HPEFE PCI #F HIPAA BAA,

BREESAITYEE MM Amazon FRF IR , HSH vices HEMIT XN D HVEEN. AX—MKIE
B, BZRaENITH,

BE LA TEE=AF1TRE Amazon Artifacte BEXEZER |, HSETH “TEHIRE” Amazon
Artifact,

BIEEA Amazon MSK AT AEBUR F BN EREN BRI, RATRNEH BRURERREEMN
EM. Amazon BE T LU TN RIRKEEBIRISHME -

s ZEMESHMREANEEZEMESHMIIEANTIESE - XERBEEITILTRWIESEM , H#
RBETHE Amazon LHBETZEHMEMENEEREN TR,
« HIPAA Z25E8HMEMARE P — AAEBHERT A B NMERARCIENARERF. Amazon HIPAA-

compliant

- EAAER — HIHEBENERSESURERTANTLNAMEMX,

« ffAmazon Config J7F & A & 158 BV HL N ¥4k %R — 1% Amazon Config AR Wk IR 3R EL &
EZARREELHFEHNEPEE, T ANEMR,

« Amazon Security Hub CSPM— 1t Amazon RS A £ 7 fRENZ2IRES Amazon |, HBIERER
BRELZETIRENRESE,
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https://docs.amazonaws.cn/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config.html
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
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Amazon Managed Streaming for Apache Kafka H &1k & 8

Amazon £IKRER R M2 E S Amazon XM AT AXMEN, Amazon XKt Z M ERENREE
WATAX , XETAXBESEERE, SRHENSETRNMERE, MATAKX , BELUEITFRE
EUAXZELHMiEIRNAREBNNARFNBEE. SEANENHSNEEHOER IS E
Mt , TRAXEEESH TR, BEEIFNTT EM.

BX Amazon XM AXWEZEER |, 55 Amazon £EREMIZHE,

Amazon Managed Streaming for Apache Kafka F Y Efti&EZ €M

ER—MREERS , AT Apache Kafka BV S BE R IEAEZ Amazon T S# R & RS © 22 RiE
BLR B B iR H £ Bk % 2 LB F R,

WA LAE A Amazon EX MR AP BRABE MG R Amazon MSK, BF AR FEHEREM
T (TLS ) 1.0 RESHRA. BWUEA TLS 1.2 KESRE, BFRESLAXFEETLOFRE
(PFS) WEBEH , flanEE R (DHE) M E fi 4 2 E W Diffie-Hellman (ECDHE), Diffie-Hellman
AREBIARRE (W Java7 REBMRA ) BIFXLEER,

Lo\, HAERTRIZEE ID M5 IAM EAEXBRAORZET B BARNBERH#TEE, E , BUUER
Amazon Security Token Service ( Amazon STS ) £ KGRI Z £ EIERNERH#ITESR,

Amazon MSK H&ig

B LA Apache Kafka (R AEEEFA T —MH LM EREE W% H CloudWatch &, L5
S3. Amazon Data Firehose, &I LAEA12R I 5% MSK APl A, Amazon CloudTrail

(® Note
MSK #rE M iRiE L LRI RHUELL A B

KR &

FAREAZE , LA LAX Apache Kafka BRI ARRF#HTHEHE , 2N ENS MSK £ENBER.
B LU SHIAE MSK £ E E N INFO-level REBEEZIUT —HHESHBEHFER
CloudWatch B4, S3 F#M. Firechose &#iii. AR , LA LUEN Firehose &R P AE
& IEF OpenSearch BR% -

ERESERUAMEEAEIRERSZH , XTEEBIRRF, MREFFEXLERAIR , Amazon
MSK i R& RN &R, ARX=MRENBERTRUARNACIRXERRENES , TSRUT X
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« Amazon CloudWatch B&

« Amazon S3

« Amazon Data Firehose

FREE IR

E5 Amazon MSK REB RAEEEB B , LT Amazon MSK #4EH IAM B9 H%MEHR Amazon &
EHE : AmazonMSKFullAccess R B&H PR A PR o

EREAFERNAERME S3 7@ , BMEFE s3:PutBucketPolicy R, Bk S3 FEMAERIEH
E #HZH (Amazon S3 A EE) HRYAMTA N S3 FFEEER 2 . BX IAM KB —REES
Iﬂ (IAM FiF#ERE) RiinREE,

517f# SSE-KMS @ — 2 AL FR KMS B4R

izu%mﬁm wAEEFREEZHAKN Amazon KMSIEE R4 (SSE-KMS) 7 S3 F#FEE A 7 RS &% N
B TARRMEEN KMS BANZAREF , SUE Amazon MSK AT BURREBXHE AFi#
ﬁo

"Sid": "Allow Amazon MSK to use the key.",

"Effect": "Allow",

"Principal": {
"Service": [

"delivery.logs.amazonaws.com"

]

by

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,

"Resource": "*"

AR ERE BE Amazon Web Services BEIZ4 &

MRECENENER  BFRUEESsPERRE BTREFRE. BUUIEEHE Amazon MSK mEZ
"ftIE E /:\tL/\EIJ E *’To
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NTREEH  EMNERIRTFERES  REEAREMETF, A TRIFAEEERD , AFEE
HimERM, SuLIEERE Amazon MSK [ HZXAE BEM B #r.

fFEABERE B& Amazon CLI

£/ create-cluster = update-monitoring @< A , BAIMIEFRIEE logging-info SEH
FRMLIMTH JSON £ A 1ZSH,. EIL JSSON F |, FTE=f BB R WIEM,

(® Note

EigEAEEH , HHE Firehose R EFF LogDeliveryEnabled #R&iZEN true. A
CloudWatch A& Amazon BI2HIRFHEX B EERANIRZERER FE Firehose & H#IRAIN
BR. MRBERUAFE , HE%*H%@@H%&H Firehose fif5ix A&, EEFE RRSHEXAR
FIEEBRH IAM KR , 28 A mazon CloudWatch P15 B T & RNER IAM

At,
{
"BrokerLogs": {
"s3": {
"Bucket": "amzn-s3-demo-bucket",
"Prefix": "ExamplePrefix",
"Enabled": true
b
"Firehose": {
"DeliveryStream": "ExampleDeliveryStreamName",
"Enabled": true
b
"CloudwWatchLogs": {
"Enabled": true,
"LogGroup": "ExampleLogGroupName"
}
}
}

EH API EEERERE

BB LATE JSON 18 TE 1% 1% 44 CreateClustersf UpdateMonitoring B fEH A% 1oggingInfo & #d,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AWS-logs-infrastructure-V2-Firehose.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/AWS-logs-infrastructure-V2-Firehose.html
https://docs.amazonaws.cn/msk/1.0/apireference/clusters.html#CreateCluster
https://docs.amazonaws.cn/msk/1.0/apireference/clusters-clusterarn-monitoring.html#UpdateMonitoring
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® Note

RIAMBERT , BAREARIER/G , Amazon MSK &4 INFO £ 5| B EIEREIEEB . B
=, N TFHRAERIE , Apache Kafka 2.4.X RESRAN AP T URE B ER Bz D RERNE
Al log4j BERH. BXAITEEREBEEZRINES , FSH KIP-412 : FREERA API L
EFHSMAEFAESRH. MREFAELRBZAIREN DEBUG = TRACE , BIMEWER
Amazon S3 B Firehose ¥ BE B #¥r. MREFER CloudWatch BEMERN BEERR , A3
75 /3 FIDEBUGER TRACEZ: B B &2 , Amazon MSK TJRELIFE IR A B, X ARELTT A
BEMEETREEYM , A REE INFO BERITBIEM , T LT R BAARA R R B 5
Ed

£ i85 APl i B Amazon CloudTrail

(® Note
Amazon CloudTrail REEEZEAIAM iF A2 , BES AT AF Amazon MSK,

Amazon MSK & Amazon CloudTrail—Ti RS X , ZBRFRMAF. BB Amazon RFE
Amazon MSK HRELH#RERI12F, CloudTrail F&E LK APl BAMBRANEHN. BRNBAESEXRE
Amazon MSK #&1A 8 B K& X Amazon MSK APl e RIBIAA. ©iE4Liik Apache Kafka #
£, it BN EREBES4A,

MREGETRE , WA LA GFR CloudTrail E4FE4E M E] Amazon S3 778 , 23E Amazon
MSK WEH, NMREREBRE , BMHATLUE CloudTrail &AW “SHFTRIER PEERFNE
., FERKENER CloudTrail , A LA E [ Amazon MSK = Apache Kafka #{EAX HIVER, &
HERAY IP bk, AH TIER, ANAXHBERUAREMFAEGE.

BT EZEELR CloudTrail , SIEWMAEEMBHAE , 55 (Amazon CloudTrail AFER) .

T 5 MSK E B4 F CloudTrail

CloudTrail & BIEM At , BHII I5% Web Services KFEB . 2 MSK £ P HIMIFENE
HESE | ZEISEHM Amazon RS CloudTrail B4 —RIERESHI LIEFEH, BALE
Amazon Web Services kP HEE, BEMNTEEHEH. BXEZEE , HZHEH CloudTrail =
HHFIEREEEH,
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EiF4 0% Amazon Web Services Il PS4 ( BFE Amazon MSK NS4 ) |, E0IERER, R

ER ALY CloudTrail ¥ B & X & %%l Amazon S3 . TIRERT , EEH AP IZEEIRAT |, LR
BRNATME X, RERIERE Amazon 2 XA BZAEXEHRNWEYN , ARG EEERE
EM Amazon S3 7M. LA\, BRI LIE B H M Amazon RS , B — 5 2 FLL 2 CloudTrail A
EHPRENEHBIE. BXESER , FZHATIANE :

. BIERIRELA

« CloudTrail T MRS FER

« BLi& Amazon SNS B 4% CloudTrail

« BRKRBESZAXEH CloudTrail BEXAMEBKE S IK/H CloudTrail B &AM #

Amazon MSK /& Amazon MSK #EERZEH CloudTrail IBxZEBEXHH, A, EELIEHE
LA Apache Kafka &4,

- kafka ££8f : DescribeClusterDynamicConfiguration
- kafka ££8f : AlterClusterDynamicConfiguration

- kafka ££8f : CreateTopic

- kafka ££8% : DescribeTopicDynamicConfiguration
- kafka 58 : AlterTopic

- kafka ££8f : AlterTopicDynamicConfiguration

- kafka ££8f : DeleteTopic

BIMNEHHATREBESEXRERBFRNARGR. SOEEAMTEHEUTRER !

- EREMEAHBRAFIER Amazon Identity and Access Management (IAM) B F&EiEA Ho
- BREEAACGERKREAFNIENZEFEIEAEN,
- BREAHHEM Amazon RF X H.

BEXREZELR , {2 H CloudTrail userldentity JT%,

=~ : Amazon MSK BEX#4%H

BERE—MEE , AFSSESHENBEXEERHIEIEEN Amazon S3 @M. CloudTrail BEXX 4
FE—INHEZNMNEERE, EHERXRKEBEMRENEMNMER | BIEEXRBERWIRIE. BEN BB
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B, BRSHFWER. CloudTrail BEXHT 2L H API A Apache Kafka BRIEF B F iR R
B, At el faRZE s EnIn~zEI,

LT RPIE R T ERDescribeClusterfl DeleteCluster Amazon MSK #&4E# CloudTrail B &%
B,

{
"Records": [
{

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEF@123456789ABCDE",
"arn": "arn:aws:iam::012345678901:usexr/Joe",
"accountId": "012345678901",
"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",
"userName": "Joe"

.

"eventTime": "2018-12-12T02:29:247",

"eventSource": "kafka.amazonaws.com",

"eventName": "DescribeCluster",

"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",

"userAgent": "aws-cli/1.14.67 Python/3.6.0 Windows/10@ botocore/1.9.20",

"requestParameters": {

"clusterArn": "arn%3Aaws%3Akafka%3Aus-east-1%3A012345678901%3Acluster

%2Fexamplecluster%2F01234567-abcd-0123-abcd-abcd@123efa-2"

.

"responseElements": null,

"requestID": "bd83f636-fdb5-abcd-0123-157e2fbf2bde",

"eventID": "60052aba-0123-4511-bcde-3el18dbd42aas",

"readOnly": true,

"eventType": "AwsApiCall",

"recipientAccountId": "012345678901"

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEF@123456789ABCDE",
"arn": "arn:aws:iam::012345678901:user/Joe"
"accountId": "@12345678901",
"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",
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"userName": "Joe"
I
"eventTime": "2018-12-12T02:29:40Z",
"eventSource": "kafka.amazonaws.com",
"eventName": "DeleteCluster",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/1.14.67 Python/3.6.0 Windows/10@ botocore/1.9.20",
"requestParameters": {
"clusterArn": "arn%3Aaws%3Akafka%3Aus-east-1%3A012345678901%3Acluster
%2Fexamplecluster%2F01234567-abcd-0123-abcd-abcd@123efa-2"
I
"responseElements": {
"clusterArn": "arn:aws:kafka:us-east-1:012345678901:cluster/
examplecluster/01234567-abcd-0123-abcd-abcd@123efa-2",
"state": "DELETING"
},
"requestID": "c6bfb3f7-abcd-0123-afa5-293519897703",
"eventID": "8a7flfcf-0123-abcd-9bdb-1ebf@663a75c",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "012345678901"

AR RBIERT E RiZkafka-cluster:CreateTopici®4ER CloudTrail BES%E

{

"eventVersion": "1.08",

"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEFGH1IJKLMN2P34Q5",
"arn": "arn:aws:iam::111122223333:user/Admin",
"accountId": "111122223333",
"accessKeyId": "CDEFAB1C2UUUUU3AB4TT",
"userName": "Admin"

.

"eventTime": "2021-03-01T12:51:197",

"eventSource": "kafka-cluster.amazonaws.com",

"eventName": "CreateTopic",

"awsRegion": "us-east-1",

"sourceIPAddress": "198.51.100.0/24",
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"userAgent": "aws-msk-iam-auth/unknown-version/aws-internal/3 aws-sdk-java/1.11.970
Linux/4.14.214-160.339.amzn2.x86_64 Open]DK_64-Bit_Server_VM/25.272-b1l0 java/1.8.0_272
scala/2.12.8 vendor/Red_Hat,_Inc.",

"requestParameters": {

"kafkaAPI": "CreateTopics",
"resourceARN": "arn:aws:kafka:us-east-1:111122223333:topic/IamAuthCluster/3ebafd8e-
dae9-440d-85db-4ef52679674d-1/Topic9"

.

"responseElements": null,

"requestID": "e7c5e49f-6aac-4c9a-aldl-c2c46599f5e4",

"eventID": "belf93fd-4f14-4634-ab02-b5a79cb833d2",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "111122223333"
}
— M
THIEEE

I 5# MSK 23 Apache ZooKeeper B Kraft TTEHIEEEER,

MG # MSK L Apache Kafka 3.7.x lRAFF 45 , YRATABIZEFER Kraft XK BFEXWEE.
ZooKeeper KRaft-based S kBt Kafka H B 12 H28 R E B T IR,

F&

« ZooKeeper =

« Kraft 5

ZooKeeper &=,

Apache ZooKeeper & “—MEHRXRS , ATEFREEFES. w8, BHIyAXNESNBHBEAR
%o MANARFUERRMERFERAMAEXLERBNERS” , 23 Apache Kafka,

MREHER EEEA ZooKeeper 3 , M AT LA LT ZBRIREL Apache ZooKeeper E#EF&F
$, B8R , RINEBWEMEH BootstrapServerString EEIEHNERHPITEERRE  BH --
zookeeper W& BT Kafka 2.5 R#F A , HEM Kafka 3.0 PR,

{5 FA3REX Apache ZooKeeper E##F fF & Amazon Web Services EEZH| &

1. £ https://console.amazonaws.cn/msk/ T 7 Amazon MSK 2% &
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2. ZRERTHKFPTHINXENAMEER., EREREMUEFTHTH,

3. EEFMENEL , R#BREFREFWER., XERTEISEFRELR Apache ZooKeeper iE#
FRE,

{# FI3REY Apache ZooKeeper E3ZF&F & Amazon CLI
1. WMREFHEEEN Amazon BREBH (ARN) , B LUEN S HEKF FHFIEERERKRIT,
BXEZEE , BS M the section called “F| HEEF",

2. EIRE Apache ZooKeeper EEFHRURBEXERNHMES , BETU TS
T, ClusterArnBi R EEHH ARN,

aws kafka describe-cluster --cluster-arn ClusterArn

% describe-cluster s HILLT JSON RAEIFF R

"ClusterInfo": {
"BrokerNodeGroupInfo": {
"BrokerAZDistribution": "DEFAULT",
"ClientSubnets": [
"subnet-0123456789%abcdef0",
"subnet-2468013579abcdefl",
"subnet-1357902468abcdef2"

1,

"InstanceType": "kafka.m5.large",

"StorageInfo": {
"EbsStorageInfo": {

"VolumeSize": 1000

.

"ClusterArn": "arn:aws:kafka:us-east-1:111122223333:cluster/
testcluster/12345678-abcd-4567-2345-abcdef123456-2",

"ClusterName": "testcluster",

"CreationTime": "2018-12-02T17:38:36.75Z",

"CurrentBrokerSoftwareInfo": {

"KafkaVersion": "2.2.1"

},

"CurrentVersion": "K13V1IB3VIYZZH",

"EncryptionInfo": {
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"EncryptionAtRest": {
"DataVolumeKMSKeyId": "arn:aws:kms:us-
east-1:555555555555:key/12345678-abcd-2345-ef@1-abcdef123456"

}
},
"EnhancedMonitoring": "DEFAULT",
"NumberOfBrokerNodes": 3,
"State": "ACTIVE",
"ZookeeperConnectString": "10.0.1.101:2018,10.0.2.101:2018,10.0.3.101:2018"

t— JSON 7Rfi%E describe-cluster Tt FE R ZookeeperConnectString &, &
FERENNNE , HREEURTEEE LUREE,

/A Important

I&H) Amazon MSK SEEBF AL FACTIVEIRA F BEFREX Apache ZooKeeper EIZEF
TR, HEBRMAT CREATING IRAR |, describe-cluster s SHBmERE S
ZookeeperConnectString, MREXEXMIER , BEF/ Lo , REEEEHHA
ACTIVE RAFEHIXEIT describe-cluster,

/8 API 3REX Apache ZooKeeper & F & &

E£ A API 3REX Apache ZooKeeper EZEF & , iES HDescribeClusters

Kraft #& =,

Amazon MSK £ Kafka M4 3.7.x 5| A T Xf KRaft ( Apache Kafka Raft ) B9 %, Apache Kafka
HXFF & T Kraft REUX Apache £ Apache Kafka SE§f+ ZooKeeperi&ﬁfEi&ﬁ”fio £ Kraft &
XNF , FHABELE — A Kafka BHISFPEE , XEEFHIEE R Kafka £FFHN— , MARBETR
f£#8., ZooKeeper KRaft RHBRETRELAS %HT%EMJ&?T%J\%E’Q&L:RMEO B X Kraft
KIP-500NEZER |, FZH,

TEHEEX MSK i KRaft X — X =Em .

» KRaft ERXCERA THER. IBEHE  TEVBRTBEER.

« £ MSK Z#l& £ |, & LU R Kafka fRAR 3.7.x H1E Kraft-based &G E O ik KraFT
ERERGIBERH,
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« EfFH MSK API CreateCluster 3 CreateClusterV2 #&EE Kraft EX TOIZERER |, NEA
3.7.x.kraft EAMRZA, 3.7 .xAYETE ZooKeeper BR T I LA R,

* 1 Kraft #l ZooKeeper &£ F Kraft WEH L , SMENSXHERERN. ER , KRaft AFEBE
HEEETHEESREXEBNMNERTIREES S X,

 1£ Amazon MSK LM KRaft EX T HFEE#H TE API Bk, ER , MRENEFHSKPE
£/ --zookeeper EEFHHE , MNEHENE s , AEA --bootstrap-server #E#
FRIREERENER, --zookeeper FREKTE Apache Kafka 2.5 iR EF A , # M Kafka 3.0
RIFBBR. Hit , BNBNUENEEBNBEEEFEAZITN Apache Kafka & F iR A< H - -
bootstrap-server EEZRFE,

« ZooKeeper BXUEEATFIEERAHARA , & Apache Kafka th32#r zookeeper., Bk
Apache Kafka RARL IE X HFMAKREFHFMBEE , SRR Apache Kafka MR,

« RNZREREANTEMNIERTREBERE ZooKeeper EZEMNIER T EH Kafka Admin AP,
BXRNEFEREE Cruise Control WEFL IR , 182 £ Amazon Linkedln MSK £/ Apache
Kafka B &I RS, Cruise Control M T A K fin 1% i R #1217 1% B8 ZooKeeper,

- BEEFBEFHEERFN KRaft IBFHIEREATRTEAEERE, B2 , WRFEAFHREERKER
Fr, BIEFEERHIZEH DNS WmaCRINE R R EF MY — L IER HIBR M X IER. BILUM MSK 24 &
oA ListNodesAPI R{EFREUX L DNS KinT Ko BXREA Prometheus ¥1EFE MSK &R
KRaft-based SEFEEF RN UENEFHLER , HSH.

o SEERHMELE ZooKeeper |, BEELIE Kraft BERXNEBFHI H M CloudWatch 845, MSK EIE IR
S FEHAN KRaft 585,

o T£ Kraft X ERH | B LA --bootstrap-server EEFFRHAEEE ACL, FTNFER --
zookeeper EEFHFEREE ACL, ESHApache Kafka ACL,

o EKraft ERXT , EFNTHIEFHE Katka FH Kraft BHIZF L, MAREHEEAT TR L,
ZooKeeper E Lt , BITTHEBRIE HIT7 SUAREE £ I0 2 HIX #2588 ZooKeeper 11 S BV A ],

FBBRE

&I LAE Al Amazon MSK APIs EIEH MSK B ESRH TN EE , MEARREMN4EY Kafka EE
REF, BTXEAPIs , BUUENREREIRMYE , fINEFRFMD Xt , ARRBIEE
KBEEHREIRE, B AEARENRE (23 CL Amazon |, Amazon SDKs#l ) IR S REE
Kafka &, Amazon CloudFormation APls 1A% R E] Amazon MSK BHI&® |, A T BIRE
EhE -G, HE  BRRESE/LTEHAFEASISRNRANRECEIEN T , ANLE THEH
&, 2 XEEBMNIER.
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FRARER

/A Important

XETH AP MNRROBIBAABIHEF —R. ETREXENRFEIBRS , BEEN

B E RN — 2 8,

FEAEBHER APIs

- BHERLIR MSK MELEMESR. APIs XEREART MSK LTRSS #HRERH.

- BHVEBNIZIT Apache Kafka MRZ 3.6.0 LEEMAE., BXXIHNREANEZEFEER | ESHthe
section called “X #5#Y Apache Kafka R4,

o BHEBRVITALTFACTIVERS. BEREHRANEZEESR
o IBATIHEMEBIE IAM R, BXEZEER

HS0 T #EIME MSK £ERE.

#HZ1 the section called “IAM #XBR”,

AT E=BiRERN IAM PR APIs

ERAEN] APIs , BXFURBHEM IAM R, TRIIHT 81 APl FRERNER,

FBIRIEFMENNR APIs

API

ListTopics

DescribeTopic

DescribeTopicParti
tions

FrE R
kafka-cluster:Connect
kafka-cluster:DescribeTopic
kafka-cluster:Connect
kafka-cluster:DescribeTopic

kafka-cluster:DescribeTopic
DynamicConfiguration

kafka-cluster:Connect
kafka-cluster:DescribeTopic

kafka-cluster:DescribeTopic
DynamicConfiguration

RIR

£ ARN , =& ARN

58 ARN , =& ARN

£ ARN , =& ARN

TERNE
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API PR R

CreateTopic kafka-cluster:Connect &2 ARN , =3 ARN
kafka-cluster:CreateTopic

DeleteTopic kafka-cluster:Connect £8 ARN , =3 ARN
kafka-cluster:DescribeTopic
kafka-cluster:DeleteTopic

UpdateTopic kafka-cluster:Connect &8 ARN , =3 ARN
kafka-cluster:DescribeTopic
kafka-cluster:AlterTopic

kafka-cluster:AlterTopicDyn
amicConfiguration

@ Note

St Fkafka-cluster:Connect , BFRELH IAM KEHIETEEE ARN, W TG HMiR/E
BELER IAM REEFIEEEDZ ARN,

(@ Note

FListTopics , EBRAIUFERABEA () KEEEF LHWMEEE, F
i : arn:aws:kafka:us-east-1:123456789012:topic/my-cluster/abcd1234-
abcd-dcba-4321-alb2abcd9fof-2/*,

BXEHT Amazon MSK B IAM 15 [RIZBINEZE R |, 5 Hthe section called “IAM 5 R 32H”,

E&

e £ Amazon MSK &£&F 5| HFE:
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s RMAEXENTENFHAERR

- EEFHNIXEER

« 7£ Amazon MSK & Fa|E &

« EH Amazon MSK £EFH

+ MIBX Amazon MSK EEFH B

£ Amazon MSK &+ 5 HF B

B L% MSK Provisioned EEHF WA TR , LEFEATHE , Al XitHMEHIR F, X
NFUEERNETT, FITEGRESIBEEER S RENETIEEER,

(® Note

ListTopicsAPI REEARWET A LKIE. ERMEXRBETTNEFMAEE , SFELYIRES

MEE , M DescribeTopic APl, BXEZER , HEH REEXENETENFAE
=

/BN O

(® Note

It AP BRI R T RABSHEHT —RNBE, ETHREXENEFHIBRS , BEEHNS
BFRA—T58H,

FB

o FEA%HEB Amazon Web Services B 4|4
« EAFIEEB Amazon CLI

. A API Z|HEH

fEA%IHEZ Amazon Web Services B2 &l &

1. B FHTEhttps://console.aws.amazon.com/msk/ZR F T FF Amazon MSK ##|& ? Amazon Web
Services B2 #| A region=us-east-1#/home/,

2. EEEIRYP , AREIIHHEETTNERNET.
3. ESHFMAGFENMEL , BREEZFRTF,
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4. ZRETTEFHPHAEER , @BFEEEN. 272X, EERFFM out-of-syncEI Ao

£ A %I HEH Amazon CLI

BITUT®T , ClusterArnB# N EEH Amazon BRBF (ARN), MREGEIZERFN ARN |, 1]
LUBSSIHMEERREIIE. BXEZEER , 551 the section called “Fl| HEE",

aws kafka list-topics --cluster-arn ClusterArn

Z o E I LA T JSON REIFTRo

)

"topics": [
{
"topicArn": "arn:aws:kafka:us-east-1:123456789012:topic/MyCluster/abcdl1234-
abcd-dcba-4321-alb2abcd9f9f-2/MyTopic",
"topicName": "MyTopic",
"partitionCount": 3,
"replicationFactor": 3,
"outOfSyncReplicaCount": 0

"topicArn": "arn:aws:kafka:us-east-1:123456789012:topic/MyCluster/abcdl1234-
abcd-dcba-4321-alb2abcd9f9f-2/AnotherTopic",

"topicName": "AnotherTopic",

"partitionCount": 6,

"replicationFactor": 3,

"outOfSyncReplicaCount": 1

NERFITDR

MRENEFETZTE , WWERD AR PR BRRE R, £H--max-resultsSHiE
EEREMNZFAETH , HEA--next-tokenZBKRET —TTHNER,

aws kafka list-topics --cluster-arn ClusterArn --max-results 10

MREESERTA , WK FHLEE—MPnextTokenfH, EALTERET—TTHNER.
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aws kafka list-topics --cluster-arn ClusterArn --max-results 10 --next-token NextToken

REMIEIEEM
B B EA--topic-name-filterSHIEEMRKRFEETEI TR, XFLURE B FEIEERR
FFLHI X,

aws kafka list-topics --cluster-arn ClusterArn --topic-name-filter "prod-"

S PURE B AT LM EBprod- , flfprod-orderssprod-inventory.,
£ API 5 H £

EEMA API BIHER |, 155 ListTopics.

REBEXRENTENFHER

BA LA TEAE X MSK Provisioned EEFHEETTMIFMER , SEHYFRAS, 2K, EERF
MEE, XX TFHELER, RIIFTTIREREREHHLZEITBRAEEETR,

(® Note

It APl MR RR T RABSHEFH —XNBE. ETREXEHENETBRES , BEEANSE
‘f%j(g’g_ﬁ%*o

FH

« fERERER Amazon Web Services BEIZH &
.« EAERES Amazon CLI

- £ API #iRE

5 A #58 3F B Amazon Web Services B2 &&

1. EFHEnhttps://console.aws.amazon.com/msk/Z F T F Amazon MSK ##|& ? Amazon Web
Services B2 & A region=us-east-1#/home/,

2. HEEHIKRYT , EROELEERNETNERN B,
EEHFAEERE L , EREEBIETF,
4. HEEXBIRF , BREEEFNETNER.
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5. BEACESENEE REXZETNESR , BIEERS., 2XH. EERFHEEIRE
fE AR EB Amazon CLI

BITUTHT , ClusterArnBH R EEH Amazon BIRBF (ARN) M TopicName BB RH EBH
Mo

aws kafka describe-topic --cluster-arn ClusterArn --topic-name TopicName

Z SR E LT JSON RAIFT R,

~

"topicArn": "arn:aws:kafka:us-east-1:123456789012:topic/MyCluster/abcdl234-abcd-
dcba-4321-alb2abcd9f9f-2/MyTopic",

"topicName": "MyTopic",

"partitionCount": 3,

"replicationFactor": 3,

"configs": "Y29tcHJ1lc3Npb24udHlwZTlwcm9kdWNlcgpyZXR1bnRpb24ubXMINjAQODAWMDAwW",

"status": "ACTIVE"

TREBRS
ZstatusEFERRREFM YIRS, TRER T AJ8EAVRAE,

BRSE
Status 5t A
CREATING FEAEREBED,
ACTIVE ZEBLTENRS , AHER,
UPDATING FHEEREEEEH T,
DELETING ZEBEEMBRF.
THREBERE

ixconfigsf?"—ﬁi’@‘%“i%ﬁﬂﬁ Kafka BLEE 1 , X L& LA Base64 X imEB, EUMEERNESFE
, IREE T Basebd FRFE,
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AT RIS R T WAATE Linux & macOS LfEAbase64n X BB H 1T,

echo "Y29tcHJ1c3Npb24udH1wZTlwecm9kdWNlcgpyZXR1bnRpb24ubXMONjAQODAWMDAW" | baseb4 --
decode

BHEENREARERAERETERER M.

compression.type=producer
retention.ms=604800000

EXTTRHBEBEBUEMERZELR , 5, the section called “Topic-level I & i# MSK fit &~

£ AP| iR X
EFEA API R X |, 12 DescribeTopic,
EEFINTXER

B LA FEAE X MSK Provisioned £EHHF R ETE D XWFMEL, WEESHEIXS, MSKE,
BIAREBMEL AR (ISR)e XN FUES)X2Mm, IRNEFTEN D XREREHRBEES A

(® Note

bt API MR RR T RABSHEFH —XNBE. ETREXEHEHIETBRES , BEEANSE
?%j(é’ﬂ—ﬁ'ﬂ’o

FH

- EAEEDXIEE Amazon Web Services BB & A
- ERAEES XEE Amazon CLI

- FH APIBEESXER

FREE D X{EE Amazon Web Services IR 4|4

1. B FHEnhttps://console.aws.amazon.com/msk/Z F T FF Amazon MSK & & ? Amazon Web
Services B2 &l A region=us-east-1#/home/,

2. HEERIRT , RREASZTENERNEN.
3. EEHFHAGSENEL , BREETRIF,
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4. HEEBIRF K RREEFHIXEENEENEN.
5. BEXFBRAGERNEL , FEFRTXER , EFENMNPENDTXS, ASKE, BANMBLS R

FEAZEE P XEE Amazon CLI

BITUTGHS , ClusterArnB i N EEH Amazon BIEBF (ARN) M TopicName EB A Fro

aws kafka describe-topic-partitions --cluster-arn ClusterArn --topic-name TopicName

Z amAYH AT JSON RAIFR R,

{
"partitions": [
{
"partition": 0,
"leader": 1,
"replicas": [1, 2, 3],
"isr": [1, 2, 3]
},
{
"partition": 1,
"leader": 2,
"replicas": [2, 3, 1],
"isr": [2, 3, 1]
},
{
"partition": 2,
"leader": 3,
"replicas": [3, 1, 2],
"isr": [3, 1]
}
]
}
THRAXEE

M EEFN T XHATER

« PX-DX5, ZXM0FHBES
« leader — kP XIS ENRE ID, NFELEZD XPAMEERMEAER,
- replicas — @&ty IDs KEIRAHREY|XR, XBIEREL M out-of-syncEI A,
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« isr — EFEIA IDs HRESIR, LR AT EHLASE , RFE , TUEETASENRS.

ELENRGG , 57X 25— out-of-syncEIA, ZreplicashIRBTIFLLR 2, BisrilR+P%
B, XZKH broker 2 FETLH L ZD KNS E,

NERKITOR
MBENETEZNDX , MAIAEAS RELAR/PHERRER, FH--max-resultsSHHIE
EERENREADXE , AEA--next-tokenSHRET —TTHNE R,

aws kafka describe-topic-partitions --cluster-arn ClusterArn --topic-name TopicName --
max-results 10

WREBEEZLERTA , M@K LEE—MnextTokenE, FRALTHEERT -—TNER,

aws kafka describe-topic-partitions --cluster-arn ClusterArn --topic-name TopicName --
max-results 10 --next-token NextToken

LR EES Y
EESXEEXNUT/IMERREA

- PREHTEN D X-tkEreplicasMisrHRUBERELERARTF LN DX, X AJAER R IERE M
R R,

- BERS XS H-RESRASEERBZARTEISH , UBRARTE,

- @@ EFRBEHTHEHR-BIEE ISR IXRRKAEHLREBALAR L EFEREFBR BB,

« AP XEMFH-ERTEFTLEREZS , BEARKEETHIANIEHE,

FH AP EF2XER
EFEH API BEDXEER |, EZ W DescribeTopicPartitionss

£ Amazon MSK & alZF 8

O EREFEAIL APl EE8H MSK FiElEEHHPCEETE  MEAERETMEENX Kafkao
AdminClientBl 2 X Frt |, BAIEETTEN, 2XH, EERFURMTENETEEE,

i
o FHABIEIEH Amazon Web Services EIE 4 &
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- EAAIZEEBH Amazon CLI
- £/ APl 8IEE X

B EH Amazon Web Services B4 &

1. B FHEnhttps://console.aws.amazon.com/msk/Z F T F Amazon MSK ##|& ? Amazon Web
Services B2 %A region=us-east-1#/home/,

HEHIIRT  ARBEEPOUZETTNEFHHBI

EEBFFAFEERE L , BERETFETF,

EFREED,

MAETEEN., 2XUHBNEERT. (Wit ) FMEE, EAAERGIEZSNIES,
EREED,

o a0 K~ W D

8122 £ 8 Amazon CLI

BITUWTEST , ClusterArnB# N EEH Amazon BREF (ARN), MREEEIZEEFMN ARN , 7]
LUBESSIHFMEERREIIE. BXEZEER , 55 the section called “Fl| HEE",

aws kafka create-topic --cluster-arn ClusterArn --topic-name MyTopic --partition-count
3 --replication-factor 3

Z o HE BT JSON ROIFTRo

{

"topicArn": "arn:aws:kafka:us-east-1:123456789012:topic/MyCluster/abcdl234-abcd-
dcba-4321-alb2abcd9f9f-2/MyTopic",

"topicName": "MyTopic",

"status": "CREATING"

M API 22X
EfEMA API I X8 |, 5SS R CreateTopico
E#H Amazon MSK &P

EHMANAETEND XU HRHEEREE. LEFELTFEM QBB RES.
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® Note

BAEEN AP EAGEH 2 XITRREBAERE , BETERNERME, BEEHMME , BL
MIEA AP,

£}

- ERAEHEB Amazon Web Services B F &
- EAEHER Amazon CLI

- £F API EFEE

EAEHFED Amazon Web Services BRI & &

1. B FHTEhttps://console.aws.amazon.com/msk/ZR B T FF Amazon MSK ##|& ? Amazon Web
Services B2 #| A region=us-east-1#/home/,

2. EERIRYP , ERTEEEMNETENEFNEN.

3. EERFMAGEENEL , BRETEEIF,

4. EBREEFNEE , AN BRE PER RESIXRE" R RERE".
5. REFEEFIXIUTHIEE,

6. EFRERF.

EAEHEB Amazon CLI

ETUT@S , ClusterArnE# N EE K Amazon HREBH (ARN) MTopicNameBEH N EB R
o

aws kafka update-topic --cluster-arn ClusterArn --topic-name TopicName --partition-
count 6

Z SR E LA T JSON RAIFT R,

{
"topicArn": "arn:aws:kafka:us-east-1:123456789012:topic/MyCluster/abcdl234-abcd-

dcba-4321-alb2abcd9f9f-2/MyTopic",
"topicName": "MyTopic",
"status": "UPDATING"
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}

M API EF &

EEM API EHER |, HZHUpdateTopic,

HIBX Amazon MSK S8 i) £

MR EB LK AMBREMMERE. THENSXKELS. HRETERH.
FA

o EAMBRER Amazon Web Services EE#ZH &

o {EAMBRES Amazon CLI
« £/ API IR

5 AR =B Amazon Web Services B2 &4

1. EFHEhttps://console.aws.amazon.com/msk/ZX T F Amazon MSK ##|& ? Amazon Web
Services B2 #l A region=us-east-1#/home/,

HEFIIRD , BRTSENBRNEFNEFHN BN
EEBHFAEERNE L , BEETRTF,
EEREMBROEE , REMN BRE" PiEE WK
TIAMIER | AR EEEMER,

o b @b

fE M BR £ Amazon CLI

BITUAT®T , ClusterArnBi R EEH Amazon BIREBF (ARN) FTopicName EMIBRE EBH A
Mo

aws kafka delete-topic --cluster-arn ClusterArn --topic-name TopicName
% an HH AT JSON RABIAT R,

{

"topicArn": "arn:aws:kafka:us-east-1:123456789012:topic/MyCluster/abcdl234-abcd-
dcba-4321-alb2abcd9f9f-2/MyTopic",

"topicName": "MyTopic",

"status": "DELETING"
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}

£/ API HiBrREB
E&£A API IR E®E , S DeleteTopic.
Amazon MSK &R

RTFELTXAEH , BIR—AE Amazon MSK FERfIE L. ERIRK APIs L TXH , 2—1NF
PUARBRENE N, BRAXERFEUARAEHE DRANERENSIEK  ZH (Amazon MSK API
Reference) HHJ Resources, #E the section called “IAM T E)#2&)” E XA |, BIEE AR IFSHIEL
TE B4R | 30 the section called “BRIN RS E IR NFTFAFE Lo

Apache Kafka hx4<

f2 Amazon MSK £# , B LUEEEREEFEAMA Apache Kafka K2, BEATUAERNBEEFHF
B Apache Kafka fR4S, REFRHFEBAIEENE T ## Kaftka MRAS 2 IFAY AT 8] R A RIE SR E D

F&
- XM Apache Kafka R4s
« Amazon MSK MRZA 3% 3%

> ## Apache Kafka AR

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) x# L~ Apache Kafka 1 Amazon
MSK hx#<, Apache Kafka #t X ARAREB LR T ZBREAY 12 MNANZR. BXEZHAEER 18
2% Apache Kafka EOL (end of life) policyo

T&RIIHE T Amazon MSK X3#%#) Apache Kafka MRS,

Apache Kafka kR4 MSK &% B #i KIEXFAH
1141 - 2024-06-05
2.1.0 - 2024-06-05
221 2019-07-31 2024-06-08
2.3.1 2019-12-19 2024-06-08

2
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Apache Kafka kx4~ MSK & 7 B #i KIFZHAE
241 2020-04-02 2024-06-08
2411 2020-09-09 2024-06-08
2.51 2020-09-30 2024-06-08
2.6.0 2020-10-21 2024-09-11
2.6.1 2021-01-19 2024-09-11
2.6.2 2021-04-29 2024-09-11
2.6.3 2021-12-21 2024-09-11
2.7.0 2020-12-29 2024-09-11
271 2021-05-25 2024-09-11
2.7.2 2021-12-21 2024-09-11
2.8.0 2021-05-19 2024-09-11
2.8.1 2022-10-28 2024-09-11
2.8.2 2022-10-28 2025-01-14
3.1.1 2022-06-22 2024-09-11
3.2.0 2022-06-22 2024-09-11
3.3.1 2022-10-26 2024-09-11
3.3.2 2023-03-02 2024-09-11
3.4.0 2023-05-04 2025-08-04
3.5.1 2023-09-26 2025-10-23
3.6.0 2023-11-16 2026-06-01
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Apache Kafka kx4~ MSK & 7 B #i KIFZHAE
3.7.X 2024-05-29 2026-09-01
3.8.x 2025-02-20 -

39X (HE) 2025-04-21 --

4.0.x 2025-05-16 -

4.1.x 2025-10-15 --

B X Amazon MSK R A HREWEZER , 55 HAmazon MSK [RAS & F 5K,

Amazon MSK hRZ 4.1.x

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) I 1E X #& Apache Kafka kR4 4.1 |
ZRRAHE L TS AREIRASIThEE, S RBIPEIMUE AERRUREEASEIAR (ELR) . BRIXLEI)
BESh , Apache Kafka iRZS 4.1 B EIE R IRIEE Mo,

Kafka 4.1 I—NEETLSHE TR RASIZIEE. SAUERASNMEAERLEXRBRE -8

XHES , NMEEEEHTANUHEARN TEABNHTHENELE, FHRBEEHDEEIE
Kafka 4.0 WERAEBEEHILZ L , FFREDATHEET B E Kafka Streams , SEIES 2 ERILIL

MBEFE, o, HERTAYE , AERAEE A ELR,

BREZFAEEURBHMEBIREENTRIIK , FSH Apache Kafka BY 4.1 iREITIH .

EFIRTE Amazon MSK E{# Apache Kafka 4.1 , BB, AT A T EDRIEFMERTIER
4.1.x A, Amazon Web Services EE %A Amazon CLI Amazon i& 1] BUE S 7 b 3R 30 BT Sk F
RIBWTE MSK £8 . Amazon MSK 2EHIREER , WEEARBERFTHAMEHRP BIE,

FrE#RMH Amazon MSK Amazon Web Services X5 #ith 5 #8323 Kafka fRZS 4.1,

Amazon MSK FRZA 4.0.x

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) I £ X #& Apache Kafka KR 4.0,
R ATE MSK TR T RN EFEEMNMEAR, Katka 4.0 HENFEREBLHHIE
EXARM , B THRERASNENF, BROBFEE. I, Katka 4.0 ERKEBFNITEMEA Java
17 , NTTRE X £ HMNMEE  SESHEREENIE , HFEABET Apache #HITTHIEEE,

ZooKeeper

BRESZHACGSURBHENEIREENTESIRK , FS 6 Apache Kafka #Y 4.0 liRRATIEA,
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53 MSK R 3.9.x ( ¥ )

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) I 7£ 2 #F Apache Kafka hxZ< 3.9,
WMAXBFEETBERNER TR FENREDRHE , NTNERE T OB F#II6E. EHENARERFR AT
MERBFTREHEFREE (Rx ) REALHE , A ERENZERE 2 ARTESN BERS.

3.9 RR&E— /R X Kraft THIEEE RS ZooKeeper M Kraft THIBEEE RS IR
Ao Amazon MSK R A 3.9 RUELRFNYT BXEF , BIZRAR Az ARITE,

EXEZFAEEURNHNBREENTEIRK | 155 Apache Kafka BY 3.9.x R A& 1718,

I 5% MSK MR 3.8.x

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) I 7£ 2 #F Apache Kafka hxZ< 3.8,
WMAE , BRI LAER 3.8 MefE A KRAFT St BB EE ZooKeeper A ER , LT LURIMAW
ZooKeeper ETEH AR NEA 3.8 k. Apache Kafka 3.8 @& — LIRS M AENEIRIEEMETH
feo TENFYREBRBRIEERRINEE. XHFEEMEA 124, zstd M gzip FEREKER , RATLEL
BERBIAESRE R IR — T HLICIERE,

BEXEZHARRURNHNE REENTEIIR , B2 5 Apache Kafka # 3.8.x lRA 1T,

Apache Kafka RZAs 3.7.x ( THFEFREN D EZFHE )

MSK LE# Apache Kafka Hx4s 3.7.x &% Apache Kafka W4 3.7.0 I3, B LIBIBER AR
MBEEFHUFERAFH 3.7.x A, BEX—RAGAEEH , & Apache Katka #t X EARHFWHHTEE
WA (Blgn 3.7.1) B, BRBHFEXRATA]. FX—BE#THRATH , Amazon MSK B3 E#H
37X UAEZHIZRA, XELZEBMITBERTREUNZEUNEREEPTR , MEFAEREH
%, Apache Kafka K BIX LN T B EMA T LBIFRAFREM | BETUMNHEANTIEEMRAH 2
W, MASELEFRNARFNENHEAE R, BHARESHEMEMEILIE (Hl) EFH
CloudFormation , AR Xt R A a5 & #91X — 31t

Amazon MSK I1E X #F Apache Kafka iRZx 3.7.x F#Y KRaft # 3 ( Apache Kafka Raft) . &
ZooKeeper TR —#f , £ Amazon MSK L , KraFT £ #I88E2EEN , TELIZMFEMIARA , bF
FELHTTFNNREREE, T , FRULE Kraft X TRl KR | th T LAE Apache Kafka M2
3.7.x LBIEBER., ZooKeeper £ Kraft EX T , SHEFHF LK 30 MEEFMEL , B£&Z LR 60
MERXRANBNEBREEFZ X , MEEZFERESREH, Zookeeper-based BT fi#HEKX MSK L&Y
KRaft WEZE R , HSEKraft 3,

Apache Kafka ii7s 3.7.x R 28 — LW REMENEREENFT . TERHSFBHNESHHAN
SERPLACH B SERRIFMACET, BRBEEMEREENTEIK , 1535 Apache Kafka 3.7.0
RATUHA,
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Apache Kafka R4 3.6.0 ( XEBEFREN D EFME)

B X Apache Kafka lx 7% 3.6.0 ( XIFEFREN D EEME ) WER , B5SH Apache Kafka T M 15
L # Release Notes,

RTRELN , EAMRAF , Amazon MSK [FHLLEF MEE Zookeeper U THREE,
Amazon MSK kg7 3.5.1

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) R EXN FIEH MU A ERHZF
Apache Kafka R 3.5.1, Apache Kafka 3.5.1 @& — YA iR SN E RIS EMIMINEE, TENEE
FBAETESIAFTNINRBANS X DB, EAMRES , Amazon MSK L E A FEIE Zookeeper LA
HITHREE, AXUUHNERIEENTESK , ESH Apache Kafka 3.5.1 K178,

B X Apache Kafka fxZ 3.5.1 W52 , 2 Apache Kafka T M4 LAY Release Notes,

Amazon MSK fRZA 3.4.0

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) B fEN #TEBMMEER KiF
Apache Kafka MR4s 3.4.0, Apache Kafka 3.4.0 @& — &£ a2 SMHEEMNEIRIEENFTINEE. = EThee
BE—MEE , IRSMNRENEIAPRIVIREMS. EARREF , Amazon MSK F4LEFERAMNE
¥ Zookeeper AHTHHEE, AXRUHNEREENTESIR , FS 6 Apache Kafka 3.4.0 K1TH
B,

B < Apache Kafka fr7x 3.4.0 {2 , 125 Apache Kafka TE M4 L# Release Notes,

Amazon MSK g7 3.3.2

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) MEXNFEH MG EHTF
Apache Kafka W< 3.3.2, Apache Kafka 3.3.2 @& — LA {25 MM B IRIEEFFINEE, TE IR
BE-—MEE , TREMNFENEIAPRIVIBEM. EARRESP , Amazon MSK F4LEFERAMNE
H Zookeeper L ITHREE, BXIHMEBRIEENTES|K , 55 Apache Kafka 3.3.2 K1Ti%
B,

B >x Apache Kafka M7 3.3.2 {2 , 25 Apache Kafka T E M1t LH Release Notes,

Amazon MSK k7~ 3.3.1

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) EXN FIEBH MG ERTF
Apache Kafka W74 3.3.1, Apache Kafka 3.3.1 @& — &[S MENEIRIEEMIFINEE. —EFE
e BN ERN I XEFNERE, N TRERNK , EARKRAEF , Amazon MSK fF4E4E £ A FEE
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Zookeeper B {THHEE., BXx#HMEBRIEENTESIXK , HZH Apache Kafka 3.3.1 K17
B,

B X Apache Kafka fxZ< 3.3.1 W52 , 2 Apache Kafka T M4 LAY Release Notes,

Amazon MSK fRZA 3.1.1

Amazon Managed Streaming for Apache Kafka ( Amazon MSK ) TR fEX #TEB MM A ER K iF
Apache Kafka K7 3.1.1 #1 3.2.0, Apache Kafka 3.1.1 1 Apache Kafka 3.2.0 @& —La[iEE M4
BEMNEIRIEENFIE, — X ENREITITFENEBNED D VER. ATRERR , EARREK
B, MSK R4 E AR EE Zookeeper A ITHHEE, AXUHNERIEENTEIIK , HSH
Apache Kafka 3.1.1  3.2.0 B9 & 1T1% 8,

B X Apache Kafka hix7< 3.1.1 Ml 3.2.0 K915 8. , 5ZH Apache Kafka &ML LRy 3.2.0 Z1Ti%EAH
3.1.1 1T,

Amazon MSK 7 EZ &R 2.8.2.tiered
AR A 2 Apache Kafka MSK-only A2 2.8.2 B9 Bk A4S , SFFIR Apache Kaftka B im R A

2.8.2.tiered RABE D EFMINEE , ZIh8ES Apache Katka 5| AfY API 3AKIP-405 , B
Amazon MSK 2 EE#INBENEZER , BSRGEREN D EFME,

Apache Kafka M2 2.5.1

Apache Kafka MR7s 2.5.1 BEZMEIRIEENFEE , BIEE T Ap ZooKeeper ache MIEEE FixH
fERNZ . Amazon MSK 2t T TLS ZooKeeper &imTi & , A LUBI DescribeCluster BREE )X
LRI T Ko

% DescribeClusteri2¥ERV#i tH 23EZookeeperConnectStringTlsm , ZFRFIH T TLS
zookeeper % &.o

TR RHIETRT DescribeCluster ##{EANERL ZookeeperConnectStringTls & :

"ZookeeperConnectStringTls": "z-3.awskafkatutorialc.abcdl123.c3.kafka.us-
east-1.amazonaws.com:2182,z-2.awskafkatutorialc.abcd123.c3.kafka.us-
east-1.amazonaws.com:2182,z-1.awskafkatutorialc.abcd123.c3.kafka.us-
east-1.amazonaws.com:2182"

BXH TLS ZEATF Zookeeper WER , SR £ Apache FR{EA TLS Z£ 1% ZooKeeper,
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B X Apache Kafka lx % 2.5.1 WEZEE , 12 Apache Kafka T M4 L # Release Notes.

Amazon MSK iR &8R4 2.4.1.1

BEARAS 2 Apache Kafka kRZs MSK-only 2.4.1 f9I S5 iR 1EE IR, LW IRIEEREBEH

X —NENRBAIEERF KAFKA-9752 , ZBBALSBUEREFHETHEF FEHHRFZR

o Prepar1ngRebalanceﬁtlﬂﬁé?’ﬂﬂéﬁ Apache Kafka MR7x 2.3.1 f 2.4.1 BEEF . LLRAS
SXHEENEERRE , AT Apache Kafka k7 2.5.0,

(® Note

IBITARAS 2.4.1.1 19 Amazon MSK &8 53 % Apache Kafka {7 2.4.1 B94E{7 Apache Kafka
BEFmRER-

MREEBERMEA Apache Kafka 2.4.1 , BUUEXHEY Amazon MSK &8 E A MSK HiR1EE R4
2411, O LURHETT Apache Kafka H&ZIK 241 WIBEHEFN ARAE , UMALEEREF. BX
AEMBEFHNES , BSHEFHH Apache Kafka M7,

EETNHERARD 2.4.1.1 REWER THERLFIE , 3 FEEE Amazon MSK & #Y 15
K EFES4A £/ 1E PreparingRebalance IRAZB 5 -

Apache Kafka W24 2.4.1 (XA 2.4.1.1 fiR)

(® Note

BT EBFE A Apache Kafka MR 7 2.4.1 RIEZFTH MSK &8, MR , &AL Amazon MSK
BiRIEEMRZA 2.4.1.1 53# A Apache Kafka k& 2.4.1 NEFIREEEA. MH , IREL
B £ A Apache Kafka KRZx 2.4.1 B MSK & , BIUEFEHEH 7 EA Apache Kafka lx 2

2411,

KIP-392 & Apache Kafka 2.4.1 lRAHP B WX R Kafka R[22 —, MIHH A
FEABRMNRIENEIARRR, EFALIE , FRFEAREMLETR client.rack RE
NEMASTAHXE ID. ATAX ID BHEA— /\@J?E‘E usel-azl, Amazon MSK &%
broker.rack REAREA AKX ID, EELHFF replica.selector.class BEBRMHIREN
org.apache.kafka.common.replica.RackAwareReplicaSelector , IX= Apache Kafka &

HH rack BRAEIR —FXIM A RN
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IR E A R ANEY Apache Kafka BY , PER_TOPIC_PER_BROKER ¥4 5l h S #rXFE &
BEEXERNIEERTRET. BXERBENEZEFEER , H2ZHthe section called “PER_ @@
TOPIC_PER_BROKER ZR 51",

BxrummERTAHAK ID WEE |, 55 Amazon Resource Access Manager F F 18R 5 B 188 &R
WA AKX ID,

BEREEEEBHEMNEE , i3 Mthe section called “RIBAEE",

BXREZEE KIP-392 , {535 Confluen ce T E F K o 1FF F & M &I K &l A 12 HL,

B> Apache Kafka Wi 74x 2.4.1 NEZ{E R |, 12 Apache Kafka TE M4 LB MRS 5% 88 o

Amazon MSK kA< 3 %

WETANE Amazon MSK WA ST 5 BE M F+4¢ Apache Kafka iR BB, MR EAH LK Kafka i
AR, BB AR RS E PR RESRE,

F&

« Amazon MSK MRAs % 155K B
+ 4R Apache Kafka kR

o REARNZESKER

Amazon MSK MRZS 3% 35 5K B
AT LT Amazon MSK X 1FH Kafka MRANEY 5K EE

o FiE Kafka RAEZXE  EEREHALSIHAY, XEALIHAHPNEMRER  BERZE
#) Apache Kafka fR4s, FELXRIEXIFEEZE |, HEMN MSK £8ARIHED Kafka MRASHE 5 iR
K, BXRHAL Apache Kafka IiRAWFAER , TSR AR Apache Kafka ik, ELXIEXFAEZ
JEfE R Kafka RS B AR FIHEN Kafka iR, B ARATUEIFERBBEHNEM
R IT. EARZE , BEF2WREEMBEA,

s MSK HZELZEIXNFERAC AMAIETHE B HIM Kafka IRASHFTRI B E BN .

F4% Apache Kafka kx4~

BT LI AR MSK E8 AR N BHRAM Apache Kafka, TEFHREEH Kafka M4z 81 , EHRIA
E PR RAR X EH Kaftka iRA< S #9 ThEE,
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BXMAEARPEEEESE AT ANES , 3 Mthe section called “HE S E Al AR SR,

F A F R Apache Kafka M4~ Amazon Web Services EIE#Z# &

1. ¥ https://console.amazonaws.cn/msk/ 7 Amazon MSK 2 &1 &,
2. ESMEL  EREEEPEE MSK S&HY X,

3. EBREAERM MSK £#H.

4. TEREM®EINF L , 7 Apache Kafka MRAEB 0 & B FA R

5. £ Apache Kafka iR Z<&B% , HATATFIRE -

a. TEi%&#E Apache Kafka lRA TSRS |, BFEAREN BIRRE, a0, &EF 3.9.x

b. (Wit ) EREFRAREY K RIIEHNYRAETHAARRECEARERE. RE &
Bk R A8kE,

(® Note

Amazon MSK X K %% Apache Kafka A # TRttt A K. {E=R , M ZooKeeper-
based Kafka MR A~ H ¢ £l KRaft-based MRAET , AR —NRER. AT, BHE
SHEFHES  HEEFRUBREFRER.

c. (W )RPEMEHEESIRE , NASHRARTNEEEHN. XHREA THRAHIAEE
Mokt

NRFEFRFUANEAENEE , THIX—F,

(® Note
* Server-side AR 2B EHEF RN ARERF
s NRBEBRREMY , TXERARERR,

d. EEAZLITHEARIRE.

{# B F4% Apache Kafka Mx4~ Amazon CLI

1. BITUT®HS , ¥ ClusterArn B R QIR KN FTIREA Amazon BIREH (ARN ) . 40
REBZBZETWN ARN , AILIBR S HAIEERERKEE. BXEZEER , 5 H the section
called ‘5l H &R,
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aws kafka get-compatible-kafka-versions --cluster-arn ClusterArn

tean B B RS A LU EE B A R BIHY Apache Kafka iRA#I Sk, HRABREL T LT RHB,

"CompatibleKafkaVersions": [

{

"SourceVersion": "2.2.1",
"TargetVersions": [
"2.3.1",
"2.4.1",
"2.4.1.1",
"2.5.1"

}

2. BITUT®HS, HF ClusterArn BN AIEREFFTRENE Amazon BIREH (ARN ) . 40
RIBZBZERN ARN , I IERFIHMEERXKEE. BEXEZEEL , S the section
called “FI H &R,

¥ Current-Cluster-Version BN EBNIBIRA, A TargetVersionfRAILM E—
N T HY S PR E A B ARAR AR

/A Important

EEMATREENER, EEREFNIGRIME , B A DescribeCluster#E= desc
ribe- Amazon CLI cluster 8%, RBIARA R KTVPDKIKX@DER.

aws kafka update-cluster-kafka-version --cluster-arn ClusterArn --current-
version Current-Cluster-Version --target-kafka-version TargetVersion

=N SR EHWELT JSON PR
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"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/exampleClusterName/

abcdefab-1234-abcd-5678-cdef@123ab01-2",

"ClusterOperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef"

}

3. E3RBupdate-cluster-kafka-versionR{EER , Hiz{TUTH
%, ClusterOperationArnBiR A EGTH HPIREBM ARN, update-cluster-kafka-
version

aws kafka describe-cluster-operation --cluster-operation-arn ClusterOperationArn

% describe-cluster-operation @S EYH H I BLT JSON ROIFTR.

"ClusterOperationInfo": {

"ClientRequestId": "62cd41d2-1206-4ebf-85a8-dbb2badfe259",

"ClusterArn": "arn:aws:kafka:us-east-1:012345678012:cluster/
exampleClusterName/abcdefab-1234-abcd-5678-cdef@123ab01-2",

"CreationTime": "2021-03-11T20:34:59.648000+00:00",

"OperationArn": "arn:aws:kafka:us-east-1:012345678012:cluster-
operation/exampleClusterName/abcdefab-1234-abcd-5678-cdef0123ab@1-2/0123abcd-
abcd-4f7f-1234-9876543210ef",

"OperationState": "UPDATE_IN_PROGRESS",

"OperationSteps": [

{
"StepInfo": {
"StepStatus": "IN_PROGRESS"
.
"StepName": "INITIALIZE_UPDATE"
.
{
"StepInfo": {
"StepStatus": "PENDING"
.
"StepName": "UPDATE_APACHE_KAFKA_BINARIES"
.
{

"StepInfo": {
"StepStatus": "PENDING"
I
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"StepName": "FINALIZE_UPDATE"
}
1,
"OperationType": "UPDATE_CLUSTER_KAFKA_VERSION",
"SourceClusterInfo": {
"KafkaVersion": "2.4.1"

I
"TargetClusterInfo": {
"KafkaVersion": "2.6.1"

}

R OperationState HY{EN UPDATE_IN_PROGRESS , H&&F—ErtE , AEBXE

1T describe-cluster-operation @if. BETHK/G , OperationState WEZEN
UPDATE_COMPLETE. HF Amazon MSK EHXRIEFMEMNIRIZTHE , BAEFEREREE
EIRET Ao

FH APl #4 Apache Kafka hgas

1. @A ZGetCompatibleKafkaVersionsig#E LUIREUR ] LAF &£ B F R EIRY Apache Kafka MRAS51 &,
2. W@HAZUpdateClusterKafkaVersioni B E B A R F 3R B Apache Kafka R4z —,

ARAS T R B S £ K B

N T Kafka RAARSEHNITHRRDEHFHAEHBRE S IREEY |, BREZ T HM Apache Kafka
TENEE , TR :

s NTFNXAAXERH , FEBEHEF (RF) WR/NMERER 2, W F=0AKXEH , FR/NMERE
N 3. RF{E 2 A2 S+ AREINEL 2 X,

- FR/PRFEIERE (minISR) WEREENLEFEF (RF) /N1, BIminiISR = (RF) - 1,
XAUBARS XEAETUBRB P EIEAELESIRTLEEH,

- FEFPREENEASAMMEBEEFRE, IRXIBEFHNFSERE /0 FHREEL , WEEF R
WIEZEFHRERIESMMMEAURTHEER, AXNARNEESNMENEZFHENESR ,
B2 | Getting the bootstrap brokers for an Amazon MSK cluster.

s BB EEEPRARIMENRESLESRAE , AENFIRERENIEFZH, BFR
FRTZ MSK EBH Kafka IRAR EdnEHILLE (EOL ) BEIRRS] , X EHE EOL B2 RiE
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FX. Apache Kafka #2f#t T A F~insRAMEEE , ATRAFEFHERNERESER , R
Ko

o EAMRZA 3.x.x By Kafka BEFin AIREE B LA TEIAE : acks=all M
enable.idempotence=true., acks=all EZHIMERIAE acks=1 FE , CBIBWRAEREZD
BIAEEINE R ERRIBETNSA M, BH , enable.idempotence BWERIAELLEI N false,
f# enable.idempotence=true EXNEBRIAEATREESHEN TN, XEFREANRESE
RIZE , TRESTRIEFHNLER , EXEEFERESEEEN,

- BIEFH MSK &Y , BEAHERN Kaftka R4S, FERAKEERN Kaftka RATTLEZ R TR
Kafka 1 MSK Ih&E,

BEZ Amazon MSK £ H 8] &

LT ERETHBEHEE Amazon MSK £ TREEFEEMN R, &t a LU B & E| Amazon Web
Services re:Post, BXHEE Amazon MSK EFIZRRIBHEER |, BSE X Amazon MSK & #2853 17
FEHERR,

£

- HTEHEH , SERS BHWEEN

- {EARAEFHE PreparingRebalance IRZAS

+ [@ Amazon CloudWatch H &AM HER HES
« TRMIANRE4E

« £8E R CREATING R

o EFPIRASM CREATING ZE ) FAILED

« BEERAN ACTIVE , BERSRTEREHE  NEFEART EEREE
+ Amazon CLI FZ&7%18 5] Amazon MSK

« FXBEASHEIRTE S

- WEZRTE

c RETRE

+ #l5 A3R1E NotlLeaderForPartitionException

* Under-replicated X FE/Z X (URP)

« EFPBEEN __amazon_msk_canary #l __amazon_msk_canary_state By 3/

- PXEHKK

HEZE Amazon MSK & B /Y B &5 282
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- TEBRIEFE LR FEREHER

» THEBH IPv6 51 S5 B EE

o TEMNRNEBTE B EEE Amazon: M 45 6] &

- SHORIEAM  EEXABEZ

- SHRRIERY : 2FENBEAE

- MSK Serverless : 52 LK

« Fo3t KafkaVersionsList 7 MSK i & E #

HTEHEH K SERSTHHE A

EiFRIABSTE4HERE , Amazon MSK AJRE AR LI B 1ZE, Kafka BIMEFHHHMAIE
ERSXREMERHTE. — BErXEREFHAEL , EMNREERREBASNAELEAR (ISR) K
AR

(7] &

ENBERMENKER , —EFRAPIITXARSETEMDXIREEL. XARKETEZ ,
RAAXEDXAREEARBE-RENREBRERS K MzRENEER (E4 ) HtoX. &
HREANSERESELERGMWN , MIABERTHEY 250 MiB, SHIXMEHNE , FFIEE
HENDXBLZIEE , SEERPEXLEE NI XHAZ ISR WEARE ( FMUNERHTZER
A acks=all SBMASESX ) HIER, LRABEEARBRNFEAND XNBRAEHFENE
Mo

B
- EREEH /ORS , FARSESELEREEIN,

- EREREFEUNNTREY  FEREFESFHENMERHE. NTEFHEEHRG , BIUY
RNEHEEIRE MiB/s 3 500 , BREGRAFENESREHLENAG M. 7 Amazon MSK & H
MR ERETEFHEELE.,

s NTHRABREMBALEFESD , B num.replica.fetchers BRIENERIAE 2.

{F 854 <% £ PreparingRebalance K7

MREH NS MNEREALT KABFERS , WIRE AR Apache KafkaM & , ZEE I T
Apache Kafka KAFKA-97527<2.3.1#12.4.1,
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EfRLEE , BWEREREARE Amazon MSK SR 1EERZAE 2.4.1.1 , HFEEHIT LRBENIEE
BF. BXNUEEFEENE Amazon MSK #HiRIEEMRAE 2.4.1.1 WEER , BZH AL Apache Kafka
R

ERERARE Amazon MSK FHIRIEEMRA 2.4.1.1 WER THRLEEEN T ER , REEER &
SRR NI B Katka B/ , & R AERE FMENEARANBDEARET R

SKEER SRR P
EEFFHRPRIABSHAAMNY , BIMITUATERE

1. §9 Kafka £ FAZEEEM group.instance.id BHIRE N A IRBIAFERABNBESZRTH,
2. BREENHMSFIEERAERABRSTRSR,
3. [FEHLBBINEMN Kafka FHE,

NMRFEFREETHNREBNRENATEASRETIRMAERARAEN FPHNER TRENEFE
BE , MEABRSKADNSETR. fln, MRENEAFNARFAURE S 28FaA , lla
EENNSEERN 4 28, MAREKIAG 10 ¥,

(® Note
ERBSKAMUALREBI L RIZN TN, BIEEABSKADY , EMAEES Lt E
Ao
ERMARETR

EERMARETR , BT TRE

1. f£MA kafka-consumer-groups.sh @S iIRBIABARS
2. f#£H RebootBrokerAP| BEEH B FEREREHNBHMN AR,

@ Amazon CloudWatch B E&E4E X E B &t 48

LR A IF EBRIE N [ Amazon Logs £3% X E CloudWatch BER |, ATAELIBEIR M HISE R 2

o
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MRIBEF InvalidInput.LengthOfCloudwWatchResourcePolicyLimitExceeded & , BE
i, 1E|EFHJ«X /aws/vendedlogs/ FAWEELE, BEXEZEE |, BHSHEAMNEL Amazon Web
Services i FHigFo

MR FIERFInvalidInput .NumberOfCloudWatchResourcePoliciesLimitExceeded® ,
BRI R EYE A Ama CloudWatch zon Logs B |, HEE ML T JSON,

{"Sid":"AWSLogDeliveryWrite", "Effect":"Allow", "Principal":
{"Service":"delivery.logs.amazonaws.com"}, "Action":
["logs:CreateLogStream", "logs:PutLogEvents"], "Resource":["*"]}

MREZHFG LR JSON MEIME RS , ERFBRRETREECRIFMERBHNEAKE , R
£ JSON M tnZ 4889 2 — 4 Amazon L CloudWatch ogs E#EH, & JSON MMMBIMEFHEE , BB
RERFRE B EEHIREN Amazon Logs. CloudWatch

ERANLZEH

MREBZHAVBRES  HUIBRERIERIANLZSZYA , NTEERRAEGEANERRE VPCo BEE
EHREQERFERL VPC EHZLANNR , RAEEH. BXATHEREENKERE , ESH
Amazon EC2 : AFUREFRNERF APEEERTE VPC XK EC2 224,

58D TF7E CREATING 7

BE, ERVNBTEEKH 30 28, HEE30 98 , AEERIREERNRS.
EEIRAB M CREATING ZEH FAILED

EEREROEER.

EFIRD N ACTIVE , BERSBR L ELERIE , B FRASTEZREE

- MREHCIERI (EFHRSH ACTIVE) |, BETELERBWEIE , BTRRERSHNERSENA
BEFEERNIGEER, BXEZEER | 5 the section called “BIEZEFimit EH P IS,

. &u%*"ﬂﬁir&%%ﬂﬁﬁ%ﬂkw@%ﬁ BEERNFERABENPRBRRE , NEFRTLER
KAFKA 7697 , £ Im Apache Kafka fi7x 2.1.0 , HAIBESB— NS NMEBAER, BE
% 'JApache Kafka 2.2.1 , ZRATZUEIREM, BXRUOATEBHELR |, 125 @the section
caIIed T E MSK £&7,
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Amazon CLI F&3£1R 5 Amazon MSK

RSB E Amazon CLI ZE{ETEEIRE Amazon MSK #5% , i Amazon CLI NG S A RIIEH
MAs, BRMAIFARKIEMIEEE Amazon CLI , ES %% Amazon Command Line Interface, X<
A Ai=1T Amazon MSK a8 S RIEE. , F3 Hthe section called “<8ThEEF#E 4", Amazon CLI

7 XA B AR E L
XLETRERMB RN RMEIR, ESMthe section called “H{FE ZE AT 2",
WEZ=RTZE

HSEUTEXEEME RN ERESEE ; the section called “Y¥4 #27 #2 Z8 8" Mthe section called “IA &
BIERESE,

ABETRE

MRELZIM MemoryUsed FEFRABE MemoryFree KK , XHFERBEFEME B, Apache Kafka B9
RUHNRRESFARNTF , HUSKEFREERF.

%2

#l Fr A3k 18 NotLeaderForPartitionException
XEFRIEEEIR, NEREEN retries BEESHRENS THYAENE,
Under-replicated X FEMH 7 X (URP)

UnderReplicatedPartitions ERRERENEEER. EERETHW MSK £&#+ , IiEtrNE
N0 WREARTE , XAERANTENRREE.

« W1R UnderReplicatedPartitions 2I&{E , RBAUREE T ZERN K PIEEFEE , TELE
EAFEERE, ESMthe section called “Fr/ERIEIHIEEER

« R UnderReplicatedPartitions #R& KT 0 ( BREEEREH R ) , FEAREETHIR
B TPRHIME ACL , iZ ACL RERERFEBHRNR. EEHSX , X0 @KEERT READ H
DESCRIBE BRI R, BIAERT , ¥k READ #X —#£1%F DESCRIBE R, HXI&E ACL
WS LS , 25 Apache Kafka X R AR ACL

E#HPEAN __amazon_msk_canary F __amazon_msk_canary_state §9E &

BB SEE , MSK £EHE—1E R __amazon_msk_canary WERB , MB —NEBHEHRA
__amazon_msk_canary_state, X2 Amazon MSK &I 3 T &8z TR M2 M FARHY A 2P
FB, XEFTIERBR , TEKRPDATLAZEER T,
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2 XEH R

PR K& CLUSTER_ACTIONS Li%& ACL.,
TETRRIEFF B A H G R EE

MRENEFECTFBELALTRNR , BRMATEEIERMNERE , TREUTSRIRE

1. BREFZSEMALEANAFEN IP it MEFHKED, BEXEFHROSHIIR , 5 Hthe
section called ‘i A5 8", R EBREZSEPVHEHN A FHEBE, BXxZ2ARE AR E L
HNMEZER |, 5% (Amazon VPC AFIER) FMERN VPC L 44H,

2. TARER VPC W% ACL I AMMNG AFERN IP it MEFHKOD, SZL2ATE , W& ACL
TIRE, ZEREELAEEAEMBWEAN, EHEANF , RFFERE (KRASEHE :
0-65535 ) KIAFIEH IP #hit. BXEZEE , iS00 (Amazon VPC AFIEEE) HHY 7 M0 AN
BRI

3. BREFEANRARFHSISREBZFERGRER, FB T LAHBRNEN MSK £EBEERIMNT
BINSISREBZR/RE , — NATFLHRER , ZB—NMHFM AmazonIEBiGRE,. BEXEZER |, S
¥ the section called “fF FAZREN 5| S FKE Amazon Web Services BEEE A",

ToEE IPv6 5| 515 R S8
MREIE LR IPv6 5| S PRHRERIEHMBNAE , BREUATSRRE

1. BRENFFIRENSET IPv4 F IPv6 ik, EHNEF RN ARFSAERNEBA IPv4 H IPv6
FUHFAREEN FRFIET. REZHN VPC 2ERNESR IPv4 CIDR HRFX<EKA IPv6 CIDR
R, BANEHNFRENZHAT IPv4 # IPv6 ittt , HFIRIEERH EC2 RHIHEF A ImFERBRN 2
BT IPv4 #IPv6 sttiit, BXEZELR , 5510 Amazon VPC A FER AR VPC M FMH
\P 3t

2. WRLZLEAALEMEBILHNPFEATH IPV6 50, HINAEM L2k 888 IPv6 Hbit i
EREOFNRE  ASHENANEZE R AT IPv6 RE, BXEANEOS | E3E MSK XY
PR OEE, NRENHEKER TIET , BISERNER IPv4 M IPve #1ll, EXLZeERE

AUEFEUEMRNNEZER | H55H (Amazon VPC AFIERE)Y RHEH VPC WEE4H,

3. BRJIVM BHEEEBULIE IPV6, EENEFHMNARFH |, &
Bjava.net.preferIPvbAddressesHtrueMljava.net.preferIPv4StackHfalse, X
LRERUBRENREBMEDS JVM S8, #TXLEENRG , BENMSINARFUAEREK.
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FoEM R BRI R EE8F Amazon: 4% 6] &

WMREM Apache Kaftka R FTEE MSK SRR ZHERE , WA LMIT T EEN .,

1. fEMthe section called “FREVE| S RE"FNENFE 2 —FKIS| SRERM L,

2. TELAT@$™H , bootstrap-brokerBNEEL—SHRBPIZRL AU 2 —, MBEHFIZE
AEA TLS SHRIE , WEport-number 9094, MBEEHFHTFEA TLS BMHRIE |, Bport-
number&i# 9092, MNEFiwmitEVZTH S,

telnet bootstrap-broker port-number

H & port-number 7 :

- MRFGEERERNFER TLS /KU , MR 9094,
o MMBERTFERA TLS HHKIEN R 9092,
- MRBATLARER , WEEHMIFAS,

MEFImITENEITHE S,
3. WARSISKEESEETLHENS®S.

MREFFFHITENERHENRE , WRTEEEZRT, EXMERT , ALETUTHERRE
Apache Kafka BF i —BREIEH, ERBbootstrap-brokers , & AR EIREMA T Ethe
section called “GREVE| SRE”, topicBAEBH A

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list bootstrap-brokers --producer.config client.properties --topic topic

MRE-—NRERIY , WRREFRREER, MROATEMNNRAERFUENER  FENARFR
AR

MREFFPIBITEVNLEHRNRE , FSEUATIANMY , REBXTELPBITEVIRENES.
B — VPC 8y Amazon EC2 Z /i MSK &£ &

MREEFIHITENES MSK £8UFRE— VPC /b | FHARERZ A EEEZIREEFFLIKITENR
L2EMNRENAERN, BEXEEXEHANNESR  FHSHZTSENN, BEXNMANSERVTE—
VPC A B Amazon EC2 EfIi5 R E£& Y R , 1S Hthe section called “FFEAE",
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fZFFRE VPC H#y Amazon EC2 B imHl MSK & &

MREFFHITENMEFRHCTHDORER VPC F , BHEEBEUT M4

« XA VPC BN FIEREMN,
o XFEELTEIRS
« XH VPC HEEHREEWEWRE,

BX VPC WHEEEMNER , BSHER VPC WEEE,

On-premises & i

X TR E N FEAEEES MSK SR A M ik Amazon VPN |, IEHERBEL T &4

* VPN EEIREN UP, BXUMMAKE VPN EERENELR , FSHANARE VPN BRER 25K
B2

- £8 VPC WEHAXRIEBHRMERRA Virtual private gateway(vgw-xxxxxxxx) HIZits
CIDR HIE&H .,

« MSK 8N Z 24
TCERERIRE ) LWRE, TLS-encrypted

BXEZ Amazon VPN BEEHEERIER , 1555 Client VPN BUEHERR,

Amazon Direct Connect

R E P iss A Amazon Direct Connect , {55 B #[EHEE Amazon Direct Connect,

MR R ABHEEIE SRR AE |, FEASEHAEELINERE, BEH PR, BEH
tcpdump Ml Wireshark ETEXRSHTRE , HBRRREIE MSK £FH,
BMRIEAW  EEIBTZ

Failed authentication ... Too many connects $5iRXBERBEERPES , B —1E
ZN IAM BERIHRERBUBHNEEEEITC. MHEBREBESIESHH IAM EZRER | &7 U8 m
reconnect.backoff.ms BESH,

EFMATHESNMMENIEZERRS , 558 Amazon MSK REI R H.
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https://docs.amazonaws.cn/vpc/latest/peering/working-with-vpc-peering.html
https://www.amazonaws.cn/premiumsupport/knowledge-center/check-vpn-tunnel-status/
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BHRIEAK . RiERNBEARE

HEFiRSAERE SN IAM EiEEZEDN LN |, X% Failed authentication ...
Session too short iR, BFESHRE IAM EIEWRIFAR. REAUENERE , HiREILAEE
AEBESERHNE , XS B3RS H I 6 B 5 51K kK.

MSK Serverless : 8612 &K

MREZH B MSK Serverless 587 , ETERERM , MEAMRELNCIE VPC in R, B AR
ec2:CreateVpcEndpoint BE , RIIEHNEEARBTERFELE VPC WmRBVR R,

BXRWITATE Amazon MSK IRIEFMTEMN TEBNRYIEK |, BHS 1 Amazon FEEFRRE -

AmazonMSKFullAccess,

Jo3% KafkaVersionsList £ MSK Bt & A E &

BE#H AWS:: MSK:: Configuration &R #IKafkaVersionsListE Mt , B AMH E RUTHEIR.

Resource of type 'AWS::MSK::Configuration' with identifier '<identifierName>' already
exists.

E#KafkaVersionsListEMA , EMBRIBEE 281 , FHEFHE S Amazon CloudFormation E
FAIBFEE. Amazon CloudFormation % EH AN , EAFEEFANBENSIEREHER, X
HNERFTEZRER. ERIERH KafkaVersionsList , BMMER —REFEFHEHE M.

AL, SR REELE KT hnZEIE B Amazon Web Services Bt &l & = OIZ M EAEEE Amazon CLI
BRUATARRNBEHE B RRES |, LABHLE R R % M,

UpdateReplacePolicy: Retain

EFMRINGE , B ZE Amazon MSK #2#| & HMBRIBEE., BXx MSK BBEWNEER |, ESR &
Amazon MSK Et &,

ERBEMRERENRESXE

ZIK“‘B j\éjnj T*T\;’Eﬁﬂ%ﬂ’ﬂt RRIERDEEN REKE, HX Amazon MSK EFISBHEIENESR , 18
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https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-msk-configuration.html#cfn-msk-configuration-name
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- FEREBHRESE

- REREBHRESRE

- Apache Kafka & iR R{ESRE

ERENRESKER

AEBELARFEA Amazon MSK B RIBER — L HKEXE, BX Amazon MSK £ HIZR R EXEMNE
B, BRI ESERE,

P imERE
RiFARRFFHO A A A M AR (REUR T RS BRI IRE , RBURT R HMIRE.

- HIEMEFIFHEEBS A £ Apache Kafka XH#N A RRSES  BRSTASEN T4 TEA
BEMNEERZEMBREXEE, RENRITXIAMITIAES (HIOAR, B0, EHHENR
FZRE ) MEL%. Katka R TURRNRERL , Bt Katka BF RS MZELBREBANER,
AXx2EHFMER , FHSMApache Kafka BF i RIELE,

- BREFBEEFREZEVCEREENTARHN —IMME, EEFENEEFTHEPEETZAMN
B, WAESERERINHETERRNEIMNABER, EXNARNEGSMMENEEFTRENE
8 , HSHIKE Amazon MSK £& K5 SR E,

« ETHEENE , RIS IREER S REEEKIEREE R,

AR S5 2R i E BB
FEERNAD  8MEREN D XHE

TRETFRTEWNBMUEREN D XHE ( BRIASEIANMBREERR ) . B D XHBEFZEFIH
TR, N TEMEETE S XRERENT R | XRRERNME.

KL AHIE BUNESMENS XHE TRHENRENZERD XE
( BREOFEIAFERFEEE
K)o

kafka.t3.small 300 300

kafka.m5.large I 1000 1500

kafka.m5.xlarge
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KL AHIE BUNEBMENDS XHE XEERRENERD X
( LR F BT RAEE &
K)o

kafka.m5.2xlarge 2000 3000

kafka.m5. 4000 6000

4xlarge . kafka.m5.
8xlarge . kafka.m5.
12xlarge . kafka.m5.
16xlarge =% kafka.m5.
24xlarge

kafka.m7g.large I 1000 1500
kafka.m7g.xlarge

kafka.m7g.2xlarge 2000 3000

kafka.m7g 4000 6000
.4xlarge ., kafka.m7g

.8xlarge . kafka.m7g

.12xlarge = kafka.m7g

.16xlarge

MRBIESHX, BELENAL , B2 XBRS , ERIXZARERIERE , WSMEATUTE
ZANPX , BIREZESHT TR NN EMMEEN R  ETREFHERSIEXBTHRBEE, NESH
RENS XBEBIATHEKRE , HEENEFIE , FEMELESRITUTRE

- EMEHEE

- FEEEFIRDPHRKEKR N

« ¥ Amazon Secrets Manager 4 588 SASL/SCRAM 5 135 1iF B £ F¥AH < BX

KE S Xk A[8E S B Prometheus #TEY CloudWatch FIHMELAET R 4> Kafka $8%F.
BREBEDIXBMIES , 1558 Apache Katka TEBNER 20 710N 2 X, RITEBWUERITEDS

iR UEEESEBREN KD, BXTEARBAIEZEER |, ESHthe section called “4XE3E
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FEERNAD  SIEHNMERERE

EWREME MSK EFNESMERBREH THEZA , iS5/ MSK Sizing and Pricing BF&#&. Lt
HFREEETEXLN, BREEMNET EC2 ¥ Apache Katka SEEHHLL | fHITHITHE MSK 8K
/NRIFESE Amazon MSK B4R, BXREFRIETNRAASHENEZER , ANEREGREESHER
WER, WREHNERTEITHE , FHNAE MSK EFREMH T —MES. EFMNME. KDFKA
EURTF &R AH) | BAUEE T SRR 3 TR,

ETHEKEERZBEHINAENE Apache Kafka 8 , FSRABRIFEBEDNIFEEN Apache Kafka &
BB MR AN REEE, Amazon XEBEXERETEXNMAARER X DUFEEE
HE, TAMNERERNES., eRREETHIMANNAGT R , ANEOT BERBENEER ,
DREXNAFERITEFTERKINES. EXETIEFHNERNER , BHSREA Amazon
MSK % EF#iz TE = TEABNRESE.

£1t m5.4xl, m7g.4xl REKEHINEHFTLE

5 m5.4xl, m7g.4xl HE XEHIET , L] LUBET AE num.io.threads H num.network.threads B i&E
FALTE MSK £EBNEFHE,

Num.io.threads RFREREHATLEERNEER, RNESLE ( TEYEH AR PZEFR CPU O
BE ) AYTREEHNETHLE,

Num.network.threads SirERBR FEZKBFAEE ABERNREMRN A LER. WELEREABERK
EiERAS S | LUt io.threads &3, ¥ num.network.threads & & 7 SEH K/ HFM CPU BOEE
B—2 | BIRI &2 ERFAESI KD,

/A Important

MR AR LI 0 num.io.threads , IH 2038 hl num.network.threads , AR iX A et S B SRAFIE
MRERE,

TRER T BNRARPWER

SR K/ num.io.threads BV {E num.network.threads B #EEE
m5.4xl 16 8
m5.8xl 32 16
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SLAB R s num.io.threads MY #EE{E num.network.threads I #EE
m5.12xI 48 24

m5.16xI 64 32

m5.24xl 96 48

m7g.4xlarge 16 8

m7g.8xlarge 32 16

m7g.12xlarge 48 24

m7g.16xlarge 64 32

FERASH I Kafka AdminClient 335 6 X & ID A PLHt a)

LIBFERET 2.8.0 9 Katka iR A FFRE - - zookeeper , NEH Kafka AdminClient ix 4 2.8.0 E
SR MSK Ml EEFHENFEHMS7BEEB D XY , TBW ID 2FZX (HBR: E2XHNEFID
RIEHE ) ., HEE , --zookeeper ¥REE Kafka 2.5 FEFHFH , HM Kafka 3.0 FFiaMIER, EHS
Upgrading to 2.5.0 from any version 0.8.x through 2.4.x.

ABFIEER ID FEE |, BFEA Katka FFIHRA 2.8.0 RESRA T Katka BERBE, HE , 2.5
RESRANEFIHITLER --bootstrap-servers ¥r&E --zookeeper ¥r&o

EEE A AR ER

FERAUTEN , UEEEHE ( FlIIEHFRIE K/ Apache Kafka fxZ<8t ) 3 Amazon MSK E#t

RER , RIFTRE MSK £ NS T A,

. 'LQIEEEIFH z%ﬁo

- BREFIEF (RF) ZEDN 3, BEE , ERIEMYPE , RF A 1 JELKSBIXEL ; MRF A
2 AR SHBEEK,

« FHRNESEAEK (MinISR) iIRBHFZZ RF - 1, minISR FF RF TAEAMILERFIEFH LA £ R E
£E#, H—NEIRLTHEIRSE , minlISR 7 2 F=@mEFEBATH,
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¥ CPU AR

Amazon MSK 58 ZUEZ SRR CPU £AZR ( EXH CPU User + CPU System ) R¥F1E 60%
MR, XATREHREFREZBH CPU RERLEBRESH , INKERE, BRI AR.

Apache Kafka AIARBEBZFEEEFFHREBZBEH 2B CPU fafk, a0 , & Amazon MSK
IREHEANTRESR , 2RTEFEY | LMHEITEN, Lt YA BEREXRERNHHA
WARART , Amazon MSK £ B3R TERE , —RUE—IMREEL, YEETSIXPIREEL
Bt , Apache Kafka REFH 2B 2 XS , ANTEEHIBRAEFHPHEHMNAE, B EFL&E
i, BULERAERBHN CPU RERABD I KIRESH.

(® Note
£ CPU FIAZRA |, & CPU BFEAERNEHE CPU User M CPU
System, iowait. irq. softirq Ml steal EHEHMEFIXNE K CPU EFI b ERE. X
It , CPUZRAHAFFTERZET 100% - CPU User - CPU System,

A LAE A Amazon CloudWatch IEREIFREIEE E1ER (CPU User + CPU System) , F &R
BBEAEFEFERAERN 60% NitR, figr , AIEREANUTENZ — BEH .

- B (HE)  FEHKRERNEFAT-DNRAWAKDN, fln, mRHaKNA
kafka.m5.large , MEHEHFHLUFER kafka.m5.xlarge, Fick , YEEFEHFHNRE KRN
B, Amazon MSK 2R FREREEL , HENN I XASNEFHF > EELEHEMBRE, SMME
WAREMBEERE 10-15 2.,

« ®I 2 MRFBHHFAEEEHRNEARABEANERSZNRERNN (BRAEFR  HREXEE
8, MFEFNFERABZRREATEE ) , FEIRAMREXT BEER, cEQFHESKSNINEEERM
DX, TR, i kafka-topics.sh --describe REENFTRMN D X BEALAHRE, 5
B —NETDARLE , ETIWEFER[IRETUER A EE TR A, I, iR CPU AFKBAE
X 60% , MAFEALL®ED , RAXREXNT BEET2SENERENAFIEM,

« A 3 BRAMKERY BME MSK 58 , ARMEAE N kafka-reassign-partitions.sh
Mo XEHFP»EIERERNIMAEIX, ER , MREBFEALED , WEEFHFIEIXE , £FF
FENRRREBEN—IMMEEHTS —ME, SEHMNETEL  XTESE—FHIEEMm
EHNMAE. EHit , Amazon MSK FEWE CPU MIAERST 70% REALEI , RAEHSSH
K CPU ABAMERE, NHEIAMNEIA AT , Amazon MSK = 21 A L% T,

HAzEI -
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/using-metric-math.html
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- EROESENRE , BKESMEN CPU BERAER, MRKREN CPU MAXR—EFRGE , WA
BERAEFHNNAR S BT, RIMNBIERA Cruise Control , BE 2 X5 BIFLEEEAR DB

- BERERMERALER, £RMEALRSMEE CPU FIARELMHEM,

« JMX HMEREIFE : a0 REFER Prometheus WEER ATFREZR RS , WEWNIEN Prometheus EHLEL

B (prometheus.yml) £/ 60 = EKAVHMEREIFE (scrape_interval: 60s), F&IKIMENEIR AT RESS
£ W CPU EAEXRYES,

MR 7 (A

NBREFEHEHENEEZETE , HelEKafkaDatalogsDiskUsedi5 12 #5#RHY CloudWatch B1Ro
LR ER B SHEY 85% Bt |, BHIT T 5 — 1=k S TURE

« £/ the section called “EE BaIY 48", BRI LAF B INNKIBFEMZE , W the section called “F
oY B BRTR,

- BEHERBHPIE/PNEEKRD, BEXRUAMEIX—REELE |, 5 Hthe section called “ifZEEHE
RESE,

o MIBRAKRMBEAIEB,

BXAERENFEHRAERNESR , 35 H Amazon CloudWatch 1§, B3 Amazon MSK {5y
SEEFIEK , 1§35 Hthe section called “WaiEEE,

ERAHETSFENBEHPRIER. EEMBRBERZE , SUAREE - MENRER , BDERER
SHRRENEE, BEAUEEREBERD, HEFRENTEERIRE BE KRNI, Apache Kafka
ST EM B EFMIBRIETES BR o

BEEEBHRIEERERE , BREUT —IHZIS
¥ : log.retention.hours, log.retention.minutes, log.retention.ms
log.retention.bytes, BXEZELR , S the section called “BEE X Amazon MSK EiE&E”,

A EEBERINEERESH

- ENBANEREE-MRENER  FEANTH S,

kafka-configs.sh --bootstrap-server $bs --alter --entity-type topics --entity-
name TopicName --add-config retention.ms=DesiredRetentionTimePeriod
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https://docs.amazonaws.cn//msk/latest/developerguide/cruise-control.html
https://docs.amazonaws.cn/msk/latest/developerguide/open-monitoring.html
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Amazon Managed Streaming for Apache Kafka FERARER

s ERNEBNEEEE-MMREBERD , FEAUATH T,

kafka-configs.sh --bootstrap-server $bs --alter --entity-type topics --entity-
name TopicName --add-config retention.bytes=DesiredRetentionlLogSize

BETBERFNEENRESBRALETEHRISHK
EAREEXARINRASRE

EREEXAR , RETREZSE—BNETEEFH S , ENEFHITAERIRE. HiA

ERT |, Katka (N ENBEEZREA - MNEERRITHIRE. fln, MREERXT LR

M X , MBERETRERER NPT EETR. AMRAFIIRE , BNEAERERM
num.recovery.threads.per.data.dir ME&REHRE. BUUFEIREN CPU RLHNEKE.,

Y54 Apache Kafka 1%
BWARYEE Apache Kafka EANAE. BN , fETEXTETRTH.

EWE Apache Kafka £ 7 £ RE , BRI LLKEE HeapMemoryAfterGC 3§
¥ro HeapMemoryAfterGC RIRENEHEANEHANFE S L. BRMNBIESE—/ CloudWatch
EB1R , HHeapMemoryAfterGCIBIRHEIY 60% Af&REITEI,

ARATRALDAEFERANSREEMTE , E4BURTEBEE Apache Kafka 5. Flan , R E
AESMEEEE |, AL Apache Kafka B EF#Y transactional.id.expiration.ms EM
604800000 ZEMH A F 86400000 ZE¥ (N7 XKBALEI1XK) . XBL>TEBNINESHWAFLA,

FANIN3E MSK K

Xt F ZooKeeperEF MSK it ER &R , MREFE A Apache ZooKeeper an TR IR |, MIX LA
BRSMRMBEN MSK il BER S |, H BEM Apache ZooKeeper B EEXRZEBNTERE

B, XUELSHELHE., AxXENTE MSK 8181 |, 55 Mthe section called “F<E INEER
B2,
B REm TN

BRERPMBLUARNMAEARMNZNES |, HSFthe section called “Amazon MSK 1& & R %",

EXMoEsX

EfSXBHEE-—TME MSK EHLNTENRE , KA AEAE RN kafka-reassign-
partitions.sh WA XEHZTEIE, I TRLBE , B —XFAHA kafka-reassign-
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partitions NEH S EN S XBAEET 10 1. fla , ERMFREUY BEFHI B 2 XUABER
REZE , ZAUEIRHS XERSBMATREREN FEHZERH, BEXOAQMAE MSK EFF MK
HEMEES , FSMthe section called “f BEA" . AXRIMANTAE MSK EHFBHRRENEER , B

Fthe section called “BERRE", BXIFTXEHIBELEMNFER , HSH Apache Katka XIEH YT E

&5

RIEAE N RERE
AEEER T A RERENSEREN — LR ERE, REREETAERENZNETAMAE R,

BUBRT , BRI EZATARS , SHBLREN 3, BPESEIRBLREN 2, BR , ERL
LEBNARENERE , PEERILIEE,

B REREM
N REFR AT A MR NEURT RS SHRRIRE , BEURT & iRHIRE.

- RENEFIREIES A £ Apache Katka XEHEMN P HRREHF , BAREUTAMEN T4PTEE
FEMNEEAZEMEREEXEE, REFRITXARMITRIAES (HlFAR, B4, E4EENR
FEE ) MEBEL. Kafka EFIURTBREEL , At Kafka BEF iRt X MZ ELBRBARER,
Ax2HWFMAELR , H55 5 Apache Kafka & P i B HESEBRE,

« EITHENR  RIEIFFREEREATAFINFEEREARTESNRERN , BRI MEEEBEIR. &
ATLAM MSK 2#l A EA MSK ESERTHRIE, APIs

R 55 BRim £ BB I

2

- AEEBRNA)  SMERNRENE

. Y% CPU EAE

- BEEBROAD  SMOEREN S KBS
. MR

- ENOESX

FEERNAD  BIMEHNRERE

NETREARENEFAFAEREFREGE, 8MREAEREEXNAOMBEOERED. MEM
XHERENENFREFAINEEFR (ARBEERIXNEEBSHBRERE , TR ) .
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Bl | MRIEHRIEENARFEE 45 MBps % BIEIEA D ( BA ) # 90 MBps M kE H

O (i) B2, WRAEMEA 3 4 express.m7g.large REEAHEEZENELEER, 840
express.m7g.large {RIBFFLLE 15 M A OF 30 4 MBps HA., MBps BXEMNRIRARE K/ PMEI
FHERS , B TR, IRFUHEBEBIENAVRE , BAUESIBERHE TEROER , HIRIR/NR
EV EEH. IRFUHEBSENUNRIFAESMNMENES , MSK 2KRHIT FmRE LR —
FEH

IR T AEE MSK KM HMEMNBFRERITESZSHIZR  AZRTEXHFHARE.
TRIETENRFRPHFMENENEAFTLE,

SEI K/ AA () MBps 0 () MBps
express.m/g.large 15.6 31.2
express.m/g.xlarge 31.2 62.5
express.m7g.2xlarge 62.5 125.0
express.m/g.4xlarge 124.9 249.8
express.m/7g.8xlarge 250.0 500.0
express.m7g.12xlarge 375.0 750.0
express.m/7g.l6xlarge 500.0 1000.0

WsiB CPU ERA%

BICHRENE CPURIAR (EXHR CPU AF + CPU R4 ) RIF1E 60% LT, HEHME CPU
ATAREDIRE 40% B , Apache Kafka AIAES BN EEFPHREZREHR2E CPU faifk. BT
TTRIRRITRIAEG , TEFEX LAY TRRNBHN—NROIREFRAAR , FLEE , MSK &
HZE-EEREFEFINRE, TASHN AN TOIRREBEEARE , RIANBERLETAXHE ,
AAXKFWAEREHFRLZEEN, HEFSXASAEANWKREELR , Apache Kafka 2 E#2 E
DPEFEN , LI EEFIBELAEHINEMRE, BIERLRESE , SULBRERPEEY
) CPU REXRBATDUKIBRIESH,

&R LAfE A Amazon CloudWatch A IRV BF RIERXE CloudWatch IEHE S EARCIRES
4R, B CPU R + CPU R4, REBEHER/EIAE 60% #YF15 CPU RIARTALR A ER. AR
LB, BEAUT RN - RER
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o EW 1 FENRERDEFRAT —PRRHOKD, FicE , YEEHREFPHRLERND
B, Amazon MSK 2R FREREEL , HENN s XASNEHF I EELEHEMBKE,

o JEIN 2 : EFIMRIERT BER , AEFEMAA N kafka-reassign-partitions.sh W9 XE
VPR IEREHFIBENED X,

Ha 2

s ERARBIENRE , BB MEN CPU EFAEX, NMERERN CPU RAXR—ERHEE , N
BERPEHNMAE I HLY., RIMNEBWEHA Cruise Control , B2 XS EIFEEEMH O E.

- BIEERMERER, ERMERLEESMEE CPU FIFARELHEMN,

« JMX #MENEFR : IR EFEA Prometheus ThEEE ATFRSIERSE , MEWEN Prometheus EHLEL
& (prometheus.yml) £/ 60 WHE KA IMEUEFE (scrape_interval: 60s). FE{KHMENEFR
ARESHE#H LN CPU FAXES,

FEERAAD  SMREREN 2 XHE

NREISTX, BELENAL Do XBRS , EE7XZERERERE , WEMEATUTS
ZAPX , BIREZESHT T ZAHNEFMMEEN R  ETREFERSIEXBTNRBEE, NESH
RENSXHBEBIATHERE , HELNEFHIE , FLHEESRITUTRE

- EMEHEE

- FEBEFTIRPHRERN

« 1% Amazon Secrets Manager 485 858 SASL/SCRAM & 3% iE Y SEFF R BX

EHIHAED XA[ES HTE Prometheus #IEX CloudWatch FAHMELAET R 4> Kafka F8¥R.

BXRERDXBAVIES , 55 H Apache Kafka XIFENEE 20 A7 X, RMNEBWERITACH
Wi, LEEEEERENKRD, BXTEREBAXIESZFER , HSHAmazon MSK KX/,

BXREMBERENENS XHE (BFRIASEIFANREERLS ) , FEAREREN S XEH, BW
FXBEFREFHNITH , NTEMETES XRERENTR , XRZFENME,

BEEER

ERREEZEEREBELSHEHENEN CPUERARR., BESHRIEVS , NREMEZEUBREERN
FBRESEE AN, BEABEZELAMMNER , TAEEFFIKIZE reconnect.backoff.ms BBES ., Hl
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W, MREBFEEZFIKE 1 WHEEIRERE |, 5 reconnect.backoff.ms iREN 1000, BHXE
BEERRMELER , BHSH Apache Kafka X4,

HE i
BMNMIEBWER K TCP EZEE (1AM 1502 H ) 3000
FMNMIZN R K TCP EEE (IAM) ¥ 100 N
FMIENHEA TCP EEK (3EIAM) MSK X4 3E IAM B 1556 1E 58 Fl T E R 5o
EN¥E CPU MINEEAESHAiiESr , LU
BEFSEoX

EfNSXBHEE—FME MSK EHLNFENRE , LA UEAE RN kafka-reassign-
partitions.sh W XEFHZEITE, N T7TRLEE , B —RAA kafka-reassign-
partitions REM P EMN S XEFTERY 20 1 flW , EFMFAREBUT BE#H B2 XUBRK
REZE , BB XEFSREAFRERERFLHZER., BXOAEME MSK E£E3R MK
BWEER , 5 Mthe section called ‘¥ BER". BXMAMNTIE MSK £EBTBRAENEER , B
Fthe section called “BERKIE", BXTXEHMPBELEMNFEE , S Apache Katka XIEH T E
3

Apache Kafka % F i B9 Bx £ S5 Bk

£ Apache Kafka 1 Amazon MSK Bt , IEWEEE P in RSB URESREMENTRHEIEEE
B, KIEFEIRMT Amazon MSK RIESSEBEFF infl BN EI.

AR Amazon MSK E#IBRREREKNER , FERRESER, AXRMERENMRERENRESE ,
BES R ERENREAEN RESKEK,

FH

- Apache Kafka Z& /i °] Fi 1%
« Apache Kafka & i M BE

- Kafka &/~ i 5 %
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Apache Kafka & F i 7] F 1%

# Apache Kafka ZEHN S AXREF , BRETAMN TEP TR BRENEREREMRKEERE
B, REFRIUTYAMITIASSE (HIOALR, B, BHEBENMERD ) MEL, Kafka EFHT
LUARBHREEL , it Kafka B w4 MZELBREBERIRES, N THAR Kafka - imiE 7 A
t, RIEEXERESK,

EFER AN

« RE retries MEREFEEREBAREBHRAERLAEZAMWES. NTASERERA G R |, B
BUFEABRBSEARESIEXLUNSE. PXEMFEE Kafka B 7T A,

« i%E delivery.timeout.ms SIEBEMNKIEEEZIMNKER B IAZ EH EATE LR, XNiZ&BR
HEAMHNLFER, FHERFRESE®ES , AARTEBNERARERNAREBRE. WTKX
SRERBE  RIMNBCHERERN 60 WHES.

« J¥ request.timeout.ms REANEZREHRKEZHEMERMNESFHRENE., HTFRSEE
R, RNEBWHEREN 10 WHES,

« i®E retry.backoff.ms UEBEFRZHEMWIER , LBREXXNBNTHAMEEM, N TFRSHE
AZs , BNENUSK/NMEREN 200 Z®,

- i%E acks=all UEESHAM ; XNSRSE[WEE RF=3 M min.isr=2 —3 , AH\R ISR &
WFE D XEBHIAEA, EENMMEBEELBE , X min.isr , B 2,

HEE T A

s WFHFHREF BN EREA , &Y auto.offset.reset IRE N latest, XFETLUEEE
HRENTEMEMERFATIXE,

« £/ enable.auto.commit BHi&E auto.commit.interval.ms, NFAZHERAZ R , &
BICHS/NMEREN 5B, UEEFAREXK,

« EHBENEEAEBRBPRNFELBULBE N LR , FIOMEESRRERERKE, TXFEM
ARELXSHNARFRR , NTISBIEEH T,

« iRE isolation.level RZEHIMAMIEIMERZHEE

RIMNBWHBABRIARRIZRE read_uncommitted, —2E RS INEE,

BINBNEFEAD EEMEINER read_uncommitted B,

* ¥ client.rack REAFEARKIENEIRIER, RIMNEBVORENRN az id , UFRAREHEREME
FEKAMIER, B5S 5 Reduce network traffic costs of your Amazon MSK consumers with rack
awareness,
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HEREENTE

« J¥ session.timeout.ms REA KR TRARFEHNENE , SEEAZANBEEZ. XNTFX
SHERZE  RINBEEIRERN 60 ¥,

* i%E heartbeat.interval.ms URAAH AR NI EREARNEE, N TASHERAGS
BATEVCHEIRER 10 ¥,

- ERARFDRIRBRAMTF , UMEE SIGTERM EF 2t xMERE , MARKELIEBITRKIRS
SHBREMNEFA, Kstream BARFAILUN internal.leave.group.on.close ®ENRN true
=

« ¥ group.instance.id RENERELPWIIEEE. BEBRATRENSE. £5 ID BH4
(pod ) ID. BATERWNEREHREAEBRAFHRENTFEBELNITHINEFH client/server &
KEK,

« ¥ group.initial.rebalance.delay.ms REHNSFEHERE —BWE, X2FIEZBEHIE
B E T,

« i&E partition.assignment.strategy AR D EEE. RIMBI StickyAssignor
CooperativeStickyAssignor,

Apache Kafka & F s M RE

N THR Kafka BRI SHEE |, RINEEXERESIK.

Er=EMee

* RE linger.ms LABHIE = ESHFHIIEREE, T Kafka ki , BW/OAWHRITE K AR
=, BRI RN ERAESHLEMN /0 B4, BIMNBUEANLTE,
WTFAEFEATZR (S/ELER ) , KR/MEN 5 EX,
NFRZBERAGR , RIMNBNEKERERN 25 BV,
BIMNBWTEEREREAZESPERATE. (ZSEEEFXSEEER, M5 10 FHELXR. )

« R& batch.size MEBHIRIAFEBHHNHAR KD, RIMNBVCFHEE T 64 KB = 128 KB,

o FERABRKWHIXK/PIZEE buffer.memory, M TAZEFERZR , BINEBVCFEIRE N 64MB,

« i%i& send.buffer.bytes LUZHIATEKRFTH TCP EHX, RMNBICRHEREN -1, UEE
BIRM S LETEFENUERERGEBELREZHX,

- i&E& compression.type RZEFIHXNWESRE ., RMNBUESLEENE LETE~ERNFEH 124 =
zstd,
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HEREMRE

« RE fetch.min.bytes UEHFHIERWR/PMERADN , MR D REBUXBIERFHARK,
NFREERZR , BINBWEKR/MEIRENRN 32 F,

NFALZBERZS , RINBWKEKAEREN 128 T,

« & & fetch.max.wait.ms LA#E £ Z B fetch.min.bytes 2 BIH B HEFEFZ KA, W FASHEER
e, RIBVCHEIRERN 1000 ER.

- RIMNBUEAENBEZELETHXNKE , UNEHTHENEME, EELEERLT , I TFHHESHE
FHE, AEREDTHIXBENERAERE.

« IRE receive.buffer.bytes UEFIAFTHEHKFTH TCP EH X, BEMNEBICHERERN -1, U
EESEEME LETHRENILIBRERGEBELESNKX,

B umiER

EEE AN Kafka EREFITENAERE, —RUEETZERZLSHAFT K , NIFIE Kafka
ERNTAM. KTAMKRBEEQSBNARFUIRESERE  NMSBAEHE  BLSBELH
o MRASEREGE WA UAKAREERE,

BINEWRBUTEHERREESERMER

- BREVNAEFIBENF TS producers/consumers —X£HERF A MERFRNMMEER,

- ERRAERFE , FRARNBRECIREEE K, £ EE N RBUERERT MR AMITRENA )
( BEALIRER ) o

* 7 SIGTERM B , XA EER NHITRENKE , WBERA2ENXAMRE Katka B K. BEHLIKE
BI7E SIGKILL &4 2 BRY B B[R] Ao

Example/=45l A ( Java )

sleepInSeconds(randomNumberBetweenOneAndX);
this.kafkaProducer = new KafkaProducer<>(this.props);

Example ™4l B ( Java )

Runtime.getRuntime().addShutdownHook(new Thread(() -> {
sleepInSeconds(randomNumberBetweenOneAndTwentyFive);
kafkaProducer.close(Duration.ofSeconds(5));
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1}
- ENRAERFR , FAARNBRELFIEXFEBINNAREFREUBE—RE ik, fla0 , £/ lambda
B, RE2RTEERNERE iR , MARER EZLERFPOIE,
o BIMNBWGEEEEY , MRERE., EHNBNREHREZRB N , E#creation/close/shiftIE &,

Kafka & /= i 4 428

112 Kaftka &P ipi T4 Katka BRGNS TIRRANEEREXREE, LTiLER Katka EER., F
RAREREERRKA , BAZEFRERN T 7THETAMITIASHEHENLSERBEXREE.

AR WA A G B RSB IR AL BIR G2 BT & P iw 4R,

42 H X #F1E KAt Amazon , B EESHHRANRINEAREE, THSEFARBER (MEE
&) NEFRNRAERF B SR,

EREER

* byte-rate

* record-send-rate

* records-per-request-avg
+ acks-latency-avg

* request-latency-avg
 request-latency-max

* record-error-rate

* record-retry-rate

e error-rate

(@ Note

B HIANERBRTEED , ARXE Kafka L BIFETEE ( HlIAS E K REBRIME
EHEH ) DK —39 . record-send-rate JFHINEFTERBNEHKEERA,

HEREER

* records-consumed-rate
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* bytes-consumed-rate
« fetch-rate

* records-lag-max

* record-error-rate

« fetch-error-rate

* poll-rate
 rebalance-latency-avg

e commit-rate

® Note
SRIENRIBHENEFEN TV ENNT . REFURARNITIER,

B ER

» connection-close-rate
* connection-creation-rate

e connection-count

® Note
= E$E creation/termination @4 EB T RAMKEN 1 E
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4 2 MSK Serverless ?

® Note

MSK Serverless A T XigiR Mt : ZERZ (BZBEMN ). EEXRIB (HFRLMILE ). =
EEE (HEXMN ), MEX (FE), TABKX (FX), IAMKX (FHnE )., TAMX
(BE)., TA#X (KR ). DA#HX (BR). RltX (EZZ=E ). BNbX ( HiE
TFRE )., BMbX (B/RZ ), BMNtEX ( BRE ) MIRNBX (03 ) X,

MSK Serverless = Amazon MSK By —fhE 8K | gL BEEEENYT BREFH S ERATIE1T Apache
Kafka, EAIUEERTEHIN I XNERNBIREMT REE , HEAURNEZHBIE , MLEE
RAREFAN/IIYT BERF. MSK Serverless RHETHFHENEMERX , ALERFNERERAE
%, MRENNAEFZEETEAZALMAQ T BNRERANEHEE  BEREATRSHEE.

MSK Serverless 5 Apache Katka T2 A , Ht B EREMARENE S inNARERFREXME
AR, SRERTUTRS :
« Amazon PrivateLink 12 {tFAEE#E

« Amazon Identity and Access Management (IAM) , A F £/ Java fIfF Java ESHITHHRIEFNIR
o BXHN IAMBEEEFIHNRE , BSHEES S imA#T IAM G R,

« Amazon Glue A TREEENEMEME

- AT Apache Flink I S B BRSE A T Apache AL Flink-based

« Amazon Lambda i F =442

(@ Note
MSK Serverless EEX A EEH# 1T IAM 5 R#24], RN Apache Kafka 7 [RI3Z %15 &
(ACL) . BXEZELR , 55 M the section called “IAM 5 [E) 2 Fl,
BHXERAT MSK Serverless RS BREME R , 1§31 the section called “TIRSS 28 =K IR
;.

NTHEBEFREALRSHFER  AFATHRETRSFEFNEENKZER , FSRANATRR,

£}
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« fEH MSK Serverless &
+ MSK Serverless £8HEERE M
. EENEFELR

.« 1532 MSK Serverless (&

£ MSK Serverless £

AHREERRT —NRO, HEAMMAEIE MSK Serverless 58 |, IB LA R ZEBNEFE ,
REAEFHEER AEFBFHOAXLEFMEARE. ZEIHARRHEECNELTRSSFERTTTIN
ERABERI, FTEEENL , BINEREINENBIEERRIAET, XHFEREEINZTH
FiRB LIRS J[ERFNOME — LT, BtaLIEH Amazon CLI 5 Amazon MSK APl, BEXxEZEE.
&2 Amazon MSK API Reference 2.0,

£l

- BJ# MSK Serverless £ &

« 79 MSK Serverless £8 LW B 6IE IAM A€
- BIBEFImITEN LA R MSK Serverless 58
+ 92 Apache Kafka £&

+ 7£ MSK Serverless 54 R 1 {F F Ei 48

« MIBRIES MSK Serverless B &R

B2 MSK Serverless £ 8%

HAST|F |, BFEHRITHMES. B, FHAKINREGIE - MSK Serverless £8 . AR , KEE
RERNER. FREEFESRIP BT EEH R EBENE - REFIFNER.

BEORTRSRER

1. BEFZHITFF Amazon MSK 1244 , Wit R https://console.aws.amazon.com/msk/home, Amazon
Web Services BE#ZH A

2. EEOIEEE,

3. WTFRIEFZE , FREUBATRIFNEPRES. REGBETAFEEAMARECIRTRS B
308

4. WFEEEZH , MA—MEREEF |, HlH0 msk-serverless-tutorial-cluster,
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5. WTEAEHEN  FERERSH[ENEHRE, NTHRNEAEREY , £AKINE

6. WIRFMESEHRETHR, KRIHTHENITRAMSERZRENRINME , HFERTHECIEESH
ERAANERBIRE, BERECREHCERRE , NEER ETEEBE L SIZE,

(® Note

BB ZALERE 5 N E VPC WEF S MSK Serverless 8% #, W THBEF K
NRAREFERXEDRHIRES —NMNATHAX |, BAMESND VPC FEZDIEERN M.

7. IERCIEEER.

BERERXRERNER

1. EEBRFEESD  MBREEEFIHKELS, £ Amazon MSK TRERGE A , WIRAF—BEL T
JRERTS. BURFEZFSF/LoHEINRATNENRES , ARTEEA.
2. EHRRRETHNFHER. XRENS|ISRF|FRE,
. EEREMEDF,
4. EMBREIST , EFFRNELLEN ID HRE , AIBEEEXEEERMBEFIRITE
Hlo
5. EEEEFM., XFITH Amazon VPC #£HlE . EREFMXEKH Amazon VPC B9 ID, RTFLL

Amazon VPC ID AR A,
T—%
A MSK Serverless £8 F 422 IAM B
A MSK Serverless £ FHEBQIE IAM A&

HASTF , BFEHRTHMES. F—MESREIE IAM policy , AR FHEER LB FF UK @)X L
FEREBENHRINR, FZMEFSRUE IAM SEFFUEREEXEK, EEENSRT , Bl
FOZRALACNFFRITEY , FRCEEH LUBREFH OZEBREHE.

BB AFEEFHEBEAEEN IAM policy

1. https://console.aws.amazon.com/iam/ ITFF IAM 2 & &
2. ESMERP  EEERK,
3. EFRCIEXRME,
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4. &#F JSON T+ , R RmEaRE QT HY JSON E#A LT JSON,

HEUTRBIH , ERUATRAR

- regionfEFEBIEEEH Amazon Web Services X1 (v B HIX53,
- WHEZK ID BIKF Amazon Web Services Ik ID R"fl, 123456789012

* msk-serverless-tutorial-cluster/cO07c74ea-5146-4a03-add1l-9baa’787a5b14-
s3msk-serverless-tutorial-cluster AR TIRSZBER ID MEBTE .

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafka-clustexr:Connect",
"kafka-cluster:DescribeCluster"
]I
"Resourxce": [
"arn:aws:kafka:us-east-1:123456789012:clustexr/msk-serverless-
tutorial-cluster/c07c74ea-5146-4a03-add1l-9baa787a5b14-s3"
]
}I
{
"Effect": "Allow",
"Action": [
"kafka-cluster:CreateTopic",
"kafka-cluster:WriteData",
"kafka-cluster:DescribeTopic"
]I
"Resourxce": [
"arn:aws:kafka:us-east-1:123456789012:topic/msk-serverless-
tutorial-cluster/*"

1
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BRUMABEARLERIEA |, EZ/the section called “IAM 5 A2 H]",

EET—F 7%,

EET—F ¥,

FFREBH , MA—NARMERF |, Hl20 msk-serverless-tutorial-policy,

TR AIE R,

© N o o

B2 1AM A & F @ H bk SR B

1. ESMERS  EEse,

2. ERBNEARAG,

3. HEENAGT , EBEC2, REERT—% : R,

4. HEBEFREF K WALZHNEHENENRBEHNEN. ARG, EhREEMNEEE,
5. ERT—% ¥,

6. EBET—F: T,

7. NTABEN, MA—NMERMET , fl0 msk-serverless-tutorial-role,
8. LEERBIEAE,

=%

BIEE P imit E N LAG R MSK Serverless E£&f
BIEZEFimitEYLELG R MSK Serverless 58

EHSTRF |, /TR MNMES . E—TEFEEIE— A Apache Kafka & Fimit EHLE Amazon
EC2 £6l, E-MEFZREITEY LLI Java M Apache Kafka TE,

EEFIRITE

1. $TFLTF https://console.aws.amazon.com/ec2/ B9 Amazon EC2 ###| &,

2. EBREBHEH,

3. AEFFWITEN@MA—NMERMERF , 5110 msk-serverless-tutorial-client.,

4. NTILSBHYLRRE (AMI ) KB | 15L& %EH Amazon Linux 2 AMI ( HVM ) - A% 5.10 , SSD %

5. R t2.micro EHIZER R kP IRA.
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6.

10.

11.

12.
13.

14.

EZAN (BF) T, EREMBAN. W TBHAXNEH , #A MSKServerlessKeyPair,
ARG, %£3F Download Key Pair (T ZHI). WA , BEAERIAEHEHX

NTFMEIRE | ERRE,

EVPC T, MATRSHEHNENIES= (VPC) W 1D, ERETF Amazon VPC RS
VPC , BB &R EREFTH ID,

NFFM , FEREUEERREREFTHE ID VTN,

EREARGE (ReE ), AREERXBENTSEA, MRZZ2EEAUYRENTSERBHEW
ASHHN | N EEM. BEXENHAN A B— N NEL22EPKATUMEBEE. BXEZEL | B
2 (Amazon VPC FF X &) L =HMN,

BIHAERFMEEIY , REEIZRIEE 7 MSK Serverless £8 FH B0l IAM A€ halEH
IAM &,

EERE,

EEMSMBERP , E#F Instances (3Rfl). RFEPRREFTAEN Amazon EC2 SEHIHITHH
SiRE, MILEFFEE |, BATHRXAZHI 0 ZF P imitE.
ERERAZREAEZIEFHITEN,

EEEFFmHITEN LI1RE Apache Kaftka EF iR TE

1.

2.

BERRK Java, BEEFRITEN LETUATSH T

sudo yum -y install java-11

BRI B ETMEEHRIEREN Apache Kafka TR | EETUTH S :

wget https://archive.apache.org/dist/kafka/2.8.1/kafka_2.12-2.8.1.tgz

tar -xzf kafka_2.12-2.8.1.tgz

@ Note
REN Kafka #4%f5 , F#R bin BRPHMAEEEINNTNR. At , BESTUAT®
PN
T o

chmod +x kafka_2.12-2.8.1/bin/*.sh
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3. #3| kafka_2.12-2.8.1/1ibs B , RAEETU TS TEH Amazon MSK IAM JAR X
. Amazon MSK IAM JAR it & iwit E AL AT LA R S8,

wget https://github.com/aws/aws-msk-iam-auth/releases/download/v2.3.0/aws-msk-iam-
auth-2.3.0-all.jar

FRLGS , SR T EHEMRA S EFHRAH Amazon MSK IAM JAR 344,

4. %3 kafka_2.12-2.8.1/bin B%. EHUTEMREHFSEEWLEFH . IXH
client.properties & HREXH.

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required;
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler

T—%

8% Apache Kafka &

f12 Apache Kafka £ &

SRS , SRERALIENEFRITENELRSHERF LOEEE.
ES}

- REWFIAGEEE

- BIBEEFHOEREALE

RENF LG E

- BRIBETFB AT, FEREER Amazon MSK IAM JAR X4 T8 El Kafka Z%& M 1ibs/B &%, 0
REZBXEY , 1§ Kafka B9 1ibs/ BRHAEBITU TR,

wget https://github.com/aws/aws-msk-iam-auth/releases/download/v2.3.0/aws-msk-iam-
auth-2.3.0-all.jar

Z JAR X # R MSK Serverless SE# 1 IAM &R IEFTAFERN.
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« 51T Kafka @58 , fRATAEEEH{Rclasspath@E Amazon MSK IAM JAR X4, Hilt , BT

LT#gEZ—:
o JFIREAE CLASSPATH iIRE N EM Kafka FE , A T~ BIFTR.

export CLASSPATH=<path-to-your-kafka-installation>/libs/*:<path-to-your-kafka-
installation>/libs/aws-msk-iam-auth-2.3.0-all.jar

- FAWAEER classpath BWEE Java HIE1T Kafka @5 , BT BIFT R,

java -cp "<path-to-your-kafka-installation>/libs/*:<path-to-

your-kafka-installation>/libs/aws-msk-iam-auth-2.3.0-all.jar"
org.apache.kafka.tools.TopicCommand --bootstrap-server $BS --command-config
client.properties --create --topic msk-serverless-tutorial --partitions 6

PIREFH O EEE ALY

1. HELUTexport@wwH , my-endpointBERNERIBERERTFH bootstrap-server FRFF, A

B, BEEFHRITEN LN kaftka_2.12-2.8.1/bin B R HIE1T export 5o

export BS=my-endpoint

2. BTUTHESLUBIERZ N msk-serverless-tutorial BEH|

H

<path-to-your-kafka-installation>/bin/kafka-topics.sh --bootstrap-server $BS
--command-config client.properties --create --topic msk-serverless-tutorial --
partitions 6

T—%
1£ MSK Serverless |4 B, {# FH #4E
1£ MSK Serverless H 4 B F5 A E3E

HUWERP | LR ERELID R IEN T E KA ERRE,

& RHE R B
1. BITUATaTUeIRES & EmKER,

4 AR A 68 P B dE
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<path-to-your-kafka-installation>/bin/kaftka-console-producer.sh --broker-list $BS
--producer.config client.properties --topic msk-serverless-tutorial

2. WAMENEMESR , AR Entere EERTHIRAATI =R, BXBMA—1TH1& Enter &1,
ZITREN BIMAE R RIE TR
3. RMEFFRITENNEERESFITIRS , RAEEFEOPHFEZITENNE =N RIEE,

4. FERFEFRITENNE-NER  BYU TS RIREFEERARR. my-endpoint BERNELIR
SHERENSISRSHFZTH,

<path-to-your-kafka-installation>/bin/kafka-console-consumer.sh --bootstrap-
server my-endpoint --consumer.config client.properties --topic msk-serverless-
tutorial --from-beginning

EF BB 2B ERRH AL RER DB ANHL.
5. EAMBEOFHAESEE  HNREBEFEERBEEOD,

MBEETXEGSIEE classpath B , FRA/RNEBHE RESTHD. I, iR Amazon
MSK IAM JAR i1 FlibsBFH, H¥E , b AIUFERAHEER classpath WEE Java B HIE1T
Kafka 5% , BT HIFT R

java -cp "kafka_2.12-2.8.1/1ibs/*:kafka_2.12-2.8.1/1ibs/aws-msk-iam-auth-2.3.0-
all.jar" org.apache.kafka.tools.ConsoleProducer —broker-list $BS —producer.config
client.properties —topic msk-serverless-tutorial

T—%
i BR 4%~ MSK Serverless ]2 ) &R

I BR 29 MSK Serverless 6|21 &R

HUWSERS | LORFRBREAHRE P IR FIR.
EIBRERF

1. £ https://console.aws.amazon.com/msk/home 3T FF Amazon MSK #2#| &
2. EERI&RTP , EBRANLEHENENES.
3. XTI, EERREEH.
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4. TEFERPHA delete , RFIEFEMER.

EELEEFIRITEN

1. FTFALTF https://console.aws.amazon.com/ec2/ B Amazon EC2 & A&,
£ Amazon EC2 3Rfl5I&RF | IEFRLNETHECNENEFiRiT &,
EFREROPRES |, AREIEFRL IERH,

EFRAL L,

R

fHI B IAM policy M & &

1. fEH https://console.aws.amazon.com/iam/ $TFF 1AM 2 &1 &,
ESMERP  EEAG,

EERED , MALATHELEN IAM SEHNER.

EEAE . AREENERASHEIINER.

ESMERP | EERE,

ERERED , MALATHECEN KB ER,

ERERE  ITHBERNE, ERMOBERE L | EEM0ERERE.
M ER

© N o g M~ w0 b

MSK Serverless SN EERE £

Amazon MSK 2 ATHRFH/EHRENERERE. ELEEIXEREEERERE. BR , &7
Mg ERERA T EBRINEERE. AEEGEERFINEERESTARKE.

EERE M L /AN CIE -1 RNRKE
cleanup.policy Delete =, BXRFEEL
Zat
compression.type Producer =
max.message.bytes 1048588 = 8388608 (8MiB)
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BEREM ERA CIE 1 RN ERKXE
message.timestamp. long.max =

difference.max.ms

message.timestamp. CreateTime =

type

retention.bytes 250GiB = ToBR® ; RER -1 7]
B BRI R

retention.ms 7 days = ZBRE ; RERN -1 7

SKILTCRR 4R

ERERBRXLETERINNEEBEY , B LAER Apache Kafka S8 ST &, AR Topic-level
RERENEZEEMNRAE , FSH Apache Kafka B H XM 3.2 BE,

@ Note

£ MSK Serverless T EE R EBM seg.bytes BLiE, {BER , Kafka Streams R FTEF AT #E
£ 2R 88— segment.bytes B BE S MSK Serverless iF AIMER R AZBEDR, HXE
Fl MSK Serverless Eti& Kafka Streams H{E R , S fKafka Streams 5 MSK HRIEEEH]
MSK Serverless &&

$F Apache Kafka @5 1T T E 5 Amazon MSK Serverless && AR |, HHEMRETK Amazon MSK
Serverless A TXRMEER FimitEH LR E Apache Katka BEF IR TEZ 2PN SE 1-4, 14, &
DRETHHFEE --command-config client.properties SH,

i, LT a S A B T8 hr etention.bytes THE BB HELURELREIRE

<path-to-your-kafka-client-installation>/bin/kafka-configs.sh —bootstrap-
server <bootstrap_server_string> —command-config client.properties --entity-type topics
--entity-name <topic_name> --alter --add-config retention.bytes=-1

T RBIH | <bootstrap server string>E¥RFNEH Amazon MSK Serverless £ K 5| SRS
BARET R, U <topic_name>BEERNEBRE .
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--command-config client.properties ¥R Katka T ST LEFAELENEEIRESEN
Amazon MSK Serverless & # 1TEE,

B B XAk P 2% SR B

N FEH Kafka iRZ 3.6.0 SRE SAMWINE MSK LIRS E5EEE , Amazon MSK XMWk P E KA |
TEIREAER, EINEME , BWESB T LG R IPv4 F IPv6 sk, Dual-stack i Sk XX
2 IPv4 , NTIREZ O EHREIM. Amazon MSK @i Wik M &L AR IPve X , MA R as. |IPv6-
only

BIMBRT , BEFIRMAER IPv4 MERBIEEZT Amazon MSK 8., BRIMBERT , BEIBNFIEFE
BHEfEA IPvd, ENEFENMERITHRAINER , BRREEFRZ T —THRBNEREHE. R
J& , £ UpdateConnectivityAP| 337 X et B9 E 12,

(® Note
NEREFTNEARKMERER , RITERFETRE IPv4 MEERE,

ES]

o« SERARMERARY SoRF M
« MSK ZAR5 2RHY IAM R

« NEBERANKMERTE

o ERAXEMERBEEEEM

5 P XX 4 P 4% SR B Y S IR SR

ENEHBEERKMERBE 20 , FRAREEHCIBHEREHNAE FREBLAAZERELMERE, B
EENERFPHN — N F RN | BETEFERF A MR B F R0 R

MSK FhRS5RRHY 1AM X R

EHMERLLT 1AM R :

 ec2:DescribeSubnets

* ec2:ModifyVpcEndpoint
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BRIITAE Amazon MSK IREFFENNEHN TE IR | iESF Amazon FE KRR :

AmazonMSKFullAccess,

NERHE AR 53R

B A LA Amazon Web Services BIE12&]&. Amazon CLIE, Amazon SDK E#f MSK LIRS 285
BRI ER R

Using Amazon Web Services B2 #| &

1. 3TFF Amazon MSK ##l& , M1t Fhttps://console.aws.amazon.com/msk/home ? region=us-
east-1#/home/,

ERENHBEER R MERLER MSK RS RER
EERTFAFETEL , AEEM,

EMZRER , ERREMERE,

NFMERE | FERENHEK,

ERREFER.

o o bk~ W DN

Using Amazon CLI

BRI L ME R EHTERE AP I MSK Serverless BRI M E A EH A NHERR, AT REIMER
update-connectivity @ S EFM ML RIG B H XN HEK,

EUTRAIG | FREIEEE ARN, arn: aws: kafka::: clu us-east-1 ster 123456789012/& R
SBREY MSK 58 ARN, myCluster 12345678-1234-1234-1234-123456789012 -1EIRER
METHIEBNRA |, i5fEA desc ribe- cluster 55

aws kafka update-connectivity \
--cluster-arn "arn:aws:kafka:us-
east-1:123456789012:cluster/myCluster/12345678-1234-1234-1234-123456789012-1" \
--current-version "KTVPDKIKXODER" \
--connectivity-info '{
"networkType": "DUAL"
}

Using Amazon SDK

LA RBIE A UpdateConnectivity AP| 82 BEHY P 48 38 B 1% B Jy XU HEdK .
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ELUTREIG | FREIEE ARN, arn: aws: kafka::: clu us-east-1 ster123456789012/& R
SEBREY MSK 58 ARN, myCluster 12345678-1234-1234-1234-123456789012-1E3RH
METEBRA |, B DescribeClusterAPl,

import boto3
client = boto3.client("kafka")

response = client.update_connectivity(
ClusterArn="arn:aws:kafka:us-
east-1:123456789012:cluster/myCluster/12345678-1234-1234-1234-123456789012-1",
CurrentVersion="KTVPDKIKXODER",
ConnectivityInfo={
"NetworkType": "DUAL"

}
)

print("Connectivity update initiated:", response)

£ XA W 45 R B R E B SE I

« IPVv6 X35 B aIMXENHERE (IPv4 +IPv6 ) TAITA , MAR. IPv6-only

« Dual-stack MK B FTERF % VPC REIEE,

- AERIEEBENMEFMNEXERRMEREN , BFENIEEFNMEZRIMN IPv4 BERHIN
HEAR

- BRAMMKG , BLERERN IPv4 MEKE, BYREIE , BDIMRAEFCIEER

o BAMEFLUT IAM R :
« ec2:DescribeSubnets # ec2:ModifyVpcEndpoint

U542 MSK Serverless &£ 2%

Amazon MSK EXL O &K , CloudWatch RIS AT LAYEE, BEEM D MSK LIRS BEEHMNIE
¥ro TRAITMAEATAAELRSSIZEFHNIER. ATXEEFRRENTETEN D XWEMBIESX
R, BEEERMNBVCESAIMER SUMEITRIBHITES , WKREBEZBRIINNE,

Amazon MSK LA CloudWatch #4908 — X85 E O K fHPerSecigtr. XEWKE , — 2 HMSUM S
BB LU R R PerSec BN EREE. EREES — 29N EREE  EEAUT
CloudWatch ##Z&Rix= : m1 * 60/PERIOD(ml).
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AIAME 2 5] 7] A BV HE 4R

Name A LA [A] Dimensions i B8

BytesInPerSec HEKBREAE K8HEWN. £ SUVNEPHEROFZTIH. LER

B2 fa il NENEBHBITH,

BytesOutPerSec EFEARAER £HEN £ SPEREIEFEFHROFETR. Wigk
BN xliziE,. & NEBNEBHBITH,

FetchMess EEASEAER KEEHR £ IESWIRIUHERRINIE

ageConver ENxB2zE. &

sionsPerSec

Estimated EFEASFAFER SHFHEW. £  iZ MaxOffsetLag 1E#RRY AT [E] fd 1T

MaxTimelag BN x8eim. HSF4 T8 E.

MaxOffsetlLag EERARAER KEHEWN. £ FEPREIXZENZEARBIE
ENEBzE. HRAHI4. T8 R,

MessagesI EERBBEAE KEHEH, £ FESVEAEEL

nPerSec Bzka 2

ProduceMe EERBEAET EEHEH. = IESVERNHEEERI

ssageConv B2iE il

ersionsPerSec

SumOffsetlLag EFEASREAER S8HEN. £ IEPHEIRXNRERBIER.

EArEB2fE. HR4E. £H

EEFE MSK Serverless FgFr

1. &3 Amazon Web Services B2 H| & HITH CloudWatch $#& A& , Bk F https:/
console.aws.amazon.com/cloudwatch/,

2. ESMERF , RERER. FIBEER.
3. EEHPER kafka —iF,
4. % AWS/Kafka /SEEFEM. B W AWS/Kafka/SEEFHEM., EAELH. TBUEFEFENIER.
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T & MSK Connect

MSK Connect & Amazon MSK By —IZh8E , ©ibFF & A R A LR R R A FR EH Apache
Kafka 828, MSK Connect £/ Kafka Connect li4< 2.7.1 =% 3.7.x , XR—MNFREL , ATE
Apache Kafka £ SHIERE. BRRSIMXHFRGEENBREEZERK, EB) MSK Connect , &1L
'L H Kafka Connect WEHN T2 ENERES , AT HHEB AL D S3 ML S # RS EHRITH
FEE#ESINFRIEIE. OpenSearch ZRALAEFEH Debezium EEX=HFFF KWNEE:SE , A THEE
HENBREERNZME Apache Katka 8 , B L EEXRBE BB EEESE. EESHFL8
FHRUENAETL , RRENEANERASE,

ERAREERFBEMNBRES AZENTE R, SR EREERERERES  FEEPNBRESEE
AERE

MSK Connect XiF{EMIE#Z] Amazon VPC B Apache Kafka SEBFHYE#ERS , TIE R MSK E£&EER
I FEER Apache Kafka &,

MSK Connect 4 B2 E ZBRMZ TR MR MPRE, BHNEEREES , H AT BIEREBFUE
REHENE,

EF#ER MSK Connect , i3 the section called “FFiAEH7,

BT RIS LAMER MSK Connect B2/ Amazon &R , 152 #the section called “ 7 f#iE B 28 "the
section called “BIZBHEXFEH". M. the section called “T f## MSK Connect T/ERRF"

X MSK Connect APl BH{E & , 155 Amazon MSK Connect AP| Reference,

£ Amazon MSK Connect 89 #F4b

Apache Kafka R A TREMA BN BB RNR ZXANTFRREEZ—. EB) Apache Kafka , &
AU BRI BREERFNBEERNARERF,

Kafka Connect &£ Apache Kafka 2 MZ1THRMARFNEEA R . Kafka Connect 1247
—Fh7E Kafka MIATRE 2 BB BB EL S RN, Katka Connect EEEE T B , AINLEKX
E¥IE. Kafka Connect 2t 7 —4HBAK APIIRENTE  ATEE. HEMUEIRE Kafka EEM
ABREZABHHBIENIERESR, BUUFEAXETERBE XY B Kafka Connect B9ZhaE , LUHK
EENRNAREHNFEER,

S8 81718 1E Apache Kafka Connect & 5= 1 f$7F /R Apache Kafka Connect R A2 F1E#H Z|
Amazonff , ATREQIBRIBRE, XERKTFREEMRENTENARFAAENNGE, REBRE
Apache Kafka Connect £E I TREEBUAREEEETH,

Amazon MSK Connect #I{£ 2 322
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N T RFXLERE , BATEWEEA Amazon Managed Streaming for Apache Kafka Connect ( Amazon
MSK Connect ) &8 F R Apache Kafka Connect B A2 FE# 2| Amazon, Amazon MSK Connect
fai{t. 7 A Kafka Connect £ Apache Kafka SEBFMIAZBRE ( HIMBIERE., BRZSIMXHRE ) 2
B & EMBIEN TR,

AT 21E# % Amazon MSK Connect By — 5 374b -

.« SHBRIZE 8 — Amazon MSK Connect jHER 7 5 Apache Kafka Connect 81V 1&4h. MENYT B
HXMZE 138, Amazon MSK Connect F£E 151288 Connect £ V2 1TIRR H B 1T
FRARFE , MASITEE T4 a5 i,

« BZES Connect f£55 — Amazon MSK Connect A SA BEI 1k E K MMES U D E =, F5
KM ATgE R AR IREIEH | HlBHE Kafka B9 TCP EZR&| , LI TERF I AZWNESIERE
B ERAEANNESEH T,

- BEIKEMEEY 4 — Amazon MSK Connect FiEESBNARFEB BT BUXRESNEL
E, Amazon MSK Connect # ZBBY B, ZREEEEHY BEAPHN ITEEFHENIARER
B, &0 LAEA Amazon MSK Connect UpdateConnector APl #4E7E 1 B 8 v CPUs 2 B EEM
R4 v CPUs A FAIEFHE,

- FAEMWLKIERE — Amazon MSK Connect £ FAE DNS Z#FZIEREEFE RS Amazon PrivateLink
MFBWRRS,

Fr 8468 FH MSK Connect

7 step-by-stepZ 2 £ €] MSK SEHMA T HBEMNERH RIXT S3 FHMVEKTIERESS,

Amazon Web Services BEI2H| &

£

« i%E MSK Connect FTEH &R

- Pl BENEN

- BIEE PRI E YA Apache Kafka £
- BIEERES

* [0 MSK &R IEHIE

% & MSK Connect FrER AR

EURSRSD  BFQBLATZRAENUTHIR
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« — Amazon S3 7N , AEMIEZSFERBIER B AV,

« — M MSK &5 | SRRAERERE, RE , EESFHFNLEREIEEFFERET B S3 74
o

« —I IAM KB , BEEBE A B S3 FEEINR,
« —NIAM B8 , AFEESEABN S3 FME, BEMAEN IAM XKBANMEL A,
« —/N Amazon VPC iw 2 , AT EBUEMN E B EEMIEEEESMN Amazon VPC &IEF) Amazon S3,

B S3 FE

1. &3k Amazon Web Services EI12H| & HFTFF Amazon S3 #£#1& , MikJvhttps://
console.aws.amazon.com/s3/.

EFE IR .

NTFFHBER , MA—NMERMERR , 10 amzn-s3-demo-bucket-mkc-tutorial,
[ TR HIEFREFERE,

ER@ERESIRD , EREFCIENE®B,

E 1% Create folder ( BIEXHR ) o

WA tutorial EAXHRNEN , A0 TR HIEFCNEIHX,

N o o bk~ w0 b

BIREEE

1. %Ehttps://console.aws.amazon.com/msk/ZRFT FF I S i# MSK ###] & ? region=us-east-1#/
home/,

EEMERERN MSK 8T |, EBREH,

EROEER,

WNFeIEEZE , BEFEAENGE,

NFEHEH , FHMA mkc-tutorial-cluster,

EERXRED | EREME.

EET—%,

EMET |, &EHFEAmazon VPC”, RREFBECANTAXM M, FHidELERFEH Amazon
VPC M+ , ENERERHENFEIBSFEAEN]. IDs

9. EET—F,

10. EHBEEREFFET , BROUEFERELFHRIEAFE,

© N o o ~ w0 Db
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1. EMET , BAROUGEFEHE,

12. #E&MTES  RARERCEESH, XSNESISEREHNFHAGEE TH,. EZRHENENA

MEL2AT , KERZLA D, i2F%ZID, ANERERHENGEBIEFEE.

BIEENE A S3 FEEM IAM KB

1. M https://console.aws.amazon.com/iam/ ITF IAM 2 H| &,

ESMERP | EER,

RO R,

R mIERRT , &L JSON , RERYmERRE O PRI JSON BN LT JSON,

S

TELLTRBIF | <amzn-s3-demo-bucket-my-tutorial >&#NIEN S3 EEBHE N

JSON

{
"Vexrsion":"2012-10-17",

"Statement": [
{
"Sid": "AllowListBucket",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
]I
"Resource": "arn:aws:s3:::<amzn-s3-demo-bucket-my-tutorial>"
}I
{
"Sid": "AllowObjectActions",
"Effect": "Allow",
"Action": [
"s3:PutObject"”,
"s3:GetObject",
"s3:DeleteObject"”,
"s3:AboxrtMultipartUpload"”,
"s3:ListMultipartUploadParts",
"s3:ListBucketMultipartUploads"
]I
"Resourxce": "arn:aws:s3:::<amzn-s3-demo-bucket-my-tutorial>/*"

}

% & MSK Connect FTEH &R
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7.

1

BERMAIBALRSRIEHWILE |, EZS 1 the section called “IAM 17 R $2 5],
ﬁj:%-lt_io
EEENMCETESF , FRITUTERE

a. WFRBEN , MA—NERERM , Fl0 mkc-tutorial-policy,

b. EUREEPELHNNERF , EF and/or {RERIEHE KR,

c. (H&E)RATHRENRR, HAFEREKR , FRBAMFIHRSUREN RN FMRE, a0,
£/ Environment f Test AYREX [ KR MRZ,
BXFERARENESZEER , 520 IAM AFERm*P N Amazon Identity and Access
Management &REIRE .

TR B R,

SIRALIEA B FHEN IAM A6

1.
2.

£ IAM ZHENSMERT , ERAC , ARERUEAG.
HEEZEENRERE L , FHRITUATERE

a.
b.

C.

X F Trusted entity type ( AIfESEF3KHE ) |, 1% Amazon Web Services RS
NTFRFSRFEARE, EF S3,
EFEARMT , & S3,

ﬁ?¥-|:_$o
£ Add permissions (AR ) WE L , FHATUTERE !

a. HEERZREMNNBREBT , ALRZI N EHEZENRBHNEM. B0 mke-tutorial-policy.
R, EPREBHREMAIE,

b. (W& )RENELRE. XR—MEHKMEE , TATHRFAR , EFTATHRFSEXEEG, &
KRENRIANEL , FZH (AM AFER) FHLESCNMMER (2BFE ).

ii#%jt_io

£ Name, review, and create ( 8%, EFMEE ) TEF , FRITUTERE :

a.

NTFABEN , MA—NMEEEZF , /20 mkc-tutorial-role,
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/A Important
WAAEN , FEEUATER

. ABZMELZAIPLMER —HK Amazon Web Services Ik , FEFERKNE

ﬁﬁg?\a o

fitn | REFE A2 A ) PRODROLE 7 prodrole HVA®, HAGEMIEREH
ERHEEN ARN N —Ho8 , ARERXTANE  BERYB/EEWNEEFE
REESERE (S, ®E2FXYE )  AREHTEIRIE,

- tIEARRE , ELTEFEZACGHNENR , RNEMXETRLK5IRZAR.

b. (W& )XNTHR , mAABHRHER.

c. (Wi%)ERBACHEARGNNR, BELSR 1 ERFUEXEILR 2 . FINNRED
I ER RS

d.  (®%) ATHERE, AAFEBERAE  BEFEFNHRSUREXNERFNGRE, 5w,
£/ ProductManager 1 John W EXNEABRNEE,

BREANENESER , H2H IAM AP B P Amazon Identity and Access
Management FREZ,

7. REZAR , RARERUERASG,

¥ MSK Connect ® A ZAE

1. HEIAMEZFHENENERS , BEHREET , ERAE,
¥ 3 mkc-tutorial-role HFHEEH,
EABHNREET , EREEXRETF,
ERREEERR.

HREEEREERNLT JSON,

o &~ 0D

JSON

{
"Version":"2012-10-17",

"Statement": [
{
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FRARER

"Effect": "Allow",
"Principal": {
"Service": "kafkaconnect.amazonaws.com"

3,

"Action": "sts:AssumeRole"

}
1
}

6. EEREMEERE,

BIEMEER VPC | Amazon S3 B Amazon VPC i &,

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
EEMEBRSD , ERHR.

g2l FEd SN

ERSEMT |, %3 com.amazonaws.us-east-1.s3 FRFHM K E,
ERERN VPC , RAREPEER FRXENBHREMNNEEE,

prig 2l e g

I L T

T—s%
B B R

2 B E A

BHSIEENEERFRZENRB, EHTERD | BEQNE—NEE Lenses Amazon S3 EINESIERESS
REWBENEG, EEEMNSES |, HEQE MSK EZESN |, B EERBAT I B E LGS

B, BALERR—EHERCUIESNMNEFTEEERN MSK E#:R7,
B2 B E LA
1. T# S3 E#E=R.

2. R ZIP X# EEREERTGRRE S3 FE. BXRUMF X4 EEE Amazon S3 BIER

{Amazon S3 AAF{EME) PH LEXN R,
3. 1 https://console.amazonaws.cn/msk/ ¥TFF Amazon MSK &l &
4. HEEMBEHFEIF MSK Connect , RiFEE B EEH

'lﬁ/ Iﬂ

B B E A
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5. EFEIERAESEHS,

6. IEFERXIK S3.

7. EFE#EMEIRT  REEBLEL 2P XHNFEE , ARERZTFER.

8. HEFEBAXIRIIKS , EF ZIP XHEMMNRIERE , REEFRIREEENZE,

9. #WA mkc-tutorial-plugin fENBENEHEN , REEFELE B EEH.

AREFEE Amazon LB REEM B EL AN CE, QIBERETHKE , LSERRFE QTRARRHE
EREIUTHEE.

Custom plugin mkc-tutorial-plugin was successfully created
The custom plugin was created. You can now create a connector using this custom plugin.

T—s%

BIEE P imit EHLF Apache Kafka &

BB EFiwitEYLH Apache Kafka &

EL S B | EBEBE Amazon EC2 EHILLBE Apache Katka BF k6, ARE , Bl LAFER LK
BITEER FOIEXE,

BREFIRITE

1. FTFALTF https://console.aws.amazon.com/ec2/ # Amazon EC2 12#| &

2. %% Launch instances.
3. WMAFFIRITENNAE , 120 mkec-tutorial-client,
4. WFLDEAEME (AMI ) 2B | #54&5%H Amazon Linux 2 AMI ( HVM ) — l#% 5.10 , SSD %

%A,

%R t2.xlarge SEHIFE R,

6. EEBHAX (BX) T , EFEFBAN., ABHAXNBFHA mkc-tutorial-key-pair , RfF
EBTHRBHN . WA, BEAERAIAERHAX,

7. BEEBIHEH,

8. BEEREEREXN. RAE , BX2EH  EREFNRFXENZEE, EHHARFREEN D,
LU EREER.

o
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AVFRTRIREY B P iR 0] SR B R IA TR

1.
2.

o g o~ w

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#| &

EEﬂJ%’*ﬁE’JTzé’l’iT ERZeE, ELSH IDYF , RAEFHNLZ LA, BTE the section
called “i% & MSK Connect FFEERN AR Rl BEFHNRET ZZEEN ID, B EFIZEZELAT
ENMERERERZEZSAH, BREERMEFEEMLESA,

ERBHTHE8 , EEABEANIET R,
EFRYRE A EIN o
ERBNETH , EERIAN,

EFANG | ZERBFTHRERE. ERIAMNNFES , AT RITEINZE4 D,
XREECEEFRITENERENEZE4A D,

IERREAN, £ MSK SHNERESIKELE L -BEFPEENT N RNAERE.

BOEER , FHOTUTRE

B w D

7.

TFFLTF https://console.aws.amazon.com/ec?/ B Amazon EC2 ##l &,
fE 3Ll R %R mke-tutorial-client,

ERBTERMOE | EFEE | ARERRERESISH6,

BYETUA TR ERFiRES L& Java :

sudo yum install java-1.8.0

BT T B LT & Apache Kafkao

wget https://archive.apache.org/dist/kafka/2.2.1/kafka_2.12-2.2.1.tgz

@ Note

MREFLEERAMDTHREANRRERZIANRRIER , WTWE Apache MYh LikRH
bR R IE Ko

LS TAR XHTHEWE FKHETUATHT,.

tar -xzf kafka_2.12-2.2.1.tgz

%%l kafka_2.12-2.2.1 B %,
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8. 1Ehttps://console.aws.amazon.com/msk/ZRITFF L Si# MSK 2l & ? region=us-east-1#/
home/,

9. HEEMBEHP , EFER K AFEFEEH mkc-tutorial-cluster,

10. EREREEFWHER.

1. SHIAXEREFRE,

12. EEFTHo

13. EEF XA (mkc-tutorial-client) EiZ{TUA R &% , bootstrapServerString&ih
B EEEERNEFIEERRENE.

<path-to-your-kafka-installation>/bin/kafka-topics.sh --create --bootstrap-
server bootstrapServerString --replication-factor 2 --partitions 1 --topic mkc-
tutorial-topic

MR GSKI , BFERLLTHEE : Created topic mkc-tutorial-topic.

T—s%
fIERYE 5

Pl EESS
LIRS B T WAl fE A Amazon Web Services BB 124 A& 022 E 1R,

BIRERERR

1. B FIH{Ehttps://console.aws.amazon.com/msk/ZRKF FTF Amazon MSK #2#|& ? Amazon Web
Services EE 24| A region=us-east-1#/home/,

FEEMEKD , BFF MSK Connect , AREEFIERESR.

%8 Create connector (BI&EREER),

EREHEVIRS | %8 mkc-tutorial-plugin ,, REERT—F,
X FEZEREM , B A mkc-tutorial-connector,
FEERYIRS |, % mkc-tutorial-cluster,
EEERMZRER S , AMBRAEFEATEDZ— :

N o o M 0D
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- Nix-ATET IPv4 MEET B IPv6 ({XZEHYFRER IPv4 IPv6 CIDR 52 RERBS
)

8. E#HINTEE , AFENEIEZESEEFRT.

TR0 X 19 0128 E 8288 Amazon Web Services X8 FREZ BV G. LA , ELLT
APld | ff Amazon S3 FHEBEHRBRNEFERN B, <amzn-s3-demo-bucket-my-

tutorial>

connector.class=io.confluent.connect.s3.53SinkConnector
s3.region=us-east-1
format.class=io.confluent.connect.s3.format.json.JsonFormat
flush.size=1

schema.compatibility=NONE

tasks.max=2

topics=mkc-tutorial-topic
partitioner.class=io.confluent.connect.storage.partitioner.DefaultPartitioner
storage.class=io.confluent.connect.s3.storage.S3Storage
s3.bucket.name=<amzn-s3-demo-bucket-my-tutorial>
topics.dir=tutorial

9. HEWHEMERT , i%£# mkc-tutorial-role,

10. EBRT—F, ELZ2MTEHL , BRAOEET -5,

11. EHIU\J\EJ: ﬁj:*-r 50

12. ZEFHCENH L , EFENEES , RE R BB ERERS,
T—%

[ MSK & R IEHIE

B MSK &8 R IZHIE

FHZRD |, SRBIEREE 2R/ Apache Katka £ , AGEB#5 S3 FHBHERMERENEK
o

[B) MSK & KX H=E

1. EEFWEHI LR Apache Kafka %< bin X#HXH |, Bl —1EH client.properties HIX
XY ZXHBEUATRE,

B MSK S8 & 347 332
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security.protocol=SASL_SSL
sasl.mechanism=AWS_MSK_IAM

2. BITUTRSUBIREESAEREE. BootstrapBrokerStringBiNiz T £ — NS rIREBH
1=

<path-to-your-kafka-installation>/bin/kafka-console-producer.sh --broker-
list BootstrapBrokerString --producer.config client.properties --topic mkc-
tutorial-topic

3. WAFMMENEMES , RFHK Enter, EERTHRIRMAH=R, BRMWA—1TH1& Enter &Y,
ZATEN BIHAYHE B RIEFER Apache Kafka 58,

4. BTEHB#H Amazon S3 F#NE , EREBEL—FHREENEE,

TR

EERAFEERERR DI RIIES $1 2188 Apache Katka 58 | ERFEERIFEMNERE HZIHK
FEWESD , NTTRAZBR SR Amazon RS S Apache Katka £ HE R, EZERETURITRER
B, fINERSRECEAT BRZEEHTER, BXERIBERILE, REESIMNEERRREIRSE ,
HEXEHFEHIEBIERD , MBRSEESNUNERFPRIRE , FEXEHEREEIBIERERSE
.,

TERERTEERNEY, TEEFRESTEZSFEBMN Java LA (JVM ) #HiE. BNTEEFH
SKUE-HES , EESEATEKEFSTHRTERNRENTE, ESTEHERS , BTk
B3, FLEREHME , URHBEB AT RNBIEEE.,

T RRIERRER 333
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Connector Architecture

I I
Connector Application |
Task1 ‘ Task 2 ‘ ‘ Task 3 ‘
Task 4
Worker 1 Worker 2 Worker 3
THREERAE

EESENEREFATIZERESHEEN TESBEURESNITEA R MSK Connect #£ Tk
(MCUs), 8/ MCU % 1 1 vCPU Wit E8E 0 4GB BIAF. MCU AEFESEIERFRFINERNF
X, MAREEFEANHERNTE,

MSK Connect T ERFEAZFERHENFMER IP thit, BN T EEFHERAETAEBENFNPH—
NP Hbit, BREREIRMLS CreateConnector B R FM B EEHH T AN IP it kEZEEEE
RE K AHEEHIHBHOEESN , TEAGKETRESKD.

BRo|@ERES , LTARUTRHRERN 2 —.

- BB - MREHEEEBNREER , FEABRUEN, BEERME
- THEEFHE,
« MCUs 8MNITEARK AR,

- BV - NMREEBHIBEERETMEE , REBELEETHNEEFESNAEAEER | FiERIE
o HEBRFEHABIBHIERET , Amazon MSK Connect & A EEEBTIZTHN IELRERENS
NIELTENBERLLHINERB S EESWtasks .maxEMH. MCUs

BE=HE :
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- RPN NBRAIEEFHE,

- CPUFAENERBBRE D LANERT BB oL , ZE2HH Cpultilization IEFRBE.
BB Cpultilization BB @MY BB 2 LAY , MSK Connect &3 hNiE#3F P IZ1THY
THEREFHE. 3 Cpultilization EFRMETHE @SR B 2 LAY , MSK Connect 2R 2 TETE
FHE. TREFNBENHRARSEUREESNEENR IMNRAREZE,

« MCUs 81N ITHEARNAE

(A ) RREAFERESH- B FHRERE S BLER[NERNESHR. LSHAWKRE
ESREN LR , NTTEFhIRE 5 Kafka TE 2 XHEXHNRRIARMNHITE,

BEXRIEANRMEZE Bthe section called “ 7 f# MSK Connect TERF" , 5% ; EXH&EAB
HEBESHNESZER | 3 #the section called “ T S K BB HESH. BT HEAEX MSK
Connect 18FrMI{EE |, &S fthe section called “¥5#% MSK Connect’s

THRRERBIHEBUESH

#ZmaxAutoscalingTaskCountZ¥ R —NAEBREFE , AT Amazon MSK Connect #H H3)
MHBUEER. KSBA TR REEESFEIBHREHREATUAENSAKESHN LR , AN ELFithEz
F R A A R AR,

URERBEZT RAEERAT , Amazon MSK Connect 2B ZEA S TEARHEN MCUs 84N TE
ARKHBERLEHINERBEEESRNtasks. maxE . ZmaxAutoscalingTaskCountS iR it
T—MANTEREIED , ATREANEZERVENEKESTHK.

HIBEEFE Kafka fFHP TS XHEBAXNATER , LIEFNEH. BRELRS , &
AR REA B L E B T ENES T EEL TEARERN TR ERNES I BRRET,

BLEER

#ZmaxAutoscalingTaskCountSHMSTHZ AT ER :

maxAutoscalingTaskCount = maxWorkerCount

BERBINGNITEAREF EL —TESKBRBENERFNA. REBFPITHRERELL
E AR ThRE,

IMRIEEmaxAutoscalingTaskCount , MiZRFIFEEZFBOIREURMBEET ES4F
MEIRA. EENERIRERSE  EEIEARKENENREL , RETLEEFIRSE,

THRBREERESH 335
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Ztasks.maxBERFEIFEAZRHEN MCUs BMNTHEAGHNHREZRLHRE , EXEZF2BIE
EmaxAutoscalingTaskCountfy{E,

MREREERSE , WEESFERASETMRBNIRAETE  tasks.max = workerCount x
mcuCount x tasksPerMcu ( HH tasksPerMcu 73 2) ,

ARt f5EF C maxAutoscalingTask ount

ZEmaxAutoscalingTaskCountfELA TS A :
- PEXBER : HIRW Katka TBHEE 2 XBE T BT ENES AT |, R E PRI SRS L6 285%
BEIEATRITHZERES.

- MR  HEBEREESUTRANEN TEABREHRSREFTHEN , BUURHZFAESHEUF
iR ER L.

- ARER : FRASDLITHRLAEEETT , BERHERSNRAFTENRFHERE,

=
X TFERUATEENERESS

minWorkerCount: 1
maxWorkerCount: 4

mcuCount: 8
maxAutoscalingTaskCount: 15

B MmaxAutoscalingTaskCount , H¥ BE 4 N IE=RRT |, EZBNEIE 64 MES (BN MCU4
ANIHEAR MCUs x 8 x 2 MEFK ) , maxAutoscalingTaskCounti& B 15 & , RS AR 15
MES , IREW Katka TEBE 15 MHEPHNSX |, XAEESE,

BB XX 4k P 4% SR B

Amazon MSK Connect X iF#TERZESH LM EER, FHANKME | ESEEZES[TLUET IPv4
IPV6IEERI B Mk, EEE |, IPv6 EBENENKRER (IPv4 + IPv6) TAIA , X% IPv6{XEX M,

MIANBRT |, SEESRER IPv4 NERE, ZOENKMERBWERS  FRAEGEFRRE T T
HRE SRR BER , EANKMERBE OB EERE L EBEREMERE, BEAMEE
B, SRR E R O B E R

BLEXN AR MRS H 336
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Amazon MSK Connect & X 1&&id IPv6e Ml IPv4A#1TIRSS APl Kig T ke, EFEH IPv6 EE#HIT
APl B K SEEFEHANHEKRLKIET S, BX MSK Connect RELXipTANEZER |, FSETS%
MSK Connect & im17 R FELEA .

{58 FI XA P 48 SR B Y SR IR Sk

HERAEEREENKMERE 25 , FRATEEZEESRDARUNAAE FMEE DML IPv6
A 1Pv4 CIDR #,

{58 I XX A% P 4% SR B Y SE BT

. IPv6 X B AIXIEN L ER (IPv4 + IPve) THA , FXEBRERKER (+) TTHA IPv6
o« B AR IE RS AT AR AIEREE] MSK IPv4 M IPv6 Sink SREIERS

- BIEBEEBETEMBUMBRE-LIMBRHA BB EER S EEMEZRE

- EEBRVBPEIEENFTE TRESAZ IR | R8T B X ik P 45 28 B A i 32 85
- MRFEANKRFRNEREEMEELE , WHTRABRS , EZESINERIAN IPvd-only

- NTFIMEEES , BLLEFTMELE-LIMBRH EFH OB EZSRTEEAMEZER

- ERAXKRBKMTR=EHNTEA

Bl EBER
IR E T {aE A Amazon Web Services B4 & 0 22 E 1288,
{55 FH B R E 3288 Amazon Web Services BE 24 &

1. 1£ https://console.amazonaws.cn/msk/ 37 Amazon MSK ###l &,
2. TEEMBEHEE MSK Connect T, &R IERESRS,

3. %4® Create connector (BIZiEEER).
4

BRLLERERIAN B E AR OIBERS | LA ECBFNBEE N E L. BXAEEN
PR e 82X L mUNE R | BS Mthe section called “QIZ BEXEH . BEHLEEF , RIRE
B-NEEANBE SN, EEEEHSIRD  RIBCANES  BPEENNERE A
RIEET—%,

5. MABMMMER (AL ),
6. EREEEEEIINES,
7. HEEESMNERE B0, AMERBERUTERZ— :

IR E SR 337
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10.

11.

12.

13.

14.

15.

« IPv4 ( BRiA) - IPV4 (N T ETERZE it

o NWix-ATES IPv4 FIEZT B IPve (XHZHFNEE IPv4 IPv6 CIDR 52 RERETF
ATA )

BEEHESRE. SEERENRESHERTECZMNEEZR(LE, BR oS HEMEE

EERERANSE , HlI connector.class # tasks.max ., LT & Confluent Amazon S3

Sink Connector K& Rl o

connector.class=io.confluent.connect.s3.53SinkConnector
tasks.max=2

topics=my-example-topic

s3.region=us-east-1

s3.bucket.name=amzn-s3-demo-bucket

flush.size=1
storage.class=io.confluent.connect.s3.storage.S3Storage
format.class=io.confluent.connect.s3.format.json.JsonFormat
partitioner.class=io.confluent.connect.storage.partitioner.DefaultPartitioner
key.converter=org.apache.kafka.connect.storage.StringConverter
value.converter=org.apache.kafka.connect.storage.StringConverter
schema.compatibility=NONE

ETX 6 GBESNEESRTE, BUUERMIEESXZEIEE  CMENBT B, EXXHBEN
EMWEE. |, 55 #the section called “ T fREZBEAE",

( Ak ) £ “RRET BESE o4 , FH FREFITRESH FERAEEBIRMIR

EHAE D BLAIERBEN R RIS, ZEMNELETENERIEAR AR, MREREEE ,

NEEEBFEEASEEMRGEINIREITE, BXEZEE |, 15 the section called “ 7 & KB

AR BUES

ERBRAIEEFEERXBEN THEFEE. AXCEZEENITAEFREENEER , 5 Hthe

section called “ 7T f## MSK Connect T/E:&2F”,

BETX , EERSHITAR., XHUME MSK Connect AT AIBER IAM A ] | LA G EEREER
FinE 4 E Amazon BIRFIENFIENR, XLENRIURFIERESZNZE, AXUMACIELAE
KEE , S Fthe section called “ T RS HITAE,

EET—F , E8%2EE  ARBRERT %,

BEMENBEERICRKIED  REERT—F., BXHIRIEEMWEER , 55 Hthe section called “H
HFIDFE

HRERHCBNE L  EFENEESRHRE , AR BEESR,
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EfEH MSK Connect AP| BIZiE #3858 , i5Z 8 CreateConnector,

A A UpdateConnector APl 8BEEREE. BXEZER , i5S M the section called “E#TiE
EE .

BT

LSRN E T A {E A Amazon Web Services B2 4] 8 EHHIMAB MSK Connect iE SN E

£ A EHEEESALIE Amazon Web Services B4 4

1. £ https://console.amazonaws.cn/msk/ TF Amazon MSK 2| &
FEEMBEKE MSK Connect T, iEIRIERER,

R BNERESR.

R REEERIE

EIEESBERE, BFEconnector.classEMA#1TE S UpdateConnector, BA T =2 Confluent
Amazon S3 Sink Connector FIEL & R Hio

S

connector.class=io.confluent.connect.s3.53SinkConnector
tasks.max=2

topics=my-example-topic

s3.region=us-east-1

s3.bucket.name=amzn-s3-demo-bucket

flush.size=1
storage.class=io.confluent.connect.s3.storage.S3Storage
format.class=io.confluent.connect.s3.format.json.JsonFormat
partitioner.class=io.confluent.connect.storage.partitioner.DefaultPartitioner
key.converter=org.apache.kafka.connect.storage.StringConverter
value.converter=org.apache.kafka.connect.storage.StringConverter
schema.compatibility=NONE

6. ZEERX
7. RlE, TAEEZSRNRELRT R P BEIRERN SRS

E £ A MSK Connect API EFTiEESMELE , 12 UpdateConnector,

BRI

LT RESETUIESES Amazon MSK Connect B E R RE.
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B2 5 Amazon VPC IPs S¥&E B E S, Transit Gateway E&

MREFEAH R HE Amazon MSK Connect # Amazon VPC X &£ Z S, Transit Gateway , HFRENY
EEBBENHE CIDRSEE RN ZE VPC &R IPs

* “10.99.0.0/16”

+ “192.168.0.0/16”

« “172.21.0.0/16”

B2 B E il

R —T Amazon R , EPF IS E EEREZENNE, BILUF AR X4 (HEBE—1HZ
N JAR XHH ZIP XX ) L4253 S3 7N , A ECIBEAEEF#BILE. tl2FEHE , MSK
Connect 2E #liZEE KM S3 WRWAR, BENEF IS0 S3 W RAVEE | N ZNRWIEMELE
ERBF2FREFREEESR. QEREESRN  FEEELBE MSK Connect A TiZERERNE
o MHESEEFRHXRRR—XNZH  RALAR —MaEHF L - NS MEERR,

(® Note

BEMBEBHTERBER. ZERAFBACDAFRA , BWERAE IR ZEFRERESR | PR
ZiEt , RREMEET.

A BEXAEHHERBER
BMNRBUENEERNAA LT JAR XANEB I, Package FFENEZEBITENNATZ

« —NZ2IP X, EFEESRAFFENRELAERN JAR TAFKEIR R,
« —MNEEEAREKBITRPTE R uber JAR,

TR EBRRAELHEETRIMEFHN T AEIFEY | ASBENMER,

TRERTENXEFMW Apache Kafka Connect lRAFIERAEY Java iIZ1TEHARA . BHREHBENLEH
5% Kafka Connect ix45HY Java E1TETRRAF#R A
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Apache Kafka Connect Java iz 1T B AR A

FI#HZ& Kafka Connect KA Java i=17h¢
2.7.1 Java 11
3.7.x Java 17

BXRIMAF R EER[NBNER , BS56 Apache Kafka IR EERRTT R IEFE.

B B E N EH Amazon Web Services BE 124 &

1. 1E https://console.amazonaws.cn/msk/ TF Amazon MSK #Z#14&,
FEAEMBEKE MSK Connect T , ®&F BELEH.

I A E EH,

EFEH B S3,

£ S3 IFEMIIRT |, EEIEHEHN JAR R ZIP X7,
EXNRIIFRS , EFFELH JAR R ZIP XHEMHEIEE , RAFEBEER,
RO B E SUEH,

N o o M~ b

ZE A MSK Connect API ¢l B E X if# , 155 CreateCustomPlugin,

T f# MSK Connect T/EREF

THERFRIZTIEESSZEN Java BEW (JVM ) #E, BN ITEERFHLUE-HES , XEES
EHTELBERSITHIITESBRENIE, FFFEHERS , BT ENEs, FLEHEHES , R
REFEMBAT BNHEEE, IRIEEFSEIRNVITEEFHENTL , TRRBE T ESH
EREBNABEMY. eladtTHhR , NEMFEHERRIERFESHES. Connect THEEFEA
Apache Kafka #Y {55 A 25 48 i 4 18 A 22 % Y 17

MR EHIEERBEERTC R ESELELT , WAL MSK Connect IRIEEEELIEEN TR L
BRe By BIEEREFRE, & , EUUEEEETEESSENBY TEERRE, EXEZEE
&2 5 the section called “ T fRiEIZEERE,

MSK Connect T/ERRF/EA IP bt
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MSK Connect T#EREFEAZFIRENFRFHN IP #hit, BN IEEFHEAZTFREN FRPHN—
NP sk, BRI EIRIEIRMLS CreateConnector ERMFMPEZBHATAN IP it kEZ2EREEE
RE  AHEEHIBPUEESEN , TEAGRKETESKD,

MATHFEFEE

MSK Connect 2L FBIATERERFEE :

key.converter=org.apache.kafka.connect.storage.StringConverter
value.converter=org.apache.kafka.connect.storage.StringConverter

XENITFEEFEERMT

MSK Connect 2 EBRIAW TERFEE, SETUEREA T EESENEENIEEFESE, LT
H|&RBEHE X Amazon MSK Connect TEHRFAXFN IEEFEERHENER.

« 2K key.converter f value.converter BN HE,
« MSK Connect X#FEL T producer. BLEE 14,

producer.acks
producer.batch.size
producer.buffer.memory
producer.compression.type
producer.enable.idempotence
producer.key.serializer
producer.linger.ms
producer.max.request.size
producer.metadata.max.age.ms
producer.metadata.max.idle.ms
producer.partitioner.class
producer.reconnect.backoff.max.ms
producer.reconnect.backoff.ms
producer.request.timeout.ms
producer.retry.backoff.ms
producer.value.serializer

« MSK Connect X#FLLF consumer. BLEE 1%,

consumer.allow.auto.create.topics
consumer.auto.offset.reset
consumer.check.crcs

RATEREFEE 342



Amazon Managed Streaming for Apache Kafka

FRARER

consumer.fetch.max.bytes
consumer.fetch.max.wait.ms
consumer.fetch.min.bytes
consumer.heartbeat.interval.ms
consumer.key.deserializer
consumer.max.partition.fetch.bytes
consumer.max.poll.interval.ms
consumer.max.poll.records
consumer.metadata.max.age.ms
consumer.partition.assignment.strategy
consumer.reconnect.backoff.max.ms
consumer.reconnect.backoff.ms
consumer.request.timeout.ms
consumer.retry.backoff.ms
consumer.session.timeout.ms
consumer.value.deserializer

s TEMEHEHMTE producer. = consumer.

access.control.

admin.
admin.listeners.https.
client.

connect.

inter.worker.
internal.
listeners.https.
metrics.
metrics.context.

rest.

sasl.

security.

socket.

ssl.

topic.tracking.
worker.
bootstrap.servers
config.storage.topic
connections.max.idle.ms
connector.client.config.override.policy
group.id

listeners
metric.reporters
plugin.path

BIRTANEERY , BUATEMERN,

XENITHEEFRERM
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receive.buffer.bytes
response.http.headers.config
scheduled.rebalance.max.delay.ms
send.buffer.bytes
status.storage.topic

(@ Note

TiEESEERE M UEA T Kaftka Connect THEARARFNIZE. FXF IVM MAEEEREM
( Hlalogsj.*Hlogsj2.* ) , MREBENTESEEFIBE , NXLEEETEER,

EXIFEFREEMERERTNESZEER , 55 Apache Kafka X1 #Y Kafka Connect
Configs.

SEBENTHEFEE

RN E T {aE A Amazon Web Services B 50 BBAEN TEREFERE.

FEHNEBREN T/ESSHE E Amazon Web Services EEIR4 &

1. ¥ https://console.amazonaws.cn/msk/ TF Amazon MSK &l &

2. HEEMBEHKH MSK Connect T , FTHEREFEE.,

3. ERBEIEEFEE.

4. BWMABHAMAEER  AEFNEENENEHRENNE.
5. ERUBIKEREE.

ZE A MSK Connect API BIZ T#88E & , 55 CreateWorkerConfiguration,

## offset.storage.topic #####H#HH

ATRHNEETHDECEAREE#H TR EBRREESRE. BBFMETR Katka Connect Ak
FHEESNESEERBHRNIBER,

EREW

EERREESRFEREN , FERUATILR.
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- EEEREBFE®HTE , BRUNEESFERBENIEEFEESF offset.storage. topic H{EHM
TE#EMN Kafka TEE o

- FREESREENRERTS, MRFEERFEETNEATREBILR , NEREEETRE2S
BEERHABTBTINIT N, RNBUESERGENURIES

- BEMBIND X - BRTEIRM offset.storage.topic REEX TEERFE BN , LIETTLL
NEBIRSERETFEEL I EHE, ABEBHNRIAD XN,

- config.storage.topic : 1, FAIRE , X MRESXEHA

- offset.storage.topic : 25, AI@EI M of fset.storage.partitions #{TEE
« status.storage.topic : 5, AI@IEMH status.storage.partitions #ITEE

« FZHMIBRER — Amazon MSK Connect R8RS BEZRNI MBI Katka EZEATER ( £
BEZ ML __amazon_msk_connect J7F3k ) . MimMEIEHIBREREIFIVIBETTEMBR , ER
MEPER (a0 of fset.storage.topic ) JAEEEZBRZREEFEH, B2 , B LAF MR
MSK Connect 8| RERNATED, NIPEBILR _ amazon_msk_connect_<offsets|
status|configs>_connector_name_connector_id #&Aa Ao

IENFE _ amazon_msk_connect_<offsets|status|
configs>_connector_name_connector_id AT TFMIBRANEBE, & Rl BR IEEi=1THIESE
BEYEEEFEANAIBER,

« Xt MSK Connect SIZHWABEBFEAHEEEYN - IREESFRARBSFEEITREFE LR
WEESENRS , UXATAFTEEREES HEESHERNER. IUFERAIEEFRERIR
B offset.storage.topic B , EFMHEN BN DE S of fset.storage.topic,
HETENEZSECHEEFH. EEEESRFERBPHER T EE., MSK Connect R RFF
BEMEZESEHRLZE config.storage.topic M status.storage.topic. BRFE MSKC
FAlZFTEESNAHatBXETE, SII12%B __amazon_msk_connect_<status|
configs>_connector_name_connector_id %X Bzi@rE , At EZAEN T RERSEFLE
PiENEN

ERARARBFEER

EIAER T , Amazon MSK Connect &7 Kafka &8 L W GBI BN B MNERESRE

BR— NN REF#EEE, MSK RS2 %R ARN &R IAEBEE . Hlm
__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2,
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£ F B E R B 17 £

ERREESFcHRMREELSY  SULUERAACEENRBFERIERRERINTE. BEERBRF
i ER A BB TR BREER CRWES |, ZEER TN LN EEBFNRE—MRBIRE R
HY,

EEERBFMEID  BEUBEEZESCIEIEERFEEF RN offset.storage. topic EHER M
—ME, MRESEFARBEEETBRERLAOENEESNFRR , AT EEREESIHE
ESRHENEN. IRZCBREENRBFHES , XA EEBEREP N cleanup.policy IREN
compact,

(® Note

MREECBBERB[DEESRNIEETRBE#HETE , BEZEBEHAFERE , W MSK Connect &
BIBZEE, BR , ZXTBT LA TEWEESFS |

MmefEMA Kafka EARAMICKERZWREESRFRE. SN BERSEEESH2UR—
E7 connect-{CONNECTOR_NAME} W, REFABFAFE , BOENTMAEEHEE
CONNECTOR_NAME {ERVEL ZIW SR E RN LRI RBHLE,

/A Important

MREBERFRERBELEUENVENERNNEEESFRE , BEA UpdateConnector APl, B3k
BZER , BSR EMEESs.

Example : Ef 0B REEBNEERBERETE

NREFEZEERERBEEENE NP BRMNEFR IR ERES , WAL ETFEREETEERBFEE
Ao o, RIRIEE —NMEEHIERIR (CDC) &R , HFBLBETEKX COC HFERPHLERTE
RTEHMERE. UTHSRERIMATREES

1. EENEBEFRIUTENL , STUTHITUEREESFEBFHEEIENER. F
<bootstrapBrokerString> B AEEHN S| SREZ/FE, BXRIEISREFRHENHR
B9 , IS HIREL Amazon MSK & 5| S R,

<path-to-your-kafka-installation>/bin/kafka-topics.sh --1list --bootstrap-
server <bootstrapBrokerString>
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DTREERTMEERHIBENIIR  SEMERIANASEZSREEIE, EHRAH | 0

& CDC #E#=REAH MSK Connect BIEZHN AR FR T, IHRERREFHEEIEEN
__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2 MIRE,

__consumer_offsets

__amazon_msk_canary
__amazon_msk_connect_configs_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2
__amazon_msk_connect_offsets_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2
__amazon_msk_connect_status_my-mskc-connector_12345678-09e7-4abc-8be8-
c657f7e4ff32-2

my-msk-topic-1

my-msk-topic-2

2. 7E https://console.aws.amazon.com/msk/ ¥TF7F Amazon MSK 12| &

3. MEHEBRIIRPEAREHNEER. EHHARFEEREEZRNAST , LEGTUNERTERH?
£ EReBHIEER,

4. EMRRERESS  BRERER. RARENEIRMAFZRTHAERRBN , UHEIARER.
5. EAESEZSNENEZAENTHEFEE. AXUH , BEHLEEENTFEFEE

EITHEFEEY , SAFZARRINFEREFHEEIENEMEENRUTUTEEH
offset.storage.topic H{E.

config.providers.secretManager.param.aws.region=eu-west-3
key.converter=<org.apache.kafka.connect.storage.StringConverter>
value.converter=<org.apache.kafka.connect.storage.StringConverter>
config.providers.secretManager.class=com.github. jcustenborder.kafka.config.aws.SecretsManag
config.providers=secretManager

offset.storage.topic=__amazon_msk_connect_offsets_my-mskc-
connector_12345678-09e7-4abc-8be8-c6571f7e4ff32-2

/A Important
DR FE R IEE S B EEEFHR B .

ERAEL-SHRENTFEFREIEMERER. AXUH , BSHLE BEH,
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HiE . FARERERFHHRER AT

WRGIER T a6 A FHR B B 1R B2 5 /¥ Amazon MSK Connect BV BURME BAAERL, BiEBRERERF
ATCEEESIITEEFEEFTEETEMAIRAX , EEERPETN I EEFSTESITHNRER
WXETE, XETURLESENEMZAUBXENERE. ROIPHEERMERZIFMN S Amazon
ecrets Manager, Amazon S3 #l Systems Manager (SSM) RZREES . EFHE 2 H , B UEFE
MANERENRFSREBREENERINRE,

p=c5_R=-BU1

5 MSK it B2 2 F 5 Amazon MSK Connect Bt & AR , FEERLTEMN :

@ IAM BRSITA B EERE BRMAEFE SR,
c EIFEFREPENBEERMEF R EEEESREEPHRI,

- MRBHRGBBREEEENAIBE , MiXLETERXHAEEEZEFEBAETPR, Kafka Connect N RE
YHBEEENLEFRSEMAEMAXENER, ETHRESER , BSRABLEESAEP HIAM
o

« RIAMERT , HEZBEHEBRERZSFR , MSK Connect A2 FEH B ZERER, BEXALE
BITR , WAEEESREED N config.action.reload Ei&EN none,

I B E X L& F] S3

EOREEES |, BERITEN EET T 8T msk-config-providersk &2 —NE 2 EEERH zip
Mo

FRALKIKE QO Debezium ERNEZERCEBENAG

£/ Amazon CLI LA#E &5 E Amazon S3 FH BN ERNERAF SMETHT. BXZEN
RE Amazon CLI WS & , 55 {Amazon Command Line Interface AF#E&) F# Amazon CLI
AlJ. BX% Amazon S3 #f£ /A Amazon CLI BIfE 5. , 2 HAmazon Command Line Interface A f~
FER A Amazon S3 5 Amazon CLI BE& A,

1. FABRBOFR , FAUTHSEIEXPRE —NERN custom-plugin BIXHE,

mkdir custom-plugin && cd custom-plugin

2. AT @S M Debezium M FHHRFIREMRAH MySQL Connector &
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https://docs.amazonaws.cn/cli/latest/userguide/cli-services-s3.html
https://debezium.io/releases/

Amazon Managed Streaming for Apache Kafka FERARER

wget https://repol.maven.org/maven2/io/debezium/debezium-connectormysql/
2.2.0.Final/debezium-connector-mysql-2.2.0.Final-plugin.tar.gz

FEAUTH TR gzip XHRIE| custom-plugin XX,

tar xzf debezium-connector-mysql-2.2.0.Final-plugin.tar.gz

3. HANTHHTH MSK BERMHEER zip X

wget https://github.com/aws-samples/msk-config-providers/releases/download/r0.4.0/
msk-config-providers-0.4.0-with-dependencies.zip

FERUTESTEN zip XHREEE custom-plugin X#HXA,

unzip msk-config-providers-0.4.0-with-dependencies.zip

4. FEREEHPH MSK BLERMHEFMBE S ERESBNANBRERTE N custom-plugin. zip B
BAX A,

zip -r ../custom-plugin.zip *

5. FX#HLEE SIUERRESE,

aws s3 cp ../custom-plugin.zip s3:<S3_URI_BUCKET_LOCATION>

6. 7£ Amazon MSK 1#2#|&# MSK Connect 89T , B BENTEH , ARERNBBENNBHH
M Y& s3: < S3_URI_BUCKET_LOCATION > S3 &M@ LLEIRENIN L& 8 B ENFEH ZIP 34,

Amazon S3 > Buckets > msk-lab- BB plugins-bucket > debezium/

. Copy S3 URI
debezium/

Objects Properties

Objects (1)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [4

Actions v ‘ l Create folder ‘ [ upload

‘ Q Find objects by prefix 1 @
Name A Type v Last modified v Size v Storage class v
B custom-plugin.zip zip May 15, 2023, 22:43:47 (UTC-04:00) 55.2 MB Standard

7. XNTHRHGER, WA debezium-custom-plugin, HHE , MAERHIERCR B E LA,

B B E A L& F S3 349


https://github.com/aws-samples/msk-config-providers/releases/download/r0.4.0/msk-config-providers-0.4.0-with-dependencies.zip

Amazon Managed Streaming for Apache Kafka FERARER

Amazon S3 > Buckets » msk-lab- INIEEBB-plugins-bucket > debezium/

debezium/

Objects Properties

Objects (1)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [4

Actions v H Create folder ‘

Q, Find objects by prefix 1 &
/] Y pi
Name A Type v Last modified v Size v Storage class v
D custom-plugin.zip zip May 15, 2023, 22:43:47 (UTC-04:00) 55.2 MB Standard

\

ATENRERFEES BANER

BEEUT = MRS FERESHIE :

» Secrets Manager

+ Systems Manager Parameter Store

+ S3 - Simple Storage Service

EERUTIRIRZ— , REBXRAZBRFRESHHMMERNRA A,

Configure in Secrets Manager

£ Secrets Manager FElES A

1.
2.

5.

$TFF Secrets Manager #4148

BRI BEAREFEEEULERER. BXHEA , 5ZH (Amazon Secrets Manager FIF#E/) #F
#9612 Amazon Secrets Manager Z4A.

S HZEHAN ARN,

FUAT REIZEEEHH Secrets Manager X RAMEEBHREFZHMITAE., =6 ARN
arn:aws:secretsmanager:us-east-1:123456789012:secret:MySecret-1234 &
RN ZHB ARN,

w0 TAERE B B FDE SRR UL A

"Version":"2012-10-17",
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"Statement": [

{
"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionlds"

1,

"Resourxce": [
"arn:aws:secretsmanager:us-
east-1:123456789012:secxet:MySecret-1234"

1

6. ZE{FHA Secrets Manager Bl ERMERF , BESER 3 PRUATILITRBEFZ TEEFEEX
AER

# define name of config provider:
config.providers = secretsmanager
# provide implementation classes for secrets manager:

config.providers.secretsmanager.class =
com.amazonaws.kafka.config.providers.SecretsManagerConfigProvider

# configure a config provider (if it needs additional initialization), for
example you can provide a region where the secrets or parameters are located:

config.providers.secretsmanager.param.region = us-east-1

7. XTF Secrets Manager BLERMERF , FEFIR 4 PEFIEESFHEN AT JLITREE,

#Example implementation for secrets manager variable
database.user=${secretsmanager:MSKAuroraDBCredentials:username}
database.password=${secretsmanager:MSKAuroraDBCredentials:password}

BB LR REESEERMERF —EEM.
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Configure in Systems Manager Parameter Store
£ Systems Manager Parameter Store H &t BS &

1. $TF Systems Manager &l &
2. ESMBEHD , %&#F Parameter Store,

3. BIBEFAME Systems Manager PRI SE, BXxii# , i55H ( Amazon Systems
Manager i8R FHY “8l2E Systems Manager 3 ( #4148 ) 7

4. EFRSHE ARN,

5 FUTRAIKEEPH Systems Manager SRR INEIERH RS HITAE, <arn:aws:ssm:us-
east-1:123456789000:parameter/MyParameterName>E# RS ARN,

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "VisualEditox0",

"Effect": "Allow",

"Action": [
"ssm:GetParameterHistory",
"ssm:GetParametersByPath",
"ssm:GetParameters",
"ssm:GetParameter"

1,

"Resource": "arn:aws:ssm:us-east-1:123456789000:parameter/

MyParametexrName"
}

1
}

6. ZEfEF Parameter Store BLERMERF , HELHE 3 PRUAT/LITREBEH I TEEFEENX
ZRHES -

# define name of config provider:
config.providers = ssm

# provide implementation classes for parameter store:
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config.providers.ssm.class =
com.amazonaws.kafka.config.providers.SsmParamStoreConfigProvider

# configure a config provider (if it needs additional initialization), for
example you can provide a region where the secrets or parameters are located:

config.providers.ssm.param.region = us-east-1

7. X4TF Parameter Store BLERMHEESF , BTELS R 5 PEHIEEF[EENUTIILITRB,

#Example implementation for parameter store variable
schema.history.internal.kafka.bootstrap.servers=
${ssm: :MSKBootstrapServerAddress}

A H ERRNMN S REESE B RHAREFHHER,

Configure in Amazon S3
E7£ Amazon S3 objects/files i TEL B

1.  3¥TFF Amazon S3 4|4,
FRREEE S3HNEFEMENE. XU |, BSH LA R,
EHXYRE ARN,

FLAT REIZRBE A Amazon S3 XN RIZEUNRARMB B RFZHITAE, HRFE ARN
arn:aws:s3:::<MY_S3_BUCKET/path/to/custom-plugin.zip> B RE ARN,

A w0 D

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditox0",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<MY_S3 BUCKET/path/to/custom-
plugin.zip>"
}
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5. EfH Amazon S3 BEBRMHEF , FELE 3 U TILTREE &5 T/EEF BB SUAE
B

# define name of config provider:

config.providers = s3import
# provide implementation classes for S3:

config.providers.s3import.class =
com.amazonaws . kafka.config.providers.S3ImportConfigProvider

6. XTF Amazon S3 BEBRMHERF , FESTW 4 PRHUAT/UITRBEFIEERERE,

#Example implementation for S3 object

database.ssl.truststore.location = ${s3import:us-west-2:my_cert_bucket/path/to/
trustore_unique_filename. jks}

BT LR ERRNMN S REE SR EREREFBBER,

ERERERHEFAANESCIZAENTFEFEE

1. 7£ Amazon MSK Connect 2 TR TERFEE.

ERCERIHEFRE,

EIEEFEEZW XAEFHA SourceDebeziumCustomConfig, “HiR"2EIEI,
BEMENRERFEFEXANEENS , AEFEMWEE TEEFEEXRES,
UTRABE=EAREEFN IERFEE RS

o & w0 DN

key.converter=org.apache.kafka.connect.storage.StringConverter
key.converter.schemas.enable=false
value.converter=org.apache.kafka.connect.json.JsonConverter
value.converter.schemas.enable=false
offset.storage.topic=offsets_my_debezium_source_connector

# define names of config providers:

config.providers=secretsmanager,ssm,s3import
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# provide implementation classes for each provider:

config.providers.secretsmanager.class =

com.amazonaws .kafka.config.providers.SecretsManagerConfigProvider
config.providers.ssm.class =
com.amazonaws.kafka.config.providers.SsmParamStoreConfigProvider
config.providers.s3import.class =

com.amazonaws . kafka.config.providers.S3ImportConfigProvider

# configure a config provider (if it needs additional initialization), for example
you can provide a region where the secrets or parameters are located:

config.providers.secretsmanager.param.region = us-east-1
config.providers.ssm.param.region = us-east-1

6. BREUBRIEEFEE

BIEEZRS

1. RBOIEMEZSF PR , SIRMEESS.

ERIETE 227 P EAE S S3 FHBEPM custom-plugin. zip XHERN BE LEHHIFKIR.
BEFENRAERFEHMENEEND , AEHEREI THEFEE FRF.
UTRAA=TRHEFNEESFEERM

R

#Example implementation for parameter store variable
schema.history.internal.kafka.bootstrap.servers=${ssm::MSKkBootstrapServerAddress}

#Example implementation for secrets manager variable
database.user=${secretsmanager:MSKAuroraDBCredentials:username}
database.password=${secretsmanager:MSKAuroraDBCredentials:password}

#Example implementation for Amazon S3 file/object
database.ssl.truststore.location = ${s3import:us-west-2:my_cert_bucket/path/to/
trustore_unique_filename. jks}

5. R “FEHABEENERE", ARESourceDebeziumCustomConfighh “T#ESSE & T HIR P 1Tik

#.

6. BRROBEESFPUHANERSREITERF,
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MSK Connect B9 IAM B & F1 5K B

AEHHBBZBEENA IAM REMAE , SUEEEHN Amazon MEFZ £ IEEMEE Amazon

MSK Connect, LA TRED M4BT %5 MSK Connect —2ERANBREHITAR | SFEEETZ IAM
BRI MSK £EFER AT ENEEREMFANR, ZUHEERM T EFX MSK Connect ThEETE

RN RA2E IAM KRS RG] , AR ZBRS TR Amazon HEREHNIFAEE,

F&:

- THRESHITAE

« MSK Connect # IAM KB Rl

Br3E s RS R ENRE R

« Amazon MSK Connect B 3£ & K B
£/ MSK Connect FIIRZHEXAE

THREBSHITA®

® Note
Amazon MSK Connect A FERARSHEXACENRSHITAR, BXANCIEZRINP RS
TR, BEXUACIEZBEEN IAM AN  FSRIAM AFEETHNCIESE LM
Amazon RS ZE RN R

£ MSK Connect BI2E#E:EN |, BREERETEEZHESFERAM Amazon Identity and Access
Management (IAM) A€, ZHNRSZSHMITACGLMEFUTEERE , JAME MSK Connect AT AKX A%
A, BXRIEKREPERH ETXRWIEEE | B35 the section called “BhSE s RSEE IR E B,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "kafkaconnect.amazonaws.com"

},
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"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"

},
"ArnLike": {
"aws :SourceAxrn": "arn:aws:kafkaconnect:us-
east-1:123456789012:connector/myConnector/abc12345-abcd-4444-a8b9-123456f513ed-2"
}

MREREEERESR —EEAN Amazon MSK SEEEA IAM HORIE |, N SR EEEIRHRSHITE
BRI TR RER, BXUWAEREFN UUID AR IMAIEEBHE L ARNs , 12 Hthe section
called “BRIUKBHEIR",

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kafka-cluster:Connect",
"kafka-cluster:DescribeCluster"
]I
"Resource": [
"arn:aws:kafka:us-east-1:000000000001:cluster/
testClusterName/300d0000-0000-0005-000f-00000000000b-1""
]
}I

{
"Effect": "Allow",

"Action": [
"kafka-cluster:ReadData",
"kafka-cluster:DescribeTopic"

1,

"Resource": [
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"arn:aws:kafka:us-east-1:123456789012:topic/
myCluster/300a0000-0000-0003-000a-00000000000b-6/__amazon_msk_connect_read"
]
}I
{
"Effect": "Allow",
"Action": [
"kafka-cluster:WriteData",
"kafka-cluster:DescribeTopic"
]I
"Resource": [
"arn:aws:kafka:us-east-1:123456789012:topic/
testCluster/300f0000-0000-0008-000d-00000000000m-7/__amazon_msk_connect_write"

]
},
{

"Effect": "Allow",

"Action": [
"kafka-cluster:CreateTopic",
"kafka-cluster:WriteData",
"kafka-cluster:ReadData",
"kafka-cluster:DescribeTopic"

1,

"Resource": [
"arn:aws:kafka:us-

east-1:123456789012:topic/testCluster/300f0000-0000-0008-000d-00000000000m-7/
__amazon_msk_connect_*"

]
},
{

"Effect": "Allow",

"Action": [
"kafka-cluster:AltexGroup",
"kafka-cluster:DescribeGroup"

1,

"Resource": [
"arn:aws:kafka:us-

east-1:123456789012:gxoup/testCluster/300d0000-0000-0005-000f-00000000000b-1/
__amazon_msk_connect_*",

"arn:aws:kafka:us-
east-1:123456789012:group/testCluster/300d0000-0000-0005-000f-00000000000b-1/
connect-*"

]
}
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1

BIEZEESNEE  SUEEZEENRSHITHLH MATFEI R Amazon BIRHINRREE, 5
W, MRENEERFEM S3 FHBAERE , URFSHITABKXIEERTFEAZFHEZN
FRAVIXPRKEE, HTFNHBH , BRI UERAE S — N FMAE IAM policy REBEFEL 1A EIXER , 5l
arn:aws:iam::aws:policy/AmazonS3FullAccess. B2 , HTFRE£ZERE , RINEWNEFEAR
FEIEHUERRE | R ERIEREZE M Amazon JRIEEBEHE A Amazon EIKES.

MSK Connect B9 IAM 2K B =45l

EMFEERAFRTFXNAAE MSK Connect ZhEERI T2 T EIAR |, HF T REEHINEZ AT H 1AM
ﬂ@lo

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "MSKConnectFullAccess",

"Effect": "Allow",

"Action": [
"kafkaconnect:CreateConnector",
"kafkaconnect:DeleteConnector",
"kafkaconnect:DescribeConnector",
"kafkaconnect:ListConnectoxs",
"kafkaconnect:UpdateConnectox",
"kafkaconnect:CreateCustomPlugin"”,
"kafkaconnect:DeleteCustomPlugin",
"kafkaconnect:DescribeCustomPlugin",
"kafkaconnect:ListCustomPlugins",
"kafkaconnect:CreateWorkerConfiguration”,
"kafkaconnect:DeleteWorkerConfiguration”,
"kafkaconnect:DescribeWorkerConfiguration"”,
"kafkaconnect:ListWorkexConfigurations"

1,

"Resource": "*"

},

{
"Sid": "IAMPassRole",
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"Effect": "Allow",
"Action": "iam:PassRole",

"Resource": "arn:aws:iam::123456789012:role/MSKConnectServiceRole",

"Condition": {
"StringEquals": {

"iam:PassedToService": "kafkaconnect.amazonaws.com"

"Sid": "EC2NetworkAccess",

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DescribeNetworkIntexfaces",
"ec2:DeleteNetworkInterface",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"

1,

"Resource": "*"

"Sid": "MSKClusterAccess",

"Effect": "Allow",

"Action": [
"kafka:DescribeClustex",
"kafka:DescribeClusterV2",
"kafka:GetBootstrapBrokers"

1,
"Resource": "arn:aws:kafka:us-east-1:123456789012

"Sid": "MSKLogGroupAccess",

"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:CreateLogStream",
"logs:PutLogEvents",
"logs:DescribelogStreams",
"logs:DescribelLogGroups"

]I

"Resource": [

:clustexr/myCluster/"

"arn:aws:logs:us-east-1:123456789012:1o0g-group:/aws/msk-connect/*"

REE R
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]
}I
{
"Sid": "S3PluginAccess",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucketl-custom-plugins",
"arn:aws:s3:::amzn-s3-demo-bucketl-custom-plugins/*"
]
}
]
}

B 3B 5 AR 55 8 7B AL EE [R) &

BERERER -1 L22MRE , DTEFRERENTRIRNXAEQIEEERTESRRASEAMIT
Z#RME, EF Amazon , BRSEGAURESSHRINEIFRE, — MRS (HUERS ) BAZS —TUR
5% (FTBAVERSS ) &Y |, ATRESRAEBRSEN. THURNAARKRS , £AENRUERMER T 2RSS
FRAEHRNRO AN S - EFWRRETRE. FBLEXHER , Amazon R4 ATH B GRS
FERSHBENTE K MXERSHHRS EEENRIGFRKS HHER.

RINBUERBRREFMER aws: SourceArn M aws:SourceAccount £R&H ETXE , LR
#l MSK Connect J HAfRF RN FIRIGRINR, MR aws:SourceArn HERIZEMKF, ID, Hlm
Amazon S3 77 ARN TE2EMKF ID , B4AFERARNEREM4 LT XXRRRBRHEINRE. MRER
FRALBZHLETXZAMNETEKS ID B aws:SourceArn fE , M aws : SourceAccount B
aws:SourceArn HEHMIKFER — KB IEAPEAN , XIERERNIKS ID. MRERHEF—
NRBREERSHRIMEXE | A aws:SourceArn, MREEAFZKF PHEMNERSERS
fEFREMXEL , M, aws:SourceAccount

% F MSK Connect , aws :SourceArn H{EANE MSK E#ES,

R EREREZFARN A ERMER aws:SourceArn £RB&H LT XRME R &
ARN, MNRFHEFRRNTE ARN , REEEEESNRR , HHN ARN RASERTE
JBERF (* ) W aws:SourceArn £/ E FX&EM4®, B0, arn:aws:kafkaconnect:us-
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east-1:123456789012:connector/*&RREBTEERI ( BHFEILILE ) KiFHHESH
123456789012 YK F BV Fr B E 85,

AR RABIER T 268 MSK Connect F1#Y aws : SourceArn # aws : SourceAccount £ R4
FTRXBERGEREREBRE, AIRN123456789012MEESE BB H arn: aws: kafkaconnect::
connector/ us-east-1, 123456789012 my-S3-Sink-Connector abcd1234-5678-90ab-
cdef-1234567890ab Amazon Web Services I

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": " kafkaconnect.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"

by
"ArnLike": {
"aws :SourceArn": "arn:aws:kafkaconnect:us-

east-1:123456789012:connectox/my-S3-Sink-Connector/abcd1234-5678-90ab-
cdef-1234567890ab"

}
}
}
1
}

Amazon MSK Connect BY31E & K B

Amazon EEFXHERVENMEIENIE I EM Amazon, Amazon FEEXBERE N FZE L AGEM
PR, MEZRTUFBRAIAF., ANMAEDENER,

FidfE , Amazon TERB U RETR NN EAHIR FRENBENE , BRI #mAE Amazon
BEFRER, BIMNBVESENRETEARMNE - SEARRRE — SRR,
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BTEE N Amazon FEE R E N WNR, 2R Amazon B Amazon FEE R E LHINER , W
EHAEMZRBAMABENMEERASS (AP, AFA® )., Amazon RETFREERBIIHH API
I A RS 7] LAE A # Amazon Web Services BRSS #9 API #ERTE # Amazon & KB,

BXREZEE , F50 (IAM AFER) PR Amazon FEE AR,

Amazon ¥£E XK : Amazon MSKConnect ReadOnlyAccess
Lt SR BE 1) A P 12 5 51 H #1358 MSK Connect B IRFTERNR,
IEA LU/ AmazonMSKConnectReadOnlyAccess KBS iNE| IAM & 17

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"kafkaconnect:ListConnectoxs",
"kafkaconnect:ListCustomPlugins",
"kafkaconnect:ListWorkexConfigurations"
]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"kafkaconnect:DescribeConnector"
1,
"Resource": [
"arn:aws:kafkaconnect:*:*:connector/*"
]
},
{

"Effect": "Allow",

"Action": [
"kafkaconnect:DescribeCustomPlugin"

]I

"Resource": [
"arn:aws:kafkaconnect:*:*:custom-plugin/*"
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},
{
"Effect": "Allow",
"Action": [
"kafkaconnect:DescribeWorkerConfiguration"
]I
"Resource": [
"arn:aws:kafkaconnect:*:*:workexr-configuration/*"
]
}

Amazon EE X . KafkaConnectServiceRolePolicy

LR BE[E MSK Connect BRF R FRIZMEEWH AmazonMSKConnectManaged: true FREHI M
FIEOFMENNR, XEMLEOD R MSK Connect B3 M4 iR Amazon VPC FE R , 5N
Apache Kafka ££8f, RERIFUER.

& TS LM N KafkaConnectServiceRolePolicy EI&REY IAM 354K, EREEMIMNEIRRSZMEXAR , A
MSK Connect X RIEHITIRME,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
]I
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws :RequestTag/AmazonMSKConnectManaged": "true"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": "AmazonMSKConnectManaged"
}
}
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},
{
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
]I
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"
]
},
{
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
]I
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
}
}
},
{
"Effect": "Allow",
"Action": [
"ec2:DescribeNetworkIntexfaces",
"ec2:CreateNetworkInterfacePermission",
"ec2:AttachNetworkInterface",
"ec2:DetachNetworkInterface",
"ec2:DeleteNetworkInterface"
]I
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/AmazonMSKConnectManaged": "true"

Amazon £ & F
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MSK Connect ¥ Amazon & RN ER

EEBAZBESFBREFRXLEERELFE , MSK Connect Amazon BRI EHMNIFMAEE,

B iR =g
2021 £10 A 13 H
MSK Connect E#7 7 RiLKEE  MSK Connect E#7 7 L &b
MSKConnectReadOnlyAccess
BR |, BUB 7 X B3R R ERBR
o

2021 £ 9 A 14 H
MSK Connect Fr /3 TIRERE X MSK Connect FFRIRERE

Amazon EE R E X,

£ MSK Connect WIRE X AR

Amazon MSK Connect £/ Amazon Identity and Access Management (IAM) RS HE< A, ARSHE
RAGR—MIHFXRERN IAM A , ©EZEHEEZE MSK Connect. BRFHEXAEHE MSK Connect 7
EX , BIFZRFAREFAEM Amazon BRFAAENFIE R,

REMXAETILEBERNMIZE MSK Connect , A BRLFEHRIMFAENEE, MSK Connect EX
HERSHEXAEMNNE , BRIESAEN , BN RE MSK Connect IARKAHA®, EXHWNRESIEE
FREEMNPRRRE |, T BANRREE R EEM IR E M E A IAM SE4K,

BEXRIERSHEAACHHEHMRSWEER , BSRMEA IAM BAmazon ;S HEHK Service-Linked
Role ( REHXAE ) JIRERRA Yes ( 2 ) RS, EBRRMNERE  EFZRSHBRSKEKARX
=

MSK Connect BB %5 < & & 1X R

MSK Connect {# % 3 AWSServiceRoleForKafkaConnect— F2 i & # MSK Connect X 3& &5 4]
T O3 R RNRSHEXAE,

AWSServiceRoleForKafkaConnect BRZ#x B & {5Ekafkaconnect.amazonaws . comfRE KA &
ZAE,

BXRZAGEANNRRENES , B3 the section called “KafkaConnectServiceRolePolicy”,
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BYMEENR , £ IAM K (AR, ARNAE ) 012, FEIMBRBRSIEKAG. BXESE
B, BZHR (AM AFERE) Rl RS KA BNIR,

f1Z MSK Connect WIRSHEX<AE

BEEFIUNERSKBEAE®, YHEE Amazon Web Services BIE1R&] &, = Amazon API F6l Zi%E
#8887 Amazon CLI , MSK Connect @R &0 REHEXAE,

MBEEBIBRIZBREZXEAR  REEEFME , AULUEAERRBREKFAFDEFUBRLAR, Y&
BIEERESZRT , MSK Connect S BAXNEQERSHEXAR,

Y% MSK Connect RS HEx<AR®

MSK Connect F /& i & 4% AWSServiceRoleForKafkaConnect FREHEX AR, ERIRESHEXAR®
B, BNETEERACHEN , AN REEZHEEKSIA1ZARG, T3 , BRI UFEA IAM FEAGH
W, BXEZEER , 551 (IAM AFER) PHERERS<EKAE,

i E& MSK Connect WIRS <A

BATLAERA 1AM #2414 . Amazon CLI % Amazon APl FEIMRRSEX B R, RRITIEREE , B4
MAEFHMBRFTE MSK Connect iE#E2S , RETHEFIRRZAC. BEXEZER , BESM (AM A
FIER) PHRIBRRSEXAE,

MSK Connect RS HEXACNZ XX

MSK Connect X EHEIZBRFSUTANMEXREFFEARSHEXXAR®R, EXEZEEL |, 5 Amazon X
13 F 5% o

4 Amazon MSK Connect /g Al EBxM 15 4]

WRIER Amazon MSK Connect E#HSREZHRIERN |, BAVEWEERLLT Amazon Virtual
Private Cloud (VPC) &iEX /3 AiZ 1A B R.
- ERLEFREEEESS.

s ERNEFRFREN VPC BIELANE NAT Wxs NAT £6l, BXEZELR , i55H (Amazon
Virtual Private Cloud A F#§R) I “ VPCs ] NAT 18 &5 FMiEEE Internet SR E i R” T
Ho

« RTEMNFLEFME NAT MR SSEFIR HGRE.
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A Amazon MSK Connect 18 & NAT F>x

LT HSRERIMAIRE NAT MX , UEREERERERMTFR. EREFRPEERSR A , &

MK LS IR,

i%

5 NAT RXHY ST STRFAF

BRESEBUTIE,

- 58 ERXEBA Amazon Virtual Private Cloud (VPC) B ID. &l vpc-123456ab,
« & |Ds By VPC HWIFAE ¥ M, B4 subnet-alb2c3de, subnet-f4g5h6ij &, EATERTLE FME

TR

NERERRE A EBRM IR SR

NIEERR B A EBRM A

1.
2.

$TFF Amazon Virtual Private Cloud #%|#& , Mt R https://console.aws.amazon.com/vpc/o
FERAERMEEHNEN NAT MXBB—NMREFW , Hi2TFM ID. BXEMEA , BSHE
VPC F8IEF M,

B BB M X LUERRY VPC AIAEEERMNEE , 12 TMX ID, HEBRMMKXHINE VPC,
BRI |, BS 002 H M0 BB M H >,

BB NAT Mx |, SMERRE FHFANENATASGREHLE FM. 818 NAT FxA , Bk
ZHBIBNABEFN. BXREE , BSEOIE NAT WX,

RERHK,. EEAXTERNEHRIETHILRE. BRZELE—N54EM VPC BN B3
BB EAK, EUTRP , BEENLEFREAUBRTANEBAR

a. FRAUTEREEZNR VPC WERHAR , UELEFREREBAEIEH NAT X, BXit
B8 , &2 (Amazon Virtual Private Cloud B 18/8) FMEAKHBER,

FAE MSKC BH&
B E
BRE BWERN A REE — MR R B IR
X, UHERBEIRE, flmFhE MSKC,
RERHY £ ™ BB FN
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3 MSK Connect J3 F BBk 1/ 8] 49 3% B - HHM : 0.0.0.0/0
« B¥R : 88 NAT W< ID, 50
nat-12a345bc6789efg1h,
A 057 2 BY 7S 3th B B - BHHL : 10.0.0.0/16, WEFEELSEMAR
E , E4AEURTFE VPC B CIDR R,

o BFR: Ay

b. EREEBEENHHKRFHRA , ALBEFMNERKAR, SIRRN , E'RHREFRFEA
HRERR , UHEBERBZREBN FMXRE, flILHE MSKC,

c. FHAUTRERBENLE MSKC BBHRK,

Bt =]
BIMRE N MSKC UG E R H AR B 7
RERHYF M WA NAT MxB 28 1M

A MSK Connect /3 FA BBk M 1/ (8] 89 2§ B - BHHM : 0.0.0.0/0

- B BRVEBRMMx ID, Hlun
igw-1a234bc5,

R EB7RE R A 1 2% R - BRYHL : 10.0.0.0/16, LLEREESBMT
E , E4EURT & VPC 19 CIDR 3R,
o B¥R : At
T #EFAHE DNS THLH

f&Bh MSK Connect FEIFAE DNS FHEXEF , BuEEEESRUSZELNELALEEHE . IEHERR
F VPC DHCP 12T &£ A5 ER DNS RF 8.

DHCP IMER —HAMNEEE , A/t VPC /) EC2 LB TEE VPC MEHITEE. 84 VPC #
BE—/ERiA DHCP &I%E , BMBEHE VPC FHKHIER B DNS RS RFTHBHENT , M

TEH Amazon I22# DNS RS 88 , B LIIZBEE X DHCP &I&E, Z@ Amazon VPC HHY
DHCP &I &,
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#£ MSK Connect F‘2@ &%, DNS f#47 capability/feature Z &l , EIZE5F A RS VPC DNS #4725
HITRETFIERSRN DNS &Biff, EEI[AREAEFS VPC DHCP IS HE LK DNS fRS /1T
DNS f##f,

EERARSERERNEEREERBHFPILTETNENSG. SNTEETEREREXPENLH
MRENR , WEEEEMESMESER DNS BRSER.

MREEFE DNS |, BEEZFIUILBCHEERE. BELEMNRSE (HlwWBES VPC FH Secrets
Manager ) &G R BB EF R EMER MSK S, BEFKXEMFEHATLAE DNS EHBRERB/L
WZERRER,

Fl B85/ VPC DHCP &I &

B2 E et | EIEEABHIFAEHE VPC DHCP &£ E MY DNS RE B, Eol@iEEsEy
Bl , HRRKRENEEESSHN DNS =V BB EREE VPC DHCP &£,

#£ MSK Connect F12H3.F DNS EH1E ZhaE 2 vl 6 B E T4 SR 2 BIAY DNS @R E |
EERATEME R

MRERIEEMEEEEPHITANTTHEITA DNS EHEZET , N TERZRE , BIUEE OB EREES
B8 A K PP BV BRI VPC., B 5% Amazon 24 DNS BR% 885, Amazon Route 53 Resolver Y& %15
B | &2/ (Amazon VPC FAF M) #H Amazon DNS AR55E5.

MBBEEMTFAE DNS B |, BHREQEBIEER[IEHEELN VPC Y DHCP ETEC EHE
B, BXEZEER , 5 (Amazon VPC AF¥Em) FWEH DHCP &I,

EEEFE DNS =N B HETH DHCP IER | BFHAEREST AT LG R EE DHCP EIMEAHEEHN
EENX DNS RE5. &N | EER[HELK,

BEMX VPC DHCP TE S5 , BE/E1E1%Z VPC F oI 2RV EERFER EEETEFIEERN DNS RS
2. MRECIBREEB[EEICETE , NZEEBRFE/LD HARAFETEFHIRE

Bi& VPC Y DNS B

BRERE (Amazon VPC AF1ERE) K& VPC F /) DNS EM DNS =W B F MR EREE VPC
DNS & .

BRERAAY VPCs M H LT R IR T s H M SEREREBH VPC LUEREIEZRNEER | &
2% Amazon Route 53 FF X EIEFE PR RSEHN M4 2 BB DNS &Eifl,
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A EEERRVERK

TSR 5 DNS EATHEXH AT BE
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R DNS B EMRM , HETLENEERT
[l DNS fRS5238 , M&E#EER 62 KM,

MR EEREIREZTHREHR VPC DHCP LTI EH
9 DNS BRSS2RECE | ISR BEHERRAY DNS f##
MEMAEESRM, MR DNS #FTERY , FL&
EEBRES TRIHEARBWRE.

MSK Connect &£

VI 225 0 8 SR W A K R IR [R) B Y 22 SR A

BUCREE BT

MREEHEZESBRETXERAE , MALE
CloudWatch H/L/\I:FIE JEEH: DNS ﬁ*ﬁﬁiﬁ.’%
WS B E SR B AW,

E DNS IRFEBREE , AEEMNERES
ARSSBREY R EE BT Ao

£/ DNS

MRBENEER[EE TXERE , ML
CloudWatch BHEFREEIH T DNS &%k
WS B E RS0 2 KM,

AMNESNEHERUAEEEFREEE, W
REEREZXMER , BUUBKRRXIBAANE
EERERKMNES , A AERH O ERSR

o

& A LAfE A BB Amazon PrivateLinki2t X930 VPC KRim T AR LB IT 5% VPC MER
Amazon MSK-Connect Z B/ E APIs BRI D#MNE, 0 VPC AT RAEERBR N

. NAT &% . VPN #E$£ Amazon Direct Connect i&#, BEXEZER

50 VPC ixag&4aFA,

7 MSK Connect #1T B &12%

MSK Connect AILAE A °] A FFidE S B EEH, BB EREES

HB#R

 Amazon CloudWatch H

A, ARUMEIZRASEANES ,

H5 ¥ Amazon MSK API

, A LEEEAN RS MATH

& IBAI LIS ESHE MSK Connect FFEREEMN HESHXIXIWBNAE
BZR (HEHAFER) P eIZECloudWatch HEA,
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« Amazon S3 : A LB EFHE MSK Connect M E X IXE#ERS BEEHH S3 FHE, AXUM6IE
S3 FEEMNESR , 21 (Amazon S3 AAFIEE) PHBIEFM#E,

« Amazon Data Firehose : R A LA EH L MSK Connect B H & X E RS A EBHNERAR. BX
mABIZEHmRNEES , 5ZH (Firehose AF#E®) HH Creating an Amazon Data Firehose
delivery stream,

/A Important

MSK Connect Xz BEMEHNARNSPRRRSG, MREZEBFREENEARNERKERE
7, WELAXRTARSEREIEAEREEN BRZIHER. JH:JE$I3E$|JH1‘¥1EFE$
CloudWatch B&, Amazon S3 1 Amazon Data Firehose B B, R#HRBEEL |, Hikit
EESEEY  USARE#RDRABARANEE BEIER.

ETHMEXEEALRIEENEZEELR |, i55H (Amazon CloudWatch Logs AIF1ER) RV EAMNE
£ Amazon BlRE# 1T HEid R,

MSK Connect 2@ X HUA TN KB HESEH -

%] %8

INFO Ba XA B BHETHREEHN,

WARN TREREFFLEHAHBINNETHRESE
Mo

FATAL SHERLIENTEHIR.

ERROR BN BIMERMEBITHREHIR.

LN R%3#F Log CloudWatch s 9 B EE48I RHA) -

[Worker-0bb8afa®b01391c41] [2021-09-06 16:02:54,151] WARN [Producer
clientId=producer-1] Connection to node 1 (b-1.my-test-cluster.twwhtj.c2.kafka.us-

east-1.amazonaws.com/INTERNAL_IP) could not be established. Broker may not be
available. (org.apache.kafka.clients.NetworkClient:782)
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PrlbiEREER B SR HIAMWE

@ Note

NRBAHRTHRBEEEENARE | IXEETESHIIEEREIBEP, Kafka Connect
FNAENWE EENLES X SEMEMEXEMEE,

MBEHIFEEFENBEEE LA | N Kafka Connect @MNEESS BE P RBZEENE. Hla,
LTEZBFAERE , RAEHN aws.secret.key X PASSWORD & | N EENE#HRN
[hidden].

2022-01-11T15:18:55.000+00:00 [Worker-05e6586a48b5f331b] [2022-01-11
15:18:55,150] INFO SecretsManagerConfigProviderConfig values:
2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b] aws.access.key =
my_access_key
2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b] aws.region = us-east-1
2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b] aws.secret.key
= [hidden]
2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b] secret.prefix
2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b] secret.ttl.ms
2022-01-11T15:18:55.000+00: 00 [Worker-05e6586a48b5f331b]
(com.github. jcustenborder.kafka.config.aws.SecretsManagerConfigProviderConfig:361)

300000

A IEERESFAEXHFENRER | HEFEARSER Kafka Connect A FEE
ConfigDef.Type.PASSWORD REXNBBEM. SEMHENXE ConfigDef.Type.PASSWORD
B} , Kafka Connect 25 EEMEESZ BEDHERR |, BMEZENBEXER KiEth—#,

1532 Amazon MSK Connect

Aﬂ% 43 MSK Connect ME At Amazon fERA RN AFEM., ATAMMMEENEEAHRED

o Amazon £3%8} CloudWatch ¥ &8 Amazon BIRMZEZ1T Amazon R ARERF. B LUkE
*ﬂﬂf‘(ﬂﬂaﬁ\ , Bl B E XAV EIEAR , ARIEEBIRAEIEE N BIRIAERE E K BB B N8 5 KB
B, Bl , E\ATBL CloudWatch IRERE#EEEM CPU ERAERREAMIEN , MEEFEMEMERE,
EXEZER , 2 Amazon CloudWatch fF {5,

ISR BMER AT APIRYE -

« DescribeConnectorOperation : W& ERRFHMIBRENIRES.
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https://kafka.apache.org/27/javadoc/org/apache/kafka/common/config/ConfigDef.Type.html#PASSWORD
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
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FRARER

« ListConnectorOperations : BRERUABIEE S LIETHER,

THRERT MSK Connect Ei%ConnectorName# E CloudWatch T RiEMEIR. BIAMERT , MSK
Connect IBEIXLEIEHR , FINEEMFIINEZ A, CloudWatch FHXEIEFRRE 15 NA |, XEFEERL AT LA
WRIFEEEHEF M THEZBFNMEE, RIRERERELNER , A2 R R EN K EEH
HXEITHN. BEXEZEER , 3 Amazon CloudWatch AFE.

EREN
CpuUtilization
ErroredTaskCount

MemoryUtilization

RebalanceCompletedTotal

RebalanceTimeAvg

RebalanceTimeMax

RebalanceTimeSinceLast

RunningTaskCount

SinkConsumerByteRate

SinkRecordReadRate

L
RS CPU MR TS
BHERESHE,

THERFRFIEEAFNES L , MANN
RYUBIEAFEAN Java BEWL (JVM ) H#R
%, VM BEFRXFAFBERERERS, H
It , JVM #E K/ (MemoryUtilization) 3@ % M &
NERPNTFER , ZHERDNEHIEMERENZR K
5, 97 80-90%., HEEEESBEIXFHNFERAE
AL , JVM HEERAE RSB ISR D,

b 3% 5% 25 52 B BY E 3T V18 58

EEFREENTE LR FEE (UAZYNR
Bly),

EEFREENTEH LERKKEE (UAZYNH
Bv),

B L 285 52 A BRI — IR E R P 1 AR AV B[R]
(RERRNEM) .

EESRPEREGITHNESHE,

EXBIE N AEE#R 280 , Kafka Connect 1
EHEWREAEEVERNTFEETE.

SF198# M Apache Kafka 5 Amazon MSK £
HIEBNIERBE.

4542 MSK Connect
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EBIREW 588

SinkRecordSendRate FIEHEYMNER PR EHRER B iEEH
B, KBETETSHERNICFHE,

SourceRecordPollRate FHEVERTE W ICRBE.

SourceProducerByteRate X BIE R AE AR 2 Al , Kafka Connect 4E

AR EESVERNFEFZTH

SourceRecordWriteRate FHEEM MR P L HE A Apache Kafka 5§
Amazon MSK &K IZZIE.,

TaskStartupAttemptsTotal EERCEENESEHER. BRLAEAKE
BRRIRBNESEHEHPHNRERR.

TaskStartupSuccessPercentage EEERNBHEISHEEE s K. BALUER
HERKRNESEHZHFPNFERR.

WorkerCount EEERPETNIEEFRRE.

BytesInPerSec f& 4 ZE Kafka Connect 3R A T LERFZEE
B TBEFZ T

BytesOutPerSec M Kafka Connect 2R &% AT THERERF ZE
BEANTHEFTH.

% E Amazon MSK Connect ‘&R R4l

AFEE—LRE , ATEBIEIZE Amazon MSK Connect &R , HlINE WK = HiEEsNE BRM
BFo

£l

- %E Amazon S3 EIKESIEESR

« A MSK Connect & & EventBridge Kafka K& E 25

- FRAFEERERMHERERH Debezium RiEESR

ayt]| 375
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% & Amazon S3 EUNESE RS

1tk 45115 BA 2n4a] 5 A Confluent Amazon S3 ##UX 85 E 323 #17£ MSK Conn Amazon CLI ect AR 6%
Amazon S3 EINESIE#ERS,

1. EFLAT JSON HHEMMBFX4H ., FENFFZRFESRNES Amazon MSK £ 5| SRS
BREEFHBRUREHNFRNZEABENNAE, IDsEXIMIRERSZSHITACHESR , BS
% the section called “IAM B &KL,

{
"connectorConfiguration": {
"connector.class": "io.confluent.connect.s3.S3SinkConnector",
"s3.region": "us-east-1",
"format.class": "io.confluent.connect.s3.format.json.JsonFormat",
"flush.size": "1",
"schema.compatibility": "NONE",
"topics": "my-test-topic",
"tasks.max": "2",

"partitioner.class":
"io.confluent.connect.storage.partitioner.DefaultPartitioner",

"storage.class": "io.confluent.connect.s3.storage.S3Storage",
"s3.bucket.name": "amzn-s3-demo-bucket"

1,

"connectorName": "example-S3-sink-connector",

"kafkaCluster": {
"apacheKafkaCluster": {
"bootstrapServers": "<cluster-bootstrap-servers-string>",
"vpc": {
"subnets": [
"<cluster-subnet-1>",
"<cluster-subnet-2>",
"<cluster-subnet-3>"
1,

"securityGroups": ["<cluster-security-group-id>"]

},
"capacity": {
"provisionedCapacity": {
"mcuCount": 2,
"workerCount": 4

}I

iZ B Amazon S3 #EUNESE RS 376


https://www.confluent.io/hub/confluentinc/kafka-connect-s3
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"kafkaConnectVersion": "2.7.1",
"serviceExecutionRoleArn": "<arn-of-a-role-that-msk-connect-can-assume>",
"plugins": [
{
"customPlugin": {
"customPluginArn": "<arn-of-custom-plugin-that-contains-connector-
code>",
"revision": 1
}
}
1,

"kafkaClusterEncryptionInTransit": {"encryptionType": "PLAINTEXT"},
"kafkaClusterClientAuthentication": {"authenticationType": "NONE"}
}

2. TEE—SHRE JSON XHHXHFKFI=1TLLT Amazon CLI 55,

aws kafkaconnect create-connector --cli-input-json file://connector-info.json

LT REERYIETw S RIREHE LR

"ConnectorArn": "arn:aws:kafkaconnect:us-east-1:123450006789:connector/example-
S3-sink-connector/abcl2345-abcd-4444-a8b9-123456f513ed-2",

"ConnectorState": "CREATING",

"ConnectorName": "example-S3-sink-connector"

9 MSK Connect & & EventBridge Kafka /K &£ £33

AEBEIERE RIS MSK Connect i & EventBridge Kafka IS #285, WWEEBRATFENEH
M MSK &8 £i%x % EventBridge B B4, REBNACIRFTE T RMNE B IEZEFLASEI Kafka
EventBridge 2 [BIH B BRI T 7=

£

- EREH

. i%& MSK Connect FTEH &R
- BIEIERSE

b Kafka &i%&EE

% & EventBridge Kafka K fEiE 55 377


https://github.com/awslabs/eventbridge-kafka-connector
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-event-bus.html
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AY
TRF M

EEEESRCH , FRARBABUTHR

« Amazon MSK &# : AT A MFEA Kafka JHEHESN MSK £,
« Amazon EventBridge &3 5.4 : A F#EUKR B Katka TR EHNEHRES E4L, EventBridge
- IAM A€ : 82858 MSK Connect FiE# EventBridge 25sFTENRH IAM B,

« B MSK Connect 5(1E MSK & # VPC A F M EventBridge BIE# VPC # 0% KiH A
HEBN, XEHTEHAEEZFHEALEERN , MAEFEE NAT Mx,

o ZEPIRITEN , B8 Amazon EC2 32415, Amazon CloudShell , T8I £ H# [ Kafka Ki%xic
Fo

i% & MSK Connect FTER &R

NEESRVE IAM BE , AGCIEEESE. BIET L0 EventBridge ALNIRFFE R LR SHEEN
Kafka EventBridge B4

F&

- EEHENIAM AR

« £ AZEH4H EventBridge #HNI

EESRN IAM A6

BEEESFXREN IAM ACXUMEE A TRHRESHPUtEventsfXBR EventBridge. BT 1AM R
BRI T T EE N example-event-bus WEHRLRIESHHNR. BRFUT REIPHRIR
ARN £ N EHELH ARN,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"events:PutEvents"

1,

% & EventBridge Kafka /k{&iE 288 378


https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-related-service-vpc.html
https://www.amazonaws.cn/cloudshell/
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-permissions-reference.html
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"Resource": "arn:aws:events:us-east-1:123456789012:event-bus/example-event-
bus"

}
1
}

AN | EAMAERERERD IAM ABIE AT EERRK.

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "kafkaconnect.amazonaws.com"

3,

"Action": "sts:AssumeRole"

f& AE4#Y EventBridge N

ALBIRERAESHESHBENE (HMASHERS ) AERNAN, ERASHERN , IUEXEAS
HimEing , AREBLESHNMRBIEAN  RAENS4BRIEEREF. ATEHEX RIS KIE
BEHEE W Kafka SHMEMEE, EventBridge

{
"detail": {
"topic": ["msk-eventbridge-tutorial"]
}
}

LA & EventBridge £/ Kafka #2812 M Kafka KIEEIHEHH =B,

{

"version": "Q",

% & EventBridge Kafka /k{&iE 288 379


https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-event-patterns.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-rules.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-targets.html
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"id": "dbclc73a-c51d-0c@e-ca6l-ab9278974c57",
"account": "123456789012",
"time": "2025-03-26T10:15:00Z",

"region": "us-east-1",
"detail-type": "msk-eventbridge-tutorial",
"source": "kafka-connect.msk-eventbridge-tutorial",
"resources": [],
"detail": {

"topic": "msk-eventbridge-tutorial",

"partition": 0,

"offset": O,

"timestamp": 1742984100000,

"timestampType": "CreateTime",

"headers": [],
"key": "order-1",
"value": {
"orderItems": [
"item-1",
"item-2"
1,
"orderCreatedTime": "Wed Mar 26 10:15:00 UTC 2025"

£ EventBridge ##l& % , FRALKRAIBERNESHEL LIEMANHIEEBFR , Sl CloudWatch A&
‘4, EventBridge #HAFF B3R CloudWatch A& EE X B/ 5 R KA,

BIEEREER

ET—Tdh | SNERRENIEE EventBridge Kafka $ZULES %25, Amazon Web Services B2
A

£l

« ZE|1 . THEES

« HIB 2 : 6|2 Amazon S3 FiEHE

« %08 3 : 7£ MSK Connect F 8124
- S|4 BIEERES
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https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-create-rule.html
https://github.com/awslabs/eventbridge-kafka-connector
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S FTEIERERS

M Ka EventBridge fka EventBridge £ #8589 GitHub Mx 7T [ T 8 SR #THVIE 25 IKES JAR,
flan , ETREHRMRAK v1.4.1 , iHEE JAR X #4451 kafka-eventbridge-sink-with-
dependencies.jar A T&EiEESRE., RE , FXHREITEN LV EENE,

SR 2 : 82 Amazon S3 Z(51H

1. EF JAR XHFf#TE Amazon S3 #HELATF MSK Connect , i5¥] 7 Amazon Web Services B2
BHEE |, RE1EE Amazon S3,

2. 7£ Amazon S3 EHIAF |, EECEFER , WA —FEEEM. W amzn-s3-demo-

bucketl-eb-connector,

71 Amazon S3 FERERSENXE., BREIF MSK SEF/XEMATE,
NTE#HBRE  FRERANLEEIREZFTERE,

gzl ke RERE Y N

& JAR X L& E] Amazon S3 F&#ETF,

o o bk~ w

%% 3 : £ MSK Connect R #IZ2#EH#4

—

#TFF Amazon Web Services BEE#ZF& , RfFSFME MSK Connect.
EEMSMERS , ERAENEHL

ERECBEG , ARMARYHSEF. 1 eventbridge-sink-plugin,
NFBEMEHLE , B/ S3 R URL.

NIRRT IE R

TR B,

o o &~ W BN

BIRFEGE , B LAEH B E MSK Connect # it B F1EZBE EventBridge Kafka 155,
SR 4 BIBEES

FEOIEEESCE , BWCIRFTEN Katka TBLUBRIEESREIR, EAETE , BFEAEFRITE
Mo

1. E MSK ZHANEMERD , RFEZS  ASRFNEERES.

2. HEHEHFHIRD | %8 eventbridge-sink-plugin , REEET—%,

3. X FEESFREN , B A EventBridgeSink,
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https://github.com/awslabs/eventbridge-kafka-connector/releases
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4. TEEFI|IRD , EF MSK &5,
5. SHIUTEESRHRE , ANEMEIEESFEEFRTP

BEFESRUTEETHN SN,

o R MSK E&EMHRIAHEERRN , 5 aws.eventbridge.endpoint.uri MR,

o WMREHEMA PrivateLink Z2 M MSK #$#£Z EventBridge , i5ff/Ehttps://HEK DNS %
B R Bz aitl2H ( 7k ) VPC EDOLIHT MY EventBridge IE#FAE DNS &5,

s FUTEEHRH EventBridge B 5.4k ARN B NEHELH ARN,
- EFEMHEXENE,

"connector.class":
"software.amazon.event.kafkaconnector.EventBridgeSinkConnector",

"aws.eventbridge.connector.id": "msk-eventbridge-tutorial",

"topics": "msk-eventbridge-tutorial",

"tasks.max": "1",

"aws.eventbridge.endpoint.uri": "https://events.us-east-1.amazonaws.com",

"aws.eventbridge.eventbus.arn": "arn:aws:events:us-east-1:123456789012:event-bus/
example-event-bus",

"value.converter.schemas.enable": "false",

"value.converter": "org.apache.kafka.connect.json.JsonConverter",

"aws.eventbridge.region": "us-east-1",

"auto.offset.reset": "earliest",

"key.converter": "org.apache.kafka.connect.storage.StringConverter"

BXEERLENEZEE , ES Neventbridge-kafka-connectors

MEZFE , FERTEERFNEIERWEE. BINEBUNTHIRPEAZHTA (#E ) W
Apache Kafka Connect fR4x, EHRINRET , FAZHAEN AR, BNEBWEABE jJHb :
LASEI A CloudWatch XL%H*DMFE?JFF%O BREEZZARAMALEIRE , SIS, AR5, 3
BERASSEHREEASITRES

[0 Kafka KIEHE

Al {# A Kafka Connect F124H value.converter i & , AT LLER A key. converter i%&
RIEETENERES  WNMEEHE 4R , 6§20 Apache Avro 1 JSON,
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wfEA org.apache.kafka.connect. json.JsonConverter #£5 value converter Fi/R , &
FEFBAFH connector example BLE A JSON RIBAGES ., HEERL T 2T REN , NEF KT
EHLE msk-eventbridge-tutorial Kafka EB&X Ko

FHATERERMEREFHN Debezium JRiEEERS

W RBIER T 2R Debezium MySQL E#Z 2R 4537 A MySQL #9 Amazon Aurora BIEE —i2
BEFRR, EHRHIS | BIEIRE T IR Amazon Secrets Manager & 12472 % &KX Amazon
Secrets Managerf BB EZIEH TAHAEBIL. ETHEXRERMEFNEZER , BSHYE . &
FE B RHEFEHRBERN.

/A Important
Debezium MySQL EZSFA M N EZFE—TES , T H Amazon MSK Connect WEZIY H# A

BEX, ENZANERATMERERN , AEEZEFERET R workerCount IREN 1. ET
fEHX MSK Connect REEANESER , BSH T HEESEE,

5 Debezium JRIEHERN TR IAREMH

R E R XIS G R BN |, X#H TS EESE W Amazon Secrets Manager &2 AR IRF#H 1T
H Amazon Virtual Private Cloud, A7 RIS BRI & BB IA T ES LS ABEBEM AR,

- REFE NAT MXHFFRERBEE VPC REERMMXH LB FM.
- BIERAE FFREE@E NAT MXAIERIAERH.

BEXEZER |, 5 F Amazon MSK Connect 5 A EE M if ],
FREZM
EERAEEMFREZE , BFEUTME

- BENER KB Amazon Virtual Private Cloud (VPC) B9 ID, 4130 vpc-123456ab.

« & 1Ds B9 VPC HIFAE M, B4 subnet-alb2c3de, subnet-f4g5h6ij &, EAMERTE TFWE
EiEESR

NIEERR B A EBRM A

1. TFF Amazon Virtual Private Cloud ##l#& , Pk} https://console.aws.amazon.com/vpc/o
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https://console.amazonaws.cn/vpc/
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2.

£ A HRE B I B NAT MR BZ—MRBFR , A2 TFM ID. AXFANEA , FSHE
VPC H ol F M,

Bl BB Mk AEER VPC AIAEEEMIERE , F12 TMX ID. REBMMXHNE VPC,
BRUH |, FS 50 H 0 BB M X

BB NAT WX, ERE TR ENATRGREH LT FM. 63 NAT RXxE |, HkE
ZHENAEFM, AXUA , BSHELIE NAT WX,

BERMK. BEHMAERNMBEHRTIETHLRE, BNZELE—MN5EHN VPC B/ E3)
VBN ERBER, EUPITRF , EFNLEFRNOIRFTIANEHK,

a. FALUTIREMENR VPC WERARX , LELETFRERERBATEN NAT FX, BXiR
B , i§3 ¥ {Amazon Virtual Private Cloud /P 1ER) T MFERAKRHE %,

8 MSKC &
J& (=]
BWRE BIUEN LB B RIEE —MER R B TR
£, BEBEIRAIE, FlIMFAE MSKC,
FKERHYF X b<N: bR

A MSK Connect /8 F BB 17 7] By 3% B « BH#t : 0.0.0.0/0

- BFR : B8 NAT < ID. i
nat-12a345bc6789efg1h,

R0 E A A< #b 3% H - HHH : 10.0.0.0/16, WETRELEMF
@, E4BURT & VPC 1 CIDR .
- BR : ity
b. RECEBEUKAXPNIHEE K ALOEFREERAR, SIERN  EEHHREZRPEA
HRMEBF , BB RIRBZR EWAN TR KB, fHlinsE MSKC,
c. FAUTEREERESLN A MSKC BH%.

B |
BMIRE N MSKC UG R E AR B 7R
KERHYF X WA NAT MBI 28 1
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https://docs.amazonaws.cn/vpc/latest/userguide/vpc-nat-gateway.html#nat-gateway-creating
https://docs.amazonaws.cn/vpc/latest/userguide/WorkWithRouteTables.html
https://docs.amazonaws.cn/vpc/latest/userguide/VPC_Internet_Gateway.html#Add_IGW_Routing
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o

J& ]

A MSK Connect /3 F B BX M 1/ (7] 49 3% B « BH#t : 0.0.0.0/0

- B BNEEBRMMx ID, Hlzn
igw-1a234bc5,

PR BB 2 AY S itb 3% FH - By : 10.0.0.0/16, LLEFEELBFRT
& , E4BURTE VPC /Y CIDR 3R,

o BFR: Ay

, IBEBAZH Amazon MSK Connect /5 ABEBMIGRE |, ATLABIEERESE T,

B2 Debezium JRiEHEES

iACEES]y

487 tn{Al 812 Debezium JRiEIERS,

1. SIEBAENEMN

a.

M Debezium R 35 T MySQL EZBRFBEHFHRHIBERITR. 18 FE T Debezium K17
AR (RRAS 2.x RIAM 1.x B3 ) . BEHEFNEEES , £FRIFEMN Debezium iR 0IE
BERERR,

T H B ES Amazon Secrets Manager Bl B iR EEF
FUTHEEXHHRER—NEFRFP :

+ debezium-connector-mysql X#X
« jcusten-border-kafka-config-provider-aws-0.1.1 3X#4%

FREL—SHRIBNERESRN ZIP X, REFZ ZIP X4 %% S3 FiE, BXxit
B , 1§25 (Amazon S3 AF1ERE) FM LEN R,

SHILLT JSON H G ERMBI X, Fli debezium-source-custom-

plugin.json. <example-custom-plugin-name>EiNERENHEHEI. <amzn-
s3-demo-bucket-arn>_Lt{E ZIP X#H Amazon S3 &MY ARN A Kk <file-key-of-
ZIP-object>L4&%| S3 #Y ZIP KM XHZEH.

"name": "<example-custom-plugin-name>",
"contentType": "ZIP",
"location": {
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"s3Location": {
"bucketArn": "<amzn-s3-demo-bucket-arn>",
"fileKey": "<file-key-of-ZIP-object>"

}

f.  MMRTE JSON XHHXHFRFHZEITLLT Amazon CLI fs B3R BIZEH.

aws kafkaconnect create-custom-plugin --cli-input-json file://<debezium-source-
custom-plugin. json>

IERZ AT LA BIR LT AT ROIA Sl E AR

"CustomPluginArn": "arn:aws:kafkaconnect:us-east-1:012345678901:custom-
plugin/example-custom-plugin-name/abcd1234-a@b0-1234-c1-12345678abcd-1",

"CustomPluginState": "CREATING",

"Name": "example-custom-plugin-name",

"Revision": 1

}

g BITUTHSURERHRE. RASBM CREATING Bk ACTIVE, ¥ ARN S EFE#RN
B £ -SSR HPIREN ARN,

aws kafkaconnect describe-custom-plugin --custom-plugin-arn "<arn-of-your-
custom-plugin>"

2. NIEHNBIEESILEE Amazon Secrets Manager F€) 2% 4A

a. ITF Secrets Manager ##|& , Wit R https://console.aws.amazon.com/secretsmanager/o

b. BIEHMBHAREEENBEEZREILE. AXWHA , 5ZH (Amazon Secrets Managerf
BB FHAIEZEH,

c. EHIEEAM ARN,
d. AT RAIKEREFH Secrets Manager fRXBRFMBNIEH THRSHITA

B, <arn:aws:secretsmanager:us-
east-1:123456789000:secret:MySecret-1234>&# N IR ZR4AH ARN,
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionIds"

]I

"Resouxce": [

"arn:aws:secretsmanager:us-

east-1:123456789012:secret:MySecret-1234"

]

BRIALR IAM R IHEER | iS5 (IAM AP 1ERE) PR INAMIER IAM B4 1R,
3. HFASEERHEFEXNEEVEEENIEEFERE

a. FUTIEFEERMEHFHIXAT  REUFFRBERNSENGZIXNNHE.,
2 7 f#A % S Amazon ecrets Manager Config Provider EEB MW EZEE , 5
¥ SecretsManagerConfigProviderif B9 384

key.converter=<org.apache.kafka.connect.storage.StringConverter>
value.converter=<org.apache.kafka.connect.storage.StringConverter>
config.providers.secretManager.class=com.github. jcustenborder.kafka.config.aws.SecretsV
config.providers=secretManager
config.providers.secretManager.param.aws.region=<us-east-1>

b. ZE{TEAF Amazon CLI i S REIEELHWEEN TERBEE,
BHRUTHE

« <my-worker-config-name>-BE N TIEREENHEHRME BN
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
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« <encoded-properties-file-content-string>-1&7E L —5HhE#HIMN &SR EHEHN
E T base64 wmiBIRA

aws kafkaconnect create-worker-configuration --name <my-worker-config-name> --
properties-file-content <encoded-properties-file-content-string>

4. BlEEEER

a. Z%/5 Debezium MRA ( 2.x 2 1.x ) XN BAEAT JSON |, HFEIMWERFXH4F, &
<placeholder> ZHBEZHMANSLNZEFTNNAIE. BXUNMARERSHITARHNEES
&2 the section called “IAM B &KL,

BEE , ZEEBEMFEREN ${secretManager:MySecret-1234:dbusername} ZFE M
EMARBEKRIEEREESIL, fF MySecret-1234 BN ZAEH , RAEMALEER
RENWFRHEBM. BIEXLIN <arn-of-config-provider-worker-configuration> &
BANEBENLTERFEERN ARN,

Debezium 2.x

3 F Debezium 2.x ixA , IHEFIT JSON HFHEMMWEBFH X4+, &
<placeholder> FRBERNEENHZX NE.

{
"connectorConfiguration": {
"connector.class": "io.debezium.connector.mysql.MySqlConnector",
"tasks.max": "1",
"database.hostname": "<aurora-database-writer-instance-endpoint>",
"database.port": "3306",
"database.user": "<${secretManager:MySecret-1234:dbusername}>",
"database.password": "<${secretManager:MySecret-1234:dbpassword}>",
"database.server.id": "123456",
"database.include.list": "<list-of-databases-hosted-by-specified-server>",
"topic.prefix": "<logical-name-of-database-server>",
"schema.history.internal.kafka.topic": "<kafka-topic-used-by-debezium-to-
track-schema-changes>",
"schema.history.internal.kafka.bootstrap.servers": "<cluster-bootstrap-
servers-string>",
"schema.history.internal.consumer.security.protocol": "SASL_SSL",
"schema.history.internal.consumer.sasl.mechanism": "AWS_MSK_IAM",

"schema.history.internal.consumer.sasl.jaas.config":
"software.amazon.msk.auth.iam.IAMLoginModule required;",
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"schema.history.internal.consumer.sasl.client.callback.handler.class":
"software.amazon.msk.auth.iam.IAMClientCallbackHandler",
"schema.history.internal.producer.security.protocol"”: "SASL_SSL",
"schema.history.internal.producer.sasl.mechanism": "AWS_MSK_IAM",
"schema.history.internal.producer.sasl.jaas.config":
"software.amazon.msk.auth.iam.IAMLoginModule required;",
"schema.history.internal.producer.sasl.client.callback.handler.class":
"software.amazon.msk.auth.iam.IAMClientCallbackHandler",
"include.schema.changes": "true"
I
"connectorName": "example-Debezium-source-connector",
"kafkaCluster": {
"apacheKafkaCluster": {
"bootstrapServers": "<cluster-bootstrap-servers-string>",
"vpc": {
"subnets": [
"<cluster-subnet-1>",
"<cluster-subnet-2>",
"<cluster-subnet-3>"
1,
"securityGroups": ["<id-of-cluster-security-group>"]
}
}
I
"capacity": {
"provisionedCapacity": {
"mcuCount": 2,
"workerCount": 1

}

I

"kafkaConnectVersion": "2.7.1",

"serviceExecutionRoleArn": "<arn-of-service-execution-role-that-msk-
connect-can-assume>",

"plugins": [{

"customPlugin": {

"customPluginArn": "<arn-of-msk-connect-plugin-that-contains-connector-
code>",
"revision": 1
}
1,

"kafkaClusterEncryptionInTransit": {
"encryptionType": "TLS"

I
"kafkaClusterClientAuthentication": {

{# A Debezium JRiE#EES
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}

}

"authenticationType": "IAM"

’

"workerConfiguration": {

}

"workerConfigurationArn": "<arn-of-config-provider-worker-configuration>",

"revision

Debezium 1.x

1

3 F Debezium 1.x A , FHEHISLT JSON H G EREMEBIFXHF, F
<placeholder> FRBERN EENHZX NE.

{
"connectorConfiguration": {
"connector.class": "io.debezium.connector.mysql.MySqlConnector",
"tasks.max": "1",
"database.hostname": "<aurora-database-writer-instance-endpoint>",
"database.port": "3306",
"database.user": "<${secretManager:MySecret-1234:dbusername}>",
"database.password": "<${secretManager:MySecret-1234:dbpassword}>",
"database.server.id": "123456",
"database.server.name": "<logical-name-of-database-server>",
"database.include.list": "<list-of-databases-hosted-by-specified-server>",
"database.history.kafka.topic": "<kafka-topic-used-by-debezium-to-track-
schema-changes>",
"database.history.kafka.bootstrap.servers": "<cluster-bootstrap-servers-
string>",
"database.history.consumer.security.protocol": "SASL_SSL",
"database.history.consumer.sasl.mechanism": "AWS_MSK_IAM",
"database.history.consumer.sasl.jaas.config":

"software.amazon.msk.auth.iam.IAMLoginModule required;",
"database.history.consumer.sasl.client.callback.handler.class":
"software.amazon.msk.auth.iam.IAMClientCallbackHandlexr",
"database.history.producer.security.protocol": "SASL_SSL",
"database.history.producer.sasl.mechanism": "AWS_MSK_IAM",
"database.history.producer.sasl.jaas.config":
"software.amazon.msk.auth.iam.IAMLoginModule required;",

"database.history.producer.sasl.client.callback.handler

.class":

"software.amazon.msk.auth.iam.IAMClientCallbackHandlexr",
"include.schema.changes": "true"

+

"connectorName": "example-Debezium-source-connector",

{# A Debezium JRiE#EES
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"kafkaCluster": {
"apacheKafkaCluster": {
"bootstrapServers": "<cluster-bootstrap-servers-string>",
"vpc": {
"subnets": [
"<cluster-subnet-1>",
"<cluster-subnet-2>",
"<cluster-subnet-3>"
1,
"securityGroups": ["<id-of-cluster-security-group>"]
}
}
},
"capacity": {
"provisionedCapacity": {
"mcuCount": 2,
"workerCount": 1

}

},

"kafkaConnectVersion": "2.7.1",

"serviceExecutionRoleArn": "<arn-of-service-execution-role-that-msk-

connect-can-assume>",

"plugins": [{
"customPlugin": {
"customPluginArn": "<arn-of-msk-connect-plugin-that-contains-connector-
code>",
"revision": 1
}
3,

"kafkaClusterEncryptionInTransit": {
"encryptionType": "TLS"

iy
"kafkaClusterClientAuthentication": {

"authenticationType": "IAM"

1,

"workerConfiguration": {
"workerConfigurationArn": "<arn-of-config-provider-worker-configuration>",
"revision": 1

}

}

b. £ELE—SHR%E JSON XHHXHFKFi=1TLLT Amazon CLI 55,
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aws kafkaconnect create-connector --cli-input-json file://connector-info.json

LT REERIZEITow RIRE/ =6l

"ConnectorArn": "arn:aws:kafkaconnect:us-east-1:123450006789:connector/
example-Debezium-source-connector/abcl2345-abcd-4444-a8b9-123456f513ed-2",

"ConnectorState": "CREATING",

"ConnectorName": "example-Debezium-source-connector"

E#H Debezium EERFEE

EEH Debezium EHEREE , FHITUTIR -

1. EHIET JSON HFEMMEEIF X HH, FF <placeholder> ZHFHEEHRN SENZRXT R
=8

"connectorArn": <connector_arn>,
"connectorConfiguration": <new_configuration_in_json>,
"currentVersion": <current_version>

2. HEE—SHRE JSON XHHXHFKFIiz1TLLT Amazon CLI 55,

aws kafkaconnect update-connector --cli-input-json file://connector-info.json

LT REERYIZETwS R H =6,

{
"connectorArn": "arn:aws:kafkaconnect:us-east-1:123450006789:connector/example-
Debezium-source-connector/abcl2345-abcd-4444-a8b9-123456f513ed-2",
"connectorOperationArn": "arn:aws:kafkaconnect:us-

east-1:123450006789:connector-operation/example-Debezium-source-connector/abcl12345-
abcd-4444-a8b9-123456f513ed-2/41b6ad56-3184-479b-850a-a8bedd5a02f3",
"connectorState": "UPDATING"
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3. B, TETUAT o RERRENLIPRE

aws kafkaconnect describe-connector-operation --connector-operation-arn
<operation_arn>

BXEBEFMALSERE Debezium iEESR A , S H Introducing Amazon MSK Connect - Stream
Data to and from Your Apache Kafka Clusters Using Managed Connectors,

E#ZE) Amazon MSK Connect

KT N A WEFF Apache Kafka & #2285 B A2 71X % E Amazon Managed Streaming for Apache
Kafka Connect ( Amazon MSK Connect ) » EiF4 7 T % Z| Amazon MSK Connect WiF4t , 5
5277,

EFEENET Kafka Connect 1 Amazon MSK Connect FARSEETT , HANETEBRIMZEK
EEESRNTE,

7 fi# Kafka Connect AR E T

ErHXEX TEI1TH Apache Kafka Connect N AR E A Katka EFHPHI A S =T A K B TR
FHERS. LTE5HT Kafka Connect NARFHAIBEBHEN NHNEEE :

- BEEFA , B config.storage.topic IEE

EBREXEF |, Kafka Connect Z A F BRI B EESNISNEE, SXAFR EMNEESIN
BlEREESEREFOENR (HlH , ERBFPENMNBCUUBHESZES ) |, oot FTLAE —%
K, WEBBRATES , ATHAREEF N ENERFRS.

- WBEEXH , B offset.storage.topic IEE

ERBETEF , Kafka Connect i RIEZBNRBE, SHREFTT—#  RBEXTBEHCERATE
4. WEBRXATEAMAIRRL M Kafka £RBIBENFIEZRIRVE, M Kafka IREUBIEH K
EEABRENEBEREEZFREAEM Kafka HRELAFREERERBE.

« RAEHP , B status.storage.topic IBE
ERAEE S |, Kafka Connect F#EEBRMNEFHIZHBIRS, LLEBAE REST API AR &R

BERHROMIE. BEBAAPEREFAIFER BB UREAE EESTHEENRS. 5E
BNREETE & K RESETBEHRERATES,
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BRTYXEFB 2 , Kafka Connect R KEFEA T Kafka BIA R R B AP, XA LLERZRBZHD
o BN , X¥FH R file-sink FIEIZESS , ZAMWWEN. connectfile-sink P B NEREHo@E
MESRMBIERE, JUERAEIHBREATE (I Katka-consumer-group.sh ) RFXLEHK
HREBE. X TEMEKSBRIERES , Connect BITIRIELET—/N Kafka FIREIIEEKHNENHEHRE
4,

Amazon MSK Connect B AREFHIRASEE

ZRIANER T , Amazon MSK Connect 1£ Kafka & & 3 & Amazon MSK Connector &3 =N #34
NETE  ATE#EERINEE. REBERS. RATEIHNLEHOT

* __msk_connect_configs_ _ connector-name connector-id
* __msk_connect_status_ _ connector-name connector-id

* __msk_connect_offsets_  connector-name connector-id

(® Note

EEREERCARMFELSEEY , ZUUAFABCEENRBEEEZERRERIAEE, &
ERBEHEEIETUBHETRUBFREZRZENTS , ZEERINL—NEESBNRE
—MrBIRE RN, EEERBFEEIE , FENEERESEZEH Amazon MSK Connect T
ETRFELE Y offset.storage.topic /& IR —1ME.

iR E 28T 2 Amazon MSK Connect

EEBERFIEEMAIBRSES A Kafka B9 Apache Kafka Connect NRREF . AT N BFAMIZTH
Apache Kafka Connect JRiE #2285 M AR F T B ETL S # MSK Connect I T2 , REFETHWEER
Kafka Connect 581X # %] Amazon Amazon MSK Connect.

Kafka Connect IR E#ZBENARFNHREEFEHEE—NEEF , ZETBUR Eﬂlﬁfﬁ
offset.storage.topic REMNEWE. AT 2 JDBC EZBFNRHIRBEHEE , ZEERETA
MES , NEBH movies M shows AN FRIFKHP S AEIE. Mk movies vlﬂ’gﬁﬁﬁﬁﬂ’gi ID
18343, M shows RS AWZIITHE ID 7 732,

["jdbcsource", {"protocol":"1","table":"sample.movies"}] {"incrementing":18343}
["jdbcsource", {"protocol":"1", "table":"sample.shows"}] {"incrementing":732}

ENREREEE TR E| Amazon MSK Connect , i ITUA T 24E :
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1. BN BT EEH Kafka Connect £8P IR BUE %88 F kK 812 Amazon MSK Connect B E X
‘&t

2. B Amazon MSK Connect T/EREZFE M , H B key.converter, value.converter
offset.storage.topic RENERIA Kafka Connect E£EFF = 1TH Kafka E TR BN EME
Eil: k=

3. B M A Kafka Connect 8 £ % HH PUT /connectors/connector-name/pause i&5RFKE
FOAEERH LWIEERNARERF.

4. BRAMBEESBNARFNESHETLEIL, BALUBNEIE Kafka Connect £
B EXH GET /connectors/connector-name/status BERBZEARBNBEMH
status.storage.topic REMNFEE MW EERELES

5. NI EERREUEESEE, BuUBEIEINEEH L AL GET /connectors/connector—
name/config/ la'ﬁj?,ﬁ%%EjJ}:"& config.storage.topic & &R £ B A FREYE S RIREL
EREBREE,

6. BIZEUBERHRE BN Amazon MSK E#EEE. ERAGESR 1 PRIENERSREEENH, &S
IR 2 ROIEM Worker BMEMEL TR 5 HIRINAERESRELE KO 2 L IEESR

7. & Amazon MSK EZEFIRAD N active i |, BEBAEURIMEEESRETECHBMNRERES A
o

8. ¥ & 1 DELETE /connectors/connector-name iERFRMIRINAEF DI EERS,

FHZWN RS E 1851 2 Amazon MSK Connect

BEUWEREESR RN HEM Katka S H BT REH Apache Kafka Connect AR, AT N AR
121THY Apache Kafka Connect SN AREFTB R S # MSK Connect B2 , ERZ1THE
& Kafka Connect ££& T # 2] Amazon Amazon MSK Connect,

Kafka Connect $# N ESEZES A Katka A AT APl , HEREBEFHESHARERENAER
#EM _ consumer_offset &, Jlitﬁj]ﬁﬂSTHﬁLl&%E EEBEM B REETEE Amazon MSK
Connect I &,

BTN EEE 1288 T B E Amazon MSK Connect , IEHITU TR4E -
1. BE MK B 1TEE R Kafka Connect E£8F H1IZBUE 285 FE R 812 Amazon MSK Connect B E X
f&tte

2. B2 Amazon MSK Connect T/EREFEM , HFHEM key.converter M value.converter &
BN 5 RIE Kafka Connect EEFHIZ1TH Kafka E R ENEMERE.
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3.

B3 EI A Kafka Connect &£8f & H PUT /connectors/connector-name/pause &RKE
oS LWEERNARER.

. BRMMAEEESENAEFNESHETSFL, BB EIEA Kafka Connect £

BtXEH GET /connectors/connector-name/status iERBEAXRBENEM
status.storage.topic RENEFE M EEREFELES,

NI BEERREERESRE, BuUBIEIEEH L AXH GET /connectors/connector-

name/config ERFFEARB NEM config.storage. topic IREBEMN F BB A HE B RKIREUE
EERE.

 RIREUAEREARNM Amazon MSK E#E. EALESR 1 PRIRNEEREE AL, &S

IR 2 Al E Worker BHENED IR 5 FIREAYEEZRE ER G2 I IERESR

. 2 Amazon MSK EZSFIRAN active i, BEBASEURIIEEBEERETHBMNERES A

ﬁo

. Bid & DELETE /connectors/connector-name &R KM BRINEEEH P EREEE,

HEZE Amazon MSK Connect A i [a] &3

LATEE A& BYIEHEE FE A MSK Connect BT ATRETZIERY [BIER, #& th 0] LURF ) @8 & 7 B Amazon Web
Services re:Post,

&

BSRETEZFRABERM LEENRIR

ES R Amazon MSK Connect /g Fi BB i/ 18]

i3

ERFEEITHESHAET tasks.max FIEENESHE

LT REZEBEANESTEED TIEER tasks.max BLEMN —LFREE :

HUEEBRSSUIRG TUEANESEE, §l , EATF MySQL ¥ Debezium EESR[MNRFEHL
MEFS

FEABZT EREERXNT , Amazon MSK Connect 2B &£ #85H) tasks.max B , &
BEEEZBTEITHNIESKENES N TELENRERELL, MCUs IREERE 7 a
itmaxAutoscalingTaskCountZ# , MliZtasks .maxBENFLBILRE., EXEZEL | &
S T HREXBIEBRESE

« WTFEWESEES , H1TE (EF5EE ) TEBIETT» XN E, BARBITLE tasks.max R E

ARTZE, BENMN TR —RAEH—MESFLE,

« 1£ Kafka Connect 2.7.x H , BRIANFE AR 7 X7 B 285 = RangeAssignor, X2 EHEHNITHAR

MM EENFE - M DRoEAEEMEMAR RN NEBENE N DX ELELMERAR | fRIL
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RKitt, XEWE , £/ RangeAssignor WK ERSN R TN ESTHRET EEEENE
AENEBHNRRD X, MRXTERTENAN , WNAE— N TEEFRE , HPE
consumer.partition.assignment.strateqgy B RENESENEASIXIERE. SN
Kafka 2.7 20 ConsumerPartitionAssignor : P 2 FI#I K 3K,
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Amazon MSK & &I|28

Amazon MSK Replicator @ Amazon MSK I —I £ ETIEE , EEEREBETRZMEEH Amazon
MSK & A & 51538, Amazon Web Services XiF MSK Replicator & X5 FHTFEMBITE
B Apache Kafka &8 ( 2EAH, BRESHM IR ) EHEITHHE Express KEHR Amazon
MSK Fiifit E&&. Amazonft MSK &z B3 1T & %l Amazon Web Services IKF Bt , JREFEHFMB
FREB MM FHENRS. 1E£B) MSK Replicator , A A HEZEEXE#E MW RESNARFUES
A MR SELY | HF Apache Kaftka TERBN B REBWIRETE S Amazon MSK, MSK
Replicator AIEZI R L E 4 MSK EB AN BRBENERAEARE  TEREAENRB, EHEEMIE
Me k1R & B X 15 W 4%

MSK EFIES L BT HRERE , IHERATUREEFNRE K MEFTYEITEERE, MSK
Replicator * 2 E H| X EH Kafka w#iE , SEFTBEE. HRIEFISIR (ACLs) MIEAEARBE.
MRENFEEENSEH , BUUHREERES — Amazon XigH LIRS,

MSK E#BZFEXFES (CRR) MEXEHES (SRR) ., EEXFEHIH , JRF B # MSK £5
S FAEH Amazon Xi8, ERIXEESIF , J]R MSK £&8 B MSK & #ER —/ Amazon X5
F, ENRMEM MSK £8 5 MSK EHISi—EFEMAZH , BFEE0IERERHF B MSK £,

(® Note

MSK Replicator X#F LT Amazon X1 : £EREP (us-east-1 , BEFRILILEP ) ; EER

B (us-east-2 , BZBM ) ; ZEFEEP (us-west-2 , HEIX ) ; BUM ( eu-west-1 , BR

=) ; BRM (eu-central-1 , EZ==4E ) ; WAH#X ( ap-southeast-1 , F/R= ) ; B ( eu-
central-1 , SE=54& ) apst-1 , F# ) ; WAHMKX ( ap-southeast-2 , BEE ) ; BXM ( eu-
north-1 , EFEE/RE ) ; WAMKX ( ap-southeast-1 , X ) ; BXM (eu-west-3, B2 ) : &
% (sa-east-1 , ERF ) ; WAMKX (ap-northeast-2 , HR ) ; BN ( eu-west-2 , £ ) ;
TWA#X (ap-northeast-1 , RFE ) ; ZEFEIP (us-west-1 , MFIBRILILEE ) ; MEK (ca-
central-1 , F&8) ; #E (4t=E ) (cn-north-1) ; FE ( TE ) ( cn-northwest-1) ; AR HE
ftt 20 Z4M X,

Amazon MSK Replicator #9% WL % :

- HESXEREENARERF . TEREBENERLSRATHESETABERRHERINREAN
AR, RE® M,

- BERIERAVBIETR : N AR ME XS AR REERERBIE R,

398



Amazon Managed Streaming for Apache Kafka FERARER

- FBED XAEBNEENRE  FEIEM —1 Apache Kafka 8 E #2121 Apache Kafka &8 | iX
BT RN ERR teams/partners B B IERI A,

- REBEHRITON KRB Z/ Apache Kafka EENHIBEBEF T —NEH D |, LEBRMERERR
BN BIEN N,

- KEA , £RBIHREHEIE  REZEFES , B E— Amazon KERITHEAREEZER
HtXig , A AERAYEER MR AR IR,

- NBITEEMN Kafka £EH TR . BUIFEABLHRBRLSIUEE , & Apache Kafka TERBMNARH, B
REHFE=HIEEN Katka BB E Amazon MSK Express V12 |, KU N TR F I o8t

« X replicator WEZEE , i3 Mthe section called “EEZ# ="M, the section called “& #E "

FF 81 Amazon MSK Replicator

AT NET Amazon MSK Replicator , #iR 7 XIS ELEM EREH , HIESEREF - EHIE,
F&:

- ZENRE

- EREMH

- EZRERNEREH

- BIERNE— 1N EHIZ

XEWEE
AT R EHA MSK Replicator Bf X & ## K8, Kafka fRZ<, EHIZKB MM ZE BN ER,
R AR

« MSK Replicator X1 MSK Bl BE &M MSK TIRZEB[EHNIEALAS , FNREBENBIRERH,

« MSK Replicator & x3% B EEEH Apache Kafka 5£8F ( Kafka lRA& 2.8.1 RESRA ) , EFEH
Express fCIE & HIEI T MSK Provisioned &8 87 , & SASL/ISCRAM FHRIEENREEH. &
REZER , 25 MIE MSK Apache Kafka 81T # 2T % MSK Express £4 .,

- RHEIZE1T Apache Kafka 2.7.0 L E S RAH MSK & X ¥ MSK Replicator,
- SHHENEFEEHBEERIT Kafka K 2.8.1 E SRAH MSK £,
- BITEEM Apache Kafka £&FE Kafka M7 2.8.1 E SR
« MSK E#I28 X FEA mb.large NE AR EBIZKBWER, TXHF t3.small F£F.
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o WMREFF MSK EFIZE MSK MESE —EEAR , WREHNENEFHIELFTE=ITMME, £7
DERNTRARKNEREZREFHE  EXEEHIEL>FTENME,

« BRYR MSK S5 B 48 MSK &84 T E—1 Amazon Ik, TRXEFETEKFNERE
#lo

HHRIEER

- WMREIE MSK B FEA MSK Replicator , ML XTZ A IAM

- MREFEANILLBEEEMN Apache Kafka EEFFHEN IR MSK Replicator , Mi% B EEEF 405 A
BHKiIF, SASL/SCRAM

- WFBEXEEH , REHXANE IAM BRI A ETF B % VPC RAEER,

- NTRXFES , THES VPC FAEiEE. HtFEARLFHRIENSHRIERBENEFIRMAT
LA RRERE

« MSK ERRFEEHFE IAM HRIES] , H BT #F Apache Kafka ACL &%l

MSK Serverless £ &t B

« MSK Serverless X#FEQIEZTBEE N BRERE HIAT XA

& : cleanup.policy, . compression.type, max.message.bytes, retention.bytes, reter
- EXTEHRERSHIE , MSK Serverless X35 LA T E/E

B : compression.type, max.message.bytes, retention.bytes, retention.ms,

- S %237 B#r MSK Serverless £8 FfEH 83 NESH P X, iR B R MSK Serverless £8E 2%
BENESED X, ESFEMSK Serverless PRE,

FRFH
£ 82 MSK Replicator Z 81 , iHHHRHE B LT EREZ M
232 MSK E#IBSFTER IAM R

B MSK EHl8R 28l , FRREN IAM BEEAMENNR, AXTENRERG , BSHLE
MSK £ HI25 AT EEHY IAM PR,

BRI o RS
REBELEBENEBEXASHEIRARAES , NEERSEM TR,
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- BXHEH (CRR) — REHMLTITE L VPC FhBEET RS IAM RN R, EELITHETH
REREREM NERER . BSRERZRERNERER.

- AXFHES (SRR)-FFEEZ VPC AEEE, BR , BUNEER LA |, X#¥ Replicator F gE&ET
%% 0 9098 ( IAM W5 E$2R &% O ) BEAT G RIREEF B FrEE,

¥F CRR # SRR , iHHREH ML ACLs T2PHZE MSK Replicator SIREF M BRERF 2 BINE
%

ERRERNMBIRER

£ 612 MSK Replicator 281 , BEERM AR REFMBIRER., ATWNHBE Amazon MSK E8
(MBEERTRSER ) 2EREEFINER,

® Note

MSK Replicator &% #7E B R EE M Apache Kafka S£B M8 Express {XIEH Amazon
MSK Tl ESE B < R TE S, MREEMBITEER Katka BFEIER , FSHMIE MSK
Apache Kafka S22 F B 2| T#h MSK Express 248 , THREEENTAEREEN
Apache Kafka E£8## MSK Replicator & & Jt R &4 E B 4S TE LRS-

HEZIRERE

MREEEF - MSKREH , FRARTAHAEATHERNER, BN , FREUATIRE MSK
M ERNLRS SRFRER

1. WREEHE A IAM 2 FAER T 62 MSK Bl BSEH BT RS HER. ENREHLNE
PE=AMRE,

2. ¥ FBEXE MSK Replicator , i1 R R 2B E LR , MER IAM HRIEFI A RFBEZ VPC FAFE
BHNBEATHE#TESE. BEE , FBRZ VPCH , TXERLEHRITINEHRIIRE, BTE
NEMBHIIEITR ( mTLS X SASL/SCRAM ) FFE % VPC A EEE., B\ ERFIAEFIFA
EEMEIRBHHFEA UpdateConnectivity API BB % VPC FAEERE, ESRERMEETT
jB% VPC, MREHFRERFZE MSK TIREH[EH , WEEFBEZ VPC BEEE,

NTFREXEHH MSK EHl8: , MSKIREBHTHRES VPC AR , A HHME /A imIA T UER R
Z5 0K S HRIERBE TR ZER.
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FRARER

3. WFEXE MSK E#/88 , BXAITNETRERONRRIEMH MBRESR, XAF MSK EZEFLESR
LIE#IBIE, B LIERTHER CLI 2 Amazon ZB#lARFHNITIHIRE, B1ESHE Amazon MSK

ETHRNER, X TEXEN MSK £45I8 , EFEERTHI R,

Console: create resource policy

ER LT JSON EFTRERF R, &S UFERNIRERH ARN,

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"Sexvice": [
"kafka.amazonaws.com"
]

},

"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeClusterV2"

]I

"Resource": "arn:aws:kafka:us-

east-1:123456789012:clustex/myCluster/abcd1234-5678-90ab-cdef-1234567890ab-1"

}
1
}

EASEFFAGEERE LAVRERE T REBERRELI.
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AWS 3% Services | Q Search [Alt+S] L @  Nviginia v replicator @

Amazon MSK @ New feature: MSK Serverless
Recommended in cases where the throughput requirements of client applications are variable and hard to predict. MSK Serverless
scales cluster capacity automatically in response to throughput needs. Each serverless cluster has a maximum write throughput of
¥ MSK Clusters up to 200 MiB per second and a maximum read throughput of up to 400 MiB per second. Learn more [2

Clusters
) ® We have launched a new feedback form to make it easier for you to send us feedback and let us know of Leave feedback X
Cluster configurations features you'd like to see in Amazon Managed Streaming for Apache Kafka.

Managed VPC connections New

Replicators New Amazon MSK > Clusters » multivVPC
¥ MSK Connect 7
multivPC
Connectors

Edit/Delete i
Custom plugins .
Cluster summar Upgrade Apache Kafka version
Worker configurations y

Edit cluster configuration

Status Apache Kafka version ARN Edit broker type
¥ Resources © Active 281 armeaws:kafka: Edit number of brokers
AWS Streaming Data Solution 1 Edit security settings
Cluster type Total number of brokers
AWS Glue Schema Registry [4 - 3 Edit storage
Provisioned 3

5
Edit monitoring

Customer survey Edit log delivery

Turn off multi-VPC connectivity

Metrics Properties Tags (0) Cluster operations
Edit cluster polic
BOICY: s
Delete
Amazon CloudWatch metrics Analytics

Create Studio notebook [4
No time range selected | UTC v C Create Apache Flink application [4
Connectors

Disk usage by broker H CPU (User) usa Create MSK Connector [4 b

Percent Percent

CloudShell Feedback Language © 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences  [°4

CLI: create resource policy

AR MREMER Amazon 25| & IR IRER H AR 0EN IAM BEMNAT , N&RRENEE
KW Amazon fifiNEiZA®., 5—HE , IREFE MSK £AINEA IAM e EECURAS ,
BERUATEEREHMNEZAE , UE MSK EFRTURAZAR, AXUNABRABHEER
RNESEER , FEHESAE,

1. ERALar HIRE MSK B R BEH M BIARA, F S AT EH#R N SSERAYEREF ARNG

aws kafka get-cluster-policy —cluster-arn <Cluster ARN>

{

"CurrentVersion": "K1PA6795UKM GR7",
"Policy": "..."

}

2. QIBRETHRVKREE , AV MSK EHIBRHFERVRER . R S RAFER 7 KERIIRER
ARN,

aws kafka put-cluster-policy --cluster-arn "<sourceClusterARN>" --policy '{
"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": [
"kafka.amazonaws.com"

]

I

"Action": [
"kafka:CreateVpcConnection",
"kafka:GetBootstrapBrokers",
"kafka:DescribeClusterV2"

]I

"Resource": "<sourceClusterARN>"

% BIRER

EFE IAM GREHNER TR MSK BRERH (MEER LRSS ) . ENERTEES VPC A
BiEE, BNERTUSRERNTRE— Amazon KBS RN XE, REBMNBERERSXTVTE
—A Amazon Ik A, BB REBRSNELE=IME,

BIEMRNE— N EHI=R

TEHNIESEEREFEERN MSK £8 2 [H 82 5% — 1 MSK Replicator, Amazon BxFiE £l
BETWEHRSE  BSREH RS A LIEEFIZE Amazon,

Fraznl , ERAREEERUTRYE

- EBH IAM HREZHIERE MSK £8 ( B3R ERREE ) .
« FFET IAM R EIB E R MSK &8 ( BSREZERER )
- FTEM IAM R (ES 0122 MSK S4IEFrER IAM &R ) .

1. TEZBH B R MSK B FTTER Amazon X8 , ERFITFF Amazon MSK ###l& ? https:/
console.aws.amazon.com/msk/ region=us-east-1#/home/,

2. EREHIER , REEFEEREHEE.
3. EEFREAGERERTD  NFNEFBREE—THE—HNEWR.
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4. EREHERT , EERREFFTER Amazon XiF, #EF MSK ERENERXE K AR ARE
F¥H ARN ZiE#E Browse FHEH, FRMZLAFRELNEFEFEBYDER, MRENKRE
X, RELBERAEMED , WA AFIHRFEEN]. LMEDEREFHD TN,

5. EEMEBRERT , ERBEREHEEN Amazon Xif, % MSK SBENERELE , AFHA
BFREEAFRY ARN AR R HEF, FTRNZSAFREENEFEREHER, MREIIXR
HR  RECEEAEMED , WAFHEREE ], BAEDERERN T,

6. 7E Replicator REEKF , REMNEUEHMBEE, RREETFRHEE (EEEBHFHM
ARFREARDNETEER ) . AXTERENESRFER , BEAITEH S (HIRS5HEE ) .

7. EHANRESRTD  ERERAMERECIRIEN IAM 6 | ik MSK 245 B3I eI ZRSHIT
A,

8. EEBIE.

FXZh 82 MSK Replicator F##E| “E1T" RAKRANFE 30 5. BAIE MSK 2 &/ “E 27"
WHE LS EIRES.

WMRER MSK EHIBRHMN “KRW"RE , FS M. X Amazon MSK & 25 # 1T HUE HEBR

8 Hlaeig

AT RN EBN B WMAHITE N MSK Replicator ##4E, BXE A LAE MSK Replicator EHITHIFI B R
ERBIE |, 5 A mazon MSK APl &#,

ES}
- BIEEHIE
- REBEHES

- HIBRE HI28

- BEEH

BIE S Has

£ 812 MSK Replicator 2 &1 , FHRES TR EIE MSK EFIZSFTERN IAM REHBETK. EZRER
MERES

£}

- [FEREHES0ESEFEE Amazon

SRR ME 405
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- £/ CLI Bl & %88 Amazon
+ {# Amazon CloudFormation 5 Terraform 8|38 #l25

fEAEF A 222 E HI88 Amazon

(® Note

UTSBRMETERN MSK KR 2 BIBIREFIBS. MSK Replicator E X HFEBREEMN
Apache Kafka 528t A Express XEH Amazon MSK Ffl EE & B#HTE S, MRE
ENBTEEMN Kafka PBIEE , FS R MIE MSK Apache Kafka TR EIT &7 MSK
Express Z4m@M , THREEENHHE BREEMN Apache Kafka E£8f#) MSK Replicator 1% &
ERFUHEBRNRFELEREZML,

ERRFHAEE

1. K B MSK £RFTER Amazon X1 , R P T Amazon MSK ##F| & ? https:/
console.aws.amazon.com/msk/ region=us-east-1#/home/,

2. R EFIBRUARRKS PREFEEFIR,
3. R BIEEFIZR,
4. EEFIRFAGSERD , AN EFREE—ITHE—HNBWN.

ERRER
REFHTEEEH2 B8 MSK SEFNEIE.
1. EREHRBKP , EBRFREHMERN Amazon X1,

BT LB B E MSK EBH BB LT ARN REREFNXE, XEBAFHHIRAL ARN 26
B, LT RHIF , ARN ap-southeast-2 2E&#H X1,

arn:aws:kafka:ap-southeast-2:123456789012:cluster/cluster-11/
eec93c7f-4e8b-4baf-89fb-95de@lee639c-sl

2. EEE MSK ERHENERRE | AEH AREEA ARN ZiEE Browse FHIEH,
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3. AEMREFEREFN, FTRURELZNEREFEEIER,. URTCIKRER , ELEEAHEM
EI, WA AFFEEFETH]). BAEDEBRFNFN, N TRXEH MSK Replicator , #iEF 5
ERERN FRAGE BREREN FRLANTFR—NTARXA,

4. N MSK EFSRERLZ2ANLRENFRESR, R2EAFREANEREEBEYER. IREMXK
B, RELEEREMED, WA AFFHEREEA.

- WTFEXEHES (CRR) , BFEENFREREEHLL4A,
« ¥TRXFHEH (SRR) , BEFHEMTH Amazon EC2 #£F|A& , https:/

console.aws.amazon.com/ec2/FH R IEIFH Replicator #HALZEAEFHIEAN | ‘F %
R REHNEZTEH, I, Eﬁﬁiﬁ%ﬁﬁ’\ﬁiééﬂiﬁkﬁﬁﬂﬂﬂﬁﬁ%ﬁﬁiﬁ?&ﬁiﬁ’\]ﬁ%ﬂ
HEORE,

EEREFNZ2AFMAWERN | BTHITUTRE

1. 7 Amazon EHlAH |, EREHEHEN , FAREENEAER.

EREMEDF , ARA TR TMEZRBEEE , LUERFIRANZTLA BN,

HEAUMAN | AFIEREEAERAL,

MR DA

EFANMHEBG P | ERHEL TCP,

FEimOBESIH , #A 9098, MSK E#IzREA IAM 15 RHRGIERESIEAiw O 9098 K&

B,

7. ERIG  BALSFENRERCE SHEHRRMNZTLEANER (XT8EE MSKIRE
BNRLENER ) , ARERREREAL,

2

Z ] Replicator ARREMN RS AR RMBIERN |, FHITUATEME

1. 7 Amazon EC2 #J Amazon #£#l58 94 |, BEEENROIESHRTHFREN T 24,
HEHEAN |, REEFRRE BN,

pvi 2y G LS

EFHRNERE P | EFEHEN TCP,

HFigOBESIF , #A 9098, MSK EHI2R46EA IAM 7E 2 HZEESIEAiwA 9098 K&
o

6. HRIF , BAMSKIRERHNZEANEN , RBERREAN,

o & w0 DN
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® Note
HE , IRETEEARLARGRE , MWALLAMAFMERESKIR0.0.0.0/08 A5
YA

R ERER

Bir R RRBIEE H R MSK il BEHNTRSHFEE.

(® Note

ZRIAERT , MSK Replicator 2T BEFREFHFPCIEHTED , HEZTTBZHRPRMBE S ERHFI
& ($ltn ), <sourceKafkaClusterAlias>.topicXEHAILAUNEHINEB S BEIRERHT
WEMFBEX DTk , HBREARES, EAILAEA DescribeReplicator API 8 MSK 2
#/& £ 8 Replicator #4115 ETWEE “sourceKafkaClusterdl&” FER TH B R, HE , &7
DEAMBNEEEMES, HSHETTE (A5 HEE ) .

1. EEHRERERT , ERBEREHMEN Amazon X,
2. &R MSK ERFNERRE R A BIRERE ARN SURER R R Hik A,

3. NEREFLEETN, FRERELNERLEZESIER, MREMKREFR | ELEFEHEMIE
I, WA AFFEEell. ELEEFNFM,

4. N MSK EFSREEZLALGREBHENRES, Z2ANRELNEFHEEENERX, IRT
NKREFR  HELEEEREMIEI | M AFHEREl]. BXxEAZENEZER |, FSH
Amazon VPC AFEEAR I E A T2 LR E Amazon HIRRE,

¥F CRR # SRR, iH#HI#E Amazon EC2 #£#l& , WREIFIRMLS Replicator WR LA BEF H ik
AN, AFREFABREFRNZSE, A, FHAEBNEFNZTSEEFTAUMAN , DUIEFX
BN EMRUNEFSELZLEANRE.

En BRERNZ2ARMAWMAN |, FITUTRE -

1. £ Amazon %6 , RBEEHEN , EABRERNFAER.

2. EEBMET+ , REATRAEMEXRE SR , LERFMEANZEAEN.
3. REIAWAN , RiFiEFERmBE AWM

4. SEBN AN o
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5. EFHANMMPERSIG | EFEHEN TCP,
6. EimOSEESH , B A 9098, MSK EHIESEA IAM HREHIEZSIF AR O 9098 BWEEE,

7. BRSSP , BALREN BIRER G2 Replicator HIHRENZEHNEN , ARERREM
e

E [ Replicator 1 BRI T AR RMBEMN | FHITUUTERE

1. 7£ Amazon B #| & H | #H 3G E N B Ir8IEZ Replicator HiRIZHNEZ £ 4H,
2. EFEMETF~ , ARR TR F'MEFRE"ER , LERMNANZTSH B
3. BEBIHYEMN |, ARFEFRREH AN,

4. EFBEAIAN

5. EHANAIREF|H | EEBHENX TCP,

6. Hin OSEESIH , B A 9098,

7. ERHP , BA MSK BAEHEHNLLEAMNER , ARERRENAL,

® Note

HE , MRETEFEHLZLARGRE , NJLURMAFMERESXRKIR0.0.0.0/08 Av5F
HUEF N,

BLEE FIRIRENNR

1.

2.

EEFIRREERP , FAATNELIRINENKREXEEEZEEFNEE, RIAMBRTL2EH

(® Note
MSK EFIB3NEZEHFINFEFHRZ 750 NEF, NREBEESHEZ I |, HElEE
J% K Replicator, ZNRIEEE N T Replicator IBHEEBIT 750 MEBR 3 |, HaiE
Amazon #2244 Support Center H# 82 X 1546,

FIABERT , MSK Replicator N&#T ( &¥ ) WRBEFKRES., IE , MREEFHINEHK
£, JUMNRER (RIB) WRBEEFHES. EFHHFVNES  ERELEENRE, HIREX
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R FCreateReplicatoriZRMDescribeReplicatorMB K startingPositionFE&

APls,
3. ERFBEMEME :

« PREFIXED FBEAMEH ( EBRH AP RN EBEHRRMAR )  BINRE,

- HENETBEEHESH (ERFH AT REMRNTEEH )  EEFERTERABRNENES X

Ao

BXREZER , BN TGS (AR5HEE) .

4. BINBERT , MSK Replicator 2 EHIFIE t#iE , B ETTLRENEAELARBE ACLs , LUEH
THRHEREE, MRETCIERATHERZHN Replicator , M AT UL RE “HMig B o XA HH

— P HEMRE.

5. HEABRAEFERT  CRAANELIRINENREIXNEEZEHNER, MINERT ,

BEEAREFHBES,
R UEEERARBRASER -
« Legacy ( BAIA ) — HEFEEARERHN , RBESRAD (2@ ),

- WR-TREFEMNTMAL  HRERBEH2EL (NE ) . FEHNH Replicator RFEHE
MBEREREHERERS, EANETBHED-EHRBRENOES N , FEALENX, BXE

ZER  FEH HRARBERS,

6. HEERERT , EUNEREREABRERNEE. WREERAESR , RINBWERASRERHD

HYBIENE BBV E 48 75 0%
7. EHEMER EETS T TERE

a. EFRCEXEMEAMERKN IAM S8, MSK 24587 83171 RSNITHEM ML EAIR

RAEE R,

Access permissions
Replicator uses IAM access control to connect to source and target MSK clusters. Your source and target clusters should be turned on for
1AM access control with permissions for the IAM role. See permissions required to successfully create a replicator Z

(@ You can't change the access permissions after you create the replicator.

Access to cluster resources
© Create or update IAM role MSKReplicatorServiceRole- with required policies

() Choose from IAM roles that Amazon MSK can assume
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b. BEXEZEM Amazon MSK AT MK AR IAM BEFEFEMEECH IAM AR, RITEIRL
fAWSMSKReplicatorExecutionRole#E® IAM REEH MBS RFZHITAR. BFSHR
FHITAE (SER).

8. HEHAFLZEERD , ZALULREE B EEH , UHBREF BFHFHEHIIFMEB N, BRIAE

RT , FERABEEE. BUUBAUT —1MNHSMNE W -

« 1£3% %] Amazon CloudWatch B& — 247, i) HEHIREER,
« £HE Amazon S3 — EXNREMPEHIREFRBEHE,

« &4 E) S Data Firehose — 3R, ¥t A S H N HA X FIT Si# OpenSearch RS S E b
U b ¥4 3E Firehose B Kt

BEXEZEER , BESH MSK E#lggHE,

9. EERBIREERT , BALLEREN MSK EFIRHRD ERE, XN TERXE MSK £#l28 , £6)
BEHEN , LB RS ITEXE,
10. EFEGIE,

M Ih 8172 MSK Replicator H3## 2] “Z17" MEKRAEE 30 o4, MREH MSK EHIBFHIRN &k
W RAS |, 5. X Amazon MSK & #8853 1T HEHER

ff£A CLI /22 £ HI88 Amazon

fffcreate-replicator@® T8I MSK E#I85, B2 , FRARETHKEIZE MSK EFIZ5FTE
B 1AM R H B SE R AR REEF B iR,

® Note
DTRRBIERTHAN MSK 82 B EH|, MSK Replicator XX #1E B R EEM Apache
Kafka SE8f M £ Express VIR MSK MELER R 2 B HTEF, BXRXERZIARZN APl R
5l , &2 CreateReplicator B B Kafka &K API =41,

aws kafka create-replicator \
--replicator-name "<replicator-name>" \
--service-execution-role-arn "arn:aws:iam::<account-id>:role/<role-name>" \
--kafka-clusters '[
{

"AmazonMskCluster": {"MskClusterArn": "<source-cluster-arn>"},
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"VpcConfig": {
"SubnetIds": ["<subnet-1>", "<subnet-2>"],
"SecurityGroupIds": ["<security-group-id>"]
}
1,
{

"AmazonMskCluster": {"MskClusterArn": "<target-cluster-arn>"},
"VpcConfig": {
"SubnetIds": ["<subnet-1>", "<subnet-2>"],
"SecurityGroupIds": ["<security-group-id>"]

}
1"\
--replication-info-list '[
{

"SourceKafkaClusterArn": "<source-cluster-arn>",

"TargetKafkaClusterArn": "<target-cluster-arn>",

"TopicReplication": {

"TopicsToReplicate": [".*"],
"CopyTopicConfigurations": true,
"CopyAccessControlListsForTopics": true,
"DetectAndCopyNewTopics": true,
"StartingPosition": {"Type": "LATEST"},
"TopicNameConfiguration": {"Type": "PREFIXED"}

},

"ConsumerGroupReplication": {
"ConsumerGroupsToReplicate": [".*"],
"ConsumerGroupOffsetSyncMode": "LEGACY"

},

"TargetCompressionType": "NONE"

}
1

ERSEEFIEEN B A EEER , BEARM--1log-delivery3#, LT ROIAEE A EEZHET D%
CloudWatch B&, 5% S3 fIL 5% Data Firehoses

aws kafka create-replicator \
--replicator-name "<replicator-name>" \
--service-execution-role-arn "arn:aws:iam::<account-id>:role/<role-name>" \
--kafka-clusters '[
{
"AmazonMskCluster": {"MskClusterArn": "<source-cluster-arn>"},
"VpcConfig": {
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"SubnetIds": ["<subnet-1>", "<subnet-2>"],
"SecurityGroupIds": ["<security-group-id>"]

}
I
{
"AmazonMskCluster": {"MskClusterArn": "<target-cluster-arn>"},
"VpcConfig": {
"SubnetIds": ["<subnet-1>", "<subnet-2>"],
"SecurityGroupIds": ["<security-group-id>"]
}
}
1"\
--replication-info-list '[
{
"SourceKafkaClusterArn": "<source-cluster-arn>",
"TargetKafkaClusterArn": "<target-cluster-arn>",
"TopicReplication": {
"TopicsToReplicate": [".*"],
"CopyTopicConfigurations": true,
"CopyAccessControllListsForTopics": true,
"DetectAndCopyNewTopics": true,
"StartingPosition": {"Type": "LATEST"},
"TopicNameConfiguration": {"Type": "PREFIXED"}
I
"ConsumerGroupReplication": {
"ConsumerGroupsToReplicate": [".*"]
},
"TargetCompressionType": "NONE"
}
1"\

--log-delivery '{
"ReplicatorLogDelivery": {
"CloudWatchLogs": {
"Enabled": true,
"LogGroup": "/mskr/logs/<log-group-name>"

I
"S3": {
"Enabled": true,
"Bucket": "<s3-bucket-name>",
"Prefix": "<optional-prefix>"
},

"Firehose": {
"Enabled": true,
"DeliveryStream": "<delivery-stream-name>"
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}
}
} 1

O LB A — 1S MNEEEIEBR. ENS A Amazon CIoudWatch HE , HEMS3MFirehose®
Eﬁ , ﬁqgﬁEnabled{Elll_jgo falseﬁ*H/u\"% EﬁE%{nzm , |ﬂ|\/|SK E%U%EH/L, N o

@ Note

F'Fﬁ El SEHE BN IAM A4 EEEAREN BEBIRFENIIANRER, BXAMHEN
BE |EFFE5E ﬁ Amazon Hﬁxﬂﬁ H ,._,\'LE',%o

BXZTEM APl 3% | HSHCreateReplicator (I 5i# MSK APl &) ,
EFRMEFBES

f£topicsToReplicateMHFERAENRIERNEN topicsToExcludeRZH EHIMLLEFH, LT R
BIEH T AT ED | prod- HEHEBRULL T FLtest-MEM :

"topicReplication": {
"topicsToReplicate": ["prod-.*"],
"topicsToExclude": ["test-.*"],
"detectAndCopyNewTopics": true

I 8 HIEIRTS
BIBEHI2RE , FAdescribe-replicator A TH SR EHIRA :

aws kafka describe-replicator \
--replicator-arn arn:aws:kafka:us-east-1:123456789012:replicator/my-replicator/xxx

£ 52858 3T CREATING » RUNNING JRASHIH . FF ALY 30 28 , iILEFIZZH ARUNNINGIRZE., R
TEEIFAILED , 523 Amazon MSK & #2883 T EHERR,

&£ /| Amazon CloudFormation = Terraform 2 & &85
Amazon CloudFormation

fEAAWS: :MSK: :Replicator®BRERH, EXZEENRRSE |, F5
FAWS::MSK::Replicator { Amazon CloudFormation FAFF§/) -
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Terraform

fEFaws_msk_replicator®if. BXZTENERSZE , HSH Terraform Registry F#)
aws_msk_re plicator,

YmiE S HRS

Bl MSK Replicator f5 , BRI EZESRER. BHiR5EH. Replicator I E = F B A HE HIE
B, BRENE-IMINEHSRTRENILRE, BER , BAUREBHMEHRRE , fINESHH
FEMEREH,

1. EFHEnhttps://console.aws.amazon.com/msk/Z 3T F Amazon MSK #Z#|& ? Amazon Web
Services B2 &l A region=us-east-1#/home/,

EEMNSREES | i Replic ators , AFIEREREN MSK £ 4185,

EEEMIETR,

EEHRRETD , ERREE HER,

B UREUATRE :

o ~ D

- EAWMELIIRPEAENREXNEFES,
- THEEHRE (EFEE ACLs, HRARBE )

® Note

MSK Replicator F2EHEA , ACLs RALHNFMFETNEEEABRERTESEH
MEZ. K¥EBE  BHERBZNEABREFPHAR IR,

- EEAWNELIRPERAENREXNATEFNNCERAEL. WRAWFIIRNELIIRGNZE
WXxMEREREF,

- BEEAWBECE (logDelivery) , AT HRERERAEINLS# H CloudWatch &, TS S3
= Amazon Data Firehose., HZRMSK £ %25 B &,

(@ Note
ASREREETRSEREEARNEIIR ERNEH, XEREXTERIMNEHNREFE
IREHTo

6. REFEEHR. EXARAFE 30 7T REN
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il BR & 25

R MSK EHIBR ORI ( RBURE ) , WA EEREM R, —B6Z MSK £5l88 , ML EZEXR
7 Ess MSK EHIZRH RSN B in 8. B UMBRIE MSK SRR AN EHER. MRE
B MSK EHIZ3RRBMEMBRNEHZE , WHHNEFRAMNEFTNREBTBES.

1. £ BAREBFTER Amazon X8 | &R H fEhttps://console.aws.amazon.com/msk/ZR 3T 7
Amazon MSK #&lA ? Amazon Web Services B2 #lA region=us-east-1#home/,

2. EEMBERT , EBEEH R
3. M MSK E/Igg5I&RP , BEEMBRNEHIZR , AEEFEMER,

BEEH

B E BAREE X CloudWatch® £ Amazon RE& S MSK Replicator
ReplicationLatency Messagelag, . WEBNCEEBIMIEHR. ReplicatorThroughputfE
“AWS/Kafka” 5 % Z2 |8 FReplicatorName 5 A] LLE Bl$E4R, & LAE
EReplicatorFailureAuthError, MThrottleTimelBRARER B FE M,

MSK 2| & & "8 MSK CloudWatch E#IZRHEIR T, MEFIEEFIRIIRF , BREEHRNS
MGG IRETF,

IR LA MSK Replicator B BEHK , AERAy T #EE FIREHECSBEHERR. MSK
Replicator X FREREFH KB W E# A CloudWatch &, T E# S3 I Z# Data Firehose,
RINVERT , FEABEEH. ERIEREH Replicator B , A LAEACreateReplicators®
UpdateReplicator APl ER# i logDeliveryBERLE A H1& Mo

BXREE, Bir, BEVHEHENESEARE SR AN,

£ HIRERN

MSK Replicator X#FZ i EHRN | EAEBURTENAG, 5797 E AR E & iR = L% a7
HERB MR EIRERE

£}

- FEXFHEF

- BXEEF
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https://console.amazonaws.cn/msk/home?region=us-east-1#/home/
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- EF-EHEH

- EF-EHEF

- WEHEBEHHE) Amazon X1

- HRINSERS

o RIS PEFERE

- HERS

5 X 553 &

ERXZHEH (SRR) # , & MSK E£& M B MSK £FH#HEE —MXEH. Amazon BEXIHE Xt F
BERES. OSFEAFIRBEIEEFHZAIBIFEERA.

EEXSEHNERXS :

- BERTFEES VPC B EE,
« BEEFRETRFONRRBEH NENRER

« BYARNREFHNMBENREFREKZEA, ENREFVNEREFLEENTNAFNVTHRNATARX
o

- HttEARE S ORI S DRIERBENE iR MAT SIS RRER

5 X 35 &

EEXEHES (CRR) F , FMBE R MSK MU T FAEMNXE. Amazon BEXEHEHRWES XH#E
TR A8 B A A2 B Bk

EXiHE B RBEK -

« SREBRMNFTEZ VPC B EZTaEZE IAM FRINR, BSREEMEETEZ VPC,
o BATFHETRENNRREMMERES, BRI EZRER,

- BEENREFREHZ LA,

- SHIBBEREEHIRESRM Amazon XEFIER,

EFIEER Amazon Xz BRI EERE, SENTHENMS XHEMR. Hlw , ERMN (ZRZ)
MEAMX (K ) ML, BN ( BR= ) MEM (£ ) cANEFEREBEER,
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Fo-H Sl

EED-HIREF , —IR
H-WHREERT XA
NIt 7 it

RE-NMMSK EB#EHRHURECKE K ME - IPERLTZARS. £
BB — Amazon XEIETHNARERF , HELEFEE S IR FI BIELE

NFEF-WAHRE , RINBWURRAUTHE

« ERNFERY Amazon KIBZERLEFE, MSK ERHFERE (EAMBRNEREALAEHR ) .
« BEFDS MSK RHEAHENRIRMEARE , UNITENBITEE S,

« I3 MSK Replicator SLRBBENEHERFEEH DR HEE

« FENEFERE N FHEEAR— Amazon X EHN B,

BB WERAHEBNEBE S HI5K LI Replicator ( ERFIAEPREHBNEBREN ) . XELTH
BEBEE , ANECTREENCISFHRRTBEEHNENEE. 1 ERETTE MUY 75 =R
&, REFENBEAERTIERENERERNEREAS ID,

EERERLAEFREESHNINRENNR, EXFEEFBRIBRENFEN , ACLs
NIMREERFE T EHITHE R RAIED , MSK Replicator 2 B E#lEA], HSRETHERN ACL &
o

E@-EHEH

HED-EHREFP , WD MSK EEHBRAREHRBMNBEARS . EH-EHEHAIMNERTILFRT
K RERE | FREHREENAREFEBES A Amazon XEFEEIZTT.

ERAHEMERNEBEENES (HEE)

FNFEH-EHRE , BMNBNUFEANBREBEMNES (EBEFHAEPRNEBENANIR ) . XFEE

FREZAERBURREFHNES , BULURRTINBIBBLERH,

1. BI2 MSK £ %188 , ¥ MSK £8 A ERR , ¥ MSK £ B fER B #ro

2. RIhBIZE LR MSK E#I8/5 , IR —/MNAEEH B HR. £8 A N BIRNEFIES.

. RERALETE , SHEFERNNREEAEFE RN ED (Hlwn, “EB") , BEFENTE
_lziﬁo

4. QIERAFERE K SEFEHBER/THR (Hlin. *topic ) NEFEREZEMNTFE— Amazon XiZH
MSK SEBFIREEIE, X , B HREFEENEEMNARE T ( fliitopic ) FEA M4 KAIER
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E, UBRNEBEFHFERRNEMXIFEE HHHE<sourceKafkaClusterAlias>. topic. X
HERAENEETRNFEREL , IDs XY MSK Replicator FEME #1332 —NEERT |, HHFH
HRBERTEEER

E AR T B A HE

MEERFEEFRERF UG , WTLAEFAERN TR HEFIREZE MSK Replicators ( TE#Z#H &
PREERNETES ). B2 , BENBINEFHSEIHAIANBBELENBEECRTEA. X2RN
BNEHBRFTELERSTENNEEE , —XATES , 3—XA T LLRER. ERIUFEH
ReplicatorBytesInPerSec #EMRIRENEHIRALENELBIEE.

(® Note
MRENEN-EHHRIMERMRANERBHES , FENREIESELSH IR , REBE
MUREEEE. WFEHEBTH LESENHEREFERESR. BNERARLAEBET
I THFNER TERLEEERNEE,

WS % B3 B) Amazon X5

ENBVEFER Amazon IR E Amazon X & FIZER CloudWatch, £F Amazon XiE& 4
RESEHEE , EFEERTEESRAE N, MBIERFLEEM , FFEH S Amazon ervice Health Das
hboard &EEXE Amazon X HFWRSZSEH. MRERSZSEH , B ABEEBEIHE) Amazon X
i

TR A ERE

BRI R THERE |, UMM ARFEE Amazon KR EBNSHETHEME, TTRIKMRE
BTINSBEEER.

Identical topic name replication

1. RHAMBEEIENREFNESENERE,

2. BIE—HFH MSK E4l88 , FEEMREBXEHH MSK SR EH | EXEFH MSK £5 |
AEAMREERNES (ZEFEFNFEHEENERERR ) . XRFEARMBXINHES
HEEXHUARTHRERERSLERN.

3. BENEEZFIFHBE) Amazon X BREFNEFENERE,
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Prefixed topic name replication

1. KRB EEIENREFNE~ENERE,

2. GIEHFH MSK EHIZ: , HHEMNZRXE MSK EBEF B EXE P MSK £& . XEK
FEIRE LT

3. 7TE¥B) Amazon XK BIrER LEFEFE,

4. MREHNRABRFIZEEHEHRF , WEHB Amazon KB EIERBERFEZER (5
WMtopic ) EAFEENAM: ( Fli<sourceKafkaClusterAlias>.topic ) MEHIEE ( 4l
. *topic ) WEAE,

MREEHNRARFEEERERF  BNNEREHLEFHNES (5
I<sourceKafkaClusterAlias>.topic ) BaifEAE K MANEMETBEEIHFERAE,

5. FREMMSKEHLAMBCERETTRNEAETHABERIENLE , BEERFILRN 0,
RE , FILLEREHRIES,

6. B MSKEHLEAR#ITE ( HIM0 topic ) WERASR,

TRNHERE

HSEXERERSEMHF AEEL R REEEDRMHE) Amazon XA |, BA LUEITIT RIS R ER
¥, BT MSK EFIRR L EHHEE , TARRKRBURLSH—EHEER, EUUER BEEH
YIS PR R IR EROH B EIR

Identical topic name replication

1. ZRXAFMEEZEIEXEFR MSK EFEWERBIANERR, BT ZtXOHRG , RET
BETTER Mo

2. RBohEFENMEREEEIFHE Amazon X HY B ¥r MSK £8 . BT MSK Replicator it &
SHBEEM ACLs MIFEAEARBEEANTHE , ARENEFENEREEMNLRET
SREY 5 To4E IR E AL,

Prefixed topic name replication

1. ZRXMABEEZEIFEXEHPIRE MSK EEMNE KR MERRS.
2. BohEFEEETIHEE Amazon X HH B s MSK £,
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3.

MRENNARFARTEERERF  BEABRMEEN B3 E A REUA i 1 S ) B £/
E, MREHNRABFREREHRF  BANNECNNETBEHERE , FEEELT 0, R
IERAIEES RS e i

—BRFEAEEIXEPER , FOE—FHH MSK EHI88 , SURBIEMNEEXEHH MSK
SEHEFIEXEPH MSK &5, NHEFSFNEBRVERENRTE. NRTHEHMLER
ENKE , MRSEA4HE~ENEAHREHT2HEH DR,

BERE

£ E Amazon KB RFEHLERE , B AELIEIZXE,

Identical topic name replication

1.

Bl - MSK E5I28 |, FHBIEHENR , EEHFENER  BEVERENRE , B
EREREZEEHESH (ZFEPHNREMBNETREN ) . INEMERBEEXEETH
EHBEAHYBBHENFERE.

£ Amazon ST E HI88 EFMessagelagigts , CloudWatch EEIIAEZIEFR0 , iX R
FIEBIEERE NFEBY S HI B X &I,

FIEBREEHTNE , FLAEEEEHBERNESE  HEEBRIEEFNETE,
EEEETHBEHNERAENMax0ffsetLagigirZE K0 , LBRMISLE T FAEHRIE.
BSRBEERELR,

WEBTEERER , FLEBXEFNERE  ARRE31HETEEED = F8 DS BER
g

MBRESE — S PO ENFEBEN BB EF SR B T LN E HIZR.
BIPNBENEERE S HBEFNIE Replicator WIRA BN “EFEIEIT", #E
Amazon AfJReplicatorThroughput#§#s CloudWatch & X F0.

FEE  HBBERVEN ‘REHITHEME" W Replicator Y , EQFFRIREHEB S
FEHNFEHRE. RECZHBESZFRE , FNETTTHESERBREFHNEE. 84 MSK
SHESBAFIHEXLEHEE , EREMENHBEFPHIAMEREINBELENEZ R TR,
& LAME A ReplicatorBytesInPerSec IRERE HISF M BB,

Prefixed topic name replication

REENHEBXENEREH I EXHNEFZH LH B Amazon FHMessagelagig#riEii 0 2
f& , CloudWatch F MBI HEMRELSER. TN ANBIMEFTNSBBEE K.

HERE
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1. XAMAEEZESZRXEP MSK EHMNERSIMNEARR

2. XNTFE-Eanh , ERERFBENEXENEEEFIEXBNEFR. T E3H-E3
i, BEEMRE HIZR,

3. RBEnEEIEXEH MSK EEFNERER.

4. MREHNARFTEEZHESR , BEXE Amazon X133 30 £ A&l fHz E AT R AR ER A iy
MEFNEINFERAE. MREVNARFEEERYR , BARNEFNETERHERAE £
FIERIKRE 0, ARYIREI AR TR,

5. FEAMIBREREIENEXENESEIHB XEHNEFENIE Replicator &4 T RUNNING
RASReplicatorThroughput #EFMH=1T,

T8

MSK Replicator X FZMIEBF R, XATNANAEEF2EIBHE , NBEREEN Kafka BT
BE| Amazon MSK , AR iMAMNHAitEH TERE,

F&

 1£ Amazon MSK £# 2 RIER

« MIJE MSK Apache Kafka 8T8 21 I MSK Express 24/

« M MirrorMaker 2 E# %] Amazon MSK Replicator

« Cross-account £ Amazon MSK £ 2 RIER

£ Amazon MSK &£& 2 8%

Amazon MSK & #2858 % #:#£48E Amazon Web Services F~ TH Amazon MSK &8 2 A # T %,
B AR EEEMEFRTERTE BN ERELTEBLBES HEMA AN T ERE
M, XREN MSK EHIFRHEL—RES , XERIBEATLSBEEEE, REBHHEERER
ERER , FREUTSRHTERE

1. - RATHEENBEREFIFERNESS  FEFRNERUERENRTE , BEAME
BEBEMESH (ZFNEPHREMEBNERER ) o

2. EWERLRESEHEAFMNRENNR, ELEREFTBHREMN ‘XF" LB ACL , BN MSK
Replicator 2 Bz EFIE 11,

3. £ Amazon ¥ ZMessagelagig#r , CloudWatch EZEHIXE 0 , XX RFAFEHRIBEHBESEH,
4. FIEBREEFTRE , FLEFENBIESAIBES.

T8 422



Amazon Managed Streaming for Apache Kafka FERARER
5. EfifiBix LA~ UERIFNERN BTN,

6. WIREHE TR EMIBEFIEEEIEMN Max0ffsetlag IE¥r , BEIEERN 0 , XXRBAFMEINEHIES
2,

7. FIEEEFREHANERE,
8. ENEE R ENERIFERH BTN

M3E MSK Apache Kafka S8 T % 2L 5 MSK Express &4

& T LAfE A MSK Replicator 3 Apache Kafka THERBEMNEBREBENHRETB R A Express KEH
Amazon MSK Tt E&E#. MSK Replicator XxMNE A 7 HHKIEH Kafka FE ( Kafka MxZ< 2.8.1
RESRAE ) TBEHIE. SASL/SCRAM

(® Note

SASL/SCRAM R & MSK Replicator EE# 1T H MR T e E TN B REER Kafka &
B, ZNEFPRNMARFE UUSEERAEINEN FHRIENF,

FRFA
Fraznl , BRECHEZHFUTEM :

1. RIZITARA 2.8.1 E S RAH Apache Kafka &

2. SASL/ISCRAM HR&E# LER T S HKIE

. EREHLEET SSL &

4. Y Amazon Site-to-Site VPN = Amazon B {ZIE 3 17 4% 12
5. 7 Secrets Manager 5 RIELER VPC X

BXEMESA , FSRATEBREEN Apache Kafka 8 # MSK Replicator 1% & 5 R &4

$ 1. 82 Amazon MSK Express £ &

FERBRAT IAM B8R Express REBRIE— MSK B E&EEH . E=1TAHAXFELE=M
B, BREZERERH,

FI|2: R IAMRITAES
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¢ INAWSMSKReplicatorExecutionRoleEE R H N HE EEE K Mkafka.amazonaws . com,
A8 Amazon Secrets Manager ( Amazon KMS MR {REIE4£A=R CMK-encrypted ) 7 N BR X PR EL
ft2 SER X PR SASL/SCRAM HMIEFHREZEH. BZRITEBREEM Apache Kafka & H MSK
Replicator i& & £ RFH

HIR 3 : EBE SASL/SCRAM & FFEIEM SSL

BIZEBEME ACL PRI E A SCRAM AR, BLE SSL iEH. BZHINTE B REER Apache
Kafka S£E8EHY MSK Replicator i% & 5t R &4 o

% 4% . FERFMTE Amazon Secrets Manager

ffAusernamepassword, McertificateBENVEZRA. BSHITEBREERN Apache
Kafka S£8EH#Y MSK Replicator i& & 5 )R &4

FW|5: IEEHIR

£/ CreateReplicator APl , EARLIEST#EHBMNE, MEFEEHES ,
H#synchroniseConsumerGroupOffsetsi&E N true., AAM IAM £ ACreateReplicatorst
MEFHRARR APl BRAENRLIE MSK EFIFEAMEN IAM IR, MRETTRINEIRINEEIRE N @
g% (FFH6) i%’fi_:IEF'J*ﬂ)iconsumerGroupOffsetSyncModeF'J’E%'J%EENHANCEDJ:&#‘:HQE
No FEFKRY 30 58, LEHIFHE AZTIRED. EZHCreateReplicator B B Kafka £/ API 7=
B,

FB|6: (ALE ) REWN@EH

BIZM MSK Express £EFHREZ B EREFHNREOEHEE , USRI EREE, ES
%] CreateReplicator B B Kafka S8 APl =4,

ST BEEHEE
BT

* Messagelag ( BIJEZE| 0)

* ReplicationLatency

« ConsumerGroupOffsetSyncFailure ( M7 0)
* ConsumerGroupCount

OffsetLag (MSK Cluster) #l OffsetLag (Non-MSK Cluster)

BREZFER , F5H LEREH,
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S| IBNAERF

FREUATSIREIBNARERF

FLEFEEAREEH

FH IAM BRRIEF4E~EEHEE N MSK Express £ &
¥ ¥MessagelLagiE X E 0

FLEARESEBNERE

N EAEEHEEE MSK Express £

.U’P.W!\’.—‘

HI|O: (Wik ) EIRFIAEEE

MREETNEAES , WALABEEIBRTRUAMRI BEEERH. REOEHIZF ( MSK Express -
External ) M EEREENERREFRDS , ALAFPTREFREXRBENERL THEERE XK,

NEEBBEREEN Apache Kafka E£8#HY MSK Replicator i& & 5 R &4
812 IAM HITAE

SIEEEEERKEN IAM At katka.amazonaws.com. i
HINAWSMSKReplicatorExecutionRoleEE XK, FEERMEIZ T Replicator FIEMERR. TER
FMEFTEHAR Katka IR , EF2EFHBRIEFMESE Amazon KMS FRER Amazon Secrets Manager
HNPR. SASL/SCRAM CMK-encrypted BXERMHI AR S B , S E M SER XR SASL/
SCRAM MIEFHEEZEH.

EEREERE

{
"Statement": [{
"Effect": "Allow",
"Principal": {"Service": "kafka.amazonaws.com"},
"Action": "sts:AssumeRole"
}]
}

fii @ SASL/SCRAM A FF1 ACL IR
EBEITEEMN Kafka £ L8122 % H SCRAM AR, EELLT ACL BB :

1. Bk, #HRAAEER
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2. iR, WA ERERE
3. HIRBERIR

kafka-acls.sh #p5 R~l :

# Grant Read and Describe on all topics
kafka-acls.sh --bootstrap-server <broker>:9092 \
--add --allow-principal User:msk-replicator \
--operation Read --operation Describe \

--topic '*'

# Grant Read and Describe on all consumer groups
kafka-acls.sh --bootstrap-server <broker>:9092 \
--add --allow-principal User:msk-replicator \
--operation Read --operation Describe \

--group '*'

# Grant Describe on cluster
kafka-acls.sh --bootstrap-server <broker>:9092 \

--add --allow-principal User:msk-replicator \
--operation Describe --cluster

HEREER LEE SSL

FERELEE SSL rsE. NTFAFEEWNIER , TEHTHMERE, X TRABIERRBELRIES ,
B TR CA EBEEEEE Secrets Manager H1ZfEH Amazon B4,

HZUEF A 7E Amazon Secrets Manager
FER LT REX7E Secrets Manager H |2 Other ( 72 RDS/Redshift ) Z£E # Amazon Z4 :

1. username— BEEFHH SCRAM AFH
2. password— BITEEE#HHN SCRAM Z5
3. certificate— CAiE$%k ( PEM #&X ; private/self &R ELEHN )

MSK Replicator EEEEH BT EEMN Kafka SEFE Y MK IERE, IFHEM

« Amazon Site-to-Site VPN — &3 B Bk [R5 25 3th R 48 E B2 2 S8 19 VPC,
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« Amazon Direct Connect — B W& FTEI T B & AN &E$E Amazon,

BEEZEA

PRI A1 SASL_SSL S0 (B 9096 ) L# MSK Replicator M EEER 2 AN FE, B
1 VPC £ AN AEHNF B BERBH A E LY H M,

CreateReplicator B B Kafka &1 APl =4
IEME & # ( Self-managed Kafka | MSK Express )

ERALLT Amazon CLI i S BI2ZEHIZE , AT EHEENENBITEERMN Katka £EEE $/ZE] Amazon
MSK Express £ &,

aws kafka create-replicator \
--replicator-name my-selfmanaged-to-msk-replicator \
--description "Replicating from self-managed Kafka to MSK Express" \
--service-execution-role-arn arn:aws:iam::123456789012:r0le/MSKReplicatorRole \
--kafka-clusters '[

{
"apacheKafkaCluster": {
"bootstrapBrokerString": "brokerl:9094,broker2:9094,broker3:9094",
"apacheKafkaClusterId": "<self-managed-cluster-id>"
I
"clientAuthentication": {
"saslScram": {
"mechanism": "SHA256",
"secretArn": "arn:aws:secretsmanager:us-east-1:123456789012:secret:kafka-
scram-creds"
}
},
"encryptionInTransit": {
"encryptionType": "TLS",
"rootCaCertificate": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:kafka-scram-creds"”
I
"vpcConfig": {
"subnetIds": ["subnet-aaa","subnet-bbb","subnet-ccc"],
"securityGroupIds": ["Sg-XXXXXXXXXXXXXXXXX"]
}
},
{

"amazonMskCluster": {
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"mskClusterArn": "arn:aws:kafka:us-east-1:123456789012:cluster/msk-express/xxx"
I
"vpcConfig": {
"subnetIds": ["subnet-ddd", "subnet-eee", "subnet-fff"],
"securityGroupIds": ["sg-yyyyyyyyy"]
}
AN
--replication-info-list '[{
"sourceKafkaClusterId": "<self-managed-cluster-id>",
"targetKafkaClusterArn": "arn:aws:kafka:us-east-1:123456789012:cluster/msk-express/
xXxx",
"targetCompressionType": "NONE",
"topicReplication": {
"topicsToReplicate": [".*"],
"topicNameConfiguration": {"type": "IDENTICAL"},
"startingPosition": {"type": "EARLIEST"},
"detectAndCopyNewTopics": true,
"copyTopicConfigurations": true,
"copyAccessControlListsForTopics": true
I
"consumerGroupReplication": {
"consumerGroupsToReplicate": [".*"],
"detectAndCopyNewConsumerGroups": true,
"synchroniseConsumerGroupOffsets": true

1

T 16 & 15l 7R 451

ERENEEHUZINERIIEE , XA ENABERMREEHEE , HiRE
H consumerGroupOffsetSyncMode, ENHANCEDIXB AT AR ERBEARBEUIFE—FTRNE
YN A RED,

FRRBEASERNQZIERNEFE ( BITER Kafka E) MSK ExpressENHANCED ) :

aws kafka create-replicator \
--replicator-name my-selfmanaged-to-msk-replicator \
--description "Replicating from self-managed Kafka to MSK Express" \
--service-execution-role-arn arn:aws:iam::123456789012:ro0le/MSKReplicatorRole \
--kafka-clusters '[
{
"apacheKafkaCluster": {
"bootstrapBrokerString": "brokerl:9094,broker2:9094,broker3:9094",
"apacheKafkaClusterId": "<self-managed-cluster-id>"
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3,
"clientAuthentication": {
"saslScram": {
"mechanism": "SHA256",
"secretArn": "arn:aws:secretsmanager:us-east-1:123456789012:secret:kafka-

scram-creds"
}
1,

"encryptionInTransit": {
"encryptionType": "TLS",
"rootCaCertificate": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:kafka-ca-cert"
},
"vpcConfig": {
"subnetIds": ["subnet-aaa", "subnet-bbb", "subnet-ccc"],
"securityGroupIds": ["Sg-XXXXXXXXXXXXXXXXX'"]

}
I
{
"amazonMskCluster": {
"mskClusterArn": "arn:aws:kafka:us-east-1:123456789012:cluster/msk-express/xxx"
I
"vpcConfig": {
"subnetIds": ["subnet-ddd", "subnet-eee", "subnet-fff"],
"securityGroupIds": ["sg-yyyyyyyyy"]
}
N\
--replication-info-list '[{
"sourceKafkaClusterId": "<self-managed-cluster-id>",

"targetKafkaClusterArn": "arn:aws:kafka:us-east-1:123456789012:cluster/msk-express/
xXxx",

"targetCompressionType": "NONE",

"topicReplication": {

"topicsToReplicate": [".*"],
"topicNameConfiguration": {"type": "IDENTICAL"},
"startingPosition": {"type": "EARLIEST"},
"detectAndCopyNewTopics": true,
"copyTopicConfigurations": true,
"copyAccessControlListsForTopics": true

1,

"consumerGroupReplication": {
"consumerGroupsToReplicate": [".*"],
"detectAndCopyNewConsumerGroups": true,
"synchroniseConsumerGroupOffsets": true,
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"consumerGroupOffsetSyncMode": "ENHANCED"
IR

AREERARBESERVERBEFIES ( MSK Express | BB EEM Kafka ) : ENHANCED

aws kafka create-replicator \
--replicator-name my-msk-to-selfmanaged-replicator \
--description "Reverse replication for rollback" \
--service-execution-role-arn arn:aws:iam::123456789012:role/MSKReplicatorRole \
--kafka-clusters '[

{
"amazonMskCluster": {
"mskClusterArn": "arn:aws:kafka:us-east-1:123456789012:cluster/msk-express/xxx"
.
"vpcConfig": {
"subnetIds": ["subnet-ddd", "subnet-eee", "subnet-fff"],
"securityGroupIds": ["sg-yyyyyyyyy"]
}
},
{
"apacheKafkaCluster": {
"bootstrapBrokerString": "brokerl:9094,broker2:9094,broker3:9094",
"apacheKafkaClusterId": "<self-managed-cluster-id>"
.
"clientAuthentication": {
"saslScram": {
"mechanism": "SHA256",
"secretArn": "arn:aws:secretsmanager:us-east-1:123456789012:secret:kafka-
scram-creds"
}
},
"encryptionInTransit": {
"encryptionType": "TLS",
"rootCaCertificate": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:kafka-ca-cert”
.
"vpcConfig": {
"subnetIds": ["subnet-aaa", "subnet-bbb","subnet-ccc"],
"securityGroupIds": ["Sg-XXXXXXXXXXXXXXXXX"]
}
AN

--replication-info-list '[{
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"sourceKafkaClusterArn": "arn:aws:kafka:us-east-1:123456789012:cluster/msk-express/
xxx",

"targetKafkaClusterId": "<self-managed-cluster-id>",

"targetCompressionType": "NONE",

"topicReplication": {
"topicsToReplicate": [".*"],
"topicNameConfiguration": {"type": "IDENTICAL"},
"startingPosition": {"type": "LATEST"},
"detectAndCopyNewTopics": true,
"copyTopicConfigurations": true,
"copyAccessControlListsForTopics": true

I

"consumerGroupReplication": {
"consumerGroupsToReplicate": [".*"],
"detectAndCopyNewConsumerGroups": true,
"synchroniseConsumerGroupOffsets": true,
"consumerGroupOffsetSyncMode": "ENHANCED"

I3

WF 8 #I3RE

£/ describe-replicator CLI K EE HIZFHIRE :

aws kafka describe-replicator \
--replicator-arn arn:aws:kafka:us-east-1:123456789012:replicator/my-replicator/xxx

S HI23REBY CREATING —» RUNNING RESHEI#H ., FFAKN 30 25 , iLE HI2F3H ARUNNINGIRE

M MirrorMaker 2 i£# %] Amazon MSK Replicator

ZE M MirrorMaker (MM2) iE# Z| MSK Replicator , IHHITU TR .

1. B 1L IFE MR Amazon MSK £ E AN 4L~ &,

2. A MM2 EFIIRERETE ENMEHE, SIS EIR MSK £8 L MM2 R EIER |, UBE
et & H T FREHIE,

3. BRI — ¥ Replicator , BIAVEREN “&#" , TEEMHEEIRENIDENTICAL ( EEFIA
RRFEENERER ) .

4. HEHIZRALT RUNNING RESF , BAUBREHREREARENLEFE,
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Cross-account £ Amazon MSK &8 2 81 #

EBTE Amazon lKF#TER , S4HER Apache 2.0 MirrorMaker o

Apache MirrorMaker 2.0 2 —RFRIE , FEEFHEENEE , EUUNTIBLEHTIEMES,. B
KREZER |, 52 H Kafka Fith & #1308,

EEHR

AFNAT MSK Replicator B G EBE S , SRHBENAEEH#HZERS. NALEBEFIIEHRUAR
w1 S #l T HEE,

T8
. SR THEE

. XEHE (HES5HEE )
. THIEM ACL H5I

. WRERBEES

. MBER

S HI8 THERE

%2822 Replicator B , MSK Replicator 27t B/ &£ H Amazon XiBH B ELENRIR , ML
L BIEE FIZEIR, MSK Replicator & Bhf$E Amazon KB & N RN ERFNAAERIESE 2 B R
XEhERBRNER, REENEAERE T THBERTEHN Amazon XiF,

SHIERE Y SEEMR , D MSK 8 Amazon Kz HMMAER, RERNBRERNFULE
BURBERA BRER LND XMB, MSK EHBLEDT AREAR , XHCRTURBEHK
. MARLRRT REE.

RINBERT , MSK E#IRFAMEHRENRER TS XN EFRERSEHE BIRERHF. MR A
SHRFNEBRECTE , W MSK EFIBREIRNFTETSLETB s XHHEEHE BIRERH. B
=, EFISETURFERKR 0 VNN ETEREEREREF LRNA BTN ETSEE S X, EERES
FRIBEBzH , AREBERNEMEEHT2EES,. HE , MIREESHIEEHE , TUEES
|8} Replicator It E WM BN RBEFHBE .

MSK EFIEF T EHENEE. NREBETEERE , EAFEFHTEHD , AREABMRKR
&, YBERIBEARERLANE , EHFX L B3EBR. MSK Replicator 58K £8
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ZENFMEBEMHBBERAELZAIEDIHITINE, FTE MSK Replicator API @ ( 4l
WDescribeClusterV2 , CreateTopic , ) DescribeTopicDynamicConfiguration#&BfF1ErH
%K. Amazon CloudTrail

MSK Replicator E B EHHEIREERNFAH IWEE, WRFE , EUNEREAFERHLERE
HEFo

N

MSK
Replicator

NN
NN

Target MSK Cluster

THwE (RSHEE )
MSK EHSEARBEIMEHEBER | #3148 (Ri\ ) IERTBEHEH.
HFHBREBEHEH

BRINMBERT , MSK EHIBREEBMERTREHTE , HEREHTBEHPRMBESNERNTER , 6
Wl <sourceKafkaClusterAlias>.topic. XHUUFEFHNEBSEREFPNEMTTX 5 F
Xk, HEGESRZEELRE HIBE.

f5lan , MSK Replicator &N “FB WEBHFNBENREFEF D ERERPENNHE
@, <sourceKafkaClusterAlias>.topic#RA[LAfE DescribeReplicator API 5 MSK &l
& M Replicator #4115 E WEE “sourceKafkaClustersl &> FE& T H B 714,

NBERENERAEEETREENZEAEHENEINE , BRENERERENFERBEFZE. *F&F
MNEBHEIWEE, Hli0 , BHEREEE. *topiclFEH N Amazon B XERHE R, WRHEFS
& footopicl ZEKHEHE , AL BEREZTEREEERFZER.

MREFEFNBERETENREENRIMETS (FlUEDH-EHEFHRE ) , BEATHENER
BHES, XNTFHRBEE , ReplicatorBytesInPerSecHReplicatorThroughputt{E R , &
A MSK Replicator T & it E M EHE,

HEEZEHEF
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EREBRFAZER , Amazon MSK Replicator & 622 B E 1% B N HHE B A M E Bl E 25

(EEHEFREMEENEEEN ). AENEFHETTUBRBREHREERT S ImRKIENEHNE
Ao

MENEZEBHREFHEFUATRER

- EEFISBFREMENEELY , B B3BRERNEHER,
- BT SEFRNERRY , RAEATLUEEENBEESR IR

« FMET EF-HIRUNBERBLRE , FNAERFEEERTRENRNEFTEERF I AXIAL
BHERR.

- ALUREZN MSK RENBRBESIENERY  ATEERSIET ST (BNRERFTESL
J% A Replicator ) o

o ATBLEEMN— MSK &8 F %5 — 1> MSK BN HFEER.

Amazon MSK E#I22 £ Kafka #rk B BRFHBFEEHEHERRER , NTHERE H /2
TRREFHMNBE, MSK Replicator fHREHFHMEBNFIRFRA TN EE N BRISFKAIREH
() o __mskmr&RZIIUERI T i B A e RIS SV EIE,

TUEIEF ACL %)

MSK Replicator X Tt HENREFHS HIZ BE/nERH, tHESEEZTEE. HREFFIE (ACLs)
MEAEARBE. SHEEH &, tHEEHRRIHITHN. N TREEHFHMEE , MSK EHIEF
REEH#HTHEEF M TR TBEES,

T &I T MSK Replicator & #l#9 15842 &5 %& (ACLs).

BRI IR APIs ftiF

B Topic CreatePartitions
AlterConfigs Topic AlterConfigs

Create Topic CreateTopics , JT¥1E

il B Topic DeleteRecords, DeleteTopics
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BE R APIs ftifF

iR Topic ListOffsets, JTHIE.
OffsetFetch, OffsetFor
LeaderEpoch

DescribeConfigs Topic DescribeConfigs

BREY Topic JREL , OffsetCommit ,
TxnOffsetCommit

BEA ({UE4 ) Topic 47 | AddPartitionsToTxn

MSK Replicator ACLs R A BRFREBEFFEHF L FEREALE, TEHFITIRIENEKE ACLs MHEA ACLs
BIRFEH, MSK Replicator b A &1E B #rEEEE ACLs EHIBR, tNREMBRIRERE LM ACL , NERL[E
EHIBR B AR EEEF L ACL, Bk Kafka WEZFHEE ACLs , i55 [ K atka ACL X #,

MSK Replicator X & #l Kafka ACLs , T IAM TFRIEZEHFEAE. MRENEFFER IAM 15 R $2 5
read/write SRIAFEH MSK £8 , X FEXEBREFH LEEMXH IAM R UK TEBEREB,
MR EEEME HEER 2 WL,

(® Note

MSK Replicator 72 EHEA , ACLs RAZNFEEETFNEZEABRERFEEHFHNE
B, KMERE , ENERSENBEABRERTH AR B,

HEARBERS

MSK Replicator A AR ERARBENREHRE LS BHRESR  NAAFERAEETRITICEHNER
TUMERHARELE, X2FTBNATREELSELM (IBR ) M@ (8% ) BREFNIHERE , i
ERNATERAEM.

RBELHN TERE

FERNEHBEN -T2 , MSK EFIBRERARBREFRIERAREERT BIRERH. XURS B0
REREEBENENEH LEETANRRE. MREELIE Replicator HEAEATHEAEARBE
% , MSK Replicator 2 E EHI T BB B HRFEE , WEERERBIERERHE  BHEASE
A LM ERET RO BRI IR ELLE,
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MSK Replicator £ 3R &R EMNFILRRBWVE ( EFS XHRE ) BTN EAERITRHL.
NRENERAEEERERLFE  WEREFHMEL , BERBEE LN ERENIERRLES , XEK
BHREENERBENEMLEESNESHRE. N THAOXMIER , REFLHEREEEHEL
catch M\ —F M EHE R, SEHNEREFEE LN , MSK R F AR ER.

RBERL R -2 N =N BRAVRKL
1. RBERF-HIEEMNREHE BT , EFRSERCRFRFEBENENBIMRE ZANRE, AT
BREENBMRBETE (TRANER, EAF)  RUXERFELATDLN,

2. WBHHR — EHBREHENRER LS/ CEFNEAEANERXREE, RE , CEAFHEN
RERGFXERREERRNERN BEIMRBE,

3. Offset commit — HRFH@QQ@ REERRERXF/EREFHNE__consumer_offsets@ , Hit ,
HEAEEEIBRBEAHMAR —NEAN , EaNKBEBNVERE.

FEBITH

- RBRIBRELH , TEEEN., SFRER - RTBNFEBREHTRE  RtERENREEY
BREMEETEXNSERMVE, XRRITEAR — ERME T at-least-oncefZix , XEWKEH 7 E A48
SHEBEEBREMARIEHE

- AESERLIERERGTRBEEREERERN , T 2R B LR HREFAREKE. X#
AU IEEFIRTHELE BRER LEITHERSE

- HRAKASHENHERBEARERM (B2/HKRER ) AEEX RS

ERESRERDS NN R R EH
XRIMEREEFIR (K8 A £5 B) WARIAER,

- TEGE — ERFEBELS EFNAKNEREEEMREH.

« A — RARHEFEER LA TERSM BIREER LA TIFERESH , REARBES 2E
SE BIREH.

- MEER — JLUREAEERDBIREER , FRNERENRBLERE.

¢ TXHEERE — BRRBRLSTISRBBMERRGERERE, MRLRERERBIER,
REXEFMENBEKER , WEBRF2EHHTRER R, NRFELAENRE , EEAEFERRFEE
B2 ShRERY X [A) 1R B
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EREBRREED RN NERE

MEREEEHNEHIESFHE M A [IE1T ( Replicator A~B # Replicator B-A ) » ENMNE#IBFNHA
RITERBREEFNNREEES —eRBEEMNELREFEER , AR —FaARLSERAEARE, BY
BENREERYS , MFEEFENFEREETRANER LA TEDIRS , SNEFIRLEBRERSER
HAH,

FERM

- TERB-ERBRSEREFNEF R LEFHENETE .

- MNERHR  SMEFREREON — BNEHREFHREARS I FanmEE. NETHRE
AR EE.

« NANEHIZRREIRSE — REBER , EHEENETEABRETRANSERTER,
- HERBNHERE — HRETUNE-—FHEBIIEZ —IHE , ABNAKBEBLERE.

A AR ERBES
- BERERMENIE — IN-IRHEIBI S I HEN , MREIAEE , EFLRYDRIERR
B,

» Active-Active 28¥) — HMNEHBERMBERERMNEARSH , EFREEAEERBEER 2@
8

« WHIME — HEEEHRENERBIMENESHRER , FRAEUTUNE—BHE LN ERREDS
ERELAERT,

MR R S

542 LU Amazon CloudWatch 18R AR IEREB S 2EEEIZIT :

« ConsumerGroupCount— RIFFNEFIF LRERLS TMHAKENFERAEL,

« ConsumerGroupOffsetSyncFailure— ERMNEHISR LENFN 0, MRLEEKXT 0, EREFEH
EHRELTEIRS , Wik =E M HR” MR, HAREGERLEEEH,

« OffsetLag (MSK Cluster)# OffsetLag (Non-MSK Cluster) — LbBFANEEN D XL fE
BAEER | URIEREERTRS,
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=] Ir)
% LB B

1. HERBE  BRETRSKEMRNVEHEE

REFBRIIMUE. REENRBERHERTH — THUREBHCERETEXINERUE, XEK
EHREBECHEVRERREMLEIECR, NABRFNRITALEESLAE (FH).

2. RBET2ES R ERBIR ERIEENEA
MREFBELNENMAEEELTEIRS  VEHBZHFILEZERBE, IR—ME2H

#o BR , XEWE , IREEHBZRINREASRBECHEBRLENERE  NXEERER
MEFHBRINRBEERK (BFE NlatestHearliest ) FFth , MARMNERENLETT .

3. RBRLERERMIER
RBERGLERTANRILRE  WEEINREREERL. NMEAZERLEXRBEIRRENREE

EHINEBMECAERSF—LER, AMEERBHE , MRREAEZKICLTEDRS , WX
MIER W RE S BUR R E EWAIRAVE R ETHINE S,

4. BTREREATESEES FIFFIERRF
RARERENEESRN ( EEHREATTER ) WEREAS QRS ERBE. RERANR
BERHAEENRL  FRIZFEBERDESEERELEFEED,

5. BRI EHIBFFIFHRERE
ERES (20 ) RBERY , RBERENREREIBIR, NREHEAEBERR , 2BXE

EFNEBORL  IFEFIHREEENRBERNEZIENLE, NIRFEHNENRE , BERAES
158 R E L I RERI I [E IR E

6. MR EF R EF e ERBBRE KK

MREE-—SEFLHRAEFOUEZTE , NIRBREFRY , ANHEBNREE 0 FF s, EAIA
REBEDZN  XTURLSBREEXRTER, EENREBERSHETRNEINERIEH
B EERS,

PR ER

MSK Replicator £/ IAM 15 [RZHIEZ ISR EER , ZEHERRO 9098, REFARENREXSE
ERERERXEAES , NEERKBATE.

s XHEF (CRR)
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BRERMATTES VPC B ERES S IAM HRINR, LEXTHET

HRA PR BEM INERESE |, LA iFkatka. amazonaws . comfRSS E 4K
#iTkafka:CreateVpcConnectionkafka:GetBootstrapBrokers,
Mkafka:DescribeClusterV2ig{E, BLFNREFRMLLH, B4 MEwRDO 9098 L BIRE
RRMUHEBHENAMMEEANNELA,

B X5 4% (SRR)

TEES VPC REE., B4ANREFHNBERERFEHRRZEA, BREN Replicator REN T LA
SEHEMRN , AFREBETKRA 9098 RAKLHNET2E , HEEHNZLARFEIRKO 9098 £
X B Replicator R £ ARV RENAEAN . ENFREFMNBIREFEREN FRMLALTHEENTHX
o

¥F CRR #l SRR , BFHEEREHIM L ACLs T2FHE MSK Replicator SREE M B FrEE 2 B VIE
.

Ze Mk

ATTET MSK Replicator WL £#EH | IFEMSFHTAR, ERPHMEN IAM RS E,

F&:

- BEHITAE (SER)

- BIE MSK S HIZRFTER 1AM R
- IAM RS #E

RS5MITAE (SER)

MSK Replicator £ RFSIMITAE (SER) NEMNREF T EIMHBEHABEABIRERH. BUUEMNEE
FlESRtEELL AR,

FBA Bl MSK £ A BatIEAE A URMBEH IAM A&, NREZRUBCHNAE , BINE
WIE R EH M IIAWSMSKReplicatorExecutionRolefE & IAM KB,

RERITABUMER RiFkafka.amazonaws .. comfBE EHIEBEZEBHNETERE. UTREEER
BEH R, <yourAccountID>FERISEBRIKF ID B,

{
"Statement": [
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{
"Effect": "Allow",
"Principal": {
"Service": "kafka.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<yourAccountID>"
}
}
}
]

MRBERS kafka-cluster:WriteData &XR , #EZ 5 How IAM access control for Amazon
MSK works H#J Create authorization policies % BEBERNREFHMN B FRER Rinkatka-
cluster:WriteDataIdempotentlyf R,

MREESZN MSK EHSBRcBEEFEARSHTA®  NENEHZMEEL Kaftka BLHIRILI R, WRE
NN EFRRERMNRA , BEATRANRSHITAR,

H SER #XfE SASL/SCRAM & F £ E %4

AWSMSKReplicatorExecutionRole T EREEEE T IAM S HRIEMNER, TEMERAEAHNRE,
LB mEA SASL/ISCRAM S RIENEF#HTEFIHEHIET ( Hlan , NBITEEH Apache Kafka &
BIge ) , SELEHN SCRAM Z4ARAE CAEBFERAFFAEEFRH (CMK) NZEE , BEERHR
SHAT A S IE I R ERIBR

BRTREREN , B UUFERUTHE, #BSZNEEMTERNZ R,
SASL/SCRAM 348 ( # 3 FR# TLS 48 CA %48 )

¥ SER i2H! SCRAM E#EM ( 7k ) FAH CA IEPH Amazon Secrets ManagertX
BR. <saslSecretArn>&i#t M SCRAM %40 ARN <privateCaCertSecretArn> H#&FH CA
ERNER (NREBFERALTFEENIIES , BEBEE-ZARN),

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "SecretsManagerPermissions",

REHITAE (SER) 440
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"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionIds"

1,

"Resource": [

"<saslSecretArn>",
"<privateCaCertSecretArn>"

ERAEFREZAMERN SCRAM ZHE CA IEH

MRZAFUERREA CMK TR 2 AmazonFEEZHAMER , MEZEF CMK kms :Decrypt #1T#H
N, Bi<customerManagedKeyArn>J3 CMK ARN,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "SecretsManagerPermissions",

"Effect": "Allow",

"Action": [
"secretsmanager:GetResourcePolicy",
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecretVersionIds"

1,

"Resource": [

"<saslSecretArn>",
"<privateCaCertSecretArn>"

"Sid": "KmsPermissions",

"Effect": "Allow",

"Action": "kms:Decrypt",

"Resource": [
"<customerManagedKeyArn>"
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]
}
]
}
(® Note
MREEERE MSK Connect BL ERREREFNRE—HNERACE , WA
Blarn:aws:secretsmanager:<region>:<accountID>:secret:AmazonMSK_*H A
FERRER , mMTRENE ARN,
hnz

MSK Replicator 58 ER 2 ANWMEBENBFERAEFATEFHITINE ., MSK Replicator 7Ei%
0 9098 LA IAM 5 RRFLEZ RSN ER |, ZmOFE TLS &,

MSK Replicator T2 U#S A X FHENHIE, NREFTHEERE , ERFERHTEF , RAEEA
BirsER, SBERDBEARERAME , EFX2B3FR.

822 MSK E#I2RATFER IAM R

EAW IAM ZFEA (AFRAR ) CreateReplicator BEART FHRAINR, R L KB&H 2 5 &
HYZ P ima BIAY IAM B4, BXREIBBRIKKEN — RIS , H5H 0 2 RAER,

MNTENEERBERF I, MREERET BEEH , BNEANENBIRMMRBER (1ESHBEE
EHEAR ) » BXBREEM Apache Katka T8 R , BSRFPNHMERSHITAGER. M
MSK Apache Kafka S8 E B 2 5% MSK Express L2 &

HARH IAM BUK

FEUFERAENKS, ID. Amazon Web Services X, BRFERITACEHRUARRN B IREH
ARN, kafka:TagResource REERIREEHRRMURIN T FEERITHIEAE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "MSKReplicatorIAMPassRole",
"Effect": "Allow",
"Action": "iam:PassRole",
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"Resource": "arn:aws:iam::<accountID>:role/<serviceExecutionRoleName>",
"Condition": {
"StringEquals": {

"iam:PassedToService": "kafka.amazonaws.com"
}
}
},
{
"Sid": "MSKReplicatorServicelLinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::<accountID>:role/aws-service-role/
kafka.amazonaws.com/AWSServiceRoleForKafka*"
I
{
"Sid": "MSKReplicatorActions",
"Effect": "Allow",
"Action": [
"kafka:CreateReplicator",
"kafka:DescribeReplicator",
"kafka:DeleteReplicator",
"kafka:ListReplicators",
"kafka:ListTagsForResource",
"kafka:UpdateReplicationInfo",
"kafka:TagResource"
1,
"Resource": [
"arn:aws:kafka:<region>:<accountID>:replicator/*"
]
I
{
"Sid": "MSKReplicatorListActions",
"Effect": "Allow",
"Action": [
"kafka:ListReplicators"
1,
"Resource": [
T
]
I
{

"Sid": "EC2Actions",
"Effect": "Allow",
"Action": [
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"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcs"

1,

"Resource": [

i n

"Sid": "MSKClusterActions",

"Effect": "Allow",

"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeClusterV2"

1,

"Resource": [
"<sourceClusterArn>",
"<targetClusterArn>"

(® Note

ec2:DescribeSubnetsec2:DescribeSecurityGroups. Fec2:DescribeVpcsigE
AR EFRBRENE , R SMIEE, "Resource": "*"#FHEZSH Amazon EC2 SZHiR/E, &
RAFRHER.

B AR E AR

INRIGTE Replicator EEE BHEAH , BFUATHNEAMMBELR RS, ERFEEANBE N
B9 ERo

Amazon CloudWatch Logs B #x

fflogDeliveryEl & AitcloudWatchLogs.enabledi LA FiBM, true

"Sid": "CloudWatchLogsLogDeliveryActions",
"Effect": "Allow",
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"Action": [
"logs:CreatelLogDelivery",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelLogGroups",
"logs:ListLogDeliveries"

]I

"Resource": [

"

T 5 S3 B A

£ is3.enabled s true BMMLA T iEA, & <logBucketName> Bty B ¥riFfE i E #ho

"Sid": "S3LogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery",
"logs:ListLogDeliveries"

1,

"Resource": [

i n

"Sid": "S3BucketlLogDeliveryActions",
"Effect": "Allow",
"Action": [
"s3:GetBucketPolicy",
"s3:PutBucketPolicy"
1,

"Resource": "arn:aws:s3:::<logBucketName>"

Firehose B Hit

£ ifirehose.enabled s true BKIMMIA TiEA, <accountID>HZEH Amazon Web Services ik
P SMiIirEinR,
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"Sid": "FirehoselLogDeliveryActions",

"Effect": "Allow",
"Action": [

"logs:CreatelLogDelivery",
"logs:ListLogDeliveries",
"firehose:TagDeliveryStream"

1,

"Resource": [

min

"Sid": "FirehoselLogDeliveryServicelLinkedRole",

"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"

1,

"Resource": "arn:aws:iam::<accountID>:role/aws-service-role/
delivery.logs.amazonaws.com/AWSServiceRoleForLogDelivery"

}
]

B % vended-logs (RN EZER |

IAM RS Z&

BB AXB Amazon RS B EiEH.

THRLCET API AR (AR IAM £ ACreateReplicatorMEMEHIEF AP ) EEM IAM 2
B, BXZTEMNERERG , BSH0IE MSK E5IZFTEN IAM £R,

AR

kafka:CreateReplic
ator

kafka:DescribeRepl
icator

kafka:UpdateReplic
ationInfo

5458

BT o2 S B2 IR

BT S HI2RAI R

RTEHMEHREHERNNR,

IAM R RSE
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kafka:DeleteReplic
ator

kafka:ListReplicat
ors

kafka:TagResource

kafka:ListTagsForR
esource

kafka:GetBootstrap
Brokers

kafka:DescribeClus
terV2

iam:PassRole

iam:CreateServicel
inkedRole

ec2:DescribeSubnet

ik

BT BRE HI2R AV R

BT 5 H & 2RV ER .

RTFHICEHBRONR. REERIEPRE TIRENTH
go

RT3 E HIBR R E R,

RTHEEHSRERHRKRRERFHNBIRERH 5 SREL N
KERR,

RTFHEEHIRR el 2R #HRRER M B RS ARV NER .

BEFERSHITAREZEALAWNRKkaftka. amazonaws.com o

BFEEXERAAIZEAWSServiceRoleForKafka*
RABHER,

ARS54E

RTWIERHLEEHIZRH VPC BERNIR.

s ,ec2:DescribeSecuri
tyGroups , ec2:Descr

ibeVpcs

AXBEHITACKER , S HAWSMSKReplicatorExecutionRoleEBEXRMKE, BEXEFAEE
SASL/SCRAM <172 | SR E it SER R SASL/SCRAM MEFIEER4H,

EM

MSK Replicator WEMETEHHNBEE, EEBNEFHR/LENBENR. XTERXHES , &
FREXNVBEXESBEEHEA,

>
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WRENEZ-EHREFEAERNEDREHES , NE Replicator LB K EIEE T
REROHE (—RATES , B —XAFTREBRIEUB ETTRER ) . BRI LAEA
ZReplicatorBytesInPerSeciEtriRIRBNEHIRAENLBIE. BERERSE,

A LBEYMER  HSH Amazon MSK .

A< MSK Replicator RS E & FMPR % , B35 Amazon MSK B &1 7 £ #Y MSK Replicator B,

AL

AT N EWNAEAT D% CloudWatch 3E#R¥E1E MSK Replicator B K in{al f# R 5 AR &,
FH

- EBfRSE

- BEXEBETEEN Katka FENEHI1ER
- MSK E#I28HE

BRsE
AT SRR T MSK £ 412880 t AR SIS S HE4R

AuthError EEfRTBREEBLR N S MK EIR. EWIE MSK Replicator B EBE & IR IR |

B 512 Replicator B ReplicationLatency EFRMRERFHN ETL EFR. MessagesIinPerSecl R /&
ReplicationLatency BZ 0 , BEZEBMEBRBERLENKS T , MR T Replicator T ZEB L FEHH
RUFRRR, & Replicator WREHIT IAM AR ERE ZBHRRIERIZER,

BN ER 5 B3 Dimensions  #.4¥ RIGERN RRERR
il E BRI HE
8  Replicati FieFMIE  Replicato zZ% X BXE
onLatency SEEH rName

BB FREERE

ARt Replicato Z% X B X{E

wE R Name. B

Bwing 2

4 B EtE &

S HFE
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Jeib
sm

1R
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PREREZIH
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EEEBR
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EHBER
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Jeib
sm

PERE

1R

Replicato
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358

EHlz=E

A/

FHYFI

., MSK

£ HlgRaLE
R BE R
MSK & #i2%
BEWR A
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DIEEHF
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BARs LS5
EEHOA
RERRE—
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N
L& 7

IR $E 316
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cgic)

1R

Replicato
rThroughput

1%, BR Dimensions B4

ME, BX

MSK & #l2%
T aimIRIE

IR

BHWEHK  Replicato BytesPerS
FHFH rName econd

B, RE
N Replicato
rThroughp
ot EEMH 2
BR , BRE
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terPingSu
ccessCount

F AuthError

FEPR AR
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BEE 6 R
EREERH

FEPR AR
SESAEX
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Debug AuthError
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Debug ThrottleTime

Debug Replicato
rFailure
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ER LR
ER&IE R
#YF 158 A
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HRRfEEE
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FRNEEE
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BEFXLEE,
MRZER
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SEERHE
PREREE
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BEREBTEEMN Katka EFENEHIER

£ 812 MSK Replicator LUFEIEMN B R EE K Apache Kafka 8 & #/Z] Amazon MSK Express X
25, BHELT CloudWatch I 5 #h 5 #r LR BR & #3# B H B E SN N AR AN T AER,

BHNEHERBIRS

P F CreateReplicator API /& , Replicator &3 ALLTRIRZS : CREATINGRUNNING, =RFAILED,
FFKRY 30 58,

aws kafka describe-replicator --replicator-arn <replicator-arn>

B HIEE F
BERATERURESESHHE

« MessageLag— BMEZRAE 0, XRTAIBREHBEEH,
- ReplicationLatency— BRERIZCEMNIRE HZI B #rATIE R AT A,
« ReplicationFailures— NA 0, EFEXRTFEESIFE,

BEHRARBERSD

®EsynchroniseConsumerGroupOffsetsfifittrue , MSK Replicator & Bi##a R MR E
HIBMEENERAEARBE.
« ConsumerGroupCount— HWIANXSIEERDSHE R E AN T EMTE,

« ConsumerGroupOffsetSyncFailure— NH 0. MR KF 0, BREFEAZFALAREL TEHR
A, RIBERAERNE , HEREGEFLFEETE,

« OffsetLag (MSK)#l OffsetLag (Non-MSK) — LbtBHEANEEN D XEFEHEER , LIRIER
BERABRS,

BEIBREZER

FBREUTHERGR , BFNNAEFRUNATET -

* MessagelLag=0

* ReplicationFailures =0
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* ConsumerGroupOffsetSyncFailure=20

MSK & %28 B &

MSK Replicator X#F# KRR X | URBREZREFHFRESKE. RABRT , BSERLT
ZRRS. EABSEAEAMLEEERAM T REHRE. SORIEREMNEERE,

® Note

EFH EI,.J%E‘ETF B IAM BESXTEEBAREN BEERMENFANER. BXMEN
R , H2 /3 A% B Amazon RS B EHid .

YEHFNWAEEER
MSK Replicator XA T HEB#E :

« Amazon H CloudWatch & — EH LAt 2 E HE Amazon Web Services BIB124l48, XFHER
A,

« Amazon S3 — B AFMARE , ETKBERZMMED .

« Amazon Data Firehose — i BERAZ BB 2 B |, Hla0ME 5% OpenSearch ARSs. Splunk
HEEN HTTP KT <o

SENCE |

B EE M CreateReplicatorsl UpdateReplicator APl iERF @& logDeliveryS skl &
BEER. RIABERT , TEABE&H.

logDeliveryBE&RHI :

# In CreateReplicator or UpdateReplicator API request:
"logDelivery": {
"brokerLogs": {
"cloudWatchLogs": {
"enabled": true,
"logGroup": "/aws/msk/replicator/my-replicator"
},
"s3": {
"enabled": true,
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"bucket": "my-msk-logs-bucket",
"prefix": "msk-replicator/"

}

"firehose": { "enabled": false }
}
}

BUREECHW ALRRERERANBEA— NS NE i,
HERE
MSK Replicator BESEB XU TEHNEZHNEES.

1. BEETBHNRNAY., HEBHEERFNNIEFRAPMMEIRAREMELER
2. HINEHHERIKBERES

3. KB EH LEH G EEH

4. ERERBSNER

A EE B
AXHEERTENMNESEER |, 2 W Amazon CloudWatch Pricin g F#Y “B & &I~
R{ESEEK

EENE T EH Amazon MSK EFI28H E N HESSER AT KL,

£

.+ RSB K

- £/ Kafka BFIER AL &

+ REA

- EHIBNBERERBRER(L
- ERENARFNEEEN

R TX
RA BT MSK 8 L) KB BERPMEH L, 2RIORISLRWEE.

THRETREMER MSK EHBRUMBEFTLENEWNS N2 XEK

RiEXREK
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FEHENRVARDN D X

FILE (MB/s) FENBRN T XHE
50 167

100 334

250 833

500 1666

1000 3333

RIFERVRME R MSK EHPRERAEBHNRINBEARERIFEHRE, MSK EFIRTLHRE
BH(HR)WERS , AXSBHRER (AQ) NERS. Bt RTEFLVHEMREN | BTN
EEHREUAZREHRE,

ENBUEBAREHRMENEREMENEE , A EITEMERENZEEFFLE,
A Kafka Bl EBFEHE

BT MSK EHIZR R Y REHNEMAR , EHTRSSBREF LA EMERARZ IR, REEHUR
THRERNENAENESFHNBRETLE,

O LATEREBMBIRERH E HEFHIERE Kafka B8 , LL3EH| MSK Replicator J AERN AR E, 2
WHEAMETRRA, METRBRIAELT NS NMHEERIVNETFIHENFITERRE , EXIEY
FHH, WRFAKTRREME L,

FREUT SRAIFE

1. RRFEEHNEISRSBFRHHE, BHSHIKE Amazon MSK & HY 5| S KE,

2. K MSK E#IBFEANRSINITAR (SER) . XREHTF CreateReplicator #EXRM SER,
Et LA MDescribeReplicator B F1RE SER,

3. M KatkaCLI TE | XREEEZTUT S ;

./kafka-configs.sh --bootstrap-server <source-cluster-bootstrap-server> \
--alter \
--add-config 'consumer_byte_rate=<quota_in_bytes_per_second>' \
--entity-type users \
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--entity-name arn:aws:sts::<customer-account-id>:assumed-role/<ser-role-name>/
<customer-account-id> \
--command-config <client-properties-for-iam-auth>

4. MITHTE , BFWINZReplicatorThroughputiEfr KRBT EIRERE
MBEBEZN MSK EHIBZRAEEFEARSHTAR , NEBZUEFNAR, IRENESNEH
EREEMMRE , FEATRNESHITAR,

BXRERAHRIN MSK IAM BHRBITNESZER , H3 5 Multi-tenancy Apache Kafka clusters in
Amazon MSK with IAM access control and Kafka Quotas — Part 1,

/A Warning

REFIEFEKconsumer_byte_rate A BERS BRI MSK Replicator AEBAFEIM 5 X2k
Ao

R

WA AR MSK MBI BEE BN TRSB[EHREAETREH. RIANREBH R 7 X, BHSHEFIS0E
EERERERXET{LHMSK Serverless EEE B,

EFRUBRRHEREREXL

o BANBUETEERE MSK Replicator ZEIT AR XAD EF M. WREHNWBERERKRSE , WL
RENREREESE , MSK BT 2EH2EFMEE. WRECREHR[EEENER LTS Y
B, WEEEMEEHSR, IRERBEMNESEEFEHFHII2ERRE , IFNE S EHE
Eo

- B2 MSK Replicator /5 , BZEXUTEHEERE , AAXLRERELUNELEPLKIRIEDN !
o B MSK & EHN t3 HAIKE,
- BUBRSHITACNR,
- 2 MSK % VPC A BEiEE,
- FEoRMT A SRR T HIRA SRR,
- ERERRLANN,

s XTFHRNEBEHEFEE , FPFE KR MSK Replicator | HIFRR (__mskmr) , LB R BEIREH
HIRUBS .
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ZXBNARFNESEM

£ MSK Replicator #72 % X 15 Apache Kafka B AEFA , HidEUATILA :

- ERGEHE  ARERELTRBEEFRE W TENBEATERGCEEEMNEE. MSK Replicator &
S HIBIE at-least-once , XARELSHBAKEFPLNESKIE. SBYRE Jﬁﬂb Amazon X3
i, SREBRETREASZ AN ERBRNSE, MSK S4B AR AN BEESHIHREMTRERSREE
DiIREMeE. AMERE , FARUESTFRMNRENREPIEER , \MESRESLE,

s ABVBPMIBEEX  £EFENEREVLINBBDELRRDHEIE. BT MSK Replicator & & H13
&, At HE Amazon XIFF R HEIBER , TERIEFMERERSEH T HBIXE, SR
SHIERXBEREHEFHXENHRABIES.

¥ Amazon MSK & #8583 1T i FE BERR

LA {E B AT LASS Bh S8 #8 R MSK Replicator BB &, HEZE Amazon MSK SEEF Y [0 # A < Hftt Amazon
MSK IZhgE |, i5SH, &t af LUR R & # 2] Amazon Web Services re:Post,

EHIBRREMN QI8 TR KM

B2 MSK EFIZ K MK E R RRE

1. RIS ANEERREENZSARTEERTRERD BEMERLTSAMNBIEMN | AR BIRER
NEe2HRBERETZRKE Replicator R HAKREH AWM,

2. NTEXESES , FRINENFRERCSEAS VPC EEUS IAM 5RES , A HEERER L
REBERRE

3. WiIF R EEEN IAM SEREEARBEREFNEBENREHMEBENNIR , SEEAZTTNR,
4. TINZHIMLE ACLs ;& ERH 1 MSK Replicator 58K 8 2 8] B E S,

5. % MSK Replicator Zi{iE#Er , REFHIENEHR UL ETEFEH. XTRERHTAEIE K. ®
BFEARY CPU EARMHN, BERENRE , AREHEEFIE.

PIT LRRWIESS , BIRBIE MSK E#l88.
Replicator & REHFE “BI2” RS

f72 MSK Replicator RZ A8 EE 30 2. BHEFF 30 28 , AEBAREEFHNRE.
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Replicator }& B E fIHIEH R E H30 HIE

1. £ Amazon CloudWatch FEJAuthErrorig# s RIE & Replicator 2B & BB E & BRI IR,
MRBERAT 0, ERE IAM AEREHARFREIENERNRZREELNRER,

2. MAZWBREFNBEREFXERIAE (EELS, WEFESHN CPUEARARES ).

3. A ZKafkaClusterPingSuccessCountiEfr it BN EFH R B AR, MRIIERN 0 K
RBEBES  FREMEN IAM AR,

4. [ ZReplicatorFailuregirRiEEM Replicator EE X EBEHE, WWRKTF 0, FRE
IAM £ & EBRNR,

5. RIEAWIRPNENREARESLESHNEBNEBHMAELTE , 3 BELIRIEHRER,

6. Replicator RZ A REFRE 30 WA SERNMEIZH T, MRBH/NVENEH (RIA) , WF2EH
EERERLUBRET A ERRIER.

BRI RE RS RERTE

MSK Replicator EA K BREHIEEHFEERIBERER , XTHELSBETEANREE, MRES
FREAEARBRY , MSK Replicator B R RBE , UEEHREERBE , ENEAETUM
ERETROMEMIERELE,

Replicator KEIZ EAEFHRBE

1. RUERFEEH RS EMAET.
2. MIEAWFIRPHENKREARESLES HIHEREHITE,
3. WiEf MSK EHIRRACEBMER LB TZEE. NMRFERLNEAZEAMUER T REH

BOHE  MZERAELATLREFT B ESH, " BENEAZEATREIFEFNHEE , MSK
Replicator ff B3 &l H TR & A,

(® Note
MSK Replicator £t T HRELHRBERS , BEBTHEHRENET D XRELRITIRE, MRE
FERAERERLERE , WBENERNEERTREAES. HEBAERERE LR , MSK E%I25
FEMEDUER,
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8 FIHER 1R S e 42 18 N

1. RSN EXHEREBER, TRETRTAREFLENBUNG N2 XEK.

FEHENRWUARDN D X

FILE (MB/s) FrEN&RND X
50 167
100 334
250 833
500 1666
1000 3333

2. WIIBNERPREEEEBHNEMMNEARE, MSK EHISRRHRER (LD ) WEASRS , ERS
E*ﬁﬁﬂﬁ(,ktl)ﬁutﬁﬁiaEFEEQﬁV“EkCiﬁﬁéﬁumékk&ﬁﬂﬁmuao

3. EHIZER K X E 3 B A M 5o

4. ﬁﬁﬁlZ?EﬁEAlIEﬁE’J Replicator EEZ FIFR#l, ThrottleTimeMME X F 0, FiHE Katka B &,
SRR Kafka BLEIEERTHE,

5. & S Amazon ervice Health Das hboard , 7 &t X8 MSK RS E4.

{# A ReplicatorFailure ¥Rt 1T HUFEHERR

ZReplicatorFailurefEfrAIA B AL IZENE N EFIRE, IFTEBERTHTER4EX/NRE, B
EETEEMRICRMERNEABEMNSHENEH XK, ﬂﬂ%"‘ﬁ]ﬁ%ﬂ%ﬁm%? BEf&E , WATLARE A
RIENBTEHERRBNBENSRE, EXELHEMAES , BSHAMSK EFlFEEE. WRKEEAF/L
i 'lﬁER‘E\L/{TJ'JF?I%E'LQE%U%EEIJ'Ij(?&:f%zl’/{ﬁﬂy%li/ﬁ«%w

WRZReplicatorFailurefEtriREMNEN T , TRIBUT SRBITHEEER !

1. BEE—NAISUE#EZIE R MSK E£8 H%E Apache Kafka CLI TENEF ik, BSRIEZEITME
Amazon MSK &£ &,

2. 1Ehttps://console.aws.amazon.com/msk/ZRITFF I S # MSK 2l & ? region=us-east-1#/
home/,
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FREX MSK Replicator F1 B #f MSK S£E8#) , HIREE 5 MSK EE N RELHTT 2. ARNs
3. 5 MSK Replicator ARN {2 iz :

export TARGET_CLUSTER_SERVER_STRING=<BootstrapServerString>
export REPLICATOR_ARN=<ReplicatorARN>
export CONSUMER_CONFIG_FILE=<ConsumerConfigFile>

4. TEf8Mi<path-to-your-kafka-installation>/binB X% , FLUTHA S EHRNquery-
replicator-failure-message.sh,

#!/bin/bash

# Script: Query MSK Replicator Failure Message

# Description: This script queries exceptions from Amazon MSK Replicator status
topics

# It takes a replicator ARN and bootstrap server as input and searches for
replicator exceptions

# in the replicator's status topic, formatting and displaying them in a readable

manner
#

# Required Arguments:

# --replicator-arn: The ARN of the AWS MSK Replicator

# --bootstrap-server: The Kafka bootstrap server to connect to

# --consumer.config: Consumer config properties file

# Usage Example:

# ./query-replicator-failure-message.sh --replicator-arn <replicator-arn> --

bootstrap-server <bootstrap-server> --consumer.config <consumer.config>

print_usage() {

echo "USAGE: $0 ./query-replicator-failure-message.sh --replicator-arn
<replicator-arn> --bootstrap-server <bootstrap-server> --consumer.config
<consumer.config>"

echo "--replicator-arn <String: MSK Replicator ARN> REQUIRED: The ARN of AWS
MSK Replicator."

echo "--bootstrap-server <String: server to connect to> REQUIRED: The Kafka
server to connect to."

echo "--consumer.config <String: config file> REQUIRED: Consumer
config properties file."

exit 1

# Initialize variables
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replicator_arn=""
bootstrap_server=""
consumer_config=""

# Parse arguments
while [[ $# -gt 0 1]1; do
case "$1" in
--replicator-azrn)
if [ -z "$2" ]; then
echo "Error: --replicator-arn requires an argument."
print_usage
fi
replicator_arn="$2"; shift 2 ;;
--bootstrap-server)
if [ -z "$2" ]; then
echo "Error: --bootstrap-server requires an argument."
print_usage
fi
bootstrap_server="$2"; shift 2 ;;
--consumer.config)
if [ -z "$2" ]; then
echo "Error: --consumer.config requires an argument."
print_usage
fi
consumer_config="$2"; shift 2 ;;
*) echo "Unknown option: $1"; print_usage ;;
esac
done

# Check for required arguments

if [ -z "$replicator_arn" ] || [ -z "$bootstrap_server" ] || [ -z
"$consumer_config" ]; then
echo "Error: --replicator-arn, --bootstrap-server, and --consumer.config are
required."”

print_usage
fi

# Extract replicator name and suffix from ARN
replicator_arn_suffix=$(echo "$replicator_arn" | awk -F'/' '{print $NF}')
replicator_name=$(echo "$replicator_arn" | awk -F'/' '{print $(NF-1)3}"')
echo "Replicator name: $replicator_name"

# List topics and find the status topic
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topics=$(./kafka-topics.sh --command-config client.properties --list --bootstrap-
server "$bootstrap_server")
status_topic_name="__amazon_msk_replicator_status_${replicator_name}_
${replicator_arn_suffix}"

# Check if the status topic exists
if echo "$topics" | grep -Fq "$status_topic_name"; then
echo "Found replicator status topic: '$status_topic_name'"
./kafka-console-consumer.sh --bootstrap-server "$bootstrap_server"
consumer.config "$consumer_config" --topic "$status_topic_name" --from-beginning
| stdbuf -oL grep "Exception" | stdbuf -oL sed -n 's/.*Exception:\(.*\) Topic:
\([A,1*\), Partition: \([~A\I*\).*/ReplicatorException:\1 Topic: \2, Partition: \3/

P
else

echo "No topic matching the pattern '$status_topic_name' found."
fi

Z1TILEI A ZE ) MSK Replicator B #EHE & -

<path-to-your-kafka-installation>/bin/query-replicator-failure-message.sh --
replicator-arn $REPLICATOR_ARN --bootstrap-server $TARGET_CLUSTER_SERVER_STRING --
consumer.config $CONSUMER_CONFIG_FILE

EHABH THRERRRAREES  URZFENTESX, AT ZEBEE TEREXRBH
g, @Eb@ﬁ)ﬂ%)ﬁ—%iﬁ%ﬁ&éﬂﬁo LT R R MUHE BRI R B

ReplicatorException: The request included a message larger than the max message
size the server will accept. Topic: test, Partition: 1

B FERARRS R
THEIT4E T MSK Replicator #Y 7 I # & SA K 0 {r] & fif X LE i R,
SHE K/NKF max.request.size

FER : 2EE4A/DNEY 10 MB ( RIAEKAE ) -

THRLXBOEEREN R,
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ReplicatorException: The message is 20635370 bytes when serialized which is larger
than 10485760, which is the value of the max.request.size configuration. Topic:
test, Partition: 1

BRITR  BPEFPENHENARD, WRTE , FREERES R HARTERE.
HEXRNRT RS SFEEZHRAEE KD

RRE : HEXRNMET B RERENKRER RN,

THRLXBOESREN R,

ReplicatorException: The request included a message larger than the max message size
the server will accept. Topic: test, Partition: 1

BRAR  BMBREHRETMNmax.message.bytestitiE. M max.message.bytes.
B B B ST E

RE : HERBEEL T BRERENAFER.

THERILXVBES RN RO,

ReplicatorException: Timestamp 1730137653724 of message with offset @ is out of
range. The timestamp should be within [1730137892239, 1731347492239] Topic: test,
Partition: 1

BRAR . BFEREHNnessage. timestamp.before.max.msfiE, £ M m essag
e.timestamp.before.max.ms.

ICFMAEE K

R : EXR#HEXRDERT BHRER EAFTERENXE RN, MSK EHIBRHNRAHALE RN
1MB.

THERILXVBES RN RO,

ReplicatorException: The request included message batch larger than the configured
segment size on the server. Topic: test, Partition: 1

FRRFR  FEREBEEH segment .bytesHEA 1048576 (1 MB). S5 & .bytes,
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® Note

MR ARG EEReplicatorFailureiinf & X HIEEE , BEEHEH R
2, BERZERRHEE,

Xtk B BE Kafka &Y & 51t 178 FEHEBR
MSK Replicator FTo3EE I B EH Kafka £8

R MSK Replicator £ EZF AN B EE Kafka &£8 , BHRITUTRE :

1. BUEEH VPN = Direct Connect £ 2 EBL T EIRAURBKBERESER,

2. HINR A RV SASL_SSLIwO (BHE R 9096 ) £k B MSK Replicator FRE AMERE,
3. WiEM VPC BB EEEHREENZH DNS #47,
4

. & Amazon FfiKafkaClusterPingSuccessCount}§#r CloudWatch — fER 0 RRERE X
Mo

SASL/SCRAM 5 3 %1iF 25
MBAuthErrorig#rFH E 5 Replicator B EE R SASL/SCRAM 48R :

1. WIUFF % 7E Secrets Manager F ) Amazon EERAEBITEEEH LM SCRAM AFREFEHET
o

2. WiF SCRAM IR RABEBFIEMN ACL AR (RE, #HiREE ; EFEHEA LIEE, W ; £5#
EH#R )

3. KEAuthErroriEfr AIAB AR IR , HEAZClusterAlias#EREREFH L2 BIRESH
ZEm,

SSL iEF[a) A

R Replicator TEEHITEENSEHEURLER .

1. BiE S Amazon ecrets Manager FfcertificatefERAEE PEM B TE CA IEF4E,
2. WIIRBSEEFMEBETEENERRELEE T SSL T,
3. WINEREASH , HERAHZFEHN CAMKN,
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BEEFNERARBERS AN
MEHRARBEREBRS

1. BiFConsumerGroupOffsetSyncFailureg#ts — ©RiZ= 0.
2. MIBHREARBHEREH LA TERRS (EENHEHBRATERTRY ) o
. XWNTFREEH , FEHIAERNEFISFtrue EEF/HIR

BEsynchroniseConsumerGroupOffsetsi.

43R B BE Kafka S S HIE 1T EHERR 471



Amazon Managed Streaming for Apache Kafka FERARER

MSK £ &K

AN BE Amazon MSK E KK Amazon T8,

FH

&M T Amazon MSK 9 Amazon Athena & #88

« Amazon MSK #J Amazon Redshift Fi Zk3E R EX

« Amazon MSK Y Firehose £

« Amazon Lambda 5 5 MSK &5

- BN ¥ MSK EventBridge 2% & 1718 Amazon Pipes

- Kafka Streams & MSK REEH MSK Serverless & &£
- INEOEHRAEH

i& FlF Amazon MSK #9 Amazon Athena E#85

£ A& T Amazon MSK #J Amazon Athena i%3#%8% , Amazon Athena BE#B XY Apace Kafka EBIE1T
SQL &ifl, ERALLEESRTE Athena PR EF Apache Katka £8 , UITHWEREFEE.

BXREZEEL |, B3R (Amazon Athena BF#ER) HH Amazon Athena MSK iE3£25,

Amazon MSK Y Amazon Redshift ik & EL

Amazon Redshift kK B Amazon MSK By &/ El. Amazon Redshift SERBEIEELMRER. &
EEMNH R RERBIBEM Amazon MSK HELE| Amazon Redshift R{&{L B &, BTFAEETE Amazon
S3 REFHIE , Amazon Redshift BE AR IEIR M EEH T R ARBUREIE, SR LA SQL 18
A]17E Amazon Redshift ££8% F Bt & Amazon Redshift B ERE , A Amazon MSK & i# 1T & K iE
MEE,

BEXEZEE , 501 (Amazon Redshift ZIEE XA RIER) PHEFREI

Amazon MSK HJ Firehose £

Amazon MSK & Firehose &5X , ARt — MRS, TRBHNHBERA R , AT™RM Apache
Kafka S£8#& X ] Amazon S3 ##E#. Firehose B —TURVIZEL, ¥, ME (ETL) RS, T
M Amazon MSK Kafka B HiEEEIE , TR ( HliER Parquet ) |, FRBEREHEA

EAT Amazon MSK Y Athena % §%88 472
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Amazon S3, REFEEEIA ESEHFHUX , BRAILURE Firehose it , LAEM Kafka T HiEEAR
HEXT SINE, TERENRE , TR EERNARRF W EEMERR. Firehose 28X H E|
Kafka TBMHBEE BT BF , MELRFERNM Kafka BRI FT 1%,

BXREENESER , BSANATHE.

{Amazon Kinesis Data Firehose 7 X A & $E®) F Y Writing to Kinesis Data Firehose Using
Amazon MSK - Amazon Kinesis Data Firehose

- {8% : Amazon MSK Introduces Managed Data Delivery from Apache Kafka to Your Data Lake

- SXIH'E : Delivery to Amazon S3 using Firehose

Amazon Lambda 53 5 MSK £

Lambda £/ FE A EHRBE (ESM ) ¥ Amazon MSK £8HE % EK Lambda B3 , SRS
FRAZNSHRAENARSELATTHEE, ESM EMOffsetLag IEFIHEEBHRRAE S XK
SHEREBR , #EFABREHLASUERLEEE,

BEXELZER , AT RELEEDPWE Lambda 5 Amazon MSK it & 8. Amazon Lambda

BN S# MSK EventBridge # % & 1518] Amazon Pipes

Amazon Pip EventBridge es RS B friEE#RE K, Pipes §EEXIFHIRF B #5208 point-to-pointi#

& , AZXBFESRBRNT B, EventBridge EEBRMU T —HESEATT ENARN |, AILLRENIL S
MSK &85 Step Functions, Amazon SQS #1 API Gateway & Amazon JRS5 LA K Salesforce &%=

FEHEIERS (SaaS) M AR FERERER,

BREEE , HEERR, MOWERFE, EXAEY T, RAEASHEREERB R,

f£ Amazon MSK E#MiFMEETNE L , BUUEEFERAZERENRFENEE, SETLELRE
£

- J3zh EventBridge BHI A UEFEEFHAFE..

- /azh EventBridge B HI & UBIBRUEH N RNWHEE,

BXFF Amazon MSK EHEENEEBRNEZER , BZRLDHAFEETHN I SHEER
R4x Kafka Kafka S28#E KR, EventBridge < —#% EventBridge E BN EZELR , 5
M EventBridge &8,
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https://docs.amazonaws.cn/firehose/latest/dev/writing-with-msk.html
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https://catalog.us-east-1.prod.workshops.aws/workshops/c2b72b6f-666b-4596-b8bc-bafa5dcca741/en-US/amazon-data-firehose-integration
https://www.amazonaws.cn/blogs/compute/offset-lag-metric-for-amazon-msk-as-an-event-source-for-lambda/
https://docs.amazonaws.cn/lambda/latest/dg/with-msk.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-pipes-msk.html
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https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-pipes.html
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B4 E Amazon MSK £&# EventBridge &

1. §TFF Amazon ECS 2% & H &R &5,
2. EE-IEEH.
3. HEERWAGENHEL A6 EEERIATF,

ERETFAS L ERENERAFMARFEENRENMAEENSIXR , 24

4. RIEEEEE Amazon MSK £ EE :

TEAXEENESZHAREE

)d

* iij:* JEO

IXf¥ /530 EventBridge 12 &l & Pipe F4AE S H,

BIEFEE
o EFRF Amazon MSK EEHERETIEE,

XS5 EventBrldge BEHAEN QEEE TE , F Amazon MSK EEEENEER. BXE
%58 , 5 ® (Amazon EventBridge FFJF'?aﬁ» 8|2 EventBridge B8,

- BEALUMNEBRTENEHCUREE., EFEE , ABMN BRFE X2 +iEE “6l2 EventBridge
=En,

Kafka Streams 5 MSK RiEXEF MSK Serverless & & fEH

Kafka Streams X FTRESMNEREHER, BRTSER (HlWitHh, REDEkiE ) FEAEER , BH
RAFHEERNT Kafka EBAF, AL, — LIRS R ( H120 GroupBy ES X ) NFHLEREFMH
RN Kafka B, BIAER T , Kafka Streams RIFHARMAE EFN X LN ETHITHE
MRXLEFBARFE , Kafka Streams MBI AP Kafka £B, NBIEAIFED , Kafka Streams X7
segment.bytes Bl B TERID , HFFHIZE RN 50 MB, A FIEMREF MSK Serverless ELiEH
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https://console.amazonaws.cn/msk/
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-pipes-create.html
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MSK ARIF HEFTE E | BB ETCIEHAEIN segment.size. FHitt , RABFRDSHEIRH Katka
Streams NAREFTEEA MSK RIERIESH MSK Serverless S| AEE,

Ef MSK HRIEAREH MSK Serverless Liz{TiX### Kafka Streams M AR , X4 BITRIE RN
FT, At , ELRIEEEZTTN Kafka Streams EEFHREGB. ARG, QIEMEMHAEE Kafka
FF,

@ Note

« BRIF7E Kafka Streams FFFHBZER , LERKBTHRBETENZER. BXTREE
BWER |, 555 Kafka Streams 4 i Kafka Streams DSL RARFEPNGEEES,

s BERBERNABEBRRHEURT Kafka Streams NFATEFHY application.id AR ER
ADIZE A application.id-statefuloperator_name B9%& .

FH
o A MSK RIERAE S MSK Serverless |3 Kafka Streams R FAEF

A MSK RIERAEE K MSK Serverless ] Kafka Streams RN AEF

IR Kafka Streams AR R HE application.id i®&HN msk-streams-processing , AL
FH MSK PR IE R MSK Serverless t|2 Kafka Streams B AREF. At , FHEMA count() &
B, CEE—NEAZBMHWAZBEDR, Bl msk-streams-processing-count-store,

E 02 Kafka Streams RIARF , BHITUTRAE
&

- RAIHBEEER

- BIBENEEE

o () REFWER

- BREERTH

R FH B EER/F
1. £/ Kafka Streams X B RS EL KRB B RS E R,

BRBAE M — R HIEFE count, aggregate = join,
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https://kafka.apache.org/38/documentation/streams/developer-guide/dsl-topology-naming.html
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2. BENEFDXGETBALESS.

LTRAEe - MEERSH count() B%,

var stream =
paragraphStream
.groupByKey()
.count()
.toStream();

3. EMmBEE , BABNEARSLESRAIMER. RELESRKE  BTRNGRERTRTE. Hi
W, count() BER—FREBRIE. At , ©EFEE Materialized 3

BXRBITERSRENTEENELR | BHS09 Katka Streams XREF ML,
ELLT RIS |, H Materialized £ count() EZEBFMEBHIRE N count-store,

var stream =
paragraphStream
.groupByKey()
.count(Materialized.<String, Long, KeyValueStore<Bytes, byte[]>>as("count-
store") // descriptive name for the store
.withKeySerde(Serdes.String())
.withValueSerde(Serdes.Long()))
.toStream();

IR ER

Kafka Streams ¥ application.id ERAZBERMEBEHRNEIR , ¥ application.id HAFE
X fln application.id-internal_topic_name. AEPEBMIEEMN Katka =& , B O] LA
Kafka API 1 #Y 613 Apache Kafka £# = AdminClient 2N EESIEEH

RIFEEAERG , AIEA Kafka Streams BWEIANFENMRBRE , LA IBENHE, A
cleanup.policy # retention.ms FE X LE(E,

FEUTREIF , A AdminClient APl BI2EBHFF application.id IRE N msk-streams-
processings

try (AdminClient client = AdminClient.create(configs.kafkaProps())) {
Collection<NewTopic> topics = new HashSet<>();
topics.add(new NewTopic("msk-streams-processing-count-store", 3, (short) 3));
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client.createTopics(topics);

EEFH LB EHE , Kafka Streams M AREF A #EA msk-streams-processing-count-store
FBHAT count() BE,

(At ) REZEEWN

A fE A AIMERER SRR TR FAINGN |, AEBTRBEFMN B, ST ROCE RS ITHRIMER

final StreamsBuilder builder = new StreamsBuilder();
Topology topology = builder.build();
System.out.println(topology.describe());

UTaEBERT ERRAIBRAINE,

Topology Description:
Topologies:
Sub-topology: 0
Source: KSTREAM-SOURCE-0000000000 (topics: [input_topic])
--> KSTREAM-AGGREGATE-0000000001
Processor: KSTREAM-AGGREGATE-0000000001 (stores: [count-store])
--> KTABLE-TOSTREAM-0000000002
<-- KSTREAM-SOURCE-0000000000
Processor: KTABLE-TOSTREAM-0000000002 (stores: [])
--> KSTREAM-SINK-0000000003
<-- KSTREAM-AGGREGATE-0000000001
Sink: KSTREAM-SINK-0000000003 (topic: output_topic)
<-- KTABLE-TOSTREAM-0000000002

BxiAEAHAHIMERENEES |, 1§55 Kafka Streams X #4H #Y Kafka Streams DSL B FAEFEFH
wRzEX,

R IEEF R
FEORE T BT ERFR —LERB,

groupByKey() s B2 ERF R

groupByKey() -> groupByKey(Grouped.as("kafka-stream-groupby"))
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EM count() B IEERFH RAI

normal count() -> .count(Materialized.<String, Long, KeyValueStore<Bytes,
byte[]>>as("kafka-streams-window") // descriptive name for the store
.withKeySerde(Serdes.String())
.withValueSerde(Serdes.Long()))

BOX count() W BIZE R/ RHI

windowed count() -> .count(Materialized.<String, Long, WindowStore<Bytes,
byte[]>>as("kafka-streams-window") // descriptive name for the store
.withKeySerde(Serdes.String())
.withValueSerde(Serdes.Long()))

% O3 suppressed() B @5 & iz EAF R~ Bl

windowed suppressed() ->
Suppressed<Windowed> suppressed = Suppressed
.untilWindowCloses(Suppressed.BufferConfig.unbounded())
.withName("kafka-suppressed");
.suppress(suppressed)

KA E#RAERE

I S MSK ( 3T Apache Kafka BV FEERIFEMA ) X3FEA T Apache Flink B S E RS Flink
EH , £ALS# Bedrock £ AEMRA , AN THER LT XHERAEZFNENAIEERN
BREFNRE. up-to-dateMSF IEE fE{L 7 FF3K B Amazon MSK RE BN R HRFEAAERRIALE
RERPHERE  TEREAENRBEATEASNEER. NEBREFESARESEE,

BAI LU MSF SR B E ) A Bedrock BNBR AR BFLEERREHBRA , RS Service H
OpenSearch XL H AK Amazon MSK BIER&mEHIRS|, XEETLLUNREXENBENLTXXE
Bedrock BB K KAEESEAEMELES , TEREBENRBENTEKERA up-to-date Al TR, ik
ALLUERERATRERRNBEI REROAB X IFRBESHERRWKE LangChain , ZEXZFERT
BEENNEREM A, ZERERE MSK, PSR AER M OpenSearch KE1Ff# 2 8] Y BB E R F
LI FEETUEEITHER A RARE , MTAREEKRESEK.

N RERAERTELT Amazon XA :
- BERILMILER : us-east-1

IR EERAER 478
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BZBM : us-east-2
BEXM : us-west-2
#=3K : ap-south-1

B ‘R : ap-northeast-2
#hnig : ap-southeast-1
& : ap-southeast-2
Z I : ap-northeast-1
&KX ( FEF ) : ca-central-1
EZ54E © eu-central-1
ZIR : eu-west-1
£ : eu-west-2

B2 : eu-west-3
ZRZF : sa-east-1

ES ]

- EAXHOERAERZAREEEN

E.“’j\ﬁﬁﬁ H /u\FﬁH*ET%EﬁAE. EIJFEE CloudWatch H /Lr\*”j:El*-F

/|_,\ %u iju /ljllj 'I'i

HERBEOENER

/|_,\ %ﬂ —.I-XJ.: /Jnlj ’H:-

EATEM MSF RZBARRFF Amazon Bedrock HIPT A IEFRIG AT 4 3 5 A2 /F 5 Bedrock 1E#F,

SAEERANERBRAE K IERER BT,

CloudWatch,

%F OpenSearch R%

BedrockTitanEmbeddingTokenCount: ¥ 1% @ Bedrock & V£ MERPFFEEHRKIHRE,

X LEFEFR 2 H EmbeddingGeneration RESE #RH —

BedrockEmbeddingGenerationLatencyMs: 1k & &% WK B Bedrock #9118 57 Ffr 16 22 AV B [E] |, BA

ERVNEAL

, B AME R AT HE4R

B S AR A
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 OpenSearch LRGN EIER | BHS R (L S# OpenSearch FRFF X EHER) CloudWatchH #Y
“fif [N 5 #h 5 #2 OpenSearch TRFES o

« OpenSearch MELEEHF : HSH (L% OpenSearch FREF X&) CloudWatch i #Y f£ F IE
O OpenSearch &R,

BRAZENOERALERZ R EFEEM
Managed Service for Apache Flink M AR ZHFEm AR P EAIELEHLAR JSON HiE,
ZEFEUATHMHALEER

« MRMABBTENESHEXER , MRABZNAEE, OEBIEFEPIEREXEMERRA .

« HWMARIEN JSON X, NARFAVFEE JSONNREFRENEE— 1SS , UAT
BMATRE. MRESNME  WAERFAEOE\L  HEQEREEFELRE. MEREERETS
R85 H B E B ATHR A

BMAERK | ZRARFZEFETH Bedrock RENFTE XARAEE,

ERXEVREEE#TRE . NABRFERAEZEFPKF HPHIAE OpenSearch £8 ( MELESR LTRSS T )
ERAREBRARNBIENE NN, FH Opensearch TIRSEFLIERMERS|N |, FEXSLHEARNEFZREMN
embedded_data.

5 MSF ERKL , EFEEEEMIRE , WE1TERMmERAEREXKHRE,

5 MSF BEEXELL , 8l MSF MARRFE , BEREFIAZ® CLI £ Amazon IKF B 5 A KB 3
ZNARF. Amazon FaN&Ezh MSF MARRF. R4MEA StartApplication API (@3 CLI 5
BEE ) TR ARFIET,

Bk BHBE  REARFFAFEENT TR Amazon KPR ARMKR BT 2 HBH KR,
BERBEDECER

AEFFHRMTHERGE O RCER.

HERBIEE BB

1. BROUTHRRBER

MEBRTRSEE MSK £8 | HEHEF—/1MHZNEEHEHNEE,
2. Bedrock i&& : EIFTER Bedrock 8!, BHBEIZ XM Bedrock ST :
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https://docs.amazonaws.cn/opensearch-service/latest/developerguide/monitoring-cloudwatch.html
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» Amazon Titan Embeddings G1 - Text
 Amazon Titan XA A V2

* Amazon Titan Multimodal Embeddings G1
« Cohere Embed ( % 3R )

« Cohere Embed ( &R )

Amazon OpenSearch W:

o IETTLAfE FATREL B = o IR S5 88 OpenSearch RS &E S
- OpenSearch RFEEVMNEDLE —INEKEl,

o MBRZITRIFEAOpenSearch TIRFERES , BSVUERXEERES, AXRUNRECERS
MiFMEE  BSHAREFRXTOEBEEONERFENARENY, ETHREXRRKEILNESE
B, i55 A mazon Serv OpenSearch ice H R B IEEINAEW B,

(® Note
BlERERSIN , XMMEACEFERBH embedded_data,

- MRLITRIFEAOpenSearch ERENES , UFENERCEN MSF NARFAR (28
Opensearch G RIKEE ) ERERAPRMBENESE R, OpenSearch B4 , FWEIARRHFRIE
B OpenSearch BEREN “AW" #1F. XREABHA LR ZEEIMSAEN.

- A& , BOLUS AX OpenSearch URIRWIFRINBUEETL R, BSE S RABHHE T,
£ Ao iF aws: CreateStack IR A BEF,

BI{E MSF 2 A EEIER , ERCERNARRF,

ERFERGENARFNRES D , EEEREH,

MERTHREREFR | EFEXN A NAERFER.

REMENRE, BSAUERNHERS.

EFRIPBERFFHEB CloudFormation &,

P

. CloudFormation ZPEBTR/G , #EICZEMN Flink NAREF. RENARFNETHRE .
. BAILLER R AR FH change/add E1TRIE M. AXREEXEEMHNIFAGE , BSRAETHE

HEE,

® Note

xE

MERBERELCER 481


https://docs.amazonaws.cn/bedrock/latest/userguide/knowledge-base-setup.html
https://www.amazonaws.cn/blogs/big-data/amazon-opensearch-services-vector-database-capabilities-explained/
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/fgac.html#fgac-enabling
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/fgac.html#fgac-enabling
https://docs.amazonaws.cn/systems-manager/latest/userguide/automation-action-createstack.html
https://docs.amazonaws.cn/managed-flink/latest/java/troubleshooting-blueprints.html
https://docs.amazonaws.cn/managed-flink/latest/java/troubleshooting-blueprints.html

Amazon Managed Streaming for Apache Kafka FERARER

MREFEAB R OpenSearch MELE , BRMAREE AR EHREG,
MBREHTMEEEFHENFLEESR , Bhttps://FINEIEK OpenSearch MELE VPC 4
w TR URL #E R sink.os.endpoint HigmE LT R

MRMEBERR LB , FHARK MSF NARFALTRERN, BXEZEERE , F25
% >>>>> express-brokers-publication-merge type= “documention” url = “managed-flink/
latest/java/vpc-internet.ntml” >Apache Flink B T2 FiE#EE| VPC W ERSH BB M A
AR 55 17 [E] AX BR o

12. NATERERIFESR , & Run., NARFFFHKRIET.

13. 7 MSK &8 #HIHEHR.

14. S % Opensearch &£# H 3 E| OpenSearch 2 HIE R,

15. EERFIERL , EREMNIERHRI, KN ZEISAREOXEREOEH A,
16. ETHRNATEFEARSIPFHENNE , BSACADNEERES,

IR NEEE
AEBNAENXN A NABFEREERENESEN CIRNEEE,
R R AR

MSF RV EFE , B NARFRERETMER.
MSK &8

MTHFI R PIEFIRER G2 MSK &5,
F&
AT IR B F B2/ E-AY B o
AR BIERE
WMRER MSK RIBEZHFERMA , BTREFRFS,

MR MSK i H A= JSON &= |, EiEEF JSON, EHRAK JSON @&+ | FEH A JSON HiE
EENHEKIEZE Bedrock A4 ERA W F BRI E K.

Bedrock #k A& &

MBIRFIERE—I, BREWEFHEERPERFRENE , FEUHZHERATEES LK. SEFMSH
Bx3+ Amazon Bedrock E & 28y 8] 1R .

HERBEDE/LER 482


https://docs.amazonaws.cn/opensearch-service/latest/developerguide/fgac.html#fgac-enabling
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/serverless-vector-search.html
https://docs.amazonaws.cn/bedrock/latest/userguide/model-access-modify.html
https://docs.amazonaws.cn/bedrock/latest/userguide/model-access-modify.html

Amazon Managed Streaming for Apache Kafka FERARER

OpenSearch &£ &

MNTHRSIRAPERFTOIBAES,
OpenSearch M 2% 5| B ¥

EFRE LIRS R ZENEERS

HERBEDE/LER 483



Amazon Managed Streaming for Apache Kafka FERARER

Amazon MSK PE#

1L Bi# MSK Amazon Web Services i BRIABLH. MREZSHHHA , SUBNKFHENEH
EB1E 12 Region-specific Amazon Web Services i FSEE Ao

£l

* 1£ Amazon MSK HiF 3R 38 tn e &1

« Amazon MSK ¥ 32 Bt 8

« Amazon MSK 1R 2 Bt 8

- MSK & #Ig3BRE

« MSK Serverless FRE

« MSK Connect PRE

£ Amazon MSK fiE R 18 inEc &

BRI LAE A Service Quotas EHIAH X RHIRFEMBNXBHEH. Amazon CLIZNR Service
Quotas ##| & H% B AT HEM Amazon Support Center Console Bt , &1 A 612 AR &5 B 4148 N2
B,

Support ATBA4LEE, ELEER S HE SR EHIEMNER. BEIEMFTSUEREHAE , TRREFE/LRS
BEAE Mo

ERRSEHREF A ERESRE

1. 1E https://console.aws.amazon.com/servicequotas/ ¥TF Service Quotas #Z#| & .
2. MUTEREMDBHSMEPER —NXE,

3. EEMSMEKRS , %&HE Amazon Web Services BRF .

4

EEBERRSEF , A msk , AFEE Amazon Managed Streaming for Apache
Kafka ( MSK)

ERSESS , ERERFEMEFNVEHFEZ. F/20 Numbexr of brokers per account,
EFERE K P B

NTEMEHE , W ARBESE,

EFEER,

©® N o o

1£ Amazon MSK A& 3R 38 inEi &t 484


https://console.amazonaws.cn/support/home#/
https://console.amazonaws.cn/support/home#/
https://console.amazonaws.cn/servicequotas/

Amazon Managed Streaming for Apache Kafka FERARER

9. (W) EZEEZFEFEFEMFLERKIIEHERNER , FEELN SMERPRFEGER.
X FFLENER , BRFFRRASUITARIINER. HFRODEIRESRN Pending, REEHR
NEBERRHG , BFE Support PEEITRES, BERHIRS AT ERRS 2.

BXREZEE , SRAAER Amazon CLI S #FF X TEREREMESR , FZS5 Service Qu otas
AP 5 m P Y SR I8 B E

Amazon MSK Fr/ERIEBLEN

TR#ER T FrERENE,

$HE B & EE
BN RRER 90 ERFEESHES , BRIR
SEERHEIA

BINEBENRER 30 X &R & ZooKeeper-based ERFESHNER , BEHRIR
£ 60 X X% KRaft-based& SEEEHE S

BIMNMENR/NDEMEZEE 1 GiB

BIMENRAFMEZE 16384 GiB

BNMIEBWNR K TCP EZEHK 3000 ERSLRRE | & LA

( 1AM 5 E#= ] ) Kafka AlterConfig API =

kafka-configs.sh T Eif
¥ listener.name.clie
nt_iam.max.connect
ions =X listener.
name.client_iam_pu
blic.max.connectio

ns BEEM. E5IEN
2, fME—EMENnIRSW
EH TS BT ATA,

BMENGZA TCPIEEER  100/8 (M5 R m7g SE6IX BENEEEAMBNER , 7
(IAM) N 4R (3 EBIKRAN) DEEFiwIRE reconnect
.backoff.ms BEES

PR B 485


https://docs.amazonaws.cn/servicequotas/latest/userguide/request-quota-increase.html
https://docs.amazonaws.cn/servicequotas/latest/userguide/request-quota-increase.html
https://console.amazonaws.cn/servicequotas/home/services/kafka/quotas
https://console.amazonaws.cn/servicequotas/home/services/kafka/quotas
https://console.amazonaws.cn/servicequotas/home/services/kafka/quotas
https://console.amazonaws.cn/servicequotas/home/services/kafka/quotas

Amazon Managed Streaming for Apache Kafka

FRARER

HE

BNMNMEWRAK TCP IEHEHK
( 3E 1IAM)

BN KFHNEE

BAKS OVE BB

N/A

100

Amazon MSK R iR 1 32 Big 5

TRNMATRERENE

HE
BAOKF AR

BOEHNRER

[0

90

30 X &R E ZooKeeper-based
£ 60 KR & KRaft-based ¥

EE

¥, Blan , MREBELEEF I
E1¥HEEREE , BN
reconnect.backoff.ms
®REN 1000, BEXEZEER
&2 ¥ Apache Kafka X #4H
B reconnect.backoff.ms,

MSK RX$3E IAM & 1756 1F 58

FIHATERER S, M CPU
NAEERESHMER , U
BRISRANEERISZMS
BERT .

ThREEHWES , BHIR
SEIMREA,

EFFEER MSK E£FH
Apache Kafka HR7~ , E B £
REMENS XBET #H2
SEH KD SMOERER
2 XHE PAmRHIBRE,

B =
EE

ETREESNES , FRIE
SEIEHA,

EREEENERS , EHIR
SRFZHA.

PR EL R

486


https://kafka.apache.org/documentation/#producerconfigs_reconnect.backoff.ms
https://console.amazonaws.cn/servicequotas/home/services/kafka/quotas
https://console.amazonaws.cn/servicequotas/home/services/kafka/quotas
https://console.amazonaws.cn/servicequotas/home/services/kafka/quotas
https://console.amazonaws.cn/servicequotas/home/services/kafka/quotas
https://console.amazonaws.cn/servicequotas/home/services/kafka/quotas
https://console.amazonaws.cn/servicequotas/home/services/kafka/quotas

Amazon Managed Streaming for Apache Kafka

FRARER

“E BL &t
R AT ZE R T BR

BNMNMENERK TCP EEHK 3000
( 1AM 5 E] 324 )

BIMENRAK TCP EEERX &J# 100N
(1AM )

BNMENRAK TCP IEHEHK N/A
( 3E 1AM )

ERMEERESG , B
Kafka AlterConfig API
kafka-configs.sh TEFELT
REEMtz— :

 listener.name.clie
nt_iam.max.connect
ions

* listener.name.clie
nt_iam_public.max.
connections

MXEBMHRENSHEHAIES
SEEHFTTH,

EAEEEAMNNER , 7
DEZEFIHIZE reconnect
.backoff.ms #EEZS

B, flmn , MREFLEEF K
E10eaEEREE , BE
reconnect.backoff.ms
REN 1000, BEXEZEE
&2 ¥ Apache Kafka X #4s
B reconnect.backoff.ms.

MSK FX13E IAM &3 %158
FHATERER S, B
CPU MR EAEBS bl
R, BRASE N ERERE
ZMESHEHIH.

PR EL R

487


https://kafka.apache.org/documentation/#producerconfigs_reconnect.backoff.ms

Amazon Managed Streaming for Apache Kafka

FRARER

“E
B KNS

BAOKSNEEBZITRE
BMMENSAAODETHLE
BMMENSAHOFHTE
BN EXNEHE

£}

BL &t

100

50
##% : 15.6 - 500.0 MBps
#E# : 31.2 - 1000.0 MBps

Max 15 MB/s

« BAEA/NEIE PR E R 8 R

- RIEREN D XA

BAEXDEMRREREFLERE

TRIETHIFTRRBEAPIHAORENEXBNELEBRFINSZAFTULERS, FlRFT , 2
WEMEBUFENMRRT , SRNARFHIMRTREINRE, IREEM— 1 4E LBHXE
RE , BARSREESHELE , BhARERBIMETENERL. RAEHLENEEHRF read/
write RENEE, BHERER , MARFHEEET,

SR KN AOMFFEME ADOHNSAESR
( MBps ) ( MBps )

express.m 15.6 234

79.large

H O Ay RSt RE
( MBps )

)=5

ERFESHNEH , BEIR

FhFEH s, EEMEER

MSK &8 Apache Kafka i
X, FEEAREMNMENS
XEBET AEREHENAN . 8
MURREN 2 XEE PR
Y BR %l

ETFTRBIKRN
ETFTRBIKRN,

H OBy & KECE
( MBps )

58.5

BB RN RIBAREF L BRE

488


https://console.amazonaws.cn/servicequotas/home/services/kafka/quotas
https://console.amazonaws.cn/servicequotas/home/services/kafka/quotas

Amazon Managed Streaming for Apache Kafka

FRARER

Sl K

express.m
7g.xlarge

express.m
79.2xlarge

express.m
79.4xlarge

express.m
79.8xlarge

express.m
79.12xlarge

express.m
79.16xlarge

A DR FFEE

( MBps))

31.2

62.5

124.9

250

375

500

RIBAER 7 XECEH

TRERTREUNESMEREN S XHE ( BFASEIFANBREERLS ) . TREZS TREZNEN
RERENRAD XK

BREAREREDE D XN ERNREXKRNESR | F

| o

o

KLAIE

express.m/7g.large

express.m7g.xlarge

express.m7g.2xlarge

B8 AHORYEAKEH

( MBps )

46.8

93.7

187.5

375

562.5

750

HOWEEMsE  HONSAERS
( MBps ) ( MBps )

62.5 117

125 234.2

249.8 468.7

500 937.5

750 1406.2

1000 1875

SHRBAREHRNAD SMREREN D XHK

BUNSMEND XHE
( 2RAFEIANRMEE E
K)o
1000
1000

2500

BMMENSRAD XH
1500
2000
4000

PRI 2 XEE

489



Amazon Managed Streaming for Apache Kafka

FRARER

fL NHE

express.m7g.4xlarge
express.m7g.8xlarge
express.m/7g.1l2xlarge

express.m7g.l6xlarge

MSK £ %23 PR &

BUNEBMEND XHE
( BEIFSFEANREEE
K)o

6000
12000
16000

20000

- BAMNKFE&Z 15 > MSK EFI8E.

- MSK EHIBNRHFINFEHHRS 750 M8, MRFEEHEZTH , RMNBWECIE -4
HEFIEE. ERNS Replicator iHREBE 750 N EFE Amazon X35 , iHBK R Support, T LR
AiZTopicCountiEfir SR FEEHINEEHKE,

« 8 MSK Replicator WERAAOFTHENEHY 1 GB. ERFESHEH , 1HE R Supp Amazon

ort,

BMMENSRAD XH

8000
16000
24000

32000

« MSK Replicator itz K/ — BXFHEHIWHRKRIERANHN 10 MB , AXFEFHWHZFKIZF KPR
20 MB ( ) » message.max.bytesERFESHEE , FER Supp Amazon ort,

MSK Serverless PR

BRIFESHUR , BN TRFEENRFTNEBNMNEFNEHR,

® Note

MREEIEMERSEFIRBEXNEE , FRECNEAZRNBERNRIWESER

1§IJ o

MSK £ 25 R &

490



Amazon Managed Streaming for Apache Kafka

FRARER

“%E

BAACOELE

BAHAOFMLE

R R EH
RAE P R
RAEZEZHIRE

RAHE KRN

RAIFERER

FHAEIE API EAFRER

BRBERNFRARNFETH

RAEARARK
RARDXEH (FGE )

7 X eI A BRAY & KRR

BN XWHEARAORLE

BL#

200MBps

400MBps

To R
3000
=¥ 100 ™

8MiB

% 15000

s®¥ 21t

55MB

500

FEEMEB A 2400, EHEE
BA 120, ERBFRERSE
&, EeR- NS BN
Rz S MERVRFB FR
Bl

250 (5 24 )

5Mbps

REUEME R

IR | e R PR R A R At
[E]

B | e BRI R LAY
[E]

N/A
K]
T ]

BHREM , #ER ErrorCode
: IN VALID_REQUEST

RIE | e R AR R R AR At
[E]

IR | e R AR iR R AR At
[E]

EREM , HE R ErrorCode
. IN VALID_REQUEST

JoinGroup &R kK

BEREM , FER ErrorCode
: IN VALID _REQUEST

BEREM , HE R ErrorCode
- AHE FE 2EY

IR | e R PR R A R At
[E]

RS BB RE

491



Amazon Managed Streaming for Apache Kafka FERARER

HE Hig & PREUGEM 4 R

BN PEXWBREAREOFHE 10Mbps BOE | Mo R IR T R AT
|

BRDXKDN (EFED ) 250GB BEREM , HE R ErrorCode

 FHE B BB

BN TRSS[EHNRAEF 5
% VPC &

BANKPWRATRS=HER 10 ERFEERSES ,
HE - NIERENERALR 3Fl]
FRAYBRBIHY STIF B,

MSK Connect PR&R

= 100 NBE N FEH.
c &5 100 NIEREFRE.

- % 60 MEEIELE. NRMEEB[MIENEFEIT HBE  NEEBMREEEGNIEER
BABERE MSK Connect BTFITEIKFRRIFNKE,

- BMEESFRZ 10 M TERR

0
mit

EH MSK Connect BiEESHRE , BRI FRSEEEZES A,

MSK Connect PREL 492


https://console.amazonaws.cn/servicequotas/home/services/kafka/quotas

Amazon Managed Streaming for Apache Kafka

FRARER

{Amazon MSK FF X AGi1EF) MAEF 1K

TRNETX (Amazon MSK FEZARIERE) NEEENX,

ERXHEEFH AE : 2024 6 A 25 H

EK

BT IPv6 EEMRSHERAER

REEEH

¥ Apache Kafka fRZX 4.1.x

£ Kafka TEAFIRE
Amazon MSK £ 8% B g

DU

Amazon MSK E#7 7
KafkaServiceRolePolicy LR
bnIPve EEEX ., ZREBIE
‘@¥Fec2:AssignIpv6Addr
esses ec2:Unass
ignIpv6Addresses .
S A MSK &8 IPv6 E#
fec2:ModifyNetworkI
nterfaceAttribute
R BXEZEE , BZH

KafkaServiceRolePolicy.

Amazon MSK I 7E X i
Apache Kafka fR74x 4.1.x. B
XEZER , BERAZEN
Apache Kafka R4,

B AR EA MSK
Replicator % Apache 2.0 #
TEBWES , 8% 7T Ap
MirrorMaker ache Kafka T4k
HEEREB, WA, b
THRALR , HMATHXHE
REEE  XERRUREMIR
step-by-stepiEH. BEXEZE
B , B2 Katka TERE
EEZE Amazon MSK &,

B

2025-11-17

2025-10-15

2025-10-12

493


https://docs.amazonaws.cn/msk/latest/developerguide/security-iam-awsmanpol.html#security-iam-awsmanpol-KafkaServiceRolePolicy
https://docs.amazonaws.cn/msk/latest/developerguide/supported-kafka-versions.html
https://docs.amazonaws.cn/msk/latest/developerguide/supported-kafka-versions.html
https://docs.amazonaws.cn/msk/latest/developerguide/migration.html
https://docs.amazonaws.cn/msk/latest/developerguide/migration.html

Amazon Managed Streaming for Apache Kafka

FRARER

EK
MTL £+ EXExaHh

Apache Kafka hxZs = &3 it

StorageUsed RiZ £ 4 AH 5
R

FERATF Amazon MSK RIE/ B
NS 2 XK

DU

Amazon MSK BLTE X #EH
mTL , ZFE (=) M E
(TE) KE#HITEF RS H
Rif. BXEZER , BSH
Apache Kafka APIs K & 35
IER BN

- 1858 T Apache Kafka 3.9 i
Xt HPas BN X#E
@Y, HEBEERRE—1
ZEFXFHNRE ZooKeeper
M KRaft THIEEEREHN
R A

. B EANIES ST
Kafka B IR A AR o

BEXEZER , BSAXE
B Apache Kafka iR Zs# 74
Apache Kafka IR,

Amazon MSK I HIRIERE
Rt T —N#TRY DEFAULT 4%
Bl¥E#R , Bl StorageUsed
ZEMRM T ERERNAR
 ANEARR T BREIA
ZANEEREREE, BXE
ZEE , BSAREREN
DEFAULT 4 5l 4512,

Amazon MSK Jy IR 2 # H
TEDXHE, BXEZELR
BESARERE D XELE,

B

2025-09-22

2025-09-19

2025-07-24

2025-07-21

494


https://docs.amazonaws.cn/msk/latest/developerguide/kafka_apis_iam.html
https://docs.amazonaws.cn/msk/latest/developerguide/kafka_apis_iam.html
https://docs.amazonaws.cn/msk/latest/developerguide/supported-kafka-versions.html
https://docs.amazonaws.cn/msk/latest/developerguide/supported-kafka-versions.html
https://docs.amazonaws.cn/msk/latest/developerguide/version-upgrades.html
https://docs.amazonaws.cn/msk/latest/developerguide/version-upgrades.html
https://docs.amazonaws.cn/msk/latest/developerguide/metrics-details-express.html#express-default-metrics
https://docs.amazonaws.cn/msk/latest/developerguide/metrics-details-express.html#express-default-metrics
https://docs.amazonaws.cn/msk/latest/developerguide/limits.html#msk-express-broker-partition-quota

Amazon Managed Streaming for Apache Kafka

FRARER

EK

¥ Amazon MSK Connect 15#x

ME MSK Al EEE R

¥ #F Apache Kafka hRZ 3.8.x
Y BRI X EE

¥ Amazon MSK & #lI85 # FE HE
BREER

DU

MSK Connect 38107 #
NFTHIEFR SinkConsu
merByteRate
SourceProducerByte
Rate , AT EEERHE
FHR, BXEZER , B
%] ¥ 4% MSK Connect,

TEEMTME MSK AlNE
B, LREAFFR, AER
M, BITENESES
EER &R 5IETAY 4
Xt BEFHEEX, 50K
U EM SRR , FHEH
BHYRKIE S

BEXEZEER , ESRTHE
A Amazon MSK,

Amazon MSK B fE X i

Apache Kafka 72 3.8.x iy
RERE, BXEZER , &
28 Amazon MSK HRIEKE,

{Amazon Managed
Streaming for Apache Kafka
FRARER) HESELE
H MSK & HI 85 S FE BERR 3 1Y

, BT 12 BB A R ¥ 4 Y 45 IR
ZRER, BXESEE B
2 #{E F ReplicatorFailure &
¥rXd MSK Replicator #FE# 1T

BB,

B

2025-06-30

2025-06-28

2025-06-05

2025-05-09

495


https://docs.amazonaws.cn/msk/latest/developerguide/mkc-monitoring-overview.html
https://docs.amazonaws.cn/msk/latest/developerguide/getting-started.html
https://docs.amazonaws.cn/msk/latest/developerguide/getting-started.html
https://docs.amazonaws.cn/msk/latest/developerguide/msk-broker-types-express.html#msk-broker-types-express-notes
https://docs.amazonaws.cn/msk/latest/developerguide/msk-replicator-troubleshooting.html#msk-replicator-troubleshooting-ReplicatorFailure
https://docs.amazonaws.cn/msk/latest/developerguide/msk-replicator-troubleshooting.html#msk-replicator-troubleshooting-ReplicatorFailure
https://docs.amazonaws.cn/msk/latest/developerguide/msk-replicator-troubleshooting.html#msk-replicator-troubleshooting-ReplicatorFailure

Amazon Managed Streaming for Apache Kafka

FRARER

EK
7o PRTE B EEIT

¥ Apache Kafka iR 2 4.0.x

Amazon MSK Connect £ H E
Xi# % %

Y #F Apache Kafka iR 3.9.x

FEA T MSK Connect I

# EventBridge Kafka K #&iE
=R

DU

Amazon MSK Jg R 28 H#E
T ITHPENERLEITRS , AT
SEBRT E 13 N AMIIEPEE
EHH RN ET EYRE. B
REZER , SR Amazon
MSK 1%,

Amazon MSK I E X i
Apache Kafka WiZs 4.0.xo B
XEZER , BERAZEN
Apache Kafka MR,

MSK Connect LEZEHE ( it
R)MNPE(TE) EMEF
E X,

Amazon MSK FfE X i
Apache Kafka k74~ 3.9.x. B
XER , BZREZER Apache
Kafka hx 28,

EA T Apache B9 Apache
Managed Streaming Kafka Ff
REERIESE—I2H
WEB , #R T WEE MSK
Connect # EventBridge f#
A Kafka U eRERR. B
XEZER , HSMH MSK
Connect i% & EventBridge
Kafka W BRIEEER.

B

2025-05-05

2025-05-02

2025-04-10

2025-04-21

2025-03-28

496


https://docs.amazonaws.cn/msk/latest/developerguide/msk-encryption.html
https://docs.amazonaws.cn/msk/latest/developerguide/msk-encryption.html
https://docs.amazonaws.cn/msk/latest/developerguide/supported-kafka-versions.html
https://docs.amazonaws.cn/msk/latest/developerguide/supported-kafka-versions.html
https://docs.amazonaws.cn/msk/latest/developerguide/supported-kafka-versions.html
https://docs.amazonaws.cn/msk/latest/developerguide/supported-kafka-versions.html
https://docs.amazonaws.cn/msk/latest/developerguide/mkc-eventbridge-kafka-connector.html
https://docs.amazonaws.cn/msk/latest/developerguide/mkc-eventbridge-kafka-connector.html
https://docs.amazonaws.cn/msk/latest/developerguide/mkc-eventbridge-kafka-connector.html

Amazon Managed Streaming for Apache Kafka

FRARER

EK
R A 2 i 3 B

¥ Apache Kafka iR 7 3.8.x

{&iT T Amazon MSK frax
3404 1LXEEHE

UpdateConnector /Z31 API LA
&I A MSK Connect #E1Z
A E

DU

{Amazon Managed
Streaming for Apache Kafka
FRARER) RESEEX
MEREAOMEOFLER
FNER. BXREZEE , F

2% Amazon MSK 1R IE /S fi

o

Amazon MSK I 7E X% #
Apache Kafka 74 3.8.x. B
XEZER , BERAZEN
Apache Kafka HRZ o

Apache Kafka MR 3.4.0 B9
LIEX R EHEIT R 2025 F
8H 4R, BXEZEE B
S XM Apache Kafka bR
Ko

Amazon MSK 25 H

F & & AE MSK Connect
ERAER UpdateCon
nectorAPI , TEBIEHFHH
HERERS, WA, AT

A xDescribeConnectorO
peration®ListConnectorOpera

tions APls BR RYE 1288 5 i
ERYSCHY , AL REE
71 £ 1T BRER o

B

2025-03-06

2025-02-20

2025-02-18

2025-01-12

497


https://docs.amazonaws.cn/msk/latest/developerguide/limits.html#msk-express-quota
https://docs.amazonaws.cn/msk/latest/developerguide/limits.html#msk-express-quota
https://docs.amazonaws.cn/msk/latest/developerguide/supported-kafka-versions.html
https://docs.amazonaws.cn/msk/latest/developerguide/supported-kafka-versions.html
https://docs.amazonaws.cn/msk/latest/developerguide/supported-kafka-versions.html
https://docs.amazonaws.cn/msk/latest/developerguide/supported-kafka-versions.html
https://docs.amazonaws.cn/MSKC/latest/mskc/API_UpdateConnector.html
https://docs.amazonaws.cn/MSKC/latest/mskc/API_UpdateConnector.html
https://docs.amazonaws.cn/MSKC/latest/mskc/API_DescribeConnectorOperation.html
https://docs.amazonaws.cn/MSKC/latest/mskc/API_DescribeConnectorOperation.html
https://docs.amazonaws.cn/MSKC/latest/mskc/API_ListConnectorOperations.html
https://docs.amazonaws.cn/MSKC/latest/mskc/API_ListConnectorOperations.html

Amazon Managed Streaming for Apache Kafka

FRARER

BEX

Amazon PrivateLink #0 VPC

LR T R3S

MSK Connect MR4 3.7.x &%

AT RERERE, EFA
L7 (FRARER) T8,

YINT Graviton #hith F42Zh

o
Beo

B 3.4.0 £1EXHE,

T REBRIEE,

WriteDataldempoten
tly 2R E AWSMSKRep
licator ExecutionRole

DU

EAT AQ@ pache KL 53
REREMS Katka FF X EEE
£ 2 $E Amazon PrivateLink
0O VPC LifT KX, Bx
BZELR , S Amazon
MSK APIs 540 VPC &KigT
REEFEH.

MSK Connect M1 X F R A
3.7x. BREZEER , BS
¥ T ## MSK Connecto

MSK 32 $FHR A IR M 37 B9 ARE
RE,

BRI LU EBRE RPN M5
= T3 EFHA M7g , HEM
M7g EHH M5,

Apache Kafka R 3.4.0 F94%
L HER 2025 F6 B 17
Ho

BB BRAEERED
MESFNEFHENITERE
mASEEAT AN, BiEE
AN B B R T B TR N A A
FFo

WriteDataldempotently X R 2
A 0E| AWSMSKReplicatorEx
ecutionRole KEEH , X
MSK &z R BIEE Hl.

B

2024-12-18

2024-12-18

2024-11-6

2024-7-1

2024-6-24

2024-5-16

2024-5-16

498


https://docs.amazonaws.cn/msk/latest/developerguide/privatelink-vpc-endpoints.html
https://docs.amazonaws.cn/msk/latest/developerguide/privatelink-vpc-endpoints.html
https://docs.amazonaws.cn/msk/latest/developerguide/privatelink-vpc-endpoints.html
https://docs.amazonaws.cn/msk/latest/developerguide/msk-connect.html

Amazon Managed Streaming for Apache Kafka

FRARER

EK

Graviton M7g REBEBEFE
MR,

B R E X & Graviton M7g
RE

Amazon MSK Kafka iR % &
REE

%1% Amazon MSK & #I85HY £

RS HIT A BKE,

DU

I S #MSKILFE X #E F
Amazon Gravitonf: 3225 ( H
TE#MERSHENETAR
MY EHILLE SR ) BIm7g& 4L
BEER X ( sa-east-1 , R
% ) MFZK ( me-south-1 , B
) i X EY AT A,

TS MSK BIEXRFFERA G
Amazon raviton 422§ ( B
D#HMERSHENET ARM
I E S ARM L 28 ) B m7g
KLMmEPEMX T,

I T 3 Amazon MSK X389
Kafka MRZS 32 35 SR BE B9 L BA
BXEZER , S Apache
Kafka hx 28,

Amazon MSK 710 T $#Y
AWSMSKReplicatorEx
ecutionRole REEXRX
¥ Amazon MSK £#l88. &
XEZER , HSH Amazon
FEE KBS . AWSMSKRep
licatorExecutionRo
le .

B

2024-2-07

2024-01-11

2023-12-08

2023-12-06

499


https://docs.amazonaws.cn/msk/latest/developerguide/kafka-versions.html
https://docs.amazonaws.cn/msk/latest/developerguide/kafka-versions.html
https://docs.amazonaws.cn/msk/latest/developerguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMSKReplicatorExecutionRole
https://docs.amazonaws.cn/msk/latest/developerguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMSKReplicatorExecutionRole
https://docs.amazonaws.cn/msk/latest/developerguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMSKReplicatorExecutionRole
https://docs.amazonaws.cn/msk/latest/developerguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AWSMSKReplicatorExecutionRole

Amazon Managed Streaming for Apache Kafka

FRARER

BEX

Amazon MSK & #l28

BEH IAM & fERE,

REMEXBEEMRNZES
VPC FARE#

X ¥ Apache Kafka 2.7.2

DU

Amazon MSK £ #lg§ 2 — I
#¥Thge , AT 7 Amazon
MSK £ # 2z B E FI%E.

I & MSK Replicator 2
FEX T B #MSKFullij 8] B
RKNEH. BXEZFEE

, 29 Amazon FEEX

B% : AmazonMSKFullAcces

S o

EF TR, FE/FS IAM K
IXER., BXEZER S
3 IAM 2 HRESSEK,

Amazon MSK Il E2&
AWSServiceRoleForKafka
RSHEXBBEMN , ATE
R IRIK = A Y ) 48 4 O A
VPC KT R, ML
) VPC FHE F Al LG [R
£83MKE, Amazon MSK ¥t
DescribeVpcEndpoin
ts . ModifyVpcEndpoint
F DeleteVpcEndpoints
FEANR. BXEZER,
#2 1/ Service-linked I &
MSK A&,

Amazon MSK M fE X i
Apache Kafka k4% 2.7.2, &
XEZER , FSH BN
Apache Kafka MR,

B

2023-09-28

2023-03-08

2023-03-08

2021-12-21

500


https://docs.amazonaws.cn/msk/latest/developerguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonMSKFullAccess
https://docs.amazonaws.cn/msk/latest/developerguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonMSKFullAccess
https://docs.amazonaws.cn/msk/latest/developerguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonMSKFullAccess
https://docs.amazonaws.cn//IAM/latest/UserGuide/best-practices.html

Amazon Managed Streaming for Apache Kafka FERARER

B iR =p:
¥ Apache Kafka 2.6.3 Amazon MSK I1E X # 2021-12-21

Apache Kafka M7 2.6.3, B
XEZER , FEH XEHEN
Apache Kafka R4,

¥ Apache Kafka 2.8.1 Amazon MSK I1E X # 2021-10-18
Apache Kafka Mx4x 2.8.1, &
XEZER , BEH IEN
Apache Kafka MR,

¥ Apache Kafka 2.7.1 Amazon MSK I1E X # 2021-05-25
Apache Kafka k4% 2.7.1, &
XEZER , FEH BN
Apache Kafka K2,

¥ Apache Kafka 2.8.0 Amazon MSK I E X i 2021-04-28
Apache Kafka Hx7 2.8.0, B
XEZER , FSH BN
Apache Kafka MR,

¥ #% Apache Kafka 2.6.2 Amazon MSK IE X i 2021-04-28
Apache Kafka HR7 2.6.2, B
XEZER , BSHA XBFN
Apache Kafka k2,

SEEHRERE NE , BULERNEBEEHN  2021-01-21
RERB, BXEZER ,F
2% EFH Amazon MSK S8
RIB KN,

% # Apache Kafka 2.6.1 Amazon MSK £ X # 2021-01-19
Apache Kafka MRZ< 2.6.1, &
XEZEER , B2H XN
Apache Kafka k2,

501



Amazon Managed Streaming for Apache Kafka

FRARER

EK

¥ #F Apache Kafka 2.7.0

Apache Kafka M4 1.1.1 7%
ERIEFERH

£ F 88% fR 4R

% Cruise Control

¥ #F Apache Kafka 2.6.0

DU

Amazon MSK H7E X #F
Apache Kafka M4 2.7.0, B
XEZER , BEH ZEN
Apache Kafka R4,

B I EBER Apache Kafka
MRS 1.1.1 BIEFTHY Amazon
MSK £8, B , R&EHE
1217 Apache Kafka KR4 1.1.1
WA MSK £&F , NI AT LAgk
SEEXEHEEFLEALEE
XEFENEYE. BXESE
B , 25 Apache Kafka h
K,

Amazon MSK I £ 124t el A
XREBFEHASRFENER. &
XEZER ,BSH LiEmME

Amazon MSK &£ 8%,

T b MSK FAE 1K
LinkedInfn 2 #l R4, BXE
ZER , B2 £ Amazon
LinkedIn MSK E{#£H Apache
Kafka FIEAL I SRS

Amazon MSK I #£ X%
Apache Kafka M4 2.6.0, &
XEZEER , B2H XN
Apache Kafka kR,

B

2020-12-29

2020-11-24

2020-11-23

2020-11-17

2020-10-21

502



Amazon Managed Streaming for Apache Kafka

FRARER

BEX

¥ Apache Kafka 2.5.1

MRAEFEHT R’

XBRPENEBZE

X FHR Amazon MSK EEH

Apache Kafka kx4x

%% T3.small KB =

X% Apache Kafka 2.4.1

DU

Amazon MSK I X #F
Apache Kafka M4 2.5.1,

£ Apache Kafka ks 2.5.1
d TE# MSK XEBHEEFF
Vit R 44 3 9 |2 2 (8] 4% B B 3 4T
%, ZooKeeper BEXE%
E8 , BZR #EH Apache
Kafka hxZ<,

B LAEL & Amazon Managed
Streaming for Apache Kafka ,

EHEFAEENS AT R

ERNTFEZR., BXESZE

5, F2H EE BT %o

Amazon MSK I E X A H
FPENZBEZER, LS
MSK FHEIEFfE7E S Amazon
ecrets Manager H, BXxE%
f§8 , 2@ SASL/SCRAM
authentication,

BIEAUARIE MSK &£
XK Apache Kafka iR,

Amazon MSK I 7£ X 33 {E A
Amazon EC2 K& T3.small £
EOEER,

Amazon MSK £ X #
Apache Kafka fR7 2.4.1,

B

2020-09-30

2020-09-30

2020-09-17

2020-05-28

2020-04-08

2020-04-02

503



Amazon Managed Streaming for Apache Kafka

FRARER

EK
xFRAERAERS

¥ Apache Kafka 2.3.1

THRGEIR RS

Y ¥ Apache Kafka 2.2.1

AT AT

X #% Apache Kafka 2.1.0

DU

I S MSK IAE A LU EE
HERINZHE CloudWatch
Logs. Amazon S3 #l Amazon
Data Firehose, i3>k , Fireh
ose AJLAfFiX L A KR IE
BESEHNENS , flm
OpenSearch g%,

Amazon MSK M X #
Apache Kafka KR 7 2.3.1,

Amazon MSK M X #
Prometheus R4S IER S,

Amazon MSK I 7E %1%
Apache Kafka fR7 2.2.1,

MOMREESRFEINEXE., K
UE, TLS &, EEARAE
TrAEE RN AL,

Amazon MSK M £ % #
Apache Kafka MR 2.1.0,

B

2020-02-25

2019-12-19

2019-12-04

2019-07-31

2019-05-30

2019-02-05

504



Amazon Managed Streaming for Apache Kafka FERARER

AXETHRBERE, EARXANBEREBERERXFEER , W —EUERXEXX RN,

dv



	Amazon Managed Streaming for Apache Kafka
	Table of Contents
	欢迎使用《Amazon MSK 开发人员指南》
	什么是 Amazon MSK？

	设置 Amazon MSK
	报名参加 Amazon
	下载库和工具

	什么是预置 MSK？
	开始使用 Amazon MSK
	步骤 1：创建预置 MSK 集群
	步骤 2：创建 IAM 角色，授予在 Amazon MSK 集群上创建主题的权限
	步骤 3：创建客户端计算机
	步骤 4：在 Amazon MSK 集群中创建主题
	使用 Amazon 工具创建主题
	确定 MSK 集群版本
	在客户端计算机上创建主题

	步骤 5：生成和使用数据
	第 6 步：使用亚马逊 CloudWatch 查看亚马逊 MSK 指标
	步骤 7：删除为本教程创建的 Amazon 资源

	Amazon MSK 的工作原理
	管理预置集群
	创建预置 MSK 集群
	使用创建 MSK 预配置的集群 Amazon Web Services 管理控制台
	步骤 1：初始集群设置和配置
	步骤 2：配置存储和集群设置
	步骤 3：配置网络设置
	步骤 4：配置安全设置
	步骤 5：配置监控选项
	步骤 6：审核集群配置

	使用创建预配置的 Amazon MSK 集群 Amazon CLI
	使用自定义 Amazon MSK 配置创建带有自定义 Amazon MSK 配置的集群 Amazon CLI
	使用 Amazon MSK API 创建预置 MSK 集群

	列出 Amazon MSK 集群
	使用列出集群 Amazon Web Services 管理控制台
	使用列出集群 Amazon CLI
	使用 API 列出集群

	连接到预置 Amazon MSK 集群
	启用对预置 MSK 集群的公共访问
	从集群的 VPC 内部 Amazon 但外部进行访问
	Amazon VPC 对等连接
	Amazon Direct Connect
	Amazon Transit Gateway
	VPN 连接
	REST 代理
	多区域多 VPC 连接
	单区域多 VPC 私有连接
	EC2-Classic 网络已停用
	单区域中的 Amazon MSK 多 VPC 私有连接
	什么是多 VPC 私有连接？
	多 VPC 私有连接的优势
	多 VPC 私有连接的要求和限制
	开始使用多 VPC 私有连接
	步骤 1：在账户 A 的 MSK 集群上，为集群上的 IAM 身份验证方案开启多 VPC 连接
	步骤 2：将集群策略附加到 MSK 集群
	步骤 3：用于配置客户端托管的 VPC 连接的跨账户用户操作

	更新集群上的授权方案
	拒绝与 Amazon MSK 集群建立托管式 VPC 连接
	删除与 Amazon MSK 集群的托管式 VPC 连接
	多 VPC 私有连接的权限

	端口信息


	获取 Amazon MSK 集群的引导代理
	使用获取引导程序代理 Amazon Web Services 管理控制台
	使用获取引导程序代理 Amazon CLI
	使用 API 获取引导代理

	监控预置 Amazon MSK 集群
	使用查看亚马逊 MSK 指标 CloudWatch
	用于监控标准经纪商的 Amazon MSK 指标 CloudWatch
	默认级别监控
	PER_BROKER 级别监控
	PER_@@ TOPIC_PER_BROKER 等级监控
	PER_TO@@ PIC_PER_PER_PARTITION
	了解预置 MSK 集群状态

	用于监控快递经纪商的 Amazon MSK 指标 CloudWatch
	Express 经纪人的@@ 默认级别监控
	快递@@ 经纪商的 PER_B ROKER 级别监控
	快递经纪商的 PER_TOPIC_PER_PART ITION 级别监控
	快递经纪商的 PER_TOPIC_PER_BROKER 级别监控

	使用 Prometheus 监控预置 MSK 集群
	在新预置 MSK 集群上启用开放监控
	在现有预置 MSK 集群上启用开放监控
	在 Amazon EC2 实例上设置 Prometheus 主机
	使用 Prometheus 指标
	将 Prometheus 指标存储在 Amazon Managed Service for Prometheus 中

	监控消费者延迟
	使用 Amazon MSK 存储容量警报
	监控存储容量警报


	更新 Amazon MSK 集群的安全设置
	使用更新 Amazon MSK 集群安全设置 Amazon Web Services 管理控制台
	使用更新 Amazon MSK 集群安全设置 Amazon CLI
	使用 API 更新集群的安全设置

	扩展 Amazon MSK 集群中的代理数量
	使用扩展 Amazon MSK 集群 Amazon Web Services 管理控制台
	使用扩展 Amazon MSK 集群 Amazon CLI
	使用 API 扩展 Amazon MSK 集群

	从 Amazon MSK 集群中移除代理
	准备通过移除所有分区来移除代理
	移除分区的示例过程

	使用删除经纪人 Amazon 管理控制台
	使用删除经纪人 Amazon CLI
	使用删除经纪人 Amazon API

	更新 Amazon MSK 集群代理大小
	使用更新 Amazon MSK 集群代理的大小 Amazon Web Services 管理控制台
	使用更新 Amazon MSK 集群代理的大小 Amazon CLI
	使用 API 更新代理大小

	在 Amazon LinkedIn MSK 上使用 Apache Kafka 的巡航控制系统
	使用 Cruise Control for Amazon MSK 的自动部署模板
	分区再平衡指南
	Kafka 分区重新分配指南
	在 Cruise Control 中管理并发
	使用限制来控制带宽
	在暂存环境中进行测试和验证



	更新 Amazon MSK 集群的配置
	配置更新期间代理的可用性
	使用更新集群的配置 Amazon CLI
	使用 API 更新 Amazon MSK 集群的配置

	为 Amazon MSK 集群配置双栈网络类型
	使用双栈网络类型的先决条件
	配置双栈网络类型的 IAM 权限
	为现有集群配置双栈网络类型
	使用双栈网络类型的注意事项

	重启 Amazon MSK 集群的代理
	使用 Amazon MSK 集群重启代理 Amazon Web Services 管理控制台
	使用 Amazon MSK 集群重启代理 Amazon CLI
	使用 API 重启 Amazon MSK 集群的代理

	为 Amazon MSK 集群添加标签
	Amazon MSK 集群的标签基础知识
	使用标签跟踪 Amazon MSK 集群成本
	标签限制
	使用 Amazon MSK API 为资源添加标签

	将 Kafka 工作负载迁移至 Amazon MSK 集群
	删除预置 Amazon MSK 集群
	使用删除 Amazon MSK 预配置的集群 Amazon Web Services 管理控制台
	使用删除 Amazon MSK 预配置的集群 Amazon CLI
	使用 API 删除预置 Amazon MSK 集群


	Amazon MSK 的关键功能和概念
	Amazon MSK 代理类型
	Amazon MSK 标准代理
	Amazon MSK 快速代理
	有关快速代理的其他信息


	Amazon MSK 代理大小
	关于代理大小的其他说明

	标准代理的存储管理
	标准代理的分层存储
	Amazon MSK 集群的分层存储要求
	Amazon MSK 集群的分层存储约束和限制
	如何将日志段复制到 Amazon MSK 主题的分层存储
	Amazon MSK 分层存储场景示例

	使用创建具有分层存储的 Amazon MSK 集群 Amazon Web Services 管理控制台
	使用创建具有分层存储的 Amazon MSK 集群 Amazon CLI
	创建启用分层存储的 Kafka 主题，并使用 Amazon CLI

	在现有 Amazon MSK 主题上启用和禁用分层存储
	在现有 Amazon MSK 主题上启用分层存储
	在现有 Amazon MSK 主题上禁用分层存储

	使用在现有 Amazon MSK 集群上启用分层存储 Amazon CLI
	使用控制台更新现有 Amazon MSK 集群上的分层存储

	纵向扩展 Amazon MSK 标准代理存储
	Amazon MSK 集群的自动扩缩
	Amazon MSK 的自动扩缩策略详细信息
	为 Amazon MSK 集群设置自动扩缩
	使用 Amazon MSK 设置自动缩放 Amazon Web Services 管理控制台
	使用 CLI 设置自动扩缩
	使用 API 为 Amazon MSK 设置自动扩缩


	标准代理的手动扩缩
	使用扩展经纪商存储 Amazon Web Services 管理控制台
	使用扩展经纪商存储 Amazon CLI
	使用 API 纵向扩展代理存储空间


	为 Amazon MSK 集群中的标准代理管理存储吞吐量
	Amazon MSK 代理吞吐量瓶颈和最大吞吐量设置
	衡量 Amazon MSK 集群的存储吞吐量
	Amazon MSK 集群中预置存储的配置更新值
	为 Amazon MSK 集群中的标准代理预置存储吞吐量
	使用预配置 Amazon MSK 集群存储吞吐量 Amazon Web Services 管理控制台
	使用预配置 Amazon MSK 集群存储吞吐量 Amazon CLI
	使用 API 创建 Amazon MSK 集群时预置存储吞吐量



	预置 Amazon MSK 配置
	标准代理配置
	自定义 Amazon MSK 配置
	动态 Amazon MSK 配置
	Topic-level 亚马逊 MSK 配置

	默认 Amazon MSK 配置
	Amazon MSK 分层存储主题级别的配置指南

	快速代理配置
	自定义 MSK Express 代理配置（Read/Write 访问权限）
	MSK 快速代理的静态配置
	快速代理的动态配置
	Topic-level 快递经纪商的配置

	快速代理的只读配置

	代理配置操作
	创建配置
	更新配置
	删除配置
	获取配置元数据
	获取有关配置修订的详细信息
	列出您的账户中当前区域的配置
	Amazon MSK 配置状态


	集群的智能再平衡
	智能再平衡的工作原理
	监控智能再平衡指标
	使用智能再平衡的注意事项
	只需一次操作即可向上和向下扩展 Amazon MSK 集群
	Amazon MSK 集群的稳定状态再平衡

	在预置 MSK 集群上进行修补
	标准代理修补
	快速代理修补

	代理离线和客户端失效转移
	Amazon MSK 中的安全性
	Amazon Managed Streaming for Apache Kafka 中的数据保护
	Amazon MSK 加密
	Amazon MSK 静态加密
	Amazon MSK 传输中加密

	Amazon MSK 加密入门
	创建 Amazon MSK 集群时指定加密设置
	测试 Amazon MSK TLS 加密

	Amazon MSK API 与接口 VPC 端点结合使用
	控制对预置 Amazon MSK 或 MSK Connect API 的 VPC 端点的访问


	Amazon MSK API 的身份验证和授权
	Amazon MSK 如何与 IAM 配合使用
	Amazon MSK 基于身份的策略
	Amazon MSK 基于身份的策略的操作
	Amazon MSK 基于身份的策略的资源
	Amazon MSK 基于身份的策略的条件密钥
	Amazon MSK 基于身份的策略的示例

	Amazon MSK 基于资源的策略
	基于 Amazon MSK 标签的授权
	Amazon MSK IAM 角色
	将临时凭证用于 Amazon MSK
	Service-linked 角色


	Amazon MSK 基于身份的策略示例
	策略最佳实践
	允许用户查看他们自己的权限
	访问一个 Amazon MSK 集群
	根据标签访问 Amazon MSK 集群

	Service-linked 亚马逊 MSK 的角色
	Service-linked 亚马逊 MSK 的角色权限
	为 Amazon MSK 创建服务相关角色
	编辑 Amazon MSK 的服务相关角色
	Amazon MSK 服务相关角色支持的区域

	Amazon 亚马逊 MSK 的托管策略
	Amazon 托管策略： AmazonMSKFullAccess
	Amazon 托管策略： AmazonMSKReadOnlyAccess
	Amazon 托管策略： KafkaServiceRolePolicy
	Amazon 托管策略： AWSMSKReplicatorExecutionRole
	亚马逊 MSK 更新至 Amazon 托管策略

	排查 Amazon MSK 身份和访问问题
	我无权在 Amazon MSK 中执行操作


	Apache Kafka API 的身份验证和授权
	IAM 访问控制
	Amazon MSK 的 IAM 访问控制的工作原理
	创建使用 IAM 访问控制的 Amazon MSK 集群
	配置客户端以进行 IAM 访问控制
	使用 SASL_OAUTHBEARER 机制配置 IAM
	使用 MSK 自定义 AWS_MSK_IAM 机制配置 IAM

	为 IAM 角色创建授权策略
	获取用于 IAM 访问控制的引导代理
	IAM 授权策略、操作和资源的语义
	授权策略操作
	授权策略资源

	客户端授权策略的常见使用场景


	Amazon MSK 的双向 TLS 客户端身份验证
	创建支持客户端身份验证的 Amazon MSK 集群
	将客户端设置为使用身份验证
	使用身份验证生成和使用消息

	Sign-in 凭据身份验证 Amazon Secrets Manager
	登录凭证身份验证的工作原理
	为 Amazon MSK 集群设置 SASL/SCRAM 身份验证
	使用登录凭证连接到集群
	使用 SASL/SCRAM 身份验证将客户端连接到集群
	排除连接问题


	使用用户
	使用 SCRAM 密钥时的限制

	Apache Kafka ACL

	更改 Amazon MSK 集群的安全组
	控制对亚马逊 MSK ZooKeeper 集群中 Apache 节点的访问权限
	禁用或启用 Apache ZooKeeper 客户端的直接访问
	将 Apache ZooKeeper 节点放在单独的安全组中
	在 Apache 中使用 TLS 安全性 ZooKeeper

	Amazon Managed Streaming for Apache Kafka 的合规性验证
	Amazon Managed Streaming for Apache Kafka 中的恢复能力
	Amazon Managed Streaming for Apache Kafka 中的基础设施安全性

	Amazon MSK 日志记录
	代理日志
	所需的权限
	与存储 SSE-KMS 桶一起使用必需的 KMS 密钥策略
	使用配置代理日志 Amazon Web Services 管理控制台
	使用配置代理日志 Amazon CLI
	使用 API 配置代理日志

	使用 记录 API 调用 Amazon CloudTrail
	亚马逊 MSK 信息位于 CloudTrail
	示例：Amazon MSK 日志文件条目


	元数据管理
	ZooKeeper 模式
	使用获取 Apache ZooKeeper 连接字符串 Amazon Web Services 管理控制台
	使用获取 Apache ZooKeeper 连接字符串 Amazon CLI
	使用 API 获取 Apache ZooKeeper 连接字符串

	Kraft 模式

	主题操作
	使用主题的要求 APIs
	用于主题操作的 IAM 权限 APIs
	在 Amazon MSK 集群中列出主题
	使用列出主题 Amazon Web Services 管理控制台
	使用列出主题 Amazon CLI
	对结果进行分页
	按名称筛选主题

	使用 API 列出主题

	获取有关某个主题的详细信息
	使用描述主题 Amazon Web Services 管理控制台
	使用描述主题 Amazon CLI
	了解主题状态
	了解主题配置

	使用 API 描述主题

	查看主题的分区信息
	使用查看分区信息 Amazon Web Services 管理控制台
	使用查看分区信息 Amazon CLI
	了解分区信息
	对结果进行分页
	常见使用案例

	使用 API 查看分区信息

	在 Amazon MSK 集群中创建主题
	使用创建主题 Amazon Web Services 管理控制台
	使用创建主题 Amazon CLI
	使用 API 创建主题

	更新 Amazon MSK 集群中的主题
	使用更新主题 Amazon Web Services 管理控制台
	使用更新主题 Amazon CLI
	使用 API 更新主题

	删除 Amazon MSK 集群中的主题
	使用删除主题 Amazon Web Services 管理控制台
	使用删除主题 Amazon CLI
	使用 API 删除主题


	Amazon MSK 资源
	Apache Kafka 版本
	支持的 Apache Kafka 版本
	Amazon MSK 版本 4.1.x
	Amazon MSK 版本 4.0.x
	亚马逊 MSK 版本 3.9.x（推荐）
	亚马逊 MSK 版本 3.8.x
	Apache Kafka 版本 3.7.x（支持生产就绪的分层存储）
	Apache Kafka 版本 3.6.0（支持生产就绪的分层存储）
	Amazon MSK 版本 3.5.1
	Amazon MSK 版本 3.4.0
	Amazon MSK 版本 3.3.2
	Amazon MSK 版本 3.3.1
	Amazon MSK 版本 3.1.1
	Amazon MSK 分层存储版本 2.8.2.tiered
	Apache Kafka 版本 2.5.1
	Amazon MSK 错误修复版本 2.4.1.1
	Apache Kafka 版本 2.4.1（改用 2.4.1.1 版）

	Amazon MSK 版本支持
	Amazon MSK 版本支持策略
	升级 Apache Kafka 版本
	版本升级的最佳实践


	排查 Amazon MSK 集群的问题
	由于复制过载，卷更换导致磁盘饱和
	使用器组卡滞在 PreparingRebalance 状态
	实现静态成员协议
	重启协调代理节点

	向 Amazon CloudWatch 日志传送代理日志时出错
	无默认安全组
	集群显示卡在 CREATING 状态
	集群状态从 CREATING 变为 FAILED
	集群状态为 ACTIVE，但生成器无法发送数据，或者使用器无法接收数据
	Amazon CLI 无法识别 Amazon MSK
	分区脱机或副本不同步
	磁盘空间不足
	内存不足
	制片人获得 NotLeaderForPartitionException
	Under-replicated 大于零的分区 (URP)
	集群中有名为 __amazon_msk_canary 和 __amazon_msk_canary_state 的主题
	分区复制失败
	无法访问已开启公共访问权限的集群
	无法通过 IPv6 引导访问集群
	无法从内部访问集群 Amazon: 网络问题
	同一 VPC 中的 Amazon EC2 客户端和 MSK 集群
	位于不同 VPC 中的 Amazon EC2 客户端和 MSK 集群
	On-premises 客户端
	Amazon Direct Connect

	身份验证失败：连接次数过多
	身份验证失败：会话时间太短
	MSK Serverless：集群创建失败
	无法 KafkaVersionsList 在 MSK 配置中更新


	标准代理和快速代理的最佳实践
	标准代理的最佳实践
	客户端注意事项
	服务器端注意事项
	调整集群的大小：每个标准代理的分区数量
	调整集群的大小：每个集群的标准代理数量
	优化 m5.4xl、m7g.4xl 或更大实例的集群吞吐量
	使用最新的 Kafka AdminClient 来避免主题 ID 不匹配问题
	构建高度可用的集群
	监控 CPU 使用率
	监控磁盘空间
	调整数据保留参数
	在不正常关闭后加快日志恢复
	监控 Apache Kafka 内存
	请勿添加非 MSK 代理
	启用传输中加密
	重新分配分区


	快速代理的最佳实践
	客户端注意事项
	服务器端注意事项
	调整集群的大小：每个集群的代理数量
	监控 CPU 使用率
	调整集群的大小：每个快速代理的分区数量
	监控连接数
	重新分配分区


	Apache Kafka 客户端的最佳实践
	Apache Kafka 客户端可用性
	Apache Kafka 客户端性能
	Kafka 客户端监控



	什么是 MSK Serverless？
	使用 MSK Serverless 集群
	创建 MSK Serverless 集群
	为 MSK Serverless 集群上的主题创建 IAM 角色
	创建客户端计算机以访问 MSK Serverless 集群
	创建 Apache Kafka 主题
	设置环境以创建主题
	创建主题并向主题写入数据

	在 MSK Serverless 中生成和使用数据
	删除您为 MSK Serverless 创建的资源

	MSK Serverless 集群的配置属性
	配置双栈网络类型
	使用双栈网络类型的先决条件
	MSK 无服务器的 IAM 权限
	为集群使用双栈网络类型
	使用双栈网络类型的注意事项

	监控 MSK Serverless 集群

	了解 MSK Connect
	使用 Amazon MSK Connect 的好处
	开始使用 MSK Connect
	设置 MSK Connect 所需的资源
	创建自定义插件
	创建客户端计算机和 Apache Kafka 主题
	创建连接器
	向 MSK 集群发送数据

	了解连接器
	了解连接器容量
	了解最大自动缩放任务数
	配置要求
	何时使用 C maxAutoscalingTask ount
	示例

	配置双栈网络类型
	使用双栈网络类型的先决条件
	使用双栈网络类型的注意事项

	创建 连接器
	更新连接器
	通过连接器连接
	请勿与 Amazon VPC IPs 对等互连或 Transit Gateway 重叠


	创建自定义插件
	了解 MSK Connect 工作程序
	默认工作程序配置
	支持的工作程序配置属性
	创建自定义工作程序配置
	使用 offset.storage.topic 管理源连接器偏移量
	注意事项
	使用默认偏移存储主题
	使用自定义偏移存储主题


	教程：使用配置提供程序将敏感信息外部化
	注意事项
	创建自定义插件并上传到 S3
	为不同的提供程序配置参数和权限
	使用与配置提供程序有关的信息创建自定义工作程序配置
	创建连接器

	MSK Connect 的 IAM 角色和策略
	了解服务执行角色
	MSK Connect 的 IAM 策略示例
	防范跨服务混淆代理问题
	Amazon MSK Connect 的托管策略
	Amazon 托管策略：Amazon MSKConnect ReadOnlyAccess
	Amazon 托管策略： KafkaConnectServiceRolePolicy
	MSK Connect 对 Amazon 托管策略的更新

	使用 MSK Connect 的服务相关角色
	MSK Connect 的服务相关角色权限
	创建 MSK Connect 的服务相关角色
	编辑 MSK Connect 的服务相关角色
	删除 MSK Connect 的服务相关角色
	MSK Connect 服务相关角色的受支持区域


	为 Amazon MSK Connect 启用互联网访问
	为 Amazon MSK Connect 设置 NAT 网关
	设置 NAT 网关的完整先决条件
	为连接器启用互联网访问的步骤


	了解私有 DNS 主机名
	配置连接器的 VPC DHCP 选项集
	配置 VPC 的 DNS 属性
	处理连接器创建失败

	MSK Connect 的安全性
	为 MSK Connect 进行日志记录
	防止连接器日志中出现秘密

	监控 Amazon MSK Connect
	设置 Amazon MSK Connect 资源的示例
	设置 Amazon S3 接收器连接器
	为 MSK Connect 设置 EventBridge Kafka 水槽连接器
	先决条件
	设置 MSK Connect 所需的资源
	连接器的 IAM 角色
	传入事件的 EventBridge 规则

	创建连接器
	步骤 1：下载连接器
	步骤 2：创建 Amazon S3 存储桶
	步骤 3：在 MSK Connect 中创建插件
	步骤 4：创建连接器

	向 Kafka 发送消息

	使用带有配置提供程序的 Debezium 源连接器
	使用 Debezium 源连接器的完整先决条件
	创建 Debezium 源连接器
	更新 Debezium 连接器配置


	迁移到 Amazon MSK Connect
	了解 Kafka Connect 使用的内部主题
	Amazon MSK Connect 应用程序的状态管理
	将源连接器迁移到 Amazon MSK Connect
	将接收器连接器迁移到 Amazon MSK Connect

	排查 Amazon MSK Connect 中的问题

	Amazon MSK 复制器
	开始使用 Amazon MSK Replicator
	支持的配置
	支持的集群类型和版本
	身份验证要求
	MSK Serverless 集群配置

	先决条件
	创建 MSK 复制器所需的 IAM 权限
	联网先决条件

	准备源集群和目标集群
	准备源集群
	准备目标集群

	创建你的第一个复制器

	复制器操作
	创建复制器
	使用控制台创建复制器 Amazon
	复制器详细信息
	选择源集群
	选择目标集群
	配置复制器设置和权限

	使用 CLI 创建复制器 Amazon
	选择性主题复制
	验证复制器状态

	使用 Amazon CloudFormation 或 Terraform 创建复制器

	编辑复制器
	删除复制器
	监控复制

	复制模式
	同区域复制
	跨区域复制
	主动-被动复制
	主动-主动复制
	故障转移到辅助 Amazon 区域
	计划内故障转移
	计划外故障转移
	故障恢复

	迁移
	在 Amazon MSK 集群之间迁移
	从非 MSK Apache Kafka 集群迁移到亚马逊 MSK Express 经纪商
	为带有自我管理的 Apache Kafka 集群的 MSK Replicator 设置先决条件
	创建 IAM 执行角色
	配置 SASL/SCRAM 用户和 ACL 权限
	在自建集群上配置 SSL
	将凭证存储在 Amazon Secrets Manager
	配置网络连接
	配置安全组

	CreateReplicator 自管理 Kafka 集群的 API 示例
	正向复制（Self-managed Kafka 到 MSK Express）
	双向复制示例
	验证复制器状态


	从 MirrorMaker 2 迁移到 Amazon MSK Replicator
	Cross-account 在 Amazon MSK 集群之间迁移

	重要概念
	复制的工作原理
	主题命名（前缀与相同）
	元数据和 ACL 复制
	消费组偏移量同步
	偏移同步的工作原理
	具有传统偏移同步功能的单向复制
	具有增强偏移同步功能的双向设置
	监控偏移量同步
	常见陷阱

	网络要求

	安全性
	服务执行角色 (SER)
	其他 SER 权限 SASL/SCRAM 和客户托管密钥

	加密
	创建 MSK 复制器所需的 IAM 权限
	基本的 IAM 政策
	日志传送的其他权限

	IAM 权限参考

	定价
	可观测性
	指标参考
	监控来自自行管理的 Kafka 集群的复制情况
	MSK 复制器日志

	最佳实践
	大小和分区
	使用 Kafka 配额管理吞吐量
	保留期
	复制器创建后群集配置发生变化
	多区域应用程序的注意事项

	对 Amazon MSK 复制器进行故障排除
	复制器状态从 “创建” 变为 “失败”
	Replicator 显示停滞在 “创建” 状态
	Replicator 没有复制数据或只复制部分数据
	目标集群中的消息偏移量与源集群不同
	Replicator 未同步使用者组偏移量
	复制延迟很高或持续增加
	使用 ReplicatorFailure 指标进行故障排除
	对来自自管 Kafka 集群的复制进行故障排除
	MSK Replicator 无法连接到自建的 Kafka 集群
	SASL/SCRAM 身份验证失败
	SSL 证书问题
	自建集群的消费组偏移量同步失败



	MSK 集成
	适用于 Amazon MSK 的 Amazon Athena 连接器
	Amazon MSK 的 Amazon Redshift 流数据摄取
	Amazon MSK 的 Firehose 集成
	Amazon Lambda 与亚马逊 MSK 集成
	通过亚马逊 MSK EventBridge 控制台访问 Amazon Pipes
	Kafka Streams 与 MSK 快速代理和 MSK Serverless 结合使用
	使用 MSK 快速代理或 MSK Serverless 创建 Kafka Streams 应用程序
	识别并命名运算符
	创建内部主题
	（可选）检查主题名称
	命名运算符示例


	实时向量嵌入蓝图
	日志和可观测性
	启用实时向量嵌入蓝图之前的注意事项
	部署流数据向量化蓝图
	创建页面配置



	Amazon MSK 限额
	在 Amazon MSK 中请求增加配额
	Amazon MSK 标准代理配额
	Amazon MSK 快速代理配额
	按代理大小施加的快速代理吞吐量限制
	快速代理的分区配额

	MSK 复制器限额
	MSK Serverless 限额
	MSK Connect 限额

	《Amazon MSK 开发人员指南》文档历史记录
	

