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https://docs.amazonaws.cn/sdkref/latest/guide/file-format.html#section-session

EAT PHP B9 Amazon SDK WA 3 FFRARIEE

EATF PHP 8 Amazon SDK & @ AH N AR FRIMEAE 4 ( HlansSoFSS00IDC ) BRI fE A
IAM Identity Center & 311,

B3 Amazon FEI[TFLE

1T A 15 (B B9 R 2 F 2 B Amazon Web Services RS , BEBERNHRGF X T ESHTHER
Amazon PFRITF&1E , FEEFE A IAM Identity Center B RIFREATIEP, BREHEBHNSFRK ,
HRNRRAEIE , HEFATESFHER FHRIFEIR, EEF Amazon HRIIF , HEPET
LA R 454 Amazon CLlI,

aws sso login

WREBFSISHEERUNEBEEXHRE , MWEEFREA --profile BUKBERZ G T, WREMN
SSO THRMEFREEFAEENRENH , Wit H aws sso login --profile named-
profile,

BN HREEREFDRE , BEZEITUT Amazon CLI @8 F,
aws sts get-caller-identity

MRSFRENN , MBSO MHEERERE config XHFFEEHR IAM Identity Center ik /- F
PREE,

@ Note

MEZREZE—NERW Amazon HREITFLiEH Baws sso loginlEFEETT , MELFERM
EEEO

FRIRAELIERE YT Amazon CLI WIﬂ"ﬁﬁ’J?ﬂlﬁo HF Amazon CLI 7E5&R F Python
B9 SDK 2 E¥ER | EHItNRHEE e @ Ebotocore BRI 4E,

THREXENRIENESER

- BXfEA IAM Identity Center H{THEMRIINEZHFHER , BSHITESEEREPHAMazon
SDKs 7T ## IAM S50 5 4K iUF

- BAXRESSBNESER , #5358 (IAM BFiEE) 1M IAM LS SESE,
- EQIBEH Amazon iE$H , HSHE IAM AFERHRN IR Z £,

Bz Amazon HEII A &F 8


https://docs.amazonaws.cn/sdkref/latest/guide/understanding-sso.html
https://docs.amazonaws.cn/sdkref/latest/guide/understanding-sso.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp.html

EAT PHP B9 Amazon SDK WA 3 FFRARIEE

- ETRHM EAT PHP B Amazon SDK ATAEAFIRERE , 50 (TESER
) Amazon SDKs FHRELEIE R E,

FEAERT PHP 89 Amazon SDK iRZ 3 2R £ N AREF

£/ FERAT PHP B9 Amazon SDK k% Amazon S3 T#®H., UTRHIETRT Amazon S3 Z#EHN 5
=

FRF M

« TR % SDK

- ERAERT PHP B9 Amazon SDK Z 8 , & ER Amazon iIRE B RIE. BXIRESHEILH
{E8 , {525 Amazon E A EATF PHP B9 Amazon SDK fR7s 3 #1T 54

ELENRBFEE SDK

T FERAM A NEZRARXTES , B TLUET 2N require BAELHNRBARIEFAIE
Do HSHELUT PHP RIBR , THRHFEENZESRNNRE, BEAREHNEERERER /path/
to/ HIEATEH,

REFE FrEEEa
& Composer require '/path/to/vendor/a

utoload.php';
£ phar require '/path/to/aws.phar’;

£/ zIP require '/path/to/aws-auto
loader.php';

B ETH | RIBIRT Composer REF %, NREFERAHMLZESZE , TUEIX—HoREK
RIfEFAMIET require K18,
wmERB

BREARAT S BRI

BIEE RN ARF 9


https://docs.amazonaws.cn/sdkref/latest/guide/standardized-credentials.html

EAT PHP B9 Amazon SDK

IR 3 FFRARIEE

SHAEFHNRGPREEUTRB, REHFXH4HHEN hello-s3.php,

<?php
require 'vendor/autoload.php';
use Aws\S3\S3Client;

/**
* List your Amazon S3 buckets.

*/

//Create a S3Client
// snippet-start:[s3.php.list_buckets.main]
$s3Client = new S3Client([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2006-03-01'
1);

//Listing all S3 Bucket

$buckets = $s3Client->listBuckets();

foreach ($buckets['Buckets'] as $bucket) {
echo $bucket['Name'] . "\n";

3
BT
HF S HETGUEST PHP B, &7 PHP RENARGHIEAR -

php [source filename] [arguments...]

ROAIRBAREREMASH, BETHAR , FERTRIAF TAALTAS

$ php hello-s3.php

Es

ENRXEZEH M Amazon S3 ##1E , HEE GitHub £# Amazon XEBRHIFMEE,

BITERF


https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/php/example_code/s3

EAT PHP B9 Amazon SDK WA 3 FFRARIEE

Amazon Cloud9 5 &M T PHP B9 Amazon SDK fR4s 3 —#E

(® Note

Amazon Cloud9 THBRFHEFRH, WIBEEF Amazon Cloud9 B SA4REE BB £ A iZ AR
%, THES,

Amazon Cloud9 2 —1MNET Web BWEK T X% (IDE) , HHPIEATE=FHEB. WE, E17.
MR, BRMERREH—RFTE, ETBEERA Amazon Cloud9 3 ¥4 E Mz 1T PHP K18,
EATF PHP B Amazon SDK Amazon Cloud9 SR BRERMNLIHETE, HTF Amazon Cloud9
IDE EF =i , RSB UERARMANITENEDILE., RAREMESLETE, BXP—RES
Amazon Cloud9 , & # (Amazon Cloud9 FAFER) o

BB LA %88 Amazon Cloud9 #1TiR & & A F PHP #9 Amazon SDK :

- %14 : 1®E Amazon Web Services ik EfEH Amazon Cloud9
- 5 2% :&E Amazon Cloud9 FF £}
- £3% :RiE&E BHAT PHP #) Amazon SDK
SB 4 TEROIRKE
- SR 5 . BITRHIREE

Ni

5 145 ; 1%iE Amazon Web Services Ik ZFH Amazon Cloud9

E A Amazon Cloud9 , M & FZ] Amazon Cloud9 ##4]& Amazon Web Services B2 4l &

(® Note

MEEER Amazon IAM Identity Center # 1T EHRIE , N ATAEEETE IAM 24 A
Fiam:ListInstanceProfilesForRole[al A M hI#Y 3K B F R IIFT BRI R,

EE IR Amazon KPP Hi%E IAM SE4KLLIA ] Amazon Cloud9 1% % Amazon Cloud9 2%l & |, 2
%] Amazon Cloud9 Fi P38 Amazon Cloud99 I FI RN E .

Amazon Cloud9 & SDK —i2 £ 11


https://www.amazonaws.cn/blogs/devops/how-to-migrate-from-aws-cloud9-to-aws-ide-toolkits-or-aws-cloudshell/
https://docs.amazonaws.cn/cloud9/latest/user-guide/welcome.html
https://docs.amazonaws.cn/cloud9/latest/user-guide/setup.html

EAT PHP B9 Amazon SDK WA 3 FFRARIEE

£ 2 &5 : 1%iE Amazon Cloud9 FF & 15

%% Amazon Cloud9 24| &5 , ERAIE4 A ]2 Amazon Cloud9 FF 538, BIEIFESS , Amazon
Cloud9 T FFiZIRERY IDE,

BXREMEE , 5 (Amazon Cloud9 AF 1) HHITE Amazon Cloud9H a7 INE,

(® Note
EEEHADERCBIE G , RINBIEEBRCBFNIRESLS (EC2), HETIER
Amazon Cloud9 BIZIFE | B3 Amazon EC2 326l , ARG G S=FhEEIIFHIFE, X2FF
AR HF R A % Amazon Cloud9,

mR

KimAKTE IDE FHF , BEITHE. £ IDEFMEEREE  EEEO, FHLK, EUUFERALIKE
ARZ%E

KIEMWENERERF,
% 3% 18E& EAT PHP B9 Amazon SDK

Amazon Cloud9 fTFFF XIFER IDE f5 , FALKIKE D JEA T PHP B Amazon SDK &R IRE A
HITIRE,

Composer 2% % BT PHP #9 Amazon SDKE#ES X, Composer E—RX PHP T & , HT&ERE
MZEEI B HREI,

BXRIMMEEE Composer, EEH3NMEHEEE KB XRNEMRESRNESELR , F5H

getcomposer.org.

Z % Composer

IR Composer RIEZMIE & |, iHM Download Composer 7 [ T # H % % Composer,

« ¥FF Windows , 53R Windows &2 F ik BA#E 1T 1E,
« XF Linux , BIERBHSITRERBIHITERE,
B3 Composer 70 AT PHP #9 Amazon SDK J ki1

MREEHRELELEF/HEET Composer , BETENWEBERHPETUTHSU EAT PHP #Y
Amazon SDK 1ER KB # 1T R4k

% 2 % : iRE Amazon Cloud9 FF X ¥R E 12


https://docs.amazonaws.cn/cloud9/latest/user-guide/create-environment.html
http://getcomposer.org
http://getcomposer.org/download
https://getcomposer.org/doc/00-intro.md#globally

EHTF PHP #9 Amazon SDK AR 3FAARERE

$ composer require aws/aws-sdk-php

AN, FHR AL Composer i T ALK EHMRAH FEH T PHP B9 Amazon SDK EJ3 ikFi 1,

$ php -d memory_limit=-1 composer.phar require aws/aws-sdk-php

R B MBETERMNE php B

Installing Composer FEIMER IR SN XMHRF X4, BREANEEXHRN autoload.php , L F
HEFM vendor XX,

EEMA ERT PHP 89 Amazon SDK A |, BERIAS A B3 NERE , MW TR,

<?php
require '/path/to/vendor/autoload.php’;
7>

SR 4 THEROINAEE

ALIRE DR RGBT 8 EATF PHP #9 Amazon SDK %] Amazon Cloud9 F & ¥REH,

=

fE ¥ Amazon SDK X ERAMNMERB RANEIATRIEHENRE FH , FETUTH

>

$ git clone https://github.com/awsdocs/aws-doc-sdk-examples.git

#9418 23 R HI42 FENVIRONMENT_NAME/aws-doc-sdk-examples/phpE &% , &
FENVIRONMENT_NAME 2 R F KRB B . EAT PHP 89 Amazon SDK

BHREMFEH Amazon S3 R_HI , HATER MK R ENVIRONMENT_NAME/aws-doc-sdk-
examples/php/example_code/s3/ListBuckets.php F#8. LtRHIFFHIE Amazon S3 #§. fiE
RALIRE OSME s3 BRI HHH,

$ cd aws-doc-sdk-examples/php/example_code/s3
$ 1s

E7E B ITFH X Amazon Cloud9 , ATBAListBuckets.phpEEELIHE O H £,

EREBRABRINESZ X, ESHE EH T PHP By Amazon SDK 83 =4,

S 4 TRURBIRE 13



EAT PHP B9 Amazon SDK WA 3 FFRARIEE
S5 BT RAIMCHS

E7£ Amazon Cloud9 FFRREHZETRE , FEEMPXEEZPH =217 . Amazon Cloud9 B
M . php X BB HEA PHP ( HE Web IRF 8 ) BTEFRXRETRB. B2 , ELRHIH ,
FAIVEBREEE PHP (cli) %I, H< Amazon Cloud9FETRBHEZEE , B2 Amazon
Cloud9 AFERH TR,

ETHNFFEERSD , HEBUTERXSE :
« 10517, BITRAMTIHREER, XSNERITFTFIIETF,

® Note
EUUFHORFNETEE, EREL EKOERZT. ETRENHESTRE.

« 2: %%, Amazon Cloudd FAZEITHXHNEEFNGBEXRGTTXAE, NMRRBEFELXA
FAFSTSE , WX ESHERMEGSTS , FEEEI4RE N TRBAER,

- 3:#5%&, Amazon Cloud9 BN EB|EHN X4 RBEN , .phpAREIEE PHP ( RiE Web RS
28 BITEFRETENRB, %8 PHP (cli) L RETI R,

Go Run Tools Window Support Preview . Run

bucket_list.rb x| ®

aws-doc-sdk-examples/mn x
Command: * aws-doc-sdk-examples/ruby/example_code/s3/bucket_list.ro Runner: Ruby CWD ENV

Found these buckets:

BTG A A B R (T ol DB R IR TR AR

S|, 5 BTROMRB 14


https://docs.amazonaws.cn/cloud9/latest/user-guide/build-run-debug.html#build-run-debug-run

EAT PHP B9 Amazon SDK WA 3 FFRARIEE

E5EAT PHP 89 Amazon SDK hxas 3 Al B RS & ik

7T AmE B X5 R Amazon Web Services RS , & F PHP B Amazon SDK k7 3 &8I
Amazon Web Services RFEA—NEF RN R, Hla0 , MRENMAREFFEHR Amazon EC2
M2 —1 Amazon EC2 FF MR ( Ec2Client XMW —NEHl ) REZBREZKE, RiE , BALUER
PRS- & i [E1% Amazon Web Services BB X HiER,

BB SDK THM A EARS , BAREEK , —IBERSEFAHRNTAER. EENKBCIREAE
BRRSEFRE , EAREBHRTER.

CRENEE RG2S

- YREAARSAEE Amazon # 1T E B KIEH AR
- BELERFSEFHFEAK Amazon Web Services X1
- RSAANELFNBENEE

- HTTP RERE

2 Amazon SDK F1 TE S #1558 , LA T 1% Amazon SDK FE LHIRE. ThAEM H b E A8

o

W) T

ENEEE EHTF PHP 89 Amazon SDK 7~ 3 B IRSE &2 F ik

HLZERERETUBEBSTRBUANFRARLE, AZSHBEEREATNRENNETE , A UAZEHHHN
H#= Amazon configX#FHiRiE. Amazon £= config XML F ZSHMUMRE (M HEE
X)), MEATENHRERNAREFTENEE. HX Amazon HZEcredentialsX#configil
XHHTEITE , S MAmazon SDKs #1 T ESZ15/,

REZBHRETENHZconfigXHiREH I ELH , H HRE Amazon SDKs TEHREW | LU HK
TRRBBESNNAREF Z BN —BIEE.

EEE SDK A BMMRZEBHEEXHFBENNAAIRE , 52 HAmazon SDKs M1 TESEEEH
HIRESE,

ATEFPinBEENEERHEEFE

SDK 28 EJL/MUE ( KR ) UEREEE.

BEABSAREER R 15


https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-Aws.Ec2.Ec2Client.html
https://docs.amazonaws.cn/sdkref/latest/guide/
https://docs.amazonaws.cn/sdkref/latest/guide/file-format.html
https://docs.amazonaws.cn/sdkref/latest/guide/settings-reference.html

ERAT PHP #9 Amazon SDK WA 3 FF & ARIER
1. ERBHPERFEFAHEAFRENEAEXNREBDEETFHMOEMRE,
2. IMEEZE
- BRRENRTENFHARFE , BSH (TESEEM) Amazon SDKs Ml (TESZEHEmM) H
WIRET &,
- FEE  BUUETRERABESRN shell REHRETE : RER. AFPR , URBELRIRSE
Ko
3. #Z config X## credentials X

- BRIEEXEXHNEFAELR , F5H (TESEERE) configfl (TESEER) P “HE
Amazon SDKs flcredentials3

4. &5 SDK RRBEBAR G ZENEMBRIAE,

- REEM ( fla"Region” ) REMRINE. BYLAENRB, HFREJHE config XHHAHEIE
EXLREM, MR SDK TEREMATFENEE , APl ERESITRSRK.

BRYXNEAEBERES , EAT PHP 9 Amazon SDK k7 3 B FERATIHRMEESE , FEZIERH
EFEERAmazon Web Services X1 i, XEZ[TNESHANEMERER  XERERHEFSZE
B SDK Wiz 1T 8, flin , EARSE=H EC2 Lfl,

BIEE RN IEE B RS & 7 i

BEEENARFERUERE - PMRESEF,IE T EES Amazon Web Services FREEE. BEEFREES 2
BIBRRMWEZE Amazon Web Services REAH , UL EBIEEZRMBAT , RtETRTHEL,
ClI2ELEBZeM, BROCBANEREFEETS , LEBUUET I THENARER K MARLEBESR
A H R\,

ERATHSHNER B ERSE i

MREFBENAEERERBINEDRIR , M AT LAE A Z &R BOR IR RS T iR

require 'vendor/autoload.php';
use Aws\S3\S3Client;

$s3 = new S3Client([]);

BIEARBREET —1 S3Client X6, HHIETREF , SDK 2EREBERHEFEMRERME
HiRiE. SDK #kEREEE , MAEMZE,

PIEERANPREREN RS E S R 16


https://docs.amazonaws.cn/sdkref/latest/guide/environment-variables.html
https://docs.amazonaws.cn/sdkref/latest/guide/file-format.html
https://docs.amazonaws.cn/sdkref/latest/guide/file-format.html

EAT PHP B9 Amazon SDK WA 3 FFRARIEE

BB TSR P AT EAEINR A Amazon Web Services X1, B85 MEIN SR E 4, EHEMNE N b
J5 , SDK %7 fEAr E4E A B Amazon Web Services X8, , R IFHEB N ZEEZERRLEEIINER
B, MR SDK TEKFIXLE , NEFIHmEIZE KK,

FERAF PHP 89 Amazon SDK RZK 3 IMET 2

BT RKRSBHMAZIENA X SDK iZE S Amazon SDKs , EAT PHP & Amazon SDK fR7s 3 & Al 4
UTHETE .

AWS_SDK_fn#k_JERRIA_ELiE

RER , WIMET B L SDK Bk Amazon configX# 2z EMcredentialsX# (~/.aws/
config~/.aws/credential) MNEEIE

AWS_SDK_UA_APP_ID

REBEXNMARFRAR , LEBEE SDK R HAVIERK User-Agent 73k H,
AWS_SUPPRESS_PHP_DEPRECATION_WARNING

MiZRE RN true B , 2#04] SDK TTRELE Y PHP HHEE,

£ SEF T PHP B9 Amazon SDK x4 3 WA B ERS & F i

BRY (BERNBRIR ) ESARLARERSEF S m/h , BETUERBD P URES AN ERITE
o

BEAERBFEERSEF iR , B UEHLEH VS AT ANED, AIBINEESERIRERN XS HE
B U EREPHITIRE

RPN EXREE

&R A B P um A A E R B R IR TR R BR A, MNERBF BN R ERS T A iw. T T =6
B, RERBEAREE T wEA N XE AW

require 'vendor/autoload.php';

use Aws\S3\S3Client;
use Aws\Exception\AwsException;

//Create an S3Client
$s3 = new S3Client([

ERT PHP #9 Amazon SDK R4 3 IFEL & 17


https://docs.amazonaws.cn/sdkref/latest/guide/settings-reference.html#settingsPages

EAT PHP B9 Amazon SDK WA 3 FFRARIEE

'region' => 'eu-south-2'

1)

BXAERASHNES , FEHREELETNEE,
FER , RNAROAFFHREXRHREILE. XRREN SDK ERAMNFIEREEFERERZILEEE.

£ SZEATF PHP B9 Amazon SDK [ 3 B & FinfdiEssik il RiFEMANA T ArEE AN E P IR EiE
M, SIENEFHAER , BENEIHBAETE, ENMNEFFHN AP XEFPRNETXEFENEF K
BB LI,

A Sdk 3

Aws\Sdk KEERNEFFIRT , Fﬁﬂ”’é‘ﬂ%’l\g)ﬂ RV HEEEET, FZAURELSBESTF iREE
BBV T th AT R 4 Aws\Sdk K, XERMaNATENES mEERR.

FA
require 'vendor/autoload.php';

use Aws\S3\S3Client;
use Aws\Exception\AwsException;

RIS

// The same options that can be provided to a specific client constructor can also be
supplied to the Aws\Sdk class.
// Use the us-west-2 region and latest version of each client.
$sharedConfig = [
'region' => 'us-west-2'
1;
// Create an SDK class used to share configuration across clients.
$sdk = new Aws\Sdk($sharedConfig);
// Create an Amazon S3 client using the shared configuration data.
$client = $sdk->createS3();

FMEEFRHRGATHENETNE T REINNBEN T, BFRBENRERFEAIUEXKBASRMYE  HE
AERSWAZRAER (B0, “S3”, “DynamoDb” & )

$sdk = new Aws\Sdk([

A Sdk 3£ 18


https://docs.amazonaws.cn/aws-sdk-php/latest/

EAT PHP B9 Amazon SDK WA 3 FFRARIEE

'region' => 'us-west-2"',
'DynamoDb' => [

'region' => 'eu-central-1'
]

1)

// Creating an Amazon DynamoDb client will use the "eu-central-1" Amazon Region.
$client = $sdk->createDynamoDb();

BRETRSNEEELES THRETRSNENRRE (BIBRETRSNELEHIRRE) .

(® Note

MREHENARFHERASANEFRES | BB UEMER Sdk XKEBEFiK, Sdk XKLH
HEHNEBNTRIESEFWREAR— HTTP Fh i , A ARBRSNTARTESFFRHIT
JEFAZE HTTP XK. MRARTEEEFRARERAE - HTTP EFin , IFRTESEF KK
KB HTTP B R AT 8E 2B ZE RSS2 H #Y Promise 4,

FERAT PHP 89 Amazon SDK iRZK 3 fY %/ i #9315 851 T

FEFRAERBETAERE S iRERRPRA | BT BURHE Aws\Sdk R, NEFEREEFFRE
HNETHALREVNBNBEFRM T, S8NFFIRN AP XUEHENA TiXE R ENEFinl &L
B,

MRS EHBREFTEFIHIIENE P IHMIESFET , N SDK for PHP 2@ MNHFET E, Amazon B &
XA EHKE, IEEFEHREE—NEIERHEZREN— Amazon Web Services X1 B , E L&
AR IX LR B N W ERBUE TR EAERE,

RIANBRT , IRENEEXHRUTEERPH .aws/config, BEN ~/.aws/config. B
=, WA LAEARIEEE AWS_CONFIG_FILE RigEMRINE B XHFENNLE, il , mREEH
open_basedir RERFIX4FE B KX H4HE , XATsER81HE Ao

BXHZE Amazon config¥#Fcredential sXHHNEMEXNEZEL , 55 (Amazon
SDKs fMITEZEiER) FHEE.

BXRUUEREXHHIRESIENNETERBENFESLRE Amazon BEERENFMAESR , FSH
(MIESEIERE) PHE EAmazon SDKs M5 HKIFIEESE,

BB LT

9 3E B FE T 19


https://docs.amazonaws.cn/aws-sdk-php/latest/class-Aws.Sdk.html
https://docs.amazonaws.cn/aws-sdk-php/latest/
https://docs.amazonaws.cn/sdkref/latest/guide/creds-config-files.html
https://docs.amazonaws.cn/sdkref/latest/guide/settings-reference.html

EAT PHP B9 Amazon SDK WA 3 FFRARIERE

* api_provider
- Rit

+ debug
 stats

© ImR

* endpoint_provider

» endpoint_discovery

* handler

* http

* http_handler
- BENXH

* region
o Hid

+ scheme
- B

* signature_provider

* signature_version
* ua_append
* use_aws_shared_config_files

 RAE

LT REIER T W& £ A Amazon S3 & P isfais B3,

use Aws\S3\S3Client;

$options = [
'region' => 'us-west-2"',
'version' => '2006-03-01",
'signature_version' => 'v4'

1;

$s3Client = new S3Client($options);

o) 15 R B T 20



EAT PHP B9 Amazon SDK WA 3 FFRARIEE

BEXUEEFIRNEZEER |, 55 M@the section called “BIEEARREZEF K,

api_provider
Type
callable
AIEAAMN PHP | EZRE, RENRESEH , HRE-HAHNNEERE, REETHN
api., waiter = paginator Z—o

RINBERT , FATEGSFEATMNF X ITESBH Aws\Api\FileSystemApiProvider X#R &
AP| 3 ##9 src/data =61,

AT
Type
array|Aws\CacheInterface|Aws\Credentials\CredentialsInterface|bool|

callable

f£i% Aws\Credentials\CredentialsInterface WRUFEREEEZIEEH, UTHRBIEENE
A 1AM Identity Center ZiERR IR, RMEFREMN SSO FiERMHERF,

$credentials = Aws\Credentials\CredentialProvider::sso('profile default');

$s3 = new Aws\S3\S3Client([
'region' => 'us-west-2"',
'credentials' => $credentials

1);

MREATEREEXH , BEL—ANTROPAEREXHBHRRER default’, ETHREXREETAE
BXHHNEZEER , FZHconfigNl TESE P HEZAmazon SDKs HlcredentialsX .

MEEERESFEANZIIREREF K MBABREITREERE , WA TS HORIERKT = ENEIRE
EEERBEAN, HHEEREEREIINRIIRIHVEE —MERBFLEN , ZREEFTETESR
ZHEANRMER, YEEEECABNEIRMAEERRN , EAHEEMNEIRE S EE A A FHE
X, EREHMCREBZERER. EEATHREREZIINXRES , 55 EAmazon SDKs 1T ESEE
EHRRNEIREERE,

& B BUE T 21


https://docs.amazonaws.cn/sdkref/latest/guide/file-format.html
https://docs.amazonaws.cn/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain

EAT PHP B9 Amazon SDK WA 3 FFRARIERE

t5i% false MERAZEEIIH AT ERZSE,

$s3 = new Aws\S3\S3Client([
'region' => 'us-west-2',
'credentials' => false

1);
B TRANZIEREEFEK , UEARKCIREEIE,
use Aws\Credentials\CredentialProvider;

// Only load credentials from environment variables
$provider = CredentialProvider::env();

$s3 = new Aws\S3\S3Client([
'region' => 'us-west-2',
'credentials' => $provider

1)

FEFNEI£EE] Aws\CacheInterface 3£l , MEEEZ N HRENERIARHERFERER
=T

use Aws\Credentials\CredentialProvider;
use Aws\PsrCacheAdapter;
use Symfony\Component\Cache\Adapter\FilesystemAdapter;

$cache = new PsrCacheAdapter(new FilesystemAdapter);
$provider = CredentialProvider::defaultProvider();
$cachedProvider = CredentialProvider::cache($provider, $cache);

$s3 = new Aws\S3\S3Client([
'region' => 'us-west-2',
'credentials' => $cachedProvider

1);

BRI BAEE AT PHP Y Amazon SDK IR 3 WEREEMPHRIEXOERHEIENESEFEE,

(® Note
DR EE H 1 6 F B HE A B8 IE

o3& B BRI 22



EAT PHP B9 Amazon SDK WA 3 FFRARIEE

debug
Type
bool|array
RMEAXRBRMERNEAREE. BEEEREeEERNBER LB R EESFNESHNEMITENE
B, RAAEPEBEEXEFRAMEANSE HTTP ABEFNER (Hln , #@if cURL il ) .

REN true UMEEREFRNERBAEE,

$s3 = new Aws\S3\S3Client([
'region' => 'us-west-2',
'debug'’ => true

1

// Perform an operation to see the debug output
$s3->1istBuckets();

B R BEE U T RIVRE A,
logfn ( AIAA)
BEAFERRAANER, RIAMBRT , 268 PHP B9 echo B¥,

stream_size (int)

HRO KPR FHRBFE , FFEFRBIE. REN 0, UFEFREMRKE.

scrub_auth (bool)
Ri&Efalse N ATEAMNIEREEFBEEFHRIUERE ( XEKREEN Amazon 1HEE4R ID X
EFfHEEE] ) o logfn

http (bool)

REN false , UAERER HTTP A ERFHFR"IhEE ( WMTE cURL il ) o
auth_headers ( #t4 )

RENEEHROIRKRE T R B R NN ENR/EBRS . BRIEN scrub_authi&EXR
true , BN LFEHAXLEE,

9 3E B FE T 23



EAT PHP B9 Amazon SDK WA 3 FFRARIEE

auth_strings ( 48 )

RENERS T BRI ENREXNVBMERS, NRFF scrub_auth IREN true , SHRIE
BiEARESR N ER X EE,

$s3 = new Aws\S3\S3Client([

'region' => 'us-west-2',
'debug' = [
'logfn' => function ($msg) { echo $msg . "\n"; 1},
'stream_size' => 0,
'scrub_auth' => true,
"http' => true,

'auth_headers' => [
'X-My-Secret-Header' => '[REDACTED]',
1,
'auth_strings' => [
'/SuperSecret=[A-Za-z0-9]{20}/i' => 'SuperSecret=[REDACTED]',
1,
]
1);

// Perform an operation to see the debug output
$s3->1istBuckets();

(® Note

Wk IA R HE http BiEMERNEE HTTP L BREFEE. BidmdHxXT& ERT
PHP By Amazon SDKARZ2HiRIEREER., EAAXTEESHITHREN , FARENMESR
BRI R

stats
Type

bool|array

FEASTHESEIF A IECLRERANERNER,
REN true MRERXRAARIEE RO LR ITHIE,
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$s3 = new Aws\S3\S3Client([

'region' => 'us-west-2',

'stats’ => true

1)

// Perform an operation

$result = $s3->listBuckets();

// Inspect the stats

$stats = $result['e@metadata’]['transferStats'];

BT U RIS AT RIVRBREA,

retries (bool)

REN false UNZHMNEHZEAKRE. MUBERT , 2REAFREEHSE ITHIE

http (bool)

REBEtrue N AT MMBRERBIM HTTP EEEFWESLITEES (il , FIRENE
GuzzleHttpTransferStats ) . HTTP 0BREFHMEFHF _ on_transfer_stats £ , iREF 4%
Mo HTTP ST BIEUKRBRBAN RS BANFNIRE ; BN XBEBARHTSEF RN HTTP LB
BEFEAERERENEZRSITHIE. BRABRTER.

MREEHTEMER , MSRESRERNEEETHIE , $result['emetadata’]
['transferStats']['http'][0] BEE —IRBERNEITEIE , $result['emetadata’]
['transferStats']['http']1[1] BEEZXBERVEITEIE |, LA EHE,

timer (bool)

REN true LERAGTITRER , AREE-—REMANSEMSSRE (AP REN ) . RRIABERT

ZH.

$s3 = new Aws\S3\S3Client([

'region' => 'us-west-2',
'stats’ = [
'retries' => true,
"timer' => false,
'http' => true,
]

1);

// Perform an operation

9 3E B FE T
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$result = $s3->1listBuckets();

// Inspect the HTTP transfer stats

$stats = $result['@metadata’']['transferStats']['http'];

// Inspect the number of retries attempted

$stats = $result['@metadata’']['transferStats']['retries_attempted'];
// Inspect the total backoff delay inserted between retries

$stats = $result['emetadata’]['transferStats']['total_retry_delay'];

Ui S
Type

string

Web REH T URI, X2 AWS Elemental MediaConvert ZREMS4EN |, XERSHEAKSEE

HimRo. X TFiXLERS |, EFH describeEndpoints A ER iR S,

REEZTEE RS (20, Amazon S3 By AR AR A< TR 25 # Amazon DynamoDB ) R EE,

LAUR RIEZZ| A # Amazon DynamoDB #9741 :

$client = new Aws\DynamoDb\DynamoDbClient ([
'version' => '2012-08-10',
'region' => 'us-east-1',
'endpoint' => 'http://localhost:8000'
1);

BXRTHAmazon XKML inT %K , i5S R Amazon XKML w2,

endpoint_provider
Type

Aws\EndpointV2\EndpointProviderV2|callable

EndpointProviderv2 s PHP B AT ASEAl , TSR MMIEAE , 2% | M X B4, ©

RE NULL SR RBBENRHE , EFmRU B8R4 F/,
U R BE R 6 22 & ] 2 BV i QIR IR R 7o

$provider = function (array $params) {

o3& B BRI
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if ($params['service'] == 'foo') {
return ['endpoint' => $params['region'] . '.example.com'];

}

// Return null when the provider cannot handle the parameters
return null;

1)

endpoint_discovery

Type
array|Aws\CacheInterface|Aws\EndpointDiscovery\ConfigurationInterface]
callable
WMARIRGHEEIZFRARKANES APl WEBRR, N TXREFREERI[KIANERS ,

E%Fﬁﬁﬁﬁﬂﬂﬁﬂl‘ﬁ?%ﬁﬁ endpoint_discovery, HIRBREFAZHFim[AIM , N ZBEEE,

Aws\EndpointDiscovery\ConfigurationInterface

— N AEEERMER , THNRSEENREKI A EZSIRS APl BYE MK R

Aws\EndpointDiscovery\Configuration NREZHNED , BIFEM/RE enabled” ( EREE

BRBKREIN ) MBS cache_limit’ (IETmAEETHRAERE ) .

HFRIBNEBNEF I , %1% — Aws\EndpointDiscovery\Configuration ¥ RIUFEARK S L

DR EEE.

use Aws\EndpointDiscovery\Configuration;
use Aws\S3\S3Client;

$enabled = true;
$cache_limit = 1000;

$config = new Aws\EndpointDiscovery\Configuration (
$enabled,
$cache_limit

);

$s3 = new Aws\S3\S3Client([
'region' => 'us-east-2',
'endpoint_discovery' => $config,
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1)

f£i% Aws\CacheInterface WEHIUEF R AMEZMREPRENE.,

use Aws\DoctrineCacheAdapter;
use Aws\S3\S3Client;
use Doctrine\Common\Cache\ApcuCache;

$s3 = new S3Client([
'region' => 'us-west-2"',
'endpoint_discovery' => new DoctrineCacheAdapter(new ApcuCache),

1)
B EERIR R AN,

use Aws\S3\S3Client;

$s3 = new S3Client([

'region' => 'us-west-2',
'endpoint_discovery' => [
'enabled' => true,

'cache_limit' => 1000
1,
1);

handler
Type
callable
—MNEERF  BEEZTTNRMEBERINR , HREESEHHE R GuzzleHttp\Promise
\PromiseInterface WRHFECIE4 H E R Aws\ResultInterface H&i% (Aws\Exception

\AwsException), LEBEFFEI T —IMERERF , EATCRELE , FHNHRTHS. NRREMH
ELERRF , NEARIAN Guzzle o BRERF,

O LAEA Aws\MockHandler REIEM LRSI X ERFE, BHERIAFTEAN , RAEFIZRR
FIFO Jlii/F MockHandler FETHR

use Aws\Result;
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use Aws\MockHandler;

use Aws\DynamoDb\DynamoDbClient;

use Aws\CommandInterface;

use Psr\Http\Message\RequestInterface;
use Aws\Exception\AwsException;

$mock = new MockHandler();

// Return a mocked result
$mock->append(new Result(['foo' => 'bar']));

// You can provide a function to invoke; here we throw a mock exception
$mock->append(function (CommandInterface $cmd, RequestInterface $req) {

return new AwsException('Mock exception', $cmd);

1)

// Create a client with the mock handler
$client = new DynamoDbClient([

'region' => 'us-east-1',

"handler' => $mock

1)

// Result object response will contain ['foo' => 'bar']
$result = $client->listTables();

// This will throw the exception that was enqueued
$client->1listTables();

http
Type

array

REN—HHTTP W , XERTURNATHA R TESIMIEN HTTP FRME 8
FRIESXFEUTERERR

cert

Type

string|array

o3& B BRI
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EE PEM XN &P IRIEF.

c REN—NFHE , LFFRRINEED X4 E,

use Aws\S3\S3Client;

$client = new S3Client([

'region' => 'us-west-2',

"http' => ['cert' => '/path/to/cert.pem']
1);

- RENTEREMBRDIRAE

use Aws\S3\S3Client;

$client = new S3Client([
'region' => 'us-west-2',
'http' = [
'cert' => ['/path/to/cert.pem', 'password']

1);

connect_timeout
—NERY , HREZHEERSHINEESTNUH. £ 0 TRBESF (HIA1TH) .

use Aws\DynamoDb\DynamoDbClient;

// Timeout after attempting to connect for 5 seconds
$client = new DynamoDbClient([
'region' => 'us-west-2',
"http' = [
'connect_timeout' => 5

1
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debug

Type

bool |resource

JERER HTTP LREFHRHBRES. TR HTTP ABEFRENBRAESLERTR.

« f&i% true BUFARBEEA STDOUT,

« f&i% resource IREIR fopen , SAFRIHH HEAKFEN PHP &R,

decode_content

Type

bool

EREM HTTP L BREFT KERMBMWIEN. MRFBEH , EFHMMERIEX TJEEA GuzzleHttp
\Psr7\InflateStream k¥ X,

(® Note
MIABIRT , EFRTESHNMRIAHTTP L BEFFRERANTEB, N TXU@EREME ,
BERINREBTTEE R, MRE Amazon S3 REMER M , RINBWER S3 FF iR EH
NA G,

use Aws\S3\S3Client;
use GuzzleHttp\Psr7\InflateStream;

$client = new S3Client([

'region' => 'us-west-2',

'http' => ['decode_content' => false],
1);

$result = $client->getObject([
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'massize_gzipped_file.tgz'

1

$compressedBody = $result['Body']; // This content is still

gzipped

9 3E B FE T
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$inflatedBody = new InflateStream($result['Body']); // This is now readable

delay
Type

int

EREBERZABERENENHR. XBEERATERBERZANER,
expect
Type
bool|string
LETURME IR ZEAM HTTP AR F. BIAMBERT , HEBFERNVEER 1 MB iR E “Expect: 100-

Continue”#53k, true = false EFMEER L HARERZIrk,. MBFEHER , MWRXEEIGEH L
REWERSGERZRL, BERRE , MREXANKRA , MPFRZE Expect $rko

/A Warning
2R Expect ¥k AIFBG L ARSFIR B & I IE SR H M IR, Bi/v 0t EE B & I,

HE
Type

callable

ENEERTRAHENARANEE. ZRBEIUATSH

1. M ETHNEFZT .
2. BRI AL THHZTH
3. Mt EEEMNFTH.

4. BIBRIA L EERNFTH,
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use Aws\S3\S3Client;

$client = new S3Client([
'region' => 'us-west-2'

1)

// Apply the http option to a specific command using the "@http"
// command parameter
$result = $client->getObject([

'Bucket' => 'amzn-s3-demo-bucket',

'Key' => 'large.mov',
‘ehttp' => [
'progress' => function ($expectedDl, $d1, $expectedul, $ul) {
printf(
"%s of %s downloaded, %s of %s uploaded.\n",
$expectedDl,
$d1,
$expectedul,
$ul
);
}
]
1);
proxy
Type

string|array

A LAE A proxy R DUEE LB E#E S Amazon RS

- BRE—NFZHEENEESFMEXENNE URIs, ZREFHFRETUNIEAR. AFRENEE,
g0 "http://username:password@192.168.16.1:10",

- BEAEBRENXBEKRE  HPER URINAR , ERATE URI MR (81, &AL
R ehttp” M https”is RIBHFREIWRE ) .

use Aws\DynamoDb\DynamoDbClient;

// Send requests through a single proxy
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$client = new DynamoDbClient([
'region' => 'us-west-2',
'http' = [
'proxy' => 'http://192.168.16.1:10'
]
1);

// Send requests through a different proxy per scheme
$client = new DynamoDbClient([
'region' => 'us-west-2',
'http' = [
'proxy’ => [
'http' => 'tcp://192.168.16.1:10",
"https' => 'tcp://192.168.16.1:11",

]
1)

BT LAE R HTTP_PROXY BT ERE B hitp"H IS ERNRE |, £H HTTPS_PROXY PRE 3 & R HL
B “https™ 45 EM R E,

sink
Type

resource|string|Psr\Http\Message\StreamInterface

sink TR G ERHR R R T R BHE T SR B LE,

« £ resource JREH fopen , LU IE X T F PHP o
« Mstring BN EBHEXHERE LHORE , LUFRAEX THE#EE ENBEXXH.
« 2 Psr\Http\Message\StreamInterface , UMM IE X FEHE4EEM PSR FI Ko

(® Note

RAMBRAT , FRITEGLR/WNEX THE PHP IGER, XERE , B2 —EREEN
A, EFEXKNNEE 2 MB , AR BIEFEE A#E L/ IGES ST H.
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synchronous
Type

bool

synchronous TS HMER HTTP L BRERF |, BITEREIEER,

REN true , AEHEM HTTP L EBEF , BEM Web RRERNERHIRBHEREX , IARBME
BT T8 I8N, Amazon S3 il &3 3 FR AR L G BRI R X SR H AT IR X AE 5

timeout
Type

float

—MERY, HRERER (AN EA ) . £H 0 TRBFRF FIATRH).

use Aws\DynamoDb\DynamoDbClient;

// Timeout after 5 seconds
$client = new DynamoDbClient([

'region' => 'us-west-2',
"http' = [
'timeout' => 5
]
1);
7::AWN
Type

bool|string
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B L MEAverifyhttpit T B E X SDK HIXI & SSL/TLS iEBRIEITH,

« iEBtrue AT A SSL/TLS NEFIEBRIEHFEARERSIRUENERIN CA HH
« ZENRN false UEZARFIERRIE, (XHELFZE!)
- WERN—NERER , LIRS CAEHBEHMINEE , NERABEN CA HEaE AR,

MERTERGH CA B IHEREER , FAFRXIETRME CA BHINER, IREFTEE
HIER CA 403 , Mozilla Rt T TMULA THWER CAB4E ( B cURL W E4y ), —B
R P ER CA H4E , WA openssl.cafile PHP.ini B R IEMIZ X HHRE | NTZEE
verify ERIEM, BAILAE cURL Wit ETHEEX SSLIEPHWEZHMES,

use Aws\DynamoDb\DynamoDbClient;

// Use a custom CA bundle
$client = new DynamoDbClient([
'region' => 'us-west-2',
"http' =>
'verify'

I m

> '/path/to/my/cert.pem'
]
1);

// Disable SSL/TLS verification
$client = new DynamoDbClient([
'region' => 'us-west-2',
"http' = [
'verify' => false

]
1);

http_handler

Type

callable

http_handler RMATFHFA X ITEISHAM HTTP BEFWHER. http_handler EIE — N
¥, % Psr\Http\Message\RequestInterface ¥ RM—AMAFHTH http &M , HIRE
EEMHER GuzzleHttp\Promise\PromiseInterface WR[EIELH ERUT —HAREHRE
B Psr\Http\Message\ResponseInterface R :
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« exception - (\Exception) BEIHNZE,
« response - (Psr\Http\Message\ResponseInterface) WEIMNME ( MNEEF )

« connection_error - (bool) IREN true BUREIRIFIEHIEEEIR. FHERENRN true &RV

FRIEGEHERZRE (MRFE ).

FRIEGEBEEA http_handler M RTIEKFTIZMI handler SKFLEER http_handler A
IE® Aws\WrappedHttpHandler &I,

RUNBERT , FRTESER Guzzle tFAHE HTTP A EBREF, SAINEXERETEN HTTP LEE
FF, &N Guzzle FFiniRAHEEH M B E LA,

& & TLS fxAs

—fERABEFEFA Curl Fi&E Guzzle FHAM TLS iRA |, BIIEEENIFERERET Curl, BEE
Curl X FRIZ#EH TLS MRAMIRALY R, BRIANBER TSERARHMRA, MREABRIRET TLS A& , B
BEEBRSB/BAIXZBRERAE , Ma-E£8EiR  MARERAERMN TLS R4,

B LB debug BFIRETIRE N true K E SSLiEEHE , BWEATAEEFIHIRMEN TLS
MRAR, BITERKELTF : SSL connection using TLSv1.2

®iE Guzzle 6 EA TLS 1.2 BYRAI -

use Aws\DynamoDb\DynamoDbClient;
use Aws\Handler\GuzzleV6\GuzzleHandler;
use GuzzleHttp\Client;

$handler = new GuzzleHandler(
new Client([
'curl' => [
CURLOPT_SSLVERSION => CURL_SSLVERSION_TLSv1_2
]
D)
bE

$client = new DynamoDbClient([
'region' => 'us-west-2',
"http_handler' => $handler
1);
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® Note
http_handler &M SERATRENEM handler EI,

Be & 3

Type

string

“orofile” IS EM £ B FHHERXH 02 Amazon ERNEFRANEE XY (BE~/.aws/
credentials )., MWIRENFESE AWS_PROFILE SMEEE,

(® Note

BE ‘BEXH LMt |, FRKIZ" "credentials"i&l , HZ K Amazon BLE X HF EEE
HXWIRE (BE~/.aws/config)

// Use the "production" profile from your credentials file
$ec2 = new Aws\Ec2\Ec2Client([

'version' => '2014-10-01',

'region' => 'us-west-2',

'profile' => 'production'

1)

BEXREEEZEMN.ini XHEEXNWESZEER |, B5SR EAT PHP 9 Amazon SDK RA 3 BIESE,

region
Type

string

true

Amazon EEZENXE, EXTRHAXEMNYIER , BSHE Amazon X% &
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// Set the Region to the EU (Frankfurt) Region
$s3 = new Aws\S3\S3Client([

'region' => 'eu-central-1',

'version' => '2006-03-01'
D

BHis
Type

int|array|Aws\CacheInterface|Aws\Retry\ConfigurationInterface|callable
BRIA

int(3)

BEEREXANNEFLRATFHNEAERRE, %% 0 AERER.
“HERERR

« legacy : BRIAWIBMREHEH
« standard : AT EREFARS , U LEFRAATEAIHNER
- adaptive : MEEMAEER L , FNTEFRERRHZR. HIFE , KESXFIANRZRHEN,

ERNEEHEMEREANEANEAZHIORNBAR, BEAUEATREEIRFENLNTENLE
HITIRIE,

L S

ERBRENLERIFOTAER (18X23, FF)

1. B IRELE IR
2. RETE
3. Amazon £E & EXH

HETE

« AWS_RETRY_MODE - i% &N legacy. standard = adaptive,
« AWS_MAX_ATTEMPTS - iRE N EHE , KR RENMNERNEREZR XK
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HENEENXHESR

- retry_mode - ®EN legacy. standard = adaptive,
- max_attempts - RENEHE , KRENMNERNEXRZH IR

&P iRl iE

THEHREIEX Amazon DynamoDB & FinZ A ER,

// Disable retries by setting "retries" to 0
$client = new Aws\DynamoDb\DynamoDbClient ([
'version' => '2012-08-10',
'region' => 'us-west-2',
'retries' => 0

1)

LT RBIMEA—NER , XFEBIAN legacy RXHEAEABBENEZHIRE

// Disable retries by setting "retries" to 0
$client = new Aws\DynamoDb\DynamoDbClient([
'version' => '2012-08-10"',
'region' => 'us-west-2',
'retries' => 6

1)

Aws\Retry\Configuration ¥ REFEZFHNSH , NEHER

MRTEBMERVEAZHRBHBY, RGUEE -

BTFEREEMN Aws\Retry\Configuration MR,

use Aws\EndpointDiscovery\Configuration;
use Aws\S3\S3Client;

$enabled = true;
$cache_limit = 1000;

$config = new Aws\Retry\Configuration('adaptive', 10);

$s3 = new Aws\S3\S3Client([

9 3E B FE T
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'region' => 'us-east-2',
'retries' => $config,

1)
WREEA—NMNATERBENEE,

use Aws\S3\S3Client;

$s3 = new S3Client([
'region' => 'us-west-2',
'retries' => [
'mode' => 'standard',
'max_attempts' => 7
1,
1);

e RBIEE Aws\CacheInterface WG EEFRINEREERUEEFREMNE,

use Aws\DoctrineCacheAdapter;
use Aws\S3\S3Client;
use Doctrine\Common\Cache\ApcuCache;

$s3 = new S3Client([
'region' => 'us-west-2',
'endpoint_discovery' => new DoctrineCacheAdapter(new ApcuCache),

1);

scheme

Type

string

FRIA

string(5) "https"

EERNEEAN URI R, RMABRT , FRTES2EA https"iw < ( BIEA SSL/TLS E#E ) . &
A LUEEFF scheme RIERN ‘http” , = IRXIET R M1 H “http” i KRREEEARSS

$s3 = new Aws\S3\S3Client([
'version' => '2006-03-01",
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'region' => 'us-west-2',
'scheme' => 'http'

1)

BXFERIRUEBESREZE http FER , S8 Amazon Xig#lix 2.

AR S5

Type

string

true

EFEANBRSNEN. EERAFTATEGRUNETF R , BIABER T2RMALE (B Aws
\S3\S3Client ) , HMNAF X TEIPERLFEHEFSRENRSEH , LETMBREA,
signature_provider
Type

callable
— T AANR , CESZZRAEHR (HHvs) . BRESBHM Amazon XiFHiEEAws

\Signature\SignatureInterfaceX R , NULLRERMEEBE NAESHOELEE, LiREHRE
FRATHEMEFIREANSEA,

FF & T ES Aws\Signature\SignatureProvider XFEHETAATLEEEUZRIEHERF
RNETEE &

signature_version
Type

string

—NFHE, RIEATHRSNAELSERBRAE (flnvse F ), MRFE , 8MREZBRAG T8
BHILFROHERRA,
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UTREGBRTNAEEEZFERAZARA 4 B9 Amazon S3 BFF i :

// Set a preferred signature version
$s3 = new Aws\S3\S3Client([

'version' => '2006-03-01',
'region' => 'us-west-2"',
'signature_version' => 'v4'
D
(@ Note
EFmERKN signature_provider AJREEH BB EIZMM signature_version &I,
FARIESEANERIN signature_provider AJLABIZ“v4”H“anonymous’& & iR A &
TR
ua_append
Type

string|string[]
BN

[]

NIEMEELL HTTP A BEFNAFREZFENZHERNFHERE.
use_aws_shared_config_files
Type

bool|array

AN

bool(true)

RE N false IZALE '~ PRERZEEXH, aws/config’ and ‘~/.aws/credentials's XHFEE
AWS CONFIG_FILE SREZ &,
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IOur
Type

bool|array

BRIA

bool(true)

SEN false UZRAEFmRSHEIE, BAELRIN | AR IESKRHIRESMHEE , BX 5l AZBET

ito

// Disable client-side validation

$s3 = new Aws\S3\S3Client([
'version' => '2006-03-01',
'region' => 'eu-west-1"',
'validate' => false

1

REARBKHNBIDLEDTHA , LS ARENRIIAR :

« required - RIEVENSHEETEE (RIABH )
min - RIUFENRNKE (BRIABA ) .

- max - RIFENZEAKE.,

« pattern-RIHEREBEENRERXTE,

// Validate only that required values are present
$s3 = new Aws\S3\S3Client([

'version' => '2006-03-01',

'region' => 'eu-west-1',

'validate' => ['required' => true]

1)

[E
Type

string
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false

LIRTE E EE AR Web IREHIARAS ( Hl40 |, 2006-03-01)

M SDK WyRRAS 3.277.10 FFif |, ‘A EIM A BRLEN . WRZXBEERAED , M| SDK EARKRS
& im A SRR AR

EORRSE SR , ARPEREERRE S,

- BEAMR 3.277.10 ZBIH PHP SDK M7,
« BERBR 3.277.10 HESRA |, F AR EFEAT R RFARA RS F - iwhR A

Bl , U TFRBERERT SDK MiRAS 3.279.7 , B R R Ec2Client MHR IR,

$ec2Client = new \Aws\Ec2\Ec2Client([
'version' => '2015-10-01"',
'region' => 'us-west-2'

1);

HE IR R AT BT RS TR B A B 2 AN KT,

ESANEF BN AP S TIE L 9IRE T TR AP IRANSIR, MEBEATEMESEE AP IRA | I
HETEFF LT EARE,

Amazon Web Services X1 5 &M T PHP & Amazon SDK k7 3
HITIRE

SDK & FPim< Amazon Web Services RS EZEIFREQEE Fin it EEN B E Amazon Web

Services X1 IB, WEHEATFENNARFSZBEXHAH Amazon BREHFHITRE, HBRERH
BiREXEMNER T RIERSEF i , SDK FHERANSEE P BRIAKE,

(X 130 % A7 5
EA T PHP #9 Amazon SDK RxA< 3 £ F LA T IR/ 3K 8 2 AR $5 & P i 158 F TR (X4

1. RBHFRHENXE — IREEFFHEERBERHERNRE T X8 , WZXEMAETREEMRK
Ro
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https://docs.amazonaws.cn/aws-sdk-php/v3/api/index.html
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$s3Client = new Aws\S3\S3Client([
'region' => 'us-west-2'

1)

2. METE — MRABHAREXE , SOK FEZIMFREUTHERE
* AWS_REGION
* AWS_DEFAULT_REGION

# Example of setting Region through environment variables.
export AWS_REGION=us-east-1

3. Amazon BLE X - RAKREXFIFIELE , SDK FHE Amazon BLEXH :
a. SDK £ ~/.aws/config ( 38 AWS_CONFIG_FILE REFXEIETEMNMNE ) FEK
b. SDK #£ AWS_PROFILE IMEZXEBIEENBREX PR EXFHIRE
c. MIRRIEE AWS_PROFILE , Ml SDK fi i “default’Ee & 3 4

i, BIREMNBUTEEXFIRE :

# Example ~/.aws/config file.
[default]
region = eu-west-1

[profile production]
region = eu-central-1

MRS AWS_PROFILE BRETZTEMEIRE N “production” , MEFixAEM eu-central-1
Region, MRFIF7E AWS_PROFILE MREEE , NEFIRFER eu-west-1 X5,

4. R SDK # ERMEMRKFFEHREKIXEE , WasI2RE , RAXSERKRSEF IHH —H4H

RiE,

R{ERE

£ 5EATF PHP B9 Amazon SDK ks 3 FEA XA |, HZEUT RESSE :
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EAT PHP B9 Amazon SDK WA 3 FFRARIEE

EAEFRBFAEXREXSE

NTFEFNAREF , BMNEWERBHPERNREXE , MFREBHELZEH config, XEFE
RARBEETTNYE , HERD T X ERES B8y B,

EFF R MM AR P ERRREEE

X FFHEMMAHRE , FRTEZETUREREYE , MEAEFERNB.
EZNRR R EREEXH

MREHRARFZEEES Amazon REHIET , BEREXHHPERATENEE Amazon
configMEHBREFEE M ZE R,

A EAT PHP 89 Amazon SDK hxZs 3 EiF 1Rt rg

BXRUHAZIENGHEINSZEE Amazon SDKs , B T ESEEE PR EIEAmazon SDKs Hlif A
R

/A Important

HFZEZE , BRINNBBVETREREA root K #1T Amazon F1H, BES4SHE IAM AR
ERETH IAM FNZEBERE | TREFRZSEWN.

£ SEATF PHP #9 Amazon SDK 7 3 A |, ZiFIREENABE RN SDK B9 Amazon Web Services R
& B IRREARMEIL., SDK FAEKRENEIENESMNERFETMRLEE , NTTARSHETEHR
if, EIBEEEHRZA (—NMHRZA ID M— M RBRHBZA ) .

LA ME A IRETEP R | Fa0i& & IAM Identity Center & RIFSETHREE RN IEE IAM AN, &
ETHEARMEGRZAS , NIREX Amazon B IREY PR AT 5 R AR

EATF PHP B9 Amazon SDK iR 3 FHYEIFIREERT A ?

FIEREREFE — R, ZEPORE —1A GuzzleHttp\Promise\PromiseInterface
EHIHITEHE Aws\Credentials\CredentialsInterface M#KIE4 A Aws\Exception
\CredentialsException, SDK R ZfMEIFRMEFERHWEINH X , REETUXRIBECHE
ESGEERABEIESR MM EIEMBEILRE,

FUFRBREFEHIEA credentials BEFRRMEEREBLET, SIIRUEEFRERTSH , BtE
KR APl RERESLSBEIXN ERTER TG, Rt , HEITIREEFRBEZAFATIES
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https://docs.amazonaws.cn/sdkref/latest/guide/access.html
https://docs.amazonaws.cn/sdkref/latest/guide/access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
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BEFmEERBR TR EBRIEEIL, MREFIERMEEFRREREZIENSR , fFE Aws\Exception
\CredentialsException E4 API #&4E,

use Aws\Credentials\CredentialProvider;
use Aws\S3\S3Client;

// Use the ECS credential provider.

$provider = CredentialProvider::ecsCredentials();

// Be sure to memoize the credentials.

$memoizedProvider = CredentialProvider::memoize($provider);

// Pass the provider to the client
$client = new S3Client([
'region' => 'us-west-2',
'version' => '2006-03-01",
'credentials' => $memoizedProvider

1)

T EHAT PHP B9 Amazon SDK M7~ 3 R BRI IR L& 4%

BINEULIREREFSEH SDK AAN —RIAEZIEREEFEMK. ©H defaultProvider EUFIREREF
BRI , THEASH. RBBREILR , BREEFL,

BT EAT PHP 89 Amazon SDK i F# T EIFRHERF

. env EHEF - SDK BRERENRET BB Amazon HHEBH.

« assumeRoleWithWebIdentityCredentialProvider 272/ - SDK # % IAM A& F] Web
SO TEXHRE,

- TEHEMVILRTZ] , SDK £ = Amazon configflcredential sXHHRERKEE, SDK £ BINEE
XHTERERE , BMRIZET AWS_PROFILE REEXE |, SDK HEAEGHBEE XHE.

« sso RftiEfF - SDK EHE config X EHK IAM Identity Center Bt EiZE

« login provider-SDK EFHZEconfigXHHEK Amazon BHEERLFERERE

« process R{HFEF - SDK R E credentials XHHEFHK credential_process iRE&E,
c iniEHE-HHFRIESERZcredential sXHFHER Amazon IEHH IAM BEEE
+ process RHiEF - SDK EHE config X#HHEHK credential_process RiE

« iniREB-RUGFAXIESER-ZconfigXHHERK Amazon iIEHE IAM AEEFEE.

N O
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https://docs.amazonaws.cn/sdkref/latest/guide/feature-static-credentials.html
https://docs.amazonaws.cn/sdkref/latest/guide/feature-sso-credentials.html#sso-token-config
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« ecsCredentials EHTEF - SDK EXNELTE
AWS_CONTAINER_CREDENTIALS_RELATIVE_URI =
AWS_CONTAINER_CREDENTIALS_FULL_URI , X&T 2L HKREIGHEIEFMENEER,

« instanceProfile R{HFE/F - SDK £ EC2 L4l T B 3E IR SRIR BN 4 Bl & M 18 ER IAM
Af, SDK {RiEA S EREIGREIL,

(@ Note
ReEcBEERARHEFNER.

YRA]LATE GitHub R BBHEF B,
FEATF PHP 89 Amazon SDK fRZs 3 YA B EIF IR

SDK R T SAMBREIHEGRS AU LMERXEEEES | 0T AR EEREES
R AEA.

UREB RS E iR E ST RMEREFN , SDK A= R NFE A EN ST RAREFRMEE
if, ERMEARINEILREREFE, MREHNERSEFHEZEMEA instanceProfile #HERF ,
ABEERSEFEHEERBTIEE instanceProfile 2MHREFE LT BRIALE

use Aws\Credentials\CredentialProvider;
use Aws\S3\S3Client;

$provider = CredentialProvider::instanceProfile();
// Be sure to memoize the credentials
$memoizedProvider = CredentialProvider::memoize($provider);

$client = new S3Client([

'region' => 'us-west-2"',

'credentials' => $memoizedProvider // The default credential provider chain is not
used.

1)

/A Important

BIRHAT AP RERESARAKIERHEERF. IRNFBFIER -IANSBHES (SN
HMERMER RN ) RERLIAARAEFET , BFERFENFTIIRHEFZTEE Aws
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https://github.com/aws/aws-sdk-php/blob/0a99dab427f0a1c082775301141aeac3558691ad/src/Credentials/CredentialProvider.php#L77

EAT PHP B9 Amazon SDK WA 3 FFRARIERE

\Credentials\CredentialProvider: :memoize B F. RLELBFICEFAXIESE
ARNBIAEITRHER.

£}

« AT PHP B SDK 11 login IR HEF

« EAT PHP #9 SDK #1#) assumeRole REEFF

« AT PHP #) SDK 4 sso IR

- EAT PHP B SDK H# defaultProvider 1R t7E %
- AT PHP # SDK ##) ecsCredentials 1212+
- AT PHP ) SDK H# env R{EEF

« & T PHP B SDK ## assumeRoleWithWebldentityCredentialProvider 1252 5
- AT PHP # SDK HH ini IRHtERF

« & F PHP B9 SDK ##) process 2212 F

« @AT PHP K SDK ## instanceProfile 1Rt F

EHAT PHP 89 SDK # 8 login 2 HEF

Aws\Credentials\CredentialProvider::loginZiXMBHE T HREMNERLFHREN
ERE XE4SiER CLI Amazon ETERMER, BHRIES , Amazon £KER T A # Amazon
SDKs f1 T EfisatiE .

BELRE , B0 LUEREDNRKFPIERREENBIER, IAM AR50 RUEBRENIKESEH
HITHMRIUE , ™ Amazon SDK for PHP 2Bz N EERBIREIEP, XM A ELEREARIZE KEE
iE , Nmieg 7 224,

Z1T aws login @GRS , BRBMEZEF AL FPRITEE | AT UBLE TR KHZHN S HRIER
BEF , XFAFERIGENEILE, Amazon EAT PHP # SDK A Z KRS B3I R FX LI
R 12 /DT,

EERREEAZEHBERANEEXHNZBA I ERINEFZLETERBERNHRCE. NRER
FAEARFNREHEEXH , CEEZRBELE AR EAWS_PROFILEFETEXRBNEE M4 , AE
HERIEEX Hdefault, KIBABRETLMEEARESE  EBECIHRATRIFERNERR

SEFimregionE, MREEHAPREHXE , NRHEFFEHBEIREAWS_REGIONHFELR
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BREIXE  RAEGRECHENMNEEXHFRENXEE, WREFIXE , MREHEFREHIEL
MEE , R a8 A XN E XS5 HE,

RESFENRNEN—H28EA , TUEERFA.

use Aws\Credentials\CredentialProvider;
use Aws\S3\S3Client;

$provider = CredentialProvider::login(<profile_name>, ['region' => <region>]);
// Cache the results in a memoize function to avoid loading and parsing

// the ini file on every API operation

$provider = CredentialProvider::memoize($provider);

$client = new S3Client([
'region' => 'us-west-2',
'credentials' => $provider

1)

RINBERT , MRECEFANRSEF B LRBEHERLRE , N ZRHEFRSE
AdefaultProvider ()IEHEN—Ho#HTEA. EXMHERT , REFF RN XENB31%E
Glogin()iRftE, AHAEXMBERT , ERREEENX 428 , FEIKREAWS_PROFILEREETE
RBITIZBABEFREENVTE X HEdefault,

EA T PHP B9 SDK A H#Y assumeRole ZHEEF

MRIEFEH Aws\Credentials\AssumeRoleCredentialProvider BE A A BGIZZIL , NE
BERRARNER 'client' FHRHM StsClient EFMEEREM 'assume_role_params' 55,

@ Note

RiBBEESN AP| EEF R AR EHIREL Amazon STS EiF |, B0 LUE HiZmemoize B k4
BiF P HR BRI EIEN R &, S IFHTEE’JH'\V}M‘CE%O

use Aws\Credentials\CredentialProvider;

use Aws\Credentials\InstanceProfileProvider;

use Aws\Credentials\AssumeRoleCredentialProvider;
use Aws\S3\S3Client;

use Aws\Sts\StsClient;
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// Passing Aws\Credentials\AssumeRoleCredentialProvider options directly
$profile = new InstanceProfileProvider();

$ARN = "arn:aws:iam::123456789012:role/xaccounts3access";

$sessionName = "s3-access-example";

$assumeRoleCredentials = new AssumeRoleCredentialProvider([
'client' => new StsClient([
'region' => 'us-east-2',
'version' => '2011-06-15",
'credentials' => $profile
D,
'assume_role_params' => [
'RoleArn' => $ARN,
'RoleSessionName' => $sessionName,
1,
1);

// To avoid unnecessarily fetching STS credentials on every API operation,

// the memoize function handles automatically refreshing the credentials when they
expire

$provider = CredentialProvider::memoize($assumeRoleCredentials);

$client = new S3Client([
'region' => 'us-east-2',
'version' => '2006-03-01",
'credentials' => $provider

1)

BXREZ{EE 'assume_role_params' , HEZEAssumeRoles

EAT PHP #Y SDK #Hy sso 1I2HEF

Aws\Credentials\CredentialProvider::sso RE R B FZFEIEHERF. ZEHBEHTRN
Amazon IAM Identity Center ZiE 1R,

use Aws\Credentials\CredentialProvider;
use Aws\S3\S3Client;

$credentials = CredentialProvider::sso('profile default');
$s3 = new Aws\S3\S3Client([

'version' => 'latest’',
'region' => 'us-west-2"',
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https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-sts-2011-06-15.html#assumerole
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'credentials' => $credentials

1)

MRFEAGTEEENXY , BEL—NRAPAREXHBHRER default’s ETHEXIRED
BEENHNEZEER , B2 (TESEHEE) confighl (TESZEHEFE) P ZAmazon SDKs
Mcredential s, & , EBRILAMER AWS_PROFILE RETERIETEFANEEXHRE.

EH—-FSTHEIAM BHFOREENIERE | 55 HAmazon SDKs I TESZREEHM 7 # IAM
SRR O HKIE,

EAT PHP #9 SDK 1y defaultProvider IEHEF

Aws\Credentials\CredentialProvider::defaultProvider RERIAZIERMHERF , BFAHK
INEIFR R R, MREGEQBREFIRINEM credentials &I , MA&FERALIRHRER, fil
mREBIE— S3Client ( MU TRBERFTR ) , N SDK FEARINEHR—ER -

$client = new S3Client([
'region' => 'us-west-2'

1)

MREFEOERN B EZITIREEFREESE , I UERBFER defaultProvider, Hi40 | 1R EH
ecsCredentials REAEFEE , N T REEEABEEHZEBRMERIZE,

use Aws\Credentials\CredentialProvider;
use Aws\S3\S3Client;

$provider = CredentialProvider::defaultProvider([
'timeout' => '1.5',
'retries' => 5

1);

$client = new S3Client([
'region' => 'us-west-2',
'credentials' => $provider

1)

EAT PHP #9 SDK 1) ecsCredentials ZHtEF

Aws\Credentials\CredentialProvider::ecsCredentials =iX@B GET HFRMEKEI , H
URI RS HYEREZ & AWS_CONTAINER_CREDENTIALS_RELATIVE_URI 3%,
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https://docs.amazonaws.cn/sdkref/latest/guide/file-format.html
https://docs.amazonaws.cn/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.amazonaws.cn/sdkref/latest/guide/understanding-sso.html
https://docs.amazonaws.cn/sdkref/latest/guide/understanding-sso.html
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use Aws\Credentials\CredentialProvider;
use Aws\S3\S3Client;

$provider = CredentialProvider::ecsCredentials();
// Be sure to memoize the credentials
$memoizedProvider = CredentialProvider::memoize($provider);

$client = new S3Client([
'region' => 'us-west-2',
'version' => '2006-03-01",
'credentials' => $memoizedProvider

1)

FERAT PHP # SDK 1y env 122 F

ERRETERTESENERAUN LEBARZEN Amazon FAETHEIZH,. RINBNETEER
A= 3 Amazon 5 F 248 B R INE & 7 IR

E3 Amazon Web Services #1TH M IRIE , SDK BERBIMNETERNEIF, FXIE

SR getenv() EBSRER AWS_ACCESS_KEY_ID, AWS_SECRET_ACCESS_KEY #
AWS_SESSION_TOKEN IREZE, XEFUFAMEZI, BXRUMREBUXEENHA |, ESH (I
B2 #1EM) Amazon SDKs Ml K TESEER) PHEAEREUEHTEHRIL,

MR EE LFEE R AREF Amazon Elastic Beanstalk , M 7] LU&3d Amazon Elastic Beanstalk 2 &l &1%
EAWS_ACCESS_KEY_IDAWS_SECRET_KEY. FIAWS_SESSION_TOKENNEZ & | IX# SDK FiAI LA
B3 fif X L EIE,

EXNARERSTRNTLES , #5H (TE5Z15%) Amazon SDKs fl (TESEigm)
WIFETREE, B, BXASRERNFEREEBFIE Amazon SDKs , HSHFEE B
%.

BEATUERTITHRENEEZE , TR

Linux

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
# The access key for your Amazon Web Services ##.

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
# The secret access key for your Amazon Web Services ##.

$ export AWS_SESSION_TOKEN=AQoDYXdzEJr...<remainder of security token>
# The temporary session key for your Amazon Web Services ##.
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https://docs.amazonaws.cn/sdkref/latest/guide/access-temp-idc.html
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/create_deploy_PHP_eb.html
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# The AWS_SECURITY_TOKEN environment variable can also be used, but is only
supported for backward compatibility purposes.
# AWS_SESSION_TOKEN is supported by multiple Amazon SDKs other than PHP.

Windows

C:\> SET AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
# The access key for your Amazon Web Services ##.
C:\> SET AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
# The secret access key for your Amazon Web Services ##.
C:\> SET AWS_SESSION_TOKEN=AQoDYXdzEJr...<remainder of security token>
# The temporary session key for your Amazon Web Services ##.
# The AWS_SECURITY_TOKEN environment variable can also be used, but is only
supported for backward compatibility purposes.
# AWS_SESSION_TOKEN is supported by multiple Amazon SDKs besides PHP.

Aws\Credentials\CredentialProvider::env ZiZNHRBETE D INFEF,

use Aws\Credentials\CredentialProvider;
use Aws\S3\S3Client;

$client = new S3Client([
'region’ => 'us-west-2',
'version' => '2006-03-01",
'credentials' => CredentialProvider::env()

1)

BT PHP #9 SDK F#Y assumeRoleWithWebIdentityCredentialProvider 12
HiER

Aws\Credentials

\CredentialProvider: :assumeRoleWithWebIdentityCredentialProvider i@ K
ABBRMEFZEIU, MBREFEIFELTE AWS_ROLE_ARN # AWS_WEB_IDENTITY_TOKEN_FILE ,
NREFENZ A FERUE EWSHE ({2 FE AWS_WEB_IDENTITY_TOKEN_FILE HIEEMT
EIRAZE L) , AT AWS_ROLE_ARN LIEEENAE, MREAKETE  NREFFZEHM
AWS_ROLE_SESSION_NAME REFEIREAE,

MRKRREMREE , NREHEFEARANBEEXHHEIRES AWS_PROFILE AYEE X4,
INERT |, BEEM ~/.aws/credentials f ~/.aws/config SEEEXH , H ATk
Bl filename BLEETIHIEEMNEENX 4. REBMNRKABRENHN role_arn FHAE , M
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web_identity_token_file AR BN TEEBEMTHE., MREBEREESXH LIZE , NFEER
role_session_name,

RUBEANRNEN—B0BA , HAEEFA.

use Aws\Credentials\CredentialProvider;
use Aws\S3\S3Client;

$provider = CredentialProvider::assumeRoleWithWebIdentityCredentialProvider();
// Cache the results in a memoize function to avoid loading and parsing

// the ini file on every API operation

$provider = CredentialProvider::memoize($provider);

$client = new S3Client([
'region' => 'us-west-2"',
'version' => '2006-03-01"',
'credentials' => $provider

1)

RIANBRT , ZEEREEFHEAE BN X | ZKiEF StsClient BFHEEZAR, ( TiE)
StsClient AJ AR T &R, FIENEREMHENEAfalse A B ITIRE StsClients

use Aws\Credentials\CredentialProvider;
use Aws\S3\S3Client;
use Aws\Sts\StsClient;

$stsClient = new StsClient([
'region' => 'us-west-2',
'version' => 'latest',
'credentials' => false

1D

$provider = CredentialProvider::assumeRoleWithWebIdentityCredentialProvider([
'stsClient' => $stsClient

1);

// Cache the results in a memoize function to avoid loading and parsing

// the ini file on every API operation

$provider = CredentialProvider::memoize($provider);

$client = new S3Client([
'region' => 'us-west-2"',
'version' => '2006-03-01",
'credentials' => $provider
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1)

EAT PHP #Y SDK Ay ini 2HEF

Aws\Credentials\CredentialProvider::ini ZIEMHEEMN config M credentials XH
EELE, BIAMBERT , SDK 2NN TFHHE Amazon credential sX RN “BRIN” BLE X
#~/.aws/credentials, 3R SDK #Z| T AWS_SDK_LOAD_NONDEFAULT_CONFIGHREZE , ©
ELEMTHHE Amazon configXHFHKRE “BRIN” BLEX#H~/.aws/config.

use Aws\Credentials\CredentialProvider;
use Aws\S3\S3Client;

$provider = CredentialProvider::ini();

// Cache the results in a memoize function to avoid loading and parsing
// the ini file on every API operation

$provider = CredentialProvider::memoize($provider);

$client = new S3Client([
'region' => 'us-west-2',
'version' => '2006-03-01",
'credentials' => $provider

1)

LA BEY R ZREHEFNERBRASHRER BELEEXHH ini XHLE

$profile = 'production';
$path = '/full/path/to/credentials.ini’;

$provider = CredentialProvider::ini($profile, $path);
$provider = CredentialProvider::memoize($provider);

$client = new S3Client([
'region' => 'us-west-2',
'version' => '2006-03-01"',
'credentials' => $provider

1)

BT PHP B SDK HH) process RIt=EF

Aws\Credentials\CredentialProvider: :processZEiRBE M ITHZE Amazon il & X B
EXHHiEER Ccredential_process{ERMEFEIL,
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IR 3 FFRARIEE

BRIAMERT , SDK 2% =AM TFHHEE Amazon credentialsX &R iNE: “BRIN BEE X
#~/.aws/credentials, MREHRE credentials XHEFKRFEBRINEEH , SDK FEHRE

config XHHERRKIABRENH., TEARHLE credentials XHMEERH,

[default]

credential_process = /path/to/file/credential_returning_executable.sh --custom-command

custom_parameter

SDK @3 A PHP #Y shell_exec BBE£BALLEN credential_process i f , REMN
stdout A1EHY JSON #¥E, credential_process HMEALUTHEIXGEIEE A stdout :

{
"Version": 1,
"AccessKeyId": "",
"SecretAccessKey": "",
"SessionToken": "",
"Expiration": ""

}

SessionToken fl Expiration A&, MREE , FIEFEA NI,

use Aws\Credentials\CredentialProvider;
use Aws\S3\S3Client;

$provider = CredentialProvider::process();

// Cache the results in a memoize function to avoid loading and parsing
// the ini file on every API operation

$provider = CredentialProvider::memoize($provider);

$client = new S3Client([
'region' => 'us-west-2',
'version' => '2006-03-01"',
'credentials' => $provider

1)

BalBEYaeRRHEFNERBRHASHBREABELEEXHH ini XHLE,

$profile = 'production';
$path = '/full/path/to/credentials.ini’;
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$provider = CredentialProvider: :process($profile, $path);
$provider = CredentialProvider::memoize($provider);

$client = new S3Client([
'region' => 'us-west-2"',
'version' => '2006-03-01",
'credentials' => $provider

1)

ERAT PHP 89 SDK 18y instanceProfile EHEEF

Aws\Credentials\CredentialProvider::instanceProfile &i&} Amazon EC2 XEfIE &
XHHIEEN IAM B E&NEEIE,

use Aws\Credentials\CredentialProvider;
use Aws\S3\S3Client;

$provider = CredentialProvider::instanceProfile();
// Be sure to memoize the credentials
$memoizedProvider = CredentialProvider::memoize($provider);

$client = new S3Client([
'region' => 'us-west-2',
'version' => '2006-03-01",
'credentials' => $memoizedProvider

1);

MRANBERT  REABBRSEHNZHENEIUE=ZIR, ATUEA retries MIUREBERE , L THE
IR, FHZIABURERN 0 I £ ZERER.

Jo

use Aws\Credentials\CredentialProvider;

$provider = CredentialProvider::instanceProfile([
'retries' => 0
D

$memoizedProvider = CredentialProvider::memoize($provider);

WMRIFF T E AWS_METADATA_SERVICE_NUM_ATTEMPTS ATH , MEER L FIEIE R EiR" %
W

ERT PHP #9 Amazon SDK R4S 3 RN B EIF IR 59



EHTF PHP #9 Amazon SDK AR 3FAARERE

® Note

A L@ AWS_EC2_METADATA_DISABLED BT EIZEN true KREHAM Amazon EC2
S B B AT InE M=,

EERAT PHP B9 SDK HréEiEEir 21 s

A LAEA Aws\Credentials\CredentialProvider: :chain() EZCHEIFRHEFEEERE R,
WEHRBESTEHRENSH , BISHHREIRHEFERE. AF , LERBLSRE— 1M HEHNEK
BRI ERE , SHEETU—MNE— I M ARAXEERE , EEEF—MEHEFIRE S RIITH

Promise,

defaultProvider EAMZRiEALAERREZSNMEREF, defaultProvider MRAIEER
7 chain ERERAIBEA

// This function returns a provider
public static function defaultProvider(array $config = [])

{

// This function is the provider, which is actually the composition
// of multiple providers. Notice that we are also memoizing the result by
// default.
return self::memoize(
self::chain(

self::env(),

self::ini(),

self::instanceProfile($config)

);

BIZEENEIIREEFUEERT PHP 1) SDK £45 A

FiFREHEF IAREAANEREAE (GuzzleHttp\Promise\PromiseInterface) HIBKEL ,
Z &% A Aws\Credentials\CredentialsInterface I HRMNITHHE Aws\Exception
\CredentialsException M#HIE4,

UERRHEFNREIRRE—IMHEYE , BYRAAZRBREIEXEGHNEILREREF. flm, R
env REBEFHRNAD (N THEH , BEHETTER ) . HFER , ERAREXRGREHREFHKNE
W, XM, BEAUBNEERIERHUERHSEENEREITEE,
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use GuzzleHttp\Promise;
use GuzzleHttp\Promise\RejectedPromise;

// This function CREATES a credential provider
public static function env()
{
// This function IS the credential provider
return function () {
// Use credentials from environment variables, if available
$key = getenv(self::ENV_KEY);
$secret = getenv(self::ENV_SECRET);
if ($key && $secret) {
return Create::promise_for(
new Credentials($key, $secret, getenv(self::ENV_SESSION))

);

$msg = 'Could not find environment variable
'credentials in ' . self::ENV_KEY . '/' . self::ENV_SECRET;
return new RejectedPromise(new CredentialsException($msg));

};

EA T PHP Ky SDK ARV EIEIRZ

B, B EEECEEICFEZIREENZEITRME ﬁzf?o HMFEILER—TARN S BWRIENRERE
B Aws\Sdk EEZNEFIRHEXITREEFN , X TFIOEMEE, B LB N EITREEFH
BEOEE memoize A REIFILIREREFPHFINICIZINEE,

use Aws\Credentials\CredentialProvider;

$provider = CredentialProvider::instanceProfile();
// Wrap the actual provider in a memoize function
$provider = CredentialProvider::memoize($provider);

// Pass the provider into the Sdk class and share the provider

// across multiple clients. Each time a new client is constructed,
// it will use the previously returned credentials as long as

// they haven't yet expired.

$sdk = new Aws\Sdk(['credentials' => $provider]);

$s3 = $sdk->getS3(['region' => 'us-west-2', 'version' => 'latest']);
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$ec2 = $sdk->getEc2(['region' => 'us-west-2', 'version' => 'latest']);

assert($s3->getCredentials() === $ec2->getCredentials());
HIEFNEIESHN |, BZaxFF AR TERBHEIENSRSRERER,
FH EHT PHP B9 Amazon SDK A 3 Rig—1 IAM A&

5 1AM BB TF Amazon EC2 24 e T ZEUE

WMREE Amazon EC2 L6l EZTNARER , WRMA T RAMNIE BN EIES % Amazon 2FA | AM
ARG ZSIER,

A 1AM A, TRELNARFNETEER, BIAFEAESM Amazon EC2 I T2 &R
SHEPRAMEER KA HE,

XEIFHEIEBEMARFIEREXHELE , AFHRZACHNKE A TFNRENER. Amazon EC2
BN IAM BENEFFTREERRIIURAACHFIEREEIE , AEHRFRRINARE
if, X, BILFEFEARETAIE , ETRIENAERFNZSE, BXEZTENZE2ZIENRSIIER ,
BZH 1AM AP EEPBEA IAM #B5Amazon RS

(® Note
B/ RHETP TBIERS , A Aws\CacheInterface HISEHI4ER 'credentials'
RIMEBATFIRERE, X K AFRAIEEGENRAZENSHIREXHEIE. BXiFA
E8 |, H52H EAT PHP 89 Amazon SDK ik~ 3 B E,

BAFERAFF A Amazon EC2 R ARFNEZ{EE SDKs , iHZEAmazon SDKs M1 TESEZErRH
I Amazon EC2 £4lEH IAM A,

B IAM A HNE S B E Amazon EC2 3544l
1. Bl 1AM B/,

FA

require 'vendor/autoload.php';
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use Aws\Iam\IamClient;

IR

$client = new IamClient([
'region' => 'us-west-2',
'version' => '2010-05-08'
1);
2. 8lE IAM A€ , #IERFENEANRENTRANER,

RIS

$result = $client->createRole([

'AssumeRolePolicyDocument' => 'IAM JSON Policy', // REQUIRED

'Description' => 'Description of Role',
'RoleName' => 'RoleName', // REQUIRED
1);

3. B3 IAM XHIEE XX |, HFF M4 R Amazon BIRE 5 (ARN).

® Note

MREFER IAM 245 KE FAT PHP 89 Amazon SDK , NIz 54 B 0ELHEE

X, ANEEESENENAGHERNET.
RS

$IPN = 'InstanceProfileName';
$result = $client->createInstanceProfile([

'InstanceProfileName' => $IPN ,

1)

$ARN = $result['Arn'];
$InstanceID = $result['InstanceProfileld'];

4. B3 Amazon EC2 & i,

FA

require 'vendor/autoload.php';
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use Aws\Ec2\Ec2Client;

IR

$ec2Client = new Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
1);

5. FNEBIEREXHRMEIERZTREF LN Amazon EC2 £, FERZH IAM A &R SEAIfE 3 4
B Ro

RIS

$result = $ec2Client->associateIamInstanceProfile([
'TamInstanceProfile' => [
"Arn' => $ARN,
"Name' => $IPN,
15
'Instanceld' => $InstancelD

1)

BEXEZEER , H5H (Amazon EC2 AF1ER) HRER T Amazon EC2 Y IAM A,

£/ Amazon ECS £58 IAM B &

U 53ha% B BEARSS (Amazon ECS) HIVES AT LAUE IAM A €K1 Amazon A APl, X2 EEMN
AREFFEANZEIENEE , 5 Amazon EC2 EHIELE X4 Amazon EC2 KHIRR M EIER 5 KA LL

RIS A IR EY Amazon i IAM B &5 ECS S E Sk RunTask APl REAXER |, TTA 4R
AERVEN D BEKHES , B TFEMER Amazon EC2 KHINAE,

BEXERARBESUURAN IAM ABHNESEER |, H25H Amazon ECS FRX A REEHHES 1AM
ABEH, BREEFSENF U taskRoleArn KXERAES IAM AGKRE| , BEZH Amazon
ECS A RAREEPHNREIESE L.
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EZ—/NAeTHE IAM B Amazon Web Services K 2

L4 Amazon Web Services I (K A ) RITHEHBER —NKS (K B ) RIBEAGR | &
MEREKS B HFElE IAM A&, ZABATENIKS, (KF A) PHEHEKS B PRITIHERE.
BEXRBKFIARNESEER , BSMAHE | £/ IAM A8 ZERE Amazon IKF 5 R R.

EKF BHOUBRTABZE , FIEKAR® ARN, HERAKS A WA , LRERAL ARN, &
ERKS A I EERSHEKERR Amazon IERAAZBE,

FEHRENEREBE Amazon STS E i Amazon Web Services . LT REIG , RAVEHRAT —
MNEEEENH , BETUAEREMGEZE. X TFHEIEMN Amazon STS FF % , HAH assume-role
HRE—NBENH sessionName, NERPRRFWIGITEIE, BRIAERT , FIEERHB R —ND
Ao

RIS

$stsClient = new Aws\Sts\StsClient([
'profile' => 'default’,
'region' => 'us-east-2',
'version' => '2011-06-15"

1);

$ARN = "arn:aws:iam::123456789012:role/xaccounts3access";
$sessionName = "s3-access-example";

$result = $stsClient->AssumeRole([
'RoleArn' => $ARN,
'RoleSessionName' => $sessionName,

1);
$s3Client = new S3Client([
'version' => '2006-03-01",
'region' => 'us-west-2',
'credentials' => [
'key' => $result['Credentials']['AccessKeyId'],
'secret' => $result['Credentials']['SecretAccessKey'],
"token' => $result['Credentials']['SessionToken']
]

1)

EXEZEER , BSHEEA IAM £ EHT PHP #9 Amazon SDK APl £# AssumeRoled
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https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use.html
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-sts-2011-06-15.html#assumerole

EAT PHP B9 Amazon SDK WA 3 FFRARIERE

FHER Web 578 IAM A

Web Bx& BRI A EFEF TR Amazon BRINEAE= S SR RUEBERTEMRIE. EEKAR
% Web BN AGRCE , BUAECE—D IAM AEHEE Web BRHAE (IdP). BXEZEER
BSH SIERT Web Bx& BHRIES OpenlD Connect Bxa B HRIENAE® (#2454 ).

SIZ S HREBHNEN Web SHCIEARSRE , ££/A Amazon STS BFFinxt AP #1THHRIE,
Providerld 3 ¥R & 13 1244t webldentityToken 1 , 3 AP RENEN IAM A2 HE ARN,

R

$stsClient = new Aws\Sts\StsClient([
'profile' => 'default'’,
'region' => 'us-east-2',
'version' => '2011-06-15"

1);

$ARN = "arn:aws:iam::123456789012:role/xaccounts3access";
$sessionName = "s3-access-example";
$duration = 3600;

$result = $stsClient->AssumeRoleWithWebIdentity ([
'WebIdentityToken' => "FACEBOOK_ACCESS_TOKEN",
'ProviderId' => "graph.facebook.com",
'RoleArn' => $ARN,
'RoleSessionName' => $sessionName,

1)

$s3Client = new S3Client([

'version' => '2006-03-01",

'region’ => 'us-west-2',

'credentials' => [
'key' => $result['Credentials']['AccessKeyId'],
'secret' => $result['Credentials']['SecretAccessKey'],
"token' => $result['Credentials']['SessionToken']

]

1)

BREZELR , FSR “BIET Web 19 5 4R 753 1TAssumeRoleWithWebldentityBx &~
AssumeRoleWithWebldentity“ & F PHP # Amazon SDK APl £&",
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_request.html#api_assumerolewithwebidentity.html
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-sts-2011-06-15.html#assumerolewithwebidentity

EHTF PHP #9 Amazon SDK AR 3FAARERE

RKABEERENH

£ ~/.aws/credentials FE B4

FABYERELBEXH AR T PHP 9 Amazon SDK RFEENEA IAM A&~/ . aws/

credentials,

FRAFRANACH role_arn REXRCBFHNEE 4. FFEETEZ —BEXHHN
source_profile i¥& , AERENRA IAM BEBHNEI, BEXAXEREERENEZFAER , FS
5 (TES#1ERE) Amazon SDKs Ml ( TESZEiEm) dHNRAABEIL,

flan | FE FHE/ ~/.aws/credentials # , projectl BLEBMHI&E role_arn #E default
BEMAHERNEILERR , MRIEEEXBKNEEAERAURANZAR,

[projectl]

role_arn = arn:aws:iam::123456789012:role/testing
source_profile = default

role_session_name = OPTIONAL_SESSION_NAME

[default]

aws_access_key_id = YOUR_AWS_ACCESS_KEY_ID
aws_secret_access_key = YOUR_AWS_SECRET_ACCESS_KEY
aws_session_token= YOUR_AWS_SESSION_TOKEN

MRAEXFHLE P IHEFNRE AWS_PROFILE FMEEE |, fEMA profile 8 , MR AT projectl
hIEENAR® , HEMA default BESXHENREIL.

DTHRERARTE S3Client MEERKFEA profile ZHMER. S3Client FHEE
projectl BE X FrcEk A &M KB R.

$s3 = new Aws\S3\S3Client([
'region' => 'us-east-1',
'version' => '2006-03-01"',
'profile' => 'projectl'

1)

£ ~/.aws/config & VB B4

~/.aws/config X ZEAUBEERANBEENH. MRRETELE
AWS_SDK_LOAD_NONDEFAULT_CONFIG , W& F PHP # SDK &M config XA hn# &l & X
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https://docs.amazonaws.cn/sdkref/latest/guide/feature-assume-role-credentials.html

EAT PHP B9 Amazon SDK WA 3 FFRARIEE

£, ®E AWS_SDK_LOAD_NONDEFAULT_CONFIG /& , SDK £@#IM ~/.aws/config fl ~/.aws/
credentials FNFHBEEXH. KE ~/.aws/credentials WEEXHHKEME , e REET
~/.aws/config FRIBMEEXH., KREF—NVENEEXHH I AE source_profile RER
AMBELE X

AT RBIER config XHFENK projectl BEEXH M credentials XHHH default BE
X, tEIRE AWS_SDK_LOAD_NONDEFAULT_CONFIG,

# Profile in ~/.aws/config.

[profile projectl]

role_arn = arn:aws:iam::123456789012:role/testing
source_profile = default

role_session_name = OPTIONAL_SESSION_NAME

# Profile in ~/.aws/credentials.

[default]

aws_access_key_id = YOUR_AWS_ACCESS_KEY_ID
aws_secret_access_key = YOUR_AWS_SECRET_ACCESS_KEY
aws_session_token= YOUR_AWS_SESSION_TOKEN

% S3Client MEEBETH (MU TRBEMR ) , FFEAS default B E XXM EIERNA
A projectl EEX#HHENHNALR,

$s3 = new Aws\S3\S3Client([
'region' => 'us-east-1',
'version' => '2006-03-01",
'profile' => 'projectl'

1);

FEAERT PHP 89 SDK Amazon STS H I BHiE B

Amazon Security Token Service (Amazon STS) &N IAM AP SBENKE B HRRIIHTEHE
ENAFBRBERRNR, BAHER, BXRATHE , BESH IAM AFERPNIGNZE£EIE, B
FANZLIEBFRIAZEH Amazon RS, BXEZTRNZLZIUENRSIIR , S8 IAM AFE
EHRER IAM BAmazon BRS.

IEEHERH—NERLAGR , BEXE=FSOREBNAFHTESORIE , BRFBIIEFFAHNARRF
1A Amazon BRI ( FSF Web BXE S RIE ) »
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IR 15 B EALE

Amazon STS AJLMREIGEHEP A GetSessionTokeni®E , BERERZE#E, UTRERES
@A PHP SDK K STS &Fi%# getSessionToken J7&RE RIGEZIE,

$sdk = new Aws\Sdk([

'region' => 'us-east-1',
1);
$stsClient = $sdk->createSts();

$result = $stsClient->getSessionToken();

FMEHM Amazon STS E/EMGetSessionTokenE RARK D E—/ 'Credentials B, MPEITED
$result (HlEn , BIEA print_r($result) ) , MEFEEKRM TR,

Array
(
[Credentials] => Array
(
[SessionToken] => '<base64 encoded session token value>'
[SecretAccessKey] => '<temporary secret access key value>'
[Expiration] => 2013-11-01T@1:57:52Z
[AccessKeyId] => '<temporary access key value>'
)

[ 12 AL A IE P EA F PHP B9 Amazon SDK
BAI LB SR 611 Amazon &P ik HEEE AM Amazon STS FIERFINE , FinrHiEPRATFEME
Fig,

use Aws\S3\S3Client;

$result = $stsClient->getSessionToken();

$s3Client = new S3Client([

'version' => '2006-03-01",
'region' => 'us-west-2"',
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'credentials' => [

"key' => $result['Credentials']['AccessKeyId'],
'secret' => $result['Credentials']['SecretAccessKey'],
"token' => $result['Credentials']['SessionToken']

1)

BT LA Aws\Credentials\Credentials X R HFEZHLEFimaERZN R,

use Aws\Credentials\Credentials;
use Aws\S3\S3Client;

$result = $stsClient->getSessionToken();

$credentials = new Credentials(
$result['Credentials']['AccessKeyId'],
$result['Credentials']['SecretAccessKey'],
$result['Credentials']['SessionToken']

g

$s3Client = new S3Client([
'version' => '2006-03-01",
'region' => 'us-west-2"',

'credentials' => $credentials

1);

BR , BRHKREITENSE AREMFEH StsClient BEMIH createCredentials() #EBIEFH

B0 WAEM Amazon STS R P IRIBEH N B tIECredential sHT R,

$result = $stsClient->getSessionToken();
$credentials = $stsClient->createCredentials($result);

$s3Client = new S3Client([
'version' => '2006-03-01"',
'region' => 'us-west-2',
'credentials' => $credentials

1);

BEXhATEEESENRARFRTE P ERRMIBWESES | H2H Amazon STS XRHWET

I Bt i R AR PR Y 37 5
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E£ERAT PHP Y SDK H | BEZ E ik

EREFRT , U BT EAAFIEXRBKNES iR, XHFEETARERS X HERFR,

Hlan | & w] LAEIRSELE Amazon S3 ¥R F Amazon CloudSearch Z A /A FE R 4,

ERRBEZEFE , BALUE 'credentials' EIIRE RN false.

$s3Client = new S3Client([
'version' => 'latest',
'region' => 'us-west-2',
'credentials' => false

1);

// Makes an anonymous request. The object would need to be publicly
// readable for this to succeed.
$result = $s3Client->getObject([
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'my-key',
1);

ERERT PHP B9 SDK ##y Amazon &M Z T8 (Amazon CRT)
VB

Amazon CRT FEIR# TEAThEE , HEERY , /L Amazon SDKsE S AZH &N, AEFiHLEH
F PHP 89 SDK {ale}{E A Amazon CRT U R il{A% % Amazon CRT ¥ &,

UHREELRLE C Amazon RT ¥ &R

ERTF PHP # SDK £/ Amazon CRT ERN B FMREFIIEE, F£HAUT EERNFEZE Amazon CRT
FRER

« Amazon S3 Z X ihE K
« Amazon EventBridge £ K& T &
« Amazon Simple Storage Service ( Amazon S3 ) F ) CRC-32C R # & %

MREFER EEY HATIEE | BEM PHP BRER KL EE Amazon CRT § & , Nl PHP SDK k&5 48
SEEHREESREZT R,

HEAT PHP ) SDK RRlEE B 1 [


https://docs.amazonaws.cn//sdkref/latest/guide/common-runtime.html

EAT PHP B9 Amazon SDK WA 3 FFRARIERE

Z % Amazon BRIZ1TH (Amazon CRT) ¥ &

BRI EE Amazon CRT ¥ B REA AI EGitHub 7 4& FERY 171 £ 3 2| aws-crit-php,
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https://github.com/awslabs/aws-crt-php#aws-common-runtime-php-bindings

EAT PHP B9 Amazon SDK WA 3 FFRARIERE

A EHAT PHP 89 Amazon SDK g7 3

AERMHTHEXER EAT PHP B Amazon SDK kRZs 3 # 1T Amazon Web Services fRS B¥ 3
BERN2HEES. BNFI—EXRHTT , SREHRSER. LBERURFASHR SDK ThEEE
Amazon b ¥EZ [ EH PHP M ARERF.

TREREMEMENNARFERERNRS , AEPHRNBREFABBEMAB, uHEIRL
3+ 3LH Amazon Web Services B$s 832 PHP SDK AR S RHERN.
£
- £/ EAT PHP 9 Amazon SDK k7 3 #2 i Amazon Web Services fR%s &R
- £/ EAT PHP # Amazon SDK xR 3 #1TRE HE
« A8 ERAT PHP 8 Amazon SDK M7 3 FH4EIR
« EAT PHP B Amazon SDK R#& 3 AL E =M a4
AT PHP # Amazon SDK R 3 YR
- FAEAT PHP 9 Amazon SDK iRA 3 IS E
« AT PHP B9 Amazon SDK AR 3 1 #) Waiter
« JMESPath J&H F PHP #J Amazon SDK hr#A 3 Ry FRiER

£ EHF PHP B9 Amazon SDK AxZ 3 12+ Amazon Web
Services R B3R

SDK i3k THERESLR

5/ SEAT PHP 89 Amazon SDK RS 3 7EFrE iR A AR &R 81 — BV & =X Amazon Web Services R
%, EXTERBRAE=ANTESE :

1. Bl IRSEFis- Amazon Web Services RS EFEAMNSEHL— N E BT R,

2. TR — 2B Fim L AR SRS AP FRREREX RS *.

3. MEBLER — FARINAHREMRUBAN Result WK , HELLE KM 5| &K EM Exceptions

UTETHEARA LRASNTR , AN BNAIBNEERSEF iR,

% 1 Amazon Web Services fR% &R 73
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EERRSE in

SR LAEIT 0] B P i BY F 38 B B A% B AR T AY X BR B AR SR B 32 & P i o

FA
require 'vendor/autoload.php';

use Aws\S3\S3Client;
use Aws\Exception\AwsException;

RIS

//Create an S3Client
$s3 = new Aws\S3\S3Client([
'region' => 'us-east-2' // Since version 3.277.10 of the SDK,
1; // the 'version' parameter defaults to 'latest'.

BXAEMASHNESR , BFEAREETEE,

FER, RNARAFEFREXNREHRFELE, XEZRAN SDK FAMAZIIRERH{EFERERFTIERES.

£ SEFH T PHP B9 Amazon SDK i Zs 3 & FimtdiEes ikl RiFMAN A T EBERANE P IRE Bk
I, SIZNEFIRAE , BRENETBEETER, SNEFHEN AP XEFNBTXEBENEF K
iR

LRARFERHBREARAEFFHRUERDE , BUAUBENRSEAHABEREER, AXRXBINRB
BERSEFHRNESHARGEE , BSHE EAT PHP B9 Amazon SDK 7 3 (WRIBHEERS &
Fis, MREFEEANABEEXNHIHREEREERSES K , FSRENGEE ER T PHP &

Amazon SDK 7R 3 RYBRSS & F i
KR

BYIEEFHNREFABRBAZE , ARHERSER, Sl , EHIT Amazon S3 PutObjectiR1E , &
EZFHMAAws\S3\S3Client: :putObject()FH %,

FA

require 'vendor/autoload.php';
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https://docs.amazonaws.cn/aws-sdk-php/latest/
https://docs.amazonaws.cn/AmazonS3/latest/API/RESTObjectPUT.html
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use Aws\S3\S3Client;

RS

// Use the us-east-2 region and latest version of each client.
$sharedConfig = [

'profile' => 'default',

'region' => 'us-east-2'

1;

// Create an SDK class used to share configuration across clients.

$sdk = new Aws\Sdk($sharedConfig);

// Use an Aws\Sdk class to create the S3Client object.
$s3Client = $sdk->createS3();

// Send a PutObject request and get the result object.
$result = $s3Client->putObject([

'Bucket' => 'amzn-s3-demo-bucket',

'Key' => 'my-key',

'Body' => 'this is the body!"
1)

// Download the contents of the object.

$result = $s3Client->getObject([
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'my-key'

1;

// Print the body of the result by indexing into the result object.

echo $result['Body'];

ERmRENERE , URBA. EHNEHEREBERSERXHFEZTRENN . AIEEFim , W
RIEARBHBSERMN version S8 ( 4l |, “2006-03-01"H “latest” ) , W& F i BRI R FTAR

R, FRITEGLRBRBRMEMRAIK M SRV EE X

FRERMETE (M putObject()) HEZRMNSH , INKRBEFESHHXBKBA., WHANLSH
( UARERNRWEN ) REFTRKTESIN API XAEPEHIEMRERITENLR (W, FSHE AP

XRHFH putObject #1E ) »

RHER
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https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-s3-2006-03-01.html#putobject
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HTTP &b 372 7k I

R A LA RSB ehttp SBBIRKEE HTTP L BEFRITERNEX. AIE88%E ehttp S8+
RYIE TS 87E 6 A “hitp” 5 7~ Um 1A XY B P i i 4T SR 51 L B AT iR B AV IR BUAE [E]

// Send the request through a proxy
$result = $s3Client->putObject([
'Bucket' => 'amzn-s3-demo-bucket',

'Key' => 'my-key',
'Body' => 'this is the body!",
'ehttp' => [

'proxy' => 'http://192.168.16.1:10'
]
1)

£ Result R

PATHR I RAELIRE Aws\Result ¥R, FATEIF2RERSHERLE XML 5 JSON #iE , ™
R BIERFMARBRBALEH . IHETUARECNBERSNERMALHEING , FHE
MR LEFEAE.

O LAY A] AWS\Result XY RHIEIE , GG EI Bk PHP $4H BB,

FA

require 'vendor/autoload.php';
use Aws\S3\S3Client;
use Aws\Exception\AwsException;

IR

// Use the us-east-2 region and latest version of each client.
$sharedConfig = [

'profile' => 'default’,

'region' => 'us-east-2',

1;

// Create an SDK class used to share configuration across clients.
$sdk = new Aws\Sdk($sharedConfig);

// Use an Aws\Sdk class to create the S3Client object.
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$s3 = $sdk->createS3();

$result = $s3->listBuckets();

foreach ($result['Buckets'] as $bucket) {
echo $bucket['Name'] . "\n";

}

// Convert the result object to a PHP array
$array = $result->toArray();

SZRNRBNBER T HITHREMBSHRE, 840 API RENEREWDIEFESMREN API
A,

SDK £/ T A FE ZRMIEHE J SON BUEH DSL , HEEBRAINHE 72 PHP $iH, JMESPathE R
FNREE search() F% , THATEESBEMEWMNE RPIRIIE,

IR

$s3 = $sdk->createS3();
$result = $s3->listBuckets();

$names = $result->search('Buckets[].Name');

FERAT PHP 89 Amazon SDK iRZK 3 S XN &
EAT PHP 89 Amazon SDK G SEANFHFEEA T LM HTTP B RNSHEMLERERF,
R EATT

MREREFMES WK, RERANNT AP BENFTERRF EAFTFE. EMIREA _call()
BARAEXME, XEEMHFERGLRHEFRTEGN TN RNEANRES X,

BERETEEEEEDTRNRRE, HEBFAMAELTF Aws\S3\S3Client: :putObject() W%
B, FATESXRLELBREMBEHNSHGIE Aws\CommandInterface { R , HiTam s , HIRE
IEF M Aws\ResultInterface WK ( REAFEIREIERE ) - WAEFFWHNEE Async 3 ( Hl
#n Aws\S3\S3Client: :putObjectAsync() ) Y , @R EEXLRE | B RRFEFTRUENSEA
B—AwS, FIML HTTP Bk , XEE#ER , HiRE Promise,

TR RBIEIhRE EE K.

$s3Client = new Aws\S3\S3Client([
'version' => '2006-03-01"',
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'region' => 'us-standard'

1)

$params = [
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'baz',
'Body' => 'bar'

1;

// Using operation methods creates a command implicitly
$result = $s3Client->putObject($params);

// Using commands explicitly
$command = $s3Client->getCommand('PutObject', $params);
$result = $s3Client->execute($command);

AL A
AR T3

W

£
AW THEXEL MRS, ESHBAETRSH AP, BB FIF R TEINTH.
ehttp

ERLS BT UAMIAER HTTP L ERFHTERN LR, TEEE ehttp SHPNEMELERE
A “http” % /= Um0t TR 2 P v 2t 17 SEAIL B AT iR B VIR TUAR R

// Configures the command to be delayed by 500 milliseconds
$command['ehttp'] = [

'delay' => 500,
1;

@retries

Eeretries" B P imiE KL , @retries BHEI— NS EFEM A S LM A LAE RN, HEHIRE
R oAEAER,

// Disable retries
$command['@retries'] = 0;

(® Note
MRLEXNFFHRERAER , W EEREENEELZES KNS N TEAER,
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BB IR

B LAMERAZE P IRE getCommand() FEBEG T, SR EHITREH HTTP R , MRXER
B EEFIRM execute() HEMTINT, XHE—X , ZBENAERTHSZHERT IR

$command = $s3Client->getCommand('ListObjects');
$command[ 'MaxKeys'] = 50;

$command['Prefix'] = 'foo/baz/';

$result = $s3Client->execute($command);

// You can also modify parameters

$command = $s3Client->getCommand('ListObjects', [
'MaxKeys' => 50,
'Prefix' => 'foo/baz/"',

1);

$command[ 'MaxKeys'] = 100;

$result = $s3Client->execute($command);

7% HandlerxList

MNEFIRAERSRE , ZW N E8EEF R Aws\HandlerList NRW— M=, ZHSFEIES
IR ERFIRN— IR, AATSSEATERE S RHRTHEMS TN B E L FRAMLER
Fo

XEREZAUNBERGSEATREN HTTP B ( Hl0 Aws\MockHandler ) , 3@ H a4
WNEEBERMBENITH. UTRHMER MockHandler RIBERLER K MARKASEER HTTP &
Ko

use Aws\Result;
use Aws\MockHandler;

// Create a mock handler

$mock = new MockHandler();

// Enqueue a mock result to the handler
$mock->append(new Result(['foo' => 'bar']));

// Create a "ListObjects" command

$command = $s3Client->getCommand('ListObjects');
// Associate the mock handler with the command
$command->getHandlerList()->setHandler($mock);
// Executing the command will use the mock handler, which returns the
// mocked result object

$result = $client->execute($command);
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echo $result['foo']; // Outputs 'bar'

BRTER S SAEANLERFA  BEALFAELREFEAZSET. AT REER tap il
fr HEARRHAERFIIRPHNEE,

use Aws\CommandInterface;
use Aws\Middleware;
use Psr\Http\Message\RequestInterface;

$command = $s3Client->getCommand('ListObjects');
$1list = $command->getHandlerList();

// Create a middleware that just dumps the command and request that is
// about to be sent
$middleware = Middleware: :tap(
function (CommandInterface $command, RequestInterface $request) {
var_dump($command->toArray());
var_dump($request);

);

// Append the middleware to the "sign" step of the handler list. The sign
// step is the last step before transferring an HTTP request.
$list->append('sign', $middleware);

// Now transfer the command and see the var_dump data
$s3Client->execute($command);

CommandPool

Aws\CommandPool £ s & ALK Aws\CommandInterface W RMIERSEBH LM ITH
©. CommandPool BRHXMITHHSTHERIFERE , AMERMFHNGS (UDETKEN , 2T
BEZoT , MBREENBAD)

TEEEA CommandPool KiEJLEMmHSHIEE R,

use Aws\S3\S3Client;
use Aws\CommandPool;

// Create the client
$client = new S3Client([
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'region' => 'us-standard’,
'version' => '2006-03-01'
1);
$bucket = 'amzn-s3-demo-bucket';

$commands = [
$client->getCommand('HeadObject', ['Bucket' => $bucket,
$client->getCommand( 'HeadObject', ['Bucket' => $bucket,
$client->getCommand('HeadObject', ['Bucket' => $bucket,

iy
$pool = new CommandPool($client, $commands);

// Initiate the pool transfers
$promise = $pool->promise();

// Force the pool to complete synchronously
$promise->wait();

IKeyl = IaI])’
lKeyl = lbl])’
IKeyl = ICI])

ZRPIF T CommandPool EBFETEL L. RITKIHBZEERNRA, BIRESFHE EAXXH
F &% Amazon S3 7. EIREEE XH5IK , BATATLAEER PHP B Directorylterator,
HERBFERK SplFileInfo R, CommandPool ¥4 MK Aws\CommandInterface I RIER
g5 , R EAGE SplFileInfo X REURE Aws\CommandInterface R,

<?php
require 'vendor/autoload.php';

use Aws\Exception\AwsException;

use Aws\S3\S3Client;

use Aws\CommandPool;

use Aws\CommandInterface;

use Aws\ResultInterface;

use GuzzleHttp\Promise\PromiseInterface;

// Create the client

$client = new S3Client([
'region' => 'us-standard’,
'version' => '2006-03-01'

1);

$fromDir = '/path/to/dir';
$toBucket = 'amzn-s3-demo-bucket';

81



EAT PHP B9 Amazon SDK WA 3 FFRARIEE

// Create an iterator that yields files from a directory
$files = new DirectoryIterator($fromDir);

// Create a generator that converts the SplFileInfo objects into
// Aws\CommandInterface objects. This generator accepts the iterator that
// yields files and the name of the bucket to upload the files to.
$commandGenerator = function (\Iterator $files, $bucket) use ($client) {
foreach ($files as $file) {
// Skip "." and ".." files
if ($file->isDot()) {
continue;
}
$filename = $file->getPath() . '/' . $file->getFilename();
// Yield a command that is executed by the pool
yield $client->getCommand( 'PutObject', [
'Bucket' => $bucket,
'Key' => $file->getBaseName(),
'Body' => fopen($filename, 'r')
1);

i

// Now create the generator using the files iterator
$commands = $commandGenerator($files, $toBucket);

// Create a pool and provide an optional array of configuration
$pool = new CommandPool($client, $commands, [
// Only send 5 files at a time (this is set to 25 by default)
'concurrency' => 5,
// Invoke this function before executing each command
'before' => function (CommandInterface $cmd, $iterKey) {
echo "About to send {$iterKey}: "
. print_r($cmd->toArray(), true) . "\n";
I
// Invoke this function for each successful transfer
'fulfilled' => function (
ResultInterface $result,
$iterKey,
PromiseInterface $aggregatePromise
) {
echo "Completed {$iterKeyl}: {$result}\n";
I
// Invoke this function for each failed transfer
'rejected' => function (
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AwsException $reason,
$iterKey,
PromiseInterface $aggregatePromise

) {
echo "Failed {$iterKey}: {$reason}\n";

3},
1)

// Initiate the pool transfers
$promise = $pool->promise();

// Force the pool to complete synchronously
$promise->wait();

// 0r you can chain the calls off of the pool
$promise->then(function() { echo "Done\n"; 1});

CommandPool i &

Aws\CommandPool ¥MERFIEZ ZRE EiET,

concurrency ( AT | E%K )
HEHRTHGTHRABE, BHAEBKRITRARE DK, ZEBGREHAFLEERY ,
FHEMIt 2R E —NR R AK /DRI B,

before ( AIAA )
REBNGOZHERANES, before BBEZHOINZGTHIERB[TER. B ELRE®
SZARBEEEFENR before BEFHNT D,

fulfilled ( AIEA )
1T Promise RNEFRANEH. LEBHFRBERNR. £ERZERNENREN ID, AR ATFETH
IELHRE Promise ( IRBEELULMER ) o

rejected ( ATAA )

B4 Promise R EEANEI. EEBUFIRE Aws\Exception XW&R, £RIZFFHENREN
ID , AR AT IEL RS Promise ( MRBEEILHER ) .
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a0 Z [E B F 3 53R B 1

MBEERBARBEGSHARNFRE , XUTERATERIEZNAFERINFRXIESERN. BEEK
B PHP iiﬁ@%%%ﬂ&%ﬂ’ﬂﬁ%%lﬂﬂ%ﬁﬂ’ﬂo EoTZEFERREEET A TFEIRENZR 2 87 W
E£EH. UT ROIFAIZE—4 CommandPool , ZMFEREEN NG ZEFERA—MNEARBAKEE
o AR, MANREIKESSREMELE , RERZFEURT B 6EHRFIFIRE,

$pool = new CommandPool($client, $commands, [
'concurrency' => 25,
'before' => function (CommandInterface $cmd, $iterKey) {
gc_collect_cycles();

}
1)

A FEAT PHP B9 Amazon SDK iR 3 #{TRILHEE

BULERAFATIEGNRSIREHEEEGT. BULEREZBHERN Async BE , REEXEFE
R XL BNERHIRE Promise,

WMREI , ERNRAFEE Promise ; MREXM , RESSHIEYL Promise, B LAEIEZA
Promise , #HEA1EEE HTTP L BREFEHmIE R H A KIE HTTP #E3K,

FA

require 'vendor/autoload.php';
use Aws\S3\S3Client;
use Aws\Exception\AwsException;

RS

// Create an SDK class used to share configuration across clients.
$sdk = new Aws\Sdk([
'region’ => 'us-west-2'
1D;
// Use an Aws\Sdk class to create the S3Client object.
$s3Client = $sdk->createS3();
//Listing all S3 Bucket
$CompleteSynchronously = $s3Client->listBucketsAsync();
// Block until the result is ready.
$CompleteSynchronously = $CompleteSynchronously->wait();

FiRE 84
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BRI LAE A Promise B wait B3% , 5&%l Promise BT K. BRIAMERT , 58%I5E K Promise t
A" Promise FIIRA , XEKBELIRE Promise WERKEIARE . WMREFT Promise iE A
wait() , HEGLMEE , EFHTTP FREEAHEXRLER , H3IXRE.

MRFEAEESHBEHRENTFAIES , BAREHEELR, BEALERMN then() BiE , BRETK
A5 R B R IE 4 A Promises

FA

require 'vendor/autoload.php';
use Aws\S3\S3Client;
use Aws\Exception\AwsException;

RIS

// Create an SDK class used to share configuration across clients.
$sdk = new Aws\Sdk([
'region’ => 'us-west-2'
1);
// Use an Aws\Sdk class to create the S3Client object.
$s3Client = $sdk->createS3();

$promise = $s3Client->1istBucketsAsync();

$promise
->then(function ($result) {
echo 'Got a result: ' . var_export($result, true);
)

->otherwise(function ($reason) {
echo 'Encountered an error: ' . $reason->getMessage();

1)

FEATF PHP 89 Amazon SDK 7 3 ##Y Promise

EAT PHP #9 Amazon SDKfEM Promise RS IR , RS HEATFRR KE HTTP B3R,
FiTEASEAK Promise SR Promises/A+,

42 Promise ?

Promise R RRTBRIENRAER, 5 Promise RENEFEHFRNRETH then FiE. FEEME
P LALZW Promise B ERAE R T EMIT Promise BVREE
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EHA T PHP #9 Amazon SDK#&#i guzzlehttp/promises Composer F2F &R LHE Promise, Guzzle
Promise X #5BE LE FISEPE LE M TAEGR , H Al SE AR M EHBER—EER.

® Note

AR —%EE FERT PHP B9 Amazon SDK FEIRT &% HTTP &R , & 3EPRIEHAR A
FHRESIRSER ( Hlin |, HITHIEL Promise ) BHER — MRS HTTP iER,

F & T EIHR Promise

Promise EARZFENFRIES, a0, Promise AT SDK RIEMN ASHESRAHMRILLE : 5
B, Waiter, mntitl, R E/&, S3 BFR/IFHEER , F%,

HIBFRMEA Async BBV FEN , ZF XTI ESRENAEREFiw9IRE Promise, Hlf0 , AT
BERT @2 Promise A3REX Amazon DynamoDBDescribeTable REMNE R,

$client = new Aws\DynamoDb\DynamoDbClient([
'region' => 'us-west-2',
'version' => 'latest',

1);

// This will create a promise that will eventually contain a result
$promise = $client->describeTableAsync(['TableName' => 'mytable']);

BEE , BLLUAMA describeTable 5 describeTableAsync, XEFEREF ik EWEAR
_call 5%, SR EZEFWmXEKN API HE M version 5 XF, BIHA describeTable
ZEMRE Async BERN B ZE , BERWNBEIERKRIE HTTP K , 7#iRE Aws\ResultInterface
FNR®E| K Aws\Exception\AwsException, BIEREBHREEAM Async FE& ( B
describeTableAsync ) , B iR IE - NHRL A Aws\ResultInterface WRMITHE Aws
\Exception\AwsException M#IE4H Promise.

/A Important

IRE Promise Bt , GRATGEC R ( Hl , EARNALERFE ) , HE HTTP BRABERK
B3,

Promise 86


https://github.com/guzzle/promises
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B BEEA then 53 [@ Promise EMEIE, A EZEZHNER ( $onFulfilled M
$onRejected ) , MEMRNAEI, MRNIT Promise , MFA $onFulfilled B ; IR

Promise ##E4 ( RRKXM ) , WAA $onRejected B,

$promise->then(
function ($value) {
echo "The promise was fulfilled with {$valuel}";
1,

function ($reason) {
echo "The promise was rejected with {$reason}";

);

BT S

Z Promise AIVASHE— , LAERNHT. SUTEIHTRIESESHFALMEEABERERIE

BEHEZ Promise HZEFEA1ERTHRFKEN,

use GuzzleHttp\Promise\Utils;

$sdk = new Aws\Sdk([
'version' => 'latest',
'region' => 'us-east-1'

1)

$s3 = $sdk->createS3();
$ddb = $sdk->createDynamoDb();

$promises = [
"buckets' => $s3->1listBucketsAsync(),
'tables' => $ddb->listTablesAsync(),
iy

// Wait for both promises to complete.
$results = Utils::unwrap($promises);

// Notice that this method will maintain the input array

var_dump($results['buckets']->toArray());
var_dump($results['tables']->toArray());

keys.

Promise
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® Note
CommandPool 12t E AN ILEA TR HITZA APl RE,

£ Ex Promise

Promise 3EEEN— NS EREAIATRAES , NI ATFEEIEEREE, Promise 2B then EE
B5E4% then BARKE—RMAEEN ., then FZEMNREEZBEFEEEENSERMNITHRIELD

Promise,

$promise = $client->describeTableAsync(['TableName' => 'mytable']);

$promise
->then(

function ($value) {
$value['AddedAttribute'] = 'foo';
return $value;

.

function ($reason) use ($client) {
// The call failed. You can recover from the error here and
// return a value that will be provided to the next successful
// then() callback. Let's retry the call.
return $client->describeTableAsync(['TableName' => 'mytable']);

}

)->then(

function ($value) {
// This is only invoked when the previous then callback is
// fulfilled. If the previous callback returned a promise, then
// this callback is invoked only after that promise is
// fulfilled.
echo $value['AddedAttribute']; // outputs "foo"

.

function ($reason) {
// The previous callback was rejected (failed).

);
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® Note

Promise EIA#IREE 2R AL T Promise B $value S8, MREAE N T Promise &%
RE—ME , HATEEAREFHIRE—ME,

LR

BA LUEMTE Promise RN ZRANERE, MREMERSIZRE , Promise 2R ZFE MHIE
4, BEFIZETRH Promise t &R ZFREMBIEL ., WRERIIM $onRejected BIFIRE—ME ,
M| Promise €& 1% T KM Promise A $onRejected EEKIREEHIT,

IF1E %1% Promise

BT LUE A Promise By wait A iEREEH58 %5 K Promise.

$promise = $client->listTablesAsync();
$result = $promise->wait();

MREFH wait HHEHBZIRE |, Promise FRZREMBIEL K HELE5| K ZRE,
use Aws\Exception\AwsException;
$promise = $client->1listTablesAsync();

try {

$result = $promise->wait();
} catch (AwsException $e) {

// Handle the error
}

X EHITH Promise A wait T2k wait ¥, REREZARENE,

$promise = $client->listTablesAsync();
$result = $promise->wait();
assert($result ### $promise->wait());

S EIELH Promise A wait 25| kRE., MRIE4FRE R \Exception BIE4] , M&5| K5 ZE
K, BN£5B|% GuzzleHttp\Promise\RejectionException , HBZER T ES AAREN
getReason A& E,

Promise 89



EAT PHP B9 Amazon SDK WA 3 FFRARIEE

® Note

EAT PHP B Amazon SDKH ) API #24E18 AR Aws\Exception\AwsException i F
KMIEL., B , ATHRNT 2BHRELRERRNBENLPREMG , B KIEER then FENR
A gE 2R

B Promise

A LAfE ] Promise B9 cancel() 5 EBUE Promise. 18 Promise B84 , MIAMA cancel() %
BEMER. BUH Promise £HUHZ Promise AR E M FMiZ Promise KiXH Promise, EEUHHY
Promise #{3E4t # & '~ GuzzleHttp\Promise\RejectionException,

¢4 Promise

B LAE Promise HE RS Promise , AMEEE M TEMR. quzzlehttp/promise BF 3
EEMAATAE Promise BB,

#& 7] LATE namespace-GuzzleHttp.Promise F#EIiE A T ATE Promise 5B API XX,

each # each_limit

HRFEZRITIIT Aws\CommandInterface W SHESAIIH B MK/ NEE (XEGSHNLTARE
WA HIEREREERK ) 8t , FEA CommandPool, CommandPool TR B A & % E & 2k & /Y
e, BRREAEREAR,

CommandPool REAHE —FFHmMITHG S, BALEA GuzzleHttp\Promise\each_limit
HEEFNRITRREF RN AESS (FABRERNMAD )

use GuzzleHttp\Promise;

$sdk = new Aws\Sdk([
'version' => 'latest',
'region' => 'us-west-2'

1);

$s3 = $sdk->createS3();
$ddb = $sdk->createDynamoDb();

// Create a generator that yields promises
$promiseGenerator = function () use ($s3, $ddb) {
yield $s3->1listBucketsAsync();

Promise 90


https://docs.amazonaws.cn/aws-sdk-php/v3/api/namespace-GuzzleHttp.Promise.html
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yield $ddb->1istTablesAsync();
// yield other promises as needed...

i

// Execute the tasks yielded by the generator concurrently while limiting the
// maximum number of concurrent promises to 5
$promise = Promise\each_limit($promiseGenerator(), 5);

// Waiting on an EachPromise will wait on the entire task queue to complete
$promise->wait();

Promise t#Ef51#&

Guzzle Promise FERY — PN EB KB IIEER A FEE A B EHIFE Promise , XERERDS TERLUTFE
BREEZEALSIER. EXL , EAT PHP B9 Amazon SDK EAZHERINHRILAEHFEHD
[E45IF2 Promise,

RIEBEQESANFHBHEEER TN TANE XS LA F#E , HASEERNRITXERE , U
BERMREKIRE, EAILUESFER all() Promise EEF ZMBEHITE Promise AEE—# , NE
W FERIX — 81,

use GuzzleHttp\Promise;

$uploadFn = function ($bucket) use ($s3Client) {
return Promise\coroutine(function () use ($bucket, $s3Client) {
// You can capture the result by yielding inside of parens
$result = (yield $s3Client->createBucket(['Bucket' => $bucket]));
// Wait on the bucket to be available
$waiter = $s3Client->getWaiter('BucketExists', ['Bucket' => $bucket]);
// Wait until the bucket exists
yield $waiter->promise();
// Upload a file to the bucket
yield $s3Client->putObjectAsync([
'Bucket' => $bucket,
'Key' => '_placeholder’,
'Body'  => 'Hil'
1);
18
};

// Create the following buckets
$buckets = ['amzn-s3-demo-bucketl', 'amzn-s3-demo-bucket2', 'amzn-s3-demo-bucket3'];
$promises = [];
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// Build an array of promises
foreach ($buckets as $bucket) {

$promises[] = $uploadFn($bucket);
}

// Aggregate the promises into a single "all" promise
$aggregate = Promise\all($promises);

// You can then() off of this promise or synchronously wait
$aggregate->wait();

K3 SEHTF PHP 89 Amazon SDK fRZS 3 4R IR
AS AR

MRERTRENEZERIR , Bl 2ARE. At , IREEEEREBPLERIR , FESENERESLR
try/catch BiER, RERBRN , FATEGL5|ABETRSFHRE.

THEHHRBIMERT Aws\S3\S3Client,. MRAEHEIR , SIKNFEFN Aws\S3\Exception
\S3Exception K&, AATEE5I KNWMERETREHFELEM Aws\Exception
\AwsException EHFF BMRMN, XNKPETEEXHENERHES , 2FEHER ID, HRRBENE
REH, FE  NTEEIFECHRS , MNBIEEBESIFIRIRBRBEALEN ( ELTF Aws\Result
WNR) , ATGEE PHP XERBABHE# T, toArray() FEREEELEBE (HWR7F
),

SA
require 'vendor/autoload.php';

use Aws\S3\S3Client;
use Aws\Exception\AwsException;
use Aws\S3\Exception\S3Exception;

IR

// Create an SDK class used to share configuration across clients.
$sdk = new Aws\Sdk([
'region' => 'us-west-2'

1);
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// Use an Aws\Sdk class to create the S3Client object.
$s3Client = $sdk->createS3();

try {
$s3Client->createBucket(['Bucket' => 'amzn-s3-demo-bucket']);
} catch (S3Exception $e) {
// Catch an S3 specific exception.
echo $e->getMessage();
} catch (AwsException $e) {
// This catches the more generic AwsException. You can grab information
// from the exception using methods of the exception object.
echo $e->getAwsRequestId() . "\n";
echo $e->getAwsErrorType() . "\n";
echo $e->getAwsErrorCode() . "\n";

// This dumps any modeled response data, if supported by the service

// Specific members can be accessed directly (e.g. $e['MemberName'])
var_dump($e->toArray());

RIULEEIR

EEERSERNOHMETSE
REZWE RS EIR.

KRE, BX40EFARER Promise B then() = otherwise() 5%

FA

require 'vendor/autoload.php';

use Aws\S3\S3Client;
use Aws\Exception\AwsException;
use Aws\S3\Exception\S3Exception;

RIS

//Asynchronous Error Handling
$promise = $s3Client->createBucketAsync(['Bucket' => 'amzn-s3-demo-bucket']);
$promise->otherwise(function ($reason) {

var_dump($reason);
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1)

// This does the same thing as the "otherwise" function.
$promise->then(null, function ($reason) {
var_dump($reason);

1)

Ea LR " Promise , NI Bl AR E .

FA
require 'vendor/autoload.php';

use Aws\S3\S3Client;
use Aws\Exception\AwsException;
use Aws\S3\Exception\S3Exception;

RS

$promise = $s3Client->createBucketAsync(['Bucket' => 'amzn-s3-demo-bucket']);

//throw exception
try {
$result = $promise->wait();
} catch (S3Exception $e) {
echo $e->getMessage();

}

EATF PHP 9 Amazon SDK k2~ 3 R EY43EFE = A (8] 448

BT PHP 89 Amazon SDKHEEY BHLH 2 , BINEBEFNFEHERTT B, BNMNFAIEEE
Fim3E#HE — 1 Aws\HandlerList 3£4l , BN EF %M getHandlerList() AZiGE,. &7
DR EZF®MN HandlerList , X E#TE RN ERE F w17 1o

IR

LEEFRE— NS MBERERERNERNER, LBEFEE XX HTTP ER, LBEFTH
REMEA R , SAEREIT R, ABREFRE— 1R, ©EF Aws\CommandInterface M Psr\Http
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\Message\RequestInterface , #IRE A Aws\ResultInterface ¥ {THE Aws\Exception
\AwsException REM#IELEY Promise,

LU AL RE P Y 8 A A9 R B A R AR LS R .

use Aws\CommandInterface;

use Aws\Result;

use Psr\Http\Message\RequestInterface;
use GuzzleHttp\Promise;

$myHandler = function (CommandInterface $cmd, RequestInterface $request) {
$result = new Result(['foo' => 'bar'l);
return Promise\promise_for($result);

};

LA ER RO ERETRESE handler &T , UL BEERFEFRXTIEAIEFRESEM.

// Set the handler of the client in the constructor
$s3 = new Aws\S3\S3Client([

'region' => 'us-east-1',

'version' => '2006-03-01"',

'handler' => $myHandler
1);

BRI U EEFiRETRGEER setHandler BAws\ClientInterface FZEHRELEREF,

// Set the handler of the client after it is constructed
$s3->getHandlerList()->setHandler($myHandler);

® Note

EEZXEEFRHETKEEXREAERER |, B5FA Aws\MultiRegionClient &Y
useCustomHandler 5.

$multiRegionClient->useCustomHandler($myHandler);
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R ERER

RMNBWEFAFAXTESRBNETEH MockHandler, B LA{EMA Aws\MockHandler iR [E1&
PERF S| RELZRE, MABRINERKRE , MockHandler £3% FIFO i F S TMBA SR BB,

use Aws\Result;

use Aws\MockHandler;

use Aws\DynamoDb\DynamoDbClient;

use Aws\CommandInterface;

use Psr\Http\Message\RequestInterface;
use Aws\Exception\AwsException;

$mock = new MockHandler();

// Return a mocked result
$mock->append(new Result(['foo' => 'bar']l));

// You can provide a function to invoke; here we throw a mock exception
$mock->append(function (CommandInterface $cmd, RequestInterface $req) {
return new AwsException('Mock exception', $cmd);

1)

// Create a client with the mock handler
$client = new DynamoDbClient([

'region' => 'us-west-2',

'version' => 'latest',

"handler' => $mock

1);

// Result object response will contain ['foo' => 'bar']
$result = $client->listTables();

// This will throw the exception that was enqueued
$client->1listTables();

o B

FEGE —REERNESREHE , INERTONTARHTER  HERALET—VULERRF,. PEHFE
B3EZZ Aws\CommandInterface #l Psr\Http\Message\RequestInterface , }iREH Aws
\ResultInterface #1TEHHE Aws\Exception\AwsException FEREM#XIELH Promise,

HEHHARESHEY , TERELHRAEENSTT. BRIAER, PRAGEFUTER.
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use Aws\CommandInterface;
use Psr\Http\Message\RequestInterface;

$middleware = function () {
return function (callable $handler) use ($fn) {

return function (
CommandInterface $command,
RequestInterface $request = null

) use ($handler, $fn) {
// Do something before calling the next handler
// ...
$promise = $fn($command, $request);
// Do something in the promise after calling the next handler

M ococ

return $promise;
};
I
};

PEGERERTHGSFIENBERNR, FRGFTERERNGS , IFCIREEHF. RAEPHE
HoEASRPN T —NMNMERRF , iR T - M ERFERIHIRE Promise. AT —MNMEERE
FrolZ2 8 Promise , AIfEA Promise B then FE# 1T858 , £ Promise IREIFREIHH 2/ , BK
BRAERIHEIR.

HandlerList

FEAIESHMEH Aws\HandlerList EBRITHRFTANPEGNLEBERF. BMAIESE R
#R#HE — HandlerList , X4 HandlerList £REH FNEFFIHRENEEZG S, BALUE
FE R INEIEFIiwE HandlerList , REFIRSIZNESHSHMEMEH K F 8 4 M ER AL BT
T, BAILMEBEES S HandlerList , RINBM RS E S S FE4,

HandlerList R A TEELNEBREFN—HHEH, HandlerList AN EGHEHEFDO N —LERZS
B RNMATOTHNEGAPIHNZINED. XEEBTEEHRRGNIIR  URSELEEFIN
Fo

1. init - RMERIASEK

2. validate - RIFHESH

3. build - FHL HTTP R , R K%

4. sign - MFEFL HTTP ER#TER

5. <handler> ( FR—NMTR , BHITEFRERTRE )
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init

EHEAHPNX NSRRI THNANBL , URERFIMENER, SBREBERTEGS RN
RINSH,

BATLAMER init A appendInit FA7%E prependInit SBABRMABEHF , H& appendInit
e EHRINE prepend ¥IXRMWEE , prependInit M EIHRINE prepend FIRHIFF L,

use Aws\Middleware;

$middleware = Middleware::tap(function ($cmd, $req) {
// Observe the step
});

// Append to the end of the step with a custom name
$client->getHandlerList()->appendInit($middleware, 'custom-name');
// Prepend to the beginning of the step
$client->getHandlerList()->prependInit($middleware, 'custom-name');

& UE

S ARPHXNMNSRATRIES THRASE

BRI AR validate # appendValidate 5% prependValidate ZERAPFMPEMG , H
f appendValidate fFHEIHHRINEl validate FIRMEKE , prependValidate fFHEH4F
n#El validate % RMFF L,

use Aws\Middleware;

$middleware = Middleware::tap(function ($cmd, $req) {
// Observe the step

1)

// Append to the end of the step with a custom name
$client->getHandlerList()->appendValidate($middleware, 'custom-name');
// Prepend to the beginning of the step
$client->getHandlerList()->prependValidate($middleware, 'custom-name');

build

£ EAPPRNXMERATHNFAMITHRSFIME HTTP B3R, THERAPEAH2WE —%H
=M PSR-7 HTTP # K,
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AT LAEA build # appendBuild 77347 prependBuild SEAFMFEHF , HAR
appendBuild FAHREGFRMNE build SR ERSE , prependBuild FFHEIGFMNE build FlFk
I K,

use Aws\Middleware;

$middleware = Middleware::tap(function ($cmd, $req) {
// Observe the step

1)

// Append to the end of the step with a custom name
$client->getHandlerList()->appendBuild($middleware, 'custom-name');
// Prepend to the beginning of the step
$client->getHandlerList()->prependBuild($middleware, 'custom-name');

Ros]

S EAPPNXNTRATEBLLERIE HTTP BRZBAHTEE., BFE , £ HTTP BRETX
BfE , CAFRZHTER , LBELERER,

X2 BREFEM HTTP ER 280 HandlerList FWIRE—F,

IBATLAER sign M appendSign B3E7E prependSign STAERMAEH , EF appendSign
TR EHRINE sign BIRMEKIE , prependSign FFFEHRME sign FIRAFF L,

use Aws\Middleware;

$middleware = Middleware::tap(function ($cmd, $req) {
// Observe the step

1)

// Append to the end of the step with a custom name
$client->getHandlerList()->appendSign($middleware, 'custom-name');
// Prepend to the beginning of the step
$client->getHandlerList()->prependSign($middleware, 'custom-name');

B] A AR 4

BUERFRTEQSRENETHEAEREFHRNITH , IRRBTHIT,
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mapCommand

MREBEFHSFEINLR HTTP BERZFIERT T , Aws\Middleware: :mapCommand FEI4RE

. Hlan , aIEA mapCommand TR SR MERIAS 2L, mapCommand BEIEZ M AT A AR ] 4%

% Aws\CommandInterface R HIRE Aws\CommandInterface XK,

use Aws\Middleware;
use Aws\CommandInterface;

// Here we've omitted the require Bucket parameter. We'll add it in the
// custom middleware.
$command = $s3Client->getCommand('HeadObject', ['Key' => 'test']);

// Apply a custom middleware named "add-param" to the "init" lifecycle step
$command->getHandlerList()->appendInit(
Middleware: :mapCommand(function (CommandInterface $command) {
$command[ 'Bucket'] = 'amzn-s3-demo-bucket';
// Be sure to return the command!
return $command;

1),
'add-param'
)i
mapRequest

MRIGEBEREFILEERKZEMNER , Aws\Middleware: :mapRequest FEIGERER,
m, AIERATRERRFINEEN HTTP #58, mapRequest EEIEZ W WA AR AI#ES Psr\Htt
\Message\RequestInterface Z¥HiRE Psr\Http\Message\RequestInterface R,

use Aws\Middleware;
use Psr\Http\Message\RequestInterface;

// Create a command so that we can access the handler list
$command = $s3Client->getCommand('HeadObject', [

'Key' => 'test',

'Bucket' => 'amzn-s3-demo-bucket'

1)

// Apply a custom middleware named "add-header" to the "build" lifecycle step
$command->getHandlerList()->appendBuild(
Middleware: :mapRequest(function (RequestInterface $request) {
// Return a new request with the added header

Y

FR ] 4
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return $request->withHeader('X-Foo-Baz', 'Bar');

1,
'add-header'

);

ST TR, 2B ERERE

/A Important
FAER , PEARE build PRNSKFEMILEEFFIRFHN. XEN THRERASE
2 ATERER

mapResult

MBBEEERDOHITHER |, Aws\Middleware: :mapResult HEHHEEH. mapResult B
EZHNTAARKTES Aws\ResultInterface S HIRE Aws\ResultInterface MR,

use Aws\Middleware;
use Aws\ResultInterface;

$command = $s3Client->getCommand('HeadObject', [
'Key' => 'test',
'Bucket' => 'amzn-s3-demo-bucket'

1)

$command->getHandlerList()->appendSign(
Middleware: :mapResult(function (ResultInterface $result) {
// Add a custom value to the result
$result['foo'] = 'bar';
return $result;
1)
I

WERTE , RENERFFEETE foo B,

fAeigsk

history EFlaﬂ#‘JJ%?,ﬂuﬁtﬁﬂ;zIE@% YHRATTEEEN TS, RETEHEN HTTP R | ik
B THRENLER, XANHENHS Web X KERH T RiIBRERELL,

use Aws\History;
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use Aws\Middleware;

$ddb = new Aws\DynamoDb\DynamoDbClient([
'version' => 'latest',
'region' => 'us-west-2'

1)

// Create a history container to store the history data
$history = new History();

// Add the history middleware that uses the history container
$ddb->getHandlerList()->appendSign(Middleware: :history($history));

ERRZE 28l , Aws\History L IERKBFFIRINATFM 10 RicK , EUUAHERENZEHRE
REFWERHFT , NTMBEELZBEHE.

// Create a history container that stores 20 entries
$history = new History(20);

BRBERTEREALIERFRAFNERZE , REALIERER.

// The object is countable, returning the number of entries in the container
count($history);

// The object is iterable, yielding each entry in the container
foreach ($history as $entry) {
// You can access the command that was executed
var_dump($entry['command']);
// The request that was serialized and sent
var_dump($entry['request']);
// The result that was received (if successful)
var_dump($entry['result']);
// The exception that was received (if a failure occurred)
var_dump($entry['exception']);

// You can get the last Aws\CommandInterface that was executed. This method
// will throw an exception if no commands have been executed.
$command = $history->getLastCommand();

// You can get the last request that was serialized. This method will throw an
exception
// if no requests have been serialized.
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$request = $history->getLastRequest();

// You can get the last return value (an Aws\ResultInterface or Exception).

// The method will throw an exception if no value has been returned for the last
// executed operation (e.g., an async request has not completed).

$result = $history->getLastReturn();

// You can clear out the entries using clear
$history->clear();

tap

tap FEMGATAENRIE, SBAAFEALPEG , FESHRGSEZAOETSHARRE. tap &
BUEZ A AR Aws\CommandInterface , AR#EMITHI AL Psr\Http\Message
\RequestInterface,

use Aws\Middleware;

$s3 = new Aws\S3\S3Client([
'region' => 'us-east-1',
'version' => '2006-03-01'
1)

$handlerList = $s3->getHandlerList();
// Create a tap middleware that observes the command at a specific step

$handlerList->appendInit(
Middleware: :tap(function (CommandInterface $cmd, RequestInterface $req = null) {

echo 'About to send: ' . $cmd->getName() . "\n";
if ($req) {

echo 'HTTP method: ' . $request->getMethod() . "\n";
}

);

IR A ENLEREF

WEBREFRR—NMESZ Aws\CommandInterface &R H Psr\Http\Message
\RequestInterface MRMWEE , ©HIREH GuzzleHttp\Promise\PromiseInterface
E. A Aws\ResultInterface IE4H Aws\Exception\AwsException,

BERAFTRITEIEZ ehttp it , LEBEREFRAFZXENAFER L TFIED
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e connect_timeout

- debug

« decode_content ( AJi% )
- delay

* progress ( A& )

* prox

. sink

« synchronous ( A% )
* stream ( A% )

« -timeout

- B

* http_stats_receiver ( AIi% ) - MMREA stats ESHHTIER , B HTTP Z WS 1T IR/ BRI
4R 3 17 V8 AR B9 B B

BRIFULIETUEE N AIE , BUKERFSAREZED |, FATOREIELE R Promise.

BRTAEFERN ehttp & , LBEFELITURAMEBFU TR User-Agent /78 , HF“3.X"H]
i Aws\Sdk: : VERSION , “HandlerSpecificData/version ...” S &t B A BRE F 45 EH User-
Agent FRFH,

User-Agent: aws-sdk-php/3.X HandlerSpecificData/version ...

FEAF PHP 89 Amazon SDK iRZ< 3 FREY 7

HT £/K7T PSR-7EHAT PHP ¥ Amazon SDK HTTP BB , Rt EERNIFER PSR-7
Streaminterface , fEAX PHP fi IR, SR AFERIMRE R blob ( fil40 BodyS3::PutObject
WHH S8 ) , FRHE. PHP RBIRS Psr\Http\Message\StreamInterface KEHIIAH 2
EA R

/A Warning
FRIEGLATLEREENSTRAASRRERNELR PHP RER, FHAEREMERH XM

=
MRBFEEFRIESRENKBZRALER , BENEBEE GuzzleHttp
\Psr7\Stream EplF , BEANSHIEETTF. FRIETLFEAR , HEEHNRE

i
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http://www.php-fig.org/psr/psr-7/
https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-Psr.Http.Message.StreamInterface.html
https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-Psr.Http.Message.StreamInterface.html
http://php.net/manual/en/intro.stream.php
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-s3-2006-03-01.html#putobject
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EEEZERNAIBHIRNES . Guzzle FREH PHP B EIKEEH SN 2K KRR ARIEF
fclose , AItBEFEBH S XA,

ik

Guzzle R Z iR MHEE , THATEHEIF AT ESHN Guzzle SERN T ASEUIREH N TR R
TXREMAN. XLEEMEFTEINEBERFELAERLERMEINAR. ATRIRN—B2 , &
GuzzleHttpPsr7 FEERAUKEIEZ AR,

AppendStream

GuzzleHttp\Psr7\AppendStream

MBAN TR ERORIREL
use GuzzleHttp\Psr7;
$a Psr7\stream_for('abc, ');

$b = Psr7\stream_for('123."');
$composed = new Psr7\AppendStream([$a, $b]);

$composed->addStream(Psr7\stream_for(' Above all listen to me'));

echo $composed(); // abc, 123. Above all listen to me.

CachingStream

GuzzleHttp\Psr7\CachingStream

AFEAATEINRLET ZAERNFT ., MRBTFEEZRAERSBOREEM T TEINIEN (Fl
EX@RE) , CFREEA. NERRFRMNBEFEFE PHP IGERP |, X LRENF TS
XEFINEFF  REBEFIME L,

use GuzzleHttp\Psr7;

$original = Psr7\stream_for(fopen('http://www.google.com', 'r'));
$stream = new Psr7\CachingStream($original);

$stream->read(1024);
echo $stream->tell();

ff
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https://github.com/guzzle/psr7
https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-GuzzleHttp.Psr7.AppendStream.html
https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-GuzzleHttp.Psr7.CachingStream.html
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// 1024
$stream->seek(0);

echo $stream->tell();
// 0

InflateStream

GuzzleHttp\Psr7\InflateStream

£/ PHP B zlib.inflate JE1ES ARG MR A EA gzip EBHAR.

XANREMBR BT A TERMBT 10 NFT |, BUMBR gzip #R3% , FHEHIRERN PHP RER , RS

hn zlib.inflate iFikEs. AB/ZRELEIRE Guzzle AR , BE Guzzle .

LazyOpenStream

GuzzleHttp\Psr7\LazyOpenStream

RERPRE /O BER , BENEIRHEABT TR XM

use GuzzleHttp\Psr7;

$stream = new Psr7\LazyOpenStream('/path/to/file', 'r');
// The file has not yet been opened...

echo $stream->read(10);
// The file is opened and read from only when needed.

LimitStream

GuzzleHttp\Psr7\LimitStream

RATERAERNEN FERDH. MEFRAXMAHFSRPMR | LEDERRIE (Hl2 Amazon S3

Multipart Upload AP1) , BBAERE M,

use GuzzleHttp\Psr7;

$original = Psr7\stream_for(fopen('/tmp/test.txt', 'r+'));
echo $original->getSize();
// >>> 1048576
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https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-GuzzleHttp.Psr7.LazyOpenStream.html
https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-GuzzleHttp.Psr7.LimitStream.html
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// Limit the size of the body to 1024 bytes and start reading from byte 2048
$stream = new Psr7\LimitStream($original, 1024, 2048);

echo $stream->getSize();

// >>> 1024

echo $stream->tell();

// >>> 0

NoSeekStream

GuzzleHttp\Psr7\NoSeekStream

XN ITEE , FTATES.
use GuzzleHttp\Psr7;

$original = Psr7\stream_for('foo');
$noSeek = new Psr7\NoSeekStream($original);

echo $noSeek->read(3);

// foo
var_export($noSeek->isSeekable());
// false

$noSeek->seek(0);
var_export($noSeek->read(3));

// NULL

PumpStream

GuzzleHttp\Psr7\PumpStream

RERER , M PHP A R REUEE

MRFARMEOATEAAEE , PumpStream 2@ 1% Al A AR BZEERIEENKIEE. T AARKT
PLUERZBENE , HREADTHERIZTERNET, BENTEAARBRENFMESABENEET
AE , BEIEA PumpStream BY read() REFER ., MR & BRI EIE | BEA A RBATUR
= false,

BTFAE T GuzzleHttp\Psr7\StreamDecoratorTrait , SlEREMBETBIHEER S, IEHE
HRBEER , BMXHE Psr\Http\Message\StreamInterface A%, RE use
StreamDecoratorTrait , #XEEMNBEN F %,

ff
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https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-GuzzleHttp.Psr7.NoSeekStream.html
https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-GuzzleHttp.Psr7.PumpStream.html
https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-GuzzleHttp.Psr7.StreamDecoratorTrait.html
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i , RRBNFBLEERSRNEIENGEE - M Z T ARABENER, XTEIESE read() HER
HEo

use Psr\Http\Message\StreamInterface;
use GuzzleHttp\Psr7\StreamDecoratorTrait;

class EofCallbackStream implements StreamInterface

{
use StreamDecoratorTrait;
private $callback;
public function __construct(StreamInterface $stream, callable $cb)
{
$this->stream = $stream;
$this->callback = $cb;
}
public function read($length)
{
$result = $this->stream->read($length);
// Invoke the callback when EOF is hit
if ($this->eof()) {
call_user_func($this->callback);
}
return $result;
}
}

iR AR MBMEMIERS , ERFEELT ROIEL

use GuzzleHttp\Psr7;

$original = Psr7\stream_for('foo');

$eofStream = new EofCallbackStream($original, function () {
echo 'EOF!';

1)

$eofStream->read(2);
$eofStream->read(1l);
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// echoes "EOF!"
$eofStream->seek(0);
$eofStream->read(3);
// echoes "EOF!"

FEHAERT PHP B9 Amazon SDK iR 3 VD LR

i Amazon RFEESL ST, HUBMWE R#HTMA, Hla0 , Amazon S3ListObjects B¥ESE
RE % REEIRE 1000 MR, SEEEOIRE ( BIRBEE N list'T “describe” ) FEEFATE ( Hix
D) SBERBLEFER , URRTENERE,

Paginator :2i& AT PHP B Amazon SDKH —FIhEE , RELRENHRE , £ XA REBEREN
#EAD AN APl, PTTTEAR ERERNIERSE. SIREAEF KN getPaginator() A&
IR, WRIFA getPaginator() , BAFTIRMBEBHURBRENSE ( FRITRIERN S EM
). BAILAERA foreach BN M ITEN R , BUIRBEA Aws\Result XK.

$results = $s3Client->getPaginator('ListObjects', [
'Bucket' => 'amzn-s3-demo-bucket'

1);

foreach ($results as $result) {
foreach ($result['Contents'] as $object) {
echo $object['Key'] . "\n";
}

PRIENRNR

getPaginator() FZEIREIHFIRE Aws\ResultPaginator KHIEHI, LRI PHP HE4E
iterator 0O , AtE A5 foreach &R, ©ETSERETEHE (W iterator_to_array)
AR , H5 SPLiterators ( 8 LimitIterator XK ) RF&ERK.

PUIENRBRARARE—TER , AEMNRIT. XREKE , BREERBRBERINNERTE
MERREMN, a0, Amazon S3ListObjects BEFRZZ RIRE 1000 MR , MNREH T
REY 10000 MER , 7T ITEHERIT 10 XiER, MREFELERER , MEFHERNINTE
—MER , EREAEZRERRITEZMER |, fRILEH,
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ERATF PHP & Amazon SDK R4S 3 F A& ARIERE
B L RBIRE

PRIERNKWEE RN search() WEZE , AFEN—AERPHHECIEERE. EEFA
search() B , iFRMH JMESPath £k |, IEEEBREWEIE. BHA search() 2RENERES , £K
BNERNKRERLE R, ELERIREAYIENSTHTFHER 14,

LT RS2 ARBRGIE , B ResultPaginator: :search() A AT LAE INFEH,

$results = $s3Client->getPaginator('ListObjects', [
'Bucket' => 'amzn-s3-demo-bucket'

1)

foreach ($results->search('Contents[].Key') as $key) {
echo $key . "\n";
}

A fEA JMESPath RIZAXMITIHEERMRIE, flm , MREFETENAAENXNREMEBRIR (A
HXFERIMIT 1s ) , ATMITUUT#RE,

// List all prefixes ("directories") and objects ("files") in the bucket
$results = $s3Client->getPaginator('ListObjects', [

'Bucket' => 'amzn-s3-demo-bucket',
'Delimiter' => '/’
1);
$expression = '[CommonPrefixes[].Prefix, Contents[].Keyl[]1';
foreach ($results->search($expression) as $item) {
echo $item . "\n";
}
= VAN
RTON

BT LR # each() B9 Aws\ResultPaginator FEKERE L ERI T IENER, 2 WIE
RS MNMEBBEAZERE,

$results = $s3Client->getPaginator('ListObjects', [
'Bucket' => 'amzn-s3-demo-bucket'

1)

$promise = $results->each(function ($result) {
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echo 'Got ' . var_export($result, true) . "\n";

1)

® Note
BRI LAER each() FEM API BRENE RS T , AN RSP RIZHMER,

EKEETIHEIRZERFH Promise 24K EERIE null IREE, XFMEKE , B UMNERIRE

Promise , MAEMKLERERIME 28l , XAHBRZERE , b2 EFHEHM Promise EHEER P, |
RIREIM &S —1IE null B , 2% EXEM T Promise FTHY Promise (W& R, MRREINS&E
—AME R Promise , f#RiZ Promise FT15HY 45 R # B IEL T i Promise,

// Delete all keys that end with "Foo"
$promise = $results->each(function ($result) use ($s3Client) {
if (substr($result['Key'], -3) === 'Foo') {
// Merge this promise into the iterator
return $s3Client->deleteAsync([
'Bucket' => 'amzn-s3-demo-bucket',

'Key' => 'Foo'
D
}
1DF
$promise
->then(function ($result) {
// Result would be the last result to the deleteAsync operation
)
->otherwise(function ($reason) {
// Reason would be an exception that was encountered either in the
// call to deleteAsync or calls performed while iterating
});

// Forcing a synchronous wait will also wait on all of the deleteAsync calls
$promise->wait();

FERAF PHP 89 Amazon SDK fRZ< 3 Y Waiter

Waiter BEX B FRHTRE , L—MHKRAASFERFHEARERS , NMENBRIBERARLE -
MRE, BAUEFEE-RFSF/IRRAN AP XXH |, HREIF P iR <IN Waiter 5k, ESHEIHR

Waiter 111


https://docs.amazonaws.cn/aws-sdk-php/v3/api/index.html
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, BB AP XHFHNEFIHRE , SMBBERAS (ABHERT) , RERE TR E“Waiter' B
o MLEEIEN T B A S3 W “Waiter’ 287 -

HLLTRBIF |, A Amazon S3 B imR IR F M. REMEMA Waiter EFFHBELT

// Create a bucket
$s3Client->createBucket(['Bucket' => 'amzn-s3-demo-bucket']);

// Wait until the created bucket is available
$s3Client->waitUntil('BucketExists', ['Bucket' => 'amzn-s3-demo-bucket']);

MR Waiter IFHBWABIZ , 25K \RuntimeException &,
Waiter Bt &

Waiter = HE BT RBREA TN, 13E Waiter FTAMATE RIS ERIAE |, BB SX L
NE , U EFETRNEFRE,

i ewaiter WHAMKBKEAMEBEE Y $args M waitUntil() HAM getWaiter() B,
AT LAE R Waiter B EIET,

// Providing custom waiter configuration options to a waiter
$s3Client->waitUntil('BucketExists', [

'Bucket' => 'amzn-s3-demo-bucket',
'@waiter' => [
'delay' = 3,
'maxAttempts' => 10
]
D)8
delay (int)

MR AZEZBNERY . 81 Waiter BEERIAN delay BLEE , BEEUREZHNELDN
FERBEREHRLIEE,

maxAttempts (int)

Waiter kM2 B =R LR, WA A BREFTSTRBABESFENETR, 81 Waiter
EHERIAK maxAttempts BEE , BEFREEEH N EANFERABERERILIRE.,

Waiter Bt & 112


https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-s3-2006-03-01.html#waiters
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initDelay (int)
BRRWERZEFHIVER, REHNER —RREE R AFEEH AMBRS | LETFS
RER,

before ( AIAA )
— N PHP WiAAERE , EERAZHZ AR, ZUHARARBBESERITH Aws
\CommandInterface SR B EHRITHEIRAEAA, before AIAARBNAETURE
hiTomeoreEdas , RUEEEEE,

use Aws\CommandInterface;

$s3Client->waitUntil('BucketExists', [
'Bucket' => 'amzn-s3-demo-bucket',

'@waiter' => [
'before' => function (CommandInterface $command, $attempts) {

printf(
"About to send %s. Attempt %d\n",
$command->getName(),
$attempts

);

1)

RIFF

BRTELSEE , BETER Waiter #FEH |, AN REEMERIERFRFZ NI HIR.

/Ch

WA LAERAE iRl getWaiter($name, array $args = []) FERREFIKH Waiter , AT
518 Waiter 89 Promise. £ Waiter B9 promise() 7532830 Waiter, Waiter R HRITHNITH Aws
\CommandInterface A& E Waiter Promise , i 5|2/ RuntimeException AI{E4E Waiter

Promise,

use Aws\CommandInterface;

$waiterName = 'BucketExists';
$waiterOptions = ['Bucket' => 'amzn-s3-demo-bucket'];

// Create a waiter promise
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$waiter = $s3Client->getWaiter($waiterName, $waiterOptions);

// Initiate the waiter and retrieve a promise
$promise = $waiter->promise();

// Call methods when the promise is resolved.
$promise
->then(function () {
echo "Waiter completed\n";

1}

->otherwise(function (\Exception $e) {
echo "Waiter failed: " . $e . "\n";

});

// Block until the waiter completes or fails. Note that this might throw
// a \RuntimeException if the waiter fails.
$promise->wait();

NFFETF Promise BY Waiter APl A F —LEThgesg K, FAHEENRIENERER. flm , mREBHE
EEFEZNRR , HESE —N Waiter BSIERERMITELRE , XZEADR?

use Aws\CommandInterface;

// Create an array of waiter promises

$promises = [
$s3Client->getWaiter('BucketExists', ['Bucket' => 'a'])->promise(),
$s3Client->getWaiter('BucketExists', ['Bucket' => 'b'])->promise(),
$s3Client->getWaiter('BucketExists', ['Bucket' => 'c'])->promise()

1;

// Initiate a race between the waiters, fulfilling the promise with the
// first waiter to complete (or the first bucket to become available)
$any = Promise\any($promises)
->then(function (CommandInterface $command) {
// This is invoked with the command that succeeded in polling the
// resource. Here we can know which bucket won the race.
echo "The {$command['Bucket']} waiter completed first!\n";
h)7

// Force the promise to complete
$any->wait();
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JMESPath & F PHP B Amazon SDK frZs 3 PRI RIE R

JMESPathfE & ae% LA B 5 XI5 E MMM JSON XHEHIREUTE, KH T jmespath.php KX HFHE
EERMR , FlaARA 3 REY Paginators F & AT PHP Y Amazon SDK 7k 3 HEY Waiters , 1B
/M FF JMESPath 7 & T PHP #J Amazon SDKX#MiViER, EA T PHP B Amazon SDK Aws
\ResultInterface Aws\ResultPaginator

YRAIAZ R TE L IJMESPath 7~ , JMESPath ERX B EFH I —if, B LAEIMESPath #5BH 7 #E
XZEBEENEZEE  8ETANRERNHK,

¥ Amazon CLI# JMESPath, Xt CLI fiHRENRER S5 EHA T PHP 89 Amazon SDKEEH
RIEXNTELFHE

MEE R P REUEE

ZAws\ResultInterfacei#Z O EH —fE T JMESPath ®iENMNE RER FIZEBIE
Msearch($expression)fiE. A JMESPath RiAREWNLE RN RPN EIES B T HIBREEARSH
KRB, AFEEERIE EERIEHE,

WERETHESR , RIKETEHAIA JSON fa i , BH#HR T EESITRE Amazon EC2 KR H A
Amazon Elastic Block Store (Amazon EBS) %

$result = $ec2Client->describeVolumes();
// Output the result data as JSON (just so we can clearly visualize it)
echo json_encode($result->toArray(), JSON_PRETTY_PRINT);

{
"Volumes": [
{
"AvailabilityZone": "us-west-2a",
"Attachments": [
{

"AttachTime": "2013-09-17T00:55:03.000Z",
"InstanceId": "i-a071c394",

"VolumeId": "vol-ella5288",

"State": "attached",
"DeleteOnTermination": true,

"Device": "/dev/sdal"

JMESPath ik = 115


http://jmespath.org/
https://github.com/jmespath/jmespath.php
http://jmespath.org/examples.html
http://jmespath.org/specification.html
https://www.amazonaws.cn/cli/
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"VolumeType": "standard",

"VolumeId": "vol-ella5288",

"State": "in-use",

"SnapshotId": "snap-f23eclc8",
"CreateTime": "2013-09-17T00:55:03.000Z",

"Size": 30
},
{
"AvailabilityZone": "us-west-2a",
"Attachments": [
{
"AttachTime": "2013-09-18T20:26:16.000Z",
"InstanceId": "i-4b4la37c",
"VolumeId": "vol-2e410a47",
"State": "attached",
"DeleteOnTermination": true,
"Device": "/dev/sdal"
}
1,
"VolumeType": "standard",
"VolumeId": "vol-2e410a47",
"State": "in-use",
"SnapshotId": "snap-708e8348",
"CreateTime": "2013-09-18T20:26:15.000Z",
"Size": 8
}

1,
"@metadata": {
"statusCode": 200,
"effectiveUri": "https:\/\/ec2.us-west-2.amazonaws.com",
"headers": {
"content-type": "text\/xml;charset=UTF-8",

"transfer-encoding": "chunked",

"vary": "Accept-Encoding",

"date": "Wed, 06 May 2015 18:01:14 GMT",
"server": "AmazonEC2"

B, BRIOAUFMAUTHS , _ANEBIRFREE 1B,

$firstVolume = $result->search('Volumes[@]');
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WAE , BAEA wildcard-index RIER [*] EREBANIIR , BR=AREHEGSE . F
VolumeId E&& N ID, ¥ AvailabilityZone E®EB N AZ , ¥ Size RE N Size, EATAU
¥ multi-hash RIAXEF wildcard-index RExRXzE , ERAEGRIXETE,

$data = $result->search('Volumes[*].{ID: VolumeId, AZ: AvailabilityZone, Size: Size}');
XEBRMNFME TUWTH PHP B35 -

array(2) {

[0] =>

array(3) {
'AZ' =>
string(10) "us-west-2a"
'ID' =>
string(12) "vol-el1a5288"
'Size' =>
int(30)

}

(1] =>

array(3) {
'AZ' =>
string(10) "us-west-2a"
'ID' =>
string(12) "vol-2e41@as47"
'Size' =>
int(8)

}

}

£ multi-hash RRZER , BIETTLAERRBRNE (510 keyl.key2[0] .key3 ) REUVRERETE
gihxtE, UATREFA Attachments[0].Instanceld BERILINEE , BB ENEEN
Instanceld. (EXZEERT , JMESPath RIAXNFRBEZERK, )

$expr = 'Volumes[*].{ID: Volumeld,
Instanceld: Attachments[@].Instanceld,
AZ: AvailabilityZone,
Size: Sizel}';

$data = $result->search($expr);

var_dump($data);
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E—REXN B HATEHIE

array(2) {

[0] =>

array(4) {
'ID' =>
string(12) "vol-ell1a5288"
'Instanceld' =>
string(10) "i-a@71c394"
'AZ' =>
string(1@) "us-west-2a"
'Size' =>
int(30)

}

[1] =>

array(4) {
'ID' =>
string(12) "vol-2e41@as47"
'Instanceld' =>
string(10) "i-4b41a37c"
'AZ' =>
string(10) "us-west-2a"
'Size' =>
int(8)

BETRA multi-list RIEXBESZNITE  [keyl, key2], ERBEXSFFMINRIFELE L

PIABMRARNEFIIERST , TEERRE,

$expr = 'Volumes[*].[VolumeId, Attachments[@].Instanceld, AvailabilityZone, Size]';

$data
var_dump($data);

BITE—EBREEMUTEHE

array(2) {
[0] =>
array(4) {
[0] =>
string(12) "vol-ella5288"
[1] =>

$result->search($expr);

M RPIZIEE
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string(10) "i-a@71c394"
[2] =>
string(10) "us-west-2a"
[3] =>
int(30)

}

[1] =>

array(4) {
(0] =>
string(12) "vol-2e41@a47"
[1] =>
string(1Q) "i-4b41a37c"
[2] =>
string(1@) "us-west-2a"
[3] =>
int(8)

EA filter REXBRBFIEFBRWERERLER, UTREEBRMNEE us-west-2a TAXHNSE,

$data = $result->search("Volumes[?AvailabilityZone ## 'us-west-2a']");

JMESPath X FEHHRER. BRIREBEZTELREENEN , BEERRESBM T U “us-” FFLH
Amazon KB HFMATES, UTRERFEH starts_with B , % us- XEAFEHFE, REFIHE
B RE JSON XAE true BTHER , NEZBEMIEREIRE true WFEMS SR,

$data = $result->search('Volumes[?starts_with(AvailabilityZone, 'us-') ## “true']');

M7 T BRIV TR

EaE A LAEE & AT PHP B9 Amazon SDK higZs 3 #fy Paginator 185 7 2 2I#Y |, Aws
\ResultPaginator ¥RAAFMN T DTN APl BEERER, EAT PHP 8 Amazon SDK f&
A AMAws\ResultPaginator M RARIMAERTIRENEHIE , AR EREENRSF LXIFHIR
g, He JMESPath FRixX K4 R =2 M5 BB

RIZEHLEGR iterator , MUNEMBERATF 1 MB IR, EMEIX—K , NE LR
ListObjects #TMITE , RAFAZP R IERA search() HE , X2 AHIELIERFLERETHY
RS,

$result = $s3Client->getPaginator('ListObjects', ['Bucket' => 't1234']);

NA T EREEE 119


http://martinfowler.com/articles/collection-pipeline/flat-map.html
http://martinfowler.com/articles/collection-pipeline/flat-map.html
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$filtered = $result->search('Contents[?Size > '1048576']');

// The result yielded as $data will be each individual match from
// Contents in which the Size attribute is > 1048576
foreach ($filtered as $data) {

var_dump($data);

AN

=
tl\
=
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MERF PHP 89 Amazon SDK k7~ 3 I8 Amazon Web
Services RS

LTEHoBTEaRE, BB, F5HEE , SR RUOAER EHRTF PHP 89 Amazon SDK k&I A
Amazon &%,

E3-
« A FRT PHP 8 Amazon SDK hxZ< 3 B ThAE F & I
« WEERT ERAT PHP 8 Amazon SDK HiES X Rl

A SEAT PHP B9 Amazon SDK ixZx 3 By ThAE R L IR

EAT PHP 89 Amazon SDK fRZA 3 X#FHE Mt ThEEF1 7] 55 FH AYIE T Amazon Web Services RS
APls, ZREFAHRHN BRI IZRZ B T X LRI,

F
o TERRZA 3 FEA DynamoDB £iF4BREF & A T PHP 89 Amazon SDK
- AT PHP #) Amazon SDK iRZ 3 1 #Y Amazon S3 IhaE ML

fEMRAS 3 R {E A DynamoDB £F4 B2 % ERH T PHP # Amazon SDK

DynamoDB £iFXBEFE—NMNEAT PHP WEENSFLAEBRER |, LA AREEB T Amazon
DynamoDB A{E&iEF M. A DynamoDB # TS FEFH T HAEBEA X HREHTGHEBAH
ZME , NTAEDED AR Web MARFFHITLELER B EB, DynamoDB EER, A
EESTIE , KB Bz BHIEE S,

DynamoDB & i BREFEH session_set_save_handler() B DynamoDB #{EHEiEZ|
PHP AN SEEEF , UATHRSER. HPSENQESEMBIREIKREEN X , XLLEIEE
= PHP HERIASFELEREFN —E 2.

A% DynamoDB FREMEZE LR |, 25 Amazon DynamoDB £,
EXRE

SEA EMLEREF

B, RO EMAELERR.

ERDREAER oY


http://www.php.net/manual/en/ref.session.php
https://www.amazonaws.cn/dynamodb/
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use Aws\DynamoDb\SessionHandler;
$dynamoDb = new Aws\DynamoDb\DynamoDbClient([
'region'=>'us-east-1' // Since version 3.277.10 of the SDK,

1; // the 'version' parameter defaults to 'latest'.

$sessionHandler = SessionHandler::fromClient($dynamoDb, [
'table_name' => 'sessions'

1)

$sessionHandler->register();

FR]2: IEATFEIENE

EXGEALELERFZH , SEEUBR-METEE2ENR, BIFEMEAT Amazon
DynamoDB #JAmazon & & REMA EA T PHP #9 Amazon SDK , #& 8] LUR I TE A LR 1E,

EOIZLRE , WEAENEROBM. A, BUER expires’ BERE EFIE"BEAENS
EEFARE R Z 5,

S 3 EEE—HER PHP 213

—BiEAMAFELBEFHACEFEER , BEMLUGEEER PHP HERIASELERFIREFER
$_SESSION B+ RETERSIEEENS., DynamoDB £ BREF S HEH RIS DynamoDB Y
RE , ULEAURMER PHP WA S FEREMNED,

// Start the session
session_start();

// Alter the session data
$_SESSION['user.name'] = 'jeremy';
$_SESSION['user.role'] = 'admin';

// Close the session (optional, but recommended)
session_write_close();

BB

BRMERANATENEESBLERFNITH. TERMMR ALY , BSH4ET@ERINMENTE,

Amazon DynamoDB 122


https://console.amazonaws.cn/dynamodb/home
https://console.amazonaws.cn/dynamodb/home
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/TTL.html
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table_name

F#E21E# DynamoDB R E#. ERIAEN 'sessions's,
hash_key

DynamoDB 2iEF&RF R F BN EM. BIAERN 'id',
data_attribute

DynamoDB £FXRHPHEMEN , ZoERPEME T 2EHE. BRIAERN 'data’s
data_attribute_type

DynamoDB EXRPEMHMRE , ZRERTHFE T 2ERE. WIAMIAN 'string' , FEAM
EEREN 'binary's
session_lifetime

RSB ERURE R AN ERER, MRARREYE , FEANSSGREREFHREN

ini_get('session.gc_maxlifetime'),

session_lifetime_attribute

DynamoDB £EXRFEMN BN , ZQERTFM T 2EIHESE. BRIAMER 'expires’s

consistent_read

2ENBREFRENN GetItem BAEMH —HMIEE, BRIAMEN true,
locking

REEERASEHNE, BIMERN false,
batch_config

AT ESREWNE RFHTHERRAEE, X L% E %% Z DynamoDB X 5
WriteRequestBatch™, #Bi¥ SessionHandler::garbageCollect() Fahfik bk B,

max_lock_wait_time

SELEBREFERF AN SFFRNBENKKAE (AW REN ), RIAMERN 10 BERATEE
BIE,

min_lock_retry_microtime

L2FELNEBERFERARARBENZ R ZBNESFHRERE ( AP NEN ) . BRIAMER 10000
/\FH%F%‘LE%&)EO
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https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-Aws.DynamoDb.WriteRequestBatch.html
https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-Aws.DynamoDb.WriteRequestBatch.html

EAT PHP B9 Amazon SDK

IR 3 FFRARIEE

max_lock_retry_microtime

SELEBEEFER AR ENZ R B NEFNRKAR ( ABBREAML ) . FIAMEN 50000

B

RAT&EHE,

EREQXELERSF , BEXAERFHNEEREERT, ATREREREEMAEEETARH,

$sessionHandler = SessionHandler::fromClient($dynamoDb, [

1)

EM

'table_name' =>
'"hash_key' =>
'data_attribute’ =>
'data_attribute_type' =>
'session_lifetime’ =>
'session_lifetime_attribute’ =>
'consistent_read' =>
'locking' =>
'batch_config' =>
'max_lock_wait_time' =>
'min_lock_retry_microtime' =>
'max_lock_retry_microtime' =>

'sessions’,
'id',
'data’,
'string',
3600,
'expires’,
true,
false,

(1,

10,

5000,
50000,

BRTY BIEEENBEAHERAN , 54 H DynamoDB XMW R A RBERNTENFTHERE
Rit&H (S H Amazon DynamoDB EMFMAEER ) . FHEABARENENAE £ KN

£, Amazon DynamoDB £ ERUATHA :

—MERBRERURTINANA 4 KB WIE BYINIT—RE —HMEIRE ( IR HTRRARE -
Bl ), —MNEARBRENRTINANN 1KB B BYRIT-REA,

BE , BHENSERAENERAGSENTHRENS TR PREK, TRERTHIESNSEERE
¥ DynamoDB Z{IITHIEEMEAREE,

BT session_start() EE

o 1 RIEEURME (R consistent_read A
false , MXA 0.5 KILEURIE ) -

o (M) MRETH , WHATHERAKED
1 REAERE,

Amazon DynamoDB
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https://www.amazonaws.cn/dynamodb/pricing/
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B session_start() EH (FALEME - 21 REA #1E

) (R ) ERAEHEN SRS RGNS
AR, BETREBHHESSHANERL
Iﬁo

(M) MREIH , WAATHERSE
1 REARE,

B session_write_close() EA « 1 REARE,
B session_destroy() fBR « 1 REARE,
37 3 5] UK « RAE 4KBHIE 0.5 MimEURE , BTAM
SHIM &%,
« SANNHIE 1 RBEARE , BTHERZI
Ho
S1FHE

DynamoDB £ EFALEREFXFRTFWSFEMNE , LER PHP HERIAXELBEREFNT . BRIAMER
T , DynamoDB £ ifF4EREFQXMALINGE , RRATSR N HERSHAEMEE , A HRENAERF
£/ Ajax ER iframe KGRI 2ERN, EEAZDEZHBEAEERENNAREFREEESEM

Eo

EQRAAEME , BESRML 'locking' B true IR E N SessionHandler,

$sessionHandler = SessionHandler::fromClient($dynamoDb, [
'table_name' => 'sessions',
'locking' => true,

1);

37 5% B Y

FEI&# DynamoDB &R EAE M expires”iRE TTL B, XF AN ENSFRTNREU , NTFE
FEITNEETREI,

& , DynamoDB £iFABREFEIFEH —FR % Scan M BatchWriteltem BIERIZIFLIFEWIRE
W, ZEF Scan BENITHEREE , A TRIMESHLSEHGERER , MIRERSETEEEREM
HENEHE,
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Rt , BNAXZFEHRE W, EHFHERFREKRZHEIESER T , et , REAFLE
TN AREFNRRE D, Fl, BATLE—NEE cron Rl R |[MA , AT ETRREK,
BERIAZEZRITROUM THRAR,

$sessionHandler = SessionHandler::fromClient($dynamoDb, [
'table_name' => 'sessions',
'batch_config' => [
'batch_size' => 25,
'before' => function ($command) {
echo "About to delete a batch of expired sessions.\n";
}
]
1);

$sessionHandler->garbageCollect();

BB LAE 'before' WMEMA 'batch_config' & , LMEE LR B BOREFTHRITHY
BatchWriteItem #B4EZ A 5| AR, XIFIE NSRRI E W ATFERIETE |, {87 SAHBIE D B
DynamoDB &iFAEBEF X HIVER , N EENREWHEZEMEN THENRREFEZE

ER,

$sessionHandler = SessionHandler::fromClient($dynamoDb, [
'table_name' => 'sessions',
'batch_config' => [
'before' => function ($command) {
$command['ehttp']['delay'] = 5000;
}
]
1);

$sessionHandler->garbageCollect();
ERfESRER
1. B BNERZFENARER Amazon RFEXENARFRFHALTE - XEHNXEH AR LE

Fo XALBREH N ARFS DynamoDB iR FE < 8 fIER & 1K.

2. NEEREHNESEFRNTMENELED, ZELHNNABRFNTBREMSENTHAN, HFE
NN R FFEH “2FE” Read/Write BEEX,

3. B Amazon EEZH B Amazon EERLHENFLE CloudWatch , A IRIEFEZFEFHER
BLUHEERMARFNER,
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ERATF PHP & Amazon SDK R4S 3 F A& ARIERE
4. FEREN (HREDPF1KB) , MEKFERITERMEEY , FEENMENFTRELED,
5. RIELHBARFEE , SNEIEASEME,

6. TEH PHP A E S FE R EINARL 2T , B cron 4Bl 2 B b i+ R AL &1 2 69 11 3% B U 2 HE7E
St ERIZ1T. A 'batch_config' ‘X EE R,

AER IAM R

E A Dynam SessionHhandler oDB , #&F & I E I X ERFERAEE L —SHE|ER DynamoDB
. THEH IAM policy BEZRFENKENR. EFEALEE , BERREBRNEZAAENRNY
Amazon ERABAM (ARN). BXBIZEMK M IAM KN FEMAER , BESHE IAM AFEEFNEE IAM
R

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "SessionHandlexr",
"Action": [
"dynamodb:GetItem",
"dynamodb:UpdateItem",
"dynamodb:DeleteItem",
"dynamodb:Scan",
"dynamodb:BatchWriteItem"
]I
"Effect": "Allow",
"Resource": "arn:aws:dynamodb:us-east-1:123456789012:table/table-
name"

ERATF PHP B9 Amazon SDK RZs 3 189 Amazon S3 ZhEEF kIR

AREBZITIL EHATF PHP 89 Amazon SDK 2 3 12895 Amazon S3 BEL& i Y E b ThREFNIE I,

£}
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage.html

SEAT PHP # Amazon SDK WRAS 3 FF & A RIEFE
« &M T PHP #J Amazon SDK &7 3 iy Amazon S3 % XEE ik

i@ AT PHP By Amazon SDK hxZx 3 FIHyIl S S3 F I =R

R X E F

@A T PHP B Amazon SDK hRZ< 3 H#Y Amazon S3 & P ik il 2%

£ A RE ML EHE T BEL R

EATF PHP B Amazon SDK x4 3 9 Amazon S3 % Xig & - i

&M TF PHP B Amazon SDK MR 3 Rt T —NEAMZXEE R , I 5EMRS —EFEH. XE
AreEgEdaEAdcREeregionfii ASEKEE BB Amazon i & Eaw. Wtk , SDK
A Amazon S3 2N ZXEE B AT TS ERN S3 i gems , HRLEFKBAG S, BXF
AFERAR—EFREZIMNXEES. RTTEFE;EFH? PHP H’J Amazon SDK k7 3 #J Amazon S3
Stream Wrapper ( F#EBAL T ZMNXE ) WAF KR , — 4551 AR IThEE,

EAXRMZE

TieFERARE S3 BEFmERZXIBEF K , Amazon S3 BEFHNERAFAZEXNFRMEEN, R
BBV —REXE R , T FEAeregionfii ASEIEE Amazon XiF,

// Create a multi-region S3 client
$s3Client = (new \Aws\Sdk)->createMultiRegionS3(['version' => 'latest']);

// You can also use the client constructor
$s3Client = new \Aws\S3\S3MultiRegionClient([
'version' => 'latest',
// Any Region specified while creating the client will be used as the
// default Region
'region' => 'us-west-2',

1);

// Get the contents of a bucket
$objects = $s3Client->1istObjects(['Bucket' => $bucketName]);

// If you would like to specify the Region to which to send a command, do so
// by providing an @region parameter
$objects = $s3Client->1listObjects([

'Bucket' => $bucketName,

'@region' => 'eu-west-1',

1);
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/A Important

MBFASXIE Amazon S3 B , BFABI KA MNEEORE., MR
BEEETEIRNXE , #5# Amazon S3 EFiR&HH Aws\S3\Exception
\PermanentRedirectException B34, MZXFEFIRmSNIZm T2 RE EEHNXE,

BRAXESEE

Amazon S3 ZXIHE ik 4 EFEBATE Amazon KB AHEF. BINMBEILT , 8NMNEFHE
ECHCHWAHAEHRNEF, EEZFHEHEZRAHREZERE |, HIRHE Aws\CacheInterface B—N
X6, ERZXEFEF I bucket_region_cache #%&,

use Aws\DoctrineCacheAdapter;
use Aws\Sdk;
use Doctrine\Common\Cache\ApcuCache;

$sdk = new Aws\Sdk([
'version' => 'latest',
'region' => 'us-west-2',
'S3' => [
'bucket_region_cache' => new DoctrineCacheAdapter(new ApcuCache),
1,
ik

ERATF PHP B9 Amazon SDK hx4x 3 YL iz S3 25

Amazon S3 Stream Wrapper X#F& A NE PHP EEM Amazon S3 FH# AR RHE , XEERKT
}& file_get_contents. fopen, copy. rename. unlink, mkdir # rmdir,

BEE XM Amazon S3 Stream Wrapper = B] £/,

$client = new Aws\S3\S3Client([/** options **/]);

// Register the stream wrapper from an S3Client object
$client->registerStreamWrapper();

XBEERATLAER s3:// HiSRiF A Amazon S3 F N ZEBA N R, Amazon S3 Stream
Wrapper ES S E#BENNEZRE  EREMIMLENNRBRITR : s3://<bucket>[/

<key-or-prefix>J,
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® Note
Stream Wrapper A EBEZDAFRENBENN RMNEET. XREKE , EAR
MAERANEMEER BN F#HERIT ListBucket , HE N EMAEER BN RINIT
GetObject. NTFERBURANNBRNFEAER , BIEEEER Amazon S3 BFmERE.

TEHSE

BRI LA file_get_contents BN RHNA. BEFERALINEEND , ELENRWEITABTHA
Mo

// Download the body of the "key" object in the "bucket" bucket
$data = file_get_contents('s3://bucket/key');

MBLABRAXHHREEM Amazon S3 RAEMEBIE , BEH fopen()o

// Open a stream in read-only mode
if ($stream = fopen('s3://bucket/key', 'r')) {
// While the stream is still open
while (!feof($stream)) {
// Read 1,024 bytes from the stream
echo fread($stream, 1024);

}
// Be sure to close the stream resource when you're done with it
fclose($stream);

}

(® Note

RAEAA fflush T2REIXHEEALE IR, MBEATRRBFH fclose , FEIRMEIX L4
iRo IR fclose XA TH , CHIREIENA true ; TILHAEZP fflush BRE SN {E{A4E
iR, MRFA file_put_contents B R LIREIX LR , X2HT PHP WX H NS
#o
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EI:T}F —.H:E_J' EIJ DL

UrBRXITAORNAFZERPOEBE  RABRTATEST ., XEBESESEELURALE
BAEIM Amazon S3 T# , 2RIERNENTAEEZEEHBANEFEH, NREEXNHRHTES , JLE
seekable ZiE BRI R £ T LD,

$context = stream_context_create([
's3' => ['seekable' => true]

1

if ($stream = fopen('s3://bucket/key', 'r', false, $context)) {
// Read bytes from the stream
fread($stream, 1024);
// Seek back to the beginning of the stream
fseek($stream, 0);
// Read the same bytes that were previously read
fread($stream, 1024);
fclose($stream);

FTHAATEIHORZEEEIZINEENET, EFRREIHANTERSSZERNET., EATE
AR ZNERMEE  SEAREMSIEHIES DR PHP G ARY. NREFHIEERE 2 VB,
G RFNBIBEBANRNEEBDNEUE P, F£FEH seekable HiETIREM Amazon S3 FEE ALK

LJ) =z 3
Htj- , 1ﬁ EEI«§~1>_‘_I§\0

Badi ¢

BAILAER file_put_contents() RFEIE E4£E Amazon S3.

file_put_contents('s3://bucket/key', 'Hello!');

BA LS fopen() MW, X aRBAERRAREHEIE | W LERAGHX
#F. Amazon S3 Stream Wrapper % #F R BHREME AR ( Slalr+", ‘w+'F ) o XZERA HTTP
WA R TR IERME A,

$stream = fopen('s3://bucket/key', 'w');
fwrite($stream, 'Hello!');
fclose($stream);
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® Note
Amazon S3 FEERERIABFERABZAEEANBTKENRE, Eit , /£ PutObject B¥EH LEZR
BIELFER PHP IR RHETATESF | EEIRRIFT KA,

® Note
AEAA fflush F2REIXHEEALE IR, MBEATRRBFH fclose , FTAIRMEIX L4
R, IR fclose XM TH , EMNREENA true ; TLHEHAE fflush EE LB ET4E
o HIRFA file_put_contents EFARIREIXLLHEIR , XRHT PHP HREL XS HK
B

fopen &=

PHP 9 fopen() HBEEHLRIEE $mode £, mode ETIEEHBEBR B AERPHITRE , URITF
TR S BB AIIFTE

¥ F L Amazon S3 IR A BFREIR , Amazon S3 Stream Wrapper Z#FUTHER,

r RER , WRYMEFHE,

w RUBARR. RXNRERFE , MHEREX
Ko

a RABEANR. MRMNREFE , USRHETR
FigeRE , FENRNEAEAREREME
Z B L RNEIEEE.

X RABANGR. IRNREFE , B5lRER,

H A3 R

Stream Wrapper R Zi TR ANE PHP 5 Amazon S3 X#H#MBEENRSEEH S EM. Amazon
S3 Stream Wrapper R FEE I ZE Amazon S3 FHIFT RMITU T ERE

unlink() MIFE B PR — X R
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// Delete an object from a bucket
unlink('s3://bucket/key"');

BT LAE% DeleteObject BRAEMVE A
T, ST ROBIER A ( Bla01EE EARRIXY
KRERAE ) .

// Delete a specific version of an
object from a bucket
unlink('s3://bucket/key', stream_co
ntext_create([
's3' => ['VersionId' => '123']
1);

filesize() REUS RE K

// Get the Content-Length of an object
$size = filesize('s3://bucket/
key', );

is_file() KE URL 2B N XH.

if (is_file('s3://bucket/key')) {
echo 'It is a file!';

}

file_exists() REENMNTIREREE.

if (file_exists('s3://bucket/key'))
{

echo 'It exists!';

filetype() KE URL BEX R T X HHFMEME (dir).

file() PFRRABMEE — LT, BALUMEE
GetObject BRIEMNMEMAAED , S H
T E AR
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filemtime() RET REV S FTE B HA
rename() EFINRHAMBRRELERA , NI N REGS.

ALY CopyObject # DeleteObject
BRENTRETEEIRLTXSH , BREF
BRI REY 7T o

(® Note

B copy —#%5 Amazon S3 Stream Wrapper BEE& R , BT PHP A copy EREEI R ER R
, REERUEASEEIRE. BMNBIUEHRA awss3 ObjectCopier BISEHI,

FERFMEF X
5 mkdix () REHAFEE
BRI LABIZ RN 58 Amazon S3 248 , X5 PHP A TS EXHRE LoIZNER B FM A RELEL

LT RO 2 iR R

mkdir('s3://amzn-s3-demo-bucket');

@ Note

2023 £ 4 B , Amazon S3 BzI/EA 7 S3 B H LRI , HXMEFNAIZRMNF6& B A
THEEZEEHHR, EERNELEIPStreamWrapperfmkdir B £ AR ACLs. ES
FEEASLIXBHIEAS— Amazon X,

&R LAfE F CreateBucketiR B AT IV S BURR £ T 3O BUMERZ 4G iZmkdir () 7% , BMSRIFEAEAY &
Br3,

// Create a bucket in the EU (Ireland) Region
mkdir('s3://amzn-s3-demo-bucket', 0500, true,
stream_context_create([
's3' => ['LocationConstraint' => 'eu-west-1']
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1)

A LAERA rmdir () BEUMIBREAEHE

// Delete a bucket
rmdir('s3://amzn-s3-demo-bucket);

(® Note
REZEEERET THER.

2/ mkdir() REMHFR
BIRFMEE B SMEM mkdir () REOEBNR , SENRAAEXHR  REEXMHREP—#,

BAT X8 B8 8 “my-folder”#y 3 A4 R 34 SRR 10 E % 9 “amzn-s3-demo-bucket’ I B F BT+, £H
ERHL (/) FRAN XX RERSEEREHRNTAEMXGFRERD T,

mkdir('s3://amzn-s3-demo-bucket/my-folder"')

KT 2023 F 4 A2aRBREEN L —NMEIRUSELOEXARXNRNREER, ZREEXESTR
BRIMAEFERFRNRNES

£ rmdir() BBMIBRZE RN R , BT ENRBERARR.

rmdir('s3://amzn-s3-demo-bucket/my-folder"')

FIH BN RR,

AR opendir(), readdir(), rewinddir() 1 closedir() PHP BI¥{5 Amazon S3 Stream Wrapper B¢
SR, BENF#EBNAR. SN ListObjectsiRET AMNSHIEN B E LR £ T LT %
tHopendir () B , MEB R FIE A,

$dir = "s3://bucket/";

if (is_dir($dir) && ($dh = opendir($dir))) {
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http://www.php.net/manual/en/function.readdir.php
http://www.php.net/manual/en/function.rewinddir.php
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while (($file = readdir($dh)) !== false) {

echo "filename: {$file} : filetype: " . filetype($dir . $file) . "\n";
}
closedir($dh);

BRI AR PHP RS HFHBPN SN RAEI . RecursiveDirectorylterator

$dir = 's3://bucket’;
$iterator = new RecursivelteratorIterator(new RecursiveDirectoryIterator($dir));

foreach ($iterator as $file) {
echo $file->getType() . ': ' . $file . "\n";
}

& a] BAfE AR Aws\recursive dir_iterator($path, $context = null) EFLLERARIIH
FHBRNE , XEAFERDH HTTP B3K.

<?php
require 'vendor/autoload.php';

$iter = Aws\recursive_dir_iterator('s3://bucket/key');
foreach ($iter as $filename) {

echo $filename . "\n";
}
TRL£ T 3EI

BRI L B ERE B EN R ETOED , BENX Stream Wrapper RN EFE , AT EEF 280 MEH
FHBNEEENET.

Stream Wrapper £t 3 S MREZFLA TR LT SLEED,
client

Aws\AwsClientInterface X% , AFHITHH.

cache

Aws\CachelInterface WEHITTH T EEF 2R ENXHRITEHERE. BRIABERT , Stream
Wrapper £ AEF LRU &%,
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R M B X

EAT PHP #9 Amazon SDK frZ 3 24 7 W 4E Amazon S3 Z [BMEM N AF B FW 5%, XFTER
RE BB AR EEMTHNESM , BEMNIRITES. DEENERAESSTHEE.

R IKIE TR
EERESENNARFERNEREE

S3EmMEEE (HE)

— MR ERE , AIXHEREHSENERASR, SRET ZHEEET, AEN#H F;EE
iR, BEMLTHAEBEFNBANEIRCEINRE, S3EHEERERAET Promise 19 API , BXE
SRIFIEINBE T RN IRIEMN B &R,

®®

—MEIHNHEERBENEREHIN, EHELEANTHENBREHRT —IEREM API,
HPe2ErWREBEET, 5 S3AmEESRMEL XA ENNERD.

FEXA
TRREERT ARG EZRNEEZEXS

ThaE S3 Transfer Manager Transfer

BAXHHERE = ( EEITHREANH) & ({XREFREF)

B RiRME = ( ERASRmIE ) = (BEXBFMEH )

B B IR ER NE B E XL EYTaER AR (XEREHEE )

BEXTHAERRF = B

e IE AN B3, HEE F 3§ ( add_content_md5 i%&
)

HIRALE S TH AY 1 P8 SRR BT RENEARLE

[ i=Rvid J7Z (8 MNALERYED ) B (6 MEI )

AP &it B SR/E RIXY R ARSI
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R EWN G

TENMEH S3 AmEERR

o PAXH EEHTRIRE

« BRHERERN KSR

- BTRINAENBE THRLERRF
- RENFERCENMERRE

- NWESEDRENBHAERSE

- BRAEZMEZENERRE

FENER BB

- fEH “BFREI/M S3 &

- RPNEENRE

- 565 Transfer W BB FREME
- EXN B LR

(® Note

NTHEAREF  BINEWER SSEREES , AN CANHERREAETESE,. EREN
BRIRTT R

S3 Transfer Manager

SIEMEERRM T —RE , ATME Amazon S3 EERM T E M, EAILUGHEA T2 HRER
B F584E.

RREERCATILEIBRLENTH., EUUNEEAXGHARERE, ZEXRET S3 BIEAMNT
EXK. BANERTE PHP NARF R R HERmIEE,

EE ae
S3 R EERREMH AT EEINEE
- W8 APl EEMTHRXHME %
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BEMLTHAERER : SNECHTRES
B 7R EENMTE : BB
HTLE  EARERSEHE

HERE - WEERRES

AEHEXHTR  BEREEN

HIRALE  BEEMKRBUERE

BRRE HEAWSINXH

REMBI : BREETEM

o
3=

S3 EHMEIEESEE EAT PHP 89 Amazon SDK ik~ 3 A, BEFHIMRE,

E# A Composer #H1TZE , BETUTHS :

composer require aws/aws-sdk-php

WS LETEN EAT PHP 89 Amazon SDK k7 3 , G3E S3 £ HIEIEE,

AT RGIG BRI fE A S3 B R -

<?php

use Aws\S3\S3Client;
use Aws\S3\S3Transfer\Models\UploadRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require __DIR__ . '/../vendor/autoload.php';

// Create an S3 client.

$s3Client = new S3Client([
'version' => 'latest',
'region' => 'us-west-2',

1)

// Create a transfer manager with default configuration.

Amazon S3
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$transferManager = new S3TransferManager($s3Client);

// Alternative: Create transfer manager with null client. S3 Transfer Manager uses a
default S3 client.
$transferManager = new S3TransferManager(null, [
'default_region' => 'us-west-2'

1)

// Example: Upload a file.
$uploadPromise = $transferManager->upload(
new UploadRequest(
'/path/to/local/file.txt"’,
[

'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'path/to/s3/file.txt’,

);

// Wait for the upload to complete.
$result = $uploadPromise->wait();

echo "Upload complete!\n";

/A Important
£/ S3 £HMEERFCEMRIA Amazon S3 BEF IR , B A EAEHEE S configkllih
Mdefault_regionZ ¥ A EFimtZiEEIAXE , BN Amazon S3 B iR ZHEARIAIT
ARBTEE , WRARBHZXE , W5 X7,

BIBEEEER
BB MM S X el BT ERR
ERAIAN S3 B iR

FIAES3ClientKhiE#ELAS3TransferManager<add 1ink>H&EERE,

<?php

use Aws\S3\S3Client;
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use Aws\S3\S3Transfer\S3TransferManager;
require _ DIR__ . '/../vendor/autoload.php';
// Create an S3 client.
$s3Client = new S3Client([

'version' => 'latest',

'region' => 'us-west-2',

1)

$transferManager = new S3TransferManager($s3Client);

ERRIA IR S3 &/ i
LA% P imnull & 4545 1% H 45 E B B W

<?php

use Aws\S3\S3Transfer\S3TransferManager;

require __DIR__ . '/../vendor/autoload.php';
$transferManager = new S3TransferManager(null, [

'default_region' => 'us-west-2'

1)

BLE

SIEMEEREIMRELETUBAENHETH. ZOBRERBEERNAR , FREXLET., BRES
WA LAREA , bl AR MEHIS3TransferManagerConfig<add link>,

LTRAIEE S3 £ EEREA

<?php

use Aws\S3\S3Transfer\S3TransferManager;
require _ DIR__ . '/../vendor/autoload.php';
$transferManager = new S3TransferManager(

null,
[
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// 1OMB parts for multipart operations.
'target_part_size_bytes' => 10 * 1024 * 1024,

// Use multipart upload for files larger than 20MB.
'multipart_upload_threshold_bytes' => 20 * 1024 * 1024,

// Enable checksum calculation for data integrity.
'request_checksum_calculation' => 'when_supported’,

// Enable checksum validation when getting objects.
'response_checksum_validation' => 'when_supported’,

// Use part-based multipart downloads.
'multipart_download_type' => 'part',

// Allow up to 10 concurrent operations.
'concurrency' => 10,

// Enable progress tracking.
'"track_progress' => true,

// Set default region for default S3 client construction.
'default_region' => 'us-west-2',

]
);
(® Note
U E BIEANBRARMARS3TransferManager , SDK &R EZBiE
FAS3TransferManagerConfig: : fromArray A E st EHAYSERL,
Bt & 1E I

FRIEEREEIERANERN , MRKEE , NEMARINE.

Option Type RIANE 188

target_pa int 8MB PTEBREEITEAZNDEKRD,
rt_size_b

ytes
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Option Type ERINE
multipart int 16 MB
_upload_t
hreshold_
bytes
request_c FRIH 'when_sup
hecksum_c ported'
alculation
response_ FrFE 'when_sup
checksum_ ported'
validation
multipart FRFE §-i
_download
_type
concurrency int 5
track_pro IR FALSE
gress
default_r AT 'us-east-1'
egion

XH®RE

S3 R EERREM T EEMTRENXHN T E,
Lt A S

ik

£ 7 B LR S KN R

BEARBANE, ARES X
A, BB

HERES R ERARBEMBIE, B
B R, TER

THAXH R, BRER B
27 ( DERTH ). Bl (SEEE
KX)o

R RIRIFER

a

v/

R mMBtE,

=
=

Amazon Web Services Xi3 t1R K182
# S3EFm , NFEA,

EN M L& F) Amazon S3 , IEfEAupload<add link>X3%.

<?php

use Aws\S3\S3Transfer\Models\UploadRequest;
use Aws\S3\S3Transfer\S3TransferManager;
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require _ DIR__ . '/../vendor/autoload.php';

$transferManager = new S3TransferManager(null, [
'default_region' => 'us-west-2'

1)

// Source can be from a local path to a file.

$source = '/path/to/local/file.txt"';

// Or the source can be an instance of StreamInterface.
$source = GuzzleHttp\Psr7\Utils::streamFor('Hello World!');

$uploadPromise = $transferManager->upload(
new UploadRequest(
$source,

L

'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'path/to/s3/file.txt"',
// Additional “putObject’ parameters as needed.

1,

[
// Optional configuration overrides.
'multipart_upload_threshold_bytes' => 100 * 1024 * 1024, // 100MB
'target_part_size_bytes' => 10 * 1024 * 1024, // 10MB
'track_progress' => true,
'request_checksum_calculation' => 'when_required',

]

);

// The upload is asynchronous, you can wait for it to complete.
$result = $uploadPromise->wait();

// 0r you can use the promise for more complex workflows.
$result = $uploadPromise->then(
function ($result) {
echo "Upload succeeded!";

iy
function ($error) {
echo "Upload failed: " . $error->getMessage();
}
)->wait();
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upload HE5

ZuploadFEEZ M EH|UploadRequest<add 1ink>¥ERS

UploadRequest S

S Type HE Wi EH
$source FRFER| = TEE LENBIEN A X B RS
StreamInt TR EERR,
erface
$uploadRe array B HEBERSE (XA BEFHERBANE
questArgs ),
$config array B BETH LENEESR. BXiiE

BRBNESEE , ST

$listeners array = ATFHEML L& Transferl
istener XNRHKA.,

$progress TransferListener & IR b 45 B 3 BR BR 2R
Tracker

$confighyi£Il UploadRequest

SDK fi##f S3 & E R EF AR IN$configfE.

Option Type D=5 L

multipart int B BEME DR EANNERIARE,
_upload_t

hreshold_

bytes

target_pa int B BERIANNEBRBEAN (UAFETHE
rt_size_b i),

ytes
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Option Type D=5 ;!

track_pro mR & BERINETUAS At ERER,

gress MRPRETRZ |, trueMBRE
ftprogressTracker &% , Nl
SDK fF £ A BRIASR L,

concurrency int & BEHEANEIAE

request_c FrFE B BERBLIPITERREMITERN

hecksum_c RIANE,

alculation

HiZuploadFEKINIZITHY ,

TH S3X&R

©ffiRElUploadResult<add link>

EM Amazon S3 THXW R , iB5#EHdownload<add 1ink>Xh%.

<?php

use Aws\S3\S3Transfer\Models\DownloadRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require _ DIR__ . '/../vendor/autoload.php';

$transferManager = new S3TransferManager(null, [
'default_region' => 'us-west-2'

1);

// Download using an S3 URI.
$downloadPromise = $transferManager->download(
new DownloadRequest(
's3://amzn-s3-demo-bucket/path/to/s3/file.txt",
[
// Additional “getObject® parameters as needed.
1,
[
// Optional configuration overrides.
'response_checksum_validation' => 'when_required’,
'track_progress' => true,
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'target_part_size_bytes'

);

// Wait for the download to complete.
$result = $downloadPromise->wait();

// The SDK uses a stream-based download handler by default.
$stream = $result->getDownloadDataResult();

// You can either get the content.
$content = $stream->getContents();

// Or write the stream to a file.
file_put_contents('/path/to/local/file.txt', $stream);

// Don't forget to close the stream.
$stream->close();

download /55K

ZdownloadF % #EZ K EflDownloadRequest<add link>¥ERSH,

DownloadRequest 2%

¥ Type N 5 BA
$source FRIB B B

=> 10 * 1024 * 1024,

EM S3 THHNR, BANFLS

null BAEHN S3 URI FF& (" s3://amzn
-s3-demo-bucket/key ), BE1E
ERNZRBEANBARNULL,
YW ERNFFNull , E$download

RequestArgs SEHEZEFHME
MEZLAE.
$download array = HMTHENRERSEH, W
RequestAr H$sourcenull , BEIALIRMHST
gs RN ZRE,
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S8 Type IAEE
$config array )
$download AbstractD B
Handler ownloadHa
ndler <add
Link>|null
$progress TransferL )
Tracker istener
$listeners array =

$confighyi£Il DownloadRequest

SDK f##f S3 MBS H & P IA$configlE,

ik

BTHLTANEEER, AXEER
TNEZER  FERUTHD.

BRI RRAETEETHALE
EFo

Zdownload FEMEBRIANLCEBIEFE
AETHRNLCERSF, HOERFN
BINNRRHEIET — IR,

ZdownloadFile FZERIERINLE

& ( 2 Wthe section called “fF S3

NRTEEE XY ) FRAET X H
WAL EREF, ZLEBERFEESNXR

EA—PNXH,

&Er1 L B 232 DbownloadH
andler , BAHENX SDK 77f& T
BIENNVEM AN, flan , By
BEFREREE. cFEEIEENL
WBEEFR , MARXHEZRH.

A ERERER.

TSI FEMAbstractT
ransferListener X&R#IK4A.
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Option Type == iR

multipart FRFE B BERANSBRTEHEE, ERER
_download “Bmw, “EZiE”

_type

response_ FRFE B BB EERIEPHNRBRINE,
checksum_ DBERBNHITREMEIE, R
validation BEHRFFEMRETIChecksumM

ode Bt , SDK F£$getObjec
tRequestArgs ZEEfEMLtE
InDownloadRequest o

track_pro IR BEE A ERERNERINED,

gress MR PIETR |, trueMB&EER
ftprogressTracker &% , Nl
SDK DownloadRequest, IFfEMH
ERIAEI,

7|

Y ¢$progressTracker SR
B, R IR TS A BRIA S B IR BR
g%null,

target_pa int ELETBRTHEHPEAND BN

rt_size_b (AFETREBEN ) » MNREKRREH

ytes WEEH , N THHEAEREER
Ftarget_part_size_bytes B
=108

7|

Hizxdownload B EMKINZ TR , EffiREIDownloadResult<add link>,
R S3 MW R T BN A
B SIS XN REETHE A , HEMA L TdownloadFile % ¢

<?php

use Aws\S3\S3Transfer\Models\DownloadFileRequest;
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use Aws\S3\S3Transfer\Models\DownloadRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require __DIR__ . '/../vendor/autoload.php';

$transferManager = new S3TransferManager(null, [
'default_region' => 'us-west-2'

1)

$downloadFilePromise = $transferManager->downloadFile(
new DownloadFileRequest(

'/path/to/local/file.txt', // Destination file path.

false, // Fail when destination exists.

new DownloadRequest(
's3://amzn-s3-demo-bucket/path/to/s3/file.txt’,
[1, // “getObject’® request args
[

'track_progress' => true,
'target_part_size_bytes' => 10 * 1024 * 1024, // 10MB parts

);

// Wait for download to complete.
$result = $downloadFilePromise->wait();

// “getDownloadDataResult()  returns the string for the file path of the downloaded
content because

// the default ‘DownloadHandler' used by ‘downloadFile()  is a file-based handler.
echo "File downloaded successfully at {$result->getDownloadDataResult()}!\n";

downloadFile 558 #
ZdownloadFiles Z#EZ ML HIDownloadFileRequestERSE,

DownloadFileRequest 3

Option Type WEE iR
$destinat FRFE = RIF AR A B4R
ion
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Option Type WHEE iR

$failsWhe mR = NRERXHELEE K NERBX

nDestinat Mo MBHIEIM N false B BIRXH

ionExists 77 , | SDK £MiBrHEBZIE X
%,

$download DownloadR = fi E#DownloadRequest R,

Request equest BXxEZER , HZMDownloadR

equest XK.

HizdownloadFile F EMINIEITHY , BRfiREIDownloadResult<add 1ink>,
B F#EBE

S3 EHMEER TN EEAN B FREH.

tEEF

S3 EHEEER TN ENE R L1EE S3 F#M. <Are the key values the filenames
when uploaded?>

<?php

use Aws\S3\S3Transfer\Models\UploadDirectoryRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require __DIR__ . '/../vendor/autoload.php';

$transferManager = new S3TransferManager(null, [
'default_region' => 'us-west-2'

1);

$uploadDirPromise = $transferManager->uploadDirectory(
new UploadDirectoryRequest(
'/path/to/local/directory’,
'amzn-s3-demo-bucket"',
[
// Additional “putObject’ parameters that apply to all files.
"ACL' => 'public-read',
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1,
L

);

'CacheControl' => 'max-age=3600',

// Configuration options.

'recursive' =>
'follow_symbolic_links' =>
's3_prefix!' =>
's3_delimiter' =>
'track_progress' =>
'filter' =>

// Upload only .jpg files.

return pathinfo($file, PATHINFO_

}I

'upload_object_request_modifier' =>

true,

false,
'uploads/2023/"',
/',

true,

function ($file) {

EXTENSION) === 'jpg';

function ($args) {

// Customize request arguments for each file.
$args['ContentType'] = 'image/jpeg';

}I

// Wait for the upload process to complete.
$result = $uploadDirPromise->wait();

$uploaded =

$result->getObjectsUploaded();

$failed = $result->getObjectsFailed();
echo "Uploaded {$uploaded} files. Failed: {$failed}\n";

uploadDirectory 5 ESH

#ZuploadDirectoryF&iEZ WX HlUploadDirectoryRequest<add link>¥ERSH,

UploadDirectoryRequest S

e Type U iR
$sourceDi FRIE = E RN AR B RAVERE,
rectory
$targetBu FrFE = B#s S3 FHME M.
cket
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e Type NE BN
$uploadRe array B FIE X HEHM EEXNRERSE,
questArgs

$config array B BREEANEBEIED, BXEEER

MEZEE , FSRUATHT

$listeners array B TransferListener X%
e, SDK &£ TransferlL
istener BNMNXHHITREE,
$max_depth mR -1 “BITHTERIA EXRTEAXHNERNRE , B=S
" Eo
$progress TransferL & FT A LA% 0y E IR ERE8
Tracker istener

$configfyi£1i UploadDirectoryRequest

Option Type ERINE )

recursive IR false =HEA EEFEF
follow_sy mR false rARERFFERE,
mbolic_1li

nks

s3_prefix FRFE " ERMBIFTAERN RZEAN IR
s3_delimi FRIH ' £ SINKRBHRERAN DB
ter

track_pro IR false =RREHE,

gress

max_concu int 100 HEELENRABE,
rrency
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Option
filter
upload_ob
ject_requ
est_modif
ier
failure_p
olicy

Type
CIR'ED:: null
a] 8 A null

EIRI):: null

AT AR ETRE $config

LT R

filter

upload_ob
ject_requ
est_modifier

failure_policy

A

$file

$requestArgs

$uploadRe
questArgs

$uploadDi
rectoryArgs

AIAE

ik

% B AR R ST RY B 3K

ATBRENEAN LEEREEK,

A3 A2 R TR B BB
SHRE SHIER

SplFileInfo |Z=%&F
2

array

array

array

MRZBRANFRS
MANXHGER &
n, eMmE—IE
fflSplFileInfo o

SR EEERN
BRSH. BXREA
RN EZESR | &
£ PutoBject 173
S EIE LTS -

FNEM EEERN
BRSH. BREA
EMPWESZELR ,
BESRBAEETH
PutoBject F &S

BEED .

aeRBEFMEER
FERFH B AR F i
RYE4E
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IE T A R SHE SRR SBER
$reason Throwable |Zff& SEEXRSEEMW
ERNEENRER
g5#,
$uploadDi UploadDir TER AR
rectoryResult ectoryResult BEMRMHITRE
ENXR,

HizuploadDirectory S ERKINZ1TE , B IEEUploadDirectoryResult<add link>,
THER

IBAILAM S3 WM T #H B . <Are the filenames the key values when downloaded?
If there is no extension in the key, is there also no extension on the
file?>

<?php

use Aws\S3\S3Transfer\Models\DownloadDirectoryRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require __DIR__ . '/../vendor/autoload.php';

$transferManager = new S3TransferManager(null, [
'default_region' => 'us-west-2'

1);

$downloadDirPromise = $transferManager->downloadDirectory(
new DownloadDirectoryRequest(
'amzn-s3-demo-bucket',
'/path/to/local/directory’,

[
// Additional “getObject’® parameters that apply to all files.
1,
[
// Configuration options.
's3_prefix' => 'uploads/2023/',
's3_delimiter’ = '/',
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'track_progress'
'filter'

// Download only .jpg files.
return pathinfo($key, PATHINFO_EXTENSION) === 'jpg';

}I

"download_object_request_modifier' => function ($args) {

=> true,
=> function ($key) {

// Customize request arguments for each file.
$args['ResponseContentType'] = 'image/jpeg’;

},
'list_objects_v2_args'
'MaxKeys' => 1000,

'Prefix'

]I

=> 'uploads/2023/',

'fails_when_destination_exists'

);

// Wait for the download process to complete.

$result = $downloadDirPromise->wait();

$downloaded = $result->getObjectsDownloaded();

$failed = $result->getObjectsFailed();
echo "Downloaded {$downloaded} files. Failed: {$failed}\n";

downloadDirectory &S

=> [

=> true,

ZdownloadDirectoryf E#EZ K EHIDownloadDirectoryRequest<add link>#ERSH,

DownloadDirectoryRequest Sk

S8 Type
$sourceBu FRIE
cket

$destinat FRFE
ionDirect

ory

fim

DU

MR THENREIR S3 FHEMEB .

R TR B R,
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e Type NE BN

$download array = IEXHHNEATENRIERSH,
RequestAr

gs

$config array B BRTHEHNEELET, BXEEER

MEZER  FSRUTED.

$listeners array B TransferListener X
e, SDK &£ TransferlL
istener BNMXHHITRE,

$progress TransferlL & FrE T iyt E IR IR 28

Tracker istener

$confighyi£Ii DownloadDirectoryRequest

Option Type ERIANE !

s3_prefix FRIE " TRIEEIR (MMRFEList_obje
cts_v2_args ).

track_pro WmR false =EAREHE,

gress

filter aiEA null IR E T EM S3 R,

download_ EIRED:: null BEXBNTEIERNINEE,

object_re

quest_mod

ifier

list_obje array I ListObjectsV2 BENSH, 1t

cts_v2_ar EREE TR RV TEIE

gs
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Option

fails_whe
n_destina
tion_exis
ts

failure_p
olicy

max_concu
rrency

target_pa
rt_size_b
ytes

AAANETEE $config

IETE BR

filter

download_
object_re
quest_modifier

failure_policy

Type MINE
mR false
Al H null
100
2314
S E
$objectKey
$requestArgs
$download
ObjectReq
uestArgs

N
2

ES

array

array

ik

ANRERXGBRECELFENESR

KW

AT EHAWE R

HARETHNRABE.

Ao BRTHRERELEN , 7RT

B D BN,

FREBPHNREH
Ao

BN TERIERN
BEXRSH. BXREA
EONEZER B
Z[f] getObject 1%
S BB EE D

BRI THRIERN
BRSH. BXREBA
EMNESESR | B
25 getObject 173
S EIE LTS,
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EHTF PHP #9 Amazon SDK WMRAS 3 F R AR ISR
RIE R S8A SR SRER
$download array TERFEBA T
Directory BRBENERE R
Request HY B
$reason Throwable TEBARSHEAMBY
FERANEENRER
B8&,
$download DownloadDirectoryR SERIITHHINR
Directory esult <add 1ink> BEMRMHITRE
Result ENNR,
B XIREN THEFRE

AR S3 AR EE R B FIEBR LB T4 2 AR BN KREBH,

L AE R AR

&2 B %At , SDK KRTEXHBEEWE S3 WRHH :

1. TESAN X EX TR E FHERE
2. MREE , WES3_prefixErIEML ( B3N IMESRRIAT )
3. ¥ OS BRI RAFEMR N3 _delimiter ( FIA/)

ZrecursiveltMIRHIRBEEE FE F, false (BN ) B, REETMERH, LHtrueLEFFEHFH

BRI B AR, EXNRBHPRE B REW,

(® Note

S3 HEN LEXANFRAFRRREHRD 3 IR , MNBERTHRZE , B EXAHNEERE R

IRV R R, AN | BATRBATHZAENPHN B RS RNEMN s3 2B/, BIA
BT ERR
w1

$sourceDirectory = "/opt/my-upload-directory";

$s3Prefix = "important/";
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$s3Delimiter = "/"; // Default value

EE

/opt/my-upload-directory/
-- my-filel.txt

-- my-file-2.txt

-- sub-dir/

---- my-another-filel.txt
---- my-another-file2.txt

BN BRARR

$s3Prefix + $fileRelativePath;

- important/my-filel.txt

- important/my-file-2.txt

- important/sub-dir/my-another-filel.txt
- important/sub-dir/my-another-file2.txt

il 2
$sourceDirectory = "/opt/my-docs";
$s3Prefix = ''; // No provided and it will defaulted to empty string

$s3Delimiter = "/"; // Default value

BHR4%

/opt/my-docs/

-- my-filel.txt

-- my-file-2.txt

-- sub-dir/

---- my-another-filel.txt
---- my-another-file2.txt

BIMNHNERARR
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160



EAT PHP B9 Amazon SDK

IR 3 FFRARIEE

$s3Prefix + $fileRelativePath;

- my-filel.txt

- my-file-2.txt

- sub-dir/my-another-filel.txt
- sub-dir/my-another-file2.txt

Example L{% B FERAE

<?php

// Source directory: /home/user/photos/

//  fla/beach.jpg

// fla/sunset.jpg

//  fla/pool/party.jpg

// With s3_prefix: '2023' and recursive: true
// Results:

// 2023/fla/beach. jpg

// 2023/fla/sunset.jpg

// 2023/fla/pool/party.jpg

THERELE

T B XA, SDK 2R$E S3 N RBHMER X HEE

1. MBHLE , Ms3_prefix N\ RFA T B
2. 1 S3 DREF (/) BN BRERZE RO BH
3. HEREMPBIRE X

THERZETN, SDK 2RREEMNBTHAANR , HREFEVWEFESR. A TR2EIL, EL

WAFBRET BT R B AR B 2R

Example T & B FE R E

<?php
// S3 objects:
//  2023/fla/beach.jpg
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// 2023/fla/sunset. jpg

// 2023/fla/pool/party.jpg

// With s3_prefix: '2023' and destination: /home/user/downloads
// Results:

//  /home/user/downloads/fla/beach. jpg
//  /home/user/downloads/fla/sunset.jpg
//  /home/user/downloads/fla/pool/party.jpg

(® Note
TEX RSB ERRFR I T AR

 s3 AR (MREH ) MM REZA MR,
« MR s3Delimiter SRERGE ZOBHEARE , N s3 PRAAFERNREREB R2 B

i1

$s3Prefix = "my-prefix";

$s30bjects = [
"my-prefix/file-1.txt",
"my-prefix/file-2.txt",
"my-prefix/subdir/file-1.txt"

1;

$targetDirectory = "/opt/bucket/downloads/";

THEXEXNRE , FRUOTHARE :

/opt/bucket/downloads/
-- file-1.txt

-- file-2.txt

-- subdir/

---- file-1.txt

MBAFRIL | SR EMI RV L SRR EPHIER,
Rl 2-3% 8 s3 BIR

$s3Prefix = ""; // No provided
$s30bjects = [
"README .md",

"my-docs/file-1.txt",
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"my-docs/file-2.txt",
"my-docs/statements/file-1.txt"

1;

$targetDirectory = "/opt/bucket/downloads/";

THEXENRE , FENTHARE :

/opt/bucket/downloads/
-- README .md

-- my-docs/

---- file-1.txt

---- file-2.txt

---- statements/
------ file-1.txt

HBUTAX
UL E SR, AT AENEREAME RN, XESHR

- transferInitiated: L& 3Rt

- bytesTransferred: Z& 5T F T MIRE R E B 4Rt
« transferComplete: &K A& B HE RN
 transferFail: /& %i7E 5 B 2 Al K A

S/ S3TransferManageri®E ( HlfuploadFilefdownloadDirectory )
#HE—"NlistenersZ#, WSHE— 1A K cHEF/MBEHRE —X
fBlAbstractTransferListener,

AbstractTransferListener —/MNMREX  RUY BeXREWEMIRE, SHMEERASEH
BHTZEHFEIN, FREEEEBNENSEHMN G EENT,

B MAbstractTransferListener FEREW —MNScontextS . LSBT EEXRBRENRER
B. LTxXa#E:

- request_args ( 4 ) -iERSHK

« progress_snapshot ( B93:6l TransferProgressSnapshot<add link> ) -HEERRE

« reason ( B9EfIThrowable ) XA iZtransferFail 7 &R
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Zprogress_snapshot BB W EE MM reasonEM, BB $context [ 'reason' 1=

B iARFISA$context [ progress_snapshot ' J#getReason()o

LTRBERTAbstractTransferListenerFMLEH :
<?php
namespace Aws\S3\S3Transfer\Progress;

abstract class AbstractTransferListener
{
/**
* @param array $context
* - request_args: (array) The request arguments that will be provided
& as part of the request initialization.

* - progress_snapshot: (TransferProgressSnapshot) The transfer snapshot holder.

*

* @return void
*/

public function transferInitiated(array $context): void {3}

/**
* @param array $context
* - request_args: (array) The request arguments that will be provided
& as part of the operation that originated the bytes transferred event.

* - progress_snapshot: (TransferProgressSnapshot) The transfer snapshot holder.

*

* @return void
*/

public function bytesTransferred(array $context): bool {3}

/**
* @param array $context
* - request_args: (array) The request arguments that will be provided
& as part of the operation that originated the bytes transferred event.

* - progress_snapshot: (TransferProgressSnapshot) The transfer snapshot holder.

*

* @return void
*/

public function transferComplete(array $context): void {3}

/**
* @param array $context
* - request_args: (array) The request arguments that will be provided
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ks as part of the operation that originated the bytes transferred event.
* - progress_snapshot: (TransferProgressSnapshot) The transfer snapshot holder.

* - reason: (Throwable) The exception originated by the transfer failure.
*

* @return void
*/

public function transferFail(array $context): void {3}

LTRBIERT —MXEEBEtransferInitiatedMtransferFailsiE
MAbstractTransferListenersEil :

<?php
namespace MyApp\Listeners;
use Aws\S3\S3Transfer\Progress\AbstractTransferListener;

class MyCustomListener extends AbstractTransferListener

{
public function transferInitiated(array $context): void
{
$progressSnapshot = $context['progress_snapshot'];
echo "Transfer initiated for object with identifier: "
. $progressSnapshot->getIdentifier();
}
public function transferFail(array $context): void
{
$progressSnapshot = $context['progress_snapshot'];
$reason = $context['reason'];
echo "Transfer for object with identifier: "
. $progressSnapshot->getIdentifier() . " has failed.";
echo "Completion Status: " . $progressSnapshot->getTransferredBytes()
II/II
. $progressSnapshot->getTotalBytes() . " B";
echo "Reason of failure is: " . $reason;
}
}
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<?php

use Aws\S3\S3Transfer\Models\UploadRequest;
use Aws\S3\S3Transfer\S3TransferManager;
use MyApp\Listeners\MyCustomListener;

require __DIR__ . '/../vendor/autoload.php';

// The following example uses “MyCustomListener”™ in an ‘upload’ operation.
$transferManager = new S3TransferManager(
null,
['default_region' => 'us-east-2']
);
$uploadPromise = $transferManager->upload(
new UploadRequest(
source: "/tmp/myfile.txt",
uploadRequestArgs: [
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'MyKey'
1,
listeners: [
new MyCustomListener()

);

$result = $uploadPromise->wait();
T B IR ER
S3 EREESRRMENEMNHERRIEE,
IRERFTBERE

B L B fES3TransferManager3ifil EiR B AR AN A ERE ( XH4HFME
3% ) track_progresstruefyERER,

<?php
use Aws\S3\S3Transfer\S3TransferManager;

require _ DIR . '/../vendor/autoload.php';
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$transferManager = new S3TransferManager(
null,
[

'track_progress' => true,

);

WS IRE , SDK FHREBX#SingleProgressTracker<add 1ink>¥{T3HRE , HEARN
EMultiProgressTracker<add link>#1T B R,

RERBANAHRIE
MREARERKEERSR LR ARERE , N LUBI R H XS AX £ RN RER,

fE$confighitrueiRE N track_progress , A TR ENSHERE,

<?php

use Aws\S3\S3Transfer\Models\UploadDirectoryRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require __DIR__ . '/../vendor/autoload.php';

$transferManager = new S3TransferManager(
null, []
);

$uploadDirPromise = $transferManager->uploadDirectory(
new UploadDirectoryRequest(

'/path/to/directory’,

'amzn-s3-demo-bucket',

1,

[ // $config array

'track_progress' => true,
1,
[]

);
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BlE#SingleProgressTrackerEHIRIZ MM B E L EHMAbstractTransferListener, F&EH
IREREIERN$progressTrackerS L% 44 ST IR 1E,

<?php

use Aws\S3\S3Transfer\Models\UploadRequest;
use Aws\S3\S3Transfer\Progress\SingleProgressTracker;
use Aws\S3\S3Transfer\S3TransferManager;

require _ DIR__ . '/../vendor/autoload.php';

$transferManager = new S3TransferManager(
null, []
);

$uploadPromise = $transferManager->upload(
new UploadRequest(
'/path/to/Myfile.txt', // Or an instance of StreamInterface.

[
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'file.txt',

1,

(1,

1,

new SingleProgressTracker() // Or custom implementation of the
TransferLister interface.
)
);

LT RHBIERTHESingleProgressTracker A XA/ L& BRI N BRG] &% H R
fIMyFile.txt :

MyFile.txt:
[HHHHHBHRHHHHBUHHHHBRRHHHH ] 50% 5242880/10485760 B

REREA B RIRME
MREXBEXRBEER LERARERE , WA BIMM SN B FRES AR

EHEWSconfigBl S Etrue®fF “track_progress” RIEH o

<?php
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use Aws\S3\S3Transfer\Models\UploadDirectoryRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require _ DIR . '/../vendor/autoload.php';

$transferManager = new S3TransferManager(
null, []
);

$uploadDirPromise = $transferManager->uploadDirectory(
new UploadDirectoryRequest(

'/path/to/directory’,

'amzn-s3-demo-bucket',

1,

[ // $config array

'"track_progress' => true,
1,
[]

);
Bl —N#MultiProgressTracker R H FHEEN$progressTrackerS¥&iE 45 B FigE.

<?php

use Aws\S3\S3Transfer\Models\UploadDirectoryRequest;
use Aws\S3\S3Transfer\Progress\MultiProgressTracker;
use Aws\S3\S3Transfer\S3TransferManager;

require __DIR__ . '/../vendor/autoload.php';

$transferManager = new S3TransferManager(
null, []
);

$uploadDirPromise = $transferManager->uploadDirectory(
new UploadDirectoryRequest(
'/path/to/directory’,
'amzn-s3-demo-bucket',
1,
1,
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L1,

new MultiProgressTracker()

);

DTRRBIERT BFR EE#HMultiProgressTrackerEN A E RS & % H R~

MyFile.4.txt:

[HHHBBHHARAHBH BB BRBRARHBH B G BB R AR R B R BB H B R AR EHEHSE] 100% 4194304/4194304 B
MyFile.5.txt:

[HERGHBBHHBBRBHBR BB R BEHBH B SRS BHGH B R B HHS RS EH4H#] 100% 24117248/24117248 B
MyFile.2.txt:

[ ] 0% 0/10485760 B
MyFile.3.txt:

[#H#t SRR B R H GRS SRRt 8H#] 100% 18874368/18874368 B
MyFile.1.txt:

[BHHGHBHHBRRAHBHAHGRRBGHBHFERHH B RH R #HH##] 100% 1048576/1048576 B

[####H AR BB HHBRHH ARG H AR H AR BB HARBHHA RS H RS 1 80% Completed: 3/5, Failed: @/5

RE—THETENMN N REEARBERE,
B E Xt B IR ER

WO A BN HIREHRHERR, 21— /¥ EBAbstractTransferListener#OME , RE
BIEFEBERGHEEBESA

UTEIAUA SR ERENHFRIENHERFR -
<?php
use Aws\S3\S3Transfer\Models\UploadRequest;
use Aws\S3\S3Transfer\Progress\AbstractTransferListener;
use Aws\S3\S3Transfer\S3TransferManager;

require __DIR__ . '/../vendor/autoload.php';

class MyProgressTracker extends AbstractTransferlListener

{
public function transferInitiated(array $context): void
{
$key = $context['request_args']J['Key'] ?? 'unknown';
echo "Starting transfer of {$keyl}...\n";
}
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public function bytesTransferred(array $context): bool

{
$snapshot = $context['progress_snapshot'];
$percent = round($snapshot->ratioTransferred() * 100, 2);
$transferred = round($snapshot->getTransferredBytes() / 1024 / 1024, 2);
$total = round($snapshot->getTotalBytes() / 1024 / 1024, 2);
echo "Progress: {$percent}% ({$transferred}MB of {$totall}MB)\n";
}
public function transferComplete(array $context): void
{
$key = $context['request_args']['Key'] ?? 'unknown';
echo "Transfer complete for {$key}!\n";
}
public function transferFail(array $context): void
{
$key = $context['request_args']['Key'] ?? 'unknown';
$reason = $context['reason']->getMessage();
echo "Transfer failed for {$keyl}: {$reason}\n";
}

$transferManager = new S3TransferManager(
null, []

);

// Use your custom tracker.
$uploadPromise = $transferManager->upload(
new UploadRequest(
'/path/to/file.txt', // Or an instance of StreamInterface.

[
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'file.txt',

1,

[1,

[1,

new MyProgressTracker()

);

UTFREIERT EERITHNH LEFRE AN ROEE
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Starting transfer of file.txt...
Progress: 42% (16.8MB of 40MB)

BE XA B E R R
ERBUEE AT LR X B E S ERER

- B EBAbstractTransferListener MR EIEHENE
fﬁdProgressTrackerInterface<add Link>,

S BEBEANBRESConsoleProgressBar<add link>8 , BENXIAXH,
. ?fﬂﬁfi}‘{ProgressBaerd Link>fFHARiE 4 N B RIRET.

LT RGBT B E N ERE. H2REKE , 7H# SDK F#ERERAH ZHEBIXR,
BHXEMX ConsoleProgressBar
BENXRIAZEER

LTRRAIBENTEBIANNHERE , BlColoredTransferProgressBarFormat<add 1ink>,
ERNBEEHRSUTENHRE RIE,

RBIRETZA -

© IBRA # B = PR
+ ST MBIATE 50 2 100

<?php

use Aws\S3\S3Client;

use Aws\S3\S3Transfer\Models\UploadRequest;

use Aws\S3\S3Transfer\Progress\ConsoleProgressBar;
use Aws\S3\S3Transfer\Progress\SingleProgressTracker;
use Aws\S3\S3Transfer\S3TransferManager;

require _ DIR__ . '/../vendor/autoload.php';
$progressBar = new ConsoleProgressBar(

progressBarChar: '=',
progressBarWidth: 100,
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// Default ‘ColoredTransferProgressBarFormat™ is used.
);
$progressTracker = new SingleProgressTracker(
progressBar: $progressBar,
);
$s3Client = new S3Client([
'region' => 'us-east-2',
1);
$s3TransferManager = new S3TransferManager($s3Client);
$source = "/path/file.txt";

$result = $s3TransferManager->upload(
new UploadRequest(
source: $source,
uploadRequestArgs: [
'Bucket' => 'amzn-s3-demo-bucket',

'Key' => 'key',
1,
progressTracker: $progressTracker,
)
)->wait();

print_r($result);

TRETRTEENRN 100, F/HR =" WBENAEConsoleProgressBarHAMEEI AL -

kKey:

[ ] 0% 0/1048576 B

key:

[::::::::::::::::::::::::::::::::::::::::::::::::::] 100% 1048576/1048576 E

FHEEHERENHTEEN

LA RBIfEAPlainProgressBarFormat<add link>#wEBHEMNZFNRENNEHERXRKEATE
N ERIA#E S, PlainProgressBarFormat R REX A RE, HETLRFBEBRSHHE,

M EE T AL

o MERIA %" B NZHF
- RIEREMRRIAE 50 F 25

« BliAprogressBarFormat3:fii)AColoredTransferProgressBarFormatZ|
PlainProgressBarFormat
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<?php

use Aws\S3\S3Client;

use Aws\S3\S3Transfer\Models\UploadRequest;

use Aws\S3\S3Transfer\Progress\ConsoleProgressBar;

use Aws\S3\S3Transfer\Progress\PlainProgressBarFormat;
use Aws\S3\S3Transfer\Progress\SingleProgressTracker;
use Aws\S3\S3Transfer\S3TransferManager;

require _ DIR__ . '/../vendor/autoload.php';

$progressBar = new ConsoleProgressBar(
progressBarChar: '*',
progressBarWidth: 25,
progressBarFormat: new PlainProgressBarFormat(),
);
$progressTracker = new SingleProgressTracker(
progressBar: $progressBar,
);
$s3Client = new S3Client([
'region' => 'us-east-2',
1);
$s3TransferManager = new S3TransferManager($s3Client);
$source = "/path/file.txt";

$result = $s3TransferManager->upload(
new UploadRequest(
source: $source,
uploadRequestArgs: [
'Bucket' => 'amzn-s3-demo-bucket',

'Key' => 'key',
1,
progressTracker: $progressTracker,
)
)->wait();

print_r($result);

THEERTConsoleProgressBarffAREN 25. F/HN " WAHERBRIXNBENNEA G
HERE
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key:

[ ] 0%
key:

[ ek ke e ke ek ok 1 44%
key:

[k xkkhhhkkhhkhkrhhhhrhrrrrxxx] 100%,

B EMHFERARTEENL

T RBIERFE#ERER (R ProgressBarFormat<add link>) MARBEMNABEREK
BHE X ERiIABE SR,

<?php

use Aws\S3\S3Client;

use Aws\S3\S3Transfer\Models\UploadRequest;

use Aws\S3\S3Transfer\Progress\ConsoleProgressBar;
use Aws\S3\S3Transfer\Progress\ProgressBarFormat;

use Aws\S3\S3Transfer\Progress\SingleProgressTracker;
use Aws\S3\S3Transfer\S3TransferManager;

require __DIR__ . '/../vendor/autoload.php';

// Implement a custom bar format.
class PercentBarFormat extends ProgressBarFormat

{
public const FORMAT_TEMPLATE = "|object_name| - |percent|% [|transferred| |unit]
ytes]";
public const FORMAT_PARAMETERS = [
'object_name', // “uploadRequestArgs’ Key parameter.
'percent’, // Percent transferred.
// 'progress_bar', Optional, if used, default is a “ConsoleProgressBar .
// 'to_be_transferred', Optional.
'transferred’, // Default is bytes transferred.
'unit', // Default is 'B'.
1;

public function getFormatTemplate(): string
{
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return self::FORMAT_TEMPLATE;

}
public function getFormatParameters(): array
{
return self::FORMAT_PARAMETERS;
}
protected function getFormatDefaultParameterValues(): array
{
return [];
}

// Create an instance of the custom implemention

$progressBarFormat = new PercentBarFormat();

$progressBar = new ConsoleProgressBar(
progressBarFormat: $progressBarFormat,

);

$progressTracker = new SingleProgressTracker(
progressBar: $progressBar,

);

$s3Client = new S3Client([
'region' => 'us-east-2',

1D

$s3TransferManager = new S3TransferManager($s3Client);

$source = "/path/file";

$result = $s3TransferManager->upload(
new UploadRequest(
source: $source,
uploadRequestArgs: [
'Bucket' => 'amzn-s3-demo-bucket',

'Key' => 'key',
1,
progressTracker: $progressTracker,
)
)->wait();

print_r($result);

THEEMRTConsoleProgressBarE AHENHEZBRANEENLNEAHNEFH ERE -

Amazon S3 176



EAT PHP B9 Amazon SDK WA 3 FFRARIEE

key — 0% [0 Bytes]
key — 11% [1153434 Bytes]
key — 55% [5767168 Bytes]

key — 100% [10485760 Bytes]

BEMREBRREZZINSH
* object_name

- BO

- HER

- BEB

- BERB

e unit

FBAIDEES RN ( BLFR ) SREMRBE L. ZREIFERAULTER,
#ZPercentBarFormat3fgetFormatTemplate 5 EIREI LA TR

"|object_name| - |percent|% [|transferred| |unit|ytes]"

KA : S3 EWEERSRERE

UTHERERTRIRAHNAE S3ARHETRERHATE, THRXEXRET AR EEL LTS
At RIS,
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S3 Transfer Manager tracking components

<<abstract>>
TransferListener

+ REQUEST_ARGS_KEY string
+ PROGRESS_SNAPSHOT_KEY string
+ REASON_KEY string

+ transferinitiated{array context) void
+ bytesTransferred(array context) void
+ transferComplete(array context) void
+ transferFail(array context) void

A

<<Interface>>
ProgressTrackerinterface

+ showProgress() void

N

“1 Progress Tracker i

SingleProgressTracker

- ProgressBarinterface progressBar

= mixed output

- bool clear

- TransferProgressSnapshot/null currentSnapshot
- bool showProgressOnUpdate

+ __construct{ProgressBarinterface progressBar, mixed output, bool clear,
TransferProgressSnapshot currentSnapshet, bool showProgressOnUpdate)

+ showProgress() void

+ transferinitiated(array context) void

+ bytesTransferred(array context) void

+ transferComplete(array context) vaid

+ transferFail(array context) veid

i
|
'
MultiProgressTracker

- array singleProgressTrackers

- mixed output

- int transferCount

- int completed

- int failed

- ProgressBarFactorylnterface|Closure|null progressBarFactory

+ __construct(array singleProgressTrackers, mixed output, int transferCount,
int completed, int failed, ProgressBarFactorylnterface|Closure
progressBarFactaory)

+ showProgress() void

+ transferinitiated(array context) void

+ bytesTransferred(array context) void

+ transferComplete(array context) void

+ transferFail(array context) void

f‘j | Progress Bar

.-(\_____....

<<iInterface>>
ProgressBarinterface

+render() string Q

+setPercentCompleted(int percent) void
+getPercentCompleted() int
+getProgressBarFormat() ProgressBarFormat

ConsoleProgressBar
- string progressBarChar
- int progressBarWidth
- int percentCompleted
- Progi Format prog Format

+ __construct{string progressBarChar, int progressBarWidth, int
percentCempleted, ProgressBarFormat progressBarFormat)

+ renderf) string

+ setPercentCompleted(int percent) void

+ getPercentCompleted() int

+ getProgressBarFormat() ProgressBarFormat

‘@] Progress Bar Format

<<abstract>>
ProgressBarFormat

- array args

+ __construct{array args)

+ getArgs() array

+ setArgs(array args) void

+ setArg(string key, mixed value) vaid

+ format() string

+ getFormatTemplate()* string

+ getFormatParameters{)* array

# getFormatDefaultParameterValues()* array

4

Extends

MultiProgressBarFormat

ColoredTransferProgressBarFormat

+ BLACK_COLOR_CODE string

+ BLUE_COLOR_CODE string

+ GREEN_COLOR_CODE string

+ RED_COLOR_CODE string

+ FORMAT_TEMPLATE string

+ FORMAT_PARAMETERS array

+ getFormatTemplate() string
+ getFormatParameters() array
# getFormatDefaultParameterValues() array

PlainProgressBarFormat

+ FORMAT_TEMPLATE string
+ FORMAT_PARAMETERS array

+ getFormatTemplate() string
+ getFormatParameters() array
# getFormatDefaultParameterValues() array

TransferProgressBarFormat

+ FORMAT_TEMPLATE string
+ FORMAT_PARAMETERS array

+ getFormatTemplate() string
+ getFormatParameters() array
# getFormatDefaultParameterValues() array

+ FORMAT_TEMPLATE string
+ FORMAT_PARAMETERS array

+ getFormatTemplate() string
+ getFormatParameters() array
# getFormatDefaultParameterValues() array
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HiRAL

S3 M EREREARERITRIRME, RALER promise Botherwisesthen A KA HEE

PR AT SRR SETHEE —Mtry-catchXHRH,
AE R IR E
£/ otherwise :

<?php

use Aws\S3\S3Transfer\Models\UploadRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require _ DIR__ . '/../vendor/autoload.php';

$transferManager = new S3TransferManager(null, []);
$uploadPromise = $transferManager->upload(
new UploadRequest(
'/path/to/file.txt"',

[
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'file.txt',
]
)
);
$uploadPromise->otherwise(function (Throwable $reason) {
echo "Upload failed: " . $reason->getMessage() .
});
5 then :
<?php

use Aws\S3\S3Transfer\Models\UploadRequest;
use Aws\S3\S3Transfer\Models\UploadResult;
use Aws\S3\S3Transfer\S3TransferManager;

require __DIR__ . '/../vendor/autoload.php';

$transferManager = new S3TransferManager(null, []);
$uploadPromise = $transferManager->upload(
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new UploadRequest(
'/path/to/file.txt"',
[

'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'file.txt',

);

$uploadPromise->then(
function (UploadResult $result) {
echo "Upload succeeded!\n";

I
function (Throwable $error) {
echo "Upload failed: " . $error->getMessage()

}
)->wait();

# /A try-catch 3R

<?php

use Aws\S3\S3Transfer\Exception\S3TransferException;
use Aws\S3\S3Transfer\Models\UploadRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require _ DIR__ . '/../vendor/autoload.php';
$transferManager = new S3TransferManager(null, []);

$uploadPromise = $transferManager->upload(
new UploadRequest(
'/path/to/file.txt"',
[
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'file.txt',

);

try {
$uploadPromise->wait();

Il\nll ;
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} catch (S3TransferException $exception) {
echo "Upload failed: " . $exception->getMessage() . "\n";

<Add more details about S3TransferManager exception and also a link to the
API reference for it.>

B RRERWREE

XTF B FBEE  BETUEERMKEE R, WEALEENIHNRY , ARERENHE LR

>ii{ )

Examplef A “failure_policy” BI ¥ 1T#4E uploadDirectory

<?php

use Aws\S3\S3Transfer\Models\UploadDirectoryRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require

_DIR__ . '/../vendor/autoload.php';

$transferManager = new S3TransferManager(null, []);

$uploadDirPromise = $transferManager->uploadDirectory(
new UploadDirectoryRequest(

'/path/to/directory’,
'amzn-s3-demo-bucket',

[1,
[

'failure_policy' => function (
$requestArgs,
$uploadDirectoryRequestArgs,
$reason,
$uploadDirectoryResponse

) {

echo "Failed to upload {$requestArgs['Key']}: " .
"{$reason->getMessage()}\n";

echo "So far, uploaded: "
"{$uploadDirectoryResponse->getObjectsUploaded()},
"failed: {$uploadDirectoryResponse->getObjectsFailed()}\n";

// Return true to continue with other files,
// or throw an exception to abort.
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return true;

iy

);

$uploadDirPromise->wait();

Examplef# A “failure_policy” B ¥ 1738 4E downloadDirectory

<?php

use Aws\S3\S3Transfer\Models\DownloadDirectoryRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require __DIR__ . '/../vendor/autoload.php';
$transferManager = new S3TransferManager(null, []);

// Log errors but continue with other files.
$downloadDirPromise = $transferManager->downloadDirectory(
new DownloadDirectoryRequest(
'amzn-s3-demo-bucket"',
'/path/to/directory’,

(1,
[

'failure_policy' => function (
$requestArgs,
$downloadDirectoryRequestArgs,
$reason,
$downloadDirectoryResponse

) {

error_log("Failed to download {$requestArgs['Key']}:

"{$reason->getMessage()}");

// If we've had too many failures, abort the entire operation.

if ($downloadDirectoryResponse->getObjectsFailed() > 10) {

throw new \Exception(

"Too many download failures, aborting operation"

);

// Return void to continue with other files.

return;
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}I

);

$downloadDirPromise->wait();

BRAE
AT S3 ERmEERNSREARAMEA,
DR

SIEHERRSAINAXMEADT R LML, BUUERERERTAEXLLITH.

<?php

use Aws\S3\S3Transfer\Models\UploadRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require _ DIR__ . '/../vendor/autoload.php';
$transferManager = new S3TransferManager(null, []);
$uploadPromise = $transferManager->upload(

new UploadRequest(
'/path/to/large/file.mp4’,

[
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'videos/large-file.mp4',
1,
[
// Use multipart upload for files larger than 100MB.
'multipart_upload_threshold_bytes' => 100 * 1024 * 1024,
// Use 25MB parts for multipart uploads.
'target_part_size_bytes' => 25 * 1024 * 1024,
]

);

$uploadPromise->wait();

TR
BENBEXN DR TEATH.
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<?php

use Aws\S3\S3Transfer\AbstractMultipartDownloader;
use Aws\S3\S3Transfer\Models\DownloadRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require

$transferManager

$downloadPromise

__DIR__

'/../vendor/autoload.php';
new S3TransferManager(null, []);

$transferManager->download(

new DownloadRequest(
's3://amzn-s3-demo-bucket/large-file.mp4',
[1,

);

L

]

// Use 25MB parts for multipart downloads.
'target_part_size_bytes' => 25 * 1024 * 1024,

// Use ranged-based download instead of part-based.
'multipart_download_type' =>
AbstractMultipartDownloader: :RANGED_GET_MULTIPART_DOWNLOADER,

$downloadPromise->wait();

BXZAbstractMultipartDownloader K HMKANELEER , FHSH APl Xfii<add 1ink>,

BE i8R

ISR LAE A TR T BE B R T it L AR T B AT B R 4E

L% B FIiERR

BEXRSBEEMNESZER |, 52 MiZuploadDirectoryaER filter I FEIN,

<?php

use Aws\S3\S3Transfer\Models\UploadDirectoryRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require

__DIR__

'/../vendor/autoload.php';
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$transferManager = new S3TransferManager(null, []);

// Upload files modified in the last 24 hours.
$uploadDirPromise = $transferManager->uploadDirectory(
new UploadDirectoryRequest(
'/path/to/directory’,
'amzn-s3-demo-bucket',

1,
[
"filter' => function ($file) {
$modTime = filemtime($file);
return (time() - $modTime) < 86400; // 24 hours
iy
]

);

$uploadDirPromise->wait();

TH B g
BXSHBEENEZELR , 5 iZdownloadDirectory A &M filter o] i AL,

<?php

use Aws\S3\S3Transfer\Models\DownloadDirectoryRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require _ DIR__ . '/../vendor/autoload.php';
$transferManager = new S3TransferManager(null, []);

// Download files with a specific prefix.
$downloadDirPromise = $transferManager->downloadDirectory(
new DownloadDirectoryRequest(
'amzn-s3-demo-bucket"',
'/path/to/directory’,

L1,
[
'filter' => function ($key) {
return strpos($key, 'reports/2023/') === 0;
Iy
]

);
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$downloadDirPromise->wait();

FERE
BEERTMEREBEREN NN ERSH, BRSBNESEE , BEANUTARE

« ZJ5EM put_object_request_cal laback AT A& uploadDirectory

« Z@@ FER download_object_request_mod ifier downloadDirectory

ExampleiZ 73 =8 FiE 3K [ uploadDirectory

<?php

use Aws\S3\S3Transfer\Models\UploadDirectoryRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require __DIR__ . '/../vendor/autoload.php';
$transferManager = new S3TransferManager(null, []);

// Set custom metadata for each uploaded file.
$uploadDirPromise = $transferManager->uploadDirectory(
new UploadDirectoryRequest(
'/path/to/directory’,
'amzn-s3-demo-bucket"',
(1,
[
'upload_object_request_modifier' => function ($args) {
$extension = pathinfo($args['Key'], PATHINFO_EXTENSION);

switch ($extension) {

case 'jpg':

case 'jpeg':
$args['ContentType'] = 'image/jpeg’';
break;

case 'png':
$args['ContentType'] = 'image/png';
break;

case 'pdf':
$args['ContentType'] = 'application/pdf’;
break;
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$args['Metadata'] = [
'uploaded_at' => date('Y-m-d H:i:s'),
iy
},

);

$uploadDirPromise->wait();

Ready-to-use %l ¥

RTREHT —NZENHBIRX  EhESATEL S3 EAEERRENHSLT L. WERELTE
Mo eEAMBLEDNHRICMES.

S3 TransferHelper 4%
<?php

use Aws\S3\S3Transfer\Models\DownloadDirectoryRequest;
use Aws\S3\S3Transfer\Models\DownloadFileRequest;

use Aws\S3\S3Transfer\Models\DownloadRequest;

use Aws\S3\S3Transfer\Models\UploadDirectoryRequest;
use Aws\S3\S3Transfer\Models\UploadRequest;

use Aws\S3\S3Transfer\S3TransferManager;

use Psr\Http\Message\StreamInterface;

class S3TransferHelper
{
/**
* Upload a file from a local path to S3.
*/
public static function uploadFile(
string $filePath,
string $bucket,
string $key
): array

$transferManager = new S3TransferManager();

$uploadRequest = new UploadRequest(
$filePath,

L
'Bucket' => $bucket,
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'Key' => $key,
1,
[]
);

return $transferManager->upload($uploadRequest)->wait()->getResult();

/**
* Upload from a stream to S3
*/
public static function uploadFromStream(
StreamInterface $stream,

string $bucket,

string $key,

bool $trackProgress = true,
): array

$transferManager = new S3TransferManager();

$uploadRequest = new UploadRequest(
$stream,
[
'Bucket' => $bucket,
'Key' => $key,
1,
['track_progress' => $trackProgress]

);

return $transferManager->upload($uploadRequest)->wait()->getResult();

/**
* Download a file from S3 to a local path
*/
public static function downloadFile(
string $bucket,
string $key,
string $destinationPath,
bool $failsWhenDestinationExists = false,
bool $trackProgress = true,
): void

$transferManager = new S3TransferManager();

Amazon S3 188



EAT PHP B9 Amazon SDK WA 3 FFRARIEE

$downloadRequest = new DownloadRequest(

[
'Bucket' => $bucket,
'Key' => $key
1,
[1,
['track_progress' => $trackProgress]
);
$downloadFileRequest = new DownloadFileRequest(
$destinationPath,
$failsWhenDestinationExists,
$downloadRequest

);

$transferManager->downloadFile($downloadFileRequest)->wait();

/**
* Upload an entire directory to S3
*/
public static function uploadDirectory(
string $sourceDirectory,
string $bucket,

string $s3Prefix = '',
bool  $trackProgress = true,
): array

$transferManager = new S3TransferManager();
$uploadDirectoryRequest = new UploadDirectoryRequest(
$sourceDirectory,
$bucket,
[1,
[
's3_prefix' => $s3Prefix,
"track_progress' => $trackProgress,

);

$result = $transferManager->uploadDirectory($uploadDirectoryRequest)->wait();

return [
'uploaded' => $result->getObjectsUploaded(),
'failed' => $result->getObjectsFailed(),
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/**
* Download directory from S3
*/
public static function downloadDirectory(
string $bucket,
string $destinationDirectory,

string $s3Prefix = '',
bool $trackProgress = true,
): array

$transferManager = new S3TransferManager();

$downloadDirectoryRequest = new DownloadDirectoryRequest(
$bucket,

$destinationDirectory,

[1,

[
's3_prefix"' => $s3Prefix,
"track_progress' => $trackProgress,

);

$result = $transferManager->downloadDirectory($downloadDirectoryRequest)-
>wait();

return [
"downloaded' => $result->getObjectsDownloaded(),
'failed' => $result->getObjectsFailed(),
1;
}
}
Bk A A TR

LA R 45135 BA an ] 55 iZS3TransferHelper3s,

<?php
require __DIR__ . '/../vendor/autoload.php';
require _ DIR__ . '/S3TransferHelper.php';

// Upload a local file
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$result = S3TransferHelper: :uploadFile(
'/path/to/local/document.pdf’,
'amzn-s3-demo-bucket',
'documents/document.pdf’

I
echo "File uploaded successfully. ETag: " . $result['ETag'] . "\n";

// Download a file to local path

S3TransferHelper: :downloadFile(
'amzn-s3-demo-bucket',
'documents/document.pdf’,
'/path/to/local/downloaded-document.pdf',
false, // Don't fail if destination exists
true // Track progress

);
echo "File downloaded successfully!\n";

// Upload entire directory

$result = S3TransferHelper: :uploadDirectory(
'/path/to/local/photos’',
'amzn-s3-demo-bucket',
'photos/vacation-2023/', // S3 prefix
true // Track progress

);

echo "Directory upload completed.\n";
echo "Uploaded: {$result['uploaded']} files\n";
echo "Failed: {$result['failed']} files\n";

// Download directory from S3

$result = S3TransferHelper: :downloadDirectory(
'amzn-s3-demo-bucket"',
'/path/to/local/downloads’,
'photos/vacation-2023/', // S3 prefix to download
true // Track progress

);

echo "Directory download completed.\n";
echo "Downloaded: {$result['downloaded']} files\n";
echo "Failed: {$result['failed']} files\n";
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5 SERA T PHP B9 Amazon SDK KA 3 f B & A #f4& H Amazon S3

O LAEA SER T PHP B9 Amazon SDK MxAs 3 Ay TransferF N8N B xX L& F| Amazon S3 &
W, HNEBEANEEE T HII A B %,

A1 B F L& %] Amazon S3

Aws\S3\TransferNRMNITEH. AT RGBT T MAPRFA M X4 B Fi% )3 E4£F| Amazon S3 f76#
o

// Create an S3 client.

$client = new \Aws\S3\S3Client([
'region' => 'us-west-2',
'version' => '2006-03-01"',

1);

// Where the files will be sourced from.
$source = '/path/to/source/files’;

// Where the files will be transferred to.
$dest = 's3://bucket’;

// Create a transfer object.
$directoryTransfer = new \Aws\S3\Transfer($client, $source, $dest);

// Perform the transfer synchronously.
$directoryTransfer->transfer();

L ROIF , BATRIET — Amazon S3 B/ , 8l T — Transfer R , AT TED1E
o

BIEN REER T HITERAAMENR/NIMBE, TransferNREAURSINITERA , HEEEHRE
I, TRATAEN L.

ERLUBRE s3:// URI FIRALRAIR |, FA X4 L& E] Amazon S3 B FXHR". LR
Bl R E A 3 EE ) bucket M , R XHERE foo BAIART.

$source = '/path/to/source/files’;

$dest = 's3://bucket/foo’;

$directoryTransfer = new \Aws\S3\Transfer($client, $source, $dest);
$directoryTransfer->transfer();
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EHTF PHP #9 Amazon SDK AR 3FAARERE

T & Amazon S3 71

B LB N $source SHIBEN Amazon S3 URI ( BN s3://bucket ) H4F $dest SHIBER
i B KRR , \NHF Amazon S3 F##EiEH T HBE EA AR B X,

// Where the files will be sourced from.
$source = 's3://bucket’;

// Where the files will be transferred to.
$dest = '/path/to/destination/dir';

$directoryTransfer = new \Aws\S3\Transfer($client, $source, $dest);
$directoryTransfer->transfer();

(® Note
THEFBPHNRE , SDK 2 B30I EXEN B F.

&R LUEE £ Amazon S3 URI AT FEBEERMNEIIR , N TRFHEEEMU AR THHR, K
TRBUR T BT EL EF#EER oo B BI R T I 3L,

$source = 's3://bucket/foo’';

$dest = '/path/to/destination/dir';

$directoryTransfer = new \Aws\S3\Transfer($client, $source, $dest);
$directoryTransfer->transfer();

il &
Transfer W RWEHRBIZZUT S,
$client

Aws\ClientInterface W& A THITIEH.
$source ( FHFEH | Iterator)

EEERBNRBE, XAEOAREE FWER (Bl /path/to/files ) 2 Amazon S3 7#fi#
@ (%3 s3://bucket ), s3:// URI ZAIEEEE WA FUEM BRI T BT REVEBTS.

MR $source S 7N Amazon S3 URI , NIl $dest SHMSMR— M EE R (R2Z2HR) .
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BRTIEEFRAREZN , BETTLUIRHEERLEXN XHBER \Iterator ¥R, WMRE
H\IteratorF R , MHFMESoptions kB BAFRE—Nbase_dirikIi,

$dest

XHER BN, MR $source ZHERE FHARMERE , M $dest HMH Amazon S3 FiEHE
URI ( f5l#0 s3://bucket ) » 3R $source ZE=E Amazon S3 F# 4 URI , | $dest SHu
MATEE E AR bR,

$options
AT BB A . UTEHEET2E% -
add_content_md5 (bool)

BEtrue N WiTE EEH MD5 REH,
base_dir ( /&)
BRERBE R (R $source RIEREE ) o WIR $source IEMARBEA , W LETURFHE 2
B o
before ( AIAA )
BRERNERAANER, KERAMNEEEL function (Aws
\Command $command) {...} NEKZE, BRHNDTSER

GetObject, PutObject, CreateMultipartUpload. UploadPart =
CompleteMultipartUpload &%,

mup_threshold (int)

FERD, NEADREETAFR PutObject, BRIAEN 16777216 (16 MB) o
concurrency ( B , BiAE=5)

AR EENXHH. BERNARELX2ETE , EHFBURT EE EERNXHBUREAN XA F
HRp, BE , EENARENRPMEGEF , WRAXHURA,
debug (bool)

RERN true AT EARERATE&H, RERN fopen() RRABABER , MFREEA
STDOUT,

RLEE

Transfer K2 GuzzleHttp\Promise\PromisorInterface H3Lfl, XEWRBFER T URL
KE , HBESFAANRH promise FEE3,

Amazon S3 194



EAT PHP B9 Amazon SDK WA 3 FFRARIEE

$source = '/path/to/source/files’;
$dest = 's3://bucket’;
$directoryTransfer = new \Aws\S3\Transfer($client, $source, $dest);

// Initiate the transfer and get a promise.
$promise = $directoryTransfer->promise();

// Do something when the transfer is complete using the then() method.
$promise->then(function () {
echo 'Done!';

1)

MREEMHEREAN , MABFEIEL, B LEA Promise B otherwise FEURDS H 4L
BAMNIEH, HIEIRAT , otherwise REEZERANER, BiAZEZELSreasonty , BER
A9 3EflAws\Exception\AwsException ( RE AT LAFEMR B MWEZZBLAER ) .

$promise->otherwise(function ($reason) {
echo 'Transfer failed: ';
var_dump($reason);

1)

BT Transfer M RIRE—4 Promise , XEE&HAIUEHMF P Promise BT # 1T,
BENX B F&H

BEEAERSRINEE , AIEEX ETransferliTAED

$uploader = new Transfer($s3Client, $source, $dest, [
"before' => function (\Aws\Command $command) {
// Commands can vary for multipart uploads, so check which command
// is being processed.
if (in_array($command->getName(), ['PutObject', 'CreateMultipartUpload'])) {
// Set custom cache-control metadata.
$command['CacheControl'] = 'max-age=3600';
// Apply a canned ACL.
$command['ACL'] = strpos($command['Key'], 'CONFIDENTIAL') ### false
? 'public-read'
'private’;

},
1);
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EHATF PHP B9 Amazon SDK R4~ 3 ##9 Amazon S3 & F imn%

FAEFRMNE  BEITEENNREFERZENZENRE, XREKSE , BEEEHD

Amazon S3 ZHIEMNE , BLEERANBRSKEEMNE ., XN FHOKI | BRNBW
FRAS3EncryptionClientV3MS3EncryptionMultipartUploaderV3mA =2
MS3EncryptionClientV2LAK S3EncryptionMultipartUploaderV2EHHA
#IS3EncryptionClient®, S3EncryptionMultipartUploaderZ2W{HTEER EFHF ARAK B
XU EHTEH., S3EncryptionClientVd BREZFXNFEAIBMR S3EncryptionClient MMEAEKETE
BITHRE,

BT PHP #9 Amazon SDK SR T EH 0% , H A OpenSSL #{TMEMBER, ZXA TS H
SHYREXIFHEITE SDKs (R EREF, BRETFRTEVUET Promise WHRT THEREERE.

TRiEE

NTREAEANEFANELHEIBIFELWHAS  XEEN v TBE v2 WEBER , ktE
M v2 B8R v3 WIEBIER.

RE
BEFREREFRNE 6 SFE

« Amazon KMS Nz 52 4H
« —/ S3 FHWE

EETERARFRBZE , TERELEN Amazon iEH., SEHA T PHP #9 Amazon SDK R4S 3 FY4E
UuF o

nz
FEMBNRER T IRHESEZAESIEncryptionClientVIEEMANFAPutObjectSH -

« '@KmsEncryptionContext' @—NMEHAEXN , TATHANEBNRANFAANEZ LR, MBEEF
WmATE AR |, XEE get AR BHH T, MRFFEHM T, HEAZHA,

« @CipherOptions RMZENHMEE , BITFEEANEB MR KD,

* @MaterialsProvider R— M REHERF , ATAEEREZBRANVBLOE , URNBEBR
£,

- @CommitmentPolicy@—MREEIEIN , ©HIE 7 a5 FH 535 47 A% 2 A 5 P 25 4R A i SR ISR AR
R, URNAFEAZRARESTEAZRAREREEN R,
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use Aws\S3\S3Client;

use Aws\S3\Crypto\S3EncryptionClientV3;
use Aws\Kms\KmsClient;

use Aws\Crypto\KmsMaterialsProviderV3;

// Let's construct our S3EncryptionClient using an S3Client
$encryptionClient = new S3EncryptionClientV3(
new S3Client([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => 'latest',
D
);

$kmsKeyId = 'kms-key-id';
$materialsProvider = new KmsMaterialsProviderV3(
new KmsClient([
'profile' => 'default’,
'region' => 'us-east-1"',
'version' => 'latest',
D,
$kmsKeyId
);

$bucket = 'the-bucket-name';
$key = 'the-file-name';
$cipherOptions = [
'Cipher' => 'gcm',
'KeySize' => 256,
// Additional configuration options

1;

$result = $encryptionClient->putObject([
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
'@CommitmentPolicy' => 'REQUIRE_ENCRYPT_REQUIRE_DECRYPT',
'@KmsEncryptionContext' => ['context-key' => 'context-value'],
'Bucket' => $bucket,
'Key' => $key,
'Body' => fopen('file-to-encrypt.txt', 'r'),
1D;
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® Note

BT ETF Amazon S3 1 Amazon KMSEF Amazon S3 RS EEiRIN , MREE
4 '@CipherOptions' [EH# , B RESWEIM HHI InvalidArgumentExceptionX R,

THMBEBEXNRER TR EGetObjectZHI , EERNTNNSH , HARNIRLEN. FFwm[EH
SR B A BB IE T

« '@SecurityProfile": MRIZREN V3", MXERE v3 BHER T MBI R
X R, FHSHIZREN “V3_AND_LEGACY” i A FMEL VI AR NBHAN R, EXEFE
¥ , BN @I®RENRN “V3_AND SecurityProfile _LEGACY”, RIEF X F M ARFIER “V37,

« '@MaterialsProvider' R—MEMERF , ATABEERBZBEZAMIKCOE ,

AR N2 28 40
« '@KmsAllowDecryptWithAnyCmk' : ( Ali& ) U SHIRER True BN E AMRE |

T E @ FFiE B IRt KMS 2248 ID MaterialsProvider, BRIAE R False,
-« '@CipherOptions' ( @ik ) RMBNHMEE K TE

EFANZBRMBZHA KD,
« @CommitmentPolicypolicy &I , EME 7 MAFERAE—FEERBTR

KRB ATREES , ARIAAXBERER I TREEERBENR,

$result = $encryptionClient->getObject([
'@KmsAllowDecryptWithAnyCmk' => true,
'@SecurityProfile' => 'V2_AND_LEGACY',
'@CommitmentPolicy' => 'REQUIRE_ENCRYPT_ALLOW_DECRYPT',
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
'Bucket' => $bucket,
'Key' => $key,

1D;
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® Note

BT ET Amazon S3 #l Amazon KMSE T Amazon S3 HIRFZ451RI , MR B E
4 '@CipherOptions' [EH# , B RESWEIM HHI InvalidArgumentExceptionX R,

HIBHE
'Cipher' ( %8 )

MBEFFRENZNEANBZBLE, it RXEF gem”,

/A Important
PHP B iRA 7.1 WEMBE THNNSE , £EMA OpenSSL #4T GCM N
B, XESHENTFINENEEZRLEN, T PHP 7.0 RERRAE , MEE iR
S3EncryptionClientV2 M S3EncryptionMultipartUploaderV2 BEHFEH X
GCM WIERNKRB, ER , FAERRBRLBERE MANMEESLMER PHP 7.1+ BAHZH
g8 % , Rt TEEEARRKRIBN PHP RAFEFEBERERA S,

'KeySize' (int)
ERHATMENANBEMEZANKE, BN 256 L. BRMNEEET RN 256 i,
'Aad' ( Ff/FH)

A 7SO0 Z h0 27 S 2 P Y AT A B i B R IRIEBUE” . ERBREERIEER ., Aad VEFEA‘gem” 15
Al A,

/A Important
HIEMBE ABIFEM S A RIEEHE Amazon SDKs , Rtk EAth A SDKs AJRETCIE R 2 A Lk
SRR X Ao
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http://php.net/manual/en/function.openssl-decrypt.php
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TUEIRE R

SBE T LUK R IR KR Aws\Crypto\MetadataStrategyInterface BIEMEH, XNEEH
EOAREMMEZ Aws\Crypto\MetadataEnvelope , EF I EERNEHNEM . FAXITES
REFEMNEREREILINEE | Aws\S3\Crypto\HeadersMetadataStrategy # Aws\S3\Crypto
\InstructionFileMetadataStrategy. BRIAER M HeadersMetadataStrategy.,

$strategy = new InstructionFileMetadataStrategy(
$s3Client

);

$encryptionClient->putObject([
'@MaterialsProvider' => $materialsProvider,
'@MetadataStrategy' => $strategy,
'@CommitmentPolicy' => 'REQUIRE_ENCRYPT_REQUIRE_DECRYPT',
'@KmsEncryptionContext' => [],
'@CipherOptions' => $cipherOptions,
'Bucket' => $bucket,
'Key' => $key,
'Body' => fopen('file-to-encrypt.txt', 'r'),
D

$result = $encryptionClient->getObject([
'@KmsAllowDecryptWithAnyCmk' => false,
'@MaterialsProvider' => $materialsProvider,
'@SecurityProfile' => 'V3',
'@CommitmentPolicy' => 'REQUIRE_ENCRYPT_REQUIRE_DECRYPT',
'@MetadataStrategy' => $strategy,
'@CipherOptions' => $cipherOptions,
'Bucket' => $bucket,
'Key' => $key,

1;

T HeadersMetadataStrategy:classInstructionFileMetadataStrategy th a1t # &
REREE,

$result = $encryptionClient->putObject([
'@MaterialsProvider' => $materialsProvider,
'@CommitmentPolicy' => 'REQUIRE_ENCRYPT_REQUIRE_DECRYPT',
'@MetadataStrategy' => HeadersMetadataStrategy::class,
'@CipherOptions' => $cipherOptions,
'Bucket' => $bucket,
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'Key' => $key,
'Body' => fopen('file-to-encrypt.txt', 'r'),
1D

(® Note
MEWEXH EERRERER , T2 BMBRZ .

DR

A R A EFHNZEHRITO R EfE. Aws\S3\Crypto\S3EncryptionMultipartUploaderV3
L2ELEZEHEZRA T NBRNER. B Aws\S3\MultipartUploader 1 Aws\S3\Crypto

\S3EncryptionClientV3 S|ZMN IRt 52, S3EncryptionMultipartUploaderV3 &
L5 '@MetadataStrategy' MHEHFRNAE S3EncryptionClientV3 &I , ARFIEATAH

'@CipherOptions' BE&.

$kmsKeyId = 'kms-key-id';
$materialsProvider = new KmsMaterialsProviderV3(
new KmsClient([
'region' => 'us-east-1',
'version' => 'latest',
'profile' => 'default'’,
D),
$kmsKeyId
);

$bucket = 'the-bucket-name';
$key = 'the-upload-key';
$cipherOptions = [
'Cipher' => 'gcm'
'KeySize' => 256,
// Additional configuration options

17

$multipartUploader = new S3EncryptionMultipartUploaderV3(
new S3Client([
'region' => 'us-east-1',
'version' => 'latest',
'profile' => 'default'’,
D,
fopen('large-file-to-encrypt.txt', 'r'),
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[
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
'@CommitmentPolicy' => 'REQUIRE_ENCRYPT_REQUIRE_DECRYPT',
'bucket' => $bucket,
'key' => $key,

]

);
$multipartUploader->upload();

(® Note

BT ETF Amazon S3 #1 Amazon KMSEF Amazon S3 RS 4E1RA , INREE
F'@CipherOptions'IEH , BAREQWEIM HAY InvalidArgumentExceptionXf Ko

£ R M SR I BHE ST B M R

Amazon Simple Storage Service (Amazon S3) A FERE LA RFIEERE M, HBIBERB AT
REMEXNR—EEFME , HEATUE THENRERIEZRB,

B4R, REMTREFANBEETEYE., FAREN , ZAUBIRIAKEX4SRBEXH
B TERBIEHE—Bt. HX Amazon S3 REMHWEZER , S Amazon Simple Storage
Service AFIERE , @BEXENE

AR EERFESHCSERNE L | Hik SDK ITEREM., HE , KU AUERE-ZXEFN
BE , REMATEFNRENE,

® Note

MIRZHY 3.337.0 FF 4 AT PHP #9 Amazon SDK , SDK & B3hit & E£KICRC32RE M
REEBRIANTEERY . NREBRBEHFMATENRBIAE , RELEEE SDK itERK
MetRIERANEE | SDK ST E KRB,

Z SDK B T A EATZRENRBEZESERF£BHRE , BAILE Amazon SDK 1 TES
ZiEEPERMBEXUHA,
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/A Important
EfAIZCRC32CEE , 81 PHP MMIEFE LR E Amazon 23178 (Amazon CRT) ¥ E.

BMNERNMERNBRTEREN : EAXKRMTHEIR.
LR

A LAERA S3Client B putObject AEFMX R L& F Amazon S3, EASHEARH
ChecksumAlgorithm I3k ARKMITEHIEER .

$client = new \Aws\S3\S3Client(['region' => 'us-east-2']); // See the note below.
$result = $client->putObject([

'Bucket' => 'amzn-s3-demo-bucket',

'Key' => 'key',

'ChecksumAlgorithm' => 'CRC32',

'Body' => 'Object contents to test the checksum.'
1);

MREREFRPREAEREMNEE , URBRMITHRREEEME SDK RAMR , EAMTRA R,
ARHERBANE ESHREMITH

PHP SDK kR BE AT

3.337.0 Z BT AR AR SDK T4 B3it& CRC-based ¥ FMHEER
hIRERE .,

3.337.0 REFARA SDK £/ CRC32 EXITERKM , HEFERF

RHZE, Amazon S3 BN ITEEHCZH CRC32
REMPFEE SDK #EHARKMBITNLL |
MBI mA TEM, WRRBMTE , &K
BRIFENR—EREF.

EAMEITENRBENE
EER-BRENTMATERRNESEA SODKWE3TTE | MEERRANE,

LTREIERT EFMELITER SHA256 RIEMAYER.
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https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-s3-2006-03-01.html#putobject

EAT PHP B9 Amazon SDK WA 3 FFRARIEE

use Aws\S3\S3Client;
use GuzzleHttp\Psr7;

$client = new S3Client([
'region' => 'us-east-1"',

1)

// Calculate the SHA256 checksum of the contents to be uploaded.
$contents = 'Object contents to test the checksum.';

$body = Psr7\Utils::streamFor($contents);

$sha256 = baseb64_encode(Psr7\Utils: :hash($body, 'sha256', true));

$result = $client->putObject([
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'key',
'Body' => $body,
'ChecksumSHA256' => $sha256

1);

R Amazon S3 EREH FWRBMEFER , REHMLIREHIREA,

sl i

BT AHREMAT 2R LEE,

WMEA R RBIFTR , £ MultipartUploader MiEEEH params A PR MELIEE RN REX,

$s3Client = new S3Client([
'region' => 'us-east-1'

1);
$stream = fopen("/path/to/large/file", "r");

$mpUploader = new MultipartUploader($s3Client, $stream, [
'bucket' => 'amzn-s3-demo-bucket',
'key' => 'key',
'params' => ['ChecksumAlgorithm' => 'CRC32']

1);

TENR

£/ getObject FETEHIRET , U THER T SDK 2B RIERKH : R ChecksumMode $HY
{5 enabled,

Amazon S3 204


https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-Aws.S3.MultipartUploader.html#___construct
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LTFRBERPNERSIS SDK B it ERE M L BRERRIENE S A R,

$result = $client->getObject([
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'test-checksum-key',
'ChecksumMode' => 'enabled',

1);

(® Note
MR EAXNREZEEAREM , MA TR,

waBEAT ERT PHP 89 Amazon SDK 1§ S B R R4
AHEETERER EHT PHP 89 Amazon SDK # & M. Amazon 37 S8R5 R Fl,
EAT PHP # Amazon SDKGitHub 121 T AT = HIKRE,

AT

ZETRBIRB 2 , BEEEE Amazon EiE |, 0 the section called “fE A # 1T &4 1F Amazon” &
iR, RES A EBAT PHP 89 Amazon SDK , M the section called “&Z %" TR,

£l

- fH EA T PHP B9 Amazon SDK i 3 #9 Amazon CloudFront 7Rl

- £/ &M T PHP B Amazon SDK k7 3 k4t X4 B X Amazon CloudSearch HiFRZEE
- A EAT PHP B Amazon SDK &7 3 #) Amazon CloudWatch R4l

- 5/ AT PHP # Amazon SDK fRZ 3 #J Amazon EC2 Rl

« £/ EMAT PHP B Amazon SDK 7 3 XX ZE Amazon OpenSearch Service &5 R
- £/ EAT PHP 89 Amazon SDK k7 3 By Amazon Identity and Access Management R4l
« £/ &M T PHP B Amazon SDK iRZ 3 B9 Amazon Key Management Service R4l

- fH EAT PHP B9 Amazon SDK i 3 #9 Amazon Kinesis 7Rl

 AWS Elemental MediaConvert £/ &M T PHP # Amazon SDK hgZ 3 89 7Rl

- ffH SEA T PHP B9 Amazon SDK fx4s 3 #9 Amazon S3 R4l

+ {4 Secrets Manager AP| 1 ;& i F PHP 9 Amazon SDK W7 3 X & B %4

- fH EAT PHP B Amazon SDK R4S 3 #9 Amazon SES R4l
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code

EAT PHP B9 Amazon SDK WA 3 FFRARIERE

- FEAMRE 3 I S# SNS R EA T PHP # Amazon SDK 4
- {#H FEHAT PHP 89 Amazon SDK k&7 3 B9 Amazon SQS R4l
- £/ &AM T PHP B9 Amazon SDK k7 3 [@ Amazon EventBridge £ K& mT R KIXZEH

FER FERATF PHP B9 Amazon SDK ARZA 3 #J Amazon CloudFront 745l

Amazon CloudFront &—I1 Amazon Web BgS5 , ATINRMEEH S H Web ARS5 885 Amazon RS 8%

( B0 Amazon S3 ) BB Web HAHIEE ., CloudFront B3 £IKEFEH O ( FEL L&
R MERERAST. YA BEREET CloudFront 2 KHIA R |, K5I S ETREKKIEENILE
R, MRABEKREZLER , CloudFront FMNRBRSHRREAR , LBEIX , RAEFHETFU
B SREVE R

B X CloudFront WE Z{E R |, 1§55 Amazon CloudFront FF & A R ¥R,

GitHub H1## 7T JZRTF PHP B Amazon SDK W7 3 BB R HI1KH8.

£ CloudFront APl 1 & F PHP B9 Amazon SDK k2~ 3 R EIE Amazon
CloudFront 4Bt

Amazon CloudFront AR EFEL KB GIESF |, UINREEFEM#TE B SRS Amazon RS
( %0 Amazon S3 # Amazon EC2 ) EMBSHHS NN I BEE. SAFPNEHMNEERRE
Bt , CloudFront M BIEMB G SIEHAR (MBEXHEEZLERE ), BN , CloudFront 48 3&

NHERNEAR , LEEAR , ARREEFURT —NMERER. ELEUEREFRARTRE D %X EH A
P B RBVIEER o

X FZBIEMEA CloudFront 28 , IEENBMENNEARNAEAF ABBERN2BEANE.
AEBERNEBASNZASXH (0 HTML, CSS, JSON MERBXH ) o BE. BXEEEH
CloudFront BN RIBMIEER |, BSFEMER CloudFront B 57 52 3% 135 B 7R A 55 o

AR R BE R G4

« fH CreateDistribution 12 % & .
- f£H GetDistribution 3REX % B

- f£A ListDistributions Il i & .

- fM UpdateDistributions B2 &o
« {£ M DisableDistribution 22 % B,
- M DeleteDistributions HiBR 2 &l o
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https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/
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https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-cloudfront-2018-11-05.html#getdistribution
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-cloudfront-2018-11-05.html#listdistributions
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& T PHP B Amazon SDKGitHub L2t 7 M FrE R I8,

FUE

EIREIMRB 2, FEE S Amazon &EiE |, 0 the section called “f# A # 1T & 4% E Amazon” £
iR, RES A EHAT PHP 89 Amazon SDK , #l the section called “Z&%E” ':F'Fﬁiﬁo

B {FE A Amazon CloudFront WE ZE 8 , i§3 % Amazon CloudFront FF & A R 155,

#1% CloudFront 3 B¢,

MAmazon SIS DHE., EUTRAIF , EXRETESH , BEERRINME. EmENoEAME
NI, EEHUHER $distribution AW ENS .

E 812 CloudFront 2Bt , &£ CreateDistribution #4E.

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

R

function createS3Distribution($cloudFrontClient, $distribution)

{
try {
$result = $cloudFrontClient->createDistribution([
'DistributionConfig' => $distribution

1);
$message = '';

if (isset($result['Distribution']['Id'])) {
$message = 'Distribution created with the ID of '
$result['Distribution']['Id'];
}

$message .= ' and an effective URI of '
$result['e@metadata’']['effectiveUri'] . '.';

return $message;
} catch (AwsException $e) {
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return 'Error: ' . $e['message'];
}
}
function createsTheS3Distribution()
{
$originName = 'my-unique-origin-name';
$s3BucketURL = 'amzn-s3-demo-bucket.s3.amazonaws.com';
$callerReference = 'my-unique-caller-reference’;
$comment = 'my-comment-about-this-distribution’;

$defaultCacheBehavior = [
'AllowedMethods' => [
'CachedMethods' => [
'Items' => ['HEAD', 'GET'],
'"Quantity' => 2
1,
'Items' => ['HEAD', 'GET'],
"Quantity' => 2
1,
'Compress' => false,
'DefaultTTL' => 0,
'FieldlLevelEncryptionId' => '',
'ForwardedValues' => [
'Cookies' => [
'Forward' => 'none'
1,
'Headers' => [
'Quantity' => 0
1,
'QueryString' => false,
'QueryStringCacheKeys' => [
'Quantity' => 0

1,
'LambdaFunctionAssociations' => ['Quantity' => @],
"MaxTTL' => 0,
'MinTTL' => 0,
'SmoothStreaming' => false,
'TargetOriginId' => $originName,
'TrustedSigners' => [
'Enabled' => false,
'Quantity' => 0
1,

'ViewerProtocolPolicy' => 'allow-all'
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ip

$enabled = false;

$origin = [
'Items' => [

[
'DomainName' => $s3BucketURL,
'Id' => $originName,
'OriginPath' => '',
'CustomHeaders' => ['Quantity' => 0],
'S30riginConfig' => ['OriginAccessIdentity' => '']
]

1,
'"Quantity' => 1
iy
$distribution = [
'CallerReference' => $callerReference,
'Comment' => $comment,
'DefaultCacheBehavior' => $defaultCacheBehavior,
'Enabled' => $enabled,
'Origins' => $origin

iF

$cloudFrontClient = new Aws\CloudFront\CloudFrontClient([
'profile' => 'default',
'version' => '2018-06-18",
'region' => 'us-east-1'

1);

echo createS3Distribution($cloudFrontClient, $distribution);

// Uncomment the following line to run this code in an AWS account.
// createsTheS3Distribution();

¥ % CloudFront % Et

ERFRIEE CloudFront 2 BLHVRASFNFEME LR |, BFE A GetDistribution 24k,

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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function getDistribution($cloudFrontClient, $distributionId)
{
try {
$result = $cloudFrontClient->getDistribution([
'Id' => $distributionId
1);

$message = c

if (isset($result['Distribution']['Status'])) {
$message = 'The status of the distribution with the ID of '
$result['Distribution']J['Id'] . ' is currently '
$result['Distribution']['Status'];

if (isset($result['emetadata']['effectiveUri'])) {
$message .= ', and the effective URI is '
$result['e@metadata’']['effectiveUri'] . '.';
} else {
$message = 'Error: Could not get the specified distribution.
'The distribution\'s status is not available.';

return $message;
} catch (AwsException $e) {

return 'Error: . $e->getAwsErrorMessage();

function getsADistribution()

{
$distributionId = 'E1BTGP2EXAMPLE';

$cloudFrontClient = new Aws\CloudFront\CloudFrontClient([
'profile' => 'default',
'version' => '2018-06-18",
'region' => 'us-east-1'

1)
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echo getDistribution($cloudFrontClient, $distributionId);

// Uncomment the following line to run this code in an AWS account.
// getsADistribution();

5|H CloudFront 4 E

5 ListDistributions #4E , M\I&EY H BT K 7 FIREVFEE Amazon XIZAH A CloudFront 2Bt 49 %

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

IR

function listDistributions($cloudFrontClient)
{
try {
$result = $cloudFrontClient->listDistributions([]);
return $result;
} catch (AwsException $e) {
exit('Error: ' . $e->getAwsErrorMessage());

function listTheDistributions()

{
$cloudFrontClient = new Aws\CloudFront\CloudFrontClient([

'profile' => 'default',
'version' => '2018-06-18",
'region' => 'us-east-2'

1);
$distributions = listDistributions($cloudFrontClient);
if (count($distributions) == 0) {

echo 'Could not find any distributions.';
} else {
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foreach ($distributions['DistributionList']['Items'] as $distribution) {
echo 'The distribution with the ID of ' . $distribution['Id']
' has the status of ' . $distribution['Status'] . '.' . "\n";

// Uncomment the following line to run this code in an AWS account.
// listTheDistributions();

E#7 CloudFront 7Bt

¥ # CloudFront 2 LRV IRIESCIZ P ELAVIRIERLL, ER , HEEHFIEN , EXFERAZNIE
FEREXMEBEMEE, ENIHESIMHTENR , BIMNENECEEARRINESE , AREMEBRERE
$distribution BEHEHHE,

EEHEER CloudFront 28 , FEM UpdateDistribution #4.

F Ao

require 'vendor/autoload.php';

use Aws\CloudFront\CloudFrontClient;
use Aws\Exception\AwsException;

R

function updateDistribution(
$cloudFrontClient,
$distributionId,
$distributionConfig,
$eTag
) {
try {
$result = $cloudFrontClient->updateDistribution([
'DistributionConfig' => $distributionConfig,
'Id' => $distributionId,
"IfMatch' => $eTag
D;

return 'The distribution with the following effective URI has '
'been updated: ' . $result['e@metadata']['effectiveUri'];
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} catch (AwsException $e) {
return 'Error: ' . $e->getAwsErrorMessage();

function getDistributionConfig($cloudFrontClient, $distributionId)

{
try {
$result = $cloudFrontClient->getDistribution([

'Id' => $distributionId,
1)

if (isset($result['Distribution']['DistributionConfig'])) {

return [

'DistributionConfig' => $result['Distribution']['DistributionConfig'],

'effectiveUri' => $result['e@metadata']['effectiveUri']

ip
} else {
return [

'"Error' => 'Error: Cannot find distribution configuration details.',

'effectiveUri' => $result['@metadata']['effectiveUri']

iy
}
} catch (AwsException $e) {
return [
'"Error' => 'Error: ' . $e->getAwsErrorMessage()

17

function getDistributionETag($cloudFrontClient, $distributionId)

{
try {
$result = $cloudFrontClient->getDistribution([

'Id' => $distributionId,
1);

if (isset($result['ETag'])) {
return [
'ETag' => $result['ETag'],

'effectiveUri' => $result['@metadata']['effectiveUri']

15
} else {
return [
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'"Error' => 'Error: Cannot find distribution ETag header value.',
'effectiveUri' => $result['e@emetadata']['effectiveUri']

1;
}
} catch (AwsException $e) {
return [
"Error' => 'Error: ' . $e->getAwsErrorMessage()
iy

function updateADistribution()

{

// $distributionId = 'E1BTGP2EXAMPLE';
$distributionId = 'E1X3BKQ569KEMH';

$cloudFrontClient = new CloudFrontClient([
'profile' => 'default'’,
'version' => '2018-06-18",
'region' => 'us-east-1'

1)

// To change a distribution, you must first get the distribution's
// ETag header value.
$eTag = getDistributionETag($cloudFrontClient, $distributionId);

if (array_key_exists('Error', $eTag)) {
exit($eTag['Error']);

// To change a distribution, you must also first get information about

// the distribution's current configuration. Then you must use that

// information to build a new configuration.

$currentConfig = getDistributionConfig($cloudFrontClient, $distributionId);

if (array_key_exists('Error', $currentConfig)) {
exit($currentConfig['Error']);

// To change a distribution's configuration, you can set the

// distribution's related configuration value as part of a change request,
// for example:

// 'Enabled' => true

// Some configuration values are required to be specified as part of a change
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// request, even if you don't plan to change their values. For ones you

// don't want to change but are required to be specified, you can just reuse
// their current values, as follows.

$distributionConfig = [

'CallerReference' => $currentConfig['DistributionConfig']["CallerReference"],

"Comment' => $currentConfig['DistributionConfig']["Comment"],

'DefaultCacheBehavior' => $currentConfig['DistributionConfig’]
["DefaultCacheBehavior"],

'DefaultRootObject' => $currentConfig['DistributionConfig"']
["DefaultRootObject"],

"Enabled' => $currentConfig['DistributionConfig']["Enabled"],

'Origins' => $currentConfig['DistributionConfig']["0rigins"],

'Aliases' => $currentConfig['DistributionConfig']["Aliases"],

'CustomErrorResponses' => $currentConfig['DistributionConfig']
["CustomErrorResponses"],

'"HttpVersion' => $currentConfig['DistributionConfig']["HttpVersion"],

'CacheBehaviors' => $currentConfig['DistributionConfig']["CacheBehaviors"],

'Logging' => $currentConfig['DistributionConfig']["Logging"],

'"PriceClass' => $currentConfig['DistributionConfig']["PriceClass"],

'Restrictions' => $currentConfig['DistributionConfig']["Restrictions"],

'ViewerCertificate' => $currentConfig['DistributionConfig"']
["ViewerCertificate"],

'"WebACLId' => $currentConfig['DistributionConfig']["WebACLId"]

iy

echo updateDistribution(
$cloudFrontClient,
$distributionId,
$distributionConfig,

$eTag['ETag"']
);

// Uncomment the following line to run this code in an AWS account.
// updateADistribution();

# A CloudFront 2 &i¢

EFASRBRIE , BRERSNERBB EXNEERA

EZH{EEM CloudFront 2B , &6 DisableDistribution #4E.

F Ao
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;

ABIAE
function disableDistribution(
$cloudFrontClient,
$distributionId,
$distributionConfig,
$eTag
) {
try {
$result = $cloudFrontClient->updateDistribution([
'DistributionConfig' => $distributionConfig,
'Id' => $distributionId,
"IfMatch' => $eTag
1);
return 'The distribution with the following effective URI has '
'been disabled: ' . $result['@metadata']['effectiveUri'];
} catch (AwsException $e) {
return 'Error: ' . $e->getAwsErrorMessage();
}
}

function getDistributionConfig($cloudFrontClient, $distributionId)

{
try {
$result = $cloudFrontClient->getDistribution([
'Id' => $distributionId,
1D;

if (isset($result['Distribution']['DistributionConfig'])) {
return [
'DistributionConfig' => $result['Distribution']['DistributionConfig'],
'effectiveUri' => $result['@metadata']['effectiveUri']

iy
} else {
return [
'"Error' => 'Error: Cannot find distribution configuration details.'’,
'effectiveUri' => $result['emetadata’']['effectiveUri']
1;
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}
} catch (AwsException $e) {
return [
'"Error' => 'Error: ' . $e->getAwsErrorMessage()
1;
}
}
function getDistributionETag($cloudFrontClient, $distributionId)
{
try {
$result = $cloudFrontClient->getDistribution([
'Id' => $distributionId,
1);
if (isset($result['ETag'])) {
return [
'"ETag' => $result['ETag'],
'effectiveUri' => $result['@metadata']['effectiveUri']
iy
} else {
return [
'"Error' => 'Error: Cannot find distribution ETag header value.',
'effectiveUri' => $result['emetadata’']['effectiveUri']
1;
}
} catch (AwsException $e) {
return [
"Error' => 'Error: ' . $e->getAwsErrorMessage()
iy
}
}

function disableADistribution()

{
$distributionId = 'E1BTGP2EXAMPLE';

$cloudFrontClient = new Aws\CloudFront\CloudFrontClient([
'profile' => 'default'’,
'version' => '2018-06-18',
'region' => 'us-east-1'

1)

// To disable a distribution, you must first get the distribution's
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// ETag header value.
$eTag = getDistributionETag($cloudFrontClient, $distributionId);

if (array_key_exists('Error', $eTag)) {
exit($eTag['Error']);

// To delete a distribution, you must also first get information about

// the distribution's current configuration. Then you must use that

// information to build a new configuration, including setting the new

// configuration to "disabled".

$currentConfig = getDistributionConfig($cloudFrontClient, $distributionId);

if (array_key_exists('Error', $currentConfig)) {
exit($currentConfig['Error']);

$distributionConfig = [
'CacheBehaviors' => $currentConfig['DistributionConfig']["CacheBehaviors"],
'CallerReference' => $currentConfig['DistributionConfig']["CallerReference"],
"Comment' => $currentConfig['DistributionConfig']["Comment"],
'DefaultCacheBehavior' => $currentConfig['DistributionConfig']
["DefaultCacheBehavior"],
'DefaultRootObject' => $currentConfig['DistributionConfig']
["DefaultRootObject"],
'Enabled' => false,
'Origins' => $currentConfig['DistributionConfig']["0rigins"],
'Aliases' => $currentConfig['DistributionConfig']["Aliases"],
'CustomErrorResponses' => $currentConfig['DistributionConfig’]
["CustomErrorResponses"],
'"HttpVersion' => $currentConfig['DistributionConfig']["HttpVersion"],
'Logging' => $currentConfig['DistributionConfig']["Logging"],
'"PriceClass' => $currentConfig['DistributionConfig']["PriceClass"],
'Restrictions' => $currentConfig['DistributionConfig']["Restrictions"],
'ViewerCertificate' => $currentConfig['DistributionConfig"']
["ViewerCertificate"],
'"WebACLId' => $currentConfig['DistributionConfig']["WebACLId"]

iy

echo disableDistribution(
$cloudFrontClient,
$distributionId,
$distributionConfig,

$eTag['ETag"']
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);

// Uncomment the following line to run this code in an AWS account.
// disableADistribution();

R B& CloudFront % it
— BB TFEZARS , BENTHIBRS B

EIERIEER CloudFront 2Bt , &/ DeleteDistribution #4E.

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

AR

function deleteDistribution($cloudFrontClient, $distributionId, $eTag)
{
try {
$result = $cloudFrontClient->deleteDistribution([
'Id' => $distributionId,
"IfMatch' => $eTag
1);
return 'The distribution at the following effective URI has
'been deleted: ' . $result['e@metadata']['effectiveUri'];
} catch (AwsException $e) {
return 'Error: ' . $e->getAwsErrorMessage();

function getDistributionETag($cloudFrontClient, $distributionId)
{
try {
$result = $cloudFrontClient->getDistribution([
'Id' => $distributionId,
1);

if (isset($result['ETag'])) {
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return [
'"ETag' => $result['ETag'],
'effectiveUri' => $result['@metadata']['effectiveUri']

iy
} else {
return [
'"Error' => 'Error: Cannot find distribution ETag header value.',
'effectiveUri' => $result['emetadata’']['effectiveUri']
1;
}
} catch (AwsException $e) {
return [
"Error' => 'Error: ' . $e->getAwsErrorMessage()
iy
}
}
function deleteADistribution()
{
$distributionId = 'E17G7YNEXAMPLE';
$cloudFrontClient = new Aws\CloudFront\CloudFrontClient([
'profile' => 'default'’,
'version' => '2018-06-18',
'region' => 'us-east-1'
1);
// To delete a distribution, you must first get the distribution's
// ETag header value.
$eTag = getDistributionETag($cloudFrontClient, $distributionId);
if (array_key_exists('Error', $eTag)) {
exit($eTag['Error']);
} else {
echo deleteDistribution(
$cloudFrontClient,
$distributionId,
$eTag['ETag"']
);
}
}

// Uncomment the following line to run this code in an AWS account.
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// deleteADistribution();

5/ CloudFront APl #1 & A F PHP #9 Amazon SDK ix7~ 3 &I Amazon
CloudFront %%

Amazon CloudFront F#S MBS EIRZFELKIEZER P, EEMALG S ERBREE
XX, BRSNS — A H IR KW

SNMAFAAS , AT 1,000 MRBMRETER . ETHAXM CloudFront i1 436 SBIBRR BN EZ(E
B, BERAEX RN,

BT ROLERIA

« M Createlnvalidation 1% % &t 2k %
 {#H Getlnvalidation 3REX % Bt 2 3%,
« {#H Listinvalidations %I % &t %k %K.

EAT PHP 89 Amazon SDKGitHub 12 7 HraE REIEE,

FUE

ZETRBIRB 28 , B EER Amazon EiE |, 0 the section called “fE A # 1T & 5 1F Amazon” &
iR, RES A EAT PHP 89 Amazon SDK , #ll the section called “&%” AR,

B XfEH Amazon CloudFront WEZ{EE |, i5Z @ Amazon CloudFront F & A G 1E®.

kel TS0

BT 18 E F M R SRR R E R BIE CloudFront S ELA M. WRAIFEDBEFHAENXHFITX
W, BEALE Items THRREE XK

E 8|2 CloudFront 7Bl &% , A Createlnvalidation #4E,

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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e

function createInvalidation(

$cloudFrontClient,
$distributionId,
$callerReference,
$paths,
$quantity

) {
try {

$result = $cloudFrontClient->createInvalidation([

'DistributionId' => $distributionId,
'InvalidationBatch' => [

'CallerReference' => $callerReference,

'Paths' => [
'"Items' => $paths,
'Quantity' => $quantity,
1,

1);
$message = '';
if (isset($result['Location'])) {

$message = 'The invalidation location

$message .= ' and the effective URI is '

['effectiveUri'] . '.';

return $message;

} catch (AwsException $e) {
' . $e->getAwsErrorMessage();

return 'Error:

function createTheInvalidation()

{

$distributionId = 'E17G7YNEXAMPLE';
$callerReference = 'my-unique-value';
$paths = ['/*'];

$quantity = 1;

is: ' . $result['Location'];

. $result['emetadata']

$cloudFrontClient = new Aws\CloudFront\CloudFrontClient([
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'profile' => 'default'’,
'version' => '2018-06-18',
'region' => 'us-east-1'

1)

echo createInvalidation(
$cloudFrontClient,
$distributionId,
$callerReference,
$paths,
$quantity

I

// Uncomment the following line to run this code in an AWS account.
// createThelInvalidation();

FREN 5 B R 3K
ERFEEFX CloudFront 2B A MHVRAFIFME LS |, BEA Getlnvalidation #B4E.

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RIS

function getInvalidation($cloudFrontClient, $distributionId, $invalidationId)
{
try {
$result = $cloudFrontClient->getInvalidation([
'DistributionId' => $distributionId,
'Id' => $invalidationId,
1);

$message = g

if (isset($result['Invalidation']['Status'])) {
$message = 'The status for the invalidation with the ID of '
$result['Invalidation']['Id'] . ' is '
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$result['Invalidation']['Status'];

}
if (isset($result['emetadata']['effectiveUri'])) {
$message .= ', and the effective URI is '
$result['e@metadata’']['effectiveUri'] . '.';
} else {
$message = 'Error: Could not get information about '

'the invalidation. The invalidation\'s status
'was not available.';

return $message;
} catch (AwsException $e) {

return 'Error: ' . $e->getAwsErrorMessage();
}
}
function getsAnInvalidation()
{
$distributionId = 'E1BTGP2EXAMPLE';
$invalidationId = 'I1CDEZZEXAMPLE';
$cloudFrontClient = new Aws\CloudFront\CloudFrontClient([
'profile' => 'default'’,
'version' => '2018-06-18"',
'region' => 'us-east-1'
1);
echo getInvalidation($cloudFrontClient, $distributionId, $invalidationId);
}

// Uncomment the following line to run this code in an AWS account.
// getsAnInvalidation();

5| H 7 B k3K
E5HATE ZH 80 CloudFront 7 ELRR , B Listinvalidations #4E,

F Ao
require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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RS

function listInvalidations($cloudFrontClient, $distributionId)

{
try {
$result = $cloudFrontClient->listInvalidations([
'DistributionId' => $distributionId
1);
return $result;
} catch (AwsException $e) {
exit('Error: ' . $e->getAwsErrorMessage());
}
}

function listTheInvalidations()

{
$distributionId = 'EIWICG1EXAMPLE';

$cloudFrontClient = new Aws\CloudFront\CloudFrontClient([
'profile' => 'default'’,
'version' => '2018-06-18"',
'region' => 'us-east-1'

1)

$invalidations = listInvalidations(
$cloudFrontClient,
$distributionId

);

if (isset($invalidations['InvalidationList'])) {
if ($invalidations['InvalidationList']['Quantity'] > 0) {
foreach ($invalidations['InvalidationList']['Items'] as $invalidation) {

echo 'The invalidation with the ID of ' . $invalidation['Id']
' has the status of ' . $invalidation['Status'] . '.' . "\n";
}
} else {
echo 'Could not find any invalidations for the specified distribution.';
}
} else {

echo 'Error: Could not get invalidation information. Could not get
'information about the specified distribution.';
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}

}

// Uncomment the following line to run this code in an AWS account.
// listThelInvalidations();

CloudFront URLs {8 &H F PHP 9 Amazon SDK R4S 3 2T 5 j#h

URLs BYEE , Bl EAFRBFREZVNRENETNNR. £8 URL FEZENHEHMEER (fHl,
ZIHARtE) ) AL EEF RN ARNIER, ZFNMEEHINEREERAS | BRETIVERKRAETE
MR, BXRUMAEBREIEURAMHLEEZIENEER URLs , 51 (L S# CloudFront FF &
#15%) CloudFrontf iy ENII SR RHEIAERNS,

- ¥ getSigne Durl Bl B XA ML S# CloudFront URL.
- FAAEEZEMWISE CloudFront Cookie getSignedCookies

MW RERIEBER A LAE I SE AT PHP B9 Amazon SDK 4 # % GitHub,
EE

EzT ROz , BEESEH Amazon iEF , AFFTthe section called “fi %t 1T & 7 301
Amazon’s R/ES A ERT PHP 89 Amazon SDK , ## Firifthe section called %%,

BXRERALL#HNEZEER CloudFront , 5251 5% CloudFront FF X &,

Z 2%, CloudFront URLs B X 1THR

B LAEA SDK 1 #Y CloudFront & isxt URL #1T&&, B , B4ME—1
CloudFrontClient W&, EALAFEABEEBRDN B EXBERAMIMAERZE CloudFront URL,

FA
require 'vendor/autoload.php';

use Aws\CloudFront\CloudFrontClient;
use Aws\Exception\AwsException;

IR

function signPrivateDistribution(
$cloudFrontClient,
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$resourcekey,
$expires,
$privatekey,
$keyPairId
) {
try {
$result = $cloudFrontClient->getSignedUrl([
'url' => $resourceKey,
'expires' => $expires,
'private_key' => $privateKey,
'key_pair_id' => $keyPairld
1);

return $result;
} catch (AwsException $e) {
return 'Error: ' . $e->getAwsErrorMessage();

function signAPrivateDistribution()

{
$resourceKey = 'https://d13149jEXAMPLE.cloudfront.net/my-file.txt"';
$expires = time() + 300; // 5 minutes (5 * 60 seconds) from now.
$privateKey = dirname(__DIR__) . '/cloudfront/my-private-key.pem';
$keyPairId = 'AAPKAJIKZATYYYEXAMPLE';

$cloudFrontClient = new CloudFrontClient([
'profile' => 'default'’,
'version' => '2018-06-18",
'region' => 'us-east-1'

1)

echo signPrivateDistribution(
$cloudFrontClient,
$resourcekey,
$expires,
$privatekey,
$keyPairId

);

// Uncomment the following line to run this code in an AWS account.
// signAPrivateDistribution();
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B2t A B E XK CloudFront URLs
EFABENKE , BRMH policy 8 , MFAR expires,

S A
require 'vendor/autoload.php';

use Aws\CloudFront\CloudFrontClient;
use Aws\Exception\AwsException;

RIS

function signPrivateDistributionPolicy(
$cloudFrontClient,
$resourcekey,
$customPolicy,
$privatekey,
$keyPairId
) {
try {
$result = $cloudFrontClient->getSignedUrl([
'url' => $resourceKey,
"policy' => $customPolicy,
'private_key' => $privateKey,
'key_pair_id' => $keyPairld
1);

return $result;
} catch (AwsException $e) {

return 'Error: ' . $e->getAwsErrorMessage();
}
}
function signAPrivateDistributionPolicy()
{
$resourceKey = 'https://d13149jEXAMPLE.cloudfront.net/my-file.txt';
$expires = time() + 300; // 5 minutes (5 * 60 seconds) from now.
$customPolicy = <<<POLICY
{

"Statement": [
{
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"Resource": "$resourceKey",

"Condition": {
"IpAddress": {"AWS:SourcelIp": "{$_SERVER['REMOTE_ADDR']}/32"},
"DateLessThan": {"AWS:EpochTime": $expires}

}

POLICY;
$privateKey = dirname(__DIR__) . '/cloudfront/my-private-key.pem';
$keyPairId = 'AAPKAJIKZATYYYEXAMPLE';

$cloudFrontClient = new CloudFrontClient([
'profile' => 'default'’,
'version' => '2018-06-18",
'region' => 'us-east-1'

1)

echo signPrivateDistributionPolicy(
$cloudFrontClient,
$resourcekey,
$customPolicy,
$privatekey,
$keyPairId

);

// Uncomment the following line to run this code in an AWS account.
// signAPrivateDistributionPolicy();

£/ CloudFront &% ™t

BRESEZEMN URL FAWRHTTPERRTMP"A R , £8/5M URL WEXNFEHMTE. MR
RHTTPER , HRETENLSN URL, BIREBRTMP' AR, MATAHERER , RLREMEXY
URL, XZRANFELEBHR[ERD B REENNBRESH

AT RN EAEE URL kM9EE R M ITIWPlayer, MHEIEREHERBERFHMIR
FlowPlayer , 0 , EEERRENEFwAHE,

<html>
<head>
<title>|CFlong| Streaming Example</title>
<script type="text/javascript" src="https://example.com/jwplayer.js"></script>
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</head>
<body>
<div id="video">The canned policy video will be here.</div>
<script type="text/javascript">
jwplayer('video').setup({
file: "<?= $streamHostUrl ?>/cfx/st/<?= $signedUrlCannedPolicy ?>",
width: "720",
height: "480"
1);

</script>
</body>
</html>

HFIA D K% E CloudFront Cookie

EREZBHNENRIZE URLs , BETLUEE LR Cookie IFFBFIHEIAE D XHNNR, EBIZT
Z AW Cookie , BRI AR ZNZRXHFHIHEAPR , Fla0 HLS XM FFE X4 |, REMGIT
B EXFEANFEXH. BEFEMATHRAMEMSLHAZLSE Cookie MAEER URLs (RZTFR) , ESH
(IS CloudFront FF X &) PMIEZL R Cookie URLs F1ZEH Cookie Z BI#H 1Tk,

BELE cookie WA ZESRIEZE URL WAZERL, E—WX3I2BARANEE
( getSignedCookie , M4 =2 getSignedUrl ),

S A
require 'vendor/autoload.php';

use Aws\CloudFront\CloudFrontClient;
use Aws\Exception\AwsException;

RIS

function signCookie(
$cloudFrontClient,
$resourcekey,
$expires,
$privatekey,
$keyPairId
) {
try {
$result = $cloudFrontClient->getSignedCookie([
'url' => $resourceKey,
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'expires' => $expires,

'private_key' => $privateKey,

'key_pair_id' => $keyPairld
D;

return $result;
} catch (AwsException $e) {

return [ 'Error' => $e->getAwsErrorMessage() ];

function signACookie()

{

// Uncomment the following line to run this code in an AWS

$resourceKey = 'https://d13149jEXAMPLE.cloudfront.net/my-file.txt"';

$expires = time() + 300; // 5 minutes (5 * 60 seconds) from now.
$privateKey = dirname(__DIR__) . '/cloudfront/my-private-key.pem';

$keyPairId = 'AAPKAJIKZATYYYEXAMPLE';

$cloudFrontClient = new CloudFrontClient([
'profile' => 'default'’,
'version' => '2018-06-18",
'region' => 'us-east-1'

1)

$result = signCookie(
$cloudFrontClient,
$resourcekey,
$expires,
$privatekey,
$keyPairId

);

/* If successful, returns something like:
CloudFront-Expires = 1589926678
CloudFront-Signature = Lv1DyC2q...2HPXaQ__
CloudFront-Key-Pair-Id = AAPKAJIKZATYYYEXAMPLE
*/
foreach ($result as $key => $value) {

echo $key . ' = ' . $value . "\n";

account.
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// signACookie();

#1% CloudFront Cookie B A B E X K1

5 getSignedUrl #HE , BALURMA 'policy' 28 ( MF R expires 8 ) , UKk url 8,
£/ B E R Cookie £8, BEMNKBALERRETISBHR AT, XHEERTURZSINXH
B2 —1NZH Cookieo

getSignedCookie IREIWRBEXN AL FIREN Cookie , XHFRENTAE 2 E R T 1A FXIR,
A

require 'vendor/autoload.php';

use Aws\CloudFront\CloudFrontClient;
use Aws\Exception\AwsException;

R

function signCookiePolicy(
$cloudFrontClient,
$customPolicy,
$privatekKey,
$keyPairId
) {
try {
$result = $cloudFrontClient->getSignedCookie([
"policy' => $customPolicy,
'private_key' => $privateKey,
'key_pair_id' => $keyPairld
D;

return $result;
} catch (AwsException $e) {
return [ 'Error' => $e->getAwsErrorMessage() ];

function signACookiePolicy()

{
$resourceKey = 'https://d13149jEXAMPLE.cloudfront.net/my-file.txt"';
$expires = time() + 300; // 5 minutes (5 * 60 seconds) from now.
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$customPolicy = <<<POLICY

"Statement": [
{
"Resource": "{$resourceKeyl}",
"Condition": {
"IpAddress": {"AWS:SourcelIp": "{$_SERVER['REMOTE_ADDR']}/32"},
"DateLessThan": {"AWS:EpochTime": {$expires}}

}

POLICY;
$privateKey = dirname(__DIR__) . '/cloudfront/my-private-key.pem';
$keyPairId = 'AAPKAJIKZATYYYEXAMPLE';

$cloudFrontClient = new CloudFrontClient([
'profile' => 'default'’,
'version' => '2018-06-18",
'region' => 'us-east-1'

1)

$result = signCookiePolicy(
$cloudFrontClient,
$customPolicy,
$privatekey,
$keyPairId

);

/* If successful, returns something like:
CloudFront-Policy = eyJTdGFO...fX19XX0_
CloudFront-Signature = RowqEQWZ...N8vetw__
CloudFront-Key-Pair-Id = AAPKAJIKZATYYYEXAMPLE
*/
foreach ($result as $key => $value) {

echo $key . ' = ' . $value . "\n";

// Uncomment the following line to run this code in an AWS account.
// signACookiePolicy();
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[ Guzzle B ik &% CloudFront cookie

BB A LUFIX & Cookie £3# E GuzzleHttp\Cookie\Cookielar , & Guzzle ZEFwm&E S HEH-

use GuzzleHttp\Client;
use GuzzleHttp\Cookie\CookieJar;

$distribution = "example-distribution.cloudfront.net";
$client = new \GuzzleHttp\Client([
'base_uri' => "https://$distribution",
'cookies' => CookieJar::fromArray($signedCookieCustomPolicy, $distribution),

1);
$client->get('video.mps');
BXREZER , 52K (L S# CloudFront FF A EIEm) PMEHZLRA Cookieo

A sEHAT PHP 89 Amazon SDK hx7x 3 Skt B & X Amazon
CloudSearch 15iERZE &

AILATE &R F PHP B9 Amazon SDK X #ZFHISE B 2 8%t Amazon CloudSearch i##ER#EITEEN . H
FBEERT IAM SHRIERPOEAEBEXERN , AJLAEA SDK BWEIFRMEFMZEEANEM
PSR-7 iE3R&E A,

filan , tnREERR Cloud Search WA iR E , ABEE I THEASZ IAMRIPNE , UFEE
BUTHAREBHNITIER,

LA R BE R 904

- £ SignatureV4 B3 Amazon EZMUZEER.

EFATF PHP #9 Amazon SDKGitHub iRt 7 B RAEIREB,
FEUE

EIREIRB 2, FEEEH Amazon &EiE |, 10 the section called “f# A # 1T & 4% E Amazon” &
iR, RES A EHAT PHP 89 Amazon SDK , #l the section called “Z&%E” qﬂFﬁiﬁo

%2 Amazon CloudSearch &R

F Ao
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require './vendor/autoload.php’;

use Aws\Credentials\CredentialProvider;
use Aws\Signature\SignatureVs4;

use GuzzleHttp\Client;

use GuzzleHttp\Psr7\Request;

AR

function searchDomain(
$client,
$domainName,
$domainId,
$domainRegion,
$searchString

) {
$domainPrefix = 'search-';
$cloudSearchDomain = 'cloudsearch.amazonaws.com';
$cloudSearchVersion = '2013-01-01"';
$searchPrefix = 'search?';

// Specify the search to send.
$request = new Request(
'GET',
"https://$domainPrefix$domainName-$domainId.$domainRegion."
"$cloudSearchDomain/$cloudSearchVersion/"
"$searchPrefix$searchString"

);

// Get default AWS account access credentials.
$credentials = call_user_func(CredentialProvider: :defaultProvider())->wait();

// Sign the search request with the credentials.
$signer = new SignatureV4('cloudsearch', $domainRegion);
$request = $signer->signRequest($request, $credentials);

// Send the signed search request.
$response = $client->send($request);

// Report the search results, if any.
$results = json_decode($response->getBody());
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$message = '';
if ($results->hits->found > @) {
$message .= 'Search results:' . "\n";

foreach ($results->hits->hit as $hit) {
$message .= $hit->fields->title . "\n";
}
} else {
$message .= 'No search results.'

return $message;

function searchADomain()

{
$domainName = 'my-search-domain';
$domainId = '7kbitdényiglhdtmssxEXAMPLE';
$domainRegion = 'us-east-1';
$searchString = 'g=star+wars&return=title’;
$client = new Client();

echo searchDomain(
$client,
$domainName,
$domainId,
$domainRegion,
$searchString

);

// Uncomment the following line to run this code in an AWS account.
// searchADomain();

£ BZBH T PHP B9 Amazon SDK hixZ< 3 B9 Amazon CloudWatch /=4l

Amazon CloudWatch (CloudWatch) & —31 Web BRS5 , A1 KB 2 &R Amazon Web Services &R

LK S&EE Amazon EETHNARF. LA LA CloudWatch WEFIRERIEHR , X LR 2 AT

ENHEXRRNNARZEFNEZE., CloudWatch B AJARIE A E LA M N A& 3% 8 N2 & X I8P i #2193
REHITE R,

& T PHP 89 Amazon SDKGitHub E 324 T BT E R EIHKE3.
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EUE

ZEARARBZE , FERESH Amazon EiF |, 0 the section called “FE A 1T 59K F Amazon”
iR, RES A EHAT PHP 89 Amazon SDK , Ml the section called “&Z %" TR,

£

- f£A &R T PHP #J Amazon SDK R#& 3 £/ Amazon CloudWatch Z1R

A FEHAT PHP #9 Amazon SDK ixZ< 3 3k M Amazon CloudWatch ZRERIE#r

£/ A F PHP #9 Amazon SDK ki Z 33K Amazon CloudWatch & B E L IEFR
£ EA T PHP 9 Amazon SDK M7 3 [ Amazon CloudWatch SE3) RiEEH

£/ EA T PHP B Amazon SDK A 3 RFEIRIZEIER T Amazon CloudWatch EiR

5 ERA T PHP B Amazon SDK K ZA 3 3k fEFH Amazon CloudWatch &3k

Amazon CloudWatch BREEER HRAEZRENMER. EESNIHERAREEAN TALERERNE
PRE , PUT - IR S TR,

AT RBIE RN -

« {£A DescribeAlarms R ER,
« fE PutMetricAlarm BIZ 23R,
o f#/ DeleteAlarms MIBRER.

EFATF PHP #9 Amazon SDKGitHub 1R 7 B RAEIKEE,

EUE

EIREIMRB 2, FEE S Amazon &EiE |, 10 the section called “f# A # 1T 5 4% E Amazon” §
iR, RES A EAT PHP 89 Amazon SDK , Ml the section called “&%E” '?Fﬁiﬁo
iR

EE
Mﬁ

&

F Ao

require 'vendor/autoload.php';

use Aws\CloudWatch\CloudWatchClient;
use Aws\Exception\AwsException;
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RS

function describeAlarms($cloudwWatchClient)

{

try {
$result = $cloudwWatchClient->describeAlarms();

$message = c

if (isset($result['@metadata']['effectivelri'])) {

$message .= 'Alarms at the effective URI of '

$result['@metadata’']['effectiveUri'] . "\n\n";

if (isset($result['CompositeAlarms'])) {
$message .= "Composite alarms:\n";

foreach ($result['CompositeAlarms'] as $alarm) {

$message .= $alarm['AlarmName'] . "\n";
}
} else {
$message .= "No composite alarms found.\n";

if (isset($result['MetricAlarms'])) {
$message .= "Metric alarms:\n";

foreach ($result['MetricAlarms'] as $alarm) {

$message .= $alarm['AlarmName'] . "\n";
}
} else {
$message .= 'No metric alarms found.';
}
} else {
$message .= 'No alarms found.';

return $message;

} catch (AwsException $e) {
return 'Error: ' . $e->getAwsErrorMessage();
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function describeTheAlarms()

{
$cloudWatchClient = new CloudWatchClient([
'profile' => 'default'’,
'region' => 'us-east-1"',
'version' => '2010-08-01'
1);
echo describeAlarms($cloudwWatchClient);
}

// Uncomment the following line to run this code in an AWS account.
// describeTheAlarms();

BIRE R
F Ao

require 'vendor/autoload.php';

use Aws\CloudWatch\CloudwWatchClient;
use Aws\Exception\AwsException;

e

function putMetricAlarm(
$cloudwatchClient,
$cloudWatchRegion,
$alarmName,
$namespace,
$metricName,
$dimensions,
$statistic,
$period,
$comparison,
$threshold,
$evaluationPeriods

) {
try {

$result = $cloudwWatchClient->putMetricAlarm([

Amazon CloudWatch /=4l 239



ERAT PHP #9 Amazon SDK M7 3 FF & AR IERE
'AlarmName' => $alarmName,
'"Namespace' => $namespace,
'"MetricName' => $metricName,
'Dimensions' => $dimensions,
'Statistic' => $statistic,
'"Period' => $period,
'ComparisonOperator' => $comparison,
'Threshold' => $threshold,
'EvaluationPeriods' => $evaluationPeriods
1);
if (isset($result['emetadata']['effectiveUri'])) {
if (
$result['@metadata']['effectivelri'] ==
"https://monitoring."' . $cloudwWatchRegion ' .amazonaws.com'
) {
return 'Successfully created or updated specified alarm.';
} else {
return 'Could not create or update specified alarm.';
}
} else {
return 'Could not create or update specified alarm.';
}
} catch (AwsException $e) {
return 'Error: ' . $e->getAwsErrorMessage();
}
}
function putTheMetricAlarm()
{
$alarmName = 'my-ec2-resources';
$namespace = 'AWS/Usage';
$metricName = 'ResourceCount’;
$dimensions = [
[
"Name' => 'Type',
'Value' => 'Resource’
1,
[
'Name' => 'Resource',
'Value' => 'vCPU'
1,
[
'Name' => 'Service',
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'Value' => 'EC2'

15
[
'Name' => 'Class',
'Value' => 'Standard/OnDemand'’
]
1;
$statistic = 'Average';
$period = 300;
$comparison = 'GreaterThanThreshold';

$threshold = 1;
$evaluationPeriods = 1;

$cloudWatchRegion = 'us-east-1';
$cloudwWatchClient new CloudWatchClient([
'profile' => 'default'’,
'region' => $cloudWatchRegion,
'version' => '2010-08-01'

1)

echo putMetricAlarm(

$cloudwatchClient,
$cloudWatchRegion,
$alarmName,
$namespace,
$metricName,
$dimensions,
$statistic,
$period,
$comparison,
$threshold,
$evaluationPeriods

);

// Uncomment the following line to run this code in an AWS account.
// putTheMetricAlarm();

i BR B 4R
%AO

require 'vendor/autoload.php';
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use Aws\CloudWatch\CloudWatchClient;
use Aws\Exception\AwsException;

TBIAES
function deleteAlarms($cloudWatchClient, $alarmNames)
{
try {
$result = $cloudWatchClient->deleteAlarms([
'AlarmNames' => $alarmNames
1);
return 'The specified alarms at the following effective URI have '
'been deleted or do not currently exist: '
$result['@metadata’']['effectiveUri'];
} catch (AwsException $e) {
return 'Error: ' . $e->getAwsErrorMessage();
}
}
function deleteTheAlarms()
{
$alarmNames = array('my-alarm');
$cloudWatchClient = new CloudWatchClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => '2010-08-01'
1);
echo deleteAlarms($cloudwWatchClient, $alarmNames);
}

// Uncomment the following line to run this code in an AWS account.
// deleteTheAlarms();

F£A ZEHTF PHP #9 Amazon SDK x4~ 3 3R M Amazon CloudWatch REUIEFR

ERRXTENREMENTYE, Sl AXNELERIF (S Amazon EC2 24l ) RIEBSHEA
BFERNEAREER,

LA R BE R 904
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o {#F ListMetrics 5l H g5,
« ¥ DescribeAlarmsForMetric 1 RIS EIR,
« {£H GetMetricStatistics JREUEEIEARIV G 1T IR

FEAT PHP # Amazon SDKGitHub 12 T rrE REIKE,

FUE

EIREIRB A |, FEE S Amazon EiE |, 10 the section called “{& A 1T B 4% F Amazon” H

iR, RES A EHT PHP 89 Amazon SDK , 1l the section called “&Z%” TR,

5| EFR
S NS

require 'vendor/autoload.php';

use Aws\CloudWatch\CloudWatchClient;
use Aws\Exception\AwsException;

RIS

function listMetrics($cloudwWatchClient)
{

try {
$result = $cloudWatchClient->listMetrics();

$message = '';

if (isset($result['@metadata']['effectivelri'])) {
$message .= 'For the effective URI at '
$result['@metadata’']['effectiveUri'] . ":\n\n";

if (
(isset($result['Metrics'])) and
(count($result['Metrics']) > 0)
) {

$message .= "Metrics found:\n\n";

foreach ($result['Metrics'] as $metric) {

$message .= 'For metric

. $metric['MetricName'] .
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' in namespace ' . $metric['Namespace'] . ":\n";

if (
(isset($metric['Dimensions'])) and
(count($metric['Dimensions']) > 0)

) {
$message .= "Dimensions:\n";
foreach ($metric['Dimensions'] as $dimension) {
$message .= 'Name: ' . $dimension['Name']
', Value: ' . $dimension['Value'] . "\n";
}
$message .= "\n";
} else {
$message .= "No dimensions.\n\n";
}
}
} else {
$message .= 'No metrics found.';
}
} else {
$message .= 'No metrics found.';

return $message;
} catch (AwsException $e) {

return 'Error: ' . $e->getAwsErrorMessage();
}
}
function listTheMetrics()
{
$cloudWatchClient = new CloudWatchClient([
'profile' => 'default'’,
'region' => 'us-east-1"',
'version' => '2010-08-01'
D;
echo listMetrics($cloudwatchClient);
}

// Uncomment the following line to run this code in an AWS account.

Amazon CloudWatch =45l

244



EAT PHP B9 Amazon SDK WA 3 FFRARIEE

// listTheMetrics();

B RERIVER

F Ao
require 'vendor/autoload.php';

use Aws\CloudWatch\CloudwWatchClient;
use Aws\Exception\AwsException;

e

function describeAlarmsForMetric(
$cloudwatchClient,
$metricName,
$namespace,
$dimensions
) {
try {
$result = $cloudwWatchClient->describeAlarmsForMetric([
'MetricName' => $metricName,
'"Namespace' => $namespace,
'Dimensions' => $dimensions

1);
$message = '';

if (isset($result['@metadata']['effectivelri'])) {
$message .= 'At the effective URI of '
$result['@metadata’']['effectiveUri'] . ":\n\n";

if (
(isset($result['MetricAlarms'])) and
(count($result['MetricAlarms']) > 0)

) {
$message .= 'Matching alarms for ' . $metricName . ":\n\n";
foreach ($result['MetricAlarms'] as $alarm) {
$message .= $alarm['AlarmName'] . "\n";
}
} else {
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$message .= 'No matching alarms found for ' . $metricName . '.';
}
} else {
$message .= 'No matching alarms found for ' . $metricName . '.';

return $message;
} catch (AwsException $e) {
return 'Error: ' . $e->getAwsErrorMessage();

}
}
function describeTheAlarmsForMetric()
{
$metricName = 'BucketSizeBytes';
$namespace = 'AWS/S3';
$dimensions = [
[
'Name' => 'StorageType',
'Value' => 'StandardStorage'
1,
[
'Name' => 'BucketName',
'Value' => 'amzn-s3-demo-bucket'
]
iy
$cloudWatchClient = new CloudWatchClient([
'profile' => 'default'’,
'region' => 'us-east-1"',
'version' => '2010-08-01'
1);
echo describeAlarmsForMetric(
$cloudwWatchClient,
$metricName,
$namespace,
$dimensions
);
}

// Uncomment the following line to run this code in an AWS account.
// describeTheAlarmsForMetric();
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REE RS IT R

F Ao

require 'vendor/autoload.php';

use Aws\CloudWatch\CloudWatchClient;
use Aws\Exception\AwsException;

RIS

function getMetricStatistics(

$cloudwatchClient,

$namespace,

$metricName,

$dimensions,

$startTime,

$endTime,

$period,

$statistics,

$unit

) {
try {
$result = $cloudwWatchClient->getMetricStatistics([

'"Namespace' => $namespace,
'"MetricName' => $metricName,
'Dimensions' => $dimensions,
'StartTime' => $startTime,
"EndTime' => $endTime,
'"Period' => $period,
'Statistics' => $statistics,
"Unit' => $unit

1);

$message = '';

if (isset($result['@metadata']['effectivelri'])) {
$message .= 'For the effective URI at '

$result['@metadata’']['effectiveUri'] . "\n\n";

if (
(isset($result['Datapoints'])) and
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(count($result['Datapoints']) > @)

) {
$message .= "Datapoints found:\n\n";
foreach ($result['Datapoints'] as $datapoint) {
foreach ($datapoint as $key => $value) {
$message .= $key . ' = ' . $value . "\n";
}
$message .= "\n";
}
} else {
$message .= 'No datapoints found.';
}
} else {
$message .= 'No datapoints found.';

return $message;
} catch (AwsException $e) {
return 'Error: ' . $e->getAwsErrorMessage();

function getTheMetricStatistics()
{
// Average number of Amazon EC2 vCPUs every 5 minutes within
// the past 3 hours.
$namespace = 'AWS/Usage';
$metricName = 'ResourceCount’;
$dimensions = [
[
'Name' => 'Service',
'Value' => 'EC2'

1,

[
'Name' => 'Resource',
'Value' => 'vCPU'

1,

[
'Name' => 'Type',
'Value' => 'Resource'

1,

[
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'Name' => 'Class',
'Value' => 'Standard/OnDemand'’

iy

$startTime = strtotime('-3 hours');

$endTime = strtotime('now');

$period = 300; // Seconds. (5 minutes = 300 seconds.)
$statistics = ['Average'];

$unit = 'None';

$cloudwWatchClient = new CloudWatchClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-08-01'

1);

echo getMetricStatistics(
$cloudwatchClient,
$namespace,
$metricName,
$dimensions,
$startTime,
$endTime,
$period,
$statistics,
$unit

);

// Another example: average number of bytes of standard storage in the
// specified Amazon S3 bucket each day for the past 3 days.

/*
$namespace = 'AWS/S3';
$metricName = 'BucketSizeBytes';
$dimensions = [
[
'Name' => 'StorageType',
'Value'=> 'StandardStorage'
1,
[
'Name' => 'BucketName',
'Value' => 'amzn-s3-demo-bucket'
]
iy
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$startTime = strtotime('-3 days');

$endTime = strtotime('now');

$period = 86400; // Seconds. (1 day = 86400 seconds.)
$statistics = array('Average');

$unit = 'Bytes’;

$cloudwWatchClient = new CloudWatchClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-08-01'

1);

echo getMetricStatistics($cloudWatchClient, $namespace, $metricName,
$dimensions, $startTime, $endTime, $period, $statistics, $unit);

*/

// Uncomment the following line to run this code in an AWS account.
// getTheMetricStatistics();

f£EH EATF PHP B9 Amazon SDK R 33k Amazon CloudWatch & % B E M IE4R

ERRXTENRGEERNERE, BERSESHAENREEERNERE —TER. EEZSREERAR
FEEXTHAERENERE T -RRSTURF,

AR RBIE RGN -

« {# PutMetricData XK R EIE
« fEH PutMetricAlarm Bl 21k,

EAT PHP 89 Amazon SDKGitHub Lt T BT E =I5,
AN

BT REAIRE 2, BEEZK Amazon &iIE , I the section called “f A # 1T 5 KIE Amazon” H
ik, RES A EAT PHP # Amazon SDK , #ill the section called “Z %" TR

R AR ERE
S NS

require 'vendor/autoload.php';
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use Aws\CloudWatch\CloudWatchClient;
use Aws\Exception\AwsException;

IR

function putMetricData(
$cloudwatchClient,
$cloudwatchRegion,
$namespace,
$metricData
) {
try {
$result = $cloudwWatchClient->putMetricData([
'Namespace' => $namespace,
'"MetricData' => $metricData

1)

if (isset($result['emetadata']['effectiveUri'])) {
if (
$result['@metadata']['effectivelri'] ==
"https://monitoring.' . $cloudWatchRegion . '.amazonaws.com'
) {
return 'Successfully published datapoint(s).';
} else {
return 'Could not publish datapoint(s).';
}
} else {
return 'Error: Could not publish datapoint(s).';
}
} catch (AwsException $e) {
return 'Error: ' . $e->getAwsErrorMessage();

function putTheMetricData()
{
$namespace = 'MyNamespace';
$metricData = [
[
'MetricName' => 'MyMetric',
'Timestamp' => 1589228818, // 11 May 2020, 20:26:58 UTC.
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'Dimensions' => [

[
'Name' => 'MyDimensionl',
'Value' => 'MyValuel'
1,
[
'Name' => 'MyDimension2',
'Value' => 'MyValue2'
]
1,
'Unit' => 'Count',
'Value' =>1

17

$cloudWatchRegion = 'us-east-1';

$cloudWatchClient = new CloudWatchClient([
'profile' => 'default’,
'region' => $cloudWatchRegion,
'version' => '2010-08-01'

1);

echo putMetricData(
$cloudwWatchClient,
$cloudwatchRegion,
$namespace,
$metricData

);

// Uncomment the following line to run this code in an AWS account.
// putTheMetricData();

DR ER

F Ao

require 'vendor/autoload.php';

use Aws\CloudWatch\CloudWatchClient;
use Aws\Exception\AwsException;
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function putMetricAlarm(
$cloudwatchClient,
$cloudWatchRegion,
$alarmName,
$namespace,
$metricName,
$dimensions,
$statistic,
$period,
$comparison,
$threshold,
$evaluationPeriods
) {
try {
$result = $cloudwWatchClient->putMetricAlarm([
'AlarmName' => $alarmName,
'Namespace' => $namespace,
'MetricName' => $metricName,
'Dimensions' => $dimensions,
'Statistic' => $statistic,
'Period' => $period,
'ComparisonOperator' => $comparison,
'Threshold' => $threshold,
'EvaluationPeriods' => $evaluationPeriods
1D
if (isset($result['emetadata']['effectiveUri'])) {
if (
$result['@metadata']['effectivelri'] ==
"https://monitoring.' . $cloudWatchRegion . '.amazonaws.com'
) {
return 'Successfully created or updated specified alarm.';
} else {
return 'Could not create or update specified alarm.';
}
} else {
return 'Could not create or update specified alarm.';
}
} catch (AwsException $e) {
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return 'Error: ' . $e->getAwsErrorMessage();
}
}
function putTheMetricAlarm()
{
$alarmName = 'my-ec2-resources';
$namespace = 'AWS/Usage';
$metricName = 'ResourceCount’;
$dimensions = [
[

"Name' => 'Type',
'Value' => 'Resource'

1,
[
'Name' => 'Resource',
'Value' => 'vCPU'
1,
[
'Name' => 'Service',
'Value' => 'EC2'
1,
[
'Name' => 'Class',
'Value' => 'Standard/OnDemand'’
]
1;
$statistic = 'Average';
$period = 300;
$comparison = 'GreaterThanThreshold';

$threshold = 1;
$evaluationPeriods = 1;

$cloudwWatchRegion 'us-east-1';
$cloudwWatchClient new CloudWatchClient([
'profile' => 'default'’,
'region' => $cloudWatchRegion,
'version' => '2010-08-01'

1)

echo putMetricAlarm(
$cloudwatchClient,
$cloudWatchRegion,
$alarmName,
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$namespace,
$metricName,
$dimensions,
$statistic,
$period,
$comparison,
$threshold,
$evaluationPeriods
);
}

// Uncomment the following line to run this code in an AWS account.
// putTheMetricAlarm();

£/ ER T PHP B9 Amazon SDK kx4 3 @ Amazon CloudWatch &3 KIZ B4

CloudWatch E4RIEEBREHIEFENNREEHR , XLEEHHIRT Amazon Web Services
(Amazon) BRE, BEEEMRN |, B UACREFHTFE4RBET — NS EREEE R

AT RBIE RN -

- FAGIEMNPuUtRuUle,
 fEAm@ANADI B FRPutTargets,
- FRABEHXREBETEN CloudWatch E4PutEvents,

MNP RERIEBER AT AR 5E AT PHP 8 Amazon SDK 43 % GitHubs,

it

EETRBAIRBzE |, BRESN Amazon iE$H |, M FTiRthe section called “fF A i# 1T & 4K F
Amazon”s RES A BEAT PHP B Amazon SDK , flfFrifthe section called “&Z%",

I

FA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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e

$client = new Aws\cloudwatchevents\cloudwatcheventsClient([

'profile' => 'default’,

'region' => 'us-west-2',

'version' => '2015-10-07'
1);

try {
$result = $client->putRule([
'"Name' => 'DEMO_EVENT', // REQUIRED
'RoleArn' => 'IAM_ROLE_ARN',
'ScheduleExpression' => 'rate(5 minutes)'’,
'State' => 'ENABLED',
D;
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

}
[a) A 7R o0 B AR
FA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RIS

$client = new Aws\cloudwatchevents\cloudwatcheventsClient([

'profile' => 'default',

'region' => 'us-west-2',

'version' => '2015-10-07'
1)

try {
$result = $client->putTargets([
'Rule' => 'DEMO_EVENT', // REQUIRED
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'Targets' => [ // REQUIRED
[

"Arn' => 'LAMBDA_FUNCTION_ARN', // REQUIRED
'Id' => 'myCloudWatchEventsTarget' // REQUIRED

1,
1,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

REEHENLEH

/)

A

4m

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

e

$client = new Aws\cloudwatchevents\cloudwatcheventsClient([

'profile' => 'default',

'region' => 'us-west-2',

'version' => '2015-10-07'
1)

try {
$result = $client->putEvents([
'"Entries' => [ // REQUIRED
[
'Detail' => '<string>',
'DetailType' => '<string>',
'Resources' => ['<string>'],
'Source' => '<string>',
'Time' => time()
1,
1,
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1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

£ ZEHT PHP #9 Amazon SDK W2 3 R F&HREER T Amazon CloudWatch iR

MARRRELCZBFLE, KiE, EERNKE Amazon EC2 KA B, HAFBEERENRMEIT
B, B ERFELERLIRE, FRESNRERETUBHER XL,

BT ROERIA

- f£M EnableAlarmActions F 18 E N BIRE A%,
- f# 8 DisableAlarmActions 18 E B IRZFIR/E,

&M TF PHP #9 Amazon SDKGitHub iR 7 B =AM,
AN

ZEARARBZE |, FEREZEH Amazon &EiE |, 0 the section called “FEH# 1T 54K IE Amazon”
ik, RS A EAT PHP #9 Amazon SDK , #l the section called “Z& %" '=F'Fﬁ

B RERERE

F Ao

require 'vendor/autoload.php';

use Aws\CloudWatch\CloudWatchClient;
use Aws\Exception\AwsException;

RIS

function enableAlarmActions($cloudWatchClient, $alarmNames)
{

try {
$result = $cloudwWatchClient->enableAlarmActions([
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'AlarmNames' => $alarmNames

1)

if (isset($result['emetadata']['effectiveUri'])) {
return 'At the effective URI of '
$result['@metadata']['effectivelri']
', actions for any matching alarms have been enabled.';
} else {
return'Actions for some matching alarms
'might not have been enabled.';

}
} catch (AwsException $e) {
return 'Error: ' . $e->getAwsErrorMessage();

function enableTheAlarmActions()

{

$alarmNames = array('my-alarm');

$cloudwWatchClient = new CloudWatchClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-08-01'

1);

echo enableAlarmActions($cloudwWatchClient, $alarmNames);

// Uncomment the following line to run this code in an AWS account.
// enableTheAlarmActions();

ZERERRE
F Ao

require 'vendor/autoload.php';

use Aws\CloudWatch\CloudWatchClient;
use Aws\Exception\AwsException;

RIS

Amazon CloudWatch /=4l 259



EAT PHP B9 Amazon SDK WA 3 FFRARIEE

function disableAlarmActions($cloudWatchClient, $alarmNames)

{
try {
$result = $cloudWatchClient->disableAlarmActions([
'AlarmNames' => $alarmNames
1);
if (isset($result['emetadata']['effectiveUri'])) {
return 'At the effective URI of '
$result['@metadata’']['effectiveUri']
', actions for any matching alarms have been disabled.';
} else {
return 'Actions for some matching alarms '
'might not have been disabled.';
}
} catch (AwsException $e) {
return 'Error: ' . $e->getAwsErrorMessage();
}
}
function disableTheAlarmActions()
{
$alarmNames = array('my-alarm');
$cloudwWatchClient = new CloudWatchClient([
'profile' => 'default',
'region' => 'us-east-1"',
'version' => '2010-08-01'
1D;
echo disableAlarmActions($cloudwWatchClient, $alarmNames);
}

// Uncomment the following line to run this code in an AWS account.
// disableTheAlarmActions();

FH EHT PHP B Amazon SDK iRZA& 3 B9 Amazon EC2 R4l

Amazon Elastic Compute Cloud (Amazon EC2) 2 —I1 Web ;% , I EZHIRMELRSHREE. Z
RESEEBEREXNNAFABNITETERBRETRXAAHITNERSITTENEE.,

&M TF PHP #9 Amazon SDKGitHub iR 7 B RAEIREE,
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EIREIMRB 2, FEE S Amazon &EIE |, 10 the section called “f# A ## 1T & 4% E Amazon” §
iR, RES A EAT PHP 89 Amazon SDK , #ll the section called “Z& %" AR

(X
i
fér

el

F Ao

Amazon EC2 R4l 261


https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-ec2-2016-11-15.html#describeinstances
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-ec2-2016-11-15.html#monitorinstances
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-ec2-2016-11-15.html#unmonitorinstances
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-ec2-2016-11-15.html#startinstances
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-ec2-2016-11-15.html#stopinstances
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-ec2-2016-11-15.html#rebootinstances
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code

EAT PHP B9 Amazon SDK WA 3 FFRARIEE

require 'vendor/autoload.php';

use Aws\Ec2\Ec2Client;

e

$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'
1);
$result = $ec2Client->describeInstances();
echo "Instances: \n";
foreach ($result['Reservations'] as $reservation) {
foreach ($reservation['Instances'] as $instance) {
echo "Instanceld: {$instance['Instanceld']} - {$instance['State']['Name']} \n";

BERMERKEE

F Ao

require 'vendor/autoload.php';

RIS

$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'

1);

$instancelds = ['InstanceIDl', 'InstancelID2'];
$monitorInstance = 'ON';

if ($monitorInstance == 'ON') {
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$result = $ec2Client->monitorInstances([
'"Instancelds' => $instancelds

1)
} else {

$result = $ec2Client->unmonitorInstances([
'"Instancelds' => $instancelds

1)

var_dump($result);

B LE KB

F Ao

require 'vendor/autoload.php';

e

$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'

1);

$action = 'START';
$instancelds = ['InstanceIDl', 'InstancelD2'];

if ($action == 'START') {
$result = $ec2Client->startInstances([
'Instancelds' => $instancelds,

1);
} else {

$result = $ec2Client->stopInstances([
'Instancelds' => $instancelds,

1)

var_dump($result);
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ERXH

F Ao

require 'vendor/autoload.php';

RIS

$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'

1);

$instancelds = ['InstanceID1l', 'InstanceID2'];

$result = $ec2Client->rebootInstances([
'Instancelds' => $instancelds

1)

var_dump($result);

£ EEA T PHP B9 Amazon SDK hxZ~ 3 B9 Amazon EC2 E{E# 4 IP tthiik

P At RERNIASITERITHIERS IP i, 3% IP it SEAI<E Amazon Web Services
KF. BERAFE IP it , oTM Internet 158, MREBHEFEEAE P sk |, MATLURG#M 1P sk
B HRBKAEAE Internet BE(S,

LAR /RGIE R GA

- ERBERERN — B K H|Describelnstances.

. {FRAIREGEM IP #iktAllocateAddress,

- SERRFSEME IP bt 5SRBIKEREE K AssociateAddress.
- FABMEM IP it ReleaseAddress.
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P

FA

require 'vendor/autoload.php';

use Aws\Ec2\Ec2Client;

RIS

$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'
1);
$result = $ec2Client->describeInstances();
echo "Instances: \n";
foreach ($result['Reservations'] as $reservation) {
foreach ($reservation['Instances'] as $instance) {
echo "InstanceId: {$instance['InstanceId']} - {$instance['State']['Name']} \n";

o B M < Bx 3 1k

FA

require 'vendor/autoload.php';

R
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$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'

1D;

$instanceld = 'InstancelD';
$allocation = $ec2Client->allocateAddress(array(
'DryRun' => false,
'Domain' => 'vpc',
));
$result = $ec2Client->associateAddress(array(
'DryRun' => false,
'Instanceld' => $instanceld,
'AllocationId' => $allocation->get('AllocationId')
));

var_dump($result);

b &k b

FA

require 'vendor/autoload.php';

IR

$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'

1);

$associationID = 'AssociationID';

$allocationID = 'AllocationID';
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$result = $ec2Client->disassociateAddress([
"AssociationId' => $associationID,

1)

$result = $ec2Client->releaseAddress([
'AllocationId' => $allocationID,
1)

var_dump($result);

A EAT PHP # Amazon SDK ix4s 3 3kEA AT Amazon EC2 BIX B A A X

Amazon EC2 B L ERZMUEBE., XLV ERH Amazon XM AXEK. 8MNXigGEE—N iz
HiBEXiE HPEEZ2/MERENNMNE , XEMEFHRNATHKX, Amazon EC2 124 7 5L HIF %k
BREZSMIEWIIEE,

AT RGIE RO -

« M DescribeAvailabilityZones #iR o] & E RN AT AKX,
- £/ DescribeRegions i % 5] AJ £ & FE AR Amazon X1,

&R TF PHP #9 Amazon SDKGitHub iR 7 B RAEIREE,
Al

ZEIREIRB A | FEESH Amazon &EiE , 10 the section called “fE A # 1T & 4% UE Amazon” §
iR, RES A EHT PHP 89 Amazon SDK , 0 the section called “Z& %" AR

iR e X

F Ao

require 'vendor/autoload.php';

RS

$ec2Client = new Aws\Ec2\Ec2Client([
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'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'

1);

$result = $ec2Client->describeAvailabilityZones();

var_dump($result);

R X 15

F Ao

require 'vendor/autoload.php';

IR

$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'

1);

$result = $ec2Client->describeRegions();

var_dump($result);

Z£ & A Amazon EC2 Z4AXt &5 A F PHP Y Amazon SDK R4 3

Amazon EC2 A LA B RABRBRERMENBRERERS . LARANBEERALERHARMNEYR
7. B, W AERLERABERE, 2ANLERRARKRNBFHN,
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« £ DeleteKeyPair Ml BRI EZ4ART .
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FEAT PHP # Amazon SDKGitHub 12 T rrE REIKE,
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EIREIRB A |, FEE S Amazon &EiE |, 10 the section called “{& A3 1T 5 4% F Amazon” H
R, RES A FEHT PHP 89 Amazon SDK , fll the section called “&%” B ATiA,

IR ZAX

F Ao

require 'vendor/autoload.php';

RS

$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'

1);

$keyPairName = 'my-keypair';
$result = $ec2Client->createKeyPair(array(
'KeyName' => $keyPairName
));
// Save the private key
$saveKeylLocation = getenv('HOME') . "/.ssh/{$keyPairName}.pem";

file_put_contents($saveKeylLocation, $result['keyMaterial']);

// Update the key's permissions so it can be used with SSH
chmod($saveKeylLocation, 0600);

i BR 22 4R

F Ao

Amazon EC2 R4l 269


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code

EAT PHP B9 Amazon SDK

IR 3 FFRARIEE

require 'vendor/autoload.php';

IR

$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'

1;

$keyPairName = 'my-keypair';

$result = $ec2Client->deleteKeyPair(array(

'KeyName' => $keyPairName

));

var_dump($result);

R Z AR

F Ao

require 'vendor/autoload.php';

IR

$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'

1;

$result = $ec2Client->describeKeyPairs();

var_dump($result);
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£ Amazon EC2 RE&AERLZEEE EHA T PHP ¥ Amazon SDK fRZK 3

Amazon EC2 2 HBEEL I KENER |, T —IHSNKFIBNHRE. ABNMREARNAN
KAERATREEKRKKGIVRE. EALEMERZEENAN, FRAVKEINATELELER
KERHYFR B 61,

BUR R BIE R 404

{# A DescribeSecurityGroups iR —MRZNEL 24,

5/ AuthorizeSecurityGrouplngress BZ AR IMA OHN,
5 CreateSecurityGroup Bl2Z£4H,

{# A DeleteSecurityGroup MIBRZ £ 4.,

&R TF PHP #9 Amazon SDKGitHub iR 7 B RmAEIRHE,

EUE

EIREIMRB A, FEE S Amazon &EiE |, 10 the section called “f# A # 1T & 4% E Amazon” £
ik, RES A EAT PHP #9 Amazon SDK , #l the section called “%& %" ':F'Fﬁ

¥

HirZ A

F Ao

require 'vendor/autoload.php';

RS

$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'

1);

$result = $ec2Client->describeSecurityGroups();

var_dump($result);
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EAT PHP B9 Amazon SDK

IR 3 FFRARIEE

A B

F Ao

require 'vendor/autoload.php';

IR

$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'
1);
$result = $ec2Client->authorizeSecurityGroupIngress(array(
'GroupName' => 'string',
'SourceSecurityGroupName' => 'string'

));

var_dump($result);

elfedeoge |

F Ao

require 'vendor/autoload.php';

IR

$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'

1);

// Create the security group
$securityGroupName = 'my-security-group’;
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$result = $ec2Client->createSecurityGroup(array(
'GroupId' => $securityGroupName,

));

// Get the security group ID (optional)
$securityGroupIld = $result->get('GroupId');

echo "Security Group ID: " . $securityGroupId . '\n';
e
S Ao

require 'vendor/autoload.php';

RS

$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'

D;

$securityGroupId = 'my-security-group-id';

$result = $ec2Client->deleteSecurityGroup([
'GroupId' => $securityGroupld
D;

var_dump($result);

£/ EH T PHP B9 Amazon SDK RrZ 3 k&2 Amazon OpenSearch
Service BERiEXR

Amazon OpenSearch Service & —IEE RS , LAFEBENITE, BEMNY B Amazon
OpenSearch Service ( —MNRITHWIFRERF 247512 ) . OpenSearch Service XIFE A
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EAT PHP B9 Amazon SDK WA 3 FFRARIEE

Amazon OpenSearch Service APl, XEIKE , FRAATUERAMEMNATHN T EURBANZSIE
I, % Amazon OpenSearch Service & Fim# X FEREE , BENMREBFEANETAHAXZR , WT
LR EMATF PHP 9 Amazon SDK WA BZIHREREFNEEATEE PSR-7 HREE,

AT RBIE R0 -

- ¥ SignatureV4 B3 Amazon EZHUZEER,

& T PHP B Amazon SDKGitHub L2t 7 M FrE R I8,
=R

T REIRB 2 , B EE Amazon EiE |, 0 the section called “fE A # 1T &4 1F Amazon” &
iR, RES A EBAT PHP 89 Amazon SDK , M the section called “&Z%&” TR,

Z & OpenSearch Service &K

OpenSearch Service FERAXBIRA 4, XEWKE , FEERERSHZIZEH (ELHREIFR es)
F1 OpenSearch Service EH# Amazon l:ilﬁﬂ%%%lﬁ 3k, & Amazon Web Services —fixZ# F1Y
Amazon X F14& i% ¥5 = 7 H £ AT A3 2] OpenSearch Service XFXIBH TR IR, EELREIG |
FAVFEX us-west-2 XiFHH OpenSearch Service FHRZZEERK,

4‘“‘%&#‘*& ATLUEN SDK WERIAEIE IR REF B & T PHP B9 Amazon SDK kAR
IHWEUERNANEAERANEIERRESR, BEFFEE—NPSR-7 BER (ETHHNRBHRBREER R
$psr7Request ) o

// Pull credentials from the default provider chain
$provider = Aws\Credentials\CredentialProvider::defaultProvider();
$credentials = call_user_func($provider)->wait();

// Create a signer with the service's signing name and Region
$signer = new Aws\Signature\SignatureV4('es', 'us-west-2');

// Sign your request
$signedRequest = $signer->signRequest($psr7Request, $credentials);
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EAT PHP B9 Amazon SDK WA 3 FFRARIERE

£/ EAT PHP 89 Amazon SDK k7 3 B Amazon Identity and Access
Management 7= 45l

Amazon Identity and Access Management (IAM) = —I1 Web RS , X Amazon Web Services &
% Amazon REBAFMAFNR, ZRFSEREZREZNMEA Amazon FmBAFHRENA
K, BB IAM , BAILEFEBERAF. T2 ( WERBS ) |, URESIA /- i R Ef Amazon
BRI R

FEAT PHP # Amazon SDKGitHub 12 T rrE REI{KE,

A

T REIRB 2 , B EE Amazon EiE |, 0 the section called “fE A # 1T &4 1F Amazon” &
iR, RES A EBAT PHP 89 Amazon SDK , M the section called “&Z%&” TR,

£}

- £/ EAT PHP 89 Amazon SDK iR 3 REE 1AM i 8 24

- £/ EAT PHP & Amazon SDK MK 3 REE IAM A F°

- GEFEA IAMIKFRIRE EAT PHP 89 Amazon SDK AR 3

- SEEA IAM X5 EAT PHP B Amazon SDK M7 3

- SEER IAM RS EBRIEHRS EAT PHP B Amazon SDK ARZS 3

f5A EATF PHP 89 Amazon SDK xS 3 SR EIE IAM 5[0 334A

AFEZEECHHRZERAURELNAA Amazon, EREX—FE , BAL0E, BX. EFIER
IAM R P RIE R 2 (TRZESA ID MRBBREH), MANERT , SEI2nRFHRS , RRENE
. XRTAFAFEEZART APIER,

AT RBIE RGN -

« {8 CreateAccessKey BIER #2157 Z24A M AB BRI AV 15 9] 22 4R 1D,

£ ListAccessKeys IREIF x5 IAM AP XERAHRIZ4A ID HES.

£/ GetAccessKeylLastUsed R ZEHX LIXFER LRI ZAR AT RINE R,
£/ UpdateAccessKey 1§15 7 2 £A BYIRZS M “Active” 8 2t 9 “Inactive” S M K o
5 DeleteAccessKey IR S IAM A P < BXEY 5 R B RT o
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-iam-2010-05-08.html#createaccesskey
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-iam-2010-05-08.html#listaccesskeys
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-iam-2010-05-08.html#getaccesskeylastused
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-iam-2010-05-08.html#updateaccesskey
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-iam-2010-05-08.html#deleteaccesskey

EAT PHP B9 Amazon SDK WA 3 FFRARIERE

FEAT PHP # Amazon SDKGitHub 12 T rrE REIKE,

AR

ZEARARB A, FEREZHK Amazon &EiE |, 10 the section called “EH# 1T 5 4% UE Amazon”
iR, RES A EAT PHP 89 Amazon SDK , #ll the section called “&%” TR,

IR R 24
F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

IR

$client = new IamClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {
$result = $client->createAccessKey([
'UserName' => 'IAM_USER_NAME',
1);
$keyID = $result['AccessKey']['AccessKeyId'];
$createDate = $result['AccessKey']['CreateDate'];
$userName = $result['AccessKey']['UserName'];
$status = $result['AccessKey']['Status'];
// $secretKey = $result['AccessKey']['SecretAccessKey']

echo "<p>AccessKey " . $keyID . " created on " . $createDate . "</p>";
echo "<p>Username: " . $userName . "</p>";
echo "<p>Status: " . $status . "</p>";

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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EAT PHP B9 Amazon SDK

IR 3 FFRARIEE

31| H 175 17 #3 4H
F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

RIS

$client = new IamClient([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {

$result = $client->1listAccessKeys();

var_dump($result);
} catch (AwsException $e) {

// output error message if fails
error_log($e->getMessage());

B

BN

o

0l

FRERA 5} £ IR AE A 177 7] 22 £ Y 4
FAo

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

R
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$client = new IamClient([
'profile' => 'default',
'region' => 'us-west-2',
'version' => '2010-05-08'
1D;

try {

$result = $client->getAccessKeylLastUsed([
'AccessKeyId' => 'ACCESS_KEY_ID', // REQUIRED

1);
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

}
R 7 % 4H
F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

IR

$client = new IamClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {
$result = $client->updateAccessKey([
'AccessKeyId' => 'ACCESS_KEY_ID', // REQUIRED
'Status' => 'Inactive', // REQUIRED
'UserName' => 'IAM_USER_NAME',

1);
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var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

}
bl B 175 17 2% 4R
S A,

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

IR

$client = new IamClient([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2010-05-08'
D;

try {
$result = $client->deleteAccessKey([
'AccessKeyId' => 'ACCESS_KEY_ID', // REQUIRED
'UserName' => 'IAM_USER_NAME',
D;
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

f5A EATF PHP 89 Amazon SDK x4 3 k& |IAM AF

IAM B 271 Amazon FEIZH — 2k , KREAEE Amazon #1ITRXREMNARHIRS . Amazon
FEVA P EREMAEIL,
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AR R BE R G4

A CreateUser BIE% IAM AP,

£/ ListUsers il IAM B/,

8 UpdateUser E# IAM B,

£ GetUser KRB X IAM AFHESR.
£ A DeleteUser #ilBx IAM B,

EAT PHP 89 Amazon SDKGitHub 12 7 M rE REIEE,

R

EARARBZE |, FEREESHN Amazon EiF |, 0 the section called “FEH#H 1T 5 9% F Amazon”
iR, RES A EHT PHP 89 Amazon SDK , M the section called “&Z %" TR,

Bz 1AM B/

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

IR

$client = new IamClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {
$result = $client->createUser(array(
// UserName is required
'UserName' => 'string',
));
var_dump($result);
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EAT PHP B9 Amazon SDK

IR 3 FFRARIEE

} catch (AwsException $e) {

// output error message if fails
error_log($e->getMessage());

Sl 1AM B

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

RIS

$client = new IamClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {

$result = $client->listUsers();

var_dump($result);
} catch (AwsException $e) {

// output error message if fails
error_log($e->getMessage());

FH IAM A

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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IR 3 FFRARIEE

use Aws\Iam\IamClient;

e

$client = new IamClient([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {
$result = $client->updateUser([
// UserName is required
'UserName' => 'stringl',
'NewUserName' => 'string'
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

REUEX IAM AFEER

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

R

$client = new IamClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);
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IR 3 FFRARIEE

try {
$result = $client->getUser([
'UserName' => 'string',
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

B IAM B/

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

RIS

$client = new IamClient([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {
$result = $client->deleteUser([
// UserName is required
'UserName' => 'string'
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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Z£EaER IAMKFBIEE EAT PHP 9 Amazon SDK fRZs 3

MREFLEZRTNEMN URL B ERLAEN ( AEMKRFFRIRAFF ) A2 Amazon Web Services ik
FID , WA LLA Amazon Web Services IKF ID 812 51& . R 12 Amazon Web Services IKF 5l
£, FHEFTHE URL FERLLEEZIIB.

AT RBIE RN -

- {# CreateAccountAlias BIZEHIE,
- f# ListAccountAliases %I 5 Amazon Web Services i XEBXHI BB o
. fM DeleteAccountAlias il BR 3% o

ER T PHP #9 Amazon SDKGitHub 324 7 MR E =AM,

AN

ETREIRB A |, BEE SN Amazon EiE |, # the section called “f A # 1T 5 4% IF Amazon” #
iR, RES A FERAT PHP 89 Amazon SDK , fl the section called “& %" AR,

e 351 E=

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

RIS

$client = new IamClient([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {
$result = $client->createAccountAlias(array(
// AccountAlias is required
'"AccountAlias' => 'string',

Amazon Identity and Access Management R4l 284


https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-iam-2010-05-08.html#createaccountalias
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-iam-2010-05-08.html#listaccountaliases
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EAT PHP B9 Amazon SDK

IR 3 FFRARIEE

));
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

51| K P 3 &

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

RIS

$client = new IamClient([
'profile' => 'default',
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {
$result = $client->listAccountAliases();
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

1 B 51 &

F Ao

require 'vendor/autoload.php';
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use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

IR

$client = new IamClient([
'profile' => 'default',
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {
$result = $client->deleteAccountAlias([
// AccountAlias is required
'AccountAlias' => 'string',
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

ZE5FER IAM X E SEATF PHP #9 Amazon SDK fxZ& 3

BESERBEOAFRTNR, REE—XHE , HPSIH T RS TRTHREUARXERESR
MR, MNERTRELREXAVNEMRAER R R, AHRBEHMNBAS, AF4E, BARAA
Ry A& AR B IR

AT RBIE RGN -

- f£F CreatePolicy Bl IEE K,

- £ AttachRolePolicy S RKINZI &,
« £ AttachUserPolicy ¥R MBI AP,
« £ AttachGroupPolicy 5 5 B Kt i EI4H .

« £/ DetachRolePolicy ik A &K1,

« £/ DetachUserPolicy fl Bk FA /= SR #E o

« {# DetachGroupPolicy Ml Br4H KB

- &/ DeletePolicy Ml BRIEE K&
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SEAF PHP #9 Amazon SDK W7 3 FFRARIEE
« £/ DeleteRolePolicy MilBR £ &K,
« {E/ DeleteUserPolicy MilER A F~ 5K B,
+ {Ef DeleteGroupPolicy fl B4R 5K #E

EAT PHP #9 Amazon SDKGitHub 124t T WA R~EIREE,

i

EARARBZE |, FEREEZHN Amazon EiF |, 0 the section called “EHH 1T 54 F Amazon”
iR, RES A FEHT PHP 8 Amazon SDK , #l the section called “Z& %" FATIR,

DI R

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

IR

$client = new IamClient([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

$myManagedPolicy = '{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
"Resource": "RESOURCE_ARN"

3,

{

"Effect": "Allow",
"Action": [
"dynamodb:DeleteItem",
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"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:Scan",
"dynamodb:UpdateItem"

"Resource": "RESOURCE_ARN"

try {
$result = $client->createPolicy(array(
// PolicyName is required
'PolicyName' => 'myDynamoDBPolicy',
// PolicyDocument is required
'PolicyDocument' => $myManagedPolicy
));
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

R INEAE

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

IR

$client = new IamClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);
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$roleName = 'ROLE_NAME';

$policyName = 'AmazonDynamoDBFullAccess';
$policyArn = 'arn:aws:iam::aws:policy/AmazonDynamoDBFullAccess';
try {

$attachedRolePolicies = $client->getIterator('ListAttachedRolePolicies', ([
'RoleName' => $roleName,

1)
if (count($attachedRolePolicies) > 0) {
foreach ($attachedRolePolicies as $attachedRolePolicy) {
if ($attachedRolePolicy['PolicyName'] == $policyName) {

echo $policyName . " is already attached to this role. \n";
exit();

}

$result = $client->attachRolePolicy(array(
// RoleName is required
'RoleName' => $roleName,
// PolicyArn is required
'"PolicyArn' => $policyArn

));

var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

R BB b0 2 A P

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

RIS
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$client = new IamClient([
'profile' => 'default',
'region' => 'us-west-2',
'version' => '2010-05-08'
1D;

$userName = 'USER_NAME';

$policyName = 'AmazonDynamoDBFullAccess';
$policyArn = 'arn:aws:iam::aws:policy/AmazonDynamoDBFullAccess';
try {

$attachedUserPolicies = $client->getIterator('ListAttachedUserPolicies', ([
'"UserName' => $userName,
D)
if (count($attachedUserPolicies) > 0) {
foreach ($attachedUserPolicies as $attachedUserPolicy) {
if ($attachedUserPolicy['PolicyName'] == $policyName) {
echo $policyName . " is already attached to this role. \n";
exit();

}
$result = $client->attachUserPolicy(array(

// UserName is required
'"UserName' => $userName,
// PolicyArn is required
'"PolicyArn' => $policyArn,
));
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

R RGBT I0EI A

F Ao

require 'vendor/autoload.php';
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use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

IR

$client = new IamClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {
$result = $client->attachGroupPolicy(array(
// GroupName is required
'GroupName' => 'string',
// PolicyArn is required
'PolicyArn' => 'string',
));
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

7 B R P R g
F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

R

$client = new IamClient([
'profile' => 'default',
'region' => 'us-west-2',
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'version' => '2010-05-08'
1);

try {
$result = $client->detachUserPolicy([
// UserName is required
'UserName' => 'string',
// PolicyArn is required
'PolicyArn' => 'string',
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

pa: EAE
F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

e

$client = new IamClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {
$result = $client->detachGroupPolicy([
// GroupName is required
'GroupName' => 'string',
// PolicyArn is required
'PolicyArn' => 'string',

1);
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var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

i Bk R B
S NS

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

IR

$client = new IamClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2010-05-08'
ik

try {
$result = $client->deletePolicy(array(
// PolicyArn is required
'PolicyArn' => 'string'
));
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

1 BR B BB SR

F Ao
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

RIS

$client = new IamClient([

'profile' => 'default',
'region' => 'us-west-2',
'version' => '2010-05-08'

1);
try {
$result = $client->deleteRolePolicy([
// RoleName is required
'RoleName' => 'string',
// PolicyName is required
'PolicyName' => 'string'
1);

var_dump($result);
} catch (AwsException $e) {

// output error message if fails
error_log($e->getMessage());

L BR R P SR B

F Ao

require 'vendor/autoload.php';
use Aws\Exception\AwsException;

use Aws\Iam\IamClient;

R

$client = new IamClient([
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'region' => 'us-west-2',
'version' =>

'2010-05-08"'
D;
try {
$result = $client->deleteUserPolicy([
// UserName is required
'UserName' => 'string',
// PolicyName is required
'PolicyName' => 'string',
D;

var_dump($result);
} catch (AwsException $e) {

// output error message if fails
error_log($e->getMessage());

Tl B4R R

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

e

$client = new IamClient([

'profile' => 'default',
'region' => 'us-west-2',

'version' => '2010-05-08'
1);

try {

$result = $client->deleteGroupPolicy(array(

// GroupName is required
'GroupName' => 'string',
// PolicyName is required
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'PolicyName' => 'string',
));
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

Z£48EH IAM RS E5IEHE BT PHP B9 Amazon SDK R4~ 3

E71£ Amazon LS RAMIESN AR HTTPS i£# |, 2 SSL/TLS RFB:|IEPH. EE Amazon £
FMARRERFRENIEBERNLSENARFESMER , STFIER E£EE IAM HES A Amazon

Certificate Manager »
LA /R 7R a0

£ ListServerCertificates 5l i IAM F#Z & HIE$,
£ GetServerCertificate B EBXIEBME L,
{#F UpdateServerCertificate EHEH,

£ DeleteServerCertificate il BRIE$

EAT PHP #9 Amazon SDKGitHub 124t T WA R~EIRE,

EAUE

EIREIRB A |, BHE S Amazon EiE |, 10 the section called “/E A3 1T 5 4% F Amazon” H
iR, RES A EHT PHP 89 Amazon SDK , 1l the section called “&Z%” ATk,

51| HH BR 35 2R L

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

R
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https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-iam-2010-05-08.html#getservercertificate
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-iam-2010-05-08.html#updateservercertificate
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-iam-2010-05-08.html#deleteservercertificate
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code
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IR 3 FFRARIEE

$client = new IamClient([
'profile' => 'default',
'region' => 'us-west-2',
'version' => '2010-05-08'
1D;

try {

$result = $client->listServerCertificates();

var_dump($result);
} catch (AwsException $e) {

// output error message if fails

error_log($e->getMessage());

}
KRR RRIEH
F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

RS

$client = new IamClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {

$result = $client->getServerCertificate([
// ServerCertificateName is required
'ServerCertificateName' => 'string',

1)
var_dump($result);
} catch (AwsException $e) {

// output error message if fails
error_log($e->getMessage());
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}
ERTRS R
F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

IR

$client = new IamClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2010-05-08'
ik

try {
$result = $client->updateServerCertificate([
// ServerCertificateName is required
'ServerCertificateName' => 'string',
'NewServerCertificateName' => 'string',
1;
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

}
i BR AR 55 2R AL B
%AO

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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use Aws\Iam\IamClient;

RS

$client = new IamClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2010-05-08'
D)7

try {
$result = $client->deleteServerCertificate([
// ServerCertificateName is required
'ServerCertificateName' => 'string',

1D
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

£/ EAT PHP # Amazon SDK fx7 3 B Amazon Key Management
Service R4l

Amazon Key Management Service (Amazon KMS) =2 —Iﬁﬁ BRSS , AILE SRR A 2R3 & N2 R 6
BIEFMANMEZE . BX Amazon KMS WEZER |, H5H Amazon KMS X1%4, ZT—RHEERSE
PHP NAREFE R @EM Amazon BRSE KIEHIE Amazon KMS #B A LAHS B 4 422 i R L& A AT LAE F 28
A BB E BB

GitHub E1## 7T FEATF PHP B Amazon SDK k7 3 B A =B,

FH

- {5/ Amazon KMS API #l 5& i F PHP #9 Amazon SDK k&7 3 &b 32 %5 4R
EAARZA 3 B AER Amazon KMS BiEZ 48 A T PHP B Amazon SDK
£/ EA T PHP # Amazon SDK M7 3 5/ Amazon KMS #4A SR &

£/ Amazon KMS API 1 & F PHP 9 Amazon SDK kg7 3 &b BRI
/8 Amazon KMS API 1 s& A F PHP #9 Amazon SDK kA 3 4B 515
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https://www.amazonaws.cn/documentation/kms/
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code

EAT PHP B9 Amazon SDK WA 3 FFRARIERE

5/ Amazon KMS API #1 & A F PHP 89 Amazon SDK ix7s 3 4B 2R4R

Amazon Key Management Service (Amazon KMS) i EE & FEEAmazon KMS keys, &8 LA{E A
KMS Z4A 5 N B4z

AT RBIER N -

- ERABIEEF KMS #4ACreateKey,

{5 FA 4 B BUE 240 GenerateDataKeyo

EHEE KMS %4ADescribeKey,

£ AListKeys3REY KMS AR %4 IDs ME4H ARNS,
£ B F KMS #Z4AEnableKey.

fEFZH KMS #4iDisableKey.

MNP AE RERIEBER AT LA SE AT PHP B9 Amazon SDK 4 # % GitHub,
EE

T ROIRIBZE , BEESHN Amazon iE$ , W9 ATRthe section called “fE AT S HKIE
Amazon’, RES A EAT PHP 8 Amazon SDK , IlH pfriithe section called “& %",

A <fFEH Amazon Key Management Service (Amazon KMS) WEZE & |, 219 (Amazon KMS F
KEERE -

Bl KMS #4A

E0E KMS %47 |, &£ CreateKey# 1k,

JFA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RS

$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default',
'version' => '2014-11-01"',
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https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#kms_keys
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-kms-2014-11-01.html#createkey
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-kms-2014-11-01.html#generatedatakey
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-kms-2014-11-01.html#describekey
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-kms-2014-11-01.html#listkeys
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-kms-2014-11-01.html#enablekey
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-kms-2014-11-01.html#disablekey
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code
https://docs.amazonaws.cn/kms/latest/developerguide/
https://docs.amazonaws.cn/kms/latest/developerguide/
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#kms_keys
https://docs.amazonaws.cn/kms/latest/APIReference/API_CreateKey.html

EAT PHP B9 Amazon SDK WA 3 FFRARIEE

'region' => 'us-east-2'

D

//Creates a customer master key (CMK) in the caller's AWS account.
$desc = "Key for protecting critical data";

try {

$result = $KmsClient->createKey([
'Description' => $desc,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

EXRBIEMZERS |, BEEAGenerateDataKeyiR1E, ZIRMEREHAZENBIEZHNVAXHMMNEZE
K, ¥EE Amazon KMS key 4 B EIEZ4AM,

JFA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

e

$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default’,
'version' => '2014-11-01°',
'region' => 'us-east-2'

1

$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;
$keySpec = 'AES_256"';

try {
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IR 3 FFRARIEE

$result = $KmsClient->generateDataKey([
'KeyId' => $keyId,
'KeySpec' => $keySpec,

1);

var_dump($result);

} catch (AwsException $e) {

// output error message if fails

echo $e->getMessage();

echo "\n";

BE KMS #4A

ERBEX KMS ZEANFAEFEER , B3 KMS 48 Amazon BIREM (ARN) MZBHFRES , BEAR

#E. DescribeKey

DescribeKey F23REAIE . EREEBIH , EEMListAliasesiE ik,

FA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RIS

$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default'’,
'version' => '2014-11-01',
'region' => 'us-east-2'

1)

$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"' ;

try {
$result = $KmsClient->describeKey([
'KeyId' => $keyId,
1);
var_dump($result);
} catch (AwsException $e) {
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EAT PHP B9 Amazon SDK WA 3 FFRARIEE

// output error message if fails
echo $e->getMessage();
echo "\n";

FREX KMS 4R ARNs KYZ4A ID fZE4A
EIREL KMS 24319 ID M1 ARN |, i5EA#RE, ListAliases

FA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RIS

$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default'’,
'version' => '2014-11-01°',
'region' => 'us-east-2'

1)
$1imit = 10;

try {
$result = $KmsClient->listKeys([
"Limit' => $limit,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

B A KMS 248

ERACSEAN KMS #4A |, iEEAEnableKey#& 1k,
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FA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RS

$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default'’,
'version' => '2014-11-01"',
'region' => 'us-east-2'

1);

$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;

try {
$result = $KmsClient->enableKey([
'KeyId' => $keyId,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

A KMS 48
EX A KMS &4 |, i ADisableKey#®¥E, £ KMS BT L EEEA.

FA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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e

$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default'’,
'version' => '2014-11-01"',
'region' => 'us-east-2'

1)

$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";

try {
$result = $KmsClient->disableKey([
'KeyId' => $keyId,
D)7
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

EARA 3 tnZFMEEZE Amazon KMS #iEZ%4 EH F PHP B9 Amazon SDK
BEFA EUATHNRZBENNZZRE , SR/RAEHEMNEMHIENZZA,

&AL E R Amazon Key Management Service's (Amazon KMS) Amazon KMS key4 &K, 1022 f## %
BIEEH,

AR R BIE R 404

£/ Encrypt MZEHIEZH.
£ Decrypt SRBEBIEZA.
« fEFAReEncrypt#ity KMS ZAEF MZEBIEZH

WA REIRIEER T LAE I SE AT PHP B9 Amazon SDK 4 # % GitHub,

FhE

EEZTROIRB 2 , BEEEEN Amazon iE$ |, JIFFriRthe section called “f# F 3 1T B 238 1F
Amazon’s RES A EAT PHP # Amazon SDK , flfpfidithe section called “Z& %7,
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EAT PHP B9 Amazon SDK WA 3 FFRARIERE

A <fFH Amazon Key Management Service (Amazon KMS) WEZE & |, 20 (Amazon KMS F
KEER o

Encrypt

Encrypt BEERATMEREZR , EHTE

. GenerateDataKey# GenerateDataKeyWithoutPlaintexti® iR B i Z K BiE 40, TFMZHE
EBEFH Amazon XEH FLEEF X EH KMS BARMBEHIEZRAN , AIAER Encypt /&
o

FA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RIS

$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default'’,
'version' => '2014-11-01',
'region' => 'us-east-2'

1)

$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"';
$message = pack('c*', 1, 2, 3, 4, 5, 6, 7, 8, 9, 0);

try {
$result = $KmsClient->encrypt([
'KeyId' => $keyId,
'Plaintext' => $message,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

Amazon Key Management Service 306


https://docs.amazonaws.cn/kms/latest/developerguide/
https://docs.amazonaws.cn/kms/latest/developerguide/
https://docs.amazonaws.cn/kms/latest/APIReference/API_Encrypt.html
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EAT PHP B9 Amazon SDK WA 3 FFRARIERE

Decrypt
EMBHEZS , HEA Decrypt B1E,

BIEEN XM ciphertextBlob&GenerateDataKey, GenerateDataKeyWithoutPlaintextsf E ncrypt
MR HCiphertextBlobFERHE,

FA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RS

$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default'’,
'version' => '2014-11-01"',
'region' => 'us-east-2'

1);
$ciphertext = 'Place your cipher text blob here';

try {

$result = $KmsClient->decrypt([
'CiphertextBlob' => $ciphertext,

1);
$plaintext = $result['Plaintext'];
var_dump($plaintext);

} catch (AwsException $e) {
// Output error message if fails
echo $e->getMessage();
echo "\n";

}
EXTInE

EMEMENBEZR ARV FEAREM KMS ZAEHMERESA , BEABRE. ReEncryptiX
R EE 2 E RSB HMIT Amazon KMS |, At ENT K TR TR A X ARKREEZEEI/NH. Amazon
KMS
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EAT PHP B9 Amazon SDK WA 3 FFRARIERE

BIEEN XM ciphertextBlob&GenerateDataKey, GenerateDataKeyWithoutPlaintextsf, E ncrypt
MR CiphertextBlobFERHE,

FA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RIS

$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default',
'version' => '2014-11-01"',
'region' => 'us-east-2'

1)

$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
$ciphertextBlob = 'Place your cipher text blob here';

try {
$result = $KmsClient->reEncrypt([
'CiphertextBlob' => $ciphertextBlob,
'DestinationKeyId' => $keyId,
D
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

A EATF PHP B9 Amazon SDK ixZs 3 £ Amazon KMS Z4A 5K BE

£ 82 Amazon KMS key B , BRI IAEREBFERAMEEZ KMS BN AR, XENRTEERR
ZAA KRB RS, IBATLARERT E A Z4A RN, BRBIEBFFIEE KMS Z4AMNR |, EFREE
4REBFE Amazon B KMS RN ZARE, BXEZER |, 1551 Amazon KMSH 5 3 58 1iF #1 7] 42
o
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EAT PHP B9 Amazon SDK WA 3 FFRARIERE

AR R BE R G4

o EASIHREARMEH A FiListkeyPolicieso
« ERIREVE A KB GetKeyPolicy,
- EAREZEARMPUtKeyPolicy,

KFr A R IEER A LATE It SE A F PHP B9 Amazon SDK 4 # % GitHub,

FhE

FEETREIRBZE , BEESN Amazon WEH , W ETiRthe section called “fE AT 5 5K UE
Amazon’, #/ES A EMATF PHP B Amazon SDK , sl fffifithe section called “Z%",

A X E A Amazon Key Management Service (Amazon KMS) WEZEE |, 28 (Amazon KMS FF
REER o

B i P 2 4R SR R
EIREKMS AN EAREEN , I5FEA ListKeyPolicies &1k,
gA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RIS

$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default'’,
'version' => '2014-11-01"',
'region' => 'us-east-2'

1);

$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;
$1limit = 10;

try {

$result = $KmsClient->1listKeyPolicies([
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'KeyId' => $keyId,
"Limit' => $limit,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();

echo "\n";
}
RERRARE

EIRE KMS ZER AR |, B A GetKeyPolicy &1k,

GetKeyPolicy EEXRME. BRIEEELVE KMS B4R COIERARE , BN |, H—ERHNKE
BMABRINE. ETHEZEER , S H Amazon Key Management Service FF & A R i8R IR IAE
AR,

FA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

IR

$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default’,
'version' => '2014-11-01"',
'region' => 'us-east-2'

1);

$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;
$policyName = "default";

try {
$result = $KmsClient->getKeyPolicy([
'KeyId' => $keyId,
'"PolicyName' => $policyName
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1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();

echo "\n";
}
R B Z AR

EH KMS ZRB U ERRAERR , BHFEA PutKeyPolicy B,

PutKeyPolicy EBEHEMEM. MRIEEELE KMS ZARN COIBZRARE , BN |, E—ERNFKE
BMABRINE, ETHESZER , 550 Amazon Key Management Service FF X A R IEEH R ERIAE
AR RS,

FA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

e

$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default’,
'version' => '2014-11-01"',
'region' => 'us-east-2'

1)

$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"' ;
$policyName = "default";

try {
$result = $KmsClient->putKeyPolicy([
'KeyId' => $keyId,
'"PolicyName' => $policyName,
'Policy' => '{
"Version":"2012-10-17",
"Id": "custom-policy-2016-12-07",
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"Statement": [

{ "Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal":

{ "AWS": "arn:aws:iam::111122223333:user/root" 1},
"Action": [ "kms:*" 1,

"Resource": "*" },
{ "Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal":
{ "AWS": "arn:aws:iam::111122223333:user/ExampleUser" 1},
"Action": [

"kms:Encrypt*",
"kms:GenerateDataKey*",
"kms:Decrypt*",
"kms:DescribeKey*",
"kms:ReEncrypt*"

1,

"Resource": "*" }

o
1);
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

£/ Amazon KMS API #1 EA T PHP B9 Amazon SDK k7~ 3 &I £24Y

BN RRENENS —MilE, eREARBENERER. SUUEARKNKREFKHAHRNR , £
¥ Amazon Z3E AFEAER Amazon Key Management Service (Amazon KMS) & FF Amazon KMS
keysBEEMWNR, BEXEZEL , 52K Amazon Key Management Service FF & A R IR Y
Amazon KMSH Y X o

LA R BE R 904

- AN KMS Z4A 8|2 Z N CreateGrant,
- FAEE KMS ZAMNRMN ListGrants,
- EABUEX KMS %4889 X RetireGrant.
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+ fEFRevokeGrantiiit KMS 40 R,

K Fr A RIS ER AT LATE It SE A F PHP B9 Amazon SDK &b # % GitHub,

i

EETRARBZE , BEESZN Amazon iE$ , M ATiRthe section called “fF A 3# 1T & 13 30 1F
Amazon’s REFA EAT PHP # Amazon SDK , s Fiifithe section called “Z%"s

BxEH Amazon Key Management Service (Amazon KMS) NEZE LR |, 2 (Amazon KMS F
KEER -

BTN
E N8I BN Amazon KMS key , & f CreateGrantig .

FA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RIS

$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default’,
'version' => '2014-11-01"',
'region' => 'us-east-2'

1);

$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;
$granteePrincipal = "arn:aws:iam::111122223333:user/Alice";
$operation = ['Encrypt', 'Decrypt']; // A list of operations that the grant allows.

try {
$result = $KmsClient->createGrant([
'GranteePrincipal' => $granteePrincipal,
'KeyId' => $keyId,
'Operations' => $operation
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1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

BEERN
ERIAEXRBEFHIFME R Amazon KMS key , EEAListGrantsi®E,

FA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

e

$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default’,
'version' => '2014-11-01°',
'region' => 'us-east-2'

D

$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"';
$1limit = 10;

try {

$result = $KmsClient->1listGrants([
'KeyId' => $keyId,
"Limit' => $limit,

1);

var_dump($result);

} catch (AwsException $e) {

// output error message if fails

echo $e->getMessage();

echo "\n";
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FRENX

EHUEM R Amazon KMS key , & fRetireGrantig{E, EFEATRNE

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

e

$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default’,
'version' => '2014-11-01',
'region' => 'us-east-2'

D;
$grantToken = 'Place your grant token here';
try {
$result = $KmsClient->retireGrant([
'GrantToken' => $grantToken,
1D

var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

//Can also identify grant to retire by a combination of the grant ID

, BERARRACHES

//and the Amazon Resource Name (ARN) of the customer master key (CMK)
$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;
$grantId = 'Unique identifier of the grant returned during CreateGrant operation';

try {
$result = $KmsClient->retireGrant([
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'GrantId' => $grantToken,
'KeyId' => $keyId,

1);

var_dump($result);

} catch (AwsException $e) {

// output error message if fails

echo $e->getMessage();

echo "\n";

B RN

ERCEX RN Amazon KMS key , £ fRevokeGranti#{E, BAIUHERT , LEXELKFE
RV R4,

FA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

IR

$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default'’,
'version' => '2014-11-01"',
'region' => 'us-east-2'

1);

$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;
$grantId = "grantl";

try {
$result = $KmsClient->revokeGrant([
'KeyId' => $keyId,
'GrantId' => $grantld,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
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echo $e->getMessage();
eChO Il\nll;

£/ Amazon KMS API #1 AT PHP B9 Amazon SDK k7~ 3 & IE 515

Amazon Key Management Service (Amazon KMS) 73 Amazon KMS key#{ il 5l & IR ALK &R B
o

LA R BE R 904

. fERBIZE5H CreateAlias,
- EAEEFEFAListAliases.

. fEAE# 3% UpdateAlias,
- {5 FfIBR 5% DeleteAlias.

NAr B REIRREBER R LATE I SE A T PHP B9 Amazon SDK 432 GitHub.

FhE

EZITROIRBZA |, BEESN Amazon iE+ , M ATkthe section called “fEAH# 1T 5 H R IE
Amazon’s RES A EMT PHP B Amazon SDK , #lfffrifithe section called “%%",

A xfFEH Amazon Key Management Service (Amazon KMS) WEZE & |, 20 (Amazon KMS F
KEERE -

B 38

ERH KMS H4ABIEF R , A CreateAliasiEfE. BIBEMF, F Amazon XA ZMH—, W0
BHEEBNEN KMS 480128 5|E | CreateAlias @HE— KMS Z4A0IEE — 1 5E. EFLE
BRMEE.

FA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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e

$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default'’,
'version' => '2014-11-01",
'region' => 'us-east-2'

1)

$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"';

$aliasName = "alias/projectKeyl";

try {

$result = $KmsClient->createAlias([

'AliasName' => $aliasName,
'TargetKeyId' => $keyId,

D)7

var_dump($result);

} catch (AwsException $e) {

// output error message if fails

echo $e->getMessage();

echo "\n";

BEEHNA

E5HE A A Amazon Web Services Ik R FTHE 518 Amazon Web Services Xig , i

HListAliases#®fE,

FA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

IR

$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default'’,
'version' => '2014-11-01"',
'region' => 'us-east-2'
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1)

$1limit = 10;

try {
$result = $KmsClient->listAliases([
'Limit' => $limit,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

EXTAB
ERNAH B EHM KMS BHAXEK , 1M UpdateAliasiR{E.
FA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RIS

$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default'’,
'version' => '2014-11-01"',
'region' => 'us-east-2'

1);

$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;
$aliasName = "alias/projectKeyl";

try {
$result = $KmsClient->updateAlias([
"AliasName' => $aliasName,
'TargetKeyId' => $keyld,
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1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

il B 31 &
EMERAIE , EEEADeleteAliasiRE, MIBRAIEF2EIEERE KMS £,

JFA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RS

$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default’,
'version' => '2014-11-01"',
'region' => 'us-east-2'

1)

$aliasName = "alias/projectKeyl";

try {
$result = $KmsClient->deleteAlias([
"AliasName' => $aliasName,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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FA EAT PHP 89 Amazon SDK kX7~ 3 #9 Amazon Kinesis R4l

Amazon Kinesis & —31 Amazon fRS5 , AISKATINER. B HMEIE. A Amazon Kinesis Data
Streams REBEHIEAR , NEFH Amazon Data Firehose RIFEIE XX E| Amazon S3., OpenSearch
Service, Amazon Redshift 2§ Splunks

B X Kinesis WEZEE |, 5% Amazon Kinesis 314,

GitHub H1#M 7 sEHF PHP 8 Amazon SDK M7 3 WA R HI4KHE,

F;
« fEH Kinesis Data Streams AP| #l & H F PHP By Amazon SDK frZA 3 RS2 EE AR
£/ Kinesis Data Streams API 1 & T PHP #J Amazon SDK fRZ& 3 REEBHIED A
« {£ Firehose API F1i&E A F PHP # Amazon SDK fRZA 3 ka2 &7

f£ A Kinesis Data Streams API 1 & F PHP B9 Amazon SDK k2 3 ReIZ2REITER

Amazon Kinesis Data Streams /R iF ZiEXAE#E, FH Kinesis Data Streams R EHBCIESS | Z
BB BEE N NBEEREELA A EN B ik,

BEXEZEER |, H25 Amazon Kinesis FF R A RIEREF MG EMNEE TR,
AT RGE RN -

- £ CreateAlias 8|2 HER.

- f# /A DescribeStream FREVE X 2 MNIE R EH1E B
- fEH ListStreams FIHIBHITER.

- £ PutRecord fFEE & 12 B A BT TR

« fF DeleteStream il BREIE T

EFATF PHP #9 Amazon SDKGitHub 1Rt 7 B RAEIREE,
AN

ZETRBIRB 28 , B EER Amazon EiE |, 30 the section called “fE A # 1T 55 1F Amazon” &
iR, RES A EAT PHP 89 Amazon SDK , Ml the section called “&%E” '?Fﬁiﬁo

BXfEH Amazon Kinesis FX ARIBENEZELR |, 555 Amazon Kinesis Data Streams FF & A &
E#E.
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https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-kinesis-1913-12-02.html#putrecord
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£ A Kinesis BIE MK I BT R

B3I Kinesis B#ER , BUUERAUTRBREREEPREEH Kinesis - BHWER,. ETHESE
B , 2 Amazon Kinesis FF & A G ¥6m #9022 M & HEIE R

E B2 Kinesis HIEAR , iE#E A CreateStream #2#1E,

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

IR

$kinesisClient = new Aws\Kinesis\KinesisClient([
'profile' => 'default'’,
'version' => '2013-12-02',
'region' => 'us-east-2'

1)

$shardCount = 2;

$name = "my_stream_name";
try {

$result = $kinesisClient->createStream([
'ShardCount' => $shardCount,
'StreamName' => $name,

1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

REAXREAUATRERGINIERERNIFAEE. RABRAT , XFEREBEXEZEIEE
Kinesis BB HRAVEI 10 N0 FWER, TENEIEE A Kinesis BiIER 28 , HidEREWR A H

StreamStatus,
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ERRBXIETE Kinesis BT RN FHES , iEEA DescribeStream ##4E,

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

R

$kinesisClient = new Aws\Kinesis\KinesisClient([
'profile' => 'default'’,
'version' => '2013-12-02',
'region' => 'us-east-2'

1);

$name = "my_stream_name";

try {
$result = $kinesisClient->describeStream([
'StreamName' => $name,
108
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

5 H B E#E Kinesis I B EHIER

5| H A% Amazon X8 H % Amazon Web Services M BYBT 10 NERIER. F£HIRE

‘HasMoreStreams KB ERBTEEZ EEBNIKF REN R,
E3H Kinesis B#E7R , 5 ListStreams #4E,

F Ao

require 'vendor/autoload.php';

#Y
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use Aws\Exception\AwsException;

IR

$kinesisClient = new Aws\Kinesis\KinesisClient([
'profile' => 'default’,
'version' => '2013-12-02°',
'region' => 'us-east-2'

1)

try {
$result = $kinesisClient->1listStreams();
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

RBELEDNBRER

EOBHEERRE , BEAUT RARZERSE. ERAHREHEH , BEM DescribeStream K&

IE StreamStatus EBFLTFERS,

ENBEKXMIBIERE A Kinesis #1iE7% , B #EH PutRecord 24, ENH % 500 £iExE A Kinesis

PIER | FEA PutRecords B4k,

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

AR

$kinesisClient = new Aws\Kinesis\KinesisClient([
'profile' => 'default'’,
'version' => '2013-12-02°',
'region' => 'us-east-1'
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1)

$name = "my_stream_name";

$content = '{"ticker_symbol":"QXZ", "sector":"HEALTHCARE",

"price":84.51}"';

$groupID = "input to a hash function that maps the partition key (and associated data)

to a specific shard";

try {
$result = $kinesisClient->PutRecord([
'Data' => $content,
'StreamName' => $name,
'PartitionKey' => $groupID
1);
print("<p>ShardID = " . $result["ShardId"]
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

i BR R dER

. </p>t);

"change":-0.05,

Jttlj_‘ﬁj;iﬂ_‘ﬂuﬂﬂﬂw?ﬁﬁumo ﬂﬂ“@?&ﬁum‘&éﬂﬂ“F%zmyil_ﬂﬁﬁummﬁﬁﬁﬁﬁo ;ﬁid] Kinesis é&iﬁiﬁ’cﬂ

#.2| DELETING RZ , ERISERRMIBRIEIE. £ TF DELETING IRASE | TR LA B EIE,

E I BR Kinesis B3ER , & H DeleteStream #1E,

F Ao
require 'vendor/autoload.php';

use Aws\Exception\AwsException;

IR

$kinesisClient = new Aws\Kinesis\KinesisClient([
'profile' => 'default'’,
'version' => '2013-12-02°',
'region' => 'us-east-2'
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1)

$name = "my_stream_name";

try {
$result = $kinesisClient->deleteStream([
'StreamName' => $name,

1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

f£ A Kinesis Data Streams API 1 i& A F PHP 8 Amazon SDK kx4 3 SREEBEIHIESD
=3

Amazon Kinesis Data Streams /o 1F 6% R K IEKINEHIE, BIRERVEREUR T RPN D A

BRI UBYEENTAEA 1000 &idFK. BN W EEZRENER 1 MiB, AERBN D HITER
W Bt , FEAXERFKREERNVBESENRA,

AR R BIE R 404

« £/ ListShards I HARFH D H o
« f£f UpdateShardCount 8 iNsm 5 #2053

EA T PHP B Amazon SDKGitHub 1R 7 B RIS,
AN

EARARBZE |, FEEESEHN Amazon EiF |, 0 the section called “EH#H 1T 54 F Amazon”
iR, RES A EHT PHP 89 Amazon SDK , M the section called “&Z %" TR,

B X fER Amazon Kinesis Data Streams I ZE L. |, {52 Amazon Kinesis Data Streams FF & A
RIEM.

FIHBERPHEZ 100 Mo FNFHAEFE
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EH Kinesis BIERPH D FH , B A ListShards #1E,

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RIS

$kinesisClient = new Aws\Kinesis\KinesisClient([
'profile' => 'default',
'version' => '2013-12-02°',
'region' => 'us-east-2'

1)

$name = "my_stream_name";

try {
$result = $kinesisClient->ListShards([
'StreamName' => $name,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

ANMEZ RS H

MREFBESHERD H , WHENSEE 2 A B BNBIUEER M ESD H I RS, XFERY
A ANEN D FNEIAUENEE. £ 24 PRBVHEA , BREEFD HBMERR.

Fid{E , Kinesis Data Streams ENZARE D FITEN , A HEERBLH , RMNBWES FHE
B, MERDHE, REERD FRERD B HE 2 5T —¥,

EFEH Kinesis BIERN D H ¥, B A UpdateShardCount #4E,

F Ao
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RIS

$kinesisClient = new Aws\Kinesis\KinesisClient([
'profile' => 'default',
'version' => '2013-12-02',
'region' => 'us-east-2'

1)

$name = "my_stream_name";
$totalshards = 4;

try {
$result = $kinesisClient->UpdateShardCount([
'ScalingType' => 'UNIFORM_SCALING',
'StreamName' => $name,
'TargetShardCount' => $totalshards
1;
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

£ A Firehose API F1iE AT PHP B Amazon SDK ix7x 3 k&l 2B 4& w7k

Amazon Data Firehose X ErtHHE £ X B EH M Amazon BRS , ‘21&F Amazon Kinesis Data
Streams, Amazon S3, Amazon OpenSearch Service ( OpenSearch Service ) #1 Amazon

Redshift , & &5 2 Splunk. FERAEMREIE - NEIECIERS , UE

BLiE/ B /Y,
AT RBIE RN -

« M CreateDeliveryStream 2 4& %o

« {#£H DescribeDeliveryStream 3JRERE X £ MR RN IFHE 2o

(SPNAYIESCENRNE € et

Kinesis R4l

328


https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-firehose-2015-08-04.html#createdeliverystream
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-firehose-2015-08-04.html#describedeliverystream
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« {Ef ListDeliveryStreams ¥l & %o
A PutRecord fF¥E & BRI
« {Ef DeleteDeliveryStream Ml BR4& i 7 o

& T PHP #) Amazon SDKGitHub L2t 7 M FrE R I8,
AN

ZETRBIRB 28 , B EER Amazon EiE |, 0 the section called “fE A # 1T & 45 1F Amazon” &
iR, RES A EAT PHP 89 Amazon SDK , #ll the section called “&%” AR,

BXfERA Amazon Data Firehose WEZEE. | i52 ¥ Amazon Kinesis Data Firehose Ff X A G 1§
Mo

5 Kinesis BUIE R SIZEEZ R

EREIHBEBRAINE Kinesis BIEBRE R , 1B CreateDeliveryStream ##4E,

XEF A AREB A Kinesis R 1E#B Z| Firehose,

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

IR

$firehoseClient = new Aws\Firehose\FirehoseClient([
'profile' => 'default'’,
'version' => '2015-08-04',
'region' => 'us-east-2'

1);

$name = "my_stream_name";

$stream_type = "KinesisStreamAsSource";

$kinesis_stream = "arn:aws:kinesis:us-east-2:0123456789:stream/my_stream_name";

$role = "arn:aws:iam::0123456789:policy/Role";

try {
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$result = $firehoseClient->createDeliveryStream([
'DeliveryStreamName' => $name,
'DeliveryStreamType' => $stream_type,
'KinesisStreamSourceConfiguration' => [
'KinesisStreamARN' => $kinesis_stream,
'RoleARN' => $role,
1,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

5/ Amazon S3 T ERBIBERR

BRI HHBEBBAIE Amazon S3 FH MR , 56 CreateDeliveryStream ##4E,

RUBIRSH , WERSHHFR, RS , ¥BRME Firehose & -F 158 Amazon S3 F VIR |
#Mb Kinesis Data Firehose #5418 Amazon S3 B s R Ak,

FA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

IR

$firehoseClient = new Aws\Firehose\FirehoseClient([
'profile' => 'default'’,
'version' => '2015-08-04',
'region' => 'us-east-2'

1);

$name = "my_S3_stream_name";
$stream_type = "DirectPut";

$s3bucket = 'arn:aws:s3:::bucket_name';

$s3Role = 'arn:aws:iam::0123456789:policy/Role’;
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try {
$result = $firehoseClient->createDeliveryStream([

'DeliveryStreamName' => $name,
'DeliveryStreamType' => $stream_type,
'S3DestinationConfiguration' => [
'BucketARN' => $s3bucket,
'CloudwWatchLoggingOptions' => [
'Enabled' => false,
1,
'RoleARN' => $s3Role
1,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

£ F OpenSearch Service R8I & %

EEIDFHIEMA OpenSearch Service 58/ Firehose &% , i&# A CreateDeliveryStream
(=N

REEHFRSE , MEFRSHDFTR, ¥4RME Firehose % F 157 OpenSearch Service EEEHINR |
wnmE Kinesis Data Firehose #-F 1418 Amazon ES B #:HY X BR # P

FA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RS

$firehoseClient = new Aws\Firehose\FirehoseClient([
'profile' => 'default'’,
'version' => '2015-08-04',
'region' => 'us-east-2'
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1)

$name = "my_ES_stream_name";

$stream_type = "DirectPut";

$esDomainARN = 'arn:aws:es:us-east-2:0123456789:domain/Name"’;
$esRole = 'arn:aws:iam::0123456789:policy/Role’;

$esIndex = 'root';

$esType = 'PHP_SDK';

$s3bucket = 'arn:aws:s3:::bucket_name';

$s3Role = 'arn:aws:iam::0123456789:policy/Role’;

try {
$result = $firehoseClient->createDeliveryStream([
'DeliveryStreamName' => $name,
'DeliveryStreamType' => $stream_type,
'ElasticsearchDestinationConfiguration' => [
'DomainARN' => $esDomainARN,
'IndexName' => $esIndex,
'RoleARN' => $esRole,
'S3Configuration' => [
'BucketARN' => $s3bucket,
'CloudwWatchLoggingOptions' => [
'Enabled' => false,
1,
'RoleARN' => $s3Role,
1,
'TypeName' => $esType,
1,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

KRR
EIREVE XU A Firehose EHRNIFMAEER , B DescribeDeliveryStream ##1E,

FA
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RS

$firehoseClient = new Aws\Firehose\FirehoseClient([
'profile' => 'default'’,
'version' => '2015-08-04"',
'region' => 'us-east-2'

1)

$name = "my_stream_name";

try {
$result = $firehoseClient->describeDeliveryStream([
'DeliveryStreamName' => $name,

1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

5 & 2% #% Kinesis Data Streams BV I B 1& #i 7

EHAT B NHIE X% T Kinesis Data Streams fILE Firehose &%t , i5fE A ListDeliveryStreams
B]1E.

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RS

$firehoseClient = new Aws\Firehose\FirehoseClient([

Kinesis 745l 333


https://docs.amazonaws.cn/firehose/latest/APIReference/API_ListDeliveryStreams.html

EAT PHP B9 Amazon SDK WA 3 FFRARIEE

'profile' => 'default'’,
'version' => '2015-08-04',
'region' => 'us-east-2'

1)

try {
$result = $firehoseClient->listDeliveryStreams([
'DeliveryStreamType' => 'KinesisStreamAsSource',
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

SRR XTI E M Amazon RESWILEE TR

EHHAT A REIE L EE Amazon S3, OpenSearch Service, Amazon Redshift , 5,%& &% % Splunk
WA Firehose 2% , A ListDeliveryStreams #4,

FA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

IR

$firehoseClient = new Aws\Firehose\FirehoseClient([
'profile' => 'default'’,
'version' => '2015-08-04"',
'region' => 'us-east-2'

1);

try {
$result = $firehoseClient->listDeliveryStreams([
'DeliveryStreamType' => 'DirectPut’',
D
var_dump($result);
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} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

IR XX ST A Firehose &5

E@E Firehose 5N BRI X IZTIEEE MM | BEBIE Firehose &L #iiR 2 B PutRecord #
£,

N HIERE R Firehose fE#IR 2l , iE# A DescribeDeliveryStream R T iZ{E MR 2 AL
FiEIRTS

JFA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

IR

$firehoseClient = new Aws\Firehose\FirehoseClient([
'profile' => 'default'’,
'version' => '2015-08-04"',
'region' => 'us-east-2'

1)

$name = "my_stream_name";
$content = '{"ticker_symbol":"QXZ", "sector":"HEALTHCARE", "change":-0.05,
"price":84.51}"';

try {
$result = $firehoseClient->putRecord([
'DeliveryStreamName' => $name,
'Record' => [
'Data' => $content,
1,
1);
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var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

R BR Firehose &5

EMIBR Firehose £ 57 , B A DeleteDeliveryStreams #4E, X M BRIEE XX B iZ & MR AR
BEIE.

FA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RS

$firehoseClient = new Aws\Firehose\FirehoseClient([
'profile' => 'default'’,
'version' => '2015-08-04',
'region' => 'us-east-2'

1)

$name = "my_stream_name";

try {
$result = $firehoseClient->deleteDeliveryStream([
'DeliveryStreamName' => $name,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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AWS Elemental MediaConvert /8 &+ PHP 89 Amazon SDK hxZ~ 3 9
w5l
AWS Elemental MediaConvert 2 —#EF X HHAMERL RS , EB) BRIhEE, B AER Tk

EATESEBMFT M video-on-demand ( VOD ) RIFHIR~, BXEZEL , HS5 AWS
Elemental MediaConvert {BFE®E) .

B PHP API @iXAWS . MediaConvert&Fimk /AT, AWS Elemental MediaConvert EXE %15
B #EZR (APIZZE) #fy Class: AWS.MediaConvert,

ERoEMEEEIE/ENL AWS Elemental MediaConvert

FERGIH | EER ERTF PHP # Amazon SDK 7 3 A AWS Elemental MediaConvert 61722
BEEL, EFtHBzE , EEEFRANMEEE RN MAFTHETEEN Amazon S3 F#ERF. BXXEF
B A WS4 R RD S MR BFHBIR | 155 AWS Elemental MediaConvert Fi FF {5 B 15005 A
RIS NA S

BT ROERIA

- EFBRIBH#BES. AWS Elemental MediaConvertCreateJob,

- HUH AWS Elemental MediaConvert BASI R EY 884, CancelJob
- RRETHMFEIBESH JSON, Getdob

- REFZS 20 MRILAIENESHRI JSON #4H, ListJobs

HFr A RIS ER A LATE It SE A F PHP B9 Amazon SDK 4 # % GitHub,

FoE

EETREIRBZE , BEESHN Amazon iEH , W ETiRthe section called “fE AT 5 K UE
Amazon’, RES A EATF PHP 89 Amazon SDK , #1H Ffifithe section called “Z %",

Eif 8] MediaConvert &F i , 15812 —1 IAM B3 AWS Elemental MediaConvert 7 [a] $& 89 % A
XA 74 5 XX 4R Amazon S3 F#iE. BXREZEE |, SR AWS Elemental MediaConvert
FIEEHMIRE IAM R,

BIEEF im

EAT PHP 89 Amazon SDK &id 82 MediaConvert B ix#HTEE , HHh 88N RABRAENX
., EARRGS , XiGigREHN us-west-2,
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FA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\MediaConvert\MediaConvertClient;

RIS

$mediaConvertClient = new MediaConvertClient([
'version' => '2017-08-29',
'region' => 'us-east-2',
'profile' => 'default'

1);

TN R ERBES
B2 E LHRBESSHA JSON,

XESHAIFEMIEE, SaLEA AWS Elemental MediaConvert 24| &4 K JSON fElL S % , H3%

RELFEPERENFLRE , REIEFFI DRIV E R JSON. ZARHIHEA T &84l AY

JSON,

IR

$jobSetting = [
"OutputGroups" => [
[
"Name" => "File Group",
"OutputGroupSettings" => [

"Type" => "FILE_GROUP_SETTINGS",

"FileGroupSettings" => [

"Destination" => "s3://0UTPUT_BUCKET_NAME/"

]

1,

"OQutputs" => [
[

"VideoDescription" => [

"ScalingBehavior" => "DEFAULT",
"TimecodeInsertion" => "DISABLED",
"AntiAlias" => "ENABLED",
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"Sharpness" => 50,
"CodecSettings" => [

"Codec" => "H_264",

"H264Settings" => [
"InterlaceMode" => "PROGRESSIVE",
"NumberReferenceFrames" => 3,
"Syntax" => "DEFAULT",
"Softness" => 0,
"GopClosedCadence" => 1,
"GopSize" => 90,
"Slices" => 1,
"GopBReference" => "DISABLED",
"SlowPal" => "DISABLED",
"SpatialAdaptiveQuantization" => "ENABLED",
"TemporalAdaptiveQuantization" => "ENABLED",
"FlickerAdaptiveQuantization" => "DISABLED",
"EntropyEncoding" => "CABAC",
"Bitrate" => 5000000,
"FramerateControl" => "SPECIFIED",
"RateControlMode" => "CBR",
"CodecProfile" => "MAIN",
"Telecine" => "NONE",
"MinIInterval" => 0,
"AdaptiveQuantization" => "HIGH",
"CodecLevel" => "AUTO",
"FieldEncoding" => "PAFF",
"SceneChangeDetect" => "ENABLED",
"QualityTuningLevel" => "SINGLE_PASS",
"FramerateConversionAlgorithm" => "DUPLICATE_DROP",
"UnregisteredSeiTimecode" => "DISABLED",
"GopSizeUnits" => "FRAMES",
"ParControl" => "SPECIFIED",
"NumberBFramesBetweenReferenceFrames" => 2,
"RepeatPps" => "DISABLED",
"FramerateNumerator" => 30,
"FramerateDenominator" => 1,
"ParNumerator" => 1,
"ParDenominator" => 1

1,

"AfdSignaling" => "NONE",
"DropFrameTimecode" => "ENABLED",
"RespondToAfd" => "NONE",
"ColorMetadata" => "INSERT"
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1,
"AudioDescriptions" => [
[
"AudioTypeControl" => "FOLLOW_INPUT",
"CodecSettings" => [

"Codec" => "AAC",

"AacSettings" => [
"AudioDescriptionBroadcasterMix" => "NORMAL",
"RateControlMode" => "CBR",
"CodecProfile" => "LC",
"CodingMode" => "CODING_MODE_2_0",
"RawFormat" => "NONE",
"SampleRate" => 48000,
"Specification" => "MPEG4",
"Bitrate" => 64000

]

1,
"LanguageCodeControl" => "FOLLOW_INPUT",
"AudioSourceName" => "Audio Selector 1"
]
1,

"ContainerSettings" => [
"Container" => "MP4",
"Mp4Settings" => [
"CslgAtom" => "INCLUDE",
"FreeSpaceBox" => "EXCLUDE",
"MoovPlacement" => "PROGRESSIVE_DOWNLOAD"

]
1,
"NameModifier" => "_1"
]
]
]
1,
"AdAvailOffset" => 0,
"Inputs" => [
[

"AudioSelectors" => [
"Audio Selector 1" => [
"Offset" => 0,
"DefaultSelection" => "NOT_DEFAULT",
"ProgramSelection" => 1,
"SelectorType" => "TRACK",
"Tracks" => [
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1,

"VideoSelector" => [
"ColorSpace" => "FOLLOW"
1,
"FilterEnable" => "AUTO",
"PsiControl" => "USE_PSI",
"FilterStrength" => 0,
"DeblockFilter" => "DISABLED",
"DenoiseFilter" => "DISABLED",
"TimecodeSource" => "EMBEDDED",
"FileInput" => "s3://INPUT_BUCKET_AND_FILE_NAME"

15
"TimecodeConfig" => [
"Source" => "EMBEDDED"

1;

ek Y

ERIBESSEJSON 5 , BXAA AWS.MediaConvert service
createJob J53%. FREIEESH ID MM ETBEHIRE,

RS

try {
$result = $mediaConvertClient->createJob([
"Role" => "IAM_ROLE_ARN",
"Settings" => $jobSetting, //JobSettings structure
"Queue" => "JOB_QUEUE_ARN",
"UserMetadata" => [
"Customer" => "Amazon"
1,
1);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

object H&EZ¥ , kAH
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KRES

EAEEA createjob BIREA JobID , E A BEREGITES5HY JSON XAV F AR,

R

$mediaConvertClient = new MediaConvertClient([
'version' => '2017-08-29',
'region' => 'us-east-2',
'profile' => 'default'

1);

try {
$result = $mediaConvertClient->getJob([
'Id' => 'JOB_ID',
1);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

BUHIES

EATEA createjob FHREIR JoblD , EAI ABUEBER SR NES . BELEBUE ST REBNT

%o

RIS

$mediaConvertClient = new MediaConvertClient([
'version' => '2017-08-29"',
'region' => 'us-east-2',
'profile' => 'default'

1);

try {
$result = $mediaConvertClient->cancellob([
'Id' => 'JOB_ID', // REQUIRED The Job ID of the job to be cancelled.
1);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
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echo "\n";
}
5| BRI R IBES

PR IF/EMNSE JSON |, LUIEEREAFERBFENFIXREF , EREMNISBIATIA ARN , IRE
FENESHRES, XFREHEZ 20 MEF, EREFEMN 20 MNRIEFES |, EEAMERREHN
nextToken 2 &,

RS

$mediaConvertClient = new MediaConvertClient([
'version' => '2017-08-29',
'region' => 'us-east-2',
'profile' => 'default'

1);

try {
$result = $mediaConvertClient->1listJobs([

'MaxResults' => 20,
'Order' => 'ASCENDING',
'Queue' => 'QUEUE_ARN',
'Status' => 'SUBMITTED',
// 'NextToken' => '<string>', //OPTIONAL To retrieve the twenty next most
recent jobs
D;
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

FH EHT PHP B Amazon SDK hxZ< 3 B9 Amazon S3 R4l

Amazon Simple Storage Service (Amazon S3) RS E AT BN =F#M Web fk%. Amazon S3
REZTEANNRERE , EEMEHN Web RF#ED , TATM Web LR EAUEFEIREETE

MAERIRIR

M AE RERIEBER AT LA SE AT PHP B9 Amazon SDK 4% % GitHub,

Amazon S3 R4 343


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code

EAT PHP B9 Amazon SDK WA 3 FFRARIERE
EiE

EETRAIRBzE , BEESEN Amazon iE$ , M FTiRthe section called “fF A 1T & 431 1E
Amazon’s RES A EATF PHP B9 Amazon SDK , fH Afithe section called “Z& %",

£

« f£A EA T PHP #5 Amazon SDK R4 3 keI R EH Amazon S3 771# 1

- £/ &AT PHP 8y Amazon SDK hxZ< 3 K& Amazon S3 &1 1/ [FI X R
« £ EAT PHP #9 Amazon SDK k4 3 RELE Amazon S3 F 4

o TEMRZE 3 PEA Amazon S3 Bk £ EA T PHP B Amazon SDK 1%

« AT PHP #9 Amazon SDK kA 3 FYII 5% S3 FX & Mk

« £/ EA T PHP 89 Amazon SDK kg7 3 By Amazon S3 i & POST

« /A Amazon S3 FEENEE SEA T PHP 89 Amazon SDK krZA 3 ByEE7AS Web 41
« ¥&EA Amazon S3 FREMBERS EA T PHP B9 Amazon SDK hixZs 3

- £EEA S3IEAR ARN 5 i&EA T PHP 9 Amazon SDK kg7 3

« fF Amazon S3 ZXiFEA RS @A T PHP By Amazon SDK fxZA 3 Bt & A

5 &R T PHP B9 Amazon SDK hxZs 3 Sk BIZ A Amazon S3 F# 4
LAUTR RGPER A -

« {#H ListBuckets IREI B2 HHKIEMERXEAFMBAENE#EYI R,
« {#/ CreateBucket S| 1FEE,
« £/ PutObject [ BRI Ko

EAT PHP B Amazon SDKGitHub L1247 BB RIS,

FiE

ZEARARBZE |, FEREZH Amazon EiF |, 0 the section called “FEH#H 1T & 9K F Amazon”
iR, RES A EHAT PHP 89 Amazon SDK , M the section called “&Z %" TR,

F Ao

require 'vendor/autoload.php';
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EAT PHP B9 Amazon SDK WA 3 FFRARIEE

use Aws\S3\S3Client;

57 ik

ERAUTRBEZE PHP X, BEGIZATEE Amazon KEMRAH AWS.S3 B iwRSS. R
A listBuckets 773 , ©RUERBEWBANFRNEEERZEEHENAE Amazon S3 f74%
o

RIS

$s3Client = new S3Client([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2006-03-01'
1);

//Listing all S3 Bucket

$buckets = $s3Client->listBuckets();

foreach ($buckets['Buckets'] as $bucket) {
echo $bucket['Name'] . "\n";

}

ke ZE oy e

FEAUTRIBEIE PHP X4, BEXAIZATIEE Amazon K MMAK AWS.S3 BEFmRS. RS
WA createBucket FEFFHEAENS . HE—HNLEFERZEBucket'® , ETE TR TEDIEN
ERBEMNE/RBEE, B , EA LA “CreateBucketConfiguration”FEXRIEE Amazon Xig, 1R
FRIh , 75 AR [E 77 % A B9 “Location”,

RIS

function createBucket($s3Client, $bucketName)
{
try {
$result = $s3Client->createBucket([
'Bucket' => $bucketName,
1);
return 'The bucket\'s location is: ' .
$result['Location'] . '. ' .
'The bucket\'s effective URI is: ' .
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$result['emetadata']['effectiveUri'];
} catch (AwsException $e) {

return 'Error: ' . $e->getAwsErrorMessage();
}
}
function createTheBucket()
{
$s3Client = new S3Client([
'profile' => 'default',
'region' => 'us-east-1',
'version' => '2006-03-01'
1D
echo createBucket($s3Client, 'amzn-s3-demo-bucket');
}

// Uncomment the following line to run this code in an AWS account.
// createTheBucket();

EF#BTRENR
B EERRNAF , BERAATRBIZ - PHP X #.

Ao wiTHITE Y  REUAFHERACZAZ X4 LEAINEERNER , ERE AN XHHT
BB E,

RIS

$USAGE = "\n"
"To run this example, supply the name of an S3 bucket and a file to\n" .
"upload to it.\n" .
"\n" .
"Ex: php PutObject.php <bucketname> <filename>\n";

if (count($argv) <= 2) {
echo $USAGE;
exit();

$bucket = $argv[1i];
$file_Path = $argv[2];
$key = basename($argv[2]);
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try {
//Create a S3Client
$s3Client = new S3Client([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2006-03-01'
1);
$result = $s3Client->putObject([
'Bucket' => $bucket,
'Key' => $key,
'SourceFile' => $file_Path,
1);
} catch (S3Exception $e) {
echo $e->getMessage() . "\n";
}

A EATF PHP By Amazon SDK x4 3 R EIE Amazon S3 126 #8177 R 1 BR

mEEH IR (ACL) RETHRV TR REIET 2 — , TAREENFHEBNN RN TR, TTAER
ACL RE E M Amazon IKF R FEARAR/ENR. BETHRESZEE , BSREM ACL EEH,

AT RBIE RN -

« £/ GetBucketAcl IJREVIZAE AV 17 R 2 &I KBS .
« {#H PutBucketAcl BT ACL iR B Z IR,

EAT PHP 89 Amazon SDKGitHub 12 7 HrraE REIEE,

AN

EIREIRB 2, FEEEH Amazon &EiE |, 10 the section called “f# A # 1T & 4% E Amazon” £
R, RES A FERAT PHP 89 Amazon SDK , fl the section called “& %" FATIR,

FREUAIR B 175 (7] 42 ) 51l 3R SR B&

F Ao
require 'vendor/autoload.php';

use Aws\S3\S3Client;
use Aws\Exception\AwsException;
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EAT PHP B9 Amazon SDK

IR 3 FFRARIEE

e

// Create a S3Client
$s3Client = new S3Client([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2006-03-01'
1);

// Gets the access control policy for a bucket
$bucket = 'amzn-s3-demo-bucket';
try {
$resp = $s3Client->getBucketAcl([
'Bucket' => $bucket
1);

echo "Succeed in retrieving bucket ACL as follows:

var_dump($resp);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

// Sets the permissions on a bucket using access control lists (ACL).

$params = [
'"ACL' => 'public-read',
'AccessControlPolicy' => [

\n";

// Information can be retrieved from “getBucketAcl  response

'Grants' => [
[
'Grantee' => [
'DisplayName' => '<string>"',
'EmailAddress' => '<string>',
'ID' => '<string>',
'Type' => 'CanonicalUser',
'"URI' => '<string>',
1,
'Permission' => 'FULL_CONTROL',
1,
// ...
1,
'Owner' => [
'DisplayName' => '<string>"',
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'ID' => '<string>',
15

1,
'Bucket' => $bucket,

17

try {
$resp = $s3Client->putBucketAcl($params);
echo "Succeed in setting bucket ACL.\n";
} catch (AwsException $e) {
// Display error message
echo $e->getMessage();
echo "\n";

fEA EAT PHP # Amazon SDK k4 3 kit Amazon S3 12

ERAERELZ (CORS) EXTHE—NMNEHMENEFFix Web RARFES — MR R RXENS
No 158) Amazon S3 Y CORS X#F , B uJLAE A Amazon S3 RMEEZME R Finw Web M ATE
F, HEEM A FEIRE R &R Amazon S3 BRI,

BXF CORS Bt EA T Amazon S3 FHBEMNEZER , BSHRBERETRLE (CORS),

LA R BE R 904

« {#F GetBucketCors SREVIZfEHEH CORS BELE,
 {#H PutBucketCors i%i& i T2 ## CORS Bl &,

&R TF PHP #9 Amazon SDKGitHub iRt 7 B RmAEIREE,
EAF

ZEARARB 2 |, FEREZH Amazon &EiF |, 0 the section called “EH# 1T & 4K E Amazon”
R, RES A ERHT PHP # Amazon SDK , #l the section called “Z&%£” '?Fﬁiﬁo

JREY CORS Ei &

ERANTRBGE PHP X, BEEIE— AWS.S3 BEFinRS , KI5 A getBucketCors KHi&E
FIEEMEMFTE CORS BENF&M,

FENH-SHRFMEFEBNEN. MREFEFLNES CORS BE , ZEE ) CORSRules
KB Amazon S3 JR[E,
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https://docs.amazonaws.cn/AmazonS3/latest/dev/cors.html
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-s3-2006-03-01.html#shape-corsrule
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-s3-2006-03-01.html#shape-corsrule

EAT PHP B9 Amazon SDK

IR 3 FFRARIEE

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\S3\S3Client;

e

$client = new S3Client([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2006-03-01'
1);

try {

$result = $client->getBucketCors([
'Bucket' => $bucketName, // REQUIRED

1);
var_dump($result);
} catch (AwsException $e) {

// output error message if fails
error_log($e->getMessage());

RiE CORS ELi&

FRAUTRIEAE PHP X, BXeIE—/ AWS.S3 B RS . RS , WA putBucketCors /5
EHIEEEREBH CORS BLEMFMAE , HIF CORS BLEi%E N CORSRules JSON Y KR,

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\S3\S3Client;
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EAT PHP B9 Amazon SDK WA 3 FFRARIEE

e

$client = new S3Client([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2006-03-01'
1);

try {
$result = $client->putBucketCors([
'Bucket' => $bucketName, // REQUIRED
'CORSConfiguration' => [ // REQUIRED
'CORSRules' => [ // REQUIRED

[
'AllowedHeaders' => ['Authorization'],
'AllowedMethods' => ['POST', 'GET', 'PUT'], // REQUIRED
'AllowedOrigins' => ['*'], // REQUIRED
'ExposeHeaders' => [],
'MaxAgeSeconds' => 3000
1,

1,
]
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

WA 3 F{EH Amazon S3 2 & £ EAF PHP B9 Amazon SDK 1%

BIEY PutObject BREF EENXNRA/PNLERKN 5GB. BEADELERTE (5
il , CreateMultipartUpload. UploadPart., CompleteMultipartUpload. AbortMultipartUplc
FENRHOKNBERLAE 5MB 2| 5TB ZHE,

BUR R BIE R Q04

« AR LEEZ Amazon S3 ObjectUploader,
. fEAMultipartUploader’y Amazon S3 X REIE 5 B E1%,
« FEAFHRM— Amazon S3 L EE #Z| 5 — M ObjectCopier,
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https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-Aws.S3.ObjectUploader.html
https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-Aws.S3.MultipartUploader.html
https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-Aws.S3.ObjectCopier.html

EAT PHP B9 Amazon SDK WA 3 FFRARIERE

K Fr A RIS ER AT LATE It SE A F PHP B9 Amazon SDK &b # % GitHub,

i

EETRGRB e |, FEREZN Amazon i , B FTiRthe section called “fE A # 1T 5 311
Amazon’s RES A EAT PHP # Amazon SDK , flfpfidithe section called “& %7,

NREEZRF

MBEREER PutObject & MultipartUploader HESZMES , BHEA
ObjectUploader, ObjectUploader A PutObject &2 MultipartUploader fF AE X4
L 4%2%] Amazon S3 , BURTFARET K

require 'vendor/autoload.php';

use Aws\Exception\MultipartUploadException;
use Aws\S3\MultipartUploader;

use Aws\S3\ObjectUploader;

use Aws\S3\S3Client;

RIS

// Create an S3Client.
$s3Client = new S3Client([
'profile' => 'default'’,
'region' => 'us-east-2',
'version' => '2006-03-01'
1);

$bucket = 'your-bucket';
$key = 'my-file.zip';

// Use a stream instead of a file path.
$source = fopen('/path/to/large/file.zip', 'rb');

$uploader = new ObjectUploader(
$s3Client,
$bucket,
$key,
$source

);
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do {
try {
$result = $uploader->upload();
if ($result["emetadata"]["statusCode"] == '200') {
print('<p>File successfully uploaded to ' . $result["ObjectURL"] . '.</
p>");
}
print($result);

// If the SDK chooses a multipart upload, try again if there is an exception.
// Unlike PutObject calls, multipart upload calls are not automatically
retried.
} catch (MultipartUploadException $e) {
rewind($source);
$uploader = new MultipartUploader($s3Client, $source, [
'state' => $e->getState(),
1);
}
} while (!isset($result));

fclose($source);

BE
ObjectUploader NRMWEKBIEZUTSH .
$client

BATFITHEBMW Aws\ClientInterface R, BRI=Z Aws\S3\S3Client KIEH,
$bucket

(string , % ) NRELZFNFHEBEN
$key

(string , #FE ) EENREANE,
$body

(mixed , %F ) ELEPFTREIE, TR StreamInterface, PHP MARRE &L HEKE
FRE,

$acl

(string) &N RIREM L EEHFIK (ACL), BMINBERTHRELEN,
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$options

TR EANEBEEANREREA, UTEREEMEN :
add_content_md5

(bool) REN true ATEZIITE L&A K MD5 REF,
mup_threshold

(int, BRIA : int(16777216) ) XHEXRPHFTE. WRXGR/NEI RS , NERA D R
tiz,

before_complete

(callable) 7£ CompleteMultipartUpload EEZRARAMNERE, LEEANER
L function (Aws\Command $command) {...} BEEZRE., EXxTLUFM
ElCommandInterfaceXt KNS , EZH CompleteMultipartUpload APl &%,

before_initiate

(callable) #£ CreateMultipartUpload #®EZRIAANEE, kEFANEGE

2L function (Aws\Command $command) {...} WERHZE., MREXHKNES
mup_threshold {H , SDK 2FALE R, XA MECommandInterfaceX RS
¥ , 53 CreateMultipartUpload APl %,

before_upload

(callable) F£{E1d PutObject = UploadPart ®EZ B AANEE, WEANEGZEL
function (Aws\Command $command) {...} WEHKZLE., IRXHGEKRNMFHRET
mup_threshold {6 , SDK @A LEIRE, BXETUNAFPutObjectiEBRNSH , &
2 PutObject APl 2%, BxiEMA TUploadPartiERMWSH , iS5 UploadPart APl &
Z, SDK 2ZBEMTEA T CommandInterface WRAARRRENSH,

concurrency

(int, BA : int(3) ) T BRLELEHRI AT H X UploadPart REBE LR,

part_size

(int, BRIA : int(5242880) ) #ITH R LEARERANDT B RN (AZTREN ) . L{ESR
ESMB( )$H5GB( )ZI‘ETJO
state

(Aws\Multipart\UploadState) RRZTERLERBSHUNR , ATEMHFBR LR L&, MRR
ST R | S22 $bucket F $key SEUAK part_size &I,
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EAT PHP B9 Amazon SDK WA 3 FFRARIEE

params

—NREHA , BTN ForRHEELER. 5.

new ObjectUploader($bucket, $key, $body, $acl, ['params' => ['CacheControl’
=> <some_value>])

MultipartUploader

TREEATHERANKN LEARE, XM EIFEINRS RS BIMMAE D |, B A R EIRF
L&, WAFHT L&

BEAF R Amazon S3 B3I AT 100 MB WX REA 2 & L&,
MultipartUploader Xf &
FRIESHEE—MSEHKRM MultipartUploader XK , AIfa{b o B £ TR,

FA
require 'vendor/autoload.php';

use Aws\Exception\MultipartUploadException;
use Aws\S3\MultipartUploader;
use Aws\S3\S3Client;

RIS

$s3Client = new S3Client([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2006-03-01'
1);

// Use multipart upload

$source = '/path/to/large/file.zip"';

$uploader = new MultipartUploader($s3Client, $source, [
'bucket' => 'your-bucket',
'key' => 'my-file.zip',

1);
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try {

$result = $uploader->upload();

echo "Upload complete: {$result['ObjectURL']I}\n";
} catch (MultipartUploadException $e) {

echo $e->getMessage() . "\n";

XN EETEARFERENRNEECIEZ D RBENERS , AR LERE IR, NRELEDR L&
KW, LERIEFS% TREAND R , EFMAERBESHERN, AR, LATEEHFZH LERK
MoK, REIRBEEXRTELENTBRNEENRE,

BEX 7R L&

BA L% E CreateMultipartUpload, UploadPart # CompleteMultipartUpload #{EH B
ESGE |, 7B bR TERBER LB S EERBNERERTXERE,

S A
require 'vendor/autoload.php';

use Aws\S3\MultipartUploader;
use Aws\S3\S3Client;

IR

// Create an S3Client
$s3Client = new S3Client([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2006-03-01'
1);

// Customizing a multipart upload
$source = '/path/to/large/file.zip"';
$uploader = new MultipartUploader($s3Client, $source, [
'bucket' => 'your-bucket',
'key' => 'my-file.zip',
'before_initiate' => function (Command $command) {
// $command is a CreateMultipartUpload operation
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$command['CacheControl'] = 'max-age=3600';

iy

'before_upload' => function (Command $command) {
// $command is an UploadPart operation
$command[ 'RequestPayer'] = 'requester';

iy

'before_complete' => function (Command $command) {
// $command is a CompleteMultipartUpload operation
$command[ 'RequestPayer'] = 'requester';

3},
1)

pal =t e |2)): SRS BRI

MREFFARE LENANFRS , XAURRHTESTENAFRENFRTEIERN. BiERH
PHP 573F BRI EN RIS RS EN . ERE2BFHERAREE ZAAFERIZRF < alE
&R, AT RBIESNM DR LEZaEARAREAKESE R, HER , AHARE KSR SEEERE ,
R AR EUR T E/Y 6 A RAIMEFIR,

$uploader = new MultipartUploader($client, $source, [
'bucket' => 'your-bucket',
'key' => 'your-key',
'before_upload' => function(\Aws\Command $command) {
gc_collect_cycles();
}
1);

MERFIRE

MREDER EEIEPFEELHEIR , M54 MultipartUploadException., AI@ES R E R
UploadState & , HHFEBET B LENHEEFE, W#EA UploadState EFHFBARTHAN L
i

JFA

require 'vendor/autoload.php';

use Aws\Exception\MultipartUploadException;
use Aws\S3\MultipartUploader;
use Aws\S3\S3Client;
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R

// Create an S3Client
$s3Client = new S3Client([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2006-03-01'
1);

$source = '/path/to/large/file.zip"';

$uploader = new MultipartUploader($s3Client, $source, [
'bucket' => 'your-bucket',
'key' => 'my-file.zip',

1);

//Recover from errors
do {
try {
$result = $uploader->upload();
} catch (MultipartUploadException $e) {
$uploader = new MultipartUploader($s3Client, $source, [
'state' => $e->getState(),
D;
}
} while (!isset($result));

//Abort a multipart upload if failed
try {
$result = $uploader->upload();
} catch (MultipartUploadException $e) {
// State contains the "Bucket", "Key", and "UploadId"
$params = $e->getState()->getId();
$result = $s3Client->abortMultipartUpload($params);

#HEY UploadState %4 b4 | FRiA EEMR EEND B, RENKRLBERIN DR | BIEX
EoBRRTEEN, LATEQENFEIRHUNWENS , READMFELENBEES BN FTERE,

UploadState WREZFFLH , A EB LA UES —#HEFERF R LE, IEFRELERE , &
wa LAEE A $uploader->getState() 318 UploadState XK,
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/A Important

ERR4E1EE| MultipartUploader WRE LEZZ IR BAIE, WREES EANRAISE
LN RERAR , MARNXHERE , BEE catch 3RHPM $source TE,

FA
require 'vendor/autoload.php';

use Aws\Exception\MultipartUploadException;
use Aws\S3\MultipartUploader;
use Aws\S3\S3Client;

RIS

// Create an S3Client
$s3Client = new S3Client([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2006-03-01'
1);

//Using stream instead of file path
$source = fopen('/path/to/large/file.zip', 'rb');
$uploader = new MultipartUploader($s3Client, $source, [
'bucket' => 'your-bucket',
'key' => 'my-file.zip',
1);

do {
try {
$result = $uploader->upload();
} catch (MultipartUploadException $e) {
rewind($source);
$uploader = new MultipartUploader($s3Client, $source, [
'state' => $e->getState(),
1);
}
} while (!isset($result));
fclose($source);
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PR R

JEidK 3R UploadState WRFATER UploadId HFHZLiEL abortMultipartUpload A LR
kR E1E,

try {
$result = $uploader->upload();
} catch (MultipartUploadException $e) {
// State contains the "Bucket", "Key", and "UploadId"
$params = $e->getState()->getId();
$result = $s3Client->abortMultipartUpload($params);

RETRERE

£ upload() £¥@A MultipartUploader R —MHELER, MRERSHERITE , AIREBIE
&89 Promise,

require 'vendor/autoload.php';

use Aws\S3\MultipartUploader;
use Aws\S3\S3Client;

RIS

// Create an S3Client
$s3Client = new S3Client([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2006-03-01'
1);

$source = '/path/to/large/file.zip"';

$uploader = new MultipartUploader($s3Client, $source, [
'bucket' => 'your-bucket',
'key' => 'my-file.zip',

1);

$promise = $uploader->promise();

Amazon S3 R4 360



EHTF PHP #9 Amazon SDK AR 3FAARERE

=S
MultipartUploader MNRUWEHKIEZUTSH
$client

ATFRITHEBN Aws\ClientInterface R, BRIE Aws\S3\S3Client KYEH,

$source

FERBRHIE, XATAREES URL (B0, /path/to/file.jpg ) . HIRLE ( Hi
m , fopen('/path/to/file.jpg', 'r) ) = PSR-7 HEISEHI,

$config
AT o5& EEANEEETRXERBA,
DTREXEMEM

acl

(string) EANKRER 7 EEH TR (ACL). BRINBER TN REFLEN,
before_complete

(callable) £ CompleteMultipartUpload #EZ B AANEE, EENESEZEL
function (Aws\Command $command) {...} WERHZZE,

before_initiate

(callable) ¥ CreateMultipartUpload 2B AANERE, HWEFENERZEL
function (Aws\Command $command) {...} HWEHKZE,

before_upload

(callable) =117 UploadPart BEZHAAMNERE, ERANERZEKL function (Aws
\Command $command) {...} WEHZRE.

bucket

(string , #F ) WRE LA ZWFEBEE .

concurrency

(int, BRIA @ int(5) ) EXBRLEAHE AT H KX UploadPart BREKE LR,
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key
(string , 4% ) LEXNREHNE,

part_size

(int, BRIA 0 int(5242880) ) #HITHREEARMERNTERN (LFTHEM ) . ELTHE
5MB(&)M5GB (&) ZHL

state

(Aws\Multipart\UploadState) R "D R LERSHNR , ATEHFFA B LR L, MER
7% |, 28 bucket, key # part_size &M,

add_content_md5

(boolean) REN true ATEZIITE L& K MD5 R,

params

—MRERBE , ATHENFHTRHURERT. HlM .

new MultipartUploader($client, $source, ['params' => ['CacheControl’
=> <some_value>]])

7 BBl A

EHATF PHP 89 Amazon SDK E@#E—/MultipartCopyR R , ZXNKRWEAHF R 53,
flMultipartUploader , {Bi&it A T4 Amazon S3 HEHIA/NE 5 GB & 5 TB ZHHIXT R,

require 'vendor/autoload.php';

use Aws\Exception\MultipartUploadException;
use Aws\S3\MultipartCopy;
use Aws\S3\S3Client;

IR

// Create an S3Client

$s3Client = new S3Client([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2006-03-01'

Amazon S3 R4 362



EAT PHP B9 Amazon SDK WA 3 FFRARIEE

1)

//Copy objects within S3

$copier = new MultipartCopy($s3Client, '/bucket/key?versionId=foo', [
'bucket' => 'your-bucket',
'key' => 'my-file.zip',

1);

try {

$result = $copier->copy();

echo "Copy complete: {$result['ObjectURL']I}I\n";
} catch (MultipartUploadException $e) {

echo $e->getMessage() . "\n";

EA T PHP B9 Amazon SDK RxZs 3 f9IL Db S3 FiZ & M3t

BALBERSERZERERENENFRESH , MAREARN HTTP FRARBIFFEREN FR,
XEAFE=FREREEFREMNFIE Amazon S3 HilE , MEAEREBEBERNIEETH. HEZR
BE-—NMAERWERFARERBASZ —MAFATUMERN URL, L5, | &iE AT OB 45 E 33 JA A i) 5K
REITALE R ER,

A HTTP GET #R4IEMZE URL

LUTRBREER T AERERT PHP 89 SDK 3 HTTP GET &R 8I2MZ & URL.

<?php
require 'vendor/autoload.php';
use Aws\S3\S3Client;

$s3Client = new S3Client([
'region' => 'us-west-2',

1

// Supply a CommandInterface object and an expires parameter to the
‘createPresignedRequest”™ method.
$request = $s3Client->createPresignedRequest(
$s3Client->getCommand('GetObject', [
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'demo-key',
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1),

'+1 hour'

);

// From the resulting RequestInterface object, you can get the URL.
$presignedUrl = (string) $request->getUri();

echo $presignedurl;

createPresignedRequest 57EH) API ZERBE TEZHFHAE R,

HA A AT AEE TR — NP RER $presignedUrl ERRENR, &R HTTP GET #3KaY
(PIINERRERR ) , E SIBSFEXR , ZEARBGIRTHER URLBIAF,

A HTTP PUT i&EReIBfX & URL

LLTFREREERT AERZERT PHP 8 SDK 3 HTTP PUT &R BIEFMZ & URL,

<?php
require 'vendor/autoload.php';
use Aws\S3\S3Client;

$s3Client = new S3Client([
'region' => 'us-west-2',

1)

$request = $s3Client->createPresignedRequest(
$s3Client->getCommand('PutObject', [
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'demo-key',
D,

'+1 hour'

);

// From the resulting RequestInterface object, you can get the URL.
$presignedUrl = (string) $request->getUri();

Hb ADETLAE HTTP PUT i5SRAPEAME R URL R EE XX -

use GuzzleHttp\Psr7\Request;
use GuzzleHttp\Psr7\Response;
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ERAT PHP #9 Amazon SDK M7 3 FF & AR IERE
// ...
function uploadWithPresignedUrl($presignedUrl, $filePath, $s3Client): ?Response

{
// Get the HTTP handler from the S3 client.
$handler = $s3Client->getHandlerList()->resolve();
// Create a stream from the file.
$fileStream = new Stream(fopen($filePath, 'r'));
// Create the request.
$request = new Request(
'PUT',
$presignedurl,
[
'Content-Type' => mime_content_type($filePath),
'Content-Length' => filesize($filePath)
1,
$fileStream
);
// Send the request using the handler.
try {
$promise = $handler($request, []);
$response = $promise->wait();
return $response;
} catch (Exception $e) {
echo "Error uploading file: " . $e->getMessage() . "\n";
return null;
}
}

A ZEHT PHP #9 Amazon SDK iRZA 3 B9 Amazon S3 #iZ#& POST

EfM&EH URL IREML , LR POST EELFGAFRHE Amazon FIEEAIEAER FEA TR

BR. AILATE AwsS3PostObjectV4 KBRS B T I ZTALE R POST &R&,

AT RBIE RN -

. f£f PostObjectV4 JREX S3 Object POST &K EIE,

EAT PHP B Amazon SDKGitHub 124 T By RIS,
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FUE

@ Note
PostObjectV4 FEEFEF KRB Amazon IAM Identity Center BRI,

EIREIMRB 2, FEEEH Amazon &EiE |, 10 the section called “fF A ## 1T & 4% E Amazon” £
iR, RES A FEHT PHP 8 Amazon SDK , #0l the section called “Z&%E” FATIR,

#1722 PostObjectV4
E 6|2 PostObjectVsa BISRHl | AMBHUTAR -

« Aws\S3\S3Client HYSE4H

- 1

REHPAFBRIVERBA

—RYIFEMZ M (1§25 Amazon Simple Storage Service Fi PSR R AR RS )
KA AR B FRFER ((WIE , BIAR 1 DET) o

F Ao

require '../vendor/autoload.php';
use Aws\S3\PostObjectV4;
use Aws\S3\S3Client;

IR

require '../vendor/autoload.php';
use Aws\S3\PostObjectV4;
use Aws\S3\S3Client;

$client = new S3Client([
'profile' => 'default’,
'region' => 'us-east-1',

1)
$bucket = 'amzn-s3-demo-bucketlQ';
$starts_with = 'user/eric/';
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$client->1istBuckets();

// Set defaults for form input fields.
$formInputs = ['acl' => 'public-read'];

// Construct an array of conditions for policy.
$options = [

['acl' => 'public-read'],

['bucket' => $bucket],

['starts-with', '$key', $starts_with],
1;

// Set an expiration time (optional).
$expires = '+2 hours';

$postObject = new PostObjectVa(
$client,
$bucket,
$formInputs,
$options,
$expires

);

// Get attributes for the HTML form, for example, action, method, enctype.
$formAttributes = $postObject->getFormAttributes();

// Get attributes for the HTML form values.
$formInputs = $postObject->getFormInputs();
?>
<!DOCTYPE html>
<html lang="en">
<head>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8"/>
<title>PHP</title>
</head>
<body>
<form action="<?php echo $formAttributes['action'] ?>" method="<?php echo
$formAttributes['method'] ?>"
enctype="<?php echo $formAttributes['enctype'] ?>">
<label id="key">
<input hidden type="text" name="key" value="<?php echo $starts_with ?><?php
echo $formInputs['key'] ?>"/>
</label>
<h3>$formInputs:</h3>

Amazon S3 R4 367



EAT PHP B9 Amazon SDK WA 3 FFRARIEE

acl: <label id="acl">
<input readonly type="text" name="acl" value="<?php echo $formInputs['acl'] ?
>"/>
</label><bzr/>
X-Amz-Credential: <label id="credential">
<input readonly type="text" name="X-Amz-Credential" value="<?php echo
$formInputs['X-Amz-Credential'] ?>"/>
</label><bzr/>
X-Amz-Algorithm: <label id="algorithm">
<input readonly type="text" name="X-Amz-Algorithm" value="<?php echo
$formInputs['X-Amz-Algorithm'] ?>"/>
</label><bzr/>
X-Amz-Date: <label id="date">
<input readonly type="text" name="X-Amz-Date" value="<?php echo $formInputs['X-
Amz-Date'] ?>"/>
</label><br/><br/><br/>
Policy: <label id="policy">
<input readonly type="text" name="Policy" value="<?php echo
$formInputs['Policy'] ?>"/>
</label><br/>
X-Amz-Signature: <label id="signature">
<input readonly type="text" name="X-Amz-Signature" value="<?php echo
$formInputs['X-Amz-Signature'] ?>"/>
</label><br/><br/>
<h3>Choose file:</h3>
<input type="file" name="file"/> <br/><br/>
<h3>Upload file:</h3>
<input type="submit" name="submit" value="Upload to Amazon S3"/>
</form>
</body>
</html>

/8 Amazon S3 FEBENEE FERT PHP 89 Amazon SDK ixZs 3 ByEEA Web =
Ml

BOJLATE Amazon S3 L REEBRSMLL, ETMEZEER |, i8S RE Amazon S3 EREEFHS ML,

AR R BE R 904

« £/ GetBucketWebsite kBT 4 &Y M 1 fie
« {# PutBucketWebsite i% & 174& 45 89 M 15 F
« {#H DeleteBucketWebsite MTZf# @ = il BRI UL B & .

o

=
=

o
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EAT PHP B9 Amazon SDK

IR 3 FFRARIEE

GitHub F1## 7T FH T PHP 8 Amazon SDK W7 3 BB = HI1KHE.

FUE

EAITRARBZE , FERELZHN Amazon EiF, H2H SEH T PHP #) Amazon SDK kR4 3

IREL, REMBERFEBAIMNLEE.

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\S3\S3Client;

e

$s3Client = new S3Client([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2006-03-01'
1);

// Retrieving the Bucket Website Configuration
$bucket = 'amzn-s3-demo-bucket';
try {
$resp = $s3Client->getBucketWebsite([
'Bucket' => $bucket
1);

echo "Succeed in retrieving website configuration for bucket: " . $bucket . "\n";

} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

// Setting a Bucket Website Configuration
$params = [
'Bucket' => $bucket,
'WebsiteConfiguration' => [
'ErrorDocument' => [

Y i‘EE'HEo
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'Key' => 'foo',

1,

'IndexDocument' => [
'Suffix' => 'bar’,

]I
17

try {

$resp = $s3Client->putBucketWebsite($params);

echo "Succeed in setting bucket website configuration.\n";
} catch (AwsException $e) {

// Display error message

echo $e->getMessage();

echo "\n";

}

// Deleting a Bucket Website Configuration
try {

$resp = $s3Client->deleteBucketWebsite([

'Bucket' => $bucket

1);

echo "Succeed in deleting policy for bucket: " . $bucket . "\n";
} catch (AwsException $e) {

// output error message if fails

echo $e->getMessage();

echo "\n";

&4 A Amazon S3 E# @RS SEA T PHP B Amazon SDK hRA 3

B LAERE R REFX Amazon S3 BRI RE, BXEZEE | BSRACEHAFE#BERBNA
PR

AT RBIE RGN -

« fM GetBucketPolicy iR B i F g EFE IR,
« £ PutBucketPolicy B 17 i@ KK,
« £ DeleteBucketPolicy M7 7 Ml BR K #K o

& T PHP 89 Amazon SDKGitHub E 324 T BT E R EIHKE3.
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FUE

EIREIRB A, FEE S Amazon EiE |, 10 the section called “{& ¥ 1T 5 4% F Amazon” H
R, RES A FEHT PHP 89 Amazon SDK , fll the section called “&%” B ATA,

FREL, I BRAN B4 17 0 48 SRR

F Ao

require "vendor/autoload.php";

use Aws\Exception\AwsException;
use Aws\S3\S3Client;

RIS

$s3Client = new S3Client([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2006-03-01'
1);

$bucket = 'amzn-s3-demo-bucket';

// Get the policy of a specific bucket
try {
$resp = $s3Client->getBucketPolicy([
'Bucket' => $bucket
1);
echo "Succeed in receiving bucket policy:\n";
echo $resp->get('Policy');
echo "\n";
} catch (AwsException $e) {
// Display error message
echo $e->getMessage();
echo "\n";

// Deletes the policy from the bucket

try {
$resp = $s3Client->deleteBucketPolicy([
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'Bucket' => $bucket

1);

echo "Succeed in deleting policy of bucket: " . $bucket . "\n";
} catch (AwsException $e) {

// Display error message

echo $e->getMessage();

echo "\n";

}

// Replaces a policy on the bucket
try {
$resp = $s3Client->putBucketPolicy([
'Bucket' => $bucket,
'Policy' => 'foo policy',
1);
echo "Succeed in put a policy on bucket: " . $bucket . "\n";
} catch (AwsException $e) {
// Display error message
echo $e->getMessage();
echo "\n";

A S3#EAR ARN 5 SEA T PHP #9 Amazon SDK iR 3

S3BIATEAL , XE5 S3 BHBXEN—RHFAR. EAALTUNAR-—NERAEE  mF
EEENA EIJT?ﬁ%ﬁO Bt 5T PHP 85 Amazon SDK , A BUEZ AR 6 ch (A A &5 ARN it
17 AP IRME | TR RIS S M, 35 S3 ALK ARN TAREBNESHAES | T
A4RE, SUTORBIER 0

+ 4% GetObject SHA S ARN —2EM , AR EIN K.
+ 3% PutoBject 518 A S ARN —REM , I3 SORMEIEMEES,

- ¥ S3EFIREERNFER ARN KB ARE ik XiE.
&M TF PHP B Amazon SDKGitHub 1R T PR E RBIHKEE.
AN

ZEARARBZE |, FEREZEHN Amazon &EiE |, 0 the section called “FEH# 1T & A K UE Amazon”
ik, RES A EAT PHP #9 Amazon SDK , #ll the section called “%&%” H iR
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F Ao

require 'vendor/autoload.php';

use Aws\S3\S3Client;

IREUT &R

BEGIZATFIEE Amazon KB FRAH AWS.S3 BF RS . RS getObject ERBHNZRIAHE
Bucket FERHFEA S3EAR ARN FRZEE , MNFZEARXBKNFEBEFRIGIR,

IR

$s3 = new S3Client([
'version' => 'latest'’,
'region' => 'us-west-2"',
D;
$result = $s3->getObject([
'Bucket' => 'arn:aws:s3:us-west-2:123456789012:accesspoint:endpoint-name’,
'Key' => 'MyKey'
D;

EERERPHRENR

BEGEATREE Amazon KFMRAH AWS.S3 BFmES. REEAMENEHR. EXSIRXHF
FIE putObject FERHEA S3 # AR ARN A Bucket it , XN RAASZEA LKA

EERP.
RS
$s3 = new S3Client([
'version' => 'latest',
'region' => 'us-west-2',

1D

$result = $s3->putObject([
'Bucket' => 'arn:aws:s3:us-west-2:123456789012:accesspoint:endpoint-name’,
'Key' => 'MyKey',
'Body' => 'MyBody'

1D;
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& SIEFIREENER ARN KEMFBEF im X1

£ SIEFIRIRERFER S3 AR ARN B, BRIABERT , ERHNER ARN XiEE5E 7 iR X T
B, MBEREENSIAXFE, BTN use_arn_region BEXRINREN true , AT HERNEE
¥ ARN XEEMAREFmXE., BIAVBERT , ZETIRERN false,

RIS

$s3 = new S3Client([

'version' => 'latest',
'region' => 'us-west-2',
'use_arn_region' => true

1);

B PR R AT L SR P A B TR 5 3 B M B S IE T

1. B URIEIN use_arn_region , 30 EAIFT R,
2. /N ELE AWS_S3_USE_ARN_REGION

export AWS_S3_USE_ARN_REGION=true

1. Amazon X EBEXH ( RINER T TF ~/.aws/config F ) FHEELE

S3_use_arn_region,

||H||

[default]
s3_use_arn_region = true

£ Amazon S3 ZXFHIEA RS EH T PHP B9 Amazon SDK k7~ 3 Bt & fE

Amazon Simple Storage Service ( S3 ) ZXEHZEAQRMHT —1MN2RwK , AT Amazon Web
Services X1 2 B ¥ H Amazon S3 iHRF &,

Ba A ERERAT PHP #9 SDK., 2 —4 Amazon SDK, S3 124l & 5 Amazon CLI K812 % XigiE A
&
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EAT PHP B9 Amazon SDK WA 3 FFRARIERE

/A Important

ENZXEEASSERAT PHP B SDK Bt &# R , B8 PHP SREMLMEZ R Amazon BEHIz
178 (Amazon CRT) ¥ E.

HOlE S XigEA RN , Amazon S3 24K — M EBLUTRXH Amazon BIFEF (ARN)
arn:aws:s3::account-id:accesspoint/MultiRegionAccessPoint_alias

BT LAE A £ AT ARN SRKE getObject() M putObject() FENEHEEBE .

<?php
require './vendor/autoload.php’;

use Aws\S3\S3Client;

// Assign the Multi-Region Access Point to a variable and use it place of a bucket
name.

$mrap = 'arn:aws:s3::123456789012:accesspoint/mfzwi23gnjvgw.mrap’;

$key = 'my-key';

$s3Client = new S3Client([
'region' => 'us-east-1'

1);

$s3Client->putObject([
'Bucket' => $mrap,
'Key' => $key,
'Body' => 'Hello World!'
1D

$result = $s3Client->getObject([
'Bucket' => $mrap,
'Key' => $key

1);

echo $result['Body'] . "\n";

// Clean up.

$result = $s3Client->deleteObject([
'Bucket' => $mrap,
'Key' => $key
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1)

$s3Client->waitUntil('ObjectNotExists', ['Bucket' => $mrap, 'Key' => $keyl);

echo "Object deleted\n";

£ Secrets Manager API 1 & F PHP #9 Amazon SDK k7 3 R EBEH
£

Amazon Secrets Manager F#MEELZH , B, AP ZHAMBEESE & Bh Secrets
Manager BR% , FF & AR AT LAY Eiﬁ%ﬁﬁ%ﬂlﬂﬂﬁﬁiﬁﬁ%ﬁ EUF BRI XY Secrets Manager HERA A
38

Secrets Manager R4 X #XF Amazon Relational Database Service (Amazon RDS) ##EE#R B3h it X
ERHR  WNMiEENAEFRE M, Secrets Manager & A LA Amazon Lambda K485 H 1t
BEENME=ZSRFZVEH , AXIBET RSN IFEHAER.

BUR R BIE R 404

- f# CreateSecret SIEZF4A,

. A GetSecretValue £ EF4.

- ffF ListSecrets 3ltH Secrets Manager 124 T A %40,
- f#£/ DescribeSecret SREVE X IEEZ AN FHEE.

. M PutSecretValue EH s EHo

- £ RotateSecret X B,

- f# 8 DeleteSecret #xic 2848 LA 1T BR

&R TF PHP #9 Amazon SDKGitHub iR 7 B RAEIRE,
FEUE

ZETRPIRB 28 , B EER Amazon EiE |, 0 the section called “fE A # 1T B4 3 1F Amazon” &
iR, RES A EAT PHP 89 Amazon SDK , #ll the section called “&%” TR,

£ Secrets Manager # 8| 2 %47
E £ Secrets Manager F6I22%48 , i5E A CreateSecret 1k,
FHRGIF , AR B MNEBFNEM N JSON ZR/H,
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F Ao

require 'vendor/autoload.php';
use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;

IR

$client = new SecretsManagerClient([
'profile' => 'default'’,
'version' => '2017-10-17"',
'region' => 'us-west-2'
ik
$secretName = 'MySecretName';
$secret = json_encode([
"username" => getenv('"SMDEMO_USERNAME"),
"password" => getenv("SMDEMO_PASSWORD"),
1);
$description = '<<Description>>';
try {
$result = $client->createSecret([
'Description' => $description,
"Name' => $secretName,
'SecretString' => $secret,
ik
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

M Secrets Manager F1# 3% %348

ERRFMTE Secrets Manager FHIZ4AME , BEEA GetSecretValue B4,

EMWROIF | secret RB—1NEEGEHENZRE, WE username WA <<USERNAME>> | #H

password FI{EH <<PASSWORD>> , M| secret MHHH A :

{"username":"<<USERNAME>>", "password" :"<<PASSWORD>>"}
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F json_decode($secret, true) RiFHEEKAE,

F Ao

require 'vendor/autoload.php';

use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;

R

$client = new SecretsManagerClient([
'profile' => 'default'’,
'version' => '2017-10-17"',
'region' => 'us-east-1',

1)

$secretName 'MySecretName';
try {
$result = $client->getSecretValue([
'SecretId' => $secretName,

1);
} catch (AwsException $e) {
$error = $e->getAwsErrorCode();

if ($error == 'DecryptionFailureException') {

// Secrets Manager can't decrypt the protected secret text using the provided
AWS KMS key.

// Handle the exception here, and/or rethrow as needed.
throw $e;

}

if ($error == 'InternalServiceErrorException') {
// An error occurred on the server side.
// Handle the exception here, and/or rethrow as needed.
throw $e;

}

if ($error == 'InvalidParameterException') {
// You provided an invalid value for a parameter.
// Handle the exception here, and/or rethrow as needed.
throw $e;

}

if ($error == 'InvalidRequestException') {
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// You provided a parameter value that is not valid for the current state of
the resource.
// Handle the exception here, and/or rethrow as needed.

throw $e;
}
if ($error == 'ResourceNotFoundException') {
// We can't find the resource that you asked for.
// Handle the exception here, and/or rethrow as needed.
throw $e;
}

}
// Decrypts secret using the associated KMS CMK.
// Depending on whether the secret is a string or binary, one of these fields will be
populated.
if (isset($result['SecretString'])) {
$secret = $result['SecretString'];
} else {
$secret = base64_decode($result['SecretBinary']);

}

print $secret;

$secretArray = json_decode($secret, true);
$username = $secretArray['username'];
$password = $secretArray['password'];

// Your code goes here;

54 Secrets Manager F 17 19 247
£ ListSecrets #/E3REVH Secrets Manager Z &K T A B 5K,

F Ao

require 'vendor/autoload.php';

use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;

IR

$client = new SecretsManagerClient([
'profile' => 'default’,
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'version' => '2017-10-17"',
'region' => 'us-west-2'

1)

try {
$result = $client->listSecrets([
1);
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

RRBXZHNFAEE

FRNBHIERRBHEAN, EXRBRNERZN. A5 EAFREN Amazon BIRE R (ARN) B

TUEIE, EIREVEM#TE Secrets Manager REVH

F Ao

require 'vendor/autoload.php';

use Aws\SecretsManager\SecretsManagerClient;

use Aws\Exception\AwsException;

RS

$client = new SecretsManagerClient([
'profile' => 'default'’,
'version' => '2017-10-17",
'region' => 'us-west-2'

1)

$secretName = 'MySecretName';

try {
$result = $client->describeSecret([
'SecretId' => $secretName,
1);

var_dump($result);

b5 = ria

BEEBANFMAES ,

& A DescribeSecret 1&4E,
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} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

EHEHE

EFFHMZN ZBEFEMTE Secrets Manager & |, B A PutSecretValue R4,

X R EZAM — DR, MRFRANEMRARSEFERE , ME VersionStages FRMNHZEMN
AWSCURRENT % , UBARER R ZEMFAFE,

F Ao

require 'vendor/autoload.php';
use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;

IR

$client = new SecretsManagerClient([
'profile' => 'default’,
'version' => '2017-10-17"',
'region' => 'us-west-2'
1);
$secretName = 'MySecretName';
$secret = json_encode([
"username" => getenv('"SMDEMO_USERNAME"),
"password" => getenv("SMDEMO_PASSWORD"),
1);
try {
$result = $client->putSecretValue([
'SecretId' => $secretName,
'SecretString' => $secret,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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FHE 5 # B Secrets Manager R HIIE 4R

ERIRTFMTE Secrets Manager VI B ZRARE , B5FEA Lambda IR EEAM RotateSecret 1,

EFR2E] , BRIE— Lambda BRI EHNZLH ., Amazon KB RHIE ZBRIE8 A Tk
Amazon RDS BIEFEZUEM Z A Lambda X3 RHl,

(® Note

BXREHRFANEZELR |, 531 Amazon Secrets Manager A FiER % Amazon
Secrets Manager Z4H.

REZH Lambda BEUE |, BE— TR B AR

F Ao

require 'vendor/autoload.php';

use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;

R

$client = new SecretsManagerClient([
'profile' => 'default’,
'version' => '2017-10-17"',
'region' => 'us-west-2'

1)

$secretName = 'MySecretName';

$1lambda_ARN = 'arn:aws:lambda:us-

west-2:123456789012: function:MyTestDatabaseRotationLambda"';
$rules = ['AutomaticallyAfterDays' => 30];

try {
$result = $client->rotateSecret([
'RotationLambdaARN' => $lambda_ARN,
'RotationRules' => $rules,
'SecretId' => $secretName,
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1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

ElEfCHnt | Al LAfE A RotateSecret EKEFR IR

F Ao

require 'vendor/autoload.php';

use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;

RIS

$client = new SecretsManagerClient([
'profile' => 'default'’,
'version' => '2017-10-17"',
'region' => 'us-west-2'

1)

$secretName = 'MySecretName';

try {

$result = $client->rotateSecret([
'SecretId' => $secretName,

1);
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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M Secrets Manager = il Br %3 4A

E M Secrets Manager 1l Br#s EZF4A , 1A DeleteSecret 46, EBHIEENMBREZRL | HED
ﬁ&‘%ﬂ%bﬂ DeletionDate & , FﬁT?‘é*"R—IW’EﬂﬂU%H’JW’EN@ﬁo MRKREERENEEOHNE
, MERIABTE)SBE A 30 Ko

F Ao

require 'vendor/autoload.php';

use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;

RIS

$client = new SecretsManagerClient([
'profile' => 'default'’,
'version' => '2017-10-17"',
'region' => 'us-west-2'

1);

$secretName 'MySecretName';

try {
$result = $client->deleteSecret([

'SecretId' => $secretName,

1);
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

MXES
EAT PHP B Amazon SDK R#IE A Amazon Secrets Manager AP| & Ll REST 24E :

* CreateSecret

* GetSecretValue
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ListSecrets

DescribeSecret

PutSecretValue

: RotateSecret

DeleteSecret

AR E A Amazon Secrets Manager WE Z{E 8. , 2% Amazon Secrets Manager f FF 8/,

FH EHT PHP B9 Amazon SDK iRZA 3 B9 Amazon SES R4l

Amazon Simple Email Service (Amazon SES) 2 — 1M S THEABLFWBEFIHTS , ETARBER X
T &, RSB KB TR TR KX EW B FERH, BXx Amazon SESWEZEER , 5
% Amazon SES FF & A R IER.

Amazon =# 7 H A Amazon SES FRERA |, ¥R , AT PHP B9 SDK 12 7 HANEF IwhR
7K : SesClient fl SesV2Client, REFZRAFTARERUTBEEFITRE , BERZERLT , BF KN
NEEREBMN ., XFN API L REEZEHINAE , AL B LAERBH/NEF imkiG R Fr A IhEe,

AEB D R RBIEE R R SesClient,

GitHub L1 T EA T PHP #9 Amazon SDK kA 3 A REIKTE,

FB

« {£ /A Amazon SES API 1 sEH T PHP # Amazon SDK hxZ< 3 34 iF 88 FBR 4k 5 19

5/ Amazon SES API 1 & F PHP B9 Amazon SDK k7 3 kI B E W B Fhp 418 4k
£/ Amazon SES API 1 sZH T PHP B Amazon SDK R 7S 3 R &8 e, FHp 4 I ik &4
£/ Amazon SES API 1 sEH T PHP B Amazon SDK ixZs 3 361 22 12 38 &8, F s 44 H

£/ Amazon SES API 1 & F PHP B9 Amazon SDK hxZk 3 Skl & 3% 5EDh
5/ Amazon SES API 1 & F PHP B9 Amazon SDK k7 3 ka & 4 A

5/ Amazon SES API 1 & F PHP £ Amazon SDK iR 3 k4 iF 88 FH 44 5 4

IR E IR FF A E A Amazon Simple Email Service (Amazon SES) Ik RY | #84F & 3% BB F a4 B8 E —
AN Amazon KB REARMBHAEGHAL TR, BEXREEFHBENESEFR , BSHAE
F3 Amazon SES &% B FHB 4,
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https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_PutSecretValue.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_RotateSecret.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_DeleteSecret.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/
https://docs.amazonaws.cn/ses/latest/DeveloperGuide/
https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-Aws.Ses.SesClient.html
https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-Aws.SesV2.SesV2Client.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code
https://docs.amazonaws.cn/ses/latest/DeveloperGuide/sending-email.html
https://docs.amazonaws.cn/ses/latest/DeveloperGuide/sending-email.html
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AR R BE R G4

« 5/ VerifyEmailldentity 3iF B8, 7 BB 44 ik o
« M VerifyDomainldentity 3&iF 88, F BB 413
- £/ Listldentities 5! i P78 88 F #R 4+ 1t 1t o
- £/ Listldentities 5!l i Fir 5 &8 F BB 4445

« {8 Deleteldentity il BX &8 7 BB 4 it dik o

« £/ Deleteldentity il ke Fhp 4,

& T PHP 89 Amazon SDKGitHub E 324 T BT E R E3.
EAE

EIREIMRB 2, FEE S Amazon &EiE |, 10 the section called “f# A # 1T & 4% E Amazon” &
iR, RES A EAT PHP 89 Amazon SDK , #l the section called “Z&%E” EFFﬁiﬁo

BEXFEMH Amazon SES WEZEE , {558 Amazon SES FF & A RIE™E.

16 UF B8, R 4 3t 31t

Amazon SES REEMN BT RY BB T HR 4 st 1k S i9 & X BB F R4, BN IE B TRt | ETTIERR IR
Bzt rFrEE , AFE R Amazon SES MiZith ik & 3% 8B F R4,

ETATRBRGIE , Amazon SES F@EIEEM ik &35 — B Fiffr. L& (B FEBHH U4
A ) BEEFERA PR RN | Zib U RS EIRUE,

S B F BB R I B SR B Amazon SES IKF |, B EA VerifyEmailldentity #4E,

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RS

$SesClient = new Aws\Ses\SesClient([
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https://docs.amazonaws.cn/ses/latest/APIReference/API_VerifyEmailIdentity.html
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'profile' => 'default'’,
'version' => '2010-12-01°',
'region' => 'us-east-2'

1)

$email = 'email_address';

try {
$result = $SesClient->verifyEmailldentity([
'"EmailAddress' => $email,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

3O E B8 F R 45

Amazon SES REEMN B I ERY B8 F BB 4 st 1k S 18 & X BB F 0B 4F, B KIFE | & B 2 2 1ZEA
MEE., ERIEEN |, £ Amazon SES MixiE £ B 4F 4T #h 1k & 3% 6B F BB 4,

LETUTRIBRAFIE , Amazon SES BERBBIIS, BATFSEAMEELN DNS BB, Ax
E%{EER |, i§5H Amazon Simple Email Service FF & A A IERFHIEH Amazon SES R IFiH,

EFRIEAFRMEIER Amazon SES Ik , B VerifyDomainldentity #4,

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

R

$SesClient = new Aws\Ses\SesClient([
'profile' => 'default'’,
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'version' => '2010-12-01"',
'region' => 'us-east-2'

1);
$domain = 'domain.name’;

try {
$result = $SesClient->verifyDomainIdentity([
'Domain' => $domain,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

B i B8 F R b b

ERRELHB Amazon K H R B FERHibit A SR , PR UPIRA WM |, FEEA Listldentities

B,

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

IR

$SesClient = new Aws\Ses\SesClient([
'profile' => 'default’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1);

try {
$result = $SesClient->listIdentities([
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'IdentityType' => 'EmailAddress',
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

Bl i B8 F BB 4 35

ERRELHE Amazon KRRV BE FEBHFFNFIR , TIPS W |, EEA Listldentities #

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RS

$SesClient = new Aws\Ses\SesClient([
'profile' => 'default'’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1)

try {
$result = $SesClient->listIdentities([
'IdentityType' => 'Domain’,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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i Bk £, Ha 44 b 31k

ENFHIRPBBRENL LRI B FERFbat | FEERA Deleteldentity #4E,

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RIS

$SesClient = new Aws\Ses\SesClient([
'profile' => 'default'’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1);
$email = 'email_address';

try {
$result = $SesClient->deleteIdentity([
'Identity' => $email,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

I B BB, - B 4330

ENZ TR B4 5 R DM EBREANZR S RIER B FER 4t | B Deleteldentity #4E,

F Ao

require 'vendor/autoload.php';
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use Aws\Exception\AwsException;

R

$SesClient = new Aws\Ses\SesClient([
'profile' => 'default'’,
'version' => '2010-12-01',
'region' => 'us-east-2'

1

$domain = 'domain.name';

try {
$result = $SesClient->deleteIdentity([
'Identity' => $domain,
1;
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

{5 Amazon SES API #1 EEFF PHP 89 Amazon SDK A 3 K612 B & W B F o4
B
Amazon Simple Email Service (Amazon SES) itf&aJLUES EA#ENR , BEMEFAZENMELHE

TR, BIRTE —NEBITUR B FERAEXH AN HTML 385, EBMIEXE 5 E AT E 24X
BB ARITMECIREE—E

BXEZELR |, 529 Amazon Simple Email Service F & A RIEEFRIEFH Amazon SES K& EA
P10 BB FHB 4 o

AT RBIE RGN -

« ffH CreateTemplate #2288 F B8R,
- M ListTemplates %Il P& &8 F R 418 4R o
« ffH CreateTemplate ¥ & &8 F B8R
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« £/ UpdateTemplate B8 FHRHE R

- £ DeleteTemplate il BR &8 7 BB A& AR

« £ SendTemplatedEmail &EE 1L B FHR 4

EAT PHP 89 Amazon SDKGitHub 12 7 HrE REIEE,

FUE

T ROIRB e , B EE Amazon EiE |, 0 the section called “fE A # 1T B4 % 1F Amazon” &
iR, RES A EBAT PHP 89 Amazon SDK , M the section called “&Z%&” TR,

BXxfEA Amazon SES WEZE LR |, 1§31 Amazon SES FF X A R IEM,

B B 7 ERAHEAR

B EERUAREMELE TR |, iEFEH CreateTemplate 16, ERINERZIA Amazon XiZH |
ERTHRNEEEENEER,ER,

@® Note
Amazon SES F&RIUFEM HTML , FItiE LI HtmlPart B3 , REBAE B FoB4.

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RIS

$SesClient = new Aws\Ses\SesClient([
'profile' => 'default'’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1)
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$name = 'Template_Name';
$html_body = '<h1>AWS Amazon Simple Email Service Test Email</h1>'
'<p>This email was sent with <a href="https://aws.amazon.com/ses/">"'

'Amazon SES</a> using the <a href="https://aws.amazon.com/sdk-for-php/">"
'AWS SDK for PHP</a>.</p>';

$subject = 'Amazon SES test (AWS SDK for PHP)';
$plaintext_body = 'This email was send with Amazon SES using the AWS SDK for PHP.';

try {
$result = $SesClient->createTemplate([
'Template' => [
"HtmlPart' => $html_body,
'SubjectPart' => $subject,
'TemplateName' => $name,
'TextPart' => $plaintext_body,
1,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

FREN B8, T R A48 AR

ZEENEBFERHER ( BFEEMIT. HTML EXHNAXAE ) WAHE , BFEMA GetTemplate B4,
H & TemplateName 7y #41E,

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

IR

$SesClient = new Aws\Ses\SesClient([
'profile' => 'default',
'version' => '2010-12-01"',
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'region' => 'us-east-2'

1)

$name = 'Template_Name';

try {
$result = $SesClient->getTemplate([
'TemplateName' => $name,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

51| i P BB FER R AR AR

ER FE YA Amazon X EE#H Amazon Web Services I KRB FFA B FoR4EER | EEH

ListTemplates #4E,

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

IR

$SesClient = new Aws\Ses\SesClient([
'profile' => 'default’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1);

try {
$result = $SesClient->listTemplates([
'MaxItems' => 10,

1);
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var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

BT B F R R AR
EFNFER FHMEER (2EEBIT. HTML EXFHE XX ) WAHZR |, BEFEA UpdateTemplate #

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

e

$SesClient = new Aws\Ses\SesClient([
'profile' => 'default’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1)

$name = 'Template_Name';
$html_body = '<h1>AWS Amazon Simple Email Service Test Email</h1>"'
'<p>This email was sent with <a href="https://aws.amazon.com/ses/">"
'Amazon SES</a> using the <a href="https://aws.amazon.com/sdk-for-php/">"
'AWS SDK for PHP</a>.</p>';
$subject = 'Amazon SES test (AWS SDK for PHP)';
$plaintext_body = 'This email was send with Amazon SES using the AWS SDK for PHP.';

try {
$result = $SesClient->updateTemplate([
'Template' => [
"HtmlPart' => $html_body,
'SubjectPart' => $subject,
'TemplateName' => $name,
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'TextPart' => $plaintext_body,

1,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

i BR BB, T R A4S AR
E I BR 4% E BB F R AEAR |, iE# A DeleteTemplate #B4E. BREE TemplateName,

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

e

$SesClient = new Aws\Ses\SesClient([
'profile' => 'default’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1)

$name = 'Template_Name';

try {
$result = $SesClient->deleteTemplate([

'TemplateName' => $name,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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{5 FA AR AR & 02 BB F R 4
EfAERGW G ARIESEFHRH , BFEH SendTemplatedEmail #14E,

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RIS

$SesClient = new Aws\Ses\SesClient([
'profile' => 'default'’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1);
$template_name = 'Template_Name';
$sender_email = 'email_address';

$recipient_emails = ['email_address'];

try {
$result = $SesClient->sendTemplatedEmail([
'Destination' => [
'ToAddresses' => $recipient_emails,
1,
'ReplyToAddresses' => [$sender_email],
'Source' => $sender_email,

'Template' => $template_name,
'TemplateData' => '{ }'

1);

var_dump($result);

} catch (AwsException $e) {

// output error message if fails

echo $e->getMessage();

echo "\n";
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£ Amazon SES API fl 5&FF PHP #9 Amazon SDK hRZA 3 k& &, Fhp 4 iF ik 5
fia

BRT KIEB TR | BB LAER Amazon Simple Email Service (Amazon SES) K% UK B8 7 #i
. IP bt FIEFRMA L BB ERIEERESERIELRBEN IP it =l IP b SBENER4, BX
E2Z{EE , BSUN Amazon SES B FERHIZWEIE IP it FIE R4

AT RBIE RN -

« £/ CreateReceiptFilter #2288 F Hf £ i ik S 44
« £/ ListReceiptFilters Il i Ffr A BB F Bf 4 5 1k 5 4o
« £/ DeleteReceiptFilter il Bk B8 F Bf 4 I 1L 545 o

EAT PHP 89 Amazon SDKGitHub 12 7 M rrE REIEE,

AN

EIREIMRB 2, FEE S Amazon &EiE |, 10 the section called “f# A # 1T & 4% E Amazon” £
iR, RES A FERT PHP 89 Amazon SDK , f the section called “& %" FATIR,

BXxfEMH Amazon SES WEZ{EE , 55 Amazon SES F A A GEM.

B2 B T ER A IR SR A

EARFHMEIERBSE IP it A B Fo4 |, B CreateReceiptFilter ##4E, 124 IP bk st 1tSE
Bl DA R M — B R SRR IR BL TR IR R

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RIS

$SesClient = new Aws\Ses\SesClient([
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'profile' => 'default'’,
'version' => '2010-12-01°',
'region' => 'us-east-2'

1)

$filter_name = 'FilterName';
$ip_address_range = '10.0.0.1/24';

try {
$result = $SesClient->createReceiptFilter([
'Filter' => [
'IpFilter' => [
'Cidr' => $ip_address_range,
'Policy' => 'Block]|Allow',
iF
"Name' => $filter_name,
iF

1);
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

Bl i P B F- R 4 O ik SR A

Z 5| HH 437 Amazon Xigish 548H Amazon Web Services I F® <BXEY P shaik FEvE skt | 1A

ListReceiptFilters 4k,

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

e

$SesClient = new Aws\Ses\SesClient([
'profile' => 'default'’,
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'version' => '2010-12-01"',
'region' => 'us-east-2'

1)

try {
$result = $SesClient->listReceiptFilters();
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

i BR BB R 4 O R SR

EMERIEE IP st I A TFIE Y |, EE A DeleteReceiptFilter @4, IRALM —fFIEZER A TR

TR E I BR Y R T S A o

MRIEFEEELFRIFERAY AT |, BT SARI BRIEIR IH G S 4 1 B BTV IR SR o

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RS

$SesClient = new Aws\Ses\SesClient([
'profile' => 'default'’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1)

$filter_name = 'FilterName';

try {
$result = $SesClient->deleteReceiptFilter([
'FilterName' => $filter_name,
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1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

5/ Amazon SES API f 5@ F PHP 9 Amazon SDK iRZ 3 k|2 F SR B F 4
0|

BT ZAEFEHS |, LR LA A Amazon Simple Email Service (Amazon SES) SR3Z UL & 7B
. BALIES WA NISKIEE Amazon SES £ N ERE N B Fap 4t ut siigi il e Fep 4 fE |,
FF X LEHB AR TR LE IR VE, AU B LA e F R R X B E A Amazon BRSS , BIEEFRBRTF Amazon
S3. Amazon SNS = Amazon Lambda,

BXREZEE |, BEZSREHN Amazon SES B FHfHZWERIZRANER SN Amazon SES B FHBHFIZU
EIEREWAMN

AR R BER G4

« f£f CreateReceiptRuleSet B2 EURHNIEE,

« {#f CreateReceiptRule BIZZEEWMN,

« {#/ DescribeReceiptRuleSet #iR#ZUHI NI,
 {# M DescribeReceiptRule W H NI,

+ {#H ListReceiptRuleSets ¥l HFr G WM NI £,
« f£f UpdateReceiptRule B3 ZWHNI,

« {£f DeleteReceiptRule il kiU H NI,

- £/ DeleteReceiptRuleSet Ml BRI M 5.

EAT PHP 89 Amazon SDKGitHub 124 T WA REIREE,

EUE

ZETRBIRB 28l , B EER Amazon EiE |, 0 the section called “fE A # 1T &4 5 iF Amazon” &
iR, RES A EBAT PHP 89 Amazon SDK , M the section called “&Z%&” TR,

Amazon SES R4 201


https://docs.amazonaws.cn/ses/latest/DeveloperGuide/receiving-email-managing-receipt-rule-sets.html
https://docs.amazonaws.cn/ses/latest/DeveloperGuide/receiving-email-managing-receipt-rules.html
https://docs.amazonaws.cn/ses/latest/DeveloperGuide/receiving-email-managing-receipt-rules.html
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-email-2010-12-01.html#createreceiptruleset
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-email-2010-12-01.html#createreceiptrule
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-email-2010-12-01.html#describereceiptruleset
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-email-2010-12-01.html#describereceiptrule
https://docs.amazonaws.cn/aws-sdk-php/v3/api/api-email-2010-12-01.html#listreceiptrulesets
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EAT PHP B9 Amazon SDK WA 3 FFRARIEE

BXfEH Amazon SES WEZE LR |, 5 Amazon SES F X A R IEFE,

k=230 S

BUANEIESZRANNES, BXRAELE —NMERANESENKFXEK , RAET 0l B2ERMN
N, EaIBBZWHANIE | FHiRHEME — RuleSetName , A/FE M CreateReceiptRuleSet ##4E,

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RS

$SesClient = new Aws\Ses\SesClient([
'profile' => 'default’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1);

$name = 'Rule_Set_Name';

try {
$result = $SesClient->createReceiptRuleSet([
'RuleSetName' => $name,

1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

k2=

BERBZYGA N 2N A RN E | EEE A B FEfE, WROIBERT A2 FE AEERED
Amazon S3 BRI | i3 &t 7] LUREE B & 1% 2] Amazon SNS # Amazon Lambda., E6
BEFZWHN | i@ CreateReceiptRule R EH N RuleSetName,
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F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

R

$SesClient = new Aws\Ses\SesClient([
'profile' => 'default’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1)
$rule_name = 'Rule_Name';
$rule_set_name = 'Rule_Set_Name';

$s3_bucket = 'Bucket_Name';

try {
$result = $SesClient->createReceiptRule([
'Rule' => [
'"Actions' => [
[
'S3Action' => [
'BucketName' => $s3_bucket,
1,
iF
1,
"Name' => $rule_name,
'ScanEnabled' => true,
'TlsPolicy' => 'Optional’,
'Recipients' => ['<string>"']
iF

'RuleSetName' => $rule_set_name,

1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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}

Pt G IE S

BYW—R , BREEEERIANENIFHAFES . EEA DescribeReceiptRuleSet #1E , H12
RuleSetName,

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RIS

$SesClient = new Aws\Ses\SesClient([
'profile' => 'default’,
'version' => '2010-12-01',
'region' => 'us-east-2'

1)

$name = 'Rule_Set_Name';

try {
$result = $SesClient->describeReceiptRuleSet([
'RuleSetName' => $name,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

R

REREEZERANNIEMES . E4H DescribeReceiptRule 4 | 124 RuleName #
RuleSetName,
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F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RS

$SesClient = new Aws\Ses\SesClient([
'profile' => 'default'’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1);

$rule_name = 'Rule_Name';
$rule_set_name = 'Rule_Set_Name';
try {

$result = $SesClient->describeReceiptRule([
'RuleName' => $rule_name,
'RuleSetName' => $rule_set_name,

D)7

var_dump($result);

} catch (AwsException $e) {

// output error message if fails

echo $e->getMessage();

echo "\n";

5| A A WL &=

E5|H M 8] Amazon X H#E Amazon Web Services i TREENBZWHNE | FEH

ListReceiptRuleSets #4E.

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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RIS

$SesClient = new Aws\Ses\SesClient([
'profile' => 'default'’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1);

try {
$result = $SesClient->listReceiptRuleSets();
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

ERTEEH

L RGIR R T AT EFHISE AGE B KIXF) Amazon Lambda BERRYBWAMN] | 3T £

WA LUREH

B %A% Amazon SNS #l Amazon S3, Efff UpdateReceiptRule R4E , &1 375 WH I F1

RuleSetName,

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

AR

$SesClient = new Aws\Ses\SesClient([
'profile' => 'default'’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1)

Amazon SES R4l

406


https://docs.amazonaws.cn/ses/latest/APIReference/API_UpdateReceiptRule.html

EAT PHP B9 Amazon SDK WA 3 FFRARIEE

$rule_name = 'Rule_Name';
$rule_set_name = 'Rule_Set_Name';
$lambda_arn = 'Amazon Resource Name (ARN) of the AWS Lambda function';
$sns_topic_arn = 'Amazon Resource Name (ARN) of the Amazon SNS topic';
try {
$result = $SesClient->updateReceiptRule([
'Rule' => [

'Actions' => [
'LambdaAction' => [
'FunctionArn' => $lambda_azrn,
'TopicArn' => $sns_topic_arn,
1,
1,
'Enabled' => true,
"Name' => $rule_name,
'ScanEnabled' => false,
'TlsPolicy' => 'Require',
1,
'RuleSetName' => $rule_set_name,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

il e

MR BIRZEANEEZVANE, XELBREFTESWFEZERAN ., ZRREVANE  F@
DeleteReceiptRuleSet #{E1Z#t RuleSetName,

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

R
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$SesClient = new Aws\Ses\SesClient([
'profile' => 'default',
'version' => '2010-12-01"',
'region' => 'us-east-2'

1)

$name = 'Rule_Set_Name';

try {
$result = $SesClient->deleteReceiptRuleSet([
'RuleSetName' => $name,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

b Bk 452 s R

E BRiE ERVIEWHN |, E [ DeleteReceiptRule #ER#t RuleName 1 RuleSetNames,

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

RS

$SesClient = new Aws\Ses\SesClient([
'profile' => 'default’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1);
$rule_name = 'Rule_Name';
$rule_set_name = 'Rule_Set_Name';

Amazon SES R4l

408


https://docs.amazonaws.cn/ses/latest/APIReference/API_DeleteReceiptRule.html

EAT PHP B9 Amazon SDK WA 3 FFRARIERE

try {
$result = $SesClient->deleteReceiptRule([
'RuleName' => $rule_name,
'RuleSetName' => $rule_set_name,

1);
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

5/ Amazon SES API 1 ;& F PHP £ Amazon SDK iR 3 ks &% 5E5h

Amazon Simple Email Service (Amazon SES) 12t T BB ZIXEIMN L. RINBIUESRIX LR
%, MEERTLREEENER , MEKF W4 REIR, BIFRNELER, ISWREHR4EMNIZIF
LA g B EEH Amazon SES £ iA B FRBHHIAEN

BT ROGERIA

« {# GetSendQuota W E R AIXAH,
« {# GetSendStatistics YA RH £i%5EBN o

EFATF PHP #9 Amazon SDKGitHub 1R 7 B RAEIRH,
AN

BT RARE 2 , BEEER Amazon EiE , & the section called “f& F# 1T 5 £ 1 1F Amazon”
iR, AES A BERAT PHP B Amazon SDK , #l the section called “& %" '=F'Fﬁ

BXxfEMH Amazon SES WEZ{EE , 5l Amazon SES F A A G EM.

K&K IEE

TEBAN 24 /NETHAE 1@,\ﬁEkLﬁm§&EE’JEM¢O EREMAARTFEBRIEZ VMY | BEH
GetSendQuota B4E, BXEZELR |, F5H & Amazon SES X%,

S Ao
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Ses\SesClient;

IR

$SesClient = new SesClient([
'profile' => 'default’,
'version' => '2010-12-01"',
'region' => 'us-east-1'

1);

try {
$result = $SesClient->getSendQuota();
$send_limit = $result["Max24HourSend"];
$sent = $result["SentLast24Hours"];
$available = $send_limit - $sent;
print("<p>You can send " . $available .

p>");

var_dump($result);
} catch (AwsException $e) {

// output error message if fails

echo $e->getMessage();

echo "\n";
}
W RIATED

" more messages in the next 24 hours.</

ERRBESEFERNKIEWEBHIIESR , EEH GetSendStatistics #4E, IRABILL 15 £ R 18

ol
B, REEESEHRE, BERAHR, RIFEREHRAELHRFH

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

use Aws\Ses\SesClient;
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RIS

$SesClient = new SesClient([
'profile' => 'default’,
'version' => '2010-12-01"',
'region' => 'us-east-1'

1);

try {
$result = $SesClient->getSendStatistics();
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

5/ Amazon SES API # ;& A F PHP £ Amazon SDK iR 3 k@ &4 A2

E R HAM Amazon Web Services . Amazon Identity and Access Management F /7 2 Amazon
AR TR RIEE T Amazon Simple Email Service (Amazon SES) XX 7 , BEE QB L IATEMN
KEg, X2—MHMNEEHEN S MR JSON X1,

ZREHEIHEARTBEN, EAMNZHTERAZE D, RTEUAREREPABR FTRROZEZ
A, IERMRHFARARTFRIEE TR, — NS0 ALK INRES, M —ANRES S NS A R,
s, R ER —NEE S ME I REERIIA SN REHRR

EXEZER , HSREMEH Amazon SES B £ E B,

AT RBIE RGN -

« £ PutldentityPolicy BIZ B EH A

- £/ GetldentityPolicies & RZN &4 A MK,
« ffH ListldentityPolicies %I M B &Z 4 Ao

- £/ DeleteldentityPolicy %S BAR & 4 AR PR

EAT PHP 89 Amazon SDKGitHub Lt 324 T BT E R AEIKE3.
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FUE

ZEAIRARBZE |, FEREEZHN Amazon EiF |, 0 the section called “EHH 1T 59 F Amazon”
iR, RES A FEHT PHP 8 Amazon SDK , #l the section called “Z&%E” FATIR,

B4 {EH Amazon SES WEZEE |, {53 Amazon SES FF A A RIS,

BIERNRHA

EEMNHEAME Amazon Web Services Ik RERIE B FHB4F | BHEAF D EDERBERIMHEHTRN
B A NIRRT B0 UE RY BB F BR 4 3th 1iE SRIEUR K BB F B4, EOIR B0 KME , 1A PutldentityPolicy 1#
.

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Ses\SesClient;

RS

$SesClient = new SesClient([
'profile' => 'default'’,
'version' => '2010-12-01"',
'region' => 'us-east-1'

1);

$identity = "arn:aws:ses:us-east-1:123456789012:identity/example.com";
$other_aws_account = "0123456789";
$policy = <<<EOT
{
"Id":"ExampleAuthorizationPolicy",
"Version":"2012-10-17",
"Statement": [
{
"Sid":"AuthorizeAccount",
"Effect":"Allow",
"Resource":"$identity",
"Principal":{
"AWS":[ "$other_aws_account" ]
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},

"Action":[
"SES:SendEmail",
"SES:SendRawEmail"

}
EOT;
$name = "policyName";

try {
$result = $SesClient->putIdentityPolicy([
'Identity' => $identity,
'"Policy' => $policy,
'"PolicyName' => $name,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

B RERR M AR

IRE 545 E B F R4 5 7 I 5 10 B KX BAK B, EIREUEE B FHf A th b Sy R IA B |, 1§
£/ GetldentityPolicy &4k,

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Ses\SesClient;

e

$SesClient = new SesClient([
'profile' => 'default'’,
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'version' => '2010-12-01"',
'region' => 'us-east-1'

1)

$identity = "arn:aws:ses:us-east-1:123456789012:identity/example.com";
$policies = ["policyName"];

try {
$result = $SesClient->getIdentityPolicies([
'Identity' => $identity,
'PolicyNames' => $policies,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

B H R AF A

£ 48] Amazon Xigid , EFHESESL TR F AR BN X RLCRE , BFEA
ListldentityPolicies #&4E,

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Ses\SesClient;

IR

$SesClient = new SesClient([
'profile' => 'default'’,
'version' => '2010-12-01"',
'region' => 'us-east-1'

1);

$identity = "arn:aws:ses:us-east-1:123456789012:identity/example.com";
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try {
$result = $SesClient->listIdentityPolicies([
'Identity' => $identity,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

BEHRENR 4 AR

£ H DeleteldentityPolicy #4E , B BR<EXHY & 175K 8% , MIBRE M Amazon Web Services ik~ &

I3 B8 T BB A 5 40 S3E B 40 R B T ER AR Y R X R A

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Ses\SesClient;

e

$SesClient = new SesClient([
'profile' => 'default’,
'version' => '2010-12-01"',
'region' => 'us-east-1'

D

$identity = "arn:aws:ses:us-east-1:123456789012:identity/example.com";
$name = "policyName";

try {

$result = $SesClient->deleteIdentityPolicy([
'Identity' => $identity,
'"PolicyName' => $name,

1);
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var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

FRARA 3 WIS # SNS 7~ &A T PHP #9 Amazon SDK 4l

Amazon Simple Notification Service (Amazon SNS) 2 —I1 Web &5 , A T AMEER QT H ik S
EFBIXARREEENIRE,

f£ Amazon SNS FERMEBNEF iR . KHE (EBHACEE ) MTEAR (EHAAF ). &F
ERSOBEEEAMHEREEFBEITHERHITRIRIR , TER—MNEBHRIKLMERFRE, 1TH
% (Web IR5588. BFER#FHbit, Amazon SQS BA%I, Amazon Lambda B4%k ) 71T B EEEHEN X
BRIz — ( Amazon SQS HTTP/HTTPS URLs, . BT B4 Amazon SMS, Lambda ) £ =k

WoE BB A,

EA T PHP #9 Amazon SDK 2 3 B9 FrE RIS &R o] BLFE kb 4L 3 % GitHub,

I

« EfEA FRAT PHP 8 Amazon SDK k7 3 B9 Amazon SNS H&HE X &

o {F/A EAT PHP B9 Amazon SDK hxZ< 3 £ Amazon SNS A& {T[H

- EfER EHAT PHP B Amazon SDK W2~ 3 B9 Amazon SNS # & i% SMS jHE

EFER FEAT PHP B9 Amazon SDK k7~ 3 B9 Amazon SNS & /5

EfE AKX E Amazon Simple Queue Service (Amazon SQS), HTTP/HTTPS URL, B FHB
f+. Amazon SMS 5 Amazon Lambda , XM E L RIETE , LEBZETBNEMITEAFHER
&3k,

NTFMERFRIHER | IbEH (Topic) KL FZERE (Subject). BIEEBE , BRAILUAMERHEE X
HEZETEPR B BEANITEE,

EEFER EAT PHP 89 Amazon SDK ixZ 3 B9 Amazon SNS R EEITEP THEXITHEEIENE
ZE8,

AT RBIE RGN -
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« £ CreateTopic B2 BH XM ENER

£ A ListTopics IREIEREN EBII&K,

£/ DeleteTopic MIBRFEB R HAAE T,

£/ GetTopicAttributes IR E B FIEE .

{# /A SetTopicAttributes RFEBAAEEFETNEMIRE N HE.

BXBEMA Amazon SNS WEZER |, BS R A TEEABWIRSH Amazon SNS FHE M,

&M TF PHP #9 Amazon SDKGitHub iR 7 B RAEIREE,
AN

ZEATRARBZE |, FERESHN Amazon EiF |, 0 the section called “FEH#H 1T 5 4% F Amazon”
iR, RES A EHT PHP 89 Amazon SDK , #l the section called “&Z %" TR,

BIEED
EQEE® |, B CreateTopic #1E,
#& Amazon Web Services Ik AR E N EB B FATME—,

F Ao
require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

R

$SnSclient = new SnsClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$topicname = 'myTopic';

try {
$result = $SnSclient->createTopic([
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"Name' => $topicname,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

e
E 5 H 28] Amazon K& 100 MNIEEE |, &R ListTopics #&1E.
F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

RIS

$SnSclient = new SnsClient([
'profile' => 'default',
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

try {
$result = $SnSclient->1istTopics();
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

il B 3 7R
EMRME TR EFFEITR |, 56/ DeleteTopic #4E.
18] RAZIE B 1T 7] F W EAE 2 g R
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F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

AR

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic"';

try {
$result = $SnSclient->deleteTopic([
'TopicArn' => $topic,
108
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

REREHEEM
ERFRENNEEHNEM , B GetTopicAttributes #B1E,

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

R
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$SnSclient = new SnsClient([
'profile' => 'default',
'region' => 'us-east-1',
'version' => '2010-03-31'
1D;

$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic";

try {
$result = $SnSclient->getTopicAttributes([
'TopicArn' => $topic,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

REFEREM

EFEHENIETEMNEM , BFEA SetTopicAttributes B 4E,

B RBEIRE Policy, DisplayName Hl DeliveryPolicy &M,

Ao

4m

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

e

$SnSclient = new SnsClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => '2010-03-31'

1D
$attribute = 'Policy | DisplayName | DeliveryPolicy';
$value = 'First Topic';
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$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';

try {
$result = $SnSclient->setTopicAttributes([
'AttributeName' => $attribute,
"AttributeValue' => $value,
'TopicArn' => $topic,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

£ FERT PHP B9 Amazon SDK hx4s 3 £ Amazon SNS & T 5

{65 P9 0 I 520 3] 2 3@ &1 AR5 (Amazon SNS) Simple Notification B [61 1L T #h 2] 22 BA FIl BR $5 (Amazon
SQS). HTTP/HTTPS, B-FHBfFibut, () RAEEH., Amazon Server Migration Service Amazon
SMS Amazon Lambda

TR MBENETE  ZTBEBRNEERERITRE. EiFA T HBUWMIE Amazon SNS FRER &
BT PHP 89 Amazon SDK iR 3 Bl &,

AT RBERINA -

£ Subscribe iTRZIIME EH,

{5 F 38 IE 1T ¥ ConfirmSubscriptions

# A5 HI AT B ListSubscriptionsBy Topice

- {#/ Unsubscribe il BriT .

£/ publish FERREARE —EBNRMAEITRE.

BXRFERALD#H SNS WEZEE. , BZHEALS# SNS RiAHE, System-to-System

MNP RERIEBE AT LAE R 5E AT PHP 8 Amazon SDK 4% %l GitHubs,

i

EEITREIRBZA , FERESHN Amazon iEH , M9 FTiRthe section called “fE AT 5 13 K E
Amazon’, RES A EAT PHP 8 Amazon SDK , Il# pfriithe section called “& %7,
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B3 = RRAT Y B8 F B 4 b it

EE B FHRFuITE |, A Subscribe #1E,

B AERITRGE , REEMEESHPERANE , FSHTRNEIITFEEFED Amazon SNS £
B, AEBHHEHMRIRRTE— Ko

EARHIS |, QR E TR, REIZE FEAREBIATHE., EREIE T4 3 XA, £
LETE AT BRI UEIT 5D,

S A
require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

IR

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'

1D;
$protocol = 'email’;
$endpoint = 'sample@example.com';

$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';

try {
$result = $SnSclient->subscribe([
'Protocol' => $protocol,
'Endpoint' => $endpoint,
'ReturnSubscriptionArn' => true,
'TopicArn' => $topic,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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FNAREFRSITEEEDR
EEYT Web NARERFITH , 68 Subscribe #4E,

BRLMERITREE , BREEMERESHRPEANE , FEHTENRITEEEAD Amazon SNS =
B, AEFHNHEHMRFERTX— Ko

ELRFIH | mRR URL, Fmtt Web it ZIXFIATHE, EWEBEFHR44AY 3 XA, EALEIA
T RERIETE,

FA
require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

RIS

$SnSclient = new SnsClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$protocol = 'https’';
$endpoint "https://';
$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';

try {
$result = $SnSclient->subscribe([
'"Protocol' => $protocol,
'"Endpoint' => $endpoint,
'ReturnSubscriptionArn' => true,
'TopicArn' => $topic,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
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error_log($e->getMessage());

B BT 5 Lambda B3
ERE Y Lambda BT |, B A Subscribe #4E,

fé‘\—JLXEFHiTIEEE , BEEEMERESHFPEANE , RSP TENEITEEEAD Amazon SNS =
R, REBPHEMRAERTEX—Ro

ERAIF | wAR Lambda B, H4mitt Lambda BRERAERIA S, EWEIE FERE/R 3 X
A, FERALEIASEEIEITR,

FA
require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

RIS

$SnSclient = new SnsClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$protocol = 'lambda’;
$endpoint = 'arn:aws:lambda:us-east-1:123456789023:function:messageStore’;
$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';

try {

$result = $SnSclient->subscribe([
'"Protocol' => $protocol,
'"Endpoint' => $endpoint,
'ReturnSubscriptionArn' => true,
'TopicArn' => $topic,

D;

var_dump($result);
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} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

A SMS TR EZ|
EERN SMS HE A XEZANBFESH , BN EBITHIESR,
EBRVBIESBITHE , B A Subscribe ##1E,

BRIERITARE , ﬁﬁ&ﬁ%ﬁ%ﬁ¢ﬁ%%ﬁ,ﬁ%ﬁ$ﬁ%“mﬂ@U%¢Amﬂmﬁmsi
B, AEFHWEMRFIERTX— Ko

ERFIH  mRAR E164 BRANEESH  XERERFBENIRE
Hemit B FESHAEHEIATE, ERIBFEREN 3 XN, EALLBEIATERBIETE.

BXEH Amazon SNS £3% SMS HEMEBRSZ , B SREFEA EATF PHP B Amazon SDK hg4x
3 MY Amazon SNS # &% SMS JHE.,

FA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

IR

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$protocol = 'sms';
$endpoint = '+1XXX5550100';
$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';
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try {
$result = $SnSclient->subscribe([
'Protocol' => $protocol,
'"Endpoint' => $endpoint,
'ReturnSubscriptionArn' => true,
'TopicArn' => $topic,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

BIAT FE 2 E &

EXGORITE , WRAEELAERESRYIEYIT AN AENTE , BABBKBEZETENHEENE
, WBEIFTR. WINSHEAEMN 3 X, 3 Rzfa , BALUED 0ZMITFARER XS,

EWIAITHE , &6 A ConfirmSubscription#®4E.

FA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

IR

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$subscription_token = 'arn:aws:sns:us-east-1:111122223333:MyTopic:123456-
abcd-12ab-1234-12ba3dcl234a"';
$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';

try {
$result = $SnSclient->confirmSubscription([
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'Token' => $subscription_token,
'TopicArn' => $topic,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

B 3 EBAY 1T 7

EJH4ATE Amazon XA &% 100 NREITHE , 186 AListSubscriptionsi®{E,

JFA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

IR

$SnSclient = new SnsClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

try {

$result = $SnSclient->listSubscriptions();

var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

BUHIT R E&

EMBRITEBENETM RS , BEH Unsubscribe ##4E,
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MRITHEESHRIEFREMER , N REITHNMEERETENMEETLAECEITE , HEE
Amazon £&, MREUHITHBALTESHRIL , HEBEREFTRITHMEE , N —RKELEUEHE
BARE TR S

FA

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

RIS

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$subscription = 'arn:aws:sns:us-east-1:111122223333:MySubscription’;

try {
$result = $SnSclient->unsubscribe([
'SubscriptionArn' => $subscription,

1D;
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

@ Amazon SNS 3k #8
EEBE RETINTEEEN Amazon SNS M/ Niw s |, iHEA Publish 2#4E,

BESERATAMEENSHNTR , 8FEE ALK Amazon SNS =FH Amazon BRB
(ARN),

FA

require 'vendor/autoload.php';
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use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

RIS

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$message = 'This message is sent from a Amazon SNS code sample.';
$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';

try {
$result = $SnSclient->publish([
'Message' => $message,
'TopicArn' => $topic,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

EEA EATF PHP 89 Amazon SDK fRZA 3 B9 Amazon SNS k3% SMS JHE

& A LAE A Amazon Simple Notification Service (Amazon SNS) SRF X AGE S5 SMS JHE XX B X
¥ SMS Mg % £, BUUNEERBESBAXEE , U UEAZ/NBESBITREE , REEIE
ZEBRIFHEER —RMIXLEBEFESHRIEES.

{5 Amazon SNS RIEE L% SMS HEMEIRI , (L E B&m ( ERAR T REmA
)., BFNEBAXHREH, NAIEREEAHURRAEITRASA SMS FRARRE, XEFEER
KWEEBR , Hi%EHN Amazon SNS By SMS E £,

=it

HERIE SMS JHER , iRfEA E.164 RAIBEEBESH, E.164 REGRBENIVERESHEN, XA
XN BESBRZAITE 156 UHF , HUNS (+) IERKBENTR. H0, E164 KAMHXE
E®BESE/RNERRN +1001XXX5550100,
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AR R BE R G4

« 5/ GetSMSAttributes 8 RMEMK F £3% SMS JHEMNERINRE,
« £ SetSMSAttributes EITMIEMK - &% SMS HENEIARE,

 {£H ChecklfPhoneNumberlSOptedOut HEEEBIEFE E R SIEBFETEWKBEKFH SMS
HE,.

+ f£/ ListPhoneNumberOptedOut 5| EFrE & BERTZUVCRBEIKFH SMS HENBEFESB,
« ] Publish B XAEE (SMSJHE ) AEXFBFFE,

BXREMA Amazon SNS WEZEE , BERAFFISBERNTEAS , & Amazon SNS ATAFE
H (K% SMS) .

EAT PHP 89 Amazon SDKGitHub Ei24 T BT E R E3.
AN

EIREIMRB 2, FEE S Amazon &EiE |, 10 the section called “f# A # 1T & 4% E Amazon” &
iR, RES A EAT PHP 89 Amazon SDK , #l the section called “Z&%E” EFFﬁiﬁo

JREL SMS E ¢

ERE SMS HEMEINZE , EFEA GetSMSAttributes #

L RIFREX DefaultSMSType B, LLE MRS SMS JEERENRN Promotional Kix ( XL
SEHEE R LR TEERERA ) EREN Transactional Xk ( XFEILEEEREULIESHW T E
%),

F Ao
require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

RIS

$SnSclient = new SnsClient([
'profile' => 'default’,
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'region' => 'us-east-1',
'version' => '2010-03-31"'
1);

try {

$result = $SnSclient->getSMSAttributes([
'attributes' => ['DefaultSMSType'],

1);
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

[a

RE SMS Bt

EFEH SMSHEMBIAIRE |, i H SetSMSAttributes #14E,

W RBIR DefaultSMSType BHI&E N Transactional , XML EEEZAEUXNESN A HE

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

IR

$SnSclient = new SnsClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

try {
$result = $SnSclient->SetSMSAttributes([
'attributes' => [
'DefaultSMSType' => 'Transactional’,
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]I

1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

RELRESHERECERETEUHES

EHREREEREMEERGEERTERUVKBEIKSTH SMS HE |, BEMA
ChecklfPhoneNumberlsOptedOut #4E,

FEERBlH , BIESEA E.164 KX | XRERBENINE.

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

RIS

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$phone = '+1XXX5550100';

try {
$result = $SnSclient->checkIfPhoneNumberIsOptedOut([
'phoneNumber' => $phone,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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}

B E T EBCE RN BIESY

ERREMBEECERBETEVKRBEK,H SMS HENBFESBYIEK , BEA
ListPhoneNumbersOptedOut &4,

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

RIS

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);
try {
$result = $SnSclient->1istPhoneNumbersOptedOut();
var_dump($result);
} catch (AwsException $e) {

// output error message if fails
error_log($e->getMessage());

£AETAKL (SMS KL )

TG UAKE (SMS KL ) BEAETIRFSH  BEM Publish B,
ERFBIT | BEEHN E164 B3, XEEFBENFL,

SMS EERS TR 140 T, £ SMS KRN ANREN 1600 TH.

BXRE SMS HEMESHMEE , BSHKE SMS JHE,

Amazon SNS R4

433


https://docs.amazonaws.cn/sns/latest/api/API_ListPhoneNumbersOptedOut.html
https://docs.amazonaws.cn/sns/latest/api/API_Publish.html
https://docs.amazonaws.cn/sns/latest/dg/sms_publish-to-phone.html

EAT PHP B9 Amazon SDK WA 3 FFRARIEE
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

R

$SnSclient = new SnsClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$message = 'This message is sent from a Amazon SNS code sample.';
$phone = '+1XXX5550100"';

try {
$result = $SnSclient->publish([
'Message' => $message,
'PhoneNumber' => $phone,

1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

A EAT PHP 89 Amazon SDK kX7~ 3 B9 Amazon SQS R4l

Amazon Simple Queue Service (SQS) 2 —MRIE, AFE. AF REZLEERNEERASIR
%, Amazon SQS EEREB I ENAEFNAHS. Amazon SQS BIEEESEHENEL — R4
BEWARAERS , URIEM FIFO ( £t ) RN —IR"LEH FIFO RAFI,

GitHub F1## 7T FEA T PHP B Amazon SDK k7 3 A = HI1KEE,

E3-
« IE{EA EAT PHP 89 Amazon SDK k7 3 89 Amazon SQS # 2 K118
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SEAT PHP # Amazon SDK WA 3FRARIER
- &EEA EAT PHP 89 Amazon SDK kg% 3 #Y Amazon SQS H &3 a] I 14

- &AM EAT PHP B Amazon SDK 7 3 B Amazon SQS H & IXFEBUEE

- A EAT PHP B Amazon SDK M7k 3 # Amazon SQS # {# F SEERA

- EfEH ERAT PHP 89 Amazon SDK iRZ 3 #J Amazon SQS AR5

EEH FERT PHP B9 Amazon SDK kA 3 #9 Amazon SQS /5 K51

HERIZMAZ A , KEWE Amazon SQS FFEEMNE , UEHESERIIFEETR , ARz
M E. W KEABIEARERSSEMARNITRSSFZRE  HRTERNZBAE, EEAK
B, BHNBRWEEEETHENSSHE, BETHRESZER , FS6 SQS K-,

LA R BE R 904

. {F/A SetQueueAttributes & E Amazon SQS BASIBE M , LB BAK®if,
« £/ ReceiveMessage BB KR ARE —FHZFRER.
« fEF CreateQueue B2 IARASI,

FEAT PHP # Amazon SDKGitHub 12 T WA REIRE,

EAUE

ZETRBIRB 28 , B EER Amazon EiE |, 0 the section called “fE A # 1T & 45 1F Amazon” &
iR, RES A EAT PHP 89 Amazon SDK , #ll the section called “&%” TR,

RIERAFIE M E A5

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sqs\SqsClient;

e

$queueUrl = "QUEUE_URL";
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$client = new SqsClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2012-11-05'
1);

try {
$result = $client->setQueueAttributes([
"Attributes' => [
'ReceiveMessageWaitTimeSeconds' => 20
1,
'QueueUrl' => $queueUrl, // REQUIRED
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

ERAKEARIER
FAo

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sqs\SqsClient;

IR
$queueUrl = "QUEUE_URL";

$client = new SqsClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2012-11-05'
1);

try {
$result = $client->receiveMessage([
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'AttributeNames' => ['SentTimestamp'],
'MaxNumberOfMessages' => 1,
'MessageAttributeNames' => ['All'],
'QueueUrl' => $queueUrl, // REQUIRED
'WaitTimeSeconds' => 20,

1);

var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

}
£ R K IR
FAo

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sqs\SqsClient;

IR

$queueName = "QUEUE_NAME";

$client = new SqgsClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2012-11-05'
1);

try {
$result = $client->createQueue([
'"QueueName' => $queueName,
"Attributes' => [

'ReceiveMessageWaitTimeSeconds' => 20

15
1);
var_dump($result);
} catch (AwsException $e) {
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// output error message if fails
error_log($e->getMessage());

£ A ERA T PHP B9 Amazon SDK A4S 3 B9 Amazon SQS A& 7] Lt A

A L At 2 Amazon SQS FHIE E b A GBI HLEEEN —BRifE, ETHREZSEE , 5
5% AT D0t B R,

LA RS8R 04T
« f£f ChangeMessageVisibilityBatch JFRA B s 8 EH B89 o] W4 Bt B h #iiE.

EAT PHP 89 Amazon SDKGitHub Ei24 T WA E R E3.
EAE

ZEIREIMRB A, FEESH Amazon &EiE , 10 the section called “fF A # 1T & 4% E Amazon” £
iR, RES A EAT PHP #9 Amazon SDK , #ll the section called “%& %" '=F'Fﬁ

ERSFRE SN ER
F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sgs\SgsClient;

RIS

$queueUrl = "QUEUE_URL";

$client = new SqsClient([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2012-11-05'
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1)

try {
$result = $client->receiveMessage(array(
'AttributeNames' => ['SentTimestamp'],
'MaxNumberOfMessages' => 10,
'MessageAttributeNames' => ['All'],
'QueueUrl' => $queueUrl, // REQUIRED
));
$messages = $result->get('Messages');
if ($messages != null) {
$entries = array();
for ($i = 0; $i < count($messages); $i++) {
$entries[] = [
'Id' => 'unique_is_msg' . $i, // REQUIRED
'ReceiptHandle' => $messages[$i]['ReceiptHandle'], // REQUIRED
'VisibilityTimeout' => 3600
1;
}
$result = $client->changeMessageVisibilityBatch([
'Entries' => $entries,
'Queuelrl' => $queueUlrl

1)

var_dump($result);
} else {
echo "No messages in queue \n";

}
} catch (AwsException $e) {

// output error message if fails
error_log($e->getMessage());

E6EH ERAT PHP B Amazon SDK KA 3 #9 Amazon SQS A & X FMBEYRCEE

E T Amazon SQS JHE. , 1557 Service Quotas AR EI @ SQS BAFI &% EH EFM SQS RA
I 42 W AN B OB B o

AT RBIE RGN -

 f£f SendMessage [¥8EMI A FIE HiE S
« £ ReceiveMessage M\IEEMIIRE—FKHIZFZHE (HRZ105%) .
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« f£/ DeleteMessage MEA S HIERE £,

FEAT PHP # Amazon SDKGitHub 12 T rrE REIKE,

FUE

ZTRBIRB 28 , B EER Amazon EiE |, 0 the section called “fE A # 1T B 5 1F Amazon” &
iR, RES A EAT PHP 89 Amazon SDK , #ll the section called “&%8” AR,

RIEHE
F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sgs\SgsClient;

RIS

$client = new SqgsClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2012-11-05'
1);

$params = [
'DelaySeconds' => 10,
'MessageAttributes' => [
"Title" => [
'DataType' => "String",
'StringValue' => "The Hitchhiker's Guide to the Galaxy"
1,
"Author" => [
'DataType' => "String",
'StringValue' => "Douglas Adams."
1,
"WeeksOn" => [
'DataType' => "Number",
'StringValue' => "6"
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'MessageBody' => "Information about current NY Times fiction bestseller for week of

12/11/2016.",
'QueueUrl' => 'QUEUE_URL'
1;

try {
$result = $client->sendMessage($params);
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

}
WA BRE R
F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sqs\SqsClient;

IR

$queueUrl = "QUEUE_URL";

$client = new SqsClient([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2012-11-05'
1);

try {
$result = $client->receiveMessage([
'"AttributeNames' => ['SentTimestamp'],
'MaxNumberOfMessages' => 1,
'MessageAttributeNames' => ['All'],
'QueueUrl' => $queueUrl, // REQUIRED
'WaitTimeSeconds' => 0,

1);

Amazon SQS R4l

441



EAT PHP B9 Amazon SDK WA 3 FFRARIEE

if (!empty($result->get('Messages'))) {
var_dump($result->get('Messages')[0]);
$result = $client->deleteMessage([
'QueueUrl' => $queueUrl, // REQUIRED
'ReceiptHandle' => $result->get('Messages')[@]['ReceiptHandle'] // REQUIRED
1);
} else {
echo "No messages in queue. \n";
}
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

EERA EHATF PHP B Amazon SDK R4 3 B9 Amazon SQS A i A SE{SRA %

Hit (IR ) BAFITR T ER LB EERERIEER S, BT LATESEERA YA & B FFE X L E B LT
EHABAMMWER, B4R EEREELETFEERTINETNRAG. ZABAFIARF—NFEESRA
SI¥ERH B #R.

ETHRESZEE , BSHER SQS FEERF,

AT R BE R G4

« {#F SetQueueAttributes 5 FAFESBA T,

& T PHP B Amazon SDKGitHub L2t 7 M FrE R I8,
Al

ZEIREIRB A, FEE S Amazon &EiE , 10 the section called “f# A # 1T & 4% E Amazon” &
iR, RES A EAT PHP #9 Amazon SDK , #l the section called “%& %" ':F'Fﬁ

5 RSEISRA5

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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use Aws\Sgs\SgsClient;

RIS

$queueUrl = "QUEUE_URL";

$client = new SqgsClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2012-11-05'
1);

try {
$result = $client->setQueueAttributes([
'Attributes' => [
'RedrivePolicy' => "{\"deadLetterTargetArn\":\"DEAD_LETTER_QUEUE_ARN\",
\"maxReceiveCount\":\"10\"}"
1,
'"QueueUrl' => $queueUrl // REQUIRED
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

E=EHA FEHT PHP B9 Amazon SDK R4 3 #9 Amazon SQS #{& FHBA S

ETH#AX Amazon SQS AFINEZ(ER , FS 5 SQS BASIAY TEFE,

BT ROLERIA

- A ListQueues IR EIRA 5 5 K.
- £ CreateQueue BIEFHRAFI,

£ GetQueueUrl IREF AT URL,
- £/ DeleteQueue il ERIEEHIBASI,

EAT PHP 89 Amazon SDKGitHub Ei24 T WP E R EE.
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FUE

EARARBZE |, FEREEZH Amazon EiF |, 0 the section called “EH#H 1T 5 4% F Amazon”

iR, RES A EHT PHP 89 Amazon SDK , M the section called “&Z%&” TR,

R = BA S5 &

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sgs\SgsClient;

IR

$client = new SqsClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2012-11-05'
1);

try {
$result = $client->1listQueues();

foreach ($result->get('QueueUrls') as $queuelrl) {

echo "$queueUrl\n";
}
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

BIZERA S

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sgs\SgsClient;
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RIS

$queueName = "SQS_QUEUE_NAME";

$client = new SqsClient([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2012-11-05'
1);

try {
$result = $client->createQueue([
'QueueName' => $queueName,
'Attributes' => [
'DelaySeconds' => 5,
'MaximumMessageSize' => 4096, // 4 KB
1,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

[

IRERAFIEY URL

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sgs\SgsClient;

e

$queueName = "SQS_QUEUE_NAME";
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$client = new SqsClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2012-11-05'
1);

try {

$result = $client->getQueueUrl([
'QueueName' => $queueName // REQUIRED

1);
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

il BREA 5

F Ao

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sgs\SgsClient;

e

$queueUrl = "SQS_QUEUE_URL";

$client = new SqsClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2012-11-05'
1);

try {
$result = $client->deleteQueue([
'QueueUrl' => $queueUrl // REQUIRED

1);
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var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

£/ &H T PHP 89 Amazon SDK WA 3 [a Amazon EventBridge £ 3k i
TEREEH

A LAE A Amazon EventBridge £ k& T A RKIES S4B B NARFN AN AT E M,

®iE EventBridge 2R R /5 , B UFERAER T PHP ¥y SDK mEKIEEH,

/A Important

EEERT PHP #9 SDK A/ EventBridge £ Rk R , &H PHP SRIBEXME FKAmazon &
FZ178F (Amazon CRT) ¥ R,

AR RBIERABPUtEvents FEN £ NEH XiXEventBridgeClientE EventBridge £ B4 T &o

<?php
/* Send a single event to an existing Amazon EventBridge global endpoint. */
require '../vendor/autoload.php';

use Aws\EventBridge\EventBridgeClient;

$evClient = new EventBridgeClient([
'region' => 'us-east-1'

1);

$endpointlId = 'xxxx123456.xxx'; // Existing EventBridge global endpointId.
$eventBusName = 'default'; // Existing event bus in the us-east-1 Region.
$event = [

'Source' => 'my-php-app',

'DetailType' => 'test',

'Detail' => json_encode(['foo' => 'bar']),
'Time' => new DateTime(),

'Resources' => ['php-script'],
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'EventBusName' => $eventBusName,
'TraceHeader' => 'test'
ip
$result = $evClient->putEvents([
"EndpointId' => $endpointId,
'"Entries' => [$event]
1);
XEE W EEHEX EventBridge £ RImRNEZEE,
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BT PHP 19 SDK X8 R4l
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RERSISHMRPIZER | XL H A MR ARE T RS ESREH.

Services

- ERERT PHP #9 SDK B API Gateway R4l

- ERERT PHP 8 SDK K Aurora R4l

- FRERT PHP B SDK # Auto Scaling R4l

+ £/ SDK for PHP #J Amazon Bedrock /=4l

+ f£F SDK for PHP #J Amazon Bedrock iz 178 % 45 R4l
- FRERT PHP #9 SDK B Amazon DocumentDB R4l
- FRERT PHP # SDK # DynamoDB /R4l
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- EAERT PHP 8 SDK K Lambda R4l

- FRERT PHP #9 SDK # Amazon MSK R4l
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- FAERT PHP #9 SDK #9 Amazon SES R4
- FRAEAT PHP # SDK # Amazon SNS R4l
- FRAEAT PHP # SDK # Amazon SQS =4l

FHAERT PHP #9 SDK #Y API Gateway R4l

LU RBROIEERTR T WA A with APl Gateway SR TIREMIMELZ S, FATPHPH
Amazon SDK

BERAREFNAREER , MAELTXHET,. SOULBLRETHNMEHAENRESEE , 2T
LBEEREBEXZIEN ETXEERE,

ZERREERTESE —NMRSHIEAZSNIRBEEEM Amazon Web Services IRF &SRR
BEASHRE R,

SARAIBOE -~ MEMERRRBOEE | BT RIEXNEE LT XFRBRETRBH
Ao

F&

s

- =

1R
GetBasePathMapping
LT RBREVERT AR GetBasePathMappingo

ERTF PHP # SDK

(® Note
EHEZHKRIEL GitHub, # Amazon KB RAIEEEFEKRTERE , THIARETR
EMIZTT.

require 'vendor/autoload.php';
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use Aws\ApiGateway\ApiGatewayClient;
use Aws\Exception\AwsException;

/X JI11117777777777777777777777777777777777777777777777777777777777777777777777

* Purpose: Gets the base path mapping for a custom domain name in
* Amazon API Gateway.

* Prerequisites: A custom domain name in API Gateway. For more information,
* see "Custom Domain Names" in the Amazon API Gateway Developer Guide.

* Inputs:

* - $apiGatewayClient: An initialized AWS SDK for PHP API client for

* API Gateway.

* - $basePath: The base path name that callers must provide as part of the
ik URL after the domain name.

* - $domainName: The custom domain name for the base path mapping.

* Returns: The base path mapping, if available; otherwise, the error message.

NV VIV Vs

function getBasePathMapping($apiGatewayClient, $basePath, $domainName)
{
try {
$result = $apiGatewayClient->getBasePathMapping([
'basePath' => $basePath,
'domainName' => $domainName,
1);
return 'The base path mapping\'s effective URI is: '
$result['e@metadata’']['effectiveUri'];
} catch (AwsException $e) {
return 'Error: ' . $e['message'];

function getsTheBasePathMapping()
{
$apiGatewayClient = new ApiGatewayClient([
'profile' => 'default'’,
'region' => 'us-east-1"',
'version' => '2015-07-09'
1);

echo getBasePathMapping($apiGatewayClient, '(none)', 'example.com');
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}

// Uncomment the following line to run this code in an AWS account.
// getsTheBasePathMapping();

« BX API HFAER |, H2 19 EAT PHP 89 Amazon SDK APl $# GetBasePathMapping ¥
9,

ListBasePathMappings

AT RBRAERT AR ListBasePathMappings.

ERTF PHP #9 SDK

® Note

EBEZHEREE GitHub, # Amazon B REIfFMEEFERERTRERE , 7 HMMAHITIR
BEMIE1T,.

require 'vendor/autoload.php';

use Aws\ApiGateway\ApiGatewayClient;
use Aws\Exception\AwsException;

/1171777 7777777777777/777777777777777777777/777777777/7/77/777/7777/7/77//7/777777
Purpose: Lists the base path mapping for a custom domain name in
Amazon API Gateway.

Prerequisites: A custom domain name in API Gateway. For more information,
see "Custom Domain Names" in the Amazon API Gateway Developer Guide.

Inputs:

- $apiGatewayClient: An initialized AWS SDK for PHP API client for
API Gateway.

- $domainName: The custom domain name for the base path mappings.

Returns: Information about the base path mappings, if available;
otherwise, the error message.
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function listBasePathMappings($apiGatewayClient, $domainName)
{
try {
$result = $apiGatewayClient->getBasePathMappings([
"domainName' => $domainName
1);
return 'The base path mapping(s) effective URI is:
$result['@metadata’']['effectiveUri'];
} catch (AwsException $e) {
return 'Error: ' . $e['message'];

function listTheBasePathMappings()

{
$apiGatewayClient = new ApiGatewayClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => '2015-07-09'
D;

echo listBasePathMappings($apiGatewayClient, 'example.com');

// Uncomment the following line to run this code in an AWS account.
// listTheBasePathMappings();

« BX APIHFHEESR | 51 EA T PHP B89 Amazon SDK API 2 #istBasePathMappings &
9,

UpdateBasePathMapping

AN RIBBRBER T WfAfE A UpdateBasePathMapping.
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BB EZHXEE GitHub, & Amazon BB RAIFREEFEKRTERG , THRMOMARITIR
EMIE1T,

require 'vendor/autoload.php';

use Aws\ApiGateway\ApiGatewayClient;
use Aws\Exception\AwsException;

/* 111117777777 777777777777777777777777777777777777777777777777777777777777777

* Purpose: Updates the base path mapping for a custom domain name
* in Amazon API Gateway.

* Inputs:

ks $apiGatewayClient: An initialized AWS SDK for PHP API client for

* API Gateway.

ik $basePath: The base path name that callers must provide as part of the
& URL after the domain name.

ik $domainName: The custom domain name for the base path mapping.

& $patchOperations: The base path update operations to apply.

* Returns: Information about the updated base path mapping, if available;
* otherwise, the error message.

W VNNV VA

function updateBasePathMapping(
$apiGatewayClient,
$basePath,
$domainName,
$patchOperations
) {
try {
$result = $apiGatewayClient->updateBasePathMapping([
'basePath' => $basePath,
"domainName' => $domainName,
"patchOperations' => $patchOperations
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1);
return 'The updated base path\'s URI is: '
$result['emetadata']['effectiveUri'];
} catch (AwsException $e) {

return 'Error: ' . $e['message'];
}
}
function updateTheBasePathMapping()
{
$patchOperations = array([
'op' => 'replace',
'path' => '/stage’,
'value' => 'stage2'
1);
$apiGatewayClient = new ApiGatewayClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2015-07-09'
1);
echo updateBasePathMapping(
$apiGatewayClient,
'(none) ',
'example.com',
$patchOperations
);
}

// Uncomment the following line to run this code in an AWS account.
// updateTheBasePathMapping();

- BXAPIHEFHAEE , i3 EAT PHP 8 Amazon SDK APl 2
#Z UpdateBasePathMapping® #9

=
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public function helloService()
{
$autoScalingClient = new AutoScalingClient([
'region' => 'us-west-2',
'version' => 'latest',
'profile' => 'default'’,
ik

$groups = $autoScalingClient->describeAutoScalingGroups([]);
var_dump($groups);

- BXAPIHNEHAEE , 2% EBT PHP #9 Amazon SDK API &
#DescribeAutoScalingGroups F #J

EXIhEE
TREARDR
AT RBTEIRT T 04T :
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namespace AutoScaling;

use Aws\AutoScaling\AutoScalingClient;
use Aws\CloudWatch\CloudWatchClient;
use Aws\Ec2\Ec2Client;

use AwsUtilities\AWSServiceClass;

use AwsUtilities\RunnableExample;

class GettingStartedWithAutoScaling implements RunnableExample
{

protected Ec2Client $ec2Client;

protected AutoScalingClient $autoScalingClient;

protected AutoScalingService $autoScalingService;

protected CloudWatchClient $cloudwatchClient;

protected string $templateName;

protected string $autoScalingGroupName;

protected array $role;

public function runExample()

{
echo("\n");
echo(M--------m oo \n");
print("Welcome to the Amazon EC2 Auto Scaling getting started demo using
PHPI\n");
echo(M--==--m s m - \n");

$clientArgs = [
'region' => 'us-west-2',
'version' => 'latest',
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'profile' => 'default'’,
iy
$unigid = uniqid();

$this->autoScalingClient = new AutoScalingClient($clientArgs);

$this->autoScalingService = new AutoScalingService($this-
>autoScalingClient);

$this->cloudWatchClient = new CloudWatchClient($clientArgs);

AWSServiceClass::$waitTime = 5;
AWSServiceClass::$maxWaitAttempts = 20;

/**
* Step 0: Create an EC2 launch template that you'll use to create an Auto
Scaling group.
*/
$this->ec2Client = new EC2Client($clientArgs);
$this->templateName = "example_launch_template_$uniqid";
$instanceType = "tl.micro";
$amiId = "ami-0@ca285d4c2cda3300";
$launchTemplate = $this->ec2Client->createlLaunchTemplate(
[
'LaunchTemplateName' => $this->templateName,
'LaunchTemplateData' => [
'InstanceType' => $instanceType,
'Imageld' => $amild,

);

/**
* Step 1: CreateAutoScalingGroup: pass it the launch template you created
in step 0.
*/
$availabilityZones[] = $this->ec2Client->describeAvailabilityZones([])
['AvailabilityZones'][1]['ZoneName'];

$this->autoScalingGroupName = "demoAutoScalingGroupName_$uniqid";
$minSize = 1;
$maxSize = 1;
$launchTemplateId = $launchTemplate['LaunchTemplate']['LaunchTemplateId'];
$this->autoScalingService->createAutoScalingGroup(
$this->autoScalingGroupName,
$availabilityZones,
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$minSize,

$maxSize,

$launchTemplateld
);

$this->autoScalingService->waitUntilGroupInService([$this-
>autoScalingGroupName]);

$autoScalingGroup = $this->autoScalingService-
>describeAutoScalingGroups([$this->autoScalingGroupName]);

/**
* Step 2: DescribeAutoScalingInstances: show that one instance has
launched.
*/
$instancelds = [$autoScalingGroup['AutoScalingGroups'][@]['Instances'][0]
['Instanceld']];
$instances = $this->autoScalingService-
>describeAutoScalingInstances($instancelds);
echo "The Auto Scaling group {$this->autoScalingGroupName} was created
successfully.\n";
echo count($instances['AutoScalingInstances'])
for the group.\n";
echo $autoScalingGroup['AutoScalingGroups'][0@]['MaxSize']
number of instances for the group.\n";

instances were created

is the max

/**
* Step 3: EnableMetricsCollection: enable all metrics or a subset.
*/
$this->autoScalingService->enableMetricsCollection($this-
>autoScalingGroupName, "1Minute");

/**
* Step 4: UpdateAutoScalingGroup: update max size to 3.
*/
echo "Updating the max number of instances to 3.\n";
$this->autoScalingService->updateAutoScalingGroup($this-
>autoScalingGroupName, ['MaxSize' => 3]);

/**
* Step 5: DescribeAutoScalingGroups: show the current state of the group.
*/
$autoScalingGroup = $this->autoScalingService-
>describeAutoScalingGroups([$this->autoScalingGroupName]);
echo $autoScalingGroup['AutoScalingGroups'][@]['MaxSize'];
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echo is the updated max number of instances for the group.\n";

$limits = $this->autoScalingService->describeAccountLimits();

echo "Here are your account limits:\n";

echo "MaxNumberOfAutoScalingGroups:
{$1imits['MaxNumberOfAutoScalingGroups']}\n";

echo "MaxNumberOfLaunchConfigurations:
{$1imits['MaxNumberOfLaunchConfigurations']}\n";

echo "NumberOfAutoScalingGroups: {$limits['NumberOfAutoScalingGroups']}\n";

echo "NumberOfLaunchConfigurations:
{$1imits['NumberOfLaunchConfigurations']}\n";

/**
* Step 6: SetDesiredCapacity: set desired capacity to 2.
*/
$this->autoScalingService->setDesiredCapacity($this->autoScalingGroupName,
2);
sleep(10); // Wait for the group to start processing the request.
$this->autoScalingService->waitUntilGroupInService([$this-
>autoScalingGroupName]);

/**
* Step 7: DescribeAutoScalingInstances: show that two instances are
launched.
*/
$autoScalingGroups = $this->autoScalingService-
>describeAutoScalingGroups([$this->autoScalingGroupName]);
foreach ($autoScalingGroups['AutoScalingGroups'] as $autoScalingGroup) {
echo "There is a group named:
{$autoScalingGroup['AutoScalingGroupName']}";
echo "with an ARN of {$autoScalingGroup['AutoScalingGroupARN']}.\n";
foreach ($autoScalingGroup['Instances'] as $instance) {
echo "{$autoScalingGroup['AutoScalingGroupName']} has an instance
with id of: ";
echo "{$instance['Instanceld']} and a lifecycle state of:
{$instance['LifecycleState']}.\n";
}

/**
* Step 8: TerminateInstanceInAutoScalingGroup: terminate one of the
instances in the group.

*/
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$this->autoScalingService-
>terminateInstanceInAutoScalingGroup($instance['InstanceId'], false);
do {
sleep(10);
$instances = $this->autoScalingService-
>describeAutoScalingInstances([$instance['InstancelId']]);
} while (count($instances['AutoScalingInstances']) > 0);
do {
sleep(10);
$autoScalingGroups = $this->autoScalingService-
>describeAutoScalingGroups([$this->autoScalingGroupName]);
$instances = $autoScalingGroups['AutoScalingGroups'][@]['Instances'];
} while (count($instances) < 2);
$this->autoScalingService->waitUntilGroupInService([$this-
>autoScalingGroupName]);
foreach ($autoScalingGroups['AutoScalingGroups'] as $autoScalingGroup) {
echo "There is a group named:
{$autoScalingGroup['AutoScalingGroupName']}";
echo "with an ARN of {$autoScalingGroup['AutoScalingGroupARN']}.\n";
foreach ($autoScalingGroup['Instances'] as $instance) {
echo "{$autoScalingGroup['AutoScalingGroupName']} has an instance
with id of: ";
echo "{$instance['Instanceld']} and a lifecycle state of:
{$instance['LifecycleState']}.\n";
}

/**
* Step 9: DescribeScalingActivities: list the scaling activities that have
occurred for the group so far.
*/
$activities = $this->autoScalingService-
>describeScalingActivities($autoScalingGroup['AutoScalingGroupName']);
echo "We found " . count($activities['Activities']) . " activities.\n";
foreach ($activities['Activities'] as $activity) {
echo "{$activity['ActivityId']} - {$activity['StartTime']} -
{$activity['Description']}\n";
}

/**
* Step 10: Use the Amazon CloudWatch API to get and show some metrics
collected for the group.
*/

$metricsNamespace = 'AWS/AutoScaling';
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$metricsDimensions = [

[
'Name' => 'AutoScalingGroupName',
'"Value' => $autoScalingGroup['AutoScalingGroupName'],
1,
iy
$metrics = $this->cloudWatchClient->listMetrics(
[
'Dimensions' => $metricsDimensions,
'Namespace' => $metricsNamespace,
]
I

foreach ($metrics['Metrics'] as $metric) {
$timespan = 5;

if ($metric['MetricName'] != 'GroupTotalCapacity' &&
$metric['MetricName'] != 'GroupMaxSize') {
continue;
}
echo "Over the last $timespan minutes, {$metric['MetricName']} recorded:
\n";
$stats = $this->cloudWatchClient->getMetricStatistics(
[
'Dimensions' => $metricsDimensions,
'"EndTime' => time(),
'StartTime' => time() - (5 * 60),
"MetricName' => $metric['MetricName'],
'Namespace' => $metricsNamespace,
'Period' => 60,
'Statistics' => ['Sum'],
]
);
foreach ($stats['Datapoints'] as $stat) {
echo "{$stat['Timestamp']}: {$stat['Sum']I\n";
}
}
return $instances;
}
public function cleanUp()
{
/**
* Step 11: DisableMetricsCollection: disable all metrics.
*/
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$this->autoScalingService->disableMetricsCollection($this-
>autoScalingGroupName);

/**
* Step 12: DeleteAutoScalingGroup: to delete the group you must stop all
instances.
* - UpdateAutoScalingGroup with MinSize=0
* - TerminateInstanceInAutoScalingGroup for each instance,
ks specify ShouldDecrementDesiredCapacity=True. Wait for instances to
stop.
* - Now you can delete the group.
*/
$this->autoScalingService->updateAutoScalingGroup($this-
>autoScalingGroupName, ['MinSize' => 0]);
$this->autoScalingService->terminateAllInstancesInAutoScalingGroup($this-
>autoScalingGroupName);
$this->autoScalingService->waitUntilGroupInService([$this-
>autoScalingGroupName]);
$this->autoScalingService->deleteAutoScalingGroup($this-
>autoScalingGroupName);

/**
* Step 13: Delete launch template.
*/
$this->ec2Client->deletelLaunchTemplate(
[
'LaunchTemplateName' => $this->templateName,
]
);

public function helloService()
{
$autoScalingClient = new AutoScalingClient([
'region' => 'us-west-2',
'version' => 'latest',
'profile' => 'default'’,
1);

$groups = $autoScalingClient->describeAutoScalingGroups([]);
var_dump($groups);
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« BX API FHEER |, 58 GEAT PHP B Amazon SDK API Reference) FHIA T E&,
» CreateAutoScalingGroup

DeleteAutoScalingGroup

» DescribeAutoScalingGroups

» DescribeAutoScalinglnstances

» DescribeScalingActivities

* DisableMetricsCollection

* EnableMetricsCollection

» SetDesiredCapacity

* TerminatelnstancelnAutoScalingGroup

» UpdateAutoScalingGroup

BR1E
CreateAutoScalingGroup
TR RBREVERT {AEA CreateAutoScalingGroupo

EATF PHP 9 SDK

(® Note
ERBEZMEREE GitHub, # Amazon KB RBIfF M ERERTERE , THMMHzITIR
BEMIZTT.

public function createAutoScalingGroup(
$autoScalingGroupName,
$availabilityZones,
$minSize,
$maxSize,
$launchTemplateId
) {
return $this->autoScalingClient->createAutoScalingGroup([
"AutoScalingGroupName' => $autoScalingGroupName,
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"AvailabilityZones' => $availabilityZones,
'MinSize' => $minSize,
'MaxSize' => $maxSize,
'LaunchTemplate' => [
'LaunchTemplateId' => $launchTemplateld,
1,
1D

- BXAPINEHEE , B2 % EMAT PHP #9 Amazon SDK API 2
# CreateAutoScalingGroup¥ Y,

DeleteAutoScalingGroup
LT RBRHIERT MAEA DeleteAutoScalingGroup.

EAT PHP 9 SDK

(® Note
EBEZMEREE GitHub, # Amazon B REIfF M EFERERTERE , 7HMMHITIR
EMIZTT.

public function deleteAutoScalingGroup($autoScalingGroupName)

{
return $this->autoScalingClient->deleteAutoScalingGroup([
"AutoScalingGroupName' => $autoScalingGroupName,
'ForceDelete' => true,
1D
}

- BXx API HWiFMER , 521 EAT PHP B Amazon SDK API $# DeleteAutoScalingGroup &
;8

DescribeAutoScalingGroups

LT RBRHIERT M{AEA DescribeAutoScalingGroups,
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public function describeAutoScalingGroups($autoScalingGroupNames)
{
return $this->autoScalingClient->describeAutoScalingGroups([
'AutoScalingGroupNames' => $autoScalingGroupNames
D
}
- BXAPIHNEHAEE , 5% EAT PHP 89 Amazon SDK API &
Z DescribeAutoScalingGroupsF #,
DescribeAutoScalingInstances
TR RBRHVER T afaE A DescribeAutoScalingInstances.,
EHAT PHP # SDK
(® Note
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public function describeAutoScalingInstances($instancelds)
{
return $this->autoScalingClient->describeAutoScalingInstances([
'Instancelds' => $instancelds

1)
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DescribeScalingActivities
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public function describeScalingActivities($autoScalingGroupName)

{

return $this->autoScalingClient->describeScalingActivities([
'AutoScalingGroupName' => $autoScalingGroupName,

1);

- BX APIHiFEMESR , 12 EA T PHP B Amazon SDK APl &
#DescribeScalingActivities 1 #

DisableMetricsCollection
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public function disableMetricsCollection($autoScalingGroupName)
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{

return $this->autoScalingClient->disableMetricsCollection([
'AutoScalingGroupName' => $autoScalingGroupName,

1)

- X API N FHEER |, 5 EHT PHP 89 Amazon SDK APl $#DisableMetricsCollection
08

EnableMetricsCollection

AT RGERT a{EH EnableMetricsCollection,

EATF PHP # SDK
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public function enableMetricsCollection($autoScalingGroupName, $granularity)

{
return $this->autoScalingClient->enableMetricsCollection([
"AutoScalingGroupName' => $autoScalingGroupName,
'Granularity' => $granularity,
D;
}

- X APINFMEER , 5 EHT PHP 89 Amazon SDK APl $#EnableMetricsCollection¥
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public function setDesiredCapacity($autoScalingGroupName, $desiredCapacity)

{
return $this->autoScalingClient->setDesiredCapacity([
"AutoScalingGroupName' => $autoScalingGroupName,
'DesiredCapacity' => $desiredCapacity,
1);
}

- BX APIHiFMESR , 50 EATF PHP B9 Amazon SDK API £ # SetDesiredCapacity P i,

TerminateInstanceInAutoScalingGroup

LTFREREERT W@#EA TerminateInstanceInAutoScalingGroupo

EAT PHP 9 SDK

(® Note

EBEZMHEXEE GitHub, # Amazon KB RHIF#EERERTERA , THRMMHEITIR
BEMZ1T.

public function terminateInstanceInAutoScalingGroup(
$instanceld,

$shouldDecrementDesiredCapacity = true,
$attempts = 0

) {
try {

return $this->autoScalingClient->terminatelInstanceInAutoScalingGroup([
'Instanceld' => $instanceld,

'ShouldDecrementDesiredCapacity' => $shouldDecrementDesiredCapacity,
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1);
} catch (AutoScalingException $exception) {
if ($exception->getAwsErrorCode() == "ScalingActivityInProgress" &&

$attempts < 5) {

error_log("Cannot terminate an instance while it is still pending.
Waiting then trying again.");

sleep(5 * (1 + $attempts));
return $this->terminateInstanceInAutoScalingGroup(

$instanceld,
$shouldDecrementDesiredCapacity,
++$attempts
);
} else {

throw $exception;

- BXAPIHNEHEE , 5% EAT PHP 89 Amazon SDK API &
ZTerminatelnstancelnAutoScalingGroupH #Y,

UpdateAutoScalingGroup

TR RHIER T M{AfEA UpdateAutoScalingGroup.

EAT PHP 9 SDK

(® Note

EBEZMHEXEE GitHub, £ Amazon KB REIF#EERERTERA , THRMMEITIR
BEMZ1T.

public function updateAutoScalingGroup($autoScalingGroupName, $args)
{

if (array_key_exists('MaxSize', $args)) {

$maxSize = ['MaxSize' => $args['MaxSize']];
} else {
$maxSize = [];
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if (array_key_exists('MinSize', $args)) {
$minSize = ['MinSize' => $args['MinSize']];
} else {
$minSize = [];
}
$parameters = ['AutoScalingGroupName' => $autoScalingGroupName];
$parameters = array_merge($parameters, $minSize, $maxSize);
return $this->autoScalingClient->updateAutoScalingGroup($parameters);

- BX APIVAER , HSH EAT PHP B Amazon SDK APl &
# UpdateAutoScalingGroupH 9,
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® Note
BB ELZHKREER GitHub, £ Amazon K RAIFHEERERTERG , THMOMARITIR
BNZE1T,

5|4 7T FARY Amazon Bedrock EafiiEH

public function listFoundationModels()

{
$bedrockClient = new BedrockClient([
'region' => 'us-west-2',
'profile' => 'default'
D;
$response = $bedrockClient->1listFoundationModels();
return $response[ 'modelSummaries'];
}

- BX APIWFAEE |, E2E EAT PHP 89 Amazon SDK APl $#ListFoundationModels
Mo

£ SDK for PHP B9 Amazon Bedrock =178t R & R4

UTRBREABERERT WOMAER EHTF PHP 89 Amazon SDK 5 Amazon Bedrock Runtime Bt & {#
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 Anthropic Claude
 Stable Diffusion

=
1£ Amazon Bedrock EiHRAZNEMER
TR REBRHIERT QT Amazon Bedrock EAHER M EE i AR EFESHEE (LLMs) KER R

EAT PHP B SDK

(@ Note
EBEZMERIEL GitHubo # Amazon B RBITF M ERERTERERE , THEMMBIITIR
BEMIZTT.

LLMs £ Amazon Bedrock LA Z 4,

namespace BedrockRuntime;

class GettingStartedWithBedrockRuntime

{
protected BedrockRuntimeService $bedrockRuntimeService;
public function runExample()
{
echo "\n";
€ChO M-m s -
\n";
echo "Welcome to the Amazon Bedrock Runtime getting started demo using PHP!
\n";
€ChO M-m s -
\n";
$bedrockRuntimeService = new BedrockRuntimeService();
$prompt = 'In one paragraph, who are you?';
echo "\nPrompt: " . $prompt;
echo "\n\nAnthropic Claude:\n";
echo $bedrockRuntimeService->invokeClaude($prompt);
echo
BN B \n";
$image_prompt = 'stylized picture of a cute old steampunk robot';

R
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echo "\nImage prompt: . $image_prompt;

echo "\n\nStability.ai Stable Diffusion XL:\n";

$diffusionSeed = rand(@, 4294967295);

$style_preset = 'photographic';

$base64 = $bedrockRuntimeService->invokeStableDiffusion($image_prompt,
$diffusionSeed, $style_preset);

$image_path = $this->saveImage($base64, 'stability.stable-diffusion-x1');

echo "The generated image has been saved to $image_path";

echo "\n\nAmazon Titan Image Generation:\n";

$titanSeed = rand(@, 2147483647);

$base64 = $bedrockRuntimeService->invokeTitanImage($image_prompt,
$titanSeed);

$image_path = $this->saveImage($base64, 'amazon.titan-image-generator-v2');

echo "The generated image has been saved to $image_path";

}
private function savelmage($base64_image_data, $model_id): string
{
$output_dir = "output";
if (!file_exists($output_dir)) {
mkdir($output_dir);
}
$i = 1;
while (file_exists("$output_dir/$model_id" . '_' . "$i.png")) {
$i++;
}
$image_data = base64_decode($base64_image_data);
$file_path = "$output_dir/$model_id" . '_' . "$i.png";
$file = fopen($file_path, 'wb');
fwrite($file, $image_data);
fclose($file);
return $file_path;
}

- X API FHEER |, 55H (GEAT PHP #9 Amazon SDK API Reference) FHIUTER,
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Amazon Nova

Converse
AT R®BRHE TR I{A £ B Bedrock BY Converse API [ Amazon Nova KX AH B,

EATF PHP # SDK

@ Note
EHEZHKRIEL GitHub, % Amazon KB RGIFMEEFEKRTERE , THITRITIR
BEMIZTT.

& F Bedrock B9 Converse API [a] Amazon Nova & iEXAH B,

// Use the Conversation API to send a text message to Amazon Nova.

use Aws\BedrockRuntime\BedrockRuntimeClient;
use Aws\Exception\AwsException;
use RuntimeException;

class Converse

{
public function converse(): string
{
// Create a Bedrock Runtime client in the AWS Region you want to use.
$client = new BedrockRuntimeClient([
'region' => 'us-east-1',
'profile' => 'default'
1D;

// Set the model ID, e.g., Amazon Nova Lite.
$modelId = 'amazon.nova-lite-v1:0';

// Start a conversation with the user message.
$userMessage = "Describe the purpose of a 'hello world' program in one
line.";
$conversation = [
[
"role" => "user",
"content" => [["text" => $userMessage]]
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]

1;

try {
// Send the message to the model, using a basic inference configuration.
$response = $client->converse([
'modelId' => $modelld,
'messages' => $conversation,
'inferenceConfig' => [
'maxTokens' => 512,
'temperature' => 0.5

1)

// Extract and return the response text.
$responseText = $response['output']['message']['content'J[@]['text'];
return $responseText;
} catch (AwsException $e) {
echo "ERROR: Can't invoke {$modelId}. Reason: {$e-
>getAwsErrorMessage()}";
throw new RuntimeException("Failed to invoke model: " . $e-
>getAwsErrorMessage(), 0, $e);
}

$demo = new Converse();
echo $demo->converse();

« BX APIFHEER | F5H GERAT PHP B Amazon SDK API Reference) H#Y Converses
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EHEZHKRIEL GitHub, % Amazon KB RHIFMEEFEKRTERE , THIMTRITIR
BEMIZTT.

5/ Amazon Titan B{&REKESSIEE B,

public function invokeTitanImage(string $prompt, int $seed)
{
// The different model providers have individual request and response
formats.
// For the format, ranges, and default values for Titan Image models refer
to:
// https://docs.aws.amazon.com/bedrock/latest/userguide/model-parameters-
titan-image.html

$base64_image_data = "";
try {
$modelId = 'amazon.titan-image-generator-v2:0';

$request = json_encode([

'taskType' => 'TEXT_IMAGE',

'textToImageParams' => [
"text' => $prompt

1,

'imageGenerationConfig' => [
'numberOfImages' => 1,
'quality' => ‘'standard',
'cfgScale' => 8.0,
'height' => 512,

'width' => 512,
'seed' => $seed

1);
$result = $this->bedrockRuntimeClient->invokeModel([
'contentType' => 'application/json',
'body' => $request,
'modelId' => $modelld,
1);
$response_body = json_decode($result['body']);
$base64_image_data = $response_body->images[0];
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} catch (Exception $e) {
echo "Error: ({$e->getCode()}) - {$e->getMessage()I\n";

return $base64_image_data;

- BX APIWFAEE , BE2@ EATF PHP 89 Amazon SDK APl 3#InvokeModel F Y,

Anthropic Claude
InvokeModel
LA RS RBIE R a0frI 6E A VA FA#E & API [8) Anthropic Claude %3 XASH &,

EAT PHP 9 SDK

® Note
EBEZMXER GitHubo # Amazon XS RPIFHEEFERTREREG , THMMETIR
BHIZE1T.

8 A Anthropic Claude 2 EftE# LL4E B3,

public function invokeClaude($prompt)
{
// The different model providers have individual request and response
formats.
// For the format, ranges, and default values for Anthropic Claude, refer
to:
// https://docs.aws.amazon.com/bedrock/latest/userguide/model-parameters-
claude.html

$completion = "";
try {
$modelId = 'anthropic.claude-3-haiku-20240307-v1:0';
// Claude requires you to enclose the prompt as follows:
$body = [
'anthropic_version' => 'bedrock-2023-05-31"',
'max_tokens' => 512,
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'temperature' => 0.5,
'messages’' => [[
'role' => 'user',
'content' => $prompt
1]
iy
$result = $this->bedrockRuntimeClient->invokeModel([
'contentType' => 'application/json',
'body' => json_encode($body),
'modelId' => $modelld,
1);
$response_body = json_decode($result['body']);
$completion = $response_body->content[0]->text;
} catch (Exception $e) {
echo "Error: ({$e->getCode()}) - {$e->getMessage()I\n";
}

return $completion;

« BX APINiFHEER | F5¥E 5EHT PHP B Amazon SDK APl $ZInvokeModel Ry,

Stable Diffusion

InvokeModel

LU 88 R BIE R an{a] /£ Amazon Bedrock L8 A Stability.ai Stable Diffusion XL R4 KB %,

ERAT PHP B SDK

(® Note
EBEZHEREE GitHub, # Amazon 3R IfF M EFERERTERE , 7HMMHITIR
EMIZTT.

£/ Stable Diffusion 2|22 & %,

public function invokeStableDiffusion(string $prompt, int $seed, string
$style_preset)
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{

// The different model providers have individual request and response
formats.

// For the format, ranges, and available style_presets of Stable Diffusion

models refer to:

// https://docs.aws.amazon.com/bedrock/latest/userguide/model-parameters-

stability-diffusion.html

$base64_image_data = "";

try {
$modelId = 'stability.stable-diffusion-x1-v1';
$body = [

'text_prompts' => [
['text' => $prompt]
iF
'seed' => $seed,
'cfg_scale' => 10,
'steps' => 30
1;
if ($style_preset) {
$body['style_preset'] = $style_preset;

$result = $this->bedrockRuntimeClient->invokeModel([
'contentType' => 'application/json',
'body' => json_encode($body),
'modelId' => $modelld,
D;
$response_body = json_decode($result['body']);
$base64_image_data = $response_body->artifacts[0]->basebs;
} catch (Exception $e) {
echo "Error: ({$e->getCode()}) - {$e->getMessage()I\n";

return $base64_image_data;

- Ax APINFMEESR , 3 EHT PHP 8 Amazon SDK APl 3 #InvokeModel$ #,
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FEAERT PHP 89 SDK B9 Amazon DocumentDB 7=~45l

LT RS R A | SRR T W{AI1&E Amazon DocumentDB 7 5EAF PHP B9 Amazon SDK & Sk 1Ti%
EMEIMENZ S,

BANRAIEEE - MER ETEFRABNEE , SUUNPRIEXDOME L TXHREMSITRB
B,

&

- RS AR

AR5 88 ROl
#B3E Amazon DocumentDB fit & 2518 | Lambda E¥K

AT BB REPERINASEI — N Lambda BEEER |, ZEREUEEWET #Z WK B DocumentDB B SURAY iC F
M ANEY, ZEBEE DocumentDB BEXAE , HIEZTIEERNE.

ERTF PHP # SDK

® Note
REEZHXEER GitHub, EERSHBREIFEREPERTERE , 3 7HOMAHITRE
MZ1T,

5/ PHP 3% Amazon DocumentDB E#5 Lambda &£&&FH.

<?php
require _ DIR__.'/vendor/autoload.php';

use Bref\Context\Context;
use Bref\Event\Handler;

class DocumentDBEventHandler implements Handler

{

public function handle($event, Context $context): string

{

Amazon DocumentDB 483


https://github.com/aws-samples/serverless-snippets/tree/main/integration-docdb-to-lambda

EHTF PHP #9 Amazon SDK AR 3FAARERE

$events = $event['events'] ?? [];
foreach ($events as $record) {
$this->logDocumentDBEvent($record['event']);

}
return '0K';
}
private function logDocumentDBEvent($event): void
{
// Extract information from the event record
$operationType = $event['operationType'] ?? 'Unknown';
$db = $event['ns']J['db'] ?? 'Unknown';
$collection = $event['ns']['coll’'] ?? 'Unknown';
$fullDocument = $event['fullDocument'] ?? [];
// Log the event details
echo "Operation type: $operationType\n";
echo "Database: $db\n";
echo "Collection: $collection\n";
echo "Full document: " . json_encode($fullDocument, JSON_PRETTY_PRINT) .
||\n||;
}

}

return new DocumentDBEventHandler();

FE &R T PHP # SDK B DynamoDB R4
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- BIEAREFEEFRENER.

« ERPMARZ—BE , REGFEMILBER,
* @ JSON RHIXHHERPEA BRI,

- EMELAEFDRITHER.

- REEFOEERARITHER,

« MIBRT I BRZE BMERKR.

EAT PHP # SDK

(® Note
BB EZHEXEE GitHub, £ Amazon KB RO F#EPREXKTERG , THRNMFEITIE
B MIE1T,

BT RAIERA XM, RibES&4EEER (2T PHP "l README.md X+ ) .

namespace DynamoDb\Basics;

use Aws\DynamoDb\Marshaler;

use DynamoDb;

use DynamoDb\DynamoDBAttribute;
use DynamoDb\DynamoDBService;

use function AwsUtilities\loadMovieData;
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use function AwsUtilities\testable_readline;

class GettingStartedWithDynamoDB

{
public function run()
{
echo("\n");
echo(M--------m oo \n");
print("Welcome to the Amazon DynamoDB getting started demo using PHP!\n");
echo(M-------- s \n");

$uuid = uniqid();
$service = new DynamoDBService();

$tableName = "ddb_demo_table_$uuid";
$service->createTable(
$tableName,
[
new DynamoDBAttribute('year', 'N', 'HASH'),
new DynamoDBAttribute('title', 'S', 'RANGE')

);

echo "Waiting for table...";

$service->dynamoDbClient->waitUntil("TableExists", ['TableName' =>
$tableName]);

echo "table $tableName found!\n";

echo "What's the name of the last movie you watched?\n";

while (empty($movieName)) {
$movieName = testable_readline("Movie name: ");

}

echo "And what year was it released?\n";

$movieYear = "year";

while (!is_numeric($movieYear) || intval($movieYear) != $movieYear) {
$movieYear = testable_readline("Year released: ");

$service->putItem([
'Item' => [
'year' => [
'N' => "$movieYear",
iF
"title' => [
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'S' => $movieName,
1,

1,
'TableName' => $tableName,

1)

echo "How would you rate the movie from 1-10?\n";
$rating = 0;

while (!is_numeric($rating) || intval($rating) != $rating || $rating < 1 ||

$rating > 10) {
$rating = testable_readline("Rating (1-10): ");
}
echo "What was the movie about?\n";
while (empty($plot)) {
$plot = testable_readline("Plot summary: ");

}
$key = [
'Item' => [
'title' => [
'S'" => $movieName,
1,
'year' => [
'N' => $movieYear,
1,
]
iy
$attributes = ["rating" =>
[
'"AttributeName' => 'rating',
'AttributeType' => 'N',
'Value' => $rating,
1,
'plot' => [
'AttributeName' => 'plot',
'AttributeType' => 'S',
'"Value' => $plot,
]
iy

$service->updateltemAttributesByKey($tableName, $key, $attributes);

echo "Movie added and updated.";
$batch = json_decode(loadMovieData());

$service->writeBatch($tableName, $batch);
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$movie = $service->getItemByKey($tableName, $key);

echo "\nThe movie {$movie['Item']['title']['S']} was released in
{$movie['Item']['year'J['N']}.\n";

echo "What rating would you like to give {$movie['Item']J['title']J['S']1}?\n";

$rating = 0;

while (!is_numeric($rating) || intval($rating) != $rating || $rating < 1 ||
$rating > 10) {

$rating = testable_readline("Rating (1-10): ");

}

$service->updateltemAttributeByKey($tableName, $key, 'rating', 'N’,
$rating);

$movie = $service->getItemByKey($tableName, $key);
echo "Ok, you have rated {$movie['Item']J['title']J['S']} as a {$movie['Item']
['rating']['N']}\n";

$service->deleteltemByKey($tableName, $key);
echo "But, bad news, this was a trap. That movie has now been deleted
because of your rating...harsh.\n";

echo "That's okay though. The book was better. Now, for something lighter,
in what year were you born?\n";
$birthYear = "not a number";
while (!is_numeric($birthYear) || $birthYear >= date("Y")) {
$birthYear = testable_readline("Birth year: ");

}
$birthKey = [
'Key' => [
'year' => [
'N' => "$birthYear",
1,
1,
1;

$result = $service->query($tableName, $birthKey);

$marshal = new Marshaler();

echo "Here are the movies in our collection released the year you were born:
\n";

$oops = "Oops! There were no movies released in that year (that we know of).
\n";

$display = "";

foreach ($result['Items'] as $movie) {

$movie = $marshal->unmarshalItem($movie);
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$display .= $movie['title'] . "\n";
}
echo ($display) ?: $oops;

$yearsKey = [

'Key' => [
'year' => [
IN' = [
'minRange' => 1990,
'maxRange' => 1999,
1,
1,
1,

iy
$filter = "year between 1990 and 1999";
echo "\nHere's a list of all the movies released in the 9@0s:\n";
$result = $service->scan($tableName, $yearskKey, $filter);
foreach ($result['Items'] as $movie) {

$movie = $marshal->unmarshalltem($movie);

echo $movie['title'] . "\n";

echo "\nCleaning up this demo by deleting table $tableName...\n
$service->deleteTable($tableName);

’

« X APIFHAEER , HF3H (GERT PHP B Amazon SDK API Reference) FHIATEH,

BatchWriteltem

CreateTable
Deleteltem
DeleteTable

DescribeTable

Getltem
Putltem

Query

Scan

Updateltem
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® Note
BB EZHEXEEL GitHub, £ Amazon KB RGIFHEEPERTERG , 7THMNMHITIR
BENET.

public function getItemByPartiQLBatch(string $tableName, array $keys): Result
{
$statements = [];
foreach ($keys as $key) {
list($statement, $parameters) = $this-
>buildStatementAndParameters("SELECT", $tableName, $key['Item']);
$statements[] = [
'Statement' => "$statement",
'Parameters' => $parameters,

17

return $this->dynamoDbClient->batchExecuteStatement([
'Statements' => $statements,

1);
}
public function insertItemByPartiQLBatch(string $statement, array $parameters)
{
$this->dynamoDbClient->batchExecuteStatement([
'Statements' => [
[
'Statement' => "$statement",
'Parameters' => $parameters,
1,
1,
1);
}
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public function updateItemByPartiQLBatch(string $statement, array $parameters)

{
$this->dynamoDbClient->batchExecuteStatement([
'Statements' => [
[
'Statement' => "$statement",
'Parameters' => $parameters,
1,
1,
1);
}
public function deleteItemByPartiQLBatch(string $statement, array $parameters)
{
$this->dynamoDbClient->batchExecuteStatement([
'Statements' => [
[
'Statement' => "$statement",
'Parameters' => $parameters,
1,
1,
1);
}

- Ax APINFMESR , F5 EHT PHP 8 Amazon SDK API 3 #BatchExecuteStatementH
Mo

BatchWriteItem

LUTRIBREVERT WAEA BatchWriteItem,

ERT PHP 9 SDK

® Note
EBEZMXER GitHubo # Amazon XS RBIFHEEFERTREREG , THMMHITIR
BHIZETT.
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public function writeBatch(string $TableName, array $Batch, int $depth = 2)
{
if (--$depth <= @) {
throw new Exception("Max depth exceeded. Please try with fewer batch
items or increase depth.");

}

$marshal = new Marshaler();
$total = 0;
foreach (array_chunk($Batch, 25) as $Items) {
foreach ($Items as $Item) {
$BatchWrite['RequestItems'][$TableName][] = ['PutRequest' => ['Item’
=> $marshal->marshalItem($Item)]];

}
try {
echo "Batching another " . count($Items) . " for a total of " .
($total += count($Items)) . " items!\n";

$response = $this->dynamoDbClient->batchWriteItem($BatchWrite);
$BatchwWrite = [];
} catch (Exception $e) {

echo "uh oh...";
echo $e->getMessage();
die();

}

if ($total >= 250) {
echo "250 movies is probably enough. Right? We can stop there.\n";
break;

« BEX APIHNFHAEER , ESH EAT PHP B9 Amazon SDK API $ZBatchWriteltem$ #Y,

CreateTable

LTFRIBREVERT WAEA CreateTable,
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ERTF PHP # SDK

@ Note
EHEZHKRIEL GitHub, # Amazon KB RGITFMEE FEKRTERG , THRAOMIITIR
BEMIZ{T.
BER,

$tableName = "ddb_demo_table_$uuid";
$service->createTable(
$tableName,
[
new DynamoDBAttribute('year', 'N', 'HASH'),
new DynamoDBAttribute('title', 'S', 'RANGE')

);

public function createTable(string $tableName, array $attributes)
{
$keySchema = [];
$attributeDefinitions = [];
foreach ($attributes as $attribute) {
if (is_a($attribute, DynamoDBAttribute::class)) {
$keySchema[] = ['AttributeName' => $attribute->AttributeName,
'KeyType' => $attribute->KeyType];
$attributeDefinitions[] =
['AttributeName' => $attribute->AttributeName, 'AttributeType'
=> $attribute->AttributeType];
}

$this->dynamoDbClient->createTable([
'TableName' => $tableName,
'KeySchema' => $keySchema,
'AttributeDefinitions' => $attributeDefinitions,
'ProvisionedThroughput' => ['ReadCapacityUnits' => 10,
'WriteCapacityUnits' => 10],
1);
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- BAx APINFMEER , 5 EHT PHP 8 Amazon SDK APl $# CreateTableF i,

Deleteltem

LT R REERT WA{EH Deleteltem,

ERAT PHP B SDK

® Note
EEESHXER GitHub, £ Amazon KB RAIFHEERERTERG , THMAHITIR
BEMET.
$key = [
'Item' => [
"title' => [
'S' => $movieName,
15
'year' => [
'N' => $movieYear,
1,
]
1;

$service->deleteItemByKey($tableName, $key);
echo "But, bad news, this was a trap. That movie has now been deleted
because of your rating...harsh.\n";

public function deleteItemByKey(string $tableName, array $key)

{
$this->dynamoDbClient->deleteItem([
'Key' => $key['Item'],
'TableName' => $tableName,
1);
}

- X APINFMEER | F5 EHT PHP 8 Amazon SDK APl & #Deleteltem™® 1,
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DeleteTable

LTFRIBREERT WfAEA DeleteTable,

EATF PHP 9 SDK

(® Note
EHEZHKRIEER GitHub, # Amazon KB RHIFEEFEKRTERE , THRNARTR

~—

BEMIz1T.

public function deleteTable(string $TableName)

{
$this->customWaiter(function () use ($TableName) {
return $this->dynamoDbClient->deleteTable([
'TableName' => $TableName,
1);
1)
}

« BX APINFHEER |, F5H 5EAT PHP B9 Amazon SDK APl $#DeleteTable R #,

ExecuteStatement

UTRBREVERT WfAIEA ExecuteStatement,

EATF PHP # SDK

@ Note
EHEZHKRIEL GitHub, # Amazon KB RGIFMEEFEKRTERE , THIMTRITIR
BEMIZ{T.

public function insertItemByPartiQL(string $statement, array $parameters)

{
$this->dynamoDbClient->executeStatement([
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'Statement' => "$statement",
'Parameters' => $parameters,

1)

public function getItemByPartiQL(string $tableName, array $key): Result
{
list($statement, $parameters) = $this->buildStatementAndParameters("SELECT",
$tableName, $key['Item']);

return $this->dynamoDbClient->executeStatement([
'Parameters' => $parameters,
'Statement' => $statement,

1);
}
public function updateIltemByPartiQL(string $statement, array $parameters)
{
$this->dynamoDbClient->executeStatement([
'Statement' => $statement,
'Parameters' => $parameters,
1);
}
public function deleteltemByPartiQL(string $statement, array $parameters)
{
$this->dynamoDbClient->executeStatement([
'Statement' => $statement,
'Parameters' => $parameters,
1);
}

- BX APIWFAEE |, BE2E EAT PHP 89 Amazon SDK APl 3#ExecuteStatementH 5,

GetItem

LTFRIBREERT WAER GetItem,
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BEEZHEXEE GitHub, £ Amazon KB RG|IFEEPFERTERG , 7HEMABHITIR
BHIZE1T.

$movie = $service->getItemByKey($tableName, $key);

echo "\nThe movie {$movie['Item']['title']['S']} was released in
{$movie['Item']['year'J['N']}.\n";

public function getItemByKey(string $tableName, array $key)

{
return $this->dynamoDbClient->getItem([
'Key' => $key['Item'],
'TableName' => $tableName,
1);
}

« BX APIWiFHEER , F3H 5EH T PHP B Amazon SDK APl 3 Getltem®H,

ListTables
LT REERGERT MNAEA ListTables,
ERF PHP #9 SDK

® Note
BB EZMEXER GitHub, £ Amazon KB RHIFHEEPERTERA , THROMHITIE
BMZ=1T,
public function listTables($exclusiveStartTableName = "", $limit = 100)
{

$this->dynamoDbClient->1listTables([
'"ExclusiveStartTableName' => $exclusiveStartTableName,
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'Limit' => $limit,

1)

« BX APINiFHEER |, F5¥ 5EAT PHP B Amazon SDK APl $ZListTablesH,

PutItem
LTFRIBREERT WAER PutItem,

EATF PHP 9 SDK

(® Note
BB EZHEXEE GitHub, £ Amazon KB RHIF#EEPREXRTERG , THEMNMHEITIR
B MiZE1T,

echo "What's the name of the last movie you watched?\n";

while (empty($movieName)) {
$movieName = testable_readline("Movie name: ");

}

echo "And what year was it released?\n";

$movieYear = "year";

while (!is_numeric($movieYear) || intval($movieYear) != $movieYear) {
$movieYear = testable_readline("Year released: ");

$service->putItem([
'Item' => [
'year' => [
'N' => "$movieYear",

1,
'title' => [

'S' => $movieName,
1,

1,
'TableName' => $tableName,

1);

public function putIltem(array $array)
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{
$this->dynamoDbClient->putItem($array);

« BX API WiFHEER |, F5H 5EH T PHP 89 Amazon SDK APl &ZPutltem¥ .

Query
TR REIER T (AR Query,

EATF PHP 9 SDK

(® Note

BB EZHXEE GitHub, £ Amazon KB RHIFMEE PERTE R , 7HROAHITIR

B MIE1T,.

$birthKey = [
‘Key' =>1[
'year' => [
'N' => "$birthYear",
1,
1,
1;
$result = $service->query($tableName, $birthKey);

public function query(string $tableName, $key)

{
$expressionAttributeValues = [];
$expressionAttributeNames = [];
$keyConditionExpression = "";
$index = 1;
foreach ($key as $name => $value) {
$keyConditionExpression .= "#" . array_key_first($value) .
$index,";
$expressionAttributeNames["#" . array_key_first($value)] =

array_key_first($value);
$hold = array_pop($value);
$expressionAttributeValues[":v$index"] = [
array_key_first($hold) => array_pop($hold),

"= v
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1;

}

$keyConditionExpression = substr($keyConditionExpression, @, -1);

$query = [
'"ExpressionAttributeValues' => $expressionAttributeValues,
'"ExpressionAttributeNames' => $expressionAttributeNames,
'KeyConditionExpression' => $keyConditionExpression,
'TableName' => $tableName,

1;

return $this->dynamoDbClient->query($query);

- BX API #4AELR , H2H GERAT PHP # Amazon SDK API Reference) H# Query,

Scan
LTFRIBREERT WAEA Scan,

EATF PHP 9 SDK

(® Note
BB EZHEXEE GitHub, £ Amazon KB RHIFMEEPRERTERG , THENMFEITIR
B MiE1T,

$yearsKey = [

‘Key' =>1[
'year' => [
IN' = [
'minRange' => 1990,
'maxRange' => 1999,
1,
1,
1,

iy
$filter = "year between 1990 and 1999";
echo "\nHere's a list of all the movies released in the 90@0s:\n";
$result = $service->scan($tableName, $yearskKey, $filter);
foreach ($result['Items'] as $movie) {

$movie = $marshal->unmarshalltem($movie);

B’¥%E 500


https://docs.amazonaws.cn/goto/SdkForPHPV3/dynamodb-2012-08-10/Query
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code/dynamodb#code-examples

EAT PHP B9 Amazon SDK WA 3 FFRARIEE

echo $movie['title'] . "\n";

}
public function scan(string $tableName, array $key, string $filters)
{
$query = [
'ExpressionAttributeNames' => ['#year' => 'year'],
'ExpressionAttributeValues' => [
":min" => ['N' => '1990'],
":max" => ['N' => '1999'],
1,
'FilterExpression' => "#year between :min and :max",
'TableName' => $tableName,
iy
return $this->dynamoDbClient->scan($query);
}

« BX APIFHEER | F5H GEAT PHP B Amazon SDK API Reference) H#J Scan,

UpdateItem
LR ARBREERT A6 A UpdateItems

ERTF PHP # SDK

® Note
EBEZMXER GitHubo # Amazon XS RPIFHEEFERTREMREG , THMMEITIR
BHIZETT.

echo "What rating would you like to give {$movie['Item']J['title'J['S']}?\n";

$rating = 0;

while (!is_numeric($rating) || intval($rating) != $rating || $rating < 1 ||
$rating > 10) {

$rating = testable_readline("Rating (1-10): ");

}

$service->updateltemAttributeByKey($tableName, $key, 'rating', 'N’,
$rating);

public function updateItemAttributeByKey(
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string $tableName,

array $key,

string $attributeName,

string $attributeType,

string $newvValue

) {

$this->dynamoDbClient->updateItem([
'Key' => $key['Item'],
'TableName' => $tableName,
'UpdateExpression' => '"set #NV=:NV",
'ExpressionAttributeNames' => [

"#NV' => $attributeName,

1,
'ExpressionAttributeValues' => [
"INV o=> [
$attributeType => $newValue
]
1,

1)

- BX AP HEAELE , H2H EAT PHP 89 Amazon SDK APl 3 Updateltem# Y,

=

BIETRSENAEFREERS
LUTRERAERNMGIBELTRSSINARRF , LAFEBERRSERRA,
ERTF PHP # SDK

ERINMAFABRAR-EENARR , ZNARERERA Amazon Rekognition 4l B & VAR I
HHE#UHBERE,

BX NI EBENZ TN ZERABIIRE , F25H LW TERE GitHub,
ERANT BIXANBIFRER , 1§55 Amazon # X EHIEI,

B o 68 A B AR S5

+ API Gateway

78— 502


https://docs.amazonaws.cn/goto/SdkForPHPV3/dynamodb-2012-08-10/UpdateItem
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/applications/photo_asset_manager
https://community.aws/posts/cloud-journeys/01-serverless-image-recognition-app

EAT PHP B9 Amazon SDK WA 3 FFRARIEE

* DynamoDB

* Lambda

* Amazon Rekognition
« Amazon S3

* Amazon SNS

EAHtE PartiQL FAERR
LT RBROER T 104

- BEIE{THA SELECT BARRM—#tTE,
- BIIEITSA INSERT BARFM—#TE

- BEZETZ UPDATE BAXREH —HWE,
- BEIZE{TZ/ DELETE BaRMBR—#IE .

EATF PHP 9 SDK

® Note
BB EZHXEE GitHub, & Amazon BB RAIFREEFERTERG , THRMOMARITIR
BHMZE1T,

namespace DynamoDb\PartiQL_Basics;
use Aws\DynamoDb\Marshaler;
use DynamoDb;

use DynamoDb\DynamoDBAttribute;

use function AwsUtilities\loadMovieData;
use function AwsUtilities\testable_readline;

class GettingStartedwWithPartiQLBatch

{
public function run()
{
echo("\n");
echo(M--==--m s m - \n");
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print("Welcome to the Amazon DynamoDB - PartiQL getting

PHP!\n");

$uuid = uniqgid();
$service = new DynamoDb\DynamoDBService();

$tableName = "partiql_demo_table_$uuid";
$service->createTable(
$tableName,
[
new DynamoDBAttribute('year', 'N', 'HASH'),
new DynamoDBAttribute('title', 'S', 'RANGE')

);

echo "Waiting for table...";

started demo using

$service->dynamoDbClient->waitUntil("TableExists", ['TableName' =>

$tableName]);

echo "table $tableName found!\n";

echo "What's the name of the last movie you watched?\n";
while (empty($movieName)) {

$movieName = testable_readline("Movie name: ");

list($statement, $parameters) = $service-

>buildStatementAndParameters("INSERT", $tableName, $key);

}
echo "And what year was it released?\n";
$movieYear = "year";
while (!is_numeric($movieYear) || intval($movieYear) != $movieYear) {
$movieYear = testable_readline("Year released: ");
}
$key = [
'Item' => [
'year' => [
'N' => "$movieYear",
1,
'title' => [
'S' => $movieName,
1,
1,
iy

$service->insertItemByPartiQLBatch($statement, $parameters);

R
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echo "How would you rate the movie from 1-10?\n";
$rating = 0;
while (!is_numeric($rating) || intval($rating) != $rating || $rating < 1 ||

$rating > 10) {
$rating = testable_readline("Rating (1-10): ");
}
echo "What was the movie about?\n";
while (empty($plot)) {
$plot = testable_readline("Plot summary: ");
}
$attributes = [
new DynamoDBAttribute('rating', 'N', 'HASH', $rating),
new DynamoDBAttribute('plot', 'S', 'RANGE', $plot),
iy

list($statement, $parameters) = $service-

>buildStatementAndParameters("UPDATE", $tableName, $key, $attributes);
$service->updateItemByPartiQLBatch($statement, $parameters);
echo "Movie added and updated.\n";

$batch = json_decode(loadMovieData());
$service->writeBatch($tableName, $batch);

$movie = $service->getItemByPartiQLBatch($tableName, [$key]);

echo "\nThe movie {$movie['Responses']J[@]['Item']['title']J['S"']}

was released in {$movie['Responses'][@]['Item']['year']J['N']}.\n";

echo "What rating would you like to give {$movie['Responses'][0@]['Item']
["title']['S']}?\n";

$rating = 0;

while (!is_numeric($rating) || intval($rating) != $rating || $rating < 1 ||
$rating > 10) {

$rating = testable_readline("Rating (1-10): ");

}

$attributes = [
new DynamoDBAttribute('rating', 'N', 'HASH', $rating),
new DynamoDBAttribute('plot', 'S', 'RANGE', $plot)

iy

list($statement, $parameters) = $service-
>buildStatementAndParameters("UPDATE", $tableName, $key, $attributes);
$service->updateltemByPartiQLBatch($statement, $parameters);

$movie = $service->getItemByPartiQLBatch($tableName, [$key]);
echo "Okay, you have rated {$movie['Responses']J[@]['Item']['title']J['S']}
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as a {$movie['Responses'][@]['Item']['rating'J['N"'I}\n";

$service->deleteltemByPartiQLBatch($statement, $parameters);
echo "But, bad news, this was a trap. That movie has now been deleted

because of your rating...harsh.\n";

echo "That's okay though. The book was better. Now, for something lighter,

in what year were you born?\n";

\n";

\n";

$birthYear = "not a number";
while (!is_numeric($birthYear) || $birthYear >= date("Y")) {
$birthYear = testable_readline("Birth year: ");

}
$birthKey = [
‘Key' => [
'year' => [
'N' => "$birthYear",
1,
1,
1;

$result = $service->query($tableName, $birthKey);
$marshal = new Marshaler();
echo "Here are the movies in our collection released the year you were born:

$oops = "Oops! There were no movies released in that year (that we know of).

$display = "";

foreach ($result['Items'] as $movie) {
$movie = $marshal->unmarshalItem($movie);
$display .= $movie['title'] . "\n";

}

echo ($display) ?: $oops;

$yearsKey = [

‘Key' =>1[
'year' => [
IN' = [
'minRange' => 1990,
'maxRange' => 1999,
1,
1,
1,

iy
$filter = "year between 1990 and 1999";
echo "\nHere's a list of all the movies released in the 9@0s:\n";

R
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$result = $service->scan($tableName, $yearskKey, $filter);
foreach ($result['Items'] as $movie) {

$movie = $marshal->unmarshalltem($movie);

echo $movie['title'] . "\n";

echo "\nCleaning up this demo by deleting table $tableName...\n";
$service->deleteTable($tableName);

}
}
public function insertItemByPartiQLBatch(string $statement, array $parameters)
{
$this->dynamoDbClient->batchExecuteStatement([
'Statements' => [
[
'Statement' => "$statement",
'Parameters' => $parameters,
1,
1,
1);
}

public function getItemByPartiQLBatch(string $tableName, array $keys): Result
{
$statements = [];
foreach ($keys as $key) {
list($statement, $parameters) = $this-
>buildStatementAndParameters("SELECT", $tableName, $key['Item']);
$statements[] = [
'Statement' => "$statement",
'Parameters' => $parameters,

17

return $this->dynamoDbClient->batchExecuteStatement([
'Statements' => $statements,

1)

public function updateItemByPartiQLBatch(string $statement, array $parameters)

{
$this->dynamoDbClient->batchExecuteStatement([
'Statements' => [
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[
'Statement' => "$statement",
'Parameters' => $parameters,
1,
1,
1);
}
public function deleteItemByPartiQLBatch(string $statement, array $parameters)
{
$this->dynamoDbClient->batchExecuteStatement([
'Statements' => [
[
'Statement' => "$statement",
'Parameters' => $parameters,
1,
1,
1);
}

- Bx APINFHEER , F5 EHT PHP 8 Amazon SDK APl 3 #BatchExecuteStatementd
Mo

5/ PartiQL k&)X
TR RBIERT WA :

« Bidi=1T SELECT 1B AIRIKEI A
IIZ1T INSERT EARAMBIA .

d1247 UPDATE iERAIREFHIA
- JB3i24T DELETE EAkMIBRIIE .

]

]

ERTF PHP #9 SDK

(® Note
EREZMEREL GitHubo # Amazon KB RAIfF M ERERTERERE , THEMMHIITIR
BEMIZTT.
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namespace DynamoDb\PartiQL_Basics;
use Aws\DynamoDb\Marshaler;
use DynamoDb;

use DynamoDb\DynamoDBAttribute;

use function AwsUtilities\testable_readline;
use function AwsUtilities\loadMovieData;

class GettingStartedwithPartiQL

{
public function run()
{
echo("\n");
echo("---------- - \n");
print("Welcome to the Amazon DynamoDB - PartiQL getting started demo using
PHP!\n");
echo(M--==—mmmm - \n");

$uuid = uniqid();
$service = new DynamoDb\DynamoDBService();

$tableName = "partiql_demo_table_$uuid";
$service->createTable(
$tableName,
[
new DynamoDBAttribute('year', 'N', 'HASH'),
new DynamoDBAttribute('title', 'S', 'RANGE')

);

echo "Waiting for table...";

$service->dynamoDbClient->waitUntil("TableExists", ['TableName' =>
$tableName]);

echo "table $tableName found!\n";

echo "What's the name of the last movie you watched?\n";
while (empty($movieName)) {
$movieName = testable_readline("Movie name: ");

}

echo "And what year was it released?\n";

$movieYear = "year";

while (!is_numeric($movieYear) || intval($movieYear) != $movieYear) {
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$movieYear = testable_readline("Year released: ");

}
$key = [
'Item' => [
'year' => [
'N' => "$movieYear",
iF
'title' => [
'S' => $movieName,
15
iF
iy

list($statement, $parameters) = $service-
>buildStatementAndParameters("INSERT", $tableName, $key);
$service->insertItemByPartiQL($statement, $parameters);

echo "How would you rate the movie from 1-10?\n";
$rating = 0;

while (!is_numeric($rating) || intval($rating) != $rating || $rating < 1 ||

$rating > 10) {

$rating = testable_readline("Rating (1-10): ");

}

echo "What was the movie about?\n";

while (empty($plot)) {
$plot = testable_readline("Plot summary: ");

}

$attributes = [
new DynamoDBAttribute('rating', 'N', 'HASH', $rating),
new DynamoDBAttribute('plot', 'S', 'RANGE', $plot),

iy
list($statement, $parameters) = $service-
>buildStatementAndParameters("UPDATE", $tableName, $key, $attributes);

$service->updateItemByPartiQL($statement, $parameters);
echo "Movie added and updated.\n";

$batch = json_decode(loadMovieData());
$service->writeBatch($tableName, $batch);

$movie = $service->getItemByPartiQL($tableName, $key);
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echo "\nThe movie {$movie['Items']J[@]['title']J['S']} was released in
{$movie['Items'J[@]['year'J['N']}.\n";
echo "What rating would you like to give {$movie['Items']J[@]['title']['S']1}?
\n";
$rating = 0;
while (!is_numeric($rating) || intval($rating) != $rating || $rating < 1 ||
$rating > 10) {
$rating = testable_readline("Rating (1-10): ");
}
$attributes = [
new DynamoDBAttribute('rating', 'N', 'HASH', $rating),
new DynamoDBAttribute('plot', 'S', 'RANGE', $plot)
1;
list($statement, $parameters) = $service-
>buildStatementAndParameters("UPDATE", $tableName, $key, $attributes);
$service->updateItemByPartiQL($statement, $parameters);

$movie = $service->getItemByPartiQL($tableName, $key);
echo "Okay, you have rated {$movie['Items'][0Q]['title']J['S']} as a
{$movie['Items'J[@]I['rating'J['N'I}\n";

$service->deleteItemByPartiQL($statement, $parameters);
echo "But, bad news, this was a trap. That movie has now been deleted
because of your rating...harsh.\n";

echo "That's okay though. The book was better. Now, for something lighter,
in what year were you born?\n";
$birthYear = "not a number";
while (!is_numeric($birthYear) || $birthYear >= date("Y")) {
$birthYear = testable_readline("Birth year: ");

}
$birthKey = [
'Key' => [
'year' => [
'N' => "$birthYear",
15
iF
iy

$result = $service->query($tableName, $birthKey);

$marshal = new Marshaler();

echo "Here are the movies in our collection released the year you were born:
\n";

$oops = "Oops! There were no movies released in that year (that we know of).

\n";
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$display = "";

foreach ($result['Items'] as $movie) {
$movie = $marshal->unmarshalltem($movie);
$display .= $movie['title'] . "\n";

}

echo ($display) ?: $oops;

$yearsKey = [

'Key' => [
'year' => [
IN' = [
'minRange' => 1990,
'maxRange' => 1999,
1,
1,
1,

1;
$filter = "year between 1990 and 1999";
echo "\nHere's a list of all the movies released in the 90s:\n";
$result = $service->scan($tableName, $yearsKey, $filter);
foreach ($result['Items'] as $movie) {

$movie = $marshal->unmarshalItem($movie);

echo $movie['title'] . "\n";

echo "\nCleaning up this demo by deleting table $tableName...\n";
$service->deleteTable($tableName);

}
}
public function insertItemByPartiQL(string $statement, array $parameters)
{
$this->dynamoDbClient->executeStatement([
'Statement' => "$statement",
'Parameters' => $parameters,
1);
}

public function getItemByPartiQL(string $tableName, array $key): Result

{
list($statement, $parameters) = $this->buildStatementAndParameters("SELECT",

$tableName, $key['Item']);

return $this->dynamoDbClient->executeStatement([
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'Parameters' => $parameters,
'Statement' => $statement,

1);
}
public function updateItemByPartiQL(string $statement, array $parameters)
{
$this->dynamoDbClient->executeStatement([
'Statement' => $statement,
'Parameters' => $parameters,
1);
}
public function deleteItemByPartiQL(string $statement, array $parameters)
{
$this->dynamoDbClient->executeStatement([
'Statement' => $statement,
'Parameters' => $parameters,
1);
}

- BX APIWFAEE |, 52 EATF PHP 89 Amazon SDK APl $#ExecuteStatementH 9,

T AR5 28 ROl
J&id DynamoDB ft/% 8518 A Lambda B4 %K

TR ROUE R AR — A Lambda B#R , ZEBIERET Z WK B DynamoDB AV 1E R ALK
MEH, ZEBK K DynamoDB BRAE , HiER TiERHAB.

EAT PHP B SDK

(® Note
EREZMEREER GitHub, ELRSHEROIFMEPERTERG , FH THOMAHTRE
MiE1T.

5/ PHP & DynamoDB 45 Lambda &5/,

<?php
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# using bref/bref and bref/logger for simplicity

use
use
use
use

require

Bref\Context\Context;
Bref\Event\DynamoDb\DynamoDbEvent;
Bref\Event\DynamoDb\DynamoDbHandler;
Bref\Logger\StderrLogger;

__DIR__ . '/vendor/autoload.php';

class Handler extends DynamoDbHandler

{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)
{
$this->logger = $logger;
}
/**
* @throws JsonException
* @throws \Bref\Event\InvalidLambdaEvent
*/
public function handleDynamoDb(DynamoDbEvent $event, Context $context): void
{
$this->logger->info("Processing DynamoDb table items");
$records = $event->getRecords();
foreach ($records as $record) {
$eventName = $record->getEventName();
$keys = $record->getKeys();
$0ld = $record->getOldImage();
$new = $record->getNewImage();
$this->logger->info("Event Name:".$eventName."\n");
$this->logger->info("Keys:". json_encode($keys)."\n");
$this->logger->info("0ld Image:". json_encode($old)."\n");
$this->logger->info("New Image:". json_encode($new));
// TODO: Do interesting work based on the new data
// Any exception thrown will be logged and the invocation will be marked
as failed
}
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$totalRecords = count($records);
$this->logger->info("Successfully processed $totalRecords items");

$logger = new StderrlLogger();
return new Handler($logger);

#Bid DynamoDB fii % 85184 Lambda BRERHEALIRIN B % W

AR RBB RANE R A R 82 k B DynamoDB HEVEHH Lambda EESEIEB O LA B IR, 1Z B ER
R PR S AL EBINE KW, HIER Lambda FBEEiHIXLHEE,

EAT PHP 9 SDK

(® Note
EREZHKREER GitHub, HELRS R ROIFEEFERTERE , 7 THROMHEITIRE
METT.

& A PHP @i Lambda # 1T DynamoDB #t4L¥E 1 B kM,
<?php
# using bref/bref and bref/logger for simplicity

use Bref\Context\Context;

use Bref\Event\DynamoDb\DynamoDbEvent;
use Bref\Event\Handler as StdHandler;
use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler implements StdHandler
{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)
{
$this->logger = $logger;
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/**
* @throws JsonException
* @throws \Bref\Event\InvalidlLambdaEvent
*/
public function handle(mixed $event, Context $context): array
{
$dynamoDbEvent = new DynamoDbEvent($event);
$this->logger->info("Processing records");

$records = $dynamoDbEvent->getRecords();
$failedRecords = [];
foreach ($records as $record) {
try {
$data = $record->getData();
$this->logger->info(json_encode($data));
// TODO: Do interesting work based on the new data
} catch (Exception $e) {
$this->logger->error($e->getMessage());
// failed processing the record
$failedRecords[] = $record->getSequenceNumber();

}
$totalRecords = count($records);
$this->logger->info("Successfully processed $totalRecords records");

// change format for the response

$failures = array_map(
fn(string $sequenceNumber) => ['itemIdentifier' => $sequenceNumber],
$failedRecords

);

return [
'"batchItemFailures' => $failures

17

$logger = new StderrlLogger();
return new Handler($logger);
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£ &M T PHP #9 SDK B &% EC2 /R4l

UTRBREEERRT NES EHTF PHP 8 Amazon SDK 5 Amazon —i2 {# kit 1T EMSE
WENHFE EC2,

RERKEEFNRBER , LTELTXHRET. BANEBTRET BOMERAENMRSEY , &7
MBS HBMEXZEN ETXERREF,

BANTOIHIE - NMEOTRFERBNERE  SAUNPRIBEXUOAE L TXHRENEZTRBINR
B,

CreateVpc
AR RIBREERT {AEA CreateVpc,

EATF PHP # SDK

(@ Note
BEEZHEXEE GitHub, £ Amazon BB RGIFEEPERTERG , 7THMNMHITIR
BMz=1T,
/**

* @param string $cidr
* @return array
*/
public function createVpc(string $cidr): array
{
try {
$result = $this->ec2Client->createVpc([
"CidrBlock" => $cidr,
1);
return $result['Vpc'];
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}catch(Ec2Exception $caught){
echo "There was a problem creating the VPC: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;

- BX APIHWEARELE , HSH EAT PHP 8 Amazon SDK API 2 CreateVpcH #,

CreateVpcEndpoint
AT RBRAVERT AR CreateVpcEndpoint,

EATF PHP 9 SDK

(® Note
BB EZHEXEE GitHub, £ Amazon KB RHIFMEEPRERTERG , THENMFEITIR
B MiZE1T,
/**

* @param string $serviceName
* @param string $vpcld
* @param array $routeTablelds
* @return array
*/
public function createVpcEndpoint(string $serviceName, string $vpcId, array
$routeTablelds): array
{
try {
$result = $this->ec2Client->createVpcEndpoint([
'ServiceName' => $serviceName,
'VpcId' => $vpcld,
'RouteTablelIds' => $routeTablelds,
D;

return $result["VpcEndpoint"];
} catch(Ec2Exception $caught){
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EAT PHP B9 Amazon SDK WA 3 FFRARIEE

echo "There was a problem creating the VPC Endpoint: {$caught-
>getAwsErrorMessage()}\n";

throw $caught;
}

« X APIHFHEESR | ES1 EB T PHP 89 Amazon SDK APl £ # CreateV/pcEndpointf Y,

DeleteVpc
LRI RHIERT t{aE A DeleteVpc,

EAT PHP 9 SDK

(® Note
BEEZHEXEE GitHub, £ Amazon BB R FEEPFERTERG , 7HEMMHITIR
BEMZE1T,
/**

* @param string $vpcld
* @return void
*/
public function deleteVpc(string $vpcId)
{
try {
$this->ec2Client->deleteVpc([
"VpcId" => $vpcld,
1D;
}catch(Ec2Exception $caught){
echo "There was a problem deleting the VPC: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;
}
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- BX APIHWEAREE , HSH EAT PHP M9 Amazon SDK API 2% DeleteVpcH #,

DeleteVpcEndpoints
TR RIBROIERT oA DeleteVpcEndpoints,

EATF PHP # SDK

(@ Note
BEEZHEXEE GitHub, £ Amazon BB RGIFEEPERTERG , 7THMMBHITIR
BMZ=1T,
/**

* @param string $vpcEndpointId
* @return void
*/
public function deleteVpcEndpoint(string $vpcEndpointId)
{
try {
$this->ec2Client->deleteVpcEndpoints([
"VpcEndpointIds" => [$vpcEndpointId],
1);
}catch (Ec2Exception $caught){

echo "There was a problem deleting the VPC Endpoint: {$caught-
>getAwsErrorMessage()}\n";

throw $caught;
}

« BX APIHFMEES |, 21 5&A T PHP 89 Amazon SDK API £ Delete\/pcEndpoints#
o

DescribeRouteTables

AR RS RHER T A {EH DescribeRouteTables,
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ERTF PHP # SDK

(® Note
BEEZHEXEE GitHub, £ Amazon BB R FEEPFERTERG , 7HEMMBITIR
BENE1T.
/**

* @param array $routeTablelds
* @param array $filters
* @return array
*/
public function describeRouteTables(array $routeTableIds = [], array $filters =
[1): array
{
$parameters = [];
if($routeTableIds){
$parameters['RouteTablelds'] = $routeTablelds;
}
if($filters){
$parameters['Filters'] = $filters;
}
try {
$paginator = $this->ec2Client->getPaginator("DescribeRouteTables",
$parameters);
$contents = [];
foreach ($paginator as $result) {
foreach ($result['RouteTables'] as $object) {
$contents[] = $object['RouteTableld'];

}
}catch (Ec2Exception $caught){
echo "There was a problem paginating the results of DescribeRouteTables:
{$caught->getAwsErrorMessage()}\n";
throw $caught;
}

return $contents;
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- X APIWFAEE , 3R EH T PHP B9 Amazon SDK APl $#DescribeRouteTablesH
K,

Amazon Glue EA&H T PHP 89 SDK #Y =4l

UTRBREARERETRT WA ERAwithRITRIEFNSZINE WIZJE Amazon Glue, ERTF PHP By
Amazon SDK

EXRNRER @GR S NAERS P HRITERRER KB RE,

BRERKEEFNABMER , KAELTNFET. BUUEIRETBNFABARENRSEHEK , &7
LB HHEXZ RN ETXERREF,

BATAIHIE - MEAZRRRBIEE , STUNPRIEXNFTE L TXPREMSTRBHE
B,

£

- EXINEE

EXIhEE
TREARIEE
AT RBTEIRT T 0T :

- BIEERMEER , [EEAHE Amazon S3 FHEHERTE CSV BN THIBEBNBIERE.
« JIHBEXPHIEEMEXBE S Amazon Glue Data Catalog.

- BIEMESS , M S3 FHEEREI CSV fE , BRBIE , A5 JSON KX H MBI S -1 S3 7
R T

- JIIHAXFLETHEES , EFRRENEE  FBERAR.

EXEZEER , HSEIE : Amazon Glue Studio Al 7.
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ERTF PHP # SDK

® Note

EBEZHKEE GitHub, 1 Amazon I RHIFMHE PERZTERG , THRMMBHITR
BEMIE1T,.

namespace Glue;

use Aws\Glue\GlueClient;

use Aws\S3\S3Client;

use AwsUtilities\AWSServiceClass;
use GuzzleHttp\Psr7\Stream;

use Iam\IAMService;

class GettingStartedwWithGlue

{

public function run()

{

echo("\n");

$clientArgs = [
'region' => 'us-west-2',
'version' => 'latest',
'profile' => 'default'’,

1;

$unigid = uniqid();

$glueClient = new GlueClient($clientArgs);
$glueService = new GlueService($glueClient);
$iamService = new IAMService();

$crawlerName = "example-crawler-test-" . $uniqid;

AWSServiceClass::$waitTime = 5;
AWSServiceClass: :$maxWaitAttempts = 20;

$role = $iamService->getRole("AWSGlueServiceRole-DocExample");
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$databaseName = "doc-example-database-$uniqid";
$path = 's3://crawler-public-us-east-1/flight/2016/csv’;
$glueService->createCrawler($crawlerName, $role['Role']['Arn'],
$databaseName, $path);
$glueService->startCrawler($crawlerName);
echo "Waiting for crawler";
do {
$crawler = $glueService->getCrawler($crawlerName);
echo ".";
sleep(10);
} while ($crawler['Crawler']['State'] != "READY");
echo "\n";
$database = $glueService->getDatabase($databaseName);
echo "Found a database named " . $database['Database’']['Name'] "\n";

//Upload job script
$s3client = new S3Client($clientArgs);
$bucketName = "test-glue-bucket-" . $uniqid;
$s3client->createBucket([

'Bucket' => $bucketName,

'CreateBucketConfiguration' => ['LocationConstraint' => 'us-west-2'],

1)

$s3client->putObject([

'Bucket' => $bucketName,

'Key' => 'run_job.py',

'SourceFile' => _ DIR__ . '/flight_etl_job_script.py'
1);
$s3client->putObject([

'Bucket' => $bucketName,

'Key' => 'setup_scenario_getting_started.yaml',

'SourceFile' => _ DIR__ . '/setup_scenario_getting_started.yaml'

1);
$tables = $glueService->getTables($databaseName);
$jobName = 'test-job-' . $uniqid;

$scriptLocation = "s3://$bucketName/run_job.py";
$job = $glueService->createJob($jobName, $role['Role']['Arn'],

$scriptLocation);

$outputBucketUrl = "s3://$bucketName";
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$runId = $glueService->startJobRun($jobName, $databaseName, $tables,
$outputBucketUrl)['JobRunId'];

echo "waiting for job";
do {
$jobRun = $glueService->getJobRun($jobName, $runid);
echo ".";
sleep(10);
} while ('array_intersect([$jobRun['JobRun']['JobRunState']], ['SUCCEEDED',
'STOPPED', 'FAILED', 'TIMEOUT']));

echo "\n";

$jobRuns = $glueService->getJobRuns($jobName);

$objects $s3client->1istObjects([
'Bucket' => $bucketName,
1)['Contents'];

foreach ($objects as $object) {
echo $object['Key'] . "\n";

echo "Downloading " . $objects[1]['Key'] . "\n";
/** @var Stream $downloadObject */
$downloadObject = $s3client->getObject([

'Bucket' => $bucketName,

'Key' => $objects[1]['Key'],
1)['Body']->getContents();
echo "Here is the first 1000 characters in the object.";
echo substr($downloadObject, 0, 1000);

$jobs = $glueService->1istIobs();

echo "Current jobs:\n";

foreach ($jobs['JobNames'] as $jobsName) {
echo "{$jobsName}\n";

echo "Delete the job.\n";
$glueClient->deletelob([

'JobName' => $job['Name'],
1)

echo "Delete the tables.\n";
foreach ($tables['TablelList'] as $table) {
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$glueService->deleteTable($table[ 'Name'], $databaseName);

echo "Delete the databases.\n";
$glueClient->deleteDatabase([
"Name' => $databaseName,

1)

echo "Delete the crawler.\n";
$glueClient->deleteCrawler([
'"Name' => $crawlerName,

1)

$deleteObjects = $s3client->1istObjectsV2([
'Bucket' => $bucketName,

1);
echo "Delete all objects in the bucket.\n";
$deleteObjects = $s3client->deleteObjects([
'Bucket' => $bucketName,
'Delete' => [
'Objects' => $deleteObjects['Contents'],

1);
echo "Delete the bucket.\n";

$s3client->deleteBucket(['Bucket' => $bucketName]);

echo "This job was brought to you by the number $unigid\n";

namespace Glue;

use Aws\Glue\GlueClient;
use Aws\Result;

use function PHPUnit\Framework\isEmpty;

class GlueService extends \AwsUtilities\AWSServiceClass

{
protected GlueClient $glueClient;

public function __construct($glueClient)

{
$this->glueClient = $glueClient;
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}
public function getCrawler($crawlerName)
{
return $this->customwWaiter(function () use ($crawlerName) {
return $this->glueClient->getCrawler([
'"Name' => $crawlerName,
1);
1);
}

public function createCrawler($crawlerName, $role, $databaseName, $path): Result
{
return $this->customWaiter(function () use ($crawlerName, $role,
$databaseName, $path) {
return $this->glueClient->createCrawler([

'"Name' => $crawlerName,

'Role' => $role,

'DatabaseName' => $databaseName,

'Targets' => [

'S3Targets' =>

LL
'Path' => $path,
1]
1,
1);
1);
}
public function startCrawler($crawlerName): Result
{
return $this->glueClient->startCrawler([
'"Name' => $crawlerName,
1);
}
public function getDatabase(string $databaseName): Result
{
return $this->customwWaiter(function () use ($databaseName) {
return $this->glueClient->getDatabase([
'"Name' => $databaseName,
1);
1);
}
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public function getTables($databaseName): Result
{
return $this->glueClient->getTables([
'DatabaseName' => $databaseName,

1)

public function createJob($jobName, $role, $scriptLocation, $pythonVersion =
'3', $glueVersion = '3.0'): Result

{
return $this->glueClient->createJob([
"Name' => $jobName,
'Role' => $role,
'Command' => [
'Name' => 'glueetl',
'ScriptLocation' => $scriptLocation,
'PythonVersion' => $pythonVersion,
1,
'GlueVersion' => $glueVersion,
1);
}
public function startJobRun($jobName, $databaseName, $tables, $outputBucketUrl):
Result
{
return $this->glueClient->startJobRun([
'JobName' => $jobName,
'Arguments’' => [
'input_database' => $databaseName,
"input_table' => $tables['TableList'][@]['Name'],
'output_bucket_url' => $outputBucketUrl,
'--input_database' => $databaseName,
'--input_table' => $tables['TableList'][@]['Name'],
'--output_bucket_url' => $outputBucketUrl,
1,
1);
}
public function listJobs($maxResults = null, $nextToken = null, $tags = []):
Result
{
$arguments = [];
if ($maxResults) {
EARIhEE
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$arguments['MaxResults'] = $maxResults;

}
if ($nextToken) {

$arguments[ 'NextToken'] = $nextToken;
}
if (lempty($tags)) {

$arguments['Tags'] = $tags;

}
return $this->glueClient->1listJobs($arguments);
}
public function getJobRuns($jobName, $maxResults = @, $nextToken = ''): Result
{
$arguments = ['JobName' => $jobName];
if ($maxResults) {
$arguments[ 'MaxResults'] = $maxResults;
}
if ($nextToken) {
$arguments['NextToken'] = $nextToken;
}
return $this->glueClient->getJobRuns($arguments);
}
public function getJobRun($jobName, $runId, $predecessorsIncluded = false):
Result
{
return $this->glueClient->getJobRun([
'JobName' => $jobName,
'RunId' => $runld,
'PredecessorsIncluded' => $predecessorsIncluded,
1);
}
public function deleteJob($jobName)
{
return $this->glueClient->deleteJob([
'JobName' => $jobName,
1);
}

public function deleteTable($tableName, $databaseName)

{
return $this->glueClient->deleteTable([
'DatabaseName' => $databaseName,
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"Name' => $tableName,

1);
}
public function deleteDatabase($databaseName)
{
return $this->glueClient->deleteDatabase([
"Name' => $databaseName,
1);
}
public function deleteCrawler($crawlerName)
{
return $this->glueClient->deleteCrawler([
'"Name' => $crawlerName,
1);
}

- Bx API #EE , 55 (GEAT PHP 8 Amazon SDK API Reference) R T X &,
* CreateCrawler
* Createdob

* DeleteCrawler

* DeleteDatabase
* DeleteJob
* DeleteTable

+ GetCrawler

* GetDatabase
* GetDatabases
+ GetJob

* GetJobRun

+ GetJobRuns
+ GetTables

+ ListJobs

« StartCrawler
+ StartJobRun
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https://docs.amazonaws.cn/goto/SdkForPHPV3/glue-2017-03-31/GetJob
https://docs.amazonaws.cn/goto/SdkForPHPV3/glue-2017-03-31/GetJobRun
https://docs.amazonaws.cn/goto/SdkForPHPV3/glue-2017-03-31/GetJobRuns
https://docs.amazonaws.cn/goto/SdkForPHPV3/glue-2017-03-31/GetTables
https://docs.amazonaws.cn/goto/SdkForPHPV3/glue-2017-03-31/ListJobs
https://docs.amazonaws.cn/goto/SdkForPHPV3/glue-2017-03-31/StartCrawler
https://docs.amazonaws.cn/goto/SdkForPHPV3/glue-2017-03-31/StartJobRun

EAT PHP B9 Amazon SDK WA 3 FFRARIEE
BIE

CreateCrawler

LT RBREVERT WAEA CreateCrawler,

EAT PHP B SDK

(® Note
BB EZMXER GitHub, £ Amazon BB ROIFMEEPERKTERG , THROMAHRITIE
BEMET.
$crawlerName = "example-crawler-test-" . $uniqid;
$role = $iamService->getRole("AWSGlueServiceRole-DocExample");

$path = 's3://crawler-public-us-east-1/flight/2016/csv';
$glueService->createCrawler($crawlerName, $role['Role']['Arn'],
$databaseName, $path);

public function createCrawler($crawlerName, $role, $databaseName, $path): Result
{
return $this->customWaiter(function () use ($crawlerName, $role,
$databaseName, $path) {
return $this->glueClient->createCrawler([
"Name' => $crawlerName,
'Role' => $role,
'DatabaseName' => $databaseName,
'Targets' => [
'S3Targets' =>
LL
'"Path' => $path,
1]
15
1);
1)

- BX APIWFAEE , 53 EATF PHP 89 Amazon SDK APl 3£ CreateCrawlerd 9,
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Createlob
LUTRBREER T A A Createlob,

EATF PHP # SDK

(@ Note
EREZMERIEER GitHubo # Amazon B R AITZ M ERERTERERE , THEMMIITIR
BEMIZTT.

$role = $iamService->getRole("AWSGlueServiceRole-DocExample");
$jobName = 'test-job-' . $uniqid;

$scriptLocation = "s3://$bucketName/run_job.py";

$job = $glueService->createJob($jobName, $role['Role']['Arn'],

$scriptlLocation);

public function createJob($jobName, $role, $scriptLocation, $pythonVersion =
'3', $glueVersion = '3.0'): Result

{
return $this->glueClient->createJob([
"Name' => $jobName,
'Role' => $role,
'Command' => [
'Name' => 'glueetl',
'ScriptLocation' => $scriptlLocation,
'PythonVersion' => $pythonVersion,
1,
'GlueVersion' => $glueVersion,
108
}

« BX APIWiFHEER | B2 5EATF PHP B9 Amazon SDK APIl $#CreateJob® Y,

DeleteCrawler

LT RERGERT WA{EH DeleteCrawler.
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ERTF PHP # SDK

® Note
EBEZMXER GitHubo # Amazon XS RPIFHEEFERTRERE , THMMETIR
BHIZE{T.

echo "Delete the crawler.\n";
$glueClient->deleteCrawler([
"Name' => $crawlerName,

1D
public function deleteCrawler($crawlerName)
{
return $this->glueClient->deleteCrawler([
"Name' => $crawlerName,
1D
}

- X APIWNFHEER |, F55 EHT PHP 89 Amazon SDK APl $#ZDeleteCrawlerd#y,

DeleteDatabase
UTFRIBREERT WfAE A DeleteDatabase,

EAT PHP 9 SDK

(® Note
EBEZMEREE GitHubo # Amazon B RAIfF M ERERTERERE , THMMHIITIR
BEMIZTT.

echo "Delete the databases.\n";
$glueClient->deleteDatabase([
"Name' => $databaseName,

1)
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public function deleteDatabase($databaseName)

{
return $this->glueClient->deleteDatabase([
"Name' => $databaseName,

1)

« BX APIWiFHELR |, H3H 5E5HTF PHP B Amazon SDK API 3#DeleteDatabase Y,

Deletelob
LUTRBREER T {4 A Deletelob,

EHATF PHP # SDK

@ Note
EHEZHKRIEL GitHub, % Amazon KB RGIFMEEFEKRTERE , THIMTRITR
BEMIZTT.

echo "Delete the job.\n";
$glueClient->deletedob([
'JobName' => $job['Name'],

1
public function deleteJob($jobName)
{
return $this->glueClient->deleteJob([
'JobName' => $jobName,
1
}

« BX APIWiFHELR , F3H 5EH T PHP B Amazon SDK APl 3#DeleteJob®H Y,

DeleteTable

LTFRIBREERT WfAEA DeleteTable,

B’¥%E 534


https://docs.amazonaws.cn/goto/SdkForPHPV3/glue-2017-03-31/DeleteDatabase
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code/glue#code-examples
https://docs.amazonaws.cn/goto/SdkForPHPV3/glue-2017-03-31/DeleteJob
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ERTF PHP # SDK

(® Note
EBEZMEREE GitHub, # Amazon B RAIfF M EFERERTERE , T7HMMHITIR
BEMIZTT.

echo "Delete the tables.\n";
foreach ($tables['TablelList'] as $table) {
$glueService->deleteTable($table[ 'Name'], $databaseName);

}
public function deleteTable($tableName, $databaseName)
{
return $this->glueClient->deleteTable([
'DatabaseName' => $databaseName,
"Name' => $tableName,
1);
}

- BAx APINFMEESR |, 3 EHT PHP 8 Amazon SDK APl 3#DeleteTabled #,

GetCrawler

LT REEREERT A H GetCrawler,

ERTF PHP #9 SDK

(® Note
EBEZHEREE GitHub, # Amazon 3R EIfF M EFERERTERE , 7HMMHITIR
EMIZTT.

echo "Waiting for crawler";
do {
$crawler = $glueService->getCrawler($crawlerName);
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echo
sleep(10);
} while ($crawler['Crawler']['State'] != "READY");
echo "\n";

"o,
LI

public function getCrawler($crawlerName)

{
return $this->customWaiter(function () use ($crawlerName) {
return $this->glueClient->getCrawler([
"Name' => $crawlerName,
1);
1)
}

« X API NiFHEER |, F5¥E 5EHT PHP B Amazon SDK APl $ZGetCrawler i,

GetDatabase
LR REERT IfAERA GetDatabase,

EATF PHP 9 SDK

(® Note
HEEEZHEKXER GitHub, £ Amazon RIB R FEEFERTERE , THUOMBITIR
EMZ1T,
$databaseName = "doc-example-database-$uniqid";

$database = $glueService->getDatabase($databaseName);
echo "Found a database named " . $database['Database']['Name'] . "\n";

public function getDatabase(string $databaseName): Result

{
return $this->customWaiter(function () use ($databaseName) {
return $this->glueClient->getDatabase([
"Name' => $databaseName,
1);
1)
}
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« BX APIWFEHEER , F3H EAT PHP B9 Amazon SDK AP| $#GetDatabaseHH,

GetJobRun
UTRBREERT AR GetJobRun,

EAT PHP 9 SDK

(® Note
EEEZHEXER GitHub, £ Amazon BRI FEEFERTERE , THROMZITIR
EMZ1T,
$jobName = 'test-job-' . $uniqid;

$outputBucketUrl = "s3://$bucketName";
$runId = $glueService->startJobRun($jobName, $databaseName, $tables,
$outputBucketUrl)['JobRunId'];

echo "waiting for job";
do {
$jobRun = $glueService->getJobRun($jobName, $runid);
echo ".";
sleep(10);
} while ('array_intersect([$jobRun['JobRun']['JobRunState']], ['SUCCEEDED',
'STOPPED', 'FAILED', 'TIMEOUT']));

echo "\n";

public function getJobRun($jobName, $runId, $predecessorsIncluded = false):
Result
{
return $this->glueClient->getJobRun([
'JobName' => $jobName,
'"RunId' => $runid,
'PredecessorsIncluded' => $predecessorsIncluded,

1)
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- Bx APIWNFMESR , 35 EHT PHP 8 Amazon SDK APl 3#GetJobRun® Y,

GetJobRuns

LT RS REERT A {EA GetJobRuns,

ERAT PHP B SDK

® Note
HEBEEZHEKXER GitHub, & Amazon RBB R FEEFERTERE , THUOMMBIITIR
BEMET.
$jobName = 'test-job-' . $uniqid;
$jobRuns = $glueService->getJobRuns($jobName);
public function getJobRuns($jobName, $maxResults = @, $nextToken = ''): Result
{

$arguments = ['JobName' => $jobName];
if ($maxResults) {
$arguments[ 'MaxResults'] = $maxResults;

}
if ($nextToken) {
$arguments['NextToken'] = $nextToken;

}

return $this->glueClient->getJobRuns($arguments);

- BAx APINFMEESR , 3 EHT PHP 8 Amazon SDK APl 3#GetJobRuns® .

GetTables

LTI RHGERT WA A GetTables,

B’¥%E 538


https://docs.amazonaws.cn/goto/SdkForPHPV3/glue-2017-03-31/GetJobRun
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code/glue#code-examples
https://docs.amazonaws.cn/goto/SdkForPHPV3/glue-2017-03-31/GetJobRuns

EAT PHP B9 Amazon SDK WA 3 FFRARIEE
FEHAT PHP #9 SDK

® Note
BB ELHEXEER GitHub, £ Amazon KB REIFHEERERTERG , THUOMHITIR
BEME1T.
$databaseName = "doc-example-database-$uniqid";

$tables = $glueService->getTables($databaseName);
public function getTables($databaseName): Result
{

return $this->glueClient->getTables([

'DatabaseName' => $databaseName,

1)

« BX APINiFHEER |, F35 5EH T PHP B Amazon SDK APl 3#GetTablesH #,

ListJobs
AR RBER T WA ListJobs,

EATF PHP # SDK

® Note
EBEZMXER GitHubo # Amazon XS RPIFHEEFEFERTREMRE , THMMHITIR
BHIE1T.

$jobs = $glueService->1istIobs();

echo "Current jobs:\n";

foreach ($jobs['JobNames'] as $jobsName) {
echo "{$jobsName}\n";

}
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public function listJobs($maxResults = null, $nextToken = null, $tags = []):
Result

{
$arguments = [];
if ($maxResults) {
$arguments[ 'MaxResults'] = $maxResults;

}
if ($nextToken) {
$arguments['NextToken'] = $nextToken;

}

if (lempty($tags)) {
$arguments['Tags'] = $tags;

}

return $this->glueClient->listJobs($arguments);

« X API NiFHEER |, F5¥E 5EHT PHP B Amazon SDK APl &#ListJobsHH,

StartCrawler
LR RGERT MEH StartCrawler,

EATF PHP 9 SDK

(® Note
EEEZHEKXER GitHub, £ Amazon RIBRIFEEFERTE RS , THOMBITIR
EMIZ1T,
$crawlerName = "example-crawler-test-" . $uniqid;
$databaseName = "doc-example-database-$uniqid";

$glueService->startCrawler($crawlerName);

public function startCrawler($crawlerName): Result

{
return $this->glueClient->startCrawler([
"Name' => $crawlerName,

1);
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}

« X API NiFHEER | F5¥E 5EH T PHP B Amazon SDK APl £ StartCrawler#,

StartJobRun
LTFRIBREERT WfAEA StartJobRun,

EATF PHP 9 SDK

(® Note
HEEEZHEXER GitHub, £ Amazon RIB R FEEFERTE RS , THOMBITIR
EMZ1T,
$jobName = 'test-job-' . $uniqid;
$databaseName = "doc-example-database-$uniqid";

$tables = $glueService->getTables($databaseName);

$outputBucketUrl = "s3://$bucketName";
$runId = $glueService->startJobRun($jobName, $databaseName, $tables,
$outputBucketUrl)['JobRunId'];

public function startJobRun($jobName, $databaseName, $tables, $outputBucketUrl):
Result
{
return $this->glueClient->startJobRun([
'JobName' => $jobName,
'Arguments' => [
"input_database' => $databaseName,
"input_table' => $tables['TableList'][@]['Name'],
'output_bucket_url' => $outputBucketUrl,
'--input_database' => $databaseName,
'--input_table' => $tables['TableList'][@]['Name'],
'--output_bucket_url' => $outputBucketUrl,
1,
1);
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- X APINFMEER , 5 EHT PHP 8 Amazon SDK APl & # StartJobRun® .

FEHERT PHP 89 SDK B9 1AM 7R 45l

LUTRBREARERERT WMAER with IAM RRITIRENSTENZ S, ERTF PHP 89 Amazon
SDK

EARNRER @GR S NAERS P HRITERRER KD RE,

RERKBEFNRBRER , YTELTXXHIET. BALNESRET B ERALEMNRSEE , &7
DBEEEBEXZ RN ETXERRE,

BANTEIHIE - MEAZRRRBIEE , STUNPRIEXNETE L TXPREMSTRBHE
B,

£

- EXThEE

EXIhEE
TREARIDEE
UTRBRABRT MAIZASARASE.

/A Warning

ATEBREZEXK , EAETARGINBESRZER , E26EH IAM AFR#TESHRIE , M
EEASEHREMENEKS FBRIE , 5120 Amazon IAM Identity Center,

- BIEZENBRBAS,

- BIETTFHIEHIKS Y Amazon S3 FHENWNRENAE

- PNEBUATRAFPFRAZAR,

- KAABHERAKNEIESIH S3 Fi##E , ARBREIR,
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ERTF PHP # SDK

® Note
RBEEZHXEE GitHub, 7 Amazon KB RAIF#EE PERTERS | THMABHITIR
EMIE1T,

namespace Iam\Basics;

require 'vendor/autoload.php';

use Aws\Credentials\Credentials;
use Aws\S3\Exception\S3Exception;
use Aws\S3\S3Client;

use Aws\Sts\StsClient;

use Iam\IAMService;

echo("\n");

echo(M--==—mmmm - \n");
print("Welcome to the IAM getting started demo using PHP!\n");
echo(M--==—mmmm - \n");

$uuid = uniqid();
$service = new IAMService();

$user = $service->createUser("iam_demo_user_$uuid");
echo "Created user with the arn: {$user['Arn']}\n";

$key = $service->createAccessKey($user['UserName']);
$assumeRolePolicyDocument = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Principal\": {\"AWS\": \"{$user['Arn'I}\"},
\"Action\": \"sts:AssumeRole\"
1]
3
$assumeRoleRole = $service->createRole("iam_demo_role_$uuid",
$assumeRolePolicyDocument);
echo "Created role: {$assumeRoleRole['RoleName']}\n";
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$1istAllBucketsPolicyDocument = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Action\": \"s3:ListAl1lMyBuckets\",
\"Resource\": \"arn:aws:s3:::*\"}]
3
$1istAllBucketsPolicy = $service->createPolicy("iam_demo_policy_$uuid",
$1istAllBucketsPolicyDocument);
echo "Created policy: {$listAllBucketsPolicy['PolicyName']}\n";

$service->attachRolePolicy($assumeRoleRole['RoleName'],
$1istAllBucketsPolicy['Arn']);

$inlinePolicyDocument = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Action\": \'"sts:AssumeRole\",
\"Resource\": \"{$assumeRoleRole['Arn']}\"}]
3
$inlinePolicy = $service->createUserPolicy("iam demo_inline_policy_$uuid",
$inlinePolicyDocument, $user['UserName']);
//First, fail to list the buckets with the user
$credentials = new Credentials($key['AccessKeyId'], $key['SecretAccessKey']);
$s3Client = new S3Client(['region' => 'us-west-2', 'version' => 'latest',
'credentials' => $credentials]);
try {
$s3Client->1istBuckets([
1);
echo "this should not run";
} catch (S3Exception $exception) {
echo "successfully failed!\n";

$stsClient = new StsClient(['region' => 'us-west-2', 'version' => 'latest',
'credentials' => $credentials]);
sleep(10);
$assumedRole = $stsClient->assumeRole([
'RoleArn' => $assumeRoleRole['Arn'],
'RoleSessionName' => "DemoAssumeRoleSession_%uuid",
1);
$assumedCredentials = [
'key' => $assumedRole['Credentials']['AccessKeyId'],
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'secret' => $assumedRole['Credentials']['SecretAccessKey'],
"token' => $assumedRole['Credentials']['SessionToken'],
1;
$s3Client = new S3Client(['region' => 'us-west-2', 'version' => 'latest',
'credentials' => $assumedCredentials]);
try {
$s3Client->1istBuckets([]);
echo "this should now run!\n";
} catch (S3Exception $exception) {
echo "this should now not fail\n";

$service->detachRolePolicy($assumeRoleRole['RoleName'],
$1istAllBucketsPolicy['Arn']);

$deletePolicy = $service->deletePolicy($listAllBucketsPolicy['Arn']);

echo "Delete policy: {$listAllBucketsPolicy['PolicyName']}\n";

$deletedRole = $service->deleteRole($assumeRoleRole['Axn']);

echo "Deleted role: {$assumeRoleRole['RoleName']}\n";

$deletedKey = $service->deleteAccessKey($key['AccessKeyId'], $user['UserName']);

$deletedUser = $service->deleteUser($user['UserName']);

echo "Delete user: {$user['UserName']}\n";

« X APIFHEER , B2 GERAT PHP B9 Amazon SDK API Reference) FHILA T &,
» AttachRolePolicy

» CreateAccessKey

+ CreatePolicy

* CreateRole
* CreateUser

* DeleteAccessKey

» DeletePolicy

* DeleteRole
* DeleteUser

* DeleteUserPolicy

» DetachRolePolicy

* PutUserPolicy
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IR 3 FFRARIEE

BR1E

AttachRolePolicy

DR RBRGNERT fAE A AttachRolePolicy,

ERT PHP B9 SDK

® Note

EREZHKIEE GitHub, & Amazon NI ROIF#ERERTERS , THENARITIR

B MIE1T,

$uuid = uniqid();
$service = new IAMService();

$assumeRolePolicyDocument = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Principal\": {\"AWS\": \"{$user['Arn']I}\"},
\"Action\": \'"sts:AssumeRole\"
1]
5
$assumeRoleRole = $service->createRole("iam_demo_role_$uuid",
$assumeRolePolicyDocument);
echo "Created role: {$assumeRoleRole['RoleName']}\n";

$1istAllBucketsPolicyDocument = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Action\": \"s3:ListAl1lMyBuckets\",
\"Resource\": \"arn:aws:s3:::*\"}]

3

$1istAllBucketsPolicy = $service->createPolicy("iam_demo_policy_$uuid",

$1istAllBucketsPolicyDocument);
echo "Created policy: {$listAllBucketsPolicy['PolicyName']}\n";

$service->attachRolePolicy($assumeRoleRole['RoleName'],
$1istAllBucketsPolicy['Arn']);
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public function attachRolePolicy($roleName, $policyArn)

{
return $this->customWaiter(function () use ($roleName, $policyArn) {
$this->iamClient->attachRolePolicy([
'"PolicyArn' => $policyArn,
'RoleName' => $roleName,
1);
1);
}

- BXx API WiFHER , HS 1 ERAT PHP B Amazon SDK API £# AttachRolePolicy F #,

CreatePolicy
LT RBRAERT IR CreatePolicy,

ERTF PHP # SDK

® Note
EBEZMXER GitHubo # Amazon XS RPIFHEEFERTREMREG , THMMEITIR
BHIZETT.

$uuid = uniqid();
$service = new IAMService();

$1istAllBucketsPolicyDocument = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Action\": \"s3:ListAl1lMyBuckets\",
\"Resource\": \"arn:aws:s3:::*\"}]
3
$1istAllBucketsPolicy = $service->createPolicy("iam_demo_policy_$uuid",
$1istAllBucketsPolicyDocument);
echo "Created policy: {$listAllBucketsPolicy['PolicyName']}\n";

/**

* @param string $policyName
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* @param string $policyDocument
* @return array
*/
public function createPolicy(string $policyName, string $policyDocument)

{

$result = $this->customWaiter(function () use ($policyName, $policyDocument)
return $this->iamClient->createPolicy([
'"PolicyName' => $policyName,
'PolicyDocument' => $policyDocument,
1D
1)

return $result['Policy'];

- BXAPIHWFMAEES , 125 EMA T PHP #9 Amazon SDK AP| 2% CreatePolicy F /.

CreateRole

LT REEREERT M{A{#EA CreateRole,

EATF PHP # SDK

@ Note
EBEZMRIE L GitHubo # Amazon SR ITF M ERERTEERE , THEMMAMHITIR
BEMIZ{T.

$uuid = uniqid();
$service = new IAMService();

$assumeRolePolicyDocument = "{

\"Version\": \"2012-10-17\",

\"Statement\": [{
\"Effect\": \"Allow\",
\"Principal\": {\"AWS\": \"{$user['Arn'II\"},
\"Action\": \"sts:AssumeRole\"

1]

3
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$assumeRoleRole = $service->createRole("iam_demo_role_$uuid",
$assumeRolePolicyDocument);
echo "Created role: {$assumeRoleRole['RoleName']}\n";

/**
* @param string $roleName
* @param string $rolePolicyDocument
* @return array
* @throws AwsException
*/
public function createRole(string $roleName, string $rolePolicyDocument)
{
$result = $this->customWaiter(function () use ($roleName,
$rolePolicyDocument) {
return $this->iamClient->createRole([
'AssumeRolePolicyDocument' => $rolePolicyDocument,
'RoleName' => $roleName,
1);
1);

return $result['Role'];

- BX APIWFAEE |, B2 ERATF PHP 89 Amazon SDK API 3£ CreateRole ¥,

CreateServicelLinkedRole
LT RBREER T A{ER CreateServicelLinkedRole,

EATF PHP # SDK

@ Note
EBEZMRIEL GitHubo # Amazon SR IfF M ERERTEERE , THEMMIITIR
BEMIZ{T.

$uuid = uniqid();
$service = new IAMService();
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public function createServicelLinkedRole($awsServiceName, $customSuffix = "",
$description = "")
{

$createServiceLinkedRoleArguments = ['AWSServiceName' => $awsServiceName];
if ($customSuffix) {
$createServiceLinkedRoleArguments['CustomSuffix'] = $customSuffix;

}
if ($description) {
$createServiceLinkedRoleArguments['Description'] = $description;

}
return $this->iamClient-
>createServicelinkedRole($createServicelLinkedRoleArguments);

}

- BXAPIHiFMAEER , BSH ZAT PHP 89 Amazon SDK API &
# CreateServiceLinkedRole Y,

CreateUser
LUTFRIBREVERT WAEA CreateUser,

EAT PHP 9 SDK

(® Note
ERBEZMEREER GitHubo # Amazon B RAIfF M ERERTERERE , THMMHITIR
BEMIZTT.

$uuid = uniqid();
$service = new IAMService();

$user = $service->createUser("iam_demo_user_$uuid");
echo "Created user with the arn: {$userx['Arn']}\n";

/**
* @param string $name
* @return array
* @throws AwsException
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*/
public function createUser(string $name): array
{
$result = $this->iamClient->createUser([
'UserName' => $name,
D;
return $result['User'];
}

« X API WiFHEER |, F3HE 5EAT PHP B9 Amazon SDK APIl $#CreateUserd Y,

GetAccountPasswordPolicy
TR RIEBROEERT oA A GetAccountPasswordPolicy,

ERTF PHP # SDK

(® Note
EHEZHKRIEL GitHub, # Amazon KB RHIEEEFEKRTERE , THRIMARETR
BEMIZTT.

$uuid = uniqid();
$service = new IAMService();

public function getAccountPasswordPolicy()

{

return $this->iamClient->getAccountPasswordPolicy();

}

- BXAPINEHAEE , FZH EAT PHP Y Amazon SDK API 2
£ GetAccountPasswordPolicy F Y ,

GetPolicy

TR RBRGVERT iR GetPolicy,
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ERTF PHP # SDK

® Note
EBEZMXER GitHubo # Amazon XS RPIFHEEFERTRERE , THMMETIR
BHIZE{T.

$uuid = uniqid();
$service = new IAMService();

public function getPolicy($policyArn)
{
return $this->customWaiter(function () use ($policyArn) {

return $this->iamClient->getPolicy(['PolicyArn' => $policyArn]);
1)

- BXAPIHEMAEE , B2 H EMAT PHP 8 Amazon SDK AP| £ GetPolicyH#.

GetRole
UTRBREETRT W{IFEMA GetRole,

EAT PHP 9 SDK

(® Note
EBEZMEREE GitHub, # Amazon B RAIfF M ERERTERERE , THMMHITIR
BEMIZTT.

$uuid = uniqid();
$service = new IAMService();

public function getRole($roleName)
{

return $this->customWaiter(function () use ($roleName) {
return $this->iamClient->getRole(['RoleName' => $roleName]);
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1)

« BX APINiFHEER |, F5¥E 5EHT PHP B Amazon SDK APl $ZGetRole®H,

ListAttachedRolePolicies
LT REERGERT MAEH ListAttachedRolePolicies,

EAT PHP B9 SDK

® Note
EBEEZHERER GitHub, £ Amazon RIS RAIfFHEFERSTERS , THOAMHEITIR
BHIZETT.

$uuid = uniqid();
$service = new IAMService();

public function listAttachedRolePolicies($roleName, $pathPrefix = "", $marker =
"r, $maxItems = 0)
{
$listAttachRolePoliciesArguments = ['RoleName' => $roleName];
if ($pathPrefix) {
$listAttachRolePoliciesArguments['PathPrefix'] = $pathPrefix;
}
if ($marker) {
$listAttachRolePoliciesArguments['Marker'] = $marker;
}
if ($maxItems) {
$listAttachRolePoliciesArguments['MaxItems'] = $maxItems;
}
return $this->iamClient-
>]listAttachedRolePolicies($listAttachRolePoliciesArguments);
}

« BX API WiFHER |, F3H EA T PHP B Amazon SDK API $#|istAttachedRolePolicies#
Ko
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ListGroups

LT R REER T MR ListGroups.

EAT PHP # SDK

® Note
EBEEZHEXRER GitHub, £ Amazon IS RAIfFfHEFERSTERS , THOMAMRITIR
BHIZETT.

$uuid = uniqid();
$service = new IAMService();

public function listGroups($pathPrefix = "", $marker = "", $maxItems = 0)

{
$1listGroupsArguments = [];

if ($pathPrefix) {
$1listGroupsArguments["PathPrefix"] = $pathPrefix;

}
if ($marker) {

$listGroupsArguments["Marker"] = $marker;

}
if ($maxItems) {

$1listGroupsArguments["MaxItems"] = $maxItems;

}

return $this->iamClient->1istGroups($listGroupsArguments);

- X APIWiFAEE , ESH EMAT PHP B Amazon SDK APl $#ListGroupsH Y,

ListPolicies

LUTRBREERT AR ListPolicies,
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ERTF PHP # SDK

(® Note
EBEZMEREE GitHub, # Amazon B R EIfF M EFERERTRERE , THMMHITIR
BEMIZTT.

$uuid = uniqid();
$service = new IAMService();

public function listPolicies($pathPrefix = "", $marker = "", $maxItems = Q@)

{
$listPoliciesArguments = [];
if ($pathPrefix) {
$listPoliciesArguments["PathPrefix"] = $pathPrefix;

}
if ($marker) {
$listPoliciesArguments["Marker"] = $marker;

}
if ($maxItems) {

$listPoliciesArguments["MaxItems"] = $maxItems;

}

return $this->iamClient->listPolicies($listPoliciesArguments);

« X API N FHEE |, FSH sZEHT PHP 89 Amazon SDK APl &#ListPoliciesH .

ListRolePolicies
AR RGERT WA ListRolePolicies,

EAT PHP # SDK

(® Note
EBEZMEREER GitHubo # Amazon B RAIFM#E ERERTERERE , THEMMIITIR
BEMIZTT.
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$uuid = uniqid();
$service = new IAMService();

public function listRolePolicies($roleName, $marker = "", $maxItems = Q)

{

$listRolePoliciesArguments = ['RoleName' => $roleName];

if ($marker) {
$listRolePoliciesArguments['Marker'] = $marker;

}

if ($maxItems) {
$1listRolePoliciesArguments['MaxItems'] = $maxItems;

}

return $this->customWaiter(function () use ($listRolePoliciesArguments) {
return $this->iamClient->listRolePolicies($listRolePoliciesArguments);

1)

- X APIWEMEELR |, 555 EH T PHP B9 Amazon SDK API $ZListRolePoliciesH

ListRoles
LUTRBREERT WAER ListRoles,

EATF PHP # SDK

@ Note
EHEZHKRIEL GitHub, # Amazon KB RGIFMEEFEKRTERE , THIMTRITIR
BEMIZ{T.

$uuid = uniqid();
$service = new IAMService();

/**
* @param string $pathPrefix
* @param string $marker
* @param int $maxItems
* @return Result
* $roles = $service->listRoles();
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*/
public function listRoles($pathPrefix = "", $marker = "", $maxItems = Q)

{

$listRolesArguments = [];
if ($pathPrefix) {
$1istRolesArguments["PathPrefix"] = $pathPrefix;

}
if ($marker) {
$1listRolesArguments["Marker"] = $marker;

}
if ($maxItems) {
$1listRolesArguments["MaxItems"] = $maxItems;

}

return $this->iamClient->listRoles($listRolesArguments);

« BX APIWFHAER |, B2 EATF PHP B9 Amazon SDK APl $#ListRolesH /Y,

ListSAMLProviders
LT RBREER T AIEH ListSAMLProviders,

EAT PHP B SDK

® Note
EBEZHERER GitHub, £ Amazon IS RAIfFfEFERTERS , THOMAMRITIR
BHIZETT.

$uuid = uniqid();
$service = new IAMService();

public function 1listSAMLProviders()
{

return $this->iamClient->1istSAMLProviders();

}

« BX API WiFHEER |, F3HE 5EATF PHP B Amazon SDK APl 3ZSAMLProviders 9 51 % o
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ListUsers
LUTRERGIERT MAEH ListUsers,

EAT PHP 9 SDK

(® Note
EBEZMEREE GitHub, # Amazon B REIfF M EFERERTERE , T7HMMAMHITIR
EMIZTT.

$uuid = uniqid();
$service = new IAMService();

public function listUsers($pathPrefix = "", $marker = "", $maxItems = 0)

{
$listUsersArguments = [];
if ($pathPrefix) {
$listUsersArguments["PathPrefix"] = $pathPrefix;

}
if ($marker) {
$listUsersArguments["Marker"] = $marker;

}
if ($maxItems) {
$listUsersArguments["MaxItems"] = $maxItems;

}

return $this->iamClient->listUsers($listUsersArguments);

- X APIW#MER , B3 EATF PHP B9 Amazon SDK APl & #ListUsersH i,

FEAERT PHP B9 SDK B Kinesis <4l

UTRBREBERERRT NMAER EHT PHP 8 Amazon SDK 5 Kinesis it & £ R ITIR/ERSE
MENGR,

BNTROIHTE—NMEMTBERRBNEE  SAUNPFRIBFXUOAE L TXHRENZTRBHR
B,
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£
« RS EE R

ToIR S 25 R~
BiE Kinesis it & 258 H Lambda BE#X

LUTRBREERT WASEIM — Lambda BEER , ZBEEER R EWSK B Kinesis FilYic i itk B E
. ZEBK E Kinesis BN E , ¥ Base64 5 , HIEXRTIERKHAR,

EATF PHP 9 SDK

@ Note

BEEZHXEER GitHub, ELRFZ RO EHEFERTE RS , H 7T HENAHITIRE
FMiz1T,

BiE PHP ¥ Kinesis B4 5 Lambda £4& M.

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
<?php

# using bref/bref and bref/logger for simplicity

use Bref\Context\Context;

use Bref\Event\Kinesis\KinesisEvent;
use Bref\Event\Kinesis\KinesisHandler;
use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler extends KinesisHandler
{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)
{
$this->logger = $logger;
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/**
* @throws JsonException
* @throws \Bref\Event\InvalidLambdaEvent
*/

public function handleKinesis(KinesisEvent $event, Context $context): void

{

$this->logger->info("Processing records");

$records = $event->getRecords();

foreach ($records as $record) {
$data = $record->getData();
$this->logger->info(json_encode($data));
// TODO: Do interesting work based on the new data

// Any exception thrown will be logged and the invocation will be marked

as failed

}
$totalRecords = count($records);
$this->logger->info("Successfully processed $totalRecords records");

$logger = new StderrLogger();
return new Handler($logger);

BT Kinesis i &85k & Lambda B ZtA B IN B %k W
LUTRBREERT WA RZRK B Kinesis R EHH Lambda EESRIIER o #EAL BB R, ZEIEAE

R

Wa B RS HEAL BRI K, HHER Lambda FEEHIXLEHE R,

EAT PHP 9 SDK

(® Note
EREZHKRIEER GitHub, ELRS R TOIFEEFERTERE , 7 THROMHEITIRE
METT.

IR&E @I PHP 34T Lambda Kinesis #t4b 310 B 2k W,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
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<?php
# using bref/bref and bref/logger for simplicity

use Bref\Context\Context;

use Bref\Event\Kinesis\KinesisEvent;
use Bref\Event\Handler as StdHandler;
use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler implements StdHandler
{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)

{
$this->logger = $logger;

/**
* @throws JsonException
* @throws \Bref\Event\InvalidLambdaEvent
*/

public function handle(mixed $event, Context $context): array

{
$kinesisEvent = new KinesisEvent($event);
$this->logger->info("Processing records");
$records = $kinesisEvent->getRecords();

$failedRecords = [];
foreach ($records as $record) {
try {
$data = $record->getData();
$this->logger->info(json_encode($data));

// TODO: Do interesting work based on the new data

} catch (Exception $e) {
$this->logger->error($e->getMessage());
// failed processing the record
$failedRecords[] = $record->getSequenceNumber();

}

$totalRecords = count($records);

$this->logger->info("Successfully processed $totalRecords

records");
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// change format for the response
$failures = array_map(
fn(string $sequenceNumber) => ['itemIdentifier' => $sequenceNumber],

$failedRecords
);
return [

'"batchItemFailures' => $failures
17

}

$logger = new StderrlLogger();
return new Handler($logger);
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ERTF PHP # SDK

® Note
BB EZHXEE GitHub, & Amazon BB RAIFREEFEKRTERG , THRMOMARITIR
EMIE1T,

include "vendor/autoload.php";
use Aws\Kms\KmsClient;

echo "This file shows how to connect to the KmsClient, uses a paginator to get the
keys for the account, and lists the KeyIds for up to 10 keys.\n";

$client = new KmsClient([]);

$pageLength = 10; // Change this value to change the number of records shown, or to
break up the result into pages.

$keys = [1;
$keysPaginator = $client->getPaginator("ListKeys", ['Limit' => $pagelLength]);
foreach($keysPaginator as $page){
foreach($page['Keys'] as $index => $key){
echo "The $index index Key's ID is: {$key['KeyId'I}\n";
}

echo "End of page one of results. Alter the \$pageLength variable to see more
results.\n";
break;

- BXAPIHEAEE , S H EAT PHP #9 Amazon SDK AP| 2#ListKeysH#,

EXIhEE
TREARDR

TR ROIER T 104
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- B2 KMS %4,

« FIHEIKF Y KMS A ARIBE RN FHRESR

- BRAMER KMS Z4,

- ERARTESRNEZENNRBIERA.

- ARATXHHEEHTHRFZEBNIIENMERN,

- PREHE,

- MR KMS &R,

ERTF PHP #9 SDK

@ Note
EBEZHXEE GitHub, # Amazon R REIF#EE PERTERS |, THEMARITIR
BMIE1T,
echo "\n";
eCho M--m o \n";

echo <<<WELCOME
Welcome to the AWS Key Management Service SDK Basics scenario.

This program demonstrates how to interact with AWS Key Management Service using the
AWS SDK for PHP (v3).

The AWS Key Management Service (KMS) is a secure and highly available service that
allows you to create

and manage AWS KMS keys and control their use across a wide range of AWS services
and applications.

KMS provides a centralized and unified approach to managing encryption keys, making
it easier to meet your

data protection and regulatory compliance requirements.

This KMS Basics scenario creates two key types:
- A symmetric encryption key is used to encrypt and decrypt data.
- An asymmetric key used to digitally sign data.

Let's get started...\n
WELCOME;
echo M---mmm - \n";
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$this->pressEnter();

$this->kmsClient = new KmsClient([]);
// Initialize the KmsService class with the client. This allows you to

override any defaults in the client before giving it to the service class.

$this->kmsService = new KmsService($this->kmsClient);

// 1. Create a symmetric KMS key.

echo "\n";

echo "1. Create a symmetric KMS key.\n";

echo "First, we will create a symmetric KMS key that is used to encrypt and

decrypt data by invoking createKey().\n";

to

$this->pressEnter();

$key = $this->kmsService->createKey();
$this->resources['symmetrickKey'] = $key['KeyId'];

echo "Created a customer key with ARN {$key['Arn']}.\n";
$this->pressEnter();

// 2. Enable a KMS key.

echo "\n";

echo "2. Enable a KMS key.\n";

echo "By default when you create an AWS key, it is enabled. The code checks

determine if the key is enabled. If it is not enabled, the code enables it.\n";

\n";

\n";

$this->pressknter();

$keyInfo = $this->kmsService->describeKey($key['KeyId']);
if(!$keyInfo['Enabled']){
echo "The key was not enabled, so we will enable it.\n";
$this->pressEnter();
$this->kmsService->enableKey($key['KeyId']);
echo "The key was successfully enabled.\n";
}else{
echo "The key was already enabled, so there was no need to enable it.

}
$this->pressknter();

// 3. Encrypt data using the symmetric KMS key.
echo "\n";
echo "3. Encrypt data using the symmetric KMS key.\n";

echo "One of the main uses of symmetric keys is to encrypt and decrypt data.
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echo "Next, we'll encrypt the string 'Hello, AWS KMS!' with the
SYMMETRIC_DEFAULT encryption algorithm.\n";

$this->pressEnter();

$text = "Hello, AWS KMS!";

$encryption = $this->kmsService->encrypt($key['KeyId'], $text);

echo "The plaintext data was successfully encrypted with the algorithm:
{$encryption['EncryptionAlgorithm']}.\n";

$this->pressEnter();

// 4. Create an alias.

echo "\n";

echo "4. Create an alias.\n";

$aliasInput = testable_readline("Please enter an alias prefixed with
\"alias/\" or press enter to use a default value: ");

if($aliasInput == ""){

$aliasInput = "alias/dev-encryption-key";

}

$this->kmsService->createAlias($key['KeyId'], $aliasInput);

$this->resources['alias'] = $aliasInput;

echo "The alias \"$aliasInput\" was successfully created.\n";

$this->pressEnter();

// 5. List all of your aliases.
$aliasPageSize = 10;
echo "\n";
echo "5. List all of your aliases, up to $aliasPageSize.\n";
$this->pressEnter();
$aliasPaginator = $this->kmsService->listAliases();
foreach($aliasPaginator as $pages){
foreach($pages['Aliases'] as $alias){
echo $alias['AliasName'] . "\n";
}
break;

}
$this->pressEnter();

// 6. Enable automatic rotation of the KMS key.

echo "\n";

echo "6. Enable automatic rotation of the KMS key.\n";

echo "By default, when the SDK enables automatic rotation of a KMS key,
KMS rotates the key material of the KMS key one year (approximately 365 days) from
the enable date and every year
thereafter.";

$this->pressEnter();
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$this->kmsService->enableKeyRotation($key['KeyId']);
echo "The key's rotation was successfully set for key: {$key['KeyId']}\n";
$this->pressEnter();

// 7. Create a grant.
echo "7. Create a grant.\n";
echo "\n";
echo "A grant is a policy instrument that allows Amazon Web Services
principals to use KMS keys.
It also can allow them to view a KMS key (DescribeKey) and create and manage grants.
When authorizing access to a KMS key, grants are considered along with key policies
and IAM policies.\n";
$granteeARN = testable_readline("Please enter the Amazon Resource Name
(ARN) of an Amazon Web Services principal. Valid principals include Amazon Web
Services accounts, IAM users, IAM roles, federated users, and assumed role users.
For help with the ARN syntax for a principal, see IAM ARNs in the Identity and
Access Management User Guide. \nTo skip this step, press enter without any other
values: ");
if($granteeARN){
$operations = [
"ENCRYPT",
"DECRYPT",
"DESCRIBE_KEY",
1;
$grant = $this->kmsService->createGrant($key['KeyId'], $granteeARN,
$operations);
echo "The grant Id is: {$grant['GrantId']}\n";
}else{
echo "Steps 7, 8, and 9 will be skipped.\n";
}

$this->pressEnter();

// 8. List grants for the KMS key.
if($granteeARN){
echo "8. List grants for the KMS key.\n\n";
$grantsPaginator = $this->kmsService->listGrants($key['KeyId']);
foreach($grantsPaginator as $page){
foreach($page['Grants'] as $grant){
echo $grant['GrantId'] . "\n";

}
}else{
echo "Skipping step 8...\n";

EARThEE 567



EAT PHP B9 Amazon SDK WA 3 FFRARIEE

in the

$this->pressEnter();

// 9. Revoke the grant.
if($granteeARN) {
echo "\n";
echo "9. Revoke the grant.\n";
$this->pressEnter();
$this->kmsService->revokeGrant($grant['GrantId'], $keyInfol'KeyId']);
echo "{$grant['GrantId']} was successfully revoked!\n";
}else{
echo "Skipping step 9...\n";
}
$this->pressEnter();

// 10. Decrypt the data.

echo "\n";

echo "10. Decrypt the data.\n";

echo "Let's decrypt the data that was encrypted before.\n";

echo "We'll use the same key to decrypt the string that we encrypted earlier
program.\n";

$this->pressEnter();

$decryption = $this->kmsService->decrypt($keyInfo['KeyId'],

$encryption['CiphertextBlob'], $encryption['EncryptionAlgorithm']);

echo "The decrypted text is: {$decryption['Plaintext']}\n";
$this->pressEnter();

// 11. Replace a Key Policy.

echo "\n";

echo "11. Replace a Key Policy.\n";

echo "A key policy is a resource policy for a KMS key. Key policies are the

primary way to control access to KMS keys.\n";

echo "Every KMS key must have exactly one key policy. The statements in the

key policy determine who has permission to use the KMS key and how they can use it.

\n";

echo " You can also use IAM policies and grants to control access to the KMS

key, but every KMS key must have a key policy.\n";

echo "We will replace the key's policy with a new one:\n";
$stsClient = new StsClient([]);

$result = $stsClient->getCallerIdentity();

$accountId = $result['Account'];

$keyPolicy = <<< KEYPOLICY

"Version":"2012-10-17",
"Statement": [{
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"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::$accountId:root"},
"Action": "kms:*",
"Resource": "*"
1]
}
KEYPOLICY;

echo $keyPolicy;

$this->pressEnter();
$this->kmsService->putKeyPolicy($keyInfo['KeyId'], $keyPolicy);
echo "The Key Policy was successfully replaced!\n";
$this->pressEnter();

// 12. Retrieve the key policy.

echo "\n";

echo "12. Retrieve the key policy.\n";

echo "Let's get some information about the new policy and print it to the
screen.\n";

$this->pressEnter();

$policyInfo = $this->kmsService->getKeyPolicy($keyInfo['KeyId']);

echo "We got the info! Here is the policy: \n";

echo $policyInfo['Policy'] . "\n";

$this->pressEnter();

// 13. Create an asymmetric KMS key and sign data.

echo "\n";

echo "13. Create an asymmetric KMS key and sign data.\n";

echo "Signing your data with an AWS key can provide several benefits that
make it an attractive option for your data signing needs.\n";

echo "By using an AWS KMS key, you can leverage the security controls and
compliance features provided by AWS, which can help you meet various regulatory
requirements and enhance the overall security posture of your organization.\n";

echo "First we'll create the asymmetric key.\n";

$this->pressEnter();

$keySpec = "RSA_2048";

$keyUsage = "SIGN_VERIFY";

$asymmetricKey = $this->kmsService->createKey($keySpec, $keyUsage);

$this->resources['asymmetricKey'] = $asymmetricKey['KeyId'];

echo "Created the key with ID: {$asymmetricKey['KeyId']}\n";

echo "Next, we'll sign the data.\n";

$this->pressEnter();

$algorithm = "RSASSA_PSS_SHA_256";

$sign = $this->kmsService->sign($asymmetricKey['KeyId'], $text, $algorithm);
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$verify = $this->kmsService->verify($asymmetricKey['KeyId'], $text,

$sign['Signature'], $algorithm);

echo "Signature verification result: {$sign['signature']}\n";
$this->pressEnter();

// 14. Tag the symmetric KMS key.

echo "\n";

echo "14. Tag the symmetric KMS key.\n";

echo "By using tags, you can improve the overall management, security,

and governance of your KMS keys, making it easier to organize, track, and control
access to your encrypted data within your AWS environment.\n";

echo "Let's tag our symmetric key as Environment->Production\n";
$this->pressEnter();
$this->kmsService->tagResource($key['KeyId'], [
[
'TagKey' => "Environment",
'TagValue' => "Production",
1,
1);
echo "The key was successfully tagged!\n";
$this->pressEnter();

// 15. Schedule the deletion of the KMS key

echo "\n";

echo "15. Schedule the deletion of the KMS key.\n";

echo "By default, KMS applies a waiting period of 30 days, but you can

specify a waiting period of 7-30 days.\n";

echo "When this operation is successful, the key state of the KMS key

changes to PendingDeletion and the key can't be used in any cryptographic
operations.\n";
echo "It remains in this state for the duration of the waiting period.\n\n";

’

echo "Deleting a KMS key is a destructive and potentially dangerous

operation. When a KMS key is deleted, all data that was encrypted under the KMS key
is unrecoverable.\n\n";

$cleanUp = testable_readline("Would you like to delete the resources created

during this scenario, including the keys? (y/n): ");

if($cleanUp == "Y" || $cleanUp == "y"){
$this->cleanUp();
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echo

namespace Kms;

use Aws\Kms\Exception\KmsException;
use Aws\Kms\KmsClient;

use Aws\Result;

use Aws\ResultPaginator;

use AwsUtilities\AWSServiceClass;

class KmsService extends AWSServiceClass

{

protected KmsClient $client;
protected bool $verbose;

/***
* @param KmsClient|null $client
* @param bool $verbose

*/
public function __construct(KmsClient $client = null, bool $verbose = false)
{
$this->verbose = $verbose;
if($client){
$this->client = $client;
return;
}
$this->client = new KmsClient([]);
}
/***

* @param string $keySpec

* @param string $keyUsage

* @param string $description
* @return array
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*/
public function createKey(string $keySpec = "", string $keyUsage = "", string
$description = "Created by the SDK for PHP")
{

$parameters = ['Description' => $description];
if($keySpec && $keyUsage){
$parameters['KeySpec'] = $keySpec;
$parameters['KeyUsage'] = $keyUsage;
}
try {
$result = $this->client->createKey($parameters);
return $result['KeyMetadata'];
}catch(KmsException $caught){
// Check for error specific to createKey operations
if ($caught->getAwsErrorMessage() == "LimitExceededException"){
echo "The request was rejected because a quota was exceeded. For
more information, see Quotas in the Key Management Service Developer Guide.";

}
throw $caught;

/***
* @param string $keyId
* @param string $ciphertext
* @param string $algorithm
* @return Result
*/
public function decrypt(string $keyId, string $ciphertext, string $algorithm =
"SYMMETRIC_DEFAULT")
{
try{
return $this->client->decrypt([
'CiphertextBlob' => $ciphertext,
"EncryptionAlgorithm' => $algorithm,
'KeyId' => $keyId,
1D
}catch(KmsException $caught){
echo "There was a problem decrypting the data: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;
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}

/***
* @param string $keyId
* @param string $text
* @return Result

*/
public function encrypt(string $keyId, string $text)
{
try {
return $this->client->encrypt([
'KeyId' => $keyId,
'Plaintext' => $text,
1);
}catch(KmsException $caught){
if($caught->getAwsErrorMessage() == "DisabledException"){

echo "The request was rejected because the specified KMS key is not
enabled.\n";

}
throw $caught;

/***
* @param string $keyId
* @param int $limit
* @return ResultPaginator
*/
public function listAliases(string $keyId = "", int $1limit = @)
{
$args = [1;
if($keyId){
$args['KeyId'] = $keyId;
}
if($limit){
$args['Limit'] = $limit;
}
try{
return $this->client->getPaginator("ListAliases", $args);
}catch(KmsException $caught){
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if($caught->getAwsErrorMessage() == "InvalidMarkerException"){
echo "The request was rejected because the marker that specifies
where pagination should next begin is not valid.\n";

}
throw $caught;

/***
* @param string $keyId
* @param string $alias
* @return void
*/
public function createAlias(string $keyId, string $alias)
{
try{
$this->client->createAlias([
'TargetKeyId' => $keyId,
'AliasName' => $alias,
D;
}catch (KmsException $caught){
if($caught->getAwsErrorMessage() == "InvalidAliasNameException"){
echo "The request was rejected because the specified alias name is
not valid.";
}
throw $caught;

/***

* @param string $keyId

* @param string $granteePrincipal

* @param array $operations

* @param array $grantTokens

* @return Result

*/
public function createGrant(string $keyId, string $granteePrincipal, array

$operations, array $grantTokens = [])
{
$args = [
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'KeyId' => $keyId,
'GranteePrincipal' => $granteePrincipal,
'Operations' => $operations,
1;
if($grantTokens){
$args['GrantTokens'] = $grantTokens;
}

try{
return $this->client->createGrant($args);

}catch(KmsException $caught){
if($caught->getAwsErrorMessage() == "InvalidGrantTokenException"){
echo "The request was rejected because the specified grant token is
not valid.\n";

}
throw $caught;

/***
* @param string $keyId
* @return array
*/
public function describeKey(string $keyId)
{
try {
$result = $this->client->describeKey([
"KeyId" => $keyld,
1);
return $result['KeyMetadata'];
}catch(KmsException $caught){
if($caught->getAwsErrorMessage() == "NotFoundException"){
echo "The request was rejected because the specified entity or
resource could not be found.\n";
}
throw $caught;

/***
* @param string $keyId
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* @return void
*/
public function disableKey(string $keyId)
{
try {
$this->client->disableKey([
'KeyId' => $keyId,
1);
}catch(KmsException $caught){
echo "There was a problem disabling the key: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;

/***
* @param string $keyId
* @return void

*/
public function enableKey(string $keyId)
{
try {
$this->client->enableKey([
'KeyId' => $keyId,
1);
}catch(KmsException $caught){
if($caught->getAwsErrorMessage() == "NotFoundException"){

echo "The request was rejected because the specified entity or
resource could not be found.\n";

}
throw $caught;

/***

* @return array
*/
public function listKeys()
{
try {
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$contents = [];
$paginator = $this->client->getPaginator("ListKeys");
foreach($paginator as $result){
foreach ($result['Content'] as $object) {
$contents[] = $object;

}
return $contents;
}catch(KmsException $caught){
echo "There was a problem listing the keys: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;

/***
* @param string $keyId
* @return Result

*/
public function listGrants(string $keyId)
{
try{
return $this->client->listGrants([
'KeyId' => $keyId,
1);
}catch(KmsException $caught){
if($caught->getAwsErrorMessage() == "NotFoundException"){
echo " The request was rejected because the specified entity or
resource could not be found.\n";
}
throw $caught;
}
}
/***

* @param string $keyId
* @return Result
*/
public function getKeyPolicy(string $keyId)
{
try {
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return $this->client->getKeyPolicy([
'KeyId' => $keyId,
1);
}catch(KmsException $caught){
echo "There was a problem getting the key policy: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;

/***
* @param string $grantId
* @param string $keyId
* @return void
*/
public function revokeGrant(string $grantld, string $keyId)
{
try{
$this->client->revokeGrant([
'GrantId' => $grantld,
'KeyId' => $keyId,
1);
}catch(KmsException $caught){
echo "There was a problem with revoking the grant: {$caught-
>getAwsErrorMessage()}.\n";
throw $caught;

/***
* @param string $keyId
* @param int $pendingWindowInDays
* @return void
*/
public function scheduleKeyDeletion(string $keyId, int $pendingWindowInDays = 7)
{
try {
$this->client->scheduleKeyDeletion([
'KeyId' => $keyId,
'PendingWindowInDays' => $pendingWindowInDays,
D
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}catch(KmsException $caught){
echo "There was a problem scheduling the key deletion: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;

/***
* @param string $keyId
* @param array $tags
* @return void
*/
public function tagResource(string $keyId, array $tags)
{
try {
$this->client->tagResource([
'KeyId' => $keyId,
'Tags' => $tags,
1);
}catch(KmsException $caught){
echo "There was a problem applying the tag(s): {$caught-
>getAwsErrorMessage()}\n";
throw $caught;

/***
* @param string $keyId
* @param string $message
* @param string $algorithm
* @return Result
*/
public function sign(string $keyId, string $message, string $algorithm)
{
try {
return $this->client->sign([
'KeyId' => $keyId,
'Message' => $message,
'SigningAlgorithm' => $algorithm,
D
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}catch(KmsException $caught){
echo "There was a problem signing the data: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;

/***
* @param string $keyId
* @param int $rotationPeriodInDays
* @return void

*/
public function enableKeyRotation(string $keyId, int $rotationPeriodInDays =
365)
{
try{
$this->client->enableKeyRotation([
'KeyId' => $keyId,
'RotationPeriodInDays' => $rotationPeriodInDays,
D
}catch(KmsException $caught){
if($caught->getAwsErrorMessage() == "NotFoundException"){

echo "The request was rejected because the specified entity or
resource could not be found.\n";

}
throw $caught;

/***
* @param string $keyId
* @param string $policy
* @return void
*/
public function putKeyPolicy(string $keyId, string $policy)
{
try {
$this->client->putKeyPolicy([
'KeyId' => $keyId,
'"Policy' => $policy,
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1);
}catch(KmsException $caught){
echo "There was a problem replacing the key policy: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;

/***
* @param string $aliasName
* @return void
*/
public function deleteAlias(string $aliasName)
{
try {
$this->client->deleteAlias([
'AliasName' => $aliasName,
1);
}catch(KmsException $caught){
echo "There was a problem deleting the alias: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;

/***
* @param string $keyId
* @param string $message
* @param string $signature
* @param string $signingAlgorithm
* @return bool
*/
public function verify(string $keyId, string $message, string $signature, string
$signingAlgorithm)
{
try {
$result = $this->client->verify([
'KeyId' => $keyId,
'Message' => $message,
'Signature' => $signature,
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'SigningAlgorithm' => $signingAlgorithm,
D
return $result['SignatureValid'];
}catch(KmsException $caught){
echo "There was a problem verifying the signature: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;

}

« BX API#HEER |, E5H GEAT PHP B Amazon SDK API Reference) FHIA T EH,
* CreateAlias

* CreateGrant

» CreateKey

+ Decrypt

» DescribeKey
» DisableKey
+ EnableKey

+ Encrypt

+ GetKeyPolicy

+ ListAliases

+ ListGrants

+ ListKeys

* RevokeGrant

* ScheduleKeyDeletion

+ Sign

» TagResource
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BR1E

CreateAlias

LRI REER T WAER CreateAlias,

EAT PHP B9 SDK

@ Note
BEHEZMXER GitHub, £ Amazon KB ROIGFHEEFERTERE , THRIMMHITIR
BMZ=1T,
/***

* @param string $keyId
* @param string $alias
* @return void
*/
public function createAlias(string $keyId, string $alias)
{
try{
$this->client->createAlias([
'TargetKeyId' => $keyId,
'AliasName' => $alias,
1D;
}catch (KmsException $caught){
if($caught->getAwsErrorMessage() == "InvalidAliasNameException"){
echo "The request was rejected because the specified alias name is
not valid.";

}
throw $caught;
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CreateGrant

LR RGERT WA EH CreateGrant,

EAT PHP # SDK

@ Note
BB EZMXER GitHub, £ Amazon KB ROIGFHEEFERTERE , THRIMMHITIR
BMZ=1T,
/***

* @param string $keyId
* @param string $granteePrincipal
* @param array $operations
* @param array $grantTokens
* @return Result
*/
public function createGrant(string $keyId, string $granteePrincipal, array
$operations, array $grantTokens = [])
{
$args = [
'KeyId' => $keyId,
'GranteePrincipal' => $granteePrincipal,
'Operations' => $operations,
1;
if($grantTokens){
$args['GrantTokens'] = $grantTokens;
}
try{
return $this->client->createGrant($args);
}catch(KmsException $caught){
if($caught->getAwsErrorMessage() == "InvalidGrantTokenException"){

echo "The request was rejected because the specified grant token is

not valid.\n";

}
throw $caught;
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- BX APIWFAEE |, BE2@ EATF PHP 89 Amazon SDK APl 3£ CreateGrant i,

CreateKey

LTFRBERGERT WAER Createkey,
EAT PHP # SDK

@ Note
BB EZHEXEE GitHub, £ Amazon BB RGIFEEPERTERG , 7THMMBHITIR
BMZ=1T,
/***

* @param string $keySpec

* @param string $keyUsage

* @param string $description
* @return array

*/
public function createKey(string $keySpec = "", string $keyUsage = "", string
$description = "Created by the SDK for PHP")
{

$parameters = ['Description' => $description];
if($keySpec && $keyUsage){
$parameters['KeySpec'] = $keySpec;
$parameters['KeyUsage'] = $keyUsage;
}
try {
$result = $this->client->createKey($parameters);
return $result['KeyMetadata'];
}catch(KmsException $caught){
// Check for error specific to createKey operations
if ($caught->getAwsErrorMessage() == "LimitExceededException"){
echo "The request was rejected because a quota was exceeded. For
more information, see Quotas in the Key Management Service Developer Guide.";
}
throw $caught;
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}

- BX APIHWEARELE , HSH EAT PHP 89 Amazon SDK APl 2# CreateKeyH#,

Decrypt
TR REERT (AR Decrypto

EATF PHP 9 SDK

(® Note
BB EZHEXEE GitHub, £ Amazon KB RHIF#EEPREXRTERG , THEMNMHEITIR
B MiZE1T,
/***

* @param string $keyId
* @param string $ciphertext
* @param string $algorithm
* @return Result
*/
public function decrypt(string $keyId, string $ciphertext, string $algorithm =
"SYMMETRIC_DEFAULT")
{
try{
return $this->client->decrypt([
'CiphertextBlob' => $ciphertext,
"EncryptionAlgorithm' => $algorithm,
'KeyId' => $keyId,
D;
}catch(KmsException $caught){
echo "There was a problem decrypting the data: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;
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- X API #AEE , B209 GERAT PHP 8 Amazon SDK API Reference) H#9 Decrypto

DeleteAlias
LT RBREER T AIEH DeleteAlias,

EAT PHP B SDK

@® Note
RBEEZHEREL GitHub, % Amazon KIS RGIfFMHEFERTERH , THMOMHETR
BEMETT,
/-k-k-k

* @param string $aliasName
* @return void
*/
public function deleteAlias(string $aliasName)
{
try {
$this->client->deleteAlias([
"AliasName' => $aliasName,
1);
}catch(KmsException $caught){

echo "There was a problem deleting the alias: {$caught-
>getAwsErrorMessage()}\n";

throw $caught;
}

« X API WiFHEER |, H3H 5EH T PHP B Amazon SDK APl 3#DeleteAliasH,

DescribeKey

LT RBRAVERT AR DescribeKey,
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® Note
BB EZHXEE GitHub, & Amazon BB RAIFREEFEKRTERG , THRMOMARITIR
EMIE1T,
/***

* @param string $keyId
* @return array
*/
public function describeKey(string $keyId)
{
try {
$result = $this->client->describeKey([
"KeyId" => $keyId,
1D;
return $result['KeyMetadata'];
}catch(KmsException $caught){
if($caught->getAwsErrorMessage() == "NotFoundException"){

echo "The request was rejected because the specified entity or
resource could not be found.\n";

}
throw $caught;

- BXAPIHWEMAFEE , HSH EAT PHP 19 Amazon SDK API 2% DescribeKeyH #9,

DisableKey

TR RERGERT taE A DisableKey,
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(® Note
BEEZHEXEE GitHub, £ Amazon KB RGIFEEPFERTERG , 7THEMNMBITR
BMZE1T,
/***

* @param string $keyId
* @return void
*/
public function disableKey(string $keyId)
{
try {
$this->client->disableKey([
'KeyId' => $keyId,
1;
}catch(KmsException $caught){
echo "There was a problem disabling the key: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;
}

- BX APIHWEAELE , H2H EAT PHP £ Amazon SDK API $#DisableKeyH#,

EnableKey
TR RERGERT tAEA EnableKey,

EA T PHP # SDK

(® Note
EBEZMEREER GitHubo # Amazon B RAIFM#E ERERTERERE , THEMMIITIR
BEMIZTT.
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/***
* @param string $keyId
* @return void

*/
public function enableKey(string $keyId)
{
try {
$this->client->enableKey([
'KeyId' => $keyId,
1D;
}catch(KmsException $caught){
if($caught->getAwsErrorMessage() == "NotFoundException"){

echo "The request was rejected because the specified entity or
resource could not be found.\n";

}
throw $caught;

- BX APIWFHAEE , BZ EAT PHP B Amazon SDK APl Z#EnableKeyH#,

Encrypt
AT RERBNER T IAIFEA Encrypto
EAT PHP # SDK

@ Note
EHESMHIEL GitHub, 7 Amazon R TAIFMEETEREZERE , THAOMHTE
BEMIZ{T.
/***

* @param string $keyId
* @param string $text
* @return Result
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*/
public function encrypt(string $keyId, string $text)
{
try {
return $this->client->encrypt([
'KeyId' => $keyId,
'Plaintext' => $text,
D;
}catch(KmsException $caught){
if($caught->getAwsErrorMessage() == "DisabledException"){

echo "The request was rejected because the specified KMS key is not
enabled.\n";

}
throw $caught;

- BXAPI FHEER , 525 GEAT PHP B9 Amazon SDK API Reference) H#J Encrypt.

ListAliases

TR REERT AR ListAliases,

EAT PHP 9 SDK

(® Note
EBEZMEREE GitHub, # Amazon B REIfF M ERERTERE , T7HMMHITIR
EMIZTT.
/***

* @param string $keyId

* @param int $limit

* @return ResultPaginator

*/
public function listAliases(string $keyId = "", int $limit = 0)
{
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$args = [1;
if($keyId){
$args['KeyId']

$keyId;
}
if($limit){
$args['Limit'] = $limit;
}
try{
return $this->client->getPaginator("ListAliases", $args);
}catch(KmsException $caught){
if($caught->getAwsErrorMessage() == "InvalidMarkerException"){
echo "The request was rejected because the marker that specifies
where pagination should next begin is not valid.\n";

}
throw $caught;

X% API ViFAEER |, E3E EHT PHP 9 Amazon SDK APl & #(istAliasesH Y,

ListGrants

LT REERGERT MA#EA ListGrants,

EATF PHP # SDK

@ Note
EBEZMRIE L GitHubo # Amazon SR ITF M ERERTEERE , THEMMAMIITIR

N—

BA;ZE1T.

/***

* @param string $keyId

* @return Result

*/
public function listGrants(string $keyId)
{
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try{
return $this->client->listGrants([
'KeyId' => $keyId,

D;
}catch(KmsException $caught){
if($caught->getAwsErrorMessage() == "NotFoundException"){
echo " The request was rejected because the specified entity or
resource could not be found.\n";
}

throw $caught;

« BX API NiFHEER |, F5¥ 5EAT PHP B Amazon SDK APl $ZListGrantsH,

ListKeys
UTRBROIERT WMAFEA ListKeys,

EATF PHP 9 SDK

(® Note

BB EZHEXEE GitHub, £ Amazon KB RHIFMEEPRERTERG , THENMFEITIR
B MiE1T,

/***
* @return array
*/
public function listKeys()
{
try {
$contents = [];
$paginator = $this->client->getPaginator("ListKeys");
foreach($paginator as $result){
foreach ($result['Content'] as $object) {
$contents[] = $object;
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}

return $contents;
}catch(KmsException $caught){
echo "There was a problem listing the keys: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;

- BX AP HWEHARELE , HSH EAT PHP 89 Amazon SDK APl $#ListKeysH i,

PutKeyPolicy
DTRRBROVERT (AEA PutKeyPolicy,

EATF PHP 9 SDK

(® Note
BB EZHEXEE GitHub, £ Amazon KB RHIFMEEPRERTERG , THENMFEITIR
B MiE1T,
/***

* @param string $keyId
* @param string $policy
* @return void
*/
public function putKeyPolicy(string $keyId, string $policy)
{
try {
$this->client->putKeyPolicy([
'KeyId' => $keyId,
'"Policy' => $policy,
1);
}catch(KmsException $caught){
echo "There was a problem replacing the key policy: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;
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}

- BXAPIHEHAELE , H2H EAT PHP 9 Amazon SDK API 2 PutKeyPolicy F #7,

RevokeGrant
LT RBRHER T A EH RevokeGrant,

EAT PHP B9 SDK

® Note
EBEZHEXRER GitHub, £ Amazon IS RAIfFfHEFERSTERS , THOMAMRITIR
BHIZETT.
/-k-k-k

* @param string $grantId
* @param string $keyId
* @return void
*/
public function revokeGrant(string $grantld, string $keyId)
{
try{
$this->client->revokeGrant([
'GrantId' => $grantld,
'KeyId' => $keyId,
1);
}catch(KmsException $caught){
echo "There was a problem with revoking the grant: {$caught-
>getAwsErrorMessage()}.\n";
throw $caught;
}

- BXx APIWNFHESR |, 55 EHT PHP 89 Amazon SDK APl &#RevokeGrant® #,
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ScheduleKeyDeletion

LT RBRAERT A ScheduleKeyDeletion,

EAT PHP # SDK

@ Note
BB EZMXER GitHub, £ Amazon KB ROIGFHEEFERTERE , THRIMMHITIR
BMZ=1T,
/***

* @param string $keyId
* @param int $pendingWindowInDays
* @return void
*/
public function scheduleKeyDeletion(string $keyId, int $pendingWindowInDays = 7)
{
try {
$this->client->scheduleKeyDeletion([
'KeyId' => $keyId,
'PendingWindowInDays' => $pendingWindowInDays,
D
}catch(KmsException $caught){

echo "There was a problem scheduling the key deletion: {$caught-
>getAwsErrorMessage()}\n";

throw $caught;
}

- BX APl HFAER |, 510 EAHT PHP 8 Amazon SDK API £# ScheduleKeyDeletion ¥
;8

Sign

U I RONER T #AEEEA Sign.
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® Note
BB EZHXEE GitHub, & Amazon BB RAIFREEFEKRTERG , THRMOMARITIR
EMIE1T,
/***

* @param string $keyId
* @param string $message
* @param string $algorithm
* @return Result
*/
public function sign(string $keyId, string $message, string $algorithm)
{
try {
return $this->client->sign([
'KeyId' => $keyId,
'Message' => $message,
'SigningAlgorithm' => $algorithm,
1);
}catch(KmsException $caught){
echo "There was a problem signing the data: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;

- BXAPIH#AFER |, 5 GERAT PHP 89 Amazon SDK API Reference) ## Sign.

TagResource

LTRIBROIERT MAEA TagResource,
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ERTF PHP # SDK

(® Note
BEEZHEXEER GitHub, £ Amazon BB RGIFEEPFERTERG , 7THMNMBHITIR
BMZ=1T,
/***

* @param string $keyId
* @param array $tags
* @return void
*/
public function tagResource(string $keyId, array $tags)
{
try {
$this->client->tagResource([
'KeyId' => $keyId,
'Tags' => $tags,
1D;
}catch(KmsException $caught){
echo "There was a problem applying the tag(s): {$caught-
>getAwsErrorMessage()}\n";
throw $caught;
}

- X API WiF4EE , E5 W EMAT PHP # Amazon SDK API $# TagResource i,

FHAEAT PHP 89 SDK 9 Lambda 74l

UTRBREABERERT WOMAER with Lambda SRR TIBENSSIERN TGS, EAT PHP W
Amazon SDK

EXREE R MR R R NAERS P HITERRER KD RE

BRERKEEFNABMESR , XTAELTNHET. BULEIRETBNFABARENRSEHEK , &7
LB HBEXZ RN ETXERRF,
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G RROERIMBEDTE - MRSHERAS N EBHEE M Amazon Web Services R4 &R
BEESHRRBRE

BRI E - NMEOTBRABNERE , ZALUMNPRIEXOFAE L TXHRREMNSETRIBAR
BH,

e

- EZXRINgE

« RSB R

EARINEE
TREARIDEE
AT RBTEIRT T 104 -

- 812 IAM B8 Lambda B , AR LELERFRB,
- ERAENSERFARBARRER.

- EHRBABAEATETERTEE,

- ERAFSBREARBOTRINER. ERERENMITHES,
- FIHKF BRI, REERE.

BXREZEL , BSRMERAZES A CE Lambda BEL

EAT PHP B9 SDK

(® Note
EBEZMERIEE GitHub, 7 Amazon KB REIfFM#E PERTERG , THRMNMAHEITIR
BEMIZTT.

namespace Lambda;

use Aws\S3\S3Client;
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use GuzzleHttp\Psr7\Stream;
use Iam\IAMService;

class GettingStartedwWithLambda

{

public function run()

{

echo("\n");

echo(M-----mmm o \n");

print("Welcome to the AWS Lambda getting started demo using PHP!\n")
echo(M-----mmm o \n");

$clientArgs = [
'region' => 'us-west-2',
'version' => 'latest',
'profile' => 'default'’,

1;

$unigid = uniqid();

$iamService = new IAMService();
$s3client = new S3Client($clientArgs);
$lambdaService = new LambdaService();

echo "First, let's create a role to run our Lambda code.\n";
$roleName = "test-lambda-role-$uniqgid";
$rolePolicyDocument = "{

\"Version\": \"2012-10-17\",

\"Statement\": [

{
\"Effect\": \"Allow\",
\"Principal\": {
\"Service\": \"lambda.amazonaws.com\"
},
\"Action\": \'"sts:AssumeRole\"
}

55
$role = $iamService->createRole($roleName, $rolePolicyDocument);
echo "Created role {$role['RoleName']}.\n";

$iamService->attachRolePolicy(
$role['RoleName'],
"arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole"

);

EAXTRE

600



EAT PHP B9 Amazon SDK

IR 3 FFRARIEE

echo "Attached the AwWSLambdaBasicExecutionRole to {$role['RoleName']}.\n";

echo "\nNow let's create an S3 bucket and upload our Lambda code there.\n";

$bucketName = "amzn-s3-demo-bucket-$uniqid";
$s3client->createBucket([
'Bucket' => $bucketName,

1);

echo "Created bucket $bucketName.\n";

$functionName = "doc_example_lambda_$uniqid";
$codeBasic = _ DIR__ . "/lambda_handler_basic.zip";

$handler = "lambda_handler_basic";
$file = file_get_contents($codeBasic);
$s3client->putObject([

'Bucket' => $bucketName,

'Key' => $functionName,

'Body' => $file,
1);
echo "Uploaded the Lambda code.\n";

$createLambdaFunction = $lambdaService->createFunction($functionName, $role,

$bucketName, $handler);
// Wait until the function has finished being created.

do {
$getLambdaFunction = $lambdaService-

>getFunction($createLambdaFunction['FunctionName']);
} while ($getLambdaFunction['Configuration']['State'] == "Pending");
echo "Created Lambda function {$getLambdaFunction['Configuration']

['FunctionName']}.\n";

sleep(1);

echo "\nOk, let's invoke that Lambda code.\n";
$basicParams [

'action' => 'increment',

'number' => 3,

17

/** @var Stream $invokeFunction */

$invokeFunction = $lambdaService->invoke($functionName, $basicParams)
['Payload'];

$result = json_decode($invokeFunction->getContents())->result;
echo "After invoking the Lambda code with the input of
{$basicParams['number']} we received $result.\n";
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echo "\nSince that's working, let's update the Lambda code.\n";
$codeCalculator = "lambda_handler_calculator.zip";
$handlerCalculator = "lambda_handler_calculator";
echo "First, put the new code into the S3 bucket.\n";
$file = file_get_contents($codeCalculator);
$s3client->putObject([

'Bucket' => $bucketName,

'Key' => $functionName,

'Body' => $file,
1);

echo "New code uploaded.\n";

$lambdaService->updateFunctionCode($functionName, $bucketName,
$functionName);

// Wait for the Lambda code to finish updating.

do {

$getLambdaFunction = $lambdaService-

>getFunction($createLambdaFunction['FunctionName']);

} while ($getLambdaFunction['Configuration']['LastUpdateStatus'] !==
"Successful");

echo "New Lambda code uploaded.\n";

$environment = [
'Variable' => ['Variables' => ['LOG_LEVEL' => 'DEBUG']],
1;
$lambdaService->updateFunctionConfiguration($functionName,
$handlerCalculator, $environment);
do {
$getLambdaFunction = $lambdaService-
>getFunction($createLambdaFunction['FunctionName']);
} while ($getLambdaFunction['Configuration']['LastUpdateStatus'] !==
"Successful");
echo "Lambda code updated with new handler and a LOG_LEVEL of DEBUG for more
information.\n";

echo "Invoke the new code with some new data.\n";
$calculatorParams = [
'action' => 'plus',

'x'" =>5,
lyl :> 4’
ip
$invokeFunction = $lambdaService->invoke($functionName, $calculatorParams,
"Tail");

$result = json_decode($invokeFunction['Payload']->getContents())->result;
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echo "Indeed, {$calculatorParams['x']} + {$calculatorParams['y']} does equal
$result.\n";

echo "Here's the extra debug info: ";

echo base64_decode($invokeFunction['LogResult']) . "\n";

echo "\nBut what happens if you try to divide by zero?\n";
$divZeroParams = [
'action' => 'divide',

'x'" =>5,
lyl :> 0’
iF
$invokeFunction = $lambdaService->invoke($functionName, $divZeroParams,
"Tail");

$result = json_decode($invokeFunction['Payload']->getContents())->result;
echo "You get a |$result| result.\n";

echo "And an error message: ";

echo base64_decode($invokeFunction['LogResult']) . "\n";

echo "\nHere's all the Lambda functions you have in this Region:\n";
$listLambdaFunctions = $lambdaService->listFunctions(5);
$allLambdaFunctions = $listLambdaFunctions['Functions'];
$next = $listLambdaFunctions->get('NextMarker');
while ($next != false) {
$listLambdaFunctions = $lambdaService->listFunctions(5, $next);
$next = $listLambdaFunctions->get('NextMarker');
$allLambdaFunctions = array_merge($alllLambdaFunctions,
$listLambdaFunctions['Functions']);
}
foreach ($allLambdaFunctions as $function) {
echo "{$function['FunctionName']}\n";

echo "\n\nAnd don't forget to clean up your data!\n";

$1lambdaService->deleteFunction($functionName);
echo "Deleted Lambda function.\n";
$iamService->deleteRole($role['RoleName']);
echo "Deleted Role.\n";
$deleteObjects = $s3client->1istObjectsV2([
'Bucket' => $bucketName,
1);
$deleteObjects = $s3client->deleteObjects([
'Bucket' => $bucketName,
'Delete' => [
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'Objects' => $deleteObjects['Contents'],

1);

echo "Deleted all objects from the S3 bucket.\n";
$s3client->deleteBucket(['Bucket' => $bucketName]);
echo "Deleted the bucket.\n";

- Bx API #EE , 35 GEAT PHP # Amazon SDK API Reference) R T EXH,

* CreateFunction

* DeleteFunction

* GetFunction
* |nvoke
» ListFunctions

» UpdateFunctionCode

» UpdateFunctionConfiguration

CreateFunction
LR REERT I{AERA CreateFunction,

EAT PHP 89 SDK

(® Note
EHEZHKREER GitHub, # Amazon KB RHIFEEFEKRTERE , THRNARTIR
BMIZ{T.

public function createFunction($functionName, $role, $bucketName, $handler)
{
//This assumes the Lambda function is in an S3 bucket.
return $this->customWaiter(function () use ($functionName, $role,
$bucketName, $handler) {
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return $this->lambdaClient->createFunction([
'Code' => [
'S3Bucket' => $bucketName,
'S3Key' => $functionName,
iF
'FunctionName' => $functionName,
'Role' => $role['Arn'],
'Runtime' => 'python3.9',

'Handler' => "$handler.lambda_handler",
1);
1)

- BX APIWFAEE |, BE2E EAT PHP 89 Amazon SDK APl $#CreateFunction® 8,

DeleteFunction
AT RGERT 2 DeleteFunction.

EAT PHP B SDK

® Note

EBEZHEXREEL GitHub, # Amazon L REITFEEFERERTERE , 7 HIMMAHITIR

—

BEMIZ1T.

public function deleteFunction($functionName)

{

return $this->lambdaClient->deleteFunction([
'FunctionName' => $functionName,

1)

« X APIWiFHEER , F3H EATF PHP B9 Amazon SDK APl $#DeleteFunction® #9,

GetFunction
AR RHGER T AEH GetFunction.
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ERTF PHP # SDK
(@ Note
EHEZHXER GitHub, £ Amazon KBBRHIFMEEPERTERG |, THRIMMAHITIR
BHZE1T.

public function getFunction($functionName)
{
return $this->lambdaClient->getFunction([
'FunctionName' => $functionName,

1)

« BX API NiFHEER |, F5HE 5EAT PHP B Amazon SDK APl $#GetFunction i,

Invoke
LT RBETR T A A Invokes
EAT PHP B SDK

@ Note
EBEEZHEXER GitHub, & Amazon RBBRIFEEFERTE RS , THUOMBITIR
BEMET.
public function invoke($functionName, $params, $logType = 'None')
{

return $this->lambdaClient->invoke([
'FunctionName' => $functionName,
'Payload' => json_encode($params),
"LogType' => $logType,

1);
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- X APIFHEER , 550 (GEFTF PHP # Amazon SDK API Reference) A HY Invoke,

ListFunctions

LUTRBREVERTWMAEA ListFunctions,

ERAT PHP B SDK

® Note
EBEZHERER GitHub, £ Amazon RIS RAIfFfHEFERSTERS , THOMARITIR
BHIZETT.

public function listFunctions($maxItems = 50, $marker = null)

{
if (is_null($marker)) {
return $this->lambdaClient->listFunctions([
'MaxItems' => $maxItems,
1);
}
return $this->lambdaClient->1istFunctions([
'Marker' => $marker,
'MaxItems' => $maxItems,
1);
}

« BX APIWFEHEER , F5H EAT PHP B9 Amazon SDK APl &#ListFunctions®H,

UpdateFunctionCode

TR RFNER T t{a £ A UpdateFunctionCode,
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ERTF PHP # SDK
(® Note
EHEZHXEELR GitHubo £ Amazon KB RHIFMHEEPERTRERG |, THMMAHEITIR
BHIE1T.

public function updateFunctionCode($functionName, $s3Bucket, $s3Key)

{
return $this->lambdaClient->updateFunctionCode([
'FunctionName' => $functionName,
'S3Bucket' => $s3Bucket,
'S3Key' => $s3Key,
1;
}

- BX APIHiFMEER | S EATF PHP B Amazon SDK APl 2 ZUpdateFunctionCode
9,

UpdateFunctionConfiguration

LR RBRAERT A A UpdateFunctionConfiguration,

EATF PHP # SDK

(@ Note
EREZMERIEER GitHubo # Amazon B R AIfF M ERERTERERE , THEMMBIITIR
BEMIZ{T.

public function updateFunctionConfiguration($functionName, $handler,
$environment = '')

{
return $this->lambdaClient->updateFunctionConfiguration([
'FunctionName' => $functionName,
'"Handler' => "$handler.lambda_handlezr",
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'Environment' => $environment,

1)

- BXAPINEHAEE , HZH EAT PHP 9 Amazon SDK API 2
#Z UpdateFunctionConfiguration® 9,

mE

BIRERSENARFREERA

UTRB AR R NAZERSENARERF , LA RS EAREEERRA,
EFATF PHP # SDK

ERIMAFERABEF-EENARRE , ZNARFFER Amazon Rekognition il B & YR H
FHE#UHBERE,

BEXRIMAEENZTHZERABIMEE |, 5§58 LW ZE R GitHub,
ERATEXNIFHRIR , B2 Amazon £ X EHEI,

B o 68 A B R S5

+ API Gateway

* DynamoDB

* Lambda

* Amazon Rekognition
« Amazon S3

« Amazon SNS

ToR S5 25 R~ Bl
5/ Lambda EREIE#EE S Amazon RDS BUEE

BLTRBRGERMASEIEREES RDS BiEERN Lambda ¥, ZEHAR H — MRV BIEEE R
REIZER,
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ERTF PHP # SDK

@ Note
EHEZMKRIEER GitHub, HELRSS A ROIFREEFEKRTERE , 7 7TROMHITRE
MiE1To

£ Lambda E#FEH PHP &E#Z] Amazon RDS #iEFE,

<?php
# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0

# using bref/bref and bref/logger for simplicity

use Bref\Context\Context;

use Bref\Event\Handler as StdHandler;
use Bref\Logger\StderrlLogger;

use Aws\Rds\AuthTokenGenerator;

use Aws\Credentials\CredentialProvider;

require _ DIR__ . '/vendor/autoload.php';

class Handler implements StdHandler
{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)
{
$this->logger = $logger;

private function getAuthToken(): string {
// Define connection authentication parameters
$dbConnection = [
'hostname' => getenv('DB_HOSTNAME'),
'port' => getenv('DB_PORT'),
'username' => getenv('DB_USERNAME'),
'region' => getenv('AWS_REGION'),
1;

// Create RDS AuthTokenGenerator object
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$generator = new AuthTokenGenerator(CredentialProvider::defaultProvider());

// Request authorization token from RDS, specifying the username
return $generator->createToken(
$dbConnection['hostname'] . ':' . $dbConnection['port'],
$dbConnection['region'],
$dbConnection['username"']

);

private function getQueryResults() {
// Obtain auth token
$token = $this->getAuthToken();

// Define connection configuration
$connectionConfig = [
'host' => getenv('DB_HOSTNAME'),
'user' => getenv('DB_USERNAME'),
'password' => $token,
'database' => getenv('DB_NAME'),

17

// Create the connection to the DB
$conn = new PDO(

"mysql:host={$connectionConfig['host']};dbname={$connectionConfig['database']}",
$connectionConfig['user'],
$connectionConfig['password'],

[
PDO: :MYSQL_ATTR_SSL_CA => '/path/to/rds-ca-2019-root.pem',
PDO: :MYSQL_ATTR_SSL_VERIFY_SERVER_CERT => true,

);

// Obtain the result of the query
$stmt = $conn->prepare('SELECT ?+? AS sum');
$stmt->execute([3, 2]);

return $stmt->fetch(PDO: :FETCH_ASSOC);
/**

* @param mixed $event
* @param Context $context
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* @return array
*/
public function handle(mixed $event, Context $context): array

{

$this->logger->info("Processing query");

// Execute database flow
$result = $this->getQueryResults();

return [

'sum' => $result['sum']

1;

$logger = new StderrLogger();
return new Handler($logger);

BT Kinesis it & 258 A Lambda B ¥X

UTRBREERT AR — Lambda BERER , ZEREIER R FEWSEK B Kinesis FilYic F itk B E
o ZEBK R Kinesis BN E , ¥ Baseb4 8 , HiEXRTIERKHAR,

EAT PHP B SDK

(® Note
EBEZHEREER GitHub, ELXRSHEROIFREPERTERG , F THOMAHTRE
METT.

B3 PHP ¥ Kinesis E4F5 Lambda && .,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
<?php

# using bref/bref and bref/logger for simplicity

use Bref\Context\Context;
use Bref\Event\Kinesis\KinesisEvent;
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use Bref\Event\Kinesis\KinesisHandler;
use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler extends KinesisHandler

{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)
{
$this->logger = $logger;
}
/**
* @throws JsonException
* @throws \Bref\Event\InvalidLambdaEvent
*/
public function handleKinesis(KinesisEvent $event, Context $context): void
{
$this->logger->info("Processing records");
$records = $event->getRecords();
foreach ($records as $record) {
$data = $record->getData();
$this->logger->info(json_encode($data));
// TODO: Do interesting work based on the new data
// Any exception thrown will be logged and the invocation will be marked
as failed
}
$totalRecords = count($records);
$this->logger->info("Successfully processed $totalRecords records");
}
}

$logger = new StderrlLogger();
return new Handler($logger);

J&id DynamoDB ft% 8518 A Lambda B4#K

U RS R ANE R AR B — 4> Lambda BR#Y , B HEEWCETE # IR B DynamoDB AV IZ R M Al AR
S, ZEHBHE DynamoDB BR N E , HAIEH T IEERAR,
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ERTF PHP # SDK

@ Note
EHEZMKRIEER GitHub, HELRSS A ROIFREEFEKRTERE , 7 7TROMHITRE
MiE1To

£/ PHP 4§ DynamoDB E#5 Lambda 4& A,
<?php
# using bref/bref and bref/logger for simplicity

use Bref\Context\Context;

use Bref\Event\DynamoDb\DynamoDbEvent;
use Bref\Event\DynamoDb\DynamoDbHandler;
use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler extends DynamoDbHandler

{
private StderrlLogger $logger;

public function __construct(StderrLogger $logger)

{
$this->logger = $logger;

/**
* @throws JsonException
* @throws \Bref\Event\InvalidLambdaEvent
*/
public function handleDynamoDb(DynamoDbEvent $event, Context $context): void
{
$this->logger->info("Processing DynamoDb table items");
$records = $event->getRecords();

foreach ($records as $record) {
$eventName = $record->getEventName();
$keys = $record->getKeys();
$0ld = $record->getOldImage();
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$new = $record->getNewImage();

$this->logger->info("Event Name:".$eventName."\n");
$this->logger->info("Keys:". json_encode($keys)."\n");
$this->logger->info("0ld Image:". json_encode($old)."\n");
$this->logger->info("New Image:". json_encode($new));

// TODO: Do interesting work based on the new data

// Any exception thrown will be logged and the invocation will be marked

as failed

}

$totalRecords = count($records);
$this->logger->info("Successfully processed $totalRecords items");

$logger = new StderrlLogger();
return new Handler($logger);

#d Amazon DocumentDB fit % 2518 Lambda Ei%Kk

AT BB REPERINASEI — N Lambda BEER |, ZEREUIZEWIET #Z WKk B DocumentDB B SURAYiC

AR N EH. ZEBEER DocumentDB B HAE , HIEFTIERAE,
EFAF PHP # SDK

® Note
REEZHXEE GitHub, EERS B REIFEREPERTERE |, 3 7THOMHITRE
MEZE1T,

£ PHP ¥ Amazon DocumentDB E#5 Lambda £& M.

<?php

require _ DIR__.'/vendor/autoload.php';

use Bref\Context\Context;
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use Bref\Event\Handler;

class DocumentDBEventHandler implements Handler

{

public function handle($event, Context $context): string

{
$events = $event['events'] ?? [];
foreach ($events as $record) {

$this->logDocumentDBEvent($record['event']);

}
return 'OK';

}

private function logDocumentDBEvent($event): void

{
// Extract information from the event record
$operationType = $event['operationType'] ?? 'Unknown';
$db = $event['ns']['db'] ?? 'Unknown';
$collection = $event['ns']J['coll'] ?? 'Unknown';
$fullDocument = $event['fullDocument'] ?? [];
// Log the event details
echo "Operation type: $operationType\n";
echo "Database: $db\n";
echo "Collection: $collection\n";
echo "Full document: " . json_encode($fullDocument, JSON_PRETTY_PRINT) .

"\n";
}
}

return new DocumentDBEventHandlexr();

B3 Amazon MSK &% 2518 A Lambda K%K

LU RS R BNE R A 3K B — 4> Lambda BREY , B BEEWBCRTE #IWK B Amazon MSK S8 AV 12K
fRIEN. ZEHBKRE MSK BHAEH , A ERTIEERNE.
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ERTF PHP # SDK

@ Note
EHEZMKRIEER GitHub, HELRSS A ROIFREEFEKRTERE , 7 7TROMHITRE
MiE1To

& PHP ¥¥ Amazon MSK E#45 Lambda &8 A,

<?php
// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

// using bref/bref and bref/logger for simplicity

use Bref\Context\Context;

use Bref\Event\Kafka\KafkaEvent;

use Bref\Event\Handler as StdHandler;
use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler implements StdHandler
{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)

{
$this->logger = $logger;

/**
* @throws JsonException
* @throws \Bref\Event\InvalidlLambdaEvent
*/
public function handle(mixed $event, Context $context): void
{
$kafkaEvent = new KafkaEvent($event);
$this->logger->info("Processing records");
$records = $kafkaEvent->getRecords();

foreach ($records as $record) {
try {

ToIRSS 88 ROl 617


https://github.com/aws-samples/serverless-snippets/tree/main/integration-msk-to-lambda

EAT PHP B9 Amazon SDK WA 3 FFRARIEE

$key = $record->getKey();
$this->logger->info("Key: $key");

$values = $record->getValue();
$this->logger->info(json_encode($values));

foreach ($values as $value) {
$this->logger->info("Value: $value");
}

} catch (Exception $e) {
$this->logger->error($e->getMessage());
}
}

$totalRecords = count($records);
$this->logger->info("Successfully processed $totalRecords records");

}

$logger = new StderrLogger();
return new Handler($logger);

JE3¥ Amazon S3 i & 8518 A Lambda B

LT RBROERT MAKI - Lambda BE , ZERHEBETHXY R /L F) S3 @mARNEHF,
ZEBMNELHSHPR R S3 FRBBEMANREN , #1HA Amazon S3 API RERMIEZFHRHA

o 3
BFEH,

EATF PHP 9 SDK

(® Note
EBEZMEREER GitHub, ELRSHEROIFMEPERTERS , FH THOMAHTRE
METT.

B PHP ¥ S3 E45 Lambda &6/,

<?php
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use Bref\Context\Context;
use Bref\Event\S3\S3Event;
use Bref\Event\S3\S3Handler;
use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler extends S3Handler

{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)
{
$this->logger = $logger;
}
public function handleS3(S3Event $event, Context $context) : void
{
$this->logger->info("Processing S3 records");
// Get the object from the event and show its content type
$records = $event->getRecords();
foreach ($records as $record)
{
$bucket = $record->getBucket()->getName();
$key = urldecode($record->getObject()->getKey());
try {
$fileSize = urldecode($record->getObject()->getSize());
echo "File Size: " . $fileSize . "\n";
// TODO: Implement your custom processing logic here
} catch (Exception $e) {
echo $e->getMessage() . "\n";
echo 'Error getting object ' . $key . ' from bucket ' . $bucket .
'. Make sure they exist and your bucket is in the same region as this function.'
"\n";
throw $e;
}
}
}
}

$logger = new StderrLogger();
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return new Handler($logger);

J&E3¥ Amazon SNS fif & 25 Lambda BN %K

UTRBRFIRERT MAKI— Lambda B%Y , ZERBEKREEKKE SNS TERVEEMARNE
fro ZHBNEHSBREFEEHALCLKEFHERNRAR,

EAT PHP 9 SDK

(® Note
EREZHKRIEER GitHub, ELRS R ROIFEEFERTERE , 7 THROMHEITIRE
METT.

&EiX PHP ¥$ SNS &4 5 Lambda &5,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
<?php

/*

Since native PHP support for AWS Lambda is not available, we are utilizing Bref's
PHP functions runtime for AWS Lambda.

For more information on Bref's PHP runtime for Lambda, refer to: https://bref.sh/

docs/runtimes/function

Another approach would be to create a custom runtime.
A practical example can be found here: https://aws.amazon.com/blogs/apn/aws-lambda-
custom-runtime-for-php-a-practical-example/

*/

// Additional composer packages may be required when using Bref or any other PHP
functions runtime.

// require _ DIR__ . '/vendor/autoload.php';

use Bref\Context\Context;

use Bref\Event\Sns\SnsEvent;

use Bref\Event\Sns\SnsHandler;

class Handler extends SnsHandler
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{
public function handleSns(SnsEvent $event, Context $context): void
{
foreach ($event->getRecords() as $record) {
$message = $record->getMessage();
// TODO: Implement your custom processing logic here
// Any exception thrown will be logged and the invocation will be marked
as failed
echo "Processed Message: $message" . PHP_EOL;
}
}
}

return new Handler();

BT Amazon SQS & 8518 A Lambda B

LTR\BROERT MAKE— Lambda BE , ZE#IEIERZERKE SNS ASIREE AR NE
o ZEBNEHSHBRREEALRERHEENAR,

EAT PHP B SDK

(® Note
EBEZHEREER GitHub, ELXRSHEROIFREPERTERG , F THOMAHTRE
METT.

£/ PHP ¥ SQS E#5 Lambda £&# A,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
<?php

# using bref/bref and bref/logger for simplicity

use Bref\Context\Context;
use Bref\Event\InvalidLambdaEvent;
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use Bref\Event\Sqs\SqsEvent;
use Bref\Event\Sqs\SqsHandler;
use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler extends SqsHandler
{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)
{
$this->logger = $logger;

/**

* @throws InvalidLambdaEvent

*/
public function handleSqs(SqsEvent $event, Context $context): void
{

foreach ($event->getRecords() as $record) {
$body = $record->getBody();
// TODO: Do interesting work based on the new message

$logger = new StderrLogger();
return new Handler($logger);

BT Kinesis i &85k & Lambda B EHLAL BRI B %k W

UTRBREIERT IANERKA Kinesis RAIEHHY Lambda BRI 5 HAL BB AL, ZEBIE
Wa SRS HEAL BRI KK, HHER Lambda FEERHIXLEHE R,

EATF PHP # SDK

(@ Note
EREZHKRIEER GitHub, ELRS B ROIFHEEFERTERE , 7 THROMHEITRE
ME1To

ToIRSS 88 ROl 622


https://github.com/aws-samples/serverless-snippets/tree/main/integration-kinesis-to-lambda-with-batch-item-handling

EAT PHP B9 Amazon SDK WA 3 FFRARIEE

IR&E @ PHP # 1T Lambda Kinesis #t4M 10 B 2k K,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
<?php

# using bref/bref and bref/logger for simplicity

use Bref\Context\Context;

use Bref\Event\Kinesis\KinesisEvent;
use Bref\Event\Handler as StdHandler;
use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler implements StdHandler
{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)
{
$this->logger = $logger;

/**
* @throws JsonException
* @throws \Bref\Event\InvalidLambdaEvent
*/
public function handle(mixed $event, Context $context): array
{
$kinesisEvent = new KinesisEvent($event);
$this->logger->info("Processing records");
$records = $kinesisEvent->getRecords();

$failedRecords = [];
foreach ($records as $record) {
try {
$data = $record->getData();
$this->logger->info(json_encode($data));
// TODO: Do interesting work based on the new data
} catch (Exception $e) {
$this->logger->error($e->getMessage());
// failed processing the record
$failedRecords[] = $record->getSequenceNumber();
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}

$totalRecords = count($records);
$this->logger->info("Successfully processed $totalRecords records");

// change format for the response
$failures = array_map(
fn(string $sequenceNumber) => ['itemIdentifier' => $sequenceNumber],

$failedRecords
);
return [

'"batchItemFailures' => $failures
17

}

$logger = new StderrlLogger();
return new Handler($logger);

iBXd DynamoDB fil & 853k & Lambda BR it B 1M B kM

LA 85 R B33 R a0 9 32U 5k B DynamoDB RHYE#H) Lambda EEISEIED 5 #EAL IR RL, 1ZEKEN
R PR E R BT A KM, HIET Lambda FEERHXLEHER,

ERTF PHP # SDK

® Note
EBEZMXRFER GitHub, EELMS sz ROIFRETEXRZRRA , 5 T HOMHTIRE
Miz1To

& AEA PHP @i Lambda # 1T DynamoDB #t4L3EI B kW,
<?php
# using bref/bref and bref/logger for simplicity
use Bref\Context\Context;

use Bref\Event\DynamoDb\DynamoDbEvent;
use Bref\Event\Handler as StdHandler;

ToIRSS 88 ROl 624


https://github.com/aws-samples/serverless-snippets/tree/main/integration-ddb-to-lambda-with-batch-item-handling

EAT PHP B9 Amazon SDK

IR 3 FFRARIEE

use

Bref\Logger\StderrLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler implements StdHandler

{

private StderrlLogger $logger;
public function __construct(StderrLogger $logger)

{
$this->logger = $logger;

/**
* @throws JsonException
* @throws \Bref\Event\InvalidLambdaEvent
*/
public function handle(mixed $event, Context $context): array
{
$dynamoDbEvent = new DynamoDbEvent($event);
$this->logger->info("Processing records");

$records = $dynamoDbEvent->getRecords();
$failedRecords = [];
foreach ($records as $record) {
try {
$data = $record->getData();
$this->logger->info(json_encode($data));
// TODO: Do interesting work based on the new data
} catch (Exception $e) {
$this->logger->error($e->getMessage());
// failed processing the record
$failedRecords[] = $record->getSequenceNumber();

}

$totalRecords = count($records);
$this->logger->info("Successfully processed $totalRecords records");

// change format for the response
$failures = array_map(

fn(string $sequenceNumber) => ['itemIdentifier' => $sequenceNumber],

$failedRecords
);

return [
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'batchItemFailures' => $failures

1;
}

$logger = new StderrLogger();
return new Handler($logger);

& #EH Amazon SQS fifi & 853 1T Lambda BBt AL B I B kW

LR RBIRR T MR YR E SQS BASIKEAHH Lambda BIERSKIER 0 #EALE AL, ZBEBAE
Wa B RS HEAL BRI K, HHER Lambda FEEHXLEHE R,

EAT PHP 9 SDK

(® Note
EREZHKREER GitHub, HELRS R ROIFEEFERTERE , 7 THROMHEITIRE
METT.

& A PHP 31T Lambda SQS #tAMEI B %k MK,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
<?php

use Bref\Context\Context;

use Bref\Event\Sqs\SqsEvent;
use Bref\Event\Sqs\SqsHandler;
use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler extends SqsHandler
{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)
{
$this->logger = $logger;
}
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/**
* @throws JsonException
* @throws \Bref\Event\InvalidLambdaEvent
*/
public function handleSqs(SqsEvent $event, Context $context): void
{
$this->logger->info("Processing SQS records");
$records = $event->getRecords();

foreach ($records as $record) {

try {
// Assuming the SQS message is in JSON format
$message = json_decode($record->getBody(), true);
$this->logger->info(json_encode($message));
// TODO: Implement your custom processing logic here

} catch (Exception $e) {
$this->logger->error($e->getMessage());
// failed processing the record
$this->markAsFailed($record);

}
$totalRecords = count($records);
$this->logger->info("Successfully processed $totalRecords SQS records");

$logger = new StderrLogger();
return new Handler($logger);

FHAERTF PHP 89 SDK 9 Amazon MSK R4l

LUTRBREBERRT HMAER EZEHT PHP 8 Amazon SDK 5 Amazon MSK Ei & Bk {Tie
EFRNEZMERIZ R,

FBNROEBEE— N ERTERRABHERE , BaUNPHRIERNAE L TXHRENZTRBAR
:/Z 18

£
- RS EE R

Amazon MSK 627
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ToBRSS 28 R

JBid Amazon MSK fil & 2518 A Lambda Bi%X

U RS R BNE R A SR B — 4> Lambda BREY , B BEEWCBTE KWK B Amazon MSK S8V 12K
f R B, ZERBRE MSK BRAH , A K TIEEAR,

EAT PHP 89 SDK

(® Note
EHEZHKRIEER GitHub, ELRS A ROIFEEFERTERE , 7 7THROMHETIRE
METT.

®i$ PHP 5§ Amazon MSK E#45 Lambda £ &M,

<?php
// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

// using bref/bref and bref/logger for simplicity

use Bref\Context\Context;

use Bref\Event\Kafka\KafkaEvent;

use Bref\Event\Handler as StdHandler;
use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler implements StdHandler
{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)
{
$this->logger = $logger;

/**
* @throws JsonException
* @throws \Bref\Event\InvalidLambdaEvent
*/
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public function handle(mixed $event, Context $context): void

{
$kafkaEvent = new KafkaEvent($event);
$this->logger->info("Processing records");
$records = $kafkaEvent->getRecords();
foreach ($records as $record) {
try {
$key = $record->getKey();
$this->logger->info("Key: $key");
$values = $record->getValue();
$this->logger->info(json_encode($values));
foreach ($values as $value) {
$this->logger->info("Value: $value");
}
} catch (Exception $e) {
$this->logger->error($e->getMessage());
}
}
$totalRecords = count($records);
$this->logger->info("Successfully processed $totalRecords records");
}

}

$logger = new StderrLogger();
return new Handler($logger);

FAERTF PHP 89 SDK 89 Amazon RDS R4l

LTRBRERERRT WA Amazon RDS FREARMNITRENZINENZSR. EATPHPH
Amazon SDK

RERKBEEFNRBER , YAELTXXHIET. BALNERIRET BUOMERALENRSEE , &7
DB EBEXZ RN ETXERRF,

ZEREREERMEISE —MRSHEAZSNERKEEHM Amazon Web Services FRF &SRR
BEESHRB R,
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BANTROIBITE—NMENTRFERBNERE  BAUNPRIEXUOME L TXHPRENEZTREBHINR
B,

*
. B
. 58

- RS EE B
B®E
CreateDBInstance

LUTRIERHIERT WAFEH CreateDBInstance,

ERAT PHP B9 SDK

® Note
BB EZMXER GitHub, £ Amazon KB ROIFHEEFERTERG , THRIMMAHITIR
BEMZE1T.

require _ DIR__ . '/vendor/autoload.php';

use Aws\Exception\AwsException;

$rdsClient = new Aws\Rds\RdsClient([
'region' => 'us-east-2'

1);

$dbIdentifier = '<<{{db-identifier}}>>"';
$dbClass = 'db.t2.micro"';

$storage = 5;

$engine = 'MySQL';

$username = 'MyUser’';

$password = 'MyPassword';
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try {
$result = $rdsClient->createDBInstance([
'DBInstanceldentifier' => $dbIdentifier,
'DBInstanceClass' => $dbClass,
'AllocatedStorage' => $storage,
'"Engine' => $engine,
'MasterUsername' => $username,
'MasterUserPassword' => $password,
1);
var_dump($result);
} catch (AwsException $e) {
echo $e->getMessage();
echo "\n";

« BXx API i#4E LR , ES [ DBInstanceft & T PHP B9 Amazon SDK API SZH 412,

CreateDBSnapshot
T RBRAVERT {AEA CreateDBSnapshot,

EATF PHP 9 SDK

(® Note
EEESHXER GitHub, £ Amazon KB RAIF#EERFERTERG , THMAHITIR
EMIZ1T,

require _ DIR__ . '/vendor/autoload.php';

use Aws\Exception\AwsException;

$rdsClient = new Aws\Rds\RdsClient([
'region' => 'us-east-2'

1)
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$dbIdentifier = '<<{{db-identifier}}>>"';
$snapshotName = '<<{{backup_2018_12_25}}>>";

try {
$result = $rdsClient->createDBSnapshot([
'DBInstanceldentifier' => $dbIdentifier,
'DBSnapshotIdentifier' => $snapshotName,

1);
var_dump($result);

} catch (AwsException $e) {
echo $e->getMessage();
echo "\n";

- B API 45 R , iHZDBSnapshot’E EA T PHP # Amazon SDK API & 4,

DeleteDBInstance
LT RBRHERT {A{EH DeleteDBInstance,

ERTF PHP # SDK

® Note

EBEZHEXREER GitHub, # Amazon L REITFHEEFERERTRERE , 7 @IMMAHITIR

—

BEMIZ1T.

require _ DIR__ . '/vendor/autoload.php';

use Aws\Exception\AwsException;

//Create an RDSClient

$rdsClient = new Aws\Rds\RdsClient([
'region' => 'us-east-1'

1);

$dbIdentifier = '<<{{db-identifier}}>>"';
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try {
$result = $rdsClient->deleteDBInstance([
'DBInstanceldentifier' => $dbIdentifier,
1);
var_dump($result);
} catch (AwsException $e) {
echo $e->getMessage();
echo "\n";

- BX APIHNEHAEER , FZHDBInstance (G&MATF PHP #J Amazon SDK API 2&) H#y “fiil
B
DescribeDBInstances
AT RBIER T WA H DescribeDBInstances.,

EAT PHP 9 SDK

(® Note
BB ELZHREE GitHub, £ Amazon KB RAIFHEERERTERG , THMOMAHITIR
BEMIE1T,

require _ DIR__ . '/vendor/autoload.php';

use Aws\Exception\AwsException;

//Create an RDSClient
$rdsClient = new Aws\Rds\RdsClient([
'region' => 'us-east-2'

1)

try {
$result = $rdsClient->describeDBInstances();
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foreach ($result['DBInstances'] as $instance) {
print('<p>DB Identifier: ' . $instance['DBInstanceldentifier']);
print('<br />Endpoint: ' . $instance['Endpoint']["Address"]

. '":' . $instance['Endpoint']["Port"]);

print('<br />Current Status: ' . $instance["DBInstanceStatus"]);
print('</p>");

}

print(" Raw Result ");

var_dump($result);

} catch (AwsException $e) {
echo $e->getMessage();
echo "\n";

- X APINFHEER , 55 EHA T PHP 89 Amazon SDK APl £ #DBlnstances® /Y 3R,

=
#l% Aurora Serverless T {EIR IR ER 28

DT RIEBREERNMAEIER Web MATREF , RKERER Amazon Aurora Serverless B8 FE 1 #9 T/EIR |
AR F Amazon Simple Email Service ( Amazon SES ) X%k,

EAT PHP 9 SDK

ERIAFERAAE— Web NARRF , iZ EAT PHP 89 Amazon SDK MAREFEI L S fE £
B FHB 4 ARSS (Amazon SES) Semple Service BRERIE S RDS $EFE PRI T/ B H @i 88 7B
HEEHRE. WROIGERER React.js RN EIHRES RESTul PHP FEm# TR E,

« J¥ React.js MR AEF S Amazon RS &ERK.

« BId, Wi, EFHAMMPIER Amazon RDS RHAMIE .,

 f5F Amazon SES LB FH 4 &i% B FIE TEMARE.

. {FABEFAY Amazon CloudFormation Bl 2N 28 B #1 & 32 /R B R o

AXRIMARENZETHZBRABMER | F2H LN TR RFIGitHub,
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* Aurora
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« Amazon RDS ¥IERS
« Amazon SES

ToIRS 85 Bl
£/ Lambda ER¥IE#EF Amazon RDS ¥EE

BT R B SR A SR HE R B RDS BIEER Lambda B, ZEBA H—MIENBIEEERH?
REIER,

EATF PHP 9 SDK

@ Note

BEEZHXEER GitHub, ELRFZ RO EHEFERTE RS , H 7T HENAHITIRE
FMiz1T,

£ Lambda E#E A PHP i&E#Z] Amazon RDS i,

<?php
# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0

# using bref/bref and bref/logger for simplicity

use Bref\Context\Context;

use Bref\Event\Handler as StdHandler;
use Bref\Logger\StderrlLogger;

use Aws\Rds\AuthTokenGenerator;

use Aws\Credentials\CredentialProvider;

require _ DIR__ . '/vendor/autoload.php';

class Handler implements StdHandler
{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)
{
$this->logger = $logger;
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private function getAuthToken(): string {
// Define connection authentication parameters
$dbConnection = [
'"hostname' => getenv('DB_HOSTNAME'),
'port' => getenv('DB_PORT'),
'username' => getenv('DB_USERNAME'),
'region' => getenv('AWS_REGION'),
iy

// Create RDS AuthTokenGenerator object
$generator = new AuthTokenGenerator(CredentialProvider::defaultProvider());

// Request authorization token from RDS, specifying the username
return $generator->createToken(
$dbConnection['hostname'] . ':' . $dbConnection['port'],
$dbConnection['region'],
$dbConnection['username"']

);

private function getQueryResults() {
// Obtain auth token
$token = $this->getAuthToken();

// Define connection configuration
$connectionConfig = [
'host' => getenv('DB_HOSTNAME'),
'user' => getenv('DB_USERNAME'),
'password' => $token,
'database' => getenv('DB_NAME'),

17

// Create the connection to the DB
$conn = new PDO(

"mysql:host={$connectionConfig['host']};dbname={$connectionConfig['database']}",
$connectionConfig['user'],
$connectionConfig['password'],
[
PDO: :MYSQL_ATTR_SSL_CA => '/path/to/rds-ca-2019-root.pem',
PDO: :MYSQL_ATTR_SSL_VERIFY_SERVER_CERT => true,
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);

// Obtain the result of the query
$stmt = $conn->prepare('SELECT ?+? AS sum');
$stmt->execute([3, 2]);

return $stmt->fetch(PDO: :FETCH_ASSOC);
}

/**
* @param mixed $event
* @param Context $context
* @return array

*/
public function handle(mixed $event, Context $context): array
{

$this->logger->info("Processing query");

// Execute database flow

$result = $this->getQueryResults();

return [

'sum' => $result['sum']

iy

}

}

$logger = new StderrLogger();
return new Handler($logger);

FEAERT PHP 89 SDK B Amazon RDS #IE RS <44l

UTRBREBERERT NMAFER sEHTF PHP 8 Amazon SDK 5 Amazon RDS #iERSH & & H
RMATIRENEMER T R,
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AR REBBREER I8 Web RIFARERF , RERER Amazon Aurora Serverless B8 B F #9 T £ |
AR F Amazon Simple Email Service ( Amazon SES ) X%k,

EAT PHP 9 SDK

SERNAIFERAAE - Web NARERF , Z EHAT PHP B9 Amazon SDK NAREFEI I S#hfEH
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« J¥ React.js WM& R AEF S Amazon IREE K.
« SIH, AN, EFHAMER Amazon RDS &RHHIIE .
- £ Amazon SES LAE TR & 3% B ik T IR &
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+ Aurora

* Amazon RDS

« Amazon RDS #IERS
+ Amazon SES

#EAERT PHP B9 SDK B9 Amazon Rekognition ;x4

LTFRERGIEEERT AER FEATF PHP 89 Amazon SDK & Amazon Rekognition &4 18 3k
RITRENSIELZ S,

7= 2 O EERMMAESE — MRS T AR Z NEEH S E M Amazon Web Services R4S KK
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» API Gateway

« DynamoDB
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UTRBREIERT WAIFF A 6EH Amazon S3,
AT PHP f SDK

(@ Note
EBEZMERIE R GitHubo # Amazon B R AITF(E ERERTERERE , THEMMIITIR
BEMIZTT.

use Aws\S3\S3Client;
$client = new S3Client(['region' => 'us-west-2']);

$results = $client->1listBuckets();
var_dump($results);
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MRBFRTHNR

X RE H B P E T XK,

I HEFREBPRINR,

MR EFERREX R,

ERT PHP 9 SDK

(® Note
EEESHXER GitHub, £ Amazon KB RAIF#EE PERTERE , THROMHAITIR
EMZ1T,
echo("\n");
echo(M--===-- s m - \n");
print("Welcome to the Amazon S3 getting started demo using PHP!\n");
echo(M--===-- s m - \n");
$region = 'us-west-2';

$this->s3client = new S3Client([
'region' => $region,
1);
/* Inline declaration example
$s3client = new Aws\S3\S3Client(['region' => 'us-west-2']);
*/

$this->bucketName = "amzn-s3-demo-bucket-" . uniqid();

try {
$this->s3client->createBucket([
'Bucket' => $this->bucketName,
'CreateBucketConfiguration' => ['LocationConstraint' => $region],
1);
echo "Created bucket named: $this->bucketName \n";
} catch (Exception $exception) {
echo "Failed to create bucket $this->bucketName with error: " .
$exception->getMessage();
exit("Please fix error with bucket creation before continuing.");
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}

$fileName = _ DIR__ . "/local-file-" . uniqgid();
try {
$this->s3client->putObject([
'Bucket' => $this->bucketName,
'Key' => $fileName,
'SourceFile' => _ DIR__ . '/testfile.txt'
1);
echo "Uploaded $fileName to $this->bucketName.\n";
} catch (Exception $exception) {

echo "Failed to upload $fileName with error: " . $exception-
>getMessage();
exit("Please fix error with file upload before continuing.");
}
try {

$file = $this->s3client->getObject([
'Bucket' => $this->bucketName,
'Key' => $fileName,
1);
$body = $file->get('Body');
$body->rewind();
echo "Downloaded the file and it begins with: {$body->read(26)}.\n";
} catch (Exception $exception) {
echo "Failed to download $fileName from $this->bucketName with error:
" . $exception->getMessage();
exit("Please fix error with file downloading before continuing.");

try {
$folder = "copied-folder";
$this->s3client->copyObject([
'Bucket' => $this->bucketName,
'CopySource' => "$this->bucketName/$fileName",
'Key' => "$folder/$fileName-copy",
1D
echo "Copied $fileName to $folder/$fileName-copy.\n";
} catch (Exception $exception) {
echo "Failed to copy $fileName with error: " . $exception->getMessage();
exit("Please fix error with object copying before continuing.");

try {
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$contents = $this->s3client->1istObjectsV2([
'Bucket' => $this->bucketName,
1);
echo "The contents of your bucket are: \n";
foreach ($contents['Contents'] as $content) {
echo $content['Key'] . "\n";
}
} catch (Exception $exception) {
echo "Failed to list objects in $this->bucketName with error: "
$exception->getMessage();
exit("Please fix error with listing objects before continuing.");

try {
$objects = [];
foreach ($contents['Contents'] as $content) {
$objects[] = [
'Key' => $content['Key'],
1;
}
$this->s3client->deleteObjects([
'Bucket' => $this->bucketName,
'Delete' => [
'Objects' => $objects,
1,
1);
$check = $this->s3client->1istObjectsV2([
'Bucket' => $this->bucketName,
1);
if (isset($check['Contents']) && count($check['Contents']) > 0) {
throw new Exception("Bucket wasn't empty.");
}
echo "Deleted all objects and folders from $this->bucketName.\n";
} catch (Exception $exception) {
echo "Failed to delete $fileName from $this->bucketName with error: " .
$exception->getMessage();
exit("Please fix error with object deletion before continuing.");

try {
$this->s3client->deleteBucket([
'Bucket' => $this->bucketName,
1);
echo "Deleted bucket $this->bucketName.\n";
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} catch (Exception $exception) {
echo "Failed to delete $this->bucketName with error: " . $exception-
>getMessage();
exit("Please fix error with bucket deletion before continuing.");

}

echo "Successfully ran the Amazon S3 with PHP demo.\n";

« BX APIFHEER | F3H GERAT PHP B Amazon SDK API Reference) HFEYA T £/,

» CopyObject
* CreateBucket

* DeleteBucket

» DeleteObjects

» GetObject
 ListObjectsV2

» PutObject

CopyObject
LR R RHIERT (A E A CopyObject,

ERAT PHP B9 SDK

(® Note
EHEZHKREER GitHub, # Amazon KB RHIEFEEFEKRTERE , THRNARTR
BMIZ{T.
X REV R R A,

$s3client = new Aws\S3\S3Client(['region' => 'us-west-2']);

try {
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$folder = "copied-folder";
$this->s3client->copyObject([
'Bucket' => $this->bucketName,
"CopySource' => "$this->bucketName/$fileName",
'Key' => "$folder/$fileName-copy",
1);
echo "Copied $fileName to $folder/$fileName-copy.\n";
} catch (Exception $exception) {
echo "Failed to copy $fileName with error: . $exception->getMessage();
exit("Please fix error with object copying before continuing.");

- BXAPIHEAEE , H2H EAT PHP 89 Amazon SDK API % CopyObjectf 9,

CreateBucket

LLTRBREETRT WA A CreateBucket,

EHAF PHP # SDK

® Note
EBEZMXRER GitHubo # Amazon XS RBIFHEEFERTREMREG , THMMHITIR
BMIETT.
BIEF R,

$s3client = new Aws\S3\S3Client(['region' => 'us-west-2']);

try {
$this->s3client->createBucket([
'Bucket' => $this->bucketName,
'CreateBucketConfiguration' => ['LocationConstraint' => $region],
1);
echo "Created bucket named: $this->bucketName \n";
} catch (Exception $exception) {
echo "Failed to create bucket $this->bucketName with error:
$exception->getMessage();
exit("Please fix error with bucket creation before continuing.");
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}

- BX APIWFAEE |, BE2E EAT PHP 89 Amazon SDK APl 3 CreateBucketf #¥,

DeleteBucket

LTFRIBREERT WA DeleteBucket,

EATF PHP # SDK

(® Note
BB EZHEXEE GitHubo £ Amazon KB RHIF#EEPRERTERG , THENMFEITIR
B MIE1T.
il BR ZE 48 o

$s3client = new Aws\S3\S3Client(['region' => 'us-west-2']);

try {
$this->s3client->deleteBucket([
'Bucket' => $this->bucketName,
1);
echo "Deleted bucket $this->bucketName.\n";
} catch (Exception $exception) {
echo "Failed to delete $this->bucketName with error:
>getMessage();
exit("Please fix error with bucket deletion before continuing.");

. $exception-

}

« BX APINFEHEER , F5H 5EAT PHP B9 Amazon SDK AP| $#DeleteBucketf #,

DeleteObject

T RBRAVERT WfAIEA DeleteObject,
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ERTF PHP # SDK

® Note
BB EZHXEE GitHub, & Amazon BB RAIFREEFEKRTERG , THRMOMARITIR
EMIE1T,

public function deleteObject(string $bucketName, string $fileName, array $args =

[1)
{
$parameters = array_merge(['Bucket' => $bucketName, 'Key' => $fileName],
$args);
try {
$this->client->deleteObject($parameters);
if ($this->verbose) {
echo "Deleted the object named: $fileName from $bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to delete $fileName from $bucketName with error:

{$exception->getMessage()}\n";
echo "Please fix error with object deletion before continuing.";

}

throw $exception;

- BXAPIHNEMAER , HSH EAT PHP 89 Amazon SDK API 2% DeleteObject® 9,

DeleteObjects

TR REBRGVERT (A A DeleteObjects,
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® Note
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EMIE1T,

MBI R FMIBR— AN R

$s3client = new Aws\S3\S3Client(['region' => 'us-west-2']);

try {
$objects = [];
foreach ($contents['Contents'] as $content) {
$objects[] = [
'Key' => $content['Key'],
1;
}
$this->s3client->deleteObjects([
'Bucket' => $this->bucketName,
'Delete' => [
'Objects' => $objects,
1,
1);
$check = $this->s3client->1istObjectsV2([
'Bucket' => $this->bucketName,
1);
if (isset($check['Contents']) && count($check['Contents']) > 0) {
throw new Exception("Bucket wasn't empty.");
}
echo "Deleted all objects and folders from $this->bucketName.\n";
} catch (Exception $exception) {
echo "Failed to delete $fileName from $this->bucketName with error: " .
$exception->getMessage();
exit("Please fix error with object deletion before continuing.");

- BXx API HiFMER , iH5S1 EAT PHP B Amazon SDK API 2 DeleteObjects H Y,
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GetObject
LTFRBERGERT W{AER GetObject,
ERTF PHP # SDK

® Note
EBEEZHEXRER GitHub, £ Amazon IS RAIfFfHEFERSTERS , THOMAMRITIR
BHIZETT.
RET R

$s3client = new Aws\S3\S3Client(['region' => 'us-west-2']);

try {
$file = $this->s3client->getObject([
'Bucket' => $this->bucketName,
'Key' => $fileName,
1);
$body = $file->get('Body');
$body->rewind();
echo "Downloaded the file and it begins with: {$body->read(26)}.\n";
} catch (Exception $exception) {
echo "Failed to download $fileName from $this->bucketName with error:
" . $exception->getMessage();
exit("Please fix error with file downloading before continuing.");

}

- BXAPIHEAREE , H2H EAT PHP 9 Amazon SDK API 2% GetObjectH #,

ListObjectsV2

UTRBROVERT MAFEA ListObjectsV2,
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ERTF PHP # SDK

® Note
BB EZHXEE GitHub, & Amazon BB RAIFREEFEKRTERG , THRMOMARITIR
EMIE1T,
P B PN R

$s3client = new Aws\S3\S3Client(['region' => 'us-west-2']);

try {
$contents = $this->s3client->1listObjectsV2([
'Bucket' => $this->bucketName,
1);
echo "The contents of your bucket are: \n";
foreach ($contents['Contents'] as $content) {
echo $content['Key'] . "\n";
}
} catch (Exception $exception) {
echo "Failed to list objects in $this->bucketName with error:
$exception->getMessage();
exit("Please fix error with listing objects before continuing.");

}

- BXx APl iFMER , iS00 EAT PHP B Amazon SDK APl & H1# ListObjectsV2,

PutObject
TR RERGERT IAER PutObject,

ERTF PHP #9 SDK

(@ Note
EHEZHKRIEER GitHub, # Amazon KB RHIFEEFEKRTERE , THRNARTR
BMIZ{T.

B’¥%E 650


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code/s3#code-examples
https://docs.amazonaws.cn/goto/SdkForPHPV3/s3-2006-03-01/ListObjectsV2
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code/s3#code-examples

EAT PHP B9 Amazon SDK WA 3 FFRARIEE

X R R EF R,

$s3client = new Aws\S3\S3Client(['region' => 'us-west-2']);

$fileName
try {
$this->s3client->putObject([
'Bucket' => $this->bucketName,
'Key' => $fileName,
'SourceFile' => _ DIR__ . '/testfile.txt'
1);
echo "Uploaded $fileName to $this->bucketName.\n";
} catch (Exception $exception) {
echo "Failed to upload $fileName with error: " . $exception-
>getMessage();
exit("Please fix error with file upload before continuing.");

DIR__ . "/local-file-" . uniqid();

- BXAPIHEFMAEE , 1S H EMAT PHP 89 Amazon SDK API 2 PutObjectd .

=
HIBFE S URL
TR RBIRR T MAH Amazon S3 QIRTEE URL URMMA AT R,

EAT PHP B9 SDK

(® Note
BB EZHEXEE GitHub, £ Amazon KB RHIF#EEPRERTERG , THRNOMFEITIR
B MiE1T,

namespace S3;

use Aws\Exception\AwsException;

use AwsUtilities\PrintablelLineBreak;
use AwsUtilities\TestableReadline;
use DateTime;
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require 'vendor/autoload.php';

class PresignedURL

{
use PrintablelLineBreak;
use TestableReadline;

public function run()

{

$s3Service = new S3Service();

$expiration = new DateTime("+20 minutes");
$linebreak = $this->getlLineBreak();

echo $linebreak;
echo ("Welcome to the Amazon S3 presigned URL demo.\n");
echo $linebreak;

$bucket = $this->testable_readline("First, please enter the name of the S3
bucket to use: ");
$key = $this->testable_readline("Next, provide the key of an object in the
given bucket: ");
echo $linebreak;
$command = $s3Service->getClient()->getCommand('GetObject', [
'Bucket' => $bucket,
'Key' => $key,
1);
try {
$preSignedUrl = $s3Service->preSignedUrl($command, $expiration);
echo "Your preSignedUrl is \n$preSignedUrl\nand will be good for the
next 20 minutes.\n";
echo $linebreak;
echo "Thanks for trying the Amazon S3 presigned URL demo.\n";
} catch (AwsException $exception) {
echo $linebreak;
echo "Something went wrong: $exception";
die();

$runner = new PresignedURL();
$runnexr->run();
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namespace S3;

use Aws\CommandInterface;

use Aws\Exception\AwsException;
use Aws\Result;

use Aws\S3\Exception\S3Exception;
use Aws\S3\S3Client;

use AwsUtilities\AWSServiceClass;
use DateTimeInterface;

class S3Service extends AWSServiceClass

{
protected S3Client $client;
protected bool $verbose;

public function __construct(S3Client $client = null, $verbose = false)

{
if ($client) {
$this->client = $client;
} else {
$this->client = new S3Client([
'version' => 'latest',
'region' => 'us-west-2',
D;
}
$this->verbose = $verbose;
}
public function setVerbose($verbose)
{
$this->verbose = $verbose;
}
public function isVerbose(): bool
{
return $this->verbose;
}
public function getClient(): S3Client
{
return $this->client;
}
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public function setClient(S3Client $client)
{

$this->client = $client;

public function emptyAndDeleteBucket($bucketName, array $args = [])

{

try {
$objects = $this->1istAllObjects($bucketName, $args);

$this->deleteObjects($bucketName, $objects, $args);
if ($this->verbose) {
echo "Deleted all objects and folders from $bucketName.\n";
}
$this->deleteBucket($bucketName, $args);
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to delete $bucketName with error: {$exception-

>getMessage()}\n";
echo "\nPlease fix error with bucket deletion before continuing.\n";

}

throw $exception;

public function createBucket(string $bucketName, array $args = [])

{

$parameters = array_merge(['Bucket' => $bucketName], $args);
try {
$this->client->createBucket($parameters);
if ($this->verbose) {
echo "Created the bucket named: $bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to create $bucketName with error: {$exception-

>getMessage()}\n";
echo "Please fix error with bucket creation before continuing.";

}

throw $exception;
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}

public function putObject(string $bucketName, string $key, array $args = [])
{
$parameters = array_merge(['Bucket' => $bucketName, 'Key' => $key]l, $args);
try {
$this->client->putObject($parameters);
if ($this->verbose) {
echo "Uploaded the object named: $key to the bucket named:
$bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to create $key in $bucketName with error: {$exception-
>getMessage()JI\n";
echo "Please fix error with object uploading before continuing.";
}

throw $exception;

public function getObject(string $bucketName, string $key, array $args = []):

Result
{
$parameters = array_merge(['Bucket' => $bucketName, 'Key' => $key]l, $args);
try {
$object = $this->client->getObject($parameters);

if ($this->verbose) {
echo "Downloaded the object named: $key to the bucket named:
$bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to download $key from $bucketName with error:
{$exception->getMessage()}\n";
echo "Please fix error with object downloading before continuing.";
}
throw $exception;

}

return $object;
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}

public function copyObject($bucketName, $key, $copySource, array $args = [])
{
$parameters = array_merge(['Bucket' => $bucketName, 'Key' => $key,
"CopySource" => $copySource], $args);
try {
$this->client->copyObject($parameters);
if ($this->verbose) {

echo "Copied the object from: $copySource in $bucketName to: $key.

\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to copy $copySource in $bucketName with error:

{$exception->getMessage()}\n";
echo "Please fix error with object copying before continuing.";

}

throw $exception;

public function listObjects(string $bucketName, $start = @, $max = 1000, array

$args = [1)
{
$parameters = array_merge(['Bucket' => $bucketName, 'Marker' => $start,
"MaxKeys" => $max], $args);
try {
$objects = $this->client->1istObjectsV2($parameters);
if ($this->verbose) {
echo "Retrieved the list of objects from: $bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {

echo "Failed to retrieve the objects from $bucketName with error:

{$exception->getMessage()}\n";
echo "Please fix error with list objects before continuing.";

}

throw $exception;
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return $objects;

public function listAllObjects($bucketName, array $args = [])

{
$parameters = array_merge(['Bucket' => $bucketName], $args);
$contents = [];
$paginator = $this->client->getPaginator("ListObjectsV2", $parameters);
foreach ($paginator as $result) {
if($result['KeyCount'] == 0){
break;
}
foreach ($result['Contents'] as $object) {
$contents[] = $object;
}
}
return $contents;
}

public function deleteObjects(string $bucketName, array $objects, array $args =
[1)

{
$1ist0fObjects = array_map(

function ($object) {
return ['Key' => $object];

.

array_column($objects, 'Key')
I
if(!$1istOfObjects){

return;
}

$parameters = array_merge(['Bucket' => $bucketName, 'Delete' => ['Objects’
=> $1ist0fObjects]], $args);
try {
$this->client->deleteObjects($parameters);
if ($this->verbose) {
echo "Deleted the list of objects from: $bucketName.\n";
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}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to delete the list of objects from $bucketName with

error: {$exception->getMessage()I\n";
echo "Please fix error with object deletion before continuing.";

}

throw $exception;

public function deleteBucket(string $bucketName, array $args = [])
{

$parameters = array_merge(['Bucket' => $bucketName], $args);
try {
$this->client->deleteBucket($parameters);
if ($this->verbose) {
echo "Deleted the bucket named: $bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to delete $bucketName with error: {$exception-

>getMessage()}\n";
echo "Please fix error with bucket deletion before continuing.";

}

throw $exception;

public function deleteObject(string $bucketName, string $fileName, array $args =

[
{
$parameters = array_merge(['Bucket' => $bucketName, 'Key' => $fileName],
$args);
try {
$this->client->deleteObject($parameters);
if ($this->verbose) {
echo "Deleted the object named: $fileName from $bucketName.\n";

}

} catch (AwsException $exception) {
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if ($this->verbose) {
echo "Failed to delete $fileName from $bucketName with error:

{$exception->getMessage()}\n";
echo "Please fix error with object deletion before continuing.";

}

throw $exception;

public function listBuckets(array $args = [])

{
try {
$buckets = $this->client->1listBuckets($args);
if ($this->verbose) {
echo "Retrieved all " . count($buckets) . "\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to retrieve bucket list with error: {$exception-

>getMessage()}\n";
echo "Please fix error with bucket lists before continuing.";

}

throw $exception;

}

return $buckets;

public function preSignedUrl(CommandInterface $command, DateTimeInterface|int|

string $expires, array $options = [])
{
$request = $this->client->createPresignedRequest($command, $expires,
$options);
try {
$presignedUrl = (string)$request->getUri();
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to create a presigned url: {$exception-

>getMessage()}\n";
echo "Please fix error with presigned urls before continuing.";
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throw $exception;

}

return $presignedurl;

public function createSession(string $bucketName)
{
try{
$result = $this->client->createSession([
'Bucket' => $bucketName,
1);
return $result;
}catch(S3Exception $caught){
if($caught->getAwsErrorType() == "NoSuchBucket"){
echo "The specified bucket does not exist.";
}
throw $caught;
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<?php

use Bref\Context\Context;
use Bref\Event\S3\S3Event;
use Bref\Event\S3\S3Handler;
use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler extends S3Handler
{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)

{
$this->logger = $logger;
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}
public function handleS3(S3Event $event, Context $context) : void
{
$this->logger->info("Processing S3 records");
// Get the object from the event and show its content type
$records = $event->getRecords();
foreach ($records as $record)
{
$bucket = $record->getBucket()->getName();
$key = urldecode($record->getObject()->getKey());
try {
$fileSize = urldecode($record->getObject()->getSize());
echo "File Size: " . $fileSize . "\n";
// TODO: Implement your custom processing logic here
} catch (Exception $e) {
echo $e->getMessage() . "\n";
echo 'Error getting object ' . $key . ' from bucket ' . $bucket .
'. Make sure they exist and your bucket is in the same region as this function.'
"\n";
throw $e;
}
}
}

$logger = new StderrLogger();
return new Handler($logger);
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echo "\n";

eCho M-- s \n";
echo "Welcome to the Amazon S3 Express Basics demo using PHP!\n";
eCho M-- s \n";

// Change these both of these values to use a different region/availability
zone.

$region = "us-west-2";

$az = "usw2-azl";
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$this->s3Service = new S3Service(new S3Client(['region' => $region]));
$this->iamService = new IAMService(new IamClient(['region' => $region]));

$uuid = uniqgid();

echo <<<INTRO
Let's get started! First, please note that S3 Express One Zone works best when
working within the AWS infrastructure,
specifically when working in the same Availability Zone. To see the best results in
this example, and when you implement
Directory buckets into your infrastructure, it is best to put your Compute resources
in the same AZ as your Directory
bucket.\n
INTRO;
pressEnter();
// 1. Configure a gateway VPC endpoint. This is the recommended method to
allow S3 Express One Zone traffic without
// the need to pass through an internet gateway or NAT device.
echo "\n";
echo "1. First, we'll set up a new VPC and VPC Endpoint if this program is
running in an EC2 instance in the same AZ as your Directory buckets will be.\n";
$ec2Choice = testable_readline("Are you running this in an EC2 instance
located in the same AZ as your intended Directory buckets? Enter Y/y to setup a VPC
Endpoint, or N/n/blank to skip this section.");
if($ec2Choice == "Y" || $ec2Choice == "y") {
echo "Great! Let's set up a VPC, retrieve the Route Table from it, and
create a VPC Endpoint to connect the S3 Client to.\n";
pressEnter();
$this->ec2Service = new EC2Service(new Ec2Client(['region' =>
$region]));
$cidr = "10.0.0.0/16";
$vpc = $this->ec2Service->createVpc($cidr);
$this->resources['vpcId'] = $vpc['VpcId'];

$this->ec2Service->waitForVpcAvailable($vpc['VpcId']);

$routeTable = $this->ec2Service->describeRouteTables([], [
[
'Name' => "vpc-id",
'"Values' => [$vpc['VpcId']],
1,
1);
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$serviceName = "com.amazonaws." . $this->ec2Service->getRegion()
".s3express";
$vpcEndpoint = $this->ec2Service->createVpcEndpoint($serviceName,
$vpc['VpcId'], [$routeTable[0]]);
$this->resources['vpcEndpointId'] = $vpcEndpoint['VpcEndpointId'];
}else{
echo "Skipping the VPC setup. Don't forget to use this in production!

\n";

// 2. Policies, user, and roles with CDK.

echo "\n";

echo "2. Policies, users, and roles with CDK.\n";

echo "Now, we'll set up some policies, roles, and a user. This user will
only have permissions to do S3 Express One Zone actions.\n";

pressEnter();

$this->cloudFormationClient = new CloudFormationClient([]);
$stackName = "cfn-stack-s3-express-basics-" . uniqgid();
$file = file_get_contents(_DIR__ . "“/../../../../resources/cfn/
s3_express_basics/s3_express_template.yml");
$result = $this->cloudFormationClient->createStack([
'StackName' => $stackName,
'TemplateBody' => $file,
'Capabilities' => ['CAPABILITY_IAM'],
1);
$waiter = $this->cloudFormationClient->getWaiter("StackCreateComplete",
['StackName' => $stackName]);
try {
$waiter->promise()->wait();
}catch(CloudFormationException $caught){
echo "Error waiting for the CloudFormation stack to create: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;
}
$this->resources['stackName'] = $stackName;
$stackInfo = $this->cloudFormationClient->describeStacks([
'StackName' => $result['StackId'],

1)

$expressUserName = "";

$I99U18IUSGIName = nn,
foreach($stackInfo['Stacks'][@]['Outputs'] as $output) {

if ($output['OutputKey'] == "RegularUser") {
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$regularUserName = $output['OutputValue'];

}

if ($output['OutputKey'] == "ExpressUser") {
$expressUserName = $output['OutputValue'];

}

}

$regularKey = $this->iamService->createAccessKey($reqgularUserName);

$regularCredentials = new Credentials($regularKey['AccessKeyId'],
$regularKey['SecretAccessKey']);

$expressKey = $this->iamService->createAccessKey($expressUserName);

$expressCredentials = new Credentials($expressKey['AccessKeyId'],
$expressKey['SecretAccessKey']);

// 3. Create an additional client using the credentials with S3 Express
permissions.
echo "\n";
echo "3. Create an additional client using the credentials with S3 Express
permissions.\n";
echo "This client is created with the credentials associated with the
user account with the S3 Express policy attached, so it can perform S3 Express
operations.\n";
pressEnter();
$s3RegularClient = new S3Client([
'Region' => $region,
'Credentials' => $regqularCredentials,
D;
$s3RegularService = new S3Service($s3RegularClient);
$s3ExpressClient = new S3Client([
'Region' => $region,
'Credentials' => $expressCredentials,
1D
$s3ExpressService = new S3Service($s3ExpressClient);
echo "All the roles and policies were created an attached to the user. Then,
a new S3 Client and Service were created using that user's credentials.\n";
echo "We can now use this client to make calls to S3 Express operations.
Keeping permissions in mind (and adhering to least-privilege) is crucial to S3
Express.\n";
pressEnter();

// 4. Create two buckets.

echo "\n";

echo "3. Create two buckets.\n";

echo "Now we will create a Directory bucket, which is the linchpin of the S3
Express One Zone service.\n";
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echo "Directory buckets behave in different ways from reqgular S3 buckets,
which we will explore here.\n";

echo "We'll also create a normal bucket, put an object into the normal
bucket, and copy it over to the Directory bucket.\n";

pressEnter();

// Create a directory bucket. These are different from normal S3 buckets in
subtle ways.

$directoryBucketName = "s3-express-demo-directory-bucket-$uuid--$az--x-s3";
echo "Now, let's create the actual Directory bucket, as well as a regular
bucket.\n";

pressEnter();
$s3ExpressService->createBucket($directoryBucketName, [
'CreateBucketConfiguration' => [
'Bucket' => [
'Type' => "Directory", // This is what causes S3 to create a
Directory bucket as opposed to a normal bucket.
'DataRedundancy' => "SingleAvailabilityZone",
1,
'Location' => [
"Name' => $az,
'Type' => "AvailabilityZone",
1,
1,
1);

$this->resources['directoryBucketName'] = $directoryBucketName;

// Create a normal bucket.

$normalBucketName = "normal-bucket-$uuid";
$s3RegularService->createBucket($normalBucketName);
$this->resources['normalBucketName'] = $normalBucketName;
echo "Great! Both buckets were created.\n";

pressEnter();

// 5. Create an object and copy it over.

echo "\n";

echo "5. Create an object and copy it over.\n";

echo "We'll create a basic object consisting of some text and upload it to
the normal bucket.\n";

echo "Next, we'll copy the object into the Directory bucket using the
reqgular client.\n";

echo "This works fine, because Copy operations are not restricted for
Directory buckets.\n";

pressEnter();
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$objectKey = "basic-text-object";

$s3RegularService->putObject($normalBucketName, $objectKey, $args = ['Body’
=> "Look Ma, I'm a bucket!"]);

$this->resources['objectKey'] = $objectKey;

// Create a session to access the directory bucket. The SDK Client will
automatically refresh this as needed.

$s3ExpressService->createSession($directoryBucketName);

$s3ExpressService->copyObject($directoryBucketName, $objectKey,
"$normalBucketName/$objectKey");

echo "It worked! It's important to remember the user permissions when
interacting with Directory buckets.\n";

echo "Instead of validating permissions on every call as normal buckets do,
Directory buckets utilize the user credentials and session token to validate.\n";

echo "This allows for much faster connection speeds on every call. For
single calls, this is low, but for many concurrent calls, this adds up to a lot of
time saved.\n";

pressEnter();

// 6. Demonstrate performance difference.

echo "\n";

echo "6. Demonstrate performance difference.\n";

$downloads = 1000;

echo "Now, let's do a performance test. We'll download the same object
from each bucket $downloads times and compare the total time needed. Note: the
performance difference will be much more pronounced if this example is run in an
EC2 instance in the same AZ as the bucket.\n";

$downloadChoice = testable_readline("If you would like to download each
object $downloads times, press enter. Otherwise, enter a custom amount and press
enter.");

if($downloadChoice && is_numeric($downloadChoice) && $downloadChoice <
1000000){ // A million is enough. I promise.

$downloads = $downloadChoice;

// Download the object $downloads times from each bucket and time it to
demonstrate the speed difference.
$directoryStartTime = hrtime(true);
for($i = 0; $i < $downloads; ++$i){
$s3ExpressService->getObject($directoryBucketName, $objectKey);
}

$directoryEndTime = hrtime(true);
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$directoryTimeDiff = $directoryEndTime - $directoryStartTime;

$normalStartTime = hrtime(true);

for($i = 0; $i < $downloads; ++$i){
$s3RegularService->getObject($normalBucketName, $objectKey);

}

$normalEndTime = hrtime(true);

$normalTimeDiff = $normalEndTime - $normalStartTime;

echo "The directory bucket took $directoryTimeDiff nanoseconds, while the
normal bucket took $normalTimeDiff.\n";
echo "That's a difference of " . ($normalTimeDiff - $directoryTimeDiff)
nanoseconds, or " . (($normalTimeDiff - $directoryTimeDiff)/1000000000) . "
seconds.\n";
pressEnter();

// 7. Populate the buckets to show the lexicographical difference.

echo "\n";

echo "7. Populate the buckets to show the lexicographical difference.\n";

echo "Now let's explore how Directory buckets store objects in a different
manner to regular buckets.\n";

echo "The key is in the name \"Directory!\"\n";

echo "Where regular buckets store their key/value pairs in a flat manner,
Directory buckets use actual directories/folders.\n";

echo "This allows for more rapid indexing, traversing, and therefore
retrieval times!\n";

echo "The more segmented your bucket is, with lots of directories, sub-
directories, and objects, the more efficient it becomes.\n";

echo "This structural difference also causes ListObjects to behave
differently, which can cause unexpected results.\n";

echo "Let's add a few more objects with layered directories as see how the
output of ListObjects changes.\n";

pressEnter();

// Populate a few more files in each bucket so that we can use ListObjects
and show the difference.

$otherObject = "other/$objectKey";

$altObject = "alt/$objectKey";

$otherAltObject = "other/alt/$objectKey";

$s3ExpressService->putObject($directoryBucketName, $otherObject);

$s3RegularService->putObject($normalBucketName, $otherObject);

$this->resources['otherObject'] = $otherObject;

$s3ExpressService->putObject($directoryBucketName, $altObject);

$s3RegularService->putObject($normalBucketName, $altObject);
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$this->resources['altObject'] = $altObject;
$s3ExpressService->putObject($directoryBucketName, $otherAltObject);
$s3RegularService->putObject($normalBucketName, $otherAltObject);
$this->resources['otherAltObject'] = $otherAltObject;

$listDirectoryBucket = $s3ExpressService->listObjects($directoryBucketName);
$1listNormalBucket = $s3RegqularService->listObjects($normalBucketName);

// Directory bucket content

echo "Directory bucket content\n";

foreach($listDirectoryBucket['Contents'] as $result){
echo $result['Key'] . "\n";

// Normal bucket content

echo "\nNormal bucket content\n";

foreach($listNormalBucket['Contents'] as $result){
echo $result['Key'] . "\n";

echo "Notice how the normal bucket lists objects in lexicographical order,
while the directory bucket does not. This is because the normal bucket considers
the whole \"key\" to be the object identifies, while the directory bucket actually
creates directories and uses the object \"key\" as a path to the object.\n";
pressEnter();

echo "\n";
echo "That's it for our tour of the basic operations for S3 Express One
Zone.\n";
$cleanUp = testable_readline("Would you like to delete all the resources
created during this demo? Enter Y/y to delete all the resources.");
if($cleanUp){
$this->cleanUp();

namespace S3;

use Aws\CommandInterface;

use Aws\Exception\AwsException;
use Aws\Result;

use Aws\S3\Exception\S3Exception;
use Aws\S3\S3Client;
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use AwsUtilities\AWSServiceClass;
use DateTimeInterface;

class S3Service extends AWSServiceClass

{
protected S3Client $client;
protected bool $verbose;

public function __construct(S3Client $client = null, $verbose = false)

{
if ($client) {
$this->client = $client;
} else {
$this->client = new S3Client([
'version' => 'latest',
'region' => 'us-west-2',
1D
}
$this->verbose = $verbose;
}
public function setVerbose($verbose)
{
$this->verbose = $verbose;
}
public function isVerbose(): bool
{
return $this->verbose;
}
public function getClient(): S3Client
{
return $this->client;
}
public function setClient(S3Client $client)
{
$this->client = $client;
}

public function emptyAndDeleteBucket($bucketName, array $args = [])
{
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try {
$objects = $this->1istAllObjects($bucketName, $args);

$this->deleteObjects($bucketName, $objects, $args);
if ($this->verbose) {
echo "Deleted all objects and folders from $bucketName.\n";
}
$this->deleteBucket($bucketName, $args);
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to delete $bucketName with error: {$exception-
>getMessage()JI\n";
echo "\nPlease fix error with bucket deletion before continuing.\n";

}

throw $exception;

public function createBucket(string $bucketName, array $args = [])

{

$parameters = array_merge(['Bucket' => $bucketName], $args);
try {
$this->client->createBucket($parameters);
if ($this->verbose) {
echo "Created the bucket named: $bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to create $bucketName with error: {$exception-

>getMessage()}\n";
echo "Please fix error with bucket creation before continuing.";

}

throw $exception;

public function putObject(string $bucketName, string $key, array $args = [])
{

$parameters = array_merge(['Bucket' => $bucketName, 'Key' => $key]l, $args);

try {
$this->client->putObject($parameters);
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if ($this->verbose) {
echo "Uploaded the object named: $key to the bucket named:
$bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to create $key in $bucketName with error: {$exception-
>getMessage()}\n";
echo "Please fix error with object uploading before continuing.";

}

throw $exception;

public function getObject(string $bucketName, string $key, array $args = []):

Result
{
$parameters = array_merge(['Bucket' => $bucketName, 'Key' => $key]l, $args);
try {
$object = $this->client->getObject($parameters);

if ($this->verbose) {
echo "Downloaded the object named: $key to the bucket named:
$bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to download $key from $bucketName with error:
{$exception->getMessage()}\n";
echo "Please fix error with object downloading before continuing.";

}

throw $exception;

}

return $object;

public function copyObject($bucketName, $key, $copySource, array $args = [])
{
$parameters = array_merge(['Bucket' => $bucketName, 'Key' => $key,
"CopySource" => $copySource], $args);
try {
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$this->client->copyObject($parameters);
if ($this->verbose) {
echo "Copied the object from: $copySource in $bucketName to: $key.
\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to copy $copySource in $bucketName with error:

{$exception->getMessage()}\n";
echo "Please fix error with object copying before continuing.";

}

throw $exception;

public function listObjects(string $bucketName, $start = @, $max = 1000, array

$args = [1)
{

$parameters = array_merge(['Bucket' => $bucketName, 'Marker' => $start,
"MaxKeys" => $max], $args);

try {
$objects = $this->client->1listObjectsV2($parameters);

if ($this->verbose) {
echo "Retrieved the list of objects from: $bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to retrieve the objects from $bucketName with error:

{$exception->getMessage()}\n";
echo "Please fix error with list objects before continuing.";

}
throw $exception;

}

return $objects;

public function listAllObjects($bucketName, array $args = [])
{

$parameters = array_merge(['Bucket' => $bucketName], $args);
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$contents = [];
$paginator = $this->client->getPaginator("ListObjectsV2", $parameters);

foreach ($paginator as $result) {
if($result['KeyCount'] == 0){
break;
}
foreach ($result['Contents'] as $object) {
$contents[] = $object;

}

return $contents;

public function deleteObjects(string $bucketName, array $objects, array $args =

[1)
{
$1ist0fObjects = array_map(
function ($object) {
return ['Key' => $object];

},

array_column($objects, 'Key')
);
if(!$1istOfObjects){

retuzrn;
}

$parameters = array_merge(['Bucket' => $bucketName, 'Delete' => ['Objects’
=> $1ist0fObjects]], $args);
try {
$this->client->deleteObjects($parameters);
if ($this->verbose) {
echo "Deleted the list of objects from: $bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to delete the list of objects from $bucketName with
error: {$exception->getMessage()I\n";
echo "Please fix error with object deletion before continuing.";

}

throw $exception;
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}

public function deleteBucket(string $bucketName, array $args = [])
{

$parameters = array_merge(['Bucket' => $bucketName], $args);
try {
$this->client->deleteBucket($parameters);
if ($this->verbose) {
echo "Deleted the bucket named: $bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to delete $bucketName with error: {$exception-

>getMessage()}\n";
echo "Please fix error with bucket deletion before continuing.";

}

throw $exception;

public function deleteObject(string $bucketName, string $fileName, array $args =

[1)
{
$parameters = array_merge(['Bucket' => $bucketName, 'Key' => $fileName],
$args);
try {
$this->client->deleteObject($parameters);
if ($this->verbose) {
echo "Deleted the object named: $fileName from $bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to delete $fileName from $bucketName with error:

{$exception->getMessage()}\n";
echo "Please fix error with object deletion before continuing.";

}

throw $exception;
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public function listBuckets(array $args = [])

{
try {
$buckets = $this->client->1listBuckets($args);
if ($this->verbose) {
echo "Retrieved all " . count($buckets) . "\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to retrieve bucket list with error: {$exception-

>getMessage()JI\n";
echo "Please fix error with bucket lists before continuing.";

}

throw $exception;

}

return $buckets;

public function preSignedUrl(CommandInterface $command, DateTimelInterface|int|

string $expires, array $options = [])

{

$request = $this->client->createPresignedRequest($command, $expires,
$options);
try {
$presignedUrl = (string)$request->getUri();
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to create a presigned url: {$exception-

>getMessage()}\n";

echo "Please fix error with presigned urls before continuing.";

}

throw $exception;

}

return $presignedurl;

public function createSession(string $bucketName)

{
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try{
$result = $this->client->createSession([
'Bucket' => $bucketName,

1)

return $result;
}catch(S3Exception $caught){
if($caught->getAwsErrorType() == "NoSuchBucket"){
echo "The specified bucket does not exist.";

}
throw $caught;

« BX APIFHEER | F5E GERAT PHP B Amazon SDK API Reference) FEYA T £/,
« CopyObject
* CreateBucket

* DeleteBucket

 DeleteObject
» GetObject
* ListObjects
+ PutObject
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BANTROIBITE—NMENTRFERBNERE  BAUNPRIEXUOME L TXHPRENEZTREBHINR
B,

*
. B
. 58

« RS R RAB
1BR1E
CheckIfPhoneNumberIsOptedOut

AR REIER T A {E A CheckIfPhoneNumberIsOptedOut,

ERAT PHP B9 SDK

® Note
EBEEZHERER GitHub, £ Amazon IS RAIfFHEFERTERS , THOAMHEITIR
BHMIZETT.

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**
* Indicates whether the phone number owner has opted out of receiving SMS messages
from your AWS SNS account.
*
* This code expects that you have AWS credentials set up per:
* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/qguide_credentials.html
*/

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
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1)

$phone = '+1XXX5550100';

try {
$result = $SnSclient->checkIfPhoneNumberIsOptedOut([
'phoneNumber' => $phone,

1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

- BEXEZEER , B3 GEAT PHP # Amazon SDK FF & AR ER) https://

docs.amazonaws.cn/sdk-for-php/v3/developer-guide/sns-examples-sending-sms.html#check-if-

a-phone-number-has-opted-out,

« BXAPIHFHMEER , 558 EAT PHP 8 Amazon SDK API &
Z ChecklfPhoneNumberlsOptedOutFR Y,

ConfirmSubscription
DTRRBROVERT W@EA ConfirmSubscription,

EHATF PHP # SDK

@ Note
EBEZHKRIEL GitHub, % Amazon KB RAIFMEEFEKRTERE , THIMTRITIR
BEMIZ{T.

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**
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* Verifies an endpoint owner's intent to receive messages by

* validating the token sent to the endpoint by an earlier Subscribe action.

*

* This code expects that you have AWS credentials set up per:

* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/qguide_credentials.html
*/

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$subscription_token = 'arn:aws:sns:us-east-1:111122223333:MyTopic:123456-
abcd-12ab-1234-12ba3dcl234a"';
$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';

try {
$result = $SnSclient->confirmSubscription([
'Token' => $subscription_token,
'TopicArn' => $topic,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

BX APIHiEAES , H25 EAT PHP 8 Amazon SDK APl 22 ConfirmSubscription 8,

CreateTopic

DTFRBRGVERT WA EA CreateTopico

EAF PHP # SDK

(® Note
EBEZMERIEER GitHubo # Amazon B RAITF M ERERTERERE , THEMMAMIITIR
BEMIZTT.
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**

* Create a Simple Notification Service topics in your AWS account at the requested

region.
*

* This code expects that you have AWS credentials set up per:

* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/qguide_credentials.html

*/

$SnSclient = new SnsClient([
'profile' => 'default',
'region' => 'us-east-1"',
'version' => '2010-03-31'
1D;

$topicname = 'myTopic';

try {
$result = $SnSclient->createTopic([
"Name' => $topicname,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

- BXEZER , E2W (GEAT PHP # Amazon SDK FF & A R38/) https:/
docs.amazonaws.cn/sdk-for-php/v3/developer-guide/sns-examples-managing-

topics.html#create-a-topic,

BX APl WiFAER , E5H EAT PHP & Amazon SDK APl £ CreateTopicH .

DeleteTopic

LT RBRAERT AR DeleteTopico
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ERTF PHP # SDK

@ Note
EBEZHRIE L GitHubo # Amazon B R AITFME ERERTERERE , THEMMAMHITIR
BEMIZ{T.

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**
* Deletes an SNS topic and all its subscriptions.
*
* This code expects that you have AWS credentials set up per:
* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/qguide_credentials.html

*/

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1"',
'version' => '2010-03-31'
D;

$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';

try {
$result = $SnSclient->deleteTopic([
'TopicArn' => $topic,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

- X APIWiF4EE , ESH EMAT PHP B Amazon SDK API 2 Delete TopicH #,
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GetSMSAttributes
AT RS RGERT A{EH GetSMSAttributes,

ERTF PHP # SDK

(® Note
EHEZHKREER GitHub, # Amazon KB RAIEFEEFEKRTERE , THRNARTR
BMIZ{T.

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**
* Get the type of SMS Message sent by default from the AWS SNS service.
*
* This code expects that you have AWS credentials set up per:
* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/qguide_credentials.html

*/

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

try {

$result = $SnSclient->getSMSAttributes([
'attributes' => ['DefaultSMSType'],

1);
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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- BXESZER , H5H GERT PHP 1 Amazon SDK FF & A R #ER) https:/
docs.amazonaws.cn/sdk-for-php/v3/developer-guide/sns-examples-sending-sms.html#get-sms-
attributes,

« BX API ViFMEER |, 51 Get SMSAttributes in EHF PHP 8 Amazon SDK APl &%,

GetTopicAttributes
UTRBRAETRT WFEIEA GetTopicAttributes,

ERAT PHP B SDK

® Note
EBEEZHEXRER GitHub, £ Amazon IS RGIfFfHEFERSTERS , THOMAMRITIR
BHIZETT.

$SnSclient = new SnsClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';

try {
$result = $SnSclient->getTopicAttributes([
'TopicArn' => $topic,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

- X APIHFEAEER |, S8 ERA T PHP 89 Amazon SDK API 2 #Z GetTopicAttributes H Yo
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ListPhoneNumbexrsOptedOut

LTI REBREER T WM EMA ListPhoneNumbersOptedOut,

EAT PHP # SDK

® Note

EREZHMKEL GitHub, & Amazon NI ROIF#ERERTERS , THIARITIR

N—

BEMIZ1T.

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**

* Returns a list of phone numbers that are opted out of receiving SMS messages from

your AWS SNS account.

*

* This code expects that you have AWS credentials set up per:

* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/guide_credentials.html

*/

$SnSclient = new SnsClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

try {
$result = $SnSclient->1listPhoneNumbersOptedOut();
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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- BXESZER , H5H GERT PHP 1 Amazon SDK FF & A R #ER) https:/
docs.amazonaws.cn/sdk-for-php/v3/developer-guide/sns-examples-sending-sms.html#list-
opted-out-phone-numbers,.

« BXAPIHEHMFEER , 58 EA T PHP B Amazon SDK APl &
#|istPhoneNumbersOptedOutH #Y,

ListSubscriptions
LT RIEBRAERT MMM ListSubscriptions,

ERTF PHP # SDK

(® Note
EBEZMEREE GitHub, # Amazon B REIfF M EFERERTERE , 7HMMHITIR
EMIZTT.

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**
* Returns a list of Amazon SNS subscriptions in the requested region.
*
* This code expects that you have AWS credentials set up per:
* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/qguide_credentials.html

*/

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

try {
$result = $SnSclient->listSubscriptions();

var_dump($result);
} catch (AwsException $e) {
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// output error message if fails
error_log($e->getMessage());

- BEXAPIHFMEER , BSH EHAT PHP 8 Amazon SDK API $#ListSubscriptionsH #,

ListTopics
LTRRBREERT AR ListTopics.

EATF PHP # SDK

@ Note
EBEZMRIEL GitHubo # Amazon B R ITF M ERERTEERE , THEMMAMHITIR
BEMIZ{T.

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**
* Returns a list of the requester's topics from your AWS SNS account in the region
specified.
*
* This code expects that you have AWS credentials set up per:
* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/quide_credentials.html
*/

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

try {
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$result = $SnSclient->listTopics();
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

« BX APIHFHESR | 51 EB T PHP B9 Amazon SDK APl 2 #ListTopicsH i,

Publish
T RERBER T IEEFEA Publish,

EAT PHP 9 SDK

(® Note
EBEZMEREE GitHub, # Amazon B REIfF M ERERTERE , 7HMMHITIR
EMIZTT.

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**
* Sends a message to an Amazon SNS topic.
*
* This code expects that you have AWS credentials set up per:
* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/quide_credentials.html

*/

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);
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$message = 'This message is sent from a Amazon SNS code sample.';
$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic’;

try {
$result = $SnSclient->publish([
'Message' => $message,
'TopicArn' => $topic,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

- BXEZEE , E2H GEAT PHP # Amazon SDK FF R A R ER) https://
docs.amazonaws.cn/sdk-for-php/v3/developer-guide/sns-examples-subscribing-unsubscribing-
topics.html#publish-a-message-to-an-sns-topic,

- BX APIWVFAEER |, E3E EHAT PHP 9 Amazon SDK API &E iy Publish,

SetSMSAttributes
DTRBREERT WA SetSMSAttributes,

EAT PHP B9 SDK

(® Note
BB EZHEXEE GitHub, £ Amazon KB RHIF#EPREXKTERG , THENMFEITIR
BMiZE1T,

$SnSclient = new SnsClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);
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try {
$result = $SnSclient->SetSMSAttributes([
'attributes' => [
'DefaultSMSType' => 'Transactional',
1,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

- BXEZER , E5W GEAT PHP B Amazon SDK FF & A R38R https://
docs.amazonaws.cn/sdk-for-php/v3/developer-guide/sns-examples-sending-sms.html#set-sms-
attributes.

- BAx APINFMEESR , 3 EHT PHP 8 Amazon SDK APl 3 SMSAttributes PFHiZ & .

SetTopicAttributes
DTFREBROVERT WAE A SetTopicAttributes,

EAT PHP 89 SDK

® Note
EBEZMXER GitHubo # Amazon XS RPIFHEEFERTREREG , THMMETIR
BHIZETT.

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**
* Configure the message delivery status attributes for an Amazon SNS Topic.

*
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* This code expects that you have AWS credentials set up per:
* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/quide_credentials.html

*/

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'

1D

$attribute = 'Policy | DisplayName | DeliveryPolicy';
$value = 'First Topic';

$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';
try {

$result = $SnSclient->setTopicAttributes([
"AttributeName' => $attribute,
'AttributeValue' => $value,
'TopicArn' => $topic,

1);

var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

- BXAPIHEFEMESR , B2 EA T PHP B Amazon SDK API 2% SetTopicAttributes Y,

Subscribe
LUTRBREERT WA Subscribe,
EHAT PHP # SDK

(® Note
EREZMEREE GitHub, # Amazon B REIfF M EFERERTRERE , 7HMMHITIR
EMIZTT.

5F BB, F HB 4 3t 1k T R B E R
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**
* Prepares to subscribe an endpoint by sending the endpoint a confirmation message.
*

* This code expects that you have AWS credentials set up per:
* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/quide_credentials.html
*/

$SnSclient = new SnsClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => '2010-03-31'

1);
$protocol = 'email’;
$endpoint = 'sample@example.com’;

$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic"';

try {
$result = $SnSclient->subscribe([
'"Protocol' => $protocol,
'"Endpoint' => $endpoint,
'ReturnSubscriptionArn' => true,
'TopicArn' => $topic,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

& HTTP s 1T R B E &

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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use Aws\Sns\SnsClient;

/**
* Prepares to subscribe an endpoint by sending the endpoint a confirmation message.
*
* This code expects that you have AWS credentials set up per:
* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/quide_credentials.html
*/

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$protocol = 'https';
$endpoint = 'https://';
$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';

try {
$result = $SnSclient->subscribe([
'Protocol' => $protocol,
'"Endpoint' => $endpoint,
'ReturnSubscriptionArn' => true,
'TopicArn' => $topic,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

- BX API FHEER |, F5E (GEAT PHP # Amazon SDK API Reference) H# Subscribe,

Unsubscribe

LRI REERT IfAERA Unsubscribe,
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ERTF PHP # SDK

® Note
BB EZHXEE GitHub, & Amazon BB RAIFREEFEKRTERG , THRMOMARITIR
EMIE1T,

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**
* Deletes a subscription to an Amazon SNS topic.
*
* This code expects that you have AWS credentials set up per:
* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/quide_credentials.html

*/

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$subscription = 'arn:aws:sns:us-east-1:111122223333:MySubscription’;

try {

$result = $SnSclient->unsubscribe([
'SubscriptionArn' => $subscription,

1D;
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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- BXEZEE , E2H GEAT PHP # Amazon SDK FF R A R ER) https://
docs.amazonaws.cn/sdk-for-php/v3/developer-guide/sns-examples-subscribing-unsubscribing-
topics.html#unsubscribe-from-a-topic,

- X APIFHEER |, F5E (GEATF PHP 8 Amazon SDK APl Reference) H#
Unsubscribe,

=

BELTRSSENAEFREER S
LUTRERERNMAGIBRLTRSSINARRF , LAFEBERRSERRA,
ERTF PHP # SDK

BERUAFARARFEENARER , ZMAREFER Amazon Rekognition & B & IR K H
HHE#UHBERE,

BXRMAREMZEITHZBRABMER |, F2H LR TE R GitHub,
ERAT BN FHEIR , 55 Amazon X EREI

AR E A B ARSS

» API Gateway

* DynamoDB

* Lambda

* Amazon Rekognition
« Amazon S3

 Amazon SNS

A SMS XAHE

BUTRBREIRR T AERA Amazon SNS K& SMS JHE.
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ERTF PHP # SDK

(® Note
EHEZHKREER GitHub, # Amazon KB REIEFEEFEKRTERE , THRNARTR
BMIZIT.

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**
* Sends a text message (SMS message) directly to a phone number using Amazon SNS.
*
* This code expects that you have AWS credentials set up per:
* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/qguide_credentials.html

*/

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$message = 'This message is sent from a Amazon SNS code sample.';
$phone = '+1XXX5550100°';

try {
$result = $SnSclient->publish([
'Message' => $message,
'PhoneNumber' => $phone,
1D
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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- BXEZEE , E2H GEAT PHP # Amazon SDK FF R A R ER) https://
docs.amazonaws.cn/sdk-for-php/v3/deve|oper-gu|de/sns-examples—sendlng-sms.html#publish-
to-a-text-message-sms-message,

- Ax APINFMESR , F5 EHT PHP 89 Amazon SDK APl & Hf# Publish,

ToIR S 25 R~
JE3¥ Amazon SNS fif & 258 Lambda BH%K

TR REIRR T MAKH — 4 Lambda B#R , ZER#EKREEBRE SNS TERVEEMALLNE
o ZEBNEHSBRREEALRKERHEENAR,

ERT PHP B9 SDK

(® Note
ERBEZMEREER GitHub, ELRSHEROIFREPERTERG , H THOMAHTRE
MZE1To

&3 PHP f¥ SNS &4 5 Lambda £& .

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
<?php

/*

Since native PHP support for AWS Lambda is not available, we are utilizing Bref's
PHP functions runtime for AWS Lambda.

For more information on Bref's PHP runtime for Lambda, refer to: https://bref.sh/

docs/runtimes/function

Another approach would be to create a custom runtime.
A practical example can be found here: https://aws.amazon.com/blogs/apn/aws-lambda-
custom-runtime-for-php-a-practical-example/

*/

// Additional composer packages may be required when using Bref or any other PHP
functions runtime.
// require _ DIR__ . '/vendor/autoload.php';
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use Bref\Context\Context;
use Bref\Event\Sns\SnsEvent;
use Bref\Event\Sns\SnsHandler;

class Handler extends SnsHandler

{
public function handleSns(SnsEvent $event, Context $context): void
{
foreach ($event->getRecords() as $record) {
$message = $record->getMessage();
// TODO: Implement your custom processing logic here
// Any exception thrown will be logged and the invocation will be marked
as failed
echo "Processed Message: $message" . PHP_EOL;
}
}
}

return new Handler();

FAERTF PHP 89 SDK 89 Amazon SQS R4l

UTRBREBERRT NMAER EHT PHP 8 Amazon SDK 5 Amazon SQS Bt & & A k1T
EMERIMERZ S,

BNMROIBMIE - MEOTRRRBNERE  SUUMNPRIBXRDAE LT XHRENSTRBAIB
8o

£

« RSB R

T RS 25 A

XY Amazon SQS & 2518 A Lambda BI%X

UTRBREIRRT MAKI— Lambda B8%x , ZERBUEKRE KK B SNS RAFIRVE B MRS
e ZEBNEHSHBRFEEHALREREENAR,
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ERTF PHP # SDK

®

Note

EREZHKEER GitHub, ELRFSHRHIFHEPFERTRERG , 7 THROMHTRE

N—

ME1To

5/ PHP ¥¥ SQS 45 Lambda &6,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
<?php

# using bref/bref and bref/logger for simplicity

use
use
use
use
use

Bref\Context\Context;
Bref\Event\InvalidLambdaEvent;
Bref\Event\Sqs\SqgsEvent;
Bref\Event\Sgs\SgsHandler;
Bref\Logger\StderrLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler extends SqsHandler

{

private StderrlLogger $logger;
public function __construct(StderrLogger $logger)
{

$this->logger = $logger;

/**
* @throws InvalidLambdaEvent
*/
public function handleSqs(SqsEvent $event, Context $context): void
{
foreach ($event->getRecords() as $record) {
$body = $record->getBody();
// TODO: Do interesting work based on the new message
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$logger = new StderrLogger();
return new Handler($logger);

& #EH Amazon SQS fifi & 853 1T Lambda BBt AL B I B kW

UTRBREIRRT IMARNERKE SQS ASIHEAHE Lambda BRI ER 0 #EAL BB AL, ZEEITE
e SRS HEAL BRI K, HIER Lambda FEERHXLEHE R,

EHATF PHP # SDK

® Note
EBEEZHERER GitHub, ELREFEROFEEFEXRTRERE , H 7THRAOMGTRE
Miz1To

& {EH PHP 34T Lambda SQS #t4h B I B kK.

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
<?php

use Bref\Context\Context;

use Bref\Event\Sqs\SqsEvent;
use Bref\Event\Sgs\SqgsHandler;
use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler extends SqsHandler

{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)

{
$this->logger = $logger;

/**

* @throws JsonException
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* @throws \Bref\Event\InvalidLambdaEvent
*/
public function handleSqs(SqsEvent $event, Context $context): void
{
$this->logger->info("Processing SQS records");
$records = $event->getRecords();

foreach ($records as $record) {

try {
// Assuming the SQS message is in JSON format
$message = json_decode($record->getBody(), true);
$this->logger->info(json_encode($message));
// TODO: Implement your custom processing logic here

} catch (Exception $e) {
$this->logger->error($e->getMessage());
// failed processing the record
$this->markAsFailed($record);

}
$totalRecords = count($records);
$this->logger->info("Successfully processed $totalRecords SQS

$logger = new StderrLogger();
return new Handler($logger);

records");
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MIRZA 2 T EHF PHP 9 Amazon SDK

AEBRROATERBE , UMEA EHT PHP 89 Amazon SDK ARAS 3, ANEHBREASFATE
BIRZAR 2 AR 24k

(® Note

FEAIEQWEREHRAESN (B $result = $client->operation($params); ) MARA
2 BIRRA 3 HARUE , XHABEFRIRFER,

F)

fRZ< 3 EA T PHP B Amazon SDK X% T N it SDK KyZhae, BEMFESHEF, B, AREMNN
BR R, REESENRARIE PHP FREFTMBIEXE 1,

MRZS 3 A BRLEFTIhEE 2
M 3 WX SEA T PHP 89 Amazon SDK &1& PSR-4 1 PSR-7 7/ , S /5 EEiZSemVerkr .

Ht @ e e

- BTHEXBRSEFRITANPREGRS

« RENZRITE , ATERIRER

- BEBEIEUATHAMNERN D TEX RPEWHSE JMESPath
« B 'debug' EEETIEMER

SEH HTTP 2
o BRIAERA Guzzle 6 XiX1ER , BtEX# Guzzle 5,
« E cURL AATAMNMRERAFA LT EZHBALLTE,

- HXEREN HTTP L EBEF,

RHHER

« Waiter Mo B EEZTEEhEEtw A REFEA,
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http://php-fig.org
http://semver.org/
http://guzzlephp.org

ERATF PHP & Amazon SDK R4S 3 F A& ARIERE
« £/ Promise MipRIEF JEIERL TERE.
o AT HAIHRAEFERIMEE,

BEiRr#A 2 BAFREZA ?
SEHT T TR KB

FRTESERARER T HRBI

- FRTEGUMEFE PHP 8.1 REL L, AIABEHAMEFTRTEINBHER LK.

« BACHK SDK AR NEH Guzzle6 (H5) , BRMET SDK ARBBRSLEERNKERE HTTP &
Fimk, Amazon Guzzle WEHMASIA T —RIH , SERLSIER, UK HTTP LER
F. PSR-7 &, EHEBMWMESE,

« 3XH PHP-FIG (psr/http-message) B PSR-7 @ EX T AT R HTTP ¥R, HTTP lgRZFFHH
O, URLsXEEZEORFAIESMN Guzzle EAMW , T5H#A PSR-7 WHMREFETEE,

« Guzzle B PSR-7 3531 (gquzzlehttp/psr7) £ PSR-7 gt O , RiEMETEANENE
B, FRITEIM Guzzle 6 YEBRAERE LKBX N EFS,

 Guzzle By Promises/A+ X3 (quzzlehttp/promises) RH A T EBH Guzzle EAK , IR HE
BHRLSERMNDBEREFNED, B Guzzle B Multi-curl HTTP A BREFHASI T ATFRLIER
FIERRE 110 HE | BZHA4EIRMTEZTERPHTRENED, BXESFAEE , FSHEH
F PHP #J Amazon SDK 7 3 ##J Promis es.

« SDK #fEf JMESPath(mtdowling/jmespath.php) 8 PHP SIIRIE#tAws

\Result::search()#MAws\ResultPaginator::search()FENBEERRE L, BXREZH¥
WMIER |, FSH EAT PHP B Amazon SDK kx4 3 FHIJMESPath &R,

DU 5K 12 44 X 49 I AR A8 12 T

MBEMEMBSHEFHEHIE , FIEE 'region' M 'version' &M, KA 2 ERT
PHP # Amazon SDK , 'version' @52 AIEH , B 'region' A&, EMRAE 3 F , XFENE
M RLEN. BEEAXFMNED UL RBIERERBH APl FRAERF Amazon XiF, ZH##H API
RIS FTEY Amazon XIBAITAN , ERARHFERNENEECH , BNEAURERENEAENR
B3R,

Sl 2 BAREzL ? 705


http://php.net/manual/en/language.generators.overview.php
http://guzzlephp.org
https://promisesaplus.com
http://jmespath.org/
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® Note
MRERKOFTARN APl IRA |, RERN 'version' #IIRA 'latest's BR , BRINBIWE
HIEFRBERRE APl A5,
HIEFERSZEMNE Amazon b XH A A, BOUSEXEHMES |, RITHAXEHGIR,
NFReg@ET LN LKL IHT RIRHEARS ( HI20 Amazon Route 53 F Amazon
CloudFront ) , BRHHLEFiwm , HFRHEENXEHIREN. Amazon ldentity and Access
Managementus-east-1

/A Important

SDK X BHESZXEE~in , EMNAARBEEN G TSRREMRNSE (eregion) FERD KE
TEH Amazon Xigl, XEFEFIRMIAEANXERHATF IRWERBRMN region ETE
EH,

£ FfE B T & P w3k AL

MM 3 F &AM T PHP 8 Amazon SDK |, SRl{LE PN AERKE TEL. BRFEFEA factory
KEFEAREF RIS , MERE 2 PEEA new Fik.

use Aws\DynamoDb\DynamoDbClient;

// Version 2 style
$client = DynamoDbClient::factory([
'region' => 'us-east-2'

1);

// Version 3 style

$client = new DynamoDbClient([
'region' => 'us-east-2',
'version' => '2012-08-10'

1);

(@ Note
MAERA factory() AERNEFHXHL, BXMAEEEHWFA.
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EFimiE 2B X

MRS 3 AR E P IREL BRI SRS 2 4B EA T PHP 89 Amazon SDK EZ& b, BxmMAXEMNE
MR | 52 EHAT PHP 89 Amazon SDK k2~ 3 WELE UM,

/A Important

FERA3IH | 'key' #l 'secret' TEERBRINNVENED , BRI LMERN 'credentials’
RN — T #ITIR B, RIIXHEMNER2—R7 THEEF KA G Amazon FEiEE YRS 5
fATE I B .

Sdk X &

MARZA 3 5EA T PHP B9 Amazon SDK 5| A T iZAws\SdkXI 47 E#Xd K Aws\Common\Aws., Sdk
NRAERNEFHRI K ATERZ/IMEFPHRNAEREILR,

FRITEBRA 2 FHY Aws RE—PMRSEMR ( EARSBEFFHAE KM ) |, MARA 3 FRY
Sdk RERIRE A TE IR EZF F iway — MK,

Sdk HRUAXHEF LK TEBURAN 2 HEANEENHFER. ERHEEKNE Guzzle 3 WIFER
X, Eede, TAAEFTHAERIETERE , BBESEEEA Sdk KF#HIT T IEF,

BT —EAPIER

AT RERGEF X TEITHN API BELERN SN — , 5@ ElastiCache, Y5 RDS
Amazon Redshift IEER L API R L8 MTAETE,

fHlan | ERRAS 3 FiE A Amazon RDS DescribeEngineDefaultParameters4s REE B3 — N %%
“EngineDefaults” 7T%&, EMRZA 2 FRB L TE,

$client = new Aws\Rds\RdsClient([
'region' => 'us-west-1',
'version' => '2014-09-01'

1)

// Version 2

$result = $client->describeEngineDefaultParameters();
$family = $result['DBParameterGroupFamily'];

$marker = $result['Marker'];
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// Version 3

$result = $client->describeEngineDefaultParameters();

$family = $result['EngineDefaults']['DBParameterGroupFamily'];
$marker $result['EngineDefaults']['Marker'];

UTRELZIXE , EERALT2E28ERE (ETXNESHEM) -

« Amazon ElastiCache
 AuthorizeCacheSecurityGrouplngress (CacheSecurityGroup)
« CopySnapshot ( tRE )

» CreateCacheCluster (CacheCluster)

» CreateCacheParameterGroup (CacheParameterGroup)

» CreateCacheSecurityGroup (CacheSecurityGroup)

» CreateCacheSubnetGroup (CacheSubnetGroup)

» CreateReplicationGroup (ReplicationGroup)

« CreateSnapshot ( tRH )

» DeleteCacheCluster (CacheCluster)

» DeleteReplicationGroup (ReplicationGroup)

« DeleteSnapshot ( 1RE& )

» DescribeEngineDefaultParameters (EngineDefaults)

* ModifyCacheCluster (CacheCluster)

» ModifyCacheSubnetGroup (CacheSubnetGroup)

» ModifyReplicationGroup (ReplicationGroup)

» PurchaseReservedCacheNodesOffering (ReservedCacheNode)
* RebootCacheCluster (CacheCluster)

* RevokeCacheSecurityGrouplngress (CacheSecurityGroup)

« Amazon RDS
» AddSourceldentifierToSubscription (EventSubscription)

- %X DBSecurityGroupingress ( DBSecurityZ¥4H )
- & #|DBParameterd ( DBParameter4 )
- £ #| DBSnapshot (DBSnapshot)

ERT-LAPIER 708
» CopyOptionGroup (OptionGroup)
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#]2 DBInstance (DBInstance)

#12 DBInstance ReadReplica (DBInstance)

B DBParameterd$4l ( DBParameter&4 )

B2 DBSecurity®#4l ( DBSecurityEf4 )

£ DBSnapshot (DBSnapshot)
#|ZDBSubnet# 4 ( DBSubnetE 4 )
CreateEventSubscription (EventSubscription)
CreateOptionGroup (OptionGroup)

flBx DBInstance (DBInstance)

fil B DBSnapshot (DBSnapshot)
DeleteEventSubscription (EventSubscription)
DescribeEngineDefaultParameters (EngineDefaults)
&2 DBInstance (DBInstance)

18 DBSubnet# 4 ( DBSubnetB4 )
ModifyEventSubscription (EventSubscription)
ModifyOptionGroup (OptionGroup)
PromoteReadReplica (DBInstance)
PurchaseReservedDBInstances % 1T ( E & BDBlInstance )
EJ3 DBInstance (DBInstance)
RemoveSourceldentifierFromSubscription (EventSubscription)
DBInstance A DBSnapshot (DBInstance) X &

X & DBInstance ToPointinTime (DBInstance)

#44 DBSecurityGrouplingress ( DBSecurity&$4H )

* Amazon Redshift

* AuthorizeClusterSecurityGrouplngress (ClusterSecurityGroup)

« AuthorizeSnapshotAccess ( 1RER )

CopyClusterSnapshot ( 1RE& )
CreateCluster ( 58 )

» CreateClusterParameterGroup (ClusterParameterGroup)

FURTEAPIER

CreateClusterSecurityGroup (ClusterSecurityGroup)
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CreateClusterSnapshot ( R )
CreateClusterSubnetGroup (ClusterSubnetGroup)
CreateEventSubscription (EventSubscription)
CreateHsmClientCertificate (HsmClientCertificate)
CreateHsmConfiguration (HsmConfiguration)

DeleteCluster ( 523 )

DeleteClusterSnapshot ( 1RE& )
DescribeDefaultClusterParameters (DefaultClusterParameters)
DisableSnapshotCopy ( £& )

EnableSnapshotCopy ( & )

ModifyCluster ( ££8% )

ModifyClusterSubnetGroup (ClusterSubnetGroup)
ModifyEventSubscription (EventSubscription)
ModifySnapshotCopyRetentionPeriod ( £ )
PurchaseReservedNodeOffering (ReservedNode)
RebootCluster ( 58 )

RestoreFromClusterSnapshot ( £& )
RevokeClusterSecurityGrouplngress (ClusterSecurityGroup)
RevokeSnapshotAccess ( TRER )

RotateEncryptionKey ( 58 )

2 M BR Enum &

HA1EMIBR EAF PHP 9 Amazon SDKKRZA 2 F#9 Enum 3£ ( 4]20 Aws\S3\Enum

\CannedAcl ) . Enum BF R TEIN API FHEHKE  HPEGENEERRERSHENEA

Bo ATXEMERBETE— API AW , BAIER , AJses PHP REXEFHR , Rt HATEE
FEA  AURMNERZE 3 PHIERT EA7, MSIFRA 3 WHEREFE , URE API RATTRE
ik,

FEEEAXSAE , MAREA Enum XRME ( Hl40 , CannedAcl: :PUBLIC_READ - 'public-
read' ),

EMIBR Enum 3£
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EM BRI T EE

BNEETEMER Enum FEXCUNERER , IR T BIMBRFHmEZRREFEENBARESE (Fiw
Aws\Rds\Exception\{SpecificError}Exception) . BRERBESIXNREKRBTFAAN
APl RAR ( BIRATRERZIL ) o B, U EEZRBEEREASIAFENTEIR , ANMERE 2 B
BHRELRTTE,

BYHERENMNRESHWBFELERLAELEIR (HI0 Aws\Rds\Exception\RdsException ) . &AL
FRREN getAwsErrorCode() FEEREEANEIRAB. SHINESMETRANREREN , B
FERAFEAITETEMZRANE,

EMIBREEA Facade 3£

ERMA2% SEA T PHP 89 Amazon SDK , H—1\¥Laravelld K WEMIHEE , ©AFRIBAZAwsE
k2 FenableFacades )N ERFZEFA WM ESTT R, LLIBERTFE PHP R{ESXSR , RINE—F
LZEMELE R MIhEER M, ERAE 3 PELMBER T ILIhEE, EM Aws\Sdk IRFAREF IR R ,
HEHAENREH , M2,

7 W ax BV IE R

/]

HIRRA 2 AT PHP B Amazon SDK B — N &R ERF W IRE. SENRATERTRER. &
MNKEIRSE , RRENTBRE , ANERB[R2REENMERNBEE, MREFELERNEME ,
QR B BT TR R

/N

HEMRA3H , 2R TEHRTIENREE. SNINARKL , B2 RITEERE. X&
BERINR , MARBEIE,

™

RO IER4

=]

AR RBIER T EMRAS 2 MARAS 3 FHEH %R S3 ListObjects BENTRER , NBRT I T
TEERRBNTRE L.

// Version 2
$objects = $s3Client->getIterator('ListObjects', ['Bucket' => 'amzn-s3-demo-bucket']);
foreach ($objects as $object) {
echo $object['Key'] . "\n";
}

// Version 3
$results = $s3Client->getPaginator('ListObjects', ['Bucket' => 'amzn-s3-demo-bucket']);
foreach ($results as $result) {

// You can extract any data that you want from the result.

EMBRBATESL 711
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foreach ($result['Contents'] as $object) {
echo $object['Key'] . "\n";
}

Paginator REH —fhsearch() 5% , AL EFEAIMESPathRIAX FERE M ML REFIREIK
.

$results = $s3Client->getPaginator('ListObjects', ['Bucket' => 'amzn-s3-demo-bucket']);
foreach ($results->search('Contents[].Key') as $key) {

echo $key . "\n";
}

® Note

TAMPX$F getIterator() 3% , NTMAREINH it BEERA 3, ERMNSMETBR
EE_IJ J’)\{EFH]J A Iﬂo

BRTHZSRBR

EHmME , BRNAAREHR T HSSRLHR (REFRZH  BERSHFEBHEFXNR ) . EMERT —

b
=o0

- BEH:
« Amazon S3 DR FEWNERA AR EE X, Amazon Glacier 7R E4&Et# T TR UE R,
. BIEINZEH Amazon S3 AR URLsEBLHE,

« Aws\S3\Sync @B Z B BN Aws\S3\Transfer
3, S3Client::uploadDirectory() # S3Client::downloadBucket() HEMART
B, BEFEMNET, HSEERT PHP B9 Amazon SDK W7 3 B9 Amazon S3 {& %S 1 85
Y32,

« Aws\S3\Model\ClearBucket # Aws\S3\Model\DeleteObjectsBatch B&#H Aws
\S3\BatchDelete # S3Client: :deleteMatchingObjects(),

« TERMRA 3 AfEA DynamoDB £ FABREFIETNA TR ER T PHP #9 Amazon SDK B§E 3
1.

+ Aws\DynamoDb\Model\BatchRequest T & Z=B E&# N Aws\DynamoDb
\WriteRequestBatch, & DynamoDB WriteRequestBatch B3 4,

BEARTHZERHR 712


https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-Aws.DynamoDb.WriteRequestBatch.html
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« Aws\Ses\SesClient BLAIfEfE M SendRawEmail B{ERTAEX RawMessage B base64

4w,
- CDHIBR :
« Amazon DynamoDBItem, Attribute #] ItemIterator X — ZBIFEMRA 2.7.0 FEF
Ao

« Amazon SNSJHERIIERF —NEECRANEMNRERIE , TEE SDK ER KB, Bt
MBSEEFRXIESIW Phar F ZIP 5 KARF. EALAE Amazon PHP FF & EE EHREIAI]
B,

« Amazon S3AcpBuilder K EMEXXI R EMBR,

L3 SDK X N R A X8 = 451

UTFRGIBTRT EAT PHP #9 Amazon SDK Wi 3 EirA 2 EEAAF XN LN —LEFRRE 4.
7~ : Amazon S3 ListObjects ##/E

SDK ks 2

<?php
require '/path/to/vendor/autoload.php’;

use Aws\S3\S3Client;
use Aws\S3\Exception\S3Exception;

$s3 = S3Client::factory([
'profile' => 'my-credential-profile’,
'region' => 'us-east-1'

1)

try {
$result = $s3->1listObjects([
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'my-object-key'
1);

foreach ($result['Contents'] as $object) {
echo $object['Key']l . "\n";
}

B SDK X FH AR A H A58 R~ 4l 713


https://github.com/aws/aws-sdk-php/blob/3.0.0/CHANGELOG.md#270===2014-10-08
https://github.com/aws/aws-php-sns-message-validator
https://www.amazonaws.cn/blogs/developer/receiving-amazon-sns-messages-in-php/
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} catch (S3Exception $e) {
echo $e->getMessage() . "\n";

SDK hx7s 3
FEX :

- A new JFEFIHEHIE , MAR factory().
« EXHULHEEHREE 'version' F 'region' EI,

<?php
require '/path/to/vendor/autoload.php’;

use Aws\S3\S3Client;
use Aws\S3\Exception\S3Exception;

$s3 = new S3Client([
'profile' => 'my-credential-profile’,
'region' => 'us-east-1',
'version' => '2006-03-01'

D;

try {
$result = $s3->listObjects([
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'my-object-key'
D;

foreach ($result['Contents'] as $object) {
echo $object['Key'] . "\n";
}
} catch (S3Exception $e) {
echo $e->getMessage() . "\n";

A~ : Amazon S3 ListObjects #4E 714
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Tl EPMLEE 2 RERENEF ik
SDK hR7s 2

<?php return array(
'includes' => array('_aws'),
'services' => array(
'default_settings' => array(
'params’' => array(
'profile' => 'my_profile’,
'region' => 'us-east-1'

),
'dynamodb' => array(
'extends' => 'dynamodb',
'"params' => array(
'region' => 'us-west-2'

)I

);

<?php
require '/path/to/vendor/autoload.php’;
use Aws\Common\Aws;

$aws = Aws::factory('path/to/my/config.php');

$sqgs = $aws->get('sqgs');
// Note: SQS client will be configured for us-east-1.

$dynamodb = $aws->get('dynamodb');
// Note: DynamoDB client will be configured for us-west-2.

SDK hix74s 3
FEXH :

« M Aws\Sdk £ , MF 2 Aws\Common\Aws,
® 5&%@3%3(14:0 {Eﬁﬁ_éﬂgalﬁo

R ROHLEE 2 RRENEF N 715
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o EXRBHLEARIEZEE 'version' &I,
« £/ create<Service>() A% , M= get('<service>'),

<?php
require '/path/to/vendor/autoload.php’;

$sdk = new Aws\Sdk([
'profile' => 'my_profile’,
'region' => 'us-east-1',
'version' => 'latest',
'DynamoDb' => [

'region' => 'us-west-2',

1,

1);

$sgs = $sdk->createSqs();
// Note: Amazon SQS client will be configured for us-east-1.

$dynamodb = $sdk->createDynamoDb();
// Note: DynamoDB client will be configured for us-west-2.
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WZz<M FEATF PHP B Amazon SDK

=&Z2M—ER Amazon Web Services ( Amazon ) WEFRZE, R Amazon BF |, BFENETRH
ERSHELLHREPUHERMITENHEPONAELENDZ LR, TE2EN A HEEHEE Amazon
W, REAEEXNEERNENLZLENEFHNREM,

=EE — Amazon BRI EIT Amazon =HREENWMERSHWEMEN , HAEBRMHATULZLFER
MRS, BRITNZEREREHRZE Amazon , fENAmazon EMITRIN—EH , FE=FFitIHELHN
HAEIERMNZ SO E W,

TREE — ENREHEEAN Amazon REUREMARRE , STEHEABBME, ALNER
KA R ERFEM,

£

- FRHBERY EAT PHP & Amazon SDK 7S 3

- SOMEREE

o AULHTEA MR Amazon P~ RRRSF

- ALEBEFHE Amazon FREHEF

- FURHEMIEHEZSE Amazon = BHES

- Amazon S3 MBEFHIEE (M V1 B V2) FEAT PHP B9 Amazon SDK k7 3

« Amazon S3 MEEFwmiER (M V2 E V3 ) ERATF PHP B9 Amazon SDK k7 3

P HTFERP EHT PHP 89 Amazon SDK k7~ 3

Amazon TEHEEN EATRF FHEIE. NAERFR Amazon , ARRPEITHEANETNEIR
EH %249 Amazon Web Services = BATEFNEEEHEMEN LHRNBTHEE, BEATEFR
£/ Amazon Web Services fi$ MZ 2B EBENEEES., AXBBERIMNESEE , ESHTEH
XERER.

HFHEERPEH , RINEUERI Amazon Web Services i &EUE H £ Amazon IAM Identity
Center 2% Amazon ldentity and Access Management (IAM) iR EMNABF. X#& , 8MNEF RIRE
THIEREMENNRER, FEWUEBEUTARRFEHIE :

- NBNKFERAZSESHBRIE (MFA) .

« AT SSL/TLS 5 Amazon ®#REE. RIMNERFEA TLS 1.2, BiUEA TLS 1.3,

BiRR =17


https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/programs/
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/legal/
https://www.amazonaws.cn/legal/

EAT PHP ¥ Amazon SDK M7 3 FF & AR IERE

- ERAI&E API #A F35E3I B & Amazon CloudTrail, B CloudTrail IREREIR Amazon SEZHHY
£8 , 52 (Amazon CloudTrail BF 1) RHEAR CloudTrail %o

- £/ Amazon MEHBBERSE BUAREPHFIERIAR L4 Amazon Web Services BR% .

- FRABREELZZRKRS (H110 Amazon Macie ) , ©B BT ZIMRIF Z447E Amazon S3 A BIRR
« MRIETE Amazon BE R TITRED API #ITHRIFEELT FIPS 140-3 BIEAYINBER | EEA
FIPS i R BXTHAMN FIPS HRMEZEE , 5N (EERIBEELLEIRA (FIPS ) 5 140-3

M) https://www.amazonaws.cn/compliance/fips/o

BARWEY RN EEERBBRER (BTN E FERMibi ) RAGERBHABRNXEAFER
(MEBHRFER ) . XBEEREFEE. APl Amazon SDK Amazon Web Services RS /A ERA T
PHP # Amazon SDK M7 3 s E iR AH 18R, Amazon CLIFER T AL B HE RN X AT E
PRANTABBERTELATIH RSO AL, UREOAIRSFRMM URL, BRIEWETER
M BEEIEERRBIUEX Z RS RN ER,

B RpRERE

Amazon Identity and Access Management (IAM) Amazon Web Services fR% AIHBIEE A 24 i
Fl3F Amazon BIR A ENR. 1AM B G R GE T AT HSORIE (2% ) IR (BNXR ) F£4
Amazon &R, ZAILAER IAM Amazon Web Services IR , TEXFENETEA,

=

F

KK

2

- FRASHHITHEHRIE

- EARKEEH

- B1ES % Amazon Web Services fRS £/ IAM

« [BFHEE Amazon & ik B AR

X

& 53X Amazon Identity and Access Management (IAM) 28R E , E4EUR T EFF#gH T/E
Amazon,

BRSSP - R & Amazon Web Services fRS 825 IE , NENEE RSN EIRHMMEMNEILN
MR, HLREFAEZ Amazon TIEERER TIERT |, IRATREEEFINNNER, 7THMMAEEY RINRE

B4R & 718


https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://www.amazonaws.cn/compliance/fips/
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BTFEREEREREEWNR, MBRETEHRFMIIEE Amazon |, 55 REHEE Amazon 514
FiF B PBR S Amazon Web Services RS S EEFERANAFEE,

RS EER-MREAT LT Amazon &R , WATEEHB T2 HENR Amazon, B TERHEER
9 AR S5 A P RLi5 [R] BRLE Amazon THEERIBRIR. ARG , B0 IAM BEEARRIERAEXNRSHAFH
R, BEFZAELNERUTH IAM HEXELS. BiEd 7T HEW L TMAERA IAM Amazon
S % Amazon Web Services fRS BIEE AN A F B,

IAM EER : IRER IAMEER |, BuEFETHNMEERKUEEN Amazonty i E) X RAY#
WMES, EEEFLETLUE IAM FEAM Amazon ET FPHEERH] , 538 Amazon Web Services
RS EBEEFERNAFIERE,

£ & 02 1T & IR AIE

BHRIERE Amazon FH B MREIEEZN AR, B4 1AM AF B 43 1T 5 MK U Amazon Web
Services lKFHRAF , AFEIEFE IAM BE2H#1TEHRIT,

N FwIEIAE , Amazon 12 SDK # CLI R ERBITMBZ LR, BXEZEL | H5S5H (AM AR
B8 HMERT APl BRI AmMazon LB MK 4,

Amazon Web Services Ik 1R~

B2 8t Amazon Web Services IKF |, BE2B —18 R Amazon Web Services Ik root i F7 1Y & %
5% , 2B/ AT LA RIFFE AR Amazon Web Services fB% &R, RITBIBWTFEFHR
AFR#ITEERES. EXEERAFPKIENMES , #2058 (AM AFER) PWEEEF P EIENE

Fo

RE &40

FEARESXEK  ERAXRAFERAESNREBNEKS 50 KIES 8 Amazon Web Services &S5 £
& BHEBREAT R

RESMREXREENEIE R, Web HARRMHEAI AT Amazon Directory Service , 2% Amazon
Web Services RS EAXRBHFRENERHTHENAF. RESORATRERNEENAE,

IAM A P &F4A

IAM AF ZRENMARABRNAERFEERSENRN —1MNE40, BN FEAIGREIE , MIEEFKIAEILE
BIAM BF., BXEZEE , BSH IAM AFRERETNERALAFPFERASHRESNEE B HRIE
= BE Amazon i F I BsHE BB 1T AR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_sigv.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
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IAM (HIEE—4H IAM AF , ETERMMN KRERAFP#HITNRERE, BXEZELR , 558 (AM A
FIERY M IAM B EREA,

IAM B

AM AEREERENRNSH , TREKNEIE. SUUEIMNAFTRE IAM A6 (BFE ) R
@M Amazon CLI & Amazon AP #EERRKAEE. BXEZEERE , BZH (IAM BFigm) $#rviE
FABHNEE.

IAM B&XFERREAFEE,. met IAM BFRR, BIKFiGE, BRS G RILAKRTE Amazon EC2 Lia
THRARFEEER, BEXEZER , 558 (AM AFEE) B8 IAM R R EIK P &R

£ SR E 1 ]

&AL Amazon B3 62 K e 5 2T N2 Amazon H AR FERZEHE PR HRINR, KBEXL TS
B O WARKKEIHNR, Amazon EEFHARHFERMTERILER R, KSEHERBEEL JSON X
By Amazon FEXFEEH. BX JSON RBENHENESEE , S0 (IAM AFER) S8 JSON &
B R

EEACRARE , B E A E AT BT LS4 TR BLER RN THREREREEERTNIE R
Ao

MIANBERT , AFMARXENR. IAM EER 6 IAM REFRERMIZAGH , REAFATLEE
EXLEAG, IAMRBEEXNER , SHTREMANG EELX.

|dentity-based B

Identity-based KEEZEMMB G0 ( AP, A=A ) B JSON XPRERE XY, XL REKIEH 0T
DHATH LBRE, NBLEFFRRTUREFLAZGETHIT. ETHNAVNEETSHNEKR , ES5H
(AM BFiEm) PMEAEFAEBRRIKE L BENL IAM R,

Identity-based K& Al AR ABREE ( EEBRAZIENFHH ) HEERE (MRS FORMIUE
B ) o BETHROAERERBMABRERE 2 BRITER , H2H (AM AFER) PHERERRS
NER R B 2 BT

Resource-based B

Resource-based &K g 2 &M i E) & IRAY JSON KEEX i, RHISTHE IAM B EEEEKEEFM Amazon S3
FHAERE, EXFETERNRBNERSY  RZSEERATUEACIIREFSERRENIFRE, &
MR R T RIRORBE P IS E K,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_groups.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
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Resource-based K& 2N TIZBRFZ PRI WK, ETEEETRRENWEKBEHFER IAM FH Amazon
KEXRBE,

HEEFIFIR (ACL)

EEFIFIR (ACL ) EHIMLEHE (KFARA, AFRAE ) ARLARK. ACL SETHIRAE
BESREL , B EMAEM JSON R g,

Amazon S3 #l Amazon VPC Fi2 % # ACL RS ~¥l, Amazon WAFE T f#HX ACL WEZF
B | 55 # (Amazon Simple Storage Service F & AR IER) BT EIEHIFIR ( ACL ) B,

HREgRE
Amazon XIFHMRMRE  XERMRETLIREEE LN RBRBE R FAIRANR :

- NRBR-EBETEMHNRBIURT IAM ZEHNHEANR. BEXEZELE , B3R (IAM AF
R HHY 1AM SRR R

- PREIEHIZKRE ( SCP ) — $8E Amazon Organizations AL AL B THRANER, BXESZE
B |, 2 (Amazon Organizations A $58) YRS IEHIK

- RIREFIREE (RCP) -RENKFHPERENFAARANER. BXEZEE , 2 (Amazon
Organizations AFER) PR EIREHIFKE (RCP)

- 2ERE -ENACIREAFCRGNSER , FASBRENSRER, BXELER B
7 <IAM AFEE) PRLIEERR,

S REERE

HAZNRBEMNRBEEA T —MERE , ERNNREMERNELER, BT HREL R SRR
24T Amazon BEREB A IER , HSH IAM AP ER PR RETEEE,

1®4E 5 3% Amazon Web Services BRS /8 IAM

E42ME 7 #E{7 Amazon Web Services RS ERXZE IAM TheE | ESH IAM BFERF NS IAM
it & A Amazon RS .

E T #E{1E IAM # Amazon Web Services IRSS ERFEN , BSHMEXBRESH AFERE) NZ

£E9,
B BHEZE Amazon B R 15 R AR
FERLTEERSEB B2 MNIEEEFEH Amazon F 1AM B AT EB RIHYE I A1 &,

18465 % Amazon Web Services RS /8 1AM 721


https://docs.amazonaws.cn/AmazonS3/latest/userguide/acl-overview.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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£

o BREREATNERITERYAE Amazon

« HRFIIAIT iam : PassRole

- RAEATFRIUNABH AIEA Amazon Web Services K T EKE Amazon &R

REREUL T ERITRIE Amazon
MREWEERET |, WAETRRTREMRME |, WAREH R UAFRATIZRME,

% mateojackson IAM AP ZRAFERAEGEHAEETEXREM my-example-widget BRIRNFHAEFE. |
BARREEN awes:GetWidget WMRAT , &K £ LT RHEIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
awes:GetWidget on resource: my-example-widget

FEHRBERT , BHEH mateojackson AFMIER , UATFER awes: GetWidget BAETAE] my -
example-widget &R,

MBBEEHB , FIREREWN Amazon BB A, FHNEEARRMEEREILIN A,
RN IT iam : PassRole

MR RURE —MEIR |, RPBLBTINIT iam: PassRole B4 , MIAMEHEBRUA T LS ABES
# ., Amazon

AL Amazon Web Services fRS5 RIFEFNAABEAEL LIRS , MARUEFNRS A SRS
XA®, Nt , BLAMEERACLEERSHINR.

L& N marymajor Y IAM AP 2 ER RS A& AmazonFHITIRER , 2 RENTRAIER. B
=, BELAERRFSACHRTHNRT AIHTIEE. Mary FTEARARELEIIRSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , XMEH Mary BYREE L L b 4T iam: PassRole #1E,

MREFEHD , THRREN Amazon EE R, ENEERARRHBZEZRIENA,

BB EEZE Amazon &4 i 8 R 722
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KR8 AR LA A A Amazon Web Services K~ 15181 KRB Amazon &R

ZAOB—1MAGe , UEAMKFPHNAFIEALNANARTUERZAGKIL RSN TR, &7
DEEH#EREY , AURARE, X TXRHETHRFRNRBERIGEEHFIER (ACL ) BIRS , BT
£ X LR BE O] A R RT3 889 R IRV U5 R Ao

ETHREZER , BZRAUATHREA :

- ETHER Amazon XFXLEINEE , S FERESE Amazon Web Services BRSS A IAM,

- BT FNMAREISIRE AR R R Amazon Web Services IkF |, S8 IAM A F{ER
# @238 Amazon Web Services 1K 9% —1 IAM AP =5 R R,

« BT A5 = AR EH BRI RESE Amazon Web Services Ik, iI§5 5 1AM A 18
B EE=AREGRNE. Amazon Web Services ik F

- ETHNMES S HERERIERMFRNR , F2H (AM AFER) PHAILINTSHRIEN
AP ( BRBRERIE ) REHRRER.

- ETHEAACNETRRNRBEIHTEKFFRZBENZES , §5H (AM AFER) F8 1AM
R B P R .

HULHTEN MR IE Amazon = RBIRS

ETHRESETEESMITYNEE , 3 HAmazon Web Services BRS “” Amazon Web Services R
% FH “BEMITRIR 2 HSEE” , RFEREBMXBHEMITRI. Amazon Web Services RS Bx
—REER , HSRaMNIT,

O LA TEHE =S FitkeE Amazon Artifacte BEXEZEE |, HSRFH “TEHIRE" Amazon
Artifact,

EIEBEH Amazon Web Services RS I EATEEUR T RN BBEHNBRMYE., RTINS E IR
URERRERINEN, BXREEFEANNEARTENEZEE Amazon Web Services RS , 52
FAmazon &4 X4,

R Amazon = mBRFEN HXFHMEE Amazon Web Services (Amazon) REERE D BT EE,
BX Amazon REZ£EE , S RAmazon REEZE XM HEMEMITRE Amazon #l TIESEE A
B Amazon BB

Hi EEH M Amazon = RBIRSE

Amazon £ ERE R % i 2 E %5 Amazon Web Services X8, A A X #IEH
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/security/
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://docs.amazonaws.cn/security/?id=docs_gateway#aws-security
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
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Amazon Web Services Xif 2N EREMNEENTAX  SETARESKERE, SFHEM
B E TR P EIERE,

MATAK , BRI MBREETAX ZALTHI B SMARMEBNNARFNBEE, 545
HNENRS I REROEMIREMAL , TAXERESHN TN, RERINTT BiE.

BX Amazon XM AXWEZELR |, 55 EAmazon £ EREMIZ 5,

X Amazon = mE RS E S XM 4EE Amazon Web Services (Amazon) fREEF/ D EFZEER
BXx Amazon RFEZ£ER , BZHAmazon RFEZE£XETEMEMITXE Amazon #l THEEE R
B Amazon fR%

NI REAREMIREZ S Amazon = REURS

A Amazon FRBRRESFEAEERS , Rt Z E Amazon £2EMELZ LR, X Amazon T2 R
SR A Amazon RFEMIREHEER , §ZHAmazon %%, EFAEM LTSN RESEK

SRiZITIEM Amazon 338 | 1§50 S Amazon ecurity Pillar Well-Architected Fram ework H#9 Eitii%
HRF

O LAEF Amazon EX M EY APl B ABEN MG R It Amazon = mEBERS. BERFBAMTIFUTH

<

=

- RREREMDI (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,

- BEERLMAERE (PFS) WZRBEH , 0 DHE ( BEH ) = ECDHE ( #E th4k T E Y Diffie-
Hellman ) . Diffie-Hellman KA ZHIMRRLE ( W Java 7 RESERA ) BRiFXLERX,

A, RIERFREZES ID N5 IAM EERBRHUBZFRIBARITBERFITER. HEF , EALUEA
Amazon Security Token Service ( Amazon STS ) £ K IREt Z & FIERNBFERFITEE,

X Amazon = BERRS BN H X4 E Amazon Web Services (Amazon) FREZBED E=EER,
BX Amazon RFR£LEER |, HZMAmazon RFEZENETEMEM TR E Amazon A TESEEH
I Amazon BB
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https://www.amazonaws.cn/about-aws/global-infrastructure/
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://docs.amazonaws.cn/security/?id=docs_gateway#aws-security
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/security/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/STS/latest/APIReference/Welcome.html
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://docs.amazonaws.cn/security/?id=docs_gateway#aws-security
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
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Amazon S3 MNEZEEFwmER (M V1 EV2) EATFT PHPH
Amazon SDK hRZ~ 3

(® Note

MREFEAHZ Amazon S3 INEE P iR AR 2 (V2) , HBBRETBEIRA 3 (V3) , B
FAmazon S3 INFHE FimE®E (M V2 El V3) ERATF PHP B Amazon SDK 7 3,

WEBANE T WAE R FFREF M Amazon Simple Storage Service (Amazon S3) INZ & P iw#Y ARAS 1
(V1) EBERAE 2 (V2) , HERNARFEEN IR IERH TAM,

SR
HEBSNFENRE :

1. EFUEE P IRGREEFE. 85, N EAT PHP 89 Amazon SDK W E EFRAIEBEINA
BEh, XATWE VI NERRFEBBEZHTN V2 ZEREHEEANNR, NEEHWMNAREFERAZAN
Amazon SDK , N2 83t A K=/ SDKo

2. RMBAMBESWEBE V2, —BFFE VI NEES HHERREER | RO GRE MBAR
BESIREBIE EI V2 R
EHIMATF wmREETER

V2 MEZBZFFIHERIBRAZEFRIAIIFEANZE L, TBNE-—SPR2EN VI BEREFRENIRH
SDK fiA&, ERILERE , BFUNARFN V1 BEFRIRFEBHEEH V2 IBEFRENZNTR, X
EAT PHP 89 Amazon SDKINBNEERAK , TS5 TXHEMAE R,

Upgrading & A F PHP # Amazon SDK & 3

MRA 3 2 SEATF PHP B9 Amazon SDKIIE&FTIRAS, HAERMRA 3.148.0 S E S RAH aws/aws-
sdk-php @FEETR LT,

PN
Ap

X

Cls
\N
al

P
IR

S FEH Composer SRZZEMIE , £ Composer 347 | ¥ SDK @ E#H F| SDK #Y 3.148.0 R4S |
1T

7 I:Iig LXTﬁ%O
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composer update aws/aws-sdk-php

£/ Phar = Zip XH#ITLE
FRUTHEEZ—. BHELGEEHN SDK XM ERBAEME , ZMEH require IBAHEE,
N FERA Phar XHREZENIE | § FEHEEFHWIXH : aws. pharo

<?php
require '/path/to/aws.phar’;
?>

XTEEA Zip XHERLZENTE , FTHEEMRAXMH : .

<?php
require '/path/to/aws-autoloader.php';
7>

MNBEMBEZRRF wEBE V2

EHMEIRMREGTRMBRNG , BN ARFERE V2 NENBERE iR, ATIRERT
A0ART B T 3 RS M VA EBEI V2,

EHE V2 B RV ER

1. TR Amazon KMS Bl £ T &%

F|S3EncryptionClientV2: :putObjectMS3EncryptionClientV2: :putObjectAsynciE
F, Amazon KMS % £t T X REZAEXNHXBKKA , LHRFERBMEIINZ £ T3 aEt T4
., Amazon KMS MMIRAFEEHM E T3, M AT LMREZEEHA,

2. @SecurityProfile &% %] S3EncryptionClientV2 HHY getObject #
getObjectAsync F3EH, @SecurityProfile 2iX4% getObject... FEMNHFAESHK, MR
RERN'V2' , MABEMEZLL V2-compatible MBI R, RS HIRE RN ' V2_AND_LEGACY ' ik
AVFF LA V1-compatiblel& N IMBH XN R 1THE, EXRFIB , B 1 @SecurityProfile RE N
'"V2_AND_LEGACY', 'V2' RATFHMARFF X,

3. ( W% ) ¥ @KmsAllowDecryptWithAnyCmk a8 &%
S3EncryptionClientV2::getObject M S3EncryptionClientV2::getObjectAsync*
methods. A, FMT —NE N eKmsAllowDecryptWithAnyCmk HEFISH. FUSHIZER
true , AIETRA KMS ZRNBR THITHE. BIAMEN false.
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https://docs.amazonaws.cn/aws-sdk-php/v3/download/aws.phar
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4 BfER V2 BERHHTHES , MRKFT eKmsAllowDecryptWithAnyCmk SEIRE RN true , MR
F "getObject..." HEAA , BHA KmsMaterialsProviderV2 ¥EEREIRME kms-key-id,

st it

w1 ERE V2 B R

Pre-migration

use Aws\S3\Crypto\S3EncryptionClient;
use Aws\S3\S3Client;

$encryptionClient = new S3EncryptionClient(
new S3Client([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => 'latest',
D
);

Post-migration

use Aws\S3\Crypto\S3EncryptionClientV2;
use Aws\S3\S3Client;

$encryptionClient = new S3EncryptionClientV2(
new S3Client([
'profile' => 'default’,
'region' => 'us-east-1"',
'version' => 'latest',
D
)7

R~ 2 : £ Amazon KMS # & kms-key-id

(® Note
XLERBIERETRE 1 PELNSANMEE, B0 $encryptionClient,

Pre-migration
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use Aws\Crypto\KmsMaterialsProvider;
use Aws\Kms\KmsClient;
$kmsKeyId = 'kms-key-id';
$materialsProvider = new KmsMaterialsProvider(
new KmsClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => 'latest',
D),
$kmsKeyId
);
$bucket = 'the-bucket-name';
$key = 'the-file-name';
$cipherOptions = [
'Cipher' => 'gcm',
'KeySize' => 256,
1;
$encryptionClient->putObject([
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
'Bucket' => $bucket,
'Key' => $key,
'Body' => fopen('file-to-encrypt.txt', 'r'),
1D;
$result = $encryptionClient->getObject([
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
'Bucket' => $bucket,
'Key' => $key,
1);
Post-migration
use Aws\Crypto\KmsMaterialsProviderV2;
use Aws\Kms\KmsClient;
$kmsKeyId = 'kms-key-id';
$materialsProvider = new KmsMaterialsProviderV2(
new KmsClient([
TR 728
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'profile' => 'default'’,
'region' => 'us-east-1',
'version' => 'latest',
D,
$kmsKeyId
);

$bucket = 'the-bucket-name';
$key = 'the-file-name';
$cipherOptions = [
'Cipher' => 'gcm',
'KeySize' => 256,
1;

$encryptionClient->putObject([
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
'@KmsEncryptionContext' => ['context-key' => 'context-value'],
'Bucket' => $bucket,
'Key' => $key,
'Body' => fopen('file-to-encrypt.txt', 'r'),

D;

$result = $encryptionClient->getObject([
'@KmsAllowDecryptWithAnyCmk' => true,
'@SecurityProfile' => 'V2_AND_LEGACY',
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
'Bucket' => $bucket,
'Key' => $key,

D;

Amazon S3 MNEZEEFwmER (M V2E V3 ) EATFT PHP H
Amazon SDK hxZ& 3

(@ Note
MREFERABHR Amazon S3 MNFEFF WA 1 (V1) , MAMETBRIRAE 2 (V2) , RiE
FHEBBIMRA 3 (V3), BZHAmazon S3 MBEF T (M V1 B V2) ERT PHP 1
Amazon SDK iR 7~ 3,
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2R E ST QAR R B R AR R ML B 52 1] 32 77 6% BR 5 (Amazon S3) Simple Service M % = ik #Y AR
K 2 (V2) EBEIRA 3 (V3) , HBRMARFEENIBIRFHNITAME., A& 3 5| A 7T AES GCM
DR BARBENAERE , LUTRRS MR EBEERAEER,

EBBR

EB D RNANE

1. BN EEFEFPHRLUEIEF KRN, 8% , N EAT PHP 9 Amazon SDK B E EFIRAZBE 2R A
BFED, SATIEN V2 NBRREFIHBZH VIZEFPHBEEANNR, NESHNARFEEASZAN
Amazon SDK , NI A3 H K FA SDKo

2. BMEMNBBREFIREBE V3. —BENME V2 MERFHEBEEIFEN , ERALUGIRER
MEMBEZEFiRIBEEB V3 RA,

R V3 S

Amazon S3 INEZF RS 3 lREIATHIURB R EEINEE | AR RBNTRAREEEN AES
GCM, THXEBENTHRIEIBEXREE,

A HUR
AR R BRGNP U FE AN M R B R A (B AL B R A ARG o ARAS 3 R T =N SRARIRT
FORBID_ENCRYPT_ALLOW_DECRYPT

MFETH - FRRAABER A MEN R

RETH AR ERASTEABRARERTNENNRETHRE,

REFNE  WERBEANFTNBONREHRTRARE  STR2ATFEIBEENR. NEFES
V2 B iR RIERE N AE B/ R LR

FRASTRAME - FRE V2 M V3 SR AR ENE LSRRG hI R A T R
REQUIRE_ENCRYPT_ALLOW_DECRYPT

M#ZTH  FEHALG_AES_256_GCM_HKDF_SHA512 COMMIT_KEYE X EBZ4AFRIZEHNN R
T2,

BETA AP EANTEAZARERITINENNREITHEE.
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SEMF PHP ) Amazon SDK WA 3 FF R AR ISR
2 LEBAFTMENNREMX TEBNZ2M  ANRETERAEGNROED, XEX
2‘7?& TR R HEEF R
MRAFRAEM AR IMBANRAGEH V3 MEHH V2 KIEEL,
FIRERED  EEALRXEZE , FRAAEZEREMENRNEHRHESARE V3 HEH

H V2,
REQUIRE_ENCRYPT_REQUIRE_DECRYPT

MZ{TH : EHAALG_AES_256_GCM_HKDF_SHA512_ COMMIT_KEYE &N BB Z4ARERIIT Rt
1T,

BEZTRH  AARTEBEHAZHARNBINR. REZARBMNBHNRELEZBE

Ze2ZM  ZRBKBIBRFMBNRZBZAEREREABSRINZ2E. REEMENRBETE
¥ Ja = {6 i LL SR DA f6E P BRI

RAREN : B V3 RUFREALEK, S EMALRBER V1 5 V2 MEX S RW.

IBEZEN  AAECSKEBEIBHERABZARRENMNEMRIANR2E , T NEMALRK
B

A X EAIEN AES GCM

A RE R AES GCM (ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY) &% 2 V3 5| Af —
MEFHMEE L , AR LERERAERNE.

ZeMigE BB SN HFRERPHERMNZRN
& , ALG_AES_256_GCM_HKDF_SHA512 COMMIT_KEYBsLEBIEZ4AME N, XA AR Lt E TR
FZNEFERTRNBERY K XU SBENBERRER,

MRAFAMY  EAMBHNITRALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEYR@E®ES V3 F
Amazon S3 INF#BEFF IR V2 SM#HITHER, VI BRFIRLTERZEALEEMBHNN R,

/A Important
HREXR : B AMNEZHALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY ( f£H
REQUIRE_ENCRYPT_ALLOW_DECRYPT = REQUIRE_ENCRYPT KR ) , XRHERTE
FEREMENRNEF RS HARE V3. REHARAERIENSBEAZHAAENBHXY

HEE V3 WS 731
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EHNAEEF wmLUEEEE

V3 MEFEFRER BRANEF RS IFNNBREZNZARRIIE IBNE-TRT V2 BER
PRI &RHAY SDK IRA, RIS RE , EHNNARFN V2 FFRNEGBZR V3 NEE S
mMNBNXN R, BEXBHEZELFENFMAEE , HSHETX EAT PHP 89 Amazon SDK,

¥R H LR SDK ARA

BERRTERE |, B4 FERaws/aws-sdk-phpEE V3 IR E iR X FHN SRR BREE,

M Composer &%

Xt FE Composer ZZEMIE , i51E Composer X4 fF SDK B EFH EIZRFIRAH SDK , AFE
TS,

composer update aws/aws-sdk-php

£/ Phar = Zip XH#ITL%E
FRUATHEZ—. BEYLFEEEHMN SDK XHRERBAEMNE , ZMEH require IBAHEE,

NFEA Phar XHRZENTE , B TTHREEMHXH : aws.phar,

<?php
require '/path/to/aws.phar’;
7>

NFER Zip MHERLZENTE , ETTHEEFNXXHEF -

<?php
require '/path/to/aws-autoloader.php’;
?>

HE., RENDENRERF

EH SDK G , EFMEHEHNBELNNARSF , UBRMEAGHEAERNNRE, IR T
RIEH V2 BEF iR AT BUREA V3 BRRMEBENNREXEE,

BRBAANINENBREFHELETNNARERF, EHEFNENBRZET M REIBE V3 28l , HHER
R REFHFAARGIEEEH.
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https://docs.amazonaws.cn/aws-sdk-php/v3/download/aws.phar
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HEE  FRIIECHMABRFEESNATURZIAENR , A AEEERERHRIXAHIHE R, XA
ik SDK EMEM W H B BN ARFEEZFRAT —MERNER.

MNBEMBEZR S iwEBE V3

EHEFRMREGETINERRNE , EUUHNARFEH N V3 NENREZER P ik, AT RAEER
BT AR R V2 TR E V3,

EA V3 INHBEF i

V3 Bl A TiZS3EncryptionClientV33H#KmsMaterialsProviderV3EUR T V2 &R, V3 1
FEXHET :

« V3 fffKmsMaterialsProviderV3 ( 5 V2 #HE ) , EERZRAPHXNRNSRIEMBZE LT
X, GetObject

« V3 5| AT AR REEREFMBANBEZETH.

R ER KMS &M V2 T8 E| V3

Pre-migration (V2)

use Aws\S3\Crypto\S3EncryptionClientV2;
use Aws\S3\S3Client;

use Aws\Crypto\KmsMaterialsProviderV2;
use Aws\Kms\KmsClient;

$encryptionClient = new S3EncryptionClientV2(
new S3Client([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => 'latest',
D
);

$kmsKeyId = 'kms-key-id';
$materialsProvider = new KmsMaterialsProviderV2(
new KmsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => 'latest',

1,
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$kmsKeyId
);

$bucket = 'the-bucket-name';
$key = 'the-file-name';
$cipherOptions = [
'Cipher' => 'gcm',
'KeySize' => 256,
1;

$encryptionClient->putObject([
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
'@KmsEncryptionContext' => ['context-key' => 'context-value'],
'Bucket' => $bucket,
'Key' => $key,
'Body' => fopen('file-to-encrypt.txt', 'r'),
1);

$result = $encryptionClient->getObject([
'@KmsAllowDecryptWithAnyCmk' => true,
'@SecurityProfile' => 'V2_AND_LEGACY',
'@CommitmentPolicy' => 'FORBID_ENCRYPT_ALLOW_DECRYPT',
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
'Bucket' => $bucket,
'Key' => $key,

D;

TRHE (EEREHREMN V3)

use Aws\S3\Crypto\S3EncryptionClientV3;
use Aws\S3\S3Client;

use Aws\Crypto\KmsMaterialsProviderV3;
use Aws\Kms\KmsClient;

// Create V3 encryption client
$encryptionClient = new S3EncryptionClientV3(
new S3Client([
'profile' => 'default'’,
'region' => 'us-east-1"',
'version' => 'latest',

D

RENREE - WLBE V3 -
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);

// Create encryption materials
$kmsKeyId = 'kms-key-id';
$materialsProvider = new KmsMaterialsProviderV3(
new KmsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => 'latest',
1,
$kmsKeyId
I

$bucket = 'the-bucket-name';
$key = 'the-file-name';
$cipherOptions = [
'Cipher' => 'gcm',
'KeySize' => 256,
1;

$encryptionClient->putObject([
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
'@CommitmentPolicy' => 'REQUIRE_ENCRYPT_ALLOW_DECRYPT',
'@KmsEncryptionContext' => ['context-key' => 'context-value'],
'Bucket' => $bucket,
'Key' => $key,
'Body' => fopen('file-to-encrypt.txt', 'r'),
1);

$result = $encryptionClient->getObject([
'@SecurityProfile' => 'V3_AND_LEGACY',
'@CommitmentPolicy' => 'REQUIRE_ENCRYPT_ALLOW_DECRYPT',
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
'Bucket' => $bucket,
'Key' => $key,

D;

Post-migration ( B XBAER V3 )

use Aws\S3\Crypto\S3EncryptionClientV3;
use Aws\S3\S3Client;
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use Aws\Crypto\KmsMaterialsProviderV3;
use Aws\Kms\KmsClient;

// Create V3 encryption client

$encryptionClient = new S3EncryptionClientV3(

new S3Client([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => 'latest',
D)
);

// Create encryption materials
$kmsKeyId = 'kms-key-id';

$materialsProvider = new KmsMaterialsProviderV3(

new KmsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => 'latest',
1,
$kmsKeyId
I

$bucket = 'the-bucket-name';
$key = 'the-file-name';
$cipherOptions = [
'Cipher' => 'gcm',
'KeySize' => 256,
1;

$encryptionClient->putObject([

'@MaterialsProvider' => $materialsProvider,

'@CipherOptions' => $cipherOptions,

// Use the commitment policy (REQUIRE_ENCRYPT_REQUIRE_DECRYPT)

// This encrypts with key commitment and does not decrypt V2 objects
'@CommitmentPolicy' => 'REQUIRE_ENCRYPT_REQUIRE_DECRYPT',
'@KmsEncryptionContext' => ['context-key' => 'context-value'],

'Bucket' => $bucket,

'Key' => $key,

'Body' => fopen('file-to-encrypt.txt',
1);

$result = $encryptionClient->getObject([
'@SecurityProfile' => 'V3',

III)’

R MEZEMBER T IRITBE V3
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// Use the commitment policy (REQUIRE_ENCRYPT_REQUIRE_DECRYPT)
// This encrypts with key commitment and does not decrypt V2 objects
'@CommitmentPolicy' => 'REQUIRE_ENCRYPT_REQUIRE_DECRYPT',
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
'Bucket' => $bucket,
'Key' => $key,
D;

V3 EERXZ :

« £/ KmsMaterialsProviderV3 f{# KmsMaterialsProviderV2
 ZeKmsEncryptionContextZHMARputObjectBIEFTLFR
 ZeKmsEncryptionContextS 83 FgetObjectBERR R ML , ©NRIERMEMN MR LT
EEEXNRPHME LT XHETE,
 ZESecurityProfileS ¥z Hl v LAfE Z ML IR AR AR, 1RIE ' V3_AND_LEGACY' AXFHETEH
BJiEEY V1 # V2 INZREI T R
« Z@CommitmentPolicyZ ¥z Hl L IRIER FE K, B
IE ' FORBID_ENCRYPT_ALLOW_DECRYPT '} X7 E % HA BB IEAE I E X R

H R
STRGIERT V3 R AR RELT , XA U B SR B RARAMETR,

BRI &

EXBEESD , BUEEEMREA Amazon S3 IMEEF K V1 5 V2 IMEH T R,
Z@eSecurityProfileSEIRHIEHY V3 B F i 0] LA AR 28 WL N 25 MR AR

At ERALEE : SENNARFEEIRRA V1 5 V2 BEFRNZFHXNRE , B
F'V3_AND_LEGACY'Z2EENXH. EXBHE , HENEEEPESERFIBMER R |, XTiE
MBEL

use Aws\S3\Crypto\S3EncryptionClientV3;
use Aws\S3\S3Client;

use Aws\Crypto\KmsMaterialsProviderV3;
use Aws\Kms\KmsClient;
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$kmsKeyId = 'kms-key-id';
$materialsProvider = new KmsMaterialsProviderV3(
new KmsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => 'latest',
D,
$kmsKeyId
);

$encryptionClient = new S3EncryptionClientV3(
new S3Client([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => 'latest',
D
);

$bucket = 'the-bucket-name';
$key = 'the-file-name';
$cipherOptions = [
'Cipher' => 'gcm',
'KeySize' => 256,
1;

// Decrypt objects encrypted with V1, V2, or V3

$result = $encryptionClient->getObject([
'@SecurityProfile' => 'V3_AND_LEGACY',
'@CommitmentPolicy' => 'REQUIRE_ENCRYPT_ALLOW_DECRYPT',
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
'Bucket' => $bucket,
'Key' => $key,

D

@SecurityProfile ZHEZUTE !

e 'V3' (BIA)  NERARPAREBRZER V3 BT R
e 'V3_AND_LEGACY': BZMEA V1, V2 5 V3 INBHXTR
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/A Important

EREIBRHCER VI EFMBMENRG , MlERiZeSecurityProfileS = FH
A, VI'LBREAREHESZS M,

BLEFES A

Amazon S3 IIEZFF IR A BT AR A A FENZETHE  FRENRNABERLFHERNES
MR, ZeMetadataStrategyZHiRHI6E A MR FME 5 *,

Rt E AL ELE : ' INSTRUCTION_FILE' EEERBEREBINRTHTBEHAER THBE AR/ NREIITR
RIfEA. £ 'METADATA' ( B\ ) HITERLNIE , EXHHBBEHP , MBBABIEATUFEEN RS
i,

use Aws\S3\Crypto\S3EncryptionClientV3;
use Aws\S3\S3Client;

use Aws\Crypto\KmsMaterialsProviderV3;
use Aws\Kms\KmsClient;

$kmsKeyId = 'kms-key-id';
$materialsProvider = new KmsMaterialsProviderV3(
new KmsClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => 'latest',
D,
$kmsKeyId

);

$encryptionClient = new S3EncryptionClientV3(
new S3Client([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => 'latest',
D
);

$bucket = 'the-bucket-name';
$key = 'the-file-name';
$cipherOptions = [

'Cipher' => 'gcm',
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'KeySize' => 256,
iy

// Store encryption metadata in a separate instruction file
$encryptionClient->putObject([
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
'@CommitmentPolicy' => 'REQUIRE_ENCRYPT_REQUIRE_DECRYPT',
'@MetadataStrategy' => 'INSTRUCTION_FILE',
'@KmsEncryptionContext' => ['context-key' => 'context-value'],
'Bucket' => $bucket,
'Key' => $key,
'Body' => fopen('file-to-encrypt.txt', 'r'),
D;

// Store encryption metadata in object headers (default)
$encryptionClient->putObject([
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
'@CommitmentPolicy' => 'REQUIRE_ENCRYPT_REQUIRE_DECRYPT',
'@MetadataStrategy' => 'METADATA',
'@KmsEncryptionContext' => ['context-key' => 'context-value'],
'Bucket' => $bucket,
'Key' => $key,
'Body' => fopen('file-to-encrypt.txt', 'r'),
D;

@VetadataStrategy ZEIEZLATE :

« '"METADATA' ( BRiA) : FZETBTFEFMEEXN RN TBIERLH
« '"INSTRUCTION_FILE': MiNFABEFHETEREEZNEMIES MR .instruction

® Note

fEFRT ' INSTRUCTION_FILE' , W EZAABIN AES GCM E AR HTINNRF |, BHLEH
FERPWEN, FH 'METADATA' EREZEE NN R ENXFPEFANRIP FZ R,
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FERAF PHP 89 Amazon SDK R 7~ 3 B9 % I (7] 8t

&P LR LAE R R0 7

EHATF PHP # Amazon SDKfE A RS R FMzIZS magic _ call() FEMIT APl RE, EATBLFE Web
RS EF IR AP SR EZEFHRENIE S EZNTEIIR,

iBZ] cURL SSL IERERIRIAZEAT ?

MREE cURL M SSL W CA 4 EESH , FREC2REMRE, EFRSHF LY CARAR ,
IE#EM cURL M5 TEEFTRY CA 40 , RIARR LR,

HIAMERT , AT PHP B Amazon SDK A 4mi1¥ PHP ELER CA B48a, EA LK
openssl.cafile PHP .ini BEIRE (IR NEE L CA XHMWER ) , E PHP FHAERIA CA
$a,

Z P imiR A ERLE API ARAR ?

BIEEFinA AARM version &I, EENEF WK APl XA E :aws-php-class:<index.html>
PR T AA APl HRAH SR, MRETEMRIEE APIRA , e EEEH EAT PHP 1Y
Amazon SDK B &I &8,

Bl LA N version'BL EERMEFRFE latest , MERAFFImH APl REHER KRBV ZFH A AP
MR ( BRiA api_provider 213 X T EEM src/data BEFRREHK API BH ),

/A Warning

BB UEEFNARFPEM latest , EANEIEE APl BRI X TEEHIRERA
SEENEFNRARFERR,

& P um iR TR LR XS RY AR AN 2

BIEE IR ERM region X , FHAFAEEIEE. BXTH Amazon Xigiflis 2%k | 5
¥ Amazon Web Services —fi§Z&#& H# Amazon [Xig# % =0
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http://www.php.net/manual/en/language.oop5.overloading.php#object.call
https://docs.amazonaws.cn/aws-sdk-php/v3/api/index.html
http://curl.haxx.se/docs/caextract.html
https://docs.amazonaws.cn/general/latest/gr/rande.html
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// Set the Region to the EU (Frankfurt) Region.
$s3 = new Aws\S3\S3Client([

'region' => 'eu-central-1',

'version' => '2006-03-01'
D

AT ARTE LA TEES 2 GB WXHF ?

R PHP MEBHRAAZANZXS | i‘F%SIZ""EFH 32 (B , AT PHP 9 Amazon SDK F&3%7E 32
AR ( WALFTIEM AR EE CPU, BERL. Web [REE5M PHP —##IX# ) FERLERES 2
GB B3, XB—1NENH PHP @&, % F Microsoft Windows , R PHP 7 BIRA X1 64 U &
8

BWMBASRERMSEH 64 1 Linux &% , Blf0 64 2 Amazon Linux AMI , A EZEZIFRAR PHP,

BEXEZER , HSH PHP XX/ : IREE,

I EE BB LR RISV EIE 2
EALER P IHIAER R ER debug ET , RGWHES , P SEBLLBLEOMIE, R

BINRA true , RITHFTEGTER, KENMEER, BRIINMERARLENFTIELERGS
RiEts STDOUT, HASEERLE AN ERNVEIE.

$s3Client = new Aws\S3\S3Client([

'region' => 'us-standard’,
'version' => '2006-03-01"',
'debug’ => true

1);

AR ERREEEIRA ?

Ba LU B E X B EERMNE Aws\HandlerList % Aws\CommandInterface
Aws\ClientInterface , NIRFBRERMEERE, LT ROIBRT WAER Aws
\Middleware: :mapRequest #EBITEF F AR N4 E Amazon S3PutObject ¥R X-Foo-Baz
FR&,

BXEZER , 2/ mapRequest,
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http://www.google.com/search?q=php+2gb+32-bit
https://www.amazonaws.cn/amazon-linux-ami/
http://docs.php.net/manual/en/function.filesize.php#refsect1-function.filesize-returnvalues
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WA N ERBERER ?

&Er]E A SDK Y :aws-php-class: SignatureV4 class <class-Aws.Signature.SignatureV4.html> SR£+XY
—AMMEE :aws-php-class: PSR-7 request <class-Psr.Http.Message.Requestinterface.html> &,

B R EHRT PHP B9 Amazon SDK A 3 k4% B E X Amazon CloudSearch iHigkRE®E , 7
FRIRIESR EMN BRI,

MAEREG T ZIEHRGT ?

BRI LU B E X B a4 NE Aws\HandlerList 2 Aws\CommandInterface BJ Aws
\ClientInterface , EAEBTZIIERT T AT RABRTUAELEGSZEIREFMNBEE
N oS8, ERMERINET, tRGI6EA Aws\Middleware: :mapCommand & BIREF 3%

BXEZEER , iB5E mapCommand,

ft £ 2 CredentialsException ?

MR EEFEHAAws\Exception\CredentialsExceptiondt&Z EMAF PHP B9 Amazon SDK , iX
RERBZEANF R IEGRMEMEL , BT EZERRPRIEL,

MBEG—NEEZIENEFLREFL , MEBERXRNITRFZREN , FAITEEGLZRATHREILE. TE
AoRE—EHENTELTE  AETHREHEEEXHEIE (RELYEER Amazon EC2 £4i E12
), MREFEBERMERTEZRBEIE , FL5I K Aws\Exception\CredentialsException,

MRFIXFER  BFEFEAXMEREEXHEIL , NEEWBRIEZEIT SDK B9 Amazon EC2 LHIE &
TEYH IAM B,

MREBEIXMER , AFFEEAXFEEXHREL , UFENFTRIESRFELINEIL.

BEXESEER , 521 EHAT PHP 89 Amazon SDK ixZ 3 BY4EiF,

EAF PHP 89 Amazon SDK 2&&HF HHVM ?

;E%HE PHP # Amazon SDK B BIFA7E HHVM Liz17 , # B HHVM R AERIE L RBEBEIRRZ
, FTEZIF HHVM,
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https://github.com/facebook/hhvm/issues/6807
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IN{AIEEF SSL ?

FEFIwI] HER scheme S8R nttp” , TEEH SSL, BHFLEE , AT RAIERSHBXF
http ThlEl, &S Amazon Web Services —#8Z#& FH Amazon XEFflinR , 7THRXE, mKRMX
BHRNBIR,

$client = new Aws\DynamoDb\DynamoDbClient ([

'version' => '2012-08-10',
'region' => 'us-west-2',
'scheme' => 'http'

1);

/A Warning

5 TCP Mt , SSL EXFBERFEEFMNE , TREREFFEN TCP WEAHEES |, FHit
B/ SSL Algea/MiEiR A tteE. ERA SSL i , BRARRENMERFEIFTaME., &8
F SSL 2l , BBIFRAERRERBE , LAIRIBE W KTEREE R B,

HI AT R ZE AT ?

PHP 5|ZMRBIFEBNIEE , s REMER, MRSHSTEAEMRAERN PHP HEHR
B, R2BIXMHER.

MREEIFENEIR , FRERS , WRAEBZ SDK Y &A T PHP 8y Amazon SDK Mg Zs 3 fYER
MEW,

R4 Amazon S3 BEF ISR ESRER gzipp HITEAEI X4 ?

— % HTTP AT , BIEBIAN Guzzle 6 HTTP A EBREF , EBRIAMBER T K2 E 4589 '@ R 1E
X, AL decode content HTTP EIIRE N false , BEX—1TH. N THREHE , LEIAET
ERE  BRMNBINEE SI B BRIIZERANEHEE,

&2 decode_content , TR H A A B30 LK R,

mn{AIZE A SSL? 2


https://docs.amazonaws.cn/general/latest/gr/rande.html
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WA 7E Amazon S3 FEAEF XX E?

B LRSI KRB ContentSHA256 SEHEE N Aws\Signature
\S3SignatureV4: :UNSIGNED_PAYLOAD , EAIEXEE., AE&EMAT PHP B9 Amazon SDK¥F#E
38 % R 1 A B ¥R “x-amz-content-sha-256"#x B 1IE SR H

$s3Client = new Aws\S3\S3Client([
'version' => '2006-03-01',
'region' => 'us-standard'

1);

$params = [

'Bucket' => 'foo',

'Key' => 'baz',

'ContentSHA256' => Aws\Signature\S3SignatureV4::UNSIGNED_PAYLOAD
112

// Using operation methods creates command implicitly
$result = $s3Client->putObject($params);

// Using commands explicitly.
$command = $s3Client->getCommand('PutObject', $params);
$result = $s3Client->execute($command);

M EIR7E SEAT PHP 89 Amazon SDK 4N BRI H R ?

EAT PHP #9 Amazon SDK#J RetryMiddleware A EIRTH. X TF 5xx HTTP BRE 854 171R
ARE , FARITEELEFR 500, 502, 503 # 504,

REIRFEHL2HTER , 17
RequestLimitExceeded, Throttling., ProvisionedThroughputExceededException, Throttl
M BandwidthLimitExceeded,

EAT PHP B Amazon SDK R EH A RRFIEHERERBNBHELEN. MH , FIERSH
RINERTHYEER 3, RE Amazon DynamoDB EE R 10,
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mAEEFHRRENRE ?

BT ERT PHP 89 Amazon SDK BEE XK Exception ELA | 84 Amazon REFFiHEHSE
B REE | ZEYEKE AwsExceptionAwsException, A LABIES T 5% Exrrors 32 I HE 4 E
F API IR , BEEHARNES EAHIRER,

iy getAwsErrorCode()Aws\Exception\AwsException A& IRRBER.

$sns = new \Aws\Sns\SnsClient([
'region' => 'us-west-2',
'version' => 'latest',

1);

try {
$sns->publish([
// parameters

1);
// Do something

} catch (SnsException $e) {
switch ($e->getAwsErrorCode()) {
case 'EndpointDisabled':
case 'NotFound':
// Do something
break;
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RiE TR
AP KRS
REHE —NHZAN API IRA | EBFTAARAIE RHBLERENSHENR. API RAXAERLU T B
BN, fHlan , Amazon S3 WEFT APl FRA N 2006-03-01, BLEFEFImNRE |, IEERA,
el
EPHENRATRITRSWRE, FAITEGHFIEFENEBURSHE I RNNNEFERNR, &
WNREEERGEE——FNNNEZ, EFREREFR , 2 Rthe section called “BIEE Ak

FEF R,

DA
AR T

BN REFBRENRIT, HBIRBE HIERIPOFIRRMITRSIREN , FFoEZLEBEGSX
R, JLUFEAZF®N getCommand() FEHBRGTENR , WMEFRAFLXIETHNSRINEE , W
HEBFBRNLLLE, BEXEZHFAEE , EFSR EHAT PHP B Amazon SDK 7k 3 By ar & X
EX- B

WIBREF
LEEFRE—MNETEMBEREFGRERNERNEE, LEBEFBELE HTTP B3R, LEBRE
FoHEPEHARK , AE8RmITH, ABEFE—1EE , ©EF Aws\CommandInterface

Psr\Http\Message\RequestInterface , }IREA Aws\ResultInterface HITHE Aws
\Exception\AwsException R M#KIELH Promise,

JMESPath

JMESPath 2 —# 4343k JSON BIENENES . EAT PHP 8 Amazon SDK £/ JMESPath
FIANEW PHP HIELEH . JMESPath RIAX AIEREBET Aws\Result 7EA T Aws
\ResultPaginator # search($expression) XK,

o &)

FEGR—RBENEREE , INEHTSHNITARTER  HERAE T —NVLERRF, F
B 4B EEZ Aws\CommandInterface # Psr\Http\Message\RequestInterface , ¥}
IREIF Aws\ResultInterface #fT=E Aws\Exception\AwsException R R mKkIE4 Y
Promise,

BR1E

B R RS API SBEERNAEMNMRE ( 5EFATF DynamoDB Y CreateTable. &MAF Amazon
EC2 #9 RunInstances), AT EBH , BENENBRSHEF RN RIAAERBEMRNEER
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WATIRIE, MITRIESRAER HTTP BRAREERS URBTELL, XFPHMTRENTRETT R
TEEET TN REN.

Paginator

L& Amazon RFBIELD T, HUBMNERHITIMRL, a0, Amazon S3 B ListObjects
BE—REZREERE 1000 MR, WEBRESTREASHE (HRiE ) SBRAHEBLFR , AR
RENERE, Paginator EFATESHN—TIEE , RYLRENHERE , FHFXAREBER
Wi ER 2 T APl, AIEEEFIRE getPaginator() FZBEEAN]. BXEZHMAER |, iF
21 5&A T PHP 89 Amazon SDK 7 3 1 #J Paginator $¥§®.

Promise

Promise R RRFTRIEMNBELRER, 5 Promise RKEWNFTEHFRXNEREIH then 5% |, ZHF N EAM
ElE L W Promise IR KX E R T E1T1Z Promise IR HE
X 13

— I HE N B XA FXERS . SMXKENRSTERAEIENRSURL, BTRDERAERF
PEVBIRIER. MERFFmARE , EEHXE , MEFRXIESHENZRSFERAN KR
SDK

‘FRAITEIT—HBAERNEA T PHP 19 Amazon SDKE , A48 Aws\Sdk 3 (XX1% ) , £
BURSHEFHBNROI . BAETLBEN Sdk XKEH—ENATHEMBENFIEEFRAR
WEREEE,

RS

Z R {EfT Amazon BRZ ( #1310 Amazon S3. Amazon DynamoDB, Amazon OpsWorks & ) B9 —
AR, BUBRFSEFATESHHE - IHNENEFHNREZG—NMHZN AP RE, BHRS
B NREMEEHRE APl, — N2 NMXEIFXERS,

Signature

BATIREN , FATIESFEAELNEICIZERNEFER, ZRZFEENRIZE , AEBLE
EHER, EEZERARIESHK , HERALIEFREENEIEBHHNTT,
Waiter

Waiter B A TE QTN —FIEE , FREBEERNHLBERTRFTRSHABELARLLEERLA —H
MR RLHIRIE, HIE , Amazon DynamoDBCreateTable BEAMNENKENEA , BEHHEZER
ARFESEF/LYH. T Waiter JLLE—BEEFE R FHEABERS ( B RENEL A TRAR
). AIEAEFHN waitUntil() FEHR Waitero BEXEZFMELR , HSH ERT PHP
# Amazon SDK hxZx 3 RHY Waiter 8,
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