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sso_session iRERIEFIIEEMN sso-session i, Zsso-sessionZpHBERB3 Amazon 171H]

NP 2ENRE,

[default]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole
region = us-east-1

output = json

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://provided-domain.awsapps.com/start
sso_registration_scopes = sso:account:access

Amazon &M T Ruby ¥ SDK EFEM@EH N ARF RN gem ( flalaws-sdk-ssoFaws-
sdk-ssooidc ) BDEJ £/ IAM & 130 5 B RIE,

B3 Amazon FEITF &%
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MREESISHEEMRIANBEEXHRE , WEEMEA --profile EMXRFARZGT. MREN
SSO THRHERFEEEFEAEEMNEENMH , WaswSH aws sso login --profile named-
profile,
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aws sts get-caller-identity
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MRLFREIN , WXL THBELSREHRE config XHHEER IAM Identity Center Ik
NIREE,

(® Note
MREBBZLXE—NERH Amazon HE[TFLiEH Haws sso loginlEfEiE1T , MEFRMH
EiE.

BRIABRAEQIRTEARTF Amazon CLI FHRIEHNEIE. BT Amazon CLI R7EEA T Python
#) SDK 2 L2 , Rt REE st @Ebotocore A A,
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XRubyGems, Amazon &M F Ruby #J SDK XRAER(LRIT , HHAUT 2RI Amazon Web
Services B, B/ aws-sdk Gem B K , RERIRAEZFE—NZ /A,

MBI ZE M Amazon Web Services RS BERANER. BAIHB N likeaws-
sdk-service_abbreviation , EE%|&RA[1E Amazon SDK for Ruby BiR XX #H# “SiFM RS &
R E, Hlan , BF5S Amazon S3 BREXREM Gem AIE#EM aws-sdk-s3 3R,

Ruby xR E 25
BINBWTAEFARS Ruby , MEFERAWN TR Ruby IRAEESS :

« RVM

* chruby
* rbenv

fltn | tNREERHE Amazon Linux 2 BERS , WA LERAUTHSER RVM , 51 H T AH Ruby
A, REEBFEFEREAT Ruby B Amazon SDK #1TH A MR, FIEHRIE Ruby lRAR 2.5,

rvm get head

rvm list known

rvm install ruby-3.1.3
rvm --default use 3.1.3

“ A B H

Bundler
WMRREA Bundler , MFEALT @S LEERT Amazon S3 # Ruby S Amazon DK gem :

1. %% Bundler #6822 Gemfile :

$ gem install bundler
$ bundle init

2. fTIFtIZEGemfiledy , AR RERFERANEN Amazon RS Gem Fil—gemiT. ERR
Amazon S3 REIFHITRE , BRFUATITRIMEBISTHIERSS -

gem "aws-sdk-s3"
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3. 1RTFE Gemfileo
4. LRI Gemfile FIEEMMKIIIN :

$ bundle install

F &R T Ruby B9 Amazon SDK ¢ ZfE &2 N HEF

£ AEMA T Ruby B S Amazon DK @ B S3 TNMNEMF., LT RHIERT Amazon S3 7F&#EH 51
Ko

wmENB
SHHERR P REATRBE, FXHHEEN hello-s3.rb,
require 'aws-sdk-s3'

# Wraps Amazon S3 resource actions.
class BucketlListWrapper
attr_reader :s3_resource

# @param s3_resource [Aws::S3::Resource] An Amazon S3 resource.
def initialize(s3_resource)

@s3_resource = s3_resource
end

# Lists buckets for the current account.
#
# @param count [Integer] The maximum number of buckets to list.
def list_buckets(count)
puts 'Found these buckets:'
@s3_resource.buckets.each do |bucket]|
puts "\t#{bucket.name}"
count -=1
break if count.zero?
end
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't list buckets. Here's why: #{e.message}"
false
end
end
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# Example usage:

def run_demo
wrapper = BucketListWrapper.new(Aws::S3::Resource.new)
wrapper.list_buckets(25)

end

run_demo if $PROGRAM_NAME == _ FILE__

Amazon & AT Ruby 9 SDK XAKERLRIt , HRAUTH XS Amazon Web Services RS

Z% Gem /5 , Ruby JRX#HTREPM require IBH LS A Amazon S3 fRS#Y Amazon SDK %%ﬂ)':‘
%o BXHHA Amazon fR5 gem WEESIZK |, S H Amazon SDK for Ruby README X #H “X
MRS &R

require 'aws-sdk-s3'
EITRE
HAGSRIRFUET Ruby BF. ATE21T Ruby BFHHEBEGTEER !

ruby [source filename] [arguments...]

EROIRBAEREISH. BETHAB , FESTRRIF TAANTHR

$ ruby hello-s3.rb

Windows A FHE EE
£ Windows L{#f SSL B HZ=1T Ruby RIBE |, BAIRES B I LM T HIES

C:\Ruby>ruby buckets.rb
C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:921:in “connect': SSL_connect returned=1
errno=0Q state=SSLv3 read server certificate B: certificate verify failed
(Seahorse::Client: :NetworkingError)
from C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:921:in "block in connect'

from C:/Ruby200-x64/1ib/ruby/2.0.0/timeout.rb:66:in "timeout'
from C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:921:in “connect'
from C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:862:in "do_start'
from C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:857:in “start'
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core Gem,
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ENR i 2 H Mt Amazon S3 ##1E
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Web Services RS & HiE R,

E @ Amazon Web Services RFE X HER , BUMACEBNEERSZEFik. N TENRKBEANE
A Amazon Web Services fR% , EEEBCHW gem MATEZXEMETAER, BEFIR ARSI LF
BN APl BIELXTF —Fb 5%,

BB SDK THM B EARS , BAREE , —UIBERSEFAHRNTAER. RIECAETEHELR
MRS EF iR , SNEAEREERFSER.

£ A Amazon Web Services BREH T AT |, BAMHEE LR 2 {aE A Amazon #1755 %
R, Bk B EMFE AR Amazon Web Services X1,

Amazon SDK M1 TESEZIEEENE TEIFZ Amazon SDK FENIRE. e EMEREES,

£
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ENEEEE A T Ruby B9 Amazon SDK fRS& F i
ERBHP S Ruby BREE FImBLE Amazon SDK

9 Ruby Amazon Web Services X138 #9 Amazon SDK 3 1TiR B
#F Amazon EfF Ruby ¥ SDK ZiFiR S
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B, AERIRIRENE. HIEMEREEMEXRRTEUTAH, UTRIREERMELRWSGE -

1. ERBAIBRFEFFAHLAS LRENEAERNRESTGRETHMBEMRE,
a. EREZARFIRNERBNEASHBRIEERTES.
b. K& Aws.config FREFELRIBRFRHERE
REQKREIETE,
BEREHE Amazon credentials X,
BEREHZE Amazon config X#,
BT AERERT Ruby B9 Amazon SDK JRRTE A& 5 £ K EMERIAES

.0":“.00!\’

ENEE EEA T Ruby B9 Amazon SDK FRE & F i

HEZHEEREVTUBIREUAN AR RLE, EAFLEEREN  BEENNATENMENARE
Fo REHBEEBRETLLEENIMETE , WA/ IELIMAHEZ Amazon config XHFRE, HE
config XHAIULEF SAEMUMNRE (MANEREXH ) , MEATRAHNKRESINRRETENEE.

HRETEMHEE config XHREE IR , AT7E Amazon SDK MITEZEHE , NTIZHFETE
REESHNARRFZERE KT8,

#HZ# (Amazon SDK M1 TEZE1Er) Tﬁﬁtﬂﬂﬁiﬁﬁbﬁ}iﬁﬂﬁfﬁﬁﬁr X #8418 SDK &
BRFMAEES. BEEE SDK UMK EREREEXHHENTHAAEIRE , H5H (Amazon SDK #
TEZSEER) PHRESE,

E @ Amazon Web Services FRE X HER |, BEARHCZRSTT NN FF K. &0 LARN RS ZF P inbe
BEAIKE , i@, HTTP BEREREREE.

BINRESEFIHEEE— Amazon Web Services XIiZifl —MEILIRMHEF ., SDK ffHiX LEEFE
REBEREZFEBHNXE  HEAEBHNEENBERH#TEZ, EUUERBHRLURESRNBEX
B, L EMINREZER BN,

i
2

ZSDKAE—RIIMK (HKR ) , ELREXEHI (HKRIF ) , AMEKRIBERENE,
1. ERBHPIRFEFAHAS LRENEAEX REDRLE T HEMEMRE.
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https://docs.amazonaws.cn/sdkref/latest/guide/settings-reference.html

Amazon &M F Ruby B9 SDK FRAR ISR
2. MEZE
- BXREBEFETENFMES , 55H (Amazon SDK MITESEER) FHREEE,
« FER , BUUETEEABERN shel REMREE : RER. AFE , URBEELHEXE
%o

3. #ZconfigXHFMcredentials

- BRIEBEXEXHNIEFMAELR , FSH (Amazon SDK MITESEHE) BMWHEZ config M
credentials X4

4. RIS 2ER SDKRRBAFREMNEMARIAE,

- REEM (S XE ) RBMINE. BLAERD, MRIREFHAE config XHFFRBEE
XEEME, MR SDK EEBMATENEE , APl ERESITRSRK.

BT Ruby #9 Amazon SDK HNEZL 2

BR T KZ¥ Amazon SDK XM B SDK SMEF £\ , AT Ruby B Amazon SDK it X 1§ — Lim4F
HEE :

AWS_SDK_CONFIG_OPT_OUT

MRIZE 7 &M T Ruby B Amazon SDK %3 & AWS_SDK_CONFIG_OPT_OUT , MI#=
Amazon config X# ( BET ~/.aws/config) HFA2ATEMAEEE.

AMAZON_REGION

FFi&E Amazon Web Services XiH# AWS_REGION BRI ETE, RAEERMEH AWS_REGION
i, FeREZE

ERIEH A Ruby FRFE FimblE Amazon SDK

SEEERBPLEREN  EETEMNRTEAZRBHNARERFR. EZNARFS , BAEFUT
BEAFX  XAAERFEFHENEBEE. XX —4E Amazon Web Services BR$ KB FTE & F imkY
BE , IXNEMNEERSEFIREFINEE.

Aws.config

ZHERBHPAME Amazon ERMLBEE Aws. config , FFEM aws-sdk-core gem FiRtH £
REE,

EAT Ruby B Amazon SDK &2 £ 12


https://docs.amazonaws.cn/sdkref/latest/guide/environment-variables.html
https://docs.amazonaws.cn/sdkref/latest/guide/file-format.html
https://docs.amazonaws.cn/sdkref/latest/guide/file-format.html
https://docs.amazonaws.cn/sdkref/latest/guide/settings-reference.html#EVarSettings
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-core/lib/aws-sdk-core/plugins/global_configuration.rb
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Aws.config XEAMAEARNIEE. £FBREANAFTE Amazon Web Services RS AR

S, BUUNATRERS. BXIEFENEENTEIR , HS5H (GEAT Ruby 8 Amazon SDK
APl 2%) HH Client Options,

B Aws.config #H{TERIRE

EBEiE Aws.config #ITERFLXMRE , HEAUTIEE :
Aws .config[:<global setting name>] = <value>

XEEENESHETMENENBRISEF,HF,

£RIRERA

Aws.config[:region] = 'us-west-2'

NREZHERATXFLREENRESH , EUBTFZRENBRSZREXFNFL5REIR, W
RREZXMER , FRARETRSNIEE.

B Aws.config HITHRETRFWIRE
EBN Aws.config HITHRETRENIRE , BEAUTIEE :

Aws.config[:<service identifier>] = { <global setting name>: <value> }

I

ﬁ

RESEHEZRSRENMBCRIBNRS T HF,

{GERA T Amazon S3 HYiRE RA

Aws.config[:s3] = { force_path_style: true }

AILAVBEEEEX MIIER T Ruby BIAmazon SDK gem &% , HERAZBRE ‘aws-sdk-"ZENEE ,

¥iR%| <service identifier>. 0 :

o XF aws-sdk-s3 , RERIRRFERFERNS3,
o XF aws-sdk-ecs , REFFRAFEZRFE RN ecs”s
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https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/MachineLearning/Client.html#initialize-instance_method
https://github.com/aws/aws-sdk-ruby/tree/version-3/gems
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73 Ruby Amazon Web Services [X1g B9 Amazon SDK # 1Ti% &

&I LAE A 151/ Amazon Web Services RS E4SE B XEIZEE N AZE Amazon Web Services X
H, EALAFRIETK , ARIEEHBBENNARFEZEENBFRBRENNMNE,

/A Important

REBABEN T 45 ER XIH Amazon Web Services X35 , £ 8 SDK Bt , BHARARIZE
RIZEEFEN X,

&AM Ruby Amazon Web Services X1 #9 SDK i& EBRIAME S 8EA T Amazon iR, BLEBRIANRE
AT AREEXEHWEA SDK RFHERA.

BXEregionRENEZER , 55 (Amazon SDKs M1 TESZE#ER) Amazon Web Services X
FHHH, HPESEEXNAES HZ Amazon configXHHIFE T 218 B BRIAXFH RHI,

FA T AT B9 X 33048 7

FEERA KZE Amazon Web Services lRF 8T , R EREXEH. Amazon EATF Ruby B SDK &2
TR FERXE :

1. ERPIHRE R RN RPIREXE
2. £/ Aws.config ®REXI

3. FANETEREXE

4. FHAHZconfigXHiREB X

AR iE X1,
B MNEERN G EFRNMAREXBHFE A Z.
FHARZE config XHIREX T

BEEHRE Amazon configX#FHiRBreqionFERREXE, AXHEconfigHFHNESZ(E
B #EZR (TEsEER) N (TESEERM) PHHER EAmazon SDKs FERE#H.

£ config XHHiRELEN R

[default]
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https://docs.amazonaws.cn/sdkref/latest/guide/feature-region.html
https://docs.amazonaws.cn/sdkref/latest/guide/feature-region.html
https://docs.amazonaws.cn/sdkref/latest/guide/file-format.html
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region = us-west-2

MRIZE T IHHETE AWS_SDK_CONFIG_OPT_OUT , M| A& EHE config .
FEARETEREXE
BT i%E AWS_REGION HELE ERIZEX T,

M export MSHEET Unix WREZ ( HII0 Linux 5 macOS ) LiRBIFE, T RAFXEZE
A us-west-2,

export AWS_REGION=us-west-2

E Windows FIRBIETE | EFEH set . UTROPFXIFIREN us-west-2,

set AWS_REGION=us-west-2

£/ Aws.config REXIE

B region ERME Aws. config RFERRIREXEF . UTREIEH Aws. config lFHERFER
us-west-1 Xig,

Aws.config.update({region: 'us-west-1'})
& RE JE B 2 RV = P um B TR BB 48 E B bk X
EEFRFFRNRPREXE

EIZE Amazon EFP S ERMZEXE, AT RAITE us-west-1 XigiH 422 Amazon S3 RNt
Ko NIEH Amazon BIRIEREHENXE, BREEFHENREFATEN , Ht@B4MAOE A BIER
HNENMNRFZCE— NN FNEFIE , AERAFTRNEERE— RS A HIEK,

s3 = Aws::S3::Resource.new(region: 'us-west-1')

{5 Amazon & F Ruby #9 SDK Zif {2475

NPT IERE Amazon A AMERAMAENZIEFITINFZRZLEZ, Amazoniz{Tht , SDK 2BIREZ A
NEBFREZE N EE,

RiERHER 15
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BHMKIUE Amazon AT AEENRBEZHLE, SDK IBIZIERHEEFEEHKRN, EAHRHS
MEORIERN,

BXIHE Amazon B RIEAINIESED , FSRM T ESZIERmP N 5 M RIUFAmazon SDKs #i5
B B BR o

TR HEF i

PR SDKs ABME—RFI R ( WHKR ) REMRE , MEREATRAEARBBERNEREIL
Amazon Web Services fi%. REBREILR , BREAEFL, XIMNRSHRREHARINZIERE
EFFeE.

(® Note

MREERBEEN S EULFAFLTREAR , WELRBEERAEHEEEEZHITIHR
iEAmazon fEF Amazon & T Ruby §) SDK #{TH R R, HtSHRIESZERATARE
HiER. NERREXK , RINBVRKAFEAEHEIE. BXHEMSORIUESZNSR , B
BT ESZEREFH G HRIEAmazon SDKs #ifHl,

WTFEFNBNTR , BFETRNREEN S Z. EEERBPREERLALSL , ARRENFET
E , ABREHRE Amazon configX#HHiZE.,

{Amazon SDKs M1 TESEiEmE) BEHXFE Amazon SDKs AfEMAK SDK BEEIRBEMNELE
Amazon CLl, E¥4 7 @3 = Amazon configXHELE SDK , HSREZE BN EEX
o BHATHNABLREFRETEREE SDK , BSRTETETH,

EHTHEMHRIE Amazon , Amazon SDK for Ruby fHE T R FIIRFR EEIFRHE,

FRMER (RMREIMFHE  Amazon SDKs I TESER & AT Ruby B9 Amazon SDK

5 ) ] AP| 5| H
Amazon TA[E 4R (IGRFE  Amazon 5 [E %A Aws: :Credentials
HAUE$ )
Aws: :SharedCredent
ials
3k B Amazon Security Token RABBEIFREER Aws : : AssumeRoleWeb
Service (Amazon STS) #9 IdentityCredentials

Web &4+
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https://docs.amazonaws.cn/sdkref/latest/guide/access.html
https://docs.amazonaws.cn/sdkref/latest/guide/access.html
https://docs.amazonaws.cn/sdkref/latest/guide/access.html
https://docs.amazonaws.cn/sdkref/latest/guide/file-format.html
https://docs.amazonaws.cn/sdkref/latest/guide/file-format.html
https://docs.amazonaws.cn/sdkref/latest/guide/environment-variables.html
https://docs.amazonaws.cn/sdkref/latest/guide/feature-static-credentials.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/Credentials.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/SharedCredentials.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/SharedCredentials.html
https://docs.amazonaws.cn/sdkref/latest/guide/feature-assume-role-credentials.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/AssumeRoleWebIdentityCredentials.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/AssumeRoleWebIdentityCredentials.html
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FRARER

FULRMEERF (R 5TIRFHE
5)

Amazon IAM lIdentity Center,
EAXEES |, S HAmazon
5/ Amazon & F Ruby 9
SDK # 1T &K il,

AERFRMHER (W
AWS_ROLE_ARN ) EZAERE
F |, HSE6IE Amazon STS

Vo

BREIURMERS

mEFIERERERF

Amazon Elastic Container

Service (Amazon ECS) i

5%t E = (Amazon
EC2) SRl & ST HUEH (
IMDS &EiER 7 )

Amazon SDKs 1T E&#ig
7]

£ role_arn. role_sess
ion_name # web_ident
ity_token_file

IAM Identity Center FEiFiR

EA T Ruby B9 Amazon SDK
API| 5| F

Aws: :SSOCredentials

EF

RKABEFIRHEE

f£/H role_arn
role_session_name

BREILRMRE

mERIERERERF

RRERILREER

IMDS FuriRHEF

Aws: :AssumeRoleCre

dentials

Aws: :LoginCredenti

als

Aws: :ProcessCreden

tials

Aws: :ECSCredentials

Aws: :InstanceProfi

leCredentials

WMERIEE T Amazon SDK f AWS_SDK_CONFIG_OPT_OUT or Ruby BREFE | N T LI HE Amazon
configX# ( BENM ~/.aws/configT ) BITEEMEIT,

#12 Amazon STS i85

REA/ESRER—AIRTLZSIE | B LU A X L0455k 5 R 8 F 0 BE T £ 5 18] Y
Amazon &R, XEIEEHEIERTEZ4A ID., WBIHRIBANELLSEAR., EALE

#1%# Amazon STS 5 RISk


https://docs.amazonaws.cn/sdkref/latest/guide/feature-sso-credentials.html
https://docs.amazonaws.cn/sdkref/latest/guide/feature-sso-credentials.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/SSOCredentials.html
https://docs.amazonaws.cn/sdkref/latest/guide/feature-assume-role-credentials.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/AssumeRoleCredentials.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/AssumeRoleCredentials.html
https://docs.amazonaws.cn/sdkref/latest/guide/feature-login-credentials.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/LoginCredentials.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/LoginCredentials.html
https://docs.amazonaws.cn/sdkref/latest/guide/feature-process-credentials.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/ProcessCredentials.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/ProcessCredentials.html
https://docs.amazonaws.cn/sdkref/latest/guide/feature-container-credentials.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/ECSCredentials.html
https://docs.amazonaws.cn/sdkref/latest/guide/feature-imds-credentials.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/InstanceProfileCredentials.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/InstanceProfileCredentials.html
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FAws: :AssumeRoleCredentials’sERI2 Amazon Security Token Service (Amazon STS) /7]

T hEo

AR RBIER GRS EKE Amazon S3 BEF WM R , HA linked: :account::arn BER AR
AK Amazon BREB# (ARN) , session-name R2RANA B LIFENFRIRET,

role_credentials = Aws::AssumeRoleCredentials.new(
client: Aws::STS::Client.new,
role_arn: "linked::account::arn",
role_session_name: "session-name"

)

s3 = Aws::S3::Client.new(credentials: role_credentials)

BXiZErole_arn®HHrole_session_namel A EAHE Amazon configX #HH#HITIRENE S
85 , 2 HAmazon SDKs AITEZEEEFHNRAAEERRMEE,

#£5& AT Ruby B9 Amazon SDK HE & Fix

EHA T Ruby B9 Amazon SDK ARFEREHR TRIANERTHANTEENWEEET, BAA
Amazon Web Services RFBRLBREENRE, MREHAA , FEERBWER (ST RREG
iR ) WRER A TH.

BERTHAATUFERARLE Amazon config XMHEFRIMEZERREHITELREE. BXLEHEENE
B, 152 (Amazon SDK MITEZEERE) PHEEHTH. eESEEXE AR KIS KR MfIiE
B—MEXBEMIAES —MRENIFAEE.

HE , B BERBPEEXLEER , ML TED R
ERBAREEFEFRERITH

IAERT , AT Ruby B Amazon SDK Z#HT=RER , EdzEER 158 , E45Z
=id. At , BETREFEERRE 60 BT,

E

Ay
N

LT REIERXR us-west-2 H8]2 Amazon S3 BF i , HIEEBNEFREENFAERZBAEE
¥, Hit , Amazon S3 FFIRRIETEEZEE KL 15 B FEat,

s3 = Aws::S3::Client.new(
region: region,
retry_limit: 2,
retry_backoff: lambda { |c| sleep(5) }
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https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/AssumeRoleCredentials.html
https://docs.amazonaws.cn/sdkref/latest/guide/feature-assume-role-credentials.html
https://docs.amazonaws.cn/sdkref/latest/guide/feature-retry-behavior.html

Amazon &M F Ruby #J SDK FERARER

)

ERBFAHBRSEFHRES ERENEMEXNRELETERREEHIHAE config XHFFREMR
=18

#£ Amazon SDK for Ruby A it i& 7] W 2244 Ih g

AMNMERIEAUBREREAHABFEHTEESTRSNEE. RENBEBEBEMRNEN. Amazon
EAT Ruby B9 SDK ATLUFEEE R BAIGE SRM. B LUESE TelemetryProvider SAEE
MBFEHSELEE TR G ZEGF X TESEB X OpenTelemetry (OTel) #EJ7:E N
B4 , HH OpenTelemetry EZ S HiBNHEN H | SIEFEAH Amazon X-RayAmazon,
CloudWatch®& < Ruby § OpenTelemetry BRI E ZEE , S H OpenTelemetry Wi FH S H

2o

BNBRT , SDK A2 BFH R HEMENEIE, REBNA T MAEE R K HEN .

ENFE A BERSHTRE , TURTLBEE. BT Ruby 8 SDK £ 7 -4
OpenTelemetry 12t %, B A AE XL H S ANEN B E SLENRMEER.

HNRSEFIwAEE OTelProvider

EHA T Ruby 9 SDK £ 7 — /& AWK OpenTelemetry #EfEF0TelProvider, ST

TBIER OpenTelemetry I SR £ FHRFE A IROEEN S H, EXEEH RG]

f , OTEL_TRACES_EXPORTEREZ & f OpenTelemetry rom A FEZTRBFRIZS HEZH &
W, ETHEZ{SEOTEL_TRACES_EXPORTER , i55 % OpenTelemetry X4 HH S H 25155,

require 'aws-sdk-s3'

require 'opentelemetry-sdk'

require 'opentelemetry-exporter-otlp'
ENV['OTEL_TRACES_EXPORTER'] ||= 'console'
OpenTelemetry: :SDK.configure

otel_provider = Aws::Telemetry::0TelProvider.new

client = Aws::S3::Client.new(telemetry_provider: otel_provider)
client.list_buckets

BIHENRBROERT NRSEFIREEREN VDR

1. FE OpenTelemetry ki X R,
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https://docs.amazonaws.cn/cloudwatch/?icmpid=docs_homepage_mgmtgov
https://docs.amazonaws.cn/xray/?icmpid=docs_homepage_devtools
https://docs.amazonaws.cn/cloudwatch/?icmpid=docs_homepage_mgmtgov
https://docs.amazonaws.cn/cloudwatch/?icmpid=docs_homepage_mgmtgov
https://opentelemetry.io/docs/languages/ruby/exporters
https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/Telemetry/OTelProvider.html
https://opentelemetry.io/docs/specs/otel/configuration/sdk-environment-variables/#exporter-selection
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a. opentelemetry-sdk AT Aws: :Telemetry: :0TelProvider,
b. opentelemetry-exporter-otlp AFSHENEHIE,
2. f@AOpenTelemetry: :SDK. configure AE A EBRIAELE & E OpenTelemetry SDK,

3. £ SDK for Ruby #J OpenTelemetry 12ft72fF , BlZ20TelProvider E{EN Bl BRI 151E 44 B IR
BRI RS & P i 324,

otel_provider = Aws::Telemetry::0TelProvider.new
client = Aws::S3::Client.new(telemetry_provider: otel_provider)

FAXELSER  EZRESEFHLDABNEM G EEST R HREEEE,
BT A Amazon S3 #Y 1ist_buckets AZEAE RN BEERHH ROMO TR :

OpenTelemetry BRER#i H Rl

#<struct OpenTelemetry::SDK::Trace::SpanData
name="Handler.NetHttp",
kind=:internal,
status=#<0penTelemetry::Trace::Status:0x000000011dal7bd8 @code=1, @description="">,
parent_span_id="\xBFb\xCO\xFD\xA6F!\xE1",
total_recorded_attributes=7,
total_recorded_events=0,
total_recorded_links=0,
start_timestamp=1736190567061767000,
end_timestamp=1736190567317160000,
attributes=
{"http.method"=>"GET",
"net.protocol.name"=>"http",
"net.protocol.version"=>"1.1",
"net.peer.name"=>"s3,.amazonaws.com",
"net.peer.port"=>"443",
"http.status_code"=>"200",
"aws.request_id"=>"22HSH7NQTYMB5NHQ"},
links=nil,
events=nil,
resource=
#<OpenTelemetry: :SDK: :Resources: :Resource:0x000000011e@bf990
Eattributes=
{"service.name"=>"unknown_service",
"process.pid"=>37013,
"process.command"=>"example.rb",

RERFZFEFIHEE 0TelProvider 20


https://rubygems.org/gems/opentelemetry-sdk
https://rubygems.org/gems/opentelemetry-exporter-otlp
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"process.runtime.name"=>"ruby",
"process.runtime.version"=>"3.3.0",
"process.runtime.description"=>"ruby 3.3.0 (2023-12-25 revision 5124f9ac75)
[arm64-darwin23]",
"telemetry.sdk.name"=>"opentelemetry",
"telemetry.sdk.language"=>"ruby",
"telemetry.sdk.version"=>"1.6.0"}>,
instrumentation_scope=#<struct OpenTelemetry::SDK::InstrumentationScope
name="aws.s3.client", version="">,
span_id="\XEF%\x9C\xB5\x8C\x@4\xDB\x7F",
trace_id=" \XE7\xF1\xF8\x9D\e\x16/\xAC\XE6\x1A\XxAC%j\x81\xD8",
trace_flags=#<OpenTelemetry::Trace::TraceFlags:0x000000011d994328 @flags=1>,
tracestate=#<0OpenTelemetry::Trace::Tracestate:0x000000011d990638 @hash={}>>
#<struct OpenTelemetry::SDK::Trace::SpanData
name="S3.ListBuckets",
kind=:client,
status=#<0penTelemetry::Trace::Status:0x000000011dal7bd8 @code=1, @description="">,
parent_span_id="\x00\x00\x00\x00\x00\x00\x00\x00",
total_recorded_attributes=5,
total_recorded_events=0,
total_recorded_links=0,
start_timestamp=1736190567054410000,
end_timestamp=1736190567327916000,
attributes={"rpc.system"=>"aws-api", "rpc.service"=>"S3", "rpc.method"=>"ListBuckets",
"code.function"=>"1list_buckets", '"code.namespace"=>"Aws::Plugins::Telemetry"},
links=nil,
events=nil,
resource=
#<OpenTelemetry: :SDK: :Resources: :Resource:0x000000011e@bf990
Eattributes=
{"service.name"=>"unknown_service",
"process.pid"=>37013,
"process.command"=>"example.rb",
"process.runtime.name"=>"ruby",
"process.runtime.version"=>"3.3.0",
"process.runtime.description"=>"ruby 3.3.0 (2023-12-25 revision 5124f9ac75)
[arm64-darwin23]",
"telemetry.sdk.name"=>"opentelemetry",
"telemetry.sdk.language"=>"ruby",
"telemetry.sdk.version"=>"1.6.0"}>,
instrumentation_scope=#<struct OpenTelemetry::SDK::InstrumentationScope
name="aws.s3.client", version="">,
span_id="\xBFb\xC9\xFD\xA6F !\xE1",
trace_id=" \XxE7\xF1\xF8\x9D\e\x16/\xAC\XE6\x1A\xAC%j\x81\xD8",
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trace_flags=#<OpenTelemetry::Trace::TraceFlags:0x000000011d994328 @flags=1>,
tracestate=#<0OpenTelemetry::Trace::Tracestate:0x000000011d990638 @hash={}>>

ZHNREAHAMINBEEE, 8/ MREREHEI IS EERABEREHAHNE QTR

NFTERSEZFFiwBLE 0TelProvider

B LLkFESRFBEMNINE , MARGLE—TFAABRN NS ENRSEF, RT G IENINEE,
ERME Amazon REEFIRAZEBNEE , AT ECIZRSF A iwAws . configz A i@ N2 HE
BRERNFER.

otel_provider = Aws::Telemetry::0TelProvider.new
Aws.config[:telemetry_provider] = otel_provider

FRALKEE , 2R ENFMRSEFRHEEIAEENES, ETHEXMEA Aws. config iZiE
2REENESZER , 82 HAws. config,

BB A ESENRERERF

MREFRE OpenTelemetry AEZENRMEREZERF , BBA Amazon SDK for Ruby #SK X FERH B E
NRMERF, L Amazon SDK for Ruby GitHub 76 FEH 12 HY0TelProvider SEIVE R RGI AT 8E
2EFHEB., BXxEMERER , 55 (EAT Ruby #9 Amazon SDK APl £Z) HfJ Module:
Aws: :Telemetry HIER,

BEREMT

RIRZBENN A, BREA-— MRS NMNEELAR. BETEREM , SEBEESMHERANTHIE ; Hix
ABREEATHERAAN , 2BINAEF, BITEEAT Ruby B9 SDK FiiFHE MR , H

- BHER  BTHICREPERHBIEN BN
- RE  ERBERE,

- #R  EARRKRHNABTHHER,

R =R Type iR
error WmIRE METERTRKI, WA

true. BNA false,
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exception.message

exception.stacktrace

exception.type

rpc.system

rpc.method
Ipc.service

aws.request_id

code.function

code.namespace

http.status_code

http.request_conte
nt_length

http.response_cont
ent_length

http.method

net.protocol.name

net.protocol.version

net.peer.name

KER
KEH

i

ﬁﬁﬁ%&iﬁiﬁa@so

E BB TAHR AV AR IR R
(y%ﬁ)o

FEIHIRER ( EERE
BR) o

*EE%JL*'F'L/\H:'& jj “aws -

api’.
P RBREN BT
ZERERSFHE R,

TR HTTP 2R EAE M NAR
SR EIR Amazon &R ID,
RA[REME A JZFTHIEK 1D,

FIEBEBE R

EHPcode.function EX
B n & ZE[H o

HTTP M RRASH .

BERAMEXB KR, BLFT
NEAL

W R AL IESXHI R/ | LTS
NEAL

HTTP R 7%,
LR LM B e

N AR AR (510
1.0, 1.1, 2.0) o

BHEIEEENSE,

BERM
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net.peer.port FrFE BHEIZEROS,

® Tip
OpenTeIemetry-Ruby REHAMEIE SDK £/ , SEAT Ruby MEMWENXIF, BXREZE
&2 Fopen-telemetry GitHub 71 E®H# OpenTelemetry Amazon-SDK T &,

£ Ruby B9 Amazon SDK H# & HTTP R 3R E
27 P\

ZXEHATHERT Amazon ERE SSL KinTi K. MREFEEMEXEERAERERS
B M@ Aws.config FiRM— endpoint &B., ¥ , ERIBRBRSEFA RS E RN RARE
endpoint:. BARRHITE other_endpoint i 8]E2 Amazon S3 BRI K.

s3 = Aws::S3::Resource.new(endpoint: other_endpoint)

Eﬁﬁﬁ"“iﬁ#ﬂ’]*’i‘iﬁ‘ﬁ%mﬂéﬂfi APl ERHEZIEFRRIFTE , HSMAmazon SDKs MITESE

R A AR S5 4 1 i L I AR T

HTTP
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https://github.com/open-telemetry/opentelemetry-ruby-contrib/tree/main/instrumentation/aws_sdk
https://docs.amazonaws.cn/sdkref/latest/guide/feature-ss-endpoints.html
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F &M T Ruby B9 S Amazon DK

AT RRM B XA Amazon SDK for Ruby F A FHWEE , SIEWNAFEA SDK WERELFHR INEE,

{Amazon SDKs f1 TESZi5r) *BERE. WEMEMERNNELRE S, Amazon SDKs

£l

« ERAERT Ruby B9 Amazon SDK & Hi Amazon Web Services BRS51E R
« FRAEMAT Ruby B9 Amazon SDK REPL X EF

« 7£ Ruby on Rails EfEfAEMH T Ruby # Amazon SDK

- fEFAXH Amazon SDK for Ruby % F~ i B9 £ 38515 Bt 171815,

« £E AT Ruby 8 Amazon SDK 51 F 12 F 5 78 i 42 #5L A9 ) st

« &M T Ruby B9 Amazon SDK R fEA D &R

+ 7£ Ruby B Amazon SDK A Fi BR% 5

#F5E A T Ruby B9 Amazon SDK % H Amazon Web Services AR

SR

E LR A 1B Amazon Web Services RS , SDK 31& 4 Amazon Web Services [REER —1MN&
Pisd, fli , MRENNARFEEINR Amazon EC2 , MEHN RN ARF 26|12 — Amazon EC2
BERFRNREKREZBRSRE, AE , B LMEARSE KB iZ Amazon Web Services RS & HiE
Ko

E @ Amazon Web Services RF X HIER , BXANERNENEERSEFin. N TENRBEANE
A Amazon Web Services fR% , EHEECHW gem MATE2XRENEAERE, BEFRHEIRSLF
BN APl BEAT—RFE %,

BIMNRSEFIREEE— Amazon Web Services Xl — MEILIRHEF, SDK FHA X LEEIFIER
RBEBREXBEBHXE  HEAEBENZIENERFBTER, BUUERBRUEEIRNEEXL
B, A it e IARET EH BN,

« RBHLEFImERR , AR Amazon RiE, Bk SDK REFOBRITRHEFNIAF , BSHEIE
REEFE,

% 1 Amazon Web Services BREiER 25


https://docs.amazonaws.cn/sdkref/latest/guide/
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- ZSDKE-RIMR (KR ) , EREXEHMI (KR ) , MEHRIEERENE. BXE
ZER , BEH RENRLER.

EA T Ruby By SDK @512t Amazon Web Services RFEZEONEF KK, BNEPREH I
1S EM Amazon Web Services BRSS HiB1& Aws: : <service identifier>::Client &%
3B, HlEN |, Aws: :S3::Client E#E Amazon Simple Storage Service REREHEND ,
Aws: :SQS: :Client #t5 Amazon Simple Queue Service [REZ X EMEND,

FFB Amazon Web Services IR MWEFmEHRLELZEMN,.

B R EEMERERAE RN TRER Y, XEETMHNEERSTIHEM Aws . config R
B,

# using a credentials object
ec2 = Aws::EC2::Client.new(region: 'us-west-2', credentials: credentials)

FFEA T Ruby B9 Amazon SDK REPL SEFfEF

aws-sdk Gem 88 —/MEE-RE-fH H-EH (REPL) RERXGTTHRE , BULEEFNHERAT
Ruby B9 SDK # M EI&EEL R, EAT Ruby B9 SDK Gem # RubyGems.org FiE,

FRF M

« R¥FEEAT Ruby B9 S Amazon DK.

e aws-v3.rb ¥ F aws-sdk-resources Gem 1, aws-sdk-resources Gem H@EEE aws-
sdk Gem H,

o BMEE—ANxml FE , Lk rexml Gems,

- BARZEFBIEEBFERARES Ruby Shell (irb) , EERMNBINELZE pry Gem , FERE T F5|
KK REPL ¥#35,

Bundler & &
R AE A Bundler , M Gemfile BT B GRRERE Y Gem R :

1. FIFEBEZEEAT Ruby B Amazon SDK B €122 H Gemfile, FFUATITRMBNIZ 4 -

gem "aws-sdk"

£ A REPL LARRF 26


https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/S3/Client.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/SQS/Client.html
https://rubygems.org/gems/aws-sdk/
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-resources/bin/aws-v3.rb
https://github.com/aws/aws-sdk-ruby/tree/version-3/gems/aws-sdk-resources
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk/aws-sdk.gemspec
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk/aws-sdk.gemspec
http://bundler.io/
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gem "rexml"
gem "pIy"

2. REFL Gemfile,
3. X% Gemfile HIEEMMBIIN :

$ bundle install

i=1T REPL
B LUEE M B ITIE1T aws-v3. rb FifE REPL,
aws-v3.rb

HE , BALUBTIRE verbose FFIERBA HTTP KB A EICFK. HTTP &R BECREHRTAXE
AT Ruby B Amazon SDK & Amazon ZRIBEHNER. 1HEE , verbose FRiEEX T4 , N
FERBIETEEEE,

aws-v3.rb -v

EFA T Ruby 9 SDK B#EiRf# Amazon Web Services [RZIEOMNEFFiRE, SNEPHEFXIIFE

E M Amazon Web Services 5. £ REPL # , EMRFEHE—INBF , ZBFL2RE-1MNATE
ZRZEREWHEF RN R, ZBFNERRHRIRNNENRS B, Hl0 , Amazon S3 1 Amazon
EC2 BiFRRMNBFH D BN s3 M ec2, BEFHEMKF P Amazon S3 F##E , BEERTHBA
s3.1list_buckets,

A LATE REPL 2 R A quit URH,

#£ Ruby on Rails E{#EAEMA T Ruby B Amazon SDK

Ruby on Rails 127 —/ Web FX1EZR , AT , TEN#FEH Ruby BIZEM U,

Amazon 12 7 A LR S Rails £RMaws-sdk-railsEH. #RATLAER Amazon Elastic
Beanstalk, Amazon OpsWorks Amazon CodeDeploy, % Amazon Rails Provisioner 7 Amazon =
IR EB B MIZ 1T Rails RAREF.

BXRREMMERA aws-sdk-rails gem BEE. , iHZH GitHub 2% EEhttps://github.com/aws/aws-
sdk-rails,

21T REPL 27


http://rubyonrails.org/
https://github.com/awslabs/aws-rails-provisioner
https://github.com/aws/aws-sdk-rails
https://github.com/aws/aws-sdk-rails
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£ 3K B Amazon SDK for Ruby % F° i B9 £ 555 B 17181

BYi&Ehttp_wire_tracef/R{E , ff&—IU\M Amazon EF ImRINELERER. KRRREEE
BFXA2EFEFHEXR,. BRSAEMAFEIR. HERN true i, ZIRESERER LY RKIEZNAS.
LT REIIZ2T Amazon S3 B | 1,<§F miE R B A T &R R,

s3 = Aws::S3::Client.new(http_wire_trace: true)

EFLUTRBAMSH bucket_name , HHELE R —FRHERKRBREFEEZBZHNERE,
require 'aws-sdk-s3'

s3 = Aws::S3::Resource.new(client: Aws::S3::Client.new(http_wire_trace: true))

if s3.bucket(ARGV[0Q]).exists?

puts "Bucket #{ARGV[0]} exists"
else

puts "Bucket #{ARGV[0]} does not exist"
end

MBEEEHAE  WRERBTFUTAZ. WETHER , [ HEAD RN T BI%E, )

opening connection to bucket_name.s3-us-west-1.amazonaws.com:443. ..
opened
starting SSL for bucket_name.s3-us-west-1.amazonaws.com:443. ..
SSL established, protocol: TLSv1l.2, cipher: ECDHE-RSA-AES128-GCM-SHA256
-> "HEAD / HTTP/1.1
Accept-Encoding:
User-Agent: aws-sdk-ruby3/3.171.0 ruby/3.2.2 x86_64-1inux aws-sdk-s3/1.120.0
Host: bucket_name.s3-us-west-1.amazonaws.com
X-Amz-Date: 20230427T143146Z
/* omitted */
Accept: */*\r\n\r\n"
-> "HTTP/1.1 200 OK\r\n"
-> "x-amz-id-2: XxB2J+kpHgTjmMUwpkUI1lEjaFSPxAjWRgkn/+z7YwWc/
iAX5E30XRBz]37cfc8T4D7ELCIKFELM=\1\n"
-> "x-amz-request-id: 5MD4APQQS815QVBR\r\n"
-> "Date: Thu, 27 Apr 2023 14:31:47 GMT\r\n"
-> "x-amz-bucket-region: us-east-1\r\n"
-> "x-amz-access-point-alias: false\r\n"
-> "Content-Type: application/xml\r\n"

FERR B & P imAY 4 B IR ER B 1T 81 >8
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-> "Server: AmazonS3\r\n"
_> "\I\n"

Conn keep-alive

Bucket bucket_name exists

S A LA BB B P iR/ T B KR IR ER

s3 = Aws::S3::Client.new
s3.config.http_wire_trace = true

BXRFIRELERBEREEEFENFTBNEZER |, 55 H Transfer Family 21815 5R ¥Rk,

#£5& AT Ruby B9 Amazon SDK Rz F 2 F #7450 B9 i

TR SEA T Ruby B9 Amazon SDK R A2 FF R AR A P i I B F & P is 4R iR o
FEHLZ P i ) B2

FEEMmBER | SEATF Ruby 8 Amazon SDK 2ZHAMEHRE , HAFF RS REELE ( RihiE
M) BiE, MEEKRRBRHELDWHE , WEFHSIRE :

- ERZEANTIXK
o ER =R FHHIBREY
- BEO
- BH now

AT RHIIRE Amazon S3 FEEHIRMWERINZ TR,

require 'aws-sdk'
s3 = Aws::S3::Client.new(stub_responses: true)

bucket_data = s3.stub_data(:1list_buckets, :buckets => [{name:'aws-sdk'}, {name:'aws-
sdk2'3}]1)

s3.stub_responses(:1list_buckets, bucket_data)

bucket_names = s3.list_buckets.buckets.map(&:name)

# List each bucket by name
bucket_names.each do |name]

AR LAY st 29


https://docs.amazonaws.cn/transfer/latest/userguide/making-api-requests.html#request-headers
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FRARER

puts name
end

BITHABRERUTAR,

aws-sdk
aws-sdk2

® Note

EERAEMAELNBES  MAERTBENRATEARROKLEE, XEREEL—F

Blp | RREHFIFMY creation_date T2 now , ME nil,
EAT Ruby 9 Amazon SDK £RIFENIAEE. MREBEANBEANRBEER  WLEX
ArgumentError %, 0 , REEALUTHE , MAR bucket_data SLETH 2 EL
bucket_data = s3.stub_data(:1list_buckets, buckets:['aws-sdk', 'aws-sdk2'])

i& T Ruby B9 Amazon SDK 5| X# /™ ArgumentError &,

expected params[:buckets][@] to be a hash
expected params[:buckets][1] to be a hash

BRI P im e iR

236 A LUEHUE A T Ruby B9 Amazon SDK ERERZEHR 5| KM HEIR. U TRHIERT Caught

Timeout::Error error calling head_bucket on aws-sdko.

require 'aws-sdk'

s3 = Aws::S3::Client.new(stub_responses: true)
s3.stub_responses(:head_bucket, Timeout::Error)

begin

s3.head_bucket({bucket: 'aws-sdk'})
rescue Exception => ex

puts "Caught #{ex.class} error calling 'head_bucket' on 'aws-sdk'"
end

BELE P im IR
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£ F Ruby B9 Amazon SDK FfEF 2 W4

éﬁx&ﬁﬁkkﬁﬁ%ﬁﬁi/\"ﬂfﬂlﬂ REE , % Amazon REERSBREIBMNE R, MR , ZRS
SBRE—HIBFEN-—MATRET -—HNBENTHE. XMEXHN DT,

ral LGRS €S
40329 T RIAR N B 2 5 A REA WA RPN MBS | M T REIFFR

s3 = Aws::S3::Client.new

s3.list_objects(bucket:'aws-sdk').each do |response]
puts response.contents.map(&:key)
end

EXAFHTHEN AP BRAER - NMINNR , ANEEEFERFHINR. FRIEIRREMHK
FERE AT F R

FEHAE 5 T R

ERCAEBIT , BEAMMA next_page? FERRIIZEAEEMERLRENESZTE , SFEH
last_page? Flfﬂ@ﬁift%ﬁiﬁﬁﬁﬂﬂgﬁﬁﬂ’ﬂﬁﬁo

MEEEHMTE , BFH next_page (BFERE ?) FERRRT —ER , WA TRAIFT R
s3 = Aws::S3::Client.new

# Get the first page of data
response = s3.list_objects(bucket:'aws-sdk')

# Get additional pages

while response.next_page? do
response = response.next_page
# Use the response data here...

end

(® Note
MREEA Znext_pagesik , BREHMANEAHER , URHFFATEGELS5| X

Aws:PageableResponse:: LastPageError &,



https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/PageableResponse/LastPageError.html

Amazon &M F Ruby #J SDK FERARER
VAN x e
2 WEIESR

BT Ruby B9 Amazon SDK RHI 5 TTEIER Aws:: K403 | iZPageableResponse3k B & 7E
Seahorse:: Client:: Response A, A T 124X 2 T B IEA9 15 BIXER

£ Ruby By Amazon SDK FR{ER RS &

Waiter R XHARBRFFZE , ATRAEF K LHINESERS. BAIBRSEFRENWRIAERZEIHZ
RfE , Waiter AlgES kM. BXxAFEARS AN RE |, S ENAE ROF4#EH I S# DynamoDB
IMBZE IR/ create table A%, Amazon

A Waiter

EiBA Waiter , FERSE,HLIAA wait_until. FTEUATRAEIF |, Waiter —EZFZISEH)
i-12345678 IZ{Tia F 4,

ec2 = Aws::EC2::Client.new

begin
ec2.wait_until(:instance_running, instance_ids:['i-12345678'])
puts "instance running"
rescue Aws::Waiters::Errors::WaiterFailed => error
puts "failed waiting for instance running: #{error.message}"
end

E—NPSHE Waiter BF , RBETRSFLRABEFEESEBNMRE. BN SHERLERS
Waiter FTARANE P IR ENSHNBRE |, XE Waiter B M Fo

BXRUEFNRENNESNEERRANERRAENSIEK , BSREFMERNE IR
waiter_names f wait_until 33,

FEFLM
Waiter ATEES K MHA HIU T EARE,

Aws:: Waiters:: $5i%:: FailureStateError

EEFEERBRE.

Aws:: Waiters:: £§5i%:: NoSuchWaiterError

A RFRERNE S IRELIEER Waiter &5,

P IEBIESE 32


https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/PageableResponse.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/PageableResponse.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Seahorse/Client/Response.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/ruby/example_code/dynamodb/scaffold.rb#L63
https://docs.amazonaws.cn/sdk-for-ruby/v3/api//Aws/Waiters/Errors/FailureStateError.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api//Aws/Waiters/Errors/NoSuchWaiterError.html
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Aws:: Waiters:: f51ix:: TooManyAttemptsError

2R R B T Waiter B9 max_attempts {Bo

Aws:: Waiters:: §51%:: UnexpectedError

EEENEBIENEIR.

Aws:: Waiters:: &i%:: WaiterFailed

EHEHFBEH T FHERS2—RHAR T HAHE.

BRk NoSuchWaiterError AT E Hbs5 IR EE T WaiterFailed. E#IR Waiter FHV4EIR |
5/ WaiterFailed , HILA T RBIFT R

rescue Aws::Waiters::Errors::WaiterFailed => error
puts "failed waiting for instance running: #{error.messagel}"
end

Bt & Waiter
B Waiter ZIEARINR B E BN EEFEHREAENEF 2N HTEZHNERR . BERE
XLEME | BELEK max_attempts WASER delay: M wait_until 8. UTREIREZEEF 25
¥, SRks5¥RBE—IX
# Poll for ~25 seconds
client.wait_until(...) do |w]|
w.max_attempts = 5

w.delay = 5
end

EERESFAN , BNEFE—ISHHEREN nil,
¥ B Waiter

BEN Waiter 91TH , BAILUEMER M RWE R 2B MEF 2R B EHE,
LT REBEESRZHENEFENEKERG , £ Waiter FRIEHEIR,

ec2 = Aws::EC2::Client.new

BLiE Waiter 33


https://docs.amazonaws.cn/sdk-for-ruby/v3/api//Aws/Waiters/Errors/TooManyAttemptsError.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api//Aws/Waiters/Errors/UnexpectedError.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api//Aws/Waiters/Errors/WaiterFailed.html
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ec2.wait_until(:instance_running, instance_ids:['i-12345678']) do |w]|
w.interval = @ # disable normal sleep
w.before_wait do |n, resp]|
sleep(n ** 2)
end
end

LT RBIZERT&AZHRE , MEXKEIEFR 1 /MEt (36008 ) .

started_at = Time.now

client.wait_until(...) do |w]|
# Disable max attempts
w.max_attempts = nil

# Poll for one hour, instead of a number of attempts
w.before_wait do |attempts, response]
throw :failure if Time.now - started_at > 3600
end
end

¥ B Waiter 34
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& AT Ruby Ky SDK X8 RHI

AEBHWRBREIEERERT WAER wit AT Ruby 8 Amazon SDK h Amazon,

EXREE R [ ER R NAERS P HATERRER KD RE,

BRERKEEFNABER , KAELTNFET. BULBEBIRETBNFABARENRSEEK , &7
LB RHEXZ RN ETXERRE,

ZERARER RN MESE —NMRSHEAZSNMNERBEEHM Amazon Web Services IRF RS & E kK
TEREEESHRB R,

RERSIEEHMRAIRG] | XLERF U BF AR A REE T RS ESEK

Services

« £AEA T Ruby B SDK B Aurora =45l

« FAEAT Ruby B SDK By B3 ¥ 48 '~ 6l

« CloudTrail £A&MA T Ruby B SDK # =4l

+ CloudWatch EREMA T Ruby # SDK Ky R H

- FRERT Ruby B9 SDK 9 Amazon Cognito & 1712 #& R4
« {EAEAT Ruby B SDK B9 Amazon Comprehend R4l
« EFAERT Ruby #9 SDK #J Amazon DocumentDB R4l
- FRAERT Ruby B9 SDK # DynamoDB R4l

« FERAERT Ruby B9 SDK B ik EC2 R4l

« fFHEMAT Ruby Y SDK #J Elastic Beanstalk 7Rl

« EventBridge & T Ruby 8y SDK # =4l

* Amazon Glue £ /;i&H T Ruby & SDK K R4l

- FRAERT Ruby B9 SDK £ IAM R4l

« fEFAERT Ruby #9 SDK # Kinesis =4l

« Amazon KMS A& A T Ruby 9 SDK KR4l

« £AEAT Ruby B SDK #Y Lambda =4l

« ERAERT Ruby B9 SDK B9 Amazon MSK R4l

- FERAERAT Ruby B9 SDK # Amazon Polly R4l

35
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{# F5&E A T Ruby & SDK # Amazon RDS /R4l
A& A T Ruby B SDK B Amazon S3 /R4l

{# FA5&E A F Ruby B SDK B9 Amazon SES R4l

£ A& A T Ruby B SDK # Amazon SES API v2 =4l
{# A& A T Ruby B SDK # Amazon SNS R4l

{# F5&E A T Ruby B SDK 9 Amazon SQS /R4l
Amazon STS A @A T Ruby #J SDK # =i

# FA5& A T Ruby B SDK B Amazon Textract 7~ 4l

# A5& A T Ruby B SDK B Amazon Translate =4l

£ FAEA T Ruby #Y SDK B9 Aurora R4l

LTRBRAIEERERT AR ERT Ruby B9 Amazon SDK 5 Aurora — 2 AR ITIEREFISE
MENLZR,

SARABEE—MEOEBRRABOEE , ETUNPRIEXNAE LT RBAETRBHH
%

F

-3
TR ER

FFEa6E A
FFea6EA Aurora

LUTREREE RIOMAFEER Auroras

EA T Ruby B9 SDK

@ Note

EREZHMKIEE GitHub, & Amazon NI ROIFM#ERERTERS , THROARITIR
B MIE1T,

require 'aws-sdk-rds'

Aurora 36


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/aurora#code-examples
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# Creates an Amazon RDS client for the AWS Region
rds = Aws::RDS::Client.new

puts 'Listing clusters in this AWS account...'

# Calls the describe_db_clusters method to get information about clusters
resp = rds.describe_db_clusters(max_records: 20)

# Checks if any clusters are found and prints the appropriate message
if resp.db_clusters.empty?
puts 'No clusters found!'
else
# Loops through the array of cluster objects and prints the cluster identifier
resp.db_clusters.each do |cluster]|
puts "Cluster identifier: #{cluster.db_cluster_identifier}"
end
end

- X APIWFMEE , HS0 EA T Ruby 8 Amazon SDK APl 2ZDBClustersH By 1R,

F &R T Ruby B SDK #Y B3h ¥ 48 Rl

LTRBREIEERRT WAEAS Auto Scaling A F Ruby #9 Amazon SDK B & A R ITiR4E
MEMERZ S,

BANRBIEREE —MER T EFRABHNERE , SUUNPRIEXMOMEE L TXHREMSITRB
B,

£
- FFIaHEH

Tt a8 1E A

FriaEA Auto Scaling

DT RBRAERT WAFFEAEER Auto Scaling.

Auto Scaling 37


https://docs.amazonaws.cn/goto/SdkForRubyV3/rds-2014-10-31/DescribeDBClusters
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FRARER

EA T Ruby B9 SDK

® Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFEENERTERE , THROARITIR

BEMIE1T,.

require 'aws-sdk-autoscaling'
require 'logger'

# AutoScalingManager is a class responsible for managing AWS Auto Scaling operations
# such as listing all Auto Scaling groups in the current AWS account.

class AutoScalingManager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Gets and prints a list of Auto Scaling groups for the account.
def list_auto_scaling_groups
paginator = @client.describe_auto_scaling_groups
auto_scaling_groups = []
paginator.each_page do |page]|
auto_scaling_groups.concat(page.auto_scaling_groups)
end

if auto_scaling_groups.empty?

@logger.info('No Auto Scaling groups found for this account.')
else

auto_scaling_groups.each do |group]|

@logger.info("Auto Scaling group name: #{group.auto_scaling_group_name}")
@logger.info(" Group ARN: #{group.auto_scaling_group_arn}")
@logger.info(" Min/max/desired: #{group.min_size}/#{group.max_sizel}/

#{group.desired_capacityl}")
@logger.info("\n")
end
end
end
end

T 1E A
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/auto-scaling#code-examples
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if $PROGRAM_NAME == _ FILE__
autoscaling_client = Aws::AutoScaling::Client.new
manager = AutoScalingManager.new(autoscaling_client)
manager.list_auto_scaling_groups

end

- BX APIFHER , S EA T Ruby B Amazon SDK API &
ZDescribeAutoScalingGroupsH #Y

CloudTrail fEAEA T Ruby Y SDK &Y =4l

UTRBREIEERR T WAEAwWthRAITEENZIUE AL R CloudTrail, EATF Ruby 1
Amazon SDK

RERKEEFNRBER , LTELTXHET. BALNBITRET BOMERAENRSEY , &7
LB RBEXZEN ETXERRF,

BRI E—NMERTRRERBHEE , ZALMNPKIEXROME L TXHRREMETREBHHR
B,

i
s

CreateTrail
LR REERT IAERA CreateTrail,

EFA T Ruby B9 SDK

(® Note
BB EZHEXEE GitHub, £ Amazon KB RHIF#EEPRERTERG , THEMNMHEITIR
B MIE1T.

CloudTrail 39


https://docs.amazonaws.cn/goto/SdkForRubyV3/autoscaling-2011-01-01/DescribeAutoScalingGroups
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/cloudtrail#code-examples
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FRARER

require 'aws-sdk-cloudtrail' # v2: require 'aws-sdk'
require 'aws-sdk-s3'
require 'aws-sdk-sts'

def create_trail_example(s3_client, sts_client, cloudtrail_client, trail_name,

bucket_name)
resp = sts_client.get_caller_identity({})
account_id = resp.account

# Attach policy to an Amazon Simple Storage Service (S3) bucket.
s3_client.create_bucket(bucket: bucket_name)
begin
policy = {
'Version' => '2012-10-17",
'Statement' => [

{
'Sid' => 'AWSCloudTrailAclCheck20150319',
'Effect' => 'Allow’',
'Principal' => {
'Service' => 'cloudtrail.amazonaws.com'
.
'"Action' => 's3:GetBucketAcl',
'Resource' => "arn:aws:s3:::#{bucket_name}"
},
{
'Sid' => 'AWSCloudTrailwWrite20150319',
'Effect' => 'Allow',
'Principal' => {
'Service' => 'cloudtrail.amazonaws.com'
},
'"Action' => 's3:PutObject’,
'Resource' => "arn:aws:s3:::#{bucket_name}/AWSLogs/#{account_id}/*"
'Condition' => {
'StringEquals' => {
's3:x-amz-acl' => 'bucket-owner-full-control'
}
}
}
]
}.to_json

s3_client.put_bucket_policy(
bucket: bucket_name,
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policy: policy
)
puts "Successfully added policy to bucket #{bucket_name}"
end

begin
cloudtrail_client.create_trail({
name: trail_name, # required
s3_bucket_name: bucket_name # required

1)
puts "Successfully created trail: #{trail_name}."
rescue StandardError => e
puts "Got error trying to create trail #{trail_name}:\n #{e}"
puts e

exit 1
end

- BXx API HiFMER , 5510 EAT Ruby 89 Amazon SDK APl 2 # CreateTrail i,

DeleteTrail

TR RBIERT AR DeleteTrail,

EHA T Ruby B SDK

(® Note
EBEZMEREE GitHub, # Amazon B REIfF M ERERTERE , T7HMMHITIR
EMIZTT.

client.delete_trail({
name: trail_name # required

1)

puts "Successfully deleted trail: #{trail_name}"
rescue StandardError => e

puts "Got error trying to delete trail: #{trail_name}:"
puts e
exit 1
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end

- X APIHFMAEE , H21 EA T Ruby B9 Amazon SDK APl 2 DeleteTrail F#

ListTrails
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require 'aws-sdk-cloudtrail' # v2: require 'aws-sdk'
def describe_trails_example(client)
resp = client.describe_trails({})

puts "Found #{resp.trail_list.count} trail(s)."

resp.trail_list.each do |trail]

puts "Name: #{trail.namel}"
puts "S3 bucket name: #{trail.s3_bucket_name}"
puts

end

- BX API HFMER , 521 EAT Ruby B Amazon SDK APl $#ListTrailsH#

LookupEvents

DT RBRAERT AR LookupEvents,
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require 'aws-sdk-cloudtrail' # v2: require 'aws-sdk'

# @param [Object] client

def lookup_events_example(client)
resp = client.lookup_events
puts "Found #{resp.events.count} events:"
resp.events.each do |e]

puts "Event name: #{e.event_namel}"
puts "Event ID: #{e.event_id}"
puts "Event time: #{e.event_timel}"

puts 'Resources:'

e.resources.each do |r|

puts " Name: #{r.resource_namel}"
puts " Type: #{r.resource_typel}"
puts ''
end
end
end

- BXx APl HWiFMER , 5519 AT Ruby B9 Amazon SDK APl 2#ookupEventsH#Y,

CloudWatch £ A& A T Ruby B SDK #Y R4l

DT RERGIEERR T A EAwithRHATIREMEINE N R CloudWatch, FEFA T Ruby K
Amazon SDK

BRERKEERFHNABESR , SAELTXHET. BAULNBIRETHUNMABARARENRSEE , &9
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DescribeAlarms

LR RGERT WA DescribeAlarms,

&M T Ruby 89 SDK

® Note
EBEEZHEXRER GitHub, £ Amazon RIS RAIfFHEFERSTERS , THOAHITIR

—

BEMIZ1T.

require 'aws-sdk-cloudwatch'

#
#
#
#
#
#

Lists the names of available Amazon CloudWatch alarms.

@param cloudwatch_client [Aws::CloudWatch::Client]
An initialized CloudWatch client.
@example
list_alarms(Aws::CloudWatch::Client.new(region: 'us-east-1'))

def list_alarms(cloudwatch_client)

response = cloudwatch_client.describe_alarms
if response.metric_alarms.count.positive?
response.metric_alarms.each do |alarm|
puts alarm.alarm_name
end
else
puts 'No alarms found.'
end

rescue StandardError => e

puts "Error getting information about alarms: #{e.messagel}"

end

- X APIHWFMAEE , B3 EA T Ruby 8 Amazon SDK APl 2#DescribeAlarmsH #,
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DescribeAlarmsForMetric

BT REBRONE R

EFA T Ruby B9 SDK

® Note

T WAl fE A DescribeAlarmsForMetric,

EREZHMKIEL GitHub, & Amazon NIBROIFH#ERERTERS , THENARITIR

B MIE1T,

#

# @param cloudwatch_client [Aws::CloudWatch::Client]
# An initialized CloudWatch client.

# @example

#  describe_metric_alarms(Aws: :CloudWatch::Client.new(region:

'us-east-1'))

def describe_metric_alarms(cloudwatch_client)
response = cloudwatch_client.describe_alarms

if response.metric_alarms.count.positive?

response.metric_alarms.each do |
puts '-' * 16
puts "Name: #{alarm.
puts "State value: #{alarm.
puts "State reason: #{alarm.
puts "Metric: #{alarm.
puts "Namespace: #{alarm.
puts "Statistic: #{alarm.
puts "Period: #{alarm.
puts "Unit: #{alarm.
puts "Eval. periods: #{alarm.
puts "Threshold: #{alarm.
puts "Comp. operator: #{alarm.

if alarm.key?(:ok_actions) &&
puts 'OK actions:'
alarm.ok_actions.each do |a]
puts " #{al}"
end
end

alarm|

alarm_namel}"
state_valuel}"
state_reason}"
metric_namel}"
namespace}"
statistic}"

period}"

unit}"
evaluation_periods}"
threshold}"
comparison_operator}"

alarm.ok_actions.count.positive?
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if alarm.key?(:alarm_actions) && alarm.alarm_actions.count.positive?
puts 'Alarm actions:'
alarm.alarm_actions.each do |a]
puts " #{al}"
end
end

if alarm.key?(:insufficient_data_actions) &&
alarm.insufficient_data_actions.count.positive?
puts 'Insufficient data actions:'
alarm.insufficient_data_actions.each do |a]
puts " #{al}"
end
end

puts 'Dimensions:'
if alarm.key?(:dimensions) && alarm.dimensions.count.positive?
alarm.dimensions.each do |d|
puts " Name: #{d.name}, Value: #{d.value}"

end
else
puts ' None for this alarm.'
end
end
else
puts 'No alarms found.'
end

rescue StandardError => e
puts "Error getting information about alarms: #{e.message}"
end

# Example usage:
def run_me
region = "'
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby cw-ruby-example-show-alarms.rb REGION'
puts 'Example: ruby cw-ruby-example-show-alarms.rb us-east-1'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
region = 'us-east-1'
# Otherwise, use the values as specified at the command prompt.
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else
region = ARGV[0O]
end

cloudwatch_client = Aws::CloudWatch::Client.new(region: region)
puts 'Available alarms:'
describe_metric_alarms(cloudwatch_client)

end

run_me if $PROGRAM_NAME == _ FILE__

- BX APIWFEHMEE , BZ EAT Ruby B9 Amazon SDK APl £
#DescribeAlarmsForMetricH #Y o

DisableAlarmActions

AT RGIER T A {EH DisableAlarmActions.,

EHATF Ruby 8 SDK

(® Note

HOoH OHF OH OH OH O OH OH O B OH O

EBEZMEXEE GitHub, £ Amazon KB REIF#EERERTERA , THRMMHEITIR
BEMZ1T.

Disables an alarm in Amazon CloudWatch.
Prerequisites.
- The alarm to disable.

@param cloudwatch_client [Aws::CloudWatch::Client]
An initialized CloudWatch client.
@param alarm_name [String] The name of the alarm to disable.
@return [Boolean] true if the alarm was disabled; otherwise, false.
@example
exit 1 unless alarm_actions_disabled?(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
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# 'ObjectsInBucket’

# )

def alarm_actions_disabled?(cloudwatch_client, alarm_name)
cloudwatch_client.disable_alarm_actions(alarm_names: [alarm_name])
true

rescue StandardError => e
puts "Error disabling alarm actions: #{e.messagel}"
false

end

# Example usage:
def run_me

alarm_name = 'ObjectsInBucket'
alarm_description = 'Objects exist in this bucket for more than 1 day.'
metric_name = 'NumberOfObjects'

# Notify this Amazon Simple Notification Service (Amazon SNS) topic when

# the alarm transitions to the ALARM state.

alarm_actions = ['arn:aws:sns:us-
east-1:111111111111:Default_CloudWatch_Alarms_Topic']

namespace = 'AWS/S3'

statistic = 'Average'
dimensions = [
{

name: "BucketName",
value: "amzn-s3-demo-bucket"

},
{
name: 'StorageType',
value: 'AllStorageTypes'
}

]
period = 86_400 # Daily (24 hours * 60 minutes * 60 seconds = 86400 seconds).

unit = 'Count'

evaluation_periods = 1 # More than one day.

threshold = 1 # One object.

comparison_operator = 'GreaterThanThreshold' # More than one object.

# Replace us-west-2 with the AWS Region you're using for Amazon CloudWatch.
region = 'us-east-1'

cloudwatch_client = Aws::CloudWatch::Client.new(region: region)
if alarm_created_or_updated?(

cloudwatch_client,
alarm_name,
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alarm_description,
metric_name,
alarm_actions,
namespace,
statistic,
dimensions,

period,

unit,
evaluation_periods,
threshold,
comparison_operator

puts "Alarm '#{alarm_name}' created or updated."
else

puts "Could not create or update alarm '#{alarm_name}'.
end

if alarm_actions_disabled?(cloudwatch_client, alarm_name)
puts "Alarm '#{alarm_name}' disabled."

else
puts "Could not disable alarm '#{alarm_name}'."
end
end
run_me if $PROGRAM_NAME == __ FILE__

« BX APIHFAEES , H510 EA T Ruby B9 Amazon SDK APl $#DisableAlarmActions
;8

ListMetrics
LR REERT IAER ListMetrics,

EFA T Ruby #9 SDK

(® Note
EHEZHKRIER GitHub, # Amazon KB RHIEEEFEKRTERE , THRIARETR
BEMIZTT.
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Lists available metrics for a metric namespace in Amazon CloudWatch.

@param cloudwatch_client [Aws::CloudWatch::Client]
An initialized CloudWatch client.
@param metric_namespace [String] The namespace of the metric.
@example
list_metrics_for_namespace(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
'SITE/TRAFFIC'
)
def list_metrics_for_namespace(cloudwatch_client, metric_namespace)
response = cloudwatch_client.list_metrics(namespace: metric_namespace)

#
#
#
#
#
#
#
#
#
#

if response.metrics.count.positive?
response.metrics.each do |metric|
puts " Metric name: #{metric.metric_name}"
if metric.dimensions.count.positive?
puts
metric.dimensions.each do |dimension|

Dimensions:'

puts " Name: #{dimension.name}, Value: #{dimension.valuel}"
end
else
puts 'No dimensions found.'
end
end
else
puts "No metrics found for namespace '#{metric_namespace}'. " \

'Note that it could take up to 15 minutes for recently-added metrics ' \
'to become available.'
end
end

# Example usage:

def run_me
metric_namespace = 'SITE/TRAFFIC'
# Replace us-west-2 with the AWS Region you're using for Amazon CloudWatch.
region = 'us-east-1'

cloudwatch_client = Aws::CloudWatch::Client.new(region: region)
# Add three datapoints.

puts 'Continuing...' unless datapoint_added_to_metric?(
cloudwatch_client,
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metric_namespace,
'UniqueVisitors',
'SiteName’,
'example.com',
5_885.0,

'Count’

puts 'Continuing...' unless datapoint_added_to_metric?(
cloudwatch_client,

metric_namespace,
'UniqueVisits’,
'SiteName’,
'example.com',
8_628.0,

'Count’

puts 'Continuing...' unless datapoint_added_to_metric?(
cloudwatch_client,

metric_namespace,
'PageViews',
'PageURL ",
'example.html',
18_057.0,

'Count’

puts "Metrics for namespace '#{metric_namespace}':"

list_metrics_for_namespace(cloudwatch_client, metric_namespace)
end

run_me if $PROGRAM_NAME == __ FILE__

- X APIWiFMEE , HS EA T Ruby 8 Amazon SDK APl 2 ListMetrics #,

PutMetricAlarm
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@param

@param
@param
@param
@param

@param
@param
@param

Aws:
@param
@param
@param

HOoH OF O OH OH OHF OH OH O O R OH O OH R O OH R

@param

Creates or updates an alarm in Amazon CloudWatch.

cloudwatch_client [Aws::CloudWatch::Client]

An initialized CloudWatch client.

alarm_name [String] The name of the alarm.

alarm_description [String] A description about the alarm.

metric_name [String] The name of the metric associated with the alarm.
alarm_actions [Array] A list of Strings representing the

Amazon Resource Names (ARNs) to execute when the alarm transitions to the
ALARM state.

namespace [String] The namespace for the metric to alarm on.
statistic [String] The statistic for the metric.
dimensions [Array] A list of dimensions for the metric, specified as

:CloudWatch::Types::Dimension.

period [Integer] The number of seconds before re-evaluating the metric.
unit [String] The unit of measure for the statistic.
evaluation_periods [Integer] The number of periods over which data is

compared to the specified threshold.

theshold [Float] The value against which the specified statistic is

compared.

# @param

exit

L
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Aws
'ObjectsInBucket’,

'Objects exist in this bucket for more than 1 day.',

'NumberOfObjects',
['arn:aws:sns:us-east-1:111111111111:Default_CloudWatch_Alarms_Topic'],
'AWS/S3',

'Average’,

comparison_operator [String] The arithmetic operation to use when

comparing the specified statistic and threshold.
@return [Boolean] true if the alarm was created or updated; otherwise, false.
@example

1 unless alarm_created_or_updated?(
::CloudWatch::Client.new(region: 'us-east-1'),
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# name: 'BucketName',

# value: 'amzn-s3-demo-bucket'
# },

# {

# name: 'StorageType',

# value: 'AllStorageTypes'
# }

# 1,

# 86_400,

# 'Count',

# 1,

# 1,

# 'GreaterThanThreshold'

# )

def alarm_created_or_updated?(
cloudwatch_client,
alarm_name,
alarm_description,
metric_name,
alarm_actions,
namespace,
statistic,
dimensions,
period,
unit,
evaluation_periods,
threshold,
comparison_operator

cloudwatch_client.put_metric_alarm(
alarm_name: alarm_name,
alarm_description: alarm_description,
metric_name: metric_name,
alarm_actions: alarm_actions,
namespace: namespace,
statistic: statistic,
dimensions: dimensions,
period: period,
unit: unit,
evaluation_periods: evaluation_periods,
threshold: threshold,
comparison_operator: comparison_operator
)

true
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rescue StandardError => e
puts "Error creating alarm: #{e.messagel}"
false

end

- BXx APl HiFMER , 5510 SEAT Ruby 89 Amazon SDK APl ZZPutMetricAlarm ™ 9

PutMetricData

UTFRIBREVERT WAEA PutMetricData,

EHATF Ruby B SDK

(® Note
EBEZMEREE GitHub, # Amazon B REIfF M ERERTRERE , T7HMMHITIR
EMIZTT.

require 'aws-sdk-cloudwatch'

Adds a datapoint to a metric in Amazon CloudWatch.

@param cloudwatch_client [Aws::CloudWatch::Client]
An initialized CloudWatch client.
@param metric_namespace [String] The namespace of the metric to add the
datapoint to.
@param metric_name [String] The name of the metric to add the datapoint to.
@param dimension_name [String] The name of the dimension to add the
datapoint to.
@param dimension_value [String] The value of the dimension to add the
datapoint to.
@param metric_value [Float] The value of the datapoint.
@param metric_unit [String] The unit of measurement for the datapoint.
@return [Boolean]
@example
exit 1 unless datapoint_added_to_metric?(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
'SITE/TRAFFIC',

HOH OHF O OH OHF OHF O OB O O OH OH O O OB OB K
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'UniqueVisitors',
'SiteName',
'example.com',
5_885.0,
'Count’
)
def datapoint_added_to_metric?(
cloudwatch_client,
metric_namespace,
metric_name,
dimension_name,
dimension_value,
metric_value,
metric_unit

HOH F O B O

cloudwatch_client.put_metric_data(
namespace: metric_namespace,
metric_data: [
{
metric_name: metric_name,
dimensions: [
{
name: dimension_name,
value: dimension_value
}
1,
value: metric_value,
unit: metric_unit

)

puts "Added data about '#{metric_namel}' to namespace " \
"'#{metric_namespace}'."
true
rescue StandardError => e
puts "Error adding data about '#{metric_name}' to namespace " \
"'"#{metric_namespace}': #{e.message}"
false
end

- BXx APl HWiFMER , 5519 EA T Ruby B9 Amazon SDK APl 2ZPutMetricData® #9,
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require 'aws-sdk-cognitoidentityprovider'
require 'logger'

# CognitoManager is a class responsible for managing AWS Cognito operations
# such as listing all user pools in the current AWS account.
class CognitoManager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all user pools associated with the AWS account.
def list_user_pools
paginator = @client.list_user_pools(max_results: 10)
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user_pools = []

paginator.each_page do |page]|
user_pools.concat(page.user_pools)

end

if user_pools.empty?
@logger.info('No Cognito user pools found.')
else
user_pools.each do |user_pool]|
@logger.info("User pool ID: #{user_pool.id}")
@logger.info("User pool name: #{user_pool.name}")
@logger.info("User pool status: #{user_pool.status}")
@logger.info('---")
end
end
end
end

if $PROGRAM_NAME == _ FILE__
cognito_client = Aws::CognitoIdentityProvider::Client.new
manager = CognitoManager.new(cognito_client)
manager.list_user_pools

end

- BXx APl HWiFME R , 5219 EA T Ruby B9 Amazon SDK APl 2#ListUserPoolsH #,
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require 'json'

def lambda_handler(event:, context:)
event['events'].each do |record]|
log_document_db_event(record)
end
0K
end

def log_document_db_event(record)

event_data = record['event'] || {3}

operation_type = event_datal'operationType'] || 'Unknown'
db = event_data.dig('ns', 'db') || 'Unknown'

collection = event_data.dig('ns', 'coll') || 'Unknown'

full_document = event_data['fullDocument'] || {3}

puts "Operation type: #{operation_typel}"

puts "db: #{db}"

puts "collection: #{collection}"

puts "Full document: #{JSON.pretty_generate(full_document)}"
end
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require 'aws-sdk-dynamodb'
require 'logger'

# DynamoDBManager is a class responsible for managing DynamoDB operations
# such as listing all tables in the current AWS account.
class DynamoDBManager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all DynamoDB tables in the current AWS account.
def list_tables
@logger.info('Here are the DynamoDB tables in your account:')

paginator = @client.list_tables(limit: 10)
table_names = []

paginator.each_page do |page|
page.table_names.each do |table_name|
@logger.info("- #{table_name}")
table_names << table_name
end
end

if table_names.empty?
@logger.info("You don't have any DynamoDB tables in your account.")

else
@logger.info("\nFound #{table_names.length} tables.")
end
end
end
if $PROGRAM_NAME == _ FILE__

dynamodb_client = Aws::DynamoDB::Client.new
manager = DynamoDBManager.new(dynamodb_client)
manager.list_tables

end
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Creates an Amazon DynamoDB table that can be used to store movie data.
The table uses the release year of the movie as the partition key and the
title as the sort key.

@param table_name [String] The name of the table to create.
@return [Aws::DynamoDB::Table] The newly created table.
def create_table(table_name)
@table = @dynamo_resource.create_table(
table_name: table_name,
key_schema: [
{ attribute_name: 'year', key_type: 'HASH' }, # Partition key
{ attribute_name: 'title', key_type: 'RANGE' } # Sort key
1,
attribute_definitions: [
{ attribute_name: 'year',6 attribute_type: 'N' },
{ attribute_name: 'title', attribute_type: 'S' }

#
#
#
#
#
#
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1,
billing_mode: 'PAY_PER_REQUEST'

)
@dynamo_resource.client.wait_until(:table_exists, table_name: table_name)
@table

rescue Aws::DynamoDB: :Errors::ServiceError => e
@logger.error("Failed create table #{table_name}:\n#{e.code}: #{e.messagel}")
raise

end

BIZF B R BUA T = HREURSI JSON XX

# Gets sample movie data, either from a local file or by first downloading it from
# the Amazon DynamoDB Developer Guide.
#
# @param movie_file_name [String] The local file name where the movie data is
stored in JSON format.
# @return [Hash] The movie data as a Hash.
def fetch_movie_data(movie_file_name)
if !File.file?(movie_file_name)
@logger.debug("Downloading #{movie_file_name}...")
movie_content = URI.open(
'https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/samples/
moviedata.zip'
)
movie_json =
Zip::File.open_buffer(movie_content) do |zip]|
zip.each do |entry|
movie_json = entry.get_input_stream.read

end
end
else
movie_json = File.read(movie_file_name)
end
movie_data = JSON.parse(movie_json)
# The sample file lists over 4000 movies. This returns only the first 250.
movie_data.slice(@, 250)
rescue StandardError => e
puts("Failure downloading movie data:\n#{el}")
raise
end
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table_name = "doc-example-table-movies-#{rand(10**4)}"
scaffold = Scaffold.new(table_name)
dynamodb_wrapper = DynamoDBBasics.new(table_name)

new_step(l, 'Create a new DynamoDB table if none already exists.')
unless scaffold.exists?(table_name)
puts("\nNo such table: #{table_name}. Creating it...")
scaffold.create_table(table_name)
print "Done!\n".green
end

new_step(2, 'Add a new record to the DynamoDB table.')

my_movie = {3}

my_movie[:title] = CLI::UI::Prompt.ask('Enter the title of a movie to add to the
table. E.g. The Matrix')

my_movie[:year] = CLI::UI::Prompt.ask('What year was it released? E.g. 1989').to_i
my_movie[:rating] = CLI::UI::Prompt.ask('On a scale of 1 - 10, how do you rate it?
E.g. 7').to_i

my_movie[:plot] = CLI::UI::Prompt.ask('Enter a brief summary of the plot. E.g. A
man awakens to a new reality.')

dynamodb_wrapper.add_item(my_movie)

puts("\nNew record added:")

puts JSON.pretty_generate(my_movie).green

print "Done!\n".green

new_step(3, 'Update a record in the DynamoDB table.')

my_movie[:rating] = CLI::UI::Prompt.ask("Let's update the movie you added with a
new rating, e.g. 3:").to_i

response = dynamodb_wrapper.update_item(my_movie)

puts("Updated '#{my_movie[:title]}' with new attributes:")

puts JSON.pretty_generate(response).green

print "Done!\n".green

new_step(4, 'Get a record from the DynamoDB table.')

puts("Searching for #{my_movie[:title]} (#{my_movie[:year]})...")
response = dynamodb_wrapper.get_item(my_movie[:title], my_movie[:year])
puts JSON.pretty_generate(response).green

print "Done!\n".green

new_step(5, 'Write a batch of items into the DynamoDB table.')
download_file = 'moviedata.json'
puts("Downloading movie database to #{download_file}...")
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movie_data = scaffold.fetch_movie_data(download_file)

puts("Writing movie data from #{download_file} into your table...")
scaffold.write_batch(movie_data)

puts("Records added: #{movie_data.length}.")

print "Done!\n".green

new_step(5, 'Query for a batch of items by key.')
loop do
release_year = CLI::UI::Prompt.ask('Enter a year between 1972 and 2018, e.g.
1999:').to_1i
results = dynamodb_wrapper.query_items(release_year)
if results.any?
puts("There were #{results.length} movies released in #{release_year}:")
results.each do |movie]
print "\t #{movie['title']}".green
end
break
else
continue = CLI::UI::Prompt.ask("Found no movies released in #{release_year}!
Try another year? (y/n)")
break unless continue.eql?('y"')
end
end
print "\nDone!\n".green

new_step(6, 'Scan for a batch of items using a filter expression.')

years = {}
years[:start] = CLI::UI::Prompt.ask('Enter a starting year between 1972 and
2018:")

years[:end] = CLI::UI::Prompt.ask('Enter an ending year between 1972 and 2018:')
releases = dynamodb_wrapper.scan_items(years)
if !releases.empty?
puts("Found #{releases.length} movies.")
count = Question.ask(
'"How many do you want to see? ', method(:is_int), in_range(l, releases.length)
)
puts("Here are your #{count} movies:")
releases.take(count).each do |release]|
puts("\t#{release['title']}")
end
else
puts("I don't know about any movies released between #{years[:start]} "\
"and #{years[:end]}.")
end
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print "\nDone!\n".green

new_step(7, 'Delete an item from the DynamoDB table.')
answer = CLI::UI::Prompt.ask("Do you want to remove '#{my_movie[:title]}'? (y/n)
")
if answer.eql?('y')
dynamodb_wrapper.delete_item(my_movie[:title], my_movie[:year])
puts("Removed '#{my_movie[:title]}' from the table.")
print "\nDone!\n".green
end

new_step(8, 'Delete the DynamoDB table.')
answer = CLI::UI::Prompt.ask('Delete the table? (y/n)')
if answer.eql?('y')
scaffold.delete_table
puts("Deleted #{table_name}.")
else
puts("Don't forget to delete the table when you're done!")
end
print "\nThanks for watching!\n".green
rescue Aws::Errors::ServiceError
puts('Something went wrong with the demo.')
rescue Errno::ENOENT
true
end
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class DynamoDBPartiQLBatch
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

# Selects a batch of items from a table using PartiQL
#
# @param batch_titles [Array] Collection of movie titles
# @return [Aws::DynamoDB::Types::BatchExecuteStatementOutput]
def batch_execute_select(batch_titles)
request_items = batch_titles.map do |[title, year|
{
statement: "SELECT * FROM \"#{e@table.name}\" WHERE title=? and year=?",
parameters: [title, year]
}
end
@dynamodb.client.batch_execute_statement({ statements: request_items })
end

5 PartiQL MiBR—#tI B,
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class DynamoDBPartiQLBatch

attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

# Deletes a batch of items from a table using PartiQL
#
# @param batch_titles [Array] Collection of movie titles
# @return [Aws::DynamoDB::Types::BatchExecuteStatementOutput]
def batch_execute_write(batch_titles)
request_items = batch_titles.map do |title, year|
{
statement: "DELETE FROM \"#{e@table.name}\" WHERE title=? and year=?",
parameters: [title, year]
}
end
@dynamodb.client.batch_execute_statement({ statements: request_items })
end
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class DynamoDBBasics

attr_reader :dynamo_resource, :table
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def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Fills an Amazon DynamoDB table with the specified data. Items are sent in
# batches of 25 until all items are written.
#
# @param movies [Enumerable] The data to put in the table. Each item must contain
at least
# the keys required by the schema that was specified
when the
# table was created.
def write_batch(movies)
index = 0
slice_size = 25
while index < movies.length
movie_items = []
movies[index, slice_size].each do |movie]
movie_items.append({ put_request: { item: movie } })
end
@dynamo_resource.client.batch_write_item({ request_items: { @table.name =>
movie_items } })
index += slice_size
end
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts(
"Couldn't load data into table #{e@table.name}. Here's why:"
)
puts("\t#{e.code}: #{e.messagel}")
raise
end
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# Encapsulates an Amazon DynamoDB table of movie data.
class Scaffold
attr_reader :dynamo_resource, :table_name, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table_name = table_name
@table = nil
@logger = Logger.new($stdout)
@logger.level = Logger::DEBUG

end

Creates an Amazon DynamoDB table that can be used to store movie data.
The table uses the release year of the movie as the partition key and the
title as the sort key.

@param table_name [String] The name of the table to create.
@return [Aws::DynamoDB::Table] The newly created table.
def create_table(table_name)
@table = @dynamo_resource.create_table(
table_name: table_name,
key_schema: [
{ attribute_name: 'year', key_type: 'HASH' }, # Partition key
{ attribute_name: 'title', key_type: 'RANGE' } # Sort key

#
#
#
#
#
#

iF

attribute_definitions: [
{ attribute_name: 'year',6 attribute_type: 'N' },
{ attribute_name: 'title', attribute_type: 'S' }

1,

billing_mode: 'PAY_PER_REQUEST'
)
@dynamo_resource.client.wait_until(:table_exists, table_name: table_name)
@table
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rescue Aws::DynamoDB: :Errors::ServiceError => e
@logger.error("Failed create table #{table_name}:\n#{e.code}: #{e.messagel}")
raise

end
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Deletes a movie from the table.
#
# @param title [String] The title of the movie to delete.
# @param year [Integer] The release year of the movie to delete.
def delete_item(title, year)
@table.delete_item(key: { 'year' => year, 'title' => title })
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't delete movie #{title}. Here's why:")
puts("\t#{e.code}: #{e.messagel}")
raise
end
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# Encapsulates an Amazon DynamoDB table of movie data.

class Scaffold
attr_reader :dynamo_resource, :table_name, :table

def initialize(table_name)

client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)

@table_name = table_name

@table = nil

@logger = Logger.new($stdout)

@logger.level = Logger::DEBUG
end

# Deletes the table.

def delete_table
@table.delete
@table = nil

rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't delete table. Here's why:")
puts('"\t#{e.code}: #{e.messagel}")
raise

end
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# Encapsulates an Amazon DynamoDB table of movie data.
class Scaffold
attr_reader :dynamo_resource, :table_name, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table_name = table_name
@table = nil
@logger = Logger.new($stdout)
@logger.level = Logger: :DEBUG

end

# Determines whether a table exists. As a side effect, stores the table in

# a member variable.

#

# @param table_name [String] The name of the table to check.

# @return [Boolean] True when the table exists; otherwise, False.

def exists?(table_name)
@dynamo_resource.client.describe_table(table_name: table_name)
@logger.debug("Table #{table_name} exists")

rescue Aws::DynamoDB::Errors::ResourceNotFoundException
@logger.debug("Table #{table_name} doesn't exist")
false

rescue Aws::DynamoDB::Errors::ServiceError => e
puts("Couldn't check for existence of #{table_name}:\n")
puts('"\t#{e.code}: #{e.messagel}")
raise

end
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class DynamoDBPartiQLSingle
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

Gets a single record from a table using PartiqQL.
Note: To perform more fine-grained selects,
use the Client.query instance method instead.

@param title [String] The title of the movie to search.
@return [Aws::DynamoDB: :Types: :ExecuteStatementOutput]
def select_item_by_title(title)
request = {
statement: "SELECT * FROM \"#{e@table.name}\" WHERE title=?",
parameters: [title]
}
@dynamodb.client.execute_statement(request)
end

#
#
#
#
#
#

5 PartiQL EFENIE,
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class DynamoDBPartiQLSingle
attr_reader :dynamo_resource, :table

def initialize(table_name)

client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

#
#
#
#
#
#

Updates a single record from a table using PartiqQL.

@param title [String] The title of the movie to update.
@param year [Integer] The year the movie was released.
@param rating [Float] The new rating to assign the title.
@return [Aws::DynamoDB: :Types: :ExecuteStatementOutput]

def update_rating_by_title(title, year, rating)

request = {
statement: "UPDATE \"#{@table.name}\" SET info.rating=? WHERE title=? and

year=7",

parameters: [{ "N": rating }, title, year]

}

@dynamodb.client.execute_statement(request)

end

£/ PartiQL A MEANTE,

class DynamoDBPartiQLSingle
attr_reader :dynamo_resource, :table

def initialize(table_name)

client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

# Adds a single record to a table using PartiQL.

#

# @param title [String] The title of the movie to update.

# @param year [Integer] The year the movie was released.

# @param plot [String] The plot of the movie.

# @param rating [Float] The new rating to assign the title.
# @return [Aws::DynamoDB::Types::ExecuteStatementOutput]
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def insert_item(title, year, plot, rating)
request = {
statement: "INSERT INTO \"#{e@table.name}\" VALUE {'title': ?, 'year': ?,
'info': ?}",
parameters: [title, year, { 'plot': plot, 'rating': rating }]
}
@dynamodb.client.execute_statement(request)
end

£/ PartiQL MIBR 2R .

class DynamoDBPartiQLSingle
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB: :Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

# Deletes a single record from a table using PartiqQL.
#
# @param title [String] The title of the movie to update.
# @param year [Integer] The year the movie was released.
# @return [Aws::DynamoDB::Types::ExecuteStatementOutput]
def delete_item_by_title(title, year)
request = {
statement: "DELETE FROM \"#{@table.name}\" WHERE title=? and year=?",
parameters: [title, year]
}
@dynamodb.client.execute_statement(request)
end
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Gets movie data from the table for a specific movie.

#

# @param title [String] The title of the movie.

# @param year [Integer] The release year of the movie.

# @return [Hash] The data about the requested movie.

def get_item(title, year)
@table.get_item(key: { 'year' => year, 'title' => title })

rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't get movie #{title} (#{year}) from table #{@table.name}:\n")
puts("\t#{e.code}: #{e.messagel}")
raise

end
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# Encapsulates an Amazon DynamoDB table of movie data.
class Scaffold
attr_reader :dynamo_resource, :table_name, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table_name = table_name
@table = nil
@logger = Logger.new($stdout)
@logger.level = Logger::DEBUG

end

# Determines whether a table exists. As a side effect, stores the table in

# a member variable.

#

# @param table_name [String] The name of the table to check.

# @return [Boolean] True when the table exists; otherwise, False.

def exists?(table_name)
@dynamo_resource.client.describe_table(table_name: table_name)
@logger.debug("Table #{table_name} exists")

rescue Aws::DynamoDB::Errors::ResourceNotFoundException
@logger.debug("Table #{table_name} doesn't exist")
false

rescue Aws::DynamoDB::Errors::ServiceError => e
puts("Couldn't check for existence of #{table_name}:\n")
puts("\t#{e.code}: #{e.messagel}")
raise

end
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Adds a movie to the table.
#
# @param movie [Hash] The title, year, plot, and rating of the movie.
def add_item(movie)
@table.put_item(
item: {

'year' => moviel[:year],

'title' => movie[:title],

'info' => { 'plot' => movie[:plot], 'rating' => movie[:rating] }

)
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't add movie #{title} to table #{e@table.name}. Here's why:")
puts("\t#{e.code}: #{e.messagel}")
raise
end
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Queries for movies that were released in the specified year.
#
# @param year [Integer] The year to query.
# @return [Array] The list of movies that were released in the specified year.
def query_items(year)
response = @table.query(
key_condition_expression: '#yr = :year',
expression_attribute_names: { '#yr' => 'year' },
expression_attribute_values: { ':year' => year }
)
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't query for movies released in #{year}. Here's why:")
puts('"\t#{e.code}: #{e.messagel}")
raise
else
response.items
end

- BXAPI#4AEE , 5% (EAT Ruby 8 Amazon SDK API Reference) H#) Query,

B’1E 80


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/dynamodb#code-examples
https://docs.amazonaws.cn/goto/SdkForRubyV3/dynamodb-2012-08-10/Query

Amazon &M F Ruby #J SDK

FRARER

Scan

LTFRIBRBPERT WAEA Scan,

EFA T Ruby B9 SDK

® Note

EREZHMKIEL GitHub, & Amazon NIBROIFH#ERERTERS , THENARITIR
B MIE1T,

class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)

client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Scans for movies that were released in a range of years.
# Uses a projection expression to return a subset of data for each movie.

# @param year_range [Hash] The range of years to retrieve.
# @return [Array] The list of movies released in the specified years.
def scan_items(year_range)

movies = []
scan_hash = {
filter_expression: '#yr between :start_yr and :end_yr',
projection_expression: '#yr, title, info.rating',
expression_attribute_names: { '#yr' => 'year' },
expression_attribute_values: {
':start_yr' => year_range[:start], ':end_yr' => year_range[:end]

}

done = false

start_key = nil

until done
scan_hash[:exclusive_start_key] = start_key unless start_key.nil?
response = @table.scan(scan_hash)
movies.concat(response.items) unless response.items.empty?
start_key = response.last_evaluated_key
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done = start_key.nil?
end
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't scan for movies. Here's why:")
puts("\t#{e.code}: #{e.messagel}")
raise
else
movies
end

- BXx APl #4EE , 28 GEMAT Ruby 9 Amazon SDK API Reference) H#J Scan,
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Updates rating and plot data for a movie in the table.
#
# @param movie [Hash] The title, year, plot, rating of the movie.
def update_item(movie)
response = @table.update_item(
key: { 'year' => movie[:year], 'title' => movie[:title] },
update_expression: 'set info.rating=:r',
expression_attribute_values: { ':r' => movie[:rating] 3},
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return_values: 'UPDATED_NEW'
)

rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't update movie #{movie[:title]} (#{movie[:year]}) in table
#{@table.name}\n")
puts("\t#{e.code}: #{e.messagel}")
raise
else
response.attributes
end
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table_name = "doc-example-table-movies-partiql-#{rand(10**4)}"
scaffold = Scaffold.new(table_name)
sdk = DynamoDBPartiQLBatch.new(table_name)
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new_step(l, 'Create a new DynamoDB table if none already exists.')
unless scaffold.exists?(table_name)
puts("\nNo such table: #{table_name}. Creating it...")
scaffold.create_table(table_name)
print "Done!\n".green
end

new_step(2, 'Populate DynamoDB table with movie data.')
download_file = 'moviedata.json'

puts("Downloading movie database to #{download_file}...")
movie_data = scaffold.fetch_movie_data(download_file)

puts("Writing movie data from #{download_file} into your table...")
scaffold.write_batch(movie_data)

puts("Records added: #{movie_data.length}.")

print "Done!\n".green

new_step(3, 'Select a batch of items from the movies table.')

puts "Let's select some popular movies for side-by-side comparison."

response = sdk.batch_execute_select([['Mean Girls',6 2004], ['Goodfellas', 1977],
['The Prancing of the Lambs', 2005]])

puts("Items selected: #{response['responses'].length}\n")

print "\nDone!\n".green

new_step(4, 'Delete a batch of items from the movies table.')
sdk.batch_execute_write([['Mean Girls', 2004], ['Goodfellas', 1977], ['The
Prancing of the Lambs', 2005]])

print "\nDone!\n".green

new_step(5, 'Delete the table.')
return unless scaffold.exists?(table_name)

scaffold.delete_table

end
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table_name = "doc-example-table-movies-partiql-#{rand(10**8)}"
scaffold = Scaffold.new(table_name)
sdk = DynamoDBPartiQLSingle.new(table_name)

new_step(l, 'Create a new DynamoDB table if none already exists.')
unless scaffold.exists?(table_name)
puts("\nNo such table: #{table_name}. Creating it...")
scaffold.create_table(table_name)
print "Done!\n".green
end

new_step(2, 'Populate DynamoDB table with movie data.')
download_file = 'moviedata.json'

puts("Downloading movie database to #{download_file}...")
movie_data = scaffold.fetch_movie_data(download_file)

puts("Writing movie data from #{download_file} into your table...")
scaffold.write_batch(movie_data)

puts("Records added: #{movie_data.length}.")

print "Done!\n".green

new_step(3, 'Select a single item from the movies table.')

response = sdk.select_item_by_title('Star Wars')

puts("Items selected for title 'Star Wars': #{response.items.length}\n")
print response.items.first.to_s.yellow

print "\n\nDone!\n".green

new_step(4, 'Update a single item from the movies table.')
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puts "Let's correct the rating on The Big Lebowski to 10.0."
sdk.update_rating_by_title('The Big Lebowski', 1998, 10.0)
print "\nDone!\n".green

new_step(5, 'Delete a single item from the movies table.')

puts "Let's delete The Silence of the Lambs because it's just too scary."
sdk.delete_item_by_title('The Silence of the Lambs', 1991)

print "\nDone!\n".green

new_step(6, 'Insert a new item into the movies table.')

puts "Let's create a less-scary movie called The Prancing of the Lambs."
sdk.insert_item('The Prancing of the Lambs', 2005, 'A movie about happy
livestock.', 5.0)

print "\nDone!\n".green

new_step(7, 'Delete the table.')
return unless scaffold.exists?(table_name)

scaffold.delete_table
end
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def lambda_handler(event:, context:)
return 'received empty event' if event['Records'].empty?

event['Records'].each do |record|
log_dynamodb_record(record)
end

"Records processed: #{event['Records'].length}"
end

def log_dynamodb_record(record)

puts record['eventID']

puts record['eventName']

puts "DynamoDB Record: #{JSON.generate(record['dynamodb'])}"
end

#Bid DynamoDB fii % 85184 Lambda BRERHEALIRIN B % W

AR RBB RAIE R A R #2k B DynamoDB FVEHH Lambda EESEIEB O LA B IR, 1Z B ER
MR RS HALEBINE KW, HIER Lambda FBEEiHIXLHEE,
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def lambda_handler(event:, context:)
records = event["Records"]
cur_record_sequence_number = ""

records.each do |record|
begin
# Process your record
cur_record_sequence_number = record["dynamodb"]["SequenceNumber"]
rescue StandardError => e
# Return failed record's sequence number
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return {"batchItemFailures" => [{"itemIdentifier" =>
cur_record_sequence_number}]}
end
end

{"batchItemFailures" => []}
end

FHEM T Ruby #9 SDK BIIL &5 EC2 R4l

AT 88 Rl e 48 R RN 4E Amazon FREERSRBITIRENSSIE LIZ R EC2, EAT Ruby B9
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require 'aws-sdk-ec2'
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require 'logger'

# EC2Manager is a class responsible for managing EC2 operations
# such as listing all EC2 instances in the current AWS account.
class EC2Manager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all EC2 instances in the current AWS account.

def list_instances
@logger.info('Listing instances')

instances = fetch_instances

if instances.empty?
@logger.info('You have no instances')
else
print_instances(instances)
end
end

private

# Fetches all EC2 instances using pagination.
#

# @return [Array<Aws::EC2::Types::Instance>] List of EC2 instances.

def fetch_instances
paginator = @client.describe_instances
instances = []

paginator.each_page do |page|
page.reservations.each do |reservation]
reservation.instances.each do |instance]
instances << instance
end
end
end

instances
end

# Prints details of the given EC2 instances.

T 1E A
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#
# @param instances [Array<Aws::EC2::Types::Instance>] List of EC2 instances to
print.
def print_instances(instances)
instances.each do |instance|
@logger.info("Instance ID: #{instance.instance_id}")
@logger.info("Instance Type: #{instance.instance_type}")
@logger.info("Public IP: #{instance.public_ip_address}")
@logger.info("Public DNS Name: #{instance.public_dns_name}")
@logger.info("\n")
end
end
end

if $PROGRAM_NAME == _ FILE__
ec2_client = Aws::EC2::Client.new(region: 'us-west-2')
manager = EC2Manager.new(ec2_client)
manager.list_instances

end

- BX API HWiFHER , 2 EAT Ruby B9 Amazon SDK APl &
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# Creates an Elastic IP address in Amazon Virtual Private Cloud (Amazon VPC).
#
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# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.
# @return [String] The allocation ID corresponding to the Elastic IP address.
# @example
# puts allocate_elastic_ip_address(Aws::EC2::Client.new(region: 'us-west-2'))
def allocate_elastic_ip_address(ec2_client)
response = ec2_client.allocate_address(domain: 'vpc')
response.allocation_id
rescue StandardError => e
puts "Error allocating Elastic IP address: #{e.message}"
'Exrror’
end

BX AP HiFAEELR |, H2 5 EAT Ruby B9 Amazon SDK APl $# AllocateAddress Y,
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# Associates an Elastic IP address with an Amazon Elastic Compute Cloud

# (Amazon EC2) instance.

#

# Prerequisites:

#

# - The allocation ID corresponding to the Elastic IP address.

# - The Amazon EC2 instance.

#

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.

# @param allocation_id [String] The ID of the allocation corresponding to

# the Elastic IP address.

# @param instance_id [String] The ID of the instance.

# @return [String] The assocation ID corresponding to the association of the

# Elastic IP address to the instance.

# @example
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puts allocate_elastic_ip_address(
Aws::EC2::Client.new(region: 'us-west-2'),
'eipalloc-04452e528a66279EX",
'i-033c48ef@67af3dEX")

def associate_elastic_ip_address_with_instance(

ec2_client,

allocation_id,

instance_id

#
#
#
#

response = ec2_client.associate_address(
allocation_id: allocation_id,
instance_id: instance_id
)
response.association_id
rescue StandardError => e
puts "Error associating Elastic IP address with instance: #{e.message}"
'Exrror'
end

« X APIWEFAEE , HS1 EA T Ruby 8 Amazon SDK APl 2 AssociateAddress HHY .
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# This code example does the following:

# 1. Creates a key pair in Amazon Elastic Compute Cloud (Amazon EC2).
# 2. Displays information about available key pairs.

# 3. Deletes the key pair.

require 'aws-sdk-ec2'
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# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.

# @param key_pair_name [String] The name for the key pair and private

# key file.

# @return [Boolean] true if the key pair and private key file were

# created; otherwise, false.

# @example

# exit 1 unless key_pair_created?(

# Aws::EC2::Client.new(region: 'us-west-2'),

# 'my-key-pair'

#0)

def key_pair_created?(ec2_client, key_pair_name)
key_pair = ec2_client.create_key_pair(key_name: key_pair_name)
puts "Created key pair '#{key_pair.key_name}' with fingerprint " \

"'#{key_pair.key_fingerprint}' and ID '#{key_pair.key_pair_id}"'.

filename = File.join(Dir.home, "#{key_pair_name}.pem")
File.open(filename, 'w') { |file| file.write(key_pair.key_material) }
puts "Private key file saved locally as '#{filename}'."

true
rescue Aws::EC2::Errors::InvalidKeyPairDuplicate
puts "Error creating key pair: a key pair named '#{key_pair_name}' " \
'already exists.'
false

rescue StandardError => e
puts "Error creating key pair or saving private key file: #{e.message}"
false

end

# Displays information about available key pairs in

# Amazon Elastic Compute Cloud (Amazon EC2).

#

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.
# @example

#  describe_key_pairs(Aws::EC2::Client.new(region: 'us-west-2'))

def describe_key_pairs(ec2_client)
result = ec2_client.describe_key_pairs
if result.key_pairs.count.zero?
puts 'No key pairs found.'
else
puts 'Key pair names:'
result.key_pairs.each do |key_pair|
puts key_pair.key_name
end
end
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rescue StandardError => e
puts "Error getting information about key pairs: #{e.message}"

end

# Deletes a key pair in Amazon Elastic Compute Cloud (Amazon EC2).
#

# Prerequisites:

#

# - The key pair to delete.

#

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.

# @param key_pair_name [String] The name of the key pair to delete.
# @return [Boolean] true if the key pair was deleted; otherwise, false.
# @example

# exit 1 unless key_pair_deleted?(

# Aws::EC2::Client.new(region: 'us-west-2'),

# 'my-key-pair'

# )

def key_pair_deleted?(ec2_client, key_pair_name)
ec2_client.delete_key_pair(key_name: key_pair_name)
true

rescue StandardError => e
puts "Error deleting key pair: #{e.message}"
false

end

# Example usage:
def run_me
key_pair_name =

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[@] == '-h'

puts 'Usage: ruby ec2-ruby-example-key-pairs.rb KEY_PAIR_NAME REGION'
puts 'Example: ruby ec2-ruby-example-key-pairs.rb my-key-pair us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?
key_pair_name = 'my-key-pair'
region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else
key_pair_name = ARGV[O]
region = ARGV[1]
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end

ec2_client = Aws::EC2::Client.new(region: region)

puts 'Displaying existing key pair names before creating this key pair...

describe_key_pairs(ec2_client)

puts '-' * 10

puts 'Creating key pair...'

unless key_pair_created?(ec2_client, key_pair_name)
puts 'Stopping program.'
exit 1

end

puts '-' * 10

puts 'Displaying existing key pair names after creating this key pair...'

describe_key_pairs(ec2_client)

puts '-' * 10

puts 'Deleting key pair...'

unless key_pair_deleted?(ec2_client, key_pair_name)
puts 'Stopping program. You must delete the key pair yourself.'
exit 1

end

puts 'Key pair deleted.'

puts '-' * 10
puts 'Now that the key pair is deleted, ' \

'also deleting the related private key pair file...'
filename = File.join(Dir.home, "#{key_pair_name}.pem")
File.delete(filename)
if File.exist?(filename)

puts "Could not delete file at '#{filename}'. You must delete it yourself."

else

puts 'File deleted.'
end
puts '-' * 10

puts 'Displaying existing key pair names after deleting this key pair...'

describe_key_pairs(ec2_client)

end

run_me if $PROGRAM_NAME == __ FILE__
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- BXx APl HiFMER , 5510 EAT Ruby 89 Amazon SDK API £ # CreateKeyPaird iy,

CreateRouteTable
LT RBRHERT AI{EH CreateRouteTable,

EA T Ruby B9 SDK

® Note
EBEZMXER GitHubo # Amazon A RPIFHEEFEFERTRERE , THMMETIR
BHIZETT.

require 'aws-sdk-ec2'
Prerequisites:

- A VPC in Amazon VPC.
- A subnet in that VPC.
- A gateway attached to that subnet.

@param ec2_resource [Aws::EC2::Resource] An initialized
Amazon Elastic Compute Cloud (Amazon EC2) resource object.
@param vpc_id [String] The ID of the VPC for the route table.
@param subnet_id [String] The ID of the subnet for the route table.
@param gateway_id [String] The ID of the gateway for the route.
@param destination_cidr_block [String] The destination CIDR block
for the route.
@param tag_key [String] The key portion of the tag for the route table.
@param tag_value [String] The value portion of the tag for the route table.
@return [Boolean] true if the route table was created and associated;
otherwise, false.
@example
exit 1 unless route_table_created_and_associated?(
Aws::EC2::Resource.new(region: 'us-west-2'),
'vpc-0b6f769731EXAMPLE ",
'subnet-03d9303b57EXAMPLE ',
'igw-06ca90@c@11EXAMPLE",
'0.0.0.0/0",
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# 'my-key',
# 'my-value'
# )

def route_table_created_and_associated?(
ec2_resource,
vpc_id,
subnet_id,
gateway_id,
destination_cidr_block,
tag_key,
tag_value

route_table = ec2_resource.create_route_table(vpc_id: vpc_id)
puts "Created route table with ID '#{route_table.id}'."
route_table.create_tags(
tags: [
{
key: tag_key,
value: tag_value

}

)
puts 'Added tags to route table.'

route_table.create_route(
destination_cidr_block: destination_cidr_block,
gateway_id: gateway_id
)
puts 'Created route with destination CIDR block ' \
"'"#{destination_cidr_block}' and associated with gateway " \
"with ID '#{gateway_id}'."
route_table.associate_with_subnet(subnet_id: subnet_id)
puts "Associated route table with subnet with ID '#{subnet_id}'."
true
rescue StandardError => e
puts "Error creating or associating route table: #{e.message}"
puts 'If the route table was created but not associated, you should
'clean up by deleting the route table.'
false
end

# Example usage:
def run_me
vpc_id =
subnet_id = "'
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gateway_id =
destination_cidr_block =
tag_key = '

tag_value = "'

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-create-route-table.rb ' \
'VPC_ID SUBNET_ID GATEWAY_ID DESTINATION_CIDR_BLOCK ' \
'TAG_KEY TAG_VALUE REGION'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-create-route-table.rb ' \
'vpc-0b6f769731EXAMPLE subnet-03d9303b57EXAMPLE igw-06ca9@c@11EXAMPLE ' \
"'90.0.0.0/0' my-key my-value us-west-2"
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
vpc_id = 'vpc-0b6f769731EXAMPLE'
subnet_id = 'subnet-03d9303b57EXAMPLE"
gateway_id = 'igw-06ca90c@11EXAMPLE'
destination_cidr_block = '0.0.0.0/0'
tag_key = 'my-key'
tag_value = 'my-value'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else
vpc_id = ARGV[O]
subnet_id = ARGV[1]
gateway_id = ARGV[2]
destination_cidr_block = ARGV[3]
tag_key = ARGV[4]
tag_value = ARGV[5]
region = ARGV[6]
end

ec2_resource = Aws::EC2::Resource.new(region: region)

if route_table_created_and_associated?(
ec2_resource,
vpc_id,
subnet_id,
gateway_id,
destination_cidr_block,
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tag_key,
tag_value
)
puts 'Route table created and associated.'
else
puts 'Route table not created or not associated.'
end
end
run_me if $PROGRAM_NAME == _ FILE_

- BX APIHFAEESR , H510 EA T Ruby B9 Amazon SDK APl $# CreateRouteTable .

CreateSecurityGroup
TR RBROVERT (AEA CreateSecurityGroup,

EHATF Ruby 9 SDK

(® Note
BB EZHEXEE GitHub, £ Amazon KB RHIFMEEPRERTERG , THENMFEITIR
B MiE1T,

# This code example does the following:

# 1. Creates an Amazon Elastic Compute Cloud (Amazon EC2) security group.
# 2. Adds inbound rules to the security group.

# 3. Displays information about available security groups.

# 4. Deletes the security group.

require 'aws-sdk-ec2'

# Creates an Amazon Elastic Compute Cloud (Amazon EC2) security group.

#

# Prerequisites:

#

# - A VPC in Amazon Virtual Private Cloud (Amazon VPC).
#
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@param ec2_client [Aws::EC2::Client] An initialized
Amazon EC2 client.
@param group_name [String] A name for the security group.
@param description [String] A description for the security group.
@param vpc_id [String] The ID of the VPC for the security group.
@return [String] The ID of security group that was created.
@example
puts create_security_group(
Aws::EC2::Client.new(region: 'us-west-2'),
'my-security-group’,
'This is my security group.',
'vpc-6713dfEX"'

HOoH OHF OH OH OH O OH OH O B OH O

)
def create_security_group(ec2_client, group_name, description, vpc_id)
security_group = ec2_client.create_security_group(
group_name: group_name,
description: description,
vpc_id: vpc_id
)
puts "Created security group '#{group_name}' with ID " \
"'"#{security_group.group_id}' in VPC with ID '#{vpc_id}'.
security_group.group_id
rescue StandardError => e
puts "Error creating security group: #{e.messagel}"

'"Error'
end
# Adds an inbound rule to an Amazon Elastic Compute Cloud (Amazon EC2)
# security group.
#
# Prerequisites:
#
# - The security group.
#
# @param ec2_client [Aws::EC2::Client] An initialized Amazon EC2 client.
# @param security_group_id [String] The ID of the security group.
# @param ip_protocol [String] The network protocol for the inbound rule.
# @param from_port [String] The originating port for the inbound rule.
# @param to_port [String] The destination port for the inbound rule.
# @param cidr_ip_range [String] The CIDR IP range for the inbound rule.
# @return
# @example
# exit 1 unless security_group_ingress_authorized?(
# Aws::EC2::Client.new(region: 'us-west-2'),
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'sg-030a858e078f1b9EX",
"tep’,

'80"',

'80"',

'0.0.0.0/0"

HOH F O B O

)

def security_group_ingress_authorized?(

ec2_client, security_group_id, ip_protocol, from_port, to_port, cidr_ip_range

ec2_client.authorize_security_group_ingress(
group_id: security_group_id,
ip_permissions: [
{

ip_protocol: ip_protocol,

from_port: from_port,

to_port: to_port,

ip_ranges: [

{

cidr_ip: cidr_ip_range

puts "Added inbound rule to security group '#{security_group_id}'

for protocol " \

"'#{ip_protocol}' from port '#{from_port}' to port '#{to_port}' " \

"with CIDR IP range '#{cidr_ip_range}"'.
true
rescue StandardError => e
puts "Error adding inbound rule to security group: #{e.messagel}"
false
end

# Refactored method to simplify complexity for describing security group permissions

def format_port_information(perm)

from_port_str = perm.from_port == '-1' || perm.from_port == -1 ?
perm.from_port.to_s
to_port_str = perm.to_port == '-1' || perm.to_port == -1 ? 'All’

perm.to_port.to_s
{ from_port: from_port_str, to_port: to_port_str }
end

# Displays information about a security group's IP permissions set
# Amazon Elastic Compute Cloud (Amazon EC2).

'All!

in
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def describe_security_group_permissions(perm)
ports = format_port_information(perm)

print " Protocol: #{perm.ip_protocol == '-1' ? 'All' : perm.ip_protocol}"
print ", From: #{ports[:from_port]}, To: #{ports[:to_port]}"

print ", CIDR IPv6: #{perm.ipv_6_ranges[@].cidr_ipv_63}" if perm.key?
(:ipv_6_ranges) && perm.ipv_6_ranges.count.positive?

print ", CIDR IPv4: #{perm.ip_ranges[@].cidr_ipl}" if perm.key?(:ip_ranges) &&
perm.ip_ranges.count.positive?
print "\n"

end

# Displays information about available security groups in
# Amazon Elastic Compute Cloud (Amazon EC2).
def describe_security_groups(ec2_client)

response = ec2_client.describe_security_groups

if response.security_groups.count.positive?
response.security_groups.each do |sg]
display_group_details(sg)
end
else
puts 'No security groups found.'
end
rescue StandardError => e
puts "Error getting information about security groups: #{e.messagel}"
end

# Helper method to display the details of security groups
def display_group_details(sg)

puts '-' * (sg.group_name.length + 13)
puts "Name: #{sg.group_name}"
puts "Description: #{sg.description}"
puts "Group ID: #{sg.group_id}"
puts "Owner ID: #{sg.owner_id}"
puts "VPC ID: #{sg.vpc_id}"

display_group_tags(sg.tags) if sg.tags.count.positive?
display_group_permissions(sg)
end

def display_group_tags(tags)
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puts 'Tags:'
tags.each do |tag]
puts " Key: #{tag.key}, Value: #{tag.value}"
end
end

def display_group_permissions(sg)
if sg.ip_permissions.count.positive?
puts 'Inbound rules:'
sg.ip_permissions.each do |p]|
describe_security_group_permissions(p)
end
end

return if sg.ip_permissions_egress.empty?

puts 'Outbound rules:'
sg.ip_permissions_egress.each do |p]|
describe_security_group_permissions(p)
end
end

# Deletes an Amazon Elastic Compute Cloud (Amazon EC2)

# security group.

def security_group_deleted?(ec2_client, security_group_id)
ec2_client.delete_security_group(group_id: security_group_id)
puts "Deleted security group '#{security_group_id}'."
true

rescue StandardError => e
puts "Error deleting security group: #{e.messagel}"
false

end

# Example usage with refactored run_me to reduce complexity

def run_me
group_name, description, vpc_id, ip_protocol_http, from_port_http, to_port_http, \
cidr_ip_range_http, ip_protocol_ssh, from_port_ssh, to_port_ssh, \
cidr_ip_range_ssh, region = process_arguments
ec2_client = Aws::EC2::Client.new(region: region)

security_group_id = attempt_create_security_group(ec2_client, group_name,
description, vpc_id)
security_group_exists = security_group_id != 'Error'
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if security_group_exists

add_inbound_rules(ec2_client, security_group_id, ip_protocol_http,
from_port_http, to_port_http, cidr_ip_range_http)

add_inbound_rules(ec2_client, security_group_id, ip_protocol_ssh, from_port_ssh,
to_port_ssh, cidr_ip_range_ssh)
end

describe_security_groups(ec2_client)
attempt_delete_security_group(ec2_client, security_group_id) if
security_group_exists
end

def process_arguments
if ARGV[@] == '--help' || ARGV[@] == '-h'
display_help
exit 1
elsif ARGV.count.zero?
default_values
else
ARGV
end
end

def attempt_create_security_group(ec2_client, group_name, description, vpc_id)
puts 'Attempting to create security group...'
security_group_id = create_security_group(ec2_client, group_name, description,
vpc_id)
puts 'Could not create security group. Skipping this step.' if security_group_id
== 'Error'
security_group_id
end

def add_inbound_rules(ec2_client, security_group_id, ip_protocol, from_port,
to_port, cidr_ip_range)
puts 'Attempting to add inbound rules to security group...'
return if security_group_ingress_authorized?(ec2_client, security_group_id,
ip_protocol, from_port, to_port,
cidr_ip_range)

puts 'Could not add inbound rule to security group. Skipping this step.'
end

def attempt_delete_security_group(ec2_client, security_group_id)
puts "\nAttempting to delete security group..."
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return if security_group_deleted?(ec2_client, security_group_id)

puts 'Could not delete security group. You must delete it yourself.'
end

def display_help
puts 'Usage: ruby ec2-ruby-example-security-group.rb ' \
'GROUP_NAME DESCRIPTION VPC_ID IP_PROTOCOL_1 FROM_PORT_1 TO_PORT_1 ' \
"CIDR_IP_RANGE_1 IP_PROTOCOL_2 FROM_PORT_2 TO_PORT_2 ' \
'CIDR_IP_RANGE_2 REGION'
puts 'Example: ruby ec2-ruby-example-security-group.rb ' \
"my-security-group 'This is my security group.' vpc-6713dfEX " \
"tcp 80 80 '0.0.0.0/0' tcp 22 22 '0.0.0.0/0' us-west-2"
end

def default_values
[
'my-security-group', 'This is my security group.', 'vpc-6713dfEX', 'tcp',6 '80',
'80',
'0.0.0.0/0', 'tcp', '22', '22', '0.0.0.0/0', 'us-west-2'
]

end

run_me if $PROGRAM_NAME == _ FILE__

- BXx API WiFER , HZ EAT Ruby 8 Amazon SDK API % CreateSecurityGroup
;8

CreateSubnet

LUTRBREVERT WAEA CreateSubnet,

EA T Ruby B9 SDK

® Note
EBEZMXER GitHubo # Amazon XS RBIFHEEFERTREREG , THMMHITIR
BHIZETT.
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require 'aws-sdk-ec2'
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Creates a subnet within a virtual private cloud (VPC) in
Amazon Virtual Private Cloud (Amazon VPC) and then tags
the subnet.

Prerequisites:

- A VPC in Amazon VPC.

@param ec2_resource [Aws::EC2::Resource] An initialized
Amazon Elastic Compute Cloud (Amazon EC2) resource object.
@param vpc_id [String] The ID of the VPC for the subnet.
@param cidr_block [String] The IPv4 CIDR block for the subnet.
@param availability_zone [String] The ID of the Availability Zone
for the subnet.

@param tag_key [String] The key portion of the tag for the subnet.
@param tag_vlue [String] The value portion of the tag for the subnet.

@return [Boolean] true if the subnet was created and tagged;
otherwise, false.
@example
exit 1 unless subnet_created_and_tagged?(
Aws: :EC2::Resource.new(region: 'us-west-2'),
'vpc-6713dfEX',
'10.0.0.0/24",
'us-west-2a’',
'my-key',
'my-value'

)

def subnet_created_and_tagged?(

ec2_resource,
vpc_id,
cidr_block,
availability_zone,
tag_key,

tag_value

subnet = ec2_resource.create_subnet(
vpc_id: vpc_id,
cidr_block: cidr_block,
availability_zone: availability_zone
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subnet.create_tags(
tags: [
{
key: tag_key,
value: tag_value

}

)
puts "Subnet created with ID '#{subnet.id}' in VPC with ID '#{vpc_id}' " \
"and CIDR block '#{cidr_block}' in availability zone " \
"'#{availability_zone}' and tagged with key '#{tag_key}' and " \
"value '#{tag_valuel}'."
true
rescue StandardError => e
puts "Error creating or tagging subnet: #{e.message}"
false
end

# Example usage:
def run_me

vpc_id =
cidr_block = "'
availability_zone =
tag_key = "'
tag_value
region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[Q] == '-h'

puts 'Usage: ruby ec2-ruby-example-create-subnet.rb ' \

'"VPC_ID CIDR_BLOCK AVAILABILITY_ZONE TAG_KEY TAG_VALUE REGION'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-create-subnet.rb ' \
'vpc-6713dfEX 10.0.0.0/24 us-west-2a my-key my-value us-west-2'

exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?

vpc_id = 'vpc-6713dfEX"'

cidr_block = '10.0.0.0/24"

availability_zone = 'us-west-2a'

tag_key = 'my-key'

tag_value = 'my-value'

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
region = 'us-west-2'

# Otherwise, use the values as specified at the command prompt.
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else
vpc_id = ARGV[O]
cidr_block = ARGV[1]
availability_zone = ARGV[2]
tag_key = ARGV[3]
tag_value = ARGV[4]
region = ARGV[5]

end

ec2_resource = Aws::EC2::Resource.new(region: region)

if subnet_created_and_tagged?(
ec2_resource,
vpc_id,
cidr_block,
availability_zone,

tag_key,
tag_value
)
puts 'Subnet created and tagged.'
else
puts 'Subnet not created or not tagged.'
end
end
run_me if $PROGRAM_NAME == _ FILE_

- BXx APl HWiFMER , 5519 AT Ruby B9 Amazon SDK APl &2 CreateSubnetd#Y,

CreateVpc
LR RBREERT AR CreateVpc,
&AM T Ruby B SDK

® Note
EBEZMXER GitHubo # Amazon XS RBIFHEEFERTREREG , THMMHITIR
BHIZETT.
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require 'aws-sdk-ec2'

# Creates a virtual private cloud (VPC) in

# Amazon Virtual Private Cloud (Amazon VPC) and then tags

# the VPC.

#

# @param ec2_resource [Aws::EC2::Resource] An initialized

#  Amazon Elastic Compute Cloud (Amazon EC2) resource object.

# @param cidr_block [String] The IPv4 CIDR block for the subnet.
# @param tag_key [String] The key portion of the tag for the VPC.
# @param tag_value [String] The value portion of the tag for the VPC.
# @return [Boolean] true if the VPC was created and tagged;

# otherwise, false.

# @example

# exit 1 unless vpc_created_and_tagged?(

# Aws::EC2::Resource.new(region: 'us-west-2'),

# '10.0.0.0/24",

# 'my-key',

# 'my-value'

#

)

def vpc_created_and_tagged?(
ec2_resource,

cidr_block,

tag_key,

tag_value

vpc = ec2_resource.create_vpc(cidr_block: cidr_block)

# Create a public DNS by enabling DNS support and DNS hostnames.
vpc.modify_attribute(enable_dns_support: { value: true })
vpc.modify_attribute(enable_dns_hostnames: { value: true })

vpc.create_tags(tags: [{ key: tag_key, value: tag_value }])

puts "Created VPC with ID '#{vpc.id}' and tagged with key " \
"'#{tag_key}' and value '#{tag_value}'."
true
rescue StandardError => e
puts e.message
false
end
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# Example usage:

def

run_me

cidr_block = "'

tag_key = "'

tag_value =
region =

#

Print usage information and then stop.

if ARGV[@] == '--help' || ARGV[0] == '-h'

#

puts 'Usage: ruby ec2-ruby-example-create-vpc.rb ' \
'CIDR_BLOCK TAG_KEY TAG_VALUE REGION'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-create-vpc.rb ' \
'10.0.0.0/24 my-key my-value us-west-2'
exit 1
If no values are specified at the command prompt, use these default values.

elsif ARGV.count.zero?

#

cidr_block = '10.0.0.0/24'

tag_key = 'my-key'

tag_value = 'my-value'

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
region = 'us-west-2'

Otherwise, use the values as specified at the command prompt.

else

cidr_block = ARGV[Q]
tag_key = ARGV[1]
tag_value = ARGV[2]
region = ARGV[3]

end

ec2_resource = Aws::EC2::Resource.new(region: region)

if vpc_created_and_tagged?(

ec2_resource,
cidr_block,
tag_key,
tag_value

puts 'VPC created and tagged.'

else

puts 'VPC not created or not tagged.'

end

end

Tun_|

me if $PROGRAM_NAME == __ FILE__
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- BXx API HiFMER , 551 SEAT Ruby 89 Amazon SDK API £# CreateVpcH Y,

DescribeInstances
LT RBRHEESR T E{EH DescribeInstancess,

EA T Ruby B9 SDK

® Note
EBEZMXER GitHubo # Amazon A RPIFHEEFEFERTRERE , THMMETIR
BHIZETT.

require 'aws-sdk-ec2'

# @param ec2_resource [Aws::EC2::Resource] An initialized EC2 resource object.
# @example
# list_instance_ids_states(Aws::EC2::Resource.new(region: 'us-west-2'))
def list_instance_ids_states(ec2_resource)
response = ec2_resource.instances
if response.count.zero?
puts 'No instances found.'
else
puts 'Instances -- ID, state:'
response.each do |instance]
puts "#{instance.id}, #{instance.state.name}"
end
end
rescue StandardError => e
puts "Error getting information about instances: #{e.message}"
end

# Example usage:
def run_me

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[@] == '-h'

puts 'Usage: ruby ec2-ruby-example-get-all-instance-info.rb REGION'

R o
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# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-get-all-instance-info.rb us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?

region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else

region = ARGV[O]
end

ec2_resource = Aws::EC2::Resource.new(region: region)
list_instance_ids_states(ec2_resource)
end

run_me if $PROGRAM_NAME == _ FILE__

- BXx API WiFER , HZ 1 EAT Ruby 89 Amazon SDK API &% DescribelnstancesH#,

DescribeRegions
T RBRAERT W{AEA DescribeRegions,

EA T Ruby B9 SDK

® Note
EBEZMXER GitHubo # Amazon XS RPIFHEEFERTREMREG , THMMEITIR
BHIZETT.

require 'aws-sdk-ec2'

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.
# @example
# list_regions_endpoints(Aws::EC2::Client.new(region: 'us-west-2'))
def list_regions_endpoints(ec2_client)
result = ec2_client.describe_regions
# Enable pretty printing.
max_region_string_length = 16
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max_endpoint_string_length = 33
# Print header.
print 'Region'
print ' ' * (max_region_string_length - 'Region'.length)
print " Endpoint\n"
print '-' * max_region_string_length
print ' '
print '-' * max_endpoint_string_length
print "\n"
# Print Regions and their endpoints.
result.regions.each do |region]
print region.region_name
print ' ' * (max_region_string_length - region.region_name.length)
print ' '
print region.endpoint
print "\n"
end
end

#
#
#
#
#
#
#

Displays a list of Amazon Elastic Compute Cloud (Amazon EC2)
Availability Zones available to you depending on the AWS Region
of the Amazon EC2 client.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@example
list_availability_zones(Aws::EC2::Client.new(region: 'us-west-2'))

def list_availability_zones(ec2_client)

result

= ec2_client.describe_availability_zones

# Enable pretty printing.
max_region_string_length = 16
max_zone_string_length = 18
max_state_string_length = 9

# Print

header.

print 'Region'

print
print
print
print
print
print
print
print
print

' * (max_region_string_length - 'Region'.length)
Zone'

' * (max_zone_string_length - 'Zone'.length)
State\n"

-' * max_region_string_length
-' * max_zone_string_length

-' * max_state_string_length

print "\n"
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# Print Regions, Availability Zones, and their states.
result.availability_zones.each do |zone]
print zone.region_name

print ' ' * (max_region_string_length - zone.region_name.length)
print ' '

print zone.zone_name

print ' ' * (max_zone_string_length - zone.zone_name.length)
print ' '

print zone.state
# Print any messages for this Availability Zone.
if zone.messages.count.positive?

print "\n"
puts ' Messages for this zone:'
zone.messages.each do |message|
print " #{message.message}\n"

end

end

print "\n"

end
end

# Example usage:
def run_me

region = "'
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[Q] == '-h'
puts 'Usage: ruby ec2-ruby-example-regions-availability-zones.rb REGION'

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-regions-availability-zones.rb us-west-2'
exit 1

# If no values are specified at the command prompt, use these default values.

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.

elsif ARGV.count.zero?

region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else

region = ARGV[0O]
end

ec2_client = Aws::EC2::Client.new(region: region)

puts 'AWS Regions for Amazon EC2 that are available to you:'
list_regions_endpoints(ec2_client)
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puts "\n\nAmazon EC2 Availability Zones that are available to you for AWS Region

"#{region}':"
list_availability_zones(ec2_client)
end
run_me if $PROGRAM_NAME == _ FILE_ _

- BXx API WiFHER , S EAT Ruby 89 Amazon SDK API % DescribeRegionsH 9,

ReleaseAddress
LT R RGERT WA{EH ReleaseAddress,

EA T Ruby B9 SDK

® Note

EBEZHEXREER GitHub, # Amazon L REITFHEEFERERTRERE , 7 @IMMAHITIR
BEMIE1T,.

Releases an Elastic IP address from an
Amazon Elastic Compute Cloud (Amazon EC2) instance.

Prerequisites:

- An Amazon EC2 instance with an associated Elastic IP address.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param allocation_id [String] The ID of the allocation corresponding to
the Elastic IP address.
@return [Boolean] true if the Elastic IP address was released;
otherwise, false.
@example
exit 1 unless elastic_ip_address_released?(
Aws::EC2::Client.new(region: 'us-west-2'),
'eipalloc-04452e528a66279EX"

HOoH HF O OH OH O H OH OH O OH OH O O H R

)

def elastic_ip_address_released?(ec2_client, allocation_id)
ec2_client.release_address(allocation_id: allocation_id)
true
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rescue StandardError => e
puts("Error releasing Elastic IP address: #{e.message}")
false

end

- BXx API iFHER , S EAT Ruby 89 Amazon SDK API 2 #ReleaseAddressH #,

StartInstances

LR RGERT MEIEA StartInstances,

EA T Ruby B9 SDK

® Note
EBEZMXER GitHubo # Amazon XS RPIFHEEFERTREMREG , THMMEITIR
BHIZETT.

require 'aws-sdk-ec2'

Attempts to start an Amazon Elastic Compute Cloud (Amazon EC2) instance.
Prerequisites:

- The Amazon EC2 instance.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param instance_id [String] The ID of the instance.
@return [Boolean] true if the instance was started; otherwise, false.
@example
exit 1 unless instance_started?(
Aws::EC2::Client.new(region: 'us-west-2'),
'i-123abc’
)
def instance_started?(ec2_client, instance_id)
response = ec2_client.describe_instance_status(instance_ids: [instance_id])

#
#
#
#
#
#
#
#
#
#
#
#
#
#

if response.instance_statuses.count.positive?
state = response.instance_statuses[@].instance_state.name
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case state

when 'pending'
puts 'Error starting instance: the instance is pending. Try again later.'
return false

when 'running'
puts 'The instance is already running.'
return true

when 'terminated'
puts 'Error starting instance: ' \

'the instance is terminated, so you cannot start it.'

return false

end

end

ec2_client.start_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_running, instance_ids: [instance_id])
puts 'Instance started.'
true

rescue StandardError => e
puts "Error starting instance: #{e.messagel}"
false

end

# Example usage:
def run_me
instance_id =

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-start-instance-i-123abc.rb ' \

'INSTANCE_ID REGION '
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-start-instance-i-123abc.rb ' \
'i-123abc us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?
instance_id = 'i-123abc'
region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else
instance_id = ARGV[Q]
region = ARGV[1]
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end

ec2_client = Aws::EC2::Client.new(region: region)

puts "Attempting to start instance '#{instance_id}' " \
'(this might take a few minutes)...'

return if instance_started?(ec2_client, instance_id)

puts 'Could not start instance.'
end

run_me if $PROGRAM_NAME == _ FILE__

- BXx APl HiFMER , 5510 EA T Ruby B9 Amazon SDK API 22 Startinstances 1 #,

StopInstances
UTRERFNER T A StopInstances,

EA T Ruby B9 SDK

® Note
EBEZMXER GitHubo # Amazon XS RPIFHEEFERTREMREG , THMMEITIR
BHIZETT.

require 'aws-sdk-ec2'
Prerequisites:
- The Amazon EC2 instance.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param instance_id [String] The ID of the instance.
@return [Boolean] true if the instance was stopped; otherwise, false.
@example
exit 1 unless instance_stopped?(
Aws::EC2::Client.new(region: 'us-west-2'),
'i-123abc’

HOoH HF O OB O O OH OB OB H
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#

)

def instance_stopped?(ec2_client, instance_id)

response = ec2_client.describe_instance_status(instance_ids: [instance_id])

if response.instance_statuses.count.positive?
state = response.instance_statuses[@].instance_state.name
case state
when 'stopping'
puts 'The instance is already stopping.'
return true
when 'stopped'
puts 'The instance is already stopped.'
return true
when 'terminated'
puts 'Error stopping instance: ' \
'the instance is terminated, so you cannot stop it.'
return false
end
end

ec2_client.stop_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_stopped, instance_ids: [instance_id])
puts 'Instance stopped.'

true

rescue StandardError => e

puts "Error stopping instance: #{e.messagel}"
false

end

# Example usage:
def run_me

instance_id =

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'

puts 'Usage: ruby ec2-ruby-example-stop-instance-i-123abc.rb ' \
'INSTANCE_ID REGION '
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-start-instance-i-123abc.rb ' \
'i-123abc us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?
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instance_id = 'i-123abc'

region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else

instance_id = ARGV[Q]

region = ARGV[1]
end

ec2_client = Aws::EC2::Client.new(region: region)
puts "Attempting to stop instance '#{instance_id}' " \
'(this might take a few minutes)...'

return if instance_stopped?(ec2_client, instance_id)

puts 'Could not stop instance.'
end

run_me if $PROGRAM_NAME == _ FILE__

- BXx APl HiFMER , 5519 EA T Ruby B9 Amazon SDK APl 22 StopInstancesH#Y,

TerminateInstances
LT RBREER T EER TerminateInstances,

EA T Ruby B9 SDK

® Note
EBEZMXER GitHubo # Amazon XS RPIFHEEFERTREMREG , THMMEITIR
BHIZETT.

require 'aws-sdk-ec2'

# Prerequisites:

#

# - The Amazon EC2 instance.
#

#

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
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#
#
#
#
#
#
#

@param instance_id [String] The ID of the instance.
@return [Boolean] true if the instance was terminated; otherwise, false.

@example
exit 1 unless instance_terminated?(
Aws::EC2::Client.new(region: 'us-west-2'),
'i-123abc’
)

def instance_terminated?(ec2_client, instance_id)

response = ec2_client.describe_instance_status(instance_ids: [instance_id])

if response.instance_statuses.count.positive? &&
response.instance_statuses[@].instance_state.name == 'terminated'

puts 'The instance is already terminated.'
return true
end

ec2_client.terminate_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_terminated, instance_ids: [instance_id])
puts 'Instance terminated.'

true

rescue StandardError => e

puts "Error terminating instance: #{e.message}"
false

end

#

Example usage:

def run_me

instance_id =

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[Q] == '-h'
puts 'Usage: ruby ec2-ruby-example-terminate-instance-i-123abc.rb ' \

'INSTANCE_ID REGION '
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-terminate-instance-i-123abc.rb ' \
'i-123abc us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?
instance_id = 'i-123abc'
region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
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else
instance_id = ARGV[0Q]
region = ARGV[1]

end

ec2_client = Aws::EC2::Client.new(region: region)
puts "Attempting to terminate instance '#{instance_id}' " \
'(this might take a few minutes)...'

return if instance_terminated?(ec2_client, instance_id)

puts 'Could not terminate instance.'
end

run_me if $PROGRAM_NAME == __ FILE__

- X APIHiFMAEE , H21 EA T Ruby B9 Amazon SDK APl £# Terminatelnstances
;8
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® Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFHEERERTERE | T ENAH

BEMIE1T,.

# Class to manage Elastic Beanstalk applications
class ElasticBeanstalkManager
def initialize(eb_client, logger: Logger.new($stdout))
@eb_client = eb_client
@logger = logger
end

# Lists applications and their environments
def list_applications
@eb_client.describe_applications.applications.each do |application]
log_application_details(application)
list_environments(application.application_name)
end
rescue Aws::ElasticBeanstalk::Errors::ServiceError => e
@logger.error("Elastic Beanstalk Service Error: #{e.messagel}")
end

private

# Logs application details
def log_application_details(application)

@logger.info("Name: #{application.application_name}")
@logger.info("Description: #{application.description}")
end

# Lists and logs details of environments for a given application
def list_environments(application_name)
@eb_client.describe_environments(application_name:
application_name).environments.each do |env|
@logger.info(" Environment: #{env.environment_name}")

@logger.info(" URL: #{env.cnamel}")
@logger.info(" Health: #{env.health}")
end

rescue Aws::ElasticBeanstalk::Errors::ServiceError => e

/=
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@logger.error("Error listing environments for application #{application_name}:
#{e.messagel}")
end
end

« BXx APl HFER |, 5219 EAT Ruby B9 Amazon SDK API 2 # DescribeApplications§
9,

ListAvailableSolutionStacks
LR RGERT WE{ER ListAvailableSolutionStacks,

AT Ruby B9 SDK

® Note
EBEZMXER GitHubo # Amazon XS RBIFHEEFERTEMRE , THMMHITIR
BMIE1T.

# Manages listing of AWS Elastic Beanstalk solution stacks
# @param [Aws::ElasticBeanstalk::Client] eb_client
# @param [String] filter - Returns subset of results based on match
# @param [Logger] logger
class StackLister
# Initialize with AWS Elastic Beanstalk client
def initialize(eb_client, filter, logger: Logger.new($stdout))
@eb_client = eb_client
@filter = filter.downcase
@logger = logger
end

# Lists and logs Elastic Beanstalk solution stacks

def list_stacks
stacks = @eb_client.list_available_solution_stacks.solution_stacks
orig_length = stacks.length
filtered_length = 0

stacks.each do |stack]
if efilter.empty? || stack.downcase.include?(efilter)
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@logger.info(stack)
filtered_length += 1
end
end

log_summary(filtered_length, orig_length)
rescue Aws::Errors::ServiceError => e

@logger.error("Error listing solution stacks: #{e.message}")
end

private

# Logs summary of listed stacks
def log_summary(filtered_length, orig_length)
if efilter.empty?
@logger.info("Showed #{orig_length} stack(s)")
else
@logger.info("Showed #{filtered_length} stack(s) of #{orig_length}")
end
end
end

- BX APIWFEHMEE. , BZ EA T Ruby B9 Amazon SDK APl £
#istAvailableSolutionStacks P #Y

UpdateApplication
LT RBRAVERT AR UpdateApplication,

EHATF Ruby 8 SDK

(® Note
EREZMEREER GitHubo # Amazon KB R AIfF M ERERTERERE , THMMHzITIR
BEMIZTT.

# Manages deployment of Rails applications to AWS Elastic Beanstalk
class RailsAppDeployer
def initialize(eb_client, s3_client, app_name, logger: Logger.new($stdout))
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@eb_client = eb_client
@s3_client = s3_client
@app_name = app_name
@logger = logger

end

# Deploys the latest application version to Elastic Beanstalk
def deploy
create_storage_location
zip_file_name = create_zip_file
upload_zip_to_s3(zip_file_name)
create_and_deploy_new_application_version(zip_file_name)
end

private

# Creates a new S3 storage location for the application
def create_storage_location
resp = @eb_client.create_storage_location
@logger.info("Created storage location in bucket #{resp.s3_bucket}")
rescue Aws::Errors::ServiceError => e
@logger.error("Failed to create storage location: #{e.messagel}")
end

# Creates a ZIP file of the application using git
def create_zip_file
zip_file_basename = SecureRandom.urlsafe_base64
zip_file_name = "#{zip_file_basename}.zip"
‘git archive --format=zip -o #{zip_file_name} HEAD"
zip_file_name
end

# Uploads the ZIP file to the S3 bucket
def upload_zip_to_s3(zip_file_name)
zip_contents = File.read(zip_file_name)
key = "#{@app_name}/#{zip_file_name}"
@s3_client.put_object(body: zip_contents, bucket: fetch_bucket_name, key: key)
rescue Aws::Errors::ServiceError => e
@logger.error("Failed to upload ZIP file to S3: #{e.message}")
end

# Fetches the S3 bucket name from Elastic Beanstalk application versions
def fetch_bucket_name
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app_versions = @eb_client.describe_application_versions(application_name:

@app_name)
av = app_versions.application_versions.first
av.source_bundle.s3_bucket
rescue Aws::Errors::ServiceError => e
@logger.error("Failed to fetch bucket name: #{e.messagel}")
raise
end

# Creates a new application version and deploys it
def create_and_deploy_new_application_version(zip_file_name)
version_label = File.basename(zip_file_name, '.zip')
@eb_client.create_application_version(
process: false,
application_name: @app_name,
version_label: version_label,
source_bundle: {
s3_bucket: fetch_bucket_name,
s3_key: "#{@app_name}/#{zip_file_name}"
I
description: "Updated #{Time.now.strftime('%d/%m/%SY')}"
)
update_environment(version_label)
rescue Aws::Errors::ServiceError => e

@logger.error("Failed to create or deploy application version:

end

# Updates the environment to the new application version
def update_environment(version_label)
env_name = fetch_environment_name
@eb_client.update_environment(
environment_name: env_name,
version_label: version_label
)
rescue Aws::Errors::ServiceError => e
@logger.error("Failed to update environment: #{e.messagel}")
end

# Fetches the environment name of the application
def fetch_environment_name

#{e.messagel}")

envs = @eb_client.describe_environments(application_name: @app_name)

envs.environments.first.environment_name
rescue Aws::Errors::ServiceError => e

@logger.error("Failed to fetch environment name: #{e.messagel}")
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raise
end
end

- BXAPIHFMAEER , ESH EAT Ruby B Amazon SDK APl £ UpdateApplication 9,

EventBridge £ A& AT Ruby Y SDK #J R4l

LT RBRAE@ERERT WA ERBwithRIITIRIEF I E N5 J EventBridge, & F Ruby B9
Amazon SDK

7= RO EERMAESE — MRS F AR Z N EEH S E M Amazon Web Services RS 45 S KK
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LTFRERFIERT (A7 Amazon FEIZ M4 &M N EventBridge,

EFA T Ruby B9 SDK

® Note
BEEZHEXEE GitHub, £ Amazon BB RG|IFEEPFERTERG , 7THEMMABITIR
BENET.
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require 'aws-sdk-sns'
require 'aws-sdk-iam'
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require 'aws-sdk-cloudwatchevents'
require 'aws-sdk-ec2'

require 'aws-sdk-cloudwatch'
require 'aws-sdk-cloudwatchlogs'
require 'securerandom'

RENZEBIREHN ETEHP R EEEIEERN Amazon Simple Notification Service (Amazon SNS) £

Ao
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Checks whether the specified Amazon SNS
topic exists among those provided to this function.
This is a helper function that is called by the topic_exists? function.

@param topics [Array] An array of Aws::SNS::Types::Topic objects.
@param topic_arn [String] The ARN of the topic to find.

@return [Boolean] true if the topic ARN was found; otherwise, false.
@example

sns_client = Aws::SNS::Client.new(region: 'us-east-1')

response = sns_client.list_topics

if topic_found?(
response.topics,
'arn:aws:sns:us-east-1:111111111111:aws-doc-sdk-examples-topic'

puts 'Topic found.'
end

def topic_found?(topics, topic_arn)

topics.each do |topic|

return true if topic.topic_arn == topic_arn

end
false
end

& Amazon SNS H AR FEANEEF  BREFEEEEE,
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Checks whether the specified topic exists among those available to the
caller in Amazon SNS.

@param sns_client [Aws::SNS::Client] An initialized Amazon SNS client.
@param topic_arn [String] The ARN of the topic to find.

@return [Boolean] true if the topic ARN was found; otherwise, false.
@example
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exit 1 unless topic_exists?(
Aws::SNS::Client.new(region: 'us-east-1'),
'arn:aws:sns:us-east-1:111111111111:aws-doc-sdk-examples-topic

#
#
#
# )
def topic_exists?(sns_client, topic_arn)
puts "Searching for topic with ARN '#{topic_arn}'..."
response = sns_client.list_topics
if response.topics.count.positive?
if topic_found?(response.topics, topic_arn)
puts 'Topic found.'
return true
end
while response.next_page?
response = response.next_page
next unless response.topics.count.positive?

if topic_found?(response.topics, topic_arn)
puts 'Topic found.'
return true
end
end
end
puts 'Topic not found.'
false
rescue StandardError => e
puts "Topic not found: #{e.messagel}"
false
end

£ Amazon SNS eI X , AFITH—MEFibdia , UERAERZEBNEA.

Creates a topic in Amazon SNS
and then subscribes an email address to receive notifications to that topic.

@param sns_client [Aws::SNS::Client] An initialized Amazon SNS client.
@param topic_name [String] The name of the topic to create.
@param email_address [String] The email address of the recipient to notify.
@return [String] The ARN of the topic that was created.
@example
puts create_topic(
Aws::SNS::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-topic’,

HOoH HF O OH OH O OH OB B O
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# 'mary@example.com'
# )
def create_topic(sns_client, topic_name, email_address)
puts "Creating the topic named '#{topic_name}'..."
topic_response = sns_client.create_topic(name: topic_name)
puts "Topic created with ARN '#{topic_response.topic_arn}'."
subscription_response = sns_client.subscribe(
topic_arn: topic_response.topic_azrn,
protocol: 'email',
endpoint: email_address,
return_subscription_arn: true
)
puts 'Subscription created with ARN ' \
"'"#{subscription_response.subscription_arn}'. Have the owner of the " \
"email address '#{email_address}' check their inbox in a few minutes " \
'and confirm the subscription to start receiving notification emails.'
topic_response.topic_arn
rescue StandardError => e
puts "Error creating or subscribing to topic: #{e.message}"
'Exrror’
end

BRERZHEBURHNA B ESBEFELEIEEN Amazon Identity and Access Management (IAM) £
&,

# Checks whether the specified AWS Identity and Access Management (IAM)
# role exists among those provided to this function.

# This is a helper function that is called by the role_exists? function.
#

# @param roles [Array] An array of Aws::IAM::Role objects.

# @param role_arn [String] The ARN of the role to find.

# @return [Boolean] true if the role ARN was found; otherwise, false.

# @example

# iam_client = Aws::IAM::Client.new(region: 'us-east-1')

# response = iam_client.list_roles

# if role_found?(

# response.roles,

# 'arn:aws:iam::111111111111:role/aws-doc-sdk-examples-ec2-state-change'
#)

# puts 'Role found.'

# end

def role_found?(roles, role_arn)
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roles.each do |role]
return true if role.arn == role_arn
end
false
end

BEIAM ARG EANSEd  REFEEEAR,

Checks whether the specified role exists among those available to the
caller in AWS Identity and Access Management (IAM).

@param iam_client [Aws::IAM::Client] An initialized IAM client.
@param role_arn [String] The ARN of the role to find.
@return [Boolean] true if the role ARN was found; otherwise, false.
@example
exit 1 unless role_exists?(
Aws: :IAM::Client.new(region: 'us-east-1'),
'arn:aws:iam::111111111111:role/aws-doc-sdk-examples-ec2-state-change'

HOoH O HF O O OH O O OB OH O

)
def role_exists?(iam_client, role_arn)
puts "Searching for role with ARN '#{role_arn}'...
response = iam_client.list_roles
if response.roles.count.positive?
if role_found?(response.roles, role_arn)
puts 'Role found.'

return true
end
while response.next_page?
response = response.next_page
next unless response.roles.count.positive?

if role_found?(response.roles, role_arn)
puts 'Role found.'
return true
end
end
end
puts 'Role not found.'
false
rescue StandardError => e
puts "Role not found: #{e.message}"
false

78— 132



Amazon & F Ruby B9 SDK

FRARER

end

£ IAM elZ -1 Af,

Creates a role in AWS Identity and Access Management (IAM).
This role is used by a rule in Amazon EventBridge to allow
that rule to operate within the caller's account.

@param role_name [String] The name of the role to create.
@return [String] The ARN of the role that was created.
@example
puts create_role(
Aws: :IAM::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-ec2-state-change'

HOoH OHF OHF OB OH O O R O O OH R

)

def create_role(iam_client, role_name)

puts "Creating the role named '#{role_namel}'...
response = iam_client.create_role(

assume_role_policy_document: {
'Version': '2012-10-17',
'Statement': [

{
'Sid': ',
'Effect': 'Allow’,
'"Principal': {
'Service': 'events.amazonaws.com'
},
'Action': 'sts:AssumeRole'
}
]
}.to_json,
path: '/"',
role_name: role_name

)
puts "Role created with ARN '#{response.role.arn}'.
puts 'Adding access policy to role...'
iam_client.put_role_policy(
policy_document: {
'Version': '2012-10-17',
'Statement': [

This role is designed to be used specifically by this code example.

@param iam_client [Aws::IAM::Client] An initialized IAM client.

R

133



Amazon & F Ruby B9 SDK FERARER

{
'Sid': 'CloudWatchEventsFullAccess',
'Effect': 'Allow’',
'Resource': '*',
'"Action': 'events:*'

.

{
'Sid': 'IAMPassRoleForCloudWatchEvents',
'Effect': 'Allow’',
'Resource': 'arn:aws:iam::*:role/AWS_Events_Invoke_Targets',
'"Action': 'iam:PassRole'

}

]
}.to_json,

policy_name: 'CloudWatchEventsPolicy',
role_name: role_name
)
puts 'Access policy added to role.'
response.role.arn
rescue StandardError => e
puts "Error creating role or adding policy to it: #{e.message}"
puts 'If the role was created, you must add the access policy ' \
'to the role yourself, or delete the role yourself and try again.'
'Exrror'
end

RERNZEBIRMHMN EventBridge MNP R EEZERENHN,

Checks whether the specified Amazon EventBridge rule exists among
those provided to this function.
This is a helper function that is called by the rule_exists? function.

@param rules [Array] An array of Aws::CloudWatchEvents::Types::Rule objects.
@param rule_arn [String] The name of the rule to find.
@return [Boolean] true if the name of the rule was found; otherwise, false.
@example
cloudwatchevents_client = Aws::CloudWatch::Client.new(region: 'us-east-1')
response = cloudwatchevents_client.list_rules
if rule_found?(response.rules, 'aws-doc-sdk-examples-ec2-state-change')
puts 'Rule found.'
end
def rule_found?(rules, rule_name)

HOoH OHF OHF OB OH O O R O O OH R
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rules.each do |rule]
return true if rule.name == rule_name
end
false
end

REEEMNREFETHRAZTANMANF EventBridge,

Checks whether the specified rule exists among those available to the
caller in Amazon EventBridge.

@param cloudwatchevents_client [Aws::CloudWatchEvents::Client]
An initialized Amazon EventBridge client.
@param rule_name [String] The name of the rule to find.
@return [Boolean] true if the rule name was found; otherwise, false.
@example
exit 1 unless rule_exists?(
Aws: :CloudWatch::Client.new(region: 'us-east-1')
'aws-doc-sdk-examples-ec2-state-change'
)
def rule_exists?(cloudwatchevents_client, rule_name)
puts "Searching for rule with name '#{rule_name}'..."
response = cloudwatchevents_client.list_rules

HOoH OHF O OH OH O O OH OH O B

if response.rules.count.positive?

if rule_found?(response.rules, rule_name)
puts 'Rule found.'
return true

end

while response.next_page?
response = response.next_page
next unless response.rules.count.positive?

if rule_found?(response.rules, rule_name)
puts 'Rule found.'
return true
end
end
end
puts 'Rule not found.'
false
rescue StandardError => e
puts "Rule not found: #{e.message}"
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false
end

EFRAIZEMN EventBridgeo

Creates a rule in Amazon EventBridge.

This rule is triggered whenever an available instance in

Amazon EC2 changes to the specified state.

This rule is designed to be used specifically by this code example.

Prerequisites:

- A role in AWS Identity and Access Management (IAM) that is designed
to be used specifically by this code example.
- A topic in Amazon SNS.

@param cloudwatchevents_client [Aws::CloudWatchEvents::Client]
An initialized Amazon EventBridge client.
@param rule_name [String] The name of the rule to create.
@param rule_description [String] Some description for this rule.
@param instance_state [String] The state that available instances in
Amazon EC2 must change to, to
trigger this rule.
@param role_arn [String] The Amazon Resource Name (ARN) of the IAM role.
@param target_id [String] Some identifying string for the rule's target.
@param topic_arn [String] The ARN of the Amazon SNS topic.
@return [Boolean] true if the rule was created; otherwise, false.
@example
exit 1 unless rule_created?(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-ec2-state-change',
'Triggers when any available EC2 instance starts.',
'running’,
'arn:aws:iam::111111111111:role/aws-doc-sdk-examples-ec2-state-change’,
'sns-topic’,
'arn:aws:sns:us-east-1:111111111111:aws-doc-sdk-examples-topic'
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)

def rule_created?(
cloudwatchevents_client,
rule_name,
rule_description,
instance_state,
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role_arn,
target_id,
topic_azrn

puts "Creating rule with name '#{rule_name}'..."
put_rule_response = cloudwatchevents_client.put_rule(
name: rule_name,
description: rule_description,
event_pattern: {
'source': [
'aws.ec2'
1,
'detail-type': [
'EC2 Instance State-change Notification'

1,
'detail': {
'state': [
instance_state
]
}

}.to_json,

state: 'ENABLED',

role_arn: role_arn
)

puts "Rule created with ARN '#{put_rule_response.rule_arn}'."

put_targets_response = cloudwatchevents_client.put_targets(
rule: rule_name,
targets: [
{
id: target_id,
arn: topic_arn

)
if put_targets_response.key?(:failed_entry_count) &&
put_targets_response.failed_entry_count.positive?
puts 'Error(s) adding target to rule:'
put_targets_response.failed_entries.each do |failure|
puts failure.error_message
end
false
else
true
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end

rescue StandardError => e
puts "Error creating rule or adding target to rule: #{e.message}"

puts 'If the rule was created, you must add the target ' \

'to the rule yourself, or delete the rule yourself and try again.'

false

end

£ Amazon Logs PEFAAETHNW ARLA P REEEEEN CloudWatch BE4A,
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Checks to see whether the specified log group exists among those available

to the caller in Amazon CloudWatch Logs.

@param cloudwatchlogs_client [Aws::CloudWatchLogs::Client] An initialized

Amazon CloudWatch Logs client.

@param log_group_name [String] The name of the log group to find.
@return [Boolean] true if the log group name was found; otherwise, false.

@example
exit 1 unless log_group_exists?(
Aws: :CloudWatchLogs: :Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-cloudwatch-log'

)

def log_group_exists?(cloudwatchlogs_client, log_group_name)

puts "Searching for log group with name '#{log_group_name}"'.

response = cloudwatchlogs_client.describe_log_groups(
log_group_name_prefix: log_group_name
)
if response.log_groups.count.positive?
response.log_groups.each do |log_group]|
if log_group.log_group_name == log_group_name
puts 'Log group found.'
return true
end
end
end
puts 'Log group not found.'
false

rescue StandardError => e

puts "Log group not found: #{e.message}"
false

end
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Creates a log group in Amazon CloudWatch Logs.

@param cloudwatchlogs_client [Aws::CloudWatchLogs::Client] An initialized
Amazon CloudWatch Logs client.
@param log_group_name [String] The name of the log group to create.
@return [Boolean] true if the log group name was created; otherwise, false.
@example
exit 1 unless log_group_created?(
Aws: :CloudWatchLogs: :Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-cloudwatch-log'

)

def log_group_created?(cloudwatchlogs_client, log_group_name)

puts "Attempting to create log group with the name '#{log_group_name}'..."
cloudwatchlogs_client.create_log_group(log_group_name: log_group_name)
puts 'Log group created.'

true

rescue StandardError => e

puts "Error creating log group: #{e.message}"
false

end

£ Logs FfFEHE A CloudWatch BER.
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Writes an event to a log stream in Amazon CloudWatch Logs.
Prerequisites:

- A log group in Amazon CloudWatch Logs.
- A log stream within the log group.

@param cloudwatchlogs_client [Aws::CloudWatchLogs::Client] An initialized
Amazon CloudWatch Logs client.

@param log_group_name [String] The name of the log group.

@param log_stream_name [String] The name of the log stream within
the log group.

@param message [String] The message to write to the log stream.

@param sequence_token [String] If available, the sequence token from the
message that was written immediately before this message. This sequence
token is returned by Amazon CloudWatch Logs whenever you programmatically
write a message to the log stream.
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# @return [String] The sequence token that is returned by
#  Amazon CloudWatch Logs after successfully writing the message to the
# log stream.
# @example
# puts log_event(
# Aws::EC2::Client.new(region: 'us-east-1'),
# 'aws-doc-sdk-examples-cloudwatch-log'
# '2020/11/19/53f985be-199f-408e-9a45-fc242df41fEX",
# "Instance 'i-033c48ef067af3dEX' restarted.",
# '495426724868310740095796045676567882148068632824696073EX"
# )
def log_event(
cloudwatchlogs_client,
log_group_name,
log_stream_name,
message,
sequence_token

puts "Attempting to log '#{message}' to log stream '#{log_stream_name}'...

event = {
log_group_name: log_group_name,
log_stream_name: log_stream_name,
log_events: [
{
timestamp: (Time.now.utc.to_f.round(3) * 1_000).to_i,
message: message

}

}

event[:sequence_token] = sequence_token unless sequence_token.empty?

response = cloudwatchlogs_client.put_log_events(event)
puts 'Message logged.'
response.next_sequence_token
rescue StandardError => e
puts '"Message not logged: #{e.messagel}"
end

ERTGw#EM%ITE R (Amazon EC2) k6l , HEAEXMEREINEERMBIBEFH
CloudWatch B&EFRH,

# Restarts an Amazon EC2 instance
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and adds information about the related activity to a log stream
in Amazon CloudWatch Logs.

Prerequisites:

- The Amazon EC2 instance to restart.
- The log group in Amazon CloudWatch Logs to add related activity
information to.

@param ec2_client [Aws::EC2::Client] An initialized Amazon EC2 client.
@param cloudwatchlogs_client [Aws::CloudWatchLogs::Client]
An initialized Amazon CloudWatch Logs client.
@param instance_id [String] The ID of the instance.
@param log_group_name [String] The name of the log group.
@return [Boolean] true if the instance was restarted and the information
was written to the log stream; otherwise, false.
@example
exit 1 unless instance_restarted?(
Aws::EC2::Client.new(region: 'us-east-1'),
Aws: :CloudWatchLogs: :Client.new(region: 'us-east-1'),
'i-033c48ef@67af3dEX",
'aws-doc-sdk-examples-cloudwatch-log'

)

def instance_restarted?(

ec2_client,
cloudwatchlogs_client,
instance_id,
log_group_name

log_stream_name = "#{Time.now.year}/#{Time.now.month}/#{Time.now.day}/" \
"#{SecureRandom.uuid}"

cloudwatchlogs_client.create_log_stream(
log_group_name: log_group_name,
log_stream_name: log_stream_name

)

sequence_token = "'

puts "Attempting to stop the instance with the ID '#{instance_id}'. " \
'This might take a few minutes...'
ec2_client.stop_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_stopped, instance_ids: [instance_id])
puts 'Instance stopped.'
sequence_token = log_event(
cloudwatchlogs_client,
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puts 'Attempting to restart the instance.

log_group_name,

log_stream_name,

"Instance '#{instance_id}' stopped.",
sequence_token

ec2_client.start_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_running, instance_ids: [instance_id])
puts 'Instance restarted.'

sequence_token = log_event(

cloudwatchlogs_client,

log_group_name,

log_stream_name,

"Instance '#{instance_id}' restarted.",
sequence_token

true

rescue StandardError => e

puts 'Error creating log stream or stopping or restarting the instance:

"#{e.messagel}"

log_event(

)

cloudwatchlogs_client,

log_group_name,

log_stream_name,

"Error stopping or starting instance '#{instance_id}': #{e.messagel}",
sequence_token

false

end

EREXHHANESNHNE R EventBridge,

Displays information about activity for a rule in Amazon EventBridge.

Prerequisites:

A rule in Amazon EventBridge.

@param cloudwatch_client [Amazon::CloudWatch::Client] An initialized

Amazon CloudWatch client.

This might take a few minutes...'

"\
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# @param rule_name [String] The name of the rule.
# @param start_time [Time] The timestamp that determines the first datapoint
# to return. Can also be expressed as DateTime, Date, Integer, or String.
# @param end_time [Time] The timestamp that determines the last datapoint
# to return. Can also be expressed as DateTime, Date, Integer, or String.
# @param period [Integer] The interval, in seconds, to check for activity.
# @example
#  display_rule_activity(
# Aws: :CloudWatch::Client.new(region: 'us-east-1'),
# 'aws-doc-sdk-examples-ec2-state-change',
# Time.now - 600, # Start checking from 1@ minutes ago.
# Time.now, # Check up until now.
# 60 # Check every minute during those 10 minutes.
# )
def display_rule_activity(
cloudwatch_client,
rule_name,
start_time,
end_time,
period
)
puts 'Attempting to display rule activity...'
response = cloudwatch_client.get_metric_statistics(
namespace: 'AWS/Events',
metric_name: 'Invocations',
dimensions: [
{
name: 'RuleName',
value: rule_name
}
1,
start_time: start_time,
end_time: end_time,
period: period,
statistics: ['Sum'],
unit: 'Count'
)
if response.key?(:datapoints) && response.datapoints.count.positive?
puts "The event rule '#{rule_name}' was triggered:"
response.datapoints.each do |datapoint|
puts " #{datapoint.sum} time(s) at #{datapoint.timestampl}"
end
else
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puts "The event rule '#{rule_name}' was not triggered during the " \
'specified time period.'
end

rescue StandardError => e

puts "Error getting information about event rule activity: #{e.message}"

end

ERBEASRE BHERD CloudWatch BEE R,
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Displays log information for all of the log streams in a log group in
Amazon CloudWatch Logs.

Prerequisites:
- A log group in Amazon CloudWatch Logs.

@param cloudwatchlogs_client [Amazon::CloudWatchLogs::Client] An initialized
Amazon CloudWatch Logs client.
@param log_group_name [String] The name of the log group.
@example
display_log_data(
Amazon: :CloudWatchLogs::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-cloudwatch-log'

)

def display_log_data(cloudwatchlogs_client, log_group_name)

puts 'Attempting to display log stream data for the log group ' \
"named '#{log_group_name}'..."
describe_log_streams_response = cloudwatchlogs_client.describe_log_streams(
log_group_name: log_group_name,
order_by: 'LastEventTime',
descending: true
)
if describe_log_streams_response.key?(:log_streams) &&
describe_log_streams_response.log_streams.count.positive?
describe_log_streams_response.log_streams.each do |log_stream]|
get_log_events_response = cloudwatchlogs_client.get_log_events(
log_group_name: log_group_name,
log_stream_name: log_stream.log_stream_name

)
puts "\nLog messages for '#{log_stream.log_stream_name}':"
puts '-' * (log_stream.log_stream_name.length + 20)

if get_log_events_response.key?(:events) &&
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get_log_events_response.events.count.positive?
get_log_events_response.events.each do |event|
puts event.message

end
else
puts 'No log messages for this log stream.'
end
end
end
rescue StandardError => e
puts 'Error getting information about the log streams or their messages: ' \

"#{e.messagel}"
end

REXBEFHEEMNTIBZTENEMRE Amazon BiR.

Displays a reminder to the caller to manually clean up any associated
AWS resources that they no longer need.

#
#
#
# @param topic_name [String] The name of the Amazon SNS topic.

# @param role_name [String] The name of the IAM role.

# @param rule_name [String] The name of the Amazon EventBridge rule.

# @param log_group_name [String] The name of the Amazon CloudWatch Logs log group.
# @param instance_id [String] The ID of the Amazon EC2 instance.

# @example

# manual_cleanup_notice(

# 'aws-doc-sdk-examples-topic',

# 'aws-doc-sdk-examples-cloudwatch-events-rule-role’,

# 'aws-doc-sdk-examples-ec2-state-change',

# 'aws-doc-sdk-examples-cloudwatch-1log’,

# 'i-033c48ef0@67af3dEX'

#

)
def manual_cleanup_notice(
topic_name, role_name, rule_name, log_group_name, instance_id

puts '-' * 10

puts 'Some of the following AWS resources might still exist in your account.'
puts 'If you no longer want to use this code example, then to clean up'

puts 'your AWS account and avoid unexpected costs, you might want to'

puts 'manually delete any of the following resources if they exist:'

puts "
puts "- The IAM role named '#{role_name}'."

- The Amazon SNS topic named '#{topic_name}'.
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puts "- The Amazon EventBridge rule named '#{rule_name}'."
puts "- The Amazon CloudWatch Logs log group named '#{log_group_name}'."
puts "- The Amazon EC2 instance with the ID '#{instance_id}'."

end

- BX API#4EE , 2 H GEAT Ruby B Amazon SDK API Reference) FEJLAT £&,
» PutEvents

* PutRule

Amazon Glue £A&MH T Ruby 89 SDK #9R4l

UTRBREIEERTR T WAERAwWthRHPITERENZIME LA R Amazon Glue, &R T Ruby H
Amazon SDK

EARTNaE R @SR S NAE RS P RITERRER KB RE,

RERKEEFNRBER , LTELTXHET. BALNBITRET BOMERAENMRSEY , &7
LB RBEXZ RN L TXERRF,

SATPIHEE - MEOTERRBIOEE | BT SR RBEXNAE L TP RBAETRBH
%

20!

. FIAE

- BRI

. B

T 38 1E A

#R3F Amazon Glue

UTRBRERETT WAFEER Amazon Glue,

Amazon Glue 146


https://docs.amazonaws.cn/goto/SdkForRubyV3/eventbridge-2015-10-07/PutEvents
https://docs.amazonaws.cn/goto/SdkForRubyV3/eventbridge-2015-10-07/PutRule

Amazon &M F Ruby #J SDK FERARER

EA T Ruby B9 SDK

® Note
BB EZHXEE GitHub, & Amazon BB RAIFREEFEKRTERG , THRMOMARITIR
EMIE1T,

require 'aws-sdk-glue'
require 'logger'

# GlueManager is a class responsible for managing AWS Glue operations
# such as listing all Glue jobs in the current AWS account.
class GlueManager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all Glue jobs in the current AWS account.
def list_jobs
@logger.info('Here are the Glue jobs in your account:')

paginator = @client.get_jobs(max_results: 10)
jobs = []

paginator.each_page do |page|
jobs.concat(page.jobs)
end

if jobs.empty?
@logger.info("You don't have any Glue jobs.")
else
jobs.each do |job]|
@logger.info("- #{job.name}")
end
end
end
end

if $PROGRAM_NAME == __ FILE__
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glue_client = Aws::Glue::Client.new
manager = GlueManager.new(glue_client)
manager.list_jobs

end
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# The “GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.

# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
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# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves information about a specific crawler.

#

# @param name [String] The name of the crawler to retrieve information about.

# @return [Aws::Glue::Types::Crawler, nil] The crawler object if found, or nil if

not found.

def get_crawler(name)
@glue_client.get_crawler(name: name)

rescue Aws::Glue::Errors::EntityNotFoundException
@logger.info("Crawler #{name} doesn't exist.")
false

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get crawler #{name}: \n#{e.messagel}")
raise

end

# Creates a new crawler with the specified configuration.

#

# @param name [String] The name of the crawler.

# @param role_arn [String] The ARN of the IAM role to be used by the crawler.

# @param db_name [String] The name of the database where the crawler stores its

metadata.

# @param db_prefix [String] The prefix to be added to the names of tables that the

crawler creates.

# @param s3_target [String] The S3 path that the crawler will crawl.

# @return [void]

def create_crawler(name, role_arn, db_name, _db_prefix, s3_target)
@glue_client.create_crawler(
name: name,
role: role_arn,
database_name: db_name,
targets: {
s3_targets: [
{
path: s3_target
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}
)

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not create crawler: \n#{e.messagel}")
raise

end

# Starts a crawler with the specified name.

#

# @param name [String] The name of the crawler to start.

# @return [void]

def start_crawler(name)
@glue_client.start_crawler(name: name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not start crawler #{name}: \n#{e.messagel}")
raise

end

# Deletes a crawler with the specified name.

#

# @param name [String] The name of the crawler to delete.

# @return [void]

def delete_crawler(name)
@glue_client.delete_crawler(name: name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete crawler #{name}: \n#{e.messagel}")
raise

end

# Retrieves information about a specific database.

#

# @param name [String] The name of the database to retrieve information about.

# @return [Aws::Glue::Types::Database, nil] The database object if found, or nil

if not found.

def get_database(name)
response = @glue_client.get_database(name: name)
response.database

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get database #{name}: \n#{e.messagel}")
raise

end

# Retrieves a list of tables in the specified database.
#

EAXTRE
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# @param db_name [String] The name of the database to retrieve tables from.
# @return [Array<Aws::Glue::Types::Table>]
def get_tables(db_name)
response = @glue_client.get_tables(database_name: db_name)
response.table_list
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get tables #{db_name}: \n#{e.message}")
raise
end

Creates a new job with the specified configuration.

@param name [String] The name of the job.
@param description [String] The description of the job.
@param role_arn [String] The ARN of the IAM role to be used by the job.
@param script_location [String] The location of the ETL script for the job.
@return [void]
def create_job(name, description, role_arn, script_location)
@glue_client.create_job(

name: name,

description: description,

role: role_arn,

H OH O O B O

command: {
name: 'glueetl’,
script_location: script_location,
python_version: '3’
},
glue_version: '3.0'
)
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not create job #{name}: \n#{e.message}")
raise
end

Starts a job run for the specified job.

@param name [String] The name of the job to start the run for.
@param input_database [String] The name of the input database for the job.
@param input_table [String] The name of the input table for the job.
@param output_bucket_name [String] The name of the output S3 bucket for the job.
@return [String] The ID of the started job run.
def start_job_run(name, input_database, input_table, output_bucket_name)
response = @glue_client.start_job_run(
job_name: name,

H OH O O B O
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arguments: {
'--input_database': input_database,
'--input_table': input_table,
'--output_bucket_url': "s3://#{output_bucket_name}/"

)
response.job_run_id
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not start job run #{name}: \n#{e.messagel}")
raise
end

# Retrieves a list of jobs in AWS Glue.

#

# @return [Aws::Glue::Types::ListJobsResponse]

def list_jobs
@glue_client.list_jobs

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not list jobs: \n#{e.message}")
raise

end

# Retrieves a list of job runs for the specified job.
#
# @param job_name [String] The name of the job to retrieve job runs for.
# @return [Array<Aws::Glue::Types::JobRun>]
def get_job_runs(job_name)
response = @glue_client.get_job_runs(job_name: job_name)
response.job_runs
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get job runs: \n#{e.message}")
end

# Retrieves data for a specific job run.
#
# @param job_name [String] The name of the job run to retrieve data for.
# @return [Glue::Types::GetJobRunResponse]
def get_job_run(job_name, run_id)
@glue_client.get_job_run(job_name: job_name, run_id: run_id)
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get job runs: \n#{e.message}")
end

# Deletes a job with the specified name.
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#

# @param job_name [String] The name of the job to delete.

# @return [void]

def delete_job(job_name)
@glue_client.delete_job(job_name: job_name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete job: \n#{e.message}")

end

# Deletes a table with the specified name.
#
# @param database_name [String] The name of the catalog database in which the
table resides.
# @param table_name [String] The name of the table to be deleted.
# @return [void]
def delete_table(database_name, table_name)
@glue_client.delete_table(database_name: database_name, name: table_name)
rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete job: \n#{e.message}")
end

# Removes a specified database from a Data Catalog.
#
# @param database_name [String] The name of the database to delete.
# @return [void]
def delete_database(database_name)
@glue_client.delete_database(name: database_name)
rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete database: \n#{e.message}")
end

# Uploads a job script file to an S3 bucket.
#
# @param file_path [String] The local path of the job script file.
# @param bucket_resource [Aws::S3::Bucket] The S3 bucket resource to upload the
file to.
# @return [void]
def upload_job_script(file_path, bucket_resource)
File.open(file_path) do |file]|
bucket_resource.client.put_object({
body: file,
bucket: bucket_resource.name,
key: file_path
b
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end
rescue Aws::S3::Errors::S3UploadFailedError => e
@logger.error("S3 could not upload job script: \n#{e.message}")
raise
end
end

WBIETHRE

class GlueCrawlerJobScenario
def initialize(glue_client, glue_service_role, glue_bucket, logger)
@glue_client = glue_client
@glue_service_role = glue_service_role
@glue_bucket = glue_bucket
@logger = logger
end

def run(crawler_name, db_name, db_prefix, data_source, job_script, job_name)
wrapper = GlueWrapper.new(@glue_client, @logger)
setup_crawler(wrapper, crawler_name, db_name, db_prefix, data_source)
query_database(wrapper, crawler_name, db_name)
create_and_run_job(wrapper, job_script, job_name, db_name)

end

private

def setup_crawler(wrapper, crawler_name, db_name, db_prefix, data_source)
new_step(l, 'Create a crawler')
crawler = wrapper.get_crawler(crawler_name)
unless crawler
puts "Creating crawler #{crawler_name}."
wrapper.create_crawler(crawler_name, @glue_service_role.arn, db_name,
db_prefix, data_source)
puts "Successfully created #{crawler_name}."
end
wrapper.start_crawler(crawler_name)
monitor_crawler(wrapper, crawler_name)
end

def monitor_crawler(wrapper, crawler_name)
new_step(2, 'Monitor Crawler')
crawler_state = nil
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until crawler_state == 'READY'
custom_wait(15)
crawler = wrapper.get_crawler(crawler_name)
crawler_state = crawler[@]['state']
print "Crawler status: #{crawler_state}".yellow
end
end

def query_database(wrapper, _crawler_name, db_name)

new_step(3, 'Query the database.')

wrapper.get_database(db_name)

puts "The crawler created database #{db_name}:"

puts "Database contains tables: #{wrapper.get_tables(db_name).map { |t]|
t['name'] }}"
end

def create_and_run_job(wrapper, job_script, job_name, db_name)
new_step(4, 'Create and run job.'")
wrapper.upload_job_script(job_script, @glue_bucket)
wrapper.create_job(job_name, 'ETL Job', @glue_service_role.arn, "s3://
#{@glue_bucket.name}/#{job_script}")
run_job(wrapper, job_name, db_name)
end

def run_job(wrapper, job_name, db_name)
new_step(5, 'Run the job.')
wrapper.start_job_run(job_name, db_name, wrapper.get_tables(db_name)[@]['name'],
@glue_bucket.name)
job_run_status = nil
until %w[SUCCEEDED FAILED STOPPED].include?(job_run_status)
custom_wait(10)
job_run = wrapper.get_job_runs(job_name)
job_run_status = job_run[@]['job_run_state']
print "Job #{job_name} status: #{job_run_status}".yellow
end
end
end

def main
banner('../../helpers/banner.txt"')
puts 'Starting AWS Glue demo...'

# Load resource names from YAML.
resource_names = YAML.load_file('resource_names.yaml')
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# Setup services and resources.

iam_role = Aws::IAM::Resource.new(region: 'us-
east-1').role(resource_names['glue_service_role'])

s3_bucket = Aws::S3::Resource.new(region: 'us-
east-1').bucket(resource_names['glue_bucket'])

# Instantiate scenario and run.
scenario = GlueCrawlerJobScenario.new(Aws: :Glue::Client.new(region: 'us-east-1'),
iam_role, s3_bucket, @logger)
random_suffix = rand(10**4)
scenario.run("crawler-#{random_suffix}", "db-#{random_suffix}", "prefix-
#{random_suffix}-", 's3://data_source’,
'job_script.py', "job-#{random_suffix}")

puts 'Demo complete.'
end

BIE—NETL BIA& , AT EEIIZ/THIE Amazon Glue 12H, RN =,

import sys

from awsglue.transforms import *

from awsglue.utils import getResolvedOptions
from pyspark.context import SparkContext
from awsglue.context import GlueContext

from awsglue.job import Job

These custom arguments must be passed as Arguments to the StartJobRun request.
--input_database The name of a metadata database that is contained in your
AWS Glue Data Catalog and that contains tables that
describe
the data to be processed.
--input_table The name of a table in the database that describes the data
to
be processed.
--output_bucket_url An S3 bucket that receives the transformed output data.
args = getResolvedOptions(
sys.argv, ["JOB_NAME", "input_database", "input_table", "output_bucket_url"]
)
sc = SparkContext()
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glueContext = GlueContext(sc)
spark = glueContext.spark_session
job = Job(glueContext)
job.init(args["JOB_NAME"], args)

# Script generated for node S3 Flight Data.

S3FlightData_nodel = glueContext.create_dynamic_frame.from_catalog(
database=args["input_database"],
table_name=args["input_table"],
transformation_ctx="S3FlightData_nodel",

# This mapping performs two main functions:

# 1. It simplifies the output by removing most of the fields from the data.

# 2. It renames some fields. For example, "fl_date™ is renamed to “flight_date’.

ApplyMapping_node2 = ApplyMapping.apply(

frame=S3FlightData_nodel,
mappings=[

("year", "long", "year", "long"),
("month", "long", "month", "tinyint"),
("day_of_month", "long", "day", "tinyint"),
("fl_date", "string", "flight_date", "string"),
("carrier", "string", "carrier", "string"),
("fl_num", "long", "flight_num", "long"),
("origin_city_name", "string", "origin_city_name", "string"),
("origin_state_abr", "string", "origin_state_abr", "string"),
("dest_city_name", "string", "dest_city_name", "string"),
("dest_state_abr", "string", "dest_state_abr", "string"),
("dep_time", "long", "departure_time", "long"),
("wheels_off", "long", "wheels_off", "long"),
("wheels_on", "long", "wheels_on", "long"),
("arr_time", "long", "arrival_time", "long"),
("mon", "string", " "string"),

mon",

1,
transformation_ctx="ApplyMapping_node2",

# Script generated for node Revised Flight Data.

RevisedFlightData_node3 = glueContext.write_dynamic_frame.from_options(
frame=ApplyMapping_node2,
connection_type="s3",
format="json",
connection_options={"path": args["output_bucket_url"], "partitionKeys": []1},
transformation_ctx="RevisedFlightData_node3",
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)

job.commit()

« BXx APl #4AEE , 50 (GEAT Ruby B Amazon SDK API Reference) HEJLAT £,

* CreateCrawler

* CreatedJob

* DeleteCrawler

* DeleteDatabase

* DeleteJob

* DeleteTable
* GetCrawler

* GetDatabase
* GetDatabases
+ GetJob

* GetJobRun

» GetJobRuns
» GetTables
- ListJobs

« StartCrawler
« StartJobRun

CreateCrawler
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Creates a new crawler with the specified configuration.
#
# @param name [String] The name of the crawler.
# @param role_arn [String] The ARN of the IAM role to be used by the crawler.
# @param db_name [String] The name of the database where the crawler stores its
metadata.
# @param db_prefix [String] The prefix to be added to the names of tables that the
crawler creates.
# @param s3_target [String] The S3 path that the crawler will crawl.
# @return [void]
def create_crawler(name, role_arn, db_name, _db_prefix, s3_target)
@glue_client.create_crawler(

name: name,

role: role_arn,

database_name: db_name,

targets: {

s3_targets: [
{
path: s3_target
}
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}
)

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not create crawler: \n#{e.messagel}")
raise

end

- X APIWFMEE , B2 EA T Ruby 8 Amazon SDK API 22 CreateCrawlerd#,
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# The “GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger

end

# Creates a new job with the specified configuration.

#

# @param name [String] The name of the job.

# @param description [String] The description of the job.

# @param role_arn [String] The ARN of the IAM role to be used by the job.

# @param script_location [String] The location of the ETL script for the job.
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# @return [void]
def create_job(name, description, role_arn, script_location)
@glue_client.create_job(
name: name,
description: description,
role: role_arn,
command: {
name: 'glueetl’,
script_location: script_location,
python_version: '3’
},
glue_version: '3.0'
)
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not create job #{name}: \n#{e.message}")
raise
end

- BXx API HiFME R , 5510 EA T Ruby 89 Amazon SDK APl & # CreateJob® Y,

DeleteCrawler

AT RHER T 20{a{EH DeleteCrawler,
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(® Note
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EMIZTT.

# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.

# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.

# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.

class GlueWrapper
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def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger

end

# Deletes a crawler with the specified name.

#

# @param name [String] The name of the crawler to delete.

# @return [void]

def delete_crawler(name)
@glue_client.delete_crawler(name: name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete crawler #{name}: \n#{e.messagel}")
raise

end

- BXx APl HiFMER , 5519 EA T Ruby B9 Amazon SDK APl 2 #ZDeleteCrawlerd#9,
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.

# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.

# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.

class GlueWrapper
def initialize(glue_client, logger)

@glue_client = glue_client
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@logger = logger
end

# Removes a specified database from a Data Catalog.
#
# @param database_name [String] The name of the database to delete.
# @return [void]
def delete_database(database_name)
@glue_client.delete_database(name: database_name)
rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete database: \n#{e.message}")
end

- X APIHiFMAEE , F55 EA T Ruby B9 Amazon SDK APl $# DeleteDatabase P Y,
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@ Note
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# The “GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end
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# Deletes a job with the specified name.

#

# @param job_name [String] The name of the job to delete.

# @return [void]

def delete_job(job_name)
@glue_client.delete_job(job_name: job_name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete job: \n#{e.messagel}")

end

- BXx API Wi#MER , HS1H EAT Ruby 8 Amazon SDK API $Z DeleteJobH #,
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Deletes a table with the specified name.

#

# @param database_name [String] The name of the catalog database in which the
table resides.
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# @param table_name [String] The name of the table to be deleted.
# @return [void]
def delete_table(database_name, table_name)
@glue_client.delete_table(database_name: database_name, name: table_name)
rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete job: \n#{e.messagel}")
end

- Bx API iFMER , 51 EAT Ruby 9 Amazon SDK APl $ZDeleteTableF#,
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves information about a specific crawler.

#

# @param name [String] The name of the crawler to retrieve information about.

# @return [Aws::Glue::Types::Crawler, nil] The crawler object if found, or nil if
not found.

def get_crawler(name)
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@glue_client.get_crawler(name: name)

rescue Aws::Glue::Errors::EntityNotFoundException
@logger.info("Crawler #{name} doesn't exist.")
false

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get crawler #{name}: \n#{e.messagel}")
raise

end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves information about a specific database.

#

# @param name [String] The name of the database to retrieve information about.

# @return [Aws::Glue::Types::Database, nil] The database object if found, or nil
if not found.
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def get_database(name)
response = @glue_client.get_database(name: name)
response.database
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get database #{name}: \n#{e.messagel}")
raise
end

- X APIHWFMAEE , HS0 EA T Ruby B9 Amazon SDK APl £ GetDatabase .
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves data for a specific job run.
#
# @param job_name [String] The name of the job run to retrieve data for.
# @return [Glue::Types::GetJobRunResponse]
def get_job_run(job_name, run_id)
@glue_client.get_job_run(job_name: job_name, run_id: run_id)
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rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get job runs: \n#{e.message}")
end

- B APl HiFMER , 5519 AT Ruby B9 Amazon SDK APl 2ZGetJobRunH#Y,
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves a list of job runs for the specified job.
#
# @param job_name [String] The name of the job to retrieve job runs for.
# @return [Array<Aws::Glue::Types::JobRun>]
def get_job_runs(job_name)
response = @glue_client.get_job_runs(job_name: job_name)
response.job_runs
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get job runs: \n#{e.messagel}")
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end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves a list of tables in the specified database.

#

# @param db_name [String] The name of the database to retrieve tables from.

# @return [Array<Aws::Glue::Types::Table>]

def get_tables(db_name)
response = @glue_client.get_tables(database_name: db_name)
response.table_list

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get tables #{db_name}: \n#{e.message}")
raise

end
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# The "GlueWrapper' class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves a list of jobs in AWS Glue.

#

# @return [Aws::Glue::Types::ListJobsResponse]

def list_jobs
@glue_client.list_jobs

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not list jobs: \n#{e.messagel}")
raise

end

« X API WFAEE , HS10 EA T Ruby 8 Amazon SDK APl 2 ListJobsH#Y,
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Starts a crawler with the specified name.

#

# @param name [String] The name of the crawler to start.

# @return [void]

def start_crawler(name)
@glue_client.start_crawler(name: name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not start crawler #{name}: \n#{e.messagel}")
raise

end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger

end

# Starts a job run for the specified job.

#

# @param name [String] The name of the job to start the run for.

# @param input_database [String] The name of the input database for the job.

# @param input_table [String] The name of the input table for the job.

# @param output_bucket_name [String] The name of the output S3 bucket for the job.
# @return [String] The ID of the started job run.

def start_job_run(name, input_database, input_table, output_bucket_name)
response = @glue_client.start_job_run(
job_name: name,
arguments: {
'--input_database': input_database,
'--input_table': input_table,
'--output_bucket_url': "s3://#{output_bucket_name}/"

)
response.job_run_id
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not start job run #{name}: \n#{e.message}")
raise
end
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require 'aws-sdk-iam'
require 'logger'

# IAMManager is a class responsible for managing IAM operations
# such as listing all IAM policies in the current AWS account.
class IAMManager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all IAM policies in the current AWS account.
def list_policies
@logger.info('Here are the IAM policies in your account:')

paginator = @client.list_policies
policies = []

paginator.each_page do |page|
policies.concat(page.policies)
end

if policies.empty?
@logger.info("You don't have any IAM policies.")
else
policies.each do |policy|
@logger.info("- #{policy.policy_name}")
end
end
end
end

if $PROGRAM_NAME == _ FILE__
iam_client = Aws::IAM::Client.new
manager = IAMManager.new(iam_client)
manager.list_policies

end

- BXx APl HiFMER , 551 SEAT Ruby B Amazon SDK APl $# ListPoliciesH Y,

FriafE A 174


https://docs.amazonaws.cn/goto/SdkForRubyV3/iam-2010-05-08/ListPolicies

Amazon & F Ruby B9 SDK
EARTIgE

THERRE

FRARER

LTRBREBRTMMANEZAFHRABE,

/A Warning

ATBRZEXNK , EFRETARGIOEESKIEN , F2FEH IAM AFR#THBRIE , ™
REERASEMEAENNKE BMRIE , 620 Amazon IAM Identity Center,

- BIESRBENRNAF,

- BIERF I HEIKFH Amazon S3 FHEBHNNRHN AR

- AIMKRBIUATFRAFRAZAE,

- RKAABHERAKNEIESH S3 Fi#fE , ARBREIR.

EHATF Ruby B SDK
(@ Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFEENERTERE , THEOARITIR
BEME1T,

B2 IAM AP MR F5IH Amazon S3 FREBHNNRH AR, AFRESRAZAGHNR, KA
ZAGR , ERIREIES HZKF N FER.

# Wraps the scenario actions.
class ScenarioCreateUserAssumeRole
attr_reader :iam_client

# @param [Aws::IAM::Client] iam_client: The AWS IAM client.
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
end

# Waits for the specified number of seconds.
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#
# @param duration [Integer] The number of seconds to wait.
def wait(duration)
puts('Give AWS time to propagate resources...')
sleep(duration)
end

# Creates a user.

#

# @param user_name [String] The name to give the user.

# @return [Aws::IAM::User] The newly created user.

def create_user(user_name)
user = @iam_client.create_user(user_name: user_name).user
@logger.info("Created demo user named #{user.user_name}.")

rescue Aws::Errors::ServiceError => e
@logger.info('Tried and failed to create demo user.')
@logger.info("\t#{e.code}: #{e.message}")
@logger.info("\nCan't continue the demo without a user!")
raise

else
user

end

# Creates an access key for a user.
#
# @param user [Aws::IAM::User] The user that owns the key.
# @return [Aws::IAM::AccessKeyPair] The newly created access key.
def create_access_key_pair(user)
user_key = @iam_client.create_access_key(user_name: user.user_name).access_key
@logger.info("Created accesskey pair for user #{user.user_name}.")
rescue Aws::Errors::ServiceError => e
@logger.info("Couldn't create access keys for user #{user.user_name}.")
@logger.info("\t#{e.code}: #{e.message}")
raise
else
user_key
end

# Creates a role that can be assumed by a user.

#

# @param role_name [String] The name to give the role.

# @param user [Aws::IAM::User] The user who is granted permission to assume the
role.

# @return [Aws::IAM::Role] The newly created role.
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def create_role(role_name, user)

trust_policy = {
Version: '2012-10-17',
Statement: [{
Effect: 'Allow',
Principal: { 'AWS': user.arn },
Action: 'sts:AssumeRole'
1]
}.to_json
role = @iam_client.create_role(
role_name: role_name,
assume_role_policy_document: trust_policy
).role
@logger.info("Created role #{role.role_name}.")
rescue Aws::Errors::ServiceError => e

@logger.info("Couldn't create a role for the demo. Here's why: ")

@logger.info("\t#{e.code}: #{e.message}")
raise

else
role
end
# Creates a policy that grants permission to list S3 buckets in the account, and
# then attaches the policy to a role.
#
# @param policy_name [String] The name to give the policy.
# @param role [Aws::IAM::Role] The role that the policy is attached to.
# @return [Aws::IAM::Policy] The newly created policy.

def create_and_attach_role_policy(policy_name, role)
policy_document = {
Version: '2012-10-17',
Statement: [{
Effect: 'Allow',
Action: 's3:ListAllMyBuckets',
Resource: 'arn:aws:s3:::*'
1]
}.to_json
policy = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document
).policy
@iam_client.attach_role_policy(
role_name: role.role_name,
policy_arn: policy.arn
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)

@logger.info("Created policy #{policy.policy_name} and attached it to role

#{role.role_namel}.")
rescue Aws::Errors::ServiceError => e

@logger.info("Couldn't create a policy and attach it to role #{role.role_name}.

Here's why: ")
@logger.info("\t#{e.code}: #{e.message}")
raise

end

@param policy_name [String] The name to give the policy.

@param role [Aws::IAM::Role] The role that can be assumed.
@return [Aws::IAM::UserPolicy] The newly created policy.
def create_user_policy(policy_name, user, role)

#
#
#
#
#
#

policy_document = {
Version: '2012-10-17',
Statement: [{
Effect: 'Allow',
Action: 'sts:AssumeRole',
Resource: role.arn
1]
}.to_json
@iam_client.put_user_policy(
user_name: USer.user_name,
policy_name: policy_name,
policy_document: policy_document

)

puts("Created an inline policy for #{user.user_name} that lets the user assume

role #{role.role_namel}.")
rescue Aws::Errors::ServiceError => e

@logger.info("Couldn't create an inline policy for user #{user.user_name}.

Here's why: ")
@logger.info("\t#{e.code}: #{e.messagel}")
raise
end

Creates an inline policy for a user that lets the user assume a role.

@param user [Aws::IAM::User] The user that owns the policy.

# Creates an Amazon S3 resource with specified credentials. This is separated into

d

# factory function so that it can be mocked for unit testing.

#

EAXTRE

178



Amazon &M F Ruby #J SDK FERARER

# @param credentials [Aws::Credentials] The credentials used by the Amazon S3
resource.
def create_s3_resource(credentials)

Aws::S3::Resource.new(client: Aws::S3::Client.new(credentials: credentials))
end

# Lists the S3 buckets for the account, using the specified Amazon S3 resource.
# Because the resource uses credentials with limited access, it may not be able to
# list the S3 buckets.
#
# @param s3_resource [Aws::S3::Resource] An Amazon S3 resource.
def list_buckets(s3_resource)

count = 10

s3_resource.buckets.each do |bucket|

@logger.info "\t#{bucket.name}"

count -=1
break if count.zero?
end
rescue Aws::Errors::ServiceError => e
if e.code == 'AccessDenied'

puts('Attempt to list buckets with no permissions: AccessDenied.')
else
@logger.info("Couldn't list buckets for the account. Here's why: ")
@logger.info("\t#{e.code}: #{e.messagel}")
raise
end
end

# Creates an AWS Security Token Service (AWS STS) client with specified
credentials.

# This is separated into a factory function so that it can be mocked for unit
testing.

#

# @param key_id [String] The ID of the access key used by the STS client.

# @param key_secret [String] The secret part of the access key used by the STS
client.

def create_sts_client(key_id, key_secret)

Aws: :STS::Client.new(access_key_id: key_id, secret_access_key: key_secret)

end

# Gets temporary credentials that can be used to assume a role.

#

# @param role_arn [String] The ARN of the role that is assumed when these
credentials

HARINEE 179



Amazon &M F Ruby #J SDK FERARER

# are used.
# @param sts_client [AWS::STS::Client] An AWS STS client.
# @return [Aws::AssumeRoleCredentials] The credentials that can be used to assume
the role.
def assume_role(role_arn, sts_client)
credentials = Aws::AssumeRoleCredentials.new(
client: sts_client,
role_arn: role_arn,
role_session_name: 'create-use-assume-role-scenario’
)
@logger.info("Assumed role '#{role_arn}', got temporary credentials.")
credentials
end

# Deletes a role. If the role has policies attached, they are detached and
# deleted before the role is deleted.
#
# @param role_name [String] The name of the role to delete.
def delete_role(role_name)
@iam_client.list_attached_role_policies(role_name:
role_name).attached_policies.each do |policy]|
@iam_client.detach_role_policy(role_name: role_name, policy_arn:
policy.policy_arn)
@iam_client.delete_policy(policy_arn: policy.policy_azrn)
@logger.info("Detached and deleted policy #{policy.policy_name}.")
end
@iam_client.delete_role({ role_name: role_name })
@logger.info("Role deleted: #{role_name}.")
rescue Aws::Errors::ServiceError => e
@logger.info("Couldn't detach policies and delete role #{role.name}. Here's
why:")
@logger.info("\t#{e.code}: #{e.messagel}")
raise
end

# Deletes a user. If the user has inline policies or access keys, they are deleted
# before the user is deleted.
#
# @param user [Aws::IAM::User] The user to delete.
def delete_user(user_name)

user = @iam_client.list_access_keys(user_name: user_name).access_key_metadata

user.each do |key]|

@iam_client.delete_access_key({ access_key_id: key.access_key_id, user_name:

user_name 1})
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@logger.info("Deleted access key #{key.access_key_id} for user
"#{user_namel}'.")
end

@iam_client.delete_user(user_name: user_name)
@logger.info("Deleted user '#{user_name}'.")
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting user '#{user_name}': #{e.messagel}")
end
end

# Runs the IAM create a user and assume a role scenario.
def run_scenario(scenario)

puts('-' * 88)

puts('Welcome to the IAM create a user and assume a role demo!')

puts('-' * 88)

user = scenario.create_user("doc-example-user-#{Random.uuid}")

user_key = scenario.create_access_key_pair(user)

scenario.wait(10)

role = scenario.create_role("doc-example-role-#{Random.uuid}", user)

scenario.create_and_attach_role_policy("doc-example-role-policy-#{Random.uuid}",

role)

scenario.create_user_policy("doc-example-user-policy-#{Random.uuid}", user, role)

scenario.wait(10)

puts('Try to list buckets with credentials for a user who has no permissions.')

puts('Expect AccessDenied from this call.')

scenario.list_buckets(

scenario.create_s3_resource(Aws: :Credentials.new(user_key.access_key_id,

user_key.secret_access_key))

)

puts('Now, assume the role that grants permission.')

temp_credentials = scenario.assume_xrole(

role.arn, scenario.create_sts_client(user_key.access_key_id,

user_key.secret_access_key)

)

puts('Here are your buckets:')

scenario.list_buckets(scenario.create_s3_resource(temp_credentials))

puts('"Deleting role '#{role.role_name}' and attached policies.")

scenario.delete_role(role.role_name)

puts("Deleting user '#{user.user_name}', policies, and keys.")

scenario.delete_user(user.user_name)

puts('Thanks for watching!')

puts('-' * 88)
rescue Aws::Errors::ServiceError => e
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puts('Something went wrong with the demo.')
puts("\t#{e.code}: #{e.messagel}")

end

run_scenario(ScenarioCreateUserAssumeRole.new(Aws: :IAM: :Client.new)) if
$PROGRAM_NAME == __ FILE_ _
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# Manages policies in AWS Identity and Access Management (IAM)

class RolePolicyManager

# Initialize with an AWS IAM client

#

# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))

@iam_client = iam_client
@logger = logger

@logger.progname = 'PolicyManager'

end

# Creates a policy
#

# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document

# @return [String] The policy ARN if successful, otherwise nil

def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(

policy_name: policy_name,

policy_document: policy_document.to_json

)

response.policy.arn

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.message}")

nil
end

# Fetches an IAM policy by its ARN

# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found

def get_policy(policy_azrn)

response = @iam_client.get_policy(policy_arn: policy_arn)

policy = response.policy

@logger.info("Got policy '#{policy.policy_name}'. Its ID is:

#{policy.policy_id}.")
policy

rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'.

raise

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'.

#{e.message}")
raise

The policy does not exist.")

Here's why: #{e.code}:
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end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")

L]

end

# Detaches a policy from a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_azrn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.message}")
false
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end
end
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# Attaches a policy to a user

#

# @param user_name [String] The name of the user

# @param policy_arn [String] The Amazon Resource Name (ARN) of the policy

# @return [Boolean] true if successful, false otherwise

def attach_policy_to_user(user_name, policy_arn)
@iam_client.attach_user_policy(
user_name: user_name,
policy_arn: policy_arn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to user: #{e.messagel}")
false
end
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# Manages access keys for IAM users
class AccessKeyManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'AccessKeyManager'
end

# Lists access keys for a user
#
# @param user_name [String] The name of the user.
def list_access_keys(user_name)
response = @iam_client.list_access_keys(user_name: user_name)
if response.access_key_metadata.empty?
@logger.info("No access keys found for user '#{user_name}'.")
else
response.access_key_metadata.map(&:access_key_id)
end
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Error listing access keys: cannot find user '#{user_name}'.")
[]
rescue StandardError => e
@logger.error("Error listing access keys: #{e.message}")

L]

end

# Creates an access key for a user

#

# @param user_name [String] The name of the user.

# @return [Boolean]

def create_access_key(user_name)
response = @iam_client.create_access_key(user_name: user_name)
access_key = response.access_key
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@logger.info("Access key created for user '#{user_name}':
#{access_key.access_key_id}")
access_key
rescue Aws::IAM::Errors::LimitExceeded
@logger.error('Error creating access key: limit exceeded. Cannot create more.')
nil
rescue StandardError => e
@logger.error("Error creating access key: #{e.messagel}")
nil
end

# Deactivates an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def deactivate_access_key(user_name, access_key_id)
@iam_client.update_access_key(
user_name: user_name,
access_key_id: access_key_id,
status: 'Inactive'
)
true
rescue StandardError => e
@logger.error("Error deactivating access key: #{e.message}")
false
end

# Deletes an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def delete_access_key(user_name, access_key_id)
@iam_client.delete_access_key(
user_name: user_name,
access_key_id: access_key_id
)
true
rescue StandardError => e
@logger.error("Error deleting access key: #{e.message}")
false
end
end
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class IAMAliasManager

# Initializes the IAM client and logger

#

# @param iam_client [Aws::IAM::Client] An initialized IAM client.

def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger

end

# Lists available AWS account aliases.
def list_aliases
response = @iam_client.list_account_aliases

if response.account_aliases.count.positive?
@logger.info('Account aliases are:')
response.account_aliases.each { |account_alias| @logger.info("

#{account_alias}") }

else
@logger.info('No account aliases found.')

end

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing account aliases: #{e.message}")
end
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# Creates an AWS account alias.
#
# @param account_alias [String] The name of the account alias to create.
# @return [Boolean] true if the account alias was created; otherwise, false.
def create_account_alias(account_alias)
@iam_client.create_account_alias(account_alias: account_alias)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating account alias: #{e.message}")
false
end

# Deletes an AWS account alias.
#
# @param account_alias [String] The name of the account alias to delete.
# @return [Boolean] true if the account alias was deleted; otherwise, false.
def delete_account_alias(account_alias)
@iam_client.delete_account_alias(account_alias: account_alias)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting account alias: #{e.messagel}")
false
end
end
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# Manages policies in AWS Identity and Access Management (IAM)

class RolePolicyManager

# Initialize with an AWS IAM client

#

# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))

@iam_client = iam_client
@logger = logger

@logger.progname = 'PolicyManager'

end

# Creates a policy
#

# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document

# @return [String] The policy ARN if successful, otherwise nil

def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(

policy_name: policy_name,

policy_document: policy_document.to_json

)

response.policy.arn

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.message}")

nil
end

# Fetches an IAM policy by its ARN

# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found

def get_policy(policy_azrn)

response = @iam_client.get_policy(policy_arn: policy_arn)

policy = response.policy

@logger.info("Got policy '#{policy.policy_name}'. Its ID is:

#{policy.policy_id}.")
policy

rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'.

raise

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'.

#{e.message}")
raise

The policy does not exist.")

Here's why: #{e.code}:
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end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")

L]

end

# Detaches a policy from a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_azrn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.message}")
false
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# Creates a role and attaches policies to it.
#
# @param role_name [String] The name of the role.
# @param assume_role_policy_document [Hash] The trust relationship policy
document.
# @param policy_arns [Array<String>] The ARNs of the policies to attach.
# @return [String, nil] The ARN of the new role if successful, or nil if an error
occurred.
def create_role(role_name, assume_role_policy_document, policy_arns)
response = @iam_client.create_role(
role_name: role_name,
assume_role_policy_document: assume_role_policy_document.to_json
)

role_arn = response.role.arn
policy_arns.each do |policy_arn|
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_azrn

end

role_arn
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rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating role: #{e.messagel}")
nil

end
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# Creates a service-linked role

#

# @param service_name [String] The service name to create the role for.

# @param description [String] The description of the service-linked role.

# @param suffix [String] Suffix for customizing role name.

# @return [String] The name of the created role

def create_service_linked_role(service_name, description, suffix)
response = @iam_client.create_service_linked_role(
aws_service_name: service_name, description: description, custom_suffix:
suffix
)
role_name = response.role.role_name
@logger.info("Created service-linked role #{role_namel}.")
role_name
rescue Aws::Errors::ServiceError => e
@logger.error("Couldn't create service-linked role for #{service_name}. Here's
why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise
end
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# Creates a user and their login profile
#
# @param user_name [String] The name of the user
# @param initial_password [String] The initial password for the user
# @return [String, nil] The ID of the user if created, or nil if an error occurred
def create_user(user_name, initial_password)
response = @iam_client.create_user(user_name: user_name)
@iam_client.wait_until(:user_exists, user_name: user_name)
@iam_client.create_login_profile(
user_name: user_name,
password: initial_password,
password_reset_required: true
)
@logger.info("User '#{user_name}' created successfully.")
response.user.user_id
rescue Aws::IAM::Errors::EntityAlreadyExists
@logger.error("Error creating user '#{user_name}': user already exists.")
nil
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating user '#{user_name}': #{e.messagel}")
nil
end
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# Manages access keys for IAM users
class AccessKeyManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'AccessKeyManager'
end

# Lists access keys for a user
#
# @param user_name [String] The name of the user.
def list_access_keys(user_name)
response = @iam_client.list_access_keys(user_name: user_name)
if response.access_key_metadata.empty?
@logger.info("No access keys found for user '#{user_name}'.")
else
response.access_key_metadata.map(&:access_key_id)
end
rescue Aws::IAM::Errors::NoSuchEntity

@logger.error("Error listing access keys: cannot find user '#{user_name}'.")

L]

rescue StandardError => e
@logger.error("Error listing access keys: #{e.message}")
(]

end

# Creates an access key for a user
#
# @param user_name [String] The name of the user.

BReE

195


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/iam#code-examples

Amazon &M F Ruby #J SDK FERARER

# @return [Boolean]
def create_access_key(user_name)
response = @iam_client.create_access_key(user_name: user_name)
access_key = response.access_key
@logger.info("Access key created for user '#{user_name}':
#{access_key.access_key_id}")
access_key
rescue Aws::IAM::Errors::LimitExceeded
@logger.error('Error creating access key: limit exceeded. Cannot create more.')
nil
rescue StandardError => e
@logger.error("Error creating access key: #{e.messagel}")
nil
end

# Deactivates an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def deactivate_access_key(user_name, access_key_id)
@iam_client.update_access_key(
user_name: user_name,
access_key_id: access_key_id,
status: 'Inactive'
)
true
rescue StandardError => e
@logger.error("Error deactivating access key: #{e.message}")
false
end

# Deletes an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def delete_access_key(user_name, access_key_id)
@iam_client.delete_access_key(
user_name: user_name,
access_key_id: access_key_id
)
true
rescue StandardError => e
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@logger.error("Error deleting access key: #{e.message}")
false
end
end

- BX APIHiFMESR | 201 SEA T Ruby B Amazon SDK API 2 DeleteAccessKeyH
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class IAMAliasManager

# Initializes the IAM client and logger

#

# @param iam_client [Aws::IAM::Client] An initialized IAM client.

def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger

end

# Lists available AWS account aliases.
def list_aliases
response = @iam_client.list_account_aliases

if response.account_aliases.count.positive?
@logger.info('Account aliases are:')
response.account_aliases.each { |account_alias| @logger.info("
#{account_alias}") }
else
@logger.info('No account aliases found.')
end
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rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing account aliases: #{e.message}")
end

# Creates an AWS account alias.
#
# @param account_alias [String] The name of the account alias to create.
# @return [Boolean] true if the account alias was created; otherwise, false.
def create_account_alias(account_alias)
@iam_client.create_account_alias(account_alias: account_alias)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating account alias: #{e.messagel}")
false
end

# Deletes an AWS account alias.
#
# @param account_alias [String] The name of the account alias to delete.
# @return [Boolean] true if the account alias was deleted; otherwise, false.
def delete_account_alias(account_alias)
@iam_client.delete_account_alias(account_alias: account_alias)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting account alias: #{e.messagel}")
false
end
end

« BX APIWEAEE , FS519 EA T Ruby B Amazon SDK APl 2 DeleteAccountAliasH Y,

DeleteRole
LT REERHGERT M{A{EH DeleteRole,

& T Ruby 9 SDK
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# Deletes a role and its attached policies.
#
# @param role_name [String] The name of the role to delete.
def delete_role(role_name)
# Detach and delete attached policies

@iam_client.list_attached_role_policies(role_name: role_name).each do |response]|

response.attached_policies.each do |policy|
@iam_client.detach_role_policy({
role_name: role_name,
policy_arn: policy.policy_azrn
1)
# Check if the policy is a customer managed policy (not AWS managed)
unless policy.policy_arn.include?('aws:policy/"')
@iam_client.delete_policy({ policy_arn: policy.policy_arn })
@logger.info("Deleted customer managed policy #{policy.policy_name}.")
end
end
end

# Delete the role
@iam_client.delete_role({ role_name: role_name })
@logger.info("Deleted role #{role_name}.")
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't detach policies and delete role #{role_name}. Here's
why:")
@logger.error("\t#{e.code}: #{e.message}")
raise
end

- X APIHWFMAEE , B2 EA T Ruby 89 Amazon SDK APl 2 DeleteRoleH#Y,
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class ServerCertificateManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'ServerCertificateManager'
end

# Creates a new server certificate.
# @param name [String] the name of the server certificate
# @param certificate_body [String] the contents of the certificate
# @param private_key [String] the private key contents
# @return [Boolean] returns true if the certificate was successfully created
def create_server_certificate(name, certificate_body, private_key)
@iam_client.upload_server_certificate({
server_certificate_name: name,
certificate_body: certificate_body,
private_key: private_key
1)
true
rescue Aws::IAM::Errors::ServiceError => e
puts "Failed to create server certificate: #{e.message}"
false
end

# Lists available server certificate names.
def list_server_certificate_names
response = @iam_client.list_server_certificates

if response.server_certificate_metadata_list.empty?
@logger.info('No server certificates found.')
return

end
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response.server_certificate_metadata_list.each do |certificate_metadata]
@logger.info("Certificate Name:
#{certificate_metadata.server_certificate_namel}")
end
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing server certificates: #{e.messagel}")
end

# Updates the name of a server certificate.
def update_server_certificate_name(current_name, new_name)
@iam_client.update_server_certificate(
server_certificate_name: current_name,
new_server_certificate_name: new_name
)
@logger.info("Server certificate name updated from '#{current_name}' to
"#{new_namel}'.")
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error updating server certificate name: #{e.message}")
false
end

# Deletes a server certificate.

def delete_server_certificate(name)
@iam_client.delete_server_certificate(server_certificate_name: name)
@logger.info("Server certificate '#{name}' deleted.")
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting server certificate: #{e.message}")
false

end

end

- BXx APl HiFMER , 5210 AT Ruby B9 Amazon SDK APl & # DeleteServerCertificate /7
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# Deletes a service-linked role.
#
# @param role_name [String] The name of the role to delete.
def delete_service_linked_role(role_name)
response = @iam_client.delete_service_linked_role(role_name: role_name)
task_id = response.deletion_task_id
check_deletion_status(role_name, task_id)
rescue Aws::Errors::ServiceError => e
handle_deletion_error(e, role_name)
end

private

# Checks the deletion status of a service-linked role
#
# @param role_name [String] The name of the role being deleted
# @param task_id [String] The task ID for the deletion process
def check_deletion_status(role_name, task_id)
loop do
response = @iam_client.get_service_linked_role_deletion_status(
deletion_task_id: task_id
)
status = response.status
@logger.info("Deletion of #{role_name} #{status}.")
break if %w[SUCCEEDED FAILED].include?(status)

sleep(3)
end
end

# Handles deletion error

#

# @param e [Aws::Errors::ServiceError] The error encountered during deletion
# @param role_name [String] The name of the role attempted to delete
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def handle_deletion_error(e, role_name)
return if e.code == 'NoSuchEntity'

@logger.error("Couldn't delete #{role_name}. Here's why:")
@logger.error("\t#{e.code}: #{e.message}")
raise

end

- BX APIWFEHMEE. , BZ EAT Ruby B9 Amazon SDK APl £
#DeleteServiceLinkedRole iy,
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# Deletes a user and their associated resources
#
# @param user_name [String] The name of the user to delete
def delete_user(user_name)
user = @iam_client.list_access_keys(user_name: user_name).access_key_metadata
user.each do |key]|
@iam_client.delete_access_key({ access_key_id: key.access_key_id, user_name:
user_name })
@logger.info("Deleted access key #{key.access_key_id} for user
"#{user_namel}'.")
end

@iam_client.delete_user(user_name: user_name)
@logger.info("Deleted user '#{user_name}'.")
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting user '#{user_name}': #{e.messagel}")
end
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# Deletes a user and their associated resources
#
# @param user_name [String] The name of the user to delete
def delete_user(user_name)
user = @iam_client.list_access_keys(user_name: user_name).access_key_metadata
user.each do |key|
@iam_client.delete_access_key({ access_key_id: key.access_key_id, user_name:
user_name 1})
@logger.info("Deleted access key #{key.access_key_id} for user
'#{user_namel}'.")
end

@iam_client.delete_user(user_name: user_name)
@logger.info("Deleted user '#{user_name}'.")
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting user '#{user_name}': #{e.messagel}")
end

« BX APl HFMER |, 5219 EAT Ruby B9 Amazon SDK APl 2 #DeleteUserPolicy FHJ,
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# Manages policies in AWS Identity and Access Management (IAM)
class RolePolicyManager
# Initialize with an AWS IAM client
#
# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'PolicyManager'
end

# Creates a policy
#
# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document
# @return [String] The policy ARN if successful, otherwise nil
def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document.to_json
)
response.policy.arn
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.messagel}")
nil
end

# Fetches an IAM policy by its ARN
# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_arn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
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@logger.info("Got policy '#{policy.policy_name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")

L]

end

# Detaches a policy from a role

#

# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
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# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_azrn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.message}")
false
end
end

- BXx API WiF4ER , HZ EAT Ruby 8 Amazon SDK API % DetachRolePolicy F#Y,

DetachUserPolicy
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# Detaches a policy from a user

#

# @param user_name [String] The name of the user

# @param policy_arn [String] The ARN of the policy to detach

# @return [Boolean] true if the policy was successfully detached, false otherwise

def detach_user_policy(user_name, policy_arn)
@iam_client.detach_user_policy(
user_name: user_name,
policy_arn: policy_arn
)
@logger.info("Policy '#{policy_arn}' detached from user '#{user_name}'
successfully.")
true
rescue Aws::IAM::Errors::NoSuchEntity
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@logger.error('Error detaching policy: Policy or user does not exist.')
false
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from user '#{user_name}': #{e.messagel}")
false
end

« X APIHEFAEE , HS10 EA T Ruby B9 Amazon SDK APl £ DetachUserPolicy F#,

GetAccountPasswordPolicy
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# Class to manage IAM account password policies
class PasswordPolicyManager
attr_accessor :iam_client, :logger

def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'IAMPolicyManager'

end

# Retrieves and logs the account password policy
def print_account_password_policy
response = @iam_client.get_account_password_policy
@logger.info("The account password policy is: #{response.password_policy.to_h}")
rescue Aws::IAM::Errors::NoSuchEntity
@logger.info('The account does not have a password policy.')
rescue Aws::Errors::ServiceError => e
@logger.error("Couldn't print the account password policy. Error: #{e.code} -
#{e.message}")
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raise
end
end

- BX APIWFEMEE. , B2 EA T Ruby B9 Amazon SDK APl &
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# Fetches an IAM policy by its ARN
# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_azrn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
@logger.info("Got policy '#{policy.policy_name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end

- BXAPIWEAFELR , 2 EA T Ruby B Amazon SDK APl 2% GetPolicy F #,
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# Gets data about a role.
#
# @param name [String] The name of the role to look up.
# @return [Aws::IAM::Role] The retrieved role.
def get_role(name)
role = @iam_client.get_role({
role_name: name
}).role
puts("Got data for role '#{role.role_name}'. Its ARN is '#{role.arn}'.")
rescue Aws::Errors::ServiceError => e
puts("Couldn't get data for role '#{name}' Here's why:")
puts('"\t#{e.code}: #{e.messagel}")
raise
else
role
end

« X API WFAEE , H510 EA T Ruby 8 Amazon SDK APl 2#£GetRoleH#Y,

GetUser
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# Retrieves a user's details
#
# @param user_name [String] The name of the user to retrieve
# @return [Aws::IAM::Types::User, nil] The user object if found, or nil if an
error occurred
def get_user(user_name)
response = @iam_client.get_user(user_name: user_name)
response.user
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("User '#{user_name}' not found.")
nil
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error retrieving user '#{user_name}': #{e.messagel}")
nil
end

« BX API HEER |, 5519 SEAT Ruby 8 Amazon SDK APl $# GetUserd1#y,
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# Manages access keys for IAM users
class AccessKeyManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'AccessKeyManager'
end

# Lists access keys for a user
#
# @param user_name [String] The name of the user.
def list_access_keys(user_name)
response = @iam_client.list_access_keys(user_name: user_name)
if response.access_key_metadata.empty?
@logger.info("No access keys found for user '#{user_name}'.")
else
response.access_key_metadata.map(&:access_key_id)
end
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Error listing access keys: cannot find user '#{user_name}'.")
[]
rescue StandardError => e
@logger.error("Error listing access keys: #{e.messagel}")
(]

end

# Creates an access key for a user

#

# @param user_name [String] The name of the user.

# @return [Boolean]

def create_access_key(user_name)
response = @iam_client.create_access_key(user_name: user_name)
access_key = response.access_key
@logger.info("Access key created for user '#{user_name}':

#{access_key.access_key_id}")
access_key

rescue Aws::IAM::Errors::LimitExceeded

@logger.error('Error creating access key: limit exceeded. Cannot create more.')

nil

rescue StandardError => e
@logger.error("Error creating access key: #{e.messagel}")
nil

end
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# Deactivates an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def deactivate_access_key(user_name, access_key_id)
@iam_client.update_access_key(
user_name: user_name,
access_key_id: access_key_id,
status: 'Inactive'
)
true
rescue StandardError => e
@logger.error("Error deactivating access key: #{e.message}")
false
end

# Deletes an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def delete_access_key(user_name, access_key_id)
@iam_client.delete_access_key(
user_name: user_name,
access_key_id: access_key_id
)
true
rescue StandardError => e
@logger.error("Error deleting access key: #{e.message}")
false
end
end
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class IAMAliasManager

# Initializes the IAM client and logger

#

# @param iam_client [Aws::IAM::Client] An initialized IAM client.

def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger

end

# Lists available AWS account aliases.
def list_aliases
response = @iam_client.list_account_aliases

if response.account_aliases.count.positive?
@logger.info('Account aliases are:')
response.account_aliases.each { |account_alias| @logger.info("
#{account_alias}") }
else
@logger.info('No account aliases found.')
end
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing account aliases: #{e.message}")
end

# Creates an AWS account alias.
#

# @param account_alias [String] The name of the account alias to create.
# @return [Boolean] true if the account alias was created; otherwise, false.

def create_account_alias(account_alias)
@iam_client.create_account_alias(account_alias: account_alias)
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating account alias: #{e.message}")
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false
end

# Deletes an AWS account alias.
#
# @param account_alias [String] The name of the account alias to delete.
# @return [Boolean] true if the account alias was deleted; otherwise, false.
def delete_account_alias(account_alias)
@iam_client.delete_account_alias(account_alias: account_alias)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting account alias: #{e.messagel}")
false
end
end

- BXx API WiFHER , HZ 1 EAT Ruby 8 Amazon SDK API $# ListAccountAliases Y.
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# Manages policies in AWS Identity and Access Management (IAM)
class RolePolicyManager
# Initialize with an AWS IAM client
#
# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'PolicyManager'
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end

# Creates a policy
#
# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document
# @return [String] The policy ARN if successful, otherwise nil
def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document.to_json
)
response.policy.arn
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.messagel}")
nil
end

# Fetches an IAM policy by its ARN
# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_azrn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
@logger.info("Got policy '#{policy.policy_name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
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policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")
[]

end

# Detaches a policy from a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_azrn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.message}")
false
end
end

- BX APIFHER , S EA T Ruby B Amazon SDK API &
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# A class to manage IAM operations via the AWS SDK client
class IamGroupManager
# Initializes the IamGroupManager class
# @param iam_client [Aws::IAM::Client] An instance of the IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
end

# Lists up to a specified number of groups for the account.
# @param count [Integer] The maximum number of groups to list.
# @return [Aws::IAM::Client::Response]
def list_groups(count)
response = @iam_client.list_groups(max_items: count)
response.groups.each do |group]|
@logger.info("\t#{group.group_name}")
end
response
rescue Aws::Errors::ServiceError => e
@logger.error("Couldn't list groups for the account. Here's why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise
end
end

- BEXAPIHEMAEE , B2 H EA T Ruby B Amazon SDK APl & ListGroupsH #9,

BE 218


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/iam#code-examples
https://docs.amazonaws.cn/goto/SdkForRubyV3/iam-2010-05-08/ListGroups

Amazon & F Ruby B9 SDK

FRARER

ListPolicies

LUTRBREERT AR ListPolicies,

EFA T Ruby B9 SDK

® Note

EREZHKIEL GitHub, & Amazon NI ROIF#EERERTERS , THRNARITIR

N—

BEMIZ1T.

LRBIBREFIH, G, HNMDE A GRE,

# Manages policies in AWS Identity and Access Management (IAM)
class RolePolicyManager

# Initialize with an AWS IAM client
#
# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'PolicyManager'
end

# Creates a policy
#
# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document
# @return [String] The policy ARN if successful, otherwise nil
def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document.to_json
)
response.policy.arn
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.messagel}")
nil
end

# Fetches an IAM policy by its ARN

# @param policy_arn [String] the ARN of the IAM policy to retrieve
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# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_azrn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
@logger.info("Got policy '#{policy.policy_name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")

L]

end
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# Detaches a policy from a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_azrn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.message}")
false
end
end

- X APIWFMEE , HS0 EA T Ruby 8 Amazon SDK APl 2 ListPolicies #,
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@ Note
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# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")
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end
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# Lists IAM roles up to a specified count.
# @param count [Integer] the maximum number of roles to list.
# @return [Array<String>] the names of the roles.
def list_roles(count)
role_names = []
roles_counted = 0

@iam_client.list_roles.each_page do |page|
page.roles.each do |role]
break if roles_counted >= count

@logger.info("\t#{roles_counted + 1}: #{role.role_name}")
role_names << role.role_name
roles_counted += 1
end
break if roles_counted >= count
end

role_names
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't list roles for the account. Here's why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise
end
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class SamlProviderlLister

# Initializes the SamlProviderLister with IAM client and a logger.

# @param iam_client [Aws::IAM::Client] The IAM client object.

# @param logger [Logger] The logger object for logging output.

def initialize(iam_client, logger = Logger.new($stdout))
@iam_client = iam_client
@logger = logger

end

# Lists up to a specified number of SAML providers for the account.
# @param count [Integer] The maximum number of providers to list.
# @return [Aws::IAM::Client::Response]
def list_saml_providers(count)
response = @iam_client.list_saml_providers
response.saml_provider_list.take(count).each do |provider|
@logger.info("\t#{provider.arn}")
end
response
rescue Aws::Errors::ServiceError => e
@logger.error("Couldn't list SAML providers. Here's why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise
end
end
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class ServerCertificateManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'ServerCertificateManager'
end

# Creates a new server certificate.
# @param name [String] the name of the server certificate
# @param certificate_body [String] the contents of the certificate
# @param private_key [String] the private key contents
# @return [Boolean] returns true if the certificate was successfully created
def create_server_certificate(name, certificate_body, private_key)
@iam_client.upload_server_certificate({
server_certificate_name: name,
certificate_body: certificate_body,
private_key: private_key
1)
true
rescue Aws::IAM::Errors::ServiceError => e
puts "Failed to create server certificate: #{e.message}"
false
end

# Lists available server certificate names.
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def list_server_certificate_names
response = @iam_client.list_server_certificates

if response.server_certificate_metadata_list.empty?
@logger.info('No server certificates found.')
return

end

response.server_certificate_metadata_list.each do |certificate_metadata]
@logger.info("Certificate Name:
#{certificate_metadata.server_certificate_namel}")
end
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing server certificates: #{e.messagel}")
end

# Updates the name of a server certificate.
def update_server_certificate_name(current_name, new_name)
@iam_client.update_server_certificate(
server_certificate_name: current_name,
new_server_certificate_name: new_name
)
@logger.info("Server certificate name updated from '#{current_name}' to
"#{new_namel}'.")
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error updating server certificate name: #{e.messagel}")
false
end

# Deletes a server certificate.

def delete_server_certificate(name)
@iam_client.delete_server_certificate(server_certificate_name: name)
@logger.info("Server certificate '#{name}' deleted.")
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting server certificate: #{e.message}")
false

end

end
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# Lists all users in the AWS account
#
# @return [Array<Aws::IAM::Types::User>] An array of user objects
def list_users
users = []
@iam_client.list_users.each_page do |page|
page.users.each do |user|
users << user
end
end
users
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing users: #{e.messagel}")
[]

end
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# Creates an inline policy for a specified user.

# @param username [String] The name of the IAM user.

# @param policy_name [String] The name of the policy to create.

# @param policy_document [String] The JSON policy document.

# @return [Boolean]

def create_user_policy(username, policy_name, policy_document)
@iam_client.put_user_policy({
user_name: username,
policy_name: policy_name,
policy_document: policy_document
1)

@logger.info("Policy #{policy_name} created for user #{username}.")
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't create policy #{policy_name} for user #{username}.
Here's why:")
@logger.error("\t#{e.code}: #{e.messagel}")
false
end
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class ServerCertificateManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'ServerCertificateManager'
end

# Creates a new server certificate.
# @param name [String] the name of the server certificate
# @param certificate_body [String] the contents of the certificate
# @param private_key [String] the private key contents
# @return [Boolean] returns true if the certificate was successfully created
def create_server_certificate(name, certificate_body, private_key)
@iam_client.upload_server_certificate({
server_certificate_name: name,
certificate_body: certificate_body,
private_key: private_key
1)
true
rescue Aws::IAM::Errors::ServiceError => e
puts "Failed to create server certificate: #{e.message}"
false
end

# Lists available server certificate names.
def list_server_certificate_names
response = @iam_client.list_server_certificates

if response.server_certificate_metadata_list.empty?
@logger.info('No server certificates found.')
return

end
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response.server_certificate_metadata_list.each do |certificate_metadata]
@logger.info("Certificate Name:
#{certificate_metadata.server_certificate_namel}")
end
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing server certificates: #{e.messagel}")
end

# Updates the name of a server certificate.
def update_server_certificate_name(current_name, new_name)
@iam_client.update_server_certificate(
server_certificate_name: current_name,
new_server_certificate_name: new_name
)
@logger.info("Server certificate name updated from '#{current_name}' to
"#{new_namel}'.")
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error updating server certificate name: #{e.message}")
false
end

# Deletes a server certificate.

def delete_server_certificate(name)
@iam_client.delete_server_certificate(server_certificate_name: name)
@logger.info("Server certificate '#{name}' deleted.")
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting server certificate: #{e.message}")
false

end

end
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# Updates an IAM user's name

#

# @param current_name [String] The current name of the user

# @param new_name [String] The new name of the user

def update_user_name(current_name, new_name)
@iam_client.update_user(user_name: current_name, new_user_name: new_name)
true

rescue StandardError => e
@logger.error("Error updating user name from '#{current_namel}' to '#{new_name}':

#{e.messagel}")

false

end
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X Ruby fF Kinesis E#5 Lambda £& M.

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'aws-sdk'

def lambda_handler(event:, context:)
event['Records'].each do |record|
begin
puts "Processed Kinesis Event - EventID: #{record['eventID']}"
record_data = get_record_data_async(record['kinesis'])
puts "Record Data: #{record_datal}"
# TODO: Do interesting work based on the new data
rescue => err
$stderr.puts "An error occurred #{err}"
raise err
end
end

puts "Successfully processed #{event['Records'].length} records."
end

def get_record_data_async(payload)
data = Base64.decode64(payload['data']).force_encoding('UTF-8"')
# Placeholder for actual async work

# You can use Ruby's asynchronous programming tools like async/await or fibers
here.

return data
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end
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'aws-sdk'

def lambda_handler(event:, context:)
batch_item_failures = []

event['Records'].each do |record|

begin
puts "Processed Kinesis Event - EventID: #{record['eventID']}"
record_data = get_record_data_async(record['kinesis'])
puts "Record Data: #{record_datal}"
# TODO: Do interesting work based on the new data

rescue StandardError => err
puts "An error occurred #{err}"
# Since we are working with streams, we can return the failed item

immediately.

# Lambda will immediately begin to retry processing from this failed item
onwards.
return { batchItemFailures: [{ itemIdentifier: record['kinesis']
['sequenceNumber'] }] }
end
end

puts "Successfully processed #{event['Records'].length} records."
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{ batchItemFailures: batch_item_failures }
end

def get_record_data_async(payload)
data = Base64.decode64(payload['data']).force_encoding('utf-8"')
# Placeholder for actual async work
sleep(1)
data
end

Amazon KMS £ A& A T Ruby By SDK Ky 7=l
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require 'aws-sdk-kms' # v2: require 'aws-sdk'

# Create a AWS KMS key.

# As long we are only encrypting small amounts of data (4 KiB or less) directly,
# a KMS key is fine for our purposes.

# For larger amounts of data,

# use the KMS key to encrypt a data encryption key (DEK).

client = Aws::KMS::Client.new
resp = client.create_key({
tags: [
{
tag_key: 'CreatedBy',

tag_value: 'ExampleUser'

}
]
D

puts resp.key_metadata.key_id

- BX AP HEARELE , H2H EAT Ruby B Amazon SDK APl % CreateKeyH 9,

Decrypt
AT RERBNER T A Decrypto
EHA T Ruby B9 SDK

@ Note
EBEZMRIE L GitHubo # Amazon SR ITF M ERERTEERE , THEMMAMIITIR
BEMIZ{T.

require 'aws-sdk-kms' # v2: require 'aws-sdk'

# Decrypted blob
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blob =
'01020200785d68faeec386af1057904926253051eb2919d3c16078badf65b808b26dd057c101747cadf359359¢
blob_packed = [blob].pack('H*")

client = Aws::KMS::Client.new(region: 'us-west-2')
resp = client.decrypt({

ciphertext_blob: blob_packed
1))

puts 'Raw text:
puts resp.plaintext

- BXAPIF#HAFER , E50 (GEFT Ruby B Amazon SDK API Reference) H# Decrypt.

Encrypt
AT RERFNER T IEEFERA Encrypto

EA T Ruby B9 SDK

® Note
EBEZMXER GitHubo # Amazon XS RPIFHEEFERTREMREG , THMMEITIR
BHIZETT.

require 'aws-sdk-kms' # v2: require 'aws-sdk'

# ARN of the AWS KMS key.

#

# Replace the fictitious key ARN with a valid key ID

keyId = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

text = '1234567890'
client = Aws::KMS::Client.new(region: 'us-west-2')

resp = client.encrypt({
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key_id: keyId,
plaintext: text
1)
# Display a readable version of the resulting encrypted blob.

puts 'Blob:'
puts resp.ciphertext_blob.unpack('H*")

- BXAPI H#AFEER |, 550 (GEAT Ruby B9 Amazon SDK API Reference) ##J Encrypto

ReEncrypt
TR RHERT t{a#E A ReEncrypts

EHATF Ruby B SDK

(® Note
BB EZHEXEE GitHub, £ Amazon KB RHIFMEEPRERTERG , THENMFEITIR
B MiZE1T,

require 'aws-sdk-kms' # v2: require 'aws-sdk'

# Human-readable version of the ciphertext of the data to reencrypt.

blob =
'01020200785d68faeec386af1057904926253051eb2919d3c16078badf65b808b26dd057c101747cadf359359¢

sourceCiphertextBlob = [blob].pack('H*")

# Replace the fictitious key ARN with a valid key ID

destinationKeyId = 'arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-
ab0987654321"

client = Aws::KMS::Client.new(region: 'us-west-2')
resp = client.re_encrypt({

ciphertext_blob: sourceCiphertextBlob,
destination_key_id: destinationKeyId
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1)

# Display a readable version of the resulting re-encrypted blob.
puts 'Blob:'
puts resp.ciphertext_blob.unpack('H*")

- BXAPIWEHAEER , i3 EAT Ruby ¥ Amazon SDK APl &ZReEncryptH .

£ EATF Ruby ¥ SDK #9 Lambda =4l
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EA T Ruby B9 SDK

@ Note
EBEZHRIE L GitHubo # Amazon B R AITFME ERERTERERE , THEMMAMHITIR
BEMIZ{T.

require 'aws-sdk-lambda'

# Creates an AWS Lambda client using the default credentials and configuration
def lambda_client

Aws: :Lambda: :Client.new
end

# Lists the Lambda functions in your AWS account, paginating the results if
necessary

def list_lambda_functions
lambda = lambda_client

# Use a pagination iterator to list all functions

functions = []

lambda.list_functions.each_page do |page]|
functions.concat(page.functions)

end

# Print the name and ARN of each function

functions.each do |function]
puts "Function name: #{function.function_name}"
puts "Function ARN: #{function.function_arn}"
puts

end

puts "Total functions: #{functions.count}"
end

list_lambda_functions if __FILE__ == $PROGRAM_NAME

- BX APIHiEMEER |, 5 EA T Ruby 89 Amazon SDK API 3 ListFunctionsH #Y,

T 1E A
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- 912 IAM B8 Lambda ¥ , AR LELERFRB,
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EHEBABAERARELTEHRTEE.
ERAFSHEKRBRARBHIRINE R, ERERENNITEE,
PR, REEREE

BREZER , FESREMAZRS & 612 Lambda B

EHATF Ruby B SDK

(® Note
BB EZHXEE GitHub, £ Amazon KB RO F#EPREXKTERG , THENMFEITIR
B MIE1T,

RNEEBE A HEM Lambda HEURE X EH IAM R,

# Get an AWS Identity and Access Management (IAM) role.
#
# @param iam_role_name: The name of the role to retrieve.
# @param action: Whether to create or destroy the IAM apparatus.
# @return: The IAM role.
def manage_iam(iam_role_name, action)
case action
when 'create'
create_iam_role(iam_role_name)
when 'destroy'
destroy_iam_role(iam_role_name)
else
raise "Incorrect action provided. Must provide 'create' or 'destroy'"
end
end
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private

def create_iam_role(iam_role_name)

role_policy = {
'Version': '2012-10-17',
'Statement': [

{
'Effect': 'Allow’,
'Principal': { 'Service': 'lambda.amazonaws.com' },
'Action': 'sts:AssumeRole'
}
]

}

role = @iam_client.create_role(
role_name: jiam_role_name,
assume_role_policy_document: role_policy.to_json

)

@iam_client.attach_role_policy(

{
policy_arn: 'arn:aws:iam::aws:policy/service-role/
AWSLambdaBasicExecutionRole',
role_name: iam_role_name

)
wait_for_role_to_exist(iam_role_name)
@logger.debug("Successfully created IAM role: #{role['role']J['arn'1}")

sleep(10)
[role, role_policy.to_json]
end

def destroy_iam_role(iam_role_name)
@iam_client.detach_role_policy(
{
policy_arn:
AWSLambdaBasicExecutionRole',
role_name: iam_role_name

'arn:aws:iam: :aws:policy/service-role/

)

@iam_client.delete_role(role_name: iam_role_name)
@logger.debug("Detached policy & deleted IAM role: #{iam_role_name}")

end

def wait_for_role_to_exist(iam_role_name)
@iam_client.wait_until(:role_exists, { role_name: iam_role_name }) do |w]
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w.max_attempts = 5
w.delay = 5
end
end

EX— Lambda & EBREF , ALUEEENARSBIRHANKT.

require 'logger'

A function that increments a whole number by one (1) and logs the result.
Requires a manually-provided runtime parameter, 'number', which must be Int

#
#
#
# @param event [Hash] Parameters sent when the function is invoked
# @param context [Hash] Methods and properties that provide information
# about the invocation, function, and execution environment.
# @return incremented_number [String] The incremented number.
def lambda_handler(event:, context:)
logger = Logger.new($stdout)
log_level = ENV['LOG_LEVEL']
logger.level = case log_level
when 'debug'
Logger: :DEBUG
when 'info'
Logger: : INFO
else
Logger: :ERROR
end
logger.debug('This is a debug log message.')
logger.info('This is an info log message. Code executed successfully!')
number = event['number'].to_i
incremented_number = number + 1
logger.info("You provided #{number.round} and it was incremented to
#{incremented_number.round}")
incremented_number.round.to_s
end

f Lambda EUE R EIEBBREFZH,

# Creates a Lambda deployment package in .zip format.
#
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# @param source_file: The name of the object, without suffix, for the Lambda file
and zip.
# @return: The deployment package.
def create_deployment_package(source_file)
Dir.chdir(File.dirname(__FILE__))
if File.exist?('lambda_function.zip')
File.delete('lambda_function.zip"')
@logger.debug('Deleting old zip: lambda_function.zip')
end
Zip::File.open('lambda_function.zip', create: true) do |zipfile]
zipfile.add('lambda_function.rb', "#{source_file}.rb")
end
@logger.debug("Zipping #{source_file}.rb into: lambda_function.zip.")
File.read('lambda_function.zip').to_s
rescue StandardError => e
@logger.error("There was an error creating deployment package:\n #{e.messagel}")
end

T2 Lambda B,

Deploys a Lambda function.

@param handler_name: The fully qualified name of the handler function.
@param role_arn: The IAM role to use for the function.

# @param deployment_package: The deployment package that contains the function

code in .zip format.

# @return: The Amazon Resource Name (ARN) of the newly created function.

def create_function(function_name, handler_name, role_arn, deployment_package)
response = @lambda_client.create_function({

#
#
# @param function_name: The name of the Lambda function.
#
#

role: role_arn.to_s,
function_name: function_name,
handler: handler_name,
runtime: 'ruby2.7',
code: {

zip_file: deployment_package
},
environment: {

variables: {

'"LOG_LEVEL' => 'info'
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1)
@lambda_client.wait_until(:function_active_v2, { function_name: function_name })
do |w]

w.max_attempts = 5
w.delay = 5
end
response
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error creating #{function_name}:\n #{e.messagel}")
rescue Aws::Waiters::Errors::WaiterFailed => e

@logger.error("Failed waiting for #{function_name} to activate:\n #{e.message}")
end

FRATENIZITIHSEEA Lambda B,

# Invokes a Lambda function.
# @param function_name [String] The name of the function to invoke.
# @param payload [nil] Payload containing runtime parameters.
# @return [Object] The response from the function invocation.
def invoke_function(function_name, payload = nil)
params = { function_name: function_name }
params[:payload] = payload unless payload.nil?
@lambda_client.invoke(params)
rescue Aws::Lambda::Errors::ServiceException => e

@logger.error("There was an error executing #{function_name}:\n #{e.messagel}")
end

E#T Lambda RBHVEE , SUEAFHIRRLE,

# Updates the environment variables for a Lambda function.
# @param function_name: The name of the function to update.
# @param log_level: The log level of the function.
# @return: Data about the update, including the status.
def update_function_configuration(function_name, log_level)
@lambda_client.update_function_configuration({
function_name: function_name,
environment: {
variables: {
"LOG_LEVEL' => log_level
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b
@lambda_client.wait_until(:function_updated_v2, { function_name:
function_name }) do |w]|
w.max_attempts = 5
w.delay = 5
end
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error updating configurations for #{function_name}:
\n #{e.message}")
rescue Aws::Waiters::Errors::WaiterFailed => e
@logger.error("Failed waiting for #{function_name} to activate:\n #{e.message}")
end

EASETERNBHNTEIMEREFTEH Lambda EEEIRE,

# Updates the code for a Lambda function by submitting a .zip archive that
contains
# the code for the function.

#
# @param function_name: The name of the function to update.
# @param deployment_package: The function code to update, packaged as bytes in
# .zip format.
# @return: Data about the update, including the status.
def update_function_code(function_name, deployment_package)
@lambda_client.update_function_code(
function_name: function_name,
zip_file: deployment_package
)
@lambda_client.wait_until(:function_updated_v2, { function_name:
function_name }) do |w]|
w.max_attempts = 5
w.delay = 5
end
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error updating function code for: #{function_name}:
\n #{e.message}")
nil
rescue Aws::Waiters::Errors::WaiterFailed => e
@logger.error("Failed waiting for #{function_name} to update:\n #{e.messagel}")
end

HARINEE 244



Amazon &M F Ruby #J SDK FERARER

ERRNEDZTTEIHAABIAER Lambda B,

# Lists the Lambda functions for the current account.
def list_functions
functions = []
@lambda_client.list_functions.each do |response]|
response['functions'].each do |function]|
functions.append(function['function_name'])
end
end
functions
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error listing functions:\n #{e.message}")
end

B 4% E /Y Lambda B,

# Deletes a Lambda function.
# @param function_name: The name of the function to delete.
def delete_function(function_name)
print "Deleting function: #{function_name}..."
@lambda_client.delete_function(
function_name: function_name
)
print 'Done!'.green
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error deleting #{function_name}:\n #{e.messagel}")
end

- BXx API#4EE , 38 GEMAT Ruby B Amazon SDK API Reference) FEJLAT E&,

* CreateFunction

* DeleteFunction

* GetFunction
* Invoke
» ListFunctions

» UpdateFunctionCode

» UpdateFunctionConfiguration
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BR1E

CreateFunction

LR RGERT A {EA CreateFunction.

&M TF Ruby 89 SDK

®

Note

EREZHKIEE GitHub, & Amazon NI ROIF#ERERTERS , THENARITIR

—

BEMIZ1T.

class LambdaWrapper

attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize

@lambda_client = Aws::Lambda::Client.new

@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region:

@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger::WARN

end

H

Deploys a Lambda function.

@param function_name: The name of the Lambda function.

'us-east-1"')

@param handler_name: The fully qualified name of the handler function.

@param role_arn: The IAM role to use for the function.

@param deployment_package: The deployment package that contains the function
code in .zip format.
# @return: The Amazon Resource Name (ARN) of the newly created function.

def create_function(function_name, handler_name, role_arn, deployment_package)

response = @lambda_client.create_function({

role: role_arn.to_s,

function_name: function_name,

handler: handler_name,
runtime: 'ruby2.7',

code: {

zip_file: deployment_package

}I
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FEARIER
environment: {
variables: {
'"LOG_LEVEL' => 'info'
}
}
)
@lambda_client.wait_until(:function_active_v2, { function_name: function_name })
do |w]
w.max_attempts = 5
w.delay = 5
end
response

rescue Aws::Lambda::Errors::ServiceException => e

@logger.error("There was an error creating #{function_name}:\n #{e.messagel}")
rescue Aws::Waiters::Errors::WaiterFailed => e

@logger.error("Failed waiting for #{function_name} to activate:\n #{e.messagel}")
end

- BXx APl HiFME R , 5519 AT Ruby B9 Amazon SDK API 22 CreateFunctiond#Y,

DeleteFunction

UTFRIBREERT WfAIEA DeleteFunction,

EHA T Ruby B SDK

(® Note
EBEZMEREE GitHub, # Amazon B REIfF M ERERTERE , T7HMMHITIR
EMIZTT.

class LambdaWrapper

attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
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@logger.level = Logger: :WARN
end

# Deletes a Lambda function.
# @param function_name: The name of the function to delete.
def delete_function(function_name)
print "Deleting function: #{function_name}..."
@lambda_client.delete_function(
function_name: function_name
)
print 'Done!'.green
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error deleting #{function_name}:\n #{e.messagel}")
end

- BX APINiFEMEESR |, 21 EA T Ruby 89 Amazon SDK AP| $# DeleteFunction® #Y,

GetFunction

AR REER T MAEH GetFunction.

EHA T Ruby B9 SDK

@ Note
EBEZMRIE L GitHubo # Amazon SR ITF M ERERTEERE , THEMMAMHITIR
BEMIZ{T.

class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger: :WARN
end
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# Gets data about a Lambda function.
#
# @param function_name: The name of the function.
# @return response: The function data, or nil if no such function exists.
def get_function(function_name)
@lambda_client.get_function(
{

function_name: function_name
)
rescue Aws::Lambda::Errors::ResourceNotFoundException => e
@logger.debug("Could not find function: #{function_name}:\n #{e.messagel}")
nil
end

- X APIHWFMAEE , B2 EA T Ruby 8 Amazon SDK APl 22 GetFunction #,

Invoke
LT REERT MMEA Invoke,
EHA T Ruby B9 SDK

@ Note
EBEZMRIE L GitHubo # Amazon SR ITF M ERERTEERE , THEMMAMHITIR
BEMIZ{T.

class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger: :WARN
end
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# Invokes a Lambda function.
# @param function_name [String] The name of the function to invoke.
# @param payload [nil] Payload containing runtime parameters.
# @return [Object] The response from the function invocation.
def invoke_function(function_name, payload = nil)
params = { function_name: function_name }
params[:payload] = payload unless payload.nil?
@lambda_client.invoke(params)
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error executing #{function_name}:\n #{e.messagel}")
end

- BXAPIFHAER , EZH (GEAT Ruby B Amazon SDK API Reference) HHJ Invoke,

ListFunctions

LUTFRBREVER T WAEA ListFunctions,

EHA T Ruby 9 SDK

(® Note

EBEZHKEE GitHub, 1 Amazon RIBROIFHERERTERS , THOARITIR
BEMZE1T.

class LambdaWrapper

attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger::WARN
end

# Lists the Lambda functions for the current account.
def list_functions
functions = []

BReE
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@lambda_client.list_functions.each do |response]|
response[ 'functions'].each do |function]|
functions.append(function['function_name'])
end
end
functions
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error listing functions:\n #{e.message}")
end

- BXx API HiFMER , 5519 AT Ruby B9 Amazon SDK APl 2 ZListFunctionsH Y,

UpdateFunctionCode

LT RBRAERT AR UpdateFunctionCode,

EHATF Ruby B SDK

(® Note
EBEZMEREL GitHub, # Amazon B REIfF M ERERTERE , T7HMMHITIR
EMIZTT.

class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger::WARN
end

# Updates the code for a Lambda function by submitting a .zip archive that
contains

# the code for the function.

#

# @param function_name: The name of the function to update.
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# @param deployment_package: The function code to update, packaged as bytes in
# .zip format.
# @return: Data about the update, including the status.
def update_function_code(function_name, deployment_package)

@lambda_client.update_function_code(
function_name: function_name,
zip_file: deployment_package

)

@lambda_client.wait_until(:function_updated_v2, { function_name:

function_name }) do |w]|

w.max_attempts = 5
w.delay = 5

end

rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error updating function code for: #{function_name}:
\n #{e.message}")
nil
rescue Aws::Waiters::Errors::WaiterFailed => e
@logger.error("Failed waiting for #{function_name} to update:\n #{e.messagel}")
end

« BX APIHFEAEE |, BZR EA T Ruby B9 Amazon SDK API 2 UpdateFunctionCode
Mo

UpdateFunctionConfiguration
TR REBRHERT afa#E A UpdateFunctionConfiguration,

AT Ruby By SDK

® Note
EBEZMXER GitHubo # Amazon S RBIFHEEFERTEMRE , THMMHITIR
BMIE1T.

class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
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@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger: :WARN
end

# Updates the environment variables for a Lambda function.
# @param function_name: The name of the function to update.
# @param log_level: The log level of the function.
# @return: Data about the update, including the status.
def update_function_configuration(function_name, log_level)
@lambda_client.update_function_configuration({
function_name: function_name,
environment: {
variables: {
"LOG_LEVEL' => log_level

}
1)
@lambda_client.wait_until(:function_updated_v2, { function_name:
function_name }) do |w]|
w.max_attempts = 5
w.delay = 5
end
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error updating configurations for #{function_name}:
\n #{e.messagel}")
rescue Aws::Waiters::Errors::WaiterFailed => e
@logger.error("Failed waiting for #{function_name} to activate:\n #{e.messagel}")
end

- BXAPIWFHAEE , B2 EAT Ruby B9 Amazon SDK APl £
Z UpdateFunctionConfiguration F #Y,

&
AT HES BN ARE
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EA T Ruby B9 SDK

LROINARFASHAFEESREF. 24X, ERETALOT —REMBEENTER. B
JEUSRAE L FHEXRERBFREHN T ANRE, ZRBET Web B/ in LEFINARERF
. BERFEFLEER , FRITUTESR

« {8 Amazon Textract B ;5 HIREUI A,

- Amazon Comprehend BEFTIEBN AW EERHES,
- £/ Amazon Translate T RR B A BF K iE,

« Amazon Polly #RIEFTIR BN A& B F 3 4o

SENNAREFAER Amazon COK #1TEE, BXREARBMIPBRA , HSRPHIE
GitHub,

RGP ERANIRS

* Amazon Comprehend
+ Lambda

* Amazon Polly

* Amazon Textract

« Amazon Translate

ToR S5 28 R~
£ Lambda EEi%E#E T Amazon RDS BiEE

BT R B SR A SR HE R B RDS BIEEM Lambda BN, ZEBA H— MR BIEEERH?
REIZER,

EHATF Ruby B SDK

(® Note
EHEZHMKRIEER GitHub, ELRS = ROIFEEFERTERE , 7 T ROMHITIRE
Miz1To

£ Lambda E ¥+ /A Ruby i#E# 2] Amazon RDS $iEE.
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# Ruby code here.
require 'aws-sdk-rds'
require 'json'

require 'mysql2'’

def lambda_handler(event:, context:)

endpoint = ENV['DBEndpoint'] # Add the endpoint without https"

port = ENV['Port'] # 3306
user = ENV['DBUser']

region = ENV['DBRegion'] # 'us-east-1'

db_name = ENV['DBName']

credentials = Aws::Credentials.new(
ENV['AWS_ACCESS_KEY_ID'],
ENV[ 'AWS_SECRET_ACCESS_KEY'],
ENV['AWS_SESSION_TOKEN']

)

rds_client = Aws::RDS::AuthTokenGenerator.

region: region,
credentials: credentials

token = rds_client.auth_token(
endpoint: endpoint+ ':' + port,
user_name: user,
region: region

begin

conn = Mysqgl2::Client.new(
host: endpoint,
username: user,
password: token,
port: port,
database: db_name,
sslca: '/var/task/global-bundle.pem',
sslverify: true,
enable_cleartext_plugin: true

)

a =3

b =2

result = conn.query("SELECT #{a} + #{b}

new(

AS sum").first['sum']
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puts result
conn.close

{
statusCode: 200,

body: result.to_json

}
rescue => e
puts "Database connection failed due to #{e}"
end
end

B Kinesis it % 2518 Lambda BEX

UTRBREABTRT WAEIM —/ Lambda BIE , ZEREIBWERIZRK B Kinesis RV IERMAL X NE
. ZEBHK R Kinesis BMMAE , ¥ Base64 15 , HiexX T iExKAR,

EFA T Ruby B9 SDK

® Note
EBEEZHERER GitHub, ELHREFERAFEETEXRTRERE , H 7THRAOMETRE
Miz1To

JBid Ruby ¥ Kinesis B#5 Lambda & &£,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'aws-sdk'

def lambda_handler(event:, context:)
event['Records'].each do |record|

begin
puts "Processed Kinesis Event - EventID: #{record['eventID']}"
record_data = get_record_data_async(record['kinesis'])
puts "Record Data: #{record_datal}"
# TODO: Do interesting work based on the new data

rescue => err
$stderr.puts "An error occurred #{err}"
raise err

end
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end

puts "Successfully processed #{event['Records'].length} records."
end

def get_record_data_async(payload)
data = Baseb4.decodeb4(payload['data']).force_encoding('UTF-8")
# Placeholder for actual async work

# You can use Ruby's asynchronous programming tools like async/await or fibers
here.

return data
end

JBid DynamoDB ft% 8518 A Lambda B4#K

LRI RAPERIASEI — 4 Lambda B |, iZEREBIZWET Z WK B DynamoDB Fi#Y 18 5 il &
WEH, ZEHK R DynamoDB B AH , HIERTIEERRE,

EH T Ruby B9 SDK

(® Note
EREZHEREER GitHub, ELRSHEROIFREPERTERG , FH THNMAHTRE
METT.

B33 Ruby ¥ DynamoDB £ 5 Lambda && 6.

def lambda_handler(event:, context:)
return 'received empty event' if event['Records'].empty?

event['Records'].each do |record|
log_dynamodb_record(record)
end

"Records processed: #{event['Records'].length}"
end

def log_dynamodb_record(record)
puts record['eventID']
puts record['eventName']
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puts "DynamoDB Record: #{JSON.generate(record['dynamodb'])}"
end

&3 Amazon DocumentDB fii % 2518 F Lambda BE#k

LU AR R ANE R AR I — 4> Lambda B#Y , B BRPBT KWK B DocumentDB E URAYIE &
AR EH. ZEBEER DocumentDB B HAE , AR TIERAE,

EHA T Ruby B9 SDK

(@ Note
EREZHKRIEER GitHub, HELRS B ROIFHEEFERTERE , 7 THROMHEITRE
ME1To

A Ruby ¥ Amazon DocumentDB 45 Lambda && A,

require 'json'

def lambda_handler(event:, context:)
event['events'].each do |record|
log_document_db_event(record)
end
oK
end

def log_document_db_event(record)

event_data = record['event'] || {3}

operation_type = event_data['operationType'] || 'Unknown'
db = event_data.dig('ns', 'db') || 'Unknown'

collection = event_data.dig('ns', 'coll') || 'Unknown'

full_document = event_data['fullDocument'] || {3}

puts "Operation type: #{operation_type}"

puts "db: #{db}"

puts "collection: #{collection}"

puts "Full document: #{JSON.pretty_generate(full_document)}"
end
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Bid Amazon MSK % 2518 Lambda %K

LU HB RONE R A{AISSEH — A Lambda B, ZBBERBOEL KK B Amazon MSK S8R IEFM
R NEH, ZHBRER MSK BRNE , A ERTIEERAR,

EA T Ruby #9 SDK

® Note

BEEZHEXER GitHub, ELRSH RO FEHEPERTERS , H 7 HNAHTRE
FIE1To

B3 Ruby F Amazon MSK ZE#5 Lambda £4# .

require 'baseb4'

def lambda_handler(event:, context:)
# Iterate through keys
event['records'].each do |key, records|
puts "Key: #{key}"

# Iterate through records
records.each do |record|
puts "Record: #{record}"

# Decode baseb4
msg = Base64.decodeb64(record[ 'value'])
puts '"Message: #{msg}"
end
end
end

JB3¥ Amazon S3 i & 8518 A Lambda B

LT RBROIRERT WASEI — Lambda B# , ZERBIZRELHXN R LZF S3 MRS,
ZEBNEHSHPRR S3 FRBBMMNRESR , H A Amazon S3 API K RMIEFR REIA
ARE,
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® Note
RBEEZHERER GitHub, ELHRFEEROFEETEXRTRERE , H 7THRAOMHTIRE
Miz1To

B3I Ruby ff S3 B4 5 Lambda £ &M,

require 'json'

require 'uri

require 'aws-sdk'
puts 'Loading function'

def lambda_handler(event:, context:)
s3 = Aws::S3::Client.new(region: 'region') # Your AWS region
# puts "Received event: #{JSON.dump(event)}"

# Get the object from the event and show its content type
bucket = event['Records'][@]['s3']['bucket']['name']
key = URI.decode_www_form_component(event['Records'][@]['s3']['object']['key'],
Encoding: :UTF_8)
begin
response = s3.get_object(bucket: bucket, key: key)
puts "CONTENT TYPE: #{response.content_type}"
return response.content_type
rescue StandardError => e
puts e.message
puts "Error getting object #{key} from bucket #{bucket}. Make sure they exist
and your bucket is in the same region as this function."
raise e
end
end

J&E3¥ Amazon SNS fif & 258 Lambda BH %K

UTRBRFIBERT WMAKI— Lambda B¥Y , ZERBEKREZEWKE SNS TERVEEMARNE
fro ZHBNEHSBRBEFEEHALCEKEFRHERNRAE,
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® Note
REEZHXEER GitHub, EERFSHB RO FEREPERTERE , 3 7HOMAHITRE
MIE1To

B Ruby ¥ SNS E#5 Lambda &5,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
def lambda_handler(event:, context:)
event['Records'].map { |record| process_message(record) }
end

def process_message(record)
message = record['Sns']['Message']
puts("Processing message: #{messagel}")
rescue StandardError => e
puts("Error processing message: #{el}")
raise
end

JBi¥ Amazon SQS & 8518 A Lambda B

LT RBREIRERT MASEI — Lambda Bi#x , ZERBIEWE WK B SNS BASIRE EMA RS
fro ZEBNEHSBRRBEEHCRERBEENNE.

EA T Ruby 9 SDK

(® Note
EREZHMKRIEER GitHub, ELRS AR TROIFHEFERTERE , 7 THROMETRE
ME1T,

£/ Ruby ¥ SQS E#5 Lambda £&E A,
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
def lambda_handler(event:, context:)

event['Records'].each do |message|

process_message(message)

end

puts "done"
end

def process_message(message)
begin
puts "Processed message #{message['body']}"
# TODO: Do interesting work based on the new message
rescue StandardError => err
puts "An error occurred"
raise err
end
end

BT Kinesis i &85k Lambda B EHEAL B I B kW

UTRBREIERT IANERKA Kinesis RAVEBLHY Lambda BRI 5 HAL BRI, ZEBIE
W B RE HEAL BRI K, HIER Lambda R ERHXLEHEL,

&M T Ruby 89 SDK

(® Note
EREZHMKRIEER GitHub, ELRS AR ROIFEEFERTERE , 7 THROMETRE
METT.

R &8 Ruby #1T Lambda Kinesis #4210 B % M,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'aws-sdk'

def lambda_handler(event:, context:)
batch_item_failures = []
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event['Records'].each do |record|
begin
puts "Processed Kinesis Event - EventID: #{record['eventID']}"
record_data = get_record_data_async(record['kinesis'])
puts "Record Data: #{record_datal}"
# TODO: Do interesting work based on the new data
rescue StandardError => err
puts "An error occurred #{err}"
# Since we are working with streams, we can return the failed item
immediately.
# Lambda will immediately begin to retry processing from this failed item
onwards.
return { batchItemFailures: [{ itemIdentifier: record['kinesis']
['sequenceNumber'] }] }
end
end

puts "Successfully processed #{event['Records'].length} records."
{ batchItemFailures: batch_item_failures }
end

def get_record_data_async(payload)
data = Base64.decode64(payload['data']).force_encoding('utf-8"')
# Placeholder for actual async work
sleep(1)
data
end

iBXd DynamoDB fill & 853k & Lambda BR it B I B kM

AR RBB RBIE R I R #8203k B DynamoDB R EHH Lambda EESEIEB O HLAL B IR, Z B ER
R IR EHALEBINE KW, HIER Lambda FBEEiRIXLHEE,

EA T Ruby B9 SDK

(® Note
EREZMEREER GitHub, ELRSHwEROIFREPERTERG , H THOMAHTRE
METT.

R &£ A Ruby Bi¥ Lambda 34T DynamoDB #t4: 21 B & K.
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def lambda_handler(event:, context:)
records = event["Records"]
cur_record_sequence_number = ""

records.each do |record|
begin
# Process your record
cur_record_sequence_number = record["dynamodb"]["SequenceNumber"]
rescue StandardError => e
# Return failed record's sequence number
return {"batchItemFailures" => [{"itemIdentifier" =>
cur_record_sequence_number}]}
end
end

{"batchItemFailures" => []}
end

REBEAH Amazon SQS & 853 1T Lambda BIEUHLA B I B kW

UTRBREIRRT IMARNERKE SQS BASIHEHE Lambda BNESKIER 0 #EAL BB AL, ZEBIE
Wa B RS HEAL BRI K1Y, HHER Lambda FEEHIXLEHE R,

EFA T Ruby B9 SDK

® Note
RBEELSHERER GitHub, ELRFEEROFEETEXRTRERE , H 7THRAOMETRE
Miz1To

R A Ruby #4T Lambda SQS #t4L M B kK.

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'json'

def lambda_handler(event:, context:)
if event
batch_item_failures = []
sqgs_batch_response = {}
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event["Records"].each do |record|
begin
# process message
rescue StandardError => e
batch_item_failures << {"itemIdentifier" => record['messageld']}
end
end

sqs_batch_response["batchItemFailures"] = batch_item_failures
return sqs_batch_response

end
end

£ AEAT Ruby B9 SDK # Amazon MSK R4

LTFRERGIEEERT AER EATF Ruby B9 Amazon SDK 5 Amazon MSK BEL & R 1TIR
EFNZIENZ R,

BMROIBMIE - MEOTRRRBNERE  BUUMNPRIBXRIAE LT XHRENSTRBAIB
8o

FB

o LIRS RS RABI

ToHR 5585 1

B3 Amazon MSK % 2518 Lambda BEH%K

U R ROUE R AR — A Lambda B#R , ZEBEBOET ZWK B Amazon MSK 5 R ICEM
R NEM, ZERBRE MSK BRAH , AEERTIEEAR

EH T Ruby B9 SDK

(® Note
EHEZHMKRIEER GitHub, ELRS = ROIFEEFERTERE , 7 7THROMHEITIRE
Miz1To
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B3 Ruby * Amazon MSK ZE#5 Lambda £4# .

require 'baseb4'

def lambda_handler(event:, context:)
# Iterate through keys
event['records'].each do |key, records|
puts "Key: #{key}"

# Iterate through records
records.each do |record|
puts "Record: #{record}"

# Decode baseb4
msg = Base64.decodeb64(record['value'])
puts '"Message: #{msg}"
end
end
end

{FF5EA T Ruby B SDK #9 Amazon Polly R4l

LT RBRHIEERRT QAFE Amazon Polly FERARFPITREFNSNENZ R, EHT Ruby B9
Amazon SDK

BRERKEEFNABHER , KTELTNFET. EULEIRETBOFABAREMRSEEK , &7
DBE BRI RN LT XERRE.

ZERREERTESE —MRSHEAZSNINRBEEEH M Amazon Web Services IRF &SRR
BEETSHWRBRG,

BRI E - NMERTRRRBHEE , ZAUMNPKIBEXROMAE L TXHREMETREBHHR
B,

e
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BR1E

DescribeVoices

LTS RGER T 2 E A DescribeVoices,

&M T Ruby 89 SDK

® Note
EBEZHEXRER GitHub, £ Amazon IS RAIfFfHEFERTERS , THOARITIR
BHIZETT.

require 'aws-sdk-polly' # In v2: require 'aws-sdk'

begin
# Create an Amazon Polly client using
# credentials from the shared credentials file ~/.aws/credentials

# and the configuration (region) from the shared configuration file ~/.aws/config
polly = Aws::Polly::Client.new

# Get US English voices
resp = polly.describe_voices(language_code: 'en-US')

resp.voices.each do |v|
puts v.name
puts " #{v.gender}"
puts
end
rescue StandardError => e
puts 'Could not get voices'
puts 'Error message:'
puts e.message
end

- X APIHFAEE , H25 EAT Ruby B9 Amazon SDK APl 2 DescribeVoicesH#Y o
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ListLexicons
LR REERT IAERA ListLexicons,

EFA T Ruby B9 SDK

(@ Note

EBEZMEXEE GitHub, £ Amazon KB REIF#ERERTERA , THMMEITIR
B MIE1T,

require 'aws-sdk-polly' # In v2: require 'aws-sdk'

begin
# Create an Amazon Polly client using
# credentials from the shared credentials file ~/.aws/credentials

# and the configuration (region) from the shared configuration file ~/.aws/config
polly = Aws::Polly::Client.new

resp = polly.list_lexicons

resp.lexicons.each do |1]
puts 1.name
puts " Alphabet:#{l.attributes.alphabet}"
puts " Language:#{1l.attributes.languagel}"
puts
end
rescue StandardError => e
puts 'Could not get lexicons'
puts 'Error message:'
puts e.message
end

- BXx APl HiFMER , 551 EAT Ruby 89 Amazon SDK APl £# ListLexiconsH
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EA T Ruby B9 SDK

® Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFEENERTERE , THROARITIR

BEMIE1T,.

require 'aws-sdk-polly' # In v2: require 'aws-sdk'

begin

# Get the filename from the command line
if ARGV.empty?

puts 'You must supply a filename'

exit 1
end

filename = ARGV[O]

# Open file and get the contents as a string
if File.exist?(filename)
contents = I0.read(filename)
else
puts "No such file: #{filename}"
exit 1
end

# Create an Amazon Polly client using
# credentials from the shared credentials file ~/.aws/credentials

# and the configuration (region) from the shared configuration file ~/.aws/config

polly = Aws::Polly::Client.new

resp = polly.synthesize_speech({
output_format: 'mp3',
text: contents,
voice_id: 'Joanna'

1)

# Save output
# Get just the file name
# abc/xyz.txt -> xyx.txt
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name = File.basename(filename)

# Split up name so we get just the xyz part
parts = name.split('."')

first_part = parts[0]

mp3_file = "#{first_part}.mp3"

I0.copy_stream(resp.audio_stream, mp3_file)

puts "Wrote MP3 content to: #{mp3_file}"
rescue StandardError => e

puts 'Got error:'

puts 'Error message:'

puts e.message
end

« BX APIHEFAEES , H519 EA T Ruby B9 Amazon SDK APl 2# SynthesizeSpeechf #,

=
BIRATFHTES RRORARE

UTRBRPIEANAZNARFRSMESELS. BEESE BAEEBEARBERENNEE
AR B ¢

EH T Ruby B9 SDK

ROINARFASHAFEESREF. B4R, ERETALOT —REMEENFER. B
[EURGEELFHEABRERETREMNEANRE. ZRBEET Web B in LEZINRAERF
o BRFEFEER , FIITUTESR

- f£F Amazon Textract ME ;R AN,

« Amazon Comprehend HEFTIREIX A EERHIES,
- f£F Amazon Translate fFFTI2 BV A BE R KB,

« Amazon Polly RFEFTIRENVI A S R E M4

TENNARRFIEHR Amazon CDK #1788, X RABABIBURE , BSHHPHIE
GitHUbo
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ARG E R ARSS

* Amazon Comprehend
« Lambda

* Amazon Polly

+ Amazon Textract

« Amazon Translate

{#AEM T Ruby B9 SDK 9 Amazon RDS R4l

LT RBRAE@ERERT WATE Amazon RDS FREARNITIRENMESMEL SR, FERTF Ruby B
Amazon SDK

BRERKEEFNABER , KTAELTNFET. BULEIRETBOFABARENRSEEK , &7
LB HBEXZ RN ETXERREF,

SATABAE —MEEEERRBOEE | BT RIEX NAE £ TR RBRIETRE 0
#,
2
v Y
s

. EBSBRH

FHiaEH

FFa6E A Amazon RDS

AT RBRARRT WAFHEER Amazon RDS,
&FT Ruby # SDK

(® Note
ERBEZMERIEER GitHubo # Amazon B R AIfF M ERERTERERE , THEMMBIITIR
BEMIZTT.
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require 'aws-sdk-rds'
require 'logger'

# RDSManager is a class responsible for managing RDS operations
# such as listing all RDS DB instances in the current AWS account.
class RDSManager
def initialize(client)
@client = client
@logger = Logger.new($stdout)

end

# Lists and prints all RDS DB instances in the current AWS account.
def list_db_instances
@logger.info('Listing RDS DB instances')

paginator = @client.describe_db_instances

[]

instances

paginator.each_page do |page|
instances.concat(page.db_instances)
end

if instances.empty?
@logger.info('No instances found.')
else
@logger.info("Found #{instances.count} instance(s):")
instances.each do |instance]
@logger.info(" * #{instance.db_instance_identifier}
(#{instance.db_instance_status})")
end
end
end
end

if $PROGRAM_NAME == _ FILE__
rds_client = Aws::RDS::Client.new(region: 'us-west-2')
manager = RDSManager.new(rds_client)
manager.list_db_instances

end
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- BXx API iFMER , 51 EAT Ruby #9 Amazon SDK API 2 ZDBInstancesH # ik,

BR1E

CreateDBSnapshot

T RBRAVERT {AEA CreateDBSnapshot,

EHATF Ruby 9 SDK

® Note

EREZHMKIEE GitHub, & Amazon NI RO ERERTERS , THRNARITIR

—

BEMIZ1T.

require 'aws-sdk-rds' # v2: require 'aws-sdk'

Create a snapshot for an Amazon Relational Database Service (Amazon RDS)
DB instance.

#
#
#
# @param rds_resource [Aws::RDS::Resource] The resource containing SDK logic.
# @param db_instance_name [String] The name of the Amazon RDS DB instance.
# @return [Aws::RDS::DBSnapshot, nil] The snapshot created, or nil if error.
def create_snapshot(rds_resource, db_instance_name)
id = "snapshot-#{rand(10**6)}"
db_instance = rds_resource.db_instance(db_instance_name)
db_instance.create_snapshot({
db_snapshot_identifier: id
)
rescue Aws::Errors::ServiceError => e
puts "Couldn't create DB instance snapshot #{id}:\n #{e.message}"
end

- BX API HiFHESE , 2 DBSnapshotiE & AT Ruby 9 Amazon SDK API && &,
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require 'aws-sdk-rds' # v2: require 'aws-sdk'

# List all Amazon Relational Database Service (Amazon RDS) DB instances.
#
# @param rds_resource [Aws::RDS::Resource] An SDK for Ruby Amazon RDS resource.
# @return [Array, nil] List of all DB instances, or nil if error.
def list_instances(rds_resource)
db_instances = []
rds_resource.db_instances.each do |i]
db_instances.append({
"name": i.id,
"status": i.db_instance_status
)
end
db_instances
rescue Aws::Errors::ServiceError => e
puts "Couldn't list instances:\n#{e.message}"
end

- B API iFMER , iHS1 EAT Ruby 9 Amazon SDK API 2 ZDBInstancesH B ik,

DescribeDBParametexGroups
LR RIBREERT A A DescribeDBParameterGroups.

EHA T Ruby B SDK

(® Note
EBEZMEREER GitHubo # Amazon B RAIFM#E ERERTERERE , THEMMIITIR
BEMIZTT.
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require 'aws-sdk-rds' # v2: require 'aws-sdk'

# List all Amazon Relational Database Service (Amazon RDS) parameter groups.
#
# @param rds_resource [Aws::RDS::Resource] An SDK for Ruby Amazon RDS resource.
# @return [Array, nil] List of all parameter groups, or nil if error.
def list_parameter_groups(rds_resource)
parameter_groups = []
rds_resource.db_parameter_groups.each do |p]|
parameter_groups.append({
"name": p.db_parameter_group_name,
"description": p.description
1)
end
parameter_groups
rescue Aws::Errors::ServiceError => e
puts "Couldn't list parameter groups:\n #{e.message}"
end

- BX APIHFAEES , H519 EA T Ruby B9 Amazon SDK APl & sy iiiRDBParameterat
4,

DescribeDBParameters
LT RBRHEER T WA{EH DescribeDBParameters,

EHA T Ruby B9 SDK

® Note
B EZHXEE GitHub, & Amazon BB RAIFHEEFERTERG , THRMOMARITR
EMIZE1T,

require 'aws-sdk-rds' # v2: require 'aws-sdk'

# List all Amazon Relational Database Service (Amazon RDS) parameter groups.

#
# @param rds_resource [Aws::RDS::Resource] An SDK for Ruby Amazon RDS resource.

# @return [Array, nil] List of all parameter groups, or nil if error.
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def list_parameter_groups(rds_resource)
parameter_groups = []
rds_resource.db_parameter_groups.each do |p]|
parameter_groups.append({
"name": p.db_parameter_group_name,
"description": p.description
b
end
parameter_groups
rescue Aws::Errors::ServiceError => e
puts "Couldn't list parameter groups:\n #{e.message}"
end

- BXx API iFHER , HZ 1 EAT Ruby 89 Amazon SDK API & ZDBParameters# #9 iR

DescribeDBSnapshots
LRI RBIER T anal A DescribeDBSnapshots,

EA T Ruby B9 SDK

® Note
EBEZMXER GitHubo # Amazon XS RPIFHEEFERTREMREG , THMMEITIR
BHIZETT.

require 'aws-sdk-rds' # v2: require 'aws-sdk'

# List all Amazon Relational Database Service (Amazon RDS) DB instance
# snapshots.
#
# @param rds_resource [Aws::RDS::Resource] An SDK for Ruby Amazon RDS resource.
# @return instance_snapshots [Array, nil] All instance snapshots, or nil if error.
def list_instance_snapshots(rds_resource)
instance_snapshots = []
rds_resource.db_snapshots.each do |s|
instance_snapshots.append({
"id": s.snapshot_id,
"status": s.status

1)

o

BReE

276


https://docs.amazonaws.cn/goto/SdkForRubyV3/rds-2014-10-31/DescribeDBParameters
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/rds#code-examples

Amazon & F Ruby B9 SDK FERARER

end

instance_snapshots
rescue Aws::Errors::ServiceError => e

puts "Couldn't list instance snapshots:\n #{e.message}"
end

- X APIHFAEES , H510 EA T Ruby B Amazon SDK APl 2Z£DBSnapshotsf B fiif

To RS 85 I
£ A Lambda BEUE#EEZE| Amazon RDS $HIEE

LT R B SR K ERE S| RDS HIEER Lambda B, ZEHBA H—MIENBIEEBERH?
REIER,

EH T Ruby B9 SDK

(® Note
EREZMEREER GitHub, ELERSHmEROIFRMEPERTERG , FH THNMAHTRE
MiE1T.

£ Lambda B ¥+ f Ruby i£#3] Amazon RDS #iEE,

# Ruby code here.

require 'aws-sdk-rds'
require 'json'
require 'mysql2'’

def lambda_handler(event:, context:)
endpoint = ENV['DBEndpoint'] # Add the endpoint without https"

port = ENV['Port'] # 3306
user = ENV['DBUser']
region = ENV['DBRegion'] # 'us-east-1'

db_name = ENV['DBName']

credentials = Aws::Credentials.new(
ENV['AWS_ACCESS_KEY_ID'],
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ENV['AWS_SECRET_ACCESS_KEY'],
ENV['AWS_SESSION_TOKEN']

)

rds_client = Aws::RDS::AuthTokenGenerator.new(
region: region,
credentials: credentials

token = rds_client.auth_token(
endpoint: endpoint+ ':' + port,
user_name: user,
region: region

begin
conn = Mysql2::Client.new(

host: endpoint,
username: user,
password: token,
port: port,
database: db_name,
sslca: '/var/task/global-bundle.pem',
sslverify: true,
enable_cleartext_plugin: true

)
a =3
b =2

result = conn.query("SELECT #{a} + #{b} AS sum").first['sum']
puts result
conn.close
{
statusCode: 200,
body: result.to_json
}
rescue => e
puts "Database connection failed due to #{e}"
end
end
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# frozen_string_literal: true

# S3Manager is a class responsible for managing S3 operations
# such as listing all S3 buckets in the current AWS account.
class S3Manager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all S3 buckets in the current AWS account.
def list_buckets
@logger.info('Here are the buckets in your account:')

response = @client.list_buckets

if response.buckets.empty?
@logger.info("You don't have any S3 buckets yet.")
else
response.buckets.each do |bucket|
@logger.info("- #{bucket.name}")
end
end
rescue Aws::Errors::ServiceError => e
@logger.error("Encountered an error while listing buckets: #{e.message}")
end
end

if $PROGRAM_NAME == __ FILE__
s3_client = Aws::S3::Client.new
manager = S3Manager.new(s3_client)

manager.list_buckets
end

- BXx API HWiFMER , 5510 EA T Ruby B9 Amazon SDK APl 2ZListBucketsFH,

EXIhEE
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- BIEMNXHEERIHEAF,
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X RE H B P E T XK,
FIH BRI R
MR R X R
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require 'aws-sdk-s3'

# Wraps the getting started scenario actions.
class ScenarioGettingStarted
attr_reader :s3_resource

# @param s3_resource [Aws::S3::Resource] An Amazon S3 resource.
def initialize(s3_resource)

@s3_resource = s3_resource
end

# Creates a bucket with a random name in the currently configured account and
# AWS Region.
#
# @return [Aws::S3::Bucket] The newly created bucket.
def create_bucket
bucket = @s3_resource.create_bucket(
bucket: "amzn-s3-demo-bucket-#{Random.uuid}",
create_bucket_configuration: {
location_constraint: 'us-east-1' # NOTE: only certain regions permitted

)

puts("Created demo bucket named #{bucket.name}.")
rescue Aws::Errors::ServiceError => e

puts('Tried and failed to create demo bucket.')

puts("\t#{e.code}: #{e.messagel}")
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puts("\nCan't continue the demo without a bucket!")
raise

else
bucket

end

# Requests a file name from the user.
#
# @return The name of the file.
def create_file
File.open('demo.txt', w) { |f| f.write('This is a demo file.') }
end

# Uploads a file to an Amazon S3 bucket.
#
# @param bucket [Aws::S3::Bucket] The bucket object representing the upload
destination
# @return [Aws::S3::0bject] The Amazon S3 object that contains the uploaded file.
def upload_file(bucket)
File.open('demo.txt', 'w+') { |f| f.write('This is a demo file.') }
s3_object = bucket.object(File.basename('demo.txt"'))
s3_object.upload_file('demo.txt"')
puts("Uploaded file demo.txt into bucket #{bucket.name} with key
#{s3_object.key}.")
rescue Aws::Errors::ServiceError => e
puts("Couldn't upload file demo.txt to #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise
else
s3_object
end

# Downloads an Amazon S3 object to a file.
#
# @param s3_object [Aws::S3::0bject] The object to download.
def download_file(s3_object)
puts("\nDo you want to download #{s3_object.key} to a local file (y/n)? ")
answer = gets.chomp.downcase
if answer == 'y
puts('Enter a name for the downloaded file: ')
file_name = gets.chomp
s3_object.download_file(file_name)
puts("Object #{s3_object.key} successfully downloaded to #{file_name}.")
end
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rescue Aws::Errors::ServiceError => e
puts("Couldn't download #{s3_object.key}.")
puts("\t#{e.code}: #{e.messagel}")
raise

end

# Copies an Amazon S3 object to a subfolder within the same bucket.
#
# @param source_object [Aws::S3::0bject] The source object to copy.
# @return [Aws::S3::0bject, nil] The destination object.
def copy_object(source_object)
dest_object = nil
puts("\nDo you want to copy #{source_object.key} to a subfolder in your bucket

(y/m)? ")
answer = gets.chomp.downcase
if answer == 'y'

dest_object = source_object.bucket.object("demo-folder/#{source_object.key}")
dest_object.copy_from(source_object)
puts("Copied #{source_object.key} to #{dest_object.key}.")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't copy #{source_object.key}.")
puts("\t#{e.code}: #{e.messagel}")
raise
else
dest_object
end

# Lists the objects in an Amazon S3 bucket.
#
# @param bucket [Aws::S3::Bucket] The bucket to query.
def list_objects(bucket)
puts("\nYour bucket contains the following objects:")
bucket.objects.each do |obj]|
puts("\t#{obj.key}")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't list the objects in bucket #{bucket.name}.")
puts('"\t#{e.code}: #{e.messagel}")
raise
end

# Deletes the objects in an Amazon S3 bucket and deletes the bucket.
#
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# @param bucket [Aws::S3::Bucket] The bucket to empty and delete.
def delete_bucket(bucket)
puts("\nDo you want to delete all of the objects as well as the bucket (y/n)? ")
answer = gets.chomp.downcase
if answer == 'y
bucket.objects.batch_delete!
bucket.delete
puts("Emptied and deleted bucket #{bucket.name}.\n")
end

rescue Aws::Errors::ServiceError => e
puts("Couldn't empty and delete bucket #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise
end
end

# Runs the Amazon S3 getting started scenario.

def run_scenario(scenario)
puts('-' * 88)
puts('Welcome to the Amazon S3 getting started demo!')
puts('-' * 88)

bucket = scenario.create_bucket
s3_object = scenario.upload_file(bucket)
scenario.download_file(s3_object)
scenario.copy_object(s3_object)
scenario.list_objects(bucket)
scenario.delete_bucket(bucket)

puts('Thanks for watching!')
puts('-' * 88)
rescue Aws::Errors::ServiceError
puts('Something went wrong with the demo!"')
end

run_scenario(ScenarioGettingStarted.new(Aws: :S3::Resource.new)) if $PROGRAM_NAME ==
__FILE__

« BX API#FAEE |, 28 GEAT Ruby B9 Amazon SDK API Reference) HEJA T E&H,

« CopyObject

* CreateBucket
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BEMZE1T,
EHXR,

require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectCopyWrapper
attr_reader :source_object

# @param source_object [Aws::S3::0bject] An existing Amazon S3 object. This is
used as the source object for
# copy actions.
def initialize(source_object)
@source_object = source_object
end

# Copy the source object to the specified target bucket and rename it with the
target key.

#

# @param target_bucket [Aws::S3::Bucket] An existing Amazon S3 bucket where the
object is copied.
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# @param target_object_key [String] The key to give the copy of the object.
# @return [Aws::S3::0bject, nil] The copied object when successful; otherwise,
nil.
def copy_object(target_bucket, target_object_key)
@source_object.copy_to(bucket: target_bucket.name, key: target_object_key)
target_bucket.object(target_object_key)
rescue Aws::Errors::ServiceError => e

puts "Couldn't copy #{@source_object.key} to #{target_object_key}. Here's why:

#{e.message}"
end
end

# Example usage:
def run_demo

source_bucket_name = "amzn-s3-demo-bucketl"
source_key = "my-source-file.txt"
target_bucket_name = "amzn-s3-demo-bucket2"

target_key = "my-target-file.txt"

source_bucket = Aws::S3::Bucket.new(source_bucket_name)

wrapper = ObjectCopyWrapper.new(source_bucket.object(source_key))
target_bucket = Aws::S3::Bucket.new(target_bucket_name)
target_object = wrapper.copy_object(target_bucket, target_key)
return unless target_object

puts "Copied #{source_key} from #{source_bucket_name} to
#{target_object.bucket_name}:#{target_object.key}."

end

run_demo if $PROGRAM_NAME == __ FILE__

B HIX R @ B AR RN IR 2R iw A0 2

require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectCopyEncryptWrapper
attr_reader :source_object

# @param source_object [Aws::S3::0bject] An existing Amazon S3 object. This is
used as the source object for
# copy actions.
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def initialize(source_object)
@source_object = source_object
end

# Copy the source object to the specified target bucket, rename it with the target
key, and encrypt it.
#
# @param target_bucket [Aws::S3::Bucket] An existing Amazon S3 bucket where the
object is copied.
# @param target_object_key [String] The key to give the copy of the object.
# @return [Aws::S3::0bject, nil] The copied object when successful; otherwise,
nil.
def copy_object(target_bucket, target_object_key, encryption)
@source_object.copy_to(bucket: target_bucket.name, key: target_object_key,
server_side_encryption: encryption)
target_bucket.object(target_object_key)
rescue Aws::Errors::ServiceError => e
puts "Couldn't copy #{@source_object.key} to #{target_object_key}. Here's why:
#{e.message}"
end
end

# Example usage:
def run_demo

source_bucket_name = "amzn-s3-demo-bucketl"
source_key = "my-source-file.txt"
target_bucket_name = "amzn-s3-demo-bucket2"

target_key = "my-target-file.txt"
target_encryption = "AES256"

source_bucket = Aws::S3::Bucket.new(source_bucket_name)

wrapper = ObjectCopyEncryptWrapper.new(source_bucket.object(source_key))
target_bucket = Aws::S3::Bucket.new(target_bucket_name)

target_object = wrapper.copy_object(target_bucket, target_key, target_encryption)
return unless target_object

puts "Copied #{source_key} from #{source_bucket_name} to
#{target_object.bucket_name}:#{target_object.key} and "\
"encrypted the target with #{target_object.server_side_encryption}
encryption.”
end

run_demo if $PROGRAM_NAME == __ FILE__
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- BXAPIHEAFELE , H2H EAT Ruby B Amazon SDK APl $% CopyObject #,

CreateBucket
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EA T Ruby B9 SDK
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EBEZMXER GitHubo # Amazon A RPIFHEEFEFERTRERE , THMMETIR
BHIZETT.

require 'aws-sdk-s3'

# Wraps Amazon S3 bucket actions.
class BucketCreateWrapper
attr_reader :bucket

# @param bucket [Aws::S3::Bucket] An Amazon S3 bucket initialized with a name.
This is a client-side object until
# create is called.
def initialize(bucket)
@bucket = bucket
end

# Creates an Amazon S3 bucket in the specified AWS Region.
#
# @param region [String] The Region where the bucket is created.
# @return [Boolean] True when the bucket is created; otherwise, false.
def create?(region)
@bucket.create(create_bucket_configuration: { location_constraint: region })
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't create bucket. Here's why: #{e.message}"
false
end

# Gets the Region where the bucket is located.
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#
# @return [String] The location of the bucket.
def location
if @bucket.nil?
'"None. You must create a bucket before you can get its location!'
else
@bucket.client.get_bucket_location(bucket: @bucket.name).location_constraint
end
rescue Aws::Errors::ServiceError => e
"Couldn't get the location of #{ebucket.name}. Here's why: #{e.message}"
end
end

# Example usage:
def run_demo

region = "us-west-2"

wrapper = BucketCreateWrapper.new(Aws: :S3::Bucket.new("amzn-s3-demo-bucket-
#{Random.uuid}"))

return unless wrapper.create?(region)

puts "Created bucket #{wrapper.bucket.name}."
puts "Your bucket's region is: #{wrapper.location}"

end

run_demo if $PROGRAM_NAME == __ FILE__

- X APIHWFMAEE , HS0 EA T Ruby B9 Amazon SDK API 2 CreateBucketH Y,

DeleteBucket
AR RS RGER T A {EH DeleteBucket,

EHATF Ruby 9 SDK

(® Note
BB EZHEXEE GitHubo £ Amazon KB RHIF#EEPRERTERG , THENMFEITIR
B MIE1T.

# Deletes the objects in an Amazon S3 bucket and deletes the bucket.
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#
# @param bucket [Aws::S3::Bucket] The bucket to empty and delete.
def delete_bucket(bucket)
puts("\nDo you want to delete all of the objects as well as the bucket (y/n)? ")
answer = gets.chomp.downcase
if answer == 'y'
bucket.objects.batch_delete!
bucket.delete
puts("Emptied and deleted bucket #{bucket.name}.\n")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't empty and delete bucket #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise
end

- BXx API HiFME R , 5519 EA T Ruby B9 Amazon SDK APl 2 # DeleteBucket Y,

DeleteBucketCors

AT RHER T N{aEH DeleteBucketCorso

EHA T Ruby B SDK

(® Note
EBEZHEREE GitHub, # Amazon B REIfF M EFERERTERE , THMMHITIR
EMIZTT.

require 'aws-sdk-s3'

# Wraps Amazon S3 bucket CORS configuration.
class BucketCorsWrapper
attr_reader :bucket_cors

# @param bucket_cors [Aws::S3::BucketCors] A bucket CORS object configured with an
existing bucket.
def initialize(bucket_cors)

@bucket_cors = bucket_cors
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end

# Deletes the CORS configuration of a bucket.
#
# @return [Boolean] True if the CORS rules were deleted; otherwise, false.
def delete_cors
@bucket_cors.delete
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't delete CORS rules for #{@bucket_cors.bucket.name}. Here's why:
#{e.message}"
false
end

end

- BXx API iFER , HZ 1 EAT Ruby 89 Amazon SDK APl $% DeleteBucketCorsH #9,

DeleteBucketPolicy

TR RBIER T e £/ DeleteBucketPolicy,
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(® Note
EBEZHEREE GitHub, # Amazon B REIfF M EFERERTERE , THMMHITIR
EMIZTT.

# Wraps an Amazon S3 bucket policy.
class BucketPolicyWrapper
attr_reader :bucket_policy

# @param bucket_policy [Aws::S3::BucketPolicy] A bucket policy object configured
with an existing bucket.
def initialize(bucket_policy)
@bucket_policy = bucket_policy
end
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def delete_policy
@bucket_policy.delete
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't delete the policy from #{@bucket_policy.bucket.name}. Here's why:
#{e.message}"
false
end

end

- BX APIHEFAEES , HS1 EA T Ruby B9 Amazon SDK APl 2# DeleteBucketPolicy

DeleteObjects

DLTRRERGVER T (A A DeleteObjects,

EHA T Ruby B9 SDK

@ Note
EBEZMRIEL GitHubo # Amazon SR AITF M ERERTEERS , THEMMAMHITIR
BEMIZ{T.

# Deletes the objects in an Amazon S3 bucket and deletes the bucket.
#
# @param bucket [Aws::S3::Bucket] The bucket to empty and delete.
def delete_bucket(bucket)
puts("\nDo you want to delete all of the objects as well as the bucket (y/n)? ")
answer = gets.chomp.downcase
if answer == 'y'
bucket.objects.batch_delete!
bucket.delete
puts("Emptied and deleted bucket #{bucket.name}.\n")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't empty and delete bucket #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise
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end

- BXx API HiFME R , 551U EAT Ruby 8 Amazon SDK API £ # DeleteObjects Y,

GetBucketCors

LT RIBREVERT WfAIEA GetBucketCors,

EHATF Ruby B SDK

(® Note
EBEZMEREE GitHub, # Amazon B REIfF M EFERERTERE , 7HMMHITIR
EMIZTT.

require 'aws-sdk-s3'

# Wraps Amazon S3 bucket CORS configuration.
class BucketCorsWrapper
attr_reader :bucket_cors

# @param bucket_cors [Aws::S3::BucketCors] A bucket CORS object configured with an
existing bucket.
def initialize(bucket_cors)
@bucket_cors = bucket_cors
end

# Gets the CORS configuration of a bucket.
#
# @return [Aws::S3::Type::GetBucketCorsOutput, nil] The current CORS configuration
for the bucket.
def cors
@bucket_cors.data
rescue Aws::Errors::ServiceError => e
puts "Couldn't get CORS configuration for #{e@bucket_cors.bucket.name}. Here's
why: #{e.message}"
nil
end
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end

- X APIHFMAEE , H50 EA T Ruby B9 Amazon SDK API 22 GetBucketCors 1 #,

GetBucketPolicy
DTFRBROVERT tAEA GetBucketPolicy,

EA T Ruby B9 SDK

(@ Note
EREZMEKRIEER GitHubo # Amazon B R AITZ M ERERTERERE , THEMMIITIR
BEMIZ{T.

# Wraps an Amazon S3 bucket policy.
class BucketPolicyWrapper
attr_reader :bucket_policy

# @param bucket_policy [Aws::S3::BucketPolicy] A bucket policy object configured
with an existing bucket.
def initialize(bucket_policy)
@bucket_policy = bucket_policy
end

# Gets the policy of a bucket.
#
# @return [Aws::S3::GetBucketPolicyOutput, nil] The current bucket policy.
def policy
policy = @bucket_policy.data.policy
policy.respond_to?(:read) ? policy.read : policy
rescue Aws::Errors::ServiceError => e
puts "Couldn't get the policy for #{e@bucket_policy.bucket.name}. Here's why:
#{e.message}"
nil
end

end
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- Bx APl iFMER , S EAT Ruby #9 Amazon SDK API £Z GetBucketPolicy #9,

GetObject
LT RERGERT WAER GetObject,
&R T Ruby # SDK

(® Note
ERBEZMEREE GitHub, # Amazon B RAIfF M ERERTRERE , THMMAMIITIR
EMIZTT.
RES Ko

require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectGetWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

# Gets the object directly to a file.
#
# @param target_path [String] The path to the file where the object is downloaded.
# @return [Aws::S3::Types::GetObjectOutput, nil] The retrieved object data if
successful; otherwise nil.
def get_object(target_path)
@object.get(response_target: target_path)
rescue Aws::Errors::ServiceError => e
puts "Couldn't get object #{@object.key}. Here's why: #{e.message}"
end
end

# Example usage:
def run_demo
bucket_name = "amzn-s3-demo-bucket"

B’¥%E 295


https://docs.amazonaws.cn/goto/SdkForRubyV3/s3-2006-03-01/GetBucketPolicy
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/s3#code-examples

Amazon &M F Ruby #J SDK FERARER

object_key = "my-object.txt"
target_path = "my-object-as-file.txt"

wrapper = ObjectGetWrapper.new(Aws::S3::0bject.new(bucket_name, object_key))
obj_data = wrapper.get_object(target_path)
return unless obj_data

puts "Object #{object_key} (#{obj_data.content_length} bytes} downloaded to
#{target_path}."
end

run_demo if $PROGRAM_NAME == __ FILE__

IREU R H R & H RS 2R im M ER TS

require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectGetEncryptionWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

# Gets the object into memory.
#
# @return [Aws::S3::Types::GetObjectOutput, nil] The retrieved object data if
successful; otherwise nil.
def object
@object.get
rescue Aws::Errors::ServiceError => e
puts "Couldn't get object #{@object.key}. Here's why: #{e.message}"
end
end

# Example usage:

def run_demo
bucket_name = "amzn-s3-demo-bucket"
object_key = "my-object.txt"
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wrapper = ObjectGetEncryptionWrapper.new(Aws: :S3::0bject.new(bucket_name,
object_key))

obj_data = wrapper.get_object

return unless obj_data

encryption = obj_data.server_side_encryption.nil? ? 'no
obj_data.server_side_encryption

puts "Object #{object_key} uses #{encryption} encryption."
end

run_demo if $PROGRAM_NAME == __ FILE__

- BXAPIHNEAELE , H2H EAT Ruby B Amazon SDK APl % GetObjectF 9,

HeadObject
LRI RHIERT A A HeadObject,

EHA T Ruby 9 SDK

(® Note
EBEZMEREE GitHub, # Amazon B REIfF M ERERTERE , 7HMMHITIR
EMIZTT.

require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectExistsWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An Amazon S3 object.
def initialize(object)

@object = object
end

# Checks whether the object exists.
#
# @return [Boolean] True if the object exists; otherwise false.
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def exists?
@object.exists?
rescue Aws::Errors::ServiceError => e
puts "Couldn't check existence of object #{@object.bucket.name}:#{@object.key}.
Here's why: #{e.message}"
false
end
end

# Example usage:

def run_demo
bucket_name = "amzn-s3-demo-bucket"
object_key = "my-object.txt"

wrapper = ObjectExistsWrapper.new(Aws::S3::0bject.new(bucket_name, object_key))
exists = wrapper.exists?

puts "Object #{object_key} #{exists ? 'does' : 'does not'} exist."
end
run_demo if $PROGRAM_NAME == __ FILE__

- BXAPIHEARELE , H2H EAT Ruby B Amazon SDK APl $#&HeadObjectF 9,

ListBuckets

LUTFRIBREVERT WAEA ListBuckets,

EHA T Ruby B SDK

(® Note
EBEZMEREE GitHub, # Amazon B REIfF M ERERTERE , 7HMMHITIR
EMIZTT.

require 'aws-sdk-s3'

# Wraps Amazon S3 resource actions.
class BucketListWrapper
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attr_reader :s3_resource

# @param s3_resource [Aws::S3::Resource] An Amazon S3 resource.
def initialize(s3_resource)

@s3_resource = s3_resource
end

# Lists buckets for the current account.
#
# @param count [Integer] The maximum number of buckets to list.
def list_buckets(count)
puts 'Found these buckets:'
@s3_resource.buckets.each do |bucket]
puts "\t#{bucket.name}"

count -=1

break if count.zero?
end
true

rescue Aws::Errors::ServiceError => e
puts "Couldn't list buckets. Here's why: #{e.message}"
false
end
end

# Example usage:

def run_demo
wrapper = BucketListWrapper.new(Aws::S3::Resource.new)
wrapper.list_buckets(25)

end

run_demo if $PROGRAM_NAME == __ FILE__

- X APIHWFMAEE , F25 EA T Ruby B9 Amazon SDK APl $#ListBuckets P Y,

ListObjectsV2
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EA T Ruby B9 SDK

® Note
BB EZHXEE GitHub, & Amazon BB RAIFREEFEKRTERG , THRMOMARITIR
EMIE1T,

require 'aws-sdk-s3'

# Wraps Amazon S3 bucket actions.
class BucketListObjectsWrapper
attr_reader :bucket

# @param bucket [Aws::S3::Bucket] An existing Amazon S3 bucket.
def initialize(bucket)

@bucket = bucket
end

# Lists object in a bucket.
#
# @param max_objects [Integer] The maximum number of objects to list.
# @return [Integer] The number of objects listed.
def list_objects(max_objects)
count = 0
puts "The objects in #{@bucket.name} are:"
@bucket.objects.each do |obj|
puts "\t#{obj.key}"
count +=1
break if count == max_objects
end
count
rescue Aws::Errors::ServiceError => e
puts "Couldn't list objects in bucket #{bucket.name}. Here's why: #{e.message}"
0
end
end

# Example usage:
def run_demo
bucket_name = "amzn-s3-demo-bucket"
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wrapper = BucketListObjectsWrapper.new(Aws: :S3::Bucket.new(bucket_name))
count = wrapper.list_objects(25)
puts "Listed #{count} objects."

end

run_demo if $PROGRAM_NAME == _ FILE__

- BXx API HWiFMER , 5219 EAT Ruby B9 Amazon SDK APl 2Z/# ListObjectsV/2,

PutBucketCors
AT RS RGERT A{E A PutBucketCorso

EHA T Ruby B9 SDK

@ Note
EBEZMRIEL GitHubo # Amazon SR ITF M ERERTEERS , THEMMHITIR
BEMIZ{T.

require 'aws-sdk-s3'

# Wraps Amazon S3 bucket CORS configuration.
class BucketCorsWrapper
attr_reader :bucket_cors

# @param bucket_cors [Aws::S3::BucketCors] A bucket CORS object configured with an
existing bucket.
def initialize(bucket_cors)
@bucket_cors = bucket_cors
end

# Sets CORS rules on a bucket.
#
# @param allowed_methods [Array<String>] The types of HTTP requests to allow.
# @param allowed_origins [Array<String>] The origins to allow.
# @returns [Boolean] True if the CORS rules were set; otherwise, false.
def set_cors(allowed_methods, allowed_origins)
@bucket_cors.put(
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cors_configuration: {
cors_rules: [
{
allowed_methods: allowed_methods,
allowed_origins: allowed_origins,
allowed_headers: %w[*],
max_age_seconds: 3600

)
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't set CORS rules for #{ebucket_cors.bucket.name}. Here's why:
#{e.message}"
false
end

end

- X APIWFMEE , HS EA T Ruby 8 Amazon SDK APl 2ZPutBucketCorsH#Y,

PutBucketPolicy
DTRRBROVERT WAER PutBucketPolicy,

EHATF Ruby 9 SDK

(® Note
BB EZHEXEE GitHubo £ Amazon KB RHIF#EEPRERTERG , THENMFEITIR
B MIE1T,

# Wraps an Amazon S3 bucket policy.
class BucketPolicyWrapper
attr_reader :bucket_policy

# @param bucket_policy [Aws::S3::BucketPolicy] A bucket policy object configured
with an existing bucket.
def initialize(bucket_policy)
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@bucket_policy = bucket_policy
end

# Sets a policy on a bucket.
#
def policy(policy)
@bucket_policy.put(policy: policy)
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't set the policy for #{ebucket_policy.bucket.name}. Here's why:
#{e.message}"
false
end

end

- BXAPIHiFMAEER , ESH EAT Ruby B Amazon SDK APl 2 PutBucketPolicy 1 #Y,

PutBucketWebsite
LT RBREER T AIEH PutBucketWebsite,

EHATF Ruby 9 SDK

(® Note
BB EZHEXEE GitHub, £ Amazon KB RHIFMEEPRERTERG , THEMNMFEITIR
B MiE1T,

require 'aws-sdk-s3'

# Wraps Amazon S3 bucket website actions.
class BucketWebsiteWrapper
attr_reader :bucket_website

# @param bucket_website [Aws::S3::BucketWebsite] A bucket website object
configured with an existing bucket.
def initialize(bucket_website)
@bucket_website = bucket_website
end
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# Sets a bucket as a static website.
#
# @param index_document [String] The name of the index document for the website.
# @param error_document [String] The name of the error document to show for 4XX
errors.
# @return [Boolean] True when the bucket is configured as a website; otherwise,
false.
def set_website(index_document, error_document)
@bucket_website.put(
website_configuration: {
index_document: { suffix: index_document },
error_document: { key: error_document }
}
)
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't configure #{e@bucket_website.bucket.name} as a website. Here's
why: #{e.message}"
false
end
end

# Example usage:
def run_demo

bucket_name = "amzn-s3-demo-bucket"
index_document = "index.html"
error_document = "404.html"

wrapper = BucketWebsiteWrapper.new(Aws::S3::BucketWebsite.new(bucket_name))
return unless wrapper.set_website(index_document, error_document)

puts "Successfully configured bucket #{bucket_name} as a static website."
end

run_demo if $PROGRAM_NAME == __ FILE__

- BX APIWiFAEE |, FSR EA T Ruby B9 Amazon SDK APl £Z PutBucketWebsite i

PutObject

LT R RBER T A A PutObject,
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FHEE L& T B (Object.upload_file) L& 304,
require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectUploadFileWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

# Uploads a file to an Amazon S3 object by using a managed uploader.
#
# @param file_path [String] The path to the file to upload.
# @return [Boolean] True when the file is uploaded; otherwise false.
def upload_file(file_path)
@object.upload_file(file_path)
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't upload file #{file_path} to #{eobject.key}. Here's why:
#{e.message}"
false
end
end

# Example usage:

def run_demo
bucket_name = "amzn-s3-demo-bucket"
object_key = "my-uploaded-file"
file_path = "object_upload_file.rb"

wrapper = ObjectUploadFileWrapper.new(Aws::S3::0bject.new(bucket_name,
object_key))
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return unless wrapper.upload_file(file_path)

puts "File #{file_path} successfully uploaded to #{bucket_name}:#{object_key}."
end

run_demo if $PROGRAM_NAME == _ FILE__

£ Object.put £4& 324,

require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectPutWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

def put_object(source_file_path)
File.open(source_file_path, 'rb') do |file]|
@object.put(body: file)
end
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't put #{source_file_path} to #{object.key}. Here's why:
#{e.message}"
false
end
end

# Example usage:

def run_demo
bucket_name = "amzn-s3-demo-bucket"
object_key = "my-object-key"
file_path = "my-local-file.txt"

wrapper = ObjectPutWrapper.new(Aws::S3::0bject.new(bucket_name, object_key))
success = wrapper.put_object(file_path)
return unless success
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puts "Put file #{file_path} into #{object_key} in #{bucket_name}."
end

run_demo if $PROGRAM_NAME == _ FILE__

£ Object.put £4& X4 H R HNARSS 2R m N EE

require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectPutSseWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

def put_object_encrypted(object_content, encryption)
@object.put(body: object_content, server_side_encryption: encryption)
true

rescue Aws::Errors::ServiceError => e
puts "Couldn't put your content to #{object.key}. Here's why: #{e.message}"
false

end

end

# Example usage:
def run_demo

bucket_name = "amzn-s3-demo-bucket"
object_key = "my-encrypted-content"
object_content = "This is my super-secret content."

encryption = "AES256"

wrapper = ObjectPutSseWrapper.new(Aws::S3::0bject.new(bucket_name,
object_content))
return unless wrapper.put_object_encrypted(object_content, encryption)

puts "Put your content into #{bucket_name}:#{object_key} and encrypted it with
#{encryption}."
end
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run_demo if $PROGRAM_NAME == __ FILE__

BXx AP HEAER , H2H EAT Ruby B Amazon SDK APl 3% PutObjectd 9,

=

BIEMEH URL

LT R RBER T {8 Amazon S3 RIEMZE URL AR I EEX R,

EMA T Ruby K9 SDK

(® Note
BB EZHEXEE GitHub, £ Amazon KB RHIF#EPREXKTERG , THENMFEITIR
BMiZE1T,

require 'aws-sdk-s3'
require 'net/http'

# Creates a presigned URL that can be used to upload content to an object.
#
# @param bucket [Aws::S3::Bucket] An existing Amazon S3 bucket.
# @param object_key [String] The key to give the uploaded object.
# @return [URI, nil] The parsed URI if successful; otherwise nil.
def get_presigned_url(bucket, object_key)
url = bucket.object(object_key).presigned_url(:put)
puts "Created presigned URL: #{url}"
URI(url)
rescue Aws::Errors::ServiceError => e
puts "Couldn't create presigned URL for #{bucket.name}:#{object_key}. Here's why:
#{e.message}"
end

# Example usage:
def run_demo

bucket_name = "amzn-s3-demo-bucket"
object_key = "my-file.txt"
object_content = "This is the content of my-file.txt."
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bucket = Aws::S3::Bucket.new(bucket_name)
presigned_url = get_presigned_url(bucket, object_key)
return unless presigned_url

response = Net::HTTP.start(presigned_url.host) do |http]|
http.send_request('PUT', presigned_url.request_uri, object_content,

'content_type' => ''")

end

case response
when Net::HTTPSuccess
puts 'Content uploaded!'’
else
puts response.value
end
end

run_demo if $PROGRAM_NAME == __ FILE__

ToiRS5 85 1
JEi¥ Amazon S3 i & 8518 A Lambda B

UTREFAIBR T MARIA—1 Lambda B, HERMEKELHN R LEE) S3 AHMENEL,
BEANEHSHFRR S3 FHABEHANRES , 3#A Amazon S3 API R FHEIHN KM

EA T Ruby B9 SDK

(@ Note
EREZHKRIER GitHub, LRSS A ROIFREEFERTERS , 7 7TROMHITRE
ME1To

B Ruby ¥ S3 E#5 Lambda £& A,

require 'json'
require

uri
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require 'aws-sdk'
puts 'Loading function'

def lambda_handler(event:, context:)
s3 = Aws::S3::Client.new(region: 'region') # Your AWS region
# puts "Received event: #{JSON.dump(event)}"

# Get the object from the event and show its content type
bucket = event['Records'][@]['s3']['bucket']['name']
key = URI.decode_www_form_component(event['Records'][@]['s3']['object']['key'],
Encoding: :UTF_8)
begin
response = s3.get_object(bucket: bucket, key: key)
puts "CONTENT TYPE: #{response.content_type}"
return response.content_type
rescue StandardError => e
puts e.message
puts "Error getting object #{key} from bucket #{bucket}. Make sure they exist
and your bucket is in the same region as this function."
raise e
end
end

FE &M T Ruby B9 SDK # Amazon SES R4

LUTRBREERERERRT W Amazon SES FEARMNITRENZMNENIZ R, EAT Ruby B9
Amazon SDK
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LTFRIEREVERT WA#E A GetIdentityVerificationAttributes,

&M T Ruby 89 SDK

® Note
EBEZHEXRER GitHub, £ Amazon IS RAIfFfHEFERTERS , THOARITIR
BHIZETT.

require 'aws-sdk-ses' # v2: require 'aws-sdk'

# Create client in us-west-2 region
# Replace us-west-2 with the AWS Region you're using for Amazon SES.
client = Aws::SES::Client.new(region: 'us-west-2')

# Get up to 1000 identities
ids = client.list_identities({
identity_type: 'EmailAddress'
b

ids.identities.each do |email]
attrs = client.get_identity_verification_attributes({
identities: [email]

1)

status = attrs.verification_attributes[email].verification_status

# Display email addresses that have been verified
puts email if status == 'Success'
end
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ListIdentities
LRI RGERT NAIER ListIdentities,

EFA T Ruby B9 SDK

(@ Note
EREZMERIEER GitHubo # Amazon B R AITZ M ERERTERERE , THEMMIITIR
BEMIZTT.

require 'aws-sdk-ses' # v2: require 'aws-sdk'

# Create client in us-west-2 region
# Replace us-west-2 with the AWS Region you're using for Amazon SES.
client = Aws::SES::Client.new(region: 'us-west-2')

# Get up to 1000 identities
ids = client.list_identities({
identity_type: 'EmailAddress'
b

ids.identities.each do |email|
attrs = client.get_identity_verification_attributes({
identities: [email]

1)

status = attrs.verification_attributes[email].verification_status

# Display email addresses that have been verified
puts email if status == 'Success'
end

- BXx APl HiFMER , 5210 EAT Ruby B9 Amazon SDK APl 2 ZListldentitiesF #Y,
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require 'aws-sdk-ses' # v2: require 'aws-sdk'

# Replace sendereexample.com with your "From" address.
# This address must be verified with Amazon SES.
sender = 'sender@example.com'

# Replace recipienteexample.com with a "To" address. If your account
# is still in the sandbox, this address must be verified.
recipient = 'recipienteexample.com'

# Specify a configuration set. To use a configuration
# set, uncomment the next line and line 74.
#  configsetname = "ConfigSet"

# The subject line for the email.
subject = 'Amazon SES test (AWS SDK for Ruby)'

# The HTML body of the email.

htmlbody =
'<hl>Amazon SES test (AWS SDK for Ruby)</hl1>'\
'<p>This email was sent with <a href="https://aws.amazon.com/ses/">"'\
'Amazon SES</a> using the <a href="https://aws.amazon.com/sdk-for-ruby/">"'\
'AWS SDK for Ruby</a>.'

# The email body for recipients with non-HTML email clients.
textbody = 'This email was sent with Amazon SES using the AWS SDK for Ruby.'

# Specify the text encoding scheme.
encoding = 'UTF-8'

# Create a new SES client in the us-west-2 region.
# Replace us-west-2 with the AWS Region you're using for Amazon SES.
ses = Aws::SES::Client.new(region: 'us-west-2')
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# Try to send the email.
begin
# Provide the contents of the email.
ses.send_email(
destination: {
to_addresses: [

recipient
]
I
message: {
body: {
html: {
charset: encoding,
data: htmlbody
I
text: {
charset: encoding,
data: textbody
}
},
subject: {
charset: encoding,
data: subject
}
I

source: sender
# Uncomment the following line to use a configuration set.

# configuration_set_name: configsetname,
puts "Email sent to #{recipient}"
# If something goes wrong, display an error message.
rescue Aws::SES::Errors::ServiceError => e

puts "Email not sent. Error message: #{e}"
end

- X APIHFMAEE , B2 EA T Ruby 89 Amazon SDK APl £ SendEmailF#
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require 'aws-sdk-ses' # v2: require 'aws-sdk'

# Replace recipienteexample.com with a "To" address.
recipient = 'recipienteexample.com'

# Create a new SES resource in the us-west-2 region.
# Replace us-west-2 with the AWS Region you're using for Amazon SES.
ses = Aws::SES::Client.new(region: 'us-west-2')

# Try to verify email address.
begin
ses.verify_email_identity({
email_address: recipient

)
puts "Email sent to #{recipient}"

# If something goes wrong, display an error message.
rescue Aws::SES::Errors::ServiceError => e

puts "Email not sent. Error message: #{e}"
end

- BX APIHFMEER |, 21 SEA T Ruby B Amazon SDK API 22 VerifyEmailldentity 89
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require 'aws-sdk-sesv2'
require_relative 'config' # Recipient and sender email addresses.

# Set up the SESv2 client.
client = Aws::SESV2::Client.new(region: AWS_REGION)

def send_email(client, sender_email, recipient_email)
response = client.send_email(
{
from_email_address: sender_email,
destination: {
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to_addresses: [recipient_email]

.
content: {
simple: {
subject: {
data: 'Test email subject'

},
body: {
text: {
data: 'Test email body'

puts "Email sent from #{SENDER_EMAIL} to #{RECIPIENT_EMAIL} with message ID:
#{response.message_id}"
end

send_email(client, SENDER_EMAIL, RECIPIENT_EMAIL)

- X APIHFMAEE , H51 EA T Ruby 89 Amazon SDK APl £ SendEmailF#
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# This class demonstrates how to create an Amazon Simple Notification Service (SNS)
topic.
class SNSTopicCreator
# Initializes an SNS client.
#
# Utilizes the default AWS configuration for region and credentials.
def initialize
@sns_client = Aws::SNS::Client.new
end

# Attempts to create an SNS topic with the specified name.
#
# @param topic_name [String] The name of the SNS topic to create.
# @return [Boolean] true if the topic was successfully created, false otherwise.
def create_topic(topic_name)
@sns_client.create_topic(name: topic_name)
puts "The topic '#{topic_namel}' was successfully created."
true
rescue Aws::SNS::Errors::ServiceError => e
# Handles SNS service errors gracefully.
puts "Error while creating the topic named '#{topic_name}': #{e.messagel}"
false
end
end

# Example usage:
if $PROGRAM_NAME == _ FILE
topic_name = 'YourTopicName' # Replace with your topic name
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sns_topic_creator = SNSTopicCreator.new

puts "Creating the topic '#{topic_name}'..."

unless sns_topic_creator.create_topic(topic_name)
puts 'The topic was not created. Stopping program.'
exit 1

end

end

- BXEZELR , H2H GEFAT Ruby 8 Amazon SDK FF & AR $ER) https:/
docs.amazonaws.cn/sdk-for-ruby/v3/developer-guide/sns-example-create-topic.html,

« BX APIHFMEER | 51 EB T Ruby B Amazon SDK AP| 22 CreateTopicH Y,
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EMIZTT.

# This class demonstrates how to list subscriptions to an Amazon Simple Notification
Service (SNS) topic
class SnsSubscriptionlLister
def initialize(sns_client)
@sns_client = sns_client
@logger = Logger.new($stdout)
end

# Lists subscriptions for a given SNS topic
# @param topic_arn [String] The ARN of the SNS topic
# @return [Types::ListSubscriptionsResponse] subscriptions: The response object
def list_subscriptions(topic_arn)
@logger.info("Listing subscriptions for topic: #{topic_arn}")
subscriptions = @sns_client.list_subscriptions_by_topic(topic_arn: topic_arn)
subscriptions.subscriptions.each do |subscription]|
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@logger.info("Subscription endpoint: #{subscription.endpoint}")

end
subscriptions

rescue Aws::SNS::Errors::ServiceError => e
@logger.error("Error listing subscriptions: #{e.message}")
raise

end

end

# Example usage:

if $PROGRAM_NAME == _ FILE__
sns_client = Aws::SNS::Client.new
topic_arn = 'SNS_TOPIC_ARN' # Replace with your SNS topic ARN
lister = SnsSubscriptionLister.new(sns_client)

begin
lister.list_subscriptions(topic_arn)
rescue StandardError => e
puts "Failed to list subscriptions: #{e.message}"
exit 1
end
end

- BEXEZELR , H2H GEFAT Ruby 8 Amazon SDK FF & AR $ER) https:/
docs.amazonaws.cn/sdk-for-ruby/v3/developer-guide/sns-example-show-subscriptions.html,
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EMIZTT.
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require 'aws-sdk-sns' # v2: require 'aws-sdk'

def list_topics?(sns_client)
sns_client.topics.each do |topic|
puts topic.arn
rescue StandardError => e
puts "Error while listing the topics: #{e.message}"
end
end

def run_me
region = 'REGION'
sns_client = Aws::SNS::Resource.new(region: region)

puts 'Listing the topics.'

return if list_topics?(sns_client)

puts 'The bucket was not created. Stopping program.'
exit 1

end

# Example usage:
run_me if $PROGRAM_NAME == _ FILE__

- BXREZEE , H2H (EAT Ruby 8 Amazon SDK FF X A RIER) https:/

docs.amazonaws.cn/sdk-for-ruby/v3/developer-guide/sns-example-show-topics.html,
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# Service class for sending messages using Amazon Simple Notification Service (SNS)
class SnsMessageSender
# Initializes the SnsMessageSender with an SNS client
#
# @param sns_client [Aws::SNS::Client] The SNS client
def initialize(sns_client)
@sns_client = sns_client
@logger = Logger.new($stdout)
end

# Sends a message to a specified SNS topic

#

# @param topic_arn [String] The ARN of the SNS topic

# @param message [String] The message to send

# @return [Boolean] true if message was successfully sent, false otherwise

def send_message(topic_arn, message)
@sns_client.publish(topic_arn: topic_arn, message: message)
@logger.info("Message sent successfully to #{topic_arn}.")
true

rescue Aws::SNS::Errors::ServiceError => e
@logger.error("Error while sending the message: #{e.messagel}")
false

end

end

# Example usage:

if $PROGRAM_NAME == _ FILE__
topic_arn = 'SNS_TOPIC_ARN' # Should be replaced with a real topic ARN
message = 'MESSAGE' # Should be replaced with the actual message content

sns_client = Aws::SNS::Client.new
message_sender = SnsMessageSender.new(sns_client)

@logger.info('Sending message.')
unless message_sender.send_message(topic_arn, message)
@logger.error('Message sending failed. Stopping program.')
exit 1
end
end

- BXEZER B2 (ERT Ruby B9 Amazon SDK F & AR ) https:/
docs.amazonaws.cn/sdk-for-ruby/v3/developer-guide/sns-example-send-message.html,
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# Service class to enable an SNS resource with a specified policy
class SnsResourceEnabler
# Initializes the SnsResourceEnabler with an SNS resource client
#
# @param sns_resource [Aws::SNS::Resource] The SNS resource client
def initialize(sns_resource)
@SNS_resource = sns_resource
@logger = Logger.new($stdout)
end

# Sets a policy on a specified SNS topic
#
# @param topic_arn [String] The ARN of the SNS topic
# @param resource_arn [String] The ARN of the resource to include in the policy
# @param policy_name [String] The name of the policy attribute to set
def enable_resource(topic_arn, resource_arn, policy_name)
policy = generate_policy(topic_arn, resource_arn)
topic = @sns_resource.topic(topic_arn)

topic.set_attributes({
attribute_name: policy_name,
attribute_value: policy
1)
@logger.info("Policy #{policy_name} set successfully for topic #{topic_arn}.")
rescue Aws::SNS::Errors::ServiceError => e
@logger.error("Failed to set policy: #{e.message}")
end
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private

# Generates a policy string with dynamic resource ARNs
#
# @param topic_arn [String] The ARN of the SNS topic
# @param resource_arn [String] The ARN of the resource
# @return [String] The policy as a JSON string
def generate_policy(topic_arn, resource_arn)
{
Version: '2008-10-17',
Id: '__default_policy_ID',
Statement: [{
Sid: '__default_statement_ID',
Effect: 'Allow’,
Principal: { "AwS": '*' },
Action: ['SNS:Publish'],
Resource: topic_arn,
Condition: {
ArnEquals: {
"AWS:SourceArn": resource_arn

}
1]
}.to_json
end
end

# Example usage:

if $PROGRAM_NAME == _ FILE__
topic_arn = 'MY_TOPIC_ARN' # Should be replaced with a real topic ARN
resource_arn = 'MY_RESOURCE_ARN' # Should be replaced with a real resource ARN
policy_name = 'POLICY_NAME' # Typically, this is "Policy"

sns_resource = Aws::SNS::Resource.new
enabler = SnsResourceEnabler.new(sns_resource)

enabler.enable_resource(topic_arn, resource_arn, policy_name)
end

- BXEZER B2 (ERT Ruby B Amazon SDK FF & AR https:/
docs.amazonaws.cn/sdk-for-ruby/v3/developer-guide/sns-example-enable-resource.html,

- BX APIHiFMEER |, 21 EA T Ruby 89 Amazon SDK API $# SetTopicAttributes F#9,
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require 'aws-sdk-sns'
require 'logger'

# Represents a service for creating subscriptions in Amazon Simple Notification
Service (SNS)
class SubscriptionService
# Initializes the SubscriptionService with an SNS client
#
# @param sns_client [Aws::SNS::Client] The SNS client
def initialize(sns_client)
@sns_client = sns_client
@logger = Logger.new($stdout)
end

# Attempts to create a subscription to a topic

#

# @param topic_arn [String] The ARN of the SNS topic

# @param protocol [String] The subscription protocol (e.g., email)

# @param endpoint [String] The endpoint that receives the notifications (email

address)

# @return [Boolean] true if subscription was successfully created, false otherwise

def create_subscription(topic_arn, protocol, endpoint)
@sns_client.subscribe(topic_arn: topic_arn, protocol: protocol, endpoint:

endpoint)
@logger.info('Subscription created successfully.')
true

rescue Aws::SNS::Errors::ServiceError => e
@logger.error("Error while creating the subscription: #{e.message}")
false
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end
end

# Main execution if the script is run directly

if $PROGRAM_NAME == _ FILE__
protocol = 'email'
endpoint = 'EMAIL_ADDRESS' # Should be replaced with a real email address
topic_arn = 'TOPIC_ARN' # Should be replaced with a real topic ARN

sns_client = Aws::SNS::Client.new
subscription_service = SubscriptionService.new(sns_client)

@logger.info('Creating the subscription.')
unless subscription_service.create_subscription(topic_arn, protocol, endpoint)
@logger.error('Subscription creation failed. Stopping program.')
exit 1
end
end

- BXEZER B2 (ERT Ruby B Amazon SDK F & AR ) https:/
docs.amazonaws.cn/sdk-for-ruby/v3/developer-guide/sns-example-create-subscription.html,
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
def lambda_handler(event:, context:)
event['Records'].map { |record| process_message(record) }
end

def process_message(record)
message = record['Sns']['Message']
puts("Processing message: #{messagel}")
rescue StandardError => e
puts("Error processing message: #{el}")
raise
end

& A& AT Ruby B9 SDK B Amazon SQS =4l
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require 'aws-sdk-sqs' # v2: require 'aws-sdk'
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
sqs = Aws::SQS::Client.new(region: 'us-west-2')

begin
queue_name = 'my-queue'
queue_url = sqgs.get_queue_url(queue_name: queue_name).queue_url

# Receive up to 10 messages

receive_message_result_before = sqgs.receive_message({
queue_url: queue_url,
max_number_of_messages: 10

1)

puts "Before attempting to change message visibility timeout: received
#{receive_message_result_before.messages.count} message(s)."

receive_message_result_before.messages.each do |message|
sqs.change_message_visibility({
queue_url: queue_url,
receipt_handle: message.receipt_handle,
visibility_timeout: 30 # This message will not
be visible for 30 seconds after first receipt.
1)

end

# Try to retrieve the original messages after setting their visibility timeout.
receive_message_result_after = sqgs.receive_message({
queue_url: queue_url,
max_number_of_messages: 10

1)
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puts "\nAfter attempting to change message visibility timeout: received
#{receive_message_result_after.messages.count} message(s)."
rescue Aws::SQS::Errors::NonExistentQueue

puts "Cannot receive messages for a queue named '#{queue_name}', as it does not
exist."
end

- BX APIFHER , i5Z EAT Ruby B Amazon SDK API &
#Z ChangeMessageVisibility F i

CreateQueue
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® Note
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BMIE1T.

# This code example demonstrates how to create a queue in Amazon Simple Queue
Service (Amazon SQS).

require 'aws-sdk-sgs'
# @param sqgs_client [Aws::5SQS::Client] An initialized Amazon SQS client.

# @param queue_name [String] The name of the queue.
# @return [Boolean] true if the queue was created; otherwise, false.

# @example

# exit 1 unless queue_created?(

# Aws::5SQS::Client.new(region: 'us-west-2'),
# 'my-queue’

# )

def queue_created?(sqgs_client, queue_name)
sqs_client.create_queue(queue_name: queue_name)
true

rescue StandardError => e
puts "Error creating queue: #{e.message}"
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false
end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = 'us-west-2'

queue_name = 'my-queue'

sgs_client Aws::SQS::Client.new(region: region)

puts "Creating the queue named '#{queue_namel}'...
if queue_created?(sqgs_client, queue_name)
puts 'Queue created.'
else
puts 'Queue not created.'
end

end

# Example usage:
run_me if $PROGRAM_NAME == __ FILE__

- BXx APl HiFMER , 5510 SEAT Ruby B9 Amazon SDK API £ # CreateQueue Y,
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EBEZMEREE GitHub, # Amazon B REIfF M ERERTERE , 7HMMHITIR
EMIZTT.

require 'aws-sdk-sqs' # v2: require 'aws-sdk'
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
sqs = Aws::SQS::Client.new(region: 'us-west-2')
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sgs.delete_queue(queue_url: URL)

BXAPIHiFAEELR |, B2 H EAT Ruby B9 Amazon SDK APl $# DeleteQueue Y,

ListQueues

U RIBRONER T AR ListQueues,

EHATF Ruby B SDK

(® Note
BB EZHEXEER GitHub, £ Amazon KB RHIFMEEPRERTERG , THENMFEITIR
B MiZE1T,

require 'aws-sdk-sqgs'
require 'aws-sdk-sts'

# @param sqgs_client [Aws::5SQS::Client] An initialized Amazon SQS client.
# @example
# list_queue_urls(Aws::5SQS::Client.new(region: 'us-west-2'))
def list_queue_urls(sqgs_client)
queues = sqgs_client.list_queues

queues.queue_urls.each do |url]
puts url
end
rescue StandardError => e
puts "Error listing queue URLs: #{e.messagel}"
end

Lists the attributes of a queue in Amazon Simple Queue Service (Amazon SQS).

@param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.
@param queue_url [String] The URL of the queue.
@example
list_queue_attributes(
Aws::5SQS::Client.new(region: 'us-west-2'),
'"https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’

H OH O O OB O H H
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# )
def list_queue_attributes(sqs_client, queue_url)
attributes = sqs_client.get_queue_attributes(
queue_url: queue_url,
attribute_names: ['All']

attributes.attributes.each do |key, value|
puts "#{key}: #{value}"
end
rescue StandardError => e
puts "Error getting queue attributes: #{e.messagel}"
end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = 'us-west-2'

queue_name = 'my-queue'

sgs_client Aws::SQS::Client.new(region: region)

puts 'Listing available queue URLs...'
list_queue_urls(sqgs_client)

sts_client = Aws::STS::Client.new(region: region)

# For example:
# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’
queue_url = "https://sqs.#{region}.amazonaws.com/
#{sts_client.get_caller_identity.account}/#{queue_name}"
puts "\nGetting information about queue '#{queue_name}'..."
list_queue_attributes(sqs_client, queue_url)
end

- BX APl HFAER |, 5219 EAT Ruby B9 Amazon SDK APl & #ZListQueuesHHY,

ReceiveMessage

TR RBROVER T WAEA ReceiveMessage,
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® Note
BB EZHXEE GitHub, & Amazon BB RAIFREEFEKRTERG , THRMOMARITIR
EMIE1T,

require 'aws-sdk-sgs'
require 'aws-sdk-sts'

Receives messages in a queue in Amazon Simple Queue Service (Amazon SQS).

#
#
# @param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.
# @param queue_url [String] The URL of the queue.

# @param max_number_of_messages [Integer] The maximum number of messages
# to receive. This number must be 10 or less. The default is 10.

# @example

# receive_messages(

# Aws::SQS::Client.new(region: 'us-west-2'),

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’,

# 10

#

)

def receive_messages(sqs_client, queue_url, max_number_of_messages = 10)
if max_number_of_messages > 10
puts 'Maximum number of messages to receive must be 10 or less. ' \
'Stopping program.'
return
end

response = sqgs_client.receive_message(
queue_url: queue_url,
max_number_of_messages: max_number_of_messages

if response.messages.count.zero?
puts 'No messages to receive, or all messages have already ' \
'been previously received.'
return
end
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response.messages.each do |message|

puts '-' * 20

puts '"Message body: #{message.body}"

puts '"Message ID: #{message.message_id}"
end

rescue StandardError => e
puts "Error receiving messages: #{e.message}"
end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = 'us-west-2'

queue_name = 'my-queue'

max_number_of_messages = 10

sts_client = Aws::STS::Client.new(region: region)

# For example:

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’

queue_url = "https://sqs.#{region}.amazonaws.com/
#{sts_client.get_caller_identity.account}/#{queue_namel}"

sqs_client = Aws::SQS::Client.new(region: region)

puts "Receiving messages from queue '#{queue_namel}'...'

receive_messages(sqs_client, queue_url, max_number_of_messages)
end

# Example usage:
run_me if $PROGRAM_NAME == _ FILE__

- B API WiEMER , iHS 1 EAT Ruby 89 Amazon SDK APl 2 ZReceiveMessage .

SendMessage

LT RBREERT AR SendMessage,
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® Note

EBEZHKEE GitHub, 1 Amazon RIBRHIFEENERTERE , THROARITIR

BEMIE1T,.

require 'aws-sdk-sgs'
require 'aws-sdk-sts'

# @param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.
# @param queue_url [String] The URL of the queue.

# @param message_body [String] The contents of the message to be sent.

# @return [Boolean] true if the message was sent; otherwise, false.

# @example

# exit 1 unless message_sent?(

# Aws::SQS::Client.new(region: 'us-west-2'),

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’,
# 'This is my message.'

# )

def message_sent?(sqs_client, queue_url, message_body)
sqs_client.send_message(
queue_url: queue_url,
message_body: message_body
)
true
rescue StandardError => e
puts "Error sending message: #{e.message}"
false
end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = 'us-west-2'
queue_name = 'my-queue'’
message_body = 'This is my message.'

sts_client = Aws::STS::Client.new(region: region)
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# For example:

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’

queue_url = "https://sqs.#{region}.amazonaws.com/
#{sts_client.get_caller_identity.account}/#{queue_namel}"

sqs_client = Aws::SQS::Client.new(region: region)
puts "Sending a message to the queue named '#{queue_name}'..."

if message_sent?(sqs_client, queue_url, message_body)
puts 'Message sent.'
else
puts 'Message not sent.'
end
end

# Example usage:
run_me if $PROGRAM_NAME == _ FILE__

- BXx APl HiFMER , 5510 EAT Ruby B9 Amazon SDK APl 2 #SendMessageF Y,

SendMessageBatch
AT RBREVERT AR SendMessageBatch,

EA T Ruby B9 SDK

® Note
EBEZMXER GitHubo # Amazon XS RPIFHEEFERTREMREG , THMMEITIR
BHIZETT.

require 'aws-sdk-sgs'
require 'aws-sdk-sts'

#

# @param sqgs_client [Aws::5SQS::Client] An initialized Amazon SQS client.
# @param queue_url [String] The URL of the queue.

# @param entries [Hash] The contents of the messages to be sent,
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# in the correct format.

# @return [Boolean] true if the messages were sent; otherwise, false.
# @example

# exit 1 unless messages_sent?(

# Aws::SQS::Client.new(region: 'us-west-2'),

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’,
# [

# {

# id: 'Messagel’,

# message_body: 'This is the first message.'

# },

# {

# id: 'Message2',

# message_body: 'This is the second message.'

# }

# ]

#

)
def messages_sent?(sqs_client, queue_url, entries)
sqs_client.send_message_batch(
queue_url: queue_url,
entries: entries
)
true
rescue StandardError => e
puts "Error sending messages: #{e.messagel}"
false
end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = 'us-west-2'
queue_name = 'my-queue'
entries = [

{

id: 'Messagel'’,
message_body: 'This is the first message.'

},
{

id: 'Message?’,

message_body: 'This is the second message.'
}
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sts_client = Aws::STS::Client.new(region: region)

# For example:

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’

queue_url = "https://sqs.#{region}.amazonaws.com/
#{sts_client.get_caller_identity.account}/#{queue_namel}"

sqs_client = Aws::SQS::Client.new(region: region)
puts "Sending messages to the queue named '#{queue_name}'..."

if messages_sent?(sqs_client, queue_url, entries)
puts 'Messages sent.'
else
puts 'Messages not sent.'
end
end

- BXx API iF4ER , iHZ 1 EAT Ruby 89 Amazon SDK API % SendMessageBatch
;8

To RS 85 I
BEi¥ Amazon SQS fiti % 8518 A Lambda B

UTRBROERT MAKE — Lambda BE , ZE#IEIERZKKE SNS ASIREE AR NE
o ZHBNEHSBRBEFEEHCREFHENRAS,

EHA T Ruby B9 SDK

(® Note
EHEZHMKRIEER GitHub, HELRS = ROIFEEFERTERS , 7 7THROMHEITIRE
Mz1To

£/ Ruby ¥ SQS E#5 Lambda £& %A,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
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# SPDX-License-Identifier: Apache-2.0
def lambda_handler(event:, context:)
event['Records'].each do |message|
process_message(message)
end
puts "done"
end

def process_message(message)
begin
puts "Processed message #{message['body']}"
# TODO: Do interesting work based on the new message
rescue StandardError => err
puts "An error occurred"
raise err
end
end

& EFH Amazon SQS A& 883 1T Lambda BRERHEANEIN B kK

UTRBREIRRT WARNERKE SQS RASIMEHE Lambda BT 5 #EAL B, ZEBIE
e B AR AL IR KW, HHER Lambda B EHXLHEE

EH T Ruby B9 SDK

(® Note
EBEZHEREER GitHub, ELXRSHEROIFREPERTERG , F THOMAHTRE
METT.

R A Ruby #4T Lambda SQS #t4FE I B kK.

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'json'

def lambda_handler(event:, context:)
if event
batch_item_failures = []
sqs_batch_response = {}
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event["Records"].each do |record|
begin
# process message
rescue StandardError => e
batch_item_failures << {"itemIdentifier" => record['messageld']}
end
end

sqs_batch_response["batchItemFailures"] = batch_item_failures
return sqs_batch_response

end
end

Amazon STS £AE AT Ruby B SDK KJ R4l

LT RERAIRERT T WA EAwithRITIREMEIMNENZ T Amazon STS, EMA T Ruby B
Amazon SDK

RERAEEFNRBHES  XTELTXHIET. EAULESRETBENARARAENMRSEE , &7
DB EBEXZ RN ETXERRF,

BANRFIEEE —MER T EFRABHNEE , SUUNPRIEXMOMEE L TXHREMSITRBHY
B,

F&
- BHE

B®E
AssumeRole

LUTFRIBREVERT WfA#EA AssumeRole,
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® Note
BB EZHXEE GitHub, & Amazon BB RAIFREEFEKRTERG , THRMOMARITIR
EMIE1T,

# Creates an AWS Security Token Service (AWS STS) client with specified
credentials.
# This is separated into a factory function so that it can be mocked for unit
testing.
#
# @param key_id [String] The ID of the access key used by the STS client.
# @param key_secret [String] The secret part of the access key used by the STS
client.
def create_sts_client(key_id, key_secret)

Aws::STS::Client.new(access_key_id: key_id, secret_access_key: key_secret)
end

# Gets temporary credentials that can be used to assume a role.

#

# @param role_arn [String] The ARN of the role that is assumed when these
credentials

# are used.

# @param sts_client [AWS::STS::Client] An AWS STS client.
# @return [Aws::AssumeRoleCredentials] The credentials that can be used to assume
the role.
def assume_role(role_arn, sts_client)
credentials = Aws::AssumeRoleCredentials.new(
client: sts_client,
role_arn: role_arn,
role_session_name: 'create-use-assume-role-scenario'
)
@logger.info("Assumed role '#{role_arn}', got temporary credentials.")
credentials
end

- BXx APl HiFMER , 5210 AT Ruby B9 Amazon SDK APl &#AssumeRoleH#Y,
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{FF5ER T Ruby B9 SDK ¥y Amazon Textract R4l

T RBRAIEERERT {A7E Amazon Textract F &M F Ruby B9 Amazon SDK £ kKT IR4ER
SMENZR,

ZERRFERNMESE —NMRSHEASNEKEESHM Amazon Web Services FRF &SRR
BEESHWRBRG,

BANTROIHITE - NMEMTBERRBNEE  SAUNPFRIBFXUOAE L TXHRENEZTRBHR
B,
£}

- =

£
AT HES BN ARE

UTRBRPIEANAZNARFRSMESELF. BEESE BEEBEARBERENNEE
AR B ¢

EHA T Ruby 9 SDK

LRPINARFASTAFERESRBEF. B4AXRY , ©RETANT —REWBEENFER, B
[EURGEELFHERABERETREMNEANRE. ZRBET Web FFin LEZINRAERF
. BRRFEFEEE , FIITU TSR

- £ Amazon Textract \E R IBELSIA,

« Amazon Comprehend BEFTIRIM N ANWBEERHES,
- £/ Amazon Translate T RR BN A BF H HKE,

« Amazon Polly #RIEFTIREN X A& 5K F 3 4o

TENNARFAER Amazon CDK #1THE, BXRABMIBIERA , ESHPRIIEB
GitHub,

AR Bl o 12 A B9 AR S

* Amazon Comprehend

 Lambda
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* Amazon Polly
 Amazon Textract

* Amazon Translate

FFEA T Ruby B SDK B9 Amazon Translate R4

LTRBREIEERTRT DA ER EB T Ruby B Amazon SDK 5 Amazon Translate & £ F Sk
TRENSAER TS,

RN ERNABIE —MESFRASNEBS S H M Amazon Web Services AR5 45 E K 5E K
BEFSHRBRO,

BATREIBIE - NMERTRRRBHERE , ZAUMNPKRIBEXROME L TXHRREMZTREBHHR
B,

ES ]
- =

=
AT HES BN ARE

LTREROGANFAIZBNARFERITEFSELF, BRESE BEABEABRBRERNXAE
BB B4 o

EHTF Ruby B9 SDK

REINARFASMHAERELARRF. E4KE , ERETAAT —REWBEENER, B
JEUARGHENLFWERNBERETEERNEANRGE, ZRBET Web BFiR LEZINARRF
h, ERLFEAFLER , FHRITUTIR

« f£F Amazon Textract WE & HIREUIAS,

« Amazon Comprehend EFTIREIX A EERHIES,

- £ Amazon Translate AT IRENC A BB 1E N HIE,

« Amazon Polly #REFTIRER X A& 5K 3 4o

STENWNAREFAER Amazon COK #1T8E, AXBERBMNIBERA , BSHAPHNIE
GitHub,
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M Ruby kR Amazon SDK k7 1 =% 2 E#F| Amazon EA T
Ruby & SDK KR 3

AEFIENIFAEETHBEMNER T Ruby B Amazon SDK BIRRA 1 5 2 EBEIMA 3,

Side-by-side A%
SREMSEFERT Ruby B Amazon SDK BIRRA 1 5 2 N MA 3, BALER—NARFH—i2
FREM. BXEZELE , BSRALEENE,

THEZ—MRERE

require 'aws-sdk-v1l' # version 1
require 'aws-sdk' # version 2
require 'aws-sdk-s3' # version 3

s3
s3

AWS::S3::Client.new # version 1
Aws::S3::Client.new # version 2 or 3

LRBESIAAN THEE 1 5 2 RBATFHEARE 3 FRTRE, BB RN
& 3 F A TRAREHRBD,

— % X 5l

IR 3 E—NEBHESRE 2 TH.

« EUURS N LI Gem R,

WA 2 EZNMNEERFEERES 1 FE.

- TEIWBHBRZEE : Aws 5 Amazon, XBEAEL side-by-sidefF A,
« Aws.config - IER vanilla Ruby B%F , MA =5 .

s PROMEEBUED - ERE 1 FRIEGPHERTFIHRRBRENRE , 228K HEEBUEDL
TERRA 2 H , RAWEEBIET 2K ArgumentError, 0 :

# version 1
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AWS::S3::Client.new(http_reed_timeout: 10)
# oops, typo'd option is ignored

# version 2
Aws::S3::Client.new(http_reed_timeout: 10)
# => raises ArgumentError

& 7 i (X 3
B 2 FIRRAS 3 SRR - B2 SR A X E,

FERRA 1 MRAR 2 2|, ERRXRESRINNEEX. EHEEF RS , TERSFARERESR
RENEQD, —EEEX

¢ Aws::S3::Client : A& 1 Amazon S3 BEF mE R FHEREMN . BRA 2 EMNRSZSERERN. F
EBHEMATERA 2 FXTHMEE,

« Aws::EC2::Client - RAR 2 NiHEINKRERAEHREN , REX 1 FAHBR _set, flu :

# version 1

resp = AWS::EC2::Client.new.describe_security_groups
resp.security_group_set

#=> [...]

# version 2
resp = Aws::EC2::Client.new.describe_security_groups
resp.security_groups
#=> [...]
« Aws::SWF::Client - W7 2 EF4EM{LIERL , MARZAS 1 £ vanilla Ruby 1%,
- RFXEGHE - RE 2 NS NMNRESERATENEN
« Amazon::SimpleWorkflow ZEFX Aws: : SWF
« Amazon::ELB B Aws: :ElasticLoadBalancing
« Amazon: :SimpleEmailService &K Aws: :SES

s BRREEIRT 0 —ERA 1 BERTERE 2 P EGR, HMEMERREsER, TARE
ENEX

« :use_ssl EMIBR. AR 2 EILEA SSL, EEMA SSL, B4 MEEFEA :endpoint BY
http://»

« :ssl_ca_file M#ER :ssl_ca_bundle
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« :ssl_ca_pathIMER :ssl_ca_directory

« ®BINT :ssl_ca_store,

« :endpoint MEMSANRZTERERN HTTP = HTTPS URI MIEEH B,
s AEMNRSMBERT :*_port &M , MAEEHRNA :endpoint,

« :user_agent_prefix MER :user_agent_suffix

R X B
B 2 R 3 R RRAE D 2 FSR A K3,

AR 1 MR 2 AR BRREOCAFEEEERXD, BRA 1 BRELFHRBH , MRE 2 FREOZN
BHRERN, RE 2 RFREOPEE -, —~EREX2HE

- BRMAFRER  EREA 25, RESEMRERMARE, EUERD , ©eHRRED :

# version 1
s3 = AWS::S3.new

# version 2
s3 = Aws::S3::Resource.new

« SERF -MA2FRTIEIRESHENGTIR getter 7 RANFRAITT %

# version 1
s3.buckets['bucket-name'].objects['key'].delete

# version 2
s3.bucket('bucket-name').object('key').delete

- BERE ERE 1P, FERERFEBRFIRLBVIAREF. ERE2H , T SRHERERE
3 APl B3 REV AL ERIRE, RRAS 2 HEALERIE O SRAS 1 KAME,
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Amazon & F Ruby B SDK & &%

=&Z2M—ER Amazon Web Services ( Amazon ) WEFRZE, R Amazon BF |, BFENETRH
ERSHELLHREPUHERMITENHEPONAELENDZ LR, TE2EN A HEEHEE Amazon
W, REAEEXNEERNENLZLENEFHNREM,

=EE — Amazon BRI EIT Amazon =HREENWMERSHWEMEN , HAEBRMHATULZLFER
MRS, BRITNZEREREHRZE Amazon , fENAmazon EMITRIN—EH , FE=FFitIHELHN
HAEIERMNZ SO E W,

TimE L — ERIZTEHE Amazon Web Services RS EEANABTURHMRZRE , SLIEHIENH
B, HOMERUKERAEERNER,

£

« & T Ruby B Amazon SDK F I EIE R

« S&ATF Ruby B Amazon SDK ) & 14 #1157 & 8

« & T Ruby B Amazon SDK K& M1 IE

» Amazon ;& F Ruby B SDK AY5# 1%

+ & T Ruby B Amazon SDK W ERL %L &

+ 7£ Ruby B9 S Amazon DK 58 il f5f Fi &K TLS A
- W5 S3 MAFEFIHTEE (MW V1EV2)

- 5 S3 MBREFIHTE (M V2F V3)

& FF Ruby B9 Amazon SDK H Y EIE R

% Amazon S EEFEEAER T HHHERYT . WAEEFR Amazon , ARRPEITHERRNE

BRELAH 2R ¥ Amazon Web Services =, BRREFNIEERLEMEN LHRBENES, BEATE
FRfEF K Amazon Web Services fi% MR EBRENEETS. AXRBERINEZER , BSRAKE
BRALE LR &,

HTFHBERPEN , RONBWUERF Amazon Web Services i EiE H A Amazon IAM Identity
Center 5} Amazon Identity and Access Management (IAM) i BN A B, X% , MNP RRERE
TEHIERRMENNR, EEWEES AT AR HIE

s WEANKFFERAZESHRIE (MFA)
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« AT SSL/TLS 5 Amazon BiRBEFE. RIMNERMSEA TLS 1.2, BIEA TLS 1.3,

- EARE API M1 FESZ B E Amazon CloudTrail, HxfEA CloudTrail IR ER#EIR Amazon SEFIHY
£8 , i5Z @ Amazon CloudTrail BF#EEHRE AR CloudTrail %o

« £/ Amazon M#FHERF RUKREPWAERIAZ £EH Amazon Web Services R

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI Z#1E Amazon S3 HEV U
BHE,

o MREE Amazon BE G TITRESN APl #H1TIHRINFEELT FIPS 140-3 BiFRMZER | EFEA

FIPS ih k. BXAAM FIPS InRMNEZEE |, B5H (XEBRHEELERE (FIPS ) 5% 140-3
RR) https://www.amazonaws.cn/compliance/fips/.

BB BN EEERBBER (MEBEFNE R4t ) MANRESHEBEERANEFTER
(MBMFER) ., XSELFEREH A, API HELEM Amazon Web Services BRS AR EAEFH A
Amazon CLI, API Z&t Amazon SDKs, £ TEMMRER B BHE R XARTF R P i AT A IESR
ARESATIRICHBEE. IRE@MABRSH[RAM URL , BUBWEFTEEMUtPIEEIFLE

SR IEX Z AR S 2RI 1E Ko

& F T Ruby B9 Amazon SDK H) &3R50 &2

Amazon Identity and Access Management (IAM) & —I Amazon Web Services (Amazon) 55 , A
HENEERER LTSI FH3 Amazon BRNFRE,. IAM BB RZFETTUEE BRI ( BF ) MR
W ( EENBR ) kFEA Amazon Web Services FRFHIR. LA LAEA IAM Amazon Web Services AR
%, TEXNENER.

E & A Amazon SDK for Ruby #1715 Rl Amazon , fREE— Amazon Ik~ Amazon if$f, KT
IBE Amazon lKF LM | RATBWEER IAM AF REHIBRELE , MAMEH Amazon Ik &
iE,

BXAEA IAMBFAEER , BSHE IAM,

EXIAMAFRUARENNTRFHZEE AT EEWER |, ESHE Amazon Web Services — &5
ZH#) Amazon Z£ &Ik,

Amazon EA T Ruby ¥ SDK B H X4 EI i Web Services (Amazon) lRFEE D E= T
3, Bx Amazon Web Services R Z£E L , S RAmazon Web Services J§55 &£ 1511 H
Amazon Web Services fRS , XEEEE T Amazon ERITHHNENR T/ESETE,
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& FF Ruby B Amazon SDK B & # 4 I18IF

Amazon EATF Ruby Y SDK BE HE X FHEFEIL S# Web Services (Amazon) fRS5EE 2 ERE
X, BX Amazon Web Services IR 42 E L , HZHAmazon Web Services IR Z4 X 4TUHE
Amazon Web Services RS , X&{EEE T Amazon &Mt EN T/ETE,

Amazon Web Services (Amazon) [RFHLZ£ M EEMERE = FITHLAEN LW Amazon 1T
R —E o #TikE, HPEHE SOC. PCl, FedRAMP, HIPAA &, Amazon £ “B&HiTXI% 5 #Y
S8 B Amazon Web Services 8% WHAmazon RS FIRE TRKEEHNBIES A TR,

Ba U ERE=AFITIREHR T T Amazon Artifacte BXEZEE |, FS W E Artifac t 7 Amazon
THRE

Bx Amazon EMITHINEZER |, ESHAmazon &M it%l.

£ Amazon SDK for Ruby 1A} , B EAREBRTEMNBFEABRRE. ALNSHBRUAKRE
BAREEMEM. Amazon Web Services IR t R B EE AR A AEFE HIPAA, PCl & FedRAMP
ZhRE | FHIREMERREEE : Amazon Web Services RS Amazon

s ZEEEHMREANITIEE — HBBERE , TeEFEENM , HEHELBBUZERERINUE
HANESWEEKRENS R, Amazon

. & HIPAA ERH RS SZE  FIHFE HIPAA EXRMIRS . HIEFTE Amazon Web Services RS
A#HFE HIPAA &%,

* Amazon EMHIR — ATREE A TEMETLMAE XN THEFRANEBNES
» Amazon Config — —HIIHE BN R REEES ARE LFERIBRE., TLENFERB RS

« Amazon Sec@@ urity Hub — £ T RN L LIRS Amazon , TRBEREBCRENERET
AR E R R ERER,

Amazon ;& F Ruby 89 SDK Ry

Amazon Web Services (Amazon) £ 3KE i i 2 E 58 Amazon Web Services X1 7] A X E#

Amazon Web Services Xifj 2N EREANEENTAX | XETARBESKERE, SFHEM
B E TR P EIERE,

MATAK , SALRITNREETHX ZALTHITE B SSMABEBNNARFNBEE, 54£&5%
MEANHSNBEROEMBLAL , THAXEFESHNTRAYE, BREENTT B,
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https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://www.amazonaws.cn/compliance/programs/
https://www.amazonaws.cn/quickstart/?quickstart-all.sort-by=item.additionalFields.updateDate&amp;quickstart-all.sort-order=desc&amp;awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://www.amazonaws.cn/compliance/hipaa-eligible-services-reference/
https://www.amazonaws.cn/compliance/resources/
https://www.amazonaws.cn/config/
https://www.amazonaws.cn/security-hub
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B X Amazon Web Services XiF MIAIAXHWEZFER , iHZRAmazon £ EKER 1% M,

Amazon EA T Ruby Y SDK BE HE X FHEFEIL S# Web Services (Amazon) fRSEE 2 EHRE
X, BX Amazon Web Services IR B2 E L , HZAmazon Web Services IR £4 X 4TUHE
Amazon Web Services RS , XE{EEE T Amazon Mt EN T/ETE,

EF T Ruby B9 Amazon SDK W ER L £

Amazon SZATF Ruby # SDK BE E X EM4EFET Si# Web Services (Amazon) ARS5EfE 2 1HFTE
X, BX Amazon Web Services IR Z2EE , ES B Amazon Web Services fES £4& 4T H
Amazon Web Services RS , XEEEE T Amazon Mt RN EMN TETE.

BX Amazon ZE£REMEER , 5 Amazon : Z2HESBABARE P,

£ Ruby BY S Amazon DK 58 #l{# A &K TLS kA<

Amazon &M T Ruby Amazon #) SDK 52 RINWBEFERALZLEEFE (SSL) S&HEL S (TLS) i
TR . PRIAMAR SSL UK 1.2 28I TLS RABEFEERE , FERETELERESEZEENR
21 Amazon., Bt , BREERNERT Ruby B9 Amazon SDK 5% 3 TLS 1.2 E SMAH Ruby
WA — i EA,

Ruby £/ OpenSSL FEXRRF HTTP E#Z, BIRAEFTEES (yum, apt F )., EAFLE
ZFH Ruby EEEE (rbenv. RVM & ) ZEMNZXHF Ruby lRA (193 RESERAE ) BEFEA
OpenSSL 1.0.1 ESRA , XERAFEF TLS 1.2,

%5 OpenSSL 1.0.1 EFMRAH Ruby XA —EFEAR , Amazon EEA T Ruby By SDK EEXR
TLS 1.2, AFEAZEFIHNRSH[ DI FHRITMRAM SSL = TLS, XL ED R TLS 1.2 Amazon
Web Services IR55. ( bt SDK fF{# A use_ssl=true # Ruby Net: :HTTP 3, )

¥ & OpenSSL hxA&

ERRELZEN Ruby FRAKR OpenSSL 1.0.1 LESMA , FHWAULTHR,

ruby -r openssl -e 'puts OpenSSL::0OPENSSL_VERSION'

FREL OpenSSL fRAK B —F A EREEEN openssl ARMITXH, BE , FAUTHSERENN
AT
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ruby -r rbconfig -e 'puts RbConfig::CONFIG["configure_args"]'

W HNEEHE R OpenSSL RN ER --with-openssl-dir=/path/to/openssl., B I
£, BERE OpenSSL IR |, BHR AL T&H S

cd /path/to/openssl
bin/openssl version

E—MI R TRETER TATA Ruby R,
AR TLS X

MRIEH Ruby ZEMFEANR 1.0.1 IlRZBIH OpenSSL A& |, BEARREFIEEEE. Ruby 2%

EF= Ruby EEF K Ruby = OpenSSL %% , #1 Ruby WL EIERAHAMMR, MREBEMFEREE
& Ruby , BEREZIH OpenSSL , REEETT . /configure BN --with-openssl-dir=/
path/to/upgraded/openssl,

5 S3 MEZERFiRERE (M V1 EIV2)

(@ Note

MREERNRE S3 MEFFHE V2, FEREIBE V3, FSHILI# S3 MEE KT
B(MAV2EIV3),

WEBNE T WA S T2 F M Amazon Simple Storage Service (Amazon S3) MZR & F iR AR A 1
(V1) EBERRAE 2 (V2) , HERNARFEEBNIBIERHTAML,

EB B
WEB D HFENE

1. BRI EZRFIHLLEEFER. 8% , HERT Ruby 89 Amazon SDK #9337 hx 4~ 2B 2 2 48 19 5z B
BF. XEATNE VI MBEFRBRZRETN V2 ELRBEEANNR, NRENNARFEASAN
SDK Amazon SDKs , NI #7830 FH K F> SDK,

2. RMEZENMBEREFIRIEBE V2, —BE V1 EFF mEEEREGTE |, B BURILA & Mg
EEFIRIBEZ AN V2 RA,
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EHAMBEE P imASREET SN

V2 MBREFRERAIBREAEFHEAIFNMNER X, TBNE—S2F VI BBEREFIRENIHEN
SDK frA&, ERLFZRE , NARFN VI BEFRFEBHRER V2 MBETFHRMNZNNR, BXER
F Ruby B Amazon SDK BN EEMAK , FS A T X,

E# Amazon & AT Ruby 9 SDK iRZ< 3

MR 3 B5EFATF Ruby B Amazon HEF A TE@HNHRFRA, EXRLERE , BEE/FEHARAK
1.76.0 RE FRAH aws-sdk-s3 Gem.

M TITRE
NF LR aws-sdk-s3 Gem BV E , EEARFETIREIERELRE T TMET 1.76.0 BIAMRZA

gem install aws-sdk-s3 -v '>= 1.76.0'

£/ Gemfile

S FEA Gemfile BEIEMMMIMAINE , iHfF aws-sdk-s3 Gem HREMRAIZRERN 1.76.0, a0 :
gem 'aws-sdk-s3', '>= 1.76.0'

1. 18X Gemfile,
2. 1217 bundle update aws-sdk-s3, ERIFEMMA , iHZ1T bundle info aws-sdk-s3,

F 4% Amazon & F Ruby By SDK kA 2

E AT Ruby B9 Amazon SDK £ 2 MU T 2021 11 A 21 BRALFER., EXRUER K £FE
FEARZA 2.11.562 HESRAH aws-sdk Gems,

M TITRE

NTF &% aws-sdk Gem NI E , EMSTTEARFEMRBLIERERE T TMET 2.11.562 AR
¥/

gem install aws-sdk -v '>= 2.11.562'
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£ A Gemfile

N FEH Gemfile BEIRMBIMATE , B[ aws-sdk Gem WRIEMAIZE RN 2.11.562, Hla0 :

gem 'aws-sdk', '>= 2.11.562'

1. 8K Gemfile, WNRIFTE Gemfile.lock 34 , BN EMIBRKEH.
2. 1517 bundle update aws-sdk. BRIFZEHIRA |, #5217 bundle info aws-sdke

MNBEMBEZR S iREBE V2

EHE SRR INEZRNG  EUNRNARFERE V2 MENBEZE K, ATTRERT
AT A T 3 RSB M VI EB R V2,

HEEHMABUER V2 MBFEFimHl , BREERBLEASRRFEEFEANZE aws-sdk-s3 Gem kR
A 2.11.562 HEFRA,

(® Note

£/ AES-GCM & et , It E A ZNRIE 8l , FERBINR, X2H T7TRIEBNE
URRERINREITIE R

BiE V2 INZREFim

EncryptionV2:Client BEEFMANEE, X ANEERES , #HSM Encryptionv2:Client RHAE
B R EREN RO,

1. BAEMEEFREEZRHSETENABRTMBEE R, ELIEHMN EncryptionV2::Client
it , BEN key_wrap_schema M content_encryption_schema 2#E,

key_wrap_schema-fIREIEEFEH Amazon KMS |, M AFRFEIZE R : kms_context, MREREH
BRI FR (AES) Z4A |, MIMATUFHIRE R :aes_gcm. MBEEHRIEXTFS (RSA) Z4H |, M AT
Hi§EN :rsa_oaep_shal,

content_encryption_schema : G HIZE N :aes_gcm_no_padding.

2. HIEMER P IR HEE security_profile, ESIZE#H EncryptionV2::Client B,
EER security_profile #{E, security_profile SHRE T RE X IFEEFEAIBR V1
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https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/S3/EncryptionV2/Client.html#initialize-instance_method
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Encryption::Client EAMXN R, BRME : :v2 M :v2_and_legacy, EXHIT® , HF
security_profile iRE} :v2_and_legacy. v2 fGCER FTHMNARFT £

3. Amazon KMS key BRIA1ER Fa@ &I ID. £ V1 FEncryption: :Client , kms_key_idH
FRIBEF BN AREMRLS. Amazon KMS Decrypt call Amazon KMS B BAM ST EkIEH 3R

BUX &E B HFERMBIXIFREE L blob H, £ V2 H , e’ nCryptionV2:: Client , kms_key_id

W &#E LS Amazon KMS Decrypt A , MR EE5RATNMEN RN ZHAFEE , NEH

FRM, MRRBLUFGRE T NREREN kms_key_id , WELESEEFHZE
kms_key_id: :kms_allow_decrypt_with_any_cmk , EAE A get_object FHEE
kms_allow_decrypt_with_any_cmk: true,

=~ ERXIFR (AES) B
EBH

client = Aws::S3::Encryption::Client.new(encryption_key: aes_key)
client.put_object(bucket: bucket, key: key, body: secret_data)
resp = client.get_object(bucket: bucket, key: key)

T¥RE

client = Aws::S3::EncryptionV2::Client.new(

encryption_key: rsa_key,

key_wrap_schema: :rsa_oaep_shal, # the key_wrap_schema must be rsa_oaep_shal for
asymmetric keys

content_encryption_schema: :aes_gcm_no_padding,

security_profile: :v2_and_legacy # to allow reading/decrypting objects encrypted by
the V1 encryption client

)
client.put_object(bucket: bucket, key: key, body: secret_data) # No changes
resp = client.get_object(bucket: bucket, key: key) # No changes

=~ - 5 kms_key Amazon KMS _id —#2
a0
client = Aws::S3::Encryption::Client.new(kms_key_id: kms_key_id)

client.put_object(bucket: bucket, key: key, body: secret_data)
resp = client.get_object(bucket: bucket, key: key)
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TR

client = Aws::S3::EncryptionV2::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context, # the key_wrap_schema must be kms_context for KMS keys
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v2_and_legacy # to allow reading/decrypting objects encrypted by
the V1 encryption client
)
client.put_object(bucket: bucket, key: key, body: secret_data) # No changes
resp = client.get_object(bucket: bucket, key: key) # No change

R : 3% 8 kms_ke Amazon KMS y_id B1&)% T~
EEHE

client = Aws::S3::Encryption::Client.new(kms_key_id: kms_key_id)
client.put_object(bucket: bucket, key: key, body: secret_data)
resp = client.get_object(bucket: bucket, key: key)

T¥RE

client = Aws::S3::EncryptionV2::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context, # the key_wrap_schema must be kms_context for KMS keys
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v2_and_legacy # to allow reading/decrypting objects encrypted by
the V1 encryption client
)
client.put_object(bucket: bucket, key: key, body: secret_data) # No changes
resp = client.get_object(bucket: bucket, key: key, kms_allow_decrypt_with_any_cmk:
true) # To allow decrypting with any cmk

IBREERAER
WMRREA S2 MBFFIRRIMMER (MNTBEANNE ) MR, HEMALAE,

client = Aws::S3::EncryptionV2::Client.new(
kms_key_id: :kms_allow_decrypt_with_any_cmk, # set kms_key_id to allow all get_object
requests to use any cmk
key_wrap_schema: :kms_context, # the key_wrap_schema must be kms_context for KMS keys
content_encryption_schema: :aes_gcm_no_padding,
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security_profile: :v2_and_legacy # to allow reading/decrypting objects encrypted by
the V1 encryption client

)
resp = client.get_object(bucket: bucket, key: key) # No change

W 5i# S3 INEBFimE® (M V2 E V3)

® Note

MREFERANR S3IMBEFEF RN V1, MIARETEE V2 , RAEBITEE V3, T 5 S3 i
REFIRIZE (MNVIEV2)BXNVI EBE V2 Wi |, 3R,

AREBN A WA ER N AREF ML S 2 # #7764 IRSS (Amazon S3) Simple Service M % F ik A AR
K2 (V2) EBEIMRA 3 (V3), HBRNABRFEER/NIBIEHPHNTAM, V3 5/AT AES GCM UK
RAAAENAFEBER |, R LZ M H I IEBERARENR,

SR 2 RN

Amazon S3 I#EEFimsE 3 liREIA T HEBHAEN AES GCM , LUBELSH ., XM MBREE
AR BERARESR , HARNBRENTEYE, IBE V3 FEFANN , LEEBRIMIEPRE
BI 2 FF A R SR wT 1A R

EB D RANE

1. EFUAEFPHEEEFER. 8% , FEA T Ruby 8 Amazon SDK #9 F TR A 2028 B 4269 K F
BF. XFATIHEN V2 NBEFIRMBREH V3EFHBEANNR, MRENNARREAZ 4 SDK
Amazon SDKs , Il A3 A K FA SDK,

2. FMBEMNBEEFREIBE V3. —BA V2 MEE S in#lee =BG HER , B AU AR InE M
BEEFIRTIBEZEN V3 A, X SIEHE B i 3R AR LUE R 3 8y & P i L B T

MREE AN VI EBEI V2, WATETREE, WD S3 MEBEESiwER (M VI E V2) BXMN
V1 EBE V2 NEFEREEA |, BSH.

TR V3 BThEE

Amazon S3 IEZF RS 3 REIATH N RBREIEE | AEREMNHERAREN AES GCM, T fi#
XEPREN TAYMERRBENBRMNBHENRZEEEREE,
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S
AEBR

A R IR b2 B 7 i AE DN 2R AR AR IR AR A ) I AL BB A AR ARGE . BARAROE AT AR N R ReEE A
RAThNZEBENEBBRARITEE , NP LERERBHMBLR T,

V3 DNERE 7 i S 3 = AN R SRR I
FORBID_ENCRYPT_ALLOW_DECRYPT
LR B BRARENNRBETNE , ARFERANTERBHRETHINREITER,

- METH  E£RE V2 MENEEZEANNRETNE , TEBHER

« BETH  AUBBRERANTERBHAENZINR

« REFNE  BERFEBMITEARE , TRATER. CALKKNBENNRT2ZRTRARE
HEBRZE2RF, AFEFERES V2 MBTANREMEN , FEITBHEERA LR,

© MRAGFRBN  S3IMEFFIRNAAE V2 M V3 KLY A EUE A b R B I BRI X R

REQUIRE_ENCRYPT_ALLOW_DECRYPT
WRBEFERARARENNRHATNE , HATEANTEABZRERENH NI R ITHE,

- METH  ERATFEBHAREN AES GCM EABAREN N RFTINE,
« BEBTH  TMBEBRERARNTEABHERRNZOXNR , NTREDEREE,

- R FNKRIBTERARERY  MXEBARENNENRDATURE, XHETUETS
HEERZEENEEREEZREEE T,

o RAFRAM  ERALRBMNBENNRRER V3 M S3 MER iR V2 ST TR

REQUIRE_ENCRYPT_REQUIRE_DECRYPT
LR ER R AREN N RETHE , FERAEZERZARE MBI R,

- NEITH  EATFERPEEN AES GCM EAZAERENNREITNER,

« BETH  RESEBREAZAARRNEONR. SHERXERHAENER TREN R EK.

« REYW  ZERBINFIERERFNTEARERRERSRINZ2ME. REEERABRHAEE
NEATENKETEMMEHEFMBERFHREBEARE V3 25 , T EA LK,

o MRAFRAMN  EALEBENZENNRRGER V3 M S3 INBEF S imAY SR V2 SKILF TR, LR
EEIEREE V2 2 V1 BEFRINZER TR
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@® Note
EMXTEET , B%REQUIRE_ENCRYPT_ALLOW_DECRYPTERZFMGHAM , BRNKREXNH
SR BEARIEFTE RN L 24T, RAEREQUIRE_ENCRYPT_REQUIRE_DECRYPTEFAX
REEFMEZHEAFMEEFHREEHRE VI Z2EFTLEBE,

A X BAEN AES GCM

A R AIER AES GCM (ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY) 2 V3 H 5| A —f
MIMEEL  CEILEBERAREICRERETS M, THRHEZNTERBURMMNER , XTFHR
REBFEEEE,

B ENE £ EALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEYA[E

S3 MBRE I ERMAE A AES CBC = AES GCM , B8 BR4AKE , NIES 4PN HIERA
#ITZ, ALG_AES_256_GCM_HKDF_SHA512 COMMIT_KEY[EMMZIERMMBEE | HNEK
BATIHREFH. XEAMUFERGEEERRE S XTI NEREZRAHSBERERE RN ZH

MBRERARE  WEEREURERESXEFNNREERE , FEBBRATRNZR , AT
BERFARZLEINMIG R HEIERAF, ALG_AES_256_GCM_HKDF_SHA512 COMMIT_KEY@iI#54% 0
R BIE R 4A R AERR 2R 0 N ZR HA (8] {5 FA 1Y R 4R 22 4R SR B LE X R L 5

ARAFRA M

FEAMZHITRALG_AES_256_GCM_HKDF_SHA512 COMMIT_KEYREE®EE S3 tBZEFimm V3 32
MUK ZTHRER V3 K V2 WE LS ERAFITHE, SELIERZEN V2 BERRTEERER
MEZMIES . ALG_AES_256_GCM_HKDF_SHA512_ COMMIT_KEY

/A Warning
/B AMEZBIALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY ( @i fE
FAREQUIRE_ENCRYPT_ALLOW_DECRYPTE{REQUIRE_ENCRYPT_REQUIRE_DECRYPT#&
B ) , FERAEESEERENMENRNEFIHEEARE V3 B HF
V3 XA ERA . REARXFLEN V2 & ims =B E A mZe 5t
RALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY , I fi# %54 5 M
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EXBERESD |, B LAEHAFORBID _ENCRYPT_ALLOW _DECRYPTHIERREMLENEZR M

PAALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEYEAT R V3 & imisEVE A 240 & InZr Xt
Roe XREHT ML IBERE , BULLEHRFAEIREES , ARYHREI6FERZAREFITINEG,

BB E P im AR

V3 MBEFWHER V2 BEFRIRRIAT X FNMBEENZAREIIE, TBNE—T2E V2 BEER
P EHT R A BASEER V3 XS &R A Amazon SDK for Ruby A&, ERLSERE , BN EARFH V2
EPImNEEB@BRERER V3 NEEFiRNZRNNY R,

EREE V3 B (fE
FAREQUIRE_ENCRYPT_ALLOW_DECRYPTZREQUIRE_ENCRYPT_REQUIRE_DECRYPTZ % I HY & /=
i) MBHANR , BREEA Gem MRAS 1.93.0 HEBIRAE. aws-sdk-s3LARAIHEM B HKE
fR#EM AES GCM IR R

FNFBEWTITRE aws-sdk-s3 gem WIE , HFEARKNETRIEIREE LR T HIERA 1.208.0,

gem install aws-sdk-s3 -v '>= 1.208.0'

£ Gemfile

X FERA Gemfile BEEMBXRMWIE |, B G aws-sdk-s3 em HREMRAIEERN 1.208.0, 40 :
gem 'aws-sdk-s3', '>= 1.208.0'

1. IEHEH Gemfile LUE E R KIS,
2. i21Tbundle update aws-sdk-s3EF gem.
3. ERIFEMMA |, 51217 bundle info aws-sdk-s3,

@ Note

EMISFRASE , EURH V2 MBEFF IRFREGHEEZR V3 EFRNIZENNR, ER , i
TIRFSEER V2 EENFIXNRETME | EFERBT —HWmdHEER R V3,
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MNZEMEZRE S iREBE V3

EHE SR AREGT N INEZRNG , EURNARFER N V3 MENBEZE K, ATIROER
BT A R M V2 TR E V3,

HEEHRBUER V3 MERFRZA , FRREERBLERSRZREAEANR aws-sdk-s3 Gem
FRAS 1.93.0 HESRA,

(® Note

£/ AES-GCM ﬁ’iglﬁ EFREABRZNBE 2N , FREEMNIR, XN TRIEAMNE
URRERNNREITIE R

BLE V3 & im

V3 BEEFEFwmSIATHNEELEN , ATEHBHRETHINDEREME. THXERTXTRINE
BEXEE,

A BUR

Zcommitment_policyZHiEHINE R P iR NZ M F R REH R MALERARE, X2 V3IEF
i Bx B B R EL BT,

« :require_encrypt_allow_decrypt-FAZBARENHRNRFITMNE , HATEASLTERAE
AARERENR. XRIBPHEFZFRE K RATTLUERETFNRNZSYE , BNARBFEINE V2 R
BmEERA M,

« :forbid_encrypt_allow_decrypt-EEZFAAFENAMEFNR (FEAV2EZE) , HATE
ARTEABARERENR,. AEEIBHEZERE V2 MBETHN , fINRELE P gt T AR
V3 BN RE , TEALIRE.

:require_encrypt_require_decrypt-EABAREMEZFINR , F BRXATFHRZRFERARAE
BENBENNR, REECEAZHAARENMENKRETERTNEZEHAFMEERHHEARE V3 ZE ,
FERARE,

ZEEEXHF

Zsecurity_profileZHRERBXFEMHRERANMEE S HEANNR, ESHBXTEIT
BHRFREFLOEREEEXREE,
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« :v3_and_legacy-A¥F V3 BEFRMAZR V1 M V2 IBEFEFHNZANR, EEBHEFEALIR

B ARG V3 B im A SUEIAT R I AR BN R,

« VI-NAW V3 EFIRERE V2 MBEFEFRNENXNR, MRECSLFME VI IREBH V215

f

o

N, BEEARIRE,

WMRRERE , WEFRFNEZEH V3 EFREMBHNR. NREATAFEBNRNFRARFT
Ko

R

Zenvelope_locationZHREMHZTHE ( BREMBENEEZE ) WEEALE., LS L
XNHRZ AES GCM Ry , HERZHAE,

« :metadata ( BN ) -“FMNZEABIEFHEE S NROTHBTEFLD, XERERIATH , BWEASZHK

AolFER, FRATBEEMN , TERAREN AES GCM TEH-
sinstruction_file-HEZEABEFREEETEHEESBN LM SSHR (ESXH ) A, #
RiRBAX 4R, wEZAEEN AES GCM AR MEZENHFEFZHEEER, NMREEEFHEAE
NBEZARGRENTNZSH | FEALIRE,

AR} :instruction_file , BAILUERIEEinstruction_file suffixSHLUBENATES
XHENROER. BRIABR N, .instruction

AT a2 A N B I D T

EEBERES , FEBATHEENEEXRE

1.

HEH R
Ecommitment_policy: :require_encrypt_allow_decrypt®security_profile: :v3_and_

XAFEY V3 BERIREAZARENZEFRNR , ARHDAEBBRZMENEN V1 M V2 TR,

FBFEESRE | G

FAcommitment_policy: :require_encrypt_allow_decrypt#l , security_profile: :v3_an

NEFNERRZEERHARRPEOXNR,

. T@@ B V3 REFIT  AEEERAZAAEENRMNBEMENRABLEFTBFEEZEZM VIN2Z XHRZ

B, BA A LUEE Y E| commitment_policy: :require_encrypt_require_decryptFil
BRiZsecurity_profileS# ( & :v2ME V2 WRMAEE , NHHERER ).
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¥tFenvelope_location , BREFHMENEM G L ( :metadatash:instruction_file) ,
BMRIELCEEMVERENEHTER,. NREBYIEEFEATEERR  HEFLERETEEHEAEN
AES GCM W8I Z M | M LAY S instruction_file , B¥EE , XNEEEH A IEE
XL R E o

Mn#EMEREFRIEE V3

EHME SRR MBERAG , BN ARFERN V3 NENBERE iR, AT REEER
T A R M V2 R E V3,

£/ V3 INEEF is

T8 (V2)

require 'aws-sdk-s3'

# Create V2 encryption client with KMS

client = Aws::S3::EncryptionV2::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context,
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v2_and_legacy,
commitment_policy: :forbid_encrypt_allow_decrypt

# Encrypt and upload object
client.put_object(bucket: 'my-bucket', key: 'my-object', body: 'secret data')

# Download and decrypt object
resp = client.get_object(bucket: 'my-bucket', key: 'my-object')
decrypted_data = resp.body.read

TRHE (EROEREMEH VSI)

require 'aws-sdk-s3'

# Create V3 encryption client with KMS

client = Aws::S3::EncryptionV3::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context,
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v3_and_legacy,
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commitment_policy: :require_encrypt_allow_decrypt

)

# Encrypt and upload object
client.put_object(bucket: 'my-bucket', key: 'my-object', body: 'secret data')

# Download and decrypt object
resp = client.get_object(bucket: 'my-bucket', key: 'my-object')
decrypted_data = resp.body.read

EBE (V3)

require 'aws-sdk-s3'

# Create V3 encryption client with KMS
client = Aws::S3::EncryptionV3::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context,
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v3,
# Use the commitment policy (REQUIRE_ENCRYPT_REQUIRE_DECRYPT)
# This encrypts with key commitment and does not decrypt V2 objects
commitment_policy: :require_encrypt_require_decrypt

# Encrypt and upload object
client.put_object(bucket: 'my-bucket', key: 'my-object', body: 'secret data')
# Download and decrypt object

resp = client.get_object(bucket: 'my-bucket', key: 'my-object')
decrypted_data = resp.body.read

V3 WEERXBIEFcommitment_policySHERmM, HEHIZE
H:require_encrypt_require_decrypt JHRFEABARBENFIXNRIHTME , HEEF KX
FREFERBARENENNR , NMERREM | BHLEBERAEENR,

Bput_objectEFBAGRIFAE, MERLERYREHRETFWASEKEN,
H Rl

ATHREB/TAXBEIBZSNEERTNEMRE  XERFITRERE V2 B V3 IBHRRER.

FMBRNFEZ T ImIBE V3 364



Amazon & F Ruby B9 SDK FERARER

BEeXMHFExtEEE

S3 MFREFF IR LR INE THE ( SRNENGEEZR ) FERERNMTENNE : £ SSHRHVT
BERKPH BN ES X, FEAENEESFRPLN RZRT EERARERTH AES
GCM,

TRERE (RN

AMINERT , INEFF IR INE THEFEE S3 XN RN THEIRLP. IRASHAPNNEELE
AACLKHNERHEERNR—ERE , A RTEEETEEMNETXFIR.

require 'aws-sdk-s3'

# Create V3 encryption client with metadata storage (default)
client = Aws::S3::EncryptionV3::Client.new(

kms_key_id: kms_key_id,

key_wrap_schema: :kms_context,

content_encryption_schema: :aes_gcm_no_padding,

security_profile: :v3_and_legacy,

commitment_policy: :require_encrypt_allow_decrypt,

envelope_location: :metadata # Explicitly set to metadata (this is the default)
)

# Encrypt and upload object
# Encryption metadata is stored in the object's metadata headers
client.put_object(bucket: 'my-bucket', key: 'my-object',6 body: 'secret data')

FRATKRIEFEEN | TEBAREN AES GCM T ERATMENHIERAE, BR , F
Fcommitment_policy: :require_encrypt_allow_decryptEAt , REMZENMAZ =T HHA
A :require_encrypt_require_decrypt.

BT X

HE , LURNBEFREENFNETHREFEER N IES XA RN S3XNRP. # V3 FE
RN, MENBEZAZHERAREN AES GCM R , NREIAAN L2 |, BHiEEK
FEEAREN,

require 'aws-sdk-s3'
# Create V3 encryption client with instruction file storage

client = Aws::S3::EncryptionV3::Client.new(
kms_key_id: kms_key_id,
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)

key_wrap_schema: :kms_context,

content_encryption_schema: :aes_gcm_no_padding,

security_profile: :v3_and_legacy,

commitment_policy: :require_encrypt_allow_decrypt,

envelope_location: :instruction_file, # Store metadata in separate instruction file
instruction_file_suffix: '.instruction' # Optional: customize the suffix (default is
'.instruction')

# Encrypt and upload object
# Encryption metadata is stored in a separate object: 'my-object.instruction'
client.put_object(bucket: 'my-bucket', key: 'my-object', body: 'secret data')

# When retrieving the object, the client automatically reads the instruction file
resp = client.get_object(bucket: 'my-bucket', key: 'my-object')
decrypted_data = resp.body.read

fFArtenvelope_location: :instruction_file , MBEFIKSSIEFED S3 YR :

1.
2.

MEZNBTEXNR (Hliiny-object )
TEMZETHBENE S ( Hlmy-object.instruction)

Zinstruction_file_suffixZHAWLBENATESXHENER. BIAENR
.instruction.

et fE A BT 0
s EXRZBGRPQQ@ ERATHERE, ERLTHREE , RANBETHEQENR—EE R,

HEEEENKRABBEAPHEEZRNBZABRBESNENRD T , FQQ@ ERESXHEFE, &

AR, FRAESXHZEEEERD SSXR (MBEXNREEESXMH ) , T2 —1

/A Warning

MRERMTHEFREINESXAFE (R2TR) , WEAFFELTEZEENESIREE
REEAIBF#EIENBENIABEN R, FARAXNFESEARENRARER BN — 3,
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A 18 %
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