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{ Amazon SDKs M1 TEZZ1EM) P ERENAR

% SDKs TEBTHENRITAEIHAZTERAZT —LEHFNIEE,

AIEEEEEXRUTARNER :
« £3EE& Amazon SDKs I TE— tfafE AL ZEconfigfcredential sXHHIFELT ERE E
Amazon SDKs f1T &,

- AT EHITEHIIE Amazon SDKs i 0l — BE SR T EEMEHFF & Amazon B 704
HITHM®IUE, Amazon Web Services RS

* Amazon SDKs I TERESZE - FIEAATEHARIEMEENITENIRENSZE,

« Amazon BRIZ{TH] (CRT) FE— JLFFiE SDKs AR LAE AW HZE Amazon 2178 (CRT) B
BR,

» Amazon SDK F] T B4 B BHZE Amazon BT X EH (SDKs) MITE ( BREBII MYEH
(IoT) ) SDKsHI4Ed SRS MR A ZFI R EEER KRB < R,

X Amazon SDKs MITESZEEMEERNEA TS IR SDKs NERE, BRILLRENEMESR
S, ERERGEEERN SDK R TENIEREM. ATR SDKMNIE  HPaaFEmPHEx
MEES

MBHEEESEHR : AIERmAPESEHEXNEBDE -
« {FfA SDKHKIE Amazon SDK M T B 43 R
« Amazon Cloud9 £ BBELE Amazon SDKs f1T &

* Amazon CDK

FEAMN T EHITH MU Amazon SDKs i a]

* Amazon Toolkit for Azure DevOps

» Amazon Toolkit for JetBrains Amazon SDK T A4H BIE

 Amazon Toolkit for Visual Studio

 Amazon Toolkit for Visual Studio Code

» Amazon Serverless Application Model

» Amazon CodeArtifact

» Amazon CodeBuild
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et

MBHRIEEMFER :

s BXTUHEBEFEANAREFN T ENER Amazon |,
¥ Amazon EiEH T,
« % Amazon RiE , {52 {Amazon Web Services ALK SZFE) BHIAmazon 1AL EK,

- BRXENEER B

Amazon CodeCatalyst

Amazon CodeCommit

Amazon CodeDeploy

Amazon CodePipeline

Amazon CLI

EAT C++ 9 Amazon SDK
EAT Go 9 Amazon SDK

EA T Java B Amazon SDK

& A F JavaScript B9 Amazon SDK
& A T Kotlin #) Amazon SDK
EAT .NET 8 Amazon SDK

3B AT PHP # Amazon SDK
& F Python (Boto3) B9 Amazon SDK
i& T Ruby By Amazon SDK

3B AT Rust 8 Amazon SDK

& AT Swift # Amazon SDK

Amazon Tools for Windows PowerShell

RiEr P EEMXE A

£ B iE Amazon SDKs 1T E

FRMIEHRITEMHEIE Amazon SDKs i 7]

Amazon SDKs 1T E&RES &

Amazon BRE1TH (CRT) E

Amazon SDK F1 T B4 BIR

Amazon SDKs # “T B” R4 45 /E HA
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<+ BBliE Amazon SDKs flTE

£/ Amazon SDKs fHE fth Amazon FF & #& T & ( #l Amazon Command Line Interface (Amazon
CLl)) , A LLE Amazon IRFH#HITRRE APls, B2 , EZHMTUHIREZR , XAFEAMITERN
BREFMBEMEEREE SDKHIE,

XEEEEGELUTEM
« 05 APIWERAFNEIEEE. RIEATINERE Amazon RE|AHER, FEHES Amazon
BINENE R , HAUUR RS ZHXWINRERE, RE , A UBRE R FERITELIRE,

- HihEEFMESR , BT EH Amazon CLI 5 SDK IMA4LBiER, FiEREEZ D@L ( ZEBIHAS
Amazon RFwm R ) AR M EER RS R,

B/ SDK T EHXFZIKR , BAUEAXERFEREHAENFTIEINEERSE . BEXREFER
SDK ST EFIMAR , BH4HMSF1Z TR SDK B4 | w4 7 @A ER %5 %,

{ER , Amazon SDKs I TEXIHRBASUANEERRNERARE. ATHITBUATER !
£

« R X ZconfigMcredentials X ££3# 174 B EE Amazon SDKs F1 T &

B A E i H Zcredentials X4 config Amazon SDKs #1 T BV &

- EAMETEHRITLREE Amazon SDKs lITE

- A JVM ZEEMHTELREEN ERT Java B Amazon SDK & F Kotlin B9 Amazon SDK

FRAXZconfigflcredentials S # it 1T2HE E Amazon SDKs
MTE

H# = Amazon configflcredentialsX# 27 Amazon SDK R ENEEEHRIINEENZRERA
o

HEZH config Ml credentials XHBE—4HBEEXH. IENH R —ARBENEARNEERE
Amazon SDKs , B§ Amazon Command Line Interface (Amazon CLI) MEtt TEFEH, F&l B & M
BIFE S, LAEEE SDK/tool AN EAZEENHHNELFE, XEXHR HE N, hixL
EXNEMNARE. #ER SDKs XA F WA E & A F 0,

HE config XH#HH credentials X# 3
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HEconfigXHMcredentialsXHERAX AN H |, REE ASCI FHF (UTF-8 fwi5 ) . BAIER

7N\

RBEHRN INI XHHHR,

B B M A

HEXH config M credentials FHRESRHENEEXHHEXEK, TUEZXGFELSME
EXH , NSIBFERRFRAEPNANTERERE,

MRREERFENDE [default] BENXH , NZEEXHESH SDK A TEREFRANE. £
AU EEIMMNEE XM , BUIREHARS| AXEEREEX S, SNERENXFETURENAREF
BENFBRFEATENRENE,

(® Note

[default ] RE— MRS ENEBEXH. HEEXHZAFUGENdefault , BENMRA
FRIEEEBYA  NER SDK FRANRARE 4, BT L REHREEHRIA
. MBHE [default] BEXATRETREE  ARECSRETHPAMEE Nk
ERGERET N T AR BEAE.

RE WA BB

[default] BEXHAMS N R BEENHAUER M X4EHRLEF, EANTRENRERE SDKHT
BHEETABMHEARENHPRNEMFIRE, IAETTERBPHEM Amazon CLIR R HikEF
B & XX Ao

B EEULTEE — KB E L IHEE
AWS_PROFILE-INEZT &

HERREEBRENWEEEXMHH “BRIN” 8, A SDK KB Amazon CLI sh S EAZEE
NHERRIRE,

Linux/macOS BE tr T TIREFETEN R :
export AWS_PROFILE="my_default_profile_name";
Windows B G S {TIRERETEN RH

setx AWS_PROFILE "my_default_profile_name"

BB


https://wikipedia.org/wiki/INI_file
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aws.profile : JVM REE M

3F JVM EEATF Kotlin # SDK &M F Java B9 SDK 2.x , &AILLIEE aws.profile REE
., Y SDK QIBIRSEF iRt , FaEAWEREXPHNRE , EZREERBPHEENE
RERA. EAT Java 9 SDK 1.x FXHILLREE K.

(® Note

MRNARFUTETEMNARFNERSSHEL  BRINBUESKREAEADEREEXHM AR
N BN . HMREHWEM Amazon NAREFEHE BIREMINEEX 4 , AEC2BEH
T, At , REMAEH T HENARFHNRINBEEXHY , NAELELEPRREMNAR
Fo ABIEHIXTER , FEHLEN config XMHFEL—IMRBEREXH , RARERBF
REZGEEENH M\MENABRFPERAZSBSEEXH. MREMNEHEEEXFE
RERZEENNARERF , WA LERTREEER JVM RERURREZGEEENH.

Be B S AR AE =

config XHFAAZANTH, TR NADENRELS , C-EFEIETE —MELTN L.
config XHREMUTHRB LA -

« BHWAEREIRMA setting-name=value 1 —HBH=,

« ABEEUAASZEN (#) FARERET.
LES:]

TEMRFEMNATREESHNT. TENTURES ([1) FANEE. FESRE-MTRER
RRFMZTHBEENL R, TUAERAFE, BF. BEFFF (-) MTH% () , BFEEAZER.

KA : default

=+

TWEMNAITRA : [default]
[default] RHE——NTFEE profile HHRAFWE E X4

THHRBNE—NE [default] BEXHHER config X, BRE TregioniRE. %1T72F
WA REH TS ZEEXHF , BEFEES M TEX AL,

BB E R 5
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[default]
#Full line comment, this text is ignored.
region = us-east-2

TENITRH : [profile dev]

profile WEXTR—NMNEAUNAINFTRAFRZIZSNBERESH,. BEEFE THaBEEXH
FS A EX TEEXHVED

UTREBRT —4N%H profile WENTMw BB EXH foo By config X, ZITZEWNAE
REHIEZWEREXHF , BEFERS NPT EX AL,

[profile foo]
...settings...

HERERHCHBRETFREA , fIMLTROPH s3 REMFRE, BIRE - ISP ERFETF
RESAMKEK,

[profile test]

region = us-west-2

s3 =
max_concurrent_requests=10
max_queue_size=1000

KA : sso-session
TEMXITRY : [sso-session my-sso]

sso-sessionFPENITWE 7T —HIRE , FFFHIX LR ERE BB E XA Amazon £
Amazon IAM Identity Center, BEXEEL[LEREORIINESELR , F5H £/H IAM S4H0
¥ Amazon SDK I TE# T HHKIF, BEX4ESBEXN4#EE sso-session 1 , HH sso-
session 2FH , BH sso-session TEMZEME , M sso-session = <name-of-sso-
session-section>,

DUTFRBIBEET —MNEEEXH , ZEEXHHER ‘my-sso” IS EIRE
“111122223333SampleRole” Ik~ H " IAM A& EH Amazon iEH, fEprofile®H , £/ sso-
session Z4AR ARSI A “my-sso” sso-session i,

BB E R 6



Amazon B FATEGNIE SEE™

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

KA : services

TEMITRY : [services dev]

(@ Note
ﬁservices%ﬂﬁiﬁﬂ&xﬁfﬁﬂg ,\“EIEM HENESTEHLHENITES SDKs ATA, E
§EEEIJJ§E%?§§EFH F &8 SDK , 25 Support Amazon SDKs by f1T E LA T BEREEE
B9 3% Ao

servicesHENITHAE T —H N Amazon Web Services RS FREBBHEN KRBT aNiRE.,
BEXHETREXNEEES services T, HF services %41 , 1 services TEHEME , fi

il services = <name-of-services-section>,

ZservicesEpmn it —F L <SERVICE> = 1T /N7 , HA<SERVICE>ZE¥r Amazon Web Services
BR%5 iR%. ¥ Amazon Web Services IR IRFFE T API B E | FFrEZi&serviceIdER AT X
%, AEMBEFR/NE, BX services THEFANMERSIFRAFTEANSIEK , BSRABETR
SWim SRR . REFARZHAEHERRENRE , 8MRERMKT , BHANE

LT RBIERAservicesEXREEwR , €£HEXAT @ Amazon DynamoDB RS & HHIE Ko
f£"local-dynamodb" services¥H , FfservicesZHAR B 5| Aprofile¥, ¥ Amazon
Web Services RS iIRF# A 2dynamodb, Amazon DynamoDB RS/ T WM& BEFF tedynamodb =
. FHERNEMEHTHIERZ/NITH , FHEATZRSF

[profile dev]
services = local-dynamodb

[services local-dynamodb]
dynamodb =
endpoint_url = http://localhost:8000

BB E R 7
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BXEEURARBNESES  BSARETHRSHHEA
ANS G g L

credential sXHHMNBESconfigXHEMNIER , E—NTFRRREXHBLT2UE
WprofileFk, EARSZANEAREXHEMEE, UTRIIBRT —NMNrEBRREXHT
foo Wy credentials X4,

[foo]
..credential settings...

REUTHEARNBH RBBNIRE S EEFME credentials X

A : aws_access_key_id, aws_secret_access_key flaws_session_token, REHAILUF
XLERBRIEREZM config X#H |, BERMNEBUEFXEHBNEREFEELINN credentials X
., ¥ WBEXE  BUURNENXHRESEIHNR,

TEHRBFANE—NE [default] BENXHMWER credentials X, TRIERE

aws_access_key_ld‘ aws_secret_access_key # aws_session_token £F/iRE,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZ21uX2I1QoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

TIRBTHE credentials X EAMEREXHER default” , M EMIREH NS config
X4 EEHRER M HEMNEARESEH. URANX4HBEREZHEEMNEEXHHNEIL ,
MU AP B4R L 5o

BRMELHLZcredentials X Hconfig Amazon SDKs flIT &
R VAES

credentialsX 4 Amazon configfXH R A AR #H , HFEE Amazon SDKs M T ERE
EE Bo REXHMNTENAMIFESD , B SDK KBHEZFRFEZITH Amazon CLI 55 B3I fE
M. il , FE8 2 iTE Y LS Amazon Elastic Compute Cloud 3241 EFF & B,

Y SDK HITEZE T , FEREXENHHNBAETANKERE, MRXEXHEHRFE , U
SDK S T E 4 Az 62 —NEA X .

RANBRT |, XEXHATERN home AP XHRTERN . aws BXHEAF,

FAE AR 8
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BERS XA BRIALE R B
Linux  macOS ~/.aws/config

~/.aws/credentials
Windows %USERPROFILE%\.aws\config

%SUSERPROFILE%\ .aws\credentials

x B R

~ RE TSR T AT B REH -

. ENBENTFR

. BRI/ SFARENI WG, 7 Windows |, ~/ 7 ~\ HEBFEEE .
EREXERN , RELREUTEE :

(FAE¥A ) HOME IFET 2

« (Windows ¥ & ) USERPROFILE ¥} EFZE
( Windows ¥ #& ) HOMEDRIVE #1 HOMEPATH B2 2/ &iE ( $HOMEDRIVE$HOMEPATH )
(E , BIE SDKRIE ) BET SDK R EN EHREBITHHBHEE

mERE , WRERBRALEETAHAFNEBR (HIW , ~username/ ) , NSFHEHBWNEERNWAR
BWERHBBEF (HIW , /home/username/.aws/config) o

EXE R RIAMLE

SR AE R B\ T HE— 5355k % SDK T B MELK L H L,
ERAREEE

AREU TRERR , XA EREHARANEE SN B ENE -

« config XHFEZEE : AWS_CONFIG_FILE
« credentials XHEZEE : AWS_SHARED_CREDENTIALS_FILE

X B BN °
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Linux/macOS
EAI LA AE Linux X macOS LEITU TS Hn B RIEEZALE.
$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name

$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/
credentials-file-name

Windows
B LAUBE 7E Windows LiZ1TA Tsetxtp B RIEER AME.
C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name

C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name

EXFEANETERERENEZEE , BSRFEANELZEHRTE2FHEE Amazon SDKs M T E,

FAH JVM RERB M

FFE JVM EiZTHER T Kotlin 8 SDK LARERF Java B9 SDK 2.x , A LAEFIRELLT JVM
RERY  FXEXHNNVNERBEHNRINEERXNEENE :

- config X# JVM R4 B : aws.configFile

« credentials XHHEZE : aws.sharedCredentialsFile

BXWMANHEE JVM RSB MM |, B3 [@the section called “t{aE & JVM REEM". EATF
Java ) SDK1.Xx FXEFXEREE M.

FEARETEHITEFABE Amazon SDKs fl T &

HEZERHT S —MEERAN T EEERRBILT Amazon SDKs MERN T E, FMEXEHERE
MARFENM R BREXHFIHRHRENRAEEXHEESA, ARASHUIFNNELTENIIR
SDKs , EZRHEEEFIK,

IRTAY 4 STl 7

- MREHEARBETEREERE , MZEBFEEMHEE Amazon configflcredentialsX#H
HY B & 324 I ER AT 1B

FELE 10


https://linuxconfig.org/learning-linux-commands-export
https://docs.microsoft.com/windows-server/administration/windows-commands/setx
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WMREE Amazon CLI S TITHEASHKREERE , NZREFNBEEREXHFFHENIREE
LB X VR ES

IR ERREE
TEANRANBEMATUHRAAF REFEEE,

Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

$ export
AWS_SESSION_TOKEN=AQOEXAMPLEH4ao0AHOgNCAPy. . .truncated. . .zrkuWJ0gQs8IZZaIv2BXIa2R401gk
$ export AWS_REGION=us-west-2

RENRZECERNEANE , BER Shell 2FELERFETEHZEBRENHME, BIKE shell
MESHAPRELTE , JETEBERRNSFEFRETR.

Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

C:\> setx AWS_SECRET_ACCESS_KEY wJalxrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

C:\> setx

AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk
C:\> setx AWS_REGION us-west-2

B set REFEBELTEQCTRFANE , EFYIWTTRIAFRIEER , IEEIENZTERE
REME, FH setx BENR BT EAF NI SRR AENETZT S R ENMAET SR
TRHSERFERANE, EX FMEETEZGSRNELXZTHWEMEG S shell,

PowerShell

PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
PS C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
PS C:

\> $Env:AWS_SESSION_TOKEN="AQoEXAMPLEH4aoAHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401

PS C:\> $Env:AWS_REGION="us-west-2"

MRAE PowerShell RRFLRBAREE (WHENRANT )  NEAKESH LEHRL
RERRFZE. EEHS EE&EEFﬁ*ﬁ‘éﬁﬁ PowerShell s TR AFLXFEFREFE , &6

PUECIR g2 8: Ry = 11


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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AE4IERTHNRENARFTHEHEE, 3E , SUUBEDNTERNEEH PowerShell P A&
B RAFTERRKN PowerShell £FRBIZETE, EXFHTETERELERENETENE
ZEER |, iESFPowerShell 34,

ERFHHREREIRE

MREFEALTRSBREATH R , WEFEMREMZTZENET, RIBFENESR BN ERXLE
BAEFEITHRBEATANRKBRETNTRMEERE , XEFHRELL

f5lgn | fEA Amazon Lambda , BRI LIEHFRENETE, BXFMEERE , ESHE (Amazon Lambda
FEAGEEY) B EH Amazon Lambda FETE,

EERFZHERF , BEUERRRETHWREERHATH serverless.yml XHHIEE SDK IFE
TE, BXiZ serverless.yml XHWEER , BZHRLRSH|[ER XTI ENPEEERE

ZREEABHIFRRZERRIPELE , B - LEXEABTHRE , flE ELNSTRHREHE
L8 B Lambda iEXKHNEE, FSHLEANFARSFNE A XY , MAENALERERTEUARRR
FHEAER S,

FA JVM REEHFHITEREEM FEHATF Java B Amazon SDK
FE AT Kotlin 8 Amazon SDK
M RAE MM T B—RAERIEEE JUM L£551F SDKs MEEEAAEIE . lm S8 F Java

Amazon SDK . &A T Kotlin #9 Amazon SDKEX XM JVM REE M FIEK SDKs , ESHE
B2 E,

IRT A 4 ST

- MREEFEH IVM REBMRIEEEMRE , NLBENRETEPRINWNINEEZMN AWS config
M credentials XA NN EME,

- MREFARETEEEEMRE , WBENLZM AWS config M credentials XHH N
MY EfAI{E
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https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.amazonaws.cn/lambda/latest/dg/configuration-envvars.html
https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
https://docs.amazonaws.cn/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.amazonaws.cn/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html
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BEREIT

/A -D FXAA java BORBEIHHITRE VM REEM. BRIEERBHERBZZE , B
TS RRE RS EFiH#H{T Amazon Web Services X8 £ REtE.

java -Daws.region=us-east-1 -jar <your_application.jar> <other_arguments>

MRFEREZN IVM REBMY , FZRIEE -D Ko
ERAMRELZE

ﬂu%ﬁ%iﬁiﬁrﬂﬁnﬁﬂ% JVM RizTRAREF , WA LAfEA JAVA_TOOL_OPTIONS RiEZ 8 KER
B DTk, XfhEEXNTFE Java iz 178 EZ1T Amazon Lambda BB EBRA R JVM Hiz1T71X
BEBTIEEEA,

BRIECENRBFPABBEZZE , BNEUT REFRFIE RS ZEF w17 Amazon Web Services X5 &
BiE,

Linux, macOS, or Unix

$ export JAVA_TOOL_OPTIONS="-Daws.region=us-east-1"

RE E%EEKEFHE’JE EX Shell 2 EERUETEFZEEBRENHME, BT shell
E’JFZ;’JHHJZIKEF&E , AIEZEBERKRNSEPREETN,

Windows Command Prompt

C:\> setx JAVA_TOOL_OPTIONS -Daws.region=us-east-1

A set REFEBELEQCTRFANE , EFYIWTRIAFIEER , IEEIENZTERE
NEME, FH setx BB REERCERYIBSTRIAFRENEZETZG S EAENFETSR
TESERFERANE, EX FMEETEZOSHNELXZTHWEMEG S shell,

EE1Th

B L ER LT ROIFTREY System.setProperty A% , BIRBEETH LIRE JVM REE
8

System.setProperty("aws.region", "us-east-1");
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https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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/A Important

B JVM RERE M EMIEL SDK BREFFIRZBIRE , BN RS & i AT e fE A H At
E.
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FERAMN I E#ITE BRI Amazon SDKs fif (4]

EFF X S Amazon DK R ARRFREAEFE A Amazon T EEF Amazon Web Services IRSS , %I
ELENREHETENSHRRIE Amazon AR, BB FAEMNAREEX Amazon BRI RIZ 5]
R, EAREURTFRBEITHIREN A Amazon 1R FR,

DUTSamMBEITREEEN -y, XEWKE , BIMEMEEESRNEZEcredential s X4 Amazon
config#I3X ¥ , 8K Amazon SDK ;T EF B XU HERZE BRI %,
EEREMNAREFREB ARG E

R — M5 ERRKIE SN BARER A Amazon H AR,

YRR E1E Amazon Web Services RS ( HlIILS# EC2, Lambda. Amazon
ECS. Amazon EKS & CodeBuild ) iz {788 ?

MRENRIBE LZ1T Amazon , MIERA LB RBEENNARRF. fl0 , BRRENNAREFE
Amazon Elastic Compute Cloud 3% , #EE —NMZERXEHN IAM A€ , NIEHWNARFNS
BEIREUEIE. BE# , NREFEH Amazon ECS 5 Amazon EKS &8 , MIASRNETHRIEB I LLZ
SDK WA R E 5 B RENZ IAM B BB EIL,

E7£ Amazon Elastic Compute Cloud 3241 Fi=1T4888 ?

A IAM A3 EE R Amazon WM AREFH#HITEHRIUE EC2 - A IAM &1 Amazon EC2 354
tREMEITENNARR,

YRR TBTE Amazon Lambda EEREN 2

YRGB Lambda AT , Lambda 2812 EERENRNHNITAR®, AE , Amazon #HHF AT E
SR ITEFEZETHEN Lambda W THE B A NZE| Lambda B IAM B,

EHRBREEEL P MRR[RS (LI EC2 L5 Amazon Fargate L & ECS k) ?

FERESH IAM A&, BXNEE—MESAEHE Amazon ECS FF5EVHIEEZAR, AE
Amazon SDK i T E 4 B EREZTHE Amazon ECS T#HiEL BAESH IAM A&,

E 7 Amazon Elastic Kubernetes Service Fi= 1T ?

RMNBWEFEH Amazon EKS B284 514,
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https://docs.amazonaws.cn/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.amazonaws.cn/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.amazonaws.cn/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task_definitions.html
https://docs.amazonaws.cn/eks/latest/userguide/pod-identities.html
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EE  MRBINAERZKFE IAM A (IRSA ) AJREEESEBMIMSEER |, i55H (Amazon EKS A
P PR EKS BEE4A 54 IRSA,

R BIEIZITS Amazon CodeBuild

BXEER , BSAEHETEHIERK, CodeBuild

E £ H it Amazon Web Services BREFIETRE ?

B2 F % Amazon Web Services FREFH T8, HRE LE1TRIEBE Amazon , SDK Fifig iz
55 7T LA B 3 79 YR IR BN il 4

BRORBINAREFHETES IR Web AERF ?

NREEEEFRZLANBINABRFHETEF IR Web NAERF Amazon , IBHR KR NARE
Fr, EHBEBER Web BXE S HRIEFSERIGE Amazon Z2iIEF.

FIA Web BRE SHRIE , EFLAEEREEENEZABIEEECWAFR M. Bk , NARFAR
AIAERAANBHNISEBIRME (I1dP ) ( HI70 , Login with Amazon, Facebook, Google SR{F{AE it
OpenlD Connect (OIDC) AW 1dP ) BF, I BRSMRIETE , AR Z TR N MRS
PR IR Z£iIE$H Amazon |, ZIEPEENER SR ERERLN IAM A€ Amazon Web Services IKF o

ETHRUOMNEN SODK R TE#HTERE , BSH RIgASEHAMNSE F 4 OpenlD Connect # 17 514
ISUFF T E Amazon SDKs,

BXBHNAER , HEER MR Amazon Cognito, Amazon Cognito £ & EIEFREBREFH NEST
BRFZHAEEHRIETE, BXEZEL , H5H IAM AP EREF KN Amazon Cognito i F B3I M
AR,

EBEERMFRZEMESITREE ?

BMNRWUEAES S ERERTS BRI Amazon SDKs MEATE,

EETREBNRESDRILREZE , £ Amazon B ERERFAF X ITE (0 CL Amazon |
) BWIREHE+H, Amazon Tools for PowerShell Amazon SDKs

R IEAEF B 5 O0H 1T Amazon K15 1R]

MRESLBENIFR and/or FEEEE R TIHMENRR Amazon IKF , & A IAM Identity Center X¥
Amazon SDK M1 TE#{TH MK, FANRELJZEKEK , FI1E Amazon Organizations & IAM
Identity Center Bt & AR EEFTE Amazon K A ERR, EALE IAM B HR0IBAF , £
F Microsoft Active Directory , £/ SAML 2.0 4124 (IdP) , EFEM |d Amazon P £IMERE
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https://docs.amazonaws.cn/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.amazonaws.cn/eks/latest/userguide/service-accounts.html#service-accounts-iam
https://docs.amazonaws.cn/codebuild/latest/userguide/auth-and-access-control-iam-identity-based-access-control.html
https://docs.amazonaws.cn/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.amazonaws.cn/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
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FKF, EEFEEMENMXEEXE IAM BH80 |, S 8 IAM B4 5/0% Amazon SDK A
T E#1T5H%UE Amazon Web Services —fikSZH ) IAM B 0K imT S B,

MREEESTHREMSFHRIESN

B2 - IMURRER IAM AF |, ZAFENsts:AssumeRolet AW ERE®, RiE , FARNEZA
Fsource_profileiREMIRE , FENMARBBEENDELE,

A UESHRETESLZTEIUXHFEAIEE IAM Amazon iE$H, HSRERSHETERHTE R
iE Amazon SDKs f1T &,

AE  NEDERZINRESR | BUUZEFEHKBER#1TEHRIE Amazon SDKs FflIFEFA T E,

BEXRMRERS/IERE VM ( HlIM Amazon S3 EEIFHE A Amazon S3 RS S |, =
HIBR =M Jenkins ) FETHRE 2

EFH X.509 BEFURIEP ?

£ ES €A IAM Anywhere B &3 17 5 KIF Amazon SDKs M1 T &, &ATLUEA IAM Roles
Anywhere £ IAM A REATZTHRS SR, AENNARFEIEASRKREIG Z2IE$H Amazon,
E£ M IAM Roles Anywhere , B TEREXTER X.509 iEH,

B R T2 EET RS B HRMEE ( HI40 Microsoft Entra 5 Okta ) LAiERIGRHES ?2 Amazon
 ERAHESIEREMASE

FRHESITREEEETHNEIREZI. XERSEARESFERAMHB T ESAEARRIEIE , AT
BEfE A sts:AssumeRole EEGRA IAM A6,

B FRBEREANIGEES Amazon Secrets Manager

{6 B @3 5E AR IS ATES Amazon Secrets Manager. B <3REVEHATH ) Z4AH0ETN |, 2150 <IAM B
Fi8m) PRIERERZEEIE, BXRFHEEEEEIENED , ESE Amazon R Z4H.

WA LA RIX L EIFZ 2 b M Secrets Manager ( HHPA[gEFM T EEN~ZHIETACHKEE
iE ) REEZHWNARERNR.

REANE=FITEFTEEE Amazoni ?
FZRAF=ZFREERENXY , TREXKIEILENGEES.
MREB=ZFRUEFZIERMEY | BB T 2T AR FEIE ?

: EAREEEMIGE Amazon STS iEH,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_request.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/auth-and-access.html
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TR . FRAFHENZNZAETESTORSEHRER (ZEFR) -

BB A

£ Amazon SREHIZITHRBN 5 B RUE S %

MREHNRBELIZEIT Amazon , WEREBTUBEHRELEENNARR. flN , REENVNNAERFRE
Amazon Elastic Compute Cloud L% , FEE—NMZERXEKN IAM B& , NEHNNARFNES
B REUEIE, B& , tREFEH Amazon ECS & Amazon EKS &8 , IR ASTHRBALZ
SDK WEIF R E B REN 1% IAM ABRENFKIE.

- /A IAM AEXEHEE Amazon N AREFHITSHEIE EC2 - £/ IAM A&7 Amazon EC2 3%
Bl E 22 hZTENRARR.

« BELUBR LT AR Amazon A IAM B OLHITRERE :
« Amazon CloudShell A F M1 & &1=1T Amazon CLI f5%,
- EZEHNREFREAKRRUET=OMMEZE , ATAERER Amazon CodeCatalyst.

BEET Web HEHRHEERITHHRIL - BHHETEF KN Web NARRF

NREEHEVEFELRNBINARFIETEF IR Web MAERF Amazon , BHRER N ARE
Fr, EHEEBER Web BE S HRIEF[ERIGE Amazon R£IEH,

FIA Web Bx& FHRIE , FLAFEREEENEZABREEECWAF SR, Bk , RARFAR
AILAE BN F R EE (1dP ) ( I , Login with Amazon, Facebook, Google S{EfIH b
OpenlD Connect (OIDC) # &M IdP ) &%, 1A LEKRESRRIETHE , AERZSERF ZRS
FE IR Z 2+ Amazon |, ZIEBEERER RN TR IAM B Amazon Web Services 1K,

ETHRUOMANEN SODK RTE#HTERE , BSH RigAGSEHAMNE S5 OpenlD Connect #1754
WUEA T B Amazon SDKs,

BEXBHNARERF , HZE A Amazon Cognito, Amazon Cognito £ B ZIEREBEFH NEST
RIFZHREEHRIITIE,. BXEZELR , FSH IAM BFPER I Amazon Cognito B T35
RAEF.

A (R Amazond ) ETHRBH HAKIES X

- FEAEGAZERTEMREIE Amazon SDKs FfEH T E— WINEETRI S Amazon i STHEMIA
BESfEA , PowerShell A AEIRMARIFNER , XEEEERTAMBF LZTE (520 Amazon
CLIl, PowerShell #1 AmazonfiT& ),
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https://docs.amazonaws.cn/cloudshell/latest/userguide/
https://docs.amazonaws.cn/codecatalyst/latest/userguide/welcome.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html

Amazon B#FF A TEBNTE SEES

- A IAM 5405 Amazon SDK M TE#HITESHRIE— ENREHKESEK , BATEW Amazon
Organizations & IAM Identity Center Bt & £ K EEFTE AR5 EHR Amazon Web Services
WK, RE]LAEFRAIZ AP Amazon IAM Identity Center , £/ Microsoft Active Directory , £/
SAML 2.0 3145 (IdP) , HEFFRW IdP BIEXSEIH P, Amazon Web Services KPR EEF
BRI X 2B X IAM Identity Center , 55 Amazon Web Services —f#%5#% H# Amazon IAM
Identity Center £ i = A B &8,

« 5/ IAM Anywhere & &3# 1T 54 81F Amazon SDKs 1 T E— & LAEA IAM Roles Anywhere
7 IAM R AEATZTHRS SR, BRTNARFEFIEARKRIIGEN Z£IUEH Amazon, EEA
IAM Roles Anywhere , 8 TG &AM EH X.509 iE$,

o BiZE—MNBE S MHKIE Amazon EiF Amazon SDKs F1 TEH A E— EaE IAM A kIEetih
8] [RAAIBETS LT RV Amazon #iR.

o {# Amazon iR 2248 3 1T B 9% F Amazon SDKs f1 TE— HAit AR A5 {E K 0 8218 hn
Amazon FIRZEZ £ XA,

BXRFHEENESES
| AM BFERESE U TEXRZ2EH Amazon BIRARIMNES

- IAMBE® (AP, ARFEANAE ) — THEHPFHHEMEIR Amazon,
« IAM L2 HEXE - BEFTEHEEXTF X Amazon BARFNNEFRNZEERIL

Amazon Web Services —fix5Z& EE L TEM AR :

« TEEFIREUVERY Amazon FiE - 2% & M A4wIE S X 5 R 8V 15 R B 4R IE T B I SRk

£/ 1AM Identity Center AJ{S F{24£#& ( TIP ) #4315 R Amazon Web Services BRS

« EF TIP A3 171518 Amazon Web Services RS — IR BIEFE N Amazon Q Business s H it
XENESHEBNRSVENARR , HEEEFER ERAT Java B9 Amazon SDK = AT
JavaScript # Amazon SDK , WA LA A TIP fE#KIR G RILHRERK

Amazon ##E%& ID

{£47] Amazon Web Services I {RAJEEC LB RBEC/EHN Amazon WEE ID b . BR
Amazon Web Services I X /REOIZEM Amazon BEN BB/ HANXIERRIBEHEZSUR |, BN

Amazon ¥ZE%& ID


https://docs.amazonaws.cn/general/latest/gr/sso.html
https://docs.amazonaws.cn/general/latest/gr/sso.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://docs.amazonaws.cn/general/latest/gr/aws-sec-cred-types.html

Amazon B#FF A TEBNTE SEES

Amazon #J## ID KKRIRZ—MME. BRI SIEAE R Amazon ¥JE#& ID SLERIFF A FE T EMAR
%, filan Amazon Q Fl Amazon CodeCatalyst,

« 5 Amazon ¥#E#& IDAmazon B AFEREE SR — THRITSIEMEER , Amazon EE ID
HTHRAERES ID BEHHIAE,

« CodeCatalyst#}=- Amazon #% % ID £ Amazon CodeCatalyst fi 155 - 7 & a4
CodeCatalyst £ Amazon #Z& % ID.

FEAES A EREHITEMHEIE Amazon SDKs FifEA T E

EARINIER H IEAmazon ITERSHEFRIF X Amazon MARFE , BUFEREE A Amazon &
FRMEL., IREEEFRAENLD#HEMITER (Amazon EC2) Amazon CloudShell 2 Amazon
EC22 25 Amazon BR# TR , BAVEW KA MIZRSIREUESR,

B A LUET IAM B4R O0RTEHRIEFER IAM 54 50X Amazon SDK F T E# 1T 54K 1T,
kTR ALREER TIHRNRNERSZE , FES A Identity Center,

WA TR

FAREAEREFHIT Amazon Kb & A FEERAIER Amazon BRI H & B FERURRE
FRiEE Amazon BRSs. EE TR ER/MEHARIEFREZS , Amazon £RER T PowerShell 48
WA ETE (fl0 CL Amazon |, M ITE ) MIEEHEFH, Amazon SDKsLLIIEEMR{L TELEMEE
Amazon CLI ZiEWERE , AHRELFERRERFARIEIMAEEEKBIHRIZHANERLT.

TiRE  BAUEREDRKARESRCEZNRIES., IAM AFRSHRHEEMRERNERS S G
J&‘fT%ﬁg_LlIEo

WRE SDKs ATFFH X , SDK FFRfFE8 S 5 A IS 8 iE B Amazon SDKs # Tools #rAE{LEUF IR
B, BHAUEEEZREILRHER

Amazon CLI M1 T E#XFEH login e H# 1T S M RIUE , AT PowerShell :

- FEREHAEEREEFEHEIT Amazon Kb FF K
« 5 Amazon Tools for PowerShell A g P & 8 EREF
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https://docs.amazonaws.cn/signin/latest/userguide/sign-in-aws_builder_id.html
https://docs.amazonaws.cn/codecatalyst/latest/userguide/concepts.html#sign-in-concept
https://docs.amazonaws.cn/signin/latest/userguide/command-line-sign-in.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-configure-sign-in.html
https://docs.amazonaws.cn/powershell/v5/userguide/creds-idc.html#login-con-creds

Amazon F AT EGBNIE SEEE
A IAM B4 503 Amazon SDK M1 T E# 1T 5B KT

Amazon |IAM Identity Center ] i F £ JEAmazon it B RFIFEFF & Amazon M AREFEHRMH
Amazon Fif, MRBIEFEFERE ML SEE M ITE R (Amazon EC2) Amazon Cloud9st Amazon
EC223KK) Amazon BIR#H 1T & , BATEWH N MNZRFIREVE S,

MRBEAZRFERF M OBHIT Amazon IKFHRINEZEEEHALMN I RINR |, FEEH IAM Identity
Center BRI,

TEARHESF | E4FEIL IAM Identity Center THEIAXPR , HAFER Amazon BRIV, RERNFRG4F
XTEQ T EEEH R Amazon CLl,

« Amazon HETF REFHES IAM HFOLHIML, URL BIERH d-
XXXXXXXXXX.awsapps.com/start =® your_subdomain.awsapps.com/start. &Ex
Amazon WG , BRI LLEE Amazon Web Services IkFF ERNZAFEBEEN AR, LIEMER
Amazon 5 E[7FIREL SDK/tool B RIENEMMENE EE.

« Amazon CLI ATEREZNHHF AT ESHIE , FEAXNENRBREN API BAEA IAM &4
FOBHRIE, —XMEEELSFHENHEE Amazon config ¥ , RARELZETRBIHEHN
SDK s T EEAZ X,

FRF M

EIF IR 2, BNELTR TIIFR :

o MRIEZE Amazon Web Services IKF | i5)F M Amazon Web Services ik .

- WMRERAKBHA IAM Identity Center , i53Z# (Amazon IAM Identity Center FIF#88) H enable
IAM Identity Center 3B 4 B9 1% BR R 1€

£/ IAM Identity Center Bt & L4275 =\ 17 (B 4 BR
HE 1 BUTH AR A EFRAE A RE

ERL T A2 — KB RIER Amazon iEH,

18 AR ES 1AM Identity Center #3715 (7] X BR

1. #&H {Amazon IAM Identity Center I $#§F) H Configure user access with the default IAM
|dentity Center directory 1% BARY 2R MNA 7 H R INEE AR,

IAM Identity Center &3 181F 21


https://portal.amazonaws.cn/billing/signup
https://docs.amazonaws.cn/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/quick-start-default-idc.html
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2. AdministratorAccess NREFTNATEBFXAE. ik , RNBWEATENH
PowerUserAccess tX[R&E , RIEFCHEZENLEWNGIET BEUNRE,

BIXIRE Configure user access with the default IAM Identity Center directory 2843 i B B9 3 723
£, FEX—XTREWZE :

o FEBE Admin teaml K MEBIE—/ Dev teamd , RAEEHBENSEI o R NIZA,
« BUL\ERAIIEAF , BT ZAPAMEIFN Dev team AR,

« FEBIE AdministratorAccess XRE , MRBIE—/ PowerUserAccess ANBRE , A
BTN R D BN IZANRE,

TRE , BNSRBUTHEIR

« —/NDev team 4.,
« —/NKtiNZ) Dev team AR PowerUserAccess PRE,
« WA FERIE Dev team 4,

3. BHITFHBXRBEZUEELKN Amazon Web Services Ik FAdministratorzik
PowerUserAccess, 1E#EHZEHN T E/SDK BFi£# PowerUserAccess,

KB4 Amazon AILUEREXEENES F MRS ( Hl20 Microsoft Entra =% Okta ) B 1Ti45[A

Amazon Bid SR RHEFBNITFMNEER, MRENZEEACR FHEPowerUserAccess ( FRE )
R , MR Amazon Web Services kP £ & F|EER AR BEMNRE. EENNREBMZL ,
AIAFEEEXERZNREF R EARE S 15 0K B IED,

BEXSKSMARLFTETENGEER , SINFRNNRELH. MRETHEEZCRABMURSE , BHRR
IT EIRNAST SR# B,

K22 Amazon AT LUBEE EEER Amazon 15 A ] A #1715 A]

Amazon B Amazon iHE[TFER, NMREHZEE R EBEER T PowerUserAccess ( FFRA
R ) NR , BHEREENGEM Amazon Web Services Ik FIIEHINPRE, ERNRERFE
B, JUEREXERZNBEEFHHUARES G R K/ HIED,

REL Amazon AILLEBLEXEENEK S BEX S HREREHITIHE

BWERZR 1T BT REE,

fEF IAM Identity Center B B LA4mT2 5 =X 5 R PR 22


https://docs.amazonaws.cn/singlesignon/latest/userguide/quick-start-default-idc.html
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HPR 2 BE SDKs MER IAM 540N ITE

1.

EENF RITEY L ZHEE&EHH Amazon CLI,

a. 28 Amazon Command Line Interface A F 38/ H M Z 2= 5 E#HT & FTRASH Amazon CLI,

b. (Hi%E)ERIERSE Amazon CLI EEETT , BHAGSRIREHETZaws --versionds

AL
To

&% Amazon HE[1F, BHWEERESRAL URL , IEEFIIRBISR 1 B IARNRE
B FERHIREZ URL, BIRRE |, FEMNEHER X EIERAmazon 15 ET]F URL https:/
console.aws.amazon.com/singlesignon/,

a. % Amazon HEINFHIKFRTIFH , ERBEENDPAKS . XEFLERENA

FHAE, BREHRBRS , URERIZNRENGTITHREFRZEIE. ERTE W
PowerUserAccess fRIR&E , EERENEE BNV EANRE , LURFSERREA T
Ko

b. BEIFRBUSIEXIEED , %R MacOS H Linux 2 Windows , EABURTFENIRERS,

c. & IAM Identity Center EUE S ELIRENT — NS ERFTFERY Issuer URL A SSO Region
B, X :SSO Start URL AIBAE Issuer URL H¥RfFEH,

£ Amazon CLI 8 SR RAT , i&1Taws configure ssof®, HIERE , WAL L—5F
WENB EE. A<k Amazon CLI (s SHFMAEER , 55 FEMHaws configure ssoldSE
BRI NER

a. XTFIE/R SSO Start URL , iEW ALRIREBH Issuer URL B,

b. XNTF CLIBREXHEN , RINBWEEFBdefaul tit A, BXWMREIEERIA (BH
) REXHREXBERREENEE , B5M BEXH.

( A% ) &£ Amazon CLI s FRRA T , BEiE1Taws sts get-caller-identitydanHH#iA

SEHNREFH. MRIREREEER IAM Identity Center X R,

MREFEHAR S Amazon DK |, iBEEHNFF XM EFR RN EH SDK SIENARERF,

a. XFHELEARY SDKs , EFE A IAM Identity Center B3 RIEZ B , SSO0IDCAATUN H b3k
#a (FlansSSoM ) mMEBEBHNAREFF. BXEMAER , FSRBEN SDK.

b. MREZAEE T XMIG RN Amazon , FEEFEHHEE Amazon credentialsXH#HRE
BEMIBENREAMazon HR%4H, BT 7THERINEIUFRMEESE (EER , £ SDKHITERF
A IAM Identity Center ZiE 28I , BAMBBRATE @SR,

fEF IAM Identity Center B B LA4mT2 5 =X 5 R PR 23


https://docs.amazonaws.cn/cli/latest/userguide/getting-started-install.html
https://console.amazonaws.cn/singlesignon/
https://console.amazonaws.cn/singlesignon/
https://docs.amazonaws.cn/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
https://docs.amazonaws.cn/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
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ERATHE SDKs M T EfaERMEALEERFER , FSRWAHER Amazon SDKs I TERH
IAM 5 5 A /0 B 43 100 (R

EEEEHZMN config XHFEE IAM Identity Center IRIEERE , HSFAIERPH IAM Identity
Center ZiFRH &,

R E R &1E

ZHEERRHRELFEH , H B SDK RTEFEBE S HRIEHER, AT BHERT AR BN 21F8
K., BEEZERBRRIEFIHRITFAATE , Amazon CLI E#FEAE Taws sso loginfi$,

A LAKE K 1AM Identity Center T[] 1P 2B FENE NN RESFFLNE, XQEKESESTE
HREA Amazon CLIFSBEFR 2 ez TREBHE., BXEZEER |, 525 (Amazon IAM Identity
Center AF1ER) FHRUTER .

* 1AM Identity Center 2 i&#F4Ert (A — BLE A 7 Amazon 14017 &R LAY (A

- NRELFFLEMNE - EESFFERE

WAl #E R Amazon SDKs F1 T ER IAM B 15 50 B 1956 1F 8] &

#>< IAM Identity Center R iE

LATFARIE AT HS BY & 7 2 Amazon IAM Identity Center&S G REEMEE. W THA - 5HRITHS
Amazon SDK 3 #4 APIs fE K Z#5 IAM Identity Center FE., HEBXFHNBEFZSBREHE,

TRNMETEREMRZEBNXR,

IAM Ildentity Center &% SDK API &% 1% B8
S HH0 SSO REBEMHA Amazon #

RER , BHTAERER
Y , ssoAPI f & Z= R
REHBRKRESR. BXES
E8 , B3 H Amazon IAM
Identity Center FAFF{5RH Y
IAM Identity Center B o

RIERI P A B &1E 24


https://docs.amazonaws.cn/singlesignon/latest/userguide/configure-user-session.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosessionduration.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html#renamed

Amazon B F AT EGNIE

SEES

IAM Identity Center & #r
IAM Identity Center 2| &
EEEHA

Amazon 58] [ Mk

IAM Identity Center 18] (7]
£

MRERE

R EFAUE

IAM Identity Center ZiF {2
&

T f# SDK EIE#E T Amazon Web Services IR

SDK API &5

HHRIESE

Amazon if$

sigv4 ik

SSO FitfR it &

58

ATEERLEFEH A,

&8 1AM Identity Center
AR URL , 440
https://xxx.awsapps.
com/start . BEREH
IAM Ildentity Center & xX&ZiiE
BRI,

EEAEREFEERRS
F&o

BHEFRIESHIBATHT
A/ IAM £ Amazon Web

Services RS &, EIFENT
1w, BURELEITHER

WA ABRE

SDK 3XFR A F K Z# Amazon
Web Services RS A (45
5 2FFA sigv4 Amazon Web
Services IS WA ) BEIL,
FFERTieH , BHsES
EITCHWER BTN ARE
ik,

AR ENSEAE | flanRHtThae
HYSR AR IR

IAM Identity Center AP F#FE & THEIER#R N sigvs Fif. KZE Amazon Web Services RS #P
2 sigv4 APIs , {BteE— 4|4 , Lt Amazon CodeWhisperer #l, Amazon CodeCatalystSA TR

T f# I1AM Identity Center & {33:iE
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iR 7 B Amazon IAM Identity Centerz 1% K 2% 5 5i A #2 F X5 Amazon Web Services fRS5 1 #Y
EULFRAT AR

B3 Amazon FEIITTF&F

s FALBHEIEERSFUAFRIZIE,

- £ Amazon Command Line Interface (Amazon CLI) Ffaws sso login@®., MREEEE
SERE , XFB 3 —FH IAM Identity Center &1,

- BEFSER |, BFUWEIRE IAM Identity Center BIRIFT SR G RIS, Amazon CLI A& H
MR Bl A RIS ER SSO &1F JSON X, HAEHAIHEA. SDKs

- MRBBRE—NEHLE , MiZ Amazon CLI S FEEHERIELE , HENERALESH
R, ETHUMMIRE IAM Identity Center RiFEH K |, BZHASERETPHEEZHA S Amazon
1A 7 £1iEBIAmazon IAM Identity Center 342878,

s RARXBERNKEEKE 90 X , URDMERFHNFER,

SDK #n{a3kEL Amazon Web Services BRE BiFEIF

SDKs Amazon Web Services fRF HENBNMRESEHLEF RN RE , BEHIFEINE, FHHRE
Amazon config X EEE EXHEE RN IAM Identity Center FUEEM AT |, FF6EA IAM Identity
Center KT MR AR FIES,

- BEOIREFRE , RIEETSEFESIT K.

Z APIs £/ IAM B ORE QB R E sigv4 WiEH , REF XTI EIEA IAM 4RO 1HE T
REIAM £F, It IAM 2ERANRELE , CBETEE IAM SeRENREFT R TE M Amazon
T E AR

- NRELTFEFRFLENTELE IAM Identity Center 2 iF &R A2 0 FFIREMN,

- ETHRIMARENREXFERLRE , S HAmazon IAM Identity Center B IEEPHIRESTE
LA,

- HEE , EAZH S Amazon DK APl X359 , RBR&EAmazon EFEBE N EUEM sigva FiiE,

I ERHTF & T EZBH IAM Identity Center APl getRoleCredentialsfy A SRENRREILER, RHEF X
TEENEFPIRFNRERZAAN IAM B&3KiBH Amazon Web Services iR , #liit Amazon S3
FIHEK PN FEERE. ENRESFRZ , BN R LUE X LN REZIEMEIRE,
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https://docs.amazonaws.cn/singlesignon/latest/userguide/configure-user-session.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/configure-user-session.html
https://docs.amazonaws.cn/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosessionduration.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosessionduration.html
https://docs.amazonaws.cn/singlesignon/latest/PortalAPIReference/API_GetRoleCredentials.html
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LB B RIRT

£/ SSO THEEMHUEEE & , HEARF R B3IRIFHM IAM Identity Center JREXAY /Nt 5 R
28

- MRFETHE SDK ZRXFEATCHETH , SDK [FEARIF S ERZ ARG RIS, 1AM
|dentity Center &fF Rl 5181 IAM Identity Center 15 [R1]F &FFLEa AHITHR. MR
THEARSH |, IAM Identity Center fF £/ 5 — NS 83 TR A

- WHRITERARATRFABTEFRNNRESTE , WA SUA T BT E S iR EIE,

B2 , tR IAM Identity Center i5[E] [ TR 2EETH , WFLRFHNHRISHE. Rt , TEEHN
Fﬂﬁhﬁﬁ‘hﬁ?o REPEEFIRNEFENRESCERKEN , CMASH (HEHRNBEELX)

£ IAM Identity Center 2FZIH/G , A IEHEF KN RBEFLLES & HRIE, XERNKRE
ENREZIE. EZHEEERNHETSEZE , FNKREBEEE0EFTEFHATHE uT:ﬁ?r*ﬁﬂ&o

BEMEZ , Y SDK FEHPNREZIR , SDK 2B EAREMEERNIUERUHFERAX LI, T
BEIRHNHFEF R  TRESIESHENNEEFFiE , XEER. ZIEI%?&T B EMHEETR , N
SDK £ IAM Identity Center AP SRIREVFTZiE. BEAA APl , EEEHE S, NRBRATHE
ISHY , SDK &5 RIH S 22X M IAM Identity Center HE%%;EH&%EE’JV?M #, ﬂu%ﬁﬁﬁ IAM Identity
Center HRITFRFEATH , MEBF RS,

#H IAM Anywhere B &3 1T B 1RUE Amazon SDKs 1T &

A LAE A 1AM Roles Anywhere £ IAM AR EATBZTHIRS 2. BN NAREFE TEMFIRE
58 %= £iEH Amazon, EE A IAM Roles Anywhere , &8 TR MFER X509 iEH, BREE
BRAMNBEHAENIEBMALS , LLER IAM Roles Anywhere Bt iE R IR EE,

% 1 : BLi& IAM Roles Anywhere

IAM Roles Anywhere 2t 7 —fIREVE A SHZ TR TEA B DREMN @ EHE BRI 5 7% Amazon, ik
PRI EEE , SURERERW IAM A IR Ei, XA RELSEZNRBER IAM Roles
Anywhere 31T 5 B RiE R H TERSIFHRENRR,

BXZEFEHSK. IAM SEH IAM Anywhere BEEREXHNLSER , 1525 IA M Roles Anywhere
B s RIREL Amazon Identity and Access Management £ & /1 6 225 £ 4 A Bl B S04
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https://docs.amazonaws.cn/rolesanywhere/latest/userguide/getting-started.html
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® Note

IAM Roles Anywhere Al FiEE P EE X458 = IAM Roles Anywhere BRS5 H#Y — N4 448E
2. E5HE Amazon configXHHHIELE X BT <o

88 2 2 . £/ IAM Roles Anywhere

Z A IAM Roles Anywhere 3REXI AT ZZ £ &I |, &4/ IAM Roles Anywhere 1REEHEIEBIF, EIFT
B AL IAM Roles Anywhere FIZE & RiE,

BXTHEZIERBITENEE , 25 IAM Roles Anywhere F F 18R FHIM Amazon Identity and
Access Management 1E{alit 5 #9 & @ IR BUIG B 2 £ UEH,

ENRE IAM B Anywhere IffifZ £iE$ 5 Amazon SDKs #l—i#2#H Amazon CLI ,
BRI LAERZE Amazon configX#FHEiEcredential_processi®iE. SDKs #l Amazon
CLI XA Tcredential_process#{THHARIUNREZIERMEF. THERTER
Bcredential_processH—&4H,

credential_process = [path to helper tool] [command] [--parameterl value] [--
parameter2 value] [...]

BIFTEM credential-process S ELE credential_process RERAHFRHE JSON iR
EIEEHEE, HEE , T EMTEEFTH , MREEHITETIL. D FERAUATSH

+ private-key - SEBFERWALAN KR

« certificate - iIEBHER,

« role-arn - ERNHREUGREIENAEH ARN,

« profile-arn- NiIEEASRMHRFHEE X HH ARN,
* trust-anchor-arn- AT S HBRIENEEHEN ARN,

BN -ERE R GRMEIEBFFAA. FTE=D ARN EEBSAILAM Amazon Web Services BB A E
Hlo ATRAIETRTHEconfiglt , ZXHEE T MNBIF I ER RIEFEIE,

[profile dev]
credential_process = ./aws_signing_helper credential-process --certificate /
path/to/certificate --private-key /path/to/private-key --trust-anchor-

% 2 % . 5H IAM Roles Anywhere 28


https://docs.amazonaws.cn/rolesanywhere/latest/userguide/credential-helper.html
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arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-
arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-
arn arn:aws:iam::account:role/ROLE_ID

BEXRUESHNHEMEDTENFMER , S H L GitHub® IAM Roles Anywhere kB F.

BX SDKEBREXASGMAEFZIERMENFAER , FSALEEPHN #EZIERMHE,

BRi& —/NAE F HRKIE Amazon ZIE Amazon SDKs I TEMA®

RiZAEERERA— AR T2 EUER TG RIERERARTTEHEH Amazon BiR. XY EUER T
%40 1D, MEFRIZHANLLETREAR. E T H#HEX Amazon Security Token Service ( Amazon
STS ) APl iR EZER |, 521 (Amazon Security Token Service APl &) R4,

ERELHN SDK RTERRAAE , XA ECEBIMRERANBEAR, IAM ARHEAE Amazon
TREM (ARN ) #HITHE—#RR, ABES —IMXBGBIGEEXR. FRAZACHAIEXATRER—
A Amazon Web Services BRS =% —NSE4K Amazon Web Services I/, Bx IAM BBHES —#&
B8, B30 (AM AAFiEm) F1 1AM B,

R IAM AtlE , IREZINZAGNEE , WILUHEN SDKHTEEENEAZAER TN
PR o

(® Note

Amazon FREMCER R TEEE A XiZL T 2 H B E B L i RAmazon Web Services X
o

KA IAM A

BEAEGR , Amazon STS BE—AIRRERLIER, XEFIEKRAS —MERENXHHIZITHIBAIEH
HRH. WRRAAGHNEERNEAGRE , SERE MKW Amazon FiE , BENNARFFE
E1R 5 — MK PR R IR

TBR1:RE IAM A&

BEiREBEHN SODKIITERKABE , KAXUBRTIMAERANBESE, IAM ABEAAE ARN
BITH—#RR. BEES—IXEBIUEEXR , BERELNKS AR TEK TR, BETHES
5, 55H IAM AP FHFaEE IAM BE,
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https://github.com/aws/rolesanywhere-credential-helper#readme
https://docs.amazonaws.cn/STS/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create.html
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STR2:BESDKHFIE

fF SDK T EEENM credential_source = source_profile JREUEIL,
credential_source I F M Amazon ECS &85, Amazon EC2 L= 5E3F & hIREVEIL,

source_profile ATMNE — ML B XHIREUEIE, source_profile XA @eE , BIEE X H
WEREN , REEARANAERRAAS —1MNAE,

HBEREEXHFTIEELTA , SDK T EL B3 R EEAME Amazon STS AssumeRolef API,
EEYEEACRRKERMERAMEES , HEHLE Amazon configXHHIEEUTEEE, XX
RERENEZER B RKASEEITREERE T,

« role_arn-RBEELZER 1 HLEN IAM BE

« BLi& credential_source 3 source_profile

( A% ) duration_seconds
( AIi& ) external_id
( 3% ) mfa_serial

( AT ) role_session_name

DTFRBIERT HE config XHFFRMNMABBETHEE :

role_arn = arn:aws:iam::123456789012:role/my-role-name
credential_source = Ec2InstanceMetadata

[profile-with-user-that-can-assume-role]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX21QoIb3IpZ21uX2IQoIb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

[profile dev]

region = us-east-1

output json

role_arn = arn:aws:iam::123456789012:role/my-role-name
source_profile = profile-with-user-that-can-assume-role
role_session_name = my_session

BXAERAACKURMEFRENFAGE  BSALERPHN KABSCFIRES,
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https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html

Amazon B FATEGNIE SEE™

RigABERAMEH 4R OpenlD Connect #{THARIEMTE
Amazon SDKs

BRiRAESTRERA AR RZEEURIGRIERARTEF B Amazon BIR, XLEiEat & B E
%44 ID. WEIF R4 %ﬂﬁé%ﬁ*’éﬂﬁko E 7 ##HX Amazon Security Token Service ( Amazon
STS ) API BRMNEZEE. , 52 H (Amazon Security Token Service APl £&) Iy ERIE,

ERELWN SDKFIEXRRKABAE , XAMECEBIFRRERANBTEAER, IAM SE2HAE Amazon
TREW (ARN ) #iTH R, ABES —IMRFEUGEXR. EAZACHAEXREFTERE
N Web H3124t&. OpenID Connec ( OIDC ) = SAML BX& 5B RIE, X< IAM BENEZEER
BHZE (IAM AP AFER) FRRAABNE .

EENBHEFEATIEGHHRE IAM AGE , RN ZACGREENGSITENEHREYS , NTL#E -5
RELZNREFATESURAZARLIREIEE Amazon iE$H,

® Note

Amazon FEMHCE BEME A XA IR R H i B BN AIRT S Amazon Web Services X
5o

{FF Web 58 OpenlID Connect #1TEx&

PRATLAE RN H B 47 4R 475 ( 130 Login With Amazon, Facebook, GoogleJWTs ) $24t# JSON M
SR () RIREUEAT Amazon iEFAssumeRoleWithWebIdentity, BEFEEMNFERAA |, 1]
JWTSHBEH N ID THRERIFE T, StaERABES OIDC XRIABPUFREN F B R (IdPs)
JWTs £ % , #il#0 Entrald 2%, PingFederate

R &FEH KR Amazon Elastic Kubernetes Service , Mtk ThRE AL &7 Amazon EKS £# K=
MRZKFIEEREN IAM B, XA Kubernetes ThaE& % % JWTs F#REY pod & ?N:EEl,um
FIRMEEFERIXERBERIREUGHHES. Amazon BRI Amazon EKS BREMNEZE L | E5 11

{Amazon EKS AIF#§m) FHBRZSK,H IAM A€, BR , N TEMEAED , ﬁﬁ]ﬁiﬁ(!@ﬂ&ﬁ
Amazon EKS BE4 51 , IR EH SDK XHTE,

PE1REFHREMHEEN IAM AR

ERBEESN 1P WEXE |, BEA IAM B A RER Amazon BHAAZ IdP REERE, XFESR
Amazon Web Services M FH\2B IdP Z BN E1F. £ SDK BEE N FEH JSON Web k&

KRABEE (Web) 31


https://docs.amazonaws.cn/STS/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.amazonaws.cn/eks/latest/userguide/pod-identities.html
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(JWT ) #HITHEHRRIEZE , BAEREFHREMAE (IdP ) UEATHRTSEN IAM A€, E#HTR
B, B2H IAM AFERETHN 812 Web 548k OpenlD Connect Bx& B RIEA® (BEHAE )

S22 BHESDKHITE
£ SDK RTEEFENFAKEH JSON Web & (JWT) Amazon STS #1753 RilE,

LR BN 4P IEELTN , SDK RTE L B3 AR EAMER Amazon STS
AssumeRoleWithWebIdentity#) APl, EfEH Web Bk B RIEREZMFEAIGIED , FERE
Amazon configX#HrHiEEUTEEE. AXXERESENESER , HSH KA ACKIFREME
RE T

« role_arn-REZELRE 1 REIEN IAM AR
« web_identity_token_file - KB4 &6 IdP
( Al ) duration_seconds

( AT ) role_session_name

T RER Web SHRABBHHRE config XHEETH :

[profile web-identity]
role_arn=arn:aws:iam: :123456789012:r0le/my-role-name
web_identity_token_file=/path/to/a/token

® Note

BEXBHNARRF , EZE MM Amazon Cognito. Amazon Cognito &4 & 3 EIF R EBREF
HANETERFZHREFHRIETIE, B2 , Amazon Cognito ST EEE TG H At 5 IR 4R
B EE SDKs MTERULESD, EifE Amazon Cognito APl , FEEEK SDK T EMK
B EHTE Amazon Cognito FREEF k. BXE5M AL Amazon SDKs , 2% Amazon
Cognito FF X B =61,

BXAERAACEURMEFRENFAGE  BERLERPHN KABSCFIRES,

£ Amazon HRIZ# 1T B 18U Amazon SDKs flT &

5/ Amazon SDKs M1 T &R , AT LLEEER Amazon i RIZ{AH T EHRILE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.amazonaws.cn/cognito/latest/developerguide/service_code_examples.html
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5 s HAEAE

RMNBWSEN SODK T EREBERNFER 58 IAM 54503 Amazon SDK f1 T E## 1T 54 KIE R
FRAEKN S B FLENTEED,

B2 , EEEIRE SDK R TEMIGEHEIE , B2 F£AEREIEH TS MRIE Amazon SDKs T
g,
fEAKEIEUE

/A Warning

NTBRERZENK , EFRETARGIOEELKIEN , F2FEA IAM AFR#THBRIE , ™
2EERASEMREAENRE BMRIE , 620 Amazon IAM Identity Center,

EIEIE X AT 15 B AR Amazon Web Services T/

ERZEBRIERE , RATEI Amazon Organizations 5 IAM Identity Center Bt & E AR EEBME AN
T RIX PR Amazon Web Services i . BXEZEL , H5H (AM AFERE) F8 IAM Z2&F
R,

YRATLAFE 1AM Identity Center REIZRF 7 , 8 Microsoft Active Directory , £/ SAML 2.0 & 1312
#7E (IdP) , REFRE IdP BIMEXESBIEH P, Amazon Web Services Ik BRI LAERE S —f )5
%, WAPRMEQIERAR, BETLESHITZESHRIE (MFA) HEA IR Amazon Web
Services IKF° #H1THRl, X5 IAM AFTE , BER—MAUUAZHNKBEI , HEAsEEM
Amazon FRNZ LMK,

RADEHELE IAM B

MRIEFFZE Amazon , ATBLBIEZ - IAM AP, RIEERAERSTHEHF KRR Amazon FriH
MRNE. EFINAUERALREE , BRNBUSBEEDRIMRZHMER,

SFLATRAM, FBER IAM AP asER A E U Amazon :

. FIHEREN Amazon SDK i E |, HEDERE Amazon Web Services BRS FHITIRE,
« BEEITED | BOAZIFRFAISEERZRENITRIMA, ELMNEMEICRE

MREBEXLERFZHNER IAM AF |, ERREEE IAM Identity Center S 28K & PR ERGEK S E
1% Amazon Web Services Ik /v, BXEZER |, 1551 AmazonF i 541 Ex SR8 1IE,
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https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://www.amazonaws.cn/identity/federation/
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AR IAM AP EZAR S

BRZERRKR IAM AFERZER. 28 (AM AFERE) |, ERER TR ZAHNIESHITRAE,
WREANABERNMEZTEN IAM BFEREES , BRREN TR ZER,

IAM F P i R 2240 B F s E A 1T B4l L HZ Amazon credentialsX#H, #2700 IAM BFH
RZAERELHNRBF., BOEHEE IAM AR BRI ZANEE X4 EEETMRRBERRGH,
FRWE git-secrets EABTEMUHBPEBETEPTHBRELERERT Git #RE. BEXEZER
EFS IAM BFiEm T IAM 54 (AP, BPENAR ),

EiZE IAM ARPUFHRER |, 50 EHAKBEEZIEHTEHEIE Amazon SDKs fITE,

RS HEITH 1T 5 HKIE Amazon SDKs f1T &

BATR W BB EH Amazon SDK T E |, FHEA IAM 54 F/0% Amazon SDK 1 T E# 1754
RiFSEKSFFENEEN—EER, B2 , BUUEHRER Amazon 1587 R EAY I 8FHIE
P, EXEIRNZIESHE , SEESHFHEIL. SUUEREX 4P ERIGREIE , BT UFEBE
REBHNTEETENE,

BEXER  BRINBVEHNARFERAREBUT KRNI EIE L MARFHIEBREZIEXHINIHRZR
FAMShE

« —#h Amazon ITE RS , l7E Amazon Elastic Compute Cloud = #iz1T#&#I N 25 Amazon
Lambda.

« EIFREESEDPHEMIET | HlER IAM 545035 Amazon SDK f T E# 1T 5 4 1RIF,
- WO HEZITRMEE KR EIE,

EFM Amazon 5197 F 1 R B #Y 58 A EIE IR B i 34

1. SIBHAZEEIEXHF,
2. EZEXHF , MUWEAT SR, EXREGA AT IE e EIERN ik,

[default]

aws_access_key_id=<value from Amazon access portal>
aws_secret_access_key=<value from Amazon access portal>
aws_session_token=<value from Amazon access portal>

3. REZMXMH. X ~/.aws/credentials MENZEETEN AT ARG L, MBKRIEES
ENHRBEEBXMY , W XHEE SDK T EFEAMNBAIA] BB 4.

EHAEIE 34


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://github.com/awslabs/git-secrets
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/sdkref/latest/guide/file-location.html
https://docs.amazonaws.cn/sdkref/latest/guide/file-format.html#file-format-profile

Amazon A X ITESNIE

sEiEm
4. %F Amazon FEITF,
5. EBRBXLEFIHFIFEIERNEBEM Amazon HEITFE4] IAM B&IEH,
a. WTHEENGEBEHRNIER 4, ERETRFHRNBRLUFZENFLERN IAM BEZFH, It
ABHNEZHBERL FPowerUserAccessHFTF XA R o
b. X FEEMNEBAFRNISER 7, EREFIHEEEXHRNNBIEN Amazon Fif X4 ETH S F
P
6.

FEHNFIUER BB A bcredentials XA, MREFERAP Rdefaul tBEXH , MFE
EARNEEXHET. EHXHNEULTUTRS,

[default]
aws_access_key_id=AKIAIOSFODNN7EXAMPLE

aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token=IQoJb3IpZ21uX21QoIb3IpZ21luX2IQoIb3IpZ21uX2I1QoIb3IpZ21uX2IQoIb3IpZVERYLONC
7. #R1E credentials X#.

4 SDK tIZ2RSFE/imeY , ERERXERNFIEFRENRATEMNER, EFH R 5a FIEEHN IAM
AEMNRERE T RN EIENEREE, KEFERBER 12 D,

RGeS HE BSR4 F 7

FERKHEITH#HITE B Amazon SDKs f1TE

/A Warning

ANTEEZENK , EAXTARSHSLBEEXLHEN , F26H IAM AP#TSHRIE , ™
EFERASEMREAENRE BMRIE , 20 Amazon IAM Identity Center,

MBHEEH IAM BFIETT

BIERRE , WAFEAREFNEAFEAIESR T ENERHEE Amazon
credentialsXHHHKE IAM AFPIEB#HITHHRI, EF IAM TEHPHNLEHESEE , HRIR
3 E 2 IAM Identity Center 5% E IS B 4Z1E

BREIUENEEBEENIEM
BXFIUENES

FAERAKS RZIUENR B Amazon B, X LEFIUE A] R 4L 32 FREVIK 7= 175 8] BLME DAY
KBREE
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https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosignin.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosessionduration.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp

Amazon B FATEGNIE SEE™

- FEENARFXHPRFEMAGRZASREIEEE . WREXEM , NEFME LEE A HF6H
EREHEABRT , 2BEEARBRIIENKK,

« FEEVERXGHABRABEEIENXH,
« FIEE , FHEHLE Amazon credential sXH4FHFAE SR AL XA R 1F6E.

BREEEERUENESIER

BXNMEZLEE Amazon IEBH — i iT1e | FSEFHEE Amazon 178 ZHA F{ER
EAmazon Web Services —f§&%, BR7T LRTTHERAEN , HFEELUTEM

« XF Amazon Elastic Container Service (Amazon ECS) , EH&EH TESH IAM &,
« ¥ F1E Amazon EC2 =4| L =THRARERF , A IAM B,

FoREH - A1 Amazon K
EFH IAM AP AR Amazon RS, BEE—A Amazon Ik Amazon iE$.,
1. BIEKF,

EHE Amazon K |, HSFE AT : {REE X Amazon AN ? £ (Amazon Ik EIE &5
By .

2. BIEEEAP,,

B root AFIKS (ERIENABIKS ) BREERZHANRS. MEUIER-—NMEEAFIK
P, IAM AP $ER) BBIEZEER - ATk,

CIREEAPKP A CRERFAERE  SHTHBAFKSACREEKS ERNE R,

XFANE P EHAESE LE#HITIF A Amazon 7E LZE1T N AEF Amazon, EARESSR  BEE
PEEAXEAEZSHWAF,. NRERBREZEE, EXEZELR , H238 (AM AFESE) YW AS
{EAXBRF o

S 1 QRS IAM B

R (IAM A1) RPRBIE IAM AP (#2418 ) IRREXRME IAM AR, 412 IAM AR
Y
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https://docs.amazonaws.cn/general/latest/gr/aws-access-keys-best-practices.html
https://docs.amazonaws.cn/general/latest/gr/
https://docs.amazonaws.cn/general/latest/gr/aws-access-keys-best-practices.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/accounts/latest/reference/welcome-first-time-user.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_create.html#id_users_create_console

Amazon B FATEGNIE SEE™

o RATEBWEIEFRE A4 Amazon Web Services B4 & RINR, XA i@ TR
NIFBEE SRZTHRIBIEXHN Amazon Web Services BRE |, 12 Amazon CloudTrail
2 W B E S0 X4 £ 4£ B Amazon Simple Storage Service, X EARBERIFIEFEEA,

o WTRERR - NERET |, FHEFEEM K , UBELDIZAF 2 EXRH AN,

s REBAITHEAIEQHEEFER Amazon S3 REERN R, EmNARFEMEY
Amazon S3 £ HRNER |, HEREM MEILL B F B AmazonS3FullAccess K&,

« AR ZIRPEXRRENRLRFFEN RS R,

FIR 2 FREVEWE R 2 4R

6.

27

1.

IAM 2HEaNSMERTS  BRAF , ARREEZHEIZAFH User name,
EAFWREL , ERZLFIERE. R, EHRBHAT  GRCIRHRER,

FNFREBFRIZBASE 1, &R S1TRME (CLI) | AR, XA MNETAE KN Z4AEL TN
@ , A5 Amazon CLI fl1—#& A SDKs.

NTBBRIBRASER 2, WATEIRCHERET —F,

NTRRIFRBASR 3, EFETH.csv XHURFIEER IAM AP 75 R A M2 175 7] 24
By .csv X, HEEFERRES.

/A Warning
EAEIANZEERRBRXEFTIENE S,

%3 Done (5E/)o

3 HiHE credentials X#

BIEHITH HZ Amazon credentials X, IXHTE Linux M macOS R4 LN ~/.aws/
credentials , 7 Windows £ %USERPROFILE%\.aws\credentials, BXEZEL |, &
SR FEIEXHALE,

FUTXARNMBIEE credentials XA, FRA ID BERRGIZPESHRN LT TEN
.csv XHHWE,

[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
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https://docs.amazonaws.cn/credref/latest/refdocs/file-location.html
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aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

3. ®REFEIEXMH.

HEZ credentials MHRFHEFTIENTENLFR. SMNEALNRENMREEE , BXRHETENH
¥, BZH Amazon HEEH. XR—FANAR , ERMNBWERRITEES IAM Identity Center =
HtlgeEiE, FLEFERAKBEIES , BieBMHEE credentials X4 BRIX LI,

FEA IAM BEXNZBEZE| Amazon W ARFH#HITE MK EC2

Bt RGN 48 an % B — N EAE Amazon S3 5 EIXPRAY Amazon Identity and Access Management &
&, UEEHEITLHEEITERIFANNARRHER,

EET D@ #EMITE RS LETEN Amazon BHHF AT EGNARER , HE—1 IAM A |
AERTENIT S EC2 RAHRZACHNE, BEXEZEER , 55H (3% EC2 AFiEM)
EC2F K Amazon IAM &,

tE—NIAM B

&I & B9 Amazon SDK BRI FAIREZE A i — /> SDK B fEF Amazon Web Services BRSS Kt
THE, 2IB—1N IAM BEeXRRFNABRFZITMENNE,

Bl , U T ERELIE—NFREFX Amazon S3 B RIENBEMN AR, % Amazon SDK IEE&EEM
Amazon S3 HFEEHM “Al7]” #HiE,

1. %&3% Amazon Web Services EEZFI G HITIF IAM #2H & , Wit R https://
console.aws.amazon.com/iam/,

ESMERD , ERAG , RARERUEAG,

XNF EBAMEEME , £ AESEMAHERE | 1%#E Amazon Web Services RS

£ “AfI” T , %8 Amazon EC2 , RFIER “T—&%

FFRMNR |, BMREEFIRAPIEF Amazon S3 RiLiFRNREIXE , REERT—%,
RMARBNEN , ARERCEAG., BiCEXNEN , ARNEECE Amazon EC2 EfiR A

e,

o a0k~ w DN

Bz Amazon EC2 Lfl HIEEEM IAM B

BRI LUBTHITUTRE , FREHN IAM BE&8Z2 M B3 Amazon EC2 3241 :
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://console.amazonaws.cn/iam/
https://console.amazonaws.cn/iam/
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- £ Amazon EC2 AF B IER “RRS o E41" #1TIRIE, BERITRENERTSRE , ERHIT
BAUT84E -
- ERERFEAFET , T IAM RFIRENXH , EBEEL—SHAUENAE,

Btk IAM 1 Amazon EC2 1R E , BN AREFSERNL 2 EC2 24l , BHNNHAREFEHRE
X Amazon S3 IR AYIEENER .

Connect E#Z| EC2 324

ZE#E Amazon EC2 k6| , X ERMAILRNARFEREIZEM , REETEZERAER. EREE
BEYLUESFINERAN (BF ) B TAABRANLERS WY ; Bl PEM X4+,

AL, EATLUR RN SSHIR B R TR AE - EEE) Linux SEAIEEE S Windows K6, HEE
et |, BWAGR LU XM R I EALE @ B S K6,

(® Note
£ Linux 2% macOS K £ , BAUEAR 2 EH B SREFINAEF. B scp BEAN
RN ESMER , AILMERL TS S  scp -1 path/to/key file/to/copy ec2-

user@ec2-xx-xx-xxx-xxx.compute.amazonaws.com:~,
BX Windows NEZER , SR XHEH E Windows £,

MREERAWE Amazon TEQ , MBEE B AUER TEQEESXE. AXEZER  FSREE
AN TEUNBEERFEmM.

£ EC2 X6 LiE1T NN ARERF

1. FEORARER XN 25 E F 2 B8 Amazon EC2 3£4i,
2. BHNAERFRARIIHETERREEFAITEN LHNERER,
3. (W) RIENARFEAFEA IAM AGRHENEIE,

a. &3 Amazon Web Services EE#ZH|& HITFF Amazon EC2 #2#|& , Pt https:/
console.aws.amazon.com/ec2/,

b. HEFEXHA,
c. HURERRME. ReMNER IAM BE,
d. XNTFIAM A FEET IAM ABRSE IAM A&,
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect-to-linux-instanceWindowsFileTransfer.html
https://console.amazonaws.cn/ec2/
https://console.amazonaws.cn/ec2/
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e. EEFFH IAM AE,
f. BRETZNARER , HBEIATRE TR ER.

£ TIP fFH4E#H 1758 Amazon Web Services RS

A{E B 3% (TIP)  —1ZhaE Amazon IAM Identity Center , 701F#9 Amazon Web Services RS
EEAREAFEMY (HIMEALARERK ) BFNR, BIESHEE, IE IAM B2FMEH LT
X, BURBIERE R Amazon BREAF . b ETXEEEIH A Amazon Web Services RS

4 ETXEEEMIIKESIS B ERET Amazon Web Services BRS A T HMHEBAUREKENES, XLEE
BEaFERANERE (B0, IAM SHFOHAF ) . BRIGRNEHTEHRE ( H20 Amazon Redshift ) F
WHESEE (i, RiENER ) WTEiE. Amazon Web Services BRSs #UK75 Amazon Web Services
RS AL ETXUARSEEAFPWEANERRNGRERERE. BXEZEE , 55  Amazon
IAM Identity Center AP 1ERE) HH “H{E & & EHA"

£/ TIP 4Ry SERFZ M

FEERATIRFESRERERZREMT

1. IBAFER ERT Java B9 Amazon SDK = & F JavaScript # Amazon SDK,
2. WIAZRERANRS XFE S BEE.

EZ# (Amazon IAM Identity Center A $ER) ® Amazon managed applications that integrate
with IAM Identity Center k&Y Enables trusted identity propagation through IAM Identity Center
5,

3. |3 A IAM Identity Center {5 & 17 1% 1%,

EZ# (Amazon IAM Identity Center A 1ErE) HH TIP prerequisites and considerations,
4. RATE — |dentity-Center-integrated S T2 F o

2 (Amazon IAM Identity Center A7 #EF) ## Amazon managed applications 2 Customer
managed applications,

5. BMATIRE—NAETEMESE (TT) HFEHNRSIEEE IAM Identity Centero

EZ# (Amazon IAM Identity Center I EFE) HHY Prerequisites for trusted token issuers
Tasks for setting up a trusted token issuer,
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https://docs.amazonaws.cn/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/trustedidentitypropagation-overall-prerequisites.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/awsapps-quick-start-setting-up-identity-center-to-test-awsmanagedapps.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/using-apps-with-trusted-token-issuer.html#trusted-token-issuer-prerequisites
https://docs.amazonaws.cn/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
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ERBPER TIP H4F

1. RIS S MR EREARA.

2. 8IBATELNXEMNRSEF,IHSES , Amazon Web Services IR HE I RINAE B D5 1BE
HRBE YRS EFiH,

TIP B ER UL TRASE

- webTokenProvider : /771 7T NEAZBH B IRAE L IREX OpenID T b M KA BB
- accessRoleArn : ZIBHEFARAFNER L TXRAN IAM AEH ARN , FRRE S H185mE

AT
- applicationArn: BEFHENARFHNE —RRAFRE, HEKEEE OAuth RN NARER
ARN,

- sso0idcClient: ( 7Ji% ) EBEFEXEER SSO OIDC &/ , flaiSso0idcClientiEA
F Java = for client-sso-oidcH JavaScript® Fim. MRKEMH , MFRFCHEREXA
applicationRoleArn # OIDC & F i,

- stsClient: (Hi%t ) EEEFFENBEEN Amazon STS EFix , BTERAFNEHRLETXR
A accessRoleArn, MRFKEM , MapplicationRoleArnfF=4I{t HEH EEMEAK Amazon
STS & Fifio

 applicationRoleArn: ( Aik ) EFEAHK IAM A€ ARN , AssumeRoleWithWebIdentityBA{E
A LA5| S OIDC # Amazon STS & F i,

o MBREM K NAFEITREM sso0idcClient M stsClient S,

- WMREM N applicationRoleArn WETEES accessRoleArn SEHI{ER
[E. applicationRoleArn ARMEMA T A accessRole #Y stsClient, #0157 & &R 48 [EHY
A applicationRoleaccessRole , MIEREFAACRKNEESD (BRAGRIER) , X2
TH . AmazonBEXBEZEFMER , ESHALE.

sso0idcClient, stsClient #1 applicationRoleArn S EFEEI

BB TIP fEfret , BRI ERHNSHEEZUATRER :

o MBHIBMT sso0idcClient M stsClient :

« sso0idcClient FMYEIER B A oauth:CreateTokenWithIAM #XBR , LLiE A Identity Center
SRIKEX Identity Center 2 EMNAF LT3,
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/ssooidc/SsoOidcClient.html
https://docs.amazonaws.cn/AWSJavaScriptSDK/v3/latest/Package/-aws-sdk-client-sso-oidc/
https://www.amazonaws.cn/blogs/security/announcing-an-update-to-iam-role-trust-policy-behavior/
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« stsClient EWEUENEH accessRole LY sts:AssumeRole Hl sts:SetContext X
PR, accessRole MFERBRES stsClient LHEIEMEERR.
o MREIRMT applicationRoleArn :
 applicationRole NEBMFERIR (1dC 3Kfl., accessRole ) Ky
oauth:CreateTokenWithIAM, sts:AssumeRole #l sts:SetContext fXfR , AR ZAE
FFHFH#E OIDC M STS &EF i,

 applicationRoleMZ5RA TERK S MHREEREUFEXRwebToken , BHwebTokeniF A
F &3 7 4 89 AssumeRole WithWebldentity 8 FA SR & ApplicationRoles

ApplicationRole B¢ & Rl :

Web TR ENSIERE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::ACCOUNT_ID:oidc-provider/
IDENTITY_PROVIDER_URL"
.
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"IDENTITY_PROVIDER_URL:aud": "CLIENT_ID_TO_BE_TRUSTED"

}
}
}
1
}
PRREE -
{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

ERBAER TIP B4 42


https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
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SEES

"sts:AssumeRole",
"sts:SetContext"
1,
"Resource": [
"accessRoleArn"

"Effect": "Allow",

"Action": [
"sso-oauth:CreateTokenWithIAM"

1,

"Resource": [

i n

A TIP RS RHI

LUTFREIERT WEER EBT Java B Amazon SDK S ES S TIP #&4 EA T JavaScript
# Amazon SDK,

Java

E£ FEAT Java B9 Amazon SDK I E A TIP &4

BT,

<dependency>

<groupId>software.amazon.awsidentity.trustedIdentityPropagation</groupId>
<artifactId>aws-sdk-java-trustedIdentityPropagation-java-plugin</artifactId>

<version>2.0.0</version>
</dependency>

FEELIE pom. xml 3 RFE R

ERMRBH | G software.amazon.awssdk.trustedidentitypropagation BIAER 4

BiEA,

DTRRBERT QIETESOERERGSGHFEFMEBRSEAIRNFAN AR, XBANROIEBE
FA Amazon S3 ¥EN RS H#S3AccessGrantsPlugin AREEAF N ENIR , B AN A FE

i1 Amazon Web Services fRSS X A{E & &1 (TIP) B BR,

R TIP AT R
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SEES

® Note

53 S3 i X PR E 42 34,

I 1 FIEH AL OIDC # STS B/ i

Sso0idcClient oidcClient = SsoOidcClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(credentialsProvider).build();

StsClient stsClient = StsClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(credentialsProvider).build();

TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin =
TrustedIdentityPropagationPlugin.builder()
.webTokenProvider(() -> webToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.sso0idcClient(oidcClient)
.stsClient(stsClient)
.build();

S3AccessGrantsPlugin accessGrantsPlugin = S3AccessGrantsPlugin.builder()
.build();

S3Client s3Client =
S3Client.builder().region(Region.US_EAST_1)
.crossRegionAccessEnabled(true)
.addPlugin(trustedIdentityPropagationPlugin)
.addPlugin(accessGrantsPlugin)
.build();

final var resp = s3Client.getObject(GetObjectRequest.builder()
.key("path/to/object/fileName")
.bucket("bucketName")
.build());

®I 2 FEFinAEEZELTEY applicationRoleArn HH#ER 422

g

NFXER , EFEN S HRNRERREAFBHENNR. BEXESZSHARFEE | 1

R TIP AT R
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TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin =
TrustedIdentityPropagationPlugin.builder()
.webTokenProvider(() -> webToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.applicationRoleArn(applicationRoleArn)
.build();

S3AccessGrantsPlugin accessGrantsPlugin = S3AccessGrantsPlugin.builder()
.build();

S3Client s3Client =
S3Client.builder().region(Region.US_EAST_1)
.crossRegionAccessEnabled(true)
.addPlugin(trustedIdentityPropagationPlugin)
.addPlugin(accessGrantsPlugin)
.build();

final var resp = s3Client.getObject(GetObjectRequest.builder()
.key("path/to/object/fileName")
.bucket("bucketName")
.build());

BEXEZEHMEEMFKIE , S trusted-identity-propagation-java £ # GitHub,
JavaScript

ETUA TS EE S&A T JavaScript B Amazon SDK T B &% TIP S/ RIEEHS -

$ npm i eaws-sdk-extension/trusted-identity-propagation

R4/ package.json NEBE 5 TR AKBIIN

"dependencies": {
"@aws-sdk-extension/trusted-identity-propagation": "~2.0.0"

iy

ERARBH | BAFTEMN TrustedIdentityPropagationExtension #K#iM,

DTRROERT QIR E SO EERGSGHEERIMERSE A IRNFAER AR, XBANROIEBE
A Amazon S3 fEN RS , HFIA Amazon S3 HRIXRKREEAFWSFENR , B AN TFEM[
Amazon Web Services fRSS X1 1E & 41& 1% (TIP) BIR,
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https://github.com/aws-sdk-plugin/trusted-identity-propagation-java
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® Note

N FXLERG , IWMEEMAmazon S3 HRINBRERFRERAFBENNR, BXEZFA
{E8 , 2S5 Amazon S3 5 R PR B R,

I 1 WEHAEE OIDC # STS F Fif

import { S3Client, GetObjectCommand } from "eaws-sdk/client-s3";

import { S3ControlClient, GetDataAccessCommand } from "@aws-sdk/client-s3-control";
import { TrustedIdentityPropagationExtension } from "eaws-sdk-extension/trusted-
identity-propagation";

const s3ControlClient = new S3ControlClient({
region: "us-east-1",
extensions: [
TrustedIdentityPropagationExtension.create({
webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER';
I
sso0idcClient: customOidcClient,
stsClient: customStsClient,
accessRoleArn: accessRoleArn,
applicationArn: applicationArn,
b,
1,
1);

const getDataAccessParams = {
Target: "S3_URI_PATH",
Permission: "READ",
AccountId: ACCOUNT_ID,
InstanceArn: S3_ACCESS_GRANTS_ARN,
TargetType: "Object",

};

try {
const command = new GetDataAccessCommand(getDataAccessParams);
const response = await s3ControlClient.send(command);

const credentials = response.Credentials;

// Create a new S3 client with the temporary credentials

R TIP AT R
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const temporaryS3Client = new S3Client({
region: "us-east-1",
credentials: {
accessKeyId: credentials.AccessKeyId,
secretAccessKey: credentials.SecretAccessKey,
sessionToken: credentials.SessionToken,
},
1)

// Use the temporary S3 client to perform the operation
const s3Params = {
Bucket: "BUCKET_NAME",
Key: "S3_OBJECT_KEY",
I
const getObjectCommand = new GetObjectCommand(s3Params);
const s30bject = await temporaryS3Client.send(getObjectCommand);

const fileContent = await s30bject.Body.transformToString();

// Process the S3 object data

console.log("Successfully retrieved S3 object:", fileContent);
} catch (error) {

console.error("Error accessing S3 data:", error);

®I 2 FEFIRLEEZZELTEY applicationRoleArn HH#ER 4 22

import { S3Client, GetObjectCommand } from "eaws-sdk/client-s3";

import { S3ControlClient, GetDataAccessCommand } from "@aws-sdk/client-s3-control";
import { TrustedIdentityPropagationExtension } from "eaws-sdk-extension/trusted-
identity-propagation";

const s3ControlClient = new S3ControlClient({
region: "us-east-1",
extensions: [
TrustedIdentityPropagationExtension.create({
webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER';

b
accessRoleArn: accessRoleArn,
applicationRoleArn: applicationRoleArn,
applicationArn: applicationArn,

1),
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1)

// Same S3 AccessGrants workflow as Option 1
const getDataAccessParams = {

i

Target: "S3_URI_PATH",

Permission: "READ",

AccountId: ACCOUNT_ID,
InstanceArn: S3_ACCESS_GRANTS_ARN,
TargetType: "Object",

try {

const command = new GetDataAccessCommand(getDataAccessParams);
const response = await s3ControlClient.send(command);

const credentials = response.Credentials;

const temporaryS3Client = new S3Client({
region: "us-east-1",
credentials: {
accessKeyId: credentials.AccessKeyId,
secretAccessKey: credentials.SecretAccessKey,
sessionToken: credentials.SessionToken,
},
18

const s3Params = {
Bucket: "BUCKET_NAME",
Key: "S3_OBJECT_KEY",
};
const getObjectCommand = new GetObjectCommand(s3Params);
const s30bject = await temporaryS3Client.send(getObjectCommand);

const fileContent = await s30bject.Body.transformToString();
console.log("Successfully retrieved S3 object:", fileContent);

catch (error) {
console.error("Error accessing S3 data:", error);

BEXEZFMEENMFKIR , S F@trusted-identity-propagation-js L8 GitHub,

R TIP AT R
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Amazon SDKs M1 T EigE5 &

SDKs 2 ETESHWAA APIs . Amazon Web Services RS EMNRFTRIN#HIT APl BAFEDN
—EEETHE  SESHRIE, ERXTHIE, At , SDKs EEHIE R ENRIEKIKREA T EN
BEROEUL , A TFEURSHNIZE , URRBATERIRENE,

UTERNMATAXEERENFARES

« Amazon SDKs # Tools #r/E{LEIFRHEE— BRAXIEREAEE S SDKSUEHRMEE 2 B KMz E
1t,

« Amazon SDKs H “T B” #r (b IhaE— @R IhEEE Z ML SDKs,

BIERSEF in

ELURTE S 15 Amazon Web Services fRSS , SDKs &4 5 Amazon Web Services RS ER & F
i class/object » N , MREHWNARFZFTEHEL S EC2 , MEHWNARRFE26IE— Amazon
EC2 BEFmNRKEZRFEN. RE , BRI LERARSEFiwMEiZ Amazon Web Services RS & H
BR, ERAZHIERT SDKs , REEFHNREBFAER , Rt @200 mHEE HEROENRS A
BB PR, AEATRNEEDR — RS K EER,

RER LR

+RIREBEE T AZH SDKs AXIEHEAFT7Z Amazon Web Services RS F A THAE, EILRHE

FMEMINEE, FiE# SDKs HE RIS (HKIR ) , il EX LS (RKIFE ) , UE

KEL/BEBNE, UTREEERLARNGE

1. ERBAEIBIZEFAHAS LRENFAI N RESRETHMOEMERE,

- BERETVUBRESMREERTRE  tULUEREEAXN AANEMEERTER. XT

Amazon CLI 5 Amazon Tools for PowerShell , EMIRAEEG T LAANSNMNRESENF
Ro X T SDK , ER2E AT AR ABREEHI{E Amazon Web Services BRSs & F i B E X KA
REREREALEN API FHEBEN SR,

2. {X[R Java/Kotlin : REZIREMN JVM REEME. NMRERE , HEAZEREER K.

3. REARENRETE, WRERE , NMEAZEXREEREF W,

4. SDK £EHZEH credentials XHFREZIRE. MRBIRE , WEFWHHEHZE,

5. REHEM config XHRERZRE, MEFEZRE , U SDK FEAZIZE.

BIRIRS T P i 49



Amazon B FATEGNIE SEE™

« TLAMER AWS_PROFILE BT EH aws.profile JVM REEMRIEE SDK EMEAIE &L
%,

6. RIEF 2R SDKIRKBA H RV EMERIAE,

@ Note

BL SDKs TEARLBRTENIRFHITRE, Ik, FL& SDKs M TEEIFHMAFM ML
RSB FE. Bl , JEAT NET #9 Amazon SDK X% SDK EJEHEMKIR. Hx
SDK TEMAEMNREHENESRFER , FSHAEEERAN SDK AT ENRFEERE.

G FREGL S L AFERAHBRHMA L, HllN , WREBEHZconfigXHFRBETEHREX

#, WRELZ SDKZTEAREHMVEZF , TREKEHEAZEEXX 4. XEKE , IRE
fEcredentialsXHHFRMTIRE , MAFERAZIEEM A R2configHFMIRE, MREFEHRE
MERERELTE K ©f¥BZEcredentialsMconfigHHFMIZIRE., &5 , £/MRE ( Amazon
CLI 8 ST 8= API 28 ) IRNBHPNREFNEBR Zm SHATE MtE.

TERAEERIRERH

FEEHPRESERSNEXRTNEFEANET TUBET B RENTHARE, TRIIETEREM
FUEXHRE, MEETEUR (KT Java M Kotlin SDKs ) AIAERBZAR TEREZINEEN JVM i
B, FNMNIRPEZENEN TR OENAYIRETH,

« ConfigM#iRESIxK

« CredentialsX#igE%Ik
« INETEIR

- JVM REBMIIR

SAEHEMERDEBE—ATE , HPFHTATREZDENEE, SMEEOEEETUE
FRRERNIEE T, SEFETERE (EAT Java A Kotlin ) 1B JVM REE MR 1T
BB, BIEEBLIEFESXRNSE  ARERREMES LHWRPEEE, REFRRES
SERE L BB TR | BRATHEHE RN,

ERPRILFERAE (WRE ) , MRETRITEMARE , REFRERZE, HRPEEL T ZIRE
R A ME.
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https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/sdk-store.html

Amazon B FATEGNIE SEE™

Blan , THEHR BERES ThERHEAIRE RS

disable_request_compression RHIEEMEELRXRTUTAHR :

s BEEMERMNAEMUARERBE 2R ERES . BRI -
- £ disable_request_compression EEEXHHHITIRE
« {#/ AWS_DISABLE_REQUEST_COMPRESSION FHRENNIETE

- MREFEAKR Java I Kotlin SDK , NE AT LAEA aws.disableRequestCompression FH
RER VM REEM

(@ Note

AREE A — MR N EZERBTEEMERNINE , BHTXMSER SDK My , Hit
RSERENR. MRFEERBDHPERRELRE , FSHEAEHN SDK EER API S E,

o MBEFRHATEMEE , NZEFERIAR false,
- WWHRERENHE —BERER true M false,

SN INAE T E R EEEBERE — 4 Support b y Amazon SDKs # tools .

ZRALTREN SDK REXFZINE LI EMNIRE, Supported S R~EZHFLS , EETIIE :

* Yes : iZ SDK T2 X EFHIAMIRE.,

* Partial : XFHDRE , RETHEHBEAMFTE. NT Partial , 2 — &M MERRKG AR
=,

* No : AXFFEMIRE. XATRHEARBRREAUKINMEEEE ; B TFFIFF LA INERE
BiRE,

Config M fFiRIEFI&K

TRBPFHAREAAERE Amazon configXHEH D E. ENRERMEN , FIWEIFTE A Amazon
Web Services 55, SDKs METEXAGEXFIMSHNRENMREE, EEEFENZTE) SDKHT
BEXENRBNMRELTE , HSHEAN SDK RIT B,
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Amazon AT EGHNIE

et

=

account_i
d_endpoin
t_mode

api_versions

auth_sche
me_preference

aws_acces
s_key_id

aws_account_id

aws_secre
t_access_key

aws_sessi
on_token

ca_bundle

credentia
1_process

credentia
1_source

defaults_mode

disable_h
ost_prefi
x_injection

disable_r
equest_co
mpression

Details

ETK/HNAKERET R

EAERBRE

Amazon i [7] 24

ETK/HNART R

Amazon i [8] 4R

Amazon i 8] 2 4H

EAERERE

FUFRHE

RABBEIREE

BreE EMIAE

ENBEEA

ERES

ConfigX iR EFI&
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Amazon AT EGHNIE

et

BEAW

duration_
seconds

ec2_metad
ata_servi
ce_endpoint

ec2_metad
ata_servi
ce_endpoi
nt_mode

ec2_metad
ata_vl_di
sabled

endpoint_
discovery
_enabled

endpoint_url
external_id

ignore_co
nfigured_
endpoint_urls

max_attempts

metadata_
service_n
um_attempts

metadata_
service_t
imeout

Details

RABBFIEREE

IMDS EiFf2 it &

IMDS ZEiFfR it &

IMDS ZiFiR it &

/\\\ k fy-l

BETRISHNIKI

RABBEIREE

BETRSHRS

EEHTA

Amazon EC2 34l 7t 2k iE

Amazon EC2 324l st 3z

ConfigX iR EFI&
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Amazon AT EGHNIE

et

RER

mfa_serial

output

parameter

_validation

region

request_c
hecksum_c

alculation

request_m
in_compre
ssion_siz
e_bytes

response_
checksum_

validation

retry_mode

role_arn

role_sess
ion_name

s3_disabl
e_express

_session_auth

s3_disabl
e_multire
gion_acce
ss_points

Details

RABBFIEREE

EAERERE

EAERERE

Amazon Web Services X1

Amazon S3 HETE MR

ERES

Amazon S3 B TE MR

EWTH
RABBFIRHEE

RABBFIREE

S3 Express One Zone £1iF /A RIE

Amazon S3 ZXigjial =

ConfigXHiREFI&K

54



Amazon AT EGHNIE

et

BEAW

s3_use_ar
n_region

sdk_ua_app_id

sigv4a_si
gning_reg
ion_set

source_profile
sso_account_id
sso_region

Sso_regis
tration_scopes

sso_role_name
sso_start_url

sts_regio
nal_endpoints

use_duals
tack_endpoint

use_fips_
endpoint

web_ident
ity_token_file

Details

Amazon S3 EA R

NMAEF ID

SRRUL =
RKASEEIEREE

IAM Identity Center ZiF {2 &
IAM Identity Center EiF IR &
IAM Identity Center EiFiR{E &
IAM Identity Center EiFiR{E &
IAM Identity Center EiFiRE &

Amazon STS Xigji% &

WAL F FIPS w2

N FIPS ¥ =

KASEFIRAEE

ConfigX iR EFI&
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Amazon B FATEGNIE SEE™

Credentials M HiREFIXK

TRPHHMEETUERLE Amazon credentialsXHF o El. EIESKMEN , FPBRE A
Amazon Web Services f§%. SDKs MB T EAUREXFIHSNIRENINELTE, EEFENZEAN
SDK HTEXEHMNRENIETE | FSREHSHR SDK KT EEE,

B &M Details
aws_acces Amazon i 7] 4R
s_key_id
aws_secre Amazon 1 7] 224

t_access_key

aws_sessi Amazon 1/ [7] 224
on_token

28 K= Ik

TRIHET SDKs KZHEZEFNHETE, SIRSKMERN , FWEIFTA A Amazon Web Services AR
%, SDKs METEXRMRERIFIMBNRENTETE, EEENZ L) SDK HIEXFNIREMIKR
BETE  BSHEAN SDKHIEER,

BB M Details
AWS_ACCES Amazon i 8] 22 4R
S_KEY_ID
AWS_ACCOUNT_ID EFKFHALRETR
AWS_ACCOU ETKFHAKIHT S
NT_ID_END
POINT_MODE
AWS_AUTH_ BHBIEAE
SCHEME_PR
EFERENCE

Credential sX#iREDIX 56



Amazon B#FF A TEBNTE SEES

RERWH Details
AWS_CA_BUNDLE EAREIRE

AWS_CONFIG_FILE ERMNEHHLEZEcredentials X
#configAmazon SDKs f1 T ER VB

AWS_CONTA N EIUFRMEE
INER_AUTH

ORIZATION

_TOKEN

AWS_CONTA R EIFRHE
INER_AUTH

ORIZATION

_TOKEN_FILE

AWS_CONTA N EIUFRMEE
INER_CRED

ENTIALS_F

ULL_URI

AWS_CONTA R EIFRMEE
INER_CRED

ENTIALS_R

ELATIVE_URI

AWS_DEFAU Bl ERRIAE
LTS_MODE

AWS_DISAB EHBIZREA
LE_HOST_P

REFIX_INJ

ECTION

AWS_DISAB B3R E%
LE_REQUES

T_COMPRESSION




Amazon A X ITESNIE

SEES

RER

AWS_EC2_M
ETADATA_D
ISABLED

AWS_EC2_M
ETADATA_S
ERVICE_EN
DPOINT

AWS_EC2_M
ETADATA_S
ERVICE_EN
DPOINT_MODE

AWS_EC2_M
ETADATA_V
1_DISABLED

AWS_ENABL
E_ENDPOIN
T_DISCOVERY

AWS_ENDPO
INT_URL

AWS_ENDPO
INT_URL_<
SERVICE>

AWS_IGNOR
E_CONFIGU
RED_ENDPO
INT_URLS

AWS_MAX_A
TTEMPTS

Details

IMDS EiFfRfit &

IMDS FiFiR &

IMDS EiFigfit &

IMDS FiFiR &

Uit SR H

ERTH
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Amazon AT EGHNIE

et

RER

AWS_METAD
ATA_SERVI
CE_NUM_AT
TEMPTS

AWS_METAD
ATA_SERVI
CE_TIMEOUT

AWS_PROFILE

AWS_REGION

AWS_REQUE
ST_CHECKS
UM_CALCULATION

AWS_REQUE
ST_MIN_CO
MPRESSION
_SIZE_BYTES

AWS_RESPO
NSE_CHECK
SUM_VALIDATION

AWS_RETRY_MODE
AWS_ROLE_ARN

AWS_ROLE_
SESSION_NAME

Details

Amazon

EC2 KB T #iE

Amazon

EC2 LI iz

configfcredentials X4 174

ERARE
REE A

mazon SDKs 1T &

Amazon Web Services X 15

Amazon S3 I TE MR

ERESR

Amazon S3 HIETEB MR

ERTH
KARE

FURHEE

KARE

FURHE
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Amazon AT EGHNIE

et

BEAW

AWS_S3_DI
SABLE_EXP
RESS_SESS
ION_AUTH

AWS_S3_DI
SABLE_MUL
TIREGION_

ACCESS_POINTS

AWS_S3_US

E_ARN_REGION

AWS_SDK_U
A_APP_ID

AWS_SECRE

T_ACCESS_KEY

AWS_SESSI
ON_TOKEN

AWS_SHARE
D_CREDENT
TALS_FILE

AWS_SIGV4
A_SIGNING

_REGION_SET

AWS_STS_R
EGIONAL_E
NDPOINTS

AWS_USE_D

UALSTACK_

ENDPOINT

Details

S3 Express One Zone £i& 5 RilE

Amazon S3 Z[Xig 58 &

Amazon S3 EA R

NMAERF ID

Amazon i [8] 4R

Amazon i [8] 4R

BERMEBLZcredentials X

#configAmazon SDKs #l T Ef VB

ANV

Amazon STS X i} &

N FIPS i
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Amazon B#FF A TEBNTE SEES

RERWH Details
AWS_USE_F M HEHF FIPS i

IPS_ENDPOINT

AWS_WEB_TI KABBEIIRME
DENTITY_T
OKEN_FILE

JVM RERE ST

BT WM REBMRAT EAT Java iy Amazon SDK # & A F Kotlin # Amazon SDK ( BA

JVM BB ) o BXRUMIZEE JVM REE MR |, S H@the section called “WM{AZE JVM REE
",

BEBWN Details

aws.accessKeyId Amazon i 8] 24

aws.accountId ETKFPHAHRTR

aws.accou ETKFPHARTR

ntIdEndpo

intMode

aws.authS SRS R

chemePref

erence

aws.configFile BRMERHKZEcredentials X

#configAmazon SDKs #l T Ef v E

aws .defau el EBRIAE
1tsMode

aws.disab IMDS ‘EiFig it &
leEc2Meta

dataVl

JVM REE M5 61



Amazon AT EGHNIE

SEES

BEAW

aws.disab
leHostPre
fixInjection

aws.disab
leRequest
Compression

aws.disab
leS3Expre
ssAuth

aws.ec2Me
tadataSer
viceEndpoint

aws.ec2Me
tadataSer
viceEndpo
intMode

aws.endpo
intDiscov
eryEnabled

aws.endpointUrl

aws .endpo
intUrl<Se
rviceName>

aws.ignor
eConfigur
edEndpointUrls

aws.maxAttempts

Details

ENBLEA

S3 Express One Zone £i% & Kil

IMDS ZiFiR it &
IMDS ZiFig it &
HRRIH

BETRSHRS

BETRISHNIKI

ERTH

JVM REE M FIR
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Amazon AT EGHNIE

et

RER

aws.profile

aws.region

aws.reque
stChecksu
mCalculation

aws.reque
stMinComp
ressionSi
zeBytes

aws.respo
nseChecks
umValidation

aws.retryMode
aws.roleArn

aws.roleS
essionName

aws.s3Dis
ableMulti
RegionAcc
essPoints

aws.s3Use
ArnRegion

aws.secre
tAccessKey

Details

FRAHXZEconfigflcredentials X#HH1ITE

fBEtE Amazon SDKs f1T &

Amazon Web Services X5

Amazon S3 HE B MR

ERES

Amazon S3 HETE MR

EWTH
RABBEIREE

RABBFIEREE

Amazon S3 Z[Xigiial =

Amazon S3 EA R

Amazon i [7] 2 4H

JVM REE M FIR
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Amazon B#FF A TEBNTE SEES

BEZ Details

aws.sessi Amazon i [8] 2 4H

onToken

aws.share ERMNEHHLEcredentials X
dCredenti #configAmazon SDKs #l T By E
alsFile

aws .useDu MR FN FIPS i =

alstackEn

dpoint

aws.useFi MHERR R FIPS M

psEndpoint

aws.webId KRABBEIIREE

entityTok

enFile

sdk.ua.appld NMAERF ID

Amazon SDKs #l Tools #r/E{LEIFIEHEE

TEEIREF AT —BORMINE , HEEW S SDKSIEFRRHEEHHUAMBH SR ITHE, X7t
— MU URSE S MR W E= D FEME SDKs, AMEREHBITUERBHEES. BXHFAE
B, BSHRENEE SDK AP,

/A Important
FIFFBERMAEE SDKs XA RMEE  EEXFRHABAMNAEIHE.,

£

- THRBRIAEIFRMHES

- BET SDK M EWNEIFIREEE
+ Amazon i B Z 4

FROELEILRME 64



Amazon B#F AT ESHNIE SEES
BREITREMARS
- RABBEIRMESE
- BREITR#E
« IAM Identity Center ZiFiR &
- IMDS FiFiR &
HESIEREE

THERERIAT IRt &5

PG SDKs ABE—R¥b S ( KR ) fHEiIRE  UERIATRAEARBERNERE
Amazon Web Services fiF. HREIEREIG , BRAEFEL, XHREHEBRM N EITREMS *ET%
B,

ERAER —MRECEIERMHE , Amazon SDKs A ZHAER RN BRI KITIER. TiREILE
RESSDEABHRMAE  NENFILIREEEFBERNAREFEBRIFENZEIE. SDK TEHR
SRS BN A SE AR L 1R 4 o

RESA SDK EANEESTHE , EEMNEE ST KR

FULRHEE B

Amazon 17 [ Z4A Amazon IAM APy E %48 ( HIZ0AWS_ACCES
S_KEY_ID ., FAWS_SECRET_ACCESS_KEY ),

£/ Web &35 OpenlD Connect #  ERAMBNABFBRMEE (1dP ) ( HIE0 , Login with

TG - RIEARKIRME Amazon, Facebook, Google SE{AE M OpenlD
Connect (OIDC) %A 1dP ) &F, £/ () ¥# JSON X
Ko hE (JWT) BRi% IAM B &8 Amazon Security Token
Service XPR. Amazon STS

FEIRME KRR B I EH ARG R EXENEIL,
IAM Identity Center EiEiRE & MHIREUEIE Amazon IAM Identity Centers
RABABEIEREE BH IAM ﬂ@ﬂ’]ﬂl‘ﬂﬁﬂ?iﬁlﬂﬂf&ﬁiﬁo (REAENIE

R , RARERZEIL) .

TERERRINEIE R A& 5% 65



Amazon B#FF A TEBNTE SEES

EULRME 15 BA
BDeEiREE Amazon Elastic Container Service ( Amazon ECS ) #

Amazon Elastic Kubernetes Service ( Amazon EKS ) &
iE, ASRFIEREENEFNASBICLNARERRIEIL,

HEEITRME BEMNEIERME, MASRRRFRRE (235 IAM Roles
Anywhere ) SREUERYEIE,

IMDS ZiFiR it & Amazon Elastic Compute Cloud ( Amazon EC2 ) SE4I#&
BXHEI, ¥ IAM A5E8NE EC2 EHIMEXREK.
EZRG EETHARBRAINER ZACHIGREIE, &
i@ Amazon EC2 JuiiiE RS 1214,

WNFEPHNBINTR , BESHIBREENFE. EREBPEENREERER .. BER , &8 X
REE M FAXZconfigficredential s #4172 /BELE Amazon SDKs f1ITE, HXxESZ(E
B BESRE REWNE LN

HET SDK MITEMNFZIRRHEEH#

EE#EDE SDK FTENBERIERHEEHFAES , BPMUATIIRFPIEREN SDKHTE :

* Amazon CLI

« @A T C++ #Y SDK
- EAT Go#y SDK

- AT Java B9 SDK
&R F JavaScript

« @A T Kotlin #y SDK
- AT NET# SDK
- &M T PHP # SDK
« & T Python (Boto3) ¥ SDK
« @A T Ruby By SDK
- AT Rust B SDK
« J&AT Swift # SDK

BET SDK M TEWEZIERHEE 66


https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-configure.html
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/credproviders.html
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/configure-gosdk.html
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/credentials-chain.html
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/setting-credentials-node.html#credchain
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/credential-providers.html
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/creds-assign.html
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/guide_credentials.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/credentials.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/setup-config.html
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/credproviders.html
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/using-configuration.html

Amazon B FATEGNIE SEE™

« FF PowerShell

Amazon i 8] 224

/A Warning

ANTBRRZENK , EFRETARGIOEESKIEN , F2EA IAM AFR#THARIE , ™
2ERASEMREAENRKE BRI , 620 Amazon IAM Identity Center,

Amazon |IAM A P Y5 18 2248 7] B4ERH Amazon iE$H. Amazon SDK £ B3 XL Amazon E3E
ZZ API &3 Amazon , AMEEN ITEAETUR S, HEMIFRIEN Amazon HRMEIE. B
L fEHaws_session_token , XIBEIEF RIGHH , SHEFBEN. TERWEAKBPEIL,

(® Note
MR FTERFIX LENEETES , Amazon ] Amazon AJRELEKIF B ERE |, XFEEM TR
ERTFaZIEm,

H= Amazon credential sXHREF#HEREFENHENE , BAcReUTNAREFRERZ
A, FEEHZconfig R SDK BERER DM

ET7MAEX Amazon B MERAF R ZENEZER |, BSH IAM AFERF I Amazon Z2 i
EE IAM B P WIARI %4

ER AT BABLE L D RE

aws_access_key_id-3= Amazon configX#fiZ &, aws_access_key_id-3= Amazon
credentials XHRIE ( #ESE ), AWS_ACCESS_KEY_ID - }R3EZE £ aws.accessKeyId-JVM
REEM : PR Java/Kotlin

BEERNER—B2ATRAFP#HITEHRIEN Amazon 15 EI1Z4H,
aws_secret_access_key-H# = Amazon configX#4i% &, aws_secret_access_key-
#=Z Amazon credentials XHiRE ( ##EFH L ), AWS_SECRET_ACCESS_KEY - IMET &,
aws.secretAccessKey-JVM REE M : {XFR Java/Kotlin

BERERILAF B HMEIL—39 1 Amazon %4\,

Amazon 1/ 8 24 67


https://docs.amazonaws.cn/powershell/latest/userguide/creds-assign.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/security-creds.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html

Amazon B#FF A TEBNTE SEES

aws_session_token-#Z= Amazon configX#i%E, aws_session_token-*= Amazon
credentials XHiRiE ( #%E 5L ), AWS_SESSION_TOKEN - 3REZ £ aws.sessionToken-JVM
REEMHE - PR Java/Kotlin

BEE—N Amazon RETH , ZTRAFENAFZITEORIENTIEN -2, SRS EFER
EIhEREAEAEMMEEN IR EIER -2, REEFH EII"H'J‘;zé 1EH‘I71F EERTETH.
BR , RNBUCHAERABRNZEFIEIRERBEIL. AXRLLRN , BEZH IAM PN L2 &HE

BXRUMIRBUX LEN R |, B5H FREREIE#H1T 5 G KIE Amazon SDKs f1TE,

fconfig@credentialsX#HrHigBiX LEXFEBENRH

[default]

aws_access_key_id = AKIAIOSFODNN7EXAMPLE

aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token = AQOEXAMPLEH4aoAH@OgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Linux/macOS B G STIRENETEN RH

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

export
AWS_SESSION_TOKEN=AQOEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Windows Bl s S TIRENETEN RH

setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

setx

AWS_SESSION_TOKEN AQoEXAMPLEH4ao0AHOgNCAPy. . .truncated...zrkuWJOgQs8IZZaIv2BXIa2R401gk

Support Amazon SDKs by M1 T &

LT AZE SDKs X AT HHERWIIsERRE, FIESD HINMERBEEFH, ERT Java®y
Amazon SDK 1 5& A F Kotlin #9 Amazon SDK M — X 33HE[ JVM REBHIRE

Amazon 17 8] % £ 68


https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html

Amazon AT EGHNIE

et

SDK

Amazon CLI v2

ERT C++ By SDK

FEAT Go V2 (1.x) B SDK

FEATF Go1.x (V1)K SDK

FERATF Java 2.x B9 SDK

FEATF Java 1.x B SDK

FEH T JavaScript 3.x B4
FEIES

& A F JavaScript 2.x B SDK

E AT Kotlin B SDK

FERA T NET 4.x 9 SDK

FERTF NET 3.x 89 SDK

FEHAT PHP 3.x 8 SDK

& F Python (Boto3) Y
SDK

& T Ruby 3.x B9 SDK

EAT Rust B SDK

& AT Swift B9 SDK

EAF PowerShell V5 (N TE

ERAT PowerShell VAT E

53
#

=
=

Al AD

i

fD0  AD

fm

BERESZER

FEEHEHEWN config i,

BEFAHE config XHFIRE ,

fE ; BSHK1E,

ITXFHHEEZE,

WIRFT B MBS B 34 DN RY Zh

Amazon 8] #48
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon B FATEGNIE SEE™

BREIRMRS

BE LAERAIEN Amazon EEEFIAEFEIURRITATREHRNEHIER, TRETXRE
BB HBRBILRERE , Amazon @4 BSEH T PowerShell &b & TE ( 4140 CL Amazon |, Amazon
MHITE ) W@k, Amazon SDKs

B4 RIXEIEFH | B E Amazon CLI Fi&1Taws logind s , &L “ Amazon TE” FiE1T
Invoke-AWSLogin cmdlet, PowerShell £ EHIEBFERMESF , HEESFEH. Amazon
SDKsEHIE P IFFE 15 28 /53HA , B2 CLI SDKs @RBEEZEBIHRIFEP , ZETZE 12 PEt, il
FMSRIBE , REFRRIEEN CLI EHEF PowerShell,

EXmPNERAZIREETHBEEMNEENH |, Zlogin_sessioniR EE#EEBEEZITEREFIERE
HEEBZEHE2ENEMT,

[profile console]
login_session = arn:aws:iam::0123456789012:user/username
region = us-west-2

RIABERT , EHAEIL MRS MEM#E Linux # macOS = $USERPROFILES\.aws\login
\cache Windows £#~/.aws/login/cacheB&TH JSON X##, XHBETEFRLXFEREMN.
IBALUBIS 1% BEAWS_LOGIN_CACHE_DIRECTORYIMEZ EXRBE1ZB %o

EXRABRE
ER AT BABLE LD RE
AWS_LOGIN_CACHE_DIRECTORY - S 5% &
FHM B3R, CLI Ml SDKs HEEFF#MRHIERLFEEXFNEFRRE,

ERIAE : ~/.aws/login/cacheE Linux # macOS Lt , &ESUSERPROFILE%\.aws\login
\cacheff Windows L,

Support Amazon SDKs by M1 TE

LLTHA SDKs XEFEARETFHFHRNINEEFRRE, AR HINEREEEH, ERAT Java®y
Amazon SDK 1 5& A F Kotlin #9 Amazon SDK M — X33 E M JVM REBHIRE.,
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https://docs.amazon.aws.com/sdkref/latest/guide/access-login.html

Amazon AT EGHNIE SEE™

SDK X BERESER
b=

Amazon CLI v2 =

&R TF C++ 1 SDK =

BEATGoV2(1x)®WSDK &

FEAT Go1x(V1)HWSDK £

EATF Java 2.x B9 SDK 2

FEAT Java 1.x B SDK Fi

FEHAT JavaScript 3.x WE4E £
FARIES

FER T JavaScript 2.x B SDK &

& A T Kotlin B SDK 2
BT .NET 4.x #9 SDK =
ERAT NET 3.x 8 SDK =
EAT PHP 3.x # SDK =

& FF Python (Boto3) Y B ZEECRT

SDK
& F T Ruby 3.x #J SDK =
EH T Rust B9 SDK =
FERAT PowerShell Vs NTE £

ERAT PowerShell VAT E &
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon B#FF A TEBNTE SEES

RKARBEKIERHE

(® Note

METHRERNEHFNERFERY Support b y Amazon SDKs # tools RIEHIEEEY | BS
F T RS A IR E TUH .

BRiEAeSREA —AINZ2EUERFG R BEATET RN Amazon TR, XL B 15 R 2
1D, BRI RBRAMZETEAR.

ERELN SDKZTERRAAE , MOMEREBIIMEERANIBEEAE®, IAM ABHA® Amazon
FIREW (ARN ) #ITHE—#5R, ABRES —IPMREABIGEXR, ERAZACHNAERATERS
— /N Amazon Web Services fE%. Web B 41 E ™ Amazon Web Services i/, OIDC 5 SAML Bk
Bk,

R IAM BRE  NREZIZARNET , NTLUHEHN SDK T EBEENFRZAGK FHN
BR. EITULIRME , BEAUTRE,

EXFAHBREAXEZENES , BSHAEEHH BRix—NMIE S HRIE Amazon &EiE Amazon
SDKs 1 TEWNAE,

KRABBEERHUERE
fEFATT 5 B B L Th AL -

credential_source-#*= Amazon config X% &

£ Amazon EC2 3£/l Amazon Elastic Container Service B8 H A , IEE SDK =X T EE{a4k
AUBEERBERATFARAE role_arn SHIBEMN A BMNEIL,

RiANE: &

BE¥NE

« IIE - IEE SDK HITEMIRETE AWS_ACCESS_KEY_ID F1 AWS_SECRET_ACCESS_KEY #&
RIRFEIE,

« Ec@@ 2 InstanceMetadata — I8 ERHT & TE = T EFE A M 1ZE) EC2 324 & 4R
IAM £ & KIRBURIES,

« EcsContainer— iEERHA AT E IR T EFFERAM I1E Amazon ECS BESHY IAM A & 58 Fff in
Z Ama zon EKS A 25M IAM A& RKIREURIE .
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.amazonaws.cn/eks/latest/userguide/security-iam-service-with-iam.html

Amazon B FATEGNIE SEE™

THeER —BBXHHREETEE credential_source M source_profile,

£ config MHHIRE M TARAZIERN KB Amazon EC2 KIRHI :

credential_source = Ec2InstanceMetadata
role_arn = arn:aws:iam::123456789012:ro0le/my-role-name

duration_seconds-3*= Amazon config X% &
EEACXENRAFENRE (UAYHEAL) .,
REBEXHEERAACR , LIREFEA.
BRIAE : 3600 # (1 /NEY)

BWME  ZEMEEE 90 ® (15 74 ) HAGKRENRAXERLEE (43200 =X 12 /)6t )
ZE. BXEZFELR , B2H IAM AFEETH E5A BN R AL ERLNEIRE,

£ config XHHIRE LI RHBI
duration_seconds = 43200

external_id-#Z Amazon config M #i& &
EEE=FRATEEEFKFRRAACHE—IRRA,

NYBEEXHEERAACBZACGHNETIRKEE Externalld BN , WIRBFER, ZEKR
HAREXHFIEEAEITE®ELS AssumeRole BEM Externalld S,

HiAE : T,

BRE : B2 1AM B EREHP R INAEDSE =5 RT3 E1 Amazon R HY 5 B 4% BR B 65 A 74
#8 1D,

£ config XHHZEBELLINH R
external_id = unique_value_assigned_by_3rd_party

mfa_serial-*= Amazon configX#i%E

EEAFPERAACRAXMFERNZESHRIE (MFA ) RBEWRIREFHIS,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html

Amazon B FATEGNIE SEE™

RKAAGH , IRZACHEEREISEE MFA SHRIENZME , N HLET, HX MFA
MEZFEE , SR (AM AFERE) F8 IAM B i Amazon ZE 5 HKIE.

ERINE : Fo

ANUE . ZETUREHIRE (Sl GAHT12345678 ) FHIS |, b A LARE N MFA REH
Amazon BEABAF (ARN ) o ARN B9 arn:aws:iam: :account-id:mfa/mfa-device-
name

£ config XHHgETH =B
HRHAIBRRENZEKFUIBEH NENAFBRAT —NE A MyMFADevice WEHI MFA 8%,

mfa_serial = arn:aws:iam::123456789012:mfa/MyMFADevice

role_arn-#Z= Amazon config3#i% &, AWS_ROLE_ARN - i 3EZ & aws.roleArn-JVM REE
% {XPR Java/Kotlin

EEEATRITEALLEE X HEREERN IAM A€ Amazon BREH (ARN)
%ﬁi}\ﬁ : %o

BME . ZEXLAZ IAM BAEK ARN , #RX0TF : arn:aws:iam: :account-id:role/role-
name

WA BEMTIEEUATIREZ — -

« source_profile - fRREZ—PMEEXH K ATEREFEHEEXHFRAZACHNRNE
uF,

« credential_source - fEAHYGIHNEZT EIFREUE ST I Amazon EC2 SE4IEL & 34
= Amazon ECS B4l &Eik,

- web_identity_token_file- REEBZIH Web NABFHHETEMRIINAFEALHKS
2 & T OpenlD Connect ( OIDC ) #BRFHEHEE,

role_session_name-3Z= Amazon configX % &, AWS_ROLE_SESSION_NAME - ISMETE,
aws.roleSessionName-JVM R4 E 4 : XBR Java/Kotlin

EEENMNIAE2ENENR. LEMERESHASIEXRKNSEZEMN Amazon CloudTrail B&
h, ZAFARETRNER, BXFHAEE , 59 (CloudTraill B/ ERE)Y /) “Amazon
CloudTrail B &4 T%,

MIAE - TIESW. MRARRALE REEEXHAAAE , WIFEHERKERR.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

Amazon B FATEGNIE SEE™

BME : ¥ Amazon CLI & Amazon APl R&RIEF AAssumeRol el fE ( SIRE

% AssumeRoleWithWebIdentity#®{E ) &} , HIRoleSessionNameS ¥R, ZERNE
ALERNKRAABKHF Amazon BRAF (ARN) W —E5 , HERZEEXHBANREN
CloudTrail BEZEN —# 5 & Ko

arn:aws:sts::123456789012:assumed-role/my-role-name/my-role_session_name.

£ config XHHigE LT RHI
role_session_name = my-role-session-name

source_profile-#= Amazon configX g &

EEHMEEXH  HELIATRAHRBEEXHFH role_arn REEENAR., ETHNM
EHZcredentialsX ¥ Amazon configMX B FERAEEXH , FSRAHEE config XHA
credentials X%,

MREEENEEXHERRAACEEXY  NFHEZEINFRABNACUEEHBNEIL. 3 SDK
BRETAEEZIINE ESXHR | kiEFaELE, S5 MEMN Amazon CLI B Amazon APl B 41E
BReElhgK—/It , HEALZEK, BEXEZELR , F2H IAM APEBRTNAERIFNES,

AINE : o

BEME : B config M credentials XHHEMNEEXHHNEMEARNXEFFER, EXRE
HEEEXHFIEE role_arn W&,

FeEER — BB XA P ERSE credential_source # source_profile,

B IE XA R IRE L TR R

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:ro0le/RoleA
role_session_name = ProfileARoleSession

[profile B]

credential_process = ./aws_signing_helper credential-process --certificate /

path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-arn
arn:aws:iam::account:role/ROLE_ID
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_terms-and-concepts.html

Amazon B FATEGNIE SEE™

FELpldh , ABRBEXHERFSDKXTEBHERXEKN B BiEXHHNEILE. ELkfl+  BEE
XHER EH IAM Anywhere £ &3 1T 54 % UE Amazon SDKs A T £ 12 &iF B F RIKE
Amazon SDK WIEiE, RJE , KB AX LIS ZIESRTFE Amazon &R, 18EK A &40/
RFBITAIERABHN IAM XPRZERE | Hla0ds Amazon Web Services RS, = APl 5%, BE
XHMITHETIREN CloudTrail BEHRASBEERAEBLER .

FNFE=NAREERE , MREFE Amazon Elastic Compute Cloud k6| EE—/1NAREF , #8
RitZNARFRAHMAR K NAAFERAUTEE.,

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:ro0le/RoleA
role_session_name = ProfileARoleSession

[profile B]
credential_source=Ec2InstanceMetadata

BOE X+ A RHERAKE Amazon EC2 SRAIMFTIERMKCABEAE , HESBHRITEIL,

web_identity_token_file-#Z= Amazon config3#i& &, AWS_WEB_IDENTITY_TOKEN_FILE
-INEF E, aws.webIdentityTokenFile-JVM RGE M : {XPR Java/Kotlin

EEMHBRER , ZXHEBEFREZIFN OAuth 2.0 I OpenlD Connect ID & 312 E5 #9159

T,

HiRE R E A Web S HBESRIEERMEE ( HlW Google, Facebook Ml Amazon % ) #{T& 7%
if, SDK HFRARTEMBEXHHAR , AERKEEA AssumeRoleWithWebIdentity
BN E®ERN WebIdentityToken S8&i#,

FRINE - Fo
BERE . LEXTREREFNXM4E. ZXHXTNEEFHREEDERERN OAuth 2.0 THRITEDR
OpenlID Connect Thf, HEXERFHEM N HEX FHEIIER FHNEXNEE,

Support Amazon SDKs by I TE

LLTHRA SDKs XEFEARETFH RN INEFRE, AR HINEREEEH, EHAT Java®y
Amazon SDK 1 ;& F Kotlin #9 Amazon SDK M — X33 JVM REBMHIRE.
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https://openid.net/developers/certified/
https://wikipedia.org/wiki/List_of_OAuth_providers
https://developers.google.com/identity/protocols/OAuth2
https://developers.facebook.com/docs/facebook-login/overview
https://login.amazon.com/

Amazon AT EGHNIE

et

SDK

Amazon CLI v2

ERAT C++ Hy SDK

SERTF Go V2 (1.x) #9 SDK

EAT Go1.x (V1) K SDK

EATF Java 2.x B9 SDK

EATF Java 1.x B9 SDK

& A F JavaScript 3.x BV E 4
FERIES

& A F JavaScript 2.x B SDK

& AT Kotlin B SDK

FERA T NET 4.x B9 SDK

EAT .NET 3.x #J SDK

FEATF PHP 3.x By SDK

& FF Python (Boto3) Y
SDK

EHA T Ruby 3.x B9 SDK

EAT Rust B SDK

fl  AD

fim

fim

fim

BERESZER

credential_source AX%#, duration_seconds 3%

¥, mfa_serial Fx%#,

EFEAHE config XMARE , KT B MEE X INEEIZH

e ; BER L,

X mfa_serial . %% duration_seconds

AX3#F credential_source . Ax#F mfa_serial . £
X JVM RERE .

credential_source AxXiF,
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/

Amazon B FATEGNIE SEE™

SDK X FEXHEZER
=
FERAT Swift B9 SDK =

EHAT PowerShell V5 Y TE £

EATF PowerShell V4 WTE £

AREEFIERMHE

@ Note

METHRENEFABREREEH Support b y Amazon SDKs # tools RIEHIAEBY |, FS
B T RS A IRE T,

AREIRMHEANEFFNASCNARFREEIL, ZIPREAEEXN T DM AEERSS (Amazon
ECS) I Ik Elastic Kubernetes Service (Amazon EKS) & EEHE M. SDKs Zid&id GET &K
MIEEH HTTP s RN Eil.

MREER Amazon ECS , BINBWEERES IAM ARMHFIERE. &
NAMESATFIHE. BESE , Amazon ECS £1& & SDKsH I B ARIKEVEL

E’JAWS CONTAINER_CREDENTIALS_RELATIVE_URIEZE. ERE Amazon ECS LAEA L Ih
gt , &2 (Amazon Elastic Container Service FF X A RIEF) FHES IAM £,

WREEH Amazon EKS |, BB WEFEH Amazon EKS RS A B RKRUHEZIULRE , 25
RENR, ATty , B RE, TEAMNTT B, SBNWAEEA (pod) F IAM BE

#5 Kubernetes HE’*LKF‘*E?EE* UEBNARERFNIES, ETHEX Amazon EKS B2
BEMHNEZER , SR (Amazon EKS AF#RE) F8 Amazon EKS BEsH 51, BLE

J& , Amazon EKS %&EAWS_CONTAINER_CREDENTIALS_FULL_URI SDKsH T & A Rk3REUEIE
H9 FIAWS_CONTAINER_AUTHORIZATION_TOKEN_FILEMEZE, HXIREBEEE , 2 Amazon
EKS AFERPMIZE Amazon EKS Pod 54 XIE , & Amazon BEMiL LB A mazon EKS
Pod Identity 811t 7 Amazon EKS £ F N AREFH IAM R,

ER AT BABLE L 2D RE -
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https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.amazonaws.cn/eks/latest/userguide/pod-identities.html
https://docs.amazonaws.cn/eks/latest/userguide/pod-id-agent-setup.html
https://www.amazonaws.cn/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
https://www.amazonaws.cn/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/

Amazon B FATEGNIE SEE™

AWS_CONTAINER_CREDENTIALS_FULL_URI - RELE
EETEN HTTP URL iR , it SDK EERFIENFEA, XBEHRMEN.
ERINE : o
BHE : AR URI,

EE R ER AWS_CONTAINER_CREDENTIALS RELATIVE URI MERIRE , REEXRIRE
AWS_CONTAINER _CREDENTIALS RELATIVE URI BNF4&fEHA,

Linux/macOS B s FITIREMELTEMN RHI

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credentials
qE

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost:8080/get-credentials

AWS_CONTAINER_CREDENTIALS_RELATIVE_URI - }MEZE

EE HTTP URL iw R , ##t SDK EFERFZIERER . ZERMINEIZIAKN Amazon ECS BIEHL A
169.254.170.2 L,

ﬁi}\ﬁ . Too
BRE : BRAEIAEX URIL,

Linux/macOS B SR TIRENETEN RHI
export AWS_CONTAINER_CREDENTIALS_RELATIVE_URI=/get-credentials?a=1

AWS_CONTAINER_AUTHORIZATION_TOKEN - SMETZ 2

BEANANENSE, RRETHEZE , SDK FEAFETEMEE HTTP ER LREFRDUR
Ko

%ﬁi}\ﬁ . Too
BENE : FHH,

EE  HRER AWS_CONTAINER _AUTHORIZATION_TOKEN_FILE HNERIZE LK REEXRIRE
AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE BIF &M,
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Amazon A X ITESNIE

SEES

Linux/macOS B R TIRENETEN Y

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN=Basic abcd

AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE - SRET &
BEEZGEMNAENT N XML XH4EE,
HINE : T
BENE : FHH,
Linux/macOS B n FITIRENREEN A
export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE=/path/to/token
Support Amazon SDKs by f1T &

LLTHA SDKs XFEARETFEHFHRNINEEFNRE, FIERBoFINEREEXEH, EHAT Java®y
Amazon SDK 1 5& A F Kotlin #9 Amazon SDK M — X 33HFf JVM REBHIRE.,

SDK ¥ BIREZER
B

Amazon CLI v2 =

EHT C++ B SDK =

EAT GoV2(1.x) W SDK £

FEHAT Go1x (V1)K SDK £

FEHT Java 2.x B SDK & 3 Lambda SnapStart #%#EAWS_CONTAINER_CRED
ENTIALS_FULL_URI 3} EzhIAWS_CONTAINER_AUTH
ORIZATION_TOKEN AT HHKIEEt,
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/lambda/latest/dg/snapstart.html#snapstart-runtimes

Amazon AT EGHNIE

SEES

SDK

FEHAT Java 1.x B9 SDK

& A F JavaScript 3.x BV E 4
FERIES

& A F JavaScript 2.x B SDK

& AT Kotlin B SDK

FERATF NET 4.x B9 SDK

FERATF NET 3.x 89 SDK

FEAT PHP 3.x # SDK

& A F Python (Boto3) KJ
SDK

EF T Ruby 3.x #J SDK

FEAT Rust B SDK

FE AT Swift B9 SDK

EATF PowerShell V5 (W T E

EATF PowerShell V4 (W T E

4 Mt

fim

fim fim

fim

fim

A0 fAD  AD AD

fim

BERESER

% Lambda SnapStart ##EAWS_CONTAINER_CRED
ENTIALS_FULL_URI ¥ HE3zJAWS_CONTAINER_AUTH
ORIZATION_TOKEN HABTF BB KiERt,

% Lambda SnapStart 4B EAWS_CONTAINER_CRED
ENTIALS_FULL_URI ¥ H3zJAWS_CONTAINER_AUTH
ORIZATION_TOKEN M T BB KR,

% Lambda SnapStart 4%3EAWS_CONTAINER_CRED
ENTIALS_FULL_URI 3 E3ZIAWS_CONTAINER_AUTH
ORIZATION_TOKEN FF B3 RIiEAT,

2 Lambda SnapStart ##EAWS_CONTAINER_CRED
ENTIALS_FULL_URI 3 E3ZIAWS_CONTAINER_AUTH
ORIZATION_TOKEN FF B3 KIiEAT,
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https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon B FATEGNIE SEE™

IAM Identity Center EIF{R &

® Note
EFPEMRITBEREN A RANEREEL Su pport by Amazon SDK M TEXR | FSHE 7 #R
EENIEERE.

It & A EHAUEHLE Amazon IAM Identity Center i TIREUERI R IR £ K& F (SSO) ¥ E Amazon Web
Services fRSF ™R,

® Note
£ Amazon SDK API XX #4r | IAM SO0 EIFREEEF N SSO FiFiR 4

8 A 1AM Identity Center J§ , A LAEHZE Amazon configM A HIREE LEE XK, EEX
- FTFEREEZ] IAM Identity Center T51A [, ZH A K I1EE IAM Identity Center # 1T &3 1S |
PR E 51287 XERH 1AM ﬁs@ﬂ’ﬁ‘ﬂﬁ if, E7# SDK tMAMEEPREUGEHERFFEAT
Amazon Web Services fRS &K , TSR WA ## R Amazon SDKs Fl T2 IAM B4 /0B A KIE

|'ﬂho

B config XHELE IAM Identity Center EF P A :

o (#E)SSO THREMABEE  EKAENK, @EXNEENSERNKNXE,
- [BIRTHRIFEE . FABREN/ VN2,

EXAHEED  SHEEELEFIHEEFESR.

LT H R IEEEE AKX IAM Identity Center B EMEE -

« Amazon IAM Identity Center i FF$5F

« Amazon IAM Identity Center |1/ AP| &%

ERAT#E SDK M T E e K A b Bl B LAE A FRIFTEILE |, 15 5R Wi ## R Amazon SDKs f1 TEH)
IAM B 17 50 B 43 B8 A (8] &3

IAM Identity Center 1227 82


https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
https://docs.amazonaws.cn/singlesignon/latest/PortalAPIReference/Welcome.html

Amazon B FATEGNIE SEE™

FRF M

&M 5T IE B IAM Identity Center, <8 A IAM Identity Center S RITHNIFMES , HSH
{Amazon IAM Identity Center P #E/) H# Enabling Amazon IAM Identity Center,

(® Note
BXRAEAREAN B TEERZHENFIENRE config XHBEE , BSHEXREEA IAM
B {5 0% Amazon SDK Ml T E# T HKIFMNIESHEA,

SSO T REEE &

UIRFEH SSO TR HEFEERN |, £8 Amazon SDK T ELBFRIFENLSE , BEREKNS
ERNBEALE, BX2EFENBNREKEENRNESZEE |, EZHAmazon IAM Identity Center A /2
FER A EE Amazon 17817 # IAM Identity Center 52 R T2 F K S E &Rt A,

ZconfigX M sso-sessionF o AT ATIREL SSO T RIGHENEBETEHTHE , ABFTMU
{5 X L£ 35 2 SRIREL Amazon Filf. BX config XHHLTHEZFAER |, FSH BE 4K
o

LTFHE config XU RBIER dev BLEXHF SDK 5 T EEE RN iER IAM Identity Center ZilE,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

(® Note
XNFsso_region , EEAEEEN IAM &4 OEFIH Amazon K15, X AJ8ESEH ERIA
Amazon XFAFE, B E IAM 402G G2 S 2SI ER LRI E,
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https://docs.amazonaws.cn/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/configure-user-session.html

Amazon BT XTI EGMIE SEEE
FENROIBTREAILLE N sso-session THFHRKIAENHENH. BE , sso_role_namesdt

MiEprofileZp o Hi&kEsso_account_idH , X# SDK FAEIER Amazon Eilf,

sso_regionsso_start_url, # , sso_registration_scopes@FfEiZsso-sessionEpn A

R,

HAEMA SSO S HEBIZEHEE sso_account_id F sso_role_name., HREH R ARFE
{R i Fi X #5%F Amazon Web Services IR B& S MHRIEMZIE , WAFAFEEZ L Amazon Fik., &
EEFHARIER—FMHTTP SHORIELSR , eEAMNEEESCENZE TR, EXAERT ,
FE sso_account_id M sso_role_name, EREZRFZREEZIBFTEETERN , BSRIMA
Amazon Web Services Bk 6/,

EMEEEERN sso-session B—& %, SEER OAuth 2.0 F—f#¥lE , ATRENARFX A
PR ERERE, EFHRET sso_registration_scopes , REMFIHIKF A @HLETH
BBR

THRERRTUNAEZNEEXHHESFHAMERRM sso-session BLiE.

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole2

[sso-session my-sso]
sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

BHORIESHEERS ~/.aws/sso/cache BRXRTHWHE L  YHEBETLEEM.
12 88 89 A o] jal #EL &

EREENTARFEET IS TERBFE. RIMNBWHA SSO THEHBERE.

EFERAESHNTARFEE  SLAEREXHFFEEATRE !

* sso_start_url
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* sso_region
* sso_account_id

* sso_role_name

ATLAERA sso_start_url # sso_region RENEEXHIEERAFIITF, AILER
sso_account_id M sso_role_name &EFRIEENIR.

LARRBNRE T config XHHHENSHEE,

[profile my-sso-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole

BHRBITITHEERES ~/.aws/sso/cache BRTWRHAE | MHBET sso_start_url,
IAM Identity Center ZiFiZ &R E

ERAUTAERE L INEE

sso_start_url-HZ= Amazon config X iR iE

B ERFTELA LMY IAM Identity Center 1% & URL 15 R TF URL B9 URL, BX<E#4MELR , ES
% {Amazon IAM Identity Center AP #ER) HH Using the Amazon access portals

ERFINE , BHFF IAM Identity Center #2F|& , EFERHER , RFHE Amazon HEI[]F
URL,

« ®HEF , MBY 2.22.0 lRAEFF 8 Amazon CLI , BRI LA A Amazon £17% URL B{E.

sso_region-#= Amazon config X #i%iE

H e Amazon Web Services XI5 @ &8 IAM B 0TFEN ; tRELZERH IAM B4
DR ENERNXE, XSEHERIN Amazon XKigiEx |, LA sEBE A E.

X Amazon Web Services XiF, K ERBHTEIIEK , HSRFP M XIHLIHET RAmazon Web
Services — 5=, BEERKIE , iBHITIF IAM Identity Center 32 #1 4 , EFEH @R , RAFERK
X1,

sso_account_id-#Z Amazon config 3 #i& &

#Bid Amazon Organizations RZ %0 Amazon Web Services Ik AT BB RIEHNEZ ID,
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https://docs.amazonaws.cn/singlesignon/latest/userguide/using-the-portal.html
https://console.amazonaws.cn/singlesignon
https://docs.amazonaws.cn/general/latest/gr/rande.html#regional-endpoints
https://docs.amazonaws.cn/general/latest/gr/rande.html#regional-endpoints
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Amazon B FATEGNIE SEE™

ESEFTMAK/FHIR |, BHIE IAM Identity Center $2 & & 33T F Amazon Web Services ik
Ho #&3& 7 LAEAmazon IAM Identity Center [T APl ZZH{E [ ListAccountsAPI FZEEF A A
WPk, Flan , AT LLEA “HI&RK /" Amazon CLI 5%,

sso_role_name-}ZE Amazon config X iR &

LIAM AR ENNRENER , ATEXNAPERNNIR, AMLMAEFEET Amazon Web
Services Ik I8EMWHsso_account_id. FAHAREH , MAERAEMN Amazon BRAE K
(ARN) .

NPREMI B IAM policy 1 BE XXRERE , HENX THAPXNHE 2B A Amazon Web Services I 2
#9177 (R X BR R Bl

BEEEF/N T ANPRENFIER Amazon Web Services Ik |, F#ZI IAM Identity Center 2% & 3

$TFF Amazon Web Services I TUH., ¥ Amazon Web Services I &% 5 H#Y [E PR E
Z o R T LAER Port Amazon IAM Identity Center al APl & H#y ListAccountRolesAPI J5 3%
BETANBESNR, Flm , R LA list-account- Amazon CLI roles /3%,

sso_registration_scopes-#*= Amazon config X% E

E} sso-session RNWEENESHEIIR, BARFITUER—NEZMNEE , ANARE
FEEXWHRSESNRETRFHER. EM IAM Identity Center REFEERIFTEHSHE |, &4
M F sso:account:access &/MNEE. BXARABESEEETINSIR , E5H (Amazon IAM
Identity Center A 1EF) HHY Access scopes,

XESEEEN T AEEMP OIDC FFIHERBZINWRME R EZN GRS, SRR
IAM Identity Center 8 & G RN iH L 1,

WRERERATFEZNAARFEE. FHAESEHEL M TEBERREE
sso:account:access fERAESEE A,
Support by Amazon SDK 1T &

LA SDK X EFEARFBHMRNINEEFNIRE. FIESoHNERYEEH, ERT Java B Amazon
SDK 1 5&E AT Kotlin 89 Amazon SDK M — X 3FM JVM REBEHIRE.

SDK ¥ RAREZER
b=
Amazon CLI v2 =
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Amazon AT EGHNIE

et

SDK

ERAT C++ By SDK

FEAT Go V2 (1.x) B SDK

FEAT Go1.x (V1) K SDK

FEHAT Java 2.x B9 SDK

ERAT Java 1.x By SDK

FEH T JavaScript 3.x B4
FARIEQ

& A F JavaScript 2.x # SDK

E AT Kotlin B SDK

FERATF NET 4.x 9 SDK

FERATF NET 3.x 89 SDK

FEHAT PHP 3.x 8 SDK

& F Python (Boto3) Y
SDK

E AT Ruby 3.x B SDK

EAT Rust B SDK

& AT Swift B SDK

EATF PowerShell V5 (ST E

EAF PowerShell V4 (I T E

4 Mt

fim

fim

fim

i

fl fAD FAD FHD  AD

fim

BERESER

EERAHRE config XHIRE |, HFTT B MNELE I T

fE ; BSHKTE,

credentials XHHtIZEREE.

R PR 8 & By A AT IR EC i
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https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
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® Note
AR R Amazon TEEH IAM B4 505 HKUFRFER< A -

« VS Code — iE#F| Amazon-BzEE T EIEMUME T X EEFH 5 HRIEESR IAM B4
o

« Visual Studio — Visu al Studio B9 Amazon Toolkit Amazon F 8 IAM &4 # O EUE
EBEE SSO F & .

« JetBrains— 8 Amazon TE4A JetBrains ZEZEF|EH Amazon tk - B EFH
Amazon I B4 JetBrains EZ2|E/ Amazon K,

)i

IMDS EiFi2 &

(® Note

METHRERNEFFREREER Support b y Amazon SDKs # tools RIEHIHEY , FS
7 T RAEENIRE RN .

SHITTHIERS (IMDS ) RHEXEHNEFNHKE , ZULL ACKEEREREEZTHES. BX
ARABENESEER , 1825 (Amazon EC2 AF#EmM) FHFEASESI THIE. Amazon EC2 T
GRS f—ﬁﬂﬁﬁﬂﬂ’ﬂlﬁi’ﬂlﬁa, R, ZIRR AR RMIREEER, ﬂﬂ%f—ﬁﬂl‘ﬁbﬂ?ﬂ@ )""J © A AR —
MNZABERWEIE, SDKs AJMERZE /KRBT ENHERANEIREEFE —H20IESR, JUA
ARSI TBIERSARA 2 (IMDSV2) , BIERASETENERLM IMDS A, ﬂu%EETT‘JEﬁE’J
R (HTTP £5iR1888 403, 404, 405 ) mMEM , NEABE S ZE. IMDSv1

ERAUT A ERE L INEE

AWS_EC2_METADATA_DISABLED - IFE% &
E&E%REA Amazon EC2 26l TEIEMRS (IMDS ) RIREUEIE,
BINE : false,

BNE :
« true - B IMDS RIREUZEILE,
« false - £/ IMDS RIREVZIL,
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https://docs.amazonaws.cn/toolkit-for-vscode/latest/userguide/connect.html
https://docs.amazonaws.cn/toolkit-for-visual-studio/latest/user-guide/sso-credentials.html
https://docs.amazonaws.cn/toolkit-for-jetbrains/latest/userguide/account-connect.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-instance-metadata.html

Amazon B FATEGNIE SEE™

ec2_metadata_vl_disabled-3*Z= Amazon config &g,
AWS_EC2_METADATA_V1_DISABLED - If8% &, aws.disableEc2MetadataVl-JVM REE M :
X BR Java/Kotlin

MR IMDSV2 kM , REFEASZFITHBRFZMRA 1 (IMDSV) ERER AR,

@ Note
New SDKs F%#f IMDSv1 , Rt A X #FRE, BXFHMELR , FA % Support by

Amazon SDKs and too,

2RIAE : false,

BWE
« true— 5% IMDSv1 B#E®H.
« false— IMDSv1 A¥EZH.

ec2_metadata_service_endpoint-#*= Amazon config X% iE,
AWS_EC2_METADATA_SERVICE_ENDPOINT - }f35Z% £, aws.ec2MetadataServiceEndpoint-
JVM REEM  NR Java/Kotlin

IMDS Wik s, WENBSHEGETAITESM Amazon TEH T3 Amazon EC2 Sl T #i3E /Y B
NMYE,

ZRIAE : MR ec2_metadata_service_endpoint_mode &F IPv4 , MIERIAIRSR R
http://169.254.169.254, WIR ec2_metadata_service_endpoint_mode &F IPv6 ,
NBRIANIHm SRR http://[fd00:ec2::254],

BRE : B URI

ec2_metadata_service_endpoint_mode-3*= Amazon configX
#i%E, AWS_EC2_METADATA_SERVICE_ENDPOINT_MODE - IfEZFE,
aws.ec2MetadataServiceEndpointMode-JVM R&E M : {XPR Java/Kotlin

IMDS BYim S,
%ﬁi}\ﬁ : IPv4,

BME : IPv4, IPV6,
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SEES

® Note

IMDS FiERHER THMNFTIERHAESE -85, BR , RAEEARRIHHEML N RZH
HzlR , F28E IMDS RiERHE, Rt , MREFLEENEFERALRAENFTIE , WL
AMNEEFRBREAERNTIIRMENEALCEEN S, HE , GEABIIERHEEES
HRABMRBERE T HRFEILE , TOERBDPEEEMAN IMDS FiLR#E, CIRERSE

Fimed , Al EEEERIERIR.

IMDS FiEV =224

KRIABERT , & Amazon A AT EGAREEEREILEN , REF AT ESFEZIRAEH Amazon
EC2 R4t IERS (IMDS) X4 3E Amazon BEIIEH, BIRF AWS_EC2_METADATA_DISABLED
HETEIREN true , JUEAMITH, XETUUPFLETRKRENNEES , HIg@EAENENEZ S

) HEERME A RESER Amazon EC2 SEHI T BIERR S -

(® Note

Amazon TLIRiX LGB , BB 7T AREILN SDK B HEHTSEH IMDS &R &L,

£ Amazon EC2 IMDS XiE
MZENAETERRTAIEANRERGUREREFEERNRELRE,
Linux 1 macOS

5/ Linux 2t macOS WEF A ERU TS IRELLIFER

il

$ export AWS_EC2_METADATA_DISABLED=true

MREFLUHRBEBES shell EMREERFREFAE , MALLH LR

X | Bl .bash_profile, .zsh_profile = .profile,
Windows

£/ Windows MEFAIBMERAN T T IRELFEERE

$ set AWS_EC2_METADATA_DISABLED=true

AR INENER shell B &

IMDS £t #&

90
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MREFLERREBESZ shell 2EMREEBSHPRIEFFE , WA NBALUTRE

$ setx AWS_EC2_METADATA_DISABLED=true

@ Note

Z setx T AL ZENA T HETH shell 21F , AU EFEEFHMBRNEFHITIT shell = &e
{58 Ao

Support by Amazon SDKs and too

LUTHRA SDKs XEFEARETFEH RN INEEFNRE, AR FINEREEEH, ERAT Java®y
Amazon SDK 1 ;& F Kotlin #9 Amazon SDK M — X33 JVM REBHIRE.

SDK ¥ FAHEZER
£
Amazon CLI v2 =

ERAT C++ #y SDK

fim

EAT GoV2(1.x) W SDK £

EATF Golx (V1) SDK R EFAHE config MHIRE , XAFSMEE XH NI

BE ; BSHAE,

FERATF Java 2.x B9 SDK -

EHA T Java 1.x 9 SDK B JVM REEM : 8 com.amazonaws.sdk.disableEc
7 2MetadataVl M4 =2 aws.disableEc2Meta
dataVl ; A% % aws.ec2MetadataServiceEndpo
int # aws.ec2MetadataServiceEndpointMode 0

ER T JavaScript 3.x WE#H =
FEIES

EA T JavaScript 2.x B SDK £
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https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/

Amazon B#FF A TEBNTE SEES

SDK X FEXHEZER
b=

& AT Kotlin B SDK 2 FEH IMDSvI B&.

FEHATF.NET 4.x B9 SDK =

FEAT NET 3.x B SDK 2

FERATF PHP 3.x #9 SDK =

& FF Python (Boto3) Y =

SDK

& T Ruby 3.x B9 SDK B

E AT Rust B9 SDK 2 T#EH IMDSv1 &,

EATF Swift B9 SDK 3

EMAT PowerShell VEIWTE R #LuLlERAERBHEXEAR IMDSv1 BB, [Amazon.U
til.EC2InstanceMetadata]: :EC2Metadat
aVlDisabled = $true

BT PowerShell VAW TE B #SuLlEAERBHIERNEZER IMDSv1 EE, [Amazon.U

til.EC2InstanceMetadata]: :EC2Metadat
aVlDisabled = $true

HIEFIRME

(® Note

EREFZRERNEN A BRNEREER Su pport by Amazon SDK M1TER | HS 1Y 7 AR
EEMRERE,

SDK## T My REEXAANFTIIREESEN T, KREHETRATRHBENSED , SIAMAE
T F R PR REIERNE A1 & O RHAEEK,
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https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
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https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
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f]30 , 1AM Roles Anywhere i credential_process RAKREH N AR FREUGHEIE. EXI1t
FiZBLE credential_process , i # £/ IAM Anywhere A &3# 1T 5135 1F Amazon SDKs #
I,

(® Note
THNET — MR HEREEIENS E | TESE AmazonZ ASTTHRENER, IRE
£ Amazon ItERR EHTHE  BEAHMEIIRMERERF. FRALEDN , NARFRZREBEER
FRERENZEREEER |, RAUBEHE config X, BINEHNBENZIEITERBAEEAF
AP ZRERStdErr , RN EHTF X TESH Amazon CLI A BUERFAIZRKIEELE , NTE
AN ERELARLBNNWAF,

FRAUTAEERELLIhEE
credential_process-#Z= Amazon configX ik &

EE SDK I TERRLEZTHATGS , RERBIREA T ZGTHEMRIEEIE, ZREEE

SDK program/command BB B, % SDK HAZH#REN , e F#HEN JSON HIEEA

stdout. BEMREMELTUBERRNREER, ZEETE SDKXIETHTNEHITHHK
IERESRE,

@ Note
HEFERMER THANTIERHEE V-5, B2 , REEXRRIIFHEML M RA
E2fE , TaREHESIRME, Hit , IREFLEENEFFERALLRMAEFNELE , WAM
MEEFRREMEMNEIIREEIEAEMEEH, HE K SHEBREIEREEERD
ROPNREERLD T EREL , TONERBIEEEANEEZIERME, CIBRSE K
B, AIEEEERIEXRR.

BERIULEFNERE
ZRENER—IMNFZHE , HPI2ED SOKIF XTI ERRBEZTHRFHBRE

- BENXHBRETEUTES . AZ, az 09, EFZF (). THL (). 92(). ERIL (). &
R (\) Az,
- MERRINHFETEER , BHTERENXGEANEIS (") FEX,
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NMRSVENHSHES S, MWANEIS (") MiZaREEKR, RELRBEHIE, IFRAE
FMEXT o

BOEZHEREESEMATETE, flin , BFREEDE $HOME = SUSERPROFILES,
FEFEXHRIEERN ~, * BUTNIEECTEREREXHE. REEEARAHE , NRELER
EPATH AETERENXGRTERZEF. BERBREREMR

DUTRBIERTEHZconfigX iR ERKIE_process, Linux/macOS

credential_process = "/path/to/credentials.sh'" parameterWithoutSpaces "parameter with
spaces”

AT RAIERTE Windows EHIHE config X#FHIRE credential_process.

credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter
with spaces"”

ARELTEEEXHPERE

[profile cred process]
credential_process = /Users/username/process.sh
region = us-east-1

FEUETT R B9 A W

SDK #BEEBNXHHIEENARETiZGT , ARMRER B RTEIEE, fEENGS , Tit2
BIZARE R —HEIRRF , #HSIE STDOUT EERFE LA TIEER JSON i,

"Version": 1,

"AccessKeyId": "an AWS access key",

"SecretAccessKey": "your AWS secret access key",

"SessionToken": "the AWS session token for temporary credentials",
"Expiration": "RFC3339 timestamp for when the credentials expire",
"AccountId": "the AWS account ID associated with these credentials"
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® Note

BEREANZAE , Version BHALIIREN 1, FEREEBMZEWHNAE  ZETESE
yi/I}S

Expiration Z4AR XM RFC3339 /XAt RIE. MR TENHEHPFFE Expiration &
28, Nl SDK BEZIERTRIFVKHEIE, BN , FEHANGNEIE , AEIEREIHIENZIT
credential_process X B3 RIFEIL,

(® Note
SDK 1~ ZFARBHBRELE , F—KTRATRAABKILE. NRFEEF , WAHEHNEHE
E N

(® Note

AccountId2mDER , R TFFRIERAMEA , EREEFZIEAIUNZFECHN RS
KRBT, 2§ SDK HEZIEE TW-NIK/ Y, F L& Amazon RS AT LAGE K 7 45 E Y 48 i

T Ro BN, Amazon S3 AILURFIERIEHIIK A EEMNL KT R , MARERLHRT Ko
BAccountIdNll , SDK M FEHMHLHIRBEKS , BN ERHTEERE T IKS B KL
Mo

AFHEATLUREIFEFIRENRE , UERERREIERN X EHEIR,
Support by Amazon SDK F1 T &

LAF SDK XEFEAREFEH TR INEERRE., FRIESB o HIsNEREE X, ERAT Java B9 Amazon
SDK 1 5& A F Kotlin 5 Amazon SDK M — X 35F A JVM REBHIRE,

SDK T BIEFHESEER
2

Amazon CLI v2 =

EAT C++ By SDK 2
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https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/

Amazon AT EGHNIE

et

SDK

FEAT Go V2 (1.x) B SDK

FEATF Go1.x (V1) B SDK

FEHAT Java 2.x B9 SDK

FEHAT Java 1.x B9 SDK

& A F JavaScript 3.x BV E 4
FERIES

& F JavaScript 2.x B SDK

& AT Kotlin B SDK

ERATF NET 4.x B9 SDK

EAT .NET 3.x #J SDK

FEATF PHP 3.x By SDK

& FF Python (Boto3) Y
SDK

EH T Ruby 3.x B9 SDK

EAT Rust B9 SDK

FERAT Swift B9 SDK

FEATF PowerShell VS W T E

EATF PowerShell V4 (W T E

X BERESER

B
=

=
=

D Ao

fim

A0 WD WD WD HD

fim

fil RO KD D

i

EFEAHRE config XHRE , BT B MEE X/ INEAT T

ok .
Be ,

BSR21E.

Process 12t #&
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https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon AT EGHNIE SEE™

Amazon SDKs 1 “T B” ¥x E{tThEE

WZIEE L N — B ERIAE , A BEEFZTheE L HLUMREIM 5 X T SDKs, X — Bt Al A
REBEZMNRBNEF HDFEWE SDKs, FFIEREFSIUERBHIHES , BSHENE SDK
API T fEi£15,

/A Important
B INEEER SDKs XFATE R , EETRIAEPHAABIHE,

£l

- ETKFPNIRR

- NAERFID

+ Amazon EC2 EfI T3

+ Amazon S3 EAR

« Amazon S3 ZXiFifE K

+ S3 Express One Zone &% & RIE
- SHRRIEAR

+ Amazon Web Services X1}
« Amazon STS Xi&ixT &
« Amazon S3 BEZTEMERF
o X F FIPS im R

« WRAI

- BARERE

o EHBIBEA

« IMDS & i

- BidTH

- BRES

- BETRSHIKS

- BB ERIAE

FrfE(LThRE 97



Amazon B FATEGNIE SEE™

HETKFHIRR

® Note

METHRENEFARREREEH Support b y Amazon SDKs # tools RIEH AR |, FS
F T RS A IR E T

BTk iy OB £ A Amazon Web Services K/ ID R X IhRERN RS RER , BBITH
REMHS a%ﬂT?FJE’I“.{o FAXEETIKF IR SH Amazon SDK MRS AT , SDK B ik MEH
EFKFPrHmES K MARKEMES. R SDK FEFHEREKS ID , NiZFF im6E A XE MR
B, EFTKFHLKET SRR Rhttps://<account-id>.ddb.<region>.amazonaws.com,
fR<region>#) Amazon Web Services Ik~ ID EWE , EWE <account-id> , LAk, Amazon
Web Services X3

ER AT BABLE LD RE -

aws_account_id-® = Amazon configX#fi% &, AWS_ACCOUNT_ID - SMETE,
aws.accountId-JVM R&E M : XBR Java/Kotlin

Amazon Web Services IKF H#if, ATETKF IR SEEH, Amazon Web Services Ik~ ID
B RRLLF 111122223333,
SNTFEERS , ETKFANESKBATESIERMRE,

account_id_endpoint_mode-#= Amazon configX#iRE
AWS_ACCOUNT_ID_ENDPOINT_MODE - I/ EZ &, aws. accountIdEndp01ntMode JVM REEH -
X BR Java/Kotlin

HEBATELENXAETRANBRSEEH , HadE TR,
ZRIAE : preferred

BNIE :

« preferred : i ANBEKF ID (MRF ),

- disabled : EFMNIRRFTIEWK ID,

« required : IRAMBEMKF ID. MRIKF ID FAH , SDK £5| %417,
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Amazon AT EGHNIE

SEES

Support Amazon SDKs by #1 T &

LT AR SDKs XEFARTBEHHRNIIEMRE. AABEID HISMERIGEEH,

EATF Java By

Amazon SDK 1 i& AT Kotlin 8 Amazon SDK M — X #F{d JVM REEMIRE,

SDK

Amazon CLI| v2

Amazon CLI v1

EHT C++ B SDK

\ATF Go V2 (1.x)
# SDK

ERATF Go
1.x (V1) B SDK

FEHAT Java2.x By
SDK

FEAT Java 1.x B9
SDK

i& i F JavaScript
X NEHFLAIE

=

& FF JavaScript
2.x By SDK

& AT Kotlin B9
SDK

EATNET 4.x B
SDK

-3
¥

fn Ho

7|

Hm

ol

fim

il

¥

7|

fm

il

Ry FERESEER
BERY SDK
TN

2.25.0

1.38.0

v1.35.0

v2.28.4

v1.12.771

v3.656.0

v1.3.37

4.0.0
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/cli/v1/userguide/cli-chap-welcome.html
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/

Amazon B#FF A TEBNTE SEES

SDK ¥ KA ZFIERESZEE
¥  HEMY SDK
EN
ERAT NET3.x B
SDK
ERAT PHP 3.x #Y £ v3.318.0
SDK
&R T Python £ 1.37.0
(Boto3) Ky SDK
EATF Ruby 3.x By £ v1.123.0

SDK

HERATRustlh SDK R %
#-2025-0
4-24

FEAT Swift I SDK £ 1.2.0

i& A F PowerShell i
VBT E

& A F PowerShell i
VAW TE

NARRFID

(® Note
EFPEMRIETERENAREREREEL Su pport by Amazon SDK fITEXR | FSHE 7 R
IERMIRE N H,

— Amazon Web Services i R[S R Z N E - N AR A K34 47 823 Amazon Web Services AR
%, NARFID AFFERHT —fR3BNENARRFERRTT —HIBAN AL Amazon Web
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https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon B FATEGNIE SEE™

Services i Amazon SDK FIfRSFaFEARBERILE , BRIEFEEREZFBEEH, fl0, E
AL\ BEEIRESEFIHS , A LAEEEAH , Amazon Health Dashboard LAME —¥R1Z & HY BELE 5 F
EFE5EMMERE,

ERTEARE L ThRE

sdk_ua_app_id-*= Amazon configX#fi%i&, AWS_SDK_UA_APP_ID - SMETE,
sdk.ua.appId-JVM REE M : XFR Java/Kotlin

WIREREIMANAREFNE —FZ8FE | TR ERN BAREF B ELE 5 AEF Amazon Web
Services K E1EiH A Amazon,

ZRIAE : None

BRE : #/HH , BAKEN 50, AR EAFE, BFEMUTRERF
RF Lo #0080 % & 'L+ -0 LA L T e

£ config XHHRELEN R

[default]
sdk_ua_app_id=ABCDEF

Linux/macOS B G STIRENETEN RH

export AWS_SDK_UA_APP_ID=ABCDEF
export AWS_SDK_UA_APP_ID="ABC DEF"

Windows B i S{TIRENRTER KA :

setx AWS_SDK_UA_APP_ID ABCDEF
setx AWS_SDK_UA_APP_ID="ABC DEF"

MRIEXFTA Shell EERFHENNFTS , FREFEN ZEHTH L
Support by Amazon SDK f1TE

AR SDK X FEAREFEH TR IIEERRE., FRIESBo FIsNEREE X, ERT Java B9 Amazon
SDK 1 5& A F Kotlin 5 Amazon SDK M — X #HF JVM REBHIRE.
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Amazon AT EGHNIE SEE™

SDK ¥ BEFREZER
3
Amazon CLI v2 =
E\EHAT C++ B SDK B TXEHEMconfig .

EAT GoV2(1.x) W SDK £

7|

FEATF Go1.x (V1)K SDK

FEHAT Java 2.x B9 SDK

fim

FEHAT Java 1.x By SDK

7|

& T JavaScript 3.x By E 4
FAIES

fim

FEA T JavaScript 2.x B SDK &

EF T Kotlin # SDK 2 JVM REEMR aws.userAgentAppId
SEAT.NET 4.x ) SDK =
SEAT .NET 3.x 8§ SDK =
EA T PHP 3.x #§ SDK =
& F Python (Boto3) Y =
SDK

E AT Ruby 3.x B SDK £
& AT Rust B9 SDK =
& AT Swift 8 SDK =
FEAT PowerShell VEIWTE R
BAT PowerShell V4 ITE 2
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon B FATEGNIE SEE™

Amazon EC2 L4t iz

® Note

METHRENEFABREREEH Support b y Amazon SDKs # tools RIEH AR |, FS
F T A SRR IR E T

Amazon EC2 3R ERH T —IE NKBITHIFERS (IMDS ) B9MRSS. BETHAXLBRSNESE
£, %205 (Amazon EC2 A 8R) HMVEMAKAITEHE, SHEEEE IAM A8 Amazon EC2
KB ERRFUR , BIANBRT , EROITHBERSHVEZER AT,

ER AT BABLE L 2D RE -

metadata_service_num_attempts-*£Z= Amazon configX#HiRE,
AWS_METADATA_SERVICE_NUM_ATTEMPTS - }R5ZE

AIZERE T EZRNEFTHERSKERBEN , ERFITZRM SR
ZRIAE : 1
BRE : KTHRET 1 OB=E,

metadata_service_timeout-#= Amazon config X #HiRE,
AWS_METADATA_SERVICE_TIMEOUT - SMEZE

EEMNMES THIBRS L EZHIER | KEBFTHREG
ERIAE : 1
BRE . KTIET 1 HEF,

£ config XHHigEIXLER A

[default]
metadata_service_num_attempts=10
metadata_service_timeout=10

Linux/macOS B G HTRENETEN RH
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-instance-metadata.html

Amazon B#FF A TEBNTE SEES

export AWS_METADATA_SERVICE_NUM_ATTEMPTS=10
export AWS_METADATA_SERVICE_TIMEOUT=10

Windows Bl s S TIRBENETEN A :

setx AWS_METADATA_SERVICE_NUM_ATTEMPTS 10
setx AWS_METADATA_SERVICE_TIMEOUT 10

Support Amazon SDKs by f1 T &

LUTHA SDKs XEFEARETFEH RN INEEFNRE, AR FINERIEEEH, ERAT Java®y
Amazon SDK 1 & F Kotlin #9 Amazon SDK M — X 3FFf JVM REBHIRE.

SDK ¥ FAHESZER
#

Amazon CLI v2 =

EHT C++ 19 SDK =

BEBHAF GoV2(1.x) By SDK &

BEHATF Go1x(V1)WSDK &

EA T Java 2.x B9 SDK XX 3F AWS_METADATA_SERVICE_TIMEOUT 0
ﬁJ\

EA T Java 1.x B9 SDK B {XX3F AWS_METADATA_SERVICE_TIMEOUT 0
ﬁJ\

FEAT JavaScript 3.x W &
FERIES

FEATF JavaScript 2.x B SDK &

& A TF Kotlin B SDK B
ERATF NET 4.x 9 SDK =
EATF NET 3.x 8y SDK B

Amazon EC2 Efl Tz 104


https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/

Amazon B#FF A TEBNTE SEES

SDK X BEAHEZER
B

EAT PHP 3.x # SDK =

& A F Python (Boto3) KJ =

SDK

&EF T Ruby 3.x #J SDK B

BT Rust B9 SDK B

EA T Swift B SDK S

EAT PowerShell V5 ITE &

EATF PowerShell VAR TE &

Amazon S3 EA =

(® Note
METHRERNEHBRERFER Support b y Amazon SDKs # tools RIEHIEEEY |, B5
7 T A {EMHIRE N H,

Amazon S3 [RFIRMIEASIEN S Amazon S3 EEBRENBERARN. BAK LR AKE—K
KENEE K MAREENARE#EE, £/H Amazon SDKs , AL EEEBFZRBPERAEAS
Amazon BRAF (ARNs) #1T API #24F , MAXBHBREBEEFEBEEH. SIRATRHENRE , HlufE
AEH GetObject MIEAR ARN NIFREBPIREN R , HEFEAESF PutObject AR ARN
X SRR MBI F N

ETHEAX Amazon S3EARNEZEE ARNs |, 1§21 Amazon S3 AT FEAEA S,

ER AT BABLE L 20 RE -
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https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
https://docs.amazonaws.cn/AmazonS3/latest/API/API_GetObject.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_PutObject.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/using-access-points.html

Amazon B FATEGNIE SEE™

s3_use_arn_region-3= Amazon configX #i% &, AWS_S3_USE_ARN_REGION - SREZ £,
aws.s3UseArnRegion-JVM REEH : NPR Java/Kotlin , EEEERBHEEE , BTEEENEN
7 SDK,

WiREEZES SDK & AEEA S ARN Amazon Web Services X8 515k #9i& X 15 4 is 17

Ko SDK £K1iF Amazon Web Services Xi3 ARN & HE5ZE F % Amazon Web Services X1
BLiE Amazon HHEIN 2 XIRMERS , U LEEEARAMNE s XAA, MRZREX , WEEME
ARBEENRE , HARKETERE,

BRIAME : false

BWE

« true— SDK EME LT A Amazon Web Services X1 B1{EH ARN , MAEX ik E
Amazon Web Services X, fl5 : MR FFIHMELE Amazon Web Services X1g 2 FIPS
Amazon Web Services XiF, , N 4715 ARN $#HICHE., Amazon Web Services XIg & NI RS
IR,

« false - SDK EMEim SR EHAE P IRBELER Amazon Web Services X1 o

Support Amazon SDKs by f1T &

LUTHRA SDKs XEFEARETFEH RN INEEFNRE, AR FINEREEEH, EHAT Javaly
Amazon SDK 1 & F Kotlin #9 Amazon SDK M — X33 JVM REBHIRE.

SDK X BEHESZER
#
Amazon CLI v2 =
EATF C++ #y SDK =
BEAT GoV2(1.x)WISDK £
EAT Go1x (V1)K SDK R EMFAHRE config XHIRE , LTI/ MELE ST INEL A I
ke EBRAIE,
EHAT Java 2.x B9 SDK =
&AM T Java 1.x #) SDK 2 T%F VM REE M.
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/

Amazon AT EGHNIE SEE™

SDK X FEXHEZER

FEA T JavaScript 3.x 4 R
FERIES

FEA T JavaScript 2.x B SDK £

& T Kotlin # SDK =

JEAT.NET 4.x B SDK =

JEATF .NET 3.x 8 SDK B TERELEINF ; £ZH config XHEML KX TIHFERE

H,

J&HA T PHP 3.x # SDK =

& A F Python (Boto3) KJ =

SDK

& T Ruby 3.x #J SDK B

& F Rust #§ SDK &

ERT Swift B9 SDK B

EAT PowerShell V5 HTE R FEFIRERLINTF ; £EM config XA EMLLETHEE

BHo
EAT PowerShell VA I TE R FEFIRERTINF ; HEM config XHEML L THEE
£,
Amazon S3 ZX1F 150 K
(® Note
METHRERNEFABREREEH Support b y Amazon SDKs # tools RIEH AR |, FS
F T RS A IR E TUH .
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https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon B FATEGNIE SEE™

Amazon S3 ZXFAQREMT —HeREka , NABRFUUFERAZEARKERRKBNLTZA
Amazon Web Services XiF ) Amazon S3 F#E@EINER, BULERZXEEA SRS XIEMA
BF K GREANXEHREANEREL  RAEEHAE MM AETXIENAER,

ETREXZXEZEARNEZER |, 555 Amazon S3 AFIERE T/ Amazon S3 Y2 XiE#z A
o5

/AN O

ETHAERZXEEAS Amazon BREF (ARNs) WEZER |, 5% Amazon S3 AFEEF
MERZXIFEASRHER,

ETHAXVNBRZXEBEARNESEE , i55H Amazon S3 AiIFERMPNEES XEEA R

SigV4AA EERATEEERRXHERNER X, %EEMA SDK BT Amazon BAIETTH (CRT) F
LRV RBIRIR G

ER AT B ABLE L D RE -

s3_disable_multiregion_access_points-#*Z= Amazon configX

#3328, AWS_S3_DISABLE_MULTIREGION_ACCESS_POINTS - SREH &,
aws.s3DisableMultiRegionAccessPoints-JVM RZEH : {NFR Java/Kotlin , EEEEREF
BEE , FEEERENEE SDK,

tiREES SDK BREARRZRAEXEIFER, MRZREX , WAELEARBEENRE , R
HRZERE,

BRiAME : false

ENE :
+ true - FIEFEABXEHER,
- false - FRAZXiFEALBABXEEKR,

Support Amazon SDKs by f1 T &

LT AZA SDKs XA THHHERNWIIBERRE, FTEBDHINMEREE XA, ERATF Java iy
Amazon SDK 1 i& AT Kotlin 8 Amazon SDK M — X #F{d JVM REEMIRE,

SDK ¥ BRAEAREZER
=
Amazon CLI v2 =

Amazon S3 % Xig [ < 108


https://docs.amazonaws.cn/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/MultiRegionAccessPointRequests.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/ManagingMultiRegionAccessPoints.html
https://docs.amazonaws.cn/cli/latest/userguide/

Amazon AT EGHNIE SEE™

SDK X FEXHEZER
B
EAT C++ B SDK =

FEAT GoV2(1.x) W SDK £

FEATF Go1x(V1)WSDK &

EATF Java 2.x B9 SDK 2

EAT Java 1.x By SDK &

ER T JavaScript 3.x WE#H &
FEIES

ER T JavaScript 2.x B SDK &

& A T Kotlin # SDK 2
BT .NET 4.x #9 SDK =
ERAT NET 3.x 89 SDK =
EA T PHP 3.x # SDK =
& F Python (Boto3) KJ =
SDK

EF T Ruby 3.x B9 SDK =
#E T Rust B9 SDK B
EAT Swift 8 SDK &
EAT PowerShell VEIWTE 2
ERAT PowerShell VAWWTE £
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https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
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S3 Express One Zone &% & /KL

(® Note

METHRERNEHFRERFERY Support b y Amazon SDKs # tools RIEHIEEEY | BS
7 7 RAEENIRE T E.

S3 Express One Zone & Amazon S3 W EeEFMER , TN MBHRINBFEREEKE/LEVHE
iR, YHI&4EM S3 Express One Zone 1Zf## Amazon SDKs MITER , 2BHZIEAETRAEN I HE
i, ZEARIEANBBEEROBEEERIGHT TR, BALELESHETARR (NRR ) BE
ZEER , NMOBI N2 FPNSMERBITRNERANWIER , BRESOHRIEFHEIFRESEEER
HEE,

S3 Express One Zone F@EAEZETHKX ID WEA®RERX , HI20 bucket-name--usw2-
azl--x-s3, ¥ SDKRMBXFanAEXN |, F2BFEREHEIMERE S3 Express One Zone
R, HNARICHNERRIERRE. SESHRISCBRGNNE#BEBEST , NMRENE&EN
REEBRG R , HH SDK B EFNRFH. ETHRESELS , 25 (Amazon S3 AF#EmM) Y S3

Express One Zone,

S3 Express One Zone FBAIAB ALIEFHRIE,
FEAUTHEERE L IhEE

s3_disable_express_session_auth-#Z Amazon config 3 #i& &,
AWS_S3_DISABLE_EXPRESS_SESSION_AUTH - ¥f#E% &, aws.disableS3ExpressAuth-JVM &
ZEM PR Java/Kotlin

2B S3 Express One Zone iFF A KIE, IREN true Bt , SDK $F S3 Express One
Zone FEWEMEARERN Sigvas BHRIE , MTAEAEF BRI,

BiAE : false

BXE
« true : Zf S3 Express One Zone £i& &K1,
- false : /5 S3 Express One Zone &i& § K1,

£ config XHHREEN KRG
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[default]
s3_disable_express_session_auth=true

Linux/macOS B TTIRERETEN R
export AWS_S3_DISABLE_EXPRESS_SESSION_AUTH=true
Windows B G S TIRENEZTEMN A
setx AWS_S3_DISABLE_EXPRESS_SESSION_AUTH true

Support Amazon SDKs by I TE

LUTHRA SDKs XEFARETFEH RN INEEFNRE, e FINEREEEH, ERAT Javaly
Amazon SDK 1 ;& F Kotlin #9 Amazon SDK M — X33 JVM REBHIRE.

SDK X FIEIHEZER
b=

Amazon CLI v2 =

Amazon CLI v1 =

FERT C++ B SDK =

FEAT GoV2 (1.x) 1y =

SDK

EATF Golx (V1) & EFEAHRE config XHI&E , HFFF 5 MELEB ST INE K I

SDK B ; HZHELE,

EHAT Java2x B SDK R

ERAT Java1x®WSDK &

EAT JavaScript 3.x B 2

BUFARITER

S3 Express One Zone &% & 411 111


https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/cli/v1/userguide/cli-chap-welcome.html
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/

Amazon AT EGHNIE

et

SDK

& F JavaScript 2.x By
SDK

& AT Kotlin B SDK

EHAT.NET 4.x ¥ SDK

EATF NET 3.x 89 SDK

ERA T PHP 3.x B SDK

& FF Python (Boto3)
#y SDK

EH T Ruby 3.x #J SDK

FEAT Rust B SDK

FERT Swift B9 SDK

& AT PowerShell V5
KWIE

& AT PowerShell V4
HWIE

QY ERTISE S

® Note

WMETHEEREARRBERSER Support b y Amazon SDKs # tools RAEHI AR | 1

X
#

a

fm FAD AD

i

fim

58 7 AN E R RV IR B T E

BEEREZER

JVM RGEMH aws.s3DisableExpressSession
Auth o

5

BB R
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Amazon REXEZHEHRIEFE |, HlI0 Amazon LB MA 4 (Sigv4) M Amazon ZZIRA 4a
(sigvda)e BRIAMERT , BERSEEE L SDKs R FHRRIEFR , AL EZREMBRERBTENS
R, BEULEBEREEGERFTRICHEEFHIRIESFR,

5 Sigv4 @ , £ Sigvda LHAMEREZ /) Amazon Web Services XiZiR# B K, Sigv4a B
HEXFERSESERESTAYE , AEEREXFEFMN B AREBRIRARXE. XN FEHEMNN
Amazon X## Amazon Identity and Access Management £ Bk k%545 518 F CloudFront,

BXEZAMBOHRIESRNESELR , H2H (AM AFERE) 9HEAT APl ERAmazon ££
RS 4,

ER AT BABL B L hAE

auth_scheme_preference-= Amazon configX #i% &, AWS_AUTH_SCHEME_PREFERENCE -
ETE, aws.authSchemePreference-JVM REE M : XBR Java/Kotlin

BREKMFREEEESHRIESRIIR (LESSR ), -—TRSZIHSHENRIELR
B , SDK 22 W BREEIMFEAZINEKRTHAIR , IRAEEEGRETT , AN EREIFINT
Ao

ERIANE : Fo

BERE: UT-IHZUHNES RS

- sigvh : SEMAK 4 (HEERR , £XiF )

- sigvida : XEMA 4a ( TRHMER , BXEXEF , LB M4EELE Sigv4 18 )
 httpBearerAuth : HTTP Fi2B S & AR

FREMZBENEEN BRI E L,

£ config X#HHFZEIRE N Eik Sigvda B RHGI :

[default]
auth_scheme_preference=sigvé4a,sigv4

sigv4a_signing_region_set-= Amazon config X #ig &,
AWS_SIGV4A_SIGNING_REGION_SET - IMEXE

A Sigvda ZXIFZRIEELIES 2P Amazon Web Services XiF H95|R. WRFTIEHN & BRIE
FERA SigVda , NIFHAER ZERZRENRIAXSE,
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ZRIAE : RiERMmE,
BWE : LLUES 25 EA Amazon Web Services Xig 53R, X3z (8] By Z= & F H R EFF 48 28K,

Support Amazon SDKs by f1 T &

LT AZA SDKs XA TEHHE RN IIEERRE, FTESBD HINMEREE XA, EHTF Java iy
Amazon SDK 1 i& AT Kotlin 8 Amazon SDK M — X #{F{a JVM REEMIRE,

SDK ¥ BRAREZER
b=

Amazon CLI v2 =

ERTF C++ 19 SDK =

ERATF GoV2(1.x) WISDK £

ERTF Go1x (V1) 8 SDK &

ERATF Java 2.x B9 SDK =

FEATF Java 1.x B SDK &

FEHAT JavaScript 3.x W4t £
FEIES

FERATF JavaScript 2.x B SDK &

EA T Kotlin # SDK =
ERAT.NET 4.x 9 SDK =
ERAT NET 3.x 89 SDK &
EAT PHP 3.x 8 SDK =
&R T Python (Boto3) By =
SDK

& T Ruby 3.x B9 SDK B
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SDK X FEXHEZER
=

E AT Rust B SDK 2

FE AT Swift B9 SDK =

ERAT PowerShell V5 WTE £

ERAT PowerShell VAT E &

Amazon Web Services X1

(® Note

WMETHEERE A RRBERSER Support b y Amazon SDKs # tools RIEHWHEY , HS
B T R A IS R AV IR B TUH

Amazon Web Services X1, 2F At E R EEH S Amazon Web Services RS

£/ Amazon Web Services X1, , &7 LLi A Amazon Web Services BRSS SEBRBETE S E b I X 15
RS, XATATRIEEHBIENNARFZELENAPAREINVE., XIGIRMHBEE D, BRES
gt | ERLUBAER, FAKXE , SFEB 0 Z2REFTRAABFRZXE MMM TRER.

KRZ¥ Amazon Web Services RS B RE 545 E K 2 X AH< Bk, BRIEZBAFMEA Amazon
Web Services fRFIBEINEFIThEE , ENE M XEHLENW R BEEEAEMEXEHPEFRFE, Bl
tn , Amazon S3 #l Amazon EC2 X FHBEXiFE #l, FLLRS (AW IAM ) & B XEHEIR.

Amazon Web Services —fif5 & @EEXUTHRENEESR :

c ETHRXEMERZENAR , AEENEAXEKRNIIER , FSHAmazon RS % =
« EEEFLHBIE Amazon Web Services RFFIBEXFHN XM adR |, FSR RS m MBI,

BIRIRSS & i

ELURTEHF 1R Amazon Web Services BRSS , SDKs &% 5 Amazon Web Services BRSS A &
P class/object . BltN , MMREHWNAREFFEHFE Amazon EC2 , NIEHWNAREFFCIE -
Amazon EC2 HEF RN REKEZRZKRE,
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MRRBERBEAGFAEFHERNEEXE , VWEFHFRIAEAELIAT region RERER
X, B2, TUANEFAENEFEFENREXNRERT T HAVENXE. WX SR REXBLLETZ
BRERSEFRNEALRIRE, FAXEREZEFEHNEMCIRPEEN , ZXEEHETEN
SDK ( EEFEM4SE SDK 5’ =k SDK REBBE ) .

ER AT B ABLE L IhRE -

region-£= Amazon configX #i% &, AWS_REGION - /5% &, aws.region-JVM REEH : X
BR Java/Kotlin

8§ Amazon iE3R Amazon Web Services X1 fEANERIAE. HWXIFA T RBHIFEXE SDK

AR5 E Ko
BINE : T BAABETELE,

BWME :

- ATATAERSHEMXENRE , HX5I%K , HZH Amazon —kSEHH Amazon fRS i
Ho Bl , B us-east-1 FHKIRE N Amazon Web Services Xig EEREZB ( FERL ML
) o

« aws-global NREXFA IR T AZAEXZHL N L BARTRNRFEELRLRTR , flW
Amazon Security Token Service (Amazon STS) FIL 5 i# & & 77 & Bk &5 (Amazon S3) Service,

£ config XHHREER RH

[default]
region = us-west-2

Linux/macOS B s FITIREFREEMN A
export AWS_REGION=us-west-2

Windows BE GBS TIREMRREEEH RA :
setx AWS_REGION us-west-2

REZH SDKs #BE—N ‘BE” NWR , TATENARFREFRZERIAXE, BEXEHAEE , BSH
R4S E Amazon SDK FF A EE/™.
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Support Amazon SDKs by #1 T &

LT AZA SDKs XA TR IERRE, FIEBD HINMEREE XA, EHATF Java iy
Amazon SDK 1 i& AT Kotlin 8 Amazon SDK M — X #F{d JVM REEMIRE,

SDK ¥ BIEREZER
=
Amazon CLI v2 = Amazon CLI v2 FTE K {EM{EAWS_REGION ZBifERPREM

{EAWS_DEFAULT_REGION ( BAANZEEHBIESF ) .

Amazon CLI v1 £ FJAWS_DEFAULT_REGION HIEM®HHA
WIRETE,

i

Amazon CLI v1

EHT C++ 19 SDK

fim

BEBHAF GoV2(1.x)BISDK R

EAT Go1x (V1)K SDK R EMFAHRE config XHIRE , KT/ MELE ST INE A I
g8, BEHEKIE.

ERAT Java 2.x B9 SDK B

ERAT Java 1.x B9 SDK B

FEHAT JavaScript 3.x WE4E £
FEIES

FEH T JavaScript 2.x ) SDK £

& AT Kotlin ) SDK 2

BT .NET 4.x 8y SDK =

JEATF .NET 3.x 8 SDK =

& F PHP 3.x 8 SDK =

& FF Python (Boto3) #Y 2 Itk SDK A& N AWS_DEFAULT_REGION HIFREFERE
SDK sl 4=L:0R
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SDK X BEAHEZER
#

EA T Ruby 3.x B SDK =

&R T Rust B9 SDK B

EAT Swift 8 SDK =

ERT PowerShell VST E £

EAT PowerShell VAT E 2

Amazon STS XiF AKX iwT =

(® Note

WMETHEERE A RRBERSER Support b y Amazon SDKs # tools RIEHW B , HS
B T R A S R Y IR B U H

Amazon Security Token Service (Amazon STS) BtfR i £ 3KRS , iR X RS, Hp—L&
Amazon SDKsFIZRIA CLIs A KRS K IHT R (https://sts.amazonaws.com) , A LN
AXIERS LT R (https://sts.{region_identifier}.{partition_domain}). TEERIA
BERANXESF | [ Amazon STS £HKLET R AHNBERQBHEBERRENE —XEHPRHEES.
FEALEXEAF , @ Amazon STS £3kL T K& HHIERE —1 Amazon Web Services XigiE R
=B ( FHFRILILER ) BIHRS . BHX Amazon STS KixT RN EZELR , B Amazon Security
Token Service APl £#& Amazon STS H ) 4w T S 5t Amazon Identity and Access Management f F
$&7 Amazon Web Services XiZiF B,

Amazon REMCER R WA XE L RT R HE B LR L T RAmazon Web Services Xi3, JErS
W X E P ARER KSR R, HIEME SDKs TEMXIFHIRE |, BFfE TEHESLIKM
XiFwaENLTITH. BXEZER , BHSHTXH Hoo

® Note

Amazon BEXIERIA S F B9 X 18 A 89 Amazon Security Token Service (Amazon STS) £ B4 %
TR (https://sts.amazonaws.com) #1T T EK , SUIEEHBM MR, Amazon STS
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X2 BEIET RNERY B3 U EEH TEMRE Amazon Web Services X 15 tHERI 75 4k
B, XEEHRFIBIEFMANXE, RIBWEFHEHH Amazon STS XiFL iR
TR, BXEZEE , B2 (Amazon Identity and Access Management FIFF1§R) Y
Amazon STS £ Firm R E X,

NFXIFUIREN SDKs MTE , FRAUERANAT I REEIDEE

sts_regional_endpoints-3= Amazon configX ik &, AWS_STS_REGIONAL_ENDPOINTS -

=]

MNETE

g B E SDK H T EM{A#E AT 5 Amazon Security Token Service (Amazon STS) BEH
Amazon Web Services RS ¥ =

ZRIAE : regional , EXBIFMER T XK,

(@ Note

2022 7 Az e XMW AR SDK T EMRAFEFEIA N regional. #H SDK EEMAE
ATaE BRI EEH FEMAregionaliTH. A TBAMEERRKAOEWE , RINEWERT
REENAREFPRIFREMAregional,

BEME : (BWWE : regional )
« legacy— £/ Amazon STS &ixTi Rsts.amazonaws.com,

« regional— SDK X T ERAFA YREE XK Amazon STS KimT K. Bl , MRFEF,
BB N EAus-west-2 , MXIHIFTE B AERF Amazon STS KX KIFL KT Rsts.us-
west-2.amazonaws.com , MA 22 Ksts.amazonaws.com&iFET R, BEEEALIRER [
LRWKRKIZER , BULUHXEIREN aws-global,

£ config X#HHiREIXLER A :

[default]
sts_regional_endpoints = regional

Linux/macOS BT TIRENETEN RH

export AWS_STS_REGIONAL_ENDPOINTS=regional
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Amazon A X ITESNIE

SEES

Windows B s SITIRENRTER KA :

setx AWS_STS_REGIONAL_ENDPOINTS regional

Support Amazon SDKs by I TE

(® Note
Amazon REMCERR AR EHARET S HE ERNLRT
5,

TRILCET SDKRITEMNTIEE

KB Amazon Web Services X

s XEHRE  RAEXE STS K mARWHEE config XWHEENMRETE,

- MANREE  ZRE (MRXZF) NEINE.

« RMABRSEFIREH STS hA : BMEERRNRKNREANTH , FRintSERNRIARR.

« REFFRERITH ;= SDK AR fE A Xt in RE B RE B XEATH. TieEAXEMRSI

=B TEIATH , ERANZIREIEFT regional , FoHIX

ZREFERT TIE :

- 2BwA : https://sts.amazonaws.com

- Xigitiwe  ETNARFEERAMN Amazon Web Services Xig Bt &

XHITH,

- us-east-1( XM ) : H us-east-1 XiFHHR , ELEPTEELARNLFHERK,

SDK RINREE RINBRS TS BESEFLKEED ZIHREZER
‘ % B #5 STS BITH
i =
Amazon CLI 2 FEH X 35 % = RS

v2

Amazon STS XiF &% =
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https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon B FATEGNIE SEE™

Amazon S3 HIET B MR

(® Note

WETHEEREARRBERSER Support b y Amazon SDKs # tools RIEHWHE) |, HS
B T A SR AV IR B TUH

—EXBiE Amazon SDKs AR , — B X357 611 D &) 5 17 Ak BR 55 £ A2 IR AP TR B R Rt 1T 3K
BEMERE., Ual , REXEFERAREMAT R, AE , RINEHAET CRC BEE ( a1 CRC32
5 CRC64 NVME ) RINER TIXERE, REEN SDK TEHBFHERMUNEE , TR EHBATLUL
BRHMNE R, SETARMEFHN LEREMETENREM, L&, 2REE, TERNNER
XEERA—BWTH , ML TEFREBERENTR,

FATHY Amazon SDKs & #ThRZ< Amazon CLI 2 B iITEBX LENETEIETRRE (CRC) WK

M, FRERKIEE Amazon S3, Amazon S3 RERSFRIFIMY ITEREM , ACEARMENENEBH T
BiE , ART SN RRERRMBFA M FEEN RO THEEP, BIFRENENR—EFHEETHK
T, TENREHTUAEEMERNREMHATRIE T, SEAUENBIEFHEENRTHE
R o

EiFMTHERBARE, 2BRLEIIHNRBMNE LR , ESH (Amazon Simple Storage
Service AF#ER) HHITE Amazon S3 FREXN RTEM,

PR
Amazon SSIERFEXARBEHRTHELRELEMPERELEN —HEZTEBRRREM ,

DRENEBD L& R, & SDKs ITES MBI HRE M, Amazon S3 X LR
6 FKiE@T UploadPart APl it BRI &M, b5k , Amazon S3 2EZFAA
CompleteMultipartUpload API BtIEIE BN THH KN AR R H,

WMREK SDK £ Amazon S3 Transfer Manager R i#Bh % Bk E4& , WFHEA Support Amazon
SDKs by fITE RHPFET SDK WEINELZRBRIE D BHOREM, BOUEIFREREIRE
FNFULL_OBJECT=RiE#ZRFH CRC64 NVME &Echecksum_type’iKikiZE AZEZHFTRKEAM,

MRBERANRREMRAA SDK = Amazon CLI :

MRENNRARFEM 2024 F£ 12 AZaINBRAT R TEEHTE , Amazon S3 LT EHMNRH
CRC64 NVME REH , FFEFEENRABFEPURBNRSE, LALUHEEHF#EE CRC BE&IT
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https://en.wikipedia.org/wiki/Cyclic_redundancy_check
https://en.wikipedia.org/wiki/Cyclic_redundancy_check
https://docs.amazonaws.cn/AmazonS3/latest/userguide/checking-object-integrity.html

Amazon B FATEGNIE SEE™

EH CRC #1TLER , RIEMZEHMESER, A, BHATLUEN PutObject 3 UploadPart
BREMBCHEUTENRBRANRFHT BREBERY , X2 FHRAF R FRBOFRER .

ER AT BEBL B L hEE

request_checksum_calculation-#Z= Amazon config X #iRE,
AWS_REQUEST_CHECKSUM_CALCULATION - 3 /5% £, aws . requestChecksumCalculation-JVM
REBEM - NBR Java/Kotlin

HKIABERT , AFQERZEBERNEREABERREMNITE. AR TUENEERIEPERFETM
— MU ANRBRNEE, MRAFRH#ITIER  WNFEH SDK HENRIAEEZ. BX& SDK 5
TEWEINE L |, ESH Support Amazon SDKs by #1 T E &,

ZRIA{E : WHEN_SUPPORTED

BWE
« WHEN_SUPPORTED : £ API #4233 at ( Hl2N[E Amazon S3 E£HEIER ) WAFEBEREREF
BATRI MBI,

« WHEN_REQUIRED : X7 API BEER FHTRE ML,

response_checksum_validation-}Z Amazon config X #iRiE,
AWS_RESPONSE_CHECKSUM_VALIDATION - }f35Z% &, aws . responseChecksumValidation-JVM
REBEM - NBR Java/Kotlin

RABRT , APEREERNSEREARTHARBMEBIE. TERHNERRENREM , H
EREMIENIRK#HITHR, WRRBRMBIERK , NERRERREN @A R HER,

REFINARKE LI RREMNE L, NTFAAEZHEREMA Amazon S3 API 4 , Amazon
S3EFiRHLEARITMN RN, BR SDK EASIMBEENRBINEE |, ML BT I,

ZRIA{E : WHEN_SUPPORTED

BWE
« WHEN_SUPPORTED : 7£ API #4233 at ( Hl2N[E Amazon S3 £ EIERT ) XA G R B R EL
BATR I MBI

« WHEN_REQUIRED : {X7£ API ##EXFHBAF ENZBREEXEARKME , FLHITREF
I0UF, 40 , @A Amazon S3 GetObject API 3} B ChecksumMode SEURE R “/E A 8,
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https://docs.amazonaws.cn/AmazonS3/latest/API/API_PutObject.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_UploadPart.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_Checksum.html

Amazon A X ITESNIE

SEES

Support Amazon SDKs by #1 T &

LUTRAR SDKs XEFAETF RN IIENIRE, FREID FISNMEREEZEH.

Amazon SDK # & AT Kotlin 8 Amazon SDK M — X 3FH{EM JVM RSB HIRE .

(® Note

EAT Java By

FET&RS , “CRT'R% Amazon ERIE1TA} (CRT) FE , ¥ B e E = [ 4 HY T B 75 00 H th 4k 15

o

SDK

Amazon CLI v2

EATF C++ t
SDK

EATF Go V2
(1.x) #Y SDK

EHT Go

1x (V1)1
SDK

EATF Java 2.x
Y SDK

Xt

fim

fim

fim

7|

fim

IR M B

CRC64NVME

CRC64NVME

CRC32

CRC32

X BB MEE

CRC64NVME

.+ CRC32C.
CRC32, . xxHash3
SHA1 SHA256, xx
Hash64, xx
Hash128, SHAS512

CRC64NVME

.+ CRC32C.
CRC32, . xxHash3
SHA1 SHA256, xx
Hash64, xx
Hash128, SHA512

CRC64NVME,
CRC32, CRC32
C. . SHA1 SHA256

CRC32, CRC32C,
SHA1, SHA256

BEERESER

%t F Amazon CLI v1 , Bk
INEENZENEENE

Python (Boto3) #f[&,

BRTEMRE
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/

Amazon A X ITESNIE

SEES

SDK

EAT Java 1.x
B SDK

EAT
JavaScript 3.x
WH4TRIE
)

ERAT
JavaScript 2.x
7 SDK

EATF Kotlin B9
SDK

HERAT .NET 4.x
#Y SDK

EATF NET
3.x B9 SDK

ERAT PHP 3.x
#) SDK

b3
#

7|

7|

fim

fim

fim

fim

IR M B

CRC32

CRC32

CRC32

CRC32

CRC32

X FHRBMEE BEERESER

VB CRT :
CRC64NVME

. XxHash3,
xxHash64,
xxHash128, SHA512

CRC32, CRC32C,
SHA1, SHA256

CRC32, CRC32C,
SHA1, SHA256

CRC32, CRC32 C,
SHA1, SHA256,
SHA512

CRC32, CRC32 C,
SHA1, SHA256,
SHA512

CRC32, SHA1,

SHA256 A CRC32 C,

B CRT : C
CRC32

awscrtEEBY BB T8

BT RN RS
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https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/

Amazon A X ITESNIE

SEES

SDK 53
i
i& i F Python =
(Boto3) # SDK

& AT Ruby =
3.x By SDK

ERT Rust By
SDK

fim

EHT Swift 19
SDK

fim

EAT
PowerShell V5
HITE

fim

EAT
PowerShell V4
o=t

fim

IR M B

CRC32

CRC32

CRC32

CRC32

CRC32

CRC32

X FHRBMEE BEERESER

CRC32, SHA1,
SHA256

VB CRT :
CRC32C, CRC64
NVME. xxHa
sh3, xxHas

h64, xxHash128,
SHA512

CRC32, SHA1,
SHA256

U CRT :
CRC64NVME, C
CRC32

CRC64NVME,
CRC32, CRC32
C. . SHA1 SHA256

CRC64NVME,
CRC32, CRC32 I,
C. . SHA1 SHA256
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon B FATEGNIE SEE™

HERR A FIPS i R

(@ Note
METHRENEFABHREREEA Support b y Amazon SDKs # tools RIEHAEBY |, HS
7] T AR A IRE T .

ER AT B EBL B L 0 EE

use_dualstack_endpoint-#{= Amazon configX #Fi& &, AWS_USE_DUALSTACK_ENDPOINT -
INEF B, aws.useDualstackEndpoint-JVM REE % : XFR Java/Kotlin

FEE<M SDK RE MMM ImRKIZBER, ETHEERNHEKRKGETANEZEE , F5H
(LB EE#BRSAFIER) T/ “EH Amazon S3 MR AKET 27, IPv4 IPve XU iE =
ERTREXSE,

ZRIAME : false

BENE :
« true-SDK & j?.IEﬁ%iitﬁFHﬂXiE’fif”‘,@ﬁtHW%iﬁi}?o TR RS /=X Amazon Web Services
XEAFEINER RS |, NEREF LM,

- false - SDK L EFFALFERAINERITE AL HMEZER,

use_fips_endpoint-#{= Amazon configX #i% &, AWS_USE_FIPS_ENDPOINT - SRR £,
aws.useFipsEndpoint-JVM R&E % : {XFR Java/Kotlin

FEEKM SDK B TERBMEAS FIPS Wik R RIEFER, BRFEBSLLERE (FIPS) 2XE B
NEREREMZN—RIELZLER, BAIE,. SEXEUARFESRIBUTITE L SH LG X
BT FIPS 58S F ¥, 545 Amazon is RA[E , FIPS Is RERALZE FIPS 140 BUERY TLS #X
HE, MREAMKE , HBEEHNRSHFEE FIPS LT & Amazon Web Services X33 , N
Amazon M A EES KM, HFET RS IHKELKE Amazon Command Line Interface B&E IR E
B --endpoint-urli&ii,

EFMATHRBEIHEHMERXIEE FIPS KipT 2 Amazon Web Services X1 , S HZREX 58
FIPS #lm T R BXISHEMITERRZSAGETRANESZER , H5H (LE# EC2 API &
) PNk (IPv4 M IPv6 ) KimgT =,

ZRIAE : false
BENE :

MHERRF FIPS s = 128


https://docs.amazonaws.cn/AmazonS3/latest/userguide/dual-stack-endpoints.html
https://www.amazonaws.cn/compliance/fips/
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6

Amazon F AT EGBNIE SEEE
+ true - SDK I EFMEFFE FIPS Mim 2 ZiEE R,
+ false - SDK HLEFARLMEFFE FIPS BUiw R KIXER,

Support by Amazon SDKs and T&

LLTHRA SDKs XEFARETFH RN INEEFRRE, FIERBoFINEREEEH, EHAT Javaly
Amazon SDK 1 5& A F Kotlin #9 Amazon SDK M — X3 EfM JVM REBHIRE.

SDK ¥ EFXHESZEER
£
Amazon CLI v2 =

ERAT C++ ) SDK

i

EAT GoV2(1.x) W SDK £

EATF Golx (V1) SDK R EFAHE config XMHIRE , XAFSMEE X H NI

fE ; BSHKTE,

ERATF Java 2.x B9 SDK -

FERAT Java 1.x B SDK B

FEATF JavaScript 3.x N4 R
FERIET

FEATF JavaScript 2.x B SDK £

EA T Kotlin # SDK =
EA T .NET 4.x 9 SDK 3
EAT .NET 3.x 8 SDK =
EAT PHP 3.x 8 SDK i
& FF Python (Boto3) Y =
SDK
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html

Amazon B FATEGNIE SEE™

SDK ¥ BEFREZER
#

EF T Ruby 3.x B9 SDK =

E AT Rust B9 SDK =

EH T Swift B SDK B

EATF PowerShell VE I TE £

FERAT PowerShell VAKITE £

v R A I

(® Note
METHRERNEARREREEH Support b y Amazon SDKs # tools RIEH AR |, FS
7 7 A IEEAIR B UH.

SDKs FAmK/AKRIKIF R RS HR (URLs THREMER ) , ARMATUAREHRIE Amazon FE
URLs #{TE X, X8 , FNREMULUBEIRVUFHIRER, FERSEEEENHS. HR , BN
EETRBIERERBGRKRETANES. RRITARKG , RBaERZES R HAR
£, Hlan | 3¥F Amazon Timestream , SDK éZv:H:'.DescrlbeEndpomtsua ﬂélflﬁﬁ—lﬁﬁ :p =
AREFEAXERITRISERE, 1’5|JZZDCreateDatabasej?,CreateTableo

ER AT BEBL B L hEE

endpoint_discovery_enabled-#= Amazon configX#i%i&E
AWS_ENABLE_ENDPOINT_DISCOVERY - ¥/ 83 & aws. endp01ntD15coveryEnab1ed -JVM R&
B : IR Java/Kotlin, EEEEREFTHREE , FEEERENEE SDKo.

F B i< DynamoDB K% R XTI EE,
% R A IAE Timestream R H4E | T Amazon DynamoDB H R Alik, LtiZBHIERIAE R true

% false , EFBUR TR AKINEN TZRF2ENLFE. XT Timestream EREIEIAE RN
true , MXF Amazon DynamoDB i&RHVERIAE S false,
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https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon B#FF A TEBNTE SEES

ENE -
c true-WFHRREIRWIENIRS , SDK NBFHZREZIH R,
« false - W FiHRATRALENIRS , SDK AR EFIEIR XK S

Support Amazon SDKs by I TE

LU A SDKs XA TH RN IERRE, FIEBDHINMERBEEEH, ERATF Java ¥y
Amazon SDK 1 5& A F Kotlin #9 Amazon SDK M — X33 E M JVM REBHIRE.

SDK ¥ EFHESER
#

Amazon CLI v2 =

ERATF C++ By SDK =

EAT GoV2(1.x) W SDK £

EATF Golx (V1) SDK R EFAHE config XMHIRE , XAFSMEE X H NI T
fE ; BZHE2E,

EAF Java 2.x B9 SDK = SEMT Java B9 SDK 2.x fiEF AWS_ENDPOINT_DISCO
VERY_ENABLED 1{ERELZELZ .

ERAT Java 1.x B SDK B X IVM REBE M,

FEA T JavaScript 3.x 4 R
FERIES

AT JavaScript 2.x B SDK £

$EA T Kotlin # SDK 2
AT .NET 4.x 9 SDK =
EATF .NET 3.x 8§ SDK =3
EAT PHP 3.x # SDK =

R
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/

Amazon B FATEGNIE SEE™

SDK ¥ BEFREZER
£
& F Python (Boto3) KJ =
SDK
& T Ruby 3.x #J SDK =
EHAT Rust By SDK =8 XX 3F Timestream,

E AT Swift B9 SDK

7|

fim

EAF PowerShell V5 (W T E

i

EATF PowerShell V4 (W T E

EARERE

(® Note
METHIRENEHBNERFER Support b y Amazon SDKs # tools RIEHIEEEY | BS
F T RS A IR E TUH .

SDKs Z#F— LA THE SDK 2k SDK TANEMIRE.
ERT AR B L TR
api_versions-* = Amazon config X ik E

B Amazon BRFEHF 2 AP FRARLU X F O EHRE. RIAMBERT , SDK #l Amazon CLI 2ERE
BARFMNAA AP iRAS, MERFERISEN AP lRARLAGEBEWIER | TELEHNDAERFRINZ

api_versions & &,
ZRIAE : oo ( SDK EABIERFET APl R4, )

ENE . XR—NMRERE , FHAE —1THZT4HH , 172 —1 Amazon RS MEREAH API
MRAR, ET AL API lRATA |, 1§55 1Z Amazon FREHI XY,
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon B FATEGNIE SEE™

ZRBIR configXHFHHIFEA Amazon IRGFZE THEMN APl IRA, XL API R XATESE
XEFENREXH TETHGS. FAEMRSHGSEERZRSH APl BRI

api_versions =
ec2 = 2015-03-01
cloudfront = 2015-09-017

ca_bundle-#= Amazon config X #i% &, AWS_CA_BUNDLE - }MEEE
FEEEET SSL/TLS EERFERANBEERE (A . pemi BB N4 ) HWEE,
BRINE : T

BYE : EEXBEREEHEANGHER. URFEELRNHE  WRESZHE PATH MEREEE
M XK A ERIZEF.

£ config XHHIRELEN KA

[default]
ca_bundle = dev/apps/ca-certs/cabundle-2019mar05.pem

HTHRERGHBELESAMBEFZHRNAXNATENESR , BLUFRHE Windows LB config
MR E AR R A

[default]
ca_bundle = C:\\Users\\username\\.aws\\aws-custom-bundle.pem

Linux/macOS B FITIREFREEN A

export AWS_CA_BUNDLE=/dev/apps/ca-certs/cabundle-2019mar0d5.pem
Windows B BT IR EFREEM RHI :

setx AWS_CA_BUNDLE C:\dev\apps\ca-certs\cabundle-2019mar@5.pem

output-*=E Amazon config X #i&E
EEW[E Amazon CLI MEM T EHREL R Amazon SDKs HIHE,
ERIAE : json
BME :
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Amazon AT EGHNIE SEEmE
- json - HHFA JSON FHRMKR,
. yaml - HH KA YAML FRHEMOHR,
. yaml-stream - #HBARRLEHRA YAVL THRMNHR, BRI ERBLITABBIES

A,

« text - HHXASNMEHRFTBFRARETHRN XX T HEED ARG EER (W0
grep. sed & awk ) RERA.

« table - HHRARBIER , €RZN +- UEKETBILE. CERLAMCBA2IES
XA LEMRAERTZHR , ENRFESERHTEBLAEM.

parameter_validation-3= Amazon config X #ig &
EE SDK i TEEF G TS HAIEE Amazon BEimR il 2R EHRIEXLESH,
ZRIAE : true
BEME -
* true - BIAE., SDK RITERTHTITSHNEFA BRI, XHEBT SDKHZITEBINSHRE

BN, AHR LR, £@ Amazon REWRKEERZH , SDK T E A LUIEL TTREE
Ko

« false— SDK L EEFHTITSHLIZE Amazon BRF KR Z B TEX E#TRIE,
Amazon RFHmK/ATRIFFTAEERHIELTHER,

Support by Amazon SDKs and too

LT AZA SDKs XA THHERWIIEERRE, FTESBD HIMEREEXH, ERATF Java®y
Amazon SDK 1 & F Kotlin #9 Amazon SDK M — X33 E JVM REBHIRE,

SDK X BASEZER
2

Amazon CLI v2 ¥ api_versions FX#E,
ﬁJ\

EAT C++ 19 SDK =

ERAT GoV2 (1.x) B SDK  # FX#F api_versions # parameter_validation o
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https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#json-output
https://json.org/
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#yaml-output
https://yaml.org/
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-output
https://yaml.org/
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#text-output
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#table-output
https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/

Amazon AT EGHNIE SEE™

SDK X FEXHEZER
B

ERAT Go1.x (V1) H SDK # FX#F api_versions # parameter_validation o
7 EFARE config MHFRE , HAFF B MBS E ST I0ERHY I
fE ; BZH L1,

ERAT Java 2.x B9 SDK

7|

FEHAT Java 1.x By SDK B

R T JavaScript 3.x W H R

FEIES

R T JavaScript 2.x B SDK £
& AT Kotlin # SDK B
BT .NET 4.x #9 SDK &
EAT NET 3.x B SDK &
EAT PHP 3.x # SDK =
& A F Python (Boto3) KJ =
SDK

E T Ruby 3.x B9 SDK =
EF T Rust B9 SDK 5
BT Swift # SDK &
ERT PowerShell VAT E &

EATF PowerShell VAW TE &
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https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
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EHRIZREA

(® Note

METHRERNEABREREER Support b y Amazon SDKs # tools RIEHIHEEY |, ES
54 T RAIEREENIRE R .

ENBBREAR—TIZHEE , © Amazon SDKs 2 B3I N L API BREERS Im /K EHLA BRI
R, WHRAUR—IMBSFHE , HAIURIEFRSBIBENISE.

Hlan | £ H Amazon R Z# RS Amazon S3 N RBIFEEEIMTIRER , HEF XTI EGLER
A API Kin T R F BBV EFE#EEZ A Amazon Web Services K 1D,

BAREE Amazon RFLHRT/LFEXMITH , EEEABEN LR R ( fla0 VPC Lin T RS54t
MWHATE ) B, EARSSBRAE, ¥TXERER , EARFEZRENIREA

ER AT BABL B L hEE

disable_host_prefix_injection-#Z= Amazon config3#i& &,
AWS_DISABLE_HOST_PREFIX_INJECTION - }f3EZ% £, aws.disableHostPrefixInjection-
JVM REE M : BB Java/Kotlin

HiREAT% SDK T ERE B K MNE SDK NEFimN RBEEF E XA EHRTRKE XK
mRENSE,

BiAE : false

ENE :
« true : ZERAFHIREIA. SDK FLERHAENR.
. false : BEAXNMIEEA, SDK FEH S ENB M MENTR.

£ config XHHZELEN R

[default]
disable_host_prefix_injection = true

Linux/macOS B G HTIRENETEN RH
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SEES

export AWS_DISABLE_HOST_PREFIX_INJECTION=true
Windows BE G HTIREFEZTEN R

setx AWS_DISABLE_HOST_PREFIX_INJECTION true
FHATZE AN RO
TRAOTRBIERT EEANZEATHAREARN T SDKs S HFZL v <

- ENEIR : £ SDK BN RFRBLE LIREN TN ETRE 47T FHER
« BA £ SDKZEFmYKRIABEE LiIRENH A,

c BERRER | B RIRE RS
- REME : EEIRENFENE,

* éﬂ:% /\\\ SDK gF ﬁ ??ﬂ?i APl 1”% Eg gf- AN Y
AR TN & i R REE
“BE. 7 1} "https://service.u  false
s-west-2.
amazonaws
.com"
“{Bucket}- F#HM - “amzn "https://service.u  false
{Accountld}, ” -s3-demo- s-west-2.
bucket1” , amazonaws
“123456789012" .com"
Accountld
“BE. 7 1} "https://override.  true

us-west-2
.amazonaw
s.com" (ERE
RimR )

% I \\\

"https://data.serv

ice.us-we
st-2.amaz
onaws.com"

"https://amzn-
s3-demo-bucke
t1-123456
789012.se
rvice.us-
west-2.am
azonaws.com"

"https://override.

us-west-2
.amazonaw
s.com"

FEHBZEA
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SEES

Support Amazon SDKs by #1 T &

LT AZA SDKs XA ETH RN IERRE, FIEBD HINMERBEEEH, EHATF Java ¥y
Amazon SDK 1 5& A F Kotlin #9 Amazon SDK M — X 33E A JVM REBHIRE.

SDK

Amazon CLI v2

ERAT C++ By SDK

EHAT Go V2 (1.x) B SDK

B\EATF Go1.x (V1) B SDK

FERATF Java 2.x B9 SDK

FEHAT Java 1.x B9 SDK

& A F JavaScript 3.x B4
FEAIEQ

& A F JavaScript 2.x B SDK

F AT Kotlin B9 SDK

EATF.NET 4.x 89 SDK

FERATF NET 3.x 89 SDK

FEHAT PHP 3.x 8 SDK

X BERESER

B

fim

7|

7|

7|

TEEFRE , BUlEIEFwMER enableHostPrefixIn
jection HERBHEE.

A BAfE R R A FE A

AEEHFERE , BABEEFwMEA SdkAdvancedClientO
ption.DISABLE_HOST_PREFIX_INJECTION ERBE
[

AEZFRE , BB EFwMER withDisableHostPre
fixInjection FERBHEE.

FXEAERE , BULLBEEFHER disableHostPrefix
ERBHEE,

FXEFEE , BEULESE PSR hostPrefixEnabled
ERBAHEE,

AXFRE , BULLESEFwmER DisableHostPrefixI
njection HERBHEE.

AXFRE , BEUBEEF®EH DisableHostPrefixI
njection HERBHEE.

TXEHIGE , BULLEIEFwMER disable_host_prefi
x_injection HERBHEE.

FEHBZEA
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-core/html/struct_aws_1_1_client_1_1_client_configuration.html
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-core/html/struct_aws_1_1_client_1_1_client_configuration.html
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/configure-endpoints.html
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html#DISABLE_HOST_PREFIX_INJECTION
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html#DISABLE_HOST_PREFIX_INJECTION
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/AWSJavaSDK/latest/javadoc/com/amazonaws/ClientConfiguration.html
https://docs.amazonaws.cn/AWSJavaSDK/latest/javadoc/com/amazonaws/ClientConfiguration.html
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/AWSJavaScriptSDK/v3/latest/client/s3-control/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/AWSJavaScriptSDK/latest/AWS/Config.html
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdkfornet/v4/apidocs/items/Runtime/TClientConfig.html
https://docs.amazonaws.cn/sdkfornet/v4/apidocs/items/Runtime/TClientConfig.html
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/Runtime/TClientConfig.html
https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/Runtime/TClientConfig.html
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-Aws.AwsClient.html
https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-Aws.AwsClient.html
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SDK X FEXHEZER
B

@A T Python (Boto3) &Y £ ALBEEF#SMEA inject_host_prefix HERBHE
SDK =,

& AT Ruby 3.x B SDK B TXEHRE , BAUUBYEFwMER disable_host_prefi
x_injection HERBAEE,

& AT Rust B9 SDK &®

EA T Swift 8 SDK &®

EAT PowerShell VA W TE & FXFRE , BEAUUFERASEH -ClientConfig @{Disable
HostPrefixInjection = $true} ‘NESEEHEMN
cmdlet #,

iEAT PowerShell VA I TE & FXFHRE , BUUAEASE -ClientConfig @{Disable

HostPrefixInjection = $true} ‘NHESEEHEMN
cmdlet /A,

IMDS & i

(® Note
METHRENEHFRERFER Support b y Amazon SDKs # tools RIEHIEEEY | BS
F T RS A IR E TUH .

SDKs FAH B FENERZIEFI TBEIERSRA 2 (IMDSV2) BF K. BXEZER IMDSV2 , 1E
2% Amazon EC2 A #8R IMDSV2H I £, IMDS EF s i@ SDK RBEHRENE FHEE
NRFTHE,

FRAUTAEEE L IhEE
retries - EFIHREEN KRR A

EMA R MEERWFNEIRRK

IMDS % F° i 139


https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://botocore.amazonaws.com/v1/documentation/api/latest/reference/config.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-core/lib/aws-sdk-core/plugins/endpoint_pattern.rb#L8
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-core/lib/aws-sdk-core/plugins/endpoint_pattern.rb#L8
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
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ERINE : 3

BEWRE: KT 0WEF,
port - B UHELEX R A

prog=g:op- AN
ZRIAE : 80

BME  HFE,
token_ttl - EFIHREEN KRR

ShEM TTL,
ZRIAE : 21,600 # (6 /NE , D ECEVEREATE),

BENE : BFE
endpoint - EFIHELEX KK 57

IMDS Y% R

ERIAE . R endpoint_mode FF IPv4 , MIBRIAUR RN http://169.254.169.254, WIR
endpoint_mode &F IPv6 , MERIAwmRN http://[fd00:ec2::254],

BXYE : BYH URL.

REBAZIFUTIEI SDKs, BEXEMEES , BSHENWISE SDK RBE,
endpoint_mode - B inEl EXT R 5

IMDS #y i S EE =

BRIAME : IPva

BME : IPv4, IPV6
http_open_timeout - EFIREEN KK A ( BMAEEMTE )

SHEBETFODH,
BRAME : 11,

IMDS &/ 1% 140
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BYE : KF 0 WEF,
http_read_timeout - EFIREENRHKA ( BMABREMTE )

RE— N RIERO .
MINE 1B

BEME : KT 0 EF,
http_debug_output - EFIREENRKA ( BMABEEMTRE )

RE A TR LR,
ﬁi}\ﬁ : %o

AME | A% 1O EiE , Bl STDOUT.
backoff - EFHREN KM R ( B TEAMTR )

ERREHZAKRENDE , IBZARENERIIGEAHEBR, X2BERIANEREIRKE,
%ﬁi}\ﬁ . IXI SDK ﬁﬁdE'I"o
EMME : X SDK MR, AUREE , t A RN BEEHBWREA,

Support Amazon SDKs by f1TE

LT AZA SDKs XA ETF RN e RE, FIEBDHINMERBEEEH, ERATF Java ¥y
Amazon SDK 1 & F Kotlin #9 Amazon SDK M — X33 JVM REBHIRE.

SDK X BERESZER
B

Amazon CLI v2 =

SERT C++ # SDK &

ERT GoV2 (1.x) I SDK £

ERT Go1x (V1) H SDK £

@A T Java 2.x 9 SDK B

IMDS % i
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/

Amazon AT EGHNIE SEE™

SDK X FEXHEZER
B
FERAT Java 1.x B SDK =

FEAT JavaScript 3.x B4 R

FEIES

FEHA T JavaScript 2.x ¥ SDK £
& T Kotlin 89 SDK &
EA T .NET 4.x 9 SDK =
FEAT NET 3.x 8 SDK =
&R T PHP 3.x #9 SDK =
& F Python (Boto3) KJ =
SDK

EH T Ruby 3.x B9 SDK B
iEA T Rust # SDK =
BT Swift 8 SDK =
ERT PowerShell Vs NTE R
FERT PowerShell VAT E &

Eid1TH

/A Important
WRELHERNITHAEEERMNA , ERECRABRIAT
Ho AWS_NEW_RETRIES_2026=trueEEHNMEFIRE, MBEEMIRE , B SDK FE
2026 F2BIWEIRTH , XERERE, EXEFAXRENEETRENRIAMESEERT
B, BAXEFAEE  HSRLAEEENE,
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https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
https://www.amazonaws.cn/blogs/developer/announcing-updated-retry-behavior-for-aws-sdks-and-tools/

Amazon B FATEGNIE SEE™

3T B 15 SR R B &S iR SR PR 4 T Amazon Web Services ARSS k< MAt , SDK ATLABZ Eifi%E Ko
AN ANAREELRERNPITELSK,

« BESEHRH  ERERER |, REFAZHRE , A THEERL LR,
- EERMNITHEFREE: EEHRE. FiRoR, BBAN, EXEFNFHNESE TRSHITHN.

Al

BEEXRHK

&R LA SDK 6 A MR B i SR B DA R BB i IR o

EREHER

ERERXRE T ERKYE SDK T H. B=MEXATHIERE  fiEER, BENRANESEN,

¥Rt B & N Legacy
B EAR X = SDK T 5%
A BARESR #1318 R & = &
Error-type-specific iIR4& X = & SDK &
BRATRIEIXIAGAEL X7 = &
Bi FRIE THERZMWE  Single-resource , NEEHRE
NE TREE , MER

B (RN

FEBRNERATHRINEREBRERAMPER. eNBESER (HOMEERN ) FRRENER , 3
BR&EIEEIR (Bl ) FEAEKMWIEIR, ThrottlingException

EEXSRBERER , — NS, BTEXRERNNRSE , HEBERRDNIETE, HTRAS
ATE , SDK 2EFERWNIEA TREHR , RItEHNARFSRERNK , MAREFFT AR
BYMER. SETUBRDERRE , NMABEREERRRS FHRE, £ ERRERE , RIFRE
ERATH, ERRFKEFALKERFELENBER. RAEARBLZIEE, BXESER , FS
5 EEEH (THEE) .

BRIFECABHREHEREMER  SNFERREERK,
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HENEN

BEMERNSEFREERX THRMENS , UREFIHERREIZR. ERERF)5ERERR G @ B
SDK RIXFERNWER, SHEEATE , SRUIIRGN , BENEN TR REEHBER , ™
TR REH,

EERHEIZRIER SDK B mRKAIEIT. REFFROAMEERBEFHRNERRS , Tieeidx
B APIHRES R IR

fAefER BENER :

- BHEFIRULENTIR (B0, — DynamoDB & ) H B , F BEEHLMEHIRBIWEL, X7E
B3 TERE. HLERJAMEBEREAN APIEEN Al TEAREHPRER,

- BFHE SDK ERSF K HRHIE S BBRIE.
AR ERBEEMER :

« BREFPRESMERREERFAS ML REHABRS. RE-—NRFELSBERRHEF[RIENREB 1Z
EFRNFEER , BN RZHEN T ROER,

« MIRERFEATM IR
FEUFEENEREREARUANER,
REEN

REBEARE SDK H5| AMMERN ZBIFEANERTRH. T2 ELHNERE#R, X
SDK ( fl#n Java ) EERSEATHEHCHEREHRI , BED SDK WITHHFT—H. MBRER
HECEE , WERSHEHR , FrRRafSEeRER, XSETATREKRNNER L SHLENE
## | B8N rRE LR AR S5 R E Y A E o

RERXRABHTRITEGMR, B, BENE, TERHRENRFTHIRES R, ERHG
FrRIBEGzEBIHE , BTESERTHINRBNITATERLEMTE,

A AMRA : Java, Python, Ruby, PHP, C++, CLI
FEAT : NET. Go. Kotlin, Rust, Swift, JavaScript

FHEESEARN THERET. NREHAFERAESEER | FURIFAEER,
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ERHRE

UTREZFIERTHN. (RAUNBEIHEEE, HEREXN (~/.aws/config) HABHRNE s
BENRIREE].

RE BIEH A HRETE Config X#  BiIA

ERHER 55 A OB 7ch 22 90 SR AWS_RETRY_MODE  retry_mod standard
e

BRAZEHR SEVBRBEREANEZIE  AWS_MAX_A max_attem 3 (SL%

5 RE TTEMPTS pts x)

REHERN , 3RF SDK 2RAH—MBERNKRZMAER . FEAZHRIAHREN , 1UTEE
RAERRE.

® Note

DynamoDB #1 DynamoDB Streams & FimERIA N | AEH I 4XERSFEARENER
BREIER (25 EYVMAR 50 EW ) REEAEERFE. AANZHERE - XEHRNEKX
BREREHMKESHEYE, SUUAEALRPETRNERRERBZLIRE.

BLE L TR
HEESNMEEEMENRER , SDK 2R TREMF (MEEE ) REHZE !

1. RBFREREFHEE, BEEE SDKEFHRARENR LRENE,
2. SR E, B0, AWS_RETRY_MODE =X AWS_MAX_ATTEMPTS,

3. HEFBE N/, retry_modezmax_attempts#A~/.aws/config,
4. SDK BRik. ZiZEBH A BERIAE.

XEERER Amazon SDK BEEML TR, ERESRANRENELRRBEERES S LIRENE.
il | MREretry_mode=standardfE Fi8EAWS_RETRY_MODE=adaptive A EZLE~/. aws/
config , M| SDK FEMHBENER,
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Language-specific fit &

AT ( retry_modeMImax_attempts ) PR EBESDKREZATHERHF AT ES, ER
ERBHEESFIHN API RiEESMR. BXISEESWEREERI , f§lu 8 E SGRE KR, Eﬁﬂ—liﬁ’.
BRNERERSFAE , HSREN SDK F L EER.

ERNITHFRE

AN E Amazon SDK 4L IB R MAYESK : B4R iR A EiX, SDK EHXAE R ZBESFZ KA
B8] LA B An 45 LI B iR

EREMEIESREMFA

MIREIT SDK #1T APl @AY , Amazon SDK FHBEUTIRE :

1. NRBEEMNEL : SDK 2REBEFIRERRFIZE, RLMBIPREE , SDK AIRESERIXFER 2RI
RS PE 1EiER,

2. SDK &R £3%Z| Amazon Web Services fRS K igT &,

3. MBRFZREKTHIER , SDK &F 4 RRE | EHNABER,

4. MRFERKEM , SDK 2 EIRDERNEFEIR, REERIFATEREIR, BSAMLLERSEE
i

5 MR RFAUER , SDK 2R RIRE R EHNRB T, RERAEFRA,

6. MRHREAERR , SODK 2RECRBELRIFAZTHAT,. HRR , ELFHEREREFENK
B,

7. BRI EQLREEEHE ( 5HEE ) MRAMMERR , SDK F2ER , MEFEIRE
BB F, FIFh X FLong-polling #4E , SDK R E IR 2 B H 2 R A IBBEER .

8. SDK BiFHIRREMEHAZ WA ERBIER, FSHSDK EFZ X,
9. SDK E#F I HEHMIER , RABEMSR 2 FHRBRXRIEER,

Y/

SDK 2B ILEH , BERERMAY., FEKRAZHAHK, ATEREFIHAFTTERANE R BN
BRRAFIN. EHNARFELRIRYEE , EAEIRKLHR.

LR IR DM E R

SDK BN KMBBERD N =Xz —  ERHER, REFERIAAER, WDRKRET SDK REER
BRUREERA ZAFFS KM,
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SRET RS WA HHERMCIBM HTTP REB, Flw , FHEERKBH HTTP 400
RequestTimeout AL NI HEiRX, FHValidationExceptionfd HTTP 400 #JAEK R R A
Eid H I BNRE,

S S

FERARENEHRIR (50 ms ) ER@@ BSHEIR !

B

RequestTimeout

RequestTimeoutException

InternalError

IDPCommunicationError

/0 KW (EEEE. DNS BHfikM, EEFELN)

( R ERBEE R HTTP 500, 502, 503 =% 504 )

ERAEKMHERIER (1,000 ms ) BX@Q@ REIEE

B

Throttling

ThrottlingException

ThrottledException
RequestThrottledException
TooManyRequestsException
ProvisionedThroughputExceededException

TransactionInProgressException
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IR
LimitExceededException
PriorRequestNotComplete
RequestThrottled
EC2ThrottledException
RequestLimitExceeded
SlowDown

BandwidthLimitExceeded

Non-retryable f&i% ( %I
ﬁDAccessDenledException‘ ValidationException, ResourceNotFoundException ) &3

EIEbN: SR TS

(® Note

A RFIHIRABAY HTTP 5XX AR N RHBIEIR , MARERHIR , BIE XX HIREER
ZotER . SDK B EEEIRAE , RFEERE HTTP RAW.

PR BI4R R Bk A E“Hﬂ?l.@ﬁ%ﬂﬁﬁfﬂﬁﬁi@lmﬂ’hﬁﬂ? it SDK 2 FHFERWAEFEER ,
BSANERERE, SDK ZESZZABRERIER , F5H.

SDK EEZ X

SDK EAEHBRENTEHZ, FHAMSE , SRERNESFNEHLE LRER , BIREHLRD BOR
BZMNEFRRIER.

BARIRRE N 2 AV ERIER

ERIERBUR T HIRZERSHNER TR
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HiRRH EMiE  EH

B (FETR ) 50 E¥ BRSEREEE/LEDAMR. 1TaYEM IR 73K
PRIRRE

TR 1,000 ms  ZARSHFERHAIT TERRRE, EMIBRBEK , AR

EERERE,

SDK FAUTARITESRERLER :
delay = random(@, 1) x min(20,000 ms, base_delay x 27 retry)

Hrep .

- random(@, 1)IRENTF 0 M1 ZENTTHHE

« base_delayX FERAEIRN 50 B2F , ¥ FHREIREN 1,000 EW

- retryFE—RER ( FITXRBHEBEREE ) MO FLH

BRARIBE LR 208, TRBRHTZDR , MIERHFLRLET 20 ¥,
TZBMH B+

A1 ERHER , RREHIRB 3 X

HR RETHA Delay
=i 1 HRER, BRSIRE HTTP 503, (F)
Zix 2 SDK FEH%4F (0,50 Z® ) . A 503 EiX 050 (FHARN 25 =
KM ®)
=id 3 SDK £FE#HZF#F (0, 100 ¥ ) . EiRXpI, 0—100 E¥ ( FHAN 50 E
®)

PR BN EEINER FIHA N 75 EW.
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w2 REIER , RRZEHRE 3R

HRR RETHA Delay

=i 1 PIBER, BRSIEH429. Throttling (F)

SR 2 SDK £«BE# %% (0, 1,000 ZH ) , EifiRE 0—1,000 Z® ( FHEH R 500
429, )

=i 3 SDK £FEHlE R (0,2,000 ZW ) . XA 0—2,000 E# ( FHHNR
I, 1,000 E# )

PR B Y E IR 540 1,500 R,
3 BASEIR , KERE LR

EAXHERA 50 ms B , ERRZ AT ITEEERR

Bz it & HE & KEER 20 g LR
1 50 E® 50 E¥

2 100 E® 100 E®

5 800 E® 800 E®

9 12,800 E® 12,800 E®
10 25,600 E® 200000 ms

X T ER AR , ERES 10 RER (5 11 R=1R ) HEM. XITEANR 1,000 ms BTfER , £
BRAFIESR 6 KRB ERK.

(@ Note

RINBERT , RAZRREA 3K (1 RABER + 2 RER ) , MKEZFTLIKERE LR,
TRUEATWREMEEZmax_attemptsZBERIAMEL K EM Lo
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NITLHHREERE

BERBMNTEH S, XREE , AARMNEIERNESARBLENER , N\TTFERENEHXRE
(“BGREE B ) . TRRAFEEBNMNBRBEORSIG s AERRE , BtRFS2REIRENE
KRR, MARESHIZE,

Blan | fRig 1,000 NEFEEKE 503, T2 L[N E —REHRBE T2 HE 50 ER AV
HEA , MARFAE 1,000 REFHRXBEGT5HE 50 EW.

Server-directed Eix A1l

BLEEHIRERAF Amazon Web Services fi$ @& x-amz-retry-afterizfl, A ERUEWH
BMIER, HFEIRKE , SDK FERRSISREENIER |, RSN ITE HNIREERN&/NMEM
TTERIRBERM & AEMLE 5000 ms, HFITEHMNBREAS ERF 20 ¥ , HRFHFSISHE
RERIERN 25 ¥, SDK FXNXMENARS , ENBRFSHZLEHNE. XERFEBEMHEE
A] F B A 2t 3 1T B A .

EEH (TS )

SDK & NERIIE , HTRERDFERERVNLER, SHEEZEBFEN , MEMKER , SDK
SEEEREHR, EHNARFRRERY , IFARFFTIAARKINER, XETURDERR
B, #BYTE tRith BRIR AR S5 o T ) R

BB THERE

RKIRE-—FEBRFET. BRAERZHBLMBRAT. FHKING , SDK 2REZEHFTERENS
8, UIEREF—XZ AR ( TEEiR ) , SDK 2ME 1 MNEhE, UFEIKXREIERN , SDK &%
HER , A REZEREEENRBE,

S &

MERE 500 ML

SR (B ) BiRMRA 14 MR

SRER R 5 5 MR

ERERIRE S EREREER (14H5)
RYRE ST EER 1 MR

ERATH =
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BRSERNAARERRT EMNNAKERNTE. #0500 MEESERNENEEREERT
FERSEENEE, EXMERLT  KREHT ALK, EREMNENBEERLER , SAEFA
R, FAURIERFBANRKE, REBRRARSEEESHEFTEXNER. N T RS TR
t , SDK 2EFRER < B FFERNEE,

BL ST B 2 FE 1E B i

EWERFIMEAREAT , EREEMERRNI RALER. REEZTHE , LFABEERBIK
Y, AEWMENAFR. BEFXNERRIEAENZE,

BRUNERARREEBSHNATRAE (14H54NFH) , IFKRER -—MERPREAVNERK
AR, g, MRFE—REHAY , FTREEHKY , WFHEFRK14MT. SERERAEZRAE
KRR , MEHEBHR , ERIBRFEZREAS RN , MEBIZHER

RABRT , FAZEREN 3R, GBI KN 22% WiERSBIFEN T AK , REBEZ KLY 32%
HIERSHREEFERN , RFRITHER. BT XELRS , AN BERGLRABNEXERMEN
BREEIR,

MEMNRHRFAS00MT , BET —MEHX |, ATURBIEEN RN, FEHNERNE  BIFER™
EMHEIR T 2ELEER , RIFCHEEBRNNEUEREFX,

KRR

- HERE  BEFTY. MERFESIRLENRED.

« RS PEHE  MREVNBERPERA-—BoBFEXN , WEFRER , ENEF RS UAREE
®, MAREFFER, XUNBLEFIRIELR , RARLENERE , AFRSERBIRE.

- RE  SRFMEHFBBERBRFHEANN , RIVERSMEHLLEFATHERE , BRZHKIRFIK
E14THE. MELXBEHRHR , ER2BRE,

- WE: KMHMEBEERTEA SDK BEFimEfl, EASEE TR SDK MR, EFEHBERENZ
‘=,

Service-specific 75

DynamoDB

DynamoDB & Fiw{ A £t %t DynamoDB FVEZER BL & X i 1T 7 L W A ERIAE -
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RIE — AR ERIA DynamoDB ZRiA
BRAS (JETIR ) EARIER 50 E® 25 E®

PR &I B A<HER 1,000 ms 1,000 ms
RARZIHIRE 3 4

X LEBRIAESE A T % DynamoDB #1 DynamoDB Streams.
Long-polling 4

L Amazon BREFEA KR, A TTURBFEREL FITHARS , SEITEIR, XLRESZIRE
BRIVELE

* SQS.ReceiveMessage

* SFN.GetActivityTask

* SWF.PollForActivityTask
* SWF.PollForDecisionTask

BTN SEURFERAERBEL (PHNE 7 FERIME SR EML ) Y, SDK EFEIRIE
(CIEIBN: R S P AR I EI N B /- 31T

XREE , ANKRAREBEREZZB/BAF AN, ZNRESAAReceiveMessage, 4EFT
BHE , RE1BReceiveMessageBRIAMA. MRTFEHIRE , KMMEHXR NS SDK EFE
BiREEIR, RE , ENRBBEINLANRET —MER , NIBUBE PR CPU ERARA~EEI
WRE, BEERERITH TXNEH , fEFFIREAREAENLHARERER RIS TEME,

Support by Amazon SDK 1T &

TRIH T EAN SDK FEHENERT AN TAM., SDK-specific BRBEHERA, 2miMzEH
AMINMEAR B REERANFRESR | FSH GitHub RERFIZ,

SDK > GitHub & ER 6] &
EAT Java 2.x By SDK B 1B BR8] B
& FF Python (Boto3) #J SDK B B ER A
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https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://github.com/aws/aws-sdk-java-v2/discussions/6984
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://github.com/boto/boto3/discussions/4789

Amazon B#FF A TEBNTE SEES

SDK X GitHub J& ER 7] &
AT .NET 4.x 9 SDK = B ER (A&
EA T PowerShell VS WT E = 1B ER [F] &
EH T JavaScript 3.x B4 = B ER[A 3
FERIES

ER T PHP 3.x B9 SDK = B ER A&
& AT Kotlin # SDK = JE R [B) R
EF T Rust B9 SDK = JE BR8]
EA T Swift 8 SDK EEFIEREE 1B BR8]
& AT Ruby 3.x B SDK BEHERBA JB IR [A] &
EHAT Go V2 (1.x) B SDK BEEFIBERR@ JB BR[A] 3
EATF C++ B9 SDK EFBREE B ER A&
Amazon CLI v2 EFHEERMEA JE Ex 7]

BHRELR

@ Note

METHRENEFARREREEH Support b y Amazon SDKs # tools RIEH AR |, FS
F T A SRR IR E T

Amazon SDKs M B , H@EWER AR ZFE KIXFRET Amazon Web Services % , TER
B EFERNE. ENERABELZEIRSZAEETFH EXNERTESR , TBD E RS ZIEK
ERENBEREBANTRE , @7 HTRENERARKDWREMS R LBMER, HTER
it , SDK i TELERRSH SDK B FWRIBE L, R , HEsEMRIBIIRNEBE gzip , B
KRAELT B,
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https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://github.com/aws/aws-sdk-net/issues/4411
https://docs.amazonaws.cn/powershell/latest/userguide/
https://github.com/aws/aws-tools-for-powershell/issues/418
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://github.com/aws/aws-sdk-js-v3/issues/8037
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://github.com/aws/aws-sdk-php/discussions/3285
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://github.com/aws/aws-sdk-kotlin/discussions/1885
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://github.com/awslabs/aws-sdk-rust/discussions/1431
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://github.com/awslabs/aws-sdk-swift/discussions/2166
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://github.com/aws/aws-sdk-ruby/discussions/3390
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://github.com/aws/aws-sdk-go-v2/issues/3416
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://github.com/aws/aws-sdk-cpp/issues/3832
https://docs.amazonaws.cn/cli/latest/userguide/
https://github.com/aws/aws-cli/discussions/10329

Amazon B FATEGNIE SEE™

MREHNAREFFERANR Amazon , NiERESE 0T 8E45 508 A CloudWatch, CloudWatch 2 —Ii&
BTN ERS , eAAER, BRNSEHNERNRELZENIRERE, XEERNRSIREN—IR
5l & CloudWatch#y PutMetricDataAPI J5 3%,

ER LT 5 ABCE L Ih A

disable_request_compression-:*= Amazon configX#iRE,
AWS_DISABLE_REQUEST_COMPRESSION - £ 5% £, aws .disableRequestCompression-JVM
REREM . XPR Java/Kotlin

FREExF SDK S TERBFEREBFRZBIERE XA,
ZRIA{E : false

BENE -

+ true - XMAFERESR.

- false - RAJEEMFERABERES .

request_min_compression_size_bytes-3*Z= Amazon configX
1% &, AWS_REQUEST_MIN_COMPRESSION_SIZE_BYTES - :SNEXL &,
aws.requestMinCompressionSizeBytes-JVM REE M : {XR Java/Kotlin

RE SDKHTENERNIBEREXHRNDARND (AFZTHEN ) . EHRE , NEBEREE ATEE
TEEK, Qb , F2E-ITR , FHTEHEZEFEEN. ZESSEE , KTHETZRENE
SRR RESR

ERIAE : 10240 FH

BME : tF 0 & 10485760 =1 ( ZEER ) 2 ANEHRE,

Support by Amazon SDKs and T &

LT AZA SDKs XA THHERWIIEERRE, FRIESBD HIMEREE XA, ERTF Java®y
Amazon SDK 1 & F Kotlin #9 Amazon SDK M — X33 E JVM REBHIRE,

SDK ¥ RARESZER
=
Amazon CLI v2 =
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/DeveloperGuide/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
https://docs.amazonaws.cn/cli/latest/userguide/

Amazon AT EGHNIE SEE™

SDK X FEXHEZER
B
EAT C++ B SDK =

FEAT GoV2(1.x) W SDK £

FEATF Go1x(V1)WSDK &

EATF Java 2.x B9 SDK 2

EAT Java 1.x By SDK &

ER T JavaScript 3.x WE#H &
FEIES

ER T JavaScript 2.x B SDK &

& A T Kotlin # SDK 2
BT .NET 4.x #9 SDK =
ERAT NET 3.x 89 SDK =
EA T PHP 3.x # SDK =
& F Python (Boto3) KJ =
SDK

EF T Ruby 3.x B9 SDK =
#E T Rust B9 SDK B
EAT Swift 8 SDK &
EAT PowerShell VEIWTE 2
ERAT PowerShell VAWWTE £
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https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon B FATEGNIE SEE™

1B E T RS IR R

(@ Note

METHRENEABREREEH Support b y Amazon SDKs # tools RIEHAEBY |, HS
7] T AR A IRE T .

BETRESHNEAEEREMET —/M&m |, AfERER AP HiERERGEENER |, HREFZ®EE,
XEFZEAURFE AR IRS, VPC imlfME=FAH Amazon FEAHE., TRENKS A2 3 H
FURRIBEREF=RE, BT LA R 5] Amazon Web Services BRS18 Eim & URL,

ER AT BABLE LD RE -

endpoint_url-3= Amazon configX#iXE, AWS_ENDPOINT_URL - IMEEZE,
aws.endpointUrl-JVM REE M : {XBR Java/Kotlin

EEEEEXHATEESFENNEREBIEEN , LREFEERATHERFERNER. LK]S
BEMERBENHERS KBS,

IBIETLATE R E Amazon configX I E N servicesH o FFEALREN B ERSIZREBEN
KIHT R BX services THFTHEFRANERSIFATEANIIER , BSABETHRSH
i S PR IR o

ZRIA{E : none

BXE . BEWREWMENA URL, URL JLEREE —MNEREAH , ZEHaF— 1Mz
BRARER
AWS_ENDPOINT_URL_<SERVICE> - }fEZE £, aws.endpointUrl<ServiceName>-JVM REE
£ : {XPR Java/Kotlin

AWS_ENDPOINT_URL_<SERVICE> , EA<SERVICE>=2#%r Amazon Web Services IE% iR , B
FARERFZFEEEEN AT TR, BRABETREZFHMESRETENIIER , FSREETRSEW
I R AR IR AT o

WS ERSHSASESE AWS_ENDPOINT_URL iR EMEM2Biw R,
ZRiA{E : none

BRE : SRIHRAEEMENN URL, URL TLEREE —NREBAH , ZAHIE -1 2D
R
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ignore_configured_endpoint_urls-}= Amazon configX
1% &, AWS_IGNORE_CONFIGURED_ENDPOINT_URLS - SMEE &,
aws.ignoreConfiguredEndpointUrls-JVM REE 4 : {XBR Java/Kotlin

IRER T 2HME BE KRB

BEE , TieigE i | %‘Bﬂ?ﬁﬁﬁﬁﬁqﬂjﬂﬁng wmAS LIEBNEFMERNHS. Flu,
fE--endpoint-url@ THEIEWTITSHIFIRS URL FIEB AT P imiEE BT HRAE .
Amazon CLI

ZRIAME : false

BNE -
« true - SDK R TEFLMHEE config XHFHMEZTEFRREMATRERKK URL HBEE X
A8Vl

- false-SDK T EFRAHE config XHRIMEZEF A F 2 HEET A Ak

FERATETERAE RS
ENMERSMEREBBEIBEENHA URL , HiRE AWS_ENDPOINT_URL £ R EETE,

export AWS_ENDPOINT_URL=http://localhost:4567

EH NS EL BT R URL BiEREH Amazon Web Services RS BIBE X

LimT R URL , i5EAAWS_ENDPOINT_URL_<SERVICE> B3 E, Amazon

DynamoDB & —serviceId{\DynamoDB, ¥ FLtARS , i URL SF3EEEH
AWS_ENDPOINT_URL_DYNAMODB, Ltim=4L5 F1E AWS_ENDPOINT_URL A RFIEEN £ Bim

/AN O

export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

B2 —MjlF , Amazon Elastic Beanstalk H—serviceId/ Elastic Beanstalk. ¥& Amazon
Web Services R% iFlﬁEﬂ: API #HH A ZEKserviceIdB®RATNEL , HYPMEFRKE,
NREFATHERFZHIES , HRMIREZEHN AWS_ENDPOINT_URL_ELASTIC_BEANSTALK, BX
%ETHE%E’\JFE’E%%zEE’\WUﬁ , BZRABET RSN SRR

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/dynamodb/2012-08-10/service-2.json#L10
https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9

Amazon BHHF X ITEBMIE SEEmE
FHARE config XHEBEix S
EHZE config XHH |, endpoint_url AT FREMIEAZINFREHIThEE,

« endpoint_url BEiEf profile FEEEAMEZIKREALFiHS,

« endpoint_url BRETE services FoFHBRFHIRFZAT , FRHL/LICEATRAZBRF KL
BR, BREHRE config XHFHEN services THIFAER , FSH BB XK,

LT RBIER services EXRELEA T Amazon S3 WEE T RS IwmR URL M A T HMARMERS
NEENZERwRA :

[profile dev-s3-specific-and-global]
endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]
s3 =
endpoint_url = https://play.min.io:9000

BABREMGITUNZNMNRFEERS. LthRGIEBENFAER—BEEXHHH Amazon S3
RERSHENLHET R URLs o Amazon Elastic Beanstalk Amazon Elastic Beanstalk &
—serviceIdAElastlc Beanstalk., #% Amazon Web Services RS IRRFTE T API 1

, W EZEKserviceIdEMNTNL , AEMEBEF/NE, Al , RERRFHEHATH
elastlc_beanstalk BEOFBELZEEZRS elastic_beanstalk = , X services Tidf
EFANMERSFIRFEANIIR , B2 HEE T RSH IR SR IRR.

[services testing-s3-and-eb]
s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =

endpoint_url = http://localhost:8000

[profile dev]
services = testing-s3-and-eb

‘“BRESEE T AIAESANMEXHFRER. Hl, AAOEESXHEE RE AT E S E MR ] AEAHE
E#Y services X :

[services testing-s3]
s3 =
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9

Amazon B FATEGNIE SEE™

endpoint_url = https://localhost:4567

[profile testing-json]
output = json
services = testing-s3

[profile testing-text]
output = text
services = testing-s3

ERETAGHNZUEEREEXHFPEERS

MRENEEXHEEETACHEIL , MXEFIERES IAM KABBINEN source_profile
SHEEN , WFATEGRFEAFMEEREXHNBRFEE, cerFEAXKEACHNEEN 4. §
m, ERAUTHE config X# :

[profile A]
credential_source = Ec2InstanceMetadata
endpoint_url = https://profile-a-endpoint.aws/

[profile B]

source_profile = A

role_arn = arn:aws:iam::123456789012:role/roleB
services = profileB

[services profileB]
ec2 =
endpoint_url = https://profile-b-ec2-endpoint.aws

MBEBERE B B HERBHIER Amazon EC2 , Nix LG8 https://profile-b-ec2-
endp01nt.awsc> MREHRBEOEMEFRSRKEER , VLB TERTMEENEE. %

RIACHBTEEEXHFAPELNLERIRR. EFLBRANEENG B AN , CEEERERE
Iﬁ'— B Ai% & endpoint_url. BX source_profile IRENEZER , FSRARA/BEIFRME
£

& RY 4L SE R

ZIEEIREN LR EA , EBIRSRE—MESMREFER, I TXRAEMN API A Amazon
Web Serwces RS, AL TIRFRIERE :

1. ERBHRIRSEFRASFRENEFENREDL L T EMEMRE
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« XF Amazon CLI , X2 --endpoint-url@ TS HEMRNE, X T SDK, EXFETURA
#1261t Amazon Web Services RS BRI HBEEXN RITIRENSHHE R,

2. HEETHRSHWIAETERMHENE |, 5170 AWS_ENDPOINT_URL_DYNAMODB,
3. AWS_ENDPOINT URL £ BimaMETE2RENE,

4. % endpoint_url REREMNEREEHRE config UMW services EB2 P RFZIFRRF R4
To

5 HE config X#HH profile REEEEN endpoint_url RERME.
6. /5 {EAER Amazon Web Services RS i S HIFT A Bl = URL.

Support Amazon SDKs by f1T &

LLTHA SDKs XEAREB RN INEERRE, FIEHBOHINEREEEH, ERAT Java iy
Amazon SDK 1 i& AT Kotlin 8 Amazon SDK M — X #F{d JVM REEMIRE,

SDK ¥ BEREZEE
B

Amazon CLI v2 =

EATF C++ B SDK =

ERTF GoV2 (1.x) I SDK £

BEBHATFT Go1x(V1)WSDK &
FERT Java 2.x #J SDK 2
FERAT Java 1.x #) SDK B

FEAT JavaScript 3.x B4 R

FRIED

FEH T JavaScript 2.x ¥ SDK &
& AT Kotlin B SDK =
EATF.NET 4.x By SDK =
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/

Amazon AT EGHNIE SEE™

SDK X BERESZER
b=
EAT .NET 3.x #9 SDK =
@A TF PHP 3.x # SDK =
& F Python (Boto3) Y =
SDK
& AT Ruby 3.x B SDK =
i@ AT Rust # SDK =
& AT Swift #9 SDK =
FEAT PowerShell VEIWTE £
EHAT PowerShell VA NTE &

B E T RS IR KSR AN

BRUOAMAREMEERTRPNRAFNES |, HEH BET RSN IKS,
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https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon B F AT EGNIE

SEES

serviceld

AccessAnalyzer

Account
ACM
ACM PCA

Alexa For Business

amp
Amplify

AmplifyBackend

AmplifyUIBuilder

API Gateway

H
-]
Al
(o
#
i
i 5
5
7
i
5F

at
1

dal(
dal

dal

ar
al

ar
cl

ar
bt

aj

AWS_ENDPOINT_URL_<SERVICE> IfETE

AWS_ENDPOINT_URL_ACCESSANALYZER

AWS_ENDPOINT_URL_ACCOUNT
AWS_ENDPOINT_URL_ACM

AWS_ENDPOINT_URL_ACM_PCA

- AWS_ENDPOINT_URL_ALEXA_FOR_BUSINESS

AWS_ENDPOINT_URL_AMP
AWS_ENDPOINT_URL_AMPLIFY

AWS_ENDPOINT_URL_AMPLIFYBACKEND

AWS_ENDPOINT_URL_AMPLIFYUIBUILDER

AWS_ENDPOINT_URL_API_GATEWAY

BETERSHHS
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SEES

serviceld

ApiGatewayManageme
ntApi

ApiGatewayV?2

AppConfig

AppConfigData

AppFabric

Appflow

AppIntegrations

Application Auto
Scaling

H
-]
Al
C(
#
i
i 5
5
7
i
5F

aj

yI
n1

aj
YA

al

aj
d:

al

aj

aj
ar

aj
ol
Ci

AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_APIGATEWAYMANAGEMENTAPI

AWS_ENDPOINT_URL_APIGATEWAYV2

AWS_ENDPOINT_URL_APPCONFIG

AWS_ENDPOINT_URL_APPCONFIGDATA

AWS_ENDPOINT_URL_APPFABRIC

AWS_ENDPOINT_URL_APPFLOW

AWS_ENDPOINT_URL_APPINTEGRATIONS

AWS_ENDPOINT_URL_APPLICATION_AUTO_SCALING

BETERSHHS
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SEES

serviceld

Application Insights

ApplicationCostPro
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https://github.com/aws-samples/sample-post-quantum-tls-python/
https://www.amazonaws.cn/blogs/security/post-quantum-tls-in-python/
https://www.python.org/
https://www.python.org/downloads/release/python-3140/
https://docs.amazonaws.cn/linux/al2023/ug/crypto-policies-pq.html
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