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Ethe section called “B&{KfE B 7% Amazon Secrets Manager %48 Amazon CLI BIX 8",

BEITIELE3MA Amazon KB FRFZHWEBRIAL T R, B LR API BREEEE MRS, FS
Ethe section called “Secrets Manager % &

Amazon R THABRSITIE :

* Amazon Command Line Interface (Amazon CLI)

* Amazon Tools for Windows PowerShell

Amazon FF X T ES

S Amazon DK HEERA T &M ERBESNFANENRARBAEAR. FAITESITEZMES , HlLL
MZEFAFBERHTESE, EBHRURBFIERAER, ETEHEZEEFMAALXITES , BSHEAT
Amazon Web Services WT B,

Secrets Manager 2% & 3


https://console.amazonaws.cn/secretsmanager/
https://docs.amazonaws.cn//cli/latest/reference/secretsmanager/index.html
https://docs.amazonaws.cn//powershell/latest/reference/
https://www.amazonaws.cn/tools/#sdk
https://www.amazonaws.cn/tools/#sdk
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Amazon B F AT EBL B3 EMA Amazon KigiAH RS EIANR IR T R, BRI LURN APl BERIEEH

fhim R. EZthe section called “Secrets Manager xR

BERBHARITEGXY  FSH -

o C++

+ Go

» Java

« JavaScript
» Kotlin

+ NET

+ PHP

» Python (Boto3)
+ Ruby

+ Rust

« SAP ABAP

.+ Swift

HTTPS &1f API

HTTPS Z&if] APl RFRU4FE 5 3 1517 Secrets Manager #1 Amazon, HTTPS Zifj API R ERE R
mARSS & H HTTPS 3K,

BRE T LUEE AR Secrets Manager HTTPS &if] APl , BERMNBIUEEAFAIESZ2—ERR
B, FRIEGUURTEZEMTMFHRITHNERES. o, FAIESAUBINFERH#ITE
B, AN ERAEE L LESENESNEN,

EX Secrets Manager #1T HTTPS A , BEEERET 277,

Amazon Secrets Manager i 2

EU\E&HT ?%EIJ Secrets Manager , BRI LA EAmS , BIARS A O KB URL, Secrets Manager
mRENHKRER , XEKRECIIEN X IPv4 M IPv6,

Secrets Manager £ 5 £& X 15 12 {t XX # 5< E Bx F3 5 B AL AR (FIPS) 140-2 By o

HTTPS &ifj API 4


http://sdk.amazonaws.com/cpp/api/LATEST/namespace_aws_1_1_secrets_manager.html
https://docs.amazonaws.cn/sdk-for-go/api/service/secretsmanager/
https://docs.amazonaws.cn/AWSJavaSDK/latest/javadoc/com/amazonaws/services/secretsmanager/package-summary.html
https://docs.amazonaws.cn/AWSJavaScriptSDK/latest/AWS/SecretsManager.html
https://sdk.amazonaws.com/kotlin/api/latest/secretsmanager/index.html
https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/SecretsManager/NSecretsManagerModel.html
https://docs.amazonaws.cn/aws-sdk-php/v3/api/namespace-Aws.SecretsManager.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html
https://docs.amazonaws.cn/sdk-for-ruby/v3/api/Aws/SecretsManager.html
https://crates.io/crates/aws-sdk-secretsmanager
https://docs.amazonaws.cn/sdk-for-sap-abap/v1/api/latest/smr/index.html
https://awslabs.github.io/aws-sdk-swift/reference/0.x/AWSSecretsManager/Home
https://docs.amazonaws.cn/secretsmanager/latest/apireference/Welcome.html
https://www.amazonaws.cn/compliance/fips/
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RAriEmE

Secrets Manager 1% TLS 1.2 Ml 1.3, Secrets Manager £ E X g 2 AT E X & X 3%

PQTLS.

® Note

Python Amazon SDK AR R IPve A IPv4 B9 Amazon CLI Z=i% , Eit , MRREE
FBRIPv6 , NATREEE—BEFERABNAEFER IPv4 BEid, EEMRRIFEE , BAINAE
22K IPv6 SEB R IPV6,

AR 2 Secrets Manager FWIRG IR R, BEE , R SHBENICERGTRYERE. BXEMA Secrets
Manager XU I UEE |, BFSHE IPv4  IPv6 178 R,

X1 & 75

FE (4t
=)

hE (T
H)

X1 Ui R I

cn-north-  secretsmanager.cn-north-1.amazonaws.com.cn HTTPS
1

cn- secretsmanager.cn-northwest-1.amazon HTTPS
northw aws.com.cn
est-1

Secrets Manager i &


https://docs.amazonaws.cn/vpc/latest/userguide/vpc-migrate-ipv6.html
https://docs.amazonaws.cn/general/latest/gr/rande.html#dual-stack-endpoints
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Amazon Secrets Manager F{E£3<ik

Secrets Manager Bt T HEZA AN ECHZLERBNEEEENARELZEIIEE, UTHREXRRE
—EN , HAFRRTEENREMAA R, XEHEEXRRUTETESENTERTHEREHNIEER ,
BREANEANEZEERREZER 2R 6.

BEZRTHEENEERANRESER

o FEUER H A BURE B 7 £ Amazon Secrets Manager
- ERABPTIZRFNEA

s ABNBHRERE - MNEEH

- FRAEEXRREEZN

- BREEHN %48

- BRKGER CLI BYX B

o PR&IXSZEEARY 15 8]

- SHIEHA

- SEEA

- EREME LETEMIRKE

U R H At BURA{E B2 £ Amazon Secrets Manager

Secrets Manager AJ#B1ERREL S RAMENYE , HRERLRGREHBREEHR

&, Secrets Manager {# F{&#48 H Z %1 Amazon Key Management Service (Amazon KMS) H#9 0
RBATBARPAHRHITINDR, HEREZRAN |, Secrets Manager 2 ZRZAHE S TLS HEZ £t
RREBEBNARINE, BXEZER , S0 QEEH,

EXRABHR A ZERFHIEH

CodeGuru Reviewer 5 Secrets Manager ££5% , EAMZRNB[ERHRBPERRZRIPONE,
FHRNBLBREREZDE, BEFEEFTER, AFEE. BXEZEER , 2 the section

called “Amazon CodeGuru Reviewer”,

Amazon Q JRRABENKRBEELAERZE2RENKBRERE , NTTHEENMNTRXEAHNNARE
FHRR. BXEZEE |, 55H (Amazon Q F X ERAF#EE) FH Scanning your code with

Amazon Q.

FHEUE A H A BURME B 1E 6% £ Amazon Secrets Manager 6


https://docs.amazonaws.cn/amazonq/latest/qdeveloper-ug/security-scans.html
https://docs.amazonaws.cn/amazonq/latest/qdeveloper-ug/security-scans.html
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AR T4 18— A DR 24T

ERZBERT , RIVBIUEHaws/secretsmanager Amazon EEZRARMBYER, FAECT~
R

5T BRI BB AR EARR AT NS , FEARS 8 T ERRRAN TN
.

. ER4AEMTP | FHE secretsmanager.<region>.amazonaws.com 2 # 4 kms:ViaService
ZHR, XSFEFHANERARSINERB Secrets Manager BYiE Ko

« RTH—STZANFERREINIKE Secrets Manager EEBIEH E TXWER |, iH@E I eIEL
T U Secrets Manager f1% £ T X RBEAELRA KMS ZEWEH -

« IAM R BARBINZHERMHEEN
« EERNFRENYR

BEXEZEER |, {55 H the section called “Z4A IR F R 22",

EREFERERZH

RNTBRAEMMERENED , BINBWEFERUTZ XN Secrets Manager EFA 42 —REFE
NWEAHNERTENERTEA]

- Java BEFRER

« Python 5EFIRERT

« NET EEFIRERF

- Go ERFRER

* Rust BEFIRER

« Amazon ¥ H %40 Lambda ¥ E

* the section called “Amazon EKS”

« FAFthe section called “Secrets Manager G2 £ &b 58 4 B B8RS Amazon Lambda, L 5i#h3&
MARBFRS. LE#EEM Kubernetes Service ML B it it B =ZFHREP X Secrets Manager %
A E A TIRE L,

NI ZAEE — DN NBREH 7


https://docs.amazonaws.cn/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.amazonaws.cn/secretsmanager/latest/userguide/security-encryption.html#security-encryption-encryption-context
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
https://docs.amazonaws.cn/kms/latest/APIReference/API_GrantConstraints.html
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IR FH

MRERE—BIEIARERZRR , BAMBATEER B KR, £ Secrets Manager , BRI LR ER
M/Nef B35 — IR, Secrets Manager 12t 7T AR EKR - £ AF M XEBAF. BXEZER
BSH i B4,

fR{EER CLI X e

EAEA Amazon B4ERT , ATLAESG S shell R AX LGS, Amazon CLI KZE T shell Zpiz4it
TR M BN RANIEE  FINBAFRERNET LB ANSSHINEE, £ A Amazon CLI %
ABREFEE 28 , B the section called “BBIK £ % Amazon Secrets Manager Z48 Amazon
CLI BIXEE",

BR 53T Z A 15 A

ERFEXENZANIBRIG IAM REEQH , FASENRBERN, SAUER IAM SE8HM%E
B, RREBMETEMENTHENRES (ABAC) . BXEZEE , 52 H the section called “5 12
WUFF G R,

FA

o BRI BT IZ TR

- BEFEARKTH IP R4
« A VPC i R &R HITER

BELE XS B R T2 T3 R

£ A VF1R4F PutResourcePolicy MR , MATEWEMEA BlockPublicPolicy: true.
XHERERERBEERBAATF ZHENERT , AP RREREM MR ZE,

Secrets Manager £/ Zelkova B EXR DM RBRE , LAEREFEERZHRNERB, BX
Zelkova WEZEE , BSRAELLBE LN "0 Amazon A B 3 #EIE K H B SS I AHAE Amazon
zZ27,

TR RHBIERT a0fEEA BlockPublicPolicy,

RIREW B 8


https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://www.amazonaws.cn/blogs/security/protect-sensitive-data-in-the-cloud-with-automated-reasoning-zelkova/
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JSON

"Version":"2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": "secretsmanager:PutResourcePolicy",

"Resource'": "arn:aws:secretsmanager:us-

east-1:123456789012:secret:secretName-AbCdEF",
"Condition": {
"Bool": {
"secretsmanager:BlockPublicPolicy": "true"

}

EEFERAREARN IP ik 4

EARFRIEL 7R Secrets Manager FIREKB A IETE IP bt ZFFEE /5 aws :Sourcelp 44§
B, BEXND. fla , MREFREEXIRKELTME IP i STE M IER Amazon HITERVER R BE Bt
E L, MEER IAM AR N RN BAERNERGRBBIE, B2 WREATHMRS
RREFRFEL , GIANFEA Lambda BEBUS AEER , MIZEBESMN Amazon RStk Z2 B i A Secrets
Manager 1€, SZRBEEMHFER P i kSN ERT2 LK.

Ak HiERFKEH Amazon VPC S BT , aws:sourcelIP 4Bt EEA. ER&IFT4EE VPC i
HHYESR | B the section called “fEA VPC i S B4R EIER",

£/ VPC im R 54+ PR 515 5K

EATRIELIIKRBISE VPC & VPC im [BYEREYEE |, EEA aws:SourceVpe RERHIXI kKB
E VPC MiERMTAE , 2 aws:SourceVpce KRERFIXNKBIEE VPC in RMiERNFE,. EHSHthe
section called “~4l : IXBRF VPC”,

* aws:SourceVpc FiAMERFEIF K BIEE VPC HWiEK,
 aws:SourceVpce FFiFRIERHENKBIEE VPC m KK ER,

EEEARKERE P ik 9


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_IPAddress
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MREARTFHIEL TR Secrets Manager BN R RREBAPFEAXLERMGR , AsiaTEPIEL
BRI REEA Secrets Manager G RIZ4AN RS . REEBS Amazon BRS Al AR &K VPC MR
KimT RIZ1T. WRFBAMBERREHRN VPC = VPC Im R , MMKRE X ZRSEEN RS H AR
Secrets Manager AJgE& kM,

&2 fthe section called “VPC % & ( Amazon PrivateLink ) 7o

& H %

Secrets Manager FJ A B3 G EHNZHEFIF 2 Amazon Xi , SUH R EHEMRTEREE R,
BXEZEE , ESH Multi-region E 4,

W4

Secrets Manager 2B BEE 5 Amazon BE&, MENMBHRSERkKFRMNERERA, BXES
EE , BESH:

+ the section called “f£ F§ & 3% Amazon CloudTrail ”

« the section called “fE A ¥ #1285 CloudWatch”

« the section called “M AN EHIME

« the section called “¥5 % Secrets Manager B 2"

« the section called “fE A LA T 7 5E% U B A GuardDuty”

EREMS LZTEM %M

BNEBEWEBETENLENEFRNEAME LETRUAESHEMIZE. BN AE#ED VPC
i RFE VPC & Secrets Manager 2RI EiEE, BXEZER |, i5SH the section called “VPC
i & ( Amazon PrivatelLink ) 7o

EHEH 10
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Amazon Secrets Manager 22

£ |

+ £/ Amazon CodeGuru Reviewer &R BHA R Z R WIER
FREmBNYLZEBZE Amazon Secrets Manager
FERIB N BIEEZEEE Amazon Secrets Manager
NAFEBER BRI Amazon Secrets Manager
NIRE R AP ## Amazon Secrets Manager

£ Amazon CodeGuru Reviewer XK B KX ZRIPWILZR

Amazon CodeGuru Reviewer & — T fE A5 2 T M85 F 5 KM FF & A BRI EIE R G
MRS , FHIRM SR B Java F Python RIBHI R, CodeGuru Reviewer 5 Secrets Manager £
K, IEMRARBHPERRZRFNINE, BXToERINNZEELRE | FSE Amazon Reviewer
&R Y CodeGuru Reviewer & E# CodeGuru #HlZ3E A,

RIEBERBNFHAE  FAAFESR

+ the section called “EB #2718 4w 15 MY BB FE F AL
+ the section called “B @ mIZHZR4E

FEmIBH N2 B E Amazon Secrets Manager

MEREPFEERXER , RINBIWHHRIRHF#F Secrets Manager ., FZ 47831 E| Secrets
Manager /5 , B IBFEEM Secrets Manager PR R4 , NTTAER T EAEFIRBHALXEE
REANRE, RREASFHINERENES , FETEER.

XTHEEFZURS , B A TEEBNREEEERE Amazon Secrets Manager,

EFEzE , FEERTEHRFEHRZFH. BRINBWEARD IAM BERXEBEZHANNR :
- AREBALAFHNZHENAC., BXEZEE |, S H the section called “Secrets Manager B /A
PR, BFERALLAGENERER,

- AUEBETHERAZENAR  SINEREEFERANA
BRoleToRetrieveSecretAtRuntime, EBHRBERALABCBURERH, EAHER , 85

Amazon CodeGuru Reviewer 11


https://docs.amazonaws.cn/codeguru/latest/reviewer-ug/recommendations.html#secrets-found-types
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HZABNEFRE—NZHENNR , HESEAZINEREBEFNR, EXxEBERTE
&2 fthe section called ‘5455,

HIR
F15  bEEYH
B25 .  BFHABE
B35 BNEH
FESR

E15 SEER

F—SRNUNEERBHZAEFE Secrets Manager P F, MRS Amazon BIFRMEx |
BERNEEREEZRREENXE, &N , BREFHEN TENERZSMN S ERESENXEZF,
BIEESR (2HE)

1. $TFF Secrets Manager ###|#& , Pt https://console.aws.amazon.com/secretsmanager/o

2. “EERTFHHEHA.
3. 7 Choose secret type ( EFRFAERE ) MEL , ITUTERE !

a. NFBPXRHE  FEBHMBHALR,
b. Key/value BX 5 A A XA A BN EZE, —LR6

API key
key/value B3 #i A :
ClientID:my_client_id

ClientSecret : wJlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
OAuth token

WA :

AKIAI44QH8DHBEXAMPLE

B4 tERN 12


https://console.amazonaws.cn/secretsmanager/
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Digital certificate

WA :

Private key
WABAX :

---- BEGIN PRIVATE KEY ----
EXAMPLE
---- END PRIVATE KEY ----

c. NFMMHBRFL , FEFMEMA fo aws/secretsmanagerr Secret Amazon FEERXH4A s
Manager., FRLZER=EEMBRR, FlH , BETMUERECHEF BERZHENRIGEK
B Eftt Amazon Web Services IS~ Z . BXRERAFTFEERANREINES , BESH E
o

d. ﬁ?%jt_io
4. 7£ Choose secret type (IEZFZHEARE ) TE L , MITUTERE -

a. HWA—MERMR Secret name ( Z4A&B 5 ) M Description ( HEA ) -

b. 7E Resource permissions ( ZIRMXR ) F , %$F Edit permissions ( fmENR ) o HWELAT R
¥RoleToRetrieveSecretAtRuntime® RZAMIKEE , REIERE “RE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:r0le/RoleToRetrieveSecretAtRuntime"
}I
"Action": "secretsmanager:GetSecretValue",

B4 tERN 13
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"Resource": "*"

}

c. ENHED, &ZEBT—D,
5. 1f Configure rotation ( BLE5IR ) TE L , FRREH., EET—F,
6. 7£ Review (F#%) WLt , ¥ RENFHIFAELE , REEFE Store (7).

£2F BEFAE

BRI AMIBLE IAM BBBRoleToRetrieveSecretAtRuntime T e B R4, BXREZER | &
SR E IAM A€ (Amazon AP,

ARE , B LAE R Secrets Manager IREH RHAIKBEHEHREE , LA K Secrets Manager A&
£,

EHRRBICEE

1. $TFF Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. EERANRA L  EFENER.
3. M[T&R#E Sample code ( RIKE ) ., ERENEERES K RAEEHFHRKBRE,

BRNMARFHINEEDZAAEBERBLER,. BRERBESNTE , £URFEEHRPRNNE
B ITEN A

FERZAREERBZE , XN AEFRERIESTHE,
5 35 EHR

RE—SRPEAENERDNEZN. FEABANNRKFUERPENERRANGERA, flwm , Eoae
FEFRYNBERAFHER - MBS

R EENHH

1. $TF Secrets Manager ##I& , Wit} https://console.aws.amazon.com/secretsmanager/o
2. J%&$F Secrets ( B ) , RAEEFZZEH,

3. 7t Secret details ( B FMER ) WE L , @ TR30H1%E#F Retrieve secret value ( ¥R Z4A
B) , A/FERE Edit (BRHE ) -

F2%5  EFAB 14


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-api.html
https://console.amazonaws.cn/secretsmanager/
https://console.amazonaws.cn/secretsmanager/
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4. EHFEARGEE Save (&R7F) o

RIE | WA B FARRF IR TR A AR R TE (AR 4.

ISR &

MRBEBRERFBHZASE  ETREDIEATEN :

+ BAEARE) Java A Python RIAIERF HERBHBHH , RIBUEM Amazon CodeGuru

Reviewer,

- BULESEEFARESHEHBRERET, BXEZER , 551 REEH,

« XTFNSANMXFIHRNEL  BZEREFBAURPDER, EXEZER , BHSH Multi-region &
#lo

« EXRHIED , BRoleToRetrieveSecretAtRuntimefRTBF TR EFLAENNIERE, En/EE

FEZNR ( IR EXRFHNWTBEREFEZRHAYIR ) , 1S Hthe section called “Resource-
based BUK”,

- EAYEF K SEATRHENARRRERF TR, RoleToRetrieveSecretAtRuntimeBXRF
WPRHY E At 5 3% |, 55 Mthe section called “Identity-based BLE",

FERBHNBIEEZEERE Amazon Secrets Manager

MBEREBFEEANBEESEIE , RINBWBFEIEBSE Secrets Manager , RFIEFERH, F
EUE BB E| Secrets Manager f& , BHABIFE M Secrets Manager R REUE , MR T E
BIRBHNALFIZIINGE, EREBEALEHNZE , ARRHINERBENES , #FHLFBEEN.

5 F Amazon RDS. Amazon Redshift #1 Amazon DocumentDB HIEE |, HEAAT PSR E L5
B EIE B E] Secrets Manager, X FHMEBEWFZIUEME ML , 1S Fthe section called “E
WmBIER 7,

HItaenl , BREBZAEHFTERRZERA. BNBUEAFD IAM ASRERRANNR

- AREBAAFHNZRNACR, BXEZEER , S M the section called “Secrets Manager B
MR, BN ERALAGAENRRER.

o EXREEF , — MU LEETRERAEERoIeTORetrieveSecretAtRuntime I B, BB
FRALAGBURLRZA,

S

ICEE2 S 15


https://docs.amazonaws.cn/codeguru/latest/reviewer-ug/welcome.html
https://docs.amazonaws.cn/codeguru/latest/reviewer-ug/welcome.html
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- $£15; RBE4
- £2%  EHNRY
o HI 3 B

- BRESR

E15 SEER

F—SRNINEERBOEIES$F Secrets Manager RHIZAF, N T RIKIER |, G R4PFMH
EEBEFEMERNXEH,

elfe o

1.  $T7F Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/o
2. EBRTGFHEHMEBH.
3. 1£ Choose secret type ( R ZHAXE ) ME L , MITUATRE :

a WTFBAXD  HEBEHEOKEETIELT .

 Amazon RDS #iE &

« Amazon DocumentDB ##E&E

« Amazon Redshift BEE,

- BXHMEBENEL , FSRAERERESHNEH.
b. WNTFEIL , FRABEENEVERDEIL,

c. XFMMHBEEA , FEZFMEMA fo aws/secretsmanagerr Secret Amazon EERF4A s
Manager. ERLLZAFR=EEMBH. 0, BETUAEABCHNEFEBRBRARIGRIK
B H At Amazon Web Services IKFHZ4H. BXERABEFREEZHANKEINER , BSH &
o

d. X{F Database ( ##EFF ) , BFEBRENEBERE.
e. ﬁj:%-lt_io
4. 7£ Configure secret ( BEEZ4 ) RE L , MITUATIRE :

a. HWA—/NHERME Secret name ( 4R ) F Description (WA ) o

b. 7 Resource permissions ( FIRXPR ) F , % Edit permissions ( EXRE ) . BT R
¥RoleToRetrieveSecretAtRuntime® RZAMKES | REER “R1E

B4 tERN 16



https://console.amazonaws.cn/secretsmanager/
https://docs.amazonaws.cn/secretsmanager/latest/userguide/hardcoded.html
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:xr0le/RoleToRetrieveSecretAtRuntime"
}I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

c. ERHKD, ®FET—%,
5. 1£ Configure rotation ( Bt Ef#t ) THE L , EERHEER., BELAREBA, EBT-%,
6. 7E Review (F#%) WL , BN HAFHEER , ABLE Store (FF#).

F 245 BEFARE

BRI AMIBLE IAM BBRoleToRetrieveSecretAtRuntime T e B4, BXREZER | &
SR E IAM A€ (Amazon AP,

Rfa , B LUER Secrets Manager 1R RERIBEREHNRE , LA E Secrets Manager FHIZ
£,

B R BT

1. 3TF Secrets Manager &% , Wit} https://console.aws.amazon.com/secretsmanager/o
2. EERIKRA L, EELENER.
3. M@ETR3E Sample code ( R ) . EFENIES , AREFRBHER,

BERNAEFFHREEDEIEAEBLEACBRER, RERBESHTE , EUREEERRPAPNNE
B HEERN A

®25% EFAB 17


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-api.html
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ERAEAREREDEE , WCNNRRFEEH ST,
SR 3 RRUER

BE—S$EBEURRFARPETRIDNEIL, Rotation EEHEHRANIE. BRBAN , £46E
Bt E T R A MR E R EIE, Secrets Manager A BURBREIR ERITRI B3 R LR B4R,

REBLHIIEER Lambda 2R E T LL5[E Secrets Manager MEHEIREE. SHBE R

J& , Secrets Manager 2 5B BIEEMBH VPC F8IE2 Lambda FREH , LBRCHEEHEEN
M &G E PR, Lambda ##EBUE LMEEH I Secrets Manager LE#H #41. HATEWIETE VPC
8l — Secrets Manager &ixT7 & , X#M Lambda E| Secrets Manager iR M AT S BEFFEM
Z8#) Amazon . BXiiBE |, S Fthe section called “VPC i# & ( Amazon PrivatelLink ) 7o

BREH

1.  $TF Secrets Manager ##l& , Wit 7 https://console.aws.amazon.com/secretsmanager/o

2. EBRHANRAL  EFENEHA.

3. 1£ Secret details (Z4A1¥ 4115 E) 71 LK Rotation configuration (3B &) 2B & , &£ Edit
rotation (4REEFHR).

4. HERBEREENEED  HITUTRE

a. B Automatic rotation ( Bzh%# ) .
b. 7£ Rotation schedule ( ##2itX] ) T , LA UTC it XX AR 1K1,

c. i%# Rotate immediately when the secret is stored ( EZER4ARN M EIRH ) , LWEREE
AR IR 4R,

d. 7 Rotation function ( 3¥RE% ) T , #%# Create a new Lambda function ( |27 #Y
Lambda B# ) , RAERFEEMA—NE#. Secrets Manager ¥ "SecretsManager" 71l
£ BN R €2 N P

e. XNTHRRER K6 EBR2AF,

f. ERRE
REZARBERH

1. $TF Secrets Manager ##l& , Wit 7 https://console.aws.amazon.com/secretsmanager/o
2. J%&$F Secrets ( B ) , RAFEFZZEH,

3. 7t Secret details ( MZFMER ) WE L , @ T3R50 HiE#EF Retrieve secret value ( B
).

SR 3 RRB®R 18
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MRFZHAENRET , NRBARRELEI, MRFHAEKEENR , WEERR R IEEFLIRINGE
#J CloudWatch BE.,

T i 0 L PR R P 42 R B0 BB A 1 2 P SRR 10 224
BT IR
MRBFBBRERBNEAE  ETREZEEUTER -

- BUNBNEFHRARESHEHBRERE, BEXESER , TSR REEH.
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- EFMIFATHIEEN API 4. HRITSEMEIL , HEREMXBENRA,

Key/value F(Xfi LA JSON Key/valueXt FE 5 A BB 248 |, SE1E#R Plaintext &I+ 3
DEAERMAZR. BUUERHAPEERS 65536 NFTH. —LERE

API key
key/value B3 #i A :

ClientID:my_client_id
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Amazon Secrets Manager AFtE

M

ClientSecret : wJialrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
OAuth token

W ABAX :

AKIAI44QHS8DHBEXAMPLE

Digital certificate

WA :

Private key
BB

---- BEGIN PRIVATE KEY ----
EXAMPLE
---- END PRIVATE KEY ----

EFfK B Secrets Manager &AM ENTBER , BEERESHEKERNA. RE
EREENFARMTRISEHEUNEBENFAGE. BXEZEE , BSH £
Amazon Secrets Manager BEEAZHZUEEE = HH2,

b. XTFNE#ZER , %#F Secrets Manager ARMEZLAEN . Amazon KMS key BEXEZE

/%\

, BSH BHNENEE,

ERSBERT , EIEFEEM fo aws/secretsmanagerr Secret Amazon FEE X s
Manager. A LLZRAFT=EFEMTER,

MRIGEEMNEER4A 158 %248 Amazon Web Services Ik |, SEREFEHE Y
KMS ZNERBRBARNHNAZAER , FMIRPERETFREESRS  BAARTF
REZANZEE ARN H51HE ARN , B ERBRRNFBRHARCUERH, BXEATFRE
ERPANBREINER , B2 EN.

BN EE the section called “KMS Z4AHINR". BXREKFIHRINEZEESR | 5
¥ the section called “Cross-accountif|al”,

C. ii#%jt_io
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4. 7f Configure secret ( BLEH4R ) WE L , MITUTRE :

a. WA—NERMK Secret name ( B4AE % ) M Description (%8 ) . BABHALUITE
1-512 NFREFH /_+=.@- &,

b. (A% ) WRECIETHEEL , BRWARTFZEHRMN Secrets Manager SR HFIENTT
BiE,

c. (k) EZEHRZHSF , EENBADPIN—IHZ ML, BXFICEE , §SH the
section called “#5ic Z4A". BAEFNBBELREFHEERZH , BREiIRME,

d. (Wit ) EFFENR , ENERRRBMIZENZAS | BEARREENR, BXEZELE &
27 the section called “Resource-based BE .

e. (FE)ZEFBRD , EFENFEREFE S — 1240 Amazon Web Services X , iFik
BESI®A, ZUUNEEFES , WA ELBEES, BXESZER , 152 Multi-region
£,

f. ®EET-—%,

5. ( ®i% ) 7 Configure rotation ( BLE## ) WHL , BRI S A BRIk, S AIUIMEREX

Mk, ARREEHTR. EXEZEE , BoR Bk ZH. BT —%,

6. 7E Review (%) ML , FENBHFAEES , RFEF Store (F#).

Secrets Manager R EZ|#4A %R, MREHFHBRBERER |, H1EER Refresh ( BIFT ) HH,

Amazon CLI

LEBEDT shell FATSEN , FEHEGSALERIEABRFITUGRETSSHHONKE, FS
Ethe section called “B&{KE B 74 Amazon Secrets Manager %48 Amazon CLI BIX 8",

ExampletR#E JSON 34 B9 B35 B SR £ 32 %2 4H

LAF create-secret RO RBEXHFNEIECERI, EXEZELR , i52H < Amazon CLI A
FrE) HMM A INE Amazon CLI S,

Eff Secrets Manager REB R ZR4A | BATIER JSON FEZ4AR JSON 44,

aws secretsmanager create-secret \
--name MyTestSecret \
--secret-string file://mycreds.json

mycreds.json BIAA :

Amazon CLI 35


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/secretsmanager/create-secret.html
https://docs.amazonaws.cn//cli/latest/userguide/cli-usage-parameters-file.html

Amazon Secrets Manager ArfEm
{
"engine": "mysql",
"username": "saanvis",
"password": "EXAMPLE-PASSWORD",
"host": "my-database-endpoint.us-west-2.rds.amazonaws.com",
"dbname": "myDatabase",
"port": "3306"
}
Example | 2 2348
LR create-secret ROMEFRIZTERMNBEXNNER,
aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string '{"user":"diegor", "password":"EXAMPLE-PASSWORD"}'
Example 2 % 4A
LAF create-secret R RIBZETER MIZHEH,
aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string '{"user":"diegor", "password":"EXAMPLE-PASSWORD"}' \
--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag", "Value":

"SecondValue"}]'

Amazon SDK

EFEHAHEAP— Amazon SDK BIEZ4H |, iEfFEACreateSecreti®E, BXEZER
section called “Amazon i F X T Ea’,

Secrets Manager ZfiHR B4 ?

, BZ R the

£ Secrets Manager # , Z{AHRFHAFEE. BAENEZATBELAN. ZRAEUTURFRBEH-HF

=

NTRENZHFREERE-—NBRT , RNBUEERATERENK JSON XAFHREH | i

Amazon SDK
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{
"host" : "ProdServer-01.databases.example.com",
"port" . "'8888",
"username" : "administrator",
"password" : "EXAMPLE-PASSWORD",
"dbname" : "MyDatabase",
"engine" : "mysql"
}

NFHEEZRP K WREZHEIRE , BASNETE LB JSON SHNBIEEEREER. BXE
Z(ER , F3 ¥ the section called “BE4AHY JSON 4537,

TR
BATHIRRE -

- BEFLT#EAH Amazon Resource Name (ARN),

arn:aws:secretsmanager:<Region>:<AccountId>:secret:SecretName-6RandomCharacters

Secrets Manager 2 EZABMARERMANENFR , UHBIARZHR ARN B —1%, 0RMIBR
TRBZS  AREAERNENARTHZY , IR TXEFHNERE , XHNZHEETEN
ARN, BT ARN R[E , BRRiFE IBZEAN AR T2 B REGH B FRNR,

- ZHNEN, W, BRRIBNRL,

- INZFZEAM ARN |, Secrets Manager fERAEXRINZFN B ZZAE. Amazon KMS key Secrets
Manager S8 UIMBR XN FRBAXAE , AEERIEPMBEZH, BZFthe section called “# A
ZRMER,

- MRRE TR , AXXNAREZANGEE. BSRER FH,

Secrets Manager £/ IAM X PRZEB B RBRAIABRNXA LTRSS R ZER. BSRN S HREIEA

iR #2#] Amazon Secrets Manager.

ZHRETENEZHERARNRAE, EXFAERLRZFHAR , Secrets Manager & 812 — MRS,
&2 Hthe section called “Z4A RA,

& OB & #2210 Amazon Web Services X33 RER Z%H. SHEARN , BRI UGIRRR
REZAMNBAER. BIAZARSEEIERHLE, BESH Multi-region £,

FZH EERH.
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ZHREIENEFZHEBRNRAE, EXFAERRLHREFAR , Secrets Manager 2812 —MNETARAS.

Secrets Manager T2 FHHEEMRENELUERANELIEK, MBBEIRIERBERX=MFERZE :

+ YBTHMRZA — AWSCURRENT
+ FHIMRA — AWSPREVIOUS
o M (F#RAAE ) - AWSPENDING

REARA T —MRIEHN AWSCURRENT BYARZR |, Secrets Manager £ 1818 RZ A E N EBRINIREZ AR
7,

!@&TJ«XEﬁﬂupdate secret-version-stagefl B 2 BHRZER N RAR INFRZE Amazon CLI, &
RZ AN —NZHAKM 20 MEREFE, BRNFAINRETEEEHERNE FinE. REATUEZA
RE,

Secrets Manager NFBBREREMWARA , BRFIEWIRAFEANEFH. MRERAEF 100
A, Secrets Manager 2B BREFFAMRA, Secrets Manager T2 Br 24 /et ET 8 B AR A,

TERERT —1 Amazon HERAMEFIFEMANFEH, TRSHWRAFHEANEEFR , Secrets
Manager fF7E &N R RHY SR EBER,

ﬁ}ﬂecret \
. AWSCURRENT ) AWSPREVIOUS

credential10 credential® ‘ credential® ‘

— @& —— EETe

credential3 ) ‘ credential? ‘

credentiald credentials ‘ credentiald ‘
credential2 credential

&, &

S | | g

EERRA 38
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Amazon Secrets Manager Z47#7 JSON 4

&R LATE Secrets Manager 48 R 7 EAI 30 A s —# IS4 , &R KK/ 65,536 F7,

MR AEA the section called “#i¥ Lambda BE#HITH R |, MB4AXNT I ERBRHBFIENEE
JSON ZE, flin , W TFEERREZIINFR , RPREBSEEIIBEEUNEHREIL , R iZZHA 24
MBEBREEZEE,

MREAZHESREREEZRANRGR  NZZHASAETEFMRBIEENYE JSON BB, Secrets
Manager F X EFRERHIERE , UERFHEBRBHER VPC,

JSON #&MEX 73 KNE,

ES]

» Amazon RDS # Aurora ZiiE

« Amazon Redshift i

« Amazon Redshift Serverless & iiF

« Amazon DocumentDB EiE

« Amazon Timestream for InfluxDB Z4H 4%

« Amazon ElastiCache Ziif

» Active Directory ZiE

Amazon RDS F Aurora & ik

E & A Secrets Manager IR EEREEUENR , IBFEALT JSON £#4, Fltn , B LURINE % key/
value X , LB HM g EIABIEENZEZES.

DB2

X¥F Amazon RDS Db2 34| , HFRAF L ZEXRECHEFE |, ALt BAMERLIMPRZRPIREE

B REI,

{
"engine": "db2",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
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RAriEmE

"password": "<password>",

"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<ARN of the elevated secret>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",

"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

the section

MariaDB
{
"engine": "mariadb",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the
called “####”.>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

MySQL

{
"engine": "mysql",
"host": "<instance host name/resolvable DNS name>",
"username": '"<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the

the section

called “####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Amazon RDS # Aurora &iilf
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Oracle
{
"engine": "oracle",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": "<database name>",
"port": <TCP port number. If not specified, defaults to 1521>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Postgres
{
"engine": "postgres",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'postgres'>",
"port": <TCP port number. If not specified, defaults to 5432>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “####”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

SQLServer
{
"engine": "sqlserver",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'master'>",

"port": <TCP port number. If not specified, defaults to 1433>,
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"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “####”.>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",

"dbClusterIdentifier": <optional: ID of the cluster.Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Amazon Redshift ZiF

EFF Secrets Manager 2R EBUENR , BERALLT JSON £, Hilan | BRI LURINE %2 key/
value 3t , LB HMXE P RIABEENEZEL,

{
"engine": "redshift",
"host": '"<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"dbClusterIdentifier": "<optional: database ID. Required for configuring rotation in

the console.>"
"port": <optional: TCP port number. If not specified, defaults to 5439>
"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “####”.>"

}

Amazon Redshift Serverless &if

E#H Secrets Manager 1R HEV IR BIENR , EEALT JSON £, Hltn , BRI LURINE % key/
value Xt , LB E H At X5 BI A BIEENEZE S

{

"engine": "redshift",

"host": "<instance host name/resolvable DNS name>",

"username": "<username>",

"password": "<password>",

"dbname": '"<database name. If not specified, defaults to None>",

"namespaceName": "<optional: namespace name, Required for configuring rotation in the
console.> "

"port": <optional: TCP port number. If not specified, defaults to 5439>

Amazon Redshift & iF 42
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"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “####”.>"

}

Amazon DocumentDB &Eif

E#H Secrets Manager {RHIFIREBIENR , EEALT JSON £, Hltn , BRI LURINE % key/
value Xt , LB E H A XigH Bl A BIEENEZE S

{
"engine": "mongo",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": "<database name. If not specified, defaults to None>",

"port": <TCP port number. If not specified, defaults to 27017>,

"ssl": <true|false. If not specified, defaults to false>,

"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “####”.>",

"dbClusterIdentifier": "<optional: database cluster ID. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

"dbInstanceldentifier": "<optional: database instance ID. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>"

}

Amazon Timestream for InfluxDB Z24A 45

B Timestream B4R |, BATLAE the section called “Amazon Timestream for InfluxDB” it 4&
o

BEXEZEER , 55% (Amazon Timestream F XA R¥Em) FH Amazon Timestream for InfluxDB
n4al {8 B 2240 .

Timestream Z4A AKX A EHH JSON £ FREFEARRER, BXEZEE |, 5% (Amazon
Timestream F X AR IEFE) FHZHNNAE,

Amazon ElastiCache &Eiif

LT RIS R T 174 ElastiCache EiFR Z4ARY JSON 414,

Amazon DocumentDB &iif 43
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https://docs.amazonaws.cn/timestream/latest/developerguide/timestream-for-influx-security-db-secrets.html
https://docs.amazonaws.cn/timestream/latest/developerguide/timestream-for-influx-security-db-secrets.html#timestream-for-influx-security-db-secrets-definition

Amazon Secrets Manager ArfEm

"password": "<password>",
"username": '"<username>"
"user_arn": "ARN of the Amazon EC2 user"

BXREZER , F5H Amazon AIFEEHH B3h5# ElastiCache A/ &3,
Active Directory EiiE

Amazon Directory Service fER ZHARFMEHI B REIE. BXEZEE , 5H (Amazon Directory
Service EIIERI) H Y Seamlessly join an Amazon EC2 Linux instance to your Managed AD Active

Directory. ZTH#MAFBRZEAT REPHEENR, MRREATEFEMA , WAAFEARREEEN
FHTPERNEN , WRBREHBERAB PR,

E# ¥ Active Directory 240 , ] LAfE R Active Directory 5 #1E4R,

Active Directory credential

"awsSeamlessDomainUsername": '"<username>",
"awsSeamlessDomainPassword": "<password>"

}

MREBRHREY |, BHEFEEE X D,

{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": "<username>",
"awsSeamlessDomainPassword": "<password>"

}

MRFRAEITE keytab WRALEESER , FEE keytab 4 ARN,

"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": "<username>",
"awsSeamlessDomainPassword": "<password>",
"directoryServiceSecretVersion": 1,
"schemaVersion": "1.0",
"keytabArns": [

"<ARN of child keytab secret 1>,

Active Directory ZiE 44


https://docs.amazonaws.cn/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/seamlessly_join_linux_instance.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/seamlessly_join_linux_instance.html

Amazon Secrets Manager

RAriEmE

"<ARN of child keytab secret 2>,
"<ARN of child keytab secret 3>,

1,
"lastModifiedDateTime": "2021-07-19 17:06:58"

Active Directory keytab

BXEMA keytab XHF Amazon EC2 E£# Active Directory Ik P #1T & 3 1 IE A S

B, F5H

Deploying and configuring Active Directory authentication with SQL Server 2017 on Amazon Linux

2,

"awsSeamlessDomainDirectoryId": "d-12345abcé6e",

"schemaVersion": "1.0",
"name": "< name>",
"principals": [
"aduser@MY.EXAMPLE.COM",
"MSSQLSvc/test:1433@MY. EXAMPLE.COM"
1,
"keytabContents": '"<keytab>",
"parentSecretArn": "<ARN of parent secret>",
"lastModifiedDateTime": "2021-07-19 17:06:58"
"version": 1

Active Directory ZiE
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£ I EE %40 Amazon Secrets Manager

£

« B ¥ Amazon Secrets Manager Z4AH{E

{8 Secrets Manager 4 R %15

o FFEAERE G MRA

« EWHFAR A Amazon Secrets Manager 4

+ {&% Amazon Secrets Manager 4
« EEEI HWE Amazon Secrets Manager
« MIBR% Amazon Secrets Manager %A

+ k&% Amazon Secrets Manager 4/

» FEHHRIZHLE Amazon Secrets Manager

E ¥ Amazon Secrets Manager Z V&

EFEHENWERE , TLAEREEA, CLI = SDK, HEEHMWZER , Secrets Manager 2FEHE
FHRE AWSCURRENT BIEMBNFTIRAE, BRI RIFEHRE AWSPREVIOUS MBS, &7
LURINBE EWIRE, BXEZER |, H5 19 Secrets Manager Az 4,

EMwEE (ZEFE)

1. $TF Secrets Manager ##I& , Wit} https://console.aws.amazon.com/secretsmanager/o
2. MEPIIRL , ERENFEH,

3. MABAFAGENERE , ESREMFFNEAERD , ERREWRE , ARERRE.

Amazon CLI

E MW EE (Amazon CLI)

«  HBEDD shel PRARTH , FELRGSHLERIKZARFALGREGSSHHREK,
S Hthe section called “FR{KE F % Amazon Secrets Manager 48 Amazon CLI BJXE&”,

BATF put-secret-value HAIEBERMNEEXNWHIRAZ,

EMWEE 46


https://console.amazonaws.cn/secretsmanager/
https://docs.amazonaws.cn//cli/latest/reference/secretsmanager/put-secret-value.html

Amazon Secrets Manager ArfEm

aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"

BAR put-secret-value I 7T —NEBEBENEFERENHIRAER. FIRAGFTERE
MyLabel Hl AWSCURRENT,

aws secretsmanager put-secret-value \
--secret-id MyTestSecret \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--version-stages "MylLabel"

Amazon SDK

ENBWEREUBEE 10 28— XHWERFZLERA PutSecretValue % UpdateSecret, SR
WA PutSecretValue 3 UpdateSecret EFZ4A{E , Secrets Manager 0 Z AN, =
WA 100 NE , Secrets Manager 2 BRARFRIZEIARA |, B R MIBR 24 Dt AR R, MR
10 7HEF—XZHE , NEIEHPMAZTF Secrets Manager Ml BREIARAS | F3% B 2240 MR A B9 B
i,

~

EEHWEE , FHEAUTERME  UpdateSecret = PutSecretValue, BXEZEER , iBSH the
section called “Amazon B F X T E &,

{# A Secrets Manager £ &1

£ 8 Secrets Manager B —Fh % WL 21 Secrets Manager PAERFE , A EHREESRS HE
RZBB, BUUERNRTAERITIHERE

« Amazon CloudFormation — &% ¥ Amazon CloudFormation.

« Amazon CLI — EZ#get-random-password,
« Amazon B H AT EE — ESHGetRandomPassword,

N2 EH R B BABTRY MR AR

BRI LAUBE £ Amazon CLIBZ M B ZAMRANIRE |, FELEREN £EIRZA. Bx Secrets
Manager 1A 7Z & Z4EAMRARMIE R |, 5S [ the section called “Z4A A",

Amazon SDK 47
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AR update-secret-version-stage Rl AWSCURRENT & #45 £# 3h 2| 248 0 LABTARAS |
XEMFBARRNATNRE, EERIETRZAMN ID , iFEAH list-secret-version-ids
£ Secrets Manager %1 &8 R EFRA,

3

TR, 8 AWSCURRENT #REHI A7 a1b2c3d4-5678-90ab-cdef-EXAMPLE11111
& AWSPREVIOUS #REHRA N a1b2c3d4-5678-90ab-cdef-EXAMPLE22222, ELLR Bl |, &
AWSCURRENT #R& MR 11111 8312 22222, BT AWSCURRENT # & EMMAAREER , Fit
update-secret-version-stage £ B3I AWSPREVIOUS #r&EB N TiZARA (11111) . &R
=XT AWSCURRENT # AWSPREVIOUS 7K,

aws secretsmanager update-secret-version-stage \
--secret-id MyTestSecret \
--version-stage AWSCURRENT \
--move-to-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE22222 \
--remove-from-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE11111

B R4 INZE Amazon Secrets Manager Z4A

Secrets Manager £ A Amazon KMS ZAMBBEBZANET NERRIF BN ZHE. NTH
MNZ | WA LLUEREFERAN KMS #41, @ ERAZ A EENF4 Amazon TEXNF4A aws/
secretsmanager , R AIAERAEFEENZRH, KSZSBERT , BIUER aws/secretsmanager , 3} 8
FERETFEEMRAR, MREFEMNEMATFRIZEE Amazon Web Services i , SRERAEFEHH
CH KMS ZAUERRBHASINENAZARE , mFEA ERREXEH. BLMEH the section
called “‘KMS ZHHHINIR"s BXRERAEFREBANNENEES , B5H EN.

BUNERRBNMBER. S, MREENEMIKSIHEZESR , FRZEALHISEA Amazon
REZARITMEaws/secretsmanager , MR E EFREEXNHH,

® Tip
MRERBREHE ERFREXNFH , RNEBWEFEA Amazon KMS B Z4R R, BXEZE
B, HS R Amazon KMS %4R,

SIEEWMZE AR |, Secrets Manager 2 AT Z A E# INZ AWSCURRENT, AWSPENDING A
AWSPREVIOUS fRZA, 7T BEFEBEERBZIN , Secrets Manager 2 LB 4R N2
FIEIE R, XEWREE A RGN ZA RN ZAHEE AWSCURRENT, AWSPENDING F
AWSPREVIOUS MRZAR, fNR&AELFIZ4AM kms:Decrypt MR , NI HEEHMBRZ4ART |, Secrets
Manager T2 ZZARAREFTMEZC(]. EXMERLT , REREFTLXFEEFHMNE,

ERMER INEE R 48
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RNTEREEBIFNZRZRIAHEZR AWSCURRENT |, BERAF RPN EFTRANZRI., RE , B THEEBE
%22 AWSCURRENT Z4ARRA |, B AMIBE R EARINER,

MREALBIR N4 |, MIBRT AWSCURRENT, AWSPENDING #1 AWSPREVIOUS 24\ , & 5%
PR AIMBRRAE, NMREEBERENEMIRERZNBZRAN G RINR , MEZEFEH the section called
“Amazon CLI” BX ¥ N2 Z4A EFH 621X LR AR,

B ENMEZR (BFHE)

1. $TF Secrets Manager ###|A& , Wik A https://console.aws.amazon.com/secretsmanager/o
2. MEZPHRLE  ERENERH,

3. EMBFMAGENELMMZFHEEMO T , RERE , ARERREMERA,

Amazon CLI

MRERWFENNZR  ARERA TR MMZEZL , MBRT AWSCURRENT, AWSPENDING #
AWSPREVIOUS 24\ , BT LB BREMMBRIRAR, NMRBEREXN EMIREFREH R RAH 175 B
BR , MIEZEME A the section called “Amazon CLI” &3 #789 hi 22 2240 F 37 61 X LE iR 28,

E MR INE 4R (Amazon CLI)

1. BUF update-secret RO EHATMZZHAEBEN KMS B4, Z KMS ZBHAXT S NZE LAV
FRE—XiFgHH,

aws secretsmanager update-secret \

--secret-id MyTestSecret \

--kms-key-id arn:aws:kms:us-west-2:123456789012:key/EXAMPLE1-90@ab-cdef-fedc-
ba987EXAMPLE

2. (HiE) MREHBBRATEEERE  NECRAFBAXNEERMSE  WLAEFIRXL
AR AR

HEEDD shell PRAGSE , FEHEGSALERIEARFATLGRIEZGSSHIREE,
&2 fthe section called “B{K #1746 Amazon Secrets Manager %48 Amazon CLI BYXB&”,

a. REMFERAE,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret \
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--version-stage MyCustomLabel

I T HWEE,
b. GIEZE/ZEMNIRA,

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"
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BRI ECIRZAGEREAKE  EAERTRANGESE. X THAEMRSENRN , EURFE
EFEAHMRSREFTHIERE,

EREHEERY  SULEEZEHAEN. HHMBESEENZPALUZRSH ID EATR. HE , £
i Amazon CLI , #8 A d escribe-secret , REEFZF R, OwningServiceBXEZER , EZH
BHEMRSEENZSR.

NFEERNZHR , BUMERERNER. ETHRVER, MBEBANRIC. BETAERNER
HERGE  ERIMNBENERHREHIERIUENENAE. RR2FH Secrets Manager FHIZ A AR EK
BESERS LWERE. X2APRBEASILEZA  UAEETFRERZAEN , RERR—AEET
ENEIE. BXEZER , B5H ik B,

HIRIE R ZEART |, Secrets Manager 245K — CloudTrail BE&B. BXEZEE , HZH the
section called “f£ F & % Amazon CloudTrail ",

EHMEEENER (BFHE)

1. 3TFF Secrets Manager ##|& , Pt 7 https://console.aws.amazon.com/secretsmanager/o
2. MEPHIIRL , EFRENEH,

3. EERfAFMAGENHEL , MITUTREZ—

BFEE , BT EER ARN RELHAM B,

- EEFHER  EBRHAFACEHoP  EERRE , ARERERBHER,

- EEFMER , SR the section called “ERMFNMBHEZFE

- EEFRE , BERSETFH , ERRERE. 12 Hthe section called “4ric %47,
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EEHWHEE , 1S5 the section called “EFWHE",

EFHMZHANNER , BEMREMFHERRENR. 5 #the section called “Resource-
based B,

- EFHMRHANEHR  FERRATTERRBRER. BSREHR BH.
- ENENFHESIEMBXE , §2 R Multi-region £,

- MREWEZRBRAE , WETUERB AN MBRH, EEFRTMFH |, EEEANY N RIER
H, REEREXED | ERRENBERH, HF5Hthe section called “EAMBMBEE",

- FEFTURALUEEREMERSEE  EFREZBSHEFUEER. FSABEMERSERE

%4,
Amazon CLI
Example 3 #1248 15 85

BAF update-secret REMFEHBHANEIR,

aws secretsmanager update-secret \
--secret-id MyTestSecret \
--description "This is a new description for the secret."

Amazon SDK

BNBWERELUBEE 10 28— XHWERFLEEA PutSecretValue % UpdateSecret, SR
WA PutSecretValue & UpdateSecret EFZ4A{E , Secrets Manager R Z AR, =
MRASHEE 100 4Nt , Secrets Manager £l BRARFRICEIARA , (BT MR 24 /PR B EBIRA, R
|10 PHEF—IRZAE , NEIBHRAZ T Secrets Manager M BREVRRAS | % B 2340 R A< B B
o

EEHWE , BEALUTERME : UpdateSecret B ReplicateSecretToRegions, BXxEZ{E
B , i34 the section called “Amazon B#4EF X T EE”,

EEES HWE Amazon Secrets Manager

R AT R B EBERM | Secrets Manager 2EREAEH. ik, FERMIRSEHIX
BT, REEBLERENERTESANE  ZBER, /. . = # SHESH , FANEAREH
TR ITER. EFERFLEENER FRFERN | Secrets Manager £ 4 2 RFAFEUFH
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BGRNBEMNER, BIMNKEBRE/NE, NFHREBFHM number/letter #x [LEF 5 R [LEF 5 I E
TR oBEFE, Hlan | @ AERF credsDatabase#892 FLEREZH, HRAMRZEBNEFH
creds, Database # 892,

HIRHIH Z4ART |, Secrets Manager 245 — CloudTrail BE%&B. BXEZEE , HZM the
section called “f£ i & % Amazon CloudTrail ",

Secrets Manager @ —f X RS , R EEE X BRI ZER.

BRIFESRAF

MR FEAEMTHELESRY , Secrets Manager 2 ERFAEIRER , AEEMEBEHFERICE
I, ERTXDANPNE, Hlin , #BE My_Secret 2LEZF, WRFIRLEHHAH my = secret F
B,

BAILUR T RERGNAREE -
Name
CEZBBHRTTL K9 KNE, fHltn , % : Data 2IREHAH DatabaseSecret HWE4A |
RiREIZH databaseSecret = MyData KY%4A,
Ll
CEZARMABPNER | FXoKRKNE, Hla , #iK : My Description 2E EF LT #HIRK
2
* My Description
* my description
* My basic description

* Description of my secret
EEE

ERANSFRSEENYLE Amazon , Fi0
+ 1Password

* Akeyless

» CyberArk

« HashiCorp
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RERS

EEE%:EEHE% ID ﬁfjgéﬂfgﬁ% ) ;FlXﬁj(/J\Eo ﬁuyu , my-ser 4%HE%§EEE§€%%H5EH2& my-serv
M my-service HTEE, BXEZER , BSH HEMEREIZSEENZEH,
28 H#r =4

B UTRRER, BIABARREFNEH,
R

CEFRESENTTL Ko ARNE, flin , #5Z%2 : Prod 2REIHFRZ Production f Prodl 89
F4A |, NIEEHFRE prod % 1 Prod &4,

BEE
CERZENTTL  RoKDME, fli0 , 35ZE : Prod £ REIHHRZE Production 1 Prodl #Y
240, PIREHHREE prod 5 1 Prod HZ4A,

Amazon CLI

Example %!l H #& 0K /= 7 B 2348

BAF list-secrets ;RHIRER T &0k F RV 2 4R B &Ko

aws secretsmanager list-secrets

Examplef it &K = PRV B4R 51l &

AR list-secrets ROPFREVENIKF FEHEE Test WHAIIR, REHGHEX D K NE,

aws secretsmanager list-secrets \
--filters Key='"name",6Values="Test"

ExampleZE & HEftt Amazon RS EBEH YL Z

AR list-secrets RHIREVRS EBHNZRAIIR, R ID BERS. EXEZEE , BSH HEM
RS EEN R,

aws secretsmanager list-secrets \
--filters Key="owning-service",Values="<service ID prefix>"
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Amazon SDK

EFEAHEF -4 Amazon SDK EHHE , EEMAListSecrets, BXEZEER , iS5 the section
called “Amazon Mf A AT ES",

f BR %= Amazon Secrets Manager %A

B THZERREM , Amazon Secrets Manager #E MRV ZEBEME, Secrets Manager < 1B
kR =40, M=Secrets Manager & BIfEX AT EHE , HITMEMENR (KD R7TX)E
MipRIx R4, EMENBLERE , BF EIRE AT HIBRAVEEA . F518 50 B M BRAY 2540 T W BT AT 5%
A,

NMREFEFAEHIHEBXE , NEEZFERBR. BEMEREIAR , RAEMBRERH, EERHEREIZE
B, ZEI AL EIHIBR.

BT EEEMBRENZAMRAE |, KR , EALLER Amazon CLI 2 Amazon SDK MR BRTEE
EHRE, XEFZRAREHEFER |, H Y Secrets Manager /3 A& B s I BRiZ AR A

MEBFHMENARFERNEERAZS , WABIZE— Amazon CloudWatch 21k , REEEMRE
RERBAZRIAEEH,. BXEZEL , HSE BEITXIMBERA Amazon Secrets Manager Z 431
AR I 1] o

EMBRZRLR , BUIEE secretsmanager:ListSecrets f secretsmanager:DeleteSecret

R

LM BRZ4ART |, Secrets Manager 2% K — CloudTrail BESRB. BXEZEE , HSH the
section called “f£ f§ &3 Amazon CloudTrail ",

MEREREA (2 A)

1. §TF Secrets Manager $###|#& , Mk 7 https://console.aws.amazon.com/secretsmanager/o

2. HEEHRSIRP , EEEMROES.

3. ERPAHAGERIP , ERRE , AERREHRR.

4. EZAZBHMUTBEENFES , EEERET , @AKABER 2B FFH R, Secrets
Manager B il—“%& 7 DeletionDate MFER , FHRFHRE } H 50 A BFAT A 0 £ R RS BT ERIE
ER R

5. EEITRIMER.
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EE EMERN A

1.  $T7F Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/.
2. EERHAinEL , &RREHF

@ )o
3. E'HEINEESR , ERERTXIMBRNBA , RAEEERT.

il R Bl A 22 4R

1. 3#TFF Secrets Manager ###|& , M4k} https://console.aws.amazon.com/secretsmanager/o
2. EEIFEH,

3. HEHBARARS , ERREEEN.

4. M Actions (1E) & kR Delete Stack (HilBREIZA),

Amazon CLI
Exampleffl Br %% 4R

LAR delete-secret REPEFMIBRER4E, T LATE DeletionDate WK FER P #Y HHAFAf Bl restore-
secretZBIMREZH. ERREFN B EMXHNZL , BEFEH remove-regions-from-
replication MIBRHEEIAR , RERA delete-secret,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--recovery-window-in-days 7

Example 3 BNl Br %548

LR delete-secret G EIMIBRZAR A TR BIRE TR, BT EMRE LZR4A,

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--force-delete-without-recovery

Exampleffil Br &l 24~ 25 4A

BAR remove-regions-from-replication RGIFFHIER eu-west-3 RV EIZARZE . EMIREHIZE
H XMW EZRSE , BEBREIAE , AFEA delete-secret,
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aws secretsmanager remove-regions-from-replication \
--secret-id MyTestSecret \
--remove-replica-regions eu-west-3

Amazon SDK

EffBRZR4A , EEMA DeleteSecret i H. EMBRBARK |, EFEH
UpdateSecretVersionStage . EMEREIAR , EFEM StopReplicationToReplica ¥,
BXEZER , B3I the section called “Amazon B#4F % TEE”,

& & % Amazon Secrets Manager £A

Secrets Manager FitXMBRAVZLAM N EFR , MABEEHRIZZHA. EMENBRI/E , Secrets
Manager Kk AMIBRZZE4. £ Secrets Manager MIFRZ4AJE , BEEZMEZFEH. EMERERLER
28, AR ERAHBRERETHITIHR, X2MER DeletionDate FE , ANMBUEITRIBI KX
I BR

EERFEPMEFZHNMALIE , BUMEE secretsmanager:ListSecrets #
secretsmanager:RestoreSecret X[R :

LR E Z4ART , Secrets Manager 2% K — CloudTrail BE%&B. BXEZEE , HSH the
section called “f£ F§ & % Amazon CloudTrail ",

ERER (BFHE)
1. 3TFF Secrets Manager ##|& , Pt 7 https://console.aws.amazon.com/secretsmanager/o

2. HEERIRYF , REERENEHBN.

MRFAVRPRE RHIBRAZL |, FEERET
(& Yo
EEHRIUNEES |, ZEERITIIM RO ZS  ARERRE,

3. ERPAEAEERD P , EEEUEMIER.
4. HEHUEBMAMRBEIANIEES , EFBUEMER.
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Amazon CLI
Exampletk & 2 & il BR 9 25 47

BAF restore-secret RHIMRE T By itXiIMBREYZ34R

aws secretsmanager restore-secret \
--secret-id MyTestSecret

Amazon SDK

EREMRICHBRIZR4EE |, BEA RestoreSecret . BXEZEER , 5 the section called
“Amazon BHFF AT EF,
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£ BRI YL Amazon Secrets Manager

£ Amazon Secrets Manager , A AEARZEAFRHIETHEE., MIRLZANBRHENNE-E
o IRE A EBHEERE Amazon RIRMEBERE K SREKEEE,

BEIRE |, BH L -

- BE, EERNME Amazon K PR FEAME AR
o ARIFHT DAY AR IR HIXS B A B9 15 (R
« REEMDRERENZRIEBXNTEH

BXRUNAERAFRZIEFBRINEZEER , 1§51 the section called “fF AR 2 &I 2408915 7]

BTHERADERZ |, H559 Amazon Biling AP EEFHEH Amazon A9 BRE,

BXRTERFNmERFNEL , ESH Amazon —RSEEEPNIRICH RS, HREXD KN
B,

LARPRICHREUHE IR IS B 4ART |, Secrets Manager &4 K — CloudTrail B&% B, BXEZER |, 55
¥ the section called “f# F & 3% Amazon CloudTrail ",

® Tip
XFrE Amazon BRER —BHFIEH R, BXHFESXR  FSRNTICHRESEAR B,

BERREZEARAR

Ear LB 25l A Amazon CLI, Fl SDK AMIFRZEHR 4. Amazon LM T R esour ce Groups
TE, O ATREEENEHE  BENIEBESNALARE, EERTARERINER , HSH the
section called “B & %4,

YRATLAE A Secrets Manager #2#& 3 Sec Amazon CLI rets Manager API 3 :
- BIEHFRIRENESR

o« B HRIIRE

« FIHBRANIRE
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« MEARHRIBRIRE

BAIERARENZAH TR, flm, BANRAR, AEEIHENEZR#TIE. BTEENEN
RENENE B ETUSIR-A8EKIIKBRENREER. UTILMRERS

* Project: Project name

* Owner: Name

* Purpose: Load testing

* Application: Application name

e Environment: Production

£ AR IR IR X AN

B LAEAREX Amazon FERA#IT O RMBRER, HERFZENAT Amazon BIR ( BIEHE ) 8,
K Amazon A D EBREFBIEEFLCENEAENAER, BALRERTRLSFEE ( Fla0KAE
i, NARFEMEES ) Wi , MEEEBEZHERSHAE, BEXESZEE |, 5 H Amazon
Billing AFEMHP X B E VKRR EFEHANET D BERE,

T BRI R

LT REER THRE,

ERRE

« BMAR (EH ) HREAFRERRE 50,
- RERNEX D KNE,
« TAEEARHRECHBRBHARE.

IR RE

« BIMIERUTRE -, IREFNITZEFCEANE  WENFHREHEZNFTREX,

« BRERPATRRUITL | aws: RAMBREHREBHER Amazon, Amazon RFRE6IE LU 51 BT K
BIPREE | BIRTTEXS H it 1T 4w S BR

- RERVKELTNT 17 128 4 Unicode FHFZ[H,

- RERLMEBEIATFH : Unicode &, BF, ZRAMATHHEFF (_ . / = + - @
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IREERE

- BRZEENEKEXTNT 0 F 255 4 Unicode FRFZ[El,

- REETURZE, B, EMNBABEUTFR : Unicode B, BF. ZRAUTEERKRT
ﬁ: . / =+ - @

{# A Secrets Manager &l & 510 4R

IETLAE R Secrets Manager 2% & BB R4ANIRE

EiFRIFRIEIIEE , BRMITUTRE -
1. 3TFF Secrets Manager 2 %14,

2. EFBESMAP |, EEEENXE.
. BEBANEL , EFE—1IEH.

EEZANIRE

ERAFAFEERE L , BEEFZRTF,

ERFE IR
BR tIERH FHSREE.

NI Y B B A AR

1. ERAFAGERRNEL , REHFRZETF  RARERRERS,
2. ERFRITAANRER, EEFRPHANREE (TiL).
3. BEERF. EHMBEFNIRZSHRMEREIIRF,

(® Note
MRFREFEARBA , WRERNETRABZIILERY. BXESEFES , HS5H T #ir
R,

EEF A PIRCER
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MEZRFBIRIRE

1. EFPREMAEEREL  &EFRS®RIF  AREBREBRIFZZLHNBERER,
2. ERREFLUHEIAMBR , SHERBUE A EUE.

FEFAFRIEHZEE Amazon CLI

Amazon CLI 5|+

Example 6] 248 A INFRE

LAF tag-resource Rl ER T a0 E AR IR 1L 1B S B INFR S o

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags Key=FirstTag,Value=FirstValue

Example[d 247 R/ I ZMRE

LT tag-resource /RGIFF @ B4R M INA MR ER

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag",
"Value": "SecondValue"}]'

Example M\ Z3 40 0 il BRFR 25

LAF untag-resource ROIMFMNZARBBRA ML, N TFEMNZ |, BRNEHEMER,

aws secretsmanager untag-resource \
--secret-id MyTestSecret \
--tag-keys '[ "FirstTag", "SecondTag"]'

{# F Secrets Manager API #~i2 248

BRI LAEA Secrets Manager API &N, I MBBRIFE ., X6, BSFEUT X

« ListSecrets: ListSecrets ATEENA TZHANHRZ
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+ TagResource : MZARIMNFZ
 Untag : NZRHRBRRIFE

{5 Secrets Manager Amazon SDK ¥ri2#1%¢
EFURANKE , BERAUT APl R4E -

« ListSecrets: ListSecrets ATEENA THHANGRE
- TagResource : EZARINIRE
« UntagResource : NZ4A D BRRIFZ

BEXRNMAEAFAIEGNEZEER |, i3 Mthe section called “Amazon B E4F X T EA",
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B X 15 & #Hl Amazon Secrets Manager %4

BRI LU B R4 9 B Z N E %] Amazon Web Services Xi8 |, X EFEoAEXEMXHWNARRE , N
MHEXFHFRIFAEEEER, MRUGEE , B LULNEIAZAARNIRIZE , REFHRER M
MEHl, Secrets Manager Al AEIEE XFE G MZ R ARFEM THE , FlINRSFTRKE,

BRXES , BIAZEAR ARN SERAMEE , Sl

« ¥®4H : arn:aws:secretsmanager:Regionl:123456789012:secret:MySecret-alb2c3

- BIA&RZ4A : arn:aws:secretsmanager:Region2:123456789012:secret:MySecret-
alb2c3

BXBEIAZPHHEMES , S Amazon Secrets Manager E 1o

LHEFEEFIEGXENREREENREEFESIN , ZANESREEENERER. REEHRH
B, BIARRRBANER , FAESHENERES . SUUARARFMEAR key/value BLXS IR
WX EEEE R

MBEREFAE ALK |, Secrets Manager FHEEXXFEAHRITHRARK , TN FAESEEBEMEX
ROBIAZH, BLELMEEMERIARHANRIR,

SR TR BIS A Amazon KIS 454, B , MBLAERH Amazon K35, ( H121 Amazon
GovCloud (US) i E X1 ) fEf Secrets Manager , Ml REEFEIX L Amazon $5k X i3 N EL B 257 A
B, BRENEEA Amazon XIFHHZFHAEF R ZTITXE , HFREEFNENT L XIEHE 2 Gl
X i,

ERBRAEHE S —NXE2H , EXTEREZXH. BXESZER , 2 HEE Amazon X,

B AR FEBANXEPR Secrets Manager in R , ML FEEHBAN AT ES AN X ERAER,
BX KinT KKK , S Hthe section called “Secrets Manager in . B EHIRKES ITEAR
Wt FSRAE - ZiRRERBPHRNEIRE (DR) 3£, Amazon

HEBEFIZART |, Secrets Manager 2% K — CloudTrail BEF&EB. BXEZEE , HSH the
section called “f£ f &3 Amazon CloudTrail ",

ERZASHIEMBKX (2FE)

1. $TF Secrets Manager ##1& , Wit} https://console.aws.amazon.com/secretsmanager/o
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2. MEHAIERL  EREHEA,
3. ERAFMAGERNEMERZEIFH , FITUTEE —TUHRE

- WMEREHZRP , Fik#R Replicate secret ( EFIZHH ) -

- WMREBEHZI , iB1E Replicate secret ( EHIZ4A ) Fo |, %&£ Add Region ( AKX )
4. 7E£ Add replica regions XiEES , UITATRE :

a. #3 Amazon X , HEFERHHA SRR X,

b. (Wit )XTMEHAP , EFARNEZRN KMS B4, BHRMLIN T EIRXFH,
c. (Wik)ERMEMXIE , iFi%#E Add more regions ( RINEZ X1 ) .

d. i%3#% Replicate ( £%) .

AT AIRE 4R 1FMES N E. Replicate secret ( E41%47 ) 2L ERENXEH
Replication status ( E#RES )

Amazon CLI
ExamplefS 348 & %15 & 4t X35

BAR replicate-secret-to-regions RHIFEAEFIE eu-west-3. EIAfEA Amazon & Z4A
In#&aws/secretsmanager,

aws secretsmanager replicate-secret-to-regions \
--secret-id MyTestSecret \
--add-replica-regions Region=eu-west-3

ExampletI2ZHAH EFHTE

LT ROI61E — 24 H G EHE 4 eu-west-3, BIAFERAINZE Amazon IEE X4 aws/
secretsmanager.

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--add-replica-regions Region=eu-west-3
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Amazon SDK

ES %4 , BFEA ReplicateSecretToRegions &5, BXEZEL |, 1S the section called
“Amazon B AT ET",

R EIAZEA R A I E 4R Amazon Secrets Manager

BIAZARMNEZAEHE S — B4R Amazon Web Services Xi5, EEFSEHAMENZHAEN
THSE  EXNTHMBEAUERTEN KMS B, TR TERAEMEIAREZSN , EENZEBHAR
Ao BIRBAARCHARARNZHAEETRHNERE , HERFNBEANIMLER. FEBZANELTS
S HIEIH 2,

EXBATTANERT , CTASDTIARAARNGIEG | SULEN R RERAS R, %
£ MRETHEATARARR  ATEETIEATARHMUIEA,

WMEARBARZR , BELERENNNARFRERMILFH,

HIREF AR |, Secrets Manager 245 — CloudTrail BE%B. BXEZEER , 50 the
section called “f£ F & 5% Amazon CloudTrail "

FERBIAEA (£HE)

1. %% Secrets Manager , M1t F https://console.aws.amazon.com/secretsmanager/o

2. SMEEIERXIE,

3. 1 Secrets ( 40 ) FIRIA L |, EFBIXRE,

4. HEEIRZPIEFMEETNEL |, %R Promote to standalone secret ( AR RINI 4 ) -

5. 7 Promote replica to standalone secret ( FFEIAHR NI Z4A ) HEEF , MAXE , RAFE
% Promote replica ( I2HEIZA ) .

Amazon CLI

ExampleffBIAZ R RA N ETEH

LA stop-replication-to-replica ROIFMBRBIRNZASEHA 2 BNEE, BIXRZHRERR
XEBHPEREAHNEZEH, EXTMNEIARXBAEA stop-replication-to-replica,

aws secretsmanager stop-replication-to-replica \
--secret-id MyTestSecret
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RAriEmE

Amazon SDK

ENEIARRPAR NN R4 |, B StopReplicationToReplica i H. BHUTAMEIA 4 X

HRALHS. BAXESZELR | 3 the section called “Amazon B EF X T EA7,

Bh It Amazon Secrets Manager £ #

BTZA LA ReplicateSecretToRegions HITEHIREMA CreateSecret BIERNHEHITE
H , HicanREERFIEAFEFIEE , BRMNBWEMEIE'EE AddReplicaRegions SHHVRE. &
DENPRKEHRFERA Condition B4 , MMXATFFRMBEIARXIBENRE, BRETUCEHANZMHE

4 , BSREUA TR R,
ExampleBf 1L & HI1FR

TR ROIER T WA R F A R RMNEI A X HRE, X7 BBy A P EREY
ReplicateSecretToRegions M CreateSecret EFIZEH,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": "*",
"Condition": {
"Null": {
"secretsmanager:AddReplicaRegions"
}
}
}
]
}

ExamplefX 7o ¥ @45 E X #1124 & B R
LUT SRR R T A R VF AT R IR AF -
- BIEBRAMTES

: "true"
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- QIEFRAHEFBNULTEENMERN X
- EFRASHEVTEENME AKX

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:ReplicateSecretToRegions"

]I
"Resource": "*",
"Condition": {
"ForAllValues:StringlLike": {
"secretsmanager:AddReplicaRegions": [
"us-*",
"ca-*"

HEBR Amazon Secrets Manager £ &l ¥ &

Amazon Secrets Manager E4|TJRER T EMHERMANR, EREZPEFAMMWER |, E0T BARITE
TigEz—

- AM DescribeSecret API &4E
- && Amazon CloudTrail &30

FEEHIRMAT
- WMBREKETANZRARAE , Secrets Manager 2FF1ZFAM IR X 15 BB,

HEE £ 5lR 3 67
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- MERDEFNZHARE , NEMNFREEZIERXFH , EXEER
RemoveRegionsFromReplication APl R{EFFH A ER,

ST &8N BESI KM — LR LFR.,
0 X 18 P 7 B A E R RV B4

NUEERWFEE , TUABSRAXBFINEERENEH, EWES  AEEEREFNEES , &EE

=3

I o

KMS 48 £33 B 7 AR BRRERE #,

Secrets Manager B AMBEZFH , AEEABARXEFEH KMS ZHEFHMNEE, MRBEEXFGF
SRBEMZZP kms :Decrypt R , MLBEEEIR. EFA aws/secretsmanager S KMS
BN EH W RZHITINE , BEEXNBHA T kms : GenerateDataKey M kms:Encrypt. &S
Fthe section called “KMS Z#4A KX BR”,

KMS ZA B ZASE RKE

MR EXEARNNBZZAWZHRMBER , W Secrets Manager T EE HZHWZR, BFELERT N
ZE MRREFEEEFACEADMERNOMEZRAMEZN BEXIRERAE , hAIgERENE IR, BX
Secrets Manager SIAIMNZRMEE |, S the section called “F4A B A ER", BERIEH | &7
DANE#H O EMEBEMRA , LUE Secrets Manager A MBI B ZANHB TN, BXEZER , S
FEAMENNEZEZR, REERES,

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"

& AR B REE SR XE,

BXROMAEAXENER , S5 Amazon KF EESEREHHNEE Amazon X,
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RAriEmE

MHIREVES 2 Amazon Secrets Manager

LR RBART |, Secrets Manager 24— CloudTrail B&E&B. BXEZER , 5 the

section called “f£ F & 5% Amazon CloudTrail 7

ERBMERRT AR RBHE :

{#F Java 3REX Secrets Manager Z4A{E

£/ Python 3REX Secrets Manager % 4R {H

{5 .NET 3REX Secrets Manager 2418

#F Go 3REY Secrets Manager Z4R{E

{# F§ Rust 3REY Secrets Manager Z4R{E

£ 5i# Elastic Kubernetes Service £/ Amazon Secrets Manager % %A

£ Amazon Lambda B H £ Amazon Secrets Manager #4A

{#F Amazon Secrets Manager EEJ&

£/ C++ Amazon B#JF & T EB3KREX Secrets Manager 418

£ A JavaScript Amazon SDK 3kEX Secrets Manager 2418

£ Kotlin Amazon SDK 3REX Secrets Manager B Z4A1E

£/ PHP Amazon JF & T B @3REX Secrets Manager Z4A{E

£ Ruby Amazon SDK 3REX Secrets Manager Z4A{E

55 FH3REN 22 4A 18 Amazon CLI

£/ Amazon 2% 8 REVEAE

£ {E H Amazon Secrets Manager #% Amazon Batch

#£ Amazon CloudFormation % JR& F3kEX Amazon Secrets Manager #%

£ GitHub TYEF#H Amazon Secrets Manager # %

A Amazon Secrets Manager T GitLab

£ Amazon Secrets Manager #% Amazon loT Greengrass

S EM P EH Amazon Secrets Manager 40
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£ Java 3REY Secrets Manager Z4A{E

ENARES , BaLl@TAAGetSecretValuesiBatchGetSecretValuefE{£{a Amazon SDK
PRREBWZRHA, T8 , BINBNEZEIFEATFREFREFLENRAE, EFFHUUNRSEEH
AR AR Ao

EFARAFNEIDERIBIEE | B LEH Secrets Manager SQL EERHERF , CHETERN
JDBC BZhi2F. XtERAFTFmER , Ht o LARRKAA Secrets Manager API B XA,

FB;
- £/ Java MIEF IR E FIREN Secrets Manager Z4A1E

- FHZPAPNERSER JDBC E#EE| SQL FIEE Amazon Secrets Manager
- £/ Java Amazon SDK 3REY Secrets Manager Z4A{E

£/ Java FI&E Fin & 73R Secrets Manager Z4R{E

KRZART , LA Secrets Manager Java-based BEEAMHFHEFURERER, RREEER
£ALE M Secrets Manager PR ZZEANEEE R, HTHA Secrets Manager APl 7% % , Fit
FERAZFEUURERAE, BXREFANMESZE , 550 REEH,

EEERN RISV ER (LRU) , B YEELMAERRABAN  CLAEAREERRONRA.
FERET  EEASPINRF—ARE, CUNREEEETRFSANME , A TNENIBAR
RHSUFIMES AL,

—BERBEFSIA  EFETFHTERFUKER, EEXETLREFIAN. EFXINETEEFE
B A MARMEMNBEZEMIUALREMNER, UREFEFANZEM (FMNBEFFNTE ) |
FEARHNEOMBRSG E.

EFEAZEASE , BUTHRUTERYE -
« Java 8 LE SMRANTF K E, ES R Oracle Wit LB Java SE FHi,

ETHRNR , HSH LK S ecrets Manager Java-based EEF%& FimA 4 GitHub,

ERZAHRNEEHIE & |, B Maven pom.xml XHHEBFUTHKBIN, HX Maven WEZE
B , 53" Apache Maven Project Mt E#Y (AR

<dependency>
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<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-caching-java</artifactId>
<version>1.0.2</version>

</dependency>

FTENR :

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BXRESER , FEH NRSE,

SE
» SecretCache

» SecretCacheConfiguration

» SecretCacheHook

Examplef &R %A

LTREROERTRREAFZHEN Lambda B, TEREERBLERF 2AXRMCEFNRE
XK , Rt mREBFRFAZ Lambda BE , ER2YZEFAZ AP,

package com.amazonaws.secretsmanager.caching.examples;
import com.amazonaws.services.lambda.runtime.Context;
import com.amazonaws.services.lambda.runtime.RequestHandler;
import com.amazonaws.services.lambda.runtime.lLambdalogger;
import com.amazonaws.secretsmanager.caching.SecretCache;
public class SampleClass implements RequestHandler<String, String> {

private final SecretCache cache = new SecretCache();

@Override public String handleRequest(String secretId, Context context) {
final String secret = cache.getSecretString(secretld);

// Use the secret, return success;
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}

SecretCache

EATM Secrets Manager IR BN AFHEF. BB the section called “/5%| SecretString”
5 the section called ‘5% SecretBinary” NEFHFRERER, BOEIEAEEBEPH the
section called “SecretCacheConfiguration” N RKE B EFIRE.

BERABERPENNEZEL , FSH the section called “Java EEFPIRERE",

FE B
public SecretCache()

EAT SecretCache M RAERIAEIE R,
public SecretCache(AWSSecretsManagerClientBuilder builder)

{# /A Secrets Manager & i ( £ AIRMHM AWSSecretsManagerClientBuilder #I2 ) #3i&
FEF, FRLEERRBEEN Secrets Manager &F % , FlIERAE — 4 EXEEHKR-

public SecretCache(AWSSecretsManager client)

EEARMM AWSSecretsManagerClient MEN R ER, FHILMEEEREEE YL Secrets
Manager & F s , Bla04E AR — 4 E X8 5w Ko

public SecretCache(SecretCacheConfiguration config)

BEEFARMEMN the section called “SecretCacheConfiguration” ¥EHRBEE,

F*E

8%l SecretString

public String getSecretString(final String secretld)
M Secrets Manager # 8 RFRF&EH4A. RE String,

8% SecretBinary

public ByteBuffer getSecretBinary(final String secretlId)

M Secrets Manager F#3%& —# 240, BE ByteBuffer,
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RAriEmE

refreshNow

public boolean refreshNow(final String secretId) throws

InterruptedException

BEIREER. WRBFHTEXAER , FHERE true , BNFIRE false,

close
public void close()
XIAEF,

SecretCacheConfiguration

& T the section called “SecretCache” WERFEEXEI , fIMMKFAEFEXNNEEFERHANEFRE

(TTL)o

public SecretCacheConfiguration

BT SecretCacheConfiguration 3 RIERIAIERKE,
ik

getClient

public AWSSecretsManager getClient()

BREIZEEFEMNFRRRFLAM AWSSecretsManagerClient,

setClient
public void setClient(AWSSecretsManager client)

REZFENFREZZRPBEM AWSSecretsManagerClient BF i,

83| CacheHook
public SecretCacheHook getCacheHook()

RERATFIEHELFEIHH the section called “SecretCacheHook” # 0,

Java BERFRET
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RAriEmE

% & CacheHook
public void setCacheHook(SecretCacheHook cacheHook)

B H TEHEFERR the section called “SecretCacheHook” # 0,

82| MaxCacheSize

public int getMaxCacheSize()

RE{HAEFEKRN. BIAMERN 1024 MNEHR.

% & MaxCacheSize

public void setMaxCacheSize(int maxCacheSize)
REBAREFERD, BIAMEN 1024 MEH.

JREX Cacheltem TTL

public long getCacheIltemTTL()

BREEEZFIEN TIL ( AZEMNEN ) , HEEFEREIL TTL &, EEFFHM

AWSSecretsManagerClient R ZRZZAMFEIR, FIAERN 1 Iet ( LZERNEN ),

ETTIL ZEERZHAN , EFHRTHFEH. MRRTRIFAKR , REFRES I ZF4,
% & Cacheltem TTL
public void setCacheItemTTL(long cacheltemTTL)

NEZFMBERE TTL ( LEVHEN ), SEEFHRHAEIL TTL &, ZFFMN

AWSSecretsManagerClient AR RIZFZHAVFEIAR, BINER 1 /Det (AEZERREN ),

8%l VersionStage

public String getVersionStage()

EEEERENERNRE, BXESEER , BSHAEHARE. BIAEAN "AWSCURRENT",

®E VersionStage
public void setVersionStage(String versionStage)

RELEZENEZHANRE, BXELZEE , BSRAEHARSE., BIAMER "AWSCURRENT",
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SecretCacheConfiguration 5% /= —i2

public SecretCacheConfiguration withClient(AWSSecretsManager client)

®iE AWSSecretsManagerClient MM RZH, BREEEHZENEFNEH
SecretCacheConfiguration X%,

SecretCacheConfiguration withCacheHook

public SecretCacheConfiguration withCacheHook(SecretCacheHook cacheHook)
REATEHANFHREFNEQD., BEEEMRENENGHN SecretCacheConfiguration K.
SecretCacheConfiguration withMaxCacheSize

public SecretCacheConfiguration withMaxCacheSize(int maxCacheSize)
REFAEFAD. BREEEHIREMNERH/GEHW SecretCacheConfiguration XK,
SecretCacheConfiguration #& Cacheltem TTL

public SecretCacheConfiguration withCacheItemTTL(long cacheItemTTL)

NEZFUMERE TTL ( UEWREN ), HEEEZHBEISL TTL &, EFEM
AWSSecretsManagerClient FRRIZFHAVFHEIR, RIAER 1 /Mot (LB REN ), REE
BIFRBHWEHER SecretCacheConfiguration MR,

SecretCacheConfiguration withVersionStage

public SecretCacheConfiguration withVersionStage(String versionStage)

RELERFNZHANERE, BXEZER , BSRZHERE. REEEHRENEHEH
SecretCacheConfiguration XK.,

SecretCacheHook

BT HEH 3 the section called “SecretCache” RELEN F# T EFEH M RANITIRENED,

put

Object put(final Object o)
EENRUFFEIEED.
BREZEFHEEZRFFHINR,
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A

Object get(final Object cachedObject)
MEZFENRIREN R,
BREIENEFFREHNR

FERAZAFHNERESER JDBC iE#HET| SQL HIEE Amazon Secrets Manager

£ Java R AREFH , EBAILAEA Secrets Manager SQL E#2IKzh 2 F B3 176 £ Secrets Manager
FEEIEIEEE] MySQL, PostgreSQL, Oracle, MSSQLServer, Db2 #1 Redshift i E., SR
EFilaaxER JIDBC BaifEr , L@ AR JDBC WAXRGEKEE. B2 , BFLNESE
RiEAFENEE  MBRAEAW ID. EaEFFAA Secrets Manager R RFHAE , REFEH
RPN EIDE I BEE, BIEBFEGER Java EFREFEREEFEIL | XBERRNWEEZERT
FE 1AM Secrets Manager, BMIAMBER T , EFELE/PNRBIF —X , KAETRRBAN BRI, Eic
B&1F , 53 @the section called “SecretCacheConfiguration”s

&I LM GitHub® FEIRA B
E A Secrets Manager SQL EERZEF :

- BHNARFSLILT Java 8 RESRAAF,
. BRBBASTMAUTZ2— -
o FHA JSON EHFHBIEEFEZRH. ERERI , B Secrets Manager ##| & P EFRAHERE
Retrieve secret value ( REZ4AE ) . HEF , £+ , A get-s Amazon CLI ecret- value,
- Amazon RDS £E &, N THERA , MAEBIIEZENIEERSMED,
« Amazon Redshift FEH . W TIHEBA , YA EERILEEMNIEERK[LMK D,

MRESHBEFEEF D HMXE , EEERS —MNXEFPHEIRKERE |, FENEREEMNIEEXERS
Mg O, EBALUNXIEEEZE RIENTFI key/lvalue NFHEEZHH, SSM Parameter Store ZEH =,
EHRBREDR,

EFRAHBRFFMEIE & , E1E Maven BEXH pom. xml FRZEZIEFRIMATRET, BHX
EZEE , 55 H Maven Central 17 EM 15 £ Secrets Manager SQL E#E,

<dependency>
<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-jdbc</artifactId>
<version>1.0.12</version>
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</dependency>

B RRFERRINETIERHEFSE, MREE Amazon EKS EETRFEF , ©ARESKRIEEET
W RNEILE , MASKEBRSKFAACE, EFRLEH , 5% com.amazonaws : aws-java-sdk-
sts BARA 1 ERMKBLURINE Gradle = Maven T H Iﬁ:o

Effsecretsmanager.propertiesX#Hi& & Amazon PrivateLink DNS £&ixT R URL FX 4 ,
BRATUTRE

drivers.vpcEndpointUrl = endpoint URL
drivers.vpcEndpointRegion = endpoint region

EBEFXIH , iHI®E AWS_SECRET_JDBC_REGION HEFZFEHXT
secretsmanager.properties XHHITUTEX :

drivers.region = region

FTENR :

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BXRESER , F5H RS E,

o
- BEVERIEFENERE
B EER S MmO EEE
« 5 c3p0 FEEMEE T IEE
£/ c3p0 EFE MBI IEE in S Mim O K L iE#E

B ESWEENEE

THNRTERT MAERAZATNEIENEZEERIERREEFNERE. BYEEE L&A
JDBC HAXRILREHEE. BXEZFER , FSM Java XML ER JDBC EAt A,

MySQL

// Load the JDBC driver
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Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
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conn = DriverManager.getConnection(URL, info);

MSSQLServer

// Load the JDBC driver
Class.forName( "com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newIr

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" ).newInstance()

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver" ).newInsta

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";
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// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

B 48 T v 2 i O 22 3
LR RBER T tfAE A Z A PRI R EN R QMR Q2 SERIEENIEE,

Amazon RDS T EZAFNSIEHEEN RS MiKO, EFEAH Amazon RDS EEMWRAHM EEUEE
BEIBEE  BEREPIEEIXLEI,

SHZEEMXENZATUREEEIXEHEENER , EEFNZEANTE5EREATEANERE
BR. BNMEIFAEERZAERE, EERAPFEXEEREE , BHLE T SRMXE R OE S50
E % key/value X,

BiEEE , B0 #EH JDBC ARG RIBIERE, EXEZER , BSH Java XML LAY JDBC &
fiti AR,

MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:mysql://example.com:3306";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JDBC driver
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Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:postgresql://example.com:5432/database";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newln

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:sqlserver://example.com:1433";

// Populate the user property with the secret ARN to retrieve user and password from
the secret
Properties info = new Properties( );
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info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JIDBC driver
Class.forName( "com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" )

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:db2://example.com:50000";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver
Class.forName( '"com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriv

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:redshift://example.com:5439";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);
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55 c3p0 FEEEME T iE#E

LR RBIERT SAIER c3p0.properties XHEVUEED , ZXHERAEIRFNBEHRFIRERE
IEREEERE. X TF user M jdbcUrl , EH AR ID LB EEED. AT, BUUNZHPRERE
B PRxSEEREEMEAREREE. AXEZEER , SR Java XML LR JDBC Eit Al

Ho
A% c3p0 WEZER |, i3 Machinery For Change M5 £ c3p0,

MySQL

c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver
c3p0.jdbcUrl=secretId

PostgreSQL

c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver
c3p0.jdbcUrl=secretId

Oracle

c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver
c3p0.jdbcUrl=secretId

MSSQLServer

c3p0@.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver
c3p0.jdbcUrl=secretId

Db2

c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver
c3p0.jdbcUrl=secretId
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Redshift

c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
c3p0.jdbcUrl=secretId

£/ c3p0 BT 15 T i /M i A SR 3% 4

AT RBERT MmIfEA c3p0.properties XHEINEEMN , ZXHFEARIEFBEIEENIRKS
MiFORRZFAFNEIL, AE , BULUNZ PR RERE , #431“3("”5 EZEAETAEMBREREE
BXREZER , 2 H Java XML LR JDBC A AR,

Amazon RDS HEZATBIEHIEEN RS MEOD., EFHAH Amazon RDS EEMZ AT EEILE
EIWEE  BERBHIEEXEEIL,

SEHZEMXENZATUAREEZEIXEHEENIER , EEFNZANTIEEREATEANERE
BE. SMEAHEEREBHAEE. EEZPAPFHEXKEEEES , BALRT SMXEHEDOE SR
¥ % key/value 3,

MySQL

c3p0@.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver
c3p0@.jdbcUrl=jdbc-secretsmanager:mysql://example.com:3306

PostgreSQL

c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:postgresql://example.com:5432/database

Oracle

c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver
c3p0.jdbcUrl=jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL

MSSQLServer

c3p0.user=secretld
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c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver
c3p0.jdbcUrl=jdbc-secretsmanager:sqlserver://example.com:1433

Db2

c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver
c3p0@.jdbcUrl=jdbc-secretsmanager:db2://example.com:50000

Redshift

c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
c3p0. jdbcUrl=jdbc-secretsmanager:redshift://example.com:5439

£/ Java Amazon SDK 3REX Secrets Manager #4186

ENAREFS , Ba BT AAGetSecretValuesiBatchGetSecretValuefE{£{ Amazon SDK
FREBEENZH, T  BINEVEESIFAZEFREEXREFLNZHE. ESEZHTURSEEH
RRAR AR AN o

- MREBFHBBPEZIEEEERAT |, BEA Secrets Manager SQL iE X 3h 72 5 18 B 48 R &L
EERBIERE,

« NTHMEBPYHRLA | 56 Secr ets Manager Java-based EFAASHFEMAGetSecretValues
BE1Zi@ A SDK BatchGetSecretValue,

T RBREVERMMFER GetSecretValue,

FTEMNPR : secretsmanager:GetSecretValue

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.secretsmanager.SecretsManagerClient;

import software.amazon.awssdk.services.secretsmanager.model.GetSecretValueRequest;
import software.amazon.awssdk.services.secretsmanager.model.GetSecretValueResponse;
import software.amazon.awssdk.services.secretsmanager.model.SecretsManagerException;

/**
* Before running this Java V2 code example, set up your development

* environment, including your credentials.
*
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* For more information, see the following documentation topic:
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-quide/get-started.html
* We recommend that you cache your secret values by using client-side caching.

* Caching secrets improves speed and reduces your costs. For more information,
* see the following documentation topic:
*
* https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
*/
public class GetSecretValue {
public static void main(String[] args) {
final String usage = """

Usage:
<secretName>\s

Where:
secretName - The name of the secret (for example, tutorials/
MyFirstSecret).\s

man,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String secretName = args[Q];

Region region = Region.US_EAST_1;

SecretsManagerClient secretsClient = SecretsManagerClient.builder()
.region(region)
.build();

getValue(secretsClient, secretName);
secretsClient.close();

public static void getValue(SecretsManagerClient secretsClient, String secretName)

try {
GetSecretValueRequest valueRequest = GetSecretValueRequest.builder()
.secretId(secretName)
.build();
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GetSecretValueResponse valueResponse =
secretsClient.getSecretValue(valueRequest);

String secret = valueResponse.secretString();

System.out.println(secret);

} catch (SecretsManagerException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

# F Python 3REX Secrets Manager Z4A{E

ENAREFF , LB A AGetSecretValuem®BatchGetSecretValuefEF A Amazon SDK
PRFELENFR. T, RMNBVUEBESERARFRETREFENERE. EEEATURSEEH
- 31i957%: 98
£33

- £/ Python F1& F % & FIRE Secrets Manager 2418
« {£ A Python Amazon SDK 3REX Secrets Manager Z4A{8
- £/ Python Amazon SDK JREX—i#t Secrets Manager Z4A1E

£ Python F1& F ik &R F3REX Secrets Manager Z4A{E

KERZEAR |, ATLAEA Secrets Manager Python-based EFAHNHEEFUZERERH. RREER
AL M Secrets Manager F RZHNEEER, EHi':iF.IFH Secrets Manager APl &7 £ % |
WEREFUURERE, BXRERANMBEL % , §2H REER,

ZERBNREKOER (LRU) , REEEFLMERENEZRAN , e2EZFRIEERZONEH.
RERET A FFESS/NRRHH—AWE, SUNAEEEEETRIFMZANMER , AT EHIZHAR
ZHLURINE S hEE.

—BRMERFSIA , EFETHTRFREIY, EEIRTIREEFAN. EFZIANETEER
5, A MARMEMEREMIUNREMNELS., MREFET/NNZ LM (HOMBEEFEFHEE ) |
lﬁﬁﬁ?ﬂi{/\ﬂljgu$um§j5/£o

EFAZEAH , BYXTUHERUTRE
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+ Python 3.6 RE SR,
* botocore 1.12 HEFMRA, HZFEA T Python F Botocore BJAmazon SDK,
« setuptools_scm 3.2 E SMRA, EZFhttps://pypi.org/project/setuptools-scm/s

ETHEMRE , HSHE LK S ecrets Manager Python-based &7 % FimH 4 GitHub,

EREAEH | BEAUTSHES,
$ pip install aws-secretsmanager-caching

FTENR :

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

BXRESER , FEH RS E,

SE

» SecretCache

SecretCacheConfig

SecretCacheHook

@InjectSecretString

@InjectKeywordedSecretString

Examplett 3 % 47

LA 7R 451358 B AT 3R BN & S Y Z AR WL B {Bmy secret,

import botocore
import botocore.session
from aws_secretsmanager_caching import SecretCache, SecretCacheConfig

client = botocore.session.get_session().create_client('secretsmanager')
cache_config = SecretCacheConfig()

cache = SecretCache( config = cache_config, client = client)

secret = cache.get_secret_string('mysecret')
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SecretCache

EA T M Secrets Manager ® R FEANANFETF. EFEA the section called “get_secret_string” 2,
the section called “get_secret_binary” NEFHFRZER, B UBETE AEEHFPRY the section
called “SecretCacheConfig” W RRKEBEFIRE.

BXEERHENNEZELR | S the section called “Python 5%& Fif&E1E",

cache = SecretCache(
config = the section called “SecretCacheConfig”,
client = client

ULTRAARE :

* get_secret_string

» get_secret_binary

get_secret_string
KRBRHFHEE

BEREE

response = cache.get_secret_string(
secret_id='string',
version_stage='string' )

2
+ secret_id ( ZfFH) : [HXFE] BHPANBHI ARN,

- version_stage ( F&H ) : LERZENBANRE, BXEZEER |, 55 secret
versions, ERIAEN“AWSCURRENT”,

REIRHE

FREH

get_secret_binary

R REH —HHIE,
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BEREE

response = cache.get_secret_binary(
secret_id='string',
version_stage='string'

28
- secret_id ( Ff&F&H ) : [4F) BHHBFHI ARN,

- version_stage ( F&H ) : LERZENBANRE, BXEZEER |, 55 secret
versions, ERIAEN“AWSCURRENT”,

REIH

base64 4B H F I H

SecretCacheConfig

& AT the section called “SecretCache” W EFEREIEI , fINEAEFEX/NNEEFEZANEENRE
(TTL)o

5%

max_cache_size (int)
BRAEZFERD. BIAMERN 1024 NEH,
exception_retry_delay_base (int)
BIREREHBERCAZESFHFNDE. BAERN 1.
exception_retry_growth_factor (int)pur

ATUHEERAMBER 2 BFFHENERIE. MIAMER 2.

exception_retry_delay_max (int)

EABMBERBAFBESHNRKEE (AR AEN ) . RIAMER 3600,

default_version_stage (str)

REZENZHNRAE. BXRESER , FSRAEBEHRAE, FRINESR 'AWSCURRENT ',

secret_refresh_interval (int)

RIFEEFHHACECHZTESFNVE. BIAMEN 3600,
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secret_cache_hook (SecretCacheHook)

SecretCacheHook HMRFEMEH., BERIAERN None,

SecretCacheHook

B T3 the section called “SecretCache” FRLLEN F T EEFEH M RANITIRENED,

UTRARARBE:
 put
c A

put

ENRAFRERTRMTES.

BERIEE

response = hook.put(
obj='secret_object'

)

e
* obj (WR) - [£F] BHRHTSBHAHXNR

REIRE

object

A
MEZFERRITREN R,

BEREE

response = hook.get(
obj='secret_object'

)
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5%

« obj (XR) : [XF] BHAREEBHAIXNR,
p YIRSyl
object

@IlnjectSecretString

MBS EE — AN BR4A ID FHFEH the section called “SecretCache” fERBIT NS, ZE M IFIR
CZ4AFHFERE, RAXNEBE—NZRHFE,

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()

@InjectSecretString ( 'mysecret' , cache )
def function_to_be_decorated( argl, arg2, arg3):

@IlnjectKeywordedSecretString

HEIMGBEE—NBR4A ID B PEH the section called “SecretCache” ERBIFA NS, HEBTEN
CAXHBP NSRG4 H JSON &, BEAXTEBE— JSON &N FEHFE,

»Fa&tt JSON HZ4A :

"username": "saanvi",
"password": "EXAMPLE-PASSWORD"

THEMNROETRT WA NZEFIRE username # password A JSON 1B,

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()
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@InjectKeywordedSecretString ( secret_id = 'mysecret' , cache = cache ,
func_username = 'username' , func_password = 'password' )
def function_to_be_decorated( func_username, func_password):

print( 'Do something with the func_username and func_password parameters')

£ F Python Amazon SDK 3R EX Secrets Manager Z 4B

ENARERY , BALUET AAGetSecretValuesiBatchGetSecretValuefE{Ef Amazon SDK
PRRENZH, T8 , BINBNEZEIFEAFEFRFIREETREFTLENZRAE, EEXHUTNRERSEEH
PRAR AL Ao

3 F Python MR , M S ecret Python-based s Manager & 174 # 5 fiE
Fget_secret_value=E#AA SDK batch_get_secret_value,

DT RBRAVERIMAMFER GetSecretValue,
FREMR : secretsmanager:GetSecretValue

Purpose

Shows how to use the AWS SDK for Python (Boto3) with AWS
Secrets Manager to get a specific of secrets that match a
specified name

import boto3

import logging

from get_secret_value import GetSecretWrapper

# Configure logging
logging.basicConfig(level=1ogging.INFO)

def run_scenario(secret_name):

Retrieve a secret from AWS Secrets Manager.

:param secret_name: Name of the secret to retrieve.
:type secret_name: str
try:

# Validate secret_name
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if not secret_name:
raise ValueError("Secret name must be provided.")
# Retrieve the secret by name
client = boto3.client("secretsmanager")
wrapper = GetSecretWrapper(client)
secret = wrapper.get_secret(secret_name)
# Note: Secrets should not be logged.
return secret
except Exception as e:
logging.error(f"Error retrieving secret: {e}")
raise

class GetSecretWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def get_secret(self, secret_name):
Retrieve individual secrets from AWS Secrets Manager using the get_secret_value
API.
This function assumes the stack mentioned in the source code README has been
successfully deployed.
This stack includes 7 secrets, all of which have names beginning with
"mySecret".

:param secret_name: The name of the secret fetched.
:type secret_name: str
try:
get_secret_value_response = self.client.get_secret_value(
SecretId=secret_name
)
logging.info("Secret retrieved successfully.")
return get_secret_value_response["SecretString"]
except self.client.exceptions.ResourceNotFoundException:
msg = f"The requested secret {secret_name} was not found."
logger.info(msg)
return msg
except Exception as e:
logger.error(f"An unknown error occurred: {str(e)}.")
raise
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£ F Python Amazon SDK 3REX—itt Secrets Manager Z4A{E
TR ROIER T M{AZREUE 2 Secrets Manager Z4A{E.
FrEERR -

* secretsmanager:BatchGetSecretValue
- WERZENETNFPIAE secretsmanager:GetSecretValue MR,
- MREFEATELEST WX LA secretsmanager:ListSecrets,

BRI REE R , iFS 1 the section called “RfI : #tEH FE—HZEAENNE,

/A Important

MREH VPCE FIELELEEREZNEHATREL NWZHERE , N
BatchGetSecretValue AF&REEMMFE , HF ALRE4E IR,

class BatchGetSecretsWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def batch_get_secrets(self, filter_name):
Retrieve multiple secrets from AWS Secrets Manager using the
batch_get_secret_value API.
This function assumes the stack mentioned in the source code README has been
successfully deployed.
This stack includes 7 secrets, all of which have names beginning with
"mySecret".

:param filter_name: The full or partial name of secrets to be fetched.
:type filter_name: str
try:

secrets = []

response = self.client.batch_get_secret_value(
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Filters=[{"Key": "name", "Values": [f"{filter_name}"]1}]
)
for secret in response["SecretValues"]:
secrets.append(json.loads(secret["SecretString"]))
if secrets:
logger.info("Secrets retrieved successfully.")
else:
logger.info("Zero secrets returned without error.")
return secrets
except self.client.exceptions.ResourceNotFoundException:
msg = f"One or more requested secrets were not found with filter:
{filter_namel}"
logger.info(msg)
return msg
except Exception as e:
logger.error(f"An unknown error occurred:\n{str(e)l}.")
raise

£ .NET 3REX Secrets Manager Z4AE

ENARES , B LB T AAGetSecretValuesiBatchGetSecretValuefE{£{a] Amazon SDK
PRRENZH, T8 , BINBNUEZESIFEAFEFREFTREFTLENZRAE, EEFHUNRESEEH
PRAR A Ao

E&
- £/ .NET & imEFIRE Secrets Manager Z4A{E
- {EFAIREN Secrets Manager BV #4318 & A T NET By Amazon SDK

5 NET M&EFiwEFIRE Secrets Manager Z4A{E

LR RZAR | IR LAERA Secrets Manager. NET-based EEFAHUNESFURZNERERH, £
REEEFZHLEM Secrets Manager F R RRLAMNEREEMR, EE?iﬂHﬂ Secrets Manager APl &7 4
TR, ALERAZRTFUURERE, BXREFBANELE , 50 RIER,

ZERBANBOEDER (LRU) , ALSAEELAERENBRAN , e2EZFAREERARIHER,
RERET , RFERE/PIHRHFH —XAWE, EUUEEEEFPRMEZANIE ST EHIFAR
FRHRLURINE S hEE.
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—BERBERFSIA  EFETFSHTREFUREN, EEXETLREFAN. EFXINETEEFE
5 MARMEMNBZEUFIUREMNER, MREFEFNNZ M (HONREREFFH|E ) |

-IEEFE?IE{/\EIJED*[I*E%E/fo
EFERZEH , BRATRBAT &G

« .NET Framework 4.6.2 S{E G4 , 58#& .NET Standard 2.0 RE 5 ik4~, &S % Microsoft .NET
M EB R EC.NET,

« FAT.NET #J Amazon SDK, i&EZ[#the section called “Amazon BiEF A T EE”,

ETHRRDE , HSHEA LM “NET E2EFEEF i GitHub,

EFRERTF , BANE#TESML , REEMA GetSecretString = GetSecretBinary BE®
. EELERERN , EEFEREZEANSEFEILX,

REEFE
« BEWTUTEREZ—

- HEEMTEBFHEITTS NET CLI 75,

dotnet add package AWSSDK.SecretsManager.Caching --version 1.0.6

«  HTIRGEZE|IARMEIER . csproj XHHF,

<ItemGroup>
<PackageReference Include="AWSSDK.SecretsManager.Caching" Version="1.0.6" /

>

</ItemGroup>

PREBARR -

» secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

BRESER , F5H NRSE,
S

» SecretsManagerCache

NET ERZFIRER
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RAriEmE

» SecretCacheConfiguration

» |SecretCacheHook

Examplett 3 % 47
DTFREBRFIERT —FMRER AIMySecret BN F £,

using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{
public class CachingExample
{
private const string MySecretName ="MySecret";
private SecretsManagerCache cache = new SecretsManagerCache();
public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext
context)
{
string MySecret = await cache.GetSecretString(MySecretName);
// Use the secret, return success
}
}
}

Examplelit & 4 F64 8 (TTL) EF R FIFLLR A

UTRBREERT —MRRBENNEAMySecret 8 TTL BEERIFIGEMNEIRERN 24 PR FE
o

using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{
public class CachingExample
{
private const string MySecretName = "MySecret";
NET EEFIRER
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private static SecretCacheConfiguration cacheConfiguration = new
SecretCacheConfiguration

{

CacheItemTTL = 86400000

};

private SecretsManagerCache cache = new
SecretsManagerCache(cacheConfiguration);

public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext

context)
{
string mySecret = await cache.GetSecretString(MySecretName);
// Use the secret, return success
}
}
}
SecretsManagerCache

EF T M Secrets Manager R ZRANWRNEFERF, EFEH the section called “GetSecretString” =
the section called “GetSecretBinary” NEF R RFEH, EAIABEREZ AREERBHPH the section
called “SecretCacheConfiguration” 3 RKE & E1FRE.

EXEERFIENNEZELR |, i3 the section called “NET 5&FiRERE",

public SecretsManagerCache()

FEAT SecretsManagerCache R BINGE R

public SecretsManagerCache(IAmazonSecretsManager secretsManager)

£ Secrets Manager & /i ( A REH AmazonSecretsManagerClient 812 ) & EBF. £
At ¥ &R T B E X Secrets Manager & F i , liERAE — 4 EXIHH LT 2.

e

secretsManager

AmazonSecretsManagerClientE M F 18 FEH 5,
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public SecretsManagerCache(SecretCacheConfiguration config)

{8 AR LAY the section called “SecretCacheConfiguration” ¥3i& #2348 & 17, {5 L #38 B Bk &
BEXR7T , INEEENZABERERIFME,

2

config

%

—\ the section called “SecretCacheConfiguration” , EH 2 EEFNEREE S,

public SecretsManagerCache(IAmazonSecretsManager secretsManager,
SecretCacheConfiguration config)

£ A E A IRt AmazonSecretsManagerClientf 812 # Secrets Manager & /= i ¥ 15 $TH &

£, the section called “SecretCacheConfiguration”ff F Lt ¥31& B ¥ °] B i€ XL Secrets Manager &
Fiw , SIMEAX —BEXHRLET/RUAREEEZF , INEZFNEBEABRERARIFMNE,
S

secretsManager

AmazonSecretsManagerClientEM F 1 KL%,

config

— the section called “SecretCacheConfiguration” , EF 2 EEZEFZNEERE .

7k

GetSecretString

public async Task<String> GetSecretString(String secretld)
M Secrets Manager P RF AR ZH,

]

secretld

BERRNEZEH ARN HE o

GetSecretBinary

public async Task<byte[]> GetSecretBinary(String secretId)
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M Secrets Manager 16 38 — # #2840,

S8
secretld

BERRNEZEH ARN HE o

RefreshNowAsync
public async Task<bool> RefreshNowAsync(String secretId)

B M Secrets Manager iHRZHE , AFEATANEREFTEF. WRSEIENERERE , BHoE—
N EFZB. MERIFRID , WIRE true,

BH
secretld

BERRNEZEH ARN HE o

GetCachedSecret
public SecretCacheltem GetCachedSecret(string secretld)

REEEZANEFRE (NMREFHFEZZEH ) o BN, M Secret Manager iz RFHH , H o
B-1THEFEHE.

S8
secretld

BRRWEZH ARN Ao

SecretCacheConfiguration

ER T the section called “SecretsManagerCache” W EZE Bk , SR KEFEXNIEEEFZR
B FERTE (TTL).
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Properties
CacheltemTTL
public uint CacheltemTTL { get; set; }

BETEN TTL ( UZRREN ) . BRIAEN 3600000 ZRH 1 Mit, BAMN 4294967295 ms
AR 49.7 XK,

MaxCacheSize

public ushort MaxCacheSize { get; set; }

RAREFKRD, BIAMER 1024 MEH. HRAEN 65535,

VersionStage

public string VersionStage { get; set; }

BEEZFNERANRE. BXEZEER , BSREHAERE. MINMEN "AWSCURRENT",
&R

public IAmazonSecretsManager Client { get; set; }

AmazonSecretsManagerClient EM AR ZHER, MR R null , EEFEIML—DIHEF K. RINE
ﬁg null,

CacheHook
public ISecretCacheHook CacheHook { get; set; }

—\ the section called “ISecretCacheHook”,

ISecretCacheHook

B F #4493 the section called “SecretsManagerCache” FEAMEX 174 T EE TN ZAMITIRIERNEE
Ho

&
Put

object Put(object o0);

HEZNRUAFHIEFP,
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BREEFRHEZFTHXNR,
IREX

object Get(object cachedObject);

MEZEFEXNRIRET R,

BREENEFPRERNTR

{5 FA3REX Secrets Manager V#4318 A T NET # Amazon SDK

ENARERFY , B LlETAHGetSecretValuesiBatchGetSecretValueE{F{A Amazon SDK
FRFEENZH, T8 , BINEVEEIFAZEFREFREFLNZHE. EEZHTURSEEH
RRAR AL Ao

3F.NET MFARRF , M S ecrets Manager, NET-based EFAHSHFEMAGetSecretValueHiE
1AM SDK BatchGetSecretValue,

AR RGERNAIER GetSecretValue,

FIFEMR : secretsmanager:GetSecretValue

using System;

using System.IO;

using System.Threading.Tasks;
using Amazon.SecretsManager;

using Amazon.SecretsManager.Model;

/// <summary>
/// This example uses the Amazon Web Service Secrets Manager to retrieve

/// the secret value for the provided secret name.
/// </summary>
public class GetSecretValue
{
/// <summary>
/// The main method initializes the necessary values and then calls
/// the GetSecretAsync and DecodeString methods to get the decoded
/// secret value for the secret named in secretName.
/// </summary>
public static async Task Main()
{
string secretName = "<<{{MySecretName}}>>";
string secret;
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IAmazonSecretsManager client = new AmazonSecretsManagerClient();
var response = await GetSecretAsync(client, secretName);

if (response is not null)

{
secret = DecodeString(response);
if (!string.IsNullOrEmpty(secret))
{
Console.WriteLine($"The decoded secret value is: {secret}.");
}
else
{
Console.WriteLine("No secret value was returned.");
}
}

/// <summary>
/// Retrieves the secret value given the name of the secret to
/// retrieve.
/// </summary>
/// <param name="client">The client object used to retrieve the secret
/// value for the given secret name.</param>
/// <param name="secretName'">The name of the secret value to retrieve.</param>
/// <returns>The GetSecretValueReponse object returned by
/// GetSecretValueAsync.</returns>
public static async Task<GetSecretValueResponse> GetSecretAsync(
IAmazonSecretsManager client,
string secretName)

{
GetSecretValueRequest request = new GetSecretValueRequest()
{
Secretld = secretName,
VersionStage = "AWSCURRENT", // VersionStage defaults to AWSCURRENT if
unspecified.
};

GetSecretValueResponse response = null;

// For the sake of simplicity, this example handles only the most
// general SecretsManager exception.
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try
{
response = await client.GetSecretValueAsync(request);
}
catch (AmazonSecretsManagerException e)
{
Console.WriteLine($"Error: {e.Messagel}");
}

return response;

<summary>

Decodes the secret returned by the call to GetSecretValueAsync and
returns it to the calling program.

</summary>

<param name="response">A GetSecretValueResponse object containing
the requested secret value returned by GetSecretValueAsync.</param>
<returns>A string representing the decoded secret value.</returns>

public static string DecodeString(GetSecretValueResponse response)

{

// Decrypts secret using the associated AWS Key Management Service
// Customer Master Key (CMK.) Depending on whether the secret is a
// string or binary value, one of these fields will be populated.
if (response.SecretString is not null)

{
var secret = response.SecretString;
return secret;
}
else if (response.SecretBinary is not null)
{

var memoryStream = response.SecretBinary;
StreamReader reader = new StreamReader(memoryStream);
string decodedBinarySecret =

System.Text.Encoding.UTF8.GetString(Convert.FromBase64String(reader.ReadToEnd()));

return decodedBinarySecret;

}

else

{

return string.Empty;
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£ Go 3RE Secrets Manager Z4A{E

ERARRFYT , B L@ AMAGetSecretValuesBatchGetSecretValuefEF4 Amazon SDK
FRELNZEH. T, BRNBENUEEIFRAZFIREFTREFTENZAE. EEBHATURSEEH
BEAK R Ao

E&A

- £/ Go MEFImEFIREL Secrets Manager Z4{E

{8 Go Amazon SDK 3REHX Secrets Manager 4R

£ Go M%E Fim4E F3RE Secrets Manager Z4A{E

KRZAR , AL Secrets Manager Go-based EFAHNEEFUREREA, RECEEFZH
tEM Secrets Manager H# R ZAMNEEEMR. BT IFA Secrets Manager APl 274 % , HiLfE
RAEFUURERER. BXRRFBHANELRZE , B5H REEH.

FEEMR BEROER (LRU) , U EBEAREARAEHN , CLEFREERBINEH,
RERET , BFaS/ WHF—ARE. CTURBESFHRHEANAE 6 TUENEEAR
REFME S e

—BRAEFSIA  FEETHTEHFNRER, EEXBETLREFIAN. EEXRINETEFE
B A MARMEMBZEURALZLHNER, WREFEFNNRZSY (FlONBERFFHTE ) |
FEARHNEONMBRSG %,

EFAZEAN , BYXTHERUTRE

« Amazon & T Go #Y SDK, &S Hthe section called “Amazon HHF X T EE7,

ETHRNKMB , B35 S ecrets Manager Go &7 % F i GitHubo

Ei%E Go FFRINE , HZSH Go Programming Language Mt E#Y Golang Al 7T,
FrEERR -

+ secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

Go 106


https://github.com/aws/aws-secretsmanager-caching-go
https://golang.org/doc/install

Amazon Secrets Manager ArfEm

BXREZEER , FEH NRESE.

2=

+ type Cache
« # A CacheConfig

« #8 A\ CacheHook

Examplett 3R % 4A

DTFRBREERTREZHAN Lambda B,
package main

import (
"github.com/aws/aws-lambda-go/lambda"
"github.com/aws/aws-secretsmanager-caching-go/v2/secretcache"

var (

secretCache = secretcache.New()

7’ —

func HandleRequest(secretId string) string {
result, _ := secretCache.GetSecretString(secretId)

// Use the secret, return success

}

func main() {
lambda. Start( HandleRequest)
}

type Cache

EA T M Secrets Manager i8R FEEAN AN EFEREF. B the section called “GetSecretString”
the section called “GetSecretBinary” M\ EFH K EZR4H,

THNRIERT MAEERFRE.

// Create a custom secretsmanager client
client := getCustomClient()
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// Create a custom CacheConfig struct

config := secretcache. CacheConfig{
MaxCacheSize: secretcache.DefaultMaxCacheSize + 10,
VersionStage: secretcache.DefaultVersionStage,
CacheltemTTL: secretcache.DefaultCacheltemTTL,

}

// Instantiate the cache

cache, _ := secretcache.New(
func( c *secretcache.Cache) { c. CacheConfig = config },
func( c *secretcache.Cache) { c. Client = client },

EXBERAIENNEZEEL |, 1S5 the section called “Go EEFIwEF",

FE
New
func New(optFns ...func(*Cache)) (*Cache, error)

New EFIhEEETMEFEAET , ENHEAERINE. NFLFEDRIL SecretsManager & F ko #
%1t CacheConfig N ERIAE, FERAEBRIAERAKXKNHIEIL LRU &7

GetSecretString
func (c *Cache) GetSecretString(secretId string) (string, error)

GetSecretString NEFHIREAEZS ID MMEZNHE, REBAFHTS , NREBHFERMNEREHE
xo

GetSecretStringWithStage

func (c *Cache) GetSecretStringWithStage(secretId string, versionStage
string) (string, error)

GetSecretStringWithStage \EFHIKEVAE R4 ID MRAM RN BRZFEE, BRERAFZTSE
MRBEXBNRELEIR,

GetSecretBinary

func (c *Cache) GetSecretBinary(secretId string) ([]byte, error) {
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GetSecretBinary NEFHIREVEERLA ID WME —#G{E. REZF —HFE , REEXKNER
B4R,

GetSecretBinaryWithStage

func (c *Cache) GetSecretBinaryWithStage(secretId string, versionStage
string) ([]byte, error)

A"

GetSecretBinaryWithStage M\ EFHFIREVEE X4 ID MARAH BRI MZE — Bt HlE, RE 240 =3 5l
B, IRBEIMIUIRELE IR,

# A CacheConfig
EATEEHNEFRELT , ANBAEEAN, RIMREMNE , R BEFHANEENE (TTL).

type CacheConfig struct {

// The maximum cache size. The default is 1024 secrets.
MaxCacheSize int

// The TTL of a cache item in nanoseconds. The default is

// 3.6e10712 ns or 1 hour.

CacheItemTTL int64

// The version of secrets that you want to cache. The default
// is "AWSCURRENT".

VersionStage string

// Used to hook in-memory cache updates.
Hook CacheHook

# A CacheHook
RATE#HIZEFPUENFETEFPIPNBERRITRENED,
FE

Put

Put(data interface{}) interface{}
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ENRAFRERTRMFES.

FREX
Get(data interface{}) interface{}

MERERNRIREXT R,
£ Go Amazon SDK 3REX Secrets Manager Z4A{E

ENARRFES , B LlETAAGetSecretValuesiBatchGetSecretValueE{E{A Amazon SDK
FREBEENZH, T , BINEVEESIFAZEFREEXREFLNZHE. EEZHTURSEEH
AR AL Ao

F Go MARRF , BEMA S ecrets Manager Go-based EF AU S FEAGetSecretValueHEER
F SDK BatchGetSecretValue,

TR RIBROIERT t{A3REX Secrets Manager Z4H{E.

FTEMNPR : secretsmanager:GetSecretValue

// Use this code snippet in your app.

// If you need more information about configurations or implementing the sample code,
visit the AWS docs:

// https://aws.github.io/aws-sdk-go-v2/docs/getting-started/

import (
"context"
Illogll

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/secretsmanager"

)

func main() {
secretName := "<<{{MySecretName}}>>"
region := "<<{{MyRegionName}}>>"

config, err := config.LoadDefaultConfig(context.TODO(), config.WithRegion(region))
if err !'= nil {
log.Fatal(err)
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}
// Create Secrets Manager client
svc := secretsmanager.NewFromConfig(config)
input := &secretsmanager.GetSecretValueInput{
SecretId: aws.String(secretName),
VersionStage: aws.String("AWSCURRENT"), // VersionStage defaults to AWSCURRENT if
unspecified
}

result, err := svc.GetSecretValue(context.TODO(), input)
if err !'= nil {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
log.Fatal(err.Exrror())

}

// Decrypts secret using the associated KMS key.
var secretString string = *result.SecretString

// Your code goes here.

}

M Rust 3RHY Secrets Manager %4A{E

ENARERF , BB AAGetSecretValuemBatchGetSecretValueEE{A Amazon SDK
PREENZHR. T, RIMNBUEBEIEAZTFREEREFENEZRE. EFEBEATURSEEH
BEAK PR Ao

FH

« /8 Rust MZE FixE IR Secrets Manager B4AE

« {# A Rust Amazon SDK 3REX Secrets Manager Y Z4A{E

£ A Rust #1& F %42 73R EX Secrets Manager Z4A{E

KRZH , T Secrets Manager Rust-based EFAMHREEFURZEIREH. RREEFHE
£ALE M Secrets Manager PR ZZEANEEE R, HTEA Secrets Manager APl 7% % |, Hit
FERAEFEUURERE, BXREFZANMESZE , 5255 REEH,
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ZERBRLHLY (FIFO) , AHIARF4AEF—IEHN , E2EFAKIANEH, RERE
T, EER8/PEBF—XWE, EAUEEATARE :

« max_size - EREKII KRG RN ZRA oI BEF NRAEEFRHI
« ttl - ERERFHRHRDS 2 BIE TV B W N B RAV LAt E,

ZEXRTEFEEFLAN. EEXIANETEFELE  MAEMENBLZEMERALEHENEL, OR
FEFN 2N (HNMBREFRNIE ) , BEARENBERBRESR.

BEFERAZAH , B4AHEE—NEHE tokio B Rust 2021 FFRIFE, BXEZELR , H5 ¥ Rust &
BESME LMW AT,

ETFRARB , HSH LMW S ecrets Manager Rust-based &7 & F w44 GitHubo

BERREFAMN  BERAUTH S,

cargo add aws_secretsmanager_caching

FTENR -

» secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

BEXEZER , 2R NRSE,
Examplett 3 % 47

LAT 7R 515 BR (AT 3R ER A 0 Y A WL B My Tes to

use aws_secretsmanager_caching::SecretsManagerCachingClient;
use std::num::NonZeroUsize;
use std::time: :Duration;

let client = match SecretsManagerCachingClient: :default(
NonZeroUsize: :new(1@).unwrap(),
Duration::from_secs(60),

)

.await

{
Ok(c) => c,
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RAriEmE

Err(_) => panic!("Handle this error"),

};

let secret_string = match client.get_secret_value("MyTest", None, None).await {
Ok(s) => s.secret_string.unwrap(),
Err(_) => panic!("Handle this error"),

i

// Your code here

Examplef£f B E X EEM B E X &FFimLflL &7

T RBIEBANMEEZT , RAERRMENNBRANZHAEMy Test,

let config = aws_config::load_defaults(BehaviorVersion::latest())
.await
.into_builder()
.region(Region::from_static("us-west-2"))
.build();

let asm_builder = aws_sdk_secretsmanager::config::Builder::from(&config);

let client = match SecretsManagerCachingClient: :from_buildex(
asm_builder,
NonZeroUsize: :new(10@).unwrap(),
Duration::from_secs(60),

)
.await
{
Ok(c) => c,
Err(_) => panic!("Handle this error"),
};

let secret_string = client
.get_secret_value("MyTest", None, None)
.await
{
Ok(c) => c.secret_string.unwrap(),
Err(_) => panic!("Handle this error"),

1Y

// Your code here
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A Rust Amazon SDK 3RHX Secrets Manager HIZ34A{E

ENARRFES , B LlETAHGetSecretValuesiBatchGetSecretValuefE{E{A Amazon SDK
FREENZH, T , BINBNWEEIFAEFIREFTREFZENZAE. EEZPATURESREH
RRAR AL Ao

3F Rust NARERF , MM S ecrets Manager Rust-based & 174 5 A GetSecretValue =S
i Fl SDK BatchGetSecretValue,

LT RBRAEETRT {T3RE Secrets Manager Z4A{E.

FTEMBR : secretsmanager:GetSecretValue

async fn show_secret(client: &Client, name: &str) -> Result<(), Error> {
let resp = client.get_secret_value().secret_id(name).send().await?;

println!("Value: {}", resp.secret_string().unwrap_or("No value!"));

ok(())

£ 5)3%h Elastic Kubernetes Service B4/ Amazon Secrets
Manager 4R

EJ¥3k B Amazon Secrets Manager (ASCP) Ky Z4A.E R EH 1 Amazon EKS Pod FHI | fRAT
LAfE A Kubernetes S Amazon ecrets Store CSI Iz 2RV EANMBE ERMHEF. ASCP AIGETIL
¥ EC2 T R AL 5% Elastic Kubernetes Service 1.17+ Bi&fEH. Amazon Fargate A #FH
R, B ASCP , BRI LAE Secrets Manager 7 HEE R , ABEN Amazon EKS LiE1THY
THEABRE, IRBHTEZ JSON #XHWE-EX , B LUEEREERE Amazon EKS FERKZ
AMEXT, ASCP HJ{£f JMESPath BERERHLAPHR/MEX . ASCP i&&EA T Parameter Store 2
¥, ASCP REFM#ET Amazon EKS #{TERRIENFE, F—RAERFEARSKSHN IAM A&
(IRSA) , F-RAZRFERAAR[AEN. SR EHEEEEMAH.

EFRSMSH IAM B (IRSA ) 9 ASCP

85 IAM RS K F A®K ASCP (IRSA) &[N %4A Amazon Secrets Manager fE 1 XXHFEHF!
Amazon EKS Pod #, XfAZERTUTER :

- FEFBRRENXHERTIBRREA (pod ) FET,
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* $F Amazon EKS k7 1.17 E S MRA 5 Amazon EC2 1 R AE & MK,
« YRIM JSON-formatted 40 P RIFENEER

BEXEZELR , 58 the section called “fF ASCP 53& T Amazon EKS B IRSA £/

ETRR[AH A ASCP

ET EKS A4 54# ASCP

ETARBF[ABMH ASCP HEi8B TEZeM |, B1L T 1718 Amazon EKS FZ4{MEE., XFHEEEN
THERTEEER :

- FEERHFA (pod) KA HTERANNREER,
« £/ Amazon EKS M7 1.24 SESRAET,
- FERSUHENTY BER,

EXEZEELR , {524 the section called “f¥ ASCP 5i& AT Amazon EKS WASA T MHER.

IR IERN 5

FEET IRSA 9 ASCP METRB[A S ASCP ZE#ukEet , EERIUTHERE .

« Amazon EKS M7 : BE4H P EA T Amazon EKS 1.24 {ESRA , CSI WaHEFNER T
Amazon EKS 1.17 E SR,

- RE2ER RSSO UEREE (pod ) RARBERANES,

- MR AREASOBEECEANEREPRIANE L EREEE,

- ERM ARASOLELMOBRSIKS , ATUFELIRE,

EREFEENEAERIM Amazon EKS B8 5 3%,
L% 5E AT Amazon EKS #J ASCP
PN B LEEHRT Amazon EKS B Amazon Z4A ML BIRMEEF. FH ASCP |, o LU

Secrets Manager H#Y Z4A M5k B 89S B Amazon Systems Manager 5 X4 # 2 E| Amazon EKS
Pods .,
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FoRFH

« Amazon EKS &£
- RBRAFHRAE 1.24 FEFRAE
* IRSA IRA 1.17 RESIRA
- © Amazon CLI Z¥EHBE B/
« B Amazon EKS &8 ZEHBLE kubectl
« Helm ( R4 3.0 RESHRA )

*=MBELE ASCP

ASCP £ s ecrets-store-csi-provider- aws 7§ & GitHub R/, EMEETE R TREMERZHAN
YAML X #R51,

ZERDEEF , BT ASCP BLE N FIPS I . BX KinTRMFIEK , BESHthe section
called “Secrets Manager ¥ 5"

¥ ASCP £ EKS KNtk %

1. ZT¥eksctl ( ZEUHHA)
2. BITUATHSUERARAREELRERY

eksctl create addon --cluster <your_cluster> --name aws-secrets-store-csi-driver-
provider

MREBEERN , FANSTUATRESRT !

aws eks create-addon --cluster-name <your_cluster> --addon-name aws-secrets-store-
csi-driver-provider --configuration-values 'file://path/to/config.yaml’

BRI YAML 5% JSON X #F, EEFHmANEELRNY , THITUTRAE !
a. JEITHAT R HIC T4 &R

aws eks describe-addon-versions --addon-name aws-secrets-store-csi-driver-
provider

b. BTUATHPUEERHFNEELRMY , <version>B# A E—FT PR :
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aws eks describe-addon-configuration --addon-name aws-secrets-store-csi-driver-
provider --addon-version <version>

£/ Helm &% ASCP

1. NBERE#EFEEOSHEL , 5FA helm repo update.
2. ZTERXK, LLTRE helm install IR :

helm install -n kube-system secrets-provider-aws aws-secrets-manager/secrets-store-
csi-driver-provider-aws

a. EfAFIPSHR , BARMUTHE : --set useFipsEndpoint=true

b. EEETR , BARMUUTHIRE : --set-json 'k8sThrottlingParams={"qps":
"number of queries per second", "burst": "number of queries per
second"}'

c. MRBEMER 2L %% Secrets Store CSI WHEF , BRI THRE ; --set secrets-
store-csi-driver.install=false., X2 BkiIFF Secrets Store CSI KB TEF4E R K
TR %,

EE#EPFER YAML #1T7R%
« FEAUTHS.

helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-
store-csi-driver/charts

helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-
store-csi-driver

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/deployment/aws-provider-installer.yaml

RiIFZ&EIER
ERF EKS 8. Secrets Store CSI IRz F M ASCP M ZHEER , BIRBUTIRIEE -

1. WIE EKS £ENZERR :
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eksctl get cluster --name clusterName

Zo e RIREEXREHNER
2. IR Secrets Store CSI BFEEFHNLERBN :

kubectl get pods -n kube-system -1 app=secrets-store-csi-driver

BRZEREEZTHAREA (pod) , EEBMHWT : csi-secrets-store-secrets-store-
csi-driver-xxxo

3. IRIF ASCP M ZREREIRN

YAML installation

$ kubectl get pods -n kube-system -1 app=csi-secrets-store-provider-aws

i R
NAME READY STATUS RESTARTS AGE
csi-secrets-store-provider-aws-12345 1/1 Running 0 2m

Helm installation

$ kubectl get pods -n kube-system -1 app=secrets-store-csi-driver-provider-aws

R
NAME READY STATUS RESTARTS
AGE
secrets-provider-aws-secrets-store-csi-driver-provider-67890 1/1
Running 0 2m

BRZBEFATF Running MRS EERA (pod) -

BITXEGRE ZZEI% THREBER , ENZEFIMEAHHEEZT , BSEEMHER. WRBIMFE
ARE , JREFEEIEFLHINMBENIFERSEA (pod ) B BERETHESER,
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R HEE

1. EEFH ASCP #HENBE , BIE{T !

kubectl logs -n kube-system -1 app=csi-secrets-store-provider-aws

2. K& kube-system ipBZRIFFIERERE (pod ) BVIRTE -

kubectl -n kube-system get pods

kubectl -n kube-system logs pod/PODID

FiIBE CSI WEHFRFHM ASCP HXHIARRRA (pod ) #BMAL T EEEIT IR,
3. KE CSIEHEFMRA :

kubectl get csidriver secrets-store.csi.k8s.io -o yaml

ZH T RIREAXRERER CSI KpRFHES

H %R
BXF ASCP 5 Amazon EKS £6HANEZER , BSHUTRR :

. FABAEFHE Amazon EKS £45FH
« Amazon WZE[E CSI KB FF/F GitHub

£ Amazon EKS HRfEA®HE Pod B13H Amazon Z4A B 2R {H P CSI

Amazon HlZME B R HFEF S5EH T Amazon Elastic Kubernetes Service #J Pod X EBER |
NTE Amazon EKS LE{THRARFRA THBENZSM, MILHNEENESHMEEE. Pod Identity
TEM Secrets Manager % & %435 M Parameter Stor Amazon Systems Manager e ® &S E{L T
Amazon EKS #9

Amazon EKS B24H B 0@ EIEZE Amazon EKS EZOEENR , L TIRESE L BLER
Amazon EKS # IAM RE 2 B1Y0# , ML T H Kubernetes R R FEE IAM SR FEHNEE. B8
BAERAGFEZANERBTHA—NIAM BEMEEEHEERE , AZBEACLSERS U EREMA

¥ ASCP 55E T Amazon EKS WASSA S ER 119
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MiEEEE, XA EFMATESCESCANREKR  MMELTREEE  MAEESIATET

CHEFRZ 58] Amazon RIERIBEZ M,

TFRE

1. RBRABEMHALNERE (pod) 28 IAM A,
2. ASCP A AEH#THEMKIE. Amazon Web Services IR
3. MRIRBIZRN , ASCP 2K RBFERNZAHNHEHRALASSHA (pod) .

BEXEZEER |, B5H (Amazon EKS AF M) H M 7 #% Amazon EKS BE54A B4 TIERE,

TR

/A Important

R=H 1 Amazon EKS XEHARH B M. Amazon EKS Anywhere, Amazon =i Red Hat
OpenShift fz55 2% Amazon EC2 3k £ B1TEEM Kubernetes ERHAZHFARAF 7.

« Amazon EKS £ ( x4 1.24 HE SR )
« BILAT AR GE Amazon CLI 1 Amazon EKS £&f kubectl
« PHEPAD Amazon Web Services Ik ( AT EK S 5E )

=% Amazon EKS A E84H 5 R
ENAREENEERESFER , MMEEE Amazon EKS B4 5 3 CIE M nA 4,
RRABEE G HRIE

- HEERLZERFRASOGREMMAH

eksctl create addon \
--name eks-pod-identity-agent \
--cluster clusterName \
--region region

¥ ASCP 55E T Amazon EKS WASSA S ER
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https://docs.amazonaws.cn/eks/latest/userguide/pod-id-how-it-works.html
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B AREHHIRE ASCP

1. BIE—IRKE , BFXNEHRL (pod ) FEHRNHEHAN
secretsmanager:GetSecretValue f secretsmanager:DescribeSecret R, BAXxXK
B R~ , SR the section called “/R I - SRELAI RN A ZEA B ILBR”,

2. BIETHBRR[AZHH Amazon EKS lRFEHIBEN IAM A :

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {
"Sexvice": "pods.eks.amazonaws.com"

},

"Action": [
"sts:AssumeRole",
"sts:TagSession"

]

}
]
}

[6 8 S B 0 1AM SR

aws iam attach-role-policy \
--role-name MY_ROLE \
--policy-arn POLICY_ARN

3. RIERARBAFMHKEK, BXRH, 25 (Amazon EKS AFIE®E) THCIEAEE 5 <k
4. fI# SecretProviderClass , ATEEEERFIREYA (pod ) FHEL -

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/examples/ExampleSecretProviderClass-PodIdentity.yaml
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https://docs.amazonaws.cn/eks/latest/userguide/pod-id-association.html#pod-id-association-create
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IRSA A 8EH F 47 SecretProviderClass FH X BIE T &S
usePodIdentity, XR—NMAEFER , ATHESHRIESE. WRKREE , NEIAX RS K
F (IRSA) £A IAM A,

- EfH EKS AEEA 5D , HEAUTESE ; "true", "True", "TRUE", "t", "T",

- EAWEFER IRSA , BNHRBNUTEEE : "false", "False", "FALSE", "f", or
",

EBBIEER /mnt/secrets-store THEAMNAEERA (pod)

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/examples/ExampleDeployment-PodIdentity.yaml

MREERFAE Amazon EKS &8 | ERREFMEN VPC EF Amazon STS KimT K. BX
BIEImRMEE |, 155 (Amazon Identity and Access Management B F#5R3) EFE’Q?%IZI VPC
U5 R

BIFZ AN ERER
ERERARBTEBRER , BETUTHS :

kubectl exec -it $(kubectl get pods | awk '/pod-identity-deployment/{print $1}' | head

-1) -- cat /mnt/secrets-store/MySecret

®E Amazon EKS B854 & LAi 18 Secrets Manager £y 25 4A

1. BIE-IRER , BFNEHRA (pod ) FETGRINHHAN
secretsmanager:GetSecretValue f secretsmanager:DescribeSecret R, HXE
B =5l , 1§ the section called “Rl : ERME RN ABEANE"

2. 1f Secrets Manager FRIE 4R ( MREBEEE—INEH)

PR HERR

R

/Ch

ALBET#ERBERAE (pod ) MEREEF XS HER.

EE%"%E’J Bk /ﬁ

1.

ERALT @ TIRMARA (pod ) BMIIK, MREEBERARNGEZRE , WEA -n
NAMESPACE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
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kubectl get pods

2. E#HR Pod , BEULTHSHPODIDEREEL—SH KM Pod BH Pod ID, M1R&HE AR
INGF B ZEE , EER -n NAMESPACE,

kubectl describe pod/PODID

&EE ASCP MR

EERHEREPERESER , BEUATWSHPODIDEER csi-secrets-store-provider- aws Pod
# ID,

kubectl -n kube-system get pods
kubectl -n kube-system logs pod/PODID

£ Amazon ZAMEEREE CSI ERSKF IAM BEESFEA (IRSA)
FB;

. REH

. BB EES

- BEEERNEE

- BB

FRFZ M

« Amazon EKS 58 ( ik 1.17 LESMRA )
« BXLLT AR IR Amazon CLI 1 Amazon EKS & & kubectl

% & 15 B 2 #l
ASCP £% 3 Amazon EKS REsA B M HFNHEHRH®A IAM A6, EALIE IAM REHRRZ IAM A6

REMR, = ASCP KA IAM #&rt , EaBRERNNER. RIFFES IAM SEXEk , A
BRI EH R EH,
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¥ Amazon EKS &A254 ( pod ) XJ Secrets Manager 5 2248 #9 1/ (8] X BR

1. BIE—IMRER , BFXNBHREL (pod ) FEHENEHAN
secretsmanager:GetSecretValue # secretsmanager:DescribeSecret R, BXXK
B =Bl , S H the section called “Rl : SERAFER N AZHFARE"S

2. AEKFLIE IAM OpenlID Connect (OIDC) 12itH ( MRERE ) . EXEZER , FSH
{Amazon EKS AIF{EFE) FH N EEFGIE IAM OIDC R,

3. NRFZKFOIZE— IAM AEHFREHMMEZAR, BXEZEER , 55 (Amazon EKS A
FiEE) FHARSK, OE IAM A6,

4. WMREFEAFE Amazon EKS & , FEREFMEN VPC BEHF Amazon STS LinT K. BX
BIEIRRMEER | 15 (Amazon Identity and Access Management A #8E) H#9ED VPC

Ui R o
BEEERNZH

EIE ASCP ML Z4AEN XU RS LB XU HEEE1E Amazon EKS A | IBEE 42—/ the section
called “SecretProviderClass” YAML X, SecretProviderClass S T EHEHWZAUREHEE
XLERANW XS B, SecretProviderClass S5 45| HK Amazon EKS &A884 (pod ) L F
E_ﬁg ?rﬂ—‘lo

HEBAERN X RITER

LA 15 BA 15 BA 2 a5 B 7R 45 YAML SX#FExampleSecretProviderClass.yamIFI 224035 h X
¥, ExampleDeployment.yaml

£ Amazon EKS A% 524A

1. M SecretProviderClass MAFTZ&AEFA (pod) :

kubectl apply -f ExampleSecretProviderClass.yaml

2. EBABA (pod) :

kubectl apply -f ExampleDeployment.yaml

3. ASCP &#E#H .
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https://docs.amazonaws.cn/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://docs.amazonaws.cn/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.amazonaws.cn/eks/latest/userguide/iam-roles-for-service-accounts.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://github.com/aws/secrets-store-csi-driver-provider-aws/blob/main/examples/ExampleSecretProviderClass-IRSA.yaml
https://github.com/aws/secrets-store-csi-driver-provider-aws/blob/main/examples/ExampleDeployment-IRSA.yaml
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HUE BERR

BB A RERA (pod ) BIFEREE KSHE R
EERHRMNERHER
1. ERANATHSRIARA (pod ) BMIIKR, MREXBEARANEZNE , HEM -n

nameSpace,

kubectl get pods

2. EHiR Pod , BHEUATHSHpodIdEREE E—SHHKER Pod HH Pod ID, MRE&EFEHAHR
AR ZEE , BEA -n nameSpace,

kubectl describe pod/podId

EE ASCP 4R

- EERMEFATHERESZEE , BEUTWSHPpodIdERA csi-secrets-store-provider- aws Pod
8 1D,

kubectl -n kube-system get pods
kubectl -n kube-system logs Pod/podId

e WIFEARCD %% SecretProviderClass CRD :

kubectl get crd secretproviderclasses.secrets-store.csi.x-k8s.io

ZaESRIREA X SecretProviderClass BEN A BREMNWER,

«  I$iF SecretProviderClass W REB S0,

kubectl get secretproviderclass SecretProviderClassName -o yaml
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Amazon ¥ Ml ER HERF S RHA
ASCP & {55 F15 [7] 42 %) 7R 41

A~ . S8 Amazon EKS B84 B BRS ( pods.eks.amazonaws.com ) BEAEHIRICSEN IAM
KB -

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "pods.eks.amazonaws.com"
}I
"Action": [
"sts:AssumeRole",
"sts:TagSession"
]
}
]

SecretProviderClass

BRI LAER YAML R EEH ASCP £ Amazon EKS RERMERHA, BXTRH , HSH the
section called “SecretProviderClass F£”.

SecretProviderClass YAML 43

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: name
spec:
provider: aws
parameters:
region:
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failoverRegion:
pathTranslation:
usePodIdentity:
preferredAddressType:
objects:

SHFRESERFRNFAGE
region

( /& ) 412 Amazon Web Services X FH—1. MRFERLFER , ASCP FMNTTREMZE
BHhER X", ERSEMERBERNITHE , BEBRMNEBUAEARERHE (pod ) WERHR
X,

MREZEIEE failoverRegion , ASCP @ZHMNFANMNXER ZF, MRME—XIFHIRE 4xx £
% (FUNFHKRIUEEBD ) , ASCP BFLEHEM—NEH. MRMIIM region FREFZEHR ,
N ASCP £H=HiZZ4AE, MBRKIIM region A REIZ4E , EEK M failoverRegion
hRE 4 , I ASCP £EHZFHE.

failoverRegion

(Wi ) MREITELFE , ASCP 2% M region FEXMWXEHMEFERERZH, MRFE—
XigiR [E 4xx 5iR ( HlN B BIRIEFEE ) , ASCP BRLEREM—NF. WREIIM region
R FREIFL , Il ASCP SEHIZFAE. MRRKIIM region FRERFZ4A , BEEHIIM
failoverRegion H#ZF|%4A , Il ASCP 2ERZFHAE. BXIMAEALFERNTE , 5
%] Multi-Region M B BFEE TS,

pathTranslation

( A& ) 2R Amazon EKS A X HE SRR BANEFANENEZRZSR |, 10 Linux £
R (/)o ASCP LEBBEERR RN ER M4, MK , ASCP FATENFRFERE
BoRA. MRTEREFER , BRFHFRATRL (), Bk, flan My/Path/Secret EH R
My_Path_Secret,
EpLEFRER , BRAFRE False,

£ Podldentity

(WiE ) BESMHRIESZE. MRRIBE , MEIANBRSKS (IRSA) B9 1AM A,
- B EKS R 5% , BHEAUTEEME : "true", "True", "TRUE", "t" = "T",
- ZAMMEA IRSA |, BRERNUTHEEZE : "false", "False", "FALSE", "f" = "F",
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Bi% AddressType

(Wit ) EERRE SR BIRBEEHNEIR IP it R, ZFREMFEA EKS Pod Identity If
BERTSER |, HMEMA IAM BRS Accounts.Values AR X D K/NER | ZFERNBLAKE, BRER :

"ipv4", "IPv4" T "IPV4"  BHEIFEAARSRESHRE IPv4 KR
"ipve", "IPv6" B "IPV6" : BB4I{EAREESHRE IPv6 kA
« REE  FAEFRSER , BAZR IPv4 RS, 1R IPv4 XKNIEEE IPV6 iR
R

BEEERBAN YAML FRZFRH, RIMNBWER YAML ZITFHFRREL () F5o

objectName

PE, EEERINZRARSHBNEN. X T Secrets Manager , X2 SecretId S8, AU
RN RTFEN , B LLREE ARN, XF SSM Parameter Store , X2Z M Name , 1]
URSHEN , AR E ARN,

objectType

MERFHF Secrets Manager ARN AT objectName , EEXMRIE WTLAR secretsmanager
= ssmparameter,

objectAlias

( ATi& ) Amazon EKS B84 ( pod ) FEHAMXNH R, MRFIEELFE , W objectName
ERXHEEBE R,

filePermission

(AN ) 4 (u\HBFRRE , BEATERBHANHENR. IREXEEELFER , BRI
H "0644",

ObjectVersion

( A% ) BEAMMRE ID, F#E , ANBXENZANEBLINEFHRAE ID. BIAERT , £A
BHFRA . MRBIE failoverRegion , M FERFEXTRE objectVersion,

ST VersionLabel

( & ) lREMBE. RERERRIIRA AWSCURRENT, BEXEZER , S
¥ the section called “ZARA", R BHE failoverRegion , M FERFRRE
objectVersionlLabel,
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https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_GetSecretValue.html#API_GetSecretValue_RequestParameters
https://docs.amazonaws.cn/systems-manager/latest/APIReference/API_GetParameter.html#API_GetParameter_RequestParameters
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JMESPath

( ANk ) BEARAVRRIFTFIEE Amazon EKS FEHN X . EFEALFER , BHRELTRA
JSON B, MRFEALFE , BMEBEFFR path M objectAlias,

path

Xk BEAE JSON FHB-EXNNE. NRZFREEEFTH , EEALSISHERTHE
X, $im : path: '"hyphenated-path"'

objectAlias

EHEHRZ Amazon EKS B854 (pod ) FHXHE. MR ZFERESEFTH , BEERAESS
STEBITE N | HIA : objectAlias: '"hyphenated-alias"'

filePermission

(A ) 4 (v \HBFRFE  HEATERBHANGENR. IRAREELFER , MEIRKIA
RIS R SR

failoverObiject

(k) MREEERFER , ASCP 22 HKERE objectName FIEENZEHM
failoverObject objectName FFERHPIEEMNEH ., MREM—NERE 4xx ik ( Hla S
BWRIEEE ) , ASCP MFLEHTM—1NEH. WERKIIME objectName PR FEIZFH ,
M ASCP £#EHZFAE, WRKRMIIME objectName HRREIF4 , BERIIMK R EE
® objectName FRZREIZ , M| ASCP «EH ZEHEH, WRTEUFER , RXITNTETFTHR
objectAlias. BXRUMAIFEALFERN A , BSH AREBIEMER,

HANEBERATREAR  BEEALFER. BXxMAUEERIRNRE , HS6 Multi-Region
MR R,

objectName
ANEBBANBITE ARN, TIRFEA ARN , I ARN FH Xig 457 B
failoverRegion PTEL,

ObjectVersion
( Wik ) BB ID, BAEE objectVersion Efit, FTH#HZE , AR EHZHAN
MAIMEFMRA ID. BIABRT , EAKHRA,

FI & VersionLabel

(AL ) lRAKBIB, RERBERZFIRA AWSCURRENT, BEXESZELR , HSH the
section called “Z3 40 iR A",
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Bl E K SecretProviderClass B i& LAE & HY Amazon EKS B ERZ4H,

Pod Identity

SecretProviderClass BE[E— Amazon EKS &8 FE AR , FHITUTERE :

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets-manager
spec:
provider: aws
parameters:
objects: |
- objectName: "mySecret"
objectType: "secretsmanager"
usePodIdentity: "true"

IRSA

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:

name: deployment-aws-secrets
spec:

provider: aws

parameters:

objects: |
- objectName: "MySecret"
objectType: "secretsmanager"

SecretProviderClass f&

ERIX LR BIHFERH R8I SecretProviderClass BLi&,
=l B ARN EEREH

L RBIEER T A ER =T ERENESR

- H5TE ARN IEEN R
- HBMIEENES
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- BHRNBERE

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:777788889999:secret:MySecret2-
dse5f6"
- objectName: "MySecret3"
objectType: "secretsmanager"
- objectName: "MySecret4"
objectType: "secretsmanager"
objectVersionLabel: "AWSCURRENT"

| NP ERR-EX

EERBI B i N B R EE RS ERVREN © JSON-formatted

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "arn:aws:secretsmanager:us-east-2:777788889999:secret:MySecret-
alb2c3"
jmesPath:
- path: username
objectAlias: dbusername
- path: password
objectAlias: dbpassword

R RS R BRIE R B A

R BIEBA T ANl 68 A S E S AR R IE B R
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RAriEmE

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "mySecret"
objectType: "secretsmanager"
filePermission: "0600"
jmesPath:
- path: username
objectAlias: dbusername
filePermission: "0400"

R RBFEBE B RH
LR BIEER T ANy BREA BB R B .

Multi-Region B2 fE 5

L RBISEA T AR B SN XEEHNZAERE B RBES

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "MySecret"

RMEBIHMESA
BERBIBEER T AR R M BEE N MBS ( FIERA)

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass

ASCP =4l
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metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "arn:aws:secretsmanager:us-east-1:777788889999:secret:MySecret-
alb2c3"
objectAlias: "MyMountedSecret"
failoverObject:
- objectName: "arn:aws:secretsmanager:us-
east-2:777788889999:secret:MyFailoverSecret-d4e5f6"

H %R
BXF ASCP 5 Amazon EKS £6HAMNEZELR , BSHEUTRR :

. JARBAHFHES Amazon EKS &5 H
« £ Amazon BB BIREREF
« Amazon WZE[E CSI KB FFF/F GitHub

£ Amazon Lambda BE A #H Amazon Secrets Manager #4R

Amazon Lambda 2 —MERFZF[ITERS , AFLETTEESREERSSH[NERTETNR

B, Parameter Store 2 —I1 Amazon Systems Manager2& , EHEEHFEEENRAERREHLZ s
o EEME. BaLER Amazon S8 F %4 Lambda ¥ BRERFMEF Lambda BIEF Y Amazon
Secrets Manager ZANS B E#SH , MEEFARGFARAIES, EXFEALT BHNFHAEE , B
25 Lambda F & A RIERPHTE Lambda ERE £ F Secrets Manager %4,

$f Lambda & Secrets Manager Z4A4& &
{Lambda FF & A G358 T 7 Lambda B Secrets Manager AN £ HH, FHRE
A

1. IRIB7E Lambda B FF Secrets Manager Z4AF M0 SHEHRITIRE , HPEHE -
- AN EIRZITIEIZE Lambda B3 ( Python, Node.js, Java)
« ¥ Amazon ¥ M Z4A Lambda ¥ BER —ANE AN
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https://docs.amazonaws.cn/eks/latest/userguide/pod-identities.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/integrating_ascp_csi.html
https://github.com/aws/secrets-store-csi-driver-provider-aws
https://docs.amazonaws.cn/lambda/latest/dg/with-secrets-manager.html
https://docs.amazonaws.cn/lambda/latest/dg/with-secrets-manager.html

Amazon Secrets Manager g
- BEELEANR
- WERBUNT BRRREH
« WA

2. THRRATEEY RTHNKREE  SFEFRENEN

3. THEMAZHARRNRERXE

£ VPC ARfEA Secrets Manager Hl Lambda

MR Lambda EREIE VPC Fiz1T , BEEBIE — VPC i S F 8LV Secrets Manager. BXE%
§8 , 128 the section called “VPC % & ( Amazon PrivateLink ) 7,

£/ Amazon S M%Z4A Lambda ¥ &

ZF B AL R Secrets Manager #4A M Parameter Store 8. BX¥ B 5 Parameter Store
BESFERAWEMESR , 555 Amazon Systems Manager A P8R HI1E Lambda BB A
Parameter Store &,

Systems Manager X #4a#E :

- ¥R ZY BW5 Parameter Store Ei & 5
- ¥ BARME Lambda EERHY A

- ATEEY BHNINEEE

- ATRESBNREIGS

- FIAEXENEMFNXENYT R ARN TE3&

{#F Amazon Secrets Manager FE[E

Secrets Manager VIR THE/RIE

Amazon Secrets Manager RIBR —TEFim HTTP BRSS , W HBIEiRELE T EEFFEA Secrets
Manager FEVZEIN F X, BULLRUATRESSZZH —E£FEH

* Amazon Lambda

* Amazon Elastic Container Service

* Amazon Elastic Kubernetes Service
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https://docs.amazonaws.cn/systems-manager/latest/userguide/ps-integration-lambda-extensions.html
https://docs.amazonaws.cn/systems-manager/latest/userguide/ps-integration-lambda-extensions.html
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» Amazon Elastic Compute Cloud

Secrets Manager R ERRFZHAFEEZFERNEFT , N ALENNAEFNSEYREESR , M
T E#EE M Secrets Manager. Secrets Manager R REEREVE4EA |, I EX HB T8N,

Secrets Manager Agent 2FFIRRY, R, LTEWAMKIRAEEATELKFGitHub,

/A Important

Secrets Manager Agent & &R E K Amazon E#EEA Secrets Manager. ©2#E4H 51 AR
S ERmiERIIE ( SSRF ) BRI , UihBick# AL 2 M, BRIABIRT , Secrets Manager
Agent FRAEE ¥ ML-KEM ZHRBEAN MR ERBZEESHFHA KRR,

T % Secrets Manager REE=F

Secrets Manager REFERNERE , ZEFSTE Secrets Manager REEFHREE. TRBEUT
SHEHRFERFHNEZAME

. BRIARISTSAE (TTL) v 300 B

« BELAMERBEXXHER TTL

- ETTL SHFERZHAN , MR ERF

(® Note

Secrets Manager REFBIFETFAN. NRBAEEFRBEIH2aRR , Nl Secrets
Manager 132 7] gE 2 IR B 13 B 1 4R (E

Secrets Manager RIBIREIMNZAES GetSecretValue WMNENMEE. HABEEEFEFRETM
B,

FH

« #¥J%E Secrets Manager {12

« %% Secrets Manager {12

 {#H Secrets Manager R Z%4A

« 7 & refresh Now S

T ## Secrets Manager RIEE 17 135


https://github.com/aws/aws-secretsmanager-agent
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- FHACEBEKSRRIE
- Pre-fetch Bz T

- BiE Secrets Manager I
o« AIETHEE

- BEiER

. XS Em

¥J7E Secrets Manager I

HEFFRZH , FRREENBCHTELTERET RTEMRust TR,

(® Note
BAl, £ macOS EMEB A fips HEEWREBEBELUTHRS L -

« BIE A} SDKROOT HWIMELE |, ZEXEIRENIEIT xcrun --show-sdk-path BWER

RPM-based systems
£ RPM-based R Bt E 2
1. FERAEEEDRMN install B,

ZHARER ST ER — YR SSRF TEFFEFEMEENXH /var/Tun/awssmatoken
f, RERAKGIZERN awssmatokenreader 4 A LUEEUZ S A,

2. EAULHNNARFERSEXYG  CEESNARFEETZTHAPKSRNE
awssmatokenreader ., #liN , BATLAERLLT usermod SR F N AR F RIS X4
IR , Heh<APP_USER>RiZTNARFWAF ID,

sudo usermod -aG awssmatokenreader <APP_USER>
ZERFAIE
1£ AL2023 & RPM-based &4 £ , Z&EF AT EA : AL2023

sudo yum -y groupinstall "Development Tools"

% Secrets Manager X2 136
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3. %% Rust

R B8 Rust 3X#Y A %% Rust BiR AR 1TIRE -

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh # Follow the on-
screen instructions
. "$HOME/.cargo/env"

4. HERRE

£ H cargo build is 5 ¥E Secrets Manager X2 :

cargo build --release

I&JS1E target/release/aws_secretsmanager_agent TR EI W ITXH-

Debian-based systems
£ Debian-based RGEA L1
1. REFRIE

E# W Ubuntu 2258 Debian-based &4 &+ , EEMBEXZHHS -

sudo apt install build-essential
2. &% Rust

R BB Rust X L% Rust B BE 3 1TIR4E -

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh # Follow the on-
screen instructions
. "$HOME/.cargo/env"

3. HEMRE

£ cargo build en 5 #%# Secrets Manager X :

cargo build --release

BIF1E target/release/aws_secretsmanager_agent T HREITHITXH-
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https://www.rust-lang.org/tools/install
https://www.rust-lang.org/tools/install
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Windows
1£ Windows L #3%#
1. BREFEHE

R BB Microsoft Windows 4 # £ Windows L4£t% Rust i% & FF & I35 Fh 9 15 BA 3 1T 3 4k
2. HMERE

£ H cargo build is 5 ¥IE Secrets Manager X2 :

cargo build --release

&f37E target/release/aws_secretsmanager_agent.exe NI AHITIH,

Cross-compile natively
TR R miF
1. REXRXFFRITE

£ mingw-w64 ‘Z R AR ZITAR ( 140 Ubuntu ) £, ZRERX X 4miF T EEE

# Install the cross compile tool chain
sudo add-apt-repository universe
sudo apt install -y mingw-w64

2. %0 Rust MEZEB#R
%% Windows GNU $HRiIZBE#F :

rustup target add x86_64-pc-windows-gnu

3. X Windows 3%

Cross-compile & A F Windows FI{LEE :

cargo build --release --target x86_64-pc-windows-gnu

% Secrets Manager X2 138


https://learn.microsoft.com/en-us/windows/dev-environment/rust/setup

Amazon Secrets Manager ArfEm

EIF7E target/x86_64-pc-windows-gnu/release/
aws_secretsmanager_agent.exe & B AT,

Cross compile with Rust cross
£ Rust R X#H TR X miF
MBEREAVEERIREIE , NTILAER Rust RXWMB, BXEZEE |, ESH cross on

GitHub,

/A Important
BBV N HRIMR R 32GB MR 2= (E,

1. 1&i& Docker

ZEMEE Docker :

# Install and start docker
sudo yum -y install docker
sudo systemctl start docker
sudo systemctl enable docker # Make docker start after reboot

2. BE& Docker PR

AP AE Docker 4 :

# Give ourselves permission to run the docker images without sudo
sudo usermod -aG docker $USER
newgrp docker

3. &3 Windows ¥%

N

ZRRXRFHEETHAT X

# Install cross and cross compile the executable
cargo install cross
cross build --release --target x86_64-pc-windows-gnu
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#Z % Secrets Manager X E
MU T REIE I IR R ENITEIRE,

Amazon EC2
£ Amazon EC2 k%% Secrets Manager V2

1. SMEEER
ERERER
cd aws_secretsmanager_agent/configuration
ITREMA
ETEEEFRMEMN install B,

ZHIARE RS ER — N SSRF & h8 H [ H1FZ 45 E 3 /var/run/awssmatoken
b, RERARBEN awssmatokenreader A A LLEEZ S

3. EERARERNE
FETNAEFNAFPKFAINE awssmatokenreader A :

N
fi*'ll
N

sudo usermod -aG awssmatokenreader APP_USER

APP_USERBMAEITNAERFNERNAF ID,

Container Sidecar

& ] LAE A Docker ¥ Secrets Manager KEENMIMBABRENAERF—BIZ1T. RE , BN
BRI LAM Secrets Manager REBIZ A AR ih HTTP RS RFH. BX Docker HER |, BS
% Docker 3%,

8IZ BT Secrets Manager XIEHI K IR 25
1. BIENKE Dockerfile

) Secrets Manager 12 i i & 8861722 Dockerfile :

# Use the latest Debian image as the base

%% Secrets Manager X2 140
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FROM debian:latest

# Set the working directory inside the container
WORKDIR /app

# Copy the Secrets Manager Agent binary to the container
COPY secrets-manager-agent .

# Install any necessary dependencies
RUN apt-get update && apt-get install -y ca-certificates

# Set the entry point to run the Secrets Manager Agent binary
ENTRYPOINT ["./secrets-manager-agent"]

2. tlENARRF Dockerfile

NIBHE P um B AR R 212 — > Dockerfile,
3. BI% Docker Compose X #

£1%2 Docker Compose X RIZTEBHREMNKEONTNAES :

/A Important

B NE Amazon M SSRF G , MARERF T 8EEA Secrets Manager X,
5tF Amazon EKS 1 Amazon ECS , H#ZHUTHEA :

« Amazon EKS AF g M EE 150 R
« Amazon ECS F & A R 1EE*H M Amazon ECS £5 IAM B

version: '3'
services:
client-application:
container_name: client-application
build:
context:
dockerfile: Dockerfile.client
command: tail -f /dev/null # Keep the container running

secrets-manager-agent:
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container_name: secrets-manager-agent
build:
context: .
dockerfile: Dockerfile.agent
network_mode: "container:client-application" # Attach to the client-
application container's network
depends_on:
- client-application

4. ERREZHFINMHF

& secrets-manager-agent Z# &I & HFTE LM Dockerfile H1 Docker Compose 3
HHRE—1NEFF,

5. WEFZITHRR
£ H Docker Compose B HIiZ{TRES
docker-compose up --build
6. BESR

EENEFIRASESD | BUER A Secrets Manager RERXREZZ4H. BEXEZER , BS
1% the section called “f i Secrets Manager R EBR EZ4H",

Lambda

& T LASF Secrets Manager I E R Lambda ¥ B. RE , BULUEEERNERMNE Lambda &
P, HM Lambda BEERAMA Secrets Manager {3 RIREVZHR o

LU 5 BA 1 BE anfal £ A aws-secretsmanager-agent & FEsecrets-manager-agent-
extension.shf M RHIEIZARE Secrets Manager X3 ER Lambda ¥ & GitHub ZERIRIM G A
FIMyTestZ 4R,

SIZ A F Secrets Manager ¥ # Lambda ¥ &

1. TaRER

M Secrets Manager REARBEBHRE RETUTHS

AWS_ACCOUNT_ID=AWS_ACCOUNT_ID
LAMBDA_ARN=LAMBDA_ARN
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4.

# Build the release binary
cargo build --release --target=x86_64-unknown-linux-gnu

# Copy the release binary into the “bin® folder

mkdir -p ./bin

cp ./target/x86_64-unknown-linux-gnu/release/aws_secretsmanager_agent ./bin/
secrets-manager-agent

# Copy the “secrets-manager-agent-extension.sh’ example script into the
‘extensions® folder.

mkdir -p ./extensions

cp aws_secretsmanager_agent/examples/example-lambda-extension/secrets-manager-

agent-extension.sh ./extensions

# Zip the extension shell script and the binary
zip secrets-manager-agent-extension.zip bin/* extensions/*

# Publish the layer version
LAYER_VERSION_ARN=$(aws lambda publish-layer-version \
--layer-name secrets-manager-agent-extension \
--zip-file "fileb://secrets-manager-agent-extension.zip" | jq -t
'.LayerVersionArn')

BiiE SSRF T4

REHRINEE S B3 SSRF TEIEBENETIRE
EAWS_SESSION_TOKENZ{AWS_CONTAINER_AUTHORIZATION_TOKENMREZ EHRBENE
(E—1MNEEERTEAMN Lambda ¥ ) . SnapStart & , & LAHA BSH Lambda
HBNEEEEN AWS_TOKEN SMREEE , ENZZELETHMUFNEE, IREERER
AWS_TOKEN ¥EZE | MA@ 1ambda: UpdateFunctionConfiguration A R&
BIZIMRTE,

= B hn 2 B 21

G EMAK INE Lambda BI#K :

# Attach the layer version to the Lambda function
aws lambda update-function-configuration \
--function-name $LAMBDA_ARN \
--layers "$LAYER_VERSION_ARN"

BT B

%% Secrets Manager X2 143



Amazon Secrets Manager ArfEm

FEHIZH Lambda EREEAEA X-Aws-codes-Secrets-Token #R3k{E (iR B HKE LiRR
BEFE 2 —HK SSRF TH{E ) i) http://localhost:2773/secretsmanager/get?
secretId=MyTest , NI RZH, FHENARFREPZIEHEE , LUER Lambda
7 EmCREM P AR,

5. MitibEEk

A Lambda BHHLARIE R A © ERIREVER4A,

{# F Secrets Manager R IB® &% 4A

ERRZY , HRAARM Secrets Manager REBIm R , HHEZFHANBAFME ARN EAEBSHESEE
Mo BRIAMBER T , Secrets Manager RE 2K RZAM AWSCURRENT MrAR, ERTHMRA , EEA

versionStage = versionld S,

/A Important

N T BBIRI Secrets Manager (VI , BAMEBNERPEE SSRF ThEFRL : X-Aws-
Parameters-Secrets-Token, Secrets Manager REB&E4 & B IR L EBE TR SSRF
THEMIER, EALLEE the section called ‘Bl EiE T & B E X SSRF Rk & #o

PREBIR

Secrets Manager Agent £ Amazon & T Rust B SDK , ZR#HF X TEIEHAAmazon FiFEH
EhE, XL IAM ZIEM B HRET Secrets Manager KER RZFHHNR,

* secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

EXNRMNEZEER |, 1§21 the section called “NRESZE",

/A Important

FZRPAEPLA Secrets Manager KEf5 , ERAENGEITEIFEN SSRF TR A ERT UM
Secrets Manager RIEBZFF LA H. BXEZER |, i5ZH the section called “Z2FEE
I,
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RIE R

curl
Example/R5 — £/ curl 3REVEZ4A

BAF curl REIRBR T MM Secrets Manager REIRENZ 4, Z BB T X4+ FER SSRF
BN RLEMAFME REINLE,

curl -v -H \
"X-Aws-Parameters-Secrets-Token: $(</var/run/awssmatoken)" \
'"http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID'

Python
Example/R 5l — £/ Python 3REXZ4A

LA Python RIR R T WM Secrets Manager {REBIRENZ4H, ZRHHKI T SXHFHEEHN
SSRF , ZX# R EREM A7 REINMLE,

import requests
import json

# Function that fetches the secret from Secrets Manager Agent for the provided
secret id.
def get_secret():
# Construct the URL for the GET request
url = f"http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID"

# Get the SSRF token from the token file
with open('/var/run/awssmatoken') as fp:
token = fp.read()

headers = {

"X-Aws-Parameters-Secrets-Token": token.strip()

try:
# Send the GET request with headers
response = requests.get(url, headers=headers)

# Check if the request was successful
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if response.status_code == 200:
# Return the secret value
return response.text
else:
# Handle error cases
raise Exception(f"Status code {response.status_code} - {response.text}")

except Exception as e:
# Handle network errors
raise Exception(f"Error: {el}")

T f# refresh Now ##

Secrets Manager REFEAANFRIFRFHEEZHRE , ZESEHRFH. RABERT , SEELEFNE
(TTL) HHIFERBAN , MRXELRF , BES 300 WRIFH—X. BER , XA EENSSEE
PAEDN , FIRNMRZRAEEFFRESH zaRR,

NERFRLPRE] , Secrets Manager KE X #F7E URL FERAFN refreshNow WS, EOUFER LS
BEAB M ERIFFANE , N\TESEEHBREEERFTNER.

ERINTTH (’%F refreshNow)

- ETTL Y HZzaiERAEFE

- RETTL Z/aRIFE4R ( BIAHR 300 8 )

- MRFAEEFIHzERHR , WTERXIREHE
£ refreshNow=true H1T5

- TERLUERF

. E3#EM Secrets Manager P R HH ZAE

- FRAFEEMERFEAEETIL

- BREBREARESEFNBHE

Force-refresh — N ZHINE

/A Important

refreshNow HERIAE N false, RIENR true B, B©fFEE Secrets Manager X EE & X
HHIEER TTL , #33 Secrets Manager #1T APl .
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curl
Example R — £/ curl Force-refresh #9542

BAF curl RIRB R T tn{u]58 %l Secrets Manager (REBRIFTZ4H. Z ROMRE T X FHEFEIER
SSRF , ZXHREZEMATFH ROINMLE.

curl -v -H \
"X-Aws-Parameters-Secrets-Token: $(</var/run/awssmatoken)" \
'http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID&refreshNow=true'

Python
Example R~ 5l — Force-refresh £ Python BYR%R

LR Python REBIE TR T ffAIM Secrets Manager REBIREVEH, R ROKE T X4+HEFEHW
SSRF , ZXHREZRMAF# ROINMVE.

import requests
import json

# Function that fetches the secret from Secrets Manager Agent for the provided
secret id.
def get_secret():
# Construct the URL for the GET request
url = f"http://localhost:2773/secretsmanager/get?
secretId=YOUR_SECRET_ID&refreshNow=true"

# Get the SSRF token from the token file
with open('/var/run/awssmatoken') as fp:
token = fp.read()

headers = {
"X-Aws-Parameters-Secrets-Token": token.strip()

try:
# Send the GET request with headers
response = requests.get(url, headers=headers)

# Check if the request was successful
if response.status_code == 200:

# Return the secret value

return response.text
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else:
# Handle error cases
raise Exception(f"Status code {response.status_code} - {response.text}")

except Exception as e:
# Handle network errors
raise Exception(f"Error: {el}")

ER A GBS R RIS

A @8R LT Secrets Manager REEN #H Amazon STS AssumeRolefRig IAM & &M E it
Amazon K1 1%, Secrets Manager Agent AN E—AE ARN Q|EHAEF N2 MNERER
Fif. BMNAGEFHEAEFECHRIEE , AEATEACKRENWHERAEE L MNERE
Ho

PREIAR

EEAACE, EFEREUTERS

* Secrets Manager XEHWINREZIELTIHE BIFHAE ARN Bsts:AssumeRoletX fR,

- BiRABYIMESsecretsmanager:GetSecretValue R E i RIH 4R
Hsecretsmanager:DescribeSecretX R,

- BNRARNEERBLMAY Secrets Manager REHN B HERE,

1 ZRESTK 7 % 4H

£ 48[ Secrets Manager KB X HHBERP B EroleArnEEWSH , UEEER RV EZNIHEHN A
==

curl

Example "5l — £ cur Cross-account | 3 1T

curl -v -H \
"X-Aws-Parameters-Secrets-Token: $(</var/run/awssmatoken)" \
'http://localhost:2773/secretsmanager/get?
secretId=YOUR_SECRET_ID&roleArn=arn:aws:iam::ACCOUNT_ID:role/ROLE_NAME'
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Python

Example R~ — £ Python # 1T Cross-account #4 %%

import requests

def get_secret_cross_account():
secret_id = "YOUR_SECRET_ID"
role_arn = "arn:aws:iam::ACCOUNT_ID:role/ROLE_NAME"
url = f"http://localhost:2773/secretsmanager/get?
secretId={secret_id}&roleArn={role_arn}"

with open('/var/run/awssmatoken') as fp:
token = fp.read()

headers = {
"X-Aws-Parameters-Secrets-Token": token.strip()

try:
response = requests.get(url, headers=headers)

if response.status_code == 200:
return response.text
else:
raise Exception(f"Status code {response.status_code} - {response.text}")

except Exception as e:
raise Exception(f"Error: {el}")

AEEEENRE

5/ TOML BLE S F Hmax_rolesitElE A, XFREFNNELAENREATE  TCE RN 1
3 20, BRIAE R 20,

/A Important

RIZHABT2M Secrets Manager RENAGEFHEH, FZFKAKACKER , EEFHA
& ARN HYiERFGHIEL H 4008 T EEIR , EZ Secrets Manager RIEEFTE 30,
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£ B EE Y 5 IR E L

400

roleArnE X LHH AR BEABHNEABNE,
403

Amazon STS AssumeRole HA XM, Kil BB BHNEERBRE LT Secrets Manager I
N HERRE.

Pre-fetch /2 31 BRI B 27

RINERT , HIEWNARFERZLAN |, Secrets Manager RELREBIRNFH, BIM

HY , Secrets Manager Agent EE N FIEENZHAMBEEEF , HLEENNARFELTESTE —
R AP ABNAI A BIARI B4, Pre-fetching 47 /& B 4ES121T — Secrets Manager Agent &3 EIFF
MREZER , HEEMRERNT2MEE,

EaBEE MM S g EETMHAIHLE

- EXZA-FIHBENZE ID R ARN,
« Tag-based X-BIFrEZ4ALIMMER, Secrets Manager Agent 2IRENFIE T A IEERENZR
.

PREIR

BR T RRZANIENRIN , MEEFEUAT RS

+ secretsmanager:BatchGetSecretValue— Fra FEUR S J 1B,
- secretsmanager:ListSecrets— XEFARETHRIN AN S EE,

Pig & T 5= Y
£ TOML BLE XX HiHFtn—4[prefetch]Zo. LATEIATA :
cache_buffer_ratio

MEA RSN EFREEZNEREFLA , SEER 0.1 F 1.0 BIAEN 0.8, ZXFEFXERE
it , Secrets Manager Agent 2 FILTIERI RN ZH—E T 2B EINENEERE ., MEHIER
INEEY 4R R FE R AL

Pre-fetch /3 3 i (9 B8 3% 150
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RAriEmE

max_jitter_seconds

FUERTT 48 2 BURYBEALEEIR ( AR N EAL ) | SEEN 0 E 10, BIAMER 0, ERATALUBILEES M

ERNEFNEDSASSEER AP A,

Example Pre-fetch %8 £ XYL ZH B E

[prefetch]
cache_buffer_ratio = 0.6
max_jitter_seconds = 5
secrets = [
{ secret_id = "arn:aws:secretsmanager:us-west-2:123456789012:secret:MySecret-

AbCdEf" 3},
{ secret_id = "MyOtherSecret" },

Example Pre-fetch fERAE TR <M LA TEE

[prefetch]
cache_buffer_ratio = 0.8
filter_tags = [
{ key = "Environment" },
{ key "Team" 1},

ZRAUER - MREFASEXNFRAVNETHRENRI, EHTERSTRE , ERNF
E&., role_arnBXEZ{ER , iS5 the section called “F A A GBEEKFRRIE,

Example Pre-fetch EHE MK 15 R X R AV ELE

[prefetch]
cache_buffer_ratio = 0.6
max_jitter_seconds = 5
secrets = [
{ secret_id = "arn:aws:secretsmanager:us-west-2:123456789012:secret:MySecret-
AbCdET" 1},
{ secret_id = "cross-account-secret", role_arn = "arn:aws:iam::987654321098:role/
SecretAccessRole" 1},
]
filter_tags = [
{ key = "Environment" },

Pre-fetch /3 3 i (9 B8 3%
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{ key = "Team", role_arn = "arn:aws:iam::987654321098:ro0le/SecretAccessRole" },

BLiE Secrets Manager QI
EF X Secrets Manager REMEE , HolE—N TOML BEXH , RFREA ./

aws_secretsmanager_agent --config config.toml,
[A$v A0
log_level

Secrets Manager X A EHFIREWIFMIEE - DEBUG. INFO, WARN, ERROR = NONE, Ek
IAME N INFO,

log_to_file

BB FZIXMHE stdout/stderr : truemhfalse. BRIAMERN true,
http_port

Rith HTTP BRS2RMm 0O |, SBEE 1024 £ 65535 2z [8], BRIAER 2773,
region

AT ERE Amazon Xif, WRAKIEEXE , N Secrets Manager RIE X RH#E SDK #E XiF,
BXEZEE , ESH (Amazon SDK for Rust FF X AR ¥ER) HHY Specify your credentials and
default Region,

ttl_seconds

EFEDEW TTL (A REN ) , SBETE 1 2 3600 2H. BRIAER 300, 0 RNEEERE,
cache_size

ZEPANEFEENSAZEALR , SBEHN 1 = 1000, BRIAER 1000,
ssrf_headers
Secrets Manager fRE#E SSRF THEMNIRLBMRIIER, BRIAMER “X-Aws-Parameters-Secrets-
Token, X-Vault-Token”,
ssrf_env_variables
Secrets Manager RIBR|iFRE SSRF THNWMREEZNI|K,. FETEAUTETER

N EXHWEIA , BT : AWS_TOKEN=file:///var/run/awssmatoken. ERIAE N
“AWS_TOKEN, AWS_SESSION_TOKEN., AWS_CONTAINER_AUTHORIZATION_TOKEN?”,
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path_prefix

ATREEBERREENETHRERNBERN URI 81%. BRIAER NI,
max_conn

Secrets Manager R AFHIRE HTTP BEF WM R AEER , SBEE 1 £ 1000 ZHE. BRIAER
800,

max_roles

EIAT R TEEMK RN IAM AENREAKE  BEE 15 20 2E. BRIAMER 200 BXEZELR
&5/ the section called “fEF B EEBK R RIZH,

AJ %I B

BIIR --features #R&EIEL cargo build , AJLAEA LTI BEXIE Secrets Manager RV, T
FAThREMNT -

4R INEE

prefer-post-quantum

fi£ X25519MLKEM768 A BB R ERWBARKREE. &N , ZEZTH , EFRESEMHL
%o X25519MLKEM768 2—FEEH . FEFRENEBEAMEE,

fips

FREEANZBEHRSINXEEB, FIPS-approved

EEARES
it A AR ITF

Secrets Manager Agent & stdout/stderriR#Elog_to_fileEEX EF4EIRICREI A Hlogs/
secrets_manager_agent.log®X#H ., HRAREF A Secrets Manager X KIRE 4R
i, XERFALEREAMBED, BTS2 EHITE CloudTrail BEH,

St

L HIEE 10 MB B |, Secrets Manager RIEBLGIE— MW AEXXH , HARHRBRZE#ENH
B

A Th AR 153
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Amazon k& BE

HETR 2% % Secrets Manager CloudTrail, 3% CloudWatch, M Secrets Manager X 23R Bl % £A
WIERTLSHIMEXLEREH, &Y Secrets Manager RI2H A Secrets Manager JREVZ4ART | %
PR CloudTrail FAZENAFRREBEFZHFHHITRFaws-secrets-manager-agent,

& O LATE the section called “BfE %I FHELE H &I FKE,
BEEEEI

S

FHFREEWY , EESERBLET AN SSRF SEAHRINMNVE K BEERENEN. A TRE
HENZ LR , Secrets Manager RIEHEEEN 5 Secrets Manager i A] ARV T, 65l
|, £ Amazon EC2 L , £/ Amazon EC2 SRt , Secrets Manager R B EEIHF S EILM
BAEE,

/A Important

X FEARERA S BIE Secrets Manager EEMNREBHRAFR , FEZLNWNABRFNEZERER
BETIESH Amazon SDK IEZERRE R, BEXEZER , BSHARIEH,

A C++ Amazon B FF & T B @IREN Secrets Manager %4 {E

T C++ MATRRE , EF A GetSecretValues B %18 A SDK BatchGetSecretValue,

AT RBRAIER T WfA3REL Secrets Manager Z4A{E.,

FTEMNPR : secretsmanager:GetSecretValue

//! Retrieve an AWS Secrets Manager encrypted secret.
/4

\param secretID: The ID for the secret.

\return bool: Function succeeded.

*/
bool AwsDoc::SecretsManager::getSecretValue(const Aws::String &secretlID,

const Aws::Client::ClientConfiguration

&clientConfiguration) {
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Aws: :SecretsManager: :SecretsManagerClient
secretsManagerClient(clientConfiguration);

Aws: :SecretsManager: :Model: :GetSecretValueRequest request;
request.SetSecretId(secretID);

Aws: :SecretsManager: :Model: :GetSecretValueOutcome getSecretValueOutcome =
secretsManagerClient.GetSecretValue(
request);
if (getSecretValueOutcome.IsSuccess()) {
std::cout << "Secret is: "
<< getSecretValueOutcome.GetResult().GetSecretString() << std::endl;

}
else {
std::cerr << "Failed with Error: " << getSecretValueOutcome.GetError()
<< std::endl;
}

return getSecretValueOutcome.IsSuccess();

{5 F JavaScript Amazon SDK 3REX Secrets Manager Z4A{&

¥t F JavaScript MRARERF , iBfEMAgetSecretValueREEFA SDK batchGetSecretValue,

AT RIBBRAIER T W0fA3REL Secrets Manager Z4A{E.,

FTEMNPR : secretsmanager:GetSecretValue

import {
GetSecretValueCommand,
SecretsManagerClient,

} from "eaws-sdk/client-secrets-manager";

export const getSecretValue = async (secretName = "SECRET_NAME") => {
const client = new SecretsManagerClient();
const response = await client.send(
new GetSecretValueCommand({
SecretId: secretName,
b,
I

console.log(response);
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/7 A
//
//
//
//
//
//
//
//
//

secret-

//
//
//
//
//
//
//
//
//
/7 3}

'$metadata’: {
httpStatusCode: 200,
requestId: '584eb612-f8b0-48c9-855e-6d246461b604",
extendedRequestId: undefined,
cfId: undefined,
attempts: 1,
totalRetryDelay: 0
},
ARN: 'arn:aws:secretsmanager:us-east-1:XXXXXXXxxxxxx:secret:binary-
3873048 -xxxxxx",
CreatedDate: 2023-08-08T19:29:51.294Z,
Name: 'binary-secret-3873048',
SecretBinary: Uint8Array(11l) [
98, 105, 110, 97, 114,
121, 32, 100, 97, 116,
97
1,
VersionId: '712083f4-0d26-415e-8044-16735142cd6a’,
VersionStages: [ 'AWSCURRENT' ]

if (response.SecretString) {
return response.SecretString;

}

if (response.SecretBinary) {
return response.SecretBinary;

}
};

5 1 Kotlin Amazon SDK 3RHX Secrets Manager By #4A{&E

31 F Kotlin AT , F#F A GetSecretValuesBatchGetSecretValueE#i8 A SDK,

TR RIBROIERT a{A3REL Secrets Manager Z4A{E.

FTEMNPR : secretsmanager:GetSecretValue

suspend fun getValue(secretName: String?) {
val valueRequest =

GetSecretValueRequest {

Kotlin
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secretId = secretName

SecretsManagerClient.fromEnvironment { region = "us-east-1" }.use { secretsClient -

val response = secretsClient.getSecretValue(valueRequest)
val secret = response.secretString
println("The secret value is $secret")

£/ PHP Amazon FF & T E‘&3RH Secrets Manager Z4A{E

SF PHP RAREF , B EEMEA GetSecretValue = BatchGetSecretValue i@ SDK,

AT RIBBRAIER T W0fA3REL Secrets Manager Z4A{E.,

FTEMNPR : secretsmanager:GetSecretValue

<?php

/**
* Use this code snippet in your app.

*

* If you need more information about configurations or implementing the sample
code, visit the AWS docs:

* https://aws.amazon.com/developer/language/php/

*/

require 'vendor/autoload.php';

use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;

/**
* This code expects that you have AWS credentials set up per:
* https://<<{{DocsDomain}}>>/sdk-for-php/v3/developer-guide/quide_credentials.html

*/

// Create a Secrets Manager Client
$client = new SecretsManagerClient([
'profile' => 'default'’,
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'version' => '2017-10-17"',
'region' => '<<{{MyRegionName}}>>",

1)

$secret_name = '<<{{MySecretName}}>>"';

try {
$result = $client->getSecretValue([
'SecretId' => $secret_name,
1);
} catch (AwsException $e) {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
throw $e;

// Decrypts secret using the associated KMS key.
$secret = $result['SecretString'];

// Your code goes here

£ Ruby Amazon SDK 3REX Secrets Manager Z4A{E

3F Ruby B FATEF , B EEMFA get_secret_value 5 batch_get_secret_value A
SDK,

AT RERBIE TR T anfEI3REL Secrets Manager Z 4318,

FTEMNPR : secretsmanager:GetSecretValue

# Use this code snippet in your app.
# If you need more information about configurations or implementing the sample code,

visit the AWS docs:
# https://aws.amazon.com/developer/language/ruby/

require 'aws-sdk-secretsmanager'

def get_secret
client = Aws::SecretsManager::Client.new(region: '<<{{MyRegionName}}>>"')

begin
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get_secret_value_response = client.get_secret_value(secret_id:
'<<{{MySecretName}}>>")
rescue StandardError => e
# For a list of exceptions thrown, see
# https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
raise e
end

secret = get_secret_value_response.secret_string

# Your code goes here.
end

5 AR BV 4A1E Amazon CLI
FTEMNPR : secretsmanager:GetSecretValue
Examplett REZEAN INZZ4AE

LAF get-secret-value ;RBIFRENY Bl Z4AE,

aws secretsmanager get-secret-value \
--secret-id MyTestSecret

Example® % 2 BiH 2 4R {E

BAF get-secret-value REIZREZ BIHY Z4AES

aws secretsmanager get-secret-value \
--secret-id MyTestSecret
--version-stage AWSPREVIOQUS

E At EIREL— A #1238 Amazon CLI

FTENER -

* secretsmanager:BatchGetSecretValue
s WERZENEBNFPIE secretsmanager:GetSecretValue MR,
- MREFERATELESS , NESAIE secretsmanager:ListSecrets,

Amazon CLI
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BRI REE R , i FS 1 the section called “Rfl : #tEHK FE—HZEAEHE,

/A Important

WMRIEH VPCE FIELE R EERZNHATRRENRZHNERE , N
BatchGetSecretValue A 2REEM#WEZE , HFALIREHIR,

Examplefe RIZZ I 5 Ay — AR BN EE

LA batch-get-secret-value RHIFREL = NBRNHZE,

aws secretsmanager batch-get-secret-value \
--secret-id-1list MySecretl MySecret2 MySecret3

Examplete &R iFiE 2R 1EFN —AMBENWEE

AR batch-get-secret-value REIRBEF RN Test ISR ZHNHWZE,

aws secretsmanager batch-get-secret-value \
--filters Key="tag-key",Values="Test"

£ Amazon & HI BRIV AE

KREH (2HE)

1. 3TFF Secrets Manager ##|4& , Bt} https://console.aws.amazon.com/secretsmanager/o
2. EWEIRF , ERERRNMWE,
3. EBRHAENIH , ERERRFHRE,

Secrets Manager & R ZH Y BIARAS (AWSCURRENT), EEEWBFHN E MR | 440
AWSPREVIOUS S8 BEMFRZHMRA |, A the section called “Amazon CLI",

£ #{# | Amazon Secrets Manager #% Amazon Batch

Amazon Batch AI & BY&E LizTH E 1T & TEME Amazon Web Services =, £H Amazon

Batch , & LUFBIRBEIE T AR |, 722 THREBIEEM I Amazon Secrets Manager Hl& & | &

BEELENHSIAEN]. BXEZER , BZHEH Secrets Manager 18 EBURHIE,

Amazon Z#| &
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#£ Amazon CloudFormation & J& 3R EX Amazon Secrets Manager

£ Amazon CloudFormation , & 7] LA 2= 25 4A LAFE H it Amazon CloudFormation %R £ M
ENHERE LM Secret Manager £ RN ZBRIERZH , RENZBFHAFRRAFBZBNEFD |
LUREFRIEENEIL. BXEACIERHANER Amazon CloudFormation , &5 R Amazon
CloudFormation,

E K E Amazon CloudFormation iR FHZ4R , BEEAZNEIH. GIE#EKREN , 155 ANEHAE
#ZE E| Amazon CloudFormation ZRH , ELLEFR A HZERH#HITERB. HR , EALEIER
= ARN X5|#Z4H. SAUEERAEREEPEANBHANNANSIA. BFEERRITBE (Hln

AWS: :CloudFormation::Init ) PFEANZANNASSIA , RARELXERAEETEFEF AR,

ZANPASIAERWT :
{{resolve:secretsmanager:secret-id:SecretString:json-key:version-stage:version-id}}

secret-id

ZEAM B E ARN. EiGRIE Amazon K HRIZ4R | B LUMERZZE M. BRI HEHAM
Amazon Ik P | BFEAZZEHN ARN,

json-key ( AJi% )

ERREENBEXNMNRBREN. MRXRIEEjson-key , Il Amazon CloudFormation 1 REAN YL
XA, WD BTFBIEESFR(:).
version-stage ( A1k )

EFEANRIARMRA, Secrets Manager TR T R P EA L FFROERBIRTERMRA, MREME
F version-stage , A EIEE version-id, MREBERIEE version-stage , hRIEE
version-id , MREIREIFH AWSCURRENT kA&, LD BFREBEBEESFR ().

version-id ( ATk )

EF AN RPN —PRIRAT, MRIEE version-id , WA EEE version-stage, MMRE
BEAR$ETE version-stage , tHRIETE version-id , MEFEIZRER N AWSCURRENT iRA, Ltbo
BIABIEESF/ ().

BXEZER , BSHAMEADDEIAEE Secrets Manager #%.
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® Note

FEFARMMIO\)ENRLERLEZZASIH. Amazon CloudFormation ToiEfEHTiX LS|
A, SRR RHE,

£ GitHub T4#EfR#EH Amazon Secrets Manager #%%

E1E GitHub fElL R fE A Z4R |, B LAEA GitHub #4EM Amazon Secrets Manager e TR
HENRBNINELZERMNE GitHub THEREF. BHX GitHub BENEZEE | BESH T HGitHub
XA GitHub B4E.

HYR@E GitHub IEHRRIMEHAR , ZHA A AT GitHub THEFHNAIEEMLS R, RRREZERE
S S #1T GitHub $B4E , AFE BB LLAME PRV R ABOER

BRLHZRHEPHN BN FHRRENNMEZEE , AENRFREN JSON , M AT JSON |, A
NEA JSON RENREZMNIMELE, MRFRER-HS , NREXFBRAERRN TR,

EEEENFHUBRNIMETE  BRAFRBERIZR. BXEZEE , HZHAGtHub XHEHTHNEA
i B &1t o

EFEARBEENZACENMREE | FSHAGItHUb XHFHNRELE,

FRF M

EFAMRE , ZFEEFERE Amazon FiE , AEFEHconfigure-aws-credential sk
Amazon Web Services XiF £ & GitHub FREFIHITIRE, &Hﬁﬁﬂﬁ Amazon FEiF R VE S A i BF 3
17 GitHub #2/E , LMEE M GitHub OIDC R EFEEBE AR, LB EREHELE , BRE
Secrets Manager Z /NS5 R 25 4R

BRAEEER IAM SEXMERE THINR

- BERENZAM GetSecretValue R,
- FIEZ4AM ListSecrets R,
( /1% ) Decrypt £ KMS key REEAMBZER BERREERNER.

BEXEZEER |, 1§31 the section called “ &4 ¥ iE i 8] 2 &7,
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N,
&

BEEAZERE , FETERER RN —MEARATIEEN SR,

- name: Step name
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
secretlIdl
ENV_VAR_NAME, secretId2?
name-transformation: (Optional) uppercase|lowercase|[none
parse-json-secrets: (Optional) true|false

e

secret-ids
#4H ARN, BFHMBFIR,

EEGENETESN , BEFH D AAZEN , RAEMAES, Hl70 , ENV_VAR_1,
secretId MZ4H secretId F8|EEZ N ENV_ VAR 1 WIAEBETE, RETENZHRALLEE /N
EFXF, BFZMTIL,

BEERANR , FTRWAZEL=ZAFZH , ARRAES, HlA, dev* IEEBFI dev FFKHIFREE
e RSALKRER 100 MNEREZEH, MRERETEEEN , FENRKRESNERTE , NIEES
KW

name-transformation

RIANBRT , ZTBMNEZHEMNCEB N HRELTERN , HERANETEXREFE, BHFEMNTX
% , BhHIEBFUBFER L. X TFEMFNFE , B LUET lowercase BT REENFEANEF
&, EFEBES none EEN T REFBHKRNINE, ERIAERN uppercase,

parse-json-secrets

(WiE ) RIAMBRT , ZRETGHRRETEEERENBHAETHEA JSON FRH, ¥ parse-
json-secrets ®EN true , LK JSON B MNBEXN A ERETE,

BEE , MR JSON FRAX D K NENZA ( Hlal‘name”M“Name” ) , N ZREFEAEEN S
MohR, EXERT , B parse-json-secrets ®RE RN false HHIWEMN JSON Z4AE,
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ﬂ;iﬁ,’ylE np

BREVENHRETENBEMSCIIRENZANER, FETENGTEEREBHANGTEERETE ,
HRESERZHEN , WERXEER, i, ZRESENEFRERNAETE., NRBHTEH
#9 JSON , NIREFXEZFFRNIEFHBHA JSON R, Hl0 MYSECRET_KEYNAME, &7
DR ERL BN T HERPNEFH,

MERBNMNABETEEEHRNEHN , WBRENEAK, EXHERT , EX4TNHERATHRETEN B NIE
ERABE,

AP B ZRAY R

« BA “ MySecret WZ4AME 7 “mysecret” BWZAEBFIL AN BN “MYSECRET” WIMREE

« BR“ MBPAMB R “Secre Secret_keyname t” B JSON-parsed Z4H BN “keyname” B 4R &P
KRB “SECRET_KEYNAME” R EEZ £,

B LBEEENBREENELZERN , WATRAMR , ©e28B—1N8EH ENV_VAR_NAME B3

=
Eo

secret-ids: |
ENV_VAR_NAME, secretId2

ZH5A

« MRMBIRE parse-json-secrets: true AWMAZAIIE , GRIES , AREZHA ID, Wik
LNTRETEGENEHEITEH JSON BHEE, TEBHTIERHER.

MRZATETEER JSON , NFEELXMIR-INAEXEHFEGENERABHER,

- MRMIZE parse-json-secrets: false HBAZHAIHE , FRIES , AFEEH ID, NIRE
FwBETE K RFGRESEEEE —#,

UTFREIERT —1MZAR

,secret?
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ROl

Example 1 2% ¥ ARN FREUE 4R

THREIFNILEZFF ARN FRBNR4ACIBRIMET &,

- name: Get secrets by name and by ARN
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |

exampleSecretName
arn:aws:secretsmanager:us-east-2:123456789012:secret:testl-alb2c3
0/test/secret
/prod/example/secret
SECRET_ALIAS_1,test/secret
SECRET_ALIAS_2,arn:aws:secretsmanager:us-east-2:123456789012:secret:test2-alb2c3
,secret2

ECIRNINEELE

EXAMPLESECRETNAME: secretValuel
TEST1: secretValue2
_@_TEST_SECRET: secretValue3
_PROD_EXAMPLE_SECRET: secretValue4
SECRET_ALIAS_1: secretValue5
SECRET_ALIAS_2: secretValue6

SECRET2: secretValue7

Example 2 3REXFTE LAl &I L HY 24R

T RBIABHREUFT AN B ZA SRR E Bbeta,

- name: Get Secret Names by Prefix
uses: 2
with:
secret-ids: |
beta* # Retrieves all secrets that start with 'beta'

EEIENELE :

BETASECRETNAME: secretValuel
BETATEST: secretValueZ2

ayt]| 165



Amazon Secrets Manager

RAriEmE

BETA_NEWSECRET: secretValue3

Example 3 EZ4AH #EH JSON

TO RGBS ERTZA PR JSON KREIBIMEEXE,

- name: Get Secrets by Name and by ARN

uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:

secret-ids: |
test/secret
,secret2

parse-json-secrets: true

%40 test/secret EETHIR4AE,

{
"api_user": "user",
"api_key": "key",
"config": {
"active": "true"
}
}

#4A secret2 EE T HHHAE.

{
"myusername": "alejandro_rosalez",
"mypassword": "EXAMPLE_PASSWORD"
}
ERlZMNINETE .

TEST_SECRET_API_USER: "user"
TEST_SECRET_API_KEY: "key"
TEST_SECRET_CONFIG_ACTIVE: "true"
MYUSERNAME: "alejandro_rosalez"
MYPASSWORD: "EXAMPLE_PASSWORD"

Example 4 XIMRLXBEHRERNEF R
LT R - M EAENEZMNIMNERE,

ayt]|
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- name: Get secrets
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: exampleSecretName
name-transformation: lowercase

ERENHREE

examplesecretname: secretValue

A Amazon Secrets Manager F GitLab

Amazon Secrets Manager 5, &8 GitLab., #RAILAFIA Secrets Manager B Z 43 K& {RHY GitLab
FiE , SRR TL2BRERB T, GitLabMk , H{RH R FAREFE GitLab CI/CD EGitLab EHi=
1TELRY |, Runner £ M Secrets Manager 18 RiX 4%,

EFEALER , BEEE IAM B8] —4 OpenlD Connect (OIDC) & #2447 Amazon Identity and
Access Management f1—/N IAM A, XA GitLab Runner 5 [EI{REY Secrets Manager Z4i., &
X GitLab CI/CD # OIDC WE Z{ER , IS FGitLabX .

p=5_%= B0

WMRIBFEHKRIELNH GitLab K4 , MTEEA L Secrets Manager £/ #xk , S FIEL HEHI
M GitLab 3X#%,

FTRZM

EJ¥ Secrets Manager S5 GitLab , 55T £ RZM4 -

1. BIE% Amazon Secrets Manager 47

YREE— Secrets Manager %4 , ZZAFERW GitLab TEFRE , EEXNXLEREHIT
BWRB, EEE GitLab EER , fREE Secrets Manager WZ4A ID, ES R BI72% Amazon
Secrets Manager 4§ T AE ZE L,

2. T IAM ££H1 & a2 GitLab /Y OIDC RHE.

FEHSEAP | BFE IAM #2414 P 0122 GitLab &8 OIDC 2, BXxFEZELE |, FSH0E
OpenlD Connect (OIDC) B 1R X+, GitLab
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£ 1AM #2F & 42 OIDC R#t&R |, FERAUTEE :

a.
g Eprovider URLAERY GitLab £, Hl40 gitlab.example.com,

¥ audience = aud ®RE N sts.amazonaws.com,
3. 6l IAM BAeFEKE

BREERE IAM SEFIKEE, AEE with GitLab Amazon Security Token Service (STS)
. BXEZER , BZAXAEENEERBLUEAE,

a. HEIAMEZFIE5 , £ IAM AR ERLTRE :

« ¥ Trusted entity type i%EHN Web identity.

« J¥ Group ®EN your GitLab group.

« i®EIdentity providerNZBHESRE 2 PEANRERMLEE URL ( GitLab 5E41 ) .
« ff Audience RENESR 2 PEANHEBZ R

b. LITRAY GitLab RABBHEERE RO, BNEEREENY HE GitLab By Amazon
Web Services M. URL 111 B 8§42,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRoleWithWebIdentity",
"Principal": {
"Federated": "arn:aws:iam::111122223333:0idc-
provider/gitlab.example.com"
}I
"Condition": {
"StringEquals": {
"gitlab.example.com:aud": [
"sts.amazon.com"
]
}I
"StringLike": {
"gitlab.example.com:sub": [
"project_path:mygroup/project-*:ref_type:branch-*:ref:main*"
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c. BIEFEEHE— IAM EKRELL AW GitLab 1781 Amazon Secrets Manager. &0 LU bt 3R B
WINBEERE, BXESZER , BSHAME IAM K,

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource'": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:your-secret"
}
]
}

Amazon Secrets Manager 5% GitLab
EREREMHE , BRI LB E N ERA Sec GitLab rets Manager kKR & EIE,
¥ GitLab BEEE N EA Secrets Manager

EREEALUTEEEHRENGItLab CI/CD BLE X :

- RERN STS HITEHZ AR

« Secrets Manager %4 1D,

- % GitLab Runner £ GitLab® EFHITES RN IAM B,
- BPEMNTFMHALE. Amazon Web Services X1

GitLab M Secrets Manager FIREVZEAH F ZEFHE @A XH4P, LXHHNERREMEE CI/ICD TE
o, RLITFXHEE CIICDEE,

LA 2 GitLab CI/CD BLE X R YAML XHRH B :
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variables:
AWS_REGION: us-east-1
AWS_ROLE_ARN: 'arn:aws:iam::111122223333:ro0le/gitlab-role'’
job:
id_tokens:
AWS_ID_TOKEN:
aud: 'sts.amazonaws.com'
secrets:
DATABASE_PASSWORD:
aws_secrets_manager:
secret_id: "arn:aws:secretsmanager:us-east-1:111122223333:secret:secret-name"

BEXxEZEE , BS S GitLabecrets Manager £ {304,

qE , BUALEPNHE OIDC BB, GitLabBEXEZELR , BHZHNIA OIDC BB/ GitLab X1,

[FIEHEE

LUR AR AT LA Bh A& iR IRTE T Secrets Manager 55 5B AJ 8238 B/ & LRI GitLab,
GitLab BE[0)&

WMREIEE GitLab BEERE , FHAEATILR

o BH YAML XN IEH, BXEZER |, BHSH GitLab X4,

- &8 GitLab BEEWET EHNAE  HEMBNNEE , AR R EBH Amazon Secrets
Manager Z4A.

H 7 IR

LU 3R AT AR Bh I8 % R GitLab F#Y R Amazon Secrets Manager :

« GitLab OIDC SR E
@i GitLab CI/CD E&
- HEHE
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https://docs.gitlab.com/ci/cloud_services/aws/#test-the-oidc-configuration
https://docs.gitlab.com/ee/ci/yaml/
https://docs.gitlab.com/ci/cloud_services/aws/#troubleshooting
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£ #{# | Amazon Secrets Manager #% Amazon loT Greengrass

Amazon loT Greengrass 2 =WEET BRI AR RZN TS, XEBSRFALUEFILERRRKEM
DWEE , BEMRAES , FREARDNE EHF T2 iEE,

Amazon loT Greengrass St iF & H Amazon loT Greengrass % RSN ARFHITE
BRI, MEZENEB, THIJIHEMHIEZHTERBE, BUUEAERIRTSE Amazon Secrets
Manager #Zf M EREHNZ4. Amazon loT Greengrass ’f Secrets Manager ¥ B %] Amazon loT
Greengrass &0 % , HILEHYEREZSEM Lambda MBI LAMERA AR FASRE NN ARFHITK
B,

BN ZPHEKE Amazon loT Greengrass B4 , BEER|E — 5| A Secrets Manager Z4A K &
HBRR. WRARBFFEAKRK ARN 5|AiI=EH. ETHOMACE, EENFEARERR , 53R
Amazon loT FF A EEEHHNFERAIE TR

EFRALBEE Amazon loT Greengrass #&%4 , BZ FINZHAEBE E] Amazon loT Greengrass # L

TS F M EA Amazon Secrets Manager Z 4R

Amazon Systems Manager Parameter Store Nl B EEENZAEERHELZLEN S ERE. t
AILUNERE, BEEFAFEMFIERESEREFENISHE, X , Parameter Store TR F M
MZARM BN RIRIRS. MR , Parameter Store &7 Secrets Manager FF#EEH , REH
Parameter Store 8 X 5| A% %40,

£/ Secrets Manager Eti& Parameter Store i , secret-id Parameter Store EEEBMFHFHRZ
BIEAERT (/)o

BXEZEE | ESFAmazon Systems Manager Fi F iR HER S HZM# S 85| A Amazon
Secrets Manager %4,
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¥ ¥ Amazon Secrets Manager ¥ %7

Rotation REEHEFHZHANLRE. HRREFHAN , REANEHFBANKEERRSINER. &£
Secrets Manager 1 , AU A ZRIREBHI IR, RREFHER

- HERR -XNTASHRIEEEZN , TAEARERR , AEPRSHNERENEERHR, RERRT
£ Lambda B,

« ¥t Secrets Manager B /A ZBHL % — 3 F Secrets Manager S ENEFENNE |, B LIER
RENABBARBEKRERSEAHERELNER. XTEE Lambda E¥.

« the section called “JBJJ Lambda ¥ TR - N T HME A4 , Secrets Manager ¥ 1 E H
Lambda B BUR E #2240 MBIEFE SRS

Amazon Secrets Manager 24 £ & i

TRFEHERERHR RSN EEENERRR, ERAKERKR , BLFEM Amazon Lambda
E?&%E%ﬁ?&ﬁﬁqﬂﬂﬁ&%ﬂﬁ‘fﬁo

LTRSS REFEERLR
* None (%)

® Tip
EXxFBEHEMERNERL , 1HSH the section called “J@3E Lambda BEi#t 1757,

REMENEREERE—I2HATHR. ER1IEAE , RRWENFIEZTEIIRELIREN T,
ENARRFT , BMNBENBVWEERERALUENNARFAENRENRCIZNBIERFMHFV&RES
&k, MAREAERF. NTRRABFAF , ATRERSTANY , AUEAER - RRER,

WNZE T ## Secrets Manager SE X EIFERNNE |
ERRERIRNITR

1. 7£ Secrets Manager &I &FITFREZRR. BUUNHRIEERSPHEE , AL Secrets
Manager 2% & P12 E %40,

RERR 172
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2. 1£ Rotation schedule ( ##:1+%l ) T , £ Schedule expression builder ( ITXKIFTERERKET ) =H
Schedule expression ( ITXIFER ) # , B UTC RIXER AR ITR]. Secrets Manager &
FEMITRIFER rate() = cron() ®EX. RRNBIGBINFERITIR , BRIEEIETE Start
time ( FFIAETE ) o BANEO/NRERR—XAHH. BEXEZEE , BSH BRI,

3. (A& ) XTF Window duration ( B ER¥FEERTE] ) |, EFEHE Secrets Manager £ H BRI %
SANRERKE , fl0 3h RR=ANDPRONER, ZNBRFSEMRET —NERER. WRKREE
Window duration ( BYERIFEERTE ) |, NI FLU/NE R EMVHRBRITR |, FREE—/DEFEBEZ*
Mo WFURNBMNWEIRITR , B E—RERN BB XM,

4. EERREF.

BERHEERIRMITRI (Amazon CLI)

WM rotate-secret, ATRHIFEER 1 B 15 H UTC 16:00 E 18:00 2 B ZFH, Bx
EZEER , B5HE BRI,

aws secretsmanager rotate-secret \
--secret-id MySecret \
--rotation-rules \
"{\"ScheduleExpression\": \"cron(® 16 1,15 * ? *)\", \"Duration\": \"2h\"}"

® ¥t Secrets Manager £ & I A ZRH1 2

Secrets Manager ESRBEHHHRNEEE , RURENTIE., LWIETEY BabBRIRKASBE
FEBRFALETEY, BHRENDES , ERFTEEENERETEESERFTINENEHAETBE
MEIRIZE, XfFH Secrets Manager 43,

EBTEEMA Secrets Manager WEEIKFHIIR |, ESRARENSINEEHENE,
EEHEPiIRERR

ENBEEEHMNERSERFEENZARENEUENINERENBBARERER , BEAUTS
R

1. TFF Secrets Manager 2# &

2. \F|RFPIEREBHIEEINTZR,

3. EFREEXRIF,
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https://docs.amazonaws.cn/secretsmanager/latest/userguide/mes-partners.html
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4. EREFEBERY , ERRBIEE.

5. /3 B Automatic rotation ( B3 %# )

6. & “RRHBIE T , FINERAAENESHENFEEN TEIE

FERENERSERFRANEERIEGL TN THE
7. EEARBRARSNRF , EERCIREREY IAM 6

- ERCIRHAR TENRERLENRNAR

« RENROSEXFER- N EFEINRNIAFTAE

RABRT , NRACEE MR T 2B AN XN AEEREF
8. REBERBRIEE (HlW , 830 REFHRHE—IX) .
9. It “REF” AN AIEREIE

EREEFEENH I B TIREFRE

FER 54 BA

ExternalSecretRotationMetad  Partner-specific ¥t T E# JTEIE |, 520 Salesforce B API AR A
ata

ExternalSecretRotationRoleA BTy IAM B &1 ARN , RS E X R T £ K& EX 4L
m
BXRXEFRNEZEL | S HFEH Secrets Manager £ E I NIPZIAEEE = H 115,
FA CLI IRER

BT T8 Salesforce BHRBERR, LLFTEERN ID. B IAM A ARN, RHRITRIN
REHRI R ENEMASENFEETHRE,

aws secretsmanager rotate-secret \
--secret-id SampleSecret \
--external-secret-rotation-role-arn arn:aws:iam::123412341234:1r0le/xyz \
--rotation-rules AutomaticallyAfterDays=1 \
--external-secret-rotation-metadata
"[{"Key":"apiVersion", "Value":"v65.0"}]"'
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https://docs.amazonaws.cn/secretsmanager/latest/userguide/managed-external-secrets.html
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Eid Lambda BH % 173 IR

FFFZEBWER |, Secrets Manager £ Amazon Lambda BREREF ZAURBEESRS. B
XfEA Lambda BB ANEER , S E40.

NTRE REMEBSEENFY , IEAEERR. EFAH TERLR  FELELEERSKOUER
o

eI AR , Secrets Manager 2K AETRERRSHNEH., BXEZEE , 55 the section called
“f8 F§ &% Amazon CloudTrail ",

N THIRE4 |, Secrets Manager 2RIFBRIZENRIRITRIEAA Lambda B, MRERE B3R
Tt F o EFHZEAE , N Secrets Manager FiITE T — AR AN SIANXERERNEIR,

TERIRIESF |, Secrets Manager WAJLXE—EHE , BRXEATRENSE., Secrets Manager A&
BEUT JSON BERSHEIRIEE

{
"Step" : "request.type",
"SecretId" : "string",
"ClientRequestToken" : "string",
"RotationToken" : "string"

}

. S|P  create_secret, set_secret. test_secret & finish_secret., BXE
ZER , {52 H the section called “SREBNENSE .

« Secretld— #IRWZER ARN,

- ClientRequestToken— #THRAZ LA — 1R IRKF. WEETHRAEEM., BXEZEE , H5H
{Amazon Secrets Manager APl 2 ) ClientRequestToken® #J PutSecretValue : o

« RotationToken— FRRERKIFHE —#RRFF. FRARAAGRRZARBRKFSRIRFILXENSRY
BEERS —MNKF Y Lambda BIREBREIR—NKF PR EHR, EXAMBERLT , RREHK

EBEE IAM B KA Secrets Manager , A/ Secrets Manager £ AR B ERRIE IAM A€ 5
%o

R AMATEER BT Lambda BB Secrets Manager HEL A&, MIRFMHRIRLSERKLM |, Secrets
Manager 2 EZANITARBKREOFZRERENRIRTRE,
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https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_PutSecretValue.html#SecretsManager-PutSecretValue-request-ClientRequestToken
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F&

» 3 Amazon RDS. Amazon Aurora, Amazon Redshift 3 Amazon DocumentDB Z4A1% & B ) ek
« R IEBIAEE Amazon Secrets Manager Z471iR & B3 it

- EAREB3E: Amazon CLI

 Lambda BEEE IR R EE

« Lambda R EK

« Amazon Secrets Manager K4 B EAE

« Lambda #HREEHHHITHAENR Amazon Secrets Manager

« Amazon Lambda ##2Ih8EHY M & A

« BEBR Amazon Secrets Manager ¥ it f&

9 Amazon RDS., Amazon Aurora. Amazon Redshift 2 Amazon
DocumentDB A% & B s 7 #R

REBNE T WA R BB ER4AIRE the section called “@3d Lambda BI##t 175 #”, Rotation &
HEHZEANERE., RRBZAN , SN ERZHAMBIEEPREIU, 7 Secrets Manager F , #&
A BEERBIEE BRI,

EFARFIARERR  LEELEERHRRE, ARRERAUHTRIR , MRELEZHE Lambda
RBREY , XFE - Lambda BREK. BHEELXH Lambda BBEHITABRENR. &E—
F 2R Lambda BB A LUBE M 45150 Secrets Manager MEIEE.

/A Warning

ERABRR , BUAENN Lambda RIREEOIE IAM 1T A EH @ EH NN RKRRE, &
EEMA iam:CreateRole f iam:AttachRolePolicy MR, BFXLENRBAGTE
BT B S ENER,

FIR

- TR EEERHRERT (k) SIBBRAFER
- S22 ERRHCIERREEK

- B3%: (W) NERBREBIREFNNIREHS
« SR NERBREBIREMSKIEF

B R BEERS (2HE) 176
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- BRESR

S ARRREREF (R ) eIRBERRAFEH

B X Secrets Manager IRItHI RBEHE R , i5S [ the section called “Lambda BEEFH IR KR,

R 1EFF alternating users strategy ( XEBAF KRR ) , B0 QEZ HEEHPFRBEFBRA
FEIE, ZBEE-NIEBRAFPEINES , AARBRSEEE—NMNAF , MASZSHAFZEZN
BR. iEE=E , Amazon RDS RERZHEXEHF KK,

SR 2 BERRITIBEHREI

7 Amazon RDS. Amazon DocumentDB 5 Amazon Redshift 240 /8 i #r

1.
2.
3.

$TFF Secrets Manager #£#|& , it Fhttps://console.aws.amazon.com/secretsmanager/o
ERASRIT L , BRENRSA.

£ Secret details (#4415 5) W LM Rotation configuration ((IRELE) Ep0 H , iE# Edit
rotation (4REFHR).

HRBRIREEXEEF , PUTUUTRE

a.

b.

& A Automatic rotation ( BZh%# ) .

£ Rotation schedule ( ##21t%] ) T , 7 Schedule expression builder ( Tt XIFERER

2% ) = Schedule expression ( ITXIFRER ) # , 2L UTC RIXE R ALK 1T X, Secrets
Manager &R &M ITRIFEM# A rate() = cron() RER, RENERFEINFRFE |, B
JESZIETE Start time ( FFERETE ) o BUUBMN/PNRIR—REH, EXEZER , BSHA R
B;itXi,

( @Ti& ) XF Window duration ( BYEX#FEEatE ) |, EFEFE Secrets Manager £ H B % ik
BEANNBKE |, flt0 3h RR=NPEIRER, ZNBEFABEMRET —PMNRRAER, RK
1§ Window duration ( BTERIFLEATE] ) , WX FEUMRT R BN RRITR |, B8 BSE — /Dt
BEEXRA. M FURFEMHRIRITR , NERFE—RERIN B3I X,

( ATiE ) iBi%E#F Rotate immediately when the secret is stored ( £ 2% Z4ARTILENRCH#R ) |
DERBFEEXANBIRZR., WREFRIZERE , NE - REQFRBERENITRITG,

MR EAW , HlIERNPSE 3 M 4 KKK , Secrets Manager 2 Z X EiRBHEERE,
£ Rotation function ( ## &% ) T , WITUT#EEZ—
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1%£3% Create a new Lambda function ( SIZ#TH Lambda B# ) , AEH AREEH
Z . Secrets Manager £%F SecretsManager RINEIERBBFHMIF L, Secrets
Manager 2E FHNIERCIEEHIHF N Lambda HITABREXENR,

1% Use an existing Lambda function ( f£AIlA Lambda &%k ) , AEEFEAATS —
NZAN IR, £ Recommended VPC configurations ( Zil# VPC B & ) T3
MEIRERE , SHIEEEAHEEN VPC NL24A , BB TR BHEE,

f. XNTRGRXRE K ERERAFAREAFEKE, EXEZEE |, S the section called “F B
1 EBRRERA () EBRAFEA .

5. 1%&# Save,

B3L: (W) ARREBIREFTIININRFZA

BINBNUEERREHNE R P IIE LT XHEHA aws : SourceAccount , BAPs1E Lambda
WRERERE, XTEL Amazon RS , A TEHEEEFEIFHIER , Amazon BUUERE

BHEAaws : SourceArnMaws:SourceAccount £ RH&H R, EMREHRHBIREH IR
aws:SourceArn &4 , NFEREHB R A TRIRZ ARN EENER. RIMNBWENEHPEELT
X4 aws:SourceAccount , SUMEXN Z/NRAFE AR

BRI BR R R
1. 7£ Secrets Manager ##I & PR RENZR , RAEEIFHAEETEFH Rotation
configuration ( #¥REE ) T , % Lambda $#E %, Lambda % & F4TH,

2. ¥RE Using resource-based policies for Lambda ( & F &R KM AT Lambda ) F A5 BE 0
aws:sourceAccount &4,

"Condition": {
"StringEquals": {
"AWS:SourceAccount": "123456789012"
}
iy

MRZAMEH Amazon EE R F4A aws/secretsmanager BAAAHY KMS Z4A3 1702 |, M Secrets
Manager 6 Lambda U{TAER FHERAIZZLAMNR, BALUER SecretARN 117 L T 3 KRR Hl
BEREBNER  MNMBEREREEACRERZENTRRNZER,
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EHMRREENTAE

1. M Lambda BIREBPERRE K AGFERTACT , EEAREWN.
2. RBENACKNRER BHHBERM kms : EncryptionContext:SecretARN &4,

"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": "SecretARN"
}

S 4 NEBREHIGE B R 451

BEXEZEELR , 131 the section called “Amazon Lambda # ¥ ThEEHI KR A",

BESR
B2 Hthe section called “## R BHEE",
N IEEAEE Amazon Secrets Manager %4018 B B3 it

KB E T AR B ER4AIRE the section called “@3d Lambda BI## 175 #”, Rotation 2
EHEFHRANTE, RRZHEN , SRANEFZHUARBESHANBRBEES RS FHEIL,

BRBFEEZHNER , B2H B RRBIEEZSA (288 ).

/A Warning

EEABAFRK , BXTENHN Lambda BRIREIHEIE IAM RATASH mEHINNREKH, &
T EHA iam:CreateRole M iam:AttachRolePolicy F/MMBR, WFXLNRAGTF S
B &F B 2 E AR,

HRR

- SR SIEBARREEK

- PR2  RERBREBRE

- SR 3 BMEFHUHTRIR

B RRIFREERR (28 ) 179


https://docs.amazonaws.cn/IAM/latest/UserGuide/roles-managingrole-editing-console.html#roles-modify_permissions-policy

Amazon Secrets Manager e
« ] 4 ATFREREEILE Secrets Manager SA R SR BIEE SRS

« £, 5: A Secrets Manager i Fi 5 # B K

« TR 6 NRREBIREMLKHA

° ngi/ 9

\|

\_“

- S I o = SR T

B, 8l —/ Lambda £ E#., STFBeATRRENZHNRE , RSN EEENSRYI %R
BEiZAE, BXEREBNAITENEER , BSH the section called “Lambda 5 #2EEU,

£ X IFM X g5 Amazon Serverless Application Repository , A LUE A MER I BRI, BXxXF
WX FIER , S5 Amazon Serverless Application Repository & LA &, EEMXIE , ERFMKFF
RAEEBOH R ERRBEFEEHD.

BB ARIRER

1. EWHESERFIER X Amazon Serverless Application Repository & X% , 2 (Amazon —
&%) H 8 Amazon Serverless Application Repository £ i1 s M B &l

2. BRITUTREZ—
« IR Amazon Serverless Application Repository FFTERI#E X 35 :

£ Lambda #2%la% , ERNARRF , ARERUENARERF,
ERENARFREL  ERETERFSHFENARFEDF,
ERANARFTHERES | A SecretsManagerRotationTemplate,
ERETREBEN IAM BERBRKEEH R ARERF.

1%£3# SecretsManagerRotationTemplate & o

EEE, BENSENHLOWNARRFRE#MEF  EEXETE,

-~ ® o 0 T ®

s XNTHA , MAGHTEXENRR , 21 https://. BX KnT AWK , 55

Ethe section called “Secrets Manager ¥ &,
« B Lambda BEUKTE VPC & , &7 10 vpc SecurityGrouplds 1 v pc. Subnetlds
g. EEREIE,
- WREFFER X Amazon Serverless Application Repository A3 :

a. 7£ Lambda ZHIAH , EREHE , REEFNERH.
b. 7E Create function (BIZEEK%) WE L , MITUATIRE :
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https://www.amazonaws.cn/serverless/serverlessrepo/faqs/
https://docs.amazonaws.cn/general/latest/gr/serverlessrepo.html
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i EBMLFHOIE,

ii. 7E Function name ( HEE ) F , MARREBN BN,
i. MNFEITRRES , %&#F Python 3.12,

iv. EFRAIEEH.

SR 2 RERREBA

T RD , BFREATERZHAURZEZAMANNBRSRBTFEEN KB, BXEREBIERN
SE (BREBEEHCHEHREBNIETR ) , S H the section called “Lambda ##EE", B LAER
RREBUER ERSE,

HUR 3 BIERANEITRR
EUEERP , RN BHRERRITY , TR REBEZETER.

BLERHR I IR R

1. 3TFF Secrets Manager &% , Wit} https://console.aws.amazon.com/secretsmanager/o

2. EERHANRAL  EFENERA.

3. 1£ Secret details (Z4A1¥ 4115 E) 71 L Rotation configuration (3B &) B2+ , £ Edit
rotation (4miB5IR). ERBERREEXNFEP , HITUTRE

a.
b.

8 A Automatic rotation ( Bzh## ) -

£ Rotation schedule ( ##:1t%] ) T , 7 Schedule expression builder ( Tt RIFERER

2% ) = Schedule expression ( ITXI&AX ) # , 2L UTC B XAE 5 A BRIt R, Secrets
Manager &M BRI FM# A rate() & cron() RER, BRMFHRGEINFRIFE , B
IEZIETE Start time ( FFERATE ) o BUUBH/PNRIR—REH, EXELZER , BSA R
( @i ) X F Window duration ( BV EXIFLERTE ) |, EIFEFE Secrets Manager £ H B ik
FREANNBKE |, fli0 3h RR=NPEVRER, ZNBEFABERET —PMNRRAER, RK
$EE Window duration ( BYERFFEERTE ) , MIXSFLUNE 9 B RCIR TR | B B — /) At
EBZIxXA. MFURAEMHERITR , HEFE—XRERINB3HKA,

( Wik ) EiE$F Rotate immediately when the secret is stored ( TE1Z & Z 4RI L ENEH# ) |
DERFEXRNRLIRESR, WREBFRIZEEE , IE - RERRFRBERENITIIIFR.
FERBREHT , ERESR 1 PEIEHN Lambda B,

EERERTF.
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S, 4 RITFREREBIF R Secrets Manager SA R B ES RS

Lambda ##: R EENR T AEVH B Secrets Manager HVER4A , HF EEENRT LG R B BIERE
HRF. ELSERTP , L@ Lambda HITHEBRFIXLENR, MRBLHAEA Amazon HEXNE
aws/secretsmanager BAAARY KMS ZEA#TINE , MABFEEM Lambda MITABR FERAZEZHABN
PR, AT LA SecretARN M1% £ T X KRIRFIMBRHBNER , NMAREEEBACREREZH
NRBEBRNEH, BXRBETO , SR RIENR,

EXiHEA , 2 Amazon Lambda FF X A RIEEFH Lambda HiTAE,

HI 5 : fIF Secrets Manager A REEK

E AT Secrets Manager IZRBRFIRENRIR TR AARREE , BFEERE Lambda BB EIRKEE
[ Secrets Manager fR$ F 4% F lambda: InvokeFunction fXBR.

RINBWEERREBN B RKEE P DIE LT X#E4 aws : SourceAccount , BABs1E Lambda
WREEREERE, ITFEL Amazon RS , A TEZEEFRIFHER , Amazon BIUERE

BHEAaws : SourceArnMaws : SourceAccount £ B&HE, BEMRLHREBKREHEE
aws:SourceArn & , WEREHHBREATERZ ARN EENEH. RIMNBWEREZEPSELT
X8 aws:SourceAccount , SAMEXN ZANRAFE AR RE I,

ENRRREMINE Lambda K , B RNE T HREN XA T Lambda,

LU %R BE S iF Secrets Manager ¥ A Lambda B,

JSON

"Version":"2012-10-17",
"Id": "default",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Sexvice": "secretsmanager.amazonaws.com"
},
"Action": "lambda:InvokeFunction",

"Condition": {
"StringEquals": {
"AWS :SourceAccount": "123456789012"
}
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https://docs.amazonaws.cn/lambda/latest/dg/access-control-resource-based.html

Amazon Secrets Manager ArfEm

},

"Resource": "arn:aws:lambda:us-east-1:123456789012:function: function-

name"

SR 6 NEREBIREMBZ A

ELSERA | BN A TR BEREET Secrets Manager AR ZZ4AFTH RS HBIEE. EEX
BB G & TR B4, 155 Wthe section called “Amazon Lambda 5 #2 Ih AEHY W 4% 432
A

IEEEA

SESR 3 PEERKREN , ERXRE—MRREBANITL. WRERETRIETRK , Secrets Manager
MRz, SWALURR YRR ES PrIU BB R,

MR AW , BSR Bin@EEEE,
EAI%E B3 hEdk Amazon CLI

RHFEN B U{A 5 FHthe section called “¥@3d Lambda BI#id T80 # 1Ti& B Amazon CLI, ¥ i54H
B, 2EREFRZHFAURBE R AN BEES RS HHEIE,

BT MER RS A RERKR, AXBEFZANGE , BSR B RBRUEEEFZH (2H8). B
RXITEEMERENES  FSR B RRFBIEEZSA (288 ) .

EFARERR Amazon CLI , IR EERRBEERZS , WEETEERERHR TR, MREEF
alternating users strategy ( XERFER ) , B4 FF —NEMFRA | EP 3 SREEBRAF
Fil, BTk , RERMREEILIE, Secrets Manager 221 , BUUE T ZERCIERK, A
f& , ERRBAIZE Lambda % , #7 Lambda E¥FH Lambda ITABIZENR,. T—HRER
Lambda BIER AT LUE S P 481/ 18] Secrets Manager MIBBER RS . &F , BB FH LR ITRIER,

L

- BEEZHANEREZY,  EERELHRERRE
- IR RERREHBIKE

« £2% : 8l Lambda B#K

- SRI REMNEHE

Bz %# ( Amazon CLI ) 183
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- R4 BEERBRNEN

- BESR

BHREEFEBZAN RGNS | IERRRERRE

B X Secrets Manager RN EHHEES. , S H the section called “Lambda BB IR KL,

R 1 B PR

MREF R RE , WA ABRERITSR 1.
B 2 AR

MRIERRERFREE , WM

« BB NBIAHEETEEREEBRAAFEIL, SEE-NEEBLAFPEIINEYS K RAXER
FRBSTERE—RF, , MAZSHAFEEZNR.

- FHEREAFZHAN ARN FINERBRZFH, BREZEER |, ESH the section called “Z %78y JSON
&Er,

HER , Amazon RDS REFXFHFREM F K.
S| mRERREBARD

ERBFE  BEERHREE. RREHE Secrets Manager R A M AN Lambda ¥, B
XEZER |, i3 M the section called “&3d Lambda E##H TR, EHLTER K LEERERTE
MZRAURZZ AP X RS RBIBEER R,

Secrets Manager 1 i EUER H1EME T Amazon RDS, Amazon Aurora, Amazon Redshift
Amazon DocumentDB %4 FE % A BV 18 4R o

IRER R

1. BRITUTHREZ—
ERRREBERIIR. NREEENRS MR RIETCENER , FEHAD,

NTHMEBENWZRS  BREZLBCWRERERE, BX1HA , i§ZRthe section called
“Lambda 2B,

2. ®&XEmy-function. zipERMBLENKBI—ERFE ZIP XHH,
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2 2% : 68l Lambda &K

ESBE | SISERESE 1 IR ZIP AR Lambda Ff. EEIFIRE Lambda 174
&, BlMERE Lambda R AR B,

f]2 Lambda R EEFNITAE

1. A Lambda HITAGAIEREEREHTHEEERN JSON X, BEXRHINEZER , BSH the
section called “BHINR", ZRBEAM :

- RFAEXNZEHEA Secrets Manager B&1E,
AFAGRRARAMHENNERS |, fleEHER,
2. BIEA iam create-role ¥4l Lambda MITABHNARE L —FHOIBNETERE,

aws iam create-role \
--role-name rotation-lambda-role \
--assume-role-policy-document file://trust-policy. json

3. BEIiAA lambda create-function M ZIP X461 Lambda B %K,

aws lambda create-function \
--function-name my-rotation-function \
--runtime python3.12 \
--zip-file fileb://my-function.zip \
--handler lambda_function.lambda_handler \
--role arn:aws:iam::123456789012:role/service-role/rotation-lambda-role

4. 7£ Lambda R LIRBRFEREE , LLAYF Secrets Manager XA lambda add-
permission KRFAZRIRKME,

aws lambda add-permission \
--function-name my-rotation-function \
--action lambda:InvokeFunction \
--statement-id SecretsManager \
--principal secretsmanager.amazonaws.com \
--source-account 123456789012

SR 3 REMSEILE

EXEZEELR , 131 the section called “Amazon Lambda ¥ ThEEHI MR A",
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TR 4 BEERRNEHR

ERFAFT B BRI IIEE , A rotate-secret, BALER cron() & rate() HRRER
WERRITY , B LU ER RN ERIFERE, BXEZER |, 551 the section called “F# it X",

aws secretsmanager rotate-secret \

--secret-id MySecret \

--rotation-lambda-arn arn:aws:lambda:aws-region:123456789012:function:my-rotation-
function \

--rotation-rules "{\"ScheduleExpression\": \'"cron(@ 16 1,15 * ? *)\", \"Duration\":
\"2h\"}"

IEEEA

&2 #the section called “®#r A T HEZE",

Lambda B ECH#R SR AE

¥ F the section called “JEid Lambda B TR , N THIEERZES , Secrets Manager 124t 7 H
BIREE,

RMERE 2R

R E - NBAPEH—MNAFNEIE. XT Amazon RDS Db2 56| , HFAFEEERBCHE
B, QB REEMNEBFRAEERRIE. XEHHENEHRER  ERATASZHERZR, &
EmE , BRUERN—RE (86 ) AFSXERAFNEIEEA LR,

RWBZAN , TMBRITTNBEFEEE, £HTREN , ERREEFHNBBERE —/NREE , AN
MBRBS 2EH. FUHHE , HEFEFRENXRELFERALRTIENAR, SUUERAEINERE
EERERENER, RIRE , FEREFERTEIL,

RMRER  XEAF

LERBEE-—NBRHAPEFTANACNEIL. SQEF— R/, REES—RERKREE |, R
TRIEENGIEE-NMAF. SRERZHAN , EREABLXBENEETNAFEZEB. BT ASHA
FER=EBCS , RLEBAES — NP N superuser BEHFIE. MRBEEFNREAFER
MAFERENNRTRE , ESR—XME (G ) ARFSREXAFNEIL B WEAER PR
KB,

HREEATEANREENEESF  Eh -1 EAefBREEFER M5 - 1ACRAHRBEERN
RNR. HUEATEESUAMNNARF. IRNARFERRBBKRZR  WZNARFD2
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B—AHERNE

Zif, ¥#/5 , user M user_clone ?
f"%% SIETREMEE L AR IR BIEL W T REME ),

FUAN. EXFRENERIRAE , NARE
MRBFEEFREERSRZT , BHE

REENEEBIFAERSS  WFEREFELERANTE

B REER .

Secrets Manager FR|EZNXRSREAFHERNRERAF. NRECECRREAFREEXRTRERAFH
JNE Rz bE A P RUR

plan , RIREERAENBEEFERFHE

PR, T3k %

TR T —

N, W

/r:.ﬂr_,-Secret
AWSCURRENT
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passwordA
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B-REH -EREBEAERNEBCERERS
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X geiE
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passwordA
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o

- AWSPREVIOUS
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~
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BZREH - BB ER REAHFHEE,

/r-_.ﬂ}-Secret \\
- AWSPREVIOUS . AWSCURRENT

‘_‘. MyUser

... MyUser_clone

passwordC passwordD

\_

\ /
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TEHthe section called “JBid Lambda BIE#t 175 #” , Amazon Lambda B # %4, Amazon
Secrets Manager £ # B8 A & TR RIRBI MR,

IR Amazon Secrets Manager ¥ B R RN REAR B R LR EBUER , WA AR B E L FIREK
B, mERREHATEERUT AN :

B E LR A £ 3K Bk

- ERAEANRRERENER.

- EEFERAARLSERIZCFIED, AT ESEE A Amazon CloudWatch B&E., MR BETEEH
BEE,

EXBFBEANTRA , 535 the section called “B B HHENR" RAB,

« ATHEEEN , Amazon Secrets Manager X 2 1F Lambda 3IREBEERIRZH, RREHTE
A% — Lambda EECRFERZH,

« BXAEER , BSRNEN R LRSENAEF,
o fltn , MBEEANB—H B REREZRR , WEEATNHFTENER.
 Package FHEFRBAMAMAEKBIITIE ZIP X4F |, Hlimy-function. zipo

/A Warning

BT Lambda T‘E?&E’HMT@Z&TE FMEMHAXSHISERNET 10 WETRELSET R,
BEXEZEL , iE5H ( Amazon Lambda Amazon Lambda FF & A R 18RE) HH T HMEH
Zvﬁ%ﬂi‘)ﬁuﬁ#ﬁo
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https://docs.amazonaws.cn/lambda/latest/dg/lambda-concurrency.html#reserved-and-provisioned
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RGBSR

=i

« createSecret : BIEZ AR FT A

« setSecret : F U IEE = RS BV EAE

- testSecret : iz T #Y B4R My A<

« finishSecret : TRk

createSecret : B2 FAMEF R

5% createSecret B BT FEAE AR ClientRequestToken M get_secret_value
RREFARBTFE,. WREEFH , ©oEH create_secret BIE—NHEY , HHSHE

A Versionld., REEEMA get_random_password £ER— MW RAE, ETXK, ©iBA
put_secret_value M\FHEE % AWSPENDING —i2F4E. NN ZH4AEFMEIE AWSPENDING
PEBTHEARESE. IRATEARRRHRAY , B UERLFEAPSIAZEHRE. ESRANAE
ZH Lambda KB E BB E o

HEH TR ER T

- BRIANZFHFAENTENHBEERRSERNFERF. A ExcludeCharacters SEHHERFRF .

o TENRBERAT , FREERAME : MAdescribe-secret #&&VersionIdsToStages,
Amazon CLI

« ¥IF Amazon RDS MySQL , ERXRER i , Secrets Manager 28|E— PN EHTEL 16 MNF
RNREAF, AR RREBUAATERAERNAF,E. MySQLS.7 RESKRAZFHRZ 32
NFZRHWAF A , {8 Secrets Manager 2 EAF & KRKEKM N _clone” ( ANFERF ) , AAFRE&RS
MIPURIETE 26 DNFRLAA,

setSecret : U IE FE = IR S5 BV EAIE
F3E setSecret ERBUEES RS AU ACE 2409 AWSPENDING ARAS Y FT 2 4AE
REBCHREREREIEIL

- MRF[EVEBEHRBREINERS (NBEE) , EEATHSHIL. BXEZERE , BZ5H
OWASP M4 E# Query Parameterization Cheat Sheet,

- RMEBERNBNRE | BRI RIFIE N Secrets Manager M BB RPN EFZIE. RS
BENEERERTG  SEERRREELEEAZERHEEMER. EEHZTIEZH :
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https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.get_secret_value
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.create_secret
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.get_random_password
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.put_secret_value
https://www.amazonaws.cn/premiumsupport/knowledge-center/lambda-function-idempotent/
https://www.amazonaws.cn/premiumsupport/knowledge-center/lambda-function-idempotent/
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/describe-secret.html
https://cheatsheetseries.owasp.org/cheatsheets/Query_Parameterization_Cheat_Sheet.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
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- WEZ4A AWSCURRENT lRAFHEIEREE N, MR AWSCURRENT EiETM , BHRFLHRE
i#o

« & AWSCURRENT #1 AWSPENDING Z4AEREBEATRE —&R. N THFENEDB , RE
AWSCURRENT #1 AWSPENDING A& E2A+HE.

- REBVBRSRER2EMEE. X FEHIEE , £ZF AWSCURRENT H1 AWSPENDING £HlE 2 &8
BB
s EMAOBBRT , ButBFENREEBENINERLZRINEE, flin , W TFREAFRH |, Secrets
Manager B3 E#IE—MNAFHNEZETHEESHRAUEBERERAF, NRETEEZEM , IELR
FTREAFHNEMN , WEEEH set_secret HEHMK,

testSecret : iz FHHY 240 AR A

ARG , Lambda B REGFE R ZZARG RBTESRS , NN ZEAH AWSPENDING frAs, &
F 203 B BUE AR M A9 50 30 B BUE A SR ER U 1R A BRI BT Y B4R

finishSecret : ST

R/5 , Lambda ¥ #: B EBIFARE AWSCURRENT N\ Z BT K B4R R AR B B AR A |, iXF R 1ER — API
A AR AWSPENDING #5%, Secrets Manager 730 AWSPREVIOUS E1Z#RE I LARIHVAR A |, LUE
FREZHN X E AR TR,

J 3% finish_secret £/ update_secret_version_stage fEFHRE AWSCURRENT MR EIZR4A R
ABHENFHZBRAS, Secrets Manager £4F AWSPREVIOUS EEFHELBHEIFME| R HRA |, LUE
BRE EX B AR IFH R R,

wEHCHWEREBNKRT

« HEZBIETEBER AWSPENDING , B A EFEALME AP HRAFEBER , B NIXAT8E[E Secrets
Manager KRB AR K IITR. Secrets Manager 71l AWSPREVIOUS EEFE/RE R ABIAIARAR |, B
ERRERAN X E AR TR,

RIS , AWSPENDING EFFRX I8k NZE] S AWSCURRENT WRASAB R BV MRS |, o] B8R B tnEI4E
fATARZA, ISR AWSPENDING EFAR&EFEEARM MNE 5 AWSCURRENT BRIV RRZS , WIS EXTHHRE
FEREAABBRELNERRERDPEHTHIHRELEIR, BRRTEIA , AWSPENDING EFHRE 8L
LM MEBIZ AR, BXRESER , B2 H RRAEHE,
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https://www.postgresql.org/docs/8.0/runtime-config.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html#SecretsManager.Client.update_secret_version_stage
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Amazon Secrets Manager Hz#s B EUE Hx

Amazon Secrets Manager £t 7 —HRREBHER , TR EIN ERBFEERENRSHEREH T
ZE2EE, XEERZEAE Lambda B , EMREEIERRARESER  TEAT TR ATAE
BREZERE,

XEBERIFATEENRIREK

« Single-user ¥ , ATEMHENNAFNEIL,
« Alternating-users 2t , C4FHMIVWAF , UEBEREREE X BB EHAIE,

Secrets Manager &2t —NE A BIREN AR BERANES,

BRERER , BSH :

\

- BYRRBEEZES (EFHE )
- BYRRIEBEEZN (EFHE )

EREEHCHREREE , S/ Write a rotation function,

Bk
« Amazon RDS #1 Amazon Aurora
+ Amazon RDS Db2 # f F
« Amazon RDS Db2 XE M/
« Amazon RDS MariaDB # f f
+ Amazon RDS MariaDB X & i F°
« Amazon RDS #1 Amazon Aurora MySQL # f F°
» Amazon RDS # Amazon Aurora MySQL X & H
+ Amazon RDS Oracle # F F
+ Amazon RDS Oracle X & f 7~
« Amazon RDS # Amazon Aurora PostgreSQL % F f°
« Amazon RDS # Amazon Aurora PostgreSQL X & f 2
+ Amazon RDS Microsoft SQLServer & F F
+ Amazon RDS Microsoft SQLServer X & F
« Amazon DocumentDB ( & MongoDB )

RREBRR 5
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RAriEmE

« Amazon DocumentDB &N
« Amazon DocumentDB &

* Amazon Redshift
« Amazon Redshift 2 f /=
« Amazon Redshift 32 & fH

* Amazon Timestream for InfluxDB

* Amazon Timestream for InfluxDB 2 B~

« Amazon Timestream for InfluxDB 3 &

* Amazon ElastiCache

» Active Directory

« Active Directory E1iF

» Active Directory keytab
- HittRARE

Amazon RDS # Amazon Aurora

Amazon RDS Db2 & A

« #EIRBF . SecretsManagerRDSDb2RotationSingleUser
o RHRCREE . BRHRER  2AF,

+ SecretString £# : the section called “Amazon RDS # Aurora EiF",

« JRAHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSDb2RotationSingleUser/lambda_function.py

« {KEXR : p ython- ibmdb 3.2.8

Amazon RDS Db2 REH

EHRBF : SecretsManagerRDSDb2RotationMultiUser
RHREE  the section called “X &7,

SecretString &% : the section called “Amazon RDS # Aurora il

RACHE: https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSDb2RotationMultiUser/lambda_function.py
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationSingleUser/lambda_function.py
https://github.com/ibmdb/python-ibmdb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSDb2RotationMultiUser/lambda_function.py
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« KX XK : p ython- ibmdb 3.2.8

Amazon RDS MariaDB # i/

« #EIRBF . SecretsManagerRDSMariaDBRotationSingleUser
. RBRREE . RHREE EHRF,

« SecretString £&# : the section called “Amazon RDS #1 Aurora ZEiF”

« JRAHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMariaDBRotationSingleUser/lambda_function.py

o KX FR  PyMySQL 1.1.1, WNRREH sha256 BZE#THHRIE , WA PyMy SQL [rsal, Bx
£ Lambda SRR EASHRBRENENEES | 53 H Amazon FHRAL AR AN E ERIFZ
T LR Python @R MEIRNVEBESD , HFEZEE Lambda %A ?

Amazon RDS MariaDB 3R

« EiIREBF : SecretsManagerRDSMariaDBRotationMultiUser
o HHKME : the section called “XXER 7,

« SecretString 44 : the section called “Amazon RDS #1 Aurora ZEifE",

« JRREE: hitps://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMariaDBRotationMultiUser/lambda_function.py

o KR PyMySQL 1.1.1, WRIRER sha256 ZB#THHRIE , W PyMy SQL [rsale BX
£ Lambda ETR A FEAERFABHEINELR |, S H Amazon HiRH0 PRI EEREZ
B HI A4 RY Python B RNMEIRNIE D , HEZSES Lambda A 2,

Amazon RDS #1 Amazon Aurora MySQL #£ A

- HEHREBH . SecretsManagerRDSMySQLRotationSingleUser
« R EE : the section called “B2F 7,
« FAHAMY SecretString £ : the section called “Amazon RDS # Aurora & iF”,

« JRREE: hitps://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMySQLRotationSingleUser/lambda_function.py

o KRR PyMySQL 1.1.1, WRIRER sha256 ZB#THHRIE , WH PyMy SQL [rsal BX
£ Lambda BT R EASHRBRENETNEE | iB5S5H Amazon ZNRAL AW IANE S EmIFZ
3 LR Python @R MBI RV EBED , HF1ZE5 Lambda A ?

RIREBER 193


https://github.com/ibmdb/python-ibmdb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationSingleUser/lambda_function.py
https://github.com/PyMySQL/PyMySQL
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMariaDBRotationMultiUser/lambda_function.py
https://github.com/PyMySQL/PyMySQL
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationSingleUser/lambda_function.py
https://github.com/PyMySQL/PyMySQL
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
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Amazon RDS #1 Amazon Aurora MySQL X & f

« #EIRB : SecretsManagerRDSMySQLRotationMultiUser
« RHLIREE : the section called “REHAF7,
« FAHAMY SecretString £ : the section called “Amazon RDS ] Aurora ZiF”,

« JRARE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSMySQLRotationMultiUser/lambda_function.py

o KR PyMySQL 1.1.1, WRIRER sha256 ZB#THHRIE , WH PyMy SQL [rsal BX
£ Lambda ZTR A FEASRBFABHEINELR |, BESH Amazon AiRH0 AR EERIEFEZ
T H A RY Python B RMEI RN IE D , HEXTS Lambda B 2.

Amazon RDS Oracle # A F

« HEIRBF . SecretsManagerRDSOracleRotationSingleUser
« RHLIRREE : the section called “# 7,
» FHAMY SecretString £ : the section called “Amazon RDS # Aurora &iE”,

« JRAHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSOracleRotationSingleUser/lambda_function.py

« {K¥IM : python-oracledb 2.4.1

Amazon RDS Oracle X & HA -

« EHRBFR : SecretsManagerRDSOracleRotationMultiUser
« RHLIRREE : the section called “RXEBAF7,
- FRHAMY SecretString £ : the section called “Amazon RDS ] Aurora &iE”,

« JRA : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSOracleRotationMultiUser/lambda_function.py

« KB : python-oracledb 2.4.1

Amazon RDS # Amazon Aurora PostgreSQL £ A

« HEIRBF : SecretsManagerRDSPostgreSQLRotationSingleUser
o ROMRREE . RERCERE  BAF,
- FRHEARY SecretString £ : the section called “Amazon RDS # Aurora iiE”,
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSMySQLRotationMultiUser/lambda_function.py
https://github.com/PyMySQL/PyMySQL
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://repost.aws/knowledge-center/lambda-python-package-compatible
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationSingleUser/lambda_function.py
https://github.com/oracle/python-oracledb
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSOracleRotationMultiUser/lambda_function.py
https://github.com/oracle/python-oracledb
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 JRARE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py

« {KEIKXR : PyGreSQL 6.1.0

Amazon RDS #1 Amazon Aurora PostgreSQL 33 & A

« #EIRB : SecretsManagerRDSPostgreSQLRotationMultiUser
o FHIRRE : the section called “REAF”,
« FRHEARY SecretString £#4 : the section called “Amazon RDS # Aurora iiE”,

« JRAHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/

SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
« KX FR : PyGreSQL 6.1.0

Amazon RDS Microsoft SQLServer 8

« HEIRBF . SecretsManagerRDSSQLServerRotationSingleUser
« RMAREE - the section called “BE 7,

» FHAMY SecretString £ : the section called “Amazon RDS ] Aurora ZiE”,

« R : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/

SecretsManagerRDSSQLServerRotationSingleUser/lambda_function.py
s KFKXFR : Pymssql 2.3.11

Amazon RDS Microsoft SQLServer XA

« EIREBF : SecretsManagerRDSSQLServerRotationMultiUser
« ¥R : the section called “XXER 7,
« FAHAMY SecretString £ : the section called “Amazon RDS # Aurora & iF”,

« JRACHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/

SecretsManagerRDSSQLServerRotationMultiUser/lambda_function.py
« KX FR : Pymssql 2.3.11
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationSingleUser/lambda_function.py
https://github.com/PyGreSQL/PyGreSQL
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSPostgreSQLRotationMultiUser/lambda_function.py
https://github.com/PyGreSQL/PyGreSQL
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationSingleUser/lambda_function.py
https://github.com/Pymssql/Pymssql
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRDSSQLServerRotationMultiUser/lambda_function.py
https://github.com/Pymssql/Pymssql
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Amazon DocumentDB ( #&%& MongoDB )

Amazon DocumentDB #4 f /=

« #EIRBF . SecretsManagerMongoDBRotationSingleUser
o RMAREE - the section called “BE 7,

- FRHEARY SecretString £#4 : the section called “Amazon DocumentDB Eiif”,

« JRREE: hitps://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerMongoDBRotationSingleUser/lambda_function.py

« KHKXZR : PyMongo 4.7.3

Amazon DocumentDB 33 & f 7~

« #EIREBH : SecretsManagerMongoDBRotationMultiUser
o FHIRRE : the section called “REAF”,

- FHAMY SecretString £ : the section called “Amazon DocumentDB & ilF”,

« JRA : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerMongoDBRotationMultiUser/lambda_function.py

s {KBIX K : PyMongo 4.7.3

Amazon Redshift

Amazon Redshift 2 f

« #EIRBF . SecretsManagerRedshiftRotationSingleUser
« RHAZREE : the section called “E A7,
- FRHAR SecretString 44 : the section called “Amazon Redshift 1",

« JRARE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRedshiftRotationSingleUser/lambda_function.py

o IRIER ; LB 2.1.13

Amazon Redshift A& A~

« #EIREBH ;. SecretsManagerRedshiftRotationMultiUser
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationSingleUser/lambda_function.py
https://github.com/mongodb/mongo-python-driver
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationMultiUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerMongoDBRotationMultiUser/lambda_function.py
https://github.com/mongodb/mongo-python-driver
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRedshiftRotationSingleUser/lambda_function.py
https://github.com/aws/amazon-redshift-python-driver
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« ¥R : the section called “XX &R,
« FHAR SecretString 444 : the section called “Amazon Redshift ZiE",

 JRRE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRedshiftRotationMultiUser/lambda_function.py

- RIER  LBEEE 2113

Amazon Timestream for InfluxDB

EFAIXEENR 5250 (Amazon Timestream FF X A R T # Amazon Timestream for
InfluxDB 4047] 5 F 2248 o

Amazon Timestream for InfluxDB &

« #EIRBF . SecretsManagerinfluxDBRotationSingleUser
« FHIK SecretString £ : the section called “Amazon Timestream for InfluxDB ZZ 44543,

« JRAHES : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerinfluxDBRotationSingleUser/lambda_function.py

« {KFIN : InfluxDB 2.0 python & F i

Amazon Timestream for InfluxDB X & /=

EIRE# : SecretsManagerinfluxDBRotationMultiUser

HAY SecretString &4 : the section called “Amazon Timestream for InfluxDB ZF4R 45 44”,

RS - https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerinfluxDBRotationMultiUser/lambda_function.py

I : InfluxDB 2.0 python & i

Amazon ElastiCache

EFEMALER , SR Amazon AFEE TR B35 ElastiCache A7 &3,

« #IRB : SecretsManagerElasticacheUserRotation
- FHEAHY SecretString 44 : the section called “Amazon ElastiCache EilF”

« JRA : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerElasticacheUserRotation/lambda_function.py
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https://docs.amazonaws.cn/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerElasticacheUserRotation/lambda_function.py
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Active Directory

Active Directory #EilE

- EWRELF : SecretsManagerActiveDirectoryRotationSingleUser

- FiHAK SecretString £#4 : the section called “Active Directory #EiiF”,

« R : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerActiveDirectoryRotationSingleUser/lambda_function.py

Active Directory keytab

« EIREBF : SecretsManagerActiveDirectoryAndKeytabRotationSingleUser

- TRHAMY SecretString 443 : the section called “Active Directory i,

« JRAHE : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerActiveDirectoryAndKeytabRotationSingleUser/lambda_function.py

o {KBIA : msktutil

Hib B4R E

Secrets Manager IR I EREN B R EMX B ZH AU BRIREHE S,

« EHRBF : SecretsManagerRotationTemplate

« R : https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRotationTemplate/lambda_function.py

Lambda ¥R E AT ABNXR Amazon Secrets Manager

¥t F the section called “@id Lambda BIEu# 175 #” , & Secrets Manager £/ Lambda B IRER
438 , Lambda A IAM #1T A & FH X L EUF R4S Lambda EEREE, BXx MR E B3kt
iEER |, ESHE -

- BIRBRBEERSA (2FH8)
- BIRRIEBEERS (EHE)
« B31E# ( Amazon CLI)
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https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRotationTemplate/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerRotationTemplate/lambda_function.py
https://docs.amazonaws.cn/lambda/latest/dg/lambda-intro-execution-role.html
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UTRBIERTERT Lambda B EBMITHACHAEKERE, EQERNTACHHMNERERE | &
2% Amazon Lambda i iTAE,

w4 -

o EAT Lambda B EHIENIT A BRI R
s EATEFREZPNEREN

s ERATREAPREBNERRER

EAT Lambda £EBNITACH KR
AT RGIRBE SRR

+ JZ1T Secrets Manager Byig#ESecretARN,
- BIEFBE,
- MRABFEESRSFE VPC Fi21T7 , MIREMBEMEE, FHSHEE Lambda BT E VPC FHY

S
SR
ﬁ/l\o

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

]I

"Resource'": "arn:aws:secretsmanager:us-

east-1:123456789012:secret:secretName-AbCdEf"
},
{

"Effect": "Allow",
"Action": [
"secretsmanager:GetRandomPasswoxd"

1,

"Resource": "*"
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},
{

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DetachNetworkInterface"

]I

"Resource": "*",

"Effect": "Allow"

}

ERTEFREERANREER

MRFAFEA Amazon EERXF4A aws/secretsmanager BASAE KMS A TN , NEREER
Lambda #TABRFEAZBANNR. BALER SecretARN 1% £ T X KRR FIFEZEE BN FE
A, NEREHREBACRERZENTRRNEZR. UTRIERTERNIHITACKEF , U
£/ KMS AN ZAMBNIED,

"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"

1,

"Resource": "KMSKeyARN",

"Condition": {
"StringEquals": {

"kms:EncryptionContext:SecretARN": "SecretARN"

}

BN EAESEERANEO S BAERRRES , WRNAT RO RO EGUAFRTA GRS
BEA.

"Effect": "Allow",
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"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"

1,

"Resource": "KMSKeyARN",

"Condition": {
"StringEquals": {

"kms:EncryptionContext:SecretARN": [
"arnl",
"arn2"

BEATREAFP RN RIEIED
EXAXREAPRIREBMNEESR |, 13 the section called “Lambda B KL,

¥ FEE Amazon RDS FiFMF4R , MBREBEANRRBAFRRKHABERAF Z4HH Amazon RDS
"“IE NER TR EEUA A Amazon RDS EHRiE API , MEHREIBBENIERZER., BINE
W AN Amazon FEE KRB AmazonRDSReadOnlyAccess,

BAT RSk B SR VR BN K

* J&1T Secrets Manager Fy#&{ESecretARN,

- EEEAFZAPREREIE, Secrets Manager 2 FAEBEAFZHAPNEEIETRIRZAPHNE
iE,

- BIEFEB,

. MBFEEDHSE VPC RET , NRBFENEE, 5%FSEL , WHHEE Lambda EHM
1 VPC #H0 % .

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

]I
"Resource'": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:secretName-AbCdEf"
},
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

]I

"Resource'": "arn:aws:secretsmanager:us-

east-1:123456789012:secret:secretName-AbCdEf"
},
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetRandomPasswoxd"

]I

"Resource": "*"

}I
{

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkIntexfaces",
"ec2:DetachNetworkInterface"

1,

"Resource": "*",

"Effect": "Allow"

}
]

Amazon Lambda 3 #: ZhEERY P &4 A

3 F the section called “J@id Lambda BiEi# 173" , 2 Secrets Manager £/ Lambda B E 4R EH
A8t , Lambda #RBUSMEES R ZZH. MRENFHASTEEIT , W Lambda EREBUE LA EES
THRIX LR KIR |, BlaBIEES RS

Amazon Lambda ¥ IhaEHY R & 32 A 202
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S, N '+|
Pk

Lambda ¥ # ThREXAMAER 15 18) Secrets Manager i 2. HREM Lambda EREATLATA R BB |
NALERARER, BEEERIKS , 1551 the section called “Secrets Manager % &,

MREH Lambda MBEFER EBEMIGRINEN VPC HiE1T , BINENEE VPC RNELE
Secrets Manager REHERR. RE , B8 VPC B AT ARG AN iERFNHEEED
AR AERR. BXEZER , 5 VPC ims ( Amazon PrivateLink ) o

®EF , FEALUEE [ VPC R0 NAT Mk s EBCM Mk (X FAFRBE VPC HWRETH R AE IR
&) , o Lambda EEi5 8 Secrets Manager A EiwR. X4 VPC HIG—EHXEE , AN
XY IP bt A BEZ EISRB A E Internet BT,

(/i ) mRBEERRS
X T EM API B2 RKNER , TEMEZRAENRBEESRS.

MRBIEES RS E VPC F 8 Amazon EC2 =4l Eiz1T , B Lambda BREELE R ER —
VPC Hiz1T, RERBRUEEAUNERSENERSEE. BXx<EZER , BSHEE VPC 71,

E R 1F Lambda E#G R BIBEESRRS |, LT ERMNE Lambda BREBHW L2 H R TFERIE
FESARSSHY HuhiE R AFBARM MBI BBEERRSHL LA LR E Lambda 2RI IT
AVEEEE,

BEBR Amazon Secrets Manager ¥ [

N FiFZ RS , Secrets Manager £/ Lambda BRI ZE, BEXEZER , S H the section
called “J@3d Lambda BEUHITHIR", Lambda RIREBEREXZANBEED RS UK Secrets
Manager R B, HRERTEZEMB#HITH , NEKRZER CloudWatch &o

(® Note
RERSALUNGERERN  SRFREEEIRI, BXEZELR , 153 the section called
“FEERR
£}

o P BRI BN AR Y AR RO R K MU 1T Amazon Lambda B FE HERR
 ‘“ERETEFRIEIE Z2BEIREED
« “createSecret’ Z 5% B G
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Amazon Secrets Manager e
o iR “FATFIHR KMS”

+ f8i% : “Key is missing from secret JSON ( %248 JSON RV ZR4H ) ”

+ f8iR : “setSecret: Unable to log into database ( setSecret : ToiEEZEIEE )~

« BHiIR  “TES AER lambda_function”

- HIBEREEREHARE Python 3.12

+ Amazon Lambda ¥ Z R PutSecretValue X K

« #iR : “<arn>7E<a rotation>F B INIT lambda Bt H 8"

RT3 B B R Y 2R AR RO 3 K M 4T Amazon Lambda #UFE HERR
WMRZH Lambda EREBRI BEARMAN |, HEBUTSRIEEHFREI-Z,
ATREMY R A

« Lambda EEH H KINITXBF 2

- HTRKREBENZN API FAMSHEIFARBR

+ Lambda BB BT IEH
+ Lambda EEFEIEE < B FE B M 7] 72

— AR R PE HEBR T IR
1. %% CloudWatch B :

+ 1 Lambda BB BEHERBENEREEIEINTH
- RIIRBEEZIRFIERIS R ( CreateSecret, SetSecret, TestSecret, FinishSecret )
2. WRERHEN APIEA

o BRIE Lambda ¥ HA A X Z4A 3 7] API B A
+ 18R RotateSecret f PutSecretValue A ZB&EEAER
3. I®IF Lambda B#B 48 :

o BINRERAN RSN ZPARE Amazon RHIHT
s MRFEAEBENRB , FERABUERLEFMERRSR
4. REMEHEE

s RIFZ2AHNESR LT Lambda BRES R EIEE
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« #{R Secrets Manager B IE#15 0] VPC I R A B WA
5. MR :

- RIFZAM AWSCURRENT RARE AT HIEETF
« ¥E AWSPREVIOUS % AWSPENDING lRAR BB
6. JRBRFFCEMNRRR

. MMRLIIFLELW , 5EBR AWSPENDING EEFEHRZHE XL
7. 1% Lambda HXRE :

- RIEARRERBESENTEAR
« MREHEFEFREE , BSHAFEH RERNERBE TS

ERET BRI 2 R ED

MEEFRBETEPREEI 2EREED , HEESHFLEMEREK , HlEERIA Lambda &7 30000
Z#® , Il Lambda B AT BEREZ R 1718 Secrets Manager i 2 BB AT

Lambda ##2 ThE A INEER 15 18] Secrets Manager i 1R EH Lambda EER AT LA R EEBXK |, N
AUEAARER, BEERIKS , BZH the section called “Secrets Manager i &0

MREH Lambda BRBEFREZ EERM A ENRE VPC 21T , RITEWETE VPC HELE Secrets
Manager RSB HR. RE , BH VPC AIUEBAEAHXBR[ANBERFFHEEQMEFAE R
B, BXESEE , 2 VPC im & ( Amazon PrivateLink ) o

®E , BELUEE [ VPC RN NAT MxREBRMMX ( XFAEFRBEE VPC WRETH RN B IR
K) , AF Lambda E¥i5 8] Secrets Manager A Bk R. X&f VPC HIE—EHXEE , B RNXH
IP it ATBE S ZFREAF Internet BT,

“createSecret’ 2 @& BIED

AT BB a e 1E createSecret Z e SR E L
VPC M4 ACL AR HTTPS g,

BREZEER , 5K Amazon VPC RIF BRI ER M4 ACL £ HIE [ F MERE.
Lambda B#ERNE BT E , TERMITES

\

EXEZEER , 1§50 Amazon Lambda FF X A RIEEFWELE Lambda BIEUEIN,
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Secrets Manager VPC i RF AT E ST BENEZLHAADLEA VPC CIDR,

BEXEZER , 52 H (Amazon VPC AAFIERM) PHEALSHEF TR RE,
Secrets Manager VPC i R R B F /o 1F Lambda £/ VPC i Ko

BEXEZER , 52 the section called “VPC %5 ( Amazon PrivatelLink ) "o

ZRAEAXERAPRRER , BRAFPZ4H Amazon RDS &% , 3 H Lambda BT LA
RDS API,

NTBEAFUBHEM Amazon RS EENRRE AT K , Lambda 5B EER 1 A BRSS
i RUIRIBEEEEER . BINBWENBEEFERSEE VPC wR. AXESER , FSMH:

{Amazon RDS A #E/E) H# Amazon RDS API f# 0 VPC % S,
{Amazon Redshift EXEIER) FHEA VPC xS,

iR ‘RN ARFIHR KMS?

WMREET ClientError: An error occurred (AccessDeniedException) when
calling the GetSecretValue operation: Access to KMS is not allowed , M##E
BERERABAMBRAN KMS BiAKGZARE. NERBPIREETNNZBLTXREANRER
NS, BXFENRIEELR |, B3 the section called SEATEFEERBENERIED,

£i% : “Key is missing from secret JSON ( %48 JSON HERAD%R4R ) ”

Lambda 2B ERZAERASER JSON &1, MR IERIEIR | I JSON mJREfR DR IR
ZRX P RN ZH. EXEHZAXTMN JSON £HELE |, 1S the section called “Z4A#Y JSON

+
éq ”

o

#i® : “setSecret: Unable to log into database ( setSecret : TEEFEIEE )~
LA R A RE S BRUL 4R IR
RIREBT LR R BEE.

MRESHFEMEGEK , FIAET 5000 EF , M Lambda ¥ #R B AIRETTE BT W 4% 175 7] B 4iE
FEo

MRBIEES RS E VPC F 8 Amazon EC2 =4l Eiz1T , B Lambda BREELE R ER —
VPC Hiz1T, RERBRIEEAUNERSENERSEE. BXx<EZER , BSHEE VPC 17,
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E AR Lambda BEEIGRIBIEES RS |, SXMEERMNE Lambda BREBHN R LA LT SEHIEE
FES RS H HniEE, SEXMEREMIBIEERRFHRLAATRE Lambda IERE I 1T
ANUEERE,

ZEAPHEIEFIR,

MBESFFLERTEEE |, N Lambda RO LA EAZADNEIEHRTEHRIE, £H
Amazon CLI % FA Z4HAWSCURRENTFIAWSPREVIOUSIRAFMEEFHER , REZRget -
secret-value,

WIEFEMFEH scram-sha-256 INERL,

MR BIERE = Aurora PostgreSQL MrAs 13 EFIRA , HBEEMA scram-sha-256 IN&HH
B, BRERBERATIE scram-sha-256 B9 1ibpg MR 9 REE [HMRA | MFHR R T L IE#E
BIBEE,

BmEMLEHTEERF#H scram-sha-256 N

EHZFEE RDS for PostgreSQL 13 H#) SCRAM S K IiE PR EME A SCRAM HEBH
AP,

BEENEREBERABA 1ibpq WA

1. 7 Linux-based it&#lL , 7 Lambda #2%15 £ , SMEEHRRIDEH TREFZ. F zip
X BRERETERFZH,

2. EWHTL, EIEBRHPIET:

readelf -a libpqg.so.5 | grep RUNPATH
3. WRFBBFHSE PostgreSQL-9.4. x HEMET 10 BEERAE , MEREBTFXF

scram-sha-256,

A X scram-sha-256 MEKREHNE L

0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-9.4.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/lib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

¥ 3#F scram-sha-256 WEHREBNH L
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0x000000000000001d (RUNPATH) Library runpath: [/
local/p4clients/pkgbuild-alb2c/workspace/build/
PostgreSQL/PostgreSQL-10.x_client_only.123456.0/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/lib:/
local/p4clients/pkgbuild-alb2c/workspace/src/PostgreSQL/build/
private/install/lib]

Y 3## scram-sha-256 HWEHREBHNHEE

0x000000000000001d (RUNPATH) Library runpath: [/local/
p4clients/pkgbuild- alb2c /workspace/build/PostgreSQL/
PostgreSQL-14.x_client_only. 123456 .Q/AL2_x86_64/
DEV.STD.PTHREAD/build/private/tmp/brazil-path/build.libfarm/lib:/
local/p4clients/pkgbuild- alb2c /workspace/src/PostgreSQL/build/
private/install/lib]

%1 scram-sha-256 HE BRI

0x000000000000001d (RUNPATH) Library runpath: [/local/p4clients/
pkgbuild- alb2c/workspace/build/PostgreSQL/PostgreSQL-
14.x_client_only.123456.0/AL2_x86_64/DEV.STD.PTHREAD/build/
private/tmp/brazil- path/build.libfarm/lib:/local/p4clients/
pkgbuild- alb2c/workspace/src/PostgreSQL/build/private/install/
lib]

® Note

MREAE 2021 F£12 A 30 H2HRE T B ZHRHR , WRIREBHEYS 7T FXEF scram-
sha-256 MR EMA 1libpg. I T X#F scram-sha-256 , BEEEHMCIE BN E

BIEEFE SSL/TLS 1A EIX R,

MR

HMBEEEE SSL/TLS EH# , BRMEBEARMENERE , NIRRT EERIIHE

FE. EFF Amazon RDS ( Oracle #1 Db2 Er#\ ) 1 Amazon DocumentDB #5215 B BUR B 3h 55
ZE2EEFTRE (SSL) REREZT S MMM (TLS) RIEFZFBIEE (WRATAH ) . N, wA1EFER
RINFWEEE,
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® Note

WMREBE 2021 F£12 A 20 HZENRE T B RPR% , WRRDETERETAIENR
HAtE R SSL/TLS, EXFFEHMIERE SSL/TLS , BEEE #H oI E e B,

T8 TE SR BV B R B T B 2 B )

1. 7£ Secrets Manager ##I& # https://console.aws.amazon.com/
secretsmanager/ , sTFFRIIZ 4, £ Rotation configuration ( ¥R ELE )
B Lambda rotation function ( Lambda $#tE%k ) T , &~ EE Lambda
function ARN ( Lambda B{%¥k ARN ) , 40 , arn:aws:lambda:aws-
region:123456789012:function:SecretsManagerMyRotationFunction . TEMR
5l SecretsManagerMyRotationFunction ® , M\ ARN KEEHIEHAB .

2. 7 Amazon Lambda #Z#I& K “BEC T https://console.aws.amazon.com/lambda/ , &K

Lambda BEREB PR MG BIERAEA | £#F Enter , R/F1EFE Lambda B

3. HEER¥FMESERMES , £ Configuration ( ELiE ) M+ LK Tags (#5%) T, S48
aws:cloudformation:stack-name Eil H{E.,

4. £ Amazon CloudFormation 2| & #Y “#4%” T https://console.aws.amazon.com/

cloudformation , fHREEMMBIEREF , AFEFE Enter,

5. MERFIRFGHITHIRE , LEREREIE Lambda R EEA L, £ Created date ( 812 H
H ) 5h  EFHKNAIZBH, X2 Lambda BHBREKHNAIZ A,

Hix  “ToEH AE B lambda_function”

MREBZTHREHRAR Lambda Bk , BZEEEM Python 3.7 B3I AR FEHMRAH Python
B, MBI R, EfRILEIR | B LUF Lambda B8R A K E Python 3.7 , A5 the
section called “FF I & B HER B ERM Python 3.7 A4 E| Python 3.12°, ETHREZER , ESH
Amazon re:Post B#Y 1+ AFK K Secrets Manager Lambda B ¥4 # 5k MH I A B pg R
=2

R E e BB FA R E Python 3.12

Secrets Manager IEFE33E %] Python 3.12 B9 Lambda 2R E¥. EYIREIER Python 3.12 HIFi iR
W, MEERBRNIESENYEHEIR lambda Python IRAEREARE R, FRAUTIEAR
Python hRZ< R EE KB I,
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I B e ERBM Python 3.7 #4ZE Python 3.12

2022 & 11 Az el eI ZHE 2 5 EBEEA Python 3.7, &M F Python ¥ Amazon M F AT E
BT 2023 F 12 AFELX#E Python 3.7, BXEZER , BZARHT XTI EIH Amazon TERH
Python X FBEE#H. EYIREEA Python 3.12 WFTAEFRERE , AN A RERK PR INEITR
&S E RO hE R B B

B FEH Python 3.7 B9 Lambda 2B

1. &3k Amazon Web Services B2 & HF#TF Amazon Lambda #2&|& , Bk https:/
console.aws.amazon.com/lambda/,

2. TEE#IIFRF , ik SecretsManager,
3. EMEEMEHBIIRYP , BEETRRET , IR Python 3.7,

EAHLKZ Python 3.12 , FHITUTIRME

« I ERAEFHCIE R BEE Amazon CloudFormation

o &I 2 : EAEHNEREEENZEITEE Amazon CloudFormation
« JEIN 3 : 3¥F Amazon CDK A7 , A4 CDK FE

BRI 1 EREFRNEEFEEREE Amazon CloudFormation

HI&fFEH Secrets Manager 2% & FF B ¥ INBERT , Secrets Manager &£/ Amazon
CloudFormation I 4 EH'RIR , B#E Lambda B EE, MREERAEHAFERER K REFEH
Amazon CloudFormation #4% 6122 7 HE3: ZhEE , W AT SAfE A AHEIHY Amazon CloudFormation 34k B #
BB EEN BN RE HEBFERRIREN Python,

B O R R EA Amazon CloudFormation 4%

£ Lambda M IFAEETEMNEE RN £ L |, &EHFRE, &F aws:cloudformation:stack-id
Zi ARN,

HHRBMERBRATE ARN | I RBIFR R,

* ARN : arn:aws:cloudformation:aws-
region:123456789012:stack/SecretsManagerRDSMySQLRotationSingleUser5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMB0O8/79fc9050-2eef-11ed-
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- B . SecretsManagerRDSMySQLRotationSingleUsex5c2-
SecretRotationScheduleHostedRotationLambda

EHIERE I ( Amazon CloudFormation )
1. £ Amazon CloudFormation , I AME R , ARIEREBEERN,

MR BB VEE BRI ERE |, FRARRIRER , REEEEF.

2. HEMERRELHNESERT  EZRENAEFRESRTEE  RASEENRAEFRESRTRE
BIRT , RENREFRESRPRERE,

3. ERAEFRERT , MITUTERE
a. TEEMRMKBTE , £ SecretRotationScheduleHostedRotationlLambda # 34

"functionName": "SecretsManagerTestRotationRDS" WEERNFTNEKEBF ,
flan1E JSON F "functionName": "SecretsManagerTestRotationRDSupdated"

b. EREHENR,

c. TMEHEMEH Amazon CloudFormation JTiEHERH | EBRHEIAH KL H Amazon
CloudFormation,

4. HEE5ERK Amazon CloudFormation ##k TERE , AREIERIRER,

BRI 2 : FERAEHINE R IZ /TS E Amazon CloudFormation

LR {E A Secrets Manager 12§ & FF B HRIIEERT , Secrets Manager £ Amazon
CloudFormation 8| X EMRIR , BIE Lambda BIREEK., NREFEABEHETERHR , HEEH
Amazon CloudFormation 4% 812 7 iEdk B K , N AT A AMERER Amazon CloudFormation ¥R E
R T RERYIZ 1T BT AL

B IR HEE BRI Amazon CloudFormation 4k

« 1 Lambda REHFMAESENENEE R F L | &FEFRZL, BF aws:cloudformation:stack-id
ZH ARN,

HERBHERMATE ARN B, T BIFTR,

* ARN : arn:aws:cloudformation:aws-
region:123456789012:stack/SecretsManagerRDSMySQLRotationSingleUsex5c2-
SecretRotationScheduleHostedRotationLambda-3CUDHZMDMBO8/79fc9050-2eef-11ed-
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- B . SecretsManagerRDSMySQLRotationSingleUsex5c2-
SecretRotationScheduleHostedRotationLambda

FHRREBNIZTIRI RS ( Amazon CloudFormation )

1. £ Amazon CloudFormation , &M E Rk , RFEBREH,

MR BB VEE BRI ERE |, FRARRIRER , REEEEF.

2. HEMERRELHNESERT  EZRENAEFRESRTEE  RASEENRAEFRESRTRE
BIRT , RENREFRESRPRERE,

3. ENAREFRREEST , ITUTERE:
a. TE#EHR JSON # |, ¥ F SecretRotationScheduleHostedRotationLambda , 7
Properties THJ Parameters FJ% , /"t "runtime": "python3.12",
b. EEEFENR,

c. TEEFEA Amazon CloudFormation XHiEAES |, EFWIAF L FEH Amazon
CloudFormation,

4. HEE5E R Amazon CloudFormation ##k TERE , AEIERIER,

%I 3 : X F Amazon CDK AAF , #4¢ CDK [E

MREFEA v2.94.0 Amazon CDK Z BT ARA N ZARERIR , MBS AR E v2.94.0 HE SR
SREH Lambda ¥, BXREZEE |, i3 M Amazon Cloud Development Kit (Amazon CDK) v2 FF
RARIERE.

T REFEBM Python 3.9 HE ShRAH K E Python 3.12
EERML Lambda FERBEBEA IRMRARY Python

1. &3% Amazon Web Services EE12H| & HITFF Amazon Lambda #2§|& , Wik https://
console.aws.amazon.com/lambda/.

2. TEE#IIFKF , FiE SecretsManager,
3. EMEFMEHBIIEKP , £ BT T , EFRZEH Python fiR4Python 3.12,
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BREBH LB E

LB R FRIRE Lambda $# BB AT LAEE Secrets Manager ##/%&. Amazon Serverless
Application Repository B 253 Amazon CloudFormation #1728, SXLIFBRIEEE
B EE#TER &

BERBNBELN , FAUTEREZ —EHEN Lambda BB,
Amazon Secrets Manager console-deployed functions

BB Amazon Secrets Manager 12§ & ZBE#THY Lambda B3 , RN BT EFHEFHIIE
Lambda B kB Ro

FEHA LT ST, FA% Amazon Secrets Manager 3 &) & BB ThaE,

1. #TFF Secrets Manager #2#|& , it A https://console.aws.amazon.com/secretsmanager/o
2. 7 Amazon Secrets Manager 7 , i&E %4, EEFEEAFLEEHH Lambda B EA,
3. SMIRBETF , RAREERERLREEET,

4., HERBREHT , EEFECIEM Lambda B , R/5H Lambda HIRE B A — B o

a. (W& EMERE , BULNEEFHEHN Lambda RELARIAEEZTEZT, ERHE
W+, EFEVRIRZEA LS 3 M BRI,

b. (T ) BALLIE Amazon FEEEN R H EMZ TR Python AR
CloudWatch, BXEZELE , 2 HAmazon Lambda F A A RSP EE Lambda &
¥ H CloudWatch B,

5. REMMNRREIKE , L7 LINBERIBVERE K.

Amazon Serverless Application Repository deployments

LA RIS #2145 BF 204 4% Amazon Serverless Application Repository 288, @I ZEH Lambda &
¥ Amazon Serverless Application Repository B —M&HE , This function belongs to an
application. Click here to manage it.HPIEIEEZEIKFERN Lambda MNAREFH
aEE,

/A Important

Amazon Serverless Application Repository A Fi#£ Amazon Web Services X 13 #1857 M
Eo
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F LT IR EH Amazon Serverless Application Repository 2 28 E 8 B,

1. 3TH Amazon Lambda ##|& , Bt Hhttps://console.aws.amazon.com/lambda/
2. SMBEFEEFEHH Lambda MW E BET+,

E#H EEEBH Amazon Serverless Application Repository AR , BEELTEXE
WEBNES., BALE Lambda 34| A PR IIXEE S,
« Lambda NAREFHER

o (EFAMEIEFHSEZETKRE Lambda B ARFHER. fla , BIgFBAUT

serverlessrepo-SecretsManagerRedshiftRotationSingleUser, TEAR
5l | BFH SecretsManagerRedshiftRotationSingleUser,

« Lambda HREHE
« Secrets Manager U=

« ZimKR/ALESD L SECRETS_MANAGER_ENDPOINT ZE£RYEL E MIFE T 2 %L
FTHE,

3. EHL Python , BMEFH LIRS BN ARFNIE LA, ESH Amazon Serverless
Application Repository FF X A RIEF P EF N AEFo

Custom Lambda rotation functions

MREGET BENX Lambda BBREHK , WEEARXLERBNFNMSRBIANZTHR, BXES
F8 , FZ MR/ Lambda BEE 1T AR BRI RE,

Amazon::SecretsManager-2024-09-16 transform macro

MRBET MR ERE Lambda E# , M EA N EEREFHER/ AV EEAEHEH Lambda &7
B,

FERAUTSRERANBEMREH Amazon CloudFormation #4% .

1. #TFF Amazon CloudFormation ##|#& , Pk https://console.aws.amazon.com/
cloudformation,

2. HEHMUEL , EEREFHAMERL,
3. HEHKRFMAEEERL , EEEN.
4. HERBEREHMGEF , RFREEER
5. HEFRERTEL , EREANEER,
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6. FNArEEMETRENRINME , REEFERMER.

MRIBEEFHERFHIBR R |, &35 Amazon CloudFormation B P 185 F R T E AR SR R
A

Amazon::SecretsManager-2020-07-23 transform macro

MREIEFEAEF Amazon: :SecretsManager-2020-07-23 , BNBIE T BRI H
HEBRRAE, BXEZELR | 55 Amazon Z2E % SecretsManager-2024-09-165

f9 Y 483858 R Amazon Secrets Manager 3 #: Amazon::io o o MRELEEER
Amazon::SecretsManager-2020-07-23 , N AR IBEZ1TRIARAS Lambda B EBHE 4
FEBKEIR. BXEZEL , 28 (Amazon CloudFormation ##t2#) RotationSchedule
HostedRotationLambda™ ¥y Amazon SecretsManager::::,

RS EHHERFER|EA |, {52 Amazon CloudFormation AP 8PN EHERHEN R
558

I F Python F+4%

ERIE Python AEKER , EFTFF Lambda ##|& (https://console.aws.amazon.com/lambda/) i1
BB E. EFREEFNEE, ERBERS T , EEEXFETENXH , HHER Python .so X #
RRRA 3.12,

Amazon Lambda #Z % #aPutSecretValue ki

IR IRIE Secrets Manager FEARAAGHEKF R , HEEHR LI T —1 CloudTrail # & LA
T8 B RotationFailed® =4 : LAMBDA_ARN.Lambda K82 Secret IS Z4ASECRET_ARN kR
ARVERSION_ID BBREENREHERREE , MFEEEH Lambda BE T BEEFAAWSPENDINGIZ S
., RotationToken

E ¥ Lambda ##EELLEFE RotationToken
1. T # Lambda B

 3TFF Lambda & &

ESMERP , EREK

HIT BB FRIEREMN Lambda B4R EEK

ETHD , &FHHBARI zip, Amazon SAM X4, HEHH — Pk
EREENZRBRTFERITEN L,
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2. Y"% Lambda_handler

EBIKF IR create_secret T BB HF rotation_token S :

def lambda_handler(event, context):
"""Secrets Manager Rotation Template

This is a template for creating an AWS Secrets Manager rotation lambda

Args:
event (dict): Lambda dictionary of event parameters. These keys must
include the following:
- SecretId: The secret ARN or identifier
- ClientRequestToken: The ClientRequestToken of the secret version
- Step: The rotation step (one of createSecret, setSecret, testSecret,

or finishSecret)
- RotationToken: the rotation token to put as parameter for

PutSecretValue call

context (LambdaContext): The Lambda runtime information

Raises:
ResourceNotFoundException: If the secret with the specified arn and stage

does not exist
ValueError: If the secret is not properly configured for rotation

KeyError: If the event parameters do not contain the expected keys

arn = event['SecretId']

token = event['ClientRequestToken']
step = event['Step']

# Add the rotation token

rotation_token = event['RotationToken']

# Setup the client
service_client = boto3.client('secretsmanager’,
endpoint_url=os.environ['SECRETS_MANAGER_ENDPOINT'])

# Make sure the version is staged correctly
metadata = service_client.describe_secret(SecretId=arn)
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if not metadata['RotationEnabled']:
logger.error("Secret %s is not enabled for rotation" % arn)
raise ValueError("Secret %s is not enabled for rotation" % arn)
versions = metadatal'VersionIdsToStages']
if token not in versions:
logger.error("Secret version %s has no stage for rotation of secret %s." %
(token, arn))
raise ValueError("Secret version %s has no stage for rotation of secret
%s." % (token, arn))
if "AWSCURRENT" in versions[token]:
logger.info("Secret version %s already set as AWSCURRENT for secret %s." %
(token, arn))
return
elif "AWSPENDING" not in versions[token]:
logger.error("Secret version %s not set as AWSPENDING for rotation of
secret %s." % (token, arn))
raise ValueError("Secret version %s not set as AWSPENDING for rotation of
secret %s." % (token, arn))
# Use rotation_token
if step == '"createSecret":
create_secret(service_client, arn, token, rotation_token)

elif step == "setSecret":
set_secret(service_client, arn, token)

elif step == "testSecret":
test_secret(service_client, arn, token)

elif step == "finishSecret":
finish_secret(service_client, arn, token)

else:

raise ValueError("Invalid step parameter")

3. Yw%E create_secret %3
1] create_secret RELAEZ HFEM rotation_token 3%k :
# Add rotation_token to the function

def create_secret(service_client, arn, token, rotation_token):
"""Create the secret
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4.

This method first checks for the existence of a secret for the passed in token. If
one does not exist, it will generate a
new secret and put it with the passed in token.

Args:
service_client (client): The secrets manager service client

arn (string): The secret ARN or other identifier
token (string): The ClientRequestToken associated with the secret version

rotation_token (string): the rotation token to put as parameter for PutSecretValue
call

Raises:
ResourceNotFoundException: If the secret with the specified arn and stage does not
exist

# Make sure the current secret exists
service_client.get_secret_value(SecretId=arn, VersionStage="AWSCURRENT")

# Now try to get the secret version, if that fails, put a new secret

try:

service_client.get_secret_value(SecretId=arn, VersionId=token,
VersionStage="AWSPENDING")

logger.info("createSecret: Successfully retrieved secret for %s." % arn)

except service_client.exceptions.ResourceNotFoundException:

# Get exclude characters from environment variable

exclude_characters = os.environ['EXCLUDE_CHARACTERS'] if 'EXCLUDE_CHARACTERS' in
os.environ else '/@"\'\\'

# Generate a random password

passwd = service_client.get_random_password(ExcludeCharacters=exclude_characters)

# Put the secret, using rotation_token
service_client.put_secret_value(SecretId=arn, ClientRequestToken=token,
SecretString=passwd[ 'RandomPassword'], VersionStages=['AWSPENDING'],
RotationToken=rotation_token)

logger.info("createSecret: Successfully put secret for ARN %s and version %s." %
(arn, token))

EHCEEHM Lambda BB L

RIRFBHE
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EFHIEHW Lambda AR | FHE EELRERESR,

BiR © “<arn>TE<a rotation>FFHINIT lambda B HEE"

WMRIEH Lambda RBIEIE T ESERFR R , HIINTE CreateSecret H SetSecret Z [ , MLATIRIER]
BB RARRHE N ZRBEAEEHLRET X,

FRRABHES R

/A Warning

BT Lambda REHHITEETE , FHMENHEASHIZENEKT 10 WETELXSET R,
BXEZEL |, H2  Amazon Lambda Amazon Lambda FF X A RIERE) H8 T fETE H
EHNMEH %

1. KREHIFE Lambda HKIZE :

« B®F reserved_concurrent_executions &RIRE XK (#la0 1)
- MEFEATMEHKR , BREEEDRERN 10
- ZRFEAFMEHRURBEANREMS

2. NTMEHK :

- FEEXNREMBEEH LS (B0, 7£ Terraform # )
- MREXTRELSH , BEAZELDLH 10 WE.
- 2ENHUBRMEEEATENERRO),
3. MEmMARMNL
« BAATARTERER AKX =(BUFEERY ) * ( U HBUNFHBERSEENE ). B
XEZER  BEAGEMEH A,
- MEHICFRBRGANE , UBEELNHRRE.
- BEERERAKRE. NRREEBHATARTLE , ENTHELSBTR.

BXREE Lambda #XNEZER , BERATRARERPHEENE A A MEEMEEH X

Amazon Lambda
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iRt X

Secrets Manager 2 ERiF BN RN B NZRITREHRENZH, B El‘l‘ﬁ'ﬁﬂﬂﬁﬁ EEHA cron()
o rate() FTRIAN AR BT ERIFLERT B, Secrets Manager FERIRIT RN BRI R, BAUERE—
NIRRT ER N /A R R — IR B4R

EEFHEQE& 'lﬁ/ Iiﬂ

« the section called “1E &5 #”
« the section called ‘B3R HIEEZRR (BFHE )
« the section called “Bai 3 IEBIREZRR (12FHE )

Secrets Manager ®2#t it XA UTC BF X,

et ER

Secrets Manager 3R R ST ERFE L, HEEERRZAN |, ATSLURERERAE |, Secrets
Manager 273 B AN E 8T E 2R IRENZ4R,

Secrets Manager ¥R &R IR/NINFFIR. XN TFEA rate() REX ( AXF R ) HEIRITR
RRNBMNFEIFH. BALUEA cron() REXNRERLRATERVIFHRINEL, BXTRH, FSH the

section called “Cron RiER",

AMIANBERT |, X TR DITENERITY , BRERE—/DIEXA ; FTRXITENRRITY |, 2%
B ERTE — REERATK A,

EEWRHRNEBNKE | BiRENRIFERE, BALUNERNRIRENERE —/Mt, ZRBRFHERTE
EEHBET — PR, #RA3EN , TN EVNHRRITR , FRIARRNER/NTFRETRIRZ
BIRY /DA, XN TFUARANBEMHRERITR |, FEIARGE/DEN L REFLER BN TFHETF 24 /e,
Rate RiE

Secrets Manager BERRFIXFKAUTHER , HbValue N EEFKhour , UnitA LAZhoursday., .
Hdays :

rate(Value Unit)

BRI EI/NRRR—IXEH, RRRBRERHN 999 X, =6

BRIt R 220



Amazon Secrets Manager

RAriEmE

« rate(4 hours) EREZFREM/PRFIR—IR,
- rate(l day) EREZHATRER IR,
« rate(10 days) EREZRAE 10 REHR—IX,

Cron RiA T

Secrets Manager cron RIAXEBLUTHE :

cron(Minutes Hours Day-of-month Month Day-of-week Year)

SE/NTIEEMN cron REXNBRHELEE, B0, cron(0 4/12 * * ? *) RRER 400, TF

4:00 , RERFEZXRER 4:00, TF 4:00, Secrets Manager ##iTXIfEMA UTC B X,

At %)
BN —IR , NFRITHR,
B/ —IR , NF L 8:00 FFHA.

Bt+/et—iR , NiER 2:00 FF 45,

RHREEREM 2:00, 12:00 # 22:00 FF i

EE =X 2:00. 12:00 F 22:00 #17-
#XLEHF 10:00,

BEHATH 6:00,

BA% 1 XLF 8:00,
B=NAE-1EHHER 1:00,
BAZRE—XTH 5:000
ER—INEHHEEF 8:00,

A% 1 XFE 15 XTF 4:00,
BRAE—1MEHMBEFR,

Ria

Expression
cron(@ /8 * * ? *)
cron(@ 8/8 * * ? *)

cron(@ 2/10 * * ? *)

cron(@ 10 * * ? *)
cron(@ 18 ? * SAT *)
cron(@ 8 1 * ? *)
cron(@ 1 ? 1/3 SUN#1 *)
cron(@ 17 L * ? *)
cron(@® 8 ? * MON-FRI *)
cron(@ 16 1,15 * ? *)

cron(@ @ ? * SUN#1 *)

Cron FRiE=
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AN e Expression

MN—BBFH, B 11 MNANE—NER—MBF cron(0 0 ? 1/11 2#1 *)
R

Secrets Manager F#J Cron &RIAFXER
Secrets Manager X U1 F cron Fi5RMIMEH — Bl Secrets Manager #) cron FiA 86

FERUIIEE 0, BN Secrets Manager RN R EEB IR, HFHFERMUIUEE * |, ER Secrets
Manager AR —F A LWERITR], TRERT AT AERARIED,

FE =] B A~F
Minutes YR 0 7
NS 0-23 R/ ( ERMT ) I5E8E, 4l

m, 2/10 EMREMNER 2:00
FaE 10 Mt —IR, EBRLE
P/ e AR — IR B R

Day-of-month 1-31 £/, (25 ) 2 eHME, HI
W, 1,15 HEHEAMNE1RX
M 15 Ko

5 - (B ) BETE. #l
w,1-15 RIHEANE1 X
3% 15 K,

A (ES) B2 RFERPH
FiEE. flm, ~ RTHEAW
g_fo

?2(\5 ) BERFATEE—
HE—N BFEEER— cron
FIAXH N Day-of-month
F Day-of-week FEX[ER
BEE, MREBEEP—IF
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FE =1 BEARF

BFEETHE , WSAES—
NEZERHRER?2 (EF ),

£/ ( ERHL ) EERE,
plan , 1/2 RRME 1 RXFT4A
BAX—IX , BAEHR |, 5 1
R, B3XR, B5XK, IR
#o

A LEESANERE—Xo.

5/ DAYL B EZBAHRE—
Nen B BHA, a0 , SUNL &
THEANERE—INEHB,

B 1-12 % JAN-DEC A, (25 ) 3sHME, 4
W, JAN,APR,JUL,OCT =X
~—A, MA. EtA#Mt+A,

£/ - (BR% ) EEsEE. #l
wm,1-3RF—FNE 1A
EEI3NMA

A (25 ) @8k FRYF
WrEE. flm, * R8N
ﬁo

£/ / ( ERFL ) EERE,
i, 1/3 REB=1A—
R, NE1NRTTEE , BISE
1. 4, 7TH 10 M A,
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FE

Day-of-week

Year

(=}

1-7 2 SUN-SAT

WIRE *

BEARF

FR#EEENMNARN—RANE
HA 1L, a0 , TUE#3 RRZA
HNE=ANEH=,

£/, (25 ) 22 HftbE, F
W, 1,4 RE—ANE-RM
%%0

/- (EXE ) BEEBE, 4
wm,1-4 R—FBEWNE1XE
L4 K,

A (ES) IeRFERPH
FREE. fit, * RE—AN
ﬁ_%o

?2(\5) BEFATEE -
®BE—P. BEZEER— cron
FIERXAF R Day-of-month
M Day-of-week ZFEREAT
EEE, MBEREEP—AF
BYPEETE, USNES—
NFEPFERA? (BT ),

A/ (ERHL ) EEEE, f
wm,1/2 R —ANER-—X
, NE—RF i |, BIZE 1 X,
B3R, BEERMET X,

£/ L i E—Bi&E—X.

I

Cron FRiE=
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3 B5#: Amazon Secrets Manager 4R

BREXKRECRE TRRNZH, EREFRSCRENRR , BERFESHEFEHAHB T RIS E
Rotation configuration ( ##ELE ) E82, R Rotation status ( 2 ¥IRZ ) 73 Enabled (B ) , M
FHRENRIR, MRTE , FZRARGR BH,

B ARG (245 )
$TFF Secrets Manager #£#|& , Mt R https://console.aws.amazon.com/secretsmanager/o
ERIEN R,

1
2.
3. HEHRAGENEL A HREEETS , ERUEREN.
4. HERRBAXFESD , EREHR,

Amazon CLI

Example 3 BN % # %47

AR rotate-secret RBIRF BN FFta5Hr, BRAMXTMEE BRI,

$ aws secretsmanager rotate-secret \
--secret-id MyTestSecret

ERARERNEZHA

BT LAE A Amazon Config SR EEBHNZL , LEBCIRERBENIMER TR, B LUER
Amazon Config N E XY ZHRNHLZEMEAMER, AFE Amazon Config FJBURBI R EFE IR
MR, BETTURENZATHE. RREE. ATEHAMNEN KMS F4. Lambda FIREHUA
R EZRAXRBKWRSEHRITHER,

MREEH LB EZ Amazon Web Services Ik #4540 , MRS ZEEMESAMELEIE. Amazon
Web Services X1} BXEZE LR , ESFMulti-account Multi-Region #IER &

TN EARBERRHR

1. BEMEMAmazon Config SN FEFR PRV AR ITIRE , AMATHANRRITIER

« secretsmanager-rotation-enabled-check — R&ERE N 1FMTE Secrets Manager HHY
FEAME T IR,
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https://docs.amazonaws.cn/config/latest/developerguide/aggregate-data.html
https://docs.amazonaws.cn/config/latest/developerguide/evaluating-your-resources.html
https://docs.amazonaws.cn/config/latest/developerguide/secretsmanager-rotation-enabled-check.html

Amazon Secrets Manager ArfEm

+ secretsmanager-scheduled-rotation-success-check— K2 EXBRIINEHRERE
BENRRIMERN, RENZREMENERX,
« secretsmanager-secret-periodic-rotation —REREECERENKEARLIRTH
£,
2. ("% ) B E Amazon Config N EZATEMBHNE, BXEZEELR |, i5S 1 Amazon Config
KI3EZE Amazon SNS EFRYEH,

£ Secrets Manager FEUE B3 # i
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https://console.amazonaws.cn/secretsmanager/
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Secret name: ServicelID!MySecret
Secret ARN : arn:aws:us-east-1:ServiceID!MySecret-alb2c3

EERHAMNRSH ID

* appflow - the section called “Amazon AppFlow”

* databrew - the section called “Amazon Glue DataBrew”

* datasync - the section called “Amazon DataSync”

 directconnect - the section called “Amazon Direct Connect”

* ecs-sc - the section called “Amazon Elastic Container Service”

* events - the section called “Amazon EventBridge”

* marketplace-deployment - the section called “Amazon Web Services Marketplace”

* opsworks-cm - the section called “Amazon OpsWorks for Chef Automate”

+ pcs - the section called “Amazon H1T1TERE”

* rds - the section called “Amazon RDS”

* redshift - the section called “Amazon Redshift”

» sqlworkbench - the section called “Amazon Redshift Zif) R85 v2

BERMEM Amazon RS EENEY , HEHERTERY.

227



Amazon Secrets Manager ArfEm

Amazon Web Services RS BBLE{FE A Amazon Secrets Manager #
Y

RENVE X LT84 Amazon Web Services kS M{i1 5 Secrets Manager S EIE B
« Bn{a Amazon App Runner £ Amazon Secrets Manager

« Amazon App2Container #1{A £ Amazon Secrets Manager

 404A Amazon AppConfig £ Amazon Secrets Manager
o I 5% 404a] AppFlow £ Amazon Secrets Manager

* 10{A Amazon AppSync £/ Amazon Secrets Manager
« T 5i# Athena = 3047 Y Amazon Secrets Manager
« M5 Aurora s 01A £ F# Amazon Secrets Manager
 404A Amazon CodeBuild £/ Amazon Secrets Manager
« Firehose #1fAIf5E AU 5 # 33 Amazon Secrets Manager
« 40fa Amazon DataSync £/ Amazon Secrets Manager
5@ in{a] DataZone 8/ Amazon Secrets Manager

 404a Amazon Direct Connect £ Amazon Secrets Manager

« n{a Amazon Directory Service £ Amazon Secrets Manager
« 5% DocumentDB ( 3% MongoDB ) 2 #1fAf£ FA# Amazon Secrets Manager

%049 Amazon Elastic Beanstalk £ Amazon Secrets Manager

« Amazon MR EMEKRMEA S X Amazon Secrets Manager

» Amazon Elastic Container Service

+ W 5# a04A ElastiCache £/ Amazon Secrets Manager

 404a AWS Elemental Live £ Amazon Secrets Manager

3047 AWS Elemental MediaConnect £ F§ Amazon Secrets Manager
 40fa AWS Elemental MediaConvert £ Amazon Secrets Manager
- 40fa AWS Elemental MediaLive £ /8 Amazon Secrets Manager

* fn{a AWS Elemental MediaPackage £ Amazon Secrets Manager
+ 304a AWS Elemental MediaTailor f#8 ) Amazon Secrets Manager

« Amazon EMR %Al £ Secrets Manager

« 504 EventBridge £/ Amazon Secrets Manager

EAZAN RS 228



Amazon Secrets Manager ArfEm

« W 5# FSx fAIfE A HL# Amazon Secrets Manager

4047 Amazon Glue DataBrew £ F§ Amazon Secrets Manager

+ Amazon Glue Studio #i{AIf£ A Amazon Secrets Manager

- Bn{a Amazon loT SiteWise f£/H Amazon Secrets Manager
o W 5# Kendra 2RI A K Amazon Secrets Manager
» I 5% Kinesis Video Streams 2 #1{A £ FA B Amazon Secrets Manager

« Bn{a Amazon Launch Wizard f£/ Amazon Secrets Manager
« W53k Lookout for Metrics = 1A A #Y Amazon Secrets Manager
- L5#EE Grafana EAIEAK Amazon Secrets Manager

+ 3048 Amazon Managed Services £/ Amazon Secrets Manager
« JEF T Apache W D3 FE & F R4k Kafka BY/E 5 = Amazon Secrets Manager
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https://docs.amazonaws.cn/apprunner/latest/dg/env-variable.html
https://docs.amazonaws.cn/apprunner/latest/dg/env-variable-manage.html
https://docs.amazonaws.cn/app2container/latest/UserGuide/manage-secrets.html
https://docs.amazonaws.cn/app2container/latest/UserGuide/manage-secrets.html
https://docs.amazonaws.cn/appconfig/latest/userguide/appconfig-creating-configuration-and-profile.html#appconfig-creating-configuration-and-profile-free-form-configurations
https://docs.amazonaws.cn/appconfig/latest/userguide/appconfig-security.html#appconfig-security-secrets-manager-key-rotation
https://docs.amazonaws.cn/appflow/latest/userguide/data-protection.html#encryption-rest
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https://docs.amazonaws.cn/appsync/latest/devguide/tutorial-rds-resolvers.html
https://docs.amazonaws.cn/athena/latest/ug/connect-to-a-data-source.html
https://docs.amazonaws.cn/athena/latest/ug/connect-to-a-data-source.html
https://docs.amazonaws.cn//AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.amazonaws.cn//AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/data-api.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/query-editor.html
https://docs.amazonaws.cn/codebuild/latest/userguide/sample-private-registry.html
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https://docs.amazonaws.cn/firehose/latest/dev/using-secrets-manager.html
https://docs.amazonaws.cn/firehose/latest/dev/using-secrets-manager.html
https://docs.amazonaws.cn/datasync/latest/userguide/location-credentials.html
https://docs.amazonaws.cn/datazone/latest/userguide/create-redshift-data-source-new-glue-connection-username.html
https://docs.amazonaws.cn/datazone/latest/userguide/create-redshift-data-source-new-glue-connection-username.html
https://docs.amazonaws.cn/directconnect/latest/UserGuide/associate-key-lag.html
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/seamlessly_join_linux_instance.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ad_connector_seamlessly_join_linux_instance.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/simple_ad_seamlessly_join_linux_instance.html
https://docs.amazonaws.cn/documentdb/latest/developerguide/docdb-secrets-manager.html
https://docs.amazonaws.cn/documentdb/latest/developerguide/docdb-secrets-manager.html
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/single-container-docker-configuration.html
https://docs.amazonaws.cn/AmazonECR/latest/userguide/pull-through-cache-creating-rule.html
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- BIRARFUAREEARRRED

- BEIRETERREDR

- REAFIEXRRENEY

Amazon ECS X137 8589 FSx for Windows File Server &, Amazon ECS B 7 7E Secrets

Manager Z4 R HIEIE , A T80 A Active Directory FFff 0 FSx for Windows File Server X% 4,
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Container Service FF R AR 1EF) FHIZF#F Service Connect B TLS,

NI 5%k 404e] ElastiCache £ A Amazon Secrets Manager

f£# , ElastiCache & LA & Role-Based 17132 #| (RBAC) HITHRERRIFEE, BRI LUNIX
LE4EIF 745 7E Secrets Manager 1, Secrets Manager 7 Xk R REAIR B HER, AXEZE
B , HZH Amazon AFEEHH B3R ElastiCache A #3,

1" AWS Elemental Live £/ Amazon Secrets Manager

AWS Elemental Live & —TUKESMUSRARSS , BILLEN I AR SA4E e 2 Stath o

AWS Elemental Live fEF#1% ARN M Secrets Manager 3REVE & N Z % 4AR %40, Elemental Live
fEAMIM encrypt/decrypt W ZE4R. BEXREZEL , 521 Elemental Live AFIEEF M AWS
Elemental Live EIfY X 371217 8F MediaConnect #) TR,

Amazon Elastic Container Service 234


https://docs.amazonaws.cn/AmazonECS/latest/developerguide/specifying-sensitive-data-tutorial.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/secrets-app-secrets-manager.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/secrets-envvar-secrets-manager.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/secrets-logconfig.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/tutorial-wfsx-volumes.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/wfsx-volumes.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/private-auth.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/private-auth.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/service-connect-tls.html
https://docs.amazonaws.cn/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
https://docs.amazonaws.cn/elemental-live/latest/ug/setting-up-live-as-contribution-encoder-for-mediaconnect-how-it-works-at-runtime.html
https://docs.amazonaws.cn/elemental-live/latest/ug/setting-up-live-as-contribution-encoder-for-mediaconnect-how-it-works-at-runtime.html

Amazon Secrets Manager ArfEm

Al AWS Elemental MediaConnect £ Amazon Secrets Manager

AWS Elemental MediaConnect 2 —TRS , £/ FB L AMEMALR AR HE I IR FitiE
BOTBEAESP | Amazon Web Services = HHE D X BN EPHINEBHNZNE B, Amazon Web
Services &=

BAIERABRSEANERRF IR, MEMRN , FHFINERL 74T Amazon Secrets Manager
F, BXEZELR , H5H (AWS Elemental MediaConnect i F#5R) F# Static key encryption in
AWS Elemental MediaConnect,

un{al AWS Elemental MediaConvert £ Amazon Secrets Manager

AWS Elemental MediaConvert & —fE F X4 ERS , I RETAAKEREEENANE
FIEEMEATHEETT BNMMLE, MediaConvert 2 A E KB ITHRD , R LUEH
Secrets Manager RE#IRNYIERI. BXEZELR , ESH (AFEE) B “FHAKantarfE AWS
Elemental MediaConvert i i #7775 0 & 571 7K ED”AWS Elemental MediaConvert

A AWS Elemental MediaLive £ Amazon Secrets Manager

AWS Elemental MediaLive & —BISERARS , AILER T BAREAE RO EER B EH, 0
RIEWALRERTH AWS Elemental MediaLive 89 AWS Elemental Link 18 % AWS Elemental
MediaConnect , M| AMEPFBRBEHEERE. BXEZEE , HZH (MediaLive AFERE) #H1R
i& MediaLive 7 AT{E3E 1K,

Al AWS Elemental MediaPackage £ Amazon Secrets Manager

AWS Elemental MediaPackage = —H BBt 4T @M BI4EARSS , i=177E. Amazon Web Services ==
f& MediaPackageB , BB B HRIRZNABERAFME (CON) RESEZRL. I BMATEN
MR, BXREZELR |, i5SH (AWS Elemental MediaPackage A #8/) H#9 Secrets Manager
access for CDN authorization,

Al AWS Elemental MediaTailor £ Amazon Secrets Manager

AWS Elemental MediaTailor 22— Al§ B S@AMIMELERS , 2177 Amazon Web
Services ==.

MediaTailor 3% 31 {REYSKIRMLE# 1T Secrets Manager 5 RIS 508, &Y Secrets Manager 15
B hEEMIIE , MediaTailor £/ Secrets Manager Z4AX & B RRMBERFTEHRIE. BX
BEZEER , B5ZH (AWS Elemental MediaTailor AF /) HHELE Amazon Secrets Manager 7 [7]
THEERRIE,

AWS Elemental MediaConnect 235


https://docs.amazonaws.cn/mediaconnect/latest/ug/encryption-static-key.html
https://docs.amazonaws.cn/mediaconnect/latest/ug/encryption-static-key.html
https://docs.amazonaws.cn/mediaconvert/latest/ug/kantar-watermarking.html
https://docs.amazonaws.cn/mediaconvert/latest/ug/kantar-watermarking.html
https://docs.amazonaws.cn/medialive/latest/ug/device-iam-for-medialive.html
https://docs.amazonaws.cn/medialive/latest/ug/device-iam-for-medialive.html
https://docs.amazonaws.cn/mediapackage/latest/ug/setting-up-create-trust-rel-policy-cdn.html
https://docs.amazonaws.cn/mediapackage/latest/ug/setting-up-create-trust-rel-policy-cdn.html
https://docs.amazonaws.cn/mediatailor/latest/ug/channel-assembly-access-configuration-access-configuring.html
https://docs.amazonaws.cn/mediatailor/latest/ug/channel-assembly-access-configuration-access-configuring.html
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https://docs.amazonaws.cn/emr/latest/ReleaseGuide/storing-sensitive-data.html
https://docs.amazonaws.cn/emr/latest/ManagementGuide/emr-git-repo-add.html
https://docs.amazonaws.cn/emr/latest/EMR-Serverless-UserGuide/secrets-manager.html
https://docs.amazonaws.cn/emr/latest/EMR-Serverless-UserGuide/secrets-manager.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-api-destinations.html
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"consumerKey": "client ID",

"consumerSecret": '"client secret",

"baseUri": "https://domain.my.salesforce.com",
"appId": "app ID",

"consumerId": "consumer ID"

consumerKey

FRERE (EHREFEID ) £ OAuth 2.0 ZIEMEIEFRRFF, EALLEREM Salesforce Sh 3P
EFIENARFEES OAuth IRETRRFEAE R,

consumerSecret

HRERH , WMNEFRER  REERAERH-EEANLEED , HTHER OAuth 2.0 &F
iR UERIEHR T H ORI, RATAEREM Salesforce SAEB% il AREFEERR OAuth REFK
FHRENE,

baseUri

EAX URI 2RH Salesforce A48 F 5 Salesforce APl X B EARM i, XK BT REIH
N:https://domainName.my.salesforce.com.

appld

RBiFATER ID 2 H Salesforce ASPEFImM AR (ECA) WHRRAF, ZLALUEN A Salesforce
OAuth Usage i R kKR RIER . EXLTUFERFFHALENRTEFERFFR. LFEDI
FA Salesforce ¥ #2151 #Y external_client_app_identification,

consumerlD

SHEEE ID 288 Salesforce AEBEFimN AR (ECA) SHEBWIMRAF, B ABEN AR
Salesforce OAuth EiFRN AR ID iTEMRRRKERIER ., KFERIEMN R Salesforce #itts
M HEFRENRR,

NZETBEFTER
AT R##: Salesforce HHENFAFTEN THIEFER,

{

"apiVersion": "v65.0",

"adminSecretArn": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:SalesforceClientSecret"

Salesforce & %15 247
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}

apiVersion

Salesforce API W4~ 2 {RHY Salesforce 4A4R/Y APl B4, ZRARMZEAH v65.0, BHITFR
BAvXX. XEPXABRZZHFHER.

EIE R SecretArn

(Wi ) EERAZ ARN RZEPANL S FRER (ARN) , HPEE A TRk Salesforce &
FIinZANERE OAuth ifH, EEAFAZEINEFAEHNP IS HBRERHINERERAE.
XE—ANANEFER , MBEEH |, EFRHHAE , Secrets Manager & f tt 2248 &9 OAuth E1E M@
Salesforce # 1T & A H I,

ERRE

7 fi# Salesforce ZAN BT A EEERAFEHER —ZHPNERHTRER , tUERAEE A ZH
FEEREH TR, Amazon Secrets Manager & B] BAfE i CreateSecret i Fi R 8| 2R Z4H |, HH4H
BEEELRFE , B{AEKE R SalesforceClientSecret, T LAfE FRotateSecretfF IR BRI E B
HWRARAEEEEAKEFTE , N EHIFrR-NREEFRFEARD —FHRPNERHETRIR , WA UKL E
HSecretArn FE, b\ , B SFERotateSecretil A iR A® ARN |, IERESZFRIZIAFTE
HRBR. BXRNRFEERA , BFSRHZ £ FR,

NFIRZFERA—HFMWEL ( TRETEARHAD ) RHEEZHANEF |, 55 Y Amazon Secrets
Manager ZRESFREXRATEMHRN S RLUEEE A F4. 7ERotateSecreti AR A EZH
B, AT ERRIBEPRELEEZHAN ARN,

RRZEEE T Salesforce RENIES.

Big ID RI¥T k&

MEREFR

AR 2 Secrets Manager i AN BEMNFEL -

{
"hostname": "Host Name",
"refreshToken": "Refresh Token"

}

Big ID ¥ k& 248
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hostname

XREEEM BiglD RN ENRB, BLTMAKINTLRESS,
Rl b

£ BigiD #HAFBES ‘BB - “TREE - ““BAF - “£RTE - “RE ERH JWT AF
il 357 4 K
FRRE

B LAE A CreateSecretil AR QIR BN ES , HEAESE LRFER , BHKER
BigIDClientSecret, A LAf# FlRotateSecretfEILRiZ BRIRELE, BiESMIERotateSecret il A izt
A ARN , ZACORSEFRREAFMENNIR,. BXNREBNTRE , BSALEFNR. FE
B, HEFERENRRABEFRIUEZ,

Snowflake ZR4A X
WREFE

LA 2 Secrets Manager Z4Ah A ETENFER -

{
"account": "Your Account Identifier",
"usexr": "Your user name",
"privateKey": "Your private Key",
"publicKey": "Your public Key",
"passphrase": "Your Passphrase"

}

A

St Z4A3T B WA <BXH Snowflake FAF B, ST Snowflake FIFLLAF BB N ESZHAXN F
BEIE |, HFESTRNAIBAZAFHNARE,
Tk /=
1Y Snowflake MK FARIRAFA TEIIERE ., XA BMIRE Snowflake M1t
( .snowflakecomputing.com Z BIfIEB% ) FIREL
privateKey

AT 5 MR PEM #H RSA #43. BEGIN/END #Rid R ALY,

Snowflake Z4AXT 249
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N

SR RIE PEM XM AAX S, BEGINEND A2 R A% .
G E

(ALt ) WFREERATHZRNZNLANZD,

IZTHEFER

LLF & Snowflake MY TR FER -

{
"cryptographicAlgorithm": "Your Cryptographic algorithm",
"encryptPrivateKey": "True/False"
}
B EE

(k) XREATERBANEZE, BALUERE 3 ME L  RS256 |[RS384|RS512, LLFERAT
EFER , PTERYBRIAE ZH RS256,
%% PrivateKey

(g ) FRAATERERESEMEZERLA. MUABERT , BiREN false. MBEHL RN ERK
HYo

£ FRE

B LAfE A CreateSecret i AR QI BZENH4] , HEAEITS LRFE , BHAXE )

SnowflakeKeyPairAuthentication, B LAff FRotateSecretf YRk BRIRE B, ELIBEREEERF
RENZ TR FR, BESHERotateSecreti@AFIRHEAE® ARN |, ZACMH BRI R FRHLZAFT
EHNR. BANERBHRG , FSHALEHNR, FEE , LEERFNRRTBIEFER TS

go

Jlm mliy )

MongoDB Atlas BRS5Tk 7 ZiE
R ERER

LU 2 Secrets Manager ZAHF HNITENFE -

MongoDB Atlas 55 Ik F & iE 250
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{
"clientId": "service account OAuth client ID",
"clientSecret": "service account OAuth client secret",
"orgId": "Atlas Organization ID"

}

clientld

MongoDB Atlas RS MK~ OAuth & i ID. HHUA 24 NFRmdb_sa_id_M+R#EHEIFRFEFF
ko

BFHE

BT B H/BRIEM MongoDB Atlas BRIk OAuth B Fim# 4R,
OrglD

24 NFRFN T ARSI B EALIRR, BRI Atlas ARIREHRHBLER.

M2 T8 F B
LR 2 MongoDB Atlas RSk P B T BIEFE -

{

"adminSecretArn": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:MongoDBAtlasServiceAccount",
"apiVersion": "2025-03-12"
}

EIE R SecretArn

( Ak ) AT SR EREF (ARN) , HF @SR TRENRERS K- ZANEERS K, OAuth
H, EBERABANEZAEHEPEEclientIdfclientSecretE, MRER , REKS&E
A ECHWER#ITERRE,

apiVersion

( Wik ) Atlas BB & APl A yyyy-mm-ddi&=X B #, WEEAcceptir@HRERA
HFapplication/vnd.atlas.{apiVersion}+json., MEXREE , MBRIARN 2025-03-12,

MongoDB Atlas 55 Ik F & iE 251
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£ R

RMEZEFERMFHRIEEN, ZEERHRERX (BN ) T, RSKSE£RA B S NEREKEZMMBEREN
7, FERBRSIKSHEEEACHBRHANNR, 2EERAHPEREXT , FRFEES — N EHP
MEMEERRSKS T, HRFKSRZBREENRS , XRLEN,

B LAfE i CreateSecretil AR BIZ RN ZH |, HBAESE LRFE , ZHEER
MongoDBAtlasServiceAccount, A BAfEFRotateSecretfFIURKiE BRIREE, MREEZF BHEs: , N
AL BB itadminSecretArnF R, B4 TERotateSecretilAFRMEAE ARN |, IERSRF5
BREAMENNR, BXANERREBHRG , ESHL TR,

FNFERFEA—AEMPEL (FREEEARAP ) BRERHANEF , 7 Amazon Secrets
Manager @£ B2 A RE MK clientIdMclientSecret W BIEEE R %48, fERotateSecreti
RENRS K- 2R , BXRNERR TBTEPRMAEERHABN ARN,

R¥AE , WEFED Atlas Admin APl RS IK S G224 |, B L OAuth T ERIIERTZ
H, ERAREREENEZS  ABRERIERH,

MongoDB Atlas $¥#& & f
MEETFER

LR 2 Secrets Manager 24 4B EHFER :

{
"username": "database username",
"password": "database password",
"clusterUrl": "cluster hostname",
"databaseName": "authentication database",
"groupId": "Atlas Project ID"

}

username

MongoDB ¥ #EERAF & () SCRAM-authenticated#4Z#E MongoDB Atlas H it & itk i 7 F RE#E
SCRAM & 3%,

password

MongoDB Atlas #3E&E A F 1 H 51 &8,
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SRR

f5lan , MongoDB Atlas & H E#HlH. cluster0.abcl23.mongodb.netifEZ)‘@& mongodb
+srv:// BB, XA THERRERK I Z,

databaseName

GFHAFERNEMRIIEIEE, EFadninEAF SCRAM AP H$external. X.509/LDAP
groupld

24 NFRNTABEEEEDE ID (AR ARFEL ID) . RATERN Atlas TEREFKEIE,

M2 T e F R
LR 2 MongoDB Atlas (325 A F i T IR FE

{

"adminSecretArn": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:MongoDBAtlasServiceAccount",
"apiVersion": "2025-03-12"
}

&EIE R SecretArn

GEEEMAEKBIEEHEEERNRN Atlas RS MK OAuth &EiE ( R
MongoDBAtlasServiceAccount ) B Z £V L Db B IRE M (ARN), LEE R ZHA AT M Atlas B
R AP #1T B HRIEAEFHZB,

apiVersion

( Tk ) Atlas B 5 APl fRAEyyyy-mm-dd&=X B8, WEEAcceptinBHER
Fapplication/vnd.atlas.{apiVersion}+json, MEKIEE , MERIARN 2025-03-12,

EFRE

XFPERRRBFERANREN, EM Atlas EER AP #TEORIE , TEEFHRSE Atlas RS K
OAuth £#& (clientIdclientSecret, . serviceAccountId) WEB G H{, EEARANER
R A MongoDBAtlasServiceAccount,

B LAfE A CreateSecret AR AR LR , HEAEIT S LRFE , BAXE)
MongoDBAtlasDatabaseUser, A LA RotateSecretM IR ig BRRELE ., BMLMIER
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fradminSecretArn IR TEHIE, BE ST ERotateSecretif AR IEMHAE® ARN | ZAEBHRSEE
FRELZAFFENNR, BXNBEREH RO , 5% MR,

AT EERZANERE (MongoDBAtlasServiceAccount) 5B F %48 (MongoDBAtlasDatabaseUser)
E , HtEE AR A BEKRsecretsmanager:resource/Type F 2R FHNERE R ZHAMN
TR PR, B ABUE S R N BR E F 1% MongoDBAtlasServiceAccount X B Y8 A=} B E A BRI H
EEEE A E ARN RPERRMURRA BN EE R ZANIHRNR,

ERREE  BHREAERESE  HE Atas Admin APl RESKREERFNZE | AEITHSE
SR E S MongoDB EIERITHHID, #IE  ERBENE , CERNSARITRESHEHY
3 &8 5-10 DIEIEIEE,

AtE = API 24

WBRETER

LAF & Secrets Manager Z4Ah 4B EHFER -

{
"apiKey": "API Key ID",
"apiSecret": "API Secret",
"serviceAccountId": "Service Account ID",
"resourceld": "Resource ID",
"environmentId": "Environment ID"

}

apiKey

BT 5 #4%iER Confluent Cloud APl 2248 ID.

apiSecret

BT 5 #4%iER Confluent Cloud API 2748,

BR%% Accountld

Blan | it APl Z4AFTRRIRS K ZFE AR ID sa-abcl23, RRZBEFEHC N EBHNEHCIE
resourceld

(&) ATRE API ZHTBENRIR ID. XATLARZ Kafka H8F (Lkc-xxxxx), ksqlDB
£ (lksqlc-xxxxx), Z#EMEK (Lsrc-xxxxx), Flink X135 (. aws.us-

BE T APl B4R 254
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west-2, azure.centralus) ®. gcp.us-centrall TableflowX F=EREE API Z4 |
BEEREFER,

environmentld

( ®i% ) 620 Confluent ZIFE ID, env-abcdefE R EEETE N Z4ARER,

& T EF R

LA & Confluent Cloud AP Z4AM ST IR F ER -

{

"adminSecretArn": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:ConfluentCloudApiKey"
}

EIE R SecretArn

(Wi ) ZENTL SR EEREBRF (ARN) , EF IS TRELZHAWEE Confluent Cloud API 2
HAEIE, BER APl B4 E A CloudClusterAdmin = OrganizationAdmin B & 8E N RE k5
BIEMMBIER APl 240, WIRER K NEAAFZHAECHNER#HITERRR,

ERRE

EEZEFERIEN, EERRES (RIA) P, AFPRABCH apikey /AT 02 R BR 2=
ffapiSecret#y Confluent APl BA#TH MR, AP ZAMN AP ZEAXLTEFEB R
THEEHBCHRZSKSHNERH,. tEEAZRAERT , SEALMNEERRATH , Hba
SapiSecretEFEE AR apiKey/o

A LAfE fCreateSecreti@ AR A ENZ4A , HFABETE LRFER , BAKEN
ConfluentCloudApiKey, FJEAfEEFRotateSecretfFIlRIRERIREE, MREEFHLER , MATLERE
AlifadminSecretArnFE, EJFERotateSecretil A RIRMH AR ARN |, LA RS R FRIELZHAFT
FEHNR, BANBEREHNRG , F2HELE R,

FNFERZFFEA—HEMNERERERERREZHNEF , 157 Amazon Secrets Manager @2 & E
RapiKeyMapiSecretHoIEEE R %4, LRotateSecretf APl ARt | BAME IR THIE
I EEZA M ARN,

RHaHAE |, WBHFEFET Confluent Cloud API 73 B ¥RERSZ K F BIZFEY API 2247 , WiE#H &4 , /4
MEREHZH , AEHBRIBA APl 247,

BiE = API 4R 255
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Datadog AP| Z4A

MERETFER
LR 2 Secrets Manager Zi R 4B ERFE :

{
"apiKey": "32-character hex API key",

"apiKeyId": "API key UUID"
}

apiKey

L BIH Datadog APl A, —4 32 NFR T+ B F/FE , AT M Datadog IR IEFR. AEM
BRER,

api Keyld

AP| 48 9 —#RiR%F (UUID), B3 Datadog API SRA LR B F,

PZTHEFER

LA 2 Datadog APl Z4A THIRZE -

{

"adminSecretArn": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:DatadogAdminKey"
}

&I R SecretArn

TERATRIGNHZLHAMER Datadog FiE ( API BANNARFZL ) KEW
DatadogAdminKey #lZ# Amazon BIRE T (ARN). B AREFZAERE %M
H : api_keys_write , api_keys_delete,

£ FRE

WHRREANERZREY, B8R RPER DatadogAdminKey REXS Datadog Z4AEE AP i Bt
TERRIIFTEN APl BN N AEFZH.

Datadog API Z4A 256
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B LAfE i CreateSecretil AR BIZ RN Z4 |, HBAESE LRFE , ZHEER
DatadogApiKey. AJLAfEFRotateSecretfFILRiEBRIREE, EBAMEFRadminSecretArnH iR
MABE, BiEVIERotateSecreti@ AP RMAE ARN , ZACBRRSE FREBHAFMENNIR,
BRNRREHN RO, TERZ TR,

R | KR FES Datadog Z4AEE APl v2 BIEHHY AP 248 |, AR IFR S RIEH B4
T Z4AAFA RN AWSCURRENT , SA/EM Datadog FHIBRERAIZR4R ( RRFEIRIAH ) o XBETTLUR
BREXEES , BREEVNERIR,

Datadog N A% = % 4A
MEETER

LA 2 Secrets Manager Z4Ah A ETENFER -

{
"appKey": "Application key starting with ddapp_",
"appKeyId": "Application key UUID",
"serviceAccountId": "Service Account UUID"

}

AppKey

Rk 58 EH Datadog M ARFHHH. M ddapp_ 34 NFREFFARA L,
MARERF Keyld

N TR 2 4A B E—FRIREF (UUID),
BR55 Accountld

HBE LN AR FEHAMN Datadog FRSFIKF ID (UUID). RBERSIKSHENNBEFZHATUR
8

MR T EHEF R
LA 2 Datadog M AR ZHANTHIEFER

{

"adminSecretArn": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:DatadogAdminKey"
}

Datadog R i f2 7% 4R 257
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EIE R SecretArn
TERATRIGUZIAMNER Datadog EiE ( API ZEAFIR AREFZ ) KB M DatadogAdminKey
HZH Amazon RIRAM (ARN), EEAFRHAMVINEZNARFZHE TR — MRS K S,
FERARE

R FERANER R LN, B2 A HAERE DatadogAdminKey RIS HRITERE, EERAR
iserviceAccountId4MERF Z4AMH B serviceAccount IdF BERH LEBR FA R

A LAfE FCreateSecreti@ AR A EHNZ4 , HFABETE LRFER , BAXEN
DatadogApplicationKey, B LA i RotateSecretM IR BRIREE, BUMER
fradminSecretArnHRETHIE, Bk SHTERotateSecreti@ AR REAE ARN |, ZABHRKRSF K
FREFHAMENNR, BXANEREN RS , B2RLE TR,

RHE |, RHBF2RIELZANFENR , BT Datadog BRSIKF APl Q2NN ARFHA
WIEF & , REREA N AWSCURRENT , REHIBRIEZ4A.

P

Datadog &I A #4A

MEREFR

AR 2 Secrets Manager A 4B EMNFEL -
"adminApiKey": "32-character hex API key",
"adminApiKeyId": "API key UUID",
"adminAppKey": "Application key starting with ddapp_",
"adminAppKeyId": "Application key UUID",

"serviceAccountId": "Service Account UUID",
"site": "datadoghg.com"

EERA ApiKey

Datadog B i APl 4\ ( 32 NFERMNTAEHFRFER ) 6
EE R ApiKeyld

EE R APl Z4ARIE— KRR (UUID),

Datadog B i %4 258
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EERA AppKey

Datadog EEANAREFZEH. HAHKRSkSFE BSEE
A . api_keys_write, api_keys_delete., org_app_keys_read. org_app_keys_write, ser\

EER AppKeyld

B A NAREFZAN M —FRRRFF (UUID),

BR%% Accountld

REEE R NAREF AR Datadog ARSI ID (UUID).

site

&) Datadog MUk ( lan, datadoghq.comdatadoghqg.eu, us5.datadoghq.com) .

P2 T HEF B

AR 2 Datadog B f ZAM THIEFE

{

"adminSecretArn": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:DatadogAdminKey"
}

EIE R SecretArn

(% ) AT HORIEN EMERE R ZE4M Amazon FIREM (ARN). MRREM , WA RFE
RECHEEATESR (BRR ),

fEFRE

RARIRREF API ZANNARFZARNEHR. EXFARKR (L) | RAEAECHERE
kolgEin , IEEALMNEEABARTEE R HRKR,

B LAfE i CreateSecretil AR B2 RN ZH |, HBEAESE LRFE , ZHEER
DatadogAdminKey. B LAf#FRotateSecretfPILRig BRIREIE., MRBEZRBHER , NI AERETH
itadminSecretArnF R, B4 HMIERotateSecretil AT RMEAE ARN , LlIE RSB FRINZAFE
PR, BXNRREEN ~E , FHSHEL L MR,

Datadog B i %4 259
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R | ERFLRIEYE] API 247 |, QIEFN AP ZREMFHNNARFZS ( #RY %4
MIEASE )  BIERAFERS , FAFEEMBERIEZ | HEFHNZRAREIALE AWSCURRENT,

Snowflake 4w# 21/ 7] & h&
MEZEFR
LA & Secrets Manager Z4Ah AMETEMNFER -

{
"account": "Snowflake account identifier",
"user": "Snowflake username",
"privateKey": "PEM-encoded private key",

"passphrase": '"private key passphrase (optional)",
"patTokenName": "PAT name",
"patTokenValue": "PAT secret value"
}
K P

&1 Snowflake K FARIREF ( HlI0 , myorg-myaccount ) . X2FREY Snowflake M
it . snowflakecomputing.com® Z BIHIZB 5 6

AP

#58 PAT B9 Snowflake A&, WP SMEEZRBAXN SHRIE,
privateKey

PEM-encoded TN SR RN, BRBF2RH , ©HATX ROTATE PAT (e s 1TH
BIAE ( PAT TT3EB TR ) .

ZBEE

(AL ) MBRFLHANZE, MRLARME , WEFZE,

pat TokenName

ERBRNRETRTHENER. 45 Snowflake RV T B RRITE,

pat TokenValue

WRETRTHEZRAE, IREERNFR.

Snowflake 4mT2 1 ]k 260
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M2 TTEAE FER

LAT 2 Snowflake RGBT EN THIERE -

{
"daysToExpiry": "15",
"expireOldTokenAfterHours": "24"
}

X ToExpiry

( Wik ) RIERHEERY PAT B9 DAYS TO_EXPIRITY {8 (1—365). BRAME : 15, 45
Snowflake IR EMHTHE ., ATRIERHEMEXREELATHH TTL &,
ZIHA OldTokenAfterHours

(A ) BREE—NTEIEBRLANNE (0—720) o BRIAME @ 24, RERN 0 RRIBHHEILED
I,

ERRE
TR EAERRY, ZRALSBANEIE (ATHRRGSHTHORIE ) M PAT E (RREH

FiE) o

B O] LAE A CreateSecret i AR QI B AN 4 , HRAEITE LRFE , BEAXE R SnowflakePat,
A LAfE i RotateSecretM ISR IR BRIRELE., EETHEFERIUBZUEARINE, ESM
fERotateSecreti AR AE ARN , SARSFR FRIQFZAMENNIR. BXNREREN A , B
SHZE MR,

EREE  EREFBELZAT B HRIEERET Snowflake HFITALTER USER ... ROTATE
PATEH S , ZHTUEFARERT S  HERENRRBRNFEIRSEIH, RS, E3FHSEE
RBEHITERE | NEHRTRIE,

Z 2 NR

RENBNBARBEEECHEE=ZFTNRAEFKFNERARNR, Amazonfik , RIS EER &
RENFTIENTBENE =S NABRFHTRNN APIBA , IHTEREERMBI,

REMNSEIA EHM Secrets Manager ZARBERIGHEN T 2n ., BABERLASEN KMS Z4A#
TRAME , EEEIRPEA TLS #TNE, MHIENHRIET IAM REME T RIRNRKHTE

RETEARR 57
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#. ERAFEFRERANBENBAN , EREEHERAEH IAM KEN CMK SEXRM , SUiEHt
PRV RR AR AR Zh 2R

NT ERREFEIFIT , BAHE Secrets Manager RIEEEZAE G A ENR, XLEMNPR AT
BREAMNARKE , #Eﬂﬁaﬂﬁﬁﬂﬁﬂﬁ)ﬂlo FREANRRACEREIEHRLIRILE , HBNA Frieskig
=

LA LB AT SN F AT ERXERN EC2 Amazon B IP STEISRIES] IP A OZEBHNEEER, Lt IP
SEESIRAEESENR , RHItENEHRIF A ORI,

Amazon Secrets Manager & 12 7 £183d Secrets Manager £ A Q| EZ ARSI R EEEBERAFE
AU BRAY IAM SREEEY B SALIRRR A R, ZABHWNRRENENXBHENEREENKEE.

R R B Rl

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "AllowRotationAccess",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

1,

"Resource": "*",

"Effect": "Allow",

"Condition": {

"StringEquals": {
"secretsmanager:resource/Type": "SalesforceClientSecret"
}
}

"Sid": "AllowPasswordGenerationAccess",

"Action": [
"secretsmanager:GetRandomPassword"

1,

"Resource": "*",

"Effect": "Allow"
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}

JEE : secretsmanager: 7] Ay 4R B 5l Rresource/Type AIE SR SEUKFFHEKE,

FERBERG

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "SecretsManagerPrincipalAccess",
"Effect": "Allow",
"Principal": {
"Service": "secretsmanager.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
b
"ArnLike": {
"aws:SourceArn": "arn:aws:secretsmanager:us-east-1:111122223333:secret:*"
}
}
}
]

BT NNIE FX A THES R

HENZH 2T Amazon CloudTrail B & Amazon CloudWatch (Efri2 Mt ERVISIRIIEE, FRER
RESRICRER , BEREEEXRRY. MU RELIERBINEAERNFEAER,

RRIFERETNEILANILEACNRINAERETER, REXREXSHERFEENERRE
XEFZRARKSFBERAY , RNBRSHEEZHRAZARSERSFEANFESRERAENEH, &
bR R AT RER ML IEZFE, FIELHHSERFERSTAL. TERRRSBEHXEZBENHEIRL
B UsAREHRSTEMYE

&R LUEE Amazon YRR ERITR], BIIRMEUMIESR CloudWatch, ERILUER E4HFEE B ELE
], MRESRRAMFEFETZHRE,

N
w

Y AU HERR 6


https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-create-pattern.html

Amazon Secrets Manager ArfEm
TBRINEZ4H
BRI LR RN AN SENHZHATIREREN AR, X IJLUET UpdateSecretT BiFRT Ko

BUHRBRBIEETMRAESRZAENTHIE, IRECLNIXEFIARE T BENRLIRBIE |, NHARE
J&i¥ CancelRotateSecretif A BUHEC#R .

BR il A1 3E = E I

REASBNBFIZBFERSFD P TEPIRNIGRZR, SAXEELAEMIREILEREXNINE.

REEMANESENFES ZHREENNBEH. Amazon Secrets Managerfl ETESI%K , BSHEK
BENH. ZREERBE LFRRNMHE ? 1] L E Amazon Secrets Manager

MRIBREZEM Secrets Manager RS B2 AN EERHEEFFRSEMILRFZHE , WREZEH
B a2, R Secrets Manager A FI R ABEEMEHEFH S B S NEERY |, BENMHART
NEEEE=ANABRFHPERE, EETAEFEEFEILRS , VNEHZHEURBREFHNR
£ , A5 A RotateSecretAP| AR IF L AL Th
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£ #8122 Amazon Secrets Manager %47 Amazon
CloudFormation

BT LAE R CloudFormation #4RH#) AWS: :SecretsManager: :Secret®&JRE CloudFormation
&P OIEZS , MATREEZH,

ZE 7 Amazon RDS & Aurora t|2EE R 240 , BIEEM AWS: :RDS: :DBCluster HH
ManageMasterUserPassword. A/ , Amazon RDS NiEGIEZAHEERI, BXEZEE | iF
S RERIR,

¥ F Amazon Redshift ;1 Amazon DocumentDB i , i5 & 5 FF Secret Manager 4 R
ZHENEFR , AEFERAISSANZZERPIREAFBNEE , LAEFRKIEENEILE,

ETX , fEA AWS::SecretsManager: :SecretTargetAttachment ®FNEXRBIEE

I 4{E 2R INE Secrets Manager EERBRZANEH. Re , EEAERER , #FEH

AWS: :SecretsManager: :RotationSchedule BRHRBELIHLEIMITR] . BESFHUTRA

« {#F Amazon Redshift {Eiif Bl 2 334H
« {#F Amazon DocumentDB Eiif Bl 2 334

EFRRREMMBEHMWE , EEMA AWS: :SecretsManager: :ResourcePolicy &Ko

BxEAEERERMNESR Amazon CloudFormation , %2 € Amazon CloudFormation B #gEE) &
B “F I EMREM AR, BB LA Amazon Cloud Development Kit (Amazon CDK), BXEZ{E
B |, i35 ® Amazon Secrets Manager 2 fE,

& FH £12 Amazon Secrets Manager #4f Amazon CloudFormation

RSB E —/NE H CloudFormationCreatedSecret-alb2c3d4e5f6 4R, BIBERTH
) JSON , EF 388 — 1N 2 MNEFNEFE , ZEBERECEZHARERN.

"password": "EXAMPLE-PASSWORD",
"username": "saanvi"

R BIEHA LT CloudFormation &R :
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« AWS: :SecretsManager: :Secret

BXRERAMEERNEE Amazon CloudFormation , i52 5  Amazon CloudFormation AP 1ER)
B I EARERM AR,

JSON

{
"Resources": {
"CloudFormationCreatedSecret": {
"Type": "AWS::SecretsManager::Secret",
"Properties": {
"Description": "Simple secret created by Amazon CloudFormation.",
"GenerateSecretString": {
"SecretStringTemplate": "{\"username\": \'"saanvi\"}",
"GenerateStringKey": "password",
"PasswordLength": 32
}
}
}
}
}
YAML
Resources:

CloudFormationCreatedSecret:
Type: 'AWS::SecretsManager::Secret'
Properties:
Description: Simple secret created by Amazon CloudFormation.
GenerateSecretString:
SecretStringTemplate: '{"username": "saanvi"}'
GenerateStringKey: password
PasswordLength: 32
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B3 ThEERIZ2 Amazon Secrets Manager Z4Af —4
Amazon RDS MySQL ##& 3£ 6| Amazon CloudFormation

E Amazon RDS = Aurora BIZEE R B4 , BIUEFEA ManageMasterUserPassword , 4l
AWS: :RDS: :DBCluster HFHIRHIN EZHE B Secrets Manager Z4AFT R, A5 , Amazon RDS
NIEQBRFAHEERIR, BXEZEER , B5H RERIR,

{812 Amazon Secrets Manager %43 #11 # Redshift 5£&
Amazon CloudFormation

=} Amazon Redshift SI2EE Z 240 , RAIVBUEMER AWS: :Redshift::Cluster M
AWS: :RedshiftServerless: :Namespace EHIRHI,

{FF 8|2 Amazon Secrets Manager 248 #13L I 1#b 3244 B 38 e <451
Amazon CloudFormation

WRBIFoIE - MR HERAZREFNEIEENAF B , 212 —1 Amazon DocumentDB 3
fil, ZHEACHMATIREETUFRBHANET RIRNRE, ZERE TN RIREBUER 012
Lambda #IREH , HEREZRENDBERANESAE —XLSF 8:00 F 10:00 2B Bz %, EAR
EHREXR |, Z=HILTF Amazon VPC H,

W RBIER T Secrets Manager BJLA R CloudFormation %R :

« AWS: :SecretsManager: :Secret

« AWS: :SecretsManager::SecretTargetAttachment

 AWS::SecretsManager: :RotationSchedule

B A2 ERIE S Amazon CloudFormation , i52 % < Amazon CloudFormation A IEREE) &
B 23] E AR E A AR,

JSON

"AWSTemplateFormatVersion":"2010-09-09",
"Transform":"AWS::SecretsManager-2020-07-23",
"Resources":{
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"TestVPC": {
"Type":"AWS::EC2::VPC",
"Properties":{

"CidrBlock":"10.0.0.0/16",
"EnableDnsHostnames":true,
"EnableDnsSupport":true

I
"TestSubnet@1":{
"Type":"AWS::EC2::Subnet",
"Properties":{
"CidrBlock":"10.0.96.0/19",
"AvailabilityZone":{
"Fn::Select":[
"o,
{
"Fn::GetAZs":{
"Ref":"AWS: :Region"

iy
"VpcId":{
"Ref":"TestVPC"

iy
"TestSubnet02":{

"Type":"AWS::EC2::Subnet",
"Properties":{
"CidrBlock":"10.0.128.0/19",
"AvailabilityZone": {
"Fn::Select":[
nyn
{
"Fn::GetAZs": {
"Ref":"AWS: :Region"

I
"VpcId":{
"Ref":"TestVPC"

JSON
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}

iy
"SecretsManagerVPCEndpoint": {

"Type":"AWS::EC2::VPCEndpoint",
"Properties":{
"SubnetIds":[

{
"Ref":"TestSubnetol"
},
{
"Ref":"TestSubnet2"
}
1,
"SecurityGroupIds":[
{

"Fn::GetAtt":[
"TestVPC",
"DefaultSecurityGroup"

]

}
1,

"VpcEndpointType":"Interface",
"ServiceName": {
"Fn::Sub":"com.amazonaws.${AWS: :Region}.secretsmanager"
},
"PrivateDnsEnabled":true,
"VpcId":{
"Ref":"TestVPC"

},

"MyDocDBClusterRotationSecret":{
"Type":"AWS: :SecretsManager: :Secret",
"Properties":{

"GenerateSecretString":{
"SecretStringTemplate":"{\"username\": \"someadmin\",\"ssIl\": true}",
"GenerateStringKey":"password",
"PasswordLength":16,
"ExcludeCharacters":"\"@/\\"
I
"Tags":[
{
"Key":"AppName",
"Value":"MyApp"
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I
"MyDocDBCluster":{
"Type":"AWS: :DocDB: :DBCluster",
"Properties":{
"DBSubnetGroupName" : {
"Ref":"MyDBSubnetGroup"
I

"MasterUsername": {

"Fn::Sub":"{{resolve:secretsmanager:

${MyDocDBClusterRotationSecret}: :username}}"
iy

"MasterUserPassword":{

"Fn::Sub":"{{resolve:secretsmanager:

${MyDocDBClusterRotationSecret}: :password}}"

1,
"VpcSecurityGroupIds":[
{
"Fn::GetAtt": [
"TestVPC",
"DefaultSecurityGroup"
]
}
]

I
"DocDBInstance":{
"Type":"AWS: :DocDB: :DBInstance",
"Properties":{
"DBClusterIdentifier":{
"Ref":"MyDocDBCluster"

},
"DBInstanceClass":"db.r5.1large"

1,

"MyDBSubnetGroup": {
"Type":"AWS: :DocDB: :DBSubnetGroup",
"Properties":{

"DBSubnetGroupDescription":"",
"SubnetIds":[
{

"Ref":"TestSubnet0l1"

JSON
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}I
{

"Ref":"TestSubnetd2"

3,
"SecretDocDBClusterAttachment": {
"Type":"AWS: :SecretsManager: :SecretTargetAttachment",
"Properties":{
"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

1,

"TargetId":{
"Ref":"MyDocDBCluster"

},

"TargetType":"AWS: :DocDB: :DBCluster"

1,

"MySecretRotationSchedule":{
"Type":"AWS: :SecretsManager: :RotationSchedule",
"DependsOn":"SecretDocDBClusterAttachment",
"Properties":{

"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

},

"HostedRotationLambda":{
"RotationType":"MongoDBSingleUser",
"RotationLambdaName" : "MongoDBSingleUser",
"VpcSecurityGroupIds":{

"Fn::GetAtt": [
"TestVPC",
"DefaultSecurityGroup"

iy
"VpcSubnetIds":{
"Fn::Join": [

n n
’ ’

L

"Ref":"TestSubnetol"
1,

{
"Ref":"TestSubnet02"
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}
]
]
}
},
"RotationRules":{
"Duration": "2h",
"ScheduleExpression": "cron(@ 8 1 * ? *)"
}
}
}
}
}
YAML

AWSTemplateFormatVersion: '2010-09-09'
Transform: AWS::SecretsManager-2020-07-23
Resources:
TestVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: 10.0.0.0/16
EnableDnsHostnames: true
EnableDnsSupport: true
TestSubnet0l:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.96.0/19
AvailabilityZone: !Select
-0
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
TestSubnet02:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.128.0/19
AvailabilityZone: !Select
]
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
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SecretsManagerVPCEndpoint:
Type: AWS::EC2::VPCEndpoint
Properties:
SubnetIds:
- IRef TestSubnet0l
- IRef TestSubnet02
SecurityGroupIds:
- !GetAtt TestVPC.DefaultSecurityGroup
VpcEndpointType: Interface
ServiceName: !Sub com.amazonaws.${AWS::Region}.secretsmanager
PrivateDnsEnabled: true
VpcId: !Ref TestVPC
MyDocDBClusterRotationSecret:
Type: AWS::SecretsManager::Secret
Properties:
GenerateSecretString:
SecretStringTemplate: '{"username": "someadmin",b'ssl": true}'
GenerateStringKey: password
PasswordLength: 16
ExcludeCharacters: '"@/\'
Tags:
- Key: AppName
Value: MyApp
MyDocDBCluster:
Type: AWS: :DocDB::DBCluster
Properties:
DBSubnetGroupName: !Ref MyDBSubnetGroup
MasterUsername: !Sub '{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}::username}}"
MasterUserPassword: !Sub '{{resolve:secretsmanager:
${MyDocDBClusterRotationSecret}: :password}}"
VpcSecurityGroupIds:
- lGetAtt TestVPC.DefaultSecurityGroup
DocDBInstance:
Type: AWS::DocDB::DBInstance
Properties:
DBClusterIdentifier: !Ref MyDocDBCluster
DBInstanceClass: db.r5.large

MyDBSubnetGroup:
Type: AWS: :DocDB: :DBSubnetGroup
Properties:
DBSubnetGroupDescription: ''
SubnetIds:

- IRef TestSubnet0dl

YAML
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- IRef TestSubnet02
SecretDocDBClusterAttachment:
Type: AWS::SecretsManager::SecretTargetAttachment
Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
TargetId: !Ref MyDocDBCluster
TargetType: AWS::DocDB::DBCluster
MySecretRotationSchedule:
Type: AWS::SecretsManager::RotationSchedule
DependsOn: SecretDocDBClusterAttachment

Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
HostedRotationLambda:

RotationType: MongoDBSingleUser

RotationLambdaName: MongoDBSingleUser
VpcSecurityGroupIds: !GetAtt TestVPC.DefaultSecurityGroup
VpcSubnetIds: !Join

1 1
’

- - IRef TestSubnetdl
- IRef TestSubnet02
RotationRules:
Duration: 2h
ScheduleExpression: cron(@ 8 1 * ? *)

Secrets Manager B8 75 =\ Amazon CloudFormation

LIREREE A F BRI , Secrets Manager 26/ Amazon CloudFormation S| Z2%# %R,
BEZEETRET HOREEERELE , MAAWS: :Serverless: : FunctioniBEH# M A B E Amazon
CloudFormation 12 — MR # R EHENR, A Amazon CloudFormation & & RotationSchedule
THERRERREHBILRAN, FF/EB3hHEHE , Amazon CloudFormation %A LU £ #1E
%R EEHR REFHK,

BXERBERRNENER , ESH R B9,

Secrets Manager #{# 75 3 Amazon CloudFormation 274


https://docs.amazonaws.cn/serverless-application-model/latest/developerguide/sam-resource-function.html
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/aws-resource-secretsmanager-rotationschedule.html

Amazon Secrets Manager ArfEm

EH 812 Amazon Secrets Manager %48 Amazon Cloud
Development Kit (Amazon CDK)

EZ COKRAERFRDOIE, EBNREZA , B LIEA Amazon Secrets Manager ¥J1&
B , HPBE T ResourcePolicy. RotationSchedule, Secret, SecretRotation Hl
SecretTargetAttachment ¥4,

# COK NARFHEAZAN —MNIMEREEAZEF AF CLI SIREH , REFEHAST AT CDK
RIARFH,

BXRRH, B -
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< RRBIEEZH
- HEASHEH X

BHX CDKHEZELR |, i35 Amazon Cloud Development Kit (Amazon CDK) v2 FF & A R &,
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Amazon 2ti53E T E | T %M Secrets Manager WZ4R , E B AR # TIRE , HAEELHR B
B REUERE, MREZFZERETMENNEARER , ZAUFEARE , HERTEENER, £iET
PUR B B R E T 2 6 A Z4A 0L H A= = R 4R e ALl

E&A

+ {123 Amazon Secrets Manager =4 Amazon CloudTrail

+ Amazon Secrets Manager /A Amazon #1T## CloudWatch

- }¥%& Amazon Secrets Manager &5 Amazon # 17 Lt EventBridge

o Wit RIMIBREY Amazon Secrets Manager %348 o B 4% 177 i3

« ERAUT HZEKIE Amazon Secrets Manager Z4AM &M% Amazon Config
+ Y532 Secrets Manager B4

£/ Amazon % &R GuardDuty

{5 FHi2 3% Amazon Secrets Manager =4 Amazon CloudTrail

Amazon CloudTrail ¥ Secrets Manager FIFfE APl A RicZ N EH , BFEFRK B Secrets Manager
HEMNRBEAR , UREMILNATRENBBRZARAEANEMS, BX Secrets Manager it & AE
B%I&k , E3H CloudTrail %8,

B LAEA CloudTrail ##| A EFHKILE 90 RiEFNEH, ERFLILREH Amazon IKF PS4,
‘& Secrets Manager WE#4 |, BRIE—MNREER , LMER BEXH CloudTrail &% %) Amazon S3 7
. BESRNEH Amazon IKF AIERER. BHALELE CloudTrail #EWKRE 2> Amazon Web
Services ik~ F#Y CloudTrail B &3 #Amazon Web Services X1,

ST LABL B B Ath Amazon BRSS , B — S 2 MALE CloudTrail SR IRENHE, EFE
CloudTrail BEMAmazon BREERK. Y& M Amazon S3 F# 4 CloudTrail X/ 8 B E X4t |, &
B LA EEH, BXEE , BSHEBEE Amazon SNS EXl, CloudTrail

M CloudTrail BEH# 3R Secrets Manager B4 ( #£#14 )

1. 3T CloudTrail ##l4& , Wit A https://console.aws.amazon.com/cloudtrail/o

2. BREVGEODRESHOXE, EHENEREMEXSRRENBLESH, NEFHEELAN
THFIRPIEFXE,
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3. TEEMSME®KS |, %# Event history (BHH Fi2%K).
4. ERIFIEFMY andior —NEESEE , AFBERIAEERNEH. Bl

a. EBEFEFTE Secrets Manager B4 , W TFEKEM , BEFESHIR. A5 , XIT Enter event
source (I ASBHIR) , #%#® secretsmanager.amazonaws.com,

b. EERERANMEEMH  NTEREM , TERREFEEW. RAF , N TRAREFEEN , AR
B,

5. EEFFEZFMAEGE , BEBREHSZHINEREL, EEFMETHEERE , iH1ER View event (B
BEEMH).
Amazon CLI

ExampleM CloudTrail B & H# % Secrets Manager &4

AR lookup-events RFEIR Secrets Manager 4,

aws cloudtrail lookup-events \

--region us-east-1 \

--lookup-attributes
AttributeKey=EventSource,AttributeValue=secretsmanager.amazonaws.com

Amazon CloudTrail Secrets Manager K92 Z&4Em

Amazon Secrets Manager f$77& Secrets Manager {EA R E SR IEFMBRMEXHEHNEZEBEA
&8 Amazon CloudTrail B&. BXRXMNXEEHNITRENER , 1BSH F Secrets Manager &z 5

EventBridge.

BE&BRE

- Secrets Manager #/EH HERE
- BXMIRRIENBERE

- TRATEHMNBEERE

- EXEHRBENBEERE

Secrets Manager #{EF BERE

B3R Secrets Manager IREEKNEHEE "detail-type": ["AWS API Call via
CloudTrail"],
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® Note

2024 F 2 A28l , HL Secrets Manager BERENEHHZEH ARN ZE“aRN’ TR
=“armn’s BXEZEER |, 5/ Amazon re:Post,

UTREFRRSES API, SDK = CLI A Secrets Manager #&4ERf £ K Y CloudTrail & B,
BatchGetSecretValue

HBatchGetSecretValuelREE K. EXRRFFANEER |, BHSH REHH,

CancelRotateSecret

HCancelRotateSecretiBE4E K, BXREMNEZER | BESHE ik %,

CreateSecret

M CreateSecretiR K. BXCUIBREZHANER , BSH EEEH,

DeleteResourcePolicy

HDeleteResourcePolicyBREE K. BXINRHEL , 1S the section called “ 5 1735 1iF H 177 7] 2
7o

DeleteSecret

HDeleteSecretiBEE K. BEXMEBRZIEAMER , ESH the section called “MiIERZ4R",

DescribeSecret

M DescribeSecreti@E4 Ko

GetRandomPassword

H GetRandomPasswordig&E4 KX .

GetResourcePolicy

H GetResourcePolicyi2E4E K. BXINRHEEL |, 551 the section called “ & 19 3 iE 1/ 7] 35
"o

GetSecretValue

H GetSecretValuefMBatchGetSecretValuelEE K. BEXARZZIANER |, BHSH FKEZH4H,

ListSecrets

HListSecretsi#BEE K. BXRIHBHHNWEELR , iB5S A the section called “EHK %417,
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https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_GetResourcePolicy.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_GetSecretValue.html
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ListSecretVersionlds

HListSecretVersionldsi&E4E K .

PutResourcePolicy

HPutResourcePolicyREE K. BXNEBHER , BSH the section called “ 5 131 1iE F 177 (7] 12
#l”o

PutSecretValue

HPutSecretValuelREAE K., BXREFAFHNEE , 5S A the section called “1EHZF 47",

RemoveRegionsFromReplication

M RemoveRegionsFromReplicationBREE K. BXEFRAMNEZFEL , S Multi-region £
#llo

ReplicateSecretToRegions

M ReplicateSecretToRegionsiEEAE K. BXEHZHAMNEZEER , 1S Multi-region & .

RestoreSecret

HRestoreSecreti#fEE K. BXIEERECHBRZEAMELR |, 1S the section called “Ift S 4R,

RotateSecret

FMRotateSecretiREE K. BXREMNESEE , FSMH Bk B,
StopReplicationToReplica

HStopReplicationToReplicalR £ K. BXEFIBHANEZFELR , B H Multi-region El,

TagResource

M TagResourceREE K., BXRIFCHIAMEER , S the section called “¥ric Z4A",

UntagResource

HUntagResourceBEE K. BXEUHZIAMREMNEE |, S M the section called “Fric 477,
UpdateSecret

HUpdateSecretBREE K. BXEFMBHWEELR | S the section called ‘1€ %47,
UpdateSecretVersionStage

M UpdateSecretVersionStagel@E4E K. BXRRAEAMBHNEZER , S H the section called “%&
AR,

CloudTrail B 279


https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_ListSecretVersionIds.html
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ValidateResourcePolicy

A ValidateResourcePolicyREE K. BXINRHEER , iHZH the section called “ & 17 % i H /7 1]
2,

BRI BERE

BR T £ 5 Secrets Manager I#EBRIWEHSL , Secrets Manager 4K AT SHIBRBERNE
#, XLEHER "detail-type": ["AWS Service Event via CloudTrail"].

CancelSecretVersionDelete

B Secrets Manager [RF4E K. MREEFRANZEA LA DeleteSecret , RAEHEA
RestoreSecret , M Secrets Manager @ Ak RN BN BHARKRIERKILES, BXREFRCHBRE
HANER , ESH the section called “IkE %47,

EndSecretVersionDelete

TEMIBRZ 4R iR 4Bt B Secrets Manager [RF4E K. BXEZEE , 5 the section called “fil kr
=,

StartSecretVersionDelete

£ Secrets Manager FF 21 B 22 4A MR 4B BB Secrets Manager RS R . BXMBRZANER | B
2 the section called “MilBRZ34R”,

SecretVersionDeletion

£ Secrets Manager Bk 2F AW Z R AR H Secrets Manager RS4ER. BXEZER |, S
% Z A AR AR o
AATEHINAESRE

BR T £ 5 Secrets Manager #1EBEXRNWEHIL , Secrets Manager B2t T EEHIBERNE
. XLEEHER "detail-type": ["AWS Service Event via CloudTrail"].

ReplicationFailed

EE B KMETH Secrets Manager RFERK. BXEFBRANEZFE L , 1S5 Multi-region &
#llo
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ReplicationStarted

f Secrets Manager 7F #AZ /S48 i Secrets Manager I% . AXEHEBWESER , #
2% Multi-region £ %l

ReplicationSucceeded

TR E HIZ AR B Secrets Manager BRSS4E K. AXEFIZAMNESES |, S Multi-region
%,

BREHRRENBERE

B T £ 5 Secrets Manager 2 EBXHIEHI , Secrets Manager B4 KUA T ERRBERNE
H, XLEEHER "detail-type": ["AWS Service Event via CloudTrail"].

RotationStarted

£ Secrets Manager FF A% 4R B Secrets Manager [REE K. BEXEHNEZELR , BSH
Bk 248,

RotationAbandoned

£ Secrets Manager MERREZ R HNZEAHNE NI B RAH B AWSPENDING #R&AfH Secrets
Manager RS 4E . ZEERHREECIZEZAMFRAE , Secrets Manager 2 A F R, BXE
BRNELER , HSH Bk B,

RotationFailed

ERRAMETH Secrets Manager [RFERK . BXREMRNEZE LR |, 1S the section called ‘¥
BmRBHE,

RotationSucceeded

TR DRI ART B Secrets Manager [RFERK. BXRERNESZER , 3R Bk B,
TestRotationStarted

EFF MR AN 8 R TR I BN i Z4ART B Secrets Manager RS E R . BXREHRNEZE
B | BSR B %4,
TestRotationSucceeded

E RN AN 8 R TR I B 4 Z4ART B Secrets Manager RS E K. BXREBENEZE
B, B5H it B4,
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TestRotationFailed

ENR R EN R ITR AR ZRA BRI AMETH Secrets Manager RS 4E K. BXERH
BEZ{EE , 1§23 the section called “®Hr e BHEE",

Amazon Secrets Manager £ /A Amazon # 1T ¥ CloudWatch

£ Amazon CloudWatch , ] LA Amazon RS H BB ER , UEEEBHRAETLRBAZ,
CloudWatch J$iX LS I HIERE 15 MNA , RLE A BLFRIFAEEEHEF i T ## Web MAREF R
SHMEE. X T Amazon Secrets Manager , A ARk R ZREAKE | SEFICHBIBROZA |
LAK 3t Secrets Manager B9 API B |, BB A#RTHREA, AXRUOAKZEERNESR | 55
[#CloudWatch AR P #EEH YA CloudWatch $E#%.

& Secrets Manager 1845

1. 7 CloudWatch #ZH & HERT , BEMEIER.
2. HEEREBZRED , WA secret,
3. HITUUT#EME
- EURRESKFHHFHABE | FiERE Amazon/SecretsManager , ARFiEESecretCount, Itk
BR8N ER—IX
o EWEPEX Secrets Manager Y API A , BN EHAHKTHRA , BB “FABR >
“# Amazon ®R" , RAREBREKEMN API A, B3 Secrets Manager API B9%|5% , 55
¥ Secrets Manager operations,
4. HITUATRE -
-  EIBIEHRER , 53 Amazon CloudWatch AR IEEFHNLEIERER.

« ZERNMNRBRE , FZH AmacCloudWatch zon AFIEEFHER CloudWatch E 4,
. EREUERMSITEIE , B30 Amazon CloudWatch P IERFWFREUERN ST E R,

CloudWatch 23R

B LA B — CloudWatch B3R , HERBERXETCHSBEIRRSEETILN |, ZBRAKEZE
Amazon SNS JHE. A LAXY Secrets Manager %5 ResourceCount iR BB , ZIEREEIK,H
WERARE, BUIREEHRRRBEEENNEREZRENMER , ARBZIERES TRBERERNT
LERENERITRE, BRNUEENFENRST(CBAREE. CloudWatch BIRF2{XE R 114k
FRERDRAARE ; ZREVNEERHRE T IEENREIR,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_Operations.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/graph_metrics.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/getting-metric-statistics.html
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EXEZEE |, 5 CloudWatch AP gV {E A Amazon CloudWatch CloudWatch Zi R FE T
FERNIEER,

HRa R ESERERNER , ERINNRERAEEBNRKEXINT. BEXEZER |, 55H
Amazon CloudWatch B/,

¥F$38 Amazon Secrets Manager 5 Amazon 31T LHL
EventBridge

I S # e EventBridge , A LAPLEL CloudTrail B &% B ##) Secrets Manager E#. &7 LAE
B EventBridge MIMREHXLEEH | RETHERNSH £ ET BHRUREITH, B3 Secrets

Manager i23%# CloudTrail %& B %I¥& , 2 M CloudTrail % B, HXi&E i EventBridge , 5%
{EventBridge FiFF#E8) EventBridge®# “Al 7%

MARERSEEZHLTHE

(® Note

B F KL Secrets Manager E4FIREIMZ4A ARN X/NEFRE |, FRAELE S MEENSHE
X, BUEZERNESEE arn A aRN FEEE T ARN EER4. BXEZER | ES
¥ Amazon re:Post,

AT REIERT —f EventBridge B4 ER , ZEXEZAE XN ALK B HIEE,

"source": ["aws.secretsmanager"],
"detail-type": ["AWS API Call via CloudTrail"],
"detail": {
"eventSource": ['"secretsmanager.amazonaws.com"],
"eventName": ["DeleteResourcePolicy", "PutResourcePolicy", "RotateSecret",
"TagResource", "UntagResource", "UpdateSecret"],
"responseElements": {
"arn": ["arn:aws:secretsmanager:us-west-2:012345678901:secret:mySecret-
alb2c3"]
}
}
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-get-started.html
https://repost.aws/knowledge-center/secrets-manager-arn
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ERREZHEN RS

LTREIERT —F EventBridge EHEN , ZEXSRFHENS BB MR ENTZEE LW
CloudTrail B&E%&BHE ., ATFELEHRE Secrets Manager 1 , HLNIH Secrets Manager
BRFERK , ItAERHLMNTE detail-types

{
"source": ["aws.secretsmanager"],
"detail-type": [
"AWS API Call via CloudTrail",
"AWS Service Event via CloudTrail"
1,
"detail": {
"eventSource": ['"secretsmanager.amazonaws.com"],
"eventName": ["PutSecretValue", "UpdateSecret", "RotationSucceeded"]
}
}

W5 =it RIMIBREY Amazon Secrets Manager %548 faI B 48 17 7]

B L5 & A Amazon CloudWatch B &AL 5 #h & 2 B A RS (Amazon SNS) Simple Notification
Service ROIE B , BHEEMRE 7 B FMBRAVZELARITAN. Amazon CloudTrailll RIEK T & &
WBEH , ZAREEERCERREZSR , MEBECESHNEARBERSBHIETHBR. EHBETEL2S
BEABEMRE , BAZNMREEE, & , AEEEFAMANTBANEAGEREHFA,,

UTERBIHET HiEKRGetSecretValuelRES B EHIREEEB A CloudTrail BEIHFR , 204
WKEEH, JUNBRARTEMD AP BEMT 28 A EE, bt CloudWatch BN I AJRERAE A
SN AREFEATHEIENERER.

EFRXEIE A, BHAMIEEK I Amazon Secrets Manager APl &3R8 Amazon Web Services
X5 Fk~ CloudTrail RFF /3. HXi%EA , S Amazon CloudTrail {AFERE) FHEXEIER

.
F$B 1 : BE CloudTrail B EXH4& 5 2| CloudWatch BE

BB E R CloudTrail A & X% E| CloudWatch B, X#E##2 R T ik CloudWatch Logs A BA
“mei1REE Secrets Manager API &R LA ZEMIBRA Z4A
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
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fti& CloudTrail B EXH& % E| CloudWatch B &

1. 3TFF CloudTrail ##1& , Mt A https://console.aws.amazon.com/cloudtrail/o

2. EMZFHSMEL | % Amazon Web Services XiF, EI51E324A,

3. EEMSMERT &R Trails , AEERENHEENRFEN B CloudWatch,

4. FE Trails BEERME L , @ TR3E “CloudWatch BE” #8490 , REIERRERIR
Cd

5. XF New or existing log group (FfTWHIEHW BEH) , BABERALAMEBH , 0 CloudTrail/
MyCloudWatchLogGroup,

6. XWFIAM B , EALIERAA R CloudTrail_ CloudWatchLogs _Role BWEVIAA &, tAEEFER
INABER  ZEXKEAMN B EEMEIE CloudTrail B4FTENNER.

7. i&#E Continue (44E) UREEHNEE.

8. fEAmazon CloudTrail FE5 &Mk F & AP| 531 < Bk CloudTrail B934 %% % CloudWatch BH&
FEATELE , EEART.

FI| 2 : 812 CloudWatch 23R

E £ Secrets Manager GetSecretValue APl #4EE R G RIFHIBRAV ZEART K ENE A |, B4 EIE
CloudWatch 3R H Bt & & Al

f12 CloudWatch 23R

1. %3 CloudWatch #&l4& , Bt Fhttps://console.aws.amazon.com/cloudwatch/o
2. EMHFSMEL  EFEEZHEEZHAM Amazon XiF,

3. EAEMSMERES , % Logs.
4

ERAFHSRSP , EFLEL-NPIBRPOEN ATHZIHNEEE , HlICloudTrail/
MyCloudWatchLogGroup., &2 8|2 IEFRIFILEES.

5. WTFHAEN , BARKBEIUTAR

{ $.eventName = "GetSecretValue" && $.errorMessage = "*secret because it was marked
for deletion*" }

% Assign Metric (2 BL1E#R).
6. 1E Create Metric Filter and Assign a Metric WE L , UITATIRE :
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a. XF Metric Namespace (E¥ran B Z=E) , ¥ A CloudTrailLogMetrics,
b. XtF Metric Name ( IE#:B %5 ) , B A AttemptsToAccessDeletedSecrets,
c. ERETERIEIMZE , MBXLE , BH Metric Value (E#5{E) B A 1,
d. 1%&# Create Filter,
7. TEIRERREF , &HF Create Alarm,
8. 7E Create Alarm B O |, AT TRE :

a. XNTEWH, BA AttemptsToAccessDeletedSecretsAlarm,
b. 7 Whenever: (B3:) T, B is: (B:) &8 >= A 1.
c. £ Send notification to: 35 , T TRIEZ — :

- ERIEHFEAFH Amazon SNS £/ , FEENEYIR , ARRBAFTEENENR. X T
Email list: , BAZ D — N FERHHbst, BAINBAZSANBEFERMibit , HERESHE
(LR

- EFAIME Amazon SNS £ , BEREFEANEIEN BN MRIKRFFE , BERE
Select list ((£E 5| &K).

d. EERLIEER,

£ 3 & : Mk CloudWatch 21k

ENAEE OB , i FERR. A5 SHLRENE. CESETREN i RREK
B —-HE 7R, TRELIZTIMBRNBANERRBER.

FERAL T A E%$E Amazon Secrets Manager Z4AI &M %
Amazon Config

IEAILAE A Amazon Config SRIFERN 4R |, LEBCIRERAESEBMNIRE, ELER Amazon
Config N E XN NZH AL LMEMMEER, ARFE Amazon Config B LR BI R EFE RN #9 B4
B, B LARERNZAKE. RREE. ATEHAMEN KMS 43, Lambda RIREBUAKRER
FAXRBHRSERHTHER,

] LAELE Amazon Config N EHRBEHE, BXEZER , HSHAmazon Config Ki%XZE Amazon
SNS FFH @A,
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MREBHELLAFEZA Amazon Web Services Ik %4, TR S ZEEMSAEEIE. Amazon
Web Services X1 BXEZE LR , ESFMulti-account Multi-Region #IER &

FNEAREA

«  EREEAAmazon Config AN IF4ZRPE IR AHITIRE , RBERUTANZ — -

+ secretsmanager-secret-unused —RERBEEEENKENGNE T E4H,

« secretsmanager-using-cnk— RERAREEALERLENT A EERE Amazon £E
ANF4H aws/secretsmanagerHEF BB F A 1TIZ Amazon KMS,

« secretsmanager-rotation-enabled-check — R&ER A NEMIE Secrets Manager HHY
FEAME T IR,

+ secretsmanager-scheduled-rotation-success-check— & ERXRKINEBRERE
BEMNRIRIMENRN, RENFEMEAER,

+ secretsmanager-secret-periodic-rotation —REREBCHEBENKEARLIR T H
£,

Y542 Secrets Manager R4S

&AL E R Amazon CloudWatch R¥5 32 Amazon Secrets Manager 2. BXEZER , 5
[#CloudWatch FA /355 BV O 22 0K 5 B 3R DU 2 BB 4 Amazon %2 A,

WSERAN B —FikE R Amazon RARERN, BXEZER |, 55 (Amazon RAEERAFE

) ) Detecting unusual spend with Amazon Cost Anomaly Detection,

B R Secrets Manager FAERKIER , 15 the section called “f£ A% M 25 CloudWatch” H
the section called “fi F§ &3 Amazon CloudTrail ”

B X Amazon Secrets Manager ENMHIE R , 152 Fthe section called “E#".

£ 1 Amazon #& U B/ GuardDuty

Amazon GuardDuty & — BRI RS , AIBBERFENKS,, B8, TEAEFM Amazon FFE
PR, BEFEANEES (ML) BEURSEMNREMENINEE , GuardDuty HFELEREMN B E
B, RBIHRRANEBEELRENRIBEEFZNHBERMR LR, Fl0, GuardDuty IR BN EES
XHIEZAEETHRN Amazon EC2 LI 2EBEEMNERMEMIK S ERANIES , Mk EEER
B, B BN RERTRBRUAREIEME, AmazonEXEZEELR |, H5 Amazon GuardDuty
RAFiEM.
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https://docs.amazonaws.cn/config/latest/developerguide/aggregate-data.html
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BINN S —NREERZERFETN. HlE0 , 28R Amazon Secrets Manager &% #f Java SDK
MEkIRBcreate-secretget-secret-valuedescribe-secret, . flist-secretsiif ,
RIE B —NEEFF IR Amazon CLI M VPN AAEZBiBAbatch-get-secret-valueflget-secret-
valueffA , M| GuardDuty AIARE ZRIE N EEKEEREFAH APl, BEXEZER |, BSH
GuardDuty IAM & 3K & CredentialAccess:IAMUser/AnomalousBehavior,
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EH M UE Amazon Secrets Manager

BEFEH Secrets Manager VS RERR T ENBENRRBE. RATNEABHRURERANE
BFEM. Amazon R T AT RIFERABISZIEHME -

- ZEMEEHAMREANEFZEMHEENEREANER - XERFEEITILTRIZER , #

R THE Amazon ERBETREMMENENEEEN SR,
HIPAA Z2 58BN ARY — AR BHEAR T 2B WAEAKGIEZNAERF. Amazon HIPAA-

compliant

- ERAERF — W TEENERmETRER TERENTLANRELX,

Amazon Config 1 HREEFESHEBRE. TULEMMEANER. BXESZER , 55H the
section called “YSIZZ4AN S M,

« Amazon Security Hub CSPMiEf#t T BN L& RSN LEME Amazon , AIFEBEREHCSREH

ERETUIREMRETE, BX<EH Security Hub CSPM ¥#1# Secrets Manager ®RHER |, &
2@ Amazon Security Hub CSPM A F{EEF B Amazon Secrets Manager #24,

IAM Access Analyzer £ 7 A FABEAEIGE ZHN KR , SERBPHRHEQG, BXEZE
B | &5 RE A Access Analyzer T 17 8] I R o

« Amazon Systems Manager 1 Secrets Manager 2t 7 HiE LT F M. BRESZEL | ES

Bi& B F Secrets Manager B9 Systems Manager B3{tiz1TFMHSE.,

B LAE R TEE = E1T#RE Amazon Artifacte BEXEZEER |, HSHEHPM “T#H ks Amazon
Artifact,

BIEIRAE

Amazon Secrets Manager E&A A THRAENTIT |, HEFERBEMNMEIAUR , BN EHNERRS

=

EI‘J _%Bﬁj\o

HIPAA — Amazon E¥ AH (BERERBETEER) (HIPAA) &M, FHAEN—I
RS 23EER. Amazon Secrets Manager HIPAA-eligible SR EEZAT 7 &l X £ (BAA)
Amazon , MBI LAE A Secrets Manager 3K#5 Bi#9 2 HIPAA-compliant B FfERF. Amazon AE X
Bt — 7 AR Amazon BREEENLEBNMEFEMANEFRM T —HIPAA-focused 7 B o
BXEZER , HSH HIPAA &L,

PClI 2544 — Amazon Secrets Manager i B RFRMEEE B 1 BWXAF-F1TU (PCl) BITFL LR
# (DSS) 3.2 IREMIAIE. A Amazon = mMRS 7. LEBEIRRAFFABENEFATNES
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https://docs.amazonaws.cn/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-preview-access-apis.html
https://docs.amazonaws.cn/systems-manager-automation-runbooks/latest/userguide/automation-ref-asm.html
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EBHCOHK PCIDSS MM IAER £ Amazon Secrets Manager . H< PCIDSS WEZEER , 2
B ERE PCI Compliance Package B &EIZ , 1§55 Amazon PCI DSS 5 1 4.

* 1SO — Amazon Secrets Manager 2 X252 ISO/IEC 27001, 270 ISO/IEC 17, 2 ISO/IEC 7018
F11SO 9001 WEMINE. BXREZELR , H5H 1SO 27001, 1SO 27017, 1SO 27018, SO
9001,

« AICPASOC - REFH LS (SOC ) MERMIUME=FKERE , A TR Secrets Manager
IASEI KRB EA RSN B R, XERENENRBHENENFITM THRANZFEENSHAMLEM
EBIH Amazon #2HiEE. BXEZEER , 52 H SOC 2,

« FedRAMP - BXFX e ERNEE 1T ( FedRAMP ) E—IMBFEEMN TR , SiRE—FirtElLs
ERNEFRNERSHTLREEITN, BRURFLEERE, FedRAMPITXIE 7 AR SS Fth X 124 Id
RN, AR East/West BIFF = GovCloud S E#IE. BXEZEE , HSH FedRAMP

- EPHE - EfFEB (DoD ) =mitEZ2ERIER (SRG ) I=RFIBMEE (CSP ) BT —MrE(L
MIFAFBRBORE , REEMBIEA RN , (1B NERBEF RS BXEZER , H5H
DoD SRG ®&i&.

« IRAP - BEEEZEFMEER TR (IRAP) |, BAFTBREFEBRIIELSNEFEERE
B , HEEESNREER , FERARNIMERLHOEEN CRAFLBFMEEREFM)
(ISM)HER (ACSC ) . BEXESZER , 8ZH IRAP Bk,

« OSPAR — Amazon Web Services (Amazon) 3X18 7T A BRFIBMUEW FitkE (OSPAR) AL,
Amazon S IFEAETIHHS (ABS ) B {ANBRFREFESBRNEFIER) (ABSEM ) REF
—¥ , XAEFRE , 4] Amazon O FHEEHMEERBEIZTULNZRFREFRENSH
B, BXEZEER , 5 R OSPAR &R
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https://www.amazonaws.cn/compliance/iso-27018-faqs/
https://www.amazonaws.cn/compliance/iso-9001-faqs/
https://www.amazonaws.cn/compliance/iso-9001-faqs/
https://www.amazonaws.cn/compliance/soc-faqs/
https://www.amazonaws.cn/compliance/fedramp/
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https://www.amazonaws.cn/compliance/dod/
https://www.amazonaws.cn/compliance/irap/
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Z 4™ Amazon Secrets Manager

L2t Amazon RERZE. N Amazon BF , BRI UZRTENREASHRLZEHRABALANE
SR T A9 2 Y 2R D M P 4R 2R A

BB Amazon HEERBEZEFR[E, TELEEIFEHBERAICNZEHINFNZT SN -

« ZEE — Amazon MERIFE Amazon =HIEIT Amazon HE’*E’JEE&%*’QO Amazon it 73 &R (i
AR EMEANRS . Third-party #E3Amazon &M itXIH — , TR EHN R MR A =
SHEMM, BETHERNSMITR] Amazon Secrets Manager , BEZRZEEHITRIX 5 8 Se E A

Amazon R .

« DIREE — B Amazon RFSREENTE. EEFTENHMERNAR , SHENBIEN BB,
BN RINERURERBREREN,

EXEZRR , FSHEE 4L EHE- Amazon Well-Architected 4248,

F&

« BRKAEF 4% Amazon Secrets Manager %48 Amazon CLI B X &
« WEHEIEF G EIEE] Amazon Secrets Manager

- FAHEIERI Amazon Secrets Manager

« PRI INZ MR Amazon Secrets Manager

« FREMIEEZ S Amazon Secrets Manager

« £/ Amazon Secrets Manager VPC £ i ¥7

- A IAM R E API 3[R

« RJEM™ Amazon Secrets Manager

* Post-quantum TLS

B K55 B 726 Amazon Secrets Manager %48 Amazon CLI B9 X\ &

£ Amazon Command Line Interface (Amazon CLI) i Amazon &4ErT , AT E SRS AT
AXLEmT, il , FRALAER Windows i B 1R RAFEk Windows PowerShell , & £ Bash = Z
shell &, HPFMWRZHT Shell TEEERS THERENEE, BHMATELERZIETIEN
=4, Bl , EAZB Shell F , BALFERA LFLRBEEREHANT S, FRFZRFPHXIFNE

&K A 174 Amazon Secrets Manager 2348 Amazon CLI B X & 291


https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/programs/
https://www.amazonaws.cn/compliance/programs/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/welcome.html
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AATRLSFARTHLIERIE, B, EREIENEMXARFUTRARLAENG TSR, X
LSHEEFDEESRIEMITES . N TREBIERXR  FHRAKTUATIR

- EBEIFIHENARLIEEBIEITEN.
- HERBEATFERTBEANEHEXARER.
« 4% Shell RZBHHERF (MREEEAEPZ— ) TRERRBANSD T,

- ER—Y5ERIE Shell P THLRBZARBIRAS . ST RAEIE 88 I0AHF 28 3T A ST B ST 3
B, RIEFHZHF1Zi% 4 Amazon Secrets Manager a5 H 3 BI4H 8RZ 304, XEWREHEEH Shell
LB FT 2R ZH IR,

T REERERM Linux a5 S (BEH shell JEEEERERRNGT ) -

$ touch secret.txt
# Creates an empty text file
$ chmod go-rx secret.txt
# Restricts access to the file to only the user
$ cat > secret.txt
# Redirects standard input (STDIN) to the text file
ThisIsMyTopSecretPassword/D
# Everything the user types from this point up to the CTRL-D (~D) is saved in

the file
$ aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter

from the contents of the file
$ shred -u secret.txt
# The file is destroyed so it can no longer be accessed.

.

EIRXERTE  EERARLNE TR B TALERABRFT2EERA—THREIEANS.

/A Important
FRINBER T , FRETE Windows FRERIXERAR , BRIEL a5 T 71 L 10 FB F o XA/ R/N
A1,

£ Windows SR RTHEN 1 ZTHTRE 1 X TWALIERKEHFKX

1. UEERASHTASSRIM (UEBERFMET) .
2. EREELANER , RREEREMX.

F&AK{E 12 Amazon Secrets Manager 248 Amazon CLI B3R & 292
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3. ERIEDFL , FEARXKDPNBPXBITREN 1, AFEFEE,
4. BREVPRATHERBEFTLLEZPHGSHN , FEEREZGTTEEHBAS &5, filw

echo.

XA ARG R BB R T,

3 F Windows IR RAFNT , IROLLT 8L SysinternalssDelete TE | REEAEUTFUTAREN

DA
ApT .

C:\> echo. 2> secret.txt

# Creates an empty file
C:\> icacls secret.txt /remove "BUILTIN\Administrators" "NT AUTHORITY/SYSTEM" /
inheritance:r # Restricts access to the file to only the owner
C:\> copy con secret.txt /y

# Redirects the keyboard to text file, suppressing prompt to overwrite
THIS IS MY TOP SECRET PASSWORDAZ

# Everything the user types from this point up to the CTRL-Z (AZ) is saved in the
file
C:\> aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter from
the contents of the file
C:\> sdelete secret.txt
# The file is destroyed so it can no longer be accessed.

iy B 475 iF M5 842 %] Amazon Secrets Manager

Secrets Manager i Amazon Identity and Access Management (IAM) SRR Z4B M5 RIARBR, 1AM 1B
HT EHARIEFIGEES, FHRIERIANABERNEMB., Secrets Manager FHZEE., HRIBHAZT R
HRENMZESHRIE (MFA) SEXRIEAFSM. B2FEFE Amazon, HRIEFIERIAEGRER
AN AT BEXT FEAE Amazon RIFRMITIRIE. Secrets Manager i F 5% B Sk XE S i B A5 0] R L %
R, AR S5 A X LR RINITHLERME, SH 1AM P EY R FIPR

F&

- BIXBRZS#E Amazon Secrets Manager
« Secrets Manager B A X R

- HEZANNR
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https://docs.microsoft.com/en-us/sysinternals/downloads/sdelete
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html

Amazon Secrets Manager il
« Lambda 33 B EEY X R

< INEZANR

- SRR

+ |dentity-based BR

+ Resource-based B

- FAETEMNTHERRES (ABAC ) #ZEIX ZHARI R
+ Amazon BYFEE KB Amazon Secrets Manager

« BEHEAERIAERE Amazon Secrets Manager # %3

« MNEfbIK F 157 Amazon Secrets Manager %4

o WA IRIF I 5] 25 4R

HI X PRSZE Amazon Secrets Manager

Secrets Manager X RS & Al £ RS BN SE H Y Actions, resources, and condition keys for
Amazon Secrets Manager R %,

Secrets Manager B2 G X [R

MR ERF Secrets Manager BEE AR , HRIE A D0 BR IAM 5 40X BRF T FIKBEHE1TIRE -

» SecretsManagerReadWrite

* |AMFullAccess

BINBWEFEQRAAFPRTEEANR. REXHAFUUNENEERERYN , BB ARBRMENN
BR (IAMFullAccess) 2R F R EERAAFPHEENIR,

17 (5 22 £A R AN R

BERA IAM R, SRR EBRLE R P RS ARG RSN ZH, RERRMBEHER T B AT B
X R L B IR AT MR LE R, FRATIA -

» the section called “Identity-based BZR”

« the section called “Resource-based B’
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https://docs.amazonaws.cn/service-authorization/latest/reference/list_awssecretsmanager.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awssecretsmanager.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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Lambda % ¥ B E IR

Secrets Manager £ Amazon Lambda BBk %40, Lambda RBIML T EEN BHAURZHITE
ERNBEFES RS ERER. HSFELRE,

hnER# e PR

Secrets Manager £l Amazon Key Management Service (Amazon KMS) 248 %1 2248 3 17 11 %3
Amazon B X4 aws/secretsmanagerBZI EBE EHANR. MREFEATREL KMS %
A , Secrets Manager EEXZZ AR, 1HZHthe section called “KMS ZEARIIXFR",

£ FIPR

BEMEA IAM XRKRE |, B R FIHL AP HRS I UNENZASFH B EMXE, ESMthe
section called “By L E #l”,

|dentity-based BUE

STRERHME AV 56, B Araffe, EETSH0RRS | LEERSHTNGAD
ETHANRES D TANBARTRLRIE, EXESEL , BSEBNABE AV 55T,

B EREREMERSFHINARFRAFNAGR TR, Fl20 , £ Amazon EC2 =4l EZE1TH
BARFUREESERRBRIEE, SrLIGIZM T EC2 RHIfREXHH IAM At , ARFEANRE
BEFZACNIERFEEZIENZANHERNR. EXEZEL , BSREA IAM A5 Amazon
EC2 4l EETHNARFRE FINRE. B LAMinE G kS 23F Amazon Redshift, Amazon
Lambda 1 Amazon ECS,

B3R A LUBIE BR IAM AN HM S B RERIENAFR TR, a0, B IAM Ae56EH
Amazon Cognito B2FMBINAEFAF XK, ACONAEFRTEEA N IER PR IEAT
EiE. A, EALUEANRRER FHAGNBANGRNER, BEXELSER , TSRS HREEFEK
S H5HRIL,

R TERET B DRI REER

- BFNSANBHAN S0 ENR,
o PREIERE AR AGIE AR, WA B A R e R B
- BF IAM AXZAN B ENR,

~
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https://docs.amazonaws.cn/secretsmanager/latest/userguide/rotating-secrets.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.amazonaws.cn/redshift/latest/dg/c-getting-started-using-spectrum.html
https://docs.amazonaws.cn/lambda/latest/dg/lambda-permissions.html
https://docs.amazonaws.cn/lambda/latest/dg/lambda-permissions.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers.html
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« R REENHMEERNRR

o R EEA#EEN ABRANNR

- Tl HHEX R —ARAENNE

- il BEAF

- T IEEANNR

o il B ERBE Amazon KMS ZAR MBI

M RREANHEENNR

ERTRERAEHNR , ERILUFRBEH NI ZARS M L. EHBHEEMEA MR RE
FZFlldentity-based REE M E T RIFHI KA. BRI IREERE R

525 ¥ the section called

“Resource-based BER” # the section called “Identity-based B,

HEBEFLERTX IAM AR HRINRRN |, W REIEEER. ERFEMLE API BRAPRR—AHARZH
R , &S the section called “/RHl : #tEK TR —HRFBEHNINE,

ExampleiZEEAZE - B X EBHEZHAMZENZH

MRERFFEENRANBABITINE | W AT BB AT REE M IS & 40 KR FIREZ B A5 R
PR

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource'": "arn:aws:secretsmanager:us-east-1:123456789012:secret:secretName-
AbCdETF"
},
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:us-east-1:123456789012:key/key-id"
]

Identity-based BEE
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}

RO B RN A AR R
ExampleiZ BRI #R — /N340

BT R NE F4 |, BT AR T RAM R R
JSON

{
"Version":"2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,
"Resource": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:secretName-AbCdEf"

}

1

T~ tER R A FAENNER
Exampleitt £ 52BN — 46 %3 4A

FBA OB AT R B M B F 4R BFEMALE AP AAPRR —ERBHIHRINER. ZF
BBRE TIEAS , RtEMEHERATEHME SecretARNISecretARNZ , ffi] B R BER
FSecretARN3, MIBEMNZRH. MRBAAEEHLLE AP FHH B REMBIE | N Secrets
Manager FFR&REE(]l,. BEXEZEE , S MBatchGetSecretValue, o

JSON

{
"Version":"2012-10-17",

"Statement": [
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Amazon Secrets Manager

RAriEmE

{
"Effect": "Allow",

"Action": [
"secretsmanager:BatchGetSecretValue",
"secretsmanager:ListSecrets"

]I

"Resource": "*"

}I

{
"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": [

"arn:aws:secretsmanager:us-east-1:123456789012:secret:secretNamel-AbCdEF",
"arn:aws:secretsmanager:us-east-1:123456789012:secret:secretName2-AbCdEf",
"arn:aws:secretsmanager:us-east-1:123456789012:secret:secretName3-AbCdEf"

1

o d o

R~ BERF

BRI ERABREFERETETIR —4HE.

Exampleifs [B] 2§ £ # 1 T B 2 1A

DTRBERFRRBME “TestEnv,/ LB ZHANR,

JSON

{
"Version'":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource'": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:TestEnv/*"
}
}

Identity-based BEE
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Example s & Fir R % 4R 89 ST 83

AT &RBE#Z T DescribeSecret FMMNPEF LN List : ListSecrets
ListSecretVersionIds,.

JSON

{

"Version":"2012-10-17",

"Statement": {

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:List*"

1,

"Resource": "*"

}

}

Example Lt 2 48 & #5

LT R B IR T RN FTE Secrets Manager fX PR, EFHIZERE , 1§25 the section called
“|dentity-based B

ELBRFEAEN , TMEDFEXE, K/ ID, IZRSEHFBERA (?) HE—EXRERENENER,
MR Z4A B ARN, Secrets Manager &5/ NFENLFZRFH IR B4R B FRERN ARN B9 —E8%
Rt @B AEA L BERAFRCEXEFRF, WMRFEA "another_secret_name-*" &% , Secrets
Manager ™Y EELEE 6 MNEVZRFNTAHE , MBAXEEE "another_secret_name-
<anything-here>alb2c3",

EEZEWHNRBETFLAHTFENRH, BEIE , RNBRBEAHAUERESHRERCIE , BIE6
NERFRERL , APt B REFZANNR,

JSON

"Version":"2012-10-17",
"Statement": [

Identity-based B 299



RAriEmE

Amazon Secrets Manager

{

"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": [
"arn:aws:secretsmanager:us-
east-1:123456789012:secret:a_specific_secret_name-alb2c3",
"arn:aws:secretsmanager:us-

1

Tl - BIEZEARINPR
ENAPRTNRAUERS , BRMNBUEHNREBMHMEAFEN IAM A, BEZH IAM AR 4,
Example 2 %4

DTEBETFLURFRANEFTHHAIIRNONE. EFEAZKE , 52 H the section called “Identity-
based B,

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:ListSecrets"

]I

"Resource": "*"

}
]
}
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T~ B4 EAYEE Amazon KMS 2248 R 122 #1232

/A Important

EEEEFrETEERRRS  RINBVWEEAZARBRZAR FRRFGENER. BXEZ
8 , 2R (Amazon Key Management Service FF X A R $5R) F I Authentication and
access control for Amazon KMS,

Example3E4 Amazon & Z 4R aws/secretsmanager

DTREIELFERARCEREFNEL. Amazon EERE4 aws/secretsmanager b REEERFEA
ErEXTEERRARNEES. ZXBTERRED

1. B—KIBAIELEA B EFZRAMER Amazon HE X %4 aws/secretsmanager, Sid:

"RequireCustomerManagedKeysOnSecrets"

2. BEZZBAELLIBTEE KMS RN ZFHAMNER , R Secrets Manager 2ERIAEA Amazon
HE R %4 aws/secretsmanager, Sid: "RequireKmsKeyIdParameterOnCreate"

JSON

{
"Version":"2012-10-17",

"Statement": [
{

"Sid": "RequireCustomerManagedKeysOnSecrets",

"Effect": "Deny",

"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:UpdateSecret"

1,

"Resource": "*",

"Condition": {
"StringLikeIfExists": {

"secretsmanager:KmsKeyAxrn": "<key_ARN_of_the_AWS_managed_key>"
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"Sid": "RequireKmsKeyIdParametexrOnCreate",
"Effect": "Deny",
"Action": "secretsmanager:CreateSecret",
"Resource": "*",
"Condition": {

"Null": {

"secretsmanager:KmsKeyArn": "true"
}

Resource-based BlE

EETRFORES , BUHEER TG RIZBRE , LRI AN ZARITHERE, EUERE
TRIRRRER

s NENMAFHABRTENZANTENR,

« [MEAM Amazon KRR S RA R FIHRNR,

LURFETRREN R BRSSP AR |, Secrets Manager £/ Bz # 3 5|2 Zelkova # API
ValidateResourcePolicy , BFILEE & IAM ZREARFI BN ZANHRINER, St @A
AR E CLI 5 SDK BlockPublicPolicy S## PutResourcePolicy API,

/A Important
FIREREWUEA BlockPublicPolicy S¥uiid fE Ll A E 52 B AN E S8 09 22 47 19 32 TR SR B& 1%
FARFENE , REBRFPEN TR RTEAXLENREZN  EEFHAREUT R |, 5k
BINENFRRFLABHRNR :
« |dentity-based XExEI%B Amazon ZIEAMKEE ( Hli0 , IAM B )

« Resource-based X ExE|><Bk Amazon #IRAI KR ( Fl0 , Amazon Key Management
Service (Amazon KMS) %4 )

EEEXNENFANNR , HS00 BEEBNRE RGN BH,
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EBE. EXIMERBANTRER (2F45 )

1.  $T7F Secrets Manager ##&|& , Mt 7 https://console.aws.amazon.com/secretsmanager/.
2. MEBHIRL  ERENER,
3. HARPFAGEENEE , EHRETMFHNERENRIS F |, EEREEHENR,
4. ERBFRD , JITUTEREZ— , RARERRT :
- EMMSUSRIREKR | WA XK,
- ERIBRXR , FRABFER,

Amazon CLI
Examplett %5 JR R B

LAF get-resource-policy R ZRMMEIZANE T EIRNKEE,

aws secretsmanager get-resource-policy \
--secret-id MyTestSecret

Exampleffl Br % R SR B

LA delete-resource-policy RGIHR BRI MNEIZ A B TR IRA KB

aws secretsmanager delete-resource-policy \
--secret-id MyTestSecret

Example s in % R SR B

BAF put-resource-policy RN EBRARMNBEERE , BAREZRBREETRENZBHN
RIHEIR R, ZEBRMXHGF RN, BXELZEE , H2H ( Amazon CLI AF1ERE) RN
£ hn& Amazon CLI 28,

aws secretsmanager put-resource-policy \
--secret-id MyTestSecret \
--resource-policy file://mypolicy.json \
--block-public-policy

mypolicy.json WA :

Resource-based B 303


https://console.amazonaws.cn/secretsmanager/
https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/get-resource-policy.html
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/MyRole"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}
Amazon SDK

ERRM MBI ZAN K , iBEMA GetResourcePolicy,

EMIBRET INEI ARV KB , 1B EH DeleteResourcePolicyo,

B ERREHI IR 2R4R |, BEA PutResourcePolicy, MIRBZMINTRE K So2FHBRANFTE
B, REEAAENIL JSON R, ESH JSON FKBE SIS,

BEXEZEER |, i3 the section called “Amazon B4EF £ T EA",

=~

Pl

- =l REENHMEENNR
- 5l BBRF VPC

« =Bl RSEHE

™ R RENDURENR

ERTFTREZFAENVNIR , B LRBRIMBIZARS G L. ERBBEESE AWML R
EZfldentity-based REEFE T R R KRG, B UMM INKEEKIFE S , 1S the section called
“Resource-based B M the section called “ldentity-based B,
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https://docs.amazonaws.cn/secretsmanager/latest/apireference/API_DeleteResourcePolicy.html
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HEBFZERZMNAFPRACKRFENFANTRNRN |, LREEEERH. ERFEMLE APIBAA
PR E—AMBRINIE , FS M the section called “R4l : #tEH FE —HBRBEBEHNE

ExampleizBl — /N2 47
BT RS NRI 4R |, RATBAR F Z AR 1 R PR

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:xr0le/EC2RoleToAccessSecrets"
}I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

R BRI VPC

MRIEEERE VPC AEBIGIE Secrets Manager , & A LUE S EXBRKIE P2 E R M4 KR Secrets
Manager B9iERk B VPC, BXEZEER , BZHFER VPC ik K &R HliE R Mthe section called
“VPC ¥% & ( Amazon PrivateLink ) 7o

BEHRAEMEM Amazon lRFIHRIZEAMNERBRE VPC , BN REEFIEL MR,
ExampleERiEREN VPC im R

TR AR EERET VPC % R AT 1T Secrets Manager #4E
vpce-1234a5678b9012c,

JSON

{
"Id": "example-policy-1",
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"Version":"2012-10-17",

"Statement": [
{

"Sid": "RestrictGetSecretValueoperation",

"Effect": "Deny",
"Principal": "*",

"Action": "secretsmanager:GetSecretValue",

"Resource": "*",
"Condition": {

"StringNotEquals": {
"aws :sourceVpce": "vpce-12345678"

o d o

ExampleERiER¥KE VPC

LT ROIBARERVRE vpc-12345678 W B RIEMERERA. WA , AEEFERKAT

vpc-2b2b2b2b BY , ZRET AT FER LR ZANMZEENEE. R

o

70N

FF, BERE-/REN VPC URHEERE , N RS A LR R,

JSON
{
"Id": "example-policy-2",
"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowAdministrativeActionsfromONLYvpc-12345678",

"Effect": "Deny",
"Principal": "*",
"Action": [

"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:
"secretsmanager:

Create*",
Put*",
Update*",
Delete*",
Restore*",
RotateSecret",
CancelRotate*",

E— VPC HE{TR AR

Resource-based B %
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"'secretsmanager:TagResource",
"secretsmanager:UntagResource"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-12345678"

}
}
}I
{
"Sid": "AllowSecretValueAccessfromONLYvpc-2b2b2b2b",
"Effect": "Deny",
"Principal": "*",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-2b2b2b2b"
}
}
}
]
}

| RS E &

a0 SRE INEN R B A IR R B Amazon RFEFEA , BATEWEEERA aws: SourceArn #l aw s:
SourceAccount £R& M4 F, XHBERRMNS —I Amazon kS &% 2| Secrets Manager Bt , ARN
MKFEFLSTEERNLETXH, XHFHNEESBE TEENEERERR,

MERRFE ARN BERBRRBEPFRAGFERANZSR , MIFEETE aws:SourceArn RHFEMNERFERZ
%R ARN ., HEMA aws:SourceAccount &8, EXESZER |, HSH IAM ER,

ERMENBNRETR , REERABETHEZEA , BRL Amazon REFFET. AXBEFER
M MBI Z AN RFRENES , BSRZRFHI X4,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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Example /o ¥F BR 558 A BR 55 £ 415 (B8] 2 4R

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"s3.amazonaws.com"

]
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:sourceArn": "arn:aws:s3::123456789012:*"
},

"StringEquals": {
"aws:sourceAccount": "123456789012"
}
}

o d o

ERE TR AT R RZS] ( ABAC ) 2 HIX BRI 5 R

Attribute-based T5[FI#2 ] (ABAC) B — RN EM , EREFEA, ., BIEIIMENBE USRI ( Sl
7. WSEEMIHEMTRLMBERNERNEAR ) REXRR. £+ Amazon , XEBFEHAFE,

EARSEEANREREERNVAEFHREETR , HERREETEHEBUNITR T I AR HH

Bh. ABAC MM REETHBARITMAN , XEREAFNNARFNBENHRIAR AR BRELXES
BEXBRTHETXRAZAFRE. flW, MRAFEXE] , WHRNRLBZFE  MEZEEHN
[REFRFACG. BEXESER , B5H : ABAC B LM Amazon ? |, RIFEIFZTE L7 R A HIR
BR. , REERA®TE IAM F#508 ABAC X B Secrets Manager B ERER.
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R~ AT EGITERESRERSN LR

AT RBE fiFDescribeSecretifBl# B Z4AServerName MIEM R EM W ZEServerABC, RISt
R MBIENG G , NZBEENF RS PHEIZRSHEAZH,

JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:DescribeSecret",
"Resource": "*",
"Condition": {
"StringEquals": {
"secretsmanager:ResourceTag/ServerName": "ServerABC"
}
}
}
}

R RAW GRS BHANIRECE N & 4

LA SR AV P R B X K P R B89 AccessProject W& 54K AccessProject ¥
SEEHRENEMZHAESR GetSecretValue HENER,

JSON

{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"AWS": "123456789012"
}I
"Condition": {
"StringEquals": {
"aws:ResourceTag/AccessProject": "${ aws:PrincipalTag/AccessProject }"
}
},

5 FAAR SR I3 B AR 15 1) 309



Amazon Secrets Manager ArfEm

"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}
}

Amazon B E KB Amazon Secrets Manager

Amazon EEXRERAENEEM IR K Amazon,. Amazon FEERKEE RN FZEN AHIRMH
R, AEZROUFBIAF., 4dFMA3E98NE,

HifE , Amazon HERB AT NEHREM SR TFRENRNR , BACIIAHEAR Amazon
ERER. RNBUVESEHE TEARMNE S EEERERE -SRI NR,

BT EFE R Amazon FEEFRBEHEN N, R Amazon E#H Amazon IEE R E LHIRER |, N
EHAYNZRBAI<BKNMEZERASH (AP, AMAR ), Amazon REUREEBIIHH API
S E A RS m] LAE A ¥t Amazon Web Services RS B9 API #24ERTE T Amazon £ E XK.

BEXEZEER , BESH (IAM AF#ERE) K Amazon FEE KR,

Amazon B XK . SecretsManagerReadWrite

ABUER IR read/write 1B %X PR Amazon Secrets Manager , ‘23#E#iR 1 5i# RDS, Amazon Redshift
F Amazon DocumentDB &IREIINPR , LAK% Amazon KMS B FiNZMBRZZRANNIR, ZFKEIE
A 812 Amazon CloudFormation Ei&., MHEER Amazon S3 FHEBIREECIRENR Amazon,
5l Amazon Lambda Bk A K 588 Amazon EC2 VPC, ##IAEEXENRFEERIANELIRE
BigERIR,

EQEBINRREE |, B4 E 222 Amazon CloudFormation #4#f Amazon Lambda i{T& &
MR, &AL D BIAMFuUllAccessiEE KM, HS MR,

RERFHER

ZREEEE TR,

« secretsmanager - AFEEHMITFIE Secrets Manager &£,

« cloudformation— ARFZEIE A2 Amazon CloudFormation #tk., XENER , LUEFEHEE4]
B BRIRIThEERN ZFE A T LUBE T #6812 Lambda (¥ B Amazon CloudFormation » EXE %
{§8 , 52 the section called “Secrets Manager B £ 753X Amazon CloudFormation”,
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« ec2 - RFEMEER Amazon EC2 VPC, XRM4ENRY , XHFEREH AN EASEESEEMW
ERAPHNEIEREEMRBN VPC qﬂﬁlJE%}ﬁ&El?&

o kms— AFZEIEAFEMA Amazon KMS ZEA# TINRRE, XRLFENSEMY , X# Secrets Manager
TEEMBNBRZEZH, BXEZEE , S H the section called “HEEHHMZEFFEZE",

* lambda - A E#FIH Lambda BMREH. XRLFENFME , UECRZFENEETLEENE
YRR B B

« rds - RFFEHER Amazon RDS FEVERFEHl, XERLENEM , UECFAES S 4T
%1% Amazon RDS £ & 534,

« redshift - RFEMIER Amazon Redshift FIVERE, XRLENSRHY |, MEFERZEHISHNEMLK
A LLi%E ¢ Amazon Redshift 5£8%,

« redshift-serverless — AR EMAHE IR Amazon Redshift Serverless PRI AT R ZEH, XBNE
B, LAMEME RS A /) 4K T LLEERE Amazon Redshift Serverless 5% ZE 18],

« docdb-elastic - RFFE IR Amazon DocumentDB IRy M ER, XEXVNENRYE , LMERE
A4l A0 E4T L% E Amazon DocumentDB 3 i £ 8%,

* tag - AT EMARRIIKS PATE ECIRIEHEIR.

« serverlessrepo— AWFZEH AIE Amazon CloudFormation EE& XERHENSRYE , E
FERES AN EETEE Lambda RIREE. BXEZES IFEI the section called “Secrets
Manager ¥ £ 5 3 Amazon CloudFormation”,

« s3— RITFZEFEAMEA AmazonEEM Amazon S3 FE BRI R, EMEEE Lambda
RREBER, EXREXEN , XEFEARHAENEETEREFESPNEREE Lambda
BIME, BXEZELR , 531 the section called “Secrets Manager K1 f 753 Amazon

CloudFormation”,

EEFIZBE , 555 SecretsManagerReadWrite JSON 5 B ST,

Amazon EE KR : AWSSecretsManagerClientReadOnlyAccess

RN BT s AR FIREX Amazon Secrets Manager Z4AKI RIZFRINR, ERATFEEARE
MR EMERNZTHE  URBREATFEENZANBNIZEFEN Amazon KMS R,

PR 1E B
ZERBEITEUTNR,
« secretsmanager— AWERARZNZEH ERYZ THIE,
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RAriEmE

« kms— RTFZEFEAFEAZPBZNRE, Amazon KMS I RASEEN R T Secrets Manager 45 E

ARSS SAM TERABEH,

EEFRRKE (25 JSON REEXXHEHNRHRAE ) NESER |

fE®) FH AWSSecretsManagerClientReadOnlyAccess.

Secrets Manager X Amazon & & KB B3

& EH A K Secrets Manager Amazon BRI EHWFEMER,

B

AWSSecret
sManagerClientRead

OnlyAccess : MiEE
REE

SecretsManagerRead

Write : ST GREEHY
B

SecretsManagerRead

Write : TG RBEHY
)

iR B &

Secrets Manager €l 2025 % 11 A 5H
BT —IMHNREE

REE , REFIWmA A

ERFREANZHNR

BRI E R, LR

ARWFRRYZENHE

RNBTHIE , HE

EMEBEAMEN

Amazon KMS X BR,

LWEREEEERH , 1
YR A\ Amazon
Redshift Serverless #Y
R, AEEFEA
F R E8]2 Amazon
Redshift 2740 1%

## Amazon Redshift
Serverless & & Z=

=118

2024 £3 A 12 H

WEREEEH , 1
YR A B Amazon
DocumentDB 3# 1%
SRR , UEE
HlERFAIERR

Amazon DocumentD

2023 9 A 12 H

2 (Amazon EEXFKHESE

A

v5
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RAriEmE

BEX

SecretsManagerRead

Write : XL G REEHY
3

SecretsManagerRead

Write : XTI GKBEHY
B

SecretsManagerRead

Write : ¥R

iR B
B BARTE R R R

(o]

LWREEEERH , i
PR 15 Rl Amazon
Redshift #98BR , 2L
EEFaAFE
# Amazon Redshift
#ZHAATIEE Amazon
Redshift ££8%, LLE#H
BRI T FENR
AFX7Z % Lambda
IR EBIENR Amazon
#9 Amazon S3 FAE4E
HATIRERIA B

2020 6 A 24 B

WEREEERH , i
YR 15 Rl Amazon
RDS &R , X
EEHa AR e
# Amazon RDS %4
FHEREEH,

2018 £ 5 A3 H

Secrets Manager £ 2018 £ 04 A4 H
BT 1K, A

FRFERES AR

FHNR , ARTX
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& read/write 5 A
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v3
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T E A NG EPREY Amazon Secrets Manager # %

FgBERT , IAM B LN RIFRIZE . RINIGEZHR , Secrets Manager 2 EBHE T RRHN
REUARZEERN IAM ARRAGNFTE SR, Nt , Secrets Manager £ 5 IAM A 18
EPREEREATEREL P EARSELRCHTE,

ZANERER A TiEKRAt |, Secrets Manager &1F AR X4 HRFIRR -
1. MREAXRBEPEEEXREXNEASERBENRR deny TE

ERXNKEN deny BEHMAAIERN B HE LRE,
2. MRZEBEERKER deny , BFAEXRERN allow SFERBENEIRTHE :

EARER allow RFFHRPEVIRETEE T ERANR.

MRSHMFZHAMTFHENTRAK, S |, N ZZRP N RRREEFE IR B 48 KA allow EB M
£, BN £ Amazon #E4iER, BEXEZEE , 182 R Cross-accountiffal,

R ETERARER allow SFRBMERNF IR TE

w

Amazon BRIANER TIE4ER |, X RBRNIEL,

ERFRHET HIRAVRE
FHITUAT®REZ— -

$TF Secrets Manager #2#|& , it A https://console.aws.amazon.com/secretsmanager/o
EENBAFAEEREP , ERRNRED , EREENR,

5 to Amazon CLI call get-resource-policy= Amazon SDK 3 1T#
iHGetResourcePolicy,

FEEGRL AT LUEN & T & 78 RIS 1T 1517

F8 1AM FREELIES, A IAM policy simulator izt IAM 5 B

ME K 7 15 8] Amazon Secrets Manager 4R

—NKFFRBAFAIBE RS —NKS R ESR (BKSTR ) | SARAVER RN S 40 K $
HIT R, XERTFHRAFMEKS PN S B ERERRE,
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Cross-account I PRI LA T RIEF -

* CancelRotateSecret

* DeleteResourcePolicy

* DeleteSecret

* DescribeSecret

* GetRandomPassword

* GetResourcePolicy

* GetSecretValue

* ListSecretVersionlds

» PutResourcePolicy

* PutSecretValue

* RemoveRegionsFromReplication

* ReplicateSecretToRegions

* RestoreSecret

* RotateSecret

» StopReplicationToReplica

» TagResource

» UntagResource

* UpdateSecret

» UpdateSecretVersionStage

» ValidateResourcePolicy

& LAFBlockPublicPolicyZ i 5PutResourcePolicyiREE & A |, B LE @ EZM R EBH 2Z
FANERREBR T LAHIGRINE , NTIHBBRFEHNER, BEATLER IAM Access Analyzer BHiiF 5
T = 15 B X PR

& MAGT SR ERZHMBN KMS %4, XRENETEESER Amazon BERXZ4H (aws/
secretsmanager) #{TEKF AR, Bk , BATERECIEN KMS REMNZHZER , REHEKZRH
K, IR KMS AT TAH. EEXNHHANMBERR , 5SS the section called “BZEH"
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RAriEmE

/A Important

Resource-based % Fsecretsmanager:PutResourcePolicyfRHIRIEERIETA ( BIfE
2HMKFPHNERA ) LB ERE T RRAER, LNRATLEEAARABNR , Fla03K
BRBANTEERHRNR. RINBIENKENASENRFERINELN, BXEZER
B2 Resource-based BlK,

T 5 RBIR R E R Account! FEZ AN MMBZ LA , MIE Account2 BV B3 B LR TH R Z4AEN
PR

ST FEIRRBEMNE] Account1 FREYE4A

LUTFEB AR Account2ifRlApplicationRole B AAccountl, BERZEKE | &S
%] the section called “Resource-based B3k,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ApplicationRole"
}I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}

S8 2 FHEARME Account! H KMS Z24A B 4R 5K BE

T ZABERBEBAARY Account2 FY ApplicationRole £ Accountl ) KMS #4335k
fRE Accountl FHIZE, EFALIES , HREFMNE KMS BEANZARET, BXESZE
B, ESRENEZHEE,

{
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Account2:role/ApplicationRole"

1,

"Action": [
"kms:Decrypt",
"kms:DescribeKey"

1,

"Resource": "*"

PR3 NEHREMINZE] Account2 R & 17

o BUTRERBEAY Account2 ) ApplicationRole 8 Accountl RHIE4E , HESFEHABH
fIF Accountl RHIINEFIARMEZAE. EFEAZER , i5ZH the section called “Identity-
based BE". #&AILATE Secrets Manager 2%l &M B FHAE R NENZER ARN THEREEH
%4 ARN, Itk | BRI BLAA describe-secret,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:secretName-AbCdET"
}I
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:us-
east-1:123456789012:key/EncryptionKey"
}
]
}
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& T LAE A Ro Amazon Identity and Access Management les Anywhere 7 IAM 5 7 S\ E83i= 17 B9 AR
SER. ARNNARFELEATRIGE Z2IE+H Amazon, B TEAEATUERS Amazon B
BREFHEER IAM KB IAM A€ 3KiEE Amazon &R, &85 IAM Roles Anywhere , #& 8] LA
Secrets Manager R1ZEMEBEL , LUE Amazon RN BREF RS SFSAM1E LW RREES
B, BXEZELR , 25 IAM Roles Anywhere FiFF 1R,

H Y BAE R Amazon Secrets Manager

% Amazon D EFEEEER F P HEBIEMRF Amazon Secrets Manager, MZAERFTIR Amazon |,
HRRPEITIEANRNSIREARZE M Amazon Web Services =, BATHEFNITEE W ERER £
RN ES, ERNBSEEFERK Amazon Web Services RS WE LB EMNEBES ., BXBE
RIMNEZER , BSRABERILEIL I,

HFHEERPEN , RINEIERY Amazon Web Services K & iE H £ 8 Amazon Identity and
Access Management (IAM) RENMNABAFKF . XNXASMNAFRTEITHIERZIAENNR, &
MHEBWEBEBIT AT A RNRFHIE

- NBNKFPERAZESHRIE (MFA) .

« AT SSU/TLS & Amazon #RES. Secrets EFTE X% TLS 1.2 M 1.3, Secrets Manager
EXFFNERELS (TLS ) NEMEDNERBEEE FEHZRIET (PQTLS ) .

- EAFRIZLA ID F5 IAM BRI R 1 R 240 KX SA4mFE 5 = [A Secrets Manager & iKY iE
R#TER, HEF , BULAEER Amazon Security Token Service ( Amazon STS ) £RIfT L2 £ &
IERNBERFITEE,

- ERAIZE API M F3E3) B & Amazon CloudTrail, &3 #the section called “f# i & % Amazon
CloudTrail 7,

« MRIETE Amazon BE SR TITRED API #ITHRIFEELT FIPS 140-2 BIEAYINBER | EEA
FIPS i% 2. &2 #the section called “Secrets Manager i "o

- MRLREH Amazon CLI 3kij 8 Secrets Manager , the section called “B& 1K & F 174 Amazon
Secrets Manager #4A Amazon CLI B X"

YIRS

Secrets Manager £ Fi#3¥ Amazon Key Management Service (Amazon KMS) # 1T Il 3 KR B2 A3
FEHWHZEM, Amazon KMS R T Z RS FERANZRAEFMEMINZE Amazon fR5. Secrets Manager F
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NWENZABEAE—NREZANE, SMEBAHHE - KMS ZHRF . ERILUEEXIKS
F Secrets Manager Amazon £ &R 240 HERIANNE , LA BLfE Amazon KMSHEIZBE SN EFEE
#, FATFREZHTLEN KMS BAENHTERANRNIZES., BXESFEE , BSH the
section called “ZA MNZE A",

& %8 R 0 &

Secrets Manager H{ERIFNINZHEBEREAZLENAERR. T2 MIAFIHS Amazon LiFRIP

[ Secrets Manager & ) APl iE RV EE M, Amazon ERFEAEEMA X.509 i ( Secrets
Manager %A and/or HiFEIZ4A ) X API HABHITER ., LRRAE 4 EERE (Sigvd) PER T HE
Ko

WM REAE A Amazon Command Line Interface (Amazon CLI) S4Ef] Amazon BT % T E G317
A Amazon , WHEBREEFANTHEEH. ARG, XETEHIFEATRZRANEZEER, FF
Bthe section called “FF{KfE A Z4% Amazon Secrets Manager Z48 Amazon CLI FIXU ",

Inter-network 33 & fa FA
Amazon EBE EMMEANERAEBHERAREN |, BRE T EPRIAIED,
BRESAEFmMNAZBNRE

IBHVFAE B R LA T B Az 5 X AT #11£#% Amazon Secrets Manager :
« —“ Amazon Site-to-Site VPN #E#., BXEZEE , HZH 4L E Amazon Site-to-Site VPN ?
« Amazon Direct Connect iE#, BXEZER , i§5 R L2 Amazon Direct Connect ?

E— XA Amazon &R 2 B HRE

W RRABIE F{RI Secrets Manager 1 API & F i 2 BIfYRE Amazon , Ei& & —1Amazon
PrivateLink BAFAZE 75 3\ 17 /8] Secrets Manager API i R

m#ZAER

¥ Secrets Manager EEMBEZ RPN BHRIBOFIRAN |, Secrets Manager 2RI KEFR , B

RM KMS Z4AEFBIERH. Amazon KMS Secrets Manager {5 F It 338 4R TS £ A0

%o, Secrets Manager BN HFEZAESMBENZRAREFE B, AFERBZBRRHAR , Secrets
Manager 2 E 3R Amazon KMS B ZIEZ4H. A , Secrets Manager {5 F % 25 i EH 38 25 40 SR % 25 0
HHE4EH. Secrets Manager N\ AU RMEZEN X EHBIEZHR , HRRMANFHHRESA, EXES
§8 , 21 the section called “BAMNZEFER",
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ZEAW THIED,
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- HARME?

- MENFEZRE

- KMS Z4AMIR
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1% FE—3I Amazon KMS $A &t

BIEZART , BATLUEE Amazon Web Services Ik MIXEAHNEAXNMMEZEFEEZR , B
£ F for Secrets Manager (aws/secretsmanager), Amazon EXNFH MREMFEBREBECEFFLE
Amazon £E R %4 aws/secretsmanager , Ml Secrets Manager 81T HEESZFHXKEK, 7
XIEWKF P BNBAEAMEBR KMS ZARNFEN KMS Zif, B FEEATEN KMS %4
N—HBRPREFANEBENNR , IBNREHEFTITXLEFANFERIE, Secrets Manager X3
BRI KMS 4, MREBENDBAFEPER KMS Z47 , NI KMS ZRNMBRETES
EFKAE , MEATEENSEAMESRFE , BNERSME Amazon AL 5.

EXEUMBHNNBZZANEER |, i3 M the section called “E N ZRY INZE Z4R7,

HIEERMNE AR |, Secrets Manager 2 AFTZAE# INZ AWSCURRENT, AWSPENDING Al
AWSPREVIOUS 7, 7 T EBEFEBEERHAZIN , Secrets Manager &£ LABIRY 4R N2
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FIEMBRA, XELREZ T LAER B Z A 5 2 4A R % AWSCURRENT, AWSPENDING
AWSPREVIOUS RZAR, INR&ELEFIZEAM kms :Decrypt R , N HEEHMBZLART |, Secrets
Manager TEBBRZARAREF MZCN]. EXHERT , IEREKTLBEFHNEZ,

RNTEREBIFNZRZRIAHEZR AWSCURRENT |, BERAF RPN EFRANZRI., RE , A THEBE
22 AWSCURRENT Z4ARRA |, & AMIAE R RINER

IBAT AR 5 R AR , Amazon EE X4 aws/secretsmanager A ERFRAEF XERHAXNER
HITMER, BXEZEER , 555 the section called “/RI : 1£48F F45E Amazon KMS 23403k 1%
M,

EERERAXREKN KMS 4] |, BRI EPEFEFAI B ListSecretsz DescribeSecret, H &
#A 5 for Secrets Manager (aws/secretsmanager) <BXA , X ERIEFTLIRE KMS ZAIRIRAF.
Amazon £E X 4

fTARME ?

Secrets Manager £ EE4AE , {8 S I 7105 -

- BHABHRAER

- RIRIEE

- SZRAXKHN KMS F4H ARN
o EAIMTHH Amazon FRE

INZEMBZRIE
RNTRZBRBPNZRHPEME |, Secrets Manager FERUTIE,

1. Secrets Manager A Z4ARY KMS Z4A#Y ID 18 A% Amazon KMS GenerateDataKey#4E , HHiF
RiME 256 {7 AES XW##4H. Amazon KMS iRE — N ARTEZLARMER KMS Z4 NE Z
BIEZPANEIA,

2. Secrets Manager £ A4 X A FEZH IS RMZIRE (AES) EEZXN AR ZLAEHITINE,
Amazon KMSRA 5 , B RRMAEFBIBRAEA.

3. Secrets Manager FFMENHBEHAFHEZANAREF , EETATHEZAE, B2, [
—\ Secrets Manager API 3FF£1R [ N2 #2247 = i 2 M BB 240

NEMZENBRAEEE
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1. Secrets Manager @ Amazon KMS fZ B EH & A MBHBEZH.

2. Amazon KMS £ AZAK KMS BIARBRHIERH. ©RHEEBAXHEESR.

3. Secrets Manager £ ZBAXBERARBRRAE, AR, ERRMAAERREBRBIERS.

KMS ZHBY R

% Secrets Manager ZEIMFREFRER KMS ZK , eaRXRLUBREFZHAENAFRITERE, &
A LATE 1AM policy REZFA R P IR X LR, LA Secrets Manager ##EEZE Amazon KMS R,

* CreateSecret

GetSecretValue

PutSecretValue

UpdateSecret

» ReplicateSecretToRegions

E Y KMS B4 A TR B Secrets Manager BYiEK , AT LAEN PR BEH ER
Bsecretsmanager.<Region>.amazonaws.com{EM k m ViaService s: Z£H %,

BRI LAENE £ T X ZASRERES KMS 4R TIMRIRENSZHE. Fln |, 7TE IAM 53348
RENXHEPFEAFZRHEZMFEZER , IEBRNFPFEARNY R, KMS ZARNEBUEEERELD
HHEtE, BEXEZEER |, 55 CreateGrant,

Secrets Manager MR A& KMS %41

Secrets Manager ERAREY KMS Z4A A LT Amazon KMS #21E,
GenerateDataKey

Secrets Manager 8 % Amazon KMS GenerateDataKey#24ER N TR LT Secrets Manager

B]1F.

« CreateSecret— MR FHZA TS H4E , N Secrets Manager &5 R HTHI B IR 240 3¢ H #1740
o

« PutSecretValue— Secrets Manager i& R #FTHV B E R AR MNZIEEN HAE.

* ReplicateSecretToRegions— EMEE FIH 4R , Secrets Manager £ &4~ X H &K — > KMS
AN BEEA.
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* UpdateSecret— MREEck 7 H4AEH KMS Z4R , Secrets Manager 218 3K #Y B HE 2543 5k 4N
BT A E.

#ZRotateSecreti@fE R &AM GenerateDatakey , RAEFRLERFHAE. B2 , R
RotateSecret AEXR 7T WZEEM Lambda IR &% , MHIFA PutSecretValue BRIERTE
% GenerateDataKey &K,

Decrypt

Secrets Manager 18 Decrypt #4ERIEMRI LA T Secrets Manager #4E.

« GetSecretValueHl BatchGetSecretValue— Secrets Manager £ 24 EIR B4 8 A & 25X
H#t TR, EMZBMENZEE , Secrets Manager 218 Amazon KMS Decrypt #RER
REZHAPWMZHREZR. RS, cEARXBEZARN ENBRAERS. N THAAE
T , Secrets Manager AINEE AR ZENZ , U HIEMERAEBL™4% Decrypt 15
Ko

« PutSecretValue®l UpdateSecret— KZ# PutSecretValue UpdateSecret and ER T &t
%Decrypti®fE, B2 , & PutSecretValue 5 UpdateSecret ERZIRXE XA ZHAMRA
FHZ4AERT , Secrets Manager XA B ZAERZHFEEERPIWRABLR , LUBIAF

2EMEE. WIRETTHR Secrets Manager RIENBEFIRE, EMBIMZHNZ4AE |, Secrets
Manager 28/ Amazon KMS Decrypt #ERBEZEZZATHMBRTEZHR. A5, ©EAH
XBREZARN EMZRRAERR,

« ReplicateSecretToRegions— Secrets Manager B &% £ XFF W ZAE , RAEERIARXFEF
£/ KMS ZAEfHMIMEZHAE,

Encrypt

Secrets Manager ¥/ Encrypt ##ERIMR LT Secrets Manager #4F :

« UpdateSecret— MREEk KMS 47 , Secrets Manager & & i #1 %40 EF IR
3 AWSCURRENTAWSPREVIOUS. F1AWSPENDINGHLZ: KR AHY EIE 4R,

DescribeKey

H{YRTE Secrets Manager #2#l & a2 mBE AT , Secrets Manager A ZDescribeKey#1E
k#EE =S H KMS %47,

WEXT KMS B4 17 4]
HEEUHERSEAXKN KMS 28 , Secrets Manager A EER KMS i H

GenerateDataKey M Decrypt ##fF, XLRABWANARAREENNZ KMS ZHATX LR
YE. Secrets Manager A XLBRENER ; EFEEAMBRERPEAXLELER,
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BRI LURBIXEERA , BRXEERSP SecretVersionId BAME L T XWER
RequestToValidateKeyAccess,

(® Note

I % | Secrets Manager RUF AT EEME LT X, BAEKXEREHN Amazon
CloudTrail BEHR XIEE INZ £ T R,

Amazon & X # 40 (aws/secretsmanager) BB BUER

X 24 Secrets Manager X &R i & HiE KT |, for Secrets Manager (aws/secretsmanager) K %4A
RS RFAFEH KMS B4 TR ERE. Amazon HEXNF BHAXRBTI A EMA P EREE
A KMS 41,

BB ST Amazon FEE R B KM, HMEBSRRY . LT EFRBAEN , AL
METEE. AXHMAELS  ASHEERAEN,

ZAEMPHRKBAEEUTRN

« X3 Secrets Manager K{RIKFHFHWAFR ZHERN , FAFXERAFEA KMS ZTNEE
fE. kms:ViaService &4 %48 058 HIKHE PR &,
« foFiZ Amazon K 8122 IAM KRS, RFAFEE KMS ZAE MEFBUE RN

- R%E Secrets Manager 7 AR HURIRE KMS Z4AR 1A F PR , {Bi% K B&E /2 1F Secrets Manager
RERAFAE KMS ZBHETRN , F ATk BEEEM AT Secrets Manager £ KMS ZH RN,
X R BER X HWIREER Amazon EERNER.

LA 2 Secrets Manager =%l Amazon £ & %4 X BREE,

JSON

{
"Id": "auto-secretsmanager-2",
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow access through AWS Secrets Managexr for all principals in the
account that are authorized to use AWS Secrets Manager",
"Effect": "Allow",
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"Principal": {
"AWS": [
win
]
},
"Action": [
"kms:Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms :CreateGrant",
"kms :DescribeKey"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:CallerAccount": "111122223333",
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"

}
3,
{

"Sid": "Allow access through AWS Secrets Manager for all principals in the
account that are authorized to use AWS Secrets Manager",

"Effect": "Allow",
"Principal": {

"AWS": [

mgn

]

},

"Action": "kms:GenerateDataKey*",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:CallerAccount": "111122223333"
},
"StringlLike": {
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"

}
Y,
{

"Sid": "Allow direct access to key metadata to the account",
"Effect": "Allow",
"Principal": {
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"AWS": [
"arn:aws:iam::111122223333:root"
]
}I
"Action": [
"kms :Describe*",
"kms : Get*",
"kms:List*",
"kms : RevokeGrant"

1,

"Resource": "*"

Secrets Manager 1% £ T X

nEZETXR-AITEEEFRNERFENREN . HEENMBRENERPIEME LT XA, 2500
# Amazon KMS F R INE L T XHEZMBEHIE, BERZHE , S45E ABRBRNINE LT3

X BB R GenerateDataKey M 2% R F Amazon KMS |, Secrets Manager £ E5H AN & #-EX
WNZE LT, ATHRIRBARERE , WA T REIAR. BNF2Tl , EEEEAENMNBELTXS
HENZRETF.

"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3",

"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"
}

O LAMERAMNZ ETXEFIHEEMAE (H/20F Amazon CloudWatch Logs ) Hif 5llixX L& 278
£, HERNKBANBRPHENFRMHS. Amazon CloudTrail

Secrets Manager tI# £ T~ X ZEHNEH-EX,

» SecretARN — F—NBH—EXNREZRE, B2 SecretARN, ZE=RZ4R Amazon Resource
Name (ARN).

"SecretARN": "ARN of an Secrets Manager secret"
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fFlan | NRZR4AK ARN 2 arn:aws:secretsmanager:us-
east-2:111122223333:secret:test-secret-alb2c3 , M#FE L FFHEIELUATX,

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3"

+ SecretVersionld— FBZNBH-EXRFRRZRANRAE, 2 SecretVersionId, Z{ENRA ID,

"SecretVersionId": "<version-id>"

Bign , MRFAKMA ID & EXAMPLEL-90ab-cdef-fedc-ba987SECRETL , M%E £ T
LR X

"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"
LUIREB NN ERFAN KMS Z4ArT |, Secrets Manager & 8] % 3% GenerateDataKey M ZE K |

Amazon KMS U RIF AR E RS ENFER KMS ZRAMITXLIRME, SRBFERN , AT RHAE
{5 F 31X L5 1 7,

FEXLERUFERSP , SecretARN WERZAMSEFR ARN , {8 SecretVersionId EN
RequestToValidateKeyAccess , 1A R MNE L X ROBIPFIR. L4FERE T HBBIETE B EM =&
IR ER AP AR IR I E R

"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333;:secret:test-secret-
alb2c3",

"SecretVersionId": "RequestToValidateKeyAccess"
}
® Note

f£id % , Secrets Manager RIFER AT EME LT, BAIESERER Amazon
CloudTrail BEHR XIEEME £ T XA L,
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4532 Secrets Manager B Bz Amazon KMS

i’.&—llflﬁﬁﬁ Amazon CloudTrail 1 Amazon CIoudWatch Logs K ERER Secrets Manager Amazon KMS
RRERENER, BXRENBAEANEZER , BSH BEEHA,

GenerateDataKey

HEEZRAPLERERNZEAER , Secrets Manager & [ K% —NGenerateDataKeyiF R
Amazon KMS |, HiZZAIEE KMS F41,

g3k GenerateDataKey BENEHEU T ROIBHEL, ZERHE
secretsmanager.amazonaws.com M. SHIFEELAN KMS 471 Amazon Resource
Name (ARN), FE 256 U B AN B HAFURRMRZRA MR INE LT3,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l"”,
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:23:417Z2"

}

I

"invokedBy": "secretsmanager.amazonaws.com"
I
"eventTime": "2018-05-31T23:23:417",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:us-

east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"keySpec": "AES_256",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",
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"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"

},
"responseElements": null,
"requestID": "a7d4dd6f-6529-11e8-9881-67744a270888",
"eventID": "af7476b6-62d7-42c2-bc@2-5ce86c2led36",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333",
"type": "AWS::KMS: :Key"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

Decrypt

LR E R Z AN ZEAER , Secrets Manager B KX fEHER Amazon KMS LA % 1%
HEEZH. YTt EBanT , Secrets Manager TULEE AR ZENZ , Rt HEMBEER
EEF=4 Decrypt EKo

2% Decrypt BENBEHEUT REIEHEL,. AFRE Amazon IKFFIHERIEHELEA. X
LR EBEMZENRZH (EHNBX blob ) UARIFRKRMIKFEMNE £ T, Amazon Amazon
KMS M\ X F3REX KMS Z4H8Y 1D,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@1",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:36:09Z"

}I

542 Secrets Manager B Bz Amazon KMS 329


https://docs.amazonaws.cn/kms/latest/APIReference/API_Decrypt.html
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#encrypt_context

Amazon Secrets Manager ArfEm

"invokedBy": "secretsmanager.amazonaws.com"
.
"eventTime": "2018-05-31T23:36:09Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",
"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"

},
"responseElements": null,
"requestID": "658c6a08-652b-11e8-a6d4-ffee2046048a",
"eventID": "f333ec5c-7fcl-46bl-b985-cbdal3719611",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333",
"type'": "AWS::KMS: :Key"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

Encrypt

LEERSHAKEKMN KMS Z4A8T |, Secrets Manager REIKEMNZER , EREAFTBHAER
JNAWSPENDINGZAWSCURRENTAWSPREVIOUS, F#Z4AMRA, Amazon KMS HENZAEFH T 5
— XA , Secrets Manager i€ [8 Amazon KMS &% Encrypt Ko

1%k Encrypt BENSHELUT ROISH4EL., AR 2% Amazon P RiFRIREHEFE A,
"eventVersion": "1.08",

"userIdentity": {
"type": "IAMUser",
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"principalId": "AROAIGDTESTANDEXAMPLE:user@l",

"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l"”,

"accountId": "111122223333",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"sessionContext": {

"attributes": {

"creationDate": "2023-06-09T18:11:34Z7",
"mfaAuthenticated": "false"

}

I

"invokedBy": "secretsmanager.amazonaws.com"
I
"eventTime": "2023-06-09T18:11:34272",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:us-east-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa071ddefdcc",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-
east-2:111122223333:secret:ChangeKeyTest-5yKnKS",
"SecretVersionId": "EXAMPLE1-5c55-4d7c-9277-1b79a5e8bc50"

I

"responseElements": null,

"requestID": "129bd54c-1975-4c00-9b03-f79f90e61d60",
"eventID": "f7d9ff39-15ab-47d8-b94c-56586de4ab68",
"readOnly": true,

"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa0@71lddefdcc"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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}

ARy B iR % € Amazon Secrets Manager

YR —IEE RS Amazon Secrets Manager , % Amazon £XME L LMW RYF, BHX Amazon &%
AR5 AR t0fa] Amazon RIFEMIREHNEES , 2 MAmazon =22, EFEAEMRBRENHES
BRIZITEH Amazon 3R3E |, iS5 S Amazon ecurity Pillar Well-Architected Fram ework A #9 Eftt
RHBRT

B M %58 Secrets Manager i3 Amazon £/ TLS &AM HY APl #1THY. Secrets Manager API
A LM EARENBEA. A , Secrets Manager XIFE TR REWIHEER  Hbhal@88ETR
P it BYPR &ll, ik B] LAfE ] Secrets Manager BIRKEERIZFIRBEFEELMFE = (VPC) A
BE VPC NEATHR, EfRL |, XATLURN A EBANME RS Amazon MEHHEE VPC IBE
FR. BXEZEER , HSH the section called “VPC i & ( Amazon PrivateLink ) 7o

£ Amazon Secrets Manager VPC &% T &

BANBWEBETENAERNEZ B RN T ARE LETRATRESHEMIZE. BB eIZEN

VPC i R7E VPC 5 Secrets Manager Z BRI A HEE, EDHSH—THEARREMRZHE Amazon

PrivateLink , B ARELETFEEHKRMM <, NAT %%, VPN E#EZ Amazon Direct Connect & #E1 A

FAZR 15[\ Secrets Manager APl, &) VPC REYEBIRFELE IP bt B A 5 Secrets Manager API

HITIEE. &H VPC # Secrets Manager Z B RET B Amazon M, BXEZELR , ESH
{Amazon VPC AAF#E8) FI#EZ DO VPC ik & (Amazon PrivateLink).

% Secrets Manager £/ Lambda 2 RHHIRZH (HlINIERFEEFEZIENZFR ) it , Lambda B
B RIBY M IR E M Secrets Manager X HiEKR, EEAEFIASEAEHIRIRE , Secrets Manager
FEEENBFEFEMERN VPC Bl Lambda E¥. BIWEER — VPC F 42 Secrets Manager Ui
&=, BMEM Lambda 3 ¥ BB [E Secrets Manager & HHIER T &4& H Amazon M4,

MRERNHL[SAFRE DNS , MAERAERERER DNS EHAERXE S , [@ Secrets Manager
K& APl &R |, ffli0 secretsmanager.us-east-1.amazonaws.com. BXEZEL | ESH
{Amazon VPC AF#EmM) PHETE Dis 15 F RS

BT LB S N R R EE R M RBEEX Secrets Manager BiERKH VPC iR, AXEZELR
&2 5 the section called “/Rfl : BRF VPC’,

LAl LB VPC KL 28 A Amazon CloudTrail B &R E &SN 240 FE AE R
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https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
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https://www.amazonaws.cn/privatelink
https://www.amazonaws.cn/privatelink
https://docs.amazonaws.cn/vpc/latest/userguide/vpce-interface.html
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A Secrets Manager £|2 VPC i &

1. #ESR (Amazon VPC AF#ER) #HH Creating an interface endpoint, AL TRS Bz — -

* com.amazonaws.region.secretsmanager

« com.amazonaws.region.secretsmanager-fips
2. EREXISwSMEE | iH2 5 Control access to VPC endpoints using endpoint policies.
3. EfEA IPv6 FMIXHER T U , ESHE IPv4 F IPv6 TR R,

RO iw R0 2w LR

WREREE— IAMERR , ZULLFEMMEEORS. RARSREAFESEDKS T
Secrets Manager, E#£#| /1M VPC 518 Secrets Manager B R |, #&F B E Lk ,\“%lﬂ%ﬁﬁﬂﬂﬂiﬁ
O Ro

ImRRBIEEATER

- TWHITIRIEM ER ( Amazon Web Services K/, IAM FHFH IAM B )
- AMITHVIRE,
o A HHATEREN TR,

EXEZEE |, iB5# (Amazon PrivateLink 18R8) A8 F i = 56 BE 32 53X AR 55 89 15 R AL FR o

5l : Secrets Manager /EM VPC if KBS

DT RBEENHSRENRA, HMMEEORIN , LREARNIEER LFTPH Secrets
Manager & 4ER 5 RIAXBR

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow all users to use GetSecretValue and DescribeSecret on the
specified secret.",
"Effect": "Allow",
"Principal": "*",
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"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

]I
"Resource'": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:secretName-AbCdET"
}
]
}
HEFH

BEEESEASHTFHBEIE, #HiR, SUEMER VPC iR, BR , BALEESRXAZN FRFME
A VPC imm., BXx VPC HEWEE |, 55 (Amazon Virtual Private Cloud AAF#ER) W5 HAM
Tk~ H= VPC,

EA IAM KrEIEH API 175 7]

MREFEA IAM KB Amazon Web Services RS 1R1E IP sut = HIIFRIANFR , N TeEEEF H R LA
TE IPv6 SR, ANIERER IPv4 5 IPv6 2 BINZER , HIER MM EFHEH IAM KBRS 8 X5
X R, SEHEIX LB A B T8 7E X5 IPv6 MIE AR IEXT Amazon BRI L 254,

ft4=2 IPv6 ?

IPv6 2 F—R IP 5 , EERZEM IPv4, ZBIEIARZA IPv4 £/ 32 U St A REKEF 43 ZH1%
%, T IPv6 AIfEF 128 IS U REH AL 340 FIZTZ (R 2 H 128 R ) AikE,

BEXEZEER |, BESH VPC IPve W,

AT 2 IPv6 Hbiit Y R4

2001 :cdba:0000:0000:0000:0000:3257:9652 # This is a full, unabbreviated IPv6 address.

2001:cdba:0:0:0:0:3257:9652 # The same address with leading zeros in each
group omitted
2001:cdba::3257:965 # A compressed version of the same address.

IAM XUt ( IPv4 1 IPv6 ) SR B

O EF 1AM KBESRIZFIXT Secrets Manager APl #9175 18], H FH 1L B B SE B 2 7089 IP ik ifi[a] Secrets
Manager API,
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https://docs.amazonaws.cn/vpc/latest/userguide/vpc-sharing.html
https://docs.amazonaws.cn/vpc/latest/userguide/vpc-sharing.html
https://www.amazonaws.cn/vpc/ipv6/
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i& Fl T Secrets Manager API By secretsmanager.{region}.amazonaws.com M 1% % R B it X 3 IPv6
F 1Pv4,

WREFZRERXFF IPv4 M IPv6 , iEEFTER P il 7% RS E IPv6 bk, BN , EAIEETTEE
& IPv6 iE#£ZF| Secrets Manager.

WM IZMATILE R ?

MREFNFUHEBE aws:sourcelp WEBESHFER , MIHERLE IR, NIFUBEREME LI
IPv4 F IPv6,

MREFEANT U, FEFHHREMA IPv4 BNt Hy 1AM KB |, FHTE IPv6 Attt
ERNZHRATHER ?

MRERERA IPv4 WL, Nk BEHRT 2 EMEE,

F IPv6 ARINE] IAM R EE

IAM SRBEfEF aws:Sourcelp £RHRBEFIMGE IP thutfIiFE,. WREHMEERANIT U ( IPv4 F
IPv6 ) , IEEFEM 1AM KEELLEIE IPv6 bt SBE

ERBEM Condition JtEH |, & IpAddress #l NotIpAddress EERFA T IP it &, FEME
BAFRREER , ERAENTELEEMERN IPv6 ik i&=,

XL RBIER aws:Sourcelp, XF VPC , EXAEA aws:VpcSourcelp,

T2 IAM AFEREF Amazon ETE IP SERXIE4IHRIFNASR, Condition JTEAH
NotIpAddress FIHFEA IPv4 #hitEmE : 192.0.2.0/24 M 203.0.113.0/24 , XH N tuteE
FFIEL 7B AP,

JSON

"Version":"2012-10-17",

"Statement": {
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
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"NotIpAddress": {
"aws:SourceIp": [
"192.0.2.0/24",
"203.0.113.0/24"

},
"Bool": {
"aws:ViaAWSService": "false"

EFEHLERRE | BEE® Condition JtELLEHE IPv6 #1tSEE 2001:DB8:1234:5678: : /64
2001 :cdba:3257:8593:: /64,

® Note
BABRIABTH IPv4 ik, BEREIENFFEEX LML,

"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24", <<DO NOT REMOVE existing IPv4 address>>
"203.0.113.0/24", <<DO NOT REMOVE existing IPv4 address>>
"2001:DB8:1234:5678::/64", <<New IPv6 IP address>>
"2001:cdba:3257:8593::/64" <<New IPv6 IP address>>

Iy
"Bool": {
"aws:ViaAWSService": "false"

EHX VPC EFLLERE | B aws:VpcSourcelp M3k aws:Sourcelp :

"Condition": {
"NotIpAddress": {
"aws:VpcSourcelIp": [
"10.0.2.0/24", <<DO NOT REMOVE existing IPv4 address>>

FF IPv6 7 02 S RE 336
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"10.0.113.0/24", <<DO NOT REMOVE existing IPv4 address>>
"fc00:DB8:1234:5678::/64", <<New IPv6 IP address>>
"fc00:cdba:3257:8593::/64" <<New IPv6 IP address>>

I
"Bool": {
"aws:ViaAWSService": "false"

RIEEHEF RS ¥ IPv6

WMREAE R secretsmanager.{region}.amazonaws.com % R , BERIFETLUEZTZKR. THHNDS
BRANE T WA ATIIE,

L RBIBER Linux M curl M2 8.6.0 , #EMH{ZF amazonaws.com i m. 2B H IPve Wik K
Amazon Secrets Manager fR% .

(® Note

secretsmanager.{region}.amazonaws.com & FEE W TR TR LI E. BX Secrets

Manager i R TEF|XK , iS5 Amazon Secrets Manager i &0
FFE X Amazon Web Services X NN IRFSAMEMNMERXiE, ZkRelH , RIIERAH2
ZERE ( BFEFRILMILER ) - us-east-1 Ko

1. FERAUT dig Wt HERKEZEER IPv6 it # 1T #E4T.

$ dig +short AAAA secretsmanager.us-east-1.amazonaws.com
> 2600:1f18:e2f:4e05:1a8a:948e:7c08:clc3

2. FAUT curl W SHER T IRMERE AT URI IPv6 &k, 404 MR RTRERERKZ , M0
e B HE R R IE R K M

$ curl --ipv6 -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://secretsmanager.us-east-1.amazonaws.com

> remote ip: 2600:1f18:e2f:4e05:1a8a:948e:7c08:clc3
> response code: 404
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https://docs.amazonaws.cn/general/latest/gr/secretsmanager.html
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WRERFZE IP HEWERBFR 0, MRTEMEA IPv6 I Sin RBM MKERE, Z8 IP MiX
2 IPv6 Hbiik , RNIRERLG RIZIE RN T Im A AT

MREE IP HZEHIRIFE N0 , NEF iR EHL IR REEER IPvd-only, BAIBERLT curl
BRI EE,

$ curl -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://secretsmanager.us-east-1.amazonaws.com

> remote ip: 3.123.154.250
> response code: 404

X &M Amazon Secrets Manager

Amazon E %t Amazon Web Services X15 AJ A X I E £ IKEM ¥, Amazon Web Services XiF 12
HEBAYERENRBREATAX , XETHAXERKER, sfHENEEARINGE, FARA
X , Ba LRIt MREETAX 2 BEDR It B XA AREBHNNARFNREE, S&EENEIN S
ENBEROLEMERMEL  TAXANERETESN TN, REDEMNTT B,

BEXRHMMNTEMENEZELR | BHSH TEMEITHE—— Amazon Well-Architected 228,

B X Amazon Web Services Xif M AXHWEZFEER , HSRAmazon £ EKER 1% 1,

Post-quantum TLS

Secrets Manager XX ZMELZ L (TLS) MEMEMUERAREESEEFEZARIRET, HEERE
3| Secrets Manager APl 3% Bt , ATBAERA L TLS i, RINERECEEFEECHRET
BEIHEE | X bR BATF 48 i L 27 40 33 DI Secrets Manager A= ME N, XLERE/E
ETZARMRYERTIEN , ELERIMNBAIEAN TLS IE —HR2 , H EE AR REAINN
Z2E%. T , EEEANEEZHAIRDIEL , eNAFNERNFHEMEE. BRIAMER
T, Secrets Manager Agent fEfi/EE2F ML-KEM ZfARRIERN K AR ESHZHA R,

ATHRPUSIMBNHRBERIAREENKRTE , Amazon EESEZEBFRA—BFAMEFELREE
FEE, BIE AT Secrets Manager R PR T EEREFRARKREREYN,, XEEAFEE
HRESNBZREELSREFERHES  THRR TLS EEETLEAETRREH—HBEAR, T3, BAF
RAEFRBEANMERIRTRERSEAZARRIINEEFIEIRTREREGRTE , RIMNBYE
&3t AP ERFF BRI

Secrets Manager £ E Xig 2 /AW E X #E 21 PQTLS.
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BRERESRFEF TLS

1.’ Amazon BAIETREFimAMNEIRE Maven REIHIH . RATEWEER R AT BRE. B
W, LR E AR IR A 2.20.0,

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>aws-crt-client</artifactId>
<version>2.20.0</version>

</dependency>

2. FHERT Java B9 Amazon SDK 2.x RMEIERI B A E##1T#B{t. £ HTTP BEF IR LB A
BERETEZBEN,

SdkAsyncHttpClient awsCrtHttpClient = AwsCrtAsyncHttpClient.builder()
.postQuantumTlsEnabled(true)
.build();

3. B2 Secrets Manager & & F o

SecretsManagerAsyncClient SecretsManagerAsync = SecretsManagerAsyncClient.builder()
.httpClient(awsCrtHttpClient)
.build();

7

TE , HIZVA Secrets Manager AP 24ERT |, BN ARANETREFEE T TLS £ F Secrets
Manager i &

BEXERAREEETFTLSHESEER , H5H .

Amazon SDK for Java 2.x FF & & #§& MAmazon SDK for Java 2.x EA N BEXE,
s2n-tls B , FWFFIR TLS EEHMEA s2n-tls.

Post-Quantum3t B B RIF S HARAFRAT (NIST) @@ BB F.

FHERZE 1.2 (TLS) BRE Post-Quantum ZEAHEEH ZE (PQ KEM).

Post-quantum Secrets Manager # TLS £ Amazon Web Services X137 Bk E SASABI P #t X &R 0]
o
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https://docs.amazonaws.cn/AWSJavaSDK/latest/javadoc/com/amazonaws/services/secretsmanager/AWSSecretsManagerAsyncClient.html
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://www.amazonaws.cn/blogs/developer/aws-sdk-for-java-2-x-released/
https://www.amazonaws.cn/blogs/security/introducing-s2n-a-new-open-source-tls-implementation/
https://aws.github.io/s2n-tls/usage-guide/
https://csrc.nist.gov/Projects/Post-Quantum-Cryptography
https://tools.ietf.org/html/draft-campagna-tls-bike-sike-hybrid-01
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BB HBEE Amazon Secrets Manager

{55 F LL AL BY (5 B AT &5 Bh 5812 W NS & 8 £ £ A Secrets Manager B 7] 8218 Fl B9 6] &,

BRI AR |, 1S the section called “® i@ BHEE",

FH

« “TFRMEIELEE

s NFERREFEUENEL LR

o HIEMANAE TR ER,

« EBIR MR W EI“Cannot generate a data key with an asymmetric KMS key” ( 7% 8 F IE33 #r
KMS B BIERS )

o W% ACL MZ2AF AV (H itk AT EIREAISZA]) B A #E ping B Amazon CLI % Amazon SDK #
ETENE D ARN AR BI BRI WER

« INMMER—NMAEE Amazon RS , BXIERZRIS N H#ITER.

 {£H Transform B45 A Python 3R KM : -2024-09 AWS::SecretsManager -16

‘TR # B4 S

L {R[E Secrets Manager # 1T 2 GetSecretValue 5} CreateSecret 23 API AR |, fRUATME
IAM fXRRFBEH T ZAA. HEFEREH AR , 2HAESRREHTHEN AP BA |, HiE&E %M
A IAM R, EER AR IAM KM B IAM AP EFEHNARREFRR, MREF
XL RVRBEAIEEMAEKMH (B0, ZAREI IP #atRF) , MR SMIE K IEE R HRIX
LZmR, BXREFLBEICERT IAM AP, AACHNRENESR , 28 (AM AFERE) BHE
A%, B X Secrets Manager FTEMRRMEL , S the section called “ 5 4 3 F 1/ A1 2 5§l

WMREBFZX APl FRH#TEEMAFEH Amazon SDK , FHEHIAEG B EEXYERH#ITES,

X F i 2 2 M 54 1

FRIAATRHERN IAMAFSASEFEBNNR, BNRZEFIENRERE T IAM AFSA
B, XBWE , NBRXETH IAM AFSAERTHINR, BXERNEZEFIENRNBESXNES
5, BZH IAM A Em ezt ine 22 IR R,

WASEEXYERH#TESR , ARBRBRIEBLTIR, EXEHAEE , BEHMERBHFRIESHT
S, RE IAM AFERPHEA IR Z£IEBER Amazon BRF R,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_control-access.html
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https://www.amazonaws.cn/tools/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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BRI nNZ2FIDREIH. BXESEFER , 28 (AM AFERE) 9 BERIGN Z2FiE,

B Secrets Manager FTENRAWEE. , 1S H the section called “5 13 5 iE F 175 7] 3% &l

HIEIR 48 M BN B R IR AT AV B aio

Secrets Manager FAZ AZL —HMEN 2 HXNITEERE, R1E Secrets Manager ( X HE i Amazon AR
) PABNENESANEE —BRNETEMNTETRENRSPEL. EERSHERSH2E. S
XEE5EHXEzE , UREKNWXFEEXEH 2B AEHEFTERE , XQER —EMWIER, Secrets
Manager tiEF Al RFRIESMRE , BERLEERT , XTELE M E, EZilZEFNHEENZ
B, ERAIRER A M,

EiRITERNARFINERIXEATRNEER. i, BERNARRF TR TE , BIEE— M
B THERT L ERMUER R,

BXARL BN mEM—L Amazon RFENESER , ESH :

« Amazon Redshift BIEEF Z A RPN EELHIE — 3t
« Amazon Simple Storage Service AR H Amazon S3 FiE —SMHER

« Amazon KEIEEEH K Ensuring Consistency When Using Amazon S3 and Amazon EMR for ETL
Workflows

« Amazon EC2 API 5| B# ) Amazon EC2 &4 — Bt

£ ) 22 M Z i U E “Cannot generate a data key with an asymmetric
KMS key” ( o3 EERIEXNFR KMS ZEAERBIEZRR )
Secrets Manager 1 /3 Sa84A 3 BX SO 0158 KIMS 483k B9/ B4R B 4 OB 040, A A ZER

R KMS B, WINEERABRXNFINE KMS 24 , MARENI KMS B, AxHHA , HSHIA
BlI3EXIFE KMS Z4H.
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M4 ACL MZ A ARV (E L AT IR &SR EH]) ;YK ping Y
Amazon CLI 5¢#& Amazon SDK ##EFTEME D ARN 2R
r&h?

HEFZERT |, Secrets Manager AIAMTZEH ARN hREIZR4E  MEETEM ARN, BINE 4R
BHLUEZRFERANERLER |, Secrets Manager ATRETEX M —E 9 ARN KB Z4H, RAITERIL
BT ER ARN SHBZRA BT,

EZEARERE

Secrets Manager R E BB MARKBERNMANEN R , UHEBIFAKRER ARN E—14, 0RMR
TREES  AREAMERNEMAETHES , IR TXEFHFNERER , XHNZHAEETREN
ARN. BT ARN &[E , BRFEIBZANA -T2 HHREFBHANHENR,

Secrets Manager Al Z4AH2E ARN , HFZEXE., K-, BHAEH , EREFHFMANER , W
TFIR :

arn:aws:secretsmanager:us-east-2:111122223333:secret:SecretName-abcdef

MRZABMUEFHNANFTRERE , SBMNERA—3 2 ARN B |, £ Secrets Manager & &ELLF
BETZEM ARN, il , BgEEF — N8B MySecret-abcdef HZE4H , HARN T :

arn:aws:secretsmanager:us-east-2:111122223333:secret:MySecret-abcdef-nutBrk

HINRARAUTIRE ( WIRERER -9 %4 ARN ) B , Secrets Manager AJRE& R T EIH 4,

$ aws secretsmanager describe-secret --secret-id arn:aws:secretsmanager:us-
east-2:111122223333:secret:MySecret-abcdef

XNMEZH—MNAEE Amazon RS , B4R ZIRS T Hi(T
EH,

MRAEL RTINS R | RN BB EERS REH B, AXESEL
ESH HEARSBEN RN,

EREHREEZN , BAUEERAET. AHMORSEENZALZRSH ID ERRIR, &, &
R Amazon CLI , ¥ d escribe-secret , REEBZFR. OwningService

W& ACL M= L HEPAVE (F L AT 2K B L ) B9 K #E ping B9 Amazon CLI 5#& Amazon SDK #B1EF % 342
MEBS ARN KB KA FEER


https://docs.amazonaws.cn/cli/latest/reference/secretsmanager/describe-secret.html
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£/ Transform 85 A Python 3R L W #-2024-09
AWS: :SecretsManager -16

WMREIEFE AR Transform : AWS: :SecretsManager-2024-09-16 , 3} BfE5#t Lambda B#X
Z1TEHE R Python RS A KK , MR A RERHTHFABM Runtime E5I#E, EALEIRRA ,
Amazon CloudFormation AT AN R EEZITAITARA, KBHMEAEN R MG, EXLFETEEXLER
o

A Transform Bt A Python t&3R K M#-2024-09 AWS: :SecretsManager -16 343
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Amazon Secrets Manager Bt &

Secrets Manager Bl APl EEREM TPS [R& , MAERAREGER AP By TPS FREUIIRIK,
RNBWEREUBESE 10 28— XWERGLRA PutSecretValue &% UpdateSecret, TR
WA PutSecretValue & UpdateSecret EFZ4A{E , Secrets Manager I B ZEANIMRA, =
RRAEE 100 4NBY , Secrets Manager MIBRARATICHRRZA , BT MR 24 DT AR RA, IR
B 10 HEH—XZHAE , NLIEMNRAZ T Secrets Manager HIBREVARAS |, R B Z AR KB
Mo

BRBEENKFRETENXE , FESMRARKE T8N XER,

L — /NS AR Amazon Web Services Ik £ S —NKF AN LN , CHEBRIBEKRFER. X
FEMKFiER |, Secrets Manager R HIZHIERWEHBHIKS, , MAREEZRMENKS,, Hlan, w0
R ARHE—SHFERAKS B PWE - , NZRFNFERFRXEATERS A FHBEEH,

Secrets Manager Ei &l

Name RIAE Cl) 5 88
il
4
DeleteResourcePolicy, GetResour BMNEXZEFNX B DeleteResourcePolicy,
cePolicy PutResourcePolicy, #l 5 8% 50 GetResourcePolicy,
ValidateResourcePolicy AP i5 3R &J& PutResourcePolicy#
xR ValidateResourcePolicy
APl BRI BHEARS
.
PutSecretValue, . . RemoveReg BMNEZEFHX B PutSecretValue, . .
ionsFromReplication Replicate 5 8% 50 RemoveRegionsFromR
SecretToRegion StopReplicationToR eplication Replicate
eplica UpdateSecret, #1 UpdateSec SecretToRegion
retVersionStage AP| &R & HIEE StopReplicationToR

eplica UpdateSecret,

F UpdateSecretVersio
nStage APl E RN B¥ &
ARBE,
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RAriEmE

Name

RestoreSecret APl R4 HER

F1 CancelRotateSecret API i§3R

RotateSecret & FHiE=R

F UntagResource API #&3R TagResour

ce & FHER

BatchGetSecretValue API i& 3R # &=

CreateSecret AP| i& R &R

DeleteSecret API i 3R Y& =

DescribeSecret API &Ry iE=R

GetRandomPassword API i& 3R & =

GetSecretValue API i& 3R Y& =

ListSecretVersionlds API i&3R 1Y iE R

MINE

BIMEXFENX
& 5% 50 1

BIMEXFENX
& 5% 50 1

BIMEXFHX
& 8% 50

BIMEXENX
& 8% 100 1

BMEXFHX
& . 8% 50

BMEXEFHX
& 8% 50

BMXEFHRXE :

& 40,000

(SRS Z: 0
& 8% 50

BIEFHX
88010

BIEFHX
& . 8% 50 1

W & o

i

i

7|

| 7|

7|

ol

i

58

RestoreSecret AP| &R &
PHEBARZE.,

RotateSecret
CancelRotateSecret API
BRUBWEAXRZE
Mo

TagResource #
UntagResource AP i&3K
NWEBYEARS EM,

BatchGetSecretValue API
BREVNERARZE,

CreateSecret APl E3R &
PHEBEARZE,

DeleteSecret API 53R &
PHBEAXRZE,

DescribeSecret API i&F3R
BYNRARZE,

GetRandomPassword
APl BERBUHNERAR S

=
Ho

GetSecretValue API iF3K
BUNRARZE,

ListSecretVersionlds API
EREVYRARS &,
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RAriEmE

Name HiINE A] %, BA
13
®
ListSecrets API i5 3R 1Y iRE BINZXEFENX & ListSecrets AP| iR
i % 100 HRARZE,
Resource-based R # 5 fR BANZXEFENX ) B BB BRI B T R IRH
1 : 2.048 A PR SR BE Y B K F AT 8K
=,
WBEEKRN BINZXEFNEX B NFZEMZENTRRK D,
15 : 6.5536 FFT NRWFEERFAFSE , N
CRZMREPRATNF
T
B BNINZXEFNEX = It Amazon k&4
5 : 500 FAN Amazon XiZ i) & KX % 4A
WE,
FTEZAMRA I LR BINZXEFNEX B AR Y T R A B pn BN &
= : 20 N ERSHRABE,
BNZA MR BN EFNEX B WENRAN R ABE,
= : 100

HERRMNNEENARER
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