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"importType": "BATCH_IMPORT_FINDINGS_FROM_CUSTOMER_ACCOUNT",

"category": "Intrusion Detection Systems (IDS)",

"marketplaceUrl": "marketplace_url",

"configurationUrl": "configuration_url"

FREEEEUATFR.

FB NE iR
IntegrationType 3 5K 2 [ Security Hub CSPM % 3% i

BLER X2 M Security Hub CSPM #EIiAE
ZR  ERENREMBERAESR.

MRERBMEHFEURE , BREFZRED,
RE . ZHHEHA

BE{E : SEND_FINDINGS _TO_S
ECURITY_HUB |RECEIVE_FINDINGS_F
ROM_SECURITY_HUB

id = FmE—RRE. SNELRRNIPLIZME—
o BNEAFRLXBZE A LAER. X A6
name A8[E £
KA FZRFE
BMKE 5 1MNFEH
BAKE : 24 NEH
ATEANTR . NEFE, BFNEFH
DFNNEFRIF L, DA NEFBHHFTE
E.

regionsNotSupported = BRXZFLLTH Amazon NXig ? #AER |

EWRLE XS, |, Security Hub CSPM R RiZAE

-
a0
oy
i
i

21



Amazon Security Hub CSPM

BRI HEERIERE

=

%

B

DU

Security Hub CSPM #ZHI &N S EKFETTE A [

BWER—AEI ?
RKH . R
IR XAB, Fl us-west-1

BXXEMWHER , S Amazon Web
Services —fi%xZ % EPE’JIZi'JZJﬁ, Lo

B X Amazon GovCloud (US) Rus-
gov-west-1 ( for Amazon GovCloud (US-
West) ) flus-gov-east-1 ( for Amazon
GovCloud (US-East) ) »

P E X XEARBRE cn-north-1 [FE
(4t )] M cn-northwest-1 [FE (F
)

oy
il

i}

22


https://docs.amazonaws.cn/general/latest/gr/rande.html#regional-endpoints

Amazon Security Hub CSPM EEENEERER

FE IEE iR
commercialAccountN = & Amazon X~ R EE Amazon K5,
umber

MRBFBAEL R XIEZ Security Hub CSPM
MR FEUR TR EIZREL RHIK

N
W o

- MIREY Amazon Ik, EXMERT , B
REARBRRFAELRINIKS,

- REEFH Amazon Ik, EXFERT
, Security Hub CSPM B ISR # A TN E
REIEKS

BREBRT , EEMEXBANEME~mE
AE—KF. IRETEBEX—K , BHRR
Security Hub CSPM EBA o

MR ERAWEIKE Security Hub CSPM HIiA&E
ZR  NFFERKS,

KE : TR

-
a0
oy
i
i

23



Amazon Security Hub CSPM B HEERIERE

FER N HiR
govcloudAccountNum B Amazon GovCloud (US) #: X~ mi &
ber Amazon IK5 ( I REH ™= mAEF T A Amazon

GovCloud (US) ) o

MREFPEL R L% F Security Hub CSPM
MR P REUR TR RIXBEL Rk

N
WMo

o MIREY Amazon Ik, EXMERT , B
REARBRFAERINIKS,
« REEFH Amazon IKF, FEXMERT
, Security Hub CSPM B IURRH A TN E
REIEKS

BAEERT , BFEEAD Amazon GovCloud
(US) KB N e mERAR —KF, MRL
EWENX — K, BBR Security Hub CSPM
BAo

MR B RAYWEIKE Security Hub CSPM HIiA&E
R NFFEERKS,

RE : TR

-
a0
oy
i
i

24



Amazon Security Hub CSPM EEENEERER

FE WEE HiR
chinaAccountNumber B P E# X R0 EE Amazon K5 ( W1REH

FREPEHXEE).

MR BAEL R XIEZ Security Hub CSPM
MR FEUR TR EIZREL RHIK

S
3
W o

- MIREY Amazon Ik, EXMERT , B
REARBRFAERIHNIKS,

« REEFH Amazon IKF, FEXMERT
, Security Hub CSPM B IR 4 A T ==
mERNEKS

BRBAT , CEFEMEXBIMERE
AE—KF. IRETEBEX—K , BHRR
Security Hub CSPM EBA o

MR ERAWEIKE Security Hub CSPM HIiA&E
g2 N REESEBXBENEMK,,

RE . PR
name = E £ Security Hub CSPM #2414 £ & REVIEH
7= mm B o
RE . PR
BAKE 24 NFH
description = E1£ Security Hub CSPM #2414 £ & REVEHE

7 m Y IR
KE : FHH

BRAKE : 200 MNFEH

-
a0
oy
i
i

25



Amazon Security Hub CSPM B HEERIERE

FE T iR
importType = BEN AR R TRRRE LR,

EEEMEAEERES , BOLIEEUATERE
B& 2 — , AT LAIEE NEITHER,

« f£/ BATCH_IMPORT_FINDINGS_FROM_
PRODUCT_ACCOUNT , B REENIEF M
ARN ® %l i Bk 7 [ Security Hub ZiXR&E
K,

« f£f BATCH_IMPORT_FINDINGS_FROM_
CUSTOMER_ACCOUNT , B REEMITREH
BERKFPREFAERN,

KE . TR

BAME : BATCH_IMPORT_FINDI
NGS_FROM_PRODUCT_ACCOUNT |
BATCH_IMPORT_FINDINGS_FROM_
CUSTOMER_ACCOUNT |

NEITHER

-
a0
oy
i
i

26



Amazon Security Hub CSPM

BRI HEERIERE

=

%

category

B

DU

EX &N MK, BAVEERFFERTE Security

Hub CSPM ?’Eﬁ'ﬂjéto
BRZIERE=/1EH,

TATBEENEE, MBLRINNEBHERNTE
£ , BB X Security Hub CSPM HRA.

KA - WA
AR -

* API Firewall

* Asset Management

* AV Scanning and Sandboxing

* Backup and Disaster Recovery
* Breach and Attack Simulation
* Bug Bounty Platform

* Certificate Management

* Cloud Access Security Broker

* Cloud Security Posture Managemen
t

* Configuration and Patch
Management

* Configuration Management
Database (CMDB)

* Consulting Partner

* Container Security

* Cyber Range

« Data Access Management
* Data Classification

* Data Loss Prevention

» Data Masking and Tokenization

oy
il

i}

27



Amazon Security Hub CSPM EEREERIER

FH 2B i
* Database Activity Monitoring
* DDoS Protection
* Deception
* Device Control

* Dynamic Application Security
Testing

* Data Encryption
* Email Gateway
* Encrypted Search

* Endpoint Detection and Response
(EDR)

* Endpoint Forensics
e Forensics Toolkit
* Fraud Detection

* Governance, Risk, and Complianc
e (GRC)

* Host-based Intrusion Detection
(HIDs)

e Human Resources Information
System

 Interactive Application
Security Testing (IAST)

* Instant Messaging
* IoT Security
 IT Security Training

* IT Ticketing and Incident
Management

* Managed Security Service Provider
(MSSP)

* Micro-Segmentation

-
a0
oy
i
i

28



Amazon Security Hub CSPM EEENEERER

FH 2 i
* Multi-Cloud Management
* Multi-Factor Authentication
* Network Access Control (NAC)
* Network Firewall
* Network Forensics

« Network Intrusion Detection
Systems (IDS)

e Network Intrusion Prevention
Systems (IPS)

* Phishing Simulation and Training
* Privacy Operations

* Privileged Access Management

* Rogue Device Detection

* Runtime Application Self-Prot
ection (RASP)

* Secure Web Gateway

7|

&8 7= @ Amazon Web Services Marketpla
ce HRV#bEY URL, MutE 7RTE Security Hub
CSPM #Z# & .

marketplaceUrl

KE . PR

X A= —1 Amazon Web Services Marketpla
ce M,

WRIE%H Amazon Web Services Marketplace
BR , BRILLFREZE,

-
a0
oy
i
i

29



Amazon Security Hub CSPM B HEERIERE

FE T iR
configurationUrl = x5 Security Hub CSPM £ X i 7= fa STR4HY

Rtk X L6 AT BT 2509 I S S S TR B U
( B8N GitHub T ) L.

RKE : FREH
BHNHENEEULTER

- EEiHEA

« Amazon CloudFormation ##x§E# ( A 44
=)

- BNERFERARMINEXER

- R

- ASFF BR5%

- IEAERIWEE

- 31y

-
a0
oy
i
i

30



Amazon Security Hub CSPM B HEERIERE

N RIS 78 8

£ #%& Amazon Security Hub CSPM &£ FrEM MR |, BERL TS,

f£Security Hub CSPM[@Security Hub CSPMEFRMEER 28 , FAMEETENERNHITREFE,

£

- #PrE EE RIS HH Amazon Security Hub CSPM # &1 &
- BIENEHBERIAFEN

o FAELERBEE Amazon L FELRIEN (ASFF)

« BatchimportFindings API 918 F &N

s FmEgEREE

#BWHrE L & RIS S 55 Amazon Security Hub CSPM ##|&
E £ Amazon Security Hub CSPM 4l £ & R¥#Hr |, HEBU TR,
REIREER

18I [E] B R AR AR TN AR 4R B AR AR Ao

Format

SVG XHH#ER
EEEe

ERE
R~

BELLPIRT 175 &FE |, 8 40 &,
RNEER 40 &E,
BB MRRT .

TEERTEBENEIRRMATE Security Hub CSPM ###14& EE RV,

P2 B WP 31



Amazon Security Hub CSPM EEENEERER

175px

40px

Company: Product Name

Description

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt
ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation
ullamco laboris nisi ut aliquip ex ea commodo consequat.

How to receive findings from this integration
1. Purchase a subscription to this product in the marketplace: Purchase [£}
2. Follow the integration's configuration instructions: Configure [

3. Choose Accept findings below

Status
(® Not accepting findings | Accept findings ‘
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Company: Product Name

Description

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do elusmod tempor incididunt
ut labore et dolore magna aligua. Ut enim ad minim venlam, quis nostrud exercitation
ullameo laboris nisi ut aliquip ex ea commedo consequat.

How to receive findings from this integration

1. Purchase a subscription to this product in the marketplace: Purchase [
2. Follow the integration’s configuration instructions: Configure [

3. Choose Accept findings below

Status
() Not accepting findings

Accept findings
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Company: Product Name

Description

Larem Ipsum dolor sit amet, consectetur adipiscing elit, sed do elusmod tempor incldidunt
ut labore et dolore magna aligua. Ut enim ad minim veniam, quis nostrud exercitation
ullameo laboris nisi ut aliquip ex ea commodo consequat.

How to receive findings from this integration

1. Purchase a subscription to this product In the marketplace: Purchase [
2. Follow the Integration’s configuration instructions: Configure [

3. Choose Accept findings below

Status
(© Not accepting findings

Accept findings

(® Original size: 275px * 40px (reduced to 175px x 29px)
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Company: Product Name
Description
Larem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt

ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation
ullamee laboris nisi ut aliquip ex ea commodo consequat.

How to receive findings from this integration

1. Purchase a subscription to this product In the marketplace: Purchase [
2. Follow the Integration's configuration Instructions: Cenfigure [

3. Choose Accept findings below

Status
© Not accepting findings

Accept findings
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"Description": "Instance i-12345678901 is vulnerable to CVE-2019-1234. This
vulnerability affects version 1.0.1 of widget-1 and earlier, and can lead to buffer
overflow when someone sends a ping.",

BWERIKH
&E4E FindingProviderFields.Types RN AELIREEE,

Types MfF& ASFF W R 538K %E,

WERE  BUEEAENDESE (E=I wEEH ),
B [ K

ASFF #XBEJL N TR R,

CreatedAt 1 UpdatedAt

BIRAETHAELZIFA BatchImportFindings AY , BA4MIRR CreatedAt
UpdatedAt.

XEEHRTE Python 3.8 H1#Y 1ISO8601 # =N AH T,

datetime.datetime.utcnow().replace(tzinfo=datetime.timezone.utc).isoformat()

FirstObservedAt #l LastObservedAt

BREMEBRFAELIMAET , FirstObservedAt M LastObservedAt AT, MNRERICFKILL
F8  NEEFERR XL EB,

XL{E 5 Python 3.8 1y 1SO8601 #& M ITEL,

datetime.datetime.utcnow().replace(tzinfo=datetime.timezone.utc).isoformat()

JeEM
BT 7E FindingProviderFields.Severity NRHAEREHTEMHEE , ENIEUTFE,
Original

KEEREMNTEME, Original JREMZRH , UEENEEANRE,
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Label

NFER Security Hub CSPM B4R , RRRIWTEM. AFHENT
« INFORMATIONAL : RAIEATEE,

« LOW : EFEEXT B BHATEMERE,

* MEDIUM : 4 f#ARRIE , BFREZN,

« HIGH : AL SEfRIRFE,

« CRITICAL : 203 BI4Y IE [BI&E By L& R — SIS

SN EERIMIBLYNT Label 25 INFORMATIONAL, INFORMATIONAL A B RAIGFES
Z £ ER Amazon Firewall Manager &R MAZ TR ER,

BERFBERFEMNAERIHTHER , MERNEZLEZEANEHSIAEIER, FAERIHN
FEMIRERN HIGH 5 CRITICAL B, R{RIFEHE,

BRER LN TSR RE RE,

E3-]

Remediation EANMNER, XL TEKRTE Security Hub CSPM ###l& LHEE —iE,

Remediation.Recommendation.Text HIMERFELXMFMEENIEE D, TCEEZEIIN
Remediation.Recommendation.Url {&,

B#l , RBEXE Security Hub CSPM #5., IAM Access Analyzer H Firewall Manager WA IS 2 &
REMAX NS S 2RI R B,

SourceUrl

RELEALABEERERDREAIE O ERE AR RESERE URL &, M Sourcelrl, &N , FH
MRS & B

Security Hub CSPM A%k B 12 F VB , (' E7E Security Hub CSPM # &1 & £ A FF,
EZE 4, Network, 7iFe, Threatintellndicators

EAR, afEAMalware, Network, Process & ThreatIntelIndicators., XEXNKRINE—
MNERFE Security Hub CSPM B #|B8 R Q. EREENFAELIAN LT XHERXLEIR,
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Bl MBRERNIBERGSCAnS MR TRBY 7T HubERE , B&
Resource.Details.AwsEc2Instance it EC2 EHIVIFMER ., iz EC2 EHIRMHMEX
MMalware, Network M ThreatIntelIndicator X %K.

Malware R — M RZAUEZIHATERAHEENIIR. LEERAHFZEERFEMBERIAMAR,
BIRBBEEUTFR.
Name

ERHRHNER. ZER&D 64 MEHNFRH,

Name RISk BAN T EN M BERBAEA G KR,
Path
ZEERHNRER, ZERRZ 512N FERHWFERE, Path MiZZ Linux 2 Windows R4 X 45§
&£, BUTERERI
« MBEIEHE YARA N S3 FEFHH EFS HEFMWWEK , MPath 7 S3:// H HTTPS W&

BRAR
- MRERW Git FEBFERXH , M| Path 73 Git URL =R,
State

EEHHAIRS. BIFEN OBSERVED | REMOVAL_FAILED | REMOVED,
SUEFERIBENERFREBEFGRESHNTRES.

1’}'JZZEI SR Malware.State & REMOVED , MAE & I A PR3 F 488 B Iz R S8 89 7= GA il BR 7 8%
EIJ/L.\$$A1£F

R Malware.State 2 OBSERVED , MBAE X I FrE F RNk IR SN~ mERR BRI T
1/</L.\,._, $A1q:

Type
FEAEERHRRE, BiFEN ADWARE | BLENDED_THREAT | BOTNET_AGENT | COIN_MINER

| EXPLOIT_KIT | KEYLOGGER | MACRO | POTENTIALLY_UNWANTED | SPYWARE | RANSOMWARE |
REMOTE_ACCESS | ROOTKIT | TROJAN | VIRUS | WORM,

EE 4, Network, 2, Threatintelindicators 38
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MREGEEHMEType , HER Security Hub CSPM FBA,

Network
Network 2—MNE—N R, BRERMMZSNEREZHERNFAES ., REFERE , REATAEN,
BBt FKIRER

B FRFREZ R TCP = VPC REER WAF BE., EEHAREXRGFEERIANNEE
B, XEEERERME MR,

BE , RERRERENLS , BN TARNEMERE. SNEENXEPHERERR , &
REBERIAFREM IR P EFITHA,

- REEIEW DDoS WL neEaEAHBE LA EN , BXTF EC2 £HIfY DDoS Wik i% , KR
=W EEE, BRME EC2 EHIM/AHE IPv4 #ilit, Direction A IN,

« WFMEFM EC2 ZHFNEHMG MBS T LBENESHG , HRFER EC2 =419
IPV4 thht, B RS S5 S, Direction 8 OUT, BEEER M Malware
ThreatIntelIndicators.

Protocol

BRIEGA LR H B EMNDP , BN Protocol MEMKEIEERMNES 5 B AL ( IANA ) BEM A
o BRZIBAEACHRERKORF R,

Protocol MY FRFEMENMELS . REEEZVWRHMEFRHEE,

Direction

DirectionZA& RMX T Amazon M4&&iH RV,
« INRREIEE#HA Amazon ( VPC, BRE ),
« OUTRREIEEIEH Amazon WEiB R,

A
Process B—ME—NWR, EFRAMSNERBERNFAES . RFFZHRET , NEANUTED,

Name

Name MEHHITXHHNBMELE, RSUESE 64 NFH.

EE R, Network, 742, Threatlntellndicators 39
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Path

Path BAIHITHENXHBRR, RZUES 512 MNFR.
Pid, ParentPid

Pid Al ParentPid M & Linux #E¥riR%F ( PID ) & Windows B4 ID — %, AXDZEZR , O/
A EC2 I B Hl35& ( AMI ) RIEMER, BEFRRIFALAX S Windows F Linux.

BfE & ( LaunchedAt F TerminatedAt )
MRETEAERBRRNEE , HAZEETEERHIEVS , BFERHBZESR.

MRFFPKBABHTELAE , BLREFNBBLLFERE RO BEREIT,

Threatintellndicators
ThreatIntelIndicators #EZ&ZANEMBERIT RAEA,

BNEKEMN Type BREZERPIVBERME. BFIFEN DOMAIN | EMAIL_ADDRESS | HASH_MD5
| HASH_SHA1 | HASH_SHA256 | HASH_SHA512 | IPV4_ADDRESS | IPV6_ADDRESS | MUTEX |
PROCESS | URL,

THE = — L ar iR 5 BB R IEIRRY R B
o B ET —NE Cobalt Strike XM E, BHEZHRE , X2IRM FireEye N BEEHRZFH,

£ Type 1% EH PROCESS., ENHELE— Process IR,
. BHBETESRAIEANMNCHEEG XA T —MEREBIITENZIRES

Bl ThreatIntelIndicator ¥R, —MXRAT DOMAIN, 5 —NEH T HASH_SHAL,
o RRIMTHEER Yara N BEERMH (Loki, Fenrir, . ). Awss3VirusScan BinaryAlert

BIZEM ThreatIntelIndicator MR, —MNREWNEEHRH. B—1=HTF HASH_SHAL,

S/
p3 ~
ﬁli\

Resources MR AIGEEARINREREN RIRELBMFEMELFER, Security Hub CSPM Tl ASFF i
FHRR. MBIREASFF WE AT AL , iBHR <securityhub-partnerseamazon.com>,

MREBEFRRENFACEEFRIEERPER  BUFERFAFE SRS E Details.Other,
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3 F R7E ASFF HRIEM R , T Type REN Other. BXUHMES , HHEA
Details.Other,

A LU Other ®RIRE B AT IEAmazon PAEL R,
ProductFields

NIEETTERN Resources EAEMBEBFERIBRMUEIIR (B
WMThreatIntelIndicators, Network = Malware ) B¥F M ProductFields,

MREMEAT ProductFields , MAFN R ERE=ERIEH,

aM

NELENRERNEEAEXRE , FEA Compliance,

Security Hub CSPM fEfCompliance B RIBEEFIER MW AEL R,

Firewall Manager ¥ Compliance ATHBFEZEAN , IRAANCISEA MR,
SRR

XEFEREELEFREMINBERANFE.,

P RF BX LEF BRI R

* Note
e UserDefinedFields
e VerificationState

e Workflow

A IX L F RSB FindingProviderFields WRHPMWFER, 177G BTNRFER,

« Confidence : REZLHBREZEEL LTI , REB P BMHELENFAELIN , TEREEEIK
(0-99) .

« Criticality : XB8M 5% (0-99) EEXTAERINHEXTRNEEN,

« RelatedFindings : REZLAURRER —RRFLBAERMEBEXNFAELIN , FREMEKH
BELI. BRIEXFELR , BYUHAMSZE Security Hub CSPM F EBHERKR L RIRRF
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BatchImportFindings API B9 B 4N

£/ BatchImportFindingsAPI B AEL R &K% F BT Amazon Security Hub CSPM , 15 3&1& 5L
TN,

- BAFERSREERNBRNIKFRIEA BatchImportFindings., MAXKFHIRIRFRIBEERN
B AwsAccountId B E,

- RIEFTBERIZEZRAH#E, Security Huo CSPM Bt HZ#ESF 100 NERER , BN ERLERERS
240KB , Sit&%#EZ 6 MB WE R,

s BNMXEENKFTRERRSIN 10 TPS , ZRIEERFR 30 TPS,

s MRFEETRAMNFZED , BLTERK - HREFAELIANRS. EEFETHRBERIK
D, MEEAIUERERANFEITHFEEAMERRRFERINERN.

s BXRFHENRAKENMEHMRHER , 25 (Amazon Security Hub FAF1ER) FH Amazon
T2 PERIER (ASFF) .

FmERFR
Amazon Security Hub CSPM # APN £k HERAEALEE KRB IEER RSB HAZHE , TUE
o
ASFF BREY
XEEBEEHNRINE Amazon RLRELEREX (ASFF) HBREHEX,
BEUHNAERERNBERSE SRS E ASFF?

HEFRARERINEBAREM 7 XRF B ASFF,

ERBWPFER , HIEERREE, Network, Malware = ThreatIntelIndicators,

B RN AMRE R Resource.Details.Other 3 ProductFields.

EENREREEH Resource.Details FE& |, i1 AwsEc2instance. AwsS3Bucket #

Container ? §1EN 25 Resource.Details.Othexr RE X F 7 ASFF A EEERN &R ¥4
1%/%\ ?

RABEENBERINPEARENHEBRRFR , Hl EC2 Xfl. S3BNRZEEF,

NEZEEZELTERWN , FHERFEMEHEHMESMEE Resource.Details.Other,
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EENERTFEEMSZE] UserDefinedFields ?

Y17 {EH UserDefinedFields,

EZERFERHEHMHBIFER , I Resource.Details.Other 5 ProductFields.
SERFERBFHEEMEE ProductFields ( ZFER MRS B E Mt ASFF FE ) ?

¥ ProductFields ATHEFMER , fIURAEZEFER,. BEFMHNTENFAERINURHE
T RS B4 B F ER MY {E B 5k Resources.Details.Other,

SENEESTEN FirstObservedAt S A B EIE ?

FirstObservedAt BfE&E EEIERESmPMNEIFERNWEHE, MBAEE , MRS ILFE,
BRYBEEHMNAELNN , SERERERENSMIERIFATERNHE—E ?

Security Hub CSPM FHIFIE RN EUAER L RIRR/F ( IdEM ) K|, LEXRRLAIH—
B, UBREAEHRAELRIN,

R NFRIFRERIMARPRS |, MEEHEFERN.
SEUFRERHATHAERIMRHF B E KR ID A9E?

GeneratorID AR ERAELIM ID EEHEMNE.
GeneratorID NeEBRIFBRAEAXNVERER , HAELXIEZEMWEKRER,

XANRFRmANFAN (FmA-®E5~mA-EDR) KLU M,

BEUFRE LJ\'%EFnn*ﬁ?&ﬂﬁ)‘i‘tﬁ}ﬁFﬁmE’Jﬂﬁka*mﬁ% i ? BENFREEHBERI
REREAEENBERIRERFIH D KR

FERNRBESRENE~mERNBERREEN Mo
Amazon Z£RWELRKAHFIHNE - R B ZHZHER,

BEBA RN =R B =R (RFIHDREHF ) EAEAEE,
MREEXFERNEHRE | IIREXE Network ZERIBIRMNERERFE ?

MREW=@IEIRT NetFlow 58 , BRHEBMF B TINetworkis,
MEESENEEHRE (PID) BIE , IR BT Process FERHHERHIEFR ?

MREH = mBREFHEEFR , NFEBRSE Process F&Ko
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MREENFEBERGRE |, tRE 2% Malware FERIBRBERMHER ?

MBEN> RHRIVBERGEES , NGEMEZE| Malware FE&,
MREEUNEEBERBIE , 1R B A ThreatIntelIndicators ZRIBRBIHIBEIRER ?

MREHW= mERBEDBERER , WEEME E| ThreatIntelIndicators FE.
EEUNERENAELNEERECE TR ? MRS , IRETRETER?

BREALFTER , ERBENHNBEFHAEH.
BEUFREERERIPHNE ID 5 ARN BERIR ID ?

i8%] Amazon BiReEt , HREHCERFEH ARN, 1152 ARN RAa A |, MR EAMRTEEIR ID.

ERRIREMIEE
346 B L5 S AR R BRI B M I AR X

SEARFERERMEMIZERNRE (1aC) EIRKIBE S Security Hub CSPM MYE R , 140 Terraform,

= ? Amazon CloudFormation Amazon Cloud Development Kit (Amazon CDK)

HNFHMNEFRKF ZERAESERSHMER CloudWatch BHRERBAELERNER , EEERERN
laC *E*&o

Amazon CloudFormation R &i% , {8 Amazon CDK t RJ LA Terraform.
SENFETRNEHF A LREE —BIREUES Security Hub CSPM &R ?

— S EUN T REEFERPEAFRI R LUIGRBEERK. XAEEESFEERTRMNER,

MREBENFmKFPAZXAELDN , BiHEYHE —BRE,
EEUHREREXEENENRAELIN ?

BE , BRiZ R M Security Hub CSPM BEF X ZEFZ & MENBEL R,

Security Hub CSPM AR —NMNEAMWBEEE T E, BT FHATE TREM B E K% E Security Hub
CSPM,
EEUFRERETHMNEXRFOBUEF, RESONMBERIAURKIEMER (FHMRE ) BT
&7

BT [E ASFF BRETEVIFE R I,
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Flan , MB—PNBAEXIMNIER ThreatIntelndicators , B —MUEFR
Resources.Details.AWSEc2Instance , MIXFH NG R —FELI,

BERFERBEZELE 4xx M 5xx HHIRN T ZE |, LHF2RINR , AEHEREHNEREMEEELR
m?

B#l , BatchImportFindings API BR{ERIZRRIEZRFN 30 - 50 TPS, FRIRE 4xx = 5xx &

x, BUTREXLERMVBAERIRS , MEREAIUALHER, ERTABEDEESIHEM

Amazon JHE RS ( 120 Amazon SNS 5 Amazon SQS ) R 1TILIRIE,
EENHFREB2REHRBERINNRES , MEMMNAEREZABTEFENRELRN ?

MR HELSBEZFRBRAELRD ID REFBERD , WATER —FHHREBRES , UER
EENBAERNEREBHNESR.

MREREFERIM , Y020EH BatchUpdateFindings BEREFBAELN, WIRIERERE
FPFEA. EREENRERIHTREHXETHE , FREMEMA BatchUpdateFindings,
BENELBERN S RARERTATYMENAENRIIAELN ?

BRZE—MAEHEANRERKRBERDN D HHF , IERFLE R EERNBERNINAE
R,
BEAKFEREERANERERINFELRIN ID XIFA BatchImportFindings B , N EFHAE
BRI ?
MEEHRAERN , BLARXARNFERN ID KBZHBRERI.

% BatchUpdateFindings B{EREERZFFFEH.
BERERE A BatchUpdateFindings API REFHAZE LI ?

MREEXBAERXMKEITS , WATBER BatchUpdateFindings BEREF I EFE,

BEAHRERH#BFAMNCIBREES RIFEMET mZIAZ] Security Hub CSPM 2 [ A9 EIR &Y 8] #Y
587

BRRERADIR |, BREF RIRE Security Hub CSPM R EFFEL R,

BRPLARBRESR

MREERHNRERNEF K[ Security Hub CSPM RIXFELR |, BAMAITR BRI HIER T
X—KR? MREENFNREZED A SHIKFE Security Hub CSPM RIZRELER , BAMIIRE
BCIIHBUER T IX — R ?

ENHE , XTNEHENKS R RERBERN , ZKFFETH>~m ARN REHHIKS.
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M7™=m ARN FTIEENIKF KX AERIMAIUSET APl BIEFHELERFEE,
AR ERRE Security Hub CSPM 2 T O BHAEER 2

EFRASBHNERZTEE , BN ZEEOHRAEELEN, BEASHRE—XOHRAELXD , HEH
Heartbeat AEXKIMIEH,

MBENTREFPLERAELN  X—REBREE,
ENRER , BEUERERE Security Hub CSPM 7= A BAKIMK 31T 7 &/ ?

EMEERIEEE | BN X RHIK X2 Security Hub CSPM 7= RHEIRAKIIK . Amazon iX £
RBRERR |, AEAIN R ENMRE I EBN,

A
X LR S R M E R TR E X,
BEUFREREXEREEEZIINMIL L ?
MR LABEASMIT, wiki, Read the Docs E AT AKX ITEEEN ML L,

£ ERE XY GitHub REFE X AN ER,
EENFEXERERME THEXMAIRE Security Hub CSPM SR HY R ER ?

AT LAEA laC EARSE TG AN — 8" EBKREEMK.
BEUNEERERM THEARGINER 2

BB B IR LAY 68 ROt R 1E ST P N BAE R
BENHEXEREHATHMAEBERINKEE ?

BRI AT & IXAE R IR BERKE,

filgn , B RATRESERRE, BERGENBERENAIN , ELRENFRNBERGFERINER

£3% 3| Security Hub CSPM, fEXHMER T , B4TIREF XX RS AEXINKE.
BEREXHERRE T AEN#ENAEEEE LIRS E ASFF B RE ?

ERIZRE = MV A A E R RS E ASFF WRE, BERFLEMNEEBE UK BEANE R

1% =]
(=R Ye)

MREERFEHRTRERD , SFEAFEXERERENAERBERNRERTIES ?
B&FFREFREUARERS. BRESUEUAREARHEEERRERIANESR.
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BEUNHEXHERERE T REAXIER ?
BARE#BDER , BREF RRAE Security Hub CSPM R EEIRBELE R,

BRPUARBEESR,
BFEUFNEREHERTH-EMIYD 5 ASFF FEMTFO X MXR ?

REEXEMTH Severity.Original BETE| Severity.Label WEE,

fign , MREWNTERENFIER (A, B, C) , BNRHBXRNAFF SRS FI™E 4R
EHE R

BFEKEXERRRH T BEEEITRKSE ?
MRERBECESTH , NWNNXEDHHTHRF.

MREEABSERNECESBFREATERINRFZINMRE |, NNREHEME R
BEUFNERBIER T SFEREIBNTEMEXSE ?

BREF IR ZIEFNXE , MERF JERNNERLEXSE A ER.

Bo

il

FmFRER
XL EHS Security Hub CSPM R4l A#) "SR WE LE R~ RFHEX,
$R449 Amazon Ik ID REEREBE 12 HHTF ?

KRR KER 12 . RKS ID @2EWHBELTF 12 47, W~ ARN LK
ERiErHhESREE 200 MNRELWERF ?

BE AR JSON Ho = RBARTRET 200 MNERF ( BEZERK )
BEHERSERERXN?

BB ENIEM BN EL N, STRENENENLEREHENE,
W REERE ( MREH ) RESFEMIZ Amazon Web Services Marketplace B mby E2EEE ?

RSB MM R EEE |, N ZEEELTATF Amazon Web Services Marketplace S3&{Efm. Security
Hub CSPM 7S A RHEEM X4, Amazon

FEmRBIN M ER R EIER ?

HFER  BRZUURR=ATmES. BMNNE JSON HE , FREAEN, SRHMN>=mE
A FgEBET =1

FRTRER e
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NAEMNTBENEREEBEN?

RABHKELAEFTHD T 16 N7/
FREMKESARETHD T 24 M2

P+ JSON FH=mEMAMEFEPHNEHEE.

EHER

XERBEEREHBER.

Security Hub CSPM & EX# R HN ™ mERRBTE 700 NFERFUA (BEZERK ) ?
Security Hub CSPM &1E{X ¥ N H & % REEER 700 MNFHF , BIEZEHK,

B RA 2 R R < RO 1R
Security Hub CSPM & 1E{X T E##r =& F#id 600 x 300 & ?

RHE—NATLAFHEE URL , HH ERKF 600 x 300 REH L TRAR ( PNG 5 JPG R ) .
Security Hub CSPM & ¥ TNE LW “THESL" BEERTEASHENHFXTERNETRARR ?

“THRE S EET NIEE S ERFR MR AEE R

LEENRAERRREXNEHREFEENTRANT,
BEUFRERAERTIHZNIM , WAMAEREERR ?

BTRRERCEGUFTREHER , BRWEH,
Amazon SERHFMEBEXERESSFNFRESHFAFRAREERSHFAKFERRAR—BRH ?

Amazon Partner Network WEEXENELESESENFEERLEBSSENFELABRRITHAE,
XERNFIMYT FEE S REMNEMIES

BRI 4-6 BNERNE, XTTHERERE”R ARN UiHTREF #.
RECRTAENETISHHER?

BUUEENEEAXFTRELEHEEKRFERBRAREE  MBLZL RSB ERLRERN. &
A AE# B AR R 6E A AR Ao
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RESRBEFEKFEEISHEX?

BRI BECHEEXE |, 7 Amazon 8HEREFEREZERE ZAERENER.
RERBEERFEESHNEH TS ?

EE LB B S IR KB REK,

MRIEFE Security Hub CSPM HIBARYFEBY , REERAIE™m ARN TN EHE 5= REKE
1o

BEUFHREBHBEREREMAZEF Amazon ?

KWfE , BULAS Amazon Z£EHETESIE , FH Amazon B AR EARE D ZEXEHMNE
FiteiFAE R,

I
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Amazon Security Hub CSPM &/EX £ E L [0) B 7 &

LR 25 Amazon Security Hub CSPMEE R 8% BV i& B M4k & R &,
1. £/ Security Hub CSPM B+ 4174k ?
- EFBEE — 5 Security Hub CSPM SR EERR R R RN EEEF ERIXHEM
Security Hub CSPM RHBEFHREL5EMH L. Amazon BHiZITH Amazon ZL£MEN T
WAREBREENE—I , UTHRMENHREEEIRS.
B EEFHNEL, a5 IFRERERE Security Hub EEIZRHFEELI,

- RIS — FATE Security Hub CSPM 2HI A F# T 2AENER ( BEHESIRERE ) WE
YE{kf#, Amazon Web Services Marketplace iX2F XML&~ MW EH %,

- EHENS — ERFEBHENERNEITUSIMERITS, XGHER. CIEBEEREK , AaE/,
BREERK. Amazon

2. RS ABILE?
» [@ Security Hub CSPM KX BEL RS ERH#
« W% Security Hub CSPM A& 4 RS VEMK £
« BRI thiEWEE R IS EIK A
- BPEFEHMEPIRE, HENXMER Security Hub CSPM K& &SR
3. B1EUREE Security Hub CSPM WERKE SRR LR A ER ?
ZADNEFKFRESH Amazon KFHIRERELER , ASTAELERNEXHERHA Amazon

Z2PELRER (ASFF). RJT , BFXERIHEEFIAHRA Security Hub CSPM X154 4% 15
ju

/AN O

R M LAE A CloudWatch 435k 3 WK B Security Hub CSPM RiAEL R,
4. SER S Security Hub CSPM £ ERS BRI L ?
a. RXENEERFERER
b. MNREEE Security Hub KIZBWELR |, iHZEW™ MR ARN BL5 Security Hub CSPM Bt &£/
c. FENRERIMRHFE ASFF, EFZSFthe section called “ASFF BREHEN]",

d. XA TFm@ Security Hub CSPM KZREL RMM Security Hub CSPM WA I & R,
B {Ethe section called “f 22 F & 37 18 & & I HY FE " R BER 8 = o

e. NEFBIEIEELR, 5l , Amazon CloudFormation BIZA A BUEEIX N B # 50
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f. ERENREFANEFRHBEEE A,
9. ENEFAELNFmPERNEMNEELRHE (KB ) .
h. ER¥RE Security Hub CSPM HRAHIEE S,
. RRXEHELE (WMWIES. AR, £H005. WM. S48 ) 4R,

5. BXEAENMEBTRNRERML ? &8 Amazon BRE AT LA[E Security Hub CSPM XX FEL R
3 ?

fi=|

<## Security Hub CSPM ############ securityhub-partners@amazon.com#>

FmARN FEEMNEHBEARNAE,
6. ZAIiZ[E Security Hub CSPM &IXMRLER A H) B LR ?

Security Hub CSPMHEMH 7 BUR T XEN KNBE, FHik , BNBRLETENELTRNE
WiRELI,
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