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1. $TF 1AM Identity Center & &
2. HEEHERNPREBEIS , EFME LK SFZE,

3. 7EBfthn SCP LARH L BIZFIK P KB ERES , 2 RERME— SCP, EfliZ SCP , Hi&#FH
£ SCP #Z#IEx iR, &[4 5|5 E|Amazon Organizations 24| & 812 SCP ST HERNES
MiINZEIBAE SCP, SCPs 2 —IIIAE Amazon Organizations, BXMfl SCP iR , iESE
Amazon Organizations F = #5587 &Y Ff h0 A0 20 B8 AR 55 122 W SR %o

R 5l K 7= SR 451

ZRET2MEIEFIERFSEFINCIE , mMRELEM N "<ALLOWED-ACCOUNT-ID>" S AFHEAHE 5|
H B K 7= LA Amazon Web Services i~ AR FTETK 7 612 1AM Identity Center 1K 7 328y =1,

Example : A T BR &k /= 545 01 22 1Y $E 48 °R A%

JSON

{
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"Version":"2012-10-17",
"Statement" : [
{

"Sid": "DenyMemberAccountInstances",
"Effect": "Deny",
"Action": "sso:CreatelInstance",
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:PrincipalAccount": ["<ALLOWED-ACCOUNT-ID>"]

« J§ ["<ALLOWED-ACCOUNT-ID>"] B N EEE R F8I2 IAM Identity Center i = SEHI Y S2BR
Amazon Web Services HF 1D,

« BAILBRBARRINESDNAR TR, IDs : ["111122223333", "444455556666"],
o FFLRBEH IR RALA L SCP , BAREFIHITXS IAM Identity Center ik 77 SE 51 6 2B AY SE 5 i,

HXMn SCP KB |, 2% Amazon Organizations Fi F° 578 5 B B 10 F1 0 BS AR 55 #2246 R B o

fH BR 1AM Identity Center 324

il B IAM Identity Center 56ilf5 , ZKBIF N AT EREBFHEMRET EME . TRERTRELE
IAM Identity Center HEL ERY B FEEMIRR T WL IE.

3R L 250 4F 2 15 BR PRI B - Amazon  |AM Identity Center &
Managed Microsoft IRER
AD. AD Connector

AEBE MRS
BRAEBENFENR o o

FEE Amazon Web
Services K~

MIEX IAM Identity Center S/l 19
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W3R L 250 47 2 15U BR E#EH B - Amazon  |AM Identity Center &
Managed Microsoft EER
AD. AD Connector =},
HEBH B R

&TE 1AM Identity or o
Center FELEHFIE
NRARRF

BRHHEBEWREHR o2 o2
F 2 & Amazon Web

Services Ik~ 5 A

BRF

B XRfF@EPHRE FER o
R MA

R ERF IAM Identity Center SE5I & HI 2 E A X35 , WA EBBRIX L X |, ARG BEMERZSE6,
2B T 5B BRI BR 1AM Identity Center 324,
I BX IAM Identity Center 32451

FTF 1AM Identity Center 2 &I A

EEMNSHMERS , EFRRE,

FE9RBREL , EEEE &I+,

£ M BR IAM Identity Center Bt B 280 & , & MR,

TE“IBR 1AM Identity Center BLE X iEER , P ENERAE , L IAEAE B 2 BIEFH M
BRo EXAEFRAEH IAM Identity Center 241 |, REEFRHIN .

o kb w0 D=

MIEX IAM Identity Center S/l 20
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/5 A 1AM Identity Center

8 A 1AM Identity Center B , A LUERE S FH Amazon IAM Identity Center SR8, ARSSHYSE
5 21 Amazon IREHRXTIRS A2 —EE . 1AM Identity Center EF P Al FSEHI : 4H 4252450 F ik
PR, BB ARSI BEUR T EBEFHIK/FER,

AR HIRIERE T B AT LR & F Amazon Web Services i F 28 5 F#9 IAM Identity Center SEI3H! -

« 2K Amazon Organizations B ( #%E ) — 812 IAM Identity Center BY4H L SE PR A FE Yo
FERAEASS , BN EENEARNKUSKANRNMNARFE S E. SN SEFRBSHEH
fitt (X35 , DA 5E 0K = 15 (8] 49 ROSE M AR % $F Amazon B TR FEBE XM RIE M

« &# Amazon Organizations &AM — AT €I2 IAM Identity Center Bk 7356 , BUBEEZ KA
KrRHPEANRAEFDE. —MARAUFE—INRNSIEERARZHINIKS

« JR37 AR Amazon Web Services i — AT €12 |IAM Identity Center BY4H 43 SE 4 55 ik 7 35451, 33z
WX Amazon Web Services Il T2 HEEH Amazon Organizations, B REEF—4 IAM Identity
Center 3£ 53437 SE51<B% , Amazon Web Services I HIFiZ 356 B FiZ 2 kPl p N AR
2B Amazon Web Services ik,

/A Important
4HAAEIRIK P O] LURBIS 5 F AR S5 12 I SR B SRR I H A B A K 7 = & 1] LARIZE IAM Identity
Center B9 7341,
MBREBERARBREEKF, , N6IE Amazon AEA S B FEHKF AR R pay-as-you-go
ENMNAREE, FNEBREENINUNIH. EXEZER , H5H Amazon RHEE
FAQs.

BRTERGIRBEEHENTRNEMN LR , FZH IAM Identity Center BY4H LMK~ 5241,

£ /3 F |IAM Identity Center 2 81 , EHABIEESF IAM Identity Center IR EHREEE,

/3 Fi 1AM Identity Center #9354l

ERESEER AN 1AM Identity Center SEFISR BN AR~ ( ALKBIHKS KA ) -

& F 1AM Identity Center #3=4 21
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Organization (recommended)
1. BHRITUT -4 , B Amazon Web Services BRI H| &,

« Amazon (root I ) #1F — 1% R oot A H i ALK Amazon Web Services Ik~ &F
Rt , UK PAEESHBER, BT —RL , MAZHNERS,

- BfH Amazon I kR Amazon Web Services IkF° ( IAM iE$ ) — FHEEEENRH
IAM ZAilE & %,

- B A Amazon Organizations ( IAM iE$ ) - S EEK FIiE B E R
2. 3TFF IAM Identity Center 2 %14,

3. (") MREHEFEAZTFREEN KMS BARTRIMNE , MT2FEARIAN Amazon £E
24, BEATMEESH IAM Identity Center BIENZABr PEREFE-REBH. BXE
ZEE , BFSRERENELEEN KMS %4 Amazon IAM Identity Center,

/A Important

RELEEREMEA KMS ERFEFERHBANMSENRG , TIMTUHSR, WREE
BEHHNR |, WL RATRES KW E HHT IAM Identity Center B2 Amazon £& M A
B,

4. 1E/3F IAM Identity Center T , &2 3 F.
5. E&E

e Amazon Organizations/3 i IAM Identity Center R , EBHXEREEERBEATHKIE
(=
® Note

Amazon Organizations REETE £/ Amazon XiFE A IAM 5674, B IAM

Identity Center & , MR EFEE SRS A IAM Identity Center B X5 , T A7 Bk 24 &1
KBIHES —NXEFRIEKSH,

BRALAXKSE , RNBWERTUTSIRRTERFRRE

- BWINEEEFERAMERNSHR. BCEIRNIHR , TUAREER, BXEZER , 55
#4iA 1AM Identity Center FEY 54K

- FRAKFEIMAZREER, BXEZER , HEH ZREE,

& F 1AM Identity Center #3=4 22
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- 1AM H4H 0 R ERAM Amazon BIRIGRIIF. MREFEAT — KB AE (NGFW) L £ Web
Mx (SWG) & Web RAT IEMER T RFKFFIEFT4FE Amazon H = URL w2 iERNR | &S
. BBETBA A3 A o< LA 787 18] Amazon Web Services 18] 7] P

Account
1. BWIATUT —IE/E , BF Amazon Web Services EEIZ4| &,
« Amazon (root AAF ) #1F — % R oot AP H 5 AS&ERY Amazon Web Services IK/™ BF
R, AKFAEESOER,. ET—NL , IAZGHNEE,
- 2EMEA Amazon (IAMIEH ) — EFAEEEENRREN IAM FiEZ %,
- B2 A Amazon Organizations ( IAM iE$ ) -fEARH K 7 K P EBIE B &%,
2. 3TFF IAM Identity Center 2 %14,

3. MBHEREHF Amazon I EINI IR Amazon Web Services K/~ |, HEB A IAM F4HLT
prit =g =z N

B/ E B4 4 Amazon Organizations/3 A I1AM Identity Center TN, FRA1#EEF LD | {BIEHE
FER,
R EEEEZ A IAM Identity Center B9 0K 7~ 35451,

4. MWMEER Amazon Organizations R A MK EER , EEZ A IAM Identity Center I F~ 35
BT, R RS SEH6,

5. 1E/3 A IAM Identity Center P SEBIRE £ , EFF S H AR INE S ELIK 7 K5I X BV AR
£, REEERRAUTKZIRE,

@® Note
MRIEE Amazon IKF 2HELPKR R , BBAKRZ A IAM Identity Center ik F SEHIAYBE
HAgEZEIRRE,

- WMREWHALTE 2023 F 11 A 15 BZHIE A T IAM Identity Center , 5 & Ik /= 612
WKPSKBINIThEERIAER , FSHALEBK-FHEA.

- WMREWALTE 2023 F 11 A 15 BZFEE A T IAM Identity Center , 5 & Ik /= 612
T PSR B ThEEBR A S . B4R AIIEIE PR S515 I RBE 22 L 812 1AM Identity Center
T 7= 3241,

/B A IAM Identity Center BYSE4 23
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BXEZELE , iS5 Fthe section called “AVF1E K & MK H 8122 0K 7 SE 6" Mthe
section called “SCPs AT 812k~ =41,

#5ik IAM Identity Center Y B 3R

&7 1AM Identity Center PV EMRENL TAFMANEEVE, B IAM Identity Center f5 , 5
INEERANREBERNENDR. ECEIENSMR , TSRS,

MREESKLTEER Active Directory SHAEB IdP REYA PR FIA , BATEWEEE A 1AM Identity Center
ik R 5 HRETZ REZ LB HIR. BN Identity Center B F A 8|2 {E[F F FA H # TEMDE
28, METERLLERE,

MREEALTE |IAM Identity Center FH— NSRRI EEAFNE , WERXNHMESDREATELE
BRIZTE IAM Identity Center FELEMNFMIEAFMAD ., MRRXEXMER , MEAF (23 1AM
Identity Center RV EIEA ) #F L EXE Amazon Web Services Ik~ FIR A2 FH 8 S & FiF R
NR. BEXEZER , BN EXSHRNEESI,

NG & 4 KR

1. 3TFF IAM Identity Center &l &

2. EEFEHRTENHEERESRES TE , ERBIAFHR. BEUUETERRE K ARERS
HRIETR |, AL T E,

3. MRELRREBESTHENIHIR , WESHITEAEE, MREENHEMEED , BEFRE , A5
ERERSHIR.

B LUE R T —NETER SR -
Identity Center B

& E X3 A 1AM Identity Center & , IAM Identity Center & B3I ELE Identity Center B FIEN &K
RAFDER. WREEAREARMATSORMER , WALFROIBENAFMNESE | HoE 4]
X8 Amazon Web Services i MM ARFNIERIKE . BEXEALSORANKE , 25 £
FERIA IAM Identity Center B XBLE R F 17 R R

WiAE R 24
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Active Directory

MREELTEEA Amazon Directory Service 3 H B EE Amazon Managed Microsoft AD B %
fh & A 7 M B4 Active Directory (AD) , BATTEIETERS A IAM Identity Center FHE#EIZ B %, 1B
MIEBRIAR Identity Center B R RIZEMRAFFH., IAM Identity Center f£H Amazon Directory
Service IRHAERFAF. AMK R BEEEM Active Directory FREVIRE B XE 2 IAM Identity
Center 5317, BXEZEE , S Microsoft AD B %,

@® Note
IAM Identity Center A3 SAMBA4E F#Y Simple AD Eh &R

SNERE D 1R

X FHEBE PR (1dPs) , Fli0ktasiMicrosoft Entra ID , &R LAEF IAM Identity Center IdPs
BER2MSIRICIES (SAML) 2.0 FEX BT HBRIE, SAML MU RMAESR IdP BT #

RAPFMANFE, SR lBINXERAFMAMEE IAM Identity Center , £ IAM Identity Center

THXEAFMA, £ IdP XEFNERT , BUERAEESHEE (SCIM) v2.0 MU RSEFAF
MAWEEM IdP BZHTRE ( @2 ) E IAM Identity Center, MRF X , BATLLTE IAM Identity

Center Fai AR/ &, BFERFuMA  FHMEAF ML,

BXRRESMHRNIFAEDR , ESHE IAM Identity Center 513 RHIE,

® Note

MBEBITRIFERANDBEBIRUERE |, FEZFAHNE 1P ( T A= IAM Identity Center ) B
ZEHHRIE (MFA) IRE, TXENALEHREEFEA IAM Identity Center Ry MFA, B
XEZEER ,FSH BRAP TR MFA,

® Note

R EITKIFF IAM Identity Center EFIBIEX1E | NEEHR BN HHDIREE. BXBEL
REMGENNESFAEFE , BSEEZAN IAM B4 0EH Amazon Web Services X1,

ik & H0IR 25



Amazon IAM Identity Center AFEE
EETBH A3 MR 5 LA S 1A 18] Amazon Web Services 1[R[

Amazon Web Services 58117 7 A PR E S B FiGRIFTE Amazon Web Services i & % A
WZ=RIFATEF |, #lin Office 365, Concur, Salesforce &, REEIF Fi%EE Amazon Web Services
kP SN AEFERETRESHZ NN AR,

® Note

Amazon EENAERF 5 IAM Identity Center SR H AT B A KRIEF B RS , BEETR L
F Amazon Web Services T8RP # 1T ARF I,

MRBEAMEANBTTIRABRER (HIWT —KBFREE (NGFW) HEZ £ Web FX (SWG) ) KiFiE
XH4FE Amazon 3 URL iw RBViG 0] , N ASU 515 TP REBVEFR URL W AFITHE,
Amazon Web Services

UTRAREBHEHTERNBEHRNTARTERASRFUREPHIIREZMMiULIRS, IPv4
IPv4 RRIFR £

* [Directory ID or alias].awsapps.com

 [Identity Center instance ID].[Region].portal.amazonaws.com
« *_ aws.dev

 * awsstatic.com

« * console.aws.a2z.com

* oidc.[Region].amazonaws.com

 *_,S5S0.amazonaws.com

* *.sso0.[Region].amazonaws.com

* *_.sso-portal.[Region].amazonaws.com

* [Region].prod.pr.panorama.console.api.aws/panoramaroute
* [Region].signin.aws

* [Region].signin.aws.amazon.com

* signin.aws.amazon.com

* cloudfront.net

opfcaptcha-prod.s3.amazonaws.com

EEPSFiAES 26
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Wik S VF 5 2R

» [Identity Center instance ID].portal.[Region].app.aws
« *. aws.dev

* * ,awsstatic.com

* * console.aws.a2z.com

* oidc.[Region].api.aws

* sso.[Region].api.aws
 portal.sso.[Region].api.aws

* [Region].sso.signin.aws

* [Region].signin.aws.amazon.com

* signin.aws.amazon.com

« *.cloudfront.net

* cdn.us-east-1l.threat-mitigation.aws.amazon.com
* us-east-1.threat-mitigation.aws.amazon.com

* amcs-captcha-prod-us-east-1.s3.dualstack.us-east-1.amazonaws.com

BHARTFIIER (IPv4 + EFOERAMHINHK )

* [Directory ID or alias].awsapps.com

 [Identity Center instance ID].[Region].portal.amazonaws.com
 [Identity Centers instance ID].portal.[Region].app.aws
« * aws.dev

* * awsstatic.com

* * console.aws.a2z.com

* oidc.[Region].amazonaws.com

* oidc.[Region].api.aws

* *.,ssS0.amazonaws.com

* *.ss0.[Region].amazonaws.com

* sso.[Region].api.aws

* * ,sso-portal.[Region].amazonaws.com

 portal.sso.[Region].api.aws

EEPSFIZES 27
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[Region].prod.pr.panorama.console.api.aws/panoramaroute
[Region].signin.aws

[Region].sso.signin.aws

[Region].signin.aws.amazon.com

signin.aws.amazon.com

*.cloudfront.net

opfcaptcha-prod.s3.amazonaws.com
cdn.us-east-1.threat-mitigation.aws.amazon.com
us-east-1.threat-mitigation.aws.amazon.com

amcs-captcha-prod-us-east-1.s3.dualstack.us-east-1.amazonaws.com

FHEM URL in /S AF AT RIS M

BX T Amazon Web Services ThRI[TF W IF B R BRI | BERANEMRSMNAREFREEEENY
I AFARE,

EMNZREE Amazon Web Services ik 71 Amazon Web Services 8] Amazon Web Services
EEEE A, F IAM Identity Center #2414 |, AT EMIHII A TR L, Hx Amazon Web
Services BEEEFIA HEFIFK , HSH (Amazon Web Services BEEZHIA AIER) FHEE
RE,

EMNERTEE T Amazon Web Services 7518 Amazon BN ARF , £4TNES B AW
AgE, MEEXES , FSHMEMRS XM,

MR IBERNEBERM |, HlANER A 1dPs ( FlIOktaFIMicrosoft Entra ID ) , NEEFHIHZ STHE
FEFAIEEAF,

FHEM URL i[5 AVF AT BRI E B 28
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IAM Identity Center & 3R iE

#& 7] LU¥ Amazon Organizations B2 1K - PEVILE & 0REE S IAM Identity Center B4 LK 651, 4N
REEYUEEMIRMEE |, TEZEEIRIA IAM ldentity Center EXFPOIEHEERAF, SMNMEAE—N
F457R,

AFRPHENBNAERE BB HRIRE IAM Identity Center BY4ALASLH], MMGIESERAF |, U
R AR IAM Identity Center B XX X PREHY 15 A AX PR Amazon Web Services Ik, BIZFE E X
PREE, WRTR IAM Identity Center TR ARRFIAR , NELEFERANRBREE,

XLEEHEH RN BWMMIZE IAM Identity Center Ik 2 SE45l, 7] 5 F Ik P 3546500 B2 5 2 B A P H
4B BFEEFHEFIRBEATEEA X Amazon Web Services P HiFEIINR, BXxEZER | iF
2% |IAM Identity Center BYIK /7 3£ 41,

(@ Note

EFRIXEHREZH , B3 A IAM Identity Center BEXEZEL , 38 BEA IAM
Identity Center,

F&

« £ Active Directory ¥EW & #3R

+ Setting up SCIM provisioning between CyberArk and IAM Identity Center
« {£F IAM Identity Center 5 JumpCloud B X¥ &%

B3 Microsoft Entra ID &1 IAM Identity Center it & SAML #] SCIM

» @33 Okta # IAM Identity Center Bl & SAML F1 SCIM

+ 7 OnelLogin & IAM Identity Center Z [E]i& & SCIM FliE

+ J¥ Ping Identity 7= f 5 IAM I|dentity Center £&&

« {FEAERIA IAM Identity Center B & F P i 6] &R

o HIEWM

£ Active Directory 11 &R

R & A Amazon Directory Service ¥ A Amazon Managed Microsoft AD ctive Directory (AD) A
EEENEZDPWA, , NI UESUER IAM Identity Center ERIMERIXERF, RINBWEE

Active Directory 29
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& A 1AM Identity Center }i£1F & 3RET , ZREZE L SR, EBRIA Identity Center B RHSIEFE
AAPMAZITHRESED TRAEUNEERS HRNAMENTNEE.

E & A Active Directory fERN HHR , BB EXTURE LT EREH .

- MRIRIETEMEH Amazon Managed Microsoft AD , N AFE R E Amazon Managed Microsoft AD
B &K [E— Amazon Web Services X1 &S A IAM & 13H 1. IAM Identity Center &35 Bt 2K
BEM#ESEZHENXEGF, EEE IAM Identity Center , B REZE VR FIEE IAM Identity
Center WX, B4\, EEE , Amazon Web Services 5 [RI[TF ER K 5B Mt SE8 B ZMHEE,

- FERATFEEEEKS P Active Directory :

BRMERIREIE AD Con Amazon Managed Microsoft AD nector 3% B % Amazon Directory
Service , # BiZ B 4T FEH Amazon Organizations EEBIKF A, —XRBEFE Amazon
Managed Microsoft AD iE#Z—“ AD Connector B R —1MNEF. NREBFELIHZANEIM , &
{# /8 Amazon Managed Microsoft AD, BXEZELE , HSH:

 f% B FiE$# Amazon Managed Microsoft AD E| IAM B 3 #/x
« 1% Active Directory F ) B1TE I B RIE#Z IAM Identity Center
- EAREEZRIREERIKS R Active Directory :

MREITREA IAM P OLEREE A HFEA Active Directory EREH IAM 4054
B, WA AEANTEREE R, FHIIAE AD Connector 2 Amazon Managed Microsoft AD
Amazon BHXHIZRER B &,

MR ERENF |IAM Identity Center & 2 RN EAEALRE K Active Directory , SERFEM Active
Directory Bt AEAMEAMIR , NiZ B A B E IAM Identity Center ZREE AR A, ( R
TE)HD (BZKFAE) ; B, E4TTEEKS 4,

AYENIBESEZHEA Active Directory ¥E9 IAM Identity Center 3R EARRE.,
S8 1 : E$E Active Directory FIEERF
MREELZLEER Active Directory , LA 8 A # By 8 2% 31 B SKiE#E IAM Identity Center,

® Note

W RIE 1T XIE$E Active Directory 1Y Amazon Managed Microsoft AD BExS B EEHX , B
#JF RADIUS MFA Amazon Directory Service5S—2#H , B IAM 4503 A MFA,

Active Directory 30
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Amazon Managed Microsoft AD

1. & E Microsoft AD B & HHIER,
2. BB ¥ B FiE# Amazon Managed Microsoft AD | IAM &4 54 iy S BRIRE,

3. Bt & Active Directory AR EQHKR FEENRHNAFEZL E IAM Identity Center, BEXEZ(F
B, BZH SEEA RS E IAM Identity Center #,

Active Directory RV BTEE B %

1. & F Microsoft AD B & HhHER.
2. 1258 Active Directory Y B1TE I B FiE#EZI IAM Identity Center HH S TRIZE,

3. Bt & Active Directory AR EQHIR FEENRHNAFEZL E IAM Identity Center, BEXEZ(F
B, BZH SEEA RS E IAM Identity Center H,

T’ 2 NEEBRAFRSE IAM Identity Center

FHER B FIEEZT] IAM Identity Center 5 , BLAINEEEQNAERFEENRNAF, , AR/ ZAFMM
&8 B ZE L F IAM Identity Center A,

1. 3TFF IAM Identity Center &l Ao

ERIRE,

HRENEL , EESOFETF , NhEFRRE K RREREEED,

EEERRSIEL , ERAFERTF , AEEERMAF ML,

ERFEDFWAFRT , WABYNAF B HEFRM,

EERNMAFLMATT , AT TERE

I

a. BACEELEQHBRTFEENRNAS,,

b. EHZAFALLMNEIRE,

c. ERER,
7. EEEESHEF  BEENAFRERERSEERNNAF RSP,
8. HESMBEHF , &E Users( AF ),

9. EAFTEL K SEENAFUREFE-ENEAFTL2HREIRF, EERIFERAERA,S
&Ko
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teEt | BHAFERGRERKS, SrUEY 6 REENREF TR S DB LS ZNRENRIREX Lk
FHEZHRNR,. BXEZEE , FSH IENRE.

Setting up SCIM provisioning between CyberArk and IAM ldentity
Center
IAM Identity Center 3x35455F F FF {5 B M CyberArk Directory Platform B3IfiE ( F ) 2 IAM Identity

Center, WTEFERAESSNEERS (SCIM)v2.0 i, AXEZEL | FSH WAL EHIEMHE
£/ SAML 1 SCIM B EX& i,

HIT1EE SCIM 25l , BINBULBEAER EABYMENIESET, REREERT I
HiF BB,

£

. EREH

« SCIM ZEEM

« B 1 : 1 IAM Identity Center /5 FATlE

« ]2 : 1£ CyberArk F i BTE

( AIi& ) 53R 3 : 7 CyberArk RELER B M LATE IAM Identity Center #1714 [H 32l (ABAC)
(AliE ) 12 R R

FRFAF
EF B2, BREEUATAS

* CyberArk TS & FAA. HESMREFRIAAILRA CyberArko

« X% IAM Identity Center 9K/ ( &% ) » BXEZEE , HZHE A |IAM Identity Center,

- W& CyberArk fk 7 E IAM Identity Center B§ SAML 3% , 20 IAM Identity Center CyberArk X
P PETIR,

« ¥ IAM Identity Center %25 5 &8 E L5157 Amazon Web Services lKF VA ®, FAF FHLE
KB,

SCIM 3E=EIm

LAUF 23S IAM Identity Center £/ CyberArk BX & B {331 UE AT YT ZEEIN -

CyberArk 32
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Amazon IAM Identity Center PR
- RENRAEFMELRS FRFNAET 2R E IAM Identity Center,
- BEMANERARSTEZXRH , " BER, SCIM MEAJRERX XM,
- REEES—MBESBEY , MAR THESBEFE,
1R CyberArk IAM Identity Center NARFFHNACMHN LZEES , WRITSEHIATITR
- MRABZHEAEEHR—IAM Identity Center FHAZHT 2K EER,
- MBAZHKEER—IFE IAM Identity Center FRIEBHTA |, IHEFFRE , BRERA

- AFEZMECETE TN LM CyberArk IAM Identity Center N AR F#HTIRE , BEHENENA
LB IEHNITR. BRI LUERLA TR

« BE (RFEE ) Identity Center BEXH EEHBEEHBZHHAS,
« M CyberArk BA&FBERAFE , M IAM Identity Center BUEX ZFA F B E .,
- BUCEEBLE R P 1T h—ZRAZMiBR,

IR 1 : 7£ IAM Identity Center 3 BfE

KEE—% | BE/ IAM Identity Center ##4| A5 ABEFHME.
£ IAM Identity Center HZ I B3I TE

1. SERERFME , $7TFF IAM Identity Center #2515
2. EENSMBERFERRE.

3. HIREMMEL , KEBFITMEEEE , AR ERBA, X&IHETE IAM Identity Center F/Z A B
HIME , HERHSEMN SCIM i MiFRSEER,

4. EAUVEBMEXNEES , E% SCIM mLKMBR T, BEE AP PEEMERN , BFEEH

XERA,
a. SCIM %= ——#%lan | https://scim. us-east-2.amazonaws.com/ /scim/v2

11111111111-2222-3333-4444-555555555555
b. WRTH - ERERTTHRAEHZE.

/A Warning

XEME— A LUREL SCIM Ii RE G RSN le, ERERELH , FSHEHXEHE, K
HENGESREZHMAXLEE , UEE P FEREBSHTAE,
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5. EEXH,

WMAEHRETE IAM Identity Center #BRHIEFIRE TME , BFEEFEA CyberArk IAM Identity Center i F
EFERERES. ATEREHHERTIXLESE,

%2 . 7 CyberArk FELETIE

£ CyberArk IAM Identity Center M AR EH LA T 32K E A 1AM Identity Center FITRE. L3
RiZEEHF CyberArk IAM Identity Center R A FRNE| Web NATEF TH CyberArk BEEZH A
MBEERINTUIRE | BSE ERAEZY , ARTHREERIUEE SCIM &,

E1£ CyberArk HEETE

1. FFFIEIERN CyberArk BLiE SAML XFZHHFMEY CyberArk IAM Identity Center SRR ( AT
F>Web NARF )., BSHE ZREMH,

2. i&# IAM Identity Center NFARRFHERTAE IS -

3. EFPEALNARFNMEREHEREHER,

4. FERIHEEIEH , &M IAM Identity Center E#1 7 SCIM s 2 {H. FFZEMHME SCIM fRS URL
FEH , £ CyberArk IAM Identity Center N T2 FF R AFIREE IR E A Authorization #r3k.

5 FHLAXRBRENFEETH.
6. EL—IRE  BEH T IAM Identity Center FEY 5 RS hE, FHiZERME CyberArk IAM
Identity Center NAEFHFHNFEETHEFERT.

7. BHBIELNENNAEE,

8. HERDEIMT , kBREHFE CyberArk FRHEUTMBERZEEANERITH,. BULUERES (BT
ZB&: ) EFMLEEBEMMBUEMET NHIIE IAM Identity Center AP,

9. HAGBMHET , IRBNBHFERTH CyberArk A2 HH4E TH IAM Identity Center ARV BR ST,
10. ERERTGEIHRT.

1. ERIEAFREEKIELE IAM Identity Center , &R E IAM Identity Center 2% & HitE A
Fo kB CyberArk WRISAFPREREAFTTHEH L, AETUNXLERAF 2 ELEKS FH AT
IAM Identity Center 3 1TiE#E,

$IB2 : £ CyberArk FEEE 34
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( AJi%& ) B 3 : £ CyberArk HEL & P& 4 LATE IAM Identity Center ARt
1715 RI$2 &) (ABAC)

WMREIEE N IAM Identity Center Bt EE A BEXT Amazon RIREITFRIAR , NiX 2 —NariEs
2. CyberArk{&1E CyberArk HE X HIE HERF1E SAML BT S %% E| IAM Identity Center, RfE , &1
IAM Identity Center FRAIZEIXPRE , ARIEEM CyberArk i B HEEE HRIXR,

EI Rt dEcn , B4MEREA HRZFHEN het. ARURENEAES  FSH BAARE
3 Rl HIE o

E7 CyberArk HECERA B , AT IAM Identity Center Y177 7] 3%l

1. $TFEIER CyberArk BLE SAML IFEH LM CyberArk IAM Identity Center AR ( NARE
F>Web NARRF)

2. HZE SAML I REIR

3. ERMT , REUATEEMEXEMERMEIRS

a. BHEBMENRE CyberArk K FEHBE S o
b. EBMERE SAML #iE F&IEZ IAM Identity Center BI& M & Fro
4. EERRE.

(Al ) BB IG R FIE A

BRI LUK R E A IAM Identity Center FRRY 17 8] 122 /8 1 ThEER/R1%E Name BHEIRE N https://
aws .amazon.com/SAML/Attributes/AccessControl:{TagKey} By Attribute Jt¥&, kT
ZATENEMEN SAML ISP 2ENREEZE, BER2ERENESER , 55H IAM AR
B7E Amazon STSHHEE S IFHRZ,

ENBEMHERNLERZSERE  BEESEERSEMN AttributeValue TE, flin , EAERZRE
SfCostCenter = blue , HEAATE L.

<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/AccessControl:CostCenter">
<saml:AttributeValue>blue

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

( T3k ) % 3 : 7 CyberArk &L E /& M LLE IAM Identity Center B3t 1T i [E322 4] (ABAC) 35
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MREFERNMSNEN , FHNEMIZEETE MR Attribute T,

£ 1AM Identity Center & JumpCloud B &¥ &£

IAM Identity Center 3/ A F {2 M JumpCloud Directory Platform BzZhFRiE ( E% ) F IAM
|dentity Center, WtFRBFERAZEHISHRICIES (SAML) 2.0, BXEZELR , HSE W5 H
REEMER SAML #1 SCIM BB EBESRIiE,

E A LAE A 1AM Identity Center SCIM % 2 M 17 B S 2 7E JumpCloud FELELLiE R, BLE SCIM [P
B, #&4F7E JumpCloud F 8|2 A F B M E IAM Identity Center ¥ BB HENMRE , XSS IAM
Identity Center 1 JumpCloud 2 [8] B9 7 £ /&8 14 PC i o

KIEEETHEE 2021 £ 6 AK JumpCloud, MMANLSRAIGEAMTE, AigEEs —LEXEY
SAML ECiE A & 3 IERY B

AT ST HRnAEERA SCIM thiCRF AP FLEAM JumpCloud B3 fRiE I IAM Identity
Center,

(® Note

HIT1EE SCIM 25l , RINBWUEBEAER EABIMENEIEZSET., REREERT &
2 PR E ARSI,

£l

. EREH

« SCIM FEE

« B 1 : 12 IAM Identity Center /5 FATlE

« B2 . 7 JumpCloud FEETE

(®[ik ) =% : £ JumpCloud IAM Identity Center R EL&E FA F° & 13t 1715 B 32 4l
(AliE ) 1R AR HIE

FRFAF
EF R, CREEUATHR

« JumpCloud iTREHEFAA. HESMEFRXAIAE JumpCloud.
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- BHIAM BHOHNKF (2% ). BXEZELR |, 535S A |IAM ldentity Center,

« MI&EH JumpCloud ik El IAM Identity Center # SAML ¥£3% , & IAM Identity Center JumpCloud
X H TR

« HNRZR IAM Identity Center S I B H X, , NS EFHEN F P RUEBEE R TFHRE
Amazon FEE M RS M Amazon Web Services Ik WXEXBIHRIIEENAREF, EXEZS
HHEER |, 1S Hthe section called “FT 3 : EFAEB IAP ZE" . BXEZHMER , BSH
JumpCloud 3 #4,

« fF IAM Identity Center &85 5B A8 E 15178 Amazon ik 7 #94H < B,

SCIM JEEEI
AT 2 1AM Identity Center Bk & & 431 JumpCloud BYEYEEEIN,

- AEEHH Amazon £ QB FRIEZESFXRERNEHT JumpCloud& & SCIM @5,

- RgEEF—MBESBEEYL , BIAN TEBRE,

« JumpCloud BERFWAFXIEER FMEKFTEER SCIM B F IAM Identity Center.
- WMRAFTE IAM Identity Center R#ZFA{ETE JumpCloud F{IARBUE , BEMALRED,

- B NBYEUEEPEESFRTN EAAFANEARASHER RKERNNAFEEBEASCIME
&,

18 1 : £ |IAM Identity Center /5 A&

KEE—% | B8 IAM Identity Center 24| A5 ABEFHE.
£ IAM Identity Center FE I BT E

1. SEREREFME , 7T |IAM Identity Center #2515

2. EENSMERFERRE.

3. HRENHEL, KEBFIMEGEE , AREREA. X2IEIFE IAM Identity Center F/Z A B
HFE , HERSER SCIM xR MG S EER,

4. EAUBIMBENEES , £E5 SCIM HmRFMF RIS, BEE P FEEMERN , BEEHM
XERA,

a. SCIM ¥ ——fl#n | https://scimo us-east-2.amazonaws.com/ /scim/v2
11111111111-2222-3333-4444-555555555555
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b. HETH - ERERTEUEHIZE.

/A Warning

XEME—ALUREL SCIM If RE TG RSN, ERERECH , SHEFHRXEHE, &
HENGESREZMAXLEHE , SMEE P EFEEEQ%’JTD?EO

5. EEXM,

MEE S IAM Identity Center 3| AHIRE T F

WRETHEE , BFEAFA JumpCloud IAM Identity Center
EERTHUFRES. ATIRPHERTXLEDIR,

HB2 : £ JumpCloud A &L E T iE

#£ JumpCloud IAM Identity Center iE$Z28 A LA T 32 LUS A 1AM Identity Center &, LI R
RZENF JumpCloud IAM Identity Center iE#22AMNE AR/ JumpCloud BE[TFA A, MRENE K
RATIIRE |, B2H SREH  RAETALLELEEXREE SCIM E.

E7£ JumpCloud FELETE

1. FTFFEFED JumpCloud BLE SAML ZBFEH L&A JumpCloud IAM Identity Center 328 ( AF
BARIE > IAM Identity Center ) » &S H TR

%% IAM Identity Center E#%88 , RARERE= LW FHHEE,

MREFLEH SCIM B |, FEPEAKNARFHNAFANARR &0 EEEIRE,
BEEE,

FELE—3EF , BEH T IAM Identity Center ) SCIM i B, FHZEXEME JumpCloud IAM
|dentity Center ZE#RRHVE AR URL FEH,

6. EL—TFEH , BEH T IAM Identity Center FEVIGRITHE. FZERME JumpCloud IAM
Identity Center E#ZBEFNTHEBEHFERF.

7. BEHECELANRAEE.

8. BREREBERZILAE-NMEBERFDHE.

9. BEEMNMNEIFHAFEAAREEMEA SCIM BEENA
10. EERTRSBHRT,

o A 0N

$2 : 7 JumpCloud FEEFE 38
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1. ERIEAFREEKIE L E IAM Identity Center , &R E IAM Identity Center 2% & HitE A
Fo %8 JumpCloud WRIFAFEIREAFTE L, METUXLERAF2EE 1AM Identity
Center HWEI Ko

( °[i% ) =24 : £ JumpCloud IAM Identity Center &t & A /)& 4 1T1H
[ 422 1
WMREIEE A IAM Identity Center Bt EE A B EXT Amazon BIRATFRIR |, X2 —NAriEs

2. JumpCloud&7E JumpCloud HE X WY JE 7 SAML B S &% E| IAM Identity Center, A5 ,
&7 1AM Identity Center RAIENRE , BURTEEM JumpCloud %1% K & 1B 32 175 R X R

EF BB cn , BB LB A REZEGHDENEL. AXMAHRTIHEENEAGSE , BSRE
AMEE S R ZHE M.

E7£ JumpCloud FELERAFEM , AT IAM Identity Center B9/ [8] 2 %I

1. $TFEERN JumpCloud BLE SAML FFEF LER JumpCloud IAM Identity Center 3288 ( AP
FHRIE > 1AM Identity Center ) .

2. %#F IAM Identity Center iE#8R. AR5 , EFE-NETF IAM 4 H 0,

3. EMEMFERD , BULUEERAFBMES  ERNFEMY , RERTUTERE . B4ANE
W INLATE IAM Identity Center 7 Al FiG[RIIE BB NE HEHRITIX LS IR,

a. TERFZEHEBEMEBMZRD , WA https://aws.amazon.com/SAML/Attributes/
AccessControl: AttributeName. f§ AttributeName #Hi#J3&71E IAM Identity
Center FHIEHE A, #la , https://aws.amazon.com/SAML/Attributes/
AccessControl: Email .

b. 7 JumpCloud BB FERH , M JumpCloud B ZFEEBFERAFEM. Hl , EFaf4 (T
) o

4. EBERE.

( Ak ) &% R HIE T

B LUEEE A 1AM Identity Center FREY 175 B2 518 1% TheENR{Z1%E Name BHEIRE RN https://
aws .amazon.com/SAML/Attributes/AccessControl:{TagKey} By Attribute Jt&, Lkt
RATENEMERN SAML IS RENRERE, BX2ERENESER , H5H IAM AFE
B7E Amazon STSH &R S 1EIRE,

( |k ) =% : #£ JumpCloud IAM Identity Center FR &t & F /= /8 M 1T R 34 39
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ENEMENAFENREEER | FASIEERZSEMN AttributeValue TE, il , EARRZEE
JfCostCenter = blue , HEAUTE M,

<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/AccessControl:CostCenter">
<saml:AttributeValue>blue

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

MREFERMSNENY , FHNENMIEEE —NEIRM Attribute T,

B3 Microsoft Entra ID 1 IAM Identity Center BZ & SAML # SCIM

Amazon IAM Identity Center X#FEZ 2 S/rI21ES (SAML) 2.0 £ , URFERAEBEHEHNEER
% (SCIM) 2.0 #CF3k B Microsoft Entra ID ( LABI#5J9 Azure Active DirectorySiAzure AD ) B /2
MBAEEEHEE (EF ) Bl IAM Identity C entero BEXEZEL |, TS WA EHIREEER
SAML 1 SCIM B ERER L.

B#R

EARHESD , BREENRERE , HEE Microsoft Entra ID #1 IAM Identity Center 2 [B]#) SAML £
EM SCIM B, ERANEZLSES , L[ Microsoft Entra ID F IAM Identity Center F 812 —&
WA (Nikki Wolf) , ATFREN i SAML 8, 85 , Eh SCIM RN —& % , BFeIE-—
FRMIFZAF (Richard Roe) , ARIE Microsoft Entra ID FREVHTE 2 B RTH R 25 F 1AM Identity
Center,

TERFAF
EFRAHRLE  CEABEREATHE :

 Microsoft Entra ID #aFF, BXEZEEL , FSH Microsoft XEHHRZEAT] : REH,

« Amazon IAM Identity Center2 /8 I, BXEZELR , 52 Amazon IAM Identity Center F
Fi5EF RS A IAM Identity Center,

EEEI

LA & B3 Microsoft Entra ID WEEXEEW , el mEITRMAEE~HRERFER SCIM v2 th
VOB IAM Identity Center SEFEE BT E o

Microsoft Entra ID 40


https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-create-new-tenant
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HafnE

HITHEE SCIM 2al , RINBWEEELEER EABIMEREEST,

7 i) 2 A

TR EER R T RER | XLEREORE T80 H00R P HH A S B &8 Amazon &R,
R FE Microsoft Entra ID R MAF FHIBRE M , MFT <M IAM Identity Center 1 BY 48 B2 A F= i BR 1%
B, X2 Microsoft Entra ID FEHIMRF, MEAFHNEMHERXATEMN ( 3EZF ) E , MZEXH
@25 % IAM Identity Center.

BREA

Microsoft Entra ID AP MERF T EEMEMERELFHNAF ., REXBANMER THBESEAN
BEEKZVAF. Microsoft Entra ID FaZHAXFDREZEIEMNAFARE (BETEZESENADN
RAWAFSHYE ) WARR BB, BXEZEER , S Microsoft XHFHPHE T DERSEERE, &
A LAEA IAM Identity Center AIEiLE AD [E25 Th8E4F Active Directory 425 IAM Identity Center &
BXo

HSA

Microsoft Entra ID AP ERS AT ARBMMENSEFNAF. BZRATENRE , ZRAERE
BAEASERE AR MASEHURENIE IAM Identity Center FRIE RAR . XEAFMAES SCIM
M Microsoft Entra ID EEiEZ| IAM Identity Center

Blgn | R BHALEB Microsoft Entra ID &30 :

1. A4, BR val, ua2

2. B4, B 5 ub1

3.C4 , KA uct

4. KEAN3IEA, B. CHRA
5 L4, FNTIE B HM C ARA

$F Microsoft Entra ID FREY F F FI4H (5 B33 SCIM FiE F IAM Identity Center /5§ , £&5¥0°F -

1. A4 |, & ual, ua2
2.B4 , & ub1
3.C4 , KA ucl

EEEW 41
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4. K4 , B G ual, ua2. ub1, uct
5. L4 , B 5 ub1, uct

FRANSERBEBIMEN , BIREUATEESI,
- BARATLEERESH, B2 , Microsoft Entra ID MBRSFS T 2R FILREH, Hlin , WREER
LA R 3175 4H Microsoft Entra ID 4543 :
- AR BHBREA,
« AAF val KA,
- B4AHE ub1 ERR R,

BEEANGRARNITSEANEERRA (Bual) . EFR2NEHEFRNEE BANKA,

- IBETETEHMBAA, BEXEZEELR |, BHSH Microsoft ST A ATl 41 BR &,

S 1 HEE Microsoft 317

EAS RS SN BUNRRENEE Amazon IAM Identity Center 1l 57 FA 52 7 BA K 204a] Jy 37 61 22
#IMicrosoft Entra IDUi= A = 2 B 175 (R X BR o

Step 1.1 >
$B, 1.1 EHRIZE Amazon IAM Identity Center 1)l 5 A2 F Microsoft Entra ID

FHERES , BREFZE Amazon IAM Identity Center 4l 51 i #2 FMicrosoft Entra ID, F8E &
NEE NN ARENREESN SAML 8, Amazon

1. ZPURRABRFEE RN S M B R Microsoft Entra BEEH /L,
SMEISH > MARRF > tUNARF , REERFMARR.
FEXI 5 Microsoft Entra Gallery WE £ , E#E EAE+ % A Amazon IAM Identity Center,

2
3
4. MR %EE Amazon IAM Identity Centero
5. ®F6IE,

Step 1.2>

1% 1.2 : 7£ Microsoft Entra ID &2 i A

S 1 : HE Microsoft 8/~ 42
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Nikki Wolf &1 It 52 61228 Microsoft Entra ID XA #E,

1. 7E Microsoft Entra EE 0B EE , SMEISH > AF >R,

2. BEHAF K ARERRBTHONIETAS.

3. HEAFREHBENT , #A NikkiWolf , AFEBREERNEIMNYT B, HlW , NikkiWolf@
example.org.

4. TEETEMHH , BWA NikkiWolf,

5. EREPHRASBERN  SEFRERE , ERAFERNEE , AREHHETE R
B,

6. EEEM , ERAFPMA Nikki, FHEKS , @A Wolf,

7. BEBREHACNE  REEECE.

Step 1.3

SR 1.3 : 7 Nikki 2 EXRZ 80 , MR Nikki #9485 Amazon IAM Identity Center

ELIEAR | SRR Nikki ATLAR I B FKH Microsoft A TP AR HLR R,

1. ER-MHRFBFITFFIRER , IERNKS S BERRE , REEA Nikki #9552 8 76
sk, 140 , NikkiWolf@ example.orge

2. WHIRTE , WA Nikki BB  REEEER, IRFBREEFERN , RAFRTEEXK
CREN

3. EFEWTHRMENE , #BHEAR , X THMUERESFENRTR.

4. EBNKFTENEMNSHERT  EREEHVNARER. #3E , RNEWmA , ENFT2ER
ERNARERF. B[R IIN— 2 Amazon IAM Identity Center NFARERF , EHRENE T+ | HF
ERTELAL,

Step 1.4

% 1.4 : £ Microsoft Entra ID &8 Nikki 2 B R

DAL SRR Nikki JARZHIFRENKF P, EERESENERF 28 ZE Amazon IAM
Identity Center M FRTEFo

1.

T Microsoft Entra EEH/0EFHIA , MBI G0 > NARER > tULKARER , AEMNIIERH
1%£$# Amazon IAM Identity Center.

ST

. & Microsoft 8/ 43
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2. HEEM , EERFMNA,
3. BEEMMAFE, BRUARHRATTATIEAES. LHAETEAARTIE.
4. HEAMDERE , AP TEEREREANR
)
6

1% NikkiWolf , RFFIEE &,

FEARMELTIE L | EZEDE. Nikkiwolf ZL7E HINTE 2 Bi4s iZAmazon IAM Identity Center i
RAERFNAFSIRF,

5 2% HEE Amazon IKF

EARLSES | SF T HENAER IAM Identity Center BLEFRIMNER ( BENBE ) |, FoHolBHEMKN
Nikki Wolf IF® , # N E 2 B EE Amazon T RATENREER.

Step 2.1 >
HI® 2.1 : £ 8)2 RegionalAdmin X PREE IAM Identity Center

HEAR PREERF A T AINikki R F A EH Amazon IKF AR , MENFHK - TEEEXEH. Amazon
Web Services EE#ZFI & MINFIEL HEMAABEERTERNEE Nikki K~ EE[E 2R,

1. 3$TFF IAM Identity Center #£#l &,

2. EZHPRRT , EFNRE,

3. EFRVIENRE,

4. EEBENRERETEH , EEEBEUNRE , RAEEET -5,

5. B‘EAKER  NERFT , RARERAUTIRAINRECIZKE

a. EEPMFER , LEIRREIED.
b. ERBEAT , NIIRPERKS , REEPUTEIRE,

* ListRegions
* GetRegionOptStatus
* DisableRegion
* EnableRegion
c. HERMERZEL , EHERM,

d. EAMERRAINRRERT  EBMERR , AFEEFNER, BiEENWEKEEW
TR :

% 2% . H#& Amazon K/ 44
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{
"Statement": [

{

"Sid": "Statementl",

"Effect": "Allow",

"Action": [
"account:ListRegions",
"account:DisableRegion",
"account:EnableRegion",
"account:GetRegionOptStatus"

1,

"Resource": [
nmin

]

}

6. iij:¥-|:_$o
7. EEENREFHASENHEHNRESENT , HA RegionalAdmin , REEET—F,
8. HEEEMOIENE , EF0E, LNZEFNPRESIRFPRegionalAdminE R T AA,

Step 2.2 >
F 2.2 EHOIEMRA Nikkiwolf AP IAM Identity Center

BT SAML MY FRHEZEH IdP (Microsoft Entra ID) #7E IAM Identity Center Bz 12 B P8I
#l , HELEEATERTE IAM Identity Center F3h 812 R T Microsoft Entra ID # Nikki Wolfs
AP OBEERNAF,

1. 3TFF IAM Identity Center #&lA o
2. ®ERP,E&BEAMAR , ARREUTER :

a. XF P A ME T4 thhk-5 A B 1E A EMicrosoft Entra IDF F B4 £ B 48
@ NikkiWolf@ yourcompanydomain.extension, 530 , NikkiWolf@
example.org.

b. WIABRFHBHFtur - EF A L —F A B FHR4F itk
c. BAF-HA Nikki
d. K- HAWolf

% 2% . H#& Amazon K/ 45
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e. EREW - HA Nikki Wolf
3. BEEMAT—F , REEBEFIAF.
4. EREXRA,

Step 2.3
HI] 2.3 : F Nikki 2B 45 Hi%EH RegionalAdmin X PR IAM Identity Center

EIXE , Amazon Web Services K/ BRI LA E Nikki HEHPERBXE , ARt o HE K
Amazon Web Services 5l TFFTIERN A ENIR,

1. 3TFF IAM Identity Center & &

2. HEZHFNERT , %£# Amazon Web Services I

3. EAHPERT Nikki EEXEHNROKSE (HlISandbox ) BHNERE , RFEE ‘DA
FRMEA",

4. HEHEAFMATE , EFERFIETF , REFFiES Nikki ZLHERE , REEET D,

Example

<caption>On the £ PREE page, choose the RegionalAdmin permission set created in
Step 2.1, and then choose T —25.</caption>

6. EEEARXNEL , EFENERE , AEERRER.

HHR 3 EEMN I SAML &E#

HEWETEH | ERAFEH Amazon IAM Identity Center 7 5 25 #1 IAM Identity Cent Microsoft Entra
ID er REYHAED IAP i Bk ElE SAML E1ZE,

Step 3.1 >
S 3.1 : )\ IAM Identity Center W EE P E#Y BR 55 1R 1 78 ST B 4E

FEHTSED |, LM IAM Identity Center BHIEREHEXFHBRES , HRRITHEXHMN
Microsoft Entra IDfE T — Bl BEiEZRFN EER/ AR Amazon 35 E&E % URL,

1. 7£ IAM Identity Center &l AH | ERIRE,
2. ERENEL , EFEFHFRETF , AREERE-EXH DR,

S 3 BEFMMIE SAML E# 46
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3. EEEBRBMERNE , &FENBEMIRMERS K REEET—F.

4. T ‘BWENABHMARME TEL , £ BREFRHEETBE T , &F ‘BRI IPv4 iR, T
BREMRENRG , BRI LTRSS R T iE 4.

5. ER—&B% , ¥E Amazon Web Services TRl JFEF URL B , HEHIE, E T —FHM
RRE , BEEEWAZE,

6. FMUTANREBITFRES , REHIT—F (Step 3.2), EHEE Amazon IAM Identity Center
&)l 37 A2 FMicrosoft Entra ID. /5 , BfHREILLITE , TRENTRE.

Step 3.2 >

$I 3.2 : EHBEE Amazon IAM Identity Center 1)l 5 FAF2 & Microsoft Entra ID

WEBREASE L —SREN THEHMNEF URL WE , £ Microsoft i 52 B, — ¥ # SAML iE#E
R’E,

1.

£ Microsoft Entra EE R EFIE , SMEIFH > NARER > UL NARER , AGEE
Amazon IAM Identity Center,

EEM%EE 2 REESBF,

FiRE SAML 2 S EFZTH , %8 SAML, REER L& TBdE S | R XHRER , G
BIE -SSP THNWRSIREE TR |, REEEBR,

£EARSAML BB AL , RiIFFRAFHMNEE URL ( MISEAERS URL ) BERNEREH
BEHmiEwR. Amazon

- FRIRFF-XEXA IAM 540 MAE URL, TieEFERAMNR IPvARBRiR RIE 2 XNk i
R, #hERAAEENE.

- EIE URL ( IEERFRS URL ) -LLAMESERE IAM 54 IPv4h OB B R A X
X BRA T RN LR T R BAILERAEEXEHMN ACS URL ERBRIAXE |, XY
P MHE3h Amazon Web Services R FATEFE , 1% <4 E E [ F) F E X igMicrosoft
Entra ID, B ACS WEZ{EE URLs , BHZ R X im S MK inis 2 FH ACS ks Amazon
Web Services X1,

o (HiE ) MREHF IAM Identity Center & HEI H A X1 , Nk 7] LAFE H Microsoft Entra ID
NENHEHMXIFH Amazon Web Services 15 R[ 1R PENARERF. XEELENAFEE
% MH Amazon Web Services i/ [ H fbith X #7758 ] 7 Microsoft Entra ID. 5524 @&
WAFETHEFHBZENAREFREMicrosoft Entra ID. BEXEZFMES | 5
B Microsoft Entra IDX#4, IREiTXIFEE [ IAM Identity Center EH| B E X1 |, &5
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AR BRMicrosoft Entra 1D A T 17 (A E b X E #) B B B X iMAIE X 1R B /5 /5 A X H 4t X5 /Y
RN PREVIE S
5. FEEFURL (™ E) T, HEEEL—F (Step 3.1 ) EHIH Amazon Web Services 1 d]
TFREF URL B , EFR7TF , RAERET X <MAEQ,
6. WMRRSKIRRMEANRE SZF Amazon IAM Identity Center |, Fi%#E ‘&, REFENR,
BB EREN SR ITHLIURIE,
7. TEIRE SAML £ QB FTEN SAML EBES , EFREFHRIETEHE XML ST ,
FRBBEXHRFINENRER, ET—FHIARTRN , EFE LA XHE,

Step 3.3 >
%% 3.3 : £ Amazon IAM Identity CenterBit & Microsoft Entra ID #\&F IdP

EXE ’54 IR[E ] IAM Identity Center 2 Hl &N EXFBIRMES , T Amazond SAML EER
B E¥I

1. JREITE Step 3.1 1 , &7E IAM Identity Center 2 &I AR B RITFHRESHN BEFLE,

2. ERENABESMREUBENHEHNSGREETHIESD , &2 IdP SAML TEHIE T HIER X H%
4, RFIEERIEIE £ — 2 M Microsoft Entra ID Tﬁﬂ’]%ﬁh1 LR STEE SO |, ARTEIRIRAT
o

3. ﬁ#%jt_z":o
4. HEREREFHHERMERIER , WA ACCEPT.
5. “RBEEREMR , LNAZBHNENR.

Step 3.4 >
S8 3.4 : ik Nikki BB EE [ E Amazon Web Services 1[R[

TR |, BUIFEM Nikki BEUEEF Microsoft WEMIKF - |, Wik SAML E#., B &
BWIEE |, BFHEEE Nikki EXE @ E Amazon Web Services 18T # Amazon IAM Identity
Center NARERF.

1. BIERMIK/SIIFEFRAME , WA Nikki TR EFoRE4tat, Fla , NikkiWolf@

example.org.
2. HIRERRE, WA Nikki WHBE , ARERER
3. EERMNKFRENEMNSHMERS  ERRNNAERF.
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4, ERWNARFE , %FE R Amazon IAM Identity Center I AR, XM iZaRRE#
TN B /BRI,
5. EMBMEZFTEL , ERRH Nikkiwolf E£iF, MEBXERTRE#TEHRIL , HEOERE
&Y NikkiWolf . X4 B3 EEE M F Amazon Web Services 1R,
® Tip
MREARRHEER , BHITRE , BRETE Step 3.2 B AHK Amazon Web
Services TH BT &S URL WESEIE Step 3.1 FEFIMNEHETE,
6. WIAZH Amazon Web Services Il & R R,
@ Tip
WRTTHE R ZE H R Amazon Web Services Ik 7R , i IA Nikki 2 %3h 2 &L
{ARegional AdminfXPRE ( iEZH Step 2.3 ),
Step 3.5

S8 3.5 : liE Nikki X FEHEE Amazon Web Services M 7 #9175 18] £ R 4% 5l

EWLTES | SHTRE , LUBE Nikki X FEEHE Amazon Web Services Ik X131 & #Y 17 7]
MBRE B, Nikki HiZRENFEHNEERANE , INKF THEEXSE,

1.

£ Amazon Web Services R H | BEKFIETMFUE RKF IR, FERSELEEN
PR E R E bk P RBRAY bk & IDs, 1tk R e T BB 4o dik

RRIER ANBRENKSE (FliNSandbox ) (ESH Step 2.3) . XNEFNREES

= , Nikki ATAMN IR | LEBHEKF,

T RRegionalAdminiE F B 2 #| & R A B ERegionalAdminfX [REFREN AR, X&
FEEEMZ Amazon Web Services BEEZRE A W,

ERFENAELA  EBREHNKFENR , ARERKF, ., SN#EAKFTHE, 512, kR@E
tWMERME I HBETR—FKELE , RALZSEEFIERNXERENLENR,
EXKFRE , [ TRHZE Amazon XiFE 0, & REFEA A HXENEERE, F= Nikki
BXRBELENNR , TR AEKF BRARZEAXE YR,
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SR 1 BDR] 3 HEERDEREF NI T SAML ., HE , RNBUEREHITIR
4, KYBEHME , LERAIHE,

FR 4 BENNH SCIM EF

FWFERP | EFER SCIM v2.0 L , RERFAFE B M Microsoft Entra ID BEZITIE ( @F ) E
IAM Ildentity Center, &RIEAER IAM Identity Center B9 SCIM i =LAl IAM Identity Center B 3 82/
8 &S E Microsoft Entra ID B & thiE#EE,

BLiE SCIM B a , BfF 612 M Microsoft Entra ID FEYF B2 IAM Identity Center REV iR BB 1
RS, X253 1AM Identity Center Hl Microsoft Entra ID 2 (8] &Y 7 8 /& 4 It

LT S8 S 2 A Microsoft Entra ID /Y IAM Identity Center NIRRT , RINEERE#E
Microsoft Entra ID F# - B3I EZ IAM Identity Center,

Step 4.1 >
I8 4.1 : £ Microsoft Entra ID F a2 5 — & ik B

BTN B B |, 8457 Microsoft Entra ID AR E|ZE#TA P (Richard Roe), f8f5 , £iRE& SCIM B&
B, BFNR AP MAEHEXEEREEKIREL E IAM Identity Center,

1. 1E Microsoft Entra EE /0 BEIE , SMEISH > AF > AR,

2. EEFAF K AREBRRENIBVCIEZHFAF,

3. ERAFPEM&EEHH , A RichRoe , RAFEBREBERNEMT B, 0 , RichRoe@

example.org.
4. TEETREWHH , HA RichRoe,

5, HEBTRMASRBRERD  SUARREHEEE , ERAFERNTRD , AGEFHHETE RN
=

6. EEEM 6 RERMHUTE:

« BF - % A Richard
- B - %A Roe
o BA{UZ % - 3 A Marketing Lead
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7

« ZB177 - #Wi A Sales
« AT ID-%A 12345
EREZACNE  REERAE,

Step 4.2 >

HI 4.2 : 7£ |IAM Identity Center JZ B BzhFiiE

EHIRESF | B ER IAM Identity Center #2%|& |, SRBUF Microsoft Entra ID VA F A B3h
fMEF 1AM Identity Center,

1.
2
3

$TFF IAM Identity Center #Z#l & , HEEMSMBERFERRE,
FRENEANSMRENFT , BEEMEREZSRENF 3.

KEBHMEBEEEE , RRERBER, XA EE IAM Identity Center HZ A BHZITE , HE
RAER SCIM i R F 5 [E) 5 EE &,

HEAUEHMENEFES , EF L TETFME. T —F & Microsoft Entra ID FEETE
B, EEERVXEE,

* IPv4: https://scim.aws-
region.amazonaws.com/11111111111-2222-3333-4444-555555555555/
scim/v2

o MMM : https://scim.aws-
region.api.aws/11111111111-2222-3333-4444-555555555555/scim/v2

b. HETH - ERERTEIUEHIZE.

/A Warning

XRME— A BUREY SCIM I RE RSN la, ERERECH , FSHEHIXL
=8

XM
EHORATFT , TERMES ZMAERERN SCIM,
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Step 4.3 >

$B, 4.3 : £ Microsoft Entra ID BB BZITE

IMEE , BH RichRoe NiXAF ELHERRLE , HE7E IAM Identity Center F/SAH T SCIM , &AL
P E P EE SCIM BFiRE. Microsoft Entra ID

1. % Microsoft Entra EXE .0 2F& , SMESH > NARRF > B ULNARRE , RAREE
Amazon IAM Identity Center,

2. %REME , ZEET , BROEEME.

3. EMERAXT , &EAF,

4, EEEGETETHHEFS URLH , LB 2BI7E Step 4.2 HEHIH SCIM xR URL {Eo
ERASHEP , BIETHRSENE,

5. EENRERE, BNZLEY-—FEE , RPLINHNFTIESHDBRRN , TR AR
5o

6. EERE.

7. EEET , EFAFPNYE , RAREEFMAF/A,

8. HEARMPERE , A/ FTERBREREAXNR.

9. #%#F RichRoe , AFIEE “EEF",

10. EAMOERE , &5 E.

1. BEER , RRRRTHRME.

Step 4.4

|44 RUERBEHTEL

AT H | BFRIE Richard WAFREERYME , H HFEREMISE R IAM Identity Center

o

1.
2.

£ IAM Identity Center ¥ #l& | EEBEHF,

AP IEL , BN ZAEEIERENRIChRoeAF. EXE , BEOIEES , BRREN
SCIM,

ER “BEXH T RichRoe , BIALLTE 42 M # E H#Microsoft Entra IDo

« £F -Richard
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- ¥ - Roe
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« BR{Y - Marketing Lead
- RI4S - 12345

7 |, Richard B9 P E7E IAM Identity Center 812 | ST LU H 5 B A EMRBRE | X
AR B AR St 33 48 Amazon BIREVIGRIPR R Bl Flan , &7 B2 ELRichRoets 2 B fE
A f#RegionalAdminfX PR £ |, RF Nikki EEXEMNER (ESH Step 2.3) , ABME
FAStep 3.5MAEGRIE R,

© KREE

YRE R ZhTE Microsoft F1 Microsoft Z B3 T SAML i%#2 , Amazon # ERIF B BELE A
LIERERNARRERS, BE , BULEAFFEIN G E |, FIRFMIREE=HE,

S 5 : BB ABAC - Wik

O , BEKIEE T SAML M SCIM , ATLLUERE B R TR AR R2%| (ABAC). ABAC 2 —
METE M E AR RIK M,

B3 Microsoft Entra ID , ] LAMER L T AT EFHEM—FEE ABAC , 5 IAM Identity Center
BEtEA.

Configure user attributes in Microsoft Entra ID for access control in IAM Identity Center
7 Microsoft Entra ID R EERFEM™ , AT IAM Identity Center B 17 [R]#% &l

EUTSERS |, BFHE IAM Identity Center Microsoft Entra ID Rz F Fr Y BRLE B M SR E B X 18
B9 Amazon ZREFRINPR. EXJG , Microsoft Entra ID @Y SAML S [ixX LB & IXF] IAM
Identity Center, AJE , ILEELE IAM Identity Center F Bl NRE RIFEM Microsoft Entra ID
iR E M RE BTG RINR,

it dEcn , FEXFTESA HHZHEM ht. AXRURFENEAESR  BSH BAHA
BB 15 REHIE 1o

1. 7£ Microsoft Entra EEH LB HE , SMEISH > NARRE > U NARRE , RAEEE
Amazon IAM Identity Center,
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2. i&# Single sign-on ( 2 REFE ),
3. EERMANFHNS , EERE.
4. EEMNFHTE , MITUTERE

a. JERBNIFEH

b. NFE#H , HHA AccessControl:AttributeName, AttributeName &R BT
IAM Identity Center PHAEHI BRI B 7o HI20 AccessControl:Department,

c. XFap&ZEME , iE@ A https://aws.amazon.com/SAML/Attributes,
d XFR, BiEEEM.
e. WFFREBM , R THYREE Microsoft Entra ID AP E 4. 40

user.department,
5. JEEFE SAML i E FKEEF IAM Identity Center WE/MNEBMHESE E—5,
6. EERE.

Configure ABAC using IAM Identity Center
£/ 1AM Identity Center Eii& ABAC

BT S LA 1AM Identity Center F Y 15 [0] 32 5I/E 14 ThaER4£1% Name B 418

BN https://aws.amazon.com/SAML/Attributes/AccessControl:{TagKey} &Y
Attribute TE. BAUEALTENEEAERN SAML ISP EIRISEIE. BXQFEREN
EZER , 5ZH IAM AFE87E Amazon STSHHEZIESTFERE,

EUEMENXERSELERE  BEEEERSEMN AttributeValue Tk, fl , EEBERSE
{EX Department=billing , EEAUTEX

<saml:AttributeStatement>

<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/
AccessControl:Department">

<saml:AttributeValue>billing

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

MREFERMENEMY , BRAENMFEETE N EIRM Attribute T,

S5 BE ABAC - Ali% 54


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_session-tags.html

Amazon IAM Identity Center ArfEm

$Fi5 B A BR 0 Bt 48 Amazon Web Services i =

NEFIHENRENFTEERTUATESE. Amazon Web Services /™ $£2F Amazon M ARRF A A
BRAZEEXLESE,

(® Note

BERRISE , LEEHRE IAM ldentity Center B Organization 36|, BEXEZELR |, SR
IAM Identity Center 948 43 F10K 7~ 32451,

£ 1 : 1AM Identity Center : [a Microsoft Entra ID FA /% 5 i F= 15 (8] X BR

1. 3R[E IAM Identity Center #%4|& . 7 IAM Identity Center S BERNZKFREBET , i&#
Amazon Web Services Ik,

2. 71£ Amazon Web Services It/ TUH , HALEWNETEHNEAARBE R , BHKF U BEERS
FETH, EHEBEKFNNNEREE  ARERIEAFPHAE,

3. MNERIEAFNAIERE. EBE=AIR .

a. WNTHR1: ZFAFNE  ZRFERTEER THERENAS. RBERT -5,

b. NTLR2: AENRE , BFECGENRE , BUTTHBOIRER , ©R6ISETHOIENRE
SR =N FHR,
i NTERA EENRERE | BB TRE

. ENPREXRB A | EETENNRE,
« EFENNPREMNKREH | £FEAdministratorAccess,

iij:¥-|:_*/'=o
i. WFHR2: EENREFAGE , REKIANRE , HEET D,

BRINRBABEBE NAdninistratorAccess, SEFLEAIENEE RN — /Dot PRE,
i. NF“SB|3: EFEHOE , FRIFNBEXRBERMFEH Amazon FEER
B&AdministratorAccess, %EZES|E, NRETHLEREA , FHENRECLE, &
A LATE &3 B Bg FR R A LR K T
iv. EDEAFPNMANKESEFRIT , BNLTEER 2 EBENRE , BEEXEZHEIENE
ETERRE.
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v. FERRBREXE , ERFIFHRE, SolEZMWAdninistratorAccessiXREFMHIMNETR
., EBIZNBENERE K REEBRT—F,

c. XNTHIW3: EEHRER , FEBLAENRAFNNRE , ARERRER.

THEFNASE R—FHEE | £H%B Amazon Web Services ik EERES ., ZFZERT
Ao

#&RFIR B 2iZ Amazon Web Services iKF° MH. RELER—FRBAHEE |, 48 Amazon
Web Services i EEFEELNVNEE , HACKAEFNNBEE, HAPERN , 1]
Al LAk AdministratorAccessAt,

12 2Microsoft Entra ID : #§IAMicrosoft Entra IDF X Amazon &R i i/ [al 1 BR

-

IR[E E| Microsoft Entra ID #2#|& , S M EEH IAM Identity Center EF SAML B & R AT
Fo

ERAFPMNA  AREBAMMAFPRE, BEEERAHELR 4 FEIEMN AP RINE Microsoft
Entra ID NARERF. BIAMZAF , BFATFMIIEFRE Amazon, EREBESR 4 PelENA
Fo MREEBR/TIMSE , ZHAFNA RichardRoe,

N

BXRETR , BSRNEI AR IAM Identity Center SE4615 Microsoft Entra ID B &

Microsoft Entra IDiA[R] IAM B 473 7 /Oy B 4tB X 33 i Bt i - AT %

MRIEF IAM Identity Center EFIEIH X IE , MAMEHFEN FHIRMUEEE , ARFHE
Amazon & N AEF ] Amazon Web Services Ik B HtXig, U THTRGFIESETKENT
B BXAEFENEZHAFE (BREEREMY) , BZHRBESZAN IAM 54 /0MEH Amazon Web
Services X1,

1. M IAM | URLs dentity Center % &/ R H At XK ACS , I+ Pk = im 2 F i s 2 F 8 ACS
% & Amazon Web Services Xig,

2. 1E Microsoft Entra EE R/ OEHE , SMEISH > NARERF > DU NARER , AFIERE Amazon
IAM Identity Center,

3. EEMERE 2 REEL[/EFR,

4. 7 “EAXRSAML EE” WEH ‘B8 URL (MISEAERS URL) "85 T , RIS HMEXE
#9 ACS URL FINEIE URL, SEASAFEXIER ACS URL RENBIAXSE , XEHAFNFE
z) Amazon IAM Identity Center I AR FEY , 1R <4 B E @ £ E X Microsoft Entra ID,
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5. 70 ACS /& URLs , #RfFAmazon IAM Identity CenterS T2 5

6. &7\ LAFEH Microsoft Entra IDR BN EAMX1FHA Amazon Web Services 5[ 1P I 2P LN AR
Fo XEEH A FREB M Amazon Web Services i 7] E i 3t X #9 17 (8] |71 7~ Microsoft Entra ID.
BEARENAFRTFIHRPHHENAREFBXBEMicrosoft Entra ID. BXEZIFHAEFEE , B
I Microsoft Entra IDX 44,

7. WINEURFHEHME/NEXE Amazon Web Services 5817, SfiZElAmazon Web Services

18171 URLsSERM /B 31 B & 51 i #2 FFMicrosoft Entra 1D,

B B HEE
B <A Microsoft Entra ID X SCIM #1 SAML #4T— xR BHE , FSEUTERS

+ Microsoft Entra ID 5 IAM Identity Center #J[E 7] &

- BEAPEZZENNE SCIM R rEE S F IAM Identity Center
« 5 IAM Identity Center 8IZ2# SAML i E AB B XK FH

- ERANASSHREEMEASSANHNEE AT HAE R
- HthBR

Microsoft Entra ID & |IAM Identity Center §9[E 5 &) &

R RIEF Microsoft Entra ID A P A& [E £ 2 IAM Identity Center B[R)& |, ATEERH F1E[ IAM
Identity Center A HNET A F B , IAM Identity Center EZ4RICHEE R, BRI LB K E Microsoft
Entra ID ¥ BEFNAWEH (HI0 'Export' ) RAINX— R EHHRSERER A

{"schema":["urn:ietf:params:scim:api:messages:2.0:Error"], "detail":"Request is
unparsable, syntactically incorrect, or violates schema.",'"status":"400"}

&t 0] LA & Amazon CloudTrail K MMEH, XATLUESE “SHHRIEFK 2FHA+HER
CloudTrail SRERAUTEERIRTER :

"eventName":"CreateUser"
CloudTrail E4HHEIRFHBAUTHRE :

"errorCode": "ValidationException",
"errorMessage": "Currently list attributes only allow single item”
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B4, LFEEKREM Microsoft Entra ID ZiZHEMEBENELTEZ., ZHBRRAREEESE
Microsoft Entra ID FAFHEMY , BRAFTISEEE,. EEEN—INELRAR  BKREIE (HUF
M, TERENRZRE ) FEZME. RESLMNVE , BE(1H2EE XEM phoneNumbers T{&i%
Z| 1AM Identity Center,

BHX SCIM — i EBEHENRT , BSHETHE,
Microsoft Entra ID {7 &K E %
% 184 Microsoft Entra ID i & A F R E| IAM Identity Center , 55 F T 55,

Microsoft Entra ID 5% F P H 8 F ik 48 51 F Microsoft Entra ID AP B84, =iX5 IAM
Identity Center [E25 Microsoft Entra ID TF &K A , ZEZERS5IRKEE, i, EFHEAFWUT
BB F MRt it

exampleuser_domain.com#EXT#@domain.onmicrosoft.com.

IAM Identity Center % L2 &8 FHB it it B X AEXT#@domaint& =,

1. &3FEF| Microsoft Entra EE 0 , SMBI G0 > NARERF > A NARERF , RAE%EE Amazon
IAM Identity Center

SR ENBHRAEQLBRETF,

ERERERAFEMNFRZINRE,

HOREFRPEFRAMNE—RFFRRET (%R ID),

$F7 Microsoft Entra ID AP Mz E A RIZRNF AN

o bk~ 0D

a. &N Microsoft Entra ID A/ , M AREMIRHA user.userprincipalname WA ARIEA
F3RE,

b. & Microsoft Entra ID ThERAF , MABREMIZN user.mail WARBIHELIERAFRE,
c. EERRE , RAREHZIALL Microsoft Entra ID W ERF 50 & H,

H i 23R
« BX SCIM — x4 RBHEMNRR , BSEEEE |IAM Identity Center 8] #,

« B3x Microsoft Entra ID [BIEHEE , i5S % Microsoft 34,

s ETHREXEZEHRENEZEE Amazon Web Services Ik , 3 Amazon Web Services M
P {5 317 R ¥ Azure Active Directory Federation,
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B33 Okta # IAM Identity Center Bti& SAML 1 SCIM

U LERAEEEHNEERS (SCIM) 2.0 AP MAEEM Okta BEIMESE L E| IAM
Identity Centere BXEZER , SR XS D RHEEEH SAML 1 SCIM & BEREKIE,

E7f Okta PELEILIESRE |, BALUEEA IAM Identity Center B9 SCIM 3% S IAM Identity Center B zh &
BNEEEDHE, BE SCIM BErt , &BF7E Okta REIZEAFEHZE IAM Identity Center FHIHEE
MRBRES, ARSI IAM Identity Center 1 Okta ik F° 2 (B ICEL TR IR0 A R & 1

Okta &3 SCIM #E#F IAM Identity Center Bt X 3G LA FFRE IhAE :

- BIEBAFP—F Okta F 4 B4 IAM Identity Center T2 #9 FA 7 2 7E |IAM Identity Center FTiE
Mo

- EHAFBEM—E Okta F 2 HEL IAM Identity Center I T2 F K A F 1B M B 3UFE 1AM
Identity Center R E #,

- {2 A FP——7 Okta F M IAM Identity Center N AT FBUE 2 BL#Y A 7 72 |IAM Identity Center #%
*k
=T=FHO

- AHEIA—Okta FHIA ( RHEK A ) R IAM Identity Center,

(® Note
N T BRAREMRE A Okta H IAM Identity Center B4 , RNBWWE B AMHEIXAT
FREMNAF,

-« SARFP — APTHM IAM &4 505 AOkta,

B#R

EARZRES | BFELIREE Okta IAM Identity Center B9 SAML &3, g , &S 6£EH SCIM M
Okta BIFZRAF. BiZHFEF , BAILERE Okta PHAMERAFMA., AFETE Okta NP & R, ERIE
FERERALER K EREEPSRE , BFLOKktaAF B EFZHEIUER Amazon IR A RIR,.

AXY SAML ZE#OktaZ| IAM H 308 |, XEFLLTIEE
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Okta 7= fm , B REE EWINEM Okta W HIEXIFE A EEREMVMNTIEE , AEI HIET
B, F SCIM M Okta EtiEZ IAM Identity Center AIEE EiX LEIhaE,

#1534 5K /2 FI 1AM Identity Center , #23 /2 B IAM Identity Centero

FEE

« 7£ Okta 1 IAM Identity Center Z B ELE SCIM B2 &8l , BAEE FAENMENTESZI,
- RIMENEH Okta AFEERT. #K. ARBENERENE,

« 8 Okta AFNENHERY (WL FHHFURNBEFESE ) RE—NME, EAFPEZ/ME , IIE
ZES. MRAFPHNEHEPRESME , BEBKRESENEY , AFEZ1ETE IAM Identity Center F
MERAF. o, RERS N BESBEYE , AARIANEESEREMR TEBRE", FTABREA
FHBEESHBERELESBIABIBESE , OEFEATERF BEBEFHEBESE,

« Okta & IAM Identity Center 2 F BT , IAM Identity Center F 1 Okta FE BN NAEF. XHED
A IAM Identity Center SN EFIRE RN ZNMNARER , S XIFEEA Okta KB IFR ZA
Amazon A4,

- TXENREMAGEY , LT EFERZLE IAM Identity Center,

- BEIRXBFFEAMEERN Okta At 1T BELMAKIE, E1E Okta  IAM Identity Center Z [B{R3F— 3K
MU R B RAE | BRI — iy H R E B E A #IX F) 1AM Identity Center,

« WREFRF IAM Identity Center EFIBIHMXE , M AMEFHEN FHRMEFEE , AR TFIHN
Amazon & N AEFF Amazon Web Services Ik B EMXiE, BXBEARFHEEANES
FAEER | FSHEEZA IAM B4 50 fFEH Amazon Web Services Xif,, OKTA ZENSRIEFS N
Okta A Tif R HAib XA il B
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2. ENAEFRE , EEINENARERFBF.

3. EEZEESEA Amazon IAM Identity Center , &R E 7N IAM Identity Center 512 /89 5. F
EF.
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) Amazon Web Services iF R P RIZ BENAREF. XELNAFEBMNP Amazon Web
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Okta, BXEZHHAEE , HSHOKktaX iy, MREITXIFEFER IAM Identity Center & HIZ|H
ft X35 , E 5 AIREROkta A T 177 (A E b XIS 09 e E B X AR AR BT S X H At XI5 kY
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Web Services Ik Sk, EAHED , BRERAT—NKF , HEBFEFRRER—PNKF,
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3. 1%4% Amazon IAM ldentity Center MR

4. %$E Sign On ( B F ) &I+,

5. E‘BREBFRE" M “HMJERN SSO” T URLs , AENEHMEXFEA ACS URL &#ER NS
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R

- BETFREEENR , FSHLENRSE,

B BB &
BXBEH Okta X¥ SCIM 1 SAML #1T— M REHE , FSEUTEDBY -
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<saml:Attribute Name="https://aws.amazon.com/SAML/Attributes/AccessControl:CostCenter">
<saml:AttributeValue>blue

</saml:AttributeValue>

</saml:Attribute>

</saml:AttributeStatement>

NREBBFMSIEYE  FHEMFEEE—NEMM Attribute TEK,
R HEE
SAT 2 AT AR BY SR RAE G A Onelogin iR 1B B3 TR Y W AEIB BIM0 — e % LA AL,

A AR B EZ) IAM Identity Center

BRINBERT , AATBEFEM Onelogin ELEE| IAM Identity Center, #4RIEE1E Onelogin 5 IAM
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RELE X 88 SSO” , AR TEH "M A" THIEINBETE PingFederate 1 IAM Identity Z B3
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XEME—T LR SCIM i REB RSN, ERERE , SHEFXLEE, K
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14, ERENRERE L , FHERSRENED , AEERFEERMAFHEL.
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EHAF, X8 PingFederate WRIZAFHAEAFNE L, SEANEHENTEERFERSHE,

( Ak ) £ 3 : £ IAM Identity C PingFed enter A3z L BIEL & A F° & 1 LA 1T 15 () 322
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Center FHAZEHE M B #R. Hl0 https://aws.amazon.com/SAML/Attributes/
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<saml:AttributeStatement>
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M, EERBASSORMAE ) WIAEATEH. XEENAFEBERELRFEIEE R Amazon
Web Services HRITF, R, AU SREIEIENKS,. AGNEEEATHNNARER
IdPs,

Flan | BETEAHE Okta 2% Microsoft Entra ID &4\ EB IdP E# %] IAM Identity Center. ARG , WA
Al LA F I A Oktasi Microsoft Entra IDEE & 5% Amazon Web Services i 1E[1F, BRFIAFR &
BRILABRITHIRE | B AEH ]2 B Amazon AR FFEK S NN AREFNIHENE. Lt
FRARREFBEHIMNAZIUEF Amazon Command Line Interface (Amazon CLI) , BRI M B 3h 4 &
MEmEEEEPZaR,

MREEABZ Active Directory X H) B B H 3% Amazon Managed Microsoft AD , 12 #]Microsoft
AD H %,

® Note

SAML thiX AR ER IdP U THEAFMEAN FZE. Bt , EXMEIFXERAFMATREE
IAM Identity Center 3k f IAM Identity Center T #iX L P F4H

HAFKBENE IdP B#HITE

ERSNE IdP B, XTEFEFIEERN AP FMEAEET IAM Identity Center 1, REF 8EXT
Amazon Web Services Ik S AR FH#HITEASE. Nk , BALUNAFRMAERE F£H SCIM M
SN FHREEMEASNYE , SAUER FIME. TeEWAEERF |, 1AM Identity Center #B
SFEGHITRAENNARRSMRIEEEQ2EPIE IdP.  Amazon Web Services BEEIZH| & R

J& , IAM Identity Center RIE&7E IAM Identity Center F 8 2 #9 5R B 1% F XX L SRV I R AR, BX
MEMNEZEE , 2R A-NAMERE,

FA

- MMEEINDBHHRHER

« {A7E IAM Identity Center R B kA 3B & IR L & T3k
- XNAHEHREESHA SAML M SCIM H B ERERIE

- SCIM FLiE X SAML 2.0 5KHE

ABEBREE o
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AT RN IR B D 1R P

NFZEFHUAITIRE , ETREMNEREY, TEEMMNEERF IdPs. B —L step-by-stepFi2 AJ {i
%R 1dPs :

+ CyberArk

+ JumpCloud
* Microsoft Entra ID

» Okta

+ Onelogin
 Ping Identity

A% IAM Identity Center X#FHISEB IdPs STZZETMMEZE LR , TSR NI B HIREEFEH SAML
F SCIM B HEBESRKIE,

THERTARENS S B RAEERNIRE.
EEZINH DR

1. 3TFF IAM Identity Center #&lA

2. EERE,

3. BERENEL , ERSFHRETF , ARERRE-EXH DR,
4

5

HEESOHR T  ARABEHREERF , RAREET D,
EEREENBEFMREET , ATUTRE :

a. ERFEABIHEET  EBTEABEXHUATEABEXHHATEREELNRE L, &
B EB B IR EE IAM Identity Center SAML JTEiE X

(® Note

BT EM SAML THIEXHEE IPVA RNk MT S H R A RS (ACS). URLslt
S, MREH IAM S HFPOEEFEIEMXE  NTHEXH a8 80 XE
URLs 9 ACS, INREHHEB IdP 3 ACS WEEER# URLs , NIEEMBRAMKE
9 ACS, URLsfiltn , tIREWALEZTERANHERAKE TR , HETHEER IP4v
RIHERNART R, WAUABREE, 3 —HAZERTERATKRENXSY K Ma2F
ACS & #3750 URLs FISAEE 1P i,
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b. EHORHEBABFETERBEEXHS , RERIMNESORHEE TR THES. REL
BaX . WABBEXHEERTEEMN IdP RIEAERATERN 2 x509 IE+H,

C. iij:%-lt_io

/A Important

HRE YA Active Directory M Active Directory ESURAMIBRFTEI AR AR A5
fil. RBEARKRRRE , ELAFHEFNASE.

6. FRGERFHAAEIDAZRERS  MAES,
7. EREURFHF. REEEFBEANE , BERDEXSBR.

n{aI7E£ IAM Identity Center FE A S S PR & TEIE

A LA E B2 B iR 4E IAM Identity Center WA S B IREEN TR, XEFRLFMENAFBE
I 1AM Identity Center ZFXFiG[E Amazon BIRMEEN ., THIERNA T MAEFHEFEFEE IAM Identity
Center REYH\ER 1P MY T8 iR, EERULETRE | BEEHHE IAM Identity Center VA LRSI, BXE
%155 , S H |IAM Identity Center HJLA LA FNIK 7 24,

ERARE B REEN TR

1. FTFF IAM Identity Center #2&IA

2. ®EFIRE,

3. HARENHEL , EFSMRETF, &FERE , AGERFEESHRIE,
4

EHDRHETBIERSD | EERE P TdE, S TE EERIER IdP /Y 1dP &%
URL /= IdP x##& URL, TRFAIBELENERE , RREREEL.

A FHIREEEHA SAML 1 SCIM F P EREIE

IAM Identity Center SEFELA T B F R M 5 B BLS IRIETHY

- ATRAFSH/BREIER SAML 2.0
- AFMER SCIM
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EAISE e IX LR Y B 2 1R 447 (1dP) #RE 2 5 IAM Identity Center B IV EIRE , BFEIEUT
BEPREI

+ SAML

* |AM Identity Center 23R &8 F i 4 ttb 11t 5K A1 SAML NamelD &= ( EJ
urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress ).,

« WIS & namelD FERWELMERFS RFC 2822 (https://tools.ietf.org/html/rfc2822) addr-spec (*”)
F R (/rfc2822 #section -3.4.1), name@domain . com https://tools.ietf.org/html

o TBIEXHTEEREY 75000 MNFEFF

o THEHLMEE EntitylD, X509 iE$H , H SingleSignOnServicetE N EFM i —F 5 -

s FEREMEBEZEA.

* 1AM Identity Center T3 ZIXLE 5 EB IdPsH) SAML B RIFFER#HITER,

* URLs fMR&E1TXFF IAM Identity Center EHFIEAX 1 , # X5 FAZXE IAM H 43508
HE |, IdP I ZHEZW S HRERS (ACS)e BXEZEER , BHZH BEZ IAM FHH 0 E
FA Amazon Web Services Xig, A% ACS URL TJREa¥MEMXEHNAFFK, BN E
BEXENHEEEZT. BXFEAEN ACSURL EHMXENAFARNESELR , H5Hthe
section called “fE )& E Z 1 ACS B Amazon ¥ & B AR URLs flthe section called “Amazon
Web Services IkF? FToFEZ A ACS BRI i858 4 URLS”,

+ SCIM

+ |AM Identity Center SCIM BIEEE T SCIM RFCs 7642 (https://tools.ietf.org/html/rfc7642), 764
3 (/rfc7643) #1 7644 (https://tools.ietf.org/html/rfc764 4) , JAK 2020 F 3 B EZK https:/
tools.ietf.org/htmISCIM Profile 1.0 E 3 (#rfc .section.4) FHEMN EREMER, FastFed https://
openid.net/specs/fastfed-scim-1_0-02.htmliX £ X #45 1AM Identity Center & 24 5 3= e 2 [8] BV 4E 47T
#= F197E 1AM Identity Center SCIM SE#eFF & A RIEFM 251 AP IRVEER 2 P #E4T 7 ik,

ldPs AXFAFE LR ENTEEINNE. BRREN 1P, THRAXHSREANEXLEIRE
MEBETH EEEB.

MRIEERT IdP EEE R IAM Identity Center BHEZMEMBIE , RINBWERE -

« Amazon CloudTrail 33 i % =4 & #5K 12 3% H & L ExternalldPDirectoryogin
- B¥ET IDP ¥ BHERIR A& and/or
+ HE& IAM Identity Center 8] 7R
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® Note

BL |dPs™=m ( FlInhEFRLE ) LLE R 1AM Identity Center 2 “RATEF" = “E#3S W
FXH 1AM Identity Center 124t 7 E{L AV BB 4%, IAM Identity Center 5 13 R 2 1 RIEHY
|dP 12T , BATEWEFERT |, H/DUIEERET A IAM Identity Center FIZHINE , Hitb
£ 7 “Amazon”, “Amazon BXE” AELIKEA “Amazon” BT E AIgeE A H MBS 5 &
and/or KimT R , H B AREREIRTME 5 IAM Identity Center BELEfE .

SCIM B &E X4 H SAML 2.0 35t
SCIM #1 SAML #2& & IAM Identity Center RN EEEZER =,
SAML 2.0 £}t

IAM Identity Center X#FEH SAML ( Z£MSHRICIEE ) 2.0 HITHWBRESRIE, XA IAM
Identity Center 343k B 7\ 38 & 17 1R LB 0 & 03 1T HF B RIE (IdPs). SAML 2.0 2— A TR &R
SAML Wi E WFF ikFRE. SAML 2.0 7£ SAML &=L ( R BB RMRES IdP ) # SAML E£AE ( #
NRSEREFR SP ) 2@EEEXRAFWESR. |IAM Identity Center RS E A LLEERERBK S EH
RIITEQREFR, EREFATAFPRERIEN S MIREEESRE R Amazon Web Services ik~ &L
BN AER.

IAM Identity Center 358 IAM & 13 /0 Ff Amazon Managed Microsoft ADEE V5 & 14 12 4 /& % 0
SAML IdP ZhiE, RE , AP ATl S &R iF SAML MRS , 23F Amazon Web Services B2 4]
& FE =N AR FMicrosoft 365 , fl#lConcur, ., Salesforce

B2 , SAML X FTIRMEW IdP A THAFMNEN S E, FEit , B4FBE XA - AR E R
IAM Identity Center X IAM Identity Center T f#iX £/ /M4,

SCIM B & X ¥

IAM Identity Center 73 15 & B EE R (SCIM) v2.0 PR AR XIF, SCIM EEEY IAM Identity
Center 5175 |dP W BB RIEREYL ., X2 IdP 1 IAM Identity Center Z BINEMAFTRE, EHH
BUETRE

BXRUNMERE SCIM WEZEER , H51 £H SCIM MBS REHEMERA - FML, HX IAM
Identity Center SCIM £ EZFME L , BZH |IAM Identity Center SCIM EHaFF KA R iEF.

£}
« £A SCIM MAR S RRHETMER - ME
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« R SAML 2.0 iEH

£/ SCIM MANER S R ETE R - MA

IAM Identity Center X35 {F F 518 B HEE R L (SCIM) v2.0 thCHAF MAEENE B IREE (1dP)

BEFE ( @24 ) Bl IAM Identity Center, BLi& SCIM BE At , BRI LG SR ERE (1dP) AFREM
£l IAM Identity Center PRI & B RS, X253 IAM Identity Center FZH IdP Z BIKY T /=

MITE, EAILEERA IAM Identity Center B9 SCIM 3% S FIR1E 1AM Identity Center FEIRHIEHEE D

B, £ 1dP FEE LiEE,

EF&

- EABYTMENEEEM
o SRS A SRS H

« ERGETHE

- BABME

- HBRTE R TR

- ZABYTME

- BRipETHE

- WU HDIE B TEN TR
- FHWME

R EHMENEEEN

EFHRERE SCIM 28] , BNBUEEEEFUATHEXRENATE IAM Identity Center & AN EE
AEEW, AXEMMEBIZZN , ES MM P ERAM IAM Identity Center & 3R #F2,

- MREEME B Fibdrbit , WHEHENFEMNAPSIARHE—H, EEL IdPsERT , £
B FHR it AR R E S B F Rt st B0 , B AR ERERGE FEFHER X EER
(UPN), 1] IdPs ATEEE— NI EAFESHE FHiA it BN “Hith” BB Fof4Ftut, BMMIE
IdP HELE SCIM , LAFFIEZEME — &8 F iR 4 ttb 1k BR5F 2 IAM Identity Center 3= 88 F#f - tth ik [E
F B R AF0R P R JEZE M — B RARR AT ST B IAM Identity Center AR BB . REEH 1dP 2
BEEMRERMARXEAF B FHRGEMNE —EH, IRRBXE , BULUFZ IdP FERBEE
IAM Identity Center 8, FER¥F] IAM Identity Center A &,

- Ef SCIM BFZEEA , LANBIMHFEERF. K, AFBNEREWE, NRAFRIX
EERHEF—, WF2EEZAF
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- MREFECRAE=ZSZNARSF , NELXFTENF L SAML TEEERFZAFBEL. WRE=
FRARFEERANE T4t , BXLR@MEN 1P RE S FHi4EM.

« SCIM TRB ME# B RS & REREES, XIEN S0 RHAFFXEERRIEET IAM Identity
Center J7 , X S MRHUE TR AF MANE R T SRR IAM Identity Center . FEBEN S5
RHE , THREXAFNAERTERNFAEE.

- BEl , SCIM A BEZEEMY (HIMAERFNZ/NETHHEFREESTS ), 2HFH SCIM FZ
EEMRZLE IAM Identity Center LM, RTEEEAK , FHREASNIEEUEE —ME. W
RENWAFEEZERMY , BHIERZISH AP & SCIM FHEEE MBS | UEEEE] IAM Identity

Center,

« WIE IdP 4 HY externalld SCIM RFRENN T HENRAFAMEH —, KAFEERTTRENK
W{E. Bla , &1 IdP AT RMBERIEMN objectId EMIMAN , RERRFFALZ BB
BFHEEAFBHERNEE, MRRXME , B ZERS S SCIM externalld F&. X
HUUBERENAFEZTEERRBHE THAENF2EX Amazon B, FEINR.

o R EEINMAEFH Amazon Web Services K TTEELE ] IAM Identity Center WA . E[E
SHPMNA  BREANENIELREREN IdP 5 IAM Identity Center &K N AREF S H Mg
=

- AFECEMET VHSMREEEE  JRXIBERmR. FERNAXSNREHAE  THEXARF
HUETERFAES.

« NIEW IdP IRE SCIM BEIFE G , BFFEEBAE IAM Identity Center 12| & R M RERA
MREFERNMSBERAF , BAMERIALR 1dP =& BIRMAT IR

A X IAM Identity Center SCIM £V E Z{EE. , S IAM Identity Center SCIM £ T A A R 15
o

L04AT s 422 1 R 5 S A

SCIM I E] SR ERE RN —F, HEM SCIM HEShIEE RN 90 K E & A 18 5 R HaT |
Amazon 27 |IAM Identity Center 2] & 112 Amazon Health EARF AR EZIEREE , LA BIEE
BoHE, BYE SCIM RS ESHza# TR , BUlFERFAFNAEENEITE. R
SCIM RIS H , AR FAEREMNSHREEE IAM Identity Center WEIZFEL , KItBsITE
TEBHTERSCIEZNMPIRES. BMEP M ATsE MR LR H X RS THE,

Identity Center B #I B 1R IFEEFERE | BERERH SCIM GRS HB BREMARER RIS N IH RS
k., Amazon Health #ZHIHMRE4SELLIT 90 2l 60 X , BAEFHHX , M\ 60 B 30 X , SBALLIT
=%, M30F 15 K, 8REIT 15 X, EZ SCIM iFE S EEIHA,
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ANy

F A LLT I FEE 1AM Identity Center 24 & 4 BETHY 15 18] 55 hEo

(® Note
BERERECHECEAENNE, BXRESZFEE , FSH EABIME,

& RGETEY 15 (R 5 hE

£ IAM Identity Center #ZH| & , R EMSMBERPHIRE,
FRENEL , ERFHRETF , AGERRE-EEME,
EHIMERNEAVFRITET | ERERT M,
FEERFNHRTENEES , SHFNHESEANEREERLNME,
TR,

o kb w0 bdhp =

BEREZME

FRAUTIRATEA SCIM U AFFAM IdP B3I TREZI IAM Identity Center,

(® Note

EFREEREZE , RNBUEEAEEEATEN IIP WMBEXEET, BXESEE , F
SR 1dP B IAM Identity Center &3 R¥51E,

£ IAM Identity Center R /5 A B TIE

1. FTERFEREZME , $ITF IAM Identity Center 3% A,
2. EEMSMERPEFIRE,

3. BERENEL , RFBFIMERFEIE , AGEFEM. X4 A IAM Identity Center HiE A B
HME , HERSER SCIM i KLF 5 H S hE B

4. EAUBHMEXFEF , EF SCIM imK/MBETHE, BEE AP FEREMER , BFEXKW

XERE,

a. SCIM %= —lan | https://scim. us-east-2.amazonaws.com/ /scim/v2
11111111111-2222-3333-4444-555555555555
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b. HETH - ERERTEUEHIZE.

/A Warning

XEME—ALUREL SCIM If RE TG RSN, ERERECH , SHEFHRXEHE, &
HENGESREZMAXLEHE , SMEE P qﬂﬂﬂlﬁﬁiﬁﬁﬁo

5. 1&EFEXM,

ERLERER , B4 IdP FEEBHTNE. BEXEZELR , S HEHMEM IdP #9 IAM Identity Center
HRHBE.

1 BR 75 5] 5 AR
18 A LA T ST 72 M BR 1AM Identity Center 241 & R HTI A H A5 &
il BRI BN 7 18] 5 R

1. 7 IAM Identity Center Z#Hl&H , EFELEMSHERPRE

2. HERENHEL , EFESMFRETF , ARERRE-EEME,

3. EEIMEREMHETHET , ERERBRNIAESE , REEERR.

4. TEMIBRTESHETERESD , EFEL , A DELETE , RS IEERMIBRIE 5
EHABEmME

# A LU T Z 2% 1AM Identity Center 2 #l AP E A EHZTE.

/A Important
EIF IRz , BLTRBRBRITHE. BXESER , F25H BIERE R .

£ IAM Identity Center 2 H| &P ZH B ME

1. 7E |AM Identity Center #Z#l&H , EEENSMERPIRE,
2. ERENHEL , EFSMRETF , ARERRE-EEME.
3. EEzMENEL , EEEA,
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4, EEABFMEXEES , EFEE , BAEA  AEEREABAIME,

RIRTIF TR

IAM Identity Center B R—REZXFFH MR TH. EEEMRRZAERTIANTRTHE , BWER
PRSI SRER YR T .

MREE SCIM GRS |, S LR TEETE IAM Identity Center 2§ & PRIRINEG1H
ey

BRI R T

1. 7E IAM Identity Center & , EEBELMSMERPRE,

2. EREBENEL , EFFHRETF , ARERRE-EEME,

3. EENMEREMNHETET , B TERRNTHENSE ID,

4. ERERFETSHE WSRUIE-INFTHNSE, NMREZCSUEZAKEN SCIM FRITHE , WEE
SERBRIAETEZ—

5. HREFHREFMOMIEH N SCIMMEMEFMNAEI T , AREAFN SCIM AR TENRES
IAM Identity Center BViE#, BWIAMERFTEMERY G , BAERTHIRFNT -5,

6. REHBIKRILRSE PRTRBIREZEETHIRGESHE, SEAUAEATHENIEZBRENE
i BRBB N5 R RV 4R 7R o

wIT M E B TE N R IR

SCIM &g A, ., AMARRABEMNEBDREZIMEER IAM Identity Center, Ai5FEH B R E
MPRIXERR , LEFERNES,

NAEFITENRR ?

ERFIT AP THRAENFRZEGERGEER , A BENSHRAEE (1dP ) 5 IAM Identity Center {R ¥
E@ELS, SN TERL2EAUEMEREELNEER,

SERBAIFEIT R IR

* Users
. 48
o ARKABEWE
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A LAE A Ident Amazon ity Store APIsE;, CLI i S T it XK. AT RHBIEA Amazon CLI 45
To BXAPI BRAR , B2 (Identity Store APl &) HHIHE IR,

LIRS g
LT RAaIEEA Amazon CLI 5 & B IX &3 R =Bl
HEFFtR Bl , FREREHEUTERSE

« X IAM Identity Center B &I 5 5 R X BR,
« Amazon CLI BREHEE., BXEE , H3 % Amazon Command Line Interface A6/,
- 1T Identity Store ar TR 1AM X PR,

S HHHEIER

WO LAEREFZ YR RIR Amazon CLI,

(® Note
fEAE Amazon CLI , BRIEEIEE--no-paginate , BNLBHFILEB SR, MBELEZAR
API ( N {EFH SDK S BEXMZA ) , BAEMEKN K NextToken, XBREBERRES
NREWPE S
Examplei& AT F

aws identitystore list-users \
--region REGION \
--identity-store-id IDENTITY_STORE_ID

ExamplesZ A T4

aws identitystore list-groups \
--region REGION \
--identity-store-id IDENTITY_STORE_ID

Examples@ A T4 K R R 1%

aws identitystore list-group-memberships \

ABEBREE r
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--region REGION \
--identity-store-id IDENTITY_STORE_ID
--group-id GROUP_ID

SR 2 BENFHFRRITHR
FHHNEREENFMRETLR , SLRBEMAZES , fi0 .

« HRK T ARITE IAM Identity Center 7l B K &R o
« RIM IAM Identity Center B BREVFINE R

Examples& A F A F

# Create missing users

aws identitystore create-user \
--identity-store-id IDENTITY_STORE_ID \
--user-name USERNAME \
--display-name DISPLAY_NAME \
--name GivenName=FIRST_NAME,FamilyName=LAST_NAME \
--emails Value=EMAIL,Primary=true

# Delete extra users

aws identitystore delete-user \
--identity-store-id IDENTITY_STORE_ID \
--user-id USER_ID

Examplel& T4

# Create missing groups

aws identitystore create-group \
--identity-store-id IDENTITY_STORE_ID \
[group attributes]

# Delete extra groups
aws identitystore delete-group \

--identity-store-id IDENTITY_STORE_ID \
--group-id GROUP_ID

Examples@ A T4 K A &7 1%

# Add missing members
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aws identitystore create-group-membership \
--identity-store-id IDENTITY_STORE_ID \
--group-id GROUP_ID \
--member-id '{"UserId": "USER_ID"}'

# Remove extra members

aws identitystore delete-group-membership \
--identity-store-id IDENTITY_STORE_ID \
--membership-id MEMBERSHIP_ID

EREW

- MEZRSEEF AP TIRALAR,

. é’!U\ETj}ﬂszqﬂkal?%Eﬁﬁ‘f EIZE LI Ident Amazon ity Store #HITHAMNENR, XEBTE
/NP IR,

« SCIM B AJRBZENFHER. RELEM IdP REL T HELELITH,.

FHME

B |dPs X FBIH G HEE RS (SCIM) , REETFRAM SCIM =23, FEXLEFRT , BB
I 1AM Identity Center 2 HI A FHEERF . HEFAFLRME IAM Identity Center B , FHERSA
FEEBRAE AP FAFEHEE. BEDXAREHE—WEFIGHRArE, BXEZER,
BSR AP A FHR 4k Y HE— 4,

$83E IRTE |AM Identity Center FESEEFIEA. At , BEECIEAHEA IAM Identity Center
BHEAERMEN, XEEATFFTESLN IdP R EENAHLEE ., BXESER , 558 4.

Bih SAML 2.0 iE$

IAM Identity Center f£ FIiE+7E IAM Identity Center *ﬂ""ﬂ’]%*ﬁ%ﬁ%ﬁi\ﬁ (IdP) Z [EIE 3 SAML E5F
KRR, HIEBTE IAM Identity Center FZRIISAER 1dP BY |, & ATMIER IdP FRERE D — N2 H# SAML
2.0 X.509 i, ZIEHBEEEFELIZEEH 1dP SAML E?&Eﬁ&?ﬁ&,ﬁﬂlﬂ BRI,

£ 1AM Identity Center B2 5 , BANFEEZFIAR AP IEBERN I IdP IEH, Fla , HiEFHE
HEHIGIEE , BUREFEER (AP IEFH. AFERBHRIBIEBHEERNIERRR,

ES ]

« Rt SAML 2.0 iEH

« EPBIRERE TR
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¥ SAML 2.0 iE$

BAREFEEEHSALS , LMEXRS D REBMRNVTHIIHAER. KBTS 05K IE T
HEH. FBESARIERER BZRECE, RNNEEBFREX SO REFTBERILESESFERER.

RN ZERBLILESD IdPs AIREA TS MER, EXMERT , EAXLERRRIEBHITHA IdPs
TREEKELHAF RS LN, IRDEFRILSZ IdP NEEN , BSHMRIRE. WRTEE
RYiE |, RS I RT RRF AR IT R LR AE

® Note
R HEREK , —BYHE SAML iIEH HIMEMHE B BRHHER |, BN 7B RRH 3
BRIZIE$,

R 1AM Identity Center iIE P R—NESREE , FRUATHEA :

« M IdP FRERFTIEH

« FFIEH S A IAM Identity Center
o 1E |dP HBUEFIE S

o MIERIBAES

ERUTHRAEIRERTRILPRRERE | a2 EmE 0RIEF.

HE 1 M IdP FREUFHTIE S

PiE IdP Wit H TEHE SAML 2.0 if$, ¥R PEM FBRERX THIER X4, KSHEHBHATSR
£ |dP FRIZEZ A SAML 2.0 ifH, XERAELKIFCHNZERARTETS.

S 2 FIEPR S A IAM Identity Center
REBLLTIEFEA IAM Identity Center 124148 S AFIEH,

1. 7E |IAM Identity Center 32 #| A | ERIRE,

2. ERENEL , ERFHFEDF , ARERRFE>-EEFHRIL,
3. HEEE SAML20ERINHEL , EFSAEH,
4

ESA SAML 2.0 IEBXFESR , BFREFXH , SMEEHIEBXHFRFREF , REEESA
o
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Bt , IAM Identity Center SHEEMES AN B MEBERHFTEE A SAML HE

HI 3 £ |dP FBUEFTILH

RE IdP M | SR IR BIRIEAEUEBHBERIEF. et , B IdP EEHNFTHE SAML H
B ERLfERFES

HIR 4 : BIBRIBIES

ERAUTERETA IdP WIEHREERE, YABRLIHED —NEYWIES |, F BT EFEBIBR.

® Note
FEMRZIEB 28, EEERENSORUETEEALIERX SAML WRA#HTER,

1. EEBIE SAML20EPTEL | MBEEMERIED. EFHER.
2. TEMIBR SAML 2.0 iEBXFAEH |, 8 A DELETE BITHIA , REIERMER,
3. R[E IdP KI5 H 1T A E R 25 BRI B R IEE S RASIE R,

B PRSIE R

=
oy
'—\J

EE SAML 2.0 EPMEESRFEMEIBZLNE S E NP ERERRESEREER. TH
IAM Identity Center AR ERFMIEP & RBNBIRNIFHE,

- 46 - RRNEPERH,

- B - RNIEPBFME 90 RSB EER BN,

« B -RTEPEFEN , HERELBRE 90 RWERE,

ERBIEBHZHEIRE

1. 7E |IAM Identity Center ¥ #| A% | ERIRE,
2. ERBEINEL , ERFHFEDF , AREFRE-EESHRIE,

3. HEEESAML2.0 SR IITEMNEIE SAML2.0EET , EFJNRPIEBAIRES |, 1033 EiestE 51
TR
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Microsoft AD H &

5 Amazon IAM Identity Center , #& 8] LA{£ FiE #% Active Directory (AD) P B EE B R FHY
Amazon Managed Microsoft AD B 3., Amazon Directory Servicellt Microsoft AD BRENX T EE R
A |IAM Identity Center 2% & 2 Bt 8 R & 5 R PREY AT UM R RREVH & 9t BN AT B &
ZE#E IAM Identity Center f5 , &AL [@ AD A PR EFA R FX Amazon Web Services K~ R AR F
= E R T R R

Amazon Directory Service FBIEIREMEZTHRERE PRI Amazon Managed Microsoft AD B 3
Amazon Web Services =, 3% A LU Amazon Directory Service &8 Amazon BRSIEMN B
B AD E#EER, Amazon Directory Service EBLENEABEE AD , XMERBEFEXRRAFTH
BRIUT R I =R,

IAM Identity Center ff F 12 £ #9i%E 2 Amazon Directory Service X1 AD EHIHITEE S B RIE,
&5 F Amazon Managed Microsoft AD 8 & 3RES , IAM Identity Center B A4k B Amazon
Managed Microsoft AD =3k Bi@xd AD BEEZNETAENAF. IREHEENNKEZEHRIKE
AP, WAFEZS IAM Identity Center Bf 47 DOMAIN\user I&BZENHAF B,

- ERFREMH , FBREM AD Connector 8 Amazon Managed Microsoft AD ## B &
Amazon Directory Service i F#&# Amazon Organizations E 2K #,

* 1AM Identity Center T & F SAMBA 4 #9 Simple AD fERE$#ZH %,

* IAM Identity Center 2R S AL L EFEA (FSPs). MRHRIEFLH Amazon Managed
Microsoft AD @&%k B AIE MK R FSPs , MXL AT ERSD.

B xfF Active Directory Fi4E IAM Identity Center S RIITFRE R , BHWELLT YouTube #1571 :

{E 3 Active Directory Y3 Amazon IAM I|dentity Center | Amazon Web Services B & 1375

{# i Active Directory HY;EEEIM
MREMFE A Active Directory 1N SR , NIRKIELELBUH B AT o RF M

- MRKEIEEMER Amazon Managed Microsoft AD , M AFIERE Amazon Managed Microsoft AD
B &K [E— Amazon Web Services X1 &S A IAM &3 # 1. IAM Identity Center &4fF 5 B2k
BE#E5EZHEBNXEF., EERE IAM ldentity Center , IR AEEE VIR FIE & IAM Identity
Center BWX1g, B4, EEE , Amazon Web Services 51771 £ A K 15 B M it S &8 B FHE.
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- EAREEEEKS M Active Directory :

BRMERIREIE AD Con Amazon Managed Microsoft AD nector 3% B 5 Amazon Directory
Service , # BiZ B Z M4 F B Amazon Organizations BEEKFF, —XREEERE—/ AD
Connector Amazon Managed Microsoft AD B £H— 1B, IRZBFEEXZFZ /N EIM , BEH
Amazon Managed Microsoft AD, BXxEZEE , HSMH:
. ¥ B FiE$# Amazon Managed Microsoft AD E| IAM & #
- 1% Active Directory F ) BT E X B RIE#ZZF IAM Identity Center

- FAREEZEREEEAKS PRI Active Directory :
MREIT RS A IAM Identity Center ZEEE 7 H £/ Active Directory fE R EH IAM B30 5

BR, WA AFERNTEREEAK, PHIAE AD Connector I Amazon Managed Microsoft AD
Amazon BFHIREMN B K.

MR EREN |IAM Identity Center &3 RMEAEALIRE K Active Directory , SEFFEM Active
Directory B AEAMEMIR , NiZ B FA4MEFE IAM Identity Center ZREE AR AKS (MR
TE )R (RZKFRE ) ; B, BTV TEERKS H,

HE$Z Active Directory #iEE R
MREELEMFEA Active Directory , AT =B A # B 8 % 1% B FiE#F IAM Identity Center,

& T LASF Active Directory B89 Amazon Managed Microsoft AD EXHEEE B &5 IAM B OGE
%,

(® Note
IAM Identity Center 3z #fF SAMBA4E F#) Simple AD Eh & 3R

Amazon Managed Microsoft AD

1. I &E & Microsoft AD B HHIERE.
2. ¥R B FiE# Amazon Managed Microsoft AD E| IAM & /0 iy S IRIBE

3. BtiE Active Directory MU ZAERHKR FEENRHAF B E IAM Identity Center, BEXEZ(F
B B FEEAF RS E 1AM Identity Center H,

Active Directory FHIB{TEEB %
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1. iFEF Microsoft AD B & HHIER.
2. %8 ¥ Active Directory BV B1TE 2 B FiE#EZ] IAM Identity Center Y RRIEHE,

3. BLi& Active Directory UF R EmHE R FEENRMAF B2 E 1AM Identity Centero BEXEZ{E
B, BZH BEERFEZE IAM Identity Center H,

8B 1dP

1. BEE AHEHREMAE PHNER,
2. IR MAEEFINE S D IRHE RS RIEE.

3.
BERH 1dP LA A FFRE R IAM Identity Center A,

(® Note

EREFMBAIBHRHNETAN B TRIAE ( M IdP F) IAM Identity Center ) Z 81 , 12
WEANEQHERTFEENRN — AP EZE IAM Identity Center H,

FEERFRZE IAM Identity Center #

B Active Directory ¥E322] IAM Identity Center 5 , BAIEEERAERTFEENRNAF , RE
iz P NER B XRE2$ 2 IAM Identity Center H,

1. $TF IAM Identity Center &l &

HRIRE,

FRENEL , ERSFHFETF , NhiEFRE  REEREEED,

EEEBEESTEL , EFEAFPEEF , RAEERHFMAFNA,

ERAFEDFHAFIT , W ABYNAF S HERRM,

EERMAFFMATT , JITATRAE .

I T

a. BACEELEQHBRTFEENRNAS,,

b. EHFZAFALLMNEIRE,

c. EFRER,
7. EEEERSHEF  BEENAFPRETRERSTENNAFIIRF,
8. HESMBEKD , &FE Users( AF ),
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9. HEAFMEL , SEENAFTRFEE-—LENEFSHIETIRD, EERIFERAEFRAF3
&Ko

teEt | BHAFERGRERKS, AT 6 REENREFFRAF DELS ZNRENRIREX LK
FHERBRANR, BXEZER , FSH ENEE.

AP 3K A Active Directory B 1TTE

IAM Identity Center SEFAREHNEEFAF. BHMK R RIKEEM Active Directory FRVR B F[E2H
2 IAM B3 H 0B 13126, Amazon Directory Service 2315 E X «RE % E IAM Identity Center , |
NAFBHRIEEZEBEN Active Directory FHR B R 1T, MABRFAFEAL S HRIEHENARER
ANER. BRXHANIMEZ SR , TF N LDAP SE311%i%E B Active Directory FHYIR B o

BXMENESEE , 550 A-MNATEE,

F&

« Ff B FiE# Amazon Managed Microsoft AD E| IAM & #x

« f¥ Active Directory Y H1TEIE B FiE#E IAM Identity Center
* 1AM Identity Center E/\F & ARt E B 2 H 8 E RS

« 1AM Identity Center A& AD [E%

¥ B FXiE# Amazon Managed Microsoft AD Z IAM & 14 AR /0y

FER LT S B F Amazon Managed Microsoft AD FHEE /Y B FiE# Amazon Directory Service Z|
IAM Identity Center,

£ 3## Amazon Managed Microsoft AD E| IAM &3 #0

1. 3TFF IAM Identity Center &l Ao

(@ Note

EHRITT—F 28l , FHER IAM Identity Center 24| & IE1E £ A&/ Amazon Managed
Microsoft AD B FFIEMNXiFZ —,

2. EERE.
3. HREWHEL , &RSFHFEHF , ARERRE-ERFHR.
4. HERSHRT  EEFEHER , RAREET %,
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5. TEEFEEZFBEFRT , MNFIRFH Amazon Managed Microsoft AD iR —NEFR , REEBR T —
¥,

6. EWIANEHRT , EERFER  HIRLAGRBAER K ABERERFOR.

/A Important

EfF Active Directory FHI A FEE RN IAM Identity Center FHIERRF |, B4ME £ N
EQERFEENRAAF M Active Directory E2E IAM Identity Center, H it |, iF&
RS EE A RS2 IAM Identity Center Ff By SR BETIR 4,

¥F Active Directory FEY B 1TEE B FE#Z] IAM Identity Center

&£ Active Directory (AD) F E{TEEMN B RPN AF LI LUBT £ L BFKIAE Amazon Web
Services Ik ™R 171817 18] Amazon Web Services TP AN ARRF. EAXERAFEELE SRR
iR, B LRITA T E — 2 1E -

« RIENMES{EXFK-TE AD F Amazon Managed Microsoft AD 5 B &2 H X B SIBZXNEEERR
i, AD FEREEEZPNWAFATUAERELREREREM Amazon REFMULZRAERF. £0
EETER T IAM Identity Center,

Amazon IAM Identity Center EENEFEE , UMETERNEWHPEBRAFMBLHER , NTIES
APFMEHTHIE. |IAM Identity Center ZE 7 EEXI AR PRE S RN AR R F RN PRET AL THIE. N
RREFEERRAF A TEEHITIHE SN ESEaAFRREXLZNERMRE . Microsoft Active
Directory X{{RIVIBRIEE RV IAM F 43R OEERNE#H 1T H MK IUE, Amazon Directory Service
HRFONEELRTFEERASMNEFHATHEN Amazon X R,

AXRIZFENEEENIFMAEE , 2% Amazon Directory Service B ISR HAET Sl B E{Ex
Fo

(® Note

R T EREW IAM Identity Center 2 3#) Amazon N AERF MM\ T {E1515EE Amazon
Directory Service B & F , X% Amazon Directory Service Ik EEXN A[EHFH
userAccountControlEEHENR, R ZBUE N ZEUNIR , Amazon NAEFRREE
BERBRAERERTZKF,

BIREER , MARXRMN ZEENRENR, MMREELXS LLEMRERINR ( FT#H

# ) , &1k Identity Center ENARFLEZENMAGAF . BRAREZTIATFXNM
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Amazon & OU ( 81488 Amazon_ ) T Amazon RE k&K userAccountControl/E 4
HY SR EUAX BR

- #% AD Connecto——AD Connector 2—PMEXMX , I E R BEREEREEZHNBETEE
AD , MEELECHEFEMER, AXiEHAEL |, i35 Amazon Directory Service EIEIEEF
WIERER| B %, AT REE AD Connector SREERTHYEZEIN :

- IMRIEFF IAM Identity Center #E3ZF] AD Connector B % , NEARRNAF HZBEE R L AE
AD AR, XEKE R/ EM Amazon Web Services 1R TR EBEHE,

- WMREER AD Connector fF Active Directory 13 iR $5E # % IAM Identity Center , 1 IAM Identity
Center (X B X% A AD Connector i NEIHWEMIMWAF LA, WREFEXHFSMNEDIM | 18
%t Microsoft Active Directory £ Amazon Directory Service o

@ Note
IAM B0 EATF SAMBAAE T Simple AD B9 B %o

IAM Identity Center S EB & 1712 E B R Z B HIE MER 5T

J& MRS °] A T4 IAM Identity Center RFEHE XK E 5 Google Workspace, Microsoft Active
Directory (AD) 1 Okta E/ & & 1R PHRLUBHEHITIRES . 1AM Identity Center NF B TRE FK &K
BrREMHNEBEZ IAM Identity Center B %,

WMREH IAM Identity Center BAIZ FERAN I FB1RAE (1dP ) ( &0 Google Workspace, Okta =,
Ping ) ERN BHR , ZHEFEERE IdP FIRSE M,

IAM Identity Center £ HELE T H LB MRGHEI < T A ETER —AE M. IAM Identity Center {#
AXERAFEMHREZZEZNAREFN SAML S (R SAMLEM ) . RIEXK , RESNFHR
PRRBXLEAFEY. SMNNARFHLBEN TR NE BT, HATEN SAML 2.0 BHSI&.
BXEZER , B0 SRAEFTPHNEMEBSE IAM Identity Center /& 1,

MR FF Active Directory FAEFHIR , 1AM Identity Center &£ 7E Active Directory Bt & T H HY /& 14 iR
HER THEEBE—HEM. BXREZEEL , S 1£ |IAM Identity Center F1 Microsoft AD H F 2 6]
RS A P B

X BN E D RHEE M

TRIIE T A2 BT BIRE FIETE IAM Identity Center HECE 5 M2 HIE 1 AT LA AR K
MBS BRAE (1dP ) Bit. £/ SAML MiSE , BRIEAR IdP IFHEME K,
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RAriEmE

IdP F X EFHE 4

${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:
${path:

${path:

userName}

name.familyName}

name.givenName}

streetAddress}
locality}
region}
postalCode}
country}

formatted}

eq "work"].value}

displayName}

nickName}

emails[primary eq true].value}
addresses[type eq "work"].
addresses[type eq "work"].
addresses[type eq "work"].
addresses[type eq "work"].
addresses[type eq "work"].
addresses[type eq "work"].
phoneNumbers[type
userType}

title}

locale}

timezone}
enterprise.employeeNumber}

enterprise.costCenter}

enterprise.organization}
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RAriEmE

IdP F X E M

${path:enterprise.division}

${path:enterprise.department}

${path:enterprise.manager.value}

IAM Identity Center & Microsoft AD 2 [6] &9 2R TABR §F

TRIH T IAM Identity Center 1 #9 F 7 /& M 2 Microsoft AD B X8 B EERIABET, IAM
Identity Center X 35 IAM Identity Center 5y A B P IV E 15 Ko

IAM Identity Center FHI A B4
displayname
emails[?primary].value *
externalid
name.givenname
name.familyname
name.middlename

sid

username

AR5 E SR B Active Directory HHY LEJE 1
${displayname}

${mail}

${objectguid}

${givenname}

${sn}

${initials}

${objectsid}

${userprincipalname}

* 1AM Identity Center RV B FEB B HE7E B FH AT HE—I,

IAM Identity Center FHY4E B 14
externalid

description

BR&T 2 SR Active Directory Y IL/E M
${objectguid}

${description}
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IAM Identity Center Y4 &t BR&T 2 SR Active Directory Y IL/E M
displayname ${samaccountname}@{associat
eddomain}
AEEI

- MREEFZATEE AD B EE IAM Identity Center F& B REHN AP MARTEMDE , NH
FATHEREPHWERIARS, BXRXONABENXEMFNER , S0 REA TESHWE MBS,

« XL |AM Identity Center BT EB R , AN EMNRTAER , FEHERIARFE4FER Microsoft
AD BERE M,

40 | username 2 IAM Identity Center B4 EE M, MNRIYF username METZ{E N ZH AD B XE
%, IAM Identity Center 24§ windowsUpn {E#L 5 username BV ERIAE. MEEMNHBIBRSGT P E X

username B MRS , BEEXRZHIHIAES username FIEMBIKX KM IAM Identity Center FiiES
PREZTNHIZE 1T

IAM Identity Center X #5#J Microsoft AD & 1%

TRIETHREZ XA TSR] IAM Identity Center 89 A B M/ Microsoft AD B ZE .

Microsoft AD B X #FHE %
${samaccountname}
${description}
${objectqguid}
${objectsid}
${givenname}

${sn}

${initials}

${mail}
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Microsoft AD B XX #FHE 1+
${userprincipalname}

${displayname}

${distinguishedname}
${proxyaddresses[?type == "SMTP"].value}
${proxyaddresses[?type == "smtp"].value}
${useraccountcontrol}

${associateddomain}

EEEWM
« BAILUEEZ X/ Microsoft AD B REMMNEEH S AMSE| IAM Identity Center FREY AN AR
B,

Microsoft AD X359 IAM Identity Center B

T&RIIE T2 X% H AT RS E] Microsoft AD B &AW AFEHENFETE IAM Identity Center B, &
ENAREFEMMEE , S AERIX LB/ IAM Identity Center B MRS B ZNARFFEAN
SEBRIE Mo

IAM Identity Center A Active Directory X338/ 14

${user:AD_GUID}

${user:AD_SID}

${user:email}

${user:familyName}

${user:givenName}
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IAM Identity Center # Active Directory X8 /E %
${user:middleName}

${user:name}
${user:preferredUsername}

${user:subject}

£ IAM Identity Center %1 Microsoft AD B 2 [RIB & A & 1%

B A AL TR I REIETE 1AM Identity Center H Y A & 4 B2 a0 el BR 5 2 Microsoft AD B FRHXI MY
B,

FF 1AM Identity Center REYE MRS Z B RHPHE S

1.

2
3.
4

3TFF IAM Identity Center 2 #1548,
EFRIEE,
FRENEL , ERHRZEFINEEEDF , AREREEEM.

HEEEHRZEEEMETRE L , £ IAM Identity Center PR EIEEMEHNEY , RABENAREDE
AE, fflmn , BEJEEFH N IAM Identity Center FI PB4 email BRETZE] Microsoft AD B XE
${mail}.

ERREFER.

IAM Identity Center AJELE AD [E%5

IAM Identity Center AJ &g & #Y Active Directory (AD) B F & #EM & N ELE Microsoft Active Directory
FHRER , XEEH2 B3RS E IAM Identity Center HiZ#IEF I8

ERESHES | BALRGT TRSE :

- it £ 3E X Microsoft Active Directory F Bz @25 E| IAM Identity Center 89 F = F14H k12 51 2 3E
BR, EAILARERT 7800 A #14E S BR A P A E AR R E 5 SE R

« WEALSAPFESBEX Amazon Web Services K 7 B 8 53 B F 1/ (A1 A PR 5k 3t B2 FA 72 B9 177 [7] A
PR, XERARFAAR Amazon RENARFR B EENNAERF.

- BEXRBEERLENREFRIREFIBDLS IR, XALUBBERRETE~ RGN,
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FRFHEMEEEM

EFEATEEN AD @S 28, EEEUATERZHNEEEM .
- ¥87E Active Directory FERFZWAF M4A

EEH IAM Identity Center AFTAF MBEA P B Amazon HENARFREFFXENARFNG
AR Z 8 , BAIIE Active Directory PIEEERFZHWAFRMEE , ASNERBED E 1AM Identity
Center 1, Amazon Web Services ik

- AEER AD [@2——IAM Identity Center T BZEHEHSRPERAFRNA, Mk , B408
EEEERSHAFNANIIR, BAUBIUATHFRZ —RELIIEK (LR ARLSEE ) , &4
BHRTFENAFMAREERELE IAM Identity Center , REZEFAFAMARERERATE BN
AD EZ#1TRS .

- IAEAFPNA : MRENAFMEACELSE 1AM Identity Center , M ATEE AD RZHRIE ST
EFMAERXERFNANSIR. EFEFTHAFNE , B4R NFEeNRMERLSEE. &
*XESZELR  FEE SRS NEARNEENELSTE,

 MTAFPN4A : MREEERNFHAF A D EX Amazon Web Services Ik F AR FHIGE)
R, BAMETEEN AD ASHEEERNZELSEENAFFMA , REFEEFER IAM
|dentity Center #1708, AXEZELR |, HSE FHAMNEAFNIENELSTEE,

2B 2 Active Directory FHIHREAR

FERNHMARANAHRNREL (HNTFEH) .

- AEE AD B% - EATEE AD FE% 2 & Active Directory HEEMREAMNA , AlgeLT KEN
151" Amazon Web Services I/~ SN ARFHNAFEE, EXMERT , S EREATHREA
P, aEREAPNAF,, flm, mREEE A DBEFENR, MABRAEANKRA , M4ABH
X Bt S g b T R A R

- EFEBLITERRE

MREHBZCTHERRE , HEM IAM Identity Center 53 174# API #24EF 1AM Identity Center %
Bt API 3245k 2 B #T A P FILE X ik 7= 0 B2 F 2 /7 B9 1 (9 A PR FES EL [E1 25 2 IAM Identity Center , #42%
TBESUATHFRNARXLETERRE : 2022F 4 A 158, UMETIBEITEHREN AD B ZTHHE
7. JEEMN AD AL AERAFNESBENTMERENIRFARRKITEANAR,

- AJEREMN AD BF—BXHITME , HET2BHINIT. R , BLHE LB /A - MAR
RS EEKRAEFAFMATMNE S BFE. BXEINTRASEHEARITEE AD RFHE
WHRNER , FSH B PTERIEEASIAIEERN AD BF.
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£

- AIELE AD RAIZH TIERE

- BERATRSHE MRS

« BXRF Active Directory [E25 Z| IAM Identity Center BYiRE
- HAFPREFNEENESTE

- MEIZSEE A MIERA - FME

- BEENMRERS

- BIWTRSHEEAEZHAEREN AD @5

AEE AD FEZ 8 THERE

IAM Identity Center SEFIA TR SR EEFET AD NEHRHE. ETHREXERFHENESE
B, B2 ERAZHENIES,

ek

£+ Active Directory F1# B EREE Amazon Managed Microsoft AD B &= HEE B FiEE Amazon
Directory Service Zl IAM &3/ 0JG , EANEXEREERSE IAM 4055 F#PH Active
Directory AP MEH, BEFENFHR/E=NNREALAREZE IAM Identity Center 377 F . BIF
BRHAD , ARSI RTEZTEFTKWATE,

FERNEMBAKRNA (MARELASFH ) b2EASHFE.
B R AL RS E IAM Identity Center & 4 174 j5 7 B 25 B U7 B AR
ERT

B EHIM Active Directory FEVIR B FIREUEIE , IAM Identity Center & 13772 & P & B HIER T
¥ IAM Identity Center BRINSERZ AN S/ NEIEZ K B Active Directory FE#E. 1RIE Active
Directory By K/ , BIEAIERE 30 28 % 2 /et F 8ERZE E| IAM Identity Center,

BLFEREANAFPMANKEERR S IAM Identity Center R BIZR S E T , LABRET ] Active
Directory JR B FHWHBIFNR. X THFEM , X1 IAM Identity Center % & B 77 R 12 I E E 5
5B FESTE IAM Identity Center FE#. #27E Active Directory FRTEEAIEHEER , I
REEE—MEL AT s RTE IAM Identity Center #,

&k A LAE TR 25 2] 1AM Identity Center S 37 PR MEFE, ERILUERNH AP AR m
Bt F&EH , SUFEBIBR, ZRMNERASHHLET —RUHNNELNELS., BMNFERRIBRN S
34512 .L7E 1AM Identity Center 3 F & E#. it 28 KAKEF IR A - ERFE IAM Identity
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Center ST HEA. £ T —MELEFHHME , MBHAFXIRFE IAM Identity Center H {377
P EBER  RFENBETNETRESEEN S — M —E85

i BR

M Active Directory FEVIR B F I BRME M A P RAX REt , AP MEFM IAM Identity Center &
BEEFRER, & , &R LERA IAM Identity Center #2414 M IAM Identity Center & 13 174 FF BB
BIBRA PN R, MEEFEH IAM Identity Center ###|& |, BELTNR LS BEFBIBRAF |, LR A
MNET—1MRSAPANFT2EFHRE L E IAM Identity Center,

AR BEREENRERY . MRZEERIWEENY 28 X , MFE AP ENHEEZA,
EERATRLSHE MRS
EXBHENEZEE , HS5 IAM Identity Center SHEE M IRHEEEH F 2B E MRS,

£ IAM Identity Center FELE ZI &Y B FHVE MR ST

1. FTFF IAM Identity Center #2%| &,

2. ERRE,

3. ARENHEL , EFSFMRETF , NPERERE , REEEEERS,
4

5

EEERST , BRERRMERS,

£ Active Directory AFEMT , Bl & IAM Identity Center & 13174 /& £ %1 Active Directory i F°
B, Hlan , BAsE%H LT IAM Identity Center 3B M email BR5TE Active Directory F
FEZEM ${objectguid},

(® Note
FABMT , TEEX IAM Identity Center & 1377 /& M F Active Directory A8 1.

6. ERERFENR, XHELEERL NMH.,

BIXfF Active Directory B2 % IAM Identity Center BYiZE

MRIEXFAFMAM Active Directory E25Z] IAM Identity Center , FIRBUT S RIEE, E
B LB EREN SR FERRNLSER | FH5HIRM IAM Identity Center B2k Active Directory,

51§ HRE

1. 3TFF IAM Identity Center &l A
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® Note

EHAT—H 280, EHMR IAM Identity Center 32 & & # A# £ EH Amazon Managed
Microsoft AD B XFrERZEHI S, Amazon Web Services X3

2. EERE,

3. ENEFRBNEIHEES  EBREHEISKRE.

4. EFRA1 ik RERMMH T  EFRANAFLNAEMMN, MRFFEER , FEET
—%, MREEFEN , FHTER , ARERREEL.

5. EFE?2 Ak RERSZBEY , EFAFETF. A5, S AERNNEIEZCENAFNTE
YRAFAE , REEBRM. ETXR, &8 H &0+, SAEFEESEENANBEIARR,
RBIEBERM, RERET—F, WREBBERNAFLPNARMEELEE , HRHTEMESRH
ﬁ?%jt_io

6. BRI EFEHARFHRED , BIATR 1 BEMRFTIHNEMRFURTR 2 : BSEEHPHNHA
F A, % Save configuration, XFFHE#AEERS M,

HRAFMARNBENESCE

@ Note

FEARMEESEEN , FEEMNZEENTEESHE , MARMNEFHNEALARDE
{4, Amazon Managed Microsoft AD E# N AIEEIEZ B H TS IAM Identity Center AJ A
FZZh 15 1R R @ 5 B9 SRR A P Y R

BT SBAF Active Directory A FI4A 7 0 El IAM Identity Center,
N P

1. 3$TFF IAM Identity Center £ #l&,

HERIRE,

FRENEL , EFEFHRERNF , N\PEERERE  RAEREEFD,
EEERSIUEL , RFAF®RTF , REERRMAF A,
EAPEDFRHNAFIT , WABYNAFEFERHN,
EERAMWAFRNAT , EFERMBNAS,

o ok~ w N
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7. EERX.

8. ESMEMRTP , EF Users ( AAF ), IRIXRIPREREBIEENAS , BEERFTEIRENAS
IEH

yIEAE]

1. $TF 1AM Identity Center & &

ERIRE,

FRENEL , EEFHRETF , N\PERRE  RAEREEED,
EEEESNEHL , EFRAETF , REEEFMAFFAE,

EREET R, EAT , WA EBENARHRIERRM,

EERAMMAFRFNAT , EFEFNNA,

ERERR,

ESMBERD , EF H, URIKRPRETEEENG , FERRFTEFEHAN XK,

© N o o > 0D

MEZ B Bl I BR A P A4
BRMNELZEEFPRERASMAN SR EFARANFAEE , BESH AJEE AD BFH THEFRE,

I BR A

1. $TF IAM Identity Center & A

2. EERE.

3. EREAEL , EESHRERF , MNPERRE, AREEEERS.

4. EBRAPEDF,

5. ERASBEANAFRT , EPERBRNAFZENEIRE, EMRAERF , BEPAFEZLHN
p=Brit

6. EEBR.

BERA

1. $TF IAM Identity Center &1 &
2. ERIRE,
3. ERENHL , EBEMRETNF , NFIERERE K REEREERS,
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4. EBHAZRIF,

5. ERSEEARMAT , BHFERBRNAFZLNERE. ENRAAL , BEFABNZINEER
o

6. EBRBR.

EENRERD

EERALLEEMEARRNES AR , HB5IEEX Active Directory A Y F 7 F14R P i 9 4E 1 58 Ui AR
# IAM Identity Center 1, RERLE , BFARFINT —IXITNNRE DS PIREUX LE N,

HERL

1. $TF 1AM Identity Center & &

2. EERRE,

3. ERENEL , EBEFHFREDF , NPERRE  RAREREERD,

4. HEEBEST , EREERD,

RER L

1. $TF 1AM Identity Center & &

2. EFRE.

3. HREWEL , ERSFHFETF , NhiEFRE K REEREEED,
4. EEERST K ERREFD,

® Note

MREEINGEFERATMARIMERL , MFRAM Active Directory £l IAM Identity Center
WRZEMRE.

B TRSEENXRIAATEERN AD BF5

NTHRENEICTHEREES TEEN AD BLSEMBTE , RNBWERITUATIRREFLE
FEIE
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EHIMTRSEEAXIAAEEN AD @5

1. 7E Active Directory # , BIZ— N REZHUBEEEER P | IAM Identity Center FTE A -
H, plan , |E LR iZ4A @ B IAMIdentityCenterAllUsersAndGroups.

2. 7£ IAM Identity Center F , FRESHFMBEN TEREBERSHIERF ., IAM Identity Center FF[E %
RXESATFIENRERF, 4. FHURMBEANKRA.

3. f#H Microsoft 28y Active Directory AP FIH EIE API BRAEE R ELS A R ERA - A
4,

B |dentity Center B XHMAF

IAM Identity Center 3 &8 A FA IR AT THEE

- BIBENAPNA,
- FEHNAFENKERMBLS,
o NEE DL Amazon Web Services I TR T2 F AT E M5 B E R 5 .

EEE |IAM Identity Center 7Ff& PV - FBEA |, 1 Amazon XF5 5O REF T HE APl RE,

L AP TF IAM Identity Center BRI {TTE

LIRBEIETE IAM Identity Center RRIEZA AR , 2#HTEHITE. XEFHAZEATHTS
B, HERARFER. BXEZEE , B2 AL NEMER.

ERENEHIR

MREEEREFEEAF Amazon Managed Microsoft AD , N 7] LA RS % L 5 B 889 & 3 0 B
x , MERERN IAM B4 0EEE Microsoft AD H1#J B 3 Amazon Directory Service, BEXEZ{E
2 , BZ# 1£ |AM Identity Center B & F Active Directory Z [El# {TE X JFEE I,

MREBHLBENTEMRERE (dP) FEEAF , BHLUF IAM Identity Center JEZZIEH 1dP H 3 A
BB, BEXEZELR , B3 M IAM Identity Center B 7/ E0 IdP SEZE B,

F&
- JFAFRME Identity Center B &
« FFARIE Identity Center B %
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« MIBR IAM Identity Center R EY4R

« HIBR IAM Identity Center & F 2

« MWHFHIBRAF

 Y%%8 |dentity Center BEZA PB4

£ 7 0E Identity Center B %

I&1E Identity Center B A 828 A F MAXIE IAM Identity Center F A, FRAUTIEFAFR
INEREY Identity Center B3&H, =& , BRI LAHA Amazon API #4ECreateUserS R NAF .

Console
WA A

1. 3TFF IAM Identity Center #&lA
2. EERAF.
3. EERMAFHRMUTHEESE

a. BAPE-LLAFEE%3%% Amazon Web Services iFE TP IS EN , MELZEZER. B&
BNTF 1 2 100 NEHF 2,

b. BB —EUNUARE—HEERBREWANE FHHE (X2EBINED ) HER — X ER
B, MELEANREERFFERREEFERY | FHREISE R LG M 6B FHR 4 bk,

i. MZAFPAEXSEFBREHANBEFIRGE - LET2BIOAFAE—FXE
Amazon Web Services KB FHB4 , EB v #iEMA Amazon IAM Identity Center,
ZE TR R BBE A P 5 1E IAM Identity Center Amazon Web Services 15 17]
TP, HEMEHE, EFmEREREEXREEH, MRBEIH , BUUERES
ZE, AREROAFPRE—HOSEERE R AN B FHRM | UL EH RIX B TP
#, EAFESBEZH , BT REBFHERIEH%E , ZEERATRIEAR
WY e FERHibat, A , kRN ATRSR , 2EAFEZIBEF IMEBEEE K.

(® Note
FERELFERT , IAM Identity Center 23 1T X118 API HARBAF KX B F
Bk, AR AXEFEENESR |, S FH Amazon SES B X158
TR,
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IAM Identity Center fR$5 ZIEHIFTE B FHR A &R B it no-
reply@signin.aws.com 5 no-reply@login.awsapps.com, 1%
WARE S FHMHRE , METESRBX LR M A B FHR 4 ith 11t &Y 5B, Hi
# , FETFEeMEN L REBHLIE,

i. ERTEZAPHEN—RXHERBE-ED N EREMS Amazon Web Services 15 [H ]
URL MZBEAEE , FUUBSEHN B iRt FRERELEAF. AFEE
WiF B FRER A itat, AT LUB IR R A B TR RIE#EER S ZEE, B
FHHRIEHZESE L RESH, MREESH , BUNGEREERE , REEREE
R—rRMBRBAEAPFREZRE | U EHAE S FHR 4R IrsEE,

c. EFHRMihit— 8 FHR 4R itk AR HE—RY.
d. TN FERAFihut

e. AF —UFEMLBMARBSREADITEER. BXRXESZEE , SR £AH SCIM M
ARG RBEREAR~NA,

f. MER—SREHEWABE TEEEITEER.
g ETEWR

(@ Note

(k) MREA , BUEEHMEMNE , Hl20AF B Microsoft 365 F A 2R
ID , AEBI AN AP R EE NS NARFR R QB FZIHRNR,

4, :\lij:%-l:_i"zo
5. MREAR, EF- NN ERAFRTMENE , AREET -5,

6. BEELENSIR1 . BEEAFFAGENIR 2 . SAFAMIA—AREENFER. &EE
F-SREBUHTEMNER. BANXRANSREET EBNERRE , BEBEFMAF

Amazon CLI
A0 A P

LAF create-user s 9 2EEH Identity Center B ZF IR —N AP,

aws identitystore create-user \
--identity-store-id d-1234567890 \
--user-name johndoe \
--name "GivenName=John, FamilyName=Doe" \
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--display-name "John Doe" \
--emails "Type=work,Value=johndoeeexample.com"

i
{
"UserId": "1234567890-abcdef",
"IdentityStoreId": "d-1234567890"
}
@ Note

£/ create-user CLI &85} CreateUser AP| 2ERIZZAF Y , XEAFRINEER
B, ZAILLEH IAM Identity Center FRYIRE , MEEXEAFBRAZHEFEOMIIA
RWAE B FER , MEMINEEFE, NMRETBREIRE , NAXMER —XMEZBHSH
PHR=Z, BXEZEL , 358 nER API = CLI I/ B P &% B F b4 — X H1,

A7 HE Identity Center B

FERAUT IR FARMEIE Identity Center B FH, =& , LA LLAA Amazon API &
YECreateGroup3R RN NE¥4H.,

Console
pyiIE |

1. 3TFF IAM Identity Center £ &lA
2. IRIRA,

3. EEFEOIERA,

4

MAABMANER - Wik, HARANRBRAERET BRI ELZANNBRNFEARES. £FA
FARMBE—TDET  REERMMAKANAFT . REEPEFEMAFZULHEIRE.

5. EFGIEEA,

Amazon CLI

ZyIIEE]
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LR create-group i SR ERM Identity Center B FHBIE— N4,

aws identitystore create-group \
--identity-store-id d-1234567890 \
--display-name "Developers" \
--description "Group that contains all developers"

w
{
"GroupId": "la2b3c4d-5e6f-7g8h-9i0j-1k213m4n506p",
"IdentityStoreId": "d-1234567890"
}

FFb A RN E Identity Center BXfG , B LUEZEA T BEELBERHRNE. EXREZER , ESH
P EEA 9 B 5 [ BR Amazon Web Services Ko

AP AmMEA

FERAUTIEFAPRMA ZH Identity Center B RPRIBHAMNK R, HE , BILLEA Amazon
API #4ECreateGroupMembershipiF A PR IT A EA R A -

Console
FHAPRMAABIK G

1. $TF 1AM Identity Center & &

2. EFBA,

3. EBREBEEFHNAEB.

4., FEAFAEETNELNMHATNART  &EFAFRMEIA,
5

ERAFAMBATE ENEMAST , REBRMAXRZNAF . RE , EFFN ETEDL
HY S IEHE.

6. EFERMAF.

Amazon CLI
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LA create-group-membership e &3 AP RMEIER Identity Center B A,

aws identitystore create-group-membership \
--identity-store-id d-1234567890 \
--group-id alb2c3d4-5678-90ab-cdef-EXAMPLE22222 \
--member-id UserId=alb2c3d4-5678-90ab-cdef-EXAMPLE11111

wid
{
"MembershipId": "alb2c3d4-5678-90ab-cdef-EXAMPLE33333",
"IdentityStoreId": "d-1234567890"
}

fHBR 1AM Identity Center A 4H

L2 MIBR IAM Identity Center B FHBAER , FIE & N ZAK R AP X Amazon Web Services i
B AR B R b2 MBR. AMBRETEBE, ERAMUTIERER Identity Center B RHH
4,

/A Important

AWK B EAEA T Amazon IAM Identity Center, BA1FERF Amazon Identity and Access
Management(IAM). |AM Identity Center 7, AMAFKUERET IAM AP, A IAM A
P&, MRBEEIHERTE IAM H#IBREK 5B , iH5H Amazon Identity and Access

Management f P 35m R R IAM A P4,

Console
I BR <A

1. $TF 1AM Identity Center & &
2. EBH,
3. BAlEdmAE X MERA

- HARME , BASLERSNARTHER, EREMERAVAR , REEERERA,
- ERLERROAER,. THFAGETEL , EEMRA,
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4. REVRESEREHABRZAHNEE,

« MRE-RBPBRZANE , FTEIEREBREAX FEFEA Delete KFNENER,

- MREHBREEAFWEANE | BB EM EREAX EAE A ZH EREYA BB AR INIEHY
=H.

5. IEEMIBRA. MREEEMBRSANA , BEREMER # M,

Amazon CLI
il BR4H

LA delete-group sa s MIEH Identity Center B MRS ERA,

aws identitystore delete-group \
--identity-store-id d-1234567890 \
--group-id alb2c3d4-5678-90ab-cdef-EXAMPLE22222

fHIB% IAM Identity Center Y F

L IZMIBR 1AM Identity Center B RHPH AR , X Amazon Web Services I~ F1 5 AR F BV 51R]
BREWEMIR. MERAF2E , BT ERBUELIRE, FEHUTIREMER Identity Center B FHEY A
Fo

(® Note

HIRTE |IAM Identity Center REEF A 7= 15 B AX PR Sk BR AR PR B, 2 A PO SL B 2R 1E B %
Amazon Web Services R , BT EBBRFNBRAXE. BEXEZERE , B5H T7TH
IAM Ildentity Center ) & B UF&F,

/A Important

AT BAIE A F Amazon IAM Identity Center, E{1R&ER F Amazon Identity and Access
Management(IAM), |AM Identity Center Fi F, éﬂ%ﬂﬁ?ﬁu‘t?ﬁlﬁﬂf IAM B, 4AF 1AM B
FEIE, MREEEIFHREXE IAM RHIERAFBEEA |, 525 Amazon Identity and Access
Management fA F igm MR IAM AP,
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Console
i BR AR P

1. $TF 1AM Identity Center & &
2. ®ERF.
3. BRMAETUMBRARS

- FAFREL , BALLEERBRSANRAF. EREMBRNAFE  RAEEERERAF
- EREEMROAF B, ERAFRAGEREL , EERBRAS
4. MBL-DTMERSARF , FESEMBRAFNEEPRA Delete KBINENEE,
5. EEMIBRAF. MREEFEMERZSAAST , BERERMBR # MBS

Amazon CLI
i BR AR P

LAF delete-user @ MIEH Identity Center B ZHMIBRA o

aws identitystore delete-user \
--identity-store-id d-1234567890 \
--user-id alb2c3d4-5678-90ab-cdef-EXAMPLE11111

MR il BR A P

FEALTIEMATRBRRRA. & , B LLEA Amazon API #{EDeleteGroupMembership$F A
MEEA P BER,

Console

MARBERA -

3TFF IAM Identity Center 2 %14,

TERE,

EREEMA,

EHFAGEERNEL , HWATHAFPT , EREBRNAF.
EENARBRAS,

o &M 0D =
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6. EBRAFXEEL , BENARBERAR , UEIANEEBERIX LR 7 X% E Ao B A IK - A
Rz 72 B9 T3 B AR

Amazon CLI

MAPBERA -

LAF delete-group-membership &S MEFBEREK R B,

aws identitystore delete-group-membership
--identity-store-id d-1234567890 \
--membership-id alb2c3d4-5678-90ab-cdef-EXAMPLE33333

im%E Identity Center BEXAFEM

FERAUTIRESRE [dentity Center BERFHAFWE M. E , B LLEA Amazon API #§1E
UpdateUser>kRE# F B 1o

Console

£ 1AM Identity Center R4REAF B4

1. 3TFF IAM Identity Center ¥ &8 o

2. EERAF.

3. REREERBNAS

4. HRAPBEXATHLINEENHFAGEESZEL , EREE.
5

EREEENHFAGENEL , REZEEENEM. AFERE Save changes ( REE
®) o

(® Note

(A& ) BRI LS HEME M |, flan R T45 M Office 365 Immutable ID , AFBYRF
IAM Identity Center FHAF S ERFZERANEL WS NARFHITIRS,
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® Note
BRI EY R — N AIREFR  CRENELTEE -1,

Amazon CLI

£ 1AM Identity Center R4REA B

LA update-user @ EH AR,

aws identitystore update-user \
--identity-store-id d-1234567890 \
--user-id alb2c3d4-5678-90ab-cdef-EXAMPLE11111 \
--operations '{"AttributePath":"nickName","AttributeValue":"Johnny"}'
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WERIX Amazon RIREY T R AR

REQTIAFMES IAM B4 508175/ RIENGE Amazon ®BiF. ATREEERTAFHY
BH Amazon SMER AT AE :

« BORIELTE © TH# |IAM Identity Center ZMAEEFERENAF2E , ARERXNF2EIEAE
MARFSE , MRENZANARE,

- APpRERE : BESERENR, ZRAAFKSAXBALCENHREL , AEr2e2tMaN
28

« BRIEE XY T Ildentity Center BRFOIZHMAS, , REFWVBEXR, LEAFFKIEREURER
RAPRZEBEE,

« ZESHRIE : X TE Identity Center BT RIBMAFT , £ARILEFNARSF. T2EAIANE
WIFBRH 1T MFA LU Z 2 |, RIPFAFESR,

£

« T #& IAM Identity Center FH B R IFLIE

+ 7£ IAM Identity Center i & & & 15 4E /7 )

- ZAARLX IAM 54 5.0 F Y RN AREF B EXBR Amazon Web Services i 2
- EARSEFIRKIELR, IR

- B Identity Center B F 4 A P WA R AR

T % IAM Identity Center H Y B R RIFAE
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BB RIEATE,
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EHEIESIERRE
APXEXAE

FA &3 Amazon Web Services 5 RITTFfE , IAM Identity Center 281ZAF R BEXAiFE, aER
FAFE IAM Identity Center I ERIPIRES , HENQIBHMSFXRBENEM, ARRERSEFEN
20 1A AT LATE 1AM Identity Center FELE , K AHE 90 Ko

AFRERAEREBNSHRIEN. YA IEREERLIEEAFN | XELFLER, RIREA
LB ERFAREX L2 FNREENH,

EXEEAFPXRERNSCERFLEMBEMEELR |, 15 the section called “Hit & & 15 LT H)7,

RRARF2E

NMARF2ER 1AM Identity Center B2 RBEFREVHNAF S Amazon HENARER ( Hla0 Kiro 5
Amazon Quick ) Z[E£ i3 & 13K Ry iERE,

BRABLAT , NARFQENEREN -, EREEMHNAFREARXENAEN , eilRaE
FRIFET. XMBIFEERSTLZSESNEN , AHPRETZENER. SAPRXEXSEL R
(ZFERBESAFIEEREERARE)  NABF2ERET —RZHRFNER , BERE 305
AR,

AP RASE

AFRFEASERBEENERKNATE , TNEEELETHINEBRWHENNARFMZIT. B
B, XML FERBIFEFRT Amazon SageMaker Studio , BIERIFRAELAEREZTEEHR /A
= 8ETE R Y HLES = S WIER1E L,

EXEEAFEAERENBEMNEER  BSHAFEASTE,
Kiro &1

A BV Kiro 1% , AR Kiro WIF A #F IDEs HEHRILRIFKE 90 X, I EEERE
RGBT R D B F

XESEM T FTHMAFERRE  HEAFTSFMAFRRERRQERHM Amazon RENARF. BIEEE
3 A 1AM Identity Center BYBTIE , tbIhBEATREERIAS o

EXRESE Ko 2ENEL , #5222,
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% A/ iAE Amazon Web Services B2 & =t , IAM Identity Center 28|B TR EXR BN 21E
Amazon CLl, fEXLEAERT , IAM Identity Center R EFR2FE , BIEFTAFNRRBEFEEN IAM
A BRI IAM &1iF,

/A Important

ENRAEFRETRE , IAM AR E—-BEVEIMIIZET. SIIRNFSERERERREFRIE
BME  &RKAE 12 /M6, EREZFQENIRETR. XMTHERT KESREIZITH CLI
BREFEFELFFSBINLL,

£ |1AM Identity Center &R A R S ER F %
=Dl =k

HAFIRH Amazon Web Services WHEI[]F8Y , BF /LR , MMPE LA P U5 BRI E R

A, ENNARFR2IEFTQUNER. AR, eNI2ETRZHARHARNEZ2ETIBERNS
R, BEEKRY 30 78R, AN IAM AELESEFEIBENREEETHNIE , XAEKE 12
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HEERE
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FH2iE. RESAFATEIENITELSRAARE K ATEERAERENERAFERER, H72XR

B E SR B TR A B, WIhAEIFEE R A,

% 1AM Identity Center B3 AR A~ REA A WA ENRE , AFFXLXEI Amazon Web
Services HEIITFHIFRINIE , A BT EZEFEZUBRHHNEARER IAM A€4iE, BFNE 30
PTHAXRENNENARFERXFENHRINER. EAAEH IAM A LFFEHE IAM Identity Center X
PREEFEL BN S FFLEMNBILREZEIT. REKSFFLEMNB TR 12 /DEt,

G RATER AP RRR A S AT

ASERE T HEXXIERIR/ER IAM Identity Center 2ET AN EFMAEE, ATFHREERT
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2 BR A B &-HAPEaR SLENAE 1 /M 12 PERELE,
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(] X PR HARRERRY I,
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Services K #Y IAM B 4iEE
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EMNAEFBER & -FAPEFR SLENAE K 1 /MR 12 PR ELE,
B AEF YELIH R 1AM BEatREBUR T
Amazon Web |dentity Center NN REERERN
Services IKF 5 IAM B 4iEE
&) #X BR MRS EEntiE,

@ Note
Amazon Web Services 15817 Amazon CLI S ELEZBEAPRMBERAL B 1 /et
A = BRE T8 A PR
THRNEER

o VEIEN - BEENEMHITEHRIEARE,
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BRUEHE

IAM Identity Center T X #FHENES 1R FHIRMHE KEMN SAML B U8 (—RihL , HA
FMN—TMRARFTIHEN , 2ENFEMNTEEZNNARFERES ) . A, ET2EER 1AM
Identity Center ¥EN B {312 EH SAML 2.0 N FTEF £3% SAML # U4,
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Services THEIITF, MREZFIEHT RADIUS MFA |, IFE IAM B0 B8 MFA SRR ELBE
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- MREBEZREMFEABEER RADIUS MFA Amazon Directory Service , NI TTEE IAM B OLRE A
MFA, 3fF IAM Identity Center B9 Microsoft Active Directory FIF® , IAM Identity Center FREY MFA
AT LAER RADIUS MFA WER AR, BXEZEE , i85 H RADIUS MFA,

« BAF YouTube #3A8EA T MFA 1 IAM B34 -

LZEHMRIE 165


https://en.wikipedia.org/wiki/RADIUS
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_mfa.html
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/ms_ad_mfa.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/manage-your-identity-source-idp.html

Amazon IAM Identity Center ArfEm

IAM S50 KBNS ESHRIERIANRE
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#,

/A Important
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MREERANRAIL AP |, MZEEHRRIEEFAAAH, BRSSP EE MFARE , M1
2 IAM B PO EEIXERE,

BLiE MFA

1. 3TFF IAM Identity Center &l A o

2. EEMNSMERT  ERRE,
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IAM Identity Center X#FH iR AEFE A . Amazon HENARFMEFIEENHAEF. Amazon i
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EFNAPTeEEENAEFMM,

MBEAEZESE , HLAILLAEFFA IAM Identity Center AP EANARF. EXMHERIT , NAR
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erer:tran

sformations

codecatal EEFE AZRH Amazon CodeCatalyst &R |
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Amazon 2% ID M
IAM B 14 FR /0y
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Scope 15 BA X FHRS

datazone: B EEH) DataZone HEHITAE Amazon DataZone
domain:access

nosqlwork B SR EER NoSQL Workbench
bench:dat

amodeladviser

transform B X Amazon ¥R I 9 15 7] 4 BR LA 17145 Amazon ¥
:read_write Bk
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Center BR& 23K , H A IAM Identity Center B AP XX LM AREFHN IR, &7 LLTE IAM Identity
Center BHIAFNEANARFEFRFEEZE— SAML 2.0 NAREF , LA LLEEHSH SAML 2.0
BARRF.

(® Note

MBHEELZEF OAUth 20 WEFRENARERF , A EENAPEENXENAREFFTIHG
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HEIE,

ES}
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AREZBNARFHLRERAEFMAER , NBUWMANLKE IAM Identity Center SR ARFRSREEZEH
BfE. TERPEENARRE , BUENAEFNEENAPRINER. BENARERE , B0
BIFEEE | [@ IAM Identity Center F B A F SR 2 B 5 9] PR o

BEALEZE IAM Identity Center MM AR FHRFRMRE 2 BIRE SAML 2.0 FEXR.

FRPITHE R , RERFSEHENTHREIREFRERE , IHEATULEEFH M IRER
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=
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a. 7t IAM Identity Center SAML THIEBXH T , EFE THUATHR S D IREE THIE.
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SAML ZAX{E,

12, EFRRER, R ANIRZR 06 N AR FRERTE.

REZEHCOH SAML 2.0 NAERF
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1. ENREFAHET  ERFIRALCHTBIEE. A , RENARERF ACS URL MINARERF
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2. Fo@ &K FABIFE IAM Identity Center E3ZZ] IAM Identity Center-T] 15 & & B A GIFHE
1 5B EM B RS X A 15 S N ARSEEEE IAM Identity Centero  Amazon Web Services BRSS
Amazon Web Services fR%

® Note
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EFFHAHECE , CEERBEUTHE

1. BRAIAM 56F0. BWEAHLASES, EXBESER , H5H EAKHENEEEI,
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B RATE B L ES R IIRE : IAM Identity Center B 5 7 IAM Identity Center 24| A HITHE
%, BA% Amazon Redshift B2 5 £ Amazon Redshift 2%l & HITHES

IAM Identity Center B R EHITHES
IAM Identity Center B R FEXHU TES :

1. 7£ Amazon Redshift EBH R LRSS [ RFIFFTENIK S | 812 IAM A€ HH MU TRERERE, &
XEZEER ,BSH IAM AGSIE,

UTREROTETEAREAMENNR. EFEALBE , AU RGIKKitalicized
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"Version":"2012-10-17",
"Statement": [
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"Sid": "AllowRedshiftApplication",

"Effect": "Allow",

"Action": [
"redshift:DescribeQev2IdcApplications"”,
"redshift-serverless:ListNamespaces",
"redshift-serverless:ListWorkgroups",
"redshift-serverless:GetWorkgroup"

1,

"Resource": "*"

"Sid": "AllowIDCPermissions",
"Effect": "Allow",
"Action": [
"sso:DescribeApplication”,
"sso:DescribelInstance"
]I
"Resource": [
"arn:aws:sso:::instance/Your-IAM-Identity-Center-Instance
Ip",
"arn:aws:sso::111122223333:application/Your-IAM-Identity-
Center-Instance-ID/*"

1
}
1
}
FEBCR :
JSON
{

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"redshift-serverless.amazonaws.com",
"redshift.amazonaws.com"
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1

}I

"Action": [
"sts:AssumeRole",
"sts:SetContext"

2. f£/3H |AM Identity Center #9 Amazon Organizations BEIKF P EIENRE, T —SHEHEZEN
BR£E Ao i BX & A 7 1517 Redshift EH4mERR V2.

a. BIfE IAM Identity Center #2#1& , £ “Multi-Account fXBR” T , 1£$F “IXPRE”

b. EFEGIENRE,

c. BEEBEMNRE 6 RREET-F,

d. 7 Amazon EEREET , i%£#¥ AmazonRedshiftQueryEditorV2ReadSharing.
e. TEREBARBT , AT KRR :

JSON

"Version":"2012-10-17",
"Statement": [
{

"sid": "Statementl",

"Effect": "Allow",

"Action": [
"redshift:DescribeQev2IdcApplications"”,
"redshift-serverless:ListNamespaces",
"redshift-serverless:ListWorkgroups",
"redshift-serverless:GetWorkgroup"

1,

"Resource": "*"

}

f. BEBT—F, REANREFSE. Bl Redshift-Query-Editor-V2,
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g. ERYRE-AET , FRAPERZRENERNRESR V2URL , X

A : https://your-region.console.aws.amazon.com/sqlworkbench/home,
h. RERE , RAEEFE,

i. S#E IAM Identity Center X3k , HFMIRERHE &R0 & Amazon Web Services 7 [E [T
URL,

S [Q sean
e 1AM Identity Center > Dashboard

IAM Identity Center < Dashboard

1AM Identity Center enables you to manage workforce user access to multiple AWS accounts and applications. Learn more [

Central management Settings summary

Dashboard
Users &3 # 1AM Identity Center from being created, or isolate the [ @ specify a unique name for yaur instance. ]
Groups =
Settings Edit
£ 1AM Identity Center allows ounts of an organization to enable AWS ppl ations that are
¥ Multi-accoun t permissions of the organizati ce with , account instances of IAM Identity Center.
AWS account: Learn more about account instan
en
Region
ignments US East (N. Virginia) | us-east-1
Applications /-, Monitor activities in your instances of IAM Identnty Center Organization ID
== with AWS CloudTrail, you can monitor and audit activity in your organization instance and account instances of IAM o

Identity
Learn ab ing IAM Identity Center [2 aws por
CloudTrail [2 ded G https://111122223333 awsapps.com/start [
AWS Organizations [2 Issuer URL
M2 IAM Identity Center setup

. I —AEEIRR SR AR E O H R E1Z URL,

XFH & Amazon Web Services #ATHRETF , BREEAKZ IAM Identity Center A &
Ko

aWs access portal

AWS access portal

Accounts Applications

—

Q. Filter accounts by name, ID, or email address

v -sandbox-main

Redshift-QEV2 | Access keys £

EXABEMNEZER |, H5 1 Amazon Web Services Ik~ AN EEHITEIE,
3. BABKAAFIHE Redshift Eif)4m%ERE V2,

a. 1£ Amazon Organizations BEEWKFH , 17T7F IAM B4 0EFH A,
b. ESMBEHEMN “Multi-accountfXFR” T , ##FEAmazon Web Services K,

c. f£ Amazon Web Services Ik TE L , i£# Amazon Web Services I B} H 4 B i/ [A] X
BREY

d. EERDEMA/FHE,
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e. EnEAFNAREL K EREHNHUBNBRENAFN/HE, REEET -5,
f. EFENRENEL K EREEL-SPOERNNRE, AEERET -5,
g BEFARXIENEL , EFEMER , EFREX.

Amazon Redshift B R ITHES

/8 AT [ Amazon Redshift B 15 & 915 1% , FE Amazon Redshift £ 8 & I 5 5 Amazon Redshift
Serverless B A 1 Amazon Redshift ZH B HITZIRE, BXEZEE , BSAARBEREPRE
F 1AM Identity Center ¥ 5121 % (IdP) 5 Amazon Redshift Zif)4m%EsT V2 # SQL FFIwEK
SR Fo4E Sign-On¥—, Amazon

£ Amazon EMR W A {E B 01538

THEETRT Amazon EMR Studio WA E 5 & BEE , AL % EC2 £H Amazon EMR , ia]#%
#IEF Amaz Amazon Lake Formation on S3 £, Access Grants

Client-facing Applications Access Control

(@ IAM Identity Center ‘
IAM Identity Center

S3 storage

User Amazon EMR

; i S3 Access !
| Studio Workspaces | {AWS Lake Formation |

Amazon EMR | | Glue data Catalog Grants |
onEC2(Spark) |t

X B HE & s e SRR F

* Amazon EMR Studio

MEERUESOERE , BIITUATIR

+ 1%i& Amazon EMR Studio #£58 Amazon EMR £ENHEIEEF iHNAREF.
+ iRE¥4 % Apache Spark B Amazon EC2 E# Amazon EMR 58,

« % : Amazon Lake Formation2A & Amazon S3 Access Grants , IR E3 S3 FIREHIFENLE
Amazon Glue Data Catalog MEZEHIEN B BEH R 2 H,

& & Amazon EMR Studio W O] € &5 &8

UTERFES&1%E Amazon EMR Studio , BASREIXY Amazon Athena T4E4A 501217 Apache Spark
# Amazon EMR £#HITE W 115 & 71& .
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TR

EFFRAHE N , EFREREUTHHE :
1. BEAIAM 5HH0, BERALAES. BXESER , FEH TRZAFTIEST.

2. HEMEFHAFMABEE IAM Identity Center,

E5S K Amazon EMR Studio BV A B & EE , EMR Studio B A SR ITU TSR,
%2 1 : 7 EMR Studio SIEZFEHN IAM AT
ALB®A | Amazon EMR Studio B 7 E5 EMR Studio 812 IAM RS A& IAM AP A,

1. #12 EMR Studio R £ - EMR Studio @B iZ IAM B2LZ2EBETERMNEICAK, EEZEH
HABHERE,

a. SME IAM ZH|A (https://console.aws.amazon.com/iam/) HEIE IAM A€,

b. #%# Amazon Web Services BRS ER AIESEK | R/FI1EE Amazon EMR, i i0LA T SR EE LA
EMZABHNNRMEEXR.

BEFEAXEEHEK , BN ROIEKKitalicized placeholder textFHEBRNEHCHE
B, BXEFEMREES , FRUERER RERE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ObjectActions",
"Effect": "Allow",
"Action": [
"s3:PutObject"”,
"s3:GetObject",
"s3:DeleteObject"
1,
"Resource": [
"arn:aws:s3:::Your-S3-Bucket-For-EMR-Studio/*"
]I
"Condition": {
"StringEquals": {
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https://docs.amazonaws.cn//emr/latest/ManagementGuide/emr-studio-service-role.html
https://console.amazonaws.cn/iam/
https://docs.amazonaws.cn//IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn//IAM/latest/UserGuide/access_policies_manage-edit.html
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"aws :ResourceAccount": "Your-AWS-Account-ID"

"Sid": "BucketActions",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetEncryptionConfiguration"
1,
"Resource": [
"arn:aws:s3:::Your-S3-Bucket-For-EMR-Studio"
]I
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "Your-AWS-Account-ID"

}

BRESAGNANRRSE |, 55 R EMR Studio izS5 A BN IR.

2. BIEATF IAM Identity Center &3 1FH EMR Studio FAF & - 2 @3 IAM Identity Center
BFRUEBEIARRKX, EMR £8, #ULH Git KFBER , EMR Studio FERZAR. ZAGATE
W HE F R EIER.

(@ Note

EMR Studio BF AT EEE S5 R B F+ Amazon Glue &I Amazon S3 {ii& HI1X
PR, Amazon Lake Formation PR FISEAHY 4R B 5 A T IR B IE BT ER,.

TR RAIREE T AT 21F EMR Studio B Athena TEABITERANAE,

JSON
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https://docs.amazonaws.cn/emr/latest/ManagementGuide/emr-studio-service-role.html#emr-studio-service-role-permissions-table
https://docs.amazonaws.cn//emr/latest/ManagementGuide/emr-studio-user-permissions.html#emr-studio-create-user-role
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowDefaultEC2SecurityGroupsCreationInVPCWithEMRTags",
"Effect": "Allow",
"Action": [
"ec2:CreateSecurityGroup"
]I
"Resource": [
"arn:aws:ec2:*:*:vpc/*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceTag/for-use-with-amazon-emx-managed-
policies": "true"

}

"Sid": "AllowAddingEMRTagsDuringDefaultSecurityGroupCreation",
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
]I
"Resource": "arn:aws:ec2:*:*:security-group/*",
"Condition": {
"StringEquals": {
"aws :RequestTag/for-use-with-amazon-emr-managed-
policies": "true",
"ec2:CreateAction": "CreateSecurityGroup"

"Sid": "AllowSecretManagerListSecrets",

"Action": [
"secretsmanager:ListSecrets"

1,

"Resource": "*",

"Effect": "Allow"

"Sid": "AllowSecretCreationWithEMRTagsAndEMRStudioPrefix",
"Effect": "Allow",
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"Action": "secretsmanager:CreateSecret",
"Resource": "arn:aws:secretsmanager:*:*:secret:emr-studio-*",
"Condition": {
"StringEquals": {
"aws :RequestTag/for-use-with-amazon-emr-managed-
policies": "true"

}

"Sid": "AllowAddingTagsOnSecretsWithEMRStudioPrxefix",
"Effect": "Allow",

"Action": "secretsmanager:TagResource",
"Resource": "arn:aws:secretsmanager:*:*:secret:emr-studio-*"
},
{
"Sid": "AllowPassingServiceRoleForWorkspaceCreation",
"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam::111122223333:role/sexrvice-
role/AmazonEMRStudio_ServiceRole_Name"

1,
"Effect": "Allow"

}I
{
"Sid": "AllowS3ListAndLocationPermissions",
"Action": [
"s3:ListAllMyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws:s3:::*",
"Effect": "Allow"
}I
{
"Sid": "AllowS3ReadOnlyAccessTolLogs",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::aws-logs-Your-AWS-Account-ID-Region/
elasticmapreduce/*"

1,
"Effect": "Allow"

EIEESY)
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"Sid": "AllowAthenaQueryExecutions",

"Effect": "Allow",

"Action": [
"athena:StartQueryExecution"”,
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:StopQuexyExecution",
"athena:ListQuexyExecutions",
"athena:GetQueryResultsStream",
"athena:ListWorkGroups",
"athena:GetWorkGroup",
"athena:CreatePreparedStatement”,
"athena:GetPreparedStatement”,
"athena:DeletePreparedStatement™

1,

"Resource": "*"

"Sid": "AllowGlueSchemaManipulations",

"Effect": "Allow",

"Action": [

"glue:GetDatabase",
"glue:GetDatabases",
"glue:GetTable",
"glue:GetTables",
"glue:GetParxtition",
"glue:GetPaxtitions"

]I

"Resource": "*"

"Sid": "AllowQueryEditoxToAccessWorkGroup",

"Effect": "Allow",

"Action": "athena:GetWoxrkGroup",

"Resource": "arn:aws:athena:*:111122223333:workgroup*"

"Sid": "AllowConfigurationForWorkspaceCollaboration",
"Action": [
"elasticmapreduce:UpdateEditor",
"elasticmapreduce:PutWorkspaceAccess",
"elasticmapreduce:DeleteWorkspaceAccess",

EIEESY)
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"elasticmapreduce:ListWorkspaceAccessIdentities"

1,

"Resource": "*",

"Effect": "Allow",

"Condition": {
"StringEquals": {

"elasticmapreduce:ResourceTag/creatorUserId":

"${aws:userId}"
}
}
},
{

"Sid": "DescribeNetwork",

"Effect": "Allow",

"Action": [
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"

1,

"Resource": "*"

"Sid": "ListIAMRoles",

"Effect": "Allow",

"Action": [
"iam:ListRoles"

1,

"Resource": "*"

"Sid": "AssumeRole",

"Effect": "Allow",

"Action": [
"sts:AssumeRole"

1,

"Resource": "*"

LA TSR L 1F EMR Studio ¥EZAS :

EIEESY)
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@® Note
£/ EMR Studio T#EXH EMR £1EAREFTMARENRE. BEXEZEER , 55N EMR
Studio F F° BI 2  BR R B,

BTN THERINESER -

- FREFEERERERELBEN IAM IR
« EMR Studio RS A ENE

SRR 2 . SlEZHE E EMR Studio

KLBA | B4 EMR Studio #4I & €172 Amazon EMR Studio , #EHE £ % 1 : 1 EMR Studio
SIEFFER IAM A€ FIEHN 1AM A&,

1. 15IA] EMR Studio #2%|& , £ 4I2 Studio BB ENREB X, B LAGIEHI S3 FiEHE
HEANMEFEEE,. EAARERAECH KMS Z4ANMBRITEXXH R, BXEZES , 555

Amazon Key Management Service,

= AmazonEMR > EMR Studio: Studios > Create Studio
Create a Studio

Setup options info
[ O Interactive workloads ] [ O Batch jobs ] [ © Ccustom ]

Studio settings info
Studio name
(" studio_1 )

12-us-east-1/1

() Encrypt Workspace files with your own AWS KMS key
EMR Studio automatically uses the 53 location's encryption configuration. Choos i r own AWS KMS key. This key information will not be editable past Studio creation.

2. FERVF Studio TRIERFMNRSAET , NTHRREHIERE FE 1 EMR Studio B32FHE
B IAM B FelZI RS A,

3. EHHRIETIERE IAM Identity Center, EFRE FH 1 . 1 EMR Studio BIEFTER IAM A€ F
tIENAFAR,
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[Option+S] & pay @ ) United States (N. Virginia) ¥

= AmazonEMR > EMR Studio: Studios > Create Studio

Service role to let Studio access your AWS resources

( AmazonEMRstudio_ v) @

View permission details

¥ Authentication info

Authentication
Choose an authentication method for your Studio.

(O AWS Identity and Access Management (IAM)
Authenticate with single sign-on using IAM identity federation or 1AM credentials. Authenticate with single sign-on using 1AM Identity Center (recommended to centrally manage access permissions for

multiple AWS accounts).

[ © 1AM Identity Center (AWS Single Sign-On)

User role
Each Studio will have a default set of user roles. You can further refine user permissions once you have created a Studio. To create an additional set of permission use AWS 1AM [
((emrstudio-userrole-idc v ) © (cetemmnl @)

Connect EMR Studio to IAM Identity Center

instance of IAM Identity Center
Manage access to EMR Studio by assigning users and groups from your Identity Center directory.

arnzaws:sso:zinstance/ssoins-

4. HETESMERBLETE. ENARFTEBIERNESENASNE | XERENNHAS A

Al 5 [EiZ% Studio.
5. (Wit ) - MREFZ Studio 5 EMR E8EASER , WEE VPC MFM,

[Option+S] (2] Pat [©] ) United States (N. Virginia) v

= AmazonEMR > EMR Studio: Studios > Create Studio
Trusted identity propagation info
Control and log the access that a user has across connected applications.

Enable trusted identity propagation
When users make requests to applications that are connected through Identity Center, share their user identity information from EMR Studio. This setting applies for the lifetime of the Studio. You can't turn it off later.

@ The following features aren't supported from a Studio with trusted identity propagation: creating EMR on EC2 clusters without a template, using EMR Serverless applications, launching EMR on EKS clusters, using a runtime
role, and enabling SQL Explorer or Workspace collaboration.

Application access info
Choose who can access your application
Specify whether only assigned users and groups can access your application.

© Only assigned users and groups
Only the users and groups that you specify from your Identity Center directory can access this application.

O All users and groups
Any user or group from your IAM Identity Center directory can access this application.

v Networking and security - optional

VPC | Info
Select a VPC for your Studio to use when it communicates with EMR clusters. To use condition keys like those in the example service role policies for Amazon EMR [2, you must tag the VPC with the for-
use-with-amazon-emr-managed-policies key and value true. To manage tags, use VPC Dashboard

((setect avpc v) @

Subnets | Info
Select the subnets that your Studio can use when it communicates with EMR clusters. To use condition keys like those in the example service role policies for Amazon EMR [2, you must tag each subnet
with the for-use-with-amazon-emr-managed-policies key and value true. To manage tags, use VPC Dashboard [2

6. WRAAIFAEEHIEELE Studio.
7. BLi& Athen WorkGroup a 5 EMR $£8 /5 , &% 5 Studio 8 URL , L :

a. BIERREIRIZIT Athena Eifi,
b. fEI#EXHES Jupyter Notebook =T Spark L,

f£ Amazon Athena K RIS B 19 1& &

BRUGESMEBNIRERATENAFREERENAEFREEREERF Amazon RENNARRF
HITXE, TEERTHREFIKNWNBARSF ( TiLR Amazon RERNARFERATNARERF ) W
AE B BEE |, ZELE A Amazon Athena #3i¥ Amazon Lake Formation 1 Amazon S3 248y

i al3R &5k Amazon Zif) Amazon S3 #3E. Access Grants

(EHESY]
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® Note

» Amazon Athena B RIS B 3£ BEEMEA Trino.

« AX#&EY ODBC # JDBC W iEFFiE#E| Amazon Athena #Y Apache Spark 1 SQL &
P i

Client-facing Applications Access Control Storage

IAM Identity Center

,,,,,,,,,,,,,,, ‘ IAM Identity Center |
@ 433 1AM Identity Center, ' ' O
: i ! ] x | A
i | e | — R >F | (&)
Studio ! | ! 5 > i

Query Editor

User i i 1 IAWS Lake Formation 3 Access |
Amazon Athena ! ! Glue data Catalog Grants |

| Custom Application

S3 storage

Amazon EEN AR
UTHEBZEF®EN Amazon B MAREF ZFEN Athena BITAIE B 10E1E -

* Amazon EMR Studio

MESAUEEMREE , BRTUTER

+ %iE Amazon EMR Studio fE8 Athena WHEBEEFImMNARER. BRAESHEEE , TET
EMR Studio FHYE ¥R EE5121T Athena &Eifl,

. %8 Athena T{E4H,

+ i%& Amazon Lake Formationy #2#& IAM Identity Center &9 A FF SR BFA T Amazon Glue R/g A%
40775 (e 422 1
+ 1%& Amazon S3 Access Grants , SME R FIRETi5R) S3 FNEEHIEME,

® Note

Lake Formation 1 Amazon S3 Access Grants ZFBEEXT T T S3 Y Athena &L R 1T
W R1#2 %], Amazon Glue Data Catalog
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ERRENNARR

ERNEBEMNFEANNARFNAFBATESHERE , $5HAmazon Z£BEHWERAE S PEE
Amazon Web Services BRS UwEF X iFEl,

% & Amazon Athena T{EAM 1S & 15 1E

LT IR 5| S &i%E Amazon Athena THEA LRI A{E & 1015 &,

FRGFM

EFBABEZH , BFEEREUTHA :

1. BAIAM 56 F 0. BUERAASS, BXESFEE , B2 ERFANIZE.

2. FEERTHAFLFABREZE IAM Identity Center,
3. ZEEBEFEEMKE Amazon EMR Studio, Amazon Lake Formation 1 Amazon S3 i |8 X PR & 22,

R E Athena WY 7] 1E B P& 18
ERE Athena TS B 191515 , Athena BIE R MR :

1. BEEMFEHAESF A IAM ldentity Center B Athena THEA R EEETH PR .
2. BIZB A IAM Identity Center B Athena T4,

£ Amazon SageMaker Studio 31T A[{E & 194%&

A@@ mazon SageMaker Studio 5 IAM S HLER , EXEFAFEALENTES &%, B
FREA&iE AP SageMaker Studio £ Bz KA EIETHEL , MEFEELEZTRHEFESR
RS EAFIBERARET , HEAZSHELNAFHNER, BIERAFREAITTEN. 1AM Identity
Center B2 FZ&FEIHAHAFIBH Amazon Web Services 5171/ |, ZEL AT ASEZ1T, AFEA
LFENRINBFERBER 7 X, BETUIEERK 90 XWIFLEE, EEHEEXEETAREAR
HRAF , I Amazon S3 F#EHEE Amazon BRI E 15 FIXR,.

THEE7R7T SageMaker Studio B ] {5 & & EBLE , AIA[E#Ff7E Amazon S3 7&K
#&. 1AM Identity Center ES AR F BB K1E , X AT SageMaker Studio JIZENLEEEIZ1T. YLk
BIER 5B 424 H Amazon S3 Access Grants 124,
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https://docs.amazonaws.cn//sagemaker/latest/dg/studio-updated.html
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Client-facing Applications Access Control Storage
1AM [d}finiiiyiae;ﬂ;l‘? 1AM Identity Center! IAM Identity Center ! ! 1
h ' I i ! v | | |
— — R — &
I ! ' ' | ! ! 1
\V/ i ' i H I KPP 1 1 P 1
| i . ! | &% ! ! E 1
M ! @ | ; ! : ==O) ! ' on |
i i | - \ I S3 Access ! ! storage |
User | Amazon SaaeMaker ! ; Training ! ' Grants ! | * o
Studio ! i Job i ' !

IAM Identity Center
user background session
for training job

Amazon BENBREF

LT HBZEF IR Amazon RENARFXFAES HERE

« M 5j# SageMaker Studio

NERRUEHBEBNAFEERE , BIITUATIR

« $# SageMaker Studio 1R & J H @& F im i N AEF.
« ®E Amazon S3 Access Grants , SAME L T If BT 58] Amazon S3 R EEBIELE.

/8 SageMaker Studio & & {5 & 1% 1%

T3NS EBEMIRE SageMaker Studio LTS 5 EBHNAFEAESENTE,
FORFM

FRABREZH , BEETHUATES .

1. BRAIAM 56850, BEEAALARE, BXESERE , BSH SAXMENEESI,
2. HEMEFHAFMABEE IAM Identity Center,

3. 7E IAM Identity Center ZEHIEHBINEEAATEELE. BMNMEAT , AFEE2ELTER

RS, 2EEFEMNBEREN 7 Ko R UESULIFETE,

E M SageMaker Studio ZE A5 & 1% 3& , SageMaker Studio BB A AFTRITUT LR,
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S 1 £ Studio B HINA SageMaker Studio 37 /5 A 115 & 4L &

SageMaker Studio FREXRALAFMNARR., NARFREMEXER. ESHAUESHEE , B0
BB T H B2 SageMaker Studio & T A,

1. 3T SageMaker Al #£#l& , SHE 5", RAERITUTE—H%E.
- ERHEAZEIEFOIEMI SageMaker Studio 1,

ERENALRE , RRHITUTERE
« 3%# Amazon Identity Center ¥EH & RIEH XK,
- QENZFENRERAFBATESHEESIEE.
- {EHIBH SageMaker Studio H A
« EFEA IAM Identity Center #1TH B RIEMNIAHE,

/A Important

RIEFEFR 1AM B 14 503t T B HRIER SageMaker Studio i3 H X 1S & 1015 1%,
MRZEER IAM HTHGRIE , WETEERXSHGRIESN Akt TESAAUGES
7R 1E,

« REESIRE, RESORIENNRIRE , BAESDERE,

2. MEHTISE 2 BEBIAGNITA®, SageMaker Studio B AFEE I AEFRET R HAt
Amazon B , 5140 Amazon S3,

FR 2 BREMNBRTAGSABEERE

FHHITHABR SageMaker Studio HAXRMEFFATEAFEEN IAM A€, BHERAZABBHNRR
E T SageMaker Studio AT LA ITHIIRAE,

1. EQRIERFHTAS , BROTUATERE:

- BYALAREGEREERAE,

* 3T SageMaker Al 2| & |, IHRIH] 2 . BEASHNIRZF DR HHVEH S IEEIETHN
BHITACRERAGTHE,

- TEREREESRIUCIESZRN SageMaker Studio FHE .
- FHRIERITAE,
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https://docs.amazonaws.cn//sagemaker/latest/dg/onboard-custom.html#onboard-custom-instructions
https://docs.amazonaws.cn//sagemaker/latest/dg/domain-edit
https://docs.amazonaws.cn//IAM/latest/UserGuide/id_roles
https://docs.amazonaws.cn//sagemaker/latest/dg/onboard-custom.html#onboard-custom-instructions
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- T IAM Z2HEH BT RERITAE,
2. EFKMBBMITASHNEERKE , EHESUTHMEME : sts:AssumeRole
sts:SetContext, BHXIMZERK SageMaker Studio R ITHARNELR | BSRIREUTRNIT
Ak,

EERBATIEEUUMEZACHN M, LLERER AT SageMaker Studio lRFIEEFHHITAE
FIAEW, BINXFAMNRE , FHERBEHRERNOT,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"'sagemaker.amazonaws.com"
]
b
"Action": [
"sts:AssumeRole",
"sts:SetContext"
]
}
]
}

HIR 3 RIHEMITHBATEN Amazon S3 i E N RE MR

E£ A Amazon S3 HETEN , BLFFEE L TRR SageMaker Studio Fi0 1T A & M iNAX PR 2R B
(NEREBREFIEERE ) .

{

"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
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https://docs.amazonaws.cn//IAM/latest/UserGuide/id_roles_update-role-trust-policy.html
https://docs.amazonaws.cn//STS/latest/APIReference/API_AssumeRole.html
https://docs.amazonaws.cn//IAM/latest/UserGuide/reference_policies_iam-condition-keys.html
https://docs.amazonaws.cn//sagemaker/latest/dg/sagemaker-roles.html#sagemaker-roles-get-execution-role-domain
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"Action": [
"s3:GetDataAccess",
"s3:GetAccessGrantsInstanceForPrefix"

1,

"Resource": "arn:aws:s3:us-east-2:111122223333:access-grants/default"

MELETLDEXENRNEKME , 525 (Amazon Identity and Access Management Fi A 1§8E) &
RO A R 1AM B 5 RUR

SR 4: AESEANAS

BREAIEBEANA PSRN FEANAF 28 2 SageMaker Studio 13,

S8 5 : 1% B Amazon S3 H R R &

EiR{E Amazon S3 FE A RER | FEMEET IAM Identity Center B & AJ1S & £ 4£ 3%/ Amazon S3
FENREERPNSR, RBOYTESITHUATES :

1. 812 Amazon S3 15 R PRE 2SI,
2. IR HIFEMLE.

3. BRI , RIFISE IAM Identity Center AP =RA 5198 ER Amazon S3 N B SIX LU ERN K F
£ (BINBETE) o

HIR 6 : &KX SageMaker YIGELHEBRAF EEREFE

1£ SageMaker Studio & , BEIFHY Jupyter EICAHIBERYIZREL, ElZTHIE , TRA TSR

EEQFEEEHRIAFEARELTXRBLTERRS,

1. $TF 1AM Identity Center & &

2. EBAF,

3. EAFTHL , 6 EZBREEEBEHSTENAFNAFR,. XUt ZEETTEAFEENTH.

4. ERAPREL 6 &FERSBFETF, FREAFZLESHINREZR R ZAFPL T ERRANSE
o

5. BERFERIZEFENELH Amazon BRERBF (ARN ) BRAFE | BEAFERHHNRPERERAFE
BalE , AREEREHIAEL ARN,
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LT ROIBRRT ERARAFEEENSGELERFERSEENFHHERER,

Profile Groups (0) AWS accounts Applications MFA devices (1) Active sessions (5)

Active sessions (5) @ End sessions
You can end any of the active sessions in this list. The list shows all active sessions initiated by wei_zhang Learn more [2

P - Session type .

\ Q Find sessions by client or used by ‘ ‘ All v ‘ 1 ]

()| client a | Session type v | usedby v | 1P address

) - User background se... arn:aws:sagemaker:us-west-2:777788889999:training-job/trustedidprop-trjob-12345a6b -

SR 7 : &EF CloudTrail B ELAREA[{E B 3 #I1£ & CloudTrail

BRUESREERE , BELE REonBehalfOfJtE T A CloudTrail WEH AER, userld FE
HERBVILMAELR IAM Identity Center FAFH ID. BAF CloudTrail E4#3R 7 A5 & & BT
2.

"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789EXAMPLE:SageMaker",
"arn": "arn:aws:sts::111122223333:assumed-role/SageMaker-
ExecutionRole-20250728T125817/SageMaker",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/service-role/SageMaker-
ExecutionRole-20250728T7125817",
"accountId": "111122223333",
"userName": "SageMaker-ExecutionRole-20250728T125817"
I
"attributes": {
"creationDate": "2025-07-29T17:17:10Z",
"mfaAuthenticated": "false"

},
"onBehalfOf": {
"userId": "2801d3e0@-f0el-707f-54e8-f558b19f0ald",
"identityStoreArn": "arn:aws:identitystore::777788889999:identitystore/
d-1234567890"
}
},
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BT REGEREM

R EE B EETHIE S BRI % EMaxRuntimelnSeconds R IEFRAFE &L
EIFEATE , SageMaker Studio RIE{TIZFLWREZDNAFFEEXESENEFH—
““MaxRuntimelnSeconds —1

BXEZEE MaxRuntimelnSeconds , 155 % Amazon SageMaker APl &% /1
#iCreateTrainingJobStoppingConditionS s w.

RIS

EFRBE DM AMEBIESCEAZRAG |, S LOEE AT IRSS SST 4R B 7 E) 422 4

« Amazon Lake Formation -EX1E% , i5Z#i%E& Amazon Lake Formation £/ IAM 53 H /0,
- Amazon S3 Access Grants - BX1ES , B2 £ IAM Identity Center i%& Amazon S3 i [E] £ R

i,

1% & Amazon Lake Formation £ IAM S35/

Amazon Lake Formation 2 —I#EE RS , AIfE{t Amazon EEIE RN CIEZMEE, ©A B3{LHIE
WE, RENZLEE , NEENI T SHBIERAEHREDKFMHE., Lake Formation 2B/
HREHHER T Amazon DRSS ER , FAHLAEBSRIRE., RIPHIEHHMNPIREUNE,

EBRUT S REE Lake Formation , fEHEEHBES IAM Identity Center M AIE 053 , ETAF S
B R T BTENR,

FRFZMH
EFRAHECe  BEEREUTHA :
- BAIAM B4GH0, BUERALELARS, BAXESER , H2H LTRZHNEIEZSET,

REAE S HEBHSR

1. &M IAM Identity Center 5 Amazon Lake Formation , i5E81&F Lake Formation 5 IAM Identity
Center EZHRHIESl.
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/A Important

MRIEE T Amazon Glue Data Catalog & , WA 21X L3R F 8Ei@d Amazon Lake
Formation [a IAM Identity Center AR MIAR FiHENR. BEXEZELR , FSHE
Amazon Glue Data Catalog¥ 8| X K,

2. GEMBEEHMME,

SEM Glue REUEFTIER S3 LB, iX#E , Lake Formation S EEHRITIEEIIFIE S3 UEM

5B 5 RIAER , NMEEERSARDEE S3 MR (Fln, LEEMN Athena RE AR )
WorkGroup

a.

S/ %l Amazon Lake Formation #Z2# A S B+ “BEE” B9 THHEEHNE, &R EM
=,

FREVIGET IAM EHE,

Cancel Register location

£ Amazon S3 R FERY |, #i A Amazon Glue REIFEMER S3 KR,

IAM Beils , MREESAESNEREER  FATEEERSIEAR, tIBEAUT
NRHBIHAG,

EFAXEER  FREZECNERBRRflitalicized placeholder text¥HIEK
B, BXRIFMRERES , FSHEERKIEERE., NREBNER FXNEREPIEEN S3
= B 17 B AR

i.  IXPRZEHE :

RS
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "LakeFormationDataAccessPermissionsForS3",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject"”
]I
"Resource": [
"arn:aws:s3:::Your-S3-Bucket/*"

}I
{
"Sid":
"LakeFormationDataAccessPermissionsFoxrS3ListBucket",
"Effect": "Allow",
"Action": [
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::Your-S3-Bucket"

]
},
{
"Sid": "LakeFormationDataAccessServiceRolePolicy",
"Effect": "Allow",
"Action": [
"s3:ListAl1MyBuckets"
1,
"Resource": [
"arn:aws:s3:::*"
]
}

i. BEXER: BMEE sts:SectContext ( IEEMPEBHNATIRIE ),
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Sexvice": "lakeformation.amazonaws.com"
}I
"Action": [
"sts:AssumeRole",
"sts:SetContext"
]
}
]
}
(® Note

SN IAM BEARSKBKAE® , FE8E sts:SetContext BIEMNR,

d. SIZIAM Befs , EEIME.

5/ Lake Formation #1701 & 1944 #& Amazon Web Services Ik F°

Amazon Lake Formation X Amazon Resource Access Manager (RAM) £E X | HFFEK
F? Amazon Web Services K~ M # BN E MK 4 T4 E Amazon Web Services X158, #H[E B =4
E#9 IAM Identity Center 4A433L I8t Amazon Organizations , E ] AR TS FREE. BRESE
B, 53 Lake Formation H#JCross-account BifE =,

£/ 1AM Identity Center iX{& Amazon S3 5 [AIfXRE

Amazon S3 Access Grants 2= Z ENET B OMNANEHRIZREEED , TR TFENIAR S3VE, &
A[LAEIE Amazon S3 Access Grants , EiZmI4 )l B P A B F Amazon S3 FEBR G RINER, &R
LR E RS A S3 Access Grants 5 IAM Identity Center B , SRBLAI{E B 195 1.
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RAriEmE

FRZMH
EFBAHEZE , BFEEREUTHE :
- EBEHAIAM B6dt. BUEREALAKS. BXRESER , HE5H TREFATEEE,

B IAM Identity Center B & A {E & 0% #&HY S3 TR PR E 12
MRIRELE —A Amazon S3 Access Grants E5EMHMUEBRISLS] |, BIRBLUT T RIEE -

1. XBXI&EY 1AM Identity Center SE4l,
2. BB

R IR KR BI22 Amazon S3 Access Grants B2 |, FIRBLUT S RIE/E :

1. BI%# S3 Access Grants S=fI-#& A LA B/ MAccess Grants3= 4 €12 — /> S3 3£ Amazon Web
Services Xi#, % S3 Access Grants SEHIBt , LA EF I IAM Identity Center S5 4511E I

&, HIZHEEH 1AM Identity Center SE45] ARN, & T—%,

TERERT Amazon S3 Access Grants 124

S | # [ Q search [Option+S] B 8 ® ©  unitedStates (N.Virginia)

Grantsinstance  Create $3 Access Grants instance e
When you create your 3 Access Grants instance, you can use identities from your corporate directory or you can use IAM users and roles. This Access Grants instance serves as the container for your individual
grants

[ @ Choosing Next will create the 53 Access Grants instance and proceed to the next step. ]

| & Y02 S3 Access Grants SEfII”TTH

SEATE Al it -T2 SR B P 8122 Amazon S3 Access Grants SEIfE , &5 AT AT &SR 61 E /A —
N S3 # ., Amazon Web Services [X13 S3 Access Grants (L E & FERIA S3 X35 (S3://) .
FRERBRATRME B EN IAM A€, S3 Access Grants X ALk Amazon S3 & , KB EEH
ZREMNENERNERMBIGNEIE, BUMEE S3 Access Grants EHIHEMED —MILE |
RIETRERI A N RE .
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NFMETE , BEE s3://, AP E8ZXKENNMEE#ER. XRASHERAROINHEEN
ESE. MREESRHRNEBEFEARS , AHUBEERENFERMM s3://bucket 7
BB s3://bucket/prefix-with-pathe BXEZEL , 20 (Amazon Simple
Storage Service AAF#EFE) PHEMLE,

(® Note
BWIREERE FIHRINEMN Amazon Glue &£ S3 U BESSHE KRS,

ZEREREBIZNERE IAM A€, ZAGRNIEHRZVLETENNR, EATLUET S3 #
HEMSURZAG, BEFEEREZ IAM ACHNEKEPIEESRMN S3 Access Grants 3£l ARN,
#&1Y S3 Access Grants 32f5] ARN WERTAE N arn:aws:s3:Your-Region:Your-AWS-
Account-ID:access-grants/default,

AT R KRG R OIR 20122 IAM A/ F Amazon S3 PR, FEMEERKEREI LI S3
Access Grants RS E47E1Z IAM A€,

a. MPRZEH

EFAXEER  FRALECNERER R flitalicized placeholder text®¥HIEK
B, AXFMREREL , BSHUERBRNFEERK,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "ObjectLevelReadPermissions",
"Effect": "Allow",
"Action": [

"s3:GetObject",

"s3:GetObjectVersion",

"s3:GetObjectAcl",

"s3:GetObjectVersionAcl"”,

"s3:ListMultipartUploadParts"
1,

"Resource": [
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RAriEmE

"arn:aws:s3:::*"
]I
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "111122223333"
}I
"ArnEquals": {
"s3:AccessGrantsInstanceArn": [
"arn:aws:s3:::access-grants/instance-id"

1

"Sid": "ObjectLevelWritePermissions",

"Effect": "Allow",

"Action": [
"s3:PutObject"”,
"s3:PutObjectAcl”,
"s3:PutObjectVersionAcl"”,
"s3:DeleteObject"”,
"s3:DeleteObjectVersion"”,
"s3:AboxtMultipartUpload"

]I

"Resource": [
"arn:aws:s3:::*"

1,

"Condition": {
"StringEquals": {
"aws :ResourceAccount": "111122223333"
},
"ArnEquals": {

"s3:AccessGrantsInstanceArn": [
"arn:aws:s3:::access-grants/instance-id"

1

"Sid": "BucketLevelReadPermissions",
"Effect": "Allow",
"Action": [
"s3:ListBucket"
]I

RS
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"Resource": [
"arn:aws:s3:::*"
1,
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "111122223333"
},
"ArnEquals": {
"s3:AccessGrantsInstanceArn": [
"arn:aws:s3:::access-grants/instance-id"

]
}
}
}I
{
"Sid": "OptionalKMSPermissionsFoxrSSEEncxyption",
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
1,
"Resource": [
wen
]
}
]
}
b. EEXE

£ 1AM BEBEEXEEH |, [@ S3 HRINPREERS (access-
grants.s3.amazonaws.com)E AR FXECIELN IAM SENIHENR. At , BAT el
BE—1MNEEUTEAN JSON X, ENEERBFMNEENK,  BSAEHAEENERT
ERAUBRAE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"sid": "Stmtl1l234567891011",
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"Effect": "Allow",
"Action": [
"sts:AssumeRole",
"sts:SetSourceldentity"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333",

"aws:SourceArn": "Your-Custom-Access-Grants-Location-
ARN"
}
}
}I
{
"Sid": "Stmtl234567891012",
"Effect": "Allow",
"Action": "sts:SetContext",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333",
"aws:SourceArn": "Your-Custom-Access-Grants-Location-
ARN"

},
"ForAllValues:ArnEquals": {
"sts:RequestContextProviders":
"arn:aws:iam::aws:contextProvider/IdentityCentex"

}

#12Z Amazon S3 i8] X PR &2

MREBBET A S EMLER Amazon S3 Access Grants £ , B B<Ek IAM Identity Center 35
B, MAREIETN, £ SIEHANERNAE , TRUTHRE
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Bl

1. EFEL—-FRENNE., SR LUBEIFNFIIRE/DRPCEE. FRIHRATUR
bucket, bucket/prefix FMEBEHPHNR, EXREZEE , BEZH (Amazon Simple
Storage Service AAF1ER) B FHIH.

2. ENRMFEET , REFREFEIAN/HE A,
3. ERNFGEBAF | EEXRE IAM Identity Center BB Z & 17

4. 1AM Identity Center A4 ID. & A LATE IAM Identity Center 21 & B A 7 #4A XE Kk
BAFMA D, BT —F,

5. EE&ATHITE , Bl S3 Access Grant IR E , REEFROIEEN,

TERRERT Amazon S3 Access Grants #2#| &P “RIEZBTE :

B H 2K OAuth 2.0 NARERF

AESNERETFREENNARFES R RAFERF Amazon RS FHHE, NHEFEHRNE
BEETHPSS , At , EBAAUBREAFNIAGAFPNEAKR R , RTFHRNR. AFHED.
RE|ANHITHREAR EbEH IR ERSRHEN BEM CloudTrailE#HH,

BYEUESMEE, ARUUERREFEXEBRRNARSF  MZNARFAIUEERPEERAFN S
4 , LAV A Amazon Web Services RS R BHE,
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/A Important

B EEFIEEN N ARE Amazon Web Services BRS , %M 1AM Identity Center ZAEZB#Y
AESERATEREREGHE, IGTHEATERTUEZE THEMN OAuth 2.0 BIRSE S,
X LSRR IZ AR #2158 R Amazon Web Services RS ( RN ARF ) WNNARF. Bx
BZER BN BINESEAGEERANARR.

E3-
- REZEFIEER OAuth 2.0 AR LUERTE 5D ERE
- BEEWENNBRERF

BEAETHAhEERANARER

REZFREERN OAuth 2.0 N AR FAER Al & (&5

EEBEEFEEMN OAuth 2.0 NARER , USRI AIE S 0EE |, BXTEFERME IAM Identity
Center, EANLTHERNEMNNARERFRIMNE IAM Identity Center,

£

c SR ABRNAERFRE

- FR2 EENAEFEFAESE
- FR]3 BESHRIURE

- FR4 - EENAEFEIE

- FR5: ERMEE

S| EBENARFRE

\|

-

$TFF IAM Identity Center #&1A o

ERENARF.

EREFRERTR,

EERARMBARR.

EEFNARFRETH  ERREEEN THREBRENNAREF.
ERNARFEET , &#F OAuth 2.0

o o A~ W Db
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7. BET—F #EAT—R:TR2  EENARFEFAEE.

SRW2 . BEENAEFFHARER

1. EEENARFEAGSRENNARFERNERT  SANARFHIRER , 1 MyApp.
RE , WAER,

2. EAFNEAREET , BRTFIERZ —

- FESE - NATDES LN AEFR IAM Identity Center A MA TR ZMNAREF

NARFERTAM-REEERESHA s NAEFNBARIEEERRNFREERN
ARFER , 522 NMARFEE Amazon Web Services 7 E[1F7 B # Amazon Web Services
AIMIRER “AT I,

- FEESH - AFFIERNE IAM Identity Center AP A BRI BARERF.
N BR A WL - IERI TR F £ Amazon Web Services TR R R RMEIRE R “F 7]
W, BNEF Amazon Web Services T5R[ R ERF#AAERNARFER,

3. fEAmazon Web Services THRI[TF T , i ARG RIKNAREFN URL , HiEEERAREFER
1£ Amazon Web Services TR TFARARANERAA N, MREEZFEFRTN  NEFEE s EANAF
I EEENRAEFE

4. FERRZF (WEE) T, BERNHEE  RARAENE (7 ) EEE.

BXREENER , BSH N EBRFMFFEZL Amazon IAM Identity Center,
EBRT—% HAT—T: FR3: BESHRINEE,

o

S 3 EESHRILRE

\|

B OAuth 2.0 WEFIEENAREFFMNE IAM Identity Center , BATIEETNEHEETE, T
EHERATERULELSETHEN OAuth 2.0 BINRFER. XLETHA TN AEIFERE Amazon
RENARER (BRRENARRF ) WRARF (BRENARE ) #TRN.

1. EEESFORIIRENENATESTHEBET , ITUTE—BE:
- ERUANAETERTE

HEEFANTESTHAMENBNZL , BRHEIRE,
« AIMFHUETEEREE
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1. EFRVEAETEREARE,

2. T F—DEAN T ERARLE T, HR WA [E IAM Identity Center #Z2H| SRR ETERTE
HHLSR 5 EHR 8 Bk,

3. ERXESRE , REZLEATRENAEFNIRLRED , RAREERIRRINH ATESHE
RHmE,

4. ERETHRERMESIRST , EPNIRRNGETETEREHE RS LN EIRE.

REAETEANER  FHIEEEAENIETREAMELND.
2. EEBEENFAETHERHET @A Aud FH, Aud FRATHEANETHATELERNTHE
HBERZER (BEBE ). BXESZEE , H3H Aud FH.

3. EBURFECALNABRFNLTRENRITEHARIE , FEEERARFSER T, BEFRE , HiEmR
60 THRIFH —RLXENTESE , EFXESHIAFERRE,

4. HEET—% #EAT-R: R4 BEENAHEFRI,

F| 4 BENAEFEIL

SERLESEFHNIR  ANARFEEATSUENAEFNTTERIRIBENEIL, XEZIEFE—
NETARABEWEREPER, ZRBERESEE—NERE , ZEAXAERNITIZEEPIEENERE, B
FEAENAREATE— Amazon Web Services Ik AR | BB RFIEE — N EMK,

(® Note

EEARBRENRE , FREFHITESHAENNR, Nt | ERLUE L ERESFHAE T AT
MEERBERITHERE | BN RENBRNR,

ZERBEEMA CreateTokenWithIAM API #8146, BXZKBNWEZEFEEURTREBEZHNFEER
WAERRH |, ES 5 Resource-based IAM 4 H 0 IAM B 4 F /OB R BE R4,

1. EEENABRFEIERE , TR TE—RE

- EREEE-1HZN IAM AS
1. ZBERA—IHZD IAM B,

2. BWA IAM BET |, EEUWE IAM AE€H Amazon BIRE (ARN), EIEE ARN , iEEA
UTRiEE. BT IAM BRREKFIR , Bt , ARN HXEE D R ZEHN.
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arn:aws:iam::account:role/role-name-with-path

BXEZELR , S HAmazon Identity and Access Management A IEEFHNERAE T &
REY KBS F] IAM ARN #t 1T Cross-account (Al

- EFPRERME (WREEIFAmazon TF , MR HED ) | FRITUATERE
1. IR YRE N AR T R,
2. 7 JSON MAMEHRBAZMUE XA | BR R,

3. BARMBIUIRFFENEARLESES. BRAENES. BXESZER , B5H
Amazon Identity and Access Management F 38R HIRIE IAM ZKEE,

2. BEET—%F #AT-—R:FR5: FEAEE,

HB|5: FRANEE

1. EFENRERNEY , FEEMMANERE. ERTER , FEAEMENRERS , &&FRE AR
HATFRENE R

2. ZRJE , ERMINAERF.

3. BANHNMARFRESEESEENNARFIIRS.

4. 7E IAM Identity Center FiREZE FHEEW R ATEF S Amazon Web Services RS , HHIEE— 1
REZNATEORENZEENNARR. X AFREBEXZFEENNARR , FiEEA
ENRAERTPHHIE.

BRREZER , FEoHR BEEAGENNAER.

BEAEHNNAER

REFECFHENNAERE , TN FHEEBEE -1 RS A{E Amazon BEHAGNARF. B
E—T Amazon fBS5 , ZRSEEEFRENARFNASFERRNKE. SENRAFERESE
ENNAEFN , ZNRARFSRAFNSHERAAENRAERF.

ERAUATIRERERS  AENZRSEEREENEMNAERF.

1. 3TFF IAM Identity Center &l A
2. “ERMARER.
3. EEEFREERI,
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4, EEPRENRARFIES | EBEELEFHERN OAuth 2.0 NARR. XEAS BB
SRR,

5. ERMAESNENATEOEENTENARET  REEETENARR.

6. EREBXAT K BERIANARFHEEHANER, RELET—5.

7. GERERSTE , GERETHESAEREN Amazon RS | B SN R RS T EEXE R
ARFETEHEE  RAERET -5,
FHBERRSEN T TNEENRARRE. LRET - SROEENARR.

8. EABNARFAE , REEANAER  HENTLERSHERNEARFLEERE A5
BT -5,

0. ERBFANEAENEESET , MTUTE—RE
C REENARFNBERER - SRLETT NSNS AEFEERRN S ARSI, $EE
HEREFARRASNSARER  RELERES AR, EEAANHEARERAIT | BE
BESERHANRES , AEREREENR.
. B R ARF ARG ARELE - NRFRELHN SN AEFRBHARRES | F
BRI,

10. #BT—%.

1. ERERENES , FEEFHOEE. BHEEY , BREFENRERS | HBHEBER
|, AEHAFENER,

12. BRE , BEEENARER.

BEUETEAmEERANARER

AETRRITEEERSENSRTEORIENNAEFPEATESMEE. AmazonBE A[E S
ZATHH , A UENXENAEFAREAFRE TR Amazon £ENARFHER,

LTEBNMATAETHEABENTESR , HEHTREES.

ES]

- AETHEEHERR

- HYAIETERATENLERFGENEIZER

- JTIFHEFAES

- IETHEAMENEERE

REFAETHETE

L] 'Lx
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« ldentity-enhanced IAM & 41E

AETREMEBRR

AEEMEBRERMET —"E , AT EABHTEARIN Amazon KAEFFERAATESTEMAER
RHAFAHER, IETHAMERTAELETEMN OAuth 2.0 BRINRF R, XETERNIPL
KiBiER (BERBARRF ) BLAE Amazon Web Services fRSS ( WM ARER ) WNARRF. BXK
WM ARFRREIAGETHRARERIEIFANAFRARIFRIER, AIESHEAMRER IAM Identity
Center BBHEXLRF,

Amazon Web Services IR W ERWAFRESHFOBEZRPRERNAFLPMBAR R BEREETT
HBBEHNRBMETN., Amazon Web Services RS TREEEFEARBARSELITENKT,

N T EFRIXANER , IAM Identity Center 73 1EKim M ARG RimNAREFFEAB Amazon Kz
BFEREHET-—®AZE, SUGTHRATERMNTERIRN IAM Identity Center £ T, 1AM
|dentity Center 4 BB 815 @ 48R A9 IAM Identity Center AF, ERIENARFREIEFFEATS
EEEREN AR ARER. BTHSESIAT IAM Identity Center FEVAERI AP, K b iEURIR B
FAf2 7 A LARHE 1AM Identity Center FE RV A P REA K R RHE , XN E RV R PRTR

/A Important

EEFF OAuth 2.0 RBRRSBH/AMA T ETHATER —NEEFAZTRNRERE, LR
BEANTETHREAAERTUTES

- NEEPEENHFBHTEHRIE,
- BERZA P BRI ERERAER.
o £ —1TH , ik IAM Identity Center AILUE R # X IAM Identity Center BIZEEY T,

X AME S A ENERFZHENEESEM
HEREUETRAMEZH , BEAEFTUT ERZHINEZET,
« IETHRTENEE

IEBMBLE OAuth 2.0 RIURSH ( IETHEARE ) . REUGETHAKERERERAE IAM
Identity Center SRR F A IRMHE , B FEREMIBER. BXRUMAREAETERATENER | i§
S REX R E R T,
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® Note

BERZALERE 10 MNIESEEAME , FEd15 IAM Identity Center BB , ik , &
RENUESEAMETFENAFN S MBBEE IAM Identity Center Y4B RLA F~ BI AT,

- BIETHEMN OAuth 2.0 BIURS SR ( AIMETHEAME ) 49EH OpenlD Connect (OIDC) & Miw
&, |IAM Identity Center AJAEAZIHRREATRIESELEEN L. BEXEZELE , B5H
OIDC Z#;im = URL ( £ & URL ) ,

- HAETRRAMENRNTHE

KEAESIREHENSEATBRUTER ;
. SMARANEE | HRAMEME RS256 B3 JSON Web S8 (JWT ) #5,
. SIEATAETES

« RInE (iss ) - MR TEIRE, HELAMEAESHEAMEN OIDC KAKI (KK E
URL ) FECERYEHITEL,

. T (sub) - B ERRIEMAL,

« ZAX (aud ) - TENTHERE., FTEE%EB IAM Identity Center IS RIRFRF R
Amazon Web Services fR% . BXEZEL | B55H Aud 8,

« EIEAET(A] (exp ) - BHESHMEE,
- SHEANREHTE , CAURHESE,
. TRMANEE—NE5—F IAM ldentity Center BF EBHE—TRNKXRNE tE.

® Note

X FEFXI KB Microsoft Entra ID 89 JWT fEAA B EN LR %4, MR EF Microsoft Entra
ID SRRENETHARMERSFER , BOEAEENZEFA,

. AL

IAM Identity Center X#f RFC 7523 FENMMBAIIEFER, BXELZESR , FSHL RFCHE 3
:ﬁ- D JWT *ﬁﬁﬂ]ﬁfﬂg*o

Plan , SRETNES JTI(JWT ID) F#H, hHER ( MREFE ) IR EERHERE JT WETHREES
ATHEX%. BXJITIFHNESER , B30 JTI FHEHAEE.

- f# 1AM Identity Center SRE SR AMENE TENEE

AETHAmE 240



https://openid.net/specs/openid-connect-discovery-1_0.html
https://datatracker.ietf.org/doc/html/rfc7519#section-3
https://datatracker.ietf.org/doc/html/rfc7519#section-4.1.1
https://datatracker.ietf.org/doc/html/rfc7519#section-4.1.2
https://datatracker.ietf.org/doc/html/rfc7519#section-4.1.3
https://datatracker.ietf.org/doc/html/rfc7519#section-4.1.4
https://datatracker.ietf.org/doc/html/rfc7523#section-3
https://datatracker.ietf.org/doc/html/rfc7523#section-3
https://datatracker.ietf.org/doc/html/rfc7519#section-4.1.7

Amazon IAM Identity Center ArfEm

1838 273 B 1AM Identity Center , 3 IAM Identity Center RE &R , ABSAESE AN EE
FPHAFRNRNBAF,

A, BRATIITUATE—RE -
- FRASHEERS (SCIM) 2.0 MY , FAF RS E IAM Cross-domain & 130
- [BZ7E IAM Identity Center I F,

JTI FRFAMAES

R 1AM Identity Center W3R THEMER , MZTEEL4 IAM Identity Center 3 |, %iFK
FEM. ERNHAPIEEEFATEITRER , BELURM JTI FH, 1AM Identity Center AI{RIE T hE
REVEER | BB ER,

F3EFRTA OAuth 2.0 BIRSFZRE @SR JTI FBH, BL OAuth 2.0 BIRSF SR AT LA
AINJTIENBENFR, XEFEA JTI FHEN OAuth 2.0 BIXIRS SR TREQ UL FRRME S 6T
FESARPRIBEITHE , hAlREFERMEIFE, BREZREE , FSH OAuth 2.0 RNARS 2/HY XA,

AXRMERRSENNARFES , B33 IAM Identity Center APl X1, BEXxEBEFFEENARERF
DFREMZ M EESENER | B3N ARRERN T,

AETHAMENREEIRE
UATETHATRENEAANETEAMEMBENIRE.
F3

. OIDC %tk 5 URL ( &% & URL )

- EBMRE
« Aud F=Hf

OIDC % &S URL ( %% # URL )

@ IAM Ildentity Center 2 &I AR MAIESE A A ER | HHMIEE OIDC XWiwSR URL, Itk URL BER
FEEHHMX URL , BN /.well-known/openid-configuration. 7E IAM Identity Center &4 , it
URL %7 X ¥&E URL,
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® Note

AL IIH R URL FEZE .well-known/openid-configuration BIEINED . MR
.well-known/openid-configuration @& URL A , NIA]ETE XA EEEFTEME
. B3 IAM Identity Center "2 IUFEL URL , FTEL , 18R URL WERXNFERE , N A{ESHE
ABENREFAK , BF2XHBEA,

OIDC &Z¥lim R URL REE@ETuw O 80 F 443 #t17i510)0

IAM Identity Center £tk URL SREXE X AIMET A M ENHMEFE. B0 , IAM Identity Center £
Al URL SREXVFTEMER , URIEAIESEAMBELERNSE. @ IAM Identity Center R HN A5 T k&
RmER , BIIEEN URL, EEHK URL , BZHAATHNARRFERTEHN OAuth 2.0 B ARS 5
MRMEY  REEERRRHEI KRB,

J& MEBR 5

IAM Identity Center BE B MRS , FAUETHEAMERANSEAREKNAFE 1AM Identity
Center RV ENAFFTE, [ IAM Identity Center FIMAE S XA ER |, BATIEER RS,
HEMEMFATAGESTEAAELENNSEPNFER, FHPNERTEE IAM Identity Center, #
RFEAEENEERZE IAM Identity Center FHVENAF |, ZAFP A% Amazonh AP, &1k
EHF LTS E IAM Identity Center 7P TABMHEEINRFH—NEME. BRI SUERFE
T IAM Identity Center H 3 FHEEMEZ— : AF&. BFHHENAL ID. I FE8MNAF , B 1AM
Identity Center & E R B B L HHE—,

Aud 7 Bf

Aud FIANEESEN BRI (BRE ) . HERFENRNNARFEDTREKSE IAM Identity
Center 1 H R T H ORI , XAFZEHREFIENIESEAAE, BRIFREIERN
MARRE (BYRNARER ) XIIFAESTEAMELERNSEE IAM Identity Center £ I TR
9.

BRIMAREER RN ARFEUETER T ELIMOZRFHE , BERAGETHRRABEN ,
FRRAGTERATEERER T REB,

REAETHERTE

EH 7 |IAM Identity Center A HITEHRIENNAREFERAAEIOEE , XIB—BHSHER
RREBAESHAHE, IESHAHER—Th OAuth 2.0 BINRSEEE , AARBERNNARRE (B
RBNARRE ) R TE. TEERNXENARFRXREAFP OERNAERXEIER (@ Amazon

Web Services R%).
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£

- IMAEEAGNIIRR

- REAGTHEABENES

- 0{AE IAM Identity Center 2 HEI RN ETHERAE

* W{F% IAM Identity Center BH AP EERFEAETHRAMERE
- FRAAGESHEATENNARFNRESENERRE

MAEEABMIRR
AEREBAT , —REERAARSITRENETHRANENENMELERS. NREZREER

WITXEES , WRERDDE, TRERT S NMNEERMANBIREFTETERITEFEE Amazon
AR S5 BAE AT A

® Note
ZN AR A L2 EME IAM Identity Center S£5% 3 215 115 & 1045 1B/ Amazon BRS-

BXREZER , B REAGETHEATENES.

At AT EFS 7AEPSE
IAM Identity FAL IdP ERNAIETEERAER HEB 1P (AIMETHEATE ) BEERA
Center B2 7 HnZEl IAM Identity Center $#2#1 &,

Amazon RS EE R
#BH1E IAM Identity Center F15AEB
|dP 2 [81& & [E W50 /B Rk g,

HAEHEMAERME IAM
Identity Center 2% &/ , BXI
Amazon RS EEA,

SAEB 1P ( AIES ECESNED IDP , ALK TR IAM Identity Center B &
BEAmE ) BEEA

#BH1E IAM Identity Center 1A &8  Amazon REEBEE R

|dP 2 8% & [E ¥ /B Mg,
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y=:h=:) PATXEES AR &

[ Amazon IR EE R REZ XA
*’J’_\ ( Aud EEH ) )

Amazon FREEE KE Amazon REEBHIAEF RS IAM Identity Center B R

=i

EZEENTHEERTE, £ IAM
Identity Center B 5 N H 7R N ZE
IAM Identity Center #2#|& 5 , AI{E
=M & B FE Amazon RSS2
BFER,

AEIdP ( AMETHERTE ) EER

F Amazon RS EENFEATUES
ME1TE,

REAFETHRRAHENES

BREWETHEAME , IAM Identity Center EXE R, A& IdP ( AIESHEATE ) EERANNARRF
EIE R BT TES.

(® Note

ZN AR RFEME IAM Identity Center £5% 3 X 15 & 1045 1Y Amazon BRS

FAE B L M EPRIME IAM Identity Center - IAM Identity Center B2 & £ IAM Identity
Center #ZH| A AP ANAETHEATE. LHEEFEEEUATHEA :

- AIETHAMENENR.

- OIDC A#Miwm= URL ( 7 IAM Identity Center #ZHI&H |, tt URL A KHHE URL ) . KIAImK
HEE@N im0 80 # 443 #ATiH M,

- HAFEANBEMEMRS., KEERFATAGSTRAMELERNSHPNER, FHTNERT
# % IAM Identity Center, 2R EFAEEMNE MR E IAM Identity Center FEIEANAF,

F@@ Amazon REIE#EZR IAM Identit y Center — Amazon FRE EIE [ HE AN ARF A
FRERF APl (iR H &R AR FEEER IAM S48 H D,

FrAESEM A EZRME IAM Identity Center #2#I A5 , EHH S Amazon JRSEZEF SR AN |
Al Amazon RFEE R EE,
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3. BMETEIRWER-E Amazon RE#EHIEF , Amazon REEE R Amazon RZ BB N ESF
AESERATERTHSE., XESENTES IAM Identity Center £ TR, XFEEES
R1HPZEENRMRITENENR , UK 5% Amazon BREX MR TREE,

ZEANKTIRTEERERTHRTAIRERTRIBE , ARAZATHEHRIZ Amazon RS E
M. BREULE , BHRRAGTHERATEEER,

WAl E 1AM Identity Center #EHI &R MAIE T LA &

EHEZREERAMNALD | HESSH IAM Identity Center BE R 1T, MRER IAM Identity Center
BER , MXTOERERABNAL AP ERNAESHEAHRE,

E [ IAM Identity Center #EH A RN ETEXAE

1. FTFF IAM Identity Center & &

2. BERRE.

3. ARENHEL , EFSMHRIEETF,

4. EAESHEGET  LERUBUESHEAMRE.,

5. ERENE AP LAAABFTHERENATESTEAAEFAGET , HITUTRE

« ERME URLH , EERNAGESOEBRATENIALE IdP B OIDC K3 URL, HIEEK
ik = URL FEZE .well-known/openid-configuration BIEAIER D, HED IdP HWEE
A AR URL,

(® Note
AR URL RSN AEEDERRAANTEPNESE (iss) FHTH URL AL
[

- ETERMEBECHET , WA—NEH , UEE IAM Identity Center IR AR FH2H A HR
BRAESIRETE.

6. EMHFEMT , AT TRE
- NTEOREBEL , NIIRPER—NEMLE , LIBRSTE] IAM Identity Center F 3 7 FHE
o
« XIF IAM Identity Center B , NE MRS ERHERIE M.
7. ERE (L) T, ERRIFSE , RENE (i) BHEE.
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BXHENEE |, B2H N FEFHMNFZ Amazon IAM Identity Center,

8. LERCEAETHAMNE.

9. BEZUETHAMER , BHRANARFEERR , SAMIAIESHAAENER , SUEMT
DEIARETEAhEEERANEHEFAR

10. NARFERAXNEERANEHAETERLAGETHEANE , TRATTAFPNIIE S HEBER
ENNAREFRRIAREMNARER.

{A7E IAM Identity Center BHIEFEEIRBAETHAMERE
FAES A /mEDME IAM Identity Center #2#H| A5 , B UEFNEBHEKIRE,

MREUTNNRBUETHERAHERE , FiE  SHMITRRKSBAFTEATREAEENERATES
BREENNARERF. ABEFMAFER , RINBUEERBREZH , SRENEATESTHR®
ENNARFEERRITHE.

E 7 |IAM Identity Center EHI AP EERREBEAGETERTERE

1. $TF 1AM Identity Center & &

HERIRE,

FRENEL , EEFHRILETF,

EAETHATRET  ERESERRENAESTHERME,
EFRE  RARERRE,

AREBAGETHEAHELR  RETEEFTUREBERE. BUUREBUETHRTERN. BER
S MR,

ERREFER.
8. HEBEUETHATEXNEED 6 RESRTFEHINRETERITER. BEEHIA,

2

~

EAAETEATENNARFNREIENERRE

AP BEANETRAAERTIEEOEABNNARFNRESENERAE. TERHTHIRE
HYBEIR .
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UTEREHTEXRUEENESER.

1.

RE IAM Identity Center M#EU Amazon HEENARFUEATESHMAE. EXEE , S
HREAESTEAMENTES.

. SRAFTFERENARFE , HRREFSE.
 RHBERNNARFOAESHEMAEEFERTE , LEEKE Amazon RENARFREER, M

RAFMRBITHEHRIE , IR ESHRIERE. SHIEUTER
° FHFEI‘JIW (SUb)o
+ IAM Identity Center i F7E IAM Identity Center Z #4085 FA F /& ¥

« ZA (Aud) B , EPEENESERA T EEZERIS Amazon KENAREFHEXBENE. URF
EEMFR | 1AM Identity Center A &ERA T,

RHEERONARFHEEAN Amazon WEHRFHFTHEAEEL IAM Identity Center , FHiERFFZ

T |IAM Identity Center RIS 1. MREER Amazon BT , TEEEENLAHIE
ERHEF. BXEZEER , HSHMEX Amazon BENAREFH X,

. IAM Identity Center £/ OIDC ZHix [RIRIATA TRIEGEEXMEN2H, R, IAM Identity

Center 2HITUATIRE
° Bﬁiﬁ%#‘i’o
+ 3K Identity Center B3, At , IAM Identity Center & fF A+ @5 E MBS E M,
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o AP EEHBENIS KRN ARF. RS Amazon EENARFRENERGALM
ArEAES , VARSI NARFHITER?EIETHAN D E ; SNERGHIEL, R
Amazon RFENARBRFEENTZTEAFPNADE , NOEBFHREHTT,

(® Note
Amazon RFEERANRERE , ATHERESFEENAFMNEAHRIToE. WRETTHXIF
XENARFATAGSM0EE , BRINEBENTEERCINEEIBRRE, BIEERET
AWAFHESENARFRRNANENR , BRFESTHRREEATRESSHEINT
N, SIEPEA XX ERIRNIGE,

- RIERHBERNWEARFRACHRENFEAEY Amazon RENAERFHNENEE,

6. MRBEA KIS TR , IAM Identity Center R8I — Nt MITERTER (MF )OS
k&, A 33E IAM Identity Center PN AP &4, U Amazon TENAREFHIZ A (Aud) ,
PARIERH R AR FEREW Amazon RENARF A HERNTUERNEE,

7. BRIGNARFIEFANRSEFBZEVRRARFRERIRER , 3 IAM Identity Center 4
BT EEREGERRENARER.

8. BN AR A IAM Identity Center SREVAF B MESE P HRBHEE. ©EATREERMN
Identity Center B sxHIREVA P BMHESAFWHER R BK.

9. BN ARFEAERNEEXRBEAFRE/IEN , TiHEAERNWEARRFTR.

10MMRAFENFRFABERONARERIR , SZUHNARFSXE R WA,

MAFNSH, KREMNRITHREAREGE4BICREZERNNARR BERM CloudTrail 44
B, ERXEEENEHAFRNRNARFEMR.

Identity-enhanced IAM & &4 1F

Amazon Security Token Service(STS) fEN AR FEEBIRF H M ERE IAM AR 21E, |dentity-
enhanced BELEEF — MM EH LT, ZLTXCFAFFRIREFTEE Amazon Web
Services BRSS FriAA/M £, Amazon Web Services RS BT EATE IAM Identity Center R & A F V8
HRARENEME , HEASIRERA S HE TR,

Amazon B2 EE B Amazon STS AssumeRoleAP| g% HiE R HEEFR
BProvidedContextsS ¥ {£iEHH A FFRREF (userld) W ET XM SR B HigEA A
B4iE, AssumeRoleiZ E TXHIERMIMA CreateTokenWithIAM SSO 0IDC &R EI#Y
idToken FEHHIREM. = Amazon NARFFEASHIEREABXEHR TR , & CloudTrail id
Fuserld, BEHLEMNREMNEE, BEXEZELR , B35 Identity-enhanced IAM A& 4£iF1E %,
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F&
- 5HEET IAM AE2FEHERR
« ldentity-enhanced IAM BB 21EF10%

B1EEE AM AB2EHRE

Amazon STS A MBIERMTRIXEW 4 1E88EE IAM BE241E , EABRTABEREHH LT
XHiE. AssumeRoleE M IAM Identity Center SRERF B FEMNMARERF , @ IAM S S1ERN
sts:identiy_context ( #%#% ) & sts:audit_context ( NEERBEHEZEF )., 5HERE
IAM BEXERERAXELETXHSHHN—1 , TeERINRARE.

Identity-enhanced £ sts B2 IAM A &1 identity_cont ex

LEMHEREABLIFEEE sts:identity_context B, A Amazon Web Services RS &
RERFEENZETAGRXEFRERNAF , ERETAR, XBFETAPNERKE Amazon Web
Services RS , TNNAERFEEARMOAFSAFAEL D E AR RAZES,

Amazon Web Services lRF F*XHETRHPHNENXE , H2 B, sts:identity_context
CloudTrail i23% IAM Identity Center AFHAF ID URIZABXIMNFERE, BEXEZEE | BS
1% Identity-enhanced IAM & 4&1518%,

EMNFIREULE B AR A A B ATE Amazon STS , MARFFEHAssumeRoleiE K
SHEERPIRMZsts:identity_contextFERHProvidedContextsfB. fEH
arn:aws:iam::aws:contextProvider/IdentityCenter #£7 ProviderArn H{E,

BXRABERITHNEZEER , 52 HER Amazon Web Services BR% 314,
Identity-enhanced £/ sts: audit_context 812 IAM A&

T E£sts:audit_context , AF/E A Amazon Web Services RS iEZAFP 5% , MARAEFRM
HEBEPURE., Amazon Web Services fRSS HlEsEBFEHE — L FX-sts:identity_context-
REIX—BFIRHMHRPURE, BINEBWEFREHFNTESHEERBHER

sts:identity_context,
|dentity-enhanced IAM B8 41E12%

@] Amazon Web Services fR% A S0 1ERE IAM BE2AFNAFPXEERN , BN IAM 545
DuserIdfF & FZE|iZ0nBehal fOfLE CloudTrail F, EHMEFH R CloudTrail B 5 Amazon
Web Services BR%. HIEFTHE Amazon Web Services RS #4i2% onBehalfof t&,
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LA 2 [ Amazon Web Services fRSS EA BB EE AR SFELHWIERNME RN R, CloudTrail

"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLE:MyRole",
"arn": "arn:aws:sts::111111111111:assumed-role/MyRole/MySession",
"accountId": "111111111111",
"accessKeyId": "ASIAEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLE",
"arn": "arn:aws:iam::111111111111:role/MyRole",
"accountId": "111111111111",
"userName": "MyRole"
3,
"attributes": {
"creationDate": "2023-12-12T13:55:227",
"mfaAuthenticated": "false"
}
b
"onBehalfOf": {
"userId": "11111111-1111-1111-1111-112111112111",
"identityStoreArn": "arn:aws:identitystore::111111111111:identitystore/
d-11111111211"

}

¥ IAM Identity Center iE$

IAM Identity Center £ FIiE+7E IAM Identity Center MZH N ARRF RS IRMEE < BE L SAML 51F
KR, HETE IAM Identity Center RN AT , RE2 B3 81Z —1 IAM Identity Center if
P, UEERESIRFEZNAERFR —E6EH, RIABERT , LEZIERK IAM Identity Center iE$
WA EE,

#£5 1AM Identity Center BB R , BENEEFLAENARFNIBERERNFIESR. HM, HiEH
B BHIRER , BUEFEERIEF. AFEHER BIEPHEIREFRNIEBER,

RIIEP Z B ERE

FEFFRTE IAM Identity Center FRECIRIEFH 271 , BFERATEIM :
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« NIERREEEREEFHFEL IAM Identity Center MRFiREEzBNET. EEHELEE , B
fEH i IAM Identity Center IE$ FIRENERF,

- MRFREBENEPTRXSHAFPNRSE NPl , EXRIEMREILEENLE. WRATEN
i, BEESER BRI R RE,

¥ |AM Identity Center iE$

R 1AM Identity Center iIE P R—NESREE , FRUATHEA :

A RRTIE B

R 5 78 00 2 AR S5 12 A e 9 P 0
FRNEBRERTERRES

T B 3E S8 BRAR A E 45

BUTIRFERLTHRESERTREENARFNIERERERE,
HE 1 ERFES

A LU IS4 B BYET 1AM Identity Center iEBE BN FERAUTEM :

- BRH—IEEH IAM Identity Center iEP R 2 5l D ELAIATE (LB REN )

s BIARKN—HREBRAENBEELEPLAERANVE, BAISURFHEIREN 1024 £ RSA = 2048
I RSA, BXEZEBEHRFHX NI IEREN—MRES , BSABHK D).

o BEE-FETE IAM B OEXE SAML assertion/response FHERANE %, BRI SUFILEIRE R
SHA-1 & SHA-256, Amazon BRIEBHRFRMEBER , BUNR MR ATREFEA SHA-256 SHA-1,
BXBREETEREN—MRES , H5HPublic-key B3,

$TFF IAM Identity Center #2&1A o

EENARER.

ENARRFIRP  EREENHERTIEEHNNARER.

ENAEFFHAGEEREL , REREEEETF<, 7 IAM Identity Center JTEIET , EFEEIE
P, WREEE BE EUFIBEREFTTA , WLHFLRILENARZFNIES,

£ 1AM Identity Center iE B TUE £ , &R ERFTUEF,

6. TEHEBFTHY IAM Identity Center WERXTEES , AEKRE., EXNBHANNMEEMENNE, RS
ERERK

A

o
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FIR 2 BERRSIRMEREI ML
FRAUTIREMEVSNARFRSREREENEE.

/A Important

MEFIES LA TRS RN, SHAS TREEBLSARIE. BUEXMER , Hi
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policy Y X PR 5Bt b B © 1E £/ Amazon Web Services kP R EIEH IAM B,

BXREZEE , TS0 IAM AFEE P IAM KERRERID o
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I, EEMBIBRNRE

BPREEE YA F A HE— Amazon Web Services Ik ik F 5 RIR B, X PREEFHE IAM Identity
Center #1 |, ATLAE B4 — N Z 4 Amazon Web Services i, BAILLA AP 2 EBESMUBE, BX
IR LA K 1{a7E IAM Identity Center R EANREMNEZE L , 1S Amazon Web Services ik /2
FRANREHTEE,

(® Note
BB LATE 1AM Identity Center 12 & & R IZB B RMBEF IR E,

BIEMNRER , FiRENATEEEM :
« ALK

EFEFANRE , BFEEMEA IAM Identity Center AL EH, BXEZEE |, B5SH IAM Identit
Center BY4H 42 MMk 7 K4,

- UFENXHRRENER

EAERATE X RNVTIE XRRE | BTN T ARBESIRFPIEFEED Amazon RE K, 81
REEEER TX Amazon RS MR R ER B 5 RN RIS H R THERENNR, BXREIERMK
MER  FSMAHN TFRERNAmazon EEAREK., WEEABRBER , EUMALRIRE |, £
HEEBRRHM,

- FEELTFENIFENERFESEN TFENRERR

% F P BRE 2] Amazon Web Services ik HfEH Amazon Web Services EEZH| & =
Amazon & {T5E (Amazon CLI) B , IAM Identity Center 2 AN PRE & FIFLERTEIRE X
BHLSFENFENE. YAFAERIAFFEMER | iR HEZES A  HEEREFRER,
ERABREZSME , BNBUBRENSERENBKEFERINTACGMENRE, RIAMER
T, 2ERFENBENER NI, ATUEENRRERN 12 /Mit, BXREZER , #2H F2EE
420 18)1% B Amazon Web Services IKF o

« REIA TP ERFEEE

AIRAFERNPRERERACNGRNARRE. RABRAT , ‘SAXEFENE WERD
B, ZERET RIAPESREFTHITEHRIEZ AT AE S Amazon HETF W EKE, &
DR AREEEN 90 X BEXEZER , HSH £ |AM Identity Center PELE S EFFLEAT A,

- EARESENRNAE
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BOBHSBARFNENIREXL Amazon FRINTFFETRATRAR®, HEUZAFPY
BERFIIFE , FERSTATEKFFRTESHREEOINREATRNNAR K MF2
AdministratorAccess, EXZEAFBFECH , BN EHNRE  RITERTRETHSHEN
& A PR o

(® Note
&t a] LAEH Amazon CloudFormation I 2 EINRE , HXENRESTEARAF

£

- BIENRE

- EENESINRE

- ERRREEE

« ERREFEH IAM KA

« 7£ |IAM Identity Center B BRINFR &
+ 7£ IAM Identity Center = il BR#X BR £&

BIENRE

FRLLSENEREREN Amazon BERRENTE UINRE , REQVNEFERHZIE 10 /> Amazon B
BRARRAEAEERREAMNBEREN BEUNRE, B LE IAM B RSEIHES & FERBE
10 NEBHBEAKE, BT LUE IAM Identity Center $2#| & BN REE,

® Note

EFANRE , SFEEEA IAM Identity Center WALREHl, BEXEZELE , ESH IAM
Identity Center BY4H L2 FNK = SEH1,

BIEMRE

1. 3TFF IAM Identity Center &l A
2. HESZHRFINET , EFENRE,

BIE, EIEFMBRINRE 281


https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/AWS_SSO.html
https://console.amazonaws.cn/servicequotas
https://console.amazonaws.cn/singlesignon

Amazon IAM Identity Center ArfEm

3.
4.
5.

1% Create permission set (RIZNREES).
FEEFNREX BN EMNRERET | EENRERE,
BENREXRE | ERE—ANRSNEATHREA KR

- TEXHRRE

1. EMAENWRREN KT , MFIFRIEFE T IAM TEIRERESBANRER , RAF1E
BT—%, BXEZEE , {52/ Amazon Identity and Access Management FiF 155 FHY
TEERgEAAmazon EE R KL M Amazon B R KR,

2. BESRG6, TRIEENRREFAGSETE.
- BENRE
1. iij:%-lt_io

2. TEEXRBNNRDATNHEL , ERENATHNREEN IAM FBER, RIABERLT , &9
L%k 10 N Amazon BB AR REANEF EERARKENEZAHSR MBI BHNREF, It
[REE IAMIRE, ZEREZBEH , BELESENRENEZN Amazon Web Services i F
Y AR S5 PRER I H & AR B SR8 i 1AM BRERFT INE IAM A K BB R R,

« ¥ RAmazon EEREUNINEKR IAM ) Amazon HEFLEF K, BXEZEE , B

¥ Amazon & XK,
a. ENREFERERHEERENATRHFHM Amazon BEEREKRE,

b. MREBARMEMRENRE , BEAFERB[ARITRRE, RRTHEENAHRES
FRET—F, RELR 6, TREENREFMESTE,

- FREFEEERBIUMNEHENESN N IAM FHXRKE., BXEZER B3 ELK

ER,

a. IEEMIINKEE , RAERMAZEMNIRELNRBEN BT EERHSENRENZNK
P, ERERANBIRIRREE, KEMERNENKS PRREES EARNNR,

b. %M HNSE 2 LA d EL £t SR B

c. MRBRMEMRENKE , WARHRR[ARITER, RBRTHEENAHNREE
FRET—F, RELR 6, TREENREFMESTE,

- BITRERRE , AIMBEX JSON AN KBEIAR, NEREESIER IAM RTINS B,

EOERBRERRE , FERUNREDAABELKBIES. IAM Identity Center 2fF KB
AMBCEENR KT PEIZE IAM RRF. BXESEE , HSMH ABKERK,

a. EXEAFERPHATREMZRFMBIABRE D, A LUE R INHE QR INE A

Eq.
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b. MREBARMEMRENEKE , BEFERB[ARITRRE, RRTHEENAHNRES
FRET—F, RELR 6, TREENREFMESTE,

« BITRRLR , F Amazon HERF T IEEMN IAM REERIN N NERE P HY E AR EE 7 LA 5
BNRANR, BXEZER , TSR NRLR,

a. LR R 2 H & AR,

b. & Amazon EEEREKIREKRE IAM R , 2RI Amazon SEMEF R
FHNRIL R, ERFEFERLRE , N\ IAM FIRE—MHEWENLEF N REERN
BRIZ o

c. MRBRMEMRENKE , WARHRR[ARITER, RBETHEENAHNREE
FRET—F, RELR 6, TREENREFMESTE,

6. EREENREFHAEE TEHF , BRITUATERE

1. ENBREEHR T , BA—DEBIHLUE IAM Identity Center FFRIRELINRE, 857 LA BREETR
ENZFMERNTRABEIIE Amazon Web Services iHEIITTAH, A% Amazon Web
Services AT |, i&FE—/ Amazon Web Services K/ , AREE A,

® Note
R E B MTEZH IAM Identity Center SE5I AR 470 HE—

2. (WL ) BEALEARR, #IR{ERTE IAM Identity Center #£#| & F |, FERTE Amazon
Web Services #IRITTF A,

3. (it ) BELCEBFEMEMNE, ZEREAFPEEFHSFTHESE I A UAEZMEEK
B, BXEZER , F50 H4EFEHEIZEN Amazon Web Services K,

4. (k) EERRRSHE. HEETRSFARISEFATEEQKRFAFFHNAF. BXES
BR , B2 REP KRS UERIE LA Amazon Web Services EEEFHIS,

® Note

FARIRZS URL 2417 Amazon Web Services B2 HIAF, Hlun
https://console.aws.amazon.com/ec2/

5. BRFTHRE (A& ) , BHIRE  RENBHNE ( Wik ) BEEE.

BXRRENELR , TSR N ERHRMNRZE Amazon IAM Identity Centero
6. iij:¥-|:_$o
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7. EEEHOUENEL , EEEFMHNEE  RAEERUE,

8. BMIABRT , HEQENRER , TofBZNRE ( ATEMXBRE Amazon Web Services Ik
F). BEEFPEENRE Amazon Web Services Ik |, AR K YA P FBEE 2 B IAM
Identity Center 5 RIMXIR , RN ZNBRENATXERAFNEL. BXEZEE , 528 1A
P B4R 2 Bl 15 14X R Amazon Web Services 1Ko

EENEANRE

&) LA AR BREE N A PP #F Amazon Web Services KI5 RI R, A LAE A Amazon IAM
Identity Center 2 H|AEFMEINRE, HEATLLTE IAM Identity Center 32 #| & F IR B HIERMNBEF
WERE, BXRNBREURNMIE IAM Identity Center FERANRENEZEE , S the section
called “XBRE".

EEAPNMARFNERNRTEEANRE,

(® Note

EFEANRE , BFFEEMEA IAM Identity Center WALARHl, BEXEZEL |, ESH 1AM
Identity Center BY4H 42 F10K = K4

EENREDE

R BRI F2TE Amazon IAM Identity Center 2% & & F ENANNRE,

All Amazon Web Services Ik where a permission set is provisioned
EEREMURENAESE , BHRITUTEE :
1. &% Amazon Web Services EIE#ZH|H FHITFF Amazon IAM Identity Center #2#l& , Mtk
A https://console.aws.amazon.com/singlesignon/,
2. EZEFPNRT , EENRE,

3. ENBRENEHLEREERTNINRE.

4., BMAFTENPRENEE , EXKFERFET , BUEEZNREFTNANK,, BALUERE
NEF , EEENREEZEKAPHEES N, B RERRE, RERE, FRIEH NN
R&

BIE, EIEFMBRINRE 284


https://console.amazonaws.cn/singlesignon/

Amazon IAM Identity Center ArfEm

All permission sets for an Amazon Web Services i/~

EEEEIMURENAEDE , BHRITUTERE :

1.

&3k Amazon Web Services B2 & HITHF Amazon IAM Identity Center #2#1& , Mt
JH https://console.aws.amazon.com/singlesignon/,

2. HESZWHFANBRT , %3 Amazon Web Services K/, kR GEEECHENRENTK,,
3. HAIETE Amazon Web Services I WHESG , £ “NRE” WM F T , B UEEDPEAIEE

RV AR PREE Amazon Web Services Ik, B QENRENELEE | THRIZNRE
HiEME S,

All applied permission sets to users and groups

EERIRAAFPRANFAENRE , HHITUTERE !

1.

& 3F Amazon Web Services BB ]S H3TH Amazon IAM Identity Center #£ %15 , Mk
A https://console.aws.amazon.com/singlesignon/,

2. HEEHERTER B HRA" , EEF IAM Identity Center Fi FEA

a. HARAFTEHE , E$BREEEFHCNANRENAF, #TXk , %% Amazon Web
Services Ik R+ |, ARFIEE Amazon K 58] X5 F#Y Amazon Web Services
F o BNeewERFMEAPNENANRE,. Amazon Web Services Ik~

b. HALATNHE A6 ERELEEFHECNANREMNA, ETXK , £ Amazon Web Services
MK IR | RFI%EEE Amazon Web Services K~ 48] X35 T #9 Amazon Web Services
WP . S eemEIPMEB A FT R A Amazon Web Services K HINRE.,

BEURE

ERILIEET IAM Identity Center B H| A BN EE ., EAILI A AP A RN BERNEE.

1.

& F Amazon Web Services B2 & HITHF Amazon IAM Identity Center &1 & , Mk
A https://console.aws.amazon.com/singlesignon/,

EZMFNPET , % Amazon Web Services K

£ Amazon Web Services Ik IH L , HETREHNALNKNAERIIR, EREELMNRERN
Amazon Web Services Ik B9 & #,

1£ Amazon Web Services lKF#LATTE L, NP ENAFPMATEREERNNRENAFREDR
HE, REEBFREINRE,
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5. NMBREHTHFER , REEERFER,
6. SMEMRERTF , EREROEELNNRE , REEFEH
7. HEEFMNRUEIEEEHN.

EMNREETE

IAM Identity Center AT Z@I RIS A IAM &4 08 R 53 8 FR & 7 (ARNs) B IAM ZREE R
ZRKFPHINRENDENERE, fl0 , BULQERE  FFRNEEAEBEEEKFPNESR
BEMRSHNREEE 5B,

® Note

EFANRE , BFFEEEA IAM Identity Center WARAEHl, BEXEZEL , ESH IAM
Identity Center BY4H 2 FK F~ SEH1,

BRI BMER T AME—F R BIX LR BRI,

( #% ) £ IAM Identity Center FOIZENEE , BMUREHET RN KR , HRENBEREIEET
BENAPSAE, XEEREREEFEREIEEN IAM Identity Center S0 REFZNAFHNEENR,

- £ 1AM FRIZBE KRR, ASRHEMNIZNEERETH IAM BE, BXACHNER , BSH
IAM £ & LUEREU H 2 B IAM Identity Center EE R,

/A Important
IAM & 0B IRX ARNs 49 K/MNE,

LTRAEZRT 5 A IAM Identity Center fX R E Rtk F RIREEE A EHRHI,

wRER piisk B rpid ETsE
PermissionSet arn:${Partition}:s aws :ResourceTag/${
So:::permissionSet TagKey}
/${InstanceId}/${P
ermissionSetId}
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wREHR pii b vin ETx 8
Account arn:${Partition}:s TEH
so:::account/${Acc
ountId}

ENREFRFEH IAM KB

£ RIENRE # , BFI 7TAERRERFINEKR , BREEFFEBRRBNNRLR. SEFEFE

B A SR RE AR N B BR &R , IAM Identity Center A& 1E1E{A Amazon Web Services i F° # 81 2

Kig, R , EXMEESHENRENS MK FRACIBXLERE , ANENSNEENEHANBE
FEHCE, YRR REDBEAHLE Amazon Web Services Ik BT |, IAM Identity Center &8
# —/ Amazon Identity and Access Management (IAM) & & H &R IAM FKEEMMNEZA G,

RSB

- EFEANRE , BEFEMEA IAM Identity Center IWALRAEHl, EXEZEE , 1S 1AM Identity
Center BY4H 28§k = 245,

- &R IAM policy T EIXREZ BT , EHTUERIFEAIE AT . AT HEY IAM KBS B BRI

EEBKF PR REB AR NREHRAKS P RFENRE |, IAM Identity Center F}7FT &7 B
RIREE,

(® Note
HEFEEERBHMIINREN , RESEHAIX D XNE,

- KBBETFHNRFILERKS, 2 BT TE,

1AM KB D BELLA N REE

1. ELEHBENPREMNEZ Amazon Web Services Ik & R E— IAM F B,

2. @ 1AM policy 2 BfXBR, EAINEFEN K P LEFAEHNE. A TRE-BHHKR , BE
BONRBEPEENEF HEHNNERE, SRAEAEZ{LEIR , fl20 Amazon CloudFormation
StackSets EB MK AW FLIEZEEMHE A HRMNRN IAM RENEIXR, BEXNESE
B CloudFormation StackSets , 2% {Amazon CloudFormation AF#§®) Amazon
CloudFormation StackSets## “f£ ",
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3. EEMEEKFFLENRE , ARFFEERLRINRL R TRMER IAM policy, B4
BIENRENESHARR , TS CIENRE,

4. RMBEZNFIENEERE, Amazon EERFRE S E M IAM policy.
5 BIBRH5EmENNRE,

£ 1AM Identity Center FEKRINRE

& T LATE 1AM Identity Center 32 & F M 1AM Identity Center Fi P A BBRINRE, BHATLIM
Amazon Web Services Ik P BBRIXPRE ., BHXRNXRELUR MITE IAM Identity Center R EFAXPRER
EZEE , H5¥ Amazon Web Services Ik N REMHITEE,

(® Note

EFEANRE , BFFEEMEA IAM Identity Center WALARHl, BEXEZEL , 5H 1AM
Identity Center BY4H 42 F10K = S

Remove permission set from a user

MR P BERIRE

F A IS 2@ 1AM Identity Center #2451 A WA F B BRRE,

1. %3k Amazon Web Services EE2 ]S H3TH Amazon IAM Identity Center 2 %15 , Mt
A https://console.aws.amazon.com/singlesignon/,

2. 1 IAM Identity Center & , &R HF,

3. ERZEBRANRBRENAF,E.

4. TEAPFFETRE , %% Amazon Web Services ik i£I+<, £ Amazon Web Services i f°
WET , EFREH Amazon Web Services K/~

5. AMERFRERMEAFHNENANR, EREEBRINRE, EXKFHRFRET |, EER
BRo

6. REFMBHXFE , AREREEBRIZNRE. EEBER.
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e nilékiw Rosecpasoword | | petee ser
» General information [omsmemersee |
o
Remove permission set from a group
MABRNPRE
& At 2 @S 1AM Identity Center 2 4] A WA BRI EE,
1. &3 Amazon Web Services B &|& HITFH Amazon IAM Identity Center 2%|& , Witk

JH https://console.aws.amazon.com/singlesignon/,

2. EZWFNRT , &% Amazon Web Services K7, EFRIEMEERK - 15,

IAM Identity Center X

AWS accounts

Users

Rssign users or groups

3. HEXNEAFMARIFT , EREEBRANRENE , RAEEREINRE,
4. HEEIRRERHE L , BREEBRONRE  REEEREFEY.

Remove permission set from an Amazon Web Services K/~

FER S TEES IAM Identity Center #2 %14 M Amazon Web Services Ik BERINFREE,

1. &3k Amazon Web Services EEZ#H|E H3THF Amazon IAM Identity Center #2#15& , Mt

JH https://console.aws.amazon.com/singlesignon/,

2. EZKFNERT , % Amazon Web Services I, %ZFE Amazon Web Services K~ M

R ERINPBREEAY B #Ro

B, EEMMBRRE
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3. 1£ Amazon Web Services Ik FHIBLARTTE £ | AR RERT £, EREEBRNINRE,

RIEIEEBER.
4. EBBRNBREXEESD  BINERET ERANRE @A Delete AINBER , REEEBER
TR PR

£ 1AM Identity Center S il BRI BR &

£ M IAM Identity Center Ml BRIXPRE 2 BT , BRFEM R ZINREMNFTE Amazon Web Services Ik
P Bk, ZEENEAFPNANHTRNRE , BSREETNEIRE.

EEEM

- EFRANRE , BFEEFEA IAM Identity Center WALAKHl, EXEZEL , HSH IAM Identity
Center HY4H 22 R0 MK 7~ S2 45,

. MBEHETFRNRESTE , HSHthe section called “EG R A THAFHEKRSE,

- EMIBRAFPSEZEH , NENXEAFREAHBBRNBEMNAREF2E. &0 , IAM Identity
Center PR AFERTEERERANNRENNARER.

FEAUTESBRMBR — NSRS MURE | iIXBELHL Amazon Web Services Ik FPHER AR T ZBFEH
XL PRE,

/A Important

Eo N RENFIE R MEEL , TTiefER Amazon Web Services Ik 24 , &
EEER, EEFUNERAPANEANHRNIR , FSREFNE AN RE,

M BRI PR EE Amazon Web Services i f®

-_—

3TFF IAM Identity Center #2414,

EZHKFRRT | ERNRE,

R ERBRINRE |, R/F1E#E Delete (MER).

TEM BRI REXTEAES |, WANRENBHRUEINBIRR | RAEEEBR, ZEHXDKNE,

A w0 D
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BLEXPREE 14

£ IAM Identity Center F | EB R A UBEERA TR ENEBISKIZF AP HRNBERSERFE
B[] o

Task THRiEE

BB R W LUEE @ IAM Identity Center 177] 2 FFERENRE S Amazon Web Services
Amazon BRI A P 2158 &R KL E K~

EERALUBAENYAFERDED IAM Identity  RE P AKIRS LUERIEF R Amazon Web
Center #{TEHRIIEEFNERTTME, Services BEEE A

BRA P ENREEEE T EBHR Amazon 156 P 45 40 SR B T A R R A P AR
BRo

MEEFEAEIREN Amazon Web Services ik

NFEN NRE , Bu LB ESERIFLERE , LAESIH - af & 5% Amazon Web Services ik F ik P B B
BKE, SEENZEENBRYSE , AF Amazon FHERHAE,

BIRFNRER , 2EFEFBRINREN 1 /M (AR REN ) . RERSEFEFER 1 /08, &
ZAREN 12 /PEt. |IAM Identity Center 2EBNMN DBk F P RIEMUREBZAZE IAM A€ |, H
FXLABERENREKSFERFEMENRN 12 it,

HAFPBKREHEE Amazon Web Services ik 12 & 5 H Amazon Command Line Interface
(Amazon CLI) B} , IAM Identity Center AN RE LM 21ERFLAT R E R G S ENFLERTE,
ZINER T |, 1AM Identity Center A PREL R IAM &€ REEH IAM Identity Center i F1E4E | X
A 1R 58 £S5 HE IAM Identity Center fPREE 5 E M & B RFLEATE,

/A Important
FERAREREME , RINBUSRENSEFFENAKETEBETNITAGHENRE,

EMRER , B UANERTERANAIMO S ERFENE. ERAUTEIRENZNBRENSERFE
B EKE.
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REXIEFFEATHE

1. $TFF IAM Identity Center ##| &,

EZPNERT , BENRE.

ERENEERSERFEN BN REN BT,
ERRENFAEEREL , EEARE BoHBENAN , EREE.
EREEANRERENEL , FREFENEEERE —NHE,

MRLEM A REE T RS Amazon Web Services K , Ntk A FFFERIE FE , Amazon
Web Services Ik AMEEHEFHER. NEENXEFENBEENG , FEFEREFESEA
Amazon Web Services Ik ZXREMNAF ., XEWRB M RENFENNATAAEER Amazon
Web Services Ik~ ZIXPREWAF .

7. ERREENR.
8. Amazon Web Services IKF° TTHETREPLE R —KIEBE4H,

2

« MBHE—NHZ/ Amazon Web Services K- FELE TINRE |, NEBEHNSHIA Amazon Web
Services Ik ERNEFEE , HEEHFWNXBEENATKF,

o MBREDFHBNELE Amazon Web Services K , N BHGHEIANBRENZEEECEH,

% B PR S LUE BRIE G [8) Amazon Web Services B 1244

BIANERT , AP Z% Amazon Web Services THRI[TF , B KF , RAREFEREIEANESE
Amazon BN AR , IAM Identity Center 2fFFAF IR EED@ME, Amazon Web Services &
BEAFASETUERFHPMLR[IRENTEZESE URL KERLITH

B REPHRS , FEBENAFEUNRESHACHEN SWRIETR, fla , B LUFHHRE
BN Amazon EC2 ##|& URL (https://console.aws.amazon.com/ec2/) , SAMEE AP %R
Amazon EC2 EE G AGMEAFEEMEIZEHE., FEEMEIFMIA URL HUIRTS URL B2
&, IAM Identity Center & A F B3 ¥ 23 B¢ 1 B A P £)X Amazon Web Services X1 fE VIR E &
KIFT R Hlan , MRAFERTROMNEX ( HTES/RE ) (eu-north-1) &G —MEFIE2E |, NZ
APREEE@EIZXIEFEHPH Amazon EC2 BFI&,

EfE 1AM Identity Center S A P EE @ E4E Amazon Web Services Xig # #y#2
&, SXEMEEBEE URL ., fltn , EFAFEERREEERI (BZBEBM ) (us-
east-2) Y Amazon EC2 ##l1& , EEZXEF Amazon EC2 ###H|A# URL (https://
us-east-2.console.aws.amazon.com/ec2/), MBEEXETIL (REXM ) (us-
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west-2) A T 1AM Identity Center , A BB HLERAFE@MEIZXE , $57E https://us-
west-2.console.aws.amazon.com,

BB P ARAS

ER LT S AN REE B F RS URL,

1.

2
3
4.
5

FTF 1AM Identity Center 32 &I A

EZRPNERT , ERENRE.

ERERNHREFPLIRS URL B REN B o

ENRENFMAEENEHL , EENRE BoHENEN |, EEREE.

£ REEANRERE TEHN “PH4RET" T , BAEMA Amazon lRFHEHIA URL, Hif0 :

https://console.aws.amazon.com/ec2/

® Note
FRIRAS URL 4MFE Amazon Web Services & B4 & 1,

MRLEM A REE TR E Amazon Web Services K , Ntk A ZFFERIE FE , Amazon
Web Services Ik ABE B EMER . NEEHNPUIRS URL EHF/E , FIEEA Amazon Web
Services Ik ZINEENAFHNEFRER. XEWRSLRENHENNATAEFER Amazon
Web Services Ik iZXBRENAF,

ERREFER,

£ Amazon AATTHNWINHSE R—FKEH,

o MRE—NHZA Amazon Web Services IKF HELE TRRE |, NGB HSHIA Amazon Web
Services Ik ERIWEHRE , H BEEHFHNBEREESNA TR,

o WMRNPRERTE Amazon Web Services IKFAELE , MBHSHIANBENRE S EH.

® Note

B LAEA Amazon APl, Amazon SDK 3 Amazon Command Line Interface(Amazon CLI)
BRHTHERE, BXESER , BSH:

« |IAM Identity Center APl ZZHfy CreatePermissionSet =% UpdatePermissionSet
B’yE
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« Amazon CLI if 5 5EH sso-admin E5 FH create-permission-set = update-
permission-set @H,

{5 F“$E 48 SRR 1B 08 BR P A BR

2 |AM Identity Center B F° IE1E £ FAfXBR &£ Amazon Web Services I~ B | & REE BB 1Z A P
IR R, BENRIEEAFSEIELER" , AUBUEEEREER IAM A22ENNR ; RAEHE
FTENTUUERIELER  BEEEMHLEEFRNBRNAF, ZEBESENBUMAGIEIELER UK
B R BE Y BB,

EZRHEBHNRECZNIER IAM AR SE

B LB A RS R R NS ERA T NA S IPEL R |, S IE AP ERMA1EERERKN
IAM BERITERE, ZETUEECEXBB 2B LLAFEREANERE , XHaTUBRIERE
WEETENEZTHE, NECEEL R HEIEAFEFRHANRERFRIEMNPRE , LB
FRIERAFHERR , £1E5EEKE Amazon Web Services THRIITF iF , HEARFPER. B2 Hthe
section called “GR A TAFKERSIE , 7THIAEELRE SHMRELSER , NTT XiFE
RSB E .

B4 R B

BT LA R4 RIS | HE& M5 IAM Identity Center B3 17 B A UserID Pl , LALLEHIEAF
FEAMAEERERRN IAM SB8HITH —THIRE, FALRRETLURRIIEIEL KI8T A REFEH
HENRRENEHMAFEREWE, LREFSVFAF IDAJd user ID here ATHEFEN EREH
HRRBRA AP ID B#TEHM "identitystore:userId"s

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [

g

1,
"Resource": "*",
"Condition": {
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"StringEquals": {
"identitystore:userId": "Add user ID here"

}

BRTLERAEMEHR (HI “aws:userId” ) , {8 “identitystore:userId” RHEH ,
NEXREENMNABREXNERIK—E, EXREPEA “aws:userld” ARELXZINSHRESAFE
MHAEXEE , AENMRAFNAF BB FER4ibut RET(L , MATgERX R ET{,

£ IAM Identity Center ###lA&H , BUUBISHEAF. ZAFGEERAR. EXF—RESHIH
SHAF IDREHKAF identitystore:userld. EEZEMF ID &, £1EAFH Amazon Web
Services HE TP SEHZERAMMER BN ERHRNREREE. BUUELERS BFHEEK
REVAFHAF ID, W B30I 2E4 K APIs,

B R SR

BT LMER TR SRS ID (I ) Add user ID here , fERMINE Amazon Web Services
W R ERE A B R RS 1R HISREE (SCP) IRAIIPBIEL KL, HEFRALSZ , RNREME,
IR, FEAYELRIEBEAFWERNEN , SEEREZER , FS5UFAF ID BN ERSY
HiFEMNR2Z AP ID. XA LARS IE AP ERAEM I SCP B &ANK - FRig B WX BRER1TE
B’{E. BIERFERASERE Amazon Web Services TR TP 2ESMERRKFSFHRATRAE |, B
ToEBITIRIE, H SCP 2R\ TAFMHRNIRE , BUURESEZAMIINER, BUES B
{1t Amazon Web Services 51717 &iEH ThEE

BRT A2\ SCPs |, #EE AT LURF 448" SR 2 2 AN BREEAY M BR SR B A A P W] LA R AR R &R G AR
HEFEERET,

MRKBITBEZ ANBGRNR , WA ERERPERETIR , HlW

"Condition": {
"StringEquals": {
"identitystore:userId": [" userl userId", "user2 userId"...]

}
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/A Important

ZERABAMGE , HARBEMEAbL EERE , FERBHPRERFHAS IDED 120
o /5, ARFRANEAAENIH  REEATLLHEERAFT ID WL K HBER.

ERFERE, Amazon EKS £&E EM S Fl Amazon KMS Z4A KB
5| AN PREE

BN Amazon K 2 B PREERT |, IAM Identity Center 2812 — N EFAFF L A
AWSReservedSSO_,

ABHNTEENNM Amazon BREH (ARN ) AN THER

Name BT %
AWSReservedSSO_ permission-set-nam arn:aws:iam:: aws-account-
e_unique-suffix ID:role/aws-reserved/sso.amaz

onaws.com/ aws-region /AWSReser
vedSSO_ permission-set-nam
e_unique-suffix

MRIEE IAM BRHROLHRHEBRITE us-east-1 F , ) ARN F35%F, aws-regionBBHNTESR
PA ARN AU THER :

Name pii L pvid
AWSReservedSSO_ permission-set-nam arn:aws:iam:: aws-account-ID :role/
e_unique-suffix aws-reserved/sso.amazonaws.com/

AWSReservedSSO_ permission-set-nam
e_unique-suffix

i, MRECIRT ABIEEEE R R T Amazon K HRNRINRE , MLERLLTEMHM ARN
EENNAE
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Name piik B pid
AWSReservedSSO_DatabaseAdmi arn:aws:iam::111122223333:ro0le/
nistrator_1234567890abcdef aws-reserved/sso.amazonaws.com/

eu-west-2/AWSReservedSSO_Dat
abaseAdministrator_12345678
9Qabcdef

MR EMIBR Amazon K I ZNREMFTE 2B , W 1AM Identity Center Bl Z2HYAH R A &t S 4 M
B, MRGHEEXNE—NBEEHRITHIE , IAM Identity Center 2R ZNREVNE— AR, FHAE
BB ARN 2 ETRNE—FR. FLHRHIF , H—FHIE abcdef0123456789,

Name pii B Epid
AWSReservedSSO_DatabaseAdmi arn:aws:iam::111122223333:ro0le/
nistrator_ abcdef0123456789 aws-reserved/sso.amazonaws.com/

eu-west-2/AWSReservedSSO_Dat
abaseAdministrator_ abcdef012
3456789

ABHNHBHRN ARN NEREXHFSFBUEMEIARHEZ M ARN RUREEHIL , MTHREEER out-of-
date AR REM N AW TTRIR. Hlan, MBRHELTEEFRSIAKRLKE ARN , NIFE ARN WESCRFH
X BREE A PRV 15 1R

- WfEMA aws-auth ConfigMap iGREEE , M7E Amazon Elastic Kubernetes Service ( Amazon
EKS ) ££8# aws-auth ConfigMap X#H,

« 1£ Amazon Key Management Service (Amazon KMS) Z4AME T RRN XKD, ZBEHLEHANZ
SABCER,

(® Note

BIEA Amazon EKS 78 5& B B3 Amazon EKS B IF ENR., IXFE & 0] LAE A
IAM X PR EEE A G E Amazon EKS &M E K, BEEA Amazon EKS iR E |, BFLE
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B % Amazon Web Services X110 EH Amazon EKS IR IAM = EHIRBXI EE
B9 177 1R AR o

REBUUEH ARSI Amazon REFNETRRNEE , LENESNREEN NN BB A ARN ,
BEAMIMETE IAM for Amazon EKS HEIEN&ASE , Amazon KMS H# BIR ARN &1L,
X F Amazon EKS , &1 IAM BEB%MFETF aws-auth ConfigMap . EN Amazon KMS , &
PRFEETENZARER, MREEEENEHaws-auth ConfigMapzk Amazon KMS #4A KB
HEZH IAM B | EBER Amazon Web Services X3 LAEFHIRE I X L& TRAY 77 RN PR

3 5% 13 (7] FR BT Y 2 1
7 TR ESREN NN BEH ARN ERTSHGE T , RITRWERTA TR,
- BPED—TRRESE.

I ERTE Amazon EKS H5|FAE,. FHaws-auth ConfigMapXERKEEHE M Amazon
Web Services RS E T RRHFKEEH Amazon K~ F Amazon KMS{R & 1tk % Bt o

Flan |, REBIEEKSAccessPREHM Amazon Ik 5| AN A E ARN111122223333 , I
REREKADEAZKS PHRNRE. ATOERKAMEL , IAM Identity Center 7 i BR4E R1AY
At WNITHERTEGBXKR, EBANKRKEEHENE , MEEBONERARBXE,

« XFEHAaws-auth ConfigMapF# Amazon EKS & Amazon KMS : BIETE IAM FEIEH A
=

WM RIETE for Amazon EKS 8 H ARNs aws-auth ConfigMap IXRESIB AR K RELE
Amazon KMS ZiREEHR AZASI AR , RINBWEZELEE—NE IAM FRIBNAER, 28
&AM SRR ) Amazon EKS 8 REE Amazon KMS Z4AKRIE, NIRELMEEBAIBIL A
B, X, NRNRENAE ARN REER , WA ERZAREREHIT ARN Baws-auth
ConfigMap5|A. Amazon KMS T —Z 7014t 7 a0H IAM FaIZEHN A A B E TR ~A.
ZAE AR AdninistratorAccess R EKIE,

B E U EE R R A

LUTEBENETERERA , % KEIEM AdministratorAccess fXFEE |, ATLAIFEITE IAM F 6
BHAG, ZRBHNXBEZTRE
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o WWEMEKREW ‘EIEA TEIEET Amazon IKFEIEA, ELEKBEF | Amazon K
111122223333 Bsts:AssumeRoleiX RN EIXATUKAE IAM REIEN AR,

« LLEERBEMY Condition element 3EE 7 AJLAEEE IAM HAIEZN A EH EAMNMMER, &£
eREgEH , BEEUT A ARN HXREFJUEBETZAE,

arn:aws:iam::111122223333:role/aws-reserved/sso.amazonaws.com/eu-west-2/
AWSReservedSSO_AdministratorAccess_*"

(@ Note

Condition 7t&RE¥E ArnLike KU ZER , HENXBREAE ARN REFRABEAF , M
TRHE—NER, XEKE , AMENEENA® ARN XEBH , Rt A IFNRERAE
IAM REIEZHN A,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}I
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:PrincipalAxn": "arn:aws:iam::111122223333:role/aws-reserved/
Sso.amazonaws.com/eu-west-2/AWSReservedSSO_AdministratorAccess_*"
}
}
}
]
}

MREENMBRHEF R TNRESITN ZNRENFELE , NELREKEF I SEE IAM Fa|22
1A TR EIREXTEE Amazon EKS £8 5 H M Amazon BIRHESTHEMNE. Amazon KMS
keys
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ETRMENIEREZES

ETEMNFENRIZS (ABAC) B—REMNEKR , ZXBETEMRENNR, EAIUER IAM
Identity Center Amazon Web Services IKF* £ >k B4E1T IAM Identity Center &3 RIAFEBHERE
B3 % Amazon BRHFRNR. £+ Amazon , XEBUMANRE, EREAAFPBHENRE
Amazon AI AR B R EI{L E PRI AR ENRIITRE , Amazon RGN A T REETH R A TEAR
ZH Amazon &R

flan | BETLURESR BN T EIERARFF & A 5 Bob F Sally 2B E IAM Identity Center F#9FEEX
PRE , REERBRHENBMEMERITIHRIES, 2 Bob # Sally EFZAt{183 Amazon Web Services
F , IAM Identity Center &7 Amazon &iFFRKIEZMIINERRBHEM , Fit , REHMMHEAN R
ME S Amazon Il B ®IR LHFA R B FRZE LAY , Bob # Sally FaeiGEL B &R, 1R Bob fF
¥ E Sally WHBA , BRFEL T B FHEHFMYFRAR ME AN S Kb T ENR. = Bob T
IRBRE, B REXNFARNIE BRI ENER , mMAEERE Amazonh EFEANIR,.

WHEEREBFRAEEEE IAM Identity Center FEIEZFEENRRNRNHE , BHEHEBNER
EXBEMNAFNETUREEEHRAEE -, ZE1LIE IAM Identity Center I PR EME T &R
REEPFERXERFBMI Amazon BIRSEHE ABAC H AMEFE{LINREEE,

%
LAUR 27E IAM Identity Center £ ABAC K E At iF4b,

- ABAC EEELHNIRE - AT MATRN THEREVNBTRNER  RLECIENNREE
D, XRETNREENE RN,

- /A ABAC , FIRA AT BURIBETZL M - HRFENENFEYRIEHR , RESBEBHEEHRT
R IREIR

- B ABAC FALARIBEFHMATEM - B LAER IAM Identity Center P EL BT S BIRFH
AR TEME AmazonF 5 [RIIEHIRE,

- REBETRRER —Z2EBERATUBREETNAFPBMRBEPVAFES , Amazon
CloudTrail NI ¥ E 2FH & 4 Amazon,

BXRBEA 1AM Identity Center ## | & 0AE & ABAC WEE , BSH HREFIEM. Bx
WmAER IAM 4505 AFEE ABAC ISR APIs , i5ZH | AM 5490 APl 3E 15
M CreatelnstanceAccessControlAttributeConfiguration 1 #9,

F3
« 58 . Amazon EH IAM B4 F O BELE ABAC
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RAriEmE

- pEEFEMNE

BEH® . Amazon £ IAM B3 0EiE ABAC

IE R B ERIEH Amazon BIRFIZE IAM Identity Center LA 1T ABAC FRIFFEMEBEES . &
ISR EERINES, HSERBETEHFERENETERN , FRERZER , SUESRTTUSKERITIE

BFEHRHNERES,
$B;  Task

1

EF MM AFRE Amazon BRANINFE., B IAM
Identity Center 35 ABAC , BB X EE M EXHE
ABAC WIFTH Amazon &FRRNMNFZ,

EFNAERAS B EMEPHXEKAR S5 ME%E IAM
Identity Center R EL BRI F10R. 1AM FH 0 R
BIEFERA ABAC NAEMRIXEH IAM B 4505 0IRH
AFEM%. Amazon

BIEATHRME | 8 E Z 468 A R LE B 14 SR it 175 (] 422 3R
R, RENELZEE IAM | Amazon dentity Center,

- MREFEAABFHRMEE (1P ) , FREREMEH
M IdP 1&i2 B8 HEIE 2 M 1AM Identity Center Hik#
B,

o MRMBERILL IdP XEEM , B IdP BB N T
SAML MiS£RE M. BSHEBE IdP HIEFH

Optional &%,

- MREFERA IdP R B 0IRHIERE 1AM Identity
Center FiEREM , BHHEUMMEE SCIM AEEM
ERBEW IdP, WMRELZEN SCIM 5 IdP —iEfE
A , MEEA IAM Identity Center 2| & B F TWEZ 0
ArREEEM,

- WMRIEFEH Active Directory 2 1AM Identity Center
EREMDR , REFER IdP HiEETE IAM Identity

=

o REFRIMFRZL Amazon

EEEN FBIR

TTaeEA

ERNREHREEENS
13 R B B R 1

IAM Identity Center 53R
iz

£/ SCIM MINER & 1312 £
EMEA-MA

BN S DR E 1

{5 1AM Identity Center 1
N EHRRNEREY

&% . Amazon £/ IAM S OEE ABAC
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HB]  Task S
Center FEEEM , NEFLTUEEN T AE . « £ Amazon Managed
REMENREDSER 4 , FFREA IAM Identity Center Microsoft AD Fi{E & 15 kR
BHEEESRE ABAC B it ik FRE M
+ |IAM Identity Center &
Microsoft AD 2 [8] B9 BRI\ BR
5

4 £ IAM Identity Center BHIAPWIFEEFHBEERE - SAHEREHREGEM
EEREERT ABAC B, ELTTES , BRAIUNS
R2HEENSHRPERGRZEHEYE. EENEH
REE M A IAM Identity Center /7 , &4 BB E
X (BRE ) |, XEREXNFEELSELL Amazon Web
Services i AT iAREFIRE,

5 ENREFLEBEUARER , HEAGRESEME - 7£ IAM Identity Center 15
213 ABAC #Ll , MEAF REEH R ER BTSN R ABAC B Z X PR 5% &
R BESH 4 PEENAFE R AYE Amazon H
RIAR SR A G R 3R R 3R, BRI BAEA aws :Princ
ipalTag/key 45| ARG EIZFIE
%,

6 EENEPREH Amazon Web Services iF , A« AP SEAH 2 B IHRIR
POEEEESR S5 PRIENNRE, XM AR Amazon Web Services ik F°
L ATBRA K P 3158 Amazon FIRET | M4 REERTE
B PR X IR B 5 R A PR o

SERXLELSEE |, xS Amazon Web Services IKF AL R EZAAFGRECGNEHIHRH

Amazon &R
T [A) #2256 14
HEEEIE R IAM Identity Center 2HE PN TTEEN , BUUEHDPEREERRPEANAF

BHERZFNEROE R BT Amazon BRIEERAF FGRFNAETEEFAF 2 EAPH TER
;o
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filmn , RIREBERBEIIEHOEX S3 MG RINR, EHEEFHEETEL , ERLUERITA
FEMEUSETEMEMNFRNRZES (ABAC ) £66H. RE , B LUE IAM Identity Center X
REFEE—NKE , NYUIBIEESEDELS S3 MBI IRZELERFRF AP HRNE, IAM
|dentity Center FAFWEIPIIBMARAERHRNKS, RE , ZEMEA TREBREEELE,

% |AM Identity Center J¥ X LB AR B ALK , EITERQERSRE |, BUUERREHEX
Amazon IAM REEEH P faws : PrincipalTag/tag-key&HH4AR5| X EHRZE, HX ABACHY
BZEE , BSRETEENILRES,

TR

WMAFREERRZHEEERRTEERANSHR. TREEEBHEHR K HLEEMLRE , EHER
BIRRRENRERK, XERBLIRTAF FH15R Amazon FIRHNR,

{8 1AM Identity Center ¥E B3R IE R E

IR |IAM Identity Center BEE N B AR , BEXRMARPHEEREEMS. ETX , SMENAMAE
FNEMTH , AREEREEXRKPFEANEN. &5 , $iF Amazon Web Services Ik 71 H A €1
BImENRELFER ABAC HIE 4,

f£ Amazon Managed Microsoft AD FE & 14 RIR it &R E 4

IR IAM B 508 B Amazon Managed Microsoft AD F B 43RAT |, & % ER/ Active Directory #
) —EE RS E IAM Identity Center VAP EM., #ETX , SMBHEEFHNELETE. AE
RHEM Active Directory RFHIE SSO BMEEEFEER ABAC BEEFFANEM. &5 , FEER
BREEF R 1 [E] 42 I8 K 4R E ABAC AL , SIERF AP 54X Amazon FIREVF RN, HX IAM
Identity Center & fi [ £ 5 Amazon Managed Microsoft AD B & AFBHENRINRFIE | ES
% IAM Identity Center 5 Microsoft AD 2 [A] # BRIABR 8T,

ERANERE B REEEN B DRAIEFREM

LIRFERANIRERIRMEE (I1dP ) RN BHIREE IAM Identity Center B , HF 52 LLEEH ABAC
MR 1o

- £ IAM B0 EFISPEERE MRS, &R LE IAM Identity Center #2511 & &Y 15 7] 12 $l /& £ 7T
LR IAM S50 8 FPHNEERN B SFERE, BEAIEZENEMEEIRE Identity Center B
* , ATE&%RET SAML BiEX 8 IdP WEAIEEEENE, REFEERSHER SCIM , BEERUT
B

- MREEA SCIM , IdP 2 B3 FEMERZ E IAM Identity Center. RfE , AL “IHRIEFINE
tH MEEERXEFSEYE  RERAEXERE,
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- WMRERER SCIM , MAMFRMAFLHREHEY , BEEER IAM Identity Center 453 &4
BR—#, #ETR, SMETHEFHNELETE , REEREERBEPEANEL,

- B SAML Wi /&K E IdP WE M. BN IdP BEE N BT SAML S HEMENS
ERERE, At , BNHEWN IdP BB R XX SAML S , A NEMHRFRENhttps://
aws.amazon.com/SAML/Attributes/AccessControl:TagKkey , Bt h EiETagkeyZH &
ERREE4E. 1AM Identity Center ¥R B IdP M/ M & MR E &R L KRBT,

X TFEIINER IdP B SAML Wi S AMEY , TEE “HREFIEM” WH LEE ABAC EHER
5, B2 , MREE HREFHNENE RHE LNE—EHEEE ABAC M5 , I & 4350 B KH R
SHLSE | HERER 1P £ SAML ¥ S F RIEMNE.

® Note

SAML Wi S EMEHRESHEERE LNERTN, EXATRET THXEEMYE , HER
EXBIFEITRME G RZESHAN B, mREREESENE IdPs HEM , ALK

& 2| Amazon Web Services Ik it |, XEEMHFHRAHLIE, BXUOMATE AP FEEHIT

HEEFNAFEMEAEE SAML B E RIEWER , ESH IdP IAM Identity Center 5 137
iz

A} IAM Identity Center FEYAFBHESAEAF BRI IFEENTRIIK IdPs , TSR IFHII
wE R RHEE M.

EFHB7E IAM Identity Center fEEF ABAC , iIBZ T £&,

N

FH
- BAFEEIS N ESEMYE
« 1 IAM Identity Center F7 ABAC B2 RKEE

8 R BB U5 Rl 42 IR 1

EHEHETEMNIHRNREZES (ABAC) , BAE % FE IAM Identity Center 24 & MR E R E S
IAM Identity Center APl FEE. ZRERAAMSMHR , ZHIUNSRE#EFEER-~EYE , A
TFTETEMMNIHREES (ABAC ) , HEiZ4lAD  SUBISMERETENIHRZEIEEET 5
RUEE, MREEANBHHAREE (IdP ) ERFHIR , BRI LUEFET SAML M S BB BE
B IdP WEM., ERBERT , EFEEMENE IdP URKEMEE M. WR SAML iEPHENEME
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IAM Identity Center F 4 E X 73 ABAC B , N IAM Identity Center &7£ F 7 &% Amazon Web
Services KPR , FHE MG FEPNZBEEEENXETSERIE,

® Note

BTTEM 1AM Identity Center 2 HI A HRZRFIBEETEERTND IdP BEEM XK EHNEME. W
REERBIEB 1dP B SAML B & &2 G RIEHEMYE , NHAFH#TRE ORI |, X
B M B &)X E| Amazon Web Services Ik o iXLEJE M 7E IAM Identity Center FARAI AT
AR &Y,

F&

- BABREHEY
- R RERIE M
- R REREM

JB R R R

FRALUTIETER IAM Identity Center 2% & /8 A7 R E M (ABAC) B HIIhEE,

® Note

MBEEBIENPREBITRITE IAM Identity Center 3265 /5 ABAC , NIFIAH Z 2 REIER
58 %388 iam:UpdateAssumeRolePolicy KE, MREEEIENS P REMNRE
MAEEXEHNANLZ R,

WMREZE IAM Identity Center SR 27E 2020 & 12 AZHISIEN , F BRI NEEFSH
ABAC , XL ZNKF PR EQIE T INRE |, #L4HFiam: UpdateAssumeRolePolicy®
B 5 1AM Identity Center B2 £ KBk,

J& 7 B 428 1 Y B 1

1. $TF 1AM Identity Center &l &

2. &R ERE

3. ERENEL , RIEFREFEMEE, AGEREA, #ERITT—NMNERUANEH#ITEE.,

3 R R R
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R REHIE T

BRIRULT N ABAC ELEIRIE ABAC BLERE .

® Note

{RZH BTG IAM Identity Center B XN BEMUAESERESN , BT ER. IRE
B SAML Wi S5k BA B HRMERE (dP) WEM , WEFELLAEREEHERT. BXE
ZER , FSH CANBEHREHEEENSHRNIEEEM. 1 Identity Center B FMRS %
BENEAEE SAML S HiRBMNE,

£ 8 1AM Identity Center 24| B IEBRIEHNE M

1. 3TFF IAM Identity Center ¥ &lA o
®RIEE
FRENEL , EFHEEFNEHEDT+ , AREEEEEM.

EHEEFNEEREL , EFFNEEHMARNENFAGE. EXE , BUUNREEN S
2 REE ST E] IAM Identity Center fERN 2 EFRZE BN E .

> w0 b

Key € Value (optional) € Remove
Department ${path:enterprise department} ®
CostCenter 5{path.enterprise costCenter} »

BRRTENZEMERUNES  WEERBFER, XAUUREEEHN , BEEFEENHRE

FRENREPIEEZBWUEN. flm , RIREELMOKta (AL IdP ) ER SR , HEFEN

HAM AP OBIBEN EREEZIE, £ Key B, B LU A 52408 KL CostCenterfy [T
BEM. BEIENZE , TRBT LG ERBNER , TSI EEM aws:PrincipalTag #

## ( Bl "ec2:ResourceTag/CostCenter": "${aws:PrincipalTag/CostCenter}" ) #
NEMTEERE,.

@ Note

SN ZAAER R ERE M |, HI%0 Manager, IAM Identity Center A% ABAC HWZEE
¥ , 520 Managexr, IT Systems,
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BEXTREZLRENSNRNEERNS. BULELLH ATE IAM Identity Center 54058
SRRMHEBFZZENEMLRS P HAMENSHRERPNEME. flm, FHLRTRH
FIRENETY , BUUEEZIIEN P EHIIR , AAESIFEMENRIZIL TR
${path:enterprise.costCenter} , AEHAEEFEY. BZH LEARENREFBE A4
2E, BEE , RIEBFEABET SAML B SEREMMETT , FUTREEER ABAC FI&RZ B
=B 1dP B {8,

5. ERRFER.

NELCKABRE TIHEEEHEENBRE |, ETREETK ABAC BLETRE, At , BEHIEEHN ABAC
AN HFEFMEEONRE and/or ETHRFENRRED, X2MLFEN , XEESERDAFFHRTX
Amazon BIRMIGRINR. BEXEZER , BSH £ IAM Identity Center 5 ABAC BIZEPRIERE,

B R R 12 5 1

AT EREER ABAC ThaeHMERFTE E B BN E RS,

BRI REHINEY

1. 3TFF IAM Identity Center &l & o

2. ERIRE,

3. HERENEL , ZERFREFNEMLEDF 6 AREREEEML,

4. EEBHEEGFHEMERE , EFEA.

5. EEZERHMEHBEMIEES  EFEMEXER , EEHETHW A DISABLE , RFEFHEIA,

/A Important

WS EBRERBRAAERMY , H= 1L EBKE B F Amazon Web Services W/~ B {E B ME## 1T
HRIES | TieHIE HRIZEHEN SAML ST REBEEEAE .

£ 1AM Identity Center 7 ABAC Bl 22 X PR 2R B

A BRI RER |, RIBEENE EEREE AT AL REIEMN Amazon BiR. H&E A ABAC HiEE
J& BT , IAM Identity Center &£ T S HRIEMNAFPNEMEEZZE IAM , UEERBETEPER,
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aws:PrincipalTag 44

BT LME A BRE TR IF RSB M |, HEM aws:PrincipalTag &4 F4A GBI REZEEHN, 5
m, EUATERES  BAUFERASENRAROIRCARPNFIE R R, BE T LAEH 2 NMUBRENR
RFAEARBEERERPLERAINR, NE , BEARARERAEIEZRERAERPLEENKS
BITBRAE BRI , M REEHRSERERFRLPNER, BEEARDET B RAMEZSF EARME
R, BRECAEBHIRARPOFRIERREAT, A, IFEXAAKEH A Amazon Web Services
Frt , A LES Amazon FHREBERAFMER, Eit , MALABBARPORINFERRMFRAR
B, FRARAUEBSERAFL—BHER , METEEMNEER.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribelInstances"
]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"ec2:StartInstances",
"ec2:StopInstances"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/CostCentexr": "${aws:PrincipalTag/
CostCenter}"
}
}
}
]
}
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£, EXHERT , BHRREHEE R A ERMMT A SR HEINERE, BXEZER
BS 0 HAPSEE 2 B ih R AR Amazon Web Services IKF

3. & “REVER MFEESP , % macOS M Linux PowerShell, Windows 5 , EABURFEBLEN
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% X5 X Fray 4k
£F 1AM Identity Cen Amazon Web Services XiF ter EHIZIEMRFZBZEH N EEHTL -
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o EHIKB-EH IAM B3P OEFSMBAELSN, KA EFAFRESXKERE,

- SHXRFE-EH IAM F 15O EFXTUEEBINT S A RS (1dP) , Hlf, Okta® XEFXiFT&EH
F £ A ctive Directory =% & 13 /0 B RER F B RHIEH,

« Amazon Xig-% X8 % ##5EH T &8 Amazon Web Services I ERINE AR X, BRIFXE
EF A X,

« ATEBAMEZEN KMS F4AER-EHY IAM Identity Center SEIMAFERZXEEFFEE KMS 403
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IAM Identity Center B9 E(E B ELE Amazon Web Services Xifl, EXEZEE , S H the
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FE] A EHAXE A E BN EA

R IAM Identity Center EFIZIEANXE 28l , B4 EEZXELZEFEE KMS ZHANEIARE
1, REFEIRZAEESN IAM Identity Center BRAEFTRAIINIR. AXOES XA ARANEEA |
ESRUNES XEREIARH,
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BREVEZxME | 7 B RERM RIS A se T EFANRIDIA.
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BA -, LATIEMFEME T £ Amazon Web Services BEEIZ4 & M TIHLREN A Amazon
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3. EEREEEIF,

4. £ 1AM BERFOMXIEERD | EERMNXE,

5. 7E “Amazon Web Services X5 At & F” To A , EIFEAEE Amazon Web Services X
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Amazon CLI
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EE SR XEIRE
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--instance-arn arn:aws:sso:::instance/ssoins-1234567890abcdef \
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HSB3.b (Wik ) : FEHER IAP 7] Amazon Web Services (a1 124

Amazon Web Services F[RI[17 AP IdP AP EMXEANENBRENAREFREM, BEN
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Wi B 1AM BR& B HKIE.

ZR IdP R IdP BR& H M RIENAEF UL EER,

N o o bk~ b
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RAMERBRE

= |1AM Identity Center S2f5IF ] A 3 B8R E LR EXT Amazon EEZFI AN E SRR |, &
MNEWERITUT HEZRBRE,

1. IdP EE R ELH IdP FEAE#E IAM RRE 5 RIENAREF.
2. AP @RI AVEERIFEIGETRMAESR | Flins Fap4iER. Slack BERHEMERXMNIEE,

3. AMBRSVRANRA/ER AP, EEIFRKS , AFAFEREERSBRKS P ERNA
B, BIXELRE TN EEERKSACREEEKSEENMENTAERERKSPETAG.

REEEZEE

& & He Amazon alth Das hboard LAT&IA IAM B A ORESHETIRORANIRE, EREEFERE ,
BEHRITUTISR,

1. 3 1AM Identity Center BRFEVRSBIRE R ZBRFZETERERE , &% IAM Identity Center,

2. MRS LARKTHE K IAM Identity Center , EEHES2FRIAF 1AM Identity Center AJ . 1 RiX
L6 F P 84 H 6 Amazon Web Services 1718171 E#1 & 5 IAM Identity Centers

3. MERRFRAFEHEE , £ IdP FEA IdP RESORIENARRF. RINBWEE THEHRTI
5

4. M |dP I & 2GR A MIBRFIE A P

BHERBRACEMRENENZBDHRITIERE  EREEA.

£ Okta F— X MiIREE#Z IAM BRE B RIENHARERF

1. UEBEENRNAF S4B ZEN Okta tkF,

2. 1 Okta EEEFEFHNNARERFT , EBNAERF.

3. ERNENARRFEFR, #ERHIEE Amazon tkFERESMHRIE, ABEBRFMER,
4

BRI Amazon IKFERSELE SAML 2.0 P BRIREE#E IAM BkE Amazon , A TLHERX
HHERER , TREZERFLRET RN , BRNBNUENMEEEXERNEAFEXFLETIMSAN
XFLmET R , AiRSEkPEME, ERAHERFREEE ACS URL H‘J‘ BINBEVUEERATRETEN
IAM BB/ OMEXEHXBELET R, BXXBLIETRHE , HSHAmazon —RSEFHE
FARWT Ko
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5.

HEEFETUATF L | &F SAML 2.0 A AAFEZANAGEERNRE, A/ B XA RRE
RT IRE B R SR

Group Filter raws\#\S+\#(A{{role}}] w\—]+)\#(?{ d+)$

Role Value Pattern arn:aws:iam::${accountid}:saml-

provider/Okta,arn:aws:iam::${accountid}:role/B{role}

EEEAH , role TEFATENZER2FERKFINESREAR, S0, MREESH
Bl EmergencyAccess_Rolel ROFE ( BRI R A PATIR ) Amazon Web Services
W 123456789012 , A BEMBARERREREN EERMR , NENFHABTN
Haws#EmergencyAccess_Rolel_RO#123456789012,

FEEWBF (B, Active Directory FRIE R ) F , QIBERFRIAHIEEB ZEN (Hlw0,
aws#EmergencyAccess_Rolel_RO#123456789012 ) ., ERAMAENTEN G EHHF 2B
EiZ4,

EEZRBEKFAP  BEAENEERKE  ZERBREEPHBEABESHEACENNR,
LA 2KinE EmergencyAccess_Rolel_RO AEMWEHEXNEERBN RHIER, TAAESL

MR ESAE, KEMABS TRRHNESKS, SR F] SAML 247 ARN B A EBEER
SIAEK S PO EFEREARE ARN, R0 XKL inT S 85 RIE RN X,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal":{
"Federated":"arn:aws:iam::123456789012:saml-providex/[SAML
PROVIDER NAME]"

}I

"Action":[
"sts:AssumeRoleWithSAML",
"sts:TagSession"

]I

"Condition":{
"StringEquals": {
"SAML:aud": [

£ Okta F —RMIREEH IAM BRE SRR N AR 352
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"https://signin.aws.amazon.com/saml",
"https://us-west-2.signin.aws.amazon.com/saml",
"https://us-west-1.signin.aws.amazon.com/saml",
"https://us-east-2.signin.aws.amazon.com/saml"

]
}
}
}I
{
"Effect":"Allow",
"Principal":{
"Federated":"arn:aws:iam: :123456789012:saml-provider/Okta"
},
"Action":"sts:SetSourceldentity"
}

8. LAT2MKMZEl EmergencyAccess_Rolel_RO AEHNNRREHN ROIED, REIESN WiE
TESAE, KFFARS TRPNESKS,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": [
"arn:aws:iam::111122223333:role/EmergencyAccess_RO",
"arn:aws:iam: :444455556666:ro0le/EmexrgencyAccess_RO"
]
}
]
}

9. EIkAEKF,L A REEENEERRE, LT 2 MNE EmergencyAccess_RO BEBMEER
B RBIE A, EAHIF |k 123456789012 ERRIKF . BXxiHA , HSE W&t
Z2A6, kP MARS TERPHNIEARKS,

£ Okta F —RMIREEH IAM BRE SRR N AR 353
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam::123456789012:xoo0t"
},
"Action":"sts:AssumeRole"
}
]
}
@ Note

REHH IdPs AR B EFEZFERANARFER. RINBWEE IdP PREFERE IAM
RESHRIENARFLATERRS  ERFERSWRN L,

—RMEREERE IAM BR& NATEFF ADFS

AEENAT XM REIRE , ATEEBER IAM BKS5HRKIE , ADFSEETE IAM Identity Center
Z®] /i Amazon Web Services i/~ &G ' 215 RN R,.

FTRGFZM

WMRIEITRIADFSHEA Amazon F£E Microsoft AD #1TEE , BINBNEEAEEZXEHES , RE
EEHEXEMAREXEHRERITUT SR , LSS,

MR IERYED) B At A 1B
ERARKENTAENCE AD A , NSIMEAEZFM Amazon IAM A& 2 H#Y B3 L,

BABEER  AWS-<AccountNumber>-<RoleName>
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REESH gt E2AE, kKFEAABRS TEHRNEIKS ., YAFP#IEEZAN , i8R
F XK FEmergencyAccess_Rolel_ROB &M RINPRE123456789012, MEAFESZ AN EAX
B 12BN THAARBSIER , Amazon Web Services Ik HAAUERENENAR,

Amazon Bt &

ZENRESERSTAKS N TEAFEKSFHEE, BXBHERENYH , BERNFARITESA
&, K/ MARS,

1. Bl SAML SRt
2. IRERRAG
3. RETHERBIK, AR

B2 SAML & {3127

ERRFEKF S | ZRE IAM 6l SAML SO RUEPHZRE IAM FE/2 SAML 5 HEH
Ho MERADFSERSS 28 T8 B TR

https://<yourADFSserverFQDN>/FederationMetadata/2007-06/
FederationMetadata.xml

ERRVRAE

£/ SAML 2.0 Federation fEAFIER(ARE , FERK/FQQ@ IZER LR AE, BREEL—
FZHelER SAML 2.0 4@,

AEED

- BREZENVFEXE — EFZHEEETRITEARNENXE , UBRKESEXE P EREA
A,

« IERERANMNXEBHEE , tEPBE—MIANXBLIRTR , 0, IRENEHPREUS-
east-1, MRtus-west-2 N HBART R, BIESEEMIERR , BHAT LY AP HEXER
B us-west-2 SAML EFZL BT A H MR LA RIENUs-east-1F K. us-west-2

- ENBEAIXFLENTAMNXFARETR — REFEXFLFE TR (https://
signin.aws.amazon.com/saml) SETH , BEeREE LN LIHET KLF Amazon Web Services
Xifus-east-1, MXEFHER (https://<region>.signin.aws.amazon.com/saml) &
ROITREANEIRA IR T SRR IR &5 s

Bi B 52 R &
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BXREAZNEZXPLET RNEERBERG , H3M, £ Okta P —AMKREERE IAM BKESHE
UEN A 2 P i R A1 XL 0T R SAML 2R B R 8 2 iw 17 M SAML ARNs #2175,

Bl B X PR R W

BXKIINBIAE Okta F — XM REEE IAM RESHRIINAEF RSB R AGHNRER R , 55
5% o

BETFEARKFAE

NFIERBKFAR  FREBENEERE , ATEATRAKFAFFNESFTHARRAXESR,
BSHEERE R, HBKF 123456789012 E2F MK/, 1£ Okta A — /X MR B EH#E IAM Bt
SEHRIINARE

ma) B RKECIE

LR EBRERT tn{asii & Active Directory LA R I{ATADFSH 1T E 2151,

1. SIREFE
2. QIBEWS
3. BIEREAN

edfe gl

AR AE B E IR Y 65 B 1R I £ Active Directory oI E S 8F4A (a0 , AWS-123456789012-
EmergencyAccess_Rolel_RO) ., BN ANEEN G NAF S EEIX LA,

EREB A

ADFSEXEEZEEEHAHEE, MKH 52 Amazon Security Token Service (Amazon STS) , B & 3 1&1F
HNEBLADFSE MR REE,

1. HEADFSEEZFIESH , FHREREHERFNEBSEE, RNEBIT LR FHRAX,
2. NWTEHRERHE , FHE AM 2HE LA SO REBTHFEE R PR THRE URL, Him

https://signin.aws.amazon.com/static/saml/SAMLSPXXXXXX/saml-
metadata.xml

. REGHAMWEREN (HIW , Amazon IKFIHFRINR ) , RAREET -5,
4. SEREEREARIFEHITIHE Amazon, BALUERSENRAHE N EI MFA 2EHNER,
£ SER LIRS R LR “RIEBSEERS". Amazon MEEBRENER S,
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RAriEmE

Sl REA

ADFSERARBMANESERBRAENEB A B R HNRRRE, EFECIROFZFHMAN

Nameld, RoleSessionName, “3REU - &4H” # “ Amazon 5B &,
HRELEYH K AREE “REBRBABBUGR", &M SR M,
1Nameld.

a. B “HREANER" , RRERE “T—%"
b. EANTRE :
- FRAMNEZ : Nameld
- WEIMWREXE : Wwindows Account Name
- RHEMEEEE : Name ID
- fEHME ID &3 : Persistent Identifier
- REMBERRE: 2i&H
c. EEHE,

2. RoleSessionName

a. EFR AN,
b. £ “FHMUER" FIRF |, i£F “FF LDAP BHEAENFRKIE
c. ERAMUTRE :

- FHHNEF : RoleSessionName

- BHFMH : Active Directory

- LDAP &t : E-Mail-Addresses

o AHMRWEER : https://aws.amazon.com/SAML/Attributes/RoleSessionName

d. EEWEE,

3. FREU HA

a. EERANIAN o
b. £ “RIEMNENR" FIxF , EF “EHEELANRERE , REGEE “T—F7

c. £ “FHAMMEM" FGet AD Groups , A , REE ‘BEXHAMN PHWALTAR :

—RMREER IAM BRE N AREF ADFS
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c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/
windowsaccountname", Issuer == "AD AUTHORITY"]

=> add(store = "Active Directory", types = ("http://temp/variable"), query =
";tokenGroups; {@0}", param = c.Value);

LEEXANEAFAANES PR , ZHARRLT SHRIENVAFFMBENAERE , 1F
HEFH&http://temp/variable NWIfrtFEA,

(@ Note
BREIXBZEE , MR HIABNER,

4, ABREM

a. R MAN o

b. £ “RIEAMNER" FIRF , EE “ERAEELANRERE , REEE TP
c. £ “FHMMEF" HRoles , WA , RFE ‘BEXAN FHWALTHAR

c:[Type == "http://temp/variable", Value =~ "(?i)”AWS-([\d]1{12})"]
=> jissue(Type = "https://aws.amazon.com/SAML/Attributes/Role", Value =
RegExReplace(c.Value, "AWS-([\d]1{12})-", "arn:aws:iam::$1:saml-provider/

<ADFS>,arn:aws:iam::$1:role/"));

B E N HNE A ENREX G REAWS-<Account Number>-<Role Name>HHIESNEAKRA
HIRER NN IAM B ARN 1 IAM BRE 245 ARN R#, Amazon

@ Note
EELENRHIMUES T , ADFSRTES N REEREP S SAML &3 RERE Amazon

BEEN. RFLE IAM Z2HEPNSFORHAFERNEERHRHITER.
AL B

BEEHRTE ORISR XBREREBEEM. https://<yourADFSserverFQDN>/adfs/1ls/
IdpInitiatedSignOn.aspxMifRi THISI&RPIEFRENENEH AN B,
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im = ADFS

]]II|I

ERTPHERIA SAML B

/A Important

EHEEERHSERADFS , SAML Assertion iiw R EIARhttps://

51gn1n aws.amazon.com/EFRREZRAWT R , M TH, us-east-1RMNEBIZFERIA
KiHT [LIERRTRETF IAM Identity Center 38 #EF BRI XL 0T Ko Hli0 , IREW IAM &

BHOEHBERUs-east-1H BEWEFRBHITERMEUs-west-2 , IHRFEIA SAML Assertion

FRELRTREHRN, https://us-west-2.signin.aws.amazon.com/saml

1. EEBAGEELERE BN, RERD K2 R0+, B B EMEEST SiLE,
2. BIFEKAETRETF  ERENEERRHER , REEERE.
3. &H “FEE URL RENBINME E&E, %R “BE" M NA" BMEREEN.

(® Note

REHHE 1dPs AU BEFREZAFRANARFER. RIMNBUEE P PRIFER IAM RS
SORIENAEFLTERARS , EZEER2BLA AL,

—RMREER IAM BRE N AREF ADFS
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Ry Z 2% Amazon IAM Identity Center

=Z4E Amazon REFRZE, N Amazon BF , BAIUSRTENFEASHZsHRBABALNE
SR A Y BUE AR O TN K ER R,

ZERNTT HEEE Amazon BFEE. TEXABEENREERASHN 22UV NEEH

- ZR%E — Amazon AR E Amazon =HIEIT Amazon RS EMZEN ., Amazon &) EiR it
AZEFEANIRS . Third-party fE 8 Amazon £ XIE—F 4 , FitIHE N L FMEUE B %
2HEXRE. ETHERANEMITR Amazon IAM Identity Center , iHSRZESHITRIXI 2 8B E K
#Amazon R%

- DWMEE-BNREHREFEAN Amazon RERE, ERFENHMRARNAT , SEENBENHR
M, BLFNERUREANEEEN,

AR T FBY IR T SR ANAITE E D IAM Identity Center BRI FATRERBER, LT B RERE RSOME
iE IAM Identity Center U R BN R MM EMAME B IR, BEFZES A AH M Amazon RS K HS
Bh SR U 2 FR I IR HY 1AM Identity Center iR

F&:

« 1AM Identity Center & 3 i/ 0] & 12

« 1AM Identity Center 2] & F API #&4X

« Amazon STS IAM B4 0 EH4 £ T XEH
« |AM Identity Center ) H & id F M G 15

« |IAM Identity Center B &M HERIE

« 1AM Identity Center HJ3# 1%

« |AM Identity Center I BRI EZ &

IAM I|dentity Center & 357 EE

18 1AM Identity Center T Amazon A A FX R EER# T EHRRIEMNIER. XLEEFRLMEFH
[ Amazon R ( 5170 Amazon FEEN AR ) BIRR,

Amazon Web Services 5717 H & 410 UE B &EEE] IAM Identity Center By B Fi%#, ER ,
Amazon Web Services G TF AZBAIMEA P HRIVXEHABNEAZRE : Amazon Web Services
I

IAM Identity Center & 211/ [a] & 12 360
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1. 2 E T IAM B4 5032 4%]A Amazon Web Services Ik A FBIBRINE, BXEZER
BSH B a2 FIARPR Amazon Web Services K,

2. 1£ IAM Identity Center BHIAHF AL R T 7T HANRE S , LAAFHEZHHRIX L Amazon Web
Services K, BEXxEZEE |, HSH 012, EEMMPIBRNEE,

LTF&WHE T SERNEE R MMAEZEIFT IAM Identity Center 24| A5 ERR |, HEMAEREE
R ABR RN IT 1AM Identity Center 1241 & F#Y B 1S

- BRI
« pREH

Qv E Rl

T Amazon £/ IAM H #1717,

13 [R) 422

BRI ERABERAEUERN B NERITHHRIE , BEEXTHRENRS BEQIES R IAM

Identity Center &R, Bl , BABIAE NIRRT BELIE IAM Identity Center iE$# B %,

® Note

MREH IAM Identity Center SRIEE 7T & BEEER KMS %47 , M IAM Identity Center
EEAMEMEZHEZ KMS ZHRNARFEETANR, FSEEFZAELEEN KMS
224A Amazon IAM ldentity Center,

THEH/LFNBMAEE IAM Identity Center IR, AR WIS K& 5E8HR,

EIE |IAM Identity Center &R 1 184X PR BE R
Identity-based IAM & 3 FR /0 1Y SR BE =1
Resource-based IAM & 143 14 IAM 5 43 /0 B9 KB = 51
{FH IAM Identity Center FIIRSZ X HE
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EI2 |AM Identity Center &JREY i 8] 1 PR LR

A Amazon &R&IH AFTE Amazon Web Services I |, 82215 R &R R Z N RKEHNY
R, NTRMIHEINER , kP EERA LG IAM &4 (BIAF., AFMAE€ ) SR, FLEHRS (4l
70 Amazon Lambda ) i& X 358 &R R A PR o

(® Note

KAEER (NEERRAF ) REREERANRNAF. BXESREE , #5H IAM B
R IAM SRR,

FH

« |IAM Identity Center R FIR 4

- THRRBRAER

- EEXN RRHIGFE

- EERBIE  BE. RE. RENEHE
- ERBPIEERMS

IAM Identity Center &R iR
£ IAM Identity Center F , TERRZNARFEA], BEXHFNRE,
THERIRFIA N

RIRFTE#& Amazon Web Services Ik 2RIZR RN A, tEBR21E , BIRATE & =2 Amazon Web
Services Ik J I BRNIERFITEHRIEINVNZIXEASZME (KF, AP IAMEE® ) . LT RAN
BHTENI/ERE:

« R Amazon Web Services ik PR A A1 T IAM Identity Center %R , 41405 A2 7325k X
BRE , Amazon Web Services Ik NIEF 2 1Z R RNFIEE,

o WRETE Amazon IKFFRIZAF HEZAF R T 6 IAM Identity Center ZREVINERE |, MZ A F
BE/S AT LABIZR 1AM Identity Center B, B2 , ZAFFIEMNAEN Amazon KA HBEIXLRIR,

- WMRIZIE Amazon Ik 8] E G612 IAM Identity Center BIREIRRE IAM A€ | NETEEH K
AZABHAZTULIE IAM BHHPORR. ZBBERN Amazon Web Services IKF#HH IAM
Identity Center &R
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BEX HRNEE

RRREEAMEW AT LA A BLER R, T —F BN R KRR AT AL

® Note
AT 12 4{AI1E IAM Identity Center SEEINfEA IAM, XEFRRHEX IAM RESHIFHE S
BXRTEHN IAM XY, BZSH IAM AFPERPHNTARE IAM? . Bk IAM REEEEFUE AL
ER , BZH IAM AFEEFH Amazon IAM FEESE,

MEANZE IAM BB REFMER T BRI SREE (IAM policy). MiINEE RO KEIHMEET REREN X
B, IAM Identity Center R X ZFE T H 7 AV KEE (IAM KBE),

=3

- ldentity-based KRB (IAM KB )

« Resource-based B

|dentity-based RE& ( IAM KEE )
A LM 1AM B3R IR, BN , Eal IR IT AT R4E

- @ NERRIEHM M EH B4 Amazon Web Services IKF — IKFEBE R AR EESE
P REREY PR 2R B (6] 1% F P 4% F % 00 1AM Identity Center %58 ( Bl AREF ) BIR,

- EAEHMNRER (RFEKSNE) - ET6E IAM ASHNETSHNNRER , URTFE
K = B9 R BR o

BREHR IAM EBRNBRHELEL , HSH IAM AR EREFNIHRNEEE,
TR RBRRENAFRFRRUEITU List FFAWAIERE. XEBREE T T HX IAM Identity

Center BJR ( MNARFEFIHNRES ) WES. BEE , Resource TRHWEBER () RRAX
Zik P AR FTE IAM Identity Center BRI ITIRE,

JSON

"Version":"2012-10-17",
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"Statement":[

{
"Effect":"Allow",

"Action":"sso:List*",
"Resource":"*"

XX |IAM Identity Center ERE T H BN RENEZFEE , S H |dentity-based IAM & 14 /0
FERfl, BXAF, A, AENNENESZEE  F2H IAM AFEETNER (AP, A

=B

Resource-based B

HAARS ( 20 Amazon S3 ) X FHE T HRINRREL, Hlan , BRI LUGREEMINE S3 FHEUE
BB R AR, 1AM Identity Center A X E T RIRIKEEL,
EERKITR 8. R, BEREMEA

3t F &5 IAM Identity Center &R ( 2 IAM Identity Center ZRANIEIE ) |, ZBREZHEN T —4H
APl 4E, REBEFIXL API REMRER |, IAM Identity Center EX T — A& AT LUTE SR BE S 18 E VIR 1E,
EFEE  PITEI AP BETREEERIT S MRIENR,

UTRERWEREITE :

o TR EREEF |, B LAEA Amazon BIREZF ( ARN ) $RIREREE R A B &R

o BE . BULERBRERBEFIMREAFRIEL N R IRIZE, I
W , sso:DescribePermissionsPolicies PR /21T IAM Identity Center
DescribePermissionsPolicies BN AR,

s MR BULEEHAFEREERE (TURAGRIEL ) HBRER, MEEEERRT (W)
IR RIANR |, MENIEL TR, B ERELXNTROAEE , XETEERRAF T EHRZE
R, BMEEHEHMRERIR T 7T IHRINRHNER T 2t

s X EETESMIKRE (IAM KRR ) R, MNTRENAFERXEH. XTETERAEKRE
BULEESERNBEAAF. kP, BREIEEE (NEATETEFRNERE ) . 1AM Identity
Center *X#FHE T R IRIIKRE,

BX IAM FRIBZMERNEZER |, 5SHE IAM AFERHH Amazon IAM FBESZE,
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EREPEESRNF

HER TR, AIERAGRRKEIES REENERBERNZMS. Sl , BURFERBNERER
HENA, AREARBESEERMNESER  F360H (AM AFER) PHEMt.

ERREM , BULAERTEXWEGRE, RBHSET IAM Identity Center 95488, B2 , AL
BBEEEMH—L Amazon £48, Bx Amazon RN TEIIER | ESH IAM AFERETNTRES
R&HEH,

Identity-based IAM & 3 /0B 2R BE TR 451

AETRMET IAM REERE| , BB XLERERRTAFMNAREE IAM Identity Center AR
BR o

/A Important

RMNBWEEERARUTAEMESR , XETBHE T EE IAM Identity Center IR TF R E
ABMEMET, BEXEZEE , H2 EE IAM Identity Center &R ) X REEIR

AEBHNZNMPDBEATAR

- BESMREERSI
« f£/ IAM Identity Center 2% & PR EK R

B E X SR g R

AEIBARBTEEBE N IAM policy WELAFIRGl, XERPIKBEIEETSMONEKR , TIEEEXH
TR, FRANFEAET EONEKERN , BLFEEREGNRANES, HR , LFREMME E4E, @
IAM SEKMETSHNNREKRESE , ZACNEEREPIRIRMN EMAFRENR, ZEATLE IAM F
SIEET SRR HGEMBIA,. and/or HAMAR, LI IAM Identity Center IR
S0t , BET SUFIX LR BE R A T 1AM Identity Center AP,

(® Note
EAENIMEQ BRI EAXE RS, HBREEFRPHEXERB ZNHER (&
FinE” ) MAE (“ELFR” ) MLAFG. BRUE IAM XRENEZEE , TSHE IAM AF
R HYER IAM policy simulator Uik 1AM SR,

Identity-based K E& R4l 365
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F&
o m™Bl1: RAEFEAFESE IAM Identity Center

1:
« =2 RFAPEEL TR Amazon Web Services I £ IAM B 4 F /0
« 7l 3 REFAFEE IAM ldentity Center Y R TR F
« =4 RFAFPEE Identity Center B XA FA

1 RFAFESR IAM Identity Center

AT BRERRE @ A P R F RiEARER |, MEMI AT AEE IAM Identity Center FELEMNFIEIRE R B X

1§ =|
(=R Y]

@ Note

AEBNESE, BEEFHEDR , RINBWEMEA IAM Identity Center BIViewOnlyAccess
Amazon & K,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditoxo",
"Effect": "Allow",
"Action": [
"ds:DescribeDirectories",
"ds:DescribeTrusts",
"iam:ListPolicies",
"organizations:DescribeOrganization",
"organizations:DescribeAccount",
"organizations:ListParents",
"organizations:ListChildren",
"organizations:ListAccounts",
"organizations:ListRoots",
"organizations:ListAccountsForParent",
"organizations:ListDelegatedAdministrators",
"organizations:ListOrganizationalUnitsFoxParent"”,
"sso:ListManagedPoliciesInPermissionSet",
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"sso:ListPermissionSetsProvisionedToAccount",
"sso:ListAccountAssignments",
"sso:ListAccountsForProvisionedPermissionSet",
"sso:ListPermissionSets",
"sso:DescribePermissionSet",
"sso:GetInlinePolicyForPermissionSet",
"sso-directory:DescribeDirectory",
"sso-directory:SearchUsers",
"sso-directory:SearchGroups"

1,

"Resource": "*"

R~ 2 RAFAFEELLTIER Amazon Web Services I £ IAM B 550
LT PRRBER T A F AP RIER Amazon Web Services Ik 6122, BEIEMEPERFRENRE,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"sso:AttachManagedPolicyToPermissionSet",
"sso:CreateAccountAssignment",
"sso:CreatePermissionSet",
"sso:DeleteAccountAssignment"”,
"sso:DeleteInlinePolicyFromPermissionSet",
"sso:DeletePermissionSet”,
"sso:DetachManagedPolicyFromPermissionSet",
"sso:ProvisionPermissionSet",
"sso:PutInlinePolicyToPermissionSet",
"sso:UpdatePermissionSet"

1,

"Resource": "*"

},
{

"Sid": "IAMListPermissions",
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"Effect": "Allow",

"Action": [
"iam:ListRoles",
"iam:ListPolicies"

1,
"Resource": "*"
},
{
"Sid": "AccessToSSOProvisionedRoles",
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:CreateRole",
"iam:DeleteRole",
"iam:DeleteRolePolicy",
"iam:DetachRolePolicy",
"iam:GetRole",
"iam:ListAttachedRolePolicies",
"iam:ListRolePolicies",
"iam:PutRolePolicy",
"iam:UpdateRole",
"iam:UpdateRoleDescription"
1,
"Resource": "arn:aws:iam::*:role/aws-reserved/sso.amazonaws.com/*"
},
{
"Effect": "Allow",
"Action": [
"iam:GetSAMLProvider"
]I
"Resource": "arn:aws:iam::*:saml-provider/AWSSSO_*_DO_NOT_DELETE"
}
]
}
(@ Note

A" "Sid": "AccessToSSOProvisionedRoles" #f4 5 HAY"Sid":
"IAMListPermissions"H At PRI A T A/ EEHTE Amazon Organizations &Ik = H
BIEES., EELEBRT , BAEEEER iam: UpdateSAMLProvider X &I 0,
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3 ARFAFERE IAM Identity Center YN R F

LT RRER TR A FAFEEMEE IAM Identity Center RIS FAREF , BFE IAM Identity
Center B3RP TR SaaS NARERF.

(® Note

EENARFNAPMASBEEEU TR RAIRFEMAN sso:AssociateProfile #®1E,
ek AR ERIIANRER Amazon Web Services Ik E0E AP ME, RAF %M
£ IAM Identity Center & Amazon Web Services Ik 5 EIIR , H BEEEEENRER
FHNRR , SRR 2 . AFRAPEEUTHREE Amazon Web Services K £ IAM & 13/
DH,

BZE 2020 F10 B , EPFZRERERET Amazon 2FIB# 1T, LWREIRMEIIERECEME |, Hit0
FR, REMANER , XERESAHIF G ENEHREEMER,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sso:AssociateProfile",
"sso:CreateApplicationInstance”,
"sso:ImportApplicationInstanceServiceProviderMetadata"”,
"sso:DeleteApplicationInstance”,
"sso:DeleteProfile",
"sso:DisassociateProfile”,
"sso:GetApplicationTemplate"”,
"sso:UpdateApplicationInstanceSexviceProviderConfiguration"”,
"sso:UpdateApplicationInstanceDisplayData"”,
"sso:DeleteManagedApplicationInstance"”,
"sso:UpdateApplicationInstanceStatus",
"sso:GetManagedApplicationInstance",
"sso:UpdateManagedApplicationInstanceStatus”,
"sso:CreateManagedApplicationInstance"”,
"sso:UpdateApplicationInstanceSecurityConfiguration"”,
"sso:UpdateApplicationInstanceResponseConfiguration",
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RAriEmE

"sso:
"sso:
"sso:
"sso:
"sso:
"sso:
"sso:
"sso:
"sso:
"sso:
"sso:
"sso:
"sso:
""sso
"sso:
"sso:

"sso-
"sso-
"sso-
"sso-
"sso-

1,

GetApplicationInstance"”,
CreateApplicationInstanceCertificate",
UpdateApplicationInstanceResponseSchemaConfiguration”,
UpdateApplicationInstanceActiveCexrtificate"”,
DeleteApplicationInstanceCertificate"”,
ListApplicationInstanceCertificates"”,
ListApplicationTemplates",
ListApplications"”,
ListApplicationInstances",
ListDirectoryAssociations"”,

ListProfiles",

ListProfileAssociations",

ListInstances",

:GetProfile",

GetSSOStatus",
GetSsoConfiguration”,
directory:DescribeDirectory",
directory:DescribeUsers",
directory:ListMembersInGroup",
directory:SearchGroups",
directory:SeaxrchUsers"

"Resource": "*"

Gl 4 . RFAFEE Identity Center B ZFH AP A

AT PR SR BE 1% F X PR LA S i F§ P 7 IAM Identity Center 812, &&., SFMIBRA -4,
ERELEIERT , Xt IAM Identity Center YA MAMNEEE X ZEIRH, Hlin , ZHi%EF Active

Directory /3 A T B3 BN NS MR & 0 IR .

JSON

"Version":"2012-10-17",

"Statement": [

{
"Effect":
"Action":

"Allow",
[

Identity-based & B Rl

370



Amazon IAM Identity Center ArfEm

"sso-directory:ListGroupsFoxrUsex",
"sso-directory:DisableUser",
"sso-directory:EnableUsexr",
"sso-directory:SearchGroups",
"sso-directory:DeleteGroup",
"sso-directory:AddMembexToGxoup",
"sso-directory:DescribeDirectory",
"sso-directory:UpdateUserxr",
"sso-directory:ListMembexrsInGroup",
"sso-directory:CreateUser",
"sso-directory:DescribeGroups",
"sso-directory:SearchUsers",
"sso:ListDirectoryAssociations",
"sso-directory:RemoveMemberFromGroup",
"sso-directory:DeleteUsexr",
"sso-directory:DescribeUsers",
"sso-directory:UpdateGroup",
"sso-directory:CreateGroup"

1,

"Resource": "*"

{E /A 1AM Identity Center 2| & Fr BRI R

RNTERAFEEBIEBER IAM Identity Center #B#1 & , EEHFMANNR., MRCIER IAM KRELEFT
EWRENBRE™E , NEHAFLTERERAZRBNAFNTREZET. A TRE5HTBER IAM
Identity Center 2% & P LA IRIBIETTBEEZHNNRE,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"sso:DescribeAccountAssignmentCreationStatus",
"sso:DescribeAccountAssignmentDeletionStatus",
"sso:DescribePermissionSet”,
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RAriEmE

1,

"sso:DescribePermissionSetProvisioningStatus",

"sso:DescribeRegisteredRegions”,
"sso:GetApplicationInstance",
"sso:GetApplicationTemplate"”,
"sso:GetInlinePolicyForPermissionSet",
"sso:GetManagedApplicationInstance",
"sso:GetMfaDeviceManagementForDirectory",
"sso:GetPermissionSet",

"sso:GetProfile"”,
"sso:GetSharedSsoConfiguration”,
"sso:GetSsoConfiguration"”,
"ss0:GetSSOStatus",

"sso:GetTrust",
"sso:ListAccountAssignmentCreationStatus",
"sso:ListAccountAssignmentDeletionStatus",
"sso:ListAccountAssignments",

"sso:ListAccountsForProvisionedPermissionSet",

"sso:ListApplicationInstanceCertificates"”,
"sso:ListApplicationInstances",
"sso:ListApplications"”,
"sso:ListApplicationTemplates",
"sso:ListDirectoryAssociations",
"sso:ListInstances",
"sso:ListManagedPoliciesInPermissionSet",
"sso:ListPermissionSetProvisioningStatus",
"sso:ListPermissionSets",
"sso:ListPermissionSetsProvisionedToAccount",
"sso:ListProfileAssociations",
"sso:ListProfiles",
"sso:ListTagsForResource",
"sso-directory:DescribeDirectory",
"sso-directory:DescribeGroups",
"sso-directory:DescribeUsers",
"sso-directory:ListGroupsForUsex",
"sso-directory:ListMembexrsInGroup",
"sso-directory:SearchGroups",
"sso-directory:SearchUsers"

"Resource": "*"
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Resource-based IAM B3/ IAM B 13 F /0 B9 SR BE 7R 45l

FrE S IAM Identity Center £ BLfE A OAuth 2.0 W FARFHEERE EE T RRNKE,
ZNARFAULHEFEERS Amazon B, FIENET R RNEREMN N NAREF KK

( HActorPolicy?E API #1 ) |, BEEN THRLE IAM ZFEABREA IAM SFHRIESE AP 84E | fi
W, CreateTokenWithIAMIAM BHRIEFEREF IAM ZEA ( Hl0 IAM A& Amazon ;S ) B
£ /token? EHR IAM IEHRBERKEBIFRITHE , Af@ IAM &4 70 OIDC lRF#1THGRIE

aws_iam=t i =,

RARFREBREESEMMAIRE (CreateTokenWithIAM ) o ZBREEEXRIF AT HVIRIE
XLIREMN A Amazon RERARFATRIESHE (IntrospectTokenWithIAM) FHUE T

()o RevokeTokenWithIAMNFEFEXFEBRANARRF , EANBEIEEMRL IAM EEENEA
CreateTokenWithIAM REEB LKL, HIRNEMAEALL AP BER |, REZNAREFBIGR S
& F R b o

WREFER 1AM Identity Center EFI AN AT ESHERREFEFETEERNAREF  FEARES

FEEEEH OAuth 2.0 NAEFFHNLZR 4, TERNABRFRBNEES X, AXRRBERG , H5H
AEBEEM REIXRE : AT IAM BEAIE RS EMRBIFSE.

BUERER

REEATURBIATER :

s EMLTBEIREN2012-10-17"8) Version TE,
- MMBEEDL—/ Statement TE,

- BEKREE Statement BB ELLTTE : Effect, Principal. Action #l Resource,

REETTE
ZRBYAIEUTTE
R
EERMMAAMRA, FRAREN 2012-10-17 ( HFHRAE ) o

E2C)
BEXRME Statements, KU RBEED— Statement,

BNEH Statement @EUTTE,
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MR

(#F ) BERATEREL ZREFIFAINER. BRERN Allow 5 Deny.

Principal

(F ) TERKEKREAPIEENNRN F 5. EALUIEE IAM A& Amazon RS
5,
AR

( XFE ) RTFRIELH IAM Identity Center OIDC RS API iR1E, BXIRIERE -

« sso-oauth:CreateTokenWithIAM : WIR{EE CreateTokenWithIAMAPI R{EMERT
Bi , BFERAEM IAM =K ( 20 Amazon RFAGFZAF ) #HITEHRIENRNEF K
B AREFAENRE G EMBFSEANE. XECETRESEENNWERE , ATEE
read:profile 5 write:data MR,

« sso-oauth:IntrospectTokenWithIAM [{XFRXPR] : R FNPRIUE H A R FEEKHY OAuth
2.0 HRIGENMBFSENEXES , SEEXBKNERSNNR, HXRMNE Amazon 1£E
BARFMER , KIZHRTE IAM 374 OIDC APl SEH,

« RevokeTokenWithIAM [XBRIFR] : R FRREE OAuth 2.0 I RIGEFMBIFHTE , £H
FEEESHEIARN. LNRMNM Amazon EERARFER , RIZRE IAM 4540 OIDC
API BEH,

)

N

( 4% ) ELRBED Resource TEMNERN "*" , RRUNARER

BX Amazon REEEBZNEZER | BHSHE Amazon IAM FAFIEREH R IAM KBS ZE,
THIERRE - A IAM B8 6|2 17 A 5 hE R RIS R

LTI PREFRRE R T TER B FIDER IAM B ExampleAppClientRole 82 H IR E i 6] 5 h8 K il #T
TREONRE.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowRoleToCreateTokens",

"Effect": "Allow",
"Principal": {

Resource-based K& R4l 374


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html#Principal_specifying
https://docs.amazonaws.cn/singlesignon/latest/OIDCAPIReference/API_CreateTokenWithIAM.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies.html

Amazon IAM Identity Center ArfEm

"AWS": "arn:aws:iam::111122223333:ro0le/ExampleAppClientRole"
I

"Action": "sso-oauth:CreateTokenWithIAM",
"Resource": "*"

Amazon IAM B3RO FEE R

EOE IAM & - EE R E RN AR RBHRMOMNAAENNE , EEBEMZT LR, BREA
7], AT LAEF Amazon FEE KRR, XERKEFENFERRY , ATEEH Amazon Web Services
WPRRER, X Amazon TEXREMNEZELR , H3H (IAM BFPERE) 9K Amazon EERXE
B o

Amazon RS54 MEH Amazon TE R, BTEEH Amazon HEREPHNR. BRFZBRE
B Amazon FEE R RERMIANMUB AL IFFFE. WEFEHRSEMMNEBORESH (AR, 4
MAGE )., SEIWBERFRETHN , RERETELERN Amazon RERX K. RSTaMN
Amazon EEXRBEHBRNE , ALEBREHRTFLBEFEZNAENR,

AN | & Amazon X B S NRFSH TEREERNFEE R, 20 , ReadOnlyAccess Amazon & X
BE IR FTE Amazon BRS MR RIRA R NR. HRF B3 —WEHIHEER , Amazon £ AFIRME
MR RIENPR, BAx THERAERN SRR | B2 IAM BFREESDWERT T/EIREN

Amazon BEERIKEL,

B ZE identitystore-auth FTRME T AFESIEFBIBRA P SFOFIRE, LB ZEHH
EAEMARENREBFELAE LERHR. CIERBEN IAM KA | BB %E identitystore-auth
EfER*, ANXEATHSENRGEZRPFENAERE.

Amazon FEE KB : AWSSSOMasterAccountAdministrator

AWSSSOMasterAccountAdministrator K@ EAHREAAFENERIRE, ZBRER THEE
Amazon |IAM Identity Center EE A TEACBNEIE A, BENENER  FIRHNREIIRELE
#r , LATEL 1AM Identity Center BV B ThEE LA K B3 B FT BV IRE,

BT LU AWSSSOMasterAccountAdministrator REEKINZ] IAM B3
FFAWSSSOMasterAccountAdministrator REEHI INEI & 48 , BlRFEE Amazon IAM Identity
Center PR, A LBEKHZEIE AT Amazon Organizations & X2/~ FFTFA K 5 0K/~ 57 1AM
Identity Center, ZEAT LTS EEFTA IAM Identity Center #24E , @$E 812 IAM Identity Center
B, AR, NREMDENEESD, ZREAETUEEAD Amazon AR 5 MK R EFI{LX LS E
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html

Amazon IAM Identity Center ArfEm

F#1£ Amazon Directory Service ¥£%& B 5 # IAM Identity Center Z B2 E1E, MEFEEINEN K
o, kPEE RN BHREGXLENR,

ZERBETEFEREFREZHITMER IAM Identity Center SEIFTFER Amazon Key
Management Service B R,

R 74
LERBEARERHENREDINZMED.

« AWSSSOMasterAccountAdministrator——7tifF IAM Identity Center & & 1
AWSServiceRoleforSSO MRS & E &% L IAM Identity Center , LMEFRE TR A Z AR H
REFMAVRITIRE, U DMADRARFZIZEBHA IAM Identity Center i , XRMEN, BXEZE
B, ESR BEX K E R Amazon Web Services 1Ko

« AWSSSOMemberAccountAdministrator— fifF IAM Identity Center 1£ % ik F~
Amazon SRERRITIKFEE ARE. BXEZELE , B35H Amazon EEFKEE .
AWSSSOMemberAccountAdministrator,

+ AWSSSOManageDelegatedAdministrator
AMEREER,

« AllowkMSKeyUseViaService#l AllowKMSKeyDiscovery — SSiFXt IAM B3 F /O SEFIERA R
E P EE R IT Amazon Key Management Service &1,

A IAM Identity Center 3 &89 40 43 5% A FEUH

EESFHRBEHNER |, 5 Amazon IEE RS ZAWSSSOMasterAccountAdministrator B9,

BRIREENHMES

B X3 A IAM Identity Center B} , IAM Identity Center fR55 £ 7E Amazon Organizations EEMKF (A
B EKF ) FEIE—NREKEAR | X#E IAM Identity Center i TJ LA B IRIRIK F~ Y FRo PR
FEWE/ESIE iam: CreateServiceLinkedRole # iam:PassRoles

Amazon FEE XK : AWSSSOMemberAccountAdministrator

AWSSSOMemberAccountAdministrator RO EMABEMENETERE, ZFXBERTHIT IAM
Identity Center EE A TEA RN T4, FEERNBNHE  FARENREIRSLERF , LUTE IAM
Identity Center VI B IRELA R E B A FTE WV IRE,

BT LARF AWSSSOMemberAccountAdministrator KB AIZEI IAM &5
FFAWSSSOMemberAccountAdministrator SREEH tNE & 3 at , BI#RFEE Amazon IAM Identity
Center fXBR, HAEUBEHZEFE A TLUE Amazon Organizations B2 F~ AT A K & Ik 7 15 [H
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IAM Identity Center, ZEA AL EEFAE IAM Identity Center #4E , BIECIEAF. NEREM
DENBEN. EREAEFRIEEN Amazon HLREK A MK P SKFl{Lix 5B , F1E Amazon Directory
Service £& B % IAM Identity Center Z [B]Z2iE#., MEFEBEUEN LS , kKR EER B3RE
X LA PR,

ZRBILIFBFEAZT A REERHAIITIMER IAM Identity Center SEHIFFER Amazon Key
Management Service X R,

EEFWRBEHNIR , S Amazon E£E XS ZEZAWSSSOMemberAccountAdministrator Y,

BRIRENHMES

IAM Identity Center B A EE H |dentity Center B %77 (sso B% ) FVAF., AMEBE, kP E
ERAAGSEUTERENNER :

 "sso:*"

* "sso-directory:*"

IAM Identity Center B2 R FE X LL T Amazon Directory Service REMNBRXRT 8EMIT A EES

* "ds:DescribeTrusts"

* "ds:UnauthorizeApplication"
* "ds:DescribeDirectories"

* "ds:AuthorizeApplication"

e “ds:CreateAlias”

XL PR 2 F IAM Identity Center EXERIRFIIMEBEZHEENARER , WMEAUFEIREN S
IAM Identity Center —EfEH. BEXBMRENEZELR , i5S Amazon Directory Service API X
R : BE. BREMZHESE,

IAM Identity Center £/ IAM K B&[E] IAM Identity Center i F R F PR, IAM Identity Center B &
BRI PREE I [ E B iR RE . IAM Identity Center B3 A XM ARSI HIM B KRG , LUE AT LUE RN
B R EMINEECIBREFHINBEE—EFER, ZREZTEMIBEENR , IAM Identity Center B
R MMAERIZIT IAM Access Analyzer FRESIIIE,

e "jam:ListPolicies"

* "access-analyzer:ValidatePolicy"
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IAM Identity Center B R EEHPR17EELT Amazon Organizations EF RERITHEES -

* "organizations:EnableAWSServiceAccess"

* "organizations:ListRoots"

* "organizations:ListAccounts"

* "organizations:ListOrganizationalUnitsForParent"
* "organizations:ListAccountsForParent"

* "organizations:DescribeOrganization"

* "organizations:ListChildren"

* "organizations:DescribeAccount"

* "organizations:ListParents"

* "organizations:ListDelegatedAdministrators"

* "organizations:RegisterDelegatedAdministrator"

* "organizations:DeregisterDelegatedAdministrator"

X LERBRAE IAM Identity Center B2 R AEB AL AR (k) RKIHITEZ IAM Identity Center B
BES , MFAR

REIE FAANEEKF,

RBIE FALH A K

K S A Amazon RS 5 B X PR

RENEEZREER

BXEF IAM Identity Center FAZMEEANESER , FEH ZIREE. ARIITXLNERE
FATHEZ{EE Amazon Organizations , %5 5 H it Amazon fR% Amazon Organizations — 2 f#
i S

Amazon FEEH B : AWSSSODirectoryAdministrator
AT LU/ AWSSSODirectoryAdministrator SREEHIINE IAM B4

LR BRI T3 IAM Identity Center FA P MM EENR. BNt R ERAY 4R T] LAXT 1AM Identity Center
AFMAHITEMNEN. ZXBEDEEAZTAREZAHITINER IAM Identity Center SEHIFTFE R

Amazon Key Management Service R,
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ZRBEEE TR :

« 1AM Identity Center B 3% - I IAM Identity Center B ZIREMNTLEEIHE R,
- SOFME - NEAERRENSORIENTSERHENR,
« 1AM Identity Center - % tH B R < BBV R.

« Amazon Key Management Service - XI IAM Identity Center S2FIEANEF B T EB R RBARITH
%, WRZANERBIEZANNR,

EEFHRBHNR , HZSHAmazon £ E RS EAWSSSODirectoryAdministrator #Y

Amazon ¥EE XK : AWSSSOReadOnly
&AL AWSSSOReadONnly REEKIIE] IAM B 15

HERIEEF RIERR , RAFAFEE IAM Identity Center FHER . MMLFEBNEET ZEEESR
IAM Identity Center A 540, BNtk R BEHY E A TSETE IAM Identity Center Rt {TERIEHT, Hla0 ,
BEXENRHNEMATLLESF IAM Identity Center iR & , BT EFE EMREE,

ZERBESEFEAEFEEZARITINEB IAM Identity Center SEFIFFEH Amazon Key
Management Service B R,

EEFNRRBEHNIR , S5 HAmazon £E RIS ZEAWSSSOReadOnlyH Y,

Amazon £ E XK : AWSSSODirectoryReadOnly
IBA LU AWSSSODirectoryReadOnly SREEHIINE] IAM B 17

WEREEIRF RIENER , RAFHAFZEE IAM Identity Center R EAFFIH, MMLEBNEETEZESR
IAM Identity Center ZBt. XPRE. NARFIHRE, MiNREHEMAETERE IAM Identity Center F
HITEMERH, Fln , EEXLENBRAEATLLESE IAM Identity Center AP, (BT E REM
APREME S B MFA R&,

ZREE BB ERAFFEE R TN IAM Identity Center SEHIFFER Amazon Key
Management Service X PR,

EEFHEBHNR , HZSHAmazon FE K S EAWSSSODirectoryReadOnlyH Y,

Amazon B F R : AWSldentitySyncFullAccess

BT LU AWSIdentitySyncFullAccess REEKINE] IAM &5
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B ANt REEHY EARM BT LR RNR , TAGIZNBBRESREEX S, HELSEEXHSEL B IRKREK
HEH. Q. FHMBERES LSRG AR B TELRD,

RERFHER

EEFHRBEHNR , 2 FAmazon & F 8BS EAWSIdentitySyncFullAccessHH.

Amazon £E XK : AWSIldentitySyncReadOnlyAccess
B LA AWSIdentitySyncReadOnlyAccess REEHIINE] IAM &1,

BRERTFRARNR , AFAFERERAXGARSEENH. MAEFFNMBEIFRENES . MR
MEATENBSRERTEMEH. flN , EAXENRNEATUEETESORLSRE , BELEEX
R ES B S BT SR AHE

EEFHRFRNNR , HSHAmazon £ E K S EAWSIdentitySyncReadOnlyAccess F Y.

Amazon ¥£EE XK : AWSSSOServiceRolePolicy
BRI LARF AWSSSOServiceRolePolicy REEKTNE] IAM B 14

LERBE M INEI RS MEXAE , iF IAM Identity Center ZiRA5& FIHITHRL A - EF 8 R BRI
BREV4EE Amazon Web Services Il I,  Amazon Organizations/8 8 IAM & , REH L Amazon
Web Services ik FIEIFTE KigiHh 812 — NSRS HAAXNAE, IAM Identity Center E&TERESE
WMEENALN S MK P RRMEENRSHERAE, HABAITF IAM Identity Center X TRIEH
BN EIR. Service-linked EENABFRIZH A Amazon Web Services Ik ##an
HAAWSServiceRoleForSS0, BXEZER |, S £ IAM Identity Center FVIRFZHE<HE,

Amazon £ E XK . AWSIAMIdentityCenterAllowListForldentityContext

£ IAM Identity Center &3 L T X HEFEAEEK , Amazon Security Token Service (Amazon STS) &
HZFAWSIAMIdentityCenterAllowListForIdentityContext R MBI ZAE,

IR REIR M T HIETTTE IAM Identity Center &7 £ T X HIBEN B BMERHAE S OEER | FTAYTFN
BEINR, EH ETXHRANFAERMBRERSHEEL, J0 L TXERN ProvidedContext 1%
ii'-o

ZEFRRBEHNR , FZHAmazon HERKKS
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« iam:DetachRolePolicy
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« iam:ListRolePolicies

* iam:PutRolePolicy

* iam:PutRolePermissionsBoundary

e iam:ListAttachedRolePolicies
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 iam:CreateSAMLProvider
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e iam:DeleteSAMLProvider
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£ :
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* organizations:ListAccounts

* organizations:ListAWSServiceAccessForOrganization

* organizations:ListDelegatedAdministrators
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e iam:GetServicelLinkedRoleDeletionStatus

e iam:DeleteServicelLinkedRole

AWSSSOServiceRolePolicy AR 5518 x A & X PR K & /2 7F IAM Identity Center £ “arn: aws: identity-
sync: *: profile/*” E5ERIA T IR4E -

« identity-sync:DeleteSyncProfile

B X AWSSSOServiceRolePolicy RSHEX AN IRREEFNESES ,

Z Amazon FEE KR,

JSON

"Version":"2012-10-17",

"Statemen

{

t":[

"Sid":"IAMRoleProvisioningActions",
"Effect":"Allow",
"Action":[

1,

"iam:

"iam:

"iam:

"iam:

lam:

lam:

lam:

iam:

AttachRolePolicy",

CreateRole",
DeleteRolePermissionsBoundary”,
PutRolePermissionsBoundary",
PutRolePolicy",

UpdateRole",
UpdateRoleDescription"”,
UpdateAssumeRolePolicy"

"Resource": [
"arn:aws:iam::*:role/aws-reserved/sso.amazonaws.com/*"

1,

"Condition":{
"StringNotEquals": {
"aws:PrincipalOrgMasterAccountId":"${aws:PrincipalAccount}"

"Sid":"IAMRoleReadActions",

BSHEIAM BB OEH
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"Effect":"Allow",

"Action": [
"iam:GetRole",
"iam:ListRoles"

1,

"Resource": [

myn

"Sid":"IAMRoleCleanupActions”,

"Effect":"Allow",

"Action":[
"iam:DeleteRole",
"iam:DeleteRolePolicy",
"iam:DetachRolePolicy",
"iam:ListRolePolicies",
"iam:ListAttachedRolePolicies"

1,

"Resource": [
"arn:aws:iam::*:role/aws-reserved/sso.amazonaws.com/*"

"Sid":"IAMSLRCleanupActions",

"Effect":"Allow",

"Action":[
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus",
"iam:DeleteRole",
"iam:GetRole"

]I

"Resource":[
"arn:aws:iam::*:role/aws-sexvice-role/sso.amazonaws.com/

AWSSexviceRoleFoxSSO"
]
},

{
"Sid": "IAMSAMLProviderCreationAction",

"Effect": "Allow",
"Action": [
"iam:CreateSAMLProvidex"

1,

"Resource": [
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1

"arn:aws:iam::*:saml-providexr/AWSSSO_*"

’

"Condition": {

3,
{

"StringNotEquals": {

"aws:PrincipalOrgMasterAccountId": "${aws:PrincipalAccount}"

}

"Sid": "IAMSAMLProviderUpdateAction",
"Effect": "Allow",
"Action": [
"iam:UpdateSAMLProvider"
]I
"Resource": [
"arn:aws:iam::*:saml-providexr/AWSSSO_*"

"Sid":"IAMSAMLProviderCleanupActions",

"Effect":"Allow",

"Action": [
"iam:DeleteSAMLProvidex",
"iam:GetSAMLProvidex"

1,

"Resource": [
"arn:aws:iam::*:saml-providexr/AWSSSO_*"

"Effect":"Allow",

"Action":[
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"organizations:ListAWSSexrviceAccessForOrganization",
"organizations:ListDelegatedAdministratoxrs"

]I

"Resource": [

g

"Sid":"AllowUnauthAppFoxDirectory",
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"Effect":"Allow",
"Action": [
"ds:UnauthorizeApplication"

1,

"Resource":[

g

"Sid":"AllowDescribeForDirectory",

"Effect":"Allow",

"Action": [
"ds:DescribeDirectories",
"ds:DescribeTrusts"

1,

"Resource": [

myn

"Sid":"AllowDescribeAndListOperationsOnIdentitySource",

"Effect":"Allow",

"Action":[
"identitystore:DescribeUser",
"identitystore:DescribeGroup",
"identitystore:ListGroups",
"identitystore:ListUsers"

]I

"Resource":[

Mg

"Sid":"AllowDeleteSyncProfile",

"Effect":"Allow",

"Action":[
"identity-sync:DeleteSyncProfile"

]I

"Resource": [
"arn:aws:identity-sync:*:*:profile/*"
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DescribeApplicationProvider
DescribeApplication
Describelnstance
ListApplications
ListApplicationProviders
Describelnstance
ListApplicationAssignments

UpdateApplication

2023 £ 11 B2 /e API ##1E
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RAriEmE

2020 £ 10 B 2G589 APl ##1E

REGERBEIELTIRE , 2020 £ 10 A 15 B 2 HIBIEH IAM Identity Center 2515 & BBt 5T
|B APl 24, 2020 € 10 A 15 B 2 G2 MGl AR HE API Z/EFE 1AM Identity Center 32 &1 4

FRFEATRN

Operation name

AssociateProfile

AttachManagedPolicy

CreatePermissionSet

DeleteApplicationinstanceFo
rAWsAccount

DeleteApplicationProfileFor
AwsAccount

DeletePermissionsPolicy

DeletePermissionSet

DescribePermissionsPolicies

DetachManagedPolicy

DisassociateProfile

GetApplicationlnstanceForAW
SAccount

GetAWSAccountProfileStatus

API actions used before
October 15, 2020

AssociateProfile

PutPermissionsPolicy

CreatePermissionSet

DeleteApplicationlnstance |

DeleteTrust

DeleteProfile

DeletePermissionsPolicy

DeletePermissionSet

DescribePermissionsPolicies

DeletePermissionsPolicy

DisassociateProfile

GetApplicationinstance

GetProfile

API actions used after October
15, 2020

CreateAccountAssignment

AttachManagedPolic
yToPermissionSet

CreatePermissionSet

DeleteAccountAssignment

DeleteAccountAssignment

DeletelnlinePolicyFromPermi
ssionSet

DeletePermissionSet

ListManagedPoliciesInPermis
sionSet

DetachManagedPolic
yFromPermissionSet

DeleteAccountAssignment

ListAccountAssignments

ListPermissionSetsProvision
edToAccount

2020 F 10 B2 /e API #2#1E
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Operation name

GetPermissionSet

GetPermissionsPolicy

ListAccountsWithProvisioned
PermissionSet

ListAWSAccountProfiles

ListPermissionSets
ListProfileAssociations

ProvisionApplicationinstanc
eForAWSAccount

ProvisionApplicationProfile
ForAWSAccountinstance
ProvisionSAMLProvider

PutPermissionsPolicy

UpdatePermissionSet

Amazon STS IAM & 3 /0B &4 £ T X E4H

API actions used before
October 15, 2020

GetPermissionSet

GetPermissionsPolicy

ListApplicationinstances |
GetApplicationinstance

ListProfiles | GetProfile

ListPermissionSets
ListProfileAssociations

GetApplicationlnstance |
CreateApplicationlnstance

GetProfile | CreateProfile |
UpdateProfile

GetTrust | CreateTrust |
UpdateTrust

PutPermissionsPolicy

UpdatePermissionSet

API actions used after October
15, 2020

DescribePermissionSet

GetlnlinePolicyForPermissio
nSet

ListAccountsForProvisionedP
ermissionSet

ListPermissionSetsProvision
edToAccount

ListPermissionSets
ListAccountAssignments

CreateAccountAssignment

CreateAccountAssignment

CreateAccountAssignment

PutlnlinePolicyToPermission

Set

UpdatePermissionSet

LUZHRABEEBERS Amazon , £ ERE R Amazon WEEER ETFXH , ZLETXATFITME
ML EFR, EAILIER JSON KM Condition TERNBER L TXHNWREEEREHISENE
BEHRHTHER. BREEHTEANKERRY K TEREBERNWERA. BR., BRAHENOUARBERES
M TEIE, Service-specific FHRBE NN EHEA Amazon RF—EEH.

Amazon STS IAM B 13 F 0B S 44 32 47
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IAM Identity Center @& — Amazon STS L TXRMHE , A1F Amazon RENABFNE=ANA
279 I1AM Identity Center EXMZR 4 RBFMNE. XERITEE AM AEF, BRABERENARFE
fkik SR ER Amazon STS., MARFBENUTE—AXREUEELS Amazon STS ERTHE

« fF IAM Identity Center # 1T & 3 IIEH SRR,

« EEAETEATERRTERTASEMMEE G, EXHERT , MABRFANTETHRRTE
PIRITHE , RIEFZT BRI 1AM Identity Center FREY T .

XERBEASAUEFOECEEANNARFER, £REERT  UREFERE , NWWNAERLCE
HY IAM KBS FR RV IX LR SR R R R L AR,

flan |, BEEER ERIE UserId MEREXN BZRNZHHE, LERTEBA IAM Identity Center A
FEFEAA®, ROIZKLTHER Sourceld, BR , 5 Sourceld REIMRZ , Userld WEXRTEH
ERPELIRIENBFERF. WEFETRARFREHEZIES Amazon STSHSER, HIERMLE
EEEENBRAF/ASE,

ES ]

* identitystore : Userld

identitystore : IdentityStoreArn

S : ApplicationArn
B4 : Credentialld
B4 50 InstanceArn

identitystore : Userld

It E X8R IAM Identity Center A #Y UserId , %A 2 IAM Identity Center XM L XS
WESE, ETXHSZRIELS. Amazon STSER LA IR & B RPTERH IAM Identity Center
AW Userld 58ERBHIEENAFRRRFH#HITHER.

- ATAMY — FiZEHMH IAM Identity Center K HIY E T XME 25 , ZHEA Amazon CLI 3 Amazon
STS AssumeRole API #24EFHI{E{T Amazon STS assume-rolemSHRAB BN , WB4AHEE
EERETXH,

o BERE-FFH
- {E£A — Single-valued
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identitystore : IdentityStoreArn

W ETXERKMNE A/ ETXHISH IAM Identity Center SEHIH) B 3176489 ARN |, th 2]
BEHPERK identitystore:UserID HEMN B R FHE. SR ERBEPEALLBEE
identitystore:UserID 2&XR BN & 4 F 6 ARN,

- AR — FiREH IAM Identity Center K HEYV E " XME 2/ , H{EMA Amazon CLI 2 Amazon
STS AssumeRole API #24EFHI{E{M Amazon STS assume-rolemSHRABBE , WZ4AFEE
EERETXH,

o BIEERHE - A, FHH
« 3% H — Single-valued

F 4 ; ApplicationArn

It T8 2 IAM Identity Center AIE A E T X SHNARFH ARN, EA]AEREE £/ Lt
¥E identitycenter:ApplicationArn &R BMHINNARERF. FALEBEM T IEEARNA
BFIHE IAM B2,

- ATAM%-t A4 B EE Amazon STS AssumeRole API BBERER E T X, ZiBERETXEE IAM
Identity Center X HY £ FXHI S,

- BIERE - A, FHE

- %A — Single-valued

B4/ : Credentialld

W ETXRESHHUBRATENEN D, RATIER, BTLRETTEN , BUFEFEAT
HWEeRE LT XIS

- ATAM-tkZR4A DB Amazon STS AssumeRole APl BBERER E TXH, ZiFERLETXEE IAM
Identity Center X H £ FXHI S,
. BIEKR-FRFES

« %A — Single-valued
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4L : InstanceArn

W ETXH#RN identitystore:UserID &4 L TFXH S IAM Identity Center SR8 ARN, &
AL L E identitystore:UserID M E TS 2ARBTHH IAM Identity Center 3=45i
B ARN,

- TA%-kZ4ABETE Amazon STS AssumeRole APl BEER L TXH, ZBERLETXEE IAM
Identity Center X HY £ FXH S,

o BIEERE - A, FHE

« 3% H — Single-valued

IAM Identity Center Y H 18 3% k512

REXERENALAHRITERE  BANMBHNERRTIER, KEUEBBZPEFMAEAZTE , HEERF
FEMEE, IAM Identity Center B BIZEM I Amazon RS , AT B R KR ENAARERNBEE
#5E3h : Amazon CloudTrail 1 Amazon EventBridge.

FH

- FEAIZHE IAM &4 70 APl B Amazon CloudTrail

- FAHIEFE IAM B4 SCIM APl i§ B Amazon CloudTrail

- FRARFAHS Amazon E#EEK EventBridge

- BFROEE AD BFEIR

FEAIEE IAM B4 APl B Amazon CloudTrail

Amazon IAM ldentity Center 5 —IN k55K Amazon CloudTrail , ZRFSRMAF. AEH Amazon
BRS57E |IAM Identity Center HREXHVIRIEM 2%, CloudTrail £ IAM &4 508 AP BRBRASE
. HIRWAAITIEXRE |IAM Identity Center %1 & #978 AFIXS IAM Identity Center API #R/ER XS
BWH. MRECIZERER , WAL ARYFF CloudTrail S458&&H 2 Amazon S3 Fik#E , 25 IAM &
BHRONEYS, IREBREEBERE , BMATLIE CloudTrail EH AW “BSHHLER FEEFERHN
=, FAWRENEER CloudTrail , B LABEE M IAM Identity Center X HIVER., K HBERH IP b
., #REHTER, AREKHBERAREMEFEAES.

ETHEZEE CloudTrail , & ¥ Amazon CloudTrail AF R,
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Amazon |IAM ldentity Center

RAriEmE

TFHRLCET IAM | CloudTrail dentity Center 954, H CloudTrail E4RMTER APl, Bx API B

E%ELE , 1551 IAM Identity Center AP 3%,

(@ Note

E Sign-in’A 1AM Identity Center i F & XEHE S Amazon & H 5 A —4 CloudTrail B4 ( #&

7)o Amazon XEEMHZEXNNNATT AP, FLEARTE API ZZEH5IH,

CloudTrail =4

IAM Identity Center

kAl

OIDC

Amazon Web
Services H [T/

2B API

IAM Identity Center

ANl

OIDC

Amazon Web
Services 18]

i B3

IAM Identity Center
AP| X EENIR

& NAER. G
THEMRE. KM
NARFDE. |IAM
Identity Center SE4 %
R,

S 1FM APl XEFE
Bl AFPMANE
WA URAFH
HE R B A,

BEHEERAFNS
B 5 HKIE ( MFA)
®&,

OIDC API X #FA[E &
m1R#E , UREIER
= EHBEIER IAM &
BHRLAFREHER
Amazon CLI # IDE
TEA,

Amazon Web
Services 18]
API 3% Amazon
Web Services i8]

CloudTrail B4R

SS0.amazo
naws.com

sso-direc
tory.amaz
onaws.com

, identitys
tore.amaz
onaws.com

SS0.amazo
naws.com , SSo-
oauth.amazonaw
S.com

SSO0.damazo
naws.com

FEAIEHE IAM F4 50 APl A Amazon CloudTrail
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CloudTrail =4 NE API 15, BR CloudTrail E4R

NFRNRE , XA
B IR UK P AL

Amazon CLI,

SCIM SCIM SCIM AP| X #&Eid identitystore-
SCIM i ECEA /. scim.amazonaw
HIARRF M. & s.com
SHFERIEE IAM §
3/t SCIM API B H
Amazon CloudTrail T

BEZEER

Amazon &% BERE AP Amazon R# A 1AM signin.am
SHHPO0NAR &G azon.com
RIFFMERE B 2%

UERFE A W Sign-in
CloudTrail &,

FB
« CloudTrail IAM 5 147 U By A 45
s |IAM B MEELTF CloudTrail

CloudTrail IAM & 15 =0 Y B 451

IAM Identity Center & i CloudTrail WE43t T & AHIKE ATeEREM{E. Organizations ] LAfE A
XEE4ARRERNTZAFEH Amazon SIMERWFRIFES . XBEBTERAERARS , BN A
FESIDFREEMET R T HLERFRNIFMEEE, BIETLUERIXLE CloudTrail BHIEHRITEHAE , M
MERARAEB DA T RAHABRERTRTH. WA, E4HLIERUSHREL R , ILEEH THRAR
PR FEL B b AT E F E FE R

UTMANETZEFIT, SHARENHEFRETERENEMERARM

FEAIEHE IAM F4 50 APl A Amazon CloudTrail 406
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£ 1AM B 40 AP K CloudTrail FIE4HR 51 A F

IAM Identity Center & & HF A CloudTrail B , & 8% 1R 5] CloudTrailE#E B/ IAM &4 50
B, flnEx IAM 54508 Amazon CLIEA Amazon Web Services 15 iRI[TF |, 2FEEE MFA
W&

« userId- KB IAM Identity Center £65I & {3 Z &R M — BRI ZE M A FFRIR
« identityStoreArn- @8ZAFNEHBFMH Amazon BFERAF (ARN)

userIDMidentityStoreArnFBREREHEEonBehalfOf TEMMuserIdentity st

%, AT RHI CloudTrailE#H B EFTR. LLEHBHERBTT userldentity K&
N“IdentityCenterUser" MV EHF XN FER, L&A LE2IAIE IAM Identity Center BFHE
HARREXLEFER , WREHM userIdentity KB H “Unknown”s B TERBN X F XA
=

"userIdentity":{
"type":"IdentityCenterUser",
"accountId":"111122223333",
"onBehalfOf": {
"userId": "544894e8-80cl-707f-60e3-3bab510dfacl",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"

},
"credentialId" : "90e292de-5eb8-446e-9602-90f7c45044F7"

® Tip
BB WS EAuserIdfidentityStoreArn3kKiR Bl IAM Identity Center CloudTrail E4%&
BHWAF, userldentity JTETH userName fl principalld ZREFHR M, MRE
TR (flnF it HEHMmAL ) KB T AR username , MEBRERNIERE -

« RBR BEFREH CloudTrail FEIAF & FHIEEE , M IAM Identity Center B EHIREUAH F
Fo

« UserName3RHY IAM & Ht\fEadditionalEventData Sign-inTtE T X H M, LRI
FZETA[E 1AM Identity Center B3k, BXEZEE , S H EFE4 CloudTrail FH A
Ao

fEFAIESE IAM &4 50 APl B Amazon CloudTrail 407
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ERFEAFNEFEMAEE , @8 username & , BEEFEHAF ID MBHEFEME ID EASEBRENRES
1M, EBALUBE DescribeUser API iEREET CLI 1T kbR, ROICLI v, MBEH
IAM Identity Center S5l{ F CLI BRIAX 1 , A& B region ¥,

aws identitystore describe-user \
--identity-store-id d-1234567890 \

--user-id 544894e8-80cl-707f-60e3-3bab510dfacl \
--region your-region-id

EWREFERGIF CLI P E0DFM ID B , B LM identityStoreArn EH RIS 717

ID, %1 ARN arn:aws:identitystore::111122223333:identitystore/d-1234567890
B, 5377 ID 7 d-1234567890, HE , LA LUBE S/ ZE |IAM Identity Center 25 & 1% B X1
N E B EEERFER S B FH# D,

WMREEE BBIE IAM Identity Center B RXHHWAFENR , BUEEERFERHE , #EER IAM
Identity Center Xf & 317 AP| IR GH{E. EFERMNAFBUHE TERGHERMRERRERE
o

KERE-AF2EANAFES4

EXEHPEEAAuthWorkflowIDFER RYFTE IAM Identity Center BF S EF R IRESEXF
5| XHMIFFAE CloudTrail &4,

¥+ Amazon Web Services 18] 17 NEBY A F#4E |, Zcredential IdEREN A THEREMEN
IAM Identity Center AP &K 1D, & A LA A LE KRB Amazon Web Services 1[R[ H[E—
NEE F B EIER IAM Identity Center Fi P &iEH/Z3) CloudTrail BWE#,

@ Note

BTEMERA credentialld HEREHEFLSEMH ( 10 Amazon Web Services R T H
/) XK, BZBHPHHN credentialld ZREMNHAIPER , BIUETERBIZ
B, XF&T OIDC AR Amazon Web Services iFE[TFEH , HMHM credentialld
FREFTIHRTE D,

£ 1AM B F0RA P RENSEHHIRBIAF CloudTrall FALXEHRARFER

AT CloudTrail E###3R 7 OAuth 2.0 THERRHERE , FZIBRH , FRRAFPREXQENINE
RS (thesubjectToken) R A FIF IR (the)o requestedTokenTypeRIFSRERAFRAF X
WEMKREZTHELEAFBEERE , MZAF BN BRSEET,

FEAIEHE IAM F4 50 APl A Amazon CloudTrail 408
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3F IAM Identity Center AP & 21 , % CloudTrail B4 8 TR resourcePE R
MffilrequestParameterst#, resource ZHEEHEFABTH/EILL Amazon &
BEH (ARN) , WTERIFHET CloudTrail EH4IEFEAF , FEEE IAM Identity Center
CreateTokenWithIAMAPI 2 SDK i R,

"clientId": "EXAMPLE-CLIENT-ID",

"grantType": "urn:ietf:params:oauth:grant-type:token-exchange",

"code": "HIDDEN_DUE_TO_SECURITY_REASONS",

"redirectUri": "https://example.com/callback",

"assertion": "HIDDEN_DUE_TO_SECURITY_REASONS",

"subjectToken": "HIDDEN_DUE_TO_SECURITY_REASONS",

"subjectTokenType'": "urn:ietf:params:oauth:token-type:access_token",
"requestedTokenType": "urn:ietf:params:oauth:token-type:refresh_token",
"resource": "arn:aws:sagemaker:us-west-2:123456789012:training-job/my-job"

£ 1AM Identity Center 544 E8 B F 2z [E<EBXAF

IAM Identity Center IRFEFRAMNAFEY , IR THHEHBFRHPWAF S/ 888 % ( fl#0 Microsoft Active
Directory #1 Okta Universal Directory ) F89[E — F AR B

« externalld - IAM Identity Center Al F I AZBARIRAF . BB FHFRRATFRHNZAIBE RP AR AE
B A FAMREF. EEE , IAM Identity Center FREF A HILE, CloudTrail

- username - EFRMENE K AFBEFAZEERR, ZETHESZTE (HlmET SCIM BH ) . iF
SEE , Y B HIRNE Amazon Directory Service , IAM Identity Center XK HWFAF B 5B AR TEH
KM AN AF & CloudTrail #HEE, ZAFBLFES IAM Identity Center BZFHAFE TS
_ﬁo

MREF R E CloudTrail E4E%E IAM Identity Center B RV R AR |, N o] LAfE A & %
RfadditionalEventDatatEZETHFETHAF®E, BX additionalEventData FAFENE
ZiFE , BS R BFZE4 CloudTrall PV o

= 587 Amazon Directory Serviceft , X MR BMHEEABE RPN NAF B NS X RE
IAM Identity Center FEX ., HXRELR , HSH IAM Identity Center S E M REEE F 2 BWE
M5, |dPs 7EAAEB , £ SCIM WA B B WS, BIEEAFER IAM Identity Center B &1EHN H 4
R, BAILAERA externalld BMRREFHREENAIE FHITRXXEIA,

LAUTREB 415 BA an{a] 4R 38 A 7 B username # externalld &# IAM Identity Center A F,

FEAIEHE IAM F4 50 APl A Amazon CloudTrail 409
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Bt A &M externalld &% IAM Identity Center i F

MNFEAMAFSE , B%BES GetUserId APl FRIREY MY userId , BA# DescribeUser
API iER , M IAM Identity Center B ZXFIREVAFBMY (MBIHIFAR ) o AT RAIBRTSUNFANT BT
ERREEEAF B MM userId, MREH IAM Identity Center S2HIF CLI BRIAXIE , AT & B
region S,

aws identitystore get-user-id \
--identity-store d-9876543210 \
--alternate-identifier '{
"UniqueAttribute": {

"AttributePath": "username",
"AttributeValue": "anyuser@example.com"
}
LN

--region your-region-id

G , MR EH externalld , tt o[ EABERBIEIER, FaiflFHNBEHRBEH N externalld,
HEBEHERENECEEHHNEM externalld,

# Microsoft Active Directory ( AD ) FEEFERFHNEZERRRF ( SID ) 5 externalld

ERELEERT |, IAM Identity Center &% CloudTrail E#principal IdFEF X HAFH SID , 0
Amazon Web Services 15 [R[JFF OIDC APl XK HHSEH, WERFRIEZESE K. WRFEM AD H3k
M —RAPRRR , BIWENIERESEA AD B objectguid, &7 IAM Identity Center B 3%
M externalld BMEHKEIZE. B2 , MIRENTEREZTEMEA SID, HMNAD FRZEZE , B
REeTEESE IAM Identity Center API 3R15.

FEE-—APSENNAFSEH MR T WAEA externalld M username FEF IAM Identity
Center AP 54\ & B x+ E’JR‘H*J%F'*H%H*O ZRINER T , IAM Identity Center ¥ externalId Bt
52| AD HFH objectguid Bt , KRG X RENEEB E. IAM Identity Center A FEE A RIEEE
username HYBRGICR |, MIEERIABRSYE| AD F#Y userprincipalname,

S&T1E IAM Identity Center ZH| A EFXLERFXR, EMIRENSHFLETF , REEREX
EHRAREERS, ®EERS D K AREFRMERI R,

BARZALERA IAM Identity Center A IV {ERIME— AD AP #RIRRFE AD FERAF , ERITEI
BEERPEM objectguid , AR ER— N FAAZMIRARF. AT RERTRT WAEEA Powershell
&if] Microsoft AD , AEF A F Y objectguid {E 16809ecc-7225-4c20-ad98-30094aefdbca
RRERAF. ZEANRIIMAFZE AP SID.

fEAIES IAM B30 APl B H Amazon CloudTrail 410
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Install-WindowsFeature -Name RSAT-AD-PowerShell

Get-ADUser °
-Filter {objectGUID -eq [GUID]::Parse("16809ecc-7225-4c20-ad98-30094aefdbca")} °
-Properties *

IAM B4 ME B F CloudTrail

CloudTrail &8I~ Amazon Web Services 1K BN EEEWIKS LS A. = 1AM Identity Center
RAEFEDN |, ZEHEEEM Amazon BRS CloudTrail B#—RiIERESHALIERF, BRI LTE
FEE, BRMTHEREXENEH Amazon Web Services ik, BXEZEE , BSRFERAEHN
$ & F CloudTrail B4,

@ Note

B < CloudTrail B4 AP RBIFXN AP RENRERNMAEETNESFEE , 52 HAmazon &
218 ZEF# IAM Identity Center CloudTrail SN EEE X,

ERZ D FREMNEH Amazon Web Services K , B35 IAM Identity Center WS4 |, B QI IRER, R
ER AT CloudTrail ¥ B & X & 1 E] Amazon S3 M. FRERT , EEH & PLIZRERN , IR
ERRL A FPATE Amazon Xig, BRERIZR Amazon 2 XHMEBEXENEH , B EXHEETEBEE
B9 Amazon S3 FfE 8. A, WA LIE B E M Amazon BRS , Bt —F 9 4F CloudTrail BEHUE
NWEHBEHNEXERT. BXRXEZELR , FZH (Amazon CloudTrail BF1ERME) FHUTES .

o BIZR IR ERiC FABLR
« CloudTrail B RS FERK

« B2 Amazon SNS EHI CloudTrail
o EWEXRBZAMNXEH CloudTrail B A MEWR B ZANKF B CloudTrail B &34

EEM BB A CloudTrail B2 Amazon Web Services I |, 7 B EX 4R REX 1AM
Identity Center ##4E#1TH API HA. IAM FHH0EREHM Amazon RFiEF—EEARRE
. CloudTrail 1R#Er 8 BRF X4 KN REM S SIEZFNE AT X4,

CloudTrail X#H# IAM F4 /0 API WEH#

DTRBHrREEXRE IAM SO O0ZIFHET APl #85X CloudTrail WSEH4MEER. :

fEFAIESE IAM &4 50 APl B Amazon CloudTrail 411
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* |AM ldentity Center API

Identity Store API

OIDC API

Amazon Web Services @] API
SCIM API

CloudTrail IAM B30y API RIENEH

UTHRBELH IAM Identity Center #4EiBi¥ sso.amazonaws . comEH4RA HEVE4,
CloudTrail <23t IAM Identity Center APl #¥ENEZE LR , 25 (IAM Identity Center APl &
Z) .

IR T REATE CloudTrail #4) & FRAKHEIAY IAM Identity Center $#| & APl 2EFRINEMEHR, XX
imsA APINEZER , B3R (REENSE) .

AttachCustomerManagedPolicyReferenceToPermissionSet

AttachManagedPolicyToPermissionSet

CreateAccountAssignment

» CreateApplication

CreateApplicationAssignment

Createlnstance

CreatelnstanceAccessControlAttributeConfiguration

* CreatePermissionSet

* CreateTrustedTokenlssuer

» DeleteAccountAssignment

* DeleteApplication

fFEAIEE IAM F 450 APl 8 A Amazon CloudTralil 412
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https://docs.amazonaws.cn/singlesignon/latest/APIReference/welcome.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awsiamidentitycenter.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_AttachCustomerManagedPolicyReferenceToPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_AttachManagedPolicyToPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_CreateAccountAssignment.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_CreateApplication.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_CreateApplicationAssignment.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_CreateInstance.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_CreateInstanceAccessControlAttributeConfiguration.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_CreatePermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_CreateTrustedTokenIssuer.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DeleteAccountAssignment.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DeleteApplication.html
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DeleteApplicationAccessScope

DeleteApplicationAssignment

DeleteApplicationAuthenticationMethod

DeleteApplicationGrant

DeletelnlinePolicyFromPermissionSet

Deletelnstance

DeletelnstanceAccessControlAttributeConfiguration

DeletePermissionsBoundaryFromPermissionSet

DeletePermissionSet

DeleteTrustedTokenlssuer

DescribeAccountAssignmentCreationStatus

S

DescribeAccountAssignmentDeletionStatus

DescribeApplication

DescribeApplicationAssignment

DescribeApplicationProvider
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https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DeleteApplicationAccessScope.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DeleteApplicationAssignment.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DeleteApplicationAuthenticationMethod.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DeleteApplicationGrant.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DeleteInlinePolicyFromPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DeleteInstance.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DeleteInstanceAccessControlAttributeConfiguration.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DeletePermissionsBoundaryFromPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DeletePermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DeleteTrustedTokenIssuer.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribeAccountAssignmentCreationStatus.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribeAccountAssignmentCreationStatus.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribeAccountAssignmentDeletionStatus.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribeApplication.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribeApplicationAssignment.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribeApplicationProvider.html
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Describelnstance

DescribelnstanceAccessControlAttribute Configuration

DescribePermissionSet

DescribePermissionSetProvisioningStatus

DescribeTrustedTokenlssuer

DetachCustomerManagedPolicyReferenceFromPermissionSet

DetachManagedPolicyFromPermissionSet

GetApplicationAccessScope

GetApplicationAssignmentConfiguration

GetApplicationAuthenticationMethod

GetApplicationGrant

GetlnlinePolicyForPermissionSet

GetPermissionsBoundaryForPermissionSet

ListAccountAssignmentCreationStatus

ListAccountAssignmentDeletionStatus

ListAccountAssignments
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https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribeInstance.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribeInstanceAccessControlAttributeConfiguration.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribePermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribePermissionSetProvisioningStatus.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DescribeTrustedTokenIssuer.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DetachCustomerManagedPolicyReferenceFromPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_DetachManagedPolicyFromPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_GetApplicationAccessScope.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_GetApplicationAssignmentConfiguration.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_GetApplicationAuthenticationMethod.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_GetApplicationGrant.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_GetInlinePolicyForPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_GetPermissionsBoundaryForPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListAccountAssignmentCreationStatus.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListAccountAssignmentDeletionStatus.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListAccountAssignments.html
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ListAccountAssignmentsForPrincipal

ListAccountsForProvisionedPermissionSet

ListApplicationAccessScopes

ListApplicationAssignments

ListApplicationAssignmentsForPrincipal

ListApplicationAuthenticationMethods

ListApplicationGrants

ListApplicationProviders

ListApplications

ListCustomerManagedPolicyReferencesInPermissionSet

Listinstances

ListManagedPoliciesInPermissionSet

ListPermissionSetProvisioningStatus

ListPermissionSets

ListPermissionSetsProvisionedToAccount

ListTagsForResource
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https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListAccountAssignmentsForPrincipal.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListAccountsForProvisionedPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListApplicationAccessScopes.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListApplicationAssignments.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListApplicationAssignmentsForPrincipal.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListApplicationAuthenticationMethods.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListApplicationGrants.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListApplicationProviders.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListApplications.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListCustomerManagedPolicyReferencesInPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListInstances.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListManagedPoliciesInPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListPermissionSetProvisioningStatus.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListPermissionSets.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListPermissionSetsProvisionedToAccount.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListTagsForResource.html
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ListTrustedTokenlssuers

ProvisionPermissionSet

PutApplicationAccessScope

PutApplicationAssignmentConfiguration

PutApplicationAuthenticationMethod

PutApplicationGrant

PutlnlinePolicyToPermissionSet

PutPermissionsBoundaryToPermissionSet

TagResource

UntagResource

UpdateApplication

Updatelnstance

UpdatelnstanceAccessControlAttributeConfiguration

UpdatePermissionSet

UpdateTrustedTokenlssuer
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https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ListTrustedTokenIssuers.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ProvisionPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_PutApplicationAccessScope.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_PutApplicationAssignmentConfiguration.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_PutApplicationAuthenticationMethod.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_PutApplicationGrant.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_PutInlinePolicyToPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_PutPermissionsBoundaryToPermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_TagResource.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_UntagResource.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_UpdateApplication.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_UpdateInstance.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_UpdateInstanceAccessControlAttributeConfiguration.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_UpdatePermissionSet.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_UpdateTrustedTokenIssuer.html
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CloudTrail & 13771 API BR{ENSEH

AR 5K BE LN Id CloudTrail entity Store ##{EfEidentitystore.amazonaws.comEHFRE—EX
HIWEH, XA H Identity Store APl RIEMEZER , i5Z 5 (Identity Store API Z&) .

BT BESTE CloudTrail A E4 R Identity Store 32 &4 AP 2EH KB Hfttsso-
directory.amazonaws.comZE#, XL API Z#EF#EFI AR Amazon Web Services iH R TF. 1R
LERERNSERE (6 ﬂﬂﬂ%‘ﬁiﬁ)‘?&bﬂﬂéﬂ ) WEE , RIMBWERNZRAHLESE AP #1E,
BRZXERFE APINEZEER , B30 (RSENZE) .

» CreateGroup
* CreateGroupMembership

* CreateUser

» DeleteGroup
* DeleteGroupMembership

* DeleteUser

* DescribeGroup

* DescribeGroupMembership

» DescribeUser

* GetGroupld

* GetGroupMembershipld
+ GetUserld

* IsMemberlnGroups

» ListGroupMemberships

* ListGroupMembershipsForMember
* ListGroups

e ListUsers
+ UpdateGroup
» UpdateUser

CloudTrail OIDC API BR{EH S 4

LTHREELNH OIDC #BEAE CloudTrail WS4, HXx20H# OIDC API REMEZEER |, SR
{OIDC API &%)
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https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/welcome.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awsidentitystore.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_CreateGroup.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_CreateGroupMembership.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_CreateUser.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_DeleteGroup.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_DeleteGroupMembership.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_DeleteUser.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_DescribeGroup.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_DescribeGroupMembership.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_DescribeUser.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_GetGroupId.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_GetGroupMembershipId.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_GetUserId.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_IsMemberInGroups.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_ListGroupMemberships.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_ListGroupMembershipsForMember.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_ListGroups.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_ListUsers.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_UpdateGroup.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/API_UpdateUser.html
https://docs.amazonaws.cn/singlesignon/latest/OIDCAPIReference/Welcome.html
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* CreateToken ( B#JR sso.amazonaws.com)

* CreateTokenWithIAM ( B4R sso-oauth.amazonaws.com )

CloudTrail W= 4 Amazon Web Services 58|71/~ APl &4

LU %IR8 E Amazon Web Services 15817/ AP| ##4Efsso. amazonaws . comB4FF —i#2 & H 1Y
E#, CloudTrail 23 API FRFREAFR AT AR APl BIEX3F Amazon Web Services 15871 BV IRE,

£ Amazon CLI AT8E£ &3 &k %2 £ Amazon Web Services 15871 APl #24EM N3 APl R T
FA#IR4E CloudTrail WS4, BHX/AH Amazon Web Services 15 RIITIF API B ENEZES | 5
FAmazon Web Services 18117 APl &,

« Authenticate ( 203 APl R A, R Amazon Web Services THE[TFHERELR, )
« Federate ( 2FF APl AR A, BUENAREFNEKE SHRIETIEE, )

» ListAccountRoles

» ListAccounts

« ListApplications ( EAa# API # AT A, NAFRMEIEREIRAE RE Amazon Web Services
WHERIFA, )

- ListProfilesForApplication ( £t API AR A, RMENARERTHIEUE RE Amazon Web
Services THEI[TF A, )

* GetRoleCredentials

 Logout

CloudTrail SCIM API & {E B4

BX/NFF SCIM API #B4EWEER |, 2@ (Amazon Web Services 1587 APl &) ,

IAM &30 CloudTrail SE31FH & {E 5
BNEHRAXRBREEEXRERBERNAREE. BHEEEHTEBEUTAE :

BERE2ERBAFIER Amazon Identity and Access Management (IAM) BB FFiE$H % H.
. i%*%ﬁﬁﬁﬂ@ﬂ%ﬁ*AﬁﬁF'Eﬁlrﬁﬁﬁé%iﬁﬁﬁﬂ’ﬂo
- BREEHEM Amazon RS A H,

- 1B ‘}?za 3 1AM Identity Center AP &2, @R ZE , N CloudTrail B4
E’\JuserId%l]1dent1tyStoreArn—?—E§f—IFﬁ§E1 Bl & #21EKEY IAM Identity Center BFF, BXE%
R , B3 £ 1AM 5B F.0AF & CloudTrail WEHHIRBIAF,

fEAIES IAM B30 APl B H Amazon CloudTrail 418


https://docs.amazonaws.cn/singlesignon/latest/OIDCAPIReference/API_CreateToken.html
https://docs.amazonaws.cn/singlesignon/latest/OIDCAPIReference/API_CreateTokenWithIAM.html
https://docs.amazonaws.cn/singlesignon/latest/PortalAPIReference/Welcome.html
https://docs.amazonaws.cn/singlesignon/latest/PortalAPIReference/API_ListAccountRoles.html
https://docs.amazonaws.cn/singlesignon/latest/PortalAPIReference/API_ListAccounts.html
https://docs.amazonaws.cn/singlesignon/latest/PortalAPIReference/API_GetRoleCredentials.html
https://docs.amazonaws.cn/singlesignon/latest/PortalAPIReference/API_Logout.html
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BXEZER |, B2 CloudTrail userldentity T3,

(@ Note
B &, 1AM Identity Center TR AFERMA O IDC API &3F Amazon EEMEZNAERE (i
0 Amazon A SageMaker | Studio ) &K Hi CloudTrail E#f, X4 Web NARFRE/ZH the
section called “Amazon EENAEF" £FENFE , ZEEXEIEIE Web NARER , fil0
Amazon Athena SQL # Amazon S3 1 R E I,

T 1AM B34 CloudTrail BIE4

BREE—MEE 6 THTNSHEEIEIEEN Amazon S3 F#EE. SHERRFKBEARFEHENFE
R, BREEXRBERVIZE, BENBHANE, BRSHBEWELR, CloudTrail E4FT R API
AN EF#ERRE , At eNTaREMSEIRF BN, £ (CloudTral AF#ERm) F 7 # CloudTrail
BERHNANE,

WRBLERT —/ CloudTraill BERE , ATHRE IAM A+ OLRER IAM AiF (samadams) #1T
HDescribePermissionsPoliciesigfE :

"Records": [
{
"eventVersion":"1.05",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDAJAIENLMexample",
"arn":"arn:aws:iam: :08966example:user/samadams",
"accountId":"111122223333",
"accessKeyId":"AKIAIIIM2K4example",
"userName":"samadams"
},
"eventTime":"2017-11-29T22:39:43Z2",
"eventSource":"sso.amazonaws.com",
"eventName":"DescribePermissionsPolicies",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/62.0.3202.94 Safari/537.36",
"requestParameters":{
"permissionSetId":"ps-79a0dde74b95ed@5"

}I
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.amazonaws.cn/singlesignon/latest/OIDCAPIReference/Welcome.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
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"responsekElements":null,
"requestID":"319ac6al-d556-11e7-a34f-69a333106015",
"eventID":"a93a952b-13dd-4ae5-al156-d3ad6220b071",
"readOnly":true,

"resources":[

1,
"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

W RHIERT —A CloudTrail HE% B , AT 3k IAM Identity Center i 77 Amazon Web Services
WEI AR TR ListApplicationsi®fE :

"Records": [
{
"eventVersion":"1.05",
"userIdentity":{
"type":"IdentityCenterUser",
"accountId":"111122223333",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84775435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
1,
"credentialId" : "cdee2490-82ed-43b3-96ee-b75fbf@b97a5"

},

"eventTime":"2017-11-29T18:48:28Z2",

"eventSource":"sso.amazonaws.com",

"eventName":"ListApplications",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/62.0.3202.94 Safari/537.36",

"requestParameters":null,

"responseElements":null,

"requestID":"debc@435-ce4b-49c7-9bcc-bc5ed631ceds”,

"eventID":"e6elf3df-9528-4c6d-a877-6b2b895d1f91",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"
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}

WRBPERT —A CloudTrail BES B , AT#HIRET IAM Identity Center OIDC BRES# 1T B 17 R IEAY
IAM B0 AFPRITHCreateTokenR4E :

"eventVersion": "1.05",
"userIdentity": {
"type": "IdentityCenterUser",
"accountId": "111122223333",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84775435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"

.
"credentialld" : "cdee2490-82ed-43b3-96ee-b75fbfob97a5"
.
"eventTime": "2020-06-16T01:31:157",
"eventSource": "sso.amazonaws.com",
"eventName": "CreateToken",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",
"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/62.0.3202.94 Safari/537.36",
"requestParameters": {
"clientId": "clientidl234example",
"clientSecret": "HIDDEN_DUE_TO_SECURITY_REASONS",
"grantType": "urn:ietf:params:oauth:grant-type:device_code",
"deviceCode": "devicecodel234example"
},
"responseElements": {
"accessToken": "HIDDEN_DUE_TO_SECURITY_REASONS",
"tokenType": "Bearer",
"expiresIn": 28800,
"refreshToken": "HIDDEN_DUE_TO_SECURITY_REASONS",
"idToken": "HIDDEN_DUE_TO_SECURITY_REASONS"
.
"eventID": "09a6ela9-50e5-45c0-9f08-e6ef5089b262",
"readOnly": false,
"resources": [

{
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"accountId": "111122223333",
"type": "IdentityStoreId",
"ARN": "d-1234567890"

}

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

T #% 1AM Identity Center & =4

Amazon CloudTrail i23%FiE IAM Identity Center 13RIV T M XM BEFREH. 1AM Identity Center
A Active Directory ( AD Connector 1 Amazon Managed Microsoft AD ) &JRE BB ER T iZ4S EXILE
BIFERPWRSN , CBEERETAFBRABEZIRNARERNBROEMERES, REEAF
SERFMIBELENESIERAE , AR 2%% , XS HIEHK UserAuthentication B4,

TRIEFETEA IAM Identity Center & CloudTrail B4 &, HENWURNTE B RNER

o

EHER ma B

CredentialChallenge FAFEA IAM Identity Center
BiFR A P # RS EN IR
WHIEEMEM Credentia
1Type ( i1 PASSWORD
= TOTP ) »

CredentialVerifica BTEAAFEZRBRISE

tion CredentialChallenge
B3R AEE XTI R KL IIE 2
KM

UserAuthentication RATFEAAFEBNRE S5
BIFERYERITRHAE
BAFRERNER. AP KEE
X Bh 52 B P 35 B9 A A T )
SHFIEFMET UserAuthe
ntication I,

SMRER K
JRE 1AM BB FR0MAF, AD

Connector # Amazon
Managed Microsoft AD

F4% IAM B H0/AF,. AD

Connector #1 Amazon
Managed Microsoft AD

FIR=E=gvip

FEAIEHE IAM F4 50 APl A Amazon CloudTrail
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TRERTREERXREHATESHNEMABA CloudTrail EHBIEF K,

FE

AuthWorkflowID

CredentialType

DeviceEnr
ollmentRe
quired

LoginTo

E B Y

AT RERENERKF
Hlh R BB EH
o NTBRAFEXR

, IAM Identity Center
ARSXHSINEHR

(o]

RATEESZE

WE R EIESE

%, UserAuthe
ntication ZE#
HaEERARERF
Hsh BT PR
CredentialType
=

ATEERFRER
2R RENEM MFA 1%
&, AEAFEAY
SERZER.

ATEERDERRF
JIEMEEMME.

CloudTrail IAM B O0EFZHRERNSH

Sign-in EHERAM

Credentia
1Challeng

e ,Credentia
1Verifica

tion , UserAuthe
ntication

Credentia
1Challeng

e ,Credentia
lVerifica

tion , UserAuthe
ntication

UserAuthe
ntication

UserAuthe
ntication

TEH#HRT B ZAREM Sign-ink H CloudTrail =4,

~IE

“‘AuthWorkflowID” : *
9de74b32-8362-4a01-
a524-de21df59fd83”

CredentialType*:
BB
B, TOTP” (|
RENESRE &
B, TOTP, WE
BAUTHN, EX
TERNAL_ID

P. RESYNC_
TOTP. EMAI
L_OTP. EMA
IL_OTP ) CredentialT

ype

“DeviceEnrollmentR
equired”: “J& 48"

"LoginTo": "https://
mydirectory.awsapp
s.com/start/....."
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Are
credentials
valid?

Is MFA
Enabled

CredentialChallenge
? MFA, TOTP, WEBAUTHN

CredentialChallenge CredentialVerification
PASSWORD PASSWORD 3

Are MFA
credentials
valid?

assertion
Valid?

) Third party
SAML assertion ?

<N CredentialVerification
MFA, TOTP, WEBAUTHN

v
_— i UserAuthentication | <€—

t
___________ J
|AM Identity Center flow operation v
—_— Successful / True | Allow Access Deny Access
e Failed / False
—————— -+ Retry operation

IAM Identity Center sign-in events where CloudTrail
source is signin.amazonaws.com

ZEERT —MNEBEFREN - IMREEZRE.

FRERXRE (SFESR1-8) ERTAPBNEBERIEHRNISR. 1AM Identity Center H
userIdentity.additionalEventData.CredentialType i&E N “PASSWORD” , HITEER
W-MRER , RENHTER.

TERHEEFRTEZERENZESHRIE (MFA) WERRS. WAEEL2SH=FHE CloudTralil
B4, HUR B RRIENFSUserAuthenticationE R, R HHARIIEIRANESSEE M
CloudTrail & , EJ IAM Identity Center 2 E#i & CredentialChallengeEM & K IUE
MFA ( INREFA ) FHRKIE,

RIEEZRELIIEEM CreateUser API FAFGIZERY IAM Identity Center A A — X3
(OTP) BFEMFH R, FHEHPHNETIEXREREMAIL_OTP,

BRERZRE (BELSHR 12,22 8) ERTHRESOHRIIEBINEESR , Hh5HRREER
% SAML ¥ S , B IAM Identity Center #1TIIE , 2R K Ih , M=4 UserAuthentication. IAM
Identity Center T2 RS E 3 -7 PRI MFA BHRIEFS) , BANISPRE BHRIRMEATRE
AFEILES BRI,
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B FEH CloudTrall FHAF B

IAM Identity Center Z£& )X IAM Identity Center /i 7 B{Zh & KA , £ additionalEventData TE T
A UserName FE—X. UTIHRERTEENNAMERSEGH  URXEEHRENESE. YA
FERN , RE— 1M &HGAENE,

 CredentialChallenge

- {RfCredentialTypey “PASSWORD” — 5&F T A Amazon Directory Service Tt 17253 & 17
¥ F IAM Identity Center B %o

« Wh CredentialType e EMAIL_OTP n 3 “ — {iEMA T CreateUseri® API ARACIEM A
BRZHER , HBZAFRKRE —XMEZBEAAERAZEZBER—IXWER. IAM Identity Center
B

 UserAuthentication

« ¥ CredentialType N“EXTERNAL_IDP’E - @R FEMAINER IdP #1TH B HRIL,

FRIHIAUERY UserName I :

- HHMREENI P B, ZEZ T/ A SAML i E P # namelID B, Z{ESZT IAM Identity Center
B %A UserName FE,

- HHHRERNE IAM Identity Center B% , K HWEZET1ZE XHPHUserNameF &,

« Y BRI Amazon Directory Service , X HNEBES THRFESHARITHABANH
F&. flin , HEAFENAF UL EManyuser@company . com, 1T &1 1E
anyuseranyuser@company.com , E&EfER Fcompany.com/anyuser , i AWEHT
CloudTrail 73 51& o

HRAFAZHNRZERRK

HIDDEN_DUE_TO_SECURITY_REASONSHIEZMEHRHTHAFBHM AT EBSENEHEEREAN
Bt , ZUserNameZEREBEF/FE, CloudTrail EXFERT , FRIBEHNE , B A XK AT EHR
S8 , ML RHIFTIR :

- AR POERFEMZERBDEATHEB,

- AFENBATMNAEFBEKFAK,ER, BITEZRMRFHENEMILE ID,
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® Tip
BB WEFEAuserIdMidentityStoreArn3KiR 3l IAM Identity Center CloudTrail
EHEENAF, MREFEZMFEH userName FE , AJAEA SRR B RNE
additionalEventData tE TR HM userName,

BXRUFAIER UserName FERNEZEE , H2H XBKE—AF2ERANAFRSH4.

IAM Identity Center & X7 SH RHIEH

LT REIEBR T ZEM Amazon BFFEHERWEE CloudTrail B4F5|, XLERBENSEE
X, IHDEHERSARIIAER, RAZLABARIEENFHRIERBREERET.

FH

s NEAZBESHRIENNEINESR

BENBEORERIITSORIUR KR

FAZBMNETREN —XMEE (TOTP) RSN ARFHITSHRIENMNEINER
EABBEHTEHRIEAFEERST MFA SEMEKIIE R
HTZEBEHRIEITERSBENERAK

N ERAZE 5 R AY RS &R

UTEHFHIHER T NEBRIEFH R,

CredentialChallenge ( 1 )
"eventVersion":"1.08",

"userIdentity":{
"type":"IdentityCenterUser",

"aIn":"",
"accountId":"111122223333",
"accessKeyId":"",

"onBehalfOof": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"

}I
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"credentialld" : "8f76lcae-883d-4a3d-af67-3abf46488f71"

I

"eventTime":"2020-12-07T20:33:5872",

"eventSource":"signin.amazonaws.com",

"eventName":"CredentialChallenge",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responsekElements":null,

"additionalEventData":{
"AuthWorkflowID":"9de74b32-8362-4a0@1-a524-de21df59fd83",
"UserName":"bobsmith@example.com",

"CredentialType" :"PASSWORD"

I

"requestID":"5be44ffb-6946-4f47-acaf-1ladebd4afead”,

"eventID":"27ea7725-clfd-4355-bdba-d0e628e0e604",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"serviceEventDetails":{

"CredentialChallenge":"Success"

B Zh CredentialVerification ( ZH )

"eventVersion":"1.08",
"userIdentity":{
"type":"IdentityCenterUser",

arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
.
"credentialId" : "8f76lcae-883d-4a3d-af67-3abf46488f71"

}I
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"eventTime":"2020-12-07T20:34:09Z2",
"eventSource":"signin.amazonaws.com",
"eventName":"CredentialVerification",
"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responsekElements":null,

"additionalEventData":{
"AuthWorkflowID":"9de74b32-8362-4a0@1-a524-de21df59fd83",
"CredentialType" :"PASSWORD"

},

"requestID":"f3cf52ad-fd3d-4889-8c15-f18d1a7c7393",

"eventID":"c49640f6-0c8a-43d3-a6e0-900e3bb188d4",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{
"CredentialVerification":"Success"

FX 2 UserAuthentication ( {XFRZZ%3 )

"eventVersion":"1.08",
"userIdentity":{
"type":"IdentityCenterUser",

arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",

"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/

d-1234567890"
1,
"credentialld" : "8f76lcae-883d-4a3d-af67-3abf46488f71"
1,
"eventTime":"2020-12-07T20:34:0972",

"eventSource":"signin.amazonaws.com",
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"eventName":"UserAuthentication",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responsekElements":null,
"additionalEventData":{
"AuthWorkflowID":"9de74b32-8362-4a0@1-a524-de21df59fd83",
"LoginTo":"https://d-1234567890.awsapps.com/start/?
state=QV1BQmVGMHFiS@wzW1lplSFgrR25BRnFobU5nQU1nQUIBQk5FWVhSaFVHeGhibVZUZEdGMFpWQmhjbUZ@QUFsUVpYS
BshlIc50BAA6Ttz73M6LsfLWD1fOxvi02K3wet9461C30f_iwWdilx-
zv__4pSHf7mcUIs&wdc_csrf_token=srAzW1jK4GPYYoR452ruZ38DxEsDY9x81qltVRSnno5pUjISvP7Tqzi0LiBLBUSKX
east-1",

"CredentialType" :"PASSWORD"

.

"requestID":"f3cf52ad-fd3d-4889-8c15-f18d1a7c7393",

"eventID":"e959a95a-2b33-478d-906c-4fe303e8a9f1",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{

"UserAuthentication":"Success"

BN S G R T S HRIER KB R
UTEHFIHR T ERINS M RHARET SAML HhGETT S 210 UEAT BT B FAY R A

FXZh UserAuthentication ( #\ZB & 3127 )

"eventVersion":"1.08",
"userIdentity":{
"type":"IdentityCenterUser",

arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
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"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
},
"credentialld" : "8f76lcae-883d-4a3d-af67-3abf46488f71"
},
"eventTime":"2020-12-07T20:34:092",
"eventSource":"signin.amazonaws.com",
"eventName":"UserAuthentication",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID":"9de74b32-8362-4a01l-a524-de21df59fd83",

"LoginTo":"https://d-1234567890.awsapps.com/start/?

state=QV1BQmVGMHFiS@wzW1lplSFgrR25BRnFobU5nQU1NQUIBQk5FWVhSaFVHeGhibVZUZEdGMFpWQmhjbUZ@QUFsUVpYS

BshlIc50BAA6ftz73M6LsfLWD1fOxvi02K3wet9461C30f_iwWdilx-

zv__4pSHT7mcUIs&wdc_csrf_token=srAzW1jK4GPYYoR4521ruZ38DxEsDY9x81qltVRSnno5pUjISvP7TqziOLiBLBUSX

east-1",

"CredentialType" :"EXTERNAL_IDP",

"UserName" :"bobsmith@example.com"
.
"requestID":"f3cf52ad-fd3d-4889-8c15-f18d1a7c7393",
"eventID":"e959a95a-2b33-478d-906c-4fe303e8a9f1",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{

"UserAuthentication":"Success"

EAZRBAETHREN—RMERD (TOTP ) RIIFNARFHTE ORI RN ER

UTEHFIHIRT —ARP , AR EZHEFESESHRIE , A AAFEARBMN TOTP 54K
UE28 N A B ZD B %o

CredentialChallenge ( Z##3 )
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"eventVersion":"1.08",
"userIdentity":{
"type":"IdentityCenterUser",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"onBehalfOof": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"

},

"credentialId" : "8f76lcae-883d-4a3d-af67-3abf46488f71"
},
"eventTime":"2020-12-08T20:40:1372",
"eventSource":"signin.amazonaws.com",
"eventName":"CredentialChallenge",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,
"responseElements":null,
"additionalEventData":{

"AuthWorkflowID" :"303486b5-fcel-4d59-bald-eb3ach790729",

"CredentialType" :"PASSWORD",

"UserName": "bobsmitheexample.com"
},
"requestID":"e454ea66-1027-4d00-9912-09c0589649¢e1",
"eventID":"d89cc@®b5-a23a-4b88-843a-89329aecaef2e",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{

"CredentialChallenge":"Success"

B Zh CredentialVerification ( Z# )

"eventVersion":"1.08",
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"userIdentity":{
"type":"IdentityCenterUser",

arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
I
"credentialld" : "8f76lcae-883d-4a3d-af67-3abf46488f71"

I

"eventTime":"2020-12-08T20:40:207",

"eventSource":"signin.amazonaws.com",

"eventName":"CredentialVerification",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responseElements":null,

"additionalEventData":{
"AuthWorkflowID":"303486b5-fcel-4d59-bald-eb3ach790729",
"CredentialType" :"PASSWORD"

},

"requestID":"92c4ac90-0d9b-452d-95d5-728487612f5e",

"eventID":"4533fd49-6669-4d0b-b272-a0b2139309a8",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{
"CredentialVerification":"Success"

CredentialChallenge ( TOTP )

"eventVersion":"1.08",
"userIdentity":{
"type":"IdentityCenterUser",
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arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
I
"credentialld" : "8f76lcae-883d-4a3d-af67-3abf46488f71"

I

"eventTime":"2020-12-08T20:40:207",

"eventSource":"signin.amazonaws.com",

"eventName":"CredentialChallenge",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responsekElements":null,

"additionalEventData":{
"AuthWorkflowID":"303486b5-fcel-4d59-bald-eb3ach790729",
"CredentialType":"TOTP"

},

"requestID":"92c4ac90-0d9b-452d-95d5-728487612f5e",

"eventID":"29202f08-f240-40cc-b789-cOcea8a27847",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{
"CredentialChallenge":"Success"

B Ih CredentialVerification (TOTP)

"eventVersion":"1.08",
"userIdentity":{
"type":"IdentityCenterUser",

arn
"accountId":"111122223333",
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"accessKeyId":"",
"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
I
"credentialld" : "8f76lcae-883d-4a3d-af67-3abf46488f71"

I

"eventTime":"2020-12-08T20:40:2772",

"eventSource":"signin.amazonaws.com",

"eventName":"CredentialVerification",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responseElements":null,

"additionalEventData":{
"AuthWorkflowID":"303486b5-fcel-4d59-bald-eb3ach790729",
"CredentialType":"TOTP"

},

"requestID":"c40a691f-eebl-4352-b286-5e909f96f318",

"eventID":"e889ffld-fcaf-454f-805d-7132cf2362a4",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{
"CredentialVerification":"Success"

X2 UserAuthentication ( % + TOTP)

"eventVersion":"1.08",
"userIdentity":{
"type":"IdentityCenterUser",

arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"onBehalfOf": {
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"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
.
"credentialld" : "8f76lcae-883d-4a3d-af67-3abf46488f71"
.
"eventTime":"2020-12-08T20:40:2772",
"eventSource":"signin.amazonaws.com",
"eventName":"UserAuthentication",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID":"303486b5-fcel-4d59-bald-eb3ach790729",
"LoginTo":"https://d-1234567890.awsapps.com/start/?state
\u003dQv1BQmVLeFhWeDRmMZFImMmxHcWYwdzhZck5RQU1nQUIBQk5FWVhSaFVHeGhibVZUZEdGMFpWQmhjbUZ@QUFsUVpYS
\u@026auth_code
\u003d11FirlmCVI-4Y5UY6RI1QUCXVRePCHd6195xvYglrwolPj7B-7UGIGLlYUUVe31Nkzd7ihxKn6DMdnFf0@108qc3RF
Sx-pjBXKG_jUcvBk_UILdGytV401lu97h42B-
TA_6uwdmJiwldcCz_Rv44d_BS@OPkulW-5LVIyloeP1HOFPPMeheyuk5Uy48d50f9-c\u@026wdc_csrf_token
\u@03dNMluis4guoVnxRdOqu2tYIIdyyFPX6SDRNTspIScfMMOAgFbholnvvCaxPTghHbgHCRIXdffFtzHOsL1ow419Bobr
\u00260rganization\u@03dd-9067230c03\u0026region\u@@3dus-east-1",
"CredentialType" :"PASSWORD, TOTP"
},
"requestID":"c40a691f-eebl-4352-b286-5e909f96f318",
"eventID":"7a8c8725-db2f-488d-a43e-788dc6c73a4a",
"readOnly":false,
"eventType":"AwsServiceEvent",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"111122223333",
"serviceEventDetails":{
"UserAuthentication":"Success"

ERZBRITHORIEH FERH MFA EMETKIIE R

UTEHRFIBEBRT —XBRINZBEARIE , HAERAFEERERIEZIEMHARDTRZE
BRIE (MFA) .
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CredentialChallenge ( 1 )

"eventVersion":"1.08",
"userIdentity":{
"type":"IdentityCenterUser",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
1,
"credentialId" : "8f76lcae-883d-4a3d-af67-3abf46488f71"

1,

"eventTime":"2020-12-09T01:24:02Z",

"eventSource":"signin.amazonaws.com",

"eventName":"CredentialChallenge",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, 1like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responseElements'":null,

"additionalEventData":{
"AuthWorkflowID":"76d8a26d-ad9c-41a4-90c3-d607cdd7155c",
"CredentialType":"PASSWORD",
"UserName":"bobsmitheexample.com"

1,

"requestID":"321f4b13-42b5-4005-a0f7-826cad26d159",

"eventID":"8c707b0f-e45a-4a9c-bee2-ff68638d2f1b",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{

"CredentialChallenge":"Success"

FX X CredentialVerification ( 245 )
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"eventVersion":"1.08",
"userIdentity":{
"type":"IdentityCenterUser",

Ilarnll:llll’
"accountId":"111122223333",
"accessKeyId":"",

"onBehalfOof": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
1,
"credentialId" : "8f76lcae-883d-4a3d-af67-3abf46488f71"

1,

"eventTime":"2020-12-09T01:24:092",

"eventSource":"signin.amazonaws.com",

"eventName":'"CredentialVerification",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, 1like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responseElements'":null,

"additionalEventData":{
"AuthWorkflowID":"76d8a26d-ad9c-41a4-90c3-d607cdd7155c",
"CredentialType" :"PASSWORD"

.

"requestID":"12b57efa-0a92-4479-91a3-5b6641817c21",

"eventID":"783b0c89-7142-4942-8b84-6ee@delb992e",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{

"CredentialVerification":"Success"

B UserAuthentication ( EEZ + MFA JEAT )

"eventVersion":"1.08",
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"userIdentity":{
"type":"IdentityCenterUser",

arn":"",
"accountId":"111122223333",
"accessKeyId":"",

"onBehalfOf": {
"userId": "94d00cd8-e9e6-4810-b177-b08e84725435",
"identityStoreArn": "arn:aws:identitystore::111122223333:identitystore/
d-1234567890"
.
"credentialld" : "8f76lcae-883d-4a3d-af67-3abf46488f71"

.

"eventTime":"2020-12-09T01:24:1472",

"eventSource":"signin.amazonaws.com",

"eventName":"UserAuthentication",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",
"requestParameters":null,
"responseElements":null,
"additionalEventData":{
"AuthWorkflowID":"76d8a26d-ad9c-41a4-90c3-d607cdd7155c",
"LoginTo":"https://d-1234567890.awsapps.com/start/?state
\u003dQV1BQmVGQ3VqdHF5aW9CUDdrNXRTVTIUaWNNQU1NQUIBQk5FWVhSaFVHeGhibVZUZEdGMFpWQmhjbUZ@QUFsUVpYS
\u@026auth_code
\u003d11eZ80S_maUsZ7ABETjeQhyWfvIHYz52rgR28sYAKN1oEk2GO7czrwzXVEOHL1IN2K9De8LYyBEV83SFeDQf rWpkwXf
FJyJgkoGrt_w6rm_MpAnQuyrVq8udY EgU3fhOL3QWvWiquYnDPMyPmmy_qkZgR9rz_ BI
\u@026wdc_csrf_token
\u003dJIih9U6205LQDtYLNqCK8a6xj@gIg5BRWq2tb175y8vAmwZhAqrgrgbxXat2M646UZGp93krw7WYQAHIgi50YI9QSc
\u003dd-9067230c03\u@026region\u@@3dus-east-1",

"CredentialType" :"PASSWORD",

"DeviceEnrollmentRequired":"true"

.

"requestID":"74d24604-a365-4237-8c4a-350795494b92",

"eventID":"al5bf257-7f37-46c0-b67c-fea5fablebbe",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{

"UserAuthentication":"Success"
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}

HTEBEHRIETERSHNERFAN

UTEHFIRRT —REARIEZE , EFAFKIRATAFSEEEBRIESRAN , SHER
TR,

CredentialChallenge ( 15 )

"eventVersion":"1.08",
"userIdentity":{
"type":"Unknown",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

},
"eventTime":"2020-12-08T18:56:15Z2",
"eventSource":"signin.amazonaws.com",
"eventName":"CredentialChallenge",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7)

(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responseElements":null,

"additionalEventData":{
"AuthWorkflowID":"adbf67c4-8188-4e2b-8527-fe539e328fa7",
"CredentialType" :"PASSWORD",
"UserName":"bobsmitheexample.com"

},

"requestID":"f54848ea-blaa-402f-bf0d-a54561a2ffcc",

"eventID":"d96f1d6c-dbd9-4a0b-9a45-6a2b66078c78",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{
"CredentialChallenge":"Success"

AppleWebKit/537.36
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%M CredentialVerification ( Z#3 )

"eventVersion":"1.08",
"userIdentity":{
"type":"Unknown",

"arn":"",
"accountId":"111122223333",
"accessKeyId":"",

1,

"eventTime":"2020-12-08T18:56:21Z7",

"eventSource":"signin.amazonaws.com",

"eventName":'"CredentialVerification",

"awsRegion":"us-east-1",

"sourceIPAddress":"203.0.113.0",

"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36

(KHTML, 1like Gecko) Chrome/87.0.4280.66 Safari/537.36",

"requestParameters":null,

"responseElements'":null,

"additionalEventData":{
"AuthWorkflowID":"adbf67c4-8188-4e2b-8527-fe539e328fa7",
"CredentialType" :"PASSWORD"

.

"requestID":"04528c82-a678-4alf-a56d-ea2c6445a72a",

"eventID":"9160fe@6-fc2a-474f-9b78-000ee067a09d",

"readOnly":false,

"eventType":"AwsServiceEvent",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"111122223333",

"serviceEventDetails":{
"CredentialVerification":"Failure"
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BIZ MK F Amazon Web Services Ik N EEZNKF EEH. BER

LUES
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7L

MR SR 2024 £ 9 A2t , N EEERBRIFRSETERSEIRE SCIM HWE

o

BXREZEE , SR RRBRTHE,

SCIM XA TREIEZRAEH : CloudTrail

» CreateGroup

* CreateUser

+ DeleteGroup

* DeleteUser

+ GetGroup

* GetSchema

* GetUser

+ ListGroups

» ListResourceTypes

+ ListSchemas
» ListUsers

+ PatchGroup
» PatchUser
* PutUser

» ServiceProviderConfig
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I CreateUser 1%

It CloudTrail B4 & REiT SCIM APl I {THCreateUseri®E. ZEHRHR T ERSE ( B
EECHE ) NN TE  SEFNERFN ID, EEHEHHIRMEEET SCIM HLEIIE IAM
Identity Center Bt & 7 B4 KXo

"eventVersion": "1.10",
"userIdentity": {
"type": "WebIdentityUser",
"accountId": "123456789012",
"accessKeyId": "xxxx"
b
"eventTime": "xxxx",
"eventSource": "identitystore-scim.amazonaws.com",
"eventName": "CreateUser",
"awsRegion": "us-east-1",
"sourceIPAddress": "XX.XXX.XXX.XXX",
"userAgent": "Go-http-client/2.0",
"requestParameters": {
"httpBody": {
"displayName": "HIDDEN_DUE_TO_SECURITY_REASONS",
"schemas" : [
"urn:ietf:params:scim:schemas:core:2.0:User"
1,
"name": {
"familyName": "HIDDEN_DUE_TO_SECURITY_REASONS",
"givenName": "HIDDEN_DUE_TO_SECURITY_REASONS"
b
"active": true,
"userName": "HIDDEN_DUE_TO_SECURITY_REASONS"
},
"tenantId": "xxxx"
},
"responseElements": {
"meta" : {
"created" : "Oct 10, 2024, 1:23:45 PM",
"lastModified" : "Oct 10, 2024, 1:23:45 PM",
"resourceType" : "User"
},
"displayName" : "HIDDEN_DUE_TO_SECURITY_REASONS",
"schemas" : [
"urn:ietf:params:scim:schemas:core:2.0:User"
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1,
"name": {
"familyName": "HIDDEN_DUE_TO_SECURITY_REASONS",
"givenName": "HIDDEN_DUE_TO_SECURITY_REASONS"
},
"active": true,
"id" : "c4488478-a0el-700e-3d75-96c6bb641596",
"userName": "HIDDEN_DUE_TO_SECURITY_REASONS"
},
"requestID": "xxxx",
"eventID": "xxxx",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "scim.us-east-1.amazonaws.com"

KK PatchGroup #1F : RO UFEHNREEM

It CloudTrail B4 E R T SB4EIREBValidationException® kM PatchGroupi®/E"Missing

path in PATCH request"., REHIRZREN PATCH RHEF

B, BZEMEBERFRK.

"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "123456789012",
"accessKeyId": "xxxx"

iy

"eventTime": "xxxx",

"eventSource": "identitystore-scim.amazonaws.com",

"eventName": "PatchGroup",

"awsRegion": "us-east-1",

"sourceIPAddress": "XXX.XXX.XXX.XXX",
"userAgent": "Go-http-client/2.0",

"errorCode": "ValidationException",
"errorMessage": '"Missing path in PATCH request",
"requestParameters": {

— I BRERUREEZE BN
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"httpBody": {
"operations": [
{

"op": "REMOVE",
"value": "HIDDEN_DUE_TO_SECURITY_REASONS"
}
1,
"schemas": [
"HIDDEN_DUE_TO_SECURITY_REASONS"
]
},
"tenantId": "xxxx",
"id": "xxxx"
.
"responseElements": null,
"requestID": "xxxx",
"eventID": "xxxx",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "scim.us-east-1.amazonaws.com"
}

kMM CreateGroup 1 : HBREEFH

It CloudTrail B4 E R T SB4EIREEConflictExceptionfykMCreateGroupi®fE"Duplicate
GroupDisplayName", HZiXBIEE RBATE IAM Identity Center FEFETEMAR , X E IR,
SOREEXNEAE-—NAE K NEEFTNEELAM A2 0IEREH,

"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "123456789012",

"accessKeyId": "xxxx"
I
"eventTime": "xxxx",
"eventSource": "identitystore-scim.amazonaws.com",
"eventName": "CreateGroup",
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"awsRegion": "us-east-1",
"sourceIPAddress": "XXX.XXX.XXX.XXXx'",
"userAgent": "Go-http-client/2.0",
"errorCode": "ConflictException",
"errorMessage": "Duplicate GroupDisplayName",
"requestParameters": {

"httpBody": {

"displayName": "HIDDEN_DUE_TO_SECURITY_REASONS"

},

"tenantId": "xxxx"
},
"responseElements": null,
"requestID": "xxxx",
"eventID": "xxxx",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "scim.us-east-1.amazonaws.com"

KK PatchUser 81E | FXIEZ /B FhR4Fth st

It CloudTrail B4 E R T SB4EIREEValidationExceptionf kK MPatchUseri®fE"List

attribute emails exceeds allowed limit of 1", H=EXNAFP P EZ B FHR4HtuE
R ZAELLEIR , B IAM Identity Center 8NP X F—NEFEpibit, SR EEXTERE

SCIM BRE |, BAEH 84N PR IE — N B F B4t

"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "123456789012",

"accessKeyId": "xxxx"
I
"eventTime": "xxxx",
"eventSource": "identitystore-scim.amazonaws.com",
"eventName": "PatchUser",
"awsRegion": "us-east-1",
"sourceIPAddress": "XXX.XXX.XXX.XXX",

£ Amazon CloudTrailig % IAM Identity Center SCIM
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"userAgent": "Go-http-client/2.0",

"errorCode": "ValidationException",
"errorMessage": "List attribute emails exceeds allowed limit of 1",
"requestParameters": {
"httpBody": {
"operations": [
{

"op": "REPLACE",
"path": "emails",
"value": "HIDDEN_DUE_TO_SECURITY_REASONS"
}
1,
"schemas": [
"HIDDEN_DUE_TO_SECURITY_REASONS"
]
.

"tenantId": "xxxx",

"id": "xxxx"
},
"responseElements": null,
"requestID": "xxxx'",
"eventID": "xxxx",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "scim.us-east-1.amazonaws.com"
}

IAM Identity Center & IL#Y SCIM API ¥ 1iF 55 1%

£ |IAM Identity Center & SCIM API B} , BE 27 CloudTrail B4 HI A TRIFHEIREE. X
ERITHRBEEREEAFPNARERELRR,

BXRBRXLEEIZRMEBEE SCIM BLERN1FMIER , Stk Amazon Web Services re:Post X
=

» List attribute email exceeds allowed limit of 1

» List attribute addresses allowed limit of 1
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» 1 validation errors detected: Value at ""name.familyName™ failed to satisfy constraint: Member must
satisfy regular expression pattern: [\\p{L\p{MPNp{SI\\p{NN\\p{P\t\\n\\r ]+

2 validation errors detected: Value at 'name.familyName' failed to satisfy constraint: Member must
have length greater than or equal to 1; Value at 'name.familyName' failed to satisfy constraint:
Member must satisfy regular expression pattern: \p{L\p{MMNp{SN\\p{NN\\p{PA\t\n\\r ]+

o BME 2 MNEIELIR : 'urn: ietf: params: scim: schemas: extension: enterprise: 2.0:
User.manager.value 'StV ERBEHEAR - KANKELMATHZET 1 ; 'un: ietf: params:
scim:schemas: extension: enterprise: 2.0:User.manager.value' &L E T EF R AR - KA STHEE
ENFARAER - D\ p LN p (MW p {SA\ p (N p {PI\ t\ n\\ 1] +7

- KRB/ JSON RequestBody

* Invalid Filter format

TR ARRFAHE Amazon iE1E#2 3K EventBridge

& A LU IAM Identity Center 5 A mazon 5% , EventBridge A5l X BaI EBBHNNEY , REFH
B3 THERZE LGS CloudTrail B4 IZRMATE IAM &4 0R1E,
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BH, BESNEARS , BUXESEHEEF Amazon SNS EFLABEHEE R A Amazon
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sync_source

B RREENPRESEEHNNME. 5 IAM Identity Center TS , iIX 23 H Amazon Directory
Service B2 H Active Directory (AD ) » RIZRBEZEME T ARN,

sync_target

EX BiRRIEEREFTANBEIRE, X IAM Identity Center S , X2 IEF P, BFEIrE
2T 507 H ARN,

source_entity_id

EHEROEHHE—FRREF, X IAM Identity Center TS , X2 4H SID,

source_entity_type

SEERRAVRMARE, ZETELR USER 5 GROUP,

eventTimestamp

iR HIAY A E B

A EE AD EF iR B &R

R 1: AD BREBIHNEIREE

{
"sync_profile_name": "EXAMPLE-PROFILE-NAME",
"error" : {
"error_code": "InvalidDirectoryCredentials",
"error_message": "The password for your AD directory has expired. Please reset
the password to allow Identity Sync to access the directory."
I
"sync_source": {
"arn": "arn:aws:ds:us-east-1:123456789:directory/d-123456",
"domain": "EXAMPLE.com"
I
"eventTimestamp": "1683355579981"
}

w2 AFRAPE T -BEIRAER
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"sync_profile_name": "EXAMPLE-PROFILE-NAME",

"error" : {
"error_code": "ConflictError",
"error_message'": "The source entity has a username conflict with the sync
target. Please verify that the source identity has a unique username in the target."
I

"sync_source": {
"arn": "arn:aws:ds:us-east-1:111122223333:directory/d-123456",
"domain": "EXAMPLE.com"
.
"sync_target": {
"arn": "arn:aws:identitystore::111122223333:identitystore/d-123456"
},
"source_entity_id": "SID-1234",
"source_entity_type": "USER",
"eventTimestamp": "1683355579981"
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identitystore-arn ., tenant-key-idfflfn , AT iNZE £ T X AT 8EHIAE Amazon KMS | AM Identity
Center API A API B4+,

"encryptionContext": {
"tenant-key-id": "ssoins-123456789Qabcdef",
"aws:sso:instance-arn": "arn:aws:sso:::instance/ssoins-1234567890@abcdef"
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"encryptionContext": {
"tenant-key-id": "12345678-1234-1234-1234-123456789012",
"aws:identitystore:identitystore-arn":
"arn:aws:identitystore::123456789012:identitystore/d-1234567890"
}

fERNE L T RN E S EERHARN TR

B LAMEAZ AR IAM KR MNEZE LT XEARERBHNEORNKECRESHANHE, 5
HKMS AR D A —ERARBERTEUEZYE , LBRFHNSIISEN IAM Identity
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T3, XEEEA LA IAM Identity Center 21 HBY Amazon KMS API &€ |, LUERIBREHNEF T
EXZRAMBNBIE.

Amazon KMS API #24E CloudTrail E4FH MR L TR :

{
"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"encryptionContext": {
"aws:sso:instance-arn": "arn:aws:sso:::instance/ssoins-XXXXXXXXXXXXXXXX",
"tenant-key-id": "sSsS0ins-XXXXXXXXXXXXXXXX"
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Amazon CLI

A IAM Identity Center ARAXPIE RN FEA KMS BF B EEERZR4H

aws sso-admin update-instance \
--instance-arn arn:aws:sso:::instance/ssoins-1234567890abcdef \
--encryption-configuration \
KeyType=CUSTOMER_MANAGED_KEY, KmsKeyArn=arn:aws:kms:us-
east-1:123456789012:key/1234abcd-12ab-34cd-56ef-1234567890ab

A IAM Identity Center ALK BHIFE KN A Amazon B4R

aws sso-admin update-instance \
--instance-arn arn:aws:sso:::instance/ssoins-1234567890abcdef \
--encryption-configuration KeyType=AWS_OWNED_KMS_KEY
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EFALER , AT ESURFEBRNEECHN SURE
« 111122223333— &K Amazon IAM &3 H /03561 ( Amazon Organizations BEEIKF ) B
IDo

* 444455556666— BN EFEEE Amazon IKF KK/ ID. MREFFERERERE , FRRULER
Ao

BT Amazon IAM Identity Center ERfF KMS 4 5RFMER — Amazon IKFH , R A TES
FRA${aws:Resource0rgID}M${aws:ResourceAccount}EXEMFT RN FE, MREZESE 1
LURF X L35 B B B/ Amazon 248 ID 1 Amazon I F 1D,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowIdentityCenterAdminAccounts",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:ro00t",
"arn:aws:iam: :444455556666:root"

]
1,
"Action": "kms:*",
"Resource": "*"
}I
{

"Sid": "AllowIdentityCenterAndIdentityStoreToDescribeKey",
"Effect": "Allow",
"Principal": {
"Service": [
"identitystore.amazonaws.com",
""'sso.amazonaws.com"

]
}I
"Action": "kms:DescribeKey",
"Resource": "*",
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"Condition": {
"StringEquals": {
"aws:SourceAccount": "${aws:ResourceAccount}"

"Sid": "AllowIdentityCenterAndIdentityStoreToUseKey",

"Effect": "Allow",
"Principal": {

"Service": [
"identitystore.amazonaws.com",
""'sso.amazonaws.com"

]

},
"Action": [

"kms:Decrypt",

"kms:ReEncryptTo",

"kms:ReEncryptFrom",

"kms:GenerateDataKeyWithoutPlaintext"

1,
"Resource": "*",
"Condition": {

"StringEquals": {
"aws:SourceAccount": "${aws:ResourceAccount}"

I

"ForAnyValue:StringEquals": {
"kms:EncryptionContextKeys": [

"aws:sso:instance-arn",
"aws:identitystore:identitystore-arn"

"Sid": "AllowOrgPrincipalsViaIdentityCenterAndIdentityStore",

"Effect": "Allow",
"Principal": "*",
"Action": "kms:Decrypt",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": "${aws:ResourceOrgID}"

iy
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"StringlLike": {

"kms:ViaService": [
"sso.*.amazonaws.com",
"identitystore.*.amazonaws.com"

]

1,
"ForAnyValue:StringEquals": {

"kms:EncryptionContextKeys": [
"aws:sso:instance-arn",
"aws:identitystore:identitystore-arn"

"Sid": "AllowManagedApps",
"Effect": "Allow",
"Principal": "*",
"Action": "kms:Decrypt",
"Resource": "*",
"Condition": {
"Bool": {
"aws:PrincipalIsAWSService": "true"
I
"StringEquals": {
"aws:SourceQrgID": "${aws:ResourceOrgID}"
},
"StringlLike": {

"kms:ViaService": [
"identitystore.*.amazonaws.com",
"sso.*.amazonaws.com"

]

},
"ForAnyValue:StringEquals": {

"kms:EncryptionContextKeys": [
"aws:sso:instance-arn",
"aws:identitystore:identitystore-arn"
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ABREBSHATWEH, TRERTBREFINERM.

EH Ri&

AllowldentityCenterAdminAcc @ IAM Identity Center EEIKF MERLEEK BT TE KMS

ounts FHANR, XTEZRAEERRE , lIUERBHARBNREER
AR, MEXLEKFANEEREET SN REPIRER
TR , WA BB E A,

AllowldentityCenterAndldent AW IAM BHRHR OB EEBRSERAREZZR THE,

ityStoreToDescribeKey XEREFHRITNESBEZNIRR TRIEZBNRSRIETLE
M. Zaws:SourceAccount {HEBTHRREIREEN IAM
O OEH T EFERAZR KMS %47,

AllowldentityCenterAndident FoF 1AM Identity Center 1 Identity Store BRZZFEAE
ityStoreToUseKey AZAHITMZRE | flanmE, BREMEHMZRIE.

Zaws :SourceAccount £HEBTHBRERIEEN IAM &4
FR/OSEI F BEfE FH IR R KMS %24,

AllowOrgPrincipalsVialdenti AV Amazon HEAFH IAM ZEEAES IAM & 4 H 0 545
tyCenterAndldentityStore FRERSHBERE. XBEEARRBEXE (FAS) 5 IAM

Identity Cent Amazon er R KRS HITRENNARFERE

o

p=lil

AllowManagedApps A Amazon RENARFED IAM &40 5 14176 B %
ZIEM KMS BARFBIE,

FRAUT IAMBERFBRLRE 4 - 7 KMS ZEANBEKFEHEE IAM R, ATFERNEERAET
IAM B350 RSEH KMS %48 APls, S RH1248 ARN B N EFREY KMS %48 ARN, REIHRYE
Bl 77 X 33 a] B9 2 X 35, KMS B4R B Bl AR

5F IAM Identity Center B UARNBEIK S AHI , H120 Amazon EC2 SEIRY SSO = Amazon £
ENAREFNERE  BFEEALlowCrossAccountkMSKeyUsedd /N Elkms : Decrypt/X BR H i B
ZAllowListkMSKeyAliases=Hi,

{
"Version": "2012-10-17",
"Statement": [
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{

"Sid": "AllowCrossAccountKMSKeyUse",

"Effect": "Allow",

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:DescribeKey"

1,

"Resource": [
"arn:aws:kms:*:111122223333:key/mrk-1234abcd-12ab-34cd-56ef-1234567890ab"

]

"Sid": "AllowlListKMSKeyAliases",
"Effect": "Allow",

"Action": "kms:ListAliases",
"Resource": "*"

=% KMS ZARIIED

FEASHR KMS ZARMIBEANEF BETEERE KMS BASREMNENFRIEH, XEXRKE 2F

KMS A% WEM £, BERMINE E TXEANBETRSNRFRLEE, EREREBEASHR
KMS ZARBIE A8l , FFLERTHERAEZEI,

£ A N £ SRR #1177 1)

B @A
#AllowOrgPrincipalsVialdentityCenterAndIdentityStoreflAllowManagedAppsiEfl
WWININEE £ T X &M, BRI LU KMS 2R /96 A BRI 9 45 E /Y 1AM Identity Center SEGIE A KMS 2
AR, FUTREEENBES B HO0RH] ARN 5477 ARN — =R, &% v SO RRY AN
BETNEERMEIN KMS ZEABK S ERAMEERN IAM REEH,

HHH0

"StringEquals": {
"kms:EncryptionContext:aws:sso:instance-arn":
"arn:aws:sso:::instance/ssoins-1234567890abcdef"
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}

Identity Store

"StringEquals": {
"kms:EncryptionContext:aws:identitystore:identitystore-arn":
"arn:aws:identitystore::111122223333:identitystore/d-1234567890"

}

MREEERXEMMRARFRZEERE , FSRAEHE A SR AR AR IR

® Note

BRRENEFBETEER KMS 45 IAM Identity Center FIAAAEH—2EH. EFIEEWN
REA ML T Amazon ARMERIKF S |, XBEBTHEAIZZL AT EA IAM Identity Center
KBl B2, MELETXHH N ELFERARE TIMIHERRE, ZEFEZERT Identity

Center # Identity Store ARSS 4K KMS ZE4ARBEIE QR aws: SourceArn &4,

XHEINE £ T XRHREESEM
EEREMZETXE4ECE , BEEXLEESR .

- DescribeKey 1730, & £ TXFEEN AT “kms:DescribeKey” ##4E , IAM Identity Center B 5
AR ZRAE. BE KMS BEARK , EHRILSERENMNE LT, LR IAM Identity
Center X EEZ1T,

- FIEHHRE, MRBEEFEAEFEEZEER KMS 2418 A#H M 1AM Identity Center 241 , S
ERFEBEXEER KMS ZHAMBR KMS BARBEIEEE,

- BHRRER. HMEMRERN Active Directory M Active Directory BBt , FEESFFEME £
TX., BZREXSHRAEEE,

REEIEAR
RELNRZSERNX LS REMER DL, EAREREEEEANERF 42 ARG T,

A OYETE: D
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- ATF4E IAM Identity Center SE4| LAY KMS FREEEA. ATRBRTERAMNES LT XX IAM
Identity Center 31T R L5110,

« 5EE THT Amazon RERAEFHN KMS ZHAXKFH, ATWERNAEAMNE LT XMNARE

FEL (BNNARERS 4. NARE ARN fl Amazon lF ID ) £& Amazon &N AR
B KMS Z4A K BE

FF45%E 1AM Identity Center S5l RIEFE K KMS KEEEH
LR AT LR LTI A FMEARXEEX IAM Identity Center 3 1TIRERIGRIN A R EH KMS 241,
SRR

1. FREIREEER IAM THRERNEHEGEERR IAM 45

2. f5 7= IAM Identity Center 325 ARN i 3 BHSKFRSL 5 ARN

3. f47Rfl Identity Store ARN &k LRI SEER Identity Store ARN

4. MEFEHEZEREE , F20H ST 4. I KMS ZHENBEKRS-FEAERE IAM KB

MREFEHRPRERZILEFRANE , FSREWE 7 AR EFENRAR,

ERENEEHERRE , BRER PR 2 ERZ KMS ZAXRKIES , UREFTEHEZHM KMS ZHX
BEIE .

BIRE “ kms:BRE” BRAEH TR I LIRRENHRANR. 1AM KIS 1AM & 45 70 IR S5 58 Bl AT
HZBRINER APIs,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowReadOnlyAccessToldentityCenterAPI",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/MyAdminRole"
.
"Action": "kms:Decrypt",
"Resource": "*",
"Condition": {
"StringLike": {
"kms:ViaService": "sso.*.amazonaws.com",
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"kms:EncryptionContext:aws:sso:instance-arn":
"arn:aws:sso:::instance/ssoins-1234567890abcdef"

"Sid": "AllowReadOnlyAccessToldentityStoreAPI",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:role/MyAdminRole"

iy
"Action": "kms:Decrypt",
"Resource": "*",

"Condition": {
"StringlLike": {
"kms:ViaService": "identitystore.*.amazonaws.com",
"kms:EncryptionContext:aws:identitystore:identitystore-arn":
"arn:aws:identitystore::111122223333:identitystore/d-1234567890"
}
}
}

[a

& T HT Amazon TERNAREFH KMS 4R KK = B
XL SR RS AE AR AT LA RS 4 fh 35 ) TR LE Amazon & R TR F Al LAER K KMS 4R,

@ Note

R Amazon RENARFTREERE T EFEE KMS Z40 IAM B4R 0—EER. B2
% 7] 5 IAM Identity Center & fit £ A #YAmazon FEENAEF.

EHHE KMS Z4AEBE LK B @ — Amazon AL AREMIKF A EM Amazon TEMARFEH KMS #
tH, FERXLEBMCRIEEI AT HXEHITR -

- RARBFRSESK

- RIAREFEH) ARNs

* Amazon account IDs

- 457 IAM Identity Center SEIEYiN%E £ T X
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® Note

BRS E AR RSHME—FRIREF , BEKR N servicename.amazonaws.com ( 0 , M 55
EMR B9 elasticmapreduce.amazonaws.com ) » Amazon

0K P BR

It KMS Z4AR IS BER P45 E Amazon IKF HEY Amazon HENARFEISER IAM Identity
Center S2flfEEA KMS Z4A,

EEA LR

R RBIRS ERBRNENKGRNARFRS 4

FRBINKF 1Ds B R ZPE Amazon FEENATER IDs BYEBRIK
R’ R4 Identity Store ARN i 3 19 SKFR Identity Store ARN
=41 IAM Identity Center S5 ARN 73 & #Y SEFR3E 4 ARN

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowServiceInSpecificAccountsToUseTheKMSKeyViaIdentityCenter",
"Effect": "Allow",
"Principal": {

"Service": "myapp.amazonaws.com"
I
"Action": "kms:Decrypt",
"Resource": "*",

"Condition": {
"StringEquals": {
"aws:SourceAccount": [
"111122223333",

"444455556666"
]
1,
"StringLike": {
"kms:ViaService": "sso.*.amazonaws.com",
"kms:EncryptionContext:aws:sso:instance-arn": "arn:aws:sso:::instance/

ss0ins-1234567890abcdef"
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1,
"Bool": {
"aws:PrincipalIsAWSService": "true"

"Sid": "AllowServiceInSpecificAccountsToUseTheKMSKeyVialdentityStore",
"Effect": "Allow",
"Principal": {

"Service": "myapp.amazonaws.com"
I
"Action": "kms:Decrypt",
"Resource": "*",

"Condition": {
"StringEquals": {
"aws:SourceAccount": [
"111122223333",
"444455556666"
]
1,
"StringLike": {
"kms:ViaService": "identitystore.*.amazonaws.com",
"kms:EncryptionContext:aws:identitystore:identitystore-arn":
"arn:aws:identitystore::111122223333:identitystore/d-1234567890"
1,
"Bool": {
"aws:PrincipalIsAWSService": "true"

BN AR SR IR

It KMS B4 RS B EAR L 45 E K Amazon & N AR FSSHIE S 4 ER IAM Identity Center 3E
BIER KMS 4R,

B R

1. FFRBIBRSS BN N KRN AR F RS £ 4
2. FRBIM AR ARN B BRI SSER N A2 3551 ARN
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3. 4 7Rfl Identity Store ARN &k BRI SEER Identity Store ARN
4. =Bl 1AM Identity Center SE5] ARN i 9 B HSKFRSL 6 ARN

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowSpecificAppInstanceToUseTheKMSKeyViaIdentityCenter",
"Effect": "Allow",
"Principal": {

"Service": "myapp.amazonaws.com"
I
"Action": "kms:Decrypt",
"Resource": "*",

"Condition": {
"StringEquals": {
"aws:SourceARN": "arn:aws:myapp:us-east-1:111122223333:application/my-
application"

1,
"StringLike": {
"kms:ViaService": "sso.*.amazonaws.com",
"kms:EncryptionContext:aws:sso:instance-arn": "arn:aws:sso:::instance/
ss0ins-1234567890abcdef"
3,
"Bool": {
"aws:PrincipalIsAWSService": "true"
}
}
1,
{

"Sid": "AllowSpecificAppInstanceToUseTheKMSKeyVialdentityStore",
"Effect": "Allow",
"Principal": {

"Service": "myapp.amazonaws.com"
1,
"Action": "kms:Decrypt",
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:SourceARN": "arn:aws:myapp:us-east-1:111122223333:application/my-
application”

iy
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"StringlLike": {
"kms:ViaService": "identitystore.*.amazonaws.com",
"kms:EncryptionContext:aws:identitystore:identitystore-arn":
"arn:aws:identitystore::111122223333:identitystore/d-1234567890"

1,
"Bool": {
"aws:PrincipalIsAWSService": "true"

EFEBEEEH KMS RANER KMS BHARKIEIEEN

£ 1AM Identity Center KR~ B X EEA KMS B , BERXEXEMNBEENRE., T2
NFsgEFrvREE,

ERELESHR KMS BRARKEUNEESEM

HERERBMEA SR KMS ZHARKIED £ KMS BRANREEAN , FEREERFHNELANZE
FR, EEAHNRBEBYRE TN EAUEABAARATHLAENNEANERS ; B2 , S
IAM Identity Center EEERN R R , ENFEIFEET . Sl , MRLRF KMS ZANERREEFEN
Amazon TENREFHE , WSHENALARERENECEHENAREFN , BEBEHRZHARE.
REBOHRBEABDEENE , BURSRTFTLEREERE ZHNR,

FAZFBEEEER KMS 43 A # IAM Identity Center SEfI§9E ZE I

MBEEFER S5 KMS BHAFRKIED RERBWINE LT3 KMS ZHNEARFINISEN IAM
Identity Center S , Mtk EEETUEA

ERAEFEEN KMS 2B AFHHN IAM FHF0XKEE | IAM F4H0M S 4 7F4% ARNs EEFR
BT TA. £EUTED :

- EIERABMA ARN B, ABERFISA ARNs EREERNZBER. FiLAREREE
StringEquals 1 StringLikeiz E&F 2 A {14,
« XtF IAM Identity Center SPN : "arn:${Partition}:sso:::instance/*",
« XtF Identity Store SPN : "arn:${Partition}:identitystore::${Account}:identitystore/*",

o IGET7E ARN R "purpose:KEY_CONFIGURATION", X{ERATXEHIEH , HEXMBRNE
FR ARN , 289 IAM Identity Center SRBIF BEIEEEZ1T. XM FENRERREBTERIEEXRFIBEAE
BE,
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« XJF IAM Identity Center SPN , £/ : "arn:${Partition}:sso:::instance/
purpose:KEY_CONFIGURATION"

« XJF Identity Store SPN , £/ : "arn:${Partition}:identitystore::${Account}:identitystore/
purpose:KEY_CONFIGURATION"

/A Important
FENUEEENATEEINE IAM Identity Center SEHIRERR KMS 240 , A RiXalgES
R E IF R,

- EXBIEAZAE , M KMS BAKM P E I INE LT &M
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NEIRAIFRZE Amazon IAM Identity Center

HRER—MBAENEMRE , BALLREBME Amazon BIRF , LETIRE, ALANERER. B
N REERHNMED

- FRE® (Bl , CostCenter, Environment = Project ) ., HERBAKET R 128 MNEH
BFRSKDE,

- FREME (B30, 111122223333 = Production ) . MEENRAKER R 256 NFEF , SHIE@
—EXSKNE, IEREHNERAZHFTHS , ERTHESHEIZE, EBRNSESERAET
FEREMER,

FRE A H B IR B I EEE Amazon BIR. F% Amazon BRSEXZ iR , B EAUARBETERS
HERSBEMERNRE , UEAXERR2EAN. S, EULUFHRNRE S EL IAM Identity
Center EHIFHFEMRE, BXRIFCKBNEZESR , 52 HAmazon Web Services —Z# 15
I HIFRIE Amazon IR RFRIC RESRE,

BRTERAFZIRE, HLMEREREH Amazon BIRA , LR UAER IAM KBS P PR R A Bh 12 4l
WALEELENERHEZRE, ETHREXREANSEHGERNXENEZER , BZH IAM AFE
MR EARSEHEX Amazon FIRHVIGER. Hlan , &8 LA P EE IAM Identity Center X
BREE , 1B HIIR 2 IAM Identity Center NFREEEH B ZAF BMER owner 5%,

BRI ENATNRE, BFEEFRER AT IAM Identity Center £ A2 MR A€ Amazon
Web Services I, ZRELAER IAM S #0332 %| & Amazon CLI 2 IAM B4 H 0 APls AIXPRER
. REEMBRIRE

LA #2248 5% IAM Identity Center iRENEZE L,
E&A

- FREPRF

« f£/ IAM Identity Center 24| & EEIRE

« Amazon CLI ¥
« ff IAM Identity Center AP| EIERE

PR BR I

LA EABR$IE A F IAM Identity Center &R LR -
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« BRI D EARFNRAIREHRENRN 50,

- BRREKERN 128 4 Unicode FFFo

- RREKENRN 256 4 Unicode F&o

- MERNENBERFHN .

a-z, A-Z, 0-9, ZIRHAUTER: _, /=+-A @
- BNEXD KNE,
« BREMA aws: IFRARBIBIE ; ©HREHH Amazon FH

£ IAM Identity Center & A EEIRE

A LAE A 1AM Identity Center #EI &R0, 4r%E R BR 528 KO RN PR BRI AR
EE |AM Identity Center 25| & IR EIRZ

1. $TF 1AM Identity Center &l &

2. EBRNRE.

3. EREELEEENIRSNNRENE .

4. ENRFRETMFENFRET , MITUTHREZ— , RARRERITT—F .

a. WMREAENRESEIRE , BRBRETRS,
b. MEXENESEAUNRE | FEREBEFINRZL,
5. XNTFE|ANFHRE , ERBNE (Wik) IPRAE. EXKE  ERREFEX.

EHIBRIRZ |, 1F1E EMIBREVIRZ 5518 B9 M BR 5 AP £ Xo
EEHE |AM |dentity Center SEHIIPRE

1. 3TFF IAM Identity Center &l & o

2. ERRE.

3. EEHFRZETF,

4. WNFBARZ , ZBNE (L ) FRPRBAE. TG, ERRNFIRZIEE.

EBRIE | FREEBRNIREZHBERRY.,
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RAriEmE

Amazon CLI 5]+

Amazon CLI Rt T AT A TEE D EANRENIRZEN T,
palli W7o

FEAUT S HRE S EAENIRE,

Example tag-resource fRERS

£/ sso mPEHRM tag-resource FRZEDELANIRE :

aws sso-admin tag-resource \
--instance-arn sso-instance-arn \
--resource-arn sso-resource-arn \
--tags Stage=Test

vV V V &

W SEEUTSH

« instance-arn——FFEHETIETERAEMN IAM Identity Center SEI#9 Amazon BIREBF: (ARN),

« resource-arn—EFEHHFREMWEIRA ARN,
 tags - FREWREX.

BE-ROBEZIME , BTUESTRNIRFEREEE]

$ aws sso-admin tag-resource \
> --instance-arn sso-instance-arn \
> --resource-arn sso-resource-arn \
> --tags Stage=Test,CostCenter=80432,0wner=SysEng
— A
EERL

ERAUTHREEEE S BRATRENITE,

Example 1ist-tags-for-resource fNREH T

FH sso MPEHMW list-tags-for-resource EF LB

$ aws sso-admin list-tags-for-resource --resource-arn Sso-resource-arn

LEREAIRE
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BRIRE

{52 A3 LA a5 5 AR BR &= R I BRAR 25

Example untag-resource X RERS

BEE sso mHEFMFEA untag-resource MXREFRIBRIFE :

aws sso-admin untag-resource \

--instance-arn sso-instance-arn \
--resource-arn sso-resource-arn \
--tag-keys Stage CostCenter Owner

vV V V &

XTF --tag-keys ¥ , EE—IMRSMrER , EFTEHEHE,
BN BREE N N AR E
EOENRENEAUTH T ERFE,

Example cxreate-permission-set i S A RIRE

£ create-permission-set R RIENRERN , JUUBEE --tags SHIEERZ .

aws sso-admin create-permission-set \
--instance-arn sso-instance-arn \

--name permission=set-name \

--tags Stage=Test, CostCenter=80432,0wner=SysEng

vV V V &

£ IAM Identity Center APl BIBFRZ
FEALT APl BEXR DB, &EFMMIBRIXBREDR IAM Identity Center SEIRIFRE

« TagResource
ListTagsForResource

» UntagResource

* CreatePermissionSet

* Createlnstance
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¥ Amazon CLI 5 IAM B H 0 ER

Amazon iR {TRE (CLI) 2 2 k5 1AM B LHEREL T EZIE, FAARTUERBEEH
F % IAM Identity Center 9 Active Directory 5 IAM B3R OEIFEEE SR |, F 52 B A A8k
FHMA, Amazon CLI 0 , B G fF IAM Identity Center Bt &7 £ Active Directory 3 1T & 131
iEfE , FRARABAERE Active Directory ZiE Amazon CLI E#& %,

Amazon 5 IAM B0/ CLI ERREB U T4 :

« B A Amazon Directory Servicef IAM Identity Center #E3ZZI|H Active Directory , b A BAiE
HEF X AR EARE IAM Identity Center 5% Active Directory B & UEH 1T & %,

o FFRARAEM CLI ZFLUINR T [FEE

« FFRAR TS H A E 2 B 5 R R AT K = M B @ F E ez BT %R,

« FRARALE CLI BEEFBEHERNREFHEACEREXM , F7E CLI 5| BEMNAEM R
FRAEREITHET.

- CLI Bz EREHRIE , RItTARARTUTEMEREERHEEE CLI |, FSTRINEEST
RIS,

WA Amazon CLI & IAM B3 A UEERR

EF A Amazon CLI 5 IAM B FLHER |, E T8, REMBE Amazon Command Line Interface
MR 2, BRI TEH Amazon CLI 5 IAM SR OERNFEMAL TR , S HAmazon Command
Line Interface A FIEE M ELE Amazon CLI BAER 1AM 547 D
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Amazon Web Services BIE{&|& B IHEDEZSEIN

WMRIEHHLEH Amazon Web Services BEI212 4| A FAE IR ThEE , W NZ BN B P IS 0 & %
IAM Identity Center,

VPC i1 SRR S 7T XN EEEH AN ER , X2 & AP &K Amazon Web Services
P A EGE. BXREZELR |, 3 (Amazon Web Services BIE##|& Getting Started
Guide) H# Amazon Web Services EIE12 %A Private Access,

VPC % & BH 1E & 5 IAM Identity Center

BEHEE , FH VPC iR A& 1EE 3 IAM Identity Center, HAFBEREE VPC iR B XIEE
BHAER  MeZEXTER. NIRRT AEE SR IAM Identity Center , AR SAEA AR BRI MR
= VPC iR &% Amazon .

483


https://docs.amazonaws.cn/awsconsolehelpdocs/latest/gsg/console-private-access.html

Amazon |IAM ldentity Center

RAriEmE

IAM I|dentity Center A &Y B¢ &1 F BR &

TRERT IAM Identity Center NV ECE. BHEMBERSAKRBERKFREREERAKS, . Eif

INECER | SR ESRIE A,

(® Note

MBEFWAEREIE 50,000 MAEF, 10,000 MNEEA 500 MURE |, RMNBWIESER Amazon
CLI #1 APIs E# IAM B35, BX CLINEZEER |, 155 & Amazon CLI 5 IAM &4

FOERK. BXEZEE APIs , BSENILRE IAM B0 APl 52,

R R 2 Fr BL &
B SRAR R

RZIZMRS SAML IE B X 2KB
K/ (XA PEM #3)

SAML B S BR &l 50000 NEHF

%) IAM Identity Center 89 2500 (UTF-8) NEFF
|dP i $ /9 324 K/ PRl

BAONARFNGRSEE 25

Amazon Web Services Kk it #i

=R ARIABCE

IAM Identity Center & fo 1 #Y 3500
NIREEH

BAARTWEEENREHE 500
Amazon Web Services i F°

RES B 0

a

7|

AEZS B H0

=
=

=
=

NARFES

484


https://docs.amazonaws.cn/servicequotas/latest/userguide/request-quota-increase.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/welcome.html

Amazon |IAM ldentity Center

RAriEmE

RIR
BMRES AR BR R B

BINBRER Amazon EEXR
BAEFEERERE

BIMURES FABERKH R
AR

FA AR EHN IAM &
( XPREE ) WWEE Amazon
Web Services M~

AR IABCH REZ 1 AN

—

a

25" &

32,768 F17, a

BAONRENNERRBE P IEZ
BFRFHHZRAKRNDA 10,240 F
o

1

7|

'Amazon Identity and Access Management (IAM) ABANEGBIRE 10 MNEEERNESR. SFHL
FLEN , i57E Service Quotas Z#I& PRI EBNEZBENEE Amazon Web Services Ik K ith 5 15 18
DNz 1AM AR IAM B8 E SRR,

@ Note

Amazon Web Services ik # AN REFH1TEE Amazon Web Services IKF /E IAM B &

HITHRE  KEEPFEAIE IAM A1 Amazon Web Services K/~ , EIESE IAM Bt#l, &
X5 IAM ABXBNESTNESZELR | ESHE IAM ] STS B,

Active Directory Bt

IR

BRI AR EE R RXH

/I
=
=28

AR IABCE REZ B AN
1 )

Active Directory Bt &1

485


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_iam-quotas.html

Amazon |IAM ldentity Center

RAriEmE

IAM |dentity Center & 13 7Zfi% Bi &1

IR AINEC R

IAM Identity Center & X Y 200000
AF#

IAM Identity Center # 3 ##Y 100000
HE

ARATIHMEAFXRAE—H 1000
HE

IAM I|dentity Center 1757 FR %l

IR

IAM &3 H /0 APIs

B 13176 APIs

SCIM APIs

fm

7|

NN T

IAM Iden APIs tity Center B S 4BR & S5
20 £33 5 (TPS). 7 TETF ML APIs , 1T
AT X RFIERRERERSl, CreateAcc
ountAssignmentE A API B 5k 52 5% 725 18 F IR
R 15 N TEERB LR,

ldent@@ ity Store APIs 31& APl HRRFIR B
¥ 20 £ 5% (TPS), LRFEATFENFHE
EEBl, BUURRXEFERA , FRIESR.

SCIM APIs 3381 APl BIE A APIs BR&I W E®
25 NES (TPS) , RERHIH 40 TPS, APIs
XERFEATEANSOFHEES. BAIURER
SRR, BFRESRE,

B Identity Store Y F/NEK B BAGIR
fECreateGroup = PatchGroup FARAEEE
—RRG , LEEIBN S E M X EIHp R R ®
1% 52 1 BR %1 PR

IAM Identity Center & 13 {75 B 8

486


https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_CreateAccountAssignment.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_CreateAccountAssignment.html
https://docs.amazonaws.cn/singlesignon/latest/IdentityStoreAPIReference/welcome.html
https://docs.amazonaws.cn/singlesignon/latest/developerguide/what-is-scim.html

Amazon IAM Identity Center ArfEm

WMREH IAM Identity Center 321 L 2N 538 A Amazon Web Services X1 , Il BR il BR 1l [E# 5& A
FTEANEBANKXSE, i, ZFESNMNEAXBN T HFME APIs LR 20 TPS, AXxHMXIERE
HERLE API REMNEZEER , FSHMBENNERE,

OIDC AR iEREL &N

RIR MIAME ( BRBERR) REA N
MIZFE IR SRR EUEM 2 20 =3

# OAuth & i

FERAT : RegisterClient

REE OIDC MR&EMA% 80
BRI R R

fim

ERATF : CreateToken ,
StartDeviceAuthorization

Sk B @EE— IAM Identity 250
Center EHEMAFFIEARE
FimiyiERiRR

fim

FEATF : CreateToken

BT T R AR A R R 80
R, M7 IAM 5 15 5 /0324l
EME 1AM 545 F 0 R R R
ERBEE,

i

FEAT : CreateTok
enWithlAM

5 JWT Bearer &7 10 BX % Supp Amazon ort
X, kEM@EE— IAM Identity

Center X EMEIPRE 1AM

Identity Center NFRFEF I

JE A R R

OIDC fR&5iERELEm 487


https://docs.amazonaws.cn/singlesignon/latest/OIDCAPIReference/API_RegisterClient.html
https://docs.amazonaws.cn/singlesignon/latest/OIDCAPIReference/API_CreateToken.html
https://docs.amazonaws.cn/singlesignon/latest/OIDCAPIReference/API_StartDeviceAuthorization.html
https://docs.amazonaws.cn/singlesignon/latest/OIDCAPIReference/API_StartDeviceAuthorization.html
https://docs.amazonaws.cn/singlesignon/latest/OIDCAPIReference/API_CreateToken.html
https://docs.amazonaws.cn/singlesignon/latest/OIDCAPIReference/API_CreateTokenWithIAM.html
https://docs.amazonaws.cn/singlesignon/latest/OIDCAPIReference/API_CreateTokenWithIAM.html

Amazon IAM Identity Center ArfEm

TR ERINE ( EERE) AEZS 18 A0
FEAT : CreateTok
enWithlAM

MR IEE 1AM Identity Center SEAILAZ AN A3 B Amazon Web Services X3 , NI EIRER & R E#
ERTHANERRANXE, flin , mMRELFMZEEBISTMR 2 H OAuth BEFIRHNIERERIEE 20
NMER , MIENEANXEHITUEALELE, BXEMXEREAHLE API RENEZER , ES
5% A8 RL Y F= 4% o

H i g £
BIR RIAELET REA 18 0
Al LAELiE Y Amazon Web 3000 .3

Services I N AR S

*k%*

FNKFH 1AM Identity 1
Center SE4 5.2k

7|

AETRERMERY 10

7|

A LA D BB Amazon Web 100
Services ik P IXPRE N ATE
FRYLE B

7|

HEA |AM 545 F O SE 45 3
Amazon Web Services X1, /5
m Eg/g\iﬂ

fim

*plgn  SERTEEECE T 2750 MK/ M 250 MU ARERF , A 3000 MK MNARR

** provisionPermissionSet API 24 ALL_PROVISIONED_ACCOUNTS i&IiAt , & Z ][]
3500 4> Amazon Web Services i P TRENPRE ., WRF@ES 3500 4~ Amazon Web Services ik -
MENPRE , JFEASHE Amazon_ACCOUNT JEIHY ProvisionPermissionSet APl #&4E ( 2R [@

HpBE 488


https://docs.amazonaws.cn/singlesignon/latest/OIDCAPIReference/API_CreateTokenWithIAM.html
https://docs.amazonaws.cn/singlesignon/latest/OIDCAPIReference/API_CreateTokenWithIAM.html
https://docs.amazonaws.cn/singlesignon/latest/APIReference/API_ProvisionPermissionSet.html

Amazon |IAM ldentity Center

RAriEmE

—“N Amazon Web Services Ik FTIENRE ) o BHZZAILAENFA ProvisionPermissionSet
=R

HAbE

489



Amazon IAM Identity Center ArfEm

HEZE |IAM Identity Center [A] 7R

UTARABUBEHETREDEA IAM Identity Center 12§ & AJEXBEIRY — L F W RI=,

£122 1AM Identity Center M P 32451 Bt H B0 Y (5] 25

f% IAM Identity Center Ik SEHIAT AT gE 2B E — LLPRF, RETTEES IAM Identity Center 2l
BRIEK/FES , ELEZBLZHFN Amazon RENARFWREFRRKIEKSEH , BEIENR
TR :

« Amazon Web Services X138, Amazon Web Services Ik EE =X EK A LFItEEHMb, 840
Amazon Web Services Ik X BR 8122 — 4 IAM Identity Center 35, BEERAZNARRF , Bk
F| Amazon Web Services Xig #H IAM B4 H0R6|0 |, SEIRESEE IAM B4 /0SS5 H9 K
Fo

« MRALTE 2023 F9 A 14 H2BIBA T IAM Identity Center , B & AJEE Bk 1Z /5 A IK 7 3241
BEIhee, BEENEBRAESE , EEEKF HES IAM Identity Center #2414 /5 F K 7 35451 6 2
INEE,

- BHEE R WRERIE T IRSIEEIREE | LRSI IAM Identity Center Ik P2 BRI B2, BEENEIE
REE , BENKFANE A EFTIRSD,

ZREFOHAEENS IAM Identity Center £&FERAN =N AR
5l ZR B W B£8R B B

LB R A Fsso: ListApplicationsB R AFHEAM IAM BH O |, e XELLTHEix APls,
BEHRE , UBRLEIR,

ZlListApplicationsfXBRZENZ/ APIs :

« ListApplications APl,
« —/NE |AM Identity Center #2 &I A FEHR ListApplicationProviders API LB A ER API,

NTHYHREERD , LkNE API IE B 2RINMEM ListApplicationProviders #®1,
EATAHE ListApplications API, BIELAEZB API , B REELFTMA—FKFER , AXKEL
ListApplicationProviders &E :

B2 IAM Identity Center Tk /= SE 451 s HH E §9 ] 73 490



Amazon IAM Identity Center ArfEm

"Statement": [

{
"Effect": "Deny",
"Action": "sso:ListApplicationProviders",
"Resource": "*"
.
{
"Effect": "Allow",
"Action": "sso:ListApplications",
"Resource": "<instanceArn>" // (or "*" for all instances)
}

EARTFRNE APl , BIE4 ListApplications , ZEXRBEEXR AW
ListApplicationProviders., MR KA AW , ListApplications API IR,

"Statement": [

{
"Effect": "Allow",
"Action": "sso:ListApplicationProviders",
"Resource": "*"

}

MIEHWBEREHG , HBKE Amazon Web Services ¥ UEUE L E3IEHE,

5 1AM Identity Center /2 SAML B S AA B x<H B &

% M5 E Amazon Web Services Ik [T 51R SAML M FAEFAS , IAM Identity Center 73 1AM
Identity Center S| FAIZH SAML Wi E ( @EXLEMSHPHEMY ) BEHET Web iR 4%,
Amazon Web Services E& & |IAM Identity Center £X K SAML BiSWFAELR , BERAUTIER.
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2. ‘EBBFRIFRE , &I Shift @ , EEMENHNRAREREL , REWFT Shift &,

3. ®KEHN You are now in administrator mode (RY I FEEAER) WITELNEER, ERBIX
EESUENRSE  BEBRES XML, RAEFABTKUE Hibith s,
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® Note
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BERFTZEMINES SCIM IR rERE25 El IAM Identity Center

MRSHRMEE (IdP ) BEEERNFEA SCIM B /A~ MEZS IAM Identity Center , MIEZEAFMEL =
RARER R ERT KM, XATEERHA IdP FHAFEES IAM Identity Center ERTHRB ., KREXH

1558 , IAM Identity Center SCIM APIs fHiREIfRIRE S , BEXN RIBRARRNLEE, BELE IdP
M BEED Ul PR ENXLEEREE, BT LE Amazon CloudTrail BEFRIBEXTEB XMW E S1¥
=R

B IAM Identity Center SCIM EHHELZEE. , LEAFLPNRNAE, AENTZRHSHREEN
3B , S (SCIM Developer Guide) ## IAM Identity Center SCIM Implementation Developer
Guide

UTRSHERNILANERRR :
1. IdP FHAFRRRDETF (LE ). BK (K ) MEREH. and/or
EIRHE RNEB 2 NRIELSIR B 'name. givenName ' REEH BAR : K57 AF0% 2 EN X

ERES N\ p LN p (MM p {SI\ p N\ p {NWt\ n\ n\ r] + ; "name.givenName ' Tc3EHRH
REMGWE  RANKEXARTFHET 1"

BRIE  NAPNRAMEF, ERMERER. A, FEER AP FRAFNRH SCIM
TAERFAEEN REFTEX LR TR IERE,

2. EEMAFRERNEMENSZME (BHRANSEEMR) . flI0, AFAIEEE IdP FENEET T
FRESBMRERESE K HEFSN B FERAHISEREL |, HEEWN IdP BEENEHEL Z
BHNZS N HEEE,

BIRHE  “FIREEemailsEE R FRIRS 17
« RRFEREM

i  EHIdP FAFNRH SCIM MBI RS , RRELERMENEME. Hlm, BERK
EEMNAF TERIESDARS,
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RAFPBELERN IAM Identity Center SEFIFF ZEE—# , RLBRFIEE username 67 A FIEE
HE R,
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'Cannot perform the operation on the protected role 'AWSReservedSSO_RoleName_Here' -
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"errorCode": "InternalFailure",
"errorMessage": "An unknown error occurred”
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| Ul)#, BirEKLK, X2EF U SIANKERAFH4A ID ERFE.

EXAERT , EME Amazon Web Services Ik ARINFR , BIUMNRN D ESAIBAFPHARN
Amazon Web Services Ik P iF R RABRIFHENE , AR HRNEEFIELEZAFSIH, X2
FERAFTAPSEAN EBRMAENNRES. B, ENENAERFHRERNE , EIUNZNAREFNE
SEAFIIERPBERZAFRANHBRNE , AEEHANZAFRA,

R T LB 1E CloudTrail BEARE RS AMEXAFPRABZFH SCIM AL EHREEZS Amazon
CloudTrail id3% 7 # &,
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71k IAM Identity Center AR EEAIEE IdP fER B MR RN ER , DTUHB AT &4 -

- SAML NamelD #&=X ( 2N HREELEE ) DTN BFH4E
« NamelD EX 2N IEH (RFC2822) HFEAF&E (user@domain.com)

« namelD EXH15 1AM Identity Center FIIER AP BT L EE ( 1AM Identity Center RV F
U RECREATEE , RNAECEETRAFE )

« SAML 2.0 Bx& F B RIERY IAM Identity Center SEfE{X X 35 & 1712 & 5 IAM Identity Center Z [BI#Y
SAML IR Y 1 NS . BEARXZFMERN SAML IS,

- WREH IAM Identity Center tk P HRE AT HEEFEEME , WA THRRER
 SAML ERBHE B EXATES 50,
- SAML ERFBEL2ZEREM.
- SAML BRFBIEZNEEHEAEHNEM,
- ZEMTBEELEMILH XML ERE.
- BHERXSMR SAML EENKER , MARBAER,

® Note

IAM Identity Center FET SAML & S RIENFAFRSA R CIZAFARE. XEK
BABE 1AM Identity Center RFZh BT B AR TR ECIZA S , F8EEF IAM Identity
Center,

LENFORMAEPERENNS EAERS (ACS) i XAEIEH IAM Identity Center SEHIR ALY ACS
URL FIEECRS , th AT RER £ bR IR. BHREAMET S LTE.,

B, A LA B Amazon CloudTrail HiFEEHBR “BFK" , N — T RN S B 1R
P ExternalldPDirectory & 5 5 I B9 8] &,

Rix(E R TR AIEREHINEY

WMREFE A ABAC WAFRERB A thRZEEM FrEM iam:UpdateAssumeRolePolicy #XBR , MAT
BEa K £ ILERIR,
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WebAuthn B 8IZF A 80K 25, Mozilla Firefox, Microsoft Edge F1ZE 8 Safari 48X ¥ 25 LA K
Windows 10 M1 ZH¥ A, WebAuthn ZFHFELEARE D ATsEEFITRE , BB macOSHIOSH i
WEEFHRIEFEZF. MRAFZEHEFAZIFNNRRZNFE A L3EM WebAuthn 8% , i1 EE
RUERFTHFNEMERARE  FEMN2WE —FKERER , BEITXEMEXENGZE. EXEF
R, BSHE FIDO2 : Web B KIE (WebAuthn) BARERE X browser/platform XEFNEZEE, &
* WebAuthn IAM S HOHESEE , §SFFIDO2 S HKIEER.

Active Directory“i8i i P "4 5L IEHE 2 F IAM Identity Center

Active Directory i F 42 AD AP REBRINEA", IAM Identity Cente F&3%1EEY Active Directory
FEHRERARE. PEX IAM Identity Center %R R AR R RV 5 RN FREY |, 8 A A 7 A UAR
H(HoEIEANHEME ) |, SUELRK R B EFRBRIE IAM Identity Center S13 776,

MFA R

ERFER SCIM thiUF E ik T2 TRIAE 2 IAM Identity Center 281 , MRAFZiRERNEE
PRI EREMMKF (570 Okta = Microsoft Entra ID ) &35 IAM Identity Center , Fi & & £ LS

%o AR TIAE Z IAM Identity Center f7 , Rf# R EIE, #FIAZk - SFEEE 1AM Identity
Center, MREE , ERENBSFHRMEFWTEE B L.

ZHEASFHRIESRNARFIMRE RN , W HIABIMEIRTE
B

ETFrAM—RMRZ (TOTP ) RS ( Hlin , IAM Identity Center SEEFRBH B HRIEEFNARE
FRECSANBLERS ) , KBREAHRNERSH2ANNERS, BREIESORIIBNAREN

RESUENNEREBES K NEEZRZ EFHRENEISATE TFEANRIR , Fla0 NIST (https:/
www.time.gov/) S E Atk local/regional FH %% .

HIE =R B 5 IAM Identity Center B Y E“It's not you, it's us’ &5 i%

It E51R R EA IAM Identity Center SEHIER IAM Identity Center BES B RNAZ S M IRMHEE (1P ) &#&
REMH, BWEIUFLLTEM :

- RIFATERNRE LW BEHMTERE, BWATENREBHNMTE. FFTT , BUCRH B BHM
B [H B 25 2 B MR R 45 et E B ( NTP ) ARSS 2R
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IAM Identity Center BHIAEFIEH. EHFHREMFHIERREE K ABEREESHRIE. WR
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e urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress

- MREFEHFREM AD Connector Amazon Directory Service #E7 B2 | HRIERZKS
WEILERBEBAEARTH, BXEZER , i5SH Update your AD Connector service account
credentials in Amazon Directory Service,

RH A& EWERISKE IAM Identity Center B9 B F BB 44

IAM Identity Center fRSS &ZIERI A B FHR 4 EFIF>k B #b ik no-replyesignin.aws = no-
reply@login.awsapps.com, B EBRFHHRE , UEERIREXERHFAB TR YR
TR, AR R SRR SR B & R,

fRiR : 8T Edelete/modify/remove/assignif 7] & Mk F 7 B & Y
fR&E

WHERTRZ ZREE WS B , #BREHE Amazon OrganizationsF EEEEIKF RO AR F
BER TR i E AR E, EMRLEE  FUEAXENRNAF BHES , HA2RBRBITE
%S, REFRESIELSEFELBENRNAR. BXEZER , B3R EMAAKS,

Ak REEXBETHAXESEER

HEFU (B0 Web X 58 ) S iAF RS ERmEBUESE Amazon CLIAMA SiER |, AIRES KL
iR, Amazon ToolkitZEEE L EE |, FREZEFFHMNABFEIMUEHER , HNERFHEEE
BREF, XENAREEESELRICHSLERNEK , flaiskE IDE 9 Amazon Toolkit 1S BEES
o

REAEENHEAKNAT2RFELE IAM & 4370

MR Z2HRINE S E IAM Identity Center , {BH 35k B A5 A #th3 89 5 & K HIIE IAM Identity Center
B, A RER IZA FTE Amazon Managed Microsoft AD BEERXXRTAEHAFNAELZLEREA
(FSPs) FT®
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