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1075 i Aalice-account,

5. BRET , NTEREALETERENER , %&FPhotoFlash:: Al bum &IERE | £ “IEELHFRIR
&% bt Aalice-favorites-album,

6. XTF “BE, BEMNERURESIFRFEZEPhotoFlash:: Action:: UpdateAlbum

7. HERERE , EFEITRNERUEROIREE I P EL Cedar REEWRNER, WA FENE
RORE AW, RARMNWBREABZET,

TREMHTETTLLER Verified Permissions iR F AR E 4, HEMBENEME, ZRIFE
F PhotoFlash REIKBEEE P I ENBARBENEELSR 2 Rl ZNW RN ZRPGERRE,

FHE FHKF .k RRE BRXRE BE BRORE

&
PhotoFlash:: PhotoFlash:: PhotoFlash:: N/A PhotoFlas B4
AF |bob K F | alice- AR | alice- h: ™

account favorites-Al UpdateAlbum

bum

PhotoFlash::  PhotoFlash::  PhotoFlas PhotoFlash::  PhotoFlas e
BAF | ZWg &P | alice- h:: Photo | &/ | bob- h:: Z{E:"

account photo.jpeg account ViewPhoto
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RFRRRE
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EERIERREF AR , BREELSR 1 POENRBEFMH,
ESMER | EEF RE
£ MERERE R T, &8 BRI RG4S

£ BIBRILBUER R XH ? SEES , A delete , RFEFEMER,
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RITERE RN RERE

MIREZ R AT FE A Amazon Verified Permissions BREET |, MBI REEFRKIEATESRE
., XRMELUTEZTEBENARFMNIZERIMALINEEZH , BERE SQL B9 APl FISERFFHBFF
ENBAREFNEMIED, Bk , RENZMNBFERTTHR, Re , NEFZRFHREK B3 —HKS8 5
o

EMIXBM TR , BLRIUEBSEFEILNER , b

- RN EREWLE ? SNRNAALN ? fl , MHEREMTF —NXH4RH ?

- WERNALRBENRER PEEER ?

o EHEAUNSRERNITHRLIRE 2

o ERMAIRBIX LANR 2

- BRFEBLAFNBER", “BER" R “ReadOnly” EFE U PR B TEETE | ERNIZOIEIN
REBEER? RE-—EEE?

- REREHRACKREREAG? i, “BRER RRHZTENEFAN , &2 “BRER" REBMNN
AREFPRER?

s ARTENAFPEE  SEMLERANSER? Fl, ATETNHAFNER , EEEEIHEFATTLA
B ATE RIR ?

- AFBESETRESTNMTECHREBECHNERZN ? EEFTEREXTERRE ?

HEHINBRAERBEHRABENER BB T 4, BR, BEUARECINZENHEEXRR, EMLER
FRFEEX Cedar % Verified Permissions FREBIHIFH T i#F. R , EEEAR—TAFARIRITELY ,
MEHEMEMES —8 , IUAINEREEE, SEREI4Y , URNNBRNAEMAFRE~RP T
DB EEH B ER, Cedar WIRITTEBEBNREN , ILUFEEEFNERER K MAARTHE
Cedar WEMERMBBEERBETERNEH, At , WHENAFAREEWN THREREBRER
BNHEAR.

EXHEERBFGHRMER | BIITUATERE

« £ Cedar BBRiEE S ZEEPESE Cedar BWiRITHE,
« ZE Cedar HREBEESEZEREHPHZIESEE,
- ZE—TATHIENRERE,

B
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- REFEHERER

« JRE 403 MEEILAVERIR , AR 404 REZKEEIR

- FOEBDEPE API BEZANR IR L

- ZHEFEESEM

RENERY ER R

ERITRNERN | RE - IME-—NEBER, TRNNARERFTUNAUNSSE R ER TR R
RAEE | XRAIEZN. fl, BE-TIHENXHRENRTFN ERL Unix BVRERSE S 6
BXHE , ER2BIREXNHERHNR, Mz T  EFSEMRERENASHELXHHER
S, XHBESRSBERERXXARONR, XAMEIBER , EAEFRTHRARFHRTLICHER.

RERT RNV EBEFIELX , BORTENARHAESHENGR IR CRBREREFHENS
ARPANH R T, MREHBRIVEREBMIIXL , BAERER - MR ER,

XRMRAFTAY , NFTRERN A AR HRIRIT RN SIZARRNER KB H B TREZH.

IRE 403 MELERNEIR , MAR 404 REKEEIR

X T EE S ARKET N NAEE ( LERER ) WiER , &IFIRE 403 Forbidden ik , A2
404 RELFHIR, IRETHEERINEZEY  ENEF2EBEIARERFE , MARZERFTHER
B 17 it FR A 0] SRS PR Y SR SR 4o

FEENERE API BIEZHER L

ERZBNARRFD , NRBEEEIFHRAREEDN, flM, — PN XHERAENREFTRSFNER
RN A BAN XA R RNITR IR, XR—IMREFNEEER  ©FEEXANGR APl EERR
T HR,

Mz T  HtRANNARER , LHR Web RS , BEXES API BIERFRITNR, il , w
R Web RFIRM T —NE N createThing() B9 APl , NIBRAEE ATRESTE LAHMAINPR , HEFE
Cedar FENX BN createThing B action. XEATFIFZER , HEFERNBELTESREMEE, B
WA createThing ##1E , BEE createThing BENPR, FERBERE , XIIE ?

g , ERIENREZEH A FHATRESHEEZEY AP HEFTRNBENGET. XR—MEH
RYEME | B RBFEESERNN API 2B Y EERS,

HEM—EHEHNER 12
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BR 6 BESH-STHRER , XL API AFONGEARTES EAFRERANRIUERN A
BF , BAX APIs AREFEERZRPHXNR (KERBEANRR ) KR1E, MRS A APIs 24|
X A8 B AR A T B AR R |, BT 5 T A 1R M HE T IX L2 BT IR A B 4R 5T M R 3t B R 5 B AR

plan, RRB—NEZEAARANAFTEFR. ALFAFININE  HP PN REEHRRELEREEN
MBZLFEFEAXRA TR, EERLAS BZNRSEE TR APIHRE

* listMembersOfGroup

* listGroupMembershipsForUser

EFRAUEREREMA—MREREFHARARTE, Eit , NRERE R AT B IXFHMRIEN
HENPR, MREHGEEBRFMEFTH AP BIERBREMERRS  BRAATEEMESR , LUOTHE
ER

« isUserInGroups ( —N#¥T APl , ATREMNZAFREE T —1MNEZ14H )

MNZE2HBEXRE W API WEFEAMARBTETE=ZZRE , XRBARTEERBORITAINR.

BINBEVUEER X EREHENT RREXBKRE, XA EMATEHR R R TAREHRN
BR , 3N viewGroupMembership , =/ AP| 2B AMEHIZR,

APl B %5 Permissions

listMembersOfGroup FEEHHMZEAMN viewGroupMembership R
listGroupMembershi FEEEHHMNZAFK viewGroupMembership R
psForUser

isUserInGroups FEEHEHMNZAFK viewGroupMembership R

BEENX—XR , EERATNEIENRRA D BEFETERAREHNE. KON, A&, 4
AP RELIEREARRFENLHNR , A REE R EHENRITAAER L, IRENRER
2ER , AR MERNFTRLR.
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ZEFEEEM

FBUREEFRAESAE, (FAEHREARFN LI HFEF )EFHE’JJ"'FE&F HFFHES Amazon
Verified Permissions £, EFXRNERZ 8] , HHESHF KK, BAUUE - MRERKFEX
hEBREFNERE , WA UASNMNEF 9B — N REEFME. ﬁ?&ﬁ%%ﬁ , i%’ﬁ}l?ﬂAmazon AEEIER
FH Amazon ERIFRNRZHE/ZITEEE,

1. =M HERBIF#EEF

FBEFAE - IMREF#E. NABEFHMAERRERREIHEZRBEFEX,
2. PRI

BMAFBMERINREFM. NARFHFEEUTRNRBEFEIRERIRE , EABRTREE
EREBEF

XA RBEB AL EN Amazon WEFEEAFE, BA , REZIARITACTHEEE? UTR
A eI B B IR R S - AR E IR

PR FRE

HEMPHNRESEMASNREREFRN TRIPAFBEFRFEE, S8 MABEACH
REFEER , 8 MNABEECSHN — AL KK,

B
ETWEF R EARMERE D NS MES WEMEHRRSE R BREROES . TR
HBIZHE | PR B REN R 1D,

BRAENEE

HSENNREFEZS I REEFEMES , ENRBEERNRBFEENXESIRBEFHEPEN—ER
BRIt M4 T8,

SRBREE

BARFENSMANA-L2RRK, EE2REBNTHKFERAZREFEEXNZES
R HEER TR,

HFEER

—ERF RN ENRENEEREHRBETHRAN TR, SEFEENARDTEERRF AERE
WAy RN, THRELRENSHAESHNREREN R,
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LURGIpYi=S

BMNSHEPNARFHT &, EMEHREWREZN , BAALBRIFAM A ERELTEEN,

MRENNARFAIFTERFBENKEABLEHE-SHR , BANABERFER - N HERBIFE
ARERRAMHNBERA R, ZHAUFECRINAENLARBEER, A THERBEFEXELERS
FENELED , RNNRARFTTEEZMERES S EN K.

BR A MREECHRARFEEFZSHIBENER , IEEAZSINSFHR , USNMEFHREFET
REREMN. ZUFEARENMPRFENRBEENNRE IAM SRBE K12 H33 50 /- SR EE Y77 8]
MR, BHMEF S MR E KR 1Z4# ; 7 shared-policy-storeIRiEmd | UM ER HABIBRIEF IS ENE
B o
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Amazon Verified Permissions 5 B& 17

REEFHERRENRBERN DR, EFNREEET , SR - MY, ATRIERINERESE
PRI REE, LEAN , R T BT B REEWIE, WMRER R RBRIERER T 0 R PRIRE , N
RGP E LK SKERE, BIRENREFRIFEZQHTRIE , THRBFHRIEL.

M BR R4 R BA AL B BR R R Fr 6 . BT QIR PR W R EE A 7 BERRH Amazon Web
Services EEZHI G, HLZT , B API 5 SDK AR SIZN AT A KM E R A 1% 8E.

BNBUNSINNARFOE -MREFR  SEHNSESNARFNEMNES 0 - RBFHE,
ERHEBERERN , BTIEE—NREEFMR. BHUATNGIERKEFEISE , UEBIRFEHKEIAE
HREEIFE, BXESER |, B2 W Amazon ERIUENRERRF# B

BANEB NS B R TREFM PN Cedar 54K, BUPHILEFEE Y, mBRAEERRENF R

B OHEH-XNES(::) EFArREFHTIR. B4 MyApplicationNamespace: :exampleType,
EREMNNREIFENREFEXRZ 100 MamEZEE. HREASMEUNNARFR | XLda
ZRIEMTRE—VG. flm , ELHFNAREY , FRGAEZENGHE, BV INE R E L
RKEF , BEEMNESHMAFREANERLUREX ST kR, EEFRERNAER , B URAIR B
BERRERNEF, BXELZEER , F2H (Cedar RBEEESEEM) PG AZE,

£}

« BlZ Verified Permissions SR 174
- 5 API XERH) R BETF 6k

- MR IFHE

B3 Verified Permissions ZRE&17#
SE R AR P AT 5 U R SRR A0

- FRIESREHTRE-ENEE KK , BUELEEERREN R REBENEL AL,

- £ API Gateway M & 3R#HITIRE — FH S HRMER (1dP) B2FRMA S LUAKIET Amazon API
Gateway API &R A P E B E4KK |, LARE Amazon API Gateway API #4T#/ER 5 IR
Sk, MREFLELNNARFEARAFNEAR A EEBEMEERZN API ER , BRINBUE
{5 A LR T

o MRBIRBEF M X im- 1 B TE L RO B RS 7 E. MRBIEFEET Verified Permissions 3
REESFMNNEROIKRE | BAVEESE A LIED,
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- BIRTERBEFEE-LNECENRYNAETRREKK, NMRECLABNNEEXREEFE , RNE
WG LA L IE T,

Guided setup

EFEACEREFMR 5|SNRE BESE

SIS NIRERFHE|FETHUBRREFMHEE —IRNARNTE, ERNE-NMERRECERY
FRERTIZERRENBEEARENERTRERNECRE, AR5, EFUEE PR, TH
LES)E , SRS ARBEFEPRANAR , FREMUER ST RN ECRE | IRCIZE M

SRBEFNAER

1. EERIUENNRZEFIAER , ERLUEHTNREFHE,

2. & FmEm” Hod , &FE5ISHRE,

3. WARBTFMEER, EXATURTMEASHELNYE , FAN L RBEDENR TS
Z |, I KX SEFH Web NAERF.

4. HEHMEESSsP , MARHPGREEE,. BXTREZRNEZEER , HSH Cedar X4
Man & 22,

5 &ET—%,

6. ERBERBEBEOF , MARRKENEN. flW, currentTemperature J AR K SEH
Web Ri A F#8R,

7. (AE ) EFRRMEYE  ANBRREM. RABMEN , ARNARNENEHE
B—1EMERE, EBEBINEMERENLET, Bl , temperatureFormat® A
EcurrentTemperature®RNEY , JURLRESRRE., EMBRE N ZERIEE RN
WEMY , EEFIZEMSLRIMER.

8. HEEREFERH  MAENEENRRELEBNNRE, ERZRRELEFMEMIRE Bk
BAMEEE, Flm , viewTemperature AR XS EH Web B ARFHH —MEE. EH
BRENZRIREEFMPIRE |, FRFIZIRESLHIMER,

9. EFHEBEWNEMTFERP , HIANNENRREXEEHEERENEHRLBENER. RIAMER
T, AFEAmEtFE , Br ik,

10. BT —F,

M. EEAEBRBEOP , WENTHERRERESH KRR,

o MR ID MEMIFHEH Verified Permissions S AR FEZEEM  FEREAEN., E
WINEABEMY , FEBRRNEYE. BIELEMRIEREE |, Verified Permissions 2 HEERN
BHE. EBRENEZEHEXBEFINNEY , BB ZEEEZLNBE.
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- WMREZFXAN ID MEEFHERD ID HiGRSHEREM , HiEHF Cognito AF M. Amazon
Cognitoit FiE A F B, EFAmazon Web Services XiZ H# A Ei£1ZH Amazon
Cognito AF MK AFM ID, %&FRiEE, EXEZER , B2 (Amazon Cognito FF & A
RA¥EE) HHEH Amazon Verified Permissions # 173X,

« MRFFEAD ID MBEMRMINEE OIDC REREKR ID and/or HETHEPRE , HIEFEH
#0 OIDC R#E , ARPMEHENSTHEARES

12. ii?%jt_io
13. ERBIFAGEHOF , RENE - Cedar KE&H A AR REEHIR,
14, EEHTEFESP , EEFMNEREPIRENRAT T4,

- EEBETH , BRBAEATRETZF, EATNTRENEIAFERPERZESK , REN
ZEMBA —NREFREF, B0, user-idAIAR XS EH Web B AR HI K KRR

o
(® Note
mREFEARZE Amazon Cognito , N SEAEFRIRFFE R 40N <userpool-id>|
<sub>,

« REFBEEA O FZERMEN A T R4 P FRE 15
15. ERRCEFRYP , BERBUSE TEN BPL R R TIRE,
c RRBERR , FZEBMATRERR. EURBEANRRFRPERZER , REH

ZRBRA—DNEARRF, B8, temperature-idA LR X SEH Web M ARFEHH
SSAEFRIRA o

« REFBRR , FFZRBENA T R TP ORE R IR
16. HREEEFERP , BERNUSE EEITRIRE.
- ERBEREES  FZRBNATRERE. THREEANREZRSD  EHRESD
Y EIE4E
- REFBERE  FZERBENA T R TP RERE,
17. ERBTRH D PEFT LR, ERERKEFMR.
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Set up with APl Gateway and an identity source
EFEAGIERETMH RERN API Gateway M H KR BLES %

% AP| Gateway A TUE A E S KIFAI R R RBERRY APl , RERESHEET A NFARNSEM
HEBEBURE, ETHE - MR FEEE AT S 0RARNRK , LURER Lambda R ITHY
APl,

IdP AP REBFHEARNENEZERA (IDTR) , EARAEHN LT (THEITHE ). AP

Gateway AP| iy 75 = MR R N B RSN RE, BHNARFREN TR, *Eﬁlﬂ:lﬂf

IJIL*EE 2 U PR A RS FM . Lambda BRI APl Lambda X 5. TR THERERE ,
AN IEH APl DB Lambda X,

1. EERIENNERZEG SR , ERIEMNRIEITME,
2. EFFRGEW BoH , EFIREF RN API Gateway MFMHR , AFEET—F,
3. ESAREBENBRE TRN APIT |, EE— API, ZAPIFRERBFME T RMRENE

#,

a. MAPIHFEENMERPEFRIBEME , RAEEESA AP, EX APIMBENESZFER
2% Amazon AP| Gateway FF X EiErF H 7 REST APl iZ B ER.

b. FRESAHRFREMEBEELE.

c. EFEHMRRIJRE , B API Gateway B H A PSRN API BRERHFE , RARERES
A APl AEEE#.

d. WRENBCHERRIRE , BEET-

4. ESHXRERD , EFESFHREEXRB, FRATLEREF Amazon Cognito AP s OpenlD
Connect (OIDC) IdP K&,

5. WMR{REE Amazon Cognito :

a. i%&# Amazon Web Services X5 5 Amazon Web Services Ik /™ &K K176 XFEEH
R,

b. EBREABRATRIFBNN API SRR, ARRCHEXBEHMISHAFE , X2Z API-
linked A B LAt

c. ENARFEFHRIET , EUNREFHNEERGENISHESAF BN —
Amazon Cognito EAREFEFin,. ZEERZAFPEAAFRMPN NS N EENAE
FEFWETEMRI , FEF NESEEMBNARFEF R ID NSHE . EESEM
BEAFPMETEMRIENARS  BEETFRIENARFEEF IR ID,

d ®’ET—Z,
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6

10.

11.

MR IEEFEINER OIDC RHRT

a. TEEFHMHE URL & , MIAEH OIDC R1TAM URL, flin , XREHRBRESES. £
ZEAURBXRENREEHEMERNRFHK/https://auth.example. com.
EBHRFHIH URL A3EE OIDC KIHY , MikN, /.well-known/openid-
configuration

b. EFEXES  EFRLFELHNNARFREIUABMITERMNN OIDCIWT XKE, BXESE
B , 2/ Amazon Cognito T EMH FIZER¥IFF OIDC TR ST EIZEH,

c. (W) ESHEBH-MLED , EFFNCEER , AASHENER , REEFRERE,

d. ERAFPNBATHEERASD  HITUTERE:

i. EHORNTHEPRARFERER. BEsub , XRXRBEN FMER TR T
FH, ZTEeESFITESSERNE—RRAT, KESEEN OIDC IdP By 5 4 FFaRSt
FERN R EHE PR A RE,

i. ESDERNSEPRMABAFHENR. BEgroups , XRXBLZNSMESR GRS
BHEE , HREsARNEEYR, ZNRBEMTREFEAKR BRIV ERBI T
B

e. EZARWIUEF , EFEADD valueHRMEFHLEREBHEERNBERPEZNE,

f. iij:¥-|:_$o

MR E%$E Amazon Cognito , “ERIENR" SEWERHNAFMFPHELE, X TF OIDC =24t
B, FFMALAR. FRESRATA SRUNEHREFHELUERATHEARANITERIE
Y SR BE

a. EERIAFANECTEERBEHOEAE,

b. RNEERNEBNEED IR,

C. iij:¥-|:_$o

7t Depl oy NARFERF , EEFEREMRGSF oM Lambda &IXE , 2B UL ERIEHNR
M EIAEBRITIGRIE , HAEBERIENR TN AIEREF#EM Lambda BRE MRS R,

HERIFOEFRIRN | ER R REIFE,
EXRRPRE KB FEHRES SRAETHARES | LEL ERIEATN RS2 R R 6 2 a2
E.

—BREtRE (BEAKRKA—/NPIE) |, &\ H D eploy Lambda BN AT RERKIIE |, 1R
BEBRFHERERNG |, BREBEZNRENS,
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LT BRI BRFEEHN APl B0 — Lambda BIEHM —/> Lambda & &, &F “4TFF
API” L& EIER AP,

E 7RIS E Lambda #fXJ5 , 28 A mazon API Gateway F7F & EIEEHHIFEH AP
Gateway Lambda 5.

a.

b.

C.

d.

f.

g.

SMEEN AP RS , HiE T 2RI R OI R M B T5 8B o
SMB ER , RIETE APl FEER—RTAE 5%,

£ HEBERRE TEE RE
HENEREBAEZAIETHRNEER,

BFF HTTP B3Rk , WABFFAUTHORIZATION , REEFRHSE,
B8 APl B ER

REEHER,

12. FRBEEREARESRHEBRNSERRBENAFMSERNRENENS. BXxAFME
FMERTENESZEER |, 2% Amazon Cognito FF X &R A F it 5 HRIERE,

13. £ API FERAJAUTHORIZATIONFRER R £ F A Pt 5 8 BN 1= & A3 B0 E
14. RELZHFREFHE, MNATEBK,

Sample policy store

EEACRRBETM ROBUREHE BESE

1. & “BIRIETC BoH |, EBRTREIREFME
2. ETRFImMBESIDH , EREFEAWN KRG Verified Permissions MAEFIIEE,

* PhotoFlash2 —NE @ ZE Y Web MAREFRH , RTFRAFEBRERAEN AR MM,

RAPEUNATFEEER, TENEFAZERFREFANR. KEMBEEATNGEER
4B, FERAEEINEMRP,

» DigitalPetStoreR —MNREINAREF , EAABAIREEFEMARNETS. B/ A LR

FERY. BREVYNTE, MIEYNEFRBICRAZMEAN. BUEATUEREY
MEMEE. LEENRAIMBRENELE. ETENETFRRICENITEREE. TEMR
BETURIITENEAEEHECET R, EYEELEREEENR,
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® Note

DigitalPetStore R BI R B 17 X~ DIERBEHEMR . PhotoFlashFM TinyTodo Rl K B& 17
i SDIERBEAER,

* TinyTodoR— M AFAFGIEZESNESII RN REINRAERF. SIRMEEATUEENRE
HOMSIR , HEEETUEFESEREMIINIIR,
3. RESBRBLAENTRATME , BN ROIRBIFENEYER - MREZE,
4. EEROIERBETM,

IEHYRBE T8 R E A IR AR AR RV RBE MR CEN . BXRETLUN REIREEIFE
BIEMNEREERBNESES |, 5 MAmazon EHWIUENRREIERFTEREE,

Empty policy store
EFAMERRTE ENRKFE KES X

1. EBBED HoF , BEEEREEM.
2. EEROIERBTM,

BBV EMEIEEN , XERERBALIRIE, EXENEREEEUNEZER | 55
¥ Amazon Verified Permissions KM 1Z# 22,

ERANRBEEUBRBENEZEER |, 8522 Amazon Verified Permissions &7 5 B # €] 2
5 Amazon i X PR E R < BR Y BUR .

Amazon CLI

ERETWREEEM , 1B A Amazon CLI.

IBAILAEF create-policy-store BREBIEFRIE M,

(® Note
55 FH B 2 Y SR BE 268 Amazon CLI B ZE,

o ERINZEK , 53 E Amazon Verified Permissions K 1Z #4288
o ERINERE , FS ¥ 01E Amazon Verified Permissions 825K 1
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« ERMKEER , FS0 862 Amazon ER IR REEER.

$ aws verifiedpermissions create-policy-store \
--validation-settings "mode=STRICT"
{

arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111",
"createdDate": "2023-05-16T17:41:29.103459+00:00",
"lastUpdatedDate": "2023-05-16T17:41:29.103459+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
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. REES5ZBEEN SDK B8 Amazon

. QIREMEHE

. BEFMEMRE BN

« RIATREEAE RN EH

. BENRERERURITFEEERAER

A= R B

1. ﬁ'ﬂi_/l\ RUStIJﬁEo
2. G Wmain. rsEANERBERANUTRES :

use std::time: :Duration;
use std::thread::sleep;
use aws_config: :BehaviorVersion;
use aws_sdk_verifiedpermissions::Client;
use aws_sdk_verifiedpermissions::{
operation::{
create_policy::CreatePolicyOutput,
create_policy_store::CreatePolicyStoreOutput,
is_authorized: :IsAuthorizedOutput,
put_schema: :PutSchemaOutput,
},
types::{
ActionIdentifier, EntityIdentifier, PolicyDefinition, SchemaDefinition,
StaticPolicyDefinition, ValidationSettings
},
i

//Function that creates a policy store in the client that's passed
async fn create_policy_store(client: &Client, valid_settings: &ValidationSettings)-
> CreatePolicyStoreOQutput {
let policy_store =
client.create_policy_store().validation_settings(valid_settings.clone()).send().await;
return policy_store.unwrap();

//Function that adds a schema to the policy store in the client
async fn put_schema(client: &Client, ps_id: &str, schema: &str) -> PutSchemaOutput

{
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let schema =
client.put_schema().definition(SchemaDefinition: :CedarJson(schema.to_string())).policy_stc
return schema.unwrap();

//Function that creates a policy in the policy store in the client
async fn create_policy(client: &Client, ps_id: &str,
policy_definition:&PolicyDefinition) -> CreatePolicyOutput {
let create_policy =
client.create_policy().definition(policy_definition.clone()).policy_store_id(ps_id).send()
return create_policy.unwrap();

//Function that tests the authorization request to the policy store in the client
async fn authorize(client: &Client, ps_id: &str, principal: &EntityIdentifier,
action: &ActionIdentifier, resource: &EntityIdentifier) -> IsAuthorizedOutput {
let is_auth =
client.is_authorized().principal(principal.to_owned()).action(action.to_owned()).resource(
return is_auth.unwrap();

#[::tokio::main]
async fn main() -> Result<(), aws_sdk_verifiedpermissions::Error> {

//Set up SDK client
let config = aws_config::load_defaults(BehaviorVersion::latest()).await;
let client = aws_sdk_verifiedpermissions::Client::new(&config);

//Create a policy store
let valid_settings = ValidationSettings::builder()
.mode({aws_sdk_verifiedpermissions::types::ValidationMode: :Strict
D)
.build()
.unwrap();
let policy_store = create_policy_store(&client, &valid_settings).await;
println!(
"Created Policy store with ID: {:?}",
policy_store.policy_store_id

);

//Add schema to policy store
let schema= r#"{
"PhotoFlash": {
"actions": {
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"ViewPhoto": {
"appliesTo": {
"context": {
"type": "Record",
"attributes": {}

I
"principalTypes": [
"User"
1,
"resourceTypes": [
"Photo"
]
},
"memberOf": []
}
I
"entityTypes": {

"Photo": {
"memberO0fTypes": [],
"shape": {

"type": "Record",
"attributes": {
"IsPrivate": {
"type": "Boolean"
}
}
}

I

"User": {

"memberOfTypes": [],

"shape": {
"attributes": {3},
"type": "Record"

}

}
}
}
}U#;

let put_schema = put_schema(&client, &policy_store.policy_store_id,

schema).await;
println!(
"Created Schema with Namespace: {:?}",
put_schema.namespaces

);
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//Create policy
let policy_text = r#"

permit (

principal in PhotoFlash::User::"alice",

action == PhotoFlash::Action::"ViewPhoto",

resource == PhotoFlash::Photo::"VacationPhoto94. jpg"
);
e

let policy_definition =
PolicyDefinition::Static(StaticPolicyDefinition: :builder().statement(policy_text).build().
let policy = create_policy(&client, &policy_store.policy_store_id,
&policy_definition).await;
println!(
"Created Policy with ID: {:?}",
policy.policy_id
);

//Break to make sure the resources are created before testing authorization
sleep(Duration::new(2, 0));

//Test authorization
let principal=
EntityIdentifier::builder().entity_id("alice").entity_type("PhotoFlash::User").build().unw
let action =

ActionIdentifier::builder().action_type("PhotoFlash::Action").action_id("ViewPhoto").builc
let resource =
EntityIdentifier::builder().entity_id("VacationPhoto94.jpg").entity_type("PhotoFlash: :Phot
let auth = authorize(&client, &policy_store.policy_store_id, &principal,
&action, &resource).await;
println!(
"Decision: {:?3}",
auth.decision
I
println!(
"Policy ID: {:?}",
auth.determining_policies
I
0k(())

3. BEEELUcargo runPRARETRE,
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BRALE ID MG Amazon Cognito T E BRI REERHI , BS RN T ERF ZIZRMFK OIDC &
hE ARG I ZR T

B AT AR AL~ K B2 Amazon CloudFormation

5 API XEXH R FMHER —MPRIRWE AP ROUERMW S E. APl Gateway SIS ERENARER
BIAGHHNNRIRE, BN XK EET , B ATEERE, 228%F Lambda B A,

B RERTHR API VRN , EXXN KRB EFEENNRBETRESER. 5 API XERNRBF#EI2E
M AP RIEFHERERN , K RIFNNRNEECIEREEFE TN AP #HTRIE, NREN APIE
REE®SZ  NWURFEFEAFNNREEREESLIRE.

VMIEWNARFMBEUREERFEHEBINE~NERN | HHETF AN AP XEKEXBEESB31{LAR
BEK. EFNRESXE , BINEBVUAERBEEELNNEES BB A2 2 EH M Amazon Web
Services Ik M Amazon CloudFormation 4k Amazon Web Services Xig,

5 API RENERBEELIENE REVRERIEFZMEA Lambda #X &, Lambda BN A E ZMREUR
Ro BIRIFNRIFIX L RIRIEE B3I CloudFormation £ R, BB E7INE | BUAN
KEETZME T Lambda BN AR BRWERERF, 5 API BN R EEERUTERAK :

1. AWS::VerifiedPermissions::PolicyStore : &R E HEISchemaDefinitionX R, F"HEK
SA\".

2. AWS::VerifiedPermissions::IdentitySource : MMzt 28 B 7% f# B B9 #1 i GetldentitySource H & #l
B, HRBEFEHTEI

3. H—IM =L ZAWS::VerifiedPermissions::Policy : &M KEEFHEF FDefinition Ko
At H\".

4. Amazon:: Lambda:: Function , ::: Role , Amazon::: Policy , IAM::: Authori Amazon zer , :IAM::

Authoriz er , Amazon ApiGatewayAWS::Lambda::Permission

AT ERRROIREEFMH, ETURIAM#ERPH Lambda R 75 ZRM E LERH,

"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyExamplePolicyStore": {
"Type": "AWS::VerifiedPermissions::PolicyStore",
"Properties": {
"ValidationSettings": {
"Mode": "STRICT"
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},
"Description": "ApiGateway: PetStore/test",
"Schema": {

"CedarJson": "{\"PetStore\":{\"actions\":{\"get /pets\":
{\"appliesTo\":{\"principalTypes\":[\"User\"],\"resourceTypes\":[\"Application\"],
\"context\":{\"type\":\"Record\",\"attributes\":{}3}3}3},\"get /\":{\"appliesTo\":
{\"principalTypes\":[\"User\"],\"resourceTypes\":[\"Application\"],\"context\":{\"type
\":\"Record\",\"attributes\":{}3}}},\"get /pets/{petId}\":{\"appliesTo\":{\"context
\":{\"type\":\"Record\",\"attributes\":{}},\"resourceTypes\":[\"Application\"],
\"principalTypes\":[\"User\"]1}},\"post /pets\":{\"appliesTo\":{\"principalTypes\":
[\"User\"],\"resourceTypes\":[\"Application\"],\"context\":{\"type\":\"Record\",
\"attributes\":{}3}3}3}3},\"entityTypes\":{\"Application\":{\"shape\":{\"type\":\"Record\",
\"attributes\":{}}},\"User\": {\"memberOfTypes\":[\"UserGroup\"],\"shape\":{\"attributes
\":{},\"type\":\"Record\"}},\"UserGroup\": {\"shape\": {\"type\":\"Record\",\"attributes

\":{}}}}}}"

}
}
I
"MyExamplePolicy": {
"Type": "AWS::VerifiedPermissions::Policy",

"Properties": {
"Definition": {

"Static": {
"Description": "Policy defining permissions for testgroup
cognito group",
"Statement": "permit(\nprincipal in PetStore: :UserGroup::

\"us-east-1_EXAMPLE|testgroup\",\naction in [\n PetStore::Action::\"get /\",
\n PetStore::Action::\"post /pets\",\n PetStore::Action::\"get /pets\",\n
PetStore::Action::\"get /pets/{petId}\"\n],\nresource);"
}

1,
"PolicyStoreId": {
"Ref": "MyExamplePolicyStore"

}
3,
"DependsOn": [
"MyExamplePolicyStore"
]
3,
"MyExampleIdentitySource": {
"Type": "AWS::VerifiedPermissions::IdentitySource",

"Properties": {
"Configuration": {
"CognitoUserPoolConfiguration": {
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"ClientIds": [
"lexample23456789"
1,
"GroupConfiguration": {
"GroupEntityType": "PetStore::UserGroup"

},
"UserPoolArn": "arn:aws:cognito-idp:us-
east-1:123456789012:userpool/us-east-1_EXAMPLE"

}

1,
"PolicyStoreId": {
"Ref": "MyExamplePolicyStore"

1,

"PrincipalEntityType": "PetStore::User"
1,
"DependsOn": [

"MyExamplePolicyStore"
]
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BREMNER Lambda R REER B E

Lambda KB EIERHNFHBALE RIERELS#F, CloudWatchBEEFZMW HE |, 57 Lambda
BHAPRIGHEE , RAERRERENF, %£FEEEF CloudWatch BEHEFEASEHFNEE.

AX Lambda B AEMWEZ(ER , F5MAmazon Lambda JF &% & &8 Amazon Lambda #9rF
Amazon CloudWatch BES5—EFE A,

EH Lambda BRRXH W FFE

SER API XEXRERFEMMIRETS , BTV Lambda B 5 KT INEIEE API, INRIETE APl Gateway
BEHAEPHRTERNE , WENRBEEHENEMTRUEEAKB EAIBE, 5 APl KR RIEFMH
FXLERRIEBEME®RP, Amazon CloudFormation

ERBYRBERN , ERIENRLETR—NMIE ‘REHNE IR, NIRECXEFTUHRE ,
E Al CloudFormation #2#l& , EHRIEHHERFERABZ NN BN . AVPAuthorizer-<policy
store ID> CloudFormation FE#ikEBMNMHFRE T TR HELRER,

mBEHEE 37


https://docs.amazonaws.cn/apigateway/latest/developerguide/api-gateway-caching.html
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https://docs.amazonaws.cn/apigateway/latest/developerguide/how-to-deploy-api.html
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£ X CloudFormation & W EEHEBRVAER) |, 521 (Amazon CloudFormation A FF1873)
CloudFormation ™ By # FE HEBR .

BH AP U TRE VPC H |, TERBARNA

ERIURBRFZIFEY VPC LinT K1 E Lambda B 5. EBAMELEHN API MAERNFH
Lambda B# 2 [E3T FF — SR MR

BEAERNRIEREPLEBHMBHFES

B API REXRVREEFEREMAF TP HNBFAFRARIRE HESKRIENNRRE, EEHRENRN
BRELEREMAFEY  FRXEEEEXIENRESD,

&R LLF Amazon Cognito A PR EY ID MipE R F 2 F RS S RIEN R RBEREH, 5
W, REBAFH ID SEFHAEemailFH, AXFEHREFENFARNIRBNESFES , FSH
F¥Amazon Cognito T HEBRFT FIZR AR OIDC T MRS T 52 M,

BAERNIFAVERE, BELTXEMEIAREME

5 APl XEXHREEFHEEREBIEN Lambda BB R —fRFR. point-in-timeE 1R T 812 API
VRS, RBEFEHENTLNBEIBREMLTXEY , RN BRiIAApplicationB®R D BEEM
JB M R,

6] API N INIRAE ( BREM AL ) B, BB REEFAE L T B RE. BELHMEHIEH Lambda
BB ERIRENRIGER, BUNEMAEEATNREFE W UEHRANENREFH,

EFEMNANBERER  FRIENEN. REAGERNEBTNEE , AN H#TERALEHRH
BE. BERLETN. REREENEN , FEISHVREMNEL,

) B 5K i A

BT LAE A Amazon Web Services B2 H| & SMIER Amazon B IEAI X PR KEE P JE Amazon CLI,
TR BR R BE 1 S K A MM BRZB MY LA K SR BE 76 PV FT B SRS R SR BE 1B AR, S EMIBRA KBS Z M XEBXW B
REE1FAE Bl B R BR

f BRAR 3 AT B LE Z NI BR R B 26 . B BIRFIE R E83 B 7 BIBRR# Amazon Web
Services B 4lA, HEZT , B API 2 SDK A B GIEMN AT E R EMEEISZ A8,

HTUTERR , &7 EFE ZMRR 70
- BEXTAEXRBHRAARKERNES. BXESZELR  H5H HREH.

T BR B W 7 A 38


https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/troubleshooting.html
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« BPBEXFZHEPNARFPHES , AU TBEEZRBFHE,

Amazon Web Services BIR124] 4
il BR 2% BE 174
ITHAERIENRIZEE A, EFRENREREE,
EEMPSMERS , ERRE,

1

2

3. IEEMIBRILRMEIFE,

4., BEXFEFBA delete , RFIEEMIBR.

(® Note

MRERATHRGEY  WEELFHEHER K AGTRERE NR. EREER , BikE
“ZE R BRR P

Amazon CLI
il B 2R B 751k

B LA MfEAdelete-policy-storelREMIBRKBETZE , PSEXAMPLEabcdefgll11118RNE
fhi BREY SR BE 17 6% 1D,

$ aws verifiedpermissions delete-policy-store \
--policy-store-id PSEXAMPLEabcdefg111111

LIESY S N A i =Y s S CIE e

(® Note
MRN I REEES A THBRERE , WA EIEITZupdate-policy-storelgEHEH
il BRAR 3 o

aws verifiedpermissions update-policy-store \
--deletion-protection "DISABLED" \
--policy-store-id PSEXAMPLEabcdefgll11111

T BR B W 7 A 39
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Amazon B 58 iF N R IR B 7% Bl B

REEENBRREEEFEARF BN fl, XEFHHE AR TFEFEMpolicy-store-alias/
example-policy-storeM A 2XK5| AKX Fi. PSEXAMPLEabcdefgl11111%KBFiE5IE T A
FEMEZ policyStoreldii AS M BRIENRIBAE,

& LAMEA CreatePolicyStoreAlias APl S f#
FAAWS: :VerifiedPermissions: :PolicyStoreAlias CloudFormation &R 71 5K BE 2% B 22 5K %
FRERA,

Amazon Verified Permissions API A LASE £ #2#|%> Amazon Web Services ik~ #lith X 1Y R kg
B, APl BIEBIERMIZM A (CreatePolicyStoreAlias), EERIE1FMH 5B FKEE
Zi% 5B ARN (GetPolicyStoreAlias,ListPolicyStoreAliases) SA R MBR R BE 176 Bl &
(DeletePolicyStoreAlias) HIigfE,

£

- RBEMAIENEML

- B Amazon BRI RF R F 5B

- IEFERZE Amazon BRIFN R RBEF i 5l

- HiIBR Amazon ERIF IR KBS F 6k B B

« £/ Amazon ERIENRERE AP BIEFHFMR AR
o PREIXS R B 74 B B BV B AXFR

RREFEMEIBNEM
I I 0 562 1F AX BR AR A9 3R B 124K B B R Iz ERY o
REETEME BB BRI A Amazon &R

RMF# BT ERBEEFENEL, SRR EFEESXRINRETSZWEXBKNRBEIF®E, BT
MERREEF# DD |, MA XX RBEEEEALE. WRBERREFE | 52K FE X
KPR KBS 176 3 B 1 M BR

BNEMFHEA B EE — Amazon BIREM (ARN) , ATH —IRRARBEELE. WREE IAM X
B R REBFHEIIBEENRR , WiZRBENRRBEEFHEIE  MARRBKNREEFE,

BN REFE X B HERMEN

REEFE BB 40
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PIERBFEIEN , EEEERBEMESIE. Amazon BIENRENELIERBIFHED A ARN,

- REgEMB A ARN RHE—FRiRREE 76 3 & B S FRBFR (ARN).

# Alias ARN
arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/example-policy-

store

- REETFEM BB , £ Amazon Web Services Ik fMXFA M —H, £ Amazon ERIEFR API
B, REEFE#HXBBHRL L policy-store-alias/ R,

# Alias name
policy-store-alias/example-policy-store

REFREXDETRUR

RMEIFHEA B TRERUA XA KN ERE CloudTrall BEMHEMHEEP, FTEERBEFHNEFEE
2 R BRAE B

BN RBE# DS —XBME - R KRB

FHFME BB REBRN FE I 48 T4 E Amazon Web Services Ik X8, EAILUSRKET
fi% 518 548[E Amazon Web Services K F X 15 7 BY £ 7] 3R B 174 #H < Bk

f5lzn | kListPolicyStoreAliases#ii & Rexample-policy-storeREFM# BB/ EFE—N
BARRBEFEMEREK , ZBRFM#HEpolicyStoreIdE R T

{
"aliasName": "policy-store-alias/example-policy-store",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-store-alias/

example-policy-store",
"createdAt": "2024-01-15T12:30:00.000000+00:00",
"state": "Active"

Z 5B AT LB R — N R B 7 < Bk

flan | A LA ffexample-policy-storeflexample-policy-store-2%18 5E—/N KB 1F6# iH
REX,

REEFE BB 41
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[
{
"aliasName": "policy-store-alias/example-policy-store",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-store-

alias/example-policy-store",
"createdAt": "2024-01-15T12:30:00.000000+00:00",

"state": "Active"
I
{
"aliasName": "policy-store-alias/example-policy-store-2",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-store-

alias/example-policy-store-2",
"createdAt": "2024-01-16T09:15:00.000000+00:00",
"state": "Active"

]

KRS IEME X B B ED SRR — Amazon Web Services T~ F X5

flgn | BWREE — KB FEMEE , BNBB DN example-policy-store “X13” Amazon Web
Services Ik Ml “XiF", KEEHXIINEXDKNE, BELEXNRBRFENE. B2 , £ 24 pat
TMEBEREHE , BUURBRERFEBEHEAEE AR REFEIE,

BUNEARNXEH I ZEEHEZE TN REFEINE. S RBEEXBHB/HE - E—
) ARN, MRZMNRIE5|IAREFMBIA (HlH0 ) policy-store-alias/example-policy-
store , WAIMEZANMNXFHETE. EENXE , EEATRNEBEMR.

SR B 170 B B SR BR A B AR B

BIABRT , ARBFEDBEBIEREN |, Z5 B 2WEMBR. REEFEDBZHRBHRER 24

Nt MREEHBESHVUEEEHEBMHNEREMAE |, MZERGEIEL, FLH

|8 , GetPolicyStoreAliasiREI#HPendingDeletionR SR EMBI B, Bt LUESHE
EHardDelete s RIEMI BRI AL F M BB deletionMode, TEMIBREVRBEIZAE BB < LENMIBR |, SRAE
FHANBNIUNAHREESEH. BXEZER , S iR Amazon ERIENRFERE®D B

18R] BAE A 3l 8 SRR IR SR e 17 i

EFE#EZ policyStoreld ( fliNIsAuthorized ) KRS | B0 LUE A R IE 1764 B B RIR IR ES
FiE, EXMERT , REEFMH BB LM RN ETRpolicy-store-alias/, REEMNBTERT
HDeletePolicyStoreiEFRiRKMEIZME,

REEFE BB 42
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IET R A SRR 17 B B SR RE A 51 B ARN KARIR IAM K BResource T EHP IR FM ., EER
3 R BT B B 5| SR B A AR XY SRS A AV 15 R AR |, SRR 50 SR B 17 0 5 &2 B9 U3 R AR o

B2 Amazon B UE X PR KB 1F 6 Bl B

IERBAME AR T B el R B 76 51 B K 5| AR BEf76%. B> Amazon Web Services Ik XY
REEFMH B B LOTEM -, REEFMD A RESRKKEF#5 |8 THRE AL THEEXE Amazon
Web Services I BAL TEZIRESNRBEFREXEK, REFHEIZRBINZR , AEECSHNR
ARNs # 1AM 1Y,

AMINERT , RE 10 MNREEFM 5] B A LER — N R F M xER.

® Note

CreatePolicyStoreAlias2 & MK, MREERSIERIEFMHE DB TN RS F6 B
MEREEAM ID A iZCreatePolicyStoreAliasi®fE , MIRIER I HIREI A MY KB 12 6%
5lF. CreatePolicyStoreAlias{BE2 , MREE AN B WK 1Z4E 5 B B AT R KB
fZ4% ID A ZCreatePolicyStoreAliasi®iE , MZEMENIREConflictException,

Amazon CLI
BRI A

& ] LAfE i CreatePolicyStoreAliasiR E QI E RIEF MBI B . AT REIER BRI E R FM# 3B

Hexample-policy-store,

$ aws verifiedpermissions create-policy-store-alias \
--alias-name policy-store-alias/example-policy-store \
--policy-store-id PSEXAMPLEabcdefgl11111

{
"aliasName": "policy-store-alias/example-policy-store",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-store-

alias/example-policy-store",
"createdAt": "2024-01-15T12:30:00.000000+00:00"
}

DRI BB 43
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[EE# E Amazon B R IEY PR R B& 17 5l B

B LAEAGetPolicyStoreAliasRERTMAEX B ERMIFHE I BN FHAFE , AEFEAIIHE
Amazon Web Services Ik~ FMXBHATE KB F@E BB ListPolicyStoreAliasesi®fE , K&K
BEXRRBEFEINENES.

IR EN SR e A 31 B

£f1ZGetPolicyStoreAliasiRFR RAXRBERMIFE I BN IFMAEE | BIERIK K744
IDo

Amazon CLI
REEXREFHIGNFAER

& ] LAE A GetPolicyStoreAliasiRER R B EM A B . U T ROIR BB NN KB B
Mexample-policy-storeif A58,

$ aws verifiedpermissions get-policy-store-alias \
--alias-name policy-store-alias/example-policy-store

{
"aliasName": "policy-store-alias/example-policy-store",
"policyStoreId": "PSEXAMPLEabcdefgl11111l",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-store-

alias/example-policy-store",
"createdAt": "2024-01-15T12:30:00.000000+00:00",
"state": "Active"

7 am BUR P TR Bl B

fFAListPolicyStoreAliasesi®{E%IH & Amazon Web Services i~ F[X i3 & B T 3R BE 170
. BAUFEAfilterZ B H SR ERBEE BN RBIFEI S,

Amazon CLI
S PR E R 176E Bl &

& AT LA A ListPolicyStoreAliasesiRES H RBEF@# A B AT RBIFZIE T us-west-2 XigH
1234567890 Amazon Web Services Ik 12 BN FIE K EFE# BB o

KREBEEG B 44
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$ aws verifiedpermissions list-policy-store-aliases

{
"policyStoreAliases": [
{
"aliasName": "policy-store-alias/example-policy-store",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-

store-alias/example-policy-store",
"createdAt": "2024-01-15T12:30:00.000000+00:00",

"state": "Active"
I
{
"aliasName": "policy-store-alias/example-policy-store-2",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-

store-alias/example-policy-store-2",
"createdAt": "2024-01-16T09:15:00.000000+00:00",

"state": "Active"
I
{
"aliasName": "policy-store-alias/example-policy-store-3",
"policyStoreId": "PSEXAMPLEabcdefg222222",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-

store-alias/example-policy-store-3",
"createdAt": "2024-01-17T14:45:00.000000+00:00",
"state": "Active"

BI| 4% TE SR B 17 B SR B 176 31 B
ERAfilterSHMIIH SR ERBEFM BN BB,

$ aws verifiedpermissions list-policy-store-aliases \
--filter '{"policyStoreId": "PSEXAMPLEabcdefg111111"}'

{
"policyStoreAliases": [
{
"aliasName": "policy-store-alias/example-policy-store",
"policyStorelId": "PSEXAMPLEabcdefgll11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-

store-alias/example-policy-store",

P mBURE S B A 45
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"createdAt": "2024-01-15T12:30:00.000000+00:00",

"state": "Active"
1,
{
"aliasName": "policy-store-alias/example-policy-store-2",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-

store-alias/example-policy-store-2",
"createdAt": "2024-01-16T09:15:00.000000+00:00",
"state": "Active"

Bk Amazon B 3% iE X PR 3R B 176 3l &

STBRERKEFEINBN , TOUREMER. MBRKBIFE DS TR R FE. BERRRE
fi I BR 5 1% SR W 7 R BR Y TR SRS 7 31 B o

Amazon Verified Permissions 335 5% B 774% 5 2 BY I BRAE = -

o BRBR ( BRIA ) : REETFME BB ¥ APendingDeletioniRE. FHEMBIBRE 24 Nad , EIHLH
B FEESEMFH, EHE , GetPolicyStoreAliasiRE#APendingDeletionRSHFHEE
EalE, YEAREEHEERdeletionMode , XE2EBIAITHSoftDelete,

o TEMIER : REEFEM BB EMMIER, REEEFE#OBNB TN EFHFFER. ERMTEMBR |, &S
EHardDeleteAdeletionMode,

R B 5% BE 170 Bl B

MIABERT , BERKREEf76 3] B 2HATHMIBR. REEfFE 31 B# APendingDeletionRE , KEEfFHE
B BRE 24 /Dad,

Amazon CLI
BRI BR 3R BE 170 B B
& 7] LAfE F DeletePolicyStoreAliasi@ {E R M BR B BE F M Bl B o AT ROIFEMIBR T BN KRG 7764

Hl&example-policy-store,

$ aws verifiedpermissions delete-policy-store-alias \

T BR 5 s 70 51 B 46
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--alias-name policy-store-alias/example-policy-store
18t B LABA 45 T B BRAE =X

$ aws verifiedpermissions delete-policy-store-alias \
--alias-name policy-store-alias/example-policy-store \
--deletion-mode SoftDelete

FEE M) BR 5K e 17 B

EVEIMBRKREFME BB , B EHardDeleteNdeletionMode, TEMMBRAYKRREIZ4E BB Tt
APendingDeletionR#A , KB EFE#EBI BN LA AHESFER.

AN SRACTE I BR iz BT B BR AV RBE TP B B | NSRS 174 51 & & SLEDMI BR

/A Important

Amazon ERIEMIINRERL R —BH . WREERBREMEFMED B HUAEFHRVEZCUIERH
bR BE T A% |, N 5| P 1% SR B 170 Bl & BV 15 SR 7] B8 & 12 52 A (R PR 4K 42 R 4 2 55 B X BR Y SR BE 17
. NBRHABANRINER , FEEMCIREAHEENNRBFEIB 2 , BH—K
B [B) L BR PR B A% 4B

Amazon CLI
T A B 2K BE 176 Bl B

B L BN FAdeletion-modeS ik B H B9 DeletePolicyStoreAliasi® /£ SR i BR 5% B 174 51
FHardDelete, LA R EBIMBRE RN KBEZ Bl Bexample-policy-store,

$ aws verifiedpermissions delete-policy-store-alias \
--alias-name policy-store-alias/example-policy-store \
--deletion-mode HardDelete

£ Amazon ER IR RIETE API BIEFRFZ# B

Ef#E=ZpolicyStoreIdS% ( i, F GetPolicyStore ) B Amazon Verified Permissions & #E#B
AL R BB R B LB FM ID. IsAuthorizedlsAuthorizedWithToken

T R SRR 7 0 B B 47


https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_DeletePolicyStoreAlias.html
https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_GetPolicyStore.html
https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_IsAuthorized.html
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/A Important

FEAREFM®ABERNpolicyStoreIdS AR , XM BERIpolicy-store-alias/#.
flgn , FApolicy-store-alias/example-policy-store , F2example-policy-
store,

ERFEPEARBEFE S

LR IsAuthorizedin SRR AHEKEZEME BB example-policy-storeRFriRKEEF o

Amazon CLI

$ aws verifiedpermissions is-authorized \
--policy-store-id policy-store-alias/example-policy-store \
--principal entityType=User,entityId=alice \
--action actionType=Action,actionId=view \
--resource entityType=Photo,entityId=photol23

(® Note
BT BEfE A SR BE 126K Bl B SR X B iZDeletePolicyStorei#EMIpolicyStoreIdF R,

¥ A KB 124 318 Amazon Web Services X1
FENFRBAAIRZ —REZ D Amazon Web Services RiIFIiz TR BAREFF, Hl0 , Balfes —
NEXRNARRF , ZNARFESINXEFREATRNREBZE,

 1£ us-east-1 # , R, PSEXAMPLEabcdefgl11111
« £ eu-west-1 # , fRAEEM ., PSEXAMPLEabcdefg222222

FBALESMNXEUETERANNARR , LA F D switch AR SN XIFER ERNE
B, B2, EBITRXKEFURZEFHRRBEEIBNRBFHEIBEREES, FiclE  KBfF
sl B XD RNE,

ERERERRBFES B 48
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Amazon CLI

$ aws --region us-east-1 verifiedpermissions create-policy-store-alias \
--alias-name policy-store-alias/my-app \
--policy-store-id PSEXAMPLEabcdefgl111111

$ aws --region eu-west-1 verifiedpermissions create-policy-store-alias \

--alias-name policy-store-alias/my-app \
--policy-store-id PSEXAMPLEabcdefg222222

RE , ERBREAREERD S, SENABESNXEETH , REF#EI BN AEEZXKEH
HY R BR SR B 74

Amazon CLI

$ aws verifiedpermissions is-authorized \
--policy-store-id policy-store-alias/my-app \
--principal entityType=User,entityId=alice \
--action actionType=Action,actionId=view \
--resource entityType=Photo,entityId=photol23

BR , FERBF#EBEBERANE, EXHERLT , NARFZHEARBE#EZFRY , &7
REFEEMUIBRIAEFTRBEFEINE. EREXDXER , BFEEGRTFEREACEBLENARFREA
HY SR S 17 B & B AU PR

T2 X SR B 174 B 2 B9 U5 () AU PR

EERBEFRENENERAMTANEXLERBEFEIBRITRE , N TEERE , ELTBENEKE
FHEBNEXRN R EERITRE, BAILEA IAM R IR X LR,

LTETFHRT QENEERIBERE DB PIEHNR,
EXRIEIBR : CreatePolicyStoreAlias

EORRBEEINE K ERAFTENRBEMED B MXBRN KB EFEDBEFUTRR,

« verifiedpermissions:CreatePolicyStoreAliasFATRBEEMBIE, EHME AR
IAM B 176 Bl B N B AR RS PR LR,

P50 18] £ PR 49
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AR RBIRBEEAEResource TR PIEE TR EN KR EFHEIB. BEREBTUSIESNKEFMHE
% ARNs SRIEEXRMEFH B ER , flal"sample*", B AILUFResourceEBIREN"*" LA
Z £ ATE Amazon Web Services Ik # X5 # B B E IR F6E BB o

{

"Sid": "IAMPolicyForCreateAlias",

"Effect": "Allow",

"Action": "verifiedpermissions:CreatePolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/
example-policy-store"
}

- verifiedpermissions:CreatePolicyStoreAliasAFXxEXMRIEEFE, LLINRLTE IAM
REE IR,

{

"Sid": "PolicyStorePermissionForAlias",

"Effect": "Allow",

"Action": "verifiedpermissions:CreatePolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}

BRI PR : GetPolicyStoreAlias

ERMEXRBERBFREINBNIFARFE , EREALTIRE R REBTMH S
Mverifiedpermissions:GetPolicyStoreAliasfXfR, IAM

BAT R B SR B 75 BA [0 R 4E A R FIREUS E R B 1708 Bl B RV BR o

"Sid": "IAMPolicyForGetAlias",

"Effect": "Allow",

"Action": "verifiedpermissions:GetPolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/
example-policy-store"

}

BRI R : GetPolicyStoreAlias 50
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BEIIE PR : ListPolicyStoreAliases

ZE1& Amazon Web Services Ik /= XA HIHREF@EBIE , ZTREALTIAE IAM K&
Mverifiedpermissions:ListPolicyStoreAliasesi iR, H T LtHRBESEAT4E K K BE 1704
REBEENBRRTLx , HERBEPRRTENELTRA"*",

fBlan , AT IAM REEFHARFERAIEHPREREFE I BHNE, Amazon Web Services ik

{
"Sid": "IAMPolicyForListingAliases",
"Effect": "Allow",

"Action": "verifiedpermissions:ListPolicyStoreAliases",
"Resource": "*"

}

EXRIEIBR : DeletePolicyStoreAlias
ERRREFREAE  ERARTERERBTHBHONE,

(® Note

M BR IR BE 17 B B A X KRB R E = EE AW , B A ZRB R BHNNARER
LW BEIR, MREERGMERT R FED A |, WALUE 24 DeTE 2 EEHEZ3
Bo

ZEHEAEEverifiedpermissions:DeletePolicyStoreAliasiRiSERIE1F4E BB RN R, £
HNE A VERIBR IAM 3K BE 1764 Bl B M AR KBS PR A IR,

AT RAIK RSB AITEResource TEFISE T RKIEFM BB, BERETLY HZ KL BHA ARNs
RIEEREFEINBER , Hli"sample*", EHAILAFResourceBIERN "*" AR IFEIE AMIBR
Amazon Web Services I F X i3 A B9 4F 4] 5% B& 776 Bl B o

{

"Sid": "IAMPolicyForDeleteAlias",

"Effect": "Allow",

"Action": "verifiedpermissions:DeletePolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/
example-policy-store"

}

B R : ListPolicyStoreAliases 51



Amazon Verified Permissions AriEE

PR 1 SR B 17 i 51 B AR
EEMEZpolicyStoreIdFBRIENBAMIBIET | LT SAGE A KB435 k5| AR FM, U8

X#AT , Amazon Verified Permissions &@verifiedpermissions:GetPolicyStoreAlias#tXy

SR BT 0 X 31 B M R ERAY SR B 1T 1B ROV IR R TR

Bl , MRFEARBEREBBMITIsAuthorizedi®F , WERAZTERHE :

« verifiedpermissions:GetPolicyStoreAliasXKu&1FM & MR
« verifiedpermissions:IsAuthorized><ExXK B 176 HI AR

AT ROIREER FIsAuthorizedE 43 E KBS 17 3 B 21T WAL AV PR

{

"Sid": "IAMPolicyForAliasUsage",

"Effect": "Allow",

"Action": "verifiedpermissions:GetPolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/
example-policy-store"
},
{

"Sid": "IAMPolicyForPolicyStoreOperation",

"Effect": "Allow",

"Action": "verifiedpermissions:IsAuthorized",

"Resource": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}

ERFZFEATUERANRBIFEIE |, BR
#lverifiedpermissions:GetPolicyStoreAliasiXfR. #la0 , A TREAFEZERAFEREMEK
Wi Bl A |, BT LB ERIRestricted,

"Sid": "IAMPolicyForAliasAllow",

"Effect": "Allow",

"Action": "verifiedpermissions:GetPolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/*"

"Sid": "IAMPolicyForAliasDeny",
"Effect": "Deny",
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"Action": "verifiedpermissions:GetPolicyStoreAlias",
"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/
Restricted*"

}
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Amazon Verified Permissions K B& 174 28 #3

RN NARFENRERBEEHUARNARFERNBERFIRERNRENFH, ETHER
UEABRA Cedar ALERMM AN 2BBIXF] | FSHARMEZE.

BXREZER , F5H (Cedar REEESSEEE) FHY Cedar BT,

(® Note

B LA B kR 2B E Verified Permissions FEAEM |, ERIIBIIBIUEEESTREFE
AR, BIEFEKBEE |, Verified Permissions B] LAfE F 58 #3 5K 56 iF 56 | F 544 A 5| A B9 S48 A
B, MBREBRDPEHINTESHRAATHRINENFZHEIR, MREBUZEBERIE , WFT
AR LATEIZEN,

Amazon Web Services EEi24|4
ECIEEE  BRUTSERIRE

1. fIFERIERRIZHE &, ERENREREE,
2. EEMSMERS , ERERY,
3. EEBIEREN,

Amazon CLI
ERXMRMNBESZNERNY , BEEM Amazon CLI.
A LUBE IZ TR LT LT RAIE Amazon CLI 55 R8I 2R EE 170 o
ZRFEATELUT Cedar NEHIEM :

{
"MySampleNamespace": {
"actions": {
"remoteAccess": {
"appliesTo": {
"principalTypes": [ "Employee" ]
}
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},
"entityTypes": {
"Employee": {
"shape": {
"type": "Record",
"attributes": {
"jobLevel": {"type": "Long"},
"name": {"type": "String"}
}
}
}
}

BRI JSON BN N BEITERE , AEHEM EEBREERNFER : cedarIson, A TR
fIfEA schema.json XHEHRWELTRE , ZXHEE JSON K LA,

(® Note
ATETHERE, KA RHIRAHRRITER. BUTFBIXERE—TL , IFBTS
BEIEE,

{"cedarJson": "{\"MySampleNamespace\": {\"actions\": {\"remoteAccess\": {\"appliesTo
\n:

{\"principalTypes\": [\"Employee\"]1}3}},\"entityTypes\": {\"Employee\": {\"shape\":
{\"attributes\": {\"jobLevel\": {\"type\": \"Long\"},\"name\": {\"type\": \"String
\"}},

\"type\": \"Record\"}}}}}"}

$ aws verifiedpermissions put-schema \
--definition file://schema.json \
--policy-store PSEXAMPLEabcdefgl111111

"policyStoreId": "PSEXAMPLEabcdefgl11111",
"namespaces": [

"MySampleNamespace"
1,
"createdDate": "2023-07-17T21:07:43.659196+00:00",
"lastUpdatedDate": "2023-08-16T17:03:53.081839+00:00"
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}

Amazon SDKs

BRI LAEA PutSchema APl BB KRB 7F M, BXREZEE |, BZRPutSchema {Amazon B 1iF
PR APl SE1E=E) .

YR 4B R BE Tk 2R 7

L IR Amazon Verified Permissions 2§ & IR R /AR | & R KEREAEAEBFIRE, &0
DfEAAE R JSON X TEEMEREENEY, JHER A FEERS MO SRINFER R
£, NMEHFHEN, A JSON #H |, BATLUEEE JSON RESPIFHREFRREA JSON K18,

Visual Mode

A LR RERR A —RIIBRFTL , XEEAREATREREXRE2BANRR, &R B UK
RMEERAE, ERIERTA :

- BEE — REBRNBSIE T AERRERTEENEEALD, HNEERATHRELR
AV R R ATIRAE R0 AR, SRR 1810 SR PR S B8 40 B ) 038 703 HE A KT AR BUIR 45
MK, NELNRERRETHARAZANER  UBREECNZHRIHER , RE
THERKTATREAXIAR, RE—AREUSERLED , AR THRUEE 2B
HMER. HIF I [action | AIRAE | TALR) it MAENEHEERALESERHR
.

- REARBE — REXDRNETERASARZANAR. NRMETRENFERNHRER
R, BEELE, SERBEEXRMA LS TRATREASAREH LR,

BRTHREMPRMERBENRENIRAE., SERBVNERRERFIZARENFAE
et JIRNEFERA. EREMAKEUEFTFHAEE.

EEAMER TR Verified Permissions 2883 |, iFR U TS RIRE -

1. fIFERIERREZHE &, ERENREREE,
2. EEMNSMERD , ERRW,

3. ERAUEN, EFXAXREFAITIENREHTHER, EAIUARE —NKEHIT
fEk , UIREHEHMSMENEMEE,

4. % Edit schema,

YRR 56
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10.
11.
12.
13.

14.

15.

16.

1

\l

EHAEERIP , RENRERMAREZEE,
FERGEREE DA, EFRIRRARRE,
a1 A SRAKEY B FRo

(AE ) EERMRE , USSR X KE. EMERERME SRR RRE |, Hik
2 QTR ST ul: o) ]38

ERAINEMY , RIZEERNES. WABMERN , RAEAZEECNENEMHERBEMHXRE,
BIEEWBIULRIEET |, Verified Permissions 2 AEENEME. EEBNMNEERB N MHE
I, EMIERE N IZEZMERMNEN | HIERIZE M50 MR,

IEFRNINRARRE | RSN IR R F o

HRESD B, EERIFIRE,

ARIERIB AR,

(AL ) EERNFR , FMZREEIANTRRE, ERERE N ZRERNONFTRER | &
ERIZ IR E A S LAV ER

(A ) EERMES , FMZREFANEMRRE, ERERE N ZRERMEMRER | &
ERIZFARRE R HRZ LRI R,

ERRMBEELURMADR MBI BEIGERFBELTXHNE Y. MABEBHANEINEHIER
BHER, BELEMRKILFERE | Verified Permissions @A ENBEMHE., ERE/MNEHRE
BERHIE, EMRERNIZIREFNNVEY , TR ZEEEZ DM ER.

R IRE
NIZRRMTFRESAFRBNRER | BEREFER

JSON mode

EHATEHME , BEEEF JSON FiESFLBIE JSON EERIEEHNRE |, FALELEFEMNR
AERMES , NMMEBA M RIELZIEE, i, BTFELC JSON X , AFEEHFRE
“B1L JSON” , AR E R ACE TR JSON K.

E £ JSON #E X T 448 Verified Permissions 2883 , FIRUT S EBRIE/E -

1.

2
3.
4

I ERIERREZH &, ERENREREE,
EEMSMERS , BFRA,
% JSON B | RFIERREEN,

EABRFERTHA JSON REHANE. REMRTEMBIEEER B EREFRYER, &7
BUEEE TN JSON |, fE A IAYE) BE R 48 K 9 2R F9HY JSON B ERER R,

YRR

57


https://console.amazonaws.cn/verifiedpermissions/

Amazon Verified Permissions AriEE

5. ERFREFEER.
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B A Amazon ERIFN R RIS IEES

&R LAFE Verified Permissions FiRERIIEE | LIZFIRERFEREFME PR RN IERIEE
%o

/A Important

BRRBRIEE , A tZRNEM KRB RBERNS AR RERE TR PORGHETE
E, MRBIERY , MERIENRIELFERZR. Hit , RMNBWUEEF ZRNRAEF TR
TRIE , FETFURTNIR , MENRARFLTEFRSEHFERET BRS.

Amazon Web Services BIRiE 4|4
ERNRBEFEFRERBRIIES , BRUTSBRIZE
1. ITAEBRIENRIZES A, ERENREHE,

2. EERE.
3. EXRBRIIEAINDH , EEER.
4. BWITUTREZ—:

« ERHURRBEIOUL 58 B A RS E S L IR ERWHTRIE , WRRTRK (#EE ) kiR
o

o BEXMRME R RBRU |, HRRXMEERE. WA confirm , BIARBEINFABER
FRICHVRARATRIE,

5. i%$% Save changes ( REFEEX ) .

Amazon CLI
ENEREFEHERERIIES , BRUTIRIEE

& 0] LUE X f8F Al UpdatePolicyStore i 4E H# H ValidationSettings SIS E R B E R E XK EH M
R,

$ aws verifiedpermissions update-policy-store \
--validation-settings "mode=0FF",
--policy-store-id PSEXAMPLEabcdefgl11111
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{
"createdDate": "2023-05-17T18:36:10.134448+00:00",
"lastUpdatedDate": "2023-05-17T18:36:10.134448+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"validationSettings": {

"Mode": "OFF"

}

}

BREZEER , 5K (Cedar REEESSERRE) FRIRBERIL,
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Amazon Verified Permissions K&

RHEE—MATFRZIEFATTRFERN—IMRNZTIRENEG, STREN T EEIRL FEMMER
., BX Cedar FEMNEHMITEAXNEZER |, 551 (Cedar FHIESSEIER) TWEELE
FAWIE Cedar KB,

BAIER AR O BRBEN. REFEXANAMERBNRBEEMRLANRE—R , Hname/tL A HI
%, EEZpolicyldSHMEE FEHIZES , BULUSEARBEAMRNERE ID. AT REIEHRE
BMRKZEKBEGetPolicy,

$ aws verifiedpermissions get-policy \
--policy-id name/example-policy \
--policy-store-id PSEXAMPLEabcdefg111111

/A Important
EREEIAEMH. FRARIEN Cedar HME | BAALELATF SN TENM—ITRG . RA
BRRWAEREN TRERR .
o XFRE EAENZIRAR AR 6E A B A —FRIRAF (UUID),

Flan | MRAF jane BALT , MEFERIULEEHMAER jane INEH, BL , ZFAF
FEzIREBMEIA User: :"jane" WERBARFHMEANRIGEMNIE, Cedar TEX %
FAFMBAF. XENERTEEFRANERRRAF, BSAERARIERE—BXKERT
EEFANRRS  BRETCENKEPEE B RAMELERR T AFRINE.

FERAREFER UUID B, RMNBWEECREEMNLE / ERUEBERFFEEN R EF B
XEBTEENKIEES TERE, fl0 : KK == At “alb2c3d4-e5f6-a1b2-c3d4-

example11111" , //EER

s BOEZTHRREBENE —FREFREEMANRIIER, VREERBBEE., XEFHRAZE
‘€ 71£ Amazon CloudTrail REEHRHEZEN BESLB H,

FH

- B]# Amazon Verified Permissions 5275 % B§
« "% Amazon Verified Permissions 5275 5% B%
s AIETX
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« 5 Amazon ERIENEENRF A

« Amazon Verified Permissions =5 5 B&

B2 Amazon Verified Permissions §25 5 B

BRI RN EREAQEBRSEKRE , UATFHBE LM NARFNIEERRINTIEERE, BAEKKSE
EprincipalresourceMMFEME , TR A FRIURREK,

Amazon Web Services B4 &

EOEBSERE , BRUATIRIEE

1.
2.
3.

I ERIERRZH &, ERENREREE,
EEMNSMERSD , BERE,
EROERE  REEFCIERBSRE.

(® Note
MREEERABRFR  FRELSR 8 AR ZBERMIEE T —H ‘B 89,

ERBEYRE D , RELHFRERBELN , REEATEREL, MREEE Permit, M
ZRE AN ERANTRNITERE, AR , IREER B, WiZRBFAFERANRIR
MATHRAE,

EEMTEFRY , EREREEANESTE,

« RRBEEE  FRBENATREEE, MEIAWTHBELERIKRBHIEENRENEREAE
ERAREMIRRA

c EERTAEA  BRBEAT A4, EEABAFRTRATEREAEN,

« REFBEA O FZERMN A T R4 P AE 4.

ERRCEFRY , ERREEANRREE,

c RRBERR , FZEBNATRERR. JREE AN R REESMERBE NIRRT,
- BEREFFREHE , FEZRENAT -4EA47R. £RRBATRTWMARRHER .

« REFBRIR , FZERMN A T R4 P ORE R IR

EREECENI P , ERREEANTREE,

- EERBERESES  BZEBNAT —ARE, EFREZSUNERE , NAZERK,
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- REFBRE O FZEBNR TR FRERE,
8. BEET—%,
9. AR DH , EFLER Cedar K, ERLLARBN |, EABWMREEMEERIRERKIE
ENEN, BXREZEE , HSH (Cedar RKKIBEESEER) HH Cedar HHVEARFKHEH
o
10. HFAESHDF , WAREN EER,
1. EFRCIERE,

Amazon CLI
ECIBBSEKR  BRUATIRIRE -

&R LAfE F CreatePolicy RF OB B KM, LU TROIGIET — MRS SEKE,

$ aws verifiedpermissions create-policy \

--definition "{ \"static\": { \"Description\": \"MyTestPolicy\", \"Statement\":
\"pexrmit(principal,action,resource) when {principal.owner == resource.owner};\"}}"
\

--policy-store-id PSEXAMPLEabcdefgl11111

{
"Arn": "arn:aws:verifiedpermissions::123456789012:policy/PSEXAMPLEabcdefgl111111/
SPEXAMPLEabcdefgl11111",

"createdDate": "2023-05-16T20:33:01.730817+00:00",

"lastUpdatedDate": "2023-05-16T20:33:01.730817+00:00",

"policyId": "SPEXAMPLEabcdefgl11111",

"policyStoreId": "PSEXAMPLEabcdefgl11111",

"policyType": "STATIC"

15 P SR B B P01 2 SRS

BIRRMEES , WA LLAREERBEEN. X TREFEXANMERE , ZBMLHAIMH—1 , 7
BAname/M N BIR, &R BAER & MRRA BB ID,

$ aws verifiedpermissions create-policy \

--definition "{ \"static\": { \"Statement\": \"permit(principal, action,
resource in Album::\\\"public_folder\\\");\"}}" \

--policy-store-id PSEXAMPLEabcdefgl111111 \

--name name/example-policy

BIERS R 63


https://docs.cedarpolicy.com/policies/syntax-policy.html
https://docs.cedarpolicy.com/policies/syntax-policy.html
https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_CreatePolicy.html

Amazon Verified Permissions AriEE

{
"createdDate": "2023-06-12T20:33:37.382907+00:00",
"lastUpdatedDate": "2023-06-12T20:33:37.382907+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgll11111",
"policyType": "STATIC",
"resource": {
"entityId": "public_folder",
"entityType": "Album"
}
}
(® Note
MREBEENEHNEESRBEFEPHEMREAEREK , W2WE|ConflictExceptionts
i%iﬁ/%\o

Y4558 Amazon Verified Permissions 87 5 B&

BRI REBREERETNIARSRE, CRRERENBARE, BEENSERKRIKRNERE , 45
EHREEER. BXEZEE , SR %% Amazon ER PR REEER.

BRI ERBSREH AT TR !

- REEFTS|IAM action,
. %BF4 , Bl when f unless,

BEEEABRSRBNUT TR, BEERXETERNEA— , BFEM R EH R KMK,

o MBS B R AR S BR R BEHY R BK

« KBpermitHMBSEBH AR forbid,
- BAKEMSIAM principal,

- BAKRMATSIAM resource,
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Amazon Web Services BIB124] 4
EIRBEBAKRE  BRUTISRIRE

1. fIFERIERREZES &, EHRENFREREE,

2. EEMBNSMERSD , EHERE,

3. EAPEREENBHSKEIULNRARE , REEFERE,

4. ERBEXHDP , EFMBHSKEN action EZxHFFA, BLEEMRBRR , URKHKHN

principal = resource,

5. EEREHEMK,

(® Note

MEERBEFEEPEHTRERIE , WERBRSKESSH Verified Permissions %4
REFEEPNELBRIERE, MREFEHFENHESKBRELRIE , NRENELEK , HE
FEREFEH

Amazon CLI
BREFRAER  FERUTIRIEE
&R LAE A UpdatePolicy R FRIBFR SR, AT ROIRE T — M HEAVHSKE,
ZRBIERA definition. txt XHREEKMEE Lo

{
"static": {
"description": "Grant everyone of janeFriends UserGroup access to the
vacationFolder Album",
"statement": "permit(principal in UserGroup::\"janeFriends\", action,
resource in Album::\"vacationFolder\" );"
}
}

LT ar w51 A T &3,

$ aws verifiedpermissions create-policy \
--definition file://definition.txt \
--policy-store-id PSEXAMPLEabcdefgl11111
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{
"createdDate": "2023-06-12T20:33:37.382907+00:00",
"lastUpdatedDate": "2023-06-12T20:33:37.382907+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal": {
"entityId": "janeFriends",
"entityType": "UserGroup"
1,
"resource": {
"entityId": "vacationFolder",
"entityType": "Album"
}
}
EHREEEER

ERTREEEY , BALLREREMREBN. N TREFEEXANABERE , ZEHLA2H—
Fname/LLABIR. MREREEHMERFEZEBHFR , WHBRBRRREFTE, MR
B, ERERENEFZNS.

$ aws verifiedpermissions update-policy \
--policy-id SPEXAMPLEabcdefgl111111 \
--policy-store-id PSEXAMPLEabcdefg111111 \
--definition file://definition.txt \
--name name/example-policy

{
"createdDate": "2023-06-12T20:33:37.382907+00:00",
"lastUpdatedDate": "2023-06-12T20:47:42.804511+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal”: {
"entityId": "janeFriends",
"entityType": "UserGroup"
1,
"resource": {
"entityId": "vacationFolder",
"entityType": "Album"
}
}
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whnLE T

BIERESHEAREXNES , EFRENERA, THIRRSON -8, FRITHEFHARLT
o BAREREAVFRE —HIR IP thutRE BN ENAFESEA MFA 2R T ATFHITR
o BRI ARG EL ETXSERE , HEXTREERTRERD, SRIENBRRNER
B T X IEHAM JSON-formatted 2 FcontextMaptEH,

WEALL MR ROIR B KB FEEFERHl. BREERAE , HELHNIAIFR + 82 DigitalPetStore R R
R

AT £ 30 KRR #E R HIDigitalPetStore R E& 178 W N A2 FF B 8 i Cedar BfERE 2 —,

"context": {
"contextMap": {
"AccountCodes": {

"set": [
{
"long": 111122223333
1,
{
"long": 444455556666
},
{
"long": 123456789012
}
]

},
"approvedBy": {
"entityIdentifier": {
"entityId": "Bob",
"entityType": "DigitalPetStore::User"
}
},
"MfaAuthorized": {
"boolean": true
I
"NetworkInfo": {
"record": {
"IPAddress": {
"string": "192.0.2.178"
},
"Country": {
"string": "United States of America"
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},
"SSL": {
"boolean": true

}
}
.
"RequestedOrderCount": {

"long": 4

},

"UserAgent": {
"string": "My UserAgent 1.12"
}
}
}

BN ETXHBERE
WmRE

“#t#ltruesifalseB. FERBIF , H/R{E f true or MfaAuthenticated R REFKEEFEREE
TR ZHERITZRESHRILE,

WE
FTFTXTENES. EERATURTEMHEIMNER (WNAFFFR) , U URTFENERE K I8
RENES, ERbld | BEF5 3 MNTENKFHERXE,

FRFER
HFES, RFERFTEHRNFY , A"F/ERERK, ERFIF |, UserAgent FRIBXRREF AXIE
REFHITEAN KR,

KEBH
—NEH, ERHIF , RequestedOrderCount R TR EREZHTEFEREFHIEZNOEMT L
M= £ — 52

i2x
BENES, EMTAEBRLETXHFEAXEEYE. T"EEUNRBEEXANEREP I EILZE

%%ﬂu%ﬁiﬂ’ﬁ%ﬁo ERBIH , NetworkInfoldRBERAXRAFNEL IP, HEFIKEENZ IP
AY b 3B B LA R A% R A I Y 15 B

Entityldentifier

NiFERentitiesTEPFANKENEENSIA, ERHF , AFNITEESHR THHEBob,
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E £ R PIDigitalPetStore I AR F HFMNH L "l L T X, BAMEFIENERentities, KREFME
FAFNEEA KRS | IR H Customer Role-Get Order,

IE £ 182X DigitalPetStore LUEZ RN LT X

5% , DigitalPetStore f 2 — NEEE XN KK FH, ETTSEMATEENEBR L TXEHRZH
BNFAEIN LT, EFAL L TXERITEBRBERTH , B3 EH R TR E RS TIR
T, BXRUAFRIGRERN L TXH LETIXRS , BSRBRS Amazon Cognito 17 (7] < h& FBR 5¢
OIDC H A=A,

Schema

MWK EHRERENAUTERUI TN LT XEY, EFGetOrderactionsiT,

"GetOrder": {
"memberOf": [],
"appliesTo": {
"resourceTypes": [
"Order"
1,
"context": {
"type": "Record",
"attributes": {
"AccountCodes": {
"type": "Set",
"required": true,
"element": {

"type": "Long"
}
I
"approvedBy": {
"name": "User",

"required": true,
"type": "Entity"

},

"MfaAuthorized": {
"type": "Boolean",
"required": true

},

"NetworkInfo": {

"type": "NetworkInfo",
"required": true

}I
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RAriEmE

"RequestedOrderCount":

"type": "Long",
"required": true

.

"UserAgent": {
"required": true,
"type": "String"

}

}

.

"principalTypes": [
"User"

E5|AEERETXNetworkInfof i B M recordBiEkE | EELEPEIE— CommonTyp

e &t , FiEREactionsEHFFRMUTHE. commonTypefdE=R—

HNAT T E/YSEAE,

"commonTypes": {
"NetworkInfo": {
"attributes": {

"IPAddress": {
"type": "String",
"required": true

.

"SSL": {
"required": true,
"type": "Boolean"

.

"Country": {
"required": true,
"type": "String"

}

},
"type": "Record"

iy

AHENEN

AJ LAY

R ETF X

70


https://docs.cedarpolicy.com/schema/schema.html#schema-commonTypes

Amazon Verified Permissions AriEE

Policy

UTRERETSMEEN ETX ARLTURRNFRGY, CRUEINAHSBERNEME | #i1N
‘BEFASRIITE, ZRBRIABERAHERNERARRENAEE.

permit (
principal in DigitalPetStore::Role::"Customer",
action in [DigitalPetStore::Action::"GetOrder"],
resource

) when {
principal == resource.owner &&
context.AccountCodes.contains(111122223333) &&
context.approvedBy in DigitalPetStore::Role::"Employee" &&
context.MfaAuthorized == true &&
context.NetworkInfo.Country like "*United States*" &&
context.NetworkInfo.IPAddress like "192.0.2.*" &&
context.NetworkInfo.SSL == true &&
context.RequestedOrderCount <= 4 &&
context.UserAgent like "*My UserAgent*"

};

WE , RNBRERIT 2N FRLIUAERNETERFRME Efb £ T3XF4

1. AP ZER MFA &%,

2. M Web X 88User-Agent M EE FFEMy UserAgent,

3. AFRMMBERET 4 NHEDWITE,

4. AFNIKFRIBZ—201=2111122223333,

5 AFM IP it BMAMKRBEE , 1AL FMERES , H B IP ik A5
$0192.0.2.F %,

6. AT XHMEMEMINNITE, ERNERNentitiestERzP , BIIEFHA—NEAEFHBobA
FEmployee,

Request body

EEAEYNEMNEREERKERT , SN0 ‘CRIENE APl BER I IERE
KisAuthorized, EEE , ZentitiesXBIE—NMNAEBNHWHAFMWE L Employee, Bob

{
"principal”: {
"entityType": "DigitalPetStore::User",
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"entityId": "Alice"
},

"action": {

"actionType": "DigitalPetStore::Action",

"actionId": "GetOrder"

iy

"resource": {

"entityType": "DigitalPetStore::Order",

"entityId": "1234"
.
"context": {
"contextMap": {
"AccountCodes": {
"set": [
{"long": 111122223333},
{"long": 4444555566663},
{"long": 123456789012}
]
},
"approvedBy": {
"entityIdentifier": {
"entityId": "Bob",

"entityType": "DigitalPetStore::User"

}

},

"MfaAuthorized": {
"boolean": true

.

"NetworkInfo": {
"record": {

"Country": {"string": "United States of America"},
"IPAddress": {"string": "192.0.2.178"},

"SSL": {"boolean": true}

}
1,
"RequestedOrderCount":{
"long": 4
1,

"UserAgent": {

"string": "My UserAgent 1.12"

}
}I

"entities": {

R ETF X

72



Amazon Verified Permissions

RAriEmE

"entityList": [
{

"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"

I

"attributes": {
"memberId": {

"string": "801b87f2-1la5c-40b3-b580-eacad506d4e6"

}
},
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Customer"
}
]
I
{
"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Bob"
},
"attributes": {
"memberId": {
"string": "49d9b8le-735d-429c-989d-93bec@bcfd8b"
}
I
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Employee"
}
]
},
{

"identifier": {

"entityType": "DigitalPetStore::Order",

"entityId": "1234"
I
"attributes": {

"owner": {

"entityIdentifier": {
"entityType": "DigitalPetStore::User",

R ETF X
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"entityId": "Alice"
}
}
1,

"parents": []
}
]

1,
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}

f2/ Amazon ERIEAENILT A

EAERIERRENRAFE , BN ERIENNRRESTRIER , NIXLEREITN IS ELEER,
ZMHAF A EREEENSBRBELHN KB FE DI Cedar RBERBLBRNIZFR, WiARMFR
B, A SAE AT AR A JSON KX 2 B#1TE0#, AX Cedar REEMEMMITHAANESER ,
FZ 0 (Cedar REEEFTSEIEM) FH Cedar PHIEARKMMIE,

® Note
A Verified Permissions & HEMGERE |, Bl AE HEMK4E s |, EiFRPREETAENE
BEITR, T, ELELEEXEBEENFAEE, XLEEESNMELMPIEE , EMNEFRS
MBS H, BLENREETEMSSEAEH D,

BEXRNAFZANEMBLIRFER , i35 Amazon YouTube $5iE _EH Amazon 2% U A fR—— K B& 4
BRI ( Primer &5 #3 )

Visual mode

(@ Note
EEANRFENTRERX , BLAERBEFE P EL—NRY,

EETHEXNTNRRE |, BRUTIRIBE

1. {IFERIENREFE, RRENREBE,
2. EEMSHMERSD  EENLFLAE,
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3. EEAMER,

4. EEEBD , NERHEAKE B RBRTRENEE, EXRETHEEHHA—MFR
Fo

5. (HE ) ERBMRXE , REEEERMREME, ERRESHFIMENZEAHREE , EEER
SRR MRS58 O BR o

6. NEEXHRNEBIEMEERMEE, ZNAFAEARLENERFEENELEE,

7. ERFEBOP , ERFTHEERITHER. EXFEDRZERE A — MR,

8. (WL )EERBFMRXER , NEERFRMRXEE, EREREFMBNZERRXES , HEFZ
SRR E FRSE L HI I BR

9. NEERENEBIMEMEERMEE, ZNAFAEARLENERFEENELEE,

10. ERERS T , NEEZHENRIRA A BIRESRPIER T A EERMITHRE,

1. NEERENEIMNEMHEERMEE. ZNA TV EEREURRBERPIEENREILE.

12. (W& ) EEHMSEEES P, ERRMNEA , SURMEEROR K P IFEHISKE,

13. M T HIF 3R Ak 3 SRARAR IR RF H 0 A% SRARAR IR AT

14. (A& ) EFRMRE , NIEESBFRMREME, EMERERNBIZEARRXKME | FikFiZ
RSAKRE TRSEZ LI ER

15. AEEXFHNEINEMHEEREE. ZNAFEEABRMURRERPIEENRELE.

16. EEFIN | HZZERMENHEFES,

17. EFETERER , B KRBFED Cedar RBHBENFER, MiAFE2ERAFHIELIZIE
RREK , AR ERERGVRBIITEHEEINERERNER.

JSON mode

E7 JSON BA T MHAKE , FRUATSRIRE

1

2
3.
4

T ERIERREZEF &, EHRENFREEE,

EEMSMERS , BENAFE

%$E JSON =,

ERERFACEERTH , MREELT MY, FNZRENEERBEPERRITRENE
o EXAEF N ZEEEA—MRRF,

MRRENERY , BEATRENEEIAEPBAZER,

MREELT —MNRM , FMNZRENRFEREFERR R, EXFERNZRFREA— MR
R

M BER
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MRARENEN , BERBRIXEEFHAZER,
6. MREBENLT —NEN , BMNEEZENERNERRETRPEREE,

WMRARENIRY |, BHEREXHFE A ZRE,
7. ELETXFERY , W ABRELNERN LT, ZERLTIXEARATRIURKAIH ME S
8. HEXAFRF , HARNRRPEIENREREEENE RS,

9. ERESTRMER , BEKKEMP Cedar REHRNER, NiAFELXERAWIIELZIF
REVRE , AR EBREFRFNRERITEHREBINERERNER,

Amazon Verified Permissions =45l 58 B
A IEN — L HETRARERN Cedar BERRHl , BEEBEIRKIE Permissions-specificeo EXRARA

$eiZZICedarBiKIBESSZIEM , HEBEEME, Bk Cedar RHIBZENEZEER |, 155 H (Cedar F
HIESSZEmE) M Cedar PR ERFHMIE,

KRBl

o RVFHEBEANEHE

- RWIFESEEA

o AFEMEEBHITIHF

« RWIFREANEY (ABAC)

- ELIHE

- FRASESRTERSI ARTEY
- FARASXKEIAREM

+ B Amazon Cognito ID ¥ & & %
« RER OIDC ID BB

« B Amazon Cognito 18] f& &
- RBLOIDC RIS EEY

ERAEEESRTERSIARTEGE

LA 7R 5158 BR a0 4r] @1 22 665 75 48 5 RS R KR 5| A T R M AV SRR
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BXEECRIENRHNREPEATHBEMENESEE , BS54 Amazon Cognito 75 h#ER 51 5 2215 R HF
OIDC 5 h# HR 5 FI 2R

permit (
principal in MyCozrp::UserGroup::"us-west-2_EXAMPLE |MyUserGroup",
action,
resource

) when {
principal["cognito:username"] == "alice" &&
principal["custom:employmentStoreCode"] == "petstore-dallas" &&
principal has email && principal.email == "alice@example.com" &&

context["ip-address"] like "192.0.2.*"
iF

EARRSREI AEME
BAF 7R 1352 5 20 AT 0 2 PR SR 55 5K B PR MO SRR

BEXRECRIENRHREPEATHBEENESEE , F3 54 Amazon Cognito 75 h#ER 51 2 2215 R HF
OIDC 5 hE RS FI 2R 44,

permit(principal, action, resource)

when {
principal.cognito.username == "alice" &&
principal.custom.employmentStoreCode == "petstore-dallas" &&
principal.tenant == "x1lapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"
};

Bt Amazon Cognito ID & 4
AR Rl o 61 5| A ID 5 hEE RV 2K 8% Amazon Cognito.

BEXRECRIENRHREPEATHBEENESEE , F354F Amazon Cognito 75 h#BR 51 2 2210 R HF
OIDC = h# RS FI 2R 44,

permit (
principal in MyCozrp::UserGroup::"us-west-2_EXAMPLE |MyUserGroup",
action,
resource
) when {
principal["cognito:username"] == "alice" &&
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principal["custom:employmentStoreCode"] == "petstore-dallas" &&
principal.tenant == "x1lapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"

};

[RBR OIDC ID wHEH &%
BT R ABIEA A SIEEEI A OIDC $RALFIHY D 4 MR a0 g,

BXRECRIENRBRHREPEATHRBEENESEE , FS 504 Amazon Cognito T h#BR 51 2 2210 R FF
OIDC 5 h#HR 5 FIZR 4

permit (
principal in MyCozrp::UserGroup::"MyOIDCProvider |MyUserGroup",
action,
resource
) when {
principal.email_verified == true && principal.email == "alice@example.com" &&
principal.phone_number_verified == true && principal.phone_number like "+1206*"

Iy

[ Bt Amazon Cognito i 75 &8 14
LA 7451135 BA tna] 81 22 51 A 17 8] 5 h&8 8 MEAY 2R B Amazon Cognito,

BXECRIENENRETFERASEBMENESZEE | BS 5 Amazon Cognito 5 K& IR 5 2 £2 # 1
OIDC S hERSEIZEM,

permit(principal, action in [MyApplication::Action::"Read",
MyApplication::Action::"GetStoreInventory"], resource)
when {
context.token.client_id == "52n97d5afhfiulc4dilk5m8f60" &&
context.token.scope.contains("MyAPI/mydata.write")

Iy

Bk OIDC h R HEE &
BT R 154 B8 A 0122 21 B OIDC SRR A i 5] 45 P 1tk 19 S WA,

BEXRECRIENRHREPEATHBEENESEE , F354F Amazon Cognito 75 h#ER 51 2 2219 R HF
OIDC = hE RS FI 2R 44,
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permit(

principal,

action in [MyApplication::Action::"Read",
MyApplication: :Action::"GetStoreInventory"],

resource
)
when {
context.token.client_id == "52n97d5afhfiulc4dilk5m8f60" &&
context.token.scope.contains("MyAPI-read")
};
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Amazon 258 UF PR =R B iR i AR AR o< BR IR

EORIENBESD , REEERET Bprincipalresource, M H GRS, TREfEHRIEE
R EBRNFR, ELERIGER | MOE T REERCNESERKCERA KR, FHRERALTFRENL
— R, AREZANERANER—EFEH. IEBRERNEFTSRRESERZERNFTE RS,
BXEZER , 52 (Cedar REEBESSEIEM) P Cedar FEEEIR,

BRI LUE RN REER D B RBERE . REEREHREREFEP LA/ , Hname/1tk
N, EEEZpolicyTemplateIdS M IRHIFEHIRED , LA IEARBERE HFA S KBER
IDo RGetPolicyTemplatefEfiHAListPolicyTemplatesiREI B, AT RpIfE A REEERS
MR RRBEEMRGetPolicyTemplate,

$ aws verifiedpermissions get-policy-template \
--policy-template-id name/example-policy-template \
--policy-store-id PSEXAMPLEabcdefgl11111

a0, AT SREEEAR N A Z RS RRNV ZFEAMBTRIZHReadEdit, MComment R,

permit(
principal == ?principal,
action in [Action::"Read", Action::"Edit", Action::"Comment"],
resource == ?resource

);

MREECEEditorETHERBENRRE  WAZTRAREENBER RN REEN , BHNARE
FReZE— 1R, hERARKER, FENITLCZRRONR,

EBRASKBRE , BRXEREEEDSHN. UBENROIAE , MREEMREERPH
BrComment#4E , MMEMEEEBZERFE T ZERNV KM ERFBANES , HARBPIEENEREA
HEEBNHENN R FRRKITL,

BRESESEMRBENEB R , $2/. Amazon BRI R R FIERR B BEE

12 Amazon B3 iF X R R BE & 4R

A LAE A Amazon Web Services BEEZFIA. = , £ “SRIENE" B Amazon CLIBIE KRR
Amazon SDKs, EEERATFRAENL —XKE , REESNERANRR-EFEH, IZREER
B, B2 EERKBRNEKRE  UEASEREERANRRNREER, BXELEL , FZH
8125 Amazon RIFNRERKXBRIBUR,
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Amazon Web Services BIEiR&| 4

B2 R IEAR

1. IAERIENREZESE, ERENREFMR,

2. EEMNSMBERD , EERBEER.

3. ERVIBERBER.

4. HERMEEHND , MARBERER,

5. ERBEERENID , FHGMRF ?principal M ?resource AR FE T HERGIEMNE

BB ENERTFHNR, ERILUAREK | AR INAYEEEMAERIREREERIE ENE
o

6. EFEBIERBEENR,

Amazon CLI
EQERRRER , BRUATIRIEE

&R LAfE A CreatePolicyTemplateR fF B SRBEE AR, AT /RAIGIE T — N E 48 SV RFRYREEAR
o

templatel.txt XHFBEUTHE,

"VacationAccess"
permit(
principal in ?principal,
action == Action::"view",
resource == Photo::"VacationPhoto94. jpg"

);

$ aws verifiedpermissions create-policy-template \
--description "Template for vacation picture access"
--statement file://templatel.txt
--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-18T21:17:47.284268+00:00",
"lastUpdatedDate": "2023-05-18T21:17:47.284268+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"

}
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15 A SR BE AR R 2 75 B 2 SR B4R AR

FOZREEERE |, BANEREERBERBT. X TREFEXANAEREER , ZB8HL

M

ME—RY , FBAname/tb AT, SRR LAGE A B MR B RIEER 1D,

$ aws verifiedpermissions create-policy-template \

®

--description "Template for vacation picture access" \
--statement file://templatel.txt \

--policy-store-id PSEXAMPLEabcdefgl111111 \

--name name/example-policy-template

"createdDate": "2023-06-12T20:47:42.804511+00:00",
"lastUpdatedDate": "2023-06-12T20:47:42.804511+00:00",
"policyStorelId": "PSEXAMPLEabcdefgll11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"

Note
MREBEENEZEHEESRBEEPHHMRBEREXEK , M2

F|ConflictException&iRiEE,

B2 5 Amazon 1 UF X PRIE Ak >< Br HY BUR

A LAER, AR EERKEKN R HE T REEEMRAN Amazon Web Services BBl & KB,
Amazon CLI Amazon SDKstE iR $E1Z K S H R ERRIE R, IR EFSCRBERPHRES

B, MR SRR IZAR AR BY SR BT B 3) £ AT 75 B SRAM LK M B — ZUi2 i LB Y PR B RBURTE

BXRERRKRBKOER RO , HS5H. Amazon B U R R GIERK<ERBE

Amazon Web Services IR 4|4

2iE

1.

2
3.
4

T RBHCRBERIRR IR EAREE LR | FRUATSRIRE

T ERIERREZEF &, EHRENFREEE,
EEMBNSMERSD , EHERE,

EFROERE | REIEFCIREREEREK,
EFEEANKBERSLNERER  REEET -5,

DRI AR AR SRR
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5. WMABRATHERBERBHREXINEEANTR. BEENEE RETRREETZRT.

(® Note

FHAMBRENEAMSNESESKEMEE. S0 , ERFEMAKIEE AdninUsers 4 | iF
WA Group::"AdminUsers", fR&EH A AdninUsers , @& REIF4EiR,

6. EFEBIEBERGERE RS
AR R E RERE T

Amazon CLI
BB KU RBEERR O R EREEERE | FERATIRRE
BT LB —MEAR SRR RS | R 5| UL REEEAR , F N ZERERANER SUFEEE.
THTRBIGIET —MEREERE  ZRBEATESUTEINER

permit(

principal in ?principal,

action == PhotoFlash::Action::"view",

resource == PhotoFlash::Photo::"VacationPhoto94. jpg"
);

CEFERATAHK definition. txt X#HREM definition SHHE :

{
"templatelLinked": {
"policyTemplateId": "PTEXAMPLEabcdefgl111111",
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
}
}
}

R SR RMERPRENREBRNNE LS HHREN A

$ aws verifiedpermissions create-policy \
--definition file://definition.txt
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--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-22T18:57:53.298278+00:00",
"lastUpdatedDate": "2023-05-22T718:57:53.298278+00:00",
"policyId": "TPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "TEMPLATELINKED",
"principal": {
"entityId": "alice",
"entityType": "PhotoFlash::User"
1,
"resource": {
"entityId": "VacationPhoto94.jpg",
"entityType": "PhotoFlash::Photo"
}
}

YREE Amazon B3 UF X PR R BEHE 4R

B LER. &, & “BRIENE" F Amazon Web Services EE 24| & B R FH R EEHR Amazon
SDKs. Amazon CLIRERIEERN B EHSZER B BE T ZERNVEKRE , R ERERIKE
WEEND , HERTFAENASIALBIINAEFHNER,

IER L B BRI EARR AT T3

- REEEMRFractions| AHY
 ZHF4A , HliwhenF unless

BEEFERARBERNUAT R, BEEQUXETEFNEM—A , HFEZMERH E 5 012 RBER,

- RBpermitHAIKEEEIRAIKRE forbid
- FREEEMRFTprincipals|AH
- KEEEWFTresources| AK

Amazon Web Services BIRiE 4| &
EIRBENKEENR | BRUTSRIRME
1. ITAEBRIENRIZES A, ERENRETME,
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2. EEMNSMERT , ERERBEER, 256628 REE LR FE T O EZNIARKE
*}io

3. EBRRBERFZINERERE , AEFEXZRBEERNFAGE , FINRBEERDCIZNE
#etE , URRBERNAR.

4. EERE , URBENREENR, BREFSEEMRBEBNREEEN , RAEEREHNREE
o

5. BALUERERREERZ UM REED  REEFRERKMBRRBEER, EREE , FBIAR
BRER B IR AR

Amazon CLI
mEREER

&R LAfE A UpdatePolicy R F B2 B AR, BUT ROIRI A 34 o TE SCRYHT SR B B R 18 TE SR B4R AR
HY SR B E AR R E R IZER

templatel.txt XHHASA :

permit(
principal in ?principal,
action == Action::"view",
resource in ?resource)
when {
principal has department && principal.department == "research"

1Y

$ aws verifiedpermissions update-policy-template \
--policy-template-id PTEXAMPLEabcdefgl111111 \
--description "My updated template description" \
--statement file://templatel.txt \
--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-17T18:58:48.795411+00:00",
"lastUpdatedDate": "2023-05-17T19:18:48.870209+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgl11111"
}
B RBERAI B
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ERTRESRNRET |, WU LLOREHERMRBEERB . X TREFEXANAEREER , ZB8HL
BEME—HY , FHBname/ LN ETR, MREREEMFRPEEUBFE , WIARBWRHERET
T, BRER , BRERENZZHS,

$ aws verifiedpermissions update-policy-template \
--policy-template-id PTEXAMPLEabcdefgl111111 \
--statement file://templatel.txt \
--policy-store-id PSEXAMPLEabcdefgl111111 \
--name name/example-policy-template

{
"createdDate": "2023-05-17T18:58:48.795411+00:00",
"lastUpdatedDate": "2023-05-17T19:18:48.870209+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl111111",
"policyTemplateId": "PTEXAMPLEabcdefgl11111"

}

Amazon 2538 Uk X PR 7= 518 Ak o< BR B ER

& A RIS B 124 5 3£ 7E Verified Permissions FRIEZ R BIZEMEE , FNRBEEERFEATIE LXK
B% . SRESEARFPTIERFIIN B R MABIEMN, LT Verified Permissions & Ak 5% 322 5K 8% 7~ 61 °] B F =4
FHRFELAESBNER, REEERFZEY,

PhotoFlash 5l +

AT R BIS BA G B R BR R S |, R RS EARBERR TR EMAAPAENERBERA MBS
By E BRI E AR

® Note
Cedar REEIESNEAMA in B, Bt , principal in User::"Alice" &[T
principal == User::"Alice",

permit (

principal in PhotoFlash::User::"Alice",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

AR R BR SR e R 451 86
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AR R BISBA N G R ARR B SR S |, R RBEEARBEERR TR EMARF AR A ZENFERER S
By E BR 15 E AR

permit (

principal in PhotoFlash::User::"Alice",

action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

);

LU R BIS B N B AR R B SR S |, X RS EARBERR TN ERRFANNMARFINEREHRE
BABARTENER,

permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

BUTR R BIS B T G AR BR SR S |, X RBEE AR ERR TR EFRFANEMAZENERER S
By E BR 15 E AR

permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

);

BT RBIERT MAEAREER SR SERKIRV R |, ZRBEERR TN EFRFARAZNELR
REMNNMARFHT2HRNR,

permit (

principal in PhotoFlash: :UserGroup::"Jane::MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoFullAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

AR RBIER T Al A SR BE AR AR PR LR P A RIK 77 SR 62 SR ARORBRRY KRB

forbid(
principal == PhotoFlash::User::"Bob",
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action,
resource in PhotoFlash::Account::"Alice-account"

);

DigitalPetStore il ¥

DigitalPetStore Tl K FHET D ST ARBEEMR. AIZEDigitalPetStore REIKBEEME , BRI LUE
HEENSHERTERFREREE XK FHP ISR,

TinyToDo %+

BAF /R 6158 BR 204 6 22 SRR AR R BR BV SR BE |, 2R BEE R RIS EAR , WENRAPNESIIREHREEED
A1 PR

permit (
principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",
action in [TinyTodo: :Action::"ReadlList", TinyTodo::Action::"ListTasks"],
resource == TinyTodo::List::"1"

);

AT ROIERT A2 EEMRRIRAIREE | R BE6E A RBERRN 2R NESFIREHREETF
R,

permit (
principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686F31|bob",
action in [
TinyTodo: :Action::"ReadlList",
TinyTodo: :Action::"UpdatelList",
TinyTodo: :Action::"ListTasks",
TinyTodo: :Action::"CreateTask",
TinyTodo: :Action::"UpdateTask",
TinyTodo: :Action::"DeleteTask"
P
resource == TinyTodo::List::"1"

);

DigitalPetStore ¥ 88



Amazon Verified Permissions AriEE

£/ & 0 RN 5 AP SN AR

#£ Amazon Verified Perm issions IR RN F DR ALE (IdP) WHHIR , MIRIERF EH A
BF. SOREHENEEREEAEENERTFHEEEXRZN P #ITHHRIENAF. BN
REFERARESHRANDSEAERGERN |, B REEFME T SURER B M 1 2] 5 R M H R AUR
Ko BAILAR N Amazon Cognito sk B E X OpenlID Connect (OIDC) IdP ¥E3 & 13 3R IR

PRATLAE R E B B RAEABRAY OpenlD Connect (OIDC) & 41247 (IdPs). &N ARSI LAERMF
& OIDC M B 1R P £ B HY JSON Web T 18 (JWTs) ERBRIER, SETHWAF SRR IERT
A D, £EA ID T , “ERIENRE SGEMFHMRAEAEZEABE. FRARACHE , XEFHSBRE
B LT, FAXARCEER B lgroupsHRLNBHMHNEZRAL , HEUETHETAE
#9514 (RBAC) HY R RE,

@ Note
ERIERRBHERE IdP TERNESMERIRE , EFSUEFASXEEE IdP X B,

B X APIsfE Amazon Cognito At OIDC & 71275 Amazon API Gateway REST #&
RIUB K step-by-step’®Esk , ESRLZLEE LK “fEH API Gateway APIs I & #h 38 1F A PR #Z24A”
Amazon Cognito =% B & 7 IR E# TR M. Amazon

£

- BREESENFHIRED

« £/ Amazon Cognito &1 KR
- £/ OIDC H§HXIR

EEEENSDRHED

BARZTBIFNNREERATEREHEN IdPs , BEEREENARFPEABMURE , HEERUATIL
R

Amazon Cognito EAATER FEA :

- REXBNEFHEMEMNER THERNNARER

- (REEEBFNEZRLINEEN AmazonFEE R

EEREEN B HIREME 89
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https://www.amazonaws.cn/blogs/security/authorize-api-gateway-apis-using-amazon-verified-permissions-and-amazon-cognito/
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- BEEEGHREHRMEE
- REEE{LNRTERE
FELUTER TR OIDC 12147
- REUBENEHEMZEN ( Auth0, Okta, Azure AD)
- BEERFEPHAFER
- BEEAHEMNER IdPs

£ Amazon Cognito & 13 3&KJR

£33 WU PR S Amazon Cognito A Pt Z41Bl S, Amazon Cognito IWTs EF AN E N, £
HRUFNRBRALURBIXFEN , ANERIENEEFREBZAREE. Hlw , BAUERA ID TES
HRSTHEINETACNIAMEIES (RBAC) RINER,

#T#Y Amazon Cognito AFMBHREZEUATEER :

« B Amazon Web Services X1,

- AP ID,

- Bl , BESHHRXBKNEFLASEHFLEMyCorp: :User,

o Blin , BESGHRERKNEZIRAASZAEEEMyCorp: :UserGroupo

- BRERNWAFM IDs PNEFIR , MEREHNREEEEL EER,

BT BRI BRLGE A FHEH Amazon Cognito A F i Amazon Web Services Ik , B L ET %
HEHEMKS RIEESDRIF, Bl | Verified Permissions &30 14R ( BEERT AP M EAKRIE
& h A B BB B RFRIRAT ) RE N A A ID. us-west-2_EXAMPLEEXFMER T , &0 LUK
ZAPMPHAF S5 Aalb2c3d4-5678-90ab-cdef-EXAMPLE222228 us-west-2_EXAMPLE |
alb2c3d4-5678-90ab-cdef-EXAMPLE22222

APt SHRERATNIEREM. SBE. B4 IDs. ERFMBEXEIE. Amazon Cognito IWNTsEEB T
“ERIENR PIETREE THRERIRRNERER. XEHETIE

1. HHcognito: BIRWAF B MBFHFEA
2. FRHEENAFEM custom: prefix
3. EETHAMT BENFH

4. OIDC WARAHEFE |, thaIM sub email

f# A Amazon Cognito & 14 3R 90


https://docs.amazonaws.cn/cognito/latest/developerguide/amazon-cognito-user-pools-using-tokens-with-identity-providers.html
https://docs.amazonaws.cn/cognito/latest/developerguide/user-pool-settings-attributes.html#user-pool-settings-custom-attributes
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BATHEPH ERIERRBUER 1% 491 4B 1X L5 75 B3 DR AN & IR IX L5 FS B Amazon Cognito 5 h# R 5T
B

/A Important
REZEALLTE Amazon Cognito T ZIHZ sl fF 24 , B IWTs e RN EELEMNER
MRS TIRES R R, &FE JSON Web Token RFC 7519 WIRS EEZRRIISIE , TERX
HEHRITRIUE, XZWKE , Verified Permissions 7] LAAR$E © 1884 =k 6] 5 SR 48U BREY A P 9 & B9
THERXBEFIHENR. B TREXMXR K RNBUECBREXPRUIERENTE , HER
ERBRERAL AP SERBUERFTSE. EXEZELE  FRBEIRESEERARS
]

BUR R BIBR il 62 5| B 5 R HE AKX E L Amazon Cognito A it 3 %89 KB

permit(
principal,
action,
resource == ExampleCo::Photo::"VacationPhoto94. jpg"
)
when {
principal["cognito:username"]) == "alice" &&
principal["custom:department"]) == "Finance"
%

LUT RGIG BRI 6122 51 A Cognito At A N EFEA R RS, 5= , ZFEA IDWERX

A "<userpool-id>|<sub>",

permit(

principal == ExampleCo::User::"us-east-1_example|alb2c3d4-5678-90ab-cdef-
EXAMPLE11111",

action,

resource == ExampleCo::Photo::"VacationPhoto94. jpg"

);

HIIERIENRFHAFBEGIRN Cedar RENBEFBHFMTX

% () AN FROFHBMERBSRE L. XBESE  FRNAFMBE

78 , fflicognito:usernamefcustom:department, EHREH|
Fcognito:username=sicustom:departmentERMNREZMH | F2 3T
Hprincipal["cognito:username"]1ERK M, principal["custom:department"]

f# A Amazon Cognito & 14 3R 91


https://datatracker.ietf.org/doc/html/rfc7519
https://docs.amazonaws.cn/cognito/latest/developerguide/token-revocation.html
https://docs.amazonaws.cn/cognito/latest/developerguide/token-revocation.html
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® Note

MRS EBEHcognito: Hcustom: BB FHFHE FH{Ecognitoy
FBZ#custom , N A MWTEERIsAuthorizedWithToken kW , HE R
AValidationException,

BRBMEEBANESZER , 520 Amazon Cognito T 25T EIZ2EH, Hx Amazon Cognito FiF &
RWEZER , EZSH Amazon Cognito F7F & & 185 #Y 8 AL b 36 UF I PR # 1T A

£}

- B2 Amazon IAEX PR Amazon Cognito & R

* Y"% Amazon BRI BRHY Amazon Cognito & KR
« ¥ Amazon Cognito % h&R 51 I 5219

« BEFMZAREIUE Amazon Cognito

£12 Amazon TAUEXBR Amazon Cognito & 13 R
DTSR HHRAMBINE RXREFED,
EERIENRBEEFAPCEMNEREFERN , BETUES MR, EHEES , ZULUEIFE R

THRANFRASAZIERMED, EFESISNREFREF N APl Gateway MEHRMHEEEDT, XLk
Uk & B2 4 46 R B

(® Note

HEEBERBFE N  ENNSMERPF2ERFORE. LOENSHRKEELRNE
i 1 FE < BXo

£ Amazon CLI = CreateldentitySourceE B IEXBR API create-identity-source AR 81| 2 & 3R AT |
AUEBEXAZRALE, B, ZAXKKE LB EEI NN G HIRAnazon: :Cognito, LK
EEMEREFHELTRE. BN Amazon Cognito BB 5K FHEHER , DTNEFLAFEMESE
iR BN XIS R F 2,

BIE BB RE 92


https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.amazonaws.cn/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_CreateIdentitySource.html
https://docs.amazonaws.cn/cli/latest/reference/verifiedpermissions/create-identity-source.html
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Amazon Web Services BIEiR&| 4

E 82 Amazon Cognito AP BES M KR |, FIRU TS RIEME -

1.

2
3.
4

10.

THERIERREZEF &, EHRENFREEE,
EEMWSMERS  EEFHRER.
ER 6 5 45 KIR.

£ Cognito APt S B & |, i%£$F Amazon Web Services Xig H i AEH B4R A F it
IDo

HABERET , T ERARE , AREZKFENERANERMALR, EEB Amazon
Cognito Fi F= &4 1 (9 5 19 1 BR 5 B Frik g9 E 4R L,

MREMS AP cognito:groupsF A |, HE “BFABIE" Pi%&#F “HA Cognito FFH”, &
BAER EAEE M XM RAFRE,

EEFmENARFRIETR  ZERERIEEFWNAHRERF IDso

- ERIFEFIRNARERF IDs , BIER ‘NEIERCEEEFRNARFHNTHE IDs; AN E
WM& iwN AR ID EFMIFEFmMARERF ID. EREREMNNESHNARERF
ID , HRFZEFIRNARERF ID ELHMER,

* IDsMREFBRIAEFFIWNARF , TERETRIEFFwNARF IDs.
EFROE S5 HKIR.

( ok ) MREBHREFHEGEN , WA EFEHEN |, ik Cedar MEBEZHN S HIROIENE
R | RIETEESIFAM Cedar REEHRW F AR ETHEPIRINE M. REPHHTERAEYS
MBERET Cedar KEEFSIFHMNEM. BXFF Amazon Cognito & E ST Z] Cedar 44
BUHMNEZEER | 2 H1¥ Amazon Cognito & hEMR 5T ZI 424,

(® Note
HICOIE S API KR BR Y KBS 17 S 1 02 R I 7 i BT 6E AR IR E API Gateway M & #7342

#7558t |, Verified Permissions 2B\ AP MLUIREBEBFEMY |, H 12— N84
HP P ERARENETAP B4,

AEBRFERATETNEEMERDURRNER, EXEZEL |, SR 222 Amazon Verified

Permissions 875K,

BIE SRR 93


https://console.amazonaws.cn/verifiedpermissions/
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U BERUNEBTEMR. EFNMTRUHMYETRE  BERACSRIEMN
MPBRIsAuthorizedWithTokenXRHERURE, EXEZEL |, HSH
IsAuthorizedWithTokenAmazon BRI R APl SZ 1.,

Amazon CLI
Z ]2 Amazon Cognito FAAFBE SRR , BERUTSRIEE .

& A] LAfE A CreateldentitySource i@ ERIZ & 4R, AT RHI8IE T — A BAM Amazon Cognito A
FPHRinE 2 5 6R8RiIEn & 560 56 7R.

1. BIE—NEELLT Amazon Cognito AP MIFMAE SN config. txtX# |, #icreate-
identity-sourcemF M --configurationZ¥FEM.

"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",
"clientIds":["alb2c3d4e5f6g7h8i9j0kalbmc"],
"groupConfiguration": {
"groupEntityType": "MyCorp::UserGroup"
}

}

2. BT T &5 2lZ Amazon Cognito H4 .

$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
--principal-entity-type "Usex" \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgll11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}

3. (Hik) MREWRETFHEBEN , NAMAEEHEN |, it Cedar MEZRHN FHRAIENE
R RETEESIAM Cedar RBEHFHNEA LR THEPREINVE M. REFHITEARTLL
MBERETE Cedar REEFSIFAME M. BXFF Amazon Cognito T hEE ST | Cedar 4K
BENEZEE | BSHN Amazon Cognito % FEBR 5 B 2243,

BIEF 7 RIR 94


https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_CreateIdentitySource.html
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® Note
SR BIRR S AP S0 SRS T7 (S E O SR 7 AR R IR API Gateway RIS {342

H5get | Verified Permissions 2 & WA FMUGREAFEY , HEIE—1NEY
HAhZHNERARBMEZTAFBE M.

4. QIBREATHRPHEESMERNRRNEKE, BXESZREE , S 812 Amazon Verified

Permissions 827 KB,

U BERUNEBTEMR. EFNMTREHAETRE  BERACSRIEN
MPBRIsAuthorizedWithTokenXRMHERTURE, EXEZEL |, HSH
IsAuthorizedWithTokenAmazon BRI R APl SZ 1.,

B X1 Verified Permissions FRZ H 4B EIER A F A Amazon Cognito 158 &M & 4 58
BZEE , BZH (Amazon Cognito FF R AR 1EFE) HEIEA Amazon Verified Permissions # 17#%
o

%% Amazon ERIFPRA Amazon Cognito & 14 3KIR

BEEBRE , BUNRESHRANRELESH, ELLEXRSHRAER  LARKRES GRAIE -
89 52 JRAM OIDC = OIDC $1#: Amazon Cognito 2, Amazon Cognitol RIEH KM FZHEREE
B S HREEELTE , MEEE , B4 T 8 IHEH R LR ISR & 40 R AT E E k.

Amazon Web Services BB 4l4
E 3 Amazon Cognito & 3R

1. IAECRIENRES &, ERENREEE,

2. EEMNSMERD , BESHKR.

3. BERERBENFHFKIFN ID.

4. ERRE.

5. £ Cognito AP i¥ S 2 , i%£# Amazon Web Services X13, HEAEBH &R it
ID,

6. EERARAERF , EUUEFRSFDRNEILARE, EEB Amazon Cognito F = F ik
B9 B 17 RFRR 5 B i 49 E 4R AL,

HEFHRIR 95


https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.amazonaws.cn/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.amazonaws.cn/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://console.amazonaws.cn/verifiedpermissions/
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7. MREMSAFMcognito:groupsFH , B ‘FARE" ik “FH Cognito B, 1%
BENEZERBPHRIMAKEEE,

8. HEEFEFRNMARFRILF  ERRERIEFImNAHRRF IDso

- ERIEFEFIRNAERF IDs , BiER “REXERCEEEF RNABRFNTE IDs. AN E
Wi EFimN AREF ID ERRMIFEFHMAERF ID. ZREREMMOEFHNARERF
D, FEFZEFRNARERF ID ZL M ER,

* IDsMREFBRIEFEFIRNARRF , TEETRIEFFwMARZF IDs.
9. EERERFER.
10. MREERT ZEONRRWERKE | N BMEHRRE , WEBRREFEHEFRLE,

WMERBRSDRIER , BAILLER S HRIFZ DN REZRE , REEEREREHKEF, EXREPH
A delete , RFIEFMBRS BHRIR , BWIAMIBERZ S KR,

Amazon CLI
¥ # Amazon Cognito &1737R

& LAE A UpdateldentitySourcei@EE T H B R, AT REFEENSDREMN N ERAEM
Amazon Cognito A F it

1. BIBE—NEEELT Amazon Cognito AP iFH{E B config. txtX# , ffupdate-
identity-source@ S H M --configurationZ ¥ EH,

"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",
"clientIds":["alb2c3d4e5f6g7h8i9j0kalbmc"],
"groupConfiguration": {
"groupEntityType": "MyCorp::UserGroup"
}

}

2. BT T H T ELEE Amazon Cognito &Ko

$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012
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{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
}
(@ Note

MREEFRZSFORFNEARRE | KAEHRY , LUEBRRERGRIEAHRE,

£ Amazon Cognito 45 h& R 51 2 52 1y

B2 RNBEF S HRFNIREFED |, I eRRERAEFAS TR R EERYP, &
AL BEFMTUERE K FEREMASISARECNRTRSMRNREEMR K NETCURRBEFREFI
BN, HTERFERYG , BAILGIEE B el R,

RAPEmNX—Bo88UTEE -

- AR AT LA B BE T RS TR E
o WAEZNERIENRREEFEA Amazon Cognito T h# 75 BA
o WMAH B BRFHTEEN

BE5SHNIZENEN AP XEEREFERNTESHRN KB FEAZTENSH (D) THEEMEF

MRETRIZEM, BUUNAFBINEHREREZSRIENNER  HOBEXZAFEHNEY, £IDS
BERF  ERIERBHFARFIERARENESE. EATERT , BAEEEF3HF Amazon
Cognito RS F RAIEH -

o BRREFETRAVNET —NENRBEEEXRREEEX,
- BEEFNHRSENEASET BEETAGKNILEEZES (RBAC) 25k,
« BALMEACRIFMIER REST APl, Amazon B 47 &% T EA S 6|2 KB 7# Amazon CDK,

BEELNERIENPRRMIZM B Amazon Cognito FAEE MR , BN ERH XA SRS
EEM. ZHREEN , MMSRERHEESEERE D QEBAEMAEIsAuthorizedWithTokensg,
BatchlsAuthorizedWithTokenAPI &R MEX B, MRECIEREEFEHNV SN2 EIM ID THEFHIRME
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https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
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EEREREN , MALBHR AT UARERE T . MRECIENRBFMEIRIE S OIREN , MA@ ZR K F
AINEER APl BREGZNXEHELTENRAERYE. RE , EUTUAERAREETETHNEERREE
KB,

BXECRIENBRHP AL HHRIENAHFEH Amazon Cognito ID MiFRISENESZEER |, H5H
Amazon Co gnito FF K E15FE Y E AT b I8 iE A PR#E TRV,

FH

« fF ID SHERFEIEN

- MIGRISHE

« Amazon Cognito E5 2 RN ERNEBRRRZE
o KATHRERFIEEM

R 1D = hE ARG BSR4

Verified Permissions 5T hEFBEENAFWE R ITAIE | 12 ML4., BEARRTK.
RREE. ID SEEETEMNIFRES] (ABAC) RUERFHER, NREEILZIRIFHNRER
BiERHBERRD TN ERAHRIRR , BRENEHKFIERE ID T,

Amazon Cognito ID FHEER T AZE OIDC K#iHE. EiBTHMERY B TOIDCHINEE. B/
N2 A BAEIE Amazon Cognito Pt BRI APl IRERAFBIEERF REN B FR#1TE 75
Bif, BXEZEE |, S Amazon Cognito FF X EIEE T ER APl FLIHT =,

Amazon Cognito B3 SEFNEREHA
cognito:username  preferred_username

Y=g

sub

FA PP RYME— A P #RRRF (UUID)

W custom: BIBRHI R IE

BENAFPBEMENEIZ , flfcustom: employmentStoreCode,

PR B

¥R OIDC E#rkflemail M, phone_numberBXEZEE , i5S ¥ OpenlD Connect Core 1.0
FEEENRE 2 WITEFH,
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https://docs.amazonaws.cn/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://openid.net/developers/certified-openid-connect-implementations/
https://docs.amazonaws.cn/cognito/latest/developerguide/user-pools-API-operations.html
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cognito:groups

RAFHNEARARE, TETAGHNILEIES (RBAC) WERMUER D | WWHERARAM T B0 UIERK
PIHERN A,

e B 3R I

FRAARAFHN  BESTNAAFMAERSER Lambda A& SR, IHEtZRESIRERE
RO, BFREFREBER , fliitenantZHdepartment,

E5IBAFH : P RAFH Amazon Cognito B EKREEH | 5|ABNTINE
fprincipal["cognito:username"]. A®FEHcognito:groupsELMN B, ERIEHNFR
FF L 75 B B PO A RS B A P SRAREY AOSRA,

B X%k B Amazon Cognito At ID TREMNEZEER , S HAmazon Cognito FF X &EIEFEF
BIEER ID T k&,

LURRGID SHEESNMERYEME. B8 Amazon CognitofFER B cognito:username, BE
X #EBEcustom: employmentStoreCode, ¥rHEREemail MGt EEtenant,

"sub": "91eb4550-XXX",

"cognito:groups": [
"Store-Owner-Role",
"Customer"

1,

"email_verified": true,

"clearance": "confidential",

"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_EXAMPLE",

"cognito:username": "alice",

"custom:employmentStoreCode": "petstore-dallas",

"origin_jti": "5b9f50a3-05da-454a-8b99-b79c2349de77",

"aud": "lexample23456789",

"event_id": "@ed5ad5c-7182-4ecf-XXX",

"token_use": "id",
"auth_time": 1687885407,
"department": "engineering",

"exp": 1687889006,

"iat": 1687885407,

"tenant": "xllapp-tenant-1",

"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"email": "alice@example.com"
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https://docs.amazonaws.cn/cognito/latest/developerguide/user-pool-lambda-pre-token-generation.html
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}

£ Amazon Cognito F Fith 82 & 3R AT | ""TR?""""EW%?qﬂﬂﬁiﬁﬂﬁﬂiﬁﬁﬂ’\]é%k%%ﬂ’ﬂ%ﬁ
B IsAuthorizedwithTokeno, AfE , IERAIFEHIZIERN —F2 , BFNRBELSN X ZEENELE, &
HNREELERRERNEZERALBENEY , REEAUE Cedar %lﬂ%qﬂ 5|AEl.

R EEEEM ID TRAFPARIRENFFHESTARNRE, ERNFERF , Verified Permissions &4F
BOHEARANFRRS B ZAASSARE, EREF , B ZAKGSIANEREA

LA 7R 511588 7 #n{a] £ Verified Permissions B R RHI G HCSEFHNEMS. BXFEEUNES
EE , BSRRERBEEEN, MRENBHRREERRE T EMHER User , BBL |, &0 LURIME
HLFATRABAR , EXLEMETHTF Cedar,

"User": {
"shape": {
"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": false
.
"custom:employmentStoreCode": {
"type": "String",
"required": false
.
"email": {
"type": "String"
},
"tenant": {
"type": "String",
"required": true

B R TFE I LR B TR BV SR BE R |, i E SR B Amazon Cognito ID A8 1o
B &Y 17 (B 5 b

Verified Permissions 3B 15 [8] S hEFEBR | ﬁ'ﬁTmﬂEjﬂ EEMR LT NEEWEAFH, BRTEHAK
REKI , REEW IdP Wi RISETEEESZEEX APl HENEER, HRATHEEARETAGNHWIH
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A2 %] (RBAC) WERMIER P REM, KBAKRAREUANTHRTEFANRERFTEERUEE
FEMNHFANE N,

Amazon Cognito HE FHEEE A TRNNER :
Amazon Cognito 178 &+ #E A= 88
client_id

OIDC Ik F N E P is R ARFN ID, FAZFE ID, ERIENRTURIEFRIGERRERB K
F# WA EFEF K. £ machine-to-machine ( M2M ) X & | HRREFEAF A ImBAITHR Bt
I8, HEMEFRK ID FSEEERBERE.

scope

RERTEFFENHRNRAE OAuth 2.0 SEE,

cognito:groups

RAFHNEARARE, TETAGHNILEIES (RBAC) WERMUER D | IWHERRM T B UERK
PIHERN B E,

e Bt 3R

RRIFRINREREZETRBAAF AR S EE Lambda il % 25N INAYE B, I B 3R IE S AR A RIS
E , BEREFREBERN , fliltenantHdepartment, BENXFRSHASEINELN Amazon Ik
B,

B X%k B Amazon Cognito AP R TREWNESEER |, S HAmazon Cognito FF X EIEREH
Y 52 A i 1B R

2 Amazon Cognito 15 [R] TR IE LS ‘BRIENERE" i , HRITESBMRE R E TR, AT
A context.token.attribute_name REIBHRITENEY. LT REABRSERREZE
client_id M scope FH,

{
"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"cognito:groups": [
"Store-Owner-Role",
"Customer"
1,
"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_EXAMPLE",
"client_id": "lexample23456789",
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RAriEmE

"origin_jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"event_id": "bda909cb-3e29-4bb8-83e3-ce6808f49011",
"token_use": "access",

"scope": "MyAPI/mydata.write",

"auth_time": 1688092966,

"exp": 1688096566,

"iat": 1688092966,

"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",
"username": "alice"

AR R~ 88 7 a04al7£ Verified Permissions Z28¥ s R BRRBITF RS ETHNEMH. BRFEEREUNES

E5 , FERERERMEFMEN,

"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {
"type": "ReusedContext"
1,
"resourceTypes": [
"Application"
1,
"principalTypes": [
"User"

},

"commonTypes": {
"ReusedContext": {
"attributes": {
"token": {
"type": "Record",
"attributes": {
"scope": {
"type": "Set",
"element": {
"type": "String"

B RS EI A
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}

1,

"client_id": {
"type": "String"

}

}

1,
"type": "Record"

BRFEH X EAH TR R RH] , SR &R Amazon Cognito 17 7] k&8 M,
Amazon Cognito § 5 7R RBHHERRTZE

£ Verified Permissi cognito:groups ons B8 , Amazon Cognito & E B HEEEN
fcustom:storefFXEFSHRNFRBRBRAEAZ. FHENBREN T REF, XHBEIXHIR
e, i, EEMBERprincipal.cognito.groups® 2K cognito:groupsEHR T, REE
ARSEFRXTHES  BERMNBUEERESRTERGBRMNER, EXMEXP , XHsIH
ffcognito:groupsZEprincipal["cognito:groups"]AEMNEE., NERIENRIEHEB3E
AP ID SREREEERFESRTE,

& T AR SR 7E FSh MR F Amazon Cognito BRI REHRER TS, XN T EAEMEREY
OIDC IdP , BT EETE R R PFEAT RS HE M EMIEFBRFFH,

RS EEN . ZFNENEFHREN cognitoRcustomfNIHE B FI , AT REIFTR :

"CognitoUser": {
"shape": {
"type": "Record",
"attributes": {
"cognito": {
"type": "Record",
"required": true,
"attributes": {
"username": {
"type": "String",
"required": true
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},
"custom": {
"type": "Record",
"required": true,
"attributes": {
"employmentStoreCode": {
"type": "String",
"required": true
}
}

},

"email": {
"type": "String"

.

"tenant": {
"type": "String",
"required": true

}

}
}
}

BXRGHI LR TRIEH EARFSNEBRE , BSREARFESREI AR,
AT RUERFTHERSII
TEFR B E R S T

EHRSEENF , ERIERFRFFHRFE LT, % ID THRERT , ERIENRFFHARFEE
RAEM. ¥TEECRIENREH S FOZNREFE  REZRBRERNRIIRBEERE T 2EER
BHOXRR , AZEREGERYPERAFEEMENHRIT ID TEEN. HRTEERETETAGNE
[F]42 %] (RBAC) MEFAK R RBFER , T B3N HE b5 8 MRS B SR HE 74 284

BOREETRLEN

HEERIERREZEF AR OZS MR , FTRREABERICABERE. IFTURHIEERNRESH
BEMERPHRIEER. EUTURBEFTEFEEIREN required , BEMNLAFE THRAERRERS,

RBAC FEELRMHHEM

B RN RYEUR T EE RN S R PRE MR SSR KRB, SRR — N EHRE R A KAk |
— N EHRG R FARGRE, IEXCRARFHREENZ D, BTXERINEE , ERTUE
ETAGNERES (RBAC) EEHPEENBFER MRS AR THREARTRIURENRE, @
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RARINSRE AT REREROBIEE. X8 DSRNAFELQEAALNES | K
SR TUNETEMMHERE (ABAC) BAVMI MR, SN £ FXEEAREN OAuth 2.0 4
AEZRNES  KEERTURRAREENTAGARHES  BESRTRANENEY,

ERIERRZH & P E “EH API Gateway MH G IRHEHITIRE” M 5|1 FNIRE” BT R 2 E
ID SHEFH, FRTEERNERFEML, ZERRYPFMIELATRTEFR , SBHE JSON EX
TREZRMFA ST CommonTypes BiE. AXESRER , B2 M BRE TR T,

ERAMRE

VR TFHEFHREESNAFREBRTEOREEFHN —NREBRE : BAE ID ERFRITHE. &£
F Amazon Cognito SR , LA UEAEES API B R FHITIEESEER, SlES AP
KX REEFEMA , MTUERREN ID ERFRTHIEERN, LEESFMERIIRNATEN
REFEENEEEY , URERTEN APl B Lambda ZXEMNIEE. API Gateway 53| 2MREH
ENERCEFHESRAR ERIENRESNESPHEMDZR , FEUESORZIREREELE
WSEER, FRSHRERAEERBAER I REMEHRBENEE, LT EBN B UNAERIEEEF
£/ ID FMif RS hE.

Cedar BHfTss BERELFRERLES

REBEEURLNER I HEREEEprincipal.username, W FSHEEBEBZFFA]
BN A ZHBEEFRBEFFR: |, ., =/, Verified Permissions o3& AT H 21X

HH%RMHE. principal.cognito:username context.ip-addressf&H4MLN fE
Fprincipal["cognito:username"]=context["ip-address" 1AW HEBRRFERER L
XERH, TNLFH_RFABMPTHNERFR , tRZERNE—FEFEHBFHIA.

LERBEEEN I REIZRUW TR

"User": {
"shape": {
"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": true
},
"custom:employmentStoreCode": {
"type": "String",
"required": true,
},
"email": {
"type": "String",
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"required": false

}

XFREH ETXEENEID ROIREU TR

"GetOrder": {
"memberOf": [],
"appliesTo": {
"resourceTypes": [
"Order"
1,
"context": {
"type": "Record",
"attributes": {
"ip-address": {
"required": false,
"type": "String"

}
}
.
"principalTypes": [
"User"
]
}

}
BRFEHM I RGHTRIENRE R FSRAEASTESRRERSIARTEM,

E P MZAEIUE Amazon Cognito

[6] 5% BE 170 R N BN B 49 R AT |, Verified Permissions 28 A FRIE ID MG RIS 2R RN ERANE
Bk, XU &£ BatchIsAuthorizedWithToken APl iR IsAuthorizedWithToken®y
LEIRES, ID MiFRSEELE Amazon Cognito #1 OIDC BRI TREMAE. BiX Amazon
Cognito AP iRt , £33 WU AR AT SARIE H 3 MiF RS EPNE SR ID. B OIDC =24
B, £33 WU AR AT SAIE ID SRR E iR ID MG RSP Z AR

Bl , BFim ID REENNARFERN S0 RMAESSFIXEKNIRAFlexample23456789, i
m, FARREHESENTEAE S B FRMEXERE URL 3&ZEhttps://mytoken.example.com,
FERFRTERN , audFHBASZ RHEXEK,
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Amazon Cognito ID S audFBHEIENAEFEF K ID. hRSHEAclient_idEBEEEEMNA
BFEFiE D,

HBESHRPAEFRNARFRIER A —NHZAMER |, Verified Permissions F It NARFE
i IDs 5IRE ID ShaudFBARIF RS Eclient _idFH#THER., ERIENBRARLEUE Amazon
Cognito &3R5 Z & URL,

K& P IR R JWTs

BARFEENRARFHLE JSON Web T FHFRALIEL CRIERIR , ™TTHEEHRBEFET
HiRe B LM JSON Web T h# (JWT) FERENSK AR 4 H [ H AT N ERUERIINER

e RBIEBAIAIER IWT MR AREFEA “ERIERR",

async function authorizeUsingJwtToken(jwtToken) {
const payload = await verifier.verify(jwtToken);

let principalEntity = {
entityType: "PhotoFlash::User", // the application needs to fill in the
relevant user type
entityId: payload["sub"], // the application need to use the claim that
represents the user-id
};
let resourceEntity = {
entityType: "PhotoFlash::Photo", //the application needs to fill in the
relevant resource type
entityId: "jane_photo_123.jpg", // the application needs to fill in the
relevant resource id
};
let action = {
actionType: "PhotoFlash::Action", //the application needs to fill in the
relevant action id
actionId: "GetPhoto", //the application needs to fill in the relevant action
type
};
let entities = {
entitylList: [],
};
entities.entitylList.push(...getUserEntitiesFromToken(payload));
let policyStorelId = "PSEXAMPLEabcdefgl11111"; // set your own policy store id

const authResult = await client
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.isAuthorized({
policyStoreld: policyStoreld,
principal: principalEntity,
resource: resourcekntity,
action: action,

entities,

b

.promise();

return authResult;

function getUserEntitiesFromToken(payload) {
let attributes = {};
let claimsNotPassedInEntities = ['aud', 'sub', 'exp', 'jti', 'iss'];
Object.entries(payload).forEach(([key, value]) => {
if (claimsNotPassedInEntities.includes(key)) {
retuzrn;
}
if (Array.isArray(value)) {
var attibuteItem = [];
value.forEach((item) => {
attibuteItem.push({
string: item,
18
1);
attributes[key] = {
set: attibuteItem,
I
} else if (typeof value === 'string') {
attributes[key] = {
string: value,
}
} else if (typeof value === 'bigint' || typeof value ==='number') {
attributes[key] = {
long: value,
}
} else if (typeof value === 'boolean') {
attributes[key] = {
boolean: value,
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1)

let entityItem = {
attributes: attributes,
identifier: {
entityType: "PhotoFlash::User",
entityId: payload["sub"], // the application needs to use the claim that
represents the user-id
}
i
return [entityItem];

}

T B RS R BIE A iZaws-jwt-verify BESRIRIEH OID IdPs C JWTs REBMNZH .

£ OIDC & 13 KilR

&t A LUHET S B OpenlD Connect (OIDC) IdP Bt B 1 R E& 1F 4 9 B 3R, OIDC Rt E
Amazon Cognito A3 - SMIRENSHRIEN JWTs FYERN. B3R OIDC Rt , &4
IR A LA URL

¥THY OIDC BEMREFEUTEER :
o RITAMUL, KFWIFHNPRAIMEEBEL URL L& .well-known/openid-

configuration&iH¥ Ko

- NI EBESTH CNAME i2F. 0 , a.example.comTo EBETE]* . example.net, #H
R, *.example.comZTEMGTE|, a.example.net

- BEERPERPEANTEERE, EXR60F , BEFET SO,
- Bltn , BESB4RR]EMN AP 4K EMyCorp: :User,

- flIn | BES G HIRXEEESEERMyCorp: :UserGroup,

« ID SHERH, R ID TREFFHENE L,

- ENATRAPMEAESENEIZ IDs. 7 CLI M API # | A LUERERILETR. 5l
WMyCorp: :User: : "auth.example.com|alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
EEMER ‘A APl Gateway M SR REEHITIRE” & ‘5| S NIRE" 110 2 #Y KB 17
B, Verified Permissions 7 Bl A &E BB Ehttps: //HEI.

BREM AP RERNKE OIDC KENFERNESFELR , F5H. A TERRW AP RE
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TR RIS R TR THRIFAREMRE  ZREEFINZIRXBETEILEDLE
MR TR FLRES, SRIENBRMEEA ID THANFHPIRESI LR M.

FIER , EERARSIAER , KR InGEER/FS BEETIT( R,

permit(
principal in MyCozrp: :UserGroup: :"MyOIDCProvider|Accounting",
action,
resource in MyCorp::Folder::"YearEnd2024"

) when {
principal.jobClassification == "Confidential" &&
!'(principal.location like "SatelliteOffice*")

};

F&

B2 Amazon ERIEXFR OIDC 4R
Y% Amazon ERIEXFR OIDC SR
« £F OIDC = ERRF FIZRH

- OIDC REEMMNES/MZ XK

17 Amazon BRI R OIDC B4R
UTEHENEGRANBMEREEFEMTD,

EOWIERRIE S & ROl BN EBEEN |, Sl EEHR. EHEREY , ZUNAEEHE
SEPNFERSAIEESED, %F “BSISRRE R RES X" API Gateway H “S G124 LI,
IX 6 TR 2 I B ) 1A SR R

(® Note

HEEGERBFE N  ENNSMERPF2ERFORE. LOENSHRKEELRNE
B 17 AE < Bk o

£ Amazon CLI = CreateldentitySourceE B IEXBR API create-identity-source AR 812 & 3R AT |
AEBEBRAZGEE, B2 , TAXGEKBEAQEIELE NN T MIRAnazon: :Cognito, LE3E
EEMERBFHEEETHRE. N Amazon Cognito B R 5RIEEMERMER , XITRNEFEASZASE
BB N XIS R F 24,
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Amazon Web Services BIEiR&| 4

#I2 OpenlD Connect (OIDC) & 14R

1.

2
3
4.
5

10.
11.

12.

THERIERREZEF &, EHRENFREEE,
EEMNSMERSD , RS ORR.

LR OIE 55 HKIR.

%SNS OIDC RfitiE.

ERFHHME URL & |, S AEH OIDC 1T AH URL, flin | X2EERNESEE. T8 Z4H
DREXEBHEABHEMEENERSHAhttps: //auth.example.com, &M% FHH
URL #IEE OIDC KIM Y , MitH, /.well-known/openid-configuration

ETHERESD | EREFELENNARFRERXUHEITRMNA OIDC IWT RE, BXESZEER
2 fF OIDC T hERR 5 F 445,

ERTEERRG IR T |, W EGRERAFXENAFFR, AFXEREHNRER
fERH — Rk, BRES|IAKE OIDC REBHWRAS . AFFREEsubRRBEN F 4L
FHRTENRE , ZTEaESFITEXANE—IRAR. KEZEEM OIDC IdP K & 3R
SEEER EMHRRE,

(AL ) & “FTHEEHRAEIRAKE f, AEHREEHASENEHAFH, AXKRA
PRER R, FRRBRRIEZRE, HAFHEBERKRBEN ID RFETHENE
Bgroups , EF @SB MEN KA FAFE, JSON UZEIBHAFABMFRTH, X
EEE#EAY OIDC IdP KY B0 AR5 B IR E Y ER3REL

£ RIUE-NE” B, A URLs FEERNRBEREEERNERPEINES IDs HEAR (W
2E)o

EFROE 55 HKIR.

(k) MRENREEFEERRY , NLLEMEY |, ik Cedar MEBEEN FDREIZE
R RIEFRESIAM Cedar RPN F O RITE TP RIMVEMN. RIEHEIHIERE S
MBEER Cedar REEF 5| ANEM. X OIDC KTEMEMSE Cedar EHEMHMNE
ZER , B5H. & OIDC T IR B4R

HEFEATHEPHNEEMERIRENER, BXEZELR | HSH /2 Amazon Verified

Permissions 82 KB

U BERUNETEMR. EMTREHAYETRE  BERAESRIEMN
MPBRIsAuthorizedWithTokenRMHBRINARE. BXEZER , 5SH
IsAuthorizedWithTokenAmazon BRI R APl SZ 1/,

BB HIOR T


https://console.amazonaws.cn/verifiedpermissions/
https://docs.cedarpolicy.com/overview/terminology.html#term-group
https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
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Amazon CLI
12 OIDC EM®E

& 7] LAfE F CreateldentitySource iR ERIR H 1R, T RAEIGIE T A LM OIDC SR 4tE (1dP)
HRIZE 548K & 1450 55 R.

1. BIE—/18% OIDC IdP A TFEFEMEE M config. txt ¥ , HHHH--configurations
BfEM, create-identity-source

"openIdConnectConfiguration": {
"issuer": "https://auth.example.com",
"tokenSelection": {

"identityTokenOnly": {
"clientIds":["lexample23456789"],
"principalIdClaim": "sub"

},

1,
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"

2. BT THSEIE OIDC KR,

$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
--principal-entity-type "User" \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}

3. (k) MREHRBEEHEERREY , NATTEMEN , ik Cedar HELH HHFREIENE
KA | RIEFRESIAM Cedar RPN HFORIFE TP REMVEN. RIETIIHIERE S
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MEBELET Cedar REEH 5| AANEM. X OIDC KTEMEMRSE Cedar THEMHMNE
ZEE , BSH. F OIDC T HEHR 5 2 284

4. RQIBREATHRPHESMERNRRNEKRE, BXESEE , B2 812 Amazon Verified

Permissions 827 KB,

U BERUNEBTEMR. EFNMTREHAUETRE  BERACSRIEMN
MPBRIsAuthorizedWithTokenXRHERPURE, EXEZEL |, HSH
IsAuthorizedWithTokenAmazon BRI R APl SZ 1.,

YRE Amazon ERIFE OIDC B14iE

BIESMRE , BAUURESHRNELESH, BLEERSHROER | XIABKREHRANE D
) B R LA OIDC = OIDC ##: Amazon Cognito Bl Amazon Cognitol RIEH KB (E R M S
B MREEAETE , WEEE | S0 550 T H M DR A &4 TRPT N E .

Amazon Web Services BB 4l4
F# OIDC B4R

1. {FERIENREFE, RRENREBE,
EEMNSMERS  BEFHRE.

LR REER SRR 1D,

ERRE

# OIDC REFHHEAERF , REFEERRITE URL,

ERTHEERRGIRYESET , REEEEXAFNAFHEREFME AR 2R X
BRo BUKAREST , MNEM R MEBAE LN A TR A SKERE,

EZARWIUES , AN BRE R F AT R REFHEE.
8. EERRFEN.

I

~

WMERBRSDRIEF , BAILLERSHRFZ DN REZE , REEERERSHKEF, EXREPH
A delete , RFEZMERS B HKIR , WIAMBERIZ S KR,

Amazon CLI

¥ OIDC &R
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& v LAfE A UpdateldentitySourcei@EE#H & B3R, U T REMFEENSOREFHF NFERAEM OIDC
RAtE,

1. BlE—/NE% OIDCIdP A FiFMEE W config. txtX# , Han SR --configuration®
BfEM, update-identity-source

{
"openIdConnectConfiguration": {
"issuer": "https://auth2.example.com",
"tokenSelection": {
"identityTokenOnly": {
"clientIds":["2examplel@111213"],
"principalIdClaim": "sub"
1,
1,
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"
}
}
}

2. BT THTERH OIDC HEHR.

$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgll11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
}
® Note

MREFRZSORRNVERRE | KIERRY , LIEBERREREH AL,
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£ OIDC = HEBR5T EI 2R+

BURSRANEEFEFHRERNI R FRET , R RAEFAITEIMIREFERE T, &
AUBFHNITHERE , FEREASISARECBT RS ORNREESE  REEQRREEFEEFI
EHRN, FTERFFREE , EUNCIESIAElNER,

RAPEENX -8 U TER

et AL B BIE R R F RN E T
« WA B RF I REN

BEESHNIRECEN AP XEEEREFENTRESORN B FEIEENS M (ID) THREMEFIHIR
SEIRY, ERUNAFEPHEERHESIRIENNR , ACBREZTASBHENEY, £ ID vER
N, ERIENRGFHRFEZEASMENE M,

Ef£A OIDC B1 14 (IdP) /N ERIENRBRREE 26 PV B 100R |, BRI DXL
SRUHEEM. EUREEN , XANSFRMESEAENEMAKIsAuthorizedWithTokenDk,
BatchlsAuthorizedWithTokenAP| & RHEX B, MRERECEREFMENSXNREFIM ID SHEPHRM
EEREREN , BALRUTURERK T . NREQIBNREFMESESORENS , N A EEMH
WINEFER API BREUENZHMEERENREERE. AE , BAEARRESEPNEEREE
K,

=

oy
- 1D SRS EIEN

o BRSBTS A

- XTEMBFHEEENM

ZE|

R 1D & hR RS I 2R 44

Verified Permissions &S EBERENAFPNE MR ITLHE | A1 BZMNLE, BARR T,
BKRES, D SHMEETEMMNIGRES (ABAC) BRUERTHEER, MELHELLZZRIFHNNER
FHERHE SRR DX ERIGRIREE , BREN BB KFIERE ID T,

/8 OIDC 2EEIRMEMN ID S5 A Amazon Cognito ID SEABKMEE., XBETFRE, &8 IdP
ATREESIIRER OIDC B , REEFBENEN, FERIENREH AP OERWREFME , I
LUR I B~ ID S OIDC R , LA AF R CEFHRFIAFEY. A TERIENRR

HEZRE AP WEMZEN , Rt BXIRHERER,
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EXEZEER , i35 02 Verified Permissions K B& 17

LT 2EHR OIDC & 173iR Ay KBS 17 Y RG22

"User": {
"shape": {
"type": "Record",
"attributes": {
"email": {
"type": "String"
.
"email_verified": {
"type": "Boolean"

I
"name": {
"type": "String",
"required": true
I

"phone_number": {
"type": "String"
iy
"phone_number_verified": {
"type": "Boolean"

}

BRI LR F TRV REE R P |, S HE MR OIDC ID TR E H.
BR &Y 15 (R 5 h

Verified Permissions 2 EBRRAFHZANIGRISEERENRIEBES LT XEY. BRTHEANAR
B\, REEW 1dP MR SETTREEEEEX AP FRINER, HRSHEEERAETAGN TR
#l (RBAC) WERINERFPRERH. MKHPEAK A BREUAANHECEFANRNEREEEELNEESE
HHBMIANE B,

SREHE OIDC BEEH K ZE 5 H 5485 Amazon Cognito i RISHEIEE — B, EiE4 “BRIEN
BR” B , OIDC TR TS B E FMXX R, ATEAER context.token.attribute_name ¥5|H
BRSHENES. LR OIDC FESEaEEARFRE R,

{
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RAriEmE

"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"groups": [

"Store-Owner-Role",

"Customer"
1,
"iss": "https://auth.example.com",
"client_id": "lexample23456789",
"aud": "https://myapplication.example.com"
"scope": "MyAPI-Read",
"exp": 1688096566,
"iat": 1688092966,
"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",
"username": "alice"

AR R~ 88 7 a04al7E Verified Permissions 28¥ s R BRRBITF RS EFPHNEME. BREEREWNES

E5 , FERERERMEEFMEN,

"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {
"type": "ReusedContext"

.

"resourceTypes": [
"Application"

1,

"principalTypes": [
"User"

},

"commonTypes": {
"ReusedContext": {
"attributes": {
"token": {
"type": "Record",
"attributes": {

B RS EI A
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"scope": {
"type": "Set",
"element": {
"type": "String"
}
.
"client_id": {
"type": "String"
}
}
}
.
"type": "Record"
}
}
}
}

BG4 X A TR R RG] | BB HR I OIDC 14 I i
KR T RS R EESFI
ENCTARRES AT o) T e

HEHRTEENS , ERIENBRFEFHARSE LT, # ID TEENRS , ERIERBRFGF ARG IE
RABM. ¥THEEERIENREHFHSPEIEZIREFE  REERBEEENROIRBEEES 2ERR
BHEOXRER , AEREERYPERASEEENHRIT ID TEEN. HRTEERETETAGHNT
[Fl42%] (RBAC) MBFA K R FIRFEER , T2 B3R E b BHR S B SR B 7 2240

TEESODREM

EERIENRREF AR CZS RN , FTRRHEABURICABERME, IHTURHIEERNRES
BRERPWRIEHIR. EAUREFTEREMEIREN required , BENLAEFETABERNERF,

RBAC TEERMFHEM

B RN RYEUR T EERN S R B IS RER, SR — MRS A/ SRR | F—
NEHRG I FARGRE, IEXCRFRFHREENZ D, BTXERINEER , ERTUEER
TAENHFEZES (RBAC) EREMEENFEMFMAF TEE THREANTRIURENRE, @R
MARITEERATT REBFHEHNRICEE. XB ID THENAFEESETUNETEENTFRE
% (ABAC) BRI A ESE. WHSHEN L TXEEIEEW OAuth 2.0 EAIIZENEER
XEFERAURARBREAENFTNEREHES , EFEERHTHANELEL,
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ERIERRZH & P /A API Gateway MH G IRHEHITIRE" M 5|1 FNIRE” BT R E
ID SHEH. BESEERNERFENLL, ZERZEYPFMIEATRTEFR , LHE JSON EX
TRERMFHFI CommonTypes Bit. AXEZRER , B2 M BRE TR TR,

OIDC H#FE M IFZ MR

7NI0 OIDC R AT , WA LME ID HIFR T PR R BRI R FETRANFAKR RENEFA
B, ZTWIUFAYNR AT BURBI L & NAV B A =B

1. T H RN FRE : "groups": "MyGroup"
2. L= RIIFIR:. "groups": "MyGroupl MyGroup2 MyGroup3" SNMNFE&HFHEEBE2— N4,

3. JSON ( LLES %R ) 5%k : "groups": ["MyGroupl", "MyGroup2", "MyGroup3"]

(® Note
Verified Permissions A =& D RN EHAFBEFNENZHERBR RN —NRIMWEA, BN
HHEERFANASHEBREANE  FERIAMBRFERHNZTIE. S0, REB HWELAMy
Groupy#& = MyGroup,

EFEAMHRE

VR TFHEIHREENAFRNEBRATEAREEFHN —NRERE : 2LE IDERHESHE, X

F OIDC RA4tr , BUMERME HRAIERCHEER, BALERE ID RFRIGHE , HEENEES

FRERODEELBDEREREFHETHVLETEZN. BHIRNREFENGHTEFH B3RS
FERIENREFHATNEMETZR  FELUNERSARZIREREELENCEER, FRSHER
FERRAERNREMEHNRBNENE, UTEENBNAERBEEMEFER ID FHRSE,

Cedar R BERELEZHEALTRES

REBEEURLNER I HEEEMprincipal.username, N FSHEEBEBZFF T
REHMNAZSBEEEZRBEZER/: , fln., 5/, Verified Permissions 7oi& AT & 21X

MRS MHE, principal.cognito:username context.ip-addressf&HAMN i
Fprincipal["cognito:username"]=scontext["ip-address" 1AW HIEERRERER L
XEZH, TNLFH_SFRABEBNPHNERER , R ZERNE—IFEFIEFHIA.

LRBE X EHN D REIZRMUWTAR

"User": {
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"shape": {
"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": true

}I

"custom:employmentStoreCode": {

"type": "String",
"required": true,

},
"email": {
"type": "String",
"required": false
}

[}

XFRBEW ETXEENEIBD ROIREUM TR

"GetOrder": {
"memberOf": [],
"appliesTo": {
"resourceTypes": [
"Order"
1,
"context": {
"type": "Record",
"attributes": {
"ip-address": {
"required": false,
"type": "String"

}
}
1,
"principalTypes": [
"User"
]
}

B RORFET XS b SR 4 3 17 30 IE A9 SR B TR A

, BERAERAATES R ERSIARXTEM,
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OIDC RRHERY = F 2 AXKUE

[6] 5% BE 170 RN BN B 49 JRET |, Verified Permissions 28 AT RIE ID MG RIS 2R RN ERANER
Bk, XU &4 BatchIsAuthorizedWithToken APl iR IsAuthorizedWithToken®y
LEIES, ID MiFHES L% Amazon Cognito #1 OIDC B RI{TREFMAE. B Amazon
Cognito AP iR , £33 WU BR AT SARIE S MiF RS EPHNE SR ID. B OIDC =24
m, £33 WU AR AT SAIE ID SRR E iR ID MG RSP Z AR

fflan , B ID R EENNARREEAN S0 RARESSFI B IRIR Flexample23456789,
m, SRREHESEOTEKE S B FRMEXEE URL B&Zhttps://mytoken.example. com,
FERFRTEN |, audFBHBLEZ R HExEK,

OIDC ID $kthaudERGEE % IDs , i, lexample23456789

OIDC FRITHMaudFHEBETENZ XML ( Hlaihttps://myapplication.example.com)
MBEEFU IDs (0 ) Mclient_idABH, lexample23456789

RERBEFEN , FRA - PRSI ZIRRIEE , ENBREEERZERBIESEHIZ R

« ID T — ERIENRBEIREaudFH IDs FEDE-BEF AR 5 AKIEEEE R IES ik
1D,

- GRTHE — ERIERREIREaudFRAPNMNUEREEZ RARIHEARCEKRRIERZ X, HIRFE
EEMaud=ER , WA BAMEAcidSiclient_idFEARRKIEZ X, FERENSHRAHDE , THER
BYZ AR ERMER,

RV & P im iR JWTs

BRRFEENRAREFPAIE JSON Web T HHEFAZIEL CWIERIR , TTTHEEHRBEFER
HiRe &AM JSON Web & h# (JWT) FIREUSK KR 1 FF A AT H ERIER R,

WRGIEBRIAER JWT NN ARZEFER ‘ERIENFR",
async function authorizeUsingJwtToken(jwtToken) {

const payload = await verifier.verify(jwtToken);

let principalEntity = {
entityType: "PhotoFlash::User", // the application needs to fill in the
relevant user type
entityId: payload["sub"], // the application need to use the claim that
represents the user-id

BF AR 2]
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};
let resourceEntity = {
entityType: "PhotoFlash::Photo", //the application needs to fill in the
relevant resource type
entityId: "jane_photo_123.jpg", // the application needs to fill in the
relevant resource id
};
let action = {
actionType: "PhotoFlash::Action", //the application needs to fill in the
relevant action id
actionId: "GetPhoto", //the application needs to fill in the relevant action

type
};
let entities = {
entitylList: [],
I
entities.entitylList.push(...getUserEntitiesFromToken(payload));
let policyStorelId = "PSEXAMPLEabcdefgl111111"; // set your own policy store id

const authResult = await client
.isAuthorized({
policyStoreld: policyStoreld,
principal: principalEntity,
resource: resourceEntity,
action: action,
entities,
b

.promise();

return authResult;

function getUserEntitiesFromToken(payload) {
let attributes = {};
let claimsNotPassedInEntities = ['aud', 'sub', 'exp',
Object.entries(payload).forEach(([key, value]) => {
if (claimsNotPassedInEntities.includes(key)) {
retuzrn;

jti', 'iss'];

}
if (Array.isArray(value)) {

var attibutelItem = [];
value.forEach((item) => {
attibuteItem.push({
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string: item,
1)
1);
attributes[key] = {
set: attibuteItem,
I
} else if (typeof value === 'string') {
attributes[key] = {
string: value,
}
} else if (typeof value === 'bigint' || typeof value ==='number') {
attributes[key] = {
long: value,
}
} else if (typeof value === 'boolean') {
attributes[key] = {
boolean: value,

1)

let entityItem = {
attributes: attributes,
identifier: {
entityType: "PhotoFlash::User",
entityId: payload["sub"], // the application needs to use the claim that
represents the user-id
}
I
return [entityItem];

}

T B AHB R BI6E A Zaws-jwi-verify EESRIRIEE OID IdPs C JWTs RBMNZZ .
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Amazon S UF X PRRY EE R

Amazon Verified Permissions S5 AJ & B & E N AR P SRIB AR |, Bt & AR E tF 258 H
EBREEETEENGESE®R, XEERERTHPEAGEAGNEAIE , N ENNARFSR2 TR
MR L8 E#2,

B, &AM

- /LD #HARIER

- EBRESETERNE RS

- B4 I

- RAREMREDEEN TS EMER
« TETULFEEMAZENE

AIMEEHNARFRE  SERESPITUTERE

1. BYBETERN PEFESEANER
2. NERAREERH RN ETX

3. EAERIEANRIEERPUREK

4. RIFERG RK e 15 7] 42 5l

ERIUFAYINPR B BT S iF LT HESR

- Express.js AT Node.js NFAEF

¥ Express 5 5 I6iF A PR EE X

Verified Permissions Express SRz M#t 7 —fhE T A E4# 575K Express.js NARFPRIET
N BRXMER , BAUERABHNRIRBRIFEN APl RS , MAFBIXIMENRALERE
F. ZEKBIEBIER, BEESENWRBENEHTIIGHBRRAEENAFTEHRZRFAORR
RKELERINRE,

REBFES|FETHRIZE Express £ , MNBIER R FHE ISR RBZXPE M4, BEHITIXLES
B G GBRERLHRIEEREIA G Express N ATEFRINE KK RIS,
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RAriEmE

REFHEIA T LT GitHubfF & =

+ cedar-policy/ authorization-for-expressjs-Express.js #J Cedar %X F 8] 4
+ veri@@ fiedpermissions/ authorization-clients-js-#9 2 3 % fR #Z X & F i% JavaScript

- verifiedpermissions/examples/express-petstore-f# i Express.js # 84 #J RIS

FRF M
TE3EHE Express SER 2 B , iBHR -

o BERG R ERIENRAIAmazon K
« Node.js M npm ZE 7T

« —“\ Express.js B AEF
+ OpenlID Connect (OIDC) & 131247 ( 6120 ) Amazon Cognito
+ Amazon CLIELE 7 & HHIXFR

REEK
S RIEREFME
ERUT B EQEREZ % Amazon CLI :

aws verifiedpermissions create-policy-store --validation-settings "mode=STRICT"

® Note
RIEFER FRE KRB ID, UEERFESRIER,

\|

SR 2 REMBIKR

EZH Express NARBRFHPREFMENIH4SS -

npm i --save @verifiedpermissions/authorization-clients-js
npm i --save @cedar-policy/authorization-for-expressjs

TR
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https://github.com/cedar-policy/authorization-for-expressjs
https://github.com/verifiedpermissions/authorization-clients-js
https://github.com/verifiedpermissions/examples/tree/main/express-petstore
https://docs.amazonaws.cn/accounts/latest/reference/getting-started.html
https://nodejs.org/
https://docs.npmjs.com/
https://expressjs.com/
https://docs.amazonaws.cn/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.amazonaws.cn/cli/latest/userguide/getting-started-quickstart.html
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BLiE R

%1 £ H L1& Cedar 2283

EMELTRNARFHNRNER  SEMARFAPNEELBENATFRAPRITHRE. BNEUAENS
ENGAZEE, FEWRFIF , HAIEAKR YourNamespace, ZUFLRHMIMHNEI S 310 IER R 5K B 13
B, MRS SRR |, ZRF 2 B BIERERIERRE,

#Z@cedar-policy/authorization-for-expressjsBH B DHEH N AEFE OpenAPI
M HLERK Cedar £, BEHFEMT , BENREEHNATTHFRYLEN.

WMRIE%H OpenAPI HI5E , M 1] LL#R BBexpress-openapi-generator i 4 B9 HRIE 51 B 4 X OpenAPI
M.

BIFLREY OpenAPI HISEAE K —NEW -

npx @cedar-policy/authorization-for-expressjs generate-schema --api-spec schemas/
openapi.json --namespace YourNamespace --mapping-type SimpleRest

ETER , Bt Cedar RHLUES—EER Amazon CLI, BEXFIERERANEZEE | &
SRRBIFEEN, MRRFERCRELENFELY , AUEZEER IR GitHub /745177 f&
FEprepare-cedar-schema.shiEA—NMNERNPEIAR, UT2XZMAEARE , ZBEIZA
f£v2.cedarschema.forAVP. jsonX i H BRI PRE AV,

./scripts/prepare-cedar-schema.sh v2.cedarschema.json v2.cedarschema.forAVP. json
RN RN LEREENREFHX |, policy-store-idERNEHRBEEM ID !

aws verifiedpermissions put-schema \
--definition file://v2.cedarschema.forAVP.json \
--policy-store-id policy-store-id

HIR 2 BIEBRDURES

WMRAREEETRREE , Cedar FHELFTAERNIER, Express HELRE KB BRI ool £ BB R £ BLUR
PIKRE KA B BB IR,

HEEFNARFREALERN , BRNBUERAEMIZEENRT (laaC) TEREBHFER, BXESE
B . i%%¥ 5 Amazon CloudFormation,

4 X Cedar KB RBI :
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https://docs.cedarpolicy.com/overview/terminology.html#term-namespaces
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https://swagger.io/specification/
https://github.com/nklisch/express-openapi-generator
https://github.com/verifiedpermissions/examples/tree/main/express-petstore/start/scripts
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npx @cedar-policy/authorization-for-expressjs generate-policies --schema
v2.cedarschema. json

XRFE/policies B RHAERRHIKM, AF , LALURERD A B ESUX LR, .

// Defines permitted administrator user group actions

permit (
principal in YourNamespace: :UserGroup::"<userPoolId>|administrator",
action,
resource

);

// Defines permitted employee user group actions
permit (
principal in YourNamespace: :UserGroup::'"<userPoolId>|employee",
action in
[YourNamespace: :Action::"GET /resources",
YourNamespace: :Action: :"POST /resources",
YourNamespace: :Action::"GET /resources/{resourceld}",
YourNamespace: :Action: :"PUT /resources/{resourceId}"],
resource

);

BXCRBUAES—EFEM Amazon CLI, BXFIERANEZFEERE , BZHSERZRPH create-
pol icyo Amazon CLI MIRRE XL REEETEEHRBY , TAE SRR R GitHub //REI1F 6
FEconvert_cedar_policies.shh B —NERMHA, UTEXNZMANEA :

./scripts/convert_cedar_policies.sh

XA HI K BE _E4£ 2 Verified Per policy_1.json missions , Eift R S4B EMpolicy-
store-idBMARIEHRIEIZGEE ID

aws verifiedpermissions create-policy \
--definition file://policies/json/policy_1.json \
--policy-store-id policy-store-id

SR 3 EESHREE

BRNBERT , @RI RBR P EH2IZE AP iERARRAR L PR AR JSON Web w1
(JWT) , BEREUAFER . BRTIMITRICGRIEITES | ERIERRE A AR IE S HE,

REER =


https://docs.amazonaws.cn/cli/latest/reference/verifiedpermissions/create-policy.html
https://docs.amazonaws.cn/cli/latest/reference/verifiedpermissions/create-policy.html
https://github.com/verifiedpermissions/examples/tree/main/express-petstore/start/scripts
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FERAENuserPoolArnFMBIEZ—NE NN B MREE X HFidentity-source-
configuration.txt , ZXH W T RclientId :

{
"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:region:account:userpool/pool-id",
"clientIds": ["client-id"],
"groupConfiguration": {
"groupEntityType": "YourNamespace::UserGroup"
}
}
}

BEZETUT Amazon CLI S S RIE B MR , policy-store-idER B REEEM® ID -

aws verifiedpermissions create-identity-source \
--configuration file://identity-source-configuration.txt \
--policy-store-id policy-store-id \
--principal-entity-type YourNamespace: :User

SRINRAX A B4

BN Express MARFASERNPREYG, BRGF , RIIEAN AT , BEEAIUE
RAirRTHE, BXEZER , HSRauthorization-for-expressjs B GitHub,

const { ExpressAuthorizationMiddleware } = require('ecedar-policy/authorization-for-
expressjs');

const { AVPAuthorizationEngine } = require('everifiedpermissions/authorization-
clients');

const avpAuthorizationEngine = new AVPAuthorizationEngine({
policyStoreld: 'policy-store-id',
callType: 'identityToken'

18
const expressAuthorization = new ExpressAuthorizationMiddleware({
schema: {
type: 'jsonString',
schema: fs.readFileSync(path.join(__dirname, '../v4.cedarschema.json'),
'utf8'),
},
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authorizationEngine: avpAuthorizationEngine,
principalConfiguration: { type: 'identityToken' 3},
skippedEndpoints: [],
logger: {
debug: (s) => console.log(s),
log: (s) => console.log(s),
}
18

// Add the middleware to your Express application
app.use(expressAuthorization.middleware);

A= 5 X

BRMERTENAF TR APHRRARHFER , ARG RNEKI, RNPEFRREBEEEX
Ry R B B 3 T E N E R

i, MRERET EFTRANBRHAEAFA :

- BERA NAERFEMERNEN TS RNR

« AT : AEE, QIENEHMAR

« B RBEEERR

A BSEATENAFEZHAEREHIRERRIENREEREERTEIEIT. £ Express M AT
FHRRKRinS  EUEIEEEH  EPRHETEXBINRENEZFAEE,
B B HEE

MRBRRKM , FEIRATHEE -
- RIFENREDRE ID REER
- BERENSHIREEER
- REZHNEEBRARTIER
- BIEEH IWT SHEEEEX

JREL R

KUBEXERRE , BER :
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£ Amazon RUE A PR SR I ITAR

RIEREEFMH. KK, EiR, FHANRIURESS , SiUFBEFER Amazon Verified Permissions &%
BERT . EXHERIEMNNREN , BIFPRIKEEWEE Amazon SRARFHINERESIE
k. ENERIINRELHNNAREER , BRIMN— Amazon SDK H3RIiFHERIENR API H4t
IR R B 12 E R IBPURK B 1555,

ERZSRIENRRBITRERNN TRARFPH UX RN API RERIFEBH.
R P30 PR

BRHAPNEWRARRF UX WiHRNRE. BUURAATFAFEEMNEEHANBYIRE, &
H, BEMEMGRR, 6, SAPERN  SURFEREEKFPRSE “BIK £, 8&q
Bz AP A AR RAE, Bl EE—MRITRRAEFT  SURFERERBATENAS
ERRZ R,

API R

EHEIRAPXNBEANFENR. NARFEERIARAREGEN —3B0 , HMAIEIAFE APIs, £
RITNARFHRGIH | Verified Permissions &R “#0K” 24 , HEHAFP L EEKE | &4
I EERNRPURE. Verified Permissions AJ ARSI RS KA ETK B ARk # API 5
KR, ARG R F K #E3k B H A K P B9 18 Ko

WAL N ANROIR B R FEERA. ERERE , FEESNN AR LI DigitalPetStore /R il 5
R

BXREAHERNED UX IXENIRERROINARRF , 52 RAmazon Z218F L/ “FH Amazon
2 3 UF YA R 31T AR AR E B,

&

- ATATRINN AP R

s MHEBHNENER

- FENBRERSRNARFER

AT RXAY API 8R4

ERIENR AP BB TENIRE,
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https://www.amazonaws.cn/blogs/security/use-amazon-verified-permissions-for-fine-grained-authorization-at-scale/
https://www.amazonaws.cn/blogs/security/use-amazon-verified-permissions-for-fine-grained-authorization-at-scale/
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IsAuthorized

IsAuthorizedAPI B#ERFEACRIENRHRIERNADOR, BUTIRRAEE, BF. &
B, ETXHMEMEITR, Verified Permissions 2 BRFEEFERN KR FEXPEA T ERPZENME
REEKITMH BB R,

IsAuthorizedWithToken

ZIsAuthorizedWithTokeni®E/ERHE JSON Web ThE (JWTs) FREY A P BIEE K BRNE

K. Verified Permissions AI E#5 OIDC =AM E S A , #la1 Amazon Cognito £ SR B 776
#5127 . Verified Permissions £REAF ID A ETHEANFERIEZEBNERPFHOZIEANRT
BEM. BB SMRETHAFBHERBAR R TR RBILUIREN TR,

AR BETEIsAuthorizedWithTokenERFBEEXRBASAFRTHRANER ., BATERE
EEABIRERIGRIEMEMN JWT &,
BatchlsAuthorized

#ZBatchIsAuthorizedBHEHEEN AP ERFLEBHN BN ZERARBRRNSNMRIORK, iR

ERERDARN BN ERE , NMBEARERBRDEFERAE  HIREKS 30 MEXHER

EFEMRENTRIUREK, BENENRRNMERN , S0 LIFFER P A A R IRIITHIRE,

BEXNENEIEANMEBRN , AL 70 B REUREN TR
BatchlsAuthorizedWithToken

ZBatchIsAuthorizedWithTokeniEEE—N API BRHANENZRALESNRNRE, &£
FABHEHWREFH MR ID RFRGCEEX RS, HBREFERIEANENMMLEREE , U
BEAREMRDERIFAFEAE , HFIREGRZ 30 MEENBRERPEMERVEDRAE, TEHNEK
B, B LUBYHBEMS A, B XP R KR T ERBE AT 75 R PR

5 —#TIsAuthorizedwWithToken , R EEEBatchIsAuthorizedWithTokeniERFEEHF X
BASAFRFERARBENER, BXTEMEZFEABFEEXRIEIREN JWT F,

A SRR R E

ETHRIBNHARFR Amazon ERIENRFBBUREN I | & 0] LAE Sl E KB F £ A Amazon
250 U R 1 & FiEiE HTTPS REST API 3R ERIEN R TiE M. NiXFEE AT TERE
17t FE Y Amazon Web Services B4l & FAGERMBNN T E,

fEESMNESEREONARERRIT , 2URIFMNNE REST APl @A AN T —%, 23 RIFAIN
FR API 2 i HlsAuthorizedlsAuthorizedWithToken, FBatchlsAuthorizedER 22X & ) Amazon API
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https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_IsAuthorized.html
https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_BatchIsAuthorized.html
https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_BatchIsAuthorizedWithToken.html
https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_IsAuthorized.html
https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_BatchIsAuthorized.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-signing.html
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[ X450 AR 55 48 i 17 SR BV IR SR BN N BRI RPER | & BAEREM APl FFimAERER |

HWIEENRERDRIEERPURE,

filgn | BELRBUT ZERIsAuthorizedE ROIK IS 4 Pt 7=

Test bench

1.

EERIENREFE LITFAERIENRZES &, EFABMMNREIRBERE P URREST
fi#DigitalPetStore,

2. EWRBEEFEE NWHAE
3. EERIENPR API ZZEIsAuthorized PEFRZHMIXFEER, U TFAELES T R~H 4 F
5| FiZDigitalPetStore Rl B 45 o
a. NEWLBRAIRK. BEUERKXEITH , HikEDigitalPetStore: :User H i
AAliCeo
b. FMEWLMABRENEF. & “RNMRXE”, %FEDigitalPetStore: :Role , AfF
WA B
c. PRBERENIAF “1234", WTERAEEZRENER , &
$¥DigitalPetStore: :OrderHH A1234,
d. ZDigitalPetStore::0rder®RFEFEE—ownerBM. FF Alice RENITENTE
#, %&$EDigitalPetStore: :UserH M A Alice
e. Alice BREFITE., W TERALEERBNTS , 1%
##DigitalPetStore: :Action::"GetOrder",
4. EFZTERER, ERLEBINREFETD , LBERSSHALLOWREK, EERIREIREH
HE” BUR,
5. MNEMSMFELESF | EEFERE, EFEHSER , fikh “ERAB-REUTE,
6. FEE A6 BTERAREFAGHARRENMEE , A2 RIERRAFIZEKR,
REST API
1. EERIENRERZEFAE LITHERIENEZEG &, EFABRMMNRERBEMR P OIEREKT
fi# DigitalPetStore,
2. BTENHRETFEXNERERM D,
3. IsAuthorizedE BRI R API Z&Er | &5 4 5| AiZDigitalPetStore RIHYE K IE X,
4. FTFEWN APl B , NEENBERFEUEXN XERFHANER. MRGIFR , ERRE,

Wit AE R
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https://docs.amazonaws.cn/general/latest/gr/verifiedpermissions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-signing.html
https://console.amazonaws.cn/verifiedpermissions/
https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
https://console.amazonaws.cn/verifiedpermissions/
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5. MM RHIEREX , AEEMWpolicyStoreIdEE RN Z 2 viiE FTHEKEZEAM D,
6. RBXBERAEBEFELR, EEHIADigitalPetStore REEFM#H , iERSIEE —MALLOWRTE

BOLESON AR RS, EMAER , LERERHMEEERMREK,
1. BERERNARASETRERIENRIRE, Sl , HEWMLWAREHR NEmployeeHFHmT 1234
HownerBME XN, Bob

2. UEMIZPURKHN AN ERREE, fla  E3ERN ‘B AG-REUT R WEBER | UAMIBRUser &4
MRMEEWSRMY , Resource RIFIESUERUAEHBobBEEFRITE,

3. EUEMUATFREMEEEZZRNARE, EMBERFEM , LUE Alice IJLUREFHWER, #luw , &K
BiUser AR E R NActiveUsersEiIK A InactiveUsers,. BEFBER , MERGRKAFRS
BEEFEECWITE, FHFIEREM | £ Alice RAEKRAFPHRIEFZS AP,

MENENERSNRAREFEX

EELZN M ARFP IR Amazon Verified Permissions |, A E VIR FE N AR FEEIMITH R
FMEH, ERNEBEHRIAVHLIN G , T—PERMNBHRITHBER APl EXR, At , BATRE
NARFEZEURERFEEHFNEERTRIGERS,

B1 A2 Fr a0l 62 A 2 30 UE RY X BRI A 3K

1. BREAXIGHAFNEE, BE , AFNEAGEELE S NRIENSENFAEEPRE , flm
JWT B Web £1i& Cookie, XL = #dE AlaEK B 122 AY KM 1745 B/ Amazon Cognito &
kR , thAT8Esk B H A Open ID Connect (O IDC) 12w,

2. WERXAFAZTRNERNEES. BE , SR/ MEERENNARERFINEH A~ G Ee
EHNARFRBEIEXBRNER.

3. WEEMNAFBREXRMVEE,

4. ERNERIENRNZNGER , ERE3EAFPZRBRENZIEA, BIE. REMEZME, verified
Permissions 2R IE &M RS F68 P VRIS IT A ER HIRERBURE

5. BHNARFIEREKE ERIENRNAVFSHIELMA , H58HMITH AP IERRE,

ERIERR AP EERE T H Amazon SDKs, EENARFFIMALTRIEANIR , HRER TER
1&E S HY Amazon SDK EREINAREFEH.

ETHMEZEEHHITTE Amazon SDKs , i§Z % T E Amazon Web Services,
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AR R & T B XU PR R IREY XA 4%4% Amazon SDKs,

« XEHATF NET #9 Amazon SDK

« XEHTF C++ 9 Amazon SDK

« @A T Go 9 Amazon SDK

« &R T Java 9 Amazon SDK

« &M TF JavaScript 8 Amazon SDK
« SEF T PHP # Amazon SDK

* Amazon SDK for Python (Boto)

« S&ATF Ruby # Amazon SDK

« JEH T Rust B Amazon SDK

LA 5&AF JavaScript 8 Amazon SDK RlIsAuthorizediR B £ F I 5 # 5 UF AR A Amazon
Cognito f&i{b 4% E B

const authResult = await avp.isAuthorized({

principal: 'User::"alice"',
action: 'Action::"view"',
resource: 'Photo::"VacationPhoto94.jpg"’,
// whenever our policy references attributes of the entity,
// isAuthorized needs an entity argument that provides
// those attributes
entities: {
entitylList: [

{

"identifier": {
"entityType": "User",
"entityId": "alice"

3,

"attributes": {
"location": {

"String": "USA"
}
}
}
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EZFRERR

+ Amazon ERIENRIFIT L

Amazon ERIF X R-F IR

£ AT S RF R ASP.NET Core N AR B EXRNRREHRER
£/ Amazon BIFRBRA U FNAREFHERNERS

{5 F3 I S IAE A BR F1 Amazon Cognito B4t 4% E %X
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B APl F3R

FL 5B AU BR MY & 115 K 2 EFH1ZPOSTH3ER HTTP 2 HTTPS #&3KR,

ERIUENRL IR K

R FAE Web RS AO R URL, EERBAIERAE |, A LLUERE YA Amazon Web Services
Xig & TT R, BXERIEINBREANLKET AWEER , BSETMW Amazon ERUEFNPEAmMazon
Web Services — &%,

ERSH

Amazon BRI REH JSON-based 1. BAILAE HTTP &R EXF LA JSON W £1% 15
RSB, FIRI JSON BART. BXREZEER , HSH (Amazon ERIENIR API 2E) bW EHR

B RIR AR

ESNMMBF | FES x-amzn-RequestId HTTP MR#Rk Amazon RE—NER ID, LtFHFER
Amazon 7 ELARMIRIRE BN —#RRRF. REBER D B2ESMNANA , BF TRES TR
DRR, EHRESN API XHETELIIH,

& API 45 iE

WA LUEE HTTPS KX EHER, BHXNMEBINEHERPEEZLE, AXRENFINZEENESE
B, BZHEHHZE Amazon API i§3RkAmazon Web Services —fi5Z,

o HEE

Amazon AENRFEREEBESH APl MARGHTIEMNM Query API RMENARERFNHRGFEAR
RETE, REIKRDB, HENEMAETR, XEERETEAXRIIGE (REBEEAPI H) | flNEREH
WUF, BEREBIFAMBIRCE , KT AERWBA], ERIENRENEREATUTESNES

« EAT Go B Amazon SDK
« Amazon &R F Java 2.x 9 SDK
« EAT Java B9 Amazon SDK 1.x
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« &M F JavaScript B Amazon SDK
- AT .NET B Amazon SDK

- SEAT PHP & Amazon SDK

« Amazon SDK for Python (Boto)

« @A T Ruby B Amazon SDK

BXRAAESNENRIIRBNESEE , FSARMKBINE,

fEF P OST ###H API &R

MREFRFERAEH— Amazon SDK , AT LAERER A ZE ST HTTPS & H ERIENPRPOSTIER,
ZPOSTHEERBIEF RIrLPIEERIE , HIEBEREXHLL JSON &R HIBRERIE,

¥R B ¥Rk E
Host Amazon BERIFMPRAT R, 0 : verifiedpermissions.us-

east-1.amazonaws.com

X-Amz-Date RAMMIE HTTP B EIFRL 3 Amazon x-am z-date ¥Rk hi2Hat B &, H
E HTTP BEFIREARAFRIRE B PRk, MREFHE x-amz-date ¥rk |
N R 541515 R 5 10 UF #A (8] ZB&{E 7] Date #rk.

x-amz-date #r3k AL ISO 8601 EARENIEE, Fla0 : 20130315T

0920547

Authorization Amazon ATHRBEREVNUENMES N —HRNSE, BREELFRL
NEZER , FSHRPHNZEEZRAE 4 LFHFEAmazon Web Services —
BSZ,

X-Amz-Target BEEERTH ‘BRIERR” #14E,

VerifiedPermissions. API_Name
flgn , E@AZCreatePolicy B , BHEAUT BHRE
VerifiedPermissions.CreatePolicy

Content-Type EEmARR. EAUTE,
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RAriEmE

PRAEBR

Accept

Content-Length

Content-E
ncoding

PRk{E

application/x-amz-json-1.0
EERMER. EANTE.
application/x-amz-json-1.0
BUABBH KRN (LRFTREM )
EEM AN B HAY YRR, EAUTE,.

amz-1.0

AR R HTTP ERM#RARHI , ZBERBREEEREZMEXPRAERENSIZR , Amazon
Web Services Ik E#Principal5slH T name User d alice, fEMRHIH , RTE
FAuthorizationH@iE , WAL AXF#RIT. TEEIRRIEERE R A X FIRIT,

POST / HTTP/1.1

Host: verifiedpermissions.us-east-1.amazonaws.com
X-Amz-Date: 20230101T200059Z

Accept-Encoding: identity

Content-Type: application/x-amz-json-1.0
X-Amz-Target: VerifiedPermissions.ListPolicies
User-Agent: <UserAgentString>

Authorization: AWS4-HMAC-SHA256 Credential=<Credential>, SignedHeaders=<Headers>,
Signature=<Signature>

Content-Length: <PayloadSizeBytes>

"PolicyStoreId": "PSExAmPLE222222222",

"EntityType": "User",
"EntityId": "alice"

{
"Filter": {
"Principal": {
"Id": {
}
}
}
}

/A P OST ###H APl iER
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Amazon Verified Permissions &4 4

=Z4E Amazon REFZ2E, N Amazon BF , BAIUSRTENFEASHZsHRBAEALNE
SR T A 2 Y B A O TN 4R B3R K,

ZERNFHEEE Amazon BRE, TEREEXFEER NN ZEMHN=FHNZSM -

« &% — Amazon AFTRIFESTIZIT Amazon RS HIERM 2 Amazon Web Services =o
Amazon B A EBRE T UNLZEFEANRERS . EFAN—22 , F=FFIHTERN LM IERNZEH
B, ET#ERT Amazon Verified SRS ITR , BFSRERITRIX 2 958 B A H RS -

« DIREL-BNREHEERA Amazon RFRE. BEFENHMERARNE , SEENBIRN R
., BRANERUNERREREN,

MRS REBY IR T R NI FEE R Verified Permissions BRI FASREREEN, UTETNA T AEE
Verified Permissions ASEIM BN L2 MEMA M B 5. BIENES WAEAHAM Amazon RS KA B
RSB ARP BN BRI R E R

£

« Amazon Verified Permissions 78 ¥ 3E R

« &M T Amazon Verified Permissions #) & 13 #05 [8] & I

« Amazon Verified Permissions & #1145 iF

« Amazon Verified Permissions KI5z 1

Amazon Verified Permissions & ) #kiE R 3

7 Amazon D HEFFERFEA T LHBIENRAHEERY . WZEXHANR , Amazon fARKRF
IZ1TPTE Amazon Web Services TR £ KEMEN, BAREFNRETHEMEN ENRNBE
#l, LkNBATIEE Amazon Web Services RS RN LB EMEETES. BXBERVUNESE
B, BZRAKERLENLRB,

- HFHERPEHN , RNBIUERY Amazon Web Services ik E3EH A Amazon IAM Identity
Center 3% Amazon Identity and Access Management (IAM) i EMNABF ., X8 , 8MNEF R4
SRITHIERRAMENNR,

o BRABEEI AT HRNRPEHERIE -

- NBNMNKFERAZESHRIUE (MFA)

BRRT 7


https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/services-in-scope/
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« AT SSU/TLS & Amazon #iREE. BIMNEREA TLS 1.2,
- EAIRE API A P&z B & Amazon CloudTrail,
« £ Amazon MHBERS RUKREFHERIAZ 224 Amazon Web Services BRS5 .

- FRASRITEL LIRS Amazon Macie , it , ©E BT XM AR 1746 £ P A BUREIE Amazon
S3,

- MREBEHGSITHRED API i5E Amazon REEZLZS FIPS 140-2 BT INZER | EEH
FIPS if . BEXA AN FIPS ImRMNEZEL | 51 (EEKIPESLERAE (FIPS) 5 140-2
) o

s RAEZIEBWEDFNBEERBRBES (NMEZFPNEFER4ibit ) RARKEHABHBR AT
B (WEHFR) . XBREIBEASKRIUENESHE M Amazon Web Services B AXFERESE
Amazon CLI, API 28 Amazon SDKs., A TE&MHIREH B HBEN AR FERP R ANTAHRE
HAELATIHRRCM AL, MREEAIBRFEFREM URL , BRUBWEFEENU P I EEIE
8 BRI Z RS 2R HI1E Ko

- BRBREEHRTNIESEMABRER.

o RINEBINBWUBBRANENISE (RENER ) £AKE—., FATEFRTEEFEANRRT. £
RIMER |, B LUEEREA B R SSAFRRRF , BIEEA jane = bob fER User EXMEME R,
BR A EEFRED , HTX2ER , FRATITEECANE—EEXEE, BRMNBWEERAEN
EA M —#RRF (UUIDs) 2KXWE, fltn , BE-—TE—NEFLXRNAF jane, FX , BiLH
EAERT jane XNEF, ZFHAFALBESNFR{GEIA User: : "jane" WEBARTHAMER
&, Verified Permissions 1 Cedar To3X 2 & AP MBI A,

FIEEERA T EEMARINAR, BELEARILEE - BEXKZFAIESREANRRY , BRET2HE
NERBEHEE BRRAFMEEEP R TFHATRRR,

- FRREEMMVATEN Long M Decimal BN FZHEAESHRAENEIEEN. A , FHRRE
FEREMERZEERFSEHNELSTABHENEE, MEBLENEE , NiZRENSBEHRE,
EHERVREEHLAE , XEKREFUREABEAEATEAT R , REZRILREITESXENT
SEFRLETA R,

B 0

Amazon Verified Permissions £ BaIINZMEZEFHIE |, AIERABEK., Amazon £E R #4A
Amazon RIENRZEAGFEFEH a EFRFREEXRH RINBEE,

BEXFEAEFREZPARITMENFEMEE |, S Hthe section called ‘& B X EBEH 4,

BRI —


https://www.amazonaws.cn/compliance/fips/
https://www.amazonaws.cn/compliance/fips/
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£ Amazon BRI PR P I &R

Amazon Verified Permissions BRIAREE N2 , LAEA Amazon BEWMEZZARFHRBNBESELHK
. FERFIRIE , Amazon Verified Permissions 5t & Amazon Key Management Service
(Amazon KMS) EFEE X E4H s (CMK) BB KT, LLINEETHRBIBRSMBRT BUREK
&, NTm#BIE -

- BENRAEFIRNEERE , SR HBHE
- REETLETEE CHNREFRENENKRE Amazon KMS EFEEXNZHNEAREE
- HENESFERANBRSAMITENERNZ2HBENARERF

LUTFEWRBIMAN TN REEHEENZ AR MAER MR,
Amazon KMS Amazon REiF X PRAY 2R H

Amazon BRI PR Amazon KMS 55K , ATEE AT encrypting/decrypting & 7 ZIE /Y 1N 27 2
o, ETHBEXRFRRARBENMRSNESZEE , FZH (Amazon KMS Developer Guide) F#Y Amazon
Key Management Service concepts. SIEFTHREEF@ET , TAMELT Amazon KMS 4R B ik
B HEHITINE -

Amazon BB %4

ZRIAINZRE A, Amazon Verified Permissions 6 %41 , BXFEXEMEANAER , A BSELIER
MNESRBERBEHRHITNE, FAERIENBEMBENSZSR , TEERBINABRFPRNEEHTENE
B, encrypt/decrypt

EFRERH

&I Amazon Ik HAIE, HEMNBEE®RHA, RUTEL2ESH Amazon KMS A&, Amazon KMS &
PREANTZH s EWTFE, BXEZER |, BHSH Amazon KMS ENM TR HEH. EXZ4AXEMNEZESR
5 (Amazon KMS FRX AR IEE) RHEFILEZH,

HEEFREXNTA MR RR (AR FHE ) IBEMEN |, Verified Permissions & A ZZHAN R
BREFRRBRHTME, EFEANBRERFE TRRAEAEH  CEEERAFBRPR T SRR
RIS ENPR, BRARBE—FETERENER , BULUCNEMMEENER L, ERPEEXNZH U
BEFZRBHIGENRER. BXRXEZELR , S Mthe section called “FEHEH Amazon KMS %4
%18 Amazon BRI BR”,

A, BOEHTRNMBREEEE FErEEXARH , IEENHNBENREFHET APIER &7
REAZS  RHFAN IAM AFRBEELAERNTRES. NRERIENRITELRZH , WE
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SR BZBEANZNERARPIORRE AT N R AER, HEBTEFRZBAR , BFEEFRESD
ZF A & Wread/update/delete %R , H BEMIE A Z 2478 1T 0B 09 8 22 18 A &P L W o

® Note
PRERE BRI RA Amazon XEIHRHE ERIERRAVERSINE,

/A Important

—BEM EFREARH NRBEEHTNSE , ST EEFRRFRAEAELMEZARLITNE
REMNZREFE P BRIZER.

£ Amazon KMS E & Amazon 1 iE fX R K 3 2 4R

Amazon Verified Permissions 2 NZ2 ThEE{F 28 Amazon KMS i IR Z A B X SRR BN E
TREAE,

® Note

Amazon B RN Z#FXFR Amazon KMS 4R, EReEMEHIEXN# Amazon KMS 243 3K N
ZIRH Amazon KU PRE IR,

£/ Amazon B E#4A

KRIMBRT , Amazon ERUENXEER Amazon BEERAMBFFAERR, XEFRANEHEFER , A
BERR  URPFENKFRER, BLESE, €8, FAIFIHXLEZA LT EREBYT AR
R BEE, Bx Amazon BEEZANEZEER |, 52H (Amazon KMS FF X &R ) HRHIAmazon B
B34,

EREFEERN
R FEFREARA HITMBERUTHA

o BALLRIBRFEE Amazon KMS %40 , 2 REZAREN IAM KEELUZREIX Amazon KMS %
AR, B AMER Amazon KMS %40, BRANZAH Bz R , UREFREEH
Amazon KMS Z3 4R B RF EL M B o
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Amazon Verified Permissions ArfEm
- BAILESA ZERFREXZH WEAMS ERAEEXRS PEA , U ESHEENEENEE
NEZRATFREPFER

o BALUER K Z HE Amazon KMS A Amazon CloudTrail Amazon B IEA R APl A kREF&E
§ B IR PR AR A bR MR 2R,

ik Amazon BIERRRKREFERA LN BEFRREERXE s FRElencryption/decryption, you will need to
add specific key policies to allow Amazon Verified Permissions to encrypt/decrypt’® iR

BUERER Amazon KMS 24A%K18 Amazon WiFH R

Amazon RIENRELZEL TR EFEEANF -

* kms:Encrypt

* kms:GenerateDataKeyWithoutPlaintext
* kms:DescribeKey

* kms:ReEncryptTo

* kms:ReEncryptFrom

* kms:Decrypt

ZHARBEROILT -

"Sid": "Enable AVP to use the KMS key for encrypting project J.A.K. policy
resources",
"Effect": "Allow",
"Principal": {
"Service": "verifiedpermissions.amazonaws.com"
1,
"Action": [
"kms:Decrypt",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Encrypt",
"kms:ReEncryptFrom",
"kms:ReEncryptTo",
"kms:DescribeKey"

1,

"Resource": "*"

EFATEEREN 144



Amazon Verified Permissions AriEE

THRETX

RETMREEXRHABNAERES Amazon KMS ATRENRIBAENES . XBEIF L TXHEE
BRI REA L B BIR R B BSE A

EPUURAR LT XENERARBOM NS | SIS T RBBRER :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Enable this account full access to this key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": "kms:*",
"Resource": "*"
I
{
"Sid": "Enable AVP to retrieve this key's metadata",
"Effect": "Allow",
"Principal": {
"Service": "verifiedpermissions.amazonaws.com"
I
"Action": "kms:DescribeKey",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
I
"StringlLike": {
"aws:SourceArn": "arn:aws:verifiedpermissions::111122223333:policy-
store/*"
}
}
I
{

"Sid": "Enable AVP to encrypt/decrypt resources utilizing this key",
"Effect": "Allow",
"Principal": {

"Service": "verifiedpermissions.amazonaws.com"

iy

"Action": [
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"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Encrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
},
"StringLike": {
"aws:SourceArn": "arn:aws:verifiedpermissions::111122223333:policy-
store/*"

WREMN P SR 4AFRENK /S HEE |, Nt Amazon KMS 248K B /o iF 2B IER R KRB Amazon
KMS #3T8iE, EHRZE CMK 2488 Amazon CloudTrail it BER |, XEENZETRIFHN, X
£ 8 Amazon ZHRNWEZEER | BHSHFEMaws :SourceArngaws : SourceAccount &4,

TEmME LT

MEZELTXR-AREN  HPSEATNETENRENEGLI S ORIENEE, YEENBEHK
BHBERPESEME L TXE , REMNE Amazon KMS FXFMNE LT XHAERMERE. EREHR
&, BARBMEEINE £T 3.

Amazon Verified Permissions £/ Amazon KMS iR ERERERNMNZRE LT , YIERRR
& Amazon KMS B A encryption/decryption JRF#ZRt , BAJEAE Amazon CloudTrail HER# TR IE,
ZRINER T |, Verified Permissions FENZ GRS ERA LT NEZE L TXREX :

"aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/PSt123456789012"
}

Amazon Verified Permissions 3t /o & i1 B E LN £ T3, EREFH LT encryption/decryption
REFIENEHMTHEEN -39, XERELNBHARBER FREATAEMEA , W THIFAR
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RAriEmE

"Version": "2012-10-17",
"Statement": [

{

"Sid": "Enable this account full access to this key",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:root"

.
"Action": "kms:*",
"Resource": "*"

"Sid": "Enable AVP to retrieve this key's metadata",
"Effect": "Allow",
"Principal": {

"Service": "verifiedpermissions.amazonaws.com"
1,
"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "Enable AVP to encrypt/decrypt resources utilizing this key",
"Effect": "Allow",
"Principal": {
"Service": "verifiedpermissions.amazonaws.com"
I
"Action": [
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Encrypt"
1,
"Resource": "*",
"Condition": {
"StringLike": {
"kms:EncryptionContext:aws:verifiedpermissions:policy-store-arn

"arn:aws:verifiedpermissions::111122223333:policy-store/*",

"kms:EncryptionContext:policy_owner": "Tim"
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]

MEMEZE LT XRNTESES , HEERNE
Harn:aws:verifiedpermissions::111122223333:policy-store/*H X EBERE
Staws:verifiedpermissions:policy-store-arn , Mt Z4AFERE A IF ERIENRARE
Amazon KMS ##TE8iE, "policy_owner": "Tim"the section called “8l%2 il % 5k B 17 & < 104
BREEBEXMEZELTXHEER , BSH,

® Note

BUHERETHNEZE L TNHNFRANFZARBATNZE L TXRAN TFE , MARRESNE
HEXN, LENRSEREKBHAIELFNEETINHEMEREY , IRBARKREMZ L
T XBREFBELIANE K3 o F |, WA a0 2R IERRHY 2 4R T R AR

% kms: ViaService

kms:ViaServiceZR 4N Amazon KMS AV A BR & 5k B8 E Amazon IRFHIER. k%
HRZAGERTE AR S1E (FAS), BXMEZ{EEkns: ViaService , 52 (Amazon KMS FF
K AR 1ER) ViaService iy kms:o

fFlan |, AR BBRFAERAKms : ViaServiceRHZEH , NEBFERKBRRNVEERE (BERL
1tEB ) #X# Amazon Verified Permissions BY , A A TIEEREBrentRole, EFEEXE
il

"Sid": "Enable AVP to encrypt/decrypt resources using credentials of BrentRole",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/BrentRole"
I
"Action": [
"kms:Decrypt",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Encrypt",
"kms:ReEncryptFrom",
"kms:ReEncryptTo",
"kms:DescribeKey"

1,

"Resource": "*",

EFATEEREN 148


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.amazonaws.cn/kms/latest/developerguide/conditions-kms.html#conditions-kms-via-service
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#customer-mgn-key
https://docs.amazonaws.cn/kms/latest/developerguide/concepts.html#customer-mgn-key

Amazon Verified Permissions AriEE

"Condition": {
"StringEquals": {
"kms:ViaService": [
"verifiedpermissions.us-east-1.amazonaws.com"

HVerified Permissions X RIZERNZR/BREZE , I THEERIUEWINREBEZEEZN G B, XEMSIFE
B, XRYEN, Amazon KMS X FAS 5RMWEZEER , B5H (AM AFERE) A

EESr®
52X Amazon KMS 4R

BEI/LTHHNELE , XR—MNBHERERH , B 21 Amazon Verified Permissions {5 CMK it
TNE/IRE

"Version": "2012-10-17",
"Statement": [

{
"Sid": "Enable this account full access to this key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": "kms:*",
"Resource": "*"
I
{

"Sid": "Enable AVP to retrieve this key's metadata",
"Effect": "Allow",
"Principal": {

"Service": "verifiedpermissions.amazonaws.com"
},
"Action": "kms:DescribeKey",
"Resource": "*",

"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

iy
"StringLike": {
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"aws:SourceArn": "arn:aws:verifiedpermissions::111122223333:policy-
store/*"

"Sid": "Enable AVP to encrypt/decrypt resources utilizing this key",
"Effect": "Allow",

"Principal": {

"Service": "verifiedpermissions.amazonaws.com"
},
"Action": [
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom",
"kms:Encrypt",
"kms:GenerateDataKeyWithoutPlaintext"
1,
"Resource": "*",

"Condition": {
"StringlLike": {
"kms:EncryptionContext:aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/*",

"kms:EncryptionContext:policy_owner": "Tim",
"aws:SourceArn": "arn:aws:verifiedpermissions::111122223333:policy-
store/*"
},
"StringEquals": {
"aws:SourceAccount": "111122223333"
}
}
1,
{
"Sid": "Enable AVP to encrypt/decrypt resources using credentials of

BrentRole",

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::111122223333:role/BrentRole"

},

"Action": [
"kms:Decrypt",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Encrypt",
"kms:ReEncryptFrom",
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"kms:ReEncryptTo",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": [
"verifiedpermissions.us-east-1.amazonaws.com"
]
.
"StringlLike": {
"kms:EncryptionContext:aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/*",
"kms:EncryptionContext:policy_owner": "Tim"

}

/A Warning

& Amazon KMS 28 Amazon BIFRRFEANZANZARER |, H1EETE. aRAEN
FE R ZH R HK W EE 2 Amazon KMS 488t | Verified Permissions < 31l 022 1 i 234X
R, BEELEBRBEZFTERIMIEENREENR, TEPHRLXENNRATES FTRENRIRE
MEANERIENRRS HRIE. BXHERE Amazon RIENEFHRHN BEFEEXZPAENLE
=HVFER , 53 @the section called “X} Amazon BAE R P K EF T E R T HEHER .

MBRBRLE IAM FHE

BEKFAFH IAM A6 Verified Permissions BEF EEREMANA IAM KEEAE LR EST
BEFERH ERREXNZA W R BRHATINENER,

RNTCEANBHREEE ERPEERZ , UT IAM KRB T XEMAIENRERERRE
Amazon KMS 2 R UE X FRIE1E -

"Version": "2012-10-17",
"Statement": [
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{

"Action": "verifiedpermissions:CreatePolicyStore",
"Resource": "*",
"Effect": "Allow"

"Action": [
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom",
"kms:DescribeKey",
"kms:GenerateDataKeyWithoutPlaintext"
1,

"Resource": "*",
"Effect": "Allow"

(® Note
ERR (Get* M List* #4F ) MBIBREBMNBREFMHE ELREANRA , TEHANR.

EFHH a MBARBEFE FHEEXRH, B3R (FRE M List* 84 ) . EFRMMBREH a MBEHR
BEHENTER ZEFEEXNES , BT 1AM KRB A T HERENZERAE Amazon KMS M “ERUE
PR BRAERI AT AR

"Version": "2012-10-17",
"Statement": [

{
"Action": "verifiedpermissions:*",
"Resource": "*",
"Effect": "Allow"

iy

{

"Action": [
"kms:Decrypt"
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RAriEmE

ERE—IAM XKl , EFRAFEEH IAM SERBHRRMTRAEREI :

]I

"Resource": "*",
"Effect": "Allow"

{
"Version": "2012-10-17",
"Statement": [
{
"Action": "verifiedpermissions:*",
"Resource": "*",
"Effect": "Allow"
.
{
"Action": [
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom",
"kms:DescribeKey",
"kms:GenerateDataKeyWithoutPlaintext"
1,
"Resource": "*",
"Effect": "Allow"
}
]
}
B8 HN 2 3R B 11

RMIFERANRER , HEIEMEHAXNERER. AXEREERNFRFRREHNESER | F

SR (LSBRIERRASERM) P/ Amazon ERIERRRIE 7.

EERIENRP AR FEN |, B LUEH Amazon KMS 4B BN, XAHHIR :

o NWRBEFEREFRRETORERIM, ERNNREFERFERREN ErEE2f BEYRE

EFEEEEERA
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« EABESURKIBA ( B IsAuthorized BatchlsAuthorized IsAuthorizedWithToken, 2 ) &R F 1245t
W EFREAER BEIR

B N2 KBS 176

EREBRNZREEEECH , BHRR FREEAZ BEEMERAN SN Amazon Verified Permissions
RETEBNZAREER | WEFERZZHABITINE/ME, the section called “FE{E HEH
Amazon KMS Z4A%k 18 Amazon IR EXxMLENRESEN |, HSH,

f£ A Amazon CLI :

aws verifiedpermissions create-policy-store --region us-east-1 --encryption-settings
file://encrypted.json --validation-settings "{\"mode\": \"OFF\"}"

MEencrypted. jsonFEREFRKE :

"kmsEncryptionSettings": {
"key": "arn:aws:kms:us-east-1:111122223333:key/12345678-90ab-cdef-ghij-
klmnopgrstuv",
"encryptionContext": {
"<ENCRYPTION_CONTEXT_KEY_1>": "<ENCRYPTION_CONTEXT_VALUE_1>",
"<ENCRYPTION_CONTEXT_KEY_2>": "<ENCRYPTION_CONTEXT_VALUE_2>",

HiRkey AR BERREEXNEH ARN B, AFAMEMencryptionContext#&E
X E#<ENCRYPTION_CONTEXT_KEY>F<ENCRYPTION_CONTEXT_VALUE>EXY,
encryptionContextMIRAFERMBEX , WA UTLE,

/A Important
BNEBENMFZE LT Xaws:verifiedpermissions:policy-store-arnH @& F4AE
o XZBEZRMY , MIRERLZENBENME L TXREEXNN—HD , NS HEIULE
%o
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BXERBETA APIs TRIRNEZE L , 155 Amazon Verified Permissions AP| 2 Z 5@ ##%
fEo

(® Note

MR EH Amazon Verified Permissions R H T2 Amazon KMS 48 38 B& -~ 1E 14 i 46 1 BR .
BRALLTEGR , WREHRZFAK , NS HEBEPORKIN . Amazon KMS BEFEERE
RIHEERTTRERSENN ( TUEERARR ) kAN ( SRIBRNEBHATERE ) , E4E
RTFER. BATEVERHIX < BIREN T RINE , Hl20ER=REA Amazon KMS 47, 1t
A, BANEBUUENA LN REAMazon KATHBRER , ABERESNSNAFE® Amazon EFTLE
ifil5] Amazon Verified Permissions &R T #1715,

¥ Amazon ERIFMIXE S5 2 B3 Amazon KMS

AT LLYS #2 Amazon Verified Permissions X8 H EFEE RN R EBNEAER. Amazon
CloudTrail Amazon KMS &3 Verified Permissions & HHI B NMNEREFBEIFEME L T XFMERSH P FE
A% ARN (B0 ZERFREEXNHH ) -

AR AA R Amazon CloudTrail H&E% B ~flGenerateDataKeyWithoutPlaintext :
"eventVersion": "1.11",

"userIdentity": {
"type": "AWSService",

"invokedBy": "verifiedpermissions.amazonaws.com"
},
"eventTime": "2025-09-28T16:51:04Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKeyWithoutPlaintext",
"awsRegion": "us-east-1",
"sourceIPAddress": "verifiedpermissions.amazonaws.com",
"userAgent": "verifiedpermissions.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:us-east-1:111122223333:key/abcdefgh-0123-ijkl-4567-
mnopgrstuvwx",
"encryptionContext": {
"aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/PSt123456789012",
"policy_store_editor": "Janus"
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iy

LR A/ Amazon CloudTrail H#% % B R~filDecrypt :

"eventVersion": "1.11",
"userIdentity": {
"type": "AWSService",

"invokedBy": "verifiedpermissions.amazonaws.com"
I
"eventTime": "2025-09-28T16:53:217",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-1",
"sourceIPAddress": "verifiedpermissions.amazonaws.com",
"userAgent": "verifiedpermissions.amazonaws.com",

"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/abcdefgh-0123-ijkl-4567-
mnopqgrstuvwx",

"encryptionContext": {

"aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/PSt123456789012",

"policy_store_owner": "Elias"

iy

LA AZAH Amazon CloudTrail HE% B RH¥IReEncrypt :

"eventVersion": "1.11",
"userIdentity": {
"type": "AWSService",

"invokedBy": "verifiedpermissions.amazonaws.com"
I
"eventTime": "2025-09-28T16:51:0472",
"eventSource": "kms.amazonaws.com",
"eventName": "ReEncrypt",
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"awsRegion": "us-east-1",
"sourceIPAddress": "verifiedpermissions.amazonaws.com",
"userAgent": "verifiedpermissions.amazonaws.com",

"requestParameters": {
"sourceKeyId": "arn:aws:kms:us-east-1:111122223333:key/abcdefgh-0123-ijkl-4567-
mnopqgrstuvwx",
"destinationEncryptionContext": {
"aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/PSt123456789012"
I
"sourceEncryptionAlgorithm": "SYMMETRIC_DEFAULT",
"destinationKeyId": "arn:aws:kms:us-east-1:111122223333:key/abcdefgh-0123-
ijkl-4567-mnopqrstuvwx",
"sourceEncryptionContext": {
"aws:verifiedpermissions:policy_store_arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/PSt123456789012"
1,
"destinationEncryptionAlgorithm": "SYMMETRIC_DEFAULT",

iy

BEE , BE%B 3¥%EinvokedBy 5| Amazon Verified Permissions B4 |, 33
€encryptionContext/sourceEncryptionContext/destinationEncryptionContextEis
BH, requestParameters

AR AAH Amazon CloudTrail H#% B R~flDescribeKey :
"eventVersion": "1.11",

"userIdentity": {
"type": "AWSService",

"invokedBy": "verifiedpermissions.amazonaws.com"
b
"eventTime": "2025-09-28T16:51:02Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "verifiedpermissions.amazonaws.com",
"userAgent": "verifiedpermissions.amazonaws.com",

"requestParameters": {
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"keyId": "arn:aws:kms:us-east-1:111122223333:key/abcdefgh-0123-ijkl-4567-
mnopqgrstuvwx"

}I

BEE , BESLKB $FinvokedBy 5| A Amazon B R IEXPRAY E 4,

B x Amazon CloudTrail BEZBENEZELR |, S FAmazon CloudTrail HFEEFH 7 # Amazon
CloudTrail &,

R 51
REBNACKRIUERBROLBIRS , UARER BEFREXBANBREITINE.

- KR —BERA , R EERNR

- BIERNBNRBEEFEE  ETENRBEFEREFT VAN EREEXEH

- B EPREARH NUANBERBFENERIENRIGFRMNRG , TS HIAYIHRBURE
- ERMERKEME ELAEERNEYN AT EEREEUMNE L TXXE ; XEEREOZ N KR

FERIRENBSE
X Amazon Wi RF W E - REZ AR ITHREDEER

REBHHR T IEFEFEM Amazon Verified RS ATREBEMNEN FFEEXNEA BXRER , ARHET
R RIX LR IR AV SR B D IR

B EIEIELE © Amazon KMS X BR8] &

BiR - REHFA T TREA RN Amazon KMS B , RAZXKEFAEEZRR , REETHRY
REE VAR, SEE T HIRAY RIS AIIEL T5R])”

XA REEMRERFHAAFEH IAM KB/Amazon KMS Z4A KB PR D AT FE N kms : *BENR , &
sl AN ZRATFEREFTFE.

W EEHEBR Amazon CloudTrail :

o R EHKkKms.amazonaws . comiEzl Amazon CloudTrail

- BREWERNT AT Amazon KMS BRIENSEHER
( BlDecryptReEncryptGenerateDataKeyWithoutPlaintext, DescribeKey, %)
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- &% errorCode # errorMessage FE
- B&E userldentity UEIARMAN EHZE T iZIRME

EfRERIE | BFEH IAM FBEHM Amazon KMS ZAFKABAF SR IAM ZEFEAZ FEHHN
Amazon KMS B2EFRINXE, BXEZEE |, i5SR the section called “5E & Amazon KMS 48 I
Eo

WIFFE : Amazon KMS Z4AfitE
Bi% - “BEEMN Amazon KMS R0 EERWEE”

XEWE , ATHYEEE , RETEERAAMSIANSEHAHT ERREEXEE NE. REURESES
SAMER. BT X EncryptionAlgorithm= B AR B R 2 3% KeyUsage o

FREIFE : Amazon KMS R4
BiR . BB B HEIERE Amazon KMS”

AR IR RN IE M 4R B H N R ER Amazon KMS BRI : https://docs.aws.amazon.com/kms/latest/
developerguide/requests-per-second.htmlo

HXRER

- EEZNRBUNXRE T
Amazon KMS &{ERiE
Amazon KMS & £ T X
Amazon CloudTrail £

Amazon CloudTrail B &% B R4l

& F Amazon Verified Permissions B9 & 14 #11f [0 & I8

Amazon Identity and Access Management (IAM) Amazon Web Services fRSS AT ARBIEE R 24 it
FHIXT Amazon BIRHIFRINR. IAM EE AZHNE T EY FHRIE (B3R ) IR (AENR)
FACRIENNRER. IAM EEXNTAZHEAER. Amazon Web Services RS

£}
- B

- ERASHHETEHLRIE
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EARBEE

Amazon ERIEXRA TEFRE IAM

IAM B R PR B SR BE

& F Amazon Verified Permissions H & T & 12 B9 K B R~ 51

Amazon Amazon BRI REVIEE KRG

Amazon Verified Permissions & 14 #lij 8] [a @k &

X

YR{EMA Amazon Identity and Access Management (IAM) AN ERHARTR

 RFAF : MRETEHBEINEE , BMNEE RLERNR ( i5ZHAmazon Verified Permissions &
417 6] B B E )

- REEER BEAFHRNBRHRINBRER (1FSHAmazon ERIENRHN TERE IAM)

- IAM BEER-RERATERIHRNRIER (182 6H:EH T Amazon Verified Permissions W E T 53
Y SR B R )

£ & 0 21T B IR AIE

SRBIERE Amazon EASHEIIREN AR, BH4FL 1AM BF 5403 TERRIE , KEEIE
£ IAM AB#{TEH®IE, Amazon Web Services ik~ 18 F 7~

S FwIEIHE , Amazon 24t SDK M CLI R ERH#TMHBZE R, EXEZELR , H2H (IAM AF
EE) FM APl 53K Amazon E& RS 4,

Amazon Web Services &~ root i F~

B2 8+ Amazon Web Services Ik |, B 28 — N8 Amazon Web Services Ik~ root AP Y& %
54, Z5 B AT A RIR Amazon Web Services RS MBER. RITEIIBNFEFHER
FHITHERES. EXEE oot AFERENES |, E5H (AFER) B “EERAFEENIAM F

REH0

FEARESXEK  ERAXRAFERAESNREBNEKS 50 KIES 8 Amazon Web Services &S5 £
& BHEBREIT R
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KREEMREXRBENTIE R, Web BRREEAIAF Amazon Directory Service , 5% Amazon
Web Services RS fEAR B S HRNERRTHRNAF, KESHRATRHIGHZIENAE,

IAM AP FMEA

IAM AF RN ENMAGRENARFEERENRAN —1MNEH. BIUEAIGREIE , MIFEFKIAEILE
B IAM AF. BXEZEER , ESR (AFER) FNERAKAFPFERSESnREEENEREEHE
UE F 8€ Amazon £ A IGEHEB#FTIHE. 1AM

IAM BHEIETE IAM AAIFES , ETEEBEXERAFNNR. BXELZEER , 2R (AFER) 1
IAM IAM A = B4l

IAM B

IAM &€& R BRNIBEFISENR Amazon Web Services I F &%, ©ELTF IAM BF , BE4SE
ARTKER, LA LA Amazon Web Services EE2H| & BI VR IAM BEEFIGRESAS, &
LUE B A Amazon CLI 2 Amazon APl RESHFERBEN URL RRAAR, EXERAGBNAEEN
BEZEER 558 (AM AFER) 2 ER IAM &,

IAM EBIRFHEPHNACELATERTRER :

- REAFTE  EAREF0IENR , FHlEACHNAGEUNR, YRESORITHORIE
i, ZEOREARHEXBRARRTHALAGELHANER. AXATHRSFOHRIINACHER  #F
Zi (IAM RFiER) FMAE=F 50 RHEE (KE ) tIZA6,

o Iaet IAM AP RR — IAM AFE IAM S8R URA—IMEE | AREES IRETIRETE R,

- BIKFFE - £ SER IAM A A TFHMKSFPHENA ( IEEER ) HREKS PHER.
BAERRTERFFENBRHEESN., B2 , ¥ TFELRIR Amazon Web Services RS , &AL
FRBREZMMNETR (MTARERAACEIRE ), ETHACNETRRNBEIKS 7R K28
WX3 , FSRAFEETHNIAM AESETRRNEBEMNTRE, IAM

« EETHRATRERF Amazon EC2-E A LAMER IAM B&EE#E EC2 324 £iZ1TH X H Amazon CLI
5 Amazon API &R N ARFHIGRHER, X% TFE EC2 RHlhF#EIARIZEH. EM EC2
5 B Amazon BEXFEHAIMEMENARRER , ZFE0IBM N ZS 6 A K HIE B X
., ROBEXHITEAR , HFE EC2 R LETHEFESRE RN ZIE. BEXEZER , H5
EIAM AP IERETRER IAM B[ 7E Amazon EC2 34| EETH N AR FE FRER,

ETHRER IAMACKER IAM AF |, B2HAFERTPHNANCIZE IAM A€ ( MA2IAM A
F)o

ERBHENEHRE o


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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FRAREEETA

A1 LA Amazon B3 6 2 K e HF H T NE Amazon H A= RIFERZEHE PHIHRINER. REEXL TS
B ORARKKEHNR, Amazon EEFHARHERMNITAILERR, KSHBRMELL JSON X1
By Amazon FERF#EHEF, Hx JSON REXENESZEE , S HIAM A ER TR JSON KEEEE
.

EERAEARE , B E B EEATUEAF A4 TN BLERRIITHEREREEERNGRMT
Ao

MANBERT , ARFMARXENR, IAMEERRCIRE IAM REFREMIESES  RAF A
EXEAG, IAM TREAMRITENITERE , KREHEXNR.

ET BRI REE

ETHHNRBELEMMBSH (AF., ANAE ) B JSON NRRM Y, XRS5 40 7 2
WATHHARE, XNBEFFERITUREFLAFZATNIT. BETHOFAIZETSHNERE  FS5HEIAM
RPEmPNERESRERKE X BEX IAM R,

ETESHNRBAILRARKER ( ERRAZNENSHP ) REERKE ( HMNBSANFOHIRIER
B ) o BETHROAERLERBMARERE 2 RFITERE  BSH (AM AFER) PEEEERKN
R ER R B 2 R BEATIE#E

BT HRM R

ETHRAYKEEZ M MNEF IR JSON KX, P2 IAM BBEERKEMN Amazon S3 171
K, EXRHETRARNEBARST  RSEERTUERACIREFNBERFNLR. BBMIE
E T RIRAYREE P IEEEHE,

ETHRVRERN T ZRSHHRNKEKE, ETREE T HRARE IAM FE/H Amazon £EX
B

A B 5l 5k (ACLs)

mEEH 5K (ACLs) EHIMLERIEA (KPKA, AFSAR ) ARBRFR. ACLs SETRIFH
REERA , REEAAEA JSON KM,

Amazon S3 Amazon WAF, Hl Amazon VPC XMW RSS =6l ACLs, ETHEZEE ACLs , S
# (S fE R FEIRS T AEIERE) PR IEEEGH 5= (ACL) Bk,
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APEETNERATSEERBEX BEX IAM R,

£/ 1AM ET 5O RVRREE , S UEEATRELNRENRER , URAFIIELIRENTL. BT
fR A1 JSON REEREAMNIATE , F5H (IAM AFER) S8 JAM JSON KB TES M.
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EEF Verified Permissions 2T B REEN RE] |, FSH 5EFH T Amazon Verified Permissions B9
HET 5PN ERERG,
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RENFR. NFEEPM KB ERR , REENIEEEZATUN ZERRITHLEREUREMFA
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ESABK/IBRNR , BULRENKSA RS —NMNKF P IAM XEEENE T RFNRBEHHNE
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XEFREEIRIE =3
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JSON ZHEEHY Action TEMA A THEREF AFTIELILFHRE, EREPISEREARTR
ITRERIRERI R,

&k Verified Permissions #EMN SR |, ESH (RFTENXSE) BB Amazon Verified Permissions
E N K RE,

Verified Permissions HH KBS IRIEEIRERIERA LT AIER -

verifiedpermissions

BEEENMEYPEESTURE , BEMAESFHENRT.

"Action": [
"verifiedpermissions:actionl",

"verifiedpermissions:action2"

]
BT UERABEA () BESMNMEE, i, EEEULFE Get FFAMNAERE , STHWUATEE .
"Action": "verifiedpermissions:Get*"
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HET 5PN ERERG,
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1THRE , UREMALAFZHTHT,
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MAER IAM R,

ETHONREETIAMME S G (FlIAM AP, AFEARAR ) A9 JSON RRREE X, XEXR
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FH IAMETEHNER  BULIEEATRIELNRENER , AR A FSIELBRENIKHE (T
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DeleteldentitySource

DeletePolicy

DeletePolicyStore

DeletePolicyTemplate

GetldentitySource

GetPolicy

GetPolicyStore

GetPolicyTemplate

GetSchema

IsAuthorized

IsAuthorizedWithToken

ListldentitySources

ListPolicies

ListPolicyStores

ListPolicyTemplates

ListTagsForResource

PutSchema
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UpdatePolicyStore E M IR IR E,
UpdatePolicyTemplate F RS R IR
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CreatePolicy #{EX R IAM SR B R

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"verifiedpermissions:CreatePolicy"
]I
"Resource": "*"
}
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- AFAFERMITESHRR
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MNBYEBENE X BRI Amazon BEFREEREKk#H —DRINR. BXEZER , FS
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- MARKENRNER-FEA IAM REIRENRER , (NRFHITESFAZENNR, itk , BALUE L ESH
EXHFTHURNBERBRINITHRE , M ARKERRTFT. BXREAMANR IAMHESER ,
BEZHEIAM A5 IAMAF EY SR BE R PR o

o fEF IAM SRBE AR A SR 3 — 25 BR 1 75 18] A BR - 42 ] LA TE 5% B A 07 BN 5% 44 LA BR #1139 88 45 R 82 IR 9 77 1]
PR, Hltn , WA LURERBEHREBEESTMER SSL XEFFEER. NRBRSBRERBELISE
Amazon Web Services BRSSHY ( 420 ) ERHEY , Nt 7] LA A KA R IR F X BRSIRMERY 15 B X R
Amazon CloudFormation, BXEZER , BZH (IAM AF#ERE) P8 IAM JSON FrTE | &
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 f£/ IAM Access Analyzer SREEERH IAM KBS AR R Z £ MR IheEH — IAM Access
Analyzer 2BIFFEMIBHREE , UEXLREAS IAM KEES (JSON) # IAM HESE
. IAM Access Analyzer 12 100 ZUURBEREM JIRENEDN , UHBBHEFELZS BIEEMLBEN
e, BXEZER , BSHIAM BREBTHER IAM 5R 2 s RIE R,

- ZEEZEHHRWIE (MFA)-ZR Amazon Web Services I RNIZREE IAM AFSRAF |, BB
A MFAUREZR2M, BETEAA API BENFEE MFA |, 1B MFA RE4HRMEIEH RS, BX
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BRPREMENEZESR IAM , F56 (IAM AFER) IAMFHN 22 REXEK,

&£ 3 Verified Permissions 124|&

Eij8] Amazon Verified Permissions 12&l& |, BN MEH —HBREMNNIE, X PRSMAIFETH
MEFEEXPERIENRERNIFMES Amazon Web Services I, MRBIEBLNENHFENEE
AEERNETESMRE  NTHRMNTZREBWEE (AFRSAR) |, B8N EEEMBPEREZT,

3 F1X A Amazon CLI 2 Amazon API A F , BLEERNHIREREEZEHI AR, Bk , AR
B 5 22X ITH API E/EHE TR RV IR 1R,

NERAFMNAGNATUEAERIENRZEG A , EEERERIEHN
BRConsoleAccess®ReadOnly Amazon FEE KRB MEIKE, BEXEZEE , BZH (IAM AFE
) PHN AP RINER.

AFAFESHINE SR

ZRGIEER T BN RS | LAY IAM BFRFEEMMNBIEAF SR RERNITE N R, LR
BIEEEZHA LA Amazon CLI 5 Amazon API LURTEF I TR LR ERN R,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
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"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

}

Amazon Amazon ERIEN RN ITE K

EQAF. BANALRMNNE , F£A Amazon RERKILLECRERXRERSBS, I IAMEF
EE R EEHFE AR EMINFFENAREERFEMEZ AL AR, EHEAT , BT SUERRAIN
Amazon EE R, XEREEEZENFEARG , JEELEM Amazon Web Services IkFHER, Bx
Amazon HEXRBNEZEE , 5 (IAM AFER) FiAmazon EEFKE,

Amazon RS 4 FIEFH Amazon BE R, BLEFEN Amazon TEREPHPNE, RFBERES
[ Amazon FEE XN RERMIANMUB A IFFFE. WEEHRSTZMMMEBORESH (AR, 4
MAR ). HEIMBUEIFTRETAN , RSHZEATERLERH Amazon RFEXEKK., RSFTFaM
Amazon EERBEHBRNRE , AEEBEHRT2BRAIEZNRNENR,

A | & Amazon XEBE SRS H THEIRBENIEE KR, a0 , ReadOnlyAccess Amazon 1£&
RESRMXFIE Amazon RFM B RN RIRHENR. HRF B3 —WHFHNEER , Amazon 27F
BAEMGRAMRIENR, BXRIERERBENIIRAER , 258 (AM AFER) P/ IT/EREE
Amazon &R

Amazon IEEXKES : AmazonVerifiedPermissionsFullAccess

AmazonVerifiedPermissionsFullAccessHEERBEEFNERIENBRHNTLIHENR, EEH
Amazon CognitocE TSNS HR , BEEM INEIRAYKRE |, HlE1AmazonCognitoReadOnly 5K & o

JSON

{
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "AccountLevelPermissions",
"Effect": "Allow",
"Action": [
"verifiedpermissions:CreatePolicyStore",
"verifiedpermissions:ListPolicyStores"

1,
"Resource": "*"
},
{
"Sid": "PolicyStorelLevelPermissions",

"Effect": "Allow",
"Action": [
"verifiedpermissions:*"

1,

"Resourxce": [
"arn:aws:verifiedpermissions::*:policy-store/*"
]
}
]
}

Amazon ¥£EE XK : AmazonVerifiedPermissionsReadOnlyAccess
AmazonVerifiedPermissionsReadOnlyAccessEE KRR T3 SR IEN R RiLTGE R,
LR BEIR F X Amazon Verified X PREVFI B EREURERF RINIR , /RN EH APIs

IsAuthorizedfIsAuthorizedwWithToken,

@ Note

2 al@BatchIsAuthorizedf#EBatchIsAuthorizedWithTokenFif B RET |, FFEBH
BF3fIsAuthorizedfIsAuthorizedwithTokenkd ik B4R R,

JSON

Amazon I E XK 174



Amazon Verified Permissions
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"Version":"2012-10-17",
"Statement": [
{

"Sid": "AccountLevelPermissions",

"Effect": "Allow",

"Action": [
"verifiedpermissions:ListPolicyStores"

]I

"Resource": "*"

}I
{

"Sid": "PolicyStorelLevelPermissions",

"Effect": "Allow",

"Action": [
"verifiedpermissions:GetIdentitySource",
"verifiedpermissions:GetPolicy",
"verifiedpermissions:GetPolicyStore",
"verifiedpermissions:GetPolicyTemplate",
"verifiedpermissions:GetSchema",
"verifiedpermissions:IsAuthorized",
"verifiedpermissions:IsAuthorizedWithToken",
"verifiedpermissions:ListIdentitySources”,
"verifiedpermissions:ListPolicies",
"verifiedpermissions:ListPolicyTemplates"

1,

"Resource": [
"arn:aws:verifiedpermissions::*:policy-store/*"
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* PutSchema
* GetSchema

» CreatePolicyTemplate

» DeletePolicyTemplate

+ CreatePolicy

» GetPolicy
» CreateldentitySource

* GetldentitySource

+ ListldentitySources

» DeleteldentitySource

® Note
NTRPBIERA , ENTOIFRERT —£F &,

IsAuthorized

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-11-20T22:55:037",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "IsAuthorized",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64
exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",
"requestParameters": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
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},

"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"

},
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
},
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"additionalEventData": {
"decision": "ALLOW"
},
"requestID": "346c4b6a-d12f-46b6-bc06-6c857bd3b28e",
"eventID": "8a4fed32-9605-45dd-a@9a-5ebbf@715bbc",
"readOnly": true,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}

1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data"

BatchlsAuthorized

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
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"eventTime": "2023-11-20T23:02:33Z",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "BatchIsAuthorized",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64
exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",
"requestParameters": {
"requests": [

{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
1,
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
1,
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
},
{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "annalisa"
1,
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "DeletePhoto"
1,
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
}

1,
"policyStoreId": "PSEXAMPLEabcdefgl11111"

iy

"responseElements": null,

"additionalEventData": {
"results": [

{
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"request": {

"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"

1,

"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"

1,

"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"

}
I
"decision": "ALLOW"
I
{
"request": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "annalisa"
I
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "DeletePhoto"
I
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
},
"decision": "DENY"
}

},

"requestID": "a8a5caf3-78bd-4139-924c-7101a8339c3b",
"eventID": "7d81232f-f3d1-4102-b9c9-15157c70487b",
"readOnly": true,

"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
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}

1,

"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data"

CreatePolicyStore

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-22T07:43:33Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicyStore",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"validationSettings": {
"mode": "OFF"
}
},
"responseElements": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111",
"createdDate": "2023-05-22T0Q7:43:33.962794Z",
"lastUpdatedDate": "2023-05-22T07:43:33.962794Z"
b
"requestID": "1dd9360e-e2dc-4554-ab65-b46d2cf45c29",
"eventID": "b6edaeee-3584-4b4e-a48e-311de46d7532",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
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"recipientAccountId": "123456789012",
"eventCategory": "Management"

ListPolicyStores

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-22T07:43:33Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListPolicyStores",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.

"requestParameters": {
"maxResults": 10
.
"responseElements": null,
"requestID": "5ef238db-9f87-4f37-ab7b-6cf@ba5df891",
"eventID": "b0430fb0-12c3-4cca-8d05-84c37f99c51f",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeletePolicyStore

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principallId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",

@Il’
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"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-05-22T0Q7:43:32Z",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeletePolicyStore",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "1368e8f9-130d-45a5-b96d-99097ca3077f",
"eventID": "ac482022-b2f6-4069-879a-dd509123d8d7",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
PutSchema
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-16T12:58:5772",
"eventSource": "verifiedpermissions.amazonaws.com",
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"eventName": "PutSchema",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": {
"lastUpdatedDate": "2023-05-16T12:58:57.51344272",
"namespaces": "[some_namespace]",
"createdDate": "2023-05-16T12:58:57.5134427",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
},
"requestID": "631fbfal-a959-4988-b9f8-flas3ffsdfed",
"eventID": "7cd@c677-733f-4602-bc@3-248bae581fe5",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
GetSchema
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-25T01:12:0772",
"eventSource": "verifiedpermissions.amazonaws.com",
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"eventName": "GetSchema",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "alf4d4cd-6156-480a-a9b8-e85a71dcc7c2",
"eventID": "@b3b8e3d-155c-46f3-a303-7e9e8b5f606b",
"readOnly": true,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/

PSEXAMPLEabcdefgl11111"

}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "222222222222",
"eventCategory": "Management"

CreatePolicyTemplate

{

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

b

"eventTime": "2023-05-16T13:00:24Z2",

"eventSource": "verifiedpermissions.amazonaws.com",

"eventName": "CreatePolicyTemplate",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
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"policyStoreId": "PSEXAMPLEabcdefgl11111"

I

"responseElements": {
"lastUpdatedDate": "2023-05-16T13:00:23.444404Z",
"createdDate": "2023-05-16T13:00:23.4444047",
"policyTemplateId": "PTEXAMPLEabcdefgll11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",

I

"requestID": "73953bda-af5e-4854-afe2-7660b492a6d0",

"eventID": "7425de77-ed84-4f91-a4b9-b669181cc57b",

"readOnly": false,

"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeletePolicyTemplate

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-25T01:11:487",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeletePolicyTemplate",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
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"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"
1,
"responseElements": null,
"requestID": "5ff@f22e-6bbd-4b85-a400-4fb74aa05dc6",
"eventID": "c@e@c689-369e-4e95-a9cd-8dell3d4s7ffa",
"readOnly": false,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::VerifiedPermissions::PolicyStore",
"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": '222222222222",
"eventCategory": "Management"

CreatePolicy

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-22T07:42:30Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicy",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
b

"responseElements": {
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"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal": {
"entityType": "PhotoApp::Role",
"entityId": "PhotoJudge"
},
"resource": {
"entityType": "PhotoApp::Application",
"entityId": "PhotoApp"
},
"lastUpdatedDate": "2023-05-22T07:42:30.70852Z2",
"createdDate": "2023-05-22T07:42:30.70852Z"
1,
"requestID": "93ffal51-3841-4960-9af6-30a7f817ef93",
"eventID": "3Qab4@5f-3dff-43ff-8af9-f513829e8bde",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
GetPolicy
{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:ro0le/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b

"eventTime": "2023-05-22T07:43:297",
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"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetPolicy",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "23022a9%9e-2f5c-4dac-b653-59e6987f2fac",
"eventID": "9b4d5037-bafa-4d57-b197-f46af83fc684",
"readOnly": true,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

CreateldentitySource

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-19TQ1:27:44Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreateIdentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
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"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"configuration": {
"cognitoUserPoolConfiguration": {

"userPoolArn": "arn:aws:cognito-idp:000011112222:us-east-1:userpool/us-

east-1_aaaaaaaaaa"

}
+
"policyStoreId": "PSEXAMPLEabcdefgl111111",

"principalEntityType": "User"
I
"responseElements": {
"createdDate": "2023-07-14T15:05:01.599534Z",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-07-14T15:05:01.599534Z",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"requestID": "afccle67-d5a4-4a9b-a74c-cdc2f719391c",
"eventID": "fl3a4ldc-4496-4517-aeb8-a389eb379860",
"readOnly": false,
"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",

"eventCategory": "Management"
}
GetldentitySource
{
"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
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"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-05-24T19:55:317",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetIdentitySource",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "7abecf79-c489-4516-bb57-9ded970279c9",
"eventID": "fal58e6c-f705-4al1l5-a731-2cdb4bd9a427",
"readOnly": true,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

ListldentitySources

{

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

b

"eventTime": "2023-05-24T720:05:327",
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"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListIdentitySources",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",

"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "95d2a7bc-7e9a-4efe-918e-97e558aacaf7",
"eventID": "d3dc53f6-1432-40c8-9d1d-b9eeb75c6193",
"readOnly": true,
"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

DeleteldentitySource

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-24T19:55:327",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeleteIdentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.
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"requestParameters": {
"identitySourcelId": "ISEXAMPLEabcdefgll11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "d554d964-0957-4834-a421-c417bd293086",
"eventID": "fe4d867c-88ee-4e5d-8d30-2fbc208c9260",
"readOnly": false,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

:policy-store/
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"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"verifiedpermissions:IsAuthorized",
"verifiedpermissions:IsAuthorizedWithToken",
"verifiedpermissions:GetPolicy"

1,

"Resource":"*"
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permit (
principal in ?principal,
action in [Action::"view", Action::"comment"],
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)
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Template-linked & B A& 7= 4 203


https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_IsAuthorized.html
https://docs.amazonaws.cn/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://www.amazonaws.cn/contact-us/

Amazon Verified Permissions AriEE

resource.tag =="private"

13
EBABE ZERIEATRE

TemplatelinkedPolicy {
policyId: "policyl",
templateld: "templatel",
principal: User::"alice",
resource: Photo::"car.jpg"

TemplatelLinkedPolicy {
policyId: "policy2",
templateId: "templatel",
principal: User::"bob",
resource: Photo::"boat.jpg"

}

TemplatelLinkedPolicy {
policyId: "policy3",
templateld: "templatel",
principal: User::"jane",
resource: Photo::"car.jpg"

TemplatelinkedPolicy {
policyId: "policy4",
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principal: User::"jane",
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M7E , ERMNBEI it EprincipalMresource P BN KRBAPFARITEXLEREH KD, BNFR
TR 1 AF,

K/ Ppolicyl R EMMWEKE User: :"alice" (13) i LERHKE Photo::"car.jpg" (16).
HeiTmEERENE 13 +16 =29 F17,

B K/Ppolicy2 R EKMKE User: : "bob" (11) M EE R KE Photo: : "boat.jpg" (17).
eATmERENE 11 + 17 = 28 NET,

B K/Ppolicy3 R EMAMMKE User: :"jane" (12) M ERFEMKE Photo: :"car.jpg" (16).
ei1meExREkiNE 12 + 16 = 28 NEH,

Template-linked & B A& 7= 4 204



Amazon Verified Permissions

RAriEmE

B R/PpolicysFREMMKE User: :"jane" (12) I EBFEHKE (0)o

0=12 MFT,

RellmeREa 12

HFpolicy2 25| AR R —FKEEPhoto: : "boat.jpg" , RILERE KA 28 FH5,

MTpolicylpolicy3m#E# 5| A&ERPhoto: :"car.jpg"
o

, IR EARNA 29+28=57 F

HTFpolicy4Zs|lARFENH—KE , Att"unspecified"®BREK/NAF 12 FF5,

2 R &5 ¥ 1Y B 8

(® Note

UTESFZLCEN , SERECMNR2MEMNE-EHN. ZHAPTERERXBINZAKRER RS
7, flw, ZZD%@&B’E-&E’J%&QEFE%‘J?HOO , MEKRE TR 1008 RKHRXE , 0B8R

KAFRITHANER , REEARXFHASMERN 1008 R,

Name HiIAE
A E R 15538 RIER 100
IR ETEE K R I 100
BANRIRE 0] 4£1% LI 100

TEBH T OANTAE (Eh, BELHR ) ELTER T,

W & o

i i

i

58

B EATERE XTI &
RBE.

SR % LT B
j(i&io

BRI LR R &
RBE,

+

BRI BLER

205



Amazon Verified Permissions

RAriEmE

Parent 1

Parent 2

Parent 100

Entity

Wide

FHRFEEM

Amazon Web Services XiF %R FAREFERED API BIEMNELEART , 233 10U AR BR < PR #IXT AR S5 i
REBER, HEBEISVERBNEARERELSEARER , ERUENRAELXIRBARE. BTN

£ Service Quotas FEFEZAIAY RPS Eidl. Eff It NARFEHETURFENES , BL4MHXNER
MEHFRENEHH#TRIL. BXEZER  FERACAREEXSHNEENEZETHERRTH AP

FR

Name

BatchGetPolicy 1R F i X EMNX

B FYIERYK

BatchlsAuthorized B8R 1Z# X84

X FR1E R

BatchlsAuthorizedWithToken &/ KB
FHXSNMNXENEWERK

CreateldentitySource BN R EM X E

MR FRE R

Parent 100

i
Parent 2
i
Parent 1

Entity

Deep

Parent3 |

Parent 1

Parent 100
t
Parent 4 Parent 5
Parent 2
Entity
Mixed

RINE

BN TENX
110 A

BIMEXFENX
5 : 30 4

BIMEXENX
= : 30

BNEEENX
=14

T = =

|Him | i

| Fim

58
SN EBEREDHRA

BatchGetPolicy &R

BINRBEEBYVNERX
BatchlsAuthorized &R
o

BN KR EEEYNH
X BatchlsAuthorizedW
ithToken &R %K,

BN KB FHEBYVNRAKA
CreateldentitySource &

R¥

BYRERH
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RAriEmE

Name

CreatePolicy MR ZiE XXM
BHERHK

CreatePolicyStore &Nk P &N X1E
BHERK

CreatePolicyTemplate &N KB 76 X
BANXEHNEEREK

DeleteldentitySource BN KB 176 X =
MXEFERBREREK

DeletePolicy 81 R F i X8MNXEHH
BRERE

DeletePolicyStore BNk - &N X E /Y
BUWERK

DeletePolicyTemplate /N KB Z % X
BMNXEBHNERERK

GetldentitySource 8N R FiE X Z4N
XiE 0 B EREK

GetPolicy 5B i X BN KBS
BHRH

GetPolicyStore 81\~ 8/ XiBH &R
BERE

MINE

BIMEXFENX
=104

BN ENX
=14

BN ENX
=10 N

BNMNEEENX
=14

BMEXFHX

=10 7N

BINZTENX
=51

BINZITENX
=10 AN

BINZIRENX
=10 N

BIEFHX

=104

BIEFHX
=10 1

T = =

i

| o | i

|

7|

| i | Him

| A

| A

58
SN EBEREDHBA

CreatePolicy &R &,

B WK K CreatePol
icyStore iFR ¥,

BIMNEREFHEEPHEK
CreatePolicyTemplate i&

KRB
B RBEHESYHRA

DeleteldentitySource #& 3R
oy 8

BN EREFHEEPHERK
DeletePolicy &R #,

FWHHRK DeletePol
icyStore &R ¥,

BN KRB FRHEBVNRAKX
DeletePolicyTemplate i&

BN RBEEEVHRA
GetldentitySource 13K
o

BN EREFHEEDHERKR
GetPolicy &R ¥,

B¥H R K GetPolicy
Store B3R,

BYRERH
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https://console.amazonaws.cn/servicequotas/home/services/verifiedpermissions/quotas/L-9647C866
https://console.amazonaws.cn/servicequotas/home/services/verifiedpermissions/quotas/L-8D5CB09F
https://console.amazonaws.cn/servicequotas/home/services/verifiedpermissions/quotas/L-38A7DE67
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https://console.amazonaws.cn/servicequotas/home/services/verifiedpermissions/quotas/L-C9736881
https://console.amazonaws.cn/servicequotas/home/services/verifiedpermissions/quotas/L-E1924570
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RAriEmE

Name

GetPolicyTemplate #MN KB EHEX SN
X5 0y B RE R

GetSchema BN KB EFEM# XS/ XA
FRERE

IsAuthorized BN R FiE X BN XEH
BRERE

IsAuthorizedWithToken ENK B 176 X
BNMNXEHHWEREREK

ListldentitySources M KRB EHX SN
XiE B EREK

ListPolicies B/ KB 7 X &N X HAY
BREREK

ListPolicyStores 81Nk P 8N XHH =
MEREK

ListPolicyTemplates BN R F# XS
MXBHERIERK

PutSchema MR Z# XENMNXIEH
FHWERHK

UpdateldentitySource BN R IE1EM X &
M B ERK

MINE

BIMEXFENX
=104

FAEEENX
=10

BIMEXENX
15 : 200

BIMEXENX
15 : 200

BNEEENX
=104

BINZTENX
=10 AN

BINZITENX
=10 AN

BINZIRENX
=10 N

BINZIENX
=510 A

BNMEETENX
=14

W & o

| o

| o | Him

|Hio | i

|¥in | Him

| o

| A

| A

58
SN EBEREDHBA

GetPolicyTemplate &R
8

BN KRB FHEVNRAKX
GetSchema &R ¥,

BINRBEEBYVNERX
IsAuthorized &R %,

BN EREFEEEBYHEXR
IsAuthorizedWithToken
BERE,

BN KB FHESYVNRAX
ListldentitySources &3k

o

BN RBEEEBYHIRAX
ListPolicies &R ¥,

FHWHR K ListPolic
yStores &R #,

BN KB FRHEBVNRAKA
ListPolicyTemplates &R

o

BN RBEEEBYHIRK
PutSchema &R #.

BN R EFREESYVHNRAX
UpdateldentitySource &

KRB

BYRERH


https://console.amazonaws.cn/servicequotas/home/services/verifiedpermissions/quotas/L-D82415D2
https://console.amazonaws.cn/servicequotas/home/services/verifiedpermissions/quotas/L-B49B9779
https://console.amazonaws.cn/servicequotas/home/services/verifiedpermissions/quotas/L-771544C7
https://console.amazonaws.cn/servicequotas/home/services/verifiedpermissions/quotas/L-645D3857
https://console.amazonaws.cn/servicequotas/home/services/verifiedpermissions/quotas/L-8E2326FF
https://console.amazonaws.cn/servicequotas/home/services/verifiedpermissions/quotas/L-4E0E8AFD
https://console.amazonaws.cn/servicequotas/home/services/verifiedpermissions/quotas/L-271BE7E8
https://console.amazonaws.cn/servicequotas/home/services/verifiedpermissions/quotas/L-70239429
https://console.amazonaws.cn/servicequotas/home/services/verifiedpermissions/quotas/L-886D79EB
https://console.amazonaws.cn/servicequotas/home/services/verifiedpermissions/quotas/L-D2870CD3
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RAriEmE

Name

UpdatePolicy 81N KB EZiE XS X1
B EREK

UpdatePolicyStore &Nk P 84N X 1389
BHERK

UpdatePolicyTemplate 8/ K B 176% X
BANXEHNEEREK

MINE

FAEETENX
=10

FAEEENX
=510 4

BN ENX
=10 N

T = =

i

| i

58

BN KRB FHEVNRAX
UpdatePolicy &R

FH M &K UpdatePol
icyStore &R ¥,

BIMNEREFHEEPHEK
UpdatePolicyTemplate i&
RE

BYRERH
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https://console.amazonaws.cn/servicequotas/home/services/verifiedpermissions/quotas/L-2AFF096D
https://console.amazonaws.cn/servicequotas/home/services/verifiedpermissions/quotas/L-DC54B663
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Amazon B IFXPER Cedar BIFRIEEREMNBES

EFE A Amazon Verified Permissions , &R 1% 7 A TS,

Verified Permissions &
- BRER

- BRGER

o BB R

- EEHNEK

. ETFXHBIE

. REMERK

. EEHIE

- R, BRAEHE

- KRBT

- RWIFE

- EMEF#EIA

- ERER

- REEERER

< HERHER

« Amazon BIFRRE Cedar BURIE S Z R X 5

Cedar KBS LS
.« B
o KK

- ANRIREN
« WEZEHE

* Policy

« KEER

- BH

210


https://docs.cedarpolicy.com/overview/terminology.html#authorization
https://docs.cedarpolicy.com/overview/terminology.html#entity
https://docs.cedarpolicy.com/overview/terminology.html#term-group
https://docs.cedarpolicy.com/policies/validation.html#namespaces
https://docs.cedarpolicy.com/overview/terminology.html#policy
https://docs.cedarpolicy.com/overview/terminology.html#policy-template
https://docs.cedarpolicy.com/overview/terminology.html#schema
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RIEE

BUERERT NARFRHNENERWEE , ARITFEXEEFRVKE. ERBRETRXEN R
R XNXERFEHRITRIREUARPITXERENEHRRERELLR , ANEERTHRITXERENLET
o

ETAGNERNRES (RBAC ) B—HifMEM K HAaBENEHAE FXEAEE-ANREX
B, 2fa , REFHERAUIBEE - IHZN M F0, 7RI ZACHFBLIREEZHBXREKHNR,

MRABRTEZABKKNNR , NtRERLEFRI BRI ZECHAMES D, Cedar BEEAE
AKX RBAC R&K,

ETEMENLRNRES (ABAC ) R—MiTAEM , Ed , EHOXRBENNRAZS DHEMER
T, Cedar B 5| F E 4R R KB SRR 323 ABAC RE,

Cedar REEES AN ERETEMENRMHN—ARAFE KR , \TFF RBAC M ABAC A5F—1
REEH,

BN ER

BINER RN HARERFN Verified Permissions £ HHViER | AT #E—AHXKE  LWBEXARRE A UE
HBE ET XA RBERITERE

B MR B2

BN FAOERAME , SSR/ATFRIELHRE , UREMER |, fIINREMREHEE,
IDs

ZRBIEREE

ZERNEBEEBEFGESIERAE , B Verified Permissions iR @SN TERIKE,
ETFXHEIE

FTFXHERRERAETHENIANAEENEMEE,

R TE M 2R B

REM R RRERNEDS AR, Sl MREMNFERANER  HP—PREL  5—1PER
W, A, ELERBRRNREERE, IRFESNAERMFOATREXBEARRMFNELR
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B BMARSFESMREMER. NRKELTERNKRE  FERNREL  BARFFERELR
B

KRB AR

KB FEREREME, BENRRNREE. SRETEAXHZEBIESERERREHPHARR X
R, UREHEANBFRNEMLE.

PR, BRAFE 4

Verified Permissions B2 Z {2 M B E XN A REF 0B AR MR
FHRESEHHRERAFLBINEE ID ERRFHINARFNRAR ( AXINR ). BHRIEIES
BETHRREBXEREMEMNE®H,

EZS50XBENR—EANARFNE  SENBRET AR ZEFEZNARFPHRITHLERE, R
NRFEXENRUBERT AT EAENARFPRITHERFHIRE, XENRATURTHN K,

REEIMAT

REEMITRIE Verified Permissions Z AN B ARFHAHTIEERKHVIE, MR Verified
Permissions &R EIMVLE R NIEL | NHITHBERZIEFEHREIR,

R HE

REMEFEIRBANRRNEERE. SMESES—IRE , ATRIEMMEF# DR RIAER
T, 8 M NAEFHEECHRBEE , ESIMNARFTUARE - REFE, SNAERFRHRKX
BFXRE , ERRBATHEZERNKBEEE. REFHERT —HREERBRENSKX , ATNES
HPENARFHER , A28 MEFNWRMNNRE., EMNRARFAUNSMEFRARIRNRKE
f&o

Ei G ZAIERETS |, Verified Permissions (N & Z R REEFEM P EZBERMBEXOKE FE, HRUEZRE
BRBRAEEREN. TERETRKEEAMNBEZTEANER , UREATTLUNFRRITHIRE, EX
SBEEMTHENEZENEBENTSE , MRS MR

R A7 1 Bl B

REFHED B EREEENR T BN, EEMEZpolicyStoreIdZ RN ERIENRIFEEH , ETT L
{55 A SR BE 1708 B & RAMAK MM . RIEF6 3] B RIRIK Amazon IR , EECH ARNsEIE, &
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N —IRRBEE—NRBEFH XK , 2NN BUUER - N REEFEEXREK, BXEZER , ESH
Amazon ELlfI:*XIZEﬁN%T?ﬁ%nU%O

REER TR
KM ERRERWTERFEH. KO XA R FI S L TRME— 1 , 3 Bname/ K &1

B EEZpolicyIdSHMNERHFEHRES , BUIEARBEMKERR ID, AT AZEIERERN
REEITIRER M. RGetPolicyEHiHFListPoliciesiREIE K,

REEERA N

REEEREBMERBERN TERFENR. REEFE XA PTE REEER RS ER B LT M —
B , FLname/L R BT, EEESZpolicyTemplateIdS M IEHE FHIRES , BT A RIRE
IREBEMRRERIEER ID, AU ESEFMRBEERNREREM. RGetPolicyTemplatefEfith
FlListPolicyTemplatesiRE & .

7 B S A BY SR B

R SRR RS R I8 B RIUE RN S HAE TE AY RS

Amazon BIEN RS Cedar BIERIE S 2 E I X Hl

Amazon Verified Permissions £ Cedar FKE&E S 5|1 ZRMITEHRNRNES, BER , B4 Cedar XU E
Verified Permissions Y Cedar SRz A FE—EER, KETBBRT ZEZRFEENER,

@ Note
BZE 2026 £5 8 , ERIUENPREE Cedar RiF—3 , NEZFZ A DB ZEHE,

RIS FF

Verified Permissions 1 Cedar # 2 /¥ principal # resource SEEAM 5. {ER , Verified
Permissions A E3K principal M resource M TREEFRZRH,

LAR3RBETE Cedar B , BET principal A2 R#| , 24 Verified Permissions $E4E
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permit(principal, action == Action::"view", resource == ?resource);

AR AANTRABIFE Cedar M Verified Permissions H1#58% , A7 principal M resource #FER
&M,

permit(principal == User::"alice", action == Action::"view", resource == ?resource);

permit(principal == ?principal, action == Action::"a", resource in ?resource);

SRS

Verified Permissions ERFTE 2R JSON BEMENIEEZRFE, Cedar EALHIBR T AGFERAZEF
TR, flnEHERm B =6,

BRIEAE XL
Cedar X7 ABRIBHTAFIR | FEXT MM AT RANE R IT{ER BEE BIX L RIE,

BRI ERMPELNARFEANRENREL. BR , Cedar TREMENFMEERN -S|, X
{58 F SR SRIQ UE S8 1R X Y SR MR BE R AR . BT Cedar EITABERMB 25| AR , Wit , BIEE
EHPENLTRFE  CEFENMAREANIIRESELIUREL RN AP RENKETIRS,

Verified Permissions AJ A N 1T RE, BERMPENNWFEREATH S B NEIZEEZEHN
SERSIRF |, BN IsAuthorized = IsAuthorizedWithToken BEMIS K,

SHERNIRE
EAentityListZ M “ERUERR” P LEH JSON X5 Cedar LT AEBRAFRE :

« 1£ Verified Permissions A , JSON XM RAITGEMAEREXN ZEER N Record B JSON W &K H,

+ Verified Permissions A JSON %|RAMBEEIE JSON BEXH , Hrh BB Set , EAXKE
Cedar FY R JSON %Iz,

« XF String. Long M Boolean KB EH , 7 Verified Permissions F , Cedar FH S MNMREX B
2 EIRN JSON W R, EXNRNEMZRBEEN. £ JSON NKF , HE—MREX , HPESR
M E=FREME (String, Long 5 Boolean ) KB EZ#H , ERXH Cedar XKW E,

« Cedar SE4£F1 Verified Permissions S B EZR R BEEUATFE :
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Cedar &= Verified Permissions &=
uid Identifier
type EntityType
id EntityId
attrs Attributes
parents Parents

Example-i&5#

T RBI2 5 R T W{A1E Cedar M E R UENPRH R RSLAKTI &K,

Cedar
[
{
"number": 1
3,
{
"sentence": "Here is an example sentence"
}
{
"Question": false
}
]

Verified Permissions

{
"Set": [
{

"Record": {

"number": {
"Long": 1

}

}

EHEENIRE 215
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},
{
"Record": {
"sentence": {
"String": "Here is an example sentence"
}
}
.
{
"Record": {
"question": {
"Boolean": false
}
}
}
]
}
Example-B R i1

AR RHI5 8IS RT Cedar # Verified Permissions | A F & E K Y KB A S48 2 A& X 1L
o8

Cedar
[
{
"uid": {
"type": "PhotoApp::User",
"id": "alice"
},
"attrs": {
"age": 25,
"name": "alice",
"userId": "123456789012"
b
"parents": [
{
"type": "PhotoApp::UserGroup",
"id": "alice_friends"
},
{

K HRIRE 216
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RAriEmE

"type": "PhotoApp::UserGroup",

"id": "AVTeam"

"uid": {
"type": "PhotoApp::Photo",
"id": "vacationPhoto. jpg"
I
"attrs": {
"private": false,
"account": {
"_entity": {

"type": "PhotoApp::Account",

"id": "ahmad"

}I

"parents": []

"uid": {
"type": "PhotoApp::UserGroup",
"id": "alice_friends"

I

"attrs": {3,

"parents": []

"uid": {
"type": "PhotoApp::UserGroup",
"id": "AVTeam"

I
"attrs": {3,
"parents": []

Verified Permissions
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RAriEmE

"Identifier": {
"EntityType": "PhotoApp::User",
"EntityId": "alice"

I
"Attributes": {
"age": {
"Long": 25
I
"name": {
"String": "alice"
},
"userId": {
"String": "123456789012"
}
},
"Parents": [
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"
I
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"
}
]
I
{
"Identifier": {
"EntityType": "PhotoApp::Photo",
"EntityId": "vacationPhoto.jpg"
},
"Attributes": {
"private": {
"Boolean": false
},
"account": {
"EntityIdentifier": {
"EntityType": "PhotoApp::Account",
"EntityId": "ahmad"
}
}
I
"Parents": []
I
REENIRE 218
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{
"Identifier": {
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"
1,
"Parents": []
1,
{
"Identifier": {
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"
I
"Parents": []
}

KEMA/DRE

Verified Permissions XA EBEEN RN FEEMNENE, FHBRANEBER, XHhEEFR45H
Verified Permissions # il —% 5 Cedar TV E R K/NR &,

POE Verified Permissions PR#l ( A Cedar %R
FIREN)

SRR A/ 10000 ¥

PR BR 3R 1 3R 150 T&ER T Cedar
REEREAR K 10000 7

BRI K 100000 7

S Fi] 200 7

5EE ID 64 7

BEREHEAR 1D 64 %

£ ID 200 7

KBETFHE ID 64 FERAT Cedar
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RAriEmE

' Verified Permissions F BN R FHEHBERERE , EABR TR EFZ# P RIROREN 4, 8
EMRBENEAEKRD, SENEFREXRVAIE RN E XK/ DFEEEY 200000 1, FitE&ERER
RO AN | REEEROAKMUTE—X , BIMEB TR ENMEREERBOESHS T KN,
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Amazon ERUEN R FHKE Cedar 4 F I [a] & fRE

Amazon Verified Permissions IETERFEE A Cedar IRAEMAIAS 2 ALK EINRAS 4, Cedar RIEARTE
KEFEHEPRERE, REERMNELNFTRES., EEBERIENRBREHRE Cedar 4 X#F |, A LAfE
AisBERANKAEIREENDEREEEERIN DK,

Amazon ERIEN R A BN REEF#EARE Cedar 4, ER , FCedar 2mEM K LKL, RAMIT
RiEREGCedar 4T # % . MRENREFHERXMER , BARNTLEINEHITHAR, EARE
Cedar 4 28l , B EZEEXN KM, KKK, RUSINARFABHITER,

£

o HEHEB Amazon BUEREY , AHAQWEI—FEREE , WA EBXHE Cedar2?

s AHABLEK, KBERMEHS Cedar4 TFHE ?

o ARV REBEEANR Cedar 2 ER Cedar4?

« WAL E Cedar 4 ?

s RANGRNREEEMN Cedar 4 B ZF Cedar 2 1 ?

- AHLRBE—FERERE , WRNEKFHEEENRN Cedar2?

- W{AIERIZEN S Cedar 4 A ?

o MAERNRENENRS Cedar 4 B ?

HE BB Amazon WIERREY , AFASKEI-FHFIRHEE , HF
B3 Cedar2?

M 2026 F 4 B , £/ Cedar 2 WERBEREENEZEARN
API ( IsAuthorizedBatchIsAuthorized, IsAuthorizedwWithTokenfIBatchIsAuthorizedwithT
EXMERT , FEELTHIRESR

Your policy store uses Cedar 2.x, which is no longer supported. See https://
docs.aws.amazon.com/verifiedpermissions/latest/userguide/cedar4-faq.html or contact AWS
Support for more information.

WRIEE R Verified Permissions FHEE|LEEIREE , MR TEN KB EMRHE Cedar4 T1HE , HAitt
TETBEFRA, BEREFERTDBRIENR , SRR - NTNWBEREM®E | ZF#ERNMER Cedar
4 . EFELFE Amazon Web Services %1,

HEBEE Amazon BIFPRET , AT ALKKE—RKEREE , WABXHE Cedar2? 221
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AT ABEXRE, REERMNRHEE Cedar4 THRE?

HCedar 253K , CedarBIRABER# T T /LA REREBNENR , LMEEERHAFILIES, XEEXRE
¥

- KBS, REREARMELNIELER
- ERANREERIES , TURNBESHEIR
- FERNEEBNITH , flE0 isInRange

BEXOEIRENEXNTEIIR , BEK Cedar TEHE(*)FHRic HTE,

WA TR R E TR 2 Cedar 2 1452 Cedar 4 ?

A LAE A Amazon Verified Permissions 2l & 2% £ F GetPolicyStore R {ER & & 1 R E& I IE £ A
#9 Cedar kA,

® Note
B —ith X W P A 4R 2 25 [E &R £ FA 4B [E Amazon Web Services K iRZ4<HY Cedar,

Console

EERMFMHERN Cedar A (2H15 )

1. B3k Amazon Web Services B2 & HFTF Amazon KU PRIZES & , Bk https:/
console.aws.amazon.com/verifiedpermissions/,

2. HESMERT , ERREFH K RELRERENREEME.
3. HESMERKTF , EERE.
4. HEHHREEESD , KE Cedar REFE.

ZFERE RGN EIEIZEMCEDAR_ 22 EEA Cedar 2 , CEDAR_4REE R Cedar 4,

N LABERE, REERNEREE Cedar 4 THRE? 222


https://github.com/cedar-policy/cedar/blob/main/cedar-policy/CHANGELOG.md
https://console.amazonaws.cn/verifiedpermissions
https://console.amazonaws.cn/verifiedpermissions
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CLI
EEFERIEMN Cedar lXA (Amazon CLI)

1. ZEHEE Amazon Command Line Interface (Amazon CLI) ( MR ARL%E ) . BXREZE
g, B RLEBEFH Amazon CLIKRFTARA .

2. fE£M get-policy-store s, U TFRAIF , policy-store-idEREHNRBEIFHEN
PR

aws verifiedpermissions get-policy-store \
--policy-store-id policy-store-id

B P cedarVersionF & E R IFE EEFEAMNRAER Cedar, B4 :

"policyStoreId": "ABCDEFG12345678abcdefg",
"arn": "arn:aws:verifiedpermissions::111122223333:policy-store/
ABCDEFG12345678abcdefg",
"validationSettings": {
"mode": "STRICT"

o
"createdDate": "2025-06-03T13:09:47.752255+00:00",

"lastUpdatedDate": "2025-06-03T13:09:47.752255+00:00",
"deletionProtection": "ENABLED",
"cedarVersion": "CEDAR_2"

ZFRIE RGN EIRIZEMCEDAR_ 22 A A Cedar 2 , CEDAR_4REEH Cedar 4,

w{al F 2% F Cedar 4 ?

I SIS ASHEFL ALK E Cedar 4, MBHEMNKOETFEREFR  RALNENTAHE
B FAE BRI Cedar 4, MREBRINEEF , MARMNTESRFEARE Cedar 4, EF U010 H 17
EWREEIEFEHAMNE Cedar 2 452 Cedar 4 ? IR EEIEFE AN EMNRAER Cedar,

MEEEERAR , NRIENREEZRN —NRBEFEPRNMNE S Cedar 4 THRAEMKEL, KEEEIR,
EHHBRINIER, EAGE 2025 FHLEMEQELE—HBFEEH |, RABLERERIRS. BEE
Rib 4 |, EEHAFFFE Amazon Web Services %3,

w{AI A% E Cedar 4 ? 223


https://docs.amazonaws.cn/cli/latest/userguide/getting-started-install.html
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/A Important

B —/MREEM#E Amazon Web Services Ik B ERAH Cedar, HIREMKF HHy—A
REFMEE Cedar 4 TRE , NETFEEIZKF WEMREFZEXFFER Cedar 4,

R LUSRIREREIEM Cedar 4 B4 2 Cedar2 g ?

TR, MELBEREBIEARZE Cedar 4 FBEERE |, FEFEAFT I RH Amazon Web Services
=

AT ARBE —FRERHEE , URNRKEFEEHEESN Cedar2?

Amazon RIFX PRIV KL IhBEAK I T Cedar 4 HIVETIhEE, MRENBEREFEMETEA Cedar4 , NFE
EFERALUT API FE

« IElsAuthorizedBatchlsAuthorized. IsAuthorizedWithToken#HlBatchlsAuthorizedWithTokenig#/E+ :
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