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4. 3F Name tag auto-generation ( B¥rZBEZIERK ) , 1 VPC S AB K,

5. BEBREFWN , BIMTUTERE

a. XIF Number of Availability Zones ( TAXEHKE ) , REEWFERERE 15 2

b. XF Number of public subnets ( 2B FREHE ) , BRENMNTAXE—NMNEFM,

c. XIF Number of private subnets ( FAEFRHE ) , BRENTARE—NMAEFM,
6. EZFBIE VPC,

H]|2: BRI
ERALE E—SH RN VPC , EAETRRRHELEN , FEREFRRREHLAL
SR M

- £ pem KR ABEZRAN . BHEB2ENMERHIT , BTUERBZAR,

c NELFHOE-IMRELE , LAWKRBITENA CIDR REY A SSH RE,
« AXRBIOIBR—IRELE , MATKREELZ2ENZLAMN AL SSH RE.

o B2 |IAM =4I B & 324 H M inCloudWatchReadOnlyAccess 5 B o

BHE2EN

1. FTFALTF https://console.aws.amazon.com/ec2/ B Amazon EC2 $2#| A,
2. EREBEHEH,

3. XtF Name (&B#H) , MALHNELETHHER,

4. RBRAEGMEGIKE,

5. XTF Key pair ( #8X ) , BEBEHZRHAX,

SR 1 IEEFFME VPC 10


https://console.amazonaws.cn/vpc/
https://console.amazonaws.cn/ec2/
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6. X¥T Network settings ( NZIRE ) , HITUATRE :

a. XF VPC, &BEMN VPC,
b. XF Subnet ( M ) , EELXETFM,
c. XTFAuto-assign 2F IP , E%kEE A,

d. XTF Firewall ( BFA3E ) , %48 Select existing security group ( BN ERELH ) , REHE
BFHEREREA,
7. EBREBEHEH,

=St

1. FFLTF https://console.aws.amazon.com/ec2/ B Amazon EC2 | &
R R R,

XTF Name ( &%) , WAL KHINAERR,

REBMRABGRAMEHIRE,

X F Key pair ( 83T ) |, “EFELWNZEHAX,

Xt F Network settings ( M&RE ) , ITUATRE :

2

a. XF VPC, i&#B#&H VPC,
b. XF Subnet ( ™ ) , EFEFLEFM,
c. XFAuto-assign 2F IP , HIEERER,

d. XTF Firewall ( BFA3E ) , %48 Select existing security group ( EBMELRELH ) , REHXE
fliEFET A,

7. RBJF Advanced details ( BRIFHMAFEL ) - XITF IAM instance profile ( IAM EHIELEXH ) , %F
2 1AM SEBIEL & ST

8. EEBREHH,
FHI2 3 : Mid CloudWatch 5 [ fX R

FERAUTSBREIANZSEHITT E1H B CloudWatch, &5 A Rik Amazon CLI fi &R IT IR 4E
CloudWatch,

S8, 3 : it CloudWatch 1778 X BR 11
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iz 58 CloudWatch X PR

1. EENTENL , FAUTHTRBAXRIMNE SSH KE , Hikey. pemB & .pem XHHE
Fho

ssh-add ./key.pem

MREWR —FREREE , BIENBANONBRE THE , BETUTaw , RARER L—1

A
T o
chmod 400 ./key.pem

2. MNEMITEYEEIELEN, BXTIEE -A R, XHBFE (B0 ec2-user ) MBL2EM
HNAE IP #hit,

ssh -A ec2-user@bastion-public-ip-address

3. ME2FHEEISM, BLABEEXRGAFE (S ec2-user ) MEHIKFLE IP ik,

ssh ec2-user@instance-private-ip-address

4. BT AHRNIEEXPH LiZ1T CloudWatch list-Metric s @85. X F --region &M |, IEEEEHF 4
# VPC B XiF,

aws cloudwatch list-metrics --namespace AWS/EC2 --region us-east-1

5. JLoHE , ah 48, XKRBALTELE CloudWatch MEH Y57 VPC BB H S FI#1Tih 8.

Connect timeout on endpoint URL: https://monitoring.us-east-1.amazonaws.com/

6. REESLHNEHFINERE, 0E VPC imaE , BFBXRXZEIRI list-metrics 5o

SR 4 S|BEHEKN VPC KigT = CloudWatch
FEAUTSRAIBIEZEIMN VPC LiFT = CloudWatch,
SoREMH

RNARFREH AN VPC KiFT S tlEZEL24A CloudWatch, #l#0 , R iNAFRE VPC CIDR 3R
HTTPS ZREKH N,

SR 4 BIEEHEM VPC LiFT & CloudWatch 12


https://docs.amazonaws.cn/cli/latest/reference/cloudwatch/list-metrics.html
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Rl VPC KixTT & CloudWatch

1. FFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

2. ESMERP  ERIRR

3. &EER BRR,

4. YT Nametag ( BMHFE ) , BARKEN.

5. XITF Service category ( BRZ5Z 5! ) , %EF Amazon Web Services RS

6. X TFHRS , Bk com.amazonaws, region. ¥¥E,

7. XTF VPC, &EEEMH VPC,

8. XIF Subnets (M) , ERTAHAKX , REEEFELEFM,

9. XF Security group ( Z£4 ) , EFE VPC vV Z £ 4,

10. X F Policy ( KEE ) , 1%3#% Full access ( T2 AR ) LA FRMBEEAES VPC IR XFIE R
RINATET B R 1E,

1. (Al ) BEMIRZ | BEFRINEFREL | AR AZRENRNE,

12. EFABIKS. *ﬂﬁé‘bﬁ?&ﬁ Pendlng (FE ), BRI T—Hza , BFIREER

Available ( TFH ) ) ﬁgg‘ﬁﬁ %:FEIJE-“E—JO

S5 MR VPC im R
BIUF VPC KinT R 2B EERERMNEH 6 %X E| CloudWatch,
i VPC i =

HEEHEF EZTUT 5. WTF --region &M |, EELREHD6IE VPC imSHXE,

aws cloudwatch list-metrics --namespace AWS/EC2 --region us-east-1

MREBWKEIE  BEE NZEMER |, MR RIESEREE CloudWatch 5 Amazon

PrivateLink.
mREBEEIUnauthorizedOperationfiix , FHRIZZEHIER AFHBEE IAM B CloudWatch,
MEFERER , FRIEATAE :

s RigTRNEZLEARTFREH A CloudWatch,
- --region RIEE T HEHFBIE VPC ik M X,

S5 Mid VPC im s 13
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HX .~
6 : B

NRTBRFELNTHECIENES L2 MNEE , AT SUFEM ER,

2813261

-

TFFLTF https://console.aws.amazon.com/ec?/ BJ Amazon EC2 &l &

2. ESMBEHES , %#F Instances (3EHl).

3. BEBFHAMNREH , REMXIER Instance state ( SZHPIRZ ) . Terminate instance ( & 1E3R
Bl ) o

4. HRGEERREWEIAR , ERLL,

MRETBHFE VPC im R , AT LU EMER.

i BR VPC i =
1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
2. ESMERTP , ERRR.
3. &# VPC i Ro
4. EEBRME. BER VPC iwR.
5. RRHIHTEIAN , @A delete , RTFIEEMER,

S 6 B 14
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%/ Amazon Web Services BRS% &)X Amazon PrivateLink

#& Amazon Web Services fR% FAL T RiGE. RIANNBRZHEIREAEED , FHiL&249E@ VPC
AIMBEBMMX | XEFREFEEM VPC 7iE Amazon Web Services RS, MMRILE BT TS EHIM
FLREER | NATLAERFER VPC %3 Amazon PrivateLink E) , Amazon Web Services IRS Fh &%
CEEN VPC h—# |, TEFRERMMNX,

&0 LA Amazon PrivateLink £/ VPC KT R RFRIS2ERIANAE. Amazon Web Services AR
S BLTEFEAERNMXETHERNEEN AREFHERNMER.

EH

REBEWED VPC RAESNTARMENE — /Nt BB E A, A |, BEFRBAEHWERE
GB 4%, EXxEZEE , i5ZEAmazon PrivateLink E4To

AFS

« DNS £#l&

« DNS f##f

- .5 DNS

s TRAMAHKX

o IP thhb KR

- DNS ig% IP £K#

« Amazon Web Services fRE 52 &K Amazon PrivateLink

« Cross-region 2 /3 F| Amazon Web Services Bk %

« AE —4 Amazon Web Services RS £/A#E O VPC AT R
s BEEDORS

s BEREDRSSHNVRE

- BIRREORS

c FXESR



https://www.amazonaws.cn/privatelink/pricing/
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iR

&) LA Amazon Web Services RS BT 41892 H RS v 2 1T15M) |, A B Amazon Web
Services IRSS B AEZEDI XN LK IHT 2 Amazon PrivateLink, AR TiXE 5%,

BE 2B RS m [T

TEERT R4 Amazon Web Services fi% B A H RS L iHT S##tTiHE. Amazon Web
Services IR NAE FRHBSEFIZIHNFREFEBE VPC B Internet M3 , ARG HE| Amazon
Web Services IS, MWFAE TP HEISEHI5R B Amazon Web Services FRSS IR ER BT NAT Rk |
RERHBE VPC WEBERMMx , REBEHZE Amazon Web Services RS, HiXEREE T HEWN
MKE , ERSEFMLE, Amazon

Availability Zone Availability Zone
Public subnet @ Public subnet
< Y
B
e~ S v L

&3 Connect Amazon PrivateLink

TERERTEH U Amazon Web Services fRS B 7517 Amazon PrivateLinkBy., &5t , 822
O VPC KT m , AT EELEM VPC B FMF Amazon Web Services RS EEFEAMMEEOZ

R 16
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BIZEIMEE, ZENREMSEH DNS ST EILIET SMKZEONFIAE IP it |, RAEFEA VPC KigT
BEZEWEELAZEIKRET SNEEONTAE IP #hik Amazon Web Services fR%. Amazon Web
Services iR%S Amazon Web Services IRSS

Availability Zone Availability Zone

Private subnet Private subnet

=]

Amazon Web Services IR BIEZIEEER, REZFELEEN VPC A XEXN FRHNER,

DNS E#1%

KZE#E Amazon Web Services fR B A HXFABET R , HiEEWT,

protocol://service_code.region_code.amazonaws.com
80 | us-east-2 CloudWatch A IF &b Y 28 H L im T S0 A 7Ro
https://monitoring.us-east-2.amazonaws.com

5/ Amazon PrivateLink , A LIERAMELHET ARRZEAERE. HEQEED VPCARFETR
B, BANS6IZEXEMXIE DNS B# , BA LU HIX L EZFR Amazon Web Services fRE MIER VPC
S#T8BE,

0O VPC im REYXHE DNS BFHEEMT ¢

endpoint_id.service_id.region.vpce.amazonaws.com
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72X DNS BFRIEEMT ¢

endpoint_id-az_name.service_id.region.vpce.amazonaws.com

FERBIRED VPC LT /A Amazon Web Services fR%5 , FTLAS FFAE DNS. f&BhFA%E DNS
U RS FERAE A HIFESA DNS BMERS A HIER , @@ ED VPC S FfAAEERE. &
XEZEER |, 1§54 the section called “DNS 477,

AR describe-vpc-endpoints a8 & R 3 O im 8 DNS % B,

aws ec2 describe-vpc-endpoints --vpc-endpoint-id vpce-099deb0@0b40f00e22 --query
VpcEndpoints[*].DnsEntries

LT 2E A% CloudWatch & DNS Z# 8 Amazon EO KT alW®mH R, E—IMXEELEXE
WR. ETRWN=ARKERLESI KiK. BRE— I REXBRBFENLEREX , ZXKE XN LN AR
RAERFTNIHSIMEZONFAE P ik,

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2c.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZonelId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2a.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2b.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZonelId": "ZC8PGOKIFKBRI"

"DnsName": "monitoring.us-east-2.amazonaws.com",

DNS E#& 18
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"HostedZoneId": "Z06320943MMOWYG6MAVL9"

DNS &4

RN NEWED VPC in 2 8122H DNS BZR2AEMW, At , X DNS M2 A F#THN. B2 ,
X8 VPC 7AZf8Y DNS BRMLREH aMEHEONFAE IP it , Atk , BRIFEERIFE VPC , &
NIXLE P bit AREA T 17 1H) i SRS -

& DNS

MREHEND VPC KixT 25 AFAE DNS , HBEH VPC BB A T DNS EH.E A DNS #E47 |
BAIFRZBIE - REN AmazonEEAEREXE., REXBTERSHEIA DNS BFMIERE ,
BT @M AERN VPC AR R MEEOMNFSE IP tit, Rtk , IREHIME N HREF Amazon Web
Services R FAARXKIFLIRTREAEER , IXEERNELBEIKHETAMEED , MEE
B3} X L B A FE Rt T AT E B

EANEBIERN Amazon Web Services fRFHY VPC im /3 FAFAE DNS B#f. X ABARER =R
SRIFT RBIER ( HlIET Amazon SDK KX HEViER ) BATREM VPC KisT 2.

Amazon &K VPC £ DNS RE85 , M Route 53 Resolver, Route 53 Resolver BB f##TfAHE

REXEFP AN VPC HEMIEFK, BR , BFBEM VPC AEBEEA Route 53 Resolver, MIREMNA
#4517 B 489 VPC iw R , M ATBAEA Route 53 Resolver i R MRS AN, BXREZELR , B

Bl Amazon Transit Gateway 5 Amazon PrivateLink 18 Amazon Route 53 Resolver,

F A A A X

A LBE VPC s R , BAMNTARXFAE—NTFN, BITHEELHFRHR VPC ik =82 — Nk S M
FEO, BIVFERE VPCIHAW IP it kH  REFRINESMNEANEZOLER IP ik, KX
LEOW IP#utEH VPC AN EREAHRNTLTE,

HEFRER , WRRSTHENREYE | BITEVCRIATERE :

c ABNVPCARTRAEEELHANTAK , HEXLRHKX Amazon Web Services RS FEpE 24
GBI Amazon &R

DNS f#47 19


https://docs.amazonaws.cn/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/resolver.html
https://www.amazonaws.cn/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
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« N VPC imELEFAHE DNS & #5.
+ {#H Amazon Web Services IR HXif DNS &#5 ( h#i A A HLKHT R ) #H1THA,

PANY

TEE7RT Amazon CloudWatch B VPC KT R , ER T AMNEEONTENTARX, 3 VPC

HEAT F W AR IR CloudWatchfE A HAB L iRT RiA| 'ﬂ Amazon Bt , BAIRHRE BN B4 i

TEMEEOMW IP thit, XTREREHEMTAXFRHNFTE, B2, IRTAHAX 1 ZH , WTAKX
YRR TS 15 18] Amazon CloudWatchs,

CloudWatch
> |
Availability Zorie 1
Subnet
=
Subne:
Axranamhtg.rzmez

TERE/RT Amazon B VPC KiE¥ & , CloudWatch HA BT aMEZEANTHATAHAK, % VPC
FERF R AP ERERERE A B LK iRT Ri5E Amazon CloudWatch Bt , ISR —NMNEEMNA

mTHRMEED  FAREEZEEN AR, RE , RNSFREFMIEERSMEEON IP
15571 8

2

FRMAAX

20



Amazon Virtual Private Cloud

Amazon PrivateLink

....................

CloudWatch

Availability Zghe 1

............................

Y
8]

MRECEEREHAH , MALEREAR - TAXPHRIAMNEED |, RRENEH ERLIEE

Amazon Web Services RS . At , BHFEARAMEZEONILE XSRS IP i,

FRAMTARX
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CloudWatch

IP ith it S8 BY

Amazon Web Services RS BMEMIF BT HE AR KA IPv6 , Ut UBEEAERRXF
IPv6, 3% IPv6 MYk R AT SABEF AAAA iR DNS &if,

FEARILSH IPve WER

+ Amazon Web Services fR% HMFEERSwm BN IPv6e A, BXEZEER

called “&& IPv6 X1,

« BORK/W IP IR BLAESEOE[INFRRE , TR :

E2 ¥ the section

o IPv4 - IPv4 bt D ECA IR R NEEO, NHEFMAEEEFREESR IPv4 tutSBE R , FXFit

priig

IP iyt HY
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« IPv6 - IPv6 it D ELA TR RN E O, RYFTEIEE FMNGRNER IPv6 B9 FMAET , F it
EIN,

« Dualstack ( Xtk ) — 5 IPv4 F IPv6 thsit D B LR im R MO, NEAMEIEE FMEEER IPv4
A IPv6 thhbSEERT , F RIFIEIE,

WMRFEO VPC ImaXE IPv4 , i aMEEOEHR IPv4 bk, S0REND VPC A2 IPv6 , MK
BENEEOER IPv6 tbit, TTEMEBEBMIGRIESMNEEOR IPv6 ik, MNREFEH IPv6 it iR
WmRMEED , FHEECSBE A denyAllIgwTraffic,

DNS id IP 3R#

BIEEN IP a3 | HEFEA VPC KixT A8t , % Amazon RS ATEURE A i3k, AAAA B
A F1 AAAA iBF, BAILUET S DNS 125% IP RERBE Y Amazon [REREIMIZKER, TERE
TRX¥EH DNS igH IP RBEFMIRE R ICFKER

DNS g3 IP =& IR [E Ry RRE
IPv4 A

IPv6 AAAA

TR A T AAAA

BIAMBERT , DNS iEFREHE P bt X AME, S LLUERTER DNS iBF IP £K& | BHAM N
HRZERESH IP iR, TREREORSSH IP it LM DNSiexK IP £H -

|P ith ik S HY 3 #5H#) DNS 2% IP K H

IPv4 IPv4

IPv6 IPv6

T HEAL WL, IPv4, IPv6, BRFEN

* FRRBRIA DNS 123 IP 3RE,

DNS i IP 22 23
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BRS5E LK) DNS g3k IP XELRBRFELRFAANRS K RIRE DNS id%k, MREEARSE LK
DNS ig% IP £ & | FHRAEHWERSIULEREBRZSHANATZRA, EEEENEOLRTR
X ## DNS i2% , BEHPEFLM VPC LimT KB Amazon Web Services BEE 12 & DNS &
#rDescribeVpcEndpoints,

Mxim =i DNS i83% IP XBEITHEMATRE. BEXEZEE , BSHEMNMXm S DNS id3% IP £H,

Amazon Web Services RS 525 Amazon PrivateLink

LLTRAE Amazon Web Services BRE &£ Amazon PrivateLink, AL VPC ik S LAFA T iE R
FXLRS  EXERSZSHRELESH VPC FIE1T,

1%£# Amazon Web Services lRF FI R EVEE#EE | BEFE S 2 ERH RS HY X Amazon PrivateLink, RS
EMHBTELELERED VPC KAREENRSEN , REBRRIZBSEEIZR R

Amazon Web Services RS BRS5 AR
Amazon K538 cn. com.amazonaws. region. IKF
Amazon API Gateway Ch, cCOom.amazonaws. region.execute-api

com.amazonaws., region.apigateway

Amazon AppConfig com.amazonaws. region.appconfig

com.amazonaws. region.appconfig-fips
com.amazonaws, region.appconfigdat
com.amazonaws. region.appconfigdata-fi

Amazon App Mesh Ch, com.amazonaws. region.appmesh

Cch, com.amazonaws. region.appmesh-envoy-Man

agement
Amazon N AEFIZEITER Cho COmM.amazonaws., region.apprunner
Amazon App Runner k5% Ch, com.amazonaws. region.apprunner.requests
Application Auto Scaling ch. com.amazonaws. region. BFATEFBIIHEM

5. &£HNRS 24


https://docs.amazonaws.cn/AWSEC2/latest/APIReference/API_DescribeVpcEndpoints.html
https://docs.amazonaws.cn/accounts/latest/reference/security-privatelink.html
https://docs.amazonaws.cn/apigateway/latest/developerguide/apigateway-private-apis.html
https://docs.amazonaws.cn/appconfig/latest/userguide/appconfig-security.html#vpc-interface-endpoints
https://docs.amazonaws.cn/app-mesh/latest/userguide/vpc-endpoints.html
https://docs.amazonaws.cn/apprunner/latest/dg/security-vpce.html
https://docs.amazonaws.cn/apprunner/latest/dg/network-pl.html
https://docs.amazonaws.cn/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
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Amazon PrivateLink

Amazon Web Services RS

Amazon Application Discovery
Service

Amazon M RAREFIBRS

Amazon WorkSpaces R A2

Amazon AppSync

Amazon Athena

Amazon Audit Manager

Amazon Aurora

Amazon Aurora DSQL

Amazon Auto Scaling

Amazon B2B #iE Rk

Amazon Backup

Amazon Batch

Amazon Bedrock

ARSS& R

CNno

CNhNo

CNno

CNno

Cho

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

region. XM
region.arsenal-disco
region.mgn
region.appstream.api

region.appstream.streamin

com.amazonaws., region.appsync-api

CNho

CNho

CNno

CNno

Cho

CNno

CNno

Cho

CNno

CNho

Cho

CNhNo

CNno

Cho

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,.

com.amazonaws,

com.amazonaws.

com.amazonaws.

com.amazonaws,

com.amazonaws.

region.athena
region. FitEEER
region.rds
region.rds-fips
region.dsql

region. BEIH It XI
region.b2bi

region. %13
region.backup-gatew
region.batch
region. bedrock
region.bedrock-agent
region.bedrock-agent-rutime

region.bedrock-data Bzt

5. &BHRS
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https://docs.amazonaws.cn/application-discovery/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/application-discovery/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/mgn/latest/ug/AWS-Related-FAQ.html#mgn-and-vpc
https://docs.amazonaws.cn/appstream2/latest/developerguide/creating-streaming-from-interface-vpc-endpoints.html
https://docs.amazonaws.cn/appsync/latest/devguide/using-private-apis.html
https://docs.amazonaws.cn/athena/latest/ug/interface-vpc-endpoint.html
https://docs.amazonaws.cn/audit-manager/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/aurora-dsql/latest/userguide/privatelink-managing-clusters.html
https://docs.amazonaws.cn/autoscaling/plans/userguide/scaling-plan-vpc-endpoints.html
https://docs.amazonaws.cn/b2bi/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/backup-network.html#backup-privatelink
https://docs.amazonaws.cn/batch/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/bedrock/latest/userguide/usingVPC.html
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Amazon Web Services RS

Amazon Bedrock AgentCore

Amazon I 8 5 A E B

Amazon Billing Conductor

Amazon Braket

Amazon Certificate Manager

Amazon Clean Rooms

Amazon Clean Rooms ML

Amazon =i $] API

ARSS& R

Ch, COM.amazonaws,
mation-f

Cho COM.AaMazonawsSo
17ht

Cch, COM.amazonawsS.
mation-runtime

CnNo COM.amazonaws.

Ch, COM.amazonaws,.
control

Cno, COM.amazonaws.
CnNo COM.amazonaws.
Cnho, COM.amazonaws.
Cno, COM.amazonaws.
Cno COM.amazonaws.

Cho COM.amazonawsS.

region.bedrock-data-auto

region.bedrock-data-B311tiz

region.bedrock-data-auto

region.bedrock-rutime

region.bedrock-agentcore-

region.bedrock-agentcore

region. M#
region. freetier
region. tax
region. billingcond

region.braket

com.amazonaws., region.acm

CnNo COM.amazonaws.

ChNo COM.amazonaws.

Cno, COM.amazonaws.

CnNo COM.amazonaws.

ChNo COM.amazonawsS.

CnNo COM.amazonaws.

region.acm-fips

region. SE&E

region.cleanrooms-fips

region.cleanrooms-ml

region.cloudcontro

region.cloudcontrolapi-fi
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https://docs.amazonaws.cn/bedrock-agentcore/latest/devguide/vpc.html
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/vpc-interface-endpoints.html
https://docs.amazonaws.cn/billingconductor/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/braket/latest/developerguide/braket-privatelink.html
https://docs.amazonaws.cn/acm/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/clean-rooms/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/clean-rooms/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/cloudcontrolapi/latest/userguide/vpc-interface-endpoints.html
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Amazon Web Services IR%

Amazon Cloud Directory

Amazon CloudFormation

Amazon CloudFront

Amazon CloudHSM

Amazon Cloud Map

Amazon CloudTrail

Amazon =/ 35N

Amazon CloudWatch

ARSS& R

CNno

CNhNo

CNno

com.amazonaws,

com.amazonaws.

com.amazonaws,
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https://docs.amazonaws.cn/controltower/latest/userguide/networking-privatelink.html
https://docs.amazonaws.cn/data-exchange/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/data-exchange/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/firehose/latest/dev/vpc.html
https://docs.amazonaws.cn/ebs/latest/userguide/dlm-vpc-endpoints.html
https://docs.amazonaws.cn/dms/latest/userguide/CHAP_Security.html#infrastructure-security
https://docs.amazonaws.cn/datasync/latest/userguide/choose-service-endpoint.html
https://docs.amazonaws.cn/datazone/latest/userguide/datazone-vpc.html
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https://docs.amazonaws.cn/directoryservice/latest/admin-guide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/documentdb/latest/developerguide/docdb-private-link.html
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.amazonaws.cn/ebs/latest/userguide/ebs-apis-vpc-endpoints.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-endpoints.html
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https://docs.amazonaws.cn/AmazonECR/latest/userguide/vpc-endpoints.html
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https://docs.amazonaws.cn/eks/latest/userguide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

Amazon PrivateLink

Amazon Web Services IR%

Amazon Elastic Beanstalk

Amazon 34 K E R E

Amazon Elastic File System

Elastic Load Balancing

Amazon Elastic VMware Service

Amazon ElastiCache

AWS Elemental MediaConnect

AWS Elemental MediaConvert

Amazon EMR

Amazon EMR on EKS

Amazon EMR Serverless

ARSS& R

CNno

CNhNo

com.amazonaws,

com.amazonaws.

region.eks-auth

region.eks-fips

com.amazonaws. region.eKs-proxy

CNno

com.amazonaws,

region.elasticbeanstalk

com.amazonaws., region.elasticbeanstalk-health

CNno

CNho

CNho

com.amazonaws,

com.amazonaws,

com.amazonaws.

region.drs
region.elastic X R 5

region.elasticfilesystem-fips

com.amazonaws. region.elasticload bal

CNno

Cho

CNno

CNno

Cho

CNno

CNho

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,.

com.amazonaws,

region.evs
region.evs-fips
region. elasticache
region.elasticache-fips
region.mediaConnect
region.mediaConver

region.mediaConvert-fips

com.amazonaws. region.elasticmapreduc

CNhNo

CNno

Cho

com.amazonaws.

com.amazonaws,

com.amazonaws.

region.elasticmapreduce-fips
region.emr-B&5

region.emr-serverless

5. &BHRS

32


https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/vpc-vpce.html
https://docs.amazonaws.cn/drs/latest/userguide/installing-agent-blocked.html
https://docs.amazonaws.cn/efs/latest/ug/efs-vpc-endpoints.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.amazonaws.cn/AmazonElastiCache/latest/dg/elasticache-privatelink.html
https://docs.amazonaws.cn/mediaconnect/latest/ug/vpc-endpoints.html
https://docs.amazonaws.cn/emr/latest/ManagementGuide/interface-vpc-endpoint.html
https://docs.amazonaws.cn/emr/latest/EMR-on-EKS-DevelopmentGuide/security-vpc.html
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https://docs.amazonaws.cn/emr/latest/ReleaseGuide/emr-hbase-wal-privatelink.html
https://docs.amazonaws.cn/social-messaging/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/entityresolution/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/entityresolution/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.amazonaws.cn/scheduler/latest/UserGuide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/fis/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/finspace/latest/userguide/infrastructure-security.html#connect-vpce
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https://docs.amazonaws.cn/forecast/latest/dg/vpc-interface-endpoints.html
https://docs.amazonaws.cn/frauddetector/latest/ug/vpc-interface-endpoints.html
https://docs.amazonaws.cn/gameliftstreams/latest/developerguide/infrastructure-security-vpc-endpoints.html
https://docs.amazonaws.cn/glue/latest/dg/vpc-interface-endpoints.html
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https://docs.amazonaws.cn/guardduty/latest/ug/security-vpc-endpoints.html

Amazon Virtual Private Cloud

Amazon PrivateLink

Amazon Web Services IR%

Amazon Healthimaging

Amazon HealthLake

Amazon HealthOmics

Amazon ldentity and Access

Management (IAM)

|IAM 175 [B] 53 47 2%

IAM Identity Center

ARSS& R

CNno
CNno
CNno
CNno
CNho
CNno
CNho
CNho
CNno

CNo
fips

CNno
CNno
CNno
CNho

CNno

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws.iam

region.guardduty-data-fips
region.guardduty-fips
region.dicom-medical-imaging
region. BEE B
region.runtime-medical-im
region.healthl
region.analytics-omics
region.analytics-omics-fips
region.control-storage-omics

region.control-storage-omics-

region.storage-omics
region.tags-omics
region.tags-omics-fips
region.workflows-omics

region.workflows-omics-fips

com.amazonaws. region. B #TEs

cn, com.amazonaws. region.access-analyzer-fips

com.amazonaws. region.identitystore

5. &BHRS

35


https://docs.amazonaws.cn/healthimaging/latest/devguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/healthlake/latest/devguide/vpc-endpoints.html
https://docs.amazonaws.cn/omics/latest/dev/vpc-interface-endpoints.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
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https://docs.amazonaws.cn/rolesanywhere/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/iot/latest/developerguide/IoTCore-VPC.html
https://docs.amazonaws.cn/iot/latest/developerguide/IoTCore-ST-VPC.html
https://docs.amazonaws.cn/iot/latest/developerguide/IoTCore-ST-VPC.html
https://docs.amazonaws.cn/iot/latest/developerguide/device-advisor-vpc-endpoint.html
https://docs.amazonaws.cn/iot-mi/latest/devguide/interface-vpc-endpoints.html
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https://docs.amazonaws.cn/iot-wireless/latest/developerguide/vpc-interface-endpoints.html
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https://docs.amazonaws.cn/greengrass/v2/developerguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/iot-sitewise/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/iot-twinmaker/latest/guide/vpc-interface-endpoints.html
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https://docs.amazonaws.cn/lambda/latest/dg/configuration-vpc-endpoints.html
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https://docs.amazonaws.cn/lexv2/latest/dg/vpc-interface-endpoints.html
https://docs.amazonaws.cn/license-manager/latest/userguide/interface-vpc-endpoints.html
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Amazon Mainframe Modernization

Amazon Managed Blockchain

Amazon Marketplac
Amazon Marketplac

Amazon Marketplace Metering
Service

Amazon Managed Service for

Prometheus

Amazon Managed Streaming for
Apache Kafka (MSK)

Amazon Managed Workflows for

Apache Airflow

ARSS& R

CNno

CNhNo

CNno

CNno

Cho

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

.bitcoin.mainnet

CNno

com.amazonaws,

.bitcoin.testne

CNho

CNho

CNno

CNno

CNno

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws,

region.macie2-fips
region.apptest

region.m2
region.managed XREE&E i)

region.managedblockchain

region.managedblockchain

region. M™%
region.discovery-Mar

region. itEMH

region.aps

region.aps-workspaces

com.amazonaws. region.kafka

CNhno

CNno

Cho

CNhNo

CNno

CNho

com.amazonaws.

com.amazonaws,

com.amazonaws.

com.amazonaws.

com.amazonaws,

com.amazonaws,

region.kafka-fips
region.airflow.api
region.airflow.api-fips
region.airflow.env
region.airflow.env-fips

region.airflow.ops
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https://docs.amazonaws.cn/m2/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.amazonaws.cn/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.amazonaws.cn/msk/latest/developerguide/privatelink-vpc-endpoints.html
https://docs.amazonaws.cn/msk/latest/developerguide/privatelink-vpc-endpoints.html
https://docs.amazonaws.cn/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.amazonaws.cn/mwaa/latest/userguide/vpc-vpe-create-access.html
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Amazon PrivateLink

Amazon Web Services RS
Amazon Route 53

Amazon Route 53 £ BB iEF

Amazon Web Services B2 4|4

Amazon MemoryDB

Amazon Migration Hub Orchestrator

Amazon Migration Hub Refactor
Spaces

Migration Hub ZRR& X

Amazon MQ

Amazon Neptune Analytics

Amazon Network Firewall

I 5i# OpenSearch RS

Amazon OpenSearch Ingestion

BRS5 B

com.amazonaws.route53
aws.api.us-east-2.route53 globalresolver
aws.api.us-east-2.route53globalresolver-fips
cn. com.amazonaws, region. #E#l&

Ch. com.amazonaws., region. &3k

Ch, com.amazonaws. region.memory-db
Ch, com.amazonaws. region.memorydb-fips

Ch, com.amazonaws. region.migrationHub-Orch
estrat

Ch, com.amazonaws. region.refactor-spaces

Ch, com.amazonaws. region.migrationHub-strag
com.amazonaws., region.mq

Ch, com.amazonaws. region.mgq-fips

Ch., com.amazonaws., region.neptune-grap

cho com.amazonaws. region.neptune® iz
Ch, com.amazonaws. region.neptune-graph-fips
com.amazonaws, region. W &RhH A 1

Ch, com.amazonaws. region.network-firewall-f
XER[IHARSEE

Ch, com.amazonaws., region.osis
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https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/gr-what-is-global-resolver.html
https://docs.amazonaws.cn/awsconsolehelpdocs/latest/gsg/console-private-access.html
https://docs.amazonaws.cn/memorydb/latest/devguide/memorydb-privatelink.html
https://docs.amazonaws.cn/migrationhub-orchestrator/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/migrationhub-refactor-spaces/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/migrationhub-refactor-spaces/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/amazon-mq/latest/developer-guide/connect-to-amazonmq.html
https://docs.amazonaws.cn/network-firewall/latest/developerguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/opensearch-service/latest/developerguide/osis-access-apis-using-privatelink.html
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Amazon Organizations

Amazon Outposts

Amazon Panorama

Amazon X+ #L %

Amazon PCS

Amazon Personalize

Amazon Pinpoint

Amazon Polly

Amazon # B &

Amazon FABIEP MK H.H

ARSS& R

CNho

CNho

CNno

CNno

CNho

CNno

CNno

Cho

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

region. A4R
region.organs-fips
region.outposts

region. 8%
region.payment-cryptograph
region.payment-cryptograph
region.pcs

region.pcs-fips

com.amazonaws, region. ME(L

com.amazonaws. region. ME{LIESD

com.amazonaws. region.personalize =170

Ch, Ccom.amazonaws., region. pinpoint

CNno

Cho

CNno

CNno

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

region.pinpoint-sms-voice-v2
region.polly
region.polly-fips

region.pricing.api

com.amazonaws. regi on.acm-pca

Ch, com.amazonaws. region.acm-pca-fips

Ch, com.amazonaws. region.pca-connector-ad

cn. com.amazonaws., region.pca-connector-scep
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https://docs.amazonaws.cn/organizations/latest/userguide/orgs_security_privatelink.html
https://docs.amazonaws.cn/panorama/latest/dev/api-endpoints.html
https://docs.amazonaws.cn/pcs/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/personalize/latest/dg/vpc-interface-endpoints.html
https://docs.amazonaws.cn/pinpoint/latest/developerguide/security-vpc-endpoints.html
https://docs.amazonaws.cn/polly/latest/dg/using-polly-with-vpc-endpoints.html
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/vpc-interface-endpoints.html
https://docs.amazonaws.cn/privateca/latest/userguide/vpc-endpoints.html
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Amazon Proton

Amazon Q Business

Amazon Q FF & & kR

Amazon Q AT

R

Amazon RDS

Amazon RDS Data API

Amazon RDS H&Ei¥ 15

[ U vk

Amazon Redshift

Amazon Redshift Data API

ARSS& R

CNho

com.amazonaws, regi on.proton

aws.api. region.gbusiness

CNno

CNno

CNho

CNno

CNno

Cho

CNno

CNno

com.amazonaws. region.codewhisperer
com.amazonaws., region.q
com.amazonaws. region.qapps
com.amazonaws. region.service.user iJ [
com.amazonaws. region.quicksight-fuh
com.amazonaws. region.rds
com.amazonaws., region.rds-fips

com.amazonaws., region.rds-data

com.amazonaws., region.pi

CNno

com.amazonaws. region.pi-fips

com.amazonaws. region.rbin

Cho

CNno

CNno

com.amazonaws. region.rbin-fips
com.amazonaws. region.redShift

com.amazonaws, region.redshift-fips

com.amazonaws, region.redshift TIRS 85

CNhNo

CNno

Cho

com.amazonaws. region.redshift-serverless-fi
com.amazonaws, region.redShift-data

com.amazonaws, region.redshift-data-fi
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https://docs.amazonaws.cn/proton/latest/userguide/infrastructure-security.html#vpc-interface-endpoints
https://docs.amazonaws.cn/amazonq/latest/qbusiness-ug/vpc-interface-endpoints.html
https://docs.amazonaws.cn/amazonq/latest/qdeveloper-ug/vpc-interface-endpoints.html
https://docs.amazonaws.cn/quicksight/latest/developerguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/data-api.html#data-api.vpc-endpoint
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/pi-vpc-interface-endpoints.html
https://docs.amazonaws.cn//ebs/latest/userguide/rbin-vpcendpoints.html
https://docs.amazonaws.cn/redshift/latest/mgmt/security-network-isolation.html#security-private-link
https://docs.amazonaws.cn/redshift/latest/mgmt/data-api-access.html#data-api-vpc-endpoint
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Amazon Web Services RS

Amazon Rekognition

Amazon Resource Access Manager

Amazon #RIRZESS

Amazon Resource Groups

Amazon Resource Groups Tagging
API

Amazon S3

I & S3 Multi-Region A &

Amazon S3 on Outposts

I 5 SageMaker Al

ARSS& R

Ch, com.amazonaws. region.rekognition

Ch, Com.amazonaws., region.rekognition-fips

Ch, COom.amazonaws. region.streaming-rekognition

Ch, com.amazonaws. region.streaming-rekognition-

fips

com.amazonaws. regi on.ram

Ch, com.amazonaws. region.ram-fips

cn. com.amazonaws, region.resource-explorer-

Ch, com.amazonaws. region.resource-explorer-2-fip

com.amazonaws, region. BiRA

Ch, Ccom.amazonaws. region.resource-groups-f

com.amazonaws. region. tagging

Ch, com.amazonaws., region.s3

Ch, com.amazonaws. region.s3tables

com.amazonaws.s3-global.accesspoint

Ch, com.amazonaws. region.s3-outposts

aws.sagemaker,
aws.sagemaker,
aws.sagemaker,

aws.sagemaker,

region. R
region. £ig A&
region.partner-app

region. THEE
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https://docs.amazonaws.cn/rekognition/latest/dg/vpc.html
https://docs.amazonaws.cn/ram/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/resource-explorer/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/ARG/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/resourcegroupstagging/latest/APIReference/vpc-interface-endpoints.html
https://docs.amazonaws.cn/resourcegroupstagging/latest/APIReference/vpc-interface-endpoints.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/MultiRegionAccessPointsPrivateLink.html
https://docs.amazonaws.cn/AmazonS3/latest/s3-outposts/s3-outposts-privatelink-interface-endpoints.html
https://docs.amazonaws.cn/sagemaker/latest/dg/notebook-interface-endpoint.html
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TEITL

Amazon Secrets Manager

Amazon &2 E

Amazon Security Hub CSPM

Amazon Security Lake

Amazon Security Token Service

Amazon Serverless Application

Repository

ARSS& R

Ch, COM.amazonawsS.
ience-

CnNo COM.amazonaws.
Cno COM.amazonaws.

Ch, COM.amazonawsS.
store-runtime

Ch, COmM.amazonaws.
store-runtime-fips

Cno, COM.amazonaws.
CnNo COM.amazonaws.

ChNo COM.amazonawsS.

region.sagemaker-data-sc

region.sagemaker.api
region.sagemaker.api-fips

region.sagemaker.feature

region.sagemaker.feature

region.sagemaker.metrics
region.sagemaker.runtime

region.sagemaker.runtime-fips

com.amazonaws.savingsplans

com.amazonaws, region.secretsManag

com.amazonaws, region. Z&E

ChNo COM.amazonawsS.

ChNo COM.amazonaws.

Cno COM.amazonaws.

ChNo COM.amazonawsS.

CnNo COM.amazonaws.

region.securityh
region.securityhub-fips
region. securityL
region.securitylake-fi

region.sts

com.amazonaws. region.sts-fips

com.amazonaws. region.serverlessFfi#E
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https://docs.amazonaws.cn/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.amazonaws.cn/securityagent/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/securityhub/latest/userguide/security-vpc-endpoints.html
https://docs.amazonaws.cn/security-lake/latest/userguide/security-vpc-endpoints.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.amazonaws.cn/serverlessrepo/latest/devguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/serverlessrepo/latest/devguide/vpc-interface-endpoints.html
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AR35 B 3

AR S5 Eoa

Amazon SES

Amazon Snowball Edge Device

Management
Amazon SNS

Amazon SQS

Amazon SWF

Amazon Step Functions

Amazon Storage Gateway

Amazon Supply Chain

AR S5 & #5
cn. com.amazonaws. region.serviceCatalog

Ch, cOom.amazonaws. region.servicecatalog-ap
pregistry

com.amazonaws. region.servicequotas

Ch, com.amazonaws. region.email-smtp

Cch, com.amazonaws. region.mail-manager
Cch, com.amazonaws. region.mail-manager-fips

Ch, cOom.amazonaws. region.mail-manager-smtp
.auth.fips

Ch, com.amazonaws. region.mail-manager-smtp
.open.fips

cno com.amazonaws. region.snow-ig&EE

com.amazonaws, region.sns

Ch, COmM.amazonaws., region.sqs

Ch, com.amazonaws. region.sqs-fips
com.amazonaws. region.swf

Cn. com.amazonaws. region.swf-fips
Ch, com.amazonaws. region. states
Ch, com.amazonaws. region.sync-states
com.amazonaws. region. storagegateway

Cno COM.amazonaws. region.scn
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https://docs.amazonaws.cn/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.amazonaws.cn/sns/latest/dg/sns-internetwork-traffic-privacy.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.amazonaws.cn/amazonswf/latest/developerguide/swf-vpc-endpoints.html
https://docs.amazonaws.cn/step-functions/latest/dg/vpc-endpoints.html
https://docs.amazonaws.cn/aws-supply-chain/latest/adminguide/vpc-interface-endpoints.html
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Amazon Web Services RS RSB FR
Amazon Systems Manager com.amazonaws. region.ec2messages

com.amazonaws., region.ssm
Ch., com.amazonaws. region.ssm-contacts
cn, com.amazonaws. region.ssm-ZEf
Ch, com.amazonaws. region.ssm-incidents-fips
Ch, COom.amazonaws. region.ssm-quicksetup
com.amazonaws. region.ssmmessages
BT SAP B Amazon Systems Ch, cCom.amazonaws., region.ssm-sap
Manager
Ch, com.amazonaws. region.ssm-sap-fips

Amazon BEM B LK ER Ch. COmM.amazonaws. region.tnb

Amazon Textract Ch, com.amazonaws. region.extract

Ch, com.amazonaws. region.textract-fips

Amazon Timestream Ch, com.amazonaws. region.timestream.ingest-cell

Cch, com.amazonaws. region.timestream.query-cell

Amazon Timestream for InfluxDB com.amazonaws. region.timestream-influxdb

Cnh. com.amazonaws. region.timestream-influxdb-fips

Amazon Transcribe Cho CcOm.amazonaws. region. ¥

Cch, com.amazonaws. region.trancribe-fips
Cn, com.amazonaws. region.transcribe

Ch, COM.amazonaws.
region.transcribestreaming-
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https://docs.amazonaws.cn/systems-manager/latest/userguide/setup-create-vpc.html
https://docs.amazonaws.cn/textract/latest/dg/vpc-interface-endpoints.html
https://docs.amazonaws.cn/timestream/latest/developerguide/VPCEndpoints.html
https://docs.amazonaws.cn/timestream/latest/developerguide/timestream-influxb-privatelink.html
https://docs.amazonaws.cn/transcribe/latest/dg/vulnerability-analysis-and-management.html
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Amazon Transcribe Medical

Amazon Transfer for SFTP

Amazon Transform

Amazon Transform BE M

Amazon Translate

Amazon Trusted Advisor

Amazon AP B HIRS

Amazon Verified Permissions

Amazon VPC Lattice

Amazon WAFV2

Amazon Well-Architected Tool

I 5 3% WorkMail

Amazon WorkSpaces

Amazon WorkSpaces Z £33l ¥ 25

ARSS& R

CNno

CNhNo

CNno

CNno

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

region. ¥%
region.transcribe
region. %

region.transfer.s

com.amazonaws. region. Fift

com.amazonaws., region.transform-

CNho

CNho

CNno

CNno

com.amazonaws,

com.amazonaws.

com.amazonaws,

com.amazonaws,

region. BE
region. EBEBAI G
region. BA

region. BHRI-BRR A

com.amazonaws., region. BRIENBR

CNno

CNno

com.amazonaws,

com.amazonaws,

region.verifiedpermissions-f

region.vpc-lattice

com.amazonaws., region.wafv2

com.amazonaws, region.wafv2-fips

CNho

Cho

CNhNo

CNno

Cho

com.amazonaws,

com.amazonaws.

com.amazonaws.

com.amazonaws,

com.amazonaws.

region.wellarchitected
region.workmail
region.workmailmessageFlow
region. T{EZER]

region.workspaces-Web
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https://docs.amazonaws.cn/transcribe/latest/dg/med-vpc-interface-endpoints.html
https://docs.amazonaws.cn/transform/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/transform/latest/userguide/vpc-interface-endpoints-transform-custom.html
https://docs.amazonaws.cn/translate/latest/dg/vpc-interface-endpoints.html
https://docs.amazonaws.cn/notifications/latest/userguide/vpc.html
https://docs.amazonaws.cn/verifiedpermissions/latest/userguide/vpc-interface-endpoints.html
https://docs.amazonaws.cn/vpc-lattice/latest/ug/vpc-interface-endpoints.html
https://docs.amazonaws.cn/workspaces/latest/adminguide/infrastructure-security.html#interface-vpc-endpoint
https://docs.amazonaws.cn/workspaces-web/latest/adminguide/private-link.html
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Ch, com.amazonaws. region.workspaces-web-fips

WorkSpaces i & 1% 5 cho com.amazonaws. region. X3k
Amazon WorkSpaces E & F #l cno com.amazonaws. region.thinclient.api

aws.api. region.s3 X4
aws.api. region.s3files-fips

Amazon X-Ray Ch, COM.amazonaws. region.xray

i F Apache Flink WiIE S #EEIR  com.amazonaws. region. &35

%

Ch, com.amazonaws. region.kinesisanalytics-fips

#& & 1] A Amazon Web Services IRE & Fr

BALAE A describe-vpec-endpoint-services fi B E R X3 VPC i R KRS B Fro

AR RBIEZRT Amazon Web Services B EEEXEP X FEOLRB TR 1% --query ETUF 5
i BR &9 R S5 E #Ro

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query ServiceNames

THRRMHEH, RERTENREL.

api.aws.us-east-1.cassandra-streams",
"aws.api.us-east-1.bcm-data-exports",
"aws.api.us-east-1l.emr-service-cell@l",
"aws.api.us-east-1.freetier",

"

aws.api.us-east-1.kendra-ranking",
"aws.api.us-east-1.gbusiness",
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https://docs.amazonaws.cn/workspaces/latest/adminguide/creating-streaming-vpc-endpoints.html
https://docs.amazonaws.cn/workspaces-thin-client/latest/ag/vpc-interface-endpoints.html
https://docs.amazonaws.cn/xray/latest/devguide/xray-security-vpc-endpoint.html
https://docs.amazonaws.cn//managed-flink/latest/java/vpc-internet.html
https://docs.amazonaws.cn//managed-flink/latest/java/vpc-internet.html
https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-vpc-endpoint-services.html
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'com.amazonaws.us-east-1.xray"

EERABSHER

REBRSBFE , LA LUMEA describe-vpc-endpoint-services B S BB B X TN H R RSHFEMAE
B,

LT RHIEREXEEXEH Amazon CloudWatch 3O LK iET SWER,

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1l.monitoring" \
--region us-east-1

THRRHMHH, VpcEndpointPolicySupported R REAXFin AR
B&. SupportedIpAddressTypes RARZIFHL IP kR,

"ServiceDetails": [
{
"ServiceName": "com.amazonaws.us-east-1l.monitoring",
"ServiceId": "vpce-svc-0fc975f3e7e5bebas",
"ServiceType": [
{

"ServiceType": "Interface"

1,

"AvailabilityZones": [
"us-east-1la",
"us-east-1b",
"us-east-1c",
"us-east-1d",
"us-east-1le",
"us-east-1f"

1,

"Owner": "amazon",

"BaseEndpointDnsNames": [
"monitoring.us-east-1.vpce.amazonaws.com"

15
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com",
"PrivateDnsNames": [

{
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"PrivateDnsName": "monitoring.us-east-1.amazonaws.com"
},
{

"PrivateDnsName": "monitoring.us-east-1.api.aws"
3,
{

"PrivateDnsName": "monitoring-fips.us-east-1.amazonaws.com"
},
{

"PrivateDnsName": "monitoring-fips.us-east-1.api.aws"
} 1,

"VpcEndpointPolicySupported": true,
"AcceptanceRequired": false,
"ManagesVpcEndpoints": false,

"Tags": [],
"PrivateDnsNameVerificationState": "verified",
"SupportedIpAddressTypes": [
"ipve",
"ipv4"
]

1,
"ServiceNames": [
""com.amazonaws.us-east-1.monitoring"

BEEBIm AR

ERIERFREXFim S KM , B describe-vpc-endpoint-services iR S H KR E
VpcEndpointPolicySupported BB, RAIEERIERN true falseo

AT ROIREREERSREXIRFEEX PR [EKMK, --query ETUR A HBREIH
VpcEndpointPolicySupported BB,

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1.s3" \
--region us-east-1 \
--query ServiceDetails[*].VpcEndpointPolicySupported \
--output text

THRRHHE S,

ERRARBE 50


https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-vpc-endpoint-services.html

Amazon Virtual Private Cloud Amazon PrivateLink

True

AR RAI5IHE T Amazon Web Services fi$ I EX B X FLET LKW, Z --query ETUFH
HERFINRSEF. EMEA Windows SRR FETHSS , BHBREAZFEABRNESS |, HF
TEEFHEMNNERR A

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="true’ ].ServiceName'

THRRMEE, RERTENREL.

api.aws.us-east-1l.cassandra-streams",
"aws.api.us-east-1.bcm-data-exports",
"aws.api.us-east-l.emr-service-cell@l",
"aws.api.us-east-1.freetier",

aws.api.us-east-1.kendra-ranking",

com.amazonaws.us-east-1.xray"

LT RBISIE T Amazon Web Services BRSs EHEEXEHP AR HL IR T LR, 1% --query &M
T PR BN RSB, EEA Windows S TIRAFFETUHGT |, BHIBREAFHEEAENESS
FHIHTERFEMERR A

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="false ].ServiceName'

THRRMEE, RERTENRL.

com.amazonaws.us-east-1.appmesh-envoy-management",
com.amazonaws.us-east-1.apprunner.requests",
com.amazonaws.us-east-1.appstream.api",
com.amazonaws.us-east-1.appstream.streaming",
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""com.amazonaws.us-east-1.awsconnector",

"com.amazonaws.us-east-1.transfer.server"

BE IPv6 X

ZEFE Amazon BREXT IPv6 X , ESHEXHF IPv6 fAmazon RS . YRIEAIBAER LT desc ribe-
vpc-endpoint-services T B REFEIEE XEH Amazon Web Services fRSs ATLUEN IPv6 15 EHY,

% --query &I 5 i BR H 9 BR S5 B o

aws ec2 describe-vpc-endpoint-services \
--filters Name=supported-ip-address-types,Values=ipv6 Name=owner,Values=amazon
Name=service-type,Values=Interface \

--region us-east-1 \

--query ServiceNames

THRRMEE, RERTENREL.

"api.

"aws.

"aws.

"aws.

"aws.

Cross-region 2 /8 i Amazon Web Services iR

UTRABESEXE Amazon Web Services BRS £ 5 Amazon PrivateLinko

aws.

aws.

aws.

aws.

com.

""com.

com.

com.

aws.
api.
api.
api.
api.
api.
api.

us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.

cassandra-streams",
bcm-data-exports",
freetier",
kendra-ranking",
gbusiness",
resource-explorer-2",
resource-explorer-2-fips",

sagemaker.us-east-1.experiments",

sagemaker.
amazonaws.
amazonaws.
amazonaws.

amazonaws.

us-east-1.partner-app",
iam

’

us-east-1l.access-analyzer",
us-east-1.account",

us-east-1l.xray"
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R, UAES R EETEM Amazon KEBFHXLERS , MEEIIEEESH VPC FIET—#,

EEF IPv6 X5
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£ Amazon Web Services RS FIH I EEIZLETRS X, BREEMI T eLEAREOLE TR
B8 E MY RSS2 Fho

Amazon Web Services RS R 552 #5
Amazon S3 Ch, com.amazonaws., region.s3
Amazon ldentity and Access com.amazonaws.iam

Management (IAM)

Amazon ECR Ch, com.amazonaws. region.ecr.api

Cch, com.amazonaws. region.ecr.dkr

Amazon Key Management Service com.amazonaws., region.kms

Ch, com.amazonaws. region.kms-fips

Amazon ECS com.amazonaws., region.ecs
Amazon Lambda Ch, com.amazonaws., region.lambda
Amazon Data Firehose com.amazonaws. region.kinesis-firehose

B AT Apache Flink HII S#3EEMR  com.amazonaws, region. i&zh7
=
27

Ch, com.amazonaws. region.kinesisanalytics-fips

Amazon Route 53 com.amazonaws.route53

&= & 7 K Amazon Web Services RS &F

YRA] LAfE A desc ribe-vpc-endpoint-services o REE B BB XN RS

LAUTRRBIERT Amazon Web Services RS iZus-east-1 XA T LB # O K iET 2 i5HE#E
E (us-west-2) RFXEFH . % --query EIURF 4 i BR H1 9 BR S5 B o

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
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--service-region us-west-2 \
--query ServiceNames

THRRMEE, RERTENRL.

""com.amazonaws.us-west-2.ecr.api",
""com.amazonaws.us-west-2.ecr.dkr",
""com.amazonaws.us-west-2.ecs",
""com.amazonaws.us-west-2.ecs-fips",

"com.amazonaws.us-west-2.s3"

(® Note

B E R XEM DNS, Amazon Web Services IRE EH M XF A AT , FRFXE
DNS., BxEZ{EE , 52 Amazon VPC AFIEEHRMEE MEH DNS B4,

NERAEEEI

« BRIABRT |, IAM SRS | Efth Amazon Web Services RS Kigify, ERFEXEHRAEN
R, IAM BB RSB A Fvpce:AllowMultiRegion{X BRIXBRIZER 1AM ZKEE,

- BREPRSIEFIKE (SCP) FLELXPRvpce:AllowMultiRegiontX RIVIRVE, EFEH
Amazon PrivateLink# X13E B I8 , BH SRR SCP #AM A F R E,

o ERE IAM RAESIR VPC i R A UEE N RS XN X1 , EEA
ec2:VpceServiceRegion &4,

- REEABELRNEEFEMA—NERMAXE , AT EFEERENKEINRSXE. RLEETRE,
RNBWRSFEREFERAXEREZETFREXEEZERGEEKRS. Intra-Region EFETIREER
A9 HEIR F1 5B K B B AR o

o BALAMEH IAM B9#Taws : SourceVpcArn£ B &M Z4A KR o] L BRLE X35 Amazon Web
Services Ik 1 VPC GRS RR, LZAEH TRIHERTZIMETXEHIHHEEZES,

s ATREESTAM , FEELPANTARHER M IHFEEXSNEILETR. EXAERT , 2
HEIERELTEEAERNTAKX,

« BXEBEXEIAE , 5L Amazon PrivateLink B 38 R £3 X 33 58 2% X i3 7 7] A X iz B Y iR #5 %8
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« UTHARAZIFERXTIHRE : usel-az3, uswl-az2, apnel-az3apne2-az2, Hapne2-
azh,

« BT LAE A EIXIHEHH Amazon Fault Injection Service F X FXBAMBEXIGWZEOLIFET R
WHEZSEHTEE, ETHESZER , HZMHAmazon FIS X1,

Bl 2§ @ H b X 18, Amazon Web Services fRSE HEO KT S

EfARHatRRO0KETR , F2REAIE VPC XinT SE8D .

£ CLI /|, A LAE A ¢ reate-vpc-endpoint ap 5 A BAET R XEHH VPC LT K. Amazon Web
Services BRSS LA T RBIBIE T us-west-2 AFH VPC E Amazon S3 fiE O LK Rus-east-1,

aws ec2 create-vpc-endpoint \
--vpc-id vpc-id \
--service-name com.amazonaws.us-west-2.s3 \
--vpc-endpoint-type Interface \
--subnet-ids subnet-id-1 subnet-id-2 \
--region us-east-1 \
--service-region us-west-2

H1al —4 Amazon Web Services BRS EHEDQ VPC KigTT &

WO LA BN VPC KigT RREZEHHEREHRIFNIRS Amazon PrivateLink , @fEFZ RS
Amazon Web Services f§S. BXBER , &S the section called “#=" 1 1581 Amazon Web
Services RS,

FFIEE VPC REEMNENFN , RITHEFRNFRE—NMNraMEED | A RESE FR it STE
AEFE IP bk, R NEEARHBEREETENNEEND ; BRI LAEZRM Amazon Web Services
KFrHhEE , BT EETERE,

P
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. BlE VPC =

- HEFH

« ICMP
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- E
CIEE S

. E&M VPC Amazon Web Services RS P2 T 5 RN E R,

- BEEMFEHAFE DNS , B4 VPC B A DNS £H1E M DNS o EXEZER , T5H
{Amazon VPC FHF'?E@>> R EEFEMEFH DNS B4,

s EREOKETSBAIPVE6, Amazon Web Services fRE S M FET IPv6 #H1TiHE. BXES
{£8 , 152/ the section called “IP #3iF R H”,

c NimANEZEOVNE—INLLA , AFREB VPC BENTHEIRE, Hl0 , AR Amazon CLI AT LA
B &% HTTPS #&3R Amazon Web Services RS , ZEEAMAF A HTTPS HRE.

- MREHRFNLTEEME ACLWFMA |, ERIEME ACL RE AT VPC Min MO P HE
R B E .

« &1 Amazon PrivateLink BR BB, BXxEZEE |, 52 Amazon PrivateLink Ei&l,

812 VPC iR

FEAUT IR0 E1E#ES] Amazon Web Services FREH QD VPC i .
H eI EOLKIHT & Amazon Web Services RS

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

2. ESMERP  ERRS

3. &R BRR.

4. XFHKE , %F Amazon RS

5. (A& ) 2R Amazon Web Services fi% EHMXEMELET R , HEF B ABEXEHLHET
R EEE , AEMNTHRIIRPERES X,

6. XIF Service name ( RSB ) , EERSF. BXEZEE |, i55H the section called “5.. &R
KBRS,

7. XF VPC , &FELEMAFIHE Amazon Web Services IR H VPC,

8. MRMEEDSES FikFE T Amazon S3 WS EH , HEBEREFE DNS 5 , MIEEFHA
RiE., S DNS B, HEMELIERR  HESBaRBRNALRSEAFE DNS, £R
BEJN Amazon S3 Wi N [ELEH B AT R S FAH DNS, WMRAEEHE Amazon S3 WK
RigR , HEEZFENNAUELILSAFAE DNS |, MIEZSHNTHIRNEE — T 2K EIEIRE

=

/BN 0

BIRSRAF 56


https://docs.amazonaws.cn/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://console.amazonaws.cn/vpc/

Amazon Virtual Private Cloud Amazon PrivateLink

MREELSER 5 PR Amazon S3 ZHAMAFTERSHER TRFEHN , WRADER T HMR
iE. /5F DNS B, BWEREMINE. IETUARREALAHERESLIRT RMER (flmEs
Amazon SDK &K HEVER ) T EIEH VPC Kim T K

9. XWFFW , BREEHPUERS Miﬁiﬁlﬂﬂ’]?@o A ABNTAXER—NFN, BLENE
—AAXPERZNFN, BXEZEE |, iHSH the section called “FMFAATHX",

RINBERT , RINERFH IP - STEFM IP bt |, HFGESTLRAMEEND, EE2ER
IP bl | HIEIRIERE IP Hhht, BEE , F™W CIDR BRBPW AT IP it FHE— IP ik SR
BHANIER RS T a2l ER TinaME&ED,

10. X¥F IP address type ( IP a2 R ) | ATMBA R &I 3 TIREF
« IPv4 - IPv4 it D ECA IR R NEED, RYUFMAEEEFNEER IPv4 it SEE B RS 1S
IPv4 &3RET |, FZ3& ik,

* IPv6 - FF IPv6 bt DEL IR /AR ED, NEAFRAIEE FNENNIR IPve By FMERS#ER
IPv6 FRET , o SXIFLLET,

o Wt fF IPv4 F IPV6 it ELAIm A MNEEO, RYUFMAEIEEFNEEE IPv4 F IPv6
ST E B RS IES IPv4 F IPv6 iE3ReT , o Xk,

1. ¥TRE2E  ERESHKLIMKZEOXRBKNZEH, RIAMBERT , BI2XEK VPC HRIARE
i

12. TR , ERZ2HRNRUATEEZEESENRRINAEREHRITAHRERE. EZRHIT Iﬂ]
R, HEEAESGH AR, ZATRERS X VPC I AREEIT AT A, AXESER
S i RREE

13. (A& ) EERIRE | BEREBEFNFIRE , AR A ZIRENEBNE,
14, EFECIBKR

ERABTTUREORR

+ create-vpc-endpoint (Amazon CLI)

 New-EC2VpcEndpoint ( & F Windows By T & PowerShell )
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ETHESEHENTRGOIR, B, BHRMB VPC WA, BESERM VPC AT 2
( Amazon IS ERE VPC M5 ) IR ET Ak B G,
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ICMP

EOR SR ping HRMEBB, BELER nc = nmap o RkAE,

=4l g=\

tlg#EO VPC iImRja , B EFHEE,

5
o AR R T M
- XEkZz£4

. YREE VPC ik SFK
- BFR#.E DNS &
. EEIRE

N DS BR £ P

BRI LR EORINENTARER—NFN, IREEFNFR , RILELEZRNEN FM ol 2K
RMEED AN FROEFMUSEEANFIAE IP ik, MRERERF , RIILBBRE RS
MEEO, BXEZER |, 53 the section called “FMF AT AHX",

EREHaERTFH

1. ¥TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC 1414,

2. ESMERTP , EFRR

3. EEREOWRR.

4. {KIXIE$F Actions ( #4E ) . Manage subnets ( EEFM ) ,

5. BEFELRENEFICHERTAKX, R‘Iﬂzﬁ/\—lﬁﬁl: EE—NFW, BRIABERT , BRADERF
M IP bt SEE PR IP itk , HFEHSERARSMNEED, ENRSMNEEOER IP it | Fik

BRIgE IP it | %)ﬁiﬁi)\?lﬂi&iﬁﬁlﬂﬂlﬂﬂ’] IPv4 thiit, #NRuE KRS 2 IPV6 | &t A LU A
F M3tk SEE PR IPV6 it

MRERELEM VPC mRNmRMEEONFNIEE IP it , MMNSBAFNBEANEEOS
izmaMEED, KERL2ERETFMM VPC ik a iR,

6. i%#¥ Modify subnets ( IEHFM ) o

ICMP
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ERARSITERTFN

» modify-vpc-endpoint (Amazon CLlI)
« Edit-EC2VpcEndpoint ( & F Windows B T & PowerShell )

KEZEA

FANEREEEDRR/NMNEZEOEXBKNLTLE., ZRLEMNPRFEZEFIFM VPC FH IR KX
i R B O AR E

EREHEERLE4A

1. fTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,

2. ESMERP  ERRR

3. EREORR.

4. %$F Actions ( #4E ) . Manage security groups ( BEXEZ£4H ),
5. BEFELRIECHERRZS4A,

6. 1% Modify security groups ( EZ£4A ) .
ERAGSITERRSA

« modify-vpc-endpoint (Amazon CLI)
« Edit-EC2VpcEndpoint ( & F Windows # T & PowerShell )

i VPC im 2R B

2R Amazon Web Services fR55 XL T RRES , W AT BUREBLIRT REVKRT RUREE. EEH 5T
mRRMEE BN ERATRFZ/LSIHIREN. ARESFER , F5H mRRE,

158 F 22 1l & 38 i SR g

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #1154,
2. ESMERP  ERIRR

3. EEBEORA.

4. HRRIERF Actions ( #4E ) . Manage policy ( EXEREE ) o

PN et 59


https://docs.amazonaws.cn/cli/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
https://console.amazonaws.cn/vpc/

Amazon Virtual Private Cloud Amazon PrivateLink

5. 1%&$R Full Access ( T2 ) UA TN RS HTTEIHE , REIEEFE Custom ( BEX ) HH
BE KR,
6. EERE.

158 A 85 T 1T S i LR B

» modify-vpc-endpoint (Amazon CLI)
- Edit-EC2VpcEndpoint ( & F Windows B T & PowerShell )

/= FA%#.%B DNS &

EAVEBRWIE RN Amazon Web Services IR K VPC i /5 FIFAHE DNS B, X4 o] AR A 2 H AR
SARIFT RAIER ( HlIET Amazon SDK K HEViER ) BATREM VPC KixT 2o

ZEFHATE DNS 8F , BX%HN VPC B DNS £#1% # DNS #47. BRAFE DNS ZFret |, FA
BEIP it AfaeEE L0 FRET A AT A, RIELSHAFE DNS ZBFEFTRIZM DNS ik AFEIR
. AL , A5 DNS BFT Al A FF R4

fERZH & ERFA DNS BFEM

TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,

ESMERT , EFRR.

itz dml Jo

fRIRIEIE Actions ( #B4E ) . Modify private DNS name ( {&t{#,8 DNS &#5 )
BIEEEERZHER Enable for this endpoint ( AltIHSRBH ) -

MRRFH Amazon S3 , MEL—FH |, EFEN KRS ALRNERNNALRERESAFE
DNS., MREmFEARATAE DNS ThEE , NEBR{UN Athiw =S AFAE DNS, MRRT
Amazon S3 WiEOwm A2 , #&%F Amazon S3 HIRXIHER , FEERNXAAERLEARLE

DNS , MIE T —FHREEUNN , 2RBIFEREE, BXRXEZEER , 5H the section called “FAH
DNS”,

7. ERFREFER.

o a0 bk~ w N~

FRBTERRE DNS B FIEM

« modify-vpc-endpoint (Amazon CLI)
« Edit-EC2VpcEndpoint ( &M F Windows # T & PowerShell )
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BN m R TIRE , AR CHRFEALANFTENE#R TR,
BH s EERE

ITFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#| &
ESMERD , KRR/

EFREORR,

fI R %R Actions ( #4E ) . Manage tags ( EEBHRE ),

BEMIFRE | FIEFE Add new tag ( FIFIREL ) |, RE@ ARZNRNE,

& EZMERIRE | ERFREARNELNA Remove (IR ) o
iij::zp Save ( 1%# ) °

WRTEERE

- create-tags # delete-tags (Amazon CLI)

« New-EC2Tag#l Remove-EC2Tag ( & F Windows Y T & PowerShell )
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2l SNS BAl

i
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1.

LUTERRBEHE— Amazon SNS TBHITHEZEE,
EHlARNEORSIEEMN

TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,

EERL

%
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I

ESMERTP , ERKR

HEREO RS,

£ Notifications ( B ) I+ £ , #%$F Create notofication ( SIZEH ) o

X FEE ARN , BN EGIZER SNS E&i%EHE Amazon Resource Name ( ARN ) o
E{THEH , M Events ( B4 ) PikiE,

« Connect (E# ) - RSEAECETENRA, X2MRSREMEAIZEZFTR,
* Accept ( 3 ) - RFEHPEES TEEB R,

- Reject ( E4 ) - BRFIRMPGIEL TEEE R,

* Delete ( #IBx ) - BRSEAEMER T OB

1%£3$% Create notification ( 8IZ2EA ) .

ERBTITAEORICIEEL

 create-vpc-endpoint-connection-notification (Amazon CLI)

« New-EC2VpcEndpointConnectionNotification ( 3& A F Windows #J T & PowerShell )

N N7 8] 5% B

£ Amazon SNS EZ 7R h1 Amazon PrivateLink R FRXRELZ A B G RIKRE , W TR,

EXEZEER , B2 0{T4%%E Amazon SNS =B R iHEI K 2 £ aws: SourceArn =

aws :SourceAccount £REF AR IEEFERIE AR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"

},
"Action": "SNS:Publish",

"Resource": "arn:aws:sns:us-east-1:111111111111:topic-name",

"Condition": {

NN 7] SR A
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"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:us-east-1:111111111111:vpc-
endpoint/endpoint-id"
}I
"StringEquals": {
"aws:SourceAccount": "111111111111"

AN N2 HH R B

MBEFEANZIMEZERN SNS £ , Il KMS Z4AH R IR KBS LS 1E Amazon PrivateLink = 8218 A
Amazon KMS API &4, AT R REIZARE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "vpce.amazonaws.com

}I
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I
"Resource": "arn:aws:kms:us-east-1:111111111111:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:us-east-1:111111111111:vpc-
endpoint/endpoint-id"
}I
"StringEquals": {
"aws:SourceAccount": "111111111111"
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% Actions ( #4E ) . Delete VPC Endpoint ( #ilBk VPC iw5 ) -
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+ delete-vpc-endpoints (Amazon CLI)

« Remove-EC2VpcEndpoint ( & A F Windows #J I & PowerShell )
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BIEMXImRE | EBRES AN TR VPC BHEX. UTHRBAFEIRNBZEENENEHERK, B
Mt 2R AE RS ATESIR Amazon , B REMNAXLKRT R,

B & Target
prefix_list_id gateway_endpoint_id
AEEI

« BALEFRNFMIENHEBERPOIRIIES |, BFREBIMEREAMN Z 0 H RPN IR
B, EREERXERKEK, HEBUHRHARSMX RSB RIS BRM X R RE , BT ERE R
BR

« BEFXimR[AKRBKOEHRXEKN FNANAAEXMS B ERZMXERIKTEZES. REXLHRK
HRXBKE T NAHREEALBRSRK , MARMKIER.
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- BARBAUEREE Amazon S3 Wik A H , LA SAHEE DynamoDB Mk [ H. EAILES
MNEHEXRDPWEBEERE— RS ( Amazon S3 5 DynamoDB ) B S H. BFEEE—PNEAKXTIHA
BEER—BRS ( Amazon S3 =% DynamoDB ) F¥ &Nk RBE Ho

. '}“z{l]{iﬁé 5 &I i & AR B DKM IR RV B T X (BAKRIRICE). X T 8 i R B8 AV B8
HEX , XEREATAR

- MRBRFEMEERMRERNA (0.0.0. 0/0) B EERMMX , ML SEBAEEATREHE
Xig # AR5 ( Amazon S3 5 DynamoDB ) W&, XET Rt XFIFRE Amazon Web Services
BRS ER BEBRMM 3,

o LARKXER RS ( Amazon S3 5 DynamoDB ) A Bt HRE LR E EEBRMM < , B4 51
REFETEANXE,

- MRER—XFFEFEENEKRS ( Amazon S3 5 DynamoDB ) #§EBY] IP #hutSEEMEEH |, MiZ
BHELETHSEH,

ZEMh

U IR 1Y SE IS R < 3% =T 1) Amazon S3 5 DynamoDB Y , EM1&ERAE LA BRI RIRS ., XL
S5 B9 22 4 4R @4 ﬁﬁ)&ﬁﬂﬁ“ﬁ’]umgo DT REEMRMUB =6, E5ARSHEIZESIZRMN ID.

BFRr V& i ¥ 3B E

prefix_list_id TCP 443

XKLL F A4S ACL B VFit MRS AR E. AT RHWEMNARE, BTEEEMLE ACL
MNP 5| ARSI |, BT AMNEBIRSIRAPIREBRSHY IP kS

BirfLE 7308 im ASEE
service_cidr_block_1 TCP 443
service_cidr_block_2 TCP 443
service_cidr_block_3 TCP 443
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IP bk 35 HY

P ith ik 3E AR TE W B4R 51 R S8R BE ER RAB KBRS
AMxImRER IPve EXR

« MXImAM IP bt RBUMEM KIS TFPRS , TR :
« IPv4 - FHIREH IPv4 BIEBIRFINBENERB RS,
« IPV6 - FREH IPv6 BIZRFIRRBMBEHWIEARD . NHFFEIEE FRERNIR IPv6 B9 F ™At |
F X,

o Xt - FIRSH IPv4 BIRFIRFMBENERAR , FEPFRSH IPv6e BI& SR A N2 &8
BBHRT. RIAFMAREFMNEES IPv4 M IPv6 thabSTE AT , o EFILIED,

DNS g3 IP k&

BRIMBERT , MXKRET SL2RBEERBAANRS KK SIRE DNS id%. IREFEA IPv4 RS KR
TR (Bl ) BIEMXLIHFT Rs3.us-east-2.amazonaws.com , Amazon S3 2[R & F xR
B AiER , HEEHNEAKRPTE FMEBERA IPv4,

AR, MEEFEANKBRSLETR (Al ) RIERXLHT R , Amazon S3 £EEHEF
mIRE A Fl AAAA Bk , MBHNEHBERPHFREER IPv4 # IPv6, s3.dualstack.us-
east-2.amazonaws.com

(® Note
Xt F B ZEF#EMI S3 Express One Zone , HIEFHAI MK im [ fFs3express-use2-
azl.dualstack.us-east-2.amazonaws.com% 5l Hs3express-use2-azl.us-
east-2.amazonaws.com#l,

DNS ig%k IP RE LY MARERHIABT KN TN, MREMEA IPv4 REKHT REIEM L HT
R, AEEHA dualstack REAWmT R, NEHA AAAA EXNREFTFLBEIMAL T SEH. R
IPv6-compatible B RFE , IREFHEEARBHEBR L, MREFEHRSENLH DNS igF IP 3£
B ERRENRSTULEREZSMNRSHINATEFR,

&M LLBE X DNS 123k IP REDGERNFELX G T QREPLEIEE , MARIRSELHIFRIA DNS 12
¥ IP RERE, TRETRXZEFR DNS 235 IP REAMEREAIZFRE !
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DNS g3 IP 28
IPv4

IPv6

TR

R3S E X

EiEF DNS i IP RE |

|P ithuik S HY

IPv4

IPv6

XX HER

* FRBRIA DNS i3 IP 3RE,

(® Note

BIMALIET RRSFEHAREN IP k3R,

M IP #hab KB ZHFHY DNS g% IP KH .

IR [E Ry RRE
A

AAAA

A 1 AAAA

IEFEURT RS R

E
<t
2Or
bz

TRERTMRLL

T8 DNS idx IP %8
IPv4 |, RS EN*
IPv6 , RSB E X *

IPv4, IPv6, M3tEtk, RS EN*

EFANAKAKABETARESENANAN DNS 1I2F IP £E | L4 917E VPCEEPR A

FenableDnsSupportfenableDnsHostnames/& 4.

RH,

IBTTEE X DynamoDB Mok £ 4% 17 2 B9 DNS g3k IP

P A,

DynamoDB X X # k55 E X #Y DNS i25%

EORKAH DNSIEE IPEXBTRNEFMTRE. BEXEZER , BSHEORSAN DNS i8% IP £#,
E A F Amazon S3 BY <k &

Ea LAEAM*< VPC 2 M VPC 1518 Amazon S3, SIEMNKFEAG ,
7@ Amazon S3 WY E R R ER T B ¥R,

SER LR ER I MIER VPC
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ERAMXIREIAT 2R EEAFNEA.

Amazon S3 Ff X IFMximAFMZEORS . BEIMXER , BRI LM VPC 58 Amazon S3 , ik

TN VPC BLZEBRMMX® NAT &% , U EFEATARA, B2, MXAHETIFTATFNEER
&, Hh Amazon X3 & VPC BN EMMRHTIHR, N FiXEFs  B4MEREORS ,
BEEBEHIIMITZ, BXREZEL |, 52 (Amazon S3 AF#EE) HHERT Amazon S3 #Y VPC

Ll SiZ
mRRE,

&

- EEEWM

- 7B DNS

- BIEMXRIRR

- ERFEREREIEH R
« RERBEEH R

« YR VPC i R R EE

o HIBRII < i R

p=c5_R=-B0

« MXmR/ANELEZGESAENXETA, BFLEEN S3 FRBAMENXERSIZMX K.

- MBEEHAR Amazon DNS RSeS|, NIABR R VPC EREE B DNS E413 F DNS #4r, 0
BIREHABCH DNS RS | FHFRN4X Amazon S3 BER EHEMAEITH AmazonEH i) IP b
ko

o XNFBEIMKIHRIGE Amazon S3 K| | A B HIGH N XA A3 H Amazon S3 R E,
Ba A ELZEAHN A 5| FH Amazon S3 HIEIZE5IERM 1D,

o WFBEEMKRIEERIFR Amazon S3 YK | FREYMLE ACL 40 2 i3 Amazon S3 HIRE. &
THEFEM L ACL AN F 5| AEI&%I&R |, B A LA Amazon S3 BY &4 51 R FFKEL Amazon S3 #Y IP
b EN

- REBERANREEEHR S3 7%, Amazon Web Services IRS #lin | ETRS AIeEEE 7[R
BEAEXHNTFERE , IETRFELTRIEFRRETHRE EC2 3=4l, MER , EFHREAELHN
LURT RURBE L Amazon Web Services RS SR RFEAs3:GetObjectBETGRIX LZ#EM,

- X FiEE VPC %K [E Amazon S3 A HHIIER , TEEES N KRB RFHEREPER

aws:Sourcelp &, HAEMR aws:VpcSourcelp 5. HE , &AL BRI R SR 4 Rt
EC2 £ LAEE VPC i K518 Amazon S3,
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« Amazon S3 W ZIHIk B ZF &M F M P SSFIRR IPv4 5 IPv6 it 8K VPC RN AE B R
A, RO YIRMERE |, FUTTITFN TCP E#E, oA AL BINERETARE, B
WERESERER R AN FTEZTEMNEELS ; [ TNRUBRENRGEEEFHETEIE
FTiE3E S Amazon S3,

TooE N im SR YT B IJVPC 25 VPN E#E, VPC NEiERE, FRMXZHER VPC F Amazon
Direct Connect i1 % —im RIR T L FE A M XL imT 25 Amazon S3 B1{E,

o BRI RIARF N ENXE 20 MRS | ZEFT AR, F1 VPC HMXinBRESN 255

M

o

#.58 DNS
£ 7 Amazon S3 BIEMxix /R MIEO KSR |, EALABLEFAE DNS LUEIL R,
Route 53 Resolver

Amazon R &K VPC 124 DNS BR%585 , #4 Route 53 Resolver, Route 53 Resolver B 31 47 FA
EREXEFHAM VPC HE MK, B2 , BFEEM VPC 4 EB#E A Route 53 Resolver, Route
53 IRt R AT R i SR R AT BR AL J«ME""_IM VPC #\ERfE A Route 53 Resolver, A V#4785 ik s RF
SRE AR MEH DNS &if3 % 2l Route 53 Resolver, H U5 4T850% =¥k B Route 53 Resolver By
DNS &ifj# &K El A i R 4%

L IRHF Amazon S3 WY1E O i [UELE RIS A UL #EAT 2R in S A FAE DNS B , AT BIZ A LRSS
Ko XfTF Amazon S3 #J DNS &if] , AT SRin S SN ENA T EZEOKINFAE IP ik,
A1 HF Route 53 Resolver #Y ALIAS 12 ZiAMNE| Amazon S3 I ARIEE X , X##XKE VPCH
DNS EifE 24 E] Amazon S3 AF IP itk , AT £ B ZI M % ik <o

#.%5 DNS

WMRES Amazon S3 N wmIEEFAE DNS |, BHIERX N AU BFETER IR B EFRE DNS , NIKE
B AR & F VPC 5 REME A O i% 215\ Amazon S3, At , BEENBFEHEO KL E
kB VPC BRE , M 25 %A MmN,
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On-premises

data center

Gateway endpoint
D\ L 53 bucket
i) /

= i 0
VPN connection Interface endpoint

FAH DNS NEM T A UGB8R m R

W R IBUH AV FRATES I S LB FAE DNS |, NIk B 24 ih P &Ry E R & A 0% =158 Amazon
S3, Mk H VPC WiER&FERAMXiERIFE Amazon S3, Hilt , B LAME{LERAE , RRERERNT
EFEAMXESNRE  FRERZEOBRS,

EFRTHEE , MXLiET A DNS 8% IP XREXMESEOK T SMEEESR Chservice-
defined, Amazon PrivateLink AXiFEMEMEAES, BXEZER |, i5SH the section called
“DNS 183k IP K&,

On-premises

data center

@ Private subnet @\"\
Gateway endpoint

I:’ 53 bucket

= [
(7] >
VPN connection Interface endpoint

BLE#\H DNS

BRI ATE B2 Amazon S3 MENIRK/NHERES , NHEEFSE DNS, BXEZEE , HSH the
section called “BlE VPC im K" ( BIZEHAEIHAE ) = the section called “/Z AAFAE DNS B#” ( BIRE
BE ).
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Bl 2 M < s =X

FEALTERERZEIERES Amazon S3 B X 2.

EREHEEMXRER

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #Z#1&,
2. ESMERTP , ERRKR

3. ERMBRmR.

4. X+TF Service category ( BRI ) , % Amazon Web Services BR55
5. XNFRS , AMLIEREE = WX,

MREH Amazon S3 BIFEFHEEBEAFMEEF , B%EHE com .amazonaws, region.s3.

WRIEH Amazon S3 BIEEFMEE ZEFMET |, 1FiEIR com .amazonaws,

region.s3express.
6. 7 VPCIH , R E6IZiwIARY VPC,
7. XIF IP address type ( IP #iE3EH ) | AIMEATIET AP ## 1TER -
« IPv4 - fF IPv4 it DA im R MEED, RIAMBEEFMEAES IPv4 i SoE BRS#ES
IPv4 E3REY , F XFFLIEDT,

* IPv6 — ¥ IPv6 bt B EC LA IR SRR O . NZHFIAIEE FMIINXR IPv6e KW B RS #ES
IPv6 FRET , F IR,

o X ;A IPv4 1 IPV6 it 9 ElA IR R MEEO, NIAFMAEEEFREEER IPv4  IPv6
HHESEE B RS 1ES IPv4 1 IPv6 E3RET , o X3 %IR,

8. XIF Route tables ( BHF* ) , ERHAEFEANBEAR. BIMNEEHFMN—NEH , FURSH
B REERRSMEEO,

9. XF Policy ( ZRB& ) , #%&# Full access ( T2 HRAIMNR ) UAFFIEEHBES VPC RN FE
TRINTRIE®RIE. BN , %2 Custom ( BENX ) LK VPC it KB |, ZRBEIEH 4B
VPC i S BRIAT IR ERI PR o

10. ( AliE ) BEERIGRZ |, BEBRNFHRZL , ARRA RSN ENE,

1. EFRBBIKS

ERABTITHEMXER

 create-vpc-endpoint (Amazon CLI)
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« New-EC2VpcEndpoint ( &M F Windows ¥ T & PowerShell )

158 P 17 A SR B 422 361 15 )

A EAFEBRERIER S EL TR, VPC, P iitSeBE MM F#EBAY 7 E. Amazon Web
Services KX L RBIRIZIER — M AV ERE R RPIFRE R RAYRIEIE T,

Example/R% : BR&EIXS 43 E vm KBV 15 [H]

BT LAME R aws:sourceVpce R BRBIZBRFIFT S ER LM HRINFEHEERE, BRIEFEATEEN
MKimR , BN TR EAEENIRERLNIEERNIAR,. BEE , ILEEEET Amazon Web
Services BB HI A FERIEEMNIRER LS ERAIHE,

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Sid": "Allow-access-to-specific-VPCE",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:: :bucket_name/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-la2b3c4d"

Example ™l : BREIZT4FE VPC 7]

A LAE A aws:sourceVpe AR OIZEFREMERE , A TRHEX4SE VPC WiER, MREER—
VPC HEETZMNmR , X2FEEA. RIFBFERKBEEN VPC , BNUATRELERIBEENERE
B ERERIGR, FiEE , KRBT Amazon Web Services & 12 & & {8 F 18 E A2 4EFE LE Xt
EERNIE,
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::example_bucket",
"arn:aws:s3:::example_bucket/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-111bbb22"
}
}
}
]
}

Example/~ 5l : BREIFT4FTE IP 31k S B 89 1 (4]

A LAE A aws: VpcSourcelp AR AIZRFIFTFE IP BB MG RN K, BRIFBFERKRBEE
B 1P tthak , BN AT RS ERIEENREERLNIEERMNWILM, BEE , LREES Amazon Web
Services BEEZH| & FEAEENRER LI EEMMIFE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC-CIDR",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:: :bucket_name/*"],

"Condition": {
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"NotIpAddress": {
"aws:VpcSouxcelp": "172.31.0.0/16"

Example Rl : BR&IXT 45 E 7 & W8 15 B AR Amazon Web Services K

EOLAEF s3:ResourceAccount 4R EIZRKEE , A TRFHIX45E Amazon Web Services ik
P B S3 F@ENIEE,. BIE S3 WHIEEMN Amazon Web Services P FrE , BN THRKAFEH
B ERIREEL XX LG IE,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-bucket-in-specific-account”,
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:GetObject", "s3:PutObject", "s3:DeleteObject"],
"Resource": "arn:aws:s3:::*",
"Condition": {
"StringNotEquals": {
"s3:ResourceAccount": "111122223333"
}
}
}
]
}
KRERBEH R

BRI EREMXIm[ARKWEAR, SEXRBKBERE , RIFEZHFMN—N&H , FURSHEDN
WHREREERRAMNEED, HEBUEXKIEHEREN , B2 B3 MEEE R PR BRim QBB
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EREH A xEREAR

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#| &
ESMERD , ERRR.

RN X iR R o

1% Actions, Manage route tables,

BEFEEFRIBUHERBHRK.

%32 Modify route tables ( EBEHE ) -

2 e

EABTITREREEHE

» modify-vpc-endpoint (Amazon CLI)
« Edit-EC2VpcEndpoint ( & F Windows B T & PowerShell )

4R VPC i SR B

SER BN Mk im [emiE R [QUREE , SUL R RIEE R RN VPC X Amazon S3 #ATHY AR, EEXT5Tim
REME , 1§FEME’JEE&T ERE/LoMTREN. RMARBATTLHR.,. BXESZER , H5H
Ui SR B o

52 A2 6 & B oin < R S

1. ¥TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,

2. ESMERTP , EFRI

3. EEMXmR.

4. {KXRIERE Actions ( #4E ) . Manage policy ( EIERRE ) o

5. 1%&3#F Full Access ( T2 1A ) UAFNRSHITELTGME |, HEEF Custom ( BEX ) FHimn

B E KRB,
6. ERRE
THERSE Amazon S3 Wik 2 KRB,
Example /=l : FREIXT4SE AV AR

B LLBI 2 — N RBESRN AR RIS E S3 F#EE, WREN VPC Amazon Web Services RS #HE
HaufER S3 @ , ML ThEEEEF/ A,
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JSON

"Version'":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-bucket",
"Effect": "Allow",
"Principal": "*",
"Action": [
"s3:ListBucket",
"s3:GetObject",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:: :bucket_name",
"arn:aws:s3:: :bucket_name/*"

Example Rl : BREIXIHE IAM B8 15 R AR

BRI AR REIXN4SE IAM ST RINRH R, YMEM aws:PrincipalArn EEAR FiFE

PR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"ArnEquals": {

Amazon S3 Hix R

78



Amazon Virtual Private Cloud Amazon PrivateLink

"aws:PrincipalAxrn": "arn:aws:iam::111122223333:xo0le/role_name"

Example ="l : BR&IXT 45 E MK~ H A - 8 17 8

18R] LA 61 22 PR I3 45 TE K £ 49 U5 R AR PR 49 SR B

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-callexrs-from-specific-account”,
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"
}
}
}
]
}
] e P < e

RTEM X i RS AT SR E I BR . B MIBRMI R iR B, BAT M -7 RIB% B 3% P I BR i B

WRFE DNS BB A, WIFTER BRI X im R o
156 A 422 %1 1 B B P K% o

1. 3TFF{LTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
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2. ESMBE®EP , ERHS.

11 P 5 i R o

i%# Actions ( #4E ) . Delete VPC Endpoint ( #ilBk VPC iw5 ) -

HRSERRFITEHIAE |, WA delete,

prig=a]

o o &~ w

{55 F 5 5 17 1 BR R 5% i =

+ delete-vpc-endpoints (Amazon CLI)

« Remove-EC2VpcEndpoint ( & F Windows ¥ I & PowerShell )

& F Amazon DynamoDB HY /<% &

B LAE AR VPC i =M VPC 5E Amazon DynamoDB, #IEMxisa/E , &S U ER IR B
HEPHEHR , ATMEHN VPC JiE DynamoDB B RE.,

ERAMX IR R/AT 2R EFEMFNZA.

DynamoDB it X FMXin R M OwR. EEMXEmS , @R LM VPC /58 DynamoDB |, 7%
=N VPC BEZEBRMMADR NAT 8% , t EEFAFARH, B2, ALK TR TJLI‘FMZIKi&M
. Hth Amazon X3 & VPC B EMMRHITIHR, N FiXEFR  SLRAERAEORS ,
BEEEHNLR, BXESZER , FS5 Amazon DynamoDB FF & A R ERF K DynamoDB £y
VPC im RRE,

AES

B M X iR <

EF IAM policy %17 8]
RERER &R

imiE VPC I SURBE

i Bk ) S i =,

EFF DynamoDB K% = 80


https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-vpc-endpoints.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Remove-EC2VpcEndpoint.html
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html#types-of-vpc-endpoints-for-ddb
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=80

o X QNELEEZE [T ENXE AT A, #RE DynamoDB 2R F1E /YA [E] X 5 A 1 22 M 5% i
=]

N\ O

- MBEEFR Amazon DNS RSeS|, NMABR R VPC EREE B DNS 412 F DNS 41, 0
RIEFEHABCH DNS REE | BHAFE X DynamoDB KIE SR IETEAEATR Amazon4EH #Y IP ib
ko

o XN FBEMKRim RG] DynamoDB BISEHI , 244 By N 40 5o iF 3 f DynamoDB BYRE, &1
ER £ AN 5| A DynamoDB K HI 451 &RH 1D,

. R‘H:El_lﬂi"é KI5E DynamoDB K=l , FREIM L ACL 440 foifF# H DynamoDB fIiRE. &
BETEM LS ACL MM 5| ARSIk , B A LAM DynamoDB B 5143 51 5k F3REX DynamoDB #J IP
ii’zth,BElo

« WREAE A Amazon CloudTrail i2% DynamoDB &4 , N BEXH 2 EREEHE VPC & EC2 3£
Bl FAE 1P bk UK B Z L 0T ST RETE SR R X LR 21 1D

- WXL IPv4 &,

- BHZ RN T WA SEFIRR IPv4 bR AE IPv4 33 R EEY VPC FREFAE IPv4 Hedlt, HS
HRMEERE , HUFFIT N TCP E#E., UEIFERLNE IPv4 it (iEZET2MRE, BiIUEES

B BEAMXm AN AT ESTEAEERS. fF , #HITNRUBREEZPER SN REGE® B3
BE#E#EZE DynamoDB,

TN REET R E VPC 29 VPN E#, VPC NEEE, FaMX<ER VPC F Amazon
Direct Connect % 5 — i B9 5 R T3 A M X 4% 3 2.5 DynamoDB &5,

« BHKFNRIARF N ENXE 20 MHXER , ZEFT AR, 1 VPC HIMXinRESN 255

/l\

o

21 22 P 5% Ui =
FRAUTIEREEREE DynamoDB #I M < ik &o
FREHA BN XIS

1. ¥TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #4I&

EEMERD , ERRR.

T AR IR R

XtF Service category ( lR552K 5! ) , %F Amazon Web Services kS5

FNFRS , MRS KB = WX, AFIEE com. amazonaws, region.dynamodb,

o & 0D

EFF DynamoDB K% = 81


https://docs.amazonaws.cn/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://docs.amazonaws.cn/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html
https://docs.amazonaws.cn/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html
https://console.amazonaws.cn/vpc/
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6. & VPCIEWH , R EIRBKKH VPC,

7. XF Routetables ( % ) , SR HREFANKAR, RIPEEHIRM—1&H , FURSH
Bt REERIRRMNEEO,

8. XF Policy ( KB ) , #%# Full access ( TEHRINIR ) ARFFIEEMAEN VPC i LK FrE
FRIATAIARE, BN |, % Custom ( BENX ) LAM N VPC ik =K HE | 12%%?"“$|J£12|SJEJI
VPC i &% BRI AT R AERI PR

9. (W) BERMGRE , BEBRMFRZL , ARRA RSN BIE,

10. EFRBIER R

ﬁﬁﬁﬁu T O 2 P < i R

 create-vpc-endpoint (Amazon CLI)
« New-EC2VpcEndpoint ( & A F Windows ¥ T & PowerShell )

£/ |IAM policy #2 i1 ]
BT LB |IAM policy SKIZHIERLE IAM AT AE R ER VPC s KK/ [E DynamoDB %o
Example Rl : BRHIX 45 E iin S B 15 7]

BRI AR aws:sourceVpce R EKAIZEA TRFEIXFE VPC im S B GE R REE. BRIEFERIBEN
VPC i , BN LA TR BEFHE4E X3 K/ 1 DynamoDB RV AE, I RHMRIZEE — M RTFENERR
BT E G R BR AV R BRE Ao

JSON

"Version'":"2012-10-17",
"Statement": [

{
"Sid": "Allow-access-from-specific-endpoint",
"Effect": "Deny",
"Principal": "*",
"Action": "dynamodb:*",

"Resource": "arn:aws:dynamodb:us-east-1:111111111111:table/*",
"Condition": {
"StringNotEquals" : {
"aws:sourceVpce": "vpce-1laa22bb"

EFF DynamoDB K% = 82


https://docs.amazonaws.cn/cli/latest/reference/ec2/create-vpc-endpoint.html
https://docs.amazonaws.cn/powershell/latest/reference/items/New-EC2VpcEndpoint.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcevpce
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ExampleRfl : RFRBHE IAM SEFE
BA LIRS | UATFERARE IAM A6 THE, A TREFBIEE IAM B2ZF17HRNER,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "Allow-access-from-specific-IAM-xrole",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {

"ArnEquals": {

"aws:PrincipalAxrn": "arn:aws:iam::111122223333:xole/role_name"

}

Example/ =l : A TFRBISEKF AR
BRI LABIE—MIUAERBZEERFWIGENERRE, UTREEIEEK,RHNAFRFIHENR,

JSON

"Version":"2012-10-17",
"Statement": [
{

E AT DynamoDB Ky i% & 83
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"sid": "Allow-access-from-account",
"Effect": "Allow",

"Principal": "*",
IlActionll: Il*ll'
"Resource": "*",

"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"

RERESH &

BRI EREMX IR [ARKWE AR, SEXRBKBERE , RIFEZHFMN—1N&E , FURSHED
R REEERAMEED, SEBUEXBKIEAREN , B4 B30 Mk BE &R B BRm B,

EREH A XBKEHK

1. fTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,
2. ESMERP  ERIKS

3. EEMKIEHR

4. 1% Actions, Manage route tables,

5. BEFEEFERECHEERERAR.

6. &R Modify route tables ( SEEHX ) -

FEABSITRIKEARK

» modify-vpc-endpoint (Amazon CLI)
« Edit-EC2VpcEndpoint ( &M F Windows # I & PowerShell )

Y% VPC i S KB

&R BN MR i AR IR IR SR A, DU R HIE T iR /M VPC X DynamoDB #{TH G, EEH T
REME , BN ERATRFE/LOHIRER. MARBARATTL2ER. AXESEER , F5H
s R R B o
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https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
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{5 F 2 & BB oltum RUR g

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

2. ESMERP  ERRS

3. EEMKIHR.

4. HRRIESFE Actions ( #4E ) . Manage policy ( EEREE ) o

5. %&3#E Full Access ( T2 1HR ) AR RFZFH TR , HFIEEFE Custom ( BENX ) FHEn
B E MR

ERRE

o

» modify-vpc-endpoint (Amazon CLI)
- Edit-EC2VpcEndpoint ( & F Windows B T & PowerShell )

TERE DynamoDB #Y i 5 5 B R4l
Example ™l : ¥ RiEiFR
B LA — AN IE R BRI RIRTFRIA R RS, AT REEER T 5 MR DynamoDB FREIX IR,

{
"Statement": [
{

"Sid": "ReadOnlyAccess",

"Effect": "Allow",

"Principal": "*",

"Action": [
"dynamodb:DescribeTable",
"dynamodb:ListTables"

1,

"Resource": "*"

E AT DynamoDB Ky i% & 85
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https://docs.amazonaws.cn/cli/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
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Example/Rfl : BREIXS4FEREI 5 RAER

&0 LA PR HIXY 45 E DynamoDB REVIF BN PRAV K RE ., LA T RBE X8 E DynamoDB {5
@,

{
"Statement": [

{

"Sid": "Allow-access-to-specific-table",

"Effect": "Allow",

"Principal": "*",

"Action": [
"dynamodb:Batch*",
"dynamodb:Delete*",
"dynamodb:DescribeTable",
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:Update*"

1,
"Resource": "arn:aws:dynamodb:region:123456789012:table/table_name"

il B PR o Ui =

RTEMXim R T EBIBR. SEMERMXmRES , RS F M ER BRI BRim RS H .
155 A 422 1 £ D BR P90 K o .

TFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC ##| &
ESMERSD , ERRR.

RN KRR R o

i%# Actions ( #1E ) . Delete VPC Endpoint ( #ilBk VPC iw5 ) -
HRERRHITHEHIAR |, WA delete,

TR BR

o a0 bk~ w b =

{55 F 5 5 17 1 BR R 5% i =

+ delete-vpc-endpoints (Amazon CLI)

E AT DynamoDB Ky i% & 86
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+ Remove-EC2VpcEndpoint ( A F Windows ¥y T & PowerShell )

EFF DynamoDB K% = 87


https://docs.amazonaws.cn/powershell/latest/reference/items/Remove-EC2VpcEndpoint.html
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S

B LA T AR A | SaaS = G Amazon PrivateLink

£/ Amazon PrivateLink , &AL AFAT AR SaaS & , MEBTIIELBECSH VPC FiziT—#,
AR
. BIEENRS

iR

BATLAKIN, MEFELE B Amazon PrivateLink BEE R X 1FM SaaS 7 f Amazon Web Services
Marketplace, BXEZEL , BSRFEAZ ST F M7 SaaS MAEF Amazon PrivateLinko

& T LA B Amazon PrivateLink Amazon S§1EK 1R H X FM SaaS ~m. BXEZELR | 5
%] Amazon PrivateLink &4E{N £,

TERERTWMER VPC In QEEE SaaS ™ m. RFEEFHCIBE[RSHBEETF R TR KRS
AR R, ERIRSERE , BALGIEED VPC KR , ZRRELZN VPC FH— NS FH
Bin RBRS < B2 EE,

Region

&y

VYPC endpoint Metwork Load
Balancer
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BIEE ORI

FRAUTIECEERES SaaS ~mMED VPC KR,

R
T RS
BIBEES SERFRSHZEQR

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC 2% &,

2. ESMERP , EFKES

3. ERUBRS.

4. MBERMNMEERSEH Amazon Web Services Marketplace , B ITEL T IR/E :

a. XFERHE  %#EF Amazon Web Services Marketplace RS
b. EFRIZRS
5 WMRMEITHE THIRN “BREHME” 19 Amazon RS , BT TIRE -

a. Tt “FEAE | % “PrivateLink Ready &MU EIRS
b. WMARSHENR , RAEERRIERS

6. XTF VPC, &EEENFIHR>REE VPC,

7. WTFFW , EREEHPUBHAMEEON TN,

8. XWTZ24 6 ERESHKIAMZEOXRBENZEH, Z2AMANSHA AT VPC FHEIR 51K/ M
FEOZANRE,

9. (HiE) BEMIRZL , FEREBEFMFRE , Reh AZRENENE,
10. EFE BRI R

BB 2 O im R

EXEEEORAMNELR , i3 the section called “Fit & 0% =

PEEORR 89
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BE AT ARG RELIIZE Amazon PrivateLink

BRI ERAMXABIERTRES BEBINBENRENT, ILERZFAATRERE, S0, KK
ERMEMMERS, SR ELE VPC mRRSHEEMXNHIGER, Eit Amazon EHE B!
B WX A& R im R R R SRS

EM

RBRENMXAESESERESNTARTMEN S —/ P REWERTER, LA, TRBAENHK
I GB +%., AXEZEEL , S @ Amazon PrivateLink EE4T

AAE

o |PiybRAE

- BH

- BIERERFENNK AT ER R SLRS
« EARNXABITERERLTELERS

BXREZEER , FSAMXAEIGERS,

iR

TEERT NARFRSSBNMENGR Z£18% Amazon PrivateLink., RNARF RS SRS H
% VPC N FMHFIE1T. BER— VPC WS — N FRAAIEMX AR SRR S, BT BBk MM
ARFFERAE VPC WITEREE E2BAIINXAREHRER , WEHRHTRE , AEBERABEER
FW, E¥  BAFNAEFRSHNAMERESEBHRIIN XA IEHRIR[LAETRE , RAEEITE
BX P P < 452 % FR B N A R e IR S5 8o
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Region l
— e’ —
2

w ( N | s T
] . ¥ ~ i '
— o B i 4 H — .
- d * @ L = 3 2 ' E
Application servers Gateway Load Balancer —

endpoint ! Gateway Load Security appliances '
Subnet Subnet — Balancer :

Endpoint service

MEEMEINARFRSSBENRE (EREX) -

1. REBE EBRMM X ARSERE VPC.
BEBHAREE , RE R X AT R
BERELRE , IREBREIINKXARIGEREUHITRE,
REZTRGE , FREAEE MK AT ITEEFIRK S
REBHREE , SREXAXINARFRSS.

.0":“.0-’!\3

MM RARFRS SR EBRMNNRE (RBEEX) !

1. REBHREE , FREREIMX AT ERIKR
BEZLRE , RREBREIMXARGEHERUHTRE,
RESTHE , FRERE RN 7 %35 R
REBBREE , FREKXEIEBRMMXK,

TRERER B E BB,

.0":“.0-’!\3
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A P4
|
|P b3S HY

RFRBEETEY IPv4, IPv6 = IPv4 #l IPv6 MRFERAEREERSHER , IFEZ2REZ2NEE
IPv4, MMBEBEANMERZET K NINEERAETHEMFER IPv4 HRENRS , HEFHNERETREFE
F/ IPv6 1B &M AR SS

MEMKXAEIGERIF /TR IPv4 , Mg /MEEOEE IPv4 thiit, MRMKR AR IGERiG [/
IPv6 , Mt A% EOEA IPv6 iilt, ToEMEBMIBEESMEZON IPV6 i, MEBLHER
IPv6 bt EiRiE S EED , BEEEE A denyAllIgwTraffic,

NimR[RBRS B A IPve ER

« WRMRSH VPC MFMLMEBXEKR IPv6 CIDR R
Ui AR S5 B PR P ok A B S T B8 AU R TR IP 3R B, REWRBFAFRERF IPV6 RE.

ARG =RIH K]S A IPve FER

mR RS SAMEETE IPv6 XM IP ik KA,

M A ERHSMN IP it RBAMERMAR AT ITER KR[N FNRE , TR

« IPv4 - ¥ IPv4 it D ELA IR RN EED, NEFMBEEFNEES IPv4 thiSEE R , FXiFt
EIN,

« IPv6 - ¥ IPv6 it D ELAm AN EED, NHMBEEFMIIRNR IPv6 BFMET , F X Fit
EIN,

- Dualstack ( X3tk ) — 4 IPv4 H IPv6 st DB R MEED, NEMBEEFNEEER IPv4
M IPv6 tbuESEEIRT , o RIFHLIED,

- lRSEAE VPC R 7R ERHERATERE IPV6 RE , MXLFRAIME ACL LIV IPV6 it

Eo

B EH

EENRERAIRSRS , BEAE ID B AFOEHSRRALIEENEHARTPHNER. ELEH
FFEEBARMEEEABERK , WTFAT R, A Gateway Load Balancer W RAEN BAREY , TREFBIRYIRE
EAEN, EXERP , THEREESTE IPv6 A,

B BRI > 19 8% FA &=
LEER RS EB R RENARF RS SH[NREREF MR ARDERIRIRVEEH,

IP iyt HY 92
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B E B 5
VPC IPv4 CIDR K ity
VPC IPv6 CIDR it
Application subnet IPv4 CIDR vpc-endpoint-id
Application subnet IPv6 CIDR vpc-endpoint-id

BENARFRS RN FRERER
It B% R AAME BRI B N ARF RS BR[O FTERERERIMX ARG E R R [HEEH,

BRI E B4R
VPC IPv4 CIDR 7R i
VPC IPv6 CIDR 2R i
0.0.0, 0/0 vpc-endpoint-id
/0 vpc-endpoint-id

BEMX A BERH RN F AR HE

A RSP ERENRERILZRZLBRVE, WRRERBERN , NiRHASFHRERIE
INARFRS SR, IRREXRENARFRSSE  WANKFAERERET ERMMKXHERH.

BirfLE B#R
VPC IPv4 CIDR i
VPC IPv6 CIDR R i
0.0.0, 0/0 internet-gateway-id
::/0 internet-gateway-id
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BIEREREEAMR AT TR IR SRS

LA Lt E O BEERXENRS Amazon PrivateLink , Fi KR 2 kE. BEBRFEMHE 0 m
BEEMNRSEINIEEN Amazon ZEARRSEARAE.

i RARS EEMZ A ERMR AR GER, EXHIERT , LRERANX RIS ERR 021w
%o BREAMNZNBHERBR/IBRSNESER , SR B KRS,

- RREH
- AR AARSS
« BN IES/IRS A

FEEM

- IR RARSEL ORI RS XA,

- HRSEAERREXBIRSHESN , MNREEIERSEHAEENTAHAKX, HRSREA
BERSEAEL TTARNKF FE | us-east-1a EATAX B ITEELME ZEE A Amazon Web
Services KR FAREMNKEFEAAKX, BAUFEATAKX ID —SiiFRBRSHNATAX, BXEZE
£ , 55 Amazon EC2 AAFEEH/ AZ ID,

- &K Amazon PrivateLink BR BB, BXxEZEE , 528 Amazon PrivateLink Ei&l,

N4/

FRFMF

- ENRBEBRSHTAXFZEFTEDHNFRNBRSRHED VPCo F—NFHATREREX
Bl m—PMRATHXAEEER.

- ERFSREMRE VPC RElEMX NG ESR. REUNERKIKRS LEA IPve X, NABREM
ANEBER EERANERZF, AXESEER , BEANXAHEEREAT,

- ERFREME VPC REFRERE |, R EMB 0B 9ER B R4A,

B iR LRSS

BRUTISR , EAMXABIIERER SRS
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e RS A ol 2w RS

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
ESMBEESF , % Endpoint services ( imRRS ) -

%% Create endpoint service ( I2iHRBRS ) -

£ Load balancer type ( a9 #253K A ) I A EEFE Gateway ( FIX ) o

¥ F Available load balancers ( ATAAEKIGHR ) , EREH MK ARG HESR.

£ Require acceptance for endpoint ( FEEEZUFEARS ) ETAF |, %#F Acceptance
required ( FEET ) LERFHESIHNRIURFSHEZEER. N , FEHEZEN].

7. XTF Supported IP address types ( Z#FHY IP #hub KA ) | AT TE—B%E -

2 R

- &R IPv4 - BRAWmSIRSIER IPv4 ER,

- T IPv6 - B RAIRRIRS LR IPv6 B3R,

« &R IPv4 A IPV6 - /5 AR RBRSS AR IPv4 H IPVE E3Ro

( Ak ) BERMIRE | iHi%EFE Add new tag ( RINFHIRE ) |, RERAZIREHNEIE,
9. %&3%E Create (812 ) .,

®

RS RRRIRS

 create-vpc-endpoint-service-configuration (Amazon CLI)

« New-EC2VpcEndpointServiceConfiguration ( &M F Windows #J T & PowerShell )

R = BRSS A A
RS IR EE AT IT U T IRIET BER RS A B IR E RS
o BIXBUAAFENMNRGSFERAEEZEIECHNIHRRRS. BXREZEER |, SR the section called “B

ER

« WRFEAERUENBSEHRNENTRAX , LEMRIEBUREORRISVERIEHRS. A
XEZEE , BEATHEHNERE.

- BYRESEHAENHESERER, BXEZEER |, 5 the section called “#EF s IE4 ERIF R,

Amazon £ A ALUE T 82 Gateway Load Balancer i S AR EZE R BN R IFET SRS, AXES
BE , B2 AEMXATIIERRS.

EENR /RS TA 95


https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/create-vpc-endpoint-service-configuration.html
https://docs.amazonaws.cn/powershell/latest/reference/items/New-EC2VpcEndpointServiceConfiguration.html

Amazon Virtual Private Cloud Amazon PrivateLink

EAMXAFEIERRRIATEARERS

A LA W ok A Bk 39 T B i R BUEE EI B Amazon PrivateLink 2 3589 i < BR 55

3t F&1E VPC HiE EE’J%AﬁT BINEEFMHEIR—NMNERMNEED |, HHNESE FRHUTE
BRNFE IP i, KIETRAMEEAORBREEENNEED ; B EECHNEEZEOFESR
Amazon Web Serwces LKF' BT EBCEE,

AES

- XESM

- EREMH

- BlEIKS

- BERH

. BERZ

o HHIBR PR X S B3 T B ik =

RS

- BHEERSEAE VPC FER-—IMTHKX, WEMNEEERL TN, HEEZEREFMPEAMX
AEPERIRR , LA EIFHIR R ARG ERIRS .

s BWAILASMNRENENTHAXSIREANNXABTIERIKS , BEXTERERMX AT IEE R ZIFHNA
AX., ZRFREBERSEREL TAENK/ T |, us-east-1la FAAX BN AR E
8 Amazon Web Services IKF R REIMSEFRATAX, BAAERATAX ID —BibFRiR RS /Y Al
AX., BXEZELR |, 2 Amazon EC2 AFERHH @o

AEERFRMUEESEZERE  ETFEARRES. REELEET VPC in R REXEHN VPC
PR RIRNER. wROOREXBER VPC EFEI’Jﬁ/J?Fz;bEI’J FRERE R,

- BAMNTAXHBIMNMXAREERHRLAXZIESIE 10 Gbps BWHRH Bat @y BESiE 100
Gbps,

« MRHRBRSESANPRABIGERKE , BANTEMEENATRAX , MXAUBEERELJUS[NE
BTN - ABIEERNEILE,

- EFRERFER-—TARA , RMNBWEEFEHLERENZNTH X IR M X A E R IR

- HREBBTMXARDERFRISLITIRBAN , AXEMENBGERETS K IPRE , BEBREN
FAEBERNTRE— VPC IR ML,

N4/
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. ﬂﬂ%fﬁﬁﬁfﬂﬁ"%ﬁ%ﬂW%ﬁﬁiﬁﬁi%ﬁ\“)ﬁﬁﬂ:ﬁ—/l\-T-PW':F' , JU NACL HURHE X3 MR A 72 e AR

25 2 M ok S B 1 2R i [V R B 1T 1T

« MREFMRAFHERENREANERMMNX —EZER , U IPv6 REFEEF., Bk , NEA

BEMM <A A By A EHN,
&HY Amazon PrivateLink BRBE ., BXxEZEE , 5SS R Amazon PrivateLink Bl

FRF M

« EEFMNFHRBRSHATAXS S -—MEEEDFHNMNFRNBRSERE VPCo F—NFHAT

MRAEFERSSR , 5—MATRXAEIEERRR

- BEERITRARSIEFEMETARX | EFEAES A describe-vpec-endpoint-services & iR ik =

e

- MREHRFNLTEEME ACLHNFMH | TRIEME ACL REATFIRFAMEZEOS VPC %

RZERRE.

Bl 2w K

BRBUTHR , Q2 EEIRERS R KRS M X IS E R R R

£ 2 & 212 M X R E T 2R ik R

1.

© N o o bk~ w0 DN

TFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #Z#| &
ESMERD , ERRR.

% IR R

FFRE | EFRFEHA NLB M GWLB Hik <8

X F Service name , ARSI ET , REIERE Verify service ( RIEARS ) »
NF VPC , EFRE/MN 5 R RRSH VPC,

NFFM , EREEEFQBELIMEZEON—N TN,

X¥F IP address type ( IP #ab3E ) | A MEA RT3t 1TIEEF -

o IPv4 —FF IPv4 ihit D ELAIR R KEO, NHEEFHEER IPv4 it SEER | F X5tk

Uilo
* IPv6 - FF IPv6 bt DELL IR KM RO, NHIEE FRNXER IPv6 B FMAET , F itk
Wlo
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o Wit - FF IPv4 M IPv6 it D EIA IR R MEED, XNHEEFNEE IPv4 # IPv6 HiilkSEFH
B, X EFIEI,

9. (W) BERIGRE | BEBERINFAITFE | ARRA TSN ENE,
10. EFCIRBIRS. FHRIRESH pending acceptance.

EA B TITREMX A EERRR.

 create-vpc-endpoint (Amazon CLI)

« New-EC2VpcEndpoint ( &M F Windows Ky T & PowerShell )

5% FH

BRBUTIRENRSEASE VPC BEERHBER. XELZLRZFEBNRAEINARFRSFZHALRER
TEZERE, BXEZEE |, 5SS the section called “BEH”,

EREHaEERKH

1. fTFALTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2#1&,
2. HESMBEKD | % Route Tables ( BHXK ) -
3. NEERMMXIEEBARK , HAMTUTERE:

a. MRIESE Actions ( ##4E ) . Edit routes ( 4mEEEKH ) .

b. WMRELFE IPv4 , EiEIE Add route ( RMMEEH ) o X T Destination ( B¥r ) , WARARE
FF RS 25 F MK IPv4 CIDR R, 7£ Target ( B#R ) &IAH |, % VPC if =

c. MWREXZFH IPv6 , Bi1EFE Add route ( AINEEH ) o XITF Destination ( B#x ) , MANAE

FHRSES 7 MEY IPv6 CIDR 3R, 1 Target ( B#7 ) WA |, i%3F VPC IS
d EEREENR.
4. NIBENFARFRSSH|NFMEREHRK , HFHITUTRE:

a. fRXIESF Actions (#4E ) . Editroutes ( &REHEH ) .

b. WMREXZF IPv4 , iF1EF Add route ( AMNEEH ) . £ Destination ( BARLE ) FE& , WA
0.0.0.0/0, £ Target ( B#5 ) =W |, % VPC w Ko

c. WREZHFIPv6 , FiE$E Add route ( FIMEEH ) o £ Destination ( B4R L E ) FE , WA
::/0, 7£ Target ( B¥5 ) &I , 1E£F VPC iwm Ko
d. EEREEI.
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5.

NEBEMKRATIIERIR SN FRERFRBR , HRITUTRE
a. MXKIERR Actions ( #4E ) . Edit routes ( mEEH ) .

b. MREXFF IPv4 , iFIEF Add route ( FINEEH ) . EREMUEFR , @A 0.0.0.0/0, 7

Target ( B4% ) I , B HEEMMX,

c. WREXZFH IPv6 , Bi1EEF Add route (FMNEH ) . EERNVEFE , WA ::/0, £

Target ( B#5 ) A , EFEEEBRMM X,
d. “EREEI.

£ A e 1T EB%

 create-route (Amazon CLI)

« New-EC2Route ( & F Windows #J T & PowerShell )

BERE

IERBAN M X AE IS ERRm [RETIRS , USRI CHBRBALANTENHATO XK,

EREHAEERIRE

1. fTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,

2. ESMERP  ERIKS

3. EEEOWRR.

4. HORERE Actions ( #4E ) . Manage tags ( BEEB#HRE ) o

5. EERFMFRZ |, BikE Add new tag ( RINFHREL ) , AEMARSHREINE,
6. EEMBRRZ , FERFERSHBIMEELGNH Remove ( HIBR ) -

7. %&$ Save (RE) -

FATSITEERRE

- create-tags # delete-tags (Amazon CLI)

« New-EC2Tag#l Remove-EC2Tag ( & F Windows By T & PowerShell )

EEIRZ
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A B PR < B 3 4 T 25 v R

RAxmRSE , SR EBER. BBRMXARIERKRELRBRERIMEED, WREBHRPFERE
B 3 R BV B, T TT SR M BRI 5k B T 2R i Ko

i BRI 5 S B H9 7 B i R

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. TESMBE®D , & Endpoints ( ImR ) HEBREN IR

3. {KIRIESF Actions ( #4E ) . Delete Endpoint ( MIBRIHR ) o

4. HEWHIANRED | % Yes, Delete ( 28 , B ) -

i BR R 5 S B H9 T B i R

 delete-vpc-endpoints (Amazon CLI)

* Remove-EC2VpcEndpoint (Amazon Tools for Windows PowerShell)
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https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-vpc-endpoints.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Remove-EC2VpcEndpoint.html
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B AT ARXNEZE RS Amazon PrivateLink

& A LA E B 28 Amazon PrivateLink 32{LRS ( AWM RRS ) , HE5HM Amazon BEFRHE,

AES

- DNS F#%&

- #A%F DNS

« FRAATAHRX

« Cross-Region i/ [A]

o IP3haFRE

- SIERERHEZIENIRS Amazon PrivateLink
- BEiRRRS

- B3 VPC in S BRSSHY DNS &7
- BERiKSBRSSEHNIEE

o MiERIG SRS

iR

TIJ_/T\T"‘ZZM_J Amazon SHAt Amazon BEF X ZRENRS , URIX LR - a16E 2 25 iR
%o EARSIREE , £Y%E VPC HRIEMEABEERENRS IR RE , BTELER VPC %
"—"'HE“EEEH'J‘ii?%JtI:ﬁEEi’:Jﬁi%EO RAE4FE Amazon EEFR TR , SUE 1A SUEEEIE AR
o ENRFERE , EFRTAEED VPC IFR |, RIHRSEMIIMNE VPC iERH F M &K %
,'f—:T\HE“ZIEﬂE_L R, ARYERBURERSFERAENERANEREHIEERRSH B IR,
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Reqgion

YPC endpoint Metwork Load
Balancer

HEIEERABTAY  BYSEEOFHATARX R IRERS.

DNS E#1%

LIRS RMELIE VPC KimT RBRSET , Amazon @R ZRFERL KT RIFERN DNS EH B, X
LEEMNEERDT

endpoint_service_id.region.vpce.amazonaws.com
LA 2 us-east-2 XigH VPC i SRS HY DNS EHE =B

vpce-svc-071afff70666e61e0.us-east-2.vpce.amazonaws.com

SRS ERAECEED VPC i REY , Mt ZXEN S X DNS £ , HIRSEAERT SRR
SHATERE. XEBMHEZNT :

endpoint_id.endpoint_service_id.service_region.vpce.amazonaws.com

DXBREERDT ¢
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endpoint_id-endpoint_zone.endpoint_service_id.service_region.vpce.amazonaws.com

& DNS

REREFER N Hin RS KREKTLE DNS BF , UERSERAEREFEREIER DNS BFHHE
2RSS . MRRSEMARFHFILE DNS EMEHE[ARSAXE , MRSEAETUANEZOKIEHA
8 DNS &%, MREBSREREBAREALEDNS , WRSEAETREEEFTENARERF , UER

VPC i QARSI 2 F DNS B85, AXEZER , 52 EE DNS & #5.

F R A A X

BHRSRSENNERSHEREANTHAXPRE, M RESTARNERYE  BNBUEEEDLR
ANTRAXPERANESES £85I ERANXEFEE EC2 KA , H X LLHIEM B ER 0T
ez BAn4d.

LU ERBEXSENRIGE  UABRES NI TRARFRERKES. R , IREER/RSHXEH
WHE , WERERTEMNANXBERRIARS. EEERHNR , HMERHHE RS A E XA
BEE , FWEEC2 BlEEHmRER,

FAETUEREE SRSV TAXPSEEND VPC iR, BIPFEERERN VPC iRaBENEN
FRARE—NrRMEED, RIFRE VPC Ima IP itk E  AHFRPNE N m M EE
A28 P ik, HiFEREX VPC i RRSEAXEHEAN , RINSREBR—NSITEEN RS MEE
O, #EFEARAEZLZETATAXPHMEEOZETR, AE , BIISURERNIEERIME
FEOMW IP bt

MRNTEEARFKE , RIFPFREFRBER—NTARXA , NEREAEAXERIEN VPC i
&

/AN O

Cross-Region 18]

BESREBANE-—IMXERERS  AE-EZIXFHXETREZES. RSEAEEUIRRAT
HHE RS X,

Permissions

- RIABERT , IAM R B E SN XFR MRS RE XIH 5 ER[LUIRFSHNR, ERFEXE
HRIFFEAAER , IAM B 7 A BB A FXPR vpce:AllowMultiRegion X PRIZIERY IAM R
B o
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- B IAM XL BIRR/BRSHANEENXBXENXE , EFA
ec2:VpceSupportedRegion %48,

o ERH IAM EEEAE VPC Im SR A UEE N RSXEH X , HFEA
ec2:VpceServiceRegion &4,

p=_v=301]

« REREBLMEEBMA—NERMAXE , REFENEFNNESBREH X,

s BHHSRESSATUMNEENXGEHITHE. BEEFEVNXGMNZFNXGEHRBR, AZART
R, BAUUESNMNXEHBIRLIRS , ANSNELIRSERABEXEHE,

- RFFEABLTEEBMA—NERMAXE , AT EERERNFESNRSXE, REFTHE
BANBURSERAEEAXEREZEMTREXIFEZERIGRES. Intra-Region EFETIRMER
HYZEIR A SE KB B Ao

- MRBFREBFHENMFNZFHXSEFBER , WARSFHAE LRI E R TR R Z X
FERARFSXE, HEE , XTRFMME A L XIS EN RS X500 I A i 275 B % 2RSS .

« ATHRESTAY , RUEBXIAEREDWANATARKX, Cross-Region FRITEERMUEBNERERE
AR TAX,

« Cross-Region A T/ AR A EZ#EiFA : usel-az3, uswl-az2, apnel-az3apne2-az2,
Mapne2-azé4o

- BEEXEE , L Amazon PrivateLink BB A AKX Z AN M EXE. ©FEBREXEN AR
B

« Cross-Region 7§ TCP ZHENEE 7 HE X ENME A ITEEFTZFHF,

« Cross-Region UDP 7 R AR X #1518,

« Cross-Region REZBEE HEZM RS T X515 B R Amazon PrivateLink,

IP byt 28 BY

RS REEAET IPv4, IPv6 X IPv4 H IPv6 MRS EAERFEEERES KK , BIEEERKRSR[/NX
¥ IPv4, MREEAICERZFE  WIABERETREFER IPv4 HRIEHNRS , HEFHNERETE
BAEM IPv6 7B RRYARSS

WMRFEO VPC ImaXE IPv4 |, i MEEOEHR IPv4 bk, S1REND VPC A2 IPv6 , %
HMEEOER IPv6 #bit, T3 EMNEBMIG RS MEZIEZEOR IPv6 b, MREFER IPv6 ik iR
mRAMEED , FHEEEREHA denyAllIgwTraffic,
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NimR[RBRS B A IPve ER

« I RARSTAY VPC MF MM E R KERRY IPv6 CIDR 3R,

o WRRSHATENE AT E [ LMERAINHER IP itk H, BFHRETEXRE IPV6 RE. MRZR
EZAER BB 2 $RKH0R IP bt | e AMAIE IPv6 i,

NEORS[SA IPve WER

o RS SMTE IPV6 B3R,
s EORSMW IP it KRB AMEFEORASNTFRNERE , TR :
« IPv4 - IPv4 it D ECAIR R NE O, RYFMBEEEFNEEE IPv4 utSEE RS |, F X

EIN,
« IPv6 - IPv6 it D ELA TR RN E O, RYFTEIEE FMNIGRNER IPv6 B9+ MAET , F it
EIN,

- Dualstack ( X3tk ) —4F IPv4 M IPv6 st D ELA R MEED, NEMBEEFMEEER IPv4
A IPv6 thhbSEERT , F RIFLEIEN,

EDim <K DNS 123k IP #hhb R H

BEOiw RS2 DNS 1235% IP #h it SR BORTE 7 HATEI2 A DNS 125Kk, #EHuwAHY DNS 123k IP k3R
BpmE#EORKN IP it KBRS , TR :

« IPv4 - RAFE., XiFF5 X DNS ZFEIE A 18Kk, IP it BMA R IPv4 5 Dualstack ( WX 3E
%) o

« IPv6 - AFE., XEM5 X DNS BFEIE AAAA iB%, P ik RB 40 R IPv6 5 Dualstack ( R
HR ) o

« Dualstack ( Xtk ) - RHFE., XEM 2 X DNS BF0IE A F AAAA iBF. IP bt B UFR
Dualstack ( M%) -

fl 2 R HIEH MRS Amazon PrivateLink

LA Lt B O BERXENRS Amazon PrivateLink , Fi KR 2 kS, BERFEMHE  m
BB SEBHRS 2 BEREN Amazon TERRESERE.
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i RBRS FEEM XA BIGE BRI MR NG R, ABGEREWKRERSEAENE R FEREKH
FENRS. EXMERLT , BFERARNERHBER B[RS, BXREAMXABIGERE R
REBFWESEER , TS5 HTHELNRZ,

&

- ZEEW

- EREFH

- SRR SARSS

- FEiRSBRSARERSEHEER

« ERRSEREEZI KRS

p=5_R= B0

c IWRBSELUBRER/RSHXEAAR, MREEABEXEHIEE , FEMRXXEER VPC WNEHiEHE
AR, W GERA F AT DU E X151 =] AR RY AR S5 o

- HRSEAERRERGERBRSHERN , MMREEISRSREHERENTARX, HRSREM
BERSERAELTFREAKS PR, us-east-1la ETHX B AL MRE EIE Amazon Web
Services KPR FRINEFRATAX, B UEATARX ID —ButicRRENTAX, BXESE
£ , 6% Amazon EC2 AF 1B+ AZ ID,

- URSEAFEIEORANRELAEZERSN , aNARFREANR IP it EAFHEEHST 2/
A IPHUTMARRSEAEN IP i, MREEMFEERSE EEARER , W AREDIER
SLARIREVERS E A B RV ut FiE AR 2 ID. BREZEER , 5 Network Load Balancer A
&/ PR RE DL,

s — MNREZEAFEEHRRES — MR RBRSKE |, E— P MmERZUTE5EZANNE R E T <K,

c MR-NMRR[URSESIMNERBIERERE , WENMrRMEEDOHE - N AEBEERAXEK,
HKRBEWR/AMBEONE - NMEERD N, RMNSENERREIMEZOFRFENE —ATRAXHH -1
ME DR, KELKIMNEEONAAELERFRBEMAFMEN AEDER. BNBUEN
I RRSHATE RS EREREARNMNTRMBAARE , XHELTIEEW NS ES  £AF
HR AT LA 2h 15 A iim AR S5 o

« &Y Amazon PrivateLink BRBEH, BXxEZEE , 52 ® Amazon PrivateLink Bl &,

FRF M

- EEMRABRSHTAXS , NIRRBRSEZEFED T VPC,
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- EFERSERAEEY NENK RS CZ IPv6 #0 VPC iR , VPC MFRMLTMEFXEH IPv6

CIDR #£,

« # VPC FHIEZMEXABIGERR. NENTARKEE-—IFN , EZFMHP , RSN AIHRSERE

R, AXIRIEREMBEESD  BUESEZXENELHANTAXFEHEES.
MREHNMEAEHEERELZSAE  NESHAAFREF P im IP it AMRE, HE , BAILIX
AXHEE REN AT AN E~ Amazon PrivateLinke, BXEZEER | BSANENEI9E
BHRAFEERNEZEYA,

BHERNRSRSEEBIES IPv6 BR | ERNEZ ARG EHRLIERANHERK P it KB, BREE
X IPV6o RE, BXEZEER , HSRANEZARHEESAFIERETHN IP itk

MR B IER B RIBIARZA 2 FRKHR IP thit |, ERIEERE AT LR IPv6 Hedlt,

- EEMRHABRSHTAXFEHEM , FAREEMB NG EREIRE, MRERERBEEEANT

BAXmFEzhkf , MG AREXiEasaE  UXiEERA 2 X DNS ENBH RSNV RSERE,
BHEEBXEMAFEEEE , TetlWBXEEELAEmERA, BXEZEER , BSHM%KCross-zone A
PR P ERR N AT,

B im LRSS

BRBUTHSR , FANSAEERIRERERS.

ERRH & o2 is SRS

1.

o M 0D

ITFFALF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#| &,
ESMHBEES |, % Endpoint services ( IR BRE ) -

%% Create endpoint service ( BI2iHRBRS ) -

X F Load balancer type ( TA£k9#2aKE ) , i%&#HF Network ( ML ) .

X F Available load balancers ( ATA A& IHEE ) , EREESHKRFXEKH Network Load
Balancer, EEFNAMEARITEREANTAK , BSRFMEASIERNFMELS., TENT
AX, #NimARSHEXEAAXF AR,

(k) EFEENRRBRSEREXSEUANXEHATAH , EARFSXFHIERXLEXE, BXE
Z{ER , 15| the section called “Cross-Region 51”7,

#£ Require acceptance for endpoint ( FEE#EZUSEARK ) EBWH , iE#F Acceptance

required ( FEET ) LERFHEINIHL[LRFTHIEZER. SNFEHEZIXLEER,

¥tF Enable private DNS name ( /B F%,%HE DNS %5 ) , i%3#% Associate a private DNS name
with the service ( FF,H DNS BMERFXE ) UXBEKRFSEAETA T IHRERSFHIFAE DNS
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B, Rie ATRLE DNS &5, BN , RSEME T ERRENLIET QT RAK DNS &5
AmazonfRSREEALMARIERSEAERTZE , RERSERETRERTLSE DNS &5,
BREZER , B5H EE DNS &k,

9. X¥F Supported IP address types ( ZX##Y IP itk A ) | ITUATE—BRE -

- & IPv4 - BRWRKBRSAER IPv4 BR,

- & IPv6 - B RAWRRSAER IPv6 BXR.

o« IEFF IPv4 F IPv6 - 5 AR KBRS AR IPv4 F IPv6 3K,
10. ( Wik ) BEERMIFZ |, HER Add new tag ( RIMFHREL ) , REWAZFSHENE.
11. %48 Create (812 ) ,

AW ST R RERIRS

* create-vpc-endpoint-service-configuration (Amazon CLI)

« New-EC2VpcEndpointServiceConfiguration ( & F Windows By T & PowerShell )

fsE i AR S5 A 45 AR 55 152 A 3 (o2 A

Amazon ZHAFLIET eI2#E N VPC KiiT QA BERIENART RERS. RESEEELTIMIT
LU RAE BE 0 AR S5 (2 A BRI AR SS o

o AMBRUAAFBNINRSFEABERZINENE RS, EXEZEER |, 5 the section called “B
EAR",

s WRSEAERHENBRSEHANZIENTHX , MEMIIEBABEZEDRSUEEIENERS. 8
XEZER , i5Z W the section called “4EH RS A EiEEZE 2 RS,

- BEYRSEAENRSIEREER, BXEZEER |, 1§31 the section called “EF HIE4IEEIF R,

BN BRSS 6 A B EE i RBRSS
BR 25 62 A & FTIEIT AT S R 0 B 82 1 kSR DE B B 08 SR PR S
ERESIAREDRA

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,

2. ESMERT , BRES
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https://docs.amazonaws.cn/cli/latest/reference/ec2/create-vpc-endpoint-service-configuration.html
https://docs.amazonaws.cn/powershell/latest/reference/items/New-EC2VpcEndpointServiceConfiguration.html
https://console.amazonaws.cn/vpc/

Amazon Virtual Private Cloud Amazon PrivateLink

10.

11.
12.

EHF SRR R
N FRE , EFEEA NLB f GWLB Wik /RS .

FNFREEH , BRARSHAEF (HI%0 com.amazonaws.vpce.us-east-1.vpce-
svc-0el23abc123198abc ) , AREERIERS

( Ak ) EEEIRAXEUANXEFTHANRE SRS |, FERRSXE, BABEXERS , A
RERXig, BXEZEER , S the section called “Cross-Region 178",

XF VPC , i BREFM P IA R K[UIRSE VPC,
FWFFW , EBREEEFCERIMEZEZONTM,
¥ F IP address type ( IP ##ib3K A ) | AIMNBARIET A 1TIERR -

* IPv4 —F IPv4 bl D ECAIR AR E D . NEFAIEE FMEBESR IPv4 it B E Big R BRS
B IPv4 BRE, F IR

* IPv6 - F IPv6 bt D ECLA IR AR IE D . XEFAILEE FMIIRIXR IPv6 Y ¥ W Bim R BRSS
B IPv6 BHRE , F IR,

o WK - F IPv4 1 IPv6 it D EIA IR R MEIED, NYEMAEEETHNEES IPv4 1 IPV6 i
HSEE B R RS T IPv4 1 IPv6 B 3RET |, o XI5k,

%tF DNS record IP type ( DNS i25 IP & ) | Al \SA T &I At 1Tk #%

o IPv4 - AFE, XiFM5 X DNS BHEIE A idFK, IP bR EAMA IPv4 5 Dualstack ( M
HR ) o

« IPv6 - RFE, XEH %X DNS ZHAIE AAAA iBF, IP ab KRB XAIR IPv6 T
Dualstack ( X% ) o

« Dualstack ( W3k ) - AFE. XM X DNS BFEIZE A F1 AAAA iBF. P ik B A0
A Dualstack ( XUk ) o

« Service defined ( EEXERS ) - AFLE. XiBH 25X DNS BFAIE A 2R , AXKEMS X
DNS Z# 812 AAAA 1B, IP ik KB MR Dualstack ( MR ) -

¥t F Security group ( €24 ) , EREEERAMEZEOXKNZE4E,
EF R R

ERABTITUREORR

« create-vpc-endpoint (Amazon CLI)

 New-EC2VpcEndpoint ( &M F Windows ¥y T & PowerShell )
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B & um /AR SS

tIRIRRRS A BAAEFHEE,

5

- EENR

- ESRIELEEER

- BEEANEISHES

- XBXFAHE DNS &

- BN XE

- SN IP KA
- BEERE

BEMNR

RRMEZIRENAS THBSRHPLERSEAE (Amazon ZIEA ) ALHREHLRET LIRS
plan , AN EEENBEETERTNR , ABDEIMAERER ; EEAUUNEEE WECAR
TR, AFIEZEEENEEEEFR,

RUNBERT , ENVRK[BRSNBSERAETATH, BLTUMNINER , RFHEE Amazon EEA G2
A VPC Kin T QUUEEFI BN LT RS, BN Amazon ZEARNNR , EFERT DB F RS
#r (ARN)o BAT5IRBIEXIFN Amazon E4ERY ARN REl,

BEH ARN Amazon
Amazon Web Services Ik ( BIEKF RHFIEZIEA )

arn: aws: iam::: root account_id

y=h=]

arn: aws: iam::: role/ account_id role_name

R

arn: aws: iam::: user/ account_id user_name
FIARKE T H — Amazon Web Services T/~

*
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EREW

« MRERTFABAGRREKLURSHNR , AFRQURSEENEZIFBER , WEMEEN AFITERS
RERNE IP it , EHRRLAEN,
- MREBENR , WAL Win[A5RS 2 HEMNSEINNEEE,

EREH A ERRRRSHNR

1. 3TFFETF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,
2. ESMBEHS , % Endpoint services ( ImRIRS ) -

3. BEBWARSE , ARF%ER Allow principals ( L EE ) I+,

4

ERMAPR , E%$#F Allow principals ( 2 E& ) o X F Principals to add ( ERMAERE ) | 4
AEMEH ARN. ERINSB —NEFEA , %R Add principal ( FINEFEAN ) o BINEMEE | Fik
## Allow principals ( SS¥FE ) o

5. ERERIBR |, HIEFZER , REMKIEE Actions ( 1E ) . Delete ( #ilBR ) o RRFITHEIA
B, #iA delete , SRR EZEMER,

A 17N i R BRSS IR

« modify-vpc-endpoint-service-permissions (Amazon CLI)

- Edit-EC2EndpointServicePermission ( 3& M F Windows ¥ T & PowerShell )

1S B IR

RERMEZ R EWES R BLERSERE (Amazon ZHEA ) AJBUEEERN LT KRS
g, TN EEENBETERTNR , AN EIMBEEZER ; EETUNCEE WEEEAER
FRR , AFHEZEEENREEEER,

BRI R RIRSEEN BRI EREER. BN, BLRAFHEITIELIER, MRETEZIEEF
X, RS ERBRETET R RRRS.

MBERFE AL RGBSR , R SRSEENIEZFAEER , NEFEENAREERT %
ENE IP i, et EAEN,

HERBERGEZIRIELN , B2WBEH, EXEZEE |, S the section called “$2Wim = IR S5
EHIRE,
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EREHSERERRE

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
ESME®KT |, %# Endpoint services ( i RIRS ) -

B IRRBRS .

£+ Actions, Modify endpoint acceptance setting,

R HEBR Acceptance required ( EE#ES ),

i%4#& Save changes ( REFEEX )

2

» modify-vpc-endpoint-service-configuration (Amazon CLI)

+ Edit-EC2VpcEndpointServiceConfiguration ( 3& A F Windows B9 T & PowerShell )

e 2H B X HIELEREFR

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. TESMBE®D , % Endpoint services ( i RRSE ) -

3. ERwRKRERS.

4. M Endpoint connections ( I RIEHEE ) EIF A |, EFIKEE,

5

EEZEEBER , fORIEREF Actions ( #B4E ) . Accept endpoint connection request ( %32 if SUE
EiEKR) . BRBITEIAE , B accept , RFERR Accept (EZ ),

6. EIE4ERER |, iHER Actions ( #21F ) . Reject endpoint connection request ( IE4 ik RIEE
BR) . BARHITHIAR | WA reject , RF%ER Reject (B4 ) o

EARTTEIHIELIERFR

* accept-vpc-endpoint-connections 3% reject-vpc-endpoint-connections (Amazon CLI)

+ Approve-EC2EndpointConnectiong, Deny-EC2EndpointConnection ( i&FF Windows B T &
PowerShell )
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EEAFISHS

AN EE R QRSHEXRBNAREER. NREAR[EEIRIURS , WETEBUEXRBKNEE
728,

MBEAAHEERERAEMATAX , NTAXHE RERLRSTEHNAFEERENFT, B2,
ZAOAXRTEA RN SBRSER , 4% Amazon Web Services B4 4 Lis S RSN FHAER &
MFEFIH, EEEAFNTAXERinSKRS.

NHEBERNATRAXATRFIR/LS BTN RRURS MIFER, MREFEABNL , RNBWEEBD
LREFFIMEFNE , AEBAFTNTAXEARSES.

EEARH S EER RSV ARSESR

1. 3TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. TESMBE®S , % Endpoint services ( i RRSE ) -

3. ERIwRKRERS.
4

)X i%4% Actions ( #4E ) . Associate or disassociate load balancers ( < Bk 5 BUE < Bk 1 & 19
2o

5. REFEENRRKRSEE, flW:

R RS EHRNEIRE  UEFESRSRS KK,

BRABIGERNEIRE , MERESHRBRFSIUEXRK, B4MEDERE - RBGER.
6. ERFRFEXK

X FERMBABIGERPNEAHARX | #REAR[IRS. FHTAXIER LIRS RR
BERET M FMHERIRTF T

MRENHWR]AUIMSFERATARX , MRS ERE TR ZTAXHHFRRNEEED VPC iR
EFEARTTENR RSN AR

» modify-vpc-endpoint-service-configuration (Amazon CLI)

« Edit-EC2VpcEndpointServiceConfiguration ( 3& A F Windows #¥ T & PowerShell )

EERENABEREANTARTFERRR/RS , EREEARSKRSH ID FARSEIT,

EEARSES 113
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XEXFAH DNS B

B LUK FAE DNS B 5in R RS KRBk, <BKFAE DNS B#GE , LA EH DNS RS 25 L%
B, RERUHBLMERITIRSEAEREZE , ARRSEHAESTEMELAFLSE DNS B, BXEZ
E8 , B EE DNS & #5,

{5 F 251 & & 3um RBRSSP.H DNS B

1. 3TFZTF https://console.aws.amazon.com/vpc/ B Amazon VPC %14,

2. ESMBE®S , % Endpoint services ( ImRIRS ) -

3. ERHRERS.

4. RR%E$F Actions ( #R4E ) . Modify private DNS name ( 1&ti#%& DNS &% ) o
5

1% Associate a private DNS name with the service ( f¥FAF8 DNS B EREXE ) , RAE@RMA
#.78 DNS &,

i ﬁﬁ% L%?ﬁﬁﬁﬁ /J\E-o
s BAESEPERABEES (HIW0 *.myexampleservice.com),
6. EFEREFEENR.

7. MRBUPRANA verified ( ERIE ) , MFE DNS BMAIHBSEAEER, MRRIERSKE
T, MEEBERGHIEL , ENEEETLZ RN,

EANSTE IR RIRSHE DNS BH

» modify-vpc-endpoint-service-configuration (Amazon CLI)

« Edit-EC2VpcEndpointServiceConfiguration ( & A F Windows #¥ T & PowerShell )

EREH & BERIETRE

1. ¥TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
ESMBE®KT | % Endpoint services ( IwREE ) o
RIS ARS .

fRIRIE$E Actions ( #4E ) . Verify domain ownership for private DNS name ( ®iE#.%E DNS &
MEVRAT A ) »

5. RIRBTEIAR |, WA verify , REIER Verify ( RiE ) -

A w0 DN
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https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/modify-vpc-endpoint-service-configuration.html
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https://console.amazonaws.cn/vpc/

Amazon Virtual Private Cloud Amazon PrivateLink

ERBTTREIERIETRE

« start-vpc-endpoint-service-private-dns-verification (Amazon CLI)

« Start-EC2VpcEndpointServicePrivateDnsVerification ( & F Windows # T & PowerShell )

18 Y X 13

BRI RE ARSI EXEE, BH4TREREMA , AT RFMNEREMAXE . B EBRITEE
v AR S5 B9 X 8

BREEE , REEAELTEUEFEEENRSKENTRR. BREETFT2ZMFEEENRSX
HHMBRR. HEBRXEN , RMBEEL R B ZXKENE AR LEE,

12 SRRy i RUAR S5 S 5 Y X 830

ITF L F https://console.aws.amazon.com/vpc/ BJ Amazon VPC #41&
ESMBE®KT | % Endpoint services ( IwREE ) -

TR IR KRR

ERRE, BRZFNXE,

BIEEEEFEMBUE LR X,

ERRFER.

o 0 K~ w0 N =

BN IP R A
ST A S RS S 1P KA
ZREE

EFEENR[RSREBIER IPv6 HR , ENKZABIGERLTERAIGER P utRB, BIRLEEX
¥ IPv6e B, AXEZER  FSRAMEZABOEHRAS BRI P ik 5RH,

EREH B UEFN P it RE

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2414,

2. HESMBEHKT , %$F Endpoint services ( HRBEE ) -

3. i%&#¥ VPC wmaRS.

4. fRORERR Actions ((324E ) . Modify supported IP address types ( 1820 IP #hut3EH )
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https://docs.amazonaws.cn/cli/latest/reference/ec2/start-vpc-endpoint-service-private-dns-verification.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Start-EC2VpcEndpointServicePrivateDnsVerification.html
https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/elasticloadbalancing/latest/network/network-load-balancers.html#ip-address-type
https://console.amazonaws.cn/vpc/
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5. X¥7F Supported IP address types ( Z##Y IP ik A ) | ITUATE—BRE -

- % IPv4 - BRBSRSUER IPv4 ER,

. % IPv6 - B ARARSIER IPv6 B3R,

« 1% IPv4 M IPv6 - 5 Al RBRS BAEE S IPv4 F IPV6 B3R,
6. EBRRTFEX.

FRGTTIERIEN IP KR

» modify-vpc-endpoint-service-configuration (Amazon CLI)

« Edit-EC2VpcEndpointServiceConfiguration ( & F Windows Y T & PowerShell )

BERE
ST AR ATARS | BB RS R SURIB A A BRA1T 2 %,
R A TR RS WIRE

1. 3TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

ESMBEESF |, % Endpoint services ( iR ) -

%% VPC i RUBRSS

ORISR Actions ( #4E ) . Manage tags ( BE#HZ ) .

FHFENERMOIFE | HikF Add new tag ( RIMFHE ) , ARWANRSENIRSE,
BHEMBRTE | EEREFZNEANELNE Remove ( MIBR ) -

ERRT

N o o &~ 0D

E 25 & EIE iR RIEEAIRE

1. FTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC %14,
ESHMBEES |, % Endpoint services ( imRRE ) -

%3 VPC IR RS |, AR/F%$R Endpoint connections ( I sUEHRE ) R,

IR RIERE |, RFHOXER Actions ( #1E ) . Manage tags ( EERE ),
NFENERFMPIRL | H%RE Add new tag ( FMFHRE ) |, RAEWANRSEINIREE,
HEMBRARE | EERFZHEANELENE Remove ( MIBR ) -

o a0 K~ W DN
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https://docs.amazonaws.cn/cli/latest/reference/ec2/modify-vpc-endpoint-service-configuration.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Edit-EC2VpcEndpointServiceConfiguration.html
https://console.amazonaws.cn/vpc/
https://console.amazonaws.cn/vpc/

Amazon Virtual Private Cloud Amazon PrivateLink

7. EERRRE.

ERZEH A TR iR RSN RARE

1. FFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,

ESMBEET |, 1% Endpoint services ( 2RSS ) -

%3 VPC Im KBRS , R/F%EHR Allow principals ( 2 X4 ) T+,

EBEM , RFMHIKER Actions ( #4E ) . Manage tags ( EEFE )
FHFENERMOFE | HiEF Add new tag ( FRMFHFE ) , RAERANRSENIRSE,
BHEMBRTE | EEEFENREANELNE Remove ( BIBR ) -

ERRE

N o o bk~ D

{5 FA 8 55 17 78 D0 AN BRAR &5

- create-tags M delete-tags (Amazon CLI)
« New-EC2Tag# Remove-EC2Tag ( & F Windows By T & PowerShell )

EIE VPC in RS HY DNS &5

BSRAEB TN HIELABRSEEME DNS B, RXBFREFBEILFHLUFEBRSENRIRS
R, WRBRFSRERHUEEALFIRS]N DNS AMENRIARSHIFAE DNS &5, MRS ERELE
&R EN Al E AR Y 2 P i B R AR 5 15 18] 2 B i R R ,"—"'HE o MRBFERKBRSERE VPC , MF
H DNS RS2 FF DNS BB Nim KM EEOK IP iﬂzijto &N , 2278 DNS fRSFE2K DNS &

PR N DB IR R

LB TRITEHAERRIERERIEAEGREZE , AT RN ERIRSEERST DNS &k
EREW

. Jﬁﬁ‘ﬁﬂﬁ%/\ﬁgﬁ A*Aﬁ DNS g?_\o

- HEAFENEREDRINEZIENERSH , RINKELEREEXHNESRSFSFERE VPC X
Bo BIMNEMREREXHDEIE CNAME i8R , ZIEFFHR[URSHFAE DNS B E VPC v
WX DNS %, HEAEZEM@MRSZHAE DNS BMAIZERN , FAF DNS RF B ERBENE
IR MEEOMN IP ik,

- ERIE , BLARBLEREBHRILHE DNS REHHE
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https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/create-tags.html
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https://docs.amazonaws.cn/powershell/latest/reference/items/New-EC2Tag.html
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o SBRTAILARE TR, B0, BT BASIE example.com , T A2 a.example.com. &/ DNS #rE &
Z0aE 63 MNEN , HREKEREBET 255 MNER.

MERMEAMFE | MARBUEFEHB . Fla0, RIREF .example.com HRKIE T example.com,
EIMIEZN I b.example.com fERAFAE DNS B#r. ERSEREUUAFERZEH A , BAMKIE

example.com = b.example.com,

« MXAFBERERILTZEFFLAE DNS B#5,

AT AR EIE

B 5 —AiE B RS ( DNS ) iBFRAEXE |, XEiZKRHEEN DNS ZHEEE, TXT iExX2—ft
DNS i2% , JiRHAEXEWEHNHEMER, HPIE—INEBHRT—NME. EARIESEN—BD , &
DTG TXT 1B RARINE A F A DNS RS ES.

HEMNMBIHA DNS REFFHE TXT iBxeY , ARSI ERKIE.

WINERIG , BAILER Amazon VPC 24| AR BRI IRARES. ESMEKT , £ Endpoint
services ( I RARS ) » EBRIFSRIRS , HE Details ( FMIES ) M~ 42 Domain verification
status ( HBIPIRES ) W{E. MRFRIFEETEFLE , FEF/L2H , ARRTRE. NRFE
BRI LFHEHRIETE, AORIERF Actions ( #4E ) . Verify domain ownership for private DNS
name ( WiEFA\%H DNS BHHEAMAEN ) -

WMRWUPIRA R verified ( BIRIUE ) , NFAHE DNS B A HBRSEREER, WRBIPRARER
1t , MAEEERGRIEL , BEONEEETLZIER,

MREUPIRZS A failed ( KM ) , iEZS[H the section called “f# R K B,

KRB FAE

BN ERMEE TXT BRPEANBHAE, FlE0 , &£ Amazon Web Services EEZFI AR
HEE, ERIHARS , HERILRSEH Details (IFHMEE ) %EIMFHZEF Domain verification
name ( FIRUEE#: ) F Domain verification value ( HRIEE ) » BIEALAEALLT desc ribe-vpc-
endpoint-service-configurations Amazon CLI i SRR REXIEEL R T SRFZHFE DNS EMELE
H1E S

aws ec2 describe-vpc-endpoint-service-configurations \
--service-ids vpce-svc-071afff70666e61ed \
--query ServiceConfigurations[*].PrivateDnsNameConfiguration
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https://docs.amazonaws.cn/cli/latest/reference/ec2/describe-vpc-endpoint-service-configurations.html
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TEERAHE., 02 TXTicHEZet , BEEM#H Value $ Name,

[
{
"State": "pendingVerification",
"Type": "TXT",
"Value": "vpce:16p@ERx1Tt45jevFwOCp",
"Name": "_6e86v84tqgqubxbwiilm"
}
]

Flan | BRIREIE B 2 example.com , # B Value #l Name MEIER RAIH HFTR. F&RE TXT ig
FIRER R,

Name Type (=]

_6e86v84tqgqubxbwi TXT vpce: 16p0 ERxITt45jevFwOCp
i1Tm.example.com

BIEFER Name fERIERFE , EANEFRGEAREEEFERA+T. B2 , MREH DNS REET
#1F DNS BREHIETHIL , N T L8 _6e86v84tqgqubxbwiitm” , 3 B AEHE TXT iBFH
F“example.com”,

ERARIE 6e86v84tqgqubxbwiilm.example.com”Zfg , ARS8 & ] {# A “example.com” =} 735
( f5lEn“service.example.com”= “my.service.example.com” ) o

I TXT BN INEEREH DNS RS S

F TXT 2 ZAMEERITEA DNS IRSEMNTEEUR T N ZIRA DNS RERAL ., &/ DNS 1245
A ER Amazon Route 53 =R E g & X M,

Amazon Route 53
FRAENEREARBALNEREXVRIER. FAUTE

« XF Record name ( icZE&% ) , WAEHHFH,
« X¥F Record type ( IBFEH ) , &FE TXT,

« XFValue/Route A FRE , HH ABEIUEE.
« 3¥F TTL (seconds) [TTL ( ¥ )], # A 1800,

I TXT B FZRE SR EE DNS JR5 e 119
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BEXEZER , 1§20 Amazon Route 53 FF R A RIEE R EA 25 & 01210 F.

— it

I DNS REEMEHF B RENKT . BERZTEAERHA DNS idxk. ERARMNRHNBHNE
AN TXT 125, DNS BREHBEKEE 48 MIEN , BEERATERNAERERS,

BREEAENUE , HEF DNS REFREMANXE. TREHRTEB/LNER DNS 4R XA
B, WIRATEE , hHFESHEHEEXELTRHENT mBRS

DNS/Hosting 121t #& NiEEEE

GoDaddy R0 TXT B3k

Dreamhost i EE X DNS g

Cloudflare S8 DNS id%

HostGator £ B E DNS 2% HostGator/eNom

Namecheap wn{a] 7y 3 #9152 % 0 TXT/SPF/DKIM/DMARC 183% ?
Names.co.uk FE g DNS i &

Wix B Wix K RN EHT TXT id%

KRE TXT EX2EBERM

WA AR T S REIE R HFAE DNS BFEFTERKRIE TXT iiX2E S 1EB XM E DNS REES.
21T nslookup % , B BIXHFHNFEEE Windows H Linux,

REWER TERNEA DNS RS , AAXERSHREEEATENBENRHES . BHHEEE
E—-ER BT 2EEDE A DNS BRS5 2R,

RIEEH TXT iIERRE KM FER DNS BRSS58:

1. EAUATHSERENENE MRS,

nslookup -type=NS example.com
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RS EH TR TENENERESSE. ERET - TRPEAXLERFHEZ—-

2. FAUTHSRIETXT ERRECERAST , Hdname_server2EHE L —SHHRIINE R R
%%EZ_O

nslookup -type=TXT _6e86v84tqgqubxbwiilm.example.com name_server

3. EE—STHHd , B text = GTHNFHERES TXT EEE.,

EEMNWRGP , MREFEBES  WREESFEATAR,

_6e86v84tqgqubxbwiilm.example.com text = "vpce:16pOERx1Tt45jevFwOCp"

R R BB (R B
o REIER R AN , MUTE B T AR B AR,
- BELH DNS REBREAVE TXT BREHFEATUL. MRAEK DNS BEETAFERT

Rk , MEBTLAM TXT iEFHPE BRI IER TR ( Hla0“_6e86v84tqgqubxbwiiim” ) o

- REEW DNS BEEERNEEMINE TXT EFZMKRE. FL DNS BEEL B FE/EE MM
B TXT EXRNEMEHRP, ABREEES , FHEUE TXT EXNESEEREAMIS. WERE
Al DNS RHmE &G A BRI MR TXT i2%o

- BREEW DNS REERE N DNS BRESRNRNEANEFTRE, REYRITIZEENEMEESRA]
BHNETLEEN , RIFTALRILE/NE, R DNS BEHES TXT EREERXHANERNEE
&8, BB RMIIIRENA B,

- ATFHEEZEZANAXFHZN Amazon Web Services Ik , EMEAIREEE L AW ILGHE, MR
DNS BEEA AU LHESZXEAHEBRMEBHMN TXTIER , HREDNS BEHEEAAUTENZ
NEMESBELRE—% TXT idF. Hilf0 , 1R DNS B Amazon Route 53 B | ME A LUIRBIAT
SERBITIERE,

1. £ Route 53 B #lAF , RBRERIIE — MG IR KN TXT idFo
2. ¥F Value (B ) , BN EBHENRE , ARSI Enter,

3. MMM MXEHEMRE  RERFILEE.

23R DNS REBE A A EIE—5% TXT BRI EZME , WA LER TXT EXRNWEERHPHER
BiFE—R , Mm% —REANEEE M ERAERRIEE, BR  S£RENE—MEBRIERIX,
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BEWIR RS B RV IRER

B ZBAUZERERIABSAXNBESHNRE, Sl , BRI UEERBREIEZHIEL R IR
F g F iR,

5

- B SNS EA
o IR R A

- ANINEBEAKK

2l SNS BAl

FERAUTIERNBHIE— Amazon SNS B H1THEZE,
FRZEFH AN SRS CIEBEL

1. 3TFFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC #2414,
ESMBEESF |, % Endpoint services ( imRRS ) -

E R SRS

£ Notifications ( BH1 ) I+ £ , 4% Create notofication ( SIZEH ) o

3 F Notification ARN ( BZI ARN ) , ERECIZMEATF SNS =FH ARN,
E{THEH , BM Events ( B4 ) ik,

I

« Connect (E# ) - RSEAECETENRS, X2MRSREMEAIZEZEETR,
* Accept ( ¥ ) - RFEHPEES TEEBT R,
 Reject (#E4 ) - RFIRMEIEL TiEEBER,
« Delete ( HiBR ) - RS EAERR T O WS,
7. %$% Create notification ( BIZE4 ) o

EABTITHRR/RSEEAN

+ create-vpc-endpoint-connection-notification (Amazon CLI)

« New-EC2VpcEndpointConnectionNotification ( & F Windows #J T & PowerShell )
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N N7 (8] 5% B

£ SNS B H 11 Amazon PrivateLink RFRREEZ M BHNIHRIKE TR, B
XEZER | FSENMAY%E Amazon SNS =M IHEIFE 2 #H aws:SourceArn
aws:SourceAccount £RFMER ILEEE AR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "vpce.amazonaws.com"
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-1:111111111111:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:us-east-1:111111111111:vpc-
endpoint-service/service-id"
}I
"StringEquals": {
"aws:SourceAccount": "111111111111"
}

AN I HH R B

MBEFEANZIMEZER SNS £ , Il KMS Z4AH R IR KBS LS 1E Amazon PrivateLink = 8218 A
Amazon KMS API &4, T R REIZARE,

JSON
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https://repost.aws/knowledge-center/sns-edit-topic-access-policy
https://docs.amazonaws.cn/IAM/latest/UserGuide/confused-deputy.html
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Sexvice": "vpce.amazonaws.com"

},
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
1,
"Resource": "arn:aws:kms:us-east-1:111111111111:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:us-east-1:111111111111:vpc-
endpoint-service/service-id"
},
"StringEquals": {
"aws:SourceAccount": "111111111111"

it B v = PR S5

ERHRRSE , B LUGEBIBR, MREEMRES ?% ZI4F available = pending-
acceptance MEBMIH KRS , METTEM BRI% A

M B R AR SS R MIBR X BRI AR ISR | LR WE ARG E R B RE TN N ARFRS .
152 FA 2 1 & I BR o =L BR 55

1. fTFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #2#1&,
ESME®KT |, %# Endpoint services ( i RIRS ) -

EF R RIRS .

%32 Actions ( #4E ) . Delete endpoint services ( il Bris = IRSS ) o
RRHITEIAR , B delete , AFIEZFMER

o ~ w0 N

I B % S BR S5 124


https://console.amazonaws.cn/vpc/
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{5 A 2 5 17 1 BRm R AR 55

» delete-vpc-endpoint-service-configurations (Amazon CLI)

+ Remove-EC2EndpointServiceConfiguration ( &M F Windows #J T & PowerShell )

I B % S BR S5 125


https://docs.amazonaws.cn/cli/latest/reference/ec2/delete-vpc-endpoint-service-configurations.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Remove-EC2EndpointServiceConfiguration.html
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B LA T AINFR VPC &R Amazon PrivateLink

A LAERRIR VPC Ins ( BRiHR ) AEHRIEM VPC 8 VPC BiR. BRESATLEBIERR
£#i5E VPC BIR , HlInEIEE. Amazon EC2 k6l, MARFHA, HB BFRE IP bt | XER
BRA e FHAE VPC MAE FRHAMREF, MREERFRART A , W45 ME VPC R INEBRM
W< , & EA Amazon PrivateLink # 0% w1 R Network Load Balancer 15 RI'®RR. RRimaT
FEENHIGEEE , KB LLERFE VPC &R, VPC BRERRREERR. FREBESRREM*xX
BX,

EM

MG R RS REERN | IRBWME AR VPC eSS —/Petitdk. 1Ak, BSRRBIHEEReT
R IBHIERIE GB it 5. BXxEZER |, i5ZMAmazon PrivateLink B, & A& RE B R &R

M2 ARG R | FRBEREMLIEN GB #iEitH,. BxEZEL |, i5Z@Amazon VPC
Lattice Bt

AES

- DNS 5

« DNS f##fr

- #,%5 DNS

« FRAMATAKX

o IP thyt KA

- BERIER VPC i KA 8] &R
- EERRRS

« VPC RIRHRIREE

« VPC Lattice A HY IR K

iR

BRILLG RPN RFRIRE S —NMNEFSEAZNEIR, ETHRRR , B EFIR VPC ik
R, ZmJAEAMEZEAE VPC RN FRER R AR ER, £/ DNS FREFRARERENTH
BRm[/MEEONIE IP ik, RfE , €8 VPC in /MR AMNERE , B HREMIFRER
EB B
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TRERTHERAEKFHAHNARRRES , ZR TR EEHRNHEMKFHAEABLIUTARNEZNEIR
Amazon RAM :

Consumer account Resource-owner account

o) o
" share
-
W - [P —
g )=
Resource Resource Resource Resource
endpoint gateway  configuration

« X TCP K&, ~X¥ UDP RE.,

. DIAMBTERRIKK[K VPC B MEEE , MARMNAERERN VPC B3, RIRH VPC TER 3
Ei% 8 VPC BN EER,

M — % #F# ARN-based % R2 Amazon RDS &R,

VPC s RN B RMRXBAELE-—IMTAXEE,

DNS %

£/ Amazon PrivateLink , BAILIERMEXRIET REAIRREERE. HEGIERE VPC manrt | &
IR ETRATE VPC MA# FFRBEEHXE DNS B ( R EIA DNS &7 ) » RINBWEMEH
DNS MARwmR IP KEZEEHCWEIR. AIE VPC %K ERIA DNS BB EINT ;

endpoint_id.rcfgld.randomHash.vpc-lattice-rsc.region.on.aws

EREA ARN WEERREERQNETR VPC iwant , B LB AFA%E DNS, #EHAFAE DNS |, &7
LAER Amazon BRE N RREE R DNS BFHE&EmERA HIER , AETRIE VPC KinT 2 A AH
WEEE, BXEZEER , 154 the section called “DNS #4717,

LA describe-vpc-endpoint-associations w5 & R &R = DNS %8,
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https://docs.amazonaws.cn/glossary/latest/reference/glos-chap.html#AZ
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aws ec2 describe-vpc-endpoint-associations --vpc-endpoint-id vpce-123456789abcdefgh --
query 'VpcEndpointAssociations[*].*'

AT 25 FA#AH DNS A #5H Amazon RDS ##iE K 8 iR i [ R Bl. 55— DNS B2 IA
DNS £#, %=/ DNS &K EABBNLERERX , ZXE AN LH iR KA E R BTN iR RS
BEOWNFE IP it

"vpce-rsc-asc-abcdl234abcd",
"vpce-123456789abcdefgh",
"Accessible",

{
"DnsName": "vpce-1234567890abcdefg-

snra-1234567890abcdefg.xcfg-abcdefghl123456789.4232ccc.vpc-lattice-rsc.us-
east-1.on.aws",
"HostedZoneId": "ABCDEFGH123456789000"

}I
{

"DnsName": "database-5-test.cluster-ro-example.us-
east-1.rds.amazonaws.com",
"HostedZoneId": "A1B2CD3E4F5G6H8I91234"

+

"arn:aws:vpc-lattice:us-east-1:111122223333:resourceconfiguration/
rcfg-1234567890abcdefg",
"arn:aws:vpc-lattice:us-east-1:111122223333:resourceconfiguration/
rcfg-1234567890xyz"
]
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1#h P 48 5 [R] R #9 VPC Sm s , W AT BAGE A B E X DNS B #= Route 53 Resolver i 2 R AT 25N
BXEZEE , S Amazon Transit Gateway 5 Amazon PrivateLink 15X Amazon Route 53
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I,
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- MRENEMKFSEAZTRREE , MIMNNEEHESTEZRREENRRAEZE, EXEZELR
EZ# (Amazon RAM AAF#ER) ARV EZ FIELEE,

MEHRUTHRMHE , VPC Lattice T2 t|BFRLRT R :

« BREMXERFRLRT RLTFE— VPC H,
« X TEA B R
« BHRMX LAY DNS BBHTIRE RN IN_VPC,
- BENEHERRAEHESHE BFNERHERNESRIIMEE.

ﬁIJL VPC ﬁ/ﬁlﬁﬁ/\\\
FAUTSRUE VPC BRmR. IR RRRE , EREEHHELTLAIRE,
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1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC #4I&,
ESMERD , ERHR.

b=l FE T F N

BALEEEN , MEERMERNER RS,

NFRE | EFERR.

NFRREE , EFAREE.

NFMBRE , EFEENFIHEFIRH VPC.

MBEERNFFREBEEZEFSE DNS X | FEBREMIRE., SH DNS B, EFEHILLINEE | FH
RAEH VPC SAS A DNS EHEBFMEH DNS XiEFEM, AXEZEER |, iHS M the section
called “HRFEAENEELIFHE
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MREREEREYE , HIPRXREK VPC WARIAR 24,
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+ create-vpc-endpoint (Amazon CLI)

+ New-EC2VpcEndpoint (&M F Windows # T & PowerShell )
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ESMERD , RS
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EERRE. BER VPC ImR.

HRGRTHITHEIAN |, #A delete,

R BR o
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£ Al a5 = 1T M BR i R

* delete-vpc-endpoints (Amazon CLI)

« Remove-EC2VpcEndpoint ( & A F Windows ¥ I & PowerShell )
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ERZEFEERNRR
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ESMERSD , ERIKR.
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IEFRRENE L 8L,
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EABTITENRI

+ modify-vpc-endpoint (Amazon CLI)
« Edit-EC2VpcEndpoint ( & F Windows B T & PowerShell )
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« BALERA VPC Lattice PFREARIERERRIEEBHBAENRE. BXESER , S Hhttps:/
docs.amazonaws.cn/vpc-lattice/latest/ug/create-and-verify.html,

« XF group # child REMNRFREE , SAEEEARREEFEEAE, 25, THAREETUNER
EXE , XEHERAEN FE. REBFAXEHAE , WAL FAEREAEENES , B2
VPC Lattice T ARRERAEN VPC 1 FE A EEEMHEE XE,

REERAENBEELEA

HRFEAESASEFAENEANTREENEREN , 1AL ¥ VPC Lattice EEH VPC H
Y Route 53 A EREXE., RIRERE W ABHA LRI FE R FVPC Latticeh ML EBEFILER
BXHE,
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VERIFIED_DOMAINS_AND_SPECIFIED_DOMAINS

VPC Lattice AFTELN BRI BENEHBENBEREAEEENHASEEREALREREXE. BR
FHA#&Eprivate DNS specified domainsZ#HigEER.

SPECIFIED_DOMAINS_ONLY

VPC Lattice A& REAEEENHEREMDEREXE., RIFEEAEEprivate DNS
specified domains SEHIEELSE.

B F%.E DNS /&7 , VPC Lattice 2 #H VPC P A ERREEXRKNBENFHZAE—NLAE
RERXE., BRIAMERT , #AF DNS HiEUi% & SN VERIFIED_DOMAINS_ONLY., XEMKE , R
BFERRRHEBRIEITEENEERE , T20BREREXE., WRENTE DNS BiETURE
FALL_DOMAINSEY , SPECIFIED_DOMAINS_ONLYNITit B E X E& N B IPRAS T |, VPC Lattice
MBI EREXE, MAEHNEAEREXEN , NEH VPC B ZEBHNMEREEFES
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NTUHEEN BN AREE , RBEUTHEME , T2t BRBREEXERE

. BRMXERFZME VPC M VPC xBifi F[@— endpoint/service VPC H,
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EBYRSMEIGRIEREE , 49 Account-B FRREESRESMEMEKXEK, BREMEZATEKS 2
BHZ, Ft, Account-B JAEZ HEMIIHREZNE ( BRREES 2XEK ) Account-C , M fE
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BRE, YESKFAZRREEN , % Amazon Ik FREF TUFATHRIZER. &A% Amazon
RAMAERA R RHLER‘EEZRREE,
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£/ Amazon RAM 2H| A EFLEFMEINBERAE, EAUBRNAZERFRUARSEAEZRT RN
Amazon IKFF, BXEZER , 2 H Amazon RAM AFEBHHNSELZN R IR,
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BOUNBRREESRAYIZERE, BALUARENEERESEPRE I,
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BERREE,
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FERZH AR RERE

1. FTFF{LTF https://console.aws.amazon.com/vpc/ B Amazon VPC 1414,
ESMBEHS |, £ Lattice PrivateLink # Lattice T , R RFEE.
EFRAERIFRE.

A —NELH Amazon K R E—H B, EIRBREERTEE QLS.
NFEREXRE  NENERIFRFPERRR , I —HFRRERTRE.

LRI 2 B OB H RIRM X A BN 6l 2 — N EIRM X,

(& ) EmABENES , BTHRITATE—RHE

MREHEREEXREN single , WA WA BENEE, FIRMEHE T AR EE X
FHREHNEREE,

MRS RFREERERN group M ochild , MIAMEELABTREEFPIEEAE. ETXK, F
REEETUEBEENE , Xtigg 2AEMN 71,

8. (i ) WARIE D,
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MREERIEERES |, FRHERKIE ID, XANLRFRERAENEEREEHE.
9. ERLEHFLEUFREERNRNARNIRIAR.
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13. (") N Tk MREERRFREENERMEA , FEAERE R BEMER BB
o

14, (A& ) HEERNFRE | BERBFFIFIREL | RER A XN ENE,
15. R BRREE

Amazon CLI

LA create-resource- configuration i G R|ZE N B REEHNFHSBEENFHAEX
B, example.com

aws vpc-lattice create-resource-configuration \
--name my-resource-config \
--type SINGLE \
--resource-gateway-identifier rgw-0bba@3f3d56060135 \
--resource-configuration-definition 'ipResource={ipAddress=10.0.14.85}"' \
--custom-domain-name example.com \
--verification-id dv-aaaa0000000111111

LAR create-resource- configuration in B 8| BE R RREH FESEEEHBHEX
B, example.com

aws vpc-lattice-custom-dns create-resource-configuration \
--name my-custom-dns-resource-config-group \
--type GROUP \
--resource-gateway-identifier rgw-@bba@3f3d56060135 \
--domain-verification-identifier dv-2aaa0000000111111

LAR create-resource- configuration i S 8| E F R RREH FESBEEHBEHEX
BX. child.example.com

aws vpc-lattice-custom-dns create-resource-configuration \
--name my-custom-dns-resource-config-child \
--type CHILD \
--resource-configuration-definition 'dnsResource={domainName=my-alb-123456789.us-
west-2.elb.amazonaws.com,ipAddressType=IPV4}' \
--resource-configuration-group-identifier rcfg-07129f3acded87626 \
--custom-domain-name child.example.com
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( Tk ) BERURSMERRXEKZAFE DNS B, BERZHFE DNS Ef. BEXEZE
B , 15/ the section called “BREMEMAEEN B ELEHAE,

9. LEBRREER.

10. EMBRXER , BIEPREKNEEE , ARKIOERRENRER. RARH‘THEIAR , @A
confirm , RAFIEFEMER.
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E AR IRS M4 XBt Amazon CLI

5 create-service-network-resource-association #5 %

o

EMIRRARS &< Bx |, i56EH Amazon CLI

f£ A delete-service-network-resource-association % o
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EIERE VPC KT =Bk

BENFREZNEREENERERKFREKSPREFAUEARE VPC AT RGEEREE. W

RENAREEEFAEEE , WA LERE AFE DNS R 1F VPC Lattice NI FIRLHTT R

RREFZFMEALETAEELEREX T, X& , ERERUTUNEESHEERTRARREE. BXES
E8 , 5 H the section called “BRFERAENBELITE,

Amazon Web Services BIEiz4 &

1. EREHNRQUKRE , BRI SMEEPrivateLink MRBE , RAFERLHT Ko
2. EFRUB®mS.

3. ZEEEEEZ VPCHRREE

4. #EFEVPC, FRNZE4A,

5. (W& ) EFTFFF.E DNS HEE DNS &I |, FHikE/E A DNS &

6. (HiE)EM@ VPC ImRMNIRE |, BEFRMIHFL | RARWARSEIREE.

7. EFRUB®mS.

Amazon CLI

LA create-vpc-endpoint ap 8122 FE FAFAHE DN S B9 VPC KiFT =, 48 DNS EikIiRE
A, VERIFIED_AND_SELECTEDFTi&iE B RiE Nexample.comfexample.org., VPC Lattice X
RNEMAZSRIENITEE Rexample. comzexample . orgiREARERE X,

aws ec2 create-vpc-endpoint \
--vpc-endpoint-type Resource \
--vpc-id vpc-111122223333aabbc \
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MR RIS 2 B TR,

Resource-based Bk

Resource-based K& &M INENRIRAY JSON KX H, RAEISHE IAM A BEEFEHEM Amazon S3
FHERE, EXFETERNEBNES S  RIEEATUSEACIIREFNSERRENIERE, &
MHAEERET R ROFRE RIS E M4,

Resource-based K& 2N TIZBRFZ PN K, ETEEETRRENWEKBEHFEH IAM FH Amazon
KEXRBE,

Hib Rk R
Amazon XEHMEREER | XUERBERLUIREEENNEBEREFHNHE AN :

- NRILR - EBEETEMHNRBIURT IAM REHNREANR. BEXEZELE , B8 (IAM AF
1EE) BEY IAM SERRYALBR A 5o

« BREILAEIZKRE ( SCP ) — 8 Amazon Organizations AL KA LR E THHE AR, BEXESZE
B , #5 (Amazon Organizations FIFF#8R) YRS IZHIK RS

« BWREFIFKR (RCP)-RENKFPRENEXTANRE. BXEZELS , 55H (Amazon
Organizations FAFER) PR EIREFIFKE (RCP)

- RERE -EHACEKSAFCRIGERSERN , EASBEENEREK, BEXEZER , BS
7 {IAM AFiEm) PHSFERRE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html#policies_session
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N Sk FH
E - E ¥l

S MNRBEMNRBENA T —MERE , ERNNREMERNEIER, BETHRELSR SRR
{7 Amazon ERE AWER , HSH IAM AFEEHHRBITEEE,

n4al Amazon PrivateLink 5 1AM it & &

EEH IAM BIEi5 | R 2 8 Amazon PrivateLink , &5 7 B WL IAM Zhag el A Amazon
PrivateLinko,

IAM ZhEE Amazon PrivateLink ¥
Identity-based BUR =
Resource-based BE =
REHRIE =
EHEEGRE (BETRS ) =
ACL &
ABAC ( REEHPRIFRZ ) =
EABRR =
BEAE &
Service-linked & -

E4HETHAZE IAM ThEEM 8 A 5 X Amazon PrivateLink F1E #2 Amazon Web Services IR% Ih
ge  BFSE IAM APERTMNE IAM B4 F H#Amazon BRS.

Identity-based BYEIZE Amazon PrivateLink
XBFETHEMNER : 2
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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|dentity-based KI& 2 E AT LAKM N &40 ( Hlzn IAM B, AFASA® ) B JSON R RIS,
XLERBEE AP NASTEMRG TN LR FRHRTHERE, ETHRNACNEETSHONEERE
BEZHE (IAM AFER) PHNERAEFEERFRE L EE N IAM HBR,

B IAM ET SHRE , BUUEERTHIELNRENTRUAR A TFHIELRENRE. B
THETI1E JSON RESHHERMFIELE , F5H (IAM AFHERE) SH JAM JSON KEETESI A,

|dentity-based Ky E& =R Amazon PrivateLink

ZE&F Amazon PrivateLink EF SRR R Bl |, 5. |dentity-based # KB =45 Amazon
PrivateLink

Resource-based 7RI B Amazon PrivateLink
YRETHRRHNERE : 2

Resource-based K E& 2 &M INEI R IRAY JSON KEE X, ETHRROKBN ROISE IAM BEEF

KEEH Amazon S3 FEERE, EXFETRRENRBENEREST , RSEE L JUAFERSIRZEHX
BERBRNIGR. NTEEPH MK ER , REEEIEEEH A ZRRINITHLREURES
ARG TIT, BXTEETRRENREDIEEEZER, ERATUSEK,. AR, A€, ReAPH

Amazon Web Services IR

ESABK/ER , SR UHENKSSEMBKS N AM XEEEAETRRNREINEE, B
XEZEERE , BEH (AM AFERM) P8 IAM HEYESIK P F R T

Amazon PrivateLink REZH—RETHRNVER , BLIET [LERK, kKB TEHIEL Amazon
FEALAER R R REERRS. BXEZEER |, S the section called “Uis SR BE”,

BB 173 Amazon PrivateLink
TRERRE: =2

EIE R W LAEM Amazon JSON REEREEERMIBRMT L. BB , WA EMAATLN T LATIRK
1TRE , UREMALAFZHTHT,

JSON KMEHY Action TEEARTATERBP AN RIELILRNRE, ERBEPISBREUR TR
ITRERRERV R,

ec2 tn B ZE[E HRYIRE
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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K E L324E Amazon PrivateLink 21 3% EC2 APl 1 —3B5 . XLERBIREMER ec2 IR, BXE
Z{EE , %2 (Amazon EC2 APl &%) iy Amazon PrlvateLlnk B1E

vpce 8 A 22 (B P IR 1E

Amazon PrivateLink & 12#{XAllowMultiRegionBRIXREVIRVE, LLRBRIRIEMER vpce FIZ,
BB &R Amazon PrivateLink
TEHERBRER: 2

B R W LAEA Amazon JSON REERIEEERMIARMT L, BRRY , WA EMAATLN M AIRR
1THRE |, UREALAFZHATHIT,

Resource JSON R TEIBEEMENAREN —NMHZ AR, FAZRESE , HFEHAE Amazon
TRET (ARN) EERR. WTFAZBFRERNEWIREE , EEABERA () ERBEANATHMER
Ro

"Resource": "*"

Amazon PrivateLink ) 5 B8 4442
YERBETRESWERBSRGERE : 2

B R W LAEA Amazon JSON REERIEEERNIGRMT L, BRRY , WA EMAATB LA TIRK
1THRE | UREFLAFHFTNIT.

Condition TERBENNZRMHEEFVMENIT. BALGIRBERZEZEN (FlW, FFHN
T ) BEARER , MERBPHFAESERPNVEMEE, EEERA Amazon £RFMH4E |, S
59 IAM Al FiEE R Amazon £ B %4 £ T XEHA.

AT & 44 E T Amazon PrivateLink :

* ec2:VpceMultiRegion

* ec2:VpceServiceName

* ec2:VpceServiceOwner

* ec2:VpceServicePrivateDnsName
* ec2:VpceServiceRegion

* ec2:VpceSupportedRegion
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https://docs.amazonaws.cn/AWSEC2/latest/APIReference/operation-list-privatelink.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
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BEXEZELR |, 558 Amazon EC2 HIFE 4,

# AR ACL Amazon PrivateLink

X#FEACL: &

mEEHE IR (ACL ) 2HHEEME (KFKA. AFZAR ) BREAREK, ACLEETHRRNE
B3R EL , BEMAER JSON KM HEH,

ABAC with Amazon PrivateLink
%# ABAC ( EBHIIRL ) : £

Attribute-based 5 [F1#2H (ABAC) B —FRAUKE , ERBFEBM AT ENBERE LR, B0 LUFIRE
Bt I0E] IAM S54K6H Amazon BIR , R/E1R1T ABAC REUA T EEZERANIRLESH IR LR PR LAY
BT

EETHRSEHEER , BEEMFEA aws :ResourceTag/key-nameaws :RequestTag/key-name
aws:TagKeys RHRBERBNZUH TEFREFZER,

MRENMRSN TENRARREBIGAEX=A&MGE  WNTZRS , ZEAR. IRENRSX
N T Mo RBRREZFRAEX=ZAZAHRE , WZENTD.

BX ABAC WEZER , 5K (IAM A 1ER) FHVEM ABAC BRRNEXNR, BEEFIRE ABAC
S|OHE , FSH (AM AFER) FREAETEMA T RMREREZES (ABAC) .

5 B F 5 Amazon PrivateLink
Y HFIGEILE - 2

IS BHIE BRI Amazon BENEHIHFRINE , A ERELEAKSSARTRACKRBEIRIEN,
Amazon BWEBHSERIGHHER K MARERAKBIHRZEHA, BEXEZER , 558 (AM AFiE
) 8 IAM F IR Z £ EUEMAER IAM B, Amazon Web Services RS

Cross-service WZ £ A PR Amazon PrivateLink
THEHERFRILXE (FAS) 2

HEIGEATE (FAS) 8B AR Amazon Web Services IR , B L Amazon Web
Services RS B TS A HiERMER, BXEEH FAS ERENVKEFEE , BSRERGRSE,
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https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonec2.html#amazonec2-policy-keys
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_forward_access_sessions.html
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KBRS & € Amazon PrivateLink

xBRSAR &

BREAEEH—TURSEE. RXREHITREN IAM A, IAM EERATLE IAM P22, SaFm
RIS AR, BXEZER , B (AM AF1ER) FMEI2E [ Amazon Web Services IR 55 Z kR
BRHAE,

Service-linked B9 &t Amazon PrivateLink

XERSHAXAE B

REHEXARR —TSRSHERXBEMN Amazon Web Services REREZ AR, ZRESAURBFERNITIR
¥, Service-linked B & HIMIELR , Amazon Web Services i/~ HBIHBRSESAAE. |IAM BIE G AT LA
EEETRRERS <BKARHNER,

Identity-based K9 B& =5l Amazon PrivateLink

RIAMERT , BRPHNAEEE0EF &R Amazon PrivateLink FRINE. EEFHAPANAERER
ITIREMBUR | IAM S R I LB IAM F1E,

ETRMAERXL RG] JSON REXHELIEET IAM HHHERE |, 55 (IAM BFiERE) Ri6)
2 IAM X (258 ) .

BXH Amazon PrivateLink E X FVREMRFRRE ( SR/EBMFRRXEN ARN &KX ) WFHER |, 1B
2 (RFENZSE) T8 Amazon EC2 WiR{E, RIRMEHEH.

Bl

5% VPC i S B E A

- ETRSWEEERS VPC ih 82

» 2HAHN VPC i RRFSIEENFLE DNS B#H
« EFIFH VPC i LIRSS IEE R ARSS B W

| VPC v [UEY E

MANBERT , AFEREAKET R, ETNE-IMETHORNRE  MAFRTRE, SR, #
AN BRE RV R RBIEOT
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonec2.html
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action":"ec2:*VpcEndpoint*",
"Resource":"*"
}
]
}

BXMER VPC i 2 EIN RSB RINELR |, i3 the section called “ifs R B,
HETRZHEEEEZEF VPC in |22

A LAEA ec2:VpceServiceOwner {4 BBRIERFHEE (amazon, aws-marketplace K
FID ) kREBFIATLAGIZEN VPC Ims. AT RARFEAEENERFSHEELNE VPC maIN R, E
FALRS , FERXE., K/ ID MRSEEE.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:us-east-1:111111111111:vpc/*",
"arn:aws:ec2:us-east-1:111111111111:secuxity-group/*",
"arn:aws:ec2:us-east-1:111111111111:subnet/*",
"arn:aws:ec2:us-east-1:111111111111:xoute-table/*"

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
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"arn:aws:ec2:us-east-1:111111111111:vpc-endpoint/*"
1,

"Condition": {
"StringEquals": {
"ec2:VpceServiceOwner": [
"amazon"

ZHI A VPC im RBRSIEERFLE DNS B 15

IEAILAER ec2:VpceServicePrivateDnsName A EFRIEH AIRIES VPC if R RS X<BHNAE
DNS Z¥MENHBIEWLE VPC iR RF. U T ROIRFEAIEENFAE DNS B VPC in K iR
SHNR. EEALRA , FERXIE, K/ ID MFHE DNS &5,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ec2:ModifyVpcEndpointServiceConfiguration",
"ec2:CreateVpcEndpointSexrviceConfiguration"

]I

"Resource": [
"arn:aws:ec2:us-east-1:111111111111:vpc-endpoint-sexvice/*"

1,

"Condition": {

"StringEquals": {
"ec2:VpceServicePrivateDnsName™": [
"example.com"
]
}
}
}

BH TR VPC i R RFIEENFAE DNS B 162
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1

ZHI A VPC im RIS FEER RS B

BRI LA ec2:VpceServiceName &4 EIRHE VPC i SRS B #Rok 15 &I 7T LARI 2 H VPC I =

UTREIRTFERAEENRS BIIR VPC in RBVR. EfEM LR

%8 Mo

JSON

"Version":"2012-10-17",

"Statement": [
{

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource":

"arn:
"arn:
"arn:
"arn:

"Effect":

1,

aws
aws
aws
aws

tec2:
tec2:
tec2:
tec2:

us-east-1:111111111111
us-east-1:111111111111
us-east-1:111111111111
us-east-1:111111111111

"Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource":
"arn:aws:ec2:us-east-1:111111111111

"Condition": {
"StringEquals": {

"ec2:VpceSexviceName": [
"com.amazonaws.111111111111

tvpc/*",
:security-group/*",
:subnet/*",
:route-table/*"

:vpc-endpoint/*"

.s3"

, EEHREXE, KF 1D MAR

ZHEN VPC R RSEEN RSB
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55 PR ik AR AR EIRT VPC 3 R 9T )

LIRT QR —HETRRVKE , BULOFERINE VPC LR R, SUEHIBL Amazon A

A LAEAZL T Si5El. Amazon Web Services BRS

MRARKBAILBEIDRETHONKBIETRHROKE. S, WREEEREDRIEEZS
Amazon S3 , M3 AT BAfE A Amazon S3 Z# 8 R RIZH M EIR KRS E VPC X FEEHITHE
Ao

&

N4/

EEEM

AR A Ui R B

% O I R BE

P 5K Ui L Y 4
E# VPC s SR g

FEE

« IRRREERER IAM policy FE S #Y JSON KM #, HPMMEBE— Principal TTH. H_ARKEH

KPMTREBEBYE 20480 MN=2FF (BEZERK ) -

ERAEEOFMELK T S8+ Amazon Web Services RS , AT LU BN KR ip™ = KBS M R %L
W R, BA LR EHE AR, MRETH NGRS , FRATSMINER AR 2 KB,

HIEFRE E Amazon Web Services RS ik S KB, MR Amazon Web Services IR X5
KT AR , WRMNATNZESHNENLGET RRTELHENR. BXEZER , S the
section called “E & im A R X,

W& i R IR SS T 3E Amazon Web Services IR 812 VPC w2 bt , IIAFRN Zim 2 TELH
@],

s NTEIARGEERMVITRTFNER LT X (Hltn, aws:PrincipalAccount %

aws:SourceVpc ) , BRREFEABES (*or ?) M FERHZER.
FERAFRHERMZERN , EXTEBNMNEERF 2R ZEEAZDANMNELFH.

HEERFHFM TEPIEE ARN B , ARN K-35 TS 2K, ID SBES , BT RN
LR

HEEMTHAUKRKE SRV ERATEER/ LD T LR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_Numeric
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
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N Lol

BR A Ui =R B

A /R BB R T3 im S8 T2 1 R PR

{
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*'",
"Resource": "*"
}
]
}

2 O im UK S

BRART KA =B Amazon Web Services RS , 55 #the section called “5... ER RS,
KRFPWE—5STEF Amazon PrivateLink X4 8E#2 Amazon Web Services fR%. IR Amazon
Web Services IR XFimaKug , M E XA IBFEiK LK RO,

P 5% i )Y E 4

NFMXimR , BIF Principal TRIRERN *. BEIEEEHR , iEMA aws:PrincipalArn &4
&,

"Condition": {
"StringEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:user/endpointuser"

}

MBRBEALUTEXIBEEAR , NiFRMNERRLEF Amazon Web Services lF BB F |, MIEZKF
WRrERFNAE,

"AWS": "account_id"
BXMRimRIE KRR, BSEUATRE -

« EATF Amazon S3 B =

BRIAIR R B 165
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« & T DynamoDB Hi% &

BE# VPC i SR B

BRI T HERER Amazon Web Services IR M i AR M, EEMTIm ARG |, BTN ERAIEE
FE/LDHIREENR

156 P #2216 & BB v AL SR

1. $TFLTF https://console.aws.amazon.com/vpc/ B Amazon VPC %15,
2. ESMERP  ERIRS

3. 1&#F VPC o

4. HRRIESFE Actions ( #4E ) . Manage policy ( BRI ) o

5

1%3% Full Access ( T2 11 ) AAFNRSHITE LM , HEEEF Custom ( BEX ) FHin
BE KR,

6. EEFF
£ a5 1T E M i R R

» modify-vpc-endpoint (Amazon CLI)

« Edit-EC2VpcEndpoint ( &M F Windows B T & PowerShell )

Amazon V& KB Amazon PrivateLink

Amazon EEXMERVENEENIL KR Amazon, Amazon EERXKK EE RN FZE N AHIEM
WBR , MEZRTLFRAAF. ANAEDENER,

FidfE , Amazon BERB U EETF NN EAHIR FRENBENE , BREedEmAE Amazon
BEFER, BIMNBVESENRETEARMNE - SEARKE — DR NR,

BT EE R Amazon EEFEBPENHNER., R Amazon B Amazon FEE KB E X KRE , 1
EHoEMZREBAMXBNMEZERASS (AP, AFA® ). Amazon RREFREEB K API
KA RS 7] LAE A Amazon Web Services RS B9 AP| #24E8E # Amazon IEE K,

BEXEZEER , BESH (IAM AF$ER) K Amazon FEE KR,
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https://console.amazonaws.cn/vpc/
https://docs.amazonaws.cn/cli/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.amazonaws.cn/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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Amazon PrivateLink Amazon £ & FK I E £

Amazon PrivateLink

& & Amazon PrivateLink BiZIRESF R BERXLEHRLEK Amazon HERXRBEFMNFAEE ., BRSB
EXUHTEHTENBIEE , BT “ Amazon PrivateLink 347 Fi2%” TWE LK RSS feed,

B DU B

Amazon PrivateLink FF2888%  Amazon PrivateLink FF#8EE 2021 3 A 1 H
BEX H Amazon TE RN E X,

REEEH =
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CloudWatch BY#&%r Amazon PrivateLink

Amazon PrivateLink &8 04T 2. Gateway Load Balancer & i T R ML R RS HWEE
K& % Amazon CloudWatch . CloudWatch fo & 5L éﬂﬁFE’JHTIEﬂ}"E BiE (MRER ) BEX
BREAARAXEHESMNEITES, THEFNUNELEENTE , MEKESU RN ZEERNEZLE
B, B/NEUIE S ERA S<BRAY A 81 A BT 2k 49N 2 58107,

EAMERERRRIERERBERIEZT, S, &I LLE1E CloudWatch BIRRIEIRIEERV ISR , &
ZIEFRE BN RS HSEE R B3 RE ( flINE R FER A It RIEEA ) o

FLEkMmAEEOmwSA,. Gateway Load Balancer i 2 Mk SRS B IEIR. ENFTSEHITFXIER \j?,fi
AEXFFRNESRSERAELM. RIAMBERT , 88— 2% Amazon PrivateLink [0 KIEE#F |
EXAFINTEA, CloudWatch

EXEZEER , {52 Amazon CloudWatch B ¥/,

AE

- WmRIERN4ERE

- mRRSIERNEE

« & & CloudWatch IEHR

- EFWER Contributor Insights #LMI

i ISR A4 E

AWS/PrivatelLinkEndpoints & ZH@EH *#E Ok =M Gateway Load Balancer i 28 T 515
FRo

EiR i BA

ActiveConnections HEZDEZENBE, XEE4 T SYN_SENT # ESTABLISHED 1A
AHER,

BERE  mRAE—DHARE T RE,

SiHHIE REANKITIER Average, Maximum 1 Minimums
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/
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1R

BytesProcessed

NewConnections

L
Dimensions

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

i AR KRR ZARXRNFZTH , REPCE. XRGERARTES
BENENFTH. KB GB HEMLERILE,

REFE  BRE—DHAKE T RE.
ST HIE  REANKITHIER Average, Sum, Maximum

Minimum,
Dimensions

* Endpoint Type, Service Name, VPC Endpoint Id,VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

B R B WIEERE,
REFE  BRE—DHAKE T RE.
ST BIE REANSKITHIER Average, Sum, Maximum

Minimum,
Dimensions

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id,VPC Endpoint
Id, VPC Id

I RIER M4 E
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1R 5t B

PacketsDropped HEKIERFNBIECORE, MERAUTRLERRMEES. EEMNA
BERARKAFIBIRFEITFAEERE,

RERAE  MRE—2HRKETRE,
SUTHIE - RERAMNSITIER Average. Sum # Maximum,
Dimensions

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

RstPacketsReceived s SN EIM RST BIEEHE, EEMNTRERARKRBRZEITTE
Ho

REMAE  mRE—2HRNKETRE,
SUHHIE - RERANSITIER Average. Sum #l Maximum,
Dimensions

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

BEif X LR, BEARTEE,

HE 5 BA

Endpoint Type Him R B FFIR IR EIE ( Interface | GatewaylLoadBalance
I )o

Service Name RIRSS B IR e bR R

Subnet Id BT Wik s iR iR,

i RIEAR A4 E 170
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HE i BA
VPC Endpoint Id & VPC im RIS L IR EIE

VPC Id & VPC FEik s sz,

i RIRF R4 E

AWS/PrivatelLinkServices @& Z= 6 BIEE X in 2RSS H T F3ERR,

BFR . BF
ActiveCon B mAENEFHRE BN RAESNEEHE, EEMNTEAXREERM
nections 5 AEEE RN B Fro

HRERE  EEIBRABRSNERE—P7HRNRIET RE,
SIHEIE - REANSKITITERN Average Ml Maximums
Dimensions

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

BytesProcessed EinRESNim[ZBRRNFITE , XEPLE,
BERE  EEINRRBRSHRRE-—STHNRIETRE.
SITHIE  FEANSKITIAER Average, Sum H Maximumo,
Dimensions

* Service Id
* Az, Service Id

* Load Balancer Arn, Service Id
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1R

EndpointsCount

NewConnections

L
* Az, Load Balancer Arn, Service Id

* Service Id,VPC Endpoint Id

EED IR RRS IR LBE.

HREE  EESHNRABIESE,

SR - REANSRITITERN Average Ml Maximums
Dimensions

* Service Id

wmRAMNEFIREI BB NIERRE. ERNTRAKRFEERMNE
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