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Segments Timeline info &

@ Group by nodes Segment status Response code Duration

¥ Scorekeep AWS::ECS:Container
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« MR SDK AXIFENNARFNRIZIES , iHEMA X-Ray API &1,

THEAHSPERRENTE X-Ray HITRE :




Amazon X-Ray

FRARER
f’

™~

Use a command line How do you Use a low-code GUI

interface with customized want to with basic functions and

functionality interact with visualizations
X-Ray?

prugr':rzming Do you want
language is thedn'lto;t

supported in update N
an SDK experience?

Use the most updated
interface with added
functionality

N

X-Ray API
Use the X-Ray API

NS

h' 4

Do you want
the most
updated

experience?

X-Ray console

CloudWatch
console
Use the legacy X-Ray

console

Use the CloudWatch
console

Use a simpler SDK
or want to keep using the
X-Ray SDK

Use an SDK based on the
OpenTelemetry standard with
Amazon Web Service layers of security and
optimization

|

ADOT SDK
Use the AWS Distro for

X-Ray SDK

Use the legacy

X-Ray SDK OpenTelemetry SDK

-

v
THRARmER
- £/ SDK
- ERAESE
« f£F X-Ray API
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5 SDK

(® Note

X-Ray SDK/Daemon 4# @A — 2026 £ 2 A 25 B , Amazon X-Ray SDKs/Daemon ¥
AP ER | EiZERXT , X-Ray SDK # Daemon B9 %% Amazon X PR F R Z £ R,
AXAXENEBRNESZELR , HSH X-Ray SDK # Daemon Support Bt FR, RMNBIGE

# % OpenTelemetry, BXIEIBEHEZEE OpenTelemetry , HSRM X-Ray N FEE

OpenTelemetry X &5,
MBREREAGTTRAE , REZTEVEBENRIER, KB AXRIZFKIIEER H Amazon Web Services

ERERFEHRENTE , HEA SDK. BHEALUEA S Amazon DK F &R £ X-Ray 25 APIs,
YRE]LAE A Amazon Distro for OpenTelemetry (ADOT) SDK = X-Ray SDK,

MBREERH SDK , MATLAERN N AREFNEERESINER A IERRBMNBE L, BAILEH
SDK R 4TUA T F3E{E A Amazon Web Services BIE#R &1 & TR TS :

« RIBAEXER - UMEE 1 NSO PEXERRSE , FRASMEMIBRERNER | FHE
RREIGITHEED.

- BENBES - BEMBESREAHINEE , SFEKES, AER, SHBEMERES.

- BEXEHRN - BEXZEBEMF 2B , SEEXREXNRINNELE , HelZ 8 ELER.

o BURERNIBMEIREAN,

MREEZEWADOTHEAEBEI Amazon ZLMFELEHFFE(L OpenTelemetry SDK , iEEH
SDK, Amazon Distro fo ADOT r OpenTelemetry () SDK 2 — MNSHNEEXWRHEE , EATFEH
et R rg M IEAmazon IRSHIFIRER , MATEFN H KB,

MREEEEMEA X-Ray SDK , RE5 Amazon Gim&Es , H# EFEE NS X-Ray SR ARFRBHR
BEXX , EFEMA X-Ray SDK,

BXBMBIENEZELR |, 2597 Amazon Distro for 1 X-Ray OpenTelemetry 2 8] # 17 1% %
SDKs,

£/ ADOT SDK

S ADOT DK 2 —4A [ GRS XX HIBHN IR APls, EFMARE, ADOTHEZAMNEHMAE I
Amazon , #5Z /N ERMAEER , HIEH- KEHOpenTelemetrytt X4EHF T IRE, #£H ADOT

£/ SDK 8


https://docs.amazonaws.cn/xray/latest/devguide/xray-sdk-migration.html
https://docs.amazonaws.cn/xray/latest/devguide/xray-sdk-migration.html
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SDK AN EH N AREFHREBRR, THIE. BHRMNRER, SETUADOTHERKERS HBIEF
HIEPRIREE R CloudWatch,

MREEHAR R ADOT SDK , ML TEMSREBLESFER -

« ¥ ADOT SDK 5CloudWatch K32 —E2 A — #E,

« J¥ ADOT SDK 5 ADOTCollect or BEE&fEA — M REEFHEFZ Amazon ELX £ M ML A Ih 3T
FHNEHRYE  NEIURER,

ZEfE A ADOT SDK , iEHITA T ] :

« £F ADOT SDK BRNEHNNARERF. BEXEZELR , 50 ADOT AP EATRIEESHX
V=
« Bl ADOT WERUE HMEF I ENBIR XX BT,

ADOTUWESS IR EIZNIIETSE , 2 FEAEIEBEADOTR EFIEENGH. ADOTH LUSHKIEAZEE
ZANEE , BENEHERRE Amazon , I TERR :
4 N\

Instrument your Configure the ADOT
application with the collector for data
ADOT SDK export

Your application

[

Backend
ADOT Collector
gathers data
Backend

. S

Amazon EHEFADOTEAE NI EEH EOpenTelemetry lERRIF— B, FF & ADOT B EH A AKKitT%I
REAXFHREOELEN—E2. ADOT XEZHREEIES , HPaE .

+ Go
+ Java
» JavaScript

* Python

f£/A ADOT SDK 9


https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://aws-otel.github.io/docs/getting-started/collector
https://aws-otel.github.io/docs/introduction
https://opentelemetry.io/docs/
https://github.com/orgs/aws-observability/projects/4

Amazon X-Ray FERARER

« NET

* Ruby
 PHP

MREFERAHZ Python , N ADOT AIABsIRNENNARR. EFHEHAADOT , 2 H Collecto
OpenTelemetry r Amazon & {TARET A AT,

£ X-Ray SDK

X-Ray SDK 2 —4[6 Amazon B ARS K EHIER Amazon APIs FlE. M X-Ray SDK A4 & #9
RARFHWEREREIE. BT EFEA X-Ray SDK & B &S igHREE.

MREFEANZE X-Ray SDK , M A LU TR EREBLEEFER -

- &5 A X-Ray SDK #l Amazon X-Ray STHFEF - REBTEEFH N AEFNRE |, BFFEHALIEDT,
* $F X-Ray SDK & CloudWatch {32 —2fFEH — ( #% ) CloudWatch XE 5 X-Ray SDK F&-

ZEfEA X-Ray SDK , EHITUAT&RAE :

- £/ X-Ray SDK ® &M HEF

- REWRSESFUENEFREINBIRREIMALL. ERLER CloudWatch KIEH X-Ray FHEF
RELEHRIRE S

WERIREBRBZHERER , caBERATZEREBEEEFEEN Amazon Fik. X-Ray SDK R
fEM@ Amazon fRiR K EHIE , M TR :

£ X-Ray SDK 10


https://aws-otel.github.io/docs/getting-started/collector
https://aws-otel.github.io/docs/introduction
https://aws-otel.github.io/docs/getting-started/collector

Amazon X-Ray FERARER

' I ™\

Instrument your Choose an
- sl + CloudWatch collects
Your application application with the Gy new L trace data
X-Ray SDK collector
[]
X-Ray daemon
collects trace data
Amazon Web Services Y,

Backend

. S

MREFEHKR Java , M AT LAEA X-Ray SDK BEaIRNEH N ARERF. EFHBER X-Ray SDK , &
EESLUTREESHINE :
+ Go

* Java

Node.js

* Python
.NET

Ruby

EREFE

MREREFRARERIERBHBEAFRE (GUI) , BEARSA. THE X-Ray B I LUE
AMEREN AR RIEAD] , HRITERES, EUAEZNRHARITUTRE

+ B A X-Ray,

- EENARFMHENRARE,

- RENARFNETRR.

- RAFRBIE R,

- EEEARERE,

EAEEa 11
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E5 X-Ray #1TRE , A LAfEA Amazon CloudWatch $###1& ( MukR : hitps:/
console.aws.amazon.com/cloudwatch/ ) 2t X-Ray $###I& ( MukR : hitps:/
console.aws.amazon.com/xray/home ) o

£ Amazon CloudWatch 2 &l|&

CloudWatch $###| & @ E#HH X-Ray TheE , XEIhgERM X-Ray BHAEF RN , FHES T&F
B, MEEMER CloudWatch #2414 |, N LAEE CloudWatch BHEMISIRA K X-Ray IREEE, 0
£ CloudWatch ZHAEE MM BFBUTABERNEIE -

* X-Ray RER - ENRAEFLEEFRNEER. 2WMFESHXBKNRE, FAXERRTERSE
B, BRABRAMCEHNARE AR EFRFEBNBESHE  UEENAREF TERN TR
(1575 9

- BE-EF, oM NHENARFERNAEE, €A EETHERR , ARBERENBTEREK

v'a
Lo

- I8t - ERENERAENERSCZREZECHER , REENEEZNNAEF S, UBEAE
RN R EF X LR

« BEREMEMIRE - KEFTENKNPHBERAREMEN (SBR[ ARERF. Hitt Amazon
RS ME iR ) WETIRR TS,

- TEMNMEA X-Ray #H&—T5H T X-Ray ## & R PTE TEE,

£ < CloudWatch 24l 5 EZELR. |, 1§55 Amazon CloudWatch A7,

7] https://console.aws.amazon.com/cloudwatch/ , &3 Amazon CloudWatch ##| &,

£/H X-Ray #£#l&

X-Ray B4l ANNARFEREH, HRNBER, NRCEEFGHEANEHAARITIEETNARRF
8B , AR X-Ray #4l&, Amazon "B & X-Ray ##|A, X-Ray #HAEEUTAHATRUMNA
EFRAE -

- L% - BRNNAEFHERHNFEHFREBERER, L#BEIEE CloudWatch ZH A RET
Fo. BXEZEL , BSAMER X-Ray 24| & F8E A X-Ray Insights.

- BSHE - EENARFNBRESHEREEE K. BR. RETRBBINEE,

- RIR - EENRABRFELEE RS ERNRENEIR, EARKRERETTHENNAREFE HTTP
W) o7 0 e R Bt 1) S B A IS AR 5 E Y R I

£ Amazon CloudWatch #2241 & 12


https://console.amazonaws.cn/cloudwatch/
https://console.amazonaws.cn/cloudwatch/
https://console.amazonaws.cn/xray/home
https://console.amazonaws.cn/xray/home
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/GettingStarted.html
https://console.amazonaws.cn/cloudwatch/

Amazon X-Ray R A RIEE
o O - ERAERER. NENSMBEREIE , LT #RIE R R 2,
- BE - BEBENRERAETSXATEIHNRIANRE
o K- QBN , BUE N NARFRENURIRREENNR, BEXELFELR , BSHEA X-
Ray 26| & B ERAEMN
- INZE - FEAZRAXNBRSEEMNS , B LEH Amazon Key Management Service X iz #4017 &
BREA.
- D4 - FRARERAREXRE —AEBHEHE ( Flf0 URL BEHRIWREE ) HRER, BX
BESZEE, BEARES 4,

ER % X-Ray ##|& , Ei5H https://console.aws.amazon.com/xray/home,
RA T B X-Ray 5| &

£/ X-Ray B A AERLNNARFRERSHNERORSMXKRENGEE |, HEE 0 RER
KiEE) X-Ray WA AR 5 A MR,

(® Note

X-Ray fr% B CloudWatch ServiceLens #:E 2 & 33 Amazon CloudWatch 12 & H#Y
X-Ray IRErt#hE, FTFF CloudWatch #ZH & , RARELEMNSMBE RN X-Ray IRER T IEZFRER#
&,

CloudWatch £ @¥E Application Signals , IR I MEZBEHNNARFRS. BF

%, Synthetics Canary MRS, £/ Application Signals & & & AR S5 51 & =k AT ¥ 3

, RBENRFZRBBEHR (SLO ) EFETRRER , HRAEEXEK X-Ray RERUEEF
i3 1T R BBEE,

¥ X-Ray #H & NH2REEE , 2 JSON lREEHTMLEN , B X-Ray NERNARFERNR
BRREER. ZEESSEKFPNERREBRSHNEIMIABRFNRS TR , RAERKFEN LEE
Pt RURERTNAREFELEE RN ERAN Web RS FERN THERST R A, ERAHEM
NHEREFREMBRERERE , AREEAMRHEAN,

HEUTETHESE X-Ray BHIAHE , #5 CloudWatch #2#| & # TR,

RA T % X-Ray H CloudWatch 2% &
« {8 X-Ray RiFbE
- EFEREFEMBREFE

RA TR X-Ray ##|& 13


https://docs.amazonaws.cn/xray/latest/devguide/aws-xray-interface-console.html#xray-console-groups
https://console.amazonaws.cn/xray/home
https://console.amazonaws.cn/cloudwatch/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html

Amazon X-Ray A& AR
- EABEZRERERX

- BEMKFIRER

- REEHEHENAER
- FRERER

« {#/ X-Ray L&

« 5 Analytics BHARE

. BEA

- BEREMAN

- ECiE BE MR

- BHEEREEE

£ X-Ray RERibE

EF X-Ray REENRIAZ HIERGES. EESEENERERH N TR ERGERE,

@ Note

CloudWatch £ @#E Application Signals , AJA XM EREWNARFRS. BF

%, Synthetics Canary MRS KB, £/ Application Signals & & I&# IR S 5l 2R 2R 7T 41 3

, REBEENRS RSB (SLO ) EFETRRER , HRAEEXE X-Ray RERUEEF
4 33 1T R B BEE,

X-Ray fRZ B # CloudWatch ServiceLens #:8& 33 Amazon CloudWatch %I & Y X-
Ray lRER#E, #TFF CloudWatch #ZH|& , REELENSMERHN X-Ray RER T IEF R IR
A,

EE RERBR G

RERE RBREHENATAMCEN , WRBERENNRAEFERK. EEE RN ERERERSOERST
KR, RABRRFEN LFEEFET QUARKTNARFELEFRAERR Web BRSS M H IR TR

—
% T-' AN

BRiFit R E REEH Amazon SQS # Lambda W AREHRFENARFHPRENEGEAR, BXES

E8 , FERAREEHRIENAEF. RESEEXFERSRE , - KittBPERSNKS P
T Ro

R R R 14


https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://console.amazonaws.cn/cloudwatch/
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CloudWatch console

WAI#E CloudWatch 2% & F&EF RERHE

1. #T7F CloudWatch #£#l &, EEMSMEEKN X-Ray REE 2 TERREM#E,
Q Filter by X-Ray group Q_ Select a node [ (©} | ° | Q I I (o] I
» Legend and options
O scorekeep-state
@ DynamoDB Table
_
Client O Scorekeep \

ECS Container
O scorekeep-game

DynamoDB Table

2.

EE-IBRSTRIAREFTZTRWER , RARRNM TR BANLEREFLT ZEENF
Ko

3. HiEEETRERKRMETA , P afEEts, BRUARBENES R, EEREDR
L EREKENTEELRAERTESHR , REFRHEHHEREDATFERRE, £
B 70 AIET £, iR E B AR —E E SR IR P R A (R SR IF R R ER

v api ‘ View traces ‘ ’ Analyze traces [F H View dashboard I
ElasticBeanstalk Environment
Metrics Alerts Response time distribution

6% Faults (5xx) 1% Errors (4xx) Latency (avg): 402ms Requests: 5717.52/min Faults: 328.97/min

Latency

Requests i Faults (5xx)
Seconds No unit Percent
3.0 8,764 26.05
” MWW -
| JA | U
|
0 —L » L 0 0
09:00 12:00 09:00 12:00 09:00 12:00
@ ResponseTime p50 ResponseTime p90 @ TracedRequestCount @ FaultRate

4. EREFRFEEFRE K ENRENAMERMN  FEREFLIMIEMNRE,

5. BEREFEHIUERSIET RBEXKMN CloudWatch T R, HEFMERFEBET RBXZEE

EHE., BXEZER , H5H#EE CloudWatch HERI,

R BR it



https://console.amazonaws.cn/cloudwatch/
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R EBEYARERRE T RRRTENT ILAFENRZ

- UBFRRRSERHE (500 RIVEEIR )
- ABRTREFRER (400 RI4EIR )
- RBRRRFEIR (429 HREZS )

MREVRIRHEERK , BEAFRE LNE4GHBEBIRRK, B NBIHHBE,

X-Ray console
ERERSHE
1. #TF7F X-Ray Z£#a. BINBERT , RERERSHE, BATUMNEMNSMERFERRSHE,

Default ¥ | Q Last 30 minutes v PR

l Map legend @
avg. Sms
0.2 t/min

scorekeep-state

AWS::DynamoDB::Table
avg. 8ms
0.5 vmin

Client Scorekeep

AWS::ECS::Container
avg. Tms
0.3 vmin

scorekeep-game
AWS::DynamoDB::Table

2. EE—ITBRETIRREFEZTR/NER , REEFA M T RZBANLEREFLT ZEENE
Ko

3. ERAMNZHESEZFEMAFLRE HAERESEHRENRASAD, REEEESFR
ERATTT N A TRk SR R IE N R BV IRERFI &Ko

BR ER it 16


https://console.amazonaws.cn/xray/home#
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Service details ¢)

Name: Scorekeep

Type: AWS::ECS::Container

Response distribution

Click and drag to select an area to zoom in on or use as a latency filter when

viewing traces.

30% —|
20% —

10% —|

a% /\/

I I I 1
0 10ms 20ms 30ms 40ms
Duration

Response status

Choose response statuses to add to the filter when viewing traces.

I Fault: 0% Error: 0%
I Throttle: 0% I OK: 100%

Analyze traces |~ View traces >

RS HEEBEADERSHRNEEN LRSI T RERHE , NERTKENETRR

< BRTERIER

< ABRTRSHFHE (500 RFUEHR )
- HEBRTEFIRER (400 RIEHR )
- RERTREEIR (429 FRIEZ )

MREHRSHEREK , NEAFF ENEGRERAIRAKR, SO NBIZE &,

R BR it 17
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® Note

X-Ray RERHEHRZ A E R 10,000 MR, WMAPBERT , HRSTREBGEH I LR
B, 2RBEREEH BT EERH AP ERTENRERHE,

FRAA 75 1%k R o 3t ]

B EARLEERAS  CTUENENMFECEBERENTE. AR  EAUTSRERSS
R o B RS AL

CloudWatch console

MERER 3t B 72 b £ B9 40 T 2% PO R 4B B 5o

| Q, Filter by X-Ray group ” + ‘ Q Select a node

TestGroup

X-Ray console
MEBREEMH TRKEPEE-—NEET.

Default ~ Q
Q, Enter a group name

Default

Create group

Leam more &'

W& |, HEX RS b B2 1T iR E LR R EFmEE R Fii A4 RE K TR AY R ER,
R 5 3t ] ] 4B1) 1 28 T
RiritFHIsBAMSMETNA T EHEEE R,
CloudWatch console
EREEA LANEANEM TSR, EETIRNETRNRE , HPEHE
o RS RETE R [ESTE P8 T 0E R A E M S 0 M R OE R IR R E

BR ER it 18
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« TRERENTRANRS B,

MERTERTERRESHEIGE B aTRE FANELERER, XEiEESERRE
ABMNERKRBEENT AW A/D , URNEME L8 REPL Canary,

X-Ray console

EHRALAEEHEEAEE  ERRSHEREG, TUERERBENEAT AERRS it E %
m, 2 :

s BATRAETRHERSEFRHR , BTMERERRSEIR , & 2P0 ST R SR 1E P ik A jE]
SEE AT HNRERE.

« TWRA/N : None FAIET KRIRENHEE KN,

« WRKRD  BITRABEZIZMNERBEBET /AN, AR SFHIR, HESZRHEWIER,

« TRAKRND : REBRFREBHEET KRN

ERRERNREER

£/ X-Ray % & HHWREFETEARSE URL, WHNRABRREFEPHEMEBIEERBER, MNRIRSIR
PEFRREE  REFREIESEREMERRRENBRS T RNBE , SURRERD BREYETE KR,

EEFREF
CloudWatch console
£ CloudWatch 4|8 EEF R

1. &3% Amazon Web Services EE#Z2 |5 HTFF CloudWatch &l & ( hitps:/
console.aws.amazon.com/cloudwatch/ ) .

2. EEMSMERS , fXIERE X-Ray RERFRER, LA URARES W AT ERGFRER, X
%% B R N E KRR ERER 2 A AV IR ER

HE , BAUERARSHESMIENEENERS TR, AREERER, XRTAENAER
HYER BRI MH

3. EEWMAHBTPRNMENEN, ERFARURERE , BMEFH AL CERAZTLHE T
KHRE—MET, XEEMBFEUATAR !

« TR - BRST RIFERRE.

BRER 19


https://console.amazonaws.cn/cloudwatch/
https://console.amazonaws.cn/cloudwatch/

Amazon X-Ray FERARER

« IR ARN - 2 ERERKCBE BIRIFIERER, X LR IRIY R HI2FE Amazon Elastic Compute
Cloud ( Amazon EC2 ) 32l. Amazon Lambda Bi#{=% Amazon DynamoDB %,

- AP - 2R D fRRRER,
- BIRBARERHEE - RERBARREFRERE.
« URL - RN ARFEMAN URL BERIERER,
« HTTPRZSHE - BN ARFIREN HTTP RSB IIERER, &aLEE B E L E AR HM
U I3 R 1TIE % -
* 200 - FREI,
« 401 - BRBROBYH H BRIEFIE.
© 403 - ERBRDBHNIR
© 404 - RS B|/ERAFENE RN A Ko
« 500 - fRFFEER T BIMER A ER T RERE IR,

EE-IRSANEKE , REREFEFMBER , FATiEsREHME T EIRERE FiERFRER
o

EERENRE  FEEETHOFERHMARE ID, AJLAEA X-Ray #=N = World Wide Web
Consortium ( W3C ) #&=. a0 , EAEH T OpenTelemetry B Amazon Distro 8112289 iR R
XA W3C %=X,

® Note

LBEBWEA W3C BN IRER ID SIZHRERR |, 85 A 45 R X-Ray #3049 TH R
ER. filtn | INRMELL W3C #NEf) 4efaafsdle8720b39541901950019¢ee5 , 32
HAESEREMW X-Ray : 1-4efaafsd-1e8720b39541901950019¢ee5,

FERTIARZITER , ATLAE R EKEPAY IR ER SR 20 o T ECBY BRBR B R
EERENRENRERE , BMIIRFPERE —NRER ID,

TEAANEREREEESSERERKNBS TR , ARARYRRERN 2RI RARENTR
ZEG %, REBEZERREME, BEITEHX GET BETRH, HBALE, BiFE
THREMBEURERNRHNES. 7RITALZ2ERRERE , ZHEE FRED BN T DK
FOESEEA: ]| 8

BRER
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FRARER

Trace Map

P Legend and options

No node selected

Select a node to see its details

Sl

O customers
\ /__\ DynamoDB Table

[ &%

: api : products —
ElasticBea...Environment ElasticBea...Environment / \

Trace Summary

Method Response Code Duration Age
GET 200 17ms a few seconds (2022-01-20 16:35:56)
Segments Timeline info
Segment Response Duration
status code U.Utms 2.0Jm5 d.UJms E.qms B.OLms 1Cljms 12]m5 1drns IB[ns 1E‘ms
¥ api Aws:ElasticBeanstalk:Environment
api @ ok 200 17ms I, ET
auth @ oK oms |
forward @ ok 17ms I ——
products.eba-cvkws4f... ) OK 200 17ms I, e

WMREEF—NMEA Amazon SQS M Lambda WEHRFENARER , N AEREBESFF
FEBNMEROKRBKRBERAE, £+ |, KRBHEQERENRREEETKB Amazon Lambda

ERAENRE K AERNELLEZ, BXREAEIENABRFNESER

HENAEF.

, BSRRES R

REMBERFFERAEGEEKSBRE , P2 HRRFIRFPMENREBE DS DKS R

HY R ER o
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FRARER

X-Ray console

MATE X-Ray 24l A EEBRE

3.

£ X-Ray #H| AT RENH. RESAEHIRE REEARBESENRERYIE , TF
AEE., ResourceARN F Instanceld,

BAREABIRERESANRES

Amazon X-Ray =I5 FAEF URL 2040 #9 BR BR A9 IR ERABE IR LA R R BX BR BR A B R o

Trace overview

Group by URL

URL =

hitp ffscofekeep elastic Deansialk com/apaiuser

hitp:iscorekeep elasticbeanstalk com/apisession/SNEILUQE

hitp.('scorekeep elasticbeanstalk com/api/session

Trace list (21)

Avg response time -
391 ms
330ms

90.5 ms

% of Traces .

4.76%

4.76%

0.52%

Response -

BRFDAKEFEZLNETE L, TEERTE

1 O, O Throdtied, O Errors, 0 Faulls

1 QK. 0 Throttled. 0 Errors, 0 Faulls

2 OK. 0 Throdtied, 0 Errors, 0 Faults

H xR

D - Age = Method - [Response . Response time - URL ~ Annotations -
1562473 5.0 min POST 200 3 ms http:fiscorekeep elastic beanstalk com/apliuser 0
cle3gos0 5.0 min PUT 200 330 ms hitpfiscorekeep elastic beanstalk comfapiisession/BNEILUCE 0
doE53edc S0min - POST 200 19.0 ms hitp:fiscorekeep elasticbeanstalk com/aplisession 0
ATESTecB 5.0 min GET 200 1862 ms http fiscorekeep elastic beanstalk com/apiisession o
SdeealZD 4.7 min POST 200 950 ms hittp:fisconekeep elastic beansialk com/apimove/BNEILUOEZNSEACTLIPPMPBLIB
4.8 min POST 200 950 ms Nty fiscorekeep. elasiic Deanstalk com'apimove/BNE3LUQSZNEACT LIPFMPELIB
4 8 min POST 200 205 ms hitpiiscorekeep. elastic beanstalk comfapimove/SNEILUCEZNSEACTL/IPPMPELIB
4.9 min POST 200 25.0 ms hittpfsconekeep elastic beanstalk comfapigameBNGILUCE2NSBACT LIusers
4.9 min PUT 200 121 ms http fiscorekeep elastic beanstalk. com/apiigameBNEILUQEZNSEACTL e T Tac Toe
1.4 min GET 200 140 ms hitp fiscorekeep elastic beanstalk comfapd'gameBHNEZL UGN IEACTL 0
1.7 min GET 200 12.0 ms hiip:fiscorekeep elastic beansialk comfapiigameBNEILUOG2NSEACTL 0
1.9 min GET 200 9.0 ms hitp:fiscorekeep elasiic beansialk com/apiigame/BNEILUQG2ZNSSACTL 0
4.9 min PUT 200 E9.0ms nitpcfscorekeep elastic DEANSIAK com/aplgame BNEILUQEZNSBACTL
afSobET 49min  POST 200 §1.0ms nitpirscorekeep elastic beanstalk comiaplgameaNe3LUQE 1
ERRIRAY ID LUERRSIRTEE, FUANESMERPERRSHE , REFRERS

BN

TRHNERE. RE , BUUEREZT SR RER

B[R] 42 AL T+ B 7 BR R

7 B Eik

BN BRIREBE,

HiERR , BRUTRE .

B ith B ARV T QI8 T SRATHE .

ERE#EEPEZTREETZDMER,

)
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https://console.amazonaws.cn/xray/home#/traces

Amazon X-Ray

FRARE

M

TRERTEONARFRAKEN GET HRXBENRIREE R, SikEREN T RTEKE
RATRAREE, RS RERE GET HRHIAR LI ERHE

Timeline Raw data
Method v Response
GET 200

¥ Trace Map

Client
Name
v www ElasticBeanstalk::Environment
wWww
auth

auth.eba-cvkwsdfz.us-east-1.elasticbeanstalk 200

request

response

BRMALETFHESEER ,

ElasticBeanstalk::Environment

v Age v

9.4 min (2022-01-21 00:35:05 U...

avg. S0ms
2 Fequests
i -
P 15ms
ElasticBeanstalk:Environment
1 Riequest
products
:ElasticBeanstalk:Environment
-
2ms
1 Rsquest
avg. Ame
auth
‘BlasticBaanstalkc:Environment 4 Requests
customers
Status 0.0ms 10ms 20ms 30ms
] I I ]

|
G 1
] I Remote: GET ... /auth/delay/

FZRE THEARA T @RI REZL —T5,

IR EL JSON BB R E RBRBREAR MR IZREN D BN T2 ROER. HERER

ARRZEUATHE :

A5 1) &
- HE—1ID
s EDBRHTOERRBEINEAR
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Amazon X-Ray FERARER
s BRI F 5 BENRIEIR
- BXRNEHNARFEAENBEROEMES , Sl HTTP &R 18

RA T R R ERAY (A £

NRLEH D ERKFPRELE RSB FOBRNBREN , MK FREETRESFT AN EAN N, 3
RANE-NMREANTE , REIBRSHENBERERNABRE, FORUBHRERIIE , FEIRRE
HAH, BIEBEAEXEBINTERNER.

CloudWatch console
£ CloudWatch #2H| &7 , 7B BILKEHRUTER :

« -5 FIHFMERERPH D BN F 5 R

« DBREF : FIHBAN DB F O RIVRESER.

« MARIMEBE] : B R F 0 BRR HH R B BREREY HTTP WAL ( IRE ) .

« FFEREYEF ;B BRECF 0 RV IT R R

- RENVEY  IHEBITORIAFIRNGBZARNR (MRER ). BXESZER , FEHANK
ENEENEEAS,

« &RE—5  EREDEREFOBRIEITHIFEE RMEX MAYKFER (BN TaE L P R BRE
FOE) o

EEBRSTRINDBEMTFoRIIRHITOA , THARTRIE.

X-Ray console
ERERFBENEYP , ERNELEDF , UAEEMRRENEN D BN 25 RO REL%,

£ X-Ray Z#HlEF , HELRHUATEE.

—_—

- BB %
- IMR%) : %

H R ER P 0 R F 0 BREY B 5o

AT 2 RS F 2 BOR B B8R E RA HTTP WaRDRSARE (MRE )
« FFEREYE S ;B o BREF 0 R T R R

« REF SIS BREF O EIRBHE R

- &RE—5  EREDEREFOBRIEITIIFE BRMEX MAYKFESR (BN TatEL P R B
FOE) o

_ e =

BRER 24


https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/AppSignals-StandardMetrics.html#AppSignals-StandardMetrics-Dimensions
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/AppSignals-StandardMetrics.html#AppSignals-StandardMetrics-Dimensions

Amazon X-Ray FERARER

EEFRHEARERNBENRBRERE , BERRBRBEEDF, REBEHIEL ISON B#RE
RAXBERURERZRIEN BRI FIBRNEE. LXEEAEIEUATHE !

o« BfEIE

- fE—ID

- BESBRHFOBRREKNEIR

« DRI TF S RIVREEIR

- BXNEWRARFAENEROEMES , FlE0 HTTP ERE R,

HIRFERAKRME SDKAmazon, HTTP = SQL & FFiwiAA/AEBERAT , X-Ray SDK 2 B2 FRF 7
&, tAILAfEA X-Ray SDK BREMHBBRBRHEEN FoB. BENLFHRETFNIERAH
¥ 75 B B E ML F 7 BN FRo

BERESREARER

ERENELTRER S BRNEH , TUSEHEAEE,

TREFMAEEERE SR, FR, ER. ntHE. RELUK SQL &I, ATEAFFER :

7

BRI+ B REXERAWRNES, ERQEEMH, FRIE, EREE, SENE, #R
URL. WREBAE. R AR LR AE T R AR,

o DEBMBRIENFEREX X-Ray SDK A RETENNAREFH Amazon BRHNELR. £A X-Ray

SDK B9 Amazon EC2. Amazon Elastic Beanstalk 2 Amazon ECS {EH#icREEETRENEEE
B, BXAEHNEZEE | 55 HEE X-Ray SDK for Javath I RS BB -

« HERWERFERN D RICRAER, THENRE, GARMNNEREXFER , 2BEFIHRX

LERE, IRNTBIEESSEMEA X-Ray SDK REHMNBECEHMIMER, EFIRIATHER
MEISE , EEM X-Ray SDK. BXEZER , BS R EENEHNAREFH TR Amazon X-
Rays“f£fl SDKAmazon X-Ray &N AERF"T 75 5 LV E TE SV,

EEFORFAER

HRERELFERENTFOEROER , TUAEFHFARF R,

BRETMFEERXERNBNUNELS. EPIFEEN, FTHIE, SReTE, SEatE, FR
URL, #XREHE, BREUABAREMERNEE, I TEAERNEFRERN T2 , SRk
TFasMNENRARRFAERENERMBAES.

BRER 25
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« FOBRNBRBFRERNFEREXRATETFOERN Amazon BRWEMES. FlW | FRIEMFAT8E
‘@& Amazon Lambda E# ARN, B> DynamoDB RHE L., A MNEMIREURER ID,

s HRPWEMFE TR FOBRLEERIER, tBENRE. SARNNERERFEN , 2BIHRIX
ERE, IRVNTBEISEEA X-Ray SDK =RENREICEKHOMNES. FA X-Ray SDK ,
ERBABEIME DR, BEXEZELE , BSREEXNEHNNARFIHTRN Amazon X-RayH #
Fi SDKAmazon X-Ray % B AFEF T 5 5 H IV E T8 S M4,

NTEHEXLFOIR , BREAFERFOENEBR , BALLREZEWREE TS RKABH
HBXiH, BXEZEE , BZACEAEAT Java ¥y X-Ray FATEGERBEN FOEHER
SDKAmazon X-Ray 1% N AEF T 775 W45 E T15 5 W,

TEERTBEXFOENBRIETF, BIREEFIRID. KR ID, B, FTHMERETE, FE
A, RS REREEE,

Subsegment - # GameModel.saveGame

Overview Resources Annotations Metadata Exceptions

Subsegment ID  5075ca6246049416
Parent ID 69e25bbS5Sbfedc13f
Name ## GameModel saveGame

Time

Start time 2017-03-14 17:10:56 800 (UTC)
End time 2017-03-14 17:10:56.814 (UTC)
Duration 14.0 ms

In progress False

Errors & Faults

Error False
Fauit False

BELFOBRNAHBFEETFESBXZFIREANTRNEE (RA JSONERX ).
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i F Tk SR AF RIX

ERMIESRAREN EER/EFR. KBS, IIMRS2ANEE (125 ) ARENFREFNERVR
R ERIRER, X-Ray BEBEKRERNES  RERKBRLEFERRX, WARSMNRSFERANKYE
TEIRER, RS ML %,

R R RER F B BME X-Ray 44 PEEN | CHRENERTERBHTERHAHIRY
WE. BELA , RHASTEARNERNE  URRAAESHETH. SULMERFERARA
RENERTE | URT CEESRNBE,

301

- BERAREREMES

RS RIAR S —

- FRRARARER

- BREXRT

- BEXRT

. FHEXRT

. ERXET

 id B

fFERARENFAES

HEEEREHETFNT R, 2R E2ETZTHRNBRSEMARENERPRAVEIRRE | KY
BifEFM4REN, BEERE RERAENRENSHEFERBERVRE , JLAREZEH S RHENKE
X, FEELESHEREX . MREFEA X-Ray SDK BIER , EEUUREREFEIRESRE
REHITIHIL.

(® Note

W0 RIEAE IR R it B PR AN B ESE B AR R — AT R, MRS & 2R e ST B R R X3 TF
WMAMERINE, A THETINBREEREERERT , ABEHHNREZT RAL TIED
RENBEA , HEEERNSEZT RRSRERNEE, SZANTHARE®TESR &
A BATE BRBR DU P S04 AR XS B ESE R, AR,
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NMRERNVEIRHFHETERNANE , BHEERESOIMRELE , ARAHNERES, ERHNE
SHREAREENEEENBES . NBRELBIELERTPREMECENRE , # -S4/ HiE

FHEREAREE , REF - EENHEEE,

NTERFEREHER  2HacMNEEESRF RO, MRAAENRE , BERERD | 24

ARRNESEEZASNDRANITHITANE, ZEFERCSHBENNEEEED

Loading 52% scanned (found 43 fraces) ‘w

1= Loading traces

Scanned 52% of the selected time range (6,782 traces). Found 49 matching
fraces.

| I
-1.6h 3

MiFEFRHERENEH—EER

HRAFEZRFREIRNENNWRENES, B LAEAEERE K HEMRSERHREM Amazon
CloudWatch ¥E#%,

AHREBRHR Amazon BFREF (ARN ) #iRl |, AEEHERFRER, ESHFLBREATRERX

MY ERER MR R B,
BRI LERMERGRERNBRELMN T2 IEZNIEXRA,

® Note
MRRSEREHMNBEE R , NELEEARRNTBEEZEA , AEFKERER.

BXREANEZERS , B2H EEL.
RIESRAFRIANE X
BRFERERTABE - IRBF, — N —TR=-_TEHF A—ME AT HEK.

TR RER
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keyword operator value

TRNZENFTHTFAEEENXEFE, HI0 , responsetime B— MNHFEXRBF | I EHFMHEXxZ
EAHRITHR.

Example- e 76 (BT 5 ¥ HYiFR

responsetime > 5

SETILAER AND B OR EEAFRZNMRBAAER —NEERER.

Example- B.B4+1E 5-8 ¥ Z RIKYiEK

duration >= 5 AND duration <= 8

HENXBZNZEFRERERIINER AT, MBETHELXETHEIR , BEENNAREFLE T mARIR
B4AAF , MR error JFHFEE,

EERTHEOBNRE , AIMERASRXEF service() M edge(), XLEXBF AT BERHIESZHF
KEXNATHAETHETR, BENTHETRAIFNTRZENL L, ERREGEANNE | B UER
id() B BURE R RI% AR S ML .

mREREF
MRRIBEFETNA true H false, FRXEXRBFZFERSBERNVIEE,
mREXEF

* ok - IWRVRASRE R 2XX , B,

* error - WRANASMRBER 4XX , BFHEIR.
* throttle - WRDRASNRIE R 429 HERIZ",
« fault - WRDRASMRE R 5XX , RFG|/E IR,
» partial - B REERTEHN TR,

» inferred - HREBHEM TR,

« first - TERHEIRFINE—IPTE,

» last - TERRBEIIRPIERF I EK,
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Amazon X-Ray FERARER
« remote - BARFRERAERZEN,
« root - RERBREMAORHIRD R

W REEFEREERN true = false WD ER,

2)
(i

WmREER

AN

N

* none - MIRXBBFRA true , MRERX A true,
o | -MMBXEFH false , MIRIERXR true,

o =, I=-FREFHESFHS true = false #HITHR. XEEZEFEHMEERFNTHER ,
B HNEAH,

Example- g RPRZSH 2XX OK

ok
Example- I RPRZS TR 2XX OK
1ok
Example- IRRZTFH 2XX OK
ok = false
Example- R BE IR B IREH 1R M deserialize”
rootcause.fault.entity { last and name = "deserialize" }
Example- @8R BMNER , HBEER KT 0.7 BRRSZ BN traces”
rootcause.responsetime.entity { remote and coverage > 0.7 and name = "traces" }
Example- EE# M2 & ( Hd , lRFEEH“AWS:DynamoDB” ) #yiFK

rootcause.fault.service { inferred and name = traces and type = "AWS::DynamoDB" }
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Example- & # 7 “data-plane”® 2 ER B fER 1Y 15 K

service("data-plane") {root = true and fault = true}

BFrrEF
EABRFXBFAUEREERERRAE, K5 E S mERSHER.
RS

 responsetime - BR%5 88 &% 14 R P A B9 A [ED o

 duration - B¥EFIE T AANER &S,

« http.status - WK (IRESKRE ),

« index - TREREIIKRPWALE,

* coverage - SE4ANE R A [B] 5 4R 2 B R A iE] B /N BB 0 Eb . AGE R T e AR AR AR R R SR A
BFEER

BFEXBFEAMEESEERTILEREZER.

« =, I=-XBFETIIFETEMNNE.

e <, <=, >, >=-XBFPTFHERFENRE

Example- g RPRZS 7 200 OK

http.status != 200

Example- S8+ 1E 5-8 ¥ ZBIAYER
duration >= 5 AND duration <= 8

Example- # 3 WARIERBER , SEAE T HEAA
ok !partial duration <3

Example- 25| KT 5 BB HIFREMK

rootcause.fault.service { index > 5 }
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FRARER

Example- E&/E— M RMAEBER AT 0.8 WiFER

rootcause.responsetime.entity { last and coverage > 0.8 }

FRBRRET
ERZHERBFERBERFAPEEREXSITEER FHIRER Ds.
FRBEREF

« http.url - &R URL,

« http.method - &R A%,

« http.useragent - B RNAFPRKEBEFHH,

« http.clientip - #&XR#E IP #uit,

« user - REEHEE S BHAFFZRNE,

* name - RERFEN BN,

- type - REEE,

- message - #EHE,

« availabilityzone - RERHPEES R EATAXFERNE,
 instance.id - RERFEE DR EMNEH ID FEWE

* resource.arn - BEHEAD R EHEIR ARN FEREE,

FHEZENERETHIESHENANE, VINBRAESISHIEEE,
FHEZER

o =, I=-XBFETFHIFRETENHE,

« CONTAINS - XBFZEERBEZRH,

« BEGINSWITH, ENDSWITH - X BFLUREFZFEFLHER,

Example- http.url f#5i% 25

http.url CONTAINS "/api/game/"

TR RER
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ENRRERTREFEENTRMAZREE , TRECREBEEEFZNH,

He

Example- A P 28
SRPF—-RBERMERT IDs,

user CONTAINS "™

Example- iR RER , RERFFEANHEREFREZTE A R Auth"B RS

rootcause.fault.service { name = "Auth" }

Example- %2R ER , BRERFMEAN NN ARARERRNRE —MNRSHEE SR DynamoDB

rootcause.responsetime.service { last and type = "AWS::DynamoDB" }

Example- EFRER , REMEANBEREARERANGZE —NFEEF/HEIEL account_id 7 :
1234567890”

rootcause.fault.exception { last and message = "Access Denied for account_id:
1234567890"

BRREF

ERAERXEFIARBHRSZEN., LETR/EMNIIREERER, I TRFNLET R, BANERE
R AT RS L ET R INfESRARER. NTER , EUUERMBRE, BFRNFRHEBEETH
EERBERNIRNE,

ExxET

- annotation[key]-wFERIVERN Ekey, FBNETURMARE. BFRFRHSE , ARETI
FREEXLEXRBNEREZER, XBFALUE service & edge XBFHEFERH. 381 (8
R)WEBRRBXIARES () HE

- edge(source, destination) {filter}—MR%Esource5Z R EEdestination. AIIER
AESHUANEENATIEE LN BINFIERGRER,

« group.name / group.arn — HMNFEZHGREXNE , WABFZH ARN Fr5| A,

* json-JSON BERFRENR, BXxUERESXLE JSON EHENLR |, iHZSHEM Amazon X-Ray 3k
B IE.
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« service(name) {filter}— HHEBMBIBRSZname, AIEN KIESHAI LS ENAF RS FIEIE
B0 BRI TR B RER.

FEARSA<EFERGTPRIFBE LEED QN ERWRER,

ERXBFEENITEREFNEERELZRETRREN T K.

EXRXBFEEN

* none - MRXBFELRE , WREXN true. MRRXBFABREE  WHITELER/HHR
=8

o 1 -MRXBFRIRE , MRERXA true. WRXBFAMRERE  WHITELRENHRE.

« =, 1= — BB FHE,

- edge(source, destination) {filter}—BMR%Esource5Z R EEdestination. AIIER
RESHULLEBENATHERE LN D BRORIERGRIERN,

« annotation[key]-wFERIERN Ekey, EBRNENURMARE. BFRFHSE , AT
FATEXEXRBNEREER, LXEFALUE service & edge XBFHEEA,

* json-JSON BAERFRENR, BXUERESXLIE JSON SHENLR |, iHSHEM Amazon X-Ray 3k
BT,

FARSXEFERGIREEHE LEET SWERNVIEER,
Example- BRIk 25

BIEXS api.example.com FEAMEREE (500 RIEEIR).
service("api.example.com") { fault }

B HEBRIRS B, MR ZGRAEXNNATRSHE LHNAMET Ko

Example- BRS5 1L 25

ERE#EE ENESMNESBHERNER,

service() { fault }

BERBFHBEFZGREAEATRANT RZEREEE,
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Example- i & /G i1E 85

BR% api.example.com ¥ backend.example.com #1718 MK ERE H ISR M KMo

edge("api.example.com", "backend.example.com") { error }

BT | SEFERSNLEXBFESERARMNS —MNEEFAREANE RPHBRENRS
HiB L,

Example- AR5 F1E K i ik 25

ERE URL LA http://api.example.com/ FFkBBE /v2/ , BHKREEER
api.example.com B BRS

http.url BEGINSWITH "http://api.example.com/" AND http.url CONTAINS "/v2/" AND !
service("api.example.com")

Example— AR5 e B7 B 8] 7% 1% 25
BERCIRE http url BFERATE KT 2 B EVRER,

http.url AND responseTime > 2

NFER , BULUARIRET annotation[key] WATERE , IFEAXNNTENEENLEREE
o

Example- # 7 fF S EKER

BEREVEREE RN gameid , FRFMER "817DL6VO",
annotation[gameid] = "817DL6VO"

Example— JFRBEi&E

wHAMREN age WIERMIER,
annotation[age]

Example— FBFRRE

THBEEAMIREN age HIERHNBER.
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lannotation[age]
Example- T FEKERF
FRERHRBEKRT 29,

annotation[age] > 29

Example— AR SRFILEHEES

service { annotation[request.id] = "917DL6VO" }

edge { source.annotation[request.id] = "916DL6VO" }

edge { destination.annotation[request.id] = "918DL6V0" }

Example— W B AP A

HWWRERHE high_response_time AFFIESRM ( HlM0 , responseTime > 3 ) , BAFA
B “Alice”tiE R,

group.name = "high_response_time" AND user = "alice"

Example- EG B AR R =4&H JSON

B R EE A RANRERSSFRER,

rootcause.json = #[{ "Services": [ { "Name'": "GetWeatherData'", "EntityPath": [{ "Name":
"GetWeatherData" }, { "Name": "get_temperature" } ] }, { "Name'": '"GetTemperature",
"EntityPath": [ { "Name": "GetTemperature" } ] } 1 }]

id BZX

HIEN service H edge XPFRUBSZEHE , BREINEEZEHTNAENT /NG R, EHITE
RWNIEE , TUER id REREBMRZABEE - MRSERE  UXZEET Ko
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HEEKFREESNKSPRRER |, €A account. id BN RFEE —MEAKS,

id(name: "service-name", type:'"service::type", account.id:"account-ID")

BT A RS ML &1 RUBIESRM R ER id WBRKBRS B

service(id(name: "service-name", type:'"service::type")) { filter }

edge(id(name: "service-one", type:'"service::type"), id(name: "service-two",
type:"service::type")) { filter }

f5lan . Amazon Lambda KBNS EREMEFERFINTR ; —MNATFEEBAR , 2— AT
Lambda RS BT RWNEBHER , BRBETRE, FrERSHESFERXFNT SWERER,

Example- BR$5iH1E 25

EEAAB N random-nameV RS LB EHEIRZNER,
service("random-name") { error }

A id BBNERTESADBEEBASHER |, ERRSHVEIR.

Example- £/ id EEEY RS TH L 85

£ random-name. ZE&E!H AWS: :Lambda: :Function MRS FELE IR IE R,
service(id(name: "random-name", type: "AWS::Lambda::Function")) { error }

EREAERT S, BEATUTEHRBRENR.

Example— EF id MRS LB RS TFIESS

EKAH AWS: :Lambda: : Function WRZHEHEIZVER,
service(id(type: "AWS::Lambda::Function")) { error }

EEREET S Amazon Web Services I |, FIEEKF, 1D,

TR RER
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Example- £58 id EFIK/ 1D PIRS IFLES

SEEMNEEMNKS ID AWS: :Lambda: :Function FEIRSHIIER,

service(id(account.id: "account-id"))

5 T 7 R R

Amazon X-Ray XiFEM - AT | LB A LA 3 558 — NAmazon Web Services X 15 %Nk 7~
MR AR HN B THESR, BAMEE—NKF PRHTRERRE , THEER, AN HF
IR P RIEAR. BEMRIR, XHATRHESANKFZEBINERNTEAR, BAINE
CloudWatch #2# & Y X-Ray BRErith B M R ER 1 H L EF B IK - R ER.

HEZ R AN BIE T A BB T RS R M B -

« Amazon CloudWatch FHJ3E#R

£ Amazon CloudWatch Logs 183k 4A

« Amazon X-Ray AR ERid %

« Amazon CloudWatch Application Insights 1§ R T2 F

i1 Ol UK

EESRAEKP,AMNMY | FiRE—PHZA Amazon KK, |, HEENSSNRKSHERE, 4
2K 2 — 1N R Amazon Web Services IKF , I LEERKFERNTMNEHFEHS2RE, R
K 2 —/N$EImAY Amazon Web Services IF |, B HA S/ FIR4E B AT 4 3HE,

BKFEEZERKFRZHAMMNERE. RS ANESNEKFPNREESE 5 MNEEKF, FRK
FHRORERREIABE - NEEKF 2T, REBESEERKSHEIRBREREEN , ASNRKS K
%%, B2 5 Amazon X-Ray E#HM Amazon CloudWatch E# , THEZE S,

EEE SRS RRK S B 2225 | FE A CloudWatch #2414 3 Amazon CLI # #7# H #Y AT i
MEHREERF BHUR APl, BXEZELR |, B CloudWatch Bk 7 7] W 8244,

(® Note

X-Ray BRERXT W EATH Amazon Web Services Ik 3%, mMREHENEREBRL -
Amazon Web Services Ik BARS , MBNKFHLXEFKEMWRE , BEFERERZER—
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https://console.amazonaws.cn/cloudwatch/
https://www.amazonaws.cn/xray/pricing/
https://www.amazonaws.cn/cloudwatch/pricing/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html

Amazon X-Ray FERARER

IRER ID, ESH Amazon X-Ray M H Amazon CloudWatch EE4Y , T ##H <MK F ol W 4
;Eﬁ'TE’\JE%%ELO

EEBEIKF RER

BXFREESRESNEZEKFAS, SMNEKFNETRZEBERKFOABRIER, UTEHRRESERKY
20K - 3 23T H Amazon CloudWatch ##|&, EREFE#HEMBEIAE L | BEKFPFAEMBEREE L
A,

ELTNGLElCCIT4 Last updated now

5m 15m 30m 1h 3h 6h Custom | C ‘ v H x H Map view List view

BR B ith ]

£ CloudWatch 2§l & £ M S-in B & /Y X Ray IRER T , R REREE, RIABERT , REGEER
FREZAZGEEKFOFMERKFATR , UREBKFAENT S, EREHE L  EEEL LA
Y I SR ﬁﬁﬁﬂﬁ?T?ﬁﬁUﬁﬁ’rﬁiﬁﬂEhi&Io RIAWFFERHE , SHERERGTEERENIKSH
BREFTRANERAKE

Y Filters o Q, Filter by X-Ray group Q, Select a node

Y Filters X

Accounts

Select accounts v

Monitoring account X
1234567890123

Clear all

Map layout
@ Show nodes with no filters
applied.

O TestLambda
Lambda Function

ERRST R, TRFAEEERFITEZRSHNIKS ID FMiRE,

v TestLambda | View logs [4 ‘ ’ View traces ‘ | Analyze traces [F | ‘ View dashboard

Lambda Function Account: Monitoring account (1234567890123)

Metrics Alerts Response time distribution

5 K P R ER 39


https://www.amazonaws.cn/xray/pricing/
https://www.amazonaws.cn/cloudwatch/pricing/

Amazon X-Ray FERARER

ERFEHENA LA  ERIRABUEERSTRIKR. BRZFTHTRINREFERELEZRKFWRS AR
FMECEEMNRK, . M\ RIEEFRHFH#HITIER |, # Account label 2 Account id FFiE T R 55K,

Nodes (2)
| Q, Account id =| X |
Use: "Account id ="

Alarms v Latency (avg) v Faults (5xx) v
Values

A1 13ms 0.00/min

Account id = 461265027466

BRER

MUK = #TFF CloudWatch #2515 , HEAMSMERFH X-Ray RE T %RFRER , AUEFES
AN R FAFE S, LA UBRE X-Ray RER#EEFPIERE—NTR , RAEMNTIFEAEEER
FEREFRERITFLTE,

BEREBEKS D #TER, &%, BRASS— RS KS D WEH, LT RASEED
P DX =Y BERES -

service(id(account.id:"X")) OR service(id(account.id:"Y"))

Traces Info 5m 15m 30m 1h 3h 6h Custom

Q Filter by X-Ray group service(id(account.id: "1234567890123"))

© 5 traces retrieved

BKFECER, MIAIRPEFE-IHZSIKS , RREERNEESR,

¥ Query refiners

Refine query by | Account v 1 selected Add to query

Select rows to filter traces

Q 1
Account name and ID v
Monitoring account (1234567890123)
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RE S

MBRERHESNRER| RPEFENRE , JEFZRENFAGE. 2ETREFRS , EFafE—
KREFEGE , EFESHANREEINAMEKSFHRFTR. ERENERCNRSTREEHM
RIHITK o

2 EETE % - T ERN AL EREN7RNKSFAES.

¥ TestLambda AWS::Lambda::Function Monitoring account (1234567890123)

’ TestLambda ®ok - 28ms
Invocation ® ok - 1ms
Overhead ®oK - 8ms

RESHEHENAREF

Amazon X-Ray X#ZFRERAE A Amazon SQS #l Amazon Lambda WEHRFENAERF. FH
CloudWatch ##H A &EE A Amazon SQS BERAH B — N Z 4 Lambda BEALE Y B ME R BBk
NE., LEECIEENREABZEEDR T Lambda FHSRT RNRE , NAIENAREFNRK
BRI,

(® Note
BNMREDRRES W AGEET 20 MRE , SMRERZSAEE 100 MEE, REBRLT ,
EEFLZREARLSEBHSEANBEEA/) , AIEQERRETTE. flW, H5
AT IREREY Lambda BB — R BA P HTFSZ SQS HERIEE —MAFI 2 R EXHHER,
MREEFEE |, ATUEA X-Ray SDK tEN EffiEE. BXEZELR , BSHAERT
Java, Node.js. Python. Go & .NET # X-Ray SDK.

R R it S R BB SRRV IR ER

£/ CloudWatch & AR ENHERTREEE , HP 24 E Lambda A& # RERAY
HEQRERNRE, XEHREUELLEETR , E#EEF Amazon SQS 1 KM T Lambda £ 25T
=]

3 el
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https://github.com/aws/aws-xray-sdk-node/tree/master/packages/core#oversampling-mitigation
https://github.com/aws/aws-xray-sdk-python#oversampling-mitigation
https://github.com/aws/aws-xray-sdk-go#oversampling-mitigation
https://github.com/aws/aws-xray-sdk-dotnet#oversampling-mitigation
https://console.amazonaws.cn/cloudwatch/

Amazon X-Ray FERARER

O ProducerFunction O https://...MySQSQueue
SQS Queue

O ConsumerFunction
Lambda Context

BRRELDGUERBRINEHHRELSE , BPERTEARKINSEHFRN D HER. SREE
SHEMIUTEHR,

v Edge details

Source: https://sqgs.us-east-1.amazonaws.com/1234567890123/MySQSQueue Destination: ConsumerFunction

Received event age distribution
The time taken for data to be retrieved from an asynchronous system.

2.0m
Duration

EEEENREIFNE
BEEHESIESE. Amazon SQS BAFIH Lambda 5 &AM REIFE -

1. FERARERHER®ZEEESZESE. Amazon SQS = Lambda ERAET =,

2. NHRFEFEHPEREFREUETRREIIR, SHEAUEESME CloudWatch $#2%] 5 1 #Y BRER T
Mo

3. MIXRAFERBSEREUITAREFFENH. BERFETHEI MR EEZENRIEESH —IF
o ETEYH B

CloudwWatch Traces Trace 1-4368449e-afb1eac1c8de3d4c027ec436

Trace 1-6368449e-afb1eac1c8de3d4c027ec436 Info
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RERFE M RYFRERAR L THEENRE  HPSMNREBTEEE RS NRERLANER,
MR YFEFNRREEI SN EBERTRRER , W SR THREENRENTRLHERE—E , o
8RR RERZE,

2. Current trace. Id: 1-4368449e-afbleac1c8de3d4c027ec436 3. Linked traces. Id: 1-63684¢
777777777777777 ’@4'®4’ 7777777777777 *®
O HelloWorldFunction O https://...MySQSQueue
SQS Queue O ConsumerFunction O ConsumerFunction Ohttps://...MySQSQueue2 O ConsumerFunction2
Lambda Context Lambda Function SQS Queue Lambda Context

Select trace

ERFEEHETHE RBRRES BNER  HPa3e L THEENRIR. WRESN LR TikeEE
BH, IFLERENNDRFE, BEEEFHENBRRESHTRE - MRV BRIFE , £F5 -8
IR, AR,

Segments Timeline info

0.0ms 20ms 40ms 60ms 80ms 100ms
Name Segment status Response code Duration ' : ! . ! :
» 1. Linked trace. 2x batch
¥ 2. Current trace. Id: 1-4368449e-afb1eac1c8de3d4c027ec436
¥ ConsumerFunction AWS::Lambda
ConsumerFunction ® ok 200 167ms
¥ ConsumerFunction AWS::Lambda::Function
ConsumerFunction ®@ oK - 160ms
Invocation ®@ ok - 159ms
lambda_function.la... ®oK - 40ms
SQs ®oK 200 40ms SendMessage: https://sqgs.us-east-1.amaz
Overhead ®oK - Ooms
¥ SQS AWS::SQS::Queue
SQS @ OK 200 40ms SendMessage: https://sqs.us-east-1.amaz

QueueTime ®@oK - 40ms

» 3. Linked trace. Id: 1-4368449e-38dd979cba3833b657057436

EREENREEESPHE—NRER
FHERNBREAMENRE - MR , AN ARNEREE 5 RS,
1. ERREEEEPEENRIETS  RRERRE. Fo2ERREIIX,
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Traces (2)

Q, Start typing to filter trace list

ID v Trace status Vv Timestamp v Response code ¥
(o] ...3fd6e9600d58fea82597e9af ®ok 11.7min (2022-11-06 15:34:54) 200
O ..223d41cc17baeda5394423a0 ®ok 11.7min (2022-11-06 15:34:54) 200

2. EPFBREZUVHELREZEE  TREFFEHEEERE.
3. GEREUHRERERUERFHENBENENES.

2. Current trace. Id: 1-4368449e-afb1eac1c8de3d4c027ec436

O https://...MySQSQueue O ConsumerFunction O ConsumerFunction Ohttps://...MySQSQueue2
SQS Queue Lambda Context Lambda Function SQS Queue

X Cancel trace selection

ERLEREERHE

IR Amazon X-Ray Rz E FEERE — PN [RIOLEE , X-Ray BHAQER—PMERSTHES
&,

HER

MR RIEFRMNITHRBI TR AR, EFEERIERSH, BN x HERSENE , yHERES
MNMEESREICENIERE D .

ZEFEERRSEFE 300 ms WRIBATRASHIER, —/MIPERARNZE2R , M- E7E
LR T EZETE,
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::%—“|

!
15%—h|
10% |

5% |

1
0% ‘k\_f‘ W

BERRSFAES

REESENLEESRREHX T MRS ERESEETENERVATRCRRER,
- BYRTRBERRS T R, X-Ray ERRFSATRNFERNELE. ERRKRSFICRKLEER , T
BERSMBERE AN EAMEZILE.

« BEEEMANRS 2 BLEWEFHETARERERD S, X-Ray ERREBEREN, HTHRS
FIENERNESE, ERERRFICKNIER , BEEANRS 2B MEERZLR,

EERRSEACGEERESE , EUUERFREELSBPASHESZANE, JUAFXEREE N
NEFEFHNSENIEE , FRAETUAEREREXSNRERUBFERE T A LAER.

BEERRERENRE  FEEFE LER—MEE, FHETHERNVE , RAENERRED ,
REE RS — N ESEEREMEZMFFNEREE.
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FRARER

Service details £

Name: Scorekeep
Type: AWS: ElasticBeanstalk::Environment
Response distribution

Click and drag to zoom or to add the selection to the filter when
viewing traces.

Foom
20% —
15% — {3
10% —
5% —
:]% F_—_ d-l o Fa N T e b o T - ]
a 1.0s 2.0s 3.0s

Duration

EFRSEEE , A LLUERE Zoom , REFZE D HWES B HALRAER.
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Service details £

Name: Scorekeep

Type: AWS: ElasticBeanstalk::Environment

Response distribution

Click and drag to zoom or to add the selection to the filter when
viewing traces.

Reset
0.3% — !l
0.2% —
0.10% —
0% T I I 1
2.0= 2.8= 3.0=
Dwration

Response status

Choose one or more colors to add response status to the filter
when viewing traces.

Bl 0K 100% Error: 0%

Bl F=ult 0% Il Throttle: 0%

FERIZENBRMNBHXE G , £ View traces,
£/ X-Ray N f#

Amazon X-Ray £#F& 7&K FRVREREEE , LRIINARFHHANEREE, SHERBEHM
HEER , ER0lBR@RKIERKEBEH RERE~ENEE , BEFRBEEBER, BPHRE BTN

- BENARFWELRTEE , RBENBERRE , URKXEKREEE, 7R FR KR 0E 5 47+
IREREFE AR B Y = EENL LR

- FEEREHD b JRBERETRKEER, NAEBEXNTLAEFER Amazon EventBridge HI ¥ &
?ﬁﬁ%"&ﬂ%*ﬁ%ﬁko X T &R A LE B ] DURIE R B 7= E M R 0% B B LB F R S B R

~
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X-Ray ZH AR REHEFEEREBHNTR, FEEENHERE  TEEIZRHT R, &
ABNENSIERTERERLE | EFMiELELE,

products x @ @ Q l @ Maplegend @  Service details

Mame: products
Type: AWS::DynamoDB::Table

The incident lasted for 10 minutes. Overall, 47% of the client
requests were impacted and 6% of the requests to products

= Insight
- [AWS::DynamoDB::Table] had issues.
[insight N Jul 27th 2020, 19:11
Nk View full Insight

products
AWS::DynamoDa::Tabla Response distribution

Click and drag to select an area to zoom in on or use as a latency filter when
viewing traces.

ED%—‘

‘l[ﬁo—‘

products

AWS:-ElasticBeanstalic:Environment
20% |

T T 1
0 108 208 308

Duration

% X-Ray ERZFHEH —NIRZIAMATRARNVBFFER | ELBRNE, ZRSEASITERERTN
NMARFFRSHTAHBER, gHiRRFIHPEENFE RN Amazon Elastic Beanstalk # By i fE L £ 18
%, Elastic Beanstalk RE 22 F 7 %)X APl AEER , SR TETRHIRE,

£ X-Ray ### 2B AN #
PRRAFECEA DRIV T NAREANE, TUNATTEE AN,

1. 3TFF X-Ray ##lA,

2. ERIALAYELEFCRANE-MTE , RAEEEERALE, BXUAE X-Ray 126 &HE
BANESZER , BTEHAREL.

3. HEEMSMERPERLE K ASGEREEFNLE,

From 2021-01-1820:00 | [ | To 2021-01-20 11:00 | [ Group Default v State | Al v c e
Description Duration Root cause service Anomalous services Group Start time -
Overall, 30% of the client requests failed 2 minutes 58 api WwWW Default Jan 19th 2021, 19:02
due to faults and 19% of the requests to seconds (AWS::ElasticBeanstalk::Envir... (AWS::ElasticBeanstalk::Envir...
api (AWS::ElasticBeanstalk::Environment) api
failed due to faults. (AWS::ElasticBeanstalk::Envir...
)3 48


https://console.amazonaws.cn/xray/home#
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® Note

X-Ray £ GetlnsightSummarts, GetlnsightEvents # GetlnsightimpactGraph API #{EM L
R TBIE,
BEXREZELR | 2 H WA Amazon X-Ray 5 IAM &

=R N SR

AUEALEBNNESINNBE4CIE—NEM , flin, ¥eIBNE, SEEARER , XALE
i, & A LUEE Amazon EventBridge U BLZEBA |, HERAKAHNKETS) , flan SNS &

A, Lambda WA, EEXME SQS A5 , HEER B R EventBridge X#F. BITSRTEERENL
fREH , BEHFRIE. BXBRNESEE , 2 M Amazon EventBridge E 7o

BRI LMNATHAEECEANENERANBEA,
A X-Ray A AEH

1. 3TFF X-Ray ##lA.

2. EEINAAYELEFURACNE A  BREVPEALE  AGEREERAEA. BXIMAE
X-Ray ZHEHPEELANESFER , FSHAEEL,

BLiE Amazon EventBridge 4N

1. 3TFF Amazon EventBridge %154,

2. SMBEIENSHERBAN , REEFCIERN,

3. RMEHMNMZMAIER,

4. ERFEHER  AREREENER, BMH—1EE "source": [ "aws.xray" ] H
"detail-type": [ "AWS X-Ray Insight Update" ] =X, LT R2AIREH — L RHIE
o

SHEAXEICE X-Ray REPHEEASH

{

"source": [ "aws.xray" ],
"detail-type": [ "AWS X-Ray Insight Update" ]
}

EMEAECRIEER state M category :



https://docs.amazonaws.cn/eventbridge/latest/userguide/eventbridge-targets.html
https://console.amazonaws.cn/xray/home#
https://console.amazonaws.cn/events/home

Amazon X-Ray FERARER

{
"source": [ "aws.xray" 1],
"detail-type": [ "AWS X-Ray Insight Update" ],
"detail": {
"State": [ "ACTIVE" 1],
"Category": [ "FAULT" ]

5. EERABMEIENSATELMAN , SBZRANE R
6. (k) RERZLUEE RN IR B MIEF I,
7. EESIE.

(® Note

X-Ray I ##18 AF =4 &5 F) Amazon EventBridge , GEERXBEFREZRH. BXES
£8 , 5 Amazon X-Ray H I BIER

01
REBAREREEEUT =X RAA :

« FFTARBERE?
AERRA?
|

=

N

fim

i
=t

=
N
fim
28

?

RERS—TNETEMNRSHNEAR , RRTEAIRTHERNTMER, HERERT HAKE
MEREHE , R\EICRORE , AROFHFEAMITHNRELRE, SHEORRENFRNRE TR,
Y X-Ray WERIERHAREHESALBEKRBEFENNMR , SHEOB,

LT REIERHRSBENSHNRELIEM
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products (AWS::DynamoDB::Table) of Default group

Overview Inspect

The incident lasted for 5 minutes. Overall, 43% of the client requests were impacted and 5% of the requests to products (AWS::DynamoDB::Table) had Analyze insight |~
issues.

Root cause service products(AWS:DynamoDB::Table) State Starttime Jul 30th 2020, 21:37

Anomaly products(AWS::ElasticBeanstalk::Environment)

Group Default End time Jul 30th 2020, 21:43
Impact 0.52% reguest to products(AWS::DynamoDB::Table)
i i 5 minutes 58 seconds
40.79% of total client request Categories (ZD) Duration :

Anomalous services

products (AWS::ElasticBeanstalk::Environment)

: Insight start time | Insight end time Incident window Prediction
500 1
I

400 f e

300 /\'/i

200 = :

\_//\v :

o 1 e e e—

21:20:00 21:25:00 21:30:00 21:35:00 21:40:00 21:45:00 21:50:00 21:55:00 22:00:00

BEARA—TWERTRERETERRSMNZ LB EFNRRBE, JUERRRERBESE LA
REFEM , URBAZEENT R. BERERERSE X-Ray REIZFENZRZN THETR. A
RERERNAETRS , AREERFSEARMNEFHBAIHABRS. fl0, MREFHEFER
M E Amazon SDK & P i%#) Amazon DynamoDB , DynamoDB FHHEHE S8R , NS BN
DynamoDB 1 1R A R R 1Y W& .

HEH-SPERFER , FERFERER LAREERAFERFE, SUUERAD T UERFERR
FRRUAREXES. BXELER , 50 5 Analytics BHI 53X E,

Root cause

View root cause details (&' @ '@- Q l @, Maplegend @

Anomaly J— —
av;.sb e

——— "l .
& . Jm. S/ products

AWS:DynamaDB: Table
Glient AWS::ElasticBeanstalk:Environment

products

AWS:ElasticBeanstalk:Environment

51
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EEPRE EFHRELLREINNR  ALSBZHRE, IREME-EAEIRHERNA
P, RetAEFRRE. SRREEENRT SN - ME, ¥RTERNBEMMNESiRERRESR
TEER. REFEUTRESVLEARITELAR : 8F. X, BANKE,

Impact

Client requests impact for Default group

: Insight start time | Insight end time Incident window

100 %
80 %
60 %
40%

20 %
0%

BROESESHRESES , ERHBTRTARENREREMNT . TERSTHNEHATEREEREF
v §6 1 B 18 D0AE XS RLo

EE DM NMAEE QP X-Ray Analytics 2515 |, BANEEPRARR=ELENRIRE. B
REZER , BSH 5 Analytics BHIARE,

T RS

Amazon X-Ray £# & X MFLEEBERNWEME , HEN B ERNBINBELH, ERHEEREEF
M -

« X X-Ray AW
- WRARERSHEE

IR AL ERN BN RERESERE RN ERLESIRE. BIXHERDN , EFTUREECHS
ERRSHRBHEMMLER. BRTRBEEHMUN , HiEERZESAERN —5.
EE BUEMI R

Amazon X-Ray LS EE ERS MRS HPEENEERNE, CEARERNKBERENRBERAK
FERNERS , BEAMHEXBRSETHTRE - REAFRRRAHFEITH , HRERIEZFNENILE,

EENBNHRE

X-Ray 2 EHEMITENBREZ RBEBIHER , HFEENEENPETIZFNEL , TEHER
Amazon EventBridge E# &i%, XL BB MEREN TERAEE RBMENEER AT , HX
BUE Y84 , Al kxS Fif4 , REFEA EventBridge MBI REHEK.

BANELRAELNZENERTEESHES. RABERT , FEAR2EFEZIZRHERS , EX
IR S —TURS

1y 4 52
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products of Default group

Overview Inspect

You can use this section to investigate the progress of the insight by choosing an event on the timeline, and then viewing the impact and the corresponding incident graph.

Impact timeline (5 Events) Details for Jul 30th 2020, 21:42

9 L
O Jul 30th 2020, 21:43 6% of the requests to products are now having issues.

40.66%
8.27% ¥ Since the start of the incident, 43% of the client requests were impacted and 5% of the requests to products

(AWS::DynamoDB::Table) had issues.

Client impact has decreased; 49% of the client requests are now impacted.

@ Insight is closed

Analyze event [~ Map time range : 2020-07-30T21:37:00~2020-07-30T21:42:00
@ Jul 30th 2020, 21:42
48.93% ® © q | @ Maplegend ©
9.44% v .
‘ - ( 2\.914.? . / \ . [/
products N -~

Chent

O Jul 30th 2020, 21:39

58.37%
11.32% +*

0.87%
0.29% +

nradirte

EEREE N EMANREERNTEE R R RPIEZFZES. REEEERNARFHZSEH
FE RS, EWIONT E%mmﬁi*mﬁ@¢§F o A E PR Y 1 2%

Impact analysis
Choose a node in the event map or choose a service from the list to view its statistical data over time.

products (AWS::ElasticBeanstalk::Envir...

: Insight start time | Insight end time | Event time reported Event window Prediction

500 : I
400 S
a00 f ,./\’/i A

f - |
200
100 / 1
o —— . 1 —— S —

21:20:00 21:25:00 21:30:00 21:35:00 21:40:00 21:45:00 21:50:00 21:55:00 22:00:00

® I Fault Error I Throttle I Ok

BEEIRAM THEENSHPIRVRER , FERERH LERINEMH. ALER DT RERMLL
RIRFIRABESZHWNAT, BXESFEELE , B2H 5 Analytics ZH AR E

5 Analytics ##H AR E

Amazon X-Ray Analytics ZHlER— 1M REXNITE , ATHRBRREHE , MRETHRENMAEFKX
HEERZHEZTER. EEZEHE , BB RE X MR EERAMEFIRERER, 25
B it & R R ER

Analytics 53
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FRARER

S Analytics 2% & I TIERE |, B S WE RIS R RATE RERRFATIE T, ETBETE
T EYREEXBRNVERNFRNERMENR , £REREEHANTEIEFGAIOEINEESE.

F&:

- EEIAIhEE

- W 32 B 8] 4 B

- EEFSISES

- TERETH

- EREEFR EMETHE

- TE7E 5 00 K1 A A]

- EEMENRERSABHRER

- EEFEPERPXBRWAMETE
- WREETERAN AR

- BERNBNREHEEHIFAEE

%15 Thae

X-Ray Analytics 2 SA T < 8 Th EXT BR BRERIE 3 1T

FHIE
I
|
ERRRER

& RIEERP/NE R R

DA, Tk, LBEME,

DU

FIMRIETEMA R Default, EERRENA |
BMNEERERSNBEEZELGMNHOXERIEET
BAWNdA, ETHREXRENESEE , BSRER
HEREREHESFER,

ZIANERT , Analytics &l &R IEFTIEA B
FIERERERE R, WENBRREXTETLEEF
WATERER. &0 AT 5 P R EIBRER 1T EG
EBNATEERENTFERAN TUACFESH
1 R KV R ERo

— MR, ATHRERARELBUESNA.
X REES AV TRIE SR LR EHEEXATE

Analytics
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FRARER

FHIE

EffERERE A

41t

TR EREE B

W B2 B 8] AR A SR (R SR A R 4R

DU
7, FERERERRT, EMNERFMERLDR
B, HEEMERTERE,

BEERRMREITRE , BATEFZAK

BIFRRERE A WRN, NARESRMHAE , |7

BATE e P N 1 8 & A IR ER Y B8 DA K SR BR 5 Pl
RREBNBEDLL, HIEFAFEANREETRE
EIREREE A BN | B BORFE M R A

BRo

LEERBARENAFRERE A NBEZHEFS
RRVREE. ALERRNBIEESBFRER
5 A NIFESRMRIFATA SR RV RERAY TE
£, ERENREN THEERATFAERERNR
¥ 1%,

BIRfRE | MERERE B RIFIZRERE A NE
R, BERBRXFANMRESE  FABNaNAT
REREE B HYTHE , MBRERE A WGRIFFE. B
RATEESRMAE , AL P AT S8 A IR ERAY
BEURBRIROAERLIBNE . HERH
FERAREER CIMILRERE B #lH , o
BURFEL M 052 1 = R BR o

BRI ER, X-Ray ¥ E IR B= 5§ B B]
B2 EHNRTERR, HKIERFTIESIN
SSENBEREN , FRRMMNMERARER, fF
PRI L 1T SR 5% 2% B EA 14 49 e R A (R B PR, BB
T APl BE MR AR RATEEZHNREBENE
ZELE , BESARENACRBREER D .

HIRERSE A M B #4 TIENIRSE AR IR B4R
RPWF, BEITERERE AMRKREB 2
FNRERE D LER,

Analytics

55


https://docs.amazonaws.cn/xray/latest/devguide/xray-api-gettingdata.html#xray-api-analytics

Amazon X-Ray FERARER
e B Bt 1) 4 g

X-Ray Analytics 2 #IAERF N EERKXAFEBEEN D RIRER : WRIA [ 5 BN EF5IES, &
THTHNARREEXENINBRRNTRS , ARBERIMATRERXLERRNERFR,

UTREBENRELREXKNAE (HEFSIECAERNEESER) .

< AFHFERE - &
- ERZERE-EE

- BFEREEA-ZE
- BFEREEB-ES

Example- 12 5z A5 [8] % Big

MR A E D EE—1MER , ATFERATEMRNE BN REHRE, £5H 63 SAE IR AT E 2 B R 1T
EE, XEHIISEDRAERNOTEREREN TERRE | EBHNSIE—1NE RN responseTime KITH
bt Lo

Response time distribution @
Click and drag to filter the traces by response time.

#oft ""%;pEO pS0 p85
' 1

ol —
1.5K ' ' '
] T
1K ' 1
T
500 /\’\/\'\J\ N
] 1
] N
] '
J . VAL S ,
Latenc)

0
500ms 1.0s 15s 20s 2.5s

B 8] Fr B15E Bh

REFIEIRRE A ENERNBERE, e RRRMANRBESENEEHE. EHFIFH
P HREIR AR |, W RRE ER B RERBBZ,

Example- B8] 7 515E3h

BEAEHAERBFIEIRRAFTER, XSENFENESTE AN ERERN TERIERE | &
EMEE—NEN timerange MITFIERH,

Time series activity @
Click and drag to filter the traces by time.

05:08:00 FM 05-09-00 PM

05:10:00 PM 05:11:00 PM . 0612:00 PM

05:07:00 PM
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FRARER

TERETRH

TEE’JH‘\@JIREE X-Ray Analytics B H AN ERLEARG, BNROVERZES S AR —NBINEE,

RXLERBHEN —NMAERERNEEHFETHFER. 1

R 5 Analytics BHIAREUBHEKLERE R, B

RFAES  UBE
ERSER EMERE

R BR 1t AR BB A 2h 1 A 5 4R &%ﬂﬁ&l‘aﬂ’]tb$ﬁ§4\
ENTRLBILIEHD AT,

BXRNMBRRIREENESESR

FEREEREEE,

XESBRNE T UMERISTRZTENTR , A
—]'ﬁ]ﬂiﬁlj\ E.F zmﬁ'ﬁ—ﬂ%gﬁ,m/\@mﬂf’(
BT ARBENE T RSHWREZET.

BEHE , NI RXET QNEBITIRR. &

XIER—NHREE, ﬁﬁﬁ X-Ray Analytics #2#| & BE L HFE,

avg. 34ms

0.06 t/min

avg. 22ms

scorekeep-user
DynamoDB::Table 0.3 vmin

scorekeep-session
DynamoDB::Table

. avg. 412ms
. 06 t/min
Client Scorekeep scorekeep-game
ElasticBeanstalk::Environment DynamoDB::Table
avg. 8ms
0.09 ¥/min
avg. 988ms
0.03 t/min scorekeep-state
DynamoDB::Table
SNS
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4 7E 155 i e B2 A 1]

AR EDE , BRI UMNESERANE, B EEEEENNE , BRTANETIRBFLE
# o, LERATARBIER , RSN,

BT OB B T #E3) X-Ray RIEFEM R IFESFM4, HEFHRURERAENERE RELRETR
o E , LA E DB ER I AR XL EREAE R MRS,

I All traces in the group @ 5.2K traces in the group. Show in charts @

Retrieved traces © Filtered trace set A ©
5.2K traces 4580 traces (87.66% of retrieved traces.)
Filters: responsef time @ Refine

Response time distribution @
Click and drag to filter the traces by response time.

N

EEMARE RSB ERER

BRI UEARRT ANERKREINFTIEEBERNNRER, B RHEHTTP RAEKRBRPNIT , BUUED
NITEBREERFIERG. fll , BAUEEBRSNRBEN 500 WATERER, XQERFEFHF A
B—1NE A http.status BEEREIRZ,

EEFATERPREKIMBIE

BEAF. URL, MRAEERAREASEMTAELHWEEHAEEIRE, fl , ZIARIERESR
B 500 MEREREE , M USERS RHIEE—1T. X2 SBERREFHP=ERNFERER
% : http.status ( MBIEEE ) M user,

LR BB T EFRAERY 5 4A IR ER

ETAEAFRE POST ER#TLR , AEKREMERNKK, NASHNE - NMIERAE. S8
RS EANELE. RE , ERER, &Y, XEXNREE A SI2HIEREIZA,

EHE  FENENATRES B NHNHEERNHE, XE-IMESHZERT. UTRIBREES
NEeHenRERSTRERNIT.
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I All traces in the group @ 7 5K traces in the group. Show in chars @ Complete 100% scanned {found 8K traces)

Filters: responsetime Filters: timerange ©

Retrieved traces @ Filtered trace set A @ Filtered trace setB @
8K traces ces (34 etrieved traces.) ] ces (11.88% of retrieved traces.)

Response time distribution @
Click and drag to fiter the traces by response time.

A

Time series activity @

Click and drag to filter the traces by time.
| —— omm ;
H DN EaN . | O Y N

RERNBNREAEEHFARESE

SeERRE AmERGR/NEERN , ERRTINREIRNIEEERE L, BEFIRMEX
URL, APARSKBHNEREHERE—IHUEF, MFTESLE , BMURFEE 1T, UITHFR
HEHFAESNEAERENELNMRBHE,

BoEA

ARBFEFAREANENNRIRNES, SR SMERALEREIRSE H A Amazon CloudWatch
R, B LIERA Amazon X-Ray ##|A = X-Ray APl ARFCIEEAHHTEE, RXEBANABNAFE
A X-Ray Z2H &R BNEEA, BSHE , THMMAER X-Ray API EE4A,

BRI AR A, RESSMEEZREL, ¢IBAR , ZASEUTE2HB=ANHLNATHREF
TH—NATAERS - REWE, BREMDH.

Default ~ Q, Enter service name, anno
Q, Enter a group name

Default

faults

Create group

Learn more &

AHREBRHT Amazon BFREF (ARN ) #iRl |, AESTHIERAFRER, RESHLEBREATRERX
MEREHENEEREEN], BESRERMESRARER , WA T HIAREFERER.
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FRARER

EHANFERFREIXNFTCERCIEROBE, EHRNNATRERE, XARSERFTIHREXD
BHE. ABRREXMIBERN , EMERZ A EA 6 - MR E,

F

@ Note
HABRRRINFSHERHREANEBERHBEITR. BXRXESZER , 55 MAmazon X-Ray
Effte

il

- HEA
- fmiEH
- =4
. B
« £ Amazon CloudWatch & & 4 155

A
(® Note
IME , BALAE Amazon CloudWatch 2 Hl A P EE X-Ray A, tBAIAMREFEA X-Ray 2l
L
Ho

CloudWatch console

1. &35 Amazon Web Services EE 25 HTFF CloudWatch &l & ( hitps:/
console.aws.amazon.com/cloudwatch/ )

EEMSEMERS , EFRE,
£ X-Ray RO HWAT , EREFRE.
FEAFERLE , ERBROIEA,

HOBRATNHELE , MAANEN. ABNRSTES 217N, T8 FBRFZHNRFT
5, HEMX D KNE,

o bk~ 0N

A
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6. WMAMERGRER. BSRAEAMERGRER , FATROMAHEREREN, EUTR
flrp | AFFIERRS api.example.com AR EEIRERERAR KIAFZRFHER , HAFERAT
BAFHZFT 5 HHER.

fault = true AND http.url CONTAINS "example/game" AND responsetime >= 5

7. ELEF  BRAIZAAMNELE, EXIABNEZER | 555 F£H X-Ray IL#,

Enable insights

Enable notifications
Deliver insight events using Amazon EventBridge.

8. TEMZH , EFFMFRIUMAGSE , UREENFEE., RESESSEFIMEMRE,
RERUARHE -, ERRFE , BEESMETHFOBR. BXHFENESEER , 5
4 ¥ric X-Ray RAEMNFA,
Key Value - optional

@ | @

‘ Remove ‘

9. EFEGIEEA,

X-Ray console

1. E3xE| Amazon Web Services EEZEFIA , AEEE L TMuLITIF X-Ray 2§ & : https://
console.aws.amazon.com/xray/home,

2. EEMSMERPHEARES , IRMUATEEREPHEARES | TFCIRATE : Rk
B, BREMDH,

3. HOIRANEL K WMALANEN. AENRSTERE 32172/, T2 FBRFZRHNRN
5., BAEMXDKNE,

4. WMATERFHREX. BSREABEZRGRER , 4 7HNAHERFIEREINL. BEUATR
fild | AIFERS api.example.com FHEIRBERUR ZIZEZRSHIER , HPME N
BAFHRET 5 BWHHER

fault = true AND http.url CONTAINS "example/game" AND responsetime >= 5

5. EAEH  BERARZERENI@ELR. BXNBENESEE , B30 £4H X-Ray L,
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Enable Insights |~

Enable Notifications v/ Deliver insight events using Amazon EventBridge. Learn more about Data Protection in EventBridge. Learn more (4

6. HEHRZEH  WA-MIZENITENIREE, ANRENSHIA—NET , HEFMSE -5
X, RERUTEME—N. BEMERIRE , BEERETRN Xo BXRNENESEE |, BS
B #Ric X-Ray RAEFF N A,

application game X

stage prod b 4

7. EHREEA,

NRA4A
CloudWatch console

1. &% Amazon Web Services EIE12 % & H 4T CloudWatch #%|& ( https://
console.aws.amazon.com/cloudwatch/ )

2. M X-Ray RERFTHEMERPHTTUATESE - TE :

- RERHEE
« RER

3. & X-Ray ATRAFHASFAPRALARN. NHLERSHBBEQRET , SCEARIRERN
TRERAFRIER,

X-Ray console

1. B %E Amazon Web Services EE12F|A , REEI L TMULITIF X-Ray #2FI& : https://
console.aws.amazon.com/xray/home.

2. NSMBERFIFUTEE-IRE :

- RERHEE
« RER

* Analytics
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3. TEAXEHEG | EBRE the section called “BIEE” FEIEMNE, TEALETSHEBIESLETL ,
AT 4H Fhig B T R RIE o

‘mEEd
CloudWatch console

1. &35 Amazon Web Services EE 25 HTFF CloudWatch &l & ( hitps:/
console.aws.amazon.com/cloudwatch/ )

EEMSHBERS , EFRE,
£ X-Ray REIBAHPHAT , EBEFRE,
MAEZBD FIEFE—NE |, REIEBREE.

REZLTEEMEYA , EANEHMMBEFHRER. FSRAFEAMRERERERS | F4 T7HN
MREERERN, EUTRAEIAP | AFERS api.example.com FREERRE , HFE
3k URL #t1it‘8E example/game , AR N B KX FHRETF 5 WE R

o & 0N

fault = true AND http.url CONTAINS "example/game" AND responsetime >= 5

6. EALEH K BERARNZERAENNELR., BXNENESEE , B30 £4H X-Ray L,

Enable insights

Enable notifications
Deliver insight events using Amazon EventBridge.

7. EREH , ERAMFRSUEAGERE  URIEENTSE, BESESSEFNEMBIRZ,
RERUAZHE -, EMRIFE , FRARESMET AN, BXHRENESER , 55
g FRic X-Ray RAEMNFA.
Key Value - optional

@ | [a

X-Ray console

1. EFE| Amazon Web Services BEEZEHIA , RGBT L TMUITIF X-Ray ##|& : https:/
console.aws.amazon.com/xray/home.
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2. BUTUTEF-—MRESITF REBARE.

a. EHIEL K ERENMMNENHITERE.
b. EATHEERHz-LWAREL  ERAXENM , RAREERE.

- IRERHEE
. BE
* Analytics

3. RELZLTEEWMEBY , BENUENRERMGREIR, BSRAEARKERGERER , #4 7 HN
B FIERIAR, AT REIP , AFERS api.example.com FHEIRRE , HPiE
3R URL #uiit‘@ & example/game , AR N E X FRETF 5 B HE R

fault = true AND http.url CONTAINS "example/game" AND responsetime >= 5

4. ERMT  BRARZAANABRAARED. EXARNESES  #2H £/ XRay L
i,

Enable Insights |«

Enable Notifications (v Deliver insight events using Amazon EventBridge. Learn more about Data Protection in EventBridge. Learn more (4

5. EHEH  REHSENE, RERUTEM -, FEEREE , MRFETLUMER. BE
BERIRE | BIRBRHREITRN Xo BXRNRENESZEE |, HSH 710 X-Ray REANE,

application game X

stage prod b 4

6. EFZAR , GEEHA,

g

REALCIEEENEEANTRERHRERNNIFIENTA, REBRAN , IAEEHRBRANE —BH ,
BAFMEM I -clone,

CloudWatch console

1. &3k Amazon Web Services &2 & & H4TFF CloudWatch #£%I|& ( hitps://
console.aws.amazon.com/cloudwatch/ )
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2.

3
4.
5

EEMSMERS , BERE,
£ X-Ray REREOFHNAT , #BEEFRE.,
MER D PIEF—NE , RAEERRE,

ERBEATELE , HWBFA group-name-clone, ( Wik ) MALANFH B, ABNES
g8 R2NFH , I2EFBRFFRNER S, 48K KNE,

B URBNEAFHNFEZGRER , b UERRAFNRERGRER, F5

R EEAMRIERGRER , FHTHROMAMNERIERER, BT RAF , AFIERS
api.example.com FHEIRRERAR KX ZRFZHER , HPFERNE X TFHET 5 W
1BiRo

service("api.example.com") { fault = true OR responsetime >= 5 }

MRFE , IEREPREFMSEBNE, MERLTEHE—, REERIRE , MRFEAN
MER, &ZMERIRE |, WIRFEIRZTRN Xo BXRIFENESEE |, BSH 710 X-Ray RH
A FIE

EROEEA,

X-Ray console

1.

& %% Amazon Web Services EE12%l& , REBEIL L TMULITIF X-Ray #2FI& : https://
console.aws.amazon.com/xray/home,

MNEMSMBRFPHTFATE , AREELERENAN AN,

MREREREREREA,

HEOEATELE , AWBFRA group-name-clone, ( AliE ) WMALNFER. ABHERS
AEE 2IMNFH , 8T ERFZHNERS. 48K KRINE,

BORBUEARHFERGRER , LT UERBAFTNFERERER, 5
FEAMIERGERER , FHTHROMANBRKIERER, EUATROFP , AFERS
api.example.com FPHEIRBEUARKAEZZRSWER , HPFRNBE K TRET 5 W
185

service("api.example.com") { fault = true OR responsetime >= 5 }

MRFE , JEREPREFRSBNE. HMERLTEE—, FEEREE  MEFEAN
MER. BEMBRIRE | FRBIRZTRN Xo AXRIRENESFEEL |, 1S H #ric X-Ray K+

HIFIH

A
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7. EFRIEEA,

il BR4H
REBAT R SRMIERA ., BTREMIBRERIALE,
CloudWatch console

1. &% Amazon Web Services B IE12 % & H 4T CloudWatch 2% & ( https://
console.aws.amazon.com/cloudwatch/ )

EEMSMERS , ZRRE.

£ X-Ray REHOFHNAT , #REFRE,
MRE D PIEFE—NE |, REEERER.
EERRERITHIAREEMER.

o > oD

X-Ray console

1. E3xE| Amazon Web Services EEZEFIA , AFEE L TMuLITIF X-Ray #2#& : https://
console.aws.amazon.com/xray/home,

2. MWEMSHMERPITITARNE , REEEEENERAVAEN B
3. HEREXEL  EEMERA,
4. FHEEREHITHIAERRER,

£ Amazon CloudWatch & H A ISHR

BIBAS , FREENFERMEREINREEZARE , RRNENFHEE X-Ray REH. EEES/ME
HR R ENIERES 2 HE 2 %M E Amazon CloudWatch, fE4RIEBA N H EEREFBIRUITH
CloudWatch ##l& , HEEFRAE. BXWMAEA CloudWatch IEFHRHNEZER , S Amazon
CloudWatch FiF#88 R #9 £ Amazon CloudWatch 3845,

CloudWatch console

1. &3k Amazon Web Services B2 % & H4TFF CloudWatch %I & ( https://
console.aws.amazon.com/cloudwatch/ ) .

2. HEEMSMERSD , EZRRE,
3. 7 X-Ray RERFRZDHFHAT , BEEFRE,
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4. MNAIMDHEFE—IE , REEERE.
5. EHRBARNEL  EEEFER.

LR ETEFTE TR $TFF CloudWatch 2 S fEFR T H.

X-Ray console

[

1. E3xE| Amazon Web Services EEZEFIA , AFEE L TMuULITHF X-Ray #2#& : https://
console.aws.amazon.com/xray/home,

2. NEMSMERPHFATE , RehBRBREFHERNANBET.
3. EHRBARNEL , ZREFER.

LR ETE TR FTFF CloudWatch 2 & fEFR T H.

CERAEFHN

BAI BAE A Amazon X-Ray ##| B8 BN RS EEXERN, ZFHREREN IR
Amazon Web Services fRZ# X-Ray SDK Amazon & 1T hx {5 A SR H1 I SR8 E Eid Z WL iE R,

OpenTelemetry

F

B

B i R HL

B E A AL

FAFH LT
EAEEHLN =B

FHARSSEC B 9 {8 A RAFHL

EEXRHER
EEEZ

B & R AFA N

&R BN LA 2P SR BB B R A

« APl B3R 1N - APl Mk XERFENTEZRIR, BE API TG AESIRER , 15 M Amazon API

Gateway 3B R Amazon X-Ray.
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« Amazon AppSync— Amazon AppSync X EFREMERER. EEAX Amazon AppSync ERHE
ERER , TS HEA Amazon X-Ray 3 TR Bz,

« Amazon Step Functions— Amazon Step Functions XX #E M ERE. B Amazon Step
Functions JAZH LB A EFRER , S Ste p Functions F#Y X-Ray RER,

« AT OpenTelemetry itE ¥ &# In Amazon strument Distro — 25 f ¥ 201 Amazon
EC2. Amazon ECS &2 £ it EF A8 Amazon Elastic Beanstalk , 1R ARRF EFERAKHHN
Amazon Distro for 5 OpenTelemetry X-Ray SDK 3178 | M3 K#&,

B E AN

BA OB B E CREMANKIZHIERABEE, BUMMEHERETH , IEFERXREFTBBNRE,
M N £ 1iF Amazon Distro fo OpenTelemetry r (ADOT) = X-Ray SDK RIE—HIREZTEILRZS
DER, MINMERT , SDK BHIEZE—MER , UREAEMERNES 2H. B —NMERRS
. XUTHRRAIAEZRSEELEER , eV ELREF—MRIER, 5% fXEEARRTHENER
HITRERN R,

&R LA X-Ray SDK BEE AN EIEERBHH JSON IR EMN, B2 , HBEITRSHZ
NGRS, BNKOIMERIMITRE . ILSBRENERNEALHAS | BARBESEHNRRER
SWERH— R, I, EEHARERN , NAREFHBBEHRBE,

BIE X-Ray #2F158FENREMRN , RFEE SDK UM X-Ray BRFIZEGN , £&0 LUE %X m
A&, ZRSHEEFFANNER , ADENBRSHENXH D EEFIUET EESTHRMIKES
oA, RRREARBESRENANTEN. ATANRERSHEEN , EUAEEAN TR
HATHINRIERE

(® Note
ELEREMMET , S H X-Ray XER ‘BT R, XEREREREREME—X , BF
RALEBIE R E — X-Ray-enabled 8% ( “B” BRE ) .
MRETHERFZWREWERELERE LBEXFHNMHMERE , MELT B C K IEHE FEEA N 40
i, CEHEFZRE,

o« AELERAMN  BH B E SRS AU 1 R RENRSEN. XBFERT :

- WHNARFHAOR (Hl0 , APl Gateway, Load Balancer 25 — /N2 3% M #9534 AR

%)o

- BHeHMBENFIHERNTERERF.
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- BN MRER RS B QI TR RENN | B RS B” A4 W “BRS A EA , I
RS B AN ATREKIZE R 2WNA , EATCRRBEERS A REHNRE, EERU THERN
RERRFE , BACRFRHERVEENBRRS (RS A)

® Note

X-Ray @R NRMAREAN , #REERT , BRRFRATRHA TS ENRFERN T2
B, BER , FEENREHER K RENFEREENZIEENE D L.

WMAE |, B LAET D% CloudWatch 25| & P ELE X-Ray EHEMN,
£ CloudWatch 12| & F Bt & RN

1. &3 Amazon Web Services EE & & HITFF CloudWatch ##& , Mk vhttps://
console.aws.amazon.com/cloudwatch/,

2. EEMSMERPILEE RE THNRE,
3. % X-Ray REREBD HHRHEHMMUT , EERRE.
4. BEOIEMN , FHEFCIEREAN,

BERBAN  FRFZAN , REERREBATHITRE,

EMBRAN | FEFBZAN |, SRS IEEM BRED AR M ER

SRAF AL 3£ T
LTIEBATATEEAN, ZHREAUEABEAREEENFR (?) HEBRSNFH (%)
SRAF AL 1L T

« ANEBHR (FRR) — —DHE—NAN B,

« LR (189999 ZRMEH ) — REMMUMNMLER, RSBAERN EFAFFIEERN , F 50T
BLAY 58 — SN B 1T HBF IR R

- BeER (ENEW ) - ENABELRE  SRERNTENEEEFRY, ZBFTHERSEEME
R, BERTHREERZANBERS.
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R (0 F 100 < AWER ) - FRERE , ERNHEEFRNED L. EEHE S FEERFEAN

B, i§1%E#E 0 B 100 2 AW B DL, £ JSON X#4ERFiw SDK P EXFR |, TRAENT 0
M1 zEB—MED T,

- RSB (FHH ) - RUT RS EREREE P ERHBRR.

 X-Ray SDK - &7 ic ke LB B R ARST & o

« Amazon API Gateway - api-name/stage.

=

- BRSRE (FHR) - EREBEPERNRSEE, XTF X-Ray SDK , FEEHAGENEM KR

BARSTRE

« AWS::ElasticBeanstalk::Environment— Amazon Elastic Beanstalk ¥}’& ( fifF ) -
e AWS::EC2::Instance— WG EC2 6 ( E#H ) -

« AWS::ECS::Container — Amazon ECS &85 ( #&# ) -

e AWS::EKS::Container— I G EKS &2 (#H ) -

« AWS::APIGateway: :Stage - Amazon AP| Gateway Bt Ek.

« AWS: :AppSync: :GraphQLAPI — —“ Amazon AppSync API &K,

« AWS::StepFunctions: :StateMachine— Amazon Step Functions JAZS#l.

o EH(FHE ) —HTTP EHRXFPHENE,
« HTTP 757& - /& HTTP &3R5 3%,
* URL B8 ( & ) — FRM URL B8,

- X-Ray SDK - HTTP #3R URL &R % .

« BIR ARN ( FfF& ) -B1TARSSHY Amazon & IREY ARN,

- X-Ray FATEG — FTx#F, SDK REEEARIR ARN RE R * M,
« Amazon API Gateway - B Bt ARN,

(AL ) B (BAE ) - EMERERENEANFRE M,
« X-Ray F AT EE — FX¥F. % SDK FRBEEEHENMN,

- AmazonAP| Gateway - 3k B R HTTP & RMHFRk,

( /1% ) SamplingRateBoost ( X R ) -2l 7 FE I3 K KEERITH,

. MaxRate (0 F 100 Z AR ) — SARREE (0.0—1.0) X-Ray AHEATE R % HE 8 10F)

« CooldownWindowMinutes ( KT 0 FVEX ) — Reefitx —XEBANNEEQD (5% ) , A
ISR
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FRARER

KA R B
Example- &8 B 88 MK LE R A9 BRIAFL

ERMERBIAA NN BB R, BN N A T S E AN HBAEEER,

ot

- BNER:0
W5 ( HEARMEAN JSON XHEEN 0.05)

Example- i S LABR B=%3 5 (R] B AY 3% EH A9 PR B F R
—MiEet AR AT B SRR,

« #MLZ# : DEBUG - history updates

- RER 1

- AER:1

- ER 100 ( EARFEAMN JSON XHEEEMN 1)
fR$E#5 : Scorekeep

o BRSGRA : *

o EH:*

« HTTP 753& : PUT

« URL #$%% : /history/*

« BJRARN : *

Example— ES &K FTRZE POSTs

« FMNEZF : POST minimum

. (L% : 100
- REF 10

« ER 10 (EFAREAN JSON XHEEERN .1)
- RSERR: *

o BRSSRE : +

o EHL:*

3z
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« HTTP J53% : POST

« URL BB : *

« BIRARN : *

Example/5 AR E Rz B FH
BE—FAN , EREHEMERS 50% PWEFERA , HEEER 10 24,

« MNZFR : MyAdaptiveRule
« LER : 100

c Bem:l

* FixedRate: 0.0510

- RSB *

« RSRE

o EH:*

« HTTP 757% : POST

« URL B&£% : *

* maxRate : 0.5

e cooldownWindowMinutes: 10

M ARSS BoiE 9 52 A SR A AL

Amazon Distro fo OpenTelemetry r (ADOT) 1 X-Ray SDK EE#/NNVE B T 8EFE A B ERFIATE
ERNXEAN, BEXFEZEL , FoRAXALNESENEETTPEXIERH RN EMER

+ Java : £ ADOT Java #{Ef X-Ray iTFE X+

- Go : £/ ADOT Go Bt & X#

Node.js : 7 ADOT A X-Ray 2 X JavaScript
Python : 7 ADOT Python i {# i X-Ray &2 X4
Ruby : E#&#HLN

NET : 8 X-Ray 2 FALH ADOT .NET

F APl W< |, iESHAmazon APl Gateway F 3B ¥R & Amazon X-Ray,
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EEXRMS

X-Ray %18 RHETE R T BXREMN RS AE SN REIN Y133 HA1E 2o

BBFIE R TEFLSSMAERTAN, SIFIERT 10 DRGSR

KRG SR

- EEHEANY : SHANCEOERS. KETTEE TSN RS %St LR E BN
LR ER.

. BEAN . BIERMERHK.

. DB | BT R AN EE R AR B R

. ERBRETRE | F£HH X-Ray HENEARENERE,

- ENBBERBEINEBEARIENERR. YRS ERGERSANTE | X-Ray ¥4

ABAEIEEH. B2, MREREIN 1, ZRSKBYVEA—ITRIER , EF X-Ray 7B — 1M
;o

BXRRBEUHBARRSKEANNFANESEL , WSHEY X-Ray AP| AR,
EESR

A LAEF X-Ray API BEEREMAN ., FA APl , B SURITRIGRRES RN ABMEFHAN , tBETI
e S ERSE A R AT U R AE. BXULBAMEMMN RS , BSFEA Amazon X-Ray API
BEXE, 2ANMNEZRE,

B F X-Ray SDK #9 Amazon & 1ThR OpenTelemetry , Amazon Web Services fR% &£/ X-Ray
API SRIRBURAEMN, IRERELERNIRERE B iR, RELIRBRECINNASMAUEMER | RITFAR
FERTEAN , HEEMERE X-Ray HARFWNEHERS 2 EEFANANCEMNNBSEFER. BX
REMAER AP BHTRBENEZFMER |, BFSHET X-Ray AP| HFZEHN,

% Amazon Distro OpenTelemetry 5 X-Ray SDK & Z#8t APIs , ©i1&# A CloudWatch KE 4
ARE, MBEEDLEMEH TCP %O 2000 , MALUFREEEN EEMK O LETRE, AXI1EH
E& , S CloudWatch REZEIER,

Bi & B & MR

ERFEEHHROKXRBRECSBRARRSTEE, BER , RESRERNAERE. X-Ray B
ERRFLULETUEERZITHENSETBERERRAZRRAE, E£HBENRE  BULREZK
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RER | RE X-Ray 2B EZRESTERNHTAR, X-Ray 2T EHRERREMENHR MR
MREHNEEERRBRT EBNHE  WFSHTRA. ENFEFTENNTARENRE.

2/ BB RRAF RIS
- ENEAHATRYE  TRATTREIATESHREHRARETERER, X-Ray 2 B3 FRRFRL
BRERRE  RARMREINEEREE,

« REARRATME : 184 7 BRBRRL, BMERMAE TERERME , X-Ray tBRgfIR X BE R
=

o MALEA : EENRERF (&Z 1 08 ) MEsnAetE TR LI ERE, BRFR SRR
FHIBIE 2R

£
- X5 SDKs #I¥ A&

- EREHBBENEESE
« Zih SDK FliE

X% ¥r SDKs M¥E A&

X #FM SDK — BER R H#EE Amazon K1ThR for OpenTelemetry (ADOT) SDKo
XEWIES

« Java ( BRA v2.11.5 REERAS )

* Python ( fRZ< v0.15.0 RESIRAS )

BH R AR AAER X IFN ADOT S A TEa#H TN , 5 Amazon A CloudWatch gent =
WEERE— 1T, OpenTelemetry

a0 , Amazon EC2, Amazon ECS 1 Amazon EKS BRE WM F A& , Amazon RARFESHER
ADOT SDK #1 Amazon A CloudWatch gent 2155

IERIRHY B BN R E

BENMREXEFRMNGE  IXRFERANZEEERIR, SIITNEMER , A ASER.
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RERT

BENRERAZETREAN , TSUENET X-Ray AHFWREELERSERA, ETLABHRER
TRE RFREEERRS LMER  REFREREZE TENBREPHAERS.

- ETHANWEA : BABLEREN X-Ray REANEREK, SRANEHAILUE LB CHERAEFH
BERMBEITH
« ETAEHNREF  REREEERRS LEERN  REFREEZE TENBRETNAERS.

« BEWRF : X-Ray k5 SDK RIBERESITER. & X-Ray RN B RIS LEEEREB RN , ©
LFEAXEZITEERITEEYNREARR (FTEIRENZAE ) .

REHRE

BARAETNEMNARFRSEHATUABIAEN SDK KHRERIHER .

« BIRS  MAMEXFFN SDK MFE LETHREARFREA. NRTIXEFRRES  WALHTR
Fto

- THRS : THBRESNRERE ; EMNTEMERERR, A TERFETZXEFN SDK A, &
MEWFEARESARRERA. HTHERS (400, STRIBW SDK ) TZXHEHM |, ZRSHF
FErafRiRA, HXLERFEEIRAELTERE ( Hlan W3C BRER LT XM Baggage ) Bt , ©1]
SRR LA TR EE LT, XHEATUBRXIFES T SDKs WIRSATUREAREANRER
Mo

R RN E

« BURIER : £ X-Ray RMEIFRERE , RERABZRATE 10 BWRED,

- BARSEER : £ X-Ray MMREAE , C2BFEEZ 1 58 , ARREINEERER,

« BB BRARER , X-Ray TR FEMEEMRUNN S —REF , EEHHANEER.

B0 , £ cooldown &N 10 DHEY , —BRALR , MAEET RN 10 DRI EMRFAVR
Tto

BRER : fF cooldown i8N 1 D8 , HFRAXRSAURERZ 1 08, A NRRERERE
£, WA At RI2F.
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® Note

NIRIRSS R ZIFH SDKs MF A, RERAMER T XM SDKs A, RARRFRAHIR
RERENAERMERS , BE AR EHRAERERER,

RATLE
HREMNEE T BERRFRADEER |, X-Ray 2 Az R I XFRERREATFHNMIRER.

- $E#REB 5 : SamplingRate
« 4 : RuleName ( ®ENEBRINEZF )

%8 A SamplingRateBoost WA/ LM EERRER | IFEERRNTMIGNEH. MM
RS TEHB -

« BERALA R T YR
- EREERANNAERRER
- FRAEGNARFRE ( flNMERIEERIEREMS ) XEEX

I&TLAE Amazon/X-Ray @ Z8[8] T #9 Amazon CloudWatch IEFr & F X Eighr, ZERER—
NFOM1 ZENZFIE , RAEMEHEE,

£/ X-Ray RAFH N E B RAFRFA

B N#F SamplingRateBoost FE , MU LIEZEEINEA X-Ray XEMN P EHBEENEHE. B
XEZER , BSREEXENAN, XRUET —REPXSZ , THEEANAERFRBINANARERF
HBENTEABENRE. BRBEENREHEG , X-Ray 2EHIURERER ( HlUE RIEEREERE
B ) R ExEmEsE A XERRBEEENRAEZN, SamplingRateBoost AJLANATF
BR Default E&MN 2 B ER B ECEEMRM,

SamplingRateBoost FEREN T RERZE XM LRMITH,

"SamplingRateBoost": {
"MaxRate": 0.25,
"CooldownWindowMinutes": 10,
"DisableDefaultAnomalyDetection": false
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}

MaxRate BX T X-Ray ERNFFETFHFNANZARER, EEEZ0.0F 1.0, f
o, "MaxRate": 0.25 AWRHERENRAZZEIM 25% B1ER, X-Ray REFEEDEEEE
MEAREBBEEE YRR,

CooldownWindowMinutes EX T REef A —IXKEREANNBEED (UAoHRNEN ). BAXRE
B, BT 1EOZHAATFBREH. BXRBERNER (28 ).

DisableDefaultAnomalyDetectioni®#l ADOT SDK REFEANENRIARESRM ( HTTP 5xx

HEEIE R ) SRALR KR, BRERARE , RiAERNfalse, RERN , BINER Ftrue , SDK
FMABRE HTTP 5xx MK RHEE, EXMBERT , AEEEITPHRENNFERES 2MERIR

Fto i SDK B EMREEZTLBFHRFRENANR (flan , NRESEVERNBRIERRE) |, H
FERETAE Sxx MR HIMREFH |, EEALED,

B & R SRAFFL R

{
"RuleName": "MyAdaptiveRule",
"Priority": 1,
"ReservoirSize": 1,
"FixedRate": 0.05,
"ServiceName": "*",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "*",
"URLPath": "*",
"SamplingRateBoost": {
"MaxRate": 0.25,
"CooldownWindowMinutes": 10
}
}

FEHRGIH | BEERHERN 5% ( FixedRate: 0.05) , EREHIE , X-Ray AJLUSREFRIFG LA
25% ( MaxRate: 0.25)., 8 10 28 ReEREHA— X,

REXRHEE
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MRBREHRRERMGERE , ADOT SDK A HTTP 5xx iR IBEN BRIAFE R4 R A KHER
o O LUBE fESamplingRateBoostFEtrue Li&EDisableDefaultAnomalyDetection}y
RERALERIAE,

#55F T BME S5 #0 ADOT SDK R ERFEE BEARMARERI. AXESEL  #5H A
SDK it &,

HRREEE

REBEBRUTBRBRALCERTIAENGEREE , BIEAN TRRERHTREBRME, tIhEEET
LTETHRABRGRIZEREFREF | MAREINRRARERRH

% ADOT SDK MBI FER , TIeXBERKWT , eHLVEAHZEE, BT SDKNAEERE
M EE  RtXERESMI,RIE , MIAeTEX S, end-to-end

—B ADOT SDKRMEIFEBE , R BMNE—RREPRERTESHNEE, EHIIETAH
WArEEEHEREY aws. trace.flag.sampled = 0 #{THrid, XFELREBERZERM DN
PRMNXSHBIERER (RERHR ) AITERE ( EEXH¥ ),

BAEWERA Transaction Search AEEMERH 7 BRER. A TRHEIERT Application Signals ##
FAPH RS TTEH, ServiceCBETREEERR , ERMAXERANARAEN —Hr. KEES
ERTEBME D BRIR, BRI LAEA aws.trace.flag.sampled BHRX 2 RERKE,

B

ServiceC i som s h cusom B [ atimesone v | (C]¥)  GET/c 4

ReelEE A SDK B E BERARAENREEEHIRK,
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R SDK Bt iE

BRI LB MR R SR A YAML BLE , W7 ADOT SDK HE & BiE R RAFIIRE, Al E R4 7 3
FRERN (HE) BBHAES,

EXNTREEERRRL4EN , ¥ TEAEXRERAFZANRMEN. UTEREERH

version: 1.0
anomalyConditions:
- errorCodeRegex: "A5\\d\\d$"
usage: both
- operations:
- "/api"
errorCodeRegex: "~429|5\\d\\d$"
highLatencyMs: 300
usage: sampling-boost
- highLatencyMs: 1000
usage: anomaly-span-capture

anomalyCapturelLimit:
anomalyTracesPerSecond: 1

FREXLWT :

« version : EEMHHRMRA
« anomalyConditions : EXRNRENFHEUARERAAX
« errorCodeRegex : EX WL HTTP RASBHEM AN REHN ENRIKN
- operations : &4 ERAMNIRERIKE IR
* highLatencyMs : IEXREE (UERNENL ) , BEIZRENEEFEANRE
« usage : ENFMHEAMNIIEE
* both: EATRHERANFEBERR (NRKREERZE , MANERKIAE)
-« sampling-boost : XA TRl &ZHEREA
« anomaly-span-capture : NATFREBEHIR
-« anomalyCapturelLimit : EX T EZEREBEEN RN R HBERH,

anomalyTracesPerSecond— B8¥HKINEEREEENRERENEAKE , U LEEER X (0
R anomalyCaptureLimit 7F7E , MERIAER 1),
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® Note

« AnomalyConditions BEXMBEA (HTTP 5xx ) WERIARESRH. MRELF AR
BERREBERIAZY , MXATGHBEHIEEMEE AnomalyConditions T H A,

« X FHEA anomalyConditions WA :
- B operations FEHN , RHEATAAERE (BRFSED )
« Y operations ZREHEEREBENEYIXRE , KRETEATEMRE , NEIZIE K

NFEBRIE
+ YRR &R errorCodeRegex M highLatencyMs BY , RHZEFERATHITME , M
M E %I B BN TR AE

- BEXR:
- anomalyConditions FHIE ZEHXRN OR,
- EREANMBEH , ZANFE ( HIW errorCodeRegex M highLatencyMs ) A AND 44

R o

fHln -

errorCodeRegex: "~429|5\\d\\d$"
highLatencyMs: 300

ZRMEERE  RSBITE 429 5 5xx F H ( AND ) ZER 2 300 E®.

HAuEER AT ADOT SDK

B LU R BIREDT B AWS_XRAY_ADAPTIVE_SAMPLING_CONFIG A& B E N AT ADOT
SDK, ZEXMIEMH YAML X ( REXEERE ) .

#5370 | Amazon EC2 1 Amazon ECS , B8R BIMETE -
AWS_XRAY_ADAPTIVE_SAMPLING_CONFIG="{version: 1.0, anomalyConditions: [{errorCodeRegex:

\"A500%$\", usage: \"sampling-boost\"}, {errorCodeRegex: \"~501%$\", usage: \"anomaly-
trace-capture\"}], anomalyCaptureLimit: {anomalyTracesPerSecond: 10}}"
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FRARER

¥tF Amazon EKS , B AES4AH (pod ) HISEFWIRETEE L HBRERN YAML :

apiVersion: vl
kind: Pod
metadata:
name: adot-sample
spec:
containers:
- name: adot-app
image: my-app:latest
env:
- name: AWS_XRAY_ADAPTIVE_SAMPLING_CONFIG
value: |
version: 1.0
anomalyConditions:
- errorCodeRegex: "~500%"
usage: sampling-boost
- errorCodeRegex: "~501%"
usage: anomaly-trace-capture
anomalyCapturelLimit:
anomalyTracesPerSecond: 10

2 aREER
IUEARMNESWRREEIBERS  REFLREANRREENAE,
AR

M T E - xray/home#t/welcome

« Al - xray/home#/getting-started
ERER#E - xray/home#/service-map

ERER - xray/homet#/traces

HRER
AT LAY B NRER R 4. R4 FIRR ST A AR B 52

IRERATIE 4 - xray/home#/traces/trace-id

BH G REEE
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FIRIREREUIE - xray/home#/traces/trace-id/raw
Example- JR 1R IR ERENIE

https://console.aws.amazon.com/xray/home#/traces/1-57f5498f-d91047849216d0f2ea3bb442/

Iraw

RIERGARER
SR D TR IERY IR ER DI R,
THEIERBREEME - xray/home#/traces?filter=filter-expression

Example- & RIAR

https://console.aws.amazon.com/xray/home#/traces?filter=service("api.amazon.com")
{ fault = true OR responsetime > 2.5 } AND annotation.foo = "bar"

Example- fFiE&HFRIER ( URL 4wE8 )

https://console.aws.amazon.com/xray/home#/traces?filter=service(%22api.amazon.com
%22)%20%7B%20Tault%20%3D%20true%200R%20responsetime%20%3E%202 .5%20%7D%20AND
%20annotation.f00%20%3D%20%22bar%22

BEXMEZHEREIZANEZER , BSRFERARESHERER,
B (B3 B

LA 1808601 #5345 E B [ K E S IT A BB ML RETH. BESEERA UTC , &K TE 6 /M,

it E - xray/home#/page?timeRange=range-in-minutes

Example- &ift 1 /Nt B9 R ER 1t
https://console.aws.amazon.com/xray/home#/service-map?timeRange=PT1H

Fr R FLE R AT - xray/home#/page?timeRange=start~end

Example- B [8]5E B A& 1 2 #

https://console.aws.amazon.com/xray/home#/traces?
timeRange=2023-7-01T16:00:00~2023-7-01T22:00:00

BH G REEE
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Example- B [8]3E B #55 2 2 4

https://console.aws.amazon.com/xray/home#/traces?
timeRange=2023-7-01T16:00~2023-7-01T22:00

X1

EE —1 Amazon Web Services XiF A e ZZX BN H., MBEBRAREEXE , NEH & HERE
TE 6] B SO 15 17 3 B9 X 35

X15 - xray/home?region=region#/page

Example- EEFEEP ( BERM ) (us-west-2 ) VIR ER I E

https://console.aws.amazon.com/xray/home?region=us-west-2#/service-map

LA MERSH—BREXEN , KEEREN , BWHEEE , BNREERER , X-Ray BEE
WHEE,

Example- ZEEZP ( BEBIRM ) (us-west-2 ) &L 1 /Bt IR B 3t B

https://console.aws.amazon.com/xray/home?region=us-west-2#/service-map?timeRange=PT1H

HE
Example- {§ F 4542 B (8] 7 i S A B9 SR O 2R BR

https://console.aws.amazon.com/xray/home#/traces?timeRange=PT15M&filter=duration%20%3E
%3D%205%20AND%20duration%20%3C%3D%208

i

o TUME - BRI

- BHESEHE - 3% 15 245

o FEESAE - duration >= 5 AND duration <= 8
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£ X-Ray AP

IR X-Ray SDK A X F LN RZEIES , I EEMFEA X-Ray APl 5% Amazon Command Line
Interface ( Amazon CLI ) 3R X-Ray APl 5. BRAUTERRERS APIRRESR :

£/ Amazon CLI , BE LR R(LH & HHIE R FHHE TR E LT *.
- EEMER X-Ray APl , UKIERSREN , HBRIEEMG X-Ray RHMNERRITEE L.

WMRE#EMEM X-Ray APl A A Amazon CLI , N AFUAEBHNBER AN ERETSHILLE , 7
BEIE AL B & 7 IR UE MR IR B T o
TEHERTHXER , IFEBEEES X-Ray AP IRER R :

4 N

Maximum
Choose how to flexibility and Use the X-Ray API

Your application -
PP use an API customization directly

Simple syntax

and pre-
formatted
commands

—— Instrument your
application

Configure your

(. J/

Use the Amazon Web
Services CLI

£/ X-Ray AP N EREEIREZ XX X-Ray. X-Ray AP| 3F X-Ray SDK F M FTEThEE , 245

DTRERERE

+ PutTraceSegments - $§ 4 B¢ X #4 £ £ E] X-Ray,

- BatchGetTraces - ®ZRIRER ID SIRPHRERIIR. REZNVESNRERE—HRBEMERN DR
=R

 GetTraceSummaries - K RIRERH ID FERE, BALIEE FilterExpression R RBEFRHEN
F5,

 GetTraceGraph - K R4&FERER ID RS E %,
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https://docs.amazonaws.cn/xray/latest/api/API_PutTraceSegments.html
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* GetServiceGraph - #2538 JSON #& (b3 , iR T A EE A RMFA T ERE RS

BE T LAE R AR BBH £/ Amazon Command Line Interface ( Amazon CLI ) , MREA RS X-

Ray #1TRX B, Amazon CLI X% X-Ray SDK R 12V Fr B IhEE , @IEHEM Amazon Web Services

RS IEE. UTERHBZAEIIEN AP BENRAE , HXEME .

* put-trace-segments - fF 7 B X #4 £ 12 E| X-Ray,

« batch-get-traces - RZRIRER ID FIFRHPHRERSIFTK. REFNENMNRERE—HXELEMERN D B
=

« get-trace-summaries - RIRERM ID FERR, BOLUEE FilterExpression RERBIRBEN
F&.

« get-trace-graph - R ZEHFERER ID HWRFE K.

* get-service-graph - ¥ 3 JSON #&X 1L # , HA R 708 E AERMBEA T FERNEKRS.

EFRER , BAANBECNIRBERS LR Amazon CLI, Amazon X3 Linux, macOS F Windows
BIERS. X X-Ray mRIRNESZEER , HSHEX X-Ray B Amazon CLI i 5 E1EE.

£}

+ J¥ Amazon X-Ray APl 5 Amazon CLI| B2 &£

- IETERFERBREUE X)X El Amazon X-Ray

+ M Amazon X-Ray ZREREIE

- £ Amazon X-Ray API| EiE ¥, DAMMBREE
« @33 X-Ray API I Z&EHN

« Amazon X-Ray 7 B #4

£ Amazon X-Ray APl 5 Amazon CLI B¢ & &£

Amazon CLI L&A LAE# G A X-Ray RS , AN EE X-Ray 2§ A1 R RS B MR RERHIEE
B APl, REINARERFSERTUOMEXLE APl AT Amazon CLI BYEIZA,

TR

RHFRERA Scorekeep RPINARFHEBET ATERRERBENRS LENEA, BHRANHEHR
MR NAERF.
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REFEMEA Amazon CLI CLI £ 7R X-Ray APl WEZA AL, Amazond A F Windows, Linux 1 OS-X
# CLI 3PE Amazon Web Services BRS5 RAEMT 2 API B985 BT 15 F,

® Note
AR R B FER Amazon CLI BLiE R Scorekeep RFIR FAREF I ZMMENRE — X,

Hp@EN S RGINARFOMA  ZEAER cURL KIETREER AP #l jq RENTBH. ZRIUM
jgstedolan.github.io T& AI#ITXH , M curl T https:/curl.haxx.se/download.html AIHL1T L
. KEB% Linux Ml OS X Z&3E cURL,

4 RRIR BREIE

Web RLARFERFRFETRE/LHKEERT API R E |, BNER —FRBEMFER, £ENR API
B, 8/ test-api.sh MIAETIREIG S RHEKE SHNREHEIE,

{FH test-api.sh &

1. $TFF Elastic Beanstalk %I & .

2. SMBEHNIRENEEREG A,

3. MIHE#REE FIFRE URL,

4. 3TFF bin/test-api.sh HERAEHIRHN URL Hik API H{E.

#!/bin/bash
API=scorekeep.9hbtbm23t2.us-west-2.elasticbeanstalk.com/api

5. IBITRIZALLERIT APl BIRE.

~/debugger-tutorial$ ./bin/test-api.sh
Creating users,
session,
game,
configuring game,
playing game,
ending game,
game complete.
"id" :"MTBP8BAS", "session":"HUF6IT64", "name":"tic-tac-toe-test", "users":
["QFF3HBGM", "KL6JRO8D"], "rules":"102","startTime" :1476314241,"endTime" : 1476314245, "states":
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https://docs.amazonaws.cn/cli/latest/userguide/installing.html
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["JQVLEOM2", "D67QLPIC", "VFOBMONC", "OEAA6GK9", "2A705073", "1U2LFTLJI", "HUKIDD70", "BAN1C8FI", "C
["BS8F8LQ", "4MTTSPKP", "4630ETES", "SVEBCL3N", "N7CQ1GHP", "O840NEPD", "EG4BPROQ", "V4BLIDJI3", "9F

£/ X-Ray API

Amazon CLI 1 X-Ray IRt FTE API BRERMGS , B GetServiceGraph
GetTraceSummaries, BXAEXFHNBREURXEREMEARBERENESEE , BSH
Amazon X-Ray AP| 3%,

Example bin/service-graph.sh

EPOCH=$(date +%s)
aws xray get-service-graph --start-time $(($EPOCH-600)) --end-time $EPOCH

ZHARZREE 10 2 HERSE,

~/eb-java-scorekeep$ ./bin/service-graph.sh | less
{
"StartTime": 1479068648.0,
"Services": [
{
"StartTime": 1479068648.0,
"Referenceld": O,
"State": "unknown",
"EndTime": 1479068651.0,
"Type": "client",
"Edges": [
{
"StartTime": 1479068648.0,
"ReferenceId": 1,
"SummaryStatistics": {
"ErrorStatistics": {
"ThrottleCount": O,
"TotalCount": 0O,
"OtherCount": 0
},
"FaultStatistics": {
"TotalCount": 0O,
"OtherCount": 0
},
"TotalCount": 2,
"OkCount": 2,
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"TotalResponseTime": 0.054000139236450195
I
"EndTime": 1479068651.0,
"Aliases": []

}
]
},
{
"StartTime": 1479068648.0,
"Names": [
"scorekeep.elasticbeanstalk.com"
1,
"ReferenceId": 1,
"State": "active",

"EndTime": 1479068651.0,
"Root": true,
"Name": "scorekeep.elasticbeanstalk.com",

Example bin/trace-urls.sh

EPOCH=$(date +%s)
aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time $(($EPOCH-60)) --
query 'TraceSummaries[*].Http.HttpURL'

ZHARRETE 1 5 2 582 BERRNEREN URL.

~/eb-java-scorekeep$ ./bin/trace-urls.sh
[
"http://scorekeep.elasticbeanstalk.com/api/game/6QOUE1DG/5FGLMOU3/
endtime/1479069438",
"http://scorekeep.elasticbeanstalk.com/api/session/KH4341QH",
"http://scorekeep.elasticbeanstalk.com/api/game/GLQBJI3K5/153AHDIA",
"http://scorekeep.elasticbeanstalk.com/api/game/VPDL672]/G2V41HM6/
endtime/1479069466"

]

Example bin/full-traces.sh

EPOCH=%$(date +%s)
TRACEIDS=$(aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time
$(($EPOCH-60)) --query 'TraceSummaries[*].Id' --output text)
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aws xray batch-get-traces --trace-ids $TRACEIDS --query 'Traces[*]'

ZHARRETE 13 2 D2 AIERNTERE.

~/eb-java-scorekeep$ ./bin/full-traces.sh | less

L

"Segments": [
{

"Id": "3f212bc237bafd5d",

"Document": "{\"id\":\"3f212bc237bafd5d\",\"name\" :\"DynamoDB\",
\"trace_id\":\"1-5828d9f2-a90669393f4343211bclcf75\",\"start_time\":1.479072242459E9,
\"end_time\":1.479072242477E9,\"parent_id\":\"72a08dcf87991cad9\",\"http\":
{\"response\":{\"content_length\":60,\"status\":200}},\"inferred\":true,\"aws\":
{\"consistent_read\":false,\"table_name\":\"scorekeep-session-xray\",\"operation\":
\"GetItem\",\"request_id\":\"QAKE@S8DDOLIM245KA0OPMA746BVV4KQNSO5AEMVIF66Q9ASUAAIG\",
\"resource_names\":[\"scorekeep-session-xray\"1},\"origin\":\"AWS: :DynamoDB: :Table\"}"

},

{
"Id": "309e355f1148347f",

"Document": "{\"id\":\"309e355f1148347f\",\"name\" :\"DynamoDB\",
\"trace_id\":\"1-5828d9f2-a90669393f4343211bclcf75\",\"start_time\":1.479072242477E9,
\"end_time\":1.479072242494E9,\"parent_id\":\"37f14ef837f00022\",\"http\":
{\"response\":{\"content_length\":606,\"status\":200}},\"inferred\":true,\"aws\":
{\"table_name\":\"scorekeep-game-xray\",\"operation\":\"UpdateItem\",\"request_id
\":\"388GEROC4PCA6D59ED3CTI5SEEIVV4KQNSO5AEMVIF66Q9ASUAAIG\ ", \"resource_names\":
[\"scorekeep-game-xray\"]1},\"origin\":\"AWS: :DynamoDB: :Table\"}"

}

1,
"Id": "1-5828d9f2-a90669393f4343211bclcf75",

"Duration": 0.05099987983703613

B
£ 1k Elastic Beanstalk ¥ LA2< ] Amazon EC2 %4, DynamoDB &FE &R
£ b Elastic Beanstalk ¥hE

1. ¥TFF Elastic Beanstalk $##1&,
2. SMIBILHNIMENEERES A,

iz

89


https://console.amazonaws.cn/elasticbeanstalk
https://docs.amazonaws.cn/elasticbeanstalk/latest/dg/environments-console.html

Amazon X-Ray FERARER
3. ®&EBRE

4. IERBFBLIEINIE,

5. EFKLE,

£ 30 2fa , IREREIEB 3 M X-Ray IR,
IE 72 9 BR BREU IR & 3% B Amazon X-Ray

B B0 B XXM R IR SR KX R X-Ray, 7 BRXHER JSON BANFRH , HPaaEXE
MNARFEBERBRSFAHETENES. ENERBFATLRE B FFMBTFENBECRETRT ,
MEATERS RN TENBBIERETFTEF,

PRIEFBEXRENNABRFABIENGEE, XEREDERE-IES LEFENNE, —NEHRAFHD
IDs, HERESZS MRS 2 EERES , RER ID TN FER#ITIEER. DB ID BREENRS N FRFMA
T,

Examplefk/N5E K 7 E&

"name" : "Scorekeep",

"id" : "70de5b6f19ff9a0a",

"start_time" : 1.478293361271E9,

"trace_id" : "1-581cf771-a006649127e371903a2de979",
"end_time" : 1.478293361449E9

HUWBERE , BAMREEESITHDBREN SNE , EFZERTK.

Example [ETE# 1T B

{

"name" : "Scorekeep",

"id" : "70de5b6f19ff9a0b",

"start_time" : 1.478293361271E9,

"trace_id" : "1-581cf771-a006649127e371903a2de979",
“in_progress”: true

}

BAILAER PutTraceSegments SiEE X-Ray #EFHEFBEEN D B AXIES X-Ray.
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RZBNMARFEM Amazon SDK R EMBRS N R AR, £F0RPIEERHEX THFERBNE
B X-Ray A FOBRREERLED RN TERS , HERSE L IHEAESRE,

FHERAILUBMABTEBS BRI ERL ML XL, N TFKENBZETHER , RIMEEFOoBRURSRIET
BRA , EFREEEHRAKD BRI KD (64KB),

Example ¥ 2 E&

F2EREH type B9 subsegment BARFRIRR 2 BRH parent_id,

{

"name" : "www2.example.com",
"id" : "70de5b6f19ff9a0c",
"start_time" : 1.478293361271E9,
"trace_id" : "1-581cf771-a006649127e371903a2de979"
“end_time” : 1.478293361449E9,
“type” : “subsegment”,
“parent_id” : “70de5b6f19ff9a0b”
}

BEXAEEEIBRMTFOBRYNZRMENESER |, 55 M Amazon X-Ray 5 X,

Sections

« IEFE4IRER IDs

« f£f PutTraceSegments

- FABRXKRIEE X-Ray HEFIER

IETE4E R ERER IDs
ENBERIET X-Ray , XA MERER —ME—BERER 1D,
X-Ray BRER ID #=

X-Ray trace_id HEFRP RN =HHBFHK. Bl 1-58406520-
a006649127e371903a2de979, XAIE :

® Fi&z'x% , ED 1.
- RIRERPETE , XA Unix LTatiE , B 8 NMHR#tHEE,

filgn , 2016 & 12 A 1 B 4 10:00 ( KFF4rAERTE ) L TatREN 1480615200 ¥ , HER T
NI H B F 58406520,

RERE 5
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- RERWY 96 (V2 FME—FRIRFF , A 24 N THAREFIKF,

® Note

X-Ray DUE #5682 R IR ER IDs OpenTelemetry AR EMEMAFE W3C BER LT
NAEHER, KIXE X-Ray B , W3C IRER ID 4K A X-Ray BRER ID #94&. fl

i, W3C BRER ID 4efaafsdl1e8720b39541901950019¢ee5 FERIER] X-Ray i , N &
1-4efaafsd-1e8720b39541901950019¢e5 HIHEXME ., X-Ray B IDs A3E L Unix &
TUEFE Jy B Y R A SRS B B, B R 2L IDs X-Ray X &% W3C BERR , XTRHSE
o

R AR BRI ZARAE K X-Ray BRER IDs AN, LT RAANRHA,

Python

import time
import os
import binascii

START_TIME = time.time()

HEX=hex(int (START_TIME))[2:]
TRACE_ID="1-{}-{3}".format(HEX, binascii.hexlify(os.urandom(12)).decode('utf-8'))

Bash

START_TIME=$(date +%s)

HEX_TIME=$(printf '%x\n' $START_TIME)

GUID=$(dd if=/dev/random bs=12 count=1 2>/dev/null | od -An -tx1 | tr -d ' \t\n')
TRACE_ID="1-$HEX_TIME-$GUID"

BXBERE IDs HHXEAIET X-Ray FHEFHMBIAK | i5SH Scorekeeep RFIR AR

* Python - xray_start.py

* Bash-xray_start.sh
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{# F PutTraceSegments

WA LAERA PutTraceSegments APl L&D B H, Z APl RE—1SH
TraceSegmentDocuments , ZS XA JSON 7 B X455k,

X AWS CLI, 5 aws xray put-trace-segments 7 BRXEBEZEKIES X-Ray,

$ DOC="{"trace_id": "1-5960082b-ab52431b496add878434aa25", "id": "6226467e3f845502",
"start_time": 1498082657.37518, "end_time": 1498082695.4042, "name':
"test.elasticbeanstalk.com"}'

$ aws xray put-trace-segments --trace-segment-documents "$DOC"

{

"UnprocessedTraceSegments": []
}
(® Note

Windows @ 4L ¥E 28 F1 Windows PowerShell X JSON FZ&FE K 5| 5 FMiENE BN ER,
BXEFMEER , BESR AFRERETHNANFERFEISS Amazon CLI .

W5 AL ERMA DR, flan, RRER ID AN BBRBALA , BLFH — MO TRV

LRo

{
"UnprocessedTraceSegments": [
{
"ErrorCode": "InvalidTraceId",
"Message": "Invalid segment. ErrorCode: InvalidTraceId",
"Id": "6226467e3f845502"
}
]
}

S LAEEMRE SN DB, PEAZE DR,

$ aws xray put-trace-segments --trace-segment-documents "$DOC1" "$DOC2"
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Amazon X-Ray FERARER
o B X EER X-Ray #REFHERF

A AT 0 B X ZIER X-Ray , M2 BRMF2EBREER X-Ray #ESFHER  #ETPER
FEEE] , AP #t £1£3 X-Ray APl, X-Ray SDK 0B XL EHETHFEFUBREREA
A Amazon .

(® Note
BESR EARMIZIT X-Ray #EFHEF REBRSITHESTIFEFOUH,

B UDP %A 2000 X% JSON #&X 2 , ERIE M E#HBFHERFFL {("format": "json",
"version": 1}\n

{"format": "json", "version": 1}\n{"trace_id": "1-5759e988-bd862e3felbes46a994272793",

"id": "defdfd9912dc5a56", "start_time": 1461096053.37518, "end_time": 1461096053.4042,
"name": "test.elasticbeanstalk.com"}

£ Linux £ , B LAM Bash Km0 RN RIEAH BTV ER, TRk 0BRXHRFER -
X | RiEER /dev/udp LAEBFEREIEER cat,

$ cat segment.txt > /dev/udp/127.0.0.1/2000

Example segment.txt

{"format": "json", "version": 1}

{"trace_id": "1-594aed87-ad72e26896b3f9d3a27054bb", "id": "6226467e3f845502",
"start_time": 1498082657.37518, "end_time": 1498082695.4042, '"name":
"test.elasticbeanstalk.com"}

REHAHETFEFAE , RIEECREEF T BKRIEE X-Ray,

2017-07-07T0Q1:57:24Z [Debug] processor: sending partial batch
2017-07-07T01:57:24Z [Debug] processor: segment batch size: 1. capacity: 50
2017-07-07T01:57:24Z [Info] Successfully sent batch of 1 segments (0.020 seconds)

M Amazon X-Ray IREVEIE

Amazon X-Ray &b B SR RIAA T WIREREIE , LIE JSON AN TERE, RIEFENRSE. T
£/ Amazon CLI EEZM API 18 R4 BBV TR,
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EAEB

- REESHE

- RARRBSHE

- RERRER

- REMACRERE D M

R RIRSHE

BRI AR GetServiceGraph API 3R&: 3R JSON BRFE. % APl EEFF et R A4 RatE |, Ba L
£/ date @M Linux Kimit Eix e,

$ date +%s
1499394617

date +%s EREH (B ) . EAZBFENGREE , FNFRE—EtE T BRI HEE,
Example B TR Z&/E 10 2 & KBRS B AV 2

EPOCH=$(date +%s)
aws xray get-service-graph --start-time $(($EPOCH-600)) --end-time $EPOCH

UTRBIERT —NMEE4ANMNTRNERSE , HPEFE -1 EFHTR, —EC2 6, —1
DynamoDB % #1—4 Amazon SNS &,

Example GetServiceGraph #i i

{
"Services": [
{
"Referenceld": O,
"Name": "xray-sample.elasticbeanstalk.com",
"Names": [
"xray-sample.elasticbeanstalk.com"
1,
"Type": "client",
"State": "unknown",

"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"Edges": [

{
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FRARER

"ReferenceId": 2,
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"SummaryStatistics": {
"OkCount": 3,
"ErrorStatistics": {
"ThrottleCount": 0,
"OtherCount": 1,
"TotalCount": 1
I
"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0
I
"TotalCount": 4,
"TotalResponseTime": 0.273

},
"ResponseTimeHistogram": [
{
"Value": 0.005,
"Count": 1
I
{
"Value": 0.015,
"Count": 1
I
{
"Value": 0.157,
"Count": 1
I
{
"Value": 0.096,
"Count": 1
}
1,

"Aliases": []

"ReferenceId": 1,

"Name": "awseb-e-dixzws4s9p-stack-StartupSignupsTable-4IMSMHAYX2BA",

"Names": [
"awseb-e-dixzws4s9p-stack-StartupSignupsTable-4IMSMHAYX2BA"

REVEAE
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1,
"Type": "AWS::DynamoDB: :Table",
"State": "unknown",

"StartTime": 1528317583.0,
"EndTime": 1528317589.0,

"Edges": [],
"SummaryStatistics": {
"OkCount": 2,

"ErrorStatistics": {
"ThrottleCount": 0O,
"OtherCount": 0,
"TotalCount": 0

},

"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

},

"TotalCount": 2,

"TotalResponseTime": 0.12

I
"DurationHistogram": [
{
"Value": 0.076,
"Count": 1
},
{
"Value": 0.044,
"Count": 1
}
1,
"ResponseTimeHistogram": [
{
"Value": 0.076,
"Count": 1
},
{
"Value": 0.044,
"Count": 1
}
]
},
{

"ReferenceId": 2,

"Name": "xray-sample.elasticbeanstalk.com",
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"Names": [
"xray-sample.elasticbeanstalk.com"
1,
"Root": true,
"Type": "AWS::EC2::Instance",
"State": "active",
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"Edges": [
{
"ReferenceId": 1,
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"SummaryStatistics": {
"OkCount": 2,
"ErrorStatistics": {
"ThrottleCount": 0,
"OtherCount": 0,
"TotalCount": 0
I
"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0
I
"TotalCount": 2,
"TotalResponseTime": 0.12

},
"ResponseTimeHistogram": [
{
"Value": 0.076,
"Count": 1
I
{
"Value": 0.044,
"Count": 1
}
1,
"Aliases": []
},
{

"ReferenceId": 3,
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"SummaryStatistics": {
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"OkCount": 2,
"ErrorStatistics": {

"ThrottleCount": 0,

"OtherCount": 0,
"TotalCount": 0
I
"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

I
"TotalCount": 2,
"TotalResponseTime":
},
"ResponseTimeHistogram":
{
"Value": 0.049,
"Count": 1
I
{
"Value": 0.076,
"Count": 1
}
1,
"Aliases": []

}

1,

"SummaryStatistics": {
"OkCount": 3,
"ErrorStatistics": {

"ThrottleCount": O,
"OtherCount": 1,
"TotalCount": 1

},

"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

},

"TotalCount": 4,

"TotalResponseTime": 0.273

I

"DurationHistogram": [

{
"Value": 0.005,

"Count": 1

0.125

L
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},
{
"Value": 0.015,
"Count": 1
},
{
"Value": 0.157,
"Count": 1
},
{
"Value": 0.096,
"Count": 1
}
1,
"ResponseTimeHistogram": [
{
"Value": 0.005,
"Count": 1
},
{
"Value": 0.015,
"Count": 1
},
{
"Value": 0.157,
"Count": 1
},
{
"Value": 0.096,
"Count": 1
}
]
},
{

"Referenceld": 3,
"Name": "SNS",
"Names": [

"SNS"
1,
"Type": "AWS::SNS",
"State": "unknown",
"StartTime": 1528317583.0,
"EndTime": 1528317589.0,
"Edges": [],
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"SummaryStatistics": {
"OkCount": 2,
"ErrorStatistics": {

"ThrottleCount": O,
"OtherCount": 0,
"TotalCount": 0

},

"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

},

"TotalCount": 2,

"TotalResponseTime": 0.125

.
"DurationHistogram": [
{
"Value": 0.049,
"Count": 1
},
{
"Value": 0.076,
"Count": 1
}
1,
"ResponseTimeHistogram": [
{
"Value": 0.049,
"Count": 1
},
{
"Value": 0.076,
"Count": 1
}
]
}
]
}
RARKZRRFHE

ERBHNATARRSAE , FE$E groupName 5 groupARN, LR RAIERHENT —NE
F“Example 1’V A 3 TIRS B A,
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Example i F1#£ 4 Example1 #98& #K R RSB # I A

aws xray get-service-graph --group-name "Examplel"

1 RIRER

BRI LAEA GetTraceSummaries APl SREURIRFEESIR, REHESQETATEERRETRWER
BRRER 818, BHRMMAEEUR ID,

@M aws xray get-trace-summaries BIAJLAERA M4 TimeRangeType #F& :

- tracelD — BRI\ GetTraceSummaries ¥ZRMEA TracelD KB HIREIEITER [start_time,
end_time) SBERNFFRHRER, LEtRIZESTE B TracelD PR BEFHNRIBITESHE , LA
FHE L,

« EfatE - ATEZEEERBRENSH , XAmazon-Ray RFFERASHARIEZERER, TiLEER
It s , EHEHEHLIRE [start_time, end_time) SBEERL TFERSHERER,

£/ aws xray get-trace-summaries W HIREURIRMEIR, UTwSEARIAN TracelD Bt
BRI X 1 8 2 AN REFRES X,

Example A T 3R BUER Ex # RO B A4S

EPOCH=$(date +%s)
aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time $(($EPOCH-60))

Example GetTraceSummaries #i i

"TraceSummaries": [
{

"HasError": false,

"Http": {
"HttpStatus": 200,
"ClientIp": "205.255.255.183",
"HttpURL": "http://scorekeep.elasticbeanstalk.com/api/session",
"UserAgent": "Mozilla/5.0 (Windows NT 6.1; Win64; x64)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",

"HttpMethod": "POST"

},

"Users": [1,

"HasFault": false,
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"Annotations": {3},

"ResponseTime": 0.084,

"Duration": 0.084,

"Id": "1-59602606-a43alac52fc7ee@eeal2a82c",
"HasThrottle": false

"HasError": false,

"Http": {
"HttpStatus": 200,
"ClientIp": "205.255.255.183",
"HttpURL": "http://scorekeep.elasticbeanstalk.com/api/user",
"UserAgent": "Mozilla/5.0 (Windows NT 6.1; Win64; x64)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",

"HttpMethod": "POST"

.
"Users": [
{
"UserName": "5M388M1E"
}
1,

"HasFault": false,
"Annotations": {
"UserID": [
{
"AnnotationValue": {
"StringValue": "5M388M1E"

}
}
1,
"Name": [
{
"AnnotationValue": {
"StringValue": "0la"
}
}
]

.

"ResponseTime": 3.232,

"Duration": 3.232,

"Id": "1-59602603-23fc5b688855d396af79b496",
"HasThrottle": false

1,
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"ApproximateTime": 1499473304.0,
"TracesProcessedCount": 2

FEAXBHEMEE ID @it BatchGetTraces APl KR EZTE R,

Example BatchGetTraces a5

$ aws xray batch-get-traces --trace-ids 1-596025b4-7170afe49f7aa708b1ldd4a6b

Example BatchGetTraces #i

"Traces": [
{
"Duration": 3.232,
"Segments": [
{

"Document": "{\"id\":\"1fb07842d944e714\",\"name\":
\"random-name\",\"start_time\":1.499473411677E9,\"end_time\":1.499473414572E9,
\"parent_id\":\"0c544c1blbbff948\",\"http\":{\"response\":{\"status\":200}},
\"aws\":{\"request_id\":\"ac086670-6373-11e7-al174-f31b3397f190\"},\"trace_id\":
\"1-59602603-23fc5b688855d396af79b496\",\"origin\":\"AWS: :Lambda\",\"resource_arn\":
\"arn:aws:lambda:us-west-2:123456789012:function:random-name\"}",

"Id": "1fb@7842d944e714"

.
{

"Document": "{\"id\":\"194fcc8747581230\",\"name\":\"Scorekeep
\",\"start_time\":1.499473411562E9,\"end_time\":1.499473414794E9,\"http\":{\"request
\":{\"url\":\"http://scorekeep.elasticbeanstalk.com/api/user\",\"method\" :\"POST\",
\"user_agent\":\"Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/59.0.3071.115 Safari/537.36\",\"client_ip\":\"205.251.233.183\"},
\"response\":{\"status\":200}},\"aws\":{\"elastic_beanstalk\":{\"version_label\":\"app-
abb9-170708_002045\",\"deployment_id\":406,\"environment_name\":\"scorekeep-dev\"},
\"ec2\":{\"availability_ zone\":\"us-west-2c\",\"instance_id\":\"i-0cd9e448944061b4a
\"},\"xray\":{\"sdk_version\":\"1.1.2\",\"sdk\":\"X-Ray for Java\"}},\"service
\":{3},\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",\"user\":\"5M388M1E
\",\"origin\":\"AWS: :ElasticBeanstalk: :Environment\",\"subsegments\":[{\"id\":
\"@c544c1lblbbff948\",\"name\":\"Lambda\",\"start_time\":1.499473411629E9,\"end_time
\":1.499473414572E9,\"http\":{\"response\": {\"status\":200,\"content_length\":14}},
\"aws\":{\"log_type\":\"None\",\"status_code\":200,\"function_name\":\"random-name
\",\"invocation_type\":\"RequestResponse\",\"operation\":\"Invoke\",\"request_id
\":\"ac086670-6373-11e7-al74-f31b3397f190\",\"resource_names\":[\"random-name\"]},
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\'"namespace\":\"aws\"}, {\"id\":\"071684f2e555e571\",\"name\" :\"## UserModel.saveUser
\",\"start_time\":1.499473414581E9,\"end_time\":1.499473414769E9,\"metadata\": {\"debug
\":{\"test\":\"Metadata string from UserModel.saveUser\"}},\"subsegments\":[{\"id\":
\"4cd3f10b76c624b4\",\"name\" :\"DynamoDB\", \"start_time\":1.49947341469E9,\"end_time
\":1.499473414769E9,\"http\":{\"response\": {\"status\":200,\"content_length\":57}},
\"aws\":{\"table_name\":\"scorekeep-user\",\"operation\":\"UpdateItem\",\"request_id
\":\"MFQ8CGJ3JTDDVVVASUAAIGQ6NI82F738B0OB4KQNSO5AEMVIF66Q9\", \"resource_names\":
[\"scorekeep-user\"1},\"namespace\":\"aws\"}1}1}",

"Id": "194fcc8747581230"

.
{

"Document": "{\"id\":\"00f91aa@1f4984fd\",\"name\":
\"random-name\",\"start_time\":1.49947341283E9,\"end_time\":1.49947341457E9,
\"parent_id\":\"1fb07842d944e714\",\"aws\": {\"function_arn\":\"arn:aws:lambda:us-
west-2:123456789012: function:random-name\",\"resource_names\":[\"random-name\"],
\"account_id\":\"123456789012\"},\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",
\"origin\":\"AWS: :Lambda: :Function\",\"subsegments\":[{\"id\":\"e6d2fe619f827804\",
\"name\":\"annotations\",\"start_time\":1.499473413012E9,\"end_time\":1.499473413069E9,
\"annotations\":{\"UserID\":\"5M388M1E\",\"Name\":\"01la\"}}, {\"id\":\"b29b548af4d54a0f
\",\"name\" :\"SNS\",\"start_time\":1.499473413112E9,\"end_time\":1.499473414071E9,
\"http\":{\"response\":{\"status\":2003}},\"aws\": {\"operation\":\"Publish\",
\"region\":\"us-west-2\",\"request_id\":\"a2137970-f6fc-5029-83e8-28aadeb99198\",
\"retries\":0,\"topic_arn\":\"arn:aws:sns:us-west-2:123456789012:awseb-e-
ruag3jyweb-stack-NotificationTopic-6B829NT9V509\"}, \"namespace\":\"aws\"}, {\"id\":
\"2279c0030c955e52\",\"name\":\"Initialization\",\"start_time\":1.499473412064E9,
\"end_time\":1.499473412819E9,\"aws\": {\"function_arn\":\"arn:aws:lambda:us-
west-2:123456789012: function:random-name\"}}1}",

"Id": "@0f91aa@1f4984fd"

},
{

"Document": "{\"id\":\"17ba309b32c7fbaf\",\"name\":
\"DynamoDB\",\"start_time\":1.49947341469E9,\"end_time\":1.499473414769E9,
\"parent_id\":\"4cd3f10b76c624bs\" ,\"inferred\":true,\"http\":{\"response
\":{\"status\":200,\"content_length\":57}},\"aws\":{\"table_name
\":\"scorekeep-user\",\"operation\":\"UpdateItem\",\"request_id\":
\"MFQ8CGJ3JTDDVVVASUAAJGQ6NI82F738B0OB4KQNSO5AEMVIF66Q9\", \"resource_names\":
[\"scorekeep-user\"]1},\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",\"origin\":
\"AWS: :DynamoDB: : Table\"}",

"Id": "17ba309b32c7fbaf"

.
{

"Document": "{\"id\":\"lee3c4a523f89ca5\",\"name\":\"SNS
\",\"start_time\":1.499473413112E9,\"end_time\":1.499473414071E9,\"parent_id\":
\"b29b548af4d54a0f\",\"inferred\":true,\"http\":{\"response\": {\"status\":200}},\"aws
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\":{\"operation\":\"Publish\",\"region\":\"us-west-2\",\"request_id\":\"a2137970-

f6fc-5029-83e8-28aadeb99198\",\"retries\":0,\"topic_arn\":\"arn:aws:sns:us-

west-2:123456789012:awseb-e-ruag3jyweb-stack-NotificationTopic-6B829NT9V509\"},

\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",\"origin\":\"AWS: :SNS\"}",
"Id": "lee3c4a523f89ca5"

}

1,
"Id": "1-59602603-23fc5b688855d396af79b496"

}
1,

"UnprocessedTracelds": []

TERENSNDBREBE XY, ZXERERIINEGHEERER ID NAE DR ERE, X8
NHEATERTENMARFRIEE X-Ray WEHHIE, 112 X-Ray BRFERN, 2FLEHNX
o X-Ray miIFEHNARFRIEN DR , FMERTRFE D B SUERANHE | Nt ZTEN
BRER SR

X-Ray BE RN B BT EES BNBRSHW TR ERACIEHN 2R, Al , HEEIRNEHNEF iR
DynamoDB B} , X-Ray SDK 2 NHUAREFRIERAFHAEEN FH . B2 , DynamoDB F&Ki*
MNP, X-Ray 2FEAFIBRHPNERCIRHEM DR , URTRERBE A DynamoDB &R , H
FFER B R ER SRS A,

EMAPI RRESNRIR , BEZERER ID BHIXR , BAILUER Amazon CLI E#M get-trace-
summaries #iH PIREUXL ID, FiZFREEME| batch-get-traces K% A AIIREVAS E B 8] B
Y ST IR BR o

Example i F3RER— 2 60 A (8] ER N 2 22 BR R 9 i A

EPOCH=%$(date +%s)

TRACEIDS=$(aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time
$(($EPOCH-60)) --query 'TraceSummaries[*].Id' --output text)

aws xray batch-get-traces --trace-ids $TRACEIDS --query 'Traces[*]'

RRMACBRARREE 24

EE R GetTraceSummaries AP| £ RIREFHES , WUAXRA JSON BREAHN 7 BREHE , LYER
FRARRMNAHERER, BHSETENRG T BACSRIES,

Example Rl GetTraceSummaries % Hi - 18 57 8 8] 15 25 R (R 55 4

{
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"Services": [
{

"Name": "GetWeatherData",

"Names": ["GetWeatherData"],

"AccountId": 123456789012,

"Type": null,

"Inferred": false,

"EntityPath": [

{

"Name": "GetWeatherData",
"Coverage": 1.0,
'Remote": false

"Name": "get_temperature",
"Coverage": 0.8,
"Remote": false

"Name": "GetTemperature",
"Names": ["GetTemperature"],
"AccountId": 123456789012,
"Type": null,
"Inferred": false,
"EntityPath": [
{
"Name": "GetTemperature",
"Coverage": 0.7,
"Remote": false

B Y iE B Bt | b JSON AT LA PLEE B AR S R B SKAK B B 3t S #F o JSON AR R RV AR
—MREFREBLIUER , EN/FIBERER, BERNFERRXNBEME , AERXRATERIERER
BREHRENER,
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ExampleE ##& =X 11§ 11 57 8 8] 4R 245 R

{
"Services": [
{
"Name": "GetWeatherData",
"EntityPath": [
{
"Name": "GetWeatherData"
b,
{
"Name": '"get_temperature"
}
]
3,
{
"Name": "GetTemperature",
"EntityPath": [
{
"Name": "GetTemperature"
}
]
}
]
}
FEEEdREA rootcause.json = #[{3}] it JSON AEREREIXN—8B0. BXREARIERIA

R TEANESHAEE , BeRBEREX —F,
Example JSON §# % 5k 44 7R 45

rootcause.json = #[{ "Services": [ { "Name": '"GetWeatherData", "EntityPath": [{ "Name':
"GetWeatherData" }, { "Name'": '"get_temperature" } ] }, { "Name": "GetTemperature",
"EntityPath": [ { "Name": "GetTemperature" } ] } ] }]

£/ Amazon X-Ray AP Bt & X#., ZAMMFRE
Amazon X-Ray APIs A TECERFEMN, HAMNAM N ERE,

Sections
o INFRE
o EHEMN
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FRARER

Mg

PutEncryptionConfigfA FEA F INZE M Amazon Key Management Service (Amazon KMS) %
R,

(® Note
X-Ray FX#F3FXI#5 KMS &4

$ aws xray put-encryption-config --type KMS --key-id alias/aws/xray
{

"EncryptionConfig": {

"KeyId": "arn:aws:kms:us-east-2:123456789012:key/c234g4e8-39e9-4gb0-84e2-
b@ea215cbba5",

"Status": "UPDATING",
IlTypell : IIKMSII

T4 D, BULERR (WRGIPFAR ) . Z48 ID 5 Amazon BEIRE# (ARN).

£ GetEncryptionConfig SRERHBIELE. X-Ray MARER , MRANFM UPDATING &R
ACTIVE,

$ aws xray get-encryption-config
{
"EncryptionConfig": {

"KeyId": "arn:aws:kms:us-east-2:123456789012:key/c234g4e8-39e9-4gb0-84e2-
b@ea215cbba5",

"Status": "ACTIVE",
IlTypell : IIKMSII

BFIEEM KMS B ERARINNE |, BRFINEXEIREN NONE.

$ aws xray put-encryption-config --type NONE
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{

"EncryptionConfig": {
"Status": "UPDATING",

"Type": "NONE"
3
}
KA

&R LAER X-Ray API EEEIKF R REAN ., BXFNMEZRENESEE , S HIRIE X-Ray
KN A,

KA GetSamplingRules 3REUFRAE REEMN,

$ aws xray get-sampling-rules

{
"SamplingRuleRecords": [
{

"SamplingRule": {
"RuleName": "Default",
"RuleARN": "arn:aws:xray:us-east-2:123456789012:sampling-rule/Default",
"ResourceARN": "*",
"Priority": 10000,
"FixedRate": 0.05,
"ReservoirSize": 1,
"ServiceName": "*",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {}

},

"CreatedAt": 0.0,

"ModifiedAt": 1529959993.0

}
]
}

RINANNATRESEAEMANBFRCENER. XREERSEAAN , TERER. B2, &7
LAMEH UpdateSamplingRule ESUREMARR KN,
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Example UpdateSamplingRule B9 API #i A 10000-default.json

{

"SamplingRuleUpdate": {
"RuleName": "Default",
"FixedRate": 0.01,
"ReservoirSize": 0

}

}

LT ROIERBI — N XHEARA  RRAANES N RERRZNED 2 —. RERTIEN, MRIEE
ANIIPRE |, MIFRERBAE | FREENEE, EMNREANFBERIABIRL | E£A UntagResource

$ aws xray update-sampling-rule --cli-input-json file://1000-default.json --tags
[{"Key": "key_name","Value": "value"},{"Key": "key_name",'"Value": "value"}]

{
"SamplingRuleRecords": [

{

"SamplingRule": {
"RuleName": "Default",
"RuleARN": "arn:aws:xray:us-east-2:123456789012:sampling-rule/Default",
"ResourceARN": "*'",
"Priority": 10000,
"FixedRate": 0.01,
"ReservoirSize": 0O,
"ServiceName": "*",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {}

},

"CreatedAt": 0.0,

"ModifiedAt": 1529959993.0

b

R CreateSamplingRule BIEEZXEFHN, SIBMNE , XASBEANZRHBELSEZR, AT
TOFRIZERANAN, E—FHNA Scorekeeep RHIBMARFRE TEAME, ©EH API Z2EH
FMIETHEESREERIANMBER,
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FRARER

Example UpdateSamplingRule #J API #i A 9000-base-scorekeep.json

"SamplingRule": {

"RuleName": "base-scorekeep",

"ResourceARN": "*'",
"Priority": 9000,
"FixedRate": 0.1,
"ReservoirSize": 5,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: Il*ll’

"HTTPMethod": "*",
"URLPath": "*",
"Version": 1

BN AT Scorekeeep , BEENMRARES , LEEME, AN NRWERIRE T FEEMN

RER, FUREFHSR/LV#HALEN GETER , ATREBRIRSREREE.,

Example UpdateSamplingRule KY API #i A 5000-polling-scorekeep.json

"SamplingRule": {

RER AN, MBEFRNFE , WHRERRLE  REENIEE,

"RuleName": "polling-scorekeep",

"ResourceARN": "*'",
"Priority": 5000,

"FixedRate": 0.003,
"ReservoirSize": 0,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: II*II’

"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1

$ aws xray create-sampling-rule --cli-input-json file://5000-polling-scorekeep.json --

tags [{"Key": "key_name","Value": "value"},{"Key": "key name","Value": "value"}]

BE
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{

"SamplingRuleRecord": {
"SamplingRule": {
"RuleName": "polling-scorekeep",
"RuleARN": "arn:aws:xray:us-east-1:123456789012:sampling-rule/polling-
scorekeep",
"ResourceARN": "*'",
"Priority": 5000,
"FixedRate": 0.003,
"ReservoirSize": 0O,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: II*II’

"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1,
"Attributes": {}

.

"CreatedAt": 1530574399.0,

"ModifiedAt": 1530574399.0

}
$ aws xray create-sampling-rule --cli-input-json file://9000-base-scorekeep.json
{
"SamplingRuleRecord": {
"SamplingRule": {

"RuleName": "base-scorekeep",

"RuleARN": "arn:aws:xray:us-east-1:123456789012:sampling-rule/base-
scorekeep",

"ResourceARN": '"*'",

"Priority": 9000,

"FixedRate": 0.1,

"ReservoirSize": 5,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: Il*ll’

"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {3}

},

"CreatedAt": 1530574410.0,

"ModifiedAt": 1530574410.0
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}

EMIBREAEHN |, iEFEA DeleteSamplingRule,

$ aws xray delete-sampling-rule --rule-name polling-scorekeep
{
"SamplingRuleRecord": {
"SamplingRule": {

"RuleName": "polling-scorekeep",

"RuleARN": "arn:aws:xray:us-east-1:123456789012:sampling-rule/polling-
scorekeep",

"ResourceARN": "*'",

"Priority": 5000,

"FixedRate": 0.003,

"ReservoirSize": 0,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: II*II’

"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1,
"Attributes": {}

iy
"CreatedAt": 1530574399.0,

"ModifiedAt": 1530574399.0

B LAEA X-Ray API EBERIKFPHE, ARAHABEFREREIXNENWRENES. EAUFERE
40 R4 AR H A IR SS B 3R 1R Amazon CloudWatch 845, 25 M Amazon X-Ray JREVEUIE , AT
fREXEN X-Ray APl FABRSBENERNESHAGEE. BXEANESER , TR BEL. X
RIMAEERENESZEER |, BHSRIC X-Ray REFN L,

£ CreateGroup BIE—N4H, HRZRTIEN, MBIERBFMIFEL |, MIRZRINE | REERIE
1&g,

$ aws xray create-group --group-name "TestGroup" --filter-expression
"service(\"example.com\") {fault}" --tags [{"Key": "key_name","Value": "value"},
{"Key": "key_name","Value": "value"}]

{
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"GroupName": "TestGroup",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup/UniquelD",
"FilterExpression": "service(\"example.com\") {fault OR error}"

REVFFE 2 E GetGroups WIIEH,

$ aws xray get-groups

{
"Groups": [
{
"GroupName": "TestGroup",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup/UniquelD",
"FilterExpression": "service(\"example.com\") {fault OR error}"
1,
{
"GroupName": "TestGroup2",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup2/
UniquelID",
"FilterExpression": "responsetime > 2"
}
1,
"NextToken": "tokenstring"
}

E#HEE UpdateGroup B4E, HRERTEMN, MBIEFBRFINIFE |, MRS ENE | FRZERIE
1B, ENFHAPBRIUERE , EMFEMAHUntagResource,

$ aws xray update-group --group-name "TestGroup" --group-arn "arn:aws:Xray:us-
east-2:123456789012:gxroup/TestGroup/UniqueID" --filter-expression
"service(\"example.com\") {fault OR erroxr}" --tags [{"Key": "Stage","Value": "Prod"},
{"Key": "Department","Value": "QA"}]

{
"GroupName": "TestGroup",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup/UniquelD",
"FilterExpression": "service(\"example.com\") {fault OR error}"

}

iBr‘2E DeleteGroup KA,

$ aws xray delete-group --group-name "TestGroup" --group-arn "arn:aws:Xxray:us-
east-2:123456789012:gxroup/TestGroup/UniquelID"
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{
}

B X-Ray API fiE F EREHL N

X-Ray FF X TE A Amazon X-Ray API SREUEEHMN, IRERHEERHIRMEHA. SR AERIX
L API SREfFith T MERERNM THESXHRA X-Ray F X TESTFXFNESHITERE,

B AR A GetSamplingRules JKEXVFA REEHM,

$ aws xray get-sampling-rules

{
"SamplingRuleRecords": [
{
"SamplingRule": {
"RuleName": "Default",
"RuleARN": "arn:aws:xray:us-east-1::sampling-rule/Default",
"ResourceARN": "*'",
"Priority": 10000,
"FixedRate": 0.01,
"ReservoirSize": 0,
"ServiceName": "*",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "*",
"URLPath": "=*",
"Version": 1,
"Attributes": {}
.
"CreatedAt": 0.0,
"ModifiedAt": 1530558121.0
},
{
"SamplingRule": {
"RuleName": "base-scorekeep",
"RuleARN": "arn:aws:xray:us-east-1::sampling-rule/base-scorekeep",
"ResourceARN": "*'",

"Priority": 9000,
"FixedRate": 0.1,
"ReservoirSize": 2,
"ServiceName": "Scorekeep",
"ServiceType": "*",
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"Host": "*",
"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {}

.

"CreatedAt": 1530573954.0,

"ModifiedAt": 1530920505.0

"SamplingRule": {
"RuleName": "polling-scorekeep",
"RuleARN": "arn:aws:xray:us-east-1::sampling-rule/polling-scorekeep",
"ResourceARN": '"*'",
"Priority": 5000,
"FixedRate": 0.003,
"ReservoirSize": 0,
"ServiceName": "Scorekeep",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1,
"Attributes": {}
},
"CreatedAt": 1530918163.0,
"ModifiedAt": 1530918163.0

RN A B BN, anSRE R GIEREAN | FSH REAN,

BIEEAFRBRLERAFTERN SN E | EHABEERRMARNPREERFRE, 185K
REFFERHF PHEH TRERE WA ARRFER HIERFRERF LA

ANBBXPBHEENABRERR A , BVECRNBREREREE, ARENNATHAERS , Eit
TEEEFEA. B2, IR RIIEE , EUUSHMNERREH -1 RE , BEE X-Ray 7 EE#, £
WEITG28 , BBV IERE—NMER , AEFEEERRNATHMER, BEERRZNT 0 1.00
Z BN (100%)o
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FRARER

UTRBIERTH GetSamplingTargets WAAMUREXETE 10 WAMMBHRFERENFHAE

/%\ o

$ aws xray get-sampling-targets --sampling-statistics-documents '[

{

"RuleName": "base-scorekeep",
"ClientID": "ABCDEF1234567890ABCDEF10",
"Timestamp": "2018-07-07T00:20:06",
"RequestCount": 110,

"SampledCount": 20,

"BorrowCount": 10

"RuleName": "polling-scorekeep",
"ClientID": "ABCDEF1234567890ABCDEF10",
"Timestamp": "2018-07-07T00:20:06",
"RequestCount": 10500,

"SampledCount": 31,

"BorrowCount": 0

"SamplingTargetDocuments": [

]I

{
"RuleName": "base-scorekeep",
"FixedRate": 0.1,
"ReservoirQuota": 2,
"ReservoirQuotaTTL": 1530923107.0,
"Interval": 10

"RuleName": "polling-scorekeep",
"FixedRate": 0.003,
"ReservoirQuota": 0,
"ReservoirQuotaTTL": 1530923107.0,
"Interval": 10

"LastRuleModification": 1530920505.0,
"UnprocessedStatistics": []

3z
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¥ B X-Ray WENIEEXANER (M TIRMNBHFER ) . BURAF , ZRSFE 10 BEANER
BT 10 RIRER , F3EAM 100 MERMAT 10% WEEER , £RHAF 20 M REFER. BHFHAB
MR (REFNERT ) , REEZTEFVEFN L. X-Ray B A geEELLRM IR HE B
ERMER , REXBERBEXHF M,

® Note
B X-Ray WA AIREF BB E RN AATHNESR. #ENEHREH , ERNESREH.

MR P EHMANFERARERTIAABEBE, FHX £—IX LastRuleModification HAKRE
GetSamplingRules, MREH , MIREFERA NI FEIZR, UnprocessedStatistics ATLABHE
ERANSHBR, WAFHRITXEKIBINRERVEIR.

Amazon X-Ray 73 & 3 #4

B BENARFRERSHERN JSON RRFR. BESBFIFEXERERNES, 5%
RARFEHRTHTENEEURTHE , THBELEXNAREA Amazon FiR. HTTP AP
M SOL BiEE & K TBANES.,

DEXEFERDBNEREIES X-Ray, DEXEKHZA N 64KB , B EZE—INF FOBNTES
B, BTEREEHRTHINIER P —NEIMEENF o, BULUER PutTraceSegments API
o B E B &% X-Ray,

X-Ray FHRBMUGEB DB XHAERTERNNRERENTEZRE |, £ % 56 H
GetTraceSummaries f BatchGetTraces APl 5[] =&, BRT B KIZE X-Ray WO EBRFMFDERZ
A, BREREATF D BRPNERERMEM D BRIFFERNMETERER, HHDBRRTRERBE PN TF
BR S5 F# IR o

X-Ray 25 B SUHHARY JSON 244, A LA bbb TR i%ZR# : xray-segmentdocument-schema-
v1.0.00 ATFEPD P EF MR TIZEEF I HBFERMIT R,

X-Ray N BRF BN FEEHRSIUATRERER, flin , MREFIER LW user FRIZRENMHE
—FRiRF , M ATE X-Ray 84| & P =FEH GetTraceSummaries API BREEBERAFRBENI R, B
XEZEER , BZH FAKERERER,

FEGEF X-Ray SDK #U B AT FFaY |, itk SDK N EAER 57 R, 1t SDK B4t UDP ¥ AR
Bt mE X-Ray HESFHESF , MTAREREFDERMERIEE X-Ray, AXRESZER , B &
2 BRI RIAE X-Ray HEFHFERF

PR 119


https://docs.amazonaws.cn/xray/latest/api/API_GetSamplingRules.html
https://docs.amazonaws.cn/xray/latest/api/API_PutTraceSegments.html
https://docs.amazonaws.cn/xray/latest/api/API_GetTraceSummaries.html
https://docs.amazonaws.cn/xray/latest/api/API_BatchGetTraces.html
samples/xray-segmentdocument-schema-v1.0.0.zip
samples/xray-segmentdocument-schema-v1.0.0.zip

Amazon X-Ray FRAGIER
BN

- TBRFER

- FHE

« HTTP #R¥KHE

+ ZBE

- Amazon FR¥IE

- HRANRE

- SQL Eif

TERFE

PRIERAERNABRFRERSHNERNREEE. 7BRELQIEFERNENR, ID, FTHEE, RER
ID A& RETHE,

Examplefx /N K 7 &

{
"name" : "example.com",
"id" : "70de5b6f19ff9a0a",
"start_time" : 1.478293361271E9,
"trace_id" : "1-581cf771-a006649127e371903a2de979",
"end_time" : 1.478293361449E9
}

PTEREEIAFHHEFBREUATFR.

(® Note
BRIFSITHA , ENELARFHS (&S 250 MFH ) »

HIET RFE

« name - LB THERNBSHZEEN (&S 200 NERF ) . fliln , EHNARFNEHRREE. B
MALLEE Unicode &, BF, ZEMUTHS : . .. . /. % & #. =, +, \, -. @
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- id- 2 BRM 64 UARRAK , ER—NMREFH DR ZAIME— | £/ 16 L+ 5%,
* trace_id- EERBENEFIRBERNAED BN T2 R M —FRRF.

X-Ray BRER ID #&3

X-Ray trace_id ILUEFH P BH = EAMFAR. HIMN 1-58406520-
a006649127e371903a2de979, XI4E

« BRAES B 1,
o RIBERMETE , KA Unix LetiE |, 7 8 NHABFIKF

a0 , 2016 £ 12 A 1 B E4 10:00 ( K F4r ARt A ) WL TAIEN 1480615200 # , HER
TR# B F 58406520,

- RERE 96 (v FME—PRIARF , A 24 DT AREFIBEF

(@ Note
X-Ray HE X HFBS OpenTelemetry FEMEMAFS W3C RER LT XHSTHIHELE A
EMIRER ID, KIXF X-Ray Bt , W3C BRER ID %K A X-Ray BRER ID #9#&X. fl
i, W3C BRER ID 4efaafsdle8720b39541901950019ee5 E XX E X-Ray Bt |, MNE
1-4efaaf4d-1e8720b39541901950019ee5 N MERE. &R X-Ray BRER ID @&
Unix £8 JoRt R 9 S Y R 28 SRAT A B |, 1B7E LA X-Ray X &% W3C BRER ID it , XF=2

© BE D ek

RER ID EREWAIRKH . FRARENENEEERRE D, BRYEETEITERRN
BRER ID HERXL ID @8 NARFRIEER.

- start_time - R ENCERENKTE , XAZSWHRWE TatEl, Hla , 1480615200.010
= 1.480615200010E9, FRAMEKREN N, BWERMMEN (WMRTH ).

« end_time - RRDEBMXAR AT, Sl , 1480615200.090 =% 1.480615200090E9, I8
i end_time = in_progress,

« in_progress - fi/RfEtrue , REN , MAREE end_time AiBFHBRELRBFHERTH. &
EHNAEFERIIZEERNERERSHERNEZERITHINOR , ATREERER, 2% 71
N2, BEERDBRUBERITHRIR. RABNMEREE—NTEDER , UR—DHIBNETH
PR

BB =


https://www.w3.org/TR/trace-context/

Amazon X-Ray FERARER

® RSB

P EBRE name MiZE4£R1ZD BRSNS ARBERMMEEE, B2 , HREHHITHNR
N, FAHE PutTraceSegments RN ARF I X EMEHRN DR,

UTFZER2RDBRNTIEFR,
kD BRFE

« service- —NEENAEFHNEXEENTR,
e version - —MRRRERBHRERSHNAERRARNFERFS,
e user - —MMFRREEEROAFNERFSR,

« origin - ETEMMNAREFR Amazon BIRRE,

X EFNE

« AWS::EC2::Instance - —/ Amazon EC2 32,
« AWS::ECS::Container — —4> Amazon ECS &2§.

« AWS::ElasticBeanstalk: :Environment - —4" Elastic Beanstalk ¥}3&,

MRESHNARFEAZME , BEAKEENE. flmn, —NZR 2] Docker Elastic Beanstalk ¥
BIE—> Amazon ECS RS LETERNNARR , ZB|RII kK X7 Amazon ECS 3£l EiE1T,
EXMERT , BRCFIRIRHA AWS: :ElasticBeanstalk: :Environment , K ARE R B A FH b
BRI R R

- parent_id - BEEFERRERNIHNARFINIEEN 72 ID. X-Ray SDK FRXEKFHER ID &
MEITH HTTP MAMBREGL. NTHREFIE , N FIBRAUBE— N2 BH— N FIBRIER
HRE,

« http-http W& , BERH HTTP BHERWHEXER.
* aws - aws WREIBFEXNABRFRIERREHRSH Amazon BIRHEER.

« error, throttle., fault M cause - BIZFER , ERHIBRH BB EEXSEHEENREEDN
1%’%‘0

« annotations : annotations MR , @EEHFE X-Ray W EEFHI RS UHTERNEB-BEX,
- metadata : metadata WK , DEEFMHED B PEMM MEIE,
 subsegments - subsegment R,
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TR

BT LABI2E T 9 BRRICFRE A Amazon SDK X Amazon Web Services IREM B R LW EH, X
RERERHAEZB HTTP Web API HSiR A SQL BiEEEH, BHA SR T2 BRRAXNARFPHNRG
RENERIDER. BT FOBRUNEEEMFLE , Bt , EREXABHBFAANTHIENBE XL
FRBRANGEHMEENFoBRM TREARNF28&.

FOERMNBRAENRSNAE  ERTHAM. X-Ray £ F5BRKRBERRED R TERS , #
ERSE EAHAERE.

FRORUMRARZTES RN ELRRE, N TRENEZETHER , ERMREFIRARSRET
AR, RERRELHRAD BRI KD,

Example™ B R AR T 2 BV 77 R

M FHEREE type 9 subsegment BARIRIRR 2 ERHY parent_id,

{
"trace_id" : "1-5759e988-bd862e3felbe46a994272793",
"id" : "defdfd9912dc5a56",
"start_time" : 1461096053.37518,
"end_time" : 1461096053. 4042,
"name" : "www.example.com",
"http" : {
"request" : {
"url" : "https://www.example.com/health",
"method" . "GET",
"user_agent" : "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/601.7.7",
"client_ip" : "11.0.3.111"
},
"response" : {
"status" . 200,
"content_length" : 86
}
I
"subsegments" : [
{
"id" : "53995c3f42cd8ad8",
"name" : "api.example.com",
"start_time" : 1461096053.37769,
"end_time" : 1461096053.40379,
"namespace" : "remote",
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"http" : {
"request" : {
"url" : "https://api.example.com/health",
"method" : "POST",
"traced" : true
.
"response" : {
"status" . 200,
"content_length" : 861
}
}
}

X TREEZETHER , BURRERITHOERRKEH X-Ray EREIER , REEZTKRBERZH
BRREFDRRBEXLEER,

Example [ETE# 1T B

{
"name" : "example.com",
"id" : "70de5b6f19ff9a0b",
"start_time" : 1.478293361271E9,
"trace_id" : "1-581cf771-a006649127e371903a2de979",
"in_progress": true

}

Exampleit 3 F 7 B

M FOEBREER type B subsegment , — trace_id M —MRIRR 5 BH parent_id,

"name" : "api.example.com",

"id" : "53995c3f42cd8ad8",

"start_time" : 1.478293361271E9,

"end_time" : 1.478293361449E9,

"type" : "subsegment",

"trace_id" : "1-581cf771-a006649127e371903a2de979"
"parent_id" : "defdfd9912dc5a56",

"namespace" : "remote",

"http" : {

PR 124



Amazon X-Ray FERARER

"request" : {
"url" : "https://api.example.com/health",
"method" : "POST",
"traced" : true
},
"response" : {
"status" . 200,

"content_length" : 861

EERZTHRES , EEM end_time EMRIEDERKXATR. TROBRFBRHITH DR

B LRME T RS TERNETRIEREIMEET DR, flin, EFBAFRBERNIEZ

Bl , Web API T8 BlIR[E] OK 200 MR, &ALATEREMER G NGBS B KEE X-Ray , R
NEEERNIEREFPER. EBR—® | BETUUEETFIRABRRIERFORETFHR , ARET
FRAARREA— I EBIFIBRBEERFIR.

FOERBEEIRFHFMFEUTFR,

(® Note
BRIFESITUHA , BNERFZNS (KRS 250 NFEHF ) o

PIEF T ERFER

« id- FOEBRM 64 VARRE , ER—MNREREFWN DR ZBIME— |, F/H 16 L+ <#EHI%G

- name - FOBMNBEEH. XTTHAA K SRERANARIBRZENFIE. RTEEXNFS
B, B ERNNRBENFoE (Flm, BHER) .

- start_time - RREBIBF O BRUNENERT , RAZAPHENL THE , FRIER. 4
0, 1480615200.010 = 1.480615200010E9,

- end_time - RRF 20 BRIXARBINEF, a0, 1480615200.090 =K 1.480615200090E9,

g end_time = in_progress,

« in_progress - REN true WHRE , MAREE end_time NiEFFHBRELBHNEBRTENK.
NABNTHEEBEREE—ANTEFIE , UBR—INRBNHRITHRFDE,

« trace_id - T BRNR D ERANRER ID, IELIME X T 0 RITRHEN,
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X-Ray IRER ID #3

X-Ray trace_id HHMEFHFI BN =HBFHK. HI20 1-58406520-
a006649127e371903a2de979, XBIE :

« A5, Bl 1,

- FRAERKETE , XA Unix L7THE , 7 8 MAR#EHHKE,

filgn , 2016 & 12 A 1 B 4 10:00 ( K F4r/HERTE ) BIL TatE) 1480615200 ¥ , HER

TARHMF 58406520,
- IRERAY 906 (U2 BHE—FRIARF , A 24 M ARFIRF,

(® Note

X-Ray MEXZFET OpenTelemetry AERMEMAFS W3C BRER LT XHSTHEZR A
EMERIR ID. KIXF X-Ray Bt , W3C RER ID 1K A X-Ray BRER ID =K. £l

#n , W3C IRER ID 4efaaf4d1e8720b39541901950019ee5 KA R X-Ray B , N5
1-4efaafsd-1e8720b39541901950019ee5 WIHENMERE. | X-Ray BRER ID &L
Unix 2 JoB R 9 2 Y R IR B SRS E B |, 1B LA X-Ray #X &K% W3C BRER ID B , X2

« parent_id- FOBRMNRXTBRND R ID. NERMRETFIERNELEN. N THREFIE, -1

FOBRUAUE—NM7RI— DN FORENERE,
* type - subsegment, {RIEHINEIEF D ERITZLFEN,

UTFBRFTBNAETR,

Ak F 20 BT

* namespace - X F AWS SDK A , 7 aws ; ¥ FHEHMTHEA , I remote,
« http-http R , BB/ XLE HTTP HAMER.

« aws - aws &R , BB HEXNAEFFA T Amazon #IRHES.
 error, throttle, fault M cause - HIRFR , ERHIABRABITEEXSBHERNREN

E5,
- annotations - annotations XK , @& FE X-Ray W HEHIRS|I B TE RN R-BEX,
- metadata-metadata WK , BSEFMHED B EVEIFM INLIE

o BT AY
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 subsegments - subsegment X RKA.,
« precursor_ids - ¥4 ID WA , irRER F O BRZAITERNEEHB R RN F 29 Ko

HTTP #&R&4E

£/ HTTP BERIEFRAXNARFRERSH HTTP &R (B0 BRHP ) HNAEFE Tk HTTP
APl ZRHEY HTTP iR ( EFOBRH ) WIFARFER. ENKRPNRSHFREMRETE HTTP BRH
e BB E R

http
FIEFREBRITEFR,

« request - BXBFERMEER.
 method - HR 5. fil0 GET,
o url - MiERMIIH, ENEBMBERFNTEFR URL,
- user_agent - REBEREEFFHNAFREZRFSE,

e client_ip - iBEREM IP tthtit, BITM IP ZIEZH Source Address = ( W FHEMWIER ) X-
Forwarded-For ¥Rk K,

« x_forwarded_for- (XZE& ) HR{E , IEREM X-Forwarded-For #rkiRE
client_ip , #EBEEARARE , AAECAERHNERN,

« traced- (XRFPE& ) mRE, ERFTHRAASNNES —NMNREREVERES. MREFERIZEN
true , M X-Ray &FREM AN EHM , EE T HERFS LE—NMNDE , LD BH parent_id 52
S UEBIERE F 5 BBV id PR,

- response - BXIMRIHER.
« status - }RMBK HTTP IRSHES,
« content_length-EBRMMIENKE (UAFETREN ) BWEE,

R THF Web API #HATHWE AR , ERETEEX HTTP BRMINMNESN F 5 &, X-Ray A
F o ERNIZIE API & B HERT 2 R o
Example Amazon EC2 LiZ{THIR AR FRMERSZH HTTP AN 2 &

{
"id": "6b55dcc497934f1a",
"start_time": 1484789387.126,

BB =
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"end_time": 1484789387.535,
"trace_id": "1-5880168b-fd5158284b67678a3bb5a78c",

"name": "www.example.com",
"origin": "AWS::EC2::Instance",
"aws": {
"ec2": {
"availability_zone": "us-west-2c",
"instance_id": "i-@b5a4678fc325bg98"
},
"xray": {
"sdk_version": "2.11.0 for Java"
.
},
"http": {

"request": {
"method": "POST",
"client_ip": "78.255.233.48",
"url": "http://www.example.com/api/user",

"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64; rv:45.0)

Firefox/45.0",
"x_forwarded_for": true
.
"response": {
"status": 200

Example N HTTP BRAK F 5 &

"id": "@04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,

"name": "names.example.com",
"namespace": "remote",
"http": {

"request": {

"method": "GET",

"url": "https://names.example.com/"
},
"response": {

"content_length": -1,

"status": 200

Gecko/20100101

o BT AY
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}

Example T HTTP 3 F Y HEMT 0 B

"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@@4f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
},
"response": {
"content_length": -1,
"status": 200
}
1,

"inferred": true

R

PEMFOERAEE— annotations FR , KW REBE—NPRZNFE , X-Ray FHXLEFERIER
FRSIUEATHIERER. FRUUNETEFHE, BFIHRE ( TNRIHKE ) . X-Ray &ZH

BNRERR 50 FKERRHIRE,

Example@&F B HTTP AR 9 &

"id": "6b55dcc497932f1la",

"start_time": 1484789187.126,

"end_time": 1484789187.535,

"trace_id": "1-5880168b-fd515828bs@7678a3bb5a78c",

"name": "www.example.com",
"origin": "AWS::EC2::Instance",
"aWS" : {

o BT AY
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"ec2": {
"availability_zone": "us-west-2c",
"instance_id": "i-0b5a4678fc325bg98"
.
"xray": {
"sdk_version": "2.11.0 for Java"
},
.

"annotations": {
"customer_category" : 124,
"zip_code" : 98101,
"country" : "United States",
"internal" : false
}I
"http": {
"request": {
"method": "POST",
"client_ip": "78.255.233.48",
"url": "http://www.example.com/api/user",
"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64; rv:45.0) Gecko/20100101
Firefox/45.0",
"x_forwarded_for": true
},
"response": {
"status": 200
}
}

RUTNFRBFS AT HILER, LTFEATYL. TATEARMFSHZEE,
TUE IR

DBEMFOERAITE— metadata MR , ENRIE—NHZNFR , FEFREFEAXRENE
(BENRNBAE ) o X-Ray TN nBFEEHZS , HEEATUAREAKD , siRREDBXHET2
BHERAKD (64KB), BAILLEEFMH BatchGetTraces AP IREINEE S RPN THE. FHR
B Ll debug FFkMIFERE ( AT RIS AWS. ) LU Amazon 121 SDK MEFiREA,

ExampleZE THIENBENL F0 B

{
"id": "@e58d2918e9038e8",

"start_time": 1484789387.502,
"end_time": 1484789387.534,
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"name": "## UserModel.saveUser",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUsexr"
}
}I
"subsegments": [
{
"id": "0f910026178b71eb",
"start_time": 1484789387.502,
"end_time": 1484789387.534,
"name": "DynamoDB",
"namespace": "aws",
"http": {
"response": {
"content_length": 58,
"status": 200
}
},
"aws": {
"table_name": "scorekeep-user",
"operation": "UpdateItem",
"request_id": "3AIENM5J4ELQ3SPODHKBIRVIC3VV4KQNSO5AEMVIF66Q9ASUAAIG",
"resource_names": [
"scorekeep-user"

Amazon &REIE

FNFDER , aws WRBEEXANABRFETTHERNER, SANFRANAT—IMNRE, fll0, =
1TF Elastic Beanstalk E#% & 2% Docker ?NERH N HAREFZEHE X Amazon EC2 =4, Z3=4l E
IZ1THY Amazon EC2 R85 Elastic Beanstalk REAXRFHE L.,

aws (7 E)
MEFRERTIEFER,

« account_id - RGN AR B AKIEREM Amazon Web Services IKF |, M2 Kz 178 A
EFHKFH ID,

BB =
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 cloudwatch_logs— i8> CloudWatch HEA X REA.
« log_group - CloudWatch H&4H Ao
« arn - CloudWatch H&4 ARN,
 ec2 - B> Amazon EC2 RfIHIE L.,
 instance_id - EC2 EHIAISEHI ID,
 instance_size - EC2 EfilfyKH,
« ami_id— Amazon RZB& ID,
- availability_zone - EHIEEHFPEZTHITAHKX,
* ecs - A Amazon ECS £fIHE L,
« container— EHNABNENAE,
« container_id— &M AR TEASS ID,
« container_arn - B&F3%RHIH ARN,
- eks - HX Amazon EKS £#HE .
« pod— EKS B3RANENE,
« cluster_name - EKS &£& &%,
+ container_id— BB TERS ID,

« elastic_beanstalk— &3k Elastic Beanstalk SiMEME R, B A LATEHKH Elastic Beanstalk &
E#&A /var/elasticbeanstalk/xray/environment.conf B X#HHEZEE,

« environment_name - SFE & 5,

* version_label - ZHaIERE F 15 R 12 AL AR S5 HY SEHIRY B A2 FF AR AN Y B 5o

« deployment_id - BF , ERHI RN EREMHBRSHEGIN LREIEEN ID,
 xray - BXFEERA &N 3B R R AN TR

« auto_instrumentation-ARE , EREEFERAT RN ( Hlm , Java RE ),

« sdk_version - IEFEFE A SDK HAE R,

- sdk - SDK 28,

Example® B ## Amazon R

aws":{
"elastic_beanstalk":{
"version_label":"app-5a56-170119_190650-stage-170119_190650",

3 11 2
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"environment_name":"scorekeep"

.

"ec2":{
"availability_zone":"us-west-2c",
"instance_id":"i-075ad396f12bc325a",
"ami_id":

},

"cloudwatch_logs": [

{

"log_group":"my-cw-log-group",

arn":"arn:aws:logs:us-west-2:012345678912:1og-group:my-cw-log-group"
}
1,
"xray":{
"auto_instrumentation":false,
"sdk":"X-Ray for Java",
"sdk_version":"2.8.0"

NFFOER , iCZREXRMARFHRE Amazon Web Services IREMEBRIEE . X-Ray FALER
REIZBHMDER , XEDTRERTIBRSHEPH T HRS.

aws (F2E)
IEFEREETEFR,

« operation - X Amazon Web Services RS S &R A A K AP IREN B .

« account_id- MBENARFHEEMAKFFNER , SN REAEFEMak, |, WidKBENARE
FiFEIE Amazon BRHIIKFH 1D,

« region- IRFABAAENXEFETRARFMENXE , WidFkeH, HlW0 us-west-2,
« request_id - EREVMHE—FRIRAF

« queue_url - F Amazon SQS A% EHVIRYE , IBAFIAY URL,

 table_name - 3F DynamoDB & EHIR/E , A RHB .

ExampleX} DynamoDB # 1T A A RED B B F 2 &

{
"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
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"end_time": 1.4803059742E9,

"name": "DynamoDB",
"namespace": "aws",
Hhttpn: {

"response": {
"content_length": 60,
"status": 200

}

},

"aws": {
"table_name": "scorekeep-user",
"operation": "UpdateItem",

"request_id": "UBQNSO5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
}
}

HixMFEE
HEER , BAERAXRZERREERNRENFARGE . SNABRFFEREESASR , E0K
PIERER ; S TFERERREIRN , EF0RPIERER.

HiRKH

FUT —NEZNFRIZEN true AIIEREAEHEIR. MREBENESHER  WSANREER. Hlwn,
RE TFEAR 429 Too Many Requests fRixAJaE2 SR AREAFIRE 500 Internal Server
Error , EWIERT , FIE=FEENEA.

- error - iRfE , BRHIAFFHER (WARSREBR AXX BFRHEIR ) o

- throttle - i/R{E , EREREZR ( WALRARE N 429 HRE % ) .

- fault - ARE , ERHIRSHFEIR (WARSABA 5XX RFB[EHEIR ) -

BRESRIFIEPIE cause WRKREBETRERER.
cause
FREAURZ 16 MERFHIFE ID HHEA T FERAXNR

- working_directory - RERENN IR FHNTEREZ,
« paths - RERENAIEANESERNERERHRA,
« exceptions - FEXNRHEA,

PR 134



Amazon X-Ray FERARER

BEBX—NHZ exception N RHPMERNIFMER

exception

FIEFBRBRAEFR.

- id - BEM 64 UARAK , ER—MREFH D ER2AME— | £A 16 L+ HE.
- message - #EHE,

- type - RERHE,

« remote - HRE , BETRH T HFRFEONERSHNREE,

* truncated - B# , #8RM stack 2R HER ML,

« skipped - ¥ , ETEURESHIRE (LRESENRE ) 2HRINREHR.
« cause- WRENRXE (SBULRENRE ) WRE ID,

« stack - stackFrame I REVEA,

WMERAA , Mi2FxE X stackFrame X RP W EHAHEZRNER,
stackFrame
FEFR#BRUIEFR,

« path - XHHIEX R,
e line - XHHIV1T,
« label - B FEB Mo

SQL &1

BRI N RARERFE SQL BEFE R HNEAIE T2 K.
sql

FIAEFRERAEFR,

 connection_string - X}F SQL Server E&EH AT A URL EEF TR HMBBIEREERE , icX
EEFRE (TE2EEH ).

« url - TR URL EEFARNBIEEERE , LR URL (FE2EEHED )

« sanitized_query - HEEETH , HEMAFRUNESHIRIH SUFELR,
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- database_type - BIEESI BB

- database_version - BIEESIBHRAES,

« driver_version - MARFERANBIERESI BRI EFNEMMRES,

- user - BIEEAF A,

- preparation- M1IR&EWEAT PreparedCall , A call ; MEEHFEAT
PreparedStatement , ¥ statement,

ExampleEE SQL EWH F 75 E&

"id": "3fd8634e78ca9560",
"start_time": 1484872218.696,
"end_time": 1484872218.697,

"name": "ebdbaawijb5u25wdoy.cpamxznpdoq8.us-west-2.rds.amazonaws.com",
"namespace": "remote",
Ilsqlll : {

"url": "jdbc:postgresql://aawijb5u25wdoy.cpamxznpdoq8.us-
west-2.rds.amazonaws.com:5432/ebdb",

"preparation": "statement",

"database_type": "PostgreSQL",

"database_version": "9.5.4",

"driver_version": "PostgreSQL 9.4.1211.jre7",

"user" : "dbuser",

"sanitized_query" : "SELECT * FROM customers WHERE customer_id=?;"
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Amazon X-Ray #=

Amazon X-Ray MRS LA B8 XX BEWEIE. RF , X-Ray FEBFHFBERN DB HANRER. X-
Ray &t BIREFEAERRSE , RSERHEEHNARFNATILRTER,

B
- B
- F
- R
- WERHRER
.

- BN BIE

- Hix, HENRE

&

|

XN
m

dr
23

ErRAT

BTN ARFERN T HEARLEATHIENRBEN B, 2 RRIMRNEH, AXAR
FAEBURAXFER TG FAEL. I, 4 HTTP BRISEHRARE , EALUIRT
SIS -

© EHL-ENE. BIESR P L

R -FE, BB, BE, ARRE

- W -RE, A

- FRRTAE - FRRLERANE, 758

C REMEIR - HIR. WEARE  SEADHROREER,
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Segment details: Scorekeep & X
Overview Resources Annotations Metadata Exceptions sqQL

Overview Time Errors and faults Requests & Response
Subsegment ID Start Time Error Request url
1-12345678- 2023-06-23 20:34:58.099 (UTC) false http:/ /scorekeep.us-west-
5120cbe96265dfa965cbalac- 2.elb.amazonaws.com/api/game/
556f7a611a12900FF End Time Fault

2023-06-23 20:34:58.110 (UTC) false Request method
Name GET
Scorekeep Duration

11ms Response code
Ol‘lgiﬂ 200

AWS:ECS:Container

X-Ray SDK MIER MM RIFrk, MARFHNRBIURCER LiZ1TH Amazon BRI AEX TR
WEER, BB UNARFEERNEREFEWENTIE , IRNE ANFER, THEERM
Amazon SDK & F i,

GO EAMIER
MRAFHERFIEMPEFERERBEANARER , X-Ray 212EUER X-Forwarded-
For #rkHEF iR IP MIE IP BIEEBHHIR IP. ATHANERIZRNEF I IP 7 LA £4
&, AT REE,

B LAEA X-Ray SDK RiERHMES , iEBH IR, AX7BMNTFoBEPIERNEHRAESH
W18 , 12 W Amazon X-Ray BB, FERMEMANRATLR 64KB.

FRB

DEULLEXTEZRIENBEAD N F9BR. FoRIBEHEXENWRARRNHERRBERMmH
T TRARANERAENITRESNIESE. FoBRITUEEX Amazon Web Services BREHEA., B
HTTP API = SQL BiEEMNHEXTNFAEE . FEZTTUENEEFPBRURN B EREINARE
FHiRBIT,.
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Segments Timeline info &

0.0ms 20ms 40ms 60ms 80ms 100ms 120ms
L I ]

@ Group by nodes Segment status Response code Duration

¥ Scorekeep AWS::ECS:Container

Scorekeep @ oK 200 118ms PUT http://scorekeep.us-west-2.elb, com/apifgame/rules/TicTacToe
DynamoDB @ oK 200 3ms Getitem: scorekeep-game
DynamoDB @ oK 200 34ms Getltem: scorekeep-session
DynamoDB @ok 200 40ms Getltem: scorekeep-game
DynamoDB @ oK 200 25ms Updateltem: scorekeep-state
DynamoDB @ oK 200 4ms Getltem:

DynamoDB @ oK 200 5ms Updateltem: scorekeep-game!

FHFARKREBECTH D BRIIRS ( 40 Amazon DynamoDB ) , X-Ray £/ F 2 RE R IR A L4 R i
Wio B M TRETR. XEEAUERME TIHEBI , IEEIT X IFRERDSE 2 /N S A I th 2 40
118

FOBRRINENARFNAES THARANE K, IRESRNTHRES , NERENDBRLE
B Bl P w70 BRAE RV IERT 0 R, BRSE LN T REAKRBRS D BRNES (WRTH) , Mk
M RZBARNBL ST REM LRSS B T2 K.

fltn |, HEEARME Amazon SDK & FimiE A DynamoDB B , X-Ray SDK £/ Z AR F 5
E&. DynamoDB FR#E 7 , UL IRERFHAHR 2 ER. BRSELH DynamoDB T R U REHW RS E
DynamoDB Z BT K& M EXKE F2BIEER.
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FRARER

v Edge details

ECS Container

Source: Scorekeep Destination: scorekeep-game

Response time distribution filter

——— T
/ ‘\_./”"
\.H’_"—f/ Ok 100%

O Scorekeep 0.7 tfmin

To filter traces by response time, select the correspending area of the chart.

Al

107

7

.:\ g’ :I
AN

O scorekeep-state

DynamoDB Table

O scorekeep-game

DynamoDB Table

o

5.0ms

10ms

15ms.

20mis

HEEARNNNARFEARS —MNNRERSE , TERSSREECHIR , MNEBCHNAEIRR
LHERSEFORPIEENERRAR. ERFEG , IR MRSHTRBESKAXLERSH 2RI
NMERERS , MENZANLETREERE LFRSHTERNER.
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O MylLambdaFunction
Lambda Function

;’/ ] H\\f”;f O https://s.../DemoQueue
S —p-|: '\ :| SQS Queue

O MyLambdaFunction2
Lambda Function

v Edge details

Source: MyLambdaFunction Destination: https://sqs.us-west-2.amazonaws.com/MySQSQueue

Response time distribution filter

To filter traces by response time, select the corresponding area of the chart.

107

&%
4%

0o
E0mz BOma

XAANAAEREEEA , BATERS BRI IERZNARFTBNEREEFROE , W EERS
IERAIRIER |, 2REFWNRS < BE R B RATIE R A AT E .

e

X-Ray RGN NARF RENBREREKBSE. 1@ X-Ray KIEHIER Amazon B JR1EE &R
BRN—IRS . BEEEDETHEURS TERNES. LEFEFRERIEHNARR , XRHE
M NAREFEZEICAERN T RS MEAR.
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® RSB

P EBRE name MiZE4£R1ZD BRSNS ARBERMMEEE, B2 , HREHHITHNR
N, FAHE PutTraceSegments RN ARF I X EMEHRN DR,

RSER— JSON Xt , HR IS AR ENNARFNRS MR FNES. X-Ray 2H &£
RS ERER AR HRSE A

."r _ \'\
(2)
./
scorekeep-move
DynamoDB Table

—

7N\ / N
2o O
\H_ 7 \\ /

‘ — O SNS
Client O Scorekeep SNS

ECS Container

v N\
/ \..".
l: g’ I|
\
"\\ J

. ____'__/
O scorekeep-session
DynamoDB Table

NFHHXNARRF , X-Ray HAEEEHERER ID WiERNEBESHTREAEH —IMRFE, BER®
PHE - PMRF BN —DNREIRK |, ZBREARKTE B iR & H P A R BRSS 2 A& &

flgn , Scorekeep E1T—MNAMAMARS ( Amazon Lambda B¥k ) 8 Web API , B A Node.js
FERE R BENL B FRo X-Ray SDK for Java £ KR ER ID HFHHEIEEF Lambda WA H ., Lambda
KX IR ERBIE N ERER ID 51244, X-Ray SDK for Node.js B EARER ID KX EIE, &

£ , API, Lambda B Lambda BB T RIEIRRIBE L £ ME RN BTUS EEITEENT Ko

RS EBERNRE RN 30 Ko

BR&HE 142
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IR ER

BRER ID TREFERBIZHMARFNER, BRESKRELEMERERNTES B, ZEREE

AN HTTP GET =% POST kR , B2 AHIES , P ENNARFRE , £RX EM Amazon ﬁﬁ%
HHEB Web API I T, HTTP B REZREMNE NS IFRSFEFRFRM—NRER ID #5
L, HETREBZRLRERIER, 4B MEAEREE,

-

» Legend and options n-n
vl [

/ / —
- /"’ "\ DynamoDB Table
/A\' ( {b‘\ |’/ﬂ ‘3

Client i api <t products S
ElasticBea...Environment ElasticBea...Environment / \

No node selected

Select a node to see its details

Trace Summary

Method Response Code Duration Age

GET 200 17ms a few seconds (2022-01-20 16:35:56)

Segments Timeline info

Segment Response Duration 00 50 40 60 50 10 1 14 ® 8
status code ms ms ms -0ms ms ms ms ms ms ms
¥ api AWS:ElasticBeanstalk::Environment
api @ ok 200 17ms . Ja
auth ® oK - Oms |
forward @ ok - 17ms 1
products.eba-cvkws4f... ) OK 200 17ms U

EZ# Amazon X-Ray B , T# X-Ray REEMITHR AN, REHERS 30 X,

R

ﬁﬁ@ﬁ*i&ﬂ&ﬂ?ﬁ#%J"ﬁﬁirﬁﬁﬂﬁxﬂ’ﬁ%ﬂiﬁﬁﬁﬁﬁﬁﬁ , X-Ray SDK Rz i %A% 5% 5K 78 T R B B
LEiER, MIMBERT , X-Ray FRTEQBMWIERE—NMER , UREMHEMBERNES 2 H.
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NBRELATNFERS A |, RTFHEREAMRARER, EFLEE X-Ray SUEBRIAREN
M FEER T ARS8 KA E N AR E M,

Bl | SRR FEZERARE , ARKWESIRSIVNEAFIRZNBERANAEFER, N TEIFEAN
REFA , flEERE. STRAREREREY  EXAREHARERDURINEBNBIERT ##
HEI AR

BREZER , F5H KEXREAN,

R ERFR K

FIEERESHRBRE , B NMNEENKERE., EEIX—HKERER , RE—H2BEREREE ,
B R A MENTHE. RERKMBE ID AMEIEN BBRERRAX-Amzn-Trace-Id#Y HTTP 53K
i, BHRMHWE—N X-Ray ERRFZLARIN—NREIRSL |, ZREMRSKH X-Ray SDK ERHAITEE
M Rz o

Example EERIBER ID F R R KK IR ERFRK

X-Amzn-Trace-Id: Root=1-5759e988-
bd862e3felbe46a994272793; Parent=53995c3f42cd8ad8; Sampled=1

@ RERARZEM
IREFRL T LUR B X-Ray SDK, Amazon Web Services fRS BREHREFiwiER. NARFT
BAAE AERBPIER X-Amzn-Trace-Id , B#HRATHAFOEERPFMIBEER ID RKERE
S B R,

WMRERKERNONARERF , BERXEATAEERXRDE ID. flln, MREARFEALNE
HTTP &/ w8 A T iff HTTP Web API , | X-Ray SDK R 1E R 2 B ID A N2 T 515 KAV IR ER
RAH. A THBEREERBSHRNNARERS , TIERR TR ID UEERNMER,

ExampleBREFFRKTARIRER ID. R ER ID FIREREK

X-Amzn-Trace-Id: Root=1-5759e988-
bd862e3felbe46a994272793; Parent=53995c3f42cd8ad8; Sampled=1

Lineage ATRERMIINEI Lambda A K 4EH HAbFEHL & — BB 2 9 H M Amazon Web Services RS #9
IRERFRL , TREEER,
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Example R Er7 A tH RAVFRK

X-Amzn-Trace-Id: Root=1-5759e988-
bd862e3felbe46a994272793;Parent=53995c3f42cd8ad8; Sampled=1;Lineage=25:a87bd80@c:1

Tk S AF RIK T

BMEEARE , EXRNAREFBAERKREHIE. Amazon X-Ray 2FIBEM T S TR KRS EA
B, EERETRANMMERER  BHEREENNS , ATRCNARRF. X TERBRE , E7E
BB EENMER , RECABEREARERSHERRIAFERNRE,

Traces Info ESm  15m  30m

Q, Filter by X-Ray group http.url CONTAINS "api/moves/™

Run query © 5 traces retrieved

» Query refiners

Traces (5)
This table shows the mest recent traces with an average response time of 0.16s. It shows as many as 1000 traces

Q, Start typing to tra
1D - Trace status ¥ Timestamp v Response code ¥ Response Time ¥ Duration ¥ HTTP Method
..561513004630e58c75c¢992ed @ oK 3.4min (2023-08-16 17:39:20) 200 0.104s 0.104s POST
-2883714b7daac593167d2e73 OK 3.4min (2023-08-16 17:39:19) 200 0.07s 0.07s POST
.S4740787431329383155f154 @DK 3.4min (2023-08-16 17:39:18) 200 0.1s 0.1s POST

H

BEY BEEFRMARER , X-Ray EXFATNEE, BIEAMERARER , B UE EZ R
AERIPRAE,

B LARB T Amazon BIREH (ARN ) HAYA , LEKBCSWRESE. REFHEMN Amazon
CloudWatch #E#r. BIEAF , NBRF\BANFERGREIAREZ ARE , RAE(EM#E X-Ray IR
S, EERESMIENRRBENIERS 2 #HE 2K E CloudwWatch,

EHMANRAERFREXNFTRERCIEENHE, EMRNATERRE. XURSERHIBREXN
BHE. ABRREXMITRN , EMERZEIEA T 62 - MR EE
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® Note

BAZRRRINGEFERERIXNBRERITR, AXESEEL , H3HAmazon X-Ray
Ef

AXANESER  B5H REA,
AN TR

LR MM ARFE , X-Ray SDK I2RAXEAMEHER, ERA Amazon BIRMNAREFARSH
8. BLED B RMEMERENERMAEE, RN TBEERERRICE , AEURM
FMEM D RS0 Ko

AR REENR-EXN , 2RHERSIFHATRIERHFRIER, FAERICEREATXEGAS YRR
TOENBIEREAA GetTraceSummaries API B {E I #IE,

X-Ray HZ A BNRIERN 50 ZEBEEIES,

THREREFEMREENR-EYN  SBHKRNIIEK , BREREHRS. EATHFECREFHER
BRREFERATRRRIROHE,

&R LA CloudWatch Z#HI AW EREFERPN T RIForBREFEOPERIRNTHE.

¥ DynamoDB AWS:DynamoDB::Table

DynamoDB oK 200 Sms Getltern; scorekeep-session

DynamoDB ® oK 200 10ms Updateltem: scorekeep-game
DynamoDB [@]s] 200 46ms Getltem: scorekeep-session
DynamoDB @ oK 200 39ms

Segment details: DynamoDB

Overview Resources Annotations Metadata Exceptions sQL

Hix, HENRE
X-Ray SRERIE 000 M1 FIRR R (D R 4 A O R R BUR Tl IR S BEIO B8, HIRDEMT,

« Exrror - EFim4EIR (400 RY4EIR)
« Fault - fRS5358BE ( 500 RY4EIR )
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« Throttle - [R#IfHIR (429 BRI % )

MRELHNABRFNEMMUNBREHBRSHRERE , X-Ray SDK 2IEFEXRENFHE
B, SEHRRE (WMRTA ). BALE X-Ray BHENIBRFAGEETHEERE,
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Z 4 Amazon X-Ray

=RE Amazon REFZ2E, fEN Amazon BF |, BAIUNE RN FREASHRLZEBBREALHERM
HMENBREPONMEREPZE,

ZERNFHEEE Amazon HFRE. TEHBENREHRANZH Z2UENEH NLEeMH

« &% — Amazon AR E = Amazon Web Services fRE Fi=1THI B ZE8 Amazon Web
Services o Amazon R A BRRM A UL EFEANRS . R Amazon BRI —E 5 , B
NZEBENEREEHHE=FFiT AT LN, ETHERT X-Ray WEAMKIT , 18
SREEMEITRIREASEE NAmazon Web Services BRSS o

s TREL — BHFEHSE Amazon Web Services RS FRANHNEARE, EREENEMEENR
5 AESNBIENBERMY., BEALANERUREANEEEN,

BE SRR BYIE T MR A GE A X-Ray R RZ A STAEHIEER, UTEEHAMMEE X-Ray LKIE
L2 E B IR, LE/FS MFAFEAEM Amazon Web Services BRSs 75 E R A By & lE 12 MR
FIEH X-Ray &R

£

« Amazon X-Ray F IR

- WEMAIFRIEE Amazon X-Ray

- WEHMERIE Amazon X-Ray

« Amazon X-Ray FHIHERE 8

« Amazon X-Ray FVEME R Z &M

Amazon X-Ray H HI B BRI

Amazon X-Ray A IRERMAAXBSEEHRTNE, NRETFEAUHBERFIABEREETRHAE
Bm#Z%4R |, B LB & X-Ray £ Amazon Key Management Service (Amazon KMS) %340 i &% &
=

X-Ray Rt —1NE N aws/xray B Amazon BRERZ4H. WMRERFLEH# Amazon CloudTrail FH)
ZHEEAERL , TEEEERALS , BEAREH, NELZTEEENZHN L RNRRE EZHR
B, AR ESRERS,
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https://www.amazonaws.cn/compliance/programs/
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https://docs.amazonaws.cn/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.amazonaws.cn/kms/latest/developerguide/logging-using-cloudtrail.html
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MRERMEZIRE , X-Ray FEER — L RARERNEBHREZH,. ELEHMZHANLESD , X-Ray

TRRSEAFBRENASNERE. ERNBRES , TaNABRBERTERMNE.

® Note
R X-Ray £/ KMS tZE =2 IREREHE , Amazon KMS 5%,

< RIAIE - R
* Amazon £ERZHH — NHREAER,
- BEFRERN - #RAIEARAENR,

BXEHMAEER , 55 HAmazon Key Management Service E#»

@ Note

X-Ray IL#& S =4 X% F Amazon EventBridge , EEEAXBEEFAEERH,. BEXES
£8 , 25 Amazon EventBridge R IR

BYMEEXNEFRERANA S RIBENRST R X-Ray BENEAZBRARGTER MERE.
FSAASMENRTHRESER

CloudWatch console
{# /8 CloudWatch 4| &% X-Ray B & #F A KMS Z4A#TINER

1. &35 Amazon Web Services EE#2 I & HTFF CloudWatch &l & ( hitps:/
console.aws.amazon.com/cloudwatch/ )

EEMSMERS , ZRRE.

£ X-Ray RE# 0 PHMBET , REEFRE,
EMZEERD , ERRE,

EEER KMS &4,
MTRREPIEFE—NES

I

« aws/xray — £ Amazon EEXF4,
- BEARE - EENKFPPRFERAEFEE CMK,
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- FHRARH EAZ KA PFNEFEERH, EHIANFRPHARHNTE Amazon &
REB N (ARN),

7. EREHFMNE.

X-Ray console
£ X-Ray & & 4F X-Ray Bt &7 £ KMS Z4H 31T 0%
1. 3TF X-Ray #£H A&,
LR INE

2
3. EFRMEM KMS &,
4. MTHREHEE—IEH

« aws/xray — £ Amazon &R %40,
- ZARE - EENKFHREATFEE CMK,

- FHRARH EAS - KFPFNEFRERH, EHIANFRPHARHNTE Amazon &
REBFR (ARN),

5. EEMA.

(@ Note
X-Ray T #3HFX# KMS #4.

MR X-Ray BEGREHMBZEZS  2FLFEEE. MREHAFTETR KMS Z4 , IEEE
RATHMEEERNES , SREXMNER. RREXMER , X-Ray 2ESMEFERT —NE
Ao

Ef A X-Ray API BREMNFRIRE , H5S0 £ Amazon X-Ray API BiE X#, DAMMBZEE,

9 B3 15 B EE Amazon X-Ray

Amazon Identity and Access Management (IAM) Amazon Web Services fR$S TJ#BIEE R T2 #hi%
F3F Amazon BRI A ENR. 1AM EE G R TUEE FHARIE (2K ) RN ( EENXR ) FH
X-Ray BRHAR. EALAEA IAM Amazon Web Services RS , TEX N TZ A,
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£

© B

- FASOHITIHRIE

- EAXKEREHE

3018 Amazon X-Ray & IAM EL&

» Amazon X-Ray & T 5 19 &9 5K B& = /5l

« X} Amazon X-Ray & 0 #if 8] 1T S FE HERR

Z X

I&#9E F 53X Amazon Identity and Access Management (IAM) REHAGTR :

- REAF : MREFT LB IIEE , ENEBRLERNE (BESREX Amazon X-Ray 5 14 #17 [7] 3
T FEHERR )

- RSEER  BWEAFHRNRARINRER (FSH WA Amazon X-Ray 5 IAM BELE A )

- IAMEER  RERTEEHRNBRNER (ESHAmazon X-Ray ET SR ERTH )

£ & 02 1T B A0 IR AIE

BHRIERE Amazon FHEMREIEEZN AR, B4 1AM AF 543175 MK U Amazon Web
Services IKFHRAF , AFEIEE IAM BEH#TEHRIT,

N F4mIEIHE , Amazon 121t SDK # CLI RN FER#ITNHBZL R, BEXEZELR |, H2H (IAM BF
fErY RHERT APl iEREIAmazon EERA 4.

Amazon Web Services K root i F°

#1228+ Amazon Web Services Ik , B4 HE —1H& R Amazon Web Services Ik root F 7 #y & %
5% , 2B B AU LIHRFTE AR Amazon Web Services IR &R, RITBIBWNTEFHAR
BAP#THEERES. BXEXRBAFEZIENES , 555 (IAM BFER) YNEERE AP EIENE

Fo

IAM A P E+4A

IAM AF R ENMARBINAERFEERSENRN —1MNE45, BWFEAIRREIE , MIEEFKIAEILE
BIAM BF., BXEZEE , BSH IAM AFRERETNERALAFPFEASHRESNEE B HRIE
= 8 Amazon & F GBS UE B3 1715 8)
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_sigv.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users.html
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IAM (HIEE—4H IAM AF , ETERMMN KRERAFP#HITNRERE, BXEZELR , 558 (AM A
FIERY M IAM B EREA,

IAM B

AM AEREERENRNSH , TREKNEIE. SUUEIMNAFTRE IAM A6 (BFE ) R
@M Amazon CLI & Amazon AP #EERRKAEE. BXEZEERE , BZH (IAM BFigm) $#rviE
FABHNEE.

IAM B&XFERREAFEE,. met IAM BFRR, BIKFiGE, BRS G RILAKRTE Amazon EC2 Lia
THRARFEEER, BEXEZER , 558 (AM AFEE) B8 IAM R R EIK P &R

£ SR E 1 ]

&AL Amazon B3 62 K e 5 2T N2 Amazon H AR FERZEHE PR HRINR, KBEXL TS
B O WARKKEIHNR, Amazon EEFHARHFERMTERILER R, KSEHERBEEL JSON X
By Amazon FEXFEEH. BX JSON RBENHENESEE , S0 (IAM AFER) S8 JSON &
B R

EEACRARE , B E A E AT BT LS4 TR BLER RN THREREREEERTNIE R
Ao

MIANBERT , AFMARXENR. IAM EER 6 IAM REFRERMIZAGH , REAFATLEE
EXLEAG, IAMRBEEXNER , SHTREMANG EELX.

ET BRI RES

ETHNNRBEEMMBSH A/, ANAR ) B JSON NRKM A, XEREIZH S5 7
BRATH ZRE, NMEFTRIITAREFLAZRAETIT. ETHOMCIRET BORNKRE , B55H
(AM FiFiEE) FNEATMEEAERKE L BE X IAM RIR,

ETHONRBAURNEKEE ( EZRAZENGHF ) RITEERE (HMESPFHNIEMLR
B ) o BETHROAERERBMABRERE 2 BRITER , H2H (AM AFER) PHERERRS
NER R B 2 BT

E T RIRAY RS
ETHRIYKESZHMNEF IR JSON KB, P2 IAM ABEERKEMN Amazon S3 171

R, EXHETRARNEKBOERST  BRSEERATUEACIREFNBERFENLR. SLME
E T HIRAYREE P IEEE K,
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ETRFNRERM T IZRSFHREKRE, ETREETRRNKRBERER IAM FE Amazon £E
KB,

AR FI 5] & (ACLs)

mEEH 5K (ACLs) ZHIMLERIEA (KFKA, AFZAR® ) ARBRKAR. ACLs SETRFR
REEREL , REEMAEM JSON KRB HEER,

Amazon S3 #l Amazon VPC M2 XM RS R~ ACLs. Amazon WAFE T E 258 ACLs , 55
7 I SEfE R E RS A &) PHIERIESIT|R (ACL) Bk,

HREgRE

Amazon ZIFHMFEER XLERBEEBODUREEENNWREERRFHNHE AR :

- REBLR -REETHONEBATLUZET IAM EENFE AR, BXEZEL |, 58 (IAM AF
/) T IAM SRR R R,

- IRSEFIFKRE (SCPs)-FEFIEEH LA LN BRI EHRAINPR Amazon Organizations. BXEZ(E
B , %25 (Amazon Organizations I {5R) FHY IR 12 EI R,

o BREFHIFKRE (RCPs)-ZEKF P HEARNHZEATHNE, BXEZELR , ESH (Amazon
Organizations AP ER) M FEIRIEHIFKE (RCPs),.

- SEERR -ENAEIREAFVERNSEN , EASBERENESREKRK, BXEZER , HS
7 <IAM AFiEm) PHISIEERE,

S RBERE

SN RBEWRBEEA T —MERE , ERBORREMERNELIRE, ETHRES RS RIEE R
A Amazon BERE AVFER , HEH IAM AF BB REITEEE,

wn{a Amazon X-Ray & IAM B4 fEH
FEEA IAM EEX X-Ray WG RIZ 8] , &5 T ##WL IAM ThEER] 5 X-Ray £6FEH. E£H 7 # X-

Ray FlE ftt A 2047 Amazon Web Services fRS EH IAM Amazon Web Services fR% |, i55 5 IAM
AFRiEETRNS | AM BEAER,

& T LAME A Amazon Identity and Access Management (IAM) [a17 F= S 9 B P M EF R T F X-Ray
MR, TEEHWBAFERABANEF K (244, Amazon SDK Amazon CLI) , IAM HA&7E API 45|
FEIX X-Ray RS HRINER , LAGE — & HIHATIR
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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EFA X-Ray BHIAEFRFEWEAN DR , AFEEGREBNRET, ERAEHNEHE , Fofw
IAM A 7 i0 AWSXrayReadOnlyAccess EE R,

E TR ZFNE , EER-MEFRRMABEANRN IAM A€, BEEZACHFHZAGHIE
AR, SR LUIXEEREES X-Ray Fi7#2F Amazon CLI, 1 Amazon SDK —&2#H. &SR
Amazon CLIS IR Z2£FIE—EFER , TRESEE.

EFENRNNARFIHEE Amazon , BOIE—NEEEANRYN IAM SE&HFEIEAETEN
MARFHER. AWSXRayDaemonWriteAccess@IE HERERMNIR | AR — XA XEN
1| B9 15 BRAX PR

EERMIAEeRENZZAREMIERAUVNNR, ATFTAWSXrayFullAccessiFRIXLERE | 5
ERAENEK APIsHARNEE, EERALZENTAREBRARTNENSER K LEFELAZEN
PR,

£

- X-Ray ET 5B K

« X-Ray ETRIRHN R

- BT X-Ray i EN

- FiEITENNARER

s EHIETEMNBARERF Amazon

- AP MENR

X-Ray T B HIKEE

BEEA IAM ETSOREE , SUUEEATIIELVRENTRUR A FIELEENTME, X-
Ray XIFRENRE. RIFENMFMHR, ETHE JSON KBEAEANMAERE , 5560 (IAM BFiE
) TH IAMJSON EBTESE,

BRI

EIE R W LAEA Amazon JSON REERIEEERNIARMT L, BRRY , WA EMAEATB T ATIRK
1TH]RE , UREMALAFHATHT,

JSON HEEH Action TEMA A THEREF AT FIELILFHRE. EREPISHREARTR
ITRERIRERI R,
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X-Ray HHV R IREEIRERIERLTRIZR : xray:., #Hli , EEFEAMFEA X-Ray GetGroup
AP| BEAMRSAMINR , R f¥xray:GetGroupREMAE KR P, REEBFISLMIE Action
NotAction Jt#&., X-Ray EX T —4HEHSWIRME , MR ETUAERZBRFZHITHES

BEEENMNEYUPEESTRE , BEMAESFHENRIT , TR :

"Action": [
"xray:actionl",
"xray:action2"

U UERABERS () BESMRE. flmn , EIEELETE Get FFKWMBERE | EUTERE
"Action": "xray:Get*"

EEF X-Ray #1515k , E5H IAM AP EBEF A Amazon X-RayE L ERE,

IR
EIE R W LAEA Amazon JSON REEREEERNIARMT L. BRRY , WA EMAATL T LATIRR
1THRE , UREMALAFZHTHT,

Resource JSON K TR EEEBHNAREN — I RS IR FNRESXKEK , EEAHE Amazon
FBREBH (ARN ) BERR. N TAZFHRRRXROEAE , EEAEEM () ENEANATHRER
R o

"Resource": "*"

AT LAE A IAM RESIR SIS BRI AR . X T XIFERRNRAERIE , BRI LUER Amazon BIRE
(ARN) FR1R 3R & 3 A 9 R

AJLATE IAM REERERAFTE X-Ray BEURTFHELB - EAZRENRR, B2 , H3kEME X-Ray
BEBZERANR ( XELEBEETNERITRENTR ) -

NF A FRBRENROIRE , BLTORF " ERRIR,

BT X-Ray B#EXEFRFERENR

* CreateGroup

* GetGroup

* UpdateGroup
* DeleteGroup
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* CreateSamplingRule
* UpdateSamplingRule
* DeleteSamplingRule

THER CreateGroup BEET HHNNRERBNRE . KRANEBTNAERSITEME— IDERE
FLRFRE B local-users #HXHY ARN, ZME— ID EABIERERK , LRI ERI =T,
£ GetGroup, UpdateGroup = DeleteGroup B , AR ILE X N EEFREBLIA ARN ( 2iE
D).

® Note
REMNE ARN AHBHEL . SATE ARNs , REMRNZEME—EKH D,

BEEE X-Ray BRREE L HIIEK ARNs , FHS5 IAM A Amazon X-RayF I E L ER. BT #
B AERLEIRERIEES N AR ARN |, 5350 Amazon X-RayE Y HRE,

ES e

X-Ray MEBEMBETHRSHFMAR , EXRFERARLELRFRHFR, BEEEMA Amazon £FFHAF
# , FZH IAM AP EEFAmazon £ /&4 LT XA,

i
EEF X-Ray ET HSHHREENRE] , ESH Amazon X-Ray E T 5B K BE =4l
X-Ray EF & IRAV KB

X-Ray XEZHETREMNER , BT HBIFMAKFKE Amazon Web Services RS £/ , %41 Amazon
SNS EZRIR. BETF X-Ray BRHERE A LB H M Amazon Web Services BB HIAE AER , 7]
LA Amazon SDK = CLI #{1TE#. #lf0 , Amazon SNS ##lA 4= B REE T ERMNKREE
FERER KA X-Ray, AT RBEXHREFIHEE X-Ray E T RIRVKEEH RO,

Example Amazon SNS 31 BRERHY X-Ray & T & RAY R E& R Bl

BT R BIRIEASIEE T Amazon SNS RHREREIE K %45 X-Ray FTE ERIRR :

{
Version: "2012-10-17",
Statement: [
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{
Sid: "SNSAccess",

Effect: Allow,
Principal: {
Service: "sns.amazonaws.com",

I

Action: [
"xray:PutTraceSegments",
"xray:GetSamplingRules",
"xray:GetSamplingTargets"

1,

Resource: "*",

Condition: {
StringEquals: {

"aws:SourceAccount": "account-id"
I
StringLike: {
"aws:SourceArn": "arn:partition:sns:region:account-id:topic-name"
}
}
}

A CLI I BETRRNEE |, T8 Amazon SNS JFIBEREIE K %4 X-Ray IR :

aws xray put-resource-policy --policy-name MyResourcePolicy --policy-document
'{ "Version": "2012-10-17", "Statement": [ { "Sid": "SNSAccess",
"Effect": "Allow", "Principal": { "Service": "sns.amazonaws.com" }, "Action":
[ "xray:PutTraceSegments", "xray:GetSamplingRules", '"xray:GetSamplingTargets" ],
"Resource": "*", "Condition": { "StringEquals": { "aws:SourceAccount": "account-
id" }, "StringLike": { "aws:SourceArn": "arn:partition:sns:region:account-id:topic-

name" } } } 1 }'

EFAXERE , ERpartition, regionaccount-id, Mtopic-nameB#NEH4EE Amazon
X, Xig, K/ ID M Amazon SNS =B E . WER FFTE Amazon SNS FBIFRERHIERIEZS
X-Ray BWRR , B ETEMEBRRN *,

ETF X-Ray 7 ERIZRX

BRI LURHRE M N E X-Ray A REMN |, HEXRLSE X-Ray BRPEEFRE, BEETHRSEHIHRE ,
BEEMA xray:ResourceTag/key-nameaws :RequestTag/key-name 3 aws:TagKeys &4
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BEFBOZHTEZDRERZFE L, BXIFIE X-Ray BRNEZELR |, FS/FIE X-Ray EEMN
4,

EERETHONER (ATREDR ENRERRENZERNER ) WRE , FSH BRERZEE
EX X-Ray A RAHM Y 7 = X R

AEITIEN N AR

LN ERNNARFFRERERIAZS X-Ray EETHERF. #RTHEFEFESRXY , Ho#tF
EATLE R X-Ray BRS5. RETHFEFFEES AN RS RERENENHIE LZEF X-Ray RS

MEXRMZTHESTPERN , RIZ—NIAM &6 |, BEEZAeH TR ETIFEEERETES | 5§
APXHRHPERN .aws IXHEFRAPEN credentials BIXHFH, 1555@4@ Amazon CLIE IR &4
FiF—RER , THRESER,

Example~/.aws/credentials

[default]

aws_access_key_id={access key ID}
aws_secret_access_key={access key}
aws_session_token={Amazon session token}

MREEDLAEE T AT Amazon SDK B EIE Amazon CLI , NISFHFEFALAFEAXEERE, RE
ZAMEXHTA , NiZHBESTHFEFFERBRIALRE X4,

ERETENMNARER Amazon

YHI&E LT AR Amazon , R A®MIETIZSTHREFL Amazon EC2 =42 Lambda Bi%K
RFR,

« Amazon Elastic Compute Cloud (Amazon EC2) - 812 — IAM & & H {5 B 479 524 Bl & ST 4AFF i
3 EC2 =4,

« Amazon Elastic Container Service (Amazon ECS) - 8|2 — IAM A& HEERBEEEH IAM A
&M BB 28R H6l,

 Amazon Elastic Beanstalk ( Elastic Beanstalk ) — Elastic Beanstalk £ HEBVIAE IR E X E
X-Ray SR, BALAERZBINEFIEEXH , i B EEBIEEXHPRMNEANR,

« Amazon Lambda (Lambda)-[E B HITASRINE ANR,.
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m{a el AERER X-Ray

1. 3TF IAM £#l&.

EEAE,

EREFHAE,

WFABEF , #A xray-application, EET—F,

¥} F Role Type , #%$## Amazon EC2,

Bt BLA T FEE SR B SA [0 28 N A R2 P R T X Amazon Web Services BRS5RY U5 B AR .

o g A W N

« AWSXRayDaemonWriteAccess— #&#F X-Ray SFH#EF L& RERBIEHNR,

WMREH N ARFER Amazon SDK 5 RIEMARS , BRI T 31X & AR S5 #9175 B A PR AY SR B&
7. ii#%-lt_io
8. BEFUERAE

R P hnz X R

BINBERT , X-Ray FINZFMERERE , EUUECEENFEAEEENEH, MREIEE Amazon
Key Management Service &P EEMNZ4 , WEEBRRZBHAN LMK A FEDQ X-Ray BFEH
CHITMBHXR, ERFPREMAFREEEHEZBAREERE X-Ray 2514 PR EREREK
.

NTEFREERS , BEAAVVUATRENTRREEEESNZN

« £ X-Ray FEEZHANAFENAA kms: CreateGrant  kms:DescribeKey,
« AIBATA RN RERBIEN A~ ENAA kms :Decrypt,

HIBE IAM Z2HENBARER)PARBAFENI—BRAFE | MR EEXHIIRERNR
Ro AZFEZARK LIRENR , AUEFFEXNRA/, HEAFAE Amazon KMS AEEANR. &
KESZEER , H2H ( Amazon KMS FR A RIER) FHEABHAERK,

N FERININER |, HEWMREIEE Amazon F£E CMK (aws/xray) , MNREURFi# B/ i7E X-R APIs
ay. @& AWSXrayFullAccess RMIEAEX PutEncryptionConfig K95 A A PR AV 1E AT A BB AT L
FUMZERE. EFLAFERMZRS , F2AXLEAFRFER PutEncryptionConfig BIfX
PR o
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Amazon X-Ray & T & 8 K #& Rl

RINBERT , AR NMA®SECIRIIEH X-Ray BIRHVNR, i1t FTEER Amazon Web Services
EIEEFIE Amazon CLI, 3 Amazon API #1TES. BEALMNEIE IAM policy , AEANRAFNAE
RFNRUNFIENIEERFINITEEN AP RE, RS , BE R SHUFX LR NS FEX LN
BREVAF A,

ETHRNMAERAXL RS JSON REE X612 IAM ET S 0K , 28 (AM AFER) 91N E
JSON 31+ L 6 2 5K

£}

- EMSESRE

- £/ X-Ray 244

- ATAFREREHIIESHR

- BEFEEEX X-Ray HHREEHNE 5 R R
« X-Ray B IAM &R

- Amazon FEE R K X-Ray E#

- £ IAM R P IEE R IR

R R fE SRR

HETEMNEBRBEEMNAZRSTLUCIE, HRIIMEREKF HH X-Ray BiR. XEBRIETRELME
Amazon Web Services lKF =4 R A, SIEHRERET SRR |, HEREUTIERMEI

- FaEA Amazon RERBHERRAKENRNE — EFBEAFMIEARKR TR , EEART
ZELAGRTNEAmazon TE XM, SIIERIIMRZAF A Amazon Web Services IKF .
MNBWEBEE LN EN G Amazon EFRFREREX#E —TRDNR. BEXEZER , FS
% <IAM BF#gr) B R Amazon FEE R T/EEREER Amazon FEE B,

- MARKENIR : FEEA IAM REZENRER |, BB FRITESAENNR. Ak, BAIUENX
Eﬁi%#TTRﬂﬁEﬁEMﬁE’JEVﬁ WA RENRITFT, BXEA IAM RANRNEZE
, BZH (IAM AF1E®E) P IAM F YR B TR

« fEF IAM FKRE PR3 — SRS E AR ¢ 4807 LA 5K EOR IS4 SR BR #IX R R R R i E)
Bl |, B LURE R RIEESAMER SSL EEFIEER, NERSBRERBIBENSNE
A8, WA LAE A R AR R T 51 RSS2 R U7 R BR Amazon Web Services BR%S , #1420 Amazon
CloudFormation. BXxEZEE , HZ@ (IAM AR £/ IAM JSON FEITE | &4,
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- fE£M IAM Access Analyzer BiEZH) IAM KB , SUAKRNEHN LS MHEMINEENY | IAM Access
Analyzer 2KIFFH REEMIM B KR , LUBERKRERFS IAM KEIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer 12 100 ZTURBE EM AIRENEI , SHBBEFIELZ S BINREMRN
Kig, BXREZFEE , F2H (AM BFER) PHER IAM Access Analyzer 51 KB,

« EEZESHRIE (MFA)-TIR Amazon Web Services Ik EHNIZSEE IAM APSEBAF | 5
A MFA IRREREM, EEERA API BENEE MFA |, B MFA Z4RMEIEH KRS, Bx
BEELE , 55H (IAM AFiEm) FHER MFA R API i/,

BXIAM HPRESRNEZEER | H35H (IAM AFER) B IAM P E £ &ESKE,
M X-Ray 244

=i R Amazon X-Ray #£#1& |, BUIHE —HRENR., XENRLMAFEIEMEFBEREN
X-Ray &RHVIFELE S Amazon Web Services Ik, MRBEBLHAFENRENREAHKNET S 75
R N TMMTZRBEHE (AFRRAR ) |, BHANETERTMBEREET.

NBRXLESAEPARTEER X-Ray 254 |, iBFFAWSXRayReadOnlyAccess Amazon & SR RE K
MNEXLESE4R, X-Ray B IAM EERBAEMIFEMN BT LK. BXESEL , E2H (AM A
FIEm) R AP RINR,

ST F{AA Amazon CLI 5 Amazon API NP , BLERNHREREEZEH AN, Hk , RATH
0] 5 &R T API 2 4EHE PTEL AV IR 1E,

AFAFESHINE SR

ZRBIRER T BRI RS LUAYE IAM AR EEHRMNIEAF SN ABRMITERKIE, LR
‘AEfEiE4lA ES#EA Amazon CLI 2 Amazon API LARTE A R 52 B IR ERI AR,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
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"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

RIFREEEX X-Ray 8 M RN &Y 175 R R

BOLEETEMNRBHRERASYE , LEETHRSEF X-Ray AFEEANEHE, AT RHIEK
BOUBATFELEFARLER, WMRNEFEEIRL stage:prod 5 stage:preprod WAKNNRE. &
RFRIE X-Ray XEHANMANEZEE , BSHE 51 X-Ray EEHMNMFIL,

MEREL SR RHEMAN | EFEH aws:RequestTag IEARZETREERN BB BERN —o#TEE, W
EIE4 FHERMIBR AN | EFEA aws:ResourceTag B4 EH TiX L %R N A PR IR,

AILUX LR (N ENEENE K, ATEKMEKR ) MMEIKSRHAF, MRAFEEX
A REAMNBITER , WM HLEEMANFEFRIEHN stage=prepod = stage=prod. &
Fr&E ¥ Stage Lf Stage M stage , ANFHBEMTX O ANE, BXRFHRNEZER , BS
57 IAM AF38R) FH IAM JSON SREE T3 © %o

ABPHMEUTRERNAP T EEHFRE role: admin W MEEER , B EMNEE BN
role:admin &R MIERIRE,

JSON

"Version":"2012-10-17",
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"Statement": [

{

"Sid": "AllowAllXRay",
"Effect": "Allow",
"Action": "xray:*",
"Resource": "*"

"Sid": "DenyRequestTagAdmin",
"Effect": "Deny",
"Action": "xray:TagResource",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/role": "admin"

}

"Sid": "DenyResourceTagAdmin",
"Effect": "Deny",
"Action": "xray:UntagResource",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/role": "admin"

}

X-Ray B IAM £ & KK

NFERN

IAM X REERBA TS MNRS
RBE APls, Amazon X-Ray 7 R, /\EJ'%‘ﬂ%iEmFH{ﬁUTE{ LS R

o FRSS AT LATE R A0 FT A PR B 6 AR T A PR E T IX L2

- AWSXrayReadOnlyAccess— EEUEA X-Ray ##]& = Amazon SDK M X-Ray API JRERER
R X-Ray BL BRI PR, Amazon CLIBIERTME 5 R BT (OAM)

BREAE., PLE,
oam:ListSinks %l]oam'ListAttachedSinks*Xf‘E , ’RiFEEl A EEFE N CloudWatch

Bk AT TER M — &

DR P HEMRERICR, BatchGetTraceSummaryByIdHl
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GetDistinctTraceGraphs API BEFRITEHENKRBRA , BB E7E Amazon CLI FH
Amazon SDKs,

"Statement": [

{
"Version":
{
iy
{
}
}

"Effect":
"Action":
"xray:
"xray:
"xray:
"xray
"xray:
"xray:
"xray:
"xray:
"xray:
"xray:
"xray:
"xray:
"xray:
"xray:
"xray:
"xray:
"xray:
"xray:

"2012-10-17",

"Allow",

[

GetSamplingRules",
GetSamplingTargets",
GetSamplingStatisticSummaries",

:BatchGetTraces",

BatchGetTraceSummaryById",
GetDistinctTraceGraphs",
GetServiceGraph",
GetTraceGraph",
GetTraceSummaries",
GetGroups",

GetGroup",
ListTagsForResource",
ListResourcePolicies",
GetTimeSeriesServiceStatistics",
GetInsightSummaries",
GetInsight",
GetInsightEvents",
GetInsightImpactGraph",

"oam:ListSinks"

1,

"Resource"

g n

"Effect":
"Action":

Sl

"Allow",
L

"oam:ListAttachedLinks"

]I

"Resource"

: "arn:aws:oam:*:*:sink/*"
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- AWSXRayDaemonWriteAccess— BEAEA X-Ray SFH#2F 3 Amazon SDK 2 BX TR F1:E N 3K
& L& % X-Ray AP B9fXBR. Amazon CLI'G &SRB PR SGREUCE M N H IR & REL R,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"xray:PutTraceSegments",
"xray:PutTelemetryRecords",
"xray:GetSamplingRules",
"xray:GetSamplingTargets",
"xray:GetSamplingStatisticSummaries"

]I

"Resouxce": [
wxn

]

}
]
}

« AWSXrayCrossAccountSharingConfiguration - &F e8I, EEHMEF Observability Access
Manager $£32HX PR , £k 2 AR X-Ray BRHEE, AT ERHREKF FKEEZECloudWatch ik
P2 R B K P AT W 5,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"xray:Link",
"oam:ListLinks"
]I
"Resource": "*"
}I
{

"Effect": "Allow",
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"Action": [
"oam:DeletelLink",
"oam:GetLink",
"oam:TagResource"

1,

"Resource": "arn:aws:oam:*:*:link/*"

"Effect": "Allow",

"Action": [
"oam:CreatelLink",
"oam:UpdateLink"

1,

"Resource": [
"arn:aws:oam:*:*:1link/*",
"arn:aws:oam:*:*:sink/*"

}

« AWSXrayFullAccess— EAFTAE X-Ray WIXIR APIs , @FEREUNR,. BANRIAKRE
ENZRZAREMEEIANNNR, SIEATURMTGRIEERE (OAM) oam: ListSinks
Moam:ListAttachedSinkstXPR , RiFEHIBEEFHENCloudWatch B IK - AT B2 14— ZF 5 BIR
K P =M R ER 1D R,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
""xray:*",
"oam:ListSinks"
1,
"Resource": [
wxn
]
1},
{
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"Effect": "Allow",
"Action": [

"oam:ListAttachedLinks"
1,

"Resource": "arn:aws:oam:*:*:sink/*"

HRERBAME IAM AP, AHNAG

1. $TF IAM 245,
2. HAEEHEFERESIHEH. IAM BFPZ IAM AXxBN AR,
3. ENXET , MinfEERE,

Amazon T EREKH X-Ray EH

BEFEBZRFSTHRBFRIXLEE LK , X-Ray Amazon BERBEFNFMAER. BXRUETEHEINE

HiRR , FITF X-Ray XA LS FTE LM RSS Ko

B

X-Ray B9 IAM £ & KW -
WINT #E AWSXrayCr
ossAccountSharingC
onfiguration , HEH
7 AWSXrayReadOnlyAcc
ess # AWSXrayFu
11Access KHE,

X-Ray B9 IAM 1L E KB - EH
7 AWSXrayReadOnlyAcc
ess RHE,

£ X-Ray 2#l5 - EFH T
AwWSXrayReadOnlyAcc
ess IRHEE

DU

X-Ray TEiX LERBE RN T 7]
M E M 17 8] B EF (OAM) X

PRoam:ListSinks , fAiF

2%l & &EFH R CloudWatch

51K 7= AT A SR 1 — EB 20 B TR K
PHEMRE, oam:ListA

ttachedSinks

X-Ray &1 T —I API 8
4 , ListResourcePolici
es o

X-Ray #1107 AL API #

{E , BatchGetTraceSumma
ryById # GetDistin
ctTraceGraphs

B

2022 £ 11 A 27 H

2022 £11 A 15 H

2022 11 A 11 H
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B

B iR H HA
XLBREFTNHBEBHNRER
B, Eilt , XL APl 24
&1 Amazon CLI f1h
Amazon SDKs,

1AM R IEE R IR

BAILAER IAM REGIZRFHIXT RO GE, N FXFRRENRRE | B LUER Amazon BIEZ
(ARN) #RiR SR BE & A B IR

AT LUE IAM SRS E R AT X-Ray BAELUE T RiB4 A - E A ZRENRR, B , HIERAHE XRay
BB RRGRR (X B IS WX TR ROR )

FNFAXZRFRBERNBENRE , BYTRFER TR,
AR X-Ray BEZFRBRRENR :

* CreateGroup

* GetGroup

* UpdateGroup

* DeleteGroup

* CreateSamplingRule
* UpdateSamplingRule
* DeleteSamplingRule

THR CreateGroup REET S BN RREN A : W RBANBTUNAERASSZEH— IDERBE
FELAFRVLA B #5 local-users #H<H ARN, ZME— ID EABIERNAER , AR PT AR,
£ GetGroup., UpdateGroup = DeleteGroup B , AR ILE X N EEFRIEBLIA ARN ( 2IE
D).

JSON

{
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"xray:CreateGroup"
1,
"Resource": [
"arn:aws:xray:eu-west-1:123456789012:group/local-usexrs/*"
]
}

THR CreateSamplingRule BREET 545 H PR K BE Y A :

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"xray:CreateSamplingRule"
]I
"Resource": [
"arn:aws:xray:eu-west-1:123456789012:sampling-rule/base-
scorekeep"
]
}
]
}
(® Note

REMNE ARN HEBHEL. 5ATE ARNs , REFEMNZAME—EKH ID,
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Xt Amazon X-Ray & 17 #1175 0]t 1T ¥ FE HEER

ERLLTE RS ANIEEEEM X-Ray M 1AM B AT 8E3& 289 % I A1 &

£

« REMIE X-Ray FITIRIE

« REBIIT iam : PassRole

- BEEEAHAFEATHAM AL X-Ray

« BEAFBRIUI AT RIFE Amazon Web Services K B X-Ray &R

ELNIE X-Ray P#ITIRIE

&R Amazon Web Services BIE#E 4| A SiFBETNMITEIRE , WXTKREER I RHEH., B
B R EOERERHEEREIEN A,

X mateojackson AFZEHEAEHAEFEXAXEANNFAEE , EFEE
xray:GetSamplingRules fXPREY , 2K ELT R IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: xray:GetSamplingRules on resource: arn:${Partition}:xray:${Region}:
${Account}:sampling-rule/${SamplingRuleName}

EXFERT , Mateo FREE R EHHRKE , LA TFMEER xray: GetSamplingRules &4EiG M
SR B

KRR AT iam : PassRole

RN E] —MNEIR | RIBEBTLHINIT iam:PassRole B , WA TMEHERUA TGS A BEDRLS
X-Ray,

AL Amazon Web Services Bi55 RIFERAAABGERSLZRS A MTARUEFMVRSACHRSH
XA®, Nt , BLAERNACEEERSHINER.

HE N marymajor KY IAM AP =IRAEREH & X-Ray FHITERFEN , 2REUT RHIER. B
=, BRELAEARFSAGHRTHNRT AIHITIEE. Mary FTEARARELEIIRSFHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

mBEHEE 170



Amazon X-Ray FERARER

EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,

MREEERE , EHRAM Amazon EER. LHEERZREUBRFINA.
RREEAAFTERTHMATR X-Ray

ERATHMAHE X-Ray , BLNOFEHRNRNARAINARFR TR, WREA Amazon
IAM Identity Center EXE A RMNARRF , A A@AFSA 2 B RBRERE L HFHRNBER A
RESHHEE IAM RBEHRHIBASARSNARFEXREN IAM B8, BXESZEE , E5H
{Amazon IAM Identity Center Fi FF#E/) FHIRE,

WMRAKEA IAM Identity Center , MAMABEHENARRNARFCIE IAM K& ( AFRSA
), RE , BUATNREMMBIEME | LUEE X-Ray FEERFEBHNR, RFNRE , AR
ZNARFFEARREEIE, AP ERXLEZIETR Amazon, ET#@AEXEIE IAM AR, 4.
FHRANNRHNESEE , 2R (AM AFERE) FH 1AM S48 IAM 8 FBE TR,

BREATFRUNN AT B FE Amazon Web Services IlKF B X-Ray &R

FaltE—1Ae  WEEMKFPHNAFFEELANARTUERAZABKRIBRIEHRIR, &0
BIEEWESER , AURAAG., X TXHETRFRA R REHTIER (ACLs) WIRS , BN
158 P IX L5 SR BE [0] ATV IR T 173 (R B B R A A PR o

ETHREZER , BZRAUATREA :

- ETH X-Ray REXFFIXLAE , S H W17 Amazon X-Ray 5 IAM L&A,

« BT HBOMAREXERA/RE IR R R Amazon Web Services Ik |, 2 IAM A FiER
Y @ 8348 Amazon Web Services IKF B 5 —4N IAM A P REH IR,

o BTG SE= S RAX SN E IR RIE Amazon Web Services IKF | 182 H IAM AF 18
EHPAEE=HREMHFRNER. Amazon Web Services ik F

- ETHRIMABEE S HRERIERETFRINR , H55 (IAM AFERE) PN AL INEBEHKIER
B ( BRBKERIE ) BETHRRR,

- ETHEAACNETRERNRBHITERKFFEZBEANES , E5H (AM AFER) 78 1AM
PSR - R IR R,

Amazon X-Ray R B & 12 3l i 12

BERERFAMazonBERAF RV AIEM, TAMNMENEESFA, BRiZM Amazon BRARHEND
o N ESIEHIE , WELTUERMM AR S SHE (INREXE ) . Amazon BT ZM T AR
&K X-Ray BRHXBESHMHHE A
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https://docs.amazonaws.cn/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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Amazon CloudTrail B

Amazon X-Ray 5 Amazon CloudTrail ££5 , JAi2% X-Ray FAF. A% Amazon fR$EH API
e, UL CloudTrail SERTEE#E X-Ray APl &R |, 34 BHEFME Amazon S3. Amazon
CloudWatch Logs #l Amazon CloudWatch Events 1, BXxEZER , HSH F£HI12F X-Ray
API i Amazon CloudTrail,

Amazon Config BRE7

Amazon X-Ray 5 Amazon Config R RIZFZX B X-Ray B F RN EEER. S LUE
A Amazon Config RiE R X-Ray MZEH R, T X-Ray EFLIEFHE TR RERXREBH.,
BEXREZER , 52K £ Amazon Config BRI X-Ray MBHEEE o

Amazon CloudWatch W $2

B LAMERERA T Java B X-Ray F R TEBMNKEMN X-Ray 7 Bt & R KR Amazon
CloudWatch $8#5, XLEIEHRK B 7 ERNFBRME R EAREIR, BHEMRIRSIFEE. FAX
EEFTRETFPBRENERNKHRMEE, EXEZER |, S H Amazon X-Ray EA T Java
9 X-Ray SDK BIE#%.

By &M E Amazon X-Ray

ETHRETETHESMITNNTEE , H5FAmazon Web Services BRE “” Amazon Web Services R
% Bl “HREAMITRIR D HSEE” , RAFERERBMXBHEMITRI. Amazon Web Services IR Bx
—mREL , BSRaMITX,

B LAERA TEE = F Ttk Amazon Artifacte BXEZER |, HSRFM “TEHIRE” Amazon
Artifact,

EIEBEH Amazon Web Services RS I E M TEEBUR TR HIBEHNHBRME., ZLTNEHE IR
ARERMERENZEN, BXREBEEANNENTENEZEE Amazon Web Services RS |, 2
¥ Amazon &£ X #4.

Amazon X-Ray 9 & fE 1k & #E

Amazon£ IRE A i% i B SeAmazon Web Services X1 F1 A X ¥, Amazon Web Services XiF12
MEBANEYE LMV EBRENTAX , SETHXEIEREK, FHESEARESHNEEREE—
B, MATAX , B RITNBREETAXRZBTH it IS NAREBHINARFNREE. 5
RENEANRSMNBEHROEMZEEL  TAXEEESHN TR, REENTT B,

BXAmazon Web Services X FITHAXNWEZELR |, 5 HAmazonE EKEM T HE,
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https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://docs.amazonaws.cn/security/
https://www.amazonaws.cn/about-aws/global-infrastructure/
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Amazon X-Ray AV ERE R &4

ER—TEERS , Amazon X- Ray % Amazon £KMBZZ LRI . BX Amazon Z£RFUK
Amazon le]ﬂﬁ't?FEﬁ& LHIE R 2 Amazon =& %, ERBEMIZERZ S HESSRIRITEN
Amazon 3% | F5 (ti’l’ii‘iﬁ Amazon Well-Architected Framework) ##y E&iZ R,

BAILAE A Amazon KB AP Vi FiEE M & 171 E X-Ray, BFIWRALAZHFUATHEA

- RRRREMMIL (TLS ) . BINEREA TLS 1.2, BIWUEEA TLS 1.3,

. BEEE2MAMRE (PFS ) WZBEH , HI10 DHE ( 158t Diffie-Hellman ) 3 ECDHE ( I & 4% B g
% Diffie-Hellman ) « KZEIRRLE (WM Java7 RESRAE ) BIFXLEEN,

¥ Amazon X-Ray 5 VPC in R & & 1EH

MR EEH Amazon Virtual Private Cloud (Amazon VPC) % Amazon &R , WA AEEH VPC M
X-Ray 2 B2 ABFEE, X1k Amazon VPC FHNRFREEHB S X-Ray RSHTEEMTRABRIALE
BR

Amazon VPC 2 —11 Amazon Web Services fR% , ATAXRBEHEELMEHE L Amazon &R
&8 VPC , "J‘TJ«)\?‘“%J"\RE’JH% = , 0 IP wuseE., FM, BRRMMEMXx, BN VPC EiZ
F| X-Ray , BEMN —NMZO VPC s Ko ZimRIEM T E X-Ray BWHJ 5., AIy BHVERE , TF Internet
ZER Wﬁi&tﬂ’éiﬁé (NAT) K6l VPN 3 :’f% BEXEZER , 2R (Amazon VPC AF{ER) #
B+ 42 Amazon VPC,

0 VPC ik R B Amazon PrivateLink %% , 5& 2 —fAmazonHE R , TF#EMEED
E#E P thut 44 AR Z#FAmazon Web Services RS2 BINFEBE. AXEZER | &
2% {Amazon VPC AAF{ER) HPWFIEE - A T Amazon Web Services AR5 B Amazon
PrivateLink & X EFM AT,

TR AT LR IEZER Amazon Web Services X1 # X-Ray @12 VPC in R , HSF 2 HH XE,
73 X-Ray ]2 VPC % X

EF /AN X-Ray 5 VPC —i2f£A , A X-Ray #IE#E O VPC im K.

1. @i https://console.aws.amazon.com/vpc/ TF Amazon VPC Z#| &
2. ESMERPFENMIGRR , ARERURIRS.
3. BZHiEEAmazon X-RayfRE & #F:com. amazonaws . region.xray.
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https://www.amazonaws.cn/security/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/vpc/latest/privatelink/vpce-interface.html
https://docs.amazonaws.cn/vpc/latest/userguide/
https://www.amazonaws.cn/blogs/aws/new-aws-privatelink-endpoints-kinesis-ec2-systems-manager-and-elb-apis-in-your-vpc/
https://www.amazonaws.cn/blogs/aws/new-aws-privatelink-endpoints-kinesis-ec2-systems-manager-and-elb-apis-in-your-vpc/
https://docs.amazonaws.cn/vpc/latest/userguide/GetStarted.html
https://console.amazonaws.cn/vpc/
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FRARER

Service category © Amazon web services
) Find service by name

' Your Marketplace services

Service Name com.amazonaws.us-west-2.xray €9

A Filter by attributes or search by keyword

Service Name

com.amazonaws.us-west-2.transfer.server
com.amazonaws.us-west-2.workspaces

[ ] com.amazonaws.us-west-2.xray

4. EBREIEEMN VPC , RRHE VPC FEFREREA R

Owner Type

amazon Interface
amazon Interface
amazon Interface

REFR, AT FRPeiE— A‘”‘,\\ﬂfﬁﬁ

O, BANEFARNTHAXFEESNFM (ERSEFNERT ) , UBBRRENZEOQRI

BHEHITAXHENER. IRATIRE , FE

VPC* | vpc-4f6e3a37 ~C @O
Subnets = subnet-40d87938 (i)
Availability Zone Subnet ID
us-west-2a (usw2-az1) subnet-40d87938
[  us-west-2b (usw2-az2) subnet-ff4281b5
O  us-west-2¢ (usw2-az3) subnet-d14bfb8c
[0 us-west-2d (usw2-az4) subnet-1faf8734

5 (W) BRAERT , WS AFAE DNS |, LAfEHE

Ko ﬁ«rﬁ—.l-l’/{ﬁj%'lffzxa:
6. EEESHAMKZEOXKNZSA,

BEENSN TP EE - MO M%?&D o

B fE FABRIARY DNS EH1 & @ X-Ray K HiiF

A X-Ray 8 VPC IR
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Security group = sg-d4f14ff4 Create a new security group (1]

Select security groups a

&
Filter by tags and attributes or search by keyword 1to50f5

Group ID Group Name VPC ID Description Owner ID

sg-0683c... ssh-hitp vpc-4f6e3a3dy EC2-VPC launch-wizar... 979300271395

sg-0774... awseb-e-7xv5...  vpc-4f6e3a37 EC2-VPC SecurityGrou. .. 979300271395

sg-0a46... launch-wizard-1 vpc-4f6e3a37 EC2-VPC launch-wizar... 979300271395

sg-0d62... awseb-e-7xv5...  vpc-4f6e3a37 EC2-VPC Elastic Beans... 979300271395
B sg-ddf14...  default vpc-4f6e3a37 EC2-VPC default VPCs... 979300271395

Close

7. (WIE) EBEBENREKEZES I X-Ray RFHNIBENR. BRIAERT , ATFZ2HR.

413t X-Ray VPC % = 8917 18]

VPC i SIRBE R —H 1AM HIRKE |, SEIRSS R QB R ERNERSR. MREE Bk
REFINZEE , Amazon VPC 2R EHHIN— P ERIAKRE | ZRBATFNBRSHNTLHR. HRIFKERS
BEZRER IAM AF KBRS B ENRE, KB —NRIMAVRE | B T2 MK P EE RS #
ITHE . WmRREAHMRA JSON BAEE. AXESFEE , S5 (Amazon VPC A 1ER) H
HYfER VPC i K32 3 BR S5 89 177 B X BR o

VPC i SR EELE B A] LU I3 25 X-Ray 2EMNR, B0, AT — MR A WY
PutTraceSegment F}IE4E B HMtR{E, XLRE| VPC FH TEAE MRS [OF RERBIE R ELS X-
Ray , HIELR ZHIE, ERMBE BN AR/ ERAESETMEMIRE,

THRAT X-Ray Hin LK R, 2R AVEE VPC EEED X-Ray B A B2 BREBERES X-
Ray , BZIE A THATE A X-Ray &1,

{"Statement": [
{"Sid": "Allow PutTraceSegments",

"Principal": "*",
"Action": [

"xray:PutTraceSegments"
1,

"Effect": "Allow",

2HIx X-Ray VPC i REY 5 8] 175
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"Resource": "*"

}
]
}

w8 X-Ray 1y VPC i LR B

1. BHE https://console.aws.amazon.com/vpc/ I FF Amazon VPC 2 H| &,
ESEMERD , EFRR.

MREE RN X-Ray tlBiwR , HEE N X-Ray 12 VPC s S P ZREE.
i%3#& com.amazonaws.region.monitoring is R , REEFRREETTF,

ERRERE  REHITER.

o &~ w0

<R X5,
X-Ray % #7# LL FAmazon Web Services Xigifh & VPC i = :

« XEREP (@mIEM )

« XERE (FHEFRILMILE )
- XEES (REEILILER )
- XEAEE (BBRM )

« IEM (FFERH)

- TA#X (FE)

« Asia Pacific (Mumbai)

« WAHKX (KPR )

- TABX (BR)

« WAMKX (K )

- WA#X (FKE )

« TAMEX (FKK)

« MNEKX (FE)

o BUM#X (EZRE )

o BUM#X ( FRZ)
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Amazon X-Ray A& AR
- BOMX (£F)

o BRMHEX (K= )

- BOMX (BR)

- BMtX ( HiEERE )

« K (BH)

- BEM(ERF)

« Amazon GovCloud ( ZEHXRZP )

« Amazon GovCloud ( ZE#EZP )

B 1L 85 AR 55 0B B R %

BARERER - M REMEE , DFTEFRENTRRHSAAESBEERESNRNXERITZ
B, EHP Amazon , BRSREAIRSSBRILNEIFREA. — MRS ( FUES ) BRS —HRS
(FIBAARSS ) Bt , ATRES REBRS KL, TLURNBARS , £RAENRUEEMER 2RSS
RBHRRBRH T RN S —NELNERETRE. AHEXMER , Amazon R HBIRRT AT
BARSHBENTE , MXLERSPHRS EEERRT RIS R R

BANBWERFREREPMEM aws: SourceArn, aws:SourceAccount, aws:Source0OrgID #
aws:SourceOrgPaths £2RB&M4 LT X8 , LABRHI xraylong A EMRFZRMAN B IRIGENER. FH
aws :SourceArn RF—NRREERSFRIMEXEK, A aws:SourceAccount KibiZK~ H Ky
AR REERSFERAMERXE, A aws:SourceOrgID R iFFEALANNIEMKF P AT RS
SRS EAMXER, #H aws:SourceOrgPaths R¥¥ Amazon Organizations 8§22 Ak - & B 4EfA
RRESERSERHEXREK, BXxEAMNERERNESZER , SR 7 # Amazon Organizations SE{&
B,

R ERERBREMN A EZRMEA aws::SourceArn £B& 4 L TXENERNTE ARN, 1R
THERFENTE ARN , IBEEEESNAR , BN ARN KA o ERATEBERAFRF (* )W
aws:SourceArn £ LT XEKHE#, Hl0 arn:aws:servicename:*:123456789012:*,

R aws:SourceArn EFRSEMKS ID , i1 Amazon S3 # ARN |, &40
aws :SourceAccount #l aws:SourceArn RERHIT R,

ERTEAAERERERA , FEETHERNEE PN aws: SourceOrgID =%
aws:SourceOrgPaths £ /&ML TXRERFRNAL ID FALRE—EFEA, 28

aws :SourceOrgID = aws:SourceOrgPaths BN RBN B TS EBNIK, , H HEYBEHLHR
win, BERRBHKSN , TEFHEFH K,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceorgid
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceorgpaths
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_access-advisor-view-data-orgs.html#access_policies_access-advisor-viewing-orgs-entity-path

Amazon X-Ray FERARER

AR RBIE R AMAE A xray 8 aws : SourceArn M aws:SourceAccount £ B &4 £ T XEKB
SEIRERE M,

"Sid": "BlockCrossAccountUnlessSameSource",
"Effect": "Deny",
"Principal": {
TAWS' MM
3,
"Action": [
"kms:Decrypt",
"kms:GenerateDataKeyWithoutPlaintext"
1,
"Resource": "*",
"Condition": {

"StringNotEquals": {
"aws:PrincipalAccount": "123456789012",
"aws:SourceAccount": "123456789012"

3,

"ArnNotLike": {

"aws:SourceArn": "arn:*:*:*:123456789012:*"
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Amazon X-Ray RN AR

® Note

X-Ray SDK/Daemon #4# @A — 2026 & 2 A 25 H , Amazon X-Ray SDKs/Daemon f§i#
AEPES | £iZEAT , X-Ray SDK # Daemon # %% Amazon FX PR F i RZ £ R,
AXXEFERBRNEZEEL |, HS5 X-Ray SDK Hl Daemon Support BB %, RIMNBVGE
¥3% OpenTelemetry, BXxIEBEIMNE ZE R OpenTelemetry , iIHSFIM X-Ray V21T B
OpenTelemetry 188,

E GitHub#2#£# Amazon X-Ray eb-java-scorekeep /R R A2 F B~ T WA H Amazon X-Ray
SDK k&M% A HTTP i@H. DynamoDB SDK &Fix#fl HTTP &P im. ZnOINAREFAT
Amazon CloudFormation #3 DynamoDB k. 3Ll L4%wiF Java REBEAKRIZIT X-Ray FHERF , £
FEMEMEE,

&2 A Scorekeeep #iE , AR AL ERME TN INEER Amazon Web Services BEEZRFH A R
IR FAfERF. Amazon CLI

ames
Username 9 tac

Create a game
random =

| tac |

. Rules:
Session

= | =) o
Games
-
® T
ac q .

| session ID ﬂ|

ZTGIBER Web BIARF. FTERAN API AR E R TF#EBIEHN DynamoDB &, @818
g, BUHNMEERNE Amazon SDK B P in I EAGH ERET B Wxray-gettingstarteds X
B, IREEANHEPBBNS . BT XRITEELRDHT , BRI master 2 XHRE
F®, BUREEREAR D,
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https://docs.amazonaws.cn/xray/latest/devguide/xray-sdk-migration.html
https://docs.amazonaws.cn/xray/latest/devguide/xray-sdk-migration.html
https://github.com/awslabs/eb-java-scorekeep/tree/xray
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100ms
0.07 vmin

b4

arn:aws:sns:us-west-2:97930027...
A AWS::SNS
scorekeep-session
AWS::DynamoDB:: Table

avg. 1 Oms
| 2
1 t/min
>
scorekeep-move
AWS::DynamoDB::Table
scorekeep-state
AWS::DynamoDB::Table
Client Scorekeep

AWS::ECS::Container

710ms
007 t/min

SNS
AWS::SNS

scorekeep-game
AWS::DynamoDB::Table

60ms
0.07 vmin

scorekeep-user
AWS::DynamoDB::Table

R AR T AIE R A B RE AR

o HTTP &R IF8S - WebConfig. java
« Amazon SDK #F i LE —build.gradle

ZRARFNxray D X BEMEHEIBHTTPClient, SQL &if), HEX F2 &, #MAmazon
Lambda B EUA K48 S B9 #0 58 L AR FE R B AR,

RNTZEFAFBZAERNREEF EATF JavaScript # Amazon SDK £/ , iZxray-cognitoZ X #l
3707 Amazon Cognito RZ#FAF S MHRIEFN RN FIAM Amazon Cognito ¥R EWEIE , Web
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https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/WebConfig.java
https://github.com/awslabs/eb-java-scorekeep/tree/xray/build.gradle

Amazon X-Ray

FRARER

RRARFESRBRESERET X-Ray , UNEFHHMBIEFIERELE. NRHFFFIHEREEE
FERNEBCHTR , ACREMES  SFEAFEEEENREN URL MAFH ID.

|&Ja , xray-worker 7 RN IZITHR IS H Lambda B# , H4EXRB Amazon SQS RAS
HIME . BHEMLE RN , Scorekeep B EPBAFIRM—NIE ., B CloudWatch E4#1 &% # Lambda
ITHEERFERLOHMATIFIZIINE , AR EITLHE , LUENEXRICRFME Amazon S3 L
Mo

ES}

Scorekeep Rl ARERF Al
FzN S Amazon DK & F~ i
BIEMINF 5 B

BRER, THEFNAS IDs
BN4EH HTTP EA

MRS PostgreSQL 3 FE 1Y 18 F

« {XFREIEK Amazon Lambda
o BNE KB

o 1M AR

- K Web NARBFEF K

Scorekeep RHIR AR Al

T Scorekeeep RHIN ATEFHIxray-gettingstarteda X , %% XA F Amazon
CloudFormation BIZ & E1E Amazon ECS Liz1T RN AREF M X-Ray FHFEFNER. 1ZM

£ TAELAE (8 40 U B9 35 P i

® Note

X-Ray SDK/Daemon 4# @A — 2026 & 2 A 25 H , Amazon X-Ray SDKs/Daemon f§3#
AEPES | £iZEAT , X-Ray SDK # Daemon # %% Amazon FX R F#ERZ £ R,
B2 X-Ray SDK # Daemon Support Bf B %, RMNBIGE

¥3% OpenTelemetry, BXxEBEIMNE ZE R OpenTelemetry , IHSFIM X-Ray LT B

BRXEFHNERNESFER ,

OpenTelemetry 188,

Scorekeep #Hi2
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AR FERA Spring K3 JSON Web API , A ERREIERTE EA T Java B Amazon SDK Z|
Amazon DynamoDB. BRI HH serviet XN NARFLENFIEEAER , ™ Amazon
SDK & i LR BRI A T %M DynamoDB M A A,

B A LAfE Fl Amazon Web Services BIB12 &I A 3K F 3 A FE Amazon CLl,

Sections

- KREMH

« FRAUTES%% Scorekeeep R FTEF CloudFormation
o ERREREIE

- EPEFIERHE Amazon Web Services BB &

- FEi& Amazon SNS &4

o MR AREF R

o A RIERRER

- BE

. BESR

FRF M

¥ #E Amazon CloudFormation A FRIZME BT RAINARERFM X-Ray FHFEFHNRR. REM
BITABEZTEREUTEREH

1. WMREEANRBRE IAM AP, BE IAM 258 RARIELT B PR

« AWSCloudFormationFullAccess— B F{EMA CloudFormation

« AmazonS3FullAccess— CloudFormation &4k X4 £ 4% E| Amazon Web Services &
& A

« IAMFullAccess — T8l Amazon ECS #l Amazon EC2 3Rfl& &
« AmazonEC2FullAccess — AT 8lE& Amazon EC2 &R

« AmazonDynamoDBFullAccess - Al F#|% DynamoDB %

« AmazonECS_FullAccess - A F 8|2 Amazon ECS &R

« AmazonSNSFullAccess - A T8/ Amazon SNS £ &

« AWSXrayReadOnlyAccess - i T&E X-Ray & & # iR Ex ith B F R ER A PR
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2.

EEATHEAHIE Amazon CLI , IBZE CLIIRA 279 HESHRAE , AFEAL—FTHHNAFERE

CLl, ERAFEERN , FHE{RE Amazon CLI BBEXiH., MRKREEXE , MEEF --region
AWS-REGION MipnZE|E—/ CLI 5,

BRERE Git, MERETRINARFEEE.
FEAUT R RHIZEE Scorekeep 771 FEH) xray-gettingstarted 4% :

git clone https://github.com/aws-samples/eb-java-scorekeep.git xray-scorekeep -b
xray-gettingstarted

FERU TS %% Scorekeeep M AFEF CloudFormation

Amazon Web Services EIBi4|4

L% RN ARRF Amazon Web Services BEEIZR& &

1.

¥TFF CloudFormation 4| &

2. ERAIEMR K RENTIHREDERFERHTRR.

3. HEEEEIRID , EF LEAERM,

4. EBRIEFEH , SMEIRE git FHEEMNAZEM xray-scorekeep/cloudformation X4
k|, RiGERE cf-resources.yaml X#,

5. B“ET—SURE,

6. TEMRBMNASERMA scorekeep , RAERBENHETN T —SUME, HEE , AHE
HWERIBORIGHEKLETE RN scorekeep,

7. R DG EMARIETIAEIRSS , EIBT —HUUREE,

8. RE “EF MEMIKESR , EFHIA CloudFormation RAIABIEZE R BE N B/ IAM BIEHN
EEE |, RERZF0NEHERK,

9. CloudFormation ¥R EE I, HRRSFERD#HELRIEFN CREATE_IN_PROGRESS ,
MIEZE ) CREATE_COMPLETE, MRANSEHER , LAl SARIFT NE.

Amazon CLI

fEAZ RGN AREF Amazon CLI

1.

EMIEHRBERIMRTEN cloudformation FMEER xray-scorekeep X#4%K,

fERLL T
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https://docs.amazonaws.cn/cli/latest/userguide/getting-started-install.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-config
https://docs.amazonaws.cn/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-config
https://github.com/git-guides/install-git
https://console.amazonaws.cn/cloudformation/

Amazon X-Ray FERARER

cd xray-scorekeep/cloudformation/

2. % AL Amazon CLI 553K 8|2 CloudFormation 4% :

aws cloudformation create-stack --stack-name scorekeep --capabilities
"CAPABILITY_NAMED_IAM" --template-body file://cf-resources.yaml

3. %3 CloudFormation H#4&IRAZE HCREATE_COMPLETE , RAZER D&, FAUT
Amazon CLI i S ZIRA -

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].StackStatus"

4 B IR ERER AR

ROIBARFESIE— NI Web AR, /A Web SIARFRER APl REHFREHERED
X-Ray, B5% , £H Amazon Web Services B2 #| & = Amazon CLI¥ 3R Web AR URL :

Amazon Web Services BIE124] 4
fE AT AREFE URL Amazon Web Services B4 &

1. ¥TFF CloudFormation 2l &
2. MIIRAFIEE scorekeep Hik,

3. 7t scorekeep HKRHE LiEFEH HETF , AFEEF LoadBalancerUrl URL 85337
Web R AEF,

Amazon CLI
FEAEHRNHAEF URL Amazon CLI

1. FAUTHSER Web BIAREM URL :

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].Outputs[@].OutputValue"

2. SEHtk URL HERXEEFHITHLLE 'R Scorekeep Web M ATEF.
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£ Web R 2 Fr 4 B BR BR 8 4E

1.

2
3.
4

i%4% Create ROIEA M 4E,

BAERBF, NHNZE R Tic Tac Toe , REIERBIERBIE —NEXR.
%R Play BLBEhHER

3R AT T B 3 M E DU ROR TS

ERBANTRBMEKRE APIBY HTTP F3R , #X DynamoDB #{T FilFAMA , LEBMMEBEARF, &
&, R, B NRSHE.

EHhEFEBRE Amazon Web Services BB 4| &

&R LAFE X-Ray M CloudWatch 2 & F & & RIS A2 5 & ARV BE B ML

X-Ray console

£/ X-Ray #Z#l &

1. #TFF X-Ray #Z &l & F IR Erith B TUTH

2. BHEENETZBRSHEEERTER , X2H X-Ray MIANARFRENREREBEERN. &
Ent , S RERREARBE , UBRESERBEGRE3N1Z Web B AREF LRI AT
BIRER,

Last 15 minutes ¥

Custom (UTC) Relative

inutes () (5

Hours [ 1 ][ 2] (6]

ZEREEE R Web RLARFEFI. £ Amazon ECS FIZ1TH APl , A RN ARFEEANESAN
DynamoDB &, MNABFHNEMNER (REZNUTRENSVEARERY ) #ZHRE (EREXR
E3E APL) |, ERETX FHEIRFSHIER , RETK.

EFREFEBEMEE Amazon Web Services EE 24| & 185
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AUERSERERE-—TR , KEEXNZTREMRERNERNEER. Bl , Amazon SNS T |
ERANEE, RATHER,

100ms
0.07 vmin

arn:aws:sns:us-west-2:97930027 ...

AWS::SNS
scorekeep-session
AWS::DynamoDB::Table
avg. Mms
avg. 10ms 0.6 v/min
1 t/min
scorekeep-move
AWS::DynamoDB::Table
scorekeep-state
AWS::DynamoDB::Table
Client Scorekeep
AWS::ECS::Container
71 OITIS
avg. 8ms 0.07 ymin
5 vmin
SNS
AWS:SNS
scorekeep-game
AWS::DynamoDB::Table
60ms
0.07 vmin

scorekeep-user
AWS::DynamoDB::Table

ERERER

1. &EEN SNS BT R, H2ERZT KA FHAESHER.
2. EREFREUGAREHRRS.

3. MEREHEEEEE, REEYESER URL , BN CRESDBRIERE | IFENEA
SRR,

EFREFEBEMEE Amazon Web Services EE 24| & 186
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Q, senice("SNS")

Trace overview

Group by: URL
URL -

Trace list (1)
ID a .ﬂgE -

48bﬁa1 1.1 min

b4
Avg Latency - % of Traces ~ Response .
1.3 sec 100.00%
Method - Response « Latency URL «
1.3 sec

© | Last5 Minutes ~ =

1 0K, 0 Throttied, 0 Errors, 0 Faults

Client IP

Annotations -

4. EEBEUEEZ Amazon SNS 7B EIRIRSESR |, 37 SNS ¥ B RETTH.

Traces > Details

Q, 1-62f40175-86b347fc50bc572992e9b835

Timeline Raw data
Method Response Duration Age
- - 2.1 sec 8.3 min (2022-08-10 19:05:25 UTC)
+ Trace Map
2.11s
>
1 Request
Client Scorekeep
AWS::EC2:Instance
Name Res.  Duration Status D-UIMS 20“|m5 ﬂﬂf:ms
¥ Scorekeep AWS:EC2:Instance
Scorekeep - 2.1 sec
SNS 400 728 ms

P SNS AWS:SNS (Client Response)

5.

ID
1-62f40175-86b347fc50bc57a992e9b835

e Ql

728ms

1 Request

SNS
AWS::SNS

600ms 800ms
I 1

Q Map legend €@

Services Icons ()

m Health Traffic

No node resizing

Subscribe

X-Ray SDK £ Bz #RHERME Amazon SDK B iR 5| XK 7 & Hid FHKIRER,

EFREFEBEMEE Amazon Web Services EE 24| &
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Subsegment - SNS x

Overview Resources Annotations Metadata Exceptions i

Working directory  /varfapp/current
Paths -

m

Cause

com.amazonaws.senvices.sns.model.InvalidParameterException: Invalid parameter: Email address (Senvice:
Amazon3M3; Status Code: 400; Error Code: InvalidParameter; Request ID: 8d29cd97-003a-5e7 d-9dfb-
9cffe0b7b9ab)

at handleErrorResponse (AmazonHitpClient java: 1545) =

at executeOneRequest (AmazonHitpClient java: 1183)
at executeHelper (AmazonHtipClient java:964)

at doExecute (AmazonHttpClient java:676)

at executeWithTimer (AmazonHttpClient java:650)
at execute (AmazonHttpClient java:633)

at access$300 (AmazonHitpClient java:601)

at execute (AmazonHttpClient java:583)

at execute (AmazonHttpClient java:447)

at dolnvoke (Amazon2MSClient java2003)
atinvoke (Amazon3M3Clientjava: 1979)

at subscribe (AmazonSMSClient java:1881)

at createSubscription (Utils java:34)

at =clinit= (WebConfig. java:52)

at forhame0 (Class java-2)

at farflame (Class.iava 348}

CloudWatch console
A 4] CloudWatch &

1. $TF CloudWatch 12 &I & # X-Ray iR Erith B TTH

2. BEEAFETZRSHBEERTER , X2H X-Ray MIANARFAEZNREREERN. &
Ent , S RRRRBEAREE , LBRYSEREEHIXB31Z Web MARR USRI PR
BIRER,
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Add to dashboard 5m 15m 20m 1h 3h 6h Custom

ZEFEEE R Web BLARFEFIR., £ Amazon EC2 FIiZ1TH APl , LR N ARFFEANEN
DynamoDB &, MNABFHNEMNER (RZNUTRENSVEARERY ) #ZHRE (EREXR
B3k API) |, EREN T HEBRSWER , AETH.

AUERSEPERE-—TR , RKEBXNZTRERRERBERNERE, BA , Amazon SNS T |
ERARE. RATHER,

EFREFEBEMEE Amazon Web Services EE 24| & 189
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DynamoDB Table

O scorekeep-game
ynamoDB Table
scorekeep-move

DynamoDB Table
Client O Scorek
ECS Contairter

O SNS
SNS

O scorekeep-session
DynamoDB Table
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ERERER

1. EFERN SNS TR, B THER SNS HRIFHAEEER.
2. EREFRERULFRERE,

3. AMREES , MREFRSIRPIERRER, ZBRFEZXEHES URL,, RACRERSHHRIZR
B, MARIEAERI IR,
Traces Info 5m 15m 30m 1h 3h  6h  Custom

Q Filter by X-Ray group service(id(name: "SNS", type: "AWS::SNS"))

m ® 1 traces retrieved
BQuery refiners

Traces (1) Add to dashboard

This table shows the most recent traces with an average response time of 2.11s. It shows as many as 1000 traces.

Q, Start typing to filter trace list 1 &
ID v Trace status v Timestamp v Response code ¥ Response Time Vv Duratior
..86b347fc50bc57a992e9b835 @ OK 19.1min (2022-08-10 12:05:25) - 2.11s 2.11s

4. T EBRETELIKERIERE Amazon SNS F 2 B , REikE1%Z SNS F O RNFREFRTFUERR
BEAEE.

Segments Timeline info

00ms 200ms 400ms 600ms 800ms 10s 12s 14s 16s 18s 20s  22s
Segment status Response code Duration L L L L L . L . L L L )
¥ Scorekeep AWS::EC2:Instance
Scorekeep @ok - 2.11s ]
SNS ® Fault (5xx) 400 728ms I subscribe
¥ SNS AWS:SNS
SNS A Error (4xx) 400 728ms —— Svhscrib|e
Segment details: SNS
Overview Resources Exceptions
Exceptions
Working Directory Paths message

Invalid parameter: Email address (Service:
AmazonSNS; Status Code: 400; Error Code:
InvalidParameter; Request ID: 8b80c997-
630d-5c94-a67f-92f960ba0d3e)

FER#EH |, £ WebConfig 27 |, A createSubscription RATIRMEA B FEB 4t TR, ET
—W R, RIS 2ES KRR,
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BLE Amazon SNS & Hl

YA SEREX AT , Scorekeep fEF Amazon SNS XX EH, YNARFEIN , EL2EiRAR
CloudFormation ¥ S8 E LB F iRt I 21T . ZAABsIakK, BEBEH L R4
BRBA , HLHERERbE P REE R KK,

Amazon Web Services BIEiR&| 4
EFARBELD# SNS &BH Amazon Web Services EIRiR&l &

1. #TF CloudFormation ##l&

2. TEHIFRPIERF scorekeep HIXBMB UM RIEIZRE , REEREH.
3. MREFMNEAFIFER , AGETEMERTELNT D,

4. HEIRPEREBFEHESH , FERAEER N B R B FER4Fitb it

EcsinstanceTypeT3
Specifies the EC2 instance type for your container instances. Defaults to t3.micro.

t3.micro

Email

UPDATE_MH

FrontendimageUri

public.ecr.aws/xray/scorekeep-frontend:latest

5. R NERBHRET—F,

6. RPN “EF TEMIEL , EFHIA CloudFormation AIABIEZEE HE X BT IAM FRH
Si%ME , R/F1EHEF Update stacks

7. CloudFormation I EEEEH ., HERRBEEETHEARER
UPDATE_IN_PROGRESS , #A/5%& N UPDATE_COMPLETE, S NHATEMEH , LA LARIF R
Ho

Amazon CLI

EFEAEET D% SNS & Amazon CLI

1. SMEIZH 82 xray-scorekeep/cloudformation/ XHX , REE XN ERERITFH

cf-resources.yaml X4,

2. £ “BFEBH B EZDefaultE , RENEMNERUPDATE_ME ) B RHY BB FHB 44 b
ik,

Bt & Amazon SNS &EHl 192
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Parameters:
Email:
Type: String
Default: UPDATE_ME # <- change to a valid abcedef.xyz email address

3. ftcloudformationX X | EFALLT Amazon CLI @55 E# CloudFormation 4% :

aws cloudformation update-stack --stack-name scorekeep --capabilities
"CAPABILITY_NAMED_IAM" --template-body file://cf-resources.yaml

4. %37 CloudFormation ##IRAZ HUPDATE_COMPLETE |, X EE o5, FAUT
Amazon CLI i SR EIRS -

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].StackStatus"

BE#THG , Scorekeep EFTE 3 H BIEX SNS TEMITH ., HETHEFEXET , BB FERHHHIA
T ERE#H, IAREEER , BIEX SNS (VAT B RN,

X 58 B2 F 72 R R

£ Java |, NARFERHIR— HTTP Web API , ATEL &} F A X-Ray SDK for Java, %#&%EH
CloudFormation #ExZE BN AEFE , ©48]2Z DynamoDB %, Amazon ECS £&# LK ECS L
1217 Scorekeep FIEERN HMARS ., ECS ESENXHRBEIAIEH CloudFormation. X H4E X
ECS &P ENISFEANASRMEG, XLEMBEMNE S X-Ray 2 ECR H3REL. Scorekeep APl &
BB E B #HA Gradle B9 APl, Scorekeeep Bl B EFH BESMGER T HMEA nginx KBRS AR
LIRSS BR IR E BB /api FFLHIBRBRHERE B E AP,

ERNEANHTTP B3R , NARFRAI SDK 1248 TracingFilter,

Example src/main/java/scorekeep/WebConfig.java-serviet €25

import javax.servlet.Filter;
import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

@Configuration
public class WebConfig {

R 2 R4 193


https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/javax/servlet/AWSXRayServletFilter.html
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@Bean
public Filter TracingFilter() {

return new AWSXRayServletFiltex("Scorekeep");
}

WIFESS AKX EEXNARFLCEFIEEAERNEBERSEE | @F1ER URL, H%E, MRS, F
YA BBl M 45 SR At Al .

MARFESFER EAT Java B Amazon SDKX DynamoDB #1T NiFRA. ERMXLER , M
AR REFS Amazon SDK < FERER GBI , AT Java B9 X-Ray SDK 2 B NFTE
Amazon SDK & F i,

MARFEA Docker 7ERH| LA RN , A Gradle Docker Image M Scorekeep API
Dockerfile X#HZ1T Gradle #£H ENTRYPOINT £ B MY ATHIT JAR,

Examplef# | Docker @33 Gradle Docker BR &3 1T 2

docker run --rm -v /PATH/TO/SCOREKEEP_REPO/home/gradle/project -w /home/gradle/project
gradle:4.3 gradle build

Example Dockerfile ENTRYPOINT

ENTRYPOINT [ "sh", "-c", "java -Dserver.port=5000 -jar scorekeep-api-1.0.0.jar" ]

HE4mIFHE , build.gradle M Maven T & SDK FH&E3R , 73 7ERFFIX &£ FRIRFE B N KRBT,

Example build.gradle - #KH&i1

dependencies {
compile("org.springframework.boot:spring-boot-starter-web")
testCompile('org.springframework.boot:spring-boot-starter-test')
compile('com.amazonaws:aws-java-sdk-dynamodb')
compile("com.amazonaws:aws-xray-recorder-sdk-coxre")
compile('"com.amazonaws:aws-xray-recorder-sdk-aws-sdk")
compile("com.amazonaws:aws-xray-recorder-sdk-aws-sdk-instrumentor")

}
dependencyManagement {
imports {
mavenBom('"com.amazonaws:aws-java-sdk-bom:1.11.67")
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mavenBom( ' com.amazonaws : aws-xray-recorder-sdk-bom:2.11.0")

#. Amazon SDK Fl S Amazon DK Instrumentor FiE3R 52 B i £ A SDK # 1T E{T TR
FAFT Amazon #4FEH .

MENRR D EBRBEFEE X-Ray APl , WIFEEFEH X-Ray #EFHFEFMITHRER UDP %O
2000, Ft , MARFiL X-Ray #EFHFEFIE ECS LENM INAERS Scorekeep MAREF — 2 &P
ENRBRHIZT,. TS X-Ray TP EFETATHREZEE,

Example ECS F&E XM X-Ray #HEEFIFEFBEEE Lo

Resources:
ScorekeepTaskDefinition:
Type: AWS::ECS::TaskDefinition
Properties:
ContainerDefinitions:

- Cpu: '256'
Essential: true
Image: amazon/aws-xray-daemon
MemoryReservation: '128'
Name: xray-daemon
PortMappings:
- ContainerPort: '2000'
HostPort: '2000'
Protocol: udp

X-Ray SDK for Java £ 7 —1MN&H AWSXRay K92 | ZEKEMLBICRKS , ETR TR

MW TracingHandler, ZBAIEEL R ICRJ[UEEX NEZA HTTP ARAAIE D EREY
AWSXRayServletFilter, ~flEFE WebConfig KA —MNESHKER | ZBERERBEF RH
MW EE £ /id KT,

Example src/main/java/scorekeep/WebConfig.java-FZ 1l

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.AWSXRayRecorderBuilder;
import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;
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import com.amazonaws.xray.plugins.ECSPlugin;
import com.amazonaws.xray.plugins.EC2Plugin;
import com.amazonaws.xray.strategy.sampling.LocalizedSamplingStrategy;

@Configuration
public class WebConfig {

static {
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder.standard().withPlugin(new
ECSPlugin()).withPlugin(new EC2Plugin());

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());

ZROIMERERESMERE BN sampling-rules. json BISCHFBYREEH N, EEHMNIEE SDK ig
Fk ABERDBRIRE,

Example src/main/java/resources/sampling-rules.json

{
"version": 1,
"rules": [
{
"description": "Resource creation.",
"service_name": "*",

"http_method": "POST",
"url_path": "/api/*",
"fixed_target": 1,

"rate": 1.0

.

{
"description": "Session polling.",
"service_name": "*",

"http_method": "GET",
"url_path": "/api/session/*",
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"fixed_target": 0,

"rate": 0.05

},

{
"description": "Game polling.",
"service_name": "*",
"http_method": "GET",
"url_path": "/api/game/*/*",
"fixed_target": 0,
"rate": 0.05

},

{
"description": "State polling.",
"service_name": "*",
"http_method": "GET",
"url_path": "/api/state/*/*/*",
"fixed_target": 0,
"rate": 0.05

}

1,
"default": {
"fixed_target": 1,
"rate": 0.1

}
}

RERNHELT EANEESCREANMBIAGN, N TFEMEAER , SDK BE LK IRF 1T B
EXHN, SDK NAEFERNTE, BENRSBHTERLNSE — NN, XTF Scorekeep , F—1H
NBEINAEY 1 MERVEEBFRM 1.0 WRRRHIRFAA POST HX (RIREIZEA) , NE , &
WEEEBRE , 3R 100% BYiEXK.

SA=ANBELANRA 5% WER , T 2E, FRARSEMEBEESR (GETHER ) o XHA
LRAGERLEIm N BRABRZFIMER/LDHEIXHNERARANRER. XTHEEMER , &
MHEMRINERFEY 1 MER , BERHA 10%.

ROIBARFEERT MAEASRISE , F3) SDK B HEN, SIEEMF 5 BFEDE HTTP i
B, BXEZELR , B3 Amazon X-Ray R~ N AREF

Ak - RIEAPR SRR

Scorekeeep ECS A3 H AmazonSNSFullAccess # AmazonDynamoDBFullAccess &%
FRIRBEKIBRIRR. NTEFNARFMNE , EATERHEREATRREME. AT ROIER

ik - RN PR KB 197
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DynamoDB IAM SREEURANAREFNZ M, EFATH IAMTRBRINRZRERESEK , F5H
Amazon X-Ray B 5 3 #i5 R S,

Example cf-resources.yaml| #ix B &E X ECSTask

ECSTaskRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
Effect: "Allow"
Principal:
Service:
- "ecs-tasks.amazonaws.com"
Action:
- "sts:AssumeRole"
ManagedPolicyArns:
- "arn:aws:iam::aws:policy/AmazonDynamoDBFullAccess"
- "arn:aws:iam::aws:policy/AmazonSNSFullAccess"
- "arn:aws:iam::aws:policy/AWSXrayFullAccess"
RoleName: "scorekeepRole"

EEHRE , BEHEZTERE DynamoDB BRI ARN, R , FABEEN IAM FEEHH ARN, &
&, iz R B B B SE 4 Bl & ST

iR 5 DynamoDB &R ARN :

1. 3TFF DynamoDB #Z#l &

2. MEMSMmEEFERER,

3. B‘EBEMEE— scorekeep-* ZRRMFMES M.

4. FEBREDFET , ERHMEESRF LIS , EF Amazon RIREF (ARN) . EHZE,
5

& ARN A EILT IAM KB | fF AWS_REGION & EFEH EAXEHMIKF, ID
#9 AWS_ACCOUNT_ID fH. UWHETREENAFIMITIEENERIE , MEARFIITEMRIEN
AmazonDynamoDBFullAccess KB,
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Example

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "ScorekeepDynamoDB",

"Effect": "Allow",

"Action": [
"dynamodb:PutItem",
"dynamodb:UpdateItem",
"dynamodb:DeleteItem",
"dynamodb:GetItem",
"dynamodb:Scan",
"dynamodb : Query"

1,
"Resource": "arn:aws:dynamodb:us-east-1:111122223333:table/
scorekeep-*"

}
1

BARFOENKRER —FNmEIE. AEEH scorekeep-* ERIERFTE Scorekeep o

F IAM FBE

1. M IAM B#| & 3$TFF Scorekeep £ FA & (scorekeepRole)o

1%# AmazonDynamoDBFullAccess REESSH M EIRAE , AREIEFMIBRUAMIBR L KB
ERRMNR , AFEFM KR |, SEERCIERR,

%R JSON R+ |, RGN L E G2V,

EREER , BB T—F 5%

EREER , &8 T—F . R,

EEWHR , ARBEDE — DB

ENEKESR , EFEOIEREK,

© N o g M b
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9. NHIZMKREEKMIZE scorekeepRole A, MWK ERTEZTE/ LD T REEN.

MRECHHFRIEM NEZscorekeepRole A | NIAMIEMIBR CloudFormation ik 2 BT EH 4
B, E 9t Ay SR BRI RE L AR 4 BR . A BR L SR BE BD BT B 35 B ANt SR K

HIBR B E X IAM KB

1. 377 1AM 2§ &,

2. MNEMSMEESD , EFRE,

3. BREATREMRCIEBNBEEKE  REERRKENFUNEEREAUAREERE,
4. EEBRETHIIR , REEERER.
5

RAHENLKBNEN , REEFRBERAEIARER. REFSBEHEUEM scorekeepRole
A BRI RE,

B

BIRBUT SERMBR Scorekeep NARFER

(® Note

MREFEAARKEN — o IZEHMIN T BE K , MAMENPBIREK
B , scorekeepRolefA/5 = BEMIER CloudFormation %,

Amazon Web Services BIRiE 4| &
{5 FA I BR 7R 50 B2 FB F2 ¥ Amazon Web Services B IZH &

1. 3TF CloudFormation #Z#l&
2. TEH|FRHIERE scorekeep HRBMEZ UM RIEIRE , REIEFERBR,

3. CloudFormation %I 1E IE E B BR. HRRASFEE/LDHHNREFR
DELETE_IN_PROGRESS , BEEIFTE R REM R, MATALEHER , LAl LARIF TE,
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Amazon CLI
{55 7B 1 BR 7= 451 B2 B #2 F Amazon CLI

1. #HALLT Amazon CLI @55 LAMIER CloudFormation 4%k :

aws cloudformation delete-stack --stack-name scorekeep

2. %3 CloudFormation R FEFE , XANEER D4, FEHALLT Amazon CLI S SR EIR

PO

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].StackStatus"

RS LR

ETHEX X-Ray WEZEE , BZH T —EAmazon X-Ray =,

ENRRECHNRARRF , F¥ATHBERT Java B9 X-Ray SDK s E b X-Ray F#)—4 SDKs :

« X-Ray SDK for Java - Amazon X-Ray i& B F Java #J SDK
« X-Ray SDK for Node.js - Amazon 5&fF Node.js #J X-ray SDK
« X-Ray SDK for .NET - Amazon X-Ray & F.NET #J SDK

BAERMREANIZE (T X-Ray SFHEF Amazon , iHZHAmazon X-Ray SFHFEFo

BN LRGN AR M ETRER GitHub , 5 #eb-java-scorekeepo

FZIEM S Amazon DK B F ik

(® Note

X-Ray SDK/Daemon 438 H — 2026 € 2 A 25 H , Amazon X-Ray SDKs/Daemon i
AP ES | EiZERXT , X-Ray SDK # Daemon B %% Amazon SR F#ERZ £ R,
AXZERBRNEZEL |, HS X-Ray SDK H Daemon Support BB £, FRIMNBVTE
# %) OpenTelemetry, HXITIBENEZEE OpenTelemetry , ESREM X-Ray U EFFHE
OpenTelemetry X &5
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LIREMEKE TP 2 E SDK Instrumentor FHERE , Amazon & A T Java B X-Ray Amazon SDK
£ BIRMFTE SDK & i,

BT LB M BR Instrumentor FERREZR B EF WM, XEETLAF RN — L& - is i 28
F—EEFE , IEBETEEFH ELEATERERLCERER

AT HRAXNRNIFE S Amazon DK BF RN , NARFFREGER
FFAmazonDynamoDBClientBuilderff NAF . HXMNSE RPN IBERLERFEIES, HAE
FEd A SDK X LR Fima X DynamoDB IFTE @ Ao

Example sxrc/main/java/scorekeep/SessionModel.java— F 3§ Amazon SDK HEFix LE

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.handlers.TracingHandler;

public class SessionModel {
private AmazonDynamoDB client = AmazonDynamoDBClientBuilder.standard()
.withRegion(Constants.REGION)
.withRequestHandlers(new TracingHandler(AWSXRay.getGlobalRecoxrdex()))
.build();

private DynamoDBMapper mapper = new DynamoDBMapper(client);

RSN B KB P R Amazon SDK Instrumentor FIER |, M XA EF K NMA Amazon SDK &
W SBIEREES,

I BT I F 70 B

(@ Note

X-Ray SDK/Daemon 4# @A — 2026 & 2 A 25 H , Amazon X-Ray SDKs/Daemon f§3#
AEPER | £iZEXT , X-Ray SDK #l Daemon # %1 Amazon X PR F R Z £ R,
AXZERBERNEZEEL |, HS X-Ray SDK H Daemon Support Bt F, RIMNBVGE
¥3% OpenTelemetry, BEXxTBEIMNE ZE R OpenTelemetry , iIHS M X-Ray LT B
OpenTelemetry 185,

HERAFEERT  NARFEEFIUET DR , MEN saveUser MBFAHITHAE FifFE AT
AR I TEIE
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Example src/main/java/scorekeep/UserModel.java - HE N F5 &

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Subsegment;

public void saveUser(User user) {
// Wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## UserModel.saveUser");

try {
mapper.save(user);

} catch (Exception e) {
subsegment.addException(e);
throw e;

} finally {
AWSXRay.endSubsegment();

IEFOERE, THBENMAF IDs

@ Note

X-Ray SDK/Daemon 43 @H — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon {3
AEPES | £iZEA T , X-Ray SDK 1 Daemon 8 %% Amazon FX R F#ERZ £ R,
BXRAXENERNESZELR , H5H X-Ray SDK #l Daemon Support Bf 8%, RMNBIGE
B E OpenTelemetry, BXxIEBEINEZER OpenTelemetry , HS M X-Ray U EHE
OpenTelemetry 125,

R AEREP | BHNARFFERREFE DynamoDB H it , #LKF Game XY RIEZFK B TEIER
o BH, ZNABRFFERICE IDs AR , MESTEHRREX —BEM,

Example sxrc/main/java/scorekeep/GameModel.java - EFBMaTHIE

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Segment;

import com.amazonaws.xray.entities.Subsegment;

public void saveGame(Game game) throws SessionNotFoundException {
// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## GameModel.saveGame");

ARMTHE
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try {
// check session
String sessionId = game.getSession();
if (sessionModel.loadSession(sessionId) == null ) {
throw new SessionNotFoundException(sessionId);
}
Segment segment = AWSXRay.getCurrentSegment();
subsegment.putMetadata("resources", '"game", game);
segment.putAnnotation("gameid", game.getId());
mapper.save(game);
} catch (Exception e) {
subsegment.addException(e);
throw e;
} finally {
AWSXRay.endSubsegment();

ERshiE4Issd  NARF IDsEAICFEAFsetUser, AP IDsIZREXEBMNEIMFRT |, HEH
RE|HIERFEH,

Example src/main/java/scorekeep/MoveController.java — A ID

import com.amazonaws.xray.AWSXRay;

@RequestMapping(value="/{userId}", method=RequestMethod.POST)
public Move newMove(@PathVariable String sessionId, @PathVariable String
gameId, @PathVariable String userId, @RequestBody String move) throws
SessionNotFoundException, GameNotFoundException, StateNotFoundException,
RulesException {
AWSXRay.getCurrentSegment().setUser(userId);
return moveFactory.newMove(sessionId, gameld, userId, move);

}
wNEE HTTP A

(® Note

X-Ray SDK/Daemon 4# @A — 2026 F 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AP ER | £iZERX T , X-Ray SDK 1 Daemon #9% 8 Amazon X R F R % 2 [ &,
AXrXENERNESZER , H3H X-Ray SDK #l Daemon Support Bt &, RMNBIGE
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%% OpenTelemetry, HXITIBEWEZEE OpenTelemetry , FSEM X-Ray U E5TFZE|
OpenTelemetry 125,

BRI EXERMARFINAER X-Ray SDK for Java B9 HTTPClientBuilder hRAS3RAS N 4% H
HTTP @A,

Example sxc/main/java/scoxrekeep/UsexFactory.java— HTTPClient {&§

import com.amazonaws.xray.proxies.apache.http.HttpClientBuilder;

public String randomName() throws IOException {
CloseableHttpClient httpclient = HttpClientBuilder.create().build();
HttpGet httpGet = new HttpGet("http://uinames.com/api/");
CloseableHttpResponse response = httpclient.execute(httpGet);
try {
HttpEntity entity = response.getEntity();
InputStream inputStream = entity.getContent();
ObjectMapper mapper = new ObjectMapper();
Map<String, String> jsonMap = mapper.readValue(inputStream, Map.class);
String name = jsonMap.get('"name");
EntityUtils.consume(entity);
return name;
} finally {
response.close();

MREYFIEMA org.apache.http.impl.client.HttpClientBuilder , MR EFEH
com.amazonaws.xray.proxies.apache.http.HttpClientBuilder WiE@#HIZEN S HIE

4,
¥ NI PostgreSQL iz ERY 1 FH

(® Note

X-Ray SDK/Daemon 438 H — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon i
AdEpES | EiZERX T , X-Ray SDK # Daemon B %% Amazon FX PR F#ERZ £ R,
AXZERBRNEZELR |, HS X-Ray SDK Hl Daemon Support B £, FRIMNBVTE
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B E OpenTelemetry, BXxIEBEIMNEZER OpenTelemetry , HS M X-Ray U EHE
OpenTelemetry 125,

application-pgsql.properties X#fF X-Ray PostgreSQL BREREEHEF AN E
RdsWebConfig.java FEIZMEKER.

Example application-pgsql.properties - PostgreSQL $iEER N

spring.datasource.continue-on-error=true

spring.jpa.show-sql=false

spring.jpa.hibernate.ddl-auto=create-drop

spring.datasouxce. jdbc-interceptors=com.amazonaws.xray.sql.postgres.TracingInterceptor
spring.jpa.database-platform=org.hibernate.dialect.PostgreSQL94Dialect

@ Note
B R WA PostgreSQL HIEFERMEINARFRENIFMES , ESH https:/

docs.amazonaws.cn/elasticbeanstalk/latest/dg/using-features.managing.db.html FF & A 5 1§
M FHYAmazon Elastic Beanstalk £/ Elastic Beanstalk Bt & #E%E.

xray XM X-Ray ERREBE—NMERARNNBEREKBRIRWET , WIRFREREXEERHN
SQL EHNER. SMEIEEETHRARFEDRWN /#/xray R , FEFRSMIEZHE Powered by
Amazon X-Ray EFZETR Ao
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Scorekeep

X-Ray integration
This branch is integrated with the X-Ray SDK for Java to record information about

requests from this web app to the Scorekeep APL and calls that the API makes to Amazon
DynamoDB and other downstream services

Trace game sessions

Create users and a session, and then create and play a game of tic-tac-toe with those users.
Each call to Scorekeep is traced with X-Ray, which generates a service map from the
data.

| Trace game sessions |

Trace SQL queries

Simulate game sessions, and store the results in a PostgreSQL Amazon RDS database
attached to the Elastic Beanstalk environment running Scorekeep. This demo uses an
instrumented JDBC data source to send details about the SQL queries to X-Ray.

For more information about Scorekeep’s SQL integration, see the sql branch of this project.

Trace SQL queries

ID Winner Loser

1 Mugur Gheorghita
2 Paula Adorjan

3 Apylog Stela

4 B Parvans
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1%£$F Trace SQL queries BHRUFER 2 EH FERFEEMMOBIEREH, ARiE , EF “£ Amazon X-
Ray FEERE , EFKXTHIENEXZ API /api/history BBEHRERIR,

MiZFIRFERE - NRERUEERNEL , 21 SQL i,

Q, 1-5BeeeiBd-I3Mcbdadd840dc 1085223037
Traces > Details

Timeline Raw data

Method Response Duration Age o
GET 200 16.0 ms 26 min (2017-04-13 02:42:37 UTC) 1-58eee50d-334c bdaddB40dc 1c85a23037T

Name Res. Duration Status @ lJlm ] 4 Gms @ Ulm‘ B.0ms 10ms 1:'Inn 1dma 16y 1aIrm
* Scorekeap

Seorekeep 200 160 ms I —
ebdbi@aalTkgs|i75i8 - 1.0 ms

M TR EF Amazon Lambda

® Note

X-Ray SDK/Daemon 43 @& — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AgEPES | £iZEAT , X-Ray SDK 1 Daemon # %% Amazon FX R F#ERZ £ R,
BXAXENERNESZESR , H5H X-Ray SDK #l Daemon Support Bf B F, RMNBIGE
B E OpenTelemetry, BXxIEBEINEZELE OpenTelemetry , HS M X-Ray U EHE
OpenTelemetry ¢85,

Scorekeep A Amazon Lambda ¥, £—1=%H lambda 2% Node.js Bk , © R H
FHERBENEH. MRAFPECERXFENRBABY , WZNARFNBEY EAT Java B Amazon
SDKIA & A random-name W&, FEA T Java B9 X-Ray SDK EF 5 B iEFZAE XX Lambda H
RANEE , MEEAMNER Amazon {LH SDK & F i THEME MR A — &,

@ Note

14T random-name Lambda E#%E E 1t Elastic Beanstalk BN BB EME R, BXFHME
B , 2 BRI : Amazon Lambda &K,
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EZNEEA scorekeep-worker , ©R— MR T Scorekeep APl iZ1THY Python BI¥i. i

MRS , AP JFL1E ID FER ID EA SQS A5, THELEEBUSMBAGIFIEERIE , REEA
Scorekeep API X3 Amazon S3 Y E# BB MNER K FENTEIZ R,

Scorekeep @IFEA T RIE XN R Amazon CloudFormation HEARFBEIAR, B TFEEEN
X-Ray SDK EEHEMRBLAE , @it , XLEERTEFFEARBEITRIZEE, EEZE Scorekeep
Bt , .ebextensions XHXHPIEMEE X4 FEIE — NI E SDK HWRBHEMA Amazon
Command Line Interface E#H BB AEE

- BEYLBER
- ITE%E

BEAL A& 5

YAFPESEEXBEERAFRBNER T BEIERSER , Scorekeep A AN AFEREE, =
Lambda £ 3Xf random-name WA , BiEREUERERIRL , HHPEE X-Ray SDK for Java EAR R
BR ID MEEERE,

HFENMERENER |, Lambda 1517 X-Ray #EBFHPREFEHEEFN TR, F—IP2RIEZEXH
FABEHBH Lambda WAMNER. EM Lambda WAEE , %2 BB E5 Scorekeep 1EFM F 7 EXHHE
WER. B-NpBRTEBATENIE,

Lambda &3 B £ T SO B 9 B &% El X-Ray SDK. RN Lambda E#ETY , R A SDK 1
EABEROED . Lambda FRHMDE , H EEFER SDK KB FIHMEAF DR,
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avg. 62%ms

1 t'min

random-name
AWS: Lambda::Function

SMNS
AWEIENS

avg. 688ms
avg. 443ms

1 timin
9 t'min

random-name

Scorekee
AWs: Lambds P

AWS: ElasticBeanstalk:: Environment

random-name BEI¥XTE Node.js #3£H, ©H Node.js JavaScript F i SDK B Z# SNS &
ZEEA , £/ Node.js B9 X-Ray SDK k% S Amazon DK &k, A TEAZER | ZERHFAA
AWSXRay.captureFunc SIE— PMNEENFHER , AELIRNVHVEBFEAER, £ Lambda F ,
BEEEBEPIRBEARBSER , MAESHEAZSEN T2 B,

Example function/index.js -- BEHLBZ#: Lambda B%X

var AWSXRay = require('aws-xray-sdk-core');
var AWS = AWSXRay.captureAWS(require('aws-sdk'));

AWS.config.update({region: process.env.AWS_REGION});
var Chance = require('chance');

var myFunction = function(event, context, callback) {
var sns = new AWS.SNS();
var chance = new Chance();

var userid = event.userid;
var name = chance.first();

AWSXRay.captureFunc('annotations', function(subsegment){
subsegment.addAnnotation('Name', name);
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subsegment.addAnnotation('UsexID', event.userid);

};
// Notify
var params = {
Message: 'Created randon name "' + name + '"" for user "' + userid + '".',
Subject: 'New user: ' + name,
TopicArn: process.env.TOPIC_ARN
};
sns.publish(params, function(err, data) {
if (err) {
console.log(err, err.stack);
callback(err);
}
else {

console.log(data);
callback(null, {"name": name});
}
1);
i

exports.handler = myFunction;

TEEF R BIR ATEF B E Elastic Beanstalk BY , B SIZB L EE, xray 72X BFE—MNATOEZ
H Lambda EEHIBIZA, .ebextensionsXHXRHPHEEXHEZBEBnpm instal 1HEIEAWER
wa , RIEER CLI Amazon E# Lambda E#,

TELRE

ZERNHN THELXERBEBCH S X xray-worker FIEH , XREAN , BIELECIETHELER
BAEXER , BMNZEERELET. BXEE , BSRD X BR .

ZEBEBE 5 28— XML Amazon Events CloudWatch B4tk . HiZRBETHR , E2M
Scorekeep B Amazon SQS RASIFHEINE ., BREETTEEXEZRIBERNER.

THELERMNERICT S| AN EAbR P EUEICE M, 121, DynamoDB HFRVERICRKEEE
HERBEHRTHBEINIR. RIRTELEIFEELS , MR IDs FHERIBRTHBI,

R2EMRSLFFEASIAH. EAXAMELERKRPOFEIK , EFEHANEBRKIREE X EXH T
BER. THELEQEUHSIAMAXERE , RN TEIZFKMERN Amazon S3 FHI#E — 31,
LBENBIEHR T oM, B LRI A Amazon Athena E3Z7E Amazon S3 FXHIBIZITER , MK
FETENFERBIETHRPE DynamoDB Y EIE,
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scorekesp-worker hitps - Vsqs. us-wesk-2

Lambda Function S5 Queus

| M m
-

Scorekeep

EiasticBaanstall Emaronmen

sCOMekeep-game

DynamaDE.: Table

THEEERKSE B BT Amazon LambdafVELE B BESNIRER. SHEN G ERETE , worker
TezkEER NN AREFIER , Bt Amazon Lambda AW EIRERIRL, FAEZNR
BR , Lambda S| RER ID HHIERFERE,

BT Python 9 X-Ray SDK R2EHIAIHILIT , ATSASHAF LT ESHE1THpatch_alli
BORIERN HT Tclients , EAXKIEA Amazon SQS Ml Amazon S3, Amazon SDK for Python (Boto) =
TEL 2R A Scorekeep API B , SDK £fF IR ERAR LR INEET API BRER A MERF,

Example_lambda/scorekeep-worker/scorekeep-worker.py -- TEL&FE Lambda B %k

import os

import boto3

import json

import requests

import time

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

patch_all()
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queue_url = os.environ[ 'WORKER_QUEUE']

def lambda_handler(event, context):
# Create SQS client
sgs = boto3.client('sgs')
s3client = boto3.client('s3')

# Receive message from SQS queue
response = sgs.receive_message(
QueueUrl=queue_url,
AttributeNames=[
'SentTimestamp'

]I

MaxNumberOfMessages=1,

MessageAttributeNames=[
'All

1,

VisibilityTimeout=0,

WaitTimeSeconds=0

SRR R

@ Note

X-Ray SDK/Daemon 43 @ H — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon {3
AP ES | FiZEA T , X-Ray SDK 1 Daemon # %% Amazon FX R F#ERZ £ R,
BXRAXENEBRNESZELR , H3H X-Ray SDK #l Daemon Support Bf i F, RMNBIGE
%% OpenTelemetry, BXIEBEHNEZEE OpenTelemetry , SR M X-Ray N TFEE|
OpenTelemetry 185,

ERAT Java By X-Ray FRTEBEHBANEABERCBRD R, REFEREEEAN , BT AR
ERHRMERTFOR , MASHIARE, ER , NRFZRESHIRBPEALZIRAUNEFS K , e

18 SegmentNotFoundExceptionFl.

B RBIE Web B FAREF PR request/response RIEZHMZTT , A EREEF I EXERFRXT Hi#t
178N, Scorekeep EH WebConfig XHHERBHKBHKM, Scorekeep /S BIHAEIEA SQL
BAREMN Amazon SNS,
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avg. 12ms

0.3 t'min

ebdb@aaw25wdopdogly...
Database: 50L

. avg. 341ms
0.1 timimn

Clients

Scorekeep-init

AWS ElasticBeanstalk: Enviranment

avg. 514ms

0.07 t/min

SNS
AWSIENS

ERIA WebConfig KAIBBEAHH Amazon SNS iTH, 71 TR X-Ray F R TEBEMEMA Amazon
SNS; EF W EAN DB , Scorekeep fFE£ Fid%xe5 LA beginSegment F endSegment.,

Example sxrc/main/java/scorekeep/WebConfig.java— BERBHEGRMN Amazon ThEEH
SDK & F i

AWSXRay.beginSegment("Scorekeep-init");
if ( System.getenv("NOTIFICATION_EMAIL") != null ){
try { Sns.createSubscription(); }
catch (Exception e ) {
logger.warn("Failed to create subscription for email "+
System.getenv("NOTIFICATION_EMAIL"));
}

}
AWSXRay.endSegment();

TEi%$E Amazon RDS BIEERT Scorekeep R RdsWebConfig A , BELEIE A Hibernate £ /3 3h 1
B8] B A IR E R A Y SQL BRI — 1N o B
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Example src/main/java/scorekeep/RdsWebConfig.java - BB HHENEH SQL $iE
& i

@PostConstruct
public void schemaExport() {
EntityManagerFactoryImpl entityManagerFactoryImpl = (EntityManagerFactoryImpl)
localContainerEntityManagerFactoryBean.getNativeEntityManagerFactory();
SessionFactoryImplementor sessionFactoryImplementor =
entityManagerFactoryImpl.getSessionFactory();
StandardServiceRegistry standardServiceRegistry =
sessionFactoryImplementor.getSessionFactoryOptions().getServiceRegistry();
MetadataSources metadataSources = new MetadataSources(new
BootstrapServiceRegistryBuildexr().build());
metadataSources.addAnnotatedClass(GameHistory.class);
MetadataImplementor metadatalmplementor = (MetadataImplementor)
metadataSources.buildMetadata(standardServiceRegistry);
SchemaExport schemaExport = new SchemaExport(standardServiceRegistry,
metadataImplementor);

AWSXRay.beginSegment("Scorekeep-init");
schemaExport.create(true, true);
AWSXRay.endSegment();

}

SchemaExport BaEIETHEMA SQL EF k. HTXNEFIRIHITRIN , Scorekeep A7 & BRIASE
MHRREARAEFRNAXTIETEERAN DR,

oW1 RN

(® Note

X-Ray SDK/Daemon 43 @A — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon {3
AgEFER , B 1ZEXT , X-Ray SDK #1 Daemon B9 % % Amazon X PR F R % £ @&,
BXxZEFHNERNEZEE , B2 X-Ray SDK #l Daemon Support B8 %, FRMEIGE
# % OpenTelemetry, BHxiE %E‘JH’JE%E E OpenTelemetry , iEZ M X-Ray U EF1EREE|
OpenTelemetry 188,
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IBETURNAETFENNARFNRE, Y X-Ray HETFHPEFEEZETHR , E2FRIINEMS
B4 E| X-Ray , BMEENIT2H X-Ray SDK £ H. Scorekeep £/ B HBIASKAS N A FEZE
SHREPEENARFABESR.

Example bin/build.sh - #&33 &Y 4 BB 24

SEGMENT=$(python bin/xray_start.py)

gradle build --quiet --stacktrace &> /var/log/gradle.log; GRADLE_RETURN=$?
if (( GRADLE_RETURN != 0@ )); then

echo "Gradle failed with exit status $GRADLE_RETURN" >&2

python bin/xray_error.py "$SEGMENT" "$(cat /var/log/gradle.log)"
exit 1

fi
python bin/xray_success.py "$SEGMENT"

xray_start.py. xray _error.py M xray_success.py @£ Python BIZA& , HTFHED R
WK, FeilEkiiR JSON XHHNHEEN UDP XKEZMETHEF. MR Gradle WEKW , &1
LUBS % 5 X-Ray 2§ & IRER B I #Y scorekeep-build 12 , HEIFHEIRE R

a . avg. 14.6s
0.07 t/min
Clients

Scorekeep-build

Traces » Details

Timeline Raw data
Method Response Duration Age ID
14.6 sec 4.5 min (2017-09-14 01:25:01 UTC) 1-59b9da6d-ab8ca2666217hb31a03effaed
Name Res. Duration Status 0.0ms 20s 40s Els 20s 10s 125 14s 165
| 1 | | | | | |
* Scorekeep-build
Scorekeep-build - MBsec |
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https://github.com/awslabs/eb-java-scorekeep/tree/xray/bin/build.sh
https://github.com/awslabs/eb-java-scorekeep/tree/xray/bin/xray_start.py
https://github.com/awslabs/eb-java-scorekeep/tree/xray/bin/xray_error.py
https://github.com/awslabs/eb-java-scorekeep/tree/xray/bin/xray_success.py

Amazon X-Ray FERARER

Segment - Scorekeep-build x
Overview Resources Annotations Metadata Exceptions
Working directory Marfapp/current
Paths Mvarfapp/current/src/main/javarscorekeep/
Cause

Ivarfapp/staging/src/main/javalscorekeep/RdsWebConfig.java:89; error. cannof find symbol
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder standard (). withPlugin{new EC2Plugin()).withPlugin{new ElasticBeanstalkPlugin());

symbol: class ElasticBeanstalkPlugin
location: class Rds\WebConfig

1 error

FAILURE: Euild failed with an exception.

M Web N HERFEF i

(® Note

X-Ray SDK/Daemon 43 @A — 2026 £ 2 A 25 B , Amazon X-Ray SDKs/Daemon ¥
AP ER |, £iZ#ERX T , X-Ray SDK 1 Daemon B9 # Amazon X R F R % 2 [ &,
AXXENEBRNESZELR , F3H X-Ray SDK #l Daemon Support B8 &R, RMNBIGE
# % OpenTelemetry, BXITIBENWEZEE OpenTelemetry , ES R M X-Ray U E5FZE
OpenTelemetry {88,

£ xray-cognito 49X # , Scorekeep A Amazon Cognito i 7 BE%% 8 B 1K 7 F 6 A iZ K
BF , LMEM Amazon Cognito AF PR EZZRBNAFER. HAFPERM |, Scorekeep £
Amazon Cognito & 3t SRIREVE F# Amazon IGRHER, EFAF JavaScript 89 Amazon SDK

BtEE N AT EEFAPNBRESIEE AR Amazon X-Ray, Web M ARRF R X EEIERIZHE
EEZAFH ID, MEFZERURNEFIHAEX Scorekeep API BYiE A,

REMTHEERN xray WRFSEPTR. RFREHR T FERERLFENRIRRFF, QIERTHNS
B, Wo B TRALEUR® D B KIELS X-Ray AP,
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https://docs.amazonaws.cn/xray/latest/devguide/xray-sdk-migration.html
https://docs.amazonaws.cn/xray/latest/devguide/xray-sdk-migration.html
https://github.com/awslabs/eb-java-scorekeep/tree/xray-cognito
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Example public/xray.js - I8 &M &£ 2

service.beginSegment = function() {
var segment = {};
var traceld = 'l-' + service.getHexTime() + '-' + service.getHexId(24);

var id = service.getHexId(16);
var startTime = service.getEpochTime();

segment.trace_id = traceld;
segment.id = id;
segment.start_time = startTime;

segment.name = 'Scorekeep-client’;
segment.in_progress = true;
segment.user = sessionStorage['userid'];

segment.http = {
request: {
url: window.location.href
}
I

var documents = [];

documents[@] = JSON.stringify(segment);
service.putDocuments(documents);

return segment;

service.endSegment = function(segment) {
var endTime = service.getEpochTime();
segment.end_time = endTime;
segment.in_progress = false;
var documents = [];
documents[@] = JSON.stringify(segment);
service.putDocuments(documents);

sexrvice.putDocuments = function(documents) {
var xray = new AWS.XRay();
var params = {
TraceSegmentDocuments: documents
};
xray.putTraceSegments(params, function(err, data) {
if (err) {
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console.log(err, err.stack);
} else {
console.log(data);

}
1)
}

XL 7535 1E Web B ATEFFREA Scorekeep API IR IRIRSF HIPRL M transformResponse B
FRA. ENEFRIERE API £ REIERER —RIRF , Web NARFAME X-Ray SDK A
BREVRY BR BRFR K ( X-Amzn-Trace-Id ) FEERER ID M2 & ID. HMH Java MAREFRESE
IEFRLHYiE R AEY |, X-Ray SDK for Java EAHREIRERER ID , HEXRE Web NARFZE im0 B
NESBHR DB,

Example public/app/services.js - id5 Angular &R E 8 2 & M E R ERAR K

var module = angular.module('scorekeep');
module.factory('SessionService', function($resource, api, XRay) {
return $resource(api + 'session/:id', { id: 'e@_id' }, {
segment: {3},
get: {
method: 'GET',
headers: {
'X-Amzn-Trace-Id': function(config) {
segment = XRay.beginSegment();
return XRay.getTraceHeader(segment);
}
1,

transformResponse: function(data) {
XRay.endSegment(segment);
return angular.fromJson(data);
1,
I

ERNRIRHETE Web NARFEFIRNT Ro
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https://github.com/awslabs/eb-java-scorekeep/tree/xray-cognito/public/app/services.js
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A avg. 88ms

& t'min

Scorekeep-client

avyg. 46ms
> 22 timin

Scorekeep

‘ElasticBeanstalk::Environment

avg. 717ms
12 t'min
avg. §.43s
11 timin
SNS
random-name
‘Lambada
F
E |
random-name ‘

TEXRE Web I ARFNEBWRIRE RAFEXNKEF IR URL (B /#/ FLHRE ), R
RBEFERN , BRSIRE Web MARFIEAMN API BIRE URL ( MA /api/ FFLHIERE ) .

Trace overview

Group by: | URL -
URL - Avg response time -
hitp://scorekeep.elasticheanstalk. comi# 86.2 ms
http:/iscorekeep.elastichbeanstalk. com/#/session/40RFTOBXATHASETD 8.5 ms
hitp://scorekeep.elasticheanstalk. comi#/game/4ORPTOBS/AI4SAFFD/ATHASETD 255 ms
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EIEEERERRNNEF K

(@ Note

X-Ray SDK/Daemon 43 @A — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon {3
AP ES | FiZEA T , X-Ray SDK # Daemon # %% Amazon FX R F#ERZ £ R,
AXRAXENEBRNESZELR , H3H X-Ray SDK #l Daemon Support Bf B F, RMNBIGE
# % OpenTelemetry, BXIBEHNE ZSE OpenTelemetry , TS M X-Ray X5 FHEE|
OpenTelemetry 125,

HAFPEBFEMPIRMSS , Scorekeep A THELER Amazon SNS A miEH, KA BT EKLE
RBEERTINWENBERK , HEFTSEWEFHKIAF . Bt , URTSHXRITES 2 — ot m
1B 8] B 8 75 3 o

BR , £OIELEN , @R T Java B X-Ray FRTESTHAEBN 2 BRAETEHRS. &R, 4
1’Fﬁﬁt7£*%£qﬂﬁﬁﬁ 23RN EAT Java B Amazon SDK BFiREt , Ealitt , MMELRERR

Bo SegmentNotFoundException

Example Web-1.error.log

Exception in thread "Thread-2" com.amazonaws.xray.exceptions.SegmentNotFoundException:
Failed to begin subsegment named 'AmazonSNS': segment cannot be found.
at sun.reflect.NativeConstructorAccessorImpl.newInstance@(Native Method)
at
sun.reflect.NativeConstructorAccessorImpl.newInstance(NativeConstructorAccessorImpl.java:62)
at
sun.reflect.DelegatingConstructorAccessorImpl.newInstance(DelegatingConstructorAccessorImpl.ja

NTERIXANRE , NARFER GetTraceEntity RIRET LR D ERMWEI A |, HIKE
Entity.run() AZ£#ETEENZD BN LT XEFHRNRHN TELERB.

Example src/main/java/scorekeep/MoveFactory.java - FFIRER E T XE#E B THELTE

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.AWSXRayRecorder;

import com.amazonaws.xray.entities.Entity;

import com.amazonaws.xray.entities.Segment;
import com.amazonaws.xray.entities.Subsegment;
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https://docs.amazonaws.cn/xray/latest/devguide/xray-sdk-migration.html
https://docs.amazonaws.cn/xray/latest/devguide/xray-sdk-migration.html
https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/MoveFactory.java#L70
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRayRecorder.html
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Entity.html
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Segment.html
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Subsegment.html
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Entity segment = recorder.getTraceEntity();
Thread comm = new Thread() {
public void run() {
segment.run(() -> {
Subsegment subsegment = AWSXRay.beginSubsegment("## Send notification");
Sns.sendNotification("Scorekeep game completed", "Winner: " + userId);
AWSXRay.endSubsegment();

WM , AT EREX Amazon SNS HWiAAFICHENT , NABRFARNEECE—NEMPN Fo &, X7
LABFIE X-Ray FF & T E S id%KE Amazon SNS BIIRI 2 i< 2 B, MRE Scorekeep fEATiE
Rt RITFFAEAF 2B , SRE Amazon SNS HIE R AJAES =& 5K,

Name Res. Duration Status U.ﬂlms ZO:ns 40:’"5 501“5 Mllns ﬂlf:rns izﬂlms 140Im5 ﬂif:l'ns iaﬂlms
v Scorekeep AWS::ElasticBeanstalk:-Environment
Scorekeep 200 I PO T scorekeep.elastichea. .
DynamoDB 200 Bl Getitem: scorekeep-game
DynamoDB 200 B Getitemn: scorekeep-state
DynamoDB 200 . Getltem: scorekeep-game
## Send notfcaton @ -
SNS 200 Publish
## GameModel.saveGame 1
DynameoDB 200 Gelltem: scorekeep-session
DynamoDB 200 Updateltem: scorekeep-game
DynamoDB 200 B Updateltem: scorekeep-game
DynamoDB 200 B Getitem: scorekeep-game
## GameModel saveGame I
DynamoDB 200 Gefitem: scorekeep-session
DynamoDB 200 Updateltem: scorekeep-game
DynameDB 200 Bl Updateltem: scorekeep-game
DynamoDB 200 B Getitem: scorekeep-session
DynamoDB 200 B Getitem: scorekeep-game
DynamoDB 200 B Updateltem: scorekeep-move
DynamoDB 200 Bl Getitem: scorekeep-session
DynamoDB 200 . Getltem: scorekeep-game
DynamoDB 200 I Undateitem: scorekeep-state

BRZEUBEAEBENESER , FEREZLENARFTHNEAE 2BEE SR E T,
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Amazon X-Ray SFH &2 F

® Note

X-Ray SDK/Daemon ## &1 — 2026 £ 2 A 25 B , Amazon X-Ray SDKs/Daemon 3
AgEPES | £iZEAT , X-Ray SDK # Daemon # %% Amazon FX PR F#ERZ £ R,
AXXERBERNEZEER |, HS5 X-Ray SDK H Daemon Support BB FR, RIMNBVGE
# 3% OpenTelemetry, HXITIBENEZEE OpenTelemetry , FSHEM X-Ray U E5TFHE|
OpenTelemetry X85

® Note

M |, BAILUEEA CloudWatch R M Amazon EC2 SEHIFN A # fR S5 25 W EEfe R, BEHM
BRER, CloudWatch fCIERRZR 1.300025.0 & E S RA AT LM EATHY X-Ray & F i W IR T
SDKs , AEFMHKEE| OpenTelemetryX-R ay. £ CloudWatch {XE & Amazon Distro
for OpenTelemetry (ADOT) Collector 2 X-Ray SFHFEF R ER R AT BER O EEHR
BHE, BXESZEEL | 21 ( CloudWatch A 1ERE) FHICloudWatch X E i,

Amazon X-Ray STHFEFE—MRHENARRF , ©¥%IT UDP %0 2000 EHRE | WERBHRIFERE
FEHGHEAPL%E APl Amazon X-Ray ZFHFREFSEEEA , Amazon X-Ray SDKs 3 B %404k F
BITRE , XIBRIENEIE SDKs FEER)E X-Ray fi%. X-Ray #REFHFEFR2—NFRIEB, R
PAS<iEZI B H7E github £ GitHubiR RUUBH FIERIE K. com/aws/aws-xray-daemon

£ and £ Amazon Lambda Amazon Elastic Beanstalk , X R$ 5 X-Ray BWEKFKIZ1TF
BF. BXXNEXEERBAARKE , Lambda B2 BT ZHETHFEF. 7 Elastic Beanstalk
t, £ XRayEnabled Bl ERIMEZRERWES LT ZHBTFERFR. BXEZER | B5H

BF HR 0 B L2 E X-Ray BIRBR.

THHABETFER

AT LAM Amazon S3. Amazon ECR = Docker Hub T iZ#EBSFIFREF , ARELRMEZITE , RER
hAT#E Amazon EC2 3£l E & T,
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https://docs.amazonaws.cn/xray/latest/devguide/xray-sdk-migration.html
https://docs.amazonaws.cn/xray/latest/devguide/xray-sdk-migration.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://github.com/aws/aws-xray-daemon
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Amazon S3

X-Ray #REFHIEF RERREF M HMITXH

Linux ( AT#A4T3XHF ) - aws-xray-daemon-1linux-3.x.zip ( sig)

Linux ( RPM Z%%&/F ) — aws-xray-daemon-3.x.rpm

Linux ( ARM64 , aT#{T X4 ) — aws-xray-daemon-linux-arm64-3.x.zip

(
(
Linux ( DEB £ /& ) — aws-xray-daemon-3.x.deb
(
(

Linux ( ARM64 , RPM Z%&#EF ) — aws-xray-daemon-armé64-3.x.rpm

Linux ( ARM64 , DEB R%#2/F ) — aws-xray-daemon-arm64-3.x.deb

OS X ( AJ#4TX# ) - aws-xray-daemon-macos-3.x.zip ( sig)

Windows ( ATHU{TX# ) — aws-xray-daemon-windows-process-3.x.zip ( sig)

Windows ( ARS5 ) — aws-xray-daemon-windows-service-3.x.zip (sig)

XEFRRAEO &N Sx REANHEETHIRERF, ETERERS , FHITUTRE

s MRETE 3.3.0 ZHIHMRA , BF 3.x BN ZMAST, Hli2.1.0, £3.3.0 REZ
B, BE—AAMEEEE arm6s, HlE0 , 2.1.0 F armb4,

« MRETH 3.3.0 <FIRAE , BF 3.x BRNZRAES | & arch BN IZRERE,

X-Ray BFHEHFBNZXFHRBNFRE, BEEABERINFHEBIEN Amazon BIR |, &
1 B sk P B KB 88 X

https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn/xray-daemon/aws-
xray-daemon-3.x.rpm

(@ Note
A A A XA cn-north-1 # cn-northwest-1,

Amazon ECR

M 3.2.0 lRAFFIE , ATEATE Amazon ECR R EIZHRBESTHEF, EREREGET , NiZ X ERE
Amazon ECR A H3FM&RK Docker & F w17 B AR IE
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https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-linux-3.x.zip
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-linux-3.x.zip.sig
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-3.x.rpm
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-3.x.deb
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-linux-arm64-3.x.zip
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-arm64-3.x.rpm
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-arm64-3.x.deb
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-macos-3.x.zip
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-macos-3.x.zip.sig
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-windows-process-3.x.zip
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-windows-process-3.x.zip.sig
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-windows-service-3.x.zip
https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn//xray-daemon/aws-xray-daemon-windows-service-3.x.zip.sig
https://gallery.ecr.aws/xray/aws-xray-daemon
https://docs.amazonaws.cn/AmazonECR/latest/public/public-registries.html#public-registry-auth
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BT T 8 BRI AR 3.x AR

docker pull public.ecr.aws/xray/aws-xray-daemon:3.x

B 3.x BN alpha RE —EHRASRKTEHUBIMRAD Alpha AR, REIIELEF
HEFRFEATEAE Alpha RENHEBTHREFRRZ,
Docker Hub

AJLAZE Docker Hub LR EIZHBEFFEF. BTUTHS TERHMAHAH 3.x A :
docker pull amazon/aws-xray-daemon:3.Xx

WK 3. x BRABENRA , LR UBIRANERETHER.

WIFHBETPEFFENESR

U ZIP #EBRAERNERTIEF R~ 2T GPC £ XM, XAFHERXE : aws-

Xray. o

FBALFEARNEERARRIEHBRTIERFN ZIP FRRRBNARELIER. BX , A GnuPG A
NEZH,

SALNEES

%)

1. TELBEH.

$ BUCKETURL=https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn/
$ wget $BUCKETURL/xray-daemon/aws-xray.gpg

2. F[RABRASAIENBHALRA,

$ gpg --import aws-xray.gpg

gpg: /Users/me/.gnupg/trustdb.gpg: trustdb created

gpg: key 7BFEQ36BFE6157D3: public key "AWS X-Ray <aws-xray@amazon.com>" imported
gpg: Total number processed: 1

gpg: imported: 1

RS ANBHRBRIERRETIHER ZIP FHEOZER,
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https://hub.docker.com/r/amazon/aws-xray-daemon
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray.gpg
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray.gpg
https://gnupg.org/index.html
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RIFFHENER

1. TEREEMEERXHF.

$ BUCKETURL=https://aws-xray-assets.cn-north-1.s3.cn-north-1.amazonaws.com.cn/
$ wget $BUCKETURL/xray-daemon/aws-xray-daemon-linux-3.x.zip
$ wget $BUCKETURL/xray-daemon/aws-xray-daemon-linux-3.x.zip.sig

2. B1Tgpg --verify RBIFEE,

$ gpg --verify aws-xray-daemon-linux-3.x.zip.sig aws-xray-daemon-linux-3.x.zip
gpg: Signature made Wed 19 Apr 2017 05:06:31 AM UTC using RSA key ID FE6157D3
gpg: Good signature from "AWS X-Ray <aws-xray@amazon.com>"

gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: EA6D 9271 FBF3 6990 277F 4B87 7BFE ©36B FE61 57D3

FEERBREANES, RAELULIEEENENANIAHRITTER  BRAX RGN, XHTENK
BERLY , ARBHRBIEAREAMS,

BITHESTTER
EAMAGSTETHRIPRE. £ -0 BRUAMBRREST , -n BREBER,

~/Downloads$ ./xray -o -n us-east-2

BEXBETFENFMER , FSHATIER

Linux ( ZA<#8 ) - 7£ Linux L1217 X-Ray #EFHFEF
 Windows ( Z# ) - 7£ Windows £i21T X-Ray #EEFHEF

Elastic Beanstalk — IE7£121T X-Ray SF# %5 Amazon Elastic Beanstalk
Amazon EC2 — £l Bi# Eiz1T X-Ray SF#'#2/F EC2
« Amazon ECS - 7£ Amazon ECS tiz1T X-Ray #iEFHEF

BRI UERARSITERSEEX i —TEHENHBRTHERFNITHN. BXEFEHAEE , B2H EE
Amazon X-Ray SFH 2o

EITHETIER 226



Amazon X-Ray FERARER
RTFHESTIFRERD X-Ray KIZFIEHNVER

X-Ray SFH#FEF{EH Amazon SDK FREREIE L& F X-Ray , EEEBENRER Amazon Fif F BEIX
1o

# Amazon EC t , #RFHEF BHEAXRFINRIREXH AR, AXREFMESTZEETIER
FRERILENAXES , FSRERMEITNARER.

MBEESZMIE (FEXH, RORBIHRFETR ) IEEIE , SDK LIBHITHEE | REEA
BAMEIE, B30 SDK SN ESES , B2 (Amazon SDK for Go FF & A RISE) hMiEE

FiE,
HETHFEFNTIUEFREN IAM AGHAHF LA RAREEABET RS
« £ Amazon EC2 LEARRBRTHER , FUBFXFREEXHAE , IENNFALTMITER

B&o

« Ef Elastic Beanstalk EER#ESTHER , BREEREKHBINZE Elastic Beanstalk BRIAE I E
XHhate,

- BEREAMETNARER , THROAERBEITHETIER.

BXEZER , B NS HFIEREE Amazon X-Ray.

X-Ray #HEEFHFEFBEE
FPEFHEEXE LA EMAIEE Amazon X-RayH BRI E B

2016-11-24T06:07:06Z [Info] Initializing Amazon X-Ray daemon 2.1.0
2016-11-24T06:07:06Z [Info] Using memory limit of 49 MB

2016-11-24T06:07:06Z [Info] 313 segment buffers allocated

2016-11-24T06:07:08Z [Info] Successfully sent batch of 1 segments (0.123 seconds)
2016-11-24T06:07:09Z [Info] Successfully sent batch of 1 segments (0.006 seconds)

RNERT , HETHFEFNAEMEE STDOUT, MREEFABTHESPER , BEM --
log-file i RTIEMSEEXH4KIZE A EXHFWERE, BEALURE B SR HER BERR,
BRI |, FHSREE Amazon X-Ray SFHEF :

£ Elastic Beanstalk # , A REHEFTHFEFBENNVE, EXFHARFE , BSHELEET X-
Ray SF#'# /% Amazon Elastic Beanstalk,

BFHETIEFB X-Ray KiEHIENNE 227


https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/#specifying-credentials
https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/#specifying-credentials
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BLE Amazon X-Ray SFH#HEF

® Note

X-Ray SDK/Daemon 4% @& — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AP ER | £iZEXT , X-Ray SDK #l Daemon # %1 Amazon X R F R Z £ R,
AXXERBERNESZEER |, HS5 X-Ray SDK Hl Daemon Support BB, RIMNBVGE
%% OpenTelemetry, HXITIBENWEZEE OpenTelemetry , FS R M X-Ray U E5TFZE|
OpenTelemetry 125,

BAUERAGSTERREEXHRAEN X-Ray #HETFFRFNITH. KSBOETERTXRTS
%, B -ERERATEREXH , A EREATHST.

BERBER  CEEMENHE—XEMR -n K --region , AFREABTFREFEANXE , TR
ERENIE & IX E X-Ray.

~/xray-daemon$ ./xray -n us-east-2

MREEARMETTHERF , BHEYW , TR/HE Amazon £ EC2 , WA LAFR B 4 &S24I F & S 4
FEUEAY - oI , XBESFH 27 o0 o] LASE IR 3t AE R A LE

~/xray-daemon$ ./xray -o -n us-east-2

HRWSTTANTULEEERSER, MFAERA, REURBTFEFUIUAEANAETE , SR
ABNRERERETHBKS,

BANHEEXHEEIERTIER , LR SREELD , ATAHEMES , MRHIHXBA X-
Ray W&, ZABESEHR , FRREREIRE,

Sections

- XENHREEE
- EARTITEDR
- ERABRENXH

XENHRELE
X-Ray #EFPRFXBUATFAEE :
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« AWS_REGION — #57E X-Ray BR%iw <Ry Amazon Web Services X1,

« HTTPS_PROXY — N#HBFHFEFEE—TNESIHLEZSBIR B, SAURRERSSHMER
B DNS H & IP #ut Mk 05,

ERABTITED

HEEAMBERAFPBEMAZITHETIERN , XL ETEESL T,
WHITIER

* -b, --bind - AT EAE UDP % A £ 29 B34

--bind "127.0.0.1:3000"

2RIAE - 2000,
e -t, --bind-tcp - MU EM TCP w0 LK X-Ray BRSHEA,

-bind-tcp "127.0.0.1:3000"

ZRIAE - 2000,
« -c, --config- \EERF MK E 4.

--config "/home/ec2-user/xray-daemon.yaml"

« -f. --log-file - X B &% EIE E X4 EEE.

--log-file "/var/log/xray-daemon.log"

« -1, --log-level - HELH , X ANFKIFHEI R FA :
dev. debug. info, warn, error, prode

--log-level warn

ERIAE - prod
« -m, --buffer-memory - BEXEFAXAUFERANNFE (2 : MB, &/MEHN 3),

--buffer-memory 50
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Amazon X-Ray R A RIEE
BINE - 1% BT ARE,

« -0, --local-mode— TR &E EC2 LBl T E.

« -1, --role-arn- RXAEEN IAM BN B LETIHMKF,

--role-arn "arn:aws:iam::123456789012:ro0le/xray-cross-account"

« -a, --resource-arn— ETFHFEFHNRRVIL S Amazon BEIRE T (ARN),
* -p, --proxy-address— Amazon X-Ray BEREFXE &L F, STIEERERS I/

--proxy-address "http://192.0.2.0:3000"

* -n, --region - MHEXFHH X-Ray RS KIED R,
e -v, --version— &R Amazon X-Ray ST 12 F R4,
« -h, --help- ERHEBHRE,

52 A Bc B XX A
EHTAER YAML B HREERRTPRF. £ -c SIARREHIRETPRER,

~$ ./xray -c ~/xray-daemon.yaml

Bt B X% T
« TotalBufferSizeMB - & REHX K/ (£ : MB, HR/MEN 3) . EFEONEA 1% BWENKH
o
« Concurrency— EEZBXHENREAHLXFAARE. Amazon X-Ray
 Region— FXBEXK*E4FEXE Amazon X-Ray B .
« Socket - fE#HBETFHREFIYHE,
* UDPAddress - Ed#tEFHEFMITHIRKO,
« TCPAddress - flilr ¥ E 4t TCP i O LY X-Ray FREHIE A,
* Logging - BLi& HEIEFIT A,
« LogRotation -i&REHN false A HERIR,

« LogLevel - ERAELRF , A ANRIFMDERTIEM : dev. debug, info =
prod, warn, error, prod. ERIAN prod , F@ET info,
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* LogPath - ff B &% H Bl E X4 B &,

LocalMode— RiEtrue N ATBEE XY EC2 LHITBIENRE,

« ResourceARN— Z1TFH B F I EIRAT Z# Amazon BIRE R (ARN),

 RoleARN - RAEEMN IAM AN R LABIHMIKF,

« ProxyAddress— Amazon X-Ray B3 B X B L& 5,

* Endpoint - ¥ X-Ray MRS im R iR # 2 P 2 Fr [a B R % 2 BR UM R

« NoVerifySSL - Z£/A TLS iEHEKiL,

* Version - #ETFHEFEEXHFERRE, NHRKXRERLIEFR,

Example Xray-daemon.yaml|

L E XA R R ST R A AV AT iR O Sy 3000 , A BEXANEFTHENKRE  REFTLEDR
WEe  URERXEN B EILFKIED,

Socket:
UDPAddress: "127.0.0.1:3000"
TCPAddress: "127.0.0.1:3000"
Region: "us-west-2"
Logging:
LogLevel: "warn"
LogPath: "/var/log/xray-daemon.log"
LocalMode: true
RoleARN: "arn:aws:iam::123456789012:role/xray-cross-account"
Version: 2

FEAMIZ1T X-Ray HEEFHEF

® Note

X-Ray SDK/Daemon 4% @& — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AEPER | £iZEXT , X-Ray SDK #l Daemon # %1 Amazon X PR F R Z £ A&,
AXZERBERNESZEE |, HS X-Ray SDK H Daemon Support B 5%, RINBVGE
%% OpenTelemetry, HXITIBENWEZEE OpenTelemetry , FS R M X-Ray U E5TFZE|
OpenTelemetry {88,
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YRATLAZE Linux, macOS. Windows 5 Docker &&8 A #1247 Amazon X-Ray SFHEF. SBEFF
EMNHLIRUNANARFN , STHETFRERF T RERBIEF LS X-Ray, ERALLKHHEEAT
BHBERHBETFRER.

EARMIZITE , SFPREF A LM Amazon SDK EEXH ( .aws/credentialsEENAFBERYF)
FRREETENER. EXEZEE , BN BETHETHER D X-Ray ZEHEHNR,

HETHFRFERDO 2000 LT UDP 338, 07 SU6E A BL & SO 4 Ml i o 1T T ot O F1 H ik
M, BEXEZER , HZH EE Amazon X-Ray FHEF.

£ Linux £i&1T X-Ray #iESFI T

BULUNRTITETHRTREFTRTXMSH. €/ -0 RINABERETT , -n BEITREXH,

~/xray-daemon$ ./xray -o -n us-east-2
ERFEBTHRTIER , FEA &

~/xray-daemon$ ./xray -o -n us-east-2 &
£/ pkill KEEFEETHHETFEFRRE.

~$ pkill xray

£ Docker BEEHI21T X-Ray HHIEESFHERF

E7E Docker REsH A MZTHRETIRERF , BRUTXERRENB N Dockerfile KWK, &
Amazon ECR L THZEEWN RJIRG, BXREZEE , BSR NHHETHER,

Example Dockerfile — Amazon Linux

FROM amazonlinux

RUN yum install -y unzip

RUN curl -o daemon.zip https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/
xray-daemon/aws-xray-daemon-1linux-3.x.zip

RUN unzip daemon.zip && cp xray /usr/bin/xray

ENTRYPOINT ["/usr/bin/xray", "-t", "0.0.0.0:2000", "-b", "0.0.0.0:2000"]

EXPOSE 2000/udp

EXPOSE 2000/tcp

FA docker build HIEBEEME,
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~/xray-daemon$ docker build -t xray-daemon .

FA docker run EARBHIZITHE,

~/xray-daemon$ docker run \
--attach STDOUT \
-v ~/.aws/:/root/.aws/:xro \
--net=host \
-e AWS_REGION=us-east-2 \
--name xray-daemon \
-p 2000:2000/udp \
xray-daemon -o

tan AL TR

« --attach STDOUT - EXiIgEEHETIEFNEH,

« -v ~/.aws/:/root/.aws/:ro— RF A/ .aws B R RFLHRIMNR |, FEHEEB EEURR
Amazon SDK &£1Z.

« AWS_REGION=us-east-2-1i%i& AWS_REGION FMELTE |, LLBEH#H BT EFFERABINXE,
« --net=host - FTFAREEMINE host ME, THNNE LW BREEL M iKOENATERES,

. -p 2000:2000/udp - &I EH LB UDP 0 2000 BMETEIAE FMWE -0, W FE—M%EH
MARHTEEMS , IFTELEN , BEAFEEI G SITRIEN KR Docker FIZTH R AERF
Mo BREFHBTFER,

« --name xray-daemon - @& A 8T xray-daemon , M2 4E KB o

« 0 (NTBEBEHE) - F -o RMTMEBMIAOR ( EBRR[/PETHESTPERF ) . MRS
EBFEXAMER TZET , UBLEe2ifiEE Amazon EC2 4l T8z,

EEIHESTIPRERF , BFEMA docker stop. MRLEEH Dockerfile HERFEGE , EEMIERI
BRH L ARTHUES N EEMHEEMNERE, FH docker rm MIBRAEES.

$ docker stop xray-daemon
$ docker rm xray-daemon

£ Windows L£i&1T X-Ray #EEFHERF

BADMNGTITETRETPRF TIIT XM EA -0 IR ERET , -n BIREXE.

1£ Windows Liz1T X-Ray #EFIEF 233
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> .\xray_windows.exe -0 -n us-east-2

£/ PowerShell IR ST REFRIBMEITIRS

Example PowerShell il Zx-Windows

if ( Get-Service "AWSXRayDaemon" -ErrorAction SilentlyContinue ){
sc.exe stop AWSXRayDaemon
sc.exe delete AWSXRayDaemon

}

if ( Get-Item -path aws-xray-daemon -ErrorAction SilentlyContinue ) {
Remove-Item -Recurse -Force aws-xray-daemon

$currentlLocation = Get-Location

$zipFileName = "aws-xray-daemon-windows-service-3.x.zip"

$zipPath = "$currentLocation\$zipFileName"

$destPath = "$currentLocation\aws-xray-daemon"

$daemonPath = "$destPath\xray.exe"

$daemonLogPath = "C:\inetpub\wwwroot\xray-daemon.log"

$url = "https://s3.dualstack.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/xray-
daemon/aws-xray-daemon-windows-service-3.x.zip"

Invoke-WebRequest -Uri $url -OutFile $zipPath
Add-Type -Assembly "System.IO.Compression.Filesystem"
[io.compression.zipfile]::ExtractToDirectory($zipPath, $destPath)

sc.exe create AWSXRayDaemon binPath= "$daemonPath -f $daemonLogPath"
sc.exe start AWSXRayDaemon

£ OS X £iE1T X-Ray #BFHFEF

BN ETETHETRFEFTRIT XS, £/ -0 BIMNABERET , -n BIREXH,
~/xray-daemon$ ./xray_mac -o -n us-east-2

EEERETHRTFER , BEA &
~/xray-daemon$ ./xray_mac -o -n us-east-2 &

£/ nohup AIBFLEE L Im KA L L REFHEF.
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~/xray-daemon$ nohup ./xray_mac &

IEE121T X-Ray SF## 5 Amazon Elastic Beanstalk

® Note

X-Ray SDK/Daemon 4% BH — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AEPER | F£iZEXT , X-Ray SDK #l Daemon # %1 Amazon X R F R Z £ R,
AXXEFERBRNEZEER |, H55 X-Ray SDK Hl Daemon Support BB F, RIMNBVGE
# % OpenTelemetry, HXITIBENWEZEE OpenTelemetry , FSHEM X-Ray U E5TFHE|
OpenTelemetry 188,

BN AREF D IBERBRIES LR Amazon X-Ray , A LLFE Elastic Beanstalk M E# Amazon EC2
6l £iZ21T X-Ray SFHFEF. BXZTXEFELEMNIIEK , 1S H Amazon Elastic Beanstalk 7r & A A 1§
BHME E Amazon X-Ray i,

® Note

ZH RSP R RIS Y S BLE SV IREUR R . BRI PR 7N INE) Elastic Beanstalk <45l
REXHEA B EEFHESTPERFME X-Ray X% BIRNER,

Elastic Beanstalk SF &R B BT , B LLRET , BaETHESTIPERF. S ERNKEAE
BYHTEREETIRRF , E BT Elastic Beanstalk 24| & ik RE Tk A, B R EEIR
B, HETYEFRNZEIRA L , HEARSZE1T.

Elastic Beanstalk ¥ & L @A TEER R RIFTRAR, FSRIZEFENFAETE , RHENEAERERE
BT REFRA,

Elastic Beanstalk 7£ % & 8% Docker (Amazon ECS) ¥ & E iR X-Ray HESFHEF,

{# A Elastic Beanstalk X-Ray &£ i=1T X-Ray #EFH#=EF
FEAREABA X-Ray £/ , REENARFRRBPEAERE X HKREE,
£ Elastic Beanstalk %l & #/8 A X-Ray #HETHFERF

1. ¥TFF Elastic Beanstalk #41&,
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Amazon X-Ray AR IEE
2. SMEGHRRENEERZG A,

3. EEEE.
4. EERHRE.
5

6

NTF X-Ray #EFHFERF , BEEE,
TN

BULERRBHPISHRENH , FEENRENUERREZEBIE,

Example.ebextensions/xray-daemon.config

option_settings:
aws:elasticbeanstalk:xray:
XRayEnabled: true

Elastic Beanstalk NHEEX 4 Z 2B HETFEFHNFEERHEIREME,
#£ Windows Server ¥ & L

- BLEMH - C:\Program Files\Amazon\XRay\cfg.yaml
« BH& - c:\Program Files\Amazon\XRay\logs\xray-service.log

£ Linux ¥& £

- BLEMXH - /etc/amazon/xray/cfg.yaml
« BH& - /var/log/xray/xray.log

Elastic Beanstalk 12t 7 AT M\ a5 1TIREGES| B & Amazon Web Services BI2#24lA WIE, &
A LAfE A BB LRI —T{ESS |, SR$E°R Elastic Beanstalk ‘@& X-Ray #EFHEF B &

Example.ebextensions/xray-logs.config - Linux

files:
"/opt/elasticbeanstalk/tasks/taillogs.d/xray-daemon.conf" :
mode: "0Q00644"
owner: root
group: root
content: |
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/var/log/xray/xray.log

Example.ebextensions/xray-logs.config - Windows Server

files:
"c:/Program Files/Amazon/ElasticBeanstalk/config/taillogs.d/xray-daemon.conf" :
mode: "Q00644"
owner: root
group: root
content: |
c:\Progam Files\Amazon\XRay\logs\xray-service.log

EXEZEE |, 55 % Amazon Elastic Beanstalk FF X A G g Y& E K 5 Elastic Beanstalk ¥ 3%
7 Amazon EC2 3£ B &,

F3 THMIZIT X-Ray ERFHERF (SR )

MR X-Ray R FFEFNENFEEEEFTA , WA LM Amazon S3 THE HFERAEE X 4Kz
7o

£/ Elastic Beanstalk BEE X THH T HESTIERF,

Example.ebextensions/xray.config - Linux

commands:
01-stop-tracing:
command: yum remove -y Xray
ignoreErrors: true
02-copy-tracing:
command: curl https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-
daemon/aws-xray-daemon-3.x.rpm -o /home/ec2-user/xray.rpm
03-start-tracing:
command: yum install -y /home/ec2-user/xray.rpm

files:
"/opt/elasticbeanstalk/tasks/taillogs.d/xray-daemon.conf" :
mode: "0Q00644"
owner: root
group: root
content: |
/var/log/xray/xray.log
"/etc/amazon/xray/cfg.yaml" :
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mode: "Q00644"
owner: root
group: root
content: |
Logging:
LogLevel: "debug"
Version: 2

Example.ebextensions/xray.config - Windows Server

container_commands:
Ql-execute-config-script:
command: Powershell.exe -ExecutionPolicy Bypass -File c:\\temp\\installDaemon.psl
waitAfterCompletion: 0

files:
"c:/temp/installDaemon.psl":
content: |
if ( Get-Service "AWSXRayDaemon" -ErrorAction SilentlyContinue ) {
sc.exe stop AWSXRayDaemon
sc.exe delete AWSXRayDaemon

$targetLocation = "C:\Program Files\Amazon\XRay"
if ((Test-Path $targetLocation) -eq 0) {
mkdir $targetLocation

}

$zipFileName = "aws-xray-daemon-windows-service-3.x.zip"
$zipPath = "$targetLocation\$zipFileName"

$destPath = "$targetLocation\aws-xray-daemon"

if ((Test-Path $destPath) -eq 1) {
Remove-Item -Recurse -Force $destPath

$daemonPath = "$destPath\xray.exe"

$daemonLogPath = "$targetLocation\xray-daemon.log"

$url = "https://s3.dualstack.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/
xray-daemon/aws-xray-daemon-windows-service-3.x.zip"

Invoke-WebRequest -Uri $url -OutFile $zipPath
Add-Type -Assembly "System.IO.Compression.Filesystem"
[io.compression.zipfile]::ExtractToDirectory($zipPath, $destPath)
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New-Service -Name "AWSXRayDaemon" -StartupType Automatic -BinaryPathName
"*"$daemonPath’" -f '"$daemonLogPath ""
sc.exe start AWSXRayDaemon
encoding: plain
"c:/Program Files/Amazon/ElasticBeanstalk/config/taillogs.d/xray-daemon.conf" :
mode: "Q00644"
owner: root
group: root
content: |
C:\Program Files\Amazon\XRay\xray-daemon.log

X LRI H BT RF AEXHRME| T Elastic Beanstalk R BHRES , WELBE I HH AR
Elastic Beanstalk a5 5175 (EB CLI) ik B &R HHEEEER,

L D F5E4F X-Ray SRR EC2

(@ Note

X-Ray SDK/Daemon 43 @A — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon {3
A4 ES | EiZERX T , X-Ray SDK #1 Daemon B9 %% Amazon X R F R % < @&,
BXRAXENEBRNESZELR , H3H X-Ray SDK #l Daemon Support B8 £, RMNBIGE
# % OpenTelemetry, BXIBENEZSE OpenTelemetry , TS M X-Ray X FHEE|
OpenTelemetry 125,

BRI LAETL D EC2H U TRIERS LE1T X-Ray SFHERF :

 Amazon Linux
* Ubuntu
« Windows Server ( 2012 R2 R E SR )

ERARFIEENHR FRETHEFNRU LEZREHIES X-Ray, BXEZER , FEMH ETiHE
SFHREFE X-Ray ZIEBIERIRER.

ERAFBENAZERRFN BEITHETIRER.

ELS%E EC2 239


https://docs.amazonaws.cn/xray/latest/devguide/xray-sdk-migration.html
https://docs.amazonaws.cn/xray/latest/devguide/xray-sdk-migration.html

Amazon X-Ray FERARER

Example A P ##EMIZ - Linux

#!/bin/bash

curl https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-
daemon-3.x.rpm -o /home/ec2-user/xray.rpm

yum install -y /home/ec2-user/xray.rpm

Example A P ##EMIZ - Windows Server

<powershell>

if ( Get-Service "AWSXRayDaemon" -ErrorAction SilentlyContinue ) {
sc.exe stop AWSXRayDaemon
sc.exe delete AWSXRayDaemon

$targetLocation = "C:\Program Files\Amazon\XRay"
if ((Test-Path $targetLocation) -eq 0) {
mkdir $targetLocation

}

$zipFileName = "aws-xray-daemon-windows-service-3.x.zip"
$zipPath = "$targetLocation\$zipFileName"

$destPath = "$targetLocation\aws-xray-daemon"

if ((Test-Path $destPath) -eq 1) {
Remove-Item -Recurse -Force $destPath

$daemonPath = "$destPath\xray.exe"

$daemonLogPath = "$targetlLocation\xray-daemon.log"

$url = "https://s3.dualstack.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/xray-
daemon/aws-xray-daemon-windows-service-3.x.zip"

Invoke-WebRequest -Uri $url -OutFile $zipPath
Add-Type -Assembly "System.IO.Compression.Filesystem"
[io.compression.zipfile]::ExtractToDirectory($zipPath, $destPath)

New-Service -Name "AWSXRayDaemon" -StartupType Automatic -BinaryPathName
"*"$daemonPath’" -f '"$daemonLogPath ""

sc.exe start AWSXRayDaemon

</powershell>
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£ Amazon ECS Liz1T X-Ray #HiEFHERF

@ Note

X-Ray SDK/Daemon 43 @ H — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon fi#
AgEPES | £iZEA T , X-Ray SDK # Daemon # %% Amazon FX R F#ERZ £ R,
BXRAXENERNESZELR , H5H X-Ray SDK #l Daemon Support Bf B F, RMNBIGE
%% OpenTelemetry, BXIEBENWEZESR OpenTelemetry , ESHEM X-Ray UEFTEZE
OpenTelemetry 125,

£ Amazon ECS L , 8I2=1T X-Ray #EFHFEFH Docker & |, FFH £ F Docker BR{&1FfiK
B, RIEEPBE) Amazon ECS £#, ZUMUEFESENL P EAROMRSMNEERRE , A TR
WA AEFSHETIEFASRES.

£ B Docker B

X-Ray £ Amazon ECR L3127 Docker ZE5li 1% , LA LI ELNNARF —EBZMGE. BXE
ZER , PR THHETFER.

ExampleffFE X

"name": "xray-daemon",

"image": "amazon/aws-xray-daemon",
"cpu": 32,

"memoryReservation": 256,
"portMappings" : [

{
"hostPoxt": O,
"containerPort": 2000,
"protocol": "udp"

}

BIZ M9 Docker BR &

MNTEEXERE , BEFEEELHZH Docker B,
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NESHERNEEARE  BTFTEETPEFFREBE LS X-Ray WRR. BXESER &
S BRTHETHPERFE X-Ray RIEHFEHNR.

EALLT Dockerfile 2 —R 8|2z THETIREFHNBRE,

Example Dockerfile — Amazon Linux

FROM amazonlinux

RUN yum install -y unzip

RUN curl -o daemon.zip https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/
xray-daemon/aws-xray-daemon-linux-3.x.zip

RUN unzip daemon.zip && cp xray /usr/bin/xray

ENTRYPOINT ["/usr/bin/xray", "-t", "0.0.0.0:2000", "-b", "0.0.0.0:2000"]

EXPOSE 2000/udp

EXPOSE 2000/tcp

(® Note
EE -t M -b RIEEHE IS ARMENIRE,

Example Dockerfile - Ubuntu
¥IF Debian $TEY) , BEFERRUEBMANM (CA) iIEH , LUEE THEEREFMIESEE,

FROM ubuntu:16.04

RUN apt-get update && apt-get install -y --force-yes --no-install-recommends apt-

transport-https curl ca-certificates wget && apt-get clean && apt-get autoremove && rm
-rf /var/lib/apt/lists/*

RUN wget https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-

xray-daemon-3.x.deb

RUN dpkg -i aws-xray-daemon-3.x.deb

ENTRYPOINT ["/usr/bin/xray", "--bind=0.0.0.0:2000", "--bind-tcp=0.0.0.0:2000"]

EXPOSE 2000/udp

EXPOSE 2000/tcp

EENEFSELYF  BERRTEEANBKMER. HFXBRNZIMIAMER , ARSI VPC h4E
B, EFHRAMES | 5 AWS_XRAY_DAEMON_ADDRESS B EZ &% & N &1iF X-Ray FF X T EZ5| AW
ARBWAHREENIKO, FlE0 , L% UDP %0 2000 , HOIBEHWNARBFRSSHESH
BFASEZRINERE,
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ExamplefF&E X
{
"name": "xray-daemon",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/xray-daemon",
"cpu": 32,

"memoryReservation": 256,
"portMappings" : [

{
"hostPoxrt": O,
"containerPort": 2000,
"protocol": "udp"
}
]
1,
{
"name": "scorekeep-api",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/scorekeep-api",
"cpu": 192,

"memoryReservation": 512,
"environment": [
{ "name" : "AWS_REGION", "value" : "us-east-2" },
{ "name" : "NOTIFICATION_TOPIC", "value" : "arn:aws:sns:us-
east-2:123456789012:scorekeep-notifications" 3},
{ "name" : "AWS_XRAY_DAEMON_ADDRESS", "value" : "xray-daemon:2000" }

1,
"portMappings" : [
{
"hostPort": 5000,
"containerPort": 5000
}
1,
"links": [
"xray-daemon"
]

MRIEE VPC WAE FWPETER |, AUER awsvpe MEEFEMEMEED (ENI) K2 &1
Do XHEALURGEHAERE, BAEEOME, 45328 AWS_XRAY_DAEMON_ADDRESS B EFH
FHIwO,
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Example VPC 5 E X

"family": "scorekeep",
"networkMode" : "awsvpc",
"containerDefinitions": [
{
"name": "xray-daemon",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/xray-daemon",
"cpu": 32,
"memoryReservation": 256,
"portMappings" : [
{

"containerPort": 2000,

"protocol": "udp

"name": "scorekeep-api",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/scorekeep-api",
"cpu": 192,
"memoryReservation": 512,
"environment": [
{ "name" : "AWS_REGION", "value" : "us-east-2" 1},
{ "name" : "NOTIFICATION_TOPIC", "value" : "arn:aws:sns:us-
east-2:123456789012:scorekeep-notifications" }
1,
"portMappings" : [
{

"containerPort": 5000

[u-}

£ Amazon ECS ##| A P B E dp S 1T IN

WHITRINEERERENHFHEMIRE. STTETEEATABNR , BN THERERE

TEFREEHER , BAUERAWTITED,

RN SITIEMAFEHE B TIZAEM Docker CMD. BEXEZ{ELR |, 55 Docker I2175#,

1£ Amazon ECS ##| A EE TR
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https://docs.docker.com/engine/reference/run/#overriding-dockerfile-image-defaults
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REWHITIER

$TF Amazon ECS K #izH|A |, Witk Hhttps://console.aws.amazon.com/ecs/o

MNEMER | EFTELNEFTEXNXE,

ESMERS | i£$R Task Definitions,

£ Task Definitions WE £ , EREBITWESE X EMIAE , ARfF1%EE Create new revision,
ERBESENHEITNEL | R 28R

ERER D , MAES RS STERSIRAIMEIGSFER,

ERE

WS B FiE#E Create,

© N o a0 bk~ 0w Db =

LT RBIERT WA RoleARN it TR BELUES £ RIS T2, RoleARN EIEKAIEEHN IAM
Ao R A HMAKS,

Example

--role-arn, arn:aws:iam::123456789012:r0le/xray-cross-account

ET#HAEX X-Ray FOAGSITRIINESER , BSREE Amazon X-Ray SFHFEF.
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Amazon X-Ray 5H fit A &£ Amazon Web Services IR

® Note

X-Ray SDK/Daemon 43 BH — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AP ER | F£iZEXT , X-Ray SDK #l Daemon # %1 Amazon X R F R Z £ R,
AXXEFERBRNEZEEL |, HS5 X-Ray SDK Hl Daemon Support BB %, RIMNBVGE
%% OpenTelemetry, BXITIBENWEZEE OpenTelemetry , FS R M X-Ray U E5TFHE|
OpenTelemetry 188,

# 2% Amazon Web Services fRS5 RETRILKBIH X-Ray ERK , BIERFEMEEABERA[IIRL, =
17 X-Ray s RRF UK B3I M X-Ray RIEREHIE. 5 X-Ray WERSEATHE :

o EFHRN - RN E ABER

o WA - KN EEHEAMIRS REMIER

« BERRER - NAABEEABERFM—NERERL , FHFH@TREE

- LB -i51T X-Ray #EEFHEFM X-Ray SDK #EW 7 &

® Note
X-Ray SDKs 2% A T#t —HE XK Amazon Web Services IR, fl0 , BRI LU X-
Ray SDK A F Java Elastic Beanstalk i , LUR B XRZ1TER ARRFH Elastic Beanstalk
RENER (BEHEEHMID) .

LA 2 —%5 X-R Amazon Web Services RS ay EREI R :

« Amazon Distro for OpenTelemetry (ADOT) — &8 ADOT , TR EX N ARFH T XN |
BN X SR AREAERZNEE Amazon fERAR | @FET S % CloudWatch, 7 RS
&R T Pro Amazon X-Ray metheus BT B E RS . OpenSearch

« Amazon Lambda— EFEZTRIE AN ERBETEDRBESIRM, Amazon Lambda [6]i& BR it &
AMAEANT R, —NETF Amazon Lambda RS , —PMNETFEE. BARNGE , Amazon Lambda
A4 71E Java # Node.js B1TAT Eiz1T X-Ray SFH##EF , AMES X-Ray SDK Bl & Ao
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https://docs.amazonaws.cn/xray/latest/devguide/xray-sdk-migration.html
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« Amazon API Gateway — I MM, API RxFEAZEANRKBEZICRNER , HEARSi
7 Y 5% B ER B T =

« Amazon Elastic Beanstalk - T&, #ELLT¥ A L , Elastic Beanstalk ‘@31F X-Ray HETFHERF :
« Java SE - 2.3.0 RESRANEE
« Tomcat-2.4.0 RESRAHEE
« Node.js - 3.2.0 RESRANEE
« Windows Server - Bk T 2016 & 12 A 9 B2 X # Windows Server Core ASNIPFTBELE

& ] LAE A Elastic Beanstalk % & & Al Elastic Beanstalk fEiX & & LiZ{T#HESTIERF , &
£ aws:elasticbeanstalk:xray s & Z R FEH XRayEnabled #%&i,

+ Elastic Load Balancin - AR A S#E LWERRER. NARFAREEHSISFRE ID A NE
BERIRL | RENEREZT B R4A.
« &k EventBridge — #31 T B, MR A X-Ray SDK X[ EventBridgeE & i S 19 IR S5 3 T4
W, B4 B AR URE IR BERAR L H o] AR SR A B R R R IR 1D,

- Amazon Simple Notification Service - £z M, R Amazon SNS X EFEA X-Ray SDK BRERHE
B, 1T E AU RIRERAR K S E MRV R ER ID 1518 2 B R B R IR,

« Amazon Simple Queue Service - £z, MRETRSFEH X-Ray F R TEIRERFER , U
Amazon SQS A BAKRIABRERIRSK H R FE A — BV IRER ID FRBIRERMR X EEEDE A,
« Amazon Bedrock AgentCore — B3I X-Ray &£ AgentCore XF 0 A XNIRER , AFBEBERRER

ERNARFNNEHRTRE, H287 AgentCore BIR/Z A ATMEMR |, BB RSO REBIRER
ETx, #THEN A REN T E/MRE,

MATEBRFITERE | HRRELEE K Amazon Web Services IRS
B

« Amazon Bedrock # AgentCore Amazon X-Ray

« Amazon Elastic Compute Cloud I Amazon X-Ray
« Amazon SNS #] Amazon X-Ray
« Amazon SQS # Amazon X-Ray

- Amazon S3 #l Amazon X-Ray

+ JEA T OpenTelemetry B Amazon Distro ] Amazon X-Ray
+ {8 Amazon Config BREZ X-Ray MZELEE K

« Amazon AppSync 1 Amazon X-Ray
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« Amazon API Gateway E£31E#R X Amazon X-Ray

Amazon EC2 #1 Amazon App Mesh

» Amazon App Runner 1 X-Ray
- 125 X-Ray API A Amazon CloudTrail
+ CloudWatch 5 X-Ray &K

« Amazon Elastic Beanstalk #1 Amazon X-Ray

» Elastic Load Balancin Amazon X-Ray

« 5 EventBridge 1 Amazon X-Ray

« Amazon Lambda # Amazon X-Ray

« Amazon Step Functions #] Amazon X-Ray

Amazon Bedrock #l AgentCore Amazon X-Ray

Amazon Bedrock Amazon X-Ray & AgentCore 55X , NIEH Al REM T ERH S AR IRERIEE, X
MEMATEEFRRERENARFNNEHITRER , M\MASBIZIR B 1488 E H #F R [ 7R,

AgentCore BT X-Ray ERZHFH AXNRER , AIFERKEE A REMNITENMEE, &K AgentCore
BRBAUMEMR  BUUBRSIREZERELTX , A THENRESEHM Amazon RESHIR
BErRR. BXEZEE |, 55 Amazon Bedrock AgentCores

AgentCore X# LA T X-Ray Zh&E :

o FFERER LT MAEBEITRRS
+ {8 Amazon Distro for OpenTelemetry (ADOT) SDK # 1T B E X & A
1% & X-Ray AgentCore

2 X-Ray 5B & AgentCore , BEEE Amazon IKF F/E A “ CloudWatch R BB R, X2 —
RMEIRE , AgentCore A 1F[E X-Ray KAREHIE. BXEZER | BSHBEAXRZEE,

BXNREAMEMNEZE R AgentCore , BESHE RN EH Amazon Bedrock AgentCore fRIEH T E
0T W B
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https://docs.amazonaws.cn//bedrock-agentcore/latest/devguide/what-is-genesis.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/CloudWatch-Transaction-Search.html
https://docs.amazonaws.cn/bedrock-agentcore/latest/devguide/observability-configure.html
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FFER Er¥Rk 5 AgentCore

AgentCore XA T2 mNIRERH X-Ray BRERFRAE R, BALUEBERPITEX-Anzn-Trace-Id4R
3k, AgentCore LA4H B ARSS1H SRRV ERER £ T Xo

Amazon Elastic Compute Cloud 1 Amazon X-Ray

&R LABE R A P BRI A7 Amazon EC2 K| EREMIZ(T X-Ray HEFHRERF. BXUEHA , S
FAEL D# FE1T X-Ray SFH#EfF EC2 :

EASPIREXHR THETIEFNRA LEREHES X-Ray, BXEZEE , B2 BTHE
SRR X-Ray KIEBIEB R

Amazon SNS #l Amazon X-Ray

AL Amazon X-Ray 5 Amazon Simple Notification Service (Amazon SNS) — 2 {8 FA SR iR ER # 20 #7
B SNS TFL M E| SNS ZHFITFARSMiER. £/ X-Ray lRERE Amazon SNS 7T EE R H
EmRSHEER (Hlm , EREENEB LR T SKINE, SR EBARERZEBN BT FIE R
TZKAIE ) o Amazon SNS X FARAEEEM FIFO EFEZFF X-Ray RER.

MBB/MNEZFEA X-Ray £ NFHI RS % Amazon SNS £& , Il Amazon SNS & %X H &
BRERE T MARZREITHERAF, o, @A IMNERN SNS BEFHAMHER , I ERENE
Amazon SNS iT FH< Y 75 BRBUIE K%k 4a X-Ray. £ Amazon SNS # & & FEA Amazon SNS £
BITFENRER , RIBI A Amazon SNS API = CLI, &S RN AREF , #4 7
SNS & i,

BtiE Amazon SNS SEZ R ER

Al LA{E A Amazon SNS #24]4& . Amazon CLI 2 SDK &g Amazon SNS SEZI R .

£ Amazon SNS ##| & 8Y , Amazon SNS £Z1R 7 SNS SI2EA X-Ray FTENNR., MREEH
BBHNRIEN X-Ray BRFE , NZR e ofiEs, EXxXENRNEZEE |, H55E (Amazon
Simple Notification Service FF &R AR $ER) F Y Amazon SNS FHIFRIRF 5 A EEE M Amazon SNS
R EIR G, FE T AR Amazon SNS #EH A FENRENEZEES , 152 H (Amazon
Simple Notification Service FF R A G $E®) FHITE Amazon SNS =& E 5 AJEZ IRER,

£/ Amazon CLI 5 SDK T FERERRT , MAEAE TR BN KB FHEENR, FH
PutResourcePolicy ETH RN S ERKEEE X-Ray , LAR¥F Amazon SNS HRELKIXLS X-
Rayo
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https://docs.amazonaws.cn/sns/latest/dg/sns-active-tracing.html
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https://docs.amazonaws.cn/sns/latest/dg/sns-access-policy-use-cases.html
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Example Amazon SNS £z ERERRY X-Ray & T & IRH KRB

LUT RBIRMEASIEE T Amazon SNS RHREREIE K %44 X-Ray FTE ERRR :

Version: "2012-10-17",
Statement: [
{

Sid: "SNSAccess",

Effect: Allow,

Principal: {
Service: '"sns.amazonaws.com",

.

Action: [
"xray:PutTraceSegments",
"xray:GetSamplingRules",
"xray:GetSamplingTargets"

1,

Resource: "*",

Condition: {
StringEquals: {

"aws:SourceAccount": "account-id"
.
StringLike: {
"aws:SourceArn": "arn:partition:sns:region:account-id:topic-name"

£ CLI 1 ZE T RRHNKBE , l8F Amazon SNS FIREREIE & %4 X-Ray HIR :

aws xray put-resource-policy --policy-name MyResourcePolicy --policy-document
'{ "Version": "2012-10-17", "Statement": [ { "Sid": "SNSAccess",
"Effect": "Allow", "Principal": { "Service": "sns.amazonaws.com" }, "Action":
[ "xray:PutTraceSegments", "xray:GetSamplingRules", '"xray:GetSamplingTargets" ],
"Resource'": "*", "Condition": { "StringEquals": { "aws:SourceAccount": "account-
id" }, "StringLike": { "aws:SourceArn": "arn:partition:sns:region:account-id:topic-

name" } } } 1 }'

Bt & Amazon SNS &z IR ER
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MEFEHXLERG |, &% partition, region, account-id # topic-name Bt Bk
Amazon 7 [X, XiF, MK ID 1 Amazon SNS B E#., MEMR FFTHE Amazon SNS EBF IR EREK
ERIELS X-Ray IR , BRFEEEHERN *

£ X-Ray #Z#|AF&EFE Amazon SNS % & FMiT & A F IR ER,

£ X-Ray #HAEEFREEMBREFE , XEHEETRT Amazon SNS & & FiT # A F 8 BBk
NBE. AEANEBITFF Amazon SNS SEZNIRERE , X-Ray REF#E MR ERFHE A 48 R Amazon
SNS &1 #&. Amazon SNS TBMTHITHAFWXBT R -

o) —E—e

Client O Publisher O myTopic
SNS Topic

O https://s...mySqsQueue
SQS Queue

EFREM Amazon SNS XA EMITEHAFPWRER |, X-Ray REFEFENHAE SRR FBEHEMND R
BB k.
ExamplesE /=R Amazon SNS & & M 1T F1T 5 A 7 89 8 8] & = 6l

HROIE RO EZPEEmMEN Amazon SNS TH K% — K EEM Amazon SNS X% ¥& |,
Amazon SNS iJE AP AL,

Segments Timeline info ©
0.0ms 50ms 100ms 150ms 200ms 250ms 300ms 350ms
Name Segment status Response code Duration ! : . ! . . . !
¥ Publisher
Publisher ®oK - 295ms
SNS @ oK 200 263ms Publish: arn:aws:sns:us-east-1:....myTopic

¥ myTopic AWS::SNS:Topic

myTopic ®oK 200 37ms

SQS @ OK 200 36ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqgsQueue
¥ SQS AWS:SQS::Queue

SQS @ OK 200 36ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
QueueTime ©ok - 36ms

+ERRAIERIZIREE X Amazon SNS HE R FHAEE.

- SNS ZPEBRREMNEF IR A K Publish API i MR LA AL,
 myTopic 2K &R Amazon SNS 1 5 % % & SRRV EEIR o

1 X-Ray #2#|&HEE Amazon SNS & & MiT A - BRER. 251
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« SQS F7 &« Amazon SNS 58 2 & 1 E] Amazon SQS BAFIFT 18 Tk BV IR AT [E)
« MyTopic 7B fl SQS F 7 B Z BIRY AT AIXRIX RE S Amazon SNS REH 16 TR RYET A,

Example@ & #t4- 2 Amazon SNS ¥ £ 19 B} [8] £ =4

MRE-—NMREEHLEZ S Amazon SNSHE , M BRERALHPL2ERMRELAENEBRBEEN D
28

Segments Timeline info [}
0.0ms 50ms 100ms 150ms 200ms 250ms 300ms 350ms 400ms
Name Segment status Response code Duration ! ! ! ! ! ! ! ' !
¥ Publisher
Publisher ®@oK - 356ms
SNS @ oK 200 323ms PublishBatch

¥ myTopic AWS::SNS::Topic

myTopic ®@oK 200 63ms
Message-3 ®@ ok - 58ms
SQS @ oK 200 62ms SendMessage: https://sqgs.us-east-1.amazonaws.com/.../mySqsQueue
Message-2 ®@oK - 57ms
SQsS @ oK 200 51ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
Message-1 ® oK - 57ms
SQsS @ oK 200 55ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue

¥ SQS AWS:SQS::Queue

SQSs @ oK 200 55ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
QueueTime ®@oK - 55ms

SQs @ oK 200 51ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
QueueTime ® oK - 51ms

SQS @ oK 200 62ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
QueueTime ®@oK - 62ms

Amazon SQS # Amazon X-Ray

Amazon X-Ray & Amazon Simple Queue Service (Amazon SQS) 5 & LA IR BRi& 1 Amazon SQS A
PRIZHEE . MRETRSERA X-Ray FRATEGRERER , Il Amazon SQS T LA KA BRER#RL H
GREFH — BV IRER ID FRBIBEMNRIEEELBEFERAE, RIRESMFERAFEBRER, 2R
BANTHRERS.

Amazon X-Ray X RERAE A Amazon SQS #l Amazon Lambda HWEHRFENARERF. FH
CloudWatch #ZH 2 &E& M Amazon SQS BERAH H T ik Lambda BB BB MNMERNEBRUE,
EEERBENRIRS B3 85E R T Lambda fEAET SMRER , WM 612 5N AR F 8% 2in0
M. BXEZER , BSRRESEHEIENARER.
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O ProducerFunction O https://...MySQSQueue
SQS Queue

O ConsumerFunction
Lambda Context

Amazon SQS Z#FLU T RERFRLEM -

o BRIA HTTP #53k — 2@ Amazon SDK 8 H Amazon SQS B , X-Ray SDK & B a1 fF IR ER#Rk
IERR HTTP 53k BRIAREEFRLHE X-Amzn-Trace-Id &# , ¥ FBE7E SendMessage 5
SendMessageBatch i RHPWAIEEE. BHSHE RFEFEL , A THEXBIAHTTP /5L E

JBNO

+ AWSTraceHeader R&EM - AWSTraceHeader 2 Amazon SQS REBHEERZEEM , AT &
RSP EEEEMN X-Ray BRERFRk, BIETL LB X-Ray SDK # 1T B i et , th el SAEA
AwWSTraceHeader , flENfE R #TiE SWERIR SDK B, MREFHEE T H-MRLELN | ISEER
SEMSEBE HTTP BREMRL,

£ Amazon EC2 Li=1TH} , Amazon SQS X #F—REB—FKEE., XERATEARMEN LE1TA, R
R % #EH Amazon Fargate, Amazon ECS = Amazon App Mesh & 23 RS8T,

Amazon SQS SEE XK/NAEE ﬁ@ﬂﬁ¢%ﬂ§F@TﬂRiﬁ$ﬁ%o B X-Ray REEFTSEIEH Amazon
SQS B#l, ETHEX Amazon BEEFINEZER |, i5ZH Amazon SQS ElEi,

KIE HTTP BRERIRK

Amazon SQS W KX HEAH A LUET SendMessageBatch 5 SendMessage B B3 XX BER
¥rko BME| Amazon SDK EFimAt , Al Bz X-Ray SDK XMW FTE TEMTRE. FrRERMY
Amazon Web Services FRS AR BIEIX LRSS H AR FRIR ( FlE0 , Amazon S3 F#E =L Amazon
SQS BA%I ) , 7 X-Ray #ZH| AV IRER#E £ ERA THET Ko

WMET I EH EEESRE Amazon SDK @A |, B2 XK SDK LT :

+ Go - £ X-Ray Amazon SDK for Go J&¥; SDK @&

+ Java - fEFER T Java B9 X-Ray SD Amazon K i& & SDK &

+ Node.js — EHEA T Node.js B X-Ray SD Amazon K &R SDK i@

+ Python — 8 Amazon & B F Python By X-Ray B#4F % T EGiBE SDK
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https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_SendMessageBatch.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/APIReference/API_MessageSystemAttributeValue.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-limits.html
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Amazon X-Ray FERARER
 Ruby - &R T Ruby By X-Ray SD Amazon K B SDK i
« NET - EAERT.NET # X-Ray SD Amazon K j&¥: SDK i

1 ZR IR ERFR K MR & IR ER T 3

MREFEAWZ Lambda TiiEERASR , WL BaEBRERL T X ESEMFEAHEM Amazon SQS £
BRHIT LT XUEHE , BAF RN [ EW T HH R,

MERFELETXEESHUAT=EATER -

« BI A ReceiveMessage APl M AWSTraceHeader BRI B IZYCEE,

« NEMHRRRERRL.
o MPRAHIRERER ID, ( Wik ) @50 BRIRIE ZER.

THERFEA X-Ray SDK for Java 4B/ R~HISEHE

Example : #ZRIRERFRLFIRE RER T XX

// Receive the message from the queue, specifying the "AWSTraceHeader"
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
.withQueueUr1(QUEUE_URL)
.withAttributeNames("AWSTraceHeader");
List<Message> messages = sqs.receiveMessage(receiveMessageRequest).getMessages();

if (!messages.isEmpty()) {
Message message = messages.get(0);

// Retrieve the trace header from the AWSTraceHeader message system attribute
String traceHeaderStr = message.getAttributes().get("AWSTraceHeader");
if (traceHeaderStr != null) {

TraceHeader traceHeader = TraceHeader.fromString(traceHeaderStr);

// Recover the trace context from the trace header
Segment segment = AWSXRay.getCurrentSegment();
segment.setTraceld(traceHeader.getRootTraceld());
segment.setParentId(traceHeader.getParentId());

segment.setSampled(traceHeader.getSampled().equals(TraceHeader.SampleDecision.SAMPLED));
}
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Amazon S3 1 Amazon X-Ray

Amazon X-Ray 5 Amazon S3 SR AIRIRE TN AREF S3 BN LiFER. MREMARSER
X-Ray SDK BRERiER , M Amazon S3 AJ LURFBR ER#Rk K %45 Amazon Lambda, Amazon SQS #
Amazon SNS E T HEHITRAF, X-Ray ZEFREHEELEIN Amazon S3 E4BE A,

B LA X-Ray IRERHEEE Amazon S3 SN ARFATAHMERS 2 BMNER, BETUERE
FEEEER , HINFEEBEMKER, HX X-Ray BHANEZER , ESR £/ X-Ray #Hl &,

Amazon S3 XHEEIAW HTTP FRke M, H&EST Amazon SDK A Amazon S3 B , X-Ray SDK
£ B FREFLIER A HTTP ik, BRIARERFRLH X-Amzn-Trace-Id &&, WNETHEXRIE
HRANEZEE , BZABSNE LN REFL, Amazon S3 RERE T XABXIFUTITEAF, ¢
Lambda, SQS # SNS, HT SQS M SNS AF K E7BBIEAS , Hit , 4 S3 AR T2 ER
EENIRERRRERBEF |, BIECIXFRRR AL ES T RS,

Bt Amazon S3 E4EA

B Amazon S3 BAHIMEE , LA NEFEEPRERLES4MBEREN, RE , LB A UL REE
RIFARFFHILT BRI

« Amazon Simple Notification Service (Amazon SNS)
* Amazon Simple Queue Service(Amazon SQS)

« Amazon Lambda

BXREXRFEHNIIXR , E5H (Amazon Pinpoint F XA R1EF) R EXRHHSHERE,

Amazon SNS # Amazon SQS

IR T Amazon S3 IR , RS BEFBHR K E SNS TEH SQS A5, WFERTFXLENR |, &
& Amazon Identity and Access Management (IAM) SREEFf H0E) B #5 SNS & SQS A3, WFET
BAXME IAM RBNESEE , BEARTHEMESZHE SNS £ SQS RS,

BXF SNS # SQS 5 X-Ray EFWHXEER , S Amazon SNS Fl Amazon X-Ray l Amazon
SQS # Amazon X-Ray.

Amazon Lambda

£/ Amazon S3 ##|& £ Amazon S3 F# 8 LR Lambda B ELEEHEXN |, BH & FE
Lambda EE LR BXHEH R LME Amazon S3 ERNEFH#BARERS. EXESZEE , BSH
{Amazon Simple Storage Service #ZHAAFERE) FHMMAN S3 FHEBEEANLESHER 2,
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https://docs.amazonaws.cn/AmazonS3/latest/dev/NotificationHowTo.html#supported-notification-event-types
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$&3& 1] LAM Amazon Lambda [@] Amazon S3 #F @A Lambda BRI E. EXEZEER |, BSRH
Amazon Lambda FF & A R IEEHPHEHIE : & Amazon 5 Amazon S3 £&FH.

BXE Lambda 5 X-Ray EBRNWEZELR , HZSEKN Amazon Lambda F# Java X5,

& A F OpenTelemetry B9 Amazon Distro 1 Amazon X-Ray

FEHEAT OpenTelemetry #9 Amazon Distro (ADOT) WWEISHRFIRER , HIFH L IEL Amazon X-
Ray ME = RG%E |, 540 Amazon CloudWatch, Amazon OpenSearch Service 1 Amazon
Managed Service for Prometheus,

&M F OpenTelemetry 8 Amazon Distro

i& Fl T OpenTelemetry B9 Amazon Distro (ADOT) & T Cloud Native Computing Foundation
(CNCF) OpenTelemetry T B 8 Amazon K1ThR. OpenTelemetry 12— R 5IFFIR API, FEEFIER
WE X ITHREMIER, T ESR L OpenTelemetry A4 A 1THR , EFEFEH Amazon MR,
i, RENEZFNFRITESD, BahRMARIEMIES.

f&Bh ADOT , TRITREXNNARFHT XN , BN IERFRER K% E 24 Amazon
YRR S R |, E$E Amazon CloudWatch, Amazon X-Ray., Amazon OpenSearch Service LA K%
Amazon Managed Service for Prometheus.,

ADOT E 5K MZH Amazon Web Services fRS SEIMERK , § ERILFRERFMIBIRKIEL X-Ray
LA B RENERE, 5 ADOT ERH — LIRS R~HISHE -

« Amazon Lambda - ADOT B Amazon £& Lambda 2HEFEEAN A AR | e 838N
Lambda B# , £5 FiREMNEHF OpenTelemetry 5 Amazon Lambda %1 X-Ray B FF 78 B0 F B &
BEHEE—E, AFETEERRBEITRNHE Lambda BEU/E B FMZ A OpenTelemetry, HXE %5
B, %28 Amazon Distro for OpenTelemetry Lambda,

« Amazon Elastic Container Service (ECS) - fEF & F OpenTelemetry 89 Amazon Distro W 251K
£k 8 Amazon ECS MARFHIERMERER , HAE4S X-Ray MIEMEERRAR, BXESE
B, #ZH (Amazon ECS FR AR IER) FHWNENAREFRERHIE.

« Amazon App Runner - App Runner 3 A& A F OpenTelemetry B9 Amazon Distro (ADOT) ¥
IRERKR 1AL X-Ray, £/ ADOT AFAXTEQRERFBICNAEFNREREE , HEMA X-Ray 2
REY FHERNNARFONE, BXESZEER , S Amazon App Runner 1 X-Ray,

BXREHTF OpenTelemetry #) Amazon Distro WEZEE. ( BIEE5H At Amazon Web Services RS
WER ) , S 5&EB T OpenTelemetry B9Amazon Distro 3 #4,
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https://docs.amazonaws.cn/lambda/latest/dg/with-s3-example.html
https://docs.amazonaws.cn/lambda/latest/dg/java-tracing.html
https://aws-otel.github.io/docs/getting-started/lambda
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/trace-data.html
https://aws-otel.github.io/docs/introduction
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AxWMAERAERT OpenTelemetry B9 Amazon Distro 1 X-Ray NN ARFNEZELR | ESHME
FAER T OpenTelemetry B9 Amazon Distro U i A2 5 o

5/ Amazon Config IREr X-Ray IN#Hl & F X

Amazon X-Ray & Amazon Config £ Ri2FEXT 18 X-Ray B R BRAT A BB E R, 147 LAEH
Amazon Config K& R X-Ray B ER, T X-Ray BN L IEZFHE TR RERKREEA,

Amazon Config LT X-Ray MBZFEFRERIZENEH :

- BREER - EXEAM—MINBERR , HIXRENKIA X-Ray lIFRE

BN LA TR T {4 X-Ray H Amazon Config Z B2 3 BEAE#E,

2132 Lambda B AR X 25

B AMIE B E XL Amazon Lambda BEEEHY ARN =¥ BE4 B B E L Amazon Config 0, EEBLL T
B8 , @3 Node.js B —MNEAXREE , ZEBET Amazon Config BIRIRSFEARTFTERNEIRE
44 XrayEncryptionConfig.

5 AWS::XrayEncryptionConfig 5 cifit & 85812 Lambda B %X

1. $TFF Lambda 5§l &, EFOIEEHK.

2. ERER , REHI%EERELLEE config-rule-change-triggered @, #HIEE RPN EE |
IERAE UKL,

3. BEMUTFBRXEEEH :

« NTFER, BAEB
- NTFAe , BEEMNERIEFTAE,
« 34F Role name , &% A& o
o X FRBEHEAR |, %£$F Amazon Config LA BR,
4. EERBIEEI LAE Amazon Lambda 3§ & R EIEZ M E RE .
RESHBRBAEE , F AWS: :EC2: :Instance B¥H AWS: :XrayEncryptionConfig. &k
A LABE 7 #R F BR R I BR L B2 25

BINET

if (configurationItem.resourceType !== 'AWS::EC2::Instance') {
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https://console.amazonaws.cn/lambda/home
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return 'NOT_APPLICABLE';
} else if (ruleParameters.desiredInstanceType ===
configurationItem.configuration.instanceType) {
return 'COMPLIANT';

}
return 'NON_COMPLIANT';
EARVET
if (configurationItem.resourceType !== 'AWS::XRay::EncryptionConfig') {

return 'NOT_APPLICABLE';
} else if (ruleParameters.desiredInstanceType ===
configurationItem.configuration.instanceType) {
return 'COMPLIANT';

}
return "'NON_COMPLIANT';

6. FEUTRBRNEERN IAM BIRITHEPLIEEBHE X-Ray, XENRAFNEN X-Ray FiR#E

TRIFEHE, TEREEHEOEYERONBELSHUTER : 24 Amazon Config i#4& SH N < Bk
B Lambda BEiZRt , HIIR BRI ENBHEBEAEE,

"Sid": "Stmt1529350291539",
"Action": [
"xray:GetEncryptionConfig"

1,
"Effect": "Allow",

"Resource": "*"

A X-Ray 22 B E X Amazon Config # N
£ BIZ Lambda BE#EY |, i TiZBEEH ARN , AR5 E] Amazon Config %l & K612 8 E LA,
71 X-Ray #12 Amazon Config LN

1. $TF Amazon Config ¥4 & KYF N T HE .
2. IERBARMBN , AFEFBRMEEHAN,

3. 1£ Function ARN ( Amazon Lambda E# ARN)F | AL EFE AN S Lambda ERES<EKH
ARN,

7 X-Ray 8% B E . Amazon Config #L1I 258


https://console.amazonaws.cn/config/home#/rules/view
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4. EBEEREMNARIFRE

- MEFE X - HS5HNSEE T EARIROAEEE X8 , Amazon Config 58 & ik, 1£
Amazon Config XA BMEREAHE , IFHE2IEIT,

« TEH - Amazon Config IZBRIGERZFWMBEZ/TEN ( Hla0 , 5 24 /pETf) o
5. HERREBL | % X-Ray —FTH# EncryptionConfig.
6. EERE.

Amazon Config 2% & M BIFF i MBI S M, TRITAAIRERTE/LD HEtE,

AT HMUEM , Bt Amazon Config AI AFF iR 4m1F ® ¥ £ 12%. Amazon Config SARY B4
ERIERBRENL. N TFEHSRAMPEZREI , Amazon Config #< A“M/E RN ENERK
— ANk, LERNBEZRLAR JSON RREMLET L, 5 EncryptionConfig XERHIA N FERE(L 2
Configuration.type # Configuration.keyID,

ROIZER

LA Amazon Config B 8 3 7R 518 7R T 45 E B #3068 AT EY B 22

XRay EncryptionConfig 366702083853 o

on June 18, 2018 1:40:38 PM Pacific Daylight Time (UTC-07:00)

1:19:19 AM 1:30:18 PM 1:38:40 PM I

[ i th th [ Now
‘ ‘ ‘ ‘ 08 June 2018 ‘LDS June 2018 ‘ 08.Juna 2018 -

AR 2 — Amazon Config B & B =Bl “NEHNERNEATHFALT, LLRHIETREKIA X-
Ray M%K% E N E LAY B
= Changes ()

Configuration Changes ()

Field From To
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Amazon SNS &4l

EEGRBELAEEXRRBEEL , B Amazon Config iR BN &% Amazon SNS BHl, EXEZEER ,
BSRE B F b4 % Amazon Config &IRE &Ko

Amazon AppSync 1 Amazon X-Ray

&) LR A M ERER Amazon AppSync NiER, BXEZER , HZFHEA Amazon X-Ray #H1THRER
FRERHBA

 Amazon AppSync APl B X-Ray IRER/E , %’-‘wuéﬁ K P A2 EEE LN EN Amazon
Identity and Access Management fRE M%< &, X L iF Amazon AppSync AZ £ H A IFRER A IEF
X-Ray.,

Amazon AP| Gateway Fz#1E R Amazon X-Ray

H AP ERET Amazon API Gateway API 2R ZIRE RS , B LAER X-Ray XA FER#T
BERM DM, APl Gateway XIFFIFTE AP| Gateway i KB 1T X-Ray BER : X3, B&MELH
A, B LIERM X-Ray BIFTEAmazon Web Services X1 #4F X-Ray 5 Amazon API Gateway
“£EeEH. BXEZELR , B3 (API Gateway FF A ARIEFE) RHFEF Amazon X-Ray BRER AP
Gateway APl 1718

(® Note
X-Ray X X #5133 API Gateway IRER REST AP,

Amazon API| Gateway s Amazon X-Ray R X FEERZRF. £ API B EBRE AVEZ IRER AT & AER
IXR# | FNREREAIEZE X-Ray,

WAIFE API B ER IS R TE ) IR ER

$TFF API Gateway #Z#|& , WL : https://console.aws.amazon.com/apigateway/o
EFE— AP,

TEE B &R

FERE/BREETF L, BB HA X-Ray REE , AREBRREES.
EEMSMERS , EFEFFR.

o & 0D =
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https://docs.amazonaws.cn/config/latest/developerguide/monitoring-resource-changes-by-email.html
https://docs.amazonaws.cn/appsync/latest/devguide/x-ray-tracing.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.amazonaws.cn/apigateway/latest/developerguide/apigateway-xray.html
https://docs.amazonaws.cn/apigateway/latest/developerguide/apigateway-xray.html
https://console.amazonaws.cn/apigateway/
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6. WMEEFHBEERMREN API , BERRFETHIIXR , RAREEIE AP

API| Gateway £ FI &7 X-Ray 2% & E LK REFMNKBEZICZMNER, BANIRGERT
API (IR , HELGER T ESRERLNERNAN . APl Gateway 75 RIEMEHIZFIRL , UK
BARMBMNBERNEFAGE. BXRESZEE , BER BEERFAN,

(@ Note
£ API Gateway HTTP £/ IRER REST API B , 402 BRIIRS B IERE A M API
Gateway 5 HTTP £RIHRMIER URL BEE , £RES M —HK URL BBRE X-Ray RER
WEEHLXER—NMRETR. K2 URL RIS HIREFHEEESY 10,000 78 LR ,
M IR
MERARER S API Gateway BIBM RS T R B E , §E/RE URL ERFHFERED
POST WERIEXEEESH, XA AEHMEBRRSHE TR URL BBN—H2 , XAEER
BAOTER URL BBEMERS T =,

X FrrEEAER , API Gateway FF IR E=AR K R M0 BIE % B BRERAR K AVE A HTTP EXR,

X-Amzn-Trace-Id: Root=1-5759e988-bd862e3felbe46a994272793

X-Ray IRER ID #3

X-Ray trace_id HIEFZHF RN =ZHKFHMK. 0 1-58406520-
a006649127e371903a2de979, XAIE :

« RAS B 1,
o RIFERMETE |, KA Unix LEtiE , 7 8 NHAR#FIBF,

f5lan , 2016 &£ 12 B 1 H L4 10:00 ( KF5FFnHERT A ) L ThtE S 1480615200 % , ER T
Nt FIEF 58406520,

- RERWY 96 (V2 /ME—FRIRF , A 24 N THAREFIKF.

MRZERATENRE , AEEBRKEAXENBERACTFRIRE , WZMERDHRXEFKDTR. i, 240
# Web R AR BN HTTP & Fimid A APl Gateway APl, H#&EH X-Ray SDK & HTTP &F
WA, FEEERXERENE HERRBMBENRL. API Gateway SREURERFRL H A R ERGIE S
28
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https://docs.amazonaws.cn/apigateway/latest/developerguide/setup-http-integrations.html
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MRIEFER API Gateway 3 API 2 ¢ Java SDK , NI A UB @& F w4 B 28 A il — ME R BT
RN SDK B , XE5EBF KM Amazon SDK FEF i A NMEE. BXiiE , BSRERER
F Java B9 X-Ray SD Amazon K JB¥R SDK A :

Amazon EC2 1 Amazon App Mesh

Amazon X-Ray 5 Amazon App Mesh SERRAEEMARSH Envoy K. App Mesh 12T Envoy ki
A, BALCNHEE N MEMERES S pod WABRHIZITH X-Ray #EFHEF ZZRERBE. X-
Ray X R TS App Mesh B RS #HTIRER :

« Amazon Elastic Container Service (Amazon ECS)
» Amazon Elastic Kubernetes Service (Amazon EKS)

* Amazon Elastic Compute Cloud (Amazon EC2)

AT RN T B m{ES App Mesh /B8 A X-Ray BRER.
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https://docs.amazonaws.cn/apigateway/latest/developerguide/how-to-generate-sdk.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/what-is-app-mesh.html
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Service map

default-ateway

Clients
appmesh/colorgateway-vn
AWS: AppMash:Proxy
avg. 0.08ms
a BA t/friin
Clients avg. 2ms

B& t/min default-colorteller-white

appmesh/colorteller-white-vn
AWEAppheash:: Proxy

EEE Envoy RELUSBIERIES X-Ray , FEHEHASRE X Fi%E ENABLE_ENVOY_XRAY_TRACING

FHAEE,

(® Note

Envoy B9 App Mesh k7 B B TR TR EL B A N R ERER. MEFEH 5% WEEXER
( €% Envoy A 1.16.3 SNEFTMRAS ) , 2 50% HIEHEE ( £ 5 Envoy 1.16.3 Z BIHIAR
K)o
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https://docs.amazonaws.cn/app-mesh/latest/userguide/envoy.html#envoy-config
https://docs.amazonaws.cn/xray/latest/devguide/xray-console-sampling.html
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Example Amazon ECS #J Envoy &8 E X

"name": "envoy",
"image": "public.ecr.aws/appmesh/aws-appmesh-envoy:envoy-version",
"essential": true,
"environment": [
{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/myMesh/virtualNode/myNode"
},

{
"name": "ENABLE_ENVOY_XRAY_TRACING",

"value": "1"
}
1))
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | cut -d' ' -f3 | grep -q live"
1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3

(® Note

HZH (Amazon App Mesh A $8§R) ## Envoy B , T#EXT A Envoy Xigith it E
ZEE,

BXRERBFIZIT X-Ray HEFPEFNEMAER , HSH £ Amazon ECS E£ia1T X-Ray HESFH
EF. NT3ERSME. RS, Envoy REHM X-Ray #IBFHEFNREINARERF , BT App
Mesh =4l GitHub Ff##EEHH colorapp =Hl.

THRES

« FFIAMEERA Amazon App Mesh
» Amazon App Mesh #] Amazon ECS A|’]
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https://docs.amazonaws.cn/app-mesh/latest/userguide/envoy.html
https://github.com/aws/aws-app-mesh-examples/tree/master/examples
https://github.com/aws/aws-app-mesh-examples/tree/master/examples
https://docs.amazonaws.cn/app-mesh/latest/userguide/getting_started.html
https://docs.amazonaws.cn/app-mesh/latest/userguide/mesh-getting-started-ecs.html
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Amazon App Runner #1 X-Ray

Amazon App Runner 2 —I1 Amazon Web Services RS , BREME T —#iRiE, MEBZFESRNAE
X, NERBRBBERERZEER|Amazon Web Services ZHRAT REZ2MW Web NARF. BF
FEFIFHEAR, REECANTTERS , EFFE TR NATRERMEE Amazon BiR. BESHAT4L
£ Amazon App Runner , THREZEE.,

Amazon App Runner X 53i& T OpenTelemetry #9 Amazon Distro (ADOT) &£/ , IR A EE
X-Ray, £ ADOT AFAXTESKRERF[CNARFNREREE , HEA X-Ray 2 FIRET FHE
MEAREFNNE, BXEZEE , SR EH X-Ray BRE App Runner B AEFo

12 % X-Ray API @A Amazon CloudTrail

Amazon X-Ray 5Amazon CloudTrail—BIREGERK , ZRFSEEHAF. AEIH/EFMHITRENIZSR

Amazon Web Services 8%, CloudTrail i X-Ray BFfE API AR AIEH. HRNWARISERE
X-Ray #ZH A1 AR X-Ray API BENKBREA. EAWRERNEE CloudTrail , BRI LABEER X-

Ray K HWiER, RHERM IP bk, & HiERAEE AR EMiFHES,

BIMNEHHBATREBESEXRERBFRNARGR. BOEEAEBTEHEUTRE !

- BREFARAFESIIERAFPEITELXHEN,

« IERRENREK IAM Identity Center A % Ho

- BREREFEAACERKEAFNBNZLEIEREN,
- BEREABHEM Amazon Web Services BRS % Ho

CloudTrail & 8|2 0K 7~ Amazon Web Services Ik B EEH K S PLATEZNRES , HEEBZ AT
/18 CloudTrail &z I £12%. CloudTrail B4HELIEFRME T I E 90 RPIERNEBEHNAE
E. #EE, ITFTHAETAEHWIEFK, Amazon Web Services KIBIEXEZELR , 25 (Amazon
CloudTrail AF#EmM) F# “€A CloudTrall EHHEIER". BEEFHHLIEFS CloudTrail Y EVE(T
=H.

E$F4210 5% Amazon Web Services I i3 2% 90 KWW EH |, iFRIZERES CloudTrailLake B4 EHE
7,

CloudTrail &

BRER A CloudTrail ¥ B & X H1£ %2 Amazon S3 Fi%#@. A IZEMNPTAEEE Amazon Web
Services BRI A HEZXEMN, BB A Amazon CLISIE % Xigi=h 2 XIigRER, il
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https://docs.amazonaws.cn/apprunner/latest/dg/what-is-apprunner.html
https://docs.amazonaws.cn/apprunner/latest/dg/what-is-apprunner.html
https://docs.amazonaws.cn/apprunner/latest/dg/monitor-xray.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-lake.html
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BIEZ X , B RNE A LIEIRIKF Amazon Web Services Xi8, RHIFFE G, MREGIES
XiHEREE , W g F R IR Amazon Web Services XIS icEZNEH, BEXBENESESR
52 @ (Amazon CloudTrail BF¥8/E) M N EH Amazon Web Services ik P 622 BRERFN  4H 40
B2 IR R

BEUCERE  SUER S EEHTHEERESHN — M EIAREZEE R Amazon S3 F4E1E |
{8 £ WEY Amazon S3 Ff# %t . CloudTrail 3 CloudTrail EMNEZEER |, ESHAmazon
CloudTrail Efte BX Amazon S3 EMHEE , i5Z ¥ Amazon S3 Efts

CloudTrail B EHHIEF#

CloudTrail LQ@ ak e AFARN BCHEHEZTE T SQL WEH, CloudTrail Lake HETITHY
JSON XM B EH RN Apache ORC 13, ORC = — 4t X tRiE R HIEH TRLAFIR
EHEER, EHRERSIE4BEERET , cRETEBINASREMH AR ERNIRMAN
FAENEHES. NATEHREFMNERSATENMES4BEFEXIHREER, B
X CloudTrail Lake WEZEE. , 25 % Amazon CloudTrail FAF3ERFHI# A Amazon CloudTrail
Lakeo

CloudTrail #HEHHFEE#NEHNLSTERA, ESHBUEEMEN , B UERERTEHK
BEEOEMET, EMETURE T BRNEEEHNREAER  UREHBREEENRIANZEKRE
i, X CloudTrail EMMEZEEL , 1S Amazon CloudTrail E4T.

FH

- H#Y X-Ray EFEZE# CloudTrail
- MY X-Ray BIEEH CloudTrail
« X-Ray E4 R4l

iy X-Ray EEZE# CloudTrail

Amazon X-Ray 5% Amazon CloudTrail Li2RA P, AEHAF Amazon Web Services IR

1E X-Ray H#4TH API B4, BALER CloudTrail SERTYEHEE X-Ray API iR F45 A 24 1E
Amazon S3, TG ¥k CloudWatch BEMILE# CloudWatch B4, X-Ray XIFFUTREERS
# CloudTrail i2R7E HEXHH :

XM API B4

» PutEncryptionConfig

» GetEncryptionConfig
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/creating-trail-organization.html
https://www.amazonaws.cn/cloudtrail/pricing/
https://www.amazonaws.cn/cloudtrail/pricing/
https://www.amazonaws.cn/s3/pricing/
https://orc.apache.org/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://www.amazonaws.cn/cloudtrail/pricing/
https://docs.amazonaws.cn/xray/latest/api/API_PutEncryptionConfig.html
https://docs.amazonaws.cn/xray/latest/api/API_GetEncryptionConfig.html
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» CreateGroup
+ UpdateGroup
+ DeleteGroup
+ GetGroup

* GetGroups

* Getlnsight
* GetlnsightEvents

* GetlnsightimpactGraph

* GetlnsightSummaries

» GetSamplingStatisticSummaries

H Y X-Ray ##EE# CloudTrail

BREEHREEXRERRLIERRERARITHRFRIRENEE ( HIW PutTraceSegments , A2 X
¥ E&E X-Ray ) o

XLEBHRABBERERE, BREHEFRSEREE. RIAERT , CloudTrail FidFKBBEEH.
CloudTrail B L iICF A IEHBTBSE 4,

WERHIEEASWEENTEH. B CloudTrail EMMEZEE |, 5 Amazon CloudTrail BT

AT LAE R CloudTrail #%]&. Amazon CLIEE CloudTrail API ##4E183% X-Ray ARFEEWEIES
H. BXMALCEBRIEEHENESZELE |, 58 (Amazon CloudTrail AF#EE)Y RHIEA Amazon
Web Services EE2# A 12 ZBIEEHFEH Amazon Command Line Interfaceid ZEIEE= 4,

TRINETEAUNERBREEBEBEHN X-Ray BIREE, BIBSEHEE (#HE ) JETRENES
CloudTrail & EWWEIEEHRE S| RFPIRIZEMNE, res ources.type EY|E RiZresources.typefd ,
BN EFERSEESREMHILESENIEEIZE, Amazon CLI CloudTrail APIs“ APIs 12 X EI#Y ¥ 1E
CloudTrail” |& /R T CloudTrail X Z&RERIZFEN APl B,

BIEEHEE (24585) resources.type & ¥4E APIs E123% % CloudTrail

X-Ray iR ¥R AWS: :XRay::Trace » PutTraceSegments

» GetTraceSummaries

» GetTraceGraph

» GetServiceGraph

) X-Ray BHEEH CloudTrail 267


https://docs.amazonaws.cn/xray/latest/api/API_CreateGroup.html
https://docs.amazonaws.cn/xray/latest/api/API_UpdateGroup.html
https://docs.amazonaws.cn/xray/latest/api/API_DeleteGroup.html
https://docs.amazonaws.cn/xray/latest/api/API_GetGroup.html
https://docs.amazonaws.cn/xray/latest/api/API_GetGroups.html
https://docs.amazonaws.cn/xray/latest/api/API_GetInsight.html
https://docs.amazonaws.cn/xray/latest/api/API_GetInsightEvents.html
https://docs.amazonaws.cn/xray/latest/api/API_GetInsightImpactGraph.html
https://docs.amazonaws.cn/xray/latest/api/API_GetInsightSummaries.html
https://docs.amazonaws.cn/xray/latest/api/API_GetSamplingStatisticSummaries.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://docs.amazonaws.cn/xray/latest/api/API_PutTraceSegments.html
https://www.amazonaws.cn/cloudtrail/pricing/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-with-the-AWS-CLI
https://docs.amazonaws.cn/xray/latest/api/API_PutTraceSegments.html
https://docs.amazonaws.cn/xray/latest/api/API_GetTraceSummaries.html
https://docs.amazonaws.cn/xray/latest/api/API_GetTraceGraph.html
https://docs.amazonaws.cn/xray/latest/api/API_GetServiceGraphs.html
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BIEE4ERE (2FHA) resources.type & A& APIs E123% % CloudTrail

» BatchGetTraces

» GetTimeSeriesServi
ceStatistics

» PutTelemetryRecords

+ GetSamplingTargets

BRI S RBHERB[OENE eventName Hl readOnly FE E#TIIE , MMIZFIB
EWNEREENEH, B2 , B EBES Rlresources . ARNFEIE BB REREH , AN

X-Ray #iif%H ARNs, BXXEFERHNELZEER , H2H (Amazon CloudTrail APl £&)

# AdvancedFieldSelector, AT 2I{AZ{Tput-event-selectors Amazon CLI a5 ig%
CloudTrail lRiR EMVBBEBEHNTAl, EXAEHPETHTHIEEQRRERNXE ; BN , ZREN
JR[E InvalidHomeRegionException ®&,

aws cloudtrail put-event-selectors --trail-name myTrail --advanced-event-selectors \
{
"AdvancedEventSelectors": [

{
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"] },
{ "Field": "resources.type", "Equals": ["AWS::XRay::Trace"] },
{ "Field": "eventName", "Equals":
["PutTraceSegments", "GetSamplingTargets"] }

1,

"Name": "Log X-Ray PutTraceSegments and GetSamplingTargets data events"

]
} 1

X-Ray E4R=41
EEEHRH| GetEncryptionConfig

LU £+ X-Ray GetEncryptionConfig B &%k B 897~ CloudTrail,

Example
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https://docs.amazonaws.cn/xray/latest/api/API_BatchGetTraces.html
https://docs.amazonaws.cn/xray/latest/api/API_GetTimeSeriesServiceStatistics.html
https://docs.amazonaws.cn/xray/latest/api/API_GetTimeSeriesServiceStatistics.html
https://docs.amazonaws.cn/xray/latest/api/API_PutTelemetryRecords.html
https://docs.amazonaws.cn/xray/latest/api/API_GetSamplingTargets.html
https://docs.amazonaws.cn/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/cloudtrail/put-event-selectors.html
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"eventVersion"=>"1.05",
"userIdentity"=>{
"type"=>"AssumedRole",
"principalId"=>"AROAJVHBZWD3DN6CI2MHM:MyName",
"arn"=>"arn:aws:sts::123456789012:assumed-role/MyRole/MyName",
"accountId"=>"123456789012",
"accessKeyId"=>"AKIAIOSFODNN7EXAMPLE",
"sessionContext"=>{
"attributes"=>{
"mfaAuthenticated"=>"false",
"creationDate"=>"2023-7-01T00:24:36Z"
.
"sessionIssuer"=>{
"type"=>"Role",
"principalId"=>"AROAJVHBZWD3DN6CI2MHM",
"arn"=>"arn:aws:iam::123456789012:ro0le/MyRole",
"accountId"=>"123456789012",
"userName'"=>"MyRole"

},

"eventTime"=>"2023-7-01T00:24:367",
"eventSource'"=>"xray.amazonaws.com",
"eventName"=>"GetEncryptionConfig",
"awsRegion"=>"us-east-2",
"sourceIPAddress'"=>"33.255.33.255",
"userAgent"=>"aws-sdk-ruby2/2.11.19 ruby/2.3.1 x86_64-1linux",
"requestParameters'"=>nil,

"responseElements"=>nil,
"requestID"=>"3fda699a-32e7-4c20-37af-edc2be5achdb",
"eventID"=>"039c3d45-6baa-11e3-2f3e-e5a036343c9f",
"eventType"=>"AwsApiCall",
"recipientAccountId"=>"123456789012"

BIEEH TP PutTraceSegments
LA 2 X-Ray PutTraceSegments 2= # A £5 B B R~ CloudTrail,

Example

"eventVersion": "1.09",
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"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAWYXPW54Y4NEXAMPLE:i-0dzz2acl111c83zz0z",
"arn": "arn:aws:sts::012345678910:assumed-role/my-service-role/
i-0dzz2ac111c83zz0z",
"accountId": "@12345678910",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAWYXPW54Y4NEXAMPLE",
"arn": "arn:aws:iam::012345678910:r0le/service-role/my-service-role",
"accountId": "012345678910",
"userName": "my-service-role"
},
"attributes": {
"creationDate": "2024-01-22T17:34:117",

"mfaAuthenticated": "false"

},
"ec2RoleDelivery": "2.0"
}

.
"eventTime": "2024-01-22T18:22:057",
"eventSource": "xray.amazonaws.com",
"eventName": "PutTraceSegments",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.0",

"userAgent": "aws-sdk-ruby3/3.190.0 md/internal ua/2.0 api/xray#1.0.0 os/linux md/
x86_64 lang/ruby#2.7.8 md/2.7.8 cfg/retry-mode#legacy",

"requestParameters": {

"traceSegmentDocuments": [
"trace_id:1-00zzz24z-EXAMPLE4T4e41754c77d0000",
"trace_id:1-00zzz24z-EXAMPLE4f4e41754c77d0000",
"trace_id:1-00zzz24z-EXAMPLE4T4e41754c77d0001",
"trace_id:1-00zzz24z-EXAMPLE4f4e41754c77d0002"

]

},
"responseElements": {
"unprocessedTraceSegments": []
.
"requestID": "5zzzzz64-acbd-46ff-z544-451a3ebcb2f8",
"eventID": "4zz51z7z-77f9-44zz-9bd7-6c8327740f2e",
"readOnly": false,
"resources": [
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{
"type": "AWS::XRay::Trace"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "012345678910",
"eventCategory": "Data",
"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ZZZZZ-RSA-AAA128-GCM-SHA256",
"clientProvidedHostHeader": "example.us-west-2.xray.cloudwatch.aws.dev"
}
}
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AWS:CANARY_ARN COUNT
Fault Root Cause
am-aws synthetics us-east-1:779168132807:canary www-test 118
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Annotation_credentials_cached
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"edge(id(name: "www", type: "client::Synthetics"), id(name: "www", type:

"AWS: :ElasticBeanstalk::Environment"))"

avg. '1 5
» 0.3 t/min
Error 13%
0.1 t'min
WaW

Canary
client::Synthetics

Amazon Elastic Beanstalk 1 Amazon X-Ray

(® Note

AWS::ElasticBeanstalk::Environment

X-Ray SDK/Daemon 43 @A — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AP ER | £iZERX T , X-Ray SDK 1 Daemon #9% 8 Amazon X R F R % 2 [ &,
EXXERBRNESELR |, B2 8 X-Ray SDK # Daemon Support Bt R, RMNBIGE
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BEENAREFN A LEEFEEMR. BEZNTES , A X-Ray FATEGHNRETERRERE .
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* Node.js ¥ & - ERANEETE
- JavaSE ¥ & - FAKREE
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Elastic Load Balancin Amazon X-Ray
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APIER T 2FBIIELRZES X-Ray , A BEF2HEENRSHEPERAT Ro

BREZER , FERABENBHEETRARER FHNAERF NEISHSENEREE.

I 5% EventBridge A Amazon X-Ray

Amazon X-Ray 5 Amazon £ 5 EventBridge MR ER@ES I E 4 EventBridge. 1R A X-Ray SDK
TR BY AR S5 @ KX B4 EventBridge , MIERER £ T 3UOFER BRI BR R L AN T S4B 4R, X-Ray
SDK £ B REURERIRAHRENA TEAEERN., XMELMFEAFEBRER. 2 NFAREAN
TRS  HREEZENRENE,

BXEZER |, H51 (EventBridge AAF#8/) FH EventBridge X-Ray £ .o
£ X-Ray RS L EF IR B 5

X-Ray iR FRith B & R EERE M B $rARSS EventBridge NEHAT = , THIFTR :

sfn-target
AWS::StepFunctions:StateMachine
Client event-source-lambaa StepFunctions:StateMachi
i event-source-lambda
B AWS:Lambda:Function

MIRER £ T XAEBEEHFB R

X-Ray SDK fi£ EventBridge SE#FRAEB FIRER £ T MAE B TESEHBR. ATHETESHNROE
R T EventBridge N\ A T 3 IRERAY Lambda BHH TR

Java
N X-Ray 7N E 0 ACHIN -

- Amazon X-Ray & A F Java #J SDK
-« Amazon X-Ray & A F Java #Y%Hl8F SDK

package example;
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import
import
import
import
import
import
import
import
import
import
import

import
import

import
import
import
import
import

/*

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

org.
org.

java

java.
java.
java.
java.

amazonaws.
amazonaws.
amazonaws.
.xray.AWSXRay;

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

slf4j.
slf4j.

.lang.
util.
util.
util.
util.

services.lambda.runtime.Context;
services.lambda.runtime.RequestHandler;
services.lambda.runtime.events.SQSEvent;

services.
services.
services.
services.
services.
.eventbridge.

services

eventbridge.
eventbridge.
eventbridge.
eventbridge.
eventbridge.

AmazonEventBridge;
AmazonEventBridgeClientBuilder;
model.PutEventsRequest;
model.PutEventsRequestEntry;
model.PutEventsResult;
model.PutEventsResultEntry;

xray.handlers.TracingHandler;

Logger;
LoggerFactory;

StringBuilder;
Map;

List;

Date;
Collections;

Add the necessary dependencies for XRay:
https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-xray
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk

*/

public class Handler implements RequestHandler<SQSEvent, String>{

private static final Logger logger =

/*

build EventBridge client

*/

LoggerFactory.getlLogger(Handler.class);

private static final AmazonEventBridge eventsClient =
AmazonEventBridgeClientBuilder

.standard()
// instrument the EventBridge client with the XRay Tracing Handler.
// the AWSXRay globalRecorder will retrieve the tracing-context

// from the lambda function and inject it into the HTTP header.
// be sure to enable 'active tracing' on the lambda function.
.withRequestHandlers(new TracingHandler (AWSXRay.getGlobalRecorder()))

@Override

build();
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public String handleRequest(SQSEvent event, Context context)

{

Python

PutEventsRequestEntry putEventsRequestEntry® = new PutEventsRequestEntry();
putEventsRequestEntry@.setTime(new Date());
putEventsRequestEntry@.setSource("my-lambda-function");
putEventsRequestEntry@.setDetailType("my-lambda-event");
putEventsRequestEntry@.setDetail (" {\"lambda-source\":\"sqs\"}");
PutEventsRequest putEventsRequest = new PutEventsRequest();
putEventsRequest.setEntries(Collections.singletonList(putEventsRequestEntryQ));
// send the event(s) to EventBridge
PutEventsResult putEventsResult = eventsClient.putEvents(putEventsRequest);
try {

logger.info("Put Events Result: {}", putEventsResult);
} catch(Exception e) {

e.getStackTrace();
}

return "success";

LA T B IUR I E requirements.ixt XA -

aws -

xray-sdk==2.4.3

import boto3
from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

# apply the XRay handler to all clients.
patch_all()

client = boto3.client('events')

def

lambda_handler(event, context):
response = client.put_events(
Entries=[
{
'Source': 'foo',
'DetailType': 'foo',
'Detail': '{\"foo\": \"foo\"}'
},
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)

return response

Go

package main

import (
"context"
"github.com/aws/aws-lambda-go/lambda"
"github.com/aws/aws-lambda-go/events"
"github.com/aws/aws-sdk-go/aws/session"
"github.com/aws/aws-xray-sdk-go/xray"
"github.com/aws/aws-sdk-go/service/eventbridge"
"fmt"

var client = eventbridge.New(session.New())

func main() {

//Wrap the eventbridge client in the Amazon XRay tracer
xray.AWS(client.Client)
lambda.Start(handleRequest)

func handleRequest(ctx context.Context, event events.SQSEvent) (string, error) {
_, err := callEventBridge(ctx)

if err !'= nil {
return "ERROR", err

}

return "success", nil

func callEventBridge(ctx context.Context) (string, error) {

entries := make([]*eventbridge.PutEventsRequestEntry, 1)
detail := "{ \"foo\": \"foo\"}"

detailType := "foo"

source := "foo"

entries[@] = &eventbridge.PutEventsRequestEntry{
Detail: &detail,
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DetailType: &detailType,
Source: &source,

input := &eventbridge.PutEventsInput{
Entries: entries,

// Example sending a request using the PutEventsRequest method.

resp, err := client.PutEventsWithContext(ctx, input)

success := "yes"
if err == nil { // resp is now filled

}

success = "no"
fmt.Println(resp)

return success, err

Node.js

const

//Wrap the aws-sdk client in the Amazon XRay tracer
AWS = AWSXRay.captureAWS(require('aws-sdk'))

const
const

AWSXRay = require('aws-xray-sdk')

eventBridge = new AWS.EventBridge()

exports.handler = async (event) => {

let

myDetail = { "name": "Alice" }

const myEvent = {
Entries: [{

]

Detail: JSON.stringify({ myDetail }),
DetailType: 'myDetailType',

Source: 'myApplication',

Time: new Date

// Send to EventBridge

const result = await eventBridge.putEvents(myEvent).promise()

// Log the result
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console.log('Result:

C#

AT X-Ray @R MEIZRE C# KT -

<PackageReference Include="AWSXRayRecorder.Core" Version="2.6.2" />

', JSON.stringify(result, null, 2))

<PackageReference Include="AWSXRayRecorder.Handlers.AwsSdk" Version="2.7.2" />

using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using

System;
System.Collections.Generic;
System.Ling;
System.Threading.Tasks;
Amazon;

Amazon.Util;

Amazon.Lambda;
Amazon.Lambda.Model;
Amazon.Lambda.Core;
Amazon.EventBridge;
Amazon.EventBridge.Model;
Amazon.Lambda.SQSEvents;
Amazon.XRay.Recorder.Core;
Amazon.XRay.Recorder.Handlers.AwsSdk;
Newtonsoft.Json;
Newtonsoft.Json.Serialization;

[assembly:

LambdaSerializer(typeof(Amazon.Lambda.Serialization.Json.JsonSerializer))]

namespace blankCsharp

{

public class Function

{

private static AmazonEventBridgeClient eventClient;

static Function() {

initialize();

static async void initialize() {

//Wrap the Amazon SDK clients in the Amazon XRay tracer
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AWSSDKHandler.RegisterXRayForAllServices();
eventClient = new AmazonEventBridgeClient();

public async Task<PutEventsResponse> FunctionHandler(SQSEvent invocationEvent,
ILambdaContext context)
{
PutEventsResponse response;
try
{
response = await callEventBridge();

}

catch (AmazonLambdaException ex)

{

throw ex;
return response;

public static async Task<PutEventsResponse> callEventBridge()
{
var request = new PutEventsRequest();
var entry = new PutEventsRequestEntry();
entry.DetailType = "foo";
entry.Source = "foo";
entry.Detail = "{\"instance_id\":\"A\"}";
List<PutEventsRequestEntry> entries = new List<PutEventsRequestEntry>();
entries.Add(entry);
request.Entries = entries;
var response = await eventClient.PutEventsAsync(request);
return response;

Amazon Lambda # Amazon X-Ray

(® Note

X-Ray SDK/Daemon 44 @H — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon i
AP ER | £iZERX T , X-Ray SDK 1 Daemon B9 # Amazon X R F R % 2 | &,
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BXAXENERNESZELR |, H5H X-Ray SDK #l Daemon Support Bf 8%, RMNBIGE
¥ % OpenTelemetry, BXxIEBEIMNE ZEE OpenTelemetry , iHS M X-Ray V5T HE
OpenTelemetry 125,

BT LAE A Amazon X-Ray KRR ERIEH) Amazon Lambda B#, Lambda iz1T X-Ray #iEFI 25 H
FEAEXREBAANSTZRENFAFERICRS B, MEH—SRN , B X-Ray SDK 5EH
HBHE , UEIEFREHBAUKRRINERMTHE,

WEREH Lambda BEBHA S — M ERMRSAA , Il Lambda 2RERERHENER , THREMTAANE
B, LFRFSAUIRLIRNME Web NARFHS —4 Lambda B, ZHRZATUERALERUE
Amazon SDK B IR EEEAZELE , b EALZXERNE HTTP ZEF %A API Gateway APl

Amazon X-Ray X #fF Amazon Lambda 1 Amazon SQS IREEHRIMW N AEF. FH
CloudWatch ###| & & &S /MERTE Amazon SQS FHERA FH B Tk Lambda BEGEBIEREAE, X
B L EEERENRIRSBIEEREEIRE Tk Lambda £EAET SMVIRER , MM €IZ end-to-end
ARERFAE. BXEZER , FSRRREHEIENARER.

® Note

WMREN T Lambda MBS A 7 IRER , WIEXH N A A TFEBAR Lambda EEUE AR
B, BUE TR E R IR ER.

WMRER Lambda BRMBURITRIEIT , REBHARQNBRSEA , B0 Lambda B & BT A3 R
ERREMIZFIFA,

£ Amazon Lambda B Ll & X-Ray &K

1.  3TFF Amazon Lambda 24l & .
2. MEMSmEH | EREEG

3. EREWNEE.
4

EEREEETFF , A TR FEMKEZETE R, S0 UETRELNSMES PR EZENIRE
TERKILFF.

ERRE
6. 7 Amazon X-Ray T , BRAEZRE,

o
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https://docs.amazonaws.cn/xray/latest/devguide/xray-sdk-migration.html
https://docs.amazonaws.cn/xray/latest/devguide/xray-sdk-migration.html
https://console.amazonaws.cn/lambda

Amazon X-Ray FERARER

FiziTR , BEX MK X-Ray SDK , Lambda 11217 X-Ray T ERF.

Lambda SDKs £/ X-Ray

« X-Ray SDK for G — Go 1.7 M E R A K1z TRt

« X-Ray SDK for Java — Java 8 iz A+

« X-Ray SDK for Node.js — Node.js 4.3 F1E & WA K3z 178

« X-Ray SDK for Python — Python 2.7, Python 3.6 FE # iR 4§z 178
« X-Ray SDK for .NET - .NET Core 2.0 M E R A #Y7= 178

B Lambda LM X-Ray SDK , BERBXR G ZF AT FESENRBABAE, SRR
THEEMRS LHNAERFNAR G ERENEN Lambda ¥k, TEZHETETER SDK KM
BRAER, MERFRRNGIRD Ko

BN Lambda BHHM Web NARFH S —NERET , Lambda 81 H RIEEF| X-Ray M2 BRTTEBEY
HHABHITER, EANGETFIRAEE LIEFERMAE , B E/RMEMTHEFMBIR 2
o

BXEZEER , 55 H Amazon Lambda FF & A R IEEEF B E A Amazon X-Ray,

Amazon Step Functions ] Amazon X-Ray

Amazon X-Ray & Amazon Step Functions &R ERF 2 #7 Step Functions BiEK, &R A ATHAL
RSN AHE, BEMERIUARNSBE RN BERIITHED R, BXEZEE , i5ZH Amazon
Step Functions Fr & A R EREFH Amazon X-Ray # Step Functions,

R BFRSYIE B A X-Ray RER

1. F#JFF Step Functions #H|& , MuLHF https://console.aws.amazon.com/states/o
2. EFRIERS.

3. HEEMRBYIME , SR ERARBREFEREAERTTS, MRERSITREATE , NI EECE
BREFEA X-Ray RER, kit , FEIBRSHEER X-Ray BRER,

4. iij:¥-|:_$o
5. EREFMEERE , BERSH.
6. %FEZ A X-Ray RER,
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https://docs.amazonaws.cn/lambda/latest/dg/lambda-x-ray.html
https://docs.amazonaws.cn/step-functions/latest/dg/concepts-xray-tracing.html
https://console.amazonaws.cn/states/
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FEIRBERSYHZ A X-Ray RER

1. 1E Step Functions BHl&H |, IEFEHNH A RERARES.

2. EERB.

3. &EB A X-Ray BRiR.

4, (&) NI EOEZRVUBHAR , ARBIENERFTARUEE X-Ray R,

Permissions

Execution role
The IAM f S Y€ T has perr i ion. To eacl ole, go to the IAM consol le[4

© Create new role

Choose an existing role
Enter a role ARN

5. &R

® Note

SIEFRASHET |, 2R ERE X+ BTE Amazon APl Gateway 2, Amazon Lambda & £ iR
SHEATRE , Ma8a#TRE. N TFRELZESETRENTAIABTRSY ( HlanE
Amazon CloudFormation #1Rr ) , HFRELRZEEE IAM KERTEZHNRLS A X-Ray R
ERo

Step Functions 290



Amazon X-Ray FERARER

IEEXNEHNARERFRH#EITHRN Amazon X-Ray

(@ Note
X-Ray SDK/Daemon 43 BH — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AP ER | F£iZEXT , X-Ray SDK #l Daemon # %1 Amazon X R F R Z £ R,
AXXEFERBRNEZEEL |, HS5 X-Ray SDK Hl Daemon Support BB %, RIMNBVGE
%% OpenTelemetry, BXITIBENWEZEE OpenTelemetry , FS R M X-Ray U E5TFHE|
OpenTelemetry 188,

RANARFSRRENARFRAEAMBMEERREMEHANRESRSE , URESNMEREXHTH
7. BULRBRBEASNBEERR , NSHFRRNETHH#ITERRESHER

- BRN - EREXRBAARNNAERF , FASEOEEREE, 7083000 CE S EHH
HLHlo

 FEBRA —NWNAEFRBHITZONES , BURIME X EFESAESR ( $120 Amazon
SDK. Apache HTTP &/ irs SQL &Fiw ) WMETIE,

- FHRN - ERERERREENEMUE , ANARFMNRNABE,

BJLA SDKs, REMITETATRMNENWRAER , BT X-Ray iRER.
FH

- EAXRITRXENRAREFHIT Amazon 8 OpenTelemetry

- FAUTHENEHNNAERH#ITEN Amazon X-Ray SDKs

« 7£ Amazon Distro for #1 X-Ray OpenTelemetry 2 [E]3# 1Ti%# SDKs

5 A R 1T S8 8 B A F2 3 17 Amazon Il OpenTelemetry

OpenTelemetry (ADOT) Amazon K{TIRREFT=ERELEITEE £4 (CNCF) I B # Amazon Z1ThR.
OpenTelemetry OpenTelemetry 12t —AFFR APIs, EMRE , BTRED FXNREMIER. ZIE
‘@2 L OpenTelemetry HHHI &1THR SDKs , fEEIMiH, 1L, RFPMNZHFH AmazonB 3
MR FU RS
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https://docs.amazonaws.cn/xray/latest/devguide/xray-sdk-migration.html
https://docs.amazonaws.cn/xray/latest/devguide/xray-sdk-migration.html
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f&Bh ADOT , TRIMRAFXNNARFHT XN , BN AFHEXHIERMB R R EE 24 Amazon
2R 7 R CloudWatch Amazon X-Ray , ‘@& S # I &% OpenSearch RS

fF X-Ray 5 ADOT BL&EAFZERNEAH : B OpenTelemetry SDK BA5 X-Ray Bi&fERA , KA

X B R Collecto OpenTelemetry r BJAmazon Distro 2A& X-Ray E&#EH. BxIF Amazon Distro
OpenTelemetry AT with Amazon X-Ray # other B9 ¥ %15 2 Amazon Web Services 8% , 55
[ Amazon XK 1ThHR. OpenTelemetry

BEXEEXRNAENESZER , S LM O Amazon bservability,  GitHub

(® Note

MIE , B LAER CloudWatch XM Amazon EC2 EHIFI A it fRSS 85 URE I EHR. BHEM
BRER, CloudWatch {7 1.300025.0 R E & R4 T AN EATH X-Ray & F i W SR
SDKs , AEFMHEIEEF OpenTelemetryX-R ay. £ CloudWatch {XE /& Amazon Distro
for OpenTelemetry (ADOT) Collector = X-Ray SFHFEF KW ERER TR B ER O EEHR
BHE, BXEZEER , 520 ( CloudWatch FAF#E®) FHCloudWatch KE X,

ADOT BHFEUTHEA :

« Amazon Go &7 OpenTelemetry kX

Amazon & T Java B9 OpenTelemetry &1Thx
Amazon & 1ThRi& T OpenTelemetry JavaScript
Amazon 5& F F Python B OpenTelemetry & 1ThR
Amazon .NET &1T OpenTelemetry kR

ADOT B i @$E &R T Java M Python M B3I XK. 1tk , ADOT X FrEd ADOT £E
Lambd Amazon a Bf# Java. Node.js # Python JZ{TAIX} Lambda B R H FiFER#TEIR
Mo

SDKs @A T Java Ml Go B ADOT X #F X-Ray SEHRREMN, MREBFEZXFHMIESH X-Ray X
HHN | FEREH S Amazon X-Ray DK,

(® Note

RIME T AR IE K IE W3C BRER IDs El X-Ray, BRIAERT , EABIZRAERE OpenTelemetry
BEET W3C REEETFXHEMWIRE ID %X, XE5H X-Ray SDK H5 X-Ray £/H
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https://aws-otel.github.io/docs/introduction
https://github.com/aws-observability
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://aws-otel.github.io/docs/getting-started/go-sdk
https://aws-otel.github.io/docs/getting-started/java-sdk
https://aws-otel.github.io/docs/getting-started/javascript-sdk
https://aws-otel.github.io/docs/getting-started/python-sdk
https://aws-otel.github.io/docs/getting-started/dotnet-sdk
https://aws-otel.github.io/docs/getting-started/java-sdk/auto-instr
https://aws-otel.github.io/docs/getting-started/python-sdk/auto-instr
https://aws-otel.github.io/docs/getting-started/lambda
https://aws-otel.github.io/docs/getting-started/lambda
https://aws-otel.github.io/docs/getting-started/lambda
https://www.w3.org/TR/trace-context/
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Amazon fRFRIZMIRER IDs RN AT R, FHFAR X-Ray #F W3C XK ERER IDs |, BH4M
{5 FAmazon X-Ray Exporter BxZ< 0.86.0 i E SMRA , iZARAZE7E ADOT Collector MR

0.34.0 RESHRAF, EHRANSHBLWIFRE ID AR | XA8EL S 3 W3C BEH
IDs 342,

FERAUTHENEHNRARERETRN Amazon X-Ray SDKs

Amazon X-Ray 2F—H#EETESHNIE , SDKs ATXNENNARFHRITEMEE X-Ray KER
¥R, 8/ X-Ray SDK #iREHUTHAE :

- EESR, UANEEHNREPLREE A HTTP 3EX
- BEFIRLERRF , AT Amazon SDK &/ s , BN ARFEAX LR imKIAREbE ik

Amazon Web Services BR%

« HTTP &FFin , ATRAUXNEAR AT HTTP Web ARSSEI 1AM

X-Ray SDKs & X3} SQL HiEE# TN EA. B3h Amazon SDK B/~ it U AR HbZhee, &
SDK T REHFRERBIERIES X-Ray , M= JSON 7 BRI KXY UDP REMNHZETIE
Fi#tiE, X-Ray HESFHEFHDREFENIF , FH0 R E L& F X-Ray,

RETUTHETIESHAR SDKs :

- Amazon X-Ray AT Go B SDK

« Amazon X-Ray & A F Java #J SDK

+ Amazon X-Ray Node.js WS #F X T ES
« Amazon X-Ray Python ¥4 F 4 T ES

« Amazon X-Ray EAF NET # SDK

« Amazon X-Ray i&H F Ruby #J SDK

X-Ray BAAHEERT Java B EHRA LI,

£ Amazon Distro for #1 X-Ray OpenTelemetry 2 [A# 1Ti%# SDKs

X-Ray SDKs B Hi& & R IR M ZEZE KN EEHRS RN —E0% Amazon, BY Amazon K 1ThR
OpenTelemetry R F ZHTULBRAERN—Br , EEZBRARYP , X-Ray RERZEBERBRAR
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https://aws-otel.github.io/docs/getting-started/x-ray
https://aws-otel.github.io/download
https://aws-otel.github.io/docs/getting-started/x-ray
https://aws-otel.github.io/docs/getting-started/x-ray
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Z—o BWELAMEREA -5 A% X-Ray F35H; end-to-endiRiz , BEEWERERANSG L , BHFHLT
BEPNESR,

OpenTelemetry lIREFELUTAHR , BRMEBWEEA Amazon Distro KR EHW N AR

CEEFRNABAFREERELEZIZNTRENREER
 Support THFBHEENAERBIEIE , BEX%H OpenTelemetry

- T£¥EEMW Lambda F , £/ Java, Python = Node.js B TLEE KB EN AT T S UK &I N B IEFI
) — 4

(@ Note
Amazon Distro for I¥REY Lambda Bi#{ OpenTelemetry 2t 7T EM B2 A 14ERK, ER ,
BT OpenTelemetry 12 REM |, B Lambda BB EEFNNAF , HBEBEAT
RELBEIREIHEREMNER , XARESSHIANER, MREEETHMEERH#ITH
1t , #FEFFEE OpenTelemetry® EHIheE , BIAAISEENEHER , WAEEEEA
Amazon X-Ray SDK k48 &89 S AR F o

MREBEUTER , BUUEE X-Ray SDK RN NAREF :

- RRMENNE—HNRERRER
« 5 X-Ray EFEEFHNER , BFE1E Node.js. Python, Ruby B .NET B , RE M X-Ray &l A &L
BREAN , UREZEH Bz EHIXLEH N
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Transaction Search

Transaction Search E— X ER 4K  OHEBAFLETRENNAEFEERZSEE, BEEESH
REBERPNERREERT , ARNMABRFIRETHRIERERES. BEINBEHREREXRRSG T
EMIWFEMRER. XEFAFELIEFRNLERNE, FENEUREXHTHEE , HPUUEER
F IDs MiTEZFWFSEM IDs, BERRFRREWHES., WRREWEHK T TENWRE , RS TETR
BAHRBESHRZRE.

EXEZEER |, 1§21 Transaction Search,
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https://docs.amazonaws.cn//AmazonCloudWatch/latest/monitoring/CloudWatch-Transaction-Search.html
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OpenTelemetry % (OTLP) im =<

OpenTelemetry 2 — MR UMM AL , ©1 1T FARRIRME T B FUERER B 1E N BIE AR LY
MIE, ZELRREMT —TE— E’J*’é'ﬁ AT, £K., WENAREFENRIE (flESR. BEM
BER) , AGEHSHIBNFEE# TN HIREBEE, BEFER OpenTelemetry , FRA BT LAUE & 4 5
EYE , NERE TR R RO RIE M,

&7 LA F & 3 OpenTelemetry [@ OpenTelemetry MY (OTLP) i R KX RER , HERARFESH
CloudWatch 3£18 out-of-the& 2 N i F M AEIS 24K 08

BXEZEER , S OpenTelemetry,
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A Go

ARG EATATRN Go RARRF , WRREHIEREE X-Ray :

« Amazon Distro for OpenTelemetry Go - @33 & A F OpenTelemetry # Amazon Distro Y& e512
AT E SN Amazon ¥R R T TR IZEMEXIERMRERN —RIFFRERN Amazon 2B , 2IiE
Amazon CloudWatch, Amazon X-Ray # Amazon OpenSearch Service,

- AT Go ¥y Amazon X-Ray A AT E T - —RIET X-Ray #HEFFEFEMBRERHFHRIXE
X'Ray M E,

BREZEL , 2K £ Amazon Distro for # X-Ray OpenTelemetry Z [A# 1Ti%$% SDKs,

Amazon Go & 1T OpenTelemetry R

(® Note

X-Ray SDK/Daemon 43 @A — 2026 £ 2 A 25 B , Amazon X-Ray SDKs/Daemon ¥
AP ER | EiZERXT , X-Ray SDK # Daemon B %% Amazon X PR F#ERZ £ R,
EXXZERBRNESELR |, B3 8 X-Ray SDK # Daemon Support BB R, RMNBIGE
¥ 2 OpenTelemetry, BXxEBEIMNE 258 OpenTelemetry , iHS M X-Ray V2T B2
OpenTelemetry {88,

£ Amazon Distr OpenTelemetry o for Go , B REXNMARFHIT—IXEN , BIAEMEXxHE
FRA R ER KX EZ /N Amazon 1512 #8)R 5 R CloudWatch Amazon X-Ray , ‘@& 5 #h F T 5 i#h
OpenSearch fR%. & X-Ray 5 Amazon Distro Bt & £ OpenTelemetry EEHNAH : BH
OpenTelemetry SDK L& X-Ray Bt& A , LK/ A Collecto OpenTelemetry r BAmazon Distro
5 X-Ray —&£H,

EFWRMER , S Amazon Distro for OpenTelemetry Go 4%,

B < Distro AAF with Amazon X-Ray 1 other #J OpenTelemetry & %{5 & Amazon Web Services
fR%5 , i&Z ¥ Amazon Distro for OpenTelemetry 2 Amazon Distro for Amazon D ocuments.
OpenTelemetry

BXEBESXBNRAENESZER , H5H LA O Amazon bservability, GitHub
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https://aws-otel.github.io/docs/getting-started/go-sdk
https://aws-otel.github.io/
https://aws-otel.github.io/docs/introduction
https://github.com/aws-observability
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Amazon X-Ray &M F Go B SDK

(® Note

X-Ray SDK/Daemon 4# @A — 2026 £ 2 A 25 B , Amazon X-Ray SDKs/Daemon ¥
AP ER | EiZERXT , X-Ray SDK #1 Daemon B %% Amazon X PR F R Z £ R,
EXXERBRNESZELR , B2 8 X-Ray SDK # Daemon Support Bt B FR, RMNBIGE
# % OpenTelemetry, BXITIBEHEZEE OpenTelemetry , ESRM X-Ray N FEE|
OpenTelemetry {88,

ERAT GoH X-Ray FATE TR —4HEME Go MARFWE , AIRMHEM G ERE R R ERHEEHE
IRERBIERE S X-Ray #EEFHFREF. REBBSEERANARFLENEZA HTTP BRHBER , X
R R AREFER Amazon SDK, HTTP &S SQL HIBEEESN THERSHITHAANEE. &
R A LAF 82 2 B HEER A T HE AR IERE R

FAUTmSMEGItHUbF#EHS T SDKgo get :

$ go get -u github.com/aws/aws-xray-sdk-go/...

XF Web BIARERF , B5%MFEA xray.Handler EERERE AER, HELBERF AT INBIRENE
ROE—NDBHEREMBNTERIZD B, HORITAN , EUUERAFRAIESEFHNAENE
EAMESE , AR FoBURETHRAA, FAITEGELBHERES BRITFNNARFSI AW

= k4
F o

NTFHEIRNH N ARFBRSFAN Lambda B# , Lambda 2 REUR BRA7 L H B 3 BRERRAEHY
BRo NTEMEE , ALK Lambda B E 7 R MBRERME AER. TeWHHER , Lambda # <
B BRI HHEMS X-Ray FRTEE,

(@ Note
f£ Lambda £ , X-Ray FATEGR %N, NMREBTERHPEAT , BHRSRSEDES
&—"NATF Lambda RS TR , AREA Lambda BT =, AEIHFMZF LA IEEK
MEBARRE , FF2EBAMNE Lambda ie R EE D B, EZHAmazon Lambda  Amazon
X-Ray THREZE LR,
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https://github.com/aws/aws-xray-sdk-go
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BETR, EAX AWS BB ERZERENE K, tSRAER X-Ray KMUXHEM T iKk 75 ER
Ao &R SQL BIEERN AR

EFRERAFRIEGR , BEREICREMNFRFREBELETA EARMNEHRIZZRAEXEA
BFLETHUHTERFNHE  BYEXRKEANREELRETH , REBERIIUENARFEE
PEERAFRAIEGNESHEDINER.

EFRAXRBFRURNARFEEIBRMNTBERAEN TENEMBES. TREMENREX , EHhXE
BEXNRHERSILATHEERARER , MELEBERTSBEHENRE. THEZFENRIIMER
K, HEALUEREBANRAEEA - 7F516H JSON WEMEE,

O ERMTHE
SERNTRIZREEA X-Ray FX TESFME S BHEETER, RELXIBEHRS], M
EEERAR—RER. THERRHRD , BTLER X-Ray B4 A% AP| EEHS B
BE, £8F X-Ray REURMN A BT USE X LI,

HRBPEFARERNNEF RN , —MERDTRABERETIR , RUNEFEFRAEHENEHG
HNE—MNFoR. BUNBSIHEFRBAACEEEENTFIERPREETDERANETH, BTN
BIORBBEARBHIIBAENFOR , AR FOBRNABENEIR  MIARREERDRIAE
E

=R

EHATF Go#y X-Ray FATEGEE Go 1.9 RES AR,
% SDK E4miIFMIZ TR T UATEE ¢

« Amazon & T Go # SDK M7 1.10.0 L E SR A
XL ETT R T ESH README . md XHH T,
SE 1Y

ETHARTEGE , At ZMITE XA LUEE Web F B[P EER X,
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EESEXH

1. SMF $GOPATH/src/github.com/aws/aws-xray-sdk-go ( Linux 2% Mac ) B &=
%GOPATH%\src\github.com\aws\aws-xray-sdk-go (Windows) X #X

2. 1217 godoc WH,

$ godoc -http=:6060

3. ITFNKEES , EE http://localhost:6060/pkg/github.com/aws/aws-xray-sdk-
go/.

EEAT GoW X-Ray FAITES

@ Note

X-Ray SDK/Daemon 43 @H — 2026 € 2 A 25 H , Amazon X-Ray SDKs/Daemon {3
AEPES | FiZEA T , X-Ray SDK # Daemon # %% Amazon FX R F#ERZ £ R,
BXAXENEBRNESZELR , H2H X-Ray SDK #l Daemon Support Bf 8 F, RMNBIGE
%% OpenTelemetry, BXIEBENEZES OpenTelemetry , ESHEM X-Ray UEFTEZE
OpenTelemetry 185,

O BIMETE, £H Configure FNREA Config HRAMIANE , RKNEATF Go B X-Ray
FEIEGEERE. FETEMRET Config B , FE XL ETEMERIAE,

Sections

- RSN

« REHAN

- BEIEER
JEas e

° ﬂzixi

« f£/ Configure 5%

AR S5 Ha ¢

plugins AT IEREXIEENAREFNERIZHES.
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ke

+ Amazon EC2 — EC2P1lugin #tnsEfl ID, AJAKXF CloudWatch BE4H.,
+ Elastic Beanstalk - ElasticBeanstalkPlugin JFREZ IR, RARSHMIE ID,
+ Amazon ECS — ECSPlugin #iIZ&SS ID,

Segment - Scorekeep

Overview | Resources | Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-618¢-170413_021009
Deployment ID 20
Environment name scorekeep-cmh

EC2

Availability zone us-east-2¢
Instance 1D i-0355683d15d1471728

Xray

Runtime version 1.8.0_1M

SDK version 1.1.0

Runtime OpenJDK 64-RBit Server VM
SDK X-Ray for Go

BEERAAEG  BSAUTERFEZZ—

"github.com/aws/aws-xray-sdk-go/awsplugins/ec2"
"github.com/aws/aws-xray-sdk-go/awsplugins/ecs"
"github.com/aws/aws-xray-sdk-go/awsplugins/beanstalk"

BAMEHEE - HEN Init() EREARRMEE Y.

BE 301
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Example ec2.Init()

import (
Ilosll

"github.com/aws/aws-xray-sdk-go/awsplugins/ec2"
"github.com/aws/aws-xray-sdk-go/xray"

)

func init() {
// conditionally load plugin
if os.Getenv("ENVIRONMENT") == "production" {
ec2.Init()

}

xray.Configure(xray.Config{
ServiceVersion: "1.2.3",

1)

% SDK B EABAHRERNIREDER LMW origin FB&, XXRTETENNAREFH Amazon BIRE
B, HEFERAZSNEHR , SDK FEA T EATIRFXRBEEXRIR : ElasticBeanstalk > EKS > ECS >
EC2,

KA

% SDK R E1E X-Ray 58 P E XK REANRBEZRICEKMNER. MIAANBRERSVHE—NFE
R, URFIERRELEE X-Ray WIRSHEMEMBERNE S 2H, £ X-Ray 25 & & 60/2 E A
MHUEEL AT NARFIERNBIEER,

% SDK BREXWIRFMABELAN, MRFRESANBEAMPE , N SDK XM HE—FM
e

(@ Note
1R SDK &5 X-Ray RIREUREMN , ©FHIRENMIANAAN |, AR E—MER
UERBMNENMEEMERNED <H, MRENETRAARSE , RETEEEE X-Ray Fi°
R APls , [RE = SDK KX fY AP HARY TCP R |, MR R EXHHER,
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& R LOR SDK BLE M JSON SAS N RN, £ X-Ray RERATAHNERT , SDK AT EAfERA
MR =40, LATARERRMHN,

Example sampling-rules.json

{
"version": 2,
"rules": [
{
"description": "Player moves.",
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,
"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1
}
}

BRBIENLT —NEEXAUM—MERIAAN, BEXANRAED 2ENREER | XT /api/
move/ Z THREREZRERNBERBEFR TR, MIAANPERHNE -—NMERUREMBERNES 2
o

e

FEAMEXANBNRIZ , BEBFBHICEFOENKRFAMIINATMFARE X-Ray RSEE, S
HEEZ I , BEERRSMREEM , XEFEFCRNBEEXTSEMR

FF/2 /& Amazon Lambda , BTTEBRER, MRENWEHBHERNARSEA , Lambda FFidFERK
RiZBRSEENBERNAR, MREATEIREEFFEETMBEIRKL , W Lambda £ H EEER
Eo
ERMHZHOAN | BEEIER NewCentralizedStrategyWithFilePath @A #t KA JSON X
.

Example main.go - 253t SEAEH1 N

s, _ := sampling.NewCentralizedStrategyWithFilePath("sampling.json") // path to local
sampling json
xray.Configure(xray.Config{SamplingStrategy: s})
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ENFEAABHN | FEIAFEA NewLocalizedStrategyFromFilePath ¥ mA<# 4 JSON XX
.

Example main.go - £ R ##

s := sampling.NewlLocalizedStrategyFromFilePath("sampling.json") // path to local

sampling json
xray.Configure(xray.Config{SamplingStrategy: s})

BEi%

(® Note
MARZS 1.0.0-rc.10 746 , xray.Config{} FE LogLevel # LogFormat E&F M.

X-Ray AL THEOMHITAERIZR. BMIAIEREBEEA stdout ( LogLevelInfo RIEFMA ) .

type Logger interface {
Log(level LoglLevel, msg fmt.Stringer)
}

const (

LogLevelDebug LogLevel = iota + 1
LogLevelInfo

LogLevelWarn

LogLevelError

)
ExampleE A io.Writer

xray.SetLogger(xraylog.NewDefaultLogger(os.Stderxr, xraylog.LogLevelError))

287 K3

b

BAIUEARREERBEERT Go M9 X-Ray FRITE T, SDK XEFUTEE,

« AWS_XRAY_CONTEXT_MISSING - i® & RUNTIME_ERROR &M ERMRIE=IRTE S ERITITHN
BRTIEXBBEREIARE,
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BHE
« RUNTIME_ERROR— 5| RZ{THI &,
* LOG_ERROR— iZF&RIRH ML ( BRIN ) o
« IGNORE_ERROR— ZBESRIR FHAREL,

FNFERITHFEMAERNZTHEIRKBRELSERFTELENRD , MEEE K EHPFEALN T
B, Nk EERE D RS F 9 RMEXNEIR.
« AWS_XRAY_TRACING_NAME - iIREF X TESR T 7R IRS B

« AWS_XRAY_DAEMON_ADDRESS - & & X-Ray #tEEFHBEFMTSHENENMFED, BRIAERT , 7
RIBEGSNBRERERIEE 127.0.0.1:2000, REESFHHESTVFEFEE RN TR DK
EHETVPEFES AN LET , NERALEE,

« AWS_XRAY_CONTEXT_MISSING - R EZEXRFEEF X TES WML ERD FTXHER. NTFER
HAEMERNZTHENIRBREQXERNFTLENRE , IREZHEEPEARNENE P iR |
N REERA D BRHF 5 BREXNEIR,

« RUNTIME_ERROR- BRIAMERT , FXRITEGRENMEZTHRE.
« LOG_ERROR - iB F45iR HUHEL,

HRETEREERBPRENENE.
£/ Configure 7%

BRI LAER Configure FEBEEER T Go W X-Ray FX T ES, Configure RA—13H, —
N Config WRIUAKUTAEFER,

DaemonAddr

WFRFRIEE X-Ray HEFHEFAFSRNENMNIBEO, WRKRIEE , X-Ray FEH
AWS_XRAY_DAEMON_ADDRESS }EFZ EME, MR KRIZREIZE , NFFEAH“127.0.0.1:20007,

ServiceVersion

A FREERSHRAR. MRKREE , X-Ray ERAZF/FE (")
SamplingStrategy
It SamplingStrategy WRIEEREWBLENAREFRAA. WRAKREE , X-Ray

fHEMA LocalizedSamplingStrategy , XX AT xray/resources/
DefaultSamplingRules. json HE XK K,
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StreamingStrategy

tStreamingStrategy X &18E£RequiresStreamingiR @ true B R ERNAE M S R, WMRKE
E , X-Ray f4f#H DefaultStreamingStrategy , XFE F 2 BREEE 20 MR A& KED
288

ExceptionFormattingStrategy

/.

It ExceptionFormattingStrategy NRIEELFENANEZHRE., WRKRIEE , X-Ray
R EAT A DefaultExceptionFormattingStrategy £ M XrayError, fHiRHE Mk
IRERM error,

FHERT Go By X-Ray Fx TE @GN /E A HTTP #EK

(® Note

X-Ray SDK/Daemon 43 @A — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
A ES | EiZERXT , X-Ray SDK # Daemon B9 %% Amazon SR F#ERZ £ R,
AXZERBERNEZELR |, HS X-Ray SDK H Daemon Support BB F, FRIMNBVGE
# % OpenTelemetry, HXIIBEWEZEE OpenTelemetry , FS R M X-Ray U EFFHE|
OpenTelemetry X &5

BT LAE A X-Ray SDK REREREH M ARFELD# EC2 = Amazon ECS B EC2 =4 IR K
Amazon Elastic Beanstalkf& A HTTP & 3K,

£/ xray.Handler ®M{Z A HTTP X, &A T Go ¥ X-Ray F XK TESF http.Handler £+
SSUAR AR Go FE xray.Handler #OLAEE Web 3K, xray.Handler & http.Handler

BERMH xray.Capture (FABERH LT , @BTEANRL , REFSEFMMBRL ) |, Hig
ERET HTTP WBERFR,

HIEEA LR E HTTP FRMIBAE |, BAT Go M9 X-Ray FRXTE@FHABNMREBERGIE—
Mo, o BRE¥E HTTP ERMITer, FEMLE, BN SEL DR EGIE T DR,

(® Note

*F Amazon Lambda BZX , Lambda 2@ A ENMNRBEBEREIE —ND R, ESEAmazon
Lambda 1 Amazon X-Ray T SRE ZE &,
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LU RGIFESR O 8000 LBEVERHIRE ‘Hello!” ERN AL, TEBEIEMNMARERFCIED KR myApp Hi
A

Example main.go

func main() {
http.Handle("/", xray.Handler(xray.NewFixedSegmentNamer("MyApp"),
http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
w.Write([]byte("Hello!"))
1))

http.ListenAndServe(":8000", nil)
}

BIMNOBRBE-—NEN , ATERSREPIMAEHNEARRF, TUBSWESR , BT LU SDK B
BARBEABTRFNENIRANEH#THEARE, IXBEATREFRPNIAENRIRIITIH
AEHEBHFEEFRARXTS (Fln , MRENIRXZHER ) NARIAE T

GO EAMIER
MRAFHERFIEMPEFERERBEANARER , X-Ray 21EUER X-Forwarded-
For #rkHMEF iR IP MIE IP BIEEBHHIR IP. ATHANERIZRNEF I IP 7 LA £4
&, AT REE,

EHEEZBERE , SDK EDTRFREMINFZERRE RILETH. IRSBREIEREN x_forwarded_for
HZER true , MM HTTP #&3RM X-Forwarded-For ¥rLIREVE F iR IP,

WERFEASEATEEN http RABNMEABRUIB-—ITE :

« HTTP )5 - GET, POST, PUT, DELETE %,

- BFUmthi - KIEERNBE W P i,

« IBRIED - ETRIERN HTTP IR,

o BY[E - FREAETE ( WREERETS ) ML RATE ( ZEMERAT ) o
- APARE - 1ERPH user-agent,

- RAKE - W HH content-length,
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e iB 5 B ap B SR g

Amazon X-Ray RSB MKINAEHNNARERF , AFESENNARFEANEGNRER. &iE
FE APls, SNERBIEEEM Amazon BIRX 5 FF K, = X-Ray SDK NEABREKDERE , 2FNARE
FHRSEMICRET RN ERFERH.

X-Ray SDK B[ BAF#E HTTP ER#r3kH Y hostname KB 0 ER. T , ARL AT LAAE | 2SR
SitEPHIAER AN R, NPk SDK AT EEHWENENRLWIERMERBTE DR , XM
REABEBREBE—NBRIABM

MRNARFHZSMENERRBHIRS , MATLOR SDK BENEAZAGRERBUES REHH IR
HX—R. BIBWEREATF SOKFENBATHESTMBEANER , FRFRANBHERATAFEM
R E R,

flan , AREE —RBMARFEANRZEB=AFENBERRERS , 2505

www.example.com, api.example.com Ml static.example.com, AJLAERAIER
*.example.com AW E RBEVRBTETRBEHN FEHN 2R , BFiwE LR ER=/1R
STHR. MRNARFREBEEZEATEER hostname BiER , BRAERSHE LFRETAD
TR, UREEENEIRE R,

EXFBEERSBREAEBEY , FECELAEEFNEENRARFNEN , MBEN D HATR.

(® Note
B AT LAfEF AWS_XRAY_TRACING_NAME MET EBEZBERBPE XA ERIARS B o

WS ERBEL —NENBNEENERNN—NME HTTP B RPN EN B S ZEX T RN EFEA
WERINBFF. EFDSHRBOE , B NewDynamicSegmentNamer BB IAB A ELEHER,

Example main.go

MRFERPWENEEEN *.example.com LE , BEEAEHNE. BN , EFEH MyAppo

func main() {
http.Handle("/", xray.Handler(xray.NewDynamicSegmentNamex("MyApp", "*.example.com"),
http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
w.Write([]byte("Hello!"))
H))

http.ListenAndServe(":8000", nil)
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}

£ X-Ray Amazon SDK for Go B SDK #&1iF

® Note

X-Ray SDK/Daemon 43 @& — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AEPER | F£iZEXT , X-Ray SDK #l Daemon #J %1 Amazon X PR F R Z £ R,
AXXERBERNESZEELR |, HS X-Ray SDK Hl Daemon Support Bt E R, RINBVGE
# 3% OpenTelemetry, HXITIBEWEZEE OpenTelemetry , FS R M X-Ray U E5FZE|
OpenTelemetry {88,

HIRW R A A Amazon Web Services RS A EMEEHIE. B ARSI K EBEAR , X-Ray SDK for
Go &R F o BRBETHNBER, EXLERS (HI , Amazon S3 ZAEEE Amazon SQS FA% ) Hi&
EREY BLIR Amazon Web Services RS MG R BEIRE X-Ray 2| 2 WIRERIEE L& RH TR

ERER AWS SDK &/ , ITREF RN RE xray . AWS() BA—Ba%& , AT RO R,

Example main.go

var dynamo *dynamodb.DynamoDB

func main() {
dynamo = dynamodb.New(session.Must(session.NewSession()))
xray.AWS(dynamo.Client)

}

ARE , HEER AWS SDK EFiumet , ERIEA R ER withContext BRAN | £ context HFFEM
http.Request W REZEFLEREF,

Example main.go — Amazon SDK i /A

func listTablesWithContext(ctx context.Context) {
output := dynamo.ListTablesWithContext(ctx, &dynamodb.ListTablesInput{})
doSomething(output)

}

MNFABERS , MAILE X-Ray BH AR EFEFAAN API B, X-Ray FATEELN —H2 KRS
HERAME SR , NMTERSHEPREESHNE,
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Amazon X-Ray FERARER
flan , HEAZLIKNAE DynamoDB FFim K HIFAR , ¥ THXNXRNIEAR  FXIESL/RREN

AMBDEF, ERHER , BIAREBRSHEPE RN —MNIIHWT R, UREEXRENBRNEA
# —#% DynamoDB i =,

ExampleX} DynamoDB 3 1T AR 7T B B F 5 B

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "DynamoDB",
"namespace": "aws",
"http": {

"response": {
"content_length": 60,
"status": 200

}

1,

"aws": {
"table_name": "scorekeep-user",
"operation": "UpdateItem",

"request_id": "UBQNSOS5AEM8T4FDA4RQDEB940OVTDRVV4K4HIRGVIF66Q9ASUAAIG",
}
}

ERBRIEENERE , NATRSZFNAASERS RSP CIETANT 2. LEERTFHERRNE
A, WRFEETEAT R,

« Amazon DynamoDB - £&#

« Amazon Simple Storage Service - FZEFEMBE

« Amazon Simple Queue Service - RAFI &

FHERT Go By X-Ray F X TE@RIEN Tl HTTP Web FREHIE A

(® Note

X-Ray SDK/Daemon 43 @A — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AP ES | EiZERXT , X-Ray SDK #1 Daemon B9 %% Amazon SR F#ERZ £ R,
AXRZEHRBRNEZELR |, HS X-Ray SDK Hl Daemon Support BB £, FRAMNBVTE
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B E OpenTelemetry, BXxIEBEIMNEZER OpenTelemetry , HS M X-Ray U EHE
OpenTelemetry 125,

LB AR ARAMRSHRLHE HTTP i APIs , BRI BUMEAxray . Client X LFAMA Go M
AREFNTFE , MT RO , EF http-client — HTTP & %,

EPimAEPRMN HTTP EFIGHAREIZAR , BRIAR http.DefaultClient , #FEFER
xray.RoundTripper @&EHERIESS,

Example

<caption>main.go - HTTP & F im</caption>
myClient := xray.Client(http-client)

<caption>main.go — £/ ctxhttp FEEERER T8 HTTP i A </caption>

AT RGIMEBIER xray.Client B9 ctxhttp BEESRMN4E H HTTP A, RIBMEiERB L ARN
ctx., XHALBREANENRE LT, Hl , X-Ray FARYFE Lambda HEFSIEFH D |
Rt N ERIMAER Lambda 9B £ T3,

resp, err := ctxhttp.Get(ctx, xray.Client(nil), url)
FEHAERT Go 9 X-Ray F A TEGREE SQL &ify

(® Note

X-Ray SDK/Daemon 43 @H — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AP ER | £iZERX T , X-Ray SDK 1 Daemon B9 f Amazon X R F R % 2| &,
AXXENERNESZELR , F3H X-Ray SDK #l Daemon Support Bt R, RMNBIGE
# %) OpenTelemetry, ﬁ?% TR EINEZ{EE OpenTelemetry , IS M X-Ray X5 iF B E
OpenTelemetry {88,

EREX PostgreSQL = MySQL B SQL @AA , & sql.Open AAFKRNA xray.SQLContext ,
MU T RBIFT R, MRAEE , FEFEMA URLs MAREEFRF S,
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Amazon X-Ray FERARER

Example main.go

func main() {
db, err := xray.SQLContext("postgres", "postgres://user:passwordehost:port/db")
row, err := db.QueryRowContext(ctx, "SELECT 1") // Use as normal

}

ERER T Go #y X-Ray F R TEFZEKBENLF0 B

(® Note

X-Ray SDK/Daemon 44 @A — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon i
AP EN | EiZERXT , X-Ray SDK # Daemon B9 %% Amazon SR F#ERZ £ R,
AXxXENERNESZELR , HSH X-Ray SDK #l Daemon Support Bt E %R, RMNBIGE
#¥3% OpenTelemetry, BXxEBEIMNE ZE R OpenTelemetry , iHS M X-Ray V51T H 2|
OpenTelemetry X283,

FORANBREND BT BN TR ERRHBRSMETRN TENFHAEE. SREACKRNNES R

HITHEAA , X-Ray SDK EF B ERFIEFEMNES . EULGZEMTIERROVAHMTFOER , K
EERNMMBRMERNM , IRRIEFEBRNMTHIE.

£/ Capture FEBIBEXREEBN F 2 K.
Example main.go - BE X F 7 &

func criticalSection(ctx context.Context) {
//this is an example of a subsegment
xray.Capture(ctx, "GameModel.saveGame", func(ctxl context.Context) error {
var err error

section.Lock()
result := somelLockedResource.Go()

section.Unlock()

xray.AddMetadata(ctx1l, "ResourceResult", result)
)

UTRESBRPE RN RAEIEAT saveGame F2 B UAE RENFARF Scorekeep BIRERH,
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¥ Scorekeep AWSE

Scorekeep 200 ®0ms @ |
DynamoDB 200 6.0 ms ] | Gett "
DynamoDB 200 50ms ]
DynamoDB 200 50ms ]
DynamoDB 200 6.0 ms ]
#8# GameModel saveGame - 14.0 ms
DynamoDB 200 50ms ]
DynamoDB 200 8.0ms ]

£/ X-Ray SDK for Go , FERFMTHIERINE 5 B

(@ Note

X-Ray SDK/Daemon #4#i@%1 — 2026 &£ 2 A 25 H , Amazon X-Ray SDKs/Daemon %3
AP ER | F£iZEXT , X-Ray SDK # Daemon # %% Amazon X PR F R Z £ R,
EXZERBRNESZELR , B2 8 X-Ray SDK # Daemon Support Bt FR, RMNBIGE
# % OpenTelemetry, BXIIBENWEZEE OpenTelemetry , FSHRM X-Ray U E5FHE
OpenTelemetry {485,

AURAERMABFEICEREER, MRINARFERNEMES . ATLURERMTHBIEFME X-
Ray F A TEQUBIBZN 7 RIECIEZNBEX F2 Ko

ARRETERBR, BFIARENEEN.,. RESNWEREH RS , LESHKEREA—EFHR, &
AARLEZEATHEHESHPNREHITOANBITEIERA GetTraceSummaries API B f5E B B
o

THERATUEREAREENR-EX , SBXRNIIR , BRBERHERS| , TESHEFHERERX
—REH, FATHECXEFFERETEFTTEATERRENEMGIE,

BRYERMABIE 2N , BETUES R EIEFEAS ID FHE. A IDs IEFREXBRNEIRFR
B, FREIREIABEREN.

Sections

» {# X-Ray SDK for Go i2 & #¥

« £ X-Ray SDK for Go id Z Tz
+ IDs £ X-Ray SDK for Go i F
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f# F X-Ray SDK for Go i2 & ¥ %

ERAERIERAEXRBENHBEHRSIUHTRRI T ENESR.

- B -X-Ray TBRHNEHZAUEE 500 NFEBFFH. RTRARAR (.) 29, TREERAZER
S Rs)

« B - X-Ray IRMERZELEE 1,000 4 Unicode Z%F,

- ABRNHE - SMNRERESEZAEA 50 R,

EEXIR , BEA—1MNEeREEYBRREN T HBENZ/AEXIAA AddAnnotation,

xray.AddAnnotation(key string, value interface{})

FAIBESRERUE-ENNERIERED RPN annotations MR, FEHRMEBRBAMKX
AddAnnotation MEBER—2 B L ZBIIERMNE,

EZEREEFREENEIRMIRER , iEEannotation[key]RiERAEXFEH XKBF,
£ X-Ray SDK for Go ig Xt #iE
FEARBBELERAEXECEENERFIRSIUHITEZNTBNESR.

ERFZAYBE , EEA 1B ELESYBRXBKNABENFHERRAA AddMetadata,

xray.AddMetadata(key string, value interface{})

IDs f£ F X-Ray SDK for Go | F
DRERAD AT, BURBI A X ERNAF. IDs
EiExXHAF IDs

1. M AWSXRay FRERXY ZH &l 5 BRH 51 Fo

import (
"context"
"github.com/aws/aws-xray-sdk-go/xray"
)
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mySegment := xray.GetSegment(context)

2. FERREEROBAFHFZRSID BA setUsers

mySegment.User = "U12345"

EERAF IDWRER , TREuserMEREXFEA KB,
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£/ Java

® Note

X-Ray SDK/Daemon 43 B4 — 2026 § 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AEPES | £iZEA T , X-Ray SDK # Daemon # %% Amazon FX PR F#ERZ £ R,
AXXERBERNESZEEL |, H55 X-Ray SDK H Daemon Support Bt %, RINBVGE
¥ % OpenTelemetry, BXxIEBEIMNE ZEE OpenTelemetry , iHS M X-Ray V5T HE
OpenTelemetry 185,

BRI EAATRN Java NARRF , BURBREHIEARIEE X-Ray :

« Amazon OpenTelemetry Java hR Distro — 12t —4AFFIREEH Amazon K1ThR , AT &3 Distro for
Collect Amazon o r Collector @24 Amazon ¥#FFR AR ( BIFLE#FIL # OpenSearch Bk
%) RIEMEXWIERMEBE, CloudWatch Amazon X-Ray OpenTelemetry

« Amazon X-Ray & F Java ¥ SDK — —4F , ATEE X-Ray FHFEFERBREFFEREE
X-Rayo

BXEZEER , EZH £ Amazon Distro for Hl X-Ray OpenTelemetry Z B #1T%# SDKs,

Amazon Distro for OpenTelemetry Java

& BhiE A F Amazon Distro for OpenTelemetry (ADOT) Java , TEIfi REXN M ARFIHIT— XN |
BN AT AR R IS AR MR BR R IE B2 Amazon SRS R , ‘@1F Amazon CloudWatch, Amazon
X-Ray # Amazon OpenSearch Service, & X-Ray 5 ADOT BE&ERAEERNAH : FHEEBE
X-Ray — &K OpenTelemetry Fr & T E@LAKIER F OpenTelemetry B9 Amazon Distro Y&
2%, ADOT Java X#FEHzIRN , FENNARFEEEXRBE AT RIARERER.

%2 % Amazon Distro for OpenTelemetry Java X#4 , T# AT,

AR IMAEFER T OpenTelemetry B9 Amazon Distro & Amazon X-Ray M EH 2 Amazon Web
Services RS —EEANEZELR |, HSH EA T OpenTelemetry B9 Amazon Distro 2% 2 F
OpenTelemetry B9 Amazon Distro 344,

EXEBEEXENEABRIHNEMEER |, B35 Github E# Amazon M 22,

Amazon Distro for OpenTelemetry Java 316
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Amazon X-Ray &M T Java By SDK

(® Note

X-Ray SDK/Daemon 43 @A — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AP EN | EiZERXT , X-Ray SDK # Daemon B %% Amazon SR F#ERZ £ R,
BxrXENERNESZELR , H3H X-Ray SDK #l Daemon Support Bt %R, RMNBIGE
# % OpenTelemetry, BXITIBENWEZEE OpenTelemetry , ESHM X-Ray U E5TFHE
OpenTelemetry 185,

X-Ray SDK for Java & —4ATH M Java Web MAEFHE , WIRMA3EM 5 AR 4 B R EREIE H TR ER

BIERIES X-Ray #HEFHFERF. REBESEEXNABRFLENEA HTTP B RNER , IR
P A Amazon SDK, HTTP EF IR, SQL HIEFEEESEXN TRBRSHTHERANER. BET
RFH B D BHEIBRMaBERRMABRER.

X-Ray SDK for Java  —MNFRIIE . RATBAEZINE H1E github £ GitHub3E R IR M B EE K
com/aws/aws-xray-sdk-java

BEBN R MAWSXRayServletFilter ¥ER serviet ik e RERERE AR, serviet RS BIESY
B, H0BRTA , BRUERTFRIESEFENAEREENMEDE , HEIB T RABRER TR
HA. FRIEGELAFEREIRITANNARFIANRE,

MARA 1.3 FF6 , EATBAGER Spring R AYE 6 5 E A 4wiE (AOP) REMM AR, XBKE R UE
N ARFETRXNEETRN , MEAEE Amazon N AR F G 1T R RINEMRRE,

BETXR, £AERT Java ¥ X-Ray SDK , EWEEEF @ E SDK Instrumentor FHER , X EATF
Java B Amazon SDK ZF# TR, SHEFERAERNNEF%EA T Amazon Web Services B
& HRR , SODK EFTBRPIEEREXZBAANEE. Amazon Web Services fk% BERSH
RN FFEFEATET RIS REREHER L | UEBEIRBI&NERE R MR E E S,

MR ETERNPTE T #8A Amazon Web Services RS , M AT LAE B Instrumentor FHE3R | KRGk
BRERNNEFim, BN M@ Amazon SDK REE FimaiTracingHandler KM &N & F i,

Hth X-Ray SDK for Java FHERAX HTTP Web APIs fl SQL BiEEMN T iRARMET

TE, AL A X-Ray SDK for Java f§ HTTPClient MRAH Apache HTTP FHERFH
HTTPClientBuilder KM Apache HTTP & Fin, EXM SQL Eif , iHFF SDK BVEEIEFAN
FBER
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HEFFHRER SDK fm , BIEE 1S FERH serviet THERRKEEXHEITH. BRI NBEAKRIEFARX
MARRFLETHITERFENEE  BYELRERANREELKETH , REBSRIIAENAERF
AESHEERAFTRIECSNESHELINEE.

EFAXRBFRURNARFEIEMNTBEREN TENEMBES. IREMENREX , ShiXE
BENRHRSIUATHESRARES , UELEBERISBEHRFENRE, THESRENRBIMER
K, HEALUEREBANRIEBA - F51{tH JSON WEMIE .

Q@ ERMTKIE
ERNTBIEREER X-Ray F & TEGFMES BHEETER, REAXEBEHRE, 1
EEERAR—RER. TREREHRS , BTLER X-Ray 25 AR AP K2 B
BE., £EBT X-Ray REURN M ABTUSE X LK.

HRBHPEERERNVNEF RN , —MERDPRALEWFR S FIR , RUNEFEFRAENENEHS
XNRE—NFOR. BUNBESHEFREBAGESEEELTFIERPREETDBRANESH. BTN
BENEBFEARBEHIRAELFIR , ALK FOBRNABENEIR K MTARREERDRNAE
R&.

FIER

IEA LM Maven T # X-Ray SDK for Java., X-Ray SDK for Java IZERARFIMIFD R FESR |, EFH
MEFRRATRAERE

« aws-xray-recorder-sdk-core ( 4% ) - ATOE2BNER D BRNWELRINE. 25
AWSXRayServletFilter A F®M&E ABER,

« aws-xray-recorder-sdk-aws-sdk— B R NERER B F Java ¥ Amazon SDK & FimER
BERLGEBRERF , XEFwA Amazon Web Services iRSs HHEA#F TR,

« aws-xray-recorder-sdk-aws-sdk-v2— @R INBEREFIRENEREES , X Amazon
Web Services RS 8 EB T Java B9 Amazon SDK 2.2 R E S R4 & i T @ A T4
o

« aws-xray-recorder-sdk-aws-sdk-instrumentor— f£faws-xray-recorder-sdk-
aws-sdk , BEIXFAE EA T Java B9 Amazon SDK ZF #1788,

« aws-xray-recorder-sdk-aws-sdk-v2-instrumentor— f£faws-xray-recorder-sdk-

aws-sdk-v2 , BEIRMAE FEAT Java B9 Amazon SDK 2.2 R ESRANE i,

TR 318


https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-core/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk-v2/
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« aws-xray-recorder-sdk-apache-http - MM Apache HTTP BEF i T & H HTTP &

38
« aws-xray-recorder-sdk-spring- A Spring AOP XN ARFRHEBRER,

« aws-xray-recorder-sdk-sql-postgres - ®MH JDBC X PostgreSQL #3E FE it 17y 1% H 1B

38
« aws-xray-recorder-sdk-sql-mysql - #0 B JDBC X MySQL ¥iEFE#H1THEEHEA.
« aws-xray-recorder-sdk-bom- M ENERE , B AECRIEER TE FERNRA,

« aws-xray-recorder-sdk-metrics— MBRIKEW X-Ray 5 KA KRB LS #h
CloudWatch #§%x.

MREEH Maven = Gradle SRIIER AR , 7 X-Ray SDK for Java RN E B EE B F,

Bx SDK KIEM B ENSE X |, iHSEAmazon X-Ray SDK for Java APl &%&,
ZR

EAT Java B9 X-Ray SDK & E Java 8 EEMZA, Servlet API 3, Amazon SDK 1 Jackson.

% SDK H4miIFMES TR T A TE !

« Amazon & T Java B9 SDK fxAs 1.11.398 = E 5 x4
* Servlet API 3.1.0

X EARBINAE SDK B9 pom. xml X4 | fNREEH Maven = Gradle £ RN B3 BEER,

R EfE A EIETE X-Ray SDK for Java FHVE , M AMERSIBHNRAR, | REBEETHELR
% F Jackson HEZBH N IZKBIMATIE T JAR X4 |, M AFMBRIX L JAR X4 , BN SDK JAR

BIEH B2 K Jackson FERRA,

KB REE

Al M Maven 3%18 X-Ray SDK for Java :

* 2§ — com.amazonaws

- ## — aws-xray-recorder-sdk-bom

« BRA :2.11.0
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WMRIEEERA Maven RERMATRERF , WAE pom. xml X#FH RN SDK ER BT,

Example pom.xml - K #i1

<dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupId>
<artifactId>aws-xray-recorder-sdk-bom</artifactId>
<version>2.11.0</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupId>
<artifactId>aws-xray-recorder-sdk-core</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupId>
<artifactId>aws-xray-recorder-sdk-apache-http</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupId>
<artifactId>aws-xray-recorder-sdk-aws-sdk</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupId>
<artifactId>aws-xray-recorder-sdk-aws-sdk-instrumentor</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupId>
<artifactId>aws-xray-recorder-sdk-sql-postgres</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupId>
<artifactId>aws-xray-recorder-sdk-sql-mysql</artifactId>
</dependency>
</dependencies>

3 F Gradle , 0 SDK 434 build.gradle X4 K4 iR A AX I
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Example build.gradle - X $i1i

dependencies {
compile("org.springframework.boot:spring-boot-starter-web")
testCompile("org.springframework.boot:spring-boot-starter-test")
compile('"com.amazonaws:aws-java-sdk-dynamodb")
compile("com.amazonaws:aws-xray-recorder-sdk-core")
compile("com.amazonaws:aws-xray-recorder-sdk-aws-sdk")
compile("com.amazonaws:aws-xray-recorder-sdk-aws-sdk-instrumentor")
compile("com.amazonaws:aws-xray-recorder-sdk-apache-http")
compile("com.amazonaws:aws-xray-recorder-sdk-sql-postgres")
compile("com.amazonaws:aws-xray-recorder-sdk-sql-mysql")
testCompile("junit:junit:4.11")

}
dependencyManagement {
imports {
mavenBom( ' com.amazonaws:aws-java-sdk-bom:1.11.39')
mavenBom( ' com.amazonaws : aws-xray-recorder-sdk-bom:2.11.0')
}
}

W RIEFE A Elastic Beanstalk kBN ARF , AT LAEA Maven = Gradle 7 8RBT £ X on-
instance , MAREKM LA TIEMEMRBIN AR, BXFEA Gradle BIRHA |, BSHREINARE
Fo

Amazon X-Ray @A T Java B9 Bz N E

® Note

X-Ray SDK/Daemon 4% BH — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AEPER | F£iZEXT , X-Ray SDK #l Daemon # %1 Amazon X PR F R Z £ RI&,
AXZERBERNEZEEL |, HS55 X-Ray SDK H Daemon Support BB F, RIMNBVGE
# % OpenTelemetry, HXIIBENWEZEE OpenTelemetry , FS R M X-Ray U E5FHE|
OpenTelemetry 188,

EHAT Java By Amazon X-Ray BaI MR ER—MREBRSFR , RERPWF X ITERTX Java
Web S ARFHTRM, ZREEBREET Serviet WHNARF , URFAXENELMNEL H

ZREFEN THFER, EPEFETHE Apache HTTP iR, Amazon SDK R K £ JDBC IK3h
BEFHITH SQL Bifl, ZREBELREZE X-Ray L TX , BEMBEEDTEMF 5B, Java KB
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SRTLAER X-Ray SDK MFTBEEM S Ihaett, nEMNEH RS EMIRINMELFERENR R A BUE R Z A
H,

X-Ray REBERARFESET Servlet, iERME Java Web AR F RS, WRENNARFE
ARSERRETERITFHERNBER-MBRS , MAEEEEE R KA SDK #HITF M,

X-Ray REREASHXNREER T E I ( &7 DiSCo ) WEH, DiSCo B—MTFRER , HTH
BuESsHXREFEAN Java KB, RAER X-Ray REFFE T # DiSCo , BEF LB A
HITRTHEXZIBANESELR GitHub, X-Ray REHETLITIRN. EEFIFRNE., MHTR
FRHARRENRE , BHRCERNFEE GitHub,

RN ARERF

Zeb-java-scorekeep Rl S RSB FEA X-Ray REH#HTRN, ko ZFTEE Serviet fFikSs
IDREBFEE , AAXENERARERR. BEEERMETZMNARFRER Amazon &R , BHRETR
BRI AR BRI 45 HN S RIBE, XTOAERROIBAREER X-Ray BRERMEAMN TR
BRI AR FF N BAE

FraaE M

FERUTSREE  THRELCECHNAREFPER X-Ray B3R Java RE,

1. BEIMREHIZETT X-Ray BRETFHERF. BXEZER , H5H Amazon X-Ray FHEF.
2. THAENSEHMAITR. BERFEACTEEXHFRETHNNVE, ERBENEULTRRRERL,

disco

### disco-java-agent.jar

### disco-plugins
### aws-xray-agent-plugin.jar
### disco-java-agent-aws-plugin.jar
### disco-java-agent-sql-plugin.jar
### disco-java-agent-web-plugin.jar

3. BUMARFHN VM SHEHIEUTRR , LERANRE, MER , BHRAN -javaagent S8
B -jar Sz Hl. BR IVM SBNZSERES) Java RS [AEANTENERT R, BSH
ARSSBRAEZRAAS T I AR,

-javaagent:/<path-to-disco>/disco-java-agent.jar=pluginPath=/<path-to-disco>/disco-
plugins
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4. 1% & AWS_XRAY_TRACING_NAME BB
com.amazonaws.xray.strategy.tracingName REBEHIIEEEN N AREFE X-Ray 5]
AEHERAN. MRRRERMER  MERARIAER,

5. EERFHIRHE. NE , RREREEANBERERETHER. WREEFITNHER , 55 Mthe

section called “[a] B HEE",

BB

X-Ray REHAFRMHAE JSON X H#HTHE, BMIAMERT , X4 TFE N xray-
agent.json"MAFMRBEENRERD (a0 , £H resources BEH ), AT
com.amazonaws.xray.configFile REBMHRENBEEXNHNETN RENHRBE , AEENXHE
BERENVE,

RPIEC B A AT AR o

"serviceName": "XRayInstrumentedService",
"contextMissingStrategy": "LOG_ERROR",
"daemonAddress": "127.0.0.1:2000",
"tracingEnabled": true,

"samplingStrategy": "CENTRAL",
"traceIdInjectionPrefix": "prefix",
"samplingRulesManifest": "/path/to/manifest",
"awsServiceHandlerManifest": "/path/to/manifest",
"awsSdkVersion": 2,

"maxStackTracelLength": 50,
"streamingThreshold": 100,
"traceIdInjection": true,

"pluginsEnabled": true,

"collectSqlQueries": false

BLEMTE

TRNMETEINEENERE. BEEHEIANE  BEMNRBFX D KNE, AUBIHREEEMR
SRUEBEENEN , ELERNFHRLAERMRTE, REGEYE A RAEBEREENH. AXEAUESR
HNEMENEXER  FEAREEZE, MEFRBRETEFTR.
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BHEAR Type BRIE i A HEZE REREM N

collectSq mRE True, False RE FEH FEH FALSE
IQueries sSQL &if

FRBILF

£SQL F

DEH,

contextPr mRE True, False MWMRRE FEH FEH TRUE

opagation true , MI7E
KEZA
B 3% 1%
X-Ray L
TX. &
n,6 FEE®E
A Thread
Local k7%
LT,
HEEFEEF
Bk IEtE
¥,

AEIEREE

AT LR BB 5 X-Ray SDK for Java HHEH A X E B X-Ray REBH BAELRS, ESHE BEICSE , AT
fE {6 A X-Ray SDK for Java Eii& H &2 Fo

FERN
MRFLEERENEIRNUZABIMITFRIRN |, FH¥F X-Ray SDK tEREKBTUR B ENTE . HE
B, REEABRPREEN SDK BE X Servlet ffikzm5 X-Ray RERHFE,

(® Note
& IE R BRFRAH X-Ray SDK RITFFIRN , BetEE/EHRE,

MRBEFRLAENZ Maven TE |, BFUATRBTBURINEZRH pom. xml XHHF,
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<dependencies>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-core</artifactId>
<version>2.11.0</version>
</dependency>
</dependencies>

MRBEFLAENZ Gradle TR , HFATRBTURINEIEH build.gradle XHH.,

implementation 'com.amazonaws:aws-xray-recorder-sdk-core:2.11.0'

HEEARE IDshY , BRT IR, TBEARAS 2 BETRMEEL FHAD , EEAEE SDK
—¥., RELAIBELEEABLTY , ALEEASLENARFN , THREREMERSG AR TE#%
ET3o

R HEE

HTRERMLBIRNIIEE , REEE M BN TREREEENENBRARRE, R X-Ray €
BREEMEIZEIT , BEFEUTRBENMBRAG R, X-Ray ¥ SDK £/ Jakarta Commons
Logging (JCL) . HEEFHFREFEHE , TEAN JCL FEIEERBE LN AFERKERK , IR
TRBIFTR : logsj-jcl = jecl-over-slfajo

R : RNNAEFLEBLBERT Java R |, B X-Ray ##l& LHHAHEF .
X-Ray #EFHEFREER —AITEN LET?

WRAFR , F5M X-Ray HEFHFEF XHEHITRE,

ENAERFAES , REFIRUTEEDNBKL X-Ray REICRIF[XHAHEE ?

NREEEERREBERMINARFF , WENARFEN , EFREZFERZE , FEEEHRFIIL
FUHR . MERBHIMER | MRS Java #ERIEZIT Java KB, BREE EWBHRITAER
BER , TREHEF,

EENNARFAED  SREBBI/EZHERHEE , LEER “Z1k Amazon X-Ray L TXRARE”
ZERHNAR?

ZATA IR LR |, RRNREBEEZ RN THER |, #l0 Amazon SDK iE3R= SQL £if , B
RELTZEHUNEXR, MREFIHPHSHREE , WRETRATERESLAGNIE | Tae
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FEEEZRHNA X-Ray SDK #HITFaM, & , AILUS A X-Ray SDK B A& , LEE L TFXXERE
REREMVENHKRER, JUAREN S BRHRRBAXLERS | X UERIXEER, HFS5HE
AEHRBHNRERED , EEEABENDRBETHERNRH,

[ RMEN — L5 BREBEHINE X-Ray ##H4 L
EHNRAEFREERAZLE?

NREHFLVENEL S BRRENEEFEL , WARRNARFPNEALBERN. NREN
RARFER ‘MEANSIE NEALBINTES , SINERREFRXIES—RMAA Lambda B ,
RECHRAEL HTTP KR , WEREBELEEAE LT X, TRELERERSER, Amazon &
ERITBINETRXNAE , TS X-Ray SDK Hif BEHEEM T RAER | REHHER
<NAME> 5B , RREREEHTHNFIBRNRXE, BEMRIEE , TSR ERSFIREF
MABREBUBRER TEERTHANESIBIAE, HE , LA SUFAKEN contextPropagation
BEIREN false , EEAZA L TXEE, MRXFEM , MMXAFERBEL D BRFHRMIXLL
B, RABTITERN L TXREAFE,

BREBFIERFEAN 2

R X-Ray EH EHI T BLUBHIBRTIN DR , RECHERIERF A& LSRR ALI
AT REIEER] T RERIBE, X-Ray RIEEM X-Ray 2 & FHVANFEHRENATHOUEZNAAE D
BRo MAMMABR 1 MO, 2EBME 5% WD ER#TRE, XEWREATRT 2N ERRERE
RN X ITRE, BEFRXNRIE , NiZE X-Ray #2515 LR BEREMRN |, NAAEN DR
HITEYRE. AXRESER  BSREF

Ei & X-Ray SDK for Java

@ Note

X-Ray SDK/Daemon 43 @H — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon {3
AP ES | EiZERX T , X-Ray SDK #1 Daemon B9 %% Amazon X R F R % < @&,
BXRAXENEBRNESZELR , H3H X-Ray SDK #l Daemon Support Bf B F, RMNBIGE
# % OpenTelemetry, BXIB RN EZEE OpenTelemetry , TS M X-Ray X TFHEE|
OpenTelemetry 125,

X-Ray SDK for Java @IERMH L FHi2 x|/, BH AWSXRay 2K, X2 AA TR
B TracingHandler, ZBALEELRBIERKI[UBENLEA HTTP BAHGIED BH
AWSXRayServletFilter,

BE 329


https://docs.amazonaws.cn/xray/latest/devguide/xray-sdk-migration.html
https://docs.amazonaws.cn/xray/latest/devguide/xray-sdk-migration.html

Amazon X-Ray FERARER

Sections

- REEH

« REMAN

- BEIEE

- DEBRTER
- RIRTE

- REEM

AR5 14
plugins AT iIEREXEENAREFNERFHES.

i

« Amazon EC2 — EC2Plugin A tn3:fl ID, " ARXH CloudWatch HE4A.,

+ Elastic Beanstalk - ElasticBeanstalkPlugin SR EZ ., MRARZFIE 1D,

« Amazon ECS — ECSPlugin & #&ES ID,

« Amazon EKS — EKSPlugin % N&2s ID, &AM, &85 ID M CloudWatch HE4H,
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Segment - Scorekeep

e

Overview Resources

Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-618c-170413_021009
Deployment 1D 20
Environment name  scorekeep-cmh

EC2

Availability zone us-east-2c
Instance 1D iF035583d15d1471728

Xray

Runtime version 1.8.0 1M

SDK version 11.0

Runtime OpenJDK 64-Bit Server VM
SDK X-Ray for Java

EfEAEMY , 7 AWSXRayRecorderBuilder £ withPlugin,

Example src/main/java/scorekeep/WebConfig.java-& & #l

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.plugins.ElasticBeanstalkPlugin;

import com.amazonaws.xray.strategy.sampling.lLocalizedSamplingStrategy;

@Configuration
public class WebConfig {

static {

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder.standard().withPlugin(new
EC2Plugin()).withPlugin(new ElasticBeanstalkPlugin());
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URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());
}
}

% SDK B FEARHRERNIREDER LN origin FB&, XRTETEMNMARFH Amazon BIFR%E
o, HBFERAZINEEN , FHT AT ESERULTHETIRFREERIR ;. ElasticBeanstalk > EKS >
ECS > EC2,

KA

% SDK fEfA1E X-Ray 2414 FE X WREANRBEZEZOER. RAANBRESDIHE—E
R, URFEFRE LS X-Ray MRS MEMEBERNE S 2 H, £ X-Ray 244 ol 2 E M
N B X B R ARFERNRER.

% SDK BIREXWIRFAAEELAN, MRERESANEELHAMCE , N SDK XA % —&H
e

(@ Note

MR SDK & 1m ] X-Ray SRIRECREHMN |, ©FRENRRIANRAN |, IR E —MER
URBANENFRAEEMBERNES cH. MRENERBFRARE , HETLEEREES X-Ray FH°
FF APls , [5E %2 SDK KR API BAR TCP K , N A g xR EXMHER.

LT LAKF SDK BLB S M JSON A MERAEA N, £ X-Ray REFATAMNBERT , SDK ATLAEA
A MUERNZD , BRI LR ERAZAAN,

Example sampling-rules.json

{
"version": 2,
"rules": [
{

"description": "Player moves.",
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
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"fixed_target": 0,

"rate": 0.05
}

1,

"default": {
"fixed_target": 1,
"rate": 0.1

}

BRBIENLT —NEEXAUM—PERIAAN, BEXANRAED 2EHNREER |, X T /api/
move/ Z THBARBRENFERBEFRTR, MAANPEYVNE - NMERUAREMERNED 2
o

EARMENANBRIAZ , BIEBRHICEFINENKFRLNATARH X-Ray RS EE, HEEE
HEEZ I , BEERORBFEM , XEFEFCRNBEEXTBEME

FF B2 G Amazon Lambda , BT E SR RER, NMBLNREHBLNESIAA , Lambda FidFEK
HiZRSEENIERNWIAR. MREA TEFBREBEFRFEEMBESRL , W Lambda £ X R
Eo

E1£ Spring RIRHZ AN , EEABERPH CentralizedSamplingStrategy BEZF/IEF
2o

Example src/main/java/myapp/WebConfig.java- #l83El iE

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.strategy.sampling.lLocalizedSamplingStrategy;

@Configuration
public class WebConfig {

static {
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder.standard().withPlugin(new
EC2Plugin());

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
buildexr.withSamplingStrategy(new CentralizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());
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}

3F Tomcat , HmIN—AF B ServletContextListener W{IITES , H &S EIH RT3
220

Example src/com/myapp/web/Startup.java

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.AWSXRayRecorderBuilder;
import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.strategy.sampling.lLocalizedSamplingStrategy;

import java.net.URL;
import javax.servlet.ServletContextEvent;
import javax.servlet.ServletContextlListener;

public class Startup implements ServletContextListener {
@Override
public void contextInitialized(ServletContextEvent event) {
AWSXRayRecorderBuilder builder =

AWSXRayRecorderBuilder.standard().withPlugin(new EC2Plugin());

URL ruleFile = Startup.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new CentralizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());

@Override
public void contextDestroyed(ServletContextEvent event) { }

Example WEB-INF/web.xml

<listener>
<listener-class>com.myapp.web.Startup</listener-class>
</listener>

EENFEAARBHN , HF CentralizedSamplingStrategy BiR
LocalizedSamplingStrategy,

BE 334


https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRayRecorderBuilder.html
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/plugins/EC2Plugin.html
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/strategy/sampling/LocalizedSamplingStrategy.html

Amazon X-Ray FERARER

builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

BEi%

HKRIAMBERT , SDK £¥F ERROR FUEE M TN AEF BE. AILAE SDK LB RABAEL R A EIC
x, BEFMANEEREINAERFBEXY. BB BEERSIHN DEBUG, INFO, WARN, ERROR #
FATAL, FATAL BELFNSBERMEBEEE , BN SDK AeERELHICFK AL,

Example application.properties

f£H logging.level.com.amazonaws.xray BMHiZE B FEIERH 5,

logging.level.com.amazonaws.xray = DEBUG

UEFHERTHEN , BRI B ARABNENRERT S B2 KO AHE,
BE IDSEAZIAE

EFYIELRENRE ID AFEAXREG , LUK ID EARBRSNOM ETX (MDC). S
BEmAREHIRPER SegmentListener #EOM X-Ray iBeRB[HRALZ. HoBHFoBRFH
Bt , SEAZ4A AWS-XRAY-TRACE-ID FFRERERER ID EAE MDC #, HZDBRERE , M\ MDC #
MR, Xo@MEEFEANBEELTRER ID, HFOERERR , HERX4 ID FEAZE MDC #,

Example T £ RER R ER ID

TLREM ID XTH TraceIDeEntityID

1-5df42873-011e96598b447dfca8l4c156@541b3365be3dafc3

WIhEEER T ERAERT Java B9 Amazon X-Ray SDK # 1T MK Java RARF , AXEFUT BEE
B :

« SLF4# % Logback fEiw#Y J Bk API
« SLF47 A Log4J2 faimkY J iR API
. A Log4J2 [EimHY Log4J2 Hilm API

BFERUTRIF , TESMRNENERIER.
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SLF4J Frontend

1. LT Maven {REIDURINE) RV IR Ao

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-slf4j</artifactId>
<version>2.11.0</version>

</dependency>

2. FJ% AWSXRayRecorder B{‘@& withSegmentListener 5%, X&FM—
MNSegmentListener® , X< Hzh[E SLF4 J MDC & IDs AFTHYHE,

SegmentListener RA TR FRFREANSHREE B EBAIER,. TUABLUTAREEH
2 -

« - EHEIA AWS-XRAY-TRACE-ID HI%R,

- EEAZEFRE (HlW"),

- BEN -FREFRHEPRENHNBEENIR,

Example AWSXRayRecorderBuilder statement

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard().withSegmentListener(new SLF4JSegmentlListener("CUSTOM-
PREFIX"));

Log4J2 front end

1. BT Maven RBIURMNEERI TR H,

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-log4j</artifactId>
<version>2.11.0</version>

</dependency>

2. FJ% AWSXRayRecorder B{‘@& withSegmentListener 5%, XIHM—
MNSegmentListener® , X< Hzh[E SLF4 J MDC E IDs AFTHI £ BREHE,

BE 336



Amazon X-Ray FERARER

SegmentListener RAAEFRABENSHREEB ST ETTHNR. TUBELUTAREEH
% -

T - EFAERIA AWS-XRAY-TRACE-ID Bi4%,
o ZE-EHAZEFRE (HlEn ) HBIBREISR.
BEMN - FREFFEHRE LN B E XTI,

Example AWSXRayRecorderBuilder statement

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard().withSegmentListener(new Log4JSegmentListener("CUSTOM-
PREFIX"));

Logback backend

EFNRE IDAARBESEHF , BLTERIEKEEH PatternLayout , BIREZNHFIERIE
ARER,

1. BEREWEEER patternLayout, ZBAISIBEEER XNHET XML B EX4HITIIR
B, ETHMEZEE |, 551 Logback L&,

2. 1£ patternLayout FHEEMNEBA $X{} , FRIER ID @ARKRRKN A KIEFEL
., %X{AWS-XRAY-TRACE-ID} ERZLEERENETEH MDC RHUNEH. B
PatternLayouts 7£ Logback H T E Z{E R , i§ZHPatternLayout,

Log4J2 backend

1. BREWEEEM patternLayout, BB HFEL AMITIRME , LA LUEFT L
XML, JSON. YAML SE MR EBVE B RMITILRE,

MBRM T ROTESEELAEE Logs)2 , BSHEE.

WMFFA T BAMAEESAEE Logd)2 , BTEREREALE.

2. 1£ PatternLayout FHEEMNERA $X{} , FRIE ID @ARKRKN A HRIEFEL
., SX{AWS-XRAY-TRACE-ID} {EREREEKRZNETEH MDC RHMNER. ETHEEX
Log4J2 PatternLayouts WEZEE , BSHEXH R,
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IRER ID SE ARSI

LTERT —NMNEIEHBTERER ID 9 PatternLayout F&HFH, BRER ID ELEBW (5t) 2ZFEMA
FER 5 (%-5p) 2 AikH,

Example PatternLayout ( i ID ¥ A )

%Sd{HH:mm:ss.SSS} [%t] %$X{AWS-XRAY-TRACE-ID} %-5p %m%n

Amazon X-Ray Bzh1E A KBEAHRITENZAFMBRE ID , ETHNF. TASRTERABSEHHN
PatternLayout B BE&EEA,

Example® ID JE AHK BEIEA

2019-09-10 18:58:30.844 [Nnio-5000-exec-4] AWS-XRAY-TRACE-ID:
1-5d77f256-19f12e4eaa02e3f76c78f46a@1lce7df03252d99el WARN 1 - Your logging message
here

ARERHEASREEER s 7, HAERAERBENRE.
7 B AR WTER

PERMFEBRE— T HATEBEGABPEH (W0 , B AWSXRayRecorder KK 7 EREIFF B FLER )
MEQ, 2EBRMITESSSHFRBVZI AR TREIIE - £#H onBeginSubsegment B FFE 72 K&
B, RENRINEERER ; £/ afterEndSegment EFEN P RERIHETPREFREIR—%
SHE ; B beforeEndSubsegment i83%H SQL #HBEFXKENESH , URITEFIERERE
SQL &# , MRE , MARME A TR,

E&EE SegmentListener MBI EEFIFK , 514 A Amazon X-Ray Recorder SDK for Java API 18
R,

AR Rl Bt £ A onBeginSubsegment BIEME ¥ BN @A F 2 BRM—EEER |, M
RinfmfEA afterEndSegment EEN P BRARBHEEEFHEE,

Example MySegmentListener.java

import com.amazonaws.xray.entities.Segment;
import com.amazonaws.xray.entities.Subsegment;
import com.amazonaws.xray.listeners.SegmentListener;
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public class MySegmentListener implements SegmentListener {

@Override

public void onBeginSubsegment(Subsegment subsegment) {
subsegment.putAnnotation("annotationKey", "annotationValue");

}

@Override

public void afterEndSegment(Segment segment) {
// Be mindful not to mutate the segment
logger.info("Segment with ID " + segment.getId());

ARG , E¥IE AWSXRayRecorder B 5| Atk B E X 2 R {TITES,

Example AWSXRayRecorderBuilder 7 B

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard().withSegmentListener(new MySegmentlListener());

MRZE
IBALAEFIMEZ B K BB X-Ray SDK for Java, SDK Z#EFUTEE,

« AWS_XRAY_CONTEXT_MISSING - i® & RUNTIME_ERROR &M ERMRE=IRE S EBRITIFHN
BRTIEXBBEREIARE,

BEME
« RUNTIME_ERROR— 3| RE{THRIRE.,

« LOG_ERROR— IEFEIRHMEE ( BRIA ) -
« IGNORE_ERROR— ZR&4E IR H4k4E

FHFERTFEMEBERNZTHEHIRBRELERTEENRE , MREZREEPERLNSH
B, WA REERADBHF 5 BMEXWEIR.

« AWS_XRAY_DAEMON_ADDRESS - i& & X-Ray #HETFHFEF MWV ENMEO. BRIAER
T, SDK AR TIRELKSE (UDP ) FEH (TCP ) #9 127.0.0.1:2000, MREDIFHEFH
BFRENMTTER OOSEHETFEFES —AENLET , UEAREE,
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Format
« E—/%A — address:port
« FEMIKA — tcp:address:port udp:address:port

* AWS_LOG_GROUP - B EAMNEBMMREN SENNARFXENBESEH, IRENETAEASE
Y Rz A2 FF MR HY Amazon LKF'%I]D;E , X-Ray FHEALIEEN BEH BN ERNARFNXEHK
Eo E;& H /u\éH.EIJE%L:Vu\ y %lﬁlﬁﬁﬁ H /u\éﬂ*ﬂ H ll_,\/)ll.,o

* AWS_XRAY_TRACING_NAME - i%i& SDK AT #1720 BREVERS B h. BERERIE serviet RIS
Brin & R AR IR B RYARSS B 7o

HEZTEBSHERBPRENERRGEMENE.
RERM

BALLRRGEREAEREEZEN VM BEERT,. SDK XFIUTEM. :

- com.amazonaws.xray.strategy.tracingName - E3F AWS_XRAY_TRACING_NAME,
« com.amazonaws.xray.emitters.daemonAddress - &3 F AWS_XRAY_DAEMON_ADDRESS,

- com.amazonaws.xray.strategy.contextMissingStrategy - X T
AWS_XRAY_CONTEXT_MISSING.,

NMRERRERGEMENSERNNEEZE  NEAKRREEE, ST EH2BZERBPRENE,

FERERTF Java B X-Ray Fr A TEEREEE AiER

@ Note

X-Ray SDK/Daemon 43 @ H — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon {3
AgEPES | FiZEA T , X-Ray SDK # Daemon # %% Amazon FX R F#ERZ £ R,
BXRAXENEBRNESZELR , H3H X-Ray SDK #l Daemon Support BT 8%, RMNBIGE
# 3 OpenTelemetry, BXEBEINEZEE OpenTelemetry , ESRM X-Ray N TEE|
OpenTelemetry 125,

& LAE ] X-Ray SDK 3R iR BR & #) B FIF2 5 7£ Amazon EC2 5 Amazon ECS #J EC2 =4 L1 #
Amazon Elastic Beanstalk{& A HTTP &K,
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FH Filter ®M4EA HTTP &R, ELERIN X-Ray servlet LR BN ARFN , EAT Java B X-
Ray F R TEGANB N REBROUIED R, LOBRIE HTTP BERWITE, HEMLGE. HbN<
EDEREBIETF DR,

(® Note

X F Amazon Lambda Bi#X , Lambda 2@ A BNEHEBERGE -2 E&R. S Amazon
Lambda 1 Amazon X-Ray T lRE ZE &,

BN REBE-NEN , BTERSREPHRENEARF. AUBSHBEIR , halLUF SDK &
BARBEEABTRANENIRANEH#THEBE. ITBEATREFRPNVABNRIRHZITIH
AHEEMTEEMBENXS (Flm , WRENIRKXRHERN ) RARINER,

® HERMIER
MRABRDERDEM T ERFERERIENNARERF , X-Ray 2EHIFER X-Forwarded-
For #RXFAVE P IP M3E IP BB IHRIR IP. BT HRWFERICEKAF /U IP 7B
&, R NEE.

EHEEZBERE , SODK EDTBRFREMINFRRE RLETH. IRDSBREIEREN x_forwarded_for
WZE true , MM HTTP #E3RH X-Forwarded-For #rk3RELEFi% IP,

EREAERFEASEUATERN http BFERASMEABREUE-ITR

« HTTP %A3% - GET, POST, PUT., DELETE &,

- BRI - RIEFEROE W 1P i,

« RIS - ETARIERN HTTP WA,

o BYiE) - FRoaEtE ((WEREREY ) ML RATE ( ZEMBAT ) o
- AP - ERPH user-agent,

- ABKE -WRFH content-length,

Sections
- @NARERPRIMNBERBIES (Tomcat)
- NN NAEFRIMBERIEES (Spring)
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- BRED BB R

@] B AR R AR INER BRI 1E 87 (Tomcat)

STF Tomcat , B/ <filter> HMEEIE B web. xml X5, A fixedName S ATIEEE N A
TFRENERCEN D BRI RS S o

Example WEB-INF/web.xml - Tomcat

<filter>
<filter-name>AWSXRayServletFilter</filter-name>
<filter-class>com.amazonaws.xray.javax.servlet.AWSXRayServletFilter</filter-class>
<init-param>
<param-name>fixedName</param-name>
<param-value>MyApp</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>AWSXRayServletFilter</filter-name>
<url-pattern>*</url-pattern>
</filter-mapping>

NIEH N AR R NERERTFIESS (Spring)

33F Spring , B Filter HNINEIEM WebConfig £, HoBRBIMERNFZHFREIEET
AWSXRayServletFilter ¥i&EBERE,

Example src/main/java/myapp/WebConfig.java-&Z

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import javax.servlet.Filter;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {
return new AWSXRayServletFiltex("Scorekeep");

}
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}

e iB 0 B A & SR g

Amazon X-Ray FARSEMRINAZHNARF , HEESZNNARFEANEMNARER. BUE
FE APIs, HAEBIBER Amazon BIRX DK, % X-Ray SDK AEABRER D BT , 2 FNARE
FHRSEMHIERESTBNENFEF,

X-Ray SDK AILAF7E HTTP & RFRL Y hostname R B DR T |, Bbrk Al LAfhiE , 2SR
SiEPHNBRZANT R, AL SDK BT B EMENEVIRLNERMEREGE DR , XM
NIEABREE—NRIABR,

MRNARF NS MW ERREHRIRS , WAL SDK BE N EAZAG S REAED REMFRIR
HiX—Ro AW ERKEAY SOK HENEATHETMBEXNER , HRERABHREATAFET
BRI ER,

filgn , ATEER —RBEARFE AKX =AFENBERRUERS , 2308

www .example.com, api.example.com Hl static.example.com, AIBAEAER

* . example.com WEIAGEREURFITETRAEBHN FEHN DR , FSwE ERESER=/MR
FTVR. MRNARFKESEEZEXNTEER hostname WER , BFLXERSHE LFEREMAN
TR, UREBEENEIRER,

ENEERSBRERRB—BF , TR serviet HiksmrtEENARFERMN , M E—%oH
T Ro X E5SegmentNamingStrategyi®id A SegmentNamingStrategy . fixed ()&%
(8AWSXRayServletFilterMEEHBKRUIZEEEEBTHBENRR.

(® Note
AT LAEEF AWS_XRAY_TRACING_NAME HhiET EBZRENRBHENLHERIARS B Fro

HAMEBERBEENL —NENENEENEXT—NE HTTP RPN ENEEZEX T TENEE
RANEINE . BT Tomcat [ wHE DB , AIEA dynamicNamingRecognizedHosts
dynamicNamingFallbackName #8 Rt E A2 =X FBRIA S o

Example WEB-INF/web.xml - T 21 25% & # Serviet fFik s

<filter>
<filter-name>AWSXRayServletFilter</filter-name>
<filter-class>com.amazonaws.xray.javax.servlet.AWSXRayServletFilter</filter-class>
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<init-param>
<param-name>dynamicNamingRecognizedHosts</param-name>
<param-value>*.example.com</param-value>
</init-param>
<init-param>
<param-name>dynamicNamingFallbackName</param-name>
<param-value>MyApp</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>AWSXRayServletFilter</filter-name>
<url-pattern>*</url-pattern>
</filter-mapping>

XF Spring , SegmentNamingStrategyi@id il F 812 — Nz
ASegmentNamingStrategy.dynamic() , REFHHAIELAWSXRayServletFilter EEH,

Example src/main/java/myapp/WebConfig.java- s A& & B9 serviet Y585

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import javax.servlet.Filter;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

import com.amazonaws.xray.strategy.SegmentNamingStrategy;

@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {

return new AWSXRayServletFilter(SegmentNamingStrategy.dynamic("MyApp",
"* example.com"));

}

FEAERT Java B9 X-Ray SD Amazon K &R SDK 1 H

(® Note

X-Ray SDK/Daemon 4# @A — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AP ER |, £iZ#ERX T , X-Ray SDK 1 Daemon B9 # Amazon X R F R % 2 [ F,
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BXAXENERNESZELR |, H5H X-Ray SDK #l Daemon Support Bf 8%, RMNBIGE
¥ % OpenTelemetry, BXxIEBEIMNE ZEE OpenTelemetry , iHS M X-Ray V5T HE
OpenTelemetry 125,

LB A A Amazon Web Services BRSS A F M EIE. BEABIIREEBEHA , EAT Java B9 X-
Ray SDK £ 72 BRRETHNER. FrIREA Amazon Web Services BRS AR IEEX LIRS i
BB IR (a0, Amazon S3 EAEREE; Amazon SQS BA%I ) , £ X-Ray 48N REKHE EERHA
T R

MIREERK P EIE aws-sdk M aws-sdk-instrumentor F#ERES | X-Ray SDK for Java B 31
P8 Amazon SDK &/ ik, MREKREHE Instrumentor FHER | N LUERKN —LEFi% | B8
B;%%_go

ERNENEFU , BMRAFBBRaws-sdk-instrumentor ¥R , RAEERIZRSHEFIHER
237 Amazon SDK & TracingHandler L& 1—XRayClient,

flan , BERM AmazonDynamoDB & i , B R IBREFZEE
AmazonDynamoDBClientBuilder,

Example MyModel.java-DynamoDB % F= i

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.handlers.TracingHandler;

public class MyModel {
private AmazonDynamoDB client = AmazonDynamoDBClientBuilder.standard()
.withRegion(Regions.fromName(System.getenv("AWS_REGION")))
.withRequestHandlers(new TracingHandler(AWSXRay.getGlobalRecorder()))
.build();

X TrAERS , #ASME X-Ray ZH T ERFAN APl W&, X-Ray FRTEZLN -5 KRS
HEERMB DR, NERSHERPRHESHNE.

filan , HEAZLIKNMAE DynamoDB FFim K HFAR , ¥ THXNXRNIAAR  ARXRIEGL/RREN
WNE DB, EEFHAD , BEIMRERFSHERETRI —MMUNTR , UREERENBRNIAR
# —#% DynamoDB 1 &,
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ExampleX} DynamoDB # 1T AR 7T BB F 5 B

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "DynamoDB",
"namespace": "aws",
"http": {
"response": {
"content_length": 60,
"status": 200
}
},
"aws": {
"table_name": "scorekeep-user",
"operation": "UpdateItem",
"request_id": "UBQNSOSAEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",

HEBREENF RN , XU TRSNEAASERS P LIBFNANT L REERIEFER RN
A, ARSIETERT K.

« Amazon DynamoDB - R&
« Amazon Simple Storage Service - FEEFEMBE
« Amazon Simple Queue Service - BA 5l & #;

= Amazon Web Services 8% £/ EA T Java B Amazon SDK 2.2 RESRARN TEAER , o
DERIFE B & B Zaws-xray-recorder-sdk-aws-sdk-v2-instrumentori&it, & ABE
aws-xray-recorder-sdk-aws-sdk-v2 module , AEBI N EAMIEE TracingInterceptor

RN ENT o
Examplei& A F Java B9 Amazon SDK 2.2 R E SR A-BEREZBES

import com.amazonaws.xray.interceptors.TracingInterceptor;

import software.amazon.awssdk.core.client.config.ClientOverrideConfiguration
import software.amazon.awssdk.services.dynamodb.DynamoDbClient;

Y/

public class MyModel {

private DynamoDbClient client = DynamoDbClient.builder()
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.region(Region.US_WEST_2)
.overrideConfiguration(ClientOverrideConfiguration.buildexr()
.addExecutionInterceptor(new TracingInterceptor())

.build()

)
.build();

// ...

FERERT Java B X-Ray FFX TESREXN T HTTP Web IRSHIE A

@ Note

X-Ray SDK/Daemon 4% @4 — 2026 § 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AgEPES | EiZEA T , X-Ray SDK 1 Daemon # %% Amazon FX R F#ERZ £ R,
BXRAXENERNESZELR , H3H X-Ray SDK #l Daemon Support Bf B £, RMNBIGE
B % OpenTelemetry, BXxIEBEINEZERE OpenTelemetry , IHS M X-Ray U EEE
OpenTelemetry 125,

LIS RAREFARAMBRS AL HTTP &t APIs , A LUMEAEA T Java B X-Ray SDK kR
ARHttpClientRMIXLRA |, HFiZ API ER T RS R IME RSB+,

ER T Java B9 X-Ray SDK @fEDefaultHttpClient—%HttpClientBuilder3s , XK ATLLA
kA& Apache HttpComponents ZIk M1 HEY HTTP A,

* Com.amazonaws.Xxray.proxies.apache.http.DefaultHttpClient -
org.apache.http.impl.client.DefaultHttpClient

* COmM.amazonaws.xray.proxies.apache.http.HttpClientBuilder -
org.apache.http.impl.client.HttpClientBuilder

XLEFEMTF aws-xray-recorder-sdk-apache-http FH#HReE,

IERLAMER X-Ray SRIERINAN S AEIRRUMBE IR , NEEENHLE S RN 4EE
EP iR fERATERER .

Example HttpClientBuilder

import com.fasterxml.jackson.databind.ObjectMapper;
import org.apache.http.HttpEntity;
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import org.apache.http.client.methods.CloseableHttpResponse;
import org.apache.http.client.methods.HttpGet;

import org.apache.http.impl.client.CloseableHttpClient;

import org.apache.http.util.EntityUtils;

import com.amazonaws.xray.proxies.apache.http.HttpClientBuilder;

public String randomName() throws IOException {
CloseableHttpClient httpclient = HttpClientBuildexr.create().build();
HttpGet httpGet = new HttpGet("http://names.example.com/api/");
CloseableHttpResponse response = httpclient.execute(httpGet);
try {
HttpEntity entity = response.getEntity();
InputStream inputStream = entity.getContent();
ObjectMapper mapper = new ObjectMapper();
Map<String, String> jsonMap = mapper.readValue(inputStream, Map.class);
String name = jsonMap.get('"name");
EntityUtils.consume(entity);
return name;
} finally {
response.close();

EIERN T Web API B9V R | SEA T Java B9 X-Ray FA T ESLERAE X HTTP &R A0 52
HNERIERTHE. X-Ray A FIRNIZE APl £ HM 5 R

Example NiiF HTTP BRAK F 5 &
"id": "Q04f72bel9cddc2a",

"start_time": 1484786387.131,
"end_time": 1484786387.501,

"name": "names.example.com",
"namespace": "remote",
"http": {

"request": {

"method": "GET",

"url": "https://names.example.com/"
},
"response": {

"content_length": -1,

"status": 200
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}
}

Example T3 HTTP i F B9 # i 20 ER

"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@@4f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
},
"response": {
"content_length": -1,
"status": 200
}
1,

"inferred": true

FERAERT Java B X-Ray F A TE BRI SQL Eif

@ Note
X-Ray SDK/Daemon 43 @H — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon {3
AgEPES | FiZEA T , X-Ray SDK # Daemon # %% Amazon FX R F#ERZ £ R,
BXRAXENERNESZELR |, H2H X-Ray SDK #l Daemon Support Bf 8 £, RMNBIGE
%% OpenTelemetry, BXIEBENWEZEE OpenTelemetry , ESHEM X-Ray UEFTEZE
OpenTelemetry 125,

SQL £#&i=R
B RHEAT Java B9 X-Ray FF R TE® JDBC £EEFMMBIBIEREERLN SQL BIFEEFEEA,

» PostgreSQL — com.amazonaws.xray.sql.postgres.TracingInterceptor
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 MySQL - com.amazonaws.xray.sql.mysql.TracingInterceptor

XEEBERF 2T aws-xray-recorder-sql-postgres # aws-xray-recorder-sql-
mysql FiERF, B©41EH;M org.apache.tomcat. jdbc.pool.JdbcInterceptor ¥} 5 Tomcat

EEMRE

(® Note
ATEEEN , SQL EBEFTEF2ERFPIER SQL EWAR S,

3 F Spring , B M XM RN EBFEF HEH Spring Boot B DataSourceBuilder MWEHER.

Example sxrc/main/java/resources/application.properties - ostgreSQL JDBC £ #i25

spring.datasource.continue-on-error=true
spring.jpa.show-sql=false
spring.jpa.hibernate.ddl-auto=create-drop

spring.datasouxce.jdbc-interceptors=com.amazonaws.xray.sql.postgres.TracingInterceptor
spring.jpa.database-platform=org.hibernate.dialect.PostgreSQL94Dialect

Example sxrc/main/java/myapp/WebConfig. java - HIER

import
import
import
import
import
import

import
import
import

org.
0rg.
org.
0rg.
org.
0rg.

springframework.
springframework.
springframework.
springframework.
springframework.
springframework.

boot.autoconfigure.EnableAutoConfiguration;
boot.autoconfigure.jdbc.DataSourceBuilder;
boot.context.properties.ConfigurationProperties;
context.annotation.Bean;
context.annotation.Configuration;
data.jpa.repository.config.EnableJpaRepositories;

javax.servlet.Filter;
javax.sql.DataSource;
java.net.URL;

@Configuration
@EnableAutoConfiguration
@EnableJpaRepositories("myapp")

public class RdsWebConfig {

@Bean

@ConfigurationProperties(prefix = "spring.datasource")
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public DataSource dataSource() {

logger.info("Initializing PostgreSQL datasource");

return DataSourceBuilder.create()
.driverClassName("org.postgresql.Driver")
.url("jdbc:postgresql://" + System.getenv("RDS_HOSTNAME") + ":" +

System.getenv("RDS_PORT") + "/ebdb")

.username(System.getenv("RDS_USERNAME"))
.password(System.getenv("RDS_PASSWORD"))
.build();

3 F Tomcat , FEAXERT Java 28 X-Ray F & T EBH 5| AKX JDBC HIFRAEA

setJdbcInterceptors,

Example sxrc/main/myapp/model. java - HIER

import org.apache.tomcat.jdbc.pool.DataSourxce;

DataSource source = new DataSource();

source.setUrl(url);

source.setUsername(user);

source.setPassword(password);
source.setDriverClassName("com.mysql.jdbc.Driver");
source.setJdbcIntexceptors('com.amazonaws.xray.sql.mysql.TracingInterceptor;");

Tomcat JDBC #iERESSHEEA T Java B X-Ray FRA T EEF | BEF UM E 7 8A 1 12 LAV K6
RERFRIBHEEBFLERAT,

Example pom.xml - JDBC &R

<dependency>
<groupId>org.apache.tomcat</groupIld>
<artifactId>tomcat-jdbc</artifactId>
<version>8.0.36</version>
<scope>provided</scope>
</dependency>

R4 SQL RERIR 2R

« ¥ aws-xray-recorder-sdk-sql FINEIMKBIIN,

SQL &if 351


https://github.com/aws/aws-xray-sdk-java/tree/master/aws-xray-recorder-sdk-sql

Amazon X-Ray FERARER

- RUMMENBEERER, EEHNED.

dataSource = TracingDataSource.decorate(dataSource)

connection = TracingConnection.decorate(connection)

statement = TracingStatement.decorateStatement(statement)

preparedStatement = TracingStatement.decoratePreparedStatement(preparedStatement,
sql)

callableStatement = TracingStatement.decorateCallableStatement(callableStatement,
sql)

ERAEMT Java By X-Ray AR TEIERBENL FO K

(@ Note

X-Ray SDK/Daemon 4# @H — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥F3#
AP ER | FiZERX T , X-Ray SDK # Daemon B %% Amazon FX PR F R Z £ R,
AXRAXENEBRNESZELR , H3H X-Ray SDK #l Daemon Support Bf B F, RMNBIGE
# % OpenTelemetry, BXITIBENWEZEE OpenTelemetry , FSHRM X-Ray U E5FHE
OpenTelemetry 123,

FOBRAUNBENS BT BATEFEREEBRSMETKN TENEFAREE. BRXEAECRUNES K

#ITHAR , X-Ray SDK EF 2 BHIEFRERNER. EAMGIERHMF IRk EHMF IR, XK
EEENMMBENMENM  KERIEFERN THE,
EEEB 9, B beginSubsegment # endSubsegment 553%,

Example GameModel.java-B E X FHA %

import com.amazonaws.xray.AWSXRay;

public void saveGame(Game game) throws SessionNotFoundException {

// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment('Save Game");
try {

// check session

String sessionId = game.getSession();

if (sessionModel.loadSession(sessionId) == null ) {

throw new SessionNotFoundException(sessionId);
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mapper.save(game);

} catch (Exception e) {
subsegment.addException(e);
throw e;

} finally {
AWSXRay.endSubsegment();

}

}

FEHRGIH , FOBRPHRBEASIEER EW S EM DynamoDB MEM K <1E , HEAK Dynam
EAT Java B9 Amazon SDK oDB MRS ERRFHEK. EF o BRPEIERLAEFARES & RERAEH
Save Game ¥4 E&#Y DynamoDB ¥,

¥ Scorekeep

Scorekeep 200 39.0 ms

[4]

DynamoDB 200 6.0 ms
DynamoDB 200 50ms
DynamoDB 200 50ms ]
DynamoDB 200 6.0 ms
## GameModel saveGama - 14.0 ms

DynamoDB 200 50 ms

DynamoDB 200 8.0ms ]

MBFPERFINRBIATRERE , FESEAL try KBHRFHAE AWSXRay . endSubsegment()
RBRFFH finally UERAKLERF IR, MBRFOERKRER , WIRDERELETK , TEEE
X-Rayo

HNFRIEREREHNRE , TLUFRBEEZE AWSXRay.CreateSubsegment ¥4 lambda B %K.

Example ¥ 7 E& Lambda B4#X

import com.amazonaws.xray.AWSXRay;

AWSXRay.createSubsegment("getMovies", (subsegment) -> {
// function code

1)

LEBEIBREHMFOERPANEFDERN , EAT Java By X-Ray F R TESFHIHER ID Hidx
FF oA B (8] R 45 R B () o

Example @& TTHIEN F 2 &

"subsegments": [{
"id": "6f1605cd8a@7ch70",
"start_time": 1.480305974194E9,
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"end_time": 1.4803059742E9,
"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"

}
}I

FNFRENZEERERE , CAFHETFOEREES endSubsegment () FELBREERKIH , BH
ERERTHRATESMEH X-Ray L TX, MRFRFFOrBEEXERZEXA , Mt FEF<E5
BN BARNERE X-Ray #EEFHERF.

ExampleR® & 2 B

@GetMapping("/api")
public ResponseEntity<?> api() {
CompletableFuture.runAsync(() -> {
Subsegment subsegment = AWSXRay.beginSubsegment("Async Work");
try {
Thread.sleep(3000);
} catch (InterruptedException e) {
subsegment.addException(e);
throw e;
} finally {
AWSXRay.endSubsegment (subsegment);
}

});
return ResponseEntity.ok().build();

}

¥ X-Ray SDK for Java , ¥ BM TR N2 2 &

(® Note
X-Ray SDK/Daemon 4# @A — 2026 £ 2 A 25 B , Amazon X-Ray SDKs/Daemon ¥¥3#
AP ER | FiZERXT , X-Ray SDK # Daemon B %% Amazon X PR F R Z £ R,
AXAXENEBRNESZELR , H3H X-Ray SDK # Daemon Support Bt F, RMNBIGE
%% OpenTelemetry, BXIEBEHNEZEE OpenTelemetry , SR M X-Ray N TFEE|
OpenTelemetry {88,
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AR AERMATBFEICEREE R, FRINARFERNEMES . ATLURERMTHIERME X-

Ray F R TEQHIBZN D BRFECIENBE 79 Ko

ARETENSR, BFHIARENREN. RESXNEIREHRS , LESHKERER —RBERH, £
AARIEZREATHEHESHPNREHITOANBITEIERA GetTraceSummaries API B f5E B B

=

THERTAEREMREENR-EN , SBENRNIIEK , BRAREHRE , TEEFERHERER

—BEH, FATHBECRXEFFERETEFTEEATERRENEMGIRIE,

BRTERMABIE S, BETUES R EIEFEAS ID FRE. AP IDs IR EXBRNEIRFER

b HREIRSINEERER.

Sections

 {# X-Ray SDK for Java i858

« ff X-Ray SDK for Java i2 FZ Tt iE

- FAERT Java IDs By X-Ray SDK F &l A

£ X-Ray SDK for Java i2xKE R
FRERICREXRENHEHRSIUHTERN DRI+ EBNEE,
ABRER

« §# - X-Ray TRHNEHRZSTUEE 500 NFREFFH. RTRITUK (.) 2%
s

« {B - X-Ray TBRWERZ T LLEE 1,000 4 Unicode F#F,
- ARNHE - SMNRERRZAFEA 50 &FER.

BRER

1. M AWSXRay RERN ZH I 90 BRR F 20 EREY 5| Ao

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Segment;

Segment document = AWSXRay.getCurrentSegment();

, TREEA =R

AR THYE
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qE

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Subsegment;

Subsegment document = AWSXRay.getCurrentSubsegment();

2. AAREFNERNARE. BFESXFHHEEM putAnnotation,

document.putAnnotation("mykey", "my value");

LT REIEBNAEASESNARE, RFERFTHEENFZHFEREA putAnnotation,
document.putAnnotation("testkey.test", "my value");
FERIESERUB-ENNENIERES BXHEM annotations MRH, FAMEBERERRR
putAnnotation HBEZER— 2B F29 B LZAIIEFRHNE.
EEREATREANIRMNIRE | iffannotation[key]mERERFFEH <BF,

Example sxc/main/java/scoxrekeep/GameModel . java - TR THIE

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Segment;

import com.amazonaws.xray.entities.Subsegment;

public void saveGame(Game game) throws SessionNotFoundException {
// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## GameModel.saveGame");
try {
// check session
String sessionld = game.getSession();
if (sessionModel.loadSession(sessionId) == null ) {
throw new SessionNotFoundException(sessionId);
}
Segment segment = AWSXRay.getCurrentSegment();
subsegment.putMetadata("resouxces", '"game", game);
segment.putAnnotation("gameid", game.getId());
mapper.save(game);
} catch (Exception e) {

AR THYE 356


https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Subsegment.html
https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/GameModel.java
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Segment.html
https://docs.amazonaws.cn/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Subsegment.html

Amazon X-Ray

FRARER

subsegment.addException(e);
throw e;
} finally {
AWSXRay.endSubsegment();
}
}

£ X-Ray SDK for Java i2 FZ st iz

ERATHBEIERERELENHRHRSIUETRRITRHFITERNER. THEETURFRS,

BE, HRERTFIIEHN JSON T RFEANEART R
DR THIE
1. M AWSXRay RERN ZH I 5 BRR F 20 EREV 5| Ao

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Segment;

Segment document = AWSXRay.getCurrentSegment();
g&

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Subsegment;

Subsegment document = AWSXRay.getCurrentSubsegment();

2. BARATEFNEDEZN, FHERNARE. HFE. ZHRERNREDN putMetadata,

document.putMetadata("my namespace", "my key", "my value");

BE
AT ERMNEMN putMetadata.

document.putMetadata("my key", "my value");

MREGEEEDRZER , WAFLXIEGGER default, FAHEBRIBEABX putMetadata HE

BHE—DBRHF 0B LEZEIERAE.
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Example sxc/main/java/scoxrekeep/GameModel . java - TR THIE

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Segment;
import com.amazonaws.xray.entities.Subsegment;

public void saveGame(Game game) throws SessionNotFoundException {
// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## GameModel.saveGame");
try {
// check session
String sessionld = game.getSession();
if (sessionModel.loadSession(sessionId) == null ) {
throw new SessionNotFoundException(sessionlId);
}
Segment segment = AWSXRay.getCurrentSegment();
subsegment.putMetadata("resouxces", '"game", game);
segment.putAnnotation("gameid", game.getId());
mapper.save(game);
} catch (Exception e) {
subsegment.addException(e);
throw e;
} finally {
AWSXRay.endSubsegment();

£ A& T Java IDs B9 X-Ray SDK Z#IA P
BRBERADHPWAF , LRBIKEERNWAF. IDs
EidxHAF IDs

1. M AWSXRay ZREXX =&l 7 B # 51 Ao

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Segment;

Segment document = AWSXRay.getCurrentSegment();

2. FERREBEROAFHFZRESID WA setUser,
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document.setUser("U12345");

B AR HIRRPIAM setUser AEENARFTHRAEFEREMUAERKAFT ID. MRERITERE
R BRIRERF ID, AT MEEMTHREEXLRFA.

Example src/main/java/scorekeep/MoveController.java — A 1D

import com.amazonaws.xray.AWSXRay;

@RequestMapping(value="/{userId}", method=RequestMethod.POST)
public Move newMove(@PathVariable String sessionIld, @PathVariable String
gameld, @PathVariable String userId, @RequestBody String move) throws
SessionNotFoundException, GameNotFoundException, StateNotFoundException,
RulesException {
AWSXRay.getCurrentSegment().setUsex(userId);
return moveFactory.newMove(sessionId, gameld, userId, move);

}
EERAF ID WRER , BREuserfEREXPEA XBF

Amazon X-Ray & F Java B9 X-Ray SDK HI$54%

(@ Note

X-Ray SDK/Daemon 43 @A — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon {3
AP ES | EiZERX T , X-Ray SDK #1 Daemon B9 %% Amazon X R F R % 2 @&,
AXRAXENEBRNESZELR , H3H X-Ray SDK #l Daemon Support Bf [ F, RMNBIGE
# % OpenTelemetry, BXIBENE ZSE OpenTelemetry , TS M X-Ray X THEE|
OpenTelemetry 125,

REFTN B Amazon X-Ray S5 E =6, EirM4EE, SR LIERERT Java B9 X-Ray SDK WERUE
9 X-Ray 485 & i R BRI D7 CloudWatch 3845, X LEIEVRR B 2 BRI FT 1 M4 Rt | AR 88
iR, WEMRERSIEE, FRXLERTRETFSBRENE XKD,

CloudWatch 2 —MERFM&E. ENRRPHESRELE CloudWatch |, K&k —HiIREIHEFWEHIES.
#& ( 3% Amazon Web Services fi% ) BIERBIESLZMEIE A , CloudWatch FFERIXLHIESHN
SITBEEN —AEFNNEFIBEHRITRE,
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ERBETEN, fRZEAR— Aj‘c%/\iﬁ}#ﬁﬁﬂﬁ BN, BMEEIBHE - rRBHN—NIE

EEHN, HERFITHER ,

EHXHNEZIE L CloudWatch ,

X-Ray CloudWatch 1§#x

ServiceMetrics/SDK & 2B BIELL TR,
FEFR Al At iE
Latency ¥, | &K,

T
ErrorRate ¥, Ait
FaultRate ¥, Ait

ThrottleRate ¥, Ait

OkRate ¥, Ait

X 544k CloudWatch R ~F

B LA T RBP4 ERMLALEH TR X-Ray BMUH Java R AREFIRE ISR,

@E’J;&Eum*ﬁﬁ %

#H2 ¥ Amazon CloudWatch FAF {8/,

oL

FF 45 B (8] R 45 3R A (8]
ZENER, Fi9,
/DM A BB R
EEEIR . THEUEIR
RIRE

SHE RN AWE
KRE | R 4xx
Client Error &
=

S HMER KW ER
EBRE | BN 5xx
Server Error IRA

B,

IRE] 429 RASBH
ZRFEIBERE, X2
ErrorRate ¥S#RHY
T,

SH 0K RETBHIBIR
BERE,

|ET.I ?H*T%*l_\*ué&}#ﬂul’/{b\ﬂUO

Bkt

Bkt

Bo L

Bkt
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“E 5% 88
ServiceType BREEA | fla0 AWS: :EC2::Instance =

NONE ( ZnEAF KA ) .

ServiceName RSB MSE B o

/8 A X-Ray CloudWatch 1E#x

FERANATEREERNHN Java MARFFEAREER.
B B IRERFEAR

1. % aws-xray-recorder-sdk-metrics &R IMA Apache Maven &#i. BEXEZESR , &
2% X-Ray SDK for Java Submodules,

2. BFRHK MetricsSegmentListener() N RICHKB[HEN—Z 2,

Example src/com/myapp/web/Startup.java

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.plugins.ElasticBeanstalkPlugin;

import com.amazonaws.xray.strategy.sampling.LocalizedSamplingStrategy;

@Configuration
public class WebConfig {

static {
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard()
.withPlugin(new EC2Plugin())
.withPlugin(new ElasticBeanstalkPlugin())
.withSegmentListener(new
MetricsSegmentListener());

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());
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}
}

3. #FF CloudWatch KEUEALS#HHEMITER (L% EC2 ), LEHBEMRR[ERS (LS#H
ECS ) S 5i# Elastic Kubernetes Service ( L i EKS ) UYEIEFF :

- EftE Amazon EC2 , 55 L% CloudWatch X3,
- EfE Amazon ECS , SR Container Insights % Amazon ECS & &5

- Efi & Amazon EKS , 2B H Amazon Obs CloudWatch ervability EKS fa# % %
CloudWatch X2,

4. 4% SDK BLiE N5 CloudWatch REBEF., RIAMBERT , SDK B ##4127.0.0.15
CloudWatch REB#H TEE, BB MNIAELZES Java BHIRE N address:port REE
% Ak,

Example}fEZL £

AWS_XRAY_METRICS_DAEMON_ADDRESS=address:port

Example Java &

com.amazonaws.xray.metrics.daemonAddress=address:port

KIrEE

1. &3k Amazon Web Services EI#2 & HFTFF CloudWatch #2&H& , Bk Fhttps:/
console.aws.amazon.com/cloudwatch/,

2. FIFHEEFRIETR A RIS FRAY BN

3. ( Wli% ) 7£ CloudWatch #Z#IAH BFRIEMF £ , FTHFServiceMetricsSDKAEH, BEHRSE
HUIEHHEENBER , ARBIABTHEER,

EZEENARFYNEERCEZEDER ETX

(® Note

X-Ray SDK/Daemon 4# @A — 2026 & 2 A 25 H , Amazon X-Ray SDKs/Daemon f§3#
AEPES | £iZEAT , X-Ray SDK # Daemon # %% Amazon FX PR F i RZ £ R,
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BXAXENERNESZELR |, H5H X-Ray SDK #l Daemon Support Bf 8%, RMNBIGE
¥ % OpenTelemetry, BXxIEBEIMNE ZEE OpenTelemetry , iHS M X-Ray V5T HE
OpenTelemetry 125,

EENRNARFPOEHLEN , AWSXRayRecorder FoEHF XN H a0 B2 F 2 B AH
51 H. MREEHFEFBEFEALIRNNEF K , SDK 2B ABEATFENXE , NS H

SegmentNotFoundException.

NBREFRASBEFMERE , B LR IERKERE E — N ContextMissingStrategy IR B8 € 18 K55 1R M
EA LAE TR BL B 2R BE SetContextMissingStrategy , W A LAERFIEF E R R SR M EESRIL
i,

BRERN—MAEREAT DR  EERBHEERFA beginSegment , HELFE XA A
endSegment, MRBEERNHIERBA HTTP ERMETHREE |, SINELENNARFBIHNIZT
KR, XRES.

MREBFEASNEBRRLBEEZABR , BUUFYH 2B F7BREZIFLE , AFERES LRI
K. XHALBANTHEAESIERNER , XA BREHNZERERNEREENRRS B
HE., —BEoBEHLESLTA , BITHRITEMAIEA segment.run(() -> { ... }) BFZEiGME
ZO BN ET X IET,

BRI, ESH EIELERERALNNEF .
# /A X-Ray #ITRLHE

EAT Java B9 X-Ray SDK AJLAE R % Java F2F H £ Fl SegmentContextExecutors,
SegmentContextExecutor I 7 Executor #0 , IXEIKE T A LA % 2| a CompletableFutureIFr B
FLBREF, IHTUBREASSREBHIEE L TXHEAEBN D BT

Example il App.java : %1% SegmentContextExecutor 45 CompletableFuture

DynamoDbAsyncClient client = DynamoDbAsyncClient.create();
AWSXRay.beginSegment();

// ...

client.getItem(request).thenComposeAsync(response -> {
// If we did not provide the segment context executor, this request would not be
traced correctly.
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return client.getItem(request2);
}, SegmentContextExecutors.newSegmentContextExecutor());

‘EE Spring AKERT Java By X-Ray FF XA TE @M AOP

(@ Note

X-Ray SDK/Daemon 4# @A — 2026 & 2 A 25 H , Amazon X-Ray SDKs/Daemon f§3
AEPER | F£iZEXT , X-Ray SDK #l Daemon # %1 Amazon X PR F R Z £ A&,
AXZERBERNEZEEL |, HS5 X-Ray SDK H Daemon Support Bt F, FRIMNBVGE
#¥3 OpenTelemetry, ﬁ?é IBEIWEZ(E L OpenTelemetry , ISR X-Ray U E5FEE
OpenTelemetry 185,

AEBNBUAER X-Ray FF & T ESH Spring Framework M N AREFE , MAERXEZ OB B,
XERENEE —HERAMN T EZTURNZRZITHNAERF. Amazon
F

A Spring F# AOP

-_—

FtiE Spring

2. [0 R R A B0 R ER U ik 25
3. XMMBERNINERSEIED
4. BUENAREFHR X-Ray

Bl & Spring
&R LA R Maven =% Gradle ¥ Spring BLiE N AOP ® M B B AR

WMREMEM Maven REKNMAERF , W pom. xml SRR T KB

<dependency>
<groupId>com.amazonaws</groupId>
<artifactId>aws-xray-recorder-sdk-spring</artifactId>
<version>2.11.0</version>

</dependency>

3F Gradle , £ build.gradle AR T AREIN,
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compile 'com.amazonaws:aws-xray-recorder-sdk-spring:2.11.0'

Bl & Spring Boot

BT E—F B/ Spring KFWL , MREFEA R Spring Boot , MR AEREEL | BHRMUT

R

Maven :

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-aop</artifactId>
<version>2.5.2</version>

</dependency>

Gradle :

compile 'org.springframework.boot:spring-boot-starter-aop:2.5.2'

[6) B P 2 o 728 B 3R B 07 ik 5

FF Filter AtNE| WebConfig 3K, MO BREBMEN FRFHELES AWSXRayServletFilter ¥iEiE

o, BXRBERESRMENEABBRNEZEE | HSH FHAEAT Java B X-Ray FF & TETRIR

BAER.

Example src/main/java/myapp/WebConfig.java-&Z

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import javax.servlet.Filter;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {
return new AWSXRayServletFiltex("Scorekeep");

}
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}

Jakarta X

Spring 6 L REMA Jakarta M3E Java, AXIFX—£HamEZEE , X-Ray tIZHUTHBC Jakarta
WREEENENHITE,

X FIEEEEE , F javax BN jakarta, BED BRAREN , IR, R REXEBEHRE
w0 jakarta :

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import jakarta.servlet.Filter;

import com.amazonaws.xray.jakarta.servlet.AWSXRayServletFilter;
import com.amazonaws.xray.strategy.jakarta.SegmentNamingStrategy;

@Configuration
public class WebConfig {
@Bean
public Filter TracingFilter() {
return new AWSXRayServletFilter(SegmentNamingStrategy.dynamic("Scorekeep"));
}

AT A IERE SRR

BHRULIER @XRayEnabled ERARINER , LM XRayTraced #EQ., XfFHH AOP RESTE
SRR IT X-Ray £,

BOENM AR X-Ray

ERERARFPH X-Ray RER , ENABLNBRBEUATHERT BHlRE
BaseAbstractXRayInterceptor,

 generateMetadata - BB A VI M INE BRI BN BURBR T BBEHITEE L. BMINBERT , 1T
HHNEETREFERAKES, NELEEHMES , NALRMESHIE,

- xrayEnabledClasses - kBN Z , HENFRFHRES., CRAESFHNEBEFEQERNFENIE
RUEN. BIEEFHAEREN @XRayEnabled HIERMERE LI R, UTEREEE AN
BiEF 2% F A eXRayEnabled ERFINERMFTE 2 HIES beans,
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@Pointcut(”@within(com.amazonaws.xray.spring.aop.XRayEnabled) && bean(*Controller)”)

IR B AR 2 Spring Data JPA |, & EM AbstractXRayInterceptor M3k
BaseAbstractXRayInterceptor H1TH E.

]|
LTFRIBY B#H%KE BaseAbstractXRayInterceptor,

@Aspect
@Component
public class XRayInspector extends BaseAbstractXRayInterceptor {
@Override
protected Map<String, Map<String, Object>> generateMetadata(ProceedingJoinPoint
proceedingJoinPoint, Subsegment subsegment) throws Exception {
return super.generateMetadata(proceedingJoinPoint, subsegment);

@Override
@Pointcut("@within(com.amazonaws.xray.spring.aop.XRayEnabled) && bean(*Controller)")

public void xrayEnabledClasses() {3}

BLTRRBE—FFHE X-Ray RMAIXK,

@Service

@XRayEnabled

public class MyServiceImpl implements MyService {
private final MyEntityRepository myEntityRepository;

@Autowired
public MyServiceImpl(MyEntityRepository myEntityRepository) {
this.myEntityRepository = myEntityRepository;

@Transactional(readOnly = true)
public List<MyEntity> getMyEntities(){
try(Stream<MyEntity> entityStream = this.myEntityRepository.streamAll()){
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return entityStream.sorted().collect(Collectors.tolList());

NMREEEAEEENNARRF  INEINAEFNTREAMER (MNRFHEDTERSEAH ) , W
LT % & FFEEMT.

Traces » Details

Timeline Raw data

Method Response Duration
GET 200 200 ms

Age

1.0 day (2017-12-14 16:55:56 UTC)

D

* metering-server ElasticBearsialk: Ermirorment

metering-server 200
limitFullReport
limitReport
findOne
metering@null
findAllByTenantid
metering@null
findPericdMeasureTotal
metering@null
findOne
metering@null

» metering@null Database SOL (Client Responsa)

20.0ms
18.0ms
130ms
20ms
0.0ms
20ms
10ms
20ms
0.0ms
60ms

1.0ms

I < R <

[ < T I < <

1-5a32ad 1c-56e2c75fffcf01a767b26eda

I.Dlrm 10ms 12ms 14ms 16ms

N 7 rocori- v st

SOL: jdbeomysglhauroralimetering cluster-crgxpyOuuda). u...

S0L: jdbe:rmysqtaurora’/metering. cluster-crgxpyOuudaj.u

S0L: jdbc:mysql:aurora'medering. cluster-crgxpyQuudaj.u.

5QL

jdbc:mysgtaurona/matering. cluster-crgapyOuudal.u
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£ Node.js

(@ Note

X-Ray SDK/Daemon 4# @A — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥¥i#
AP ER | FiZERXT , X-Ray SDK # Daemon B %% Amazon X PR F R Z £ R,
AXRAXENEBRNESZELR , H3H X-Ray SDK #l Daemon Support Bf B %, RMNBIGE
# % OpenTelemetry, BXITIBENWEZEE OpenTelemetry , FSRM X-Ray U5 FHE
OpenTelemetry 125,

AWM AETATRN Node.js RRAERF , SUHRERBIERIEZE X-Ray :

« Amazon Distro for OpenTelemetry JavaScript — 12t —AFFJREH Amazon K1ThR , AT&E
i Distro for Collect Amazon o r Collector A% 4 Amazon &2 RF R ( 2REIL S # ML 5 #h
OpenSearch BRS ) ZIEMEXHIBIRFMIRER. CloudWatch Amazon X-Ray OpenTelemetry

« Amazon X-Ray Node.js By SDK — —4F , A TEE X-Ray FFEFERBERAFHERIET X-
Ray.

BXEZEER |, 55# £ Amazon Distro for Hl X-Ray OpenTelemetry Z [B#1T1%$F SDKs,

Amazon Distro for OpenTelemetry JavaScript

f&Bh Amazon Distro for OpenTelemetry (ADOT) JavaScript , TIRIMRAEXN N ARFHIT—XEN |
BN X B MR R ZIE R Z /N Amazon SRR A R , ‘@3 Amazon CloudWatch, Amazon X-
Ray #1 Amazon OpenSearch Service. 1§ X-Ray 53& T OpenTelemetry # Amazon Distro B & f#
BEEFRNMAH  FHEEB S X-Ray —2EHAH OpenTelemetry FF A TEGLUKAEH E X-Ray —i2
FEAKER T OpenTelemetry B9 Amazon Distro W EE8S,

2 Amazon Distro for OpenTelemetry JavaScript X4 , T f## A1 &N,

(® Note

B BR%85% Node.js B T2 F#8Z# ADOT JavaScripte ADOT JavaScript o2 M KB 25 &
FPinHiES HE X-Ray,
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AR WA EA T OpenTelemetry B Amazon Distro 5 Amazon X-Ray #Ef Amazon Web
Services R —EFEANEZEL , 1821 &/ T OpenTelemetry B Amazon Distro = A T
OpenTelemetry # Amazon Distro 3%,

EXEESXENEABINEMESR , H5H Github L# Amazon WL,

Amazon i& T Node.js B9 X-ray SDK

(® Note

X-Ray SDK/Daemon 4# BH — 2026 £ 2 A 25 B , Amazon X-Ray SDKs/Daemon ¥F3#
AP ER | EiZERXT , X-Ray SDK # Daemon B9 %% Amazon X PR F R Z £ R,
EXXERBRNESZELR , B35 X-Ray SDK # Daemon Support Bt B FR, RMNBIGE
# % OpenTelemetry, BXITIBENWEZEE OpenTelemetry , FSRM X-Ray e FZE
OpenTelemetry {88,

X-Ray SDK for Node.js & —“ @ Express Web R A2 Node.js Lambda BB EE , ATER SR
FERE B IRRBEH FREBIERES X-Ray #BTFHER., REBESEEXANAEFLENZ
A HTTP BRWEE , R ARFFEH Amazon SDK 5 HTTP B X NS #HITHWIEANE
B,

(® Note

X-Ray SDK for Node.js 2 —fFFRIME , & Node.js 14.x RAEAREBMRA, RATBXEZ
I B H 7 github F GitHubIZ R IWEHHIENER. com/aws/aws-xray-sdk-node

WMRIEFEM Express , B , ENARFRS 8 LA SDK 1EJ A R ERERME AER. LLARE 45
BMUBRIRERE - N BAEREMNANTERIZD R, H0RITITN , KUUERAFRIEGRES

WA ERERRMEI DB , BT OBRUARERTHER. FRTEGRELENIERED BRITHR AN
REFSIENRE,

FWFHRZIRNENARFRKRS A AN Lambda B3 , Lambda £EEUE ERiRL H B BERRHEN
BRo WTFHMEE , BAILUY Lambda EE R RXHEMBES AER, TEWAER , Lambda # £
RIS BRI NHEMRS X-Ray FATES,
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® Note

f£ Lambda £ , X-Ray FATEGR %N, MREBFTERHPEAT , BHRSREHES
&—NFTF Lambda RS TR , AREA Lambda R T =, AEIHFMZF LA IEEK
MR , FF2BAMNE Lambda ie R EE D B, EZHAmazon Lambda  Amazon
X-Ray THREZEER.

ETR , F£AERT Node.js B9 X-Ray S Amazon DK JavaScript £ Node.js & F i 50 4 I /R B9

SDK, BY&FEASRNMMNEFi%iEA T % Amazon Web Services fR$ &R , SDK B&7E 72
BPIEZEXRIZAANEE. Amazon Web Services BRE BERS BN ERFEN THTRER
FERERWE E, UEBRIRB S ANEE LA IR T PR & [ &,

EAT Node.js B9 X-Ray SDK &3 HTTP Web APIs ¥ SQL W T HEARMH T IR, & HTTP
EFim@E1E SDK IR A EFLERAEXEE HTTP ANEER. XTF SQL BF iR , RER 5%
BATHRERERE,

RERF AN NATFEAERUBEERENER, BULEEEAT Node.js B X-Ray SDK 3k
BEIETARIEREXEITRAREN Amazon iTERRHE L.

EFAXRBFRURNARFEIEMNTBERAEN TENEMBES. IREMENREX , SHhiXE
BENRHRSIUATHESRARES , UELEBERISBEHRFENRE, THESRENRBIMER
K, HEALUEREBANRAEBA - F51{tH JSON WEMIE .

@ ERNMTEHE
RN THEREMER X-Ray FR TEIRMEITERNERNE, REXEREHERE, KU
EEMARIN—EBER. THEREHRS , BATUER X-Ray 2H| A= APl £R%HE 5 BT
BE, BRT X-Ray RENRHEFMABAIAEETXLERRE.

HRBHPEERERVNEFFRE , —MERDPRALERETFIR , RNUNEFFRAENENEHG
XNRE—NFOR. BUNESHEFREBAGEEEENTFOERPREEBTDBRANESH. BTN
BENEBFEARBLHRICIRAELFIR , ALK FOBRNABENEIR K MTAREERDRNTE
RN&.

X SDK HEMBEMNSE X |, 1§21 Amazon X-Ray SDK for Node.js APl 5%,
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=R

X-Ray SDK for Node.js % Z Node.js FILA T E :

+ atomic-batcher-1.0.2
* cls-hooked-4.2.2

* pkginfo-0.4.0

* semver -5.3.0

£ SDK 5 NPM —iE2 R %Rt , SDK £ AiX LR,

ERER Amazon SDK &/ i , T Node.js B9 X-Ray Amazon SDK Z&Z Node.js JavaScript F & 1K
WAy SDK,

 aws-sdk -2.7.15

KR REE
AT NPM 3k X-Ray SDK for Node.js,

« BFE -aws-xray-sdk

NFAHIF R , & SDK 5 NPM — 2 ZEHET B B &F,

~/nodejs-xray$ npm install aws-xray-sdk
aws-xray-sdk@3.3.3
### aws-xray-sdk-core@3.3.3
### @aws-sdk/service-error-classification@3.15.0
### @aws-sdk/types@3.15.0
### @types/cls-hooked@4.3.3
# ### @types/node@l5.3.0
### atomic-batcher@l.0.2
### cls-hooked@4.2.2
# ### async-hook-jle@l.7.6
# # ### stack-chain@l.3.7
# ### emitter-listener@l.l.2
#  ### shimmer@l.2.1
### semver@5.7.1
### aws-xray-sdk-express@3.3.3

HOH HF O OH OH O OH OB OH O
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### aws-xray-sdk-mysql@3.3.3
### aws-xray-sdk-postgres@3.3.3

£/ --save A SDK #ERN M AREFH package. json REVRBITIRTE,

~/nodejs-xray$ npm install aws-xray-sdk --save
aws-xray-sdk@3.3.3

MRMARFEREMERAE X-Ray SDK AV KRBT SR ATMRBI , MR < E 6t & =M RS AT 4R
REM. BXRUEAER , BSRRBIETNES NPM X1,

Node.js =4l

£/ Amazon X-Ray & F Node.js B SDK , ZEERBEIRE Node.js R AR FAT end-to-end&EEFIX
EiER,

 Node.js "IN AR E /A GitHub,

B E&EMA T Node.js B X-Ray FATES

(® Note

X-Ray SDK/Daemon 4% @A — 2026 £ 2 A 25 B , Amazon X-Ray SDKs/Daemon ¥
A EN | FiZERXT , X-Ray SDK # Daemon B9 %% Amazon X PR F R Z £ R,
EXXERBRNESELR , B35 X-Ray SDK # Daemon Support Bt B R, RMNBIGE
¥ 3% OpenTelemetry, EXxEBEIMNE ZE R OpenTelemetry , iHS M X-Ray L2 1FH 2|
OpenTelemetry {88,

LU EEHFRHMHNERT Node.js I X-Ray F AT RS UBENARFER LETHRSHEX
ER , BRRARETH , HEMNNA THERBFRIREAN

Sections
- RFEIEH
o EXEHN

- BFIER
- X-Ray #HEFHFEFittE
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. FEEE

AR5 14
plugins AT iEREXEENAREFNERFHNES.
il

« Amazon EC2 — EC2Plugin % tnssf ID, AARXH CloudWatch HE4A.,
« Elastic Beanstalk - ElasticBeanstalkPlugin I EZ I, MARZFEE 1D,
« Amazon ECS — ECSPlugin A iN&ES ID,

EfAEN , BEA config FZEEREREMA T Node.js B9 X-Ray F X TEBEF K.

Example app.js - ¥

var AWSXRay = require('aws-xray-sdk');
AWSXRay.config( [AWSXRay.plugins.EC2Plugin, AWSXRay.plugins.ElasticBeanstalkPlugin]);

% SDK A FERBEHFIRBNIRBE DR LW origin B, XRTETENMARFN Amazon BIR3E
B, HIEBERAZSANEERT , SDK EA LT EATIRFRBERIR : ElasticBeanstalk > EKS > ECS >
EC2.

KAFHN

% SDK A EIE X-Ray #H& FE LK REANRBEZICEMNER. MIAANBRERSVHE—ME
R, URFIERRERRIEE X-Ray WIRFHEMEMERNBED 2H, £ X-Ray 248 H |2 HE M
MUBEXABIMNRAEFICERNEEE.

% SDK #IRE X I F A BELAN, MRERESNEELHNTE , N SDK XA % —FH
e

(® Note
1R SDK &5 X-Ray RIREURHEMN |, ©FHIRENMIARAIN |, BIEHE—MER
URBNMNENMABREMERNES 2E, URENERAARSE , RELEEET X-Ray FH#
R APls , [R& = SDK R HifY API HARY TCP R |, MR R EXHER,
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& R LOR SDK BLE M JSON SAS N RN, £ X-Ray RERATAHNERT , SDK AT EAfERA
R MUER 240 , AT AR ER AN,

Example sampling-rules.json

{
"version": 2,
"rules": [

{
"description": "Player moves.",
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,
"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1

}
}

BRAIEXLT —PNEBEXRAUM—PMRANAN, BEXANRABD ZEHNRER , T /api/
move/ Z THIREERIERMNERKEF R TR, MIAANHERHE - MERUREMBERNES 2
o

EAMENXANBRIARZ , BIEBRBHICEKFINENKGIRLNATARH X-Ray RS EE. HEEE
HEEZIY , BEERRSMRBFEM , XEFEFCRNBEEXTBEMR .,

FF B & Amazon Lambda , B2 EHRFRER, MBENEHHBALNESEA , Lambda i F4ERK
HIZBRESEXENIERNWIAR, MRBAHT EIBREBEFFEETMBRESRSL , W Lambda & H RA&ER
Eo

EREZHOAN , BERMNEEERT Node.js B9 X-Ray FF X TEA setSamplingRules B34 N
HORBEH,

Example app.js - 3k B U489 EEEF N

var AWSXRay = require('aws-xray-sdk');
AWSXRay.middleware.setSamplingRules('sampling-rules.json');
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BRI AERBAREHAN , HFEMTMEANREZELS setSamplingRules,

Example app.js - 3k B XJ SRV EAEFL N

var AWSXRay = require('aws-xray-sdk');
var rules = {
"rules": [ { "description": "Player moves.", "service_name": "*", "http_method": "*",
"url_path": "/api/move/*", "fixed_target": 0, "rate": 0.05 } ],
"default": { "fixed_target": 1, "rate": 0.1 },
"version": 1

}

AWSXRay.middleware.setSamplingRules(xules);

EXEAAREHAN , FHA disableCentralizedSamplings

AWSXRay.middleware.disableCentralizedSampling()

BE&iH

EMNFAIEGFIERME , FHA AWSXRay.setLogger(logger) , HE# logger RiRftirEH
FiEFFE (warn, info &) PR R,

RINBERT , FAIEGLFEREHANK ENFRES RS RERICRIEH A, ATUER
AWS_XRAY_DEBUG MODE:\?,AWS XRAY_LOG_LEVEL RETERENEICFRKSFNWBELH. EXE
MAERANENIR , FSRTEETE,

MRFLENBESREARIEAREIR ')"'J—IJ«}LEﬁi@EMQEE’JlE%%%#%D;’—fﬂHTE’JﬁZv:IE@
WTAIR. AIAEREMESRIEONNR, XEWKE , ATER Winton FiF% BRICEEHH
HEBATRTRES,

Example app.js - H&Eid%

var AWSXRay = require('aws-xray-sdk');

// Create your own logger, or instantiate one using a library.
var logger = {

error: (message, meta) => { /* logging code */ },

warn: (message, meta) => { /* logging code */ },

info: (message, meta) => { /* logging code */ },

debug: (message, meta) => { /* logging code */ }
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AWSXRay.setLoggexr(logger);
AWSXRay .config( [AWSXRay.plugins.EC2P1lugin]);

EaTHMEES E2AA setLogger , BRBRXLEREN R L.
X-Ray #HEFHFREF bk

R X-Ray HEFHREFMIT 127.0.0.1:2000 2/ Wi OHEN , WA LEEZAF Node js
Y X-Ray 7T X T E G REREBIEREE TR UDP ik,

AWSXRay.setDaemonAddress('host:port');

BRI SR B RS IPv4 ik iEE E L.

Example app.js - H T2t

var AWSXRay = require('aws-xray-sdk');
AWSXRay.setDaemonAddress('daemonhost:8082');

NMRESFHAETFREFEENETENIEO LMW TCP M UDP , N A LAER £ P4 2 fF b 4k iR B
BE=%,

Example app.js — TR O LR FIF 27 thut

var AWSXRay = require('aws-xray-sdk');
AWSXRay.setDaemonAddress('tcp:daemonhost:8082 udp:daemonhost:8083"');

LA | BIE T LUEE A AWS_XRAY_DAEMON_ADDRESS MEZ £ Kig B SFIFRF it

NETE
B LAERINMET ERE B ER T Node.js B9 X-Ray FFA TEA, SDK XIFLUTEE,

« AWS_XRAY_CONTEXT_MISSING - i®EH RUNTIME_ERROR £ SR MR =IRTE D EBARITHHN
1R T iEKBUER I A RE,
BEME
« RUNTIME_ERROR— Bl X E{THRIRE.,
« LOG_ERROR— iZFEHIRH ML (BRIN) .
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« IGNORE_ERROR— ZBE&4E IR FEA4bkEE,

NFERTFEMERNSITHEINBHELERFTLENRD , MREZHAEHPERALNTR
EPum , WA RRRESRAD R T2 EREXVEIR.

« AWS_XRAY_DAEMON_ADDRESS - i&i& X-Ray HEEFH RFMTSRMN ENMFE O, BRINER
T , SDK FAATREHIE (UDP ) FI%# (TCP ) K 127.0.0.1:2000, MREENH#ESTH
EBFEENMTARR ORNERETHEFESZ —AENLET, UEALETE,

Format
« E—/%A — address:port
« FEMIHA — tcp:address:port udp:address:port
* AWS_XRAY_DEBUG_MODE - iR & TRUE MELEF X TEEH debug R3IHF A& HIEF &,

« AWS_XRAY_LOG_LEVEL -REBRZEICFEFHNERABESR. EXERN
debug. info. warn, error M silent., HiXENK AWS_XRAY_DEBUG_MODE , Z{EF#
ZBTRUE,

« AWS_XRAY_TRACING_NAME - iZE& SDK A T#H 1T BRMIRS B M. BELET Express AEI 1%
B D BRE .

fEFAE AT Node js M9 X-Ray FF X T EIIRERE AER

® Note

X-Ray SDK/Daemon 4% BH — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AEPER | FiZEXT , X-Ray SDK #l Daemon #9 %1 Amazon X R F R Z £ A&,
AXXEFERBERNEZEEL |, HS5 X-Ray SDK Hl Daemon Support BB £, RIMNBVGE
# % OpenTelemetry, HXITIBENWEZEE OpenTelemetry , FS R M X-Ray U E5FHE|
OpenTelemetry 188,

YRA] LABE A& AT Node.js B9 X-Ray SDK KERERYREY Express 1 Restify M ARFEIL S EC2 =
Amazon ECS #J EC2 345 E32/## Amazon Elastic BeanstalkfgE A HTTP &K,

FEAT Node.js By X-Ray FF X TE& R A Express M Restify ELRH N ARFRHEPEE, EEF
X-Ray R RINBINARFE , AT Node.js B9 X-Ray FA T EBLAB N EEBERUE—ID
. Lo BREIE HTTP BERITE. FEMLE, HittNaFEks B LB F 2R,
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® Note

XF Amazon Lambda BE¥% , Lambda @ A ENEEFBFERBIE—ND R, iB5SFEAmazon
Lambda # Amazon X-Ray T fEE ZE 8.,

BN REBE-NEN , BTERSREPHRENNARRF. AUBSHBEOR , BT LUF SDK &
BARFEEABTRFNWENIRANEH#THIER R ISBEATRBEFRPNVEABNRERITOA
AEHEBHTEEFRAEKXTS (Fl0 , MBRENIRXZHERN ) NARIAE T

® HERMIER
MRABHERDEM T ERFERERIENNARERF , X-Ray 2EHIFER X-Forwarded-
For #RXFIVE P IP M3E IP BB IHRIR IP. BT HRMFERICEKAF /i IP 7L
&, R NEE.

HEEXERE , SDK D RFIREMMNFEREKIEREIT N, MRIPRBIEIREN x_forwarded_for
MFER true , MM HTTP #E3RH X-Forwarded-For #rk3REE i 1P,

SEAERFEASEUATERN http BERNBMEABRUE - NI

« HTTP A3% - GET, POST, PUT, DELETE &,

- BN - RIXFEROEFFHN P i,

- IRIRES - EEARIERN HTTP IR R E8,

o EE - FrEaEtE ((WKRENERE ) MR A ( ZEM@BE ) .
« APAKE - BERHPH user-agent,

- ABKE -WRFH content-length,

Sections

« @3 Express BRERE ABERK
@3 Restify RER{E ABR
- BEDRinE R
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B Express BRERE ABER

EE A Express HAMY , BEENBHAE , ENRIETRAIESEFRAER
express.openSegment EEUIRE #Y A 8 4,

Example app.js - Express

var app = express();

var AWSXRay = require('aws-xray-sdk');
app.use(AWSXRay.express.openSegment( 'MyApp'));

app.get('/', function (req, res) {
res.render('index');

1)

app.use(AWSXRay.express.closeSegment());

ENKARE , BBAARANER express.closeSegment i H |, UELEERA T Node.js B X-
Ray F & T E 3R ENEEHIR,

B Restify RER{E A1FR

EF A Restify R , FHRICFEAIESEFHHIZIT enable, FFEM Restify RFEZM D RB
EiEAT

Example app.js - Restify

var AWSXRay = require('aws-xray-sdk');
var AWSXRayRestify = require('aws-xray-sdk-restify');

var restify = require('restify');
var server = restify.createServer();
AWSXRayRestify.enable(sexver, 'MyApp'));

server.get('/', function (req, res) {
res.render('index"');

1)
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e iB 5 B ap B SR g

Amazon X-Ray A BRSBHKINREHNNARERF , AFESENNARFEANEGNRER. &E
FE APls, SNERBIEEEM Amazon BHIRX 271K, = X-Ray SDK N ABEREKDERE , 2FNAE
FRRSBIICRET RN ERF R,

X-Ray SDK A BLAITE HTTP &RERKH R hostname Kav & 75 B A , WIRLATAIE , 2SR
SiEPHRNBRZAN TR AL SDK BT 22 WENEVRANFERMEBRBBE DR , BHN
NEEABEREE—NMRIAB TR

WMRNARF NS MENERRBHIRS , WAL SDK BENEAZAGERBUES REHH IR
HX—Ro BIBWERKEAV SOK FENBATHETMBEXNER , FRRABHREATAIHFEM
R E R,

flan , AREE —RMARFEANREB=AFENBERRERS , 2505

www.example.com, api.example.com Ml static.example.com, BJLAERAIEZ

* . example.com HNZIBWERBELLURFNBETREBMN FEN DR , RSB LFESE R=MR
STR. MRNARFRESEEZEXTEER hostname BIER , BRALERSHE LFREEAD
TR, UREEENEIRAEMR.

ENAEBERBREAMEREN , BEDBLCPEAEENARFNEN , MBI LT AR,

(® Note
AT LAEEF AWS_XRAY_TRACING_NAME HhET EBZRENRBHENHERIARS B o

HAMERBENL —NENBNEENEXT—NE HTTP BRFNENEEZEXTENEFEA
WERIANE . EHDHBDER , BFEH AWSXRay.middleware.enableDynamicNaming,

Example app.js - 1A D BRE

MBERFPHENBESER *.example.com EE , BEEAENE. &N , FHEA MyApp.

var app = express();

var AWSXRay = require('aws-xray-sdk');
app.use(AWSXRay.express.openSegment('MyApp'));
AWSXRay.middleware.enableDynamicNaming( ' *.example.com');
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app.get('/', function (req, res) {
res.render('index"');

1)

app.use(AWSXRay.express.closeSegment());

&R T Node.js B9 X-Ray SD Amazon K &R SDK A

@ Note
X-Ray SDK/Daemon ##&%1 — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon 3
AEPES | FiZEAT , X-Ray SDK 1 Daemon # %% Amazon FX PR F i RZ £ R,
AXZERBERNESZEELR |, HS X-Ray SDK Hl Daemon Support Bt %, RINBVGE
# %) OpenTelemetry, ﬁ?& TR BN E Z{E 8 OpenTelemetry , S M X-Ray X R iF B E
OpenTelemetry X85

LIRS AR A Amazon Web Services RS LR EIE. BARIR L EBHN , ERATF
Node.js Y X-Ray SDK & F 2 ERIRIR T s . #ERER Amazon Web Services AR5 #Y iR A K &
EXLRSHIHRIEIR (HE0 , Amazon S3 ZEME Amazon SQS BA% ) 7 X-Ray 2 & & MR ER
#h A £ R R TN R

##@d EA T JavaScript B Amazon SDK V2 =& T JavaScript #§ Amazon SDK V 3 BIZZHX 2R
Amazon SDK & i, 84 Amazon SDK [RZAEBIRA T REIMN B EXRKM S Amazon DK & F i,

(® Note
BHl , 580 V2 ZFiRMEL | Amazon X-Ray &M T Node.js B SDK £ EH T
JavaScript ) Amazon SDK V3 B imAHREH M2 E 2R D, Hlan , KFRX DynamoDB #Y
PBRFTRREREN,. MREEREPEZHXBRES , BERER &EA T JavaScript B
Amazon SDK V2,

&M F JavaScript B9 Amazon SDK V2

IEAI OB 72 A 2 %% aws -sdk require 1B A3RE N FTE Amazon SDK V2 &/
%, AWSXRay.captureAWws
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Example app.js- Amazon SDK T &

const AWS = AWSXRay.captureAWS(require('aws-sdk'));

ERNBEANFFU |, BREN Amazon SDK & i %1 18
FAWSXRay.captureAwWSClient., I , E4 M AmazonDynamoDB & i :

Example app.js - DynamoDB % f= i %
const AWSXRay = require('aws-xray-sdk');

const ddb = AWSXRay.captureAWSClient(new AWS.DynamoDB());

/A Warning
REWN captureAWS M captureAWSClient —EFEH, XTFSHEEN FO K.

IR ETypeScriptf AECMAScripti£ 3t (ESM) K tn#kJavaScriptftts , BERAU T R"AIKS AR :

Example app.js- Amazon SDK T &

import * as AWS from 'aws-sdk';
import * as AWSXRay from 'aws-xray-sdk';

EFEH ESM ®MFTE Amazon B |, HEALUTRE

Example app.js- Amazon SDK T &

import * as AWS from 'aws-sdk';

import * as AWSXRay from 'aws-xray-sdk';
const XRAY_AWS = AWSXRay.captureAWS(AWS);
const ddb = new XRAY_AWS.DynamoDB();

X TrAAEMRS , #ALE X-Ray Z2H AR EZFAN APl WEF. X-Ray FRTEGZaN —&H2
RS EERMB TR, NTTERSHEFRHESHRE,

Bl |, HEAZLERNE DynamoDB BFm AR HIFAAN , ¥ TFHAXNKRNWAR , FRIETLFX
EHRMBI DB, EEEET , SARERSHERPERN —MIVHNT R, UREEXRENE
FREYE A B —#% DynamoDB 7 =,
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ExampleX} DynamoDB #1718 SR 7T B B F 5 B

"id": "24756640c0d0978a",

"start_time": 1.480305974194E9,

"end_time": 1.4803059742E9,

"name": "DynamoDB",

"namespace": "aws",

"http": {

"response": {

"content_length": 60,
"status": 200

}
iy

"aws

Il: {

"table_name": "scorekeep-user",

"operation": "Updateltem",

"request_id": "UBQNSOSAEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",

}
}

EEBAEENRRN , WA TERSNEARERSERTUZFANT L. REEOIBERR
HiEA , ARSEETERT R

« Amazon DynamoDB - X&
« Amazon Simple Storage Service - FZEBEMBE
« Amazon Simple Queue Service - BA 5l & #;

&R T JavaScript ¥ Amazon SDK V3

i& A F JavaScript B9 Amazon SDK V3 2ER{LHY , Rt BB I MEMENER, Hik , 77
BERM PR E Amazon SDK B4 , BN V3 R X #FiZcaptureAwWSs i,

IR E TypeScript 5 ECMAScript 1R (ESM) — &£ AR NE JavaScript{tis , MATAMERLT
R~IRS AFE -

import * as AWS from 'aws-sdk';
import * as AWSXRay from 'aws-xray-sdk';

ERAZAWSXRay . captureAWSv3Client FERMEA Amazon SDK & Fiwm. #lan , Ex
AmazonDynamoDB & i :
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Example app.js - £ SDK for Javascript V3 #l DynamoDB & F i

const AWSXRay = require('aws-xray-sdk');
const { DynamoDBClient } = require("@aws-sdk/client-dynamodb");

const ddb = AWSXRay.captureAWSv3Client(new DynamoDBClient({ region:
"region" }));

£ &M T JavaScript ¥ Amazon SDK V3 B} , HFIFR2REIRA. FHENZHABHRENTIA
METHE , RILREMRE TSGR ER T JavaScript 9 Amazon SDK V2 #0Il Amazon SDK
EFPHNIEIEE TR RRNERT R,

ExampleffA V3 Bt A DynamoDB LAR7FW B W ¥ 2 B¢ & A T JavaScript B Amazon SDK

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "DynamoDB",
"namespace": "aws",

"http": {

"response": {
"content_length": 60,
"status": 200

}

.
"aws": {
"operation": "UpdateItem",
"request_id": "UBQNSOS5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
}
}

FFEA T Node.js B X-Ray FF & T ESREEX T HTTP Web FREHE
5

(® Note

X-Ray SDK/Daemon 43 @A — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon i
AP ES | EiZERXT , X-Ray SDK # Daemon B %% Amazon SR F#ERZ £ R,
BXXENEBRNESZER , FSH X-Ray SDK #l Daemon Support Bt &, RMNBIGE
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¥ % OpenTelemetry, BXxIEBEIMNE ZEE OpenTelemetry , iHS M X-Ray V5T B E
OpenTelemetry 125,

LIS RAREFARMBRSRLE HTTP & APIs , Al LAERER T Node.js B9 X-Ray SDK & 7 if
REMIX LA |, FHZ AP ER TRRS A MBI RS EF.

FEM http B https BFWEZAERT Node.js B X-Ray TR TEGH captureHTTPs 73450
BRER A A A

(@ Note

S #FEF captureHTTPsGlobal() API fESE =75 HTTP #B3RE ( @ Axios
Superagent ) #1THRA , FEEFEARE http BRI REKREAT.

Example app.js - HTTP % F if

var AWSXRay = require('aws-xray-sdk');
var http = AWSXRay.captureHTTPs(require('http'));

EEME HTTP BEFw LB RARE , BH%X A captureHTTPsGlobal , AENE http,

Example app.js - HTTP i ( £/ )

var AWSXRay = require('aws-xray-sdk');
AWSXRay.captureHTTPsGlobal(require('http'));
var http = require('http');

LIRS T Web API BB RET , EATF Node.js B X-Ray FATEGIERZR—NF2E& , HbhE8
BX HTTP BRMMEMER. X-Ray FEH T2 BRNIERE APl £RHER 2 .

Example N HTTP BAK F 5 &

"id": "Q04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"name": "names.example.com",
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"namespace": "remote",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
.
"response": {
"content_length": -1,
"status": 200

Example ™% HTTP V3 F B9 HERT 20 EX

"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@04f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
b
"response": {
"content_length": -1,
"status": 200
}
.

"inferred": true

F &R T Node.js B9 X-Ray FF X TEBRER SQL £if

(® Note

X-Ray SDK/Daemon 44 @H — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AP ER | EiZERXT , X-Ray SDK # Daemon B9 %% Amazon X PR F#ERZ £ R,
AXXENERNESZER , F3H X-Ray SDK #l Daemon Support B8 &, RMNBIGE

SQL &if
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¥ % OpenTelemetry, BXxIEBEIMNE ZEE OpenTelemetry , iHS M X-Ray V5T B E
OpenTelemetry 125,

B SQL FFinBEEMMAER T Node.js # X-Ray FFR TEBEF iR EFKEN SQL #iE
EEH,

» PostgreSQL — AWSXRay.capturePostgres()

var AWSXRay = require('aws-xray-sdk');
var pg = AWSXRay.capturePostgres(require('pg'));
var client = new pg.Client();

« MySQL - AWSXRay.captureMySQL()

var AWSXRay = require('aws-xray-sdk');
var mysql = AWSXRay.captureMySQL(require('mysql'));

var connection = mysql.createConnection(config);

EEARNNEFiRKRE SQL EifEY , FAT Node.js B X-Ray F AT EZBLEF I BRPIEREXRE
BENMEHEER,

i SQL FERASEHEMEIE

AL @EA SQL ERERN FOBRANEMER | IRRXLEF/BREMH B AFFIRMN SQL F
BR. plmn , BEEFRPICEKELTFEN SQL ENFHEH , AILLRRERRFNE 72 BREY SQL IR
o

Examplef§ SQL 7 Bi4h T2 B

const queryString = 'SELECT * FROM MyTable';
connection.query(queryString, ...);

// Retrieve the most recently created subsegment
const subs = AWSXRay.getSegment().subsegments;

if (subs & & subs.length > @) {
var sqlSub = subs[subs.length - 1];
sqlSub.sql.sanitized_query = queryString;
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}

S Amazon X-Ray FF A A RIEFEHH SQL Eiff , EFEMAATFIIERN SQL FERHNTEIIX,
& X-Ray SDK for Node.js £ B E N F 72 E&

FORANRENDEY BA TR BERRHBRSMETKN ITENFAEE. SRXMEACRMNNES R

T , X-Ray SDK EF D ERFIEFKEKNES . BULGZEMTFIRRDAHM T IR , K
EEENRBERAEREIMT , HRRISFERMTHE.

BENX Express ¥4 &

@ Note

X-Ray SDK/Daemon 43 @H — 2026 € 2 A 25 H , Amazon X-Ray SDKs/Daemon {3
AEPES | FiZEA T , X-Ray SDK # Daemon # %% Amazon FX R F#ERZ £ R,
BXAXENEBRNESZELR , H2H X-Ray SDK #l Daemon Support Bf 8 F, RMNBIGE
%% OpenTelemetry, BXIEBEINEZE S OpenTelemetry , ESHEM X-Ray UEFTEZE
OpenTelemetry 185,

£/ captureAsyncFunc BBNBAA T HBRSHEHRCIEEENL F5 B,
Example app.js - BEX FHEEXT
var AWSXRay = require('aws-xray-sdk');
app.use(AWSXRay.express.openSegment( 'MyApp'));

app.get('/', function (req, res) {
var host = 'api.example.com';

AWSXRay.captureAsyncFunc('send', function(subsegment) {
sendRequest(host, function() {
console.log('rendering!');
res.render('index');
subsegment.close();
1});
18
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app.use(AWSXRay.express.closeSegment());

function sendRequest(host, cb) {
var options = {
host: host,
path: '/"',
I

var callback = function(response) {

var str = ;

response.on('data', function (chunk) {
str += chunk;

1)

response.on('end', function () {
cb();
1)

http.request(options, callback).end();
};

EARRGG  NARFECER—INEHN send WEENFO LA sendRequest &
¥, captureAsyncFunc 5% &7 BlER UK H i =25 18 A 52 5 41 B8 B B A < B Y F 20 BR o

WFRSES , EAUER captureFunc B , XAEERRERNITH L BHERTHE,

UIBEDEBRREEMFOERPEIETFDERET , X-Ray SDK for Node.js A EERK ID HiZFFF AT A
&L RAdE

Example @& TTHIEN 72 &

"subsegments": [{
"id": "6f1605cd8a@7cb70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"
}
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}I

HENX Lambda F9 &

Z SDK B E N RN EIZ4T T Lambda 8T , N EZBIE SR Facade 7B, ERIEER T

EY ( IXFE X-Ray RER#b R EBIZ# /N AWS: :Lambda: :Function &) , BHARAHEHMER
Facade 7 . MREFHOIZEEH ID NWHPE (RANEZRE ID, R ID FRHEREK ) , MAUK
AR

Example app.js - FeIBEN F5 B

const segment = AWSXRay.getSegment(); //returns the facade segment
const subsegment = segment.addNewSubsegment('subseg');

subsegment.close();
//the segment is closed by the SDK automatically

£ X-Ray SDK for Node.js , BN T BT R MNE 5 &

(® Note

X-Ray SDK/Daemon 43 @A — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AP ES | EiZERXT , X-Ray SDK # Daemon B9 %% Amazon FX PR F#ERZ £ R,
AXrXENERNESZESR , F2H X-Ray SDK # Daemon Support Bt 8 &, RMNBIGE
# %) OpenTelemetry, BXITIBEWEZEE OpenTelemetry , ESRM X-Ray e FEE
OpenTelemetry 188,

AURAZERNTHFECREBER, MEINABRFEXNEMEE, AL ERMTHERMNE X-
Ray F A TE QBB 7 RIECENBEX F2 Ko

ARETENSR, BFHARENREN. RESXNEIREHRS , LESHKERER —RBERH, £
AARIEZEATHEGHSHPHNREHITOANBITEIERA GetTraceSummaries API B £ BB
o

THFERTUAEREMREENR-EXN , SENRAIIEK , BRERHRS] , TEEFEZRHRER
—RBEA. EARTKBECREFHERFTFEFNTEATERRERNEGIHIE.

BRTERMABIE N, BETUES R EIEFEAS ID FRE. A/ IDs IR EXBRHNEIRFER
B, HREIREI U IERER.
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Sections

« f£f X-Ray SDK for Node.js it &

« f£f X-Ray SDK for Node.js 12 &t ¥ &

« FERAERAT Node.js B X-R IDs ay SDK &l

f# A X-Ray SDK for Node.js 18 &8
FRERICEREXRENHEHRSIUHITERN D BN F5EBNE S,

ERER

\]
c

« # -X-Ray TRHNREBEZAUNEE 500 M FREFZFN. RTRIAR () 24, TREAZKH
(SR

- & - X-Ray FRBRHEZRZTEEE 1,000 4 Unicode F%F.
- EBRNHE - BN RIREKZSAEA 50 FER,
TR
1. REXNHBI S RIF 5 ERON5I A,
var AWSXRay = require('aws-xray-sdk');

var document = AWSXRay.getSegment();

2. ARATEFHEENARE. BFEHLFHEEN addAnnotation,
document.addAnnotation("mykey", "my value");
UTRAIGBAIAEASERNARE, BFESFRABENFHFERIFA putAnnotation,

document.putAnnotation("testkey.test", "my value");

FEIEERUB-EXMNERICRAE D BRXEM annotations R, FEHHEBREERNX
addAnnotation NBEZR -5 BRI FOo R LZEIEKIE,

EEREETREEREIRNERE , B Eannotation[keylMERERPEA XKBF.
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FRARER

Example app.js - ‘&

var AWS = require('aws-sdk');
var AWSXRay = require('aws-xray-sdk');
var ddb = AWSXRay.captureAWSClient(new AWS.DynamoDB());

app.post('/signup', function(req, res) {
var item = {
'email': {'S': req.body.email},
'name': {'S': req.body.name},
"preview': {'S': req.body.previewAccess},
"theme': {'S': req.body.theme}
};

var seg = AWSXRay.getSegment();
seg.addAnnotation('theme', req.body.theme);

ddb.putItem({
'TableName': ddbTable,
'Item': item,
'"Expected': { email: { Exists: false } }
}, function(err, data) {

A X-Ray SDK for Node.js i & TEiE

ERATHBBRIEREREEFNERHRSIURITRRNT BRI FIRNVER . THFEETUARFZRE,

BF. mREIAFSEH JSON S RFHAN T AHEMIT R,
ICFR TR
1. RIS HB O REF 5 ERNEIA,

var AWSXRay = require('aws-xray-sdk');

var document = AWSXRay.getSegment();

2. ERAFNHEE, ARE. BF. FHEINREARFHEHRZRAA addMetadatas

document.addMetadata("my key", "my value", "my namespace");

qE
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PRANXTERAERN addMetadata,

document.addMetadata("my key", "my value");

MRIBEERERBZTR , IFLXTEAGNFER default, FAMEBREAMX addMetadata F&E
ER—PBEFrELEZEIIEERNE,

FAERT Node.js B X-R IDs ay SDK I/ 2

ERERASPOAF |, BURBIZEERNAF, IDs l#B4ES Amazon Lambda BB AH#E , AR
Lambda A EAHN D ERTAAEN, RALUN S EMAEEN F2 MM setUser AA,

ZEI2FEHAF IDs

1. RENIHEI7BRF o ERH5A.
var AWSXRay = require('aws-xray-sdk');
var document = AWSXRay . getSegment();

2. FRARXFERNAFNFRSIDEA setUser()o
var user = 'john123';

AWSXRay.getSegment().setUser(user);

&AL A setUser SMERERIEN AREFTHAEFREIULACEAF ID, MRERITEFER DR
RIREAF ID, AIEEMTRERXERA,

Example app.js - AF ID

var AWS = require('aws-sdk');

var AWSXRay = require('aws-xray-sdk');

var uuidv4 = require('uuid/v4');

var ddb = AWSXRay.captureAWSClient(new AWS.DynamoDB());

app.post('/signup', function(req, res) {
var userIld = uuidv4();
var item = {
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'userId': {'S': userId},
'email': {'S': req.body.email},
'name': {'S': req.body.name}

};
var seg = AWSXRay.getSegment().setUsexr(userld);

ddb.putItem({
'TableName': ddbTable,
'Item': item,
'"Expected': { email: { Exists: false } }
}, function(err, data) {

EERAF IDWRER , BEuserMEREXFEA KB,
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£ Python

® Note

X-Ray SDK/Daemon 43 B4 — 2026 § 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AEPES | £iZEA T , X-Ray SDK # Daemon # %% Amazon FX PR F#ERZ £ R,
AXXERBERNESZEEL |, H55 X-Ray SDK H Daemon Support Bt %, RINBVGE
¥ % OpenTelemetry, BXxIEBEIMNE ZEE OpenTelemetry , iHS M X-Ray V5T HE
OpenTelemetry 185,

BERMAETATRN Python NARR , LUFREREIE X% E X-Ray :

« Amazon OpenTelemetry Python ik Distro — 2t —4HFFRFER Amazon K 1Thx , A Ti&id Distro
for Collect Amazon o r Collector 6%/ Amazon Y512 RA R (IEL L #FI Z# OpenSearch
BRSs ) ZIEMERHIEIRFIRER. CloudWatch Amazon X-Ray OpenTelemetry

« Amazon X-Ray & T Python B SDK — —4 & , A TEN X-Ray T EFENRERIFFHRIEE
X'R 20

BXEZEER , EZH £ Amazon Distro for Hl X-Ray OpenTelemetry Z B #1T%# SDKs,

Amazon Distro for OpenTelemetry Python

f&Bh Amazon Distro for OpenTelemetry (ADOT) Python , T2 REX M ARFIHT— K& |, Biay
XV IERRERAIZE 2 Amazon ¥IR##R G E |, B3E Amazon CloudWatch, Amazon X-Ray
H Amazon OpenSearch Service, F X-Ray 5 ADOT Bi&EAZEERNAH : FHAEB S X-Ray —
#EAK OpenTelemetry FF & TE@LAKEA T OpenTelemetry B9 Amazon Distro UW&2g5. ADOT
Python X Bz1RN , FENNARFLEERNBEN AT LIEREE R,

28 Amazon Distro for OpenTelemetry Python X &4 , T f# A7 &R,

AR IMAEFER T OpenTelemetry B9 Amazon Distro & Amazon X-Ray M EH 2 Amazon Web
Services RS —EEANEZELR |, HSH EA T OpenTelemetry B9 Amazon Distro 2% 2 F
OpenTelemetry B9 Amazon Distro 344,

EXEBEEXENEABRIHNEMEER |, B35 Github E# Amazon M 22,
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Amazon X-Ray Python B{#4H X T &

(® Note

X-Ray SDK/Daemon 4# @A — 2026 £ 2 A 25 B , Amazon X-Ray SDKs/Daemon ¥
AP ER | EiZERXT , X-Ray SDK #1 Daemon B %% Amazon X PR F R Z £ R,
EXXERBRNESZELR , B2 8 X-Ray SDK # Daemon Support Bt B FR, RMNBIGE
# % OpenTelemetry, BXITIBENWEZEE OpenTelemetry , FSRM X-Ray U EFFHE
OpenTelemetry {88,

X-Ray SDK for Python & —“NE @ Python Web NARFNE , ZERMEATERRERBEREFEK
AF X-Ray #HEFFREFNENGZE, REBBESEEXNARFLENEAHTTP BRNELE , U
R R AERFER Amazon SDK, HTTP B A SQL BIEFEZSEN THRSHTHRANEE. &
R AF IR D EHEERAMTHEE R R MERER,

E.I-L;Lﬁﬁﬁ plp -Fﬁ SDKO

$ pip install aws-xray-sdk

(@ Note

X-Ray SDK for Python & —/MNFIRILE . fRALARFZTE H 1 github £ GitHub#z 32 W Al
PIEE R, com/aws/aws-xray-sdk-python

WMREEARIR Django = Flask , i & 56 fF SDK HH 45 M1 2 & 1Y 51 A 12 Fr ABRBRAE AE R, AP IHE
HRAEMUBRRERUBE - N BHERESBNNTERIZD R, S0RITTHN , ERUERATFATES

ERRNAEREEMEDER , AR FOBRUABRETHEAR. TRTEQELBIIERETRITH
NNARFSIANRE, ¥THEMNRERF , EAUUFHED K.

NTHETRNEARFBARSEHAR Lambda B# , Lambda £ BREVER ERA7 5 H B 3 BRERRAFHY
FR, NTEMEE , BAILUK Lambda B E N REMBERME AER. ZEBHPHER , Lambda #<
Bl Bt HEREMHS X-Ray FRTEE,
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® Note
f£ Lambda £ , X-Ray FATEGR %N, MREBFTERHPEAT , BHRSREHES
&—NFTF Lambda RS TR , AREA Lambda R T =, AEIHFMZF LA IEEK
MR , FF2BAMNE Lambda ie R EE D B, EZHAmazon Lambda  Amazon
X-Ray THREZEER.

AR Lambda FMNT 8 RG] Python BE , S TELE.

BTk, BIEA A ARERFE , A X-Ray SDK for Python #U T, 1% SDK X#FUATE,

X

« botocore , boto3— {¥8§ Amazon SDK for Python (Boto) & s

« pynamodb - #3 Amazon DynamoDB & P i%# PynamoDB k7%,

- aiobotocore, aioboto3 - &M SDK for Python & FifH) asyncio SRR,

« requests, aiohttp - BMERH HTTP EF i,

« httplib, http.client - RAMERF HTTP BEFHMFEAXEEF RN ESRIINE,
« sqlite3— {4&F SQLite &,

« mysqgl-connector-python - # MySQL &F i,

pg8000 - #¥M Pure-Python PostgreSQL #0,

« psycopg?2 - # Ml PostgreSQL HIEFEE 25

 pymongo - ¥ MongoDB % i,

mysql— 3 My PyMy SQL #1 MariaDB & F SQL B & F i,

FBUEHNARERFAR SQL BIEFESEHAM HTTP RS, SDK HLEFLERFPICZREXRZIBANG
B, Amazon Amazon Web Services RS EBERSHIH RN EREENTET RE REREHE L |
LAES Bh &R Bl BN E$E B9 58 1R A0 BR 51l 8] 7

IR SDK & , BREE I RKEMFHAERBELHTH. BULMNEHRIEREXNAERF
EETHITERRNHE , BEELREANREBELRKHETH , REBERIAENAREFBEFE
EXREFRIECBHNESHEINEE.
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https://docs.python.org/3/library/asyncio.html
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Amazon X-Ray FERARER
EREXBERURNARFEIBNABERREHN TENHMER. IREHRENEEN , Ehx
BENRAIRSIUATHRERGRER , MELEBEZTEREHRENRER, THEFBNRFIMR
& , HELLEREANNKRANHKA - 7F5{tH JSON BEMIE

© B THIE
SERATHERLEA X-Ray FRTESFMES BHWEETAR, RESTHEREHRE] | 5
EEmERER—REMR. TRIERFHR , ETUER X-Ray 2545 AP ERHS BT
BE, £8F X-Ray REBURMEMA BT UEE X LRI,

URBRLARBONNESHE , —MERSBTIEARTHE , RNNE S HEBHSMARY
HE-AFH& ETUBLBE P RARCEELEN TS BPRERTF S RANRIE. ETUN
ENEAREARBBIURAENT OB, A7  LANETHRLERTHBIER , HFLER
B EBAFANE,

< SDK WEMBGENSE XN |, S H Amazon X-Ray SDK for Python APl &%,
ZR

X-Ray SDK for Python Z#F LA i & MERZA,

 Python - 2.7, 3.4 FMIEFTARA

« Django - 1.10 FIEFHARA

* Flask - 0.10 MEFHARA

« aiohttp - 2.3.0 FMEHARAK

« Amazon SDK for Python (Boto) - 1.4.0 F1E # kR4

« botocore - 1.5.0 FIEFHIRA

« enum — 0.4.7 MEFRA , FHATF Python M7 3.4.0 REFHRA
« jsonpickle — 1.0.0 FIEFT AR A

- setuptools — 40.6.3 FIE kR4

« wrapt - 1.11.0 FEHhRA

KB RER

AT M pip 3R#E X-Ray SDK for Python,
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- BFE - aws-xray-sdk

FEZM requirements. txt XM SDK /£ K Hi I,

Example requirements.txt

aws-xray-sdk==2.4.2
boto3==1.4.4
botocore==1.5.55
Django==1.11.3

W RIEAEF Elastic Beanstalk SBBEHI N AT |, Elastic Beanstalk £ B3I &% requirements. txt
PN AERRF S,

ELEE AT Python B9 X-Ray F A TEA

(® Note

X-Ray SDK/Daemon 4# @H — 2026 £ 2 A 25 B , Amazon X-Ray SDKs/Daemon ¥
AP ER | FiZERXT , X-Ray SDK # Daemon B9 %% Amazon FHX PR F#ERZ £ R,
EXxXERBRNESZESR , 28 X-Ray SDK # Daemon Support BB FR, RMNBIGE
# % OpenTelemetry, BXIEIB RN EZEE OpenTelemetry , SR M X-Ray X TFEE|
OpenTelemetry {88,

ERT Python B X-Ray F A TETEHRMLFHIEREEMN,. B xray_recorder BIK, BAILIE
BLRBICEKIJ[UBENLNEAN HTTP A G2 5 BRI T E 4,

Sections

- RS

- REHHIERSEnE

« f£f Django AR IC FKESHE &

- INREZE
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AR 55 4 4

plugins ATREFREXRKENARFHNRSWEES.

i

« Amazon EC2 — EC2P1lugin #tnsEfl ID, AJAKXH CloudWatch BE4H.,
+ Elastic Beanstalk - ElasticBeanstalkPlugin MR EZ R, RARSHMIBE ID,
» Amazon ECS — ECSPlugin A& 8 D,

Segment - Scorekeep x
R —
Overview | Resources = Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-618¢-170413_021009
Deployment ID 20
Environment name sc DI‘&KEEp—CI‘I‘Ih

EC2

Availability zone us-east-2c
Instance 1D i-035583d15d1471728

EFAAEY , B xray_recorder LB configure,

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

xray_recorder.configure(service='My app')

plugins = ('ElasticBeanstalkPlugin', 'EC2Plugin')
xray_recorder.configure(plugins=plugins)
patch_all()
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® Note

BT plugins 2EATEHEAN , it EHRRIEREEE —RAHREEN ,. HlW0, plugins
= ('EC2Plugin',)

R RN EEEREBICRSE , EXLETERBFIRENE,

BEREN , RRBIEHNE  MMmiekTiFER,

% SDK A FERBEHFIRBNIRBE DR LW origin B, XRTETENNARFN Amazon BIR3E
B, UBERAZSNEHR , SDK FEATEATIRFRBEERIR : ElasticBeanstalk > EKS > ECS >
EC2.

KA

% SDK R E1E X-Ray & P E XK REANRBEZRICEKMNER. MIAANBRERSVHE—NFE
R, URFIERRERLEE X-Ray HIRSHEMEMERNE S 2H, £ X-Ray 258 0|2 E b
WHUEEL A NARFIERNBIEER,

% SDK BIREXWIRFAAEELAN, MRERESANEELHAMTE , N SDK XA E—FHM
e

® Note

2R SDK &5 X-Ray RIREUREMN , ©FHIRENMIANAAN |, BMEHE—MER
URBANENMAREMERNES 2H, MRENERFARSE , HELEEET X-Ray FH#
REFF APls , [FE 72 SDK RHiRY API iKY TCP RE |, N A2 R EXFER .

&R LUK SDK BLE M JSON SAS NS RAFMN, £ X-Ray RERATAHMNERT , SDK A LAfEHA
A FMNENZD , LA AR ERAAR AN,

Example sampling-rules.json

{
"version": 2,
"rules": [

{
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"description": "Player moves.",
"host": "*",

"http_method": "*",

"url_path": "/api/move/*",
"fixed_target": 0,

"rate": 0.05
}

1,

"default": {
"fixed_target": 1,
"rate": 0.1

}

BRAIEXLT —PNEBEXRAUM—NRIANAN, BEXANRABD ZENRER , HT /api/
move/ Z THIBEERIRMIERBEF R TR, RIAANPEBHHNE -—MERUREMBERNES 2
o

EAMBE UANBRIUAZ , BEBRBIERFNSNKRGMINAMFRE X-Ray RFEE, BEER
HEBEEZ I , EEERLRBFEM , XESEFCKRNBEEXTBEME .

7 /2 /& Amazon Lambda , BFREERRER, MREHEBBELNRSEA | Lambda FiZFKEMK
HZRSRENERNAR, MREA TEDREKRAERFEEMBRERIRXL , W Lambda £ #f 1 RAF R

Eo

EREZHOXHEMAN , EHHAxray_recorder.configure , M TREIFFR , EFELrules2#M
N=FHl BEARTEXEMNE JSON XHHEIT R,

xray_recorder.configure(sampling_rules=rules)

BENEAARHN | EEH LocalSampler BEiZ%e%.

from aws_xray_sdk.core.sampling.local.sampler import LocalSampler
xray_recorder.configure(sampler=LocalSamplex())

FBARTUEEBSRIERET , UBIEXWNMEA AEREITEEMLN
Example main.py - 2 i X

xray_recorder.configure(sampling=False)
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BE&i%

FRIEGEA Python WER logging #&EIR , HEREEEIA WARNING AFIEREH. FKRET
aws_xray_sdk KW BFRICKEZWNEIA , HXNHIFA setLevel KNEURNARFHNERTIEE
REM B ELD,

Example app.py - B& g%k

logging.basicConfig(level="WARNING')
logging.getLogger('aws_xray_sdk').setLevel(logging.ERROR)

HEFHER T DRI, ERFE BERRBNEMRERF 0 ER2EKN R,

RBPHIEREFEE
HtigBEEE xray_recorder 8 configure F3&H,

« context_missing - iREN LOG_ERROR Al £ E LM ERMABEIHE D RARITIFER Fidx
BRI ARE,

« daemon_address - i®i& X-Ray # B FH B FMITSN ENMIKO,

« service- REF XTI EITATHITHERNEKRSEM.

« plugins— iEFEXEHWNAREF Amazon BIRHIER.

- sampling i®E&N False AJZ A XH#,

« sampling_rules - REZEBHEEH A JSON LA EEE,

Example main.py - 2REHD> L TXHE

from aws_xray_sdk.core import xray_recorder

xray_recorder.configure(context_missing='LOG_ERROR")

£ A Django FfHYIEFKERELE
WM REAEF Django HEZR |, B LAEH Django settings.py XHRE B £ Fi0 ZESHED,

« AUTO_INSTRUMENT ( {XBR Django ) - ieZABHIEENENCERIEEN F 2 K.

« AWS_XRAY_CONTEXT_MISSING - i & LOG_ERROR A[#®EZMN ER NIRRT D ERAITH
HER TiIeRBENSIZFRE,
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« AWS_XRAY_DAEMON_ADDRESS - & & X-Ray #EEFHEF MM EVMEOD,
AWS_XRAY_TRACING_NAME - REF X TESATHITTBNBRSZER.

PLUGINS— B RAEXEHN NARRF Amazon BRHNER.

SAMPLING i&&H False Al Z2F R,

SAMPLING_RULES - R EGEEHEEMNE JSON XHHIBRE,

EFH settings.py PHICREREIE |, BN Django FAIGHRNEIELZENARFIIRF,
Example settings.py - EZEHNNARERF

INSTALLED_APPS = [

'django.contrib.sessions’,
'aws_xray_sdk.ext.django’',

£& 7 XRAY_RECORDER K dict FEE A& E.
Example settings.py - ERZEHN N AR

XRAY_RECORDER = {
"AUTO_INSTRUMENT': True,
"AWS_XRAY_CONTEXT_MISSING': 'LOG_ERROR',
'AWS_XRAY_DAEMON_ADDRESS': '127.0.0.1:5000',
"AWS_XRAY_TRACING_NAME': 'My application’,
"PLUGINS': ('ElasticBeanstalkPlugin', 'EC2Plugin', 'ECSPlugin'),
'SAMPLING': False,

285 K3

bl

BOLMERATETEREERAT Python B X-Ray FATEE, FATESXIFUTETE
« AWS_XRAY_TRACING_NAME - iZE& SDK A T#H 1T BHREEH. BELUREANRENRS
Ao

« AWS_XRAY_SDK_ENABLED - fNRigE N false , MIEEAA AT EST, RIANBERT , FAITES
AFERARS , RIEFELTEIRE N false.
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- 2N, e RIEXB[LBFERTREIHETVEFNENI RN T2 R , HERA &R, &
B4 RERNERICKEBNEERREEN., EXFHEAEERNTED BN F0BREHRNEL D ERME
ELF 5 ER,

- BERETEIRE AWS_XRAY_SDK_ENABLED f& , & BN S aws_xray_sdk EHF
global_sdk_config ¥RHEERERZE, AEFTENRELBEXLERE,

« AWS_XRAY_DAEMON_ADDRESS - i& & X-Ray #HETFHFEFMWERNENMEO. BRIAER

T, SDK AR FEBRELIE (UDP ) FMXH (TCP ) #9 127.0.0.1:2000, MREEISHRFH
BFEENNTTEK OOSEHETFEFES —AENLET , UEALRETE,

Format
e A—N®O — address:port
« FEIMUA — tcp:address:port udp:address:port
« AWS_XRAY_CONTEXT_MISSING - i% & RUNTIME_ERROR EZH ERM KRB XE D RARITHH
BR T RBENSIXRE,
BHE
« RUNTIME_ERROR— 5| KIZ{THIRE,
* LOG_ERROR— iZF&RIRH ML ( BRIN ) o
- IGNORE_ERROR— ZBESRIR FHAREL,

NFERTFEFMERNSITHEIRBHIELERFTLENRS , UREZHEHPFEARNIH
EFPum , WA R EERKR D BRI T2 EREXBER.

HEXEFEHENRBPRENE,

FAERT Python FEIHH X-Ray FF 4% T EEREMEABER

® Note

X-Ray SDK/Daemon ##@H — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon {3
AEPES | £iZEAT , X-Ray SDK # Daemon # %% Amazon X R F#ERZ £ R,
AXXERBRNEZEEL |, HS5 X-Ray SDK Hl Daemon Support BB £, RIMNBVGE
# % OpenTelemetry, HXITIBENWEZEE OpenTelemetry , FSHEM X-Ray U E5TFHE|
OpenTelemetry 188,
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HEEFFEERNBINARFARED REWE |, AT Python B X-Ray F R TEZLN BN REE
REE-—NDER, WDREBFEHTTP BERWITE, FENLE, BN SELD R EGE T DR,

BT Python B9 X-Ray FF X TE X FLUT P EMFRQNME AR HTTP K :

* Django
* Flask
* Bottle

(® Note

XF Amazon Lambda Bi%X , Lambda @ A BN EHEBERGE -2 K. S Amazon
Lambda 1 Amazon X-Ray T SEE ZE &,

AKX Lambda RN K RHI Python Bi¥K , BSH LIS
XN TFHAMELR EWIAS Python NARRF , LA LF I EIESD K.

BN REBE-NEN , BTERSREPHRENNARERF. ATUBSHEOR , BT LUF SDK &
BARBEEAABTRFWENIRANEH#THEDE. ITBEATREFRPNAENRIRHITOH
AEHEBHFEEFRAEXTS (Fl0 , MBRENIRXZHERN ) NARIAE T

© BEMER

MRABRDERBEM T EFERERIENNARERF , X-Ray 2HIFER X-Forwarded-
For #RXFIE i IP M3E IP BB SRR IP. BT HRIFERICEKAF /U IP 7L
&, BT NEE.

EEXERER , SDK O ERFIREMMNFERERIEREIT N, MRPRIEIREN x_forwarded_for
WFE true , MM HTTP #E3RH X-Forwarded-For #rk3REE i 1P,

HEAEALSENATERN http RABMEABFRGUE-N DB :

» HTTP J53 - GET, POST. PUT. DELETE %,
- BFmMIE - ZIXEREOEFF IR IP il
« WERIETB - BSEMKIE R HTTP MRS,
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o BPiE - FREAETE ( WEIESRET ) R4 RETE ( KIEMBIET ) o

- AP - IERHHY user-agent,

- ABKE - W HH content-length,

Sections

« FFEHRINEINARERF (Django)
« FHEERMEINAERF (Flask)
- FHEERINEINAERF (Bottle)
« FEHRM Python K53

- BED BRin& R

TR INE N AR (Django)

R 4R H0E) MIDDLEWARE X#FHH) settings.py 5. X-Ray RE#RT settings.py X
R E—1T , UBREEMGPEF RN FERERIZR,

Example settings.py - & F Python HE#4# X-Ray FFXTES

MIDDLEWARE = [
'aws_xray_sdk.ext.django.middleware.XRayMiddleware',
'django.middleware.security.SecurityMiddleware"',
'django.contrib.sessions.middleware.SessionMiddleware'’,
'django.middleware.common.CommonMiddleware"',
'django.middleware.csrf.CsrfViewMiddleware',
'django.contrib.auth.middleware.AuthenticationMiddleware’,
'django.contrib.messages.middleware.MessageMiddleware',
'django.middleware.clickjacking.XFrameOptionsMiddleware'

& X-Ray FF R TEE Django A 1NE settings.py XHHH) INSTALLED_APPS 5%k, XAV
NMAEFEHEEE X-Ray iExaH,

Example settings.py - 3& A F Python Django B AH X-Ray F X TES

INSTALLED_APPS = [
'aws_xray_sdk.ext.django',
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'django.contrib.admin’,
'django.contrib.auth’,
'django.contrib.contenttypes’,
'django.contrib.sessions’,
'django.contrib.messages’,
'django.contrib.staticfiles’,

£ settings.py XHHEE D ERE M.

Example settings.py - 2 & #

XRAY_RECORDER = {
'AWS_XRAY_TRACING_NAME': 'My application',
"PLUGINS': ('EC2Plugin',),

X & A X-Ray ie x5 F ARIARERREEMN Django MARFLENIER, B LLEER Django i%
EMHPEEICRSE , MENABEREAN SR ERHAMRE,

(® Note

BT plugins 2EATEEAN , Bt EHRIEEEE —RBHREREN ,. W0, plugins
= ('EC2Plugin',)

TR EGRMEINARER (Flask)

ERNIZM Flask BLAREF , B%EE xray_recorder FEEDREM. RiE , ERBHFEH
XRayMiddleware BAERIEXNEMN Flask RLAEF.

Example app.py

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.ext.flask.middleware import XRayMiddleware

app = Flask(__name__)

xray_recorder.configure(sexvice="'My application')
XRayMiddleware(app, xray_recorder)
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X &4 X-Ray icxkaaE AR IARHERRIREHN Flask NAEFLENER, BANERBHESIZRE
7, MENABEELREANREXHEMIRE,

FFrhE4 R INZE N AREF (Bottle)

ERNEH Bottle SRR |, BT xray_recorder LBEDEEM. AR , ERBFEH
XRayMiddleware BIBURIEXNEH Bottle IARF,

Example app.py

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.ext.bottle.middleware import XRayMiddleware

app = Bottle()

xray_recorder.configure(service="'fallback_name', dynamic_naming='My application')
app.install(XRayMiddleware(xray_recorder))

X &4 X-Ray id ka6 A B IARHERRIREH Bottle NARFLENER, BAUERBPEEILR
7, MENABEEXREANREXHEMIRE

FzHRE N Python K1

MBIERMEA Django = Flask , MAIAFFH BB DR, BAUAEMEAWBERGEXE |, th o] LAE
e84 HTTP = Amazon SDK ZEF RSB XER , N F ISR INF20 R E LT3

Example main.py - F31%

from aws_xray_sdk.core import xray_recorder

# Start a segment

segment = xray_recorder.begin_segment('segment_name')

# Start a subsegment

subsegment = xray_recorder.begin_subsegment('subsegment_name')

# Add metadata and annotations
segment.put_metadata('key', dict, 'namespace')
subsegment.put_annotation('key', 'value')

# Close the subsegment and segment
xray_recorder.end_subsegment()
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xray_recorder.end_segment()

Be B 0 B A & SR g

Amazon X-Ray FARSEMKINALHNARR , HEESEZNNARFEANEMNARER. BIE
FE APls, ASBIBEM Amazon BIRX D FFK. & X-Ray SDK FEABFBRERN DB , 2FNAR
FHRSEHRICREDBNENFER,

X-Ray SDK A BAFFE HTTP #ER#xLk K hostname Ran B 2. T , ARk BAhiE , 258k
SEPHABERZAN TR, HBLE SDK AT EMEN EVRLMERMERIbWE DR , B0
NAEANBEREE —PMERRIAB .

MRNARF NS MW ERREHRIRS , WAL SDK BE N EAZAG S REUAED REMFRIR
HX—R. BIBWEAREAT SOK FENBATHAEMBEANER , FRFRANEHEATAHFEM
BRI ER,

flan , EEE —RBABRFEAREI=AFENBERREMES , 2508

www.example.com, api.example.com # static.example.com, AJMAEAKEI

* . example.com HEIAME RERGTETREBEHN FEHN DR , BFwE RS ER=/1R
ST R. MRNARFKRESEEZEATEER hostname HWER , BELXERSHE EEFEREMA
TR, UREEENEIRE R,

EXFBEERSBREAEBEYN  BERERLRFNEENARFNER , WaJLT AR,

HAMERBEENL —NENENEEMNEXH —NE HTTP RPN ENEEZEXT RN EFA
M BRIAE #F. E1E Django HHIB WAL B , H1F DYNAMIC_NAMING iR ERMEIEH settings.py X
.

Example settings.py - 1AM &

XRAY_RECORDER = {
"AUTO_INSTRUMENT': True,
'AWS_XRAY_TRACING_NAME': 'My application’,
'DYNAMIC_NAMING': '*.example.com',
"PLUGINS': ('ElasticBeanstalkPlugin', 'EC2Plugin')

AU ERKFEAREEEAFFS , HERVREEEFZENFRHF. W T Flask , ZREBHEE
iCFeERo
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Example main.py - 2 ERB#

from aws_xray_sdk.core import xray_recorder
xray_recorder.configure(service='My application')
xray_recoxder.configure(dynamic_naming="'*.example.com")

® Note
BRI LAEER AWS_XRAY_TRACING_NAME HhET EBZBRERBHRENLHEIARS B o

E A0 LA T B F

® Note

X-Ray SDK/Daemon 4 @A — 2026 § 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AEPER | £iZEXT , X-Ray SDK #l Daemon # %1 Amazon X PR F R Z £ A&,
AXXEHRBERNESZEE |, FS5 X-Ray SDK H Daemon Support Bt R, RIMNBVGE
#3%| OpenTelemetry, HXITIBENWEZEE OpenTelemetry , FSEM X-Ray U E5TFHE|
OpenTelemetry 188,

ERNTRAA , BEAERT Pyhon B9 X-Ray F X TESEIEHNARFERNE, EAT
Python B9 X-Ray 7 & TES A LUME4MNATEE,

X

+ botocore , boto3— 1¢8%§ Amazon SDK for Python (Boto) &,

« pynamodb - # Amazon DynamoDB % P i%#Y PynamoDB k7%,

« aiobotocore, aioboto3 - & SDK for Python & FifH) asyncio SR,

- requests, aiohttp - WMERE HTTP B .

« httplib, http.client - ALK HTTP B EMNFEAXEEFHENESRIINE,
+ sqlite3— {4&F SQLite &,

« mysgl-connector-python - & MySQL % if.

pg8000 - # M Pure-Python PostgreSQL # M.

* psycopg? - # Ml PostgreSQL HiEEE Bl 25
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* pymongo - ¥l MongoDB % /=i o
« pymysqgl— 3 My PyMy SQL 1 MariaDB fE T SQL B & F i,

MREERAEMBINE , EAT Pyhon B X-Ray FRATEILNFRVUEF DB , HiZFHERMIEAL
HER. YTBIITFATEIHEHH Amazon LambdaRt 5 B , LT R T EBHEF5 K.

(® Note

MR EFEH SQLAIchemy ORM |, MIATEAUEN § A SDK RAK & iFFMEIHIK SQLAIchemyR#E
A SQL &ifl, BXEA , S FEA SQLAIchemy ORM,

BB AT AMNE | B6H aws_xray_sdk.core BfY patch_all ¥k, FLFE (Fla0
httplib Ml urllib ) AJAEEEE I A patch_all(double_patch=True) FRAREE4b,

Example main.py - {4 T A 1509 B

import boto3

import botocore
import requests
import sqlite3

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

patch_all()

EEINEANE | FEAEBSHHTARA patch, At , BRERBENTRIIK.

Example main.py - {&4MSE 19 B

import boto3

import botocore

import requests

import mysqgl-connector-python

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch

libraries = (['botocore'])
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patch(libraries)

(@ Note
ERELERRT , ATEHENREESN A LE. RERITEN IS ENDE.

BRI &

* httplib-httplib M http.client

* mysql -mysqgl-connector-python

BRERFRFITENLETX

NFERT asyncio WE , REENFRTHEOIETFHE , BEXLNEART ETXREERT
Pyhon B9 X-Ray FA TE&, § A AsyncContext % , }FEH —NEHl#£%EE X-Ray iB x5,

(® Note

Web ¥EZRZ#EFE (6l AIOHTTP ) FkEE aws_xray_sdk.core.patcher LB, ©
M2 EIANEZFNERN patcher B &,

Example main.py - {*M&/F aioboto3

import asyncio
import aioboto3
import requests

from aws_xray_sdk.core.async_context import AsyncContext

from aws_xray_sdk.core import xray_recorder
xray_recorder.configure(service="my_service', context=AsyncContext())
from aws_xray_sdk.core import patch

libraries = (['aioboto3'])
patch(libraries)
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£ Amazon & F Python #9 X-Ray B #4F & T EFIBER SDK

(® Note

X-Ray SDK/Daemon #4# @A — 2026 & 2 A 25 H , Amazon X-Ray SDKs/Daemon f§3#
AEPES | £iZERAT , X-Ray SDK # Daemon # %% Amazon FX PR F i RZ £ R,
AXZERBERNEZELR |, HS5 X-Ray SDK Hl Daemon Support Bt %, FRIMNBVGE
# %) OpenTelemetry, E?E TR ENE Z{EE OpenTelemetry , IS M X-Ray X 2T B E
OpenTelemetry 185,

LIRS REF A Amazon Web Services RS LR EIE. BARIR A E BN , EATF
Python #J X-Ray SDK 2@ 77 BFRER TN AR, EXLRS ( Fla0 , Amazon S3 @
Amazon SQS A% ) HiBERRY &R Amazon Web Services BRSS 177 81 89 & JRIE X-Ray 24| & KR ER
WA EERHTEN R

LR1E4botocoreERT |, FEATF Python B9 X-Ray Amazon SDK £ B8 NFTE SDK &FF ik, B
ERMBEANE IR,

X TrARS , #BALE X-Ray Z2H R EZFEAN APl W&, X-Ray FRTEZLN -5 KRS
HEEMMEDER , NERS B P REESHNE.

Bl , HEALIRNME DynamoDB FFim A HIAAR , ¥ TFHNRWEAR , FRATEIL/REN
BB DEF, ERFEER , BIAREBRSHEHRE RN — MW T R, UREEXRENBFNEAR
#) —#% DynamoDB i =,

ExampleX} DynamoDB 3 1718 AR 7 B B F 5 B

{
"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "DynamoDB",
"namespace": "aws",
"http": {

"response": {
"content_length": 60,
"status": 200

}

I
"aws": {
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"table_name": "scorekeep-user",
"operation": "UpdateItem",
"request_id": "UBQNSOS5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",

}
}

EEBREENRFEN , XU TRSNEARASERS EERPLIBFANT L REEQIBER TN
A, ARSEIETERT R

« Amazon DynamoDB - &
« Amazon Simple Storage Service - FEBEMBE
« Amazon Simple Queue Service - BA 5l & 5

E &R T Python B9 X-Ray FF & TEBREXN T HTTP Web RS #Y 1 A

@ Note

X-Ray SDK/Daemon 4# @H — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥Fi#
AP ER | FiZERXT , X-Ray SDK # Daemon B9 %% Amazon X PR F R Z £ R,
AXRAXENEBRNESZESR , H3H X-Ray SDK #l Daemon Support Bf B FR, RMNBIGE
# % OpenTelemetry, BXITIBENWEZEE OpenTelemetry , FSRM X-Ray U5 FHE
OpenTelemetry 125,

LI N FARRF A AMRS R HTTP & APIs , BRI LAEAEA T Python B9 X-Ray SDK k46 liX
AR |, FHiZ AP ER T HERESHME RSB H,

ERN HTTP B , A THITEAHBANE, MREFEH requests 3 Python BIRE

HTTP &/ iw , BREF#IT LRRE. N T aiohttp , EENIEFEBBEERD £ T,

MREEFEANR aiohttp SWEF I APl , BEZEFRFHFFAIESRMENREREESFIREE
ClientSession W& Fim APl,

Example aiohttp 3 & i API

from aws_xray_sdk.ext.aiohttp.client import aws_xray_trace_config

async def foo():
trace_config = aws_xray_trace_config()
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async with ClientSession(loop=loop, trace_configs=[trace_config]) as session:
async with session.get(url) as resp
await resp.read()

LB T Web API B9 ART |, SEA T Python B X-Ray F AT EGRBZF—1MFoE& , Hba%
BHX HTTP BRMMNER. X-Ray FEHFDERNIZRE APl £ RHER 2 .

Example T HTTP M F 2 B
"id": "@04f72bel9cddc2a",

"start_time": 1484786387.131,
"end_time": 1484786387.501,

"name": "names.example.com",
"namespace": "remote",
"http": {

"request": {

"method": "GET",

"url": "https://names.example.com/"
},
"response": {

"content_length": -1,

"status": 200

Example Nt HTTP i B 8 #E# 0 B

"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@@4f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
},
"response": {
"content_length": -1,

#EH HTTP B A 417



Amazon X-Ray FERARER

"status": 200
}
I

"inferred": true

FERAERT Python B9 X-Ray F A TEBERBENL FHE&

® Note

X-Ray SDK/Daemon 43 @A — 2026 § 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AEPER | £iZEXT , X-Ray SDK #l Daemon # %1 Amazon X PR F R Z £ RI&,
AXZERBERNEZELR |, HS X-Ray SDK H Daemon Support BB, RIMNBVGE
# %) OpenTelemetry, HXITIBENWEZEE OpenTelemetry , FSHEM X-Ray U E5TFHE|
OpenTelemetry 188,

FORANBREND BT BN TR ERRHEBRSMETKN TENFHAEE. BREACKRNNEF IR
HITHAA , X-Ray SDK EF D ERFIEFEKNES . EULGBZEMTIERROAHMTFOER , K
EEENRBERAERNMM , HERISFERMTHE.

EEE TR, B begin_subsegment A end_subsegment 5%,
Example main.py - BE X F 2 &

from aws_xray_sdk.core import xray_recorder

subsegment = xray_recorder.begin_subsegment('annotations')

subsegment.put_annotation('id', 12345)
xray_recorder.end_subsegment()

ENRSHBONBEF O , BFEH exray_recorder.capture ¥ifig, BULUFF 2 ERBMEEE
IR, REEBIUAFERRBE R

Example main.py - R F 2 E]
from aws_xray_sdk.core import xray_recorder

@xray_recordex.capture('## create_user')
def create_user():
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FNFFRLEEE , EMEA exray_recorder.capture_async &ifigf , RS T XUERFIIEH
2

Example main.py - R R F 2 &

from aws_xray_sdk.core.async_context import AsyncContext
from aws_xray_sdk.core import xray_recorder
xray_recoxrder.configure(service="my_service', context=AsyncContext())

@xray_recordex.capture_async('## create_user')
async def create_user():

async def main():
await myfunc()

HEEIBRIERM T RPEIR TR, AT Python B X-Ray FRTEBLANHELEMK ID FHid
FIT 46 B B8] N 45 SR A A

Example @& TN F 0 &

"subsegments": [{
"id": "6f1605cd8a@7cb70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"
}
1,

£ A X-Ray SDK for Python , fHE M T &I A INE 5 Ex

(® Note

X-Ray SDK/Daemon 44 @A — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon i
AP ES | EiZERX T , X-Ray SDK # Daemon B %% Amazon SR F#ERZ £ R,
AXXENERNESZER , FSH X-Ray SDK #l Daemon Support B8 %R, RMNBIGE
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%% OpenTelemetry, HXITIBEWEZEE OpenTelemetry , FSEM X-Ray U E5TFZE|
OpenTelemetry 125,

AURAZERNTHBECREER, MEINABRFEINEMEE, AT ERMTHERMNE X-
Ray F R TEQBZN 2 RIECENBEX 72 Ko

ARETENSR, BFHIARENREN. RESXNEIREHRS , LESHKERER —BERH, F
AR IECREATHESNEFNREHITOENBIESRERA GetTraceSummaries API BRI
o

THFERTAEREMREENR-EN , SBENRAIIEK , BRAREHRE , TEEFEZRHRER
—RBEHA. EATHBECREFHERFFENEEATERRENEGIHIE.

BRTYERMABE N , BETUES R EIEFEAS ID FHE. A/ IDs MIEREXBRHNEIRFER
B, RIS ERRER,

Sections

« £ X-Ray SDK for Python ig & X #

- {# 8 X-Ray SDK for Python iB Z T #E

« EAERTF Python B9 X-Ray SDK &I IDs

£ X-Ray SDK for Python 12 & E &

ERERBIEREXENHEHRSI MR TERN BN FOBRNES.

ERER

- - X-Ray FBRHNERZALUEE 500 MNFEBFEN. BRTRERAUK () 29, TeEFEAZER
S RS)

- & - X-Ray TRBRHEZRZTEEE 1,000 4 Unicode F%F.

- ARNBE - B REFZAMFEA 50 FERF.

IBFER

1. M xray_recorder SRECY H B0 R F 2 BBV 5 Ao

from aws_xray_sdk.core import xray_recorder
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document = xray_recorder.current_segment()
®E

from aws_xray_sdk.core import xray_recorder

document = xray_recorder.current_subsegment()

2. HRATEFHAERMNARE. BFEXIFAFEEMN put_annotation,

document.put_annotation("mykey", "my value");

LT ROIGAIAERAZE QMARE, BFERFHRENZHFERIEA putAnnotation,

document.putAnnotation("testkey.test", "my value");

A BE AT LAERR put_annotation /A xray_recorder A%, WA ZESIBRYMFOER L
FOER , RRITFFPE , NideFRD R LEWER,

xray_recorder.put_annotation("mykey", "my value");

FEIESEIRUB-BENNERIERED BN annotations WRH., ERAERBABMENRX
put_annotation HBZR—7BHF 0 R L ZEIERKNE,

EEREATREANIRMNIRE | iffannotation[key]ERERFFEH <BF,

£ X-Ray SDK for Python i2 &t i #E

/A Warning
E 201 X-Ray SDK for Python F R FHE BRI HEIN RIEN TBBEERM. XENREEF
54X JSON , F HFJgE2f SDK FRIZTRER, Wi, BREFMAEEXRNREN T
& , SAB B RE R AR

ERATBBEIERERELENHRHRSIUETERNT BRI FIERNER. THEETURFRS,
BF. HREHAFIEH JSON HRIHBENEAX R
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ICFR TR

1. M xray_recorder SRECY HFI 0 BRB T2 B 5 A,

from aws_xray_sdk.core import xray_recorder

document = xray_recorder.current_segment()

®E
from aws_xray_sdk.core import xray_recorder

document = xray_recorder.current_subsegment()

2. FAFAER. "RE. BF. THEIXNREARFHEGEZEFA put_metadata.

document.put_metadata("my key", "my value", "my namespace");

xE

HWANXEERMNERN put_metadata,

document.put_metadata("my key", "my value");

WA, BIETBAERAX put_metadata £/ xray_recorder A&, A ZERIBRYFOE LN
THE, MRRITFFOIE , WidFo R ENTHE.

xray_recorder.put_metadata("my key", "my value");

MRLEBEEDEZE , WA TESFFEA default, FAMEBRAAFBX put_metadata FF
BER—7BRIAFrBRLZANEERNE,

# A& T Python 9 X-Ray SDK F#&|FF IDs
BRERAA DA, SURBIAEERWAS. IDs
ZEiRFA/~ IDs

1. M xray_recorder 3KEX 4815 BRI A,
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from aws_xray_sdk.core import xray_recorder

document = xray_recorder.current_segment()

2. FRAXEERNAFNERSE D BAA setUser,

document.set_user("U12345");

B AR HERP M set_user MEENARFAHLEFREIULEZRAF ID,
EERAF ID BRI , BRuserfMERAXPEA XEF.

M &R 2 2 FTARSS 2R AR RY Web HESR

(® Note

X-Ray SDK/Daemon 4# @A — 2026 & 2 A 25 H , Amazon X-Ray SDKs/Daemon f§3#
AEPES | £iZEAT , X-Ray SDK # Daemon # %% Amazon FX PR F i RZ £ R,
AXZERBERNEZEE |, H5 X-Ray SDK H Daemon Support Bt FR, RIMNBVGE
¥3% OpenTelemetry, BXxITBEIMNE ZE R OpenTelemetry , IHS M X-Ray L2 1F B |
OpenTelemetry 188,

EF T Python B Amazon X-Ray SDK X #FX BB EL RSN AREF P IR EERBITRM. TR
SEETWMEERY , JUHEAEELHNEZEERTYRE Amazon , BB F RIEM R AIF.

ERFSHEUR-—HRENAEFES | LELTFZERRSHENEBENTHRENETNAREF MRS
NEEEEMRBEERES , Hl , RSHBXEHME. B3, RERSEY,  URBTEFE. JLFT
BAEARENNAREFSERRSHETRSH[HRGTR | BN ELEBFST NSRS AN
BEFMEEN—,

AHREART T MAEEFIFEIRSSE Amazon X-Ray FH# Web 48 ( £ Flask = Django )
FEZ#HTERN., NAREFN X-Ray @M AFEEEMBE THEA , M Amazon API Gateway E|&H
Amazon Lambda B , UREHNARF X HAEHBEA.

BT Python B9 X-Ray FA TE@X LT Python MARFEZSR :
« FLASK hxZ< 0.8 =& 5 R4
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« Django M7 1.0 LE SR

AHRALET —RROITRS BN ARFEEE Lambda , B API Gateway . A¥#EEH Zappa

B3NN AREFEE S Lambda HEE API Gateway i S
FoRFMH

» Zappa
« Python - fx#< 2.7 = 3.6,

 Amazon CLI

BENAERF,
* Pip

* Virtualenv

HR A AR R

FELHZERP , SFOIEZ—MEM virtualeny REN AR FHELIRR,
1. A Amazon CLI , AN AREFEIZE F. RETHREFAE .

mkdir serverless_application
cd serverless_application

2. BTR, £HBFFUE-—PEUHRR, BEANTHTEEEMRE.

# Create our virtual environment
virtualenv serverless_env

# Activate it
source serverless_env/bin/activate

3. ¥ X-Ray. Flask, Zappa MiEREZEZEHIFEH,

# Install X-Ray, Flask, Zappa, and Requests into your environment
pip install aws-xray-sdk flask zappa requests

WIS KK Amazon CLI & B E Amazon Web Services X3, 7 UK

EREHSP

4. FRARFRBFME serverless_application BFAH, FEXMIFH |, BRI TLAEE

Flash #9 Hello World =451,

KANTRS RN AEF
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£ serverless_application BERHSIER N my_app.py X #H. REFEHNXAREESRHM
DT, LNARFERN Requests E , 184 Flask AR EMY , HITHER '/

# Import the X-Ray modules

from aws_xray_sdk.ext.flask.middleware import XRayMiddleware
from aws_xray_sdk.core import patcher, xray_recorder

from flask import Flask

import requests

# Patch the requests module to enable automatic instrumentation
patcher.patch(('requests',))

app = Flask(__name__)

# Configure the X-Ray recorder to generate segments with our service name
xray_recorder.configure(service='My First Serverless App')

# Instrument the Flask application
XRayMiddleware(app, xray_recorder)

@app.route('/"')
def hello_world():

resp = requests.get("https://aws.amazon.com")
return 'Hello, World: %s' % resp.url

S 2 BIEHIHE— Zappa HHiE
LB | BN EA Zappa BIELE APl Gateway iR , AEZEZE| Lambda,

1. £ serverless_application B FEHMIL Zappa. EAREIF , BRIEATHRINRE , BER
MBHEEBHENEIREM , Zappa £ E REE A,

zappa init

What do you want to call this environment (default 'dev'): dev

What do you want to call your bucket? (default 'zappa-*******'): zappg-*******

It looks like this is a Flask application.
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What's the modular path to your app's function?

This will likely be something like 'your_module.app'.

We discovered: my_app.app

Where is your app's function? (default 'my_app.app'): my_app.app

Would you like to deploy this application globally? (default 'n') [y/n/
(p)rimary]: n

2. JBH X-Ray, #TFF zappa_settings.json XHHRIIEAMRE S RO

{
"dev": {
"app_function": "my_app.app",
"aws_region": "us-west-2",
"profile_name": "default",
"project_name": "serverless-exam",
"runtime": "python2.7",
"s3_bucket": "zappa-*rxFFrxAAN
}
}

3. f¥ "xray_tracing": true fENZE B FRMEIE B,

{
"dev": {
"app_function": "my_app.app",
"aws_region": "us-west-2",
"profile_name": "default",
"project_name": "serverless-exam",
"runtime": "python2.7",
"s3_bucket": "zappa-**x**xEkxAl
"xray_tracing": true
}
}

4. B NARF. X2HIEE API Gateway i R HFEM KD L& 3 Lambda,

zappa deploy

Deploying API Gateway..
Deployment complete!: https://********** aexecute-api.us-west-2.amazonaws

.com/dev

KANTRS RN AEF
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£ 3 : 7 API Gateway /8 F X-Ray BRER

FEUFRP | B 5 API Gateway EHI A # TR E LG A X-Ray BRER.

1. &3k Amazon Web Services BRI & HITIF APl Gateway 2 & & , Mk A https:/
console.aws.amazon.com/apigateway/,

KEFEKB APl, BRNIZELT serverless-exam-dev,

IEERH

IR EMRAIBI. BIAMENRN deve

FEBE/MREREDF L , £ EA X-Ray RERSIEE,

EEREFER.

ERRBPHEGHR, MREFERT 76l Hello World NARF , ENETATHA,

S S - S B e

"Hello, World: https://aws.amazon.com/"

S 4 ERCIERRER

EWISERS , £/ 5 X-Ray BHARE , LERTIINARFAEZNRE. AXRBESTVEFH
B BEREERSME,

1. &% Amazon Web Services B F|& FHEhttps://console.aws.amazon.com/xray/ZKHF F FF X-
Ray ##15,
2. && API Gateway, Lambda B H Lambda BEF4E K 25 B

3. 7 Lambda BT , EFEB N My First Serverless App TR, EREEHNREEN
https://aws.amazon.com B =N FE,

4. EABRICHIE , Lambda AIGEERSEK BN initialization WE=ZNF 0.
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Traces » Details
Timeline Raw data

Method Response Duration Age [[+]
GET 200 3.9 580 11.1 sec (2019-02-15 00:19:44 UTC) 150660530 e

Name Res.  Duration  Status  00ms Sooms 10 125 208 25 30 188

* serverless-exam-dev/dev ANE ApGatewiy Stge
servertoss-exam-dev/dev 200 33sec 1 7~ ox0cute-a545-wost 2 mazonaws. oo

Lambda 200 33sec InvokD: SOMVBriesS-exa-tev
~ serverloss-exam-dev AWS:Lamocs

serverdess-exam-dev 200 3.2 sec

* sorverlss-axam-dev AWS:Lambcs Function

serveriess-oxam-dov - 2.5 soc ] |
Initialization . 239 ms -} .
My First Sorvorloss App 200 177 ms -] I s et
httpssaws.amazen com 200  166ms -] Rarr
* https://aws.amazon.com (Clent Aesporss)
serverless-axam-dev 200 168 ms a ==
Service map

Enter a service name to find and select the node on map

&

Cliants

serverless-exam-dev/dey
ApiGateway::Stage

v, 265ma
1 tfmin

sanveriess-axam-day hitps:/faws.amazon.com

Lambda:Function remate

L

avg. 207ms
1 t/min

serverless-exam-dev
Lambda

BH5L R

ALK IETBERANTR , LBEEANKERR, ENAHEFTR RIS , Zappa thR TE RS
LRSS BREF &

ZEM Lambda, API Gateway H Amazon S3H#ikr N AR , FEI£EA Amazon CLINTLE B &
BT TGS,

zappa undeploy dev
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BRI Amazon BEFmHAEA X-Ray WEBATRN , A EHWRARFANESINEE, EEFMTHE
TRFZ 1T EIERD |, EEIE Amazon EH RS 35,
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A NET

® Note

X-Ray SDK/Daemon 43 B4 — 2026 § 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AEPES | £iZEA T , X-Ray SDK # Daemon # %% Amazon FX PR F#ERZ £ R,
AXXERBERNESZEEL |, H55 X-Ray SDK H Daemon Support Bt %, RINBVGE
¥ % OpenTelemetry, BXxIEBEIMNE ZEE OpenTelemetry , iHS M X-Ray V5T HE
OpenTelemetry 185,

BRMAETATRN NET NARRF , SUORFREREREE X-Ray

« Amazon iEFF OpenTelemetry NET K Distro — 2t —HFFREMN Amazon £1ThR , BTi@
i Distro for Collect Amazon o r Collector A% 4> Amazon &2 R A5 R ( 2REL S # ML 5 #
OpenSearch BR% ) ZIEMEXHIBIRFMIRER. CloudWatch Amazon X-Ray OpenTelemetry

- Amazon X-Ray AT .NET #J SDK — —4#F , ATEX X-Ray FHEFERBRFFHEREE
X'R 20

BXEZEER , EZH £ Amazon Distro for Hl X-Ray OpenTelemetry Z B #1T%# SDKs,

Amazon Distro for OpenTelemetry .NET

f&Bh Amazon Distro for OpenTelemetry .NET , TRRITREXN NARFHIT—IXEN , BNAFHEX
MY ISR A IR BR A IA B 2 Amazon W1E#ER G R , FE Amazon CloudWatch, Amazon X-Ray H
Amazon OpenSearch Service, ff X-Ray 53&HF OpenTelemetry # Amazon Distro BB & EAEE
MANEAH : FHAEEB S X-Ray —2E AR OpenTelemetry FF 4 TEGLU R EEB S X-Ray —REHAMN
Amazon Distro for OpenTelemetry Collector,

%2 ® Amazon Distro for OpenTelemetry NET 324 , T #& A1 &R,

AR IMAEFER T OpenTelemetry B9 Amazon Distro & Amazon X-Ray M EH 2 Amazon Web
Services RS —EEANEZELR |, HSH EA T OpenTelemetry B9 Amazon Distro 2% 2 F
OpenTelemetry B9 Amazon Distro 344,

EXEBEEXENEABRIHNEMEER |, B35 Github E# Amazon M 22,
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Amazon X-Ray &M F.NET By SDK

® Note

X-Ray SDK/Daemon 43 B4 — 2026 § 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AEPES | £iZEA T , X-Ray SDK # Daemon # %% Amazon FX PR F#ERZ £ R,
BXAIENERNESZELR |, H5H X-Ray SDK #l Daemon Support Bf B %, RMNBIGE
¥ % OpenTelemetry, BXxIEBEIMNE ZEE OpenTelemetry , iHS M X-Ray V5T B E
OpenTelemetry 125,

EA T .NET B9 X-Ray SDK 2 —1MAFRN C# .NET Web B FfERF. .NET Core Web NAREF
MNET % OBEBHE. Amazon LambdaT Rt A T4 R EREREIE H FH KA F X-Ray #HESFH
BFENERFZ. XEEXNABRFLENEZABTRNER | URNAREX T Amazon Web
Services BR%5. HTTP Web APIs #1 SQL HiEENFARANES.

(® Note

X-Ray SDK for .NET  —MNFIRUE ., #RATEASKFIZI A H7E github £ GitHub$2 3 R F I
EUiE3R, com/aws/aws-xray-sdk-dotnet

X TF Web NAERF , BEBEISARINESAEREFE Web BiERRERMEAER, HELEBEEFHFN
BIRFENERGE -0 BRAEREWNNTRIZS R, HORITFE , BUUEAFRIEIEF K
M EREEMMEDER , AR FOBRUABRETREAR. FRITEQESBIIERED RITANEA
BFsIRXNFE.

NTFHEIRNNARFBRSFHAR Lambda B# , Lambda 2 REVER BRA7 L H B 3 BRERRAEHY
BRo X TEAMEY , BB Lambda BB N REFMBEREAFER. TR , Lambda &
B BRI HHEMS X-Ray FRTEE,

(® Note
f£ Lambda £ , X-Ray F AT EGRWEN ., NREFTERBPERE , EHRSHSFAHES
E—"NATF Lambda RSB TR , AREA Lambda BBEH TR, TEXFMZAFLATESK
MEBRE , FFoBRAMNE Lambda iR EE D B, EZHAmazon Lambda A Amazon
X-RayTHREZEE.
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ETk , £/ X-Ray SDK for NET #&Il =T .NET & Amazon SDK & ix., SXHEFEHESEMN
& F w8 A T i Amazon Web Services BRS S ERAT , SDK BEF o BRHPIEFKAEXZFANE
. Amazon REMEERSHH RN ERERER ELERAITHET S, UEHEIRASMNEE LN
B IR F1 PR 1 [ B3

5% AT .NET B9 X-Ray SDK EH X HTTP Web APIs 1 SQL 35BN TRRARG®T T
B, GetResponseTraced #J System.Net.HttpWebRequest ¥ BT ERE/E H HTTP A, &
AI LA X-Ray SDK for .NET B SqlCommand iRZASRA& M SQL &ifl,

HEFFRER SDK fa , BHEEEICFKFFERAEREFRAENHITN. ERUMNEHRIZFEXN
RARRFLETWITERRNEE , BEELRERANKREEKETH , REASRINAERNRAERFH
SRERKRAFRIEGNESHEDINESR.

ERAXFRURNARFEEIBRNTBERAEN TFEHEWBES. TREMENEEXN , SHRXLE
BRENEHRSILATHESRARERS , UELEBRERISRBEHRFENRE, THERENRBIMER
€, HEATLUEREANNRAMEHA - 751t H JSON WE[FIE,

@ EBATHIE
IR KRR EHER X-Ray F & TEDFME S BHEEXE, RESTEREHRE , B
EEmERAR—RER. TRRERSHRE , ETER X-Ray 24 A% API FEE S BF
BE., £8F X-Ray BRI AABTUEE XLEKE,

HRBHPEERERNNEFFRN , —MERDPRALEREFIR , RUNEFEFRAENENEHE
NRE—NFOR. BANBIHEFREBAGESEEENFIERPREEBTDERANESH. BN
BIOHBREMARBBIREELNF IR , AR T ORNABENIR , MAREER D RNE
AEN

AKX SDKHIRMBENSEXH , FSRAUATAE !

- Amazon X-Ray i& i F.NET By SDK APl &&

« Amazon X-Ray & F.NET # SDK Core APl &

B—MNEFEE X NET #M .NET Core , BERANETRE., ZEZEHHRHE NET APl &K ,
BRIEIZFEHSETF .NET Core,
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=R

ER T .NET 9 X-Ray SDK EE.NET E4R 4.5 REShA LK SEAF .NET 89 Amazon SDK.

3 F .NET Core AR FMELL , SDK EZE NET Core 2.0 HE &R,
£ X-Ray SDK for .NET 7 INEI R AEF

AT NuGet F5EHF.NET #9 X-Ray SDK FinZIEH R ARRF D,
f£ Visual Studio FfEA NuGet BEEEZHEMA T .NET #9 X-Ray SDK

1. & “TE”, “P NuGet ackage Manager’, “BEE#R7T R NuGet 2",
2. {ERAWSXRayZZHl.
3. HRERKEFSNETE,

KK REE
A M Nuget 3k8 X-Ray SDK for .NET., EAEFIEEERELE SDK

Install-Package AWSXRayRecorder -Version 2.10.1

AWSXRayRecorder v2.10.1 NuGet BFSEELLTHEIN

.NET Framework 4.5

AWSXRayRecorder (2.10.1)

I

| -- AWSXRayRecorder.Core (>= 2.10.1)

|  |-- AWSSDK.Core (>= 3.3.25.1)

|

| -- AWSXRayRecorder.Handlers.AspNet (>= 2.7.3)
| | -- AWSXRayRecorder.Core (>= 2.10.1)

I

| -- AWSXRayRecorder.Handlers.AwsSdk (>= 2.8.3)
| | -- AWSXRayRecorder.Core (>= 2.10.1)

|
| -- AWSXRayRecorder.Handlers.EntityFramework (>= 1.1.1)
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| -- AWSXRayRecorder.Core (>= 2.10.1)
| -- EntityFramework (>= 6.2.0)

I

I

I

| -- AWSXRayRecorder.Handlers.SqlServer (>= 2.7.3)

| | -- AWSXRayRecorder.Core (>= 2.10.1)

I

| -- AWSXRayRecorder.Handlers.System.Net (>= 2.7.3)
| -- AWSXRayRecorder.Core (>= 2.10.1)

.NET Framework 2.0

AWSXRayRecorder (2.10.1)

I

| -- AWSXRayRecorder.Core (>= 2.10.1)

| |-- AWSSDK.Core (>= 3.3.25.1)
|-- Microsoft.AspNetCore.Http (>= 2.0.0)
| -- Microsoft.Extensions.Configuration (>= 2.0.0)
|-- System.Net.Http (>= 4.3.4)

-- AWSXRayRecorder.Handlers.AspNetCore (>= 2.7.3)
| -- AWSXRayRecorder.Core (>= 2.10.1)
|-- Microsoft.AspNetCore.Http.Extensions (>= 2.0.0)
| -- Microsoft.AspNetCore.Mvc.Abstractions (>= 2.0.0)

|

I

|

I

|

I

|

I

|

| -- AWSXRayRecorder.Handlers.AwsSdk (>= 2.8.3)
| | -- AWSXRayRecorder.Core (>= 2.10.1)
I
|
I
|
I
|
I
|
I
|

-- AWSXRayRecorder.Handlers.EntityFramework (>= 1.1.1)
| -- AWSXRayRecorder.Core (>= 2.10.1)
| -- Microsoft.EntityFrameworkCore.Relational (>= 3.1.0)

-- AWSXRayRecorder.Handlers.SqglServer (>= 2.7.3)
| -- AWSXRayRecorder.Core (>= 2.10.1)
| -- System.Data.SqlClient (>= 4.4.0)

-- AWSXRayRecorder.Handlers.System.Net (>= 2.7.3)
| -- AWSXRayRecorder.Core (>= 2.10.1)

BXREBIMEENFMESR , BSH Microsoft X T Nuget 4RBITIH Nuget 450 f# 47 #Y 34,
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BEEAT NET# X-Ray F X TESA

® Note

X-Ray SDK/Daemon 43 BH — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AEFER | FiZEXT , X-Ray SDK #l Daemon # %1 Amazon X R F R Z £ R,
AXXEFERBERNEZEEL |, HS5 X-Ray SDK H Daemon Support BB F, RIMNBVGE
%% OpenTelemetry, HXITIBENEZEE OpenTelemetry , FS R M X-Ray U E5TFHE|
OpenTelemetry 188,

BRI ETEBMHEAT NETH X-Ray FATEQ LEBENARFER LETHRSHMEXE
B, BRRMIARFETH , HERMNNA THERBFRIREAN

FF NET Web NARERF , EFHHARME appSettings XHH Web.config -

Example Web.config

<configuration>
<appSettings>
<add key="AWSXRayPlugins" value="EC2Plugin"/>
<add key="SamplingRuleManifest" value="sampling-rules.json"/>
</appSettings>
</configuration>

33F .NET Core , EEA BN appsettings.json WIMEFRARIER N XRay BIXH,

Example.NET appsettings.json

{
"XRay": {
"AWSXRayPlugins": "EC2Plugin",
"SamplingRuleManifest": "sampling-rules.json"
}
}

RE  ENARFREF , EREEXNRFFHEA THHEIL X-Ray IF8R. EHBEILIERKE BT
LEER 1R,
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Example.NET Core Program.cs it &858 &

using Amazon.XRay.Recorder.Core;

AWSXRayRecorder.InitializeInstance(configuration);

MRBEERN NET Core Web AR , MEEEEENEREFI , B A UGB EXN KL% E
UseXRay B &, X T Lambda B¥ , f£A LEMTRH InitializeInstance A&,

B NET Core Bt API WEZEE |, 555 docs.microsoft.com LHFELE ASP.NET Core R A2
Fo

Sections

- @4

o REAN

- BFEiEH (NET)

« B&Eig% ((NET Core)

- RETE

ke
ERBEHAIRNEXIEELNARFNRSHEE.
ik

« Amazon EC2 — EC2Plugin #ins:fl ID, " AKX CloudWatch HE4A.,
» Elastic Beanstalk - ElasticBeanstalkPlugin SR EZ R, MRARZFIE 1D,
« Amazon ECS — ECSPlugin A &ES ID,

EFAEN , HBEIAM AWSXRayPlugins REBEEEEA T .NET M X-Ray F X TEIEF ik, W
RZNEHRAREHNARR , BER—NMEEREEMAXEIRE |, BUES 5B,

Example Web.config - fE#

<configuration>
<appSettings>
<add key="AWSXRayPlugins" value="EC2Plugin,ElasticBeanstalkPlugin"/>
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</appSettings>
</configuration>

Example.NET Core appsettings.json &4

{
"XRay": {
"AWSXRayPlugins": "EC2Plugin,ElasticBeanstalkPlugin"

}
}

KA

% SDK A EIE X-Ray 6 & FE LK REANRBEZICEMNER. MIAANBRERSVHE—ME
R, URFERRERRIEE X-Ray WIRFHEMEMERNBED 2H, £ X-Ray 248 |2 E M
WHUEHEL A NARFIERNBIEER,

% SDK #IRE XWIFF A BEXAN, MRERESNHEELHNTE , N SDK XA % —FH
e

(® Note

IR SDK FiEi5A X-Ray RIREUEHAHN |, ©HRERNRINNALHAN | BISHE—NMER
UEEBANENFEEMBERNES2H. NRENTRABRRE , RELEEREET X-Ray T
BF APIs , FE&#Z Y SDK XK APl K TCP RIE |, N|RES K EXFE R o

&R LUK SDK BLE M JSON SAS NS RAFMN . £ X-Ray RERATAHMNERT , SDK A EAfERA
A MNERNZGD , LA AR ERAAR AN,

Example sampling-rules.json

{
"version": 2,
"rules": [
{

"description": "Player moves.",
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
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"fixed_target": 0,

"rate": 0.05
}

1,

"default": {
"fixed_target": 1,
"rate": 0.1

}

}

BRBIENLT —NEEXAUM—PERIAAN, BEXANRATS 2ENREER | X T /api/
move/ Z THBRERERERNBERBEFIR TR, MIAANPERHNE - MERUREMBERNED 2
Tt

EAMBE UANBRIUZ , BEBRBIERFNSNXRGMINAMFRE X-Ray RSEE, BEER
HEBEEZIY , EEERLRFEM , XESFEFCKNBEEXTBEME

/B Amazon Lambdafl , B LEEREHER, IRENEBBR VRS EA , Lambda i FE KR Z
RERENERNER. RERATEFIREFEAFEEEMBEEIRL , N Lambda & H EHRE,

EfREZHMAN , FERIMNEEERT NETH X-Ray FA T EE SamplingRuleManifest iREH
A INBCRERN

Example.NET Web.config - E&#1 1

<configuration>
<appSettings>
<add key="SamplingRuleManifest" value="sampling-rules.json"/>
</appSettings>
</configuration>

Example.NET Core appsettings.json 5N

{
"XRay": {
"SamplingRuleManifest": "sampling-rules.json"
}
}

BENEAARHN | EFEH LocalizedSamplingStrateqy WEIZREE, NREEE T HHOAN |
EHIBRZELE
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Example.NET global.asax - 23 5 N

var recorder = new AWSXRayRecorderBuilder().WithSamplingStrategy(new
LocalizedSamplingStrategy("samplingrules. json')).Build();
AWSXRayRecorder.InitializeInstance(recorder: recorder);

Example.NET Core Program.cs - Z<th & #11

var recorder = new AWSXRayRecorderBuilder().WithSamplingStrategy(new

LocalizedSamplingStrategy("sampling-rules.json")).Build();
AWSXRayRecorder.InitializeInstance(configuration,recorder);

BAI2F (NET)

EAT NETH X-Ray FATEGFERAS EAT NET 8 Amazon SDK tHEM BEIEFKEl, RE
CEGRNARFRENIZE EATF NET# Amazon SDK #HY , NE#ENEERERTFEATF.NET

#9 X-Ray SDK Hy%iH,

EREHEICE , BEEN aws HWEEZBD HNINEERM App.config XHEL Web. config X4

Example Web.config - B &id %

<configuration>

<configSections>
<section name="aws" type="Amazon.AWSSection, AWSSDK.Core"/>

</configSections>
<aws>
<logging logTo="Log4Net"/>
</aws>
</configuration>

BEXELZER , EF5H EHAT NET # Amazon SDK F A AR IEE FHEBENEAT NETH
Amazon SDK R HREF.

HZE12% (.NET Core)

EATF NETHW X-Ray FRTEGFEAS EAT NET B Amazon SDK #EH BHERIEFET, B
7 .NET Core MAREFEEAXRIZE , B HFETIZEL AWSXRayRecorder.RegisterLogger

Fiko
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Bign | BEEM logdnet , FOIRE IEFKBRMNEE XM, W HEXMXAHLE,

Example.NET Core log4net.config

<?xml version="1.0" encoding="utf-8" ?>
<log4net>
<appender name="FileAppender" type="log4net.Appender.FileAppender,log4net">
<file value="c:\logs\sdk-log.txt" />
<layout type="log4net.Layout.PatternLayout">
<conversionPattern value="%date [%thread] %level %logger - %message%newline" />
</layout>
</appender>
<logger name="Amazon">
<level value="DEBUG" />
<appender-ref ref="FileAppendex" />
</logger>
</log4net>

RE  tEEERAEEFREBPNARE,
Example.NET Core Program.cs - A &g

using log4net;
using Amazon.XRay.Recorder.Core;

class Program
{
private static ILog log;
static Program()
{
var logRepository = LogManager.GetRepository(Assembly.GetEntryAssembly());
XmlConfigurator.Configure(logRepository, new FileInfo("log4net.config"));
log = LogManager.GetlLogger(typeof(Program));
AWSXRayRecorder.RegisterLogger(LoggingOptions.Log4Net);
}
static void Main(string[] args)

{

BXEE logdnet WEZEE , 55 logging.apache.org LHIELE
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%R

A LERTETERBERNT .NET W X-Ray FATES, SDK XIFUTEE,
¢ AWS_XRAY_TRACING_NAME - REF AT E A THITHEBHREZEM. BELEIREE serviet iFikas
B 0 B in B R IR IR B M RS B Fho

« AWS_XRAY_DAEMON_ADDRESS - i& & X-Ray BT REF MM ENMEO. BRIAER
T , SDK EF A TIREREIE (UDP ) MXEH (TCP ) # 127.0.0.1:2000, MR ECIFHESTH
EFEENMATTEGEOREHEFTFREFES SN LET , IFEALKEE,

Format
« E—/Nw0O — address:port
« FREIMPIKA — tcp:address:port udp:address:port
« AWS_XRAY_CONTEXT_MISSING - i & RUNTIME_ERROR EZH ERM KRB AE D BRARITHH
BN T iERBENEIZARE,
BHE
« RUNTIME_ERROR— 5| KiZ{THI R &,
* LOG_ERROR— 2 FERIRHME ( BRI )
- IGNORE_ERROR— ZBE4RIR FHAREL,

NFERTFEFTERNSITHEIRNBHIELERFTLENRS  UREZHEHPEARNIH
EFPium , WA R EERKRD BRI T 7 EREXBER.

fEAEMA T NET B X-Ray F R TEBRMEA HTTP EXK

(@ Note

X-Ray SDK/Daemon 4# @A — 2026 & 2 A 25 H , Amazon X-Ray SDKs/Daemon f§3
AEPES | £iZERAT , X-Ray SDK # Daemon # %% Amazon X PR F i RZ £ R,
AXZERBERNEZELR |, HS X-Ray SDK H Daemon Support B £, RIMNBVGE
¥3% OpenTelemetry, BEXxITBEIMNE 258 OpenTelemetry , iIHS M X-Ray V1T B
OpenTelemetry X &5,
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B BAE A X-Ray SDK SRR R8BI #2 /7€ Amazon EC2 =% Amazon ECS # EC2 3= L1Rt#Y
Amazon Elastic Beanstalkf& A HTTP &K,

ERAEELEREFRNEAN HTTP ER. HEM X-Ray HELABERFANBINARRF , BF
T NET #9 X-Ray F R TEBRAFIREERCQUED R, o REE HTTP ERB TR, FF3EML
B, HtRNSEL SR ECIE T DR

(® Note

X F Amazon Lambda Bi%X , Lambda @ A BNEHEBERGE -2 K. S EAmazon
Lambda 1 Amazon X-Ray T EE ZE &,

BN REBE-NEN , BTERSREPHFRENEARF. AUBSHBEIR , halLUF SDK &
BANRBEEAABTRANVENIRANEH#THEBE. ITBEATREFRPNVABZNRIRHEITOH
AHEEMTEEMBENXS (Flm , WRENIRKXRHERN ) RARIAER,

© HEHER

MRABRDE R EM T EFFERERIENNARERF , X-Ray 2EHIFER X-Forwarded-
For #RXFME iR IP M3E IP BB IHHIR IP. BHTHRINERICEKE /U IP AL
&, BT NEE.

EREAERFEASEUATERN http BFERAIEMEABREUE-I5R

« HTTP A3% - GET, POST, PUT, DELETE &,

- BN - RXFEROZF I IP ik,

« RIS - ETARIERN HTTP MR,

o BFE - FrEARTE ( WRENERET ) ML R E ( REBBAT ) .
« AP - ERHH user-agent,

- REKE - IR FH content-length,

Sections
« BN/EAER (NET)
o BM4EAER (NET Core)
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- BRED BB R

¥ M4E AR (NET)

ERNBENNARFARSMIER , 57 global.asax X#4H Init FEREA
RegisterXRay.

Example global.asax - H B4 IBEF

using System.Web.Http;
using Amazon.XRay.Recorder.Handlers.AspNet;

namespace SampleEBWebApplication

{
public class MvcApplication : System.Web.HttpApplication
{
public override void Init()
{
base.Init();
AWSXRayASPNET.RegisterXRay(this, "MyApp");
}
}
}

M4 AR (NET Core)

BERNEHNNARFLENER , BERBZHERMN Configure FEFHEMEM P E 42 511E A
UseXRay k. EABBERT , X-Ray MiZ2HE—MEERNPEMLG , UREE—MEEEF
e B2 9 FR R 4

@ Note

5 F.NET Core 2.0 , MR AFEFHE UseExceptionHandler 5% , BHRE
UseExceptionHandler 52 EH A UseXRay LMBRIERTRE,

Example Startup.cs

<caption>.NET Core 2.1 and above</caption>

using Microsoft.AspNetCore.Builder;
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public void Configure(IApplicationBuilder app, IHostingEnvironment env)

{
app.UseXRay("MyApp");
// additional middleware

<caption>.NET Core 2.0</caption>

using Microsoft.AspNetCore.Builder;

public void Configure(IApplicationBuilder app, IHostingEnvironment env)

{
app.UseExceptionHandlex("/Exrox");

app.UseXRay("MyApp");
// additional middleware

UseXRay FERELKIFIIMEEN RERNE-INSH,

app.UseXRay("MyApp", configuration);

7 B A R

Amazon X-Ray FARSEMKIMRAEHNARSF , HEESENNARFEANEMNARER. BUE
FE APIs, AZBIBEM Amazon BIREX DK, % X-Ray SDK HEABRER DRI , 2 FNARE
FHRSEHRCREDBENENFER,

X-Ray SDK AIBLATE HTTP #ERARLHH hostname KRB DB T , Sbbrk A LAfhiE , @S BUR
SHEPEHAZR AN TR, AL SDK AT BEHENENFRLNBERMERBTE DR , BM
NEAEREE - NBRINER,

MRNARF NS MW ERREHRIRS , WAL SDK BE N EAZAGE REAED REMFRIR
HiX—Ro BIBWEREAT SOK FHENBATHEMBEXANER , FRRANEHERATAFEM
BB ER,

Bltn | ATEER —REARF AN REF =N FENERREERS , 2510
www.example.com, api.example.com fl static. example com, AJLAEAER
* . example.com WEIAGEREURGITETREHN FEHN DR , BSwE ERELER=/MR
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STR. MRNARFRIZTSEZBATEER hostname HER , BFLERSE EEREMLA
TR, UREEER ERE o

ENMEBERSBRERAR B , TENRICERLABREFNIEENARFEN , 1L —5 FT.
X582 FixedSegmentNamingStrategy ¥} ©1%%4 RegisterXRay FEMNMRME,

AWSXRayASPNET.RegisterXRay(this, new FixedSegmentNamingStrategy("MyApp"));

® Note
BRI LAEER AWS_XRAY_TRACING_NAME HhET EBZBRENRBHENLHERIARS B o

NAMBRBENL —NEVNBREENERXA —NME HTTP B RPN ENBSZER T LR E
FEANRIANE . BEHADBOR , iH82 DynamicSegmentNamingStrateqy H I E&i#ELA
RegisterXRay 5%,

AWSXRayASPNET.RegisterXRay(this, new DynamicSegmentNamingStrategy("MyApp",
"* example.com"));

FERER T .NET 8 X-Ray SD Amazon K i&#R SDK & F

@ Note
X-Ray SDK/Daemon 43 @& — 2026 § 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AEFER | F£iZEXT , X-Ray SDK #l Daemon #J %1 Amazon X PR F R Z £ A&,
AXXERBERNESZEELR |, H55 X-Ray SDK Hl Daemon Support BB %, RINBVGE
# 3% OpenTelemetry, HXITIBEWEZEE OpenTelemetry , FSEM X-Ray U E5TFZE|
OpenTelemetry 185,

HIEM N AREF A Amazon Web Services RS MR HIE. BABIRKEBAAT , X-Ray SDK
for NET 2 F 7 BRIRER THENER, EIXLRS (Fla0 , Amazon S3 F# = Amazon SQS RA
5l ) FIBERAYEIR Amazon Web Services RS M iR EIRE X-Ray BHANREHEEERTAT
iR

82 SEAT NET 89 Amazon SDK & RegisterXRayForAllServicesZ 8 , A LUEIS B
RENFFBEEF
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Example SampleController.cs-DynamoDB % i L&

using Amazon;

using Amazon.Util;

using Amazon.DynamoDBv2;

using Amazon.DynamoDBv2.DocumentModel;
using Amazon.XRay.Recorder.Core;

using Amazon.XRay.Recorder.Handlers.AwsSdk;

namespace SampleEBWebApplication.Controllers

{
public class SampleController : ApiController

{
AWSSDKHandler.RegisterXRayForAllServices();

private static readonly Lazy<AmazonDynamoDBClient> LazyDdbClient = new
Lazy<AmazonDynamoDBClient>(() =>
{

var client = new AmazonDynamoDBClient(EC2InstanceMetadata.Region ??
RegionEndpoint.USEastl);
return client;

1)

ERN-—ERSHNEFIRMADIES —LRFSWEF iR , BF1AA RegisterXRay mf =
RegisterXRayForAllServices., ERARSEFinE DN EHREREEHE RHXE,

AWSSDKHandler.RegisterXRay<IAmazonDynamoDB>()

NTBRS , #AILE X-Ray 2H &R EFAAN API BIE . X-Ray FRTEZaN—H5 RS
RESRNI DR, NERS R PRHEESHNE,

flan , HEALIRNE DynamoDB FFRim XK HIEAR , ¥ TFHXNRNIAR , FXITESXI/REN
WNEDBHR, EEFHAED , SIMREBRFHERETRI —MINTR , UREERENBIRNIAR
#) — % DynamoDB T &,

ExampleX} DynamoDB 3 1718 S R 77U B B F 5 B

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "DynamoDB",
"namespace": "

aws",
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"http": {
"response": {
"content_length": 60,
"status": 200

}

I

"aws": {
"table_name": "scorekeep-user",
"operation": "Updateltem",

"request_id": "UBQNSOS5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",

}
}

HEBREENF RN , XU TRSNEARASERS EERPLIBFANT L REEQIEER RN
A, ARSI TERT K.

« Amazon DynamoDB - ®&
« Amazon Simple Storage Service - FEFEMBE
« Amazon Simple Queue Service - BA % & i

FHERT NET W X-Ray FATEGREXN T HTTP Web RS #Y 18 A

® Note

X-Ray SDK/Daemon 43 B4 — 2026 § 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AEPEN | £iZEA T , X-Ray SDK # Daemon # %% Amazon FX R F#ERZ £ R,
BXAXENERNESZELR |, H5H X-Ray SDK #l Daemon Support Bf 8 £, RMNBIGE
¥ % OpenTelemetry, BXxIEBEIMNE ZE R OpenTelemetry , iHS M X-Ray V5T HE
OpenTelemetry {25,

UMM RAREFARMBRSHLE HTTP & APIs , B LMERAER F.NET B9 X-Ray SDK
#GetResponseTraced¥ BFESystem.Net . HttpWebRequest RN XLEFA |, HiFiZ API 4
AT BERSAMERSESD,

Example HttpWebRequest

using System.Net;
using Amazon.XRay.Recorder.Core;
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using Amazon.XRay.Recorder.Handlers.System.Net;

private void MakeHttpRequest()

{
HttpWebRequest request = (HttpWebRequest)WebRequest.Create("http://names.example.com/

api");
request.GetResponseTraced();

}
FNFFRLEA , B GetAsyncResponseTraced,

request.GetAsyncResponseTraced();

MBEEH system.net.http.httpclient , iHEMA HttpClientXRayTracingHandler £#
WEREFRIEFKFR.

Example HttpClient

using System.Net.Http;
using Amazon.XRay.Recorder.Core;

using Amazon.XRay.Recorder.Handlers.System.Net;

private void MakeHttpRequest()

{
var httpClient = new HttpClient(new HttpClientXRayTracingHandler(new

HttpClientHandlex()));
httpClient.GetAsync(URL);

}

EZR NI T Web API (W AET , EAT NET 8 X-Ray F X TEB&FERAEX HTTP B RFME A
HERIERTFOE. X-Ray FAFDEN AP £ KR 5 R,

Example T HTTP M 72 &
"id": "@04f72bel9cddc2a",

"start_time": 1484786387.131,
"end_time": 1484786387.501,

"name": "names.example.com",
"namespace": "remote",
"http": {

"request": {
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"method": "GET",

"url": "https://names.example.com/"
},
"response": {

"content_length": -1,

"status": 200

Example ™% HTTP 3 F B9 HE R 0 EX

"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@@4f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
},
"response": {
"content_length": -1,
"status": 200
}
1,

"inferred": true

FEHERT NET M X-Ray F A TESRE SQL i

(® Note

X-Ray SDK/Daemon 4# @H — 2026 £ 2 A 25 B , Amazon X-Ray SDKs/Daemon ¥
AP ER | FiZERX T , X-Ray SDK # Daemon B9 %% Amazon SR F R Z £ R,
EXXERBRNESZELR , B2 8 X-Ray SDK # Daemon Support Bt B FR, RMNBIGE
¥ % OpenTelemetry, BXITIBENWEZEE OpenTelemetry , FSRM X-Ray e FHE
OpenTelemetry {88,
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EAT NETH X-Ray FATEEH System.Data.SqlClient.SqlCommand 4T &
N TraceableSqlCommand BEEEERE |, BRI LLARNKE SqlCommand, &R LAER
TraceableSqlCommand %)%t SQL &%,

FERRZ MRS HERE SQL £
AR ROIERIMAIER TraceableSqlCommand KRS MFL B3R ER SQL Server &ifl,

Example Controller.cs - SQL &EFimMN ( 7% )

using Amazon;

using Amazon.Util;

using Amazon.XRay.Recorder.Core;

using Amazon.XRay.Recorder.Handlers.SqglServer;

private void QuerySql(int id)
{
var connectionString = ConfigurationManager.AppSettings["RDS_CONNECTION_STRING"];
using (var sglConnection = new SqglConnection(connectionString))
using (var sqlCommand = new TraceableSqlCommand("SELECT " + id, sqlConnection))
{
sqlCommand.Connection.Open();
sqlCommand.ExecuteNonQuery();

}

BAILAE A ExecuteReaderAsync FERSHITER,

Example Controller.cs - SQL EFimMN ( 7% )

using Amazon;

using Amazon.Util;

using Amazon.XRay.Recorder.Core;

using Amazon.XRay.Recorder.Handlers.SqglServer;
private void QuerySql(int id)

{

var connectionString = ConfigurationManager.AppSettings["RDS_CONNECTION_STRING"];
using (var sglConnection = new SqglConnection(connectionString))
using (var sqlCommand = new TraceableSqlCommand("SELECT " + id, sqlConnection))
{
await sqlCommand.ExecuteReaderAsync();

}
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}

INEEFT SQL Server #4THY SQL &£if

1’.3'&—IJJ\FFH SqlCommand.CommandText KYH#IR{ERN SQL B OIEN F 5 RN —
o SqlCommand.CommandText ERA F2E JSON FHFE sanitized_query. BIAERT ,
ﬁ?ﬁé%)ﬁ , LEIhEEAL FEARS

(@ Note
MRIBE SQL EWMFUBANFEALEHRAER , BT ERRAKEINEE,

ALBEY FHIFmAANE A SQL i :

- ENAEFEREBEES CollectSqlQueries BMHIRE N true,
« J§ TraceableSqlCommand EfIH# collectSqlQueries SHIRE N true LUREZEZHIHH

BWH.
B A2 CollectSqlQueries &%
LR RIS REETH NET 1 .NET Core JEH CollectSqlQueries Eit.
NET

£ NET RN AREFNERBEERN , X CollectSqlQueries BMIREN true , BHIENEN
App.config = Web.config X## appsettings , MEFI R,

Example App.config = Web.config - £/5/5 A SQL &M UE

<configuration>
<appSettings>
<add key="CollectSqlQueries" value="true">
</appSettings>
</configuration>

.NET Core

£ NET Core N AREFNEREBEERN , ¥ CollectSqlQueries BHIREN true , BHE
X-Ray B TEHEH appsettings.json X4 , MEFTR,
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Example appsettings.json- £/E M SQL EWHIKE

"XRay": {
"CollectSqlQueries":"true"

}

8 F1Z collectSqlQueries S

BAILATE TraceableSqlCommand EfIH4F collectSqlQueries ZHIREN true,
DA SR R iZSE B 1THY SQL Server B SQL ER AR, FHSHIREN false £AH
TraceableSqlCommand 3£ CollectSqlQuery Ih&gE.

(® Note

TraceableSqlCommand 354/ collectSqlQueries WEFIE & CollectSqlQueries
BENEBEEEPRERNE.

Example 45l Controller.cs - J3 SR fI#Y SQL EiRE

using Amazon;

using Amazon.Util;

using Amazon.XRay.Recorder.Core;

using Amazon.XRay.Recorder.Handlers.SqglServer;

private void QuerySql(int id)
{
var connectionString = ConfigurationManager.AppSettings["RDS_CONNECTION_STRING"];
using (var sqlConnection = new SqlConnection(connectionString))
using (var command = new TraceableSqlCommand("SELECT " + id, sqlConnection,
collectSqlQueries: true))
{
command.ExecuteNonQuery();
}
}
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BB 0 F 2 BR

(® Note

X-Ray SDK/Daemon 4# @A — 2026 £ 2 A 25 B , Amazon X-Ray SDKs/Daemon ¥¥3#
AP ER | FiZERXT , X-Ray SDK # Daemon B9 %% Amazon SR F R Z £ R,
EXXERBRNESZELR , B2 8 X-Ray SDK # Daemon Support Bt B FR, RMNBIGE
# % OpenTelemetry, BXITIBENWEZEE OpenTelemetry , FSRM X-Ray e FHE
OpenTelemetry {88,

FORANBREND BT BN TR ERRHEBRSMETKN TENFHAEE. BREACKRNNEF R
AT , X-Ray SDK EF D ERFIEFEKNES . EULGZEMTIERKRDAHM T IR , K
EEENRBERAERIMT , HERRIEFERMTHSE.

EEEB 79 , 5 BeginSubsegment # EndSubsegment 753k, £ try RBRW T2 ERFH
TEMES , A AddException BERE., 7 finally REBRFEA EndSubsegment BRE R
FoER,

Example Controller.cs — BE X F2 &

AWSXRayRecorder.Instance.BeginSubsegment("custom method");
try

{
DoWork();

}

catch (Exception e)

{
AWSXRayRecorder.Instance.AddException(e);

}
finally

{
AWSXRayRecorder.Instance.EndSubsegment();

}

HBEPBRIEHMFBRPUBFDEN , AT NETHW X-Ray FAITESFRAEAER ID Hidx
FF 54 Bt 8 F0 45 SR Bt jEl o

Example @& TTHIEN 72 &

"subsegments": [{
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"id": "6f1605cd8a0@7cb70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"

}
}I

£ X-Ray SDK for NET , R EBRMTHFERMNE 5 &

@ Note

X-Ray SDK/Daemon 43 @ H — 2026 € 2 A 25 H , Amazon X-Ray SDKs/Daemon {3
AgEPES | FiZEA T , X-Ray SDK 1 Daemon # %% Amazon FX R F#ERZ £ R,
BXRAXENEBRNESZELR , H3H X-Ray SDK #l Daemon Support Bf B8 F, RMNBIGE
%% OpenTelemetry, BXIEBENWEZE SR OpenTelemetry , ESHEM X-Ray UEFTEZE
OpenTelemetry 125,

AURAERMABFEICREER, MRINARFERNEMES . ATLURERMTHBIEFME X-
Ray F A TEQUBIBZN T RIECIENBE F7 Ko

ARRETERSR, BFEHIARENEBEN.,. REaNWEREH RS , LESHKEREA—EFEH, &
AARLEZEATHEHESHPNREHRHITOANBITEIERA GetTraceSummaries API B f5E B ¥R
i

ABERANEEFEMEXBRENE-EX , BENRMIIEK , BEERFIRS] , TESHERGRERX
—EBEHA, FAABBEEIREFHERRPEFRETEATERRENEMGHIE.

Sections

« ff/ X-Ray SDK for NET 2 F&E#

« ffM X-Ray SDK for .NET g &t

£/ X-Ray SDK for .NET i2FKE 8

ERIRICEERENHRH BRI URTERND RN T2 BRNER.
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X-Ray FHVATEERBREEEUTAR :

ERER

« B -X-Ray FRHNBEBRZALUEE 500 M FREFZFH. RTRIAR () 2/, TREAZHKH
F=

- B - X-Ray FBRWEZRZ A LLEE 1,000 4 Unicode F£F,
- ABRNHE - SMNRESRZAEA 50 £FER,

£ Amazon Lambda BEEz A F &£ R

1. 3RHX AWSXRayRecorder BISEHI,

using Amazon.XRay.Recorder.Core;

AWSXRayRecorder recorder = AWSXRayRecorder.Instance;

2. FEAZEFERMMARE, Int32, Int64, WHEERFEAFEEFA addAnnotation,

recorder.AddAnnotation("mykey", "my value");

LT ROIGAMAERASE KRB RE, BFERFHRENZHFFHRIEA putAnnotation,

document.putAnnotation("testkey.test", "my value");

£ Amazon Lambda BIE N 38 & H0E B

Lambda BRI 2 R+ 20 BRI H Lambda ES{THRIINEEE, MR EHE Lambda AR R DR F
DEORIER |, MATIRITUATIRE -

1. 7 Lambda B HSIE DRI T2 K.
2. FHEBNMED RS F9 K.
3. &£RITEBRHEFDER

TR RHERMMAE Lambda BB REERRMEF 08

#Create the subsegment
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AWSXRayRecorder.Instance.BeginSubsegment("custom method");
#Add an annotation
AWSXRayRecorder.Instance.AddAnnotation("My", "Annotation");

try
{
YourProcess(); #Your function
}
catch (Exception e)
{
AWSXRayRecorder.Instance.AddException(e);
}
finally #End the subsegment
{
AWSXRayRecorder.Instance.EndSubsegment();
}

X-Ray SDK xR UB-EXNWERXIEREDBEXEM annotations WRF., EAERRARAMRK
addAnnotation BENBER —2 BRI FoER LZEIEKNE,

EEHREAEHEEMNTRNEBE , Hannotation[key] ERAR P EH XBF,
£ X-Ray SDK for .NET 2 Xt iz

ERARBETIERAXRELTERHRSIATERERFEANDBERFITRNER. TREETUARZEH
B, BF. HREFAFILH JSON XN RFHAENEAEAI R,

ICFR TR

1. 3REX AWSXRayRecorder BISEHl , tEA T RIBRBIFFIR -

using Amazon.XRay.Recorder.Core;

AWSXRayRecorder recorder = AWSXRayRecorder.Instance;

2. HFAFHFEGEER, FHBEEMNRERAA AddMetadata , WA TRBRBIFTR :

recorder.AddMetadata("my namespace", "my key", "my value");

A LR ERBMEX KA AddMetadata B4 , WA TRBREIFRAR :

recorder.AddMetadata("my key", "my value");
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MREZBEEGAZRIMNE , X-Ray SDK F#E A default. FAMEBEREAMRIX AddMetadata
BREFEBEZER - 2RI TR ELZAEIERNE,

AR THYE 457



Amazon X-Ray FERARER

£ Ruby

® Note

X-Ray SDK/Daemon 43 BH — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AP ER | F£iZEXT , X-Ray SDK #l Daemon # %1 Amazon X R F R Z £ R,
AXXEFERBRNEZEEL |, HS5 X-Ray SDK Hl Daemon Support BB %, RIMNBVGE
%% OpenTelemetry, BXITIBENWEZEE OpenTelemetry , FS R M X-Ray U E5TFHE|
OpenTelemetry 188,

ARG ETATRN Ruby NARRF , LURFBREHIEARIEE X-Ray :

« Amazon Distro for OpenTelemetry Ruby — 12t —4HFFRER Amazon Z1ThR , A T8 Distro for
Collect Amazon o r Collector %4 Amazon ¥R AR ( BIFELE#FI S # OpenSearch Bk
%) REMEXWIERMBE, CloudWatch Amazon X-Ray OpenTelemetry

« Amazon X-Ray &M F Ruby # SDK — —4 & , AT & X-Ray SFHFEFERBRANERIEE
X- Ray,

BXEZEER , 55 £ Amazon Distro for Hl X-Ray OpenTelemetry Z [Bl#1T1%$F SDKs,

Amazon & F OpenTelemetry Ruby B9 Distro

f&Bh Amazon Distro for OpenTelemetry (ADOT) Ruby , TIf REX NARFHIT—XEN |, BENArE
MR IEFRFRERRIEEIZ A Amazon EIE#ERF R , D¥E Amazon CloudWatch, Amazon X-Ray Hl
Amazon OpenSearch Service, ff X-Ray 5 ADOT Bi&FAZEERMNAH : FHEB S X-Ray —i2
£ A’ OpenTelemetry ¥ X TEGLAKEA T OpenTelemetry By Amazon Distro W28,

#®Z fAmazons&@ | T OpenTelemetry Ruby B Distro 3X&4 , T #AIT40R,

BRUMMAFERTF OpenTelemetry 9 Amazon Distro 5 Amazon X-Ray F1E 2 Amazon Web
Services R —EFERANEZEL , 5 &/ T OpenTelemetry ) Amazon Distro = 2 T
OpenTelemetry 8 Amazon Distro {4,

EXEEXENEABINEMER , 54 Github L# Amazon M2,
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Amazon X-Ray & AT Ruby #J SDK

® Note

X-Ray SDK/Daemon 43 @& — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AEPES | £iZEA T , X-Ray SDK # Daemon # %% Amazon X PR F##RZ £ R,
AXXERBERNESZEEL |, FS5 X-Ray SDK Hl Daemon Support Bt %R, RINBVGE
# 3% OpenTelemetry, HXITIBEWEZEE OpenTelemetry , FS R M X-Ray U E5TFHE|
OpenTelemetry 185,

X-Ray SDK 2 —E A Ruby Web RIREFHE | ZERERA TARBREREHFEREE X-Ray #
BFHREFNRNGE. BRAFESFAEXNABRFLENEA HTTP BRNER , URNARFE
A Amazon SDK. HTTP &EFImsEFIEREF mN TiERSHTHEANGER . EETAFHE
7 BRAEERATHEHRNFIRNES,

&A LUBS S SDK A nE| gemfile 71217 bundle install kKT # SDK.

Example Gemfile
gem 'aws-sdk'

WMREMEMT Rails , 58 LA X-Ray SDK A AFRBERME AER, HRFE LI OIE -2,
HoBRITIR , BAMERAFRTESEFRNTEFEERMNE DR , AR F 5 RURET A
A, FRTEER2BHERESRITTNNARFSIANRE. XTI Rails NARF , BWAF
B2 K.

BTk , #£/A X-Ray SDK B L B 10 FEFRMBIKRERNE , MTARNE EAT Ruby BY Amazon
SDKHKY, HTTP 1 SQL &/ k. BHEFERHERMMNEF %8 A T# Amazon Web Services % =
BIRE , SDK HeEFORPICEKAEXZAAWEE., Amazon Web Services BRS B RS iR
WRBFREANTET SERERERE L |, LA BZIRSANERE LR EIRAER SR Z,

IR SDK & , BREBILRKERBAELEITRH. SRR NEARIERAERSITHNAREFL
ERRNVBIE  BYELREANRBELRKETH , RRICRBUENARERF BEPEERE SDK
MESHEDHER.

EFRAXRBERURNARFEEIBRMNTEEPAEN TENEMBES. TREMENREX , ESHhxE
RENEHNRSILATHERARES , MELEBRERISRERFENRE, THESENRBIMER
K, HEATLUEREBANRAEBA - =511t JSON WE[FEE,
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@ EBRNMTEHE
RN THEREMER X-Ray FR TEIRMEITERNERNE, REXEREHEIRE], KU
EEMARIN—EBER. THEREHRS , BATAER X-Ray 2H| A= APl £R%HE D BT
BE, BRT X-Ray RENRHEFMABAIAEETXLERRE.

HRBHPEERERNNEFF RN , —MERDPRALERETFIR , RNUNEFEFRAENENEHS
NE—NFOR. BAUNBIHEFREBAGESEEENFIBRPREEBTDEANESH, BAUN
BIORBBEARBRICIREENF DR , AR FORNIABENEIR  MARREERDERIAE
AEN

B>x SDK KM B ENSE X |, S Amazon X-Ray SDK for Ruby APl &,

ZR

X-Ray SDK FE Ruby 2.3 iESMA , FEEUTERE :

« &M T Ruby 89 Amazon SDK 3.0 R E & R4
 Rails lx7& 5.1 HE S RAS

BEEA T Ruby B X-Ray F AT ESE

(@ Note

X-Ray SDK/Daemon 4# @H — 2026 £ 2 A 25 B , Amazon X-Ray SDKs/Daemon ¥
AP ER | FiZERXT , X-Ray SDK # Daemon B9 %% Amazon SR F R Z £ A=,
BXxZEFHNERNEZEER , B2 X-Ray SDK #l Daemon Support B8 5, FAMEIGE
# % OpenTelemetry, BXITIBEWEZEE OpenTelemetry , FSHM X-Ray e TFHE
OpenTelemetry 125,

EHAT Ruby B X-Ray F X TETEFRMLBIEFI[/M. B XRay.recorder MK, EALERE
LRIERBUBAELNEA HTTP A GIE D BRE T iE 4,

Sections

- &Y
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< REHN

BEiEx

KD ICFREE

£/ Rails FtHYIC FeREE

HEZE

BRS 1AM
plugins AT iEREXEENAEFNERERFHNES.
ik

« Amazon EC2 - ec2 »WHnsE4l ID F e A X,
+ Elastic Beanstalk - elastic_beanstalk R FEE I, RAIFRZHEE ID,
« Amazon ECS — ecs ®INASE ID,

Segment - Scorekeep x
e —
Overview | Resources = Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-618c-170413_021009
Deployment ID 20
Environment name  scorekeep-cmh

EC2

Availability zone us-east-2¢
Instance 1D i-035583d15d1471728

EEARNG  FEESABLICERNEENRIPEERT,

Example main.rb - &4 ELE

my_plugins = %I[ec2 elastic_beanstalk]
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config = {
plugins: my_plugins,
name: 'my app',

}

XRay.recorder.configure(config)

R LUERTEEEREEICRSE , EXLETERBFRENE,

FRAIEQEERBEHRENREDR LN origin &, XRTFETENNAREN Amazon BiR
KR, HBFEASMNEGRN , BT AR TESFERAUATHEBNINFRBERIR : ElasticBeanstalk > EKS
> ECS > EC2,

RAEH

% SDK RS X-Ray 2414 R E X REANRBEZIIRHER. RUAANBESDHE 1 E
R, LRFFEBRELET X-Ray WRSHWEMLMBERGE S 2 H. 1 X-Ray 244 holE 20
NN EELHE M AEFERNRIEER.

% SDK BREXWIRFNABENLAN, MRFRESANBEAMPCE , N SDK XM HE—FM
e

(® Note

IR SDK FT3Ei5 A X-Ray RIREUEAHHN |, S RENRINNALHAN | BIESHE—NMER
UEEBANENFAEEMBERNES 2H. NRENTRABRRE , RE L EEREED X-Ray T
BF APIs , F& %Y SDK XY AP K TCP RIE |, NFeE& X EXFE R o

& LR SDK ELE M JSON SAS N REMN, £ X-Ray RERATANERT , SDK AJEAERA
A MNERNZD , BT AR ERAAR AN,

Example sampling-rules.json

{
"version": 2,
"rules": [
{
"description": "Player moves.",
"host": "*",
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"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,

"rate": 0.05
}

1,

"default": {
"fixed_target": 1,
"rate": 0.1

}

}

BRAIEXLT —PNEBEXRAUM—PIRIANAN, BEXANRAB D ZENRER , T /api/
move/ Z THREZRIERMNERKEF R TR, RIAANPEBHHE - MERUREMBERNES 2
o

EAMENXANBRIARZ , BIEBRHICRKFINENKFRILNATARH X-Ray RS EE. BEEE
HEEZEY , BEERROWRBFEM , XESEFCRNBEFEEXTBEME

EREZFOAN , FEARAKICERHFNEEN RPN NEEL —MEHF,

Example main.rb - & 3N E &

require 'aws-xray-sdk'
my_sampling_rules = {
version: 1,
default: {
fixed_target: 1,
rate: 0.1
}
}
config = {
sampling_rules: my_sampling_rules,
name: 'my app',
}

XRay.recorder.configure(config)

EERFHEXEAN  FE-NERNNHFRENRE , HERZXEHIRFNALHNARF .

Example config/sampling-rules.rb

my_sampling_rules = {
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FRARER

version: 1,

default: {
fixed_target: 1,
rate: 0.1

Example main.rb - 3Z 4 H B9 SEAEE RN

require 'aws-xray-sdk'
require 'config/sampling-rules.rb'

config = {
sampling_rules: my_sampling_rules,
name: 'my app',

}

XRay.recorder.configure(config)

EEARBAN , FEXEMANFEE LocalSampler,

Example main.rb - Z b1 U SR+

require 'aws-xray-sdk'
require 'aws-xray-sdk/sampling/local/sampler’

config = {
sampler: LocalSampler.new,
name: 'my app',

}

XRay.recorder.configure(config)

R LR E2 RIS HES , UBIUENAEERABREITRENRN

Example main.rb - Z£ A X #

require 'aws-xray-sdk'
config = {
sampling: false,
name: 'my app',
}

XRay.recorder.configure(config)

BE
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FRARER

BE&i%
BRUABERT , EFZREERBNEHHETE $stdout,

MieFeBEHKAENL BEIER,

Example main.rb - H& 12

require 'aws-xray-sdk'
config = {
logger: my_logger,
name: 'my app',
}

XRay.recorder.configure(config)

EA B EARLITRENRENRBE

HEFHERT DR, FRAEEBSRIABNEDNRE R T2 BRZRNFB,

REPHICRBHRE
HigiE

« context_missing-1&E& LOG_ERROR A % 7E
BENSIARE,

N ERURBZHESD

AE7E XRay.recorder # configure F &,

R ARITIFRIR T

- daemon_address - ®iE X-Ray #EFHEFMITIRN ENFMIKO,

« name - REF X TLESHTHITOBRHERFZER.
« naming_pattern - REFBERERXUFEATSH R,

* plugins - EABEMHICEKAERNAREFR Amazon BIRHEE.

« sampling REN false AJEAXH,

 sampling_rules - RETELRHEEANMNEH,

BRRD ETXRE

Example main.py -

require
config = {

'aws-xray-sdk'

context_missing: 'LOG_ERROR'

}

XRay.recorderx.configure(config)

BE
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£/ Rails BtV ICFREE

MRIEEAI R Rails 228 , WA £ app_root/initializers T Ruby X EE L FicxKEHN
%W, X-Ray FFRTEGX#EFX Rails EFAHEMEE R,

« active_record-i&ENRN true Tid3xk Active Record BIEES S+ 2 .

f£8 7 Rails.application.config.xray WE BN R E B0 HIRE.

Example config/initializers/aws_xray.rb

Rails.application.config.xray = {
name: 'my app',
patch: %I[net_http aws_sdk],
active_record: true

}

FEEE
IR LAMEATMEREREE Ruby By X-Ray FRTEE, FRTEGXFUTEE :

« AWS_XRAY_TRACING_NAME - iR& SDK AT #THBRHNRFSEH, BELERE serviet HiLRN D
Erin B R IRE /YIRS B o

« AWS_XRAY_DAEMON_ADDRESS - 1% {& X-Ray #EFFRFMTR[/MNENIR O, BRIABERT , F
RXIEGBLFEREHREAZE 127.0.0.1:2000, MIREECHHETPREFEE RN T AERK A
EHEBTVEFEE—ATHNLET, WEALKTE,

« AWS_XRAY_CONTEXT_MISSING - i& & RUNTIME_ERROR 27 £ ER MR EIRED ERAITIHF
F1ER FIERBIEREIXFE,

BME

« RUNTIME_ERROR— 3| R E{THRIRE.,

* LOG_ERROR— iR IR LR ( RN ) o
« IGNORE_ERROR— ZR&4EIR H4kEE

NFERTFEAERNEZTHEIRNBRELERFTLENRD , UREZHEEPFEARNZTH
EFPum , MATee R EERKR D BRI T2 REXER.

HEXEFZHENRBPRENE,
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f£ F X-Ray SDK for Ruby A 8] 4 IR ER {5 A& 3K

(® Note

X-Ray SDK/Daemon 4# @A — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥¥i#
AP ER | EiZERX T , X-Ray SDK # Daemon B9 %% Amazon X PR F#ERZ £ R,
AXAXENEBRNESZELR , HSH X-Ray SDK #l Daemon Support Bt &, RMNBIGE
¥ 3% OpenTelemetry, EXxEBEIMNE ZE R OpenTelemetry , iHS M X-Ray V51T H 2|
OpenTelemetry X &3,

IEALAE A X-Ray SDK KR ERI&# S A2 F1£ Amazon EC2 = Amazon ECS B EC2 k4 LR #H
Amazon Elastic Beanstalk{& A HTTP &K,

WMREFEANR Rails , EEM Rails REMFRAEA HTTP FR, EEFFEENNBIKLARERHE
B2 ERB AT , X-Ray SDK for Ruby @ N BN RFERCIE -0 R, HEMLN IRAEMDERK
NERRAN DB F OB, BREFIN S REEEX HTTP BRAMWUNER. LEESFEEFERNI
B, JTEMALE

BIMNOBRBE-NEN , ATERSREPIMAEHNEARRF, TUBSWHESR , B LU SDK &
BANRBEEAABERFWENIRANEH#THEARE. IDBEATREFRPNIAENRIRHITIH
AEHEBHTEEMAEXTS (Fln , MRENIRXZHERN ) NARIAE T

© BEMER

MRABDE R EM T ERFERERIENNARERF , X-Ray 2HIFER X-Forwarded-
For #RXFHVE i IP M3E IP BB SRR IP. BT HRIFERICEKAF /i IP 7L
&, RPN EE.

EEEXRERER , SDK EORPIZEMNFERERIEREITN,. MRIPREIEIREN x_forwarded_for
HZER true , MM HTTP iR X-Forwarded-For #rkIKRENE i IP,

HEAEASEATEEN http RABNMEABRUIB—ITE :

- HTTP J53 - GET, POST, PUT, DELETE %,
« B mMHE - RIZEROFFIRA IP i,
« WERIETB - BSEAKIE R HTTP MRS,
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Amazon X-Ray R A RIEE
o BFE - FREARTE ( RENERET ) ML R E ( REMBAT ) .

« AFPRE - BERHPMW user-agent,

- AAKE - W HH content-length,

£/ Rails 84
EFEAFEY , B~ gemfile BN EEFAER railtie.

Example Gemfile - rails

gem 'aws-xray-sdk', require: ['aws-xray-sdk/facets/rails/railtie']
EEATEY  SELFEREREERTERNARFNSHREBLRE.
Example config/initializers/aws_xray.rb

Rails.application.config.xray = {
name: 'my app'

F RN A

MREAKRFER Rails , BFHCEDR. BULURNENMEANBRUBXE , o LAEESIEMY
HTTP = Amazon SDK EFFinf| X E , AFZFJ[ARMF o EREHR LTI

# Start a segment
segment XRay.recorder.begin_segment 'my_service'
# Start a subsegment

subsegment = XRay.recorder.begin_subsegment 'outbound_call', namespace: 'remote'

# Add metadata or annotation here if necessary
my_annotations = {

ki: 'v1l',

k2: 1024
}

segment.annotations.update my_annotations

# Add metadata to default namespace
subsegment.metadatal[:k1] = 'v1'
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# Set user for the segment (subsegment is not supported)
segment.user = 'my_name'

# End segment/subsegment
XRay.recorder.end_subsegment
XRay.recorder.end_segment

e iE 7 B A & SR g

Amazon X-Ray FARSEMRINAZHNARERF , HEESZNNARFEANEMNARER. BUE
FE APIs, ZAZBBIBEM Amazon BIREX DK, % X-Ray SDK HEABRER DRI , 2 FNARE
FHRSEBMIERESBNAEMNFEH,

X-Ray SDK A BLFTE HTTP #ERARLHH hostname KRB 0 B T , SeFrk A LAhiE , 25 BUR
SHEPHAZRZANTT S, AL SDK AT BEHENENFLWBERMEBRBHE DR , BA
NIEABEBREE—NERIAER,

MRNARFNS MW ERREHRIRS , WAL SDK BE N EAZAG S REUAED REMFRIR
HX—R. BIBWEAREAT SOK HENBATHEMBEANER | FRFRANEHEATAHFEM
BRI ER,

Bl |, AR —RNARFANKEE =N FENBERREMRRS , 25158

www.example.com, api.example.com Hl static.example.com, BJLAERAIER
*.example.com IR E R VA TETREBHN FEHN SR , BFiwE LR ER=/1R
STHR. MRNARFREESEEZEATEER hostname BiER , BRALERSHE LFREEN
TR, UREEENEIRE R,

EXABERERSBRERAEREYN  BEEBICRFNEENABEFNEN , W /LT AR,

IR EREEL—NENENLEENHESXN—NE HTTP BRIV ENE S ZE TR EEA
MBINE. EISHEDIR , B config GHFEFIEERBER.

Example main.rb - 158 &

config = {
naming_pattern: '*mydomain*',
name: 'my app',

}

XRay.recorder.configure(config)
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BAMERNFERREEFAFZTS , HERVREEEZEENFR.

® Note
AT LAE A AWS_XRAY_TRACING_NAME EZ EBELERB P EXKBIARS B

&30 E LR T i 8 A

(@ Note

X-Ray SDK/Daemon 4# @A — 2026 & 2 A 25 H , Amazon X-Ray SDKs/Daemon f§3#
AEPER | F£iZEXT , X-Ray SDK #l Daemon # &1 Amazon X PR F R Z £ RI&,
AXXERBERNEZEER |, HS5 X-Ray SDK H Daemon Support Bt FR, RIMNBVGE
%%l OpenTelemetry, BXIEBEINWEZES OpenTelemetry , ESHEM X-Ray UEFTEHE
OpenTelemetry 185,

ERNVTHAA , BEAEAT Ruby ¥ X-Ray F X TEIBWNENNARFERANE. EAT Ruby
M X-Ray FF R TE B A LUEM AT B,

EHE
« net/http - &M HTTP EFif

+ aws-sdk— 1488 &M F Ruby Y Amazon SDK &F=,

MREFEHECBINNE , EATF Ruby W X-Ray FATEGTLRNFARGIEF D , HidFiERFm R
FRER, HMBIFATEGHEHHI XRay.recorder.begin_segment KiAMARM DR , LA
AR TETREF DR

EEANE | BEEEIELS X-Ray BRFNEENRFEEXLERE,

Example main.rb - {§%MNE

require 'aws-xray-sdk'

config = {
name: 'my app',
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patch: %I[net_http aws_sdk]
}

XRay.recorder.configure(config)

F &R T Ruby B9 X-Ray SD Amazon K i& ¥z SDK 3 F

® Note

X-Ray SDK/Daemon 43 B4 — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AEPES | £iZEAT , X-Ray SDK # Daemon # %% Amazon FX PR F##RZ £ R,
AXXERBERNESZEE |, H5 X-Ray SDK H Daemon Support BB, RINBVGE
#3%| OpenTelemetry, HXITIBENWEZEE OpenTelemetry , FSHEM X-Ray U E5TFZE|
OpenTelemetry {88,

LIRM R AR A Amazon Web Services RS A E#EIE. BARYIH K EBAHR , AT Ruby
Y X-Ruby By X-Ruby SDK 21277 BRIRER RV AA ., FEIXLMRS ( Fl20 , Amazon S3 FEMEE
Amazon SQS A% ) FiBERR &R Amazon Web Services BRSS i[RI #Y & IRIE X-Ray 24| & K IR ER
#hE £ R RA TN R

L R1E*baws -sdkERT |, AT Ruby B9 X-Ruby Amazon SDK £ B MFFE SDK BF ik, BT %
o[RSl 8

X TrARS , #ALE X-Ray Z2H & EZFAN APl W&, X-Ray FRTEZLN -5 KRS
HEEAMEDER , NERS R PRHEESHNE.

Bl , SEALEKRNE DynamoDB BEFm AR HIFAAN , ¥ TFHXNRNWAR , FRIESIXFRENR
AIE DB, EERFAED , BIMRERSZSHERERAI —MIHTR , UREERENBHRNEH
¥ —#% DynamoDB T &,

ExampleXf DynamoDB # 1T R REFHE N F 7 &

{
"id": "24756640c0d0978a",

"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "DynamoDB",
"namespace": "aws",
"http": {
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"response": {
"content_length": 60,
"status": 200

}

},

"aws": {
"table_name": "scorekeep-user",
"operation": "UpdateItem",

"request_id": "UBQNSO5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
}
}

ERBRIEENEREN , WATRFZFNEAASERS RSP CIETANT 2. LEERTBERRNE
A, ARFCETEAT R,

« Amazon DynamoDB - £&

« Amazon Simple Storage Service - FZEEMBE

« Amazon Simple Queue Service - BA 5l & F;

£ X-Ray FARTEBEKBENL FOE&

(® Note

X-Ray SDK/Daemon 4# @A — 2026 £ 2 A 25 B , Amazon X-Ray SDKs/Daemon ¥¥3#
AP ER | EiZERX T , X-Ray SDK #1 Daemon B %% Amazon SR F#ERZ £ R,
AXXENERNESZER , H3H X-Ray SDK # Daemon Support Bt &R, RMNBIGE
¥ 3% OpenTelemetry, BXxEBEIMNE 258 OpenTelemetry , iHS M X-Ray V5T B2
OpenTelemetry X283,

FORAUNBEN DB BRATEFEREEBRSMEZKN TENEFARFR. BAEAERUNEF ik

HITHAR , X-Ray SDK EF T ERFIERERNEE. EUNBEM T OERRSERMTFIE , K
EEFE MR EREMM , HRKISFERMTHIE,

EEB 9K, B begin_subsegment  end_subsegment 5%,

subsegment = XRay.recorder.begin_subsegment name: 'annotations', namespace: 'remote'
my_annotations = { id: 12345 }
subsegment.annotations.update my_annotations
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XRay.recordex.end_subsegment

ERNEHBOEFDER , AHFHBEAEX XRay.recorder.capture WA,

XRay.recorder.capture('name_for_subsegment') do |subsegment|
resp = myfunc() # myfunc is your function
subsegment.annotations.update k1: 'v1'
resp

end

UBEPBRREHEMTF ORI VNEF RN , X-Ray FATE @/ RIEERK ID HidcFZFF AR AL R
LT

Example @& TTHIEN 7 2 &

"subsegments": [{
"id": "6f1605cd8a0d7cb70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"
}
3,

£ A X-Ray SDK for Ruby , R ERM TIN5 ER

® Note

X-Ray SDK/Daemon 43 @A — 2026 § 2 A 25 H , Amazon X-Ray SDKs/Daemon ¥
AEPER | £iZEXT , X-Ray SDK #l Daemon # % 1 Amazon X PR F R Z £ R,
AXXERBERNESZEEL |, HS X-Ray SDK H Daemon Support Bt E %, RINBVGE
# %) OpenTelemetry, HXITIBEMNWEZEE OpenTelemetry , FS R M X-Ray U E5TFZE|
OpenTelemetry 185,

AURAERNTHEEREER. MEINABRFEXNEMEE, ATLCREERMTHERME X-
Ray F A TEQUBIBZN 7 RIECENBEX T2 Ko
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AREWTERNSR, BIFESIARENEEN, RESIIREHRS , MESERKIERER —EFER, £
AARECREATHEREFHESHPHNREHITOHENBIBERERFA GetTraceSummaries API B {8 FHY 5
o

THFERTUAEREMREENR-EXN , SENRAIIEK , BREREHRS] , TEEFEZFHARER
—RBEA. CARTKBECREFHERFTFEFCTEATERRERNEMGEHIE.

BRTERMABIE S , BETUES R EIEFEAS ID FHE. A IDs IEREXBRNEIRFER
B, FRBIZREIAERRER,

Sections

« {# X-Ray SDK for Ruby 12 &I #

« fff X-Ray SDK for Ruby 12 FZ st #iE

- EAER T Ruby IDs By X-Ray SDK | /A F

£ X-Ray SDK for Ruby id & #
EREREREXENHRERIURTERN B FHROES,
ERER

+ § - X-Ray TRIRESTUEE 500 MNERETFH. BT ARG (L) 25, FEELEAEHS
#e

- B - X-Ray FBWEZRZ A LLEE 1,000 4 Unicode F%F.
- ERNHBE - SIMBRERZAUEA 50 FER.
BB
1. M xray_recorder SRECY H 70 R T2 M5 A,
require 'aws-xray-sdk'
é;éument = XRay.recorder.current_segment

xE

require 'aws-xray-sdk'
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document = XRay.recorder.current_subsegment

2. AAWRAHER update,

my_annotations = { id: 12345 }
document.annotations.update my_annotations

LT REERINAIERAEZE A EREA update,

my_annotations = { testkey.test: 12345 }
document.annotations.update my_annotations

FEIESFERUBR-EXNWHERIEREDBRIXA annotations WHRA, FEHAERREARX
add_annotations NBEZR -2 BRI Fo R LEZEIEKNE,

EEREATREENIRMNIRE | ifFannotation[key]mERERFFEH <BF,
£ X-Ray SDK for Ruby id &t iiE

ERATHBEIERERELENHRHRSIUETRRIT BRI FTEROER. THREETURFRS,
BF. MARESAFIEH JSON N RFHBANE TR R,

ieRTHE
1. M xray_recorder JRECY H a0 BRH T2 M5 A,
require 'aws-xray-sdk'

document = XRay.recorder.current_segment
HE

require 'aws-xray-sdk'

document = XRay.recorder.current_subsegment

2. ERAFHEE, HRE. BF. FHEIANREARFHFEHEZHEAA netadata.

my_metadata = {
my_namespace: {

ERF TR 475



Amazon X-Ray

FRARER

key: 'value'
}
}

subsegment.metadata my_metadata
FEAMEERAAMK netadata HEZER — BN F o R L ZANERNE,
FHAERA T Ruby IDs B9 X-Ray SDK F &l
BRERADHPOAF , URBIZEEFERWAF. IDs

iBXAF IDs

1. M xray_recorder JREUX H 515 BREV S A,

require 'aws-xray-sdk'
document = XRay.recorder.current_segment

2. FABRENAPFRIRENREFERNAFHFRS ID,

segment.user = 'U12345'

BRI ERGISRPREMFUEENAREFTBAEERELAIEZEAF ID,
EERAF IDWRER , TREuserMEREXFEA XBF,

AR THYE

476



Amazon X-Ray

FRARER

X-Ray SDK #1 Daemon Support B8] &

T&R5IHT X-Ray # Daemon B B 8§ SDKs M %R 5.

SDK M#tRFHEF FHRAH “£RBH

B ER

EXNE NA 2026 £2 A 25 H
HEP R K 2026 £2 A 25 H TEHR

RHXE

T2 X #F X-Ray
SDKs #1 Daemons,
Amazon Rt I E4H
TMNEZLEENEMN
SDK MSFH R F R
K,

Amazon R & X-
Ray SDK #1 Daemon
RAX A T fRRE S
[B&, SDKs/Daemon
T RIREBIAITHEE
E,

RNEBEVUETHIATRNNBREFME Amazon X-Ray ZIXBEH OpenTelemetry R AR, Hx
EBEWEZER OpenTelemetry , EZFEM X-Ray {851 E# 2| OpenTelemetry {425
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M X-Ray 251 2| OpenTelemetry {485

(® Note

X-Ray SDK/Daemon ##@A — 2026 £ 2 A 25 H , Amazon X-Ray SDKs/Daemon fFi# A
$#ipER | FiZERXT , X-Ray SDK # Daemon #9& 8 Amazon FXRFHErRLZ2HB, &
AEXERERNWEZEE |, 525 X-Ray SDK Al Daemon Support B A K.

X-Ray IE7EidE ] OpenTelemetry (OTel) 0 H N A RERF AT MY E BN RHE. XM REEET
Amazon FEMTUREREK A EFRUETELH, EREFNEOARKRNBRE R , SURZ M4 AN
HMEZER, OpenTeIemetryT/JElLﬁ?%E'JF‘)‘i;TéFH , AILBTRRINRRIEIRER , @ Amazon AL

AgELEEES X- Ray KRNI RSE,

AENFRIERET B, #5817 7T EBE OpenTelemetryE THRARNEEMY |, UARIGER
A5 R B A AR PR AL R A AT LB 1 5 T Y SR ¥ DO B

BUCFH OpenTelemetry AERATRMNAREF AT R MEBRE R,
E&

+ IEfi# OpenTelemetry

« Tf&1E% OpenTelemetry =

o EBHR

+ M X-Ray Daemon E# %] Amazon CloudWatch RIBE; I EEF OpenTelemetry
+ ¥ | OpenTelemetry Java

« 83 OpenTelemetry Go

+ ¥ E| OpenTelemetry Node.js
+ E#% OpenTelemetry .NET

+ E# % OpenTelemetry Python
+ E# % OpenTelemetry Ruby

Ef## OpenTelemetry

OpenTelemetry & —MTAUFRERN TN HESR |, eRRE T A TREENBIENIRACHXANTE,
TRMHET —ME-WEEREN, £K. WEMSHENEE (FlMiErs. BEMBEREE ) .
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M X-Ray i# SDKs Zl&F OpenTelemetry , EfFIRBIA T 74 -

 HWREMERNERLN XFF

- WHEMEREES X

- B3NThEE

« RIBHRAE BRI

- S—-WEEENR. BEMRERBIEN S E

5 X-Ray SF##EF ML , WE OpenTelemetry S3 A BIRWRER XS H BFREMS T EZ LI,
OpenTelemetry 3% Amazon
Amazon JAE LT [RE RS T SRR = OpenTelemetry :
« Amazon K {ThR3EMA F OpenTelemetry
F OpenTelemetry BB4ER 2 Bt S H F X-Ray,

BXEZEER , 55 ®Amazon £17Hk. OpenTelemetry
+ CloudWatch S FARRFES

SHBENX OpenTelemetry IRERFIIEIR AL IR AR FZEITIRN.

BXEZEER |, BESHEMEA Application Signals,
« CloudWatch OTel i &

F A A A4 OpenTelemetry X 28HY HTTP OTel i =45 OpenTelemetry IR RS HE X-Rayo

BXREZEE , FSMAEA OTel BimT Ko

OpenTelemetry 5—i2{# /A Amazon CloudWatch

Amazon CloudWatch %% OpenTelemetry B3 & F im N A F T E M A4 Amazon CloudWatch
RS (HIMNARRES. RiR, B, ERNAE ) #ITRER, BXEZEE , B5H

OpenTelemetry,

OpenTelemetry % Amazon 479
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T f##1E % OpenTelemetry $i

TR X-Ray BIZBRE ZIE /1A OpenTelemetry EX 2. 7HRXLMHA G THFIERN X-Ray
X BREE N OpenTelemetry :

X-Ray #=
X-Ray 2588
RS

2B

TR

X-Ray REH N
X-Ray % &¥85
AR TR
B

X-Ray BRER £ T3
X-Ray BRiR £ T &4
X-Ray IR PR F
TEA

TEA

X-Ray #tEEFHEF

(® Note

B> OpenTelemetry IS EZER |, B

OpenTelemetry B2
IRERBR R A2 P F IR ERER
R 2R

(RS ) BE

( ERS=R ) BE
OpenTelemetry X8 ( AIEH )
BESHER (WEEX)
B

B4

BELTX

W3C BRER £ T30 f&4%
OpenTelemetry 137 K #%
BREALE

Baggage

OpenTelemetry Wi 3R

2 ®O0penTelemetry 344,

T f#i¥% OpenTelemetry #&

480


https://opentelemetry.io/docs

Amazon X-Ray FERARER
e ThBE

TRERTXFHIRFIIXZFNE. EAXLEEERBEIBIRPTEHRNEMEE

Ihas X-Ray #l OpenTelemetry X 88
BE# XH X
X-Ray ¥ s £ OTel javal.net/Go X #F

£ ADOT Java/ #%% %, NET/

Python/Node.js

X-Ray BRER £ T X (&% X X

R IFA N XE XE

DEOER XE= XE=

2 BT dE XH X

ERBAEFRN & Java PEXHE # OTel Java/ A%, NET/
Python/Node.js

£ ADOT Java/ AX#%, NET/
Python/Node.js

Fo eI RER 25 X

% & MBI R ER

BEREFORZRER OpenTelemetry , IREE—NRERF. B NBEEENARERFFHRICRERSREHRE
FRIRGIRIRER, X5E A X-Ray iIEFxREE X-Ray AKE X-Ray REFEFRIED BN F 0 BRAHFRE
Lo

(® Note
5 X-Ray Record OpenTelemetry er # Lt , Tracer Provider 12 7 & Z & BT,
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T BRI IR
HET#RTERGSMNEMRGFRR G , BT HBIEENSSIAT |, FI0RERBIE SN RE,

OpenTelemetry fEFEEE M AR D BRMF 0 BRKRWEREHE. SIMNEERTSUTAML

* Name

- fE—ID

- FFIRME Rt EE

- BRERE

- BELTX

- B (RBETHE)

- B (THRBEBHNES)
- ERHMEBEAERE

- REEE

- RBESIA

T E|8T OpenTelemetry , BHIEE 2 B HEMRN X-Ray 7RFFFT R, XHFEALUBRRENENE
CloudWatch AR ARIFAE,

EREERML

X-Ray SDK 2 7 Fi it @ 7 R M 1 7 RN INEAEN 5 0%

Annotations

AT iwEENERM R RS A REXN
TR
BERATERMFRHRSINERBENREN

ZRIAER T , OpenTelemetry BERB IR N X-Ray REBIEFHNTHE. EXNHHEREHGR
NER  EEFHBFME aws. xray.annotations BHEFRTF,

« B3 OpenTelemetry B2 EZE L , 5ZHEOpenTelemetry IRER

« B3x OpenTelemetry ¥3E i BR 5 B X-Ray BIEHFHEE , SR OpenTelemetry X-Ray ¥iE
&R L
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T SRRV IR IR A N B R

OpenTelemetry ff &R N B[ NERT X EBIEN BBV A RN THE. LABBEULRREREENTER
T, Bl , £FRENEHIFEHSSAETTLLE Amazon ECS &85 Amazon EC2 32l |, M A Mix £e504Kig
X R FE M EFE Amazon ECS 58 ARN 3 Amazon EC2 3£l ID,

« BXRXFNRRKRENEE , S HOpenTelemetry HIRIELAE
- BX X-Ray REHEHMEE |, HSHEE X-Ray SDK,

EEREREE

BREREXEBEIMEERRENBERFEMTRMBERPIKERE , HBEREERAR,
OpenTelemetry # X-Ray #X#FX#&# , BXMAERNEFRTRE,

(® Note
REDTF 100% HYERER AT AR AT A MERLA | FEIRHR S N AR F e B B UL

OpenTelemetry 2 7T 2R A BERHER , AT EIBATE KRR, SETTLUEHAELE SDKiE
S ELiE X-Remote Sampler , LAEEA X-Ray X#MN, OpenTelemetry

Sk B R EH b ##E K EE OpenTelemetry &

- ETREENRE - ERRAEMRERE A , BTEEXBEERNERE
« ETRE ID LRHRHF - >HEIRFEEG T LHEE

- BERE — FIREMNABA T OpenTelemetry W EE 2R HHI EE L

- BEXRERSR - MAXRFEONRECHREEE

BX X-Ray REHMNKESR , HSH X-Ray 25 & Y REFAN

B X OpenTelemetry BERENER , BN EEPRFLIESR
EERERLETX

X-Ray SDKs BEEXER ETX , AEEABERPXEMFXBEZRNRX FXR, OpenTelemetry f&£
AELWNERBEEEEEEENIEBEE, EEEBMIRLTXPEENEBREBE. 60, 34
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R ARFLERERACERSRERERKRRZERES , OpenTelemetry RS REEFMHE
OpenTelemetry E "X/ , MEEQIRFEEN , R FEREANE L TXHEIRAZERENERE
E.

BB LT X

X-Ray # HTTP #x3k#8 OpenTelemetry £/ HTTP $RAB RS A BRI LT, XERTTUEERETE
FR 55 4 BN Y BR ER R H 4 37 KA IR K

X-Ray SDK £ X-Ray RERFA B ERBREL T, H— M MRFAAS - MRS, RERAES
I RERZ B R FRAZMFR LTI

OpenTelemetry X#FA T £ T XA BHSRBERRLES , 23F -

- W3C BRER LT (#RIA)
* X-Ray RER#RK
- HithHEXER

(® Note

B LAELE OpenTelemetry N fE A — = Ziir@g. Hl0 , £/A X-Ray Propagator [0
¥ X-Ray BREEHY Amazon BR XX R LT3,

BLi& H £ A X-Ray Propagator /5 A5 Amazon RFHIVERER, X 1HE AT SUNERER £ 3R #EE] API
Gateway i S I H 3% X-Ray BRS

- BX X-Ray REEFEHVEE , B2 (X-Ray FRAREE) PHRERIRL
« X OpenTelemetry £ FX/ABHNEE. , 1S OpenTelemetry XAHEY £ 30 E T 3X4L %

{5 FA =R
X-Ray # X-Ray &8 OpenTelemetry 2t TETE , RAERAPHNRIEE KB Al @ N AR F A NERER,

X-Ray Rt 7T ZTEKRNINEE, XiLBEBE/LF A ERNARFRBNER TR MMEERN X-
Ray M IhEE, XL T EXIFSEMNE , HI1%0 Amazon SDK # HTTP % Fif , L& Spring Boot
Express.js EMEHELE,
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OpenTelemetry®f TEFEBE FEHALENRBERINECNELERNFANEE K AEHONRBER,

EWE OpenTelemetry's Library Instrumentations 2 & X 1F B K FE |, 17 OpenTelemetry JEMRAE
MR #HITEER. OpenTelemetry

S R ER B AR

X-Ray 3 OpenTelemetry £ AR R 5555 H R ERHIE,
X-Ray BRES H

X-Ray SDKs £ & 5188 K Ix PUuB 547E -

« o BRMFOBRRIEE X-Ray BESFHER
- £/ UDP EBI3EFEE I/0
« 7 SDK HERINEE

OpenTelemetry BERS H

OpenTelemetry £ AIELE /Y Span 5 i 88 KX BREREIE -

- {# /3 http/protobuf = grpc X
- NEBEESHE A OpenTelemetry W& R CloudWatch I 15 2249 ik =
- IFEENSHEREE

L3 M ¥ R R ER BN R
X-Ray M & OpenTelemetry {2t A T1#EUL. BN K IRERBIBNHL A,
X-Ray BRER4LEE

X-Ray HESFHEFATRERLE

- TR B X-Ray B9 UDP #i& SDKs
o HAEBHEMFDE
o FEHIX L1 E X-Ray BRS
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OpenTelemetry IR BR4LEE

OpenTelemetry U588 51 38 BRERAL 32 -

« BEWKR B ERN MRS BV IR BRI
o REHMER (W ) BREHE
« FEEHNBRERERERERERER , 25 X-Ray

@ Note

Amazon CloudWatch R IB& A] LAZ UK OpenTelemetry SRERHIFH K% F| X-Ray, BEXEZE
B, BZHAEAREERMERE OpenTelemetry,

EEAE ( OpenTelemetry4SEBLE )
OpenTelemetry E B EAEEECIEBEENNEH# TSR
o X AIE T AT IRENAME s E

- BHREBEEAENEENEE

17Z ( OpenTelemetry$& EH = )

OpenTelemetry 1T Z I EE R R 2 B ETIE

« XEFERKEETXELEZRESHE
- NTERSULAEEBENARFRENEEREA

Bx OpenTelemetry IWERMWEER , 3 M OpenTelemetry W52

Bx X-Ray BLatER , B5H (X-Ray FRARIERE) HH X-Ray #=

ATERTEBARENABER, UTRUNFREBESNEAESTUR X-Ray RETFHEFNIRS
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/A Important
EM X-Ray B8 £1E#E| OpenTelemetry {428 , BEE .

1. A OpenTelemetry fi#R75 ZEE X-Ray SDK By

2. ¥ X-Ray SFHEFE# N CloudWatch KB OpenTelemetry 52T ( fEA X-Ray S H
& )

| OpenTelemetry Go

] OpenTelemetry Node.js

| OpenTelemetry .NET

| OpenTelemetry Python

| OpenTelemetry Ruby

XTI RTEY M IE B9 B 72 BV 2 I
HFFOMAGHNARE | BUEAN TR RERARFHEARE

Instrumentation

* OpenTelemetry SDKs

« Amazon X 88{X Tk K 1T OpenTelemetry hix
BEWRE

« OpenTelemetry Y=

« CloudWatch X A

T8 3 OpenTelemetry & FERMFRRFEIT , BH CloudWatch A RIETE, MR AT LE
CloudWatch #2#| &8 Traces M Trace Map REF UAMERAEFTENIERT , EEL X- Ray ©&R
IEHYIRER IR APIso

R ER 1 18 BB X

IBREEHIRE S X-Ray OpenTelemetry i &
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X-Ray # OpenTelemetry i BRI L&
Thae X-Ray SDK OpenTelemetry
RIAEE « X-Ray EHFRH#* - NiRERS HF OpenTelem
. X-Ray BE T x£1E etry &SR CloudWatch
. BBESHE XRay T oo (MPGRPC)
2 - W3C BRERE T &%
FHliE o ZRith SEAEF N « X-Ray X# ( e~ EAT

- BREMIES RS )
- BRI
+ X-Ray BER b T30 f£9%

FERQ M B X

FHFEHNARE , £H OpenTelemetry FE T EE Amazon SDK, HTTP &Fi%

X-Ray ET B, X&4% MK OpenTelemetry iR =2 X-Ray #hif,

(® Note
RBERRESNEMR. BEXFAGR , FERESBENIBER,

Lambda ¥ 354 | 88 X
= OpenTelemetry £ Lambda ¥ FER , FEBUTREETZ— :

1. £EA B3N Lambda fZ :
( #% ) FATF Amazon Lambda Z OpenTelemetry

® Note

EMNFERRE , iHiRE Lambda FRELTE
OTEL_Amazon_APPLICATION_SIGNALS_ENABLED=false,

« Amazon & F ADOT WY& Lambda &

. Web EZRMEAbEERY

RN E R
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FRARER

2. FHiRER OpenTelemetry Y Lambda BI¥ :
- £/ X-Ray UDP BESHEFEER LEELERR
+ i& & X-Ray Lambda £ 1&85

Foh 0 B IR ERENIE
f X-Ray 20 B2 FF 7 BRE# v OpenTelemetry Span :

« fER OpenTelemetry 5| Sl 2 EE
- MBEARNEMY (FEBT X-Ray T#HEFEMIER)

/A Important
KiEF) X-Ray B :

- REB[EEFHRIRN X-Ray 7B
- HtbBERHN X-Ray FO K
« MIABRT , BESERN THIE

EEMRRNIR , EEFEBRME aws. xray.annotations BHFERB, BEXEZELR | B

ZRERBEEYX X-Ray &,

M X-Ray Daemon E# E| Amazon CloudWatch {2k U £ 25

OpenTelemetry

O] LAE A CloudWatch L2 OpenTelemetry SRESRNEB NN N AR FZRREFNEREE

X-Ray,

(® Note

CloudWatch fXE R 1.300025.0 R ESMRA AT AKRERER, OpenTelemetry £/

CloudWatch {XE X X-Ray Daemon AR B EEENREHE, EXEZEER , EZH

£/ CloudWatch KIBWERIF, BEFIBER,

FohoIZRERHIE
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Sections

e 1£ Amazon EC2 LA RGeS LIER
 1£ Amazon ECS £F#

- 1£ Elastic Beanstalk Ei¥#

£ Amazon EC2 LA fR%Z s LT

/A Important
EE A CloudWatch {RE =, OpenTelemetry WNEEES 2 81 , iE1F 1L X-Ray Daemon # & , LAB
IESs 2R,

WA/ X-Ray HEETFHFEFRE

ZRARTIERF

BHFIEAMN X-Ray EEFHFEFRBEUTER —HAEAREMN
FHRER

M X-Ray #2FH2F Amazon S3 7F# W T 8 IHE 1T T
Ba &
BAEGIY , FRALHMAREHBRTHER
#!/bin/bash
curl https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-
xray-daemon-3.x.rpm \

-0 /home/ec2-user/xray.rpm
yum install -y /home/ec2-user/xray.rpm

BYRIERAN X-Ray #RTFHFEFRESATE-—FAEEMN :
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Examplef# F B & X4

./xray -c ~/xray-daemon.yaml

EITHETFER

BLBEARN X-Ray #HEFFERFREIUT BN :
~/xray-daemon$ ./xray -o -n us-east-1

il BRIt R P RR
EM Amazon EC2 £l Bk X-Ray BESFHERF , BHRITUUTRE
1. FLHBTHREFRS :

systemctl stop xray

2. THIBREC & XA

m ~/path/to/xray-daemon.yaml

3. MREEE , BMERBEXH :

(® Note
ABEXH N BEURATENEE
- HH{TEE : /var/log/xray-daemon.log
« BEXH : ©E LogPath i&E&

% B CloudWatch &
BREE

BRREGA  FSRELBARSS S £ L3 CloudWatch £,

BLERE

1. BIBEREXH U ARERKE, EXEZEE , 2R E6IE CloudWatch K EE B 4,

1£ Amazon EC2 L E A RE 5 LIXH
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AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-commandline-fleet.html#install-CloudWatch-Agent-iam_user-first
AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file.html

Amazon X-Ray FRARER
2. ®E 1AM R :

- RREHM IAM BEHIEERIL. BXEZER , BZHAKRE IAM A6,

- BRABREITE xray:PutTraceSegments R,

SRS

BXBHNREMIGE , ESHEERABSITESN CloudWatch X,

®E OpenTelemetry W8S

TRINEERR

TEHZEERATENRERSH OpenTelemetry LS, BXULHA , BSRATEWERS.
BB U EERR

FEWRERFEEUN AN

- awsproxy I BEEF

X-Ray X¥FTE
« OTel #Ukz%

MBI R TR 7 SR R BRI
« X-Ray S HEF

FFEREREIE X xE X-Ray

Example R &£ 25 fi & =il — otel-collector-config .yaml

extensions:
AwSproxy:
endpoint: 127.0.0.1:2000
health_check:

receivers:
otlp:
protocols:
grpc:
endpoint: 127.0.0.1:4317
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AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-commandline-fleet.html#install-CloudWatch-Agent-iam_permissions-first
AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-commandline-fleet.html#start-CloudWatch-Agent-EC2-commands-fleet
https://opentelemetry.io/docs/collector/installation/
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http:
endpoint: 127.0.0.1:4318

processors:
batch:

exporters:
awsxray:
region: 'us-east-1'
service:
pipelines:
traces:
receivers: [otlp]

exporters: [awsxray]
extensions: [awsproxy, health_check]

/A Important
fEfxray:PutTraceSegmentstX fRELE Amazon Eif, BEXEZER , BSHEEEIL,

B W ER
£ AR E B XTI RS -

otelcol --config=otel-collector-config.yaml

£ Amazon ECS t£iF#

/A Important

BNES AL REEEERNEMKRERSN xray:PutTraceSegments R,
£ [8— A E£4H LiE1T CloudWatch K5, OpenTelemetry INEEI AT 281 , BELLEMANEN
X-Ray Daemon &28 , BABy Lm0 # 2R,

A CloudWatch ¥

1. M Amazon ECR /2 FFBR{53 %5 1E3REX Docker BRK,
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sdk-for-go/v1/developer-guide/configuring-sdk.html#specifying-credentials
https://gallery.ecr.aws/cloudwatch-agent/cloudwatch-agent
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2.

3.

B —NE AN cw-agent-otel.json WEEXH :

{
"traces": {
"traces_collected": {
"xray": {
"tcp_proxy": {
"bind_address": "0.0.0.0:2000"
}
.
"otlp": {
"grpc_endpoint": "0.0.0.0:4317",
"http_endpoint": "0.0.0.0:4318"
}
}
}
}

B EFMETE Systems Manager Parameter Store A :

1. TFF https://console.aws.amazon.com/systems-manager/
2. BEVNESH
3. WALTAE :

- B /ecs/cwagent/otel-config

- B nkE

- KB . FHH

o BIERA . XK

- 1B : [} cw-agent-otel .json B & X5k E tkAb)
EAFAMZEXBESEN :

EENESFENYF , BEBURTEEANBRMER, HRABKMEMIAERX | TEEWEKIA VPC
FER., EFEMSEH | REBOTEL_EXPORTER_OTLP_TRACES_ENDPOINTIMMEZEBUAL IR

S OpenTelemetry DK CloudWatch XEHm K fMim 0. SEMNZIE—MMNEAEFRRE
Collector BEaRVEEHE , SUENIRIRM B AR FFH OpenTelemetry SDK &% % Collector &85

Example CloudWatch {REESE X

{

"containerDefinitions": [
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{
"name": "cwagent",
"image": "public.ecr.aws/cloudwatch-agent/cloudwatch-agent:latest",
"portMappings": [
{
"containerPort": 4318,
"hostPort": 4318,
"protocol": "tcp"
},
{
"containerPort": 4317,
"hostPort": 4317,
"protocol": "tcp"
I
{
"containerPort": 2000,
"hostPort": 2000,
"protocol": "tcp"
}
1,
"secrets": [
{
"name": "CW_CONFIG_CONTENT",
"valueFrom": "/ecs/cwagent/otel-config"
}
]
},
{
"name": "application",
"image": "APPLICATION_IMAGE",
"links": ["cwagent"],
"environment": [
{
"name": "OTEL_EXPORTER_OTLP_TRACES_ENDPOINT",
"value": "http://cwagent:4318/vl1/traces"
}
]
}
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EXEZEER , i5ZHE Amazon ECS £ZB2 CloudWatch I LAY E Amazon ECS £/ Amazon
EC2 =64 B 3EFR,

/8 OpenTelemetry W5 25

1. M Docker Hub 3REX Docker BRf& otel/opentelemetry-collector-contrib,

2. EA 5 Amazon EC2 BLE & =REF 7 HEIRNA B IEE N otel-collector-config.yaml KYEL
BEXH  BEEHR/UUUEAR0.0.0.0 MFRE 127.0.0.1,

3. E7& Amazon ECS FERLLEE , & A LAUfFEL EF#E Systems Manager Parameter Store 1, B
% , BifE Systems Manager Parameter Store ##1& , RAGEZRVUEFHSH. AIBITEUTEEN
i

« A% : lecs/otel/config ( WEERSMES E X PRSI ALER)
- B R
- KB . FHEH
o BERE XK
« {B : [f¥ otel-collector-config .yaml B¢ & % B kb 4b]
4. DFFEMEER N H] , IZEEZBE OpenTelemetry WESTHES E Lo
EESEXH , EEFRTEERANBEMEN, HNBENERMIAMER , JEELENEKIN VPC F
EA. EFEMSEH  REOTEL_EXPORTER_OTLP_TRACES_ENDPOINTIMEZEEBUEIF S

OpenTelemetry DK OpenTelemetry &2 im S MmO, BENZE—MNEAEFBEE
Collector BEaRVEEHE , SUENIRERM B AR FFH OpenTelemetry SDK &% % Collector B25.

Example OpenTelemetry WSS FSE X

{
"containerDefinitions": [
{
"name": "otel-collector",
"image": "otel/opentelemetry-collector-contrib",
"portMappings": [
{

"containerPort": 2000,
"hostPort": 2000
},
{
"containerPort": 4317,
"hostPort": 4317
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},
{
"containerPort": 4318,
"hostPort": 4318
}
1,
"command": [
"--config",
"env:SSM_CONFIG"
1,
"secrets": [
{
"name": "SSM_CONFIG",
"valueFrom": "/ecs/otel/config"
}
]
},
{
"name": "application",
"image": "APPLICATION_IMAGE",
"links": ["otel-collector"],
"environment": [
{
"name": "OTEL_EXPORTER_OTLP_TRACES_ENDPOINT",
"value": "http://otel-collector:4318/vl/traces"
}
]
}

1£ Elastic Beanstalk £iF#

/A Important
£ £ CloudWatch XE 2 Bif% 1k X-Ray Daemon 372 , LABh LU O )H28,

BIAEMN X-Ray #EEFHFREFERRET Elastic Beanstalk 4|4 AN , RERBEIENARFR

REPEARENHEE X-Ray HEFHFEFERAN,

1£ Elastic Beanstalk £i¥#
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A CloudWatch ¥

£ Amazon Linux 2 £& £ , A . ebextensionsfi i@ XA B & CloudWatch X :

1. EEREFRHBIE—NEHN .ebextensions WEF
2. £ .ebextensions BFRHAIE—NMNEEUTHEN AN cloudwatch.config K4 :

files:
"/opt/aws/amazon-cloudwatch-agent/etc/config.json":
mode: "Q644"

owner: root
group: root
content: |
{
"traces": {
"traces_collected": {
"otlp": {
"grpc_endpoint": "12.0.0.1:4317",
"http_endpoint": "12.0.0.1:4318"
}
}
}
}

container_commands:
start_agent:

command: /opt/aws/amazon-cloudwatch-agent/bin/amazon-cloudwatch-agent-ctl -a
append-config -c file:/opt/aws/amazon-cloudwatch-agent/etc/config.json -s

3. EEPERTYE .ebextensions BRAEENARFRBELHEH

£ < Elastic Beanstalk EEX 4N EZER , FSHFEHEEYHSNERAEHE L,

T F OpenTelemetry Java

AT REH XM X-Ray SDK F#Z| Java M AEFH OpenTelemetry SDK HI1ES,

Sections

- EREEPIRNBRS F

- £/ SDK W F RN FRS =

- IRER{EARIER (Spring RN )
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elasticbeanstalk/latest/dg/ebextensions.html

Amazon X-Ray A& AR
« Amazon H#-F R I ET v2 @l

- RAEHE HTTP B A

« NEMERNLN R

- FOIEREREE

« Lambda &

EZEREEIRNBERE R
With X-Ray Java agent

EF A X-Ray Java R , FEEERANARFH VM S,

-javaagent:/path-to-disco/disco-java-agent.jar=pluginPath=/path-to-disco/disco-
plugins

With OpenTelemetry-based Java agent
£ OpenTelemetry®E T Java BRI,

- {£/A Amazon Distro for OpenTelemetry (ADOT) Auto-Instrumention Java XA ADOT Java
RE#HTEHIRN. EXEZELR , BSRAEA Java RESSIN RERBUEA SRR B3,
WMRERBIRER , 5% A OTEL_METRICS_EXPORTER=none EEZE , M\ Java RES Hi5
¥Ro

( ATk ) BIE T LAERE R ADOT Java BHai{XEE B RN N A F S A CloudWatch M ARERF
B5 , MERSTNARFNETRAHRERKENARFMEBEE. Amazon Application Signals
RHETE—N., UNABRFAFOHNNARE,. REMEBTUE , BHEENARFNETR
MAFNERITHE, BXREZEE |, 55 Application Signals.
« fE£/ OpenTelemetry Java REHTEFIRN. BEXEZEFEEL , BSHEA Java REXIFRDG

£/ SDK N F oM R 7T F
Tracing setup with X-Ray SDK

E& A X-Ray SDK for Java K& MKHE , EEFERE AWSXRay KRS BEH M At ZEFN
REFERRMNIERSE.
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static { Amazon XRayRecorderBuilder builder = Amazon
XRayRecorderBuilder.standard().withPlugin(new EC2Plugin()).withPlugin(new
ECSPlugin()); Amazon XRay.setGlobalRecorder(builder.build());

}

Tracing setup with OpenTelemetry SDK

BT RBIUR L ER .

<dependencyManagement>
<dependencies>
<dependency>
<groupId>io.opentelemetry</groupId>
<artifactId>opentelemetry-bom</artifactId>
<version>1.49.0</version>
<type>pom</type>
<scope>import</scope>
</dependency>
<dependency>
<groupId>io.opentelemetry.instrumentation</groupId>
<artifactId>opentelemetry-instrumentation-bom</artifactId>
<version>2.15.0</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupId>io.opentelemetry</groupId>
<artifactId>opentelemetry-sdk</artifactId>
</dependency>
<dependency>
<groupId>io.opentelemetry</groupId>
<artifactId>opentelemetry-api</artifactId>
</dependency>
<dependency>
<groupId>io.opentelemetry.semconv</groupId>
<artifactId>opentelemetry-semconv</artifactId>
</dependency>
<dependency>
<groupId>io.opentelemetry</groupId>
<artifactId>opentelemetry-exporter-otlp</artifactId>

fEF SDK Ky Fah M AF R 75 =
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</dependency>
<dependency>
<groupId>io.opentelemetry.contrib</groupId>
<artifactId>opentelemetry-aws-xray</artifactId>

<version>1.46.

</dependency>
<dependency>
<groupId>io.opentelemetry.contrib</groupId>
<artifactId>opentelemetry-aws-xray-propagator</artifactId>

<version>1.46.

</dependency>
<dependency>
<groupId>io.opentelemetry.contrib</groupId>
<artifactId>opentelemetry-aws-resources</artifactId>

<version>1.46.

</dependency>
</dependencies>

0</version>

@-alpha</version>

@-alpha</version>

B3 kBt kB B OpenTelemetry SDK , TracerProviderRE< BEM —1x
R, OpenTelemetrySdkELEL THH :

« OTLP Span S i85 ( %40 OtlpGrpcSpanExporter ) - R E=S H 2 CloudWatch {KIE =R
OpenTelemetry WWEBSFT L FEH

« Amazon X-Ray & #&8s — FMIRER L T X&EE 5 X-Ray SEKAK Amazon BRFFT4FR
« Amazon X-Ray-Remote X#gs — MIREFEMEA X-Ray REMNUXNERBIITRE , WFEERE

H

« BREMES (Hl , EcsResource 5 Ec2Resource ) — ¥ iz 1T R AR FH TV TR

import
import
import
import
import
import
import
import
import
import
import
import
import

io.
io.
io.
io.
io.
io.
io.

io

io.
io.
io.
io.

opentelemetry.
opentelemetry.
opentelemetry.
opentelemetry.
opentelemetry.
opentelemetry.
opentelemetry.
.opentelemetry.
opentelemetry.
opentelemetry.
opentelemetry.
opentelemetry.

api.common.Attributes;
context.
contrib.
contrib.
contrib.
contrib.

propagation.ContextPropagators;
aws.resource.Ec2Resource;
aws.resource.EcsResource;
awsxray.AwsXrayRemoteSampler;
awsxray.propagator.AwsXrayPropagator;
exporter.otlp.trace.0tlpGrpcSpanExporter;
sdk.OpenTelemetrySdk;

sdk.
sdk.
sdk.
sdk.

resources.Resource;
trace.SdkTracerProvider;
trace.export.BatchSpanProcessor;
trace.samplers.Sampler;

static io.opentelemetry.semconv.ServiceAttributes.SERVICE_NAME;
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private static final Resource otelResource =
Resource.create(Attributes.of (SERVICE_NAME, "YOUR_SERVICE_NAME"))
.merge(EcsResource.get())
.merge(Ec2Resource.get());
private static final SdkTracerProvider sdkTracerProvider =
SdkTracerProvider.builder()
.addSpanProcessor(BatchSpanProcessor.create(
OtlpGrpcSpanExporter.getDefault()
))
.addResource(otelResource)
.setSampler(Sampler.parentBased(
AwsXrayRemoteSampler.newBuilder(otelResource).build()
))
.build();
// Globally registering a TracerProvider makes it available throughout the
application to create as many Tracers as needed.
private static final OpenTelemetrySdk openTelemetry =
OpenTelemetrySdk.builder()
.setTracerProvider(sdkTracerProvider)

.setPropagators(ContextPropagators.create(AwsXrayPropagator.getInstance()))
.buildAndRegisterGlobal();

RERAE ABER ( Spring R4 )
With X-Ray SDK

BxWMAEATH Spring HE2RH X-Ray SDK RN N ARFHWER , S EH Spring # X-
Ray SDK for Java JZ |l AOP, E1E Spring #/5F AOP , BEXA T HEK,

1. BLi& Spring

2. [0 1 A2 7 7 D0 R R U %k 2R
3. MRBERIUERHEIED
4. BENBEFHH X-Ray

BRERfE ABYIER ( Spring HEZREM )
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With OpenTelemetry SDK

OpenTelemetry 124 T B ERUEXS Spring Boot NAEFINEZAABRNRER, EUKRINERER
A Spring Boot #23l , AR ML T KB,

<dependency>
<groupId>io.opentelemetry.instrumentation</groupId>
<artifactId>opentelemetry-spring-boot-starter</artifactId>
</dependency>

BXxWAREH OpenTelemetry % iE /G A FMELE Spring Boot TE OpenTelemetryfWEZER | &
S AT,

Using OpenTelemetry-based Java agents
3t Spring Boot R AR FHITRMNBRINEES ZRFEATEFTBERMA OpenTelemetry Java

R SEEERA SDK Mk , BERE T ELH out-ofthe-boxNAE B, BFHLER , #5
HERBEDRNERSE,

Amazon 4 HF AT EA v2 fa#

With X-Ray SDK

HIREMRA PR Naws-xray-recorder-sdk-aws-sdk-v2-instrumentor FH&ERet , AT
Java B9 X-Ray Amazon SDK A LA Bz M SDK v2 & F i,

ZE# A Amazon SDK for Java 2.2 R E & RAK N £ NE P imX Amazon BRI TR F ik
BA , SR EEEBEF EHERRiZaws-xray-recorder-sdk-aws-sdk-v2#ER | H#EEZ
B, aws-xray-recorder-sdk-aws-sdk-v2-instrumentor BN ENEFIKEE
TracingInterceptor RX EB T4 M,

import com.amazonaws.xray.interceptors.TracingInterceptor;
import software.amazon.awssdk.core.client.config.ClientOverrideConfiguration
import software.amazon.awssdk.services.dynamodb.DynamoDbClient;

e o

public class MyModel {
private DynamoDbClient client = DynamoDbClient.builder()
.region(Region.US_WEST_2)
.overrideConfiguration(
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ClientOverrideConfiguration.builder()
.addExecutionInterceptor(new TracingInterceptor())
.build()

)

.build();
/).

With OpenTelemetry SDK

EHZRMATE Amazon SDK &% , &R Mopentelemetry-aws-sdk-2.2-
autoconfigure FH&R,

<dependency>
<groupId>io.opentelemetry.instrumentation</groupId>
<artifactId>opentelemetry-aws-sdk-2.2-autoconfigure</artifactId>
<version>2.15.0-alpha</version>
<scope>runtime</scope>
</dependency>

ERMEAN Amazon SDK BF % , R opentelemetry-aws-sdk-2.2 FEHR,

<dependency>
<groupId>io.opentelemetry.instrumentation</groupId>
<artifactId>opentelemetry-aws-sdk-2.2</artifactId>
<version>2.15.0-alpha</version>
<scope>compile</scope>
</dependency>

ARG , EHIE Amazon SDK B P imat i &8,

import io.opentelemetry.instrumentation.awssdk.v2_2.AwsSdkTelemetry;

// ...

AwsSdkTelemetry telemetry = AwsSdkTelemetry.create(openTelemetry);
private final S3Client S3_CLIENT = S3Client.builder()
.overrideConfiguration(ClientOverrideConfiguration.builder()
.addExecutionInterceptor(telemetry.newExecutionInterceptor())
.build())
.build();
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With X-Ray SDK

EFA X-Ray & HE HTTP &R , EE&EA T Java B Apache HttpClient fx A8 X-Ray
SDK,

import com.amazonaws.xray.proxies.apache.http.HttpClientBuilder;

public String randomName() throws IOException {
CloseableHttpClient httpclient = HttpClientBuilder.create().build();

With OpenTelemetry SDK

5 X-Ray Java SDK ApacheHttpClientTelemetry £l , © OpenTelemetry £ 7T —1NEF
MBI ENE | ZHEATFCIR the B93EH] , HttpClientBuilder A&} A HitpClient pache
21 OpenTelemetryE FEE M £ T 3£,

<dependency>
<groupId>io.opentelemetry.instrumentation</groupId>
<artifactId>opentelemetry-apache-httpclient-5.2</artifactId>
<version>2.15.0-alpha</version>
<scope>compile</scope>
</dependency>

LA 25 KR Rlopentelemetry-java-instrumentation, newHttpClient() I24£H HTTP & F i
N ERITHERE K ERER.

import io.opentelemetry.api.OpenTelemetry;

import
io.opentelemetry.instrumentation.apachehttpclient.v5_2.ApacheHttpClientTelemetry;

import org.apache.hc.client5.http.classic.HttpClient;

import org.apache.hc.client5.http.impl.classic.HttpClientBuilder;

public class ApacheHttpClientConfiguration {
private OpenTelemetry openTelemetry;
public ApacheHttpClientConfiguration(OpenTelemetry openTelemetry) {

this.openTelemetry = openTelemetry;

}
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// creates a new http client builder for constructing http clients with open
telemetry instrumentation
public HttpClientBuilder createBuilder() {
return
ApacheHttpClientTelemetry.builder(openTelemetry).build().newHttpClientBuildex();
}

// creates a new http client with open telemetry instrumentation
public HttpClient newHttpClient() {
return ApacheHttpClientTelemetry.builder(openTelemetry).build().newHttpClient();

}

X EAth FE YA M 32 5

£ ENE, EE. NAEFRSEN THHERMTE GitHub EFEH X OpenTelemetry Java §J
EIENZERIIR, JVMs

WA , B LUIE R OpenTelemetry JEMRIL T R A OpenTelemetry XN, EFHRER | 5
%) 5 At 2%

F 3 6 B IR IE

With X-Ray SDK

£/ X-Ray SDK i , FE®EiT beginSegment Hl beginSubsegment 53X F o8| E X-Ray 7
BHMF D ER,

Segment segment = xrayRecorder.beginSegment("ManualSegment");
segment.putAnnotation("annotationKey", "annotationValue");
segment.putMetadata("metadataKey", "metadataValue");

try {
Subsegment subsegment =
xrayRecorder.beginSubsegment("ManualSubsegment");
subsegment.putAnnotation("key", "value");

// Do something here

} catch (Exception e) {
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subsegment.addException(e);
} finally {
xrayRecorder.endSegment();

With OpenTelemetry SDK

A LAER B E LB EREZEREENEHROASEINME, FEE  RARSHREESK
¥ X-Ray 7B , B HMEESEBRN X-Ray F0K.

B, BEECNR—PMRERSBFREKEE , BULUBET openTelemetry.getTracer FERIRE
ZBE. XNHME £/8 SDK WFZRNERE R RElF2BEMB TracerProvider FIRE—
MRIFEERGl, BUURESEVNETERENRERSES , EEEHANENMNNAEFIE R
ERERo

Tracer tracer = openTelemetry.getTracer("my-app");

B AMER R REE

import io.opentelemetry.api.common.AttributeKey;
import io.opentelemetry.api.trace.Span;

import io.opentelemetry.api.trace.SpanKind;
import io.opentelemetry.api.trace.Tracer;

import io.opentelemetry.context.Scope;

// SERVER span will become an X-Ray segment

Span span = tracer.spanBuilder('"get-token")
.setKind(SpanKind.SERVER)
.setAttribute("key", "value")
.startSpan();

try (Scope ignored = span.makeCurrent()) {

span.setAttribute("metadataKey", "metadataValue");
span.setAttribute("annotationKey", "annotationValue");

// The following ensures that "annotationKey: annotationValue" is an annotation in
X-Ray raw data.
span.setAttribute(AttributeKey.stringArrayKey("aws.xray.annotations"),

List.of ("annotationKey"));

FohoIZRERHIE 507



Amazon X-Ray FERARER

// Do something here
}

span.end();

R AYRRIAR B N AR,

// Default span of type INTERNAL will become an X-Ray subsegment
Span span = tracer.spanBuilder("process-header")

.startSpan();
try (Scope ignored = span.makeCurrent()) {

doProcessHeader();

}

£ OpenTelemetry SDK [& IR ER 78 h05E B M o i

£ EEMNRAEIF | setAttribute FEATFRAENEERNEME. BRINMERT , MEBERHEN
B X-Ray REBRBEFHAHE. A THREEEERIEIBMIRAKE , LEN RN ZE
MR ARME aws. xray.annotations B#IKk+P., EXEZEE , BSHEAEEN X-Ray
ARURGEBRMATEE,

{8 OpenTelemetry&EF Java K HE

MRIEMER Java REBHIRANARERSF , WEBRENARFHRTFIRN, Sl , ERNREF
FRAS AR B Bh R B AR R E A E 0 RI K.

EGFARBRITFEIRN , BEEXRHA opentelemetry-api MW, WHEFREATRELREBRAE
o

import io.opentelemetry.api.GlobalOpenTelemetry;
import io.opentelemetry.api.trace.Span;

/e

Span parentSpan = Span.current();

Tracer tracer = GlobalOpenTelemetry.getTracer("my-app");

Span span = tracer.spanBuilder("my-span-name")
.setParent(io.opentelemetry.context.Context.current().with(parentSpan))
.startSpan();

span.end();
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Lambda &
With X-Ray SDK

MREAFEM X-Ray SDK , £ Lambda B AEHRERE , TEHTEMAEMEZENTER X-Ray

SDK, Lambda | —/N&KR Lambda A BREFAAND R , BEEHRHTEMA EE ZEED 0 £ H

X-Ray SDK I F % B =N &,
With OpenTelemetry-based solutions

BN Lambda B — B LAER THRRA R BN Amazon F8 (2R Lambda EHY
Lambda & :

« Amazon EA T OpenTelemetry ( ##% ) 8 Lambda &

® Note

Itk Lambda B ERIAB B CloudWatch X AREFES , BEWERFRARIRR IS 2N
Lambda R ARBFHMEENIZTRIR. N TLOHTIRE |, B1RE Lambda S 5L E
OTEL_AWS_APPLICATION_SIGNALS_ENABLED=false,

« A Lambda R AREF B AMEMZITRR K
o BRIANER T 2R U ERS PR IR R EIE

« Amazon & T ADOT Java H93EE Lambda B, BEXEZER |, HSHERT Java® L
Amazon amb OpenTelemetry da Support & 1ThR.

EFFIRNEEIRNEEEFER , BSHAEH SODK WFHRMFBRER. A TR BB
A LAZE [BEA OpenTelemetry Fai il 1 & # Lambda B4 X OpenTelemetry R ERo

OpenTelemetry £t %t Amazon Lambda B9 F 314

ZE LT AT AA Amazon S3 ListBuckets 9 Lambda B #{X#,

package example;

import com.amazonaws.services.lambda.runtime.Context;
import com.amazonaws.services.lambda.runtime.RequestHandler;

Lambda
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import software.amazon.awssdk.services.s3.S3Client;

import software.amazon.awssdk.services.s3.model.ListBucketsRequest;
import software.amazon.awssdk.services.s3.model.ListBucketsResponse;
import software.amazon.awssdk.services.s3.model.S3Exception;

public class ListBucketsLambda implements RequestHandler<String, String> {

private final S3Client S3_CLIENT = S3Client.builder()

.build();
@Override
public String handleRequest(String input, Context context) {
try {
ListBucketsResponse response = makelListBucketsCall();
context.getLogger().log("response: " + response.toString());

return "Success";
} catch (Exception e) {
throw new RuntimeException(e);

}
}
private ListBucketsResponse makelistBucketsCall() {
try {
ListBucketsRequest listBucketsRequest = ListBucketsRequest.buildexr()

.build();
ListBucketsResponse response = S3_CLIENT.listBuckets(listBucketsRequest);
return response;
} catch (S3Exception e) {
throw new RuntimeException("Failed to call S3 listBuckets" +
e.awsErrorDetails().errorMessage(), e);

}
}
}
AR —RBII

dependencies {
implementation('com.amazonaws:aws-lambda-java-core:1.2.3"')
implementation('software.amazon.awssdk:s3:2.28.29')
implementation('org.slf4j:slf4j-nop:2.0.16")

EF RN Lambda A EBEFH Amazon S3 B |, BIHITUA TR,
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1. Y¥3XIMRequestHandler ( 2 RequestStreamHandler ) BEREEER AT
B TracingRequestHandler ( 2 TracingRequestStreamHandler ) BV ER%E,

2. EHHL—AMXIKR TracerProvider £ FBiEM— MY KR, OpenTelemetrySdk BB E R :
TracerProvider

a. WA X-Ray UDP BESHEFNEEEBELESS , AT M@ Lambda B UDP X-Ray iR &%

b. ParentBased J&FF BRI KRS ( WRKREE , MABRIAE)
c. f¥ service.name i%E N Lambda EE A FEYRIR
d. X-Ray Lambda 1£#%85

3. ¥ handleRequest FAE N doHandleRequest }#§¥ OpenTelemetrySdk X REHELHE
%,

4. BIEHMEEFIREMESES , FH OpenTemetry Amazon B #4F % TEERK N Amazon S3
B,

YREZELLT OpenTelemetrytf < Bk i< R,

dependencies {

implementation("software.amazon.distro.opentelemetry:aws-distro-opentelemetry-xray-
udp-span-exporter:0.1.0")

implementation(platform('io.opentelemetry.instrumentation:opentelemetry-
instrumentation-bom:2.14.0'))
implementation(platform('io.opentelemetry:opentelemetry-bom:1.48.0'))

implementation('io.opentelemetry:opentelemetry-sdk')
implementation('io.opentelemetry:opentelemetry-api')
implementation('io.opentelemetry.contrib:opentelemetry-aws-xray-propagator:1.45.0-
alpha')
implementation('io.opentelemetry.contrib:opentelemetry-aws-resources:1.45.0-alpha')
implementation('io.opentelemetry.instrumentation:opentelemetry-aws-lambda-
core-1.0:2.14.0-alpha')
implementation('io.opentelemetry.instrumentation:opentelemetry-aws-sdk-2.2:2.14.0-
alpha')
}
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LUTRIBERT#HITHEERGH Lambda B, SR HEM A E LB ERIT B RUANE
E.

package example;

import java.time.Duration;

import com.amazonaws.services.lambda.runtime.Context;

import io.opentelemetry.api.common.Attributes;

import io.opentelemetry.context.propagation.ContextPropagators;

import io.opentelemetry.contrib.aws.resource.lLambdaResource;

import io.opentelemetry.contrib.awsxray.propagator.AwsXraylLambdaPropagator;
import io.opentelemetry.instrumentation.awslambdacore.vl_0.TracingRequestHandler;
import io.opentelemetry.instrumentation.awssdk.v2_2.AwsSdkTelemetry;

import io.opentelemetry.sdk.OpenTelemetrySdk;

import io.opentelemetry.sdk.resources.Resource;

import io.opentelemetry.sdk.trace.SdkTracerProvider;

import io.opentelemetry.sdk.trace.export.SimpleSpanProcessor;

import io.opentelemetry.sdk.trace.samplers.Sampler;

import static io.opentelemetry.semconv.ServiceAttributes.SERVICE_NAME;

import software.amazon.awssdk.core.client.config.ClientOverrideConfiguration;

import software.amazon.awssdk.services.s3.S3Client;

import software.amazon.awssdk.services.s3.model.ListBucketsRequest;

import software.amazon.awssdk.services.s3.model.ListBucketsResponse;

import software.amazon.awssdk.services.s3.model.S3Exception;

import
software.amazon.distro.opentelemetry.exporter.xray.udp.trace.AwsXrayUdpSpanExporterBuilder;

public class ListBucketsLambda extends TracingRequestHandler<String, String> {
private static final Resource lambdaResource = LambdaResource.get();
private static final SdkTracerProvider sdkTracerProvider =
SdkTracerProvider.builder()
.addSpanProcessor(SimpleSpanProcessor.create(
new AwsXrayUdpSpanExporterBuilder().build()
))
.addResource(
lambdaResource
.merge(Resource.create(Attributes.of (SERVICE_NAME,
System.getenv("AWS_LAMBDA_FUNCTION_NAME"))))
)
.setSampler(Sampler.parentBased(Sampler.alwaysOn()))
.build();
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private static final OpenTelemetrySdk openTelemetry =
OpenTelemetrySdk.buildexr()
.setTracerProvider(sdkTracerProvider)

.setPropagators(ContextPropagators.create(AwsXrayLambdaPropagator.getInstance()))
.buildAndRegisterGlobal();
private static final AwsSdkTelemetry telemetry =
AwsSdkTelemetry.create(openTelemetry);
private final S3Client S3_CLIENT = S3Client.builder()
.overrideConfiguration(ClientOverrideConfiguration.buildexr()
.addExecutionInterceptor(telemetry.newExecutionInterceptor())
.build())
.build();

public ListBucketsLambda() {
super(openTelemetry, Duration.ofMillis(0Q));

}
@Override
public String doHandleRequest(String input, Context context) {
try {
ListBucketsResponse response = makelListBucketsCall();
context.getLogger().log("response: " + response.toString());
return "Success";
} catch (Exception e) {
throw new RuntimeException(e);
}
}
private ListBucketsResponse makelistBucketsCall() {
try {
ListBucketsRequest listBucketsRequest = ListBucketsRequest.buildexr()

.build();
ListBucketsResponse response = S3_CLIENT.listBuckets(listBucketsRequest);
return response;
} catch (S3Exception e) {
throw new RuntimeException("Failed to call S3 listBuckets" +
e.awsErrorDetails().errorMessage(), e);

}

@A Lambda BEREET , BFFERFIAH Trace Map TEEATHRER, CloudWatch

Lambda
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2 NN o) (e

O java-otel-manual O java-otel-manual O java-otel-manual oS3
Lambda Context Lambda Function S3
Segments Timeline i [
O Gr nad me
¥ java-otel-manual AWS:Lambda
@ok
| AWS:L;
java-otel-manual @ok 55
@ok Bs
@ok Sms
¥ java-otel-manual
@oK
@ok
¥ 53 AWS:S3
@oK

1T 2| OpenTelemetry Go
M X-Ray T8, FAULTRBRAIER OpenTelemetry SDK Foi#8 M EH Go MARF
£/ SDK #1TF 3N
Tracing setup with X-Ray SDK
£/ X-Ray SDK for Go BY , FEEEEBERSHEHHAMREAN | REF e ITRM,

func init() {

if os.Getenv("ENVIRONMENT") == "production" {
ec2.Init()

}

xray.Configure(xray.Config{
DaemonAddr: "127.0.0.1:2000",
ServiceVersion: "1.2.3",

1)

Set up tracing with OpenTelemetry SDK

B EHI4E a TracerProvider 3 HEM £ /R EREFIRMEFKEE OpenTelemetry SDK, Al
BIFBLATAY

E# % OpenTelemetry Go 514



Amazon X-Ray FERARER

« OTLP RErS H 8§ — [ CloudWatch K23}, OpenTelemetry Y &8585 i BR BRAY FE E Lt I
« X-Ray Propagator — & ERIRER £ T & #EE 5 X-Ray £ HEY Amazon RS

» X-Ray iZf2RH35 — A X-Ray EEMNX ERFTRENFEZ LAY

o FIRRNIR - RNEITHAREFN N TEHE

import (
"go.opentelemetry.io/contrib/detectors/aws/ec2"
"go.opentelemetry.io/contrib/propagators/aws/xray"
"go.opentelemetry.io/contrib/samplers/aws/xray"
"go.opentelemetry.io/otel"
"go.opentelemetry.io/otel/exporters/otlp/otlptrace/otlptracegrpc”
"go.opentelemetry.io/otel/sdk/trace"

func setupTracing() error {
ctx := context.Background()

exporterEndpoint := os.Getenv("OTEL_EXPORTER_OTLP_ENDPOINT")
if exporterEndpoint == "" {
exporterEndpoint = "localhost:4317"

traceExporter, err := otlptracegrpc.New(ctx,
otlptracegrpc.WithInsecure(),
otlptracegrpc.WithEndpoint(exporterEndpoint))

if err !'= nil {
return fmt.Errorf("failed to create OTLP trace exporter: %v'", err)

}
remoteSampler, err := xray.NewRemoteSampler(ctx, "my-service-name", "ec2")
if err !'= nil {
return fmt.Errorf("failed to create X-Ray Remote Sampler: %v", err)
}
ec2Resource, err := ec2.NewResourceDetector().Detect(ctx)
if err !'= nil {
return fmt.Errorf("failed to detect EC2 resource: %v", err)
}
tp := trace.NewTracerProvider(

£/ SDK #4TFsh N
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trace.WithSampler(remoteSampler),
trace.WithBatcher(traceExporter),
trace.WithResource(ec2Resource),

otel.SetTracerProvider(tp)
otel.SetTextMapPropagator(xray.Propagator{})

return nil

IREREAWIFER (HTTP & BRFRN )

With X-Ray SDK

RNTHEA X-Ray X HTTP Lo BREF#H TN , AT X-Ray L BREFFERER D KR
NewFixedSegmentNamer,

func main() {
http.Handle("/", xray.Handler(xray.NewFixedSegmentNamer ("myApp"),

http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
w.Write([]byte("Hello!"))

1))
http.ListenAndServe(":8000", nil)

With OpenTelemetry SDK

EFEA HTTP A BREFH TR OpenTelemetry , & OpenTelemetry#y newHandler J5 &35k &
RENRBLEREFKB,

import (
"go.opentelemetry.io/contrib/instrumentation/net/http/otelhttp"

helloHandler := func(w http.ResponseWriter, req *http.Request) {

ctx := req.Context()
span := trace.SpanFromContext(ctx)
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span.SetAttributes(attribute.Bool("isHelloHandlexrSpan", true),
attribute.String("attrKey", "attrValue"))

_, _ = io.WriteString(w, "Hello World!\n")

otelHandler := otelhttp.NewHandler(http.HandlerFunc(helloHandler), "Hello")

http.Handle("/hello", otelHandler)
err = http.ListenAndServe(":8080", nil)
if err !'= nil {

log.Fatal(err)

Amazon EA T Go v2 fEER SDK
With X-Ray SDK

R TRNFKEB Amazon SDK HItEH Amazon &R , BITNEHNE P imET T TRM -

// Create a segment
ctx, root := xray.BeginSegment(context.TODO(), "AWSSDKV2_Dynamodb")
defer root.Close(nil)

cfg, err := config.LoadDefaultConfig(ctx, config.WithRegion("us-west-2"))
if err != nil {
log.Fatalf("unable to load SDK config, %v", err)
}
// Instrumenting AWS SDK v2
awsv2.AWSV2Instrumentor(&cfg.APIOptions)
// Using the Config value, create the DynamoDB client
svc := dynamodb.NewFromConfig(cfg)
// Build the request with its input parameters
_, err = svc.ListTables(ctx, &dynamodb.ListTablesInput{
Limit: aws.Int32(5),

1)
if err !'= nil {

log.Fatalf("failed to list tables, %v", err)
}
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With OpenTelemetry SDK

#9 Amazon SDK for Go v2 Instrumen OpenTelemetry tion 12 7 X i Amazon SDK 3 F #Y iR ER
X, IRIR S3 BEFmiAANRA

import (

"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/s3"

"go.opentelemetry.io/otel"

oteltrace "go.opentelemetry.io/otel/trace"

awsConfig "github.com/aws/aws-sdk-go-v2/config"

"go.opentelemetry.io/contrib/instrumentation/github.com/aws/aws-sdk-go-v2/
otelaws"

)

// init aws config
cfg, err := awsConfig.LoadDefaultConfig(ctx)
if err !'= nil {
panic("configuration error, " + err.Error())

// instrument all aws clients
otelaws.AppendMiddlewares(&.APIOptions)

// Call to S3

s3Client := s3.NewFromConfig(cfg)

input := &s3.ListBucketsInput{}

result, err := s3Client.ListBuckets(ctx, input)

if err !'= nil {
fmt.Printf("Got an error retrieving buckets, %v'", err)
return
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N4 E HTTP E A

With X-Ray SDK

RNTEA X-Ray A& HE HTTP @A |, £/ xray.Client 812 7 PR HTTP &FF wA &4,

myClient := xray.Client(http-client)

resp, err := ctxhttp.Get(ctx, xray.Client(nil), url)

With OpenTelemetry SDK

EFA HTTP FF imdt17iRM OpenTelemetry , &/ OpenTelemetry#) otelhttps
NewTransport 3 http 8975 %, DefaultTransport.

import (
"go.opentelemetry.io/contrib/instrumentation/net/http/otelhttp"

// Create an instrumented HTTP client.
httpClient := &http.Client{
Transport: otelhttp.NewTransport(
http.DefaultTransport,
),

req, err := http.NewRequestWithContext(ctx, http.MethodGet, "https://api.github.com/
repos/aws-observability/aws-otel-go/releases/latest", nil)
if err !'= nil {

fmt.Printf("failed to create http request, %v\n", err)

}
res, err := httpClient.Do(req)
if err !'= nil {
fmt.Printf("failed to make http request, %v\n", err)
}

// Request body must be closed
defer func(Body io.ReadCloser) {
err := Body.Close()
if err !'= nil {
fmt.Printf("failed to close http response body, %v\n", err)
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}
}(res.Body)

X ELAth B YA 32 55

YRA] LATE Instrumentation ‘@ T % OpenTelemetry | Go X E T BB YK,

& , WA LUIE OpenTelemetry EMPRAFEBRIIMEK , LT #EE OpenTelemetry XIFHEMERT A
B ERMTE,

F o 0 B IR ERENIE
With X-Ray SDK
£/ X-Ray SDK , EE{# A BeginSegment 1 BeginSubsegment 773X F 5812 X-Ray 2 & #

F 70K

// Start a segment

ctx, seg := xray.BeginSegment(context.Background(), "service-name")
// Start a subsegment
subCtx, subSeg := xray.BeginSubsegment(ctx, "subsegment-name")

// Add metadata or annotation here if necessary
xray.AddAnnotation(subCtx, "annotationKey", "annotationValue")
xray.AddMetadata(subCtx, "metadataKey", "metadataValue")

subSeg.Close(nil)
// Close the segment
seg.Close(nil)

With OpenTelemetry SDK

FEHEENBEXRERERERNERFIROAILENNERE. FEE , RERSH[XBEELERN X-
Ray 7 B¢ , FTEHMEE KRN X-Ray F2 .

B K LBEECNE—IRESRREREE , £ LUBT otel. Tracer FERKRBIZEE, X [FiE
HERRIZE REID 2 FEM TracerProvider B Tracer 32fil, BRI UBRESENEEEIHRENE
IRESRG  EBREHNEAMNNAREFCIE —NMRERSS.
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tracer := otel.Tracer("application-tracer")

import (

oteltrace "go.opentelemetry.io/otel/trace"

var attributes = [Jattribute.KeyValue{
attribute.KeyValue{Key: "metadataKey", Value:
attribute.StringValue("metadataValue")},
attribute.KeyValue{Key: "annotationKey", Value:
attribute.StringValue("annotationValue")},
attribute.KeyValue{Key: "aws.xray.annotations", Value:
attribute.StringSliceValue([Jstring{"annotationKey"})},

}
ctx := context.Background()
parentSpanContext, parentSpan := tracer.Start(ctx,

"ParentSpan", oteltrace.WithSpanKind(oteltrace.SpanKindServer),
oteltrace.WithAttributes(attributes...))

_, childSpan := tracer.Start(parentSpanContext, "ChildSpan",
oteltrace.WithSpanKind(oteltrace.SpanKindInternal))

// ...

childSpan.End()
parentSpan.End()

{# /8 OpenTelemetry SDK [a] IR ER 7 b0 SE B A o 3k 3R

£ LEMNRHIP , WwithAttributes HFZATRASNEERMNEY, HEE , RIABERT , B
BEEEMENKIRN X-Ray REHEEPH THE. VAREEEERANIBMIARAKE , #F
ZEMMNEANE aws.xray.annotations BHYEX+F, BXEZEER , HSREABEN X-
Ray jE#.
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Lambda Fzh

With X-Ray SDK

£/ X-Ray SDK , £ Lambda BRAEXHREE , TEHTEMEMEEEITFEA X-Ray
SDK, Lambda 8|2 7T —/N&R Lambda - BREFAAN D E , &£FEH X-Ray SDK 8IE T F49
B, mARBTEMEMEE,

With OpenTelemetry SDK

LAF Lambda B ( A% L& ) & Amazon S3 ListBuckets A& HTTP 3K,

package main

import (
"context"
"encoding/json"
"fmt"

io
"net/http"

(015

"github.com/aws/aws-lambda-go/events"
"github.com/aws/aws-lambda-go/lambda"

awsconfig "github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/s3"

func lambdaHandler(ctx context.Context) (interface{}, error) {
// Initialize AWS config.
cfg, err := awsconfig.LoadDefaultConfig(ctx)
if err != nil {
panic("configuration error, " + err.Error())

s3Client := s3.NewFromConfig(cfg)
// Create an HTTP client.

httpClient := &http.Client{
Transport: http.DefaultTransport,

input := &s3.ListBucketsInput{}
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result, err := s3Client.ListBuckets(ctx, input)
if err != nil {
fmt.Printf("Got an error retrieving buckets, %v", err)
}
fmt.Println("Buckets:")
for _, bucket := range result.Buckets {
fmt.Println(*bucket.Name + ": " + bucket.CreationDate.Format("2006-01-02
15:04:05 Monday"))
}

fmt.Println("End Buckets.")

req, err := http.NewRequestWithContext(ctx, http.MethodGet, "https://
api.github.com/repos/aws-observability/aws-otel-go/releases/latest", nil)
if err !'= nil {
fmt.Printf("failed to create http request, %v\n", err)

}
res, err := httpClient.Do(req)
if err !'= nil {
fmt.Printf("failed to make http request, %v\n", err)
}

defer func(Body io.ReadCloser) {
err := Body.Close()
if err != nil {
fmt.Printf("failed to close http response body, %v\n", err)

}
}(res.Body)

var data map[string]interface{}
err = json.NewDecoder(res.Body).Decode(&data)
if err !'= nil {
fmt.Printf("failed to read http response body, %v\n", err)

}
fmt.Printf("Latest ADOT Go Release is '%s'\n", data["name"])

return events.APIGatewayProxyResponse{
StatusCode: http.StatusOK,
Body: os.Getenv("_X_AMZN_TRACE_ID"),
}, nil

func main() {
lambda.Start(lambdaHandler)
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EF RN Lambda L ERRFH Amazon S3 B |, BHITUTIERE :

1. 7 main () # , 2611t a TracerProvider (tp) HFHIM AN B RERSFREMRE. BUEER -
TracerProvider

a. 8 X-Ray UDP BESHEFNEEEELLEES , ATME Lambda #9 UDP X-Ray ik R &%

b. ¥ service.name ®REHN Lambda BB F AR
2. %{# M lambda.Start(lambdaHandler) EX R EA

lambda.Start(otellambda.InstrumentHandler(lambdaHandler,
xrayconfig.WithRecommendedOptions(tp)...))o

3. B’ OpenTelemetry H 84 i1Z] Amazon S3 & FifflEaws-sdk-go-v2/ | £
OpenTemetry Amazon SDK T E&# 0l Amazon S3 & i,

4. £ OpenTelemetry's otelhttp.NewTransport FiEE % http B
iwhttp.DefaultTransport,

TR ROIRERT EREH Lambda BB Fo. BRT BRI RENBEZN , BEALLFIH 02

HttBENEE,

package main

import (
"context"
"encoding/json"
"fmt"
"io
"net/http"

IIOSII

"github.com/aws-observability/aws-otel-go/exporters/xrayudp"
"github.com/aws/aws-lambda-go/events"
"github.com/aws/aws-lambda-go/lambda"

awsconfig "github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/s3"

lambdadetector "go.opentelemetry.io/contrib/detectors/aws/lambda"
"go.opentelemetry.io/contrib/instrumentation/github.com/aws/aws-lambda-go/
otellambda"

Lambda Fzh#
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"go.opentelemetry.io/contrib/instrumentation/github.com/aws/aws-lambda-go/
otellambda/xrayconfig"

"go.opentelemetry.io/contrib/instrumentation/github.com/aws/aws-sdk-go-v2/
otelaws"

"go.opentelemetry.io/contrib/instrumentation/net/http/otelhttp"

"go.opentelemetry.io/contrib/propagators/aws/xray"

"go.opentelemetry.io/otel"
"go.opentelemetry.io/otel/attribute"
"go.opentelemetry.io/otel/sdk/resource"
"go.opentelemetry.io/otel/sdk/trace"

semconv '"go.opentelemetry.io/otel/semconv/v1.26.0"

func lambdaHandler(ctx context.Context) (interface{}, error) {
// Initialize AWS config.
cfg, err := awsconfig.LoadDefaultConfig(ctx)
if err !'= nil {
panic("configuration error, " + err.Error())

// Instrument all AWS clients.
otelaws.AppendMiddlewares(&cfg.APIOptions)

// Create an instrumented S3 client from the config.
s3Client := s3.NewFromConfig(cfg)

// Create an instrumented HTTP client.
httpClient := &http.Client{
Transport: otelhttp.NewTransport(
http.DefaultTransport,
),

// return func(ctx context.Context) (interface{}, error) {
input := &s3.ListBucketsInput{}

result, err := s3Client.ListBuckets(ctx, input)
if err != nil {
fmt.Printf("Got an error retrieving buckets, %v", err)
}
fmt.Println("Buckets:")
for _, bucket := range result.Buckets {
fmt.Println(*bucket.Name + ": " + bucket.CreationDate.Format("2006-01-02
15:04:05 Monday"))
}
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api.

fmt.Println("End Buckets.")

req, err := http.NewRequestWithContext(ctx, http.MethodGet, "https://
github.com/repos/aws-observability/aws-otel-go/releases/latest", nil)
if err !'= nil {

fmt.Printf("failed to create http request, %v\n", err)

}
res, err := httpClient.Do(req)
if err !'= nil {
fmt.Printf("failed to make http request, %v\n'", err)
}

defer func(Body io.ReadCloser) {
err := Body.Close()
if err != nil {
fmt.Printf("failed to close http response body, %v\n", err)

}
}(res.Body)

var data map[string]interface{}
err = json.NewDecoder(res.Body).Decode(&data)
if err !'= nil {
fmt.Printf("failed to read http response body, %v\n", err)

}
fmt.Printf("Latest ADOT Go Release is '%s'\n", data["name"])

return events.APIGatewayProxyResponse{
StatusCode: http.StatusOK,
Body: os.Getenv("_X_AMZN_TRACE_ID"),
}, nil

func main() {

ctx := context.Background()
detector := lambdadetector.NewResourceDetector()
lambdaResource, err := detector.Detect(context.Background())
if err != nil {

fmt.Printf("failed to detect lambda resources: %v\n", err)

var attributes = [Jattribute.KeyValue{
attribute.KeyValue{Key: semconv.ServiceNameKey, Value:

attribute.StringValue(os.Getenv("AWS_LAMBDA_FUNCTION_NAME"))},

}

customResource := resource.NewWithAttributes(semconv.SchemaURL, attributes...)

Lambda F a1 526



Amazon X-Ray FERARER

mergedResource, _ := resource.Merge(lambdaResource, customResource)
xrayUdpExporter, _ := xrayudp.NewSpanExporter(ctx)
tp := trace.NewTracerProvider(

trace.WithSpanProcessor(trace.NewSimpleSpanProcessor(xrayUdpExporter)),
trace.WithResource(mergedResource),

defer func(ctx context.Context) {
err := tp.Shutdown(ctx)
if err !'= nil {
fmt.Printf("error shutting down tracer provider: %v", err)
}
}(ctx)

otel.SetTracerProvider(tp)
otel.SetTextMapPropagator(xray.Propagator{})

lambda.Start(otellambda.InstrumentHandler(lambdaHandler,
xrayconfig.WithRecommendedOptions(tp)...))
}

A Lambda B |, & FE2R %A+ Trace MapBEEIATRER : CloudWatch
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O HTTP GET
Remote

1T F| OpenTelemetry Node.js

AN B UG LR Node.js BIATREFM X-Ray SDK I8 2| OpenTelemetry, ©&ET B MFHK
MAEE , HRETELERARGIN EETRH,
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X-Ray Node.js SDK AI#BI&EF 1M Node.js MARFUHH TRER. ATIRMM X-Ray EZE|
OpenTelemetry {2553 R~ B,

Sections

- ERBEIRNBRSE R

o FHRNBRE R

- BEEABR

« Amazon SDK JavaScript V3 ¥
- K{EZH HTTP B A

« NEMENRN R

- FOIEREREYE

« Lambda %M

ERBE BN FERT F

E & A X-Ray SDK for Node.js BRERIER , BLTUERNAREF KB, & OpenTelemetryB , A LAfE
AERBE BN #FRST RKBERER,

£/ OpenTelemetryE T B (RN BE B3N,

1. ¥ Amazon % 1ThxFF Node.js B9 OpenTelemetry (ADOT) Bzh# M — B% Node.js MAREF
BN |, FSEERAMazon ZITHREH TR B EIERHIT BB A. OpenTelemetry
JavaScript

( w3 ) & LATEE A ADOT JavaScript Bah# Ml CloudWatch B AR B ANARERE

5, s Ma N ARFNETIRRHRIE Amazon L& BArREKE N AREFESE, Application
Signals RS —1., UNARFEAPFLONNARR., RSTNEKBINE , #BEkENARER
HETRRAHNE#ITHE, BXRXESZER , 2 Application Signals,

2. £ OpenTelemetry JavaScript B/ Bz N -E A B340 OpenTelemetry JavaScript , i
S JavaScript ERERN
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ESAE W)Y

Tracing setup with X-Ray SDK

£/ X-Ray SDK for Node.js B , EEXLZH— aws-xray-sdk BHEKEE X-Ray SDK iR
SEGR A EXERN , AFBEA SDK MR E,

var AWSXRay = require('aws-xray-sdk');

AWSXRay.config([AWSXRay.plugins.EC2Plugin, AWSXRay.plugins.ElasticBeanstalkPlugin]);
AWSXRay.middleware.setSamplingRules(<path to file>);

Tracing setup with OpenTelemetry SDK

(® Note

Amazon B 81737 OpenTelemetry JS Bt & X-Ray iTfeX#, B2 , Bei@IERT
Node.js ¥ ADOT Bz MIREFT X-Ray miE RN X,

NTF TENRE RG], LRFFEELTARBIM

npm install --save \
@opentelemetry/api \
@opentelemetry/sdk-node \
@opentelemetry/exporter-trace-otlp-proto \
@opentelemetry/propagator-aws-xray \
@opentelemetry/resource-detector-aws

EZTNRAERFARBZH , HMigEMEE OpenTelemetry SDK, XA LB FEH —require #r&
RTERK. BIE—/NEN instrumentation.js B34 , HPFIEEM OpenTelemetry L ERELE M %
B

BIEEENLNTHESG

« OTLPTraceS Hi28-FEM CloudWatch R/ £ S HIEER{E B OpenTelemetry
- AWSXRayft&#&ss-FEFIRER L T XEHEEI S X-Ray KK Amazon BR%
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o FIRNEF ( HlE0 Amazon EC2 HIRENET ) - NI 1TN AREF B N Tz

/*instrumentation.js*/
// Require dependencies
const { NodeSDK } = require('eopentelemetry/sdk-node');

const { OTLPTraceExporter } = require('e@opentelemetry/exporter-trace-otlp-proto');
const { AWSXRayPropagator } = require("eopentelemetry/propagator-aws-xray");

const { detectResources } = require('e@opentelemetry/resources’');

const { awsEc2Detector } = require('eopentelemetry/resource-detector-aws');

const resource = detectResources({
detectors: [awsEc2Detector],

1)

const _traceExporter = new OTLPTraceExporter({
url: 'http://localhost:4318/v1l/traces’
1)

const sdk = new NodeSDK({
resource: resource,
textMapPropagator: new AWSXRayPropagator(),

traceExporter: _traceExporter

1)

sdk.start();

RIE , RATLLAYREY OpenTelemetry RERE TR BREF , b -

node --require ./instrumentation.js app.js

& LAME A OpenTelemetry SDK ETE Bz SDK EESIZEE, Amazon /5 AiXEIhEeN B
Zh AR (BN JavaScript v3 X Amazon SDK ) #IZZ¥E., OpenTelemetry 12t T B RAMEE R
BRIEEE S A MRLE B RS AL

EZAMARN , L% @opentelemetry/auto-instrumentations-node R4S :
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npm install @opentelemetry/auto-instrumentations-node

ETR, ENEEABRAMEERN , MTAR.

const { getNodeAutoInstrumentations } = require('@opentelemetry/auto-
instrumentations-node');

const sdk = new NodeSDK({
resource: resource,
instrumentations: [getNodeAutoInstrumentations()],
textMapPropagator: new AWSXRayPropagator(),
traceExporter: _traceExporter

1)

Tracing setup with ADOT auto-instrumentation for Node.js

YRAETLAEAER T Node.js #9 ADOT Bzh#MI>R B 31 FRHY Node.js OpenTelemetry B T2
TEIE., @I ADOT Auto-Instrumention , BT EF 3 F B ENT R ERE AWERRIRE
Amazon SDK = HTTP BEF wEE, BXEZER , BHSHEMEM OpenTelemetry JavaScript B3l
B Amazon RITHR# TR ERFIEFR.

EFA T Node.js 89 ADOT BF RN X :

- BERIEELE export OTEL_TRACES_SAMPLER=xray # 1T X-Ray 2 X
« X-Ray BRERETX&E (BRIABRTER)
« BFERM ( Amazon EC2, Amazon ECS 1 Amazon EKS FR3E#Y %R M BIAL T B ARE )

o WFTE XM OpenTelemetry X EFHTEZIERA |, ATLABE FMIAEZ EX disabled/
enabled & #F M 3 1T EIE A OTEL_NODE_ENABLED_INSTRUMENTATIONS
OTEL_NODE_DISABLED INSTRUMENTATIONS

- FHOUEEE
BRERME ATE KR
With X-Ray SDK

Express.js
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/A X-Ray SDK ¥KiREr Express.js MAREFZEWHEA HTTP ERet , EEBEIRAN P EHG
AWSXRay.express.openSegment(<name>) fl AWSXRay.express.closeSegment() K
KATBENHERE , WERKREAN ],

app.use(xrayExpress.openSegment('defaultName'));

app.use(xrayExpress.closeSegment());

Restify

N THRER Restify NAREFEWEINMEA HTTP R , HI1EA T X-Ray SDK F@yHEM4 , 5
LR TE Restify fR588 L1217 aws-xray-sdk-restify R enable 55 :

var AWSXRay = require('aws-xray-sdk');
var AWSXRayRestify = require('aws-xray-sdk-restify');

var restify = require('restify');

var server = restify.createServer();
AWSXRayRestify.enable(server, 'MyApp'));

With OpenTelemetry SDK
Express.js

OpenTelemetry HTTP % #lOpenTelemetry HiE N Express. js & AWBEREBHEREX I,
£ npm RIELA T AN :

npm install --save @opentelemetry/instrumentation-http @opentelemetry/
instrumentation-express

B # OpenTelemetry SDK Bt & LG FAXY express #EREVR M :
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FRARER

const { HttpInstrumentation } = require('e@opentelemetry/instrumentation-http');

const { ExpressInstrumentation } = require('@opentelemetry/instrumentation-
express');

const sdk = new NodeSDK({

instrumentations: [

// Express instrumentation requires HTTP instrumentation
new HttpInstrumentation(),
new ExpressInstrumentation(),
1,
1);

Restify

3 F Restify AT , fREEMFE A OpenTelemetry Restify TE, RIFELLTREIN :

npm install --save @opentelemetry/instrumentation-restify

B #T OpenTelemetry SDK EtiE LA JS A restify #EREV M IHEE

const { RestifyInstrumentation } = require('e@opentelemetry/instrumentation-
restify');

const sdk = new NodeSDK({

instrumentations: [

new RestifyInstrumentation(),
15
});

IRERME AER
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https://github.com/open-telemetry/opentelemetry-js-contrib/tree/main/plugins/node/opentelemetry-instrumentation-restify

Amazon X-Ray FERARER
Amazon SDK JavaScript V3 4
With X-Ray SDK
ERMEKE Amazon SDK BI1&HH Amazon ER , BEEXNEFHHTEN , MTFHIFFR :
import { S3, PutObjectCommand } from '@aws-sdk/client-s3';
const s3 = AWSXRay.captureAWSv3Client(new S3({}));
await s3.send(new PutObjectCommand({
Bucket: bucketName,
Key: keyName,
Body: 'Hello!',
1)
With OpenTelemetry SDK
¥} T Amazon DynamoDB. Amazon S3 MEMEH4HF £ T ESFANRIERSZEH
OpenTelemetry Amazon BMF A TESTEGTERM, FA npm TEIUTHRBIN :
npm install --save @opentelemetry/instrumentation-aws-sdk
£/ S OpenTelemetry DK TE ¥ # S Amazon DK B &,
import { AwsInstrumentation } from 'eopentelemetry/instrumentation-aws-sdk';
const sdk = new NodeSDK({
instrumentations: [
new AwsInstrumentation()
1,
});
Amazon SDK JavaScript V3 @ # 534



Amazon X-Ray FERARER

BN4EE HTTP A H
With X-Ray SDK
EFEMA X-Ray RIEL HTTP B8R , EERNEF 1, X R , BSHU TR,

BANHTTP &/ i

var AWSXRay = require('aws-xray-sdk');
var http = AWSXRay.captureHTTPs(require('http'));

B HTTP &/ (£R )

var AWSXRay = require('aws-xray-sdk');
AWSXRay.captureHTTPsGlobal(require('http'));
var http = require('http');

With OpenTelemetry SDK

HTTP & Node.js HTT OpenTelemetry P &P igiR IR ER X F. £ npm R THRBIN

npm install --save @opentelemetry/instrumentation-http

BT B R EH OpenTelemetry SDK ELE :

const { HttpInstrumentation } = require('e@opentelemetry/instrumentation-http');

const sdk = new NodeSDK({

instrumentations: [
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new HttpInstrumentation(),
1,
1);

X EAth FE YA M 32 5

BRI LAIE “ 1RV B OpenTelemetry JavaScript TR EIXIFNE T ENTEYIR,

HF |, BALUE OpenTelemetry EMRFBZIIMEK , LTHERE OpenTelemetry XFHEEMEKTH
EHNERHTIE,

F 3 0 2 IR ER B E
With X-Ray SDK

MRFEA X-Ray , WEEBT aws-xray-sdk R EBRBEXRFHVNEFEREFHE , UERIER
R,

var AWSXRay = require('aws-xray-sdk');
AWSXRay.enableManualMode();
var segment = new AWSXRay.Segment('myApplication');

captureFunc('1l', function(subsegmentl) {
captureFunc('2', function(subsegment2) {

}, subsegmentl);
}, segment);

segment.close();
segment.flush();

With OpenTelemetry SDK

BRI MER BE LB EREZERBONEFEHRNATEDNERE, BER , RARSHRKE
BN X-Ray 7B , MEHMEESRRA X-Ray To0BR. BRESZER , FEHRDE.
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https://opentelemetry.io/ecosystem/registry/
https://docs.amazonaws.cn/xray/latest/devguide/xray-concepts.html#xray-concepts-segments
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FEREREFEE OpenTelemetry SDK LA Span 2 /5 , BFFEE— Tracer £Hl, B LR
EEECEIEHENRIRSESA , EEEHNENMNNARF R —MNRERS.

const { trace, SpanKind } = require('e@opentelemetry/api');

// Get a tracer instance
const tracer = trace.getTracer('your-tracer-name');

// This span will appear as a segment in X-Ray
tracer.startActiveSpan('server', { kind: SpanKind.SERVER }, span => {
// Do work here

// This span will appear as a subsegment in X-Ray
tracer.startActiveSpan('operation2', { kind: SpanKind.INTERNAL }, innerSpan => {
// Do more work here

innerSpan.end();

1)

span.end();

1)

£ OpenTelemetry SDK [&] IR ER 775 I05E #8 F 7T 3 4@

FBARTUEEERRMEELRENENEY. FEE , RABRT , IEXEEER AT HKR
7 X-Ray REBEBTEHHNTEE. VEREREEEERRIBMARAKE , B ZEENERMNE
aws.xray.annotations B#3&P. EXEZERE , BZHEABEN X-Ray F%&,

tracer.startActiveSpan('server', { kind: SpanKind.SERVER }, span => {
span.setAttribute('metadataKey', 'metadataValue');
span.setAttribute('annotationKey', 'annotationValue');

// The following ensures that "annotationKey: annotationValue" is an annotation
in X-Ray raw data.
span.setAttribute('aws.xray.annotations', ['annotationKey']);

// Do work here

span.end();
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1)

Lambda #&
With X-Ray SDK

79 Lambda RSB AEHRER , TEI/NEEENAFEA X-Ray SDK, Lambda fF8|E—/NERR
Lambda 20 BBRFRAND B , BLFHTETMHEEEEN AEA X-Ray SDK Bl F 25 BN
BEo

With OpenTelemetry SDK

A LAERABITFH Lambda BE B3R M EH Lambda Amazon . BEFMP#ERA R :

- (#% ) FEAT Amazon Lambda & OpenTelemetry

(® Note
It Lambda ZERIA/E A CloudWatch NAREFES , B W EIERFRERR L AN
Lambda MARFHEENZTRR. MREIERER , MAMIRE Lambda SMEEE
OTEL_AWS_APPLICATION_SIGNALS_ENABLED=false, BXEZEE , FSHE
Lambda Lt ANAERF.

« Amazon AT ADOT JS H1EE Lambda B, BXEZER , HZHEA T Lamb Amazon d
OpenTelemetry a Support B9 & 1ThR. JavaScript

£/ Lambda BN F ol EE

B ADOT Lamb JavaScript da B A& Lambda IR T BN , BETELLANEER
Lambda F#RITFN , Hla0 |, R4 EE L EHIESRE Lambda MRS HRMETERBEENR
B,

EEEHIRVHENRITFIRN , BFEZRM copentelemetry/api ENKEIT, EiIILEK
BIMH k25 ADOT JavaScript SDK {£ AV M EMKBI N iR A MR, B LAER OpenTelemetry
API 7£ Lambda EEH F it ZEBE.

EEHA NPM 50 @opentelemetry/api MBI , BHITUATIRME :
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npm install @opentelemetry/api

iT# E| OpenTelemetry .NET

£ NET NAREFFFEA X-Ray IRERZEERT , FEXA X-Ray .NET SDK H#TF Bl & F BEH 1T
s,

AT EFEH SDK W F il RA R o PRME T M X-Ray FaheMfFRA RIBENET

# OpenTelemetry FaIRNARARAKB RO, HE , BAI LM X-Ray Fahl T E
OpenTelemetry BaIMARRA R , MR NET NARRF , MAXLERBEHRNFE RS REATF
BN AREFRRAB,

Sections

- ERBEFIRNBRE E

- fEF SDK W FHRMFRA R

- FHOIERREE

. BBER#E AER ( ASP.NET %1 ASP.NET Core &Il )
« Amazon I FRTEBTE

« WANEE HTTP A

o NHEMENKNZEF

e Lambda

ERBEFIRNBRAR
OpenTelemetry 2 HERIBEFRNBRER, XEBRARETEEXNARFRBEATREE R,
OpenTelemetry& T B 3 X K&

1. fEFEA T .NET #9 OpenTelemetry (ADOT) Bzh# M Amazon X 1THR — BBz N .NET R ARE
F, BSRERAERT.NET BaIR N AMazon £ THRHITIREEME EEHR. OpenTelemetry

( /% ) £ CloudWatch £/ ADOT .NET Bzl N AEFNEANARFES , Amazon XL :
- IS ENARFETRR
- RELSERREREEENAREFERE
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- RBE—W. UNABRFAFOHNNAER., RENKBINE
- BERENARFETRRHANERITDR

BXEZEE |, BESH Application Signals.

2. £/ OpenTelemetry .Net ERB Bz MN — EB3IEA OpenTelemetry NET #H TR , HSH
f£A.NE OpenTelemetry T B3N Amazon & 1T 1T IR ER 1 £ 1547

£/ SDK NF M FRG F
Tracing configuration with X-Ray SDK

¥F .NET Web MR , X-Ray SDK 27 Web.config X#H appSettings T ELERY o

Web.config 74l

<configuration>
<appSettings>
<add key="AWSXRayPlugins" value="EC2Plugin"/>
</appSettings>
</configuration>

3F .NET Core , &R appsettings.json X , HETIERE N XRay , REHE— B
BEX R DB X-Ray 12 %55

NET appsettings.json K Rfl
{
"XRay": {
"AWSXRayPlugins": "EC2Plugin"

}
}

.NET Core Program.cs #J /=¥l — iBXE5EE

using Amazon.XRay.Recorder.Core;
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AWSXRayRecorder.InitializeInstance(configuration);

Tracing configuration with OpenTelemetry SDK

AN DB R B

dotnet add package OpenTelemetry

dotnet add package OpenTelemetry.Contrib.Extensions.AWSXRay
dotnet add package OpenTelemetry.Sampler.AWS --prerelease
dotnet add package OpenTelemetry.Resources.AWS

dotnet add package OpenTelemetry.Exporter.OpenTelemetryProtocol
dotnet add package OpenTelemetry.Extensions.Hosting

dotnet add package OpenTelemetry.Instrumentation.AspNetCore

X FEH.NET RARERF , BB RE Global kElE OpenTelemetry SDK TracerProviders LA 7R
BB &L ASP.NET Core BATHRM., E&M ASP.NET , SR ERE AER (ASP.NET A
ASP.NET Core 8l ) , ESHMIEZLR OpenTelemetry —2EH , FSRIEME , THRESZHFN
EZRME,

BUEERENATAN

« An OTLP Exporter— RS HZI CloudWatch Agent/Collecto OpenTelemetry r B 3E E it %
b}
« Amazon X-Ray 1&#%&88 — FRER L T X&#FEE 5 X-Ray EFHHIAmazon IREFIZER

- Amazon X-Ray-Remote X# 28 — MREBFEEFEH X-Ray EEMNITERIITRE , WHHIE
b2}

« Resource Detectors ( 20 Amazon EC2 B MEE ) - RMETRARFHNEVHN TEE

using OpenTelemetry;

using OpenTelemetry.Contrib.Extensions.AWSXRay.Trace;
using OpenTelemetry.Sampler.AWS;

using OpenTelemetry.Trace;

using OpenTelemetry.Resources;
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var builder = WebApplication.CreateBuilder(args);

var serviceName = "MyServiceName";
var serviceVersion = "1.0.0";

var resourceBuilder = ResourceBuilder
.CreateDefault()
.AddService(serviceName: serviceName)
.AddAWSEC2Detector();

builder.Services.AddOpenTelemetry()
.ConfigureResource(resource => resource
.AddAWSEC2Detector()
.AddService(
serviceName: serviceName,
serviceVersion: serviceVersion))
WithTracing(tracing => tracing
.AddSource(serviceName)
.AddAspNetCoreInstrumentation()
.AddOt1lpExporter()
.SetSampler (AWSXRayRemoteSampler.Builder(resourceBuilder.Build())
.SetEndpoint("http://localhost:2000")
.Build()));

Sdk.SetDefaultTextMapPropagator(new AWSXRayPropagator()); // configure X-Ray
propagator

= OpenTelemetry A TG ANARER , BEEFRBHIRMELT OpenTelemetry Bt&E.

using OpenTelemetry;

using OpenTelemetry.Contrib.Extensions.AWSXRay.Trace;
using OpenTelemetry.Trace;

using OpenTelemetry.Resources;

var serviceName = "MyServiceName";

var resourceBuilder = ResourceBuilder
.CreateDefault()
.AddService(serviceName: serviceName)
.AddAWSEC2Detector();
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var tracerProvider = Sdk.CreateTracerProviderBuilder()
.AddSource(serviceName)
.ConfigureResource(resource =>
resource
.AddAWSEC2Detector()
.AddService(
serviceName: serviceName,
serviceVersion: serviceVersion

)
.AddOtlpExporter() // default address localhost:4317
.SetSampler(new TraceIdRatioBasedSampler(1.00))
.Build();

Sdk.SetDefaultTextMapPropagator(new AWSXRayPropagator()); // configure X-Ray
propagator

F 3 0 2 IR ER B E
With X-Ray SDK

MRFEH X-Ray SDK , MEEES BeginSegment # BeginSubsegment FERF 612 X-
Ray 7 Bt M+ 2 E& .

using Amazon.XRay.Recorder.Core;

AWSXRayRecorder.Instance.BeginSegment("segment name"); // generates 'Traceld for
you
try
{
// Do something here
// can create custom subsegments

AWSXRayRecorder.Instance.BeginSubsegment("subsegment name");
try

{
DoSometing();

}

catch (Exception e)

{
AWSXRayRecorder.Instance.AddException(e);
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}
finally
{
AWSXRayRecorder.Instance.EndSubsegment();
}
}
catch (Exception e)
{
AWSXRayRecorder.Instance.AddException(e);
}
finally
{
AWSXRayRecorder.Instance.EndSegment();
}

With OpenTelemetry SDK

£ NET &, BAILAERES) API QIZBENEE | BUEER RN FHIRN RIS MR, 1§
AR, RARSHRXEESERN X-Ray T8 , Fﬁﬁ LS IR N X-Ray F7 Ko

BADREZTEREEHREMN ActivitySource K4l , BEEWHNENNAREF/ RSN OIE—
MBI,

using System.Diagnostics;

ActivitySource activitySource = new ActivitySource("ActivitySourceName",
"ActivitySourceVersion");

using (var activity = activitySource.StartActivity("ActivityName",
ActivityKind.Server)) // this will be translated to a X-Ray Segment

{
// Do something here

using (var internalActivity = activitySource.StartActivity("ActivityName",
ActivityKind.Internal)) // this will be translated to an X-Ray Subsegment

{
// Do something here
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}

£ OpenTelemetry SDK [a iR ER 7S p0E BB M T 3042

BER B EES LERA SetTag 5% , MEENBEXNENBERMBBEF. EFE , BA
BRT , TEBEERMENERAN X-Ray RBEBRFEFNTHE. MEEGELERRIEIBRMART
BIE , B ZE MRAINE aws. xray.annotations BHEFIRF,

using (var activity = activitySource.StartActivity("ActivityName",
ActivityKind.Server)) // this will be translated to a X-Ray Segment

{
activity.SetTag("metadataKey", "metadataValue");

activity.SetTag("annotationKey", "annotationValue");
string[] annotationKeys = {"annotationKey"};
activity.SetTag("aws.xray.annotations", annotationKeys);

// Do something here

using (var internalActivity = activitySource.StartActivity("ActivityName",
ActivityKind.Internal)) // this will be translated to an X-Ray Subsegment

{
// Do something here

}

£/ OpenTelemetry BHz{X 25

MREEANZERT.NET 8 OpenTelemetry BaI AL R , HAEEENABRFFHITE
iEA , flwn , ENAREFRASPRNEME s BiEEREEN IS KRB,

HTREEFE -2/ TracerProvider , At MREBHRNESER |, WF3HE N T B KH
{tB M TracerProvider., M TracerProviderft , BENFHIRENIEARSE L
OpenTelemetry SDK £ F B a3 M=% Fahie Ml &y 5 XM=
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BRI AR ( ASP.NET # ASP.NET Core #1 )

With X-Ray SDK

ERN ASP.NET NAREFIRMMIER , S HMhttps://docs.amazonaws.cn/xray/latest/devguide/
xray-sdk-dotnet-messagehandler.htm| , T ###{AI7E global.asax XHH Init FEF AR
RegisterXRay,

AWSXRayASPNET.RegisterXRay(this, "MyApp");

ERN B ASP.NET Core ARFRMUMNER , FERLRAB K UseXRay FERWEAH M
B4 28I A Configure 5%,

app.UseXRay("MyApp");

With OpenTelemetry SDK

OpenTelemetry B4 T B FULE ASP.NET 1 ASP.NET R#4E A Web ERE RN T EE, BL
TE2 B H T RER OpenTelemetry BEB RN AXLETEFRENSE , SIEELIZE Tracer
Provider B #0{a] 7510 ASP.NET 2 ASP.NET %O L&,

A XA 3 A OpenTelemetry .Instrumention KI5 8. AspNet , S
% /5 | OpenTelemetry .Instrumention Y5 R, AspNetBA R & < 1A /3
F3 OpenTelemetry .Instrumentation B9{§ 8. AspNetCore , EZHE A
OpenTelemetry .Instrumention BY25 %k, AspNetCore,

Amazon A XTI EGITE
With X-Ray SDK

B3 L %A Amazon SDK & FifRegisterXRayForAllServices()o

using Amazon.XRay.Recorder.Handlers.AwsSdk;
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AWSSDKHandler.RegisterXRayForAllServices(); //place this before any instantiation of
AmazonServiceClient

AmazonDynamoDBClient client = new AmazonDynamoDBClient(RegionEndpoint.USWest2); //
AmazonDynamoDBClient is automatically registered with X-Ray

ERAUTEEZ —#ITHER Amazon BRSS & imel.

AWSSDKHandler.RegisterXRay<IAmazonDynamoDB>(); // Registers specific type of
AmazonServiceClient : All instances of IAmazonDynamoDB created after this line are
registered

AWSSDKHandler.RegisterXRayManifest(String path); // To configure custom Amazon
Service Manifest file. This is optional, if you have followed "Configuration"
section

With OpenTelemetry SDK

WNFUTREBRA , BFEELTREII

dotnet add package OpenTelemetry.Instrumentation.AWS

EX S Amazon DK #1TR N , EEFZRE LB TracerProvider B OpenTelemetry SDK E &,

builder.Services.AddOpenTelemetry()

WithTracing(tracing => tracing
.AddAWSInstrumentation()

BN4EH HTTP V@A
With X-Ray SDK

X-Ray .NET SDK £ £/ System.Net.HttpWebRequest FEIY BF %
GetResponseTraced() 5 GetAsyncResponseTraced() IREMEH HTTP A , & EEH
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System.Net.Http.HttpClient FIEX HttpClientXRayTracingHandler 4B FRER%E
H HTTP @A,

With OpenTelemetry SDK

XNFUTRERG, ERFEU TR

dotnet add package OpenTelemetry.Instrumentation.Http

ERMNSystem.Net .Http.HttpClientFSystem.Net.HttpWebRequest , BEEMZELH
TracerProvider B9 OpenTelemetry SDK Bl &,

builder.Services.AddOpenTelemetry()

WithTracing(tracing => tracing
.AddHttpClientInstrumentation()

X EAth FE YA M 32 5

B A LATE OpenTelemetry SEt R A RMFIENET TEE |, LT BIEMERSE OpenTelemetry X%
B, BEEEIMEFRER,

Lambda #&
With X-Ray SDK
EJ¥ X-Ray SDK 5 Lambda &6/ , EETKUATHE :

1. £ Lambda ¥ LB A X3 RIER,
2. Lambda RE LA B—NMNERRUCEBREFBAAN D&
3. i X-Ray SDK 8| & ¥ % BRI FE

With OpenTelemetry-based solutions

A LAEABITFH Lambda BE B3N EH Lambda Amazon . BEFWMP#ERA R :

X E AR BRI 2 3 548
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Amazon X-Ray FERARER
« (#% ) EAT Amazon Lambda & OpenTelemetry

- ATIREME , BUEEEEEMEMOpenTelemetry Manual Instrumentation’y &Ry
Lambda BI¥ 4 5K OpenTelemetry BRERo

OpenTelemetry £t %t Amazon Lambda B9 F 314

LA 2 Lambda BRERE ( T ) =460,

using System;

using System.Text;

using System.Threading.Tasks;
using Amazon.Lambda.Core;
using Amazon.S3;

using Amazon.S3.Model;

// Assembly attribute to enable Lambda function logging
[assembly:
LambdaSerializer(typeof(Amazon.Lambda.Serialization.SystemTextJson.DefaultLambdalsonSerializer

namespace ExamplelLambda;

public class ListBucketsHandler

{

private static readonly AmazonS3Client s3Client = new();

// new Lambda function handler passed in
public async Task<string> HandleRequest(object input, ILambdaContext context)
{
try
{
var DolListBucketsAsyncResponse = await DolListBucketsAsync();
context.Logger.LogInformation($"Results:
{DoListBucketsAsyncResponse.Buckets}");

context.Logger.LogInformation($"Successfully called ListBucketsAsync");
return "Success!";

}

catch (Exception ex)

{
context.Logger.LogError($"Failed to call ListBucketsAsync: {ex.Messagel}");
throw;
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}
}
private async Task<ListBucketsResponse> DolListBucketsAsync()
{
try
{
var putRequest = new ListBucketsRequest
{
I
var response = await s3Client.ListBucketsAsync(putRequest);
return response;
}
catch (AmazonS3Exception ex)
{
throw new Exception($"Failed to call ListBucketsAsync: {ex.Messagel}", ex);
}
}

EF RN Lambda A EBFEFH Amazon S3 B |, BT TERE,

1. 3244t a TracerProvider — i & & TracerProvider 3 Always On Sampler , service.namei% &
A Lambda EE & F#r. XrayUdpSpanExporter ParentBased Resource

2. B3 AN S OpenTemetry Amazon DK & Funil#E A iIAddAWSInstrumentation( ) F|
Amazon Amazon S3 & i TracerProvider

3. Bl — N5 Lambda R EEHEZ B WERKESH I, WA AWSLambdaWrapper.Trace()
API #¥ TracerProvider, &% Lambda BREIR HM AERNSHEE, HHESREBIZENRN
Lambda 20 EBIEF 5 Ao

X FUTRERO, BFFEULTRBIN :

dotnet add package OpenTelemetry.Instrumentation.AWSLambda
dotnet add package OpenTelemetry.Instrumentation.AWS

dotnet add package OpenTelemetry.Resources.AWS

dotnet add package AWS.Distro.OpenTelemetry.Exporter.Xray.Udp
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LUTRIBERT#HITHEERGH Lambda B, SR HEM A E LB ERIT B RUANE
E.

using Amazon.Lambda.Core;

using Amazon.S3;

using Amazon.S3.Model;

using OpenTelemetry;

using OpenTelemetry.Instrumentation.AWSLambda;
using OpenTelemetry.Trace;

using AWS.Distro.OpenTelemetry.Exporter.Xray.Udp;
using OpenTelemetry.Resources;

// Assembly attribute to enable Lambda function logging
[assembly:
LambdaSerializer(typeof(Amazon.Lambda.Serialization.SystemTextJson.DefaultLambdalsonSerializer

namespace ExamplelLambda;

public class ListBucketsHandler

{

private static readonly AmazonS3Client s3Client = new();

TracerProvider tracerProvider = Sdk.CreateTracerProviderBuilder()
.AddAWSLambdaConfigurations()
.AddProcessor(
new SimpleActivityExportProcessor(
// AWS_LAMBDA_FUNCTION_NAME Environment Variable will be defined in AWS
Lambda Environment
new
XrayUdpExporter(ResourceBuilder.CreateDefault().AddService(Environment.GetEnvironmentVariable(
)

)
.AddAWSInstrumentation()

.SetSampler(new ParentBasedSampler(new AlwaysOnSampler()))
.Build();

// new Lambda function handler passed in

public async Task<string> HandleRequest(object input, ILambdaContext context)

=> await AWSLambdaWrapper.Trace(tracerProvider, OriginalHandleRequest, input,
context);
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public async Task<string> OriginalHandleRequest(object input, ILambdaContext
context)
{
try
{
var DolListBucketsAsyncResponse = await DolListBucketsAsync();
context.Logger.LogInformation($"Results:
{DoListBucketsAsyncResponse.Buckets}");

context.Logger.LogInformation($"Successfully called ListBucketsAsync");
return "Success!";

}
catch (Exception ex)
{
context.Logger.LogError($"Failed to call ListBucketsAsync: {ex.Messagel}");
throw;
}
}
private async Task<ListBucketsResponse> DolListBucketsAsync()
{
try
{
var putRequest = new ListBucketsRequest
{
};
var response = await s3Client.ListBucketsAsync(putRequest);
return response;
}
catch (AmazonS3Exception ex)
{
throw new Exception($"Failed to call ListBucketsAsync: {ex.Messagel}", ex);
}
}

H At Lambda B , 2 B AV IRERBRETH CloudWatch &R T RER :
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o N e o\ =3
&) N0
; N N4 B ’
Client ] dntnet-o;el-manual o) dntnet-t;t-el-manual o dotne’(-—(;t;l-manual \— - /

Lambda Context Lambda Function

T # 2 OpenTelemetry Python

I8 R O] & BIPRIEF Python R FAFE/F M X-Ray SDK E# E| OpenTelemetry {4 857#, ©ERET B F
BN EE , HRHETERZSHRE R,

Sections

- EREEFIRNBRF R

- FYPRNNAERF

- RERREANRIL

« RERMEABR

« Amazon BRI EQTIER
- BYBEREUEL HTTP B A
s NEMEFENLNZE

- FHOIEREREEE

+ Lambda #&J

ERBEEFHRNFERT F

£ X-Ray SDK , &245{&ch M ARFRIEB T 8ERERER, OpenTelemetry A TRERERNER
BEIRMNERTR, FH OpenTelemetry , &0 LLUERFE T3 B3N R 75 BRBERER,

£/ OpenTelemetryEF Ba1{Y 3B KT

1. ¥ Amazon % 1THRFE F Python B9 OpenTelemetry (ADOT) Bzh#i A — &< Python MARFHNE
N | ESFEER Python B3I MAmazon & TR 1T OpenTelemetry I8 ER #1547

( mTik ) BRI LAEE A ADOT Python B 354N B A2 FAY/E A CloudWatch B ARFES |, X
LN ARFNETRRHBRE Amazon W55 BirIRER KM AREFMEE, Application Signals

E# % OpenTelemetry Python 553


https://aws-otel.github.io/docs/getting-started/python-sdk/auto-instr

Amazon X-Ray FERARER
NERBE—N., UNABRFARONNARRF, RSAKBTUE , BBEREENARFNIZT
PR HITHB1THE,

2. £ OpenTelemetry Python BB B a1l — EfEHA Py OpenTelemetry thon #1TE a1 |, i
2 Pyt hon ZBRMN

FaRN N AREF
BABER pip S FHRNNARF.

With X-Ray SDK

pip install aws-xray-sdk

With OpenTelemetry SDK

pip install opentelemetry-api opentelemetry-sdk opentelemetry-exporter-otlp
opentelemetry-propagator-aws-xray

RERREAIRIL
With X-Ray SDK

£ X-Ray # , RELWHA{LER xray_recorder #EAECRERD B F2 K.
With OpenTelemetry SDK

(® Note

B #i 73R OpenTelemetry Python Bt & X-Ray iZi2X##. B2 , Baiaf@3EAT
Python B ADOT B3I MIREFT X-Ray IERHEN K,

=% OpenTelemetry , IREEMHRIL—PM 2 /T ETracerProvider, EALL
TracerProvider , BAIURE— M iRiRs: , ATENABRFTPNE T ERNBEE, BUEERE
LLTRAH -
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« OTLPSpanExporter— fFHR RS 2 CloudWatch Agent/Collecto OpenTelemetry r B 55 E thi%
I

« Amazon X-Ray & #%28 — NIRER L T X&EE S X-Ray KK Amazon BRFFTAFERN

from opentelemetry import (
trace,
propagate

)

from opentelemetry.sdk.trace import TracerProvider

from opentelemetry import trace

from opentelemetry.sdk.trace import TracerProvider

from opentelemetry.exporter.otlp.proto.http.trace_exporter import OTLPSpanExporter
from opentelemetry.sdk.trace.export import BatchSpanProcessor

from opentelemetry.propagators.aws import AwsXRayPropagator

# Sends generated traces in the OTLP format to an OTel Collector running on port
4318

otlp_exporter = OTLPSpanExporter(endpoint="http://localhost:4318/vl/traces")

# Processes traces in batches as opposed to immediately one after the other
span_processor = BatchSpanProcessor(otlp_exporter)

# More configurations can be done here. We will visit them later.

# Sets the global default tracer provider
provider = TracerProvider(active_span_processor=span_processor)
trace.set_tracer_provider(provider)

# Configures the global propagator to use the X-Ray Propagator
propagate.set_global_textmap(AwsXRayPropagator())

# Creates a tracer from the global tracer provider

tracer = trace.get_tracer("my.tracer.name")
# Use this tracer to create Spans

FEAERT Python #9 ADOT B3N

YRATLAE A E A T Python 8 ADOT Bah Sk B 31 I ¥REY Python OpenTelemetry Bi 2 7 it 1TEL
B, BIMA ADOT BaiN , BT HEF o B L ED 7] IR ER& ARV iE SRR ERER Amazon SDK =
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HTTP BEFwEE. BXEZER , BSHMEAEAT OpenTelemetry Python Bz M A Amazon
EATHR#H 1T IR ER IS5 o

EA T Python #9 ADOT BEIRN X # :

- BEEFZE export OTEL_TRACES_SAMPLER=xray BT X-Ray ZiEX#&
« X-Ray REEET X/ (BRIAVERTER)
« BEKN ( Amazon EC2, Amazon ECS 1 Amazon EKS H B #) & RN BRINL F B RS )

« RINBERT , A IEMN REM B3I E OpenTelemetry RE3194 T B RS, EAILUES
OTEL_PYTHON_DISABLED_INSTRUMENTATIONS HEZXEFEFEMER, (RIABHLE)

- FHOIEBE

M X-Ray BRE#E#E| OpenTelemetry Amazon & IRIZ (7S

X-Ray SDK 1= T # , B LUFERMNE xray_recorder # , UMNIEE RS ( HlE Amazon
EC2. Amazon ECS # Elastic Beanstalk ) #IRFABENEE. TELUTHHNREREHSE
OpenTelemetry , ERNEERRIBERESE. EZNMNEREASBIITATTAEN Amazon 5,

« BERE Amazon ¥ EE , pip install opentelemetry-sdk-extension-aws

- REMENRRRNZE. UTREIERT WAE OpenTelemetry B X TEIHEE Amazon
EC2 BRIt

from opentelemetry import trace

from opentelemetry.sdk.trace import TracerProvider

from opentelemetry.sdk.extension.aws.resource.ec2 import (
AwsEc2ResourceDetector,

)

from opentelemetry.sdk.resources import get_aggregated_resources

provider = TracerProvider(
active_span_processor=span_processor,
resource=get_aggregated_resources([
AwsEc2ResourceDetector(),

1))

trace.set_tracer_provider(provider)
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R ERAE AER

With X-Ray SDK

X-Ray Python SDK 3 # Django. Flask # Bottle N AREFESR , KIRERHE LiZ1TH Python R

RARFNZEAER, XRBEINESMERDNAEFRI XRayMiddleware REIMH
With OpenTelemetry SDK

OpenTelemetry i3 4§ EH{XERE R Django M Flask iRt TE, F&EEMA T Bottle WITE
OpenTelemetry , AR T LAER OpenTelemetry WSGI Instrumention SR ER RN A2 o

NFUTRBRO , BFFELTREII

pip install opentelemetry-instrumentation-flask

FEARARFERRBIMIE TracerProvider 281 , 4 #H{L OpenTelemetry SDK HEM£ /AR
K, %8BT , BREIEERNR no-ops, BLE2 R TracerProvider /& , ENA¥F Instrumentor AF

mﬁﬁﬁﬁﬂz;ﬁo LX—F/U_‘MJE/U_?T Flask mﬁﬁ*igo

from flask import Flask

from opentelemetry import trace

from opentelemetry.instrumentation.flask import FlaskInstrumentor

from opentelemetry.sdk.extension.aws.resource import AwsEc2ResourceDetector

from opentelemetry.sdk.resources import get_aggregated_resources

from opentelemetry.sdk.trace import TracerProvider

from opentelemetry.sdk.trace.export import BatchSpanProcessor, ConsoleSpanExporter

provider = TracerProvider(resource=get_aggregated_resources(

L

AwsEc2ResourceDetector(),

1))

processor = BatchSpanProcessor(ConsoleSpanExporter())
provider.add_span_processor(processor)
trace.set_tracer_provider(provider)

# Creates a tracer from the global tracer provider
tracer = trace.get_tracer("my.tracer.name")

IRERME AER
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app = Flask(__name__)

# Instrument the Flask app
FlaskInstrumentor().instrument_app(app)

@app.route('/"')
def hello_world():
return 'Hello World!'

if __name__ == '__main__"':
app.run()

Amazon A XTI EEITE
With X-Ray SDK

X-Ray Python Amazon SDK &3 & 4hbotocoreERIRER SDK B IwiER. BXEZELR , S
A ER T Python B X-Ray SD Amazon K J&#: SDK . ENARFS , patch_all() A
ERTFRNVMEE , REMEA botocore Bk R MEXNESRFEAH patch((['botocore']))
% boto3 FF. EMIEEMF EZMAEXNNARFFHAE Boto3 FEFWRHMITRIN , A AFEAXLER
P w7 AR £ — TR

With OpenTelemetry SDK

NFUTRBRA , BHFFEUTREII

pip install opentelemetry-instrumentation-botocore

LUmTE A R OpenTelemetry Botocore Instrumenting €46 B T2 F R #IFT A Boto3 B ik,
AR RBISERT botocore #,

import boto3

import opentelemetry.trace as trace

from botocore.exceptions import ClientError

from opentelemetry.sdk.trace import TracerProvider
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from opentelemetry.sdk.resources import get_aggregated_resources
from opentelemetry.sdk.trace.export import (

BatchSpanProcessor,

ConsoleSpanExporter,

)

from opentelemetry.instrumentation.botocore import BotocoreInstrumentor

provider = TracerProvider()

processor = BatchSpanProcessor(ConsoleSpanExporter())
provider.add_span_processor(processor)
trace.set_tracer_provider(provider)

# Creates a tracer from the global tracer provider
tracer = trace.get_tracer("my.tracer.name")

# Instrument BotoCore
BotocoreInstrumentor().instrument()

# Initialize S3 client
s3 = boto3.client("s3", region_name="us-east-1")

# Your bucket name
bucket_name = "my-example-bucket"

# Get bucket location (as an example of describing it)

try:
response = s3.get_bucket_location(Bucket=bucket_name)
region = response.get("LocationConstraint") or "us-east-1"
print(f"Bucket '{bucket_name}' is in region: {region}")

# Optionally, get bucket's creation date via list_buckets
buckets = s3.list_buckets()
for bucket in buckets["Buckets"]:

if bucket["Name"] == bucket_name:
print(f"Bucket created on: {bucket['CreationDate']}")
break

except ClientError as e:
print(f"Failed to describe bucket: {e}")
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BEERENEZL HTTP B A

With X-Ray SDK

X-Ray Python SDK B} 8#MERERER ERIREREZEH HTTP WA, BEXEZER , BSHAE
FA X-Ray SDK for Python BRERXS T s HTTP Web lRFZMAH. ERARERFH , BAILUER
patch_all() AERRNMFFERE , &FEH patch((['requests'])) BiEEMERE,
FA—MNEMELX requests FEFHITRM , HBEF requests HITHWEMBERERN —NF2
B,

With OpenTelemetry SDK

NFUATRERH, SFFEUTRBI

pip install opentelemetry-instrumentation-requests

LA4mE XA Requests Instruction K& M OpenTelemetry EKRE , A EHENAREFF X H
B HTTP ERERRER. BXEZEER |, i55MO0penTelemetry B3R, AT RAERT
requests EER N,

from opentelemetry.instrumentation.requests import RequestsInstrumentor

# Instrument Requests
RequestsInstrumentor().instrument()

example_session = requests.Session()
example_session.get(url="https://example.com")

HF , BHALURKR urllib3 FE#THRMIRE HTTP 53R :

# pip install opentelemetry-instrumentation-urllib3
from opentelemetry.instrumentation.urllib3 import URLLib3Instrumentor

# Instrument urllib3
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URLLib3Instrumentor().instrument()

example_session = requests.Session()
example_session.get(url="https://example.com")

X EAth FE YA M 32 5

RELVEXISWE, ER, NARERFRSEEMTHREIZE P OpenTelemetry ython B E T Ef TE 5
o JVMs

HE , WAL ER OpenTelemetry FMFTRIL T RS OpenTelemetry XiFt0Ml, HEF IMTRITHE
%,

F 3 6| B IR R IR

A LAE Python NIRRT F A xray_recorder BIBS BN F A B, BXESZER , BSAFH
A Python {83, & AT LATF 3R E B A T B3R 7 hn B IR ERBEE .

£/ SDK B2 E OpenTelemetry

£/ start_as_current_span API B BEHFHRENVNEEE. EXCIBEENTH , 5
FolEEE, BERMALTYHIERES , SUUBEDIRNEYE. B4, RE. SEZOHRNE
ZER. BEBEINE X-Ray vEATBMNFoBR—#& , EAETREXENIEE. OpenTelemetryRE
SERVER XEE RN X-Ray 7B , MEMBE KRN X-Ray F7 K.

from opentelemetry import trace
from opentelemetry.trace import SpanKind

import time
tracer = trace.get_tracer("my.tracer.name")
# Create a new span to track some work

with tracer.start_as_current_span("parent", kind=SpanKind.SERVER) as parent_span:
time.sleep(1l)
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# Create a nested span to track nested work

with tracer.start_as_current_span("child", kind=SpanKind.CLIENT) as child_span:
time.sleep(2)
# the nested span is closed when it's out of scope

# Now the parent span is the current span again
time.sleep(1l)

# This span is also closed when it goes out of scope

£ F OpenTelemetry SDK [&] IR ER 77N I05E 18 F 7T 3 4@

X-Ray Python SDK 12 7 834/ APIs, put_annotationput_metadataf FEIEERRNIERF T
BAEHIIIEE, 1 OpenTelemetry SDK A | SERBRFTHIERREN set_attribute API RINNEE
EHEM,

BEEENIBRAMIBRERINBEERMY | BHESRMEITE 4 aws . xray.annotations T,
ZENERIRNEENSIX, Fﬁﬁﬁf@ﬂ’%)ﬁ?’l’iﬁﬂﬁﬁkjﬂft’é}ﬁé}ﬁﬂ’ﬂﬁa‘ﬁﬁj?ﬁa‘ﬁﬁﬁ’ﬂniﬂﬁo

o, MR EANZE ADOT KRS , M lESERESREEFIEE indexed_attributes , 3k
EEMEEERMMNERN X-Ray &,

LAR RBIGER T 20al4E A OpenTelemetry SDK [6] IR BRI D5 B A 7T 3138 o

with tracer.start_as_current_span("parent", kind=SpanKind.SERVER) as parent_span:
parent_span.set_attribute("TransactionId", "qwertyl2345")
parent_span.set_attribute("AccountId", "1234567890")

# This will convert the TransactionId and AccountId to be searchable X-Ray
annotations
parent_span.set_attribute("aws.xray.annotations", ["TransactionId", "AccountId"])

with tracer.start_as_current_span("child", kind=SpanKind.CLIENT) as child_span:
# The MicroTransactionId will be converted to X-Ray metadata for the child

subsegment
child_span.set_attribute("MicroTransactionId", "microl2345")
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Lambda #3

B X-Ray £¥4# lambda & , BALUE A X-Ray AR HHFBASCFMBNONE, ik, R
BIEERRRBEBN THEER , WEEFEM X-Ray Python SDK RN R,

X OpenTelemetry T X-Ray , B EXHANAEFESHER TFEA Amazon Lambda /&,
OpenTelemetry X BN AN EE , AR ANEBFAANKEEEHBENE AT HEERERBEE. K
TRERZN , MBEBERFEA Application Signals RIEZEEHEBMZ TR , ESRE Lambda EEHA
NAEF.

« M Lambda EH &K EEHWEREEBFTEMN Lambda B ARN HFHEAmazon /i, OpenTelemetry ARNs
« NEBREUTHEETE,
« Amazon_LAMBDA_EXEC_WRAPPER=/opt/otel-instrument — XN H M B3N

« OTEL_Amazon_APPLICATION_SIGNALS_ENABLED=false — iXI$2:f Application Signals ¥
=

£/ Lambda BN FohelEZEE

A BRINERBPER B ENLBEEXRRBERIE, BB TNFZopentelemetry-api@5
Amazon Lambda B4 & EHAXKEI OpenTelemetry B e,

1. ¥¥ opentelemetry-api ER GBI B S EHEF
2. AT RBERRENBENLEEN R

from opentelemetry import trace

# Get the tracer (auto-configured by the AWS Lambda Layer for OpenTelemetry)
tracer = trace.get_tracer(__name__)

def handler(event, context):
# This span is a child of the layer's root span
with tracer.start_as_current_span("my-custom-span") as span:
span.set_attribute("keyl", "valuel")
span.add_event("custom-event", {"detail": "something happened"})

# Any logic you want to trace
result = some_internal_logic()

return {
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"statusCode": 200,
"body": result

1T F| OpenTelemetry Ruby

=5 Ruby MNATEFM X-Ray SDK E#E| OpenTelemetry &£ /& |, A TRBREIFFohi N 15
Mo

Sections

- £/ SDK Fah# N f#RG =
IR ER{E A1E3K ((Rails M )
Amazon ¥##FRIEGIE
KNZEE HTTP A

XN E RN T

F 3 012 IR ERIIE

Lambda Fzh 0

£/ SDK Fzh10 I f# R T 5=
Tracing setup with X-Ray SDK

E#F A X-Ray SDK for Ruby , M| EE @ RESAHEERDB,

require 'aws-xray-sdk'

XRay.recorder.configure(plugins: [:ec2, :elastic_beanstalk])

Tracing setup with OpenTelemetry SDK

(® Note
B 8% %N OpenTelemetry Ruby ELE X-Ray i F#,

E# % OpenTelemetry Ruby 564
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¥ F Ruby on Rails NAERF , HBHEERBEREE Rais 1B {LEFY. EXEZER , H5H
Alle NTFAEFHRMH Ruby BFF , BAEMA1ZOpenTelemetry: :SDK. configureF ER
fi & OpenTelemetry Ruby SDK.,

B, REATRAES .

bundle add opentelemetry-sdk opentelemetry-exporter-otlp opentelemetry-propagator-
Xray

BTk, BIERNBILANZETHE ERBEE OpenTelemetry SDK, EIUEEEA THH :

« OTLP Exporter— fF#if 5 tHF CloudWatch ¥ 1 OpenTelemetry RE S 4 ER
« An Amazon X-Ray Propagator— FEFRIR T XEESE X-Ray K Amazon RS

require 'opentelemetry-sdk'
require 'opentelemetry-exporter-otlp'

# Import the gem containing the AWS X-Ray for 0Tel Ruby ID Generator and propagator
require 'opentelemetry-propagator-xray'

OpenTelemetry: :SDK.configure do |c|
c.service_name = 'my-service-name'

c.add_span_processor(
# Use the BatchSpanProcessor to send traces in groups instead of one at a time
OpenTelemetry: :SDK::Trace: :Export::BatchSpanProcessor.new(
# Use the default OLTP Exporter to send traces to the ADOT Collector
OpenTelemetry: :Exporter::0TLP: :Exporter.new(
# The OpenTelemetry Collector is running as a sidecar and listening on port
4318
endpoint:"http://127.0.0.1:4318/v1/traces"
)

# The X-Ray Propagator injects the X-Ray Tracing Header into downstream calls
c.propagators = [OpenTelemetry::Propagator::XRay::TextMapPropagator.new]
end
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OpenTelemetry SDKs th BB PIENEEHN B S, BRAXLINEET B3I Amazon SDK EELIEE
E., OpenTelemetry 127 S AFMEERSERIEEE /S F HRLL FE REFHIED,

ESARERN , BFELE opentelemetry-instrumentation-all B4E :

bundle add opentelemetry-instrumentation-all

BTXR, EMEENEAMAERLN , TR

require 'opentelemetry/instrumentation/all’

OpenTelemetry: :SDK.configure do |c|

c.use_all() # Enable all instrumentations
end

OpenTelemetry SDKs 25 B F1EM BN E. B AXLINEER B3 Amazon SDK EECIRE
E. OpenTelemetry 27 5 AFMEE RS RIS EE S A BILEBE REF ML,

EZAMARN |, BEL% opentelemetry-instrumentation-all 42 :

bundle add opentelemetry-instrumentation-all

BETXR, EMEELEAMARERLN , TR

require 'opentelemetry/instrumentation/all'’

OpenTelemetry: :SDK.configure do |c|

c.use_all() # Enable all instrumentations
end
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FRARER

HRERME ATER (Rails 0 )

With X-Ray SDK

£/ X-Ray SDK & , ATLATE#NFA1LAT R Rails R EE X-Ray RER.

M5l — config/initializers/aws _xray.rb

Rails.application.config.xray = {

name:

'my app',

patch: %I[net_http aws_sdk],
active_record: true

With OpenTelemetry SDK

B, REATRAES .

bundle add opentelemetry-instrumentation-rack opentelemetry-instrumentation-
rails opentelemetry-instrumentation-action_pack opentelemetry-instrumentation-
active_record opentelemetry-instrumentation-action_view

ETK , EFBELN Rails NARFEAKRN , MITAR

# During SDK configuration
OpenTelemetry: :SDK.configure do |c|

.use
.use
.use
.use
.use

0o o o 0o 0

end

'OpenTelemetry:
'OpenTelemetry:
'OpenTelemetry:
'OpenTelemetry:
'OpenTelemetry:

:Instrumentation:
:Instrumentation:
:Instrumentation:
:Instrumentation:
:Instrumentation:

:Rails'

:Rack'
:ActionPack'
:ActiveSupport'
:ActionView'

IRERE AR (Rails 20 )
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Amazon A AT ESGTE

With X-Ray SDK

N THERM*KE Amazon SDK HI1& i Amazon B3R , A X-Ray 84T Amazon SDK & i , 4l
THIFTR

require 'aws-xray-sdk'
require 'aws-sdk-s3'

# Patch Amazon SDK clients
XRay.recorder.configure(plugins: [:aws_sdk])

# Use the instrumented client

s3 = Aws::S3::Client.new
s3.list_buckets

With OpenTelemetry SDK

Amazon & T Ruby V3 B SDK X #FidF MK S OpenTelemetry B3k, B xi{AH RS E %
OpenTelemetry B {TEBMNEE , S HTE Amazon SDK for Ruby F L& AW E2 4 T &L

RNE L HTTP 1 A

ENASBRSHT HTTP BA , MRBFRNFTHARTEREEBHFAREE  WITRFEF
KA.

With X-Ray SDK

ERNTHBEA , 56 A X-Ray SDK for Ruby & S AR EHAM net/http &,
require 'aws-xray-sdk'
config = {
name: 'my app',
patch: %I[net_http]

}

XRay.recorder.configure(config)
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With OpenTelemetry SDK

EFABAnet/httpI & OpenTelemetry , iE & Z%opentelemetry-instrumentation-
net_httpEH4a :

bundle add opentelemetry-instrumentation-net_http

BTk, EFHRENLEA net/http ®M , MR :

OpenTelemetry: :SDK.configure do |c|

c.use 'OpenTelemetry::Instrumentation::Net::HTTP'

end

X ELAth B B9 A 32 55

YRA] LATE FEI % E) OpenTelemetry Ruby XFME T EMNTES|R, opentelemetry-ruby-contrib

HE , BB R OpenTelemetry JFMRIL T R A OpenTelemetry XEFRN, BXRXEZER |, BS
%) 5 At 2% o

F 3 0 2 IR BRI E
With X-Ray SDK

WMERFEA X-Ray , | FEET aws-xray-sdk ZHBRKFHIEPBEREFOE , UERERNA
BF., BAEENTBRIFIEARMT X-Ray EBRFM Tz -

require 'aws-xray-sdk'

# Start a segment
segment = XRay.recorder.begin_segment('my-service')

# Add annotations (indexed key-value pairs)
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segment.annotations[:user_id] = 'user-123'
segment.annotations[:payment_status] = 'completed'

# Add metadata (non-indexed data)
segment.metadatal:order] = {
id: 'order-456',
items: [
{ product_id: 'prod-1', quantity: 2 },
{ product_id: 'prod-2', quantity: 1 }
1,
total: 67.99

# Add metadata to a specific namespace

segment.metadata(namespace: 'payment') do |metadatal]
metadatal[:transaction_id] = 'tx-789'
metadatal:payment_method] = 'credit_card'

end

# Create a subsegment with annotations and metadata

segment.subsegment('payment-processing') do |subsegmentl|
subsegmentl.annotations[:payment_id] = 'pay-123'
subsegmentl.metadatal:details] = { amount: 67.99, currency: 'USD' }

# Create a nested subsegment
subsegmentl.subsegment('operation-2') do |subsegment2|
# Do more work...
end
end

# Close the segment
segment.close

With OpenTelemetry SDK

BT LAER B E LB EREZRERNERROASESINME, FEE  RARSHREESK
A X-Ray 7B , R BB EIGRRA X-Ray T2, BEMRIAN INTERNAL,

B, SIE— RESRKEREE , £UEY
OpenTelemetry.tracer_provider.tracer('<YOUR_TRACER_NAME>') J53:RIRBiZE
B, XFRE—/NMEEHBAREF OpenTelemetry BLE £ FEMEY Tracer =61, BNNARERF
BERE—NMRERSE. 22— OpenTelemetry RERSSH AT REUBRERE

FohoIZRERHIE 570
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require 'opentelemetry-sdk'

# Get a tracer
tracer = OpenTelemetry.tracer_provider.tracer('my-application')

# Create a server span (equivalent to X-Ray segment)
tracer.in_span('my-application', kind: OpenTelemetry::Trace::SpanKind::SERVER) do |
span|

# Do work...

# Create nested spans of default kind INTERNAL will become an X-Ray subsegment
tracer.in_span('operation-1') do |child_spanl]
# Set attributes (equivalent to X-Ray annotations and metadata)
child_spanl.set_attribute('key', 'value')

# Do more work...
tracer.in_span('operation-2') do |child_span2|
# Do more work...
end
end
end

£ OpenTelemetry SDK [a] iR Er 78 p05E BB M T 3042

£/ set_attribute FEMBNMEERNMEYS. FIEE , RMABERT , MEXLEERMEHGE
BA X-Ray RBBERHOAHE,. NAREELEERIEIRMARABE , BN ZE N ER
bnE| aws.xray.annotations B#3&kH. EXEZEE , BZHEABEN X-Ray &,

# SERVER span will become an X-Ray segment
tracer.in_span('my-server-operation', kind: OpenTelemetry::Trace: :SpanKind::SERVER)
do |span|
# Your server logic here
span.set_attribute('attribute.key', 'attribute.value')
span.set_attribute("metadataKey", "metadataValue")
span.set_attribute("annotationKeyl", "annotationValue")

# Create X-Ray annotations
span.set_attribute("aws.xray.annotations", ["annotationKeyl"])
end
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Lambda F3h#
With X-Ray SDK

£ Lambda LB AEHRERE , TEHTEMAHEMEZENATFEA X-Ray SDK, Lambda fF612 —4
FR Lambda & BREFAAN SR , fLEFEHTEAHEMEEZR A EA X-Ray SDK 8|2 F 2 B
ME,

With OpenTelemetry SDK

Z BT Lambda BB ARG ( RHRN ) -

require 'json'
def lambda_handler(event:, context:)

# TODO implement

{ statusCode: 200, body: JSON.generate('Hello from Lambda!') }
end

EFHKRINM Lambda , BEE :
1. 7 Lambda R INEAT Gem

gem 'opentelemetry-sdk'

gem 'opentelemetry-exporter-otlp'

gem 'opentelemetry-propagator-xray'

gem 'aws-distro-opentelemetry-exporter-xray-udp'

gem 'opentelemetry-instrumentation-aws_lambda'

gem 'opentelemetry-propagator-xray', '~> 0.24.0' # Requires version v0.24.0 or
higher

2. £ Lambda 2B F 2 I\ #0181t OpenTelemetry FF X TESE, EFF S OpenTelemetry DK
BER :

1. #%A X-Ray UDP BESHEFNE L EELESR , AT m@ Lambda B UDP X-Ray iR K
2. X-Ray Lambda 15 #%33
3. ¥ service_name BLEIRE N Lambda BB
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3. 7 Lambda #-EBREFER | BNIMLATJLITRELMN Lambda - BRERF -

class Handler
extend OpenTelemetry::Instrumentation::AwsLambda: :Wrap

instrument_handler :process
end

LUTRIBERTHITHEERGH Lambda B, SN2 EM A ELEERIT B RHNE
E.

require 'json'

require 'opentelemetry-sdk'

require 'aws/distro/opentelemetry/exporter/xray/udp'
require 'opentelemetry/propagator/xray'’

require 'opentelemetry/instrumentation/aws_lambda'

# Initialize OpenTelemetry SDK outside handler
OpenTelemetry: :SDK.configure do |c|
# Configure the AWS Distro for OpenTelemetry X-Ray Lambda exporter
c.add_span_processor(
OpenTelemetry: :SDK: :Trace: :Export::SimpleSpanProcessor.new(
AWS: :Distro::0penTelemetry: :Exporter::XRay: :UDP::AWSXRayUDPSpanExporter.new

# Configure X-Ray Lambda propagator
c.propagators = [OpenTelemetry::Propagator::XRay.lambda_text_map_propagator]

# Set minimal resource information
c.resource = OpenTelemetry::SDK::Resources: :Resource.create({
OpenTelemetry: :SemanticConventions: :Resource: :SERVICE_NAME =>
ENV['AWS_LAMBDA_FUNCTION_NAME"']
19
c.use 'OpenTelemetry::Instrumentation::AwsLambda'
end

module LambdaFunctions
class Handler
extend OpenTelemetry::Instrumentation::AwsLambda: :Wrap
def self.process(event:, context:)
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"Hello!"
end
instrument_handler :process
end
end

AR 2 A Ruby mEMALIRMA Lambda B EKHY R BIBR ERitb B o

N YA

Client O manual-otel-ruby O manual-otel-ruby O manual-otel-ruby
Lambda Context Lambda Function

&AL Lambda B A&/ Lambda OpenTelemetry #1TEE, AXEZEL |, B
OpenTelemetry AWS-Lambda T &,
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F A 2/2 X-Ray &R Amazon CloudFormation

Amazon X-Ray 5—I R &K Amazon CloudFormation , iZ%ARS AT #EBIEXY Amazon &Rt TEE
MRE , NTTEDCIZMNERE R RMEM BTN ETE, SRR - MNERFTFEFE Amazon
FRAVAER | H HIEFR Amazon CloudFormation & FEL & X L %7K

£ A8t Amazon CloudFormation , B LEEFABERK —HEEEHIZRE X-Ray BR. REHR—
TIERR |, ARIFEZ N Amazon Web Services Ik~ X i dh —iE X —i& it B & 48 [F 49 75 R

X-Ray #1 Amazon CloudFormation #1R

EN X-Ray MEXBRFSREMNEERIR , B4M T Amazon CloudFormation 4R, #EiR=2E JSON
YAML #E B SRS, X LR AR IR T B E A Amazon CloudFormation ik Bl BRI RIR, MR
YRAEE JSON 5 YAML , AT EAfE A D Amazon CloudFormation esigner SR #BI#RFF 43 {EFH Amazon
CloudFormation #tk, BXEZEER , 5 (Amazon CloudFormation FAF#Em) HHH AR
Amazon CloudFormation Designer ? ,

X-Ray X EHBIZEAWS : : XRay: : GroupAWS: : XRay: : SamplingRule,
FMAWS : : XRay : :ResourcePolicy &R Amazon CloudFormation, HXEZEE ( B3 JSON H
YAML ##x#RHI ) , 38 (Amazon CloudFormation FAFF#6/) FH X-Ray HREEHSZE,

T #2¥ %% F Amazon CloudFormation

E T ¥ %{E B8 Amazon CloudFormation , iU T &R :

* Amazon CloudFormation

« Amazon CloudFormation fi F° {558

« Amazon CloudFormation API 5| F

« Amazon CloudFormation i R {TRE A F g
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Frid X-Ray XN FH

HRERITATFIRAFLAR Amazon BRAERREIE, BUUEAENERAMS ML, BMIEH
DELFMENLHN —NBAEEE, a0, FrZXETEER domain , /X EAEEZE example. com, &
DRERMAFREEEZNFEEN TR, BRRZFERAAENESZELR , 58 Amazon —f&E

BIFRi2 Amazon &iR.

BT LAE AFREX CloudFront D ELREFIFITE FIREMNR, BEXEZEER , BSRER T RIS
#HI%F Amazon &IRHI G A,

(® Note

MREREERF Amazon FIR4AE B BI T X3 X-Ray BIR. BA LA Amazon X-Ray ##| &
AP R DA E AR

BT LA E R X-Ray ##14&. APl, Amazon CLI SDKs, F¥1&JERNHAPRE Amazon Tools for Windows
PowerShell, BEXEZEE , BSRUTXH :

« X-Ray APl — &2 Amazon X-Ray AP| 2E N BRI LT84

» ListTagsForResource

» CreateSamplingRule

+ CreateGroup
« TagResource

« UntagResource
 Amazon CLI — 2 {Amazon CLI @ H2%E) #HH# xray
- SDKs — Z I “X#%” TUE LM MA SDK Amazon X134

(@ Note

MRETEHE X-Ray BIR EAMBERSREL , RELEZMMERBERENRR , MATERKRE
RERMAT I RAE, ERFTHRNR , BEREWHHAE X-Ray EERANRE Amazon A

m
[
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https://docs.amazonaws.cn/ARG/latest/userguide/tag-editor.html
https://docs.amazonaws.cn/ARG/latest/userguide/welcome.html
https://docs.amazonaws.cn/xray/latest/api/API_ListTagsForResource.html
https://docs.amazonaws.cn/xray/latest/api/API_CreateSamplingRule.html
https://docs.amazonaws.cn/xray/latest/api/API_CreateGroup.html
https://docs.amazonaws.cn/xray/latest/api/API_TagResource.html
https://docs.amazonaws.cn/xray/latest/api/API_UntagResource.html
https://docs.amazonaws.cn/cli/latest/reference/xray/index.html
https://docs.amazonaws.cn/

Amazon X-Ray F&ARIEE
o FRERE

. ERFAEPEERE

« EEPHIEE Amazon CLI

o ETHEEGEIN X-Ray FIRH 5 (A]

PR PR &

LU BREER THE.

s BNMNRBENRZEHER : 50

. BRZEAKE - 128 4 Unicode FFF

« BREKE - 256 4 Unicode F%F

- BNENERE-a2z. AZ, 09, ZBAUTER:_.:/=+-M @
- FERNEX S KNE,

« BREMEH aws: FRENEIR ; EREAH Amazon EA.

® Note
To g B S BR R SR

EEHAPEENRZ

SRA] BATE BIZR X-Ray A S RRAN BRI AEARES ., /5t A BUER S A b B R R BIRE,
ST RRAA T AMT1E X-Ray 614 BN ERARRANF, HEAMBRE.

T8

. AFEFIMES (25 )

. AFERANFIES (2HE )

. GERMBREMANRE (2HA )
. BRI EAMNRE (BHE )
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TR IARE (HA )

BIERTAY X-Ray A , AT LATE 62 4H TUHE LA AlEfR

1. %% Amazon Web Services B2 %A H TEhttps://console.aws.amazon.com/xray/Z F T FF X-
Ray ###l&,

ESEMERD , BAERE , AEERA,

RRCIEEA,

ERZATEL , NEEEEMAREREIRN, AXAXEEMNESER , FEHAEKEL.,

ERER , A - MIERANTENIREE, Fln , AT ARER Stage” MFRE
E'Production’ B RIZAA TES, HMIFZNLHI—N1T , HERB\EFEFNS — M5
X, BSRRETEHRHN RS, 7HERZNRS

6. HEAMMTIREE , BEFQES,

o &> 0D

EIHT RN AR (257 )
BIERHH X-Ray REMMES , B SU1E QRSN T LR IR

1. &% Amazon Web Services B F| & FHEhttps://console.aws.amazon.com/xray/ZKHF F FF X-
Ray 2% &,

2. ESMERT K BFERE , AREEXE,

3. ERBIEIEMN,

4., HERIEXHEMNINELE  EEBM., RER. RE. CEMENCEEE. EXXLEEENESE
B, BSAEREREAN,

5 ERZEF , A NMIZBNENIREE, i, ATllE ARLE Stage” MIIRE
E‘Production’ U REMMNA T L, RMFEENSHIM—NHT , HERFEFEERMS —
MrE, BESEAREBAWN FEZRE , THRIRSHRS,

6. HERMTIRER , FRFECQERFENAN,

BRI R R IRE (2EA )
BRI ERBAETTE EEF XM ERAEA T EAN X-Ray HWIRZ,

1. &3 Amazon Web Services B2 #|& H1Ehttps://console.aws.amazon.com/xray/Z R ITFF X-
Ray Z#lA&,
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2. ESMmERT , BTERE 6 ARERYA,
3. ‘AXRYD , ERMENEANER,

4. HEREBETENHES  REFSRBNE, FERTEBES. MXERKE , WRFEE LM,
AREEBANEH LEABEMNESER TSR KEL., FERATITW IRERE , THIRE
HYBR &,

5. BHEMERIRE , BERFEHRZEME Xo
6. mEIMBRTIREE , FEEERAL.

B BRREMNIRE (BHE )

A AR 4B AL T £ B ek S BR AL T X-Ray REMR N MIRE,

1. %% Amazon Web Services B H| & FHEhttps://console.aws.amazon.com/xray/ZKHF F FF X-
Ray ##15,

2. ESMERT K BFERE , RAREEXE,

3. TEXRBMNRA , EFREHMNHE T

4. ERZEH  FENSENE. FERTBES, MEXERLE  IRFETUMER, BXREREF
MANTEEEMBEENESEER , B5H KEXEFIAN, BSRAEFADHN RERE] , 7HERE
HYBR &,

5. BHEMERIRE , BERFEHRZEME Xo
6. mEIMEBRTHRERE , EREHREAN,

EEPRIRZ Amazon CLI

BT LAE B2 X-Ray A ZHEMN DR INIRE, EHATLUEEA Amazon CLI REIBMEERE, B
FHMEFARIEMAN EWIRE | iE#H Amazon X-Ray %] & TagResource B B, UntagResource
APls,

£}

« WA X-Ray AREFMNFIPRE (CLI)
- EMIMBERFHRNFREZE (CLI)

« BIHFRERPRZ (CLI)

« NRERHMERFRZE (CLI)

REIMEBRREMNIRE (2 E ) 579
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[E#TRY X-Ray 403 KA MR FRZ (CLI)
EEAUT RS2 — , IR X-Ray 45 FAA N EF T EIRE,

- BRFARIGE , BETUT®T , group_nameBRNIEWA BT, mydomain. comIREHIL
WmTT R, key_nameWEHAUR AEvalueWiFEEH, BXRUMACIERENESEE , HSH4E,

aws xray create-group \
--group-name "group_name" \
--filter-expression "service(\"mydomain.com\") {fault OR error}" \
--tags [{"Key": "key_name",b"Value": "value"}, {"Key": "key_name","Value": "value"}]

BT

aws xray create-group \
--group-name "AdminGroup" \
--filter-expression "service(\"mydomain.com\") {fault OR error}" \
--tags [{"Key": "Stage","Value": "Prod"},{"Key": "Department","Value": "QA"}]

- EM#FARERANFIGE , BIETUATET |, key_nameBRARERE , LA BlvalueBRIFE
H, W TF --sampling-rule SHHMEEEN JSON X, BXRMFACIZREANNESE
B, BERAREAN,

aws xray create-sampling-rule \
--cli-input-json file://file_name. json

AR R--cli-input-jsonZHIEER JSON XM file_name. jsonAR,

{

"SamplingRule": {
"RuleName": "rule_name",
"RuleARN": "string",
"ResourceARN": "string",

"Priority": integer,
"FixedRate": double,
"ReservoirSize": integer,

"ServiceName": "string",
"ServiceType": "string",
"Host": "string",

"HTTPMethod": "string",
"URLPath": "string",
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"Version": integer,

"Attributes": {"attribute_name":

}
"Tags": [
{
"Key":"key_name",
"Value":"value"
I
{
"Key":"key_name",
"Value":"value"
}
]

Lj\—Fﬁ%;EE_/FT_\QUO

aws xray create-sampling-rule \

"value","attribute_name":

--cli-input-json file://9000-base-scorekeep.json

"value"...}

A ERH --cli-input-json ZHIEEM RHI 9000-base-scorekeep. json XHHRE,

{
"SamplingRule": {
"RuleName": "base-scorekeep",
"ResourceARN": "*'",

"Priority": 9000,
"FixedRate": 0.1,
"ReservoirSize": 5,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: Il*ll’

"HTTPMethod": "*",
"URLPath": "*",
"Version": 1

}
"Tags": [
{
"Key":"Stage",
"Value":"Prod"
I,
{
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"Key":"Department",
Ilvaluell : IIQAII

[ I A FIRAIFRE (CLI)

A LLE{T tag-resource T EIMA X-Ray A REMANFMIRE, LA ETRELBEEET
update-group = update-sampling-rule RANIIREE /L,

& ZEARREANRIIRE |, BEITUTHS , & ARN BN FFEN ARN , FEEREZRIMBAR
LHYRM TIE(E,

aws xray tag-resource \
--resource-arn "ARN" \
--tag-keys [{"Key":"key name","Value":"value"}, {"Key":"key_name",6"Value":"value"}]

IR

aws xray tag-resource \
--resource-arn "arn:aws:xray:us-east-2:01234567890:group/AdminGroup" \
--tag-keys [{"Key": "Stage","Value": "Prod"},{"Key": "Department","Value": "QA"}]

5| i8R L FRE (CLI)
AT LLZE1T list-tags-for-resource s H %l X-Ray A= EHEMN LR,
EEIHEENMAGEREANXEKNTRE |, BETUATHS , & ARN B2 7R ARN,

aws xray list-tags-for-resource \
--resource-arn "ARN"

AT

aws xray list-tags-for-resource \
--resource-arn "arn:aws:xray:us-east-2:01234567890:group/AdminGroup"
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A LUZE1T untag-resource a Ml ER X-Ray A= EEMM EIRZ,

= EMBRARKERN LWL |, BETUTHS , & ARN BN BRI ARN | HEERZFNHN
RENE,

AILAEA untag-resource B XMIBREMIE, EEMBRFEE , FFEA X-Ray #H1& |, MR
HNEBRNEEHRREETRAR N ZHHIRZ,

aws xray untag-resource \
--resource-arn "ARN" \
--tag-keys ["key_name","key_name"]

AT

aws xray untag-resource \
--resource-arn "arn:aws:xray:us-east-2:01234567890:group/group_name" \
--tag-keys ["Stage", "Department"]

ETHRERHX X-Ray BRE TG

B LURFR MY IR X-Ray AR KHEMN |, HEALE X-Ray BRAPEZERE, EETHREEGHR ,
BEEMA xray:ResourceTag/key-nameaws :RequestTag/key-name =, aws: TagKeys &4
BERBNXUELEZEFRHEGZER. ETHEXXERXRHFRNESEE , BZHEH Amazon BIR

PR I FR Y 7 F AR o

ELEFETHOORE (ATREAR LARERBHXNZHRNTE ) BRH, FS5HE REFLEE
X X-Ray A RHEMN B 7 E R
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« Amazon EKS &284 ( pod )
« Amazon EKS fR&

RARE X-Ray REx B L EFROAMEER
WMRE T EKHNEMEREAT ALARM RE , I X-Ray BRER#ERE R ZT AWRTEIRT
BRIRUBE I T B B B S TR

o WMRIZT /AT —I Amazon RS , MIAME SZRF XK A Z=H B REN 5121 SMEREK.
fBln | KRBAWS: :Kinesis AT R EMAEET CloudWatch #58 22 8] F HEFRAY Z R B BRAWS /

Kinesis,

o MRZTR/REK—F Amazon BIR , MAXKZBFERRNER, S0, A “MyTable”
AWS: :DynamoDB: : Table W R 55 #Z 2| E T o5& ZEAWS/DynamoDB E TableName 4 Ei& B 1
WIEERN AT B EHiMyTable,

« MRV INRERA (HEMBAENELLERR ) |, WEABEREGFL5ZT RKEK,

BHEEREE EBETE —L£ Amazon BiR

HIEEFN Amazon BRHFBHEAT AR T. B Amazon BEHE— 1T ARR , ATRZBRESAHD
FEER, FERUTERER  HEBIMNERININ—IPMT A :

* AWS::DynamoDB: :Table

e AWS::Lambda: :Function

Lambda REEABFAEANT AR : — R Lambda 88 , B —1MNERTEK., XEBTFIRS] Lambda

EHBM BB R, Lambda BEET REERMZFERMN XKL A S Lambda T REEHRM
AR B G AMEE.

« AWS::ApiGateway::Stage
* AWS::SQS: :Queue
* AWS::SNS::Topic

BREBEEEARZT R
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EH Java B9 X-Ray F AT E

iR B> “Thread-1” HIMFHE com.amazonaws.xray.exceptions SegmentNotFoundException: Fo3&
FRE N “AmazonSNS” I FXE : T BIXER,

IR R R X-Ray SDK 2if 4% HEYFEIU Amazon , BRFIITHN DR, XAEUATERTX
=

* servlet fEIEFRHARELE - X-Ray SDK 2fEHE 7 AWSXRayServletFilter MR RMA4NE A
REIED KR, BE serviet ik RARENEZE ATER,

- IBIETE serviet RBASFFEARNMSMNEF IR - REEBHIRBRHAFZTHATHAEABERNOE
S , FRARUSHNEFHREEEA , WXAFHUE— IR, BXARH , BSH QIS
AR,

s BEETHELERFEARNSHNESR - HEIEHLERN , X-Ray BRBFLEXRNITHH DR
S|, BALAEM getTraceEntity M setTraceEntity A ERIRET 25120 R 720 BRH9 Bl
A (Entity) , HFHHEAEELRENIHICRKR. BX7bl, B2 ETELETEARINER

Ui o

ER T Node.js B X-Ray i F AT ES
B : CLS &5 Sequelize — 2

£/ cls /3% , & X-Ray SDK for Node.js &% Z=H4£ 3% B Sequelize,

var AWSXRay = require('aws-xray-sdk');
const Sequelize = require('sequelize');
Sequelize.cls = AWSXRay.getNamespace();
const sequelize = new Sequelize(...);

B : CLS %5 Bluebird —i#2{EH

£ cls-bluebird 3£ Bluebird & CLS B4 I 1E,

var AWSXRay = require('aws-xray-sdk');

var Promise = require('bluebird');

var clsBluebird = require('cls-bluebird');
clsBluebird(AWSXRay.getNamespace());
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