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EPNERY , URRBFENEBBEEEHPREWIRIEPHE, IRBEXLEEZY , BREZER
L2EREF . ZEFUNMZSRNIEASNINZAHENEH , HECIZERZ RN EEFEE (TLS/
SSL),

CA iEH
EHMKHA (CA) BN CA WH BT EREIH T RN LEERS.

&R LAER Amazon 748 CA 812 ER CA M BMNE CA LS. NE CALEFHEFEFRENS
— N CAIEPESR, BER , WTHRCA, IEBHRALEN, BEATURIMINFBRMAAN (Sl , EAX
WIEE ). Ale, B ERARMAIAEIN Amazon 34F CARENMER CA IEBRITER,

LR RBIETRT Amazon 48 CA X509 CAEPH I MBI FE, HEE , WF CAIILEH , CA: F
EE® M Basic Constraints {Ei&E& R TRUE,

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 4121 (0x1019)
Signature Algorithm: sha256WithRSAEncryption
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Issuer: C=US, ST=Washington, L=Seattle, O=Example Company Root CA, OU=Corp,
CN=www.example.com/emailAddress=corpewww.example.com
Validity
Not Before: Feb 26 20:27:56 2018 GMT
Not After : Feb 24 20:27:56 2028 GMT
Subject: C=US, ST=WA, L=Seattle, O=Examples Company Subordinate CA,
OU=Corporate Office, CN=www.example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:c0: ... a3:4a:51
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Key Identifier:
F8:84:EE:37:21:F2:5E:0B:6C:40:C2:9D:C6:FE:7E:49:53:67:34:D9
X509v3 Authority Key Identifier:
keyid:@D:CE:76:F2:E3:3B:93:2D:36:05:41:41:16:36:C8:82:BC:CB:F8:A0

X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Digital Signature, CRL Sign
Signature Algorithm: sha256WithRSAEncryption
6:bb:94: ... 80:d8

B CA iEH

EBPMEAME (CA) BEFRET -0 REHT , 20 REHEESNHEHMEHM , BEf]1ZF CAs B
BEMNRFRR, FLHTE CAs HERXFHITIANIE CAs , NTIRIBIEREE, L TRREHWITERAY
CAMNR CA”, MEEBHANRIER, HIEPBERELEEMN,

28 i SEARAUE 5

LURSARE B AR IRBRSS 2R, K6, BB RFFRR, 5 CAILERTE , KIHKMAIEBTERATMR
W, LURSHFERNEMAERARER “FFR ;N HF EH,

BERIEH

HMAEMTRESLRD CALENIES, 5 CAEFNLZERMRNIERTE , BXRBIEFHRRYE
CHR , BEERRANBRYE  SEEPTATRAELNS , EFEATRIES®S , AETER
He NZ2BEXRE , BT UEZN. BR , ALANAEAEN], BAENZTER , FTEETL
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HMRHEMRRE , MANTFZNARFMER., T LDRBAHNMRBERIEPNANZERER, £
REEPNALSFIEBIH~EERNPEXEE , RN ENTERESH BB,

MBS

Amazon FA5 CAEH2FHE SSLTLS iE+H , JAELHLAANFER , BEELAREREN ERZEE, £
RAXLEIFBRFDVER , MEFFH, RS, NAER. RS, R2NAF, EERIZSNENEE
BER , SNRREFERLED (MTAAR) ARMBEREKE S —NERIEAEGH. A API LinT
K. Web R85, VPN AP, loT REZENGSHMNARFEAABIERREIHZSBREFENM
BHBEEE, RABRAT , RBIEBFRLAFEEN. AREEAXNERNRENARFTHETR
BB H 2 R,

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
e8:chb:d2:be:db:12:23:29:f9:77:06:bc:fe:c9:90:f8
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, ST=WA, L=Seattle, O=Example Company CA, OU=Corporate,
CN=www.example.com
Validity
Not Before: Feb 26 18:39:57 2018 GMT
Not After : Feb 26 19:39:57 2019 GMT
Subject: C=US, ST=Washington, L=Seattle, O=Example Company, OU=Sales,
CN=www.example.com/emailAddress=sales@example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00...c7
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Authority Key Identifier:
keyid:AA:6E:C1:8A:EC:2F:8F:21:BC:BE:80:3D:C5:65:93:79:99:E7:71:65

X509v3 Subject Key Identifier:
C6:6B:3C:6F:0A:49:9E:CC:4B:80:B2:8A:AB:81:22:AB:89:A8:DA:19
X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
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TLS Web Server Authentication, TLS Web Client Authentication
X509v3 CRL Distribution Points:

Full Name:
URI:http://NA/crl/12345678-1234-1234-1234-123456789012.crl

Signature Algorithm: sha256WithRSAEncryption

UEP R

EBIEBNFEFRSBIEREFEMRRKMEIUES ( ATREL P EERHE ) MZEERNEE. ZF
PinaRERELNSMIPREEHER (KABH ) . EXLRELFIFIEIPLEERIY,. RETE
( ABELHIER ) , ARREEHISKAE TIEHPHLIH,

BEKELR

CA iE$pathLenConstraintfV EARRFZE TH T A EFRTREFENNE CAIEPHHE, Hlwn , BE
KEARNEN CAIEBTEEEMMNEILS CAs. BEKEARN 18 CACAs TARZSTLE—

MMERFI. RFC 5280 FHEE N H “EHMIAULR R A LR L E B # & K non-self-issued # [E] ik
PHE, BREKEETSEAREMIEDR , REXTRIESHKE R RENWIFEXNESTHIET...
S BRI,

IEHEE MRS latest 9


https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.9

Amazon FAFIEBME L AriEE

TARKFENRELEBRS ?

BF Amazon RS A TMAMERE X.509 iEH, ERRESEFTRN—MRS. TEENSFELR
EEEEOLAHMANIES, BEEH, EFFFEFHM Amazon BSHIEH , EREFEEZB LS
EEMEIT,

1. Amazon FAF CA - LIRS &R T Amazon ZHHE LB EHAEMIZE (PK) Wil ZEF | FEM
HAOANIBFAAFER. A Amazon FAF CA , BZAGIEBCH CABREMHFEREMKIES ,
RTFRASTAF,. &N, NARF. RS, BFR[MNEMRZHITHHRUELARIN ITENA B’
TZH, 8 CAMAWIERNELNALNZERE , MEEKEN ERZEML,

EBMAE CAE , BALEEMRIES (B, BENE=F CARBRIE ) , ARLEESGES
AEERALANRNIER, Flam, BUREE :

- IEEREMEFREMNIES,

- Bl EFEMEH A BIES,

- EREMZXENAREAEEINEHARE,
« ERAEAZXENERRE X,

o ERERESE DMK

WREEFERATE. EFHEMER |, %% https://console.aws.amazon.com/acm-pca/ H| & .

2. Amazon Certificate Manager (ACM)-lLBRF R FEFA TLS B LA ENZE M1
WEFAEBIES, BAEUF ACM IEHEE E| Ela Amazon stic Load Balancing, Amazon
CloudFront, Amazon API Gateway M1 EMEKESH. WEFEEIANNAR—IMEEREREN
ZENHML,

EBMARS , B LMER B ACM 2EMIER (ACMIES ) (2F ) HES AR ACM HIIEFH, N
B H Amazon FAFE CA 6]2 CA , ACM AT BB iZFAE CA WiEBEM A FH EEITIER,

BXEZEE , 55/ Amazon Certificate Manager i F {5/,

MR latest 10


https://console.amazonaws.cn/acm-pca/
https://docs.amazonaws.cn/acm/latest/userguide/acm-services.html
https://docs.amazonaws.cn/acm/latest/userguide/gs-acm-request-public.html
https://docs.amazonaws.cn/acm/latest/userguide/import-certificate.html
https://docs.amazonaws.cn/acm/latest/userguide/acm-overview.html
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Amazon #AH CA H&{E3xik

ERIESRERE AR BYE Amazon FAF CA BRERANEN . UTHESXZKRE T 28 Amazon Certificate
Manager Hl Amazon #AF CA & HEBRE %K,

103k CA &K R
Amazon BWIEREBEIZE CA RN FAERIEAEEK, X seafF :

« RT CA SR RKAVHERE

« —KERIR CAs MftefilzEX R E R
« XT CA BRI KRG

« CA HEH X

« RTREKERRE

- MERBE X

- EEEHSMHHA

- REM

BT LAER R ALK B (CP)Y MIAESEERFEBY (CPSY XN XA hiIRIX EER, AXERXT
CARENEEEFEEMNELR | ESH RFC 3647,

RAgER DX CA NER

—#iRmE , B CA REERTAHREERFAKIUES CAs. XAVFRR CA FREZE RIS , M
[EEF AT CAsHITE R ZRAKRBKIEFBH B EES.

BR , MRENALBTNBEREEMNE CA MR ZASZMAEIUES , I Amazon FAF CA AIAERE

ZEMNZERFNENZFEITHERRE. EXHERT , MEALRZFLEHEE IAM XREKR |, %
REE AT EHIR CA FALKREMEIERER, BX IAM REBHNEL , HS Amazon FABIEBMEN
¥4 Identity and Access Management ( IAM )

(® Note

tEELE DN T ATRET RIREBRERIBR B, Biltn , tNREMWIR CA WIRIAREKX |, MAROIE—
NHEVAR CA FAFED RAGEREFNFREE R, EUMREIETRZE , BT EMARH

18% CA & FKRE MRS latest 11


https://www.ietf.org/rfc/rfc3647.txt
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WP, EEMR CA FURUEFE AT BABA L PR #1177 R MR BIMAR CA SR BIEBHIE |, XH
EEER CA WNREXKEK,

4548 CA B2 8 CA Amazon Web Services ik

EFANTER Amazon K 8118 CA FIMNE CA BREENREME. XHEMTINENIR CAR
MEZRFMFRES, Ak, BAUMN—NKFHPHIMNE CA SH CSR, REFERAS —NKF R
B CANERTER, XA ENFLR , BRI CAs RIKF 2R F B O HNEFINR, REREEBTE
fE M@ Amazon Web Services B HI & SXKE{LMIR CA ZXENE CA W CAIEPHEE,

/A Important
BiNAZIBYUEELRNEASEZESHRIE (MFA), Amazon FAF CA

EEANMAEERACDT

CAEEBRAGNEREENAKRFEMEIRNAFRS . MREHN CAEEAFNIERMAEEFER—
N 75 Amazon Web Services i, I A] LB %718 bt B B 6122 1AM A 7 3R BR &l 20 & & BV IR .

KBUEPNIEE B

TEFEREE , AERHSBIRIIEREFFLAEZERN, NRIIPHNHFEECHERIMALEGIR , WA
REEAHILIH, ERrEEELESEHENIER. Amazon FAF CA IRERERM TR IMRALE
I ELIERIRSIHIL (OCSP) MEP BHIIEK () CRLSEXEZEE |, BSH MXEH Amazon FA
B CAEHBREAZ.

FF B Amazon CloudTrail

ERIBMTTF AR AEFLE CA 28 , BT /B CloudTrail B&ZheE, & CloudTrailBh , &7 LU 3R K F
Amazon B9 APl BRAFA LiE% , LE#EER Amazon &8, 7 $idF2EM Amazon Web Services
EEEFIE,. Amazon Command Line Interface, MEF%K5IH Amazon SDKs Amazon BRS5 & Y
APl R, ZEr LB EBMLERFMIKSEA T PCAAPI 24, KEERANR IP it AR ZEFAN
BEl. AT BAERA API CloudTraill ERXEINARFF , AENALBZHEIRRIER , REREFWIRE ,
FHiEHIEE A I /S M CloudTrail XM, BXEZEER , HSRAUERE, HEALR
Amazon FAEIEPME N APl Amazon CloudTraill E&E & Amazon #A& CA BIEH REIEE,

#4148 CA B2 CA Amazon Web Services I~ MR latest 12


https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html

Amazon FABIER MK A RFiERE
ik CA FAE R4

REXKRREHNENLE CANMEER., LALLESSAH CAILEBREFRZS , bl AR CAE
mAAE CA,

(® Note

MREEHR CAXRE |, FEE CAN ARN 2RETN, XFFHEEBERID ARN BNEFILRK
Mo

fHBRABEAH CAs

BRI LK AMBRFE CA. MRETBEECAREEFEERNEFRFLERNAMN CA , B8
mATHRE, EX2MER CA , BRATEWERIT BIRFE CA FATRNRE,

® Note
Amazon 1£ CA #i il B = & @ & U 2%,

PR LE 23 XX 17 [B] & /Y CRLs

Amazon A5 CA BB EUT AR EM&EFER Amazon S3 BALEAHI5E (BPA) B8, CRLsIX
B LU R T A E NSNS PKI WiFHAEEREREENNF, BPAR S3 MR fESEER |, EFE

FRIAMETFEARS. EREEBRT , FEH#THMIRE, BXEZEL , H2H FABA S3 Mt

N3 15 1) (BPA) CloudFront,

Amazon EKS N HREFR{EXE

£/ Amazon FAE CA I Amazon EKS B2 X.509 iF et , iHIRER (A mazon EK S B{ESSERIER)
REXRRP SHEFHBEHNEN, BHXH Amazon 48 CA & Kubernetes £ —REL , B2 &
1R Kubernetes Amazon FAEIEPH M A,

¥ CA RAEHA MR latest 13


https://docs.amazonaws.cn/AmazonS3/latest/userguide/security-best-practices.html
https://aws.github.io/aws-eks-best-practices/security/docs/multitenancy/#kubernetes-as-a-service
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Amazon #AF CA #ZE A & A T Java B Amazon SDK

A LAE A Amazon FABRIEBMAY AP BE KiE HTTP B RURELARERFZHITRE, Z
RS 2IRE HTTP R, BAXEZEER , HSH (Amazon REIEHMARN APl ZE) https://
docs.amazonaws.cn/privateca/latest/APIReference/.

BRT HTTP API 24 , &3& ] LA{E A Amazon SDKs Mt ST L E 523X H Amazon FAH CA, BiUE
& HTTP API #1THHRE, BXEZEELR , HS R AT Amazon Web Services WL E, U T EB@EE
SERAAER SEHTF Java B9 Amazon SDK 3 Amazon #A%E CA API {RiZ.

GetCertificateAuthorityCsrGetCertificate, FlDescribeCertificateAuthorityAuditReporti& 47 RS & 12
MR, BALER Waiter BERELERFENFEMSIRSKEFIRBNRE, BXEZER , H5H
AR =B R Amazon FREEE EA T Java B Amazon SDKHEY “BRF &,

Amazon #AF CA API ;R4

LUTRBREERT WAHEE Amazon A8 CA API BEMMKIEXRBEEREER EAT Java iy
Amazon SDK,

T

- URERZXOIEHBUER CA

Umiz B A EH BUEMNE CA

» CreateCertificateAuthority

+ CreateCertificateAuthorityf f X 35E3) B &
» CreateCertificateAuthorityAuditReport

* CreatePermission

+ DeleteCertificateAuthority

* DeletePermission

 DeletePolicy

» DescribeCertificateAuthority

» DescribeCertificateAuthorityAuditReport
» GetCertificate

» GetCertificateAuthorityCertificate

+ GetCertificateAuthorityCsr

API =41 WK latest 14


https://docs.amazonaws.cn/privateca/latest/APIReference/
https://docs.amazonaws.cn/privateca/latest/APIReference/
https://www.amazonaws.cn/tools/
https://www.amazonaws.cn/sdk-for-java/
https://www.amazonaws.cn/blogs/developer/
https://www.amazonaws.cn/blogs/developer/waiters-in-the-aws-sdk-for-java/

Amazon FAEIE B MK LA

RAriEmE

GetPolicy

* ImportCertificateAuthorityCertificate

* |ssueCertificate

» ListCertificateAuthorities

* ListPermissions

 ListTags

» PutPolicy
» RestoreCertificateAuthority

* RevokeCertificate

» TagCertificateAuthorities

+ UntagCertificateAuthority

* UpdateCertificateAuthority

- FABEXFERUEE CAs HIEH

- FABRENT ROEIES

Limiz 5 62 A BUER CA

Itk Java RGIEBR T WAEHALLT Amazon FA CA API 2/EEER CA :

CreateCertificateAuthority

GetCertificateAuthorityCsr

IssueCertificate

GetCertificate

ImportCertificateAuthorityCertificate

package com.amazonaws.samples;

import
import
import
import
import
import

com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
samples.GetCertificateAuthorityCertificate;
auth.AwWSStaticCredentialsProvider;

mign el HBUER CA
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https://docs.amazonaws.cn/privateca/latest/APIReference/API_CreateCertificateAuthority.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_GetCertificateAuthorityCsr.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_IssueCertificate.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_GetCertificate.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_ImportCertificateAuthorityCertificate.html
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import
import

import
import
import
import
import
import
import
import
import
import

import
import
import
import

import
import
import
import
import

com.amazonaws.services.acmpca.model.
.model.IssueCertificateRequest;
.model.IssueCertificateResult;
.model.SigningAlgorithm;
.model.Validity;

import
import
import
import

import
import
import
import
import
import
import
import
import
import
import
import
import

com.
com.

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

java.
java.
java.
java.

com.
com.
com.
com.

com.
com.
com.
com.

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.

services

services.
services.
services.
services.
services.

services

services.
services.
services.

nio.ByteBuffer;
nio.charset.StandardCharsets;
util.Arraylist;
util.Objects;

services.
services.

services

services.

services.
services.

services

acmpca
acmpca

.acmpca.
.model.
.model.
.model.
.model.
.model.
.acmpca.
.model.
.model.
.model.

acmpca
acmpca
acmpca
acmpca
acmpca

acmpca
acmpca
acmpca

acmpca
acmpca

.acmpca.
.model.

acmpca

acmpca
acmpca

.acmpca
services.

acmpca

.model.
.model.

.AWSACMPCA;
.AWSACMPCAClientBuilder;

model.ASN1Subject;
CertificateAuthorityConfiguration;
CertificateAuthorityType;
CreateCertificateAuthorityResult;
CreateCertificateAuthorityRequest;
CrlConfiguration;

.KeyAlgorithm;
KeyStorageSecurityStandard;
SigningAlgorithm;

Tag;

model

GetCertificateAuthorityCsrRequest;
GetCertificateAuthorityCsrResult;
.GetCertificateRequest;
GetCertificateResult;

model

ImportCertificateAuthorityCertificateRequest;

AmazonClientException;

services.
services.

services

services.
services.
services.
services.

services

services.
services.

acmpca
acmpca

.acmpca
services.

acmpca
acmpca
acmpca
acmpca
acmpca

.acmpca
services.

acmpca
acmpca
acmpca

.model.CertificateMismatchException;
.model.ConcurrentModificationException;
.model.LimitExceededException;
.model.InvalidArgsException;
.model.InvalidArnException;
.model.InvalidPolicyException;
.model.InvalidStateException;
.model.MalformedCertificateException;
.model.MalformedCSRException;
.model.RequestFailedException;
.model.RequestInProgressException;
.model.ResourceNotFoundException;
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import
import

import
import
import
import

public

com.amazonaws.services.acmpca.model.RevocationConfiguration;
com.amazonaws.services.acmpca.model.AWSACMPCAException;

com.amazonaws.waiters.Waiter;
com.amazonaws.waiters.WaiterParameters;
com.amazonaws .waiters.WaiterTimedOutException;
com.amazonaws.waiters.WaiterUnrecoverableException;

class RootCAActivation {

public static void main(String[] args) throws Exception {

west-2"

// Define the endpoint region for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g.

us-

// Define a CA subject.

ASN1Subject subject = new ASN1Subject();
subject.setOrganization("Example Organization");
subject.setOrganizationalUnit("Example");
subject.setCountry("US");
subject.setState("Virginia");
subject.setlLocality("Arlington");
subject.setCommonName("www.example.com");

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();

configCA.withKeyAlgorithm(KeyAlgorithm.RSA_2048);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);
configCA.withSubject(subject);

// Define a certificate revocation list configuration.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(true);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.ROOT;

// ** Execute core code samples for Root CA activation in sequence **
AWSACMPCA client ClientBuilder(endpointRegion);
String rootCAArn = CreateCertificateAuthority(configCA, crlConfigure, CAtype,

client);
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String csr = GetCertificateAuthorityCsr(rootCAArn, client);

String rootCertificateArn = IssueCertificate(rootCAArn, csr, client);

String rootCertificate = GetCertificate(rootCertificateArn, rootCAArn, client);
ImportCertificateAuthorityCertificate(rootCertificate, rootCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com.cn/";

EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration

configCA, CrlConfiguration crlConfigure, CertificateAuthorityType CAtype, AWSACMPCA
client)

RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);
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// Create the request object.

CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);

createCARequest.withRevocationConfiguration(revokeConfig);

createCARequest.withIdempotencyToken("123987");

createCARequest.withCertificateAuthorityType(CAtype);

createCARequest.withKeyStorageSecurityStandard(KeyStorageSecurityStandard.CCPC_LEVEL_1_OR_HIGH

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String rootCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Root CA Arn: " + rootCAArn);

return rootCAArn;

private static String GetCertificateAuthorityCsr(String rootCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.

GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();

csrRequest.withCertificateAuthorityArn(rootCAAzn);

// Create waiter to wait on successful creation of the CSR file.
Waiter< GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
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//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;

// Retrieve and display the CSR;
String csr = csrResult.getCsx();
System.out.println(csr);

return csr;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

Vi');

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAzn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws-cn:acm-pca:::template/RootCACertificate/

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);
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// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(3650L);

validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String rootCertificateArn = issueResult.getCertificateArn();
System.out.println("Root Certificate Arn: " + rootCertificateArn);

return rootCertificateArn;
private static String GetCertificate(String rootCertificateArn, String rootCAArn,
AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
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client.

certificateRequest.withCertificateArn(rootCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
waiters().certificateIssued();
try {

getCertificateWaiter.run(new WaiterParameters<(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String rootCertificate = certificateResult.getCertificate();
System.out.println(rootCertificate);

return rootCertificate;

private static void ImportCertificateAuthorityCertificate(String rootCertificate,

String

rootCAArn, AWSACMPCA client) {
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// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificate(certByteBuffer);

importRequest.setCertificateChain(null);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(rootCAAzn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

System.out.println("Root CA certificate successfully imported.");
System.out.println("Root CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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public class SubordinateCAActivation {

public static void main(String[] args) throws Exception {
// Place your own Root CA ARN here.

String rootCAArn = "arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566";

// Define the endpoint region for your sample.
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String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

// Define a CA subject.

ASN1Subject subject = new ASN1Subject();
subject.setOrganization("Example Organization");
subject.setOrganizationalUnit("Example");
subject.setCountry("US");
subject.setState("Virginia");
subject.setlLocality("Arlington");
subject.setCommonName("www.example.com");

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.RSA_2048);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);
configCA.withSubject(subject);

// Define a certificate revocation list configuration.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(tzrue);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.SUBORDINATE;

// ** Execute core code samples for Subordinate CA activation in sequence **

AWSACMPCA client = ClientBuilder(endpointRegion);

String rootCertificate = GetCertificateAuthorityCertificate(rootCAArn, client);

String subordinateCAArn = CreateCertificateAuthority(configCA, crlConfigure,
CAtype, client);

String csr = GetCertificateAuthorityCsr(subordinateCAArn, client);

String subordinateCertificateArn = IssueCertificate(rootCAArn, csr, client);

String subordinateCertificate = GetCertificate(subordinateCertificateArn,
rootCAArn, client);

ImportCertificateAuthorityCertificate(subordinateCertificate, rootCertificate,
subordinateCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
".amazonaws.com.cn/";

EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.
AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)

.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String GetCertificateAuthorityCertificate(String rootCAArn,
AWSACMPCA client)

// ** GetCertificateAuthorityCertificate **

// Create a request object and set the certificate authority ARN,
GetCertificateAuthorityCertificateRequest getCACertificateRequest =
new GetCertificateAuthorityCertificateRequest();
getCACertificateRequest.withCertificateAuthorityArn(rootCAAzrn);

// Create a result object.
GetCertificateAuthorityCertificateResult getCACertificateResult = null;
try {
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getCACertificateResult =
client.getCertificateAuthorityCertificate(getCACertificateRequest);

} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidStateException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;

// Retrieve and display the certificate information.

String rootCertificate = getCACertificateResult.getCertificate();
System.out.println("Root CA Certificate / Certificate Chain:");
System.out.println(rootCertificate);

return rootCertificate;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CrlConfiguration crlConfigure, CertificateAuthorityType CAtype, AWSACMPCA
client) {
RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);

// Create the request object.

CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);

createCARequest.withRevocationConfiguration(revokeConfig);

createCARequest.withIdempotencyToken("123987");

createCARequest.withCertificateAuthorityType(CAtype);

createCARequest.withKeyStorageSecurityStandard(KeyStorageSecurityStandard.CCPC_LEVEL_1_OR_HIGH

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;
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}
// Retrieve the ARN of the private CA.
String subordinateCAArn = createCAResult.getCertificateAuthorityArn();

System.out.println("Subordinate CA Arn: " + subordinateCAArn);

return subordinateCAArn;

private static String GetCertificateAuthorityCsr(String subordinateCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.
GetCertificateAuthorityCsrRequest csrRequest = new

GetCertificateAuthorityCsrRequest();

client.

csrRequest.withCertificateAuthorityArn(subordinateCAArn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch(AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;
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// Retrieve and display the CSR;

String csr = csrResult.getCsz();
System.out.println("Subordinate CSR:");
System.out.println(csr);

return csr;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the issuing CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAIn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws-cn:acm-pca:::template/
SubordinateCACertificate_PathLen@/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(730L); // Approximately two years
validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
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throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String subordinateCertificateArn = issueResult.getCertificateArn();
System.out.println("Subordinate Certificate Arn: " +

subordinateCertificateArn);

return subordinateCertificateArn;

private static String GetCertificate(String subordinateCertificateArn, String
rootCAArn, AWSACMPCA client) {

client.

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(subordinateCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
waiters().certificateIssued();
try {

getCertificateWaiter.run(new WaiterParameters<(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.
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// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String subordinateCertificate = certificateResult.getCertificate();
System.out.println("Subordinate CA Certificate:");
System.out.println(subordinateCertificate);

return subordinateCertificate;

private static void ImportCertificateAuthorityCertificate(String

subordinateCertificate, String rootCertificate, String subordinateCAArn, AWSACMPCA

client) {

// Create the request object and set the signed certificate, chain and CA ARN.

ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(subordinateCertificate);

importRequest.setCertificate(certByteBuffer);

ByteBuffer rootCACertByteBuffer = stringToByteBuffer(rootCertificate);

importRequest.setCertificateChain(rootCACertByteBuffer);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(subordinateCAAxn);

// Import the certificate.
try {
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client.importCertificateAuthorityCertificate(importRequest);
} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

}
System.out.println("Subordinate CA certificate successfully imported.");
System.out.println("Subordinate CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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import com.amazonaws.waiters.WaiterParameters;
import com.amazonaws.waiters.WaiterTimedOutException;
import com.amazonaws.waiters.WaiterUnrecoverableException;

import org.bouncycastle.asnl.x509.SubjectPublicKeyInfo;
import org.bouncycastle.cert.jcajce.JcaX509ExtensionUtils;
import org.bouncycastle.openssl.PEMParser;

import org.bouncycastle.pkcs.PKCS10CertificationRequest;
import org.bouncycastle.util.io.pem.PemReader;

import lombok.SneakyThrows;

public class RootCAActivation {
public static void main(String[] args) throws Exception {
// Define the endpoint region for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "ap-
southeast-2"

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.3") // OID for Common Name
.withValue("root CA"),
new CustomAttribute()
.withObjectIdentifier("0.9.2342.19200300.100.1.25") // 0ID for Domain

Component
.withValue("example"),
new CustomAttribute()
.withObjectIdentifier("0.9.2342.19200300.100.1.25") // 0ID for Domain
Component
.withValue("com")
);

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.EC_prime256vl);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);
configCA.withSubject(subject);
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// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.ROOT;

// ** Execute core code samples for Root CA activation in sequence **
AWSACMPCA client ClientBuilder(endpointRegion);

String rootCAArn = CreateCertificateAuthority(configCA, CAtype, client);

String csr = GetCertificateAuthorityCsr(rootCAArn, client);

String rootCertificateArn = IssueCertificate(rootCAArn, csr, client);

String rootCertificate = GetCertificate(rootCertificateArn, rootCAArn, client);
ImportCertificateAuthorityCertificate(rootCertificate, rootCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;
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private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CertificateAuthorityType CAtype, AWSACMPCA client) {
// Create the request object.
CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();
createCARequest.withCertificateAuthorityConfiguration(configCA);
createCARequest.withIdempotencyToken("123987");
createCARequest.withCertificateAuthorityType(CAtype);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String rootCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Root CA Arn: " + rootCAAzn);

return rootCAArn;

private static String GetCertificateAuthorityCsr(String rootCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.

GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();

csrRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
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} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;

// Retrieve and display the CSR;
String csr = csrResult.getCsz();
System.out.println(csr);

return csr;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

v1it);

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAIn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/RootCACertificate/
ByteBuffer csrByteBuffer = stringToByteBuffer(csr);

issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
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issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(3650L);

validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String rootCertificateArn = issueResult.getCertificateArn();
System.out.println("Root Certificate Arn: " + rootCertificateArn);

return rootCertificateArn;
private static String GetCertificate(String rootCertificateArn, String rootCAArn,
AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(rootCertificateArn);
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client.

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
waiters().certificateIssued();
try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String rootCertificate = certificateResult.getCertificate();
System.out.println(rootCertificate);

return rootCertificate;

private static void ImportCertificateAuthorityCertificate(String rootCertificate,

String

rootCAArn, AWSACMPCA client) {
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// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificate(certByteBuffer);

importRequest.setCertificateChain(null);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(rootCAAzrn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

System.out.println("Root CA certificate successfully imported.");
System.out.println("Root CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566

CreateCertificateAuthorityAuditReport
AR Java RHIE R 7 @] A iZ CreateCertificate AuthorityAuditReportig 4,

ZRELQBE—NFIHRE , ZRESKIEBRVIEPTAENFHE, ZHREREFE
Amazon S3 MH, B LE 30 oHER —IXFIRE,

package com.amazonaws.samples;

import
import
import
import
import
import

import
import

import

com.amazonaws.services.acmpca.model.
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amazonaws
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amazonaws.
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amazonaws.
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.auth.AWSCredentials;

services.
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acmpca
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import com.amazonaws.services.acmpca

import
import
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import
import

public

public static void main(String[] args) throws Exception {

com.
com.
com.
com.
com.
com.

class CreateCertificateAuthorityAuditReport {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services
services
services

services.
services.

.acmpca
.acmpca
.acmpca.
services.

acmpca
acmpca
acmpca

auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
.AmazonClientException;
auth.AwWSStaticCredentialsProvider;

.AWSACMPCA;
.AWSACMPCAClientBuilder;

B AR ERN

CreateCertificateAuthorityAuditReportRequest;

.model.

.model.
.model.

model

.model.
.model.
.model.

AWSCredentials credentials = null;

try {

RequestInProgressException;
RequestFailedException;
.InvalidArgsException;
InvalidArnException;
ResourceNotFoundException;
InvalidStateException;

CreateCertificateAuthorityAuditReportResult;
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credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the certificate authority ARN.
CreateCertificateAuthorityAuditReportRequest req =
new CreateCertificateAuthorityAuditReportRequest();

// Set the certificate authority ARN.
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Specify the S3 bucket name for your report.
req.setS3BucketName("your-bucket-name");

// Specify the audit response format.
req.setAuditReportResponseFormat("JSON");

// Create a result object.
CreateCertificateAuthorityAuditReportResult result = null;
try {

result = client.createCertificateAuthorityAuditReport(req);
} catch (RequestInProgressException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
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} catch (InvalidArnException ex) {

throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

String ID = result.getAuditReportId();
String S3Key = result.getS3Key();

System.out.println(ID);
System.out.println(S3Key);

BHRMENRUTUATAR

58904752-7de3-4bdf-ba89-6953e48c3cc7
audit-report/16075838-061c-4f7a-b54b-49bbc111bctf/58904752-7de3-4bdf-
ba89-6953e48c3cc7.json

CreatePermission

BN Java RBIE R T a4 5 A iZCreatePermission#4F.

ZRERAE CANHRNESEAEEN Amazon RE 4K, TUAEBRESEFUTRER : NFAE CA
BRI RIES , URIIEFAE CA ERFHEFNR, EET ACM BRI ZLITUEH , 400 CA T
BAHEMIR ( IssueCertificateGetCertificate, MListPermissions ) B4 ACM RS
F 4k (acm.amazonaws.com), A LUEIE FHABEIKEI CA B ARN, ListCertificateAuthorities

BIENRIG , Bu L EAListPermissions BB EH TR E |, th o] LAEH ZDeletePermission BB H
il BR o

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.AmazonClientException;
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class CreatePermission {

.model.
.model.

.model.
.model.
.acmpca.
.model.
.model.
.model.

model

.AWSACMPCA;
.AWSACMPCAClientBuilder;

CreatePermissionRequest;
CreatePermissionResult;

InvalidArnException;
InvalidStateException;

.LimitExceededException;

PermissionAlreadyExistsException;
RequestFailedException;
ResourceNotFoundException;

public static void main(String[] args) throws Exception {

west-2

// Retrieve your credentials from the C:\Users\name\.aws\credentials file

// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;

try {
cr

edentials

= new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.", e);

// Define the endpoint for your sample.

String endpointRegion = "region";

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))

.b

uild();

// Substitute your region here, e.g. "us-

CreatePerm
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// Create a request object.
CreatePermissionRequest req =
new CreatePermissionRequest();

// Set the certificate authority ARN.
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Set the permissions to give the user.
ArraylList<String> permissions = new ArraylList<>();
permissions.add("IssueCertificate");
permissions.add("GetCertificate");
permissions.add("ListPermissions");

req.setActions(permissions);

// Set the Principal.
req.setPrincipal("acm.amazonaws.com");

// Create a result object.

CreatePermissionResult result = null;

try {
result = client.createPermission(req);

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (LimitExceededException ex) {
throw ex;

} catch (PermissionAlreadyExistsException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

DeleteCertificate Authority

BAR Java IR R T a0alfE A iZDeleteCertificateAuthority R 4E.

DeleteCertificateAuthority MRS latest 47


https://docs.amazonaws.cn/privateca/latest/APIReference/API_DeleteCertificateAuthority.html

Amazon FAFIEBME L AriEE
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(CA). DeleteCertificateAuthority BREEREBEEMERA CA B ARN, EATBL
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package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.DeleteCertificateAuthorityRequest;

import com.amazonaws.AmazonClientException;

import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.InvalidArnException;
import com.amazonaws.services.acmpca.model.InvalidStateException;
import com.amazonaws.services.acmpca.model.RequestFailedException;

public class DeleteCertificateAuthority {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {

credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
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throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a requrest object and set the ARN of the private CA to delete.
DeleteCertificateAuthorityRequest req = new DeleteCertificateAuthorityRequest();

// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Set the recovery period.
req.withPermanentDeletionTimeInDays(12);

// Delete the CA.

try {
client.deleteCertificateAuthority(req);

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;
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DeletePermission

BAT Java ROIE R T @0 A iZDeletePermission®4E.

ZIRIESMBRFLAE CA EAZCreatePermissionsi#fEZE 44 Amazon FREZEIXE AR, & ABS
WA BRI CA B ARN, ListCertificateAuthoritiesf& A LUE T 8 A ListPermissions B #k#& & CA
BRFHNR.

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.DeletePermissionRequest;
import com.amazonaws.services.acmpca.model.DeletePermissionResult;

import com.amazonaws.services.acmpca.model.InvalidArnException;
import com.amazonaws.services.acmpca.model.InvalidStateException;
import com.amazonaws.services.acmpca.model.RequestFailedException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;

public class DeletePermission {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.", e);

// Define the endpoint for your sample.
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String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object.
DeletePermissionRequest req =
new DeletePermissionRequest();

// Set the certificate authority ARN.
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Set the AWS service principal.
req.setPrincipal("acm.amazonaws.com");

// Create a result object.
DeletePermissionResult result = null;
try {
result = client.deletePermission(req);
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
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com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
.auth.profile.ProfileCredentialsProvider;

amazonaws

amazonaws.
amazonaws.
amazonaws.

amazonaws.
.services.acmpca.AWSACMPCAClientBuilder;

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AWSCredentials;

client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

services.acmpca.AWSACMPCA;

AmazonClientException;
.model.
.model.
.model.
.acmpca.
.model.
.model.
.model.
.model.
.model.

services.
services.
services.

services

services.
services.
services.
services.
services.

class DeletePolicy {

acmpca
acmpca
acmpca

acmpca
acmpca
acmpca
acmpca
acmpca

public static void main(String[]

e);

// Retrieve your credentials
// in Windows or the .aws/credentials file in Linux.

model

args)

DeletePolicyRequest;
DeletePolicyResult;
AWSACMPCAException;

.ConcurrentModificationException;

InvalidArnException;
InvalidStateException;
LockoutPreventedException;
RequestFailedException;
ResourceNotFoundException;

throws Exception {

from the C:\Users\name\.aws\credentials file

AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.",

DeletePolicy
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west-2"

}

// Define the endpoint for your sample.

String endpointRegion = "us-west-2"; // Substitute your Region here, e.g. "us-

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";

EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,

endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object.
DeletePolicyRequest req = new DeletePolicyRequest();

// Set the resource ARN.
req.withResourceArn("arn:aws:acm-pca:us-west-2:111122223333:certificate-

authority/11223344-44ee-3a22-bb33-4cd2d13f1f18");

// Retrieve a list of your CAs.

DeletePolicyResult result = null;

try {
result = client.deletePolicy(req);

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (LockoutPreventedException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (AWSACMPCAException ex) {
throw ex;
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}

DescribeCertificateAuthority

LAF Java RHIE R T @04 £ A iZDescribeCertificate Authority B 4E

LARES| BB R ENBBIERF AR (CA) BER. BAMEEFE CA K ARN (Amazon HIRA
). FHEE CA KRS, XANRUTE—H

« CREATING— Amazon FAF CA [EfESIEEMNFEIEBMAN,

 PENDING_CERTIFICATE - if PIEEHFAIE, BANERAABHIME CA RKZBENFAE CA
CSR, REFHS A PCA,

« ACTIVE - &E9FAE CA & TEHIRE.

- DISABLED - &9, CA E#EH.

« EXPIRED - &M%, H CA LB ETH,

« FAILED - T BIEENFE CA,

« DELETED - 8% E CALTERH , L ZHR G , ©REKAMER,

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.CertificateAuthority;
import com.amazonaws.services.acmpca.model.DescribeCertificateAuthorityRequest;
import com.amazonaws.services.acmpca.model.DescribeCertificateAuthorityResult;

import com.amazonaws.AmazonClientException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;

import com.amazonaws.services.acmpca.model.InvalidArnException;

public class DescribeCertificateAuthority {

DescribeCertificateAuthority MRS latest 54


https://docs.amazonaws.cn/privateca/latest/APIReference/API_DescribeCertificateAuthority.html

Amazon FAFIEBME L AriEE

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object
DescribeCertificateAuthorityRequest req = new
DescribeCertificateAuthorityRequest();

// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Create a result object.
DescribeCertificateAuthorityResult result = null;
try {

result = client.describeCertificateAuthority(req);
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
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// Retrieve and display information about the CA.
CertificateAuthority PCA = result.getCertificateAuthority();
String strPCA = PCA.toString();

System.out.println(strPCA);

DescribeCertificateAuthorityAuditReport

LA Java ~HIE R 7 @4 A iZDescribeCertificate AuthorityAuditReporti& 4,

ZIREY|H T B X EE B B ZCreateCertificateAuthorityAuditReportiR EBI B B E T IHIRE N E
B, BRERERMANME (CA) RERHAN , BLCBFERER, HEMAIER, LB CRLIAH
ERE , 2ERALERA,

package com.amazonaws.samples;

import java.util.Date;

import
import
import
import
import

import
import

import

com.
com.
com.
com.
com.

com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

services.acmpca.AWSACMPCA;
services.acmpca.AWSACMPCAClientBuilder;

com.amazonaws.services.acmpca.model.DescribeCertificateAuthorityAuditReportRequest;

import

com.amazonaws.services.acmpca.model.DescribeCertificateAuthorityAuditReportResult;

import
import
import
import

import
import
import
import

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
.services.acmpca.model.AWSACMPCAException;

amazonaws

amazonaws

amazonaws.
amazonaws.

amazonaws

AmazonClientException;
services.acmpca.model.InvalidArgsException;
services.acmpca.model.ResourceNotFoundException;

.waiters.Waiter;

waiters.WaiterParameters;
waiters.WaiterTimedOutException;

.waiters.WaiterUnrecoverableException;

DescribeCertificateAuthorityAuditReport
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public class DescribeCertificateAuthorityAuditReport {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object.
DescribeCertificateAuthorityAuditReportRequest req =
new DescribeCertificateAuthorityAuditReportRequest();

// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Set the audit report ID.
req.withAuditReportId("11111111-2222-3333-4444-555555555555");

// Create waiter to wait on successful creation of the audit report file.
Waiter<DescribeCertificateAuthorityAuditReportRequest> waiter =
client.waiters().auditReportCreated();
try {
waiter.run(new WaiterParameters<>(req));
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} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Create a result object.
DescribeCertificateAuthorityAuditReportResult result = null;
try {

result = client.describeCertificateAuthorityAuditReport(req);
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArgsException ex) {

throw ex;

String status = result.getAuditReportStatus();
String S3Bucket = result.getS3BucketName();
String S3Key = result.getS3Key();

Date createdAt = result.getCreatedAt();

System.out.println(status);
System.out.println(S3Bucket);
System.out.println(S3Key);
System.out.println(createdAt);

EHVRE MR U T UL TARR ¢

SUCCESS

your-audit-report-bucket-name
audit-report/a4119411-8153-498a-a607-2cb77b858043/25211c3d-f2fe-479f-b437-
fe2b3612bc45.json

Tue Jan 16 13:07:58 PST 2018

GetCertificate

BATF Java R"BIE R T 2l fE A iZ GetCertificate 2 4E.

GetCertificate
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package com.amazonaws.samples;

import
import
import
import
import

import
import

import
import

import
import
import
import
import
import

import
import
import
import

import

public

com.
com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.
com.
com.
com.

com.
com.
com.
com.

com

.aMazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services
services

services

services

services

services

services.
services.
services.

.acmpca
.acmpca

.acmpca
.acmpca

.acmpca
acmpca
acmpca
acmpca
.acmpca

waiters.Waiter;

HYAAE CA MARM BHEORBIEBRES

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

.AWSACMPCA;
.AWSACMPCAClientBuilder;

.model.GetCertificateRequest;
.model.GetCertificateResult;

AmazonClientException;

.model.RequestInProgressException;
.model.RequestFailedException ;
.model.ResourceNotFoundException;
.model.InvalidArnException;
.model.InvalidStateException;

waiters.WaiterParameters;
waiters.WaiterTimedOutException;
waiters.WaiterUnrecoverableException;

.services.acmpca.model.AWSACMPCAException;

class GetCertificate {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials

try {
credentials
} catch (Exception e) {

null;

new ProfileCredentialsProvider("default").getCredentials();

GetCertificate
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throw new AmazonClientException("Cannot load your credentials from disk", e);
}
// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object.
GetCertificateRequest req = new GetCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm-pca:region:account:certificate-
authority/CA_ID/certificate/certificate_ID");

// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> waiter = client.waiters().certificateIssued();
try {

waiter.run(new WaiterParameters<>(req));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult result = null;
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try {

result = client.getCertificate(req);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String strCert
System.out.println(strCert);

= result.getCertificate();

X FAERMAH (CA) LIRS , BHR R R RE D THEREE,

----- BEGIN CERTIFICATE----- base64-encoded certificate -----END CERTIFICATE-----
----- BEGIN CERTIFICATE----- base64-encoded certificate -----END CERTIFICATE-----
----- BEGIN CERTIFICATE----- base64-encoded certificate -----END CERTIFICATE-----

GetCertificateAuthorityCertificate

AR Java RBIE R T w1 A iZ GetCertificateAuthorityCertificate B 4E.

LR ETRR

R

/Ch

BYABIE BRI (CA) REBMIEF 4, IEHMIEPETHN PEM XK base64

PEM FIBFRFE, IEPETELE CAILES. ZEPHEMEBBN CREIERZLESR,

package com.amazonaws.samples;

import
import
import
import
import

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

GetCertificateAuthorityCertificate
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import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.GetCertificateAuthorityCertificateRequest;
import com.amazonaws.services.acmpca.model.GetCertificateAuthorityCertificateResult;

import com.amazonaws.AmazonClientException;

import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.InvalidStateException;
import com.amazonaws.services.acmpca.model.InvalidArnException;

public class GetCertificateAuthorityCertificate {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,

endpointRegion);

// Create a client that you can use to make requests.
AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object
GetCertificateAuthorityCertificateRequest req =

new GetCertificateAuthorityCertificateRequest();

// Set the certificate authority ARN,
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req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Create a result object.
GetCertificateAuthorityCertificateResult result = null;
try {

result = client.getCertificateAuthorityCertificate(req);
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidStateException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;

// Retrieve and display the certificate information.
String strPcaCert = result.getCertificate();
System.out.println(strPcaCert);

String strPCACChain = result.getCertificateChain();
System.out.println(strPCACChain);

N FEIEEWIERMANN (CA) , EHH HRZ 2RI T B L,

GetCertificateAuthorityCsr

BAR Java R R 7R T a0aIfE A iZ GetCertificateAuthority Csrig 4k,

WIRETRRENAEIERMENE (CA) WIEHZLERIER (CSR), CSR —EZA
FCreateCertificateAuthority#RYERT 8122 H) . 7 CSR MEZM A X.509 EAli%He |
HEARIMNE CAXEH#ITER, AREIRAREFSZENIEREHRS A ACM

PCA, ImportCertificateAuthorityCertificate A PEM #& = base64 wiBFZ LR XIRE CSR,

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.auth.profile.ProfileCredentialsProvider;

GetCertificateAuthorityCsr MK latest 63


https://docs.amazonaws.cn/privateca/latest/APIReference/API_GetCertificateAuthorityCsr.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_CreateCertificateAuthority.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_ImportCertificateAuthorityCertificate.html

Amazon FAEIE B MK LA

import
import
import

import
import

import
import

import
import
import
import
import
import

import
import
import
import

public

pub

com.amazonaws.client.builder.AwsClientBuilder;
com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
com.amazonaws.auth.AWSStaticCredentialsProvider;

com.amazonaws.services.acmpca.AWSACMPCA;
com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

com.amazonaws.services.acmpca.model.GetCertificateAuthorityCsrRequest;
com.amazonaws.services.acmpca.model.GetCertificateAuthorityCsrResult;

com.amazonaws .AmazonClientException;
com.amazonaws.services.acmpca.model.ResourceNotFoundException;
com.amazonaws.services.acmpca.model.InvalidArnException;
com.amazonaws.services.acmpca.model.RequestInProgressException;
com.amazonaws.services.acmpca.model.RequestFailedException;
com.amazonaws.services.acmpca.model.AWSACMPCAException;

com.amazonaws.waiters.Waiter;
com.amazonaws.waiters.WaiterParameters;
com.amazonaws .waiters.WaiterTimedOutException;
com.amazonaws.waiters.WaiterUnrecoverableException;

class GetCertificateAuthorityCsr {

lic static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}
// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);
GetCertificateAuthorityCsr MK latest 64
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// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object and set the CA ARN.

GetCertificateAuthorityCsrRequest req = new GetCertificateAuthorityCsrRequest();

req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> waiter =
client.waiters().certificateAuthorityCSRCreated();
try {
waiter.run(new WaiterParameters<>(req));

} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult result = null;
try {
result = client.getCertificateAuthorityCsr(req);
} catch (RequestInProgressException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;

// Retrieve and display the CSR;
String Csr = result.getCsr();
System.out.println(Csz);
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}

X FIEEENIEB MR (CA)

1R

y 70N

Y H RISR Bl T . IEBERIER (CSR) KA PEM & AT

base64 %8, FERFEARE XA , REFEETAM X.509 ik , FEARIME CANE
HITER

GetPolicy

BT Java RAIE R T a4 A ZGetPolicy B 1E,

ZRER R INEAE CANETRFENRKE, ETHRNREATEREKS, CA

————— END CERTIFICATE

H=E, BalES

W REEFRKRIFLE CA B ARN, ListCertificateAuthorities

X H API #24EEFEPUtPolicy M DeletePolicy.

package com.amazonaws.samples;

import
import
import
import
import

import
import

import
import
import
import
import
import
import
import

public

com.
com.
com.
com.
com.

com.
com.

com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
.client.builder.AwsClientBuilder.EndpointConfiguration;

amazonaws

amazonaws.

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;

auth.AwWSStaticCredentialsProvider;

services.acmpca.AWSACMPCA;
services.acmpca.AWSACMPCAClientBuilder;

services.
services.
services.
services.
services.

services

services.

class GetPolicy {

acmpca
acmpca
acmpca
acmpca
acmpca

acmpca

public static void main(String[]

.AmazonClientException;
.model.
.model.
.model.
.model.
.model.
.acmpca.
.model.

model.

args)

GetPolicyRequest;
GetPolicyResult;
AWSACMPCAException;
InvalidArnException;
InvalidStateException;
RequestFailedException;
ResourceNotFoundException;

throws Exception {

GetPolicy
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.",

@))7
}
// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object.
GetPolicyRequest req = new GetPolicyRequest();

// Set the resource ARN.
req.withResourceArn("arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566");

// Retrieve a list of your CAs.

GetPolicyResult result= null;

try {
result = client.getPolicy(req);

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

GetPolicy WK latest 67



Amazon FAEIE B MK LA

RAriEmE

} catch (AWSACMPCAException ex) {

throw ex;

// Display the policy.

System.out.println(result.getPolicy());

ImportCertificateAuthorityCertificate

LAF Java RIS R T @4 6 A ZImportCertificateAuthorityCertificate 3 4E

WIREFEEZNFAE CAIEPBSE A Amazon 328 CA., ERRALIREZR , BIAE
& ¥ A% CreateCertificateAuthority 2 4E QI BB IE P AL N, RiE

P GetCertificateAuthorityCsri#ERE BIE B LR ER (CSR). FiZ CSR MEXR#H CA HFEREHE

FMNBIUEBNELL, QBIEREFFEENIESNIEPLEEFIENTER F.

package com.amazonaws.samples;

import
import
import
import
import

import
import

import

com.
com.
com.
com.
com.

com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

auth.AWSCredentials;

auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

services.acmpca.AWSACMPCA;
services.acmpca.AWSACMPCAClientBuilder;

com.amazonaws.services.acmpca.model.ImportCertificateAuthorityCertificateRequest;

import
import
import
import
import
import
import
import

import

com.
com.
com.
com.
com.
com.
com.
com.

amazonaws
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.
services.
services.
services.

java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;

acmpca
acmpca
acmpca

acmpca
acmpca
acmpca

.AmazonClientException;
.model.
.model.
.model.
acmpca.
.model.
.model.
.model.

model

RequestInProgressException;
MalformedCertificateException;
ResourceNotFoundException;
.ConcurrentModificationException;
InvalidArnException;
CertificateMismatchException;
RequestFailedException;
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import java.util.Objects;
public class ImportCertificateAuthorityCertificate {

public static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
}

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest req =
new ImportCertificateAuthorityCertificateRequest();

// Set the signed certificate.
String strCertificate =
Mmoo - BEGIN CERTIFICATE----- \n" +
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"base64-encoded certificate\n" +

Mmoo - END CERTIFICATE----- \n";
ByteBuffer certByteBuffer = stringToByteBuffer(strCertificate);
req.setCertificate(certByteBuffer);

// Set the certificate chain.
String strCertificateChain =

R BEGIN CERTIFICATE----- \n" +
"baseb4-encoded certificate\n" +
R END CERTIFICATE----- \n";

ByteBuffer chainByteBuffer = stringToByteBuffer(strCertificateChain);
req.setCertificateChain(chainByteBuffer);

// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(req);

} catch (CertificateMismatchException ex) {
throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

IssueCertificate

BAT Java R"OIE R T @Al £ A iZIssueCertificate i@ €,
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package com.amazonaws.samples;

import
import
import
import
import

import
import
import

import
import

import
import
import
import

import
import
import
import
import
import
import

com.
com.
com.
com.

com.

com.
com.
com.
com.

com.
com.
com.
com.
com.
com.
com.

com.amazonaws
amazonaws.
amazonaws.
amazonaws.
amazonaws.

com.amazonaws
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

B2 | A Amazon #AF CA iEBER.

.auth.AWSCredentials;

java.nio.ByteBuffer;
java.nio.charset.StandardCharsets;
java.util.Objects;

.services.
services.

services.
services.
services.
services.

services.
services.
services.
services.
services.
services.

acmpca
acmpca

acmpca

acmpca
acmpca

acmpca
acmpca
acmpca
acmpca
acmpca
acmpca

public class IssueCertificate {

public static ByteBuffer stringToByteBuffer(final String string) {

if (Objects.isNull(string)) {
return null;

auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;

client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

.AWSACMPCA;
.AWSACMPCAClientBuilder;

.model.IssueCertificateRequest;
acmpca.
.model.SigningAlgorithm;
.model.Validity;

model .IssueCertificateResult;

AmazonClientException;
.model.LimitExceededException;
.model.ResourceNotFoundException;
.model.InvalidStateException;
.model.InvalidArnException;
.model.InvalidArgsException;
.model.MalformedCSRException;
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byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

}
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:
IssueCertificateRequest req = new IssueCertificateRequest();

// Set the CA ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Specify the certificate signing request (CSR) for the certificate to be signed
and issued.

String strCSR =

B BEGIN CERTIFICATE REQUEST----- \n" +
"base64-encoded certificate\n" +
B END CERTIFICATE REQUEST----- \n";

ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);
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// Specify the template for the issued certificate.
req.withTemplateArn("arn:aws:acm-pca:::template/EndEntityCertificate/V1");

// Set the signing algorithm.
req.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(<<3650L>>);

validity.withType("DAYS");

req.withValidity(validity);

// Set the idempotency token.
req.setIdempotencyToken("1234");

// Issue the certificate.
IssueCertificateResult result = null;
try {

result = client.issueCertificate(req);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(arn);

EHRE MR UT U TAR

arn:aws:acm-pca:region:account:certificate-authority/CA_ID/certificate/certificate_ID
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package com.amazonaws.samples;

import
import
import
import
import

import
import

import
import
import
import

com.
com.
com.
com.
com.

com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
.auth.AWSStaticCredentialsProvider;

amazonaws

amazonaws.
amazonaws.

amazonaws.

amazonaws
amazonaws

auth.AwWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;

services.acmpca.AWSACMPCA;
services.acmpca.AWSACMPCAClientBuilder;

AmazonClientException;

.services.acmpca.model.ListCertificateAuthoritiesRequest;
.services.acmpca.model.ListCertificateAuthoritiesResult;
amazonaws.

services.acmpca.model.InvalidNextTokenException;

public class ListCertificateAuthorities {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.",

e);
}
// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);
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// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object.
ListCertificateAuthoritiesRequest req = new ListCertificateAuthoritiesRequest();
req.withMaxResults(10);

// Retrieve a list of your CAs.
ListCertificateAuthoritiesResult result= null;
try {

result = client.listCertificateAuthorities(req);
} catch (InvalidNextTokenException ex) {

throw ex;

// Display the CA list.
System.out.println(result.getCertificateAuthorities());

MREBEMEIHVERTANN , WaHNRUTUATAE

[{
Arn: arn: aws: acm-pca: region: account: certificate-
authority/12345678-1234-1234-1234-123456789012,
CreatedAt: TueNov0@712: 05: 39PST2017,
LastStateChangeAt: WedJanl@l2: 35: 39PST2018,
Type: SUBORDINATE,
Serial: 4109,
Status: DISABLED,
NotBefore: TueNov@712: 19: 15PST2017,
NotAfter: FriNov@513: 19: 15PDT2027,
CertificateAuthorityConfiguration: {

KeyType: RSA2048,

SigningAlgorithm: SHA256WITHRSA,

Subject: {

Organization: ExampleCorp,

OrganizationalUnit: HR,

State: Washington,
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CommonName: www.example.com,
Locality: Seattle,

}
},
RevocationConfiguration: {
CrlConfiguration: {
Enabled: true,
ExpirationInDays: 3650,
CustomCname: your-custom-name,
S3BucketName: your-bucket-name
}
}
I
{

Arn: arn: aws: acm-pca: region: account>: certificate-
authority/12345678-1234-1234-1234-123456789012,
CreatedAt: WedSepl312: 54: 52PDT2017,
LastStateChangeAt: WedSepl312: 54: 52PDT2017,

Type: SUBORDINATE,
Serial: 4100,
Status: ACTIVE,

NotBefore: WedSepl314: 11: 19PDT2017,
NotAfter: SatSeplll4: 11: 19PDT2027,
CertificateAuthorityConfiguration: {

KeyType: RSA2048,
SigningAlgorithm: SHA256WITHRSA,
Subject: {

Country: US,

Organization: ExampleCompany,
OrganizationalUnit: Sales,
State: Washington,

CommonName: www.example.com,
Locality: Seattle,

}

},

RevocationConfiguration: {

CrlConfiguration: {
Enabled: false,
ExpirationInDays: 5,
CustomCname: your-custom-name,
S3BucketName: your-bucket-name

}
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}
iy
{

Arn: arn: aws: acm-pca: region: account>: certificate-
authority/12345678-1234-1234-1234-123456789012,
CreatedAt: FriJanl213: 57: 11PST2018,
LastStateChangeAt: FriJanl213: 57: 11PST2018,
Type: SUBORDINATE,
Status: PENDING_CERTIFICATE,
CertificateAuthorityConfiguration: {

KeyType: RSA2048,

SigningAlgorithm: SHA256WITHRSA,

Subject: {

Country: US,

Organization: Examples-R-Us Ltd.,

OrganizationalUnit: corporate,

State: WA,

CommonName: www.examplesrus.com,

Locality: Seattle,

}
iy

RevocationConfiguration: {
CrlConfiguration: {
Enabled: true,
ExpirationInDays: 365,
CustomCname: your-custom-name,
S3BucketName: your-bucket-name
}
}
},
{

Arn: arn: aws: acm-pca: region: account>: certificate-
authority/12345678-1234-1234-1234-123456789012,
CreatedAt: FriJan@511: 14: 21PST2018,
LastStateChangeAt: FriJan@511: 14: 21PST2018,
Type: SUBORDINATE,
Serial: 4116,

Status: ACTIVE,

NotBefore: FriJan@512: 12: 56PST2018,
NotAfter: MonJan0312: 12: 56PST2028,
CertificateAuthorityConfiguration: {

KeyType: RSA2048,

SigningAlgorithm: SHA256WITHRSA,
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Subject:

Country:

{
us,

Organization: ExampleslLLC,
OrganizationalUnit: CorporateOffice,
State: WA,
CommonName: www.example.com,
Locality: Seattle,

}
iy

RevocationConfiguration: {
CrlConfiguration: {

Enabled:

true,

ExpirationInDays: 3650,
CustomCname: your-custom-name,
S3BucketName: your-bucket-name

}
}
]

ListPermissions

BAF Java ROIE R T aal A iZListPermissionsig 4,

LEIRAESI &
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package com.amazonaws.samples;

import com.
import com.
import com.
import com.
import com.

import com.
import com.

import com.
import com.

import com.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.

amazonaws.
amazonaws.

amazonaws

.auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

.services.acmpca.AWSACMPCA;
services.acmpca.AWSACMPCAClientBuilder;

services.acmpca.model.ListPermissionsRequest;
services.acmpca.model.ListPermissionsResult;

.AmazonClientException;
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import com.amazonaws.services.acmpca.model.InvalidArnException;
import com.amazonaws.services.acmpca.model.InvalidNextTokenException;
import com.amazonaws.services.acmpca.model.InvalidStateException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.RequestFailedException;

public class ListPermissions {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the CA ARN.

ListPermissionsRequest req = new ListPermissionsRequest();

req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// List the tags.
ListPermissionsResult result = null;
try {
result = client.listPermissions(req);
} catch (InvalidArnException ex) {
throw ex;
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} catch (InvalidStateException ex) {
throw ex;

} catch(RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

// Retrieve and display the permissions.
System.out.println(result);

MREENLE CAEABRFSERATENRR , WA HMRBTUTRR

[{
Arn: arn:aws:acm-
pca:region:account:permission/12345678-1234-1234-1234-123456789012,
CreatedAt: WedFeb0317: ©5: 39PST2019,
Prinicpal: acm.amazonaws.com,
Permissions: {
ISSUE_CERTIFICATE,
GET_CERTIFICATE,

DELETE,CERTIFICATE
1,
SourceAccount: account
1]
ListTags

BT Java RIER T 0@ E A ZListTags#1E.

LLRET 5 528 MFAE CA XEBRIARE (WRA). RERTATIRAIMNEBEEEZNREMNIRE CAs,
FIREBH—MNBN—NTEELK. BATagCertificateAuthorityRERF — N R ZAMRZ R INEE
B9 CA. i HZUntagCertificateAuthorityi2¥E LA BRIRZ

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
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import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.ListTagsRequest;
import com.amazonaws.services.acmpca.model.ListTagsResult;

import com.amazonaws.AmazonClientException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.InvalidArnException;

public class ListTags {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the CA ARN.

ListTagsRequest req = new ListTagsRequest();

req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");
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// List the tags

ListTagsResult result = null;

try {
result = client.listTags(req);

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

// Retrieve and display the tags.
System.out.println(result);

MREBEMEIHNRE , M@ ERREATUATARE !

{Tags: [{Key: Admin,Value: Alice}, {Key: Purpose,Value: WebServices}],}

PutPolicy
AR Java RIS R T a4AIfE A ZPutPolicy R 4E,

ZRESETRRAREMMEFE CA, N\MIZMBKFAHRE, REBERENE , BEEHAM
Amazon IKF RN ZERATUEAETHENTAE CA EEAMEITABELHRAIER, BLUENE
R EFRKEIFLE CA B ARN, ListCertificateAuthorities B X R RG] | TSRE T RRNFEHKN
Amazon ¥AH CA 5.

SRR INE] CA 5 , 471 UG A GetPolicy B AER B TH E | to ] BUE A DeletePolicy B 45 £
%,

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;
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import
import
import
import
import
import
import
import
import
import
import

import
import

import

public

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.AmazonClientException;

amazonaws.services.acmpca.model.PutPolicyRequest;
acmpca.model.PutPolicyResult;
acmpca.model.AWSACMPCAException;

.acmpca. .ConcurrentModificationException;
acmpca.model.InvalidArnException;
acmpca.model.InvalidStateException;
acmpca.model.InvalidPolicyException;
acmpca.model.LockoutPreventedException;
acmpca.model.RequestFailedException;

.acmpca. .ResourceNotFoundException;

amazonaws.services.

amazonaws.services.

amazonaws.services model

amazonaws.services.

amazonaws.services.

amazonaws.services.

amazonaws.services.

amazonaws.services.

amazonaws.services model

java.io.IOException;
java.nio.file.Files;
java.nio.file.Paths;

class PutPolicy {

public static void main(String[] args) throws Exception {

e);

west-2"

//
//

AWSCredentials credentials

Retrieve your credentials from the C:\Users\name\.aws\credentials file
in Windows or the .aws/credentials file in Linux.
null;

try {

credentials

new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {

throw new AmazonClientException("Cannot load your credentials from file.",

}
// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

EndpointConfiguration endpoint

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,

endpointRegion);

//

AWSACMPCA client

Create a client that you can use to make requests.
AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)

.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();
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// Create the request object.
PutPolicyRequest req = new PutPolicyRequest();

// Set the resource ARN.
req.withResourceArn("arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566");

// Import and set the policy.

// Note: This code assumes the file "ShareResourceWithAccountPolicy.json" is in
a folder titled policy.

String policy = new String(Files.readAllBytes(Paths.get("policy",
"ShareResourceWithAccountPolicy.json")));

req.withPolicy(policy);

// Retrieve a list of your CAs.
PutPolicyResult result = null;
try {
result = client.putPolicy(req);
} catch (ConcurrentModificationException ex) {

throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidPolicyException ex) {
throw ex;

} catch (LockoutPreventedException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (AWSACMPCAException ex) {
throw ex;
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RestoreCertificateAuthority

AR Java RIS R T 2{a{F A iZRestoreCertificateAuthority i ¥E, FAH CA EHIE R HIKX 7T HE AT IE
, BLHARI A4 7 2 30 X ( MRz B2 ) |, HEEAAERER CA XN HE#ITE L. BX

. a0

EZER,

ESHR EFE CA. BiES I DeleteCertificateAuthority Java Rl

package com.amazonaws.samples;

import
import
import
import
import

import
import

import
import
import
import

import

public

com.amazonaws.auth.AWSCredentials;
amazonaws.auth.profile.ProfileCredentialsProvider;
amazonaws.client.builder.AwsClientBuilder;
amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
amazonaws.auth.AWSStaticCredentialsProvider;

com.
com.
com.
com.
com.amazonaws.
amazonaws.

services.acmpca.AWSACMPCA;
com. services.acmpca.AWSACMPCAClientBuilder;

com.amazonaws.services.acmpca.model.RestoreCertificateAuthorityRequest;

com.amazonaws .AmazonClientException;
amazonaws.services.acmpca.model.InvalidArnException;
amazonaws.services.acmpca.model.InvalidStateException;
amazonaws.services.acmpca.model.ResourceNotFoundException;

com.
com.
com.

class RestoreCertificateAuthority {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file

// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.",

e);

// Define the endpoint for your sample.

String endpointRegion = "region";

west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

// Substitute your region here, e.g. "us-

RestoreCertificateAuthority
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EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object.
RestoreCertificateAuthorityRequest req = new
RestoreCertificateAuthorityRequest();

// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Restore the CA.
try {
client.restoreCertificateAuthority(req);
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;

RevokeCertificate

AR Java RBIER T a4l A 1ZRevokeCertificate 4.

IS RE BT E A ZIssueCertificate REMARIIE B, WREECBLENIE CANEBATIL
P REE5IR (CRL) , MAXE RHIEPHESFITEE CRL ., Amazon FAF CA ff CRL BEA&IE
EH/ Amazon S3 7. BEXEZEE , HSHCriConfiguration5#4,

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.client.builder.AwsClientBuilder;
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import
import
import

import
import

import
import

import
import
import
import
import
import

com.
com.
com.

com.
com.

com.
com.

com.
com.
com.
com.
com.
com.

amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
amazonaws.AmazonClientException;
amazonaws.auth.AWSStaticCredentialsProvider;

amazonaws.services.acmpca.AWSACMPCA;
amazonaws.services.acmpca.AWSACMPCAClientBuilder;

amazonaws.services.acmpca.model.RevokeCertificateRequest;
amazonaws.services.acmpca.model.RevocationReason;

amazonaws.services.acmpca.model.ResourceNotFoundException;
amazonaws.services.acmpca.model.InvalidStateException;
amazonaws.services.acmpca.model.InvalidArnException;
amazonaws.services.acmpca.model.RequestFailedException;
amazonaws.services.acmpca.model.RequestAlreadyProcessedException;
amazonaws.services.acmpca.model.RequestInProgressException;

public class RevokeCertificate {

public static void main(String[] args) throws Exception {

west-2

// R
// i
AWSC
try

} ca

// D
Stri

Stri

etrieve your credentials from the C:\Users\name\.aws\credentials file

n Windows or the .aws/credentials file in Linux.

redentials credentials = null;

{

credentials = new ProfileCredentialsProvider("default").getCredentials();

tch (Exception e) {

throw new AmazonClientException('"Cannot load your credentials from disk", e);

efine the endpoint for your sample.
ng endpointRegion = "region"; // Substitute your region here, e.g. "us-

ng endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";

Endp

// C
AWSA

ointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

reate a client that you can use to make requests.

CMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)

.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();
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// Create a request object.
RevokeCertificateRequest req = new RevokeCertificateRequest();

// Set the certificate authority ARN.
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Set the certificate serial number.
req.setCertificateSerial("79:3f:0d:5b:6a:04:12:5e:2c:9c:fb:52:37:35:98:fe");

// Set the RevocationReason.
req.withRevocationReason(RevocationReason.<<KEY_COMPROMISE>>);

// Revoke the certificate.

try {
client.revokeCertificate(req);

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestAlreadyProcessedException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

TagCertificateAuthorities

BAF Java ROIE R T a{A £ A Z TagCertificateAuthority 4k,

LLREREIENFAR CARIM—NRZMRE, HERTATIRBMAL Amazon BRHRE. 840
HRERH—MEM—NIEREAR. BALERERN , ATUBEFAE CA B Amazon BRAF (ARN) 1§
EFE CA., BEABE-ENEERE, BE/MRIZ CA ST , TLUFHRZENMA T —1MAE CA,
RE , EMETCIIZBENEEXR CAs , BALUGHREMNRSNMATENMAERR CAs, EBR—1
REMRZ |, B AUntagCertificateAuthority#® . FAListTagsRENEEMLEREEHEM CA X

BXo
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package com.amazonaws.samples;

import
import
import
import
import

import
import

import
import

import

import
import
import
import
import

public

com.
com.
com.
com.
com.

com.
com.

com.
com.

jav

com.
com.
com.
com.
com.

cla

amazonaws.auth.AWSCredentials;
amazonaws.auth.profile.ProfileCredentialsProvider;
amazonaws.client.builder.AwsClientBuilder;
amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
amazonaws.auth.AWSStaticCredentialsProvider;

amazonaws.services.acmpca.AWSACMPCA;
amazonaws.services.acmpca.AWSACMPCAClientBuilder;

amazonaws.services.acmpca.model.TagCertificateAuthorityRequest;
amazonaws.services.acmpca.model.Tag;

a.util.Arraylist;

amazonaws.AmazonClientException;
amazonaws.services.acmpca.model.ResourceNotFoundException;
amazonaws.services.acmpca.model.InvalidArnException;
amazonaws.services.acmpca.model.InvalidTagException;
amazonaws.services.acmpca.model.TooManyTagsException;

ss TagCertificateAuthorities {

public static void main(String[] args) throws Exception {

west-2

// R
// i
AWSC
try

} ca

// D
Stri

Stri

etrieve your credentials from the C:\Users\name\.aws\credentials file

n Windows or the .aws/credentials file in Linux.

redentials credentials = null;

{

credentials = new ProfileCredentialsProvider("default").getCredentials();

tch (Exception e) {

throw new AmazonClientException("Cannot load your credentials from disk", e);

efine the endpoint for your sample.
ng endpointRegion = "region"; // Substitute your region here, e.g. "us-

ng endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";

Endp

ointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);
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// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a tag - method 1
Tag tagl = new Tag();
tagl.withKey("Administrator");
tagl.withValue("Bob");

// Create a tag - method 2

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("WebServices");

// Add the tags to a collection.
Arraylist<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

// Create a request object and specify the certificate authority ARN.
TagCertificateAuthorityRequest req = new TagCertificateAuthorityRequest();
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-

east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");
req.setTags(tags);

// Add a tag

try {
client.tagCertificateAuthority(req);

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidTagException ex) {
throw ex;

} catch (TooManyTagsException ex) {
throw ex;
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UntagCertificateAuthority

LA Java ROIE R T a0 A iZ UntagCertificate Authority €,

WIRERTMFAE CA FHIBR— 1M RB ML, — MR —NMRENAR. MEEEFAHLRERNKIE
ERENESS , MaBBRzE , MAEENF, REEETE , WXHKRESEEEXKNIFE,
E@FAE CARMIRZ | EEA TagCertificateAuthority#®4E, AListTagsREE R BLEIRZ 5EH
CA xEx,

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import java.util.Arraylist;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.UntagCertificateAuthorityRequest;
import com.amazonaws.services.acmpca.model.Tag;

import com.amazonaws.AmazonClientException;

import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.InvalidArnException;
import com.amazonaws.services.acmpca.model.InvalidTagException;

public class UntagCertificateAuthority {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);
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// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a Tag object with the tag to delete.
Tag tag = new Tag();
tag.withKey("Administrator");
tag.withValue("Bob");

// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tag);

// Create a request object and specify the certificate authority ARN.
UntagCertificateAuthorityRequest req = new UntagCertificateAuthorityRequest();
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-

east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");
req.withTags(tags);

// Delete the tag
try {
client.untagCertificateAuthority(req);
} catch (InvalidArnException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidTagException ex) {
throw ex;
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BAR Java RO R R T 204l fE A iZUpdateCertificateAuthority #4E.

WIRETERABIERMANNS (CA) HRAREE. BHFE CA 454 T ACTIVE = DISABLED
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RERED

IR

AN

package com.amazonaws.samples;

import
import
import
import
import

import
import

import
import

import
import
import
import
import
import
import
import
import

public

com.
com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
.auth.profile.ProfileCredentialsProvider;

amazonaws

amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

A LAZE AN F ACTIVE IRAKFAE CA |, SELT DISABLED JAAH CA B

auth.AWSCredentials;

client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

services
services

services
services

.acmpca
.acmpca

.acmpca
.acmpca

.AWSACMPCA;
.AWSACMPCAClientBuilder;

.model.UpdateCertificateAuthorityRequest;
.model.CertificateAuthorityStatus;

AmazonClientException;

services

services.
services.
services.
services.
services.

services

services.

.acmpca
acmpca
acmpca
acmpca
acmpca
acmpca
.acmpca
acmpca

.model.ConcurrentModificationException;
.model.ResourceNotFoundException;
.model.InvalidArgsException;
.model.InvalidArnException;
.model.InvalidStateException;
.model.InvalidPolicyException;
.model.CrlConfiguration;
.model.RevocationConfiguration;

class UpdateCertificateAuthority {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials

try {
credentials

} catch (Exception e) {

null;

new ProfileCredentialsProvider("default").getCredentials();

UpdateCertificateAuthority
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throw new AmazonClientException("Cannot load your credentials from file.",

@))7
}
// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object.
UpdateCertificateAuthorityRequest req = new UpdateCertificateAuthorityRequest();

// Set the ARN of the private CA that you want to update.
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Define the certificate revocation list configuration. If you do not want to
// update the CRL configuration, leave the CrlConfiguration structure alone and
// do not set it on your UpdateCertificateAuthorityRequest object.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(tzrue);

crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname("your-custom-name");
crlConfigure.withS3BucketName("your-bucket-name");

// Set the CRL configuration onto your UpdateCertificateAuthorityRequest object.
// If you do not want to change your CRL configuration, do not use the

// setCrlConfiguration method.

RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);
req.setRevocationConfiguration(revokeConfig);

// Set the status.
req.withStatus(CertificateAuthorityStatus.<<ACTIVE>>);
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// Create the result object.
try {

client.updateCertificateAuthority(req);
} catch (ConcurrentModificationException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {

throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidPolicyException ex) {
throw ex;

EHBEENLEEAHGE CAs MEH
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EX OIDs TAFRIZELZINEBEBMEREN , URBIEHA
ApiPassthrough EiRIEZBHEEH., BEXERNEZER ,
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®S @ Amazon FA8 CA #Eirmfd,

BREAAENERMNESER  B2H IR ELREFIES M £+ 6/2FE CA Amazon A E

CA.

A 8efd StandardAttributes 5 CustomAttributes
— o BEFRECustomAttributes, TR OIDs S TEBIATEEH

ERERW

Country

CommonName
DistinguishedNameQualifier
GenerationQualifier

GivenName

& ID
2546
2543
2.5.4.46
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Initials 2.5.4.43
X5 2547
£H 4R 2.5.4.10
OrganizationalUnit 25411
= 2.5.4.65
SerialNumber 2545
7N 2548
Surname 2544
FRER 25412
T
- B CA CustomAttribute
« M RUEPH CustomAttribute
{F 82 CA CustomAttribute
package com.amazonaws.samples;
import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.client.builder.AwsClientBuilder;
import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;
import com.amazonaws.services.acmpca.model.ASN1Subject;
import com.amazonaws.services.acmpca.model.CertificateAuthorityConfiguration;
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import
import
import
import
import
import
import
import

import
import
import

import
import
import
import
import

public

public static void main(String[] args) throws Exception {

format.",

west-2"

com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.

services
services
services

services.
services.

java.util.Arraylist;
java.util.Arrays;
java.util.List;

com.
com.
com.
com.
com.

class CreateCertificateAuthorityWithCustomAttributes {

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

acmpca
acmpca

.acmpca
.acmpca
.acmpca
services.

acmpca
acmpca
acmpca

.model.CertificateAuthorityType;
.model.CreateCertificateAuthorityResult;
.model.CreateCertificateAuthorityRequest;
.model.CrlConfiguration;
.model.CustomAttribute;
.model.KeyAlgorithm;
.model.SigningAlgorithm;

.model.Tag;

AmazonClientException;

services
services
services

.acmpca
.acmpca
.acmpca
services.

acmpca

.model.LimitExceededException;
.model.InvalidArgsException;
.model.InvalidPolicyException;
.model.RevocationConfiguration;

// Retrieve your credentials from the C:\Users\name\.aws\credentials file

// in Windows or the .aws/credentials file in Linux.

AwWSCredentials credentials =
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid

e);

null;

// Define the endpoint for your sample.

String endpointRegion = "us-west-2";

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =

// Substitute your region here, e.g. "us-
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MRS latest 97



Amazon FAFIEBME L AriEE

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.6") // Country
.withValue("US"),
new CustomAttribute()
.withObjectIdentifier("2.5.4.3") // CommonName
.withValue("CommonName"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1") // CustomOID
.withValue("ABCDEFG"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1") // CustomOID
.withValue("BCDEFGH")
I

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.RSA_2048);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);
configCA.withSubject(subject);

// Define a certificate revocation list configuration.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(true);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");

RevocationConfiguration revokeConfig = new RevocationConfiguration();
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revokeConfig.setCrlConfiguration(crlConfigure);

// Define a certificate authority type: ROOT or SUBORDINATE
CertificateAuthorityType caType = CertificateAuthorityType.SUBORDINATE;

// Create a tag - method 1
Tag tagl = new Tag();
tagl.withKey("PrivateCA");
tagl.withValue("Sample");

// Create a tag - method 2

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("WebServices");

// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

// Create the request object.
CreateCertificateAuthorityRequest req = new

CreateCertificateAuthorityRequest();
req.withCertificateAuthorityConfiguration(configCA);
req.withRevocationConfiguration(revokeConfig);
req.withIdempotencyToken("1234");
req.withCertificateAuthorityType(caType);
req.withTags(tags);

// Create the private CA.
CreateCertificateAuthorityResult result = null;
try {

result = client.createCertificateAuthority(req);
} catch (InvalidArgsException ex) {

throw ex;
} catch (InvalidPolicyException ex) {

throw ex;
} catch (LimitExceededException ex) {

throw ex;

// Retrieve the ARN of the private CA.
String arn = result.getCertificateAuthorityArn();
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System.out.println(azn);

MAUEH CustomAttribute

package com.amazonaws.samples;
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import
import
import
import
import
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amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;

client.builder.AwsClientBuilder.EndpointConfiguration;

auth.AWSStaticCredentialsProvider;

nio.ByteBuffer;
nio.charset.StandardCharsets;
util.Arrays;
util.Baseb4;
util.List;
util.Objects;

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

acmpca
acmpca
acmpca
acmpca
acmpca
acmpca
acmpca
acmpca
acmpca
acmpca

.AWSACMPCA;
.AWSACMPCAClientBuilder;
.model.ASN1Subject;
.model.ApiPassthrough;
.model.CustomAttribute;
.model.Extensions;
.model.IssueCertificateRequest;
.model.IssueCertificateResult;
.model.SigningAlgorithm;
.model.Validity;

AmazonClientException;

services.
services.
services.
services.
services.
services.
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acmpca
acmpca

.model.LimitExceededException;
.model.ResourceNotFoundException;
.model.InvalidStateException;
.model.InvalidArnException;
.model.InvalidArgsException;
.model.MalformedCSRException;

public class IssueCertificateWithCustomAttributes {
private static ByteBuffer stringToByteBuffer(final String string)

if (Objects.isNull(string)) {
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return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "us-west-2"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.
AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)

.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:
IssueCertificateRequest req = new IssueCertificateRequest();

// Set the CA ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:region:account:" +
"certificate-authority/12345678-1234-1234-1234-123456789012");

// Specify the certificate signing request (CSR) for the certificate to be signed
and issued.

String strCSR =
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ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Specify the template for the issued certificate.
req.withTemplateArn("arn:aws:acm-pca:::template/
EndEntityCertificate_APIPassthrough/V1");

// Set the signing algorithm.
req.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(100L);

validity.withType("DAYS");

req.withValidity(validity);

// Set the idempotency token.
req.setIdempotencyToken("1234");

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.6") // Country
.withValue("US"),
new CustomAttribute()
.withObjectIdentifier("2.5.4.3") // CommonName
.withValue("CommonName"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1") // CustomOID
.withValue("ABCDEFG"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1") // CustomOID
.withValue("BCDEFGH")
I

// Define certificate subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Add subject to api-passthrough

ApiPassthrough apiPassthrough = new ApiPassthrough();
apiPassthrough.setSubject(subject);
req.setApiPassthrough(apiPassthrough);
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// Issue the certificate.
IssueCertificateResult result = null;

try {

result = client.issueCertificate(req);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();

System.out.println(azn);

EREENY BOIZIEH
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package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.client.builder.AwsClientBuilder;
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import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
com.amazonaws.auth.AWSStaticCredentialsProvider;
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.AWSACMPCA;
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IssueCertificateRequest;
IssueCertificateResult;
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SigningAlgorithm;
Validity;

waiters.WaiterParameters;
waiters.WaiterTimedOutException;
waiters.WaiterUnrecoverableException;

LimitExceededException;
ResourceNotFoundException;
RevocationConfiguration;
InvalidStateException;
InvalidArnException;

.InvalidPolicyException;

ASN1Subject;

AWSACMPCAException;
ApiPassthrough;
CertificateAuthorityConfiguration;
CertificateAuthorityType;

.CertificateMismatchException;

ConcurrentModificationException;
CreateCertificateAuthorityRequest;
CreateCertificateAuthorityResult;
CrlConfiguration;
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GetCertificateAuthorityCertificateRequest;
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import com.amazonaws.services.acmpca
import com.amazonaws.services.acmpca
import com.amazonaws.services.acmpca

import

com.amazonaws.services.acmpca.model.
.model.InvalidArgsException;
.model.MalformedCSRException;
.model.MalformedCertificateException;
.model.RequestFailedException;
.model.RequestInProgressException;
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services.
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services.
services.
services.
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.model.GetCertificateAuthorityCsrResult;
.model.GetCertificateRequest;
.model.GetCertificateResult;

ImportCertificateAuthorityCertificateRequest;

bouncycastle.asnl.x509.GeneralName;
bouncycastle.asnl.x509.GeneralSubtree;
bouncycastle.asnl.x509.NameConstraints;

lombok.SneakyThrows;

public class SubordinateCAActivationWithNameConstraints {
public static void main(String[] args) throws Exception {
// Place your own Root CA ARN here.
String rootCAArn = "arn:aws:acm-pca:region:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012";

west-2

CertificateAuthorityConfiguration();

// Define the endpoint region for your sample.
String endpointRegion = "us-west-2"; // Substitute your region here, e.g. "us-

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();

subject.
subject.
subject.
subject.
subject.
subject.

// Define the CA configuration.

setOrganization("Example Organization");
setOrganizationalUnit("Example");
setCountry("US");
setState("Virginia");
setlLocality("Arlington");
setCommonName("SubordinateCA");

CertificateAuthorityConfiguration configCA = new

configCA.withKeyAlgorithm(KeyAlgorithm.RSA_2048);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);
configCA.withSubject(subject);

// Define a certificate revocation list configuration.
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CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(tzrue);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");

// Define a certificate authority type
CertificateAuthorityType caType = CertificateAuthorityType.SUBORDINATE;

// ** Execute core code samples for Subordinate CA activation in sequence **

AWSACMPCA client = ClientBuilder(endpointRegion);

String rootCertificate = GetCertificateAuthorityCertificate(rootCAArn, client);

String subordinateCAArn = CreateCertificateAuthority(configCA, crlConfigure,
caType, client);

String csr = GetCertificateAuthorityCsr(subordinateCAArn, client);

String subordinateCertificateArn = IssueCertificate(rootCAArn, csr, client);

String subordinateCertificate = GetCertificate(subordinateCertificateArn,
rootCAArn, client);

ImportCertificateAuthorityCertificate(subordinateCertificate, rootCertificate,
subordinateCAArn, client);

}

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.
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AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String GetCertificateAuthorityCertificate(String rootCAArn, AWSACMPCA
client) {
// ** GetCertificateAuthorityCertificate **

// Create a request object and set the certificate authority ARN,

GetCertificateAuthorityCertificateRequest getCACertificateRequest =
new GetCertificateAuthorityCertificateRequest();

getCACertificateRequest.withCertificateAuthorityArn(rootCAAzn);

// Create a result object.
GetCertificateAuthorityCertificateResult getCACertificateResult = null;
try {

getCACertificateResult =

client.getCertificateAuthorityCertificate(getCACertificateRequest);

} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidStateException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;

// Retrieve and display the certificate information.

String rootCertificate = getCACertificateResult.getCertificate();
System.out.println("Root CA Certificate / Certificate Chain:");
System.out.println(rootCertificate);

return rootCertificate;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CrlConfiguration crlConfigure, CertificateAuthorityType caType, AWSACMPCA
client) {
RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);
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// Create the request object.

CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);

createCARequest.withRevocationConfiguration(revokeConfig);

createCARequest.withIdempotencyToken("1234");

createCARequest.withCertificateAuthorityType(caType);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String subordinateCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Subordinate CA Arn: " + subordinateCAArn);

return subordinateCAArn;

private static String GetCertificateAuthorityCsr(String subordinateCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.

GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();

csrRequest.withCertificateAuthorityArn(subordinateCAArn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {

FEREENT EOZIEH MRS latest 108



Amazon FAFIEBME L AriEE

//Failed to transition into desired state even after polling.
} catch(AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;

// Retrieve and display the CSR;

String csr = csrResult.getCsz();
System.out.println("Subordinate CSR:");
System.out.println(csr);

return csr;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the issuing CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAIn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/

SubordinateCACertificate_PathLen@_APIPassthrough/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
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issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);
// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(100L);
validity.withType("DAYS");
issueRequest.withValidity(validity);
// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");
// Generate Base64 encoded Nameconstraints extension value
String base64EncodedExtValue = getNameConstraintExtensionValue();
// Generate custom extension
CustomExtension customExtension = new CustomExtension();
customExtension.setCritical(true);
customExtension.setObjectIdentifier("2.5.29.30"); // NameConstraints Extension

0ID

customExtension.setValue(base64EncodedExtValue);

// Add custom extension to api-passthrough

ApiPassthrough apiPassthrough = new ApiPassthrough();
Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.aslList(customExtension));
apiPassthrough.setExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;
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}

// Retrieve and display the certificate ARN.
String subordinateCertificateArn = issueResult.getCertificateArn();
System.out.println("Subordinate Certificate Arn: " + subordinateCertificateArn);

return subordinateCertificateArn;

@SneakyThrows
private static String getNameConstraintExtensionValue() {
// Generate Base64 encoded Nameconstraints extension value
GeneralSubtree dnsPrivate = new GeneralSubtree(new
GeneralName(GeneralName.dNSName, ".private"));
GeneralSubtree dnsLocal = new GeneralSubtree(new GeneralName(GeneralName.dNSName,
".local"));
GeneralSubtree dnsCorp = new GeneralSubtree(new GeneralName(GeneralName.dNSName,
".corp"));
GeneralSubtree dnsSecretCorp = new GeneralSubtree(new
GeneralName(GeneralName.dNSName, ".secret.corp"));
GeneralSubtree dnsExample = new GeneralSubtree(new
GeneralName(GeneralName.dNSName, ".example.com"));
GeneralSubtree[] permittedSubTree = new GeneralSubtree[] { dnsPrivate, dnsLocal,
dnsCorp };
GeneralSubtree[] excludedSubTree = new GeneralSubtree[] { dnsSecretCorp,
dnsExample };

NameConstraints nameConstraints = new NameConstraints(permittedSubTree,
excludedSubTree);

return new String(Base64.getEncoder().encode(nameConstraints.getEncoded()));

private static String GetCertificate(String subordinateCertificateArn, String
rootCAArn, AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(subordinateCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);
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// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String subordinateCertificate = certificateResult.getCertificate();
System.out.println("Subordinate CA Certificate:");
System.out.println(subordinateCertificate);

return subordinateCertificate;
private static void ImportCertificateAuthorityCertificate(String
subordinateCertificate, String rootCertificate, String subordinateCAArn, AWSACMPCA

client) {

// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest importRequest =
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new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(subordinateCertificate);
importRequest.setCertificate(certByteBuffer);

ByteBuffer rootCACertByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificateChain(rootCACertByteBuffer);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(subordinateCAAzn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

}
System.out.println("Subordinate CA certificate successfully imported.");
System.out.println("Subordinate CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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public class IssueCertificateWithQCStatement {

private static ByteBuffer stringToByteBuffer(final String string) {

if (Objects.isNull(string)) {
return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

@SneakyThrows
private static String generateQCStatementBase64ExtValue() {

DERSequence qcTypeSeq = new DERSequence(ETSIQCObjectIdentifiers.id_etsi_qct_web);
QCStatement qcType = new QCStatement(ETSIQCObjectIdentifiers.id_etsi_qcs_QcType,

qcTypeSeq);

ASN1EncodableVector pspAIVector = new ASNlEncodableVector(2);
pspAIVector.add(new ASN1ObjectIdentifier("@.4.0.19495.1.3"));

pspAIVector.add(new DERUTF8String("PSP_AI"));
DERSequence pspAISeq = new DERSequence(pspAIVector);

ASN1EncodableVector pspASVector = new ASNlEncodableVector(2);
pspASVector.add(new ASN1ObjectIdentifier("0.4.0.19495.1.1"));

pspASVector.add(new DERUTF8String("PSP_AS"));
DERSequence pspASSeq = new DERSequence(pspASVector);

ASN1EncodableVector pspPIVector = new ASNlEncodableVector(2);
pspPIVector.add(new ASN1ObjectIdentifier("@.4.0.19495.1.2"));

pspPIVector.add(new DERUTF8String("PSP_PI"));
DERSequence pspPISeq = new DERSequence(pspPIVector);

ASN1EncodableVector pspICVector = new ASNlEncodableVector(2);
pspICVector.add(new ASN1ObjectIdentifier("@.4.0.19495.1.4"));

pspICVector.add(new DERUTF8String("PSP_IC"));
DERSequence pspICSeq = new DERSequence(pspICVector);

ASN1EncodableVector pspSeqVector = new ASN1EncodableVector(4);

pspSeqVector.add(pspPISeq);
pspSeqVector.add(pspICSeq);
pspSeqVector.add(pspASSeq);
pspSeqVector.add(pspAlSeq);
DERSequence pspSeq = new DERSequence(pspSeqVector);

ASN1EncodableVector pspVector = new ASN1EncodableVector(3);

pspVector.add(pspSeq);
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pspVector.add(new DERUTF8String("Your Financial Authority"));

pspVector.add(new DERUTF8String("AB-CD"));

DERSequence psp = new DERSequence(pspVector);

QCStatement qcPSP = new QCStatement(new ASN1ObjectIdentifier("@.4.0.19495.2"),
psp);

DERSequence qcSeq = new DERSequence(new QCStatement[] { qcType, qcPSP });

byte[] qcExtValueInBytes = qcSeq.getEncoded();
return Base64.getEncoder().encodeToString(qcExtValueInBytes);

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "us-west-2"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:
IssueCertificateRequest req = new IssueCertificateRequest();

// Set the CA ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:region:account:" +
"certificate-authority/12345678-1234-1234-1234-123456789012");
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// Specify the certificate signing request (CSR) for the certificate to be signed
and issued.
String strCSR =

B BEGIN CERTIFICATE REQUEST----- \n" +
"baseb4-encoded CSR\n" +
B END CERTIFICATE REQUEST----- \n";

ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Specify the template for the issued certificate.
req.withTemplateArn("arn:aws:acm-pca:::template/
EndEntityCertificate_APIPassthrough/V1");

// Set the signing algorithm.
req.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();

validity.withValue(30L);

validity.withType("DAYS");

req.withValidity(validity);

// Set the idempotency token.
req.setIdempotencyToken("1234");

// Generate Baseb64 encoded extension value for QC Statement
String base64EncodedExtValue = generateQCStatementBase64ExtValue();

// Generate custom extension

CustomExtension customExtension = new CustomExtension();

customExtension.setObjectIdentifier("1.3.6.1.5.5.7.1.3"); // QC Statement
Extension 0OID

customExtension.setValue(base64EncodedExtValue);

// Add custom extension to api-passthrough

ApiPassthrough apiPassthrough = new ApiPassthrough();
Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.aslList(customExtension));
apiPassthrough.setExtensions(extensions);
req.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult result = null;

try {
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result = client.issueCertificate(req);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

}

// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(azn);
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import com.amazonaws.services.acmpca.model.MalformedCSRException;
import com.amazonaws.services.acmpca.model.RequestFailedException;
import com.amazonaws.services.acmpca.model.RequestInProgressException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.AWSACMPCAException;

import com.amazonaws.waiters.Waiter;

import com.amazonaws.waiters.WaiterParameters;

import com.amazonaws.waiters.WaiterTimedOutException;
import com.amazonaws.waiters.WaiterUnrecoverableException;

import org.bouncycastle.asnl.x509.SubjectPublicKeyInfo;
import org.bouncycastle.cert.jcajce.JcaX509ExtensionUtils;
import org.bouncycastle.openssl.PEMParser;

import org.bouncycastle.pkcs.PKCS10CertificationRequest;
import org.bouncycastle.util.io.pem.PemReader;

import lombok.SneakyThrows;
public class ProductAttestationAuthorityActivation {

public static void main(String[] args) throws Exception {
// Define the endpoint region for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "ap-
southeast-2"

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.3") // CommonName
.withValue("Matter Test PAA"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.2.1") // Vendor ID
.withValue("FFF1")

);

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.

CertificateAuthorityConfiguration configCA = new
CertificateAuthorityConfiguration();

configCA.withKeyAlgorithm(KeyAlgorithm.EC_prime256vl);
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configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);
configCA.withSubject(subject);

// Define a CRL distribution point extension configuration

CrlDistributionPointExtensionConfiguration CDPConfigure = new
CrlDistributionPointExtensionConfiguration();

CDPConfigure.withOmitExtension(true);

// Define a certificate revocation list configuration.

CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(true);

crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");
crlConfigure.withS30bjectAcl("BUCKET_OWNER_FULL_CONTROL");
crlConfigure.withCrlDistributionPointExtensionConfiguration(CDPConfigure);

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.ROOT;

// ** Execute core code samples for Root CA activation in sequence **

AWSACMPCA client ClientBuilder(endpointRegion);

String rootCAArn = CreateCertificateAuthority(configCA, crlConfigure, CAtype,
client);

String csr = GetCertificateAuthorityCsr(rootCAArn, client);

String rootCertificateArn = IssueCertificate(rootCAArn, csr, client);

String rootCertificate = GetCertificate(rootCertificateArn, rootCAArn, client);
ImportCertificateAuthorityCertificate(rootCertificate, rootCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);
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String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CrlConfiguration crlConfigure, CertificateAuthorityType CAtype, AWSACMPCA
client) {
RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);

// Create the request object.

CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);

createCARequest.withIdempotencyToken("123987");

createCARequest.withCertificateAuthorityType(CAtype);

createCARequest.withRevocationConfiguration(revokeConfig);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String rootCAArn = createCAResult.getCertificateAuthorityArn();
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System.out.println("Product Attestation Authority (PAA) Arn: " + rootCAAIn);

return rootCAArn;

private static String GetCertificateAuthorityCsr(String rootCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.
GetCertificateAuthorityCsrRequest csrRequest = new

GetCertificateAuthorityCsrRequest();

client.

csrRequest.withCertificateAuthorityArn(rootCAAzn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;

// Retrieve and display the CSR;
String csr = csrResult.getCsz();
System.out.println(csr);
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return csr;

@SneakyThrows

private static String generateAuthorityKeyIdentifier(final String csrPEM) {
PKCS10CertificationRequest csr = getPKCS1@CertificationRequest(csrPEM);
SubjectPublicKeyInfo spki = csr.getSubjectPublicKeyInfo();

JcaX509ExtensionUtils extensionUtils = new JcaX509ExtensionUtils();
byte[] akiBytes =
extensionUtils.createAuthorityKeyIdentifier(spki).getEncoded();

return Base64.getEncoder().encodeToString(akiBytes);

@SneakyThrows
private static PKCSl1l@CertificationRequest getPKCS1@CertificationRequest(final
String csrPEM) {
ByteArrayInputStream bais = new ByteArrayInputStream(csrPEM.getBytes());
PemReader pemReader = new PemReader(new InputStreamReader(bais));
PEMParser parser = new PEMParser(pemReader);
Object o = parser.readObject();
if (o instanceof PKCS1@CertificationRequest) {
return (PKCS1l@CertificationRequest) o;
}

return null;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAIn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/
RootCACertificate_APIPassthrough/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);
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// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(3650L);

validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Generate Base64 encoded extension value for AuthorityKeyIdentifier
String base64EncodedExtValue = generateAuthorityKeyIdentifier(csr);

// Generate custom extension

CustomExtension customExtension = new CustomExtension();

customExtension.setObjectIdentifier("2.5.29.35"); // AuthorityKeyIdentifier
Extension 0OID

customExtension.setValue(base64EncodedExtValue);

// Add custom extension to api-passthrough

ApiPassthrough apiPassthrough = new ApiPassthrough();
Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.aslList(customExtension));
apiPassthrough.setExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidArgsException ex) {
throw ex;
} catch (MalformedCSRException ex) {
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throw ex;

// Retrieve and display the certificate ARN.

String rootCertificateArn = issueResult.getCertificateArn();

System.out.println("Product Attestation Authority (PAA) Certificate Arn: " +
rootCertificateArn);

return rootCertificateArn;

private static String GetCertificate(String rootCertificateArn, String rootCAArn,
AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(rootCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAAzn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {

certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (RequestFailedException ex) {
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throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String rootCertificate = certificateResult.getCertificate();
System.out.println(rootCertificate);

return rootCertificate;

private static void ImportCertificateAuthorityCertificate(String rootCertificate,
String rootCAArn, AWSACMPCA client) {

// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificate(certByteBuffer);

importRequest.setCertificateChain(null);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(rootCAAzn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {
throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;
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} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

}

System.out.println("Product Attestation Authority (PAA) certificate
successfully imported.");

System.out.println("Product Attestation Authority (PAA) activated
successfully.");

}

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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nio.ByteBuffer;
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util.Arrays;
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services.
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.AWSACMPCA;
.AWSACMPCAClientBuilder;

.model.ASN1Subject;
.model.ApiPassthrough;
.model.CertificateAuthorityConfiguration;
.model.CertificateAuthorityType;
.model.CreateCertificateAuthorityResult;
.model.CreateCertificateAuthorityRequest;
.model.CustomAttribute;
.model.CustomExtension;
.model.Extensions;

.model.KeyAlgorithm;
.model.SigningAlgorithm;
.model.RevocationConfiguration;
.model.CrlConfiguration;
.model.CrlDistributionPointExtensionConfiguration;

bouncycastle.asnl.x509.KeyUsage;
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.model.GetCertificateAuthorityCertificateRequest;
.model.GetCertificateAuthorityCertificateResult;
.model.GetCertificateAuthorityCsrRequest;
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.model.GetCertificateRequest;
.model.GetCertificateResult;

ImportCertificateAuthorityCertificateRequest;
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.waiters.WaiterUnrecoverableException;
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services.acmpca.model.IssueCertificateRequest;
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waiters.Waiter;

.AmazonClientException;
.model.CertificateMismatchException;
.model.ConcurrentModificationException;
.model.LimitExceededException;
.model.InvalidArgsException;
.model.InvalidArnException;
.model.InvalidPolicyException;
.model.InvalidStateException;
.model.MalformedCertificateException;
.model.MalformedCSRException;
.model.RequestFailedException;
.model.RequestInProgressException;
.model.ResourceNotFoundException;
.model.AWSACMPCAException;

.waiters.WaiterParameters;

waiters.WaiterTimedOutException;

lombok.SneakyThrows;

class ProductAttestationIntermediateActivation {

public static void main(String[] args) throws Exception {

// Place your own Root CA ARN here.

String paaArn = "arn:aws:acm-pca:region:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012";

// Define the endpoint region for your sample.

String endpointRegion = "region";

southeast-2"

// Define custom attributes

List<CustomAttribute> customAttributes =

new CustomAttribute()
.withObjectIdentifier("2.5.4.3") // CommonName
.withValue("Matter Test PAI"),

new CustomAttribute()

.withObjectIdentifier("1.3.6.1.4.1.37244.2.1") // Vendor ID

Arrays.aslList(

// Substitute your region here, e.g.

ap-
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.withValue("FFF1"),

new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.2.2") // Product ID
.withValue("8000")

);

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.EC_prime256vl);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);
configCA.withSubject(subject);

// Define a CRL distribution point extension configuration

CrlDistributionPointExtensionConfiguration CDPConfigure = new
CrlDistributionPointExtensionConfiguration();

CDPConfigure.withOmitExtension(true);

// Define a certificate revocation list configuration.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(true);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");
crlConfigure.withS30bjectAcl("BUCKET_OWNER_FULL_CONTROL");
crlConfigure.withCrlDistributionPointConfiguration(CDPConfigure);

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.SUBORDINATE;

// ** Execute core code samples for Subordinate CA activation in sequence **

AWSACMPCA client = ClientBuilder(endpointRegion);

String rootCertificate = GetCertificateAuthorityCertificate(paaArn, client);

String subordinateCAArn = CreateCertificateAuthority(configCA, crlConfigure,
CAtype, client);

String csr = GetCertificateAuthorityCsr(subordinateCAArn, client);

String subordinateCertificateArn = IssueCertificate(paaArn, csr, client);

String subordinateCertificate = GetCertificate(subordinateCertificateArn,
paaArn, client);
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ImportCertificateAuthorityCertificate(subordinateCertificate, rootCertificate,
subordinateCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +

"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.
AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)

.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String GetCertificateAuthorityCertificate(String rootCAArn,
AWSACMPCA client) {

// ** GetCertificateAuthorityCertificate **

// Create a request object and set the certificate authority ARN,
GetCertificateAuthorityCertificateRequest getCACertificateRequest =
new GetCertificateAuthorityCertificateRequest();
getCACertificateRequest.withCertificateAuthorityArn(rootCAAzrn);
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// Create a result object.
GetCertificateAuthorityCertificateResult getCACertificateResult = null;
try {

getCACertificateResult =

client.getCertificateAuthorityCertificate(getCACertificateRequest);

} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidStateException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;

// Retrieve and display the certificate information.

String rootCertificate = getCACertificateResult.getCertificate();

System.out.println("Product Attestation Authority (PAA) Certificate /
Certificate Chain:");

System.out.println(rootCertificate);

return rootCertificate;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CrlConfiguration crlConfigure, CertificateAuthorityType CAtype, AWSACMPCA
client) {
RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);

// Create the request object.

CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);

createCARequest.withIdempotencyToken("123987");

createCARequest.withCertificateAuthorityType(CAtype);

createCARequest.withRevocationConfiguration(revokeConfig);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
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} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.

String subordinateCAArn = createCAResult.getCertificateAuthorityArn();

System.out.println("Product Attestation Intermediate (PAI) Arn: " +
subordinateCAArn);

return subordinateCAAzn;

private static String GetCertificateAuthorityCsr(String subordinateCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.

GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();

csrRequest.withCertificateAuthorityArn(subordinateCAArn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch(AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {
csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
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} catch (RequestFailedException ex) {
throw ex;

// Retrieve and display the CSR;

String csr = csrResult.getCsz();
System.out.println("Subordinate CSR:");
System.out.println(csr);

return csr;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the issuing CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAzn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/
BlankSubordinateCACertificate_PathLen@_APIPassthrough/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(730L); // Approximately two years
validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

ApiPassthrough apiPassthrough = new ApiPassthrough();

// Generate Base64 encoded extension value for ExtendedKeyUsage
String base64EncodedKUValue = generateKeyUsageValue();
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// Generate custom extension

CustomExtension customKeyUsageExtension = new CustomExtension();
customKeyUsageExtension.setObjectIdentifier("2.5.29.15");
customKeyUsageExtension.setValue(base64EncodedKUValue);
customKeyUsageExtension.setCritical(true);

// Set KeyUsage extension to api passthrough

Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.asList(customKeyUsageExtension));
apiPassthrough.setExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.

String subordinateCertificateArn = issueResult.getCertificateArn();

System.out.println("Subordinate Certificate Arn: " +
subordinateCertificateArn);

return subordinateCertificateArn;

@SneakyThrows
private static String generateKeyUsageValue() {
KeyUsage keyUsage = new KeyUsage(X509KeyUsage.keyCertSign |
X509KeyUsage.cRLSign);
byte[] kuBytes = keyUsage.getEncoded();
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return Base64.getEncoder().encodeToString(kuBytes);

private static String GetCertificate(String subordinateCertificateArn, String
rootCAArn, AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(subordinateCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;
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// Get the certificate and certificate chain and display the result.
String subordinateCertificate = certificateResult.getCertificate();
System.out.println("Subordinate CA Certificate:");
System.out.println(subordinateCertificate);

return subordinateCertificate;

private static void ImportCertificateAuthorityCertificate(String
subordinateCertificate, String rootCertificate, String subordinateCAArn, AWSACMPCA
client) {

// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(subordinateCertificate);
importRequest.setCertificate(certByteBuffer);

ByteBuffer rootCACertByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificateChain(rootCACertByteBuffer);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(subordinateCAAxn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;
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System.out.println("Product Attestation Intermediate (PAI) certificate
successfully imported.");

System.out.println("Product Attestation Intermediate (PAI) activated
successfully.");

}

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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package com.amazonaws.samples.matter;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import java.nio.ByteBuffer;

import java.nio.charset.StandardCharsets;
import java.util.Arrays;

import java.util.Baseb4;

import java.util.list;

import java.util.Objects;
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.AWSACMPCA;
.AWSACMPCAClientBuilder;

.model.ASN1Subject;
.model.ApiPassthrough;
.model.CustomAttribute;
.model.CustomExtension;
.model.Extensions;
.model.IssueCertificateRequest;
.acmpca.
.model.SigningAlgorithm;
.model.Validity;

model .IssueCertificateResult;

AmazonClientException;

services.

services

services.
services.
services.

acmpca

.acmpca
services.

acmpca
acmpca
acmpca
acmpca

.model.LimitExceededException;
.model.ResourceNotFoundException;
.model.InvalidStateException;
.model.InvalidArnException;
.model.InvalidArgsException;
.model.MalformedCSRException;

bouncycastle.asnl.x509.KeyUsage;
bouncycastle.jce.X509KeyUsage;

lombok.SneakyThrows;

class IssueDeviceAttestationCertificate {
public static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {

}

byte[] bytes =

@SneakyThrows
private static String generateKeyUsageValue() {

KeyUsage keyUsage =

byte[] kuBytes

return null;

string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

new KeyUsage(X509KeyUsage.digitalSignature);

= keyUsage.getEncoded();
return Base64.getEncoder().encodeToString(kuBytes);

public static void main(String[] args) throws Exception {
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException('"Cannot load your credentials from disk", e);

// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "ap-
southeast-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:
IssueCertificateRequest req = new IssueCertificateRequest();

// Set the CA ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:region:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012");

// Specify the certificate signing request (CSR) for the certificate to be signed
and issued.
String strCSR =

Mmoo BEGIN CERTIFICATE REQUEST----- \n" +
"baseb4-encoded certificate\n" +
Mmoo END CERTIFICATE REQUEST----- \n";

ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Specify the template for the issued certificate.
req.withTemplateArn("arn:aws:acm-pca:::template/
BlankEndEntityCertificate_CriticalBasicConstraints_APIPassthrough/V1");
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// Set the signing algorithm.
req.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();

validity.withValue(10L);

validity.withType("DAYS");

req.withValidity(validity);

// Set the idempotency token.
req.setIdempotencyToken("1234");

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.3")
.withValue("Matter Test DAC 0001"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.2.1")
.withValue("FFF1"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.2.2")
.withValue("8000")
I

// Define a cert subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

ApiPassthrough apiPassthrough = new ApiPassthrough();
apiPassthrough.setSubject(subject);

// Generate Base64 encoded extension value for ExtendedKeyUsage
String base64EncodedKUValue = generateKeyUsageValue();

// Generate custom extension

CustomExtension customKeyUsageExtension = new CustomExtension();

customKeyUsageExtension.setObjectIdentifier("2.5.29.15"); // KeyUsage Extension
0ID

customKeyUsageExtension.setValue(base64EncodedKUValue);

customKeyUsageExtension.setCritical(true);

Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.asList(customKeyUsageExtension));
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apiPassthrough.setExtensions(extensions);
req.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult result = null;
try {

result = client.issueCertificate(req);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.

String arn = result.getCertificateArn();
System.out.println(azn);
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.acmpca.

acmpca
acmpca
acmpca
acmpca

acmpca
acmpca
acmpca
acmpca
acmpca

acmpca
acmpca

.io.ByteArrayInputStream;
.io.InputStreamReader;

nio.ByteBuffer;
nio.charset.StandardCharsets;
util.Arraylist;
util.Arrays;
util.Baseb4;
util.List;
util.Objects;

.AWSACMPCA;

AWSACMPCAClientBuilder;

.model.
.model.
.model.
.model.
.acmpca.
.model.
.model.
.model.
.model.
.model.
.acmpca.
.model.
.model.

model.

model.

ASN1Subject;

ApiPassthrough;
CertificateAuthorityConfiguration;
CertificateAuthorityType;
CreateCertificateAuthorityResult;
CreateCertificateAuthorityRequest;
CrlConfiguration;

CustomAttribute;

CustomExtension;

Extensions;

KeyAlgorithm;

SigningAlgorithm;

Tag;

com.amazonaws.services.acmpca.model.GetCertificateAuthorityCsrRequest;
com.amazonaws.services.acmpca.model.GetCertificateAuthorityCsrResult;
com.amazonaws.services.acmpca.model.GetCertificateRequest;
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import com.amazonaws.services.acmpca

import

com.amazonaws.services.acmpca.model.
.model.IssueCertificateRequest;
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import
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import

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import
import
import

import
import
import
import
import

import
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com.
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com.
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amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

amazonaws

bouncycastle.

services.

services

services.
services.

services.

services

services.
services.
services.
services.

services

services.
services.
services.
services.

services

acmpca

.acmpca.
.model.SigningAlgorithm;
.model.Validity;

acmpca
acmpca

acmpca

.acmpca
services.

acmpca
acmpca
acmpca
acmpca
acmpca

.acmpca
services.

acmpca
acmpca
acmpca
acmpca
acmpca

.acmpca

waiters.Waiter;

.model.GetCertificateResult;

ImportCertificateAuthorityCertificateRequest;

model .IssueCertificateResult;

.AmazonClientException;
.model.CertificateMismatchException;
.model.ConcurrentModificationException;
.model.LimitExceededException;
.model.InvalidArgsException;
.model.InvalidArnException;
.model.InvalidPolicyException;
.model.InvalidStateException;
.model.MalformedCertificateException;
.model.MalformedCSRException;
.model.RequestFailedException;
.model.RequestInProgressException;
.model.ResourceNotFoundException;
.model.RevocationConfiguration;
.model.AWSACMPCAException;

waiters.WaiterParameters;
waiters.WaiterTimedOutException;

.waiters.WaiterUnrecoverableException;

asnl.x509.SubjectPublicKeyInfo;

bouncycastle.cert.jcajce.JcaX509ExtensionUtils;

bouncycastle.
bouncycastle.
bouncycastle.

lombok.SneakyThrows;

public class RootCAActivation {
public static void main(String[] args) throws Exception {
// Define the endpoint region for your sample.

String endpointRegion = "region";

southeast-2"

// Define custom attributes

openssl.PEMParser;
pkcs.PKCS10CertificationRequest;
util.io.pem.PemReader;

// Substitute your region here, e.g.

ap-
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List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.1.4")
.withValue("CACACACAQ0000001")
);

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.EC_prime256vl);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);
configCA.withSubject(subject);

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.ROOT;

// ** Execute core code samples for Root CA activation in sequence **
AWSACMPCA client ClientBuilder(endpointRegion);

String rootCAArn CreateCertificateAuthority(configCA, CAtype, client);

String csr = GetCertificateAuthorityCsr(rootCAArn, client);

String rootCertificateArn = IssueCertificate(rootCAArn, csr, client);

String rootCertificate = GetCertificate(rootCertificateArn, rootCAArn, client);
ImportCertificateAuthorityCertificate(rootCertificate, rootCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",
e);
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String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CertificateAuthorityType CAtype, AWSACMPCA client) {
// Create the request object.
CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();
createCARequest.withCertificateAuthorityConfiguration(configCA);
createCARequest.withIdempotencyToken("123987");
createCARequest.withCertificateAuthorityType(CAtype);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String rootCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Root CA Arn: " + rootCAArn);

return rootCAArn;
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private static String GetCertificateAuthorityCsr(String rootCAArn,
client) {

// Create the CSR request object and set the CA ARN.
GetCertificateAuthorityCsrRequest csrRequest = new

GetCertificateAuthorityCsrRequest();

client.

csrRequest.withCertificateAuthorityArn(rootCAArn);

AWSACMPCA

// Create waiter to wait on successful creation of the CSR file.

Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
waiters().certificateAuthorityCSRCreated();
try {

getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.

} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;

// Retrieve and display the CSR;
String csr = csrResult.getCsz();
System.out.println(csr);

return csr;

@SneakyThrows
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private static String generateAuthorityKeyIdentifier(final String csrPEM) {
PKCS1@CertificationRequest csr = getPKCS1l@CertificationRequest(csrPEM);
SubjectPublicKeyInfo spki = csr.getSubjectPublicKeyInfo();

JcaX509ExtensionUtils extensionUtils = new JcaX509ExtensionUtils();
byte[] akiBytes =
extensionUtils.createAuthorityKeyIdentifier(spki).getEncoded();

return Baseb64.getEncoder().encodeToString(akiBytes);

@SneakyThrows
private static PKCS1l@CertificationRequest getPKCS1@CertificationRequest(final
String csrPEM) {
ByteArrayInputStream bais = new ByteArrayInputStream(csrPEM.getBytes());
PemReader pemReader = new PemReader(new InputStreamReader(bais));
PEMParser parser = new PEMParser(pemReader);
Object o = parser.readObject();
if (o instanceof PKCS1@CertificationRequest) {
return (PKCS1l@CertificationRequest) o;
}

return null;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAzn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/

RootCACertificate_APIPassthrough/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
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Validity validity = new Validity();
validity.withValue(3650L);
validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Generate Base64 encoded extension value for AuthorityKeyIdentifier
String base64EncodedExtValue = generateAuthorityKeyIdentifier(csr);

// Generate custom extension

CustomExtension customExtension = new CustomExtension();

customExtension.setObjectIdentifier("2.5.29.35"); // AuthorityKeyIdentifier
Extension OID

customExtension.setValue(base64EncodedExtValue);

// Add custom extension to api-passthrough

ApiPassthrough apiPassthrough = new ApiPassthrough();
Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.aslList(customExtension));
apiPassthrough.setExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String rootCertificateArn = issueResult.getCertificateArn();
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System.out.println("Root Certificate Arn: " + rootCertificateArn);

return rootCertificateArn;

private static String GetCertificate(String rootCertificateArn, String rootCAArn,
AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(rootCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
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throw ex;

// Get the certificate and certificate chain and display the result.
String rootCertificate = certificateResult.getCertificate();
System.out.println(rootCertificate);

return rootCertificate;

private static void ImportCertificateAuthorityCertificate(String rootCertificate,
String rootCAArn, AWSACMPCA client) {

// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificate(certByteBuffer);

importRequest.setCertificateChain(null);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(rootCAAzn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;
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System.out.println("Root CA certificate successfully imported.");
System.out.println("Root CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;

}
byte[] bytes

= string.getBytes(StandardCharsets.UTF_8);

return ByteBuffer.wrap(bytes);
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package com.amazonaws.samples.matter;

import com.amazonaws.
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import com.amazonaws.
import com.amazonaws.

import com.amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

services.acmpca.AWSACMPCA;
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.model.ASN1Subject;
.model.ApiPassthrough;
.model.CertificateAuthorityConfiguration;
.model.CertificateAuthorityType;
.model.CreateCertificateAuthorityResult;
.model.CreateCertificateAuthorityRequest;
.model.CustomAttribute;
.model.CustomExtension;
.model.Extensions;

.model.KeyAlgorithm;
.model.SigningAlgorithm;

.bouncycastle.asnl.x509.KeyUsage;

bouncycastle. jce.X509KeyUsage;
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ImportCertificateAuthorityCertificateRequest;

.AmazonClientException;
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.model.LimitExceededException;
.model.InvalidArgsException;
.model.InvalidArnException;
.model.InvalidPolicyException;
.model.InvalidStateException;
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import com.amazonaws.services.acmpca.model.MalformedCertificateException;
import com.amazonaws.services.acmpca.model.MalformedCSRException;

import com.amazonaws.services.acmpca.model.RequestFailedException;

import com.amazonaws.services.acmpca.model.RequestInProgressException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.AWSACMPCAException;

import com.amazonaws.waiters.Waiter;

import com.amazonaws.waiters.WaiterParameters;

import com.amazonaws.waiters.WaiterTimedOutException;
import com.amazonaws.waiters.WaiterUnrecoverableException;

import lombok.SneakyThrows;
public class IntermediateCAActivation {

public static void main(String[] args) throws Exception {
// Place your own Root CA ARN here.
String rootCAArn = "arn:aws:acm-pca:region:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012";

// Define the endpoint region for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g.
southeast-2"

ap-

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.1.3")
.withValue("CACACACAQ0Q00003")

);

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.EC_prime256vl);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);
configCA.withSubject(subject);

// Define a certificate authority type
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CertificateAuthorityType CAtype = CertificateAuthorityType.SUBORDINATE;

// ** Execute core code samples for Subordinate CA activation in sequence **

AWSACMPCA client = ClientBuilder(endpointRegion);

String rootCertificate = GetCertificateAuthorityCertificate(rootCAArn, client);

String subordinateCAArn = CreateCertificateAuthority(configCA, CAtype, client);

String csr = GetCertificateAuthorityCsr(subordinateCAArn, client);

String subordinateCertificateArn = IssueCertificate(rootCAArn, csr, client);

String subordinateCertificate = GetCertificate(subordinateCertificateArn,
rootCAArn, client);

ImportCertificateAuthorityCertificate(subordinateCertificate, rootCertificate,
subordinateCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Get your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;
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private static String GetCertificateAuthorityCertificate(String rootCAArn,
AWSACMPCA client) {
// ** GetCertificateAuthorityCertificate **

// Create a request object and set the certificate authority ARN,
GetCertificateAuthorityCertificateRequest getCACertificateRequest =
new GetCertificateAuthorityCertificateRequest();
getCACertificateRequest.withCertificateAuthorityArn(rootCAAzrn);

// Create a result object.
GetCertificateAuthorityCertificateResult getCACertificateResult = null;
try {

getCACertificateResult =

client.getCertificateAuthorityCertificate(getCACertificateRequest);

} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidStateException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;

// Get and display the certificate information.

String rootCertificate = getCACertificateResult.getCertificate();
System.out.println("Root CA Certificate / Certificate Chain:");
System.out.println(rootCertificate);

return rootCertificate;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CertificateAuthorityType CAtype, AWSACMPCA client) {
// Create the request object.
CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();
createCARequest.withCertificateAuthorityConfiguration(configCA);
createCARequest.withIdempotencyToken("123987");
createCARequest.withCertificateAuthorityType(CAtype);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;

try {
createCAResult = client.createCertificateAuthority(createCARequest);
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} catch (InvalidArgsException ex) {
throw ex;

} catch (InvalidPolicyException ex) {
throw ex;

} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String subordinateCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Subordinate CA Arn: " + subordinateCAArn);

return subordinateCAArn;

private static String GetCertificateAuthorityCsr(String subordinateCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.

GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();

csrRequest.withCertificateAuthorityArn(subordinateCAAzn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch(AWSACMPCAException e) {
//Unexpected service exception.

// Get the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {
csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
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throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

// Get and display the CSR;

String csr = csrResult.getCsz();
System.out.println("Subordinate CSR:");
System.out.println(csr);

return csr;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the issuing CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAIn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/
BlankSubordinateCACertificate_PathLen@_APIPassthrough/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(730L); // Approximately two years
validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

ApiPassthrough apiPassthrough = new ApiPassthrough();
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// Generate base64 encoded extension value for ExtendedKeyUsage
String base64EncodedKUValue = generateKeyUsageValue();

// Generate custom extension

CustomExtension customKeyUsageExtension = new CustomExtension();
customKeyUsageExtension.setObjectIdentifier("2.5.29.15");
customKeyUsageExtension.setValue(base64EncodedKUValue);
customKeyUsageExtension.setCritical(true);

// Set KeyUsage extension to api passthrough

Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.asList(customKeyUsageExtension));
apiPassthrough.setExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Get and display the certificate ARN.

String subordinateCertificateArn = issueResult.getCertificateArn();

System.out.println("Subordinate Certificate Arn: " +
subordinateCertificateArn);

return subordinateCertificateArn;

@SneakyThrows
private static String generateKeyUsageValue() {
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KeyUsage keyUsage = new KeyUsage(X509KeyUsage.keyCertSign |
X509KeyUsage.cRLSign);

byte[] kuBytes = keyUsage.getEncoded();

return Baseb64.getEncoder().encodeToString(kuBytes);

private static String GetCertificate(String subordinateCertificateArn, String
rootCAArn, AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(subordinateCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Get the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
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} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.

String subordinateCertificate = certificateResult.getCertificate();
System.out.println("Subordinate CA Certificate:");
System.out.println(subordinateCertificate);

return subordinateCertificate;

private static void ImportCertificateAuthorityCertificate(String

subordinateCertificate, String rootCertificate, String subordinateCAArn, AWSACMPCA

client) {

// Create the request object and set the signed certificate, chain and CA ARN.

ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(subordinateCertificate);

importRequest.setCertificate(certByteBuffer);

ByteBuffer rootCACertByteBuffer = stringToByteBuffer(rootCertificate);

importRequest.setCertificateChain(rootCACertByteBuffer);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(subordinateCAAzn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {
throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;
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} catch (RequestFailedException ex) {

}

System.out.println("Subordinate CA certificate successfully imported.");

throw ex;

System.out.println("Subordinate CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;

}
byt

e[] bytes

= string.getBytes(StandardCharsets.UTF_8);

return ByteBuffer.wrap(bytes);
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import java.util.Objects;
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public static ByteBuffer stringToByteBuffer(final String string)
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.AWSACMPCA;
.AWSACMPCAClientBuilder;

.model.ASN1Subject;
.model.ApiPassthrough;
.model.CustomAttribute;
.model.CustomExtension;
.model.Extensions;
.model.IssueCertificateRequest;
.model.IssueCertificateResult;
.model.SigningAlgorithm;
.model.Validity;

AmazonClientException;

services

services.
services.
services.
services.
services.

lombok.SneakyThrows;

.acmpca
acmpca
acmpca
acmpca
acmpca
acmpca

.model.LimitExceededException;
.model.ResourceNotFoundException;
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.model.InvalidArnException;
.model.InvalidArgsException;
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asnl.x509.ExtendedKeyUsage;
asnl.x509.KeyPurposeld;
asnl.x509.KeyUsage;
jce.X509KeyUsage;

class IssueNodeOperatingCertificate {

if (Objects.isNull(string)) {

}

byte[] bytes =
return ByteBuffer.wrap(bytes);

@SneakyThrows

private static String generateExtendedKeyUsageValue() {

new KeyPurposeId[]

{ KeyPurposeld.id_kp_clientAuth, KeyPurposeld.id_kp_serverAuth };
new ExtendedKeyUsage(keyPurposelds);

return null;

string.getBytes(StandardCharsets.UTF_8);

KeyPurposeId[] keyPurposelds =

ExtendedKeyUsage eku =
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byte[] ekuBytes = eku.getEncoded();
return Base64.getEncoder().encodeToString(ekuBytes);

@SneakyThrows

private static String generateKeyUsageValue() {
KeyUsage keyUsage = new KeyUsage(X509KeyUsage.digitalSignature);
byte[] kuBytes = keyUsage.getEncoded();
return Base64.getEncoder().encodeToString(kuBytes);

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "ap-
southeast-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:
IssueCertificateRequest req = new IssueCertificateRequest();

// Set the CA ARN.

req.withCertificateAuthorityArn("arn:aws:acm-pca:region:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012");
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// Specify the certificate signing request (CSR) for the certificate to be signed

and issued.

String strCSR =

B BEGIN CERTIFICATE REQUEST----- \n" +
"baseb4-encoded certificate\n" +
B END CERTIFICATE REQUEST----- \n";

ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Specify the template for the issued certificate.
req.withTemplateArn("arn:aws:acm-pca:::template/

BlankEndEntityCertificate_CriticalBasicConstraints_APIPassthrough/V1");

// Set the signing algorithm.
req.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();

validity.withValue(10L);

validity.withType("DAYS");

req.withValidity(validity);

// Set the idempotency token.
req.setIdempotencyToken("1234");

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.1.1")
.withValue("DEDEDEDE®0010001"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.1.5")
.withValue("FAB00Q00O000000QQ1D")

);

// Define a cert subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

ApiPassthrough apiPassthrough = new ApiPassthrough();
apiPassthrough.setSubject(subject);

// Generate Base64 encoded extension value for ExtendedKeyUsage
String base64EncodedKUValue = generateKeyUsageValue();

BT QREIEF (NOC)

MR latest 167



Amazon FAFIEBME L AriEE

// Generate custom extension

CustomExtension customKeyUsageExtension = new CustomExtension();
customKeyUsageExtension.setObjectIdentifier("2.5.29.15");
customKeyUsageExtension.setValue(base64EncodedKUValue);
customKeyUsageExtension.setCritical(true);

// Generate Base64 encoded extension value for ExtendedKeyUsage
String base64EncodedEKUValue = generateExtendedKeyUsageValue();

CustomExtension customExtendedKeyUsageExtension = new CustomExtension();
customExtendedKeyUsageExtension.setObjectIdentifier("2.5.29.37"); //
ExtendedKeyUsage Extension OID
customExtendedKeyUsageExtension.setValue(base64EncodedEKUValue);
customExtendedKeyUsageExtension.setCritical(true);

// Set KeyUsage and ExtendedKeyUsage extension to api-passthrough
Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.aslList(customKeyUsageExtension,
customExtendedKeyUsageExtension));
apiPassthrough.setExtensions(extensions);
req.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult result = null;
try {

result = client.issueCertificate(req);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(azn);
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ApiPassthrough;
CertificateAuthorityConfiguration;
.CertificateAuthorityType;
CreateCertificateAuthorityResult;
CreateCertificateAuthorityRequest;
CustomExtension;
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import com.amazonaws.services.acmpca.model.RequestFailedException;
import com.amazonaws.services.acmpca.model.RequestInProgressException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.AWSACMPCAException;

import com.amazonaws.waiters.Waiter;

import com.amazonaws.waiters.WaiterParameters;

import com.amazonaws.waiters.WaiterTimedOutException;
import com.amazonaws.waiters.WaiterUnrecoverableException;

import org.bouncycastle.asnl.x509.GeneralNames;

import org.bouncycastle.asnl.x509.GeneralName;

import org.bouncycastle.asnl.x509.CRLDistPoint;

import org.bouncycastle.asnl.x509.DistributionPoint;
import org.bouncycastle.asnl.x509.DistributionPointName;
import org.bouncycastle.asnl.x509.KeyUsage;

import org.bouncycastle.jce.X509KeyUsage;

import lombok.SneakyThrows;

public class IssuingAuthorityCertificateAuthorityActivation {
public static void main(String[] args) throws Exception {
// Define the endpoint region for your sample.
String endpointRegion = null; // Substitute your region here, e.g. "ap-
southeast-2"
if (endpointRegion == null) throw new Exception("Region cannot be null");

// Define a CA subject.
ASN1Subject subject = new ASN1Subject()
.withCountry("US") // mDL spec requires ISO 3166-1-alpha-2 country code
e.g. "us"
.withCommonName("mDL Test IACA");

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new
CertificateAuthorityConfiguration()
.withKeyAlgorithm(KeyAlgorithm.EC_prime256v1l)
.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA)
.withSubject(subject);

// Define a certificate authority type
CertificateAuthorityType CAType = CertificateAuthorityType.ROOT;

// Execute core code samples for Root CA activation in sequence
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AWSACMPCA client buildClient(endpointRegion);

String rootCAArn = createCertificateAuthority(configCA, CAType, client);

String csr = getCertificateAuthorityCsr(rootCAArn, client);

String rootCertificateArn = issueCertificate(rootCAArn, csr, client);

String rootCertificate = getCertificate(rootCertificateArn, rootCAArn, client);
importCertificateAuthorityCertificate(rootCertificate, rootCAArn, client);

private static AWSACMPCA buildClient(String endpointRegion) {
// Get your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk",
e);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withRegion(endpointRegion)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String createCertificateAuthority(CertificateAuthorityConfiguration
configCA, CertificateAuthorityType CAtype, AWSACMPCA client) {
// Create the request object.
CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest()
.withCertificateAuthorityConfiguration(configCA)
.withIdempotencyToken("123987")
.withCertificateAuthorityType(CAtype);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
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throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Get the ARN of the private CA.

String rootCAArn = createCAResult.getCertificateAuthorityArn();

System.out.println("Issuing Authority Certificate Authority (IACA) Arn: " +
rootCAAIn);

return rootCAArn;

private static String getCertificateAuthorityCsr(String rootCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.
GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest()
.withCertificateAuthorityArn(rootCAAzn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
// Explicit short circuit when the recourse transitions into
// an undesired state.
} catch (WaiterTimedOutException e) {
// Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {
// Unexpected service exception.

// Get the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {
csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
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throw ex;
} catch (RequestFailedException ex) {
throw ex;

// Get and display the CSR;
String csr = csrResult.getCsz();
System.out.println("CSR:");
System.out.println(csr);

return csr;

@SneakyThrows
private static String issueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

IssueCertificateRequest issueRequest = new IssueCertificateRequest()
.withCertificateAuthorityArn(rootCAAzn)
.withTemplateArn("arn:aws:acm-pca:::template/

BlankRootCACertificate_PathLen@_APIPassthrough/V1")
.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA)
.withIdempotencyToken("1234");

// Set the CSR.
ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity()

.withValue(3650L)

.withType("DAYS");
issueRequest.setValidity(validity);

// Generate base64 encoded extension value for KeyUsage

KeyUsage keyUsage = new KeyUsage(X509KeyUsage.keyCertSign +
X509KeyUsage.cRLSign);

byte[] kuBytes = keyUsage.getEncoded();

String base64EncodedKUValue = Baseb64.getEncoder().encodeToString(kuBytes);

CustomExtension keyUsageCustomExtension = new CustomExtension()
.withObjectIdentifier("2.5.29.15") // KeyUsage Extension OID
.withValue(base64EncodedKUValue)

.withCritical(true);
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// Generate base64 encoded extension value for IssuerAlternativeName

GeneralNames issuerAlternativeName = new GeneralNames(new
GeneralName(GeneralName.uniformResourceIdentifier, "https://issuer-alternative-
name.com"));

String base64EncodedIANValue =
Baseb4.getEncoder().encodeToString(issuerAlternativeName.getEncoded());

CustomExtension ianCustomExtension = new CustomExtension()
.withValue(base64EncodedIANValue)
.withObjectIdentifier("2.5.29.18"); // IssuerAlternativeName Extension
0ID

// Generate base64 encoded extension value for CRLDistributionPoint
CRLDistPoint crlDistPoint = new CRLDistPoint(new DistributionPoint[]{new
DistributionPoint(new DistributionPointName(
new GeneralNames(new GeneralName(GeneralName.uniformResourceldentifier,
"dummycrl.crl"))), null, null)});
String base64EncodedCDPValue =
Base64.getEncoder().encodeToString(crlDistPoint.getEncoded());

CustomExtension cdpCustomExtension = new CustomExtension()
.withValue(base64EncodedCDPValue)
.withObjectIdentifier("2.5.29.31"); // CRLDistributionPoint Extension
0ID

// Add custom extension to api-passthrough
Extensions extensions = new Extensions()
.withCustomExtensions(Arrays.aslList(keyUsageCustomExtension,
ianCustomExtension, cdpCustomExtension));
ApiPassthrough apiPassthrough = new ApiPassthrough()
.withExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.

IssueCertificateResult issueResult = null;

try {
issueResult = client.issueCertificate(issueRequest);

} catch (LimitExceededException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
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throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Get and display the certificate ARN.
String rootCertificateArn = issueResult.getCertificateArn();
System.out.println("mDL IACA Certificate Arn: " + rootCertificateArn);

return rootCertificateArn;

private static String getCertificate(String rootCertificateArn, String rootCAArn,
AWSACMPCA client) {

// Create a request object.

GetCertificateRequest certificateRequest = new GetCertificateRequest()
.withCertificateArn(rootCertificateArn)
.withCertificateAuthorityArn(rootCAAIn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

// Explicit short circuit when the recourse transitions into

// an undesired state.
} catch (WaiterTimedOutException e) {

// Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

// Unexpected service exception.

// Get the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
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} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String rootCertificate = certificateResult.getCertificate();
System.out.println(rootCertificate);

return rootCertificate;

private static void importCertificateAuthorityCertificate(String rootCertificate,
String rootCAArn, AWSACMPCA client) {

// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest()
.withCertificateChain(null)
.withCertificateAuthorityArn(rootCAAIn);

ByteBuffer certByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificate(certByteBuffer);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;
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}

System.out.println("Root CA certificate successfully imported.");
System.out.println("Root CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {

if (Objects.isNull(string)) {
return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

BIEMEEREILESH

It Java ROIERAMEIAEE A BlankEndEntityCertificate_ APIPassthrough /V1 4R &
BAE ISO/IEC mDL RN X HEZHIEH, BN, MERET base64 fwiBH

{E KeyUsageIssuerAlternativeName , CRLDistributionPoint A/ H %
%, CustomExtensions

ZRBIAA LT Amazon ¥, CA AP #21E :

» IssueCertificate

package com.amazonaws.samples.mdl;

import
import
import

import
import
import
import
import

import
import

com.amazonaws.auth.AWSCredentials;
com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.auth.AWSStaticCredentialsProvider;

java.nio.ByteBuffer;
java.nio.charset.StandardCharsets;
java.util.Arrays;
java.util.Baseb4;
java.util.Objects;

com.amazonaws.services.acmpca.AWSACMPCA;
com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;
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import
import
import
import
import
import
import
import
import

import
import
import
import
import
import
import

import
import
import
import
import
import
import

public

public static ByteBuffer stringToByteBuffer(final String string) {

com.
com.
com.
com.
com.
com.
com.
com.
com.

com.
com.
com.
com.
com.
com.
com.

org.
org.
org.
org.
org.
org.
org.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

services

services.
services.
services.
services.

AmazonCl

services.
services.
services.
services.
services.

services

bouncycastle.asnl.
bouncycastle.asnl.
bouncycastle.asnl.
bouncycastle.asnl.
bouncycastle.asnl.
bouncycastle.asnl.
bouncycastle.jce.X

acmpca.model .ASN1Subject;
acmpca.model.ApiPassthrough;
acmpca.model.ExtendedKeyUsage;
acmpca.model.CustomExtension;
.acmpca.model.Extensions;
acmpca.model.IssueCertificateRequest;
acmpca.model.IssueCertificateResult;
acmpca.model.SigningAlgorithm;
acmpca.model.Validity;

ientException;
acmpca.model.LimitExceededException;
acmpca.model.ResourceNotFoundException;
acmpca.model.InvalidStateException;
acmpca.model.InvalidArnException;
acmpca.model.InvalidArgsException;
.acmpca.model.MalformedCSRException;

x509.GeneralNames;
x509.GeneralName;
x509.CRLDistPoint;
x509.DistributionPoint;
x509.DistributionPointName;
x509.KeyUsage;

509KeyUsage;

class IssueDocumentSignerCertificate {

if (Objects.isNull(string)) {
return null;

}

byte[] bytes
return ByteBuffer.wrap(bytes);

= string

.getBytes(StandardCharsets.UTF_8);

public static void main(String[] args) throws Exception {

// Get your credentials from the C:\Users\name\.aws\credentials file

// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;

try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
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throw new AmazonClientException("Cannot load your credentials from disk",
@))7

// Create a client that you can use to make requests.

String endpointRegion = null; // Substitute your region here, e.g. "ap-
southeast-2"

if (endpointRegion == null) throw new Exception("Region cannot be null");

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withRegion(endpointRegion)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:

String caArn = null;

if (caArn == null) throw new Exception("Certificate authority ARN cannot be
null");

IssueCertificateRequest req = new IssueCertificateRequest()
.withCertificateAuthorityArn(caAzrn)
.withTemplateArn("arn:aws:acm-pca:::template/

BlankEndEntityCertificate_APIPassthrough/V1")
.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA)
.withIdempotencyToken("1234");

// Specify the certificate signing request (CSR) for the certificate to be
signed and issued.

// Format: "----- BEGIN CERTIFICATE REQUEST----- \n" +
// "baseb4-encoded certificate\n" +
// Mmoo END CERTIFICATE REQUEST----- \n";

String strCSR = null;
if (strCSR == null) throw new Exception("CSR string cannot be null");

ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity()

.withValue(365L)

.withType("DAYS");
req.setValidity(validity);

// Define a cert subject.
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ASN1Subject subject = new ASN1Subject()
.withCountry("US") // mDL spec requires ISO 3166-1-alpha-2 country code
e.g. "us"
.withCommonName("mDL Test DS");

ApiPassthrough apiPassthrough = new ApiPassthrough()
.withSubject(subject);

// Generate base64 encoded extension value for KeyUsage

KeyUsage keyUsage = new KeyUsage(X509KeyUsage.digitalSignature);

byte[] kuBytes = keyUsage.getEncoded();

String base64EncodedKUValue = Baseb64.getEncoder().encodeToString(kuBytes);

CustomExtension customKeyUsageExtension = new CustomExtension()
.withObjectIdentifier("2.5.29.15") // KeyUsage Extension OID
.withValue(base64EncodedKUValue)

.withCritical(true);

// Generate base64 encoded extension value for IssuerAlternativeName

GeneralNames issuerAlternativeName = new GeneralNames(new
GeneralName(GeneralName.uniformResourceIdentifier, "https://issuer-alternative-
name.com"));

String base64EncodedIANValue =
Baseb4.getEncoder().encodeToString(issuerAlternativeName.getEncoded());

CustomExtension ianCustomExtension = new CustomExtension()
.withValue(base64EncodedIANValue)

.withObjectIdentifier("2.5.29.18"); // IssuerAlternativeName Extension
0ID

// Generate base64 encoded extension value for CRLDistributionPoint
CRLDistPoint crlDistPoint = new CRLDistPoint(new DistributionPoint[]{new
DistributionPoint(new DistributionPointName(
new GeneralNames(new GeneralName(GeneralName.uniformResourceldentifier,
"dummycrl.crl"))), null, null)});
String base64EncodedCDPValue =
Base64.getEncoder().encodeToString(crlDistPoint.getEncoded());

CustomExtension cdpCustomExtension = new CustomExtension()
.withValue(base64EncodedCDPValue)

.withObjectIdentifier("2.5.29.31"); // CRLDistributionPoint Extension
0ID

// Generate EKU
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ExtendedKeyUsage eku = new ExtendedKeyUsage()
.withExtendedKeyUsageObjectIdentifier("1.0.18013.5.1.2"); // EKU value
reserved for mDL DS

// Set KeyUsage, ExtendedKeyUsage, IssuerAlternativeName, CRL Distribution
Point extensions to api-passthrough
Extensions extensions = new Extensions()

.withCustomExtensions(Arrays.asList(customKeyUsageExtension,

ianCustomExtension, cdpCustomExtension))

.withExtendedKeyUsage(Arrays.asList(eku));

apiPassthrough.setExtensions(extensions);
req.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult result = null;

try {

result = client.issueCertificate(req);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Get and display the certificate ARN.
String arn = result.getCertificateArn();

System.out.println("mDL DS Certificate Arn: " + arn);
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RN ERACERFMEKEL : MEANIEPBS CAs , NN EHE BRI,

(® Note

MREER CA, NBE Y ACM MANFMBIUEBTELIT, MRF ACM BT I RMET , W&
AMEFMA CAEF IR CA NEWEH,

*M&ZIBHY CA

Y CAEIRMN  EKAEFRASWNS —NAERENMREAFIH B CAILEH, EFFRS
REA CA T#fE A ARBUGHNABEANLBER. EXMBERT , IBEIEFHEEN CA FURHIR
N LIRSHMFE B EI M2 —ERN. MEBHFR th o] SR B M S ae it 1T, EEAEHMAH
UEBEH CA , FIRR L% CA L AN EMRESERITRAE.

® Note
BWERIEEHN CA, MAREFMAHIED , RARRIFHANTURERLEMES,
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#4E CA

R BUBEE B CA WEMIEBRBHE CA. XtEAMMBE T 1% CAMAKNAAILH, RHEERET
OCSP = CRL WA RS REEF ik, AELHEFLERH CA IEPMANAELIRZANMNE CAIEH
B, M MmHE1Z CAIEF,

MRIZE Amazon FAB CAIEBREHE

EAXIFLE PKI B Amazon #28 CA , NZE R MNALEFTBEHF LR RAEESHMRIERAER , Fl0
i AR FBAVIER . MRUFIBENER S ZREAEHIEIPIEELL S AH. EHIIEPRERE
RYBtE (SRR ) AEH , B BERAEAEN | U+ KA HE 58 H iR R 5 HIE AT A
MELL. ATME Amazon #B CA BFHNBHER , BREEEBMRERXEK,

FERBEAENES T LUERELIEBIRESDI (OCSP), EH BHFIR (CRLs) HFHERMA o

(® Note

MREEARERENERTEIE CA, LRAUERNEHRTEREE, BXESZER , F2H
EHREFHFE CA Amazon FAFIEHME YL,

« ELKIUEPHRADI (OCSP )

Amazon A5 CA R HELHER OCSP RSB R , TEEFF BCREEREN , Bl o &A% S
FEHERHE. EFTLUFER Amazon A8 CA ##l&. API, CLI =& Amazon CloudFormation#
MREEFHRINE CAs RA E/ZH OCSP, RE CRLs Einf L FMAEH B st , B
OCSP FHMAEBEERREMNE FWRETLEN,

RIEBMENMZ A OCSP i, 2EMEKNENFIEBHRBEE TR (AIA) T EBH Amazon FA8
CA 8% OCSP N &M URL, Z¥ EBAY Web M HBFEEFHEANNEFABERRUTUES
KRIFREHNE CALEPR, MNEFREZIMBZLEZHNRSHEE , IBREEXM,

Amazon A5 CA OCSP g R g8/ & RF C 5019,

OCSP ZEEmM

- OCSP R HEMNZEEEE5ERK CABREFANEEEEMEE, CAs £ Amazon FA
B CA#ZHAETBIE , BIAER SHA256 WITHRSA £R &%, HMt X FHNE LT UE
CertificateAuthorityConfigurationAP| 3L # F,
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https://datatracker.ietf.org/doc/html/rfc5019
https://docs.amazonaws.cn/privateca/latest/APIReference/API_CertificateAuthorityConfiguration.html

Amazon FABEH M A 14 ArfEm
« APIPassthrough 31/ OCSP lRigs , M| CSRPassthroughif BERFTEA T AIA ¥ Ro
- £ OCSP REMmRAIEAHERM LifE, BMEFEA OCSP EXFEARELARBINEFE
EZ{TECH OCSP ERft %M,
- IEHREEEE () CRLs

EHMEEFIR (CRL) B— M EMERH B M2 S MBEIER I RN XS, CRLEE— TN
BEENILERIR, pHERMEMEXESR

B EIEFH MK (CA) BY , ATLUERE Amazon F48 CA SIE5TER CRL E2 D XK CRL, &%
BRE TIEPMRANETUMENBHENRRIERHRE, BXRESEE , 55 W Amazon 7.8 CA
EeH,

CRLIEEEM

- AFNHIEREN : AT A THRMLEER , CRLs FELL OCSP EZHRF, BR , &
OCSP #lt , BEZFRHEIIRMARRLEF NEZENRES , CRLsAIBERKBPIMETI, X TH
FERNRE , HINELYERMRE  AUEREAS X, CRLs

« R CRL EH : NTEH CRL EX NS KX CRL B , RIEEE Amazon FAF CA RIEBFH X ,
5 DP HEBEAMEMESX CRLs , BFERBITX. NP XERNTERIXEFH:— CRL , HA
IERFRBUE S St 0 KRB HVE B,

(® Note
OCSP # OCS CRLs P EH#E MRS E kv Bz R FE —ENIER,

o HEBHULPAS , OCSP INKEZAAEEE 60 DT RERMITIRS, BE , OCSP [T
TERERBSZBEES  ANEEF#H CRLs IEERIXNEBSEETRE , OCSP [
BETAHEFRRER,

- BEERHIEBKRY 30 7HEEH CRL, MR CRL EFEEMERLM , Amazon FAH
CAN&E 15 B EBEZER —IR,

R ECE R — AR E R
ATEREATHAERHEE.

« # M CRLs = OCSP Wit B XN ‘B EiZEnabled=FalseZ% , MRS ECustomCnameHZEH b
S8 , ExpirationInDays B &~ %MK,
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https://docs.amazonaws.cn/privateca/latest/userguide/UsingTemplates.html#template-varieties
https://docs.amazonaws.cn/general/latest/gr/pca.html#limits_pca
https://docs.amazonaws.cn/general/latest/gr/pca.html#limits_pca
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« £ CRL EZEH , S3BucketName SEAMAFS Amazon Simple Storage Service #an & HN o

« @& CRLs 5 OCSP KW HENXHSER# (CNAME) SHH & B X AFE RFC7230 X £ CNAME
FRSERERTHRS,

- £ CRL % OCSP BB , CNAME B EFRBQSHIUEE , B2 http://" R https://o

33
o« FLATHKIMIZE CRL Amazon FAF CA
- HEMY OCSP Mt Amazon #AFH CA

HUTRIMiIZE CRL Amazon FAF CA

ERFEFH PBHIIKR (CRL) BLEN CA BT EN -0 28 , IRFESAHT —ERE, AT YA
FEBIZMA CRL BY CA ZBIM T #FAY B R S AR T

BXERAELIEPIRAIMNL (OCSP ) £ CRL IRIEHIFEHEE |, S Certificate revocation
options M B E X OCSP Mt Amazon 48 CA.

F&:

« CRL %#

CRL &

il 5% S3 CRLs FF#Y i B SR #E

£/ /5 A S3 BRI Hi5iE (BPA) CloudFront
#E CRL 2 &= (CDP) URI

CRL k&

o SERH-BRIAIRE. Amazon FAF CA 7 CA MAMFIBEEH PENARSHIER4EF — N k2 X8 CRL
X, B RFC 5280 FHIEN , Amazon F. 8 CA MANESMEPEHBELHE CRL &< (CDP)
VR EZIESE CRL, BATECRLE , 8 CARZHLUE 100 FNMNAEIEH, BXEZER
&S Amazon #,48 CA BELEl,

- EFX-EREMRML CRLs , 7 XA LA CRLs £ B MNENFE CA AIUMAMNIEHHE , HER
TRIERH, CAs
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/bucketnamingrules.html
https://www.ietf.org/rfc/rfc7230.txt
https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.9
https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.9
https://docs.amazonaws.cn/general/latest/gr/pca.html#limits_pca
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/A Important
£/ X8t CRLs , I0UF CRL RYXEXIIA 2 & K| (IDP) URI & S5iE+#Y CDP URI 8
Pt , LR EIREVEREA CRL. Amazon #AF CA & IDP ¥ BAriEAXE , BHEF L4
MBEB R EIZY B’.

CRL &#3
1 CRL 22— DER B4, ETHXHHER OpenSSL #H1TEE , EFEAXCM TGS :

openssl crl -inform DER -in path-to-crl-file -text -noout

CRLs XMF :

Certificate Revocation List (CRL):

Version 2 (0x1)

Signature Algorithm: sha256WithRSAEncryption

Issuer: /C=US/ST=WA/L=Seattle/O=Example Company CA/OU=Corporate/
CN=www.example.com

Last Update: Feb 26 19:28:25 2018 GMT

Next Update: Feb 26 20:28:25 2019 GMT

CRL extensions:

X509v3 Authority Key Identifier:
keyid:AA:6E:C1:8A:EC:2F:8F:21:BC:BE:80:3D:C5:65:93:79:99:E7:71:65

X509v3 CRL Number:
1519676905984
Revoked Certificates:
Serial Number: E8CBD2BEDB122329F97706BCFEC990F8
Revocation Date: Feb 26 20:00:36 2018 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Key Compromise
Serial Number: F7D7A3FD88B82C6776483467BBFOB38C
Revocation Date: Jan 30 21:21:31 2018 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Key Compromise
Signature Algorithm: sha256WithRSAEncryption
82:92:40:76:86:a5:f5:4e:1e:43:e2:ea:83:ac:89:07:49:bf:
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https://www.openssl.org/
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RAriEmE

(@ Note

c2:
9e:
49:
c6:
e8:
62:
1lc:
:78:
18:
55:
83:
32:
ab6:
:2c:

2a

57:
53:
83:
97:
58:

5a

fd:
1d:
9b:
83:
d2:
ed:

2a

45:
27:
04
34:
05:
92:
:f7:
ae:
d7:
28:
Q7:
e0:
5d:
88:

7d:
f8:

fa

bs4:
78:
e0:
23:
92:
71:
4d:
21:
9d:

5c
85

15:
69:
:38:
84:
84:
be:
9b:
ak:
35:
6b:
84:
38:
:04:

do:
S5e:
f2:
ob:
09:

ea

fe:
32:
85:
f8:
bs4:
de:
90:

76:
di:
fc:
5d:
01l:
:d2:
ad:
46:
5c:

6a

eb:
7c:

35

fe:
93:
4e:
bl:
e8:
59:
6f:
8d:
cd:
:00:
0b:
15:
:f1:

64:
5b:
od:
(of /1
9d:
5b:
16:
76:
20:
eb:
23:
e4:
8b:

ce:
95:
97:
25:
c2:
c7:
Te:
ee:
28:
b4 :
f2:
36:
55:

da

7b:

ac:
2f:
9e:
c3:
22:
68:
c6:
62:
6l:
66:
a9:

3d:
:78:
02:
66:
b5:
61:
09:
25:
d5:
de:
dd:
7a:
3c:

bb:
50:
51:

Qa

83:
35:

9a

63:
59:
15:
95:
18:
dd:

4e:
6d:
26:
1 2e:
bd:
dc:
:79:
5c:
88:
56:
03:
da:
72:

ao:
as:
7d:
30:

8a

ag:
8f:
bd:
47:
c8:
02:
ce:
az2:

6c:
59:
3e:
f6:
:3a
98:
44
41:
c9:
9c:
df:
as:
d7:

4b:
bb:
fe:
52:
reb:
9d:
69:
a5:
36:
45:
od:
34:
5f:

RAEEMATI|AEWIEHEt |, CRL F&&EKE Amazon S3 H,
REER—/ acm-pca-permission-test-key X#-.

I &b S3 CRLs A RY i 8] &K i

4f
6f:
ab6:
88:
94:
80:
89:
5a:
44
d7:
of:
94
73:

ZE 28] , Amazon S3 #FH

MEREITRIBE CRL , NFEEHEZ— Amazon S3 F#EREMEE. Amazon F4F CA B3I CRL
FEAZIEEN Amazon S3 FHEF , HEPNHEHBITEH. BEXEZER , BSRUEF@ER.

&/Y S3 MAAFUEL K MNEY 1AM R BEF TR . BNAF MRS ZELAFTEPULNR Amazon FA
BCATREFHBTIRENR , UERRXIRAGet IR,

® Note

IAM K B&EL EEUR T Amazon Web Services X8, FIF RN E . X9 HFZE -
- RINBAXE-RIAMBER T AAMEXEE AWRXE, Amazon Web Services Ik

- MUNERANKXE - RNER TEREATLBAESF31ERANXE,

BREZEEURMAZAXEGHNIIER ,
IAM £ 3XHXS RS AR ITIE

HSFEE Amazon Web Services X1, BX&
B REE M A X Amazon fRS E4,

RiE CRL
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/create-bucket.html
https://docs.amazonaws.cn/general/latest/gr/rande-manage.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html#principal-services-in-opt-in-regions
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HIEHE CRLs NUEPH B AR , Amazon FAF CA 262 CRL FFHE M E S3 7
M. S3 FHEEFEE LY Amazon FoH CA RSZERABAF#HBEN IAM K&, RS EHK
HNEMEMEANXEMERTE , BAEFRE TR

PCA S3 AR5 &

AELTE— X acm-pca.amazonaws.com

25 A 22 A acm-pca.amazonaws.com

2EA =y=9::! acm-pca.Region.amazonaw
Ss.com

EEA E£A XH=

FIAKBEX CA FHEMEM SourceArn R, BMNBWEXRARNEERENER , I TBER ,
ZBERRFHIIN4FE Amazon IKF R4S EFAE CA WiFENR, HE , EALEA a ws: SourceOrg 1D
S RRBRHIF PEEALNIGENR. Amazon OrganizationsBE X EMBRBNEZEE | S
Amazon 8] 5 7 IR S5 B9 1248 4 SR Ko

MRIBIEIR AVFBRINERE |, LU T UABERHE o
FRE A S3 LA HIGE (BPA) CloudFront

FIABERT |, # Amazon S3 BREBERB LI IGRIMNIR (BPA ) TheeER TEEN. BPA BEHE
Amazon S3 T HIEXEH , R—AHFRES , B ULFERXLEEGISRERX S3 AN RMEAN
B ENPR, % BPA AT ERSEREBEERN , AEZXEBENMEHBRIEHN Amazon AP FEE
AFHEEEREAR

Amazon BIUEFTE S3 FM LEA BPA , LB RBBEEHBELSBENXNF. B2 , MRENPKI
EFBYAHEERRMN ( BIARZESR Amazon 1k~ ) #1TH K CRLs , MEEHTHFANAR. ATNE
WAl £ F Amazon CloudFront ( I& 2 &M% (CDN) ) BREFE PKI R AR |, FH CRLs TEL T
BHRRIINEF KR S3 FEBENTRHEERS.

(® Note

£/ CloudFront 24 #&#) Amazon IKFHERFNERH. BEXEZEL |, 155 Amazon
CloudFront Eft
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceorgid
https://docs.amazonaws.cn/AmazonS3/latest/userguide/bucket-policies.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/add-bucket-policy.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/security-best-practices.html
https://www.amazonaws.cn/cloudfront/pricing/
https://www.amazonaws.cn/cloudfront/pricing/
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INRIEEIF R CRL Fi41E/3 A BPA By S3 4 |, (ER{EH CloudFront , M AFE S —
/N CDN R AR |, LLHREN PKI &5 A LU [E 8/ CRL,

7 BPA CloudFront f#i# /& &

BRI — N LLFEENFAE S3 FE MM CloudFront 2B , H B Al BUR it CRLs A RELHMHRIINF
P o

7 CR CloudFront L B & & 1ThR

1. {#H {Amazon CloudFront F X &¥r) HREIZE D E AT REIEF CloudFront 2Bt

SERIZERER , FNANRTRE :

- HREERS , ERER S3 1,

« NRFIFHEBHRIEER,

« RNIRGRFDERCEFE D

- ERTFHEFHEBHEENRTIERR , ENFHEERE,

® Note

EWEES , CloudFront Bt iGN FHBRBEUAFTELAFEBNR. ZREELE
B, EHENRAWHR crl XEXRTHNR.

2. #WBILRITIRIG , % CloudFront ZHl & PRI EH B HAFEREUAAT NS RER,

(® Note

MRER S3 FE MR us-east-1 UANXEHFGIEN , MHEBEZ AR EXTHNARE
Fret , ATRESHIL HTTP 307 IRBY EE MR, CloudFronti@kY it st ATEEHR EJLAN/DNET
AEfE %

1 BPA iRE CA

EBEH CA B |, BB AINEEZE CloudFrontZ1ThRA
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https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/distribution-web-creating-console.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/add-bucket-policy.html
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HIREY CA B & 5% id % CloudFront

. A EHeIEFE CA Amazon FoH CA RIEEM CA,

#Lﬁlxl_fxﬂ'f B X rrevoke_config. txt N BELTILIT , MIEEEIELH CRL R HEH
Bt o Xiw =K URL : CloudFront

"S30bjectAcl" :"BUCKET_OWNER_FULL_CONTROL",
"CustomCname" :"abcdef©12345.cloudfront.net"

ZiE , GEERL CA MRIERR , XEER/HITEMTAIRAIR

X509v3 CRL Distribution Points:
Full Name:
URI:http://abcdef@12345.cloudfront.net/crl/01234567-89ab-
cdef-0123-456789abcdef.crl

(® Note
WMRERBREL CA FRNRIBIES , NIRRT E R CRL.

¥E CRL % & & (CDP) UR

MBLEERETEREFFER CRL 2% = (CDP) URI, WA LA AiZIEP LA CRL URI SKIES |
WA LAER T . XMUERA TR CRLs, 2 X/5T CRLs &4 i1—4 GUID,

WMRIEER S3 FiEMEN CARI CRL D& (CDP) , Ul CDP URI ATBARAU TRz —o

* http://amzn-s3-demo-bucket.s3.region-code.amazonaws.com/crl/CA-ID.crl

* http://s3.region-code.amazonaws.com/amzn-s3-demo-bucket/cxl/CA-ID.cxl

MBEHEAECH CAEET BHEN CNAME , l CDP URI HE2&381&icx , 4
W, http://alternative.example.com/crl/CA-ID.crl

BINBERT , A IPv4{XBRamazonaws . comXiF# 4% 4% Amazon A8 CA B CDP ?J‘"J?h =
CRLs EFifEA IPv6 , ITMITUATZ Rz — , LAE CDPs £ EREM S3 AIXUHEKR IR SR : URLs
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https://docs.amazonaws.cn/AmazonS3/latest/API/dual-stack-endpoints.html

Amazon FAFIEBME L AFEE
- JFEW CRL BEENEHIRERN S3 MUHEKRLKIRT [iF. Hl
 , bucketname.s3.dualstack.region-code.amazonaws.com

- RERBCH CNAME DNS 2% , FEEHMEXH S3 Mikin A , REFHEAE CRL HEX B

BHEMN OCSP Mt Amazon ¥A%F CA

(® Note
AFFTEATEENRESHME N B EXELTEBIRSHIL (OCSP) Mg R85 i R URL
HNEF, MREITXIER Amazon 48 CA 18 OCSP WERIAELE , W o] LABKS A £33 H 1%
BEE B P E S KBS 1TIRE,

RINMBERT , ¥&HE A OCSP if Amazon FAF CA , BM A WS NEPESE Amazon OCSP iR
EH URL, XAFBFERMZEZEEENEFIRERRME Amazonkix OCSP BiFEif), B2 , EEEE
AT, REFEIERHEEAEMN URL , BRTHRLE Amazonig3k OCSP &if],

(® Note

BXREMIEPSBEIKR (CRL ) EH OCSP ZEHIFERESR , BTHHEE B HEMAL IS B
%Ik (CRL)

7 OCSPBEREN URL FR=AMTE,

- CAELE - £ RevocationConfiguration FR&EH CAEEEBEN OCSP URL , 1 £ 6|ZEFA
& CA Amazon A5 CA ARty =6l 2 : Bl F A OCSP # B E X CNAME B9 CA FRFTR,

 DNS - CNAME i2F AN ERFEE , URHESFE R URL BRFFRERESER URL, B
XEZEER , BZHETLIEIE CA Amazon #48 CAHFHTHI 2 : 8IS OCSP M EENX
CNAME H#y CA,

- RERERSH - RERERSSHR , FHEBEHMFKER OCSP REHK X4 Amazon OCSP I
R

THEEA T XETEDETHENT RN,

B7EX OCSP Mt MR latest 202



Amazon FABEIER &K HL#5

Jiilpti=l]

CMAME record
MName: www.example.com

Value: proxy.example.com

7
-
rox
10 Proxy
819]
Amazon OCSP
responder

WEMR , BEX OCSP RIUFSRIIEUT IR :

N

. B mE1R B R e DNS,

i E B4R 1P,

EF PRI I 5 B AREY TCP &,
EFPumiE| B AR TLS iEH,

FFiwER DNS BUIRSIEFHH 5 HEY OCSP 15,
F iR EE 1P,

EFimE A ERE OCSP Eifl,
REFEHKE OCSP MREFRF,

. W8 RIFE FF RE FRASIR EA R
10REBEFIEPREFHREEFF IR,
MUMRIEBEN , WEFIRFTH TLS £F.

© © N oo g k~ w0 DN

BENX OCSP Mit

MRS latest 203
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® Tip
ERBERAREE CA2F , ATLMERAT Z% CloudFrontfl Amazon Route 53 SREL LR
B,

1. 79 CloudFront , BIBRITHRHAZM T A AN ERITEE :
- SIEEEMNBE L CNAME HIEE & A& o
- MENLEHEHYE,
- ®EBocsp.acm-pca.<region>.amazonaws.comA R R,
- B[ IPv6 EE , BHFEANKRIHSR acm-pca-ocsp.<region>.api.aws
« N Managed-CachingDisabled %K.
- NEEHRMPUKBEERN HTTP M HTTPS,

- FAFH HTTP FHEREN
GET. HEAD, OPTIONS, PUT, POST, PATCH, DELETE,

2. £ Route 53 /1 |, 8 —/* DNS 2% , F&H B ENX CNAME B &2 CloudFront 2 Bt HY M
Hk,

BEidE A OCSP IPv6

#RIA Amazon A CA OCSP MR85 M uk{X 7 IPv4-only, EfEF OCSP IPv6 , HREN CABREH
EN OCSP Wik, Mita R :

« X4 PCA OCSP M 2589 FQDN , EF£RX N acm-pca-ocsp.region-name.api.aws
- WEFR , WENHBEE N IEEXHER OCSP R EFH 5 A 18 %,

T Amazon #AF CA CA &=

Amazon #A8 CA XIFLFMME N PRV EM[ —F e ZIEB MR (CA). BRILEBNEHIFEXS
F0 CA R KERH R FE R,

(@ Note
Amazon #AF CA X1 CA IEBHITERMERE,

CA = WA latest 204


https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/
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BAE (BN

LR AT CARREAERHNIER, XASHRNRAEFHEAXMRENIESR, BE , CARLRERE
B EALE

= HUE B

EEXELZIMREEKERH AN ECRNIEFRR CA. XEFHIEPRRESTH , AU TEREHH
PERER THITHE, NTRENARFRE , MERBEYEPL~ERENNENLETHER

=X

BRI PLARUEBRREHPNRE— CA. BTHAE CAUABLRETT —X , HE&S~ERK
HYFT 45,

CAs @RI BERWRAETEA CAER, BEXTLES | H2MAnazon EIEBMENE &
.

EQIEMAEHUEBH CA , BEALE CA BB ffUsageModeZHIRE N EHIEH,

(® Note
Amazon Certificate Manager ZEM AR HEHERXNWIAE CA LEWIEH,

EAT Amazon RS XS EAEHIES -

» Amazon AppStream

* Amazon WorkSpaces

M XIERIBE D Amazon FAF CA

Amazon £IKEMIZERE S Amazon XM AT AXHEN, Amazon XFRMUESNMNIERENREE
WATAKX , XETAXKBESIERERE, SRHENSETRNMERE, MATAKX , BELUEITFRE
EAXZ BTt ESNABMEBONARFNBREE, SEENENISMNEEHROERM K
Mt K THAXEEESHNTRAY, BEEINATT B,

BX Amazon XM AHAXWEZEE |, iHS K Amazon £ EREMZHE,

BEBRE (BN MRZS latest 205


https://www.amazonaws.cn/private-ca/pricing/
https://www.amazonaws.cn/private-ca/pricing/
https://docs.amazonaws.cn/appstream/latest/developerguide/
https://docs.amazonaws.cn/workspaces/latest/adminguide/
https://www.amazonaws.cn/about-aws/global-infrastructure/

Amazon FAEIEP M & H118 ArfEm
TR R E

AKX CA BRER , BERARFMKREIRE, Amazon FoF CAESAMXEHTAH , XATE
EZANXE CAs HBIETTR, % Amazon #AF CA FREIRHR 99.9% 7T A MM RS % 31 (SLA) iz
7. BELERMAEEAUEZERATARMREMRE ., BIUER CARESMNE CAERERTR. 87
FEBEERHRS,

1. LA LERNTEH Amazon X5 CAs HRIZMMRUSIIMATRNIERE, ERALEE , MR
CA A BME—/ Amazon XEIFFMIIEIT , NAERE L XBRER N ERBERT. ER , 2IBTT
RIR CAs X LEINIRENE M | KFEFR CAIEP D RIFEFNERNRERSNEEE
X o

2. IBE A LRI BT RIME RS 28 CAs SAEREE R Amazon X , R EMEEET 24 Amazon
XEpE—PHE—R CA. WHENFLR K BREFEFENMR CAUEBD REFEFNEERF
%, BREIET , WRAEFEENIR CA FIFE Amazon K RHE , MEIZETTREVR CA,

TRMRERE RR7K latest 206


https://docs.amazonaws.cn/general/latest/gr/pca.html
https://www.amazonaws.cn/certificate-manager/private-certificate-authority/sla/
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FR Y UE 35 5 & #1. %) Amazon A5 CA

£/ Amazon AFIEBMANN , £ LI E B RIEB MR VAT MME P T AL (CAs) HK
M5E£ Amazon REMNRXREH , HALRNIFER. EEBRUERYE , BALUERELKIEDRSH
I (OCSP), EHmEEFIZR (CRLs) BIAERMELZ. Amazon FAF CA FREMEEEM CA IEH
CRLs, # OCSP Wapi , R FALAE AmazonZ £ 176,

(® Note

F#) OCSP k¥ Amazon #A CA %3 OCSP iER¥ RB. NMRERXEEZSNMIPH
OCSP #tZ%1i , Amazon OCSP MR 23R XA EBAFIRHNE—MEP K MEFHMIEP, P
HRIAEEE—NMIEFTLSBEIMAE OCSP IR H,

&AL Amazon #A8 CA £ Amazon Web Services B2 4|& Amazon CLI, # Amazon #A 8

CA API #4TiFEl, A TEB@ENRUNAFEREE AN CLI, ETHEXAPINESER , B5H
Amazon FAEIE P A HLH API Reference, MFEETRMMAIMFEA API B Java =6l , iHZH Amazon FA
B CA #E R EA T Java B Amazon SDK,

BIRE A CAHEBHEBRNRE , AMANMRRIES , MPFRGANEEZIES Amazon #A
B CA.

FH

« RENFEA Amazon FAF CA

« EFBIEFE CA Amazon FAF CA
. ZE CAIEH

. BEIXIFAE CA BRI AR

- FABEEE CAs

- BEFME CA

- RIBWHFE CA FIHRE

o T#& Amazon #AF CA CARE

s EFEHFE CA Amazon FAFIEBME HLH
- HiBRFAE CA

- IXEFE CA

- EANBEENFE CAIUP
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"B RNEH Amazon #A8 CA

WMREIETZ Amazon Web Services ( Amazon ) & , WA 1T EM S 8EEA Amazon FAF

CA. ZBHIKkF B3R EMETRARSWIARIRE , BERENFMEANRS 5,
FB

« JEMFREL Amazon Web Services K F°

- &3 1AM BB

« &% Amazon Command Line Interface

SEAFFREL Amazon Web Services K 2

IR IE%HE Amazon Web Services IKF | FERUA T T BRFKBIE—,
EJEM Amazon Web Services i F°

1. $TFhttps://portal.aws.amazon.com/billing/3E A
2. ZEBE®ELMHBARE,

R , REIBEERRIERS  EREABERENA —INRIES,

YIRS MET Amazon Web Services IKF , i 812 Amazon Web Services KFRAF —1. 1B
BAPAERGHEZK P R ATE Amazon Web Services RS &R, ENRERSSE  BRAF
PEEBFRMNE , FERFERARAFPRKIITEEZR A HRNRENES,

Amazon EME B TR G EMBERIE—HEIAB FERH, BRI LABER a14E https://aws.amazon.com/F#
R BOKS , EELYNIKSENHEREZNK,,

&% IAM B/

JEME Amazon Web Services I P , FEZEHHRIE (MFA) , RFENEERAF, BXiHA |, H5
i <IAM B8R S 7 IAM AP B AER MFA &% (BH& ).

ERTFHEHMAFHRIER Amazon Web Services Ik RIR , HRIE IAM BF. ATHRIPEH IAM A
P, BB A MFA #XE IAM AR EFHRITESFIENNR,

BREENRYF IAM AFNESZER , F30 (AM AFER) PHUATER !
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o TE{REY IAM FAFP A 812 Amazon Web Services ik F°
« SEHT Amazon &IRHY 1 0] X R & 12
« EF IAM B8 KBE R

Z 3 Amazon Command Line Interface

WMRIE R REZEHE Amazon CLIBREERT , B BHM AR T®MEAMazon Command Line
Interface, EAREEHP , RIBRECEEFKR. XENFHRIEFEMAEES , HERNERGBSHE
BT IiX LS,

EHoZEFAE CA Amazon FA8 CA

WA LAEAAR T h R SERER CAs EMNBERRCAs , NTTERFTEBALERN AT FITEERR
BReEr, e LAMEF S Amazon CloudFormation®y Amazon Web Services EE{2&IA&. PCA &%
#1Z CA. Amazon CLI

BREMECR CARENER , F5H EHEHLE CA Amazon REIEBIA N,

BREA CARNAR, REFENNARFEBLRKBILEFLNES , BEH PAILE L inHAFIEHR,

(® Note
MNEBIEFE CA WETRFFIE , B ANAESNIAE CA RERNIKFWERZEA,
BXERHME Amazon FAF CA MMER |, ES B Amazon FAEIUEB M A I Ef. BB LAEE
HAE Amazon ¥ it Esa R E R A,

£}
- BIEFE CA K CLI RFA

Console

fEF #2515 625 HE CA

SERUATHBREER Amazon Web Services B2 4] & I ZEFAH CA,

FraEREH s
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https://www.amazonaws.cn/cli/
https://www.amazonaws.cn/cli/
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BFIH Amazon I HITF Amazon FAF CA #4l& , MitFhttps://

console.aws.amazon.com/acm-pca/home,

- MREERXBENERHENEXITIFESE CAs, WLERNEANH. EFECELE CA

- MREEECE CAHXEHRITHEZEHE NI ARBIEBRLIEIRE , EFSF|HE
HYUE$ CAs, 1E#EIE CA,

7 ERET T, EFRERN CA MRAVEBRIFHIERK,

« B - PR TEENEMAEIHBBNIER. XEMIAE,

« BRIED - PRFRKEMPN L ROIER, EREEBRT , BRENERTUER B H
o

EEFHANRERMERS  EREECNENABIEPMRAGRRE,

« ERREUEMHE CARREN, It CAHBIRIEBREAZE. ERERGHHEAIES
CAs MJZAKMMIEPHRAL BRI,

- EEMEREIEZ—1 CA, % CABFHRREMTEEESTHR CAZLR, NEHLHM CAs
BERATEZEMGTENMY CAs HEAF. TEHNNRAEFIRLREEIES,

® Note

Amazon A5 CA HEHTE CAHR CA LtHIEER , 2REEIZIERE
Amazon #AF CA, BREXBEFEANR CA,

ZHMNE CA TTREEEHNBEERSREHEEZE, WRR , W4 Amazon FAF CA
NERMIEPBLRER (CSR) , BUMTRIZBERHAEAZBERTEEIRELSEN CA
EH, BXEZFEE , BFEH REHNBR CAZEHME CA S,

EERAETIREHERT , BELNFILE CANEARAEENR, BUAELWMAUTERIZ —
MM :

« A4 (O)-Hlmm , NEEWR

- ALRE{Y (OU)-fHlan, A B REBRYERIT]

- BR/MXER (C) - BNFEHEFR/HXAH

- NREEH - NRENEE

- FIEMEN - HHHNEH
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« 2AA (CN) — AT#rR CA W ARANEFRFE,

(@ Note
B FE AR E 58 M A APIPassthrough 184k , &A1 LUt — 2 B & SGIEEH I A .
BEXEZEEMEATRE , HS5 /A APIPassthrough ERM R HEEBEEN TBEH
FREVIED o

HTXFIBHRALEN , RItBRFHE CA RHNEAERFSSTRLAR CAIESNERE
FEERED, AXUAERAEINIHBUNENMENESEE , SR RFC 5280,

BB RRT T, EBRBAEENELEE. BIAMEN RSA 2048, AIMUTEER#HIT
b=

« ML-DSA-44

» ML-DSA-65

» ML-DSA-87
 RSA 2048

« RSA 3072

* RSA 4096

« ECDSA P256
« ECDSA P384
« ECDSA P521

FIEFREEDT , BAUNAMEERALNIIPNEFRREZERERENF EPIHITIER
« BUE CRL 2

- ¥TF OCSP

EABLN CA BEXH AN REATFAHE—. BMBTIEENIR M EIEE, RER AL ,
BRUCHREERHENRESE, ETRUSRZE , F5HE AXER Amazon F48 CA IEH
BHEAE, TREXBNIZENER, ARFEENIIREAREMBHENENES
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® Note

MREEABRERFENERTRIE CA , UEAUERNEH#TRE, BXESZER ,
BFSH EPEHFLE CA Amazon FAFIEP MK,

EREILESBHEEM , THRITUTER,

a.

b.

C.

FES SR | EBE CRL HE.

% S3 M URI T, NBIRH®E— A FHEE.

EERNAFEEN | SABRN LK AFERBEA BPA. BN , B2 CA WEBAEEX
M. ME CA BRIBIRE , BHARFDFHEMKMET | AETEFHER CRLs,

A L5 S3 CRLs HWIARIRM RN RBERNZz—. AXEZEE , BSHEA
Amazon S3 &l & IR R B o

BJT CRL iRiELAIREXVAE ML B ik T,

- BRBRASKUBEASX, CRLsSMIREREADKX , NEH CA FESFREIERHN
RAHE, BXREZER , BEH Amazon RBIUEBHAIY Bifl. BRIXWESE
B CRLs , #Z CRL <&,

« AIMBEMN CRL BF AN Amazon S3 82 5&. B ETSER CA MAWIES
H“CRL 2B =¥ B (HRFC5280 X ) . EEHMEMA IPv6 , i5¥ZH Using ov
CRLs er PR HIZ B N FZ# MR dualstack S3 KT m. CRLs IPv6

- WINEENREE , NEHN Amazon S3 T 1B HI X4 Z 02 DNS 518,

- BARRH (URXFEMN) , BB CRL FFREFBER. MIMEN 7 R, M THL CRLs
R, BRHBEEN 2-7 Xo Amazon #F CA ZHEEERABN P REHREK CRL.

7. MNTFIEPRBELED , FiEFEFA OCSP,

EEBEYN OCSP iR — AIEFERH |, AT LA IE Amazon OCSP s R TR ER I
% (FQDN) ., EZfff OCSP IPv6 , iEFILFBRIRE I Nikim R , WA OCSP over H
iR, 1Pv6

L FER R4 FQDN BY , £ FQDN Amazon #48 CA A RSN E MK BHRRE
Bipmy RiE4H , UHE Amazon OCSP N EHFRIA URL, Hin_AUWEITERAEL
FQDN WiEHE , ELE R ZM I UIREL OCSP WM, EFLHGIREER , £EEXN
SHFANERE

BIZFLE CA

MR latest 212


https://docs.amazonaws.cn/AmazonS3/latest/user-guide/add-bucket-policy.html
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- ERARERS IR ENEEN FQDN BiRE X4 Amazon OCSP MIRI2E,
 RHERIAY CNAME 12N INEIRAY DNS BiREEF.

® Tip
EXxFERABEN CNAME 2T OCSP BRAENEZER |, ESH BENXL
OCSP it Amazon ¥AF& CA.

Hlan | LR BEENX OCSP B9 CNAME 123 , iZi2x%IF# Amazon Route 53 H & 7R,

BREM Type B% A0 R B % BERERBE
alternati al&ig%k faif& - proxy.exa
ve.exampl mple.com
e.com

(® Note

CNAME WEFRBIZSMHINETR , Flin“http:// S https://"s

8.
EARMBET , BRI LUERRIZEN CA. MEE2REX , AEFRIRMALR Amazon FiRHY T
BIE, BX Amazon FoH CA IRZES RN T RUK MMAELIER CAs FRHERB MRS HEA |
B RAANENIE CAFMEE,
(@ Note
EECIEIEPIFEHINBIFAE CA , CA BE G LMATFAE IAM policy &
CreateCertificateAuthority BEXBKHAERXAFIFIE. BXREZELR , BSH
Tag-on-create : 7E 8|2 CA BEArS M iNEl CA.
9.

£ CARRIEI T , BA LUEERN BT XPRZE L Amazon Certificate Manager BRF E1E
Ao MRFTFUANPR , ACM REEEFIEITIL CA ERMNFAELRIHARIES, &0 LARERTEH

P VAN

Amazon #4F CA CreatePermissionAP| B create-permission C LI &85 2 BLLE 1T IR,
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https://docs.amazonaws.cn/cli/latest/reference/acm-pca/create-permission.html
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XLENBRERIAE Ao

(® Note
Amazon Certificate Manager £ %1% B £21T B HUE B,

10.
EENT , BIAET #ERE CAWEN,

® Note

BEXREHME Amazon 3AF CA MEE |, ES M Amazon FAEIEBMENE EM. &
AT LAERAE Amazon Mt E 28 REE KA,

11.
REMBERAGENERLE , EFEGE CA. CANFHAGERERITIF , HREE RN EFL

BiF$H,

(® Note
ERAFEREL , SABUBTRZFRE, Rk CAIEBRZK CANEE , h A UTH
FREBFIEBMENEIERATRERTENBERNLELRE !

o« ZXEIB CAIEH
- ZERFTEEMME CA IEP Amazon #2H CA
=7

FEHAHLRX CAZEMNMNE CAIEH

CLI

8 create-certificate-authority S5 8I2FAH CA, BAIEE CAERE ( BEEENETBENE
B)., HEEE (MEMLITRER OCSP £ CRL ) # C and/or A & (BHIMNE ) . BEMH
HREFHAEESEELENDTSHRRENAN X, SE , BETUEE CAFAEN (A
FMAFESEHUES ) . MMRENRETSEHESE,

MREIEEEE CRL , MEXH create-certificate-authority 855 2 81 , AFUER FL LM Amazon
S3 . AXESZER , BHSH WE# S3 CRLs HHI I ZKEE .

CABREXHAEEUTER
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Amazon R E % BT FIF 15T
- BEENER
- ERATOIZE CA RANBAKRN
- CARAXXLZRCHIEPERERM OCSP IR EEKE CRLs
« X.500 FEEE

OCSP M REHMEENL T —NMBEUTEEM OcspConfiguration JR :

« Enabled #RrZiRE 7 “true’s
« (W% ) B8R OcspCustomCname EH BE X CNAME,

CRLRHEHEENL T —NMIBEUTEEM CrlConfiguration X R :

« Enabled HrZiRE H “true’s

CRLBEXE , AXNEAM (CRLIEMH ) .

ff28E CRL ¥ Amazon S3 #,

( Ak ) WE CRL E LT iARIE S3 ObjectAcl B, FELLAREAIRGIF | BAELRIAFE,

BEXEZER , H5H FAB A S3 LA HiE (BPA) CloudFront,

( Tk ) CA MAKIEPHEER S3 Y CNAME 3B, MR CRL RaJAFFiAE |, MRS @ #

7 Amazon CloudFront 2 28 % & L%l

(Wit ) @ELLTEEMCrlDistributionPointExtensionConfigurationX & :

« ZOmitExtensiontFFREN ‘B & ‘R’ XEFIRER COP I RINEMIAMEE A CA M
RWIEH, BX COP FRNEZER , FZHHEE CRL 5 &K (CDP) URI o #IRHA “true”
OmitExtension , ] CustomCname 1R E Ao

( Wik ) S3 FENEP CRL B E LR,

(A% ) BE CRL REEBER D XM CriTypell. MRKEM , N CRL FERIAN TR

(® Note
I E MY OcspConfiguration &M CrlConfiguration XK , AT LAER— CA £F
BT RENE . RFEMEIET --revocation-configuration S5 , NERINE IR T RpHLE
B FERARD, MRELUEEERHERIEXEE , S M FH CA (CLI),

BX CLI Rl , ESHUT D
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BIEFE CA B CLI RHI

LT ROIBREEECHERABERNBRIAXE., WA MEFRET .aws BiE B &, BXxBEE Amazon CLI
HRENEE , BSREEMNEZIEXHIZE, ATETFRE , RIMNERFHSHLL JSON XHHFEKE
HCAREMFPHBMA, REZEEITROIXHUAHEER,

BRIESEWRA , ENMETRHIEFEALT ca_config. txt BEXHs

X4 : ca_config.txt

{
"KeyAlgorithm":"RSA_2048",
"SigningAlgorithm":"SHA256WITHRSA",
"Subject":{
"Country":"US",
"Organization":"Example Corp",
"OrganizationalUnit":"Sales",
"State":"WA",
"Locality":"Seattle",
"CommonName" : "www.example.com"
}
}

w1 eIZZEA OCSP M CA
ELRHIH |, BEXHE AN OCSP X , BIEA Amazon FAF CA IERI 2510 EIUE FIRFS

X# : EEATF OCSP H revoke_config.txt

{
"OcspConfiguration":{
"Enabled":true
}
}
W

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authoxrity-type "ROOT" \
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--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA

MR, LA SR T CA B9 Amazon BIRE# (ARN) ,

{

"CertificateAuthorityArn":"arn:aws:acm-pca:region:account:
certificate-authority/CA_ID"

PPN
AP T

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA-2

MR, SR CA B Amazon BIREF (ARN ),

"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"

}
EANTHTRE CANEE.

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566" \
--output json

LR BEUTE S .
"RevocationConfiguration": {

"OcspConfiguration": {
"Enabled": true
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}

Gl 2 ;- IS H OCSP flHE X CNAME By CA

EHROIH , REXHERTHEHEX OCSP %X#, OcspCustomCname ZH X AT L REEHA
( FQDN ) #ER HE,

M F RIS FQDN BY |, & FQDN Amazon #8 CA ARSI EMRIEPHRRVEETRYT BE
e, BIKE Amazon OCSP IR FEHIBRIA URL, Him /BT EHEN FODN WIEHEY , E2EMR
Ik BAIRER OCSP MR, EFEUEIRIERER K SREXMB AT MRE

- ERARERS IR ENEEN FQDN BiRE X4 Amazon OCSP MIRI2E,
 RHERIAY CNAME 123N INEIRAY DNS BiREEF.

® Tip
BXFEABEN CNAME EIEE OCSP #RARNEZEE | BESH BE N OCSP Wit
Amazon A58 CA,

Flgn , L TFREBEEN OCSP By CNAME 123 |, iZi2 &I F# Amazon Route 53 F & Ro

BREW Type B FH SR B L5 BE/RERBHE
alternati BlHigx fai f& - proxy.exa
ve.example.com mple.com

® Note

CNAME W{EARESTEMMNETR , Bl http:// =K https://”o

X4 : SEFTF OCSP #9 revoke_config.txt

{

"OcspConfiguration:{
"Enabled":true,
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"OcspCustomCname":"alternative.example.com"

OA
Ap T

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA-3

MERIY , ki SFHE CA K Amazon BREEH (ARN ) .

"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
}

ERAUTHHHRE CANEE.

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566" \

--output json

HHRNITEUTHD .
"RevocationConfiguration": {

"OcspConfiguration": {
"Enabled": true,
"OcspCustomCname": "alternative.example.com"

B3 BIZEH AN CRL B9 CA

ERplp , REEEEXT CRL 28,
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X4 : revoke_config.txt

{
"CrlConfiguration":{
"Enabled":true,
"ExpirationInDays":7,
"S3BucketName" :"amzn-s3-demo-bucket"
}
}
W

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authoxrity-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA-1

MERDY , thdn Mt CA K Amazon BIRE# (ARN ) .

"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
}

FRUTHSRE CANES,

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566" \

--output json

WHEARNEELTED
"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": true,

"ExpirationInDays": 7,
"S3BucketName": "amzn-s3-demo-bucket"
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}I

4 BIETEMI CRL /5 HBEN CNAME B CA
RGP | BHEBEEN TEEHEEN CNAME # CRL 3.

X4 : revoke_config.txt

{
"CrlConfiguration":{
"Enabled":true,
"ExpirationInDays":7,
"CustomCname": "alternative.example.com",
"S3BucketName" :"amzn-s3-demo-bucket"
}
}
me

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA-1

MERDY , tedn Mt CA B Amazon BIRE# (ARN ) .

"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
}

EANTHTRE CANEE.

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566" \

--output json
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RN IE AT

"RevocationConfiguration": {

"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"CustomCname": "alternative.example.com",
"S3BucketName": "amzn-s3-demo-bucket",

R 5 gl CA HEEEERAEN

L RHIH , CAEREARECE CARHEEN, MRKREE , NWEAEXSHEINN
GENERAL_PURPOSE, ZEItRHIH , Z8igEHN SHORT_LIVED_CERTIFICATE , XEKi& CA &
MEBRKEBBNECRNIES, EEREFREALENERT , EHEENERIPRRISITHY , X2
EFREN—ED. Hit , tRF CABRD BHEH.

® Note
Amazon ¥, CA F"X1R CA iEPBHITEMHEERE,

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--certificate-authoxrity-type "ROOT" \
--usage-mode SHORT_LIVED_CERTIFICATE \
--tags Key=usageMode,Value=SHORT_LIVED_CERTIFICATE

ALA
er)

{8 Fi B9 describe-certificate-authority 8855 & /R Amazon CLI XA CA HiFMEE , M T
R -

$ aws acm-pca describe-certificate-authority \
--certificate-authority-arn arn:aws:acm:region:account:certificate-

authoxity/CA_ID
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"CertificateAuthority":{
"Arn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID",
"CreatedAt":"2022-09-30T09:53:42.769000-07:00",
"LastStateChangeAt":"2022-09-30T09:53:43.784000-07:00",
"Type":"ROOT",

"UsageMode" : "SHORT_LIVED_CERTIFICATE",
"Serial":"serial_number",
"Status":"PENDING_CERTIFICATE",
"CertificateAuthorityConfiguration":{
"KeyAlgorithm":"RSA_2048",
"SigningAlgorithm":"SHA256WITHRSA",
"Subject":{
"Country":"US",
"Organization":"Example Corp",
"OrganizationalUnit":"Sales",
"State":"WA",
"Locality":"Seattle",
"CommonName" : "www.example.com

}
iy

"RevocationConfiguration":{
"CrlConfiguration":{
"Enabled":false

iy

"OcspConfiguration":{
"Enabled":false
}
.

w5l 6 : 812 HTF Active Directory &FH CA

YRE] LA 812 3E & #£ Microsoft Active Directory (AD) #94 )l NTAuth BIEFEAMFAE CA , B BEFR
BEMEFERIEPFHBEFR[ILER, BEXF CALERSAAD WEE , BSRNAEE=FIEHMAEN
9 (CA) iEHS Al NTAuth 124

@IS @A -dspublish JEIT , ATEEA Microsoft certutil TEE AD &% CA iEH. M certutil K4

E| AD MIEBEBIMNMGEZET. FRAKR  BEAUHEEREABENMNFE , flmEMHm
AN —AiT BN, HTEEREN , ELJE NTAuth BER LALLM CA. BXRERER S
158 5 P 4H SR ORHE B 0 R BB P im it B o

WRBIERALT ca_config_AD. txt E&EX#.
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https://learn.microsoft.com/en-us/troubleshoot/windows-server/windows-security/import-third-party-ca-to-enterprise-ntauth-store
https://learn.microsoft.com/en-us/troubleshoot/windows-server/windows-security/import-third-party-ca-to-enterprise-ntauth-store
https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/certutil
https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/distribute-certificates-to-client-computers-by-using-group-policy
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X4 : ca_config_AD.txt

{
"KeyAlgorithm":"RSA_2048",
"SigningAlgorithm":"SHA256WITHRSA",
"Subject":{
"CustomAttributes": [

{

"ObjectIdentifier":"2.5.4.3",
"Value":"root CA"

3,

{
"ObjectIdentifier":"0.9.2342.19200300.100.1.25",
"Value":"example"

3,

{
"ObjectIdentifier":"0.9.2342.19200300.100.1.25",
"Value":"com"

}

]
}
}
CEED)

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config_AD.txt \
--certificate-authoxrity-type "ROOT" \
--tags Key=application,Value=ActiveDirectory

MERY , ki@t CA K Amazon BIREF (ARN ) .

{
"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566"
}

ERU TR SHRE CANEE.

$ aws acm-pca describe-certificate-authority \
--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566" \
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--output json

RN EE A TS .

"Subject":{
"CustomAttributes": [
{

"ObjectIdentifier":"2.5.4.3",
"Value":"root CA"

1,

{
"ObjectIdentifier":"0.9.2342.19200300.100.1.25",
"Value":"example"

1,

{
"ObjectIdentifier":"0.9.2342.19200300.100.1.25",
"Value":"com"

}

7 BlE— Matter CA , fiTF— /N CRL , BEMAMIERFEKT COPTV RER

BT L B BESMAE Matter HEER BIMEIEBMFAE CA, ELRAIF |, FH CA R
Bca_config_PAA.txtENX T Matter &= RIAEHLAE (PAA) , #5775 ID (VID) RiIEHN. FFF1

X : ca_config_PAA.txt

"KeyAlgorithm":"EC_prime256v1",
"SigningAlgorithm":"SHA256WITHECDSA",
"Subject":{
"Country":"US",
"Organization":"Example Corp",
"OrganizationalUnit":"SmartHome",
"State":"WA",
"Locality":"Seattle",
"CommonName":"Example Corp Matter PAA",
"CustomAttributes": [
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{
"ObjectIdentifier":"1.3.6.1.4.1.37244.2.1",
"Value":"FFF1"

BHEEERS A CRLsH [ CABRENEBAAEECMANIER A ERIA CDP URL,

X4 : revoke_config.txt

{
"CrlConfiguration":{
"Enabled":true,
"ExpirationInDays":7,
"S3BucketName":"amzn-s3-demo-bucket",
"CrlDistributionPointExtensionConfiguration:{
"OmitExtension":true
}
}
}
CEED)

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config_PAA.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authoxrity-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA-1

MERIY , i SFHE CA B Amazon BRE# (ARN ) .

"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566"
}

ERAUTHTHRE CANEE.

$ aws acm-pca describe-certificate-authority \

CLI 7~
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--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-

authority/11223344-1234-1122-2233-112233445566" \
--output json

RN IE A TS

"RevocationConfiguration": {

"CrlConfiguration": {

"Enabled": true,

"ExpirationInDays": 7,

"S3BucketName": "amzn-s3-demo-bucket",
"CrlDistributionPointExtensionConfiguration:{
"OmitExtension":true
}
.

&% CAL+H
WA T RN SRR EIE CA LS. RELRTUER CA,
Amazon FA% CA %% CA EBW=MER -

« RIEEMIR CA ZEIE$H Amazon FAF CA
- Z% M Amazon FAFE CARBEHRXMAHEHIME CA iE$H
 REEXMENBEATITENMNE CA L

UTFERNATEBNARNTRE, ZEFEEFNESETE P ri vate 718 CAs.

RENSEEBEE

CA I BMZZEEZIFRIURT R CA WZE B E A Amazon Web Services X8, LA TFR&IER T

#|& 0 Amazon CLI #24E.

+ RF RSA BHELMR CA RN TER EEMKIES
- SHA256 RSA

RE CAIEH
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+ SHA384 RSA
+ SHA512 RSA

- 1E|BAR™ Amazon Web Services XiF , Xl EDCSA ZHEEZM R CA AIMERAUTERE LM A
P
+ SHA256 ECDSA
+ SHA384 ECDSA
+ SHA512 ECDSA

== Amazon Web Services X1 G :

X5 A IR E

eu-north-1 AN X ( HifESFRE )
me-south-1 R ( BHK)
ap-south-1 WAMX (&X )
eu-west-3 B X (B2 )
us-east-2 XERE (BZEM )
af-south-1 IEM (FER)
eu-west-1 BN X ( ZBR=)
eu-central-1 MOoMih X ( EZZR4E )
sa-east-1 EEMN ( 2RT)
ap-east-1 TWAMX (FE)
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RSEE=F N I B
us-east-1 XERI (FFRILMILEE )

ap-northeast-2

eu-west-2

ap-northeast-1

us-gov-east-1

us-gov-west-1

us-west-2

us-west-1

ap-southeast-1

ap-southeast-2

A X (&R )

RCM X (23)

WA X (55 )

Amazon GovCloud ( EEZHRZB )

Amazon GovCloud ( EEEZB )

XEAES (HBHM )

EEAL (JLmAEEL )

A#X (FHTHNEK )

TAK (ER )

- 1E3EIBMRA Amazon Web Services X1 , L TTHNEAF EDCSA :
- A EC_prime256v1 X% B EMI R CA TLAER ECDSA P256 M&IEH.
« X EC_secp384r1 ERE LM R CA A LAEH ECDSA P384 M AIE+H,
« ES—IH Amazon Web Services X1 , LM NIEERAF EDCSA :
« XM ec_secp521r1 LR E LM R CA AILAEH ECDSA P521 MK IE$,

L& CAILEH

& LAM Amazon Web Services B2 #| A L% CA iE$ Amazon CLI,

ZHR CAEH
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AIER CA BIBMLZRIES (27 )

1.

( A1 ) MREE R# A CA WIFHAERRE , i57Ehttps://console.aws.amazon.com/acm-pca/
KHITFF Amazon A F CA #2415, ERBLEPMANETE L , ERRSHSLBERZE
IR CA.

EERBE, RE CALEBUITHARER CAIEBRE.
HIEER CAIERSHT , BEATIERSH

- B - F5E CAEBREIE B BMetE. B CAIEFHH Amazon #48 CA BINEMHN 10
F,

- XREZE -EER CAMAFIUIERNFEANESEE L, ATAETXSELE CA B Amazon Web
Services X UBEMF. BXEZEE , BSRARANSBE LR ZFNINZEEE Amazon FA
HiEBM AN, FSigningAlgorithmCertificateAuthorityConfiguratione

+ SHA256 RSA

+ SHA384 RSA
+ SHA512 RSA

RECWIRELSTER , K542 BIAFEE. Amazon TaE CA HIEH CA SH CSR , £/
1B CAFBEIRERIES | HTHEAH#ITEES. Amazon B CA RESABEBMIE CAL
8,

CA W MIER REAMBLRRIRES (MIREM ) o WRRERY , FRAMIR CA RER
BTN E.

NEIER CA RIEFMZFEIES ( Amazon CLI )

1.

ERIEFRLERZIFR (CSR)

$ aws acm-pca get-certificate-authority-csr \
--certificate-authority-arn arn:aws:acm-pca:us-
east-1:111122223333:cexrtificate-authority/11223344-1234-1122-2233-112233445566 \
--output text \
--region region > ca.csr

E R ca.csr B base64 A HIBA PEM X , HRABRERUT,
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MIIC1DCCAbwCAQAwWbTELMAKGAIUEBhMCVVMxFTATBgNVBAOMDEV4YW1wbGUgQ29y
cDEOMAWGALUECwwFU2FsZXMxCzAJBgNVBAgMA1dBMRgwFgYDVQQDDA93d3cuzXhh
bXBszZS5jb2@0xEDAOBgNVBACMBIN1YXRObGUwggEiMAOGCSqGSIb3DQEBAQUAALIB
DwAwggEKA0IBAQDD+7eQChWU02m6pHs1I7AVSFkWvbQofKIHvbvy7wm8V09/Bul?
LE/jrnd1jGoyI7jaMHKXPtEP3uN1Czv+0Eza@®70jgjqPZVehtA6a3/3vdQlqCoD2
rXpv6VIzcq2onx2X7m+Zixwn20Y111ELXP7I5g0GmUStymq+pY5VARPYy3vTRMjgC
JEiz8w7VvC15ulsHFAWa2,/NvKyndQMPaCNft238wesV5s2cX0US173jghIShg990
ymf@TRUgVAGQMCXvsWO7MrP5VDmBU7k /AZ9ExsUfMe20B++fhfQWr2N7/1pC4+DP
qJTfXTEexLfRTLeLuGEaJL+c6fMyG+Yk53tZAgMBAAGYIjAgBgkghkiGOw@BCQ4x
EzARMA8GA1UdEWEB/wQFMAMBAT8wDQYJKoZIhvcNAQELBQADggEBAA7xxLVI5s1B
gmXMMT44y1DZtQx3RDPanMNGLGO1TmLtyqqnUH49T1a+2p7nr1l0tojuUf/3PaZ52F
QN@9STFk8qtYSKNMGA5PZLOA+NFsNW+w4BAQNK1g9m617YEsnkztbfKR1oaINYoA
HZaRvbA@1MQ/tU2PKZR2vnao444Ugm@0/t3jx5rj817b31hQcHHQO1QuUXV2ky T M
ohWeLf2fL+K@xJ9ZgXD4KYnY@zarpreA5RBe05xs3Ms+oGWc13qQfMBx33vrrz2m
dw5iKjg71luulUmtDV6ewwGa/VO5hNinYAfogdu5aGuVbnTFT3n45B8WHZz2+91r0dn
bA7xUel1SuQ=

BAILAE A OpenSSL &EF MEIUE CSR AR,

openssl req -text -noout -verify -in ca.csr

XSERRUATABTR A,

verify OK
Certificate Request:
Data:
Version: @ (0x0)

Subject: C=US, 0O=Example Corp, OU=Sales, ST=WA, CN=www.example.com,

L=Seattle
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:

00:c3:fb:b7:90:0a:15:94:3b:69:ba:a4:7b:25:23:
b0@:15:48:59:16:bd:b4:28:7c:a2:07:bd:bb:f2:ef:
09:bc:54:ef:7f:06:e2:3b:2c:4f:e3:ae:77:75:8c:
6a:32:23:b8:da:30:72:97:3e:d1:0f:de:e3:65:0b:
3b:fe:a0:4c:da:d3:b3:a3:82:3a:8f:65:57:al:b4:
Qe:9a:df:fd:ef:75:0d:6a:0a:80:f6:ad:7a:6f:e9:
52:33:72:ad:a8:9f:1d:97:ee:6f:99:8b:1c:27:da:
86:35:97:51:0b:5c:fe:c8:e6:0d:06:99:44:ad:ca:

it
A

!

H

] CAIEH
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2.

Signature Algorithm:
Qe:fl:c4:
Qc:
Te:
9d:
bd:
81:
b0:
6d:
54:
9f:
9c:
3d:
66:
31:
e9:

77:
3d:
85:
00:
2c:
34:
Qe:
2e:
59:
6c:
ab6:
bf:
53:
75:

6a:
48:
f3:
c5:
df:
6d:
c5:
5a
b7:
7b:

be:
b3:
6f:
79:
68:
3b:
1f:

142

8b:
59

Exponent:
Attributes:
Requested Extensions:
X509v3 Basic Constraints:
CA:TRUE

44
be:
40:
f8:
9e:
94:
fe:
5d:
81:
dc:
77:
54:
de:

4a

b5:
33:
56:
dd:
dl:
4e:
Ch:
dd:
5d:
70:
cb:
Qe:
ee:
7e:
re4

da

48:
:9c:
be:
3d:
6c:
ed:
3f:
e3:
ak:
f8:
3e:
62:
6l:
39:

eb

da

2a

4a:
35:
6d:
b5:
c7:
c9:
29:
ao:

36:
Q7 :

a5:
3.
2b:
b3:
ca
32:
31:
e3:
b8:

655

:cd

9a

c3:
:9e:
bl:
6f:
f2:
4d:

8e:
Qe:
29:
67:

:67:

b3:
ed:
e0:
6l:

37

141

46:
e7:
64:
b0:
91:
8f:
:e3:
3a:
89:
65:
:38:
29:
c5:

cc:
d8:
9c:
3b:
ds:
87:

55:
d5:
dd:
17:
fa:
9.
8e:
cf:
la

01l:
bc:
40:
39:
4d:
54:
Q7:
as:

124

13:
2d:
c3:
44
15:
39:
ef:
94:
bf:

(0x10001)

.aa

2c:
ae:
f2:
e0:
96:
29:
3.
az2:
d3:
d7:
dé6:
01l:
cf:

:65

7a

fa

63:
5d:
ab:
10:
86:
94:
S5e:
15:
36:

eb:

of:

f2:
79:
da
b5:
20:
81:
of :
df:
9c:

de:
b8:

:08:

ef:
bc:
53:
85:
5d:
e9:

critical

:CC

b5:
2d:
58:
10:
89:
76:
db:
9e:
ab:
:90:
94
:20:
bd:

3e

8a

62:
35:
ag:
a9:

76:
58:
fd:
b7:
co:
6b:
ee:
47:

fa:
8b:
d7:
78:
01l:
b9:
fa:
31:
f3:

sha256WithRSAEncryption
:31:
be:
az2:
48:
34:
35:
be:
df:
2d:
ab6:
7c:
52:
76:
af:

:38:
ed:
1f:
cc:
60:
:00:
as:
50:
of :
80:
71:
43
5a:
67:

dl:
07:
ed:
e0:
90:
3f:
16:
le:
32:

1la

ER E—FHH CSRERN --cst ZHHSH , MRBRIEH,

®

Note

cb:
ca:
ff:
19:
f6:
1d:
e3:
70:
2f:
e5:
df:
57:

6c¢C:

32:
14:
db:
84:
30:
01:
af:
ch:
1b:

50:
aa:
73:
de:
be:
96:
8e:
71:
e2:
10:
7b:
a7:
:e5:
Qe:

38:
05:
7f:
84:
25:
9f:
63:
b7:
e6:

da

do:
a’:

4f:
b5:
91:
14:
do:
bs4:
S5e:
eb:
b0:
5b:
f1:

02:
9a
30:
al:
ef:
44
7b:
di:
24:

24:
:db:
7a:
83:
bl:
c6:
fe:
4e:
e7:

b5:
50:

:67:

64:
ed:
bd:
82:
d2:
Ch:
3b:
af:
co:
9d:
51:

MREERNR 1.6.3 ES Amazon CLI IirA |, BEEEMFENWMAXFfileb: //6

FEABR, XL EIER Amazon FAF CA 4T Baseb4 HmIBHIEIE.

$ aws acm-pca issue-certificate \

it
A

!

H

] CAIEH
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3.

--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-

authority/CA_ID \
--csr file://ca.csxr \
--signing-algorithm SHA256WITHRSA \

--template-arn arn:aws:acm-pca:::template/RootCACertificate/V1 \

--validity Value=365, Type=DAYS

1 RBIUEH

$ aws acm-pca get-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-

authoxrity/11223344-1234-1122-2233-112233445566 \

--certificate-arn arn:aws:acm-pca:region:account:certificate-authority/CA_ID/

certificate/certificate_ID \
--output text > cert.pem

A RHI S cert.pem 2 base64 B mIBAY PEM X , HRNBRE RN T,

MIIDpzCCAo+gAwIBAgIRAITIuOarl1QETIUQEO0ZIGZYdIwDQYIKoZIhvcNAQELBQAw
bTELMAKGALUEBhMCVVMxFTATBgNVBAOMDEV4YW1wbGUgQ29y cDEOMAWGALUECwwF
U2FsZXMxCzAJBgNVBAgMA1dBMRgwFgYDVQQDDA93d3cuzZXhhbXBsZS5jb2@xEDAOQ
BgNVBACMBIN1YXRObGUwWHhcNMjEwWMzA4MTUONG I3WhcNMjIwMzA4MTYONFI3WjBt
MQswCQYDVQQGEwJIVUzEVMBMGA1UECgwMRXhhbXBsZSBDb3JwMQ4wDAYDVQQLDAVT
YWx1czELMAKGALIUECAwWCVQEXxGDAWBgNVBAMMD3d3dy51eGFtcGx1LmNvbTEQMA4G
A1UEBwwHU2VhdHRsZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAMPY
t5AKFZQ7abgkeyUjsBVIWRa9tCh8oge9u/LvCbxU738G4jssT+0ud3WMajIjuNow
cpct+0Q/e42ULO/6gTNrTs60C0091V6GODprf/e91DWoKgPatem/pUjNyraifHZfu
b5mLHCfahjwXuUQtc/sjmbQaZRK3Kar61j1UBE/LeSNEYOAIkSLPzDtW8LXm4iwcU
BZrb828rKd1Aw90I1l+3bfzB6xXmzZxc5RLXveOCEhKGD32jKZ/RNFSC8AZAw]e+x
bTsys/1UOYFTuT8BNOTGXxR8x7Y4H75+F9BavY3v+WkLj4M+01NSdAMR7EtOFMt4us
YRokv5zp8zIb5iTnelkCAWEAAaNCMEAwWDwYDVROTAQH/BAUWAWEB/zAdBgNVHQ4E
FgQUaW3+r328uTLokog2TklmoBK+yt4wDgYDVROPAQH/BAQDAgGGMARGCSqGSIb3
DQEBCwUAA4IBAQAXjd/7UZ8RDE+PLWSDNGQdLemOBTcawF+tK+PzA4Ev1imn9VuNc
g+x30ZvVZSDQBANUz@b90oPe054aE38dW1zQm2qfTab8822ageWMLyJ1dMsAgqYX2
t9+ubw3NzRCw8Pvz18V69+dFE5AeXmNPOZ5/9dz8H/NSpctjlzopbScRZKCS1Pid
Rf3Z0Pm9OQP92YpWyYDkfAUQ4xdDolvROMY jKPk14LjRqSU/tcCInPMbIiwqg+bWpX
2WJoEBXB/p15Kn6JxjI0ze2SnSI1481Z8it4fvxrh0o@VoLNIuCuNXJOwU17Rd11W
YJidaq7je6k18AdgPAOKh8y1XtfUH3fTaVws

BRI LAER OpenSSL EFMBIEIERHIAR.

ZHR CAEH
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openssl x509 -in cert.pem -text -noout

XESEBRUNTARNE .

Certificate:
Data:

Version: 3 (0x2)

Serial Number:

82:2e:39:3a:e5:40:44:e5:51:01:0e:64:91:99:61:d2

Signature Algorithm: sha256WithRSAEncryption

Issuer: C=US, O=Example Corp, OU=Sales, ST=WA, CN=www.example.com,

L=Seattle
Validity
Not Before:
Not After :

L=Seattle

Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Mar

Mar

8 15:46:27 2021 GMT
8 16:46:27 2022 GMT
Subject: C=US, O=Example Corp, OU=Sales, ST=WA,

Public-Key: (2048 bit)
Modulus:

00:
b0:
09:
6a
3b:
Qe:
52:
86:
6a
48:
f3:
c5:
df:
6d:
c5:
5a
b7:
7b:

c3:
15:
bc:
:32:
fe:

Sa

33:
35:
:be:
b3:
6f:
79:
68:
3b:
1f:
142
8b:

59

Exponent:

X509v3 extensions:

fb:
48:
54:
23:
ao:
:df:
72:
97:
a5:
3.
2b:
b3:

Ca

32:
31:
e3:
b8:

b7:
59:
ef:
b8:
4e:
fd:
ad:
51:

8e

Qe:
29:
67:
:67:
b3:
ed:
e0:
6l:

65537

90:0a:15:94:3b:
16:bd:b4:28:7c:
7f:06:e2:3b:2c:
da:30:72:97:3e:
da:d3:b3:a3:82:
:80:
6f:
od:
fa:
8b:
d7:
78:
01:
b9:
fa:
31:
f3:

ef:75:0d:6a:0a

a8:9f:1d:97:ee:
Ob:5c:fe:c8:e6:
:55:01:13:f2:de:
d5:bc:2d:79:b8:
dd:40:c3:da:08:
17:39:44:b5:ef:
f4:4d:15:20:bc:
£9:54:39:81:53:
8e:07:ef:9f:85:
cf:a8:94:df:5d:
la:24:bf:9c:e9:

(0x10001)

X509v3 Basic Constraints: critical

69:
a2:
4f:
di:

3a

ba:
07:
e3:
of:
:8f:
f6:
99:
06:
dl:
07:
ed:
e0:
90:
3f:
16:
le:
32:

ak:
bd:
ae:
de:
65:
ad:
8b:
99:
32:
14:
db:
84:
30:
01:
af:
ch:
1b:

CN=www.example.com,

7b:
bb:
77:
e3:
57:

7a

1c:
44
38:
05:
7f:
84:
25:
o9f:
63:
b7:
e6:

25:
f2:
75:
65:
al:
:6f:
27:
ad:
02:

Sa

30:
al:
ef:
44
7b:
di:
24

23:
ef:
8c:
0b:
bs4:
e9:
da:
ca:
24
:db:
7a:
83:
bl:
c6:
fe:
4e:
e7:

!
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CA:TRUE
X509v3 Subject Key Identifier:
69:6D:FE:AF:7D:BC:B9:32:E8:92:88:36:4E:49:66:A0:12:BE:CA:DE
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
Signature Algorithm: sha256WithRSAEncryption

17:8d:df:fb:51:9f:11:0c:4f:8f:2d:64:83:34:64:1d:2d:e9:
8e:05:37:1a:c0:5f:ad:2b:e3:f3:03:81:2f:96:69:fd:56:e3:
5c:83:ec:77:a1:9b:d5:65:20:d0:04:03:54:cf:46:fd:a0:f7:
a8:e7:86:84:df:c7:56:d7:34:26:da:a7:d3:69:bf:3c:db:66:
2a:79:63:0b:c8:9d:5d:32:c0:20:a9:85:f6:b7:df:ae:eb:0d:
cd:cd:10:b0:f0:fb:f3:d7:c5:7a:f7:e7:45:13:90:1e:5e:63:
4f:d1:9e:7f:81:dc:fc:1f:f3:52:a5:cb:63:97:3a:29:6d:27:
11:64:20:92:94:f8:9d:45:fd:d9:38:f9:bd:40:ff:76:62:95:
b2:60:39:1f:01:4d:38:c5:d0:e8:d6:f4:74:31:88:ca:3e:49:
78:2e:34:6a:49:4f:ed:70:22:67:3c:c6:c9:8b:0a:be:6d:6a:
57:d9:62:68:10:15:c1:fe:9d:79:2a:7e:89:¢c6:32:34:cd:ed:
92:9d:22:38:f0:96:7c:8a:de:1f:bf:1a:el:3a:8d:15:a0:b3:
48:b8:2b:8d:5c:93:b0:53:5e:d1:76:5d:56:60:98:9d:6a:ae:
€3:7b:a9:35:f0:07:60:3c:0d:0a:87:cc:b5:5e:d7:d4:1f:77:
d3:69:5c:38

4. S AR CAURUFHEHZERE CA L,

(@ Note

MREERANR 1.6.3 LES Amazon CLI liAs |, BERREFMENM A4 fileb: / /8
AR, XEALAARER Amazon FAF CA 4T Baseb4 HmIBHIIIE.

$ aws acm-pca import-certificate-authority-certificate \
--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authoxrity/CA_ID \
--certificate file://cert.pem

K& CA BIFETRES

$ aws acm-pca describe-certificate-authority \
--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authority/11223344-1234-1122-2233-112233445566 \

!

H
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RAriEmE

--output json

REIMEETRAERN

"CertificateAuthority": {

"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566",
"CreatedAt": "2021-03-05T14:24:12.867000-08:00",

"LastStateChangeAt": "2021-03-08T12:37:14.235000-08:00",

"Type": "ROOT",

"Serial": "serial_number",

"Status": "ACTIVE",

"NotBefore": "2021-03-08T07:46:27-08:00",

"NotAfter": "2022-03-08T08:46:27-08:00",

"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
"State": "WA",
"CommonName": "www.example.com",

"Locality": "Seattle"

.
"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,

"CustomCname": "alternative.example.com",

"S3BucketName": "amzn-s3-demo-bucket"
o
"OcspConfiguration": {

"Enabled": false

!
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ZIEARFEEWVME CA iEH Amazon FAF CA

&I LAEF Amazon Web Services B2 %|A 1 Amazon #4755 CA EEMME CA BIEMZ IR
H,

7 Amazon #oH CA £ERME CA SIZMZRIEH

1. (A% ) MREEEAREA CAWFEMEERE , iFEhttps://console.aws.amazon.com/acm-pca/
KHBITFF Amazon A F CA #2465, ERBLEPMANETE L , ERRSHSLBERZE
MEIME CA.

2. %kFBRE, RECALEPUTHLEMNE CAERBTHE,

3. & “REMNME CAIEFH” TWHEHK “iEHF CAXKE" T | EiF¥Amazon FAF CARKHEEMNIES
Amazon FAF CA.

4. TEEERRXRCAT , NRFAE CA FIRFPIEFE CA, IRZIBERFALETR CAs BELUTRENT
i*®:

- BRBEAZ CA IR,
- ZCATLBEZR,
« & CA LT ACTIVE K7,
- CA £33 GENERAL_PURPOSE.,
5. EEEME CAUEHRSET , EEUATIERSH

- BN - 5% CA IEHVEIH B BAetE,

- XEEE - BHER CAMRIMEFBIERANEEEE, EWMIHE
+ SHA256 RSA
+ SHA384 RSA
+ SHA512 RSA

« BEKE - NE CA EZLEWIEIBRALURANNEEE. BEKERE (BIAME ) RT-REE0
BAREMIES , TELE CAIEH, —IMHSNMNEREKEEKREMNE CA AN AIEH QI
Hth CAs NEBiIEH,

« EiR ARN - 7RIk CA EBEEERIRN ARN, NMRLERIEENHREKE , BRtESFHR, I
BEBER CLI M AP API IssueCertificatel@ ESIEIE P |, MMBAFFHIEE ARN, BX
A CAERERNES , BSHEA Amazon F48 CA IEBER,

ZEBIELEWME CA EFH Amazon FAH CA MR latest 237
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6. REZLNEERBILER K AB%E “BIAHEZE . Amazon #48 CA S H CSR, FRAME CAiIE
PERERLES , HEAXEENR CALEBIEFR, Amazon FAH CARESAEZEMME CA
iE$,

7. CAHWEFMAEENHEHMIBEREZERDS (RIIHEM ) ., MBRLERIY , HEHHOMNE CAFEE
HMEBRFETRNED,

ZERHIEBR CA LEHNME CAIEH

REPFRIBMNERE CA BEFLIEFE CA Amazon 45 CA , BAILERBIREANIBES
PHERR CAIEBRHEE. ERANEE CA LENE CAILEHFBRLL/ABEERSRHEEREN
ERWMENME , HERGEAE=FRHEHE.

(® Note
IR IREINEERSREFHESETERNEEN N IEE N,

HEEZMNE CA HABABZBMRNMBRNRZE , EEBMATES :

1. MIRBGEHZHER (CSR) Amazon FAH CA.
2. ff CSR RRALHNBLEMANM | HIRMZEM CA B UARFABELEIES,
3. ff CAEBMEEES A Amazon FAF CA SUBUEEHME CA,

BREFASR , FSH EANTERNLE CAILES

EHEIXNFAE CA BYA R R

EAXNFE CA EEXLENRIAFE Amazon A8 CA AJLAEAZ CA EEHMIEB., CAFIEER
LU R UE B S iR E B AT BN RZ L B EEMREM Amazon Identity and Access Management
(IAM) A Amazon Web Services K7, MR CAFTEEBRE TR RNEERN , BEETE
Amazon I #Y A 7t 8 SAMAE$,

BYAF , TeREKFERBEKF |, #A EMAUEF i EA Amazon A CA = Amazon
Certificate Manager &R, Amazon FA58 CA IssueCertificatei®id API = issue-certification CL | &5
TMANIERLEFHEREERS. WREPFEEEENRRBLFIRE , AEFHERFHET. EEMN
ACM ##l& . ACM RequestCertificateAP| BLIERIUE+H CL | ep Sl & U, MEIEB IRt

THRMABR CAZENMNE CAIEB WA latest 238
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EHES ACM ERNBRSEH, R CAEERAY , HEMRENKSHE ACMWERSHEXEE , N
REILEBRFESHS BFLEIT.

F&
« A IAM B eI2 £ KRR
o FDOESTK 7~ fF ERSR B

7 1AM AP 2 R K 5 SR

HCAEERA (BMCAMMEE ) MEPMAEREER— Amazon Ik et , SEMERBET 6
B— IMUBRAEBRK Amazon Identity and Access Management (IAM) BB | A ENEERAED
Fo BXHF IAM 5 Amazon 748 CANBR—E2ERANERURREINIR , B2 FHAmazon FAH U1
K HL# Identity and Access Management ( IAM )

BIKF R 1 RFREILED

EXMERT , KPAEEQNE—/FE CA, RABCE—INMEENAHFE CAZIZIERENEN IAM
BAF. IAM AP @A Amazon #A%F CA IssueCertificate API RMEKIEP,

DX A XMENIERARE K XEREEEAMXNGHSHEHZEEEFRAMEZ L, XEIFHTH
FHEBMF LT, EAL AP MRIEBFEIUEPRLEER (CSR) M Amazon A CA H OpenSSL
REUBFZAERNZAXN, BEXEZELR |, S IssueCertificate X4,

Cwner creates |1AM
| & user to issue and
renew certificates

1AM user issues certificate using

arm-poa : Issnelfertificate
APl to issue certificate signed by CA

Bk RA 2 BY ACM R FEEILED

E-MIER SRR E ACM M PCA By API R1E. TIKF B E GG —HAIZTE CA M IAM A,
RKiE , KHHBER ACM RS ERRTRRUBIHLEITHL CA EBNAEILESR. IAM AP BRM
K, BXRXRESEALLE CSR MEAEALEMKK ACM RequestCertificate APl il FH
&, ACM £ BEIRITEIT TERE.

A 1AM P 2 B 0K P AR MRS latest 239
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https://docs.amazonaws.cn/privateca/latest/APIReference/API_IssueCertificate.html

Amazon FAEIEBME 1 AriEE

Onwner selects PCA console option ACM
access to renew certifiates requested by
this account

1AM user issues certficate using
using 2M console

O eates 1AM
— ACM auto-renews

certificate

user to issue and
renew certificates

Cnwiner reates CA

Onwiner uses
acm-pea:CreatePermission
APl to grant permission to ACM service
principal to renew certificates signed by CA

1AM user issues certficate using

acm: BequestCertificate
APl

KA ETLUAERESE CA a2 /5 H PCA CreatePermission APl B BB =4 &7
FEITNE, B ITHERECENITEIERTATS ACM £588 Amazon RS,

T—HaaRTFEITNERNLRE,
FHERZEITNRS B4 ACM

f&Bh Amazon Certificate Manager ( ACM ) FEIEELT] , BAI LB RMITLAENABIEPIIEPLE
THE. ATk ACM BFLITHE CA £ERMIEF , CA KEXA[E ACM RS &R FFIE ATRER
PR, TR ACM REEXLELEITNR , Il CAWHESE (HBRRRK ) XAESNMB IR Bt F
B EFH MR LD

/A Important

XD EEITT RS ERRE CA REEMIEPIMAEEFEER—1I Amazon K/~ HEHER,
BXREKFZR , E25H HINEKS 7R,

ZITNRAELE CA IEHRZEIR , #ERE CALLT ACTIVERE , BIAE AT EE R,

B LAM Amazon #A8 CA ##lA. Amazon Command Line Interface (Amazon CLI) 8 Amazon #A8
CAAPI EEFAE CANR :

A 1AM P 2 B 0K P AR IR latest 240
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[ ACM S B FAHE CA R (#2%15 )

1. BFEH Amazon 1tk H 7Ehttps://console.aws.amazon.com/acm-pca/ZR T 7 Amazon FAH
CA #l.

ERBIEPMRANETE L , NIIRFERENTLE CA
EERE, BE CARR.

RN ACM 78] LALEIT eIk 7 & SR IE B

EERRF

o K~ w0 DN

£ Amazon 48 CA (JAmazon CLIFREE ACM R

£ create-permission R FFNPR S B LA ACM, A5 Bl 4 BRI IR
( IssueCertificate, GetCertificate l ListPermissions ) SAf# ACM BEBZNLEITIEH,

$ aws acm-pca create-permission \

--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authority/CA_ID \

--actions IssueCertificate GetCertificate ListPermissions \

--principal acm.amazonaws.com

£ list-permissions i =5 CA ZIREVR.

$ aws acm-pca list-permissions \
--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authority/CA_ID

£ delete-per mission &8 U CA D EA RS AR BR. Amazon

$ aws acm-pca delete-permission \

--certificate-authority-arn arn:aws:acm-pca:region:account:cextificate-
authoxity/CA_ID \

--principal acm.amazonaws.com

P DN ES K 7 17 BUR B

L CAEEAMIEPMAENT AR Amazon Ik~ et , CA EEAMIHEE CA FRINR, X2
BENETHRRENREHINE CARIIMN, ZRBOBENZERARTFRINE , ZEZERXATLUR
Amazon lKFFFE#E. IAM BB, Amazon Organizations ID 42847 ID,

B BN 5 Ik = F BN SR BE MRS latest 241
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CA EE R ATLUBT LA T 75 M A B SRR

- EEEEFEF , #FH Amazon Resource Access Manager (RAM) , iX 20k F £ = Amazon
RO ER ., HESHMIKS P Amazon RAM Z2FAHRE CA BRI , FIENETHR
HREE2BZIMME CA. BX RAMMWESFEE , 55 H (Amazon RAM AF1EE) https:/
docs.amazonaws.cn/ram/latest/userguide/o

® Note
% CA, RAREFRRAE, EERFHE , BIATEMITH RAM 2515,

- MUmEA , EH PCA APIs PutPolicyGetPolicy, #l. DeletePolicy

 7£ Amazon CLIFRFzfEH PCA @5 put-policy. get-policy H delete-policys

REEHEFEEFEE RAM THRIR,
FIK PR 1 MRS BRI E LS

EXfERT , CA EE A A Amazon Resource Access Manager (Amazon RAM) S H A Amazon
B HZ CABRINRE , AT AFZKFMEIEE ACM IEH, ZEBER Amazon RAM A B # 5K
PHEZ CA, b LUBE K AT # Amazon Organizations ID [E#3£ = CA,

Account #2
must accept share

A
AWSE Account#1 uses
AWS RAM to share CA:

NO
With Account #2
‘CA Administrator directhy
Aurto-; it
[AWYS Acrount# 1) - confi Trc:;,
creates CA With Account #2 via e
AWSE Organizations

Account #2 uses ACM attachesSLR ACM
shared CA to issue to Account #2,
o - e autD-renews
certificate from permitting J—
ACM console autn-renewal

With Account #2 via
organizational unit

RAM &3 £ Z % R/E Amazon Organizations , WA ZRAMLTIEZ ZERTEFHLER. WHAT
LABL & Amazon Organizations N B3I EZ A THIRRE,

@ Note

BWAIKFARE ACM FEERHEIT, B , TAREALE CAr , ACM 2ZE —1R
SHXAE , ATHEXN Amazon FoB CAHTTEABETWIER AR, MRLBRERY (BFER

B NS K 7= 17 BUR B MRS latest 242
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HTFRDNBR ) |, NiZ CAWIERETFLBEIET. REACM AP AURREIZE , CAEEBRT
EWMREB, BXEZER , BSREURSHEXAE (SLR) AT ACM,

KA 2 £/ API 5 CLI R IEE NI E LS

E-NEBERT FEAFM Amazon FAH CA API AJRERYH = Amazon Certificate Manager & 1T1%
Ui, FRIEIXLRELTERENG Amazon CLI G S RHIT.

Account #2 issues certificate using
acmpoa:Issuelerti ficate
APl

AWS Account #1 uses
acmpca :PutPolicy
AP| to share CA:

CA Administrator = :ﬂ‘;::‘"“" e

[AWS Account #1)
eSS E8 »  With Account #2via
AWS Organizations:

With Account #2 via
organizational unit
. . . ACM attaches SLR
Account #2 issues certificate using to Account#2,

acm:BequestCertificate
AP

ACM

auto-renews
certificate

permitting
auto-renswal

HTELROIFEEERT AP R4E | RIERMEE TSUERFED AP HRERMAIEH, PCA
AP| &1 IssueCertificate RERIFREU R , ZIEPFLBEHEIT , HEAMXASHMFHZ
%, ACM API ##fE&RequestCertificate E BITE U , ZIEPB AR EZREE ACM ERRFZ LH B

LRI,

(® Note
BERAKSARE ACM REEBREIT. B , FERERARE CAR , ACM 2RZE— i
SHXA® , RTHEXN Amazon FA CAHTTEABESTWIERER, MRLRERK (BER
BHTSRDNR ) , Wiz CARMIEBTISEZHET , FERE ACM AP AR EE , CA EE
REEBRAB, BREZER , BERANERSHEXAS (SLR) AT ACM.

BB CAs

& A LA Amazon FAF CA #24|& = Amazon CLI I BB ERENIFE CAs WA EZ &,

FEBZE CAs MRS latest 243
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CAs ERZHAFIHTRER

1.

BEFREH Amazon kP H #Ehttps://console.aws.amazon.com/acm-pca/Z R FF £ Amazon FAH
CA #l.

EFMBILERMRNAIERFHNES. BAUEAE AN CASTTBERNKEZN. 81 CA 5#E—
7, BN CAHERUTHSHEERF :

- ERAE - CANAZHBIMEER/E,
* ID - CA K9 32 71 + R H M —FRiR AT,

RS - CARS. WRERMENERECIE, FAEBIEH, E3. ENER. E2A. EeE3BMKRK.
RE - CAHIRE, ARENENRIMNE.

« B -CAMRERR, ARNENER (FRARENEFAEHABNIES ) MERLED (HARHZFKE

BHAERWIES ) o AREERAT , KENERHATUERKAHENE. MNEANEA,

- FRE%E-#HB CA W Amazon IKF, XATEERERIKS , LA BER A EE IR CA EERRIIKS

BHAEE - CAXEN LB ZAE L, TENER

ML_DSA_ 44, ML_DSA 65, ML_DSA_87, RSA_204 8, RSA_3072, RSA_4096, ec_prime256
v1, ec_secp384r1 Fl ec_secp 521r1,

LEREZEZ-CAZBLERBERIANEZ, (TEEMXRILERNATEZBELHN
SigningAlgorithm S3UE%. ) WALH{ER ML_DSA_44. ML_DSA_65. ML_DSA_87

. WITHRSA, WITHRSA, WITHECDSA. WITHECDSA., WITHECDSA #1 WITECDSA, SHA256
SHA384 SHA512 SHA256 SHA384 SHA512

(® Note
BaBYRFEREH A A LANRERFRAENEZEE RHNI R HMIRE,

ESHAMNE R , 1§ CAs £/ Amazon CLI

f# Alist-certificate-authoritiesar S I H TR A CAs , ML T RBIFTR

$ aws acm-pca list-certificate-authorities --max-items 10

BHREXLUTTXHNER
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"CertificateAuthorities":[

{

"Arn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID",
"CreatedAt":"2022-05-02T11:59:02.022000-07:00",
"LastStateChangeAt":"2022-05-02T11:59:18.498000-07:00",
"Type":"ROOT",
"Serial":"serial_number",
"Status":"ACTIVE",
"NotBefore":"2022-05-02T10:59:17-07:00",
"NotAfter":"2032-05-02T11:59:17-07:00",
"CertificateAuthorityConfiguration":{

"KeyAlgorithm":"RSA_2048",

"SigningAlgorithm":"SHA256WITHRSA",

"Subject":{

"Organization":"testing_com"

},
"RevocationConfiguration":{
"CrlConfiguration":{
"Enabled":false

EENE CA

BALAER ACM B4l AHEEEXALE CAEATEE , HEBREEEREFHW/LME, Amazon
CLI BEXEFHFMELRCAs , BSHEFREHFAE CA Amazon FAEUEBME NI,

EERFHAFES CAFMAER

1. BFIEM Amazon Bk~ H fEhttps://console.aws.amazon.com/acm-pca/Z F 3] FF £ Amazon A8
CA #l.

2. BEMBIUEPMEANEIR, BUUERALELAN CAs TBEHNKZT,

3. EETRAY CANFHAREEE K FERELERER CAZUMNEREZEE, XFTF-—NM2EUTE
HFAAENFERAEEER

EEFFE CA MR latest 245
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- FERERTF -BXx CANTAI S WEBEMNER. BXEZEL , HSH Subject distinguished
name. ERHNFHREIE

- FAE-RUENENEEFRREE
« HLA (O0)-flmwm, ATRER
« ALAHNY (OU)-plm , ARAEBAIER
- BRMXER (C)-ANFENER/MMXNRHE
- MBEEH - NREHLH
- FREMEBR - HHHBR
- NFAB (CN) — AFHIR CA AR TIERFR/H R,
« CAIERET+ - BX CAIERERENER
- BRHE - CAEBEL Z B ERAEY B BT E
o FUHReTE - A E HET AR B
- PHEBEETNF - ZYINERMIESRHETN, ERREHRTEN.
- IEFREIIKR (CRL) FE - RENEBAHEEA
o FELIEPRASMHIL (OCSP ) - RENEEHAREEA
« MPRET+ - &Y BEST Amazon Certificate Manager ( ACM ) Jllt CA &R HIIE P LTI
R, BERHEHITEN.
« ACM ZITEIR — KA N EBNHKRFEN
- RBETF - BHFT AL CA ZEHN B EIRE, BEREEBERSUER.
« “BWRHAZ ET+ — BLHFEY Amazon Resource Access Manager (RAM) 73 lt CA 2 EL#Y
RFEHE, EREBRRRAZUERN.
- B - RRHEENER
o KA - RREZHRES

4. EBEEREMN CAR ID FERUTTENEK, CAR 32 FT +REHH M —IMRARPREIHE R
ZERRERATHIER

« IRE -CARS. FIEEMNERNERECIE, FLBIEH, EF3). SHiR. S22/, EXEM LK,
« ARN - CA #J Amazon &IRE& #r.

- FIEE-#E CA K Amazon IKF, XATREREMIKF, ( B2 ) , hARERMAZEIR CA EEN
BREVIK

« CA 55&-“ — CA E’Clﬂiﬂ_un Efb B HNIBRFME
EEFFE CA MR latest 246
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BIEaTE - 812 CA B B BiFIaT(E,

SHA A H - CA EHT HifY B B F0ad(E .,

BEX -CANER., JRENENER (TERENEMEIHBHNIES ) MEMRILED (ZFEKEXRH
ANERWBILES ) . EREEBRT , RENERHITUERR BHENG. BRIAENER.

BIAEE - CAXENAERBAEL, WRENER ML-DSA-44, ML-DSA-65, ML-

DSA-87, RSA 2048, RSA 3072, RSA 4096, ECDSA P256, ECDSA P384 1 ECDSA P
521,

LEEE — CARARZIBECHIIPERZIERM OCSP M E % ( FEL IssueCertificate
APl FERAKSigningAlgorithmZ#R%E. ) CRLs AJEEMI{ER ML-DSA-44, ML-
DSA-65, ML-DSA-87, RSA. RSA # SHA256 RSA, ECDSA. ECD SHA384

SA, ECDSA. ECD SHA512 SA. SHA256 ECD SA SHA384 SHA512

A FH L E-FEBRIBE B ERAE (FIPS) RS, FRATLIMN L R ESHITIER : FIPS
140-2 ER 2 HES. FIPS140-23 RHES , LAK CCPC EL 1 HES, LSEEA Amazon
i X T o

(@ Note

M 2023 1 B 26 B2 , Amazon FAFIEBMEHEEHRRFS FIPS PUB 140-2 Level
3 WEHZEER (HSMs) RIFEFE XA FTE CA FAH,

EBEENEHN CAFHAEER |, A Amazon CLI

5 Amazon CLI 1 #9 describe-certificate-authority s 5 RE>x CA WiFMAELR , A TSR

R

$ aws acm-pca describe-certificate-authority --certificate-authority-arn
arn:aws:acm:region:account:cextificate-authority/CA_ID

AL
eIk

BRUTFTFXHES :

"CertificateAuthority":{

"Arn":"arn:aws:acm:region:account:certificate-authority/CA_ID",
"CreatedAt":"2022-05-02T11:59:02.022000-07:00",
"LastStateChangeAt":"2022-05-02T11:59:18.498000-07:00",
"Type":"ROOT",

"Serial":"serial_number",
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"Status":"ACTIVE",
"NotBefore":"2022-05-02T10:59:17-07:00",
"NotAfter":"2031-05-02T11:59:17-07:00",
"CertificateAuthorityConfiguration":{
"KeyAlgorithm":"RSA_2048",
"SigningAlgorithm":"SHA256WITHRSA",
"Subject":{
"Organization":"testing_com"
}
.

"RevocationConfiguration":{
"CrlConfiguration":{
"Enabled":false
}

BXBIGTITERLE CANEE , B30 E5 CA (CLI)

NIEWFLE CA RINFRE

HRER-—ERYTHENRAMNEE , ATFHRIEMNAL Amazon BR. BMREHEHEE—ME M—
ME. BAILAER Amazon FAF CA ###|&. Amazon Command Line Interface (Amazon CLI)
PCA API R, EEHBIRIA CAstRZ,

A AR R RAE CA RN BR B E URZ., a0 , B AEAE WEnvironment=Prodz®k 2%
CAs HIBEX KFRIC privateEnvironment=Beta , LA#riR CA ERATHARE, EXEZELS , HS
FelZEFE CA,

® Note
BB REPFIRZHINEIFAE CA , CA B R A4 LA EB IAM policy 5
CreateCertificateAuthority B#EXBKHAEX AFIRIE. BXEZER , HZH Tag-
on-create : fE 82 CA BPEFRZMIMNE] CA,

HAth Amazon BRtE X HFIRIE. BUUER—HRZSERATRANBRRAERXLERFRE2EMER, H
m, BE LR (0 Website=example.com ) 2 Ei4S CA. Elastic Load Balancing A &i13#85 L
REAMEXER. BXH Amazon BRHFINFENESEER , 5825 (LS# EC2 AFER) ¥HXF
5% EC2 BIRAMIEE,
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UTEARREERT Amazon FAF CA #5%¥ :

- BNMNFAE CA B AIRZHRE 50,

- REEHBEAKER 128 NFF.

- REENRAKER 256 NF&.

« FREBNETUEEUTER : A-Z, az M . +=@_%- (EZFF)

- REENEX D KNE,

- REE aws: M rds: IR Amazon A ; BILERM. FEIMERERE aws: = rds: FFk
MWIRE, Dl&Mtags-per-resource BLaiFTkaws : Brds: T it ABLE M BRIASRZ

s MREURKES/NRSHRRPERARNGELSR , FiEBEMERSTEN A TFEANFTRHETRER
Flo ESRZIRS X RIHY Y,

« Amazon #AF CA FRZAR T FHH Res ource Groups FrE 4 %E 255 Amazon Web Services &
BiEElA,

AT LA M Amazon A CA ##|&. Amazon Command Line Interface (Amazon CLI) 2 Amazon A
B CA APl BFAE CA RINFE,

FRIEHAE CA (12418 )

1. BFEH Amazon 1tk H #Ehttps://console.aws.amazon.com/acm-pca/ZR T 7 F Amazon FAH
CA #lo

2. EMBIEPMEAVNEREL , NIIRPERENIE CA,

3. BIRTHWFAGEXEH , EREFIETF. KNQXERIABTIRESIR,
4., EREBEHRZ,

5. i%&#F Add new tag ( RINFHIFE )

6. BAREX.,

7. ERRRE.

¥ricFAE CA (Amazon CLI)

{§ Ftag-certificate-authorityin S A B FAE CA RINFRZ,

$ aws acm-pca tag-certificate-authority \
--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authoxity/CA_ID \
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--tags Key=Admin,Value=Alice

£/ list-tags S AINFE CA JIHIFZ,

$ aws acm-pca list-tags \

--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authoxity/CA_ID \

--max-results 10

f# Funtag-certificate-authority s 5 MFAE CA il BRIFE,

$ aws acm-pca untag-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:aregion:account:certificate-
authority/CA_ID \

--tags Key=Purpose,Value=llebsite

7 #% Amazon #AoF CA CAIRE

B Amazon %8 CA AP IREEEN CA BPRTRT AP RE , IEEXLEBR TRERSRE, H
W, CARSELHRSRET{L, X CAEERTANRSEIEUAT CA B HFIRES

Amazon #AF CA A LUREUTRESE, TRETSSHRESTATAHK CA h8e,

(® Note
¥t FPBR DELETED 1 FAILED 2 A FIERAE , BEEX{S CAKNER,

Status MEUE (EH £ £ WO L EH AR BEE
+ OCSP CRLs ®it CA iE$ HIEP IS
& 1UE CA #
N A
CREATING- EERIE & B B B i B =
CAO
PENDING_C S & & & S B =

ERTIFICATE -CA
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Amazon FAH U & A1 AFiEm
Status MEUE (EH R H R & A LAE T AR &BE
3 OCSP CRLs it CA if$ HIEP XM
IS UF CA %
iE$ 2
2elE , EEEHS
BEIEEIE(T, *
ACTIVE = = 2 = = = =
DISABLED - 22 Fz) & = = = & = =
2 H CA,
EXPIRED-CAEHE & vy vy vy = & =
THE, **
FAILED CreateCertificateAuthority BEXM. XAEERH B
TFREFHT, fFiw Amazon HESEMEIRERN. HIHE
B CA ToEMRE ., EMIBR CA HEIEZ CA,
DELETED &K CARTFIERERIR |, BfKTI8ER 7-30 X, FEHHIEZE , B

ERREE , BEEL K CSR, M\ CAKREIZEZW CAEP , ABFEP S A Amazon FAF

CA. CSR ATHERLAR
B2H Z3 CAEH,

=

FHEK XM BR

WMREEIRAS N DELETED EEEIHUEHH CA LiFA

C BEBBR CANESES

RestoreCertificateAuthority

3 EXPIRED,

HS M ERFE CA.

API , | CA fRiE

M# CA(ATHEZR ) LU UREXEARERINE CA. BXESEE

BAREEEEEURIH CA WIRS, MBEN CA S AFEP , MACTIVERRIEEIEHIEDISABLEDZ

BRFHEIREN , BNURES S Amazon 58 CAEE N,

BRYH CAIEPHNHEMEZER

CA RS
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« CAIEPFRLBEFEIT, BEXBEE BFLEITHEE Amazon Certificate Manager , S BEFE B LT
R % FissE ACM,

- MREZHFEATH CAMAFIUEP , IssueCertificate API FHRE
InvalidStateException, NHIMVIR CA AIMAEBITEBHHE CAIUEP , AT EMEFAOM
BiEH,

« The ListCertificateAuthorities¥}DescribeCertificateAuthority APIsiR[E CA i
PREETHMRE , it CARSREERENACTIVERDISABLED, EXPIREDER , MR BT H
CA iR{EH DELETED , M3REAZS DELETED,

+ UpdateCertificateAuthority APl TEEH ETH CA KHIRES.
+ RevokeCertificate API BZA T REE M2 HIES , B CAEH,

CA RS E CA £ AR ZRAKIXR

TEBEIEERRES CARSHRELHT CA L FH.

UpdateCertificateAuthority . UpdatecertificateAuthority

CreateCertificateAuthority (Rl 4 ImportCertificateAuthorityCertificate .
. Status = DISABLED . Status = ACTIVE

OR . D !

Delete / Restore
DeleteCertificateAuthority

Awailable when Status = CREATING,
PENDING CERTIFICATE, EXPIRED,
DISABLED, or FATILED

v : : 4

RestorecCertificateAnthority
S Available when Status = DELETED and

CA is within restoration period

] ~ -

CARE  sERsR HRBEA
ETLHEBR  HHIRIE
t

EERE

CARSTE CAEmBAHZBNRR MRS latest 252
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EENIE , EEBEAHEEY Amazon FaH CA 2818, CLIH API MNA, XERERSIS CA T b
B, R, SHMANEITHERE. CARTS2EEFHREIBIERMRL (WRLHAR ) . EASH
BRT , FRSLHR CA EERATUNANIRE (MELETR ) . A TANRAERIRAVFRBERHM
RE R AR T REIRS(E

EHEFHIE CA Amazon FABIEHM A

BENMB CAR , BUNUEMERSHESHEBERE. AFFREFX CARSH CA £ FHNH
MEE , UAREHEM CLI EFAI KA CAs,

i CA(#2HE)

LRS5BT | Amazon Web Services BRI HIAEHINA CABE,
EH CARS (##HE)

ELRBIH , ERA CAWRSERNIEREA,

E# CA BT

1. BFREH Amazon I H 7 https:/console.aws.amazon.com/acm-pca/ZX B FF £ Amazon FAH
CA #l

2. EABEBFMAHMREL , MNIIRPIEF LT EHRSHFAE CA.
3. ERERRL  MBEZEAUNZERAILE CA

T CA W BREE (248 )
BRI L EFHFE CAWREEE |, fla , @A N=MER OCSP = CRL X#F , & BEIERHEIRE.,

(® Note

X CA RHEEENERTF2XWELMANIESR, EEREREEN , UAEFTMRRIBHIE
Po

XF OCSP , A LERLUTRE :

® EFHER%LEFH OCSP,
- BRAZEABEN OCSP E£REHEA (FQDN ),
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« ¥ FQDN,

XF CRL , A LE R TEMRE :

- CRLEH (ZERHKX )

- FA\E CA RBEILP BHIE (CRL)

- CRL SHBTHIRER. EEE , Amazon A CA FFAZREERIEEMN REM 2 REFH£EK CRL.
- {R1F 7&K CRL B9 Amazon S3 B .

- ATELAHUEFERE Amazon S3 BEMHFIAE.

/A Important
ERELREASHTREFAELE. TFSEEFLE CARALEFREA CRL &K, EX

BRHNENR S3 i, RERARELSBIMMEB T CRL M5 CRL BKEMNIMAILEH, Eds
BUREMER , AEIRB] B RGEED EBROFES,

EH BHIRE

1.

B FIEH Amazon Bk HFEhttps://console.aws.amazon.com/acm-pca/ZR AT FF £ Amazon FAH
CA #lo

ERFIEBTRINERAE L , NIIRFEFE—IE CA. KR CA BIFERESER,
RERHEEERTF , REERERE,
FIUEPREET , ERFENIRD

« BUE CRL £t
- ¥TF OCSP

EABLN CA BEXH AN REIGHIFHE—. BMSIEENIRMEFEE, RERAER , B2
WORFHEE REENRESER, EXRILSRE , HSH AN EN Amazon 308 CAIEH BHEH
E, TBEXSMNIZENAER, ARFEENNIREAREMBHENENES.

BLiE CRL

1.

EEBUE CRL D,

FH CA (84 E) MR latest 254


https://console.amazonaws.cn/acm-pca/home

Amazon FAFIEBME L AriEE

2. ENEM CRL & EZ Amazon S3 # , HEFECIZHK S3 1, RHE—NBER. (TFE
SEFERBNERE, ) BN, BECHEPILED , RGN S3 FHBAMIKRPIERENEME,

MRECIET B EEMR , W Amazon FAH CA 28I AT AY 1/ 7 5K B R ALY h BN 2 7R

MRERECRDNEFER , WAF LN EMMBE R , REFBEFIBER CRLs, £ 15
# S3 CRLs YGRS HATRMRBEN 2 —. AXMMKBNES , FSHE LR Amazon
S3 & & AN HIHE KBS

® Note
£/ Amazon #AF CA ZHI &8 , MRUATHENREEHER , NEHGE CAFRNY :

o IBEEXEH Amazon S3 B IK PR FIITRRIE AT RNRE,
« BER Amazon A CA B318l# Amazon S3 FEH,

EXHERT , BHARIASZAET AR GRS , T Amazon S3 23E48 IR 1E,
MBEEXFER , FRESLN Amazon S3 8B, BEXEZER |, HSEME LT EH
Amazon S3 FRE AN H 1R,

3. B SRUIREEME BRI,
- EEBRASK UEAPX, CRLSHUREFEADX , NEH CARETEALERNERHE
PR RAKE, Amazon R BEEPREIEEXRT XNWESFEE CRLs , 25 CRL KE,

« WNMMBEN CRL BFAH Amazon S3 FEIEHE. BEMEITEEHR CA MANIEHHCRL &
B B (HRFC5280 EX ) o EEFHFEMA IPv6 , 12 Using ov CRLs er TR HE
BB R EEBH dualstack S3 KiET =, CRLs IPv6

- RINEENEE , NEHN Amazon S3 T I XA Z 012 DNS 518,

- BABRE (URFEMN) , BB CRL FFRIFAM. RMINMERN 7 Ko W THL CRLsHR , BX
HBERN 2-7 Xo Amazon 38 CA ZHEREEAMN P ]LEHERK CRL,

4. ZRE , BRREFER.

BLiE OCSP

1. HEHRERELE , EFITIF OCSP,

2. (% )7ERENX OCSP AT |, NAEMW OCSP i MIRMHELMEMNHE (FQDN ) . BfE
Fi OCSP IPv6 , UL FER BN WAL A | #0fE A OCSP over Mk, IPV6
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HitFEHIRH FQDN B} , & FQDN Amazon #8 CA A Z SN EMAIEBHRES B RS
B , BB Amazon OCSP MR &K AR IA URL. Him U EI RS BEXL FQDN KEHAT

CLEWZMBULAIRE OCSP WAL, EFLNEIREER K SREXMBATNMRE

- ERARERS IR ENEEN FQDN BiRE X4 Amazon OCSP MIRI2E,
« RHERIAY CNAME 123N INEIRAY DNS B,

® Tip
BXFERABEN CNAME EIEE OCSP BRI RNEZEL | S BEN OCSP W

it Amazon #AF CA.

Flan , LR BEN OCSP By CNAME 123% , Zi12x%IF4 Amazon Route 53 & 7R,

BREW Type B FH SR B L5 E/RERBHE
alternati alHigxk fai f@ - proxy.exa
ve.example.com mple.com

® Note

CNAME HEFBSEMNEIR , B2 http:// K https://"o

3. ZRE , BRREEX.

E#H CA (CLI)

AT 2% 88 20{al £ 8 Amazon CLIEF A CA RSN RHEEE,

® Note

X CA RHEEENERFLFHELMANIES, EERERHEER , UAEFMKRIBHIE
PBo

BE# CA (CLI) MRS latest 256
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E#HAB CA BIRZ ( Amazon CLI )

5/ update-certificate-authority 5%

HIEHIA CA RSN DISABLED BEHENHEREN ACTIVE K , XIFERM. B, ERAUT®
I CA HAHIRES.

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-
authority/11223344-1234-1122-2233-112233445566" \

--output json

REFERBDTUTATN A,

"CertificateAuthority": {
"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"CreatedAt": "2021-03-05T14:24:12.867000-08:00",
"LastStateChangeAt": "2021-03-08T13:17:40.221000-08:00",
"Type": "ROOT",
"Serial": "serial_number",
"Status": "DISABLED",
"NotBefore": "2021-03-08TQ7:46:27-08:00",
"NotAfter": "2022-03-08T08:46:27-08:00",
"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
"State": "WA",
"CommonName": "www.example.com",

"Locality": "Seattle"

},
"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"CustomCname": "alternative.example.com",
"S3BucketName": "amzn-s3-demo-bucket"
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}I

"OcspConfiguration": {
"Enabled": false

T a8 CA FPIRBIREN ACTIVE, XHTE CA LRRTHEMIEHES , FAaekIUL B &Y,

$ aws acm-pca update-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-
authority/11223344-1234-1122-2233-112233445566 \

--status "ACTIVE"

K& CA BIFETRES,

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-
authority/11223344-1234-1122-2233-112233445566" \

--output json

RESMEE RN ACTIVE,

"CertificateAuthority": {
"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"CreatedAt": "2021-03-05T14:24:12.867000-08:00",
"LastStateChangeAt": "2021-03-08T13:23:09.352000-08:00",
"Type": "ROOT",
"Serial": "serial_number",
"Status": "ACTIVE",
"NotBefore": "2021-03-08T07:46:27-08:00",
"NotAfter": "2022-03-08T08:46:27-08:00",
"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
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"State": "WA",
"CommonName": "www.example.com",
"Locality": "Seattle"

},
"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"CustomCname": "alternative.example.com",
"S3BucketName": "amzn-s3-demo-bucket"
I
"OcspConfiguration": {
"Enabled": false

ERLEBERT , BrES) CA AR BEERHEIH . MREFREMILESBHEFIR (CRL) |, FERU

TERERE,
EIAE CA %N CRL ( Amazon CLI )

1. EANTHTRE CANIIIRE.

$ aws acm-pca describe-certificate-authority

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566
--output json

HWH¥EIA CA BWIRAS N ACTIVE BXREERNFEH CRL,

"CertificateAuthority": {

"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566",

"CreatedAt": "2021-03-08T14:36:26.449000-08:00",
"LastStateChangeAt": "2021-03-08T14:50:52.224000-08:00",

IlTypell : IIROOTII’
"Serial": "serial_number",
"Status": "ACTIVE",
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"NotBefore": "2021-03-08T13:46:50-08:00",

"NotAfter": "2022-03-08T14:46:50-08:00",

"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
"State": "WA",
"CommonName": "www.example.com",

"Locality": "Seattle"

.
"RevocationConfiguration": {
"CrlConfiguration": {

"Enabled": false
.
"OcspConfiguration": {

"Enabled": false

2. BIBHBREFE—NEBN revoke_config.txt IXHFREN CRL BEES .

{
"CrlConfiguration":{
"Enabled": true,
"ExpirationInDays": 7,
"S3BucketName": "amzn-s3-demo-bucket"
}
}
(@ Note

F# Matter 2% IANIE CA UUE ARt CRLs , X EHBEENESMANIERRER COP

B, AEBAFS HE Matter #rifE, NIk | BENEN CRLEESH , TR :

"CrlConfiguration":{

E# CA(CLI)
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"Enabled": true,

"ExpirationInDays": 7,

"S3BucketName": "amzn-s3-demo-bucket"

"CrlDistributionPointExtensionConfiguration":{
"OmitExtension": true

3. ffMupdate-certificate-authority &y F P 4 B & X FE # CA,

$ aws acm-pca update-certificate-authority \
--certificate-authority-arn arn:aws:acm-pca:us-
east-1:111122223333:cexrtificate-authority/11223344-1234-1122-2233-112233445566 \
--revocation-configuration file://revoke_config. txt

4. BIXKRE CABTKRE.

$ aws acm-pca describe-certificate-authority

--certificate-authority-axrn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566

--output json

WA CAUCEENER CRL,

"CertificateAuthority": {
"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"CreatedAt": "2021-03-08T14:36:26.449000-08:00",
"LastStateChangeAt": "2021-03-08T14:50:52.224000-08:00",
"Type": "ROOT",
"Serial": "serial_number",
"Status": "ACTIVE",
"NotBefore": "2021-03-08T13:46:50-08:00",
"NotAfter": "2022-03-08T14:46:50-08:00",
"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
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"OrganizationalUnit": "Sales",
"State": "WA",
"CommonName": "www.example.com",

"Locality": "Seattle"

iy

"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"S3BucketName": "amzn-s3-demo-bucket",

iy

"OcspConfiguration": {
"Enabled": false

ERERRIT , BUEHFLRM OCSP R¥EXEF , MARGIENIENRFEEA CRL, EXME
AT, BEAUTIR,
AIMAE CA A0 OCSP %#F ( Amazon CLI )

1. BIBHRE—1EN revoke_config.txt BISHRE L OCSP S8,

"OcspConfiguration":{
"Enabled":true

}

2. R update-certificate-authority@s < Fl B S5 B & X E#T CA.

$ aws acm-pca update-certificate-authority \
--certificate-authority-arn arn:aws:acm-pca:us-
east-1:111122223333:cexrtificate-authority/11223344-1234-1122-2233-112233445566 \
--revocation-configuration file://revoke_config. txt

3. BXKRE CARRS.

$ aws acm-pca describe-certificate-authority
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--certificate-authority-arnarn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566
--output json

WA CAIIEEENEM OCSP,

"CertificateAuthority": {
"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"CreatedAt": "2021-03-08T14:36:26.449000-08:00",
"LastStateChangeAt": "2021-03-08T14:50:52.224000-08:00",
"Type": "ROOT",
"Serial": "serial_number",
"Status": "ACTIVE",
"NotBefore": "2021-03-08T13:46:50-08:00",
"NotAfter": "2022-03-08T14:46:50-08:00",
"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
"State": "WA",
"CommonName": "www.example.com",

"Locality": "Seattle"

.
"RevocationConfiguration": {
"CrlConfiguration": {

"Enabled": false
.
"OcspConfiguration": {

"Enabled": true
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® Note
&L CA LEREE CRL M OCSP X# .

MIERFAE CA

&8 LAM Amazon Web Services BEIEi24| A s F Amazon CLI K AMIBRFAE CA. ERTREREMIR—A
CA , Hltn , HEEFHIPMNH CARERE, EXLMER CA , BREBTHIZHRIEE

1. BIEE®R CA,

2. —BFMFAE CARAGER , WERIBKR , BFE BT E MR,
3. WIHR CA REZARS , EEHMRMAAEIEHI .,

4. MIERIBAR CA.

Amazon #A8 CA ELAERBRER 2 , FTLREMBEMRMVIEHREH L. ERIUERFLIR
EREEBLIEFRELH., I CAEKEAR , BAIURHEIES , BFEMRITLES.,

MREBRMERE CAMEANABIERTH 2 e lBRZ CA , BWERN B4 CAIEH. % CAIEHF
HHEXRX CAM CRL A , EFIRFFEFEEZIE CA

/A Important

.8 CA 7£4F PENDING_CERTIFICATE, CREATING, EXPIRED, DISABLED = FAILED
RASE AT BR. EMIBRAEF ACTIVE IR CA , XA EFEHER , BNMBRBERFSI AR
H, MREEMBRLLTF PENDING_CERTIFICATE =% DISABLED RAKFAE CA , AFHER
BRRER 7-30 K ( BRIAERN 30 X ) . 7ELLEAE , RAS1&ZE N DELETED , CA AI'MkE., & F
CREATING = FAILED RARMBRAFE CAREDEWERER , AT ELER, BXEZE
B, B2 mERE CA.

BB CARE , BEEBRENR, B2 , MREFECHBERE CA , EZ I BREE FiX
MIBRNRA. EXEZER , H5H WEN Amazon RBEIEHMA I,

BIBRELE CA (2414 )

1. BFEH Amazon Bk H fEhttps://console.aws.amazon.com/acm-pca/Zk B ] FF £ Amazon FoH
CA .
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2. EMAIEBPMEVNEREL , NFIRPIERENIE CA,

3. WREH CALT ACTIVE RZS , AT ERFHEER, 7 Actions (84E) &£ £ | 1% Disable
(ZA), HIBRE, EBRTHXR , 24,

4. XFRETF ACTIVE RASH CA , EEFEE. HBR,

5. MWRMEK CA4TF DISABLED., EXPIRED, IX PENDING_CERTIFICATE RZAS , Bk CA I
E A ERIEE 7-30 KWL FRH, MREWFE CARLETFEAE—RES , WeHBEFEEER ,
I BR J9 K A 4o

6. EFEMIBR,

7. MREWHEEMERFLE CA , BERERRENR , &R Permanently delete (K AMIER), FA%H CA
RN E N DELETED, A , ERRHERAE , BALUERFAE CA. EEFIZDELETEDM
B CAMIRE AR , ¥ ADescribeCerticateAuthoritys}, ListCertificateAuthoritiesAP| 4,

fiBRFAE CA (Amazon CLI)

{# A delete-certificate-authority i I BRFAHE CA.

$ aws acm-pca delete-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authority/CA_ID \

--permanent-deletion-time-in-days 16

kEFAE CA

X T EWMBRNFAR CA , REZ CA NELIEENEFREN , AFEER, EFEHMAN 7-30 X. It
HARILEREY , FAF CA FHEAKAMR. BXEZER , 5 HIBRIAE CA. EHKAMBRKFE CA
FToEE R

(® Note

MERFE CAE , BEFBNENSTE, BER , MREFREMERAY CA , MFEZ M BREIERIX
IMRBRANEA. AXESZER , H2H NEHN Amazon A IEBFRIAE,

ERFAE CA (125I1A )

AT LAE A Amazon Web Services EIBiR&l & REFLE CA.
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EFEFE CA (125HE)

1. BFEH Amazon 1tk H 7Ehttps://console.aws.amazon.com/acm-pca/ZR T 7 Amazon FAH
CA #l.

EABIEPMANETEL , NYIERFPIEREHERNFAE CA,
£ Actions (31E) ¥ # L | i%# Restore (E/R),
EZXER CATEL , BRERIRE.

MR , FaE CA RS RENCHEBEBRAIARS, ERigE. B, ARBXEREBR , F
HIRASERHN ACTIVE, HIRFHE CA EHMBRET 24 F PENDING_CERTIFICATE IRA , W44
%MFE CASACAIFE , RETEEHET,

o & 0N

X EF.F CA (Amazon CLI)

{§ Arestore-certificate-authority@s S X & EMIBRAYDELETEDA FIRASHFAE CA, LA TFHRTiCAOXMI
BR. REFMEFBIEFAE CAFTENENTE,

iER. ERERMEFHBEFLE CA (Amazon CLI)
1. MERFAE CA,

1= 1T delete-certificate-authority i il BRFAHE CA. WNRFAE CA WIRZASH DISABLED
PENDING_CERTIFICATE , MIATBARE --permanent-deletion-time-in-days S¥IEE
B CAKEIRE (7-30 X ) o IRKRIBERTEHE , MEIAFR 30 Ko MR , kis S 2FFAE
CA KVIRAIRIE N DELETED,

® Note

EfAE CA KR |, ©EMMIERETAVIRS 4B DISABLED =
PENDING_CERTIFICATE,

$ aws acm-pca delete-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authority/CA_ID \

--permanent-deletion-time-in-days 16

2. RFEFAE CA.

XS FHE CA (Amazon CLI) MRS latest 266
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1= {Trestore-certificate-authority i SR EFAH CA. BAIIEME delete-certificate-authority 5
RENERHIHeZTHTT. WRAY , kT8 E CA KWRSIRE N ©H#MERETH R

/|

o %

G

o

$ aws acm-pca restore-certificate-authority \
--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authority/CA_ID
3. XA CALT ACTIVE K%

1= fTupdate-certificate-authority i ¥ FAF CA BFIRSE R NACTIVE,

$ aws acm-pca update-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:region:account:cextificate-
authoxity/CA_ID \

--status ACTIVE

ERAABERINAE CAILEH

WMREHFE CA RIXEHNEERLARINEE CA Amazon F48 CA , NATLLIEZB S KR CA H
NHFETELER, HE  BUNKRNBEARZENHNELE CALENAE CAILES, TIEERKRY
i, EBEETLAERA LA EFIRIGH CA KRZEE Amazon FAH CA EENFLEMNE CA EH,

(® Note
SR NREINBEERS REREANSETERNEEN T IRERE AN,

EASAEBR CA Amazon 348 CA R TFEREHIHIT RFC 5280 BY “B LI R #0 FE LR CA BHLY
Ro BMARN CAEERRMT —MRHEIEBPERE BTG %,

MREITRIFERINE CA LEBFEME CAEH , NFE Amazon o8 CAHIEE I CA 2RIEETK
=IES :

1. ERIEPZLRIER (CSR) o

2. ¥ CSR BRALNWNABZBMANN , ABIRE XA AVIES TP 4E,

3. EHRELEZLZIUEP Amazon FAF CA,
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https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.10

Amazon FAFIEBME L AriEE

LT EBNBMAEER Amazon Web Services B2 &|A 3 Amazon CLITEBIX EFS,

REARRABEEZN CAIES (28 )

1.

( wTiE ) IREE ARE A CA WFMEETHE , iHfEhttps://console.aws.amazon.com/acm-pca/
KAITH Amazon #48 CA #£#l&. ERBUEPMAYNMEINE L |, ERRESNFLEILES, F
., CEARDIHHME CA,

ERIRE, RE CAEBUITHZENE CAEPRTE,

ELRENE CAEPTHEM%ERFE CARET | EBEHNIBFE CA,

EIL CABICSR T, ##IAE R CSR B Base64 43 ASCIl XA, EnLIERE SR EHIX
A, WA LUEERN CSR S HEI X4 RERTFEARM,

® Note
SHEIAMKENEET , BHRE CSR XA IR,

MRETEZMEHATELSRMAABE R TR RNERILES , JXAZRE , AEREER
UEBAMIEF 8RR E1Z A E .

BN, MRECHERZRME  FHRITUATE—RE:

 FHIEH EXXHNEF 4K Base64 Jwf5 ASCI XA MR H & BB XAEF,
o EFR EAARIERIEXAEBEMS XA B EE BRI XAEF,
EREIAFALE,

R REAERR CAIES (CLI)

1.

{# A get-certificate-authority-csrin B RFHE CA BWIEPBZHZER (CSR), MEERN CSR £iEE|
ERRELE , BERAZ--output textEIMMNETREMRBR CRLF /. Ef¥ CSR KEEIXH ,
BEAEE[LEDR (>), FRXHE,

$ aws acm-pca get-certificate-authority-csr \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--output text

¥ CSRREFENARM MG , BAILMERALLT OpenSSL th X HHITRE :
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openssl req -in path_to_CSR _file -text -noout

BT RERRUTUTARNBH, BXE , CAYEN TRUE , &R~ CSR AT CAEH,

Certificate Request:
Data:
Version: 0 (0x0)
Subject: O=ExampleCompany, OU=Corporate Office,
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:

00:
1d:
7f:
c7:
ea
46:
f7:
38:
b2:
as:
a6:
b5:
1lc:
8a
14:
3e:
68:
f6:

da:
7f:
19:
89:

:50:

56:
62:
Ob:
Se:
3.
5c:
67:
b8:

:5e:

4d:
2d:
f3:
27

Exponent:
Attributes:
Requested Extensions:
X509v3 Basic Constraints:
CA:TRUE

Signature

c5:
a’:

ac

ce:
de:
ee:

64:
fd:
:f3:
c9:
02:
ae:

Qe:
e9:
65:
ao:
13:
bLe:

23:
48:
06:
eb6
fd:
38:
a7’:
95:
a6:
a3:
d6:
56:
7d:
f5:
1f:
68:
09:

655

51:
36:
73:

:8d:

b9:
34:
8e:
50:
83:
89:
54:
cb:
1d:
85:
fc:
e5:
ae:

37

b3:
ef:
c5:
03
17:
ag:
e6:
2c:
79:
a5:
la
02:
83:
ca
95:
f8:
b9:

dd:
2a
cd:

:eb:

84:
od:
35:
be:
53:
a3:

:f0:

6b:
13:

:d7:

2b:
86:
97:

01:

:e9:

63:
b6:
b8:
57:
f5:
7d:
f3:
6a
80:
14:
59:
e9:
51:
3f:
d6:

(0x10001)

09:
45:
43:
76:
60:
77:
df:
bf:
06:

:76:

16:
c3:
b2:
a3:
6c:
4f:
fc:

01:
82:
14:
58:
2c:
85:
Oc:
do:
12:
da
dd:
17:
76:
fl:
de:
52:
e4:

0Ob:
ec:
eb:
70
64:
f1:
f7:
ad:
20:

:do:

be:
06:
75:
9b:
8f:
ec:
de:

4e:
95:
c8:

:f2:

9d:
6f:
3b:
91:
Te:
97:
79:
Qe:
Se:
42:
ee:
ab6:
58:

Algorithm: sha256WithRSAEncryption

6c¢C:
4d:

Qa

Se:
2d:
f4:

cf:
c9:
:96:
af:
98:
29:

5a

11:
00:

55:
72:
2e:

03:
26:
147
bb:
47:
dé6:

0Ob:
c5:
3c:
89:
bd:
fc:

b7:
be:
cl:
46:
bl:
70:

ee

b8:
do:

21:
13:
06:

1la

9e:
7e:
145
92:

48:
69:
84:
7b:
:3d:

ac:Ca:

7a

el:

46:
10:
bb:
cf:

04
:fb:
e3:
96:
71:
bb:

45:
17:
e6:
92:
ae:
ee:

59:
1d:
03:
cb:
2e:
b8:
f5:
c3:
as:
e5:
7b:
7d:
di:
of:
02:
fo:
58:

ao:
1f:
05:
1b:
62:
63:

CN=Example CA 1

e4:
c6:
82:
c3:
d5:
ce:
7f:
81:
fa:
13:
ff:
fb:
e3:
ed:
8c:
01:
37:

7f:
3.
73:
e6:
86:
68:

ea
d7:
f8:
4e:
7d:
73:
bd:
29:
18:
bc:
6d:
d2:
23:
8a
Oc:
ch:
09:

:81:
c9:
7b:
67:
da:
eb:
fa:
23:
d6:
84:
39:
7e:
6d:
:3c:
b6:
7d:
9a:

cc:
5d:
Oc:
75:
la:
14:
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8e:b2:8f:e3:8d:e8:8f:e0:33:74:d6:cf:e2:e9:41:ad:b6:47:
f8:2e:7d:0a:82:af:c6:d8:53:c2:88:a0:32:05:09:e0:04:8f:
79:1c:ac:0d:d4:77:8e:a6:b2:5f:07:f8:1b:e3:98:d4:12:3d:
28:32:82:b5:50:92:a4:b2:4c:28:fc:d2:73:75:75:ff:10:33:
2c:c0:67:4b:de:fd:e6:69:1c:a8:bb:e8:31:93:07:35:69:b7:
d6:53:37:53:d5:07:dd:54:35:74:50:50:f9:99:7d:38:b7:b6:
7f:bd:6c:b8:e4:2a:38:e5:04:00:a8:a3:d9:e5:06:38:e0:38:
4c:ca:a9:3c:37:6d:ba:58:38:11:9¢:30:08:93:25:62:00:18:
d1:83:66:40

2. ¥ CSR #RABMARNER MA M HIRENEE Base64 PEM 4wiGE A Ul MIEH R

3. fEHAimport-certificate-authority-certificate s ¥ H CA IEHBXHFMEEHS A Amazon FAH
CA.

$ aws acm-pca import-certificate-authority-certificate \
--certificate-authority-arn arn:aws:acm-pca:region:account:\
certificate-authority/12345678-1234-1234-1234-123456789012 \
--certificate file://C:\example_ca_cert.pem \
--certificate-chain file://C:\example_ca_cert_chain.pem
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M EZMEEIF$H Amazon FAE CA

SR HBUERB U P ANY (CA) HEEHFRNREG , BHENERAFAUMANERIES, W
RIZE K7 CA RE Amazon Identity and Access Management (IAM) 5E8% , N A LAEE ISR “5 17
MAEEE BHOHPEFEMRTHOAGREXLRRE, BEXELERFNEKFZEPEE CA FRINERNE
B, F5H B2HXNFIE CA WiHRNR,

FH

- MAFBLHEEIED

- REMFIES

- SIHFAFIES

- SHIBIEBRERS

- REIFILESD

- B SHEITWIES

« fEA Amazon #A8 CA iEfiEHkx

5 FA R RS

BTHE CAE , &£9LAME Amazon Certificate Manager (ACM) S EFAE L IHRRIEFH, Amazon
B CATRXNABARS W ThEER 1T T LERK,

BED ACM Amazon #48 CA

A & 48 ity SRARALE v ( £ RequestCertificate % v ( £ IssueCertificate )
BHE )

EaEgaERmNERnERME v %%

AR5 Amazon Bk

FEUBLIT v & ACM [BlE

A X v R

API X v v

CLI X% v v

MR FAH LR SSARIES MRS latest 271
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Amazon FAEIEP M & H118 AriEE
Amazon FAE CA RIZBIE P , TEREEEITEPXRENBRKENER, WRRECIZIEHA API 5
CLI E AR MHENR ARN , MIBRIATE R T 2EndEntityCertificate S /V1 &4k, BX AP ERMNE
28 , BSR A Amazon FAF CA IEBER,

AR ACM iEH RESAREMERITH , 1B Amazon #48 CA A LUK ZEMFE PKI HER. At ,
B LAE A Amazon ¥4 CA API 1 CLI A ACM T AWM A REEIEH, XEWEEELRE !

. BIREEEAERES RS,

. EREASEOAESRE ISR KE.
. EREASENEEE L.

. fEEAE CA MIALEILH M EMA R,

EFAOIRFAE TLS iEBfE Amazon A CA , BRI LUFHES A ACM ¥ 5XFM Amazon RS —iEfE
Ao

(@ Note

FERALUTSE®, FAissue-certificatef S = IssueCertificate AP /EBIZZHIE P FREEES H
LUBEAEEH Amazon, B2 , B LAERAFAE CA ZXEBEE T ACM MAMIES , H BHiX L

PANEEZA-ESH, BXBERACMIUEBPHNESER , 550 (ACM AFIEm) KB
RAGIEBMG HIGUED,

A FRAEUEH (Amazon CLI)

Al LUE A Amazon #AF CA CLI 5% issue-certificate 3 API & {ElssueCertificate 1 3R & L& SE4KIF
Fo KB PEEEATMRIUEBWFAE CA B Amazon BIREFR (ARN), Z3ESTEA OpenSSL 2
EHNEBFERLEPZERER (CSR)

R EEH Amazon FAF CA API 2 Amazon CLI M AFAEILH , NMEPL FHEEERS , XEWKE
BT EFER ACM #2#|A. ACMCLI 5 ACM API SREFRSHIEP , XL BHEITIEP. BR |, &
A LAE A PCA get-certificate P SRR FIEHFMER , WREHE CA , MABIEFITHRE.

BIRIEBAAERSEM

« RAE RFC 5280 R , BREMNESR (RRREBALAR ) KETRET 64 N\ UFT (F
;) 2K, EAMERNER  FEERAERABN FRITEEZEN , RFBRXXFERET
B 253 ML FTRIB R,
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RAriEmE

- MREEFEHABR 1.6.3 HES Amazon CLI fRA |, i5EIEE baseb4 wmBE M A X hfileb: / /B fE
AaIg , flan, CSRsIX#H A LAH{RIET Amazon FAE CA BTHIE.

AR OpenSSL a5 RIERBAER CSR MABEH :

$ openssl req -out csr.pem -new -newkey rsa:2048 -nodes -keyout private-key.pem

EABBMTEAKRE CSRIAR :

$ openssl req -in csr.pem -text -noout

A BB H R 5 BA T R R ISR L -

Certificate Request:

Data:

Version: @ (0x0)
Subject: C=US, 0=Big Org, CN=example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:

3c:
09:

fa

Ob:

a0:
Signature Algorithm:
74:
42:
21:

18:
2c:

aa

b2:
6b:
:81:
53:

00:
ak:
00:

aa
5a
9b:
d3:

ca
3d:
el:

:38:
:89:

41
63

Exponent:
Attributes:

00

26:
82:
114

62:
9d:
df:
e5:

72:

5a

b4:

94
6b:
e4:

22

33:
134
85:

ad:
9b:
92:

be:
aa:
35:

94
95:
e5:

:85:

30:
ag9:

73:
52:
53:

655

1a

9c:

11:
15:
3c:

f4:
c6:
cO:

ff:
e7:
e?2:

37

ae:
:70:
dd:

55:
10:
e5:

3a:
02:
69:

3d:
de:
7f:

b7:
Qa
64:

b7:
68:
el:

5f:

:9e:

75:

00:
95:
bd:

(0x10001)

1d:
df:
73:

c2:
25:
7f:

fa

le:

98:

43

be:
Qe:

ff:
A
1c:

ed:
8b:
ds:

e?2:
1c:
57:

74
ed:
95:

15:
19:
b7:

5f:
5c:
do:

66:
ca:
56:

82:
16:
bf:

ce

ccC

e5:
e2:
:f3:
3b:

6f:

be:
bb:
53:

8e:
9b:
eb:

sha256WithRSAEncryption
ef:

5a

28:

39:
:fl:
c5:

fc:
15:
al:

4a
47
b3:

db:
:Qe:
ff:

d3:
ff:
a6:

ds:
63:
99:

:5d:

2d:
as:

cl:
33:
43

a6:
7b:
67:

97:
ca
ee:

da

57:
72:

aa

ed:
38:

4b:
26:
fb:

65:

122

el:

:5f:

49:
d6:

3d:
81:
cd:

79:
2d:
ak:

80:
af:

:11:

47
6b:
2b:
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UTamelBiEH, BT REERR , R IAER T MR ERL IR SFES.

$ aws acm-pca issue-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--csr fileb://csr.pem \

--signing-algorithm "SHA256WITHRSA"™ \

--validity Value=365,Type="DAYS"

FHEEEMAUEHH ARN :

{

"CertificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"

}

@ Note

Amazon A CA WEG w5 , 2 EREFEFYFH ARN, issue-certificate{B 2 , iE B4k
BERERIHTH , MATELIK, MREEXMER , £AH ARN B9 get-certificate isH &
KM

£ APIPassthrough iR & A B E N EBE HHIEH

FRRGIF  MANERTERENEAEEHR TR, RTREGPHIHERN CSR 2AMET
HEUEF (Amazon CLI) |, 3% 7] LA Blissue-certificate @i 54532 F NS B : APIPassthrough
ERE ARN M EBENBHEREXNRIMATH JSON BELEXH ( ) OIDs, BT EE—EfE
FCustomAttributes. 182 , AU 54 OIDs #E R HStandardAttributesH Y —Ef
ZCustomAttributes. TZ OIDs 5 7EBIAEBEH ( K H RFC 4519 M2 /5 OID ZEHIFEEMN
E8) :

EREBW #E XNE& ID
countryName © 2546
commonName cn 2543
dnQualifier [A] 7 ## & #5BR E ] 2.5.4.46
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ERERWN #RE XN ID

generationQualifier 2.5.4.44

givenName 25442

initials 25443

locality I 2547

organizationName 0 25410
organizationalUnitName ou 25411

pseudonym 2.5.4.65

serialNumber 2545

st [IRE] 2548

surname sn 2544

i) BRSE B4R BR 2.5.4.12
domainComponent dc 0.9.2342.19200300.100.1.25
userid 0.9.2342.19200300.100.1.1

RO B X api_passthrough_config.txt @8 TREB :

{
"Subject": {
"CustomAttributes": [

{
"ObjectIdentifier": "2.5.4.6",
"Value": "US"

.

{
"ObjectIdentifier": "1.3.6.1.4.1.37244.1.1",
"Value": "BCDABCDA12341234"

.

{
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"ObjectIdentifier": "1.3.6.1.4.1.37244.1.5",
"Value": "CDABCDAB12341234"

EANUT SR TMAIESD

$ aws acm-pca issue-certificate \
--validity Type=DAYS,Value=10
--signing-algorithm "SHA256WITHRSA" \
--csr fileb://csr.pem \
--api-passthrough file://api_passthrough_config.txt \
--template-arn arn:aws:acm-pca:::template/
BlankEndEntityCertificate_APIPassthrough/V1 \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566

FHEEEMAUEHH ARN :

~

"CertificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"

}

BT AR EAR MR RIES

$ aws acm-pca get-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--certificate-arn arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID | \

jq -r .'Certificate' > cert.pem
IEAILAE A OpenSSL R EBIEBHAR :

$ openssl x509 -in cert.pem -text -noout
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® Note
WA BIE -1 AE CA , MEENEMEZELCMRNEMNES,

£/ APIPassthrough EHiM AT EEHEXY BEMIEH

EHRTROIF  MENEPEBEEENLT R, it , BEEMissue-certificate i B E R =S -
APIPassthrough ##x#9 ARN, I EEBEXY EH JSON B EX#H , AR H PR CSR. M ARHE
iF$ (Amazon CLI)

ROIBLE X api_passthrough_config.txt @& TRE :

{
"Extensions": {
"CustomExtensions": [
{
"ObjectIdentifier": "2.5.29.30",
"Value": "MBWgEzARgg8ucGVybW1@dGVkLnR1c3Q=",
"Critical": true
}
]
}
}

BESGEBHRARBFRET :

$ aws acm-pca issue-certificate \

--validity Type=DAYS,Value=10

--signing-algorithm "SHA256WITHRSA™ \

--csr fileb://csr.pem \

--api-passthrough file://api_passthrough_config.txt \

--template-arn arn:aws:acm-pca:::template/EndEntityCextificate_APIPassthrough/V1
\

--certificate-authority-axrn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566

FHRE EMAUEHH ARN :

~
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"CertificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"

}

BT ARNEREQRIES :

$ aws acm-pca get-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--certificate-arn arn:aws:acm-pca:region:account:cextificate-authority/CA_ID/
certificate/certificate_ID | \

jq -r .'Certificate' > cert.pem

BT LAE A OpenSSL REBIEBHAR :

$ openssl x509 -in cert.pem -text -noout

KRELBUH

A LAfE A Amazon #AF CA APl 1 Amazon CLI KM AFAEIE B, MRixpEM , W aJLAER
Amazon CLI 5 Amazon #,58 CA API RE R ZiE$H., MREEH ACM SIEFE CA HiBERIEH , N
HER ACM SHIEBFMEMBZNIAERH, BEXEZEE , BSRASHAFIES,

1 R URKAKIE

£/ get-certi Amazon CLI ficate in SR R BELXIHZAUEH, BB LAER GetCertificate APl #R1E,
BIEAEL sed WFRMTER jq RE MW HZ,

(® Note

MRERHIUEP , ATLAEA get-certificate i TR R TAHFIERNNFSS, EEALCIEF
BIRERERTAREFIE, BEXEZEL , F5H FFIHRESENIE CA —EFEA,

$ aws acm-pca get-certificate \

--certificate-arn arn:aws:acm-pca:region:account:certificate-authoxrity/CA_ID/
certificate/certificate_ID \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 | \
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jq -xr '.Certificate, .CertificateChain'

I 85 5 R LA AR OfEAS X H A P A P 8%

...base64-encoded certificate...
----- END CERTIFICATE----

K3 CAEH

BT LAEA Amazon #A88 CA APl 1 Amazon CLI 3k RFHE CA WIEBM AV (CA) iEH, E1T
get-certificate-authority-certificate i . & W@ A GetCertificateAuthorityCertificate ¥4, BiUfE
A2 sed RYFRATER jg IRE T B,

$ aws acm-pca get-certificate-authority-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566 \

| 39 -r '.Certificate’

L ER BRI TR R CA IEB,

...base64-encoded certificate...
————— END CERTIFICATE----

B HFBIES

EJHENIEILES , BERFITRE , NVE SSEPRZRZIRE , AERBESZSERMBRENE. X
B2 Amazon A5 CA FitiREMNER , B2 H FFITRESENAE CA —EFEH. BXM S3
BREFNRWEER , 55 (Amazon Simple Storage Service AF /) HM T H I Ko

BT RBIGE T Q2w iHR S H XN EB TR RIE ABIEN 5 £, SRKA JSON B, £AX
2L sed WBEATER jq TRIEEIE.
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1. BIEFITR G

LTHTNEE CAERFITRE,

$ aws acm-pca create-certificate-authority-audit-report \

--region region \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authority/11223344-1234-1122-2233-112233445566 \

--s3-bucket-name bucket_name \

--audit-report-response-format JSON

MREY , MZBTREEFHFITRER ID MLE,

"AuditReportId":"audit_report_ID",
"S3Key":"audit-report/CA_ID/audit_report_ID. json"

2. RRFIHREHFREEEK,

S TRRFIMRE  EEREPERERS , AHELERIUMIE R 2020-12-01 HRJZEMKH
B,

$ aws s3api get-object \
--region region \
--bucket bucket_name \
--key audit-report/CA_ID/audit_report_ID.json \
/dev/stdout | jq '.[] | select(.issuedAt >= "2020-12-01")'

REIRTE TR :

"awsAccountId":"account",

"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial":"serial_number",

"subject":"CN=pca.alpha.root2.leaf5",

"notBefore":"2020-12-21T721:28:09+0000",

"notAfter'":"9999-12-31T723:59:59+0000",

"issuedAt":"2020-12-21T22:28:09+0000",

"templateArn":"arn:aws:acm-pca:::template/EndEntityCertificate/V1"
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}

3. EARMAREFITRE
WREHITEANENR , TS BT IHRERFEIAR X HH,

$ aws s3api get-object \
--region region \
--bucket bucket_name \
--key audit-report/CA_ID/audit_report_ID.json > my_local_audit_report.json

B e AR k& RN A

$ cat my_local_audit_report.json | jq '.[] | select(.issuedAt >= "2020-12-01")'
{
"awsAccountId":"account",
"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",
"serial":"serial_number",
"subject":"CN=pca.alpha.root2.leaf5",
"notBefore":"2020-12-21T721:28:09+0000",
"notAfter":"9999-12-31723:59:59+0000",
"issuedAt":"2020-12-21T722:28:09+0000",
"templateArn":"arn:aws:acm-pca:::template/EndEntityCertificate/V1"

4. EENAEEEANER
BRI ERERN AEEAFRNIES , MTFAR :

$ cat my_local_audit_report.json | jq '.[] | select(.issuedAt >= "2020-11-01"
and .issuedAt <= "2020-11-10")'

TFEENABTERERHPER

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.leafl",

"notBefore": "2020-11-06T19:18:21+0000",
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"notAfter": "9999-12-31T723:59:59+0000",
"issuedAt": "2020-11-06T20:18:22+0000",
"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"

}
{

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.rsa2048sha256",

"notBefore": "2020-11-06T19:15:46+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-11-06T20:15:46+0000",

"templateArn": "arn:aws:acm-pca:::template/RootCACertificate/V1"
}
{

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.leaf2",

"notBefore": "2020-11-06T20:04:39+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-11-06T21:04:39+0000",

"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"
}

5. LRI EBERE RIS,
LTS ERENR ARN fFERERNS :

$ cat my_local_audit_report.json | jq '.[] | select(.templateArn == "arn:aws:acm-
pca:::template/RootCACertificate/Vv1i")"

B R ICECAVIE B iE % ¢

{

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.rsa2048sha256",
"notBefore": "2020-11-06T19:15:46+0000",
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"notAfter": "9999-12-31723:59:59+0000",
"issuedAt": "2020-11-06T20:15:46+0000",
"templateArn": "arn:aws:acm-pca:::template/RootCACertificate/V1"

6. iFik 2 M HAVIEH
ERHFTEEREMIED , FEANUTHS :

$ cat my_local_audit_report.json | jq '.[] | select(.revokedAt != null)'’

ERHENILERIRT :

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.leaf2",

"notBefore": "2020-11-06T20:04:39+0000",

"notAfter": "9999-12-31T23:59:59+0000",

"issuedAt": "2020-11-06T21:04:39+0000",

"revokedAt": "2021-05-27T18:57:32+0000",

"revocationReason": "UNSPECIFIED",

"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"

7. £ R ENRE XTI,
UTHtRRESFHE lealNERAER

$ cat my_local_audit_report.json | jq '.[] | select(.subject|test("leaf"))"’

PEECAYIEBiC KRBT -

{

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.roo2.leaf4",
"notBefore": "2020-11-16T18:17:10+0000",
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"notAfter": "9999-12-31T723:59:59+0000",
"issuedAt": "2020-11-16T19:17:12+0000",
"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.leaf5",

"notBefore": "2020-12-21T21:28:09+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-12-21T22:28:09+0000",

"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"

}
{

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.leafl",

"notBefore": "2020-11-06T19:18:21+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-11-06T20:18:22+0000",

"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"
}

SHABIUER R HRHA

Amazon FAE CA TEEZESHHEECIEHMANATIER, BR , B LEHAS Amazon Certificate
Manager HItFIEBREMZZRH, AR ZEIRETTELEBE , UBBEENIAE PKI FHREEN
B, BXEZEEL , i52M ( Amazon Certificate Manager AF{ER) S HIEIEH,

e —IE SN FAL , Amazon Certificate Manager A LA R £/ ACM #24]&. ACM API
MRequestCertificatelREHRA ACM F 5 FHrequest-certificate i T M AN FABIE BIRB L EL
1To Amazon CLIEX&EITTHNEZELR , BSREFE PKI RLEITIEH,

RIS

&7 LAfE A revoke -¢c Amazon FAH CA ertificate Amazon CLI 353 API ##4E B 451
F5. RevokeCertificatefl#l , MNRIEBAYZFAMBEHERBKABAR , NAIRFEEXIUEPHTERH <
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AFERHE, ATEREEN , FRLEPNEFREZ B ZENNEERNFTE NI ERRLE S
IR

Amazon %8 CA RE T AR TERENIFRIERHRBRE | ELUEHRESMHIYL (OCSP) MiE+H
MEEFIR ()o CRLsEA OCSP , B/ i Al U EHSLANR EPRANNE B HEBIEE. £H CRL, B K
BREAEHTHENFENERFIERIRREILES, FERRELESIEREMNIESH.

OCSP M#F CRLs K TIEHFMRANRIEES . it , EWR2H , BIFMER CAEENXIFH
R—iEAMHE. AXBITEENXBIEEMBERES Amazon 58 CA |, FZREALEH Amazon
B CAUEFBEEE.

ERMERIEP L IERKE Amazon FAF CA BitREH,

@ Note

FNFEKFREE , EEHEIZAWSRAMRevokeCertificateCertificateAuthorityiX
PREYHZ, AWSRAMDefaultPermissionCertificateAuthority R EIEHENRE, E
ARFBKRFMAE R , CAEEAXLANAERN RAM £E |, mEHE@E— CA :

1. B8 AWSRAMRevokeCertificateCertificateAuthority fXRMHEE,
2. B8 AWSRAMDefaultPermissionCertificateAuthority fRHHE,

R IEF

£/ RevokeCertificateAP| IRESR R UE Lo © RHEFAE PKIIEH, FHSLMER T AHEIRR,
A LUBE A get-certificate i SR EF S, revoke-certificate i HFIRE R,

$ aws acm-pca revoke-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--certificate-serial serial_number \

--revocation-reason "KEY_COMPROMISE"

EmENIEHM OCSP

5 BT RA | OCSP MBS TAEE 60 28 SRMIRES. B% , OCSP M T X B E R
FRWAEL  BHERS 1 CRLs THEFHANMHERRRE  OCSP MABETAKE S HE
.
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CRL FHE mHIULH

BELERHEITEHARY 30 25 /FEH CRL, MR CRL EFREMREE LK , Amazon A8 CA NF
15 P BEEIR—R,

f&Bh Amazon CloudWatch |,
FMisconfiguredCRLBucket, BEXEZEL
¥%{5E CRLs

, B

2

IR

AN

AT AR IEFRBIE EHR , CRLGeneratedd

, S Z3EM CloudWatchigtr. BxBIZMELE /Y

UL T & Ii&E CRL Amazon #A8 CA,

AT ROIERIES B35 (CRL) RV E BHIEF.

Certificate Revocation List (CRL):
Version 2 (0x1)

Signature Algorithm: sha256WithRSAEncryption
Issuer: /C=US/ST=WA/L=Seattle/O=Examples LLC/0OU=Corporate Office/

CN=www.example.com

Last Update: Jan 10 19:28:47 2018 GMT

Next Update: Jan 8 20:28:47 2028 GMT

CRL extensions:
X509v3 Authority key identifier:
keyid:3B:F0:04:6B:51:54:1F:C9:AE:4A:C0O:2F:11:E6:13:85:D8:84:74:67

Revoked Certificates:
B17B6F9AE9309C51D5573BCA78764C23

X509v3 CRL Number:

1515616127629

Serial Number:

Revocation Date:

J

an

CRL entry extensions:
X509v3 CRL Reason Code:

21:
99:
0.
98:
2e:
54:
1d:
58:
7.
d4:
43
az2:

2f:
3e:
7a:
f1:
f8:
eb:
4e:
7d:
06:
78:
13:
84:

Key Compromise
Signature Algorithm: sha256WithRSAEncryption
:9c:
3b:
4d:
e3:
91:
10:
31:
72:
31:
ca:
cd:
f5:

86:
df:
bc:
43
bd:
87:
Qe:
b2:
09:
cl:
fd:
6l:

46:
ec:

ba

:69:
3c:
02:
95:
a9:
2a:
90:
c8:
16:

be:
6f:
:0f:

9a

7d:
33:
od:
70:
al:
4e:
31:
ao:

Qa

c7:
81:
:3f:
72:
14:
84:
fd:
73:
08:
c9:
cf:

9 17:19:17 2018 GMT

od:
Te:
9b:
6l:
4e:
7f:
f8:
4f
ec:

ba

8d:
38:

85:
a3:
71:
36:
36:
b2:
5d:
e7:
1lc:
:ec:
b3:
10:

f6:
6b:
ee:
cf:
38:
81:
59:
5b:
32:
55:
S5e:
da:

b6:
66:
14:
93:
06:
65:
5d:
e4:
f8:
c3:
06:

a5

b6:
a7’:
c3:
Qa:
bf:
al:
9.
06:
dc:
00:
c6:
:3b:

db:
b2:
db:
1b:
9.
62:
2b:
fc:
03:
fa:
cc:
69:

50:
83:
ad:
7d:
c7:
f5:
6f:
e7:

ea

2e:
15:
7f:

ce

e8:
ao:
f7:
di:
fb:
e4:
23:
:33:
03:
41:
9c:

:32:
3b:
91:
8d:
47:
el:
e6:
e7:
as:
b2:
12:
b0o:

d4:
53:
(of /1
53:
be:
79:
60:
08:
8e:
dd:
5d:

aa

76:
42:
of:
1f:
8e:
d5:
8b:
28:
do:
8a:
51:
:29:
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5f:fc:42:68:b8:fb:88:19:af:d9:ef:76:19:db:24:1f:eb:87:
65:b2:05:44:86:21:e0:b4:11:5c:db:f6:a2:f9:7c:a6:16:85:
0e:81:b2:76

HRIREPRIC BEHILES

BEERHIEPEANMEILEHHMIEENE CANFEREP, AT RAIERIE - NERKIERH
— M ERHIIEPNFREIRE. AXRXEZEE , T RFIHREEEMNAE CA —EER,

"awsAccountId":"account",

"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial":"serial_number",

"Subject":"1.2.840.113549.1.9.1=#161173616c6573406578616d706c652e636f6d, CN=www.examplel.com, Ol
Company, L=Seattle,ST=Washington, C=US",

"notBefore":"2018-02-26T18:39:57+0000",

"notAfter":"2019-02-26T19:39:57+0000",

"issuedAt":"2018-02-26T19:39:58+0000",

"revokedAt":"2018-02-26T20:00:36+0000",

"revocationReason":"KEY_COMPROMISE"

"awsAccountId":"account",

"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial":"serial_number",

"Subject":"1.2.840.113549.1.9.1=#161970726T64407777772e70616c6f75736573616c65732e636f6d, CN=wwn
Company, L=Seattle,ST=Washington, C=US",

"notBefore":"2018-01-22T20:10:49+0000",

"notAfter":"2019-01-17T21:10:49+0000",

"issuedAt":"2018-01-22T21:10:49+0000"

B3 S HEITHIES

£/ Amazon FAF CA 2 CA &} , AT BUFIZ CA § A Amazon Certificate Manager 31k ACM B
IERRIMA M, MREFEZITVEPBSERRSHEXE , MZRSHITENAMIER, B2, MR
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ERRARNA T E PKI IR EHMM S ( flNAHRSRFRE ) FAMSHN , WEEELKITE
BXRES L.

B <A Amazon # EventBridge Lambda Amazon B3I 1T ACM SHARBHW RHIBRAR | HS
% B 30 5 HEITHIE,

£/ Amazon FAF CA iE P&k

Amazon #28 CA EREERRMA CA EHMAwmKMAEIEF. N PCA 2H AR CAILLHE , 28
N AMENERIME CA EFHER,

WRAEEA CLI 2 APl AES |, W] LR HEMR ARN fER IssueCertificate RENSEL
MEBEEKRIZMR ARN |, MERIAM A EndEntityCertificate/V1 #ik,. BEXEZEL , H3H
IssueCertificate API F190 & iE a5 1 3%,

® Note

Amazon Certificate Manager (ACM) X%, CA E& &K £ =15 R BREY B P 7 A4 B
CAZENREILH, BRKFMRXEZETHRROERRARE , Reeihm AT LumEAFIEHE
R -

» EndEntityCertificate/V1

EndEntityClientAuthCertificate/V1

EndEntityServerAuthCertificate/V1

BlankEndEntityCertificate_ APIPassthrough /V1

BlankEndEntityCertificate_ APICSRPassthrough /V1
T8 CACertificate _ PathLen 0/V1

BXREZER  FEH ETRARNKE.

£

« Amazon #AF CA Eik@m#

-« Amazon FAH CA #ERIREIRF
« Amazon #AF CA EEHRENX
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Amazon #AF CA #Eirmp

Amazon FAF CA Z#FMFpiER,

- EMER

R AT ERBRESHNTNE LER,
« CSRPassthrough ##x
B oY CSR ik REMNEMBEMRRANER, ATFMAIER CSR P B E HIEIM

RHERH, MR CSR BESEMEF RN RE , WERRELHHRLEFTESHR LR, BX
LERNFMEE , iS00 Amazon #2585 CA EREEIRF.

« APIPassthrough 1}

B AT API ZiERT BHEHANMEMERMRANER, ERAREMPERSE SN SETEN

BRIEPRISRKRE |, AJRETLAERRBPEN |, thAJEEE CSR AT M, B2 , CAEER UM

HE4ERIR (5110 Active Directory ) R RHAMEERTEKFER, 0, ME—BITENFTHES

CETWMAMNELE |, NEER AL Active Directory R ERES | AEE I E JSON £ aEE
ZERKRGEAFAMBERERF,

IssueCertificate #4F B ApiPassthrough SHHMEFSHIEMENIER D, MR
ApiPassthrough ZHEE5BIREVHARPER , MEIRELHRAEEESHRLESR. BXIHE
ERWFMER , 5SS Amazon FhH CA EARIZEIRF .

« APICSRPassthrough #&#x

B AU API Al CSR RiEkT BHMNEMBERRANER, ATHAILERLH CSR T BF

EHBIMAWIERLF , B IssueCertificate BIEM ApiPassthrough A WELFEF T
Ko MREIRENL, API ZZEERM CSR iz BREEHAR , MERELNREER RS , HXRZ AP
5% E , &G~ CSR&ZRET R, BXMEERWEMER , HSH Amazon FAH CA ERIEEINF,

TRIE T ZFHAEEMRER | H Amazon F45 CA B IEEHE LAY,

(® Note

A Xx GovCloud XiF#E4#x ARNs HfEE. , 2 ¥ Amazon GovCloud (US) A/ #§mAmazon FA
BiEBMENEFH,
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ERE R
BEREWR EHR ARN EHRE
CodeSigningCertificate/V1 arn:aws:acm-pca::: RBLH
template/CodeSigni
ngCertificate/V1

EndEntityCertificate/V1

EndEntityClientAuthCertificate/V1

EndEntityServerAuthCertificate/V1

OCSPSigningif $/V1

root CACertificate /V1

& CACertificate _ PathLen 0/V1

& CACertificate _ PathLen 1/V1

arn:aws:acm-pca:::
template/EndEntity
Certificate/V1

arn:aws:acm-pca:::
template/EndEntity
ClientAuthCertificate/
V1

arn:aws:acm-pca:::
template/EndEntity
ServerAuthCertificate/
V1

arn:aws:acm-pca:::
template/0CSPSigni
ngCertificate/V1

arn:aws:acm-pca:::
template/RootCACer
tificate/V1

arn:aws:acm-pca:::
template/Subordina
teCACertificate_Pa
thLen0/V1

arn:aws:acm-pca:::
template/Subordina
teCACertificate_Pa
thLenl/V1
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RAriEmE

BB R

& CACertificate _ PathLen 2/V1

& CACertificate _ PathLen 3/V1

CSRPassthrough &1

BARE R

BlankEndEntityCertificate_
CSRPassthrough /V1

BlankEndEntityCertificate_
CriticalBasicConstraints _
CSRPassthrough /V1

BlankSubordinateCACertifica
te_PathLen0_CSRPassthrough/V1

BlankSubordinateCACertifica
te_PathLen1_CSRPassthrough/V1

FEHR ARN

arn:aws:acm-pca:::
template/Subordina
teCACertificate_Pa
thLen2/V1

arn:aws:acm-pca:::
template/Subordina
teCACertificate_Pa
thLen3/V1

B ARN

arn:aws:acm-pca:::
template/BlankEndE
ntityCertificate_C
SRPassthrough/V1

arn:aws:acm-pca:::
template/BlankEndE
ntityCertificate_C
riticalBasicConstr

aints_CSRPassthrough/

V1

arn:aws:acm-pca:::
template/BlankSubo
rdinateCACertifica
te_PathLen®@_CSRPas
sthrough/V1

arn:aws:acm-pca:::
template/BlankSubo
rdinateCACertifica
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BB R EHR ARN IEF3RE
te_PathLenl_CSRPas
sthrough/V1
BlankSubordinate CACertifica arn:aws:acm-pca::: CA
te_PathLen2_CSRPassthrough/V1  template/BlankSubo
rdinateCACertifica
te_PathLen2_CSRPas
sthrough/V1
BlankSubordinate CACertifica arn:aws:acm-pca::: CA
te_PathLen3_CSRPassthrough/V1  template/BlankSubo
rdinateCACertifica
te_PathLen3_CSRPas
sthrough/V1
CodeSigningCertificate_ arn:aws:acm-pca::: RIBEAE
CSRPassthrough /V1 template/CodeSigni
ngCertificate_CSRP
assthrough/V1
EndEntityCertificate_ CSRPassth ~ arn:aws:acm-pca::: LR SEAR
rough /V1 template/EndEntity
Certificate_CSRPas
sthrough/V1
EndEntityClientAuthCertificate_ arn:aws:acm-pca::: Lim Sk
CSRPassthrough /V1 template/EndEntity
ClientAuthCertific
ate_CSRPassthrough/V1
EndEntityServerAuthCertificate_ arn:aws:acm-pca::: R SEAR
CSRPassthrough /V1 template/EndEntity
ServerAuthCertific
ate_CSRPassthrough/V1
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BB R EHR ARN IEF3RE
OCSPSigningif$_ /V1 arn:aws:acm-pca::: OCSP ¥4
CSRPassthrough template/0CSPSigni

ngCertificate_CSRP
assthrough/V1
T J& CACertificate _ PathLen 0_/ arn:aws:acm-pca::: CA
V1 CSRPassthrough template/Subordina
teCACertificate_Pa
thLen®@_CSRPassthrough/
V1
T J& CACertificate _ PathLen 1_/ arn:aws:acm-pca::: CA
V1 CSRPassthrough template/Subordina
teCACertificate_Pa
thLenl_CSRPassthrough/
V1
T J& CACertificate _ PathLen 2_/ arn:aws:acm-pca::: CA
V1 CSRPassthrough template/Subordina
teCACertificate_Pa
thLen2_CSRPassthrough/
V1
)& CACertificate _ PathLen 3_/ arn:aws:acm-pca::: CA
V1 CSRPassthrough template/Subordina
teCACertificate_Pa
thLen3_CSRPassthrough/
V1

APIPassthrough #&#x

BB R EHR ARN IEF3RE

BlankEndEntityCertificate_
APIPassthrough /V1

arn:aws:acm-pca:::
template/BlankEndE
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BEREWR R ARN A
ntityCertificate_A
PIPassthrough/V1
BlankEndEntityCertificate_ arn:aws:acm-pca::: Kium SRR

CriticalBasicConstraints _
APIPassthrough /V1

CodeSigningCertificate_
APIPassthrough /V1

EndEntityCertificate_ APIPassth
rough /V1

EndEntityClientAuthCertificate_
APIPassthrough /V1

EndEntityServerAuthCertificate
APIPassthrough /V1

OCSPSigningiE#_ /V1 APIPassth

rough

template/BlankEndE
ntityCertificate_C
riticalBasicConstr
aints_APIPassthrough/
V1

arn:aws:acm-pca:::
template/CodeSigni
ngCertificate_APIP
assthrough/V1

arn:aws:acm-pca:::
template/EndEntity
Certificate_APIPas
sthrough/V1

arn:aws:acm-pca:::
template/EndEntity
ClientAuthCertific
ate_APIPassthrough/V1

arn:aws:acm-pca:::
template/EndEntity
ServerAuthCertific
ate_APIPassthrough/V1

arn:aws:acm-pca:::
template/0CSPSigni
ngCertificate_APIP
assthrough/V1
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BiRE R ARN IEF3RE
root CACertificate _ APIPassth arn:aws:acm-pca::: CA
rough /V1 template/RootCACer

tificate_APIPassth
rough/V1
BlankRootCACertificate_ arn:aws:acm-pca::: CA
APIPassthrough /V1 template/BlankRoot
CACertificate_APIP
assthrough/V1
BlankRootCACertificate_ PathLen  arn:aws:acm-pca::: CA
0_/V1 APIPassthrough template/BlankRoot
CACertificate_Path
Len@_APIPassthrough/V1
BlankRootCACertificate_ PathLen arn:aws:acm-pca::: CA
1_/V1 APIPassthrough template/BlankRoot
CACertificate_Path
Lenl_APIPassthrough/V1
BlankRootCACertificate_ PathLen  arn:aws:acm-pca::: CA
2_/V1 APIPassthrough template/BlankRoot
CACertificate_Path
Len2_APIPassthrough/V1
BlankRootCACertificate_ PathLen arn:aws:acm-pca::: CA
3_ /V1 APIPassthrough template/BlankRoot
CACertificate_Path
Len3_APIPassthrough/V1
& CACertificate _ PathLen0_/  arn:aws:acm-pca::: CA

V1 APIPassthrough

template/Subordina
teCACertificate_Pa
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V1
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RS R 1R ARN ina Bl
BlankSubordinate CACertifica arn:aws:acm-pca::: CA
te_PathLen0_APIPassthrough/V1 template/BlankSubo

rdinateCACertifica
te_PathLen@_APIPas
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& CACertificate _ PathLen 1_/ arn:aws:acm-pca::: CA
V1 APIPassthrough template/Subordina
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thLenl_APIPassthrough/
V1
BlankSubordinate CACertifica arn:aws:acm-pca::: CA
te_PathLen1_APIPassthrough/V1 template/BlankSubo
rdinateCACertifica
te_PathLenl_APIPas
sthrough/V1
& CACertificate _ PathLen 2_/ arn:aws:acm-pca::: CA
V1 APIPassthrough template/Subordina
teCACertificate_Pa
thLen2_APIPassthrough/
V1
BlankSubordinate CACertifica arn:aws:acm-pca::: CA
te_PathLen2_APIPassthrough/V1 template/BlankSubo
rdinateCACertifica
te_PathLen2_APIPas
sthrough/V1
8 CACertificate _ PathLen 3_/ arn:aws:acm-pca::: CA

V1 APIPassthrough

template/Subordina
teCACertificate_Pa
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V1
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BlankSubordinate CACertifica arn:aws:acm-pca::: CA
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rdinateCACertifica
te_PathLen3_APIPas
sthrough/V1

APICSRPassthrough &1

BARE R ARN IEF3RE
BlankEndEntityCertificate_ arn:aws:acm-pca::: LR SEAR
APICSRPassthrough /V1 template/BlankEndE
ntityCertificate_A
PICSRPassthrough/V1
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APICSRPassthrough /V1 template/EndEntity
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BB R EHR ARN IEF3RE
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V1

OCSPSigningif$_ /V1 arn:aws:acm-pca::: OCSP ¥4
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BlankSubordinate CACertifica arn:aws:acm-pca::: CA
te_PathLen1_APICSRPassthrou template/BlankSubo
gh/V1 rdinateCACertifica
te_PathLenl_APICSR
Passthrough/V1

& CACertificate _ PathLen arn:aws:acm-pca::: CA

2_APICSRPassthrough/PathLen3_  template/Subordina

V1 APIPassthrough teCACertificate_Pa
thLen2_APICSRPasst
hrough/V1

BlankSubordinate CACertifica arn:aws:acm-pca::: CA

te_PathLen2_APICSRPassthrou template/BlankSubo

gh/V1 rdinateCACertifica
te_PathLen2_APICSR
Passthrough/V1

& CACertificate _ PathLen 3_/ arn:aws:acm-pca::: CA

V1 APICSRPassthrough template/Subordina
teCACertificate_Pa
thLen3_APICSRPasst
hrough/V1

BlankSubordinate CACertifica arn:aws:acm-pca::: CA
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gh/V1

template/BlankSubo
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Amazon A8 CA #ERE/EINF

MEMNEREFEESNEETRERBOAENKR  BIRENL, APl 1&i%, CSR &% CA BE.
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RBEEMER API %3 APICSR 2 #ERE , T2EM API 2B, RBEEMEA CSRPassthrough =
APICSR E@E#&EMAT , T 2B E CSR B, YXEEERRAEHRE , BEEA—KAN : XT&
N BE , BREMNREERES , HEXR APl £i28 , &R CSREET &,

=~

1. EndEntityClientAuthCertificate_ FV#E R E X £ A {EAPIPassthrough’y “TLS Web AR
KRB MPRIE. TLS Web FF ik &KL B ExtendedKeyUsage T BH. MRTE
CSR HIssueCertificateApiPassthroughS#HE X , ExtendedKeyUsage N
ExtendedKeyUsage fF ZB&fApiPassthroughfl , RABIREXN EEMR LR ; B CSR
ExtendedKeyUsage B # 28 , A REIRT =2 CSR EBZK,

(@ Note

REWMY , BIRENLEREHT CSR AW HEME , SINERAENERAEZABR. RER
R IE CSR £iEFpk , BXLEEMEE CSR, RABERENKRLEFHESRL LR

2. EndEntityClientAuthCertificate_ B #RAPICSRPassthroughfE & A Z# (SAN) T B
EMXHAM API 2 CSR & #l|, MR 7E CSR FENT SAN ¥ BHE IssueCertificate
ApiPassthrough ¥Rt , M| API 2 EFE L , Bl APl ZiZ{EL % T CSR ZiE{E,

Amazon FAH CA EiRE X
DTETRMETHEXRLZFN Amazon #4F CA IEHERNE B IFHER.
BlankEndEntityCertificate_ APIPassthrough /V1 B3E X

£ Z AR IRSKARIEBER |, B SR RIFE X.509 EXNRHLIHSNFIES, X2 Amazon FA
A CA AR MR E EMN R EREVRASKIES , B ER API SN ERTEENL . EFRLR
FRENZIEBREN CAIULH, ZANKREEZKIEBERFERNARNEBRFIIREN FALSE , LA
RIME B RLIHKRAFIUES , MAR CAEH,

BRI LA Z ANVEBERRARFERARE (KU) My BEHAAE (EKU) BE

ENEREFIER, fl, ¥ EREAAETREE TN RNV EREFER",
MBAAETREFERFER". TAFANNZANE . SEEEBEBERTE ,

7 AR IRSANIE B ER A FEE KU M EKU ¥ B , i KU IR AN EFNE

( DigitalSignature, NonRepudiation, KeyenCipherment, DataEncipherMent, KeyEncipherMent, . c
RLSign. encipherOnly #1 DecipherOnly ) , M EKU AL R{EAIZIFHE

ERE X MRS latest 300



Amazon FAFIEBME L AriEE

( ServerAuth, ClientAuth, codesigning keyCertSign, EmailProtection ) , Eku AJ A2 XM E
( ServerAuth, Client, FEIZEHM ) AR BENXYT EEF. OCSPSigning

BlankEndEntityCertificate_ APIPassthrough /V1

X509v3 S8 =]

ERAEZEREN [M API 5 CSR {&i%]
£ [M API =% CSR 4%i%]
¥ NAES CA:FALSE
BRI [KE CAIEH# SKI|
& ZARRA R4 B CSR]

CRL 7 K R* [M CA Bl Ef%iE]

*REHEEE CARNBAT CRLAER , CRL 7 ART TS EERP,
BlankEndEntityCertificate_ APICSRPassthrough /V1 BYE X

BRZEHERN—MKREER , i35 BlankEndEntityCertificate_ APIPassthrough /V1 BYE Yo

BlankEndEntityCertificate_ APICSRPassthrough /V1

X509v3 B3 &

EREZLREN [M API 2% CSR f&i%]
xH [ API 3 CSR 4£3%]
HEAYR CA:FALSE
BRINBARRR [3RB CAIEHH SKI
FHERARRA R4 B CSR]

CRL % & &~ [M CA BB CSR f&it]
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*REEBE CANEBAT CRLAER , CRL ZRRT2BRHEERT,

BlankEndEntityCertificate_ CriticalBasicConstraints _ APICSRPassthrough /V1 BV E X

BXRZEAERN—REL , 219 BlankEndEntityCertificate_ APIPassthrough /V1 BIE Yo

BlankEndEntityCertificate_ CriticalBasicConstraints _ APICSRPassthrough /V1

X509v3 B8 &

EHEZAEN [M API 5 CSR f£i%]

£ [M API =} CSR 4£i%]

HEAAR Critical. CA:FALSE
RIZPIFRIREF [3R B CA iEHH SKI]

R EBRARRA k4R CSR]

CRL % % &* [M CABE. API 5 CSR f£i#]

*REHEEE CAMNBAT CRLARK , CRL 7 RRFT 2BEHEERF.
BlankEndEntityCertificate_ CriticalBasicConstraints _ APIPassthrough /V1 B9 X

BXRZEAERN—REL , 219 BlankEndEntityCertificate_ APIPassthrough /V1 BIE Yo

BlankEndEntityCertificate_ CriticalBasicConstraints _ APIPassthrough /V1

X500v3 B &

EREEAER [M API 8 CSR #£i%]
=B [M API 2 CSR f%i]
HARHR Critical, CA:FALSE
RIZPFRIREF [3RB CA EHH SKI]
£ & B APRRAF 4R CSR]

CRL % % &* [M CA BB AP 1532]
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*REEBE CANEBAT CRLAER , CRL ZRRT2BRHEERT,

BlankEndEntityCertificate_ CriticalBasicConstraints _ CSRPassthrough /V1 B9 X

BRZTEHERN—KRIELR , i35 BlankEndEntityCertificate_ APIPassthrough /V1 B E Yo

BlankEndEntityCertificate_ CriticalBasicConstraints _ CSRPassthrough /V1

X509v3 ¥ (=]

EREZREH [M API 5 CSR f%i%]
31 [M API 5 CSR #£i%]
HALY R Critical, CA:FALSE
BRIRBZARIREF [5RB CAEHH SKI]

£ A & R APMRRF [k4E R CSR]

CRL 7 &K R* [M CABELES CSR 1&i%]

*QEERE CARBRAT CRLAER , CRL 7 ART 2B EEEIRP,
BlankEndEntityCertificate_ CSRPassthrough /V1 BIE X

BXZTEAERN—ME R , 3/ BlankEndEntityCertificate_ APIPassthrough /V1 B E Y

BlankEndEntityCertificate_ CSRPassthrough /V1

X500v3 B &

EREZRAEN [M CSR f%i%]

F& [M CSR f&i%]

HARHR CA:FALSE
RIZPFRIREF [3RB CA EHH SKI]
& ZARRA R4 B CSR]

CRL % % &* [M CA BB CSR 14i%]
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*REEBE CANEBAT CRLAER , CRL ZRRT2BRHEERT,

BlankSubordinateCACertificate_PathLen0_CSRPassthrough/V17E X

BXRZEAERN—REL , 1§29 BlankEndEntityCertificate_ APIPassthrough /V1 BIE Yo

BlankSubordinateCACertificate_PathLen0_CSRPassthrough/V1

X509v3 S E

EREEREN [M CSR #%3%]

£33 [M CSR f%3%]

HARAR Critical, CA:TRUE, pathlen: 0
BINBARRE [3RE CAiEHH SKI]

£ & BAPRIRAF k4% B CSR]

CRL 7 R R* [M CA BLE = CSR f&i%]

*RBEERE CANBATY CRLAEMK , CRL ZRRFT2EEERP.
BlankSubordinateCACertificate_PathLen0_APICSRPassthrough/V17E X

BXZTEAERN—ME LR , 3/ BlankEndEntityCertificate_ APIPassthrough /V1 B E Yo

BlankSubordinateCACertificate_PathLen0_APICSRPassthrough/V1

X509v3 2% &

ERERREN [M API 5 CSR f&i%]

£} [M API 5 CSR f&i%]

BEARAR Critical, CA:TRUE, pathlen: 0
BB ARRRF [RB CA iE$F# SKI]

& ZARRA R4 B CSR]
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X509v3 & =1
CRL Z & R_* [M CA ELESL CSR f&i&]

*HEERE CARBAT CRLAERK , CRL 2 XA 2T EEERD,
BlankSubordinateCACertificate_PathLen0_APIPassthrough/V17E X

BRZTEHERN—MKRELR , 121 BlankEndEntityCertificate_ APIPassthrough /V1 BYE Yo

BlankSubordinateCACertificate_PathLen0_APIPassthrough/V1

X509v3 &3 E

ERAEEREN [M API 5 CSR fi%]

£ 21 [M API 2 CSR 1]

HARAR Critical, CA:TRUE, pathlen: 0
BB ARIRAF [5RB CAEHH SKI]

15 Fl & BAARIRAF [t B CSR]

CRL 7 R R* [M CA EiEf&ZiE]

BlankSubordinateCACertificate_PathLen1_APIPassthrough/V17E X

BXRZEAERN—REL , 219 BlankEndEntityCertificate_ APIPassthrough /V1 BIE Yo

BlankSubordinateCACertificate_PathLen1_APIPassthrough/V1

X509v3 S =l

EREZERBN [M API 5 CSR 1&i%]

£ [M API 5 CSR f&i%]

BEAERAR Critical, CA:TRUE, pathlen: 1
BREARIREF [RB CA iE$H# SKI]
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X500v3 S =l
& ZARRA k4B CSR]
CRL B & =* [M CA Bt Ef%i%]

*REEBRE CANBAT CRLEK , CRL 7 ARFT2BEEERF,
BlankSubordinateCACertificate_PathLen1_CSRPassthrough/V17E X

BRZTEHERN—KRELR , 121 BlankEndEntityCertificate_ APIPassthrough /V1 BYE Yo

BlankSubordinate CACertificate_PathLen1_CSRPassthrough/V1

X509v3 2 =l

EREERAEN [M CSR &3]

£33 [M CSR &3]

HARYGR Critical, CA:TRUE, pathlen: 1
BRERRAR [KE CAIEH# SKI|

& ZARRA R4 B CSR]

CRL # % K* [M CA ELE=R CSR 4&i%]

*HEXEEE CARNBAT CRLERK , CRLAEAT2BEEERF,
BlankSubordinateCACertificate_PathLen1_APICSRPassthrough/V17E X

BRZTEHERN—KRELR , 121 BlankEndEntityCertificate_ APIPassthrough /V1 B E Yo

BlankSubordinateCACertificate_PathLen1_APICSRPassthrough/V1

X509v3 S =)
EREEREH [M API 5 CSR 1£3%]
¥5 [M API 5 CSR 1£3%]
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X509v3 S5 ]

YN Critical, CA:TRUE, pathlen: 1
RIREBZARIRRF [k B CA IEHH SKI

1 Fl & BAARIRAF [t B CSR]

CRL # & =* [M CA BLE=k CSR f&i%]

*HEERE CARBAT CRLERK , CRL 2 RRF 2T EEERD,
BlankSubordinateCACertificate_PathLen2_APIPassthrough/V17E X

BXRZTEAERN —RES , 219 BlankEndEntityCertificate_ APIPassthrough /V1 BJE Yo

BlankSubordinateCACertificate_PathLen2_APIPassthrough/V1

X509v3 B8 =]

FERAEZEREN [M API 5 CSR f&i%]

& [M API 2k CSR #i%]

HARAYR Critical, CA:TRUE, pathlen: 2
BREARAR [RE CAIEH# SKI|

£ & BRAIRIRA k4 B CSR]

CRL 7 &K R* [M CA Bl Ef&iE]

*REEBRE CANBAT CRLEK , CRL 7 ARFT2BEEERF,
BlankSubordinateCACertificate_PathLen2_CSRPassthrough/V17E X

BXRTEABRN —MRIE S , 219 BlankEndEntityCertificate_ APIPassthrough /V1 BJE Yo
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BlankSubordinateCACertificate_PathLen2_CSRPassthrough/V1

X509v3 S8 ]

ERAEZEREN [M CSR 1&i%]

e [M CSR 1&i%]

HEARAYR Critical, CA:TRUE, pathlen: 2
BREARAR [RE CAIEH# SKI|

£ & BAIRRAF k4 B CSR]

CRL 7 K R* [M CABELES CSR 1&i%]

*HEERE CARBAT CRLERK , CRL 2 XA 2T EEERD,
BlankSubordinateCACertificate_PathLen2_APICSRPassthrough/V17E X

BRZEHERN—KREELR , 121 BlankEndEntityCertificate_ APIPassthrough /V1 B E Yo

BlankSubordinateCACertificate_PathLen2_APICSRPassthrough/V1

X509v3 2 =l

EREERAEH [M API 2k CSR #i%]

£33 [M API 2k CSR #i%]

HARYGR Critical, CA:TRUE, pathlen: 2
BRERRAE [KE CAIEH# SKI|

& ZARRA [R4EB CSR]

CRL # % K* [M CA ELE= CSR 4&i%]

*RAEEBRE CANBAT CRLAER , CRL ZRRTLBEEERTP,
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RAriEmE

BlankSubordinateCACertificate_PathLen3_APIPassthrough/V17E X

HRZEHERN—MKREER , 121 BlankEndEntityCertificate_ APIPassthrough /V1 B E Yo

BlankSubordinateCACertificate_PathLen3_APIPassthrough/V1

X509v3 2
EREZRABW
S

BEAXHR

BN EZRARRT
£ & BARRR

CRL 7 & R}*

=]

[M API 5 CSR %]

[M API 5 CSR %]

Critical. CA:TRUE, pathlen: 3
[3RE CAEHH SKI

[k B CSR]

[M CA BLE &%)

*RAEEBRE CANBAT CRLAER , CRL ZRRTLBEEERTP,

BlankSubordinateCACertificate_PathLen3_CSRPassthrough/V17E X

BHRZEHERN—KRELR , 121 BlankEndEntityCertificate_ APIPassthrough /V1 B E Yo

BlankSubordinate CACertificate_PathLen3_CSRPassthrough/V1

X509v3 2 =l
EREERAEN [M CSR &3]
£33 [M CSR &3]
HARYR Critical, CA:TRUE, pathlen: 3
BRERRAE [KE CAIEH# SKI|
& ZARRA [R4E B CSR]
CRL # % K* [M CA ELE= CSR 4&i%]
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*REEBE CANEBAT CRLAER , CRL ZRRT2BRHEERT,

BlankSubordinateCACertificate_PathLen3_APICSRPassthrough/V1E X

BRZTEHERN—KRELR , 121 BlankEndEntityCertificate_ APIPassthrough /V1 B E Yo

BlankSubordinateCACertificate_PathLen3_APICSRPassthrough

X509v3 S E

EREEREN [M API 5 CSR fi%]

£ [M API = CSR 1]

BHAAR Critical, CA:TRUE, pathlen: 3
BINBARRE [3RE CAIEH# SKI|

£ F & B HRRRT k4% B CSR]

CRL 7 R R* [M CA BLE S CSR f&i%]

*HEERE CARBAT CRLAER , CRL 2 XK F2ITEEERD,
CodeSigningCertificate/V1 X

FEALERTUNERATRBIZZWIESR, BUFRENRBERIES Amazon FA8 CA BEEAE
THIE CAEMEHNNRKBEEMRAER—EER, flln , FARBIENEFT Amazon loT AJLAERA
£ RABXZRIEP Amazon o8 CA HFHES AZE|, Amazon Certificate ManagerBXEZELE |, B
SHRRIBEEZW AR Amazon loT ? ARFKEAS ARBZEZIER,

CodeSigningCertificate/V1

X509v3 S8 =l

EREREREN [M CSR f&iZ]

F& [M CSR {&i%]
BEAXHYR CA:FALSE

B BARIAR [3R & CAEHHY SKI|
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Amazon FAHIEBME

RAriEmE

X509v3 2

£ & BARRR
RHRE

T REHRE

CRL 7 & K™

(=]

[k B CSR]

Critical, digital signature
Critical, code signing

[M CA BLE &%)

*REERE CARBRAT CRLERK , CRL 2R RT 2T EEERF,

CodeSigningCertificate_ APICSRPassthrough /V1 FIE X

IR B T CodeSigningCertificate /V1 LAz $F API 1 CSR EE(E,

CodeSigningCertificate_ APICSRPassthrough /V1

X509v3 2
EREZERBMN
ES}

EARLYR
BRNEZRARRF
£ & BAPRIRRF
ZHAAE
TREHARE

CRL Z# & _*

=]

[M API 2% CSR 1%i%]

[M API 2% CSR 1&i%]
CA:FALSE

[5RE CAiEHH SKI]
[ B CSR]

Critical, digital signature

Critical, code signing

[M CA ELE = CSR f&i%]

*RAEEBE CANEBAT CRLAR , CRL ZRKT LB HEERTP,

BARE X
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CodeSigningCertificate_ APIPassthrough /V1 BITE X

L8R5 CodeSigningCertificatetEiRMEE , BEE—IMKX3 : FUERP , MRERFREEY
BE , BZAPIRHEMY R’ Amazon 328 CA RBLIEH, ERPEENT BIRAES API FivY
o

CodeSigningCertificate_ APIPassthrough /V1

X509v3 S =l

EREZAEH [M API = CSR f£3&]
F5 [M API = CSR f£5&]
ERYR CA:FALSE
BREZEARRA [RE CA iE$# SKI]
£ & B AIRRA k4 B CSR]

FEARE Critical, digital signature
FRERAE Critical, code signing
CRL B & R* [M CA BLE £ %]

*HEEREBE CARBAT CRLERK , CRL 2 XRF 2T EEERD,
CodeSigningCertificate_ CSRPassthrough /V1 BIE X

RS CodeSigningCertificateBxME , EE—NMXF : ZERP , MRREREIRFEE
FERE , WHEPBZRIER (CSR) FREHAMY B Amazon A8 CA R B EH S, EHRPIEENY
RIAAKEE CSR BT &,

CodeSigningCertificate_ CSRPassthrough /V1

X509v3 Sk (!
FEAERABWN [M CSR 1&i%]
£ [M CSR &3]
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RAriEmE

X509v3 2
BEARHR

BN EZARRT
£ H & BARRE
ZHARAE
FrREHARE

CRL 7 & R}*

=1

CA:FALSE

[3kB CA iEHH SKI]
k4B CSR]

Critical, digital signature
Critical, code signing

[M CA BB CSR f£3%]

*REERE CARBAT CRLERK , CRL 7 RRFT 2BEHEERY,

EndEntityCertificate/V1 & X

BB A TN LumRE (HRERS T Web BRS 25 ) GIEIEH,

EndEntityCertificate/V1

X509v3 ¥
EREZABN
ES}

BEARGR

BN EZRARRF
£ & BARRR
RHRE

T REHRE

CRL 7 &R }*

(=]

[M CSR t&i#]

[M CSR f&i#]
CA:FALSE

[3RE CAIEHH SKI

k4B CSR]

Critical, digital signature. key encipherment

TLS Web RE 2 EHKIE, TLS Web BF % &

A

[M CA BLE &%)

BARE X
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*HEHEBEE CARBAT CRLAEK , CRL 2 ARF I ESEEMRT,

EndEntityCertificate_ APICSRPassthrough /V1 B9 E X
IR B T EndEntityCertificate /V1 LA API #1 CSR E&EE.

EndEntityCertificate_ APICSRPassthrough /V1

X509v3 S E

EAEZREN [M API = CSR f%i%]

£ [M API 2 CSR 1%i%]

BEARHYR CA:FALSE

BNEARRR [3RE CAiEHH SKI]

£ F & B HRRRT k4B CSR]

BEARE Critical, digital signature, key encipherment

rREARE TLS Web BR% 28 S A RIUE. TLS Web BF % &
B E

CRL # & R* [M CA Bl CSR 1&i%]

*REERE CARNBAT CRLER , CRL 7 EART 2B EEERP,
EndEntityCertificate_ APIPassthrough /V1 BYTE X

R SEndEntityCertificateEiRMRE , BE -1 X3l : HiERF , WRERPREET R
B, WBEZAPIFEAMY B Amazon #8 CA FBLIEH. WERFIEENT RALES AP HHVY
o

EndEntityCertificate_ APIPassthrough /V1

X509v3 S (=)
EREEREH [M API 5 CSR 1£3%]
F5 [M API 5 CSR 1£3%]
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X509v3 S =l

EARHR CA:FALSE

BREZERARIRA [RE CA iE$5# SKI]

£ & B APRRAF k4 B CSR]

BEARE Critical, digital signature, key encipherment

rRBHARE TLS Web FRF 2 FHARIE, TLS Web BF RS
B E

CRL B &R R* [M CA BLEEiE]

*HEERE CARBAT CRLERK , CRL 2 XA 2T EEERD,
EndEntityCertificate_ CSRPassthrough /V1 BIE X

WERSEnNdEntityCertificateEMRAERE , BEE—MX5 : EERD , IRARERRFEET B
%, NFEPBERFER (CSR) Ry EHAMY B Amazon #AF CA &R FEH P, ERTIEENT B
KREE CSR HHIT R,

EndEntityCertificate_ CSRPassthrough /V1

X509v3 B3 &

FERAEEREN [M CSR 1&i%]

B [M CSR f&i%]

EARLYR CA:FALSE

BN ZRARIRR [3RE CAIEHH SKI

& ZARRA R4 B CSR]

R AE Critical, digital signature, key encipherment

FEREARE TLS Web RS 2| EMKIE, TLS Web BEF % &
LT
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X500v3 S &
CRL %k &5* [M CA BLE D CSR 1&i%]

*REEHRE CARNBAT CRLEK , CRL 2 XKRT2ITEEERF,
EndEntityClientAuthCertificate/V1 E X

RS EndEntityCertificate (REF REBEHAMZELRE , LERRERSIHA TLS Web FF
i & A

EndEntityClientAuthCertificate/V1

X509v3 & =l

EREZAEN [M CSR %3]

X5 [M CSR f£3%]

EXHR CA:FALSE

BB ARRAF [RE CA iE$# SKI]

£ & B APRIRAF k4B CSR]

BEARE Critical, digital signature, key encipherment
rREBEARE TLS Web % /i & 13 10 iE

CRL % & &* [M CA BB CSR 1]

*REEEE CANBAT CRLER , CRL 2 X RT2TEEERTP,
EndEntityClientAuthCertificate_ APICSRPassthrough /V1 B E X

IR B T EndEntityClientAuthCertificate /V1 B33 API #1 CSR E&{E,
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RAriEmE

EndEntityClientAuthCertificate_ APICSRPassthrough /V1

X509v3 2
EREZERBMN
ES}

EARLYR
BRNEZRARRT
£ & BAPRIRRF
RHRE
TREHARE

CRL o & =*

|

[M API 2 CSR 1&i#]

[M API 5 CSR 4%i]

CA:FALSE

[KE CAIEH# SKI|

[4 B CSR]

Critical, digital signature, key encipherment
TLS Web &/ i & 135 1E

[M CA ELE = CSR f&i%]

*HEEEE CARBAT CRLAERK , CRL B4 RT 28 EEERF,

EndEntityClientAuthCertificate_ APIPassthrough /V1 BIE X

RS EndEntityClientAuthCertificate #iRMEE , BEE —K X5, ELERP , WRER
FARBET EA , MBS AP FEMT B Amazon A8 CA ZREEHH, WERFEENT BRL

BE AP Y R.

EndEntityClientAuthCertificate_ APIPassthrough /V1

X509v3 2
EREZERBN
ES}

EARLYR
BRNEZRARRRT
£ & BAPRIARF

=]

[M API = CSR f£3%]
[ API = CSR f£3%]
CA:FALSE

[3RE CAEHH SKI]
R4 B CSR]

BARE X
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X509v3 S =l

ZRAE Critical, digital signature, key encipherment
yrEREAAE TLS Web & F i & 4 % iE

CRL & &* [M CA Bt E1&i%]

*HEAEEE CARNBAT CRLEK , CRLZEAT 2BEEERF,
EndEntityClientAuthCertificate_ CSRPassthrough /V1 B E X

WS EndEntityClientAuthCertificate #iRME , BEE—K X5, FELERP , MERE
BiRPEETBR , WREBZRER (CSR) FHEMY B Amazon FAF CA ZEREREF, LER
FEENT BIBAEE CSR WY B,

EndEntityClientAuthCertificate_ CSRPassthrough /V1

X509v3 S =l

EREZREBW [M CSR f%i%]

£ [M CSR f%i%]

EARYR CA:FALSE

BREZEARRA [3R B CAEH# SKI]

£ & B APRIRAF [fk4 B CSR]

BEARE Critical, digital signature, key encipherment
rREARE TLS Web % F i & {3 36 1iE

CRL # K R* [M CA BLE = CSR f&i%]

*REERE CARBRAT CRLERK , CRL 2R RT 2T EEERF,
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RAriEmE

EndEntityServerAuthCertificate/V1 & X

WHERE EndEntityCertificate REY BRERAZE LR , WERFERSIFN TLS Web RS

=B ORI,
EndEntityServerAuthCertificate/V1

X509v3 &

EREZERBR

E&

ERAR

BB ARRAF

E & RARAR

ZHAAE

TREHARE

CRL Z & =_*

&

[M CSR f£i%]

[M CSR f£i%]
CA:FALSE

[3RE CA EHH SKI]
k4B CSR]

Critical, digital signature. key encipherment

TLS Web fRE-88 5 0 Wi

[M CA BLiE L]

*REEERE CARBAT CRLERK , CRL 7 RAF 2ZEEERY,

EndEntityServerAuthCertificate_ APICSRPassthrough /V1 #9E X

RS B T EndEntityServerAuthCertificate /V1 JAX#F API f1 CSR EE{E,

EndEntityServerAuthCertificate_ APICSRPassthrough /V1

X509v3 2 E
FEREZLAEN [M API 2 CSR f%i%]
F& [M API 2 CSR f%i%]
BERAR CA:FALSE
BRERRAE [3RE CAiEHH SKI]
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RAriEmE

X509v3 2

£ & BARRR
RHRE

T REHRE

CRL 7 & K™

(=]

[k B CSR]

Critical, digital signature. key encipherment
TLS Web ARS535 & 103 iE

[M CA BLE= CSR f&i%]

*RAEEBRE CANBAT CRLER , CRL ZRRTLBEEERTP,

EndEntityServerAuthCertificate_ APIPassthrough /V1 89 E X

IR S EndEntityServerAuthCertificate #iRkME , BEE—K X5, FELERD , WRER
FARBET ER , MBS AP FEMYT B Amazon A8 CA ZBREEHH., WERFEENT BREL

BE AP Y R

EndEntityServerAuthCertificate_ APIPassthrough /V1

X509v3 2
EREZRABW
EF&

BEAXHR
BNEZRARRF
£ & BARRR
ZPARE

T REHRE

CRL Z & R}*

=1

[M API 2% CSR #&3%]

[M API 2% CSR #£3%]

CA:FALSE

[3RE CAEHH SKI

k4 B CSR]

Critical, digital signature. key encipherment
TLS Web FRS5 88 & 1

[M CA BB &i%]

*RAEEBRE CANBAT CRLAER , CRL ZRRTLBEEERTP,

BARE X
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EndEntityServerAuthCertificate_ CSRPassthrough /V1 B9 E X

MRS EndEntityServerAuthCertificate BiR#ERE , BEE—K X5, ELERP , R KK
EiRFPEETBE , WFIERLERIFER (CSR) AR HEHMYT B Amazon FAF CA BIBENEHF ., HENR
HIEEMNYT BIHRAEE CSR T E.

EndEntityServerAuthCertificate_ CSRPassthrough /V1

X509v3 ¥ (]

EREZRAEN [M CSR %3]

F5 [M CSR 1&i%]

XL R CA:FALSE

BB AR AR [5R B CA iE$H#Y SKI]

EAEBARRRF [k B CSR]

BEARE Critical, digital signature, key encipherment
FREHRE TLS Web fi55 28 & 1 1iE

CRL Z R R* [M CA BLiE=L CSR fZi%]

*REEERE CANBAT CRLERK , CRL 2 XRT2ETEEERTF,
OCSPSigningiE$/V1 EX

FEAERTAER T OCSP MMNEHAMWIEF, RS CodeSigningCertificate #4R1E
B, AR BB EEREE OCSP EEMTARRBEE,

OCSPSigningilF $/V1
X509v3 S E
EREEREN [M CSR f%3%]
£33 [M CSR f%3%]
BEARHYR CA:FALSE
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RAriEmE

X509v3 2
BNEZRARRF
£ & BARIRRF
RHRE

T REHRE

CRL 7 &R R**

=1

[3RE CAIEHH SKI
[k B CSR]

Critical, digital signature
Critical, OCSP signing

[M CA BLEEi%]

*REEERE CARBRAT CRLERK , CRL 7 RASF 2B EERF,

OCSPSigningiE$_ /V1 BIE X APICSRPassthrough

IAEARY B T OCSPSigningiE $/V1 Ll APl 1 CSR EBE.

OCSPSigningiE$_ /V1 APICSRPassthrough

X509v3 S5
ERERAEN
FR

HEARAR
BRNZARIRG
5 A B BARAR
ZHHAE
rREHRE

CRL Z & _*

(]

[M API 2 CSR f%i%]

[M API 5 CSR &3]
CA:FALSE

[RE CA IEHH SKI|
k4B CSR]

Critical. digital signature
Critical, OCSP signing

[M CA EESK CSR f&i%]

*REEBRE CANEBRAT CRLAR , CRL ZRRT 2B HEERTP,

BARE X
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OCSPSigningiE#_ /V1 B9 X APIPassthrough

L1814k 5 0CSPSigningCertificate BiRMEE , B — KX 3. HUERP , MRERFPREEY
BAE , M@ API REMY B Amazon #28 CA REFEFH A, HERPEENT RBLES API
By R

OCSPSigningiE#_ /V1 APIPassthrough

X509v3 S =l

EREZAEH [M API = CSR f£3&]
F5 [M API = CSR f£5&]
ERYR CA:FALSE
BREZEARRA [RE CA iE$# SKI]
£ & B AIRRA k4 B CSR]

FEARE Critical, digital signature
FRERAE Critical, OCSP signing
CRL B & R* [M CA BLE £ %]

*QEERE CARBRAT CRLAER , CRL 7 EART 2B EEEIRP,
OCSPSigningiE$_ /V1 I E X CSRPassthrough

RS 0CSPSigningCertificate iR , EE—K X5, HHERFP , MRRERRFPIEE
FERE , WHEPBZRIER (CSR) FREHAMY B Amazon A8 CA R B EH S, EHRPIEENY
RIAAKEE CSR BT &,

OCSPSigningiE$_ /V1 CSRPassthrough

X509v3 Sk (!
FEAERABWN [M CSR 1&i%]
£ [M CSR &3]
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X509v3 S =l

BERHYR CA:FALSE

BB ARRAF [5RE CA iE$# SKI]
EAEBARRAF [k B CSR]

BEARE Critical, digital signature
FrRERRE Critical, OCSP signing
CRL 7 &K &* [M CABELES CSR 1&i%]

*QEERE CANBAT CRLERK , CRL 7 XaF 238 EERT,
18 CACertificate /V1 FEX

HERATMRBZEER CAIEP, CAIERESIE—NRBNERARYT R , R B CA FRRE
7 TRUE MEEEB A TMA CA EH, BIRARIEEBRRKE (pathLenConstraint) , B RIXAJRER

PR REMN RS R. BERRYT REHRAE , A LEF CAIEBAAE TLS BERRRRFH[ILEF. K
EECRLER , ENETERHEAZLRILES,

root CACertificate /V1
X509v3 2 (=]
EREZREBW [M CSR f&i%]
£33 [M CSR #3%]
EARHR Critical, CA:TRUE
£ & B HRART k4B CSR]
BHRE TREEE., BFZXE keyCertSign, CRL ZEH
CRL &R TER
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1R CACertificate _ APIPassthrough /V1 EEX
IRy B T Root CACertificate /V1 LA #F API BEE{E,

root CACertificate _ APIPassthrough /V1

X509v3 2K =l

EREERAEH [M API 5% CSR 4%i%]

& [M API 5} CSR 4%i%]

EARLYR Critical, CA:TRUE

BN ZARIRRF [M API &3]

£ ERARRA k4B CSR]

ZEA R L REZH, BFZXHA keyCertSign, CRL XH
CRL # & &* TEA

BlankRootCACertificate_ APIPassthrough /V1 B E X

WRABIEPERNZE | WA BAERIFE X.509 EARBWIEFR FHRABIEH, X2 Amazon #5458 CA
AR R B R RRIES |, BAIER API SN HERTEHENL . EFARY BEXERLREN CA
EH. NERTAR CAIEH , ZATRUEMRIEBER 258 H EHAERYRNE.

AU EAZ ANEBRERRMALFEREBHAE (KU) ENRIEH, Fla, BHEN

EAAEE EkeyCertSignMcRLSign , BEFFEEdigitalSignature, SHAIEZEH
BREBIUERBERTE , ZARIERERAWEE KU TR , HF KU AIARANXFHE
(digitalSignature, . . . . . nonRepudiation., keyEncipherment. dataEnciphermentkeyA
MdecipherOnly ) FEEM—1,

BlankRootCACertificate_ APIPassthrough /V1

X509v3 S (=)
EREEREH [M API 5 CSR 1£3%]
F5 [M API 5 CSR 1£3%]
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X509v3 S =]
HARYR Critical, CA:TRUE
55 & ZAPRAF k4 B CSR]

BlankRootCACertificate_ PathLen 0_ APIPassthrough /V1 B9E X
BEXRZAR CARIRN—KRESR , HSH??7

BlankRootCACertificate_ PathLen 0_ /V1 APIPassthrough

X509v3 S |

EREZREH [M API = CSR 4£i%]

31 [M API = CSR 4%i%]

HEARYR Critical, CA:TRUE, pathlen: 0
EREBARE [k4EE CSR]

BlankRootCACertificate_ PathLen 1_ APIPassthrough /V1 B93E X
BEXRZAR CARIRN—KRES , HSH??7

BlankRootCACertificate_ PathLen 1_/V1 APIPassthrough

X509v3 S |

EREZREH [M API = CSR 4£i%]

31 [M API = CSR 4£i%]

HEARYR Critical, CA:TRUE, pathlen: 1
EREBARE k4 E CSR]
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BlankRootCACertificate_ PathLen 2_ APIPassthrough /V1 B9 E X
BXRZAR CA R —RESR , HSH?2?2

BlankRootCACertificate_ PathLen 2_ /V1 APIPassthrough

X509v3 S5 ]

ERELRAEN [M API 2 CSR f&i%]

£ 41 [M API 2k CSR 4]

HEARAYR Critical, CA:TRUE, pathlen: 2
1 Fl & BAARIRAF [t B CSR]

BlankRootCACertificate_ PathLen 3_ APIPassthrough /V1 B9E X
BXRZAR CA RN —RESR , HSH??72

BlankRootCACertificate_ PathLen 3_ /V1 APIPassthrough

X509v3 S5 =]

EREZLRAEN [M API 5 CSR f&i%]

& [M API 2k CSR #i%]

HEARAYR Critical, CA:TRUE, pathlen: 3
1 Fl & BRI A [t B CSR]

/B CACertificate _ PathLen 0/V1 B9E X

HERATMARERKENNME CAILEH0, CAILEFRIE-—IMRENERARYE , Z¥ BFH CA
FRIREN TRUE BUSEILERB AR TH AR CAILES, FEFET BEAAE , UL CAERAETLS
&P R ARSS BRIE o

BRNEBRENESER  FERARENMEBENKELI R,
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Amazon FAHIEBME

RAriEmE

& CACertificate _ PathLen 0/V1
X509v3 2
EREZRABW
ES ]
BEXRHYR
R HAPRARF
£ & B ARRRT
BHRE

CRL 7 & R*

=]

[M CSR 1&i%]

%
[M CSR {&i%]

Critical, CA:TRUE, pathlen: @
[3RE CAIEHH SKI

k4B CSR]

Critical, digital signature, keyCertSi
gn . CRL sign

[M CA BLEEi%]

Y CAEENBA CRL AN , 4% CRL 7 R R B EFEAUERTAVIEHH,

T/ CACertificate _ PathLen 0_ APICSRPassthrough /V1 EEX

LERY B T ME X% CACertificate _ PathLen 0/V1 LA %% APl #1 CSR E @&,

N CACertificate _ PathLen 0_ /V1 APICSRPassthrough

X509v3 B8 &
EREZLRAEN [M API 2 CSR f&i%]
X5 [M API 5 CSR 1£3%]
HARYR Critical, CA:TRUE, pathlen: 0
BRIRBZARIREF [5RE CA E$# SKI]
£ f & BRI AR [k* B CSR]
A E Critical, digital signature, keyCertSi
gn . CRL sign
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X509v3 2 (=]

CRL ok &5* [M CA Bt E = CSR 1&iE]

*QEERE CARBRAT CRLAER , CRL 7 ARFT 2B EEEIRP,
/& CACertificate _ PathLen 0_ APIPassthrough /V1 EEX
WY B’ T MEB <% CACertificate _ PathLen 0/V1 A X APl EEE,

& CACertificate _ PathLen 0_ /V1 APIPassthrough

X509v3 S (=]

ERERREN [M API 5 CSR f&i%]

R [M API % CSR 1&i%]

HEARAR Critical, CA:TRUE, pathlen: 0

RIZ PR IREF [3R B CA EHH SKI]

£ F & E AR IR AT [k4 B CSR]

RAAE Critical, digital signature, keyCertSi
gn . CRL sign

CRL Z# & _* [M CA BLEf&iE]

*HEERE CARBAT CRLAERK , CRL 2 XRAF2TEEERF,
& CACertificate _ PathLen 0_ CSRPassthrough /V1 X

iR 5SubordinateCACertificate PathLen0#Etxr#E , BEE—IMX5 : EibiEtR+® , R X
EERFEET ER , WFEPERIER (CSR) R EMY E Amazon A8 CA B RiEH A, &
WPEENT BHRAEE CSR W E,

(® Note
B BENK T B CSR AIIE Amazon FoH CAAERBIE.
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B CACertificate _ PathLen 0_/V1 CSRPassthrough

X509v3 ¥ (]

EREZRABW [M CSR {&i%]

F& [M CSR f&i%]

HEAERAR Critical, CA:TRUE, pathlen: 0

BB ARRRT [k B CA IEHH SKI]

£ & BRI IRRF [k B CSR]

ZAAE Critical, digital signature, keyCertSi
gn . CRL sign

CRL 7 R R* [M CA BLE S CSR f&i%]

*QEERE CAKNBAT CRLERK , CRL 2 AXRFT 2T EFEAERMARIESH,
T8 CACertificate _ PathLen 1/V1 BIE X

HERATMABRERKEANMNE CAULBl, CALEBSE—MRENELRARYT E , 2 BFH CA
FRIREN TRUE UEELEBTATHAR CAILEH, T2RET BREHAAE , UL CAIERAE TLS
&P im AR SS BRIE o

BRNEBENESFEER , BERARENIRENKEL R,

& CACertificate _ PathLen 1/V1

X509v3 ¥ (=]

EREZLAEN [M CSR 1&i%]

R [M CSR f&i%]

BEARAR Critical, CA:TRUE, pathlen: 1
BRI [KE CAIEH# SKI|

& ZARRA R4 B CSR]
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X509v3 S =)

BEARE Critical, digital signature, keyCertSi
gn . CRL sign

CRL # & _* [M CA Bt E1&iZ]

*REERE CANBAT CRLAER , CRL 7 X RT 2T EEEARERMEMIERP,
T /& CACertificate _ PathLen 1_ APICSRPassthrough /V1 & X

gy B T MB X% CACertificate _ PathLen 1/V1 LA #F API #1 CSR EEE.

/& CACertificate _ PathLen 1_/V1 APICSRPassthrough

X509v3 & (]

EREZABW [M API 5 CSR f&i%]

£ [M API 2 CSR 1%i%]

BERYR Critical, CA:TRUE, pathlen: 1

BB ARRRF [5RB CA IEHH SKI]

£ F & BARIRAF [k 8 CSR]

RAAE Critical, digital signature, keyCertSi
gn . CRL sign

CRL 7 R R* [M CA BLE = CSR f&i%]

*REERE CARNBAT CRLAER , CRL 7 EART 2B EEEIRP,
T CACertificate _ PathLen 1_ APIPassthrough /V1 EEX

LERY B T MB <% CACertificate _ PathLen 0/V1 A% #F APl E&EE,

ERE X MRS latest 331



Amazon FAEIEBME N AriEE

'~ & CACertificate _ PathLen 1_/V1 APIPassthrough

X509v3 2K =l

EAEZRAERN [M API 5k CSR #i%]

& [M API 2k CSR #i%]

HEARAYR Critical, CA:TRUE, pathlen: 1

BB ARIREF [5RE CAEHH SKI

£ ERARRA k4 B CSR]

RPAE Critical, digital signature, keyCertSi
gn . CRL sign

CRL 7 R R* [M CA Bl Ef&iE]

*HAEERE CARBAT CRLAER , CRL 2 XK F2TEEERF,
T & CACertificate _ PathLen 1_ CSRPassthrough /V1 & X

MR ESubordinateCACertificate_PathLenliE#x4EE , BE—1 X3 : FLEKRF , MR XK
EERPEET RS , WFEPERENR (CSR) FHEMY E Amazon 48 CA BREEH A, E
WRPEENT BHBAEE CSR AT R,

® Note
EBENKM T R CSR L% Amazon #4H CASER I,

& CACertificate _ PathLen 1_/V1 CSRPassthrough

X509v3 S E

EREEREN [M CSR f%3%]

£33 [M CSR f%3%]

HARAR Critical, CA:TRUE, pathlen: 1
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X509v3 S =l

BRBZARIREF [5RB CAiEHH SKI]

FHEZARRA R4 B CSR]

ZPAE Critical, digital signature, keyCertSi
gn . CRL sign

CRL Z# & =_* [M CA ELE= CSR 1ZiZ]

*QEERE CAKNBATY CRLERK , CRL 7 A RF 2T EFEAMERMAIERH,

B CACertificate _ PathLen 2/V1 BIE X

ERATMEABEEEN 2 WMNE CAIEH, CAUEREE— N XBHRNELRLYRTE , 2V BTN
CA ZRIZEN TRUE LB EIEBAATMA CAIEP, TV BRAHAZE , UL CAEBAKE
TLS BEF mE RS e EH,

BRNEBRENESER , FERARENMEBENKELIR,

T8 CACertificate _ PathLen 2/V1

X509v3 B3 &

FERAEEREN [M CSR 1&i%]

£33 [M CSR f&i%]

HEARHYR Critical, CA:TRUE, pathlen: 2

BN ZRARIAR [3RE CAIEHH SKI

FHEZARRA R4 B CSR]

RPAE Critical, digital signature, keyCertSi
gn . CRL sign

CRL B K R* [M CA ELEf&iE]
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*RAEEERE CARBAT CRLEARK , CRL ZRR/AS 2B EEEALERFAMIESF,

T & CACertificate _ PathLen 2_ APICSRPassthrough /V1 X
WENRY B T ME xR CACertificate _ PathLen 2/V1 L ¥ API #1 CSR EE{E,

& CACertificate _ PathLen 2_ /V1 APICSRPassthrough

X509v3 & (]

EHEZREBW [M API 5 CSR f&i%]

£ 21 [M API 5 CSR 4£i%]

BEAERAR Critical, CA:TRUE, pathlen: 2

BB AR AR [k B CA IEHH SKI]

5 f & BRI AR [lk4 B CSR|

BEARE Critical, digital signature, keyCertSi
gn . CRL sign

CRL 7 R R* [M CA BLE = CSR f&i%]

*REERE CARNBAT CRLER , CRL 7 EART 2B EEERP,
T CACertificate _ PathLen 2_ APIPassthrough /V1 & X
WEARYT B T MIE XX CACertificate _ PathLen 2/V1 S X ¥ API BEB{E,

T/ CACertificate _ PathLen 2_ /V1 APIPassthrough

X509v3 S E

FEREZLAEN [M API 2 CSR f%i%]

F& [M API 2 CSR {%i%]

BEARAR Critical, CA:TRUE, pathlen: 2
BRERRRE [3RE CAiEHH SKI]
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X509v3 S =l

£/ & B AR [k~ B CSR]

PR E Critical, digital signature, keyCertSi
gn . CRL sign

CRL 7 K R* [M CA Bt Ef&i%]

*RBEERE CARNBATY CRLEMK , CRL ZRRT2EEERP.
T/ CACertificate _ PathLen 2_ CSRPassthrough /V1 EEX

iR SSubordinateCACertificate PathLen2#Eik#E , EE—IMX 3 : EiiERTD , MEX
EERPEETER , WFEPERIER (CSR) R EMY E Amazon #A%F CA B REH A, b
WMPIEENT BRABEE CSR T B,

(® Note
B EENK T B CSR AIIE Amazon FoH CAAERBIE,

B CACertificate _ PathLen 2_ /V1 CSRPassthrough

X509v3 B3 &

FERAEEREN [M CSR 1%i%]

B [M CSR f&i#]

HARYR Critical, CA:TRUE, pathlen: 2

BNZRARIRRF [3RE CA EHH SKI

FHEZARRA k4B CSR]

FERE Critical, digital signature, keyCertSi
gn . CRL sign

CRL % & &* [M CA ERB=X CSR 1£3%]
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*RAEEERE CARBAT CRLEARK , CRL ZRR/AS 2B EEEALERFAMIESF,

T B CACertificate _ PathLen 3/V1 BIE X

HERATMAREREN 3HME CALEH, CAUEBEBE—NMRBNEFRARTE , 2V BTN
CA FERIREN TRUE IEEUBAITATFMA CAEH. FEET BEHAZE , UL CAEFAE
TLS &P im sk AR S5 BRI+,

BRNEBRENEZER , FERRENMEBENKEL R,

& CACertificate _ PathLen 3/V1

X509v3 S E

EREEREN [M CSR f%3%]

£33 [M CSR f%3%]

HARAR Critical, CA:TRUE, pathlen: 3

BINBARIRE [3RE CAiEHH SKI]

£ & BAPRIRAF k4% B CSR]

B RE Critical, digital signature, keyCertSi
gn . CRL sign

CRL 7 K R* [M CA Bl Ef&iE]

*REERE CANBAT CRLERK , CRL 2 XRT LB EEFEAIERMAEWIER S,
T & CACertificate _ PathLen 3_ APICSRPassthrough /V1 X
LR R’ 7 MIE X% CACertificate _ PathLen 3/V1 JA# API fl CSR EEE,

/& CACertificate _ PathLen 3_ /V1 APICSRPassthrough

X509v3 S =)
EREEREH [M API 5 CSR 1£3%]
¥5 [M API 5 CSR 1£3%]
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RAriEmE

X509v3 2
BEARHR

BN EZARRT
£ H & BARRE
ZHARAE

CRL 7 & R*

(=]

Critical, CA:TRUE, pathlen: 3
[3kB CA iEHH SKI]

k4B CSR]

Critical, digital signature. keyCertSi
gn . CRL sign

[M CA ERB SR CSR #43%]

*RAEEBRE CANBAT CRLAER , CRL ZRRTLBEEERTP,

T/ CACertificate _ PathLen 3_ APIPassthrough /V1 FEX

HERY B T ME XX CACertificate _ PathLen 3/V1 L% APl E&E{E.,

'~ & CACertificate _ PathLen 3_ /V1 APIPassthrough

X509v3 ¥
EREZABW
ES]

BERYR

BN EZRARRT
£ & BAIRIAR
RHRE

CRL Z & _*

=]

[ API = CSR f%3%]

[ API Z CSR f£3%]

Critical, CA:TRUE, pathlen: 3
[3RE CAIEHH SKI

k% B CSR]

Critical, digital signature. keyCertSi
gn . CRL sign

[M CA BLiEfEi%]

*REEBE CANEBAT CRLAR , CRL ZRKT LB HEERTP,

BARE X
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T/ CACertificate _ PathLen 3_ CSRPassthrough /V1 EEX

iR S5SubordinateCACertificate PathLen3#ik#E , EE—IMX3 : EibiEtR® K MEX
EERFIEETER , NFEPERIER (CSR) R EMY E Amazon A8 CA B RiEH A, i
WPIBEENT BRABE CSR T B,

(® Note
SEETENKIYT EBH CSR AME Amazon FAH CAAERBIE,

& CACertificate _ PathLen 3_ /V1 CSRPassthrough

X509v3 S E

EREEREN [M CSR f%3%]

£33 [M CSR f%3%]

HARAR Critical, CA:TRUE, pathlen: 3

BINBARIRE [3RE CAiEHH SKI]

£ & BAPRIRAF k4% B CSR]

B RE Critical, digital signature, keyCertSi
gn . CRL sign

CRL # & =* [M CA BLE=k CSR f&i%]

*RAEEBRE CARBAT CRLEAR , CRL ZRAS 2L EEAERFAKIESF,
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Z 2% Amazon FAB I A M1

R4 Amazon BREFZE, N Amazon BF , B USRTERNREARASHLLBBBEALNE
RMAEOBEHR ORI MELEN,

ZE2RNTHEEE Amazon BFRE. TERXEENREFERANCHLZEENEPNR SN

« =EE — Amazon TR E Amazon =HIZ1T Amazon IRFHEMZEN, Amazon ik R H
AZEFERANERS. EAN—HD , FE=ZAFFIHIEHMNRZMNBIERNZEHNER M. ETHER
TFHEHITR Amazon FRABEIEPMANY , FSHE “RERNITRIXI 2 X 2 ESEE",

« DIRRE-ENREBREEM Amazon BERE. BEFENHMEARMNT , SHEEN BRI
., BRANERANERREREN,

AR AYAH B T SRE R AN A 5B RERE Amazon FAF CA. MU T EBEEN B an{st 1T E
& Amazon #AF CA LUB RN R NEN BT, BEFEI WAEAEAM Amazon Web Services
RS FiEREIZERMRF AR Amazon 3AF CA BiR.

F&

» Amazon FAHFIE P M A HLH Identity and Access Management ( 1AM )

- BIKFIHRIAZEKF N ZLRESEE CAs

- FHEERT Amazon FAEIE B M EHH

« Amazon FAHIERMAANMH ERERIE

- FHEMIZEZ S Amazon FAFIEBME N

« Amazon FAHIEF AL /= CP/CPS HES

Amazon FABIEH I AL |dentity and Access
Management ( IAM )
A Amazon A8 CA FE Amazon A TXEMNER#ETEMRIENIER. ATEBFHANFTW

Al Amazon Identity and Access Management (IAM) 833 #28 &l i 7] LA (@) FA G IE B 0 & 189 (CAs)
SREBHRIPFABIEB MK ()0

£# Amazon #AF CA , BEANEERFERIUEPBMANME (CA). BHERZEFNENIE CA TH
Amazon ZRABF (ARN) RiriR |, BROT,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction.html
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arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566

RBEFFIE &R LZE Amazon BRI Amazon Ik P E LA, AT RHIEEE T B0 TERE,

o WREHE AL Amazon Web Services IR AP IE B EIEZFAHE CA , MR Amazon Ik REZ
CA.

/A Important
o RMNAFZEWAEH Amazon Web Services IR K812 CAs,
- BMAZNBWERELHNERAZREZEFHRIE (MFA), Amazon A8 CA

« WREE Amazon IKF R EIE IAM AP, MA@ AP RTIZLE CARNNR, ER , ZRA/
FRIEHYIK A% CA,

« WREE Amazon IKF FEIE IAM BEARTHZNLE CANNR , WE[EBIEEZARHA
ALl CA, ER , ZABHENKSHAIZLAE CA

RRRMEAMEW R AT R BLERAR, LT Iie/ A eI 2R PR R w8y /] AR5,

® Note

AL TEN LT XHFER IAM Amazon A8 CA. XEFREEX IAM RFZWFAE
B, BXZTEMN IAM X, 5ZH IAM AF 1. BX IAM policy BZEMZBANER , S
¥ Amazon IAM Policy &%,

Amazon FAH CA API #/EFR R

HIRELIT R IE IAM S 08915 R MNRERE (ETHSONEE ) &, T8 TRENSE. &
FEYE —FIFH T 81 Amazon FAH CA APIRME, BT BEREEE Action TEPEEREF. FR
RS RHRH SN E B

Amazon FA%§ CA API #1E P 5 R X BR R
CreateCertificateAuthority acm-pca:CreateCert arn:aws:acm-pca: us-
ificateAuthority east-1 :111122223
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Amazon FAEIE B MK LA

RAriEmE

Amazon #,F& CA API &1

CreateCertificateAuthorityA
uditReport

CreatePermission

DeleteCertificateAuthority

DeletePermission

PREBHY PR

acm-pca:TagCertifi
cateAuthority ({X7E
BT EIREN CARSTE
)

acm-pca:CreateCert
ificateAuthorityAu
ditReport

acm-pca:CreatePerm
ission

acm-pca:DeleteCert
ificateAuthority

acm-pca:DeletePerm
ission

BIR
333 :certificate-
authority/ 11223344-

1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

API 1R

MRS latest 341
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https://docs.amazonaws.cn/privateca/latest/APIReference/API_CreatePermission.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_DeleteCertificateAuthority.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_DeletePermission.html

Amazon FAEIE B MK LA

RAriEmE

Amazon #,F& CA API &1

DeletePolicy

DescribeCertificateAuthority

DescribeCertificate Authorit
yAuditReport

GetCertificate

GetCertificateAuthorityCert
ificate

PREBHY PR

acm-pca:DeletePolicy

acm-pca:DescribeCe
rtificateAuthority

acm-pca:DescribeCe
rtificateAuthority
AuditReport

acm-pca:GetCertifi
cate

acm-pca:GetCertifi
cateAuthorityCerti
ficate

RIR

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566
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https://docs.amazonaws.cn/privateca/latest/APIReference/API_DeletePolicy.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_DescribeCertificateAuthority.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_DescribeCertificateAuthorityAuditReport.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_DescribeCertificateAuthorityAuditReport.html
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Amazon FAEIE B MK LA

RAriEmE

Amazon #,F& CA API &1

GetCertificateAuthorityCsr

GetPolicy

ImportCertificateAuthorityC

ertificate

IssueCertificate

ListCertificateAuthorities

PREBHY PR

acm-pca:GetCertifi
cateAuthorityCsr

acm-pca:GetPolicy

acm-pca:ImportCert
ificateAuthorityCe
rtificate

acm-pca:IssueCerti
ficate

acm-pca:ListCertif
icateAuthorities

RIR

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

TEH
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RAriEmE

Amazon #,F& CA API &1

ListPermissions

ListTags

PutPolicy

RevokeCertificate

TagCertificateAuthority

PREBHY PR

acm-pca:ListPermis
sions

acm-pca:ListTags

acm-pca:PutPolicy

acm-pca:RevokeCert
ificate

acm-pca:TagCertifi
cateAuthority

RIR

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

TEH

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566
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Amazon FA%§ CA API #1E P 5 R X BR R
UntagCertificateAuthority acm-pca:UntagCerti arn:aws:acm-pca: us-
ficateAuthority east-1 :111122223

333 :certificate-
authority/ 11223344-
1234-1122-2233-112

233445566
UpdateCertificateAuthority acm-pca:UpdateCert arn:aws:acm-pca: us-
ificateAuthority east-1 :111122223

333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

ERHEBANR , ERENRAS, AHAEFNNR
- BEHOREEE IAM RIEENAF

HRERTERBARINAES, R (AM APl TANE=SSHEREIEAS (KA
SHRIE ) BB B RETIRAE.

« IAM AF :

- QREMASTLEENAE, KB (AM ASEE) B IAM A 0lR A G aHE TR,

(THEER ) FREEZMNIAFRASAMMEAFE, BB (AM AFERE) REfr
AP FR (#EHE ) AR B TR,

Amazon B R

Amazon FAF CA AiF—4H5EAF Amazon B2 Amazon #AE8 CA R. AFMFITANTENIEER
B&, T HRIXLEIRBE O] LAREBYIRSSME B T E R RE,

EERTEYENEMRE , LEFEAEEFNRHRERDB,
AWSPrivate CAFullij [a] £ bR

RTFTZREINERES,
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BXEFBEMEEN JSON FIEK |, EFSFEAWSPrivateCAFullif A1 X BR

AWSPrivateCARead R
BFERT RiE AP B2EMNTHRINER,

BRRBFHMESZH JSON & , i§3H “AWSPrivateCARead X R,

AWSPrivateCAPrivilegedUser

RTFHRMBE CAIULBRIIIEE. WREIXBHMERINE , TRMARLRRIEILES. MREUser K
WA EHEF o

BXRERIFHMESH JSON JFk , HSFHAWSPrivateCAPrivileged A o

AWSPrivateCAUser

BFMANMBELREZAIERBHINEE, LREZEEEIEE , TREMA CAEH, NER
SPrivilegedUser R BE B B HE 5 o

BEXRERBIFMEER JSON 5k | S HAWSPrivateCAUser,

AWSPrivateCAAuditor
BFX Rk AP RIEMIHRINBEMERK CA FitIREHNR,

BXRRBIFMEER JSON %Ik | S HAWSPrivateCAAuditor,

AWSPrivateCAConnectorForKubernetesPolicy
7 Kubernetes Amazon #AF CA E#ZESBRTFEEANR,

BXREREIFMESH JSON FIEK |, HSFAWSPrivateCAConnectorForKubernetesPolicys

H+E Amazon & REXE#H Amazon FAE CA

ETXRP , EEHRSTHREBERXLEERLL Amazon FAFE CA KH Amazon IEE R EFHIFME
B, BEREBAXMEEXN B5IIREE Amazon FAF CA , BT X HH £ 12T H LM RSS feed,
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https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSPrivateCAFullAccess.html
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Amazon FAHIEBME

RAriEmE

REARBENR

BX
¥R : AmazonFh A

CAConnector ForKubern
etesPolicy

Amazon#h A CAPrivileged A F°
1 AmazonFA A CAUser -E2 &
FTBUR

HMRBERHS

e Amazon PrivateCA
FullAccess

* Amazon PrivateCA
ReadOnly

e Amazon PrivateCA
PrivilegedUser

* Amazon PrivateCA
Auditor

e Amazon PrivateCAUser

EFREERE

DU

BIATHHIEERE K BATE
AT Kubernetes #J Amazon
FAE CA EEES,

StringlLike i
HNArnLike, StringNot
Like HArnNotLike .

B THER amn LB EBEE
ffarn:aws:acm-pca:::
template . arn:aws:a
cm-pca:*:*:template

REEBMBIBREM Amazon

CertificateManager
PrivateCA EX&H
Amazon PrivateCA .

WRERIF T,

B

20255 A19H

20251 H22H

20232 A 13 H

ERBRESE , FOEREH Amazon Web Services Il AF 52 E3) Amazon , ‘23 Amazon
8 CA, MAEMEA Amazon Identity and Access Management (IAM) €12 IAM AP, IAM & &8k
ERF. tIEEERAHEESAMEHAP, RAEENEEAER. REFERHERIMEMA,,

BERRERMK
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FIMNREXREVNENIELSAFNEFEEDN IAM policy. EFRENKEEETENET SR

B3R TR BE | IBAT LU LR BE K IR Amazon IKF RSP, A, KRR TREHA,
U ITIEIEER Amazon FAH CA #1E,

TENRAZEFIEEREATFRAFAE CA Fitiig, XRE—NRAl, RAILLEREAREEN
Amazon A CA #1E. BXEZRH| |, BESHNE K,

BBREFRERE

1. £/ Amazon EE RMNFEILEF IAM 2§ 5,
2. EEFENSMERSD , EERE,

3. ERIEBKM,

4, 1% JSON &I+,

5. SHILTEREAEMEI RERTD,

JSON
{
"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action":"acm-pca:CreateCertificateAuthorityAuditReport”,
"Resource":"*"

}

]
}
6. EEREFEXRE.
7. XFHEF, BA PcaListPolicy,
8. (Wik) AR,
9. EFOIER,

EIE R A LUK SR B N EMEA IAM B P BABR &I F P AT BAHUATRY Amazon A8 CA #B#4F. Bx M AR
KRG E  FSHE (AM AFER) PRESIAM AFBRER,
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PR B oK g

NERREEHZLBRNEENRE , SMNEERATAR. 48ACF., UTRERAHAHMFD
ELH 4T Amazon A5 CA BREMINR. BXABKEBHN —MKREER , 25 (IAM AF1ERM) https://
docs.amazonaws.cn/IAM/latest/UserGuide/ P M A N EX K k. BRI LAERA Amazon Web Services &
Ei#E A, Amazon Command Line Interface (Amazon CLI) % IAM API 3R 612 F#: A R BX R B .

/A Important
BiEANBUEEFRNEAZEEZESHBRIE (MFA), Amazon FAF CA

FH

« FAE LT CAs

- REFE CAILEP

« SATLE CAIES

- MIBRFE CA

 Tag-on-create : fEBIE CA FCRIFRZMINE CA
+ Tag-on-create: ZR#xiIC

s FERMSEFIXNTAE CA Wi RR

- RiFiHEMER Amazon #AF CA

« E2HEER Amazon #AF CA

#H L™ CAs
LUTREATFAFSEKF CAs FRFIEFAA,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm-pca:ListCertificateAuthorities"”,
"Resource":"*"
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}

KERILE CAILES

LT REAFRAPRRGENTLE CAIEH,

JSON
{
"Version":"2012-10-17",
"Statement":{
"Effect":"Allow",
"Action":"acm-pca:GetCextificateAuthorityCertificate",
"Resource":"arn:aws:acm-pca:us-east-1:123456789012:cextificate-
authority/CA_ID/cextificate/certificate_ID"
}
}
S AFE CAIUH

LTREARTRAFSATLE CAILEH,

JSON

"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
"Action":"acm-pca:ImportCertificateAuthorityCertificate"”,
"Resource":"arn:aws:acm-pca:us-east-1:123456789012:cerxtificate-
authority/CA_ID/cextificate/certificate_ID"
}
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RAriEmE

i BRFAHE CA
U5 A5 A P RS ERFAE CA,

JSON

"Version'":"2012-10-17",

"Statement":{
"Effect":"Allow",
"Action":"acm-pca:DeleteCertificateAuthority"”,

"Resource":"arn:aws:acm-pca:us-east-1:123456789012:cextificate-
authority/CA_ID/cextificate/certificate_ID" }
}

Tag-on-create : £ 8|2 CA B F#rE ki tnZEl CA
TR ATFRAFESE CA BENARE,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Action": [
"acm-pca:CreateCertificateAuthority”,
"acm-pca:TagCertificateAuthority"

]I

"Effect": "Allow",

"Resource": "*"

Tag-on-create: ZR#¥rIC

LR tag-on-create SR BE 22 |E1E 62 CA HAEI £ A Z4AEXT Environment=Prod, 518 H b E Xt 3t

(REINT

P BR SR A
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm-pca:*",
"Resource":"*"
}I
{
"Effect":"Deny",
"Action":"acm-pca:TagCextificateAuthority",
"Resource":"*",
"Condition":{
"StringEquals": {
"aws :ResourceTag/Environment": [
"Prod"
]
}
}
}
]
}

FEARSEFNFAE CA BIFRINER
LT R AT EAREX Env CAs ironment= #1714, PreProd B ER#18 CAs B E MR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"acm-pca:*"
1,
"Resource":"*",
"Condition":{
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"StringEquals":{

"aws :ResourceTag/Environment": [
"PreProd"

]

}

}
}
]
}

HiEiH R EE Amazon FAF CA

LU R o VF R P #R M 5 A IE B MR AR H R R CA EHMIEHEE,

JSON

:DescribeCexrtificateAuthority”,
:DescribeCertificateAuthorityAuditReport”,

ListCertificateAuthorities",
ListTags",
GetCertificateAuthorityCertificate”,

:GetCertificateAuthorityCsx",
:GetCertificate"

{
"Version":"2012-10-17",
"Statement":{

"Effect":"Allow",

"Action":[
"acm-pca
"acm-pca
"acm-pca:
"acm-pca:
"acm-pca:
"acm-pca
"acm-pca

]I

"Resource":"*"

}
}

524215 EX R Amazon #A%8 CA

BUT KB S ¥ R P AT R Amazon #AH CA #1F,

P BR SR A
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": [
"acm-pca:*"
]I
"Resource":"*"
}
]
}

Bk FPIFRIFAZEKFNEERIESXE CAs

Amazon #A5 CA BE A ALA5 %2 — Amazon Web Services KF N BEERFHNEFEA (AP, At
£ )HE CA. WEIAEZRER , EFEATLER Amazon FAF CA = Amazon Certificate Manager
BREAEPMRREAEFLER,. ZEREATUER CABIMAME CA I Amazon FAF CA.

/A Important
B P17 =P iR WIEB AKX AR IESR Amazon 1K HET.

HEX CAWIFREIMANPER , Amazon #AH CA BE A A LLUERUATE—7E :

_-_

£ Amazon Resource Access Manager (RAM)  CA EA R REEMKFHNERARE 2 H ——Tz
Amazon Organizations, RAM 2K #£ = Amazon BRHIRHESZ. X RAMMWEZER
2 (Amazon RAM BAF$RI) hitps://docs.amazonaws.cn/ram/latest/userguide/, < Amazon
OrganizationsIEZfE L. , 12 H Amazon Organizations A $§F.

« {#/H Amazon ¥AFH CA API = CLINEFRFENRBIHINE CA, NTTREMKFHNEREAR T
|E.H=X|3Eo ﬁ*%%{nzux y ylﬁ'—.l g%ﬁ/ﬁmﬁmﬁo

RIERRVEHIXNFAE CA NIRRT HEEKS MEBIKS CAs ZRPRTFIHRENRE TR
o

B 0K 7 177 18] MRS latest 354
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Amazon FAEIEP M & H118 ArfEm
BT R IRAY KB

ETHREFENREZENEHFHMME TR (ERGRRFAE CA) MFARAFSHRACLHNER
KBE, HEF , SHUEB SRR , TWEEA Amazon FEE KB Amazon A8 CA. &Y Amazon
RAM MAETHRHIKE , Amazon FAF CA B A A AE#Z BN Amazon Organizations5H

ft2 Amazon Ik~ YA HEX CA BWIFRINR, & , Amazon FAF CA BEE R A LAFER PCA,
APIsPutPolicy, GetPolicy# , s8R Amazon CLI @54 p ut-policy DeletePolicy, get- policy #1 del
ete-pol icy SR AMEREE T RIFRA K,

BRETRRNRBN—RES , BSRETET B ORI RBANE T 5 IR KBS M 6858 R I 26T,

EEEMNETERM Amazon FEEEXKEIIER Amazon FAH CA , i§5#1%] Amazon Resource Access
Manager 24| & P ITENRE , REE R, CertificateAuthority SAEMEREE—8 | ERA 28 , AT
BWEN R BERNAZER , LBRETFEENEKL,

Amazon Certificate Manager (ACM) X¥#A%5 CA EEEBEKF X ZHF RN AF TUMA R CA £EW
REILED, BKFHAEZETRRRERRS , R8T R T L imKAIUEBER

» EndEntityCertificate/V1

» EndEntityClientAuthCertificate/V1

« EndEntityServerAuthCertificate/V1

* BlankEndEntityCertificate_ APIPassthrough /V1

+ BlankEndEntityCertificate_ APICSRPassthrough /V1

« & CACertificate _ PathLen 0/V1

SR R
AHRBTHAEEHERNEKRS KERE. EFFEHERT  MEMAUT R SENRNAKE

$ aws acm-pca put-policy \

--region region \

--resource-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--policy file:///[path]/policyN. json

BRTHE CAK ARN 24 , BB RERM—D Amazon I ID 5 —MNFHIE T3 CA RIiH R ERAY
Amazon Organizations ID, A TETFFEE , U TENEREEK JSON EHEAE XL N X H |, BHAER
MEk CLI S8R,
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https://docs.amazonaws.cn/privateca/latest/APIReference/API_DeletePolicy.html
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https://docs.amazonaws.cn/cli/latest/reference/acm-pca/delete-policy.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_controlling.html
https://console.amazonaws.cn/ram/home#Permissions:
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® Note

M REBREAOTAIRNET JSON BRNRENE . BEFREEREZRAN ID FE&
( Amazon k&5 Org Amazon anizations ID ) 1 CA ARNs o

1. X : policyl.json - SFREKFFHAFREES CA BIERIRE
5555555555558 A= CA 9 Amazon 1K ID,

NFHERARN , EACECHEBRUATHRE

« aws-7 Amazon X, #l#l, aws, aws-us-govaws-cn, %,

« us-east-1-&RA A Amazon BiX | Hlflus-west-1,
111122223333-FIRFIBEEMN Amazon Ik 1D,
11223344-1234-1122-2233-112233445566- P MEHEHEIR 1D,
JSON

"Version":"2012-10-17",
"Statement": [{

"Sid": "ExampleStatementID",

"Effect": "Allow",

"Principal": {

"AWS": "555555555555"

},

"Action": [
"acm-pca:DescribeCertificateAuthority"”,
"acm-pca:GetCertificate"”,
"acm-pca:GetCexrtificateAuthorityCertificate",
"acm-pca:ListPermissions"”,

"acm-pca:ListTags"
]I
"Resource": "arn:aws:acm-pca:us-east-1:123456789012:certificate-
authority/CA_ID"
},

{
"Sid": "ExampleStatementID2",

"Effect": "Allow",
"Principal": {
"AWS": "555555555555"
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},
"Action": [
"acm-pca:IssueCertificate"”

1,

"Resource": "arn:aws:acm-pca:us-east-1:123456789012:certificate-
authority/CA_ID",
"Condition": {
"StringEquals": {
"acm-pca:TemplateArn": "arn:aws:acm-pca:::template/
EndEntityCextificate/V1"
}

2. X4 : policy2.json — B HEXS CA K17 R PR Amazon Organizations

0-alb2c3d4z5%#R Amazon Organizations & {3iiEs

MFRRARN , ERALZECHEBRIATAR

« aws-7 Amazon X, #l#l, aws, aws-us-govaws-cn, %,

« us-east-1-&BEA A Amazon KI#X | Hlilus-west-1,

« 111122223333-%IRFIB &M Amazon IKF 1D,

e 11223344-1234-1122-2233-112233445566-FBMEHEHEIR 1D,
JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ExampleStatementID3",
"Effect": "Allow",
"Principal": "*",
"Action": "acm-pca:IssueCertificate"”,
"Resource":"arn:aws:acm-pca:us-east-1:123456789012:cextificate-
authority/CA_ID",
"Condition": {
"StringEquals": {
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"acm-pca:TemplateArn": "arn:aws:acm-pca:::template/
EndEntityCextificate/V1",
"aws:PrincipalOxgID": "o-alb2c3d4z5"
}I
"StringNotEquals": {
"aws:PrincipalAccount": "111122223333"

"Sid": "ExampleStatementID4",

"Effect": "Allow",

"Principal": "*",

"Action": [
"acm-pca:DescribeCertificateAuthority"”,
"acm-pca:GetCertificate"”,
"acm-pca:GetCextificateAuthorityCertificate",
"acm-pca:ListPermissions"”,

"acm-pca:ListTags"

]I

"Resource":"arn:aws:acm-pca:us-east-1:123456789012:cerxtificate-

authority/CA_ID",

"Condition": {

"StringEquals": {
"aws:PrincipalOxgID": "o-alb2c3d4z5"
}I
"StringNotEquals": {
"aws:PrincipalAccount": "111122223333"

Y B HERI Amazon FABIEH M AN

% Amazon D ETEEEER F P HBIERY Amazon AEIEBMENE . WAEHRFHR Amazon |,
ARRIPZEITRERNRTNEIREMZEN Amazon Web Services =, B m4P NI ETIEMENR L
HRBRIEE, BEATREFTERM Amazon Web Services RS MZ B EMERES ., BXHKER
MNEZER , FSRBERALELRE,
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HFHEERPEH , RINEUERI Amazon Web Services i &EUE H £ Amazon IAM Identity
Center 5 Amazon Identity and Access Management (IAM) IR BEMNABF. X , 8MNAF RIRE
THIEREMENNER, FERWUEBSUTARRFEHIE :

s NENMNKFFERZESHRIE (MFA)
« FF SSL/TLS & Amazon BRERE. RINNERMER TLS 1.2, BIWEER TLS 1.3,

- EARE API M1AFESZ B E Amazon CloudTrail, HxfEA CloudTrail IR ERIEIR Amazon SEFHY
£8 , 52 (Amazon CloudTrail BF 18 RHEAR CloudTrail %o

« £/ Amazon MNZERARZUAREFHPERIALZ£EH Amazon Web Services BR5

- FAERIEEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
iz

« MREHE Amazon BE B TITRER APl #HTHRINEELT FIPS 140-3 RIEM MBER | HEA
FIPS it R. BXAAK FIPS HRMNELEE , BZH (ZEEKFERLERAE (FIPS) % 140-3
M) https://www.amazonaws.cn/compliance/fips/o

BB ENEEERBBER (MEBEFNE TRt ) MANREHEBBEERANEFTER
(MBHRFER) ., XBELFEREZESA. APl Amazon #4F CA s E M Amazon Web Services IR
FREAEE A Amazon CLI, APl S8+ Amazon SDKs, ERATFEMHIRLRBBABRA XA ZEHH
ANEASBESRTELAA TR B S, NREENIBRSEEIZM URL , BB NETSEEM iU
hEEEIEE BRI ZREEFHIER,

Amazon #A85 CA A AN E# N LN M

FEAEAM CAs £ Amazon HEBEHZ L EHR (HSMs) ., HSMs £FE FIPS PUB 140-2 tIZAEREY 3
RELER,

&3 B 3% Amazon 30 CA E#2 PR BIE =

Amazon #AF CA Connector for AD #ZfiEExiE#ESR. Bk, BRIM. RIFEEBHRAERA T
EEFIKENEFRERE. UBEEEARPNBSHEMER, £H Amazon FAF CA APl #

# GetCertificate R ERI LA X A X E1T Connector for AD MEAMIEPWER, FTEFEERMEILES
HRIFRIEPHEFHFITEYNEER Amazon,

Amazon FAEUE B A H S F R IE

Amazon FAFIEBMANME FERSNER UK —ED , F=FFIHITNREMHEM Amazon GH LR
Ti¥fE. HAEHE SOC, PCl. FedRAMP, HIPAA K HAtl,
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BXBEAHITREE A Amazon REINER |, BSRREMITRIXI D HMiTRIXID ) » Amazon
Web Services f§$5 BXx—MREL , HSHEH 1T,

A UERATEE=FFit#RE Amazon Artifacte BXEZEE |, HSEPH “THIRE” Amazon
Artifact,

BIEFE A Amazon FAF CA AN REERTENBIENBRYE. RATINENBIRARERNZE
BFAZEM, Amazon BEHTUTHRIFEREBEISIMNENAH -
s WFEEMZE Amazon S3 AL | LTEEN BB B NZ LB Amazon o8 CA &5= :
o MBEFITRE
- INZ{REY CRLs

« ZEMEEHMREANEFZEMHEENEREAER - XERBEENE 7RIS ,
HRMTE Amazon LHEBE TR M NESHMENE LR SR,

* HPAA Z&£ 58 RMA KRS — AARBER T QB MAFEAR Amazon BIEAFE HIPAA FRAER
MRARERF,

- eAHER — HITHEFENERESTREER TENTLRARAEX,

- {£FAmazon Config 7F & A & 35 P AN {4 %R — % Amazon Config RS ¥k & H) &R ELE
EZABRELHFEHNIPEER, T ANMENR,

« Amazon Security Hub CSPM— Itk Amazon fRF Al £ H 7 B IEHN L £IRZS Amazon |, BBIERER
BHFERETULIRENREKE,

MEITHREEENIE CA —E2&EH

BU BT RIRE  UIHENE CAEMRNBHENMBILES. ZRERERFELEIRMAEE
RURTRYS I A S3 FEMEH.

BXREFITREDMMNBRFOES  FER MEFITRS .

BHIHHREXHEEEUTERENXHESR. Amazon S3 #H ARN 2 amzn-s3-demo-bucket B
B, CA_ID =& CA WHE—FRIRAFF, UUID & iTIRERIME—IRIRAT,

amzn-s3-demo-bucket/audit-report/CA_ID/UUID.[json|csv]

IERLAE 30 DHER—DHFRE , ANFEBP TR EZIRE. TEHHREER— CSV 7RIEK

e =
Ho
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awsAccountId, requestedByServicePrincipal, certificateArn,serial, subject,notBefore, notAfter,issue
123456789012, ,arn:aws:acm-pca:region:account:certificate-authority/CA_ID/

certificate/
certificate_ID,00:11:22:33:44:55:66:77:88:99:aa:bb:cc:dd:ee:ff,"2.5.4.5=#012345678901,2.5.4.44=
Company, L=Seattle,ST=Washington, C=US",2020-03-02T21:43:57+0000,2020-04-07T22:43:57+0000,2020-
pca:::template/EndEntityCertificate/V1

123456789012, acm.amazonaws.com,arn:aws:acm-pca:region:account:certificate-

authority/CA_ID/

certificate/
certificate_ID,ff:ee:dd:cc:bb:aa:99:88:77:66:55:44:33:22:11:00,"2.5.4.5=#012345678901,2.5.4.44=
Company,L=Seattle, ST=Washington, C=US",2020-03-02T20:53:39+0000,2020-04-07T21:53:39+0000, 2020-¢
pca:::template/EndEntityCertificate/V1

THHRFER—1 JSON BB E.

"awsAccountId":"123456789012",
"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial":"00:11:22:33:44:55:66:77:88:99:aa:bb:cc:dd:ee:ff",

"subject":"2.5.4.5=#012345678901,2.5.4.44=#0alb3c4d,2.5.4.65=#0alb3c4d5e6f,2.5.4.43=#0alb3c4dE
Company, L=Seattle,ST=Washington, C=US",

"notBefore":"2020-02-26T18:39:57+0000",

"notAfter":"2021-02-26T19:39:57+0000",

"issuedAt":"2020-02-26T19:39:58+0000",

"revokedAt":"2020-02-26T20:00:36+0000",

"revocationReason":"UNSPECIFIED",

"templateArn":"arn:aws:acm-pca:::template/EndEntityCertificate/V1"

"awsAccountId":"123456789012",

"requestedByServicePrincipal":"acm.amazonaws.com",

"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial":"ff:ee:dd:cc:bb:aa:99:88:77:66:55:44:33:22:11:00",

"subject":"2.5.4.5=#012345678901,2.5.4.44=#0alb3c4d,2.5.4.65=#0alb3c4d5e6f,2.5.4.43=#0alb3c4dE
Company,L=Seattle,ST=Washington, C=US",

"notBefore":"2020-01-22T20:10:49+0000",

"notAfter":"2021-01-17T21:10:49+0000",

"issuedAt":"2020-01-22T21:10:49+0000",
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"templateArn":"arn:aws:acm-pca:::template/EndEntityCertificate/V1"

}

(® Note

Amazon Certificate Manager ZiTiEF 0t , 3AF CA HitiRELE
ZrequestedByServicePrincipal #ER#1EF . acm.amazonaws.comiXk/Ri% Amazon
Certificate Manager fR55 183 % 1@ Amazon #A5 CA I T APl IssueCertificatei®fE
REATIES,

AEITREFESE — Amazon S3 Fi& &

/A Important

Amazon A8 CA "X #H#EH A mazon S3 W &%, MBELEF#HE LEAXNRBIE , N
Amazon #8 CA TR E#EEAFTITIRS .

EF@#LNFITRE , EFEHEE Amazon S3 ., BXEZER , FZRNMTLIE S3 /2

1) S3 BHAAASARKMI RS | XKW Amazon o CA A F I EMEABISER S3 17
M. BRAFARSERAREPULRUR Amazon FAH CA THEFHBTHENSR , URRRXR
WGetiR. RNBENENAMTAHARNEE , BB T3 Amazon fkF FFAHE CA B ARN K
WERR, HEF , B LAER a ws: SourceOrg ID SRR HIFT A4 EALMN G ENRE. Amazon
Organizations B X FAMEMMWESEE , HSH Amazon 4 FHBRS WA,

BIEFITRE

A MIZHI B Amazon CLIGIE = IHRE,
MBFITRE (2F 8 )

1. BFZEH Amazon k7 H fEhttps://console.aws.amazon.com/acm-pca/ZR P 7 E Amazon FAF
CA #l,

2. EARFEPMANMEITE , NIRFERENFAE CA,

3. MBREFRHEH  ERENFITHRE.
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4.

5.
6.

EFEITHREERT , N TRRMH SIE? , BRREERARAM—RBEN , RERSHAMIIRFERE
DA,

IREEFE “R” , W Amazon FAF5 CA £8IBREBIARE I HEM INBENF#EE. BRIAKKE
¥Eaws:SourceAccountRHF | ZFHARFIXI4EFE Amazon KBV IF RIAPR, NRER#H —
SR RNER , M AERE PR IMEMREZE |, a1 E REIFTR.

MREEEFEDS |, MDA REM BT  ARTEEERTFITREG. A NFIHRSERZ—
Amazon S3 7 PATRMNRIEER, BRMINKEHNER , BSHEFEH Amazon S3 &l &%
I AE R RE .

FEREEXT , 7 JavaScript W RFRRZEIERE JSON , HES D REEEF CSV,
1% Generate audit report (£ FZIRE).

B2 = 1R & (Amazon CLI)

1.
2.

WMREEE SI @A, MBFGIE—1,
SR HINBERE, 8 IFITIREHEZ — Amazon S3 7@ RAHRMEEER, Bk
INEMEER |, BSHEH Amazon S3 2 &I & 7 N 5K #E

£/ create-certificate-authority-audit-repor t e S B2 F TR EHFHBAER TR S3 FMHE
H,

$ aws acm-pca create-certificate-authority-audit-report \
--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--s3-bucket-name amzn-s3-demo-bucket \

--audit-report-response-format JSON

BERFITRE
ERRFIHRELHTIRE , HEA Amazon S3 A, APl CLIRRAFETRE, BXESE

B , #31 (Amazon Simple Storage Service A #®E) T FH XK,

MEZRFITRE

B LLARE S ETITIREMN Amazon S3 F#F LEEMNZE, Amazon FAH CA X S3 HAFHH
fpnZE

« {# Amazon S3 £ &/ AES-256 34 Bz TR 25 3R,
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RAriEmE

- EFEAEEMNZE Amazon Key Management Service , HRIFEEMMIE Amazon KMS key # 1THEL

o

® Note

Amazon FAE CA A EMH S3 B £ KR ERIA KMS 247,

LT RBNEIaigE SN Nk,

B & B 3h 02

TERATSRUEA S3 RS F[IHMEA,

BE

N o o bk~ e Db o=

$TFF Amazon S3 #2#|& , MAULA hitps://console.aws.amazon.com/s3/o
£ Buckets & , EF A TFHRERN Amazon FAF CA BF=HF# .
EE#EBIEL  REEMETF,

EFRERIAINE <,

BEEEA.

1%£$F Amazon S3 %41 ( SSE-S3) .

ERRFER.

B E &

ERATSRUEAERBELEZRANNE,

1. 3TF Amazon S3 ##l& , Wikl https://console.aws.amazon.com/s3/,

2. £ Buckets & |, B AT EHIEH Amazon FAE CA RN E#ER.

3. EFMEREL , EREMEIF,

4. EFRIAMEFR,

5. BEEEA.

6. E#FEAmazon Key Management Service Z 48 (SSE-KMS),

7. 1&$F “M Amazon KMS Z4RHiEE" 5 “Hi A Amazon KMS key ARN”,

8. LERREEN.

9. (W% ) WMREEEE KMS B4R , BEEALLT Amazon CLI create-key i F I —4 :
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https://console.amazonaws.cn/s3/
https://docs.amazonaws.cn/cli/latest/reference/kms/create-key.html
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$ aws kms create-key

%

BE KMS Z4 %4 ID M Amazon HIRE# (ARN ) . TEHE—NREIH L

"KeyMetadata": {
"KeyId": "01234567-89ab-cdef-0123-456789abcdef",
"Description": "",
"Enabled": true,
"KeyUsage": "ENCRYPT_DECRYPT",
"KeyState": "Enabled",
"CreationDate": 1478910250.94,
"Arn": "arn:aws:kms:us-west-2:123456789012:key/01234567-89ab-

cdef-0123-456789abcdef",

}

10. €8

"AWSAccountId": "123456789012"
}

LT HRR , &R BAE Amazon #.8 CA BRFEMHRFER KMS BHAMNMNR, BIANBERT , T

B KMS ZHYNILE | AFARABEULUER KMS BHANENBRZHE. B2, ARARE

IS
A

a.

b.

& KMS BB GRNREFEMAFNAR. 2RSS EELTN T F#E KMS BHARKX

o

B, policy. jsonfEA LA Fget-key-policyi SR 1E KMS Z4ARIERINFKRE

$ aws kms get-key-policy --key-id key-id --policy-name default --output text
> ./policy.json

HENAYRIESRFITIT policy. json X, EERITERBEFERZ— , FFEFMETE K
Ho

WRIER Amazon S3 BZFAECRBH , NEFEANUTED :

"Sid":"Allow ACM-PCA use of the key",
"Effect":"Allow",
"Principal":{

"Service":"acm-pca.amazonaws.com"

I
"Action":[
"kms:GenerateDataKey",

PIEwITRE
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RAriEmE

"kms:Decrypt"
1,
"Resource":"*",
"Condition":{

"StringlLike":{

"kms:EncryptionContext:aws:s3:arn":"arn:aws:s3:::bucket-name"

WREH Amazon S3 BEZACER , NBEFERUTED :

"Sid":"Allow ACM-PCA use of the key",

"Effect":"Allow",
"Principal":{

rvi : - . z wSs.
"Se ce acm-pca.amazonaws.com"

},

"Action":[

"kms:GenerateDataKey",

"kms:Decrypt"
1,
"Resource":"*",
"Condition":{

"StringlLike":{

"kms:EncryptionContext:aws:s3:arn":[

"arn:aws:
"arn:aws:
"arn:aws:
"arn:aws:

s3
s3
s3
s3

:::bucket-name/acm-pca-permission-test-key",
:::bucket-name/acm-pca-permission-test-key-private",
:::bucket-name/audit-report/*",
:::bucket-name/crl/*"

c. EE , AL Tput-key-policydn+ B A EH K FKHE

$ aws kms put-key-policy --key-id key id --policy-name default --policy file://

policy.json

PIEwITRE
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PR EMIZELZ S Amazon A BIEPM AN

ER —BRERS Amazon ABIEHMANMNE , Z Amazon £HENERZLHRF . HX Amazon £2
AR5 AR fnfa] Amazon R EMIREHES , B2 MAmazon £ %2, EEAEMRERESNRES
BRIZITEH Amazon 3538 |, 1§21 S Amazon ecurity Pillar Well-Architected Fram ework A i E 5t

RAERY

_IJ«MEFH Amazon E XK API #F Amazon #A%8 CA BEME#TIHRE. BEFRMSAZFUTRH

b

P

- RREREMHIL (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,

- EERLAERE (PFS) WHEIBEH , N DHE ( 58T Diffie-Hellman ) 8 ECDHE ( I B4 & b
¢ Diffie-Hellman ) o AZHIARE (W0 Java7 RESRA ) R IFXLEER,

Amazon #AF CA VPC £ w1 = (Amazon PrivateLink)

BRI LVEN B E#EO VPC KT S Amazon ¥4 CA B VPC Mz BRI AIERE, EOK

S HAmazon PrivateLink—fh i FFAZ 51 Amazon #A88 CA APl BEMNFERIBETIF, Amazon
PrivateLink &8 VPC Z B A K% Amazon #A% CA B Amazon MERHMEMERE , BREF
BHEBRM 8%, 81 VPC KiFT S BEH VPC FRHA—NHSMERFTLE IP thuk A958R
EoOR%*o

O VPC KiET R EEIEREEHN VPC , Amazon A8 CA TEEBKMM*E, NAT &%. VPN
Amazon Direct Connect EZEHERE, VPC FHEFHFEELNE IP it E 0[5 Amazon FAF CA API
#ITEE,

= Amazon FAF CA BN &K VPC £/ , BTN VPC AEBHIEFIFITIERE, HE , BABUE
F Amazon Virtual Private Network (Amazon VPN) S & FAE M & E#E| VPC Amazon Direct
Connect, XS5 Amazon VPN , &5 Amazon VPC AR T VPN #E#, % Amazon
Direct ConnectWfE & , F5H <<Amazon Direct Connect A 1E/) HWBIEERE,

Amazon #AzF CA FZFEfEAH Amazon PrivateLink , 1E| BMNBWHEERNTNNEZLE, BX Amazon
PrivateLink #1 VPC &ixT R EZEL | S HET 1517 fRS Amazon PrivateLinks

Amazon FAH CA VPC i S EEIM

ERNREED VPC LinTi RZBI Amazon 748 CA , HEBEUTIEESI

Hutgwgzen MRS latest 367


https://www.amazonaws.cn/security/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
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Amazon FAHUE M & A1 AFiEm

« Amazon #AH5 CA EEETMARXIGEH ARERXF VPC KixTm. 822 VPC iwmaht , BAEEEE
HAEPFEERAXE, TXENTARFRIERN KATRARTAXZEFRS

« VPC KT R AXEFEXEHIER, BREITRIME Amazon 348 CAKXH AP BARE — X+ 62
7 J =

« VPC i m{U&d Amazon Route 53 X3 Amazon 2{t#) DNS, MIREFEFEFABESH DNS, AL
FRA%ZH DNS #k, BEXEZEE , EZH Amazon VPC AFIEE TR DHCP £,

 FiNE VPC im RN LA KM A ViR D 443 £ B VPC WAAE FMBE NiEE,

Amazon ¥, CA API BRIXEU T HFEKN VPC KiET & Amazon Web Services X1 :

- ZERI (HBZEM)
- XERI (FHERLMILE )
- ZETEI (LMNFIERL )
- ZEED (BRBRM )
« JEMN (FFER)

- ITA#X (&#E)

- TAR#X (BENE)
« WA#KX (KX )

- WA#X (RRE)

« TA#KX (&HX)

« WA#KX (KRR )

- WA#KX (ER)

« WAHX (Fh0H )

- TA#K (ER)

- WARK (FR)

- MEX ()

- MEARAEI (FRME )
- BMtX (EZRE)
« BMtX ( ZBRZE)

- BRMX (183 )

o BRMX (R=)

o BRMibX (B3R )
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Amazon FAEIE+ M & M1 A
« BN (BB )

o BOMBX ( HESRE )

« BN (7RERI )

- Bed (fFh4EX )

* Middle East (Bahrain)

. R (FBE )

- BENM (ERF)

A Amazon #A%8 CABIZ VPC im =

& 7] LA A https://console.aws.amazon.com/vpc/sk B VPC ##l & 73 Amazon #AF CA R8I VPC
£24% 77 ] Amazon Command Line Interface. BXEZEE , HZ ) Amazon VPC A iEEH Y6122
BEOXET RREF. Amazon #AF CA XRFRELM VPC NIAAHMME API B4,

MREEN®m=EHAFE DNS E*IL% N ZRIAEY Amazon FAH CA s RIME BT R IER VPC I 2o
BXBRIANBRSLIET RNTEYX , FSHRSLmT S MBEH,

MRIRM K S TS DNS E4LE , M Amazon VPC SHEM—MEFLUERA DNS BAEH , KR
T

vpc-endpoint-id.acm-pca.region.vpce.amazonaws.com

(@ Note

ZfEregionik~FT Amazon AF CAX#FM Amazon X1 ( flflus-east-2EERED ( &
ZEMN ) X XERIREF. X Amazon #A8 CAM%|X | S Amazon Certificate
Manager Private Certificate Authority i = M B2 o

BEXEZER , i3 Amazon Amazon $4F CA VPC AFEREH M VPC LinT = (Amazon
PrivateLink).

A Amazon #A%8 CARIZE VPC Kix T A KK
O LU EY Amazon VPC ZKim 1y S 812 K& Amazon A8 CA UBELTHZA :

- AHITIRENES
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Amazon FAFIEBME L AriEE
o ATHITHRIE
o AN HERITERENTR

BXREZEE , 506 Amazon VPC FEEHRMEA VPC LK 17 K42 BT AR S5 #Y 77

APIl-ATF Amazon FAH CA #24ERY VPC LimTh SRS

EEILIRET RN, UTERBRFMEZEEAFR Amazon 48 CA #

{EIssueCertificate. . . DescribeCertificateAuthorityGetCertificateGetCertificateA
MListTagsKI PR, A Stanza PR FEEHE —NFAE CA, E— Stanza RNEAEENTLE

CA ML B RO BLIHRKAFIUEF, WREFTBEHNEFANER , WAEE Condition HH. B

2, MERILER D B AT EERARIE CA EFUARLHRKEFIES,

"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action":[
"acm-pca:IssueCertificate"
1,
"Resource": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
1,
"Condition":{
"StringEquals":{
"acm-pca:TemplateArn":"arn:aws:acm-pca:::template/
EndEntityCertificate/V1"
}

"Principal":"*",

"Effect":"Allow",

"Action": [
"acm-pca:DescribeCertificateAuthority",
"acm-pca:GetCertificate",
"acm-pca:GetCertificateAuthorityCertificate",
"acm-pca:ListPermissions",

"acm-pca:ListTags"

]I
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"Resource": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
]
}

XUHERR Ui /RS FF

Amazon FAEIEBMEH BEXE IPv4 H IPVeE P iR A Hik =, AR I S E 2 o iwAE
Amazon A5 CA £/ IPv4 =% IPv6 ittt 528§, Amazon FAF CA & T Active Directory F3i& A
F SCEP #9 Amazon #AF CA EESF B FEN MK

B Amazon A8 CA Wik A Hix R Erthttps://acm-pca.your-region.api.awsX# IPv4
M IPv6 & F i, Amazon FAH CA th i LA B EILFL IPv6 B = (VPC) #1TFAZR 1718 Amazon
PrivateLink. IPv4E XA EBIEFFED VPC KiHT ANEZEE Amazon FAFE CA |, i3

B Amazon #48 CA VPC 4% & (Amazon PrivateLink)o

BRESZER , FEANUTRE

« &1 VPCs F1FMHY IP bt
« IPv6 &R VPC X

£ IAM S fER IPv6 3t Amazon FAF CA

£33 15\ Amazon FAEIEBM AN 281 IPv6 , BHREAMESE IP thult REIE IAM FEEE S EH
NEBE IPV6 B, KREFUULE IPv6 it ET IP WK I REL S HEF InfE FF A6 A iR iR
#hEKFIKBIFERE IPv6, ETEHX Amazon A8 CA MK ZEHNEZELR | FSENUEKIES
X

/A Important
XEEFEQGHRATEMARE, FRXEFASATRERFENEMEIESER,

AT BEREEBIELR B IPv4 #1E192.0.2. *SEE M ERIFRIFTE Amazon 48 CA R, FT# H
LB E R IP it # RSB BAERIEL4E Amazon A CA PR, BT FFA IPv6 Hbiit EEHIEL HISEE 2
&, E IR A R BFEIEL T IPv6 HitAY Amazon FAF CA R,
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"Sid": "DenyPrivateCAPermissions",
"Effect": "Deny",
"Action": [
"acm-pca:*"
1,
"Resource": "*",
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24"

EA LA & Conditiont &= LAIEHE IPv4 (192.0.2.0/24) F1 IPv6 (2001 :db8: : /32) #butSEE |, 0
AT RBIPRR -

"Sid": "DenyPrivateCAPermissions",
"Effect": "Deny",
"Action": [
"acm-pca:*"
1,
"Resource": "*",
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24",
"2001:db8::/32"
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Amazon FABIERM A FF CP/CPS L

Amazon FARIERMANN REEMIZHERS , £EEBLRIERMAYN (CA) BREN , TFEIR

MMEREIX CAs , MEFEZ[NZE RN CA WIRENMEF KA, HEFEH Amazon FAF CA B2 CA

BR&Eet , 5 Amazon FA8 CAZBIEEHREEAERE, £ Amazon 28, EENEFIRSEZE
BENAGZEN |, 2EREEXTURBRENZENE, ZHRTHERIIBMENGE (2FL

EFMBR CARIR ; P EEEHE ; Q12 PKI BIREW ; INERBEFER ; AFRIEL CA RENEE
Amazon Web Services IKF ; RARGEARRE ; =it ; HE4EE , SWRRSE ; URHM CABEEN
REE ) . BRFAZERMERNES , ANENRERMEANRS. XERFSEEMN IT RENER
DRERAKEEFZEAMR. BXREZEL |, S HAmazon Web Services = Z£ 7 T EFEE,

REABIEBMAE NI RIE B KR (CP) RIAESRERF I (CPS) REELNPHEMIZHE (PKI) FIXEEE
7o CP EX TR requirements/rules B PKI BIFTEA A , CPS R TRIATA R CP ER, BAR
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3. BRI FIALE (£3F)
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(447, 448, 4.4.12)

5.8, BEEMZEERS
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HFEER
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5.8, BEEMEZEERS
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5.8, BEEMZEERS
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6. FAR#ZH (4.6.1)
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B, Hln , EA L CloudWatch IRERIERY Amazon EC2 kil CPU fER R HAIEIR , HEE
ENBEIBEIFKG, BXEZER , i3/ Amazon CloudWatch A 1EF,

« Amazon Lo CloudWatch gs &g 52, F#EMIBFERBLDE EC2 EHIMERIRN BEX
#. CloudTrail CloudWatch BET RGN BEXGHRNEE , HEXIBERENBAE, BEF
DESEHAMERTRRENATHIE, BXEZEELE , 52 Amazon CloudWatch BEAF 15
Mo

« Amazon CloudTrail 3R B &/ Amazon Web Services I AR IZK . & HH9 APl E B FHEx
B4, B EERENHERBIZIEEN Amazon S3 . BAILAFRRELER AR @A T Amazon,
REARAKER IP bt AR BANKERE, BXEZEE , S Amazon CloudTrail (FAFIE
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- Amazon EventBridge @ — M LRFB|EHELRST , TURAFENNARRFSXRE /KRN
WIEEEER, EventBridge RIEKBEBEHWAMARERF. Software-as-a-Service (SaaS) M ARERF
M Amazon BRFHISZEIBIER , HRIXLEHTER A S Lambda F B R, XELREB BIERSHRE
WEH K HEESHENNEN, BXEZFEL |, S5 Amazon EventBridge A F 58,

UTEEHERTABATH Amazon =T E, Amazon FAF CA

Amazon FAH CA CloudWatch F§#x

Amazon CloudWatch 2 —11 Amazon BR% RS, B LAEA CloudWatch RULEFIRERIEPR, 1%
BERUAE BT Amazon BIRZL#ME RN, CloudWatch IERED K —IR,

Amazon ¥, CA X #FLLT CloudWatch %5,
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MisconfiguredCRLBucket 7 CRL EEEHM S FHBNEETRER, HR
EFERERR, WERIGERTRE CA.

Time MIEERBIMASTER ( LM ) ZEH
BfE ( AZRNEN ) . WERSGERT
ZlIssueCertificatei® 4.

Success ERIMAUES, HIBIRTUER FiZlIssueCert
ificatei®{E.

Failure BERM, LISFR{GER FiZissueCertificatei®
1E,

AX CloudWatch IEMRMNESESR , BSHUTER

« {# /A Amazon CloudWatch 1E#x
« ]2 Amazon CloudWatch 23R

Amazon FAE CA £/ CloudWatch B4t 175 1%

& T LAME A Amazon CloudWatch Events 323 Amazon RS B3L , HFEFMNRSEEHS |, 0N
AREFTAMRBRERER. KB Amazon IREHE 4 LU F 38t 8 5 X 1&21E 2 CloudWatch 5&
. BALUEERENANKEFEBMNBHOES, , URIEBHAEHNN TR ZREE B ohiRE,
CloudWatch SEFNEL A —R. BREZER , HSHEIEE CloudWatch EH Ef & SEHMN,

CloudWatch £ Amazon NE4 1L N R4 EventBridge, f& EventBridgeBh , & o] LAE S 40 %
B¥r , 2% Amazon Lambda BEE#{. Amazon Batch #Ell, Amazon SNS X%, EXEZEE , &
ZHH 4RI i EventBridge ?

BIEFAE CA R KR K

X L2 4 H CreateCertificate Authority 2 /EfR % o

B
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
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"version":"Q",
"id":"event_ID",
"detail-type":"ACM Private CA Creation",

"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-04T19:14:56Z2",

"region":
"resources":[

region",

"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"

1,
"detail":({
"result":"success"
}
}
Failure

KWET |, ZRERRE R CA B ARN., £ ARN ,
RS

"version":"0Q",

"id":"event_ID",

"detail-type":"ACM Private CA Creation",
"source":"
"account":"account",
"time":"2019-11-04T19:14:562Z2",

"region":
"resources":[

aws.acm-pca'",

region",

R

Ch

A LABEE DescribeCertificate Authority 8 CA

"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"

15
"detail":{
"result":"failure"

A UE 5 B B Zh B AR IR

X EEHHIssueCertificate 2 /EAL XK .

MR AE P B AR Zh 3 Sk W
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https://docs.amazonaws.cn/privateca/latest/APIReference/API_DescribeCertificateAuthority.html
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B

BRI , &IE/ESS ARNs IREl CA FIETEBH.

"version":"Q",

"id":"event_ID",

"detail-type":"ACM Private CA Certificate Issuance",

"source":"aws.acm-pca",

"account":"account",

"time":"2019-11-04T19:57:46Z",

"region":"region",

"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566",

"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/

certificate/certificate_ID"

1,
"detail":({
"result":"success"
}
}
Failure

KME | ZRERREES ARN 1 CA 89 ARN, FERIEHE ARN , B A AR GetCertificate&E & kW
E&A,

"version":"Q",
"id":"event_ID",
"detail-type":"ACM Private CA Certificate Issuance",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-04T19:57:462Z2",
"region":"region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"
1,
"detail":{

A A 5 B BR T =R Sk TR MRS latest 384


https://docs.amazonaws.cn/acm/latest/APIReference/API_GetCertificate.html
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"result":"failure"

B IE BT R Zh
B RevokeCertificate 2 fEf X .

MRFEHAMRIUEPLEHEBHE , WFLREFMEH,
R Zh
I , iZB/ERF ARNs JRE CA M2 BHIEPEH.

"version":"Q",
"id":"event_ID",
"detail-type":"ACM Private CA Certificate Revocation",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-05T20:25:1927",
"region":"region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"
1,
"detail":{
"result":"success"

4 B CRL B Zhek kK
XLEEHRIBEML | iZRevokeCertificatelR ERN S B BIZIEH B8 FIKR (CRL),

B
FIhet |, iz ERHRE S CRL XERY CA #Y ARN,

"version":"Q",
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https://docs.amazonaws.cn/privateca/latest/APIReference/API_RevokeCertificate.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_RevokeCertificate.html
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"id":"event_ID",
"detail-type":"ACM Private CA CRL Generation",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-04T721:07:082",
"region":"region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
1,
"detail":{
"result":"success"

KM 1 - BFRPREEIR , CRL T3ER1FEE Amazon S3
MBEERER , FRESLH Amazon S3 B R,

"version":"Q",

"id":"event_ID",

"detail-type":"ACM Private CA CRL Generation",

"source":"aws.acm-pca",

"account":"account",

"time":"2019-11-07T723:01:25Z2",

"region":"region",

"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566"

1,
"detail":{

"result":"failure",

"reason":"Failed to write CRL to S3. Check your S3 bucket
}

KW 2 - AFAEPLE IR , CRL =R FEEI Amazon S3
MR EZE SR | BFEIRZRE

"version":"Q",

permissions."

4R CRL B R ZIER KK
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"id":"event_ID",
"detail-type":"ACM Private CA CRL Generation",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-07T23:01:25Z2",
"region":"region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
1,
"detail":{
"result":"failure",

"reason":"Failed to write CRL to S3. Internal failure."

%M 3-8|2 CRL %k Amazon #A%8 CA

ERILER , BRELEH CloudWatch 45

"version":"Q",
"id":"event_ID",
"detail-type":"ACM Private CA CRL Generation",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-07T23:01:252",
"region":"region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
1,
"detail":{
"result":"failure",
"reason":"Failed to generate CRL. Internal failure.

B2 CA FiTIRE T RINTAK

X £ =4 H CreateCertificateAuthorityAuditReport iR /Efil & o

B2

B CA FitiR &R R RAK
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https://docs.amazonaws.cn/privateca/latest/APIReference/PcaCloudWatch.html
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RIhet | ZIEESHRE CA B9 ARN MEFiHIRER ID,

"version":"Q",

"id":"event_ID",

"detail-type":"ACM Private CA Audit Report Generation",

"source":"aws.acm-pca",

"account":"account",

"time":"2019-11-04T21:54:207",

"region":"region",

"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566",

"audit_report_ID"

1,
"detail":({
"result":"success"
}
}
Failure

&8 Amazon S3 778 £ Amazon FAF CA BRZPUTIR, EEMBELEAMNBREMREREN , &

THRE AR KM,

"version":"Q",

"id":"event_ID",

"detail-type":"ACM Private CA Audit Report Generation",

"source":"aws.acm-pca",

"account":"account",

"time":"2019-11-04T21:54:207Z",

"region":"region",

"resources": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566",

"audit_report_ID"

1,

"detail":{
"result":"failure"
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WARBIEAH, MRECETRE , MR AEFR CloudTrail B4 FLEE R E Amazon S3 7@ , 218
MEH Amazon FAH CA, MREBREBRE , BMATLUE CloudTrail EH &AM “SHHFIEFR" F
EERFNEYS. FAWKENEE CloudTrail , B LAAE R BMNER A E Amazon FAF CA, XHiE
KEY IP bk, #AH TER, ARAEHBERAREMIFMER.

ET7MEZEE CloudTrail , 52 (Amazon CloudTrail HF ) o

Amazon #AH CA {§ E7£ CloudTrail

CloudTrail FE& 812K~ Amazon Web Services ik Bt EEENIK, EEH. HEIREEPRR
Amazon #A%F CA , ZEs 2 5H M Amazon fRS CloudTrail B4 —R2IEZREESHHLIEFEHD, &L
EHEE, BENTHREXENEH Amazon Web Services IKFF. BXEZER |, ESRERAEN
i 12 % E & CloudTrail &4,

EFZILKAEH Amazon Web Services IKF S 4 ( DIEMNEMH ) Amazon FAF CA |, BRIERER, IR

BR L 1F CloudTrail 3§ B & X & #El Amazon S3 7M. FUEERT , 2 A P LIZRRERIZRE ,

I BRERIE K N A TP Amazon Web Services X185, IRERIZR Amazon 7 XHMEXENEH |, HHF
BEXHEEFIBIEEN Amazon S3 T, LthA , BRI SIEEH M Amazon BRS , it —F 5
A28 CloudTrail BEPKENEHBIE. EXEZEE , BSHATIINE :

o B RIRICFER

« CloudTrail ZFHRFZFER

- BLi& Amazon SNS B %I CloudTrail

« BRKRBESZAXEH CloudTrail BEXAMEEK B S IK/# CloudTrail B &AM #

T8 Amazon FAF CA ##4EH5H APl 2125 CloudTrail #12F&# Amazon #48 CA APl &£,
flan | WA IssueCertificateMCreateAuditReportiB#EATE CloudTrail B & ERE
H. ImportCACertificate

BIMNEHHATREBESEXRERBFRNARGR. BOEEEMTEHEUTRE !

« ERRHEMRIEHER Amazon Identity and Access Management (IAM) A FEIEL H,
- BREFHAACERKEAFNIGRNZEEEREHN,
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« BHREEHEM Amazon BRE A H,

BHREZER , iS5 CloudTrail userldentity T3,

Amazon #AH CA EEEH

Amazon #48 CA 5£ 5 CloudTrail LiEgkAF. A% Amazon lRFEFNITH APl B4 Amazon
LB CA, BHLAMERA CloudTrail 35AF% 12 Amazon FAF CA API &R H1¥ A 764 1L 5 7 8] 3 776
f&%5. Amazon Log CloudWatch s I Amazon Ev CloudWatch ents ., Amazon FAF CA Z#EfFLL

TRENBRIEENEMHICRIE CloudTrail BEIXHA :

» CreateCertificateAuthority

» CreateCertificateAuthorityAuditReport

* CreatePermission

» DeleteCertificateAuthority

* DeletePermission

» DeletePolicy
» DescribeCertificateAuthority

» DescribeCertificateAuthorityReport
» GetCertificate

» GetCertificateAuthorityCertificate
» GetCertificateAuthorityCsr

* GetPolicy

» ImportCertificateAuthorityCertificate

» |ssueCertificate

» ListCertificateAuthorities

* ListPermissions

 ListTags

» PutPolicy
+ RestoreCertificateAuthority

* RevokeCertificate

» TagCertificateAuthority

Amazon A5 CA BEEEH
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_CreateCertificateAuthority.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_CreateCertificateAuthorityAuditReport.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_CreatePermission.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_DeleteCertificateAuthority.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_DeletePermission.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_DeletePolicy.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_DescribeCertificateAuthority.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_DescribeCertificateAuthorityReport.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_GetCertificate.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_GetCertificateAuthorityCertificate.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_GetCertificateAuthorityCsr.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_API_GetPolicy.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_ImportCertificateAuthorityCertificate.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_IssueCertificate.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_ListCertificateAuthorities.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_ListPermissions.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_ListTags.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_PutPolicy.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_RestoreCertificateAuthority.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_RevokeCertificate.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_TagCertificateAuthority.html
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» UntagCertificateAuthority

» UpdateCertificateAuthority

« GenerateOCSPResponse- Amazon $AF CA 45X OCSP a5 iy il % o

« SignCertificate-FE&ME 7 KB4 FKIssueCertificates
 SignOCSPResponse-f£ Amazon ¥4 CA && OCSP M Rt 4 o

« GenerateCRL-4£BIEH MEHFI&K (CRL) Bt4E Amazon FAF CA Fo

* SignCACSR-1£ Amazon A CA £JBUEBM AN (CA) IEPBZEIER (CSR) FHEK.
 SignCRL-7£ Amazon #4F CA £% CRL B4,

5l Amazon #A%5 CA B4

BIRE—MEE , APNEHENBEXGEHWEIEIEEN Amazon S3 F##, CloudTrail B &4
BE—NEENMNEEFZE. BHRKRKRBEEMRENEMER , BEEXFERWIRE. BEN BB
B, BRSHBENFER, CloudTrail BEXHTRAH API BANEFHRRE , R T2RE
A4S ER IR 3,

LA & Amazon #AF CA CloudTrail S48 R4,
TPl 1: BHEH  IssueCertificate

LLTRBIERTERZIssueCertificateE4EM CloudTrail BE% B,

"version":"Q",
"id":"event_ID",
"detail-type":"ACM Private CA Certificate Issuance",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-04T19:57:46Z2",
"region":"region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"
1,
"detail":{
"result":"success"

}
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https://docs.amazonaws.cn/privateca/latest/APIReference/API_UntagCertificateAuthority.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_UpdateCertificateAuthority.html
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}

Ml 2 EEEMH |, ImportCertificateAuthorityCertificate

LALTRRBIERTE RiZImportCertificateAuthorityCertificate®YEMY CloudTrail B &%
Ho

"eventVersion":"1.05",

"userIdentity":{
"type":"IAMUser",
"principalId":"account",

arn":"arn:aws:iam::account:user/name",
"accountId":"account",
"accessKeyId":"key_ ID"
.
"eventTime":"2018-01-26T21:53:287",
"eventSource":"acm-pca.amazonaws.com",
"eventName":"ImportCertificateAuthorityCertificate",
"awsRegion":"region",
"sourceIPAddress":"IP_address",
"userAgent":"agent",
"requestParameters":{
"certificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"certificate":{
"hb": [
45,
45,
.10
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":1257,
"limit":1257,
"capacity":1257,
"address":0
},
"certificateChain": {
"hb": [
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45,
45,
.10

1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":1139,
"limit":1139,
"capacity":1139,
"address":0

},

"responseElements":null,
"requestID":"request_ID",
"eventID":"event_ID",
"eventType":"AwsApiCall",
"recipientAccountId":"account"
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X &) B 1T FEHEBR Amazon FABIEH AP

WMREEMEM Amazon ABIERF R WETIERIFE |, SR T EZ,

£

* 3R Amazon A CA iE$ m4E A&

« Amazon FAHIEB WA REHEEERE

« ¥ Amazon #A5 CA Matter 3R & AV IEP 45 iR 3 1THEBERR

&R Amazon FAH CA iE$ & & A&

OCSP i 7 3E5R

MRFAFEEX L EEFRMAE CANKXE , N OCSP MMM RE LTS, BXXFULE
FARAMNESER  BERERIL S WS, BUEFITUE M i QR XSRS,

REE LRI

B EHEBEERM CAILEH. ENYRELRHIES , BMER CA,

Amazon FABIEBM AN FEEHERERE

Amazon #B CA G T HEEHATZHERMAN. AXBINREURXTHEARERENEUNESR
BFSHAT &R

Amazon #AF CA BIAER

IRE K FE Amazon #AF CA %83 B8

AccessDeniedExcept B CAMKREFERALSESRT BXREPFEMRNBENES

ion PRI PR E MG RAKS . Amazon #AF CA , BZSFEIE
PLEITNR DB L ACM,

InvalidArgsException FERAETRSHRETIERCE REGTHWENX , HEER
HEITER, LHRASHER. UREE
BIEFED , EWRTERH
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RAriEmE

REIRFE Amazon #AF CA

InvalidStateExcept
ion

LimitExceededExcep
tion

MalformedCSRExcept
ion

OtherException

RequestFailedExcep
tion

ResourceNotFoundEx
ception

i B3

KERWFAE CA AF4ATF
ACTIVE RAMIEELEITIUES

o

BMEBMANA (CA) HEH
AMAMIEREES, SEEIE
PREWFLE CA BEBNHE
., BEXEZER , BSH (
Amazon Web Services — &%

% {Em) PRIRS R,

TERITIHBINCRRSA
Amazon #A8 CA WiEHZH
#E3K (CSR).

NEEHIRS BT HREM

BB Amazon I E Y R £ (7]
BSBER KM,

MEIEBRFAE CA SHIBR |
*BEE,

g8

LEEEAUE CA WERAR
g’i_ﬂﬁﬁﬁ o

ZAERFLE CA. WRHILE
CAFHEHERH , NTTERER
% CA , FETELEITIUEH,

iHFBc & Amazon Web Services

5 O BRE R INECE

A B E 784 B A B B R RY
CSRo

ERBRETHT. WRFA
BNARTERE |, BBcFRAmazon
Web Services 3F #H1r,

EidiER, RMAK
W, BEREEN Amazon
VPC ( VPC ) BilE.,

MZE—ANEB) CA 5 RFTIE
Po

Yu
i
3t
i
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https://docs.amazonaws.cn/general/latest/gr/pca.html#limits_pca
https://www.amazonaws.cn/premiumsupport/
https://www.amazonaws.cn/premiumsupport/
https://www.amazonaws.cn/premiumsupport/
https://www.amazonaws.cn/premiumsupport/
https://docs.amazonaws.cn/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.amazonaws.cn/vpc/latest/userguide/what-is-amazon-vpc.html
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IR[EH 7% Amazon FAF CA 1, B e
ThrottlingException HBHEH NS BERH API BWAREHNARBETEY
BRIERMK, Amazon FAB CARTFHEE,

MREBE THESFRGMA
SRS , bAERE
ThrottlingException
HiR. MRLBERZEIR?E
RENARABERBIEA ,

BERENIER,

RSB EAECER |, AT
PLERE MG, EXES
E8 , 55 H Amazon Web
Services —fi%¥&¥& BRI S
ervice Quot as.

ValidationException BROBASHEEATERS , REWTHASHNEEZER
HERIEPHEREFER UK CARIEPHERE. B
ERHN BRI Z B4R, XERERHNER , BSH
EFEHFE CA Amazon FA
BB M AN

% Amazon FAH CA Matter FA VUL P 55 =8 1T EEHERR

Matter IEZFRENE T TIREWEN (1oT ) REZEUN—BHMNIEPERE, BXLUERFE Matter ¥5
AR CA, Al CA ML ImSRAFIEHEY Java =G |, EiAR AT Amazon FA8 CA SR RAFUEF,

N T BB ATHEDERR | Matter FRARRHE T —FE N chip-cert WIEBRIETHE, FTRIHTHT
SEHRENERURIEEREE,

R BX 3}

B

0x000003 BasicCons B4R )9 5 F R AL R ERINER
5 traints . KeyUsage. #l
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https://github.com/project-chip/connectedhomeip
https://github.com/project-chip/connectedhomeip/tree/master/src/tools/chip-cert
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RAriEmE

HRK B8X

B
ExtensionKeyUsage ¥
BRUATFIEHNEE,

0x000000 HMFHERRBAIRRFTY
0 o

0x000000 iEHEidH,
E

e

Amazon #A8 CA FERIER LIBERNBHFRFTTI ESR. &
CSR 4. — Baseb64 B #I AuthorityKeyldentifier B , SR /5
o CustomExtensionBXEZEL , TS FIEBUET SURIEIES (N
CA. FBUEF MIANENLE (PAA).

BREERNIEB RIS,

4 Matter BYiE $ 4812
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https://docs.amazonaws.cn/privateca/latest/APIReference/API_CustomExtension.html
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RAriEmE

HRR BY
B

0x000000 i HEEHIE XK,
4

e

MREBEFEAMEMRN Java REAWER TZHLERS Matt
SRR, M ATRESIB R EIR | XERBIER Amazon FAF C
REEHEEEN, KeyUsage

ZRINER T , Amazon A8 CA £ 1L KeyUsage ¥ B{E , #
B—NAANFT ., ERXFZIRER |, Matter 2 2 BEEAN F 15
WIFAM, {HR , APIPassthrough ##RCustomExtensionH|
FigkEKeyUsageBEFMNBHIIFTH ., BXTH , BSHLUET.
F (NOC),

MRS SR BITE LA OpenSSL FHAM X.509 LARRF ,
1T F IR UE LR S B 5 IR

Wi 2B TR

1.
£/ openssl WIFT R ( RAm=E ) I PRBTESEMMEE
flsh | rcac.pem 248 CAiE# , icac.pem 28 CA iE
noc.pem 2 [RiEH,

openssl verify -verbose -CAfile <(cat rcac.pem icac
noc.pem

£ A chip-cert & PEM BT QIEBFHIRRA TLV ( IFX,
B ) %X, AREREREX,

./chip-cert convert-cert noc.pem noc.chip -c
./chip-cert convert-cert noc.chip noc_converted.pen

Xt noc.pem M noc_converted.pem NEZFHFRLEK
E£MEE,.

4 Matter RYIEP iR
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https://docs.amazonaws.cn/privateca/latest/APIReference/API_CustomExtension.html
https://github.com/project-chip/connectedhomeip/tree/master/src/tools/chip-cert

Amazon FAFIEBME L AriEE

£ %3 Kubernetes Amazon FAB B M & .83

A LAE AR AE R Amazon RABIEPRM AN |, MEEN TLS M mTLS #1TRE S RIEF N
%, Amazon FAH CA 7 Kubernetes | 2 KAMIEHEESRBEHREM T —NTREH |, B) aws-
privateca-issuer Kubernetes Amazon #A85 CA iE#85 , AFiERiIE$H. HED KT Kubernetes
FEAH B EITUES,

Zaws-privateca-issuerf@# A FERES Amazon #A8 CA M AIEfcert-manager, RATEA
iziEH 5L 3% Elastic Kubernetes Service ( Amazon EKS ) —#2fEf , ZEHE—MHITEEN
Kubernetes 8% , th A LATE AN Kubernetes 5£8f Amazon®EH, ZFEHEERT x86 #1 ARM £
¥

Amazon #48 CA B HSM XENZATES H, NREERFHHRNRNFIT CAZENLEEER ,
WA LAEA Amazon 48 CA REES A HFITEH FEM M.

(® Note

MBI Amazon EKS EiE{T , RITBWEE M cert-managerMaws-privateca-
connector-for-kubernetesilifh RIRBGHEERERK., EXEZEE , HSHAmazon
piIE R

B

TERERTE Amazon EKS &8 EH TLS W—a A%k, ROIERNVTASEESREEH, XEHK
FHAT TLS £ BEM AR S,

]
&b

MRS latest 399


https://github.com/cert-manager/aws-privateca-issuer
https://github.com/cert-manager/aws-privateca-issuer
https://cert-manager.io/docs/
https://docs.amazonaws.cn/eks/latest/userguide/workloads-add-ons-available-eks.html#add-ons-aws-privateca-connector
https://docs.amazonaws.cn/eks/latest/userguide/workloads-add-ons-available-eks.html#add-ons-aws-privateca-connector
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ELB |I::;E§II (:j
N }

Pod3

Pod1 Pod2

e I

1. BRSO LLE

Elastic Load Balancing ( Elastic Load Balancing ) B 5% Amazon Certificate Manager BRSS & &Ko
BREEENRIIE R cert-manager L R%E, EAILAEMA Elastic Load Balancing ##1& 3 F%8 CA
BlE ACM , EAFAE CA X]iE+H , RS Elastic Load Balancing #2#|& Z%if$., Amazon
B CAUEBLBEIHEIT,

& , LT LG 3EAmazon T E R REMF LB AL IE TLS,

XREMTEEREEFPHMNASOER RN NZEE. ABEERZENEEURMNZ SR ZEE
Amazon EKS £&,
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2. 7 Kubernetes A Q{2 HI854L 4% 1E
AOEZFIZEMATF Amazon EKS £8 A , RYAHHEHRNKHE, EEAADEHFHREANERENL
W RBHITHNEDEE | BYM -
- EIRt&%cert-managerfl aws-privateca-issuer

« NIEFIZFIRHEKRBEH TLS FABFIEPH Amazon FoH CA.

AHRHERMAOBRFEZBNBECINE , BIRERNEFEibiLE T EFHN TR,
3. 7 pod &bk 1
B Pod R—4AHEZEFHMMEREN —NHZNEE. WREFNKLET cert-manageraws-

privateca-issuerfH NEHEE TFHE CA , Kubernetes TARIEFEE Pod L ZEZXEH
TLS FAEIEH, BIABRT , EFFHEM Pod TTEFEAEREN Pod ELIER TLS iEE,

4. BEB4A (pod ) 2ENZLBE,

O LA ZAN Pod BLEIES , AAGECHIHEEEE. A T2UENER
« £/ Kubernetes #{THESERBXSBIEH. XALURY pod 2 BEKEE , EREZRILERLF
#E HIPAA = FIPS FIER,

- FRBEIEMIERFHITEE Amazon FAB CA, XEER R cert-managerMaws-
privateca-issuer., &Jg , Kubernetes AIBREFEEERHR L ZEZHEMN mTLS iEH,

AEEEI
Amazon FABIEBMENI 5 Kubernetes — &£ E AR |, FiZEL T EEE,
Bk AP EESS

3 CA EEBIKFiHRINRNER R LA Kubernetes MIEH AEARE CA WERE BIL
F, cert-managerBXEZEL , BSHEEKS, T RFAFEKS L £ &ESEE CAs,

EEKFZES | BREFHAEL Amazon 38 CA iEPEM.
TRIETEAUSIIPEER—2FERAFREE Kubernetes E£8# Amazon Fo58 CA #EiR,

Kubernetes X Y #E R XEFEKFER

BlankEndEntityCertificate_ CSRPassthrough / e
V1 HENX

EEEM MR latest 401



Amazon FAFIEBME L AriEE

Kubernetes X #FHYE R XEFBEWKFER
CodeSigningCertificate/V1 X =
EndEntityCertificate/V1 & X =
EndEntityClientAuthCertificate/V1 & X =
EndEntityServerAuthCertificate/V1 & X =
OCSPSigningif $/V1 X =

Fia4E A E A T Kubernetes B Amazon FAF CA E#88,

UTEENEAER Amazon A8 CA {43 Kubernetes EBHWEE., AXE —IRHl , S
F B8 Kubernetes £ R II%E, GitHub

A LAE AREIE B M AN REFE Amazon EKS £ &S, BT HB2ze , FHEEEHEEU
&I :

- BEEELUNERM Amazon Ik , HEEMNER T EN L £ EE,
Amazon EKS clusters
JSON

{
"Version":"2012-10-17",
"Statement": [
{
"sid": "IAM",
"Effect": "Allow",
"Action": [
"iam:CreateRole",
"iam:AttachRolePolicy",
"iam:GetRole"
]I
"Resource": "*"
}I
{
"Sid": "EKS",
"Effect": "Allow",
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https://github.com/aws-samples/sample-encryption-in-transit-for-kubernetes

Amazon FAEIE B MK LA

RAriEmE

"Action": [
"eks:CreateAddon",
"eks:DescribeAddon",

"eks:CreatePodIdentityAssociation",

"eks:DescribeClustex"

]I
"Resource": "*"
}I
{
"Sid": "IAMPassRole",
"Effect": "Allow",
"Action": [
"iam:PassRole"
]I
"Resource": "arn:aws:iam::*:role/CertManagerPrivateCARole"
}

Other clusters

JSON
"Version":"2012-10-17",
"Statement": [
{

"Sid": "GetAndIssuePCACertificates",

"Effect": "Allow",

"Action": [
"acm-pca:GetCertificate”,
"acm-pca:IssueCertificate"”

]I

"Resource": "*"

}I
{

"Sid": "RolesAnywhere",

"Effect": "Allow",

"Action": [
"rolesanywhere:CreateProfile"

]I

"Resource": "*"

}I
{
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"Sid": "IAM",

"Effect": "Allow",

"Action": [
"iam:CreateRole",
"iam:AttachRolePolicy"

]I
"Resource": "*"
}I
{
"Sid": "IAMPassRole",
"Effect": "Allow",
"Action": [
"iam:PassRole"
]I
"Resource": "arn:aws:iam::*:role/CertManagerPrivateCARole"
}

1
}

— N Kubernetes ££8f, E6I2E T &% Elastic Kubernetes Service £8 , 2L 5% EKS RIEA
1iEm, AEREREL  SIE— I HEBETXERREEHSN

export CLUSTER=aws-privateca-demo

&9 Amazon Web Services X158 CA 1 Amazon EKS EEFENMNE. NETEEN , 6l
BT ERRTFX :

export REGION=aws-region

Amazon #A8 CA A RIEBH AL SiE B IR B 5 (ARN). AR EENL , 82 - MHEZTERRK
77,8 CA ARN :

export CA_ARN="arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"

EBIZEFE CA , SR FMhttps://docs.amazonaws.cn/privateca/latest/userguide/create-
CA.ntmI8IZ2FAE CA Amazon FAF CA

—BRETUTRENITEN
« Amazon CLI E@@ BELi& v2
* kubectl v1.13+
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https://docs.amazonaws.cn/eks/latest/userguide/quickstart.html
https://docs.amazonaws.cn/eks/latest/userguide/quickstart.html
https://docs.amazonaws.cn/privateca/latest/userguide/create-CA.html
https://docs.amazonaws.cn/privateca/latest/userguide/create-CA.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-install.html
https://kubernetes.io/docs/tasks/tools/install-kubectl/
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« NTFILD# EKS &8 , Helm v3

RERIUPEERR

EFALE CA, XMMLEEFERILED. 2 RIEBMEFEITIUEEWcert-manager>1i#f, BEXLME
ERFEBMNFMEFEIEEWaws-private-ca-issuerffifh Amazon %8 CA, FRAUT LT RELE
i IR G

Amazon EKS clusters

cert-managerfEl Amazon EKS K tnA# %% :

aws eks create-addon \
--cluster-name $CLUSTER \
--addon-name cert-manager \
--region $REGION

Other clusters

cert-managerffM Helm #1T&R%E :

helm repo add jetstack https://charts.jetstack.io
helm repo update

helm install cert-manager jetstack/cert-manager \
--namespace cert-manager \
--create-namespace \
--set crds.enabled=true

B iE IAM R

Zaws-privateca-issuerf@FEES 2R AR Amazon FAF CA. XF Amazon EKS &
B, OEULUERRSREN. N TEEANEMER Amazon Identity and Access Management Roles
Anywhere,

Bk, BB IAM KB, ZFBFEAAWSPrivateCAConnectorForKubernetesPolicy¥ & &
B, BEXZEBNEZER , HSFAWSPrivateCAConnectorForKubernetesPolicy {Amazon £& %
BSEERE) -
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https://helm.sh/docs/intro/install/
https://docs.amazonaws.cn/aws-managed-policy/latest/reference/AWSPrivateCAConnectorForKubernetesPolicy.html
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RAriEmE

Amazon EKS clusters

1. RIB—DNBRAWXH , trust-policy.jsonHBBELUTEEERR

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "TrustPolicyForEKSClusters",
"Effect": "Allow",
"Principal": {
"Sexvice": "pods.eks.amazonaws.com"
},
"Action": [
"sts:AssumeRole",
"sts:TagSession"

2. BITUT@TEE IAM A€ :

ROLE_ARN=$(aws iam create-role \
--role-name CertManagerPrivateCARole \
--assume-role-policy-document file://trust-policy.json \
--region $REGION \
--output text \
--query "Role.Arn")

aws iam attach-role-policy \
--role-name CertManagerPrivateCARole \

--policy-arn arn:aws:iam::aws:policy/AWSPrivateCAConnectorForKubernetesPolicy

Other clusters

1. SIEREEE#EDNIE CAWEFEHECA_ARN, BXHE , 5 AT IAM Roles

Anywhere, I —NMHEZERFHEFEHES ARN

& IAM R
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https://docs.amazonaws.cn/rolesanywhere/latest/userguide/getting-started.html
https://docs.amazonaws.cn/rolesanywhere/latest/userguide/getting-started.html
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export TRUST_ANCHOR_ARN=trustAnchorArn
2. BIE—NBRWXH , trust-policy.jsonHABEUTEEERRE :

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "TrustPolicyForSelfManagedOrOnPremiseClusters",
"Effect": "Allow",
"Principal": {
"Sexvice": "rolesanywhere.amazonaws.com"
}I
"Action": [
"sts:AssumeRole",
"sts:SetSourceldentity",
"sts:TagSession"
]I
"Condition": {
"ArnEquals": {
"aws:SourceAxrn": [
"arn:aws:rolesanywhere:us-
east-1:123456789012:trust-anchoxr/TRUST_ANCHOR_ARN"
]
}I
"StringEquals": {
"aws:PrincipalTag/x509Subject/CN": "aws-privateca-
issuer"

3. BIUTHSEEIAMASR :

ROLE_ARN=$(aws iam create-role \
--role-name CertManagerPrivateCARole \
--assume-role-policy-document file://trust-policy.json \
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--query "Role.Arn" \
--region $REGION \
--output text)

aws iam attach-role-policy \
--role-name CertManagerPrivateCARole \
--region $REGION \
--policy-arn arn:aws:iam::aws:policy/AWSPrivateCAConnectorForKubernetesPolicy

ZZEHMEE Amazon A8 CA EEH K 1TE
BER%¥Zaws-privateca-connector-for-kubernetes#@ift , HEFEAUTHS :
Amazon EKS clusters

BIZMI DA

aws eks create-addon --region $REGION \
--cluster-name $CLUSTER \
--addon-name aws-privateca-connector-for-kubernetes \
--pod-identity-associations "[{
\"serviceAccount\": \"aws-privateca-issuer\",
\"roleArn\": \"$ROLE_ARN\"
"

RIESEFRETRUS

aws eks describe-addon \
--cluster-name $CLUSTER \
--addon-name aws-privateca-connector-for-kubernetes \
--region $REGION \
--query 'addon.status'

Other clusters

1. EUTUERIEN AR IAM Roles Anywhere :

PROFILE_ARN=$(aws rolesanywhere create-profile \
--name "privateca-profile" \
--role-arns "$ROLE_ARN" \
--region "$REGION" \
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--query 'profile.profileArn' \
--enabled \
--output text)

2. EREFPIRIESR , AT Kubernetes MiEESRFEA , HBEI LT AR IAM Roles Anywhere i#

TR . Amazon FAF CA
a. NEFIUEPERFAS

openssl genrsa -out client.key 2048
b. ABEFIKIEBERIERLEEER (CSR) :

openssl req -new \
-key client.key \
-out client.csr \
-subj "/CN=aws-privateca-issuer"

c. M Amazon #AF CALL T bt X ZFAIEP :

CERT_ARN=$(aws acm-pca issue-certificate \
--signing-algorithm SHA256WITHRSA \
--csr fileb://client.csr \

--validity Value=1, Type=DAYS \
--certificate-authority-arn "$CA_ARN" \
--region "$REGION" \

--query 'CertificateArn' \

--output text)

d. FEFRIEPLFHEERL

aws acm-pca get-certificate \
--certificate-authority-arn $CA_ARN \
--certificate-arn $CERT_ARN \
--region $REGION \
--query 'Certificate’
--output text > pca-issuer-client-cert.pem

3. FEAFFRIEBEEHPLE Amazon FAF CA X1T%& -

a. 7N awspca Helm 126 FE :

helm repo add awspca https://cert-manager.github.io/aws-privateca-issuer

ZHEMEE Amazon F4F CA ERR1TE
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helm repo update

b. flEWEZMH :

kubectl create namespace aws-privateca-issuer

c. FZHIZNIEPRAZRAS

kubectl create secret tls aws-privateca-credentials \

-n aws-privateca-issuer \

--cert=pca-issuer-client-cert.pem \

--key=client.key

4. FERALT S RE Amazon FA8 CA &17# IAM Roles Anywhere :

a. BIB—NEBANMHvalues.yaml , ¥ Amazon #AF CA K ITEBHEENEUTHE
—i#2{# A IAM Roles Anywhere :

cat > values.yaml <<EOF

env:

AWS_EC2_METADATA_SERVICE_ENDPOINT: "http://127.0.0.1:9911"

extraContainers:

- name: "rolesanywhere-credential-helper"
image: "public.ecr.aws/rolesanywhere/credential-helper:latest"

command: ["aws_signing_helper"]

args:

"serve"
"--private-key"
"/etc/cert/tls.key"
"--certificate"
"/etc/cert/tls.crt"
"--role-arn"
"$ROLE_ARN"
"--profile-arn"
"$PROFILE_ARN"
"--trust-anchor-arn"
"$TRUST_ANCHOR_ARN"

volumeMounts:

name: cert

mountPath: /etc/cert/

readOnly: true

ZHEMEE Amazon F4F CA ERR1TE
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volumes:
- name: cert
secret:
secretName: aws-privateca-credentials
EOF

b. EANUTWSRE Amazon #AF CA X17# IAM Roles Anywhere :

helm install aws-privateca-issuer awspca/aws-privateca-issuer \
-n aws-privateca-issuer \
-f values.yaml

ERETAEZRE, EAUTHS :
kubectl wait --for=condition=ready pods --all -n aws-privateca-issuer --timeout=120s

AREBIELZEBER , BRATE pod EBEIEFIREADYIRZ :

kubectl -n aws-privateca-issuer get all

EfifiEaws-private-ca-cluster-issuer , HRIE— N2 K YAML X4 , cluster-
issuer.yamlHEHIEMRENEE

cat > cluster-issuer.yaml <<EOF
apiVersion: awspca.cert-manager.io/vlbetal
kind: AWSPCAClusterIssuer
metadata:

name: aws-privateca-cluster-issuer
spec:

arn: "$CA_ARN"

region: "$REGION"
EOF

BETR, NASHRE :

kubectl apply -f cluster-issuer.yaml
RERITARNRKRS :

kubectl describe awspcaclusterissuer aws-privateca-cluster-issuer
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BT AR BB T AR WA AL

Status:
Conditions:

Last Transition Time:

Message: AWS PCA Issuer is ready
Reason: Verified

Status: True

Type: Ready

FEAITIBEHEESRETE Amazon FAB CA ZFIEH

KREEMA Amazon EKS &8 , MEHRFa 5| S AEIE+HE , aws-privateca-issuer

MR

2025-08-13T721:00:00Z

&AL

EEHcert-managerBBMEF K FHRIFIUER, Xcert-manager RFBHEITEF KT HRIE

UEFo

1. BIE—/2&Hpca-auth-cert.yaml : B3 H

cat > pca-auth-cert.yaml <<EOF

apiVersion: cert-manager.io/vl
kind: Certificate
metadata:

name: aws-privateca-client-cert
namespace: aws-privateca-issuer

spec:

secretName: aws-privateca-credentials
duration: 168h

renewBefore: 48h

commonName: aws-privateca-issuer

privateKey:
algorithm: ECDSA
size: 256
rotationPolicy: Always
usages:

- client auth
issuerRef:
name: aws-privateca-cluster-issuer
kind: AWSPCAClusterIssuer
group: awspca.cert-manager.io

EOF

2. BIEFHNEEFRSHEHRIBES

ERIEBHEEEEEE Amazon FAF CA B/IEH
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kubectl apply -f pca-auth-cert.yaml
3. RINIAREBEHE :
kubectl get certificate aws-privateca-client-cert -n aws-privateca-issuer
FBAI L ERRCUT AN

NAME READY  SECRET AGE
aws-privateca-client-cert True aws-privateca-credentials 19m

MR SEREE — 4 TLS IEH
P fEcert-managerME Z%Kaws-privateca-issuer5EE | AT LM AU H,

BIBE—NE R YAML X4 |, certificate.yamlEFRIEIEBER

cat > certificate.yaml <<EOF
apiVersion: cert-manager.io/vl
kind: Certificate
metadata:
name: example-certificate
namespace: default
spec:
secretName: example-certificate-tls
issuerRef:
name: aws-privateca-cluster-issuer
kind: AWSPCAClusterIssuer
group: awspca.cert-manager.io
commonName: example.internal
dnsNames:
- example.internal
- api.example.internal
duration: 2160h # 90 days
renewBefore: 360h # 15 days
usages:
- digital signature
- key encipherment
- server auth
EOF

MEIBHIEE—N TLS iEH
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AT TNAILES :
kubectl apply -f certificate.yaml
RfE , BULERAUATHSREIEBHRE !

kubectl get certificate example-certificate
kubectl describe certificate example-certificate

BRNZRBERRCUTUTRTHER :

NAME READY  SECRET AGE
example-certificate True example-certificate-tls 30s

BRI UERAUA TR STREDMAMIESD :
kubectl get secret example-certificate-tls -o yaml
FBHAUAEAUL TR SNIERHTHRBNRE

kubectl get secret example-certificate-tls -o jsonpath='{.data.tls\.crt}'
openssl x509 -text -noout

4l
LT REIBRT Amazon %8 CA 1{15 Kubernetes S£8 —i2{F .

« 1l : Kubernetes & & & B9 2%
« TLS-enabled Kubernetes clusters with Amazon #A CA and Amazon EKS

| base64 -d |

o {FAA end-to-end Loa Amazon d Balancer #4287 Amazon EKS Li&E& TLS ti&

£ 532 Kubernetes Amazon A& CA

EI5#E Kubernetes S8V FAE CA |, iEERABBLAMNBE AR, 412 Amazon FAF CA &IRE T LAE A LA

T EREEIE CA

» Amazon A& CA CloudWatch 1E+r

|
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https://github.com/aws-samples/sample-encryption-in-transit-for-kubernetes?tab=readme-ov-file
https://go.aws/3ifFNEJ
https://www.amazonaws.cn/blogs/containers/setting-up-end-to-end-tls-encryption-on-amazon-eks-with-the-new-aws-load-balancer-controller/

Amazon FAHUE M & A1 AFiEm
« Amazon 4B CA £ CloudWatch B4t 171453
« fEAIZ3% Amazon FAEIERM A HL¥ API A Amazon CloudTrail

{#/ Kubernetes # 1T FEBEBR Amazon FAF CA
IBA LR BB T S BRIREaws -private-ca-issuer A& :
1. 3REX pod BB 5 :

kubectl get pods -A

2. EEFRITERE  BEAUTSHS

kubectl logs -n aws-privateca-issuer <pod-name> aws-privateca-issuer

3. E&EEH IAMRoles Anywhere & |, EFERUTHS :

kubectl logs -n aws-privateca-issuer <pod-name> rolesanywhere-credentials-helper

EEHEM Amazon o8 CA RFHLMERVIRE , BEAUTEEZ—

EREENRFIHEREEZRE  BEAUTHT

kubectl get AWSPCAClusterIssuers -o json | jqg '.items[].status

EIVIVES D > N Ak

{
"conditions": [
{
"lastTransitionTime": "2024-07-03T13:56:37Z2",
"message": "Issuer verified",
"reason": "Verified",
"status": "True",
"type": "Ready"
}
]
}

P HERR MR latest 415



Amazon FAFIEBME L AriEE

MR KITATEZReadyM , MiZmessage FERIFRBE R RKITATLEERZReady N RRA W E
J

ZREEMIEIPREECERRE , BEAUTSHS
kubectl get certificates -o json | jq '.items[].status'

MR R T TRA

{
"conditions": [
{
"lastTransitionTime": "2024-07-03T13:58:137",
"message": "Certificate is up to date and has not expired",
"observedGeneration": 1,
"reason": "Ready",
"status": "True",
"type": "Ready"
}
1,
"notAfter": "2024-10-01T13:58:12Z72",
"notBefore": "2024-07-03T12:58:127",
"renewalTime": "2024-09-16T13:58:127",
"revision": 1
}

MRUEFFEZReadyM |, NiZmessageFERFFRMEXIEB T EEIKRZReady M ERE R
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Amazon #A8 CA j&E3h B FiEE$E

Amazon FA85 CA AL & M EEFTEMIEFH Amazon Managed Microsoft AD. EFER T Active
Directory FYiE#88 ( AD iEH#ZS ) , BULUFR MUK EME=T CAs BN EHENRENLS
CA, N AE AD EEMNAF. BAMITENREMIEREM. Amazon FAF CA

BOLAMEREAT AD MIE#ESR |, BN AD M EM IR TR E =imKHRAS B0 224,
Amazon Managed Microsoft AD X FHE 574t AD Amazon A8 CA —EFERNEF , tIhgeik s
Conn Amazon Managed Microsoft AD ector £ o

£l

« BRHIXIEM Connector for AD WG ?

« i%i& Connector for AD

- FFMaERED B & Amazon FAF CA E#S

« Amazon A CA JEzh B FHEES

« £/ Amazon FER T AD B Connector S 5% B4 3K 30 &Y N FAF2/F & EventBridge
- BRREED HF Amazon FAF CA EZSE XM R

R 2 ¥)))ZfE Connector for AD B IS ?
RS2 EAL Connector for AD IR, MEBIUREFRUATEHS -

o +4 8 Amazon ¥ CA?

« {42 Amazon Directory Service ?

AD £ AEHeaR

ZAABEEFIA. Amazon CLIFIGESER T AD KEREES APls, B LUEE # %] Amazon A8 CA
A. ENREEZREFEE Connector for AD Kif 7] Amazon Directory Service ##I& H# Amazon
Web Services BEEIZHI & E#EER.

EM

AD ZE#IRFEN —TZER A Amazon 348 CA |, BERFINMIRE. BRFNRBIEBR RN UK ES
XA R VIEB YR

&2 AR AR Connector for AD B F1g ? MRS latest 417
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BEXREHME Amazon A CA MMEE |, S HAmazon FAEIUEBMENE Ef. EBHALMERE
Amazon Mt EESREER A,

1% & Connector for AD

ATHRHNSRRERERT AD BEERN ERSFMH, ERIFRELEIET —1 Amazon K. TK
AREWDSRIE , BUATLTTIAA AD BIEERESR T,

SB®1: EHGEFSE CA Amazon #AF CA

REMBIUEBMEN (CA), ATRAEFRIRMEAIER, EXEZEE , BSHE FHIEPL M AT
Amazon ¥\ CA,

FE CA XA TActivelREF BEN AD tIBERSR. B CANERAERHLAEESLAE, IR
BLAERTT LORAEBNAE CA tIBER:S |, NEERCIEFRK.

HW|2: REFPHEFR

BRTFE CA 2, BEFEEEBFEZ (VPC) FHYESI B %, Connector for AD X #H Amazon
Directory Servicei2 By AT B FEH .

« Amazon FEE % Active Directory : T & , Amazon Directory Service #RB] LU EES B
(AD) ¥EN B RS 1E1T. Amazon Directory Service for Microsoft Active Directory t2#53 Amazon
Managed Microsoft AD , BH Windows Server 2019 12t #%, #H Amazon Managed Microsoft
AD , fRATAEHEITE FRABE TERE , SIEMEX Sharepoint AR E T Net M SQL Server B B
EMNAERF. Amazon Web Services &=

« Active Directory Connector : AD Connector 2 —f B xMx , AU E REREE QA
Microsoft Active Directory , M AR E=HPEFEMES.. AD Connector XFFEEIL S# EFEMN
= #& EC2

( 1XPBR Active Directory #2285 ) 58 3 & : FNREE XL RSk~

(® Note

MREIEEMEA , ML E7E B F Amazon Managed Microsoft AD #1##4X Connector for AD iR
St , REQXBHEMEMNR, A A b X RF BT ER,

&
o
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https://www.amazonaws.cn/private-ca/pricing/
https://calculator.aws/#/createCalculator/certificateManager
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/directory_microsoft_ad
https://docs.amazonaws.cn/directoryservice/latest/admin-guide/directory_ad_connector
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£ A Directory Service AD Connector B} , BFEERRFKS ZEREMNR, ERFK, LiRE T RE
#5&k (ACL ) AAWLATIHEE :

- @MEB SRMAMMPIERIRS EEBF (SPN)
s EUTARBPUENEIRUEPMANMY

#containers

CN=Public Key Services,CN=Services,CN=Configuration

CN=AIA,CN=Public Key Services,CN=Services,CN=Configuration

CN=Certification Authorities,CN=Public Key Services,CN=Services,CN=Configuration

o BIEFMEEH NTAuthiEBMAEHLH (CA) WK, FE : MNRFEAE Cer NTAuth tificates CA IR , N4
TAEZRNR. WERRFEE , WMSABRELFRSEEFLUEFIRANR,

#objects
CN=NTAuthCertificates,CN=Public Key Services,CN=Services,(CN=Configuration

B 77 Connector fo r Active Directory 771& iRt PowerShell Bl A7 A F &k B RS AD
Connector fRZ5 1k 7 P T Y B AMN IR .

HBIZS B2 NTAUthiE 5+ 37 £ HAT3 K
B¥SRANMAREEE | BSEGIHtHUD FED N B R 4,
SR 4 B2 IAM KB

= AD dIEERESE , BFE— IAM policy , ZREATEIEZERESFZRIER , 5 Connector for AD
REHZENFIE CA , HEREHW B FHEMN Connector for AD BRF -

LT 2R P EE RN RE

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": "pca-connector-ad:*",
"Resource": "*"

"Effect": "Allow",

"Action": [
"acm-pca:DescribeCertificateAuthority"”,
"acm-pca:GetCertificate"”,
"acm-pca:GetCextificateAuthorityCertificate",
"acm-pca:ListCexrtificateAuthorities"”,
"acm-pca:ListTags",

"acm-pca:PutPolicy"

1,

"Resource": "*"

"Effect": "Allow",

"Action": "acm-pca:IssueCertificate"”,
"Resource": "*",
"Condition": {
"ArnLike": {
"acm-pca:TemplateArn": "arn:aws:acm-pca:::template/
BlankEndEntityCertificate_APIPassthrough/V*"
}I
"ForAnyValue:StringEquals": {
"aws:CalledVia": "pca-connector-ad.amazonaws.com"
}

"Effect": "Allow",

"Action": [
"ds:AuthorizeApplication",
"ds:DescribeDirectories",
"ds:ListTagsForResource",
"ds:UnauthorizeApplication"”,
"ds:UpdateAuthorizedApplication"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"ec2:CreateVpcEndpoint",

HUR 4 B 1AM KB
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"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcEndpoints",
"ec2:DescribeVpcs",
"ec2:DeleteVpcEndpoints"

]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"ec2:DescribeTags",
"ec2:DeleteTags",
"ec2:CreateTags"
1,
"Resource": "arn:*:ec2:*:*:vpc-endpoint/*"
}

AD E#IRFZHI Amazon RAM IR , FREEAEE AN TT,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "ram:CreateResourceShare",
"Resource": "*",
"Condition": {
"StringEqualsIfExists": {
"ram:Principal": "pca-connector-ad.amazonaws.com",
"ram:RequestedResouxrceType'": "acm-pca:CertificateAuthority"
}
}
},
{

"Effect": "Allow",
"Action": [
"ram:GetResourcePolicies",
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"ram:GetResourceShareAssociations",
"ram:GetResourceShares",
"ram:ListPrincipals",
ram:ListResources",
"ram:ListResourceSharePermissions",
"ram:ListResourceTypes"

1,

"Resource": "*"

58 5 % : 5 Connector for AD £E K FAHE CA

BEEME A Amazon Resource Access Manager REFH A ZSEZB[RIZHEZENIE CA,
£ Amazon 2 #I & EIEREERN , REAQEINERERRLAE,

£ ASIERIRHEZE Amazon CLI, A Amazon RAM create-resource-share @i o
LTHTeIBRFERE

$ aws ram create-resource-share \
--region us-east-1 \
--name MyPcaConnectorAdResourceShare \
--permission-arns arn:aws:ram::aws:permission/
AWSRAMBlankEndEntityCertificateAPIPassthroughIssuanceCertificateAuthority \
--resource-arns arn:aws:acm-pca:region:account:cextificate-authority/CA_ID \
--principals pca-connector-ad.amazonaws.com \
--sources account

A BRS E41E PCA L CreateConnector i B IE B MANXPE., Ef5LEEA Connector for AD BYBR
ZEERPEXIERI Amazon FAFE CA BIREMRFENPR | EEA CalledVia BRHEIEMNER,

S 6 BlEBFEM

&R Connector for AD FRESER RN E & |, MEIEESR[R U UELRNE XEE, ERMN Connector for
AD RS , BEECEE R IM. EXBNEEFEIMNESZER , BSR EEE F:M

% 5% : 5 Connector for AD £Z &858 CA MR latest 422
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FRT7 - BELZEA

BH VPC 5 AD EEEE 2 BINEERE I Amazon PrivateLink , XEE—NMRZINLLAH , HAW
N TJEEBE VPC L3TFF 443 TCP iw 0, HBQEBEHERSRN , RESEREWMALLZ A, BRI
FREENEBEN , RE%EE VPC B CIDR R, EBuJLLERH —SREILLI ( B IP, CIDR MZ 4
D).

SR 8 . NEFRXIREEM G E R

BZENKRFELH Internet iR NRSF BERIER B U T LU B IRA I (OCSP) FiE+H B 5 &k
(CRLs) :

* .windowsupdate.com
* .amazontrust.com

FREH R EAN

- OCSP # CRL BEFTHEMN :

TCP 80: (HTTP) to 0.0.0.0/0

o AD JEIZIFOMEIN -

TCP 443: (HTTPS) to 0.0.0.0/0

o EY B FAEI

TCP 88: (Kerberos) to Domain Controller IP range

TCP/UDP 389/636: (LDAP/LDAPS) to Domain Controller IP range, depending on Domain
Controller configuration

TCP/UDP 53: (DNS) to 0.0.0.0/0

MRREFTEZGRAHKEERN , WIEBMAFRBERK , FERERKCHD
WS_E_OPERATION_TIMED_OUT.

(® Note
WMRIEEEN Amazon EC2 SKPIEEZSH , NZZ2EANBESR 7 PRNZTEHME,

SH]7 . BELZLA MRS latest 423
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FF a3 FESI B 3% Amazon FAB CA E#EZE:

5/ Active Directory Amazon #A55 CA E#ES , B LUNFAE CA RRER M A LA ER Active
Directory X R#FTEH M RIEMMER, BIEEESEZN , Amazon REIEPMEYE £7EERE VPC 1
BB — MRS, MEEHNE ZXNRBERILES,

EMRUD , CEEQNEERESFURIZEESRN AD REER, QIEEMRE |, B LLRE AD HRVEM
R

£

- FHREMNAHERTIHE

- ST BIEEES

« IR 2 : BLEHE Active Directory R
- S 3 tIEER

- FR 4 BEMRBEANR

JT IR BIRY R T4E

UTHBEFESETEN AD IREZ[NEER[ERVIE. BEXIEHE , E4AELBRATH
B Y e IRF A

SR QIEERSS

EOIBEESR  FSHNED B FOIBEES,

SR 2 . BLEMER Active Directory K&

Connector for AD TZEEEREEREFFNWARENR (GPO ) EE. GPO ###|m%EF - HE M5 5Kt
Amazon FAE CA RIEH HERRSI[AIE AD BERIVEH. TR GPO BEJRESSHEMNER
BRETIER, BEFKEEFMNE Connector for AD BLE,

AR EEEIRRE , BAILLARNEN AD SI2ZNEESR, NRENEESNARKEERE , N
&R EEN S MEERN B E RS,

FIEERE AN T2 MEURT Kerberos &R VPC BLE., REE TN AD S HKIE , ERAE
VPC BEM AT LR THERRAA. XEETLRZN , EERNANGHRIIHAE (BFF )R
Eo. AWSAuth
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£ AR} Amazon Managed Microsoft AD , £ Amazon Directory Service enable-ca-enrollment-
policy@ 3 7 Amazon Managed Microsoft AD Sk #yigi #2428 GPOs L# {THELE.

LT ® R VEMEESIER

$ aws ds enable-ca-enrollment-policy \
--pca-connector-axrn MyPcaConnectorAdArn \
--directorxry-id MyDirectoryId

f£/ AD Connector B , iHFRBU TSRO 2S00 2 iE A KM URI B GPO, EEIZ4IAH
W H{T{ERA Connector for AD , EERTHTE,

L& GPOs.,

1. # DC LIRS REESR
2. HIETE AREEREZEHAALANARKER,

3. FHEM >, EBEENEE  RAEAREGTENE, ERELEHPCIE GPO , HHHEEETI
&L... , R A PCA GPO K& #ro

4. BIE , FHEIEMN GPO FELESE TFIH,

£ PCAGPO , RigitB4miE. MRITTHNEFEEREHRHEEXR —MEE | FEdHESIKE
ERN&EE 151'1%1}\1,«&%'\1’,{2&&0 AR EE BRI I,

6. HEARKEBEHESRD , HIITENEE > KK > Windows 1IRE > Z2iRE > LERARE (&
Bx#*z),

7. BIANKEBHEFERRSE, R - IEHEMER

8. HEEIYF , NEEEBEERNEA,

9. WIABk H /3 A Active Directory M FE#E, EFBHM,

10. LEEYRIFTFFIER MRS RSEEE O,

11. EWMAEMIRS KR URI FER A I EE 5288 0 4 AV IE 45 X A SR BE AR S5 88 30 o
12. FEHRIEXRBRE N Windows K.

13. ERRIUE. BIERING , EFERM. WNIFEXE,

14. REEH RSS2 P ik — UE15 73 A3 58 M 5% P 37 0 B AV IR 3285 55 0 A9 B AE LAT (RIE 1232 W BRIA X
Tt R B

15. i%&# Active Directory SEMFSREE , SRS IEZMIBR.
16. EWIAXFES | EEFEEUMERE T LDAP W E KB RKIE,
17. FIEBRFZEFFH>IEREIMERBEOPEBRNANBE b RAENEXA,

S, 2 BB SRS Active Directory & B MRS latest 425
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18. HRINAEARBXMAR , REAFIEBRSE, K - B3 EM.
19. NEBEEBEENERNER,

20. BINEITTESHMIEBNERERTEEP, REEMRERE,
21. &8 MR, REEE BE, REXANEE.

o

ETXR, BEEAFPREN A ARRARE., RIA/EE > KK > Windows IRE > Z21RE > 2FEH
Kb, RRDE 6 PR 21 PHMARN S REEA P EEN LB RHRE,

& GPOs T AVAEMEE |, WM RIFM Conn Amazon FAF CA ector for AD IFRIEH , HIKEBH
MERIUEP Amazon FAF CA,

SUR 3 plEER
BRI , BSAOREREER,

SR 4 BEMEREENR

EFE Microsoft BHANIR , TSR EIE AD BRI EIIE4I5 B /EERS,

Amazon FAE CA &z B ZHEESS

AT FHNEREN BN EIZE Active Directory (AD) &85, BLEERLA R WS Amazon A8 CA &
HERER. EALM AD Amazon FAH CA EESREHAE. AN AD EES[BIHEAEAT AD
B Amazon CLI Amazon #A55 CA E#E5 APl iiTiX ik,

@ Note
R& AD Amazon FAF CA LEE’EE Connector £ &£ K Amazon FAF CA , BiXEH MR
ER=DF APIst, BXEZER , ﬂ(Nmmnﬂﬁﬁ%ﬂkmmAM*%>ﬂsﬁ

docs.amazonaws.cn/prlvateca/Iatest/APIReference/%[l {Amazon #A& CA Connector
for Active Directory APl 22 ) https://docs.amazonaws.cn/pca-connector-ad/latest/
APIReference/,

HED) B eI EEERR

FERAUTEEFERZESA. 51T Active Directory Amazon A CA EIZESH AP Bl iE#EES,

S 3 BIEER MRS latest 426
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Console
FREG A RERESE

BFIEH Amazon IKF |, R/FHFF Active Directory Amazon A% CA E#SFEH A , Wit
Hhttps://console.aws.amazon.com/pca-connector-ad/home,

1. EERRESEZAMESERT Active Directory FIIEREES UHE L | &R 0122 ERERS,
2. 1E8IE Private CA Connector for Active Directory TUE Y Active Directory 4 FREE R,

o TEIRBRIEH Active Directory KB T | EEBEHMIHRR 2 — .

« Amazon Directory Service for Microsoft Active Directory— 18 E HE B ESI B F
Amazon Directory Service,

« 48 Amazon AD Connector B3t Active Directory — 8 AD Connector 1 8] &£ A ith
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IEHEEFABE LN SCEP BENXARIESFERIEDHITH DRI T iR,
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UEH, EAEBEN SANs , XemREZEX
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TEHANAE,
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1 SCEP R E ik #ss

AT RN S RAIFEB G EREA T SCEP Wik, ERIRIRELLIET — Amazon K. =&
AT ENTSRE , BRI AGE RN SCEP Bl EERSR

pd

. "
Y|SB

&

7‘57‘
N =

-
-
%

. 812 Amazon Identity and Access Management % B
: BIEFAE CA

- FEAAIERIREHEZ Amazon Resource Access Manager

B
w

S 1 : BE Amazon Identity and Access Management 3 B

EH SCEP f|EiE#E:ES , BEE6IE - IAM KB , |F Connector for SCEP SIZ M EEE#EES
FENTRARKRREMRIEBWEED, BEXIAMWESZER , HSRT4LE IAM? £ IAM B8
B,

PR il MRS latest 459


https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction.html

Amazon FAFIEBME L AriEE

UTFREAR—NEFRERE , B LU E AT Connector for SCEP,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "pca-connector-scep:*",

"Resource™: "*"

},
{

"Effect": "Allow",

"Action": [
"acm-pca:DescribeCertificateAuthority"”,
"acm-pca:GetCertificate"”,
"acm-pca:GetCexrtificateAuthorityCertificate",
"acm-pca:ListCexrtificateAuthorities"”,
"acm-pca:ListTags",

"acm-pca:PutPolicy"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": "acm-pca:IssueCertificate"”,

"Resource": "*",

"Condition": {

"ArnLike": {
"acm-pca:TemplateArn": "arn:aws:acm-pca:::template/
BlankEndEntityCertificate_APICSRPassthxrough/V*"
}I
"ForAnyValue:StringEquals": {
"aws:CalledVia": "pca-connector-scep.amazonaws.com"
}
}
},
{

"Effect": "Allow",

"Action": [
"ram:CreateResourceShare",
"ram:GetResourcePolicies",
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"ram:GetResourceShareAssociations",
"ram:GetResourceShares",
"ram:ListPrincipals",
"ram:ListResources",
"ram:ListResourceSharePermissions",
"ram:ListResourceTypes"

1,

"Resource": "*"

SR 2 QIEFE CA

E ¥ Connector T SCEP , B£EENIE CA EiZERESXEKER, Amazon AABIEPM AN H
F SCEP M EEBENZERE , BINEWNEERNXATEEI[VFLE CA,

B CABTHREATER :

« BAALTIESPRESHERBERREER.
« BYMPEFE CA, BTEEABTBEKSAZELHZNIAE CA

A CABRENS SCEP EER—RBEMA , HFERUTIEREM

 DNS & #RBR&-EZ[E6EH DNS & FRBREISRIZHI N REY SCEP R %F R RIEH P AR VFREE LB LE,
BXEZEERE , FSAP RT3 51T DNS B #R & Amazon FABUE 3R HLIT,

« #%8 — CRLs =&MW FAHE CA LERA OCSP iU A T, BXEZER | F5E AXEN
Amazon #AF CA iEB B FH %,

* Pl — BMNEBWEFREE CAUUEBFFRINMNASHBERE P) SIHMNZLBBRES. NRETRE
i, XEMTRABBESNIME,

- F@ RIEIPFHEGTEED — TR CAIERFRERZETEED , WEEFURIEIER M
IR [Bl{§ GetCertificateAuthorityCertificate. BX 5 ZMHXNEETFHEWES Amazon 38 CA |, S
F1E CA o

BXRUMAGELE CANEE , BSRAETLEFLE CA Amazon 3.8 CA.
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F 3 FHLIERFEHE Amazon Resource Access Manager

R &FEH Amazon Command Line Interface, Amazon SDK Zi&FH F SCEP HIiE1£88 APl LURTE
FREREAT SCEP WiEEss , NMEEFH Amazon Resource Access Manager RS ERHES
EHAT SCEP WiEZss L ZEMFLE CA, X SCEP # Connector 12t 7T X B HE CANHER
B PR. HETE Amazon BHI & P AIEBEEZSN , RSB NECBRERAE,. AXBREZENE
2, #5/ (Amazon RAM AIF#Em) FREIERREE,

EFEAGERERLE Amazon CLI , ATLAE A Amazon RAM create-resource-sharei 5. LA a5 8l
BREXE, JELZWFIE CAR ARN IBENWME, resource-arns

$ aws ram create-resource-share \

--region us-east-1 \

--name MyPcaConnectorScepResourceShare \

--permission-arns arn:aws:ram::aws:permission/
AWSRAMBlankEndEntityCertificateAPICSRPassthroughIssuanceCextificateAuthority \
--resource-arns arn:aws:acm-pca:Region:account:cextificate-authority/CA_ID \
--principals pca-connector-scep.amazonaws.com \

--sources account

FAHAMRS T CreateConnectorifiEFAE CA WIEBM AR, Ef5LEEA Connector for SCEP
B ARSS =AY BB Amazon FoF CA BRIBAE —MRIGENER | BEEARGMEIINNER, CalledVia

FiaEFAER T SCEP WiERE=S

FEAERTF SCEP #9 Conn Amazon FAHIEBM ALK ector , AT LAMFAE CA [ SCEP HiR&
MBHEREE (MDM) REMAUH, BIERERESEN , Amazon ABIERMEAVE 28lE —NaH
SCEP URL & FEPH , TN ERETHTFERE MDM REHNE S,

EMRIESH , BIOIE Amazon FABIEBMANK FAH CA , CIEERESR , ASREH SCEP H
MDM REEM IR & B & 7 [MERERRE RIEF,
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B ATE EHEA SN SCEP REIE

RELBE—NATEAARNIERES | ELH Microsoft Intune BlZ AT SCEP #ViE#ES, BHIE
BEEETNEESHA SCEP Wik aE&EAMKRIT , B LLEE SCEP RifIZE, FEA T IR Intune BY

SCEP & #2858 5E A T 4%k Intune , YRE] LA{E A Microsoft Intune
General-purpose

I A T8 A AR ERESR

BFEM Amazon K/ |, ITFFEA T SCEP HEESREF A

EERAE,

, Mt R https://

console.aws.amazon.com/pca-connectoxr-scep/home,

1. %3 Create connector (8ZiE#2T),

2. EQIREESR WEP , TLUERE ‘BRI FRPNEEREE - IMREFER. ZER
FETEENEERIRD, MREEE  TUBIERE FNESHL EEERFNESIR
£, MEREDELS Amazon BIFRNRE, SMIEHHE—MRMN— DR ELK. ETUE

ARSI R IFIE R RHERER Amazon KA.
£ ERESRER T | BEEA

4. TEFRBCA T , ZBERATIEESNILE CA, E , BIiERE “BIBFE CA” RelEZ—1
#TH CA, BT SCEP XA EFEEBEENRE , BINBIUEAET AT IERZSR[NIE CA. W
BIBGIETH CA, NERZREIER , FIRE Con Amazon FAH CA nector for SCEP ##l&

FRIFFLAE CAsHIR, EHFMFIAE CA XA ik,

5. #RMAEE T, &R BEMRBFEDG, tZEESRN , RN EER - BSRHA

=i,
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6. W “BIEEESR

Microsoft Intune

F#ER Intune B9 SCEP 2 Connector

BREW Amazon 1K, FTHFEA T SCEP WiEESREH A& , Wit Fhttps://
console.aws.amazon.com/pca-connector-scep/home,

1. 1% Create connector (2% ##23),
2. ECIBEESRITEL , TUEREEHRIFRPNEESREE IR FEH. ZBHEER
EENEESYIRD, IREEE  JUBNER AMESHRE MEERAIMESHRE, 5
ZRIEB DL Amazon BIRNIRE, BMIEHH - MBI —NRELAR. BAIUEARE
SR Z T EFRKIRER Amazon B,

3. TEEEERERE T, %&# Microsoft Intune,

a. WFNRBRERF (FFim)ID, B AZK Microsoft Entra ID NARF EMPHWNARERF
(BEFi% ) ID, BXEAWIEEEEMN Microsoft Intune for SCEP SR , B2 R, NEHA
F SCEP #ViE#ESRfE MDM X5

b. WFBEF (HF)IDREHE , &8 AEMN Microsoft Entra ID M ARFEMFHMESR (A
F ) ID HEHE,

4. ERBECA T, EBREATIHEESR[NTAE CA, HE , BYIER BIEFE CA” RIB—1
T8y CA. BT SCEP MU FEEBEENRE , RITEBWEA T A TLERESFNFAE CA. W
RIEBEBTH CA, WEPZKEESE , HIRE Con Amazon #4%F CA nector for SCEP ###|&
HRIFFAE CAsHIR, BHFAE CA MiZ A HikFE,

5. &H “QIEERER

SR 2 REESEFARFEEHE MDM REF

tIREERE  LFEEFEERPHUATHEAEEEHTEN MDM REH, EFEAZEFEEREESR
RIS E , B M SCEP E#ERIZH & WHAY S R PR FEZEESR.

« /v3t SCEP Wiit-iXx RSB , 81 SCEP BN PERIER, TE T iE S IB ML
R

- (BA) RABB-1£ “REFE T, EBREE L RAIBTEIERNZRE , REIRE EFHG L
EEFN, EQEEMZRE  FERCEZRE, HIZEESAZDE , HANOSEEENMNANE
FRE%B, ENRAZBBYATFMAEMES , SIEEMEETM SANs |, RibREELE,
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( Microsoft Intune ) Ope n ID E——MRIRESMEK Intune LR , MATHFFA R PIEMKE. FF
&3 EBNF RS0 ZXEHE K Entra B AREFEMA OpenID Connect (OIDC) FiEF., B
REZELR , ESH NEAT SCEP Wik E MDM R4,

NEFAT SCEP WyE#ESE E MDM R&

fE] S PO (SCEP) B A FIEFHEMMEIT IR EIN . SCEP E#ESER —RET RFC 8894
Y SCEP Ar5588 , A1 B3 Amazon FAB UL M AL MR SCEP BEFmMAIEH. BB ERESR
B, EAT SCEP WiE#Ra SCEP BEFRRMHE— M HTTPS v , EBERIEH. BT iRER
FABBHITHARIE , ZEBISEORFREMIEPLZERIFER (CSR) F. RALF Connector
for SCEP 5 R{THBZRZEE (MDM) R4t ( 2IEMEX Intune, Omnissa Workspace ONE F Jamf
Pro ) —EEAREIMBHRE., EEEESEAXIF SCEP HEFHRHABEESEM,

SCEP E R 1R AR B MEER— B AiEES[ MER T Microsoft Intune 9 SCEP E#%85, T
ETNABENNIERE , LRINMAEESZHN MDM REUEAEN.

B ERESR

BREESBEESTE SCEP BN EEmAmEER , (EEE % HIEEESMN Microsoft Intune BRHk,
B AERESS , H170 Jamf Pro 8 Omnissa Workspace ONE , B A[ LAEIE SCEP #k& &8, TEMN
BoiZREE (MDM) RENH , BEEFMNIIEEER T HbX1F SCEP WRAHREZ.
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2. BHIBEFIREBERILED , X EZEERNWEBNIERLLERER (CSR),

3. SCEP E#BFWIIMAER, MRIEBEN , MZKSFF Amazon 38 CA KRB FEFIRFRIE
PBo

4. Amazon FA8 CA MAUE$ HFFE £ 1%X 2 Connector # 1T SCEP,
5. SCEP E#EM A WIE B XX BB iRk,

Amazon #AF CA B FH#E Intune Y SCEP &85

Amazon FAH CA EA FT#MEK Intune Y SCEP EEBRT N EHME Intune BBEEAMIRIT. FAERT
Microsoft Intune # SCEP iE#2853KH | {RIFEH Microsoft Intune SREE{REY SCEP $hE B, BX
£ Microsoft Intune F{EAEA T SCEP K Connector WEZER , 55, 1 SCEP #J Connector
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R ER Intune W ATIE, fRERIZEF Microsoft Intune® R FATEFRIFBER,
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1. Microsoft Intune [E1%3) & F iR R i% SCEP BBEX . ZEENHEE—IMNENRAEED , BahF
P s EBA CSR H#,

2. BohE P iHiE RIS H I CSR KXi%4 Connector LAZREY SCEP,
3. SCEP #3#88F CSR Ki%x45 Microsoft Intune #1T1ZR,

4. Microsoft Intune 8% 7 CSR RWVRIAZEE, MRIEPFE K , Microsoft Intune £ @ Connector &ix
it | it SCEP MBI EF imMAIiE$,

5. SCEP #£#8% Amazon #A CA KRB FFLIHEBERIER,
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6. Amazon #AH CA MK H G H KX FEESF#H 1T SCEP,
7. SCEP E 88 NM A MEH XX RNB3HE ik,

£

« 1 SCEP KyE#=REL & Jamf Pro

« 5 SCEP #9 Connector BB %X Intune

- 79 SCEP # #2538 Omnissa Workspace ONE

A SCEP #ViE#ZERH & Jamf Pro

& T LAE Jamf Pro #3118 L B E (MDM) &5 Amazon #A CA BEANEREBM A (CA). 35
MAREAEXEUBBEREESEFNMAEE Jamf Pro K% H,

A SCEP #ViE#23H & Jamf Pro

AigmR AR MMAE E Jamf Pro LAEER T SCEP i — 2 FAMiE, MIh SCEP & &
Jamf Pro 1 Connector f5 , B EEH% @MITE R F M Amazon FAH CA KiEH,

Jamf Pro B3R

&H Jamf Pro SEHEAUB A T E R,

« BYBIIE Jamf Pro HER “ERETIEPHN B HRIE" RE. &R BE Jamf Pro X4 Jamf Pro &
LRENHEHLKREBGXLRENFAGE.

F1F . (AIE-HE ) RERUENIE CAIEX

BN REMNFE CANKE—FMAR , TATESEMRSINARFELESENRIEZN CANE D,
BEFERERM AN (CA) Y, FEIRZUUUNHEEREN CA#TEMRIE , HXOTHMN CAE
RIEPH ., FANTEBRWIE Jamf Pro EEH CA 840

NIEHFE CA ERIEL

1. M Amazon #A % CA 24| ASFEAIKEFLE CA iEFH GetCertificateAuthorityCertificate, HE 217
Hca.pemX,

2. &% OpenSSL B 1TXARRF
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3. 7 OpenSSL ¥ , ZTUA TR ERERIEL :

openssl x509 -in ca.pem -sha256 -fingerprint

£ 2 &5 : £ Jamf Pro FELE Amazon #A%F CA R4 EF CA

N SCEP BIZEBiEESRE , HFE Jamf Pro Hi% & Amazon FA5 CA AAZREBM A M (CA), &1
LLIZ & Amazon A CA A2 BRI CA. HE , B LUER Jamf Pro & X # Amazon AF CA
AFENABIMATRIES , flanEARPH -9 REZFMAIER. BRI Jamf Pro BB X HH
ESEETAXENTEE,

£ Jamf Pro HELE Amazon FAF CA A AEBIEHMA K (CA)

1. f£ Jamf Pro ##&F , 8iF “RE” > “2/” > “PKIEH” , #A PKIIEHIEERE.
2. EF EEIERER ETF,

3. IEFEINE CA.

4. EERE.

5 (W% ) AEEXHEE ‘B A Jamf Pro Y3 SCEP R, EAILAEA Jamf Pro & X4l &

H3IEEAPEFEEHNARUER, BXUOAE Jamf Pro RERAREXHNIES |, F5H Jamf
Pro X #4583 B Jamf Pro ¥ENBLE X4 SCEP R,

6. WEFF “ERIF SCEP WAER CAEMITEHMBINRE,

7. (A& ) EFBEER Jamf Pro fF3 SCEP RE#HTITEN MBI RZEEM. MREEIHEXHR
FRMNBER , FSREREE XL RRBE R,

8. ¥ SCEP i&E#E N\ SCEP Mt MiEZRIFAE S P EHIH AR Jamf Pro B URL F
B, EEFEESNFHAFE , BN SCEP EEFIIFRPIERZEES, E , BUNEIRE
Fi GetConnector ¥ & i1 & F B Endpoint{ERKIRE URL,

9. (W) EZEBMFERPAAIMNEN. i, (RAUSEEANEFAmazon FAF CA,

10. BB EIERR ‘BB,

1. NEESTESIREEE , ARFEEBRREFERD, —MNEESFTUESNRAEB, EEF
EEBENTAEE , B Amazon BHIEFESEMEEESBNFAGEENE , AGEREERBR
H, % , B LUEE A GetChallengePassword 3 & #1085 F B Passwor d{E RIREUE 285K
RAZE, BXxERARAZEBNELR , 25 7 # Connector B SCEP X EE AR #l,

12. MRS BRI FERP,
13. EBEBAKXD. BIMNBWUHAKRNR 2048 HES,
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14, (Wit ) &R ‘AEREZER, ERNI#HTEARIE , URFIREX Wi-Fi #1 VPN ERRHZE
2R PR,

15. ( Wik ) & RATEHRAME

16. ( WiE-#%F ) £ B ZRPBWA T AR ZHFEH, RIMNBWERND CA BLUATRERZR
if CA, }EBX@ CA BiBiEH, BXMANFE CAERBLANGHR , BSRE 15 . (k-
) REENFE CA NEL.

17. EE&REF.

HR]3 REEEXHFERILES

EEAWERSIH Jamf Pro for SCEP , AR SR NERES RIS CA WZXEE M CA iEH,
Ak, BULHEERMEPHEE XHFSIBIERHAE L& F Jamf Proo

LUTREBIERZHAEHNHE LB Jamf Pro BV FR -

- FRANBHRBERERZEER (CSR).

- RN SEMERESRXEKRIAE CA £FM CSR,

- SIETERENHZEMN CAIUEPHEEXHSBEIEBERHAE.
o FHERRAE L& E Jamf Pro,

BERITXESE S lBRENIZZTURIEMBIERENIAE CALZNEEXXH , NTIAETFE
Jamf Pro F £ A Connector for SCEP,

1. AT RHIEEA OpenSSL # Amazon Certificate Manager , {E& A LAERA B A EERIEPZRFE
Ko

Amazon Certificate Manager console
£/ ACM & & oI 2R E X4 RUH
1. A ACM BHiEFAHE PKIIEH, BEATHRE :

- RE-FEAE MDM R4H SCEP iE B A HMEENFAE CA KRE,

« HIEBMRNEFAEERD , BERIEPRAINEEE , RAFEEFERME Jamf Pro CA 1Y
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- BE-REE|MAINEBPNEE. SAUFERATLRENEE
(FQDN) , fl#iwww.example.com , B AJAERREE RIS |, Bl
texample.com ( Fwww.23E )
2. FHACM SHEELE—SHhelZNAGIER, ERSHIER, IEPEMNZRRANX
., ERESEFRBEE, BT —SHREFEE,
3. ELWRP , FEESHXMHNWXHRFEITUTHS , I PKCS#12 bundle EABKREL
— S BB ZREwmBoutput . p12BI XA,

openssl pkcsl2 -export \
-in "Exported Certificate.txt" \
-certfile "Certificate Chain.txt" \
-inkey "Exported Certificate Private Key.txt" \
-name example \
-out output.pl2 \
-passin pass:your-passphrase \
-passout pass:your-passphrase

Amazon Certificate Manager CLI
£/ ACM CLI BI2E E X HERIEH
« UTHSERNEE ACM REIBIE+H | REFXHSHI PKCS #12 48,

PCA=<Enter your Private CA ARN>

CERTIFICATE=$(aws acm request-certificate \
--certificate-authority-arn $PCA \
--domain-name <any valid domain name, such as test.name> \
| jg -r '.CertificateArn')

while [[ $(aws acm describe-certificate \
--certificate-arn $CERTIFICATE \
| jg -t '.Certificate.Status') != "ISSUED" ]] do sleep 1; done

aws acm export-certificate \
--certificate-arn $CERTIFICATE \
--passphrase password | jq -r '.Certificate' > Certificate.pem
aws acm export-certificate \
--certificate-arn $CERTIFICATE \
--passphrase password | jg -r '.CertificateChain' > CertificateChain.pem
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aws acm export-certificate \
--certificate-arn $CERTIFICATE \
--passphrase password | jg -r '.PrivateKey' > PrivateKey.pem

openssl pkcsl2 -export \
-in "Certificate.pem" \
-certfile "CertificateChain.pem" \
-inkey "PrivateKey.pem" \
-name example \
-out output.pl2 \
-passin pass:passphrase \
-passout pass:passphrase

OpenSSL CLI
£/ OpenSSL CLI 82 E B X HEZiIEH
1. fEM OpenSSL , BIETUA TS ERF,

openssl genrsa -out local.key 2048

2. ERIEHBLZER (CSR) :

openssl req -new -key local.key -sha512 -out local.csr -
subj "/CN=MySigningCertificate/0=MyOrganization" -addext
keyUsage=critical,digitalSignature, nonRepudiation

3. &M Amazon CLI , ER%EE L —FHAEMMN CSR MAZRIER, ETUATHT , FEM
B2 FiEF ARN,

aws acm-pca issue-certificate --certificate-authority-arn <SAME CA AS
USED ABOVE, SO IT’S TRUSTED> --csr fileb://local.csr --signing-algorithm
SHA512WITHRSA --validity Value=365, Type=DAYS

4, BEETUATHITRRERULESR, EEL—FSHHIEH ARN,

aws acm-pca get-certificate --certificate-authority-arn <SAME CA AS USED
ABOVE, SO IT’S TRUSTED> --certificate-arn <ARN OF NEW CERTIFICATE> | jq -r
'.Certificate' >local.crt

5. BT TaHIRE CA iEH,
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aws acm-pca get-certificate-authority-certificate --certificate-authority-
arn <SAME CA AS USED ABOVE, SO IT’S TRUSTED> | jq -r '.Certificate' > ca.crt

6. fEM OpenSSL , A p12 RAAMHLRUBERE, FAGELSREOMIRE LR
CRT X,

openssl pkcsl2 -export -in local.crt -inkey local.key -certfile ca.crt -name
"CA Chain" -out local.pl2

7. HIERE , MASHFB, WEBREEME Jamf Pro W RAFERR,
2. 7E JamfPro ¥ , &M EIEEIT BEARF IS CA B,
3. TE “INEB CA” BARMVKRED , 1R “EREHEM CALEHR,
4. RBREREFE LB EENAE CANWZRIERH CAILES,

FP|4: (k) EAFBIREMSEPRRIES
EELNEFEFIRIRZFNAE CA 2HBIMEE , LABRENREZFEME Jamf Pro MRMVIEH, HES

IR ME R BFIERE |, BAILUER Jamf Pro Amazon FAF CAW AR BEEMisE B &
EPIRIRE L LZRERN CAEH,

FRORBL B MM R 3R R A9 [R]

MEBLE RN ITENMNBIREZIMBH “EA Jamf Pro £ SCEP RE” RBIIREBE X HRELN ,
BERENIRE BEAS AT RE,

BREBEEBRHEE ERFE
Profile installation failed. MREEZHEMFRIIEREE , BERE

Unable to obtain certificate from o EMEAREFE/ILRER,
SCEP server at "<your-jamf-

endpoint>.jamfcloud.com".

<MDM-SCEP:15001>

Profile installation failed. B RAZB AR B IR. B\ Jamf Pro £
Unable to obtain certificate from HNRAHL RS SEESN RSB AETE,
SCEP server at "<your-jamf-
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REAEZEHRER EET*E
endpoint>.jamfcloud.com".
<MDM-SCEP:14006>

7 SCEP #y Connector Bt E# % Intune

YRA] LAE Microsoft Intune 311 R EE (MDM) R4 H Amazon A8 CA AENIRERME HH
(CA)o AIEFERMBEXERNME Intune B2 SCEP E R/ WMELE Microsoft Intune BI A,

SoREF M
£ 7 Microsoft Intune By SCEP BIZ2iE#ES <l , MR T EREFH,

« BIZ A0 ID,
o BIEHEL Intune A/,

- TR Microsoft Entra ID FRIZNARFEM. BxAERENARFEMOSAREFRENE
B , 25 Microsoft Entra X445 # Microsoft Entra ID FEH N AR FE RN, NARFEM
BMEBLLTRR :
 7£ Intune Ti%& sc ep_challenge_provider,

« XF Microsoft Graph , 1%& R A2 F.Read.All # User.Read,

s BANENAEFRIMEBRRREFRFZEAER. BXEE , S Microsoft Entra X 14/
NERFEMNEFPRNARFNERRARES,

® Tip
RIEBENARREMN  FiETHNARR (ZFFPW ) IDFMBER (/) ID HEEH, HIRA
Microsoft Intune B9 SCEP BIZEZRNT , REERMAXLEE, BXIMIREUX LEENE
B, {525 Microsoft E ntra XA47 8y 613 7] LA R 3R A Microsoft Entra N T2 F F RS
EX

$1%5  BFFEHLERY Microsoft Entra ID R AEFH Amazon FAF CA R

A Microsoft Intune €12 SCEP i£1##88/5 , 4JU1E Microsoft N AREF EM FRIZBREER , X#
SCEP E#85F BEEHE Intune BIE,
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1 Microsoft Intune FH&LiE Amazon #A%8 CA R HEF CA

1. 7 Microsoft Entra ID #4l& 7 , S EIN AR M.

2. EERECIENA TERES for SCEP MNARERF. ERTNNABRFNNARERF (FFi ) ID 40
B0 BEERMNEEN ID HrEE,

M FEE” THREFGRE ERMZH,

R BREIER &I+,

R RINERE

MERFBIEB T RTHURES | BFHMTEE,

FFREY Connector for SCEP for Microsoft Intune #4115 2 F Y OpenlD X {TEEEHIHMEME %

TEFERY, EEFEES[MNFMELR , BM Amazon #2E A K SCEP E#55|R PR BIZIERE

285, HE , B LUEE A AIKEL URL , GetConnectorfR e MBI Rz & #liZ IssuerfE.

8. & “KE i EE EXNETRIRAF,

9. ¥ OpenlD FEENEWEEFEFHELIEFEF, EUUEEHANEERFAGERETF
&EE OpenlD M &% Amazon B, & , B LUEN HMAIREN URL , GetConnectorfR & M IE B
£ #liZAudiencefd,

10. ("t ) EBEMRFERPAASZHINRI, Fl , RATLLERDE FAmazon F48 CA.
1. (A& ) EHEERFER PR AR,

12. F OpenID Z X {EM Connector for Microsoft Intune #J SCEP #HAE R EHIH KR ‘X" FR
P, EEFEZRNIFMAFE , HM Amazon B AH SCEP EERIIRPERZIERES.
& , #aTLUES i AIREY URL , GetConnectorfRja MIE Bz 5 & #liZSubject{Es

13. &EEFHM,

N o o b~ »

F 2% IREME Intune BLiE X4

E{REF Amazon #A%8 CA VA Microsoft Intune FIIBRSE , RATUAER Microsoft Intune B2 4%k
Intune L& , ¥ RI&EZEBKFR Connector 3REL SCEP LAZREGE P,

1. BIEAESIEPEESH., RUTFE Connector for SCEP —i2EARSEMIIE CAIEP £
Microsoft Intune FBER I EF., BXUNASIZEIEIPEENNHNEER |, 55 Microsoft Intune
XE4H A Microsoft Intune B RIS ARIE P BELE L4,

2. fI|ZE SCEPiIPEENH , YN RZFEEMIIBH |, ZEBEEXHANIREIEOERESE. BEX
BB EXHEBENA SCEPIEH, WTERHEXHMNIRIEP , FHAFEAEL—SPHUENTE
iE$o
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X F SCEP BR%58% URLs , fHE#SRFAEE PN HE SCEP URL EHIH KN El SCEP RS &= F
BB, URLsEEFEEBNFMES , BM SCEP EZEE R hikiFiZEESE, RE , B
B3I A A3REX URL ListConnectors , R/EMIERIHE HiZEndpoint{E. BT Microsoft Intune
PRI EE X HRIIER , B2 FME Intune XA RITE Microsoft Intune H BIE 5 Bt SCEP iiE
PEE S

@ Note

3 FIE Mac OS #iOS &% , MREBAREREXHHREEGRH , WEAT SCEP

# Connector 2MAK BRI N —FEMNIEH, MREREEEXHFHPRET BEEA

% (EKU) & , Ml SCEP 8 Connector fFa & —/ EKU IRERHVIEH, Client
Authentication (Object Identifier: 1.3.6.1.5.5.7.3.2)X%F macOS
ExtendedKeyUsage = iOS i&% , Microsoft Intune FEE{RHIValidityB B XHFH
EASH, N TFixLik®& , Connector for SCEP B & 7 i & 0 1 F B X iR B MA A
B —FREH,

FIR 3 W5 SCEP E#ERHIERE

B2 5@ SCEP E#25i% <K Microsoft Intune BLEXH /5 , FHINEMENRZ AT REFIER, EiH1T
Bk, FRESETAREIEAK. EHTHEIA , FE Intune PP ESME €] > “BERE >
‘ME”, ARARERBI XM T REIHEARNES. IRE , BEALRATERPHNERBHIALNIR
B, MREMZEEBENMALINKE , BEANBHERZRETHEIE.

BXRREZFIMVES , BTSRAMTLRIRBIEM ? EMHK Intune XHEH,

79 SCEP #3238 iE Omnissa Workspace ONE

& A LATE Omnissa Workspace ONE UEM ( i —iw [EE ) R4 Amazon FAF CA AEANIRIEF M
KM (CA). AIEEREMBEXEFEE SCEP EZESFWMAE E Omnissa Workspace ONE K157

Amazon
FoRF M
#£ 7 Omnissa Workspace ONE #17 SCEP #8820 , MR AT R4 -

« 1£ Amazon B#I&FRIEFE CA. BXREZER , F5H E£H6/EFHE CA Amazon FAH CA,
- SIEEAM SCEP i85, BXEZER |, BHSH0EEREES,

fit & Omnissa LYEZEE ONE MRS latest 475
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Amazon FABEH M A 14 ArfEm
« A —NEKH Omnissa Workspace ONE IMEEE A K FA LA ID,

o MREEIM Apple %% , FR MDM ELE Apple #XBHRS (APNs). BEXEZEL , BSH
Omnissa XAHHIAPNSs iFf,

5% 1 % : £ Omnissa Workspace ONE =& S E 5 57 & A ¥ FiE 4R

£ Amazon ### & P AIZEFAE CA M SCEP #E##85/5 , 7 Omnissa Workspace ONE H & S EFH &
WA FNE AR

70 Amazon 485 CA RiEP AN

1. MR FEAIREZE DAWER , REERE EBMEHE,
2. &% + ADD HIEHLUTEER :

- Z# : Amazon-Private-ca,
« #31R : Amazon #F CA ATMARIRZILEH,
- IPREH : %FER SCEP,
- SCEP Mt : 8 AREBH SCEP Miit, Amazon FAF CA
o PREREE  EBEDS
- BRI  ERFAPRAEESEPHAT SCEP BEM SCEP #ARAZB. Amazon
- MAERENNRAELAKE,
3. REEE,

BIZIEBER

1. MR RREFEE “BWER, &R EBRRINE", RFEFE ER
2. IERFMERARBUTEE :

. 1EiRE#: Device-Cert-Template.
o IEBMENM : %£$FE Amazon-Private-C A,

- FHEN  FR—NITBEEXNFER. EUUNBEMHIRPIERETEME, B0, CN=
{DeviceReportedName}, O= {}, OU= {1DevicePlatform} CustomAttribute

- FAEAKE : 2048 i,
- FEARE  REFEZERZIENME
« BZH4EiT : Enabled/Disabled ( IRIFEHER ),

fit & Omnissa LYEZEE ONE MRS latest 476


https://docs.omnissa.com/bundle/WorkspaceONE-UEM-Console-BasicsVSaaS/page/APNsCertificates.html
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3. RELER.

5 2 % : iR Omnissa Workspace ONE UEM &t & X # il &
#£ Omnissa Workspace ONE UEM H &2 E & X4 , FHiRBE[E] Connector , ik SCEP A EH,
RIEPH 75 K02 SCEP RZH & X4

1. MWBRR RREGER MEXHNER , RAEER TEXH.
TR, REEFERMNDSANTR

EFRIEEFE (ZE, i0S, macOS, Windows ) o
BREEESEEERBM LT,

% & & #i: Device-Cert-Profile.

BE 3 SCEP Ak,

% SCEP , SREIER + I,

EANUATEE :

© N o g bk~ w0 bd

« SCEP :
s WTFERFKR , EFELWIERTRNE (BRIN) .
o NTFUEBMAAK , EiEEFE Amazon-Private-
o WFUEBER , EFLSR 1 HELNRZIEBER,
9. ®“E‘T—%" , ABE“EF HrH , NIIRPEREENHERESA (RENESEH )
10. &E#F “pERE" K “Bz1” LR BEIT,
1. REARBNARR

(® Note
EXEZEE , 2% Omnis sa X4+ SCEP,

% 3 2 : £ Omnissa Workspace ONE A A& &
BB R U B RERFAH
1. M BEAMEE” PiEFE “BE” , AREE “E5 DA,
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2. flESigEE POC iRZEREA

- B# : POCi&&,
« RERE  EELBIEEFEE (FIE Android = iOS ) .
« ¥R A UserGroup“FAFIRERS. “OEM” M “B B RKIEEXN BIREZHTH AR
o
« PR AIPAB LR REBIER “EE
3. REARIUIBMRBZERBERE ‘TR ET -+,

FEEMEE

Android
« M Google Play T & Workspace ONE &8+ /0B AR o
- IFRMARFHRAEMMAURITE 4B,
- BRARBRRFIMNI MDM EEMNIRE,

i0S/macOS
- &% L , 77T Safari MW HSMEEMM UL ( HIL0 https://<Workspace ONEUEMHostname >/
enroll ) .

- FRAFPERERER.

« M App St ore T H %% Workspace ONE HrEFR UM ARRF

- RBRERE RE" > “EA" > VPN MiRZEE" > ‘BMEXH" > ‘R PLE MDM BEX 4.
Windows

« M Workspace ONE RS 285 X fE FE[E T 8 Workspace ONE & EEH D

« ERAEM URL MEREET Hub 5.

£ RE > NIRUE > “EZgE > ORI EEE” PEFEMERE DEL POC-Devices EH#EH,
BXAEZEER |, 5 Omnissa XM B 308 & M
U SE AR

1. £ Omnissa Workspace ONE UEM #Z#|& 7 , 8iE “8%" , RAREKE “JIRAE",
2. WACEMRREHWRZZEN “SHEM
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3. ERBEHFEMAGE M “‘BHA &I+ , RIFZEEZFRETE POC-devices BHEAF,

E 4% MERILES
fith & 20 & E P
1. FIRBIIRUEH , ESIFHHIRE,

2. &R B BRAUNRTRSEZRNFLE,
3. Device-Cert-Profile B LA T ARZXIEH, Amazon FAF CA

RUFE PRI
Android

fOERIRE, T2, UEEIEMAFRRIEES,

i0OS
B KB, REEE “EA, VPN iEZEE , ABRER ‘BEXH’ . BRIk BMIEH AWS-
Private-CAR B F .

macOS

77 “HRBHRNR , RS “REHRS FARIEIES,

Windows

$TFF certmgr.msc , RETF “D A", REITI UEH" URIFIEH,

A HEE

SCEP 4#ig ( 40 “22013-SCEP fR: 28R B & MR 3K )
- I&IF Workspace ONE H#y SCEP Mt MR iAZE S A Amazon #zF CA,
« <SCEP_URL>i® SCEP i &iE$ : curl,

« ¥2 Amazon CloudTrail B &F R2EH Amazon #A8 CA % ( HlilIssueCertificatesk
M) o

APNs A& ( iOS/macOS )
- R APNs iE B AR B B4R EFMALRA,

fit & Omnissa LYEZEE ONE MRS latest 479



Amazon FAFIEBME L AriEE

- Mis APNs iE# : telnet gateway .push.apple.com 2195,
BENXHRERM

« WIAMRBRUTERNERAT (MROER RE", “JIRUE" F BFH4H") .

- BERSMARE  FOER BEZRAE". “RKE M DPAERSIR
A&

« ZEZRE : F Logcat 3 Workspace ONE

« i0S/macOS: log show --predicate 'process == "mdmclient" --last 1h (via Xcode/Applefi &
B ) o
- Windows : BHEER , ARENABRFNERSAE , AE2ME-

Windows-, DeviceManagement

« Workspace ONE UEM : %512 , RERHBENsH , RAEREH , ARRREEH.

BXxH AT SCEP S1=mEZEMNFHES Amazon |, i55 1% SCEP RIS 2811288,

ZEEBEM

- ZEMTFM SCEP URLs MHl#E, BXEZELR , S EAmazon Secrets Manager f§55 .
- FERARENRTBERRR.

« TEHAZEIT Apple #EXXEH (APNs) ifH (AR 15 ),

- AMERIEMEEERENEIPERTY , UK AREHEREXK,

« FFAMANERE | BREREELSHBRATE R E 4 AER,

BXxWM{AERF SCEP & #3838 E Omnissa Workspace ONE UEM #l CA £ MEE , ES 1
Omnissa Workspace ONE X #4##) SCEP,

EA T SCEP W& REsiE1EEs

W24 Connector for SCEP M E fh Amazon SRS R AT M., ATAMMMENEEALHRITD .
Amazon 2 TUTYUMITE , BT Connector B SCEP , I HI BBt TIRE |, HEE Yt
Bz XEUEHE :

« Amazon CloudTrail #3k BB #&H Amazon Web Services Ik~ HAKRIZK T K HI APl HRAMMEAE
% A A EXHEEERIEEN Amazon S3 #, BRI LURBIBERLE A 7 FMIK F 14T 7 823 Amazon
APls, X HERATR IP i3k LA K WAL & 4 B9 B E] .
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MREWEEE CloudTrall BIESH , MEEFIERBEEFIHRRENAMERIAERNSIER, BIESH
M ARBIME P iRiREZE S, HlA0 IP ik, MATHRERBIRERNBNFMES (NRRHE
S failedkE ) . BXEZER , HS @ Amazon CloudTrail (AFIEE) -

« Amazon EventBridge R — M TRFSB[BHELRS , TR FENNARFSRE SHRKIFEN
BiEEREEXR, EventBridge RIEKBEBESWRNAERF. Software-as-a-Service (SaaS) NARERF
M Amazon FREHEREER , X LEHTEEHEF Lambda M CloudWatch BEZ BHR, XER
REBERERSPRENSEY , HUBRSH4RANWENN, BXEZEE , 5[ Amazon EventBridge
RAFiEME.

FH
- f£F SCEP B3iE#288 EventBridge
- fE£F SCEP API| A F# B EE$#EES Amazon CloudTrail

£/ SCEP B3a)iE#88 EventBridge

A BAE A Amazon EventBridge 3231 Amazon fRE B2t , HE N REEH , Sl ARERT
AMRBERERER, KB Amazon BRFHEHJLF LAY EventBridge thZixEl, BRI UREREN
FNSRIBAEEBMNBINES , URSEE4HEHAN TENEXEW B31RE. EventBridge ZL K —
Ko BXREZEE , BESRAPHAIENEHME R MHFN EventBridge

CloudWatch £ =435 1L iR 1E EventBridge. £/ EventBridge , &7 LAFE A B4R A0 % B #ro
BXEZEER , HSRAMT LRI T# EventBridge ?

SCEP SR BRVIERER

UEP R A 2D

EventBridge ZH &1 A M BPkiOperationPostiERMM AU P , SCEP EERFAMAIE—
“NCertificate Issuance Succeeded®4#,

T RZEHH R BIETE.

{
"version": "Q",
"id": "event_ID",
"detail-type": "Certificate Issuance Succeeded",
"source": "aws.pca-connector-scep",
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
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"account": "account",
"time": "2024-09-12T19:14:56Z2",
"region": "region",

"resources": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/11223344-1234-1122-2233-112233445566"

1,
"detail": {
"result": "success",
"requestType": "PkiOperationPost",
"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"
}
}
UE & R K

EventBridge &AL ERIEPkiOperationPostiERMA UL PR , SCEP EERBAMAIE—
MNCertificate Issuance FailedZ®E#,

KT RIZEBHH R BIETE.

{
"version": "Q",
"id": "event_ID",
"detail-type": "Certificate Issuance Failed",
"source": "aws.pca-connector-scep",
"account": "account",
"time": "2024-09-12T19:14:567",
"region": "region",

"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/11223344-1234-1122-2233-112233445566"

1,
"detail": {

"result": "failure",

"requestType": "PkiOperationPost",

"reason": "The certificate authority is not active."
}
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}

RAriEmE

UEB MR AU 48 Z AR 2h

EventBridge ZHE AT EIGetCACertBERH MR RIEZBNFAE CAEHAT , SCEP EEELMK
E—"Certificate Authority Certificate Retrieval SucceededZE#,

LT RSB489 R BIEEE

{
"version": "Q",
"id": "event_ID",
"detail-type": "Certificate Authority Certificate Retrieval Succeeded",
"source": "aws.pca-connector-scep",
"account": "account",
"time": "2024-09-12T19:14:567",
"region": "region",

"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/11223344-1234-1122-2233-112233445566"

1,
"detail": {
"result": "success",
"requestType": "GetCACert"
}

UEB MR AU B8 TR W

EventBridge &AW FGetCACert BFREFTER RERRAIEA CAIEBA , SCEP EERLMAE

A—“Certificate Authority Certificate Retrieval FailedZEff. ZEBHSBIEAMHIE
Ao

LT RSB489 R BIEEE

"version": "Q",

"id": "event_ID",

"detail-type": "Certificate Authority Certificate Retrieval Failed",
"source": "aws.pca-connector-scep",
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"account": "account",
"time": "2024-09-12T19:14:56Z2",
"region": "region",

"resources": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/11223344-1234-1122-2233-112233445566"
1,
"detail": {
"result": "failure",
"requestType": "GetCACert",
"reason": "The certificate authority certificate validity must be at least one
year from today."

}

UEB MR ALAUE 548 Z A 2h

EventBridge &AW EIGetCACertiER A KWK REEIRNFE CA ULHET , SCEP EEIBRLMAK
kX —/Certificate Authority Certificate Retrieval SucceededZE#-,

T RIZEBHH R BITE.

{
"version": "0Q",
"id": "event_ID",
"detail-type": "Certificate Authority Certificate Retrieval Succeeded",
"source": "aws.pca-connector-scep",
"account": "account",
"time": "2024-09-12T19:14:567",
"region": "region",

"resources": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/11223344-1234-1122-2233-112233445566"

1,
"detail": {
"result": "success",
"requestType": "GetCACert"
}
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UEB R HLAI hREAS TR Zh

EventBridge Z {114 %] SCEP GetCACaps BRI E CA BWINEER , SCEP EESR|mAE —
MNCertificate Authority Capabilities Retrieval SucceededZEf,

BT RIZBH R BIBTE,

B R HAIhEER TR IK

EventBridge Z {14t E| SCEP GetCACaps ERETTERZE CA HITHEERT , SCEP EESF M AIE—
MNCertificate Authority Capabilities Retrieval Failed®E#., BAIESHPIEHKRNK
RRA,

T RZEHH R BEITE.

{
"resources":
[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:pca-connector-scep:us-
east-1:111122223333:connectorl1223344-1234-1122-2233-112233445566"
1,
"detailType":"Certificate Authority Capabilities Retrieval Failed",
"detail": {
"result":"failure",
"requestType":"GetCACaps",
"reason":"The request was denied due to request throttling."

},
"source":"aws.pca-connector-scep", "accountId":"111122223333"
}

ERATENRE

ERATZENRE

EventBridge #1 R KX FEZRIH AN REFTZIHDARA , MEAT SCEP WiEZHRaMmA
EUnsupported Operation InvokedZE,

"version": "Q",
"id": "event_ID",
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"detail-type": "Unsupported Operation Invoked",

"source": "aws.pca-connector-scep",
"account": "account",

"time": "2024-09-12T19:14:56Z",
"region": "region",

"resources": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/11223344-1234-1122-2233-112233445566"

1,
"detail": {}

#1722 EventBridge # NI

f£# EventBridge , & A LABIZE I B i RV EHHIMN CloudTrail. ERIZE I EiEREETH SCEP i
FNFTEEHHMAN | BHRIZREN. aws.pca-connector-scepBXMUNELER , HSHRE
Amazon H6IEZMN| EventBridge.

£/ SCEP API A/ B &iE#288 Amazon CloudTrail

fa B AE P EM DL (SCEP) E#EEE S Amazon CloudTrail—HRE £ , ZRFEEAF, AR, &
F#LE Amazon BREFTITIRVERIZ S, CloudTrail #3RFTE SCEP &E#E:EH AP BRENEH.
RN AR IEK BEESR AT SCEP 24| & /VE A X ERERRI 1T SCEP AP #1ERVRIBEA. W
REOIERE , WAL AVE CloudTrail B4 FE&4E 2] Amazon S3 ZiE4E , B EAT SCEP Y
Connector WE#., MREREERER , BAR AL CloudTrail BHIEHN “EHAELIER PEFER
MHEH, FAKREMNEE CloudTrail , A LABEZER Connector & SCEP ByiER, K HiERM IP
thak, EARETER, ANREHERAREMFLAER.

ETHEZEE CloudTrail , 52 ® (Amazon CloudTrail HFEFE) o
T 12/ SCEP £ B #YE$ESS CloudTrail

CloudTrail 2 8|Z M F Amazon Web Services Ik B EEZHK S~ E/FH. 2 Connector for
SCEP R RAEEFE |, ZSEH 2 EHM Amazon BRS CloudTrail E#—RBiERESHFILIEFEH, &
AUEREE, BRI THREXENSEH Amazon Web Services K. BXESER , ESHEA
EHFHEIEFESF CloudTrail E,

ERFE&IDREMNEH Amazon Web Services IKF |, 21&5&F T SCEP #9 Connector (WE4 | B8
Bz, BIEAY CloudTrail ¥ B E3XHEHZ] Amazon S3 F##. RRIMERT , 48P OIERER
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Eet |, WERERIZE AT FTE Amazon Web Services X5, BRERIZF Amazon 2 XA EXENE
#% , HF B EXHEIETIEIEEN Amazon S3 FiERE. A, B LR B E b Amazon BRS , Bl —
FSHWHMALIE CloudTrail BERIKENEHHKIE. BEXREZELE , BZHETIANE :

. AR R ERICFBIR

« CloudTrail Z#FHARSMEK

+ BEi& Amazon SNS JBA CloudTrail

- BBEKRBZAXER CloudTrail BEXHMEWRE Z MK Y CloudTrail HEX#

FiE AT SCEP MG R EERHIE R CloudTrail FiERE GEA T SCEP Wik API SEF
) &, Hlan , WAGetConnectorMCreateChallengei2EL % CloudTrail B & X AR S
H., CreateConnector

BIMNEHHATREBESEXRERBFRNAREGR. SOEEABTEHEUTRE !

« BEREZFEHRIERIER Amazon Identity and Access Management (IAM) B P &EIEAX Ho
- BRREEAACERKEAFPNIGERNZLEIEREHN,

« BERE2EAHHM Amazon R K H.

- EREEH SCEP BEFRIRE L H.

BEXREZER |, 2 H CloudTrail userldentity JTH&,
SCEP EESEHAVESE:SR

SCEP E#285 CloudTrail £ , ATIiEFKAF. A% Amazon RFSE SCEP E#ZBEHHITHY API
BYE, BAILAERA CloudTrail SE8Y¥#2 Connector B9 SCEP APl 3R , A BXEE#ETLDHE 2T
RS, TS CloudWatch HEFIL Si# CloudWatch B4/, SCEP EESSXIEHUTEREERE
i8R 7E CloudTrail B & :

* CreateChallenge

* CreateConnector

» GetConnector
* GetChallengeMetadata

* GetChallengePassword

* DeleteConnector

* DeleteChallenge
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AT SCEP BUiEZ= 4/ iE#ESS CloudTrail

BREEHREEXERFELIARIHITHRRRENER |, fln , YENEFF IKOIEZESRESLE
SCEP GetCACaps JHER, XM ABIEERIRIRE, BHESHEERSEERET. RIABERLT ,
CloudTrail F i FEAEIEEH , CloudTrail B FIEFHFIEFIXLEEH,

EERHBESHFFREEFNER, B CloudTrall EMMEZELR |, 1% Amazon CloudTrail EHY.

BRI LAE A CloudTrail #%|& = CloudTrail API #4E12

FAWS : : PCAConnectorSCEP: :Connector BREHMBTFEEH. Amazon CLIEXRIAIERIIES
HHEZEL |, E5@ (Amazon CloudTrail BF#EE) B H Amazon Web Services B4 &
EREBIEEHMEEH Amazon Command Line Interfaceid FEIEE4 .

TRINE TEATIEREIESHH SCEP EES[RREE, BIESHERE (#HE ) JETRENES
CloudTrail & L BIESHRBFIRPIEZFME, res ources.type B E RiZresources.typefd ,
BRECASEESREHIEZEEEMNIEEZE, Amazon CLI CloudTrail APIs“ APIs 1B X EIH R
CloudTrail” 5|27~ 7 CloudTrail £XiZ & REE K API A,

BIEE4ERE (2FH A7) resources.type & ¥4E APIs E123% % CloudTrail
R AWS : : PCAConnectorS « PKIOperationGet -I1%
CEP: :Connector EEEZESNRET RS

K HBEPKCSReqEHEHY
HTTP GET SCEP #X , #
BiZEENBRERER , U
4 . PKIOperation

« PKIOperationPost -4l
ROEESBNREFLER R
% A2 PKCSReqE B9
HTTP POST SCEP &3k ,
HEZEEWRERERN ,
N4 K, PKIOperation

« GetCACaps -MNR[@EE
BNBEFEHRIAREEE
GetCACaps JHEHW SCEP
BR, MAEEK

« GetCACert -fNR[EEHRE
HNBEFAHRILXEHIE
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BIEE4ERE (2FHA) resources.type & A& APIs E123% % CloudTrail

GetCACert EHEM SCEP
B3R, MER.

BA LU SR EHIEIREEEE N E eventName, readOnly M resources.ARN FE L 1T
Ik, NIRIERKABLENEREENEH, UTREARBEFESHEEN JSON 11E , ZMER
ERBFEEBNEYS., AXRAXEFTRNELEER , 30 (Amazon CloudTrail API &)
AdvancedFieldSelector,

[
{
"name": "connector-scep-events",
"fieldSelectors": [
{
"field": "eventCategory",
"equals": [
"Data"
]
by
{
"field": "resources.type",
"equals": [
"AWS: :PCAConnectorSCEP: :Connector"
]
by
{
"field": "resources.ARN",
"equals": [

"arn:aws:pca-connector-scep:US West (N.
California):111122223333:connector/11223344-1122-2233-3344-cae95a00d2a7"
]
}
]
}
]

IS

BEE—MERE 6 AFSE4ENBZHERIIEIEEN Amazon S3 Z##@. CloudTrail BE 4
FE—NIZNMNAELRE. EHARRKBEMFKFRHNEMNMER , SH/AEXRBEROIRE, BREN BB
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B, BHRSWEFENELR. CloudTraill BEXHFFRLH AP HANBEFH#EKRRE , AtENT2ERE
A4 E /IR F

=l 1 BEEEH |, CreateConnector

LT RBIERTERZCreateConnectorB/ER CloudTrail BE% B,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AABB1122CCDD4455HHJ]J1:11cc33nn2a97724dc48a89071111111111",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AABB1122CCDD4455HHJIJ1",
" "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "my-user-name"

arn :

1,

"attributes": {
"creationDate": "2024-08-16T17:46:417",
"mfaAuthenticated": "false"

}
},
"eventTime": "2024-08-16T17:48:07Z2",
"eventSource": "pca-connector-scep.amazonaws.com",
"eventName": "CreateConnector",
"awsRegion": "us-east-1",
"sourceIPAddress": "10.0.0.0",
"userAgent": "Python/3.11.8 Darwin/22.6.0 exe/x86_64",
"requestParameters": {
"ClientToken": "11223344-2222-3333-4444-666555444555",
"CertificateAuthorityArn": "arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/alb2c3d4-5678-90ab-cdef-EXAMPLE22222"
},
"responseElements": {
"ConnectorArn": "arn:aws:pca-connector-scep:us-east-1:111122223333:connector/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
},
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"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": '"Management"

}

R~ 2 . EEEH , CreateChallenge

LT RBIE R T ERiZCreateChallengei®ER CloudTrail B &% B,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AABB1122CCDD4455HHJ]J1:11cc33nn2a97724dc48a89071111111111",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AABB1122CCDD4455HHJIJ1",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "user-name"
I
"attributes": {
"creationDate": "2024-08-16T17:46:41Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2024-08-16T17:47:527",
"eventSource": "pca-connector-scep.amazonaws.com",
"eventName": "CreateChallenge",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.0.0.0",
"userAgent": "Python/3.11.8 Darwin/22.6.0 exe/x86_64",
"requestParameters": {

"ConnectorArn": "arn:aws:pca-connector-scep:us-east-1:111122223333:connector/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
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"ClientToken": "11223344-2222-3333-4444-666555444555"
iy

"responseElements": {
"Challenge": {
"Arn": "arn:aws:pca-connector-scep:us-

east-1:111122223333:connector/9cac40@bc-acba-412e-9a24-f255ef2fe79a/alb2c3d4-5678-90ab-

cdef-EXAMPLE22222",
"ConnectorArn": "arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"CreatedAt": 1723830472.942,
"Password": "**x",
"UpdatedAt": 1723830472.942
}
.
"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

}

Rl 3 : EEEH , GetChallengePassword

.

LT RBIE R T E RiZGetChallengePasswordig 4R CloudTrail B &% B,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",

"principalId": "AABB1122CCDD4455HHJ]J1:11cc33nn2a97724dc48a89071111111111"

"arn": "arn:aws:sts::111122223333:assumed-role/Admin",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {

"type": "Role",

"principalId": "AABB1122CCDD4455HHJIJ1",

"arn": "arn:aws:iam::111122223333:role/Admin",

"accountId": "905418114790",

"userName": "111122223333"

iy
"attributes": {
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"creationDate": "2024-08-16T17:55:017",
"mfaAuthenticated": "false"

}

I

"invokedBy": "signin.amazonaws.com"
I
"eventTime": "2024-08-16T17:55:547",
"eventSource": "pca-connector-scep.amazonaws.com",
"eventName": "GetChallengePassword",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.0.0.0",

"userAgent": "Python/3.11.8 Darwin/22.6.0 exe/x86_64",

"requestParameters": {

"ChallengeArn": "arn:aws:pca-connector-scep:us-east-1:111122223333:challenge/

alb2c3d4-5678-90ab-cdef-EXAMPLE33333"

.

"responseElements": null,

"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",

"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management"

}

il 4 . BIEEH |, PkiOperationPost

LT RBIERTERAMPkiOperationPost LAY CloudTrail BE&R B, % B ESFEHRNBANLE
REE , FHHAT KK,

"eventVersion": "1.10",
"userIdentity": {
"type": "FederatedUser",
"principallId": "111122223333",
"accountId": "111122223333"

.

"eventTime": "2024-08-16T17:40:09Z7",
"eventSource": "pca-connector-scep.amazonaws.com",
"eventName": "PkiOperationPost",

"awsRegion": "us-east-1",

"sourceIPAddress": "10.0.0.0",
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"userAgent": "Python/3.11.8 Darwin/22.6.0 exe/x86_64",

"errorCode": "BadRequestException",

"errorMessage": "The certificate authority is not in a valid state for issuing
certificates (Service: AcmPca, Status Code: 400, Request ID: alb2c3d4-5678-90ab-cdef-
EXAMPLE55555)",

"requestParameters": null,

"responseElements": null,

"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",

"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",

"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS: :PCAConnectorSCEP::Connector",
"ARN": "arn:aws:pca-connector-scep:us-east-1:111122223333:connector/
alb2c3d4-5678-90ab-cdef-EXAMPLE33333"
}
1,

"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "905418114790",
"eventCategory": "Data",
"tlsDetails": {
"clientProvidedHostHeader": "111122223333-alb2c3d4-5678-90ab-cdef-
EXAMPLE33333.enroll.pca-connector-scep.us-east-1.api.aws"

}
}

X4 SCEP [FIE#1T Amazon FABIEB WA YA ZE 2R EHEER
EAERERRS SCEP RIVERBRXNITE, ATRMEGRBS LN HTTP AE S HE RN
HER.

25

- ¥ SCEP 860 HTTP &Rt (T i IEH B

+ X SCEP B IR TIE SRR
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X SCEP E#Z2RH HTTP iRt T EHERR

LB EFimfii & SCEP BIEFHEIEESS APl BREHSBUEIRAT , SCEP EER LM BEREFIRAE
BEHBREEN HTTP WKL,

BRT ERRHEAETFIRNRSEAN , BETTAEREMT SCEP & REnEEEE AT h R iz
TEREFEMARASH HTTP HiRBEIR.

LT EIRE M SCEP B A iR E M 45180 S . 81 B R LR R 3 B 8] SUE I 518,
HTTP 400 £&i=RYiER

HTTP 400 MNABEREHTHENEFFHEIR ( SINBERFROBIFERTREIE ) , SCEP EiEH
ToEA BB R, MR IREHIEET SCEP MU REI# A , N SCEP iE#E884 N SCEP lRER
“HEINHEETEHEEY, HTFUTEMER , SCEP #E#ES APIs ATLURE 400 /MR,
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LimitExce 2#iEPHMANA SEERXBENIAE SCEP E#ESFEHE B
ededExcep & PR, ERMENKE (CA B AR REERES
tion i HL AT BA R B E —NfAE CA, MR
PHREWE, BERARFE CAK
PR , BRI
B HE R O R B I N
., BXFE CARE
HHNEZER , BES
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n kK, ARNEXER HTTP POST JEEmMAF
Base64, = HTTP GET B E.,

MBEXLBER HTTP
GET , 8B M fE
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0 R AR5
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ErrorMessage

ZiERE =TT HAY N
#HBE R

BB AR,

RERSAETERN
HYIEFo

BARR
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