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BT LU FAE CAs SR ZITT Db Elastic Kubernetes Service § , UM{E1E Kubernetes S£8¥ N IRHiE
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(® Note
Amazon Elastic Kubernetes Service 73k ACM &£ RS .
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BHEFFENEAMS,
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subjectDomainPolicy.,
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o EFBAVFIRE (SKI) MBRZHIRMEF (AK)o RFC EE CAIEBFREEE SKI T E. CA ML
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ERFREE SKI , MM E LK IFSSEHME CA IEH AKDFH A ML ELERHEN SHA-1 B F,
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o LURSKAFUES
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- IEPERE
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FEit Web X RBREEMUENFH , TR RB[LTEBRIEMERIES. TF , JRF[RNEEHNCA
RIEFH WO BIUEH, MAIEBTRIA (CA) WAEE =T FRIEZM IS &7 7 @Mz ER M AE
BHNHFILED, BEE , NRBTURERFEEURIEMEN S0, MREIERD , JEHFLEBUE
P ER—MBEET.

TLS BRSS a7 iE+

HTTPS ESFERSH/IUEPRN BRI RITH ORI, RFI|/ILHE X.509 v3 BIEEN , AT
PHRNAEZAREIERNEAE. TLS EPHIERMRIY (CA) EH, ZEBIERFHNE
M. BRE. XFEH. EREES

EHER

BFZEERILEPHNEMERF. EEATHINEBHREN TR, L E CA EAMERHEE (HI
MAZERPHIEBRR ) SHA256 REIBLEER ., KRFRBSKER — KR LR THEREE RN
BREFHR, LFZFERNRE, RE , CALAELERANBHFEHRTNE , FRENENRFE
PR,

UEB R A

IEBMR A (CA) AN (WALE) RHEHBFIER, HFERERRBEET ISO X.509 #rf. X.509
EPHANEPEBEN SO AR ZEOHREILEEH. TEAURAF, NARRF, ITENHEMR
#o CARLMIERHITER , FERNATHITRHLE , AREASLTEEFNLARTEAEINLE
ZAXRHRITNE. FRRANETINEONESRNARERF (W Web FI5E28) £ALEBHARBEFIIE
PER. R, ENIEPABTHTRFLE , AFRFESCRENERRTLRRBECIIREL
Bl. AXRIEPEANER , FSRILELER,
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A LAEA Amazon #A8 CA BIEFE CA HFERFE CA MKIEP, BHFE CARXMEAEALRNE
BAMFE SSLTLS iEH, BXEZEE |, HSH IR, BNIE CAREEILP , ARTEER
T. BXEZEE , BES CAIEH,

R CA

MAIE P AT KIENNBZHERIERANEER. CHATEE (HR ) IEBHNAERANFIRE CA H
FREFAHER CA BHMPBIEPAR. RIEPHIZEAFREFENINEZENEEEHX. EERME
EEFMEE , FHNX CAs BEMNEENFHE, EBERNETFHXEMIMED HINE P TAH
BIERS, ZHFMENBRGS, REZRAEEEN , ENAREEINZAREEHNILPE, BEFRRE
EPHERYE , UREEEFENEREEEEHEPLENRIEPNE. WRFEXERMSE  BRZER
L2EREF . ZEFUNMZESRNIEASNINZAHEENEH , HECIIZERZ RN EEFEE (TLS/
SSL),

CA iE$
WEBMARAM (CA) IEFHHEIA CA NSO RERETLERFELENLTEHH,

&R LAER Amazon 748 CA 812 ER CA M BEMNE CAIEH. NE CALEFHEFEFRENS
— N CAUEBER, BER , TR CA | EBRAXAN, LETUEMINEBRBAHN (Hl , EX
WIEE ). RfF , BALERBRMKIIEX Amazon 8 CARENMNER CA IEBHITER,

LR RBIETRT Amazon 48 CA X509 CAEPH I MBI FE, EEE , WF CAIEH , CA: F
B Basic Constraints {Hi&E RN TRUE,

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 4121 (0x1019)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, ST=Washington, L=Seattle, O=Example Company Root CA, OU=Corp,
CN=www.example.com/emailAddress=corpewww.example.com
Validity
Not Before: Feb 26 20:27:56 2018 GMT
Not After : Feb 24 20:27:56 2028 GMT
Subject: C=US, ST=WA, L=Seattle, O=Examples Company Subordinate CA,
OU=Corporate Office, CN=www.example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
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Modulus:
00:c0: ... a3:4a:51
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Key Identifier:
F8:84:EE:37:21:F2:5E:0B:6C:40:C2:9D:C6:FE:7E:49:53:67:34:D9
X509v3 Authority Key Identifier:
keyid:@D:CE:76:F2:E3:3B:93:2D:36:05:41:41:16:36:C8:82:BC:CB:F8:A0

X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Digital Signature, CRL Sign
Signature Algorithm: sha256WithRSAEncryption
6:bb:94: ... 80:d8

B’ CAEH

EBMERAE (CA) BEFET —IMNOREET  ZoREWIESNHMHN , Ef]ZF CAs BH
BENNRFRR, FRHTE CAs AERXBHITINE CAs , NTRIBIEHEE, VTRREHTERRY
CAMAR CA”, MAEIUEBHNRIER". LIEPBEERAZEAMN,

28 i SEAKAUE 5

LURSARUEF AR IRARSS 2R, K6, BB RBFFRR, 5 CAIERTE , KHKAIEBTER TMR
E$H, KRNMFEBHEMERARNER ‘TR R N1 ik,

BERIEH

HMAEMTRESHR CAZENILER, 5H CAUFHNZLBMRAMIEBTE , BERIEFRRYE
SR, BEEBARANBRY  IEEPTATRHAELNS , EFRATRIESH , HELER
He NZ2BEXRE , elIRTITEZN., B , ALNAEATl], BRElNZTER , FEETL
MRS EMMRE , MANFSZNARFAES, T DRBHNRARBERIEPNEMEFER, £
XEEPNARRUERRB=EEAN TR , BACNTERESH AR,

AU

Amazon FAF CA LB EFAHE SSL/TLS if$H , AIAEALNER , BEAXLERN EAZEE, £
AXLEiFRERFRER , MEFiR, RFES. NARRF. RS, R|FNAF, ERIZESNENEE
BErR , SMNREREERLER (WM TR ARMBZARFKES —NERIEBEE D, A APl LixgT
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=, Web %85, VPN AP, loT BEMFZHMNABRFEALEGIERERETEZSBRIEMERN
ZNBEEEE. RIABERT , RELEIRFRLAFEEIN,. ARNEBAMMNIANEENAEFFTEESER
BiEPEHDKILER,

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
e8:chb:d2:be:db:12:23:29:f9:77:06:bc:fe:c9:90:f8
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, ST=WA, L=Seattle, O=Example Company CA, OU=Corporate,
CN=www.example.com
Validity
Not Before: Feb 26 18:39:57 2018 GMT
Not After : Feb 26 19:39:57 2019 GMT
Subject: C=US, ST=Washington, L=Seattle, O=Example Company, OU=Sales,
CN=www.example.com/emailAddress=sales@example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00...c7
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Authority Key Identifier:
keyid:AA:6E:C1:8A:EC:2F:8F:21:BC:BE:80:3D:C5:65:93:79:99:E7:71:65

X509v3 Subject Key Identifier:
C6:6B:3C:6F:0A:49:9E:CC:4B:80:B2:8A:AB:81:22:AB:89:A8:DA:19
X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication
X509v3 CRL Distribution Points:

Full Name:
URI:http://NA/cxrl/12345678-1234-1234-1234-123456789012.crl

Signature Algorithm: sha256WithRSAEncryption
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IEP IR &R

EBIE PN EFRSBIEREFEMRIRKEULES ( TREL S EIERHE ) MXEERNBEE. ZF
FPinaRERELNSMIPREEHER (ARH ) . EXARELFEIBILEBEERIY,. RE%
( ABERHIESR ) , ARBEEHISIHE TIPS PRI R,

BERKELR

CA iE$pathLenConstrainttV EXRRFRE TH T A ETRARTFENMNE CAILEBHHE, W, BE
KEARNEN CAIEBTRETAMNBIED CAs, BEKEARN 1 CACAs THARZTUE—
MMERHI. RFC 5280 FHEE N H “EHMIAULRE A AR L IE M & K non-self-issued # [H]iE
PHE, BEKEETSFELARIMFIED , REXTRIUSEKE S RENFEERNESTEIET...

SBREL.

i
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TARKFENRELEBRS ?

BF Amazon RS A TMAMERE X.509 iEH, ERRESEFTRN—MRS. TEENSFELR
EEEEOLAHMANIES, BEEH, EFFFEFHM Amazon BSHIEH , EREFEEZB LS
EEMEIT,

1. Amazon FAF CA - LIRS &R T Amazon ZHHE LB EHAEMIZE (PK) Wil ZEF | FEM
HAOANIBFAAFER. A Amazon FAF CA , BZAGIEBCH CABREMHFEREMKIES ,
RTFRASTAF,. &N, NARF. RS, BFR[MNEMRZHITHHRUELARIN ITENA B’
TZH, 8 CAMAWIERNELNALNZERE , MEEKEN ERZEML,

EBMAE CAE , BALEEMRIES (B, BENE=F CARBRIE ) , ARLEESGES
AEERALANRNIER, Flam, BUREE :

- IEEREMEFREMNIES,

- Bl EFEMEH A BIES,

- EREMZXENAREAEEINEHARE,
« ERAEAZXENERRE X,

o ERERESE DMK

WREEFERATE. EFHEMER |, %% https://console.aws.amazon.com/acm-pca/ H| & .

2. Amazon Certificate Manager (ACM)-lLBRF R FEFA TLS B LA ENZE M1
WEFAEBIES, BAEUF ACM IEHEE E| Ela Amazon stic Load Balancing, Amazon
CloudFront, Amazon API Gateway M1 EMEKESH. WEFEEIANNAR—IMEEREREN
ZENHML,

EBMARS , B LMER B ACM 2EMIER (ACMIES ) (2F ) HES AR ACM HIIEFH, N
B H Amazon FAFE CA 6]2 CA , ACM AT BB iZFAE CA WiEBEM A FH EEITIER,

BXEZEE , 55/ Amazon Certificate Manager i F {5/,
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Amazon #AH CA H&{E3xik

ERIESRERE AR BYE Amazon FAF CA BRERANEN . UTHESXZKRE T 28 Amazon Certificate
Manager Hl Amazon #AF CA & HEBRE %K,

103k CA &K R
Amazon BWIEREBEIZE CA RN FAERIEAEEK, X seafF :

« RT CA SR RKAVHERE

« —KERIR CAs MftefilzEX R E R
« XT CA BRI KRG

« CA HEH X

« RTREKERRE

- MERBE X

- EEERHSHUH

- REM

BT LATERR A IAE R BE (CP)" M “IAESSERFE B (CPS)"BYIX AN SUAS FR i R IX LB 4
CARENEEEFEEMNELR | ESH RFC 3647,

RAgER DX CA NER

—#iRmE , B CA REERTAHREERFAKIUES CAs. XAVFRR CA FREZE RIS , M
[EEF AT CAsHITE R ZRAKRBKIEFBH B EES.

Bo BXREIRXT

il

BR , MRENALBTNBEREEMNE CA MR ZASZMAEIUES , I Amazon FAF CA AIAERE
ZE2MNMZERFNRNZFEIERE, EXTHERT , MALIREFERFE IAM RERKR
ZEBATENRE CA FAKEIFIERER. BX IAM RBNER , BSH SOMEREE (IAM)
Access Management 5& i T Amazon Private Certificate Authority,

(® Note

tEELE DN T ATRET RIREBRERIBR B, Biltn , tNREMWIR CA WIRIAREKX |, MAROIE—
NHEVAR CA FAFED RAGEREFNFREE R, EUMREIETRZE , BT EMARH
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WP, EEMR CA FURUEFE AT BABA L PR #1177 R MR BIMAR CA SR BIEBHIE |, XH
EEER CA WNREXKEK,

4548 CA B2 8 CA Amazon Web Services ik

ERNTRHE Amazon K FEIE41R CA FINE CA BREENSEME. XHFMAT I NEHIR CA R

HMEZRFMFEIEZES. Atk , EADMN—NKFHFHIME CA SH CSR, RAEFEAS —INKF Y
B CAXNEBHITER, XFFENFLR , BRI CAs RIKF 2B FH E DRI, RR_EETE
£ F @ Amazon Web Services Management Console § 3k f&El{t A\1R CA £EBME CA By CA iE B
2o

/A Important
BiEZIBUEERRNEASEZESHRIE (MFA), Amazon ¥AF CA

EEANMAEERACDT

CAEEBRACGNEREENAKRBREMREIRNAFRS . MREHN CAEEAFNIEPMEEFER—
N5 Amazon Web Services i, I A] BUEN %718 bt B B 6122 1AM A 7 3R BR &l 20 & & BV PR o

KBUEPNIEE B

IRHAPEE , REREABIRIEREFAZEMN, MRIEPHMNZEECHERIMEAEIR , N
REEAHIH, ERrEEELESEHENIER. Amazon FAF CA IRERERM TR IMRALE
I ELIUEPRBIIL (OCSP) MiEP REHFIEK ()o CRLSEXEZEER , HSH AXEH Amazon

Private CA iE$ R4 5 &

FF B Amazon CloudTrail

ERIBMTTF AR AEFLE CA 28 , BT /B CloudTrail B&ZheE, & CloudTrailBh , &7 LU 3R K F
Amazon #9 APl AR FIEF , LUEIERER Amazon S8, LFH £ IEFKEBFEM Amazon Web Services
Management Console, Amazon Command Line Interface, F1E &% 5I# Amazon SDKs Amazon fR
SREN AP AR, BEATUBAEMWLERFMKSERAT PCAAPIRE, KHFEAKNIR P ik LAk
RERAWNEE, SR API CloudTrail R EINARRFS , A ENAL BN 0ERER , RERER
BURZS |, HEHIEE R A B XA CloudTrail FXIMeE, BXEZEL , BSHERE, ®&E

#4148 CA B2 CA Amazon Web Services I~ MR latest 12


https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html

Amazon Private Certificate Authority ArfEm

A2 Amazon Private Certificate Authority APl 1 | Amazon CloudTrailZ&%& Amazon #AH CA &
YERY RBIBE R

B CANLERA

REXKRREHENLE CANMEER., LALLESSAH CAILEBREFRZN , bl AR CAE
mAAE CA,

(® Note

MREEHR CAKRE |, FEE CAN ARN 2RETN, XFFREEBERID ARN HNEFILEK
Mo

fHBRABEAH CAs

BRI LK AMBRFE CA. MRETBEECAREEFEERNEFRFLERNAMN CA, B8
WATHRE, EX2MER CA , BRATEWERIT BIRFE CA FATRNRE,

® Note
Amazon 1£ CA #i il B = & @ & U 2%,

FE LE 2N AX T R 4889 CRLs

Amazon A5 CA BB EUT AR EM&EFER Amazon S3 BALEAH5E (BPA) B8, CRLsIX
B LB R AL B ENFAE PKINWFACEERBEAEENNF, BPA 2 S3WERESEE , EFF

FERINETERARS. EREBERT , FEH#HTHMZEE, AXREZER , BSH FHBEAH S3 MIE

N3 15 1) (BPA) CloudFront,

Amazon EKS N HAREFR{EXE

£/ Amazon FAE CA I Amazon EKS B2 X.509 iF et , iHIRER (A mazon EK S B{ESSERIER)
REXRRP SHEFHBEHNEN, BHXH Amazon 48 CA & Kubernetes £ —REL , B2 &
1R Kubernetes Amazon ¥A%8& CA,
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Amazon Private CA ¥ B £ &H F Java B¥ Amazon SDK

& A LAE A Amazon Private Certificate Authority AP @ %% HTTP BRUEREARERZSHITR
B, ZRFLIRE HTTP MR, BXEZEEL , 5@ (Amazon Private Certificate Authority APl £
Z) https://docs.amazonaws.cn/privateca/latest/APIReference/,

BRT HTTP API 24 , &3& ] LA{E A Amazon SDKs Mt ST L E 523X H Amazon FAH CA, BiUE
& HTTP API #1THHRE, BXEZEELR , HS R AT Amazon Web Services WL E, U T EB@EE
SERAAER SEHTF Java B9 Amazon SDK 3 Amazon #A%E CA API {RiZ.

GetCertificateAuthorityCsrGetCertificate, FlDescribeCertificateAuthorityAuditReporti& 47 RS & 12
MR, BALER Waiter BERELERFENFEMSIRSKEFIRBNRE, BXEZER , H5H
AR =B R Amazon FREEE EA T Java B Amazon SDKHEY “BRF &,

Amazon Private CA AP 45l

UTRBRERET T A% E Amazon Private CA APl BERMBIER B SR E#EH EAT Java ¥y
Amazon SDK,

T

- URERZXOIEHBUER CA

- UREZXIEHBUEMNE CA

» CreateCertificateAuthority

+ CreateCertificateAuthorityf f X 35E3) B &
» CreateCertificateAuthorityAuditReport

* CreatePermission

+ DeleteCertificateAuthority

* DeletePermission

 DeletePolicy

» DescribeCertificateAuthority

» DescribeCertificateAuthorityAuditReport
» GetCertificate

» GetCertificateAuthorityCertificate

+ GetCertificateAuthorityCsr
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GetPolicy

* ImportCertificateAuthorityCertificate

* |ssueCertificate

» ListCertificateAuthorities

* ListPermissions

 ListTags

» PutPolicy
» RestoreCertificateAuthority

* RevokeCertificate

» TagCertificateAuthorities

+ UntagCertificateAuthority

* UpdateCertificateAuthority

- FABEXFERUEE CAs HIEH

- FABRENT ROEIES

Limiz 5 62 A BUER CA

Itk Java RGIEBR T WAEHALLT Amazon FA CA API 2/EEER CA :

CreateCertificateAuthority

GetCertificateAuthorityCsr

IssueCertificate

GetCertificate

ImportCertificateAuthorityCertificate

package com.amazonaws.samples;

import
import
import
import
import
import

com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
samples.GetCertificateAuthorityCertificate;
auth.AwWSStaticCredentialsProvider;
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import services.

import

com.amazonaws. acmpca.

com.amazonaws.services.acmpca.

import com.amazonaws.services
import
import
import
import
import
import
import
import

import

.acmpca.
acmpca.
acmpca.
acmpca.
acmpca.
acmpca.
.acmpca.
acmpca.
acmpca.
acmpca.

COm.amazonaws.services.

com.amazonaws.services.

COm.amazonaws.services.

com.amazonaws.services.

COm.amazonaws.services.

com.amazonaws.services

COm.amazonaws.services.

com.amazonaws.services.

com.amazonaws.services.
import
import
import
import

java.
java.
java.
java.

nio.ByteBuffer;

util.Arraylist;
util.Objects;

import services.
import
import
import
import
com.amazonaws.services.acmpca.model.
import
import
import
import

com.amazonaws. acmpca.
acmpca.
.acmpca.

acmpca.

COm.amazonaws.services.

com.amazonaws.services

COm.amazonaws.services.

com.amazonaws.services.acmpca.
acmpca.
.acmpca.

acmpca.

COm.amazonaws.services.

com.amazonaws.services

COm.amazonaws.services.

import com.amazonaws.
import
import
import
import
import
import
import
import
import
import
import
import

com.amazonaws.services.acmpca
acmpca
.acmpca
services.acmpca
acmpca
acmpca
acmpca
acmpca
.acmpca
services.acmpca
acmpca

acmpca

COm.amazonaws.services.

com.amazonaws.services

com.amazonaws.

com.amazonaws.services.

COm.amazonaws.services.

com.amazonaws.services.

COm.amazonaws.services.

com.amazonaws.services

com.amazonaws.

com.amazonaws.services.

COm.amazonaws.services.

AWSACMPCA;
AWSACMPCAClientBuilder;
model.ASN1Subject;
model.CertificateAuthorityConfiguration;
model.CertificateAuthorityType;
model.CreateCertificateAuthorityResult;
model.CreateCertificateAuthorityRequest;
model.CrlConfiguration;
model.KeyAlgorithm;

model .KeyStorageSecurityStandard;
model.SigningAlgorithm;

model.Tag;

nio.charset.StandardCharsets;

model.GetCertificateAuthorityCsrRequest;
model.GetCertificateAuthorityCsrResult;
model.GetCertificateRequest;
model.GetCertificateResult;

ImportCertificateAuthorityCertificateRequest;
model.IssueCertificateRequest;
model.IssueCertificateResult;
model.SigningAlgorithm;

model.Validity;

AmazonClientException;
.model.CertificateMismatchException;
.model.ConcurrentModificationException;
.model.LimitExceededException;
.model.InvalidArgsException;
.model.InvalidArnException;
.model.InvalidPolicyException;
.model.InvalidStateException;
.model.MalformedCertificateException;
.model.MalformedCSRException;
.model.RequestFailedException;
.model.RequestInProgressException;
.model.ResourceNotFoundException;
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import
import

import
import
import
import

com.amazonaws.services.acmpca.model.RevocationConfiguration;
com.amazonaws.services.acmpca.model.AWSACMPCAException;

com.amazonaws.waiters.Waiter;
com.amazonaws.waiters.WaiterParameters;
com.amazonaws .waiters.WaiterTimedOutException;
com.amazonaws.waiters.WaiterUnrecoverableException;

public class RootCAActivation {
public static void main(String[] args) throws Exception {

west-2"

// Define the endpoint region for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g.

us-

// Define a CA subject.

ASN1Subject subject = new ASN1Subject();
subject.setOrganization("Example Organization");
subject.setOrganizationalUnit("Example");
subject.setCountry("US");
subject.setState("Virginia");
subject.setlLocality("Arlington");
subject.setCommonName("www.example.com");

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();

configCA.withKeyAlgorithm(KeyAlgorithm.RSA_2048);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);
configCA.withSubject(subject);

// Define a certificate revocation list configuration.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(true);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.ROOT;

// ** Execute core code samples for Root CA activation in sequence **
AWSACMPCA client ClientBuilder(endpointRegion);
String rootCAArn = CreateCertificateAuthority(configCA, crlConfigure, CAtype,

client);
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String csr = GetCertificateAuthorityCsr(rootCAArn, client);

String rootCertificateArn = IssueCertificate(rootCAArn, csr, client);

String rootCertificate = GetCertificate(rootCertificateArn, rootCAArn, client);
ImportCertificateAuthorityCertificate(rootCertificate, rootCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com.cn/";

EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration

configCA, CrlConfiguration crlConfigure, CertificateAuthorityType CAtype, AWSACMPCA
client)

RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);
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// Create the request object.

CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);

createCARequest.withRevocationConfiguration(revokeConfig);

createCARequest.withIdempotencyToken("123987");

createCARequest.withCertificateAuthorityType(CAtype);

createCARequest.withKeyStorageSecurityStandard(KeyStorageSecurityStandard.CCPC_LEVEL_1_OR_HIGH

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String rootCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Root CA Arn: " + rootCAArn);

return rootCAArn;

private static String GetCertificateAuthorityCsr(String rootCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.

GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();

csrRequest.withCertificateAuthorityArn(rootCAAzn);

// Create waiter to wait on successful creation of the CSR file.
Waiter< GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
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//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;

// Retrieve and display the CSR;
String csr = csrResult.getCsx();
System.out.println(csr);

return csr;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

Vi');

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAzn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws-cn:acm-pca:::template/RootCACertificate/

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);
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// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(3650L);

validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String rootCertificateArn = issueResult.getCertificateArn();
System.out.println("Root Certificate Arn: " + rootCertificateArn);

return rootCertificateArn;
private static String GetCertificate(String rootCertificateArn, String rootCAArn,
AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
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client.

certificateRequest.withCertificateArn(rootCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
waiters().certificateIssued();
try {

getCertificateWaiter.run(new WaiterParameters<(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String rootCertificate = certificateResult.getCertificate();
System.out.println(rootCertificate);

return rootCertificate;

private static void ImportCertificateAuthorityCertificate(String rootCertificate,

String

rootCAArn, AWSACMPCA client) {
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// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificate(certByteBuffer);

importRequest.setCertificateChain(null);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(rootCAAzn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

System.out.println("Root CA certificate successfully imported.");
System.out.println("Root CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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public class SubordinateCAActivation {

public static void main(String[] args) throws Exception {
// Place your own Root CA ARN here.

String rootCAArn = "arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566";

// Define the endpoint region for your sample.
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String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

// Define a CA subject.

ASN1Subject subject = new ASN1Subject();
subject.setOrganization("Example Organization");
subject.setOrganizationalUnit("Example");
subject.setCountry("US");
subject.setState("Virginia");
subject.setlLocality("Arlington");
subject.setCommonName("www.example.com");

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.RSA_2048);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);
configCA.withSubject(subject);

// Define a certificate revocation list configuration.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(tzrue);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.SUBORDINATE;

// ** Execute core code samples for Subordinate CA activation in sequence **

AWSACMPCA client = ClientBuilder(endpointRegion);

String rootCertificate = GetCertificateAuthorityCertificate(rootCAArn, client);

String subordinateCAArn = CreateCertificateAuthority(configCA, crlConfigure,
CAtype, client);

String csr = GetCertificateAuthorityCsr(subordinateCAArn, client);

String subordinateCertificateArn = IssueCertificate(rootCAArn, csr, client);

String subordinateCertificate = GetCertificate(subordinateCertificateArn,
rootCAArn, client);

ImportCertificateAuthorityCertificate(subordinateCertificate, rootCertificate,
subordinateCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
".amazonaws.com.cn/";

EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.
AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)

.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String GetCertificateAuthorityCertificate(String rootCAArn,
AWSACMPCA client)

// ** GetCertificateAuthorityCertificate **

// Create a request object and set the certificate authority ARN,
GetCertificateAuthorityCertificateRequest getCACertificateRequest =
new GetCertificateAuthorityCertificateRequest();
getCACertificateRequest.withCertificateAuthorityArn(rootCAAzrn);

// Create a result object.
GetCertificateAuthorityCertificateResult getCACertificateResult = null;
try {
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getCACertificateResult =
client.getCertificateAuthorityCertificate(getCACertificateRequest);

} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidStateException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;

// Retrieve and display the certificate information.

String rootCertificate = getCACertificateResult.getCertificate();
System.out.println("Root CA Certificate / Certificate Chain:");
System.out.println(rootCertificate);

return rootCertificate;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CrlConfiguration crlConfigure, CertificateAuthorityType CAtype, AWSACMPCA
client) {
RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);

// Create the request object.

CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);

createCARequest.withRevocationConfiguration(revokeConfig);

createCARequest.withIdempotencyToken("123987");

createCARequest.withCertificateAuthorityType(CAtype);

createCARequest.withKeyStorageSecurityStandard(KeyStorageSecurityStandard.CCPC_LEVEL_1_OR_HIGH

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

U A R EHBIEMNE CA MR latest 28



Amazon Private Certificate Authority ArfEm

}
// Retrieve the ARN of the private CA.
String subordinateCAArn = createCAResult.getCertificateAuthorityArn();

System.out.println("Subordinate CA Arn: " + subordinateCAArn);

return subordinateCAArn;

private static String GetCertificateAuthorityCsr(String subordinateCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.
GetCertificateAuthorityCsrRequest csrRequest = new

GetCertificateAuthorityCsrRequest();

client.

csrRequest.withCertificateAuthorityArn(subordinateCAArn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch(AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;
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// Retrieve and display the CSR;

String csr = csrResult.getCsz();
System.out.println("Subordinate CSR:");
System.out.println(csr);

return csr;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the issuing CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAIn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws-cn:acm-pca:::template/
SubordinateCACertificate_PathLen@/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(730L); // Approximately two years
validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
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throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String subordinateCertificateArn = issueResult.getCertificateArn();
System.out.println("Subordinate Certificate Arn: " +

subordinateCertificateArn);

return subordinateCertificateArn;

private static String GetCertificate(String subordinateCertificateArn, String
rootCAArn, AWSACMPCA client) {

client.

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(subordinateCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
waiters().certificateIssued();
try {

getCertificateWaiter.run(new WaiterParameters<(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.
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// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String subordinateCertificate = certificateResult.getCertificate();
System.out.println("Subordinate CA Certificate:");
System.out.println(subordinateCertificate);

return subordinateCertificate;

private static void ImportCertificateAuthorityCertificate(String

subordinateCertificate, String rootCertificate, String subordinateCAArn, AWSACMPCA

client) {

// Create the request object and set the signed certificate, chain and CA ARN.

ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(subordinateCertificate);

importRequest.setCertificate(certByteBuffer);

ByteBuffer rootCACertByteBuffer = stringToByteBuffer(rootCertificate);

importRequest.setCertificateChain(rootCACertByteBuffer);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(subordinateCAAxn);

// Import the certificate.
try {
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client.importCertificateAuthorityCertificate(importRequest);
} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

}
System.out.println("Subordinate CA certificate successfully imported.");
System.out.println("Subordinate CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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import com.amazonaws.waiters.WaiterParameters;
import com.amazonaws.waiters.WaiterTimedOutException;
import com.amazonaws.waiters.WaiterUnrecoverableException;

import org.bouncycastle.asnl.x509.SubjectPublicKeyInfo;
import org.bouncycastle.cert.jcajce.JcaX509ExtensionUtils;
import org.bouncycastle.openssl.PEMParser;

import org.bouncycastle.pkcs.PKCS10CertificationRequest;
import org.bouncycastle.util.io.pem.PemReader;

import lombok.SneakyThrows;

public class RootCAActivation {
public static void main(String[] args) throws Exception {
// Define the endpoint region for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "ap-
southeast-2"

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.3") // OID for Common Name
.withValue("root CA"),
new CustomAttribute()
.withObjectIdentifier("0.9.2342.19200300.100.1.25") // 0ID for Domain

Component
.withValue("example"),
new CustomAttribute()
.withObjectIdentifier("0.9.2342.19200300.100.1.25") // 0ID for Domain
Component
.withValue("com")
);

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.EC_prime256vl);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);
configCA.withSubject(subject);
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// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.ROOT;

// ** Execute core code samples for Root CA activation in sequence **
AWSACMPCA client ClientBuilder(endpointRegion);

String rootCAArn = CreateCertificateAuthority(configCA, CAtype, client);

String csr = GetCertificateAuthorityCsr(rootCAArn, client);

String rootCertificateArn = IssueCertificate(rootCAArn, csr, client);

String rootCertificate = GetCertificate(rootCertificateArn, rootCAArn, client);
ImportCertificateAuthorityCertificate(rootCertificate, rootCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;
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private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CertificateAuthorityType CAtype, AWSACMPCA client) {
// Create the request object.
CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();
createCARequest.withCertificateAuthorityConfiguration(configCA);
createCARequest.withIdempotencyToken("123987");
createCARequest.withCertificateAuthorityType(CAtype);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String rootCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Root CA Arn: " + rootCAAzn);

return rootCAArn;

private static String GetCertificateAuthorityCsr(String rootCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.

GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();

csrRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
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} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;

// Retrieve and display the CSR;
String csr = csrResult.getCsz();
System.out.println(csr);

return csr;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

v1it);

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAIn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/RootCACertificate/
ByteBuffer csrByteBuffer = stringToByteBuffer(csr);

issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
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issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(3650L);

validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String rootCertificateArn = issueResult.getCertificateArn();
System.out.println("Root Certificate Arn: " + rootCertificateArn);

return rootCertificateArn;
private static String GetCertificate(String rootCertificateArn, String rootCAArn,
AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(rootCertificateArn);
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client.

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
waiters().certificateIssued();
try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String rootCertificate = certificateResult.getCertificate();
System.out.println(rootCertificate);

return rootCertificate;

private static void ImportCertificateAuthorityCertificate(String rootCertificate,

String

rootCAArn, AWSACMPCA client) {
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// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificate(certByteBuffer);

importRequest.setCertificateChain(null);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(rootCAAzrn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

System.out.println("Root CA certificate successfully imported.");
System.out.println("Root CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566

CreateCertificateAuthorityAuditReport
AR Java RHIE R 7 @] A iZ CreateCertificate AuthorityAuditReportig 4,

ZRELQBE—NFIHRE , ZRESKIEBRVIEPTAENFHE, ZHREREFE
Amazon S3 MH, B LE 30 oHER —IXFIRE,

package com.amazonaws.samples;

import
import
import
import
import
import

import
import

import

com.amazonaws.services.acmpca.model.

com.
com.
com.
com.
com.
com.

com.
com.

amazonaws

amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.

amazonaws.
amazonaws.

.auth.AWSCredentials;

services.
services.

acmpca
acmpca

import com.amazonaws.services.acmpca

import
import
import
import
import
import

public

public static void main(String[] args) throws Exception {

com.
com.
com.
com.
com.
com.

class CreateCertificateAuthorityAuditReport {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services
services
services

services.
services.

.acmpca
.acmpca
.acmpca.
services.

acmpca
acmpca
acmpca

auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
.AmazonClientException;
auth.AwWSStaticCredentialsProvider;

.AWSACMPCA;
.AWSACMPCAClientBuilder;

B AR ERN

CreateCertificateAuthorityAuditReportRequest;

.model.

.model.
.model.

model

.model.
.model.
.model.

AWSCredentials credentials = null;

try {

RequestInProgressException;
RequestFailedException;
.InvalidArgsException;
InvalidArnException;
ResourceNotFoundException;
InvalidStateException;

CreateCertificateAuthorityAuditReportResult;
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credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the certificate authority ARN.
CreateCertificateAuthorityAuditReportRequest req =
new CreateCertificateAuthorityAuditReportRequest();

// Set the certificate authority ARN.
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Specify the S3 bucket name for your report.
req.setS3BucketName("your-bucket-name");

// Specify the audit response format.
req.setAuditReportResponseFormat("JSON");

// Create a result object.
CreateCertificateAuthorityAuditReportResult result = null;
try {

result = client.createCertificateAuthorityAuditReport(req);
} catch (RequestInProgressException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
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} catch (InvalidArnException ex) {

throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

String ID = result.getAuditReportId();
String S3Key = result.getS3Key();

System.out.println(ID);
System.out.println(S3Key);

BHRMENRUTUATAR

58904752-7de3-4bdf-ba89-6953e48c3cc7
audit-report/16075838-061c-4f7a-b54b-49bbc111bctf/58904752-7de3-4bdf-
ba89-6953e48c3cc7.json

CreatePermission

BN Java RBIE R T a4 5 A iZCreatePermission#4F.

ZRERAE CANHRNESEAEEN Amazon RE 4K, TUAEBRESEFUTRER : NFAE CA
BRI RIES , URIIEFAE CA ERFHEFNR, EET ACM BRI ZLITUEH , 400 CA T
BAHEMIR ( IssueCertificateGetCertificate, MListPermissions ) B4 ACM RS
F 4k (acm.amazonaws.com), A LUEIE FHABEIKEI CA B ARN, ListCertificateAuthorities

BIENRIG , Bu L EAListPermissions BB EH TR E |, th o] LAEH ZDeletePermission BB H
il BR o

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.AmazonClientException;
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import com.amazonaws.

import
import

import
import

import
import
import
import
import
import

import

public

com.
com.

com.
com.

com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.

auth.AwWSStaticCredentialsProvider;

services.
services.

services.
services.

services.
services.
.services
services.
services.
services.

java.util.Arraylist;

acmpca
acmpca

acmpca
acmpca

acmpca
acmpca

acmpca
acmpca
acmpca

class CreatePermission {

.model.
.model.

.model.
.model.
.acmpca.
.model.
.model.
.model.

model

.AWSACMPCA;
.AWSACMPCAClientBuilder;

CreatePermissionRequest;
CreatePermissionResult;

InvalidArnException;
InvalidStateException;

.LimitExceededException;

PermissionAlreadyExistsException;
RequestFailedException;
ResourceNotFoundException;

public static void main(String[] args) throws Exception {

west-2

// Retrieve your credentials from the C:\Users\name\.aws\credentials file

// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;

try {
cr

edentials

= new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.", e);

// Define the endpoint for your sample.

String endpointRegion = "region";

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))

.b

uild();

// Substitute your region here, e.g. "us-

CreatePerm
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// Create a request object.
CreatePermissionRequest req =
new CreatePermissionRequest();

// Set the certificate authority ARN.
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Set the permissions to give the user.
ArraylList<String> permissions = new ArraylList<>();
permissions.add("IssueCertificate");
permissions.add("GetCertificate");
permissions.add("ListPermissions");

req.setActions(permissions);

// Set the Principal.
req.setPrincipal("acm.amazonaws.com");

// Create a result object.

CreatePermissionResult result = null;

try {
result = client.createPermission(req);

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (LimitExceededException ex) {
throw ex;

} catch (PermissionAlreadyExistsException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

DeleteCertificate Authority

BAR Java IR R T a0alfE A iZDeleteCertificateAuthority R 4E.
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I 32 VE 5 B BR 484 A iZ CreateCertificate Authority R E QI 2 W FAEIE B M E H1H

(CA). DeleteCertificateAuthority BREEREBEEMERA CA B ARN, EATBL
Bt AR ERIKE ARN, ListCertificateAuthorities 1 RFAE CA BIIRA N CREATING =
PENDING_CERTIFICATE , W/ RJMZEMFFEMIBR. ER , MREEL S ALIUES , WFTEL
BIRFELMIRR . 470 253833 i A UpdateCertificateAuthority 32 4ESRZ F CA , RAEFStatuss

IR ENDISABLED, ARG , A LAERA DeleteCertiflcateAuthorlty BEPH
PermanentDeletionTimeInDays SBIEEXRE (7 230 X ) . iLHiE , #AF CA AJLUE/RE|
disabled RS, BIAMBRT , MERIEE PermanentDeletlonTimeInDays S8, NERH R
30 X, ELLEAREIJG , FAF CA FHKAMIBR , TEER, BXEZER , 52 H &R CA,

A X BE R T A A iZRestoreCertificateAuthority#® #EH) Java R4 |, 2
%] RestoreCertificateAuthority.

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.DeleteCertificateAuthorityRequest;

import com.amazonaws.AmazonClientException;

import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.InvalidArnException;
import com.amazonaws.services.acmpca.model.InvalidStateException;
import com.amazonaws.services.acmpca.model.RequestFailedException;

public class DeleteCertificateAuthority {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {

credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
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throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a requrest object and set the ARN of the private CA to delete.
DeleteCertificateAuthorityRequest req = new DeleteCertificateAuthorityRequest();

// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Set the recovery period.
req.withPermanentDeletionTimeInDays(12);

// Delete the CA.

try {
client.deleteCertificateAuthority(req);

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;
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DeletePermission

BAT Java ROIE R T @0 A iZDeletePermission®4E.

ZIRIESMBRFLAE CA EAZCreatePermissionsi#fEZE 44 Amazon FREZEIXE AR, & ABS
WA BRI CA B ARN, ListCertificateAuthoritiesf& A LUE T 8 A ListPermissions B #k#& & CA
BRFHNR.

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.DeletePermissionRequest;
import com.amazonaws.services.acmpca.model.DeletePermissionResult;

import com.amazonaws.services.acmpca.model.InvalidArnException;
import com.amazonaws.services.acmpca.model.InvalidStateException;
import com.amazonaws.services.acmpca.model.RequestFailedException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;

public class DeletePermission {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.", e);

// Define the endpoint for your sample.
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String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object.
DeletePermissionRequest req =
new DeletePermissionRequest();

// Set the certificate authority ARN.
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Set the AWS service principal.
req.setPrincipal("acm.amazonaws.com");

// Create a result object.
DeletePermissionResult result = null;
try {
result = client.deletePermission(req);
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
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DeletePolicy

LR Java RIE R T t{a £ A iZDeletePolicy # 4k,
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XK API BEEIEPutPolicy M GetPolicy,

package com.amazonaws.samples;

import
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import

import
import
import
import
import
import
import
import
import
import

public

com.
com.
com.
com.
com.

com.
com.

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
.auth.profile.ProfileCredentialsProvider;

amazonaws

amazonaws.
amazonaws.
amazonaws.

amazonaws.
.services.acmpca.AWSACMPCAClientBuilder;

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AWSCredentials;

client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

services.acmpca.AWSACMPCA;

AmazonClientException;
.model.
.model.
.model.
.acmpca.
.model.
.model.
.model.
.model.
.model.

services.
services.
services.

services

services.
services.
services.
services.
services.

class DeletePolicy {

acmpca
acmpca
acmpca

acmpca
acmpca
acmpca
acmpca
acmpca

public static void main(String[]

e);

// Retrieve your credentials
// in Windows or the .aws/credentials file in Linux.

model

args)

DeletePolicyRequest;
DeletePolicyResult;
AWSACMPCAException;

.ConcurrentModificationException;

InvalidArnException;
InvalidStateException;
LockoutPreventedException;
RequestFailedException;
ResourceNotFoundException;

throws Exception {

CIESt::Bus

from the C:\Users\name\.aws\credentials file

AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.",
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west-2"

}

// Define the endpoint for your sample.

String endpointRegion = "us-west-2"; // Substitute your Region here, e.g. "us-

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";

EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,

endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object.
DeletePolicyRequest req = new DeletePolicyRequest();

// Set the resource ARN.
req.withResourceArn("arn:aws:acm-pca:us-west-2:111122223333:certificate-

authority/11223344-44ee-3a22-bb33-4cd2d13f1f18");

// Retrieve a list of your CAs.
DeletePolicyResult result = null;
try {
result = client.deletePolicy(req);
} catch (ConcurrentModificationException ex) {

throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (LockoutPreventedException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (AWSACMPCAException ex) {
throw ex;
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}

DescribeCertificateAuthority

LAF Java RHIE R T @04 £ A iZDescribeCertificate Authority B 4E

LARES| BB R ENBBIERF AR (CA) BER. BAMEEFE CA K ARN (Amazon HIRA
). FHEE CA KRS, XANRUTE—H

« CREATING— Amazon FAF CA [EfESIEEMNFEIEBMAN,

 PENDING_CERTIFICATE - if PIEEHFAIE, BANERAABHIME CA RKZBENFAE CA
CSR, REFHS A PCA,

« ACTIVE - &E9FAE CA & TEHIRE.

- DISABLED - &9, CA E#EH.

« EXPIRED - &M%, H CA LB ETH,

« FAILED - T BIEENFE CA,

« DELETED - 8% E CALTERH , L ZHR G , ©REKAMER,

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.CertificateAuthority;
import com.amazonaws.services.acmpca.model.DescribeCertificateAuthorityRequest;
import com.amazonaws.services.acmpca.model.DescribeCertificateAuthorityResult;

import com.amazonaws.AmazonClientException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;

import com.amazonaws.services.acmpca.model.InvalidArnException;

public class DescribeCertificateAuthority {
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public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object
DescribeCertificateAuthorityRequest req = new
DescribeCertificateAuthorityRequest();

// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Create a result object.
DescribeCertificateAuthorityResult result = null;
try {

result = client.describeCertificateAuthority(req);
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
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// Retrieve and display information about the CA.
CertificateAuthority PCA = result.getCertificateAuthority();
String strPCA = PCA.toString();

System.out.println(strPCA);

DescribeCertificateAuthorityAuditReport

LA Java ~HIE R 7 @4 A iZDescribeCertificate AuthorityAuditReporti& 4,

ZIREY|H T B X EE B B ZCreateCertificateAuthorityAuditReportiR EBI B B E T IHIRE N E
B, BRERERMANME (CA) RERHAN , BLCBFERER, HEMAIER, LB CRLIAH
ERE , 2ERALERA,

package com.amazonaws.samples;

import java.util.Date;

import
import
import
import
import

import
import

import

com.
com.
com.
com.
com.

com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

services.acmpca.AWSACMPCA;
services.acmpca.AWSACMPCAClientBuilder;

com.amazonaws.services.acmpca.model.DescribeCertificateAuthorityAuditReportRequest;

import

com.amazonaws.services.acmpca.model.DescribeCertificateAuthorityAuditReportResult;

import
import
import
import

import
import
import
import

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
.services.acmpca.model.AWSACMPCAException;

amazonaws

amazonaws

amazonaws.
amazonaws.

amazonaws

AmazonClientException;
services.acmpca.model.InvalidArgsException;
services.acmpca.model.ResourceNotFoundException;

.waiters.Waiter;

waiters.WaiterParameters;
waiters.WaiterTimedOutException;

.waiters.WaiterUnrecoverableException;

DescribeCertificateAuthorityAuditReport
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public class DescribeCertificateAuthorityAuditReport {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object.
DescribeCertificateAuthorityAuditReportRequest req =
new DescribeCertificateAuthorityAuditReportRequest();

// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Set the audit report ID.
req.withAuditReportId("11111111-2222-3333-4444-555555555555");

// Create waiter to wait on successful creation of the audit report file.
Waiter<DescribeCertificateAuthorityAuditReportRequest> waiter =
client.waiters().auditReportCreated();
try {
waiter.run(new WaiterParameters<>(req));
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} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Create a result object.
DescribeCertificateAuthorityAuditReportResult result = null;
try {

result = client.describeCertificateAuthorityAuditReport(req);
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArgsException ex) {

throw ex;

String status = result.getAuditReportStatus();
String S3Bucket = result.getS3BucketName();
String S3Key = result.getS3Key();

Date createdAt = result.getCreatedAt();

System.out.println(status);
System.out.println(S3Bucket);
System.out.println(S3Key);
System.out.println(createdAt);

EHVRE MR U T UL TARR ¢

SUCCESS

your-audit-report-bucket-name
audit-report/a4119411-8153-498a-a607-2cb77b858043/25211c3d-f2fe-479f-b437-
fe2b3612bc45.json

Tue Jan 16 13:07:58 PST 2018

GetCertificate

BATF Java R"BIE R T 2l fE A iZ GetCertificate 2 4E.

GetCertificate
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package com.amazonaws.samples;

import
import
import
import
import

import
import

import
import

import
import
import
import
import
import

import
import
import
import

import

com.
com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.
com.
com.
com.

com.
com.
com.
com.

com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;

client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

services.
services.

services.
services.

acmpca.
acmpca.

acmpca.
acmpca.

AWSACMPCA;
AWSACMPCAClientBuilder;

model.GetCertificateRequest;
model .GetCertificateResult;

AmazonClientException;

services.
services.
services.
services.

services

acmpca
acmpca
acmpca
acmpca

.acmpca

waiters.Waiter;

.model.RequestInProgressException;
.model.RequestFailedException ;
.model.ResourceNotFoundException;
.model.InvalidArnException;
.model.InvalidStateException;

waiters.WaiterParameters;

waiters.WaiterTimedOutException;
waiters.WaiterUnrecoverableException;

services.acmpca.model.AWSACMPCAException;

public class GetCertificate {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {

GetCertificate
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throw new AmazonClientException("Cannot load your credentials from disk", e);
}
// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object.
GetCertificateRequest req = new GetCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm-pca:region:account:certificate-
authority/CA_ID/certificate/certificate_ID");

// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> waiter = client.waiters().certificateIssued();
try {

waiter.run(new WaiterParameters<>(req));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult result = null;
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try {

result = client.getCertificate(req);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String strCert
System.out.println(strCert);

= result.getCertificate();

X FAERMAH (CA) LIRS , BHR R R RE D THEREE,

----- BEGIN CERTIFICATE----- base64-encoded certificate -----END CERTIFICATE-----
----- BEGIN CERTIFICATE----- base64-encoded certificate -----END CERTIFICATE-----
----- BEGIN CERTIFICATE----- base64-encoded certificate -----END CERTIFICATE-----

GetCertificateAuthorityCertificate

AR Java RBIE R T w1 A iZ GetCertificateAuthorityCertificate B 4E.

LR ETRR

R

/Ch

BYABIE BRI (CA) REBMIEF 4, IEHMIEPETHN PEM XK base64

PEM FIBFRFE, IEPETELE CAILES. ZEPHEMEBBN CREIERZLESR,

package com.amazonaws.samples;

import
import
import
import
import

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

GetCertificateAuthorityCertificate
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import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.GetCertificateAuthorityCertificateRequest;
import com.amazonaws.services.acmpca.model.GetCertificateAuthorityCertificateResult;

import com.amazonaws.AmazonClientException;

import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.InvalidStateException;
import com.amazonaws.services.acmpca.model.InvalidArnException;

public class GetCertificateAuthorityCertificate {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.
AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object
GetCertificateAuthorityCertificateRequest req =

new GetCertificateAuthorityCertificateRequest();

// Set the certificate authority ARN,
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req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Create a result object.
GetCertificateAuthorityCertificateResult result = null;
try {

result = client.getCertificateAuthorityCertificate(req);
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidStateException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;

// Retrieve and display the certificate information.
String strPcaCert = result.getCertificate();
System.out.println(strPcaCert);

String strPCACChain = result.getCertificateChain();
System.out.println(strPCACChain);

N FEIEEWIERMANN (CA) , EHH HRZ 2RI T B L,

GetCertificateAuthorityCsr

BAR Java R R 7R T a0aIfE A iZ GetCertificateAuthority Csrig 4k,

WIRETRRENAEIERMENE (CA) WIEHZLERIER (CSR), CSR —EZA
FCreateCertificateAuthority#RYERT 8122 H) . 7 CSR MEZM A X.509 EAli%He |
HEARIMNE CAXEH#ITER, AREIRAREFSZENIEREHRS A ACM

PCA, ImportCertificateAuthorityCertificate A PEM #& = base64 wiBFZ LR XIRE CSR,

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.auth.profile.ProfileCredentialsProvider;
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import
import
import

import
import

import
import

import
import
import
import
import
import

import
import
import
import

public

pub

com.amazonaws.client.builder.AwsClientBuilder;
com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
com.amazonaws.auth.AWSStaticCredentialsProvider;

com.amazonaws.services.acmpca.AWSACMPCA;
com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

com.amazonaws.services.acmpca.model.GetCertificateAuthorityCsrRequest;
com.amazonaws.services.acmpca.model.GetCertificateAuthorityCsrResult;

com.amazonaws .AmazonClientException;
com.amazonaws.services.acmpca.model.ResourceNotFoundException;
com.amazonaws.services.acmpca.model.InvalidArnException;
com.amazonaws.services.acmpca.model.RequestInProgressException;
com.amazonaws.services.acmpca.model.RequestFailedException;
com.amazonaws.services.acmpca.model.AWSACMPCAException;

com.amazonaws.waiters.Waiter;
com.amazonaws.waiters.WaiterParameters;
com.amazonaws .waiters.WaiterTimedOutException;
com.amazonaws.waiters.WaiterUnrecoverableException;

class GetCertificateAuthorityCsr {

lic static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}
// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);
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// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object and set the CA ARN.

GetCertificateAuthorityCsrRequest req = new GetCertificateAuthorityCsrRequest();

req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> waiter =
client.waiters().certificateAuthorityCSRCreated();
try {
waiter.run(new WaiterParameters<>(req));

} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult result = null;
try {
result = client.getCertificateAuthorityCsr(req);
} catch (RequestInProgressException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;

// Retrieve and display the CSR;
String Csr = result.getCsr();
System.out.println(Csz);
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}

X FIEEENIEB MR (CA)

1R

y 70N

Y H RISR Bl T . IEBERIER (CSR) KA PEM & AT

base64 %8, FERFEARE XA , REFEETAM X.509 ik , FEARIME CANE
HITER

GetPolicy

BT Java RAIE R T a4 A ZGetPolicy B 1E,

ZRER R INEAE CANETRFENRKE, ETHRNREATEREKS, CA

————— END CERTIFICATE

H=E, BalES

W REEFRKRIFLE CA B ARN, ListCertificateAuthorities

X H API #24EEFEPUtPolicy M DeletePolicy.

package com.amazonaws.samples;

import
import
import
import
import

import
import

import
import
import
import
import
import
import
import

public

com.
com.
com.
com.
com.

com.
com.

com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
.client.builder.AwsClientBuilder.EndpointConfiguration;

amazonaws

amazonaws.

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;

auth.AwWSStaticCredentialsProvider;

services.acmpca.AWSACMPCA;
services.acmpca.AWSACMPCAClientBuilder;

services.
services.
services.
services.
services.

services

services.

class GetPolicy {

acmpca
acmpca
acmpca
acmpca
acmpca

acmpca

public static void main(String[]

.AmazonClientException;
.model.
.model.
.model.
.model.
.model.
.acmpca.
.model.

model.

args)

GetPolicyRequest;
GetPolicyResult;
AWSACMPCAException;
InvalidArnException;
InvalidStateException;
RequestFailedException;
ResourceNotFoundException;

throws Exception {

GetPolicy
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.",

@))7
}
// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object.
GetPolicyRequest req = new GetPolicyRequest();

// Set the resource ARN.
req.withResourceArn("arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566");

// Retrieve a list of your CAs.

GetPolicyResult result= null;

try {
result = client.getPolicy(req);

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;
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} catch (AWSACMPCAException ex) {

throw ex;

// Display the policy.

System.out.println(result.getPolicy());

ImportCertificateAuthorityCertificate

LAF Java RIS R T @4 6 A ZImportCertificateAuthorityCertificate 3 4E

WIREFEEZNFAE CAIEPBSE A Amazon 328 CA., ERRALIREZR , BIAE
& ¥ A% CreateCertificateAuthority 2 4E QI BB IE P AL N, RiE
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FMNBIUEBNELL, QBIEREFFEENIESNIEPLEEFIENTER F.

package com.amazonaws.samples;

import
import
import
import
import

import
import

import

com.
com.
com.
com.
com.

com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

auth.AWSCredentials;

auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

services.acmpca.AWSACMPCA;
services.acmpca.AWSACMPCAClientBuilder;

com.amazonaws.services.acmpca.model.ImportCertificateAuthorityCertificateRequest;

import
import
import
import
import
import
import
import

import

com.
com.
com.
com.
com.
com.
com.
com.

amazonaws
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.
services.
services.
services.

java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;

acmpca
acmpca
acmpca

acmpca
acmpca
acmpca

.AmazonClientException;
.model.
.model.
.model.
acmpca.
.model.
.model.
.model.

model

RequestInProgressException;
MalformedCertificateException;
ResourceNotFoundException;
.ConcurrentModificationException;
InvalidArnException;
CertificateMismatchException;
RequestFailedException;
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import java.util.Objects;
public class ImportCertificateAuthorityCertificate {

public static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
}

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest req =
new ImportCertificateAuthorityCertificateRequest();

// Set the signed certificate.
String strCertificate =
Mmoo - BEGIN CERTIFICATE----- \n" +
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"base64-encoded certificate\n" +

Mmoo - END CERTIFICATE----- \n";
ByteBuffer certByteBuffer = stringToByteBuffer(strCertificate);
req.setCertificate(certByteBuffer);

// Set the certificate chain.
String strCertificateChain =

R BEGIN CERTIFICATE----- \n" +
"baseb4-encoded certificate\n" +
R END CERTIFICATE----- \n";

ByteBuffer chainByteBuffer = stringToByteBuffer(strCertificateChain);
req.setCertificateChain(chainByteBuffer);

// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(req);

} catch (CertificateMismatchException ex) {
throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

IssueCertificate
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package com.amazonaws.samples;

import
import
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import
import
import

com.
com.
com.
com.

com.

com.
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com.

com.amazonaws
amazonaws.
amazonaws.
amazonaws.
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com.amazonaws
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
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.auth.AWSCredentials;

java.nio.ByteBuffer;
java.nio.charset.StandardCharsets;
java.util.Objects;

.services.
services.

services.
services.
services.
services.

services.
services.
services.
services.
services.
services.

acmpca
acmpca

acmpca

acmpca
acmpca

acmpca
acmpca
acmpca
acmpca
acmpca
acmpca

public class IssueCertificate {

public static ByteBuffer stringToByteBuffer(final String string) {

if (Objects.isNull(string)) {
return null;

auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;

client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

.AWSACMPCA;
.AWSACMPCAClientBuilder;

.model.IssueCertificateRequest;
acmpca.
.model.SigningAlgorithm;
.model.Validity;

model .IssueCertificateResult;

AmazonClientException;
.model.LimitExceededException;
.model.ResourceNotFoundException;
.model.InvalidStateException;
.model.InvalidArnException;
.model.InvalidArgsException;
.model.MalformedCSRException;
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byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

}
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:
IssueCertificateRequest req = new IssueCertificateRequest();

// Set the CA ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Specify the certificate signing request (CSR) for the certificate to be signed
and issued.

String strCSR =

B BEGIN CERTIFICATE REQUEST----- \n" +
"base64-encoded certificate\n" +
B END CERTIFICATE REQUEST----- \n";

ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);
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// Specify the template for the issued certificate.
req.withTemplateArn("arn:aws:acm-pca:::template/EndEntityCertificate/V1");

// Set the signing algorithm.
req.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(<<3650L>>);

validity.withType("DAYS");

req.withValidity(validity);

// Set the idempotency token.
req.setIdempotencyToken("1234");

// Issue the certificate.
IssueCertificateResult result = null;
try {

result = client.issueCertificate(req);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(arn);

EHRE MR UT U TAR

arn:aws:acm-pca:region:account:certificate-authority/CA_ID/certificate/certificate_ID
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package com.amazonaws.samples;

import
import
import
import
import

import
import

import
import
import

com.
com.
com.
com.
com.

com.
com.

com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws

amazonaws.

amazonaws

auth.AwWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

services.acmpca.AWSACMPCA;
services.acmpca.AWSACMPCAClientBuilder;

.AmazonClientException;

services.acmpca.model.ListCertificateAuthoritiesRequest;

.services.acmpca.model.ListCertificateAuthoritiesResult;

import com.amazonaws.services.acmpca.model.InvalidNextTokenException;

public class ListCertificateAuthorities {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.",

e);
}
// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);
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// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object.
ListCertificateAuthoritiesRequest req = new ListCertificateAuthoritiesRequest();
req.withMaxResults(10);

// Retrieve a list of your CAs.
ListCertificateAuthoritiesResult result= null;
try {

result = client.listCertificateAuthorities(req);
} catch (InvalidNextTokenException ex) {

throw ex;

// Display the CA list.
System.out.println(result.getCertificateAuthorities());

MREBEMEIHVERTANN , WaHNRUTUATAE

[{
Arn: arn: aws: acm-pca: region: account: certificate-
authority/12345678-1234-1234-1234-123456789012,
CreatedAt: TueNov0@712: 05: 39PST2017,
LastStateChangeAt: WedJanl@l2: 35: 39PST2018,
Type: SUBORDINATE,
Serial: 4109,
Status: DISABLED,
NotBefore: TueNov@712: 19: 15PST2017,
NotAfter: FriNov@513: 19: 15PDT2027,
CertificateAuthorityConfiguration: {

KeyType: RSA2048,

SigningAlgorithm: SHA256WITHRSA,

Subject: {

Organization: ExampleCorp,

OrganizationalUnit: HR,

State: Washington,
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CommonName: www.example.com,
Locality: Seattle,

}
},
RevocationConfiguration: {
CrlConfiguration: {
Enabled: true,
ExpirationInDays: 3650,
CustomCname: your-custom-name,
S3BucketName: your-bucket-name
}
}
I
{

Arn: arn: aws: acm-pca: region: account>: certificate-
authority/12345678-1234-1234-1234-123456789012,
CreatedAt: WedSepl312: 54: 52PDT2017,
LastStateChangeAt: WedSepl312: 54: 52PDT2017,

Type: SUBORDINATE,
Serial: 4100,
Status: ACTIVE,

NotBefore: WedSepl314: 11: 19PDT2017,
NotAfter: SatSeplll4: 11: 19PDT2027,
CertificateAuthorityConfiguration: {

KeyType: RSA2048,
SigningAlgorithm: SHA256WITHRSA,
Subject: {

Country: US,

Organization: ExampleCompany,
OrganizationalUnit: Sales,
State: Washington,

CommonName: www.example.com,
Locality: Seattle,

}

},

RevocationConfiguration: {

CrlConfiguration: {
Enabled: false,
ExpirationInDays: 5,
CustomCname: your-custom-name,
S3BucketName: your-bucket-name

}
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}
iy
{

Arn: arn: aws: acm-pca: region: account>: certificate-
authority/12345678-1234-1234-1234-123456789012,
CreatedAt: FriJanl213: 57: 11PST2018,
LastStateChangeAt: FriJanl213: 57: 11PST2018,
Type: SUBORDINATE,
Status: PENDING_CERTIFICATE,
CertificateAuthorityConfiguration: {

KeyType: RSA2048,

SigningAlgorithm: SHA256WITHRSA,

Subject: {

Country: US,

Organization: Examples-R-Us Ltd.,

OrganizationalUnit: corporate,

State: WA,

CommonName: www.examplesrus.com,

Locality: Seattle,

}
iy

RevocationConfiguration: {
CrlConfiguration: {
Enabled: true,
ExpirationInDays: 365,
CustomCname: your-custom-name,
S3BucketName: your-bucket-name
}
}
},
{

Arn: arn: aws: acm-pca: region: account>: certificate-
authority/12345678-1234-1234-1234-123456789012,
CreatedAt: FriJan@511: 14: 21PST2018,
LastStateChangeAt: FriJan@511: 14: 21PST2018,
Type: SUBORDINATE,
Serial: 4116,

Status: ACTIVE,

NotBefore: FriJan@512: 12: 56PST2018,
NotAfter: MonJan0312: 12: 56PST2028,
CertificateAuthorityConfiguration: {

KeyType: RSA2048,

SigningAlgorithm: SHA256WITHRSA,
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Subject:

Country:

{
us,

Organization: ExampleslLLC,
OrganizationalUnit: CorporateOffice,
State: WA,
CommonName: www.example.com,
Locality: Seattle,

}
iy

RevocationConfiguration: {
CrlConfiguration: {

Enabled:

true,

ExpirationInDays: 3650,
CustomCname: your-custom-name,
S3BucketName: your-bucket-name

}
}
]

ListPermissions
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package com.amazonaws.samples;

import com.
import com.
import com.
import com.
import com.

import com.
import com.

import com.
import com.

import com.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.

amazonaws.
amazonaws.

amazonaws

.auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

.services.acmpca.AWSACMPCA;
services.acmpca.AWSACMPCAClientBuilder;

services.acmpca.model.ListPermissionsRequest;
services.acmpca.model.ListPermissionsResult;

.AmazonClientException;
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import com.amazonaws.services.acmpca.model.InvalidArnException;
import com.amazonaws.services.acmpca.model.InvalidNextTokenException;
import com.amazonaws.services.acmpca.model.InvalidStateException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.RequestFailedException;

public class ListPermissions {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the CA ARN.

ListPermissionsRequest req = new ListPermissionsRequest();

req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// List the tags.
ListPermissionsResult result = null;
try {
result = client.listPermissions(req);
} catch (InvalidArnException ex) {
throw ex;
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} catch (InvalidStateException ex) {
throw ex;

} catch(RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

// Retrieve and display the permissions.
System.out.println(result);

MREENLE CAEABRFSERATENRR , WA HMRBTUTRR

[{
Arn: arn:aws:acm-
pca:region:account:permission/12345678-1234-1234-1234-123456789012,
CreatedAt: WedFeb0317: ©5: 39PST2019,
Prinicpal: acm.amazonaws.com,
Permissions: {
ISSUE_CERTIFICATE,
GET_CERTIFICATE,

DELETE,CERTIFICATE
1,
SourceAccount: account
1]
ListTags

BT Java RIER T 0@ E A ZListTags#1E.

LLRET 5 528 MFAE CA XEBRIARE (WRA). RERTATIRAIMNEBEEEZNREMNIRE CAs,
FIREBH—MNBN—NTEELK. BATagCertificateAuthorityRERF — N R ZAMRZ R INEE
B9 CA. i HZUntagCertificateAuthorityi2¥E LA BRIRZ

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
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import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.ListTagsRequest;
import com.amazonaws.services.acmpca.model.ListTagsResult;

import com.amazonaws.AmazonClientException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.InvalidArnException;

public class ListTags {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the CA ARN.

ListTagsRequest req = new ListTagsRequest();

req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");
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// List the tags

ListTagsResult result = null;

try {
result = client.listTags(req);

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

// Retrieve and display the tags.
System.out.println(result);

MREBEMEIHNRE , M@ ERREATUATARE !

{Tags: [{Key: Admin,Value: Alice}, {Key: Purpose,Value: WebServices}],}

PutPolicy
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Amazon ¥AH CA 5.

SRR INE] CA 5 , 471 UG A GetPolicy B AER B TH E | to ] BUE A DeletePolicy B 45 £
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package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;
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import
import
import
import
import
import
import
import
import
import
import

import
import

import

public

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.AmazonClientException;

amazonaws.services.acmpca.model.PutPolicyRequest;
acmpca.model.PutPolicyResult;
acmpca.model.AWSACMPCAException;

.acmpca. .ConcurrentModificationException;
acmpca.model.InvalidArnException;
acmpca.model.InvalidStateException;
acmpca.model.InvalidPolicyException;
acmpca.model.LockoutPreventedException;
acmpca.model.RequestFailedException;

.acmpca. .ResourceNotFoundException;

amazonaws.services.

amazonaws.services.

amazonaws.services model

amazonaws.services.

amazonaws.services.

amazonaws.services.

amazonaws.services.

amazonaws.services.

amazonaws.services model

java.io.IOException;
java.nio.file.Files;
java.nio.file.Paths;

class PutPolicy {

public static void main(String[] args) throws Exception {

e);

west-2"

//
//

AWSCredentials credentials

Retrieve your credentials from the C:\Users\name\.aws\credentials file
in Windows or the .aws/credentials file in Linux.
null;

try {

credentials

new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {

throw new AmazonClientException("Cannot load your credentials from file.",

}
// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

EndpointConfiguration endpoint

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,

endpointRegion);

//

AWSACMPCA client

Create a client that you can use to make requests.
AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)

.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

PutPolicy
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// Create the request object.
PutPolicyRequest req = new PutPolicyRequest();

// Set the resource ARN.
req.withResourceArn("arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566");

// Import and set the policy.

// Note: This code assumes the file "ShareResourceWithAccountPolicy.json" is in
a folder titled policy.

String policy = new String(Files.readAllBytes(Paths.get("policy",
"ShareResourceWithAccountPolicy.json")));

req.withPolicy(policy);

// Retrieve a list of your CAs.
PutPolicyResult result = null;
try {
result = client.putPolicy(req);
} catch (ConcurrentModificationException ex) {

throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidPolicyException ex) {
throw ex;

} catch (LockoutPreventedException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (AWSACMPCAException ex) {
throw ex;
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RestoreCertificateAuthority
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package com.amazonaws.samples;

import
import
import
import
import

import
import

import
import
import
import

import

public

com.amazonaws.auth.AWSCredentials;
amazonaws.auth.profile.ProfileCredentialsProvider;
amazonaws.client.builder.AwsClientBuilder;
amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
amazonaws.auth.AWSStaticCredentialsProvider;

com.
com.
com.
com.
com.amazonaws.
amazonaws.

services.acmpca.AWSACMPCA;
com. services.acmpca.AWSACMPCAClientBuilder;

com.amazonaws.services.acmpca.model.RestoreCertificateAuthorityRequest;

com.amazonaws .AmazonClientException;
amazonaws.services.acmpca.model.InvalidArnException;
amazonaws.services.acmpca.model.InvalidStateException;
amazonaws.services.acmpca.model.ResourceNotFoundException;

com.
com.
com.

class RestoreCertificateAuthority {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file

// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from file.",

e);

// Define the endpoint for your sample.

String endpointRegion = "region";

west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

// Substitute your region here, e.g. "us-
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EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object.
RestoreCertificateAuthorityRequest req = new
RestoreCertificateAuthorityRequest();

// Set the certificate authority ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Restore the CA.
try {
client.restoreCertificateAuthority(req);
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;

RevokeCertificate

AR Java RBIER T a4l A 1ZRevokeCertificate 4.

IS RE BT E A ZIssueCertificate REMARIIE B, WREECBLENIE CANEBATIL
P REE5IR (CRL) , MAXE RHIEPHESFITEE CRL ., Amazon FAF CA ff CRL BEA&IE
EH/ Amazon S3 7. BEXEZEE , HSHCriConfiguration5#4,

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.client.builder.AwsClientBuilder;
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import com.
import com.
import com.

import com.
import com.

import com.
import com.

import com.
import com.
import com.
import com.
import com.
import com.

public cla

public

// R
// i
AWSC
try

} ca

// D

Stri
west-2"

Stri

amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
amazonaws.AmazonClientException;
amazonaws.auth.AWSStaticCredentialsProvider;

amazonaws.services.acmpca.AWSACMPCA;
amazonaws.services.acmpca.AWSACMPCAClientBuilder;

amazonaws.services.acmpca.model.RevokeCertificateRequest;
amazonaws.services.acmpca.model.RevocationReason;

amazonaws.services.acmpca.model.ResourceNotFoundException;
amazonaws.services.acmpca.model.InvalidStateException;
amazonaws.services.acmpca.model.InvalidArnException;
amazonaws.services.acmpca.model.RequestFailedException;
amazonaws.services.acmpca.model.RequestAlreadyProcessedException;
amazonaws.services.acmpca.model.RequestInProgressException;

ss RevokeCertificate {

static void main(String[] args) throws Exception {

etrieve your credentials from the C:\Users\name\.aws\credentials file

n Windows or the .aws/credentials file in Linux.

redentials credentials = null;

{

credentials = new ProfileCredentialsProvider("default").getCredentials();

tch (Exception e) {

throw new AmazonClientException('"Cannot load your credentials from disk", e);

efine the endpoint for your sample.
ng endpointRegion = "region"; // Substitute your region here, e.g. "us-

ng endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";

Endp

// C
AWSA

ointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

reate a client that you can use to make requests.

CMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)

.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();
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// Create a request object.
RevokeCertificateRequest req = new RevokeCertificateRequest();

// Set the certificate authority ARN.
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Set the certificate serial number.
req.setCertificateSerial("79:3f:0d:5b:6a:04:12:5e:2c:9c:fb:52:37:35:98:fe");

// Set the RevocationReason.
req.withRevocationReason(RevocationReason.<<KEY_COMPROMISE>>);

// Revoke the certificate.

try {
client.revokeCertificate(req);

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestAlreadyProcessedException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

TagCertificateAuthorities

BAF Java ROIE R T a{A £ A Z TagCertificateAuthority 4k,

LLREREIENFAR CARIM—NRZMRE, HERTATIRBMAL Amazon BRHRE. 840
HRERH—MEM—NIEREAR. BALERERN , ATUBEFAE CA B Amazon BRAF (ARN) 1§
EFE CA., BEABE-ENEERE, BE/MRIZ CA ST , TLUFHRZENMA T —1MAE CA,
RE , EMETCIIZBENEEXR CAs , BALUGHREMNRSNMATENMAERR CAs, EBR—1
REMRZ |, B AUntagCertificateAuthority#® . FAListTagsRENEEMLEREEHEM CA X

BXo
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package com.amazonaws.samples;

import
import
import
import
import

import
import

import
import

import

import
import
import
import
import

public

com.
com.
com.
com.
com.

com.
com.

com.
com.

jav

com.
com.
com.
com.
com.

cla

amazonaws.auth.AWSCredentials;
amazonaws.auth.profile.ProfileCredentialsProvider;
amazonaws.client.builder.AwsClientBuilder;
amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
amazonaws.auth.AWSStaticCredentialsProvider;

amazonaws.services.acmpca.AWSACMPCA;
amazonaws.services.acmpca.AWSACMPCAClientBuilder;

amazonaws.services.acmpca.model.TagCertificateAuthorityRequest;
amazonaws.services.acmpca.model.Tag;

a.util.Arraylist;

amazonaws.AmazonClientException;
amazonaws.services.acmpca.model.ResourceNotFoundException;
amazonaws.services.acmpca.model.InvalidArnException;
amazonaws.services.acmpca.model.InvalidTagException;
amazonaws.services.acmpca.model.TooManyTagsException;

ss TagCertificateAuthorities {

public static void main(String[] args) throws Exception {

west-2

// R
// i
AWSC
try

} ca

// D
Stri

Stri

etrieve your credentials from the C:\Users\name\.aws\credentials file

n Windows or the .aws/credentials file in Linux.

redentials credentials = null;

{

credentials = new ProfileCredentialsProvider("default").getCredentials();

tch (Exception e) {

throw new AmazonClientException("Cannot load your credentials from disk", e);

efine the endpoint for your sample.
ng endpointRegion = "region"; // Substitute your region here, e.g. "us-

ng endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";

Endp

ointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);
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// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a tag - method 1
Tag tagl = new Tag();
tagl.withKey("Administrator");
tagl.withValue("Bob");

// Create a tag - method 2

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("WebServices");

// Add the tags to a collection.
Arraylist<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

// Create a request object and specify the certificate authority ARN.
TagCertificateAuthorityRequest req = new TagCertificateAuthorityRequest();
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-

east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");
req.setTags(tags);

// Add a tag

try {
client.tagCertificateAuthority(req);

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidTagException ex) {
throw ex;

} catch (TooManyTagsException ex) {
throw ex;
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UntagCertificateAuthority

LA Java ROIE R T a0 A iZ UntagCertificate Authority €,

WIRERTMFAE CA FHIBR— 1M RB ML, — MR —NMRENAR. MEEEFAHLRERNKIE
ERENESS , MaBBRzE , MAEENF, REEETE , WXHKRESEEEXKNIFE,
E@FAE CARMIRZ | EEA TagCertificateAuthority#®4E, AListTagsREE R BLEIRZ 5EH
CA xEx,

package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import java.util.Arraylist;

import com.amazonaws.services.acmpca.AWSACMPCA;
import com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;

import com.amazonaws.services.acmpca.model.UntagCertificateAuthorityRequest;
import com.amazonaws.services.acmpca.model.Tag;

import com.amazonaws.AmazonClientException;

import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.InvalidArnException;
import com.amazonaws.services.acmpca.model.InvalidTagException;

public class UntagCertificateAuthority {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);
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// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a Tag object with the tag to delete.
Tag tag = new Tag();
tag.withKey("Administrator");
tag.withValue("Bob");

// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tag);

// Create a request object and specify the certificate authority ARN.
UntagCertificateAuthorityRequest req = new UntagCertificateAuthorityRequest();
req.withCertificateAuthorityArn("arn:aws:acm-pca:us-

east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");
req.withTags(tags);

// Delete the tag
try {
client.untagCertificateAuthority(req);
} catch (InvalidArnException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidTagException ex) {
throw ex;
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UpdateCertificateAuthority

BAR Java RO R R T 204l fE A iZUpdateCertificateAuthority #4E.

WIRETERABIERMANNS (CA) HRAREE. BHFE CA 454 T ACTIVE = DISABLED

R, B REEHTE

RERED

IR

AN

package com.amazonaws.samples;

import
import
import
import
import

import
import

import
import

import
import
import
import
import
import
import
import
import

public

com.
com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
.auth.profile.ProfileCredentialsProvider;

amazonaws

amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

A LAZE AN F ACTIVE IRAKFAE CA |, SELT DISABLED JAAH CA B

auth.AWSCredentials;

client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

services
services

services
services

.acmpca
.acmpca

.acmpca
.acmpca

.AWSACMPCA;
.AWSACMPCAClientBuilder;

.model.UpdateCertificateAuthorityRequest;
.model.CertificateAuthorityStatus;

AmazonClientException;

services

services.
services.
services.
services.
services.

services

services.

.acmpca
acmpca
acmpca
acmpca
acmpca
acmpca
.acmpca
acmpca

.model.ConcurrentModificationException;
.model.ResourceNotFoundException;
.model.InvalidArgsException;
.model.InvalidArnException;
.model.InvalidStateException;
.model.InvalidPolicyException;
.model.CrlConfiguration;
.model.RevocationConfiguration;

class UpdateCertificateAuthority {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.

AWSCredentials credentials

try {
credentials

} catch (Exception e) {

null;

new ProfileCredentialsProvider("default").getCredentials();

UpdateCertificateAuthority
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throw new AmazonClientException("Cannot load your credentials from file.",

@))7
}
// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create the request object.
UpdateCertificateAuthorityRequest req = new UpdateCertificateAuthorityRequest();

// Set the ARN of the private CA that you want to update.
req.setCertificateAuthorityArn("arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/11223344-1234-1122-2233-112233445566");

// Define the certificate revocation list configuration. If you do not want to
// update the CRL configuration, leave the CrlConfiguration structure alone and
// do not set it on your UpdateCertificateAuthorityRequest object.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(tzrue);

crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname("your-custom-name");
crlConfigure.withS3BucketName("your-bucket-name");

// Set the CRL configuration onto your UpdateCertificateAuthorityRequest object.
// If you do not want to change your CRL configuration, do not use the

// setCrlConfiguration method.

RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);
req.setRevocationConfiguration(revokeConfig);

// Set the status.
req.withStatus(CertificateAuthorityStatus.<<ACTIVE>>);
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// Create the result object.
try {

client.updateCertificateAuthority(req);
} catch (ConcurrentModificationException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {

throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidPolicyException ex) {
throw ex;
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ERERWN
Initials

X1

H

OrganizationalUnit
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« 8] CA CustomAttribute

o 9 AZUEH CustomAttribute
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package com.amazonaws.samples;

import
import
import
import
import

import

import

import
import

com.
com.
com.
com.
com.

com.

com.

com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.

amazonaws.

amazonaws.
amazonaws.

R ID
2.5.4.43
2547
2.5.4.10
2.5.4.11
2.5.4.65
25.4.5
25.4.8
25.4.4

2.54.12

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

services.
services.

services.

services

acmpca
acmpca

acmpca

.acmpca

.AWSACMPCA;
.AWSACMPCAClientBuilder;

.model.ASN1Subject;
.model.CertificateAuthorityConfiguration;
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import
import
import
import
import
import
import
import

import
import
import

import
import
import
import
import

public

public static void main(String[] args) throws Exception {

format.",

west-2"

com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.

services
services
services

services.
services.

java.util.Arraylist;
java.util.Arrays;
java.util.List;

com.
com.
com.
com.
com.

class CreateCertificateAuthorityWithCustomAttributes {

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

acmpca
acmpca

.acmpca
.acmpca
.acmpca
services.

acmpca

acmpca.

acmpca

.model.CertificateAuthorityType;
.model.CreateCertificateAuthorityResult;
.model.CreateCertificateAuthorityRequest;
.model.CrlConfiguration;
.model.CustomAttribute;
.model.KeyAlgorithm;
model.SigningAlgorithm;

.model.Tag;

AmazonClientException;

services
services
services

.acmpca
.acmpca
.acmpca
services.

acmpca

.model.LimitExceededException;
.model.InvalidArgsException;
.model.InvalidPolicyException;
.model.RevocationConfiguration;

// Retrieve your credentials from the C:\Users\name\.aws\credentials file

// in Windows or the .aws/credentials file in Linux.

AwWSCredentials credentials =
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid

e);

null;

// Define the endpoint for your sample.

String endpointRegion = "us-west-2";

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =

// Substitute your region here, e.g. "us-
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new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.6") // Country
.withValue("US"),
new CustomAttribute()
.withObjectIdentifier("2.5.4.3") // CommonName
.withValue("CommonName"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1") // CustomOID
.withValue("ABCDEFG"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1") // CustomOID
.withValue("BCDEFGH")
I

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.RSA_2048);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);
configCA.withSubject(subject);

// Define a certificate revocation list configuration.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(true);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");

RevocationConfiguration revokeConfig = new RevocationConfiguration();
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revokeConfig.setCrlConfiguration(crlConfigure);

// Define a certificate authority type: ROOT or SUBORDINATE
CertificateAuthorityType caType = CertificateAuthorityType.SUBORDINATE;

// Create a tag - method 1
Tag tagl = new Tag();
tagl.withKey("PrivateCA");
tagl.withValue("Sample");

// Create a tag - method 2

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("WebServices");

// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

// Create the request object.
CreateCertificateAuthorityRequest req = new

CreateCertificateAuthorityRequest();
req.withCertificateAuthorityConfiguration(configCA);
req.withRevocationConfiguration(revokeConfig);
req.withIdempotencyToken("1234");
req.withCertificateAuthorityType(caType);
req.withTags(tags);

// Create the private CA.
CreateCertificateAuthorityResult result = null;
try {

result = client.createCertificateAuthority(req);
} catch (InvalidArgsException ex) {

throw ex;
} catch (InvalidPolicyException ex) {

throw ex;
} catch (LimitExceededException ex) {

throw ex;

// Retrieve the ARN of the private CA.
String arn = result.getCertificateAuthorityArn();
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System.out.println(azn);

MAUEH CustomAttribute

package com.amazonaws.samples;

import
import
import
import
import

import
import
import
import
import
import

import
import
import
import
import
import
import
import
import
import

import
import
import
import
import
import
import

com.
com.
com.
com.
com.

java.
java.
java.
java.
java.
java.

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;

client.builder.AwsClientBuilder.EndpointConfiguration;

auth.AWSStaticCredentialsProvider;

nio.ByteBuffer;
nio.charset.StandardCharsets;
util.Arrays;
util.Baseb4;
util.List;
util.Objects;

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

acmpca
acmpca
acmpca
acmpca
acmpca
acmpca
acmpca
acmpca
acmpca
acmpca

.AWSACMPCA;
.AWSACMPCAClientBuilder;
.model.ASN1Subject;
.model.ApiPassthrough;
.model.CustomAttribute;
.model.Extensions;
.model.IssueCertificateRequest;
.model.IssueCertificateResult;
.model.SigningAlgorithm;
.model.Validity;

AmazonClientException;

services.
services.
services.
services.
services.
services.

acmpca
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public class IssueCertificateWithCustomAttributes {
private static ByteBuffer stringToByteBuffer(final String string)

if (Objects.isNull(string)) {
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return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "us-west-2"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.
AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)

.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:
IssueCertificateRequest req = new IssueCertificateRequest();

// Set the CA ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:region:account:" +
"certificate-authority/12345678-1234-1234-1234-123456789012");

// Specify the certificate signing request (CSR) for the certificate to be signed
and issued.

String strCSR =
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ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Specify the template for the issued certificate.
req.withTemplateArn("arn:aws:acm-pca:::template/
EndEntityCertificate_APIPassthrough/V1");

// Set the signing algorithm.
req.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(100L);

validity.withType("DAYS");

req.withValidity(validity);

// Set the idempotency token.
req.setIdempotencyToken("1234");

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.6") // Country
.withValue("US"),
new CustomAttribute()
.withObjectIdentifier("2.5.4.3") // CommonName
.withValue("CommonName"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1") // CustomOID
.withValue("ABCDEFG"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1") // CustomOID
.withValue("BCDEFGH")
I

// Define certificate subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Add subject to api-passthrough

ApiPassthrough apiPassthrough = new ApiPassthrough();
apiPassthrough.setSubject(subject);
req.setApiPassthrough(apiPassthrough);
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// Issue the certificate.
IssueCertificateResult result = null;
try {

result = client.issueCertificate(req);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(arn);
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package com.amazonaws.samples;

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.client.builder.AwsClientBuilder;
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import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
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import com.amazonaws.services.acmpca
import com.amazonaws.services.acmpca
import com.amazonaws.services.acmpca

import

com.amazonaws.services.acmpca.model.
.model.InvalidArgsException;
.model.MalformedCSRException;
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.model.RequestInProgressException;
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.model.GetCertificateRequest;
.model.GetCertificateResult;

ImportCertificateAuthorityCertificateRequest;

bouncycastle.asnl.x509.GeneralName;
bouncycastle.asnl.x509.GeneralSubtree;
bouncycastle.asnl.x509.NameConstraints;

lombok.SneakyThrows;

public class SubordinateCAActivationWithNameConstraints {
public static void main(String[] args) throws Exception {
// Place your own Root CA ARN here.
String rootCAArn = "arn:aws:acm-pca:region:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012";

// Define the endpoint region for your sample.

String endpointRegion = "us-west-2"; // Substitute your region here, e.g.

west-2"

CertificateAuthorityConfiguration();

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();

subject.
subject.
subject.
subject.
subject.
subject.

// Define the CA configuration.

us-

setOrganization("Example Organization");
setOrganizationalUnit("Example");
setCountry("US");
setState("Virginia");
setlLocality("Arlington");
setCommonName("SubordinateCA");

CertificateAuthorityConfiguration configCA = new

configCA.withKeyAlgorithm(KeyAlgorithm.RSA_2048);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);
configCA.withSubject(subject);

// Define a certificate revocation list configuration.
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CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(tzrue);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");

// Define a certificate authority type
CertificateAuthorityType caType = CertificateAuthorityType.SUBORDINATE;

// ** Execute core code samples for Subordinate CA activation in sequence **

AWSACMPCA client = ClientBuilder(endpointRegion);

String rootCertificate = GetCertificateAuthorityCertificate(rootCAArn, client);

String subordinateCAArn = CreateCertificateAuthority(configCA, crlConfigure,
caType, client);

String csr = GetCertificateAuthorityCsr(subordinateCAArn, client);

String subordinateCertificateArn = IssueCertificate(rootCAArn, csr, client);

String subordinateCertificate = GetCertificate(subordinateCertificateArn,
rootCAArn, client);

ImportCertificateAuthorityCertificate(subordinateCertificate, rootCertificate,
subordinateCAArn, client);

}

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.
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AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String GetCertificateAuthorityCertificate(String rootCAArn, AWSACMPCA
client) {
// ** GetCertificateAuthorityCertificate **

// Create a request object and set the certificate authority ARN,

GetCertificateAuthorityCertificateRequest getCACertificateRequest =
new GetCertificateAuthorityCertificateRequest();

getCACertificateRequest.withCertificateAuthorityArn(rootCAAzn);

// Create a result object.
GetCertificateAuthorityCertificateResult getCACertificateResult = null;
try {

getCACertificateResult =

client.getCertificateAuthorityCertificate(getCACertificateRequest);

} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidStateException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;

// Retrieve and display the certificate information.

String rootCertificate = getCACertificateResult.getCertificate();
System.out.println("Root CA Certificate / Certificate Chain:");
System.out.println(rootCertificate);

return rootCertificate;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CrlConfiguration crlConfigure, CertificateAuthorityType caType, AWSACMPCA
client) {
RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);
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// Create the request object.

CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);

createCARequest.withRevocationConfiguration(revokeConfig);

createCARequest.withIdempotencyToken("1234");

createCARequest.withCertificateAuthorityType(caType);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String subordinateCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Subordinate CA Arn: " + subordinateCAArn);

return subordinateCAArn;

private static String GetCertificateAuthorityCsr(String subordinateCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.

GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();

csrRequest.withCertificateAuthorityArn(subordinateCAArn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
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//Failed to transition into desired state even after polling.
} catch(AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;

// Retrieve and display the CSR;

String csr = csrResult.getCsz();
System.out.println("Subordinate CSR:");
System.out.println(csr);

return csr;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the issuing CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAIn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/

SubordinateCACertificate_PathLen@_APIPassthrough/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
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issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(100L);

validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Generate Baseb64 encoded Nameconstraints extension value
String base64EncodedExtValue = getNameConstraintExtensionValue();

// Generate custom extension

CustomExtension customExtension = new CustomExtension();
customExtension.setCritical(true);
customExtension.setObjectIdentifier("2.5.29.30"); // NameConstraints

customExtension.setValue(base64EncodedExtValue);

// Add custom extension to api-passthrough

ApiPassthrough apiPassthrough = new ApiPassthrough();
Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.aslList(customExtension));
apiPassthrough.setExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

Extension
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}

// Retrieve and display the certificate ARN.
String subordinateCertificateArn = issueResult.getCertificateArn();
System.out.println("Subordinate Certificate Arn: " + subordinateCertificateArn);

return subordinateCertificateArn;

@SneakyThrows
private static String getNameConstraintExtensionValue() {
// Generate Base64 encoded Nameconstraints extension value
GeneralSubtree dnsPrivate = new GeneralSubtree(new
GeneralName(GeneralName.dNSName, ".private"));
GeneralSubtree dnsLocal = new GeneralSubtree(new GeneralName(GeneralName.dNSName,
".local"));
GeneralSubtree dnsCorp = new GeneralSubtree(new GeneralName(GeneralName.dNSName,
".corp"));
GeneralSubtree dnsSecretCorp = new GeneralSubtree(new
GeneralName(GeneralName.dNSName, ".secret.corp"));
GeneralSubtree dnsExample = new GeneralSubtree(new
GeneralName(GeneralName.dNSName, ".example.com"));
GeneralSubtree[] permittedSubTree = new GeneralSubtree[] { dnsPrivate, dnsLocal,
dnsCorp };
GeneralSubtree[] excludedSubTree = new GeneralSubtree[] { dnsSecretCorp,
dnsExample };

NameConstraints nameConstraints = new NameConstraints(permittedSubTree,
excludedSubTree);

return new String(Base64.getEncoder().encode(nameConstraints.getEncoded()));

private static String GetCertificate(String subordinateCertificateArn, String
rootCAArn, AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(subordinateCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);
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// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String subordinateCertificate = certificateResult.getCertificate();
System.out.println("Subordinate CA Certificate:");
System.out.println(subordinateCertificate);

return subordinateCertificate;
private static void ImportCertificateAuthorityCertificate(String
subordinateCertificate, String rootCertificate, String subordinateCAArn, AWSACMPCA

client) {

// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest importRequest =
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new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(subordinateCertificate);
importRequest.setCertificate(certByteBuffer);

ByteBuffer rootCACertByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificateChain(rootCACertByteBuffer);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(subordinateCAAzn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

}
System.out.println("Subordinate CA certificate successfully imported.");
System.out.println("Subordinate CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;
}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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public class IssueCertificateWithQCStatement {

private static ByteBuffer stringToByteBuffer(final String string) {

if (Objects.isNull(string)) {
return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

@SneakyThrows
private static String generateQCStatementBase64ExtValue() {

DERSequence qcTypeSeq = new DERSequence(ETSIQCObjectIdentifiers.id_etsi_qct_web);
QCStatement qcType = new QCStatement(ETSIQCObjectIdentifiers.id_etsi_qcs_QcType,

qcTypeSeq);

ASN1EncodableVector pspAIVector = new ASNlEncodableVector(2);
pspAIVector.add(new ASN1ObjectIdentifier("@.4.0.19495.1.3"));

pspAIVector.add(new DERUTF8String("PSP_AI"));
DERSequence pspAISeq = new DERSequence(pspAIVector);

ASN1EncodableVector pspASVector = new ASNlEncodableVector(2);
pspASVector.add(new ASN1ObjectIdentifier("0.4.0.19495.1.1"));

pspASVector.add(new DERUTF8String("PSP_AS"));
DERSequence pspASSeq = new DERSequence(pspASVector);

ASN1EncodableVector pspPIVector = new ASNlEncodableVector(2);
pspPIVector.add(new ASN1ObjectIdentifier("@.4.0.19495.1.2"));

pspPIVector.add(new DERUTF8String("PSP_PI"));
DERSequence pspPISeq = new DERSequence(pspPIVector);

ASN1EncodableVector pspICVector = new ASNlEncodableVector(2);
pspICVector.add(new ASN1ObjectIdentifier("@.4.0.19495.1.4"));

pspICVector.add(new DERUTF8String("PSP_IC"));
DERSequence pspICSeq = new DERSequence(pspICVector);

ASN1EncodableVector pspSeqVector = new ASN1EncodableVector(4);

pspSeqVector.add(pspPISeq);
pspSeqVector.add(pspICSeq);
pspSeqVector.add(pspASSeq);
pspSeqVector.add(pspAlSeq);
DERSequence pspSeq = new DERSequence(pspSeqVector);

ASN1EncodableVector pspVector = new ASN1EncodableVector(3);

pspVector.add(pspSeq);
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pspVector.add(new DERUTF8String("Your Financial Authority"));

pspVector.add(new DERUTF8String("AB-CD"));

DERSequence psp = new DERSequence(pspVector);

QCStatement qcPSP = new QCStatement(new ASN1ObjectIdentifier("@.4.0.19495.2"),
psp);

DERSequence qcSeq = new DERSequence(new QCStatement[] { qcType, qcPSP });

byte[] qcExtValueInBytes = qcSeq.getEncoded();
return Base64.getEncoder().encodeToString(qcExtValueInBytes);

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

}

// Define the endpoint for your sample.

String endpointRegion = "us-west-2"; // Substitute your region here, e.g. "us-
west-2"

String endpointProtocol = "https://acm-pca." + endpointRegion +

" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:
IssueCertificateRequest req = new IssueCertificateRequest();

// Set the CA ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:region:account:" +
"certificate-authority/12345678-1234-1234-1234-123456789012");
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// Specify the certificate signing request (CSR) for the certificate to be signed
and issued.
String strCSR =

B BEGIN CERTIFICATE REQUEST----- \n" +
"baseb4-encoded CSR\n" +
B END CERTIFICATE REQUEST----- \n";

ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Specify the template for the issued certificate.
req.withTemplateArn("arn:aws:acm-pca:::template/
EndEntityCertificate_APIPassthrough/V1");

// Set the signing algorithm.
req.withSigningAlgorithm(SigningAlgorithm.SHA256WITHRSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();

validity.withValue(30L);

validity.withType("DAYS");

req.withValidity(validity);

// Set the idempotency token.
req.setIdempotencyToken("1234");

// Generate Baseb64 encoded extension value for QC Statement
String base64EncodedExtValue = generateQCStatementBase64ExtValue();

// Generate custom extension

CustomExtension customExtension = new CustomExtension();

customExtension.setObjectIdentifier("1.3.6.1.5.5.7.1.3"); // QC Statement
Extension 0OID

customExtension.setValue(base64EncodedExtValue);

// Add custom extension to api-passthrough

ApiPassthrough apiPassthrough = new ApiPassthrough();
Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.aslList(customExtension));
apiPassthrough.setExtensions(extensions);
req.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult result = null;

try {
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result = client.issueCertificate(req);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

}

// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(azn);
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import com.amazonaws.services.acmpca.model.MalformedCSRException;
import com.amazonaws.services.acmpca.model.RequestFailedException;
import com.amazonaws.services.acmpca.model.RequestInProgressException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.AWSACMPCAException;

import com.amazonaws.waiters.Waiter;

import com.amazonaws.waiters.WaiterParameters;

import com.amazonaws.waiters.WaiterTimedOutException;
import com.amazonaws.waiters.WaiterUnrecoverableException;

import org.bouncycastle.asnl.x509.SubjectPublicKeyInfo;
import org.bouncycastle.cert.jcajce.JcaX509ExtensionUtils;
import org.bouncycastle.openssl.PEMParser;

import org.bouncycastle.pkcs.PKCS10CertificationRequest;
import org.bouncycastle.util.io.pem.PemReader;

import lombok.SneakyThrows;
public class ProductAttestationAuthorityActivation {

public static void main(String[] args) throws Exception {
// Define the endpoint region for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "ap-
southeast-2"

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.3") // CommonName
.withValue("Matter Test PAA"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.2.1") // Vendor ID
.withValue("FFF1")

);

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.

CertificateAuthorityConfiguration configCA = new
CertificateAuthorityConfiguration();

configCA.withKeyAlgorithm(KeyAlgorithm.EC_prime256vl);
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configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);
configCA.withSubject(subject);

// Define a CRL distribution point extension configuration

CrlDistributionPointExtensionConfiguration CDPConfigure = new
CrlDistributionPointExtensionConfiguration();

CDPConfigure.withOmitExtension(true);

// Define a certificate revocation list configuration.

CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(true);

crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");
crlConfigure.withS30bjectAcl("BUCKET_OWNER_FULL_CONTROL");
crlConfigure.withCrlDistributionPointExtensionConfiguration(CDPConfigure);

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.ROOT;

// ** Execute core code samples for Root CA activation in sequence **

AWSACMPCA client ClientBuilder(endpointRegion);

String rootCAArn = CreateCertificateAuthority(configCA, crlConfigure, CAtype,
client);

String csr = GetCertificateAuthorityCsr(rootCAArn, client);

String rootCertificateArn = IssueCertificate(rootCAArn, csr, client);

String rootCertificate = GetCertificate(rootCertificateArn, rootCAArn, client);
ImportCertificateAuthorityCertificate(rootCertificate, rootCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

R BINENLAE (PAA) R latest 122



Amazon Private Certificate Authority ArfEm

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CrlConfiguration crlConfigure, CertificateAuthorityType CAtype, AWSACMPCA
client) {
RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);

// Create the request object.

CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);

createCARequest.withIdempotencyToken("123987");

createCARequest.withCertificateAuthorityType(CAtype);

createCARequest.withRevocationConfiguration(revokeConfig);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String rootCAArn = createCAResult.getCertificateAuthorityArn();
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System.out.println("Product Attestation Authority (PAA) Arn: " + rootCAAIn);

return rootCAArn;

private static String GetCertificateAuthorityCsr(String rootCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.
GetCertificateAuthorityCsrRequest csrRequest = new

GetCertificateAuthorityCsrRequest();

client.

csrRequest.withCertificateAuthorityArn(rootCAAzn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;

// Retrieve and display the CSR;
String csr = csrResult.getCsz();
System.out.println(csr);
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return csr;

@SneakyThrows

private static String generateAuthorityKeyIdentifier(final String csrPEM) {
PKCS10CertificationRequest csr = getPKCS1@CertificationRequest(csrPEM);
SubjectPublicKeyInfo spki = csr.getSubjectPublicKeyInfo();

JcaX509ExtensionUtils extensionUtils = new JcaX509ExtensionUtils();
byte[] akiBytes =
extensionUtils.createAuthorityKeyIdentifier(spki).getEncoded();

return Base64.getEncoder().encodeToString(akiBytes);

@SneakyThrows
private static PKCSl1l@CertificationRequest getPKCS1@CertificationRequest(final
String csrPEM) {
ByteArrayInputStream bais = new ByteArrayInputStream(csrPEM.getBytes());
PemReader pemReader = new PemReader(new InputStreamReader(bais));
PEMParser parser = new PEMParser(pemReader);
Object o = parser.readObject();
if (o instanceof PKCS1@CertificationRequest) {
return (PKCS1l@CertificationRequest) o;
}

return null;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAIn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/
RootCACertificate_APIPassthrough/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);
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// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(3650L);

validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Generate Base64 encoded extension value for AuthorityKeyIdentifier
String base64EncodedExtValue = generateAuthorityKeyIdentifier(csr);

// Generate custom extension

CustomExtension customExtension = new CustomExtension();

customExtension.setObjectIdentifier("2.5.29.35"); // AuthorityKeyIdentifier
Extension 0OID

customExtension.setValue(base64EncodedExtValue);

// Add custom extension to api-passthrough

ApiPassthrough apiPassthrough = new ApiPassthrough();
Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.aslList(customExtension));
apiPassthrough.setExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidArgsException ex) {
throw ex;
} catch (MalformedCSRException ex) {
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throw ex;

// Retrieve and display the certificate ARN.

String rootCertificateArn = issueResult.getCertificateArn();

System.out.println("Product Attestation Authority (PAA) Certificate Arn: " +
rootCertificateArn);

return rootCertificateArn;

private static String GetCertificate(String rootCertificateArn, String rootCAArn,
AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(rootCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAAzn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {

certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (RequestFailedException ex) {
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throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String rootCertificate = certificateResult.getCertificate();
System.out.println(rootCertificate);

return rootCertificate;

private static void ImportCertificateAuthorityCertificate(String rootCertificate,
String rootCAArn, AWSACMPCA client) {

// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificate(certByteBuffer);

importRequest.setCertificateChain(null);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(rootCAAzn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {
throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;
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} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

System.out.println("Product Attestation Authority (PAA) certificate
successfully imported.");

System.out.println("Product Attestation Authority (PAA) activated
successfully.");

}

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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.AmazonClientException;
.model.CertificateMismatchException;
.model.ConcurrentModificationException;
.model.LimitExceededException;
.model.InvalidArgsException;
.model.InvalidArnException;
.model.InvalidPolicyException;
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.model.MalformedCertificateException;
.model.MalformedCSRException;
.model.RequestFailedException;
.model.RequestInProgressException;
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.waiters.WaiterParameters;

waiters.WaiterTimedOutException;

lombok.SneakyThrows;

class ProductAttestationIntermediateActivation {

public static void main(String[] args) throws Exception {

// Place your own Root CA ARN here.

String paaArn = "arn:aws:acm-pca:region:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012";

// Define the endpoint region for your sample.

String endpointRegion = "region";

southeast-2"

// Define custom attributes

List<CustomAttribute> customAttributes =

new CustomAttribute()
.withObjectIdentifier("2.5.4.3") // CommonName
.withValue("Matter Test PAI"),

new CustomAttribute()

.withObjectIdentifier("1.3.6.1.4.1.37244.2.1") // Vendor ID

Arrays.aslList(

// Substitute your region here, e.g.

ap-
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.withValue("FFF1"),

new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.2.2") // Product ID
.withValue("8000")

);

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.EC_prime256vl);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);
configCA.withSubject(subject);

// Define a CRL distribution point extension configuration

CrlDistributionPointExtensionConfiguration CDPConfigure = new
CrlDistributionPointExtensionConfiguration();

CDPConfigure.withOmitExtension(true);

// Define a certificate revocation list configuration.
CrlConfiguration crlConfigure = new CrlConfiguration();
crlConfigure.withEnabled(true);
crlConfigure.withExpirationInDays(365);
crlConfigure.withCustomCname(null);
crlConfigure.withS3BucketName("your-bucket-name");
crlConfigure.withS30bjectAcl("BUCKET_OWNER_FULL_CONTROL");
crlConfigure.withCrlDistributionPointConfiguration(CDPConfigure);

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.SUBORDINATE;

// ** Execute core code samples for Subordinate CA activation in sequence **

AWSACMPCA client = ClientBuilder(endpointRegion);

String rootCertificate = GetCertificateAuthorityCertificate(paaArn, client);

String subordinateCAArn = CreateCertificateAuthority(configCA, crlConfigure,
CAtype, client);

String csr = GetCertificateAuthorityCsr(subordinateCAArn, client);

String subordinateCertificateArn = IssueCertificate(paaArn, csr, client);

String subordinateCertificate = GetCertificate(subordinateCertificateArn,
paaArn, client);
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ImportCertificateAuthorityCertificate(subordinateCertificate, rootCertificate,
subordinateCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +

"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";

EndpointConfiguration endpoint =

new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.
AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)

.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String GetCertificateAuthorityCertificate(String rootCAArn,
AWSACMPCA client) {

// ** GetCertificateAuthorityCertificate **

// Create a request object and set the certificate authority ARN,
GetCertificateAuthorityCertificateRequest getCACertificateRequest =
new GetCertificateAuthorityCertificateRequest();
getCACertificateRequest.withCertificateAuthorityArn(rootCAAzrn);
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// Create a result object.
GetCertificateAuthorityCertificateResult getCACertificateResult = null;
try {

getCACertificateResult =

client.getCertificateAuthorityCertificate(getCACertificateRequest);

} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidStateException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;

// Retrieve and display the certificate information.

String rootCertificate = getCACertificateResult.getCertificate();

System.out.println("Product Attestation Authority (PAA) Certificate /
Certificate Chain:");

System.out.println(rootCertificate);

return rootCertificate;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CrlConfiguration crlConfigure, CertificateAuthorityType CAtype, AWSACMPCA
client) {
RevocationConfiguration revokeConfig = new RevocationConfiguration();
revokeConfig.setCrlConfiguration(crlConfigure);

// Create the request object.

CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();

createCARequest.withCertificateAuthorityConfiguration(configCA);

createCARequest.withIdempotencyToken("123987");

createCARequest.withCertificateAuthorityType(CAtype);

createCARequest.withRevocationConfiguration(revokeConfig);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
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} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.

String subordinateCAArn = createCAResult.getCertificateAuthorityArn();

System.out.println("Product Attestation Intermediate (PAI) Arn: " +
subordinateCAArn);

return subordinateCAAzn;

private static String GetCertificateAuthorityCsr(String subordinateCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.

GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();

csrRequest.withCertificateAuthorityArn(subordinateCAArn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch(AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {
csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
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} catch (RequestFailedException ex) {
throw ex;

// Retrieve and display the CSR;

String csr = csrResult.getCsz();
System.out.println("Subordinate CSR:");
System.out.println(csr);

return csr;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the issuing CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAzn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/
BlankSubordinateCACertificate_PathLen@_APIPassthrough/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(730L); // Approximately two years
validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

ApiPassthrough apiPassthrough = new ApiPassthrough();

// Generate Base64 encoded extension value for ExtendedKeyUsage
String base64EncodedKUValue = generateKeyUsageValue();
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// Generate custom extension

CustomExtension customKeyUsageExtension = new CustomExtension();
customKeyUsageExtension.setObjectIdentifier("2.5.29.15");
customKeyUsageExtension.setValue(base64EncodedKUValue);
customKeyUsageExtension.setCritical(true);

// Set KeyUsage extension to api passthrough

Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.asList(customKeyUsageExtension));
apiPassthrough.setExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.

String subordinateCertificateArn = issueResult.getCertificateArn();

System.out.println("Subordinate Certificate Arn: " +
subordinateCertificateArn);

return subordinateCertificateArn;

@SneakyThrows
private static String generateKeyUsageValue() {
KeyUsage keyUsage = new KeyUsage(X509KeyUsage.keyCertSign |
X509KeyUsage.cRLSign);
byte[] kuBytes = keyUsage.getEncoded();
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return Base64.getEncoder().encodeToString(kuBytes);

private static String GetCertificate(String subordinateCertificateArn, String
rootCAArn, AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(subordinateCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;
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// Get the certificate and certificate chain and display the result.
String subordinateCertificate = certificateResult.getCertificate();
System.out.println("Subordinate CA Certificate:");
System.out.println(subordinateCertificate);

return subordinateCertificate;

private static void ImportCertificateAuthorityCertificate(String
subordinateCertificate, String rootCertificate, String subordinateCAArn, AWSACMPCA
client) {

// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(subordinateCertificate);
importRequest.setCertificate(certByteBuffer);

ByteBuffer rootCACertByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificateChain(rootCACertByteBuffer);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(subordinateCAAxn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;
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System.out.println("Product Attestation Intermediate (PAI) certificate
successfully imported.");

System.out.println("Product Attestation Intermediate (PAI) activated
successfully.");

}

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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package com.amazonaws.samples.matter;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.client.builder.AwsClientBuilder.EndpointConfiguration;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import java.nio.ByteBuffer;

import java.nio.charset.StandardCharsets;
import java.util.Arrays;

import java.util.Baseb4;

import java.util.list;

import java.util.Objects;
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.AWSACMPCA;
.AWSACMPCAClientBuilder;

.model.ASN1Subject;
.model.ApiPassthrough;
.model.CustomAttribute;
.model.CustomExtension;
.model.Extensions;
.model.IssueCertificateRequest;
.acmpca.
.model.SigningAlgorithm;
.model.Validity;

model .IssueCertificateResult;

AmazonClientException;

services.

services

services.
services.
services.

acmpca

.acmpca
services.

acmpca
acmpca
acmpca
acmpca

.model.LimitExceededException;
.model.ResourceNotFoundException;
.model.InvalidStateException;
.model.InvalidArnException;
.model.InvalidArgsException;
.model.MalformedCSRException;

bouncycastle.asnl.x509.KeyUsage;
bouncycastle.jce.X509KeyUsage;

lombok.SneakyThrows;

class IssueDeviceAttestationCertificate {
public static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {

}

byte[] bytes =

@SneakyThrows
private static String generateKeyUsageValue() {

KeyUsage keyUsage =

byte[] kuBytes

return null;

string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);

new KeyUsage(X509KeyUsage.digitalSignature);

= keyUsage.getEncoded();
return Base64.getEncoder().encodeToString(kuBytes);

public static void main(String[] args) throws Exception {
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException('"Cannot load your credentials from disk", e);

// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "ap-
southeast-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:
IssueCertificateRequest req = new IssueCertificateRequest();

// Set the CA ARN.
req.withCertificateAuthorityArn("arn:aws:acm-pca:region:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012");

// Specify the certificate signing request (CSR) for the certificate to be signed
and issued.
String strCSR =

Mmoo BEGIN CERTIFICATE REQUEST----- \n" +
"baseb4-encoded certificate\n" +
Mmoo END CERTIFICATE REQUEST----- \n";

ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Specify the template for the issued certificate.
req.withTemplateArn("arn:aws:acm-pca:::template/
BlankEndEntityCertificate_CriticalBasicConstraints_APIPassthrough/V1");
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// Set the signing algorithm.
req.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();

validity.withValue(10L);

validity.withType("DAYS");

req.withValidity(validity);

// Set the idempotency token.
req.setIdempotencyToken("1234");

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("2.5.4.3")
.withValue("Matter Test DAC 0001"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.2.1")
.withValue("FFF1"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.2.2")
.withValue("8000")
I

// Define a cert subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

ApiPassthrough apiPassthrough = new ApiPassthrough();
apiPassthrough.setSubject(subject);

// Generate Base64 encoded extension value for ExtendedKeyUsage
String base64EncodedKUValue = generateKeyUsageValue();

// Generate custom extension

CustomExtension customKeyUsageExtension = new CustomExtension();

customKeyUsageExtension.setObjectIdentifier("2.5.29.15"); // KeyUsage Extension
0ID

customKeyUsageExtension.setValue(base64EncodedKUValue);

customKeyUsageExtension.setCritical(true);

Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.asList(customKeyUsageExtension));
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apiPassthrough.setExtensions(extensions);
req.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult result = null;
try {

result = client.issueCertificate(req);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.

String arn = result.getCertificateArn();
System.out.println(azn);
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.model.InvalidPolicyException;
.model.InvalidStateException;
.model.MalformedCertificateException;
.model.MalformedCSRException;
.model.RequestFailedException;
.model.RequestInProgressException;
.model.ResourceNotFoundException;
.model.RevocationConfiguration;
.model.AWSACMPCAException;

waiters.WaiterParameters;
waiters.WaiterTimedOutException;

.waiters.WaiterUnrecoverableException;

asnl.x509.SubjectPublicKeyInfo;

bouncycastle.cert.jcajce.JcaX509ExtensionUtils;

bouncycastle.
bouncycastle.
bouncycastle.

lombok.SneakyThrows;

public class RootCAActivation {
public static void main(String[] args) throws Exception {
// Define the endpoint region for your sample.

String endpointRegion = "region";

southeast-2"

// Define custom attributes

openssl.PEMParser;
pkcs.PKCS10CertificationRequest;
util.io.pem.PemReader;

// Substitute your region here, e.g.

ap-
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List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.1.4")
.withValue("CACACACAQ0000001")
);

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.EC_prime256vl);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);
configCA.withSubject(subject);

// Define a certificate authority type
CertificateAuthorityType CAtype = CertificateAuthorityType.ROOT;

// ** Execute core code samples for Root CA activation in sequence **
AWSACMPCA client ClientBuilder(endpointRegion);

String rootCAArn CreateCertificateAuthority(configCA, CAtype, client);

String csr = GetCertificateAuthorityCsr(rootCAArn, client);

String rootCertificateArn = IssueCertificate(rootCAArn, csr, client);

String rootCertificate = GetCertificate(rootCertificateArn, rootCAArn, client);
ImportCertificateAuthorityCertificate(rootCertificate, rootCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",
e);
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String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration
configCA, CertificateAuthorityType CAtype, AWSACMPCA client) {
// Create the request object.
CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();
createCARequest.withCertificateAuthorityConfiguration(configCA);
createCARequest.withIdempotencyToken("123987");
createCARequest.withCertificateAuthorityType(CAtype);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String rootCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Root CA Arn: " + rootCAArn);

return rootCAArn;
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private static String GetCertificateAuthorityCsr(String rootCAArn,
client) {

// Create the CSR request object and set the CA ARN.
GetCertificateAuthorityCsrRequest csrRequest = new

GetCertificateAuthorityCsrRequest();

client.

csrRequest.withCertificateAuthorityArn(rootCAArn);

AWSACMPCA

// Create waiter to wait on successful creation of the CSR file.

Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
waiters().certificateAuthorityCSRCreated();
try {

getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.

} catch (AWSACMPCAException e) {
//Unexpected service exception.

// Retrieve the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {

csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {

throw ex;
} catch (ResourceNotFoundException ex) {

throw ex;
} catch (InvalidArnException ex) {

throw ex;
} catch (RequestFailedException ex) {

throw ex;

// Retrieve and display the CSR;
String csr = csrResult.getCsz();
System.out.println(csr);

return csr;

@SneakyThrows
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private static String generateAuthorityKeyIdentifier(final String csrPEM) {
PKCS1@CertificationRequest csr = getPKCS1l@CertificationRequest(csrPEM);
SubjectPublicKeyInfo spki = csr.getSubjectPublicKeyInfo();

JcaX509ExtensionUtils extensionUtils = new JcaX509ExtensionUtils();
byte[] akiBytes =
extensionUtils.createAuthorityKeyIdentifier(spki).getEncoded();

return Baseb64.getEncoder().encodeToString(akiBytes);

@SneakyThrows
private static PKCS1l@CertificationRequest getPKCS1@CertificationRequest(final
String csrPEM) {
ByteArrayInputStream bais = new ByteArrayInputStream(csrPEM.getBytes());
PemReader pemReader = new PemReader(new InputStreamReader(bais));
PEMParser parser = new PEMParser(pemReader);
Object o = parser.readObject();
if (o instanceof PKCS1@CertificationRequest) {
return (PKCS1l@CertificationRequest) o;
}

return null;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAzn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/

RootCACertificate_APIPassthrough/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
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Validity validity = new Validity();
validity.withValue(3650L);
validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

// Generate Base64 encoded extension value for AuthorityKeyIdentifier
String base64EncodedExtValue = generateAuthorityKeyIdentifier(csr);

// Generate custom extension

CustomExtension customExtension = new CustomExtension();

customExtension.setObjectIdentifier("2.5.29.35"); // AuthorityKeyIdentifier
Extension OID

customExtension.setValue(base64EncodedExtValue);

// Add custom extension to api-passthrough

ApiPassthrough apiPassthrough = new ApiPassthrough();
Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.aslList(customExtension));
apiPassthrough.setExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String rootCertificateArn = issueResult.getCertificateArn();
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System.out.println("Root Certificate Arn: " + rootCertificateArn);

return rootCertificateArn;

private static String GetCertificate(String rootCertificateArn, String rootCAArn,
AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(rootCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Retrieve the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
} catch (InvalidStateException ex) {
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throw ex;

// Get the certificate and certificate chain and display the result.
String rootCertificate = certificateResult.getCertificate();
System.out.println(rootCertificate);

return rootCertificate;

private static void ImportCertificateAuthorityCertificate(String rootCertificate,
String rootCAArn, AWSACMPCA client) {

// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificate(certByteBuffer);

importRequest.setCertificateChain(null);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(rootCAAzn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;
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System.out.println("Root CA certificate successfully imported.");
System.out.println("Root CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;

}
byte[] bytes

= string.getBytes(StandardCharsets.UTF_8);

return ByteBuffer.wrap(bytes);
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package com.amazonaws.samples.matter;

import com.amazonaws.
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import com.amazonaws.
import com.amazonaws.

import com.amazonaws.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
client.builder.AwsClientBuilder;
client.builder.AwsClientBuilder.EndpointConfiguration;
auth.AwWSStaticCredentialsProvider;

services.acmpca.AWSACMPCA;
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nio.ByteBuffer;
nio.charset.StandardCharsets;
util.Arrays;

.util.Baseb4;

util.List;
util.Objects;
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.acmpca
services.

acmpca
acmpca
acmpca
acmpca
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.acmpca
services.

acmpca
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.AWSACMPCAClientBuilder;

.model.ASN1Subject;
.model.ApiPassthrough;
.model.CertificateAuthorityConfiguration;
.model.CertificateAuthorityType;
.model.CreateCertificateAuthorityResult;
.model.CreateCertificateAuthorityRequest;
.model.CustomAttribute;
.model.CustomExtension;
.model.Extensions;

.model.KeyAlgorithm;
.model.SigningAlgorithm;

.bouncycastle.asnl.x509.KeyUsage;

bouncycastle. jce.X509KeyUsage;
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.model.GetCertificateAuthorityCertificateRequest;
.model.GetCertificateAuthorityCertificateResult;
.model.GetCertificateAuthorityCsrRequest;
.model.GetCertificateAuthorityCsrResult;
.model.GetCertificateRequest;
.model.GetCertificateResult;

ImportCertificateAuthorityCertificateRequest;

.AmazonClientException;
.model.CertificateMismatchException;
.model.ConcurrentModificationException;
.model.LimitExceededException;
.model.InvalidArgsException;
.model.InvalidArnException;
.model.InvalidPolicyException;
.model.InvalidStateException;
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import com.amazonaws.services.acmpca.model.MalformedCertificateException;
import com.amazonaws.services.acmpca.model.MalformedCSRException;

import com.amazonaws.services.acmpca.model.RequestFailedException;

import com.amazonaws.services.acmpca.model.RequestInProgressException;
import com.amazonaws.services.acmpca.model.ResourceNotFoundException;
import com.amazonaws.services.acmpca.model.AWSACMPCAException;

import com.amazonaws.waiters.Waiter;

import com.amazonaws.waiters.WaiterParameters;

import com.amazonaws.waiters.WaiterTimedOutException;
import com.amazonaws.waiters.WaiterUnrecoverableException;

import lombok.SneakyThrows;
public class IntermediateCAActivation {

public static void main(String[] args) throws Exception {
// Place your own Root CA ARN here.
String rootCAArn = "arn:aws:acm-pca:region:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012";

// Define the endpoint region for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g.

ap-
southeast-2"

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.1.3")
.withValue("CACACACAQ0Q00003")

);

// Define a CA subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new

CertificateAuthorityConfiguration();
configCA.withKeyAlgorithm(KeyAlgorithm.EC_prime256vl);
configCA.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);
configCA.withSubject(subject);

// Define a certificate authority type
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CertificateAuthorityType CAtype = CertificateAuthorityType.SUBORDINATE;

// ** Execute core code samples for Subordinate CA activation in sequence **

AWSACMPCA client = ClientBuilder(endpointRegion);

String rootCertificate = GetCertificateAuthorityCertificate(rootCAArn, client);

String subordinateCAArn = CreateCertificateAuthority(configCA, CAtype, client);

String csr = GetCertificateAuthorityCsr(subordinateCAArn, client);

String subordinateCertificateArn = IssueCertificate(rootCAArn, csr, client);

String subordinateCertificate = GetCertificate(subordinateCertificateArn,
rootCAArn, client);

ImportCertificateAuthorityCertificate(subordinateCertificate, rootCertificate,
subordinateCAArn, client);

private static AWSACMPCA ClientBuilder(String endpointRegion) {
// Get your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. " +
"Please make sure that your credentials file is at the correct " +
"location (C:\\Users\\joneps\\.aws\\credentials), and is in valid
format.",

e);

String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol,
endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;
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private static String GetCertificateAuthorityCertificate(String rootCAArn,
AWSACMPCA client) {
// ** GetCertificateAuthorityCertificate **

// Create a request object and set the certificate authority ARN,
GetCertificateAuthorityCertificateRequest getCACertificateRequest =
new GetCertificateAuthorityCertificateRequest();
getCACertificateRequest.withCertificateAuthorityArn(rootCAAzrn);

// Create a result object.

GetCertificateAuthorityCertificateResult getCACertificateResult = null;

try {
getCACertificateResult =
client.getCertificateAuthorityCertificate(getCACertificateRequest);
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidStateException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;

// Get and display the certificate information.

String rootCertificate = getCACertificateResult.getCertificate();
System.out.println("Root CA Certificate / Certificate Chain:");
System.out.println(rootCertificate);

return rootCertificate;

private static String CreateCertificateAuthority(CertificateAuthorityConfiguration

configCA, CertificateAuthorityType CAtype, AWSACMPCA client) {
// Create the request object.
CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest();
createCARequest.withCertificateAuthorityConfiguration(configCA);
createCARequest.withIdempotencyToken("123987");
createCARequest.withCertificateAuthorityType(CAtype);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {

createCAResult = client.createCertificateAuthority(createCARequest);
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} catch (InvalidArgsException ex) {
throw ex;

} catch (InvalidPolicyException ex) {
throw ex;

} catch (LimitExceededException ex) {
throw ex;

// Retrieve the ARN of the private CA.
String subordinateCAArn = createCAResult.getCertificateAuthorityArn();
System.out.println("Subordinate CA Arn: " + subordinateCAArn);

return subordinateCAArn;

private static String GetCertificateAuthorityCsr(String subordinateCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.

GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest();

csrRequest.withCertificateAuthorityArn(subordinateCAAzn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
//Explicit short circuit when the recourse transitions into
//an undesired state.
} catch (WaiterTimedOutException e) {
//Failed to transition into desired state even after polling.
} catch(AWSACMPCAException e) {
//Unexpected service exception.

// Get the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {
csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
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throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;

// Get and display the CSR;

String csr = csrResult.getCsz();
System.out.println("Subordinate CSR:");
System.out.println(csr);

return csr;

private static String IssueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

// Create a certificate request:
IssueCertificateRequest issueRequest = new IssueCertificateRequest();

// Set the issuing CA ARN.
issueRequest.withCertificateAuthorityArn(rootCAAIn);

// Set the template ARN.
issueRequest.withTemplateArn("arn:aws:acm-pca:::template/
BlankSubordinateCACertificate_PathLen@_APIPassthrough/V1");

ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the signing algorithm.
issueRequest.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();
validity.withValue(730L); // Approximately two years
validity.withType("DAYS");
issueRequest.withValidity(validity);

// Set the idempotency token.
issueRequest.setIdempotencyToken("1234");

ApiPassthrough apiPassthrough = new ApiPassthrough();
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// Generate base64 encoded extension value for ExtendedKeyUsage
String base64EncodedKUValue = generateKeyUsageValue();

// Generate custom extension

CustomExtension customKeyUsageExtension = new CustomExtension();
customKeyUsageExtension.setObjectIdentifier("2.5.29.15");
customKeyUsageExtension.setValue(base64EncodedKUValue);
customKeyUsageExtension.setCritical(true);

// Set KeyUsage extension to api passthrough

Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.asList(customKeyUsageExtension));
apiPassthrough.setExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult issueResult = null;
try {
issueResult = client.issueCertificate(issueRequest);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Get and display the certificate ARN.

String subordinateCertificateArn = issueResult.getCertificateArn();

System.out.println("Subordinate Certificate Arn: " +
subordinateCertificateArn);

return subordinateCertificateArn;

@SneakyThrows
private static String generateKeyUsageValue() {
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KeyUsage keyUsage = new KeyUsage(X509KeyUsage.keyCertSign |
X509KeyUsage.cRLSign);

byte[] kuBytes = keyUsage.getEncoded();

return Baseb64.getEncoder().encodeToString(kuBytes);

private static String GetCertificate(String subordinateCertificateArn, String
rootCAArn, AWSACMPCA client) {

// Create a request object.
GetCertificateRequest certificateRequest = new GetCertificateRequest();

// Set the certificate ARN.
certificateRequest.withCertificateArn(subordinateCertificateArn);

// Set the certificate authority ARN.
certificateRequest.withCertificateAuthorityArn(rootCAArn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

//Explicit short circuit when the recourse transitions into

//an undesired state.
} catch (WaiterTimedOutException e) {

//Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

//Unexpected service exception.

// Get the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
throw ex;
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} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.

String subordinateCertificate = certificateResult.getCertificate();
System.out.println("Subordinate CA Certificate:");
System.out.println(subordinateCertificate);

return subordinateCertificate;

private static void ImportCertificateAuthorityCertificate(String

subordinateCertificate, String rootCertificate, String subordinateCAArn, AWSACMPCA

client) {

// Create the request object and set the signed certificate, chain and CA ARN.

ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest();

ByteBuffer certByteBuffer = stringToByteBuffer(subordinateCertificate);

importRequest.setCertificate(certByteBuffer);

ByteBuffer rootCACertByteBuffer = stringToByteBuffer(rootCertificate);

importRequest.setCertificateChain(rootCACertByteBuffer);

// Set the certificate authority ARN.
importRequest.withCertificateAuthorityArn(subordinateCAAzn);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {
throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;
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} catch (RequestFailedException ex) {

}

throw ex;

System.out.println("Subordinate CA certificate successfully imported.");
System.out.println("Subordinate CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {
if (Objects.isNull(string)) {
return null;

}

byte[] bytes
return ByteBuffer.wrap(bytes);

= string.getBytes(StandardCharsets.UTF_8);
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It Java RBIR R T W0MEIEA BlankEndEntityCertificateCriticalBasicConstraints_ _ APIPassthrough /
VA ERGIERGT [QIBEILER. BXHER— Base64 fmiH) KeyUsage B , RAEFHEHEAZRES,
CustomExtension

ZRBIEBLLT Amazon FAFE CA API #84E :

» IssueCertificate
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.AWSACMPCA;
.AWSACMPCAClientBuilder;

.model.ASN1Subject;
.model.ApiPassthrough;
.model.CustomAttribute;
.model.CustomExtension;
.model.Extensions;
.model.IssueCertificateRequest;
.model.IssueCertificateResult;
.model.SigningAlgorithm;
.model.Validity;

AmazonClientException;

services

services.
services.
services.
services.
services.

lombok.SneakyThrows;

.acmpca
acmpca
acmpca
acmpca
acmpca
acmpca

.model.LimitExceededException;
.model.ResourceNotFoundException;
.model.InvalidStateException;
.model.InvalidArnException;
.model.InvalidArgsException;
.model.MalformedCSRException;

asnl.x509.ExtendedKeyUsage;
asnl.x509.KeyPurposeld;
asnl.x509.KeyUsage;
jce.X509KeyUsage;

class IssueNodeOperatingCertificate {

if (Objects.isNull(string)) {

}

byte[] bytes =
return ByteBuffer.wrap(bytes);

@SneakyThrows

private static String generateExtendedKeyUsageValue() {

new KeyPurposeId[]

{ KeyPurposeld.id_kp_clientAuth, KeyPurposeld.id_kp_serverAuth };
new ExtendedKeyUsage(keyPurposelds);

return null;

string.getBytes(StandardCharsets.UTF_8);

KeyPurposeId[] keyPurposelds =

ExtendedKeyUsage eku =
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byte[] ekuBytes = eku.getEncoded();
return Base64.getEncoder().encodeToString(ekuBytes);

@SneakyThrows

private static String generateKeyUsageValue() {
KeyUsage keyUsage = new KeyUsage(X509KeyUsage.digitalSignature);
byte[] kuBytes = keyUsage.getEncoded();
return Base64.getEncoder().encodeToString(kuBytes);

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk", e);

// Define the endpoint for your sample.
String endpointRegion = "region"; // Substitute your region here, e.g. "ap-
southeast-2"
String endpointProtocol = "https://acm-pca." + endpointRegion +
" .amazonaws.com/";
EndpointConfiguration endpoint =
new AwsClientBuilder.EndpointConfiguration(endpointProtocol, endpointRegion);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withEndpointConfiguration(endpoint)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:
IssueCertificateRequest req = new IssueCertificateRequest();

// Set the CA ARN.

req.withCertificateAuthorityArn("arn:aws:acm-pca:region:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012");
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// Specify the certificate signing request (CSR) for the certificate to be signed

and issued.

String strCSR =

B BEGIN CERTIFICATE REQUEST----- \n" +
"baseb4-encoded certificate\n" +
B END CERTIFICATE REQUEST----- \n";

ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Specify the template for the issued certificate.
req.withTemplateArn("arn:aws:acm-pca:::template/

BlankEndEntityCertificate_CriticalBasicConstraints_APIPassthrough/V1");

// Set the signing algorithm.
req.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity();

validity.withValue(10L);

validity.withType("DAYS");

req.withValidity(validity);

// Set the idempotency token.
req.setIdempotencyToken("1234");

// Define custom attributes
List<CustomAttribute> customAttributes = Arrays.aslList(
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.1.1")
.withValue("DEDEDEDE®0010001"),
new CustomAttribute()
.withObjectIdentifier("1.3.6.1.4.1.37244.1.5")
.withValue("FAB00Q00O000000QQ1D")

);

// Define a cert subject.
ASN1Subject subject = new ASN1Subject();
subject.setCustomAttributes(customAttributes);

ApiPassthrough apiPassthrough = new ApiPassthrough();
apiPassthrough.setSubject(subject);

// Generate Base64 encoded extension value for ExtendedKeyUsage
String base64EncodedKUValue = generateKeyUsageValue();
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// Generate custom extension

CustomExtension customKeyUsageExtension = new CustomExtension();
customKeyUsageExtension.setObjectIdentifier("2.5.29.15");
customKeyUsageExtension.setValue(base64EncodedKUValue);
customKeyUsageExtension.setCritical(true);

// Generate Base64 encoded extension value for ExtendedKeyUsage
String base64EncodedEKUValue = generateExtendedKeyUsageValue();

CustomExtension customExtendedKeyUsageExtension = new CustomExtension();
customExtendedKeyUsageExtension.setObjectIdentifier("2.5.29.37"); //
ExtendedKeyUsage Extension OID
customExtendedKeyUsageExtension.setValue(base64EncodedEKUValue);
customExtendedKeyUsageExtension.setCritical(true);

// Set KeyUsage and ExtendedKeyUsage extension to api-passthrough
Extensions extensions = new Extensions();
extensions.setCustomExtensions(Arrays.aslList(customKeyUsageExtension,
customExtendedKeyUsageExtension));
apiPassthrough.setExtensions(extensions);
req.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult result = null;
try {

result = client.issueCertificate(req);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(azn);
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}
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.model.IssueCertificateRequest;
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.jce.X509KeyUsage;
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public class IssuingAuthorityCertificateAuthorityActivation {
public static void main(String[] args) throws Exception {
// Define the endpoint region for your sample.

String endpointRegion

southeast-2"

e.g.

if (endpointRegion

= null;

null) throw new Exception("Region cannot be null");

// Define a CA subject.
ASN1Subject subject

IIUS n

new ASN1Subject()
.withCountry("US") // mDL spec requires ISO 3166-1-alpha-2 country code

.withCommonName("mDL Test IACA");

// Define the CA configuration.
CertificateAuthorityConfiguration configCA = new
CertificateAuthorityConfiguration()
.withKeyAlgorithm(KeyAlgorithm.EC_prime256v1l)

.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA)

.withSubject(subject);

// Define a certificate authority type

CertificateAuthorityType CAType = CertificateAuthorityType.ROOT;

// Execute core code samples for Root CA activation in sequence

// Substitute your region here, e.g. "ap-
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AWSACMPCA client buildClient(endpointRegion);

String rootCAArn = createCertificateAuthority(configCA, CAType, client);

String csr = getCertificateAuthorityCsr(rootCAArn, client);

String rootCertificateArn = issueCertificate(rootCAArn, csr, client);

String rootCertificate = getCertificate(rootCertificateArn, rootCAArn, client);
importCertificateAuthorityCertificate(rootCertificate, rootCAArn, client);

private static AWSACMPCA buildClient(String endpointRegion) {
// Get your credentials from the C:\Users\name\.aws\credentials file
// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException("Cannot load your credentials from disk",
e);

// Create a client that you can use to make requests.

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withRegion(endpointRegion)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

return client;

private static String createCertificateAuthority(CertificateAuthorityConfiguration
configCA, CertificateAuthorityType CAtype, AWSACMPCA client) {
// Create the request object.
CreateCertificateAuthorityRequest createCARequest = new
CreateCertificateAuthorityRequest()
.withCertificateAuthorityConfiguration(configCA)
.withIdempotencyToken("123987")
.withCertificateAuthorityType(CAtype);

// Create the private CA.
CreateCertificateAuthorityResult createCAResult = null;
try {
createCAResult = client.createCertificateAuthority(createCARequest);
} catch (InvalidArgsException ex) {
throw ex;
} catch (InvalidPolicyException ex) {
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throw ex;
} catch (LimitExceededException ex) {
throw ex;

// Get the ARN of the private CA.

String rootCAArn = createCAResult.getCertificateAuthorityArn();

System.out.println("Issuing Authority Certificate Authority (IACA) Arn: " +
rootCAAIn);

return rootCAArn;

private static String getCertificateAuthorityCsr(String rootCAArn, AWSACMPCA
client) {

// Create the CSR request object and set the CA ARN.
GetCertificateAuthorityCsrRequest csrRequest = new
GetCertificateAuthorityCsrRequest()
.withCertificateAuthorityArn(rootCAAzn);

// Create waiter to wait on successful creation of the CSR file.
Waiter<GetCertificateAuthorityCsrRequest> getCSRWaiter =
client.waiters().certificateAuthorityCSRCreated();
try {
getCSRWaiter.run(new WaiterParameters<>(csrRequest));
} catch (WaiterUnrecoverableException e) {
// Explicit short circuit when the recourse transitions into
// an undesired state.
} catch (WaiterTimedOutException e) {
// Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {
// Unexpected service exception.

// Get the CSR.
GetCertificateAuthorityCsrResult csrResult = null;
try {
csrResult = client.getCertificateAuthorityCsr(csrRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (ResourceNotFoundException ex) {
throw ex;
} catch (InvalidArnException ex) {
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throw ex;
} catch (RequestFailedException ex) {
throw ex;

// Get and display the CSR;
String csr = csrResult.getCsz();
System.out.println("CSR:");
System.out.println(csr);

return csr;

@SneakyThrows
private static String issueCertificate(String rootCAArn, String csr, AWSACMPCA
client) {

IssueCertificateRequest issueRequest = new IssueCertificateRequest()
.withCertificateAuthorityArn(rootCAAzn)
.withTemplateArn("arn:aws:acm-pca:::template/

BlankRootCACertificate_PathLen@_APIPassthrough/V1")
.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA)
.withIdempotencyToken("1234");

// Set the CSR.
ByteBuffer csrByteBuffer = stringToByteBuffer(csr);
issueRequest.setCsr(csrByteBuffer);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity()

.withValue(3650L)

.withType("DAYS");
issueRequest.setValidity(validity);

// Generate base64 encoded extension value for KeyUsage

KeyUsage keyUsage = new KeyUsage(X509KeyUsage.keyCertSign +
X509KeyUsage.cRLSign);

byte[] kuBytes = keyUsage.getEncoded();

String base64EncodedKUValue = Baseb64.getEncoder().encodeToString(kuBytes);

CustomExtension keyUsageCustomExtension = new CustomExtension()
.withObjectIdentifier("2.5.29.15") // KeyUsage Extension OID
.withValue(base64EncodedKUValue)

.withCritical(true);
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// Generate base64 encoded extension value for IssuerAlternativeName

GeneralNames issuerAlternativeName = new GeneralNames(new
GeneralName(GeneralName.uniformResourceIdentifier, "https://issuer-alternative-
name.com"));

String base64EncodedIANValue =
Baseb4.getEncoder().encodeToString(issuerAlternativeName.getEncoded());

CustomExtension ianCustomExtension = new CustomExtension()
.withValue(base64EncodedIANValue)
.withObjectIdentifier("2.5.29.18"); // IssuerAlternativeName Extension
0ID

// Generate base64 encoded extension value for CRLDistributionPoint
CRLDistPoint crlDistPoint = new CRLDistPoint(new DistributionPoint[]{new
DistributionPoint(new DistributionPointName(
new GeneralNames(new GeneralName(GeneralName.uniformResourceldentifier,
"dummycrl.crl"))), null, null)});
String base64EncodedCDPValue =
Base64.getEncoder().encodeToString(crlDistPoint.getEncoded());

CustomExtension cdpCustomExtension = new CustomExtension()
.withValue(base64EncodedCDPValue)
.withObjectIdentifier("2.5.29.31"); // CRLDistributionPoint Extension
0ID

// Add custom extension to api-passthrough
Extensions extensions = new Extensions()
.withCustomExtensions(Arrays.aslList(keyUsageCustomExtension,
ianCustomExtension, cdpCustomExtension));
ApiPassthrough apiPassthrough = new ApiPassthrough()
.withExtensions(extensions);
issueRequest.setApiPassthrough(apiPassthrough);

// Issue the certificate.

IssueCertificateResult issueResult = null;

try {
issueResult = client.issueCertificate(issueRequest);

} catch (LimitExceededException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
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throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Get and display the certificate ARN.
String rootCertificateArn = issueResult.getCertificateArn();
System.out.println("mDL IACA Certificate Arn: " + rootCertificateArn);

return rootCertificateArn;

private static String getCertificate(String rootCertificateArn, String rootCAArn,
AWSACMPCA client) {

// Create a request object.

GetCertificateRequest certificateRequest = new GetCertificateRequest()
.withCertificateArn(rootCertificateArn)
.withCertificateAuthorityArn(rootCAAIn);

// Create waiter to wait on successful creation of the certificate file.
Waiter<GetCertificateRequest> getCertificateWaiter =
client.waiters().certificateIssued();

try {

getCertificateWaiter.run(new WaiterParameters<>(certificateRequest));
} catch (WaiterUnrecoverableException e) {

// Explicit short circuit when the recourse transitions into

// an undesired state.
} catch (WaiterTimedOutException e) {

// Failed to transition into desired state even after polling.
} catch (AWSACMPCAException e) {

// Unexpected service exception.

// Get the certificate and certificate chain.
GetCertificateResult certificateResult = null;
try {
certificateResult = client.getCertificate(certificateRequest);
} catch (RequestInProgressException ex) {
throw ex;
} catch (RequestFailedException ex) {
throw ex;
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} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

// Get the certificate and certificate chain and display the result.
String rootCertificate = certificateResult.getCertificate();
System.out.println(rootCertificate);

return rootCertificate;

private static void importCertificateAuthorityCertificate(String rootCertificate,
String rootCAArn, AWSACMPCA client) {

// Create the request object and set the signed certificate, chain and CA ARN.
ImportCertificateAuthorityCertificateRequest importRequest =
new ImportCertificateAuthorityCertificateRequest()
.withCertificateChain(null)
.withCertificateAuthorityArn(rootCAAIn);

ByteBuffer certByteBuffer = stringToByteBuffer(rootCertificate);
importRequest.setCertificate(certByteBuffer);

// Import the certificate.

try {
client.importCertificateAuthorityCertificate(importRequest);

} catch (CertificateMismatchException ex) {

throw ex;

} catch (MalformedCertificateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (RequestInProgressException ex) {
throw ex;

} catch (ConcurrentModificationException ex) {
throw ex;

} catch (RequestFailedException ex) {
throw ex;
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}

System.out.println("Root CA certificate successfully imported.");
System.out.println("Root CA activated successfully.");

private static ByteBuffer stringToByteBuffer(final String string) {

if (Objects.isNull(string)) {
return null;

}
byte[] bytes = string.getBytes(StandardCharsets.UTF_8);
return ByteBuffer.wrap(bytes);
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com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.auth.AWSStaticCredentialsProvider;

java.nio.ByteBuffer;
java.nio.charset.StandardCharsets;
java.util.Arrays;
java.util.Baseb4;
java.util.Objects;

com.amazonaws.services.acmpca.AWSACMPCA;
com.amazonaws.services.acmpca.AWSACMPCAClientBuilder;
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import
import
import
import
import
import
import
import
import

import
import
import
import
import
import
import

import
import
import
import
import
import
import

public

public static ByteBuffer stringToByteBuffer(final String string) {

com.
com.
com.
com.
com.
com.
com.
com.
com.

com.
com.
com.
com.
com.
com.
com.

org.
org.
org.
org.
org.
org.
org.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

services

services.
services.
services.
services.

AmazonCl

services.
services.
services.
services.
services.

services

bouncycastle.asnl.
bouncycastle.asnl.
bouncycastle.asnl.
bouncycastle.asnl.
bouncycastle.asnl.
bouncycastle.asnl.
bouncycastle.jce.X

acmpca.model .ASN1Subject;
acmpca.model.ApiPassthrough;
acmpca.model.ExtendedKeyUsage;
acmpca.model.CustomExtension;
.acmpca.model.Extensions;
acmpca.model.IssueCertificateRequest;
acmpca.model.IssueCertificateResult;
acmpca.model.SigningAlgorithm;
acmpca.model.Validity;

ientException;
acmpca.model.LimitExceededException;
acmpca.model.ResourceNotFoundException;
acmpca.model.InvalidStateException;
acmpca.model.InvalidArnException;
acmpca.model.InvalidArgsException;
.acmpca.model.MalformedCSRException;

x509.GeneralNames;
x509.GeneralName;
x509.CRLDistPoint;
x509.DistributionPoint;
x509.DistributionPointName;
x509.KeyUsage;

509KeyUsage;

class IssueDocumentSignerCertificate {

if (Objects.isNull(string)) {
return null;

}

byte[] bytes
return ByteBuffer.wrap(bytes);

= string

.getBytes(StandardCharsets.UTF_8);

public static void main(String[] args) throws Exception {

// Get your credentials from the C:\Users\name\.aws\credentials file

// in Windows or the .aws/credentials file in Linux.
AWSCredentials credentials = null;

try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
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throw new AmazonClientException("Cannot load your credentials from disk",
@))7

// Create a client that you can use to make requests.

String endpointRegion = null; // Substitute your region here, e.g. "ap-
southeast-2"

if (endpointRegion == null) throw new Exception("Region cannot be null");

AWSACMPCA client = AWSACMPCAClientBuilder.standard()
.withRegion(endpointRegion)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a certificate request:

String caArn = null;

if (caArn == null) throw new Exception("Certificate authority ARN cannot be
null");

IssueCertificateRequest req = new IssueCertificateRequest()
.withCertificateAuthorityArn(caAzrn)
.withTemplateArn("arn:aws:acm-pca:::template/

BlankEndEntityCertificate_APIPassthrough/V1")
.withSigningAlgorithm(SigningAlgorithm.SHA256WITHECDSA)
.withIdempotencyToken("1234");

// Specify the certificate signing request (CSR) for the certificate to be
signed and issued.

// Format: "----- BEGIN CERTIFICATE REQUEST----- \n" +
// "baseb4-encoded certificate\n" +
// Mmoo END CERTIFICATE REQUEST----- \n";

String strCSR = null;
if (strCSR == null) throw new Exception("CSR string cannot be null");

ByteBuffer csrByteBuffer = stringToByteBuffer(strCSR);
req.setCsr(csrByteBuffer);

// Set the validity period for the certificate to be issued.
Validity validity = new Validity()

.withValue(365L)

.withType("DAYS");
req.setValidity(validity);

// Define a cert subject.
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ASN1Subject subject = new ASN1Subject()
.withCountry("US") // mDL spec requires ISO 3166-1-alpha-2 country code
e.g. "us"
.withCommonName("mDL Test DS");

ApiPassthrough apiPassthrough = new ApiPassthrough()
.withSubject(subject);

// Generate base64 encoded extension value for KeyUsage

KeyUsage keyUsage = new KeyUsage(X509KeyUsage.digitalSignature);

byte[] kuBytes = keyUsage.getEncoded();

String base64EncodedKUValue = Baseb64.getEncoder().encodeToString(kuBytes);

CustomExtension customKeyUsageExtension = new CustomExtension()
.withObjectIdentifier("2.5.29.15") // KeyUsage Extension OID
.withValue(base64EncodedKUValue)

.withCritical(true);

// Generate base64 encoded extension value for IssuerAlternativeName

GeneralNames issuerAlternativeName = new GeneralNames(new
GeneralName(GeneralName.uniformResourceIdentifier, "https://issuer-alternative-
name.com"));

String base64EncodedIANValue =
Baseb4.getEncoder().encodeToString(issuerAlternativeName.getEncoded());

CustomExtension ianCustomExtension = new CustomExtension()
.withValue(base64EncodedIANValue)

.withObjectIdentifier("2.5.29.18"); // IssuerAlternativeName Extension
0ID

// Generate base64 encoded extension value for CRLDistributionPoint
CRLDistPoint crlDistPoint = new CRLDistPoint(new DistributionPoint[]{new
DistributionPoint(new DistributionPointName(
new GeneralNames(new GeneralName(GeneralName.uniformResourceldentifier,
"dummycrl.crl"))), null, null)});
String base64EncodedCDPValue =
Base64.getEncoder().encodeToString(crlDistPoint.getEncoded());

CustomExtension cdpCustomExtension = new CustomExtension()
.withValue(base64EncodedCDPValue)

.withObjectIdentifier("2.5.29.31"); // CRLDistributionPoint Extension
0ID

// Generate EKU
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ExtendedKeyUsage eku = new ExtendedKeyUsage()

.withExtendedKeyUsageObjectIdentifier("1.0.18013.5.1.2"); // EKU value

reserved for mDL DS

// Set KeyUsage, ExtendedKeyUsage, IssuerAlternativeName, CRL Distribution

Point extensions to api-passthrough

Extensions extensions = new Extensions()

.withCustomExtensions(Arrays.asList(customKeyUsageExtension,
ianCustomExtension, cdpCustomExtension))
.withExtendedKeyUsage(Arrays.asList(eku));

apiPassthrough.setExtensions(extensions);
req.setApiPassthrough(apiPassthrough);

// Issue the certificate.
IssueCertificateResult result = null;
try {

result = client.issueCertificate(req);
} catch (LimitExceededException ex) {

throw ex;

} catch (ResourceNotFoundException ex) {
throw ex;

} catch (InvalidStateException ex) {
throw ex;

} catch (InvalidArnException ex) {
throw ex;

} catch (InvalidArgsException ex) {
throw ex;

} catch (MalformedCSRException ex) {
throw ex;

// Get and display the certificate ARN.
String arn = result.getCertificateArn();

System.out.println("mDL DS Certificate Arn: " + arn);

BB EEE HIES

MR latest 182



Amazon Private Certificate Authority ArfEm

1T IR R R 75 2= Amazon Private CA

Amazon #8 CA L EAIUE T ZXNHLNFAE PKI ( AAEMEN ) #HIT2EAVES |, MRIEFRA
9 (CA) B FRIES CAs , BREIRRKRAKIE+H, BERXARE, J4y. Iy BEAESALAFERN
PKI, 2HWAKNEXREE, ATRETHEXRIT CARREN, EENE CA MABLRFIERE
wEAMNES  URNANAREREINEK,

AP N BIAEQZALBIEB AN (CA) Z BT ERHESE Amazon #8 CA . B©RUHHATEIHE
LIRS (OCSP ) HIEH REHFIK ( CRL ) A1/ IFRIIETL.

A BERAELNALARESERSFHELER CA RUEREES M A RER AmazonftE. X
MIEAT  BREEEAMNREARF BREENTLE PKlo Amazon 38 CAEXMERT , BHEE
FEH B — N ERAEBRI R CA Amazon #AH CA XFHME CA Amazon #4F CA. BXEZER | iF

SRREHRNTR CALZENMNE CA IS,

£

- ®it CA BIRY

- EEAE CALEGAN

o MXIEH Amazon Private CA iE$ R85 &
T #% Amazon Private CA CA &3

- MRERIFESN Amazon Private CA

#it CA BR%

£/ Amazon #AF CA , LA LG EHEZANMRFINIEB MR NMEIREHE . LT RREEHITER
CAAUEEEHEN S X, R CANEBINDX CAs LESTUBAEMESR . EETJUIESZAD
RIREW , BINRREBHBEECSHR,

RIFIRITHY CA BIRGRMHUT RS

- EATEA CANBHAZ S

c MAEBRESUSAEHFN AR FENRZ S

- EHMRH CAs ., THENEETER , ATREEE
o BRI ERE
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THEEATEHEN=H CA RREH,

F
& Certificate with 7
= signing authority Root
CA
(Levell)
&
: ) / 7
Mainly signs Subordinate v
other CA CA CA
certificates {Level 2) {Level 2)
/ 4
Mainly signs Subordinate Subordinate
end-entity CA CA
certificates (Level 3) {Level 3)

KPS CA BAEBXZMNRA X509 v3 IEFHX%#EF ( AEFREKRT ) o pen-and-paperiX EWkiE
CAs , 1A AZXZBNE TNV EMIER, = CANBRELRIN CAUEBEEN , EARFNERIL
PHAR, ATRFEHRR. K3 1 FHR CA XBRF 2 FHISRFIMNE CAIEH, RIEKCAs, €
NeXBEBRLRIEIEPHN PKI ( NMAEREN ) EERAEANSE 3 RIEFH. CAs

CARREHMPHNREMNENMIPEENFE. LRERTFR CAILEPRELERH, B CANME
MBIEH CAs MZRRMIEFWEEHEEARTH,. BARALFEXFILEPHZRSFEAMBRL , BR
B ZHZMABAEAN PKI FRVERE. RIEFNSRMNEBILERCAs RUER (BEATEFHM CA
) . Bt , ENZEEHRAEHENTET  UBREESBXR. EEREHNRERD , REHEN
[REIER N WHEAWANRS, TENENNBRERSHTOTEERES , SERNRN BHLRSKAE
B,

(® Note
AR CAMMNBIERLEER—HEANEHN , REDBBRTRE :

- 8% PKI B
- EEBRSRIEPME G
- FEEREBIERFREYIR (CRL) REXFIEFRASHIL (OCSP) Wi R 72+ it
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Root MIEMSRAF CAs EESEZEWIREREM G A2 H L,

ES ]

« RUFRLEILAFUES

« X CA BRGNS

- BENERELREKERG

WO UE BR & SRARIEF

LIGSRFE BN EERT —FRMNEIEFHBRIRE CAs IR CA, [ Web I MHFHEMEFIREINTE
WRAFIEBE , EZHNEEEE. Sl CARSRBUEPHNNRETIHEN NEET 5 HE
M REESMAR CAULERNENFRICE, TEFERREHENENEERFIAEH®T , EFIF, RN
IREHEEFERPISHNZEER.

EEFHEERNLRJRERZEESMNT CAs 55, XTHE PKI, ALRH 1T ZBILMERET R K
ARG CRHALER CARNIEEERF#EP, BNFEERIEERRE , SBFFRER.

TEERT EER RRRHAL RS X509 IEHET , MRBREBNVRILRE, FIER , KRTEIEH
RZERMEI , RATHEFZIEBKAERITE BRI

B0 S & SRARIE MRS latest 185



Amazon Private Certificate Authority ArfEm

Root

CA
(Level 1)

q/\
M,

7 -
Subordinate Subordinate
CA CA
(Level2) {Level 2)
7 L4 ﬁﬁ ¥
Subordinate Subordinate
CA CA
(Level3) (Level 3)
L J

Certificate with

End-Entity signing authority
Certificate . .
& Certificate without

signing authority

s,

MR ERHRAIESH, MERRIERRE TREME CA (£33 ) HERENHEERILE. N
BIEH CAs BB EER— PEM XHH, & , BBV T IEH S EERIESAY 24
B REXLERNRRE , NERIREMNE CA (£33 ) WIEH , HRIATRHE TREME CA (%3
2) LR, ETR, NECA(H32) RETHKER CA (R 1) WERENEGSERIE, MR
WRANEGEFHETIMENALBER CAILEBHEIE , ©LBWINL KK AE.

BE, MRRELRBILESBHEIR (CRL) RESMEH, EJH. ERHEINEEHRMNIEHFRIE
%, WiFKM,

MK CA RIREHMEH
BE , CA RRGEMRRMARNLEN., BERE (B CAMRIMN ) HEHEFEIERERNES

AEMENRE. & CARMIZRENEREEMELREPNILIPHRE , XSEMBIEE. &
BRERGEREKFE T LU D BELL i STRE F Bt MBRSS 28 RIX 2 B P iRV IE B B E.
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PBo

« =N CA %5 : 1B CA A MNME CAL
EERAREKL , WEMRMT —NEHARN CA RH , LU — /R CA BER CABREDTT. HE
B CA BXATERLRKREIERH TE CAs M4,

RAELH CALEHMMT :

- MARES CA &5

SRME=ZREREMFTREL , EEFOIRESRIE CABRLFHE , ARURZEEATEE
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« =1 CA 45 : X4R CA
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BR , IRECLEREMNE CA AU , MATLLEEE| Amazon 48 CA., 5 OpenSSL H
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FIEREHRE PKI A
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FEEEERBMRLWSSAFIES , METALETY Internet SRIEBFREHBRE, ZL T PKI &
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4 INTERNAL EXTERNAL EXTERNAL
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Root CA Root CA Root CA

[Level 1) (Level 1) (Level 1)

4 " COMPUTER
CORPORATE WEB OPERATIONS PRODUCTION A PRODUCTION B
Subordinate CA . Subordinate CA Subordinate CA
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= Certificate with
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- pathLenConstraint— BREFEF T CAs FENRBATRTE AL, KAWEAEIEBFITA
HAEF= CA B,
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F-

#  Certificate with
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7 certificates
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Path length:
0

EXNMNUREREH T , BFEZAR (—08E ) . ERE—IMMNE CA HpathLenConstraint{&
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FEREREEREKE
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T8 CACertificate _ PathLen 0/V1

T & CACertificate _ PathLen 1/V1

T & CACertificate _ PathLen 2/V1
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EndEntityCertificate/V1
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- F£¥ OCSP RS IR [RAIE AL ERM LiGH, REREA OCSP EXFTRBELHBE/NETE
EZ{THCSHK OCSP Eft%H,

- IEPREEFEE () CRLs

IEHBEESIER (CRL) BR— 1NESEMETH B Bl SHENIEBIRN X4, CRLEE—HBTR
BEEMNIERIR, RHEERMEMEXESR.

FEIE P AV (CA) BY , ATLUERER Amazon A8 CA BIEZER CRL =% XK CRL, &Y%
BRETUEPMAYNHAUMAN RENFAXUERBE. BXEZEER , 58 Amazon #485 CA
B,

IR B AHIEF WS latest 194


https://datatracker.ietf.org/doc/html/rfc5019
https://docs.amazonaws.cn/privateca/latest/APIReference/API_CertificateAuthorityConfiguration.html
https://docs.amazonaws.cn/privateca/latest/userguide/UsingTemplates.html#template-varieties
https://docs.amazonaws.cn/general/latest/gr/pca.html#limits_pca
https://docs.amazonaws.cn/general/latest/gr/pca.html#limits_pca
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CRL ZFEEIM

- AFENHIDEESEN : BTAB TRAMLEER , CRLs FELL OCSP EZHAE. BR , &
OCSP #itt , BEZFRHEIRMAIRREFMNEZENIRS , CRLsARAKBPMEHE. XXTH
FERNKRE , SINELEYHEMNRE , AUREZREMAS X, CRLs

- B CRL RE : N\ZEEM CRL EX NS KX CRL it , RIEFE Amazon 78 CA RIBZF O KX |, 3
4 IDP FREBANEFAE DX CRLs , 8RBT XK. NoXEHRATRREFHF— CRL , #F5
IEFFRBUE S K1 2 K RERAVEH .

® Note
OCSP # OCS CRLs P E#tH MR AE k7] At 2 R &7 — E RV EEIR .

- HERWIEPR , OCSP MR HZZAREEE 60 7S RERRITRE. BE , OCSP i@ T
XEERES XHEEE , ANSEF K CRLs IAEFHRRNBHEEETRE , OCSP IR
BETBEFIRER,

- BEERHIPKRY 30 7HEEH CRL, MR CRL EFEEMERLM , Amazon FAFH
CANE 15 8 BEIR—R,

PR EC B /Y —ARESR

DTEREATMEREEE.

- Z M CRLs 5 OCSP WEEMX TR BEiZEnabled=FalseZ# , MR EECustomCnameRZEH b
S8 , ExpirationInDays B &’ %MK,

« £ CRL BZEH , S3BucketName ZEATMAFS Amazon Simple Storage Service #an &AM o

« @ECRLs = OCSP B EXHBAF (CNAME) S BB L MAFE RFC7230 3£ CNAME A fE
RSHRF BRI,

- £ CRL 5 OCSP EliEH , CNAME SHMETFSIESMILEIR , Fla http://"IH https://"o

ES]

« NLLTRIMiIEE CRL Amazon Private CA

« BEMN OCSP M Amazon Private CA
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/bucketnamingrules.html
https://www.ietf.org/rfc/rfc7230.txt
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HULT &M% E CRL Amazon Private CA

ECABEBIEPEREIESBHEIIK (CRL) 28l , ARFEAHIT —LRE. ATV HAEIRNEA
CRL By CA ZBIRL T fRHY Fo RS MIE T

BXREATELKIEPREIPN (OCSP ) £ CRL HRIEIIFEHEE , ESH Certificate revocation
options F BE X OCSP Wik Amazon Private CA,

&

« CRL %®

« CRL&

- 5% S3 CRLs F i/ A 5K BE

- £AE A S3 FHIEAHIER (BPA) CloudFront
- #E CRL % X% (CDP) URI

CRL k&

o TR-BRINRE. Amazon FAF CA N CAMAMFMIEEH AHENRIBIERLET — N R5XH CRL
X4, B RFC 5280 FHE Y , Amazon #A8 CA MAKNEMEBEEIE CRL 9% & (CDP)
T RBSERSE CRL, BATECRLG , 8N CARZTWEE 100 ANLEIEH, BEXEZER
#EZ ) Amazon Private CA Ei &,

- B X-5ETEMRMELECRLs , 2 XA LA CRLs & INEHNFAE CA UM ANIEPIE | HELETR
IR HR, CAs

/A Important

A% Xaf CRLs , BHWIE CRL HI%Bk & % £ X (IDP) URI 2B SIE+H# CDP URI 48
CE , AR EIREVEHA CRL, Amazon FAB CA ¥ IDP ¥ EBiridAXxE , BIWNEF &4
MEEBALBZY R,

CRL &

1 CRL —/ DER 4w X1, BETHXMHMEM OpenSSL #HITER , FEARCMTHST

openssl crl -inform DER -in path-to-crl-file -text -noout
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https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.9
https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.9
https://docs.amazonaws.cn/https://docs.aws.amazon.com/general/latest/gr/pca.html#limits_pca
https://www.openssl.org/
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RAriEmE

CRLs &= #0F :

Certificate Revocation List (CRL):
Version 2 (0x1)
Signature Algorithm: sha256WithRSAEncryption

Issuer: /C=US/ST=WA/L=Seattle/O=Example Company CA/OU=Corporate/

CN=www.example.com
Last Update: Feb 26 19:28:25 2018 GMT
Next Update: Feb 26 20:28:25 2019 GMT
CRL extensions:
X509v3 Authority Key Identifier:

keyid:AA:6E:C1:8A:EC:2F:8F:21:BC:BE:80:3D:C5:65:93:79:99:E7:71:65

X509v3 CRL Number:
1519676905984
Revoked Certificates:
Serial Number: E8CBD2BEDB122329F97706BCFEC990QFS8
Revocation Date: Feb 26 20:00:36 2018 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Key Compromise
Serial Number: F7D7A3FD88B82C6776483467BBFOB38C
Revocation Date: Jan 30 21:21:31 2018 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Key Compromise
Signature Algorithm: sha256WithRSAEncryption
82:92:40:76:86:a5:f5:4e:1e:43:e2:ea:83:ac:
c2:fd:45:7d:15:d0:76:fe:64:ce:7b:3d:bb:4c:
9e:1d:27:f8:69:5e:d1:93:5b:95:da:78:50:6d:
49:9b:04:fa:38:f2:fc:4c:0d:97:ac:02:51:26:
C6:83:34:b4:84:0b:5d:bl:c4:25:2f:66:0a:2e:
€8:d2:05:78:84:09:01:e8:9d:c2:9e:b5:83:bd:
62:ed:92:e@:be:ea:d2:59:5b:c7:c3:61:35:dc:
1c:2a:f7:23:9b:fe:ad:6f:16:7e:22:09:9a:79:
2a:78:ae:92:a4:32:46:8d:76:ee:68:25:63:5c:
57:18:d7:71:35:85:5c:cd:20:28:c6:d5:59:88:
53:55:28:4d:6b:f8:6a:00:eb:b4:62:de:15:56:
83:83:07:21:84:b4:eb:0b:23:f2:61:dd:95:03:
97:32:e0:9d:38:de:7c:15:e4:36:66:7a:18:da:
58:a6:5d:5¢c:04:90:35:f1:8b:55:a9:3c:dd:72:
5a:2c:88:85

89:
a0:
as:
7d:
30:

8a

ag:
8f:
bd:
47:
c8:
02:
ce:
a2:

Q7:
6c:
59:
3e:
f6:
:3a
98:
44
41:
c9:
9c:
df:
a3:
d7:

49:
4b:
bb:
fe:
52:
reh:
9d:
69:
a5:
36:
45:
od:
34:
5f:

bf:
4f:
6f:
ab:
88:
94:
80:
89:
5a:
44
d7:
of:
94:
73:

RiE CRL
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® Note
REEMK TEI|AEMIERE , CRL F2%FME| Amazon S3 #, £t ZH , Amazon S3 #H
RBEER— acm-pca-permission-test-key X4,

W 53k S3 CRLs H /Y 1/ 0] R B

MREITRIEE CRL , MFEBHR — Amazon S3 FEFREME. Amazon FF CA B3 CRL
FABEIEERN Amazon S3 FifEH , HEMXNEH#ITERH. BEXEZFERE , BEHLETER.

I&HY S3 MBI NEY 1AM SRR TR . BRNAFMBSERFER Put MERTBEARTF
Amazon #AF CA EREHPHENR , HEFE Get NRIBEHTRER, FLE CANEFEEIEF ,
R BUEE SV Amazon A CA 02 176548 H B A BUARUR RS

® Note
IAM KBS B HEURTF Amazon Web Services XI5, FIF RBINE . X9 RS -

« RIABHARXE-RINER T AMEXEREANXIE., Amazon Web Services i F~
- RAZANRXE - RIABR TEZEAENUHEEFFHEANRXE,

BEXEZEEURMAZBANXESIEK , HZHEE. Amazon Web Services XX E
IAM £33 RS £ TS |, FSREFEMAXEHAmazon RS EE,

LIRFELE CRLs NiEH B85 ERT , Amazon A% CA &8 CRL #NHE A/ % S3 71&
Mo S3 EMBMEZE—NAY Amazon FAF CA RESERABAFHEN IAM KL, RS EMA
NEMEMERANXEMAERTR , BHIEZFFME TREM,

PCA S3 BRSS M4

AEN TR — X acm-pca.amazonaws.com
=y =9 =y =5 acm-pca.amazonaws.com
B22H 2/3H

acm-pca.Region.amazonaw
s.com
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/create-bucket.html
https://docs.amazonaws.cn/general/latest/gr/rande-manage.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html#principal-services-in-opt-in-regions
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RAriEmE

PCA S3 AR5 E 4%

=Y=p: EEH
T

ERIAKEEXT CA THEtN{ET SourceArn R, BMNBWERARMEERENBEE , HlATEER ,
ZBURRRHIX4SE Amazon IkF A4S EFRE CA WIHEINIR, HF , BRAILAEA a ws: SourceOrg ID
S ERBRHIF P4 EALNIHEMNE. Amazon OrganizationsE X FHBRENEZEL | ESF

Amazon 188 171 AR 55 BV 1768 38 SR BE o

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal":{

"Service":"acm-pca.amazonaws.com"

I

"Action": [
"s3:PutObject",
"s3:PutObjectAcl",
"s3:GetBucketAcl",
"s3:GetBucketLocation"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket/*",
"arn:aws:s3:::amzn-s3-demo-bucketl"

1,

"Condition":{

"StringEquals":{
"aws:SourceAccount":"111122223333",

"aws:SourceArn":"arn:partition:acm-pca:region:111122223333

authority/CA_ID"
}
}

MBI R BRIASER | LS TR S .

:certificate-

RiE CRL
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceorgid
https://docs.amazonaws.cn/AmazonS3/latest/userguide/bucket-policies.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/add-bucket-policy.html
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5B A S3 FE1EHi5R (BPA) CloudFront

EIAERT , # Amazon S3 BEEBEF KA IGFRNER ( BPA ) ThEEMIER TEEN. BPABEHE
Amazon S3 & FIESLER , 2 —ABRES , B/ O A RAX LR HRBIAX S3 AP RMEAN
MW HRNPR, X BPALTEMRSAEREBEREN , REZXLRNME BRI Amazon AP FEETH
EEEERENR.

Amazon BiUEFTE S3 FME LEMA BPA , B EBREEMBELSBENXNF, B2 , WREMNPKI
EFRBERAHBEBRM ( BIREZR Amazon tkF ) #1T8EK CRLs , IFEBHAN IR, RXHNB0M
£ Amazon CloudFront ( R&ZD &£M% (CDN) ) BLEFAE PKI R 5 R , f£H CRLs TEZX T 51
WM E iR E S3 F#BE T IRERS.

(® Note
£ CloudFront 48 Amazon IKFHRENTZH. BXREZEE , S Amazon
CloudFront EE4Y.
MR EIEZEN CRL 74 1E/5 F BPA 1Y S3 ik , EFEMA CloudFront , M AMIFE %S —
A\ CDN fRA RUBREH PKI F /i BLFRIEH CRL,

7 BPA CloudFront f##F/£%&

Bl — N LGRS FAE S3 FHMH AT LUR M CRLs S RZ S HRIENEFiwA CloudFront 23
o

7 CR CloudFront L Bt & & 1ThX

1. fEA {Amazon CloudFront F X &EEF) 229 B PP EREIEH CloudFront 7 i

SERIZIEN , ENALTRE :

- EREE S , EFEH S3

« NRFIFEBTRIERER,

- NRGRSFDERCEFE D

« ERTHEFEBHNEBNRTERR , ENFERBRE,

iZ& CRL MR latest 200


https://docs.amazonaws.cn/AmazonS3/latest/userguide/security-best-practices.html
https://www.amazonaws.cn/cloudfront/pricing/
https://www.amazonaws.cn/cloudfront/pricing/
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/distribution-web-creating-console.html
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® Note

LIRS , CloudFront ERENFRMBRBUAAFTEHGRFEBNR, EREELE
B, EENRAWHR crl XERXRTHNR.

2. #WBILKRITIRIG , % CloudFront 2 Hl & PR FHS B A FEREUAAT NS RER,

(® Note

MRER S3 FEM R us-east-1 LANXEFGEN , MHBBEZ BRI EXRTHNARE
Fret , ATRES HIEN HTTP 307 IGRY EE @45 iR, CloudFrontA@fy it it FTREFE B /LA ad =
AEfE 1%,

77 BPA iXE& CA
EEEH CA B, BB RNMENER CloudFrontZ1THRH
HIREY CA B & 5% id % CloudFront

e A =P 0IEFE CA Amazon Private CA BIZERE CA,

BATZERER , B X revoke_config.txt N EBEUTILIT , BUEEIELH CRL IRHEF
RBi#t9 KimSH URL : CloudFront

"S30bjectAcl" :"BUCKET_OWNER_FULL_CONTROL",
"CustomCname":"abcdef012345. cloudfront.net"

ZiE , SEERL CA AR , XEERFIEMTAIRAIR

X509v3 CRL Distribution Points:
Full Name:
URI:http://abcdef@12345.cloudfront.net/crl/01234567-89ab-
cdef-0123-456789abcdef.crl

iZ& CRL MR latest 201


https://docs.amazonaws.cn/AmazonS3/latest/userguide/add-bucket-policy.html
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@® Note
MREFHERIL CA MANRIBIULS , N 1F T %15 E CRL,

¥7E CRL % & (CDP) UR

MREEEETEREDMER CRL 0% 2 (CDP) URI , W ATBAERZIES LK CRL URI MAKIES |
WA MERA T A%, X{GER FREEMCRLs, 2 X/GE CRLs £BEHLH ii—4 GUID,

MRS S3 F#EEN CAM CRL 24 = (CDP) , ) CDP URI AJ AR TR Z—,

* http://amzn-s3-demo-bucket.s3.region-code.amazonaws.com/crl/CA-ID.crl

* http://s3.region-code.amazonaws.com/amzn-s3-demo-bucket/cxl/CA-ID.crl

MREEHNECH CAEET BHENX CNAME , Il CDP URI Ha&51&icx , 4l
W, http://alternative.example.com/crl/CA-ID.crl

HE X OCSP Mt Amazon Private CA

® Note
AETEEATREN mESEAME K B ELELIEHREMIY (OCSP) ME Rk KB 2335 URL
MEF. MRETRER Amazon 4H CA £E OCSP WRIARE , M A MBS A & H %
REC B B 5 T RV L B i B 1T IR A

BIAMBERT , Y& NEH OCSP Bf Amazon FAH CA |, M AW EMNEPESE Amazon OCSP bz
EHB URL, XATFIBFERMBLZESEENEFIREREMN Amazonkix OCSP BirEif), BR , TR ERE
MT , BFEEBFREAFREMN URL , BITHL B AmazoniEX OCSP &ifl,

(@ Note

BRERLEPSBHEIIR (CRL ) fFF OCSP FEHAXNEE , BESREE B HEMIALIES B
5K (CRL) .

7 OCSPBEREN URL #R=AMTE,

B7EX OCSP Mt MR latest 202
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« CABLE - #£ RevocationConfiguration FRER CA IEEHE N OCSP URL , 10 7+ SIEFA
& CA Amazon Private CA ARy =4l 2 : 8135 OCSP M BEE X CNAME B CA FFTR,

* DNS - ¥ CNAME i ZRMEIEHEHEE , SORIEHFERE URL BREEIRERSEE URL. A
XEZER , HSHESBIEFAE CA Amazon Private CARREIRHI 2 : SIE2EA OCSP MEENL
CNAME K CA.

- BRERERSSH - RERERSSH , £HEBEH B FWEIR OCSP REH KL% Amazon OCSP 18
MAEFFo

THEREA T XETEDETHENT R,

CNAME record
Name: www.example.com
Value: proxy.example.com

Customer

Amazon OCSP
responder

WEMR , BEX OCSP RIFIRIIEUT IR :

1. EFimEH B R DNS,
2. EP iR EI B R IPo
3. EPImITIT 5B RM TCP E#,

BEX OCSP Mt MR latest 203
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4. B umE B #R TLS iEHo

5. &P umE R DNS BUERBIEFH 5 HAY OCSP H.
6. EFimKREIRE IP,
7
8
9

. B REAERIE OCSP £,

REFEHHEKE OCSP WRREF.

. W8 RIFE P RAE FRAIR B4R R
10RIFIEFHIRSF R B EF F iwo
TMMRUERER , WEFIRFITE TLS £F.

® Tip
ERBERAFREE CA2F , ALMERAT Z% CloudFrontfl Amazon Route 53 SRt /R
B,

1. 7% CloudFront , B2 R THRA RO T HFANEH TR E :
- BIESEMBEE N CNAME HIEE & B,
- FEMIEBEHYE,
- i%& ocsp.acm-pca. <region>.amazonaws.com {EN 2R,
- BIf Managed-CachingDisabled KB,
- FEFJMIRBEERN HTTP F HTTPS,
« FAVFH HTTP A3RIRE R
GET. HEAD. OPTIONS., PUT, POST. PATCH. DELETE.

2. £ Route 53 & , ¢8| —/ DNS i2% , FHEH B ENX CNAME & ZE| CloudFront % Bt #9 Y
ko

T 8 Amazon Private CA CA &=

Amazon FA8 CA XIFLFMME N P AVE[ —F e ZIEB MR (CA). BRILEENEHIIHENS
F0E CA R KERH AR,

(® Note
Amazon .8 CA 3R CA IEBRITERMRE.

CA = WA latest 204


https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/
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BAR (EIA)

BN AV CA MR EAERHNILER, ASHRNRAEFHEAXMRENIESR, BE , CARLSERE
B

RHRES

EXENEIMREEERH N EROIERN CA. XEEHIERPRRESTH , R ATERE RHH
PHERER THTHE, NTRENARFRYE , SMERBEPHEPL~ERENMNENLETFHER

B

CAs EHAIEPERXNWEAEKTER CAstER, BEXEZEE , S H Amazon Private Certificate
Authority EEHV

EQIEMAEHIUEBH CA , BEALIE CA BB ffUsageModeZHIRE N EHIEH,

(® Note
Amazon Certificate Manager T &M A BEHERNNFTAE CA LEZIEH,

BAF Amazon RS X 56 A B HAIES -

* Amazon AppStream

* Amazon WorkSpaces

M XFERIBE S Amazon Private CA

Amazon £IKER R M2 E 5 Amazon XM AT AXMERN, Amazon KRS M ERENRE
WATAX , XETAXBIEERE, SRHENSETRNMERE, MATAKX , BE LRI FRE
EURAXZBLHEE BN RNAREBNNARFNREE. SREENENSESMREFOLEMLEHY
Mk, TAXEEEENTAY, RESENTT B,

BX Amazon XM AHAXWEZEE |, iHSHAmazon £ EREMZHE,
TLRFIRMENRE

MK CA BRIt , BERTRMAIERE, Amazon FoAE CA ESANXEHTH , XAFSR
EZ/XE CAs FEIBTTHR, % Amazon FAF CA IREIRIR 99.9% ] AMM RS R 3IHIL (SLA) &

BEBRE (BN MRZS latest 205


https://www.amazonaws.cn/private-ca/pricing/
https://www.amazonaws.cn/private-ca/pricing/
https://docs.amazonaws.cn/appstream/latest/developerguide/
https://docs.amazonaws.cn/workspaces/latest/adminguide/
https://www.amazonaws.cn/about-aws/global-infrastructure/
https://docs.amazonaws.cn/general/latest/gr/pca.html
https://www.amazonaws.cn/certificate-manager/private-certificate-authority/sla/
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7. BELAEMRBEAUERATARMNRERE, BAUER CAHKSENE CARETR. S
FEBMBZIRELRS

1. LA LERNTEH Amazon X5 CAs HRIZMMRUSKZIAATRNIERE, ERALEE , MR
CA A BME—/ Amazon XEIFRMIIEIT , NAERE L XBRER N ERBERT. ER , QIR
RIR CAs KX LEINIRENE M  KFEFR CAIEP D RIFEFNERNRERSNEEF
X o

2. IBE A LRI BT RIME RS 28 CAs SAEREE R Amazon X , R EMEEET 2 Amazon
XEpE—PHE—R CA. WHENFLR K BREFEFENMR CAUEBD REFEFNERERF
%, BREIET , WRAEFEENIR CA FIFE Amazon K RHE , MEIZETTREVR CA,

TRMRERE RR7K latest 206
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FR BV AIE B a0 X H1#8 Amazon Private CA

/8 Amazon Private Certificate Authority , & 7] LA 82 B ARIEF M A VA FME IE B M A HH (CAs)
HEW5EE Amazon RENEREN , HEALRNIFERA. EEERUPRYE , BAUBERAELIEBRES
Y (OCSP), iE$ Mm%k (CRLs) XM ERMAEZ. Amazon FAH CA FHEMEEEWN CAIEH
CRLs, #1 OCSP Wi , BH MK FAAH AmazonZ £ F ik,

(® Note

F#) OCSP k¥ Amazon #A CA %3 OCSP iER¥ RB. NMRERXEEZSNMIPH
OCSP #tZ%1i , Amazon OCSP MR 23R XA EBAFIRHNE—MEP K MEFHMIEP, P
HRIAEEE—NMIEFTLSBEIMAE OCSP IR H,

&AL Amazon FAF CA £/ Amazon Web Services Management Console Amazon CLI, #
Amazon #8 CA API #1THEl, L TEBE@EN RAAEREH SN CLI, ETHEBEX APINESE
B , #2¥ Amazon Private Certificate Authority AP| Reference. fEE/RMAMER API Y Java 7R
f5 , &2 Amazon Private CA ¥ B £ A &R T Java B Amazon SDK,

BIEBENFAE CA HRERFRNERE |, BN A FMERIESR , WA AR A FEEUEH Amazon
Private CA.

FH

+ i&E R /A Amazon Private CA

« ZEHBIEFAE CA Amazon Private CA
. ZE CAIEH

. BEIXIFAE CA BRI AR

- FABEEE CAs

- EFFE CA

o AENFE CARMIEE

« T % Amazon Private CA CA IR

« FEREFHFE CA Amazon Private Certificate Authority
 MIERFAE CA

- IREFE CA

- EANBEENFE CAIUP

MRS latest 207


https://docs.amazonaws.cn/privateca/latest/APIReference/
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% & N A Amazon Private CA

WMREIETZ Amazon Web Services ( Amazon ) & , WA 1T EM S 8EEA Amazon FAF

CA. BHNIKF 2 BRBEFMBITRABRSNIERENR , BEIFBNAERANERS YR,
(® Note

Amazon ¥, CA #£Amazon & HEEHR LT H,

FT
o JEMEREL Amazon Web Services K F°
« R IAM B

« &% Amazon Command Line Interface

SEMFREL Amazon Web Services K F°
IR IE% B Amazon Web Services IKF | FERUA T T BRFKBIE—N,
¥ it Amazon Web Services ik~

1. $TFhttps://portal.aws.amazon.com/billing/E A
2. ZEBEELMHBARE,

FESEMES , REFEE  EREABERENA —INRIES,

YIRS MET Amazon Web Services IKF , i 812 Amazon Web Services KFRAF —1. 1B
AP AERIARNZ P R ATE Amazon Web Services RS &R, ENBRELRLSE  FRAF
PEEBFRNE , FERFERARAFRKIITEEZR AL HRNRENES,

Amazon EME B TR G EMBERIE—HEIAB FERH, BRI LABER a14E https://aws.amazon.com/F#
TR BOKS , EELYNIKSENHEREZNK,,

&% IAM B/

JEME Amazon Web Services P , FEZEHHRIE (MFA) , RFENEERAF, BXiHA |, H5
i <IAM B8R i 7 IAM AP B AEM MFA &% (BFHE ).

®wE RR7K latest 208


https://www.amazonaws.cn/free/
https://portal.amazonaws.cn/billing/signup
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://www.amazonaws.cn/
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-iam-user
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E R EAMA P RER Amazon Web Services IKF &R |, iH6IZ IAM AP . I TRIPEN IAM B
P, iEB A MFA #XE IAM AP EFRITESFTEN R,

EXGIEMNRT IAM AFNEZER | 52 (IAM BFER) FMUTES :
o TE{REY IAM FA PP 612 Amazon Web Services ik F°

« SEHT Amazon &IRHY 15 0] X R & 12

« EF IAM B8 KBE R

Z 3 Amazon Command Line Interface

WMREEAREZEE Amazon CLIBREFEATE |, BEERHWIHBA#ITEIEAMazon Command Line
Interface. EAREEF , RIMBREERERK., XBNEGRIEFMAER , HERMNERSGSHE
BT XS,

EHalZEFAHE CA Amazon Private CA

B LERAT PRI RENRGER CAs IMEXRCAs , \MERFEEARFT RN AFIHERE
RRBEREN, B LAEA Amazon CloudFormationfy Amazon Web Services Management
Console, PCA &% €| CA. Amazon CLI

BXEHEOE CAERENEER , B2 EHREHFLE CA Amazon Private Certificate Authority,

BREA CANAR., RENNARFEBLRIBILELNES |, BEH MAILE L iR SHFIEHR,

(® Note
MNEBIZEFAE CAMREFFE , SAFAISNEE CA mENK/WENE A,
BXREHHE Amazon 8 CA fMEE , S Amazon Private Certificate Authority B, &
] LLE A E Amazon #rit E 28 R E KA,

£}
- BIEFE CA K CLI RFA
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Console
R 25 A 8EFE CA

1.
SR T S B ELEER Amazon Web Services Management ConsolelZZFA%F CA.

FriafERES A

BFIM Amazon K HITF Amazon FA%F CA ##l& , Mt Fhttps://

console.aws.amazon.com/acm-pca/home,

- MRBIERXBEAEERFHERBXITITIEG S CAs , W2ERNANH. EFLIEFLE CA,

- MREEECCE CAHXEHRITFEHE NI ARBIEBRLNERE , EF S| HE
HYUE CAs, 1EEFAIEZ CA,

EREDT T, EBREN CA FRNIEFHR B HEN,

« B - SR EENEMAEIHBBNIER. XEMIAE,

« BHIED - PRERRBERBANEROIES. BERERBRT , BRENE RIS B H
#lo

EEFENRERIE S |, RREECENLE LSRN AYRE,

« EERTEMHE CARREN, It CAHBZRIEHREIE. CREREHHEAIES
CAs MBASAFIEPHNRLZ A,

- BEMNERGZE—1 CA, %2 CAXTHBEREHPERE TR CAZER, MEHH CAs
BERATOREMTENMY CAs HEMAF., ITEHMNRAREFMRLREAILES,

@ Note

Amazon A5 CA HEMTE CAR CA Lt HIEER , 2EREEIZBZRE
Amazon FAF CA, BREEBREFRHMBR CA,

BHWMNE CA AR EHA SN EEHRFSREREFELER. IR2 , W4 Amazon FAF CA
NERMIEPBLRFER (CSR) , BUM TR IZBRHAFEAZBERTEIREBLEEMN CA
EH. BXEZER , FEH ZERANBR CAZHENMNE CAEFH,

4.
EERAEAIHEHEIMT | BEENLE CANERAEEN. EX4AEDWMANTEIZ —

H1{E :

BIZEFAE CA MR latest 210


https://console.amazonaws.cn/acm-pca/home
https://console.amazonaws.cn/acm-pca/home

RAriEmE
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« AL (O) Bl , REBW
« ALHNY (OU)-Hlm , N AEBAIER
- ERMXEN (C)- N FENERMEXAH
- MHEBH - MRENER
« FREMBR - WHBEN
- NAE (CN) — BATFH1IR CA AERTRFRH,

® Note
B3 7E 20 &I 5 B B FH APIPassthrough #84R |, ] LU — 25 B & SGE B EB B FRo
BEXEZEEMEARE , HS5 /A APIPassthrough ERM R HEBEEN TBEH
FREVIEP o

HTXFIEHRAZEN , BB E CARENEAEGEETRLLAE CABESNERE
ERED. BRUBREAZTTHBHRNETMENESZIESR , FS6 RFC 5280,

ERHEEEAT  SHEAENEANLAN, BINER RSA ik , BHKEN 2048
fire MG BE M TS |

+ RSA 2048

+ RSA 3072

+ RSA 4096

« ECDSA P256

« ECDSA P384

« ECDSA P521

FUERRHEMT , EUUMNAREERAEZNIEPNEF IR ZERHRSN A ERHITIESR

« BUE CRL £t
- ¥TF OCSP
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B LN CABREXFNRHEHEMANE—D, BIBITEERFNBEE. REZ2AIEN |
BRVHAERHENGERE, EXRETRZE , 55 ML EH Amazon Private CA
TERBRHEAE, THREXEMAZENER, TREENVSIREUREMBHEIENER.

® Note

MEBEREERHENBERTCE CA, WETUBENNERTEE, BXEZELR,
BES R EHhEHFIE CA Amazon Private Certificate Authority,

EREILESBHEEM , THRITUTER,

a. HUEFREEIMT , EHEHE CRL 2E.

b. ENIEH CRL %&E /3 Amazon S3 1 , iHIA R BIEHH S3 MHBAK —NREE,
(FTHEECHFHEBIEE. ) B, 6% S3 M URI T , NIIRFERNER,

HEBIEE A CEFRE , Amazon FAF CA =R ATE AT B KM INR%AE |, 5
WHEA S3 BIAWMELEAHTF (BPA) RE. MREHINEEIHER , WLTHRHI
ZIKFMBER BPA, B0, 812 CA WEEFRM. MR CAEKRIIEIE , BNLHF
IR MEE , AT REFIREMR CRLs, £/ W5 # S3 CRLs ARG EIZKEE AT
RNERBEER 22— BREZER , BSHEM Amazon S3 25 &R IR

/A Important
WRFBZUTHRESRY , M=iAEA Amazon FAH CA #EHI A 012 CA FXRK :

o IRIFHEIRE CRL,
« #& Amazon FAH CA ER BFI 0|2 S3 7.
- RIETETE S3 s EIINIT BPA RE,

EXHERT , 2HE8408— M8 HFEE T AR GRIERERI, MEHN
XfER |, HRESERN Amazon S31RE , RBEEZEZH BPA , AFEE /2 CA
NER. BXESER , FSHEMELENEN Amazon S3 FE#EH A HiAE,

c. RIT CRLRELIREVH Ml & ix T,
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RAriEmE
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d.

- EEBRASK UEASX, CRLSHRERERAZX , MEHN CA REST BHEIEHRY

BABE, BXRXEZELR , 5 Amazon Private Certificate Authority Bi&ll, Hx%
XMEZEE CRLs , iE2 5 CRL K8,

« HIMEEX CRL B#AIA Amazon S3 BEIZZIE. LLBHRITESEH CA MRAVIEH

HY“CRL S BL_"H B+ ( H RFC 5280 EX ) o

- RINEENEE , NEHN Amazon S3 T 18 HI X4 Z 02 DNS 518,
- BARRH (URXFEMN) , BB CRL FFREFBER. MIMEN 7 R, M THL CRLs

R, BRHBEEN 2-7 Xo Amazon #F CA ZHEREERAMN P LEHREK CRL.
BIT S3 RELIREVF i MR AR H M 7 815 7] B RIS RE ATEE &,

7. XNTFIEPBEGED , FiEFEFA OCSP,

HHEHEX OCSP iR - FIEFERH , LA LLIAIE Amazon OCSP i RIR AT £ [RE AV I3
% (FQDN) ,
L F R 1RAE FQDN BY , £ FQDN Amazon #48 CA A RSN E MK B RRE

Bipmy RiE4H , UHKE Amazon OCSP g EHFRIA URL, HinAUWEITERAENL
FQDN WiEHET , ELE R ZM I UIREL OCSP WA, EFLHGIRKEER , £EEXN

SN ERE
- ERARERSHIEENEEN FQDN BiRE X4 Amazon OCSP MIRI2E,
« RERIAY CNAME 123N INEIRAY DNS B,

® Tip
EXRFEHABEHEN CNAME LU ZTE OCSP RAFENEZER , 5 HENL
OCSP Mk Amazon Private CA.

Flgn , L TFRBEEN OCSP By CNAME 123 , iZi2 &I F# Amazon Route 53 F & Ro

BREW eFid) B FH SR B L5 E/RERBE
alternati alHigxk fai f@ - proxy.exa
ve.exampl mple.com
e.com
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10.

11.

@® Note
CNAME METREBSSESMILETE , Flin“http://"H https://o

ERMRET |, EELUEERRICER CA. IMZREBEX , AFERIRMEALR Amazon FiRH T
#iE. BX Amazon FAH CA IRESHHFIRUAR NAE G| CAs FRHRNMIREM B |
FS RN EHRE CA RMNIRE,

® Note
EE QBN RERFIRZHINEIFAE CA , CA BIE A MM ENAE IAM policy 5
CreateCertificateAuthority B¥EXBKHERXNAFIFIE. BXEZER , BS5H
Tag-on-create : fE 812 CA BPERZM IIE] CA.

£ CARRIEI T , BA LLUEERN B &L 1T NPRZE L Amazon Certificate Manager BRF E 1
Ao MBFFUNFE , ACM REEEFNELITI CA AR B LR IFRAKIER, &7 LABEATEH
Amazon A CA CreatePermissionAP| =} create-permission C LI 55 2 B4 1T X R,

XLERRERINE Fo

(® Note
Amazon Certificate Manager £ 1% B 4217 B HUE B,

EENT , WINET #BILE CANEN

(® Note

BXE&IME Amazon FAE CA MMER , S HAmazon Private Certificate Authority
Ef. B LAFERAE Amazon #it B a8 REE KA,

REMABRAGENERMYLT , EE62 CA. CANFAGEETENITT , ERSERAZFL
i,
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@ Note
EFEAGEETNHL , BB ®REZERIE, T CAIEREXRTER CAWEE , o]l
BREFEBIEBMENEINERHTBEATENBERNEZEIRE :
L4 CA L
- RERFTEEMME CA IEPE Amazon #2F CA
RERALR CAZEHME CAIEH

CLI

A create-certificate-authority S S 8I2FAH CA, HAIEE CAERE (ZEEENFEHEBHE
B)., PHEE (WMEBELiTRER OCSP #/= CRL ) M CA%£H (BIMNE ) . BEEMBHEERE
HHEESEELENTESSHRRERNANXSF. E , BETUUEE CAFAERN (ATHX
FROESEEIIES ) . MRS IR HESEHESE,

MREIEHEEE CRL , MEXH create-certificate-authority 8852 81 , AFUER FL LM Amazon
S3 . AXESZER , BESH WE# S3 CRLs R IHAIZKE .

CABRENHAEENLTER

- BEENAER

- ERATHOE CARANZEHAKRN
« CA AAIRZEBMEREEZMRE
-« X.500 EEEE

OCSP I REHMEBEENL T —MNIEUTEEM OcspConfiguration JR :

« Enabled #Zi% & J“true”s
( ik ) B BAR OcspCustomCname B B E X CNAME,

CRLHBHEEEENL T —NMNIENTEEMN CrlConfiguration MR :

« Enabled #rZiI& & N “true’s
- CRLEMHE , UXFEM (CRLIWERH ) .
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Amazon Private Certificate Authority ArfEm
- 8% CRL ¥y Amazon S3 ##.
« (W& ) ¥E CRL 2B AT RN S3 ObjectAcl B, 1ELARBEHRGIF | FHIEARTHE,
BXEZER , B3R FHBHA S3 LA H15E (BPA) CloudFront,

( @ik ) CA MEKIEPHEER S3 Y CNAME 31HB, MR CRL Al AFFiAE |, MRS @ #
0 Amazon CloudFront 22899 & &l

(k) B8 TEREMNCrlDistributionPointExtensionConfigurationf R :

« ZOmitExtensiontzE&REN “B” & “R’, XIEFH BT COP §F EREIAMEEA CA Ml
KEVEH, BXCOP T BHNESZER , BZHREE CRL 7 &% (CDP) URI , 31RA “true”
OmitExtension , N CustomCname TT3&iRE Ao

( AL ) S3 FEM T CRL Ky H E R
(A& ) #¥E CRL RTEER D XMCriTypeE. MRKREM , M CRL HERIAN Ko

® Note
B3I E N OcspConfiguration & M CrlConfiguration XK , AILAEER— CA £F
RAFTBENE ., NRFEMEIE --revocation-configuration S5 , NERINE IR T FHRPHLE
B TFEARS, NREBUEREERHERIIXE , S5E E5 CA(CLI) .

BX CLI =¥l , HFSHEU T

SIEFE CA B CLI RHI

UTREMBEEEFEAERNEIAXE, HafMEIRET .aws BE H%. BXBE Amazon CLI
BRENER , BSREEMNETIEXHEE, RTETRE , RINERHHSF L JSON XHHERIE
HCABRENMBPHEBA. BEZSESIURGISUFLIEERER,

MRIFESEHE , BUABERGIFBEALT ca_config. txt BlEXH.

X4 : ca_config.txt

{
"KeyAlgorithm":"RSA_2048",
"SigningAlgorithm":"SHA256WITHRSA",
"Subject":{
"Country":"US",
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"Organization":"Example Corp",
"OrganizationalUnit":"Sales",
"State":"WA",
"Locality":"Seattle",

"CommonName" : "www.example.com"

R 1 glZF A OCSP By CA
ELRHIP |, BEXHEARIA OCSP X , BIEA Amazon FAF CA TE R 510 EIE FIRFS

X4 : @R T OCSP # revoke_config.txt

{
"OcspConfiguration”:{
"Enabled":true
}
}
(8

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA

MERY , ST HEH CA B9 Amazon BEZF (ARN) .

{

"CertificateAuthorityArn":"arn:aws:acm-pca:region:account:
certificate-authority/CA_ID"

A AL
op ™

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
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--revocation-configuration file://revoke_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 \

--tags Key=Name,Value=MyPCA-2

MERDY , ki@ E CA K Amazon BIREF (ARN ) .

{

"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"

}
EANTHTRE CANEE.

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566" \

--output json

HHARNITEUTHD .
"RevocationConfiguration": {
"OcspConfiguration": {

"Enabled": true
}

2 : BIEZE A OCSP Mg E X CNAME # CA

EHRHIH , REXHBERTEHEX OCSP X#, OcspCustomCname ZH X AT REFHA
( FQDN ) #ER HE,

M FRHIRM FQDN BY |, & FQDN Amazon #8 CA A RSN EMRIEPHRREETRYT BiE
e, X E Amazon OCSP MR EHEIA URL, Him<UWEIEE EHEN FQDN WIEHE , ELEH
I BAIREY OCSP MR, EMUHEIRIERER  BREXMB AT MNMEE

- EARERSFIEENEEN FQDN BRE X4 Amazon OCSP IRIEE,
 FFHERIAY CNAME 123N INEI AT DNS iR E,
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® Tip
BXREABEN CNAME EHTE OCSP RS RNESEER | FSR BEN OCSP Mtk
Amazon Private CA.

Hlan |, L FRBEEN OCSP B9 CNAME 12% , iZi2% % Amazon Route 53 F & R,

IGE SR RE B FH SR B L5 E/REEHE
alternati alHigxk fai f@ - proxy.exa
ve.example.com mple.com

® Note

CNAME W{EARESIESMEIR , Bl http:// =K https://”o

X : 5&ATF OCSP #9 revoke_config.txt

{
"OcspConfiguration":{
"Enabled":true,
"OcspCustomCname":"alternative.example.com"
}
}
W

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA-3

MERY , ki F@mE CA K Amazon BIREF (ARN ) .
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"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"

}
ERAUTHTRE CANEE.

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566" \

--output json

LR BEUTE S -
"RevocationConfiguration": {

"OcspConfiguration": {
"Enabled": true,
"OcspCustomCname": "alternative.example.com"

=3 eIETRMII CRL BY CA
ERplp , REEEEXT CRL S8,

X4 : revoke_config.txt

{
"CrlConfiguration":{
"Enabled":true,
"ExpirationInDays":7,
"S3BucketName" :"amzn-s3-demo-bucket"
}
}
CEED)

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--revocation-configuration file://revoke_config.txt \
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--certificate-authoxrity-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA-1

MR, s SR CA B Amazon BREF (ARN ),

"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"

}
ERUTRSHRE CANEE.

$ aws acm-pca describe-certificate-authority \
--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:certificate-

authoxrity/11223344-1234-1122-2233-112233445566" \
--output json

WHEARNEELTEHD .
"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": true,

"ExpirationInDays": 7,

"S3BucketName": "amzn-s3-demo-bucket"

}I

4 BIEF A CRL 35 A BENX CNAME # CA
EHRHIH , RHEEBEEN TEEHEX CNAME 15 CRL ¥,
X4 : revoke_config.txt

"CrlConfiguration":{

"Enabled":true,
"ExpirationInDays":7,
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"CustomCname": "alternative.example.com",
"S3BucketName" :"amzn-s3-demo-bucket"

=)
ol

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA-1

MBI, a5 CA B Amazon BIREFR (ARN )

"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"

}
R T SHRE CANEE.

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566" \

--output json

RN IE AT

"RevocationConfiguration": {

"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"CustomCname": "alternative.example.com",
"S3BucketName": "amzn-s3-demo-bucket",
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R~ 5 Bl CAHEEEEAEN

HRflF , CA ERRIZECE CARIEEN. MRAEE , WEABEXSHIMIAN
GENERAL_PURPOSE, #itRflF , ZHiREN SHORT_LIVED_CERTIFICATE , iXE k& CA ¥
MEBREERANCANIESR. EREFHIAENERT , CHHERNEHIBRRISEH , X2
EEREN—D. Fit, tbRH CARDBEH,

(® Note
Amazon 8 CA 1R CA IEBRITEMMRE.

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config.txt \
--certificate-authority-type "ROOT" \
--usage-mode SHORT_LIVED_CERTIFICATE \
--tags Key=usageMode,Value=SHORT_LIVED_CERTIFICATE

1 A By describe-certificate-authority @ & 78 Amazon CLI BX4ERE CA WFEAEE , MU THS
iR -

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn arn:aws:acm:region:account:certificate-
authoxity/CA_ID

"CertificateAuthority":{
"Arn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID",
"CreatedAt":"2022-09-30T09:53:42.769000-07:00",
"LastStateChangeAt":"2022-09-30T09:53:43.784000-07:00",
"Type":"ROOT",

"UsageMode" : "SHORT_LIVED_CERTIFICATE",
"Serial":"serial_number",
"Status" :"PENDING_CERTIFICATE",
"CertificateAuthorityConfiguration":{
"KeyAlgorithm":"RSA_2048",
"SigningAlgorithm":"SHA256WITHRSA",
"Subject":{
"Countzry":"US",
"Organization":"Example Corp",
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"OrganizationalUnit":"Sales",
"State":"WA",
"Locality":"Seattle",
"CommonName" : "www.example.com"
}
I

"RevocationConfiguration":{
"CrlConfiguration":{
"Enabled":false
iy

"OcspConfiguration":{
"Enabled":false
}
.

5 6 : 812 AT Active Directory &FH CA

YRE] LA 2 3E & #£ Microsoft Active Directory (AD) #94 )l NTAuth BIERERAMFAE CA , B BEFR
BMAFEFUEPRIFEFZF[IER. BXF CAILERSA AD WEER , SR E=FIEHMAEN
#3 (CA) iEH S ALl NTAuth 4.

BiL A A -dspublish &3 , AT LAE A Microsoft certutil TE1E AD A&k CA E+H. B certutil X%

2| AD WIEBEBAMNMPEZEE. FHAKE , BRETLUFEERINEMNMNFE | 0 gm
HPN—AITEN., A TERFRER , EMXTE NTAuth BEF X HZLERMN CA, BXEZER , F5
R AA RISy REEFHITEN.

WRBIERALT ca_config_AD.txt BEX#.

X4 : ca_config_AD.txt

"KeyAlgorithm":"RSA_2048",
"SigningAlgorithm":"SHA256WITHRSA",

"Subject":{
"CustomAttributes": [
{

"ObjectIdentifier":"2.5.4.3",
"Value":"root CA"

"ObjectIdentifier":"0.9.2342.19200300.100.1.25",
"Value":"example"
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},

{
"ObjectIdentifier":"0.9.2342.19200300.100.1.25",
"Value":"com"

}

]
}
}
me

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config_AD.txt \
--certificate-authority-type "ROOT" \
--tags Key=application,Value=ActiveDirectory

MBI, a5 CA B Amazon BIREFR (ARN )

{
"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566"
}

AU TR LHRE CANEE.

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566" \

--output json

RN EE A TS .

"Subject":{
"CustomAttributes": [
{

"ObjectIdentifier":"2.5.4.3",
"Value":"root CA"
I,

{
"ObjectIdentifier":"0.9.2342.19200300.100.1.25",
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"Value":"example"

.

{
"ObjectIdentifier":"0.9.2342.19200300.100.1.25",
"Value":"com"

}

ROl 7 B8 — Matter CA |, BiTs—4 CRL , EEMAMNIEHFERT COP ¥ EH&

BT LB E S M A Matter BREREIRHILBMNFE CA, ERHIH |, FH9 CAE
Eca_config_PAA.txtENX T Matter 7= RIAENLIE (PAA) , #57% ID (VID) & EN. FFF1

X # : ca_config_PAA.txt

{
"KeyAlgorithm":"EC_prime256v1",
"SigningAlgorithm":"SHA256WITHECDSA",
"Subject":{

"Country":"US",

"Organization":"Example Corp",

"OrganizationalUnit":"SmartHome",

"State":"WA",

"Locality":"Seattle",

"CommonName":"Example Corp Matter PAA",

"CustomAttributes": [

{
"ObjectIdentifier":"1.3.6.1.4.1.37244.2.1",
"Value":"FFF1"

}

]
}
}

BHHEERS A CRLsH [ CABRLENEBATAEEMARIESHAIERIA CDP URL,

X4 : revoke_config.txt

"CrlConfiguration":{
"Enabled":true,
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"ExpirationInDays":7,

"S3BucketName" :"amzn-s3-demo-bucket",
"CrlDistributionPointExtensionConfiguration:{
"OmitExtension":true

}
}
}
W

$ aws acm-pca create-certificate-authority \
--certificate-authority-configuration file://ca_config_PAA.txt \
--revocation-configuration file://revoke_config.txt \
--certificate-authority-type "ROOT" \
--idempotency-token 01234567 \
--tags Key=Name,Value=MyPCA-1

MERDY , k@M E CA B Amazon BIREH (ARN ) .

"CertificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
}

FRUTHSRE CANWES,

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-
authority/11223344-1234-1122-2233-112233445566" \

--output json

WHEARNEELTED
"RevocationConfiguration": {

"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"S3BucketName": "amzn-s3-demo-bucket",
"CrlDistributionPointExtensionConfiguration:{
"OmitExtension":true

}
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}I

Z% CAEP
i%?ﬁﬁkl’)\—l— *ELXQUE$H§AZ§$AE CA 1IE:F-"0 7 F/u\l?)[v—.“’)\{iﬁﬁ CAo
Amazon FAF CA XEFLZK CAIUEPH=FFXR :

« RAILEMIR CA ZEIE$H Amazon FA%F CA
« Z%H Amazon FAF CAREHERXMAVMEHMNE CA IEH
s REHLMEVBEENTITENMNE CAILEH

AT&HNAT SN ARNIE, BEHARFMESATE P rivate 4 CAs,
RENZEREE

CA I PMZZEEZIFRIURT R CA WZE B E A Amazon Web Services X158, LA TR&IER T2
&5 F Amazon CLI &4k,

- XA RSAZREENR CATLERAUTEEMEAILD :
« SHA256 RSA
« SHA384 RSA
« SHA512 RSA
 TE|HAR®F Amazon Web Services X137, , X | EDCSA LRZE AR CA AJUAFER L T EEMAIE
$
« SHA256 ECDSA
« SHA384 ECDSA
« SHA512 ECDSA

B Amazon Web Services X1 @ :

XA VB
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X1 & #5

eu-north-1

me-south-1

ap-south-1

eu-west-3

us-east-2

af-south-1

eu-west-1

eu-central-1

sa-east-1

ap-east-1

us-east-1

ap-northeast-2

eu-west-2

ap-northeast-1

HIEVE
AN X ( HifESFRE )

R (B)

WA MK (&ESE )

KKt X (B2 )

KERSP (BEM )

SEM (FFER)

KK X ( TBR=)

R X (SE=54R )

EEM (EZRF )

TAMX (EH)

KEFRER (BFRILMILER )

TEA#X (ER)

RCM X (23)

T ALK (R )

RENERE®
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X145 & #5 IRV E

us-gov-east-1 Amazon GovCloud ( ZEZHRER )
us-gov-west-1 Amazon GovCloud ( ZEFEZB )
us-west-2 ZEEI (HERM )

us-west-1 XERE ( MFERILILE )
ap-southeast-1 o AHEX (703 )
ap-southeast-2 TA#X (FE )

« 1£3EIBMRAH Amazon Web Services X3 , LM NEAF EDCSA :
- XA EC_prime256v1 £ & EEMN R CA A LAEH ECDSA P256 MK IEH.
« XA EC_secp384r1 LR E LMK CA A LA ECDSA P384 M AiE$,
« EH—TH Amazon Web Services X1 , LM NIEEAF EDCSA :
« XA ec_secp521r1 EHEEMNR CA AILUEA ECDSA P521 S KIEH.

ZIRE CAIED
& AT LA Amazon Web Services Management Console 2 & %648 CA iE4 Amazon CLI,
NIER CA BNEZRIED (EBHE)

1. (A% ) MRER AR A CAWIFHAFEETE , B Ehttps://console.aws.amazon.com/acm-pca/
KAITHF Amazon A8 CA ##HlA, ERBIUEPMANMEITE L |, ERRSAFLBIERRE
YR CA,

2. EEBRE. TECALEBUITTRER CAILEFHRHE.
HIEER CAIEBSHT , EEUATIERSH

!

H
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- B - IBE CAEHIEIE B HiFIATE,. 4R CA EHBH Amazon A CA BRIAEXHN 10
F,

- XEEE -EER CAMANIERREANESEE X, TREIMERAELE CA B Amazon Web
Services XiF (BT F. BXEZER , FZHRANZZEEZP I HNMEE L Amazon
Private Certificate Authority, FSigningAlgorithmCertificateAuthorityConfiguration,

+ SHA256 RSA
+ SHA384 RSA
+ SHA512 RSA

RECWIZELTER , K542 BIAFEE. Amazon TaE CA HIEH CA SH CSR , £/
1B CAFBEIRERIES | HTHEAH#ITEES. Amazon B CA RESABEBMIE CAL
8,

4. CAHMFAFEENHEMESEREZFRES (YHEWK ) . MRLZREY , MEKWR CAREE
MERPRTRNED,

NEIER CA RIEFMZFEIES ( Amazon CLI )
1. EREBZHRFER (CSR),

$ aws acm-pca get-certificate-authority-csr \
--certificate-authority-arn arn:aws:acm-pca:us-
east-1:111122223333:cexrtificate-authority/11223344-1234-1122-2233-112233445566 \
--output text \
--region region > ca.csr

E R ca.csr B baseb4 A RIBA PEM X , HRABRERUT,

MIIC1DCCAbwCAQAwWbTELMAKGAIUEBhMCVVMxFTATBgNVBAOMDEV4YW1wbGUgQ29y
cDEOMAWGA1UECwwFU2FsZXMxCzAJBgNVBAgMA1dBMRgwFgYDVQQDDA93d3cuzXhh
bXBsZS5jb20xEDAOBgNVBACMBIN1YXRObGUwggEiMAOGCSqGSIb3DQEBAQUAALIB
DwAwggEKA0IBAQDD+7eQChWU02m6pHs1I7AVSFkWvbQofKIHvbvy7wm8V09/Bul?7
LE/jrnd1jGoyI7jaMHKXPtEP3uN1Czv+0Eza®70jgjqPZVehtA6a3/3vdQlqCoD2
rXpv6VIzcq2onx2X7m+Zixwn20Y111ELXP7I5g@GmUStymq+pY5VARPY3vTRMjgC
JEiz8w7VvC1l5uIsHFAWa2/NvKyndQMPaCNft238wesV5s2cX0US173jghIShg990
ymfOTRUgVAGQMCXvsW@7MrP5VDmBU7k /AZ9ExsUfMe20B++fhfQWr2N7/1pC4+DP
qJTfXTEexLfRTLeLuGEaJL+c6fMyG+Yk53tZAgMBAAGYIjAgBgkghkiGOw@BCQ4x
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EzARMASGA1UdEWEB,/wQFMAMBAT8wDQYJIKoZIhvcNAQELBQADGGEBAA7XXLVI5S1B
qmXMMT 44y1DZtQx3RDPanMNGLGO1TmL tyqqnUH49T1a+2p7nrl0tojUf/3Paz52F

QN@9STFk8qtYSKNMGA5PZLOA+NFsNW+w4BAQNK1g9m617YEsnkztbfKR1oaINYoA

HZaRvbA®1MQ/tU2PKZR2vnao444Ugm@0/t3jx5rj817b31hQcHHQO1QuUXV2kyTxM

ohWeLf2fL+K@xJ9ZgXD4KYNnY@zarpreA5RBe05xs3Ms+oGWc13qQfMBx33vrrz2m

dw51Kjg71luulUmtDV6ewwGa/VO5hNinYAfogdu5aGuVbnTFT3n45B8WHz2+910@dn

bA7xUellSuQ=

BRI BAE A OpenSSL &EFMEIE CSR A,

openssl req -text -noout -verify -in ca.csr

XEERRUUT AR,

verify OK
Certificate Request:
Data:

Version: @ (0x0)
Subject: C=US, 0O=Example Corp, OU=Sales, ST=WA,

L=Seattle

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

Modulus:

00:
b0:
09:

6a

3b:
Qe:
52:
86:
6a:
48:
f3:
c5:
df:
6d:
c5:

5a

b7:

c3:
15:
bc:
:32:
fe:

9a

33:
35:
be:
b3:
6f:
79:
68:
3b:
1f:
142
8b:

fb:
48:
54:
23:
ao:
:df:
72:
97:
a5:
3.
2b:
b3:

Ca

32:
31:
e3:
b8:

b7:
59:
ef:
b8:
4e:
fd:
ad:
51:
8e:
Qe:
29:
67:
:67:
b3:
ed:
e0:
6l:

90:
16:
7f:

da
da

ef:
as:
0b:
55:
d5:
dd:
17:
fa:
9.
8e:
cf:

1la

Qa:
bd:
06:
:30:
:d3:
75:
of :
5c:
01:
bc:
40:
39:
4d:
54:
07:
as:
124

15:
bs4:
e2:
72:
b3:
od:
1d:
fe:
13:
2d:
c3:
44

15

39:
ef:
94:
bf:

94:
28:
3b:
97:
a3:
:0a
97:
c8:
f2:
79:

6a

da

b5:
:20:
81:
of :
df:
9c:

3b:
7c:
2c:
3e:
82:
:80:
6f:
od:
fa:
8b:
d7:
78:
01:
b9:
fa:
31:
f3:

ee:
e6:
de:
b8:
:08:
ef:
bc:
53:
85:
5d:
e9:

69:
a2:
4f:
di:

3a

ba:
07:
e3:
of:
:8f:
f6:
99:
06:
dl:
07:
ed:
e0:
90:
3f:
16:
le:
32:

ak:
bd:
ae:
de:
65:
ad:
8b:
99:
32:
14:
db:
84:
30:
01:
af:
(of /1
1b:

CN=www.example.com,

7b:
bb:
77:
e3:
57:

7a

1lc:
44
38:
05:
7f:
84:
25:
of:
63:
b7:
e6:

25:
f2:
75:
65:
al:
:6f:
27:
ad:
02:

S9a

30:
al:
ef:
44
7b:
di:
24:

23:
ef:
8c:
0b:
bs4:
e9:
da:
ca:
24:
:db:
7a:
83:
bl:
c6:
fe:
4e:
e7:

it
A

!

H

] CAIEH
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Signature Algorithm:
Qe:
Qc:
7e:
9d:
bd:
81:
b0:
6d:
54:
of :
9c:
3d:
66:
31:
e9:

f1:
77:
3d:
85:
00:
2c:
34:
Qe:
2e:
59:
6c:
ab6:
bf:
53:
75:

(of /1
44
be:
40:
f8:
9e:
94
fe:
5d:
81:
dc:
77:
54:
de:

4a

b5:
33:
56:
dd:
di:
4e:
ch:
dd:
5d:
70:
cb:
Qe:

ee

7e:
ce4b

7b:59
Exponent: 65537 (0x10001)
Attributes:
Requested Extensions:
X509v3 Basic Constraints:
CA:TRUE

da

48:

sha256WithRSAEncryption
:31:
be:
a2:
48:
34:
35:
be:
df:
2d:
ab6:
7c:
52:
76:
af:

e6:
:9c:
be:
3d:
6c:
ed:
3f:
e3:
ak:
f8:
3e:
62:
:61:
39:

da

4a:
35:
6d:
b5:
c7:
c9:
29:
ao:

2a

36:
07 :

cd:
c3:
:9e:
bl:
6f:
f2:
4d:

9a

41:
46:
e7:
64:
b0:
91:
8f:
:e3:
3a:
89:
65:
:38:
29:
c5:

cc:
ds:
9c:
3b:
d8:
87:

aa

2c:
ae:
f2:
e0:
96:
29:
f3:
a2:
d3:
d7:
dé6:
01:
cf:

165
63:
5d:
ab:
10:
86:
94:
S5e:
15:
36:

7a

eb:

fa

6f:

critical

. CC

b5:
2d:
58:
10:
89:
76:
db:
9e:
ab:
:90:
94:
:20:
bd:

3e:
62:
35:
a9:
ag:

8a

76:
58:
fd:
b7:
co:
6b:

ee

47

38:
ed:
1f:
cc:
60:
:00:
as:
50:
of .
80:
71:
43:
:5a:
67:

cb:
ca:
ff:
19:
f6:
1d:
e3:
70:
2f:
e5:
df:
57:

1a

6cC:

2. EALE—SHH CSRERN --csr SHNSE , MARILESR,

®

$ aws acm-pca issue-certificate \

--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authoxity/CA_ID \

--csr file://ca.csxr \

Note

50:

aa

73:
de:
be:
96:
8e:
71:
e2:
10:
7b:
a7’:
:e5:
Qe:

do:
:a’:

da

4f
b5:
91:
14:
do:
b4 :

S5e

eb:
b0:
5b:
f1:

b5:
50:
:67:
64:
ed:
bd:
82:
d2:
(of /1
:3b:
af:
co:
9d:
51:

MREEHANR 1.6.3 HES Amazon CLI A | BEREFRENMAXHfileb: //8F

FERAME, XHEATUEKER Amazon FAF CA 4T Base64 wIBHIEIE,

--signing-algorithm SHA256WITHRSA \

--template-arn arn:aws:acm-pca:::template/RootCACertificate/V1 \

--validity Value=365, Type=DAYS

3. KWRRILES.

$ aws acm-pca get-certificate \

ZHR CAEH
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--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-

authority/11223344-1234-1122-2233-112233445566 \

--certificate-arn arn:aws:acm-pca:region:account:cextificate-authority/CA_ID/

certificate/certificate_ID \
--output text > cert.pem

ERHIXH cert.pem 22 base64 &N mIBH PEM X4 , HRNBE R T,

MIIDpzCCAo+gAwIBAgIRAIIuO0arlQETI1UQEOZIGZYdIwDQYJIKoZIhvcNAQELBQAwW
bTELMAKGALUEBhMCVVMxFTATBgNVBAOMDEV4YW1wbGUgQ29ycDEOMAWGALUECwwF
U2FsZXMxCzAJBgNVBAgMA1dBMRgwFgYDVQQDDA9S3d3cuzXhhbXBszZS5jb20xEDAOQ
BgNVBACMB1IN1YXRObGUwWHhcNMjEwMzA4MTUON I3WhcNMj IwMzA4MTYONFI3W]jBt
MQswCQYDVQQGEwJIVUzEVMBMGALUECgwMRXhhbXBsZSBDb3JwMQ4wDAYDVQQLDAVT
YWx1czELMAKkGALUECAwWCVQEXxGDAWBgNVBAMMD3d3dy51eGFtcGx1LmNvbTEQMA4G
ALUEBwwHU2VhdHRsZTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAMPY
t5AKFZQ7abgkeyUjsBVIWRa9tCh8oge9u/LvCbxU738G4jssT+0ud3WMajIjuNow
cpc+0Q/e42UL0/6gTNrTs60C0091V6GODprf/e91DWoKgPatem/pUjNyraifHZfu
b5mLHCfahjwXUQtc/sjmDQaZRK3Kar61j1UBE/LeONEYOAIkSLPzDtW8LXm4iwcU
BZrb828rKd1Aw90I1+3bfzB6xXmzZxc5RLXveOCEhKGD32jKZ/RNFSC8AZAw]e+x
bTsys/1UOYFTuT8BnNOTGXxR8x7Y4H75+F9BavY3v+WkLj4M+01N9dMR7Et9FMt4us
YRokv5zp8zIb5iTnelkCAWEAAaNCMEAwWDwWYDVROTAQH/BAUWAWEB/zAdBgNVHQ4E
FgQUaW3+r328uTLokog2TklmoBK+yt4wDgYDVROPAQH/BAQDAgGGMARGCSqGSIb3
DQEBCwUAA4IBAQAXjd/7UZ8RDE+PLWSDNGQdLemOBTcawF+tK+PzA4Ev1imn9VuNc
g+x30ZvVZSDQBANUz@b90Pe054aE38dW1zQm2qfTab8822aqeWMLyJ1dMsAgqYX2
t9+ubw3NzRCw8Pvz18V69+dFE5AeXmNPOZ5/gdz8H/NSpctjlzopbScRZKCS1Pid
Rf3Z0Pm9OQP92YpWyYDkfAUQ4xdDolvROMY jKPk1l4LjRqSU/tcCInPMbIiwg+bWpX
2WJoEBXB/p15Kn6JxjI0ze25nSI1481Z8it4fvxrh0o@VoLNIuCuNXJOwU17Rd11W
YJidaq7je6k18AdgPAOKh8y1XtfUH3fTaVwa

BRI LAE A OpenSSL EF MBIEIEBHAR,

openssl x509 -in cert.pem -text -noout
XeERELUATHRENH L.

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
82:2e:39:a3a:e5:40:44:e5:51:01:0€:64:91:99:61:d2

it
A

!

H

] CAIEH
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L=S

L=S

Signature Algorithm: sha256WithRSAEncryption

Issuer: C=US, O=Example Corp, OU=Sales, ST=WA, CN=www.example.com,

eattle

Validity
Not Before:
Not After :

eattle

Subject Public Key Info:
Public Key Algorithm: rsaEncryption

M
M

ar
ar

8 15:46:27 2021 GMT
8 16:46:27 2022 GMT
Subject: C=US, 0O=Example Corp, OU=Sales, ST=WA,

Public-Key: (2048 bit)
Modulus:

00:
b0:
09:
6a
3b:
Qe:
52:
86:
6a:
48:
f3:
c5:
df:
6d:
c5:
5a
b7:
7b:

c3:
15:
bc:
:32:
fe:

S9a

33:
35:
be:
b3:
6f:
79:
68:
3b:
1f:
142
8b:

59

Exponent:
X509v3 extensions:

X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Subject Key Identifier:

69:6D:FE:AF:7D:BC:B9:32:E8:92:88:36:4E:49:66:A0:12:BE:CA:DE

Ca

fb:
48:
54:
23:
ao:
:df:
72:
97:
a5:
3.
2b:
b3:

32:
31:
e3:
b8:

b7:
59:
ef:
b8:

4c

65537

90:0a:15:94:3b:
16:bd:b4:28:7c:
7f:06:e2:3b:2c:
da:30:72:97:3e:
:da:d3:b3:a3:82:
fd:
ad:
51:
8e:
Qe:
29:
67:
:67:
b3:
ed:
e0:
6l:

ef:75:0d:6a:0a

a8:9f:1d:97:ee:
Ob:5c:fe:c8:e6:
55:01:13:f2:de:
d5:bc:2d:79:b8:
dd:40:c3:da:08:
17:39:44:b5:ef:
f4:4d:15:20:bc:
£9:54:39:81:53:
8e:07:ef:9f:85:
cf:aB8:94:df:5d:
la:24:bf:9c:e9:

(0x10001)

X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

Signature Algorithm:

17:8d:
8e:05:
5c:83:
a8:e7:
aa:79:

df
37
ec
86
63

:fb:51:
:1la:c0:
:77:al:
:84:df:
:0b:c8:

69:
a2:
4f:
di:

3a

:80:
6f:
od:
fa:
8b:
d7:
78:
01:
b9:
fa:
31:
f3:

sha256WithRSAEncryption

9f:11:0c:4f:8f:2d:64:83:
5f:ad:2b:e3:f3:03:81:2f:
9b:d5:65:20:d0:04:03:54:
c7:56:d7:34:26:da:a7:d3:
9d:5d:32:c0:20:29:85:f6:

ba:
07:
e3:
of:
:8f:
f6:
99:
06:
dl:
07:
ed:
e0:
90:
3f:
16:
le:
32:

ak:
bd:
ae:
de:
65:
ad:
8b:
99:
32:
14:
db:
84:
30:
01:
af:
(of /1
1b:

34:64:1d:
96:69:fd:
cf:46:fd:
69:bf:3c:
b7:df:ae:

CN=www.example.com,

7b:
bb:
77:
e3:
57:
7a
1c:
44
38:
05:
7f:
84:
25:
of .
63:
b7:
e6:

2d:
56:
ao:
db:
eb:

25:
f2:
75:
65:
al:

:6f:

27:
ad:
02:
9a
30:
al:
ef:
44
7b:
di:
24:

23:
ef:
8c:
0b:
bs4:
e9:
da:
ca:
24:
:db:
7a:
83:
bl:
c6:
fe:
4e:
e7:

e9:
e3:
7.
66:
od:

it
A

!

H
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cd:
4f:
11:
b2:
78:
57:
92:
48:
e3:
d3:

cd:
di:
64:
60:
2e:
do:
9d:
b8:
7b:
69:

10:
9e:
ao:
39:
34:
:68:
:38:
:8d:
:35:

6a

138

b0:
7f:
92:
1f:

f0o:
81:
94:
01:
:49:
10:
f0o:
5c:

:f3:
:fc:
:9d:
:38:
red:
:cl:
:7c:
:b0:
:60:

d7:
1f:
45:
c5:
70:
fe:

8a

53:
3c:

4. FAR CAIUEFHLRHEZEE CA L.

(® Note
MREEAR 1.6.3 HES Amazon CLI iiA , EEEEMENRM AN M fileb: //8¢

AR, X TLFEEIER Amazon FAF CA 4T Baseb4 HmIBHIEIE.

$ aws acm-pca import-certificate-authority-certificate \
--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authority/CA_ID \

KE CA BFRE,

$ aws acm-pca describe-certificate-authority \
--certificate-authority-axrn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

c5:
3.
fd:
do:
22:
9d:
:de:
S5e:
od:

--certificate file://cert.pem

--output json

RENEE RN ER

"CertificateAuthority": {

"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-

7a

52:
do:
e8:
67:
79:
1f:
di:

Qa

:f7:
a5:
38:
dé6:
3c:

2a

e7:
cb:
f9:
4.
c6:
:7e:
bf:
76:
:87:

1la

5d:
cc:

authority/11223344-1234-1122-2233-112233445566",
"2021-03-05T14:24:12.867000-08:00",

"CreatedAt":

"LastStateChangeAt": "2021-03-08T12:37:14.235000-08:00",

"Type":

"ROOT",

45:
63:
bd:
74
c9:
89:
cel:
56:
b5:

13:
97:
40:
31:
8b:
c6:

3a

60:
Se:

90:

3a

ff:
88:
Qa:
32:
:8d:
98:
d7:

le:
:29:
76:

Cca

be:
34:
15:
9d:
d4:

S5e:
6d:
62:
:3e:
6d:
cd:
ao:
6a:
1f:

63:
27:
95:
49:
6a:
ed:
b3:
ae:
77:
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"Serial": "serial_number",

"Status": "ACTIVE",

"NotBefore": "2021-03-08T07:46:27-08:00",

"NotAfter": "2022-03-08T08:46:27-08:00",

"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
"State": "WA",
"CommonName": "www.example.com",

"Locality": "Seattle"

I
"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"CustomCname": "alternative.example.com",
"S3BucketName": "amzn-s3-demo-bucket"
},
"OcspConfiguration": {
"Enabled": false

ZEBITEENME CA iFH Amazon FAF CA

A LAE A Amazon Web Services Management Console 3 Amazon #AF CA EEMIME CA BIZEF

RELH,
A Amazon #,F CA TEMME CA IENZEIEPH

1. (& ) MRFERHEAN CANFEHFEERE , EEhttps:/console.aws.amazon.com/acm-pca/

KRHFTIT Amazon FoH CA 288, ERBIUEFMRNERE L , EERENFLEBIERLZE

ZEIME CA.
2. ERRE. TECALEBUITALRENE CAIUEBTHE,

ZEBIELEWME CA EFH Amazon FAH CA

MR latest 237
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3.

£ “REME CAEPH” WER £ CAEE” T | £ Amazon Private CAZZHEEMIEH
Amazon #\& CA.

EIEER CAT , NRFAE CAFIRFIERE CA, JIRZTYFEFTLER CAs FEUTHRH4HTI
=

- BRMBEFEAZ CA IR,

- ZCAT2BEZR,

« % CA&TF ACTIVE R3S

- CA 33 GENERAL_PURPOSE.,

EIEENE CAIEBSHT , BEUTIERSH

- BRI - IEE CAEHAVEIE B HFIeT A,

- LEEE -EER CAHRMERNERANSERE L, BB :
+ SHA256 RSA
+ SHA384 RSA
+ SHA512 RSA

- BREKE - NE CA BEXZJMEBRALUMINEERR. BEKENT (MIAME ) RRR#EL
BAUWSKRES |, TREGIE CALER, —IHSNMEEREZWREMNE CA A LIS IEH M 632
Hfth CAs NBIE+,

« 1 ARN - 2RIt CAEPEEEIRN ARN, IREEXNIBENBERKE , BRtEE4FR, W
BREH CLI MAIE PRSI API IssueCertificate i@ /EBIEIEF |, MAMFSIEE ARN, BX
Al CA L BEIRME L , S H Amazon Private CA iE P EHR,

RECWEBRDER , AE%E HWIANRE, Amazon F45 CA SH CSR , EAME CA il
BERERITS , FEARENHR CASBIIH, Amazon B CA A5 S ABLEEHME CA
T,

CAMFMELRAMBE RRERS (MPRXK ) . WREERY , FERWME CAFER
ME ML RAED.

ZERHBIEBR CA LEHNME CA IS

BRBHFIREMNEFE CA BEFOIEFLE CA Amazon Private CA |, BALLUAR BRI REBAIPZ
BZHHEEEN CAIERRBET. FEANE CAZENE CAULPEELLATAREERSEEFRE
RNEZMENN , REBLEFERAE=FRMHE,

THRMABR CAZENMNE CAIEB WA latest 238
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® Note
SIESFREINBEERSREREFNIETEARERENITIEEERN,

HEEMNE CA HABABZEMRNMHRNRZE , HETEBRUATES :

1. MIREGEHZHER (CSR) Amazon FAF CA.
2. ff CSR RRALHNBLEMANN | HIRIMZEM CAUBARMBELEIES,
3. fF CAEBHEEES A Amazon FoF CA SUBUEEMME CA,

BXREASR  FSH EANSEENFALE CAILED

EEIXNFAE CA NI EIN R

FEAXFAE CA EEXLERNRIAF # Amazon A8 CA AILAfEAZ CA EBHMIEH, CAFIEER
PR R AE B iR E BT BN REFR LB EEMERER Amazon Identity and Access Management
(IAM) i Amazon Web Services IKf7, R CAFTEEBISETRRNERIRN , BEETRE
Amazon K= iy A 7 B A AR IEF .

BXAF , TeREKFEREKF, , #A EM AUt £ A Amazon A CA = Amazon
Certificate Manager &R, Amazon #,%8 CA IssueCertificatei@id API 5 issue-certification CL | &5
TMAMIERLETFHEREERS. WREPFEEERREFLFIRE , HAEFHRFHET. EEMN
ACM ##l& . ACM RequestCertificateAP| BiIERUEH CL | ep Sl & U, EIEBJUBR R
EEE ACM £EHERSF, MR CAEERAAW , HEMRENK,HE ACM WRSHXAES , I
B /ERH B3 41T,

£}
« 1AM F P 63 S 0K 5 R
o B hnEsIK - FEURRE

7 1AM A I B IK SR

HCAEER (ANCAMMEE ) MEPMEERBEER— Amazon Ik et , REMERBER A
B— IMUBREBRAK Amazon Identity and Access Management (IAM) P | M A ENERER /RS
o BXWF IAM & Amazon #28 CARRR—E2FEANEEARRAINR , FSHASHMIGREE (IAM)
Access Management 3& i T Amazon Private Certificate Authority,
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BIKF R 1 MRFEELED

EXMERT , KPBEEQNE—/FLE CA, ABCE—INMEEHNAHFIE CAZIZIEENEN IAM
BAF. IAM AF@TAA Amazon FA8 CA IssueCertificate APl R &LIEP,

Cwner creates 1AM
Crwner creates CA | & user to issue and
renew certificates

1AM user issues certificate using
arm-poa : Issnelfertificate

APl to issue certificate signed by CA

U AXMANIERARIEE K XERSEEAMVNBHSEHRREEFAMNEZ L, XEIEHSH
RS F LT, AL AP MRIERFEZIERLERIFER (CSR) M Amazon F4F CA B OpenSSL
BELBFZAERNZEN. BXESEEL , HSH IssueCertificate 31#4,

BIKF=RG 2 BE ACM MR FEEUH

FE-MER S KRKE ACM Fl PCA 9 API 124E, Ik B &GS —H0IEFAE CA F IAM AR,
R, WPRAEBEER ACM RFZFEAETFNRUBHEITHL CA ZXEWNAAIEH. IAM AP BXM
RiE$H |, BXX2ED FAALE CSR MEZLAEMRK ACM RequestCertificate APl, ZiEHE|H]
& , ACM £ B HITEIT TERRE.

Onwner selects PCA console option ACM
access to renew certifimtes requested by

1AM user issues certificate using

=1 [ 2 =
P using AM consocle

Onwner creates 1AM
user to issue and
renew certificates

ACM auto-renews
certificate

Onwiner uses
acm-poa:CreatePermission
AP| to grant permission to ACM service
principal to renew certificates signed by CA

1AM user issues certficate using
acm: BequestCertificate
APl

MK FPEBE TR ERERE CA BB 2EEi#EA PCA CreatePermission APl B EREEFH A&
FEITNR, Btk TERELEZNIEEEIPITATES ACM £KH Amazon RS

T—HEsRTFEITNRHIE,

A 1AM P 2 B 0K P AR IR latest 240
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FEBLEIT R 2 Biss ACM

f&Bh Amazon Certificate Manager ( ACM ) FHIEEL] , BAIUBHRMITAENABIELIERE
TR, ATk ACM BHLITFAE CA ERMIEP , CA RFAJE ACM BRS EMHERFFIE AT e
PR, MR ACM REEXLLEITHR , Il CAWHEEE (SRR K ) XAESMBE LT F
M EFMARZIUED.

/A Important

XL AT RS ERRE CA FREEMIEPMAEEFEER—I Amazon K/~ HEHER
BXREKFZR , B0 HINEKS FEIEEE,

ZITNRAELE CA IEHRZEIR , #ERE CALLT ACTIVE RS , BIAE A6 E EK,

EAT LM Amazon #,8 CA ##l&. Amazon Command Line Interface (Amazon CLI) ; Amazon #A%8
CA AP| EHEFAHE CA R :

1 ACM S EFLE CA AUR ( #2414 )

1. BEFKIEH Amazon ik P H fEhttps://console.aws.amazon.com/acm-pca/ZR R ITF E Amazon o8
CA #lo

ERFILEBMRNMTEL , NIIRPERENFLE CA,
EFRBRE, BE CANR.

IR ACM 77 8] BAZETT LK 7 18 SRV IE .

ERRF

o b @b

£ Amazon #448 CA ()Amazon CLIFREE ACM R

£ A create-permission T SR D ELLE ACM, 450 5 B 4 BRI AR
( IssueCertificate, GetCertificate fl ListPermissions ) LA ACM BEBBILEITiE .

$ aws acm-pca create-permission \

--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authoxrity/CA_ID \

--actions IssueCertificate GetCertificate ListPermissions \

--principal acm.amazonaws.com

£ A list-permissions @ =% CA ZREIIBR

R IAM AP Bl 2K R MR latest 241
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$ aws acm-pca list-permissions \
--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authoxity/CA_ID

£/ delete-per mission TR HE CA D EARS AN, Amazon

$ aws acm-pca delete-permission \

--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authoxrity/CA_ID \

--principal acm.amazonaws.com

B DB K 7= 17 BUR B

H CAEERMIEPMAENMTFREN Amazon IKF et , CA BEEAMAHE CA HRINR, X2
BIRETRRNREMMNE CAREIN. ZRBABENEZERARTRITINR , ZERATIUR
Amazon lFFIE#E. IAM FIF. Amazon Organizations ID AL E (] ID,

CA BEE R ATLUEN AT A M M EE R

- EEBESIAY , H Amazon Resource Access Manager (RAM) , iX 2K F~ #£ = Amazon
FRNFRER %, HIESHMKF PR Amazon RAM £ ARE CA BReY , IENETHR
MR E3KMNE CA. HX RAMWESEE , 55 (Amazon RAM A 1ER) https:/

docs.amazonaws.cn/ram/latest/userguide/o

@ Note
®#E CA , RBERRE, EEREFERE , IAEAITIF RAM 258,

- BUmEHS I , £/ PCA APIs PutPolicyGetPolicy, . DeletePolicy
 7£ Amazon CLIFF 3£ PCA @5 % put-policy. get-policy Hl delete-policys

RAEEHEREEFEE RAM B RMNR.
KPR 1 . MIEH B MR IEE LS

EXMERT , CA EE R A Amazon Resource Access Manager (Amazon RAM) 5 E At Amazon
T HEZ CA BRI , AN ATFZKFMEIEE ACM IiEH, ZEBER Amazon RAM A BB # 50k
FPHECA, b LUBE K FTE# Amazon Organizations ID [B#3£ = CA,

B BN 5 Ik = F BN SR BE MRS latest 242
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Account #2
must accept share

A
NO

Account &2 sses Account #2 uses
Auto-accept . red O issU
e o WIMY v CA n lise of SRR shared OA D issue
configured? . = certificate from
available CAs -
ACM console

AWSE Account#1 uses
AWS RAM to share CA:

*  With Account #2
CA Administrator directhy
[AWS Account#1)

ACM attaches SLR
to Account #2,
pErmitting

auto-renewal

creates CA L With Account #2 via
AWSE Organizations

*  With Account #2 via
organizational unit

RAM &3 £ Z % R/E Amazon Organizations , WA ZR AL TIEZ ZERTEFHLER. WHAT
LL#i & Amazon Organizations 7 BEEZ X ITHRE,

@ Note

BWAKFARE ACM FEBBEEIT. BE , FEXEARE CAR , ACM &R &K — MR
SHEXAR® , ATFEI Amazon FAF CABITEABTWIERER., MRBLRBRELK (BER

HTHRDR ) |, MiZ CAWIERT2B3EIT. RE ACM AP T LEFRAIZE , CABERATL
ERREE, BXEZER , FSANEZMEXAE (SLR) AF ACM,

B RE 2 £/ API 3 CLI R FEEMIEFEE LS

E-ANRBERT FEAFM Amazon FAF CA API ATRERY = Amazon Certificate Manager & 1T 1%
Ui, FRIEIXSERELTEREMNEY Amazon CLI G35 RHIT.

Account #2 issues certificate using
acm-pea:Issuelerti ficate
APl

AWS Account #1 uses

acmrpca tPutPolicy
APl to share CA:

= -
CA Administrator ;;:__:Ew"t#‘
[AWS Account #1) g
ErESis E8 \With Account #2via
AWS Organizations:
With Account #2 via
orEanizational unit
Account #2 issues certificate using At:‘:zﬂ;j“ ACM
acm-BequestCertificate .Ermittin . auto-rensws
4P| = = certificate
auto-renewal

HTHERROIFEZEFERT APIBE , RILIEBMAEE TLLEREFEA API BEXRM LIS, PCA
API| #1E IssueCertificate 24EKIEREILH , ZIUEBTFLBILEIT , HEMSMSHEMFH L

B hn B K 7= 17 BUSR B MRS latest 243
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%%, ACM API #2{E&RequestCertificate E KIEEIEH , ZIE P AILIBRMEZEE ACM ERRFZ LH B
T,

® Note

BB FIKFARE ACM FEEBZEIT, B , TAXREALE CArt , ACM 2ZE —MR
SHXA® , ATHEXN Amazon #B CAHTTEABESTWIER AR, MRLRERK (BER
HTRONR ) , Wiz CAWIEHRF2EHEKIT , FERE ACM A/ AT EREE , CA EE
REERRABE, BRESEE , FSARKRSHEXAS (SLR) AT ACM,

B2 CAs

A LA Amazon FAF CA #4|& 3 Amazon CLI ZI HEBERENIFE CAs WIAER &,
CAs FREZEHAINHATHAER

1. BFEH Amazon Bk H fEhttps://console.aws.amazon.com/acm-pca/Z B ] FF £ Amazon FoH
CA

2. EFRMFIEBMRHNMIIRPNER. BUUEREG LA CASTBHI KSR, 81 CA 5HF—
17, 81 CABERUTHOHEEH

- FAE-CANTSHENEERE,

* ID - CA #y 32 35 + 7t M —4RiR&F

« REZ-CART. THENENEEZCIR,. FAEIESR. E3). EMR. E2A. EedPMEK,

« KB _CAMEKE, TENENRINE.

- BX -CANER, ATEEMNENBER (MR ATEENTARE A ENIES ) MEHRES (MEAEKE
HBARERNIES ) . EREEERT , RENERHA TR RHHENF. RAENEA,

- FiIE&E-IHE CA B Amazon Ik, IXATREREHNIKS, , L AJEER MERE IR CA EENRIIK .

- BEAEE - CAXBEFENLAERAEZL. TeelER RSA_2048, RSA_3072, RSA_4096. ec
_Prime256v1, ec_secp38 4r1 Ml ec_secp521 r1,

- XEEE-CALBUPBERAMANEE, (FTESMRUEBNATEZIIERH
SigningAlgorithm Z¥UE%E, ) AEEM{ER SHA256WITHECDSA, WITHECDSA., SHA384
WITHECDSA ., WITHRSA, SHA512WITHRSA # WIT HRSA, SHA256 SHA384 SHA512
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® Note
FalBELERERFEE LANRERFKEENEE RNSIIREMIRE,

EHHATAMNE R , i CAs £/ Amazon CLI

f$ A list-certificate-authoritiestn I H AT AR A CAs , AT RBIFTFR -

$ aws acm-pca list-certificate-authorities --max-items 10

WTIRERLTTXHNEES :

{
"CertificateAuthorities":[

{
"Arn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID",
"CreatedAt":"2022-05-02T711:59:02.022000-07:00",
"LastStateChangeAt":"2022-05-02T11:59:18.498000-07:00",
"Type":"ROOT",

"Serial":"serial_number",
"Status":"ACTIVE",
"NotBefore":"2022-05-02T10:59:17-07:00",
"NotAfter":"2032-05-02T11:59:17-07:00",
"CertificateAuthorityConfiguration":{
"KeyAlgorithm":"RSA_2048",
"SigningAlgorithm":"SHA256WITHRSA",
"Subject":{
"Organization":"testing_com"
}
3,
"RevocationConfiguration":{
"CrlConfiguration":{
"Enabled":false
}
}
}
]
}
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EFHAE CA

BRI AR ACM B AR EFTEXFIE CANFARKE , AREFTEETRHPN/LME. Amazon
CLI BEXxEHMNIFMEECAs , HSHEFREHFHE CA Amazon Private Certificate Authority,

HEHEHESE CARAER

1.

B FZIEH Amazon 1k F H fEhttps://console.aws.amazon.com/acm-pca/Z B ] FF £ Amazon FoH
CA .

EREMBIUEBMANEIIR, B UERAG LA CAs TEAKZ T,
ZE R CANFATHYE  FEREERERN CA ZUMEREH, XFITF-—NM2EUTE
N+FXAENFREEER

FEHAEETF - BXx CANIUZHEMNER. BXEZEER , 55 Subject distinguished
name. ERHNFREE :

- FRAE-RUENENREEFERE

« HLA (O0)-flmm, AEER

- HARBN (OU)-filn , NBRIBHZE]

- BR/MXEN (C) - ANFENER/MXRHE

- MBEEH - MREHNLH

« FREH B - W B

- NAB (CN) — AFHrIR CA MAXRTIRFERFH,

CAEBETF - BXx CAIEPERMENEFEL

- BRHE - CAIEBELZAIBERN B HAFETE

o BIHARYE] — E 2 HA AT H K2

PHEEBIEIF - BHANERMWIES RHEET, ERREHITEN.

- IEFREESIER (CRL) 2B - RENEBASREEA

s ELKIEPRAMIL (OCSP) -RENEBHALEEHA

WPRIETF - L FEY Amazon Certificate Manager ( ACM ) it CA &R HIEFH LT
PR, EFRREHITER.

ACM &iTHEN - REN BB REZENX

HREETF - BHET NI CA 7 BN AT HE MRS, EFEEREUER,

“BRHAE BRI+ — ZY 7B Amazon Resource Access Manager (RAM) A it CA 2B HY
RELAE, EBREERRAZUER,
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%?—\— ﬁlﬁ/\?ﬂg%g]—‘
* )ljt - ﬁlﬁ/\?ﬂg){ﬁﬁ

4. EBEEREMN CAR ID FERUTTAENEK, CAR 32 FT+REH M —IMRAPREINHE R
ZERRERUATHINESR

o« RA-CARS, WREMNENEECE. FABIEH, E31. CHIR. EE2H. E3HMEM,
« ARN - CA B9 Amazon #&JREE& Fro

- FIE&-#8E CA M Amazon Ik, XTREREMNIKF, (B2 ) , L RERMEER CA EEN
BRAYIK 7 o

« CAHE _CARER, AEENENEINNE.
- BIERAtE - 82 CA K B HFAtE,
T HA B HA — CA IE BT HIR B HA AN (aEl,

- B -CANERR, ARNENER ( TEENEMEHBHIES ) MERILES (RKEXH
NERWIES ) . EEERRT , RENERH TR BHEIE. MNEANEA,

- BIEE - CAXENLERAE L. AEMN{ER RSA 2048, RSA 3072, RSA
4096, ECDSA P256, ECDSA P384 # ECDSA P 521,

- EEEE-CAZBLPBERAMANEE, (FTESMAXUERBNATEZIIERN
SigningAlgorithm Z#R%E. ) ARER{ESE SHA256ECDSA, ECDSA. SHA384
ECDSA. RSA. SHA512 RSA #l RSA SHA256 SHA384 SHA512

- BATHZSIE-RERIEELERE (FIPS) NEA. RASMUTEF#ITIER : FIPS
140-2 ¥R 2 HES. FIPS 140-23 RHESF , ARk CCPC FH 1 HESF, SEHEA Amazon
#b X T %o

(® Note

M 2023 F£ 1 B 26 Bi€ , Amazon FAFIERMANEFER RS FIPS PUB 140-2 Level
3 MR EEIR (HSMs) RIFFEPE M XHIFTE CA R,

EEFENEHR CAEAFSE |, BEMFERH Amazon CLI

£ Amazon CLI ##9 describe-certificate-authority @ E R E>x CA WIFMER , M THSFT
ZN
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$ aws acm-pca describe-certificate-authority --certificate-authority-arn
arn:aws:acm:region:account:cextificate-authority/CA_ID

BHRERLTTXHNER

{

"CertificateAuthority":{
"Arn":"arn:aws:acm:region:account:certificate-authority/CA_ID",
"CreatedAt":"2022-05-02T11:59:02.022000-07:00",
"LastStateChangeAt":"2022-05-02T11:59:18.498000-07:00",
"Type":"ROOT",

"Serial":"serial_number",
"Status":"ACTIVE",
"NotBefore":"2022-05-02T10:59:17-07:00",
"NotAfter":"2031-05-02T11:59:17-07:00",
"CertificateAuthorityConfiguration":{
"KeyAlgorithm":"RSA_2048",
"SigningAlgorithm":"SHA256WITHRSA",
"Subject":{
"Organization":"testing_com"
}
1,
"RevocationConfiguration":{
"CrlConfiguration":{
"Enabled":false
}
}
}
}

BXBEGTITENLE CANEE , H3H E5 CA (CLI)

NIEWFLE CA RINFRE

HRER—ERYTHBEBHRMNEE , ATHRISMNAL Amazon BR. 8MrEHEEE—MNME M—
ME. BHLAER Amazon #AF CA ##l&. Amazon Command Line Interface (Amazon CLI) =
PCA API kiR, EEHBERILAE CAstiE,

BRI LARERT WAL CA RINBR B E XRE, Hlan , e LAEAEMENvironment=Prodsz %
CAs HYEEXKHFRIC privateEnvironment=Beta , LA¥RiR CA ERHTHANRE, EXESZELR , FS
B ZFAE CA.

AL 7S MR latest 248
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® Note
EE QBN RERFIRZHINEIFAE CA , CA BIE R M4 ENAE IAM policy 5
CreateCertificateAuthority BEXBRHAEXAFRIE. BXESZER , HSH Tag-
on-create : fE 82 CA BPEFREMIMNE CA,

HAth Amazon BRREZFHIRIC. BUUNER—HFESBRAETRANTRIUIERXLERRELEMEK, Hi
m, B LUFARE (0 Website=example.com ) ZEi4s CA. Elastic Load Balancing A #19#85 L
REAMMEXER. BXH Amazon BRRFIFENESEER , B35 (LS¥ EC2 AFER) ¥HXF
I 55 EC2 BIRAMIFE .

LT EAREERT Amazon A8 CA 5% :

- §NMNFAE CA B ARIRZEHRE 50,

- REEHBEAKER 128 NFK.

- REENRAKER 256 NF&F.

« REBNETUEEUTER : A-Z, az M . +=@_%- (EZRF)

- REENEX D KNE,

« 1R% aws: M rds: BIBRLAE Amazon A ; BFTERM, RESIMEREBL aws: = rds: FFk
IR, L& Htags-per-resource ELEiFFkaws : Brds: T it AB &M BRIAPRE

- WREBHNESNIMRFNBERPEAFNFLELFE , BlcSHMRSATENATERNFRHERRER
#lo ESRZIRS X RIHY Y,

« Amazon #AF CA FRZFR A AT+ H Res ource Groups FHrZ 4 %E 25 H Amazon Web Services
Management Console,

AT ELUR M Amazon 8 CA #£#l&. Amazon Command Line Interface (Amazon CLI) 8 Amazon A
B CA APl AFAE CA RIFRZ,

FRIZFE CA (12814 )

1. B FIEH Amazon Bk HFEhttps://console.aws.amazon.com/acm-pca/R H 3T FF = Amazon FA%8
CA #l,

2. ERFIEPMRIWIAEL , NIIRPERENTLE CA.
EHRTHNFAEEXED , EEFZETF, ERSERABHREIIR,
4. EEREERZ,
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5. 1%#F Add new tag ( RIFHIFE )
6. BARBEX,

7. EERRF.

¥ri2FAE CA (Amazon CLI)

{8 Ftag-certificate-authorityin S A B FAE CA RINFRZ,

$ aws acm-pca tag-certificate-authority \
--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-

authority/CA_ID \
--tags Key=Admin,Value=Alice

£ A list-tags B AT NFAH CA FIHIRZ,

$ aws acm-pca list-tags \
--certificate-authority-arn arn:aws:acm-pca:region:account:cextificate-

authoxity/CA_ID \
--max-results 10

{# Funtag-certificate-authority @ 5 MFAE CA FHIBRFRZE,

$ aws acm-pca untag-certificate-authority \
--certificate-authority-arn arn:aws:acm-pca:aregion:account:certificate-

authoxity/CA_ID \
--tags Key=Purpose,Value=Website

T & Amazon Private CA CA A

B Amazon #8 CA AP REEEN CA BPRTRETAFRE , IEEXLEBER TRERSRE, H
WM, CARSELHR 2 RERL, Xt CA EER THAVRSETEBURT CA B EIRE.

Amazon #28 CA ARG TIREE, TRERSHRESTARAK CA Hh&EE.

(@ Note
¥t FPBR DELETED 1 FAILED 2 A FIERAE , BEEXR{S CAKNER,
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ERREE, BEEL K CSR, M\ CAFKREIZEZW CAEP , ABFEP S A Amazon FAE

CA. CSR T[R4 IR
BSR 2% CAEP,

ERHRUK A M ER

WMREEIRASH DELETED BEFIHUE /Y CA LA
RestoreCertificateAuthority  API, Nl CA FigE
79 EXPIRED.

| XM CAMWESER  BEENBILS CA,
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WA MEUE (EH £ =5 O L EH AR &BE
+ OCSP CRLs ®it CAiE$ HIEPE XM
IS 3IF CA &
WE$ H
CREATING- EEBIE & & & & & B =
CA.
PENDING_C & = = = S = =
ERTIFICATE -CA
EelE , EEEHF
BEEEETT. *
ACTIVE = pd = = = = =
DISABLED - #E2.Fz & 7 3 7 a 7 =
2 CA,
EXPIRED-CAFPE & B B B = = =
THA, *
FAILED CreateCertificateAuthority B{EXM. XTAERH =
TREHRE., Fiw Amazon BEREMERERN. HIHKFE
B CA TEME ., EMIBER CA HEIEF CA.
DELETED B CAATERERHAA |, BKA[RERN 7-30 X, EMHREZE , =

M#H CA(ATHEZSR ) , LU UREXEARERINE CA. BXESZEE

CA RS
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BT REEEE ST H CA IR, WREN CA SAFIUES , MACTIVERIEEIERIHDISABLEDZ
BNHEHIRER , BUIRASL Amazon FAE CAEE R,

BREH CAEHHWHEMERER

« CAIEBFRLBEHLEIT. BXxBEI HIILELITHES Amazon Certificate Manager , &2 RS IE P 41T
R BEL4E ACM,

- MREZHFEATHE CAMAFIUEP , IssueCertificate API FHRE
InvalidStateException., IHIMIE CA AT EBITER MR CAIULP , AT EMEFHIM
BiEH,

« The ListCertificateAuthorities¥}DescribeCertificateAuthority APIsiR[E CA i
PREETHMRE , it CARSRERENACTIVERDISABLED, EXPIREDER , MR BT H
CAiXEX DELETED , MIiRERZA DELETED,

» UpdateCertificateAuthority APl TTEEFH I CA RS,
« RevokeCertificate API BZA T REEMEIHIES , B& CAEH,

CARSTE CAAm A EAIRR
TREIERRIES CARBHTERAT CA LDEH.

UpdateCertificateAuthority UpdateCertificateAuthority
Status = DISABLED : Status = ACTIVE

CreateCertificateAuthority (Bl 2 ImportCertificateAuthorityCertificate

Delete / Restore

DeleteCertificateAuthority
Available when Status = CREATING,
PENDING CERTIFICATE, EXPTRED,
DISABLED, or FATILED

A4

RestorecCertificateAnthority
¥ Available when Status = DELETED and
CA is within restoration period

CA R
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EERE SERER FTREEH
SRR FETERE
&

EENIE , EEBEAHEEY Amazon FaH CA #2818, CLIH API MNA, XERERFSS CA T b
B, R, SHMANKITHERE. CARTS2EEFHREIBIERMRL (WKRLHAR ) . EASH
BRT , FRSLHR CA EERATUNANIRE (MELETR ) . A TANRAERIRAVFRBERM
RE R AR T REIRS(E

£ EHzFE CA Amazon Private Certificate Authority

BIBZAB CAR , BALUEHERSHEXRHBHEEE., AEFREFX CARSH CA £ FHNK
MEE , AREZEHEM CLI EFHAIRHA CAs,

i CA(#2HE)

LAR IS 2% B an{a 5 F§ Amazon Web Services Management Console E#I A CA Bl &,
EH CARS (#HAE )

FELRGIF , EFA CAWRSERNEER,

B CA FRAS

1. BFEH Amazon I H fEhttps://console.aws.amazon.com/acm-pca/Z F 3] FF = Amazon A8
CA #l

2. EAREFFAHMREL , MNIIRPIEF LT TEIRSHIE CA.
3. HEREXREREL  MBEZEAUZERAILS CA

T CANSHEE (25 )
B L EHAE CAWBEEE , il , EI RN ER OCSP = CRL X#F , i ZFBIERERE.

(® Note
X CA RHEENEXTEEWELMANILES, BEEEERHENR , XAEFMRLRIBHIE
o
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T OCSP , BAIUEHRNUTRE :

- BRAHEA OCSP,
- BAYSEZEABEEN OCSP E£REHA (FQDN ),
- E FQDN,

XNTF CRL , BRI EHRUATEMRE

- CRLEH (ZEFHHKX)

- F8 CA RRERIEBH B4E (CRL)

- CRL 3HARTHIRE, EEE , Amazon A8 CA FAZRELRIEENKEN 2 HEFHER CRL,
- R1F T &M CRL B Amazon S3 A .

- ATELAHME R Amazon S3 HAMKEIE

/A Important

ERELREASHATREFAELE. TOSEEFLE CARALEFREMA CRLAEK., EX
BRNENR S3 . RFHRAEIBMIB T CRL M5l CRLEENIRILES, EH
BALUREMTER , AE BB FRIFEEDIEBNFES,

BN RHRE
1. BFIEM Amazon Bk~ H fEhttps://console.aws.amazon.com/acm-pca/Z F 3] FF £ Amazon A8
CA #l.
2. EMFEPMRAMEITEL , MIIRPIEFE—NLE CA. XIFITFF CA WFAFEEEMR,
. ERRHEEBENF , ARERERE.
4, HFEIEPRHEEMT , LRHMNER

« BUE CRL £t
- ¥TF OCSP

BN CABREZXHN RENHFPHNE-—. AIBETREIFHNMFEE, RERAEN , B
WRREEREENRESE. EXRLSRZE , HSH AL ER Amazon Private CA iE 5
7%, THRAEXSHAZENLER, TREENVSREUREMEBHEIDENES
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fti& CRL

1. &FERHUE CRL DL,
2. ENEM CRL & EIE Amazon S3 # , HRFQIEFK S3 1, RHEE—NRER. (TFE
BEFEBNRE, ) BN, FEUHEPLED , AEM S3 EEBEMIIRFPERIAER,

MREGIET FEEERE , N Amazon FAH CA LI FTFEH 5 R KB F G H M IR ZFE R,
MRIEREERDNEFEE , WABERNEM I FREE , REFRETTIBER CRLs, A LS
# S3 CRLs Y FIK A HATRR KRN 2 —. AXMMKRBNES , FSHR LR Amazon
S3 2% & A IE R

(® Note
58 Amazon A8 CA 2#| A8 , MRUTHNKHEEER , M= 62 CA LN :

o IWIETEXZHY Amazon S3 #EEIK F 58 FlH1TRE IE N HiFRHRE
« BER Amazon A CA B38| Amazon S3 FEH.

EXMERT , BHARASZRACIET ARG R , ™ Amazon S3 £IE4 LR E,
MR REXTER , FRELEN Amazon S3 8B, BEXEZER , TS HME LT ER
Amazon S3 TR AN H 5 1A],

3. EBFSHRUREEME BRI,

- R BASX LLERAP X, CRLSUEZTEASDX , NEH CANETEF LERHNE F
BIF PR AIE, Amazon Private Certificate Authority B X 2 XKW EZE 8 CRLs , 551
CRL 2£#,

« AMBEX CRL B#A N Amazon S3 {8l E, LEMESER CA MRWIEHNCRL &
B RS (ARFC5280 EX ) o
- RINEENERE , NIEHN Amazon S3 f# 18 H XX E 012 DNS 518,

« BMABMH (ULXAENM) |, 8K CRLFREFER. BRIAMERN 7 XK. HTEL CRLshR , B
HBERN 2-7 Ko Amazon FAF CA ZREEERAHN P SEHEK CRL,

4. "G, ERREFER.

BLi&E OCSP

1. HIEPREREL , &&FITH OCSP,
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2. (i) EBEN OCSP iaFERHP , NEMN OCSP i Ri2 £ REMNEA (FQDN ) .

EHFERFIRME FQDN Bt , & FQDN Amazon #48 CA A RSN EMKIL PN RS BB RY
Bif#H , UM E Amazon OCSP MR &K ERIA URL, Hix 2 WEIZEBHEN FQDN HiERAT
TCoBEWIZM U BAIREN OCSP MR, EF LG LXEER , BEEXWMBIHAFNRE

- EARERS I ENEEN FQDN BRE R X4 Amazon OCSP IRIER,
 FIHERIHY CNAME 23RN INEI 2K DNS BiEREF.

® Tip
BEXxEABEEN CNAME LI TE OCSP MRARNESZEELR |, HSR HEN OCSP W
it Amazon Private CA,

Hlan |, AR BEEN OCSP B9 CNAME 123k , ZIEF%fFE Amazon Route 53 . 7Ro

BRKB R E3id) B FH SR & L5 E/MERBHE
alternati Bl Hicx faif& - proxy.exa
ve.example.com mple.com

(® Note

CNAME WETBEZESMINETSR , Hlin“http:// s https://”o

3. ZRE, BRREER.

E#H CA (CLI)
LTI RBA A E A Amazon CLIEFIA CA RSN BHEEE.,

® Note

X CA RHEEENERFLFBELMANIES. EEREREER , UAEFMRRIBHIE
PBo

BE# CA (CLI) MRS latest 256
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E#HAB CA BIRZ ( Amazon CLI )

5/ update-certificate-authority 5%

HIEHIA CA RSN DISABLED BEHENHEREN ACTIVE K , XIFERM. B, ERAUT®
I CA HAHIRES.

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-
authority/11223344-1234-1122-2233-112233445566" \

--output json

REFERBDTUTATN A,

"CertificateAuthority": {
"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"CreatedAt": "2021-03-05T14:24:12.867000-08:00",
"LastStateChangeAt": "2021-03-08T13:17:40.221000-08:00",
"Type": "ROOT",
"Serial": "serial_number",
"Status": "DISABLED",
"NotBefore": "2021-03-08TQ7:46:27-08:00",
"NotAfter": "2022-03-08T08:46:27-08:00",
"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
"State": "WA",
"CommonName": "www.example.com",

"Locality": "Seattle"

},
"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"CustomCname": "alternative.example.com",
"S3BucketName": "amzn-s3-demo-bucket"
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}I

"OcspConfiguration": {
"Enabled": false

T a8 CA FPIRBIREN ACTIVE, XHTE CA LRRTHEMIEHES , FAaekIUL B &Y,

$ aws acm-pca update-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-
authority/11223344-1234-1122-2233-112233445566 \

--status "ACTIVE"

K& CA BIFETRES,

$ aws acm-pca describe-certificate-authority \

--certificate-authority-arn "arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-
authority/11223344-1234-1122-2233-112233445566" \

--output json

RESMEE RN ACTIVE,

"CertificateAuthority": {
"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"CreatedAt": "2021-03-05T14:24:12.867000-08:00",
"LastStateChangeAt": "2021-03-08T13:23:09.352000-08:00",
"Type": "ROOT",
"Serial": "serial_number",
"Status": "ACTIVE",
"NotBefore": "2021-03-08T07:46:27-08:00",
"NotAfter": "2022-03-08T08:46:27-08:00",
"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
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RAriEmE

"State": "WA",
"CommonName": "www.example.com",
"Locality": "Seattle"

},
"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"CustomCname": "alternative.example.com",
"S3BucketName": "amzn-s3-demo-bucket"
I
"OcspConfiguration": {
"Enabled": false

ERLEBERT , BrES) CA AR BEERHEIH . MREFREMILESBHEFIR (CRL) |, FERU

TERERE,
EIAE CA %N CRL ( Amazon CLI )

1. EANTHTRE CANIIIRE.

$ aws acm-pca describe-certificate-authority

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566
--output json

HWH¥EIA CA BWIRAS N ACTIVE BXREERNFEH CRL,

"CertificateAuthority": {

"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566",

"CreatedAt": "2021-03-08T14:36:26.449000-08:00",
"LastStateChangeAt": "2021-03-08T14:50:52.224000-08:00",

IlTypell : IIROOTII’
"Serial": "serial_number",
"Status": "ACTIVE",
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RAriEmE

"NotBefore": "2021-03-08T13:46:50-08:00",

"NotAfter": "2022-03-08T14:46:50-08:00",

"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
"State": "WA",
"CommonName": "www.example.com",

"Locality": "Seattle"

.
"RevocationConfiguration": {
"CrlConfiguration": {

"Enabled": false
.
"OcspConfiguration": {

"Enabled": false

2. BIBHBREFE—NEBN revoke_config.txt IXHFREN CRL BEES .

{
"CrlConfiguration":{
"Enabled": true,
"ExpirationInDays": 7,
"S3BucketName": "amzn-s3-demo-bucket"
}
}
(@ Note

F# Matter 2% IANIE CA UUE ARt CRLs , X EHBEENESMANIERRER COP

B, AEBAFS HE Matter #rifE, NIk | BENEN CRLEESH , TR :

"CrlConfiguration":{

E# CA(CLI)
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"Enabled": true,

"ExpirationInDays": 7,

"S3BucketName": "amzn-s3-demo-bucket"

"CrlDistributionPointExtensionConfiguration":{
"OmitExtension": true

3. ffMupdate-certificate-authority &y F P 4 B & X FE # CA,

$ aws acm-pca update-certificate-authority \
--certificate-authority-arn arn:aws:acm-pca:us-
east-1:111122223333:cexrtificate-authority/11223344-1234-1122-2233-112233445566 \
--revocation-configuration file://revoke_config. txt

4. BIXKRE CABTKRE.

$ aws acm-pca describe-certificate-authority

--certificate-authority-axrn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566

--output json

WA CAUCEENER CRL,

"CertificateAuthority": {
"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"CreatedAt": "2021-03-08T14:36:26.449000-08:00",
"LastStateChangeAt": "2021-03-08T14:50:52.224000-08:00",
"Type": "ROOT",
"Serial": "serial_number",
"Status": "ACTIVE",
"NotBefore": "2021-03-08T13:46:50-08:00",
"NotAfter": "2022-03-08T14:46:50-08:00",
"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
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"OrganizationalUnit": "Sales",
"State": "WA",
"CommonName": "www.example.com",

"Locality": "Seattle"

iy

"RevocationConfiguration": {
"CrlConfiguration": {
"Enabled": true,
"ExpirationInDays": 7,
"S3BucketName": "amzn-s3-demo-bucket",

iy

"OcspConfiguration": {
"Enabled": false

ERERRIT , BUEHFLRM OCSP R¥EXEF , MARGIENIENRFEEA CRL, EXME
AT, BEAUTIR,
AIMAE CA A0 OCSP %#F ( Amazon CLI )

1. BIBHRE—1EN revoke_config.txt BISHRE L OCSP S8,

"OcspConfiguration":{
"Enabled":true

}

2. R update-certificate-authority@s < Fl B S5 B & X E#T CA.

$ aws acm-pca update-certificate-authority \
--certificate-authority-arn arn:aws:acm-pca:us-
east-1:111122223333:cexrtificate-authority/11223344-1234-1122-2233-112233445566 \
--revocation-configuration file://revoke_config. txt

3. BXKRE CARRS.

$ aws acm-pca describe-certificate-authority
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--certificate-authority-arnarn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566
--output json

WA CAIIEEENEM OCSP,

"CertificateAuthority": {
"Arn": "arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"CreatedAt": "2021-03-08T14:36:26.449000-08:00",
"LastStateChangeAt": "2021-03-08T14:50:52.224000-08:00",
"Type": "ROOT",
"Serial": "serial_number",
"Status": "ACTIVE",
"NotBefore": "2021-03-08T13:46:50-08:00",
"NotAfter": "2022-03-08T14:46:50-08:00",
"CertificateAuthorityConfiguration": {
"KeyAlgorithm": "RSA_2048",
"SigningAlgorithm": "SHA256WITHRSA",

"Subject": {
"Country": "US",
"Organization": "Example Corp",
"OrganizationalUnit": "Sales",
"State": "WA",
"CommonName": "www.example.com",

"Locality": "Seattle"

.
"RevocationConfiguration": {
"CrlConfiguration": {

"Enabled": false
.
"OcspConfiguration": {

"Enabled": true
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® Note
&L CA LEREE CRL M OCSP X# .

MIERFAE CA

& A LALM Amazon Web Services Management Console 5,# Amazon CLI K A MiIBrRFAHE CA. & TTAE
BHIBR— CA, fltn , AEEFHARPNH CAREBRE. EX2MBR CA , FIREBTISRIRE !

1. BIEE®R CA,

2. —BFMFAE CARAGER , WERIBKR , BFE BT E MR,
3. WIHR CA REZARS , EEHMRMAAEIEHI .,

4. MIERIBAR CA.

Amazon #A8 CA ELAERBRER 2 , FTLREMBEMRMVIEHREH L. ERIUERFLIR
EREEBLIEFRELH., I CAEKEAR , BAIURHEIES , BFEMRITLES.,

MREBRMERE CAMEANABIERTH 2 e lBRZ CA , BWERN B4 CAIEH. % CAIEHF
HHEXRX CAM CRL A , EFIRFFEFEEZIE CA

/A Important

.8 CA 7£4F PENDING_CERTIFICATE, CREATING, EXPIRED, DISABLED = FAILED
RASE AT BR. EMIBRAEF ACTIVE IR CA , XA EFEHER , BNMBRBERFSI AR
H, MREEMBRLLTF PENDING_CERTIFICATE =% DISABLED RAKFAE CA , AFHER
BRRER 7-30 K ( BRIAERN 30 X ) . 7ELLEAE , RAS1&ZE N DELETED , CA AI'MkE., & F
CREATING = FAILED RARMBRAFE CAREDEWERER , AT ELER, BXEZE
B, B2 mERE CA.

BB CARE , BEEBRENR, B2 , MREFECHBERE CA , EZ I BREE FiX
MIBEANER. BXREZEL , 55 WEMN Amazon Private Certificate Authority.

BIBRELE CA (2414 )

1. BFEH Amazon Bk H fEhttps://console.aws.amazon.com/acm-pca/Zk B ] FF £ Amazon FoH
CA .

R CA MR latest 264
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2. EMAIEBPMEVNEREL , NFIRPIERENIE CA,

3. WREH CALT ACTIVE RZS , AT ERFHEER, 7 Actions (84E) &£ £ | 1% Disable
(ZA), HIBRE, EBRTHXR , 24,

4. XFRETF ACTIVE RASH CA , EEFEE. HBR,

5. MWRMEK CA4TF DISABLED., EXPIRED, IX PENDING_CERTIFICATE RZAS , Bk CA I
E A ERIEE 7-30 KWL FRH, MREWFE CARLETFEAE—RES , WeHBEFEEER ,
I BR J9 K A 4o

6. EFEMIBR,

7. MREWHEEMERFLE CA , BERERRENR , &R Permanently delete (K AMIER), FA%H CA
RN E N DELETED, A , ERRHERAE , BALUERFAE CA. EEFIZDELETEDM
B CAWIRE B , 5 A DescribeCerticateAuthoritys ListCertificateAuthoritiesAPI ##4E.

fiBRFAE CA (Amazon CLI)

{# A delete-certificate-authority i I BRFAHE CA.

$ aws acm-pca delete-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authority/CA_ID \

--permanent-deletion-time-in-days 16

kEFAE CA

X T EWMBRNFAR CA , REZ CA NELIEENEFREN , AFEER, EFEHMAN 7-30 X. It
HARILEREY , FAF CA FHEAKAMR. BXEZER , 5 HIBRIAE CA. EHKAMBRKFE CA
FToEE R

(® Note

HERFAE CAlG , EEEBREMAR, B2 , RERSHIBRE CA | MFE M ERENEFRX
IMBEANER. BXEZELR , 55 H WEMN Amazon Private Certificate Authority.

ERFAE CA (125I1A )

IEALAE A Amazon Web Services Management Console X &%, CA.
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https://docs.amazonaws.cn/privateca/latest/APIReference/API_DescribeCertificateAuthority.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_ListCertificateAuthorities.html
https://docs.amazonaws.cn/cli/latest/reference/acm-pca/delete-certificate-authority.html
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ERFE CA (£2F&)

1. BFEH Amazon 1tk H 7Ehttps://console.aws.amazon.com/acm-pca/ZR T 7 Amazon FAH
CA #l.

ERBUEPMANMEIELE | NIRFIEFEDHEROIE CA,
£ Actions (I21E) ¥ 8 + | i Restore (E /&),
EXFRE CAREL , BRERIRE,

MR , B CA WIRBSFIRE N CHEMBRATAVIRS, ERRE. B, ARBXEREBR  F
HRAE RN ACTIVE, HRFAE CA EHMBERE 24 F PENDING_CERTIFICATE YRZAS |, M2
5'&['1*1\75 CA —_rl CA 'LIE:FJ 9){):2‘55, /ﬁ Bo

o & 0N

X EF.F CA (Amazon CLI)

{§ Frestore-certificate-authority s 1k & E Ml BREYDELETEDAL RS FAE CA. T HRiTiSaOR
BR., REMEFHELE CAFTENENTRE,

iER. ERERMEFHBEFLE CA (Amazon CLI)
1. MERFAE CA,

1= 1T delete-certificate-authority i il BRFAHE CA. WNRFAE CA WIRZASH DISABLED
PENDING_CERTIFICATE , M ALK& --permanent-deletion-time-in-days S¥IIERE
B CAKEIRE (7-30 X ) o IRKRIBERTEHE , MEIAFR 30 Ko MR , kis S 2FFAE
CA KPIRZS1ZE N DELETED,

® Note

EfAE CA KR |, ©EMMIERETAVIRS 4B DISABLED =
PENDING_CERTIFICATE,

$ aws acm-pca delete-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authority/CA_ID \
--permanent-deletion-time-in-days 16

2. RFEFAE CA.
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Amazon Private Certificate Authority ArfEm

1= {Trestore-certificate-authority i SR EFAH CA. BAIIEME delete-certificate-authority 5
RENERHIHeZTHTT. WRAY , kT8 E CA KWRSIRE N ©H#MERETH R

/|

o %

G

o

$ aws acm-pca restore-certificate-authority \
--certificate-authority-arn arn:aws:acm-pca:region:account:certificate-
authority/CA_ID
3. XA CALT ACTIVE K%

1= fTupdate-certificate-authority i ¥ FAF CA BFIRSE R NACTIVE,

$ aws acm-pca update-certificate-authority \

--certificate-authority-arn arn:aws:acm-pca:region:account:cextificate-
authoxity/CA_ID \

--status ACTIVE

ERAABERINAE CAILEH

WMREHFE CA RIXEHNEERLARINEE CA Amazon F48 CA , NATLLIEZB S KR CA H
NHFETELER, HE  BUNKRNBEARZENHNELE CALENAE CAILES, TIEERKRY
i, EBEETLAERA LA EFIRIGH CA KRZEE Amazon FAH CA EENFLEMNE CA EH,

(® Note
SR NREINBEERS REREANSETERNEEN T IRERE AN,

EASAEBR CA Amazon 348 CA R TFEREHIHIT RFC 5280 BY “B LI R #0 FE LR CA BHLY
Ro BMARN CAEERRMT —MRHEIEBPERE BTG %,

MREITRIFERINE CA LEBFEME CAEH , NFE Amazon o8 CAHIEE I CA 2RIEETK
=IES :

1. ERIEPZLRIER (CSR) o

2. ¥ CSR BRALNWNABZBMANN , ABIRE XA AVIES TP 4E,

3. EHRELEZLZIUEP Amazon FAF CA,
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https://docs.amazonaws.cn/cli/latest/reference/acm-pca/restore-certificate-authority.html
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AR BANAB{aE A Amazon Web Services Management Console 5 Amazon CLIFE & iX &£1E5

REARRABEEZN CAIES (28 )

1.

( wTiE ) IREE ARE A CA WFMEETHE , iHfEhttps://console.aws.amazon.com/acm-pca/
KAITH Amazon #48 CA #£#l&. ERBUEPMAYNMEINE L |, ERRESNFLEILES, F
., CEARDIHHME CA,

ERIRE, RE CAEBUITHZENE CAEPRTE,

ELRENE CAEPTHEM%ERFE CARET | EBEHNIBFE CA,

EIL CABICSR T, ##IAE R CSR B Base64 43 ASCIl XA, EnLIERE SR EHIX
A, WA LUEERN CSR S HEI X4 RERTFEARM,

® Note
SHEIAMKENEET , BHRE CSR XA IR,

MRETEZMEHATELSRMAABE R TR RNERILES , JXAZRE , AEREER
UEBAMIEF 8RR E1Z A E .

BN, MRECHERZRME  FHRITUATE—RE:

 FHIEH EXXHNEF 4K Base64 Jwf5 ASCI XA MR H & BB XAEF,
o EFR EAARIERIEXAEBEMS XA B EE BRI XAEF,
EREIAFALE,

R REAERR CAIES (CLI)

1.

{# A get-certificate-authority-csrin B RFHE CA HWIEPBZXEHZHER (CSR), MBLFLEN CSR £
EEENETR , BEA --output text ETKEREBITREN CRILF /. N CSR Kix
Bx# , EEAEEMEW (>) , FRXHFSE.

$ aws acm-pca get-certificate-authority-csr \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--output text

¥ CSRREFENARM MG , BAILMERALLT OpenSSL th X HHITRE :
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openssl req -in path_to_CSR _file -text -noout

BT RERRUTUTARNBH, BXE , CAYEN TRUE , &R~ CSR AT CAEH,

Certificate Request:
Data:
Version: 0 (0x0)
Subject: O=ExampleCompany, OU=Corporate Office,
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:

00:
1d:
7f:
c7:
ea
46:
f7:
38:
b2:
as:
a6:
b5:
1lc:
8a
14:
3e:
68:
f6:

da:
7f:
19:
89:

:50:

56:
62:
Ob:
Se:
3.
5c:
67:
b8:

:5e:

4d:
2d:
f3:
27

Exponent:
Attributes:
Requested Extensions:
X509v3 Basic Constraints:
CA:TRUE

Signature

c5:
a’:

ac

ce:
de:
ee:

64:
fd:
:f3:
c9:
02:
ae:

Qe:
e9:
65:
ao:
13:
bLe:

23:
48:
06:
eb6
fd:
38:
a7’:
95:
a6:
a3:
d6:
56:
7d:
f5:
1f:
68:
09:

655

51:
36:
73:

:8d:

b9:
34:
8e:
50:
83:
89:
54:
cb:
1d:
85:
fc:
e5:
ae:

37

b3:
ef:
c5:
03
17:
ag:
e6:
2c:
79:
a5:
la
02:
83:
ca
95:
f8:
b9:

dd:
2a
cd:

:eb:

84:
od:
35:
be:
53:
a3:

:f0:

6b:
13:

:d7:

2b:
86:
97:

01:

:e9:

63:
b6:
b8:
57:
f5:
7d:
f3:
6a
80:
14:
59:
e9:
51:
3f:
d6:

(0x10001)

09:
45:
43:
76:
60:
77:
df:
bf:
06:

:76:

16:
c3:
b2:
a3:
6c:
4f:
fc:

01:
82:
14:
58:
2c:
85:
Oc:
do:
12:
da
dd:
17:
76:
fl:
de:
52:
e4:

0Ob:
ec:
eb:
70
64:
f1:
f7:
ad:
20:

:do:

be:
06:
75:
9b:
8f:
ec:
de:

4e:
95:
c8:

:f2:

9d:
6f:
3b:
91:
Te:
97:
79:
Qe:
Se:
42:
ee:
ab6:
58:

Algorithm: sha256WithRSAEncryption

6c¢C:
4d:

Qa

Se:
2d:
f4:

cf:
c9:
:96:
af:
98:
29:

5a

11:
00:

55:
72:
2e:

03:
26:
147
bb:
47:
dé6:

0Ob:
c5:
3c:
89:
bd:
fc:

b7:
be:
cl:
46:
bl:
70:

ee

b8:
do:

21:
13:
06:

1la

9e:
7e:
145
92:

48:
69:
84:
7b:
:3d:

ac:Ca:

7a

el:

46:
10:
bb:
cf:

04
:fb:
e3:
96:
71:
bb:

45:
17:
e6:
92:
ae:
ee:

59:
1d:
03:
cb:
2e:
b8:
f5:
c3:
as:
e5:
7b:
7d:
di:
of:
02:
fo:
58:

ao:
1f:
05:
1b:
62:
63:

CN=Example CA 1

e4:
c6:
82:
c3:
d5:
ce:
7f:
81:
fa:
13:
ff:
fb:
e3:
ed:
8c:
01:
37:

7f:
3.
73:
e6:
86:
68:

ea
d7:
f8:
4e:
7d:
73:
bd:
29:
18:
bc:
6d:
d2:
23:
8a
Oc:
ch:
09:

:81:
c9:
7b:
67:
da:
eb:
fa:
23:
d6:
84:
39:
7e:
6d:
:3c:
b6:
7d:
9a:

cc:
5d:
Oc:
75:
la:
14:

AELEER CAILESH
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8e:b2:8f:e3:8d:e8:8f:e0:33:74:d6:cf:e2:e9:41:ad:b6:47:
f8:2e:7d:0a:82:af:c6:d8:53:c2:88:a0:32:05:09:e0:04:8f:
79:1c:ac:0d:d4:77:8e:a6:b2:5f:07:f8:1b:e3:98:d4:12:3d:
28:32:82:b5:50:92:a4:b2:4c:28:fc:d2:73:75:75:ff:10:33:
2c:c0:67:4b:de:fd:e6:69:1c:a8:bb:e8:31:93:07:35:69:b7:
d6:53:37:53:d5:07:dd:54:35:74:50:50:f9:99:7d:38:b7:b6:
7f:bd:6c:b8:e4:2a:38:e5:04:00:a8:a3:d9:e5:06:38:e0:38:
4c:ca:a9:3c:37:6d:ba:58:38:11:9¢:30:08:93:25:62:00:18:
d1:83:66:40

2. ¥ CSR #RABMARNER MA M HIRENEE Base64 PEM 4wiGE A Ul MIEH R

3. fEHAimport-certificate-authority-certificate s ¥ H CA IEHBXHFMEEHS A Amazon FAH
CA.

$ aws acm-pca import-certificate-authority-certificate \
--certificate-authority-arn arn:aws:acm-pca:region:account:\
certificate-authority/12345678-1234-1234-1234-123456789012 \
--certificate file://C:\example_ca_cert.pem \
--certificate-chain file://C:\example_ca_cert_chain.pem
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M & FME P Amazon Private CA

SR HBUERB U P ANY (CA) HEEHFRNREG , BHENERAFAUMANERIES, W
RIZE K7 CA RE Amazon Identity and Access Management (IAM) 5E8% , N A LAEE ISR “5 17
MAEEE BHOHPEFEMRTHOAGREXLRRE, BEXELERFNEKFZEPEE CA FRINERNE
B, F5H B2HXNFIE CA WiHRNR,

T

o MRIBLEHEAEIUED

- RRABILESH

« JIHABIESH

- SHABIEBRERH

- PHEAFILESR

- B SHETHIUES

« {#£/H Amazon Private CA if $1#E 1R

5 FA R RS

BTHE CAE , &£9LAME Amazon Certificate Manager (ACM) S EFAE L IHRRIEFH, Amazon
B CATRXNABARS W ThEER 1T T LERK,

BED ACM Amazon #48 CA

A & 48 ity SRARALE v ( £ RequestCertificate % v ( £ IssueCertificate )
BHE )

EaEgaERmNERnERME v %%

AR5 Amazon Bk

FEUBLIT v & ACM [BlE

A X v R

API X v v

CLI X% v v

MR FAH LR SSARIES MRS latest 271
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Amazon FAF CA SIZIEPr , CE/EEIEPRBENBREENER, WRKREZIEPH API
CLI E AR MHENR ARN , MIBRIATE R T 2EndEntityCertificate S /V1 &4k, BX AP ERMNE
ZEE |, ¥5 5 £H Amazon Private CA iF P&,

AR ACM iEH RESAREMERITH , 1B Amazon #48 CA A LUK ZEMFE PKI HER. At ,
B LAE A Amazon ¥4 CA API 1 CLI A ACM T AWM A REEIEH, XEWEEELRE !

. BIREEEAERES RS,

. EREASEOAESRE ISR KE.
. EREASENEEE L.

. fEEAE CA MIALEILH M EMA R,

EFAOIRFAE TLS iEBfE Amazon A CA , BRI LUFHES A ACM ¥ 5XFM Amazon RS —iEfE
Ao

(@ Note

FERALUTSE®, FAissue-certificatef S = IssueCertificate AP /EBIZZHIE P FREEES H
LUBEAEEH Amazon, B2 , B LAERAFAE CA ZXEBEE T ACM MAMIES , H BHiX L

PANEEZA-ESH, BXBERACMIUEBPHNESER , 550 (ACM AFIEm) KB
RAGIEBMG HIGUED,

A FRAEUEH (Amazon CLI)

Al LUE A Amazon #AF CA CLI 5% issue-certificate 3 API & {ElssueCertificate 1 3R & L& SE4KIF
Fo KB PEEEATMRIUEBWFAE CA B Amazon BIREFR (ARN), Z3ESTEA OpenSSL 2
EHNEBFERLEPZERER (CSR)

R EEH Amazon FAF CA API 2 Amazon CLI M AFAEILH , NMEPL FHEEERS , XEWKE
BT EFER ACM #2#|A. ACMCLI 5 ACM API SREFRSHIEP , XL BHEITIEP. BR |, &
A LAE A PCA get-certificate P SRR FIEHFMER , WREHE CA , MABIEFITHRE.

BIRIEBAAERSEM

« RAE RFC 5280 R , BREMNESR (RRREBALAR ) KETRET 64 N\ UFT (F
;) 2K, EAMERNER  FEERAERABN FRITEEZEN , RFBRXXFERET
B 253 ML FTRIB R,
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https://docs.amazonaws.cn/cli/latest/reference/acm-pca/get-certificate.html
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- MREEFEHABR 1.6.3 HES Amazon CLI fRA |, i5EIEE baseb4 wmBE M A X hfileb: / /B fE
AaIg , flan, CSRsIX#H A LAH{RIET Amazon FAE CA BTHIE.

AR OpenSSL a5 RIERBAER CSR MABEH :

$ openssl req -out csr.pem -new -newkey rsa:2048 -nodes -keyout private-key.pem

EABBMTEAKRE CSRIAR :

$ openssl req -in csr.pem -text -noout

A BB H R 5 BA T R R ISR L -

Certificate Request:

Data:

Version: @ (0x0)
Subject: C=US, 0=Big Org, CN=example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:

3c:
09:

fa

Ob:

a0:
Signature Algorithm:
74:
42:
21:

18:
2c:

aa

b2:
6b:
:81:
53:

00:
ak:
00:

aa
5a
9b:
d3:

ca
3d:
el:

:38:
:89:

41
63

Exponent:
Attributes:

00

26:
82:
114

62:
9d:
df:
e5:

72:

5a

b4:

94
6b:
e4:

22

33:
134
85:

ad:
9b:
92:

be:
aa:
35:

94
95:
e5:

:85:

30:
ag9:

73:
52:
53:

655

1a

9c:

11:
15:
3c:

f4:
c6:
cO:

ff:
e7:
e?2:

37

ae:
:70:
dd:

55:
10:
e5:

3a:
02:
69:

3d:
de:
7f:

b7:
Qa
64:

b7:
68:
el:

5f:

:9e:

75:

00:
95:
bd:

(0x10001)

1d:
df:
73:

c2:
25:
7f:

fa

le:

98:

43

be:
Qe:

ff:
A
1c:

ed:
8b:
ds:

e?2:
1c:
57:

74
ed:
95:

15:
19:
b7:

5f:
5c:
do:

66:
ca:
56:

82:
16:
bf:

ce

ccC

e5:
e2:
:f3:
3b:

6f:

be:
bb:
53:

8e:
9b:
eb:

sha256WithRSAEncryption
ef:

5a

28:

39:
:fl:
c5:

fc:
15:
al:

4a
47
b3:

db:
:Qe:
ff:

d3:
ff:
a6:

ds:
63:
99:

:5d:

2d:
as:

cl:
33:
43

a6:
7b:
67:

97:
ca
ee:

da

57:
72:

aa

ed:
38:

4b:
26:
fb:

65:

122

el:

:5f:

49:
d6:

3d:
81:
cd:

79:
2d:
ak:

80:
af:

:11:

47
6b:
2b:
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UTamelBiEH, BT REERR , R IAER T MR ERL IR SFES.

$ aws acm-pca issue-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--csr fileb://csr.pem \

--signing-algorithm "SHA256WITHRSA"™ \

--validity Value=365,Type="DAYS"

FHEEEMAUEHH ARN :

{

"CertificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"

}

@ Note

Amazon A CA WEG w5 , 2 EREFEFYFH ARN, issue-certificate{B 2 , iE B4k
BERERIHTH , MATELIK, MREEXMER , £AH ARN B9 get-certificate isH &
KM

£ APIPassthrough iR & A B E N EBE HHIEH

FRRGIF  MANERTERENEAEEHR TR, RTREGPHIHERN CSR 2AMET
HEUEF (Amazon CLI) |, 3% 7] LA Blissue-certificate @i 54532 F NS B : APIPassthrough
ERE ARN M EBENBHEREXNRIMATH JSON BELEXH ( ) OIDs, BT EE—EfE
FCustomAttributes. 182 , AU 54 OIDs #E R HStandardAttributesH Y —Ef
ZCustomAttributes. TZ OIDs 5 7EBIAEBEH ( K H RFC 4519 M2 /5 OID ZEHIFEEMN
E8) :

EREBW #E XNE& ID
countryName © 2546
commonName cn 2543
dnQualifier [A] 7 ## & #5BR E ] 2.5.4.46

/A APIPassthrough iR A H B E N FBE HIIEF MRS latest 274
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ERERWN #RE XN ID

generationQualifier 2.5.4.44

givenName 25442

initials 25443

locality I 2547

organizationName 0 25410
organizationalUnitName ou 25411

pseudonym 2.5.4.65

serialNumber 2545

st [IRE] 2548

surname sn 2544

i) BRSE B4R BR 2.5.4.12
domainComponent dc 0.9.2342.19200300.100.1.25
userid 0.9.2342.19200300.100.1.1

RO B X api_passthrough_config.txt @8 TREB :

{
"Subject": {
"CustomAttributes": [

{
"ObjectIdentifier": "2.5.4.6",
"Value": "US"

.

{
"ObjectIdentifier": "1.3.6.1.4.1.37244.1.1",
"Value": "BCDABCDA12341234"

.

{

i APIPassthrough #ERM & B B E X E A VIS R latest 275
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"ObjectIdentifier": "1.3.6.1.4.1.37244.1.5",
"Value": "CDABCDAB12341234"

EANUT SR TMAIESD

$ aws acm-pca issue-certificate \
--validity Type=DAYS,Value=10
--signing-algorithm "SHA256WITHRSA" \
--csr fileb://csr.pem \
--api-passthrough file://api_passthrough_config.txt \
--template-arn arn:aws:acm-pca:::template/
BlankEndEntityCertificate_APIPassthrough/V1 \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566

FHEEEMAUEHH ARN :

~

"CertificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"

}

BT AR EAR MR RIES

$ aws acm-pca get-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--certificate-arn arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID | \

jq -r .'Certificate' > cert.pem
IEAILAE A OpenSSL R EBIEBHAR :

$ openssl x509 -in cert.pem -text -noout
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® Note
WA BIE -1 AE CA , MEENEMEZELCMRNEMNES,

£/ APIPassthrough EHiM AT EEHEXY BEMIEH

EHRTROIF  MENEPEBEEENLT R, it , BEEMissue-certificate i B E R =S -
APIPassthrough ##x#9 ARN, I EEBEXY EH JSON B EX#H , AR H PR CSR. M ARHE
iF$ (Amazon CLI)

ROIBLE X api_passthrough_config.txt @& TRE :

{
"Extensions": {
"CustomExtensions": [
{
"ObjectIdentifier": "2.5.29.30",
"Value": "MBWgEzARgg8ucGVybW1@dGVkLnR1c3Q=",
"Critical": true
}
]
}
}

BESGEBHRARBFRET :

$ aws acm-pca issue-certificate \

--validity Type=DAYS,Value=10

--signing-algorithm "SHA256WITHRSA™ \

--csr fileb://csr.pem \

--api-passthrough file://api_passthrough_config.txt \

--template-arn arn:aws:acm-pca:::template/EndEntityCextificate_APIPassthrough/V1
\

--certificate-authority-axrn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566

FHRE EMAUEHH ARN :

~

/A APIPassthrough iR A HHEBENT BEMNIESH MRS latest 277



Amazon Private Certificate Authority ArfEm

"CertificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"

}

BT ARNEREQRIES :

$ aws acm-pca get-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cexrtificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--certificate-arn arn:aws:acm-pca:region:account:cextificate-authority/CA_ID/
certificate/certificate_ID | \

jq -r .'Certificate' > cert.pem

BT LAE A OpenSSL REBIEBHAR :

$ openssl x509 -in cert.pem -text -noout

KRELBUH

A LAfE A Amazon #AF CA APl 1 Amazon CLI KM AFAEIE B, MRixpEM , W aJLAER
Amazon CLI 5 Amazon #,58 CA API RE R ZiE$H., MREEH ACM SIEFE CA HiBERIEH , N
HER ACM SHIEBFMEMBZNIAERH, BEXEZEE , BSRASHAFIES,

1 R URKAKIE

£/ get-certi Amazon CLI ficate in SR F L imEAEUE P, B AT LAEA GetCertificateAPI #4E,
BUWEAKL sed HEMTER jq RER HRN,

(® Note

MRERHIUEP , ATLAEA get-certificate i TR R TAHFIERNNFSS, EEALCIEF
BIRERERTAREFIE, BEXEZEL , F5H FFIHRESENIE CA —EFEA,

$ aws acm-pca get-certificate \

--certificate-arn arn:aws:acm-pca:region:account:certificate-authoxrity/CA_ID/
certificate/certificate_ID \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 | \
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jq -xr '.Certificate, .CertificateChain'

I 85 5 R LA AR OfEAS X H A P A P 8%

...base64-encoded certificate...
----- END CERTIFICATE----

K3 CAEH

BT LAEA Amazon #A88 CA APl 1 Amazon CLI 3k RFHE CA WIEBM AV (CA) iEH, E1T
get-certificate-authority-certificate i . & W@ A GetCertificateAuthorityCertificate ¥4, BiUfE
A2 sed RYFRATER jg IRE T B,

$ aws acm-pca get-certificate-authority-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566 \

| 39 -r '.Certificate’

L ER BRI TR R CA IEB,

...base64-encoded certificate...
————— END CERTIFICATE----

B HFBIES

EJHENIEILES , BERFITRE , NVE SSEPRZRZIRE , AERBESZSERMBRENE. X
B2 Amazon A5 CA FitiREMNER , B2 H FFITRESENAE CA —EFEH. BXM S3
BREFNRWEER , 55 (Amazon Simple Storage Service AF /) HM T H I Ko

BT RBIGE T Q2w iHR S H XN EB TR RIE ABIEN 5 £, SRKA JSON B, £AX
2L sed WBEATER jq TRIEEIE.
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1. BIEFITR G

LTHTNEE CAERFITRE,

$ aws acm-pca create-certificate-authority-audit-report \

--region region \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authority/11223344-1234-1122-2233-112233445566 \

--s3-bucket-name bucket_name \

--audit-report-response-format JSON

MREY , MZBTREEFHFITRER ID MLE,

"AuditReportId":"audit_report_ID",
"S3Key":"audit-report/CA_ID/audit_report_ID. json"

2. RRFIHREHFREEEK,

S TRRFIMRE  EEREPERERS , AHELERIUMIE R 2020-12-01 HRJZEMKH
B,

$ aws s3api get-object \
--region region \
--bucket bucket_name \
--key audit-report/CA_ID/audit_report_ID.json \
/dev/stdout | jq '.[] | select(.issuedAt >= "2020-12-01")'

REIRTE TR :

"awsAccountId":"account",

"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial":"serial_number",

"subject":"CN=pca.alpha.root2.leaf5",

"notBefore":"2020-12-21T721:28:09+0000",

"notAfter'":"9999-12-31T723:59:59+0000",

"issuedAt":"2020-12-21T22:28:09+0000",

"templateArn":"arn:aws:acm-pca:::template/EndEntityCertificate/V1"
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}

3. EARMAREFITRE
WREHITEANENR , TS BT IHRERFEIAR X HH,

$ aws s3api get-object \
--region region \
--bucket bucket_name \
--key audit-report/CA_ID/audit_report_ID.json > my_local_audit_report.json

B e AR k& RN A

$ cat my_local_audit_report.json | jq '.[] | select(.issuedAt >= "2020-12-01")'
{
"awsAccountId":"account",
"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",
"serial":"serial_number",
"subject":"CN=pca.alpha.root2.leaf5",
"notBefore":"2020-12-21T721:28:09+0000",
"notAfter":"9999-12-31723:59:59+0000",
"issuedAt":"2020-12-21T722:28:09+0000",
"templateArn":"arn:aws:acm-pca:::template/EndEntityCertificate/V1"

4. EENAEEEANER
BRI ERERN AEEAFRNIES , MTFAR :

$ cat my_local_audit_report.json | jq '.[] | select(.issuedAt >= "2020-11-01"
and .issuedAt <= "2020-11-10")'

TFEENABTERERHPER

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.leafl",

"notBefore": "2020-11-06T19:18:21+0000",
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"notAfter": "9999-12-31T723:59:59+0000",
"issuedAt": "2020-11-06T20:18:22+0000",
"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"

}
{

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.rsa2048sha256",

"notBefore": "2020-11-06T19:15:46+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-11-06T20:15:46+0000",

"templateArn": "arn:aws:acm-pca:::template/RootCACertificate/V1"
}
{

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.leaf2",

"notBefore": "2020-11-06T20:04:39+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-11-06T21:04:39+0000",

"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"
}

5. LRI EBERE RIS,
LTS ERENR ARN fFERERNS :

$ cat my_local_audit_report.json | jq '.[] | select(.templateArn == "arn:aws:acm-
pca:::template/RootCACertificate/Vv1i")"

B R ICECAVIE B iE % ¢

{

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.rsa2048sha256",
"notBefore": "2020-11-06T19:15:46+0000",
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"notAfter": "9999-12-31723:59:59+0000",
"issuedAt": "2020-11-06T20:15:46+0000",
"templateArn": "arn:aws:acm-pca:::template/RootCACertificate/V1"

6. iFik 2 M HAVIEH
ERHFTEEREMIED , FEANUTHS :

$ cat my_local_audit_report.json | jq '.[] | select(.revokedAt != null)'’

ERHENILERIRT :

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.leaf2",

"notBefore": "2020-11-06T20:04:39+0000",

"notAfter": "9999-12-31T23:59:59+0000",

"issuedAt": "2020-11-06T21:04:39+0000",

"revokedAt": "2021-05-27T18:57:32+0000",

"revocationReason": "UNSPECIFIED",

"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"

7. £ R ENRE XTI,
UTHtRRESFHE lealNERAER

$ cat my_local_audit_report.json | jq '.[] | select(.subject|test("leaf"))"’

PEECAYIEBiC KRBT -

{

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.roo2.leaf4",
"notBefore": "2020-11-16T18:17:10+0000",
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"notAfter": "9999-12-31T723:59:59+0000",
"issuedAt": "2020-11-16T19:17:12+0000",
"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.leaf5",

"notBefore": "2020-12-21T21:28:09+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-12-21T22:28:09+0000",

"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"

}
{

"awsAccountId": "account",

"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial": "serial_number",

"subject": "CN=pca.alpha.root2.leafl",

"notBefore": "2020-11-06T19:18:21+0000",

"notAfter": "9999-12-31T723:59:59+0000",

"issuedAt": "2020-11-06T20:18:22+0000",

"templateArn": "arn:aws:acm-pca:::template/EndEntityCertificate/V1"
}

SHABIUER R HRHA

Amazon FAE CA TEEZESHHEECIEHMANATIER, BR , B LEHAS Amazon Certificate
Manager HItFIEBREMZZRH, AR ZEIRETTELEBE , UBBEENIAE PKI FHREEN
B, BXEZEEL , i52M ( Amazon Certificate Manager AF{ER) S HIEIEH,

e —IE SN FAL , Amazon Certificate Manager A LA R £/ ACM #24]&. ACM API
MRequestCertificatelREHRA ACM F 5 FHrequest-certificate i T M AN FABIE BIRB L EL
1To Amazon CLIEX&EITTHNEZELR , BSREFE PKI RLEITIEH,

RIS

&7 LAfE A revoke -¢c Amazon FAH CA ertificate Amazon CLI 353 API ##4E B 451
F5. RevokeCertificatefl#l , MNRIEBAYZFAMBEHERBKABAR , NAIRFEEXIUEPHTERH <
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AFERHE, ATEREEN , FRLEPNEFREZ B ZENNEERNFTE NI ERRLE S
IR

Amazon %8 CA RE T AR TERENIFRIERHRBRE | ELUEHRESMHIYL (OCSP) MiE+H
MEEFIR ()o CRLsEA OCSP , B/ i Al U EHSLANR EPRANNE B HEBIEE. £H CRL, B K
BREAEHTHENFENERFIERIRREILES, FERRELESIEREMNIESH.

OCSP ##R CRLs KB FiEPHBANKIEEE. it , EMEAZH , XIGME CAEBENZEFH
R—fE AL, BXBETEFEMNEELEMENEER Amazon A8 CA |, BSRMIEH Amazon
Private CA if P B 5 £,

ERMERIEP L IERKE Amazon FAF CA BitREH,

@ Note

FNFEKFREE , EEHEIZAWSRAMRevokeCertificateCertificateAuthorityiX
PREYHZ, AWSRAMDefaultPermissionCertificateAuthority R EIEHENRE, E
ARFBKRFMAE R , CAEEAXLANAERN RAM £E |, mEHE@E— CA :

1. B8 AWSRAMRevokeCertificateCertificateAuthority fXRMHEE,
2. B8 AWSRAMDefaultPermissionCertificateAuthority fRHHE,

R IEF

£/ RevokeCertificateAP| IRESR R UE Lo © RHEFAE PKIIEH, FHSLMER T AHEIRR,
A LUBE A get-certificate i SR EF S, revoke-certificate i HFIRE R,

$ aws acm-pca revoke-certificate \

--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:cextificate-
authoxrity/11223344-1234-1122-2233-112233445566 \

--certificate-serial serial_number \

--revocation-reason "KEY_COMPROMISE"

EmENIEHM OCSP

5 BT RA | OCSP MBS TAEE 60 28 SRMIRES. B% , OCSP M T X B E R
FRWAEL  BHERS 1 CRLs THEFHANMHERRRE  OCSP MABETAKE S HE
.
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CRL FHE mHIULH

BELERHEITEHARY 30 25 /FEH CRL, MR CRL EFREMREE LK , Amazon A8 CA NF
15 P BEEIR—R,

f&Bh Amazon CloudWatch |,
FMisconfiguredCRLBucket, BEXEZEL
¥%{5E CRLs

, B

2

IR

AN

AT AR IEFRBIE EHR , CRLGeneratedd

, S Z3EM CloudWatchigtr. BxBIZMELE /Y

AT ROIERIES B35 (CRL) RV E BHIEF.

Certificate Revocation List (CRL):
Version 2 (0x1)

Signature Algorithm: sha256WithRSAEncryption
Issuer: /C=US/ST=WA/L=Seattle/O=Examples LLC/0OU=Corporate Office/

CN=www.example.com

Last Update: Jan 10 19:28:47 2018 GMT

Next Update: Jan 8 20:28:47 2028 GMT

CRL extensions:
X509v3 Authority key identifier:
keyid:3B:F0:04:6B:51:54:1F:C9:AE:4A:C0O:2F:11:E6:13:85:D8:84:74:67

Revoked Certificates:
B17B6F9AE9309C51D5573BCA78764C23

X509v3 CRL Number:

1515616127629

Serial Number:

Revocation Date:

J

an

CRL entry extensions:
X509v3 CRL Reason Code:

21:
99:
0.
98:
2e:
54:
1d:
58:
7.
d4:
43
az2:

2f:
3e:
7a:
f1:
f8:
eb:
4e:
7d:
06:
78:
13:
84:

Key Compromise
Signature Algorithm: sha256WithRSAEncryption
:9c:
3b:
4d:
e3:
91:
10:
31:
72:
31:
ca:
cd:
f5:

86:
df:
bc:
43
bd:
87:
Qe:
b2:
09:
cl:
fd:
6l:

46:
ec:

ba

:69:
3c:
02:
95:
a9:
2a:
90:
c8:
16:

be:
6f:
:0f:

9a

7d:
33:
od:
70:
al:
4e:
31:
ao:

Qa

c7:
81:
:3f:
72:
14:
84:
fd:
73:
08:
c9:
cf:

9 17:19:17 2018 GMT

od:
Te:
9b:
6l:
4e:
7f:
f8:
4f
ec:

ba

8d:
38:

85:
a3:
71:
36:
36:
b2:
5d:
e7:
1lc:
:ec:
b3:
10:

f6:
6b:
ee:
cf:
38:
81:
59:
5b:
32:
55:
S5e:
da:

b6:
66:
14:
93:
06:
65:
5d:
e4:
f8:
c3:
06:

a5

b6:
a7’:
c3:
Qa:
bf:
al:
9.
06:
dc:
00:
c6:
:3b:

db:
b2:
db:
1b:
9.
62:
2b:
fc:
03:
fa:
cc:
69:

50:
83:
ad:
7d:
c7:
f5:
6f:
e7:

ea

2e:
15:
7f:

ce

e8:
ao:
f7:
di:
fb:
e4:
23:
:33:
03:
41:
9c:

:32:
3b:
91:
8d:
47:
el:
e6:
e7:
as:
b2:
12:
b0o:

%7 LA TS &M% & CRL Amazon Private CA,

d4:
53:
(of /1
53:
be:
79:
60:
08:
8e:
dd:
5d:

aa

76:
42:
of:
1f:
8e:
d5:
8b:
28:
do:
8a:
51:
:29:

CRL K E BEHIEH
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5f:fc:42:68:b8:fb:88:19:af:d9:ef:76:19:db:24:1f:eb:87:
65:b2:05:44:86:21:e0:b4:11:5c:db:f6:a2:f9:7c:a6:16:85:
0e:81:b2:76

HRIREPRIC BEHILES

BEERHIEPEANMEILEHHMIEENE CANFEREP, AT RAIERIE - NERKIERH
— M ERHIIEPNFREIRE. AXRXEZEE , T RFIHREEEMNAE CA —EER,

"awsAccountId":"account",

"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial":"serial_number",

"Subject":"1.2.840.113549.1.9.1=#161173616c6573406578616d706c652e636f6d, CN=www.examplel.com, Ol
Company, L=Seattle,ST=Washington, C=US",

"notBefore":"2018-02-26T18:39:57+0000",

"notAfter":"2019-02-26T19:39:57+0000",

"issuedAt":"2018-02-26T19:39:58+0000",

"revokedAt":"2018-02-26T20:00:36+0000",

"revocationReason":"KEY_COMPROMISE"

"awsAccountId":"account",
"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/

certificate/certificate_ID",
"serial":"serial_number",

"Subject":"1.2.840.113549.1.9.1=#161970726T64407777772e70616c6f75736573616c65732e636f6d, CN=wwn
Company, L=Seattle,ST=Washington, C=US",

"notBefore":"2018-01-22T20:10:49+0000",

"notAfter":"2019-01-17T21:10:49+0000",

"issuedAt":"2018-01-22T21:10:49+0000"

B3 S HEITHIES

£/ Amazon FAF CA 2 CA &} , AT BUFIZ CA § A Amazon Certificate Manager 31k ACM B
IERRIMA M, MREFEZITVEPBSERRSHEXE , MZRSHITENAMIER, B2, MR
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ERRARNA T E PKI IR EHMM S ( flNAHRSRFRE ) FAMSHN , WEEELKITE
BXRES L.

B <A Amazon # EventBridge Lambda Amazon B3I 1T ACM SHARBHW RHIBRAR | HS
% B 30 5 HEITHIE,

£ Amazon Private CA if PR

Amazon #28 CA EREERRMA CA EHMAwmKMAEIEF. N PCA 2H AR CAILLHE , 28
N AMENERIME CA EFHER,

WRAEEA CLI 2 APl AES |, W] LR HEMR ARN fER IssueCertificate RENSEL
MEBEEKRIZMR ARN |, MERIAM A EndEntityCertificate/V1 #ik,. BEXEZEL , H3H
IssueCertificate API F190 & iE a5 1 3%,

® Note

Amazon Certificate Manager (ACM) X%, CA E& &K £ =15 R BREY B P 7 A4 B
CAZENREILH, BRKFMRXEZETHRROERRARE , Reeihm AT LumEAFIEHE
R -
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X509v3 2 =l

EREERAEN [M CSR &3]

£33 [M CSR &3]

HARYGR Critical, CA:TRUE, pathlen: 1
BRERRAR [KE CAIEH# SKI|

& ZARRA R4 B CSR]

CRL # % K* [M CA ELE=R CSR 4&i%]

*HEXEEE CARNBAT CRLERK , CRLAEAT2BEEERF,
BlankSubordinateCACertificate_PathLen1_APICSRPassthrough/V17E X

BRZTEHERN—KRELR , 121 BlankEndEntityCertificate_ APIPassthrough /V1 B E Yo

BlankSubordinateCACertificate_PathLen1_APICSRPassthrough/V1

X509v3 S =)
EREEREH [M API 5 CSR 1£3%]
¥5 [M API 5 CSR 1£3%]
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RAriEmE

X509v3 2
BEARHR

BN EZARRT
£ H & BARRE

CRL Z & =_*

(=]

Critical, CA:TRUE, pathlen: 1
[3kB CA iEHH SKI]

k4B CSR]

[M CA BRB Sk CSR 143%]

*REEBE CANEBAT CRLAER , CRL ZRRTLBREERT,

BlankSubordinateCACertificate_PathLen2_APIPassthrough/V17E X

BXRZTEAERN —RES , 219 BlankEndEntityCertificate_ APIPassthrough /V1 BJE Yo

BlankSubordinateCACertificate_PathLen2_APIPassthrough/V1

X509v3 2
EREZRABW
EF&

BEAXHYR
BNEZRARRF
£ & BARRR

CRL 7 & R}*

=1

[M API = CSR 4£i%]

[M API 5 CSR 4£i%]

Critical, CA:TRUE. pathlen: 2
[3RE CAEHH SKI

k4 B CSR]

[M CA BLEfEi%]

*RAEEBRE CANBAT CRLAER , CRL ZRRTLBEEERTP,

BlankSubordinateCACertificate_PathLen2_CSRPassthrough/V17E X

BXRTEABRN —MRIE S , 219 BlankEndEntityCertificate_ APIPassthrough /V1 BJE Yo

BARE X
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BlankSubordinateCACertificate_PathLen2_CSRPassthrough/V1

X509v3 S8 ]

ERAEZEREN [M CSR 1&i%]

e [M CSR 1&i%]

HEARAYR Critical, CA:TRUE, pathlen: 2
BREARAR [RE CAIEH# SKI|

£ & BAIRRAF k4 B CSR]

CRL 7 K R* [M CABELES CSR 1&i%]

*HEERE CARBAT CRLERK , CRL 2 XA 2T EEERD,
BlankSubordinateCACertificate_PathLen2_APICSRPassthrough/V17E X

BRZEHERN—KREELR , 121 BlankEndEntityCertificate_ APIPassthrough /V1 B E Yo

BlankSubordinateCACertificate_PathLen2_APICSRPassthrough/V1

X509v3 2 =l

EREERAEH [M API 2k CSR #i%]

£33 [M API 2k CSR #i%]

HARYGR Critical, CA:TRUE, pathlen: 2
BRERRAE [KE CAIEH# SKI|

& ZARRA [R4EB CSR]

CRL # % K* [M CA ELE= CSR 4&i%]

*RAEEBRE CANBAT CRLAER , CRL ZRRTLBEEERTP,
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RAriEmE

BlankSubordinateCACertificate_PathLen3_APIPassthrough/V17E X

HRZEHERN—MKREER , 121 BlankEndEntityCertificate_ APIPassthrough /V1 B E Yo

BlankSubordinateCACertificate_PathLen3_APIPassthrough/V1

X509v3 2
EREZRABW
S

BEAXHR

BN EZRARRT
£ & BARRR

CRL 7 & R}*

=]

[M API 5 CSR %]

[M API 5 CSR %]

Critical. CA:TRUE, pathlen: 3
[3RE CAEHH SKI

[k B CSR]

[M CA BLE &%)

*RAEEBRE CANBAT CRLAER , CRL ZRRTLBEEERTP,

BlankSubordinateCACertificate_PathLen3_CSRPassthrough/V17E X

BHRZEHERN—KRELR , 121 BlankEndEntityCertificate_ APIPassthrough /V1 B E Yo

BlankSubordinate CACertificate_PathLen3_CSRPassthrough/V1

X509v3 2 =l
EREERAEN [M CSR &3]
£33 [M CSR &3]
HARYR Critical, CA:TRUE, pathlen: 3
BRERRAE [KE CAIEH# SKI|
& ZARRA [R4E B CSR]
CRL # % K* [M CA ELE= CSR 4&i%]
HEARE L MRS latest 309
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*REEBE CANEBAT CRLAER , CRL ZRRT2BRHEERT,

BlankSubordinateCACertificate_PathLen3_APICSRPassthrough/V1E X

BRZTEHERN—KRELR , 121 BlankEndEntityCertificate_ APIPassthrough /V1 B E Yo

BlankSubordinateCACertificate_PathLen3_APICSRPassthrough

X509v3 S E

EREEREN [M API 5 CSR fi%]

£ [M API = CSR 1]

BHAAR Critical, CA:TRUE, pathlen: 3
BINBARRE [3RE CAIEH# SKI|

£ F & B HRRRT k4% B CSR]

CRL 7 R R* [M CA BLE S CSR f&i%]

*HEERE CARBAT CRLAER , CRL 2 XK F2ITEEERD,
CodeSigningCertificate/V1 X

FEALERTUNERATRBIZZWIESR, BUFRENRBERIES Amazon FA8 CA BEEAE
THIE CAEMEHNNRKBEEMRAER—EER, flln , FARBIENEFT Amazon loT AJLAERA
£ RABXZRIEP Amazon o8 CA HFHES AZE|, Amazon Certificate ManagerBXEZELE |, B
SHRRIBEEZW AR Amazon loT ? ARFKEAS ARBZEZIER,

CodeSigningCertificate/V1

X509v3 S8 =l

EREREREN [M CSR f&iZ]

F& [M CSR {&i%]
BEAXHYR CA:FALSE

B BARIAR [3R & CAEHHY SKI|
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Amazon Private Certificate Authority

RAriEmE

X509v3 2

£ & BARRR
RHRE

T REHRE

CRL 7 & K™

(=]

[k B CSR]

Critical, digital signature
Critical, code signing

[M CA BLE &%)

*REERE CARBRAT CRLERK , CRL 2R RT 2T EEERF,

CodeSigningCertificate_ APICSRPassthrough /V1 FIE X

IR B T CodeSigningCertificate /V1 LAz $F API 1 CSR EE(E,

CodeSigningCertificate_ APICSRPassthrough /V1

X509v3 2
EREZERBMN
ES}

EARLYR
BRNEZRARRF
£ & BAPRIRRF
ZHAAE
TREHARE

CRL Z# & _*

=]

[M API 2% CSR 1%i%]

[M API 2% CSR 1&i%]
CA:FALSE

[5RE CAiEHH SKI]
[ B CSR]

Critical, digital signature

Critical, code signing

[M CA ELE = CSR f&i%]

*RAEEBE CANEBAT CRLAR , CRL ZRKT LB HEERTP,

BARE X
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CodeSigningCertificate_ APIPassthrough /V1 BITE X

L8R5 CodeSigningCertificatetEiRMEE , BEE—IMKX3 : FUERP , MRERFREEY
BE , BZAPIRHEMY R’ Amazon 328 CA RBLIEH, ERPEENT BIRAES API FivY
o

CodeSigningCertificate_ APIPassthrough /V1

X509v3 S =l

EREZAEH [M API = CSR f£3&]
F5 [M API = CSR f£5&]
ERYR CA:FALSE
BREZEARRA [RE CA iE$# SKI]
£ & B AIRRA k4 B CSR]

FEARE Critical, digital signature
FRERAE Critical, code signing
CRL B & R* [M CA BLE £ %]

*HEEREBE CARBAT CRLERK , CRL 2 XRF 2T EEERD,
CodeSigningCertificate_ CSRPassthrough /V1 BIE X

RS CodeSigningCertificateBxME , EE—NMXF : ZERP , MRREREIRFEE
FERE , WHEPBZRIER (CSR) FREHAMY B Amazon A8 CA R B EH S, EHRPIEENY
RIAAKEE CSR BT &,

CodeSigningCertificate_ CSRPassthrough /V1

X509v3 Sk (!
FEAERABWN [M CSR 1&i%]
£ [M CSR &3]
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RAriEmE

X509v3 2
BEARHR

BN EZARRT
£ H & BARRE
ZHARAE
FrREHARE

CRL 7 & R}*

=1

CA:FALSE

[3kB CA iEHH SKI]
k4B CSR]

Critical, digital signature
Critical, code signing

[M CA BB CSR f£3%]

*REERE CARBAT CRLERK , CRL 7 RRFT 2BEHEERY,

EndEntityCertificate/V1 & X

BB A TN LumRE (HRERS T Web BRS 25 ) GIEIEH,

EndEntityCertificate/V1

X509v3 ¥
EREZABN
ES}

BEARGR

BN EZRARRF
£ & BARRR
RHRE

T REHRE

CRL 7 &R }*

(=]

[M CSR t&i#]

[M CSR f&i#]
CA:FALSE

[3RE CA iEHH SKI]

k4B CSR]

Critical, digital signature. key encipherment

TLS Web RE 2 EHKIE, TLS Web BF % &

A

[M CA BLE &%)

BARE X

MR latest 313



Amazon Private Certificate Authority ArfEm

*HRAEEERE CARBAT CRLERK , CRL 7 RRF 2ZEHEERY,

EndEntityCertificate_ APICSRPassthrough /V1 B9 E X
IR B T EndEntityCertificate /V1 LA API #1 CSR E&EE.

EndEntityCertificate_ APICSRPassthrough /V1

X509v3 S E

EAEZREN [M API = CSR f%i%]

£ [M API 2 CSR 1%i%]

BEARHYR CA:FALSE

BNEARRR [3RE CAiEHH SKI]

£ F & B HRRRT k4B CSR]

BEARE Critical, digital signature, key encipherment

rREARE TLS Web BR% 28 S A RIUE. TLS Web BF % &
B E

CRL # & R* [M CA Bl CSR 1&i%]

*REERE CARNBAT CRLER , CRL 7 EART 2B EEERP,
EndEntityCertificate_ APIPassthrough /V1 BYTE X

R SEndEntityCertificateEiRMRE , BE -1 X3l : HiERF , WRERPREET R
B, WBEZAPIFEAMY B Amazon #8 CA FBLIEH. WERFIEENT RALES AP HHVY
o

EndEntityCertificate_ APIPassthrough /V1

X509v3 S (=)
EREEREH [M API 5 CSR 1£3%]
F5 [M API 5 CSR 1£3%]
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RAriEmE

X509v3 2
BEARHR

BN EZARRT
£ H & BARRE
ZHARAE

FrREHARE

CRL 7 & R}*

=1

CA:FALSE

[3kB CA iEHH SKI]

k4B CSR]

Critical, digital signature. key encipherment

TLS Web RSB FHKIE. TLS Web BF i 5
I Ur

[M CA BLE &%)

*RAEEBRE CANBAT CRLAER , CRL ZRRTLBEEERT,

EndEntityCertificate_ CSRPassthrough /V1 BIE X

WERSEnNdEntityCertificateEMRAERE , BEE—MX5 : EERD , IRARERRFEET B
%, NFEPBERFER (CSR) Ry EHAMY B Amazon #AF CA &R FEH P, ERTIEENT B

KEBE CSRAMYT R,

EndEntityCertificate_ CSRPassthrough /V1

X509v3 B &
EREREREN [M CSR %]
¥5 [M CSR f£32]
BEARLR CA:FALSE
BB ARRRF [RE CA iE$# SKI]
& ZARRA R4 B CSR]
R AE Critical, digital signature, key encipherment
rREHRE TLS Web BR$5 28 5B RIE. TLS Web BEF K S
B UE
B X WA latest 315
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X500v3 S &
CRL %k &5* [M CA BLE D CSR 1&i%]

*REEHRE CARNBAT CRLEK , CRL 2 XKRT2ITEEERF,
EndEntityClientAuthCertificate/V1 E X

RS EndEntityCertificate (REF REBEHAMZELRE , LERRERSIHA TLS Web FF
i & A

EndEntityClientAuthCertificate/V1

X509v3 & =l

EREZAEN [M CSR %3]

X5 [M CSR f£3%]

EXHR CA:FALSE

BB ARRAF [RE CA iE$# SKI]

£ & B APRIRAF k4B CSR]

BEARE Critical, digital signature, key encipherment
rREBEARE TLS Web % /i & 13 10 iE

CRL % & &* [M CA BB CSR 1]

*REEEE CANBAT CRLER , CRL 2 X RT2TEEERTP,
EndEntityClientAuthCertificate_ APICSRPassthrough /V1 B E X

IR B T EndEntityClientAuthCertificate /V1 B33 API #1 CSR E&{E,
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RAriEmE

EndEntityClientAuthCertificate_ APICSRPassthrough /V1

X509v3 2
EREZERBMN
ES}

EARLYR
BRNEZRARRT
£ & BAPRIRRF
RHRE
TREHARE

CRL o & =*

|

[M API 2 CSR 1&i#]

[M API 5 CSR 4%i]

CA:FALSE

[KE CAIEH# SKI|

[4 B CSR]

Critical, digital signature, key encipherment
TLS Web &/ i & 135 1E

[M CA ELE = CSR f&i%]

*HEEEE CARBAT CRLAERK , CRL B4 RT 28 EEERF,

EndEntityClientAuthCertificate_ APIPassthrough /V1 BIE X

RS EndEntityClientAuthCertificate #iRMEE , BEE —K X5, ELERP , WRER
FARBET EA , MBS AP FEMT B Amazon A8 CA ZREEHH, WERFEENT BRL

BE AP Y R.

EndEntityClientAuthCertificate_ APIPassthrough /V1

X509v3 2
EREZERBN
ES}

EARLYR
BRNEZRARRRT
£ & BAPRIARF

=]

[M API = CSR f£3%]
[ API = CSR f£3%]
CA:FALSE

[3RE CAEHH SKI]
R4 B CSR]

BARE X

MR latest 317



Amazon Private Certificate Authority ArfEm

X509v3 S =l

ZRAE Critical, digital signature, key encipherment
yrEREAAE TLS Web & F i & 4 % iE

CRL & &* [M CA Bt E1&i%]

*HEAEEE CARNBAT CRLEK , CRLZEAT 2BEEERF,
EndEntityClientAuthCertificate_ CSRPassthrough /V1 B E X

WS EndEntityClientAuthCertificate #iRME , BEE—K X5, FELERP , MERE
BiRPEETBR , WREBZRER (CSR) FHEMY B Amazon FAF CA ZEREREF, LER
FEENT BIBAEE CSR WY B,

EndEntityClientAuthCertificate_ CSRPassthrough /V1

X509v3 S =l

EREZREBW [M CSR f%i%]

£ [M CSR f%i%]

EARYR CA:FALSE

BREZEARRA [3R B CAEH# SKI]

£ & B APRIRAF [fk4 B CSR]

BEARE Critical, digital signature, key encipherment
rREARE TLS Web % F i & {3 36 1iE

CRL # K R* [M CA BLE = CSR f&i%]

*REERE CARBRAT CRLERK , CRL 2R RT 2T EEERF,
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RAriEmE

EndEntityServerAuthCertificate/V1 & X

WHERE EndEntityCertificate REY BRERAZE LR , WERFERSIFN TLS Web RS

=B ORI,
EndEntityServerAuthCertificate/V1

X509v3 &

EREZERBR

E&

ERAR

BB ARRAF

E & RARAR

ZHAAE

TREHARE

CRL Z & =_*

&

[M CSR f£i%]

[M CSR f£i%]
CA:FALSE

[3RE CA EHH SKI]
k4B CSR]

Critical, digital signature. key encipherment

TLS Web fRE-88 5 0 Wi

[M CA BLiE L]

*REEERE CARBAT CRLERK , CRL 7 RAF 2ZEEERY,

EndEntityServerAuthCertificate_ APICSRPassthrough /V1 #9E X

RS B T EndEntityServerAuthCertificate /V1 JAX#F API f1 CSR EE{E,

EndEntityServerAuthCertificate_ APICSRPassthrough /V1

X509v3 2 E
FEREZLAEN [M API 2 CSR f%i%]
F& [M API 2 CSR f%i%]
BERAR CA:FALSE
BRERRAE [3RE CAiEHH SKI]
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RAriEmE

X509v3 2

£ & BARRR
RHRE

T REHRE

CRL 7 & K™

(=]

[k B CSR]

Critical, digital signature. key encipherment
TLS Web ARS535 & 103 iE

[M CA BLE= CSR f&i%]

*RAEEBRE CANBAT CRLER , CRL ZRRTLBEEERTP,

EndEntityServerAuthCertificate_ APIPassthrough /V1 89 E X

IR S EndEntityServerAuthCertificate #iRkME , BEE—K X5, FELERD , WRER
FARBET ER , MBS AP FEMYT B Amazon A8 CA ZBREEHH., WERFEENT BREL

BE AP Y R

EndEntityServerAuthCertificate_ APIPassthrough /V1

X509v3 2
EREZRABW
EF&

BEAXHR
BNEZRARRF
£ & BARRR
ZPARE

T REHRE

CRL Z & R}*

=1

[M API 2% CSR #&3%]

[M API 2% CSR #£3%]

CA:FALSE

[3RE CAEHH SKI

k4 B CSR]

Critical, digital signature. key encipherment
TLS Web FRS5 88 & 1

[M CA BB &i%]

*RAEEBRE CANBAT CRLAER , CRL ZRRTLBEEERTP,

BARE X
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EndEntityServerAuthCertificate_ CSRPassthrough /V1 B9 E X

MRS EndEntityServerAuthCertificate BiR#ERE , BEE—K X5, ELERP , R KK
EiRFPEETBE , WFIERLERIFER (CSR) AR HEHMYT B Amazon FAF CA BIBENEHF ., HENR
HIEEMNYT BIHRAEE CSR T E.

EndEntityServerAuthCertificate_ CSRPassthrough /V1

X509v3 ¥ (]

EREZRAEN [M CSR %3]

F5 [M CSR 1&i%]

XL R CA:FALSE

BB AR AR [5R B CA iE$H#Y SKI]

EAEBARRRF [k B CSR]

BEARE Critical, digital signature, key encipherment
FREHRE TLS Web fi55 28 & 1 1iE

CRL Z R R* [M CA BLiE=L CSR fZi%]

*REEERE CANBAT CRLERK , CRL 2 XRT2ETEEERTF,
OCSPSigningiE$/V1 EX

FEAERTAER T OCSP MMNEHAMWIEF, RS CodeSigningCertificate #4R1E
B, AR BB EEREE OCSP EEMTARRBEE,

OCSPSigningilF $/V1
X509v3 S E
EREEREN [M CSR f%3%]
£33 [M CSR f%3%]
BEARHYR CA:FALSE

ERE X MRS latest 321



Amazon Private Certificate Authority

RAriEmE

X509v3 2
BNEZRARRF
£ & BARIRRF
RHRE

T REHRE

CRL 7 &R R**

=1

[3RE CAIEHH SKI
[k B CSR]

Critical, digital signature
Critical, OCSP signing

[M CA BLEEi%]

*REEERE CARBRAT CRLERK , CRL 7 RASF 2B EERF,

OCSPSigningiE$_ /V1 BIE X APICSRPassthrough

IAEARY B T OCSPSigningiE $/V1 Ll APl 1 CSR EBE.

OCSPSigningiE$_ /V1 APICSRPassthrough

X509v3 S5
ERERAEN
FR

HEARAR
BRNZARIRG
5 A B BARAR
ZHHAE
rREHRE

CRL Z & _*

(]

[M API 2 CSR f%i%]

[M API 5 CSR &3]
CA:FALSE

[RE CA IEHH SKI|
k4B CSR]

Critical. digital signature
Critical, OCSP signing

[M CA EESK CSR f&i%]

*REEBRE CANEBRAT CRLAR , CRL ZRRT 2B HEERTP,

BARE X
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OCSPSigningiE#_ /V1 B9 X APIPassthrough

L1814k 5 0CSPSigningCertificate BiRMEE , B — KX 3. HUERP , MRERFPREEY
BAE , M@ API REMY B Amazon #28 CA REFEFH A, HERPEENT RBLES API
By R

OCSPSigningiE#_ /V1 APIPassthrough

X509v3 S =l

EREZAEH [M API = CSR f£3&]
F5 [M API = CSR f£5&]
ERYR CA:FALSE
BREZEARRA [RE CA iE$# SKI]
£ & B AIRRA k4 B CSR]

FEARE Critical, digital signature
FRERAE Critical, OCSP signing
CRL B & R* [M CA BLE £ %]

*QEERE CARBRAT CRLAER , CRL 7 EART 2B EEEIRP,
OCSPSigningiE$_ /V1 I E X CSRPassthrough

RS 0CSPSigningCertificate iR , EE—K X5, HHERFP , MRRERRFPIEE
FERE , WHEPBZRIER (CSR) FREHAMY B Amazon A8 CA R B EH S, EHRPIEENY
RIAAKEE CSR BT &,

OCSPSigningiE$_ /V1 CSRPassthrough

X509v3 Sk (!
FEAERABWN [M CSR 1&i%]
£ [M CSR &3]
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X509v3 S =l

BERHYR CA:FALSE

BB ARRAF [5RE CA iE$# SKI]
EAEBARRAF [k B CSR]

BEARE Critical, digital signature
FrRERRE Critical, OCSP signing
CRL 7 &K &* [M CABELES CSR 1&i%]

*QEERE CANBAT CRLERK , CRL 7 XaF 238 EERT,
18 CACertificate /V1 FEX

HERATMRBZEER CAIEP, CAIERESIE—NRBNERARYT R , R B CA FRRE
7 TRUE MEEEB A TMA CA EH, BIRARIEEBRRKE (pathLenConstraint) , B RIXAJRER

PR REMN RS R. BERRYT REHRAE , A LEF CAIEBAAE TLS BERRRRFH[ILEF. K
EECRLER , ENETERHEAZLRILES,

root CACertificate /V1
X509v3 2 (=]
EREZREBW [M CSR f&i%]
£33 [M CSR #3%]
EARHR Critical, CA:TRUE
£ & B HRART k4B CSR]
BHRE TREEE., BFZXE keyCertSign, CRL ZEH
CRL &R TER
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1R CACertificate _ APIPassthrough /V1 EEX
IRy B T Root CACertificate /V1 LA #F API BEE{E,

root CACertificate _ APIPassthrough /V1

X509v3 2K =l

EREERAEH [M API 5% CSR 4%i%]

& [M API 5} CSR 4%i%]

EARLYR Critical, CA:TRUE

BN ZARIRRF [M API &3]

£ ERARRA k4B CSR]

ZEA R L REZH, BFZXHA keyCertSign, CRL XH
CRL # & &* TEA

BlankRootCACertificate_ APIPassthrough /V1 B E X

WRABIEPERNZE | WA BAERIFE X.509 EARBWIEFR FHRABIEH, X2 Amazon #5458 CA
AR R B R RRIES |, BAIER API SN HERTEHENL . EFARY BEXERLREN CA
EH. NERTAR CAIEH , ZATRUEMRIEBER 258 H EHAERYRNE.

AU EAZ ANEBRERRMALFEREBHAE (KU) ENRIEH, Fla, BHEN

EAAEE EkeyCertSignMcRLSign , BEFFEEdigitalSignature, SHAIEZEH
BREBIUERBERTE , ZARIERERAWEE KU TR , HF KU AIARANXFHE
(digitalSignature, . . . . . nonRepudiation., keyEncipherment. dataEnciphermentkeyA
MdecipherOnly ) FEEM—1,

BlankRootCACertificate_ APIPassthrough /V1

X509v3 S (=)
EREEREH [M API 5 CSR 1£3%]
F5 [M API 5 CSR 1£3%]
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X509v3 S =]
HARYR Critical, CA:TRUE
55 & ZAPRAF k4 B CSR]

BlankRootCACertificate_ PathLen 0_ APIPassthrough /V1 B9E X
BEXRZAR CARIRN—KRESR , HSH??7

BlankRootCACertificate_ PathLen 0_ /V1 APIPassthrough

X509v3 S |

EREZREH [M API = CSR 4£i%]

31 [M API = CSR 4%i%]

HEARYR Critical, CA:TRUE, pathlen: 0
EREBARE [k4EE CSR]

BlankRootCACertificate_ PathLen 1_ APIPassthrough /V1 B93E X
BEXRZAR CARIRN—KRES , HSH??7

BlankRootCACertificate_ PathLen 1_/V1 APIPassthrough

X509v3 S |

EREZREH [M API = CSR 4£i%]

31 [M API = CSR 4£i%]

HEARYR Critical, CA:TRUE, pathlen: 1
EREBARE k4 E CSR]
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BlankRootCACertificate_ PathLen 2_ APIPassthrough /V1 B9 E X
BXRZAR CA R —RESR , HSH?2?2

BlankRootCACertificate_ PathLen 2_ /V1 APIPassthrough

X509v3 S5 ]

ERELRAEN [M API 2 CSR f&i%]

£ 41 [M API 2k CSR 4]

HEARAYR Critical, CA:TRUE, pathlen: 2
1 Fl & BAARIRAF [t B CSR]

BlankRootCACertificate_ PathLen 3_ APIPassthrough /V1 B9E X
BXRZAR CA RN —RESR , HSH??72

BlankRootCACertificate_ PathLen 3_ /V1 APIPassthrough

X509v3 S5 =]

EREZLRAEN [M API 5 CSR f&i%]

& [M API 2k CSR #i%]

HEARAYR Critical, CA:TRUE, pathlen: 3
1 Fl & BRI A [t B CSR]

/B CACertificate _ PathLen 0/V1 B9E X

HERATMARERKENNME CAILEH0, CAILEFRIE-—IMRENERARYE , Z¥ BFH CA
FRIREN TRUE BUSEILERB AR TH AR CAILES, FEFET BEAAE , UL CAERAETLS
&P R ARSS BRIE o

BRNEBRENESER  FERARENMEBENKELI R,
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RAriEmE

& CACertificate _ PathLen 0/V1
X509v3 2
EREZRABW
ES ]
BEXRHYR
R HAPRARF
£ & B ARRRT
BHRE

CRL 7 & R*

=]

[M CSR 1&i%]

%
[M CSR {&i%]

Critical, CA:TRUE, pathlen: @
[3RE CAIEHH SKI

k4B CSR]

Critical, digital signature, keyCertSi
gn . CRL sign

[M CA BLEEi%]

Y CAEENBA CRL AN , 4% CRL 7 R R B EFEAUERTAVIEHH,

T/ CACertificate _ PathLen 0_ APICSRPassthrough /V1 EEX

LERY B T ME X% CACertificate _ PathLen 0/V1 LA %% APl #1 CSR E @&,

N CACertificate _ PathLen 0_ /V1 APICSRPassthrough

X509v3 B8 &
EREZLRAEN [M API 2 CSR f&i%]
X5 [M API 5 CSR 1£3%]
HARYR Critical, CA:TRUE, pathlen: 0
BRIRBZARIREF [5RE CA E$# SKI]
£ f & BRI AR [k* B CSR]
A E Critical, digital signature, keyCertSi
gn . CRL sign
BARE X R latest 328
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X509v3 2 (=]

CRL ok &5* [M CA Bt E = CSR 1&iE]

*QEERE CARBRAT CRLAER , CRL 7 ARFT 2B EEEIRP,
/& CACertificate _ PathLen 0_ APIPassthrough /V1 EEX
WY B’ T MEB <% CACertificate _ PathLen 0/V1 A X APl EEE,

& CACertificate _ PathLen 0_ /V1 APIPassthrough

X509v3 S (=]

ERERREN [M API 5 CSR f&i%]

R [M API % CSR 1&i%]

HEARAR Critical, CA:TRUE, pathlen: 0

RIZ PR IREF [3R B CA EHH SKI]

£ F & E AR IR AT [k4 B CSR]

RAAE Critical, digital signature, keyCertSi
gn . CRL sign

CRL Z# & _* [M CA BLEf&iE]

*HEERE CARBAT CRLAERK , CRL 2 XRAF2TEEERF,
& CACertificate _ PathLen 0_ CSRPassthrough /V1 X

iR 5SubordinateCACertificate PathLen0#Etxr#E , BEE—IMX5 : EibiEtR+® , R X
EERFEET ER , WFEPERIER (CSR) R EMY E Amazon A8 CA B RiEH A, &
WPEENT BHRAEE CSR W E,

(® Note
B BENK T B CSR AIIE Amazon FoH CAAERBIE.
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B CACertificate _ PathLen 0_/V1 CSRPassthrough

X509v3 ¥ (]

EREZRABW [M CSR {&i%]

F& [M CSR f&i%]

HEAERAR Critical, CA:TRUE, pathlen: 0

BB ARRRT [k B CA IEHH SKI]

£ & BRI IRRF [k B CSR]

ZAAE Critical, digital signature, keyCertSi
gn . CRL sign

CRL 7 R R* [M CA BLE S CSR f&i%]

*QEERE CAKNBAT CRLERK , CRL 2 AXRFT 2T EFEAERMARIESH,
T8 CACertificate _ PathLen 1/V1 BIE X

HERATMABRERKEANMNE CAULBl, CALEBSE—MRENELRARYT E , 2 BFH CA
FRIREN TRUE UEELEBTATHAR CAILEH, T2RET BREHAAE , UL CAIERAE TLS
&P im AR SS BRIE o

BRNEBENESFEER , BERARENIRENKEL R,

& CACertificate _ PathLen 1/V1

X509v3 ¥ (=]

EREZLAEN [M CSR 1&i%]

R [M CSR f&i%]

BEARAR Critical, CA:TRUE, pathlen: 1
BRI [KE CAIEH# SKI|

& ZARRA R4 B CSR]
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X509v3 S =)

BEARE Critical, digital signature, keyCertSi
gn . CRL sign

CRL # & _* [M CA Bt E1&iZ]

*REERE CANBAT CRLAER , CRL 7 X RT 2T EEEARERMEMIERP,
T /& CACertificate _ PathLen 1_ APICSRPassthrough /V1 & X

gy B T MB X% CACertificate _ PathLen 1/V1 LA #F API #1 CSR EEE.

/& CACertificate _ PathLen 1_/V1 APICSRPassthrough

X509v3 & (]

EREZABW [M API 5 CSR f&i%]

£ [M API 2 CSR 1%i%]

BERYR Critical, CA:TRUE, pathlen: 1

BB ARRRF [5RB CA IEHH SKI]

£ F & BARIRAF [k 8 CSR]

RAAE Critical, digital signature, keyCertSi
gn . CRL sign

CRL 7 R R* [M CA BLE = CSR f&i%]

*REERE CARNBAT CRLAER , CRL 7 EART 2B EEEIRP,
T CACertificate _ PathLen 1_ APIPassthrough /V1 EEX

LERY B T MB <% CACertificate _ PathLen 0/V1 A% #F APl E&EE,
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'~ & CACertificate _ PathLen 1_/V1 APIPassthrough

X509v3 2K =l

EAEZRAERN [M API 5k CSR #i%]

& [M API 2k CSR #i%]

HEARAYR Critical, CA:TRUE, pathlen: 1

BB ARIREF [5RE CAEHH SKI

£ ERARRA k4 B CSR]

RPAE Critical, digital signature, keyCertSi
gn . CRL sign

CRL 7 R R* [M CA Bl Ef&iE]

*HAEERE CARBAT CRLAER , CRL 2 XK F2TEEERF,
T & CACertificate _ PathLen 1_ CSRPassthrough /V1 & X

MR ESubordinateCACertificate_PathLenliE#x4EE , BE—1 X3 : FLEKRF , MR XK
EERPEET RS , WFEPERENR (CSR) FHEMY E Amazon 48 CA BREEH A, E
WRPEENT BHBAEE CSR AT R,

® Note
EBENKM T R CSR L% Amazon #4H CASER I,

& CACertificate _ PathLen 1_/V1 CSRPassthrough

X509v3 S E

EREEREN [M CSR f%3%]

£33 [M CSR f%3%]

HARAR Critical, CA:TRUE, pathlen: 1
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X509v3 S =)

RIBARRR [3RE CA iEHH SKI]

FEREZARIRA k4B CSR]

ZPAE Critical, digital signature, keyCertSi
gn . CRL sign

CRL # & _* [M CA Bt &=k CSR 1&i%]

*QEERE CAKNBATY CRLERK , CRL 7 A RF 2T EFEAMERMAIERH,

B CACertificate _ PathLen 2/V1 BIE X

ERATMEABEEEN 2 WMNE CAIEH, CAUEREE— N XBHRNELRLYRTE , 2V BTN
CA ZRIZEN TRUE LB EIEBAATMA CAIEP, TV BRAHAZE , UL CAEBAKE
TLS BEF mE RS e EH,

BRNEBRENESER , FERARENMEBENKELIR,

T8 CACertificate _ PathLen 2/V1

X509v3 B3 &

FERAEEREN [M CSR 1&i%]

£33 [M CSR f&i%]

HEARHYR Critical, CA:TRUE, pathlen: 2

BN ZRARIAR [3RE CAIEHH SKI

FHEZARRA R4 B CSR]

RPAE Critical, digital signature, keyCertSi
gn . CRL sign

CRL B K R* [M CA ELEf&iE]
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*RAEEERE CARBAT CRLEARK , CRL ZRR/AS 2B EEEALERFAMIESF,

T & CACertificate _ PathLen 2_ APICSRPassthrough /V1 X
WENRY B T ME xR CACertificate _ PathLen 2/V1 L ¥ API #1 CSR EE{E,

& CACertificate _ PathLen 2_ /V1 APICSRPassthrough

X509v3 ¥ (]

EHEZREBW [M API 5 CSR f&i%]

FR [M API =% CSR {%i%]

BEAERAR Critical, CA:TRUE, pathlen: 2

BB AR AR [k B CA IEHH SKI]

5 f & BRI AR [lk4 B CSR|

BEARE Critical, digital signature, keyCertSi
gn . CRL sign

CRL 7 R R* [M CA BLE = CSR f&i%]

*REERE CARNBAT CRLER , CRL 7 EART 2B EEERP,
T CACertificate _ PathLen 2_ APIPassthrough /V1 & X
WEARYT B T MIE XX CACertificate _ PathLen 2/V1 S X ¥ API BEB{E,

T/ CACertificate _ PathLen 2_ /V1 APIPassthrough

X509v3 S E

FEREZLAEN [M API 2 CSR f%i%]

F& [M API 2 CSR {%i%]

HARYR Critical, CA:TRUE, pathlen: 2
BRERRRE [3RE CAiEHH SKI]
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X509v3 S =l

£/ & B AR [k~ B CSR]

PR E Critical, digital signature, keyCertSi
gn . CRL sign

CRL 7 K R* [M CA Bt Ef&i%]

*RBEERE CARNBATY CRLEMK , CRL ZRRT2EEERP.
T/ CACertificate _ PathLen 2_ CSRPassthrough /V1 EEX

iR SSubordinateCACertificate PathLen2#Eik#E , EE—IMX 3 : EiiERTD , MEX
EERPEETER , WFEPERIER (CSR) R EMY E Amazon #A%F CA B REH A, b
WMPIEENT BRABEE CSR T B,

(® Note
B EENK T B CSR AIIE Amazon FoH CAAERBIE,

B CACertificate _ PathLen 2_ /V1 CSRPassthrough

X509v3 B3 &

FERAEEREN [M CSR 1%i%]

B [M CSR f&i#]

HARYR Critical, CA:TRUE, pathlen: 2

BNZRARIRRF [3RE CA EHH SKI

FHEZARRA k4B CSR]

FERE Critical, digital signature, keyCertSi
gn . CRL sign

CRL % & &* [M CA ERB=X CSR 1£3%]
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*RAEEERE CARBAT CRLEARK , CRL ZRR/AS 2B EEEALERFAMIESF,

T B CACertificate _ PathLen 3/V1 BIE X

HERATMAREREN 3HME CALEH, CAUEBEBE—NMRBNEFRARTE , 2V BTN
CA FERIREN TRUE IEEUBAITATFMA CAEH. FEET BEHAZE , UL CAEFAE
TLS &P im sk AR S5 BRI+,

BRNEBRENEZER , FERRENMEBENKEL R,

& CACertificate _ PathLen 3/V1

X509v3 S E

EREEREN [M CSR f%3%]

£33 [M CSR f%3%]

HARAR Critical, CA:TRUE, pathlen: 3

BINBARIRE [3RE CAiEHH SKI]

£ & BAPRIRAF k4% B CSR]

B RE Critical, digital signature, keyCertSi
gn . CRL sign

CRL 7 K R* [M CA Bl Ef&iE]

*REERE CANBAT CRLERK , CRL 2 XRT LB EEFEAIERMAEWIER S,
T & CACertificate _ PathLen 3_ APICSRPassthrough /V1 X
LR R’ 7 MIE X% CACertificate _ PathLen 3/V1 JA# API fl CSR EEE,

/& CACertificate _ PathLen 3_ /V1 APICSRPassthrough

X509v3 S =)
EREEREH [M API 5 CSR 1£3%]
¥5 [M API 5 CSR 1£3%]
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RAriEmE

X509v3 2
BEARHR

BN EZARRT
£ H & BARRE
ZHARAE

CRL 7 & R*

(=]

Critical, CA:TRUE, pathlen: 3
[3kB CA iEHH SKI]

k4B CSR]

Critical, digital signature. keyCertSi
gn . CRL sign

[M CA ERB SR CSR #43%]

*RAEEBRE CANBAT CRLAER , CRL ZRRTLBEEERTP,

T/ CACertificate _ PathLen 3_ APIPassthrough /V1 FEX

HERY B T ME XX CACertificate _ PathLen 3/V1 L% APl E&E{E.,

'~ & CACertificate _ PathLen 3_ /V1 APIPassthrough

X509v3 ¥
EREZABW
ES]

BERYR

BN EZRARRT
£ & BAIRIAR
RHRE

CRL Z & _*

=]

[ API = CSR f%3%]

[ API Z CSR f£3%]

Critical, CA:TRUE, pathlen: 3
[3RE CAIEHH SKI

k% B CSR]

Critical, digital signature. keyCertSi
gn . CRL sign

[M CA BLiEfEi%]

*REEBE CANEBAT CRLAR , CRL ZRKT LB HEERTP,

BARE X
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T/ CACertificate _ PathLen 3_ CSRPassthrough /V1 EEX

iR S5SubordinateCACertificate PathLen3#ik#E , EE—IMX3 : EibiEtR® K MEX
EERFIEETER , NFEPERIER (CSR) R EMY E Amazon A8 CA B RiEH A, i
WPIBEENT BRABE CSR T B,

(® Note
SEETENKIYT EBH CSR AME Amazon FAH CAAERBIE,

& CACertificate _ PathLen 3_ /V1 CSRPassthrough

X509v3 S E

EREEREN [M CSR f%3%]

£33 [M CSR f%3%]

HARAR Critical, CA:TRUE, pathlen: 3

BINBARIRE [3RE CAiEHH SKI]

£ & BAPRIRAF k4% B CSR]

B RE Critical, digital signature, keyCertSi
gn . CRL sign

CRL # & =* [M CA BLE=k CSR f&i%]

*RAEEBRE CARBAT CRLEAR , CRL ZRAS 2L EEAERFAKIESF,
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Z £ M Amazon Private Certificate Authority

R4 Amazon BREFZE, N Amazon BF , B USRTERNREARASHLLBBBEALNE
RMAEOBEHR ORI MELEN,

ZE2RNTHEEE Amazon BFRE. TERXEENREFERANCHLZEENEPNR SN

« =EE — Amazon TR E Amazon =HIZ1T Amazon IRFHEMZEN, Amazon ik R H
AZEFERANERS. EAN—HD , FE=ZAFFIHIEHMNRZMNBIERNZEHNER M. ETHER
F A H TR Amazon Private Certificate Authority , 28 “REMITRIXI 2 %2 HSEE",

« DIRRE-ENREBREEM Amazon BERE. BEFENHMEARMNT , SHEEN BRI
., BRANERANERREREN,

RS A H B A T BREE AN AN A 2B REERE Amazon FAF CA. AT EBEEN FWA#HIT
BtE Amazon FAF CA LUBRENREMEME B IR, BIEF/HFI A HEMAS E Amazon Web
Services BRS5 KA BRI MR R Amazon FAH CA iR,

T

o SR MIBBERE (IAM) Access Management 5& | T Amazon Private Certificate Authority

- BIKFIHRIAZEKF N ZLRESEE CAs

- FEEIERI Amazon Private Certificate Authority

» Amazon Private Certificate Authority 9 & #1453 i

- RWEMIEEZ S Amazon Private Certificate Authority

« Amazon Private Certificate Authority & F* CP/CPS £

BHMIFREE (IAM) Access Management i& i T Amazon Private
Certificate Authority
A Amazon A8 CA FE Amazon A TXEMNER#ETEMRIENIER. ATEBFHANFTW

Al Amazon Identity and Access Management (IAM) 833 #28 &l i 7] LA (@) FA G IE B 0 & 189 (CAs)
SREBHRIPFABIEB MK ()0

£# Amazon #AF CA , BEANEERFERIUEPBMANME (CA). BHERZEFNENIE CA TH
Amazon ZRABF (ARN) RiriR |, BROT,
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arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566

RBEFFIE &R LZE Amazon BRI Amazon Ik P E LA, AT RHIEEE T B0 TERE,

o WREHE AL Amazon Web Services IR AP IE B EIEZFAHE CA , MR Amazon Ik REZ
CA.

/A Important
o RMNAFZEWAEH Amazon Web Services IR K812 CAs,
- BMAZNBWERELHNERAZREZEFHRIE (MFA), Amazon A8 CA

« WREE Amazon IKF R EIE IAM AP, MA@ AP RTIZLE CARNNR, ER , ZRA/
FRIEHYIK A% CA,

« WREE Amazon IKF FEIE IAM BEHFARTHZNLE CANNR , WEFEBRAZARHA
ALl CA, ER , ZABHENKSHAIZLAE CA

RRRMEAMEW R AT R BLERAR, LT Iie/ A eI 2R PR R w8y /] AR5,

® Note

AL TEN LT XHFER IAM Amazon A8 CA. XEFREEX IAM RFZWFAE
B, BXZTEMN IAM X, 5ZH IAM AF 1. BX IAM policy BZEMZBANER , S
¥ Amazon IAM Policy &%,

Amazon FAH CA API #/EFR R

HIRELIT R IE IAM S 08915 R MNRERE (ETHSONEE ) &, T8 TRENSE. &
FEYE —FIFH T 81 Amazon FAH CA APIRME, BT BEREEE Action TEPEEREF. FR
RS RHRH SN E B

Amazon FA%§ CA API #1E P 5 R X BR R
CreateCertificateAuthority acm-pca:CreateCert arn:aws:acm-pca: us-
ificateAuthority east-1 :111122223

AP| R MR latest 340


https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_CreateCertificateAuthority.html
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RAriEmE

Amazon #,F& CA API &1

CreateCertificateAuthorityA
uditReport

CreatePermission

DeleteCertificateAuthority

DeletePermission

PREBHY PR

acm-pca:TagCertifi
cateAuthority ({X7E
BT EIREN CARSTE
)

acm-pca:CreateCert
ificateAuthorityAu
ditReport

acm-pca:CreatePerm
ission

acm-pca:DeleteCert
ificateAuthority

acm-pca:DeletePerm
ission

BIR
333 :certificate-
authority/ 11223344-

1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

API 1R
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https://docs.amazonaws.cn/privateca/latest/APIReference/API_CreatePermission.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_DeleteCertificateAuthority.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_DeletePermission.html

Amazon Private Certificate Authority

RAriEmE

Amazon #,F& CA API &1

DeletePolicy

DescribeCertificateAuthority

DescribeCertificate Authorit
yAuditReport

GetCertificate

GetCertificateAuthorityCert
ificate

PREBHY PR

acm-pca:DeletePolicy

acm-pca:DescribeCe
rtificateAuthority

acm-pca:DescribeCe
rtificateAuthority
AuditReport

acm-pca:GetCertifi
cate

acm-pca:GetCertifi
cateAuthorityCerti
ficate

RIR

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566
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RAriEmE

Amazon #,F& CA API &1

GetCertificateAuthorityCsr

GetPolicy

ImportCertificateAuthorityC

ertificate

IssueCertificate

ListCertificateAuthorities

PREBHY PR

acm-pca:GetCertifi
cateAuthorityCsr

acm-pca:GetPolicy

acm-pca:ImportCert
ificateAuthorityCe
rtificate

acm-pca:IssueCerti
ficate

acm-pca:ListCertif
icateAuthorities

RIR

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

TEH

API 1R
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RAriEmE

Amazon #,F& CA API &1

ListPermissions

ListTags

PutPolicy

RevokeCertificate

TagCertificateAuthority

PREBHY PR

acm-pca:ListPermis
sions

acm-pca:ListTags

acm-pca:PutPolicy

acm-pca:RevokeCert
ificate

acm-pca:TagCertifi
cateAuthority

RIR

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

TEH

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

arn:aws:acm-pca: us-
east-1 :111122223
333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566
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Amazon FA%§ CA API #1E P 5 R X BR R
UntagCertificateAuthority acm-pca:UntagCerti arn:aws:acm-pca: us-
ficateAuthority east-1 :111122223

333 :certificate-
authority/ 11223344-
1234-1122-2233-112

233445566
UpdateCertificateAuthority acm-pca:UpdateCert arn:aws:acm-pca: us-
ificateAuthority east-1 :111122223

333 :certificate-
authority/ 11223344-
1234-1122-2233-112
233445566

ERHEBANR , ERENRAS, AHAEFNNR
- BEHOREEE IAM RIEENAF

HRERTERBARINAES, R (AM APl TANE=SSHEREIEAS (KA
SHRIE ) BB B RETIRAE.

« IAM AF :

- QREMASTLEENAE, KB (AM ASEE) B IAM A 0lR A G aHE TR,

(THEER ) FREEZMNIAFRASAMMEAFE, BB (AM AFERE) REfr
AP FR (#EHE ) AR B TR,

Amazon B R

Amazon FAF CA AiF—4H5EAF Amazon B2 Amazon #AE8 CA R. AFMFITANTENIEER
B&, T HRIXLEIRBE O] LAREBYIRSSME B T E R RE,

EERTEYENEMRE , LEFEAEEFNRHRERDB,
AWSPrivate CAFullij [a] £ bR

RTFTZREINERES,
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RAriEmE

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": [
"acm-pca:*"
1,
"Resource":"*"
}
]
}
AWSPrivateCARead R 5

RTFIRT R AP RER T B R,

"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action": [
"acm-pca
"acm-pca

"acm-pca
"acm-pca
"acm-pca
"acm-pca

"acm-pca:
"acm-pca:

]I

:DescribeCertificateAuthority",
:DescribeCertificateAuthorityAuditReport",
"acm-pca:
:GetCertificateAuthorityCsz",
:GetCertificateAuthorityCertificate",
:GetCertificate",

:GetPolicy",

ListCertificateAuthorities",

ListPermissions",
ListTags"

"Resource":"*"

AWSPrivateCAPrivilegedUser

RTFHRMBE CAIEBRIIIEE. WREIXBHMERINE , £

REMEHER,

MR EUser %
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"Version":"2012-10-17",
"Statement": [

{

"Effect":"Allow",
"Action": [

"acm-pca:IssueCertificate"
1,
"Resource":"arn:aws:acm-pca:*:*:certificate-authority/*",
"Condition":{

"ArnLike": {

"acm-pca:TemplateArn":[
"arn:aws:acm-pca:*:*:template/*CACertificate*/V*"

"Effect":"Deny",
"Action":[

"acm-pca:IssueCertificate"
1,
"Resource":"arn:aws:acm-pca:*:*:certificate-authority/*",
"Condition":{

"ArnNotLike": {

"acm-pca:TemplateArn":[
"arn:aws:acm-pca:*:*:template/*CACertificate*/V*"

"Effect":"Allow",

"Action": [
"acm-pca:RevokeCertificate",
"acm-pca:GetCertificate",
"acm-pca:ListPermissions"

]I

"Resource":"arn:aws:acm-pca:*:*:certificate-authority/*"

"Effect":"Allow",
"Action":[
"acm-pca:ListCertificateAuthorities"”

1,
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"Resource":"*"

AWSPrivateCAUser

BFMAMNmELREZAIUERBHINGE, LREIEEEDEE , TREMA CAILEH, NER
SPrivilegedUser R BE B B HEF o

"Version":"2012-10-17",
"Statement": [

{

"Effect":"Allow",
"Action":[

"acm-pca:IssueCertificate"
1,
"Resource":"arn:aws:acm-pca:*:*:certificate-authority/*",
"Condition":{

"ArnLike":{

"acm-pca:TemplateArn":[
"arn:aws:acm-pca:*:*:template/EndEntityCertificate/V*"

"Effect":"Deny",
"Action":[

"acm-pca:IssueCertificate"
1,
"Resource'":"arn:aws:acm-pca:*:*:certificate-authority/*",
"Condition":{

"ArnNotLike":{

"acm-pca:TemplateArn":[
"arn:aws:acm-pca:*:*:template/EndEntityCertificate/V*"

"Effect":"Allow",
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"Action": [
"acm-pca:RevokeCertificate",
"acm-pca:GetCertificate",
"acm-pca:ListPermissions"

1,
"Resource":"arn:aws:acm-pca:*:*:certificate-authority/*"

},

{
"Effect":"Allow",
"Action":[

"acm-pca:ListCertificateAuthorities"”

1,
"Resource":"*"

}

]
}
AWSPrivateCAAuditor

BT Rk APIHRENTHRIRBEMER CA FiTHRENNR,

"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action":[

"acm-pca:CreateCertificateAuthorityAuditReport",
"acm-pca:DescribeCertificateAuthority",
"acm-pca:DescribeCertificateAuthorityAuditReport",
"acm-pca:GetCertificateAuthorityCszr",
"acm-pca:GetCertificateAuthorityCertificate",
"acm-pca:GetCertificate",
"acm-pca:GetPolicy",
"acm-pca:ListPermissions",
"acm-pca:ListTags"

1,

"Resource":"arn:aws:acm-pca:*:*:certificate-authority/*"

"Effect":"Allow",
"Action": [
"acm-pca:ListCertificateAuthorities"”

]I
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"Resource":"*"

AWSPrivateCAConnectorForKubernetesPolicy

7 Kubernetes Amazon Private CA & 8518 T E AR,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"acm-pca:DescribeCertificateAuthority",
"acm-pca:GetCertificate",
"acm-pca:IssueCertificate"

1)

"Resource": "arn:aws:acm-pca:*:*:certificate-authority/*"

}
]
}

B+ Amazon & REEE#H Amazon FA%E CA

ETXRP , EEHRSTHREBRXLEERLL Amazon FAFE CA KB Amazon I E R E N IFME
B, BERBAEXMEEXN BEIIREE Amazon FAF CA , BT XA £ 12 N H LM RSS feed,

REXRBENR
I iR H HA
¥R © AWSPrivat BIATHHIEER , AFE 2025 5H19H
eCAConnectorForKub AT Kubernetes By Amazon
ernetesPolicy Private CA iE #2858,
AWSPrivateCAPrivileged AP StringlLike &kt 20251 H 22 H
M AWSPrivate CAUser -%1  HArnLike, StringNot
TBUR Like FArnNotLike o
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X0 U =g
EH 7R arn LB EBEE
fFarn:aws:acm-pca:::
template . arn:aws:a
cm-pca:*:*:template

WIRBE B REEBIBIBREM AWSCertif 2023 F 2 A 13 H
icateManagerPrivat
 AWSPrivateCAFullAc eCA T AWSPrivat
cess eCA
* AWSPrivateCAReadOn
1y HEER T
* AWSPrivateCAPrivil
egedUser

e AWSPrivateCAAuditor
» AWSPrivateCAUser

EFEEXRE

ERBRIERE | FOEREN Amazon Web Services Ik A F 52 E3) Amazon , ‘2% Amazon
B CA., MEMEA Amazon Identity and Access Management (IAM) 812 IAM A, IAM & &8k
ERF. tIEEERAHFESFIMEEHA, RAGENEEARER. RESEQHRMMEMA,,

S—IMREXKEUIEATIESAFNEFIEEN IAM policy, EFREENKBEETRNETSH
R0 SRS | BT LU X LSRRG A0 E) Amazon IKF IS MNP, AHAG. XN RERSIAS
REEMITIRIEER Amazon #A8 CA #1E,

THNRHIECEERBEATAF SR CA FitikE, XRE—NRAl. RESUAREMIREEN
Amazon #2588 CA #F. AXEZ R , BTSSR ABKKE.

BBREFRERE

1. £ Amazon EE R WEIULEF IAM 255,
2. EERHENSMBERD  EEXRK,

3. EFRAIBE,

4. %$F JSON &I+,

BEFRERRE MRS latest 351


https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_manage.html

Amazon Private Certificate Authority ArfEm

5. EHIATREAFEMWEERBEIRT.

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm-pca:CreateCertificateAuthorityAuditReport",
"Resource":"*"
}
]
}
6. “REFXE.
7. XFAF, BA PcaListPolicy,
8. (W) AR,
9. EFEVEXRME,

EIE R A LU R BEHE N EMERT IAM B P UABR &I P AT LA AT HY Amazon #A%F CA #B#4E. BX M AR
KENFZE , BSHE (AM AFERE) PR EXR IAM AP BER,

R BX R B

NERRBEEHZLBRNEENRE  SNEERATAR. 48ACF., UTKRERAHBHMFD
EL1T Amazon A CA BRIEMINR. BXxHNEREHN —REE , BSH (IAM BFIEm) https:/
docs.amazonaws.cn/IAM/latest/UserGuide/® #9 f£ F N Bx KBS . B A]LAEEA Amazon Web Services
Management Console, Amazon Command Line Interface (Amazon CLI) 2 IAM API 3R & Z F# A A
BR KB

/A Important
BB UEEZHRNEAZEEZESHBRIE (MFA), Amazon FAF CA

E 3
- }F LT CAs
- REFE CAIUP
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- SAFE CAIEP
- HiBRFAE CA
+ Tag-on-create : £ CA B FHrSHinE CA

» Tag-on-create: 2 [R¥riC

- FEAFZEFIXFAE CA BiF R

« REHERR Amazon FAF CA

« T£F R Amazon FAF CA

« XFrE Amazon BRI EE R 7 E AR

#FE L™ CAs

TRV SIHIKS CAs RRIFTRF A

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm-pca:ListCertificateAuthorities",
"Resource":"*"
}
]
}
KRB CAILEH

TR AFRAPRRGENILE CAIEH,

"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
"Action":"acm-pca:GetCertificateAuthorityCertificate",
"Resource":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
}
}
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S ARE CA LS
UTRMAYAF S ATLE CA IS,

"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",

"Action":"acm-pca:ImportCertificateAuthorityCertificate",
"Resource":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"

}

i BRFAE CA
LIRS0 23 FA P RS R FAE CA.

"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
"Action":"acm-pca:DeleteCertificateAuthority",
"Resource":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"

}

Tag-on-create : £ 8|2 CA BHF#rE i tIZE CA

LU REE R VPR P E S22 CA B N ARE.

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"acm-pca:CreateCertificateAuthority",
"acm-pca:TagCertificateAuthority"

1,
"Effect": "Allow",
"Resource": "*"
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}

Tag-on-create: ZpR¥r1C

LAF tag-on-create RE§ 2 (L £ 812 CA BB A Z4AEXS Environment=Prod., 71T HAHEMEEX#
1I¥R12,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm-pca:*",
"Resource":"*"
},
{
"Effect":"Deny",
"Action":"acm-pca:TagCertificateAuthority",
"Resource":"*",
"Condition":{
"StringEquals":{
"aws:ResourceTag/Environment": [
"Prod"
]
}
}
}
]
}

ERAREERFNAE CA BHRNR

LT R A FERAREX Env CAs ironment= #1715, PreProd B E3R$#118 CAs B EMHIFE,

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action":[
"acm-pca:*"
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1,
"Resource":"*",
"Condition":{
"StringEquals":{
"aws:ResourceTag/Environment": [
"PreProd"

Hixih a4 R Amazon #A8 CA
LTERBEATFAFPHAMY HAEIE B AE YL HLEREILE CA IEHFIUEP4E,

{
"Version":"2012-10-17",
"Statement": {

"Effect":"Allow",

"Action": [
"acm-pca:DescribeCertificateAuthority",
"acm-pca:DescribeCertificateAuthorityAuditReport",
"acm-pca:ListCertificateAuthorities"”,
"acm-pca:ListTags",
"acm-pca:GetCertificateAuthorityCertificate",
"acm-pca:GetCertificateAuthorityCsr",
"acm-pca:GetCertificate"

1,

"Resource":"*"

}
}

524215 EX R Amazon #A& CA
AT R o iF A P AT Amazon #A%F CA #1E,

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
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"Action": [
"acm-pca:*"

]I

"Resource":"*"

X FrE Amazon R EE & 175 R R
AT %8 23 A P XHMEE Amazon B EITEMERE,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"*"
"Resource":"*"
}
]
}

B ERIAZEK S ZE&ERE CAs

Amazon FAH CA BEE AU EHEM Amazon IKFHRHEREA ( AR, AGE ) £Z CA. REIHES
BREE , ZE AT LER Amazon %8 CA 5 Amazon Certificate Manager &R HiE P ML KA
B, ZERATLUER CA BIMAME CAEH Amazon FAH CA,

/A Important
B EBIK 17 = P UK BYUE 1548 X 1Y 32 B UK IEB A Amazon IK P W BT,

EHEX CAWIGREINE , Amazon #48 CA BB A WJLUERUTE—7E -

- f£ Amazon Resource Access Manager (RAM) Ff CA ER A REHMKFNEZERARE | HES
ZHE Amazon Organizations, RAM £k~ = Amazon BERNFRES %, Hx RAM WEZE
B, %2/ (Amazon RAM A F#8) https://docs.amazonaws.cn/ram/latest/userguide/, BxH
E%EE Amazon Organizations , %% {Amazon Organizations AF#E®M) o
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« £/ Amazon 7o CA API 5 CLI R E T HIRAVREEHIMNE CA , N EMAK S FHERARTTH
FINR, BXEZER , F5H ETRFRAVERK,

RIEEMNEFIXNIE CA NIRRT RME T ELKSNEBKS CAs ZRPR T ENENTER

o
BT 7IRA R A

ETRENRBE2EQNEAFAHMMEER (EXRFIPAFLE CA) MTARAFSHIABHNRE
%, & 2 SHUEBCHERE , TR Amazon FEEKEE Amazon Private CA, 33 Amazon
RAM M AE T HIFRHKERE , Amazon A CA B2 A ALl E# BT Amazon Organizations 5 H
Amazon lkF AP HEX CA HWIFREMNR. & , Amazon FAF CA EE A A LAER PCA, APIs
PutPolicy, GetPolicy#l , 48 R# Amazon CLI @55 p ut-policy DeletePolicy. get- policy # del ete-
policy RN M EBEE T R BN KK,

BXRETHRFNRBN—RES , BFERAETET SO RN E T 5 R 80 KBS A KR 57 F o

EEEMNETERM Amazon IEEFEFIER Amazon Private CA , {551 %] Amazon Resource
Access Manager 2|8 P ENRE , AFE R, CertificateAuthority SEMIKEE —# , ENAZ
B, RNEBWENSREPRNAIZRE , LBREFESENER,

Amazon Certificate Manager (ACM) Xf#A%5 CA EEBEKF X ZIF RN AF UM A R CA £EW
REILES, BKFHAEZETRRRERRS , REETER T L imRAIUEBER

+ EndEntityCertificate/V1

» EndEntityClientAuthCertificate/V1

» EndEntityServerAuthCertificate/V1

» BlankEndEntityCertificate_ APIPassthrough /V1

» BlankEndEntityCertificate_ APICSRPassthrough /V1

« T & CACertificate _ PathLen 0/V1

R B A
AFRETHEEMFROEKS RERE. EFREHERT , SEAULT wSEINRN AR

$ aws acm-pca put-policy \
--region region \
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--resource-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566 \
--policy file:///[path]/policyN. json

BRTIEE CAMI ARN 24 , BB RERME— Amazon K/ ID 5 —/NE#R T3 CA B 5 RIFREY
Amazon Organizations ID, A TETFFE , U TENEEEH JSON EHEAE NN X | BHAER
Mk CLI SEURH,

(® Note

A RERMNTARNET JSON RIRHRBNEN., ERREREZREAN ID FE&
( Amazon ik 5 3% Org Amazon anizations ID ) 1 CA ARNSs .

1. X4 : policyl.json - EREKFFHAFHLEX CA G RINE
5555555555558y = CA 89 Amazon IKF 1D,

NFRIEREARN , FRALZBECHEZBRIATAR

« aws-7 Amazon X, #l#l, aws, aws-us-govaws-cn, %,

« us-east-1-&EA A Amazon X1 , flflus-west-1,
111122223333-FIRFIBEM Amazon IKF 1D,
11223344-1234-1122-2233-112233445566-F BM AV EIR 1D,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ExampleStatementID",
"Effect":"Allow",
"Principal":{

"AWS" :"555555555555"

},

"Action":[
"acm-pca:DescribeCertificateAuthority",
"acm-pca:GetCertificate",
"acm-pca:GetCertificateAuthorityCertificate",
"acm-pca:ListPermissions",
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"acm-pca:ListTags"

]I

"Resource":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"

}I

{
"Sid":"ExampleStatementID2",

"Effect":"Allow",
"Principal":{
"AWS" :"555555555555"

},

"Action":[
"acm-pca:IssueCertificate"

1,

"Resource":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"Condition":{
"StringEquals":{
"acm-pca:TemplateArn":"arn:aws:acm-pca:::template/
EndEntityCertificate/V1"
}

2. 3X4F : policy2.json — B HEXS CA BRI PR Amazon Organizations

0-alb2c3d4z5%#R Amazon Organizations &3,

FNFRIRARN , FHEEBCHWEBRUTHER
+ aws-7 Amazon X, i1, aws, aws-us-govaws-cn, &,

s Us-east-1-&JEA A Amazon X1 , fflilus-west-1,

111122223333-®IRFAAE &K Amazon K 1D,
11223344-1234-1122-2233-112233445566-FBM &V ER ID,

"Version":"2012-10-17",
"Statement": [
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{
"Sid":"ExampleStatementID3",
"Effect":"Allow",
"Principal":"*",
"Action":"acm-pca:IssueCertificate",
"Resource":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"Condition":{
"StringEquals":{
"acm-pca:TemplateArn":"arn:aws:acm-pca:::template/
EndEntityCertificate/Vv1",
"aws:PrincipalOrgID":"o0-alb2c3d4z5"
},
"StringNotEquals":{
"aws:PrincipalAccount":"111122223333"

"Sid":"ExampleStatementID4",

"Effect":"Allow",

"Principal":"*",

"Action":[
"acm-pca:DescribeCertificateAuthority",
"acm-pca:GetCertificate",
"acm-pca:GetCertificateAuthorityCertificate",
"acm-pca:ListPermissions",

"acm-pca:ListTags"

1,

"Resource":"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566",

"Condition":{

"StringEquals":{
"aws:PrincipalOrgID":"o-alb2c3d4z5"

},

"StringNotEquals":{
"aws:PrincipalAccount":"111122223333"
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B4R Amazon Private Certificate Authority

% Amazon D EFEERER FFHBIBEBRF Amazon Private Certificate Authority, 12548 & ik
Amazon , ARRFETAERNTN 2 IKEMZEH Amazon Web Services =, ZBAREFNIEEE L
Hiidl RN RBHIERE, BEAFREFERR Amazon Web Services RS WEZ LB EMERES.
BXRBERIAVNEZEL | BSHBIERILAE N R,

HTFHBERPEN , RONBIUERH Amazon Web Services i EE H A Amazon IAM Identity
Center 5% Amazon Identity and Access Management (IAM) REMNABF, X# , 8MNEFPRREE
TEHIERRMENNIR, EEWWEES AT AR HIE

« NBNKFERAZESHRIE (MFA)

- 5/ SSL/TLS ERRBEE. Amazon BRATERMEM TLS 1.2, BIUEA TLS 1.3,

- ERAIZE API F A F35E3I B & Amazon CloudTrail, B CloudTrail BRER#EIR Amazon SEzHHY
fE8 , S ®Amazon CloudTrail AFER IV E R CloudTrail .

« £ Amazon MEFRAFRZEUAREPHFTERIALLZEH Amazon Web Services RS

- FARREELXLRS (Bl Amazon Macie ) , BB T AIMRF F47E Amazon S3 Y Bk
Bz,

« MRIETE Amazon BE R TITRED API #ITHFRITRELT FIPS 140-3 BIEAVINBER | EEA
FIPS i R BX<THAMN FIPS RN EZEE , 5N (EEKRIBEELERAL (FIPS ) 2 140-3
R o

BB N ENEEERBBES ( MEEFNBEFR4ii ) RARSHBEHERNXAFTE
(MEBHRER) ., XBEEFEHEZEHE. APl Amazon FoH CA 5L E M Amazon Web Services IR
FREAESA Amazon CLI, APl S8t Amazon SDKs, ER TR MR EHEBRNXERZERSH
ANEABEATELATIHRRZSH AL, MRE[AISPRSFEEMU | BB WG EEM i H
AEEIFEBRRBIEFZRSB/MER,

Amazon #AF CA AN ERNZ2 N

F41E4 CAs 7£ Amazon EERBH R £EMR (HSMs) 1, HSMs & FIPS PUB 140-2 IR ERHY 3
REZEEXR,

5& 35 B 3 Amazon Private CA HE1ZE5 PV EIE %R

Amazon Private CA Connector for AD F# B xiE#ERR. EfR,. BFFM. RFZFEAIHMENRE TR
HEHSENEFREERE, EBEELZATNESHEMER, FH Amazon Private CA API &
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# GetCertificate 3@ ERI LA XM B X &iZ Connector for AD MAWIEBWEE ., FEEHBEXMEAWIEH
HFERIEBWEFHRITEYAEE Amazon,

Amazon Private Certificate Authority#9 & #1453 iF

Amazon Private Certificate Authority ¥fE8 ZNEM it XIE — , B=FEITIIX L2 M Amazon
éﬂﬁﬁﬁﬁﬁoﬂ¢@ﬁ8mlPd\%&MMRPWMA&EMO

BEXBEESAITRCEAH Amazon EE’L“?'J%E BZRREAITRRI2HIAMiTRIXI S ) o Amazon
Web Services IR BEX—REE , TSRS I

O LA TEE =S FitkeE Amazon Artifacte BEXEZEE |, 5SS RPN “TEHIRE” Amazon
Artifact,

&AM Amazon 328 CA RN EMTEBUR T ENBREN RN, RLFANENBIRURERNE
FEMEM. Amazon RE T UTRFERFBEXIAEMMK

s FFEMZH Amazon S3 FHBMALR | LTEBNAUNAE EMZLLEH Amazon A CA &
Il
. IBEFEITIRE
- IN#EYREY CRLs

« ZEEEHMREANTVEEZEEEAMREANTER — XERBEEBNC TRWEESEM , H2
HTELRHEBUAZE2HNEARNESNELARREN SR, Amazon

« HIPAA Z£E5EMEMARE S — A EBERT LB WMAEEAR Amazon BIZEAFE HIPAA FRAER
R AR

- EAHEE — WITHEFNERETREER TENTLMAMEBX,

«  {Amazon Config FF X A G 1ErE) FHFEAANTEEIR - tb Amazon Config ARSS 1T14 & #Y % TR EC
BEX AR, TLERNENNEEER.

« Amazon Security Hub— It Amazon fRF AT £ H T SR EN L LIRSS Amazon |, BHEREREBFE
2T WIR AR REREK,

MEITRESENTAR CA —EfEH

LU SETERIRE U HENIE CAEMRNBHENMBILES. ZRERRFELEIRMAEE
RURTRYS I A S3 FEMH.
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BRAFIUREFMMBRFOER  FSHE NEFIURES -

FITIREXHFEEUTERENIHE ., Amazon S3 #&H) ARN 2 amzn-s3-demo-bucket B
B, CA_ID 2% CA HME—FriRAF, UUID RF iTIRE KM —IRIRET,

amzn-s3-demo-bucket/audit-report/CA_ID/UUID.[json|csv]

BT LA 30 D AER—OBFRE , HNEFEEREP TRIZRE. TENRHER— CSV 2FRAvHKR

P =l
Ho

awsAccountId, requestedByServicePrincipal, certificateArn,serial,subject,notBefore, notAfter,issue
123456789012, ,arn:aws:acm-pca:region:account:certificate-authority/CA_ID/

certificate/
certificate_ID,00:11:22:33:44:55:66:77:88:99:aa:bb:cc:dd:ee:ff,"2.5.4.5=#012345678901,2.5.4.44=
Company,L=Seattle, ST=Washington, C=US",2020-03-02T21:43:57+0000,2020-04-07T22:43:57+0000, 2020-(¢
pca:::template/EndEntityCertificate/V1

123456789012, acm.amazonaws.com,arn:aws:acm-pca:region:account:certificate-

authority/CA_ID/

certificate/
certificate_ID,ff:ee:dd:cc:bb:aa:99:88:77:66:55:44:33:22:11:00,"2.5.4.5=#012345678901,2.5.4.44=
Company,L=Seattle, ST=Washington, C=US",2020-03-02T20:53:39+0000,2020-04-07T21:53:39+0000, 2020-(¢
pca:::template/EndEntityCertificate/V1

THEHNRHER— JSON KXHNRE

"awsAccountId":"123456789012",

"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",

"serial":"00:11:22:33:44:55:66:77:88:99:aa:bb:cc:dd:ee:ff",

"subject":"2.5.4.5=#012345678901,2.5.4.44=#0alb3c4d,2.5.4.65=#0alb3c4d5e6f,2.5.4.43=#0alb3c4dE
Company, L=Seattle,ST=Washington, C=US",

"notBefore":"2020-02-26T18:39:57+0000",

"notAfter":"2021-02-26T19:39:57+0000",

"issuedAt":"2020-02-26T19:39:58+0000",

"revokedAt":"2020-02-26T20:00:36+0000",

"revocationReason":"UNSPECIFIED",

"templateArn":"arn:aws:acm-pca:::template/EndEntityCertificate/V1"
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"awsAccountId":"123456789012",
"requestedByServicePrincipal":"acm.amazonaws.com",
"certificateArn":"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID",
"serial":"ff:ee:dd:cc:bb:aa:99:88:77:66:55:44:33:22:11:00",

"subject":"2.5.4.5=#012345678901,2.5.4.44=#0alb3c4d,2.5.4.65=#0alb3c4d5e6f,2.5.4.43=#0alb3c4dE
Company, L=Seattle,ST=Washington, C=US",
"notBefore":"2020-01-22720:10:49+0000",
"notAfter":"2021-01-17T721:10:49+0000",
"issuedAt":"2020-01-22T721:10:49+0000",
"templateArn":"arn:aws:acm-pca:::template/EndEntityCertificate/V1"

(® Note

Amazon Certificate Manager ZiTiEF 0t , 3 CA HitiRELE
ZrequestedByServicePrincipal FBHEF ., acm.amazonaws.comiXik/Ri% Amazon
Certificate Manager fR55 183 % 718 Amazon #A5 CA I T APl IssueCertificatei®fE
SREEITIEH,

NEFEITRE ER — Amazon S3 F#

/A Important

Amazon Private CA 3% A mazon S3 X %%, MREBEF#HBLBERAXNREIE , U
Amazon Private CA T AR ZE#EEATITIRS .

ERRENEITRE L £FEHE% Amazon S3 . BXEZER , BSHUT0IE S3 1§ ?

B8 S3 FHEMALMZNRKREEM R |, %K Amazon Private CA A FIHRIFMEBEAZRIEERN S3 17
@, BNAFPMNBRSEXAZEPULNPR Amazon A8 CA FTREEEHBDIHRENR , URK R
NRAGetN R, BIENANTIRAKE , ZKERFIX Amazon Ik~ MFHE CA B ARN B4
B PBR, HE , WA LAER a ws: SourceOrg ID U4 KR EIX A4S EALNHRNE. Amazon
OrganizationsB X< FH B RN EZEE |, BESH Amazon FE £ F# RS FEBE,
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"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal":{

"Service":"acm-pca.amazonaws.com"

},

"Action":[
"s3:PutObject",
"s3:PutObjectAcl",
"s3:GetBucketAcl",
"s3:GetBucketLocation"

1,

"Resource":[
"arn:aws:s3:::amzn-s3-demo-bucket/*",
"arn:aws:s3:::amzn-s3-demo-bucketl"
1,
"Condition":{
"StringEquals":{
"aws:SourceAccount":"111122223333",
"aws:SourceArn":"arn:partition:acm-pca:region:111122223333:certificate-
authority/CA_ID"

}
}
}
]
}
EFITRE

Al 324 B Amazon CLIBIZFitiRE .

tlEEIHRE (E2FE )

1. BEFRIEH Amazon ik P H fEhttps://console.aws.amazon.com/acm-pca/ZR R ITF E Amazon o8
CA #lo

2. EAFLEPMANMEITE , NIRFERENFAE CA,

3. MEEXREAF  EFRENFITRS.

4. EFITHREEHRT , ITRERHH SIF? , EREARAE—REN , DERSHMIIRPIEE
DA,
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MBEER “2” , Il Amazon #25 CA £8IEZRIAKBEH N EM INBEBNZEE. RIAFKKE
$Eaws:SourceAccountFRHH4A |, ZHHRE T X4FE Amazon KB G R R, 0R &85
—SRREITHRIANBR |, W] ATE KRB FORINE 4240 , WaiE M ROIFT R,

MRERERES , WMSF R REMMNEE , RETRERFITRS, FH AFITRSEZ—1
Amazon S3 FfEH HANRK KRN, AXMIEKHNEES , HSHEM Amazon S3 2H &5
hnfE i AR SR RS o

5 &t INT , 7 JavaScript MR FREEFE JSON , NiES D REEEE CSV,
6. i%&#¥ Generate audit report (£ K F#ZIRE)o

BIZ® itk S (Amazon CLI)

1. MRERBESIWAH , MFLIE -1,
2. TEREEMMBEE, A NFIHREHEZ — Amazon S3 FiEE FATRKNRKER, BXH
IERMHEER , HS A Amazon S3 2| & 75 INE K B

3. f#H create-certificate-authority-audit-repor t s S RIBHF it &G H N EK A ERZFH S3 FiEH
.,

$ aws acm-pca create-certificate-authority-audit-report \
--certificate-authority-arn arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566 \

--s3-bucket-name amzn-s3-demo-bucket \

--audit-report-response-format JSON

KEFITHRS

ERFRFIMREUHTRE , BFEH Amazon S3 2#l&. API, CLISHHFEAIER, BXEZE
B , #25/ (Amazon Simple Storage Service AF1ER) FH TEHIT Ro

EFEITRE

BA AR EE S FITRER Amazon S3 FM LECEMNZE . Amazon #H CA X5 S3 HAFHHR
Rz

« 5 Amazon S3 B/ AES-256 B4 B H TR B im N R,

- EPEAEEMZE Amazon Key Management Service , HRIEEMMIE Amazon KMS key #1THEL
=1
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RAriEmE

® Note

Amazon FAE CA A EH S3 B £ KR EIA KMS 247,

UTERNEMMAIRES N NEBIEDL,

BLE B3

SEREAT SRS A S3 ARSS 2R im AN AR

1.

$TFF Amazon S3 #2#|& , MAuLA hitps://console.aws.amazon.com/s3/o

2. £ Buckets k™ , %&FH T EHREMN Amazon FA8 CA B 1F# .
3. EEFEMEREL , EREMIEIF,

4. EFRERIAMEFR,

5. BEEE M.

6. % Amazon S3 %4 ( SSE-S3) .

7. EBRREFER.

B E B E X nE

SERUATSRAG AERBEXZAN MR,

$TFF Amazon S3 #2#|& , MAuLA hitps://console.aws.amazon.com/s3/o

2. 1E Buckets ®F , &2 B T EREMN Amazon FoF CA BN EM# .
3. EFEMEREL , EREMEIF,
4. ERERIAMEFR,
5. WBRERA.
6. %E$EAmazon Key Management Service #4f (SSE-KMS),
7. 1E&EM Amazon KMS Z4AHiEF = A Amazon KMS key ARN,
8. LERREENR.
9. (W% ) WMREEEE KMS B4R , BEEALLT Amazon CLI create-key ip I —4 :
$ aws kms create-key
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https://docs.amazonaws.cn/cli/latest/reference/kms/create-key.html
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BHEE KMS BN ID F Amazon BIFEH (ARN ) o TER—MNRHIES

"KeyMetadata": {
"KeyId": "@1234567-89ab-cdef-0123-456789abcdef",
"Description": "",
"Enabled": true,
"KeyUsage": "ENCRYPT_DECRYPT",
"KeyState": "Enabled",
"CreationDate": 1478910250.94,
"Arn": "arn:aws:kms:us-west-2:123456789012:key/01234567-89ab-
cdef-0123-456789abcdef",
"AWSAccountId": "123456789012"
}
}

10. EERLLTER , EF @ Amazon 348 CA BRFZEHR TEM KMS ZHMNNR. RMIABERT , i
B KMS ZHHENIE ; AERRABETUER KMS ZHAMBNBEZRE. B , #RARE
AR KMS A AR RE FEMAS MR R, 2RSS ERLTN T 76 KMS BHAAERKX
A,

a. B% , policy.jsonfEALL Fget-key-policyin B R1E KMS Z4A Y ERIAKEE -

$ aws kms get-key-policy --key-id key-id --policy-name default --output text
> ./policy.json

b. HEMAYEIRPITIT policy.json X, EFELUTREFR 2 — , FRERFNBINE KM
o

WRIEK Amazon S3 BZAECRH , NEFEANUTEY :

"Sid":"Allow ACM-PCA use of the key",
"Effect":"Allow",
"Principal":{

"Service":"acm-pca.amazonaws.com"

},

"Action":[
"kms:GenerateDataKey",
"kms:Decrypt"

1,
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RAriEmE

"Resource":"*",
"Condition":{
"StringlLike":{

"kms:EncryptionContext:aws:s3:arn":"arn:aws:s3:::bucket-name"

WREH Amazon S3 BEZACER , NBEFERUTED :

"Sid":"Allow ACM-PCA use of the key",

"Effect":"Allow",
"Principal":{

"Service":"acm-pca.amazonaws.com"

},

"Action":[

"kms:GenerateDataKey",

"kms:Decrypt"

"Resource":
"Condition":{
"StringlLike":{

1,
nmetgkn
7’

"kms:EncryptionContext:aws:s3:arn":[

"arn:aws:

"arn:aws:

arn:aws:

arn:aws:

s3::
s3::
s3::
s3::

:bucket-name/acm-pca-permission-test-key",
:bucket-name/acm-pca-permission-test-key-private",
:bucket-name/audit-report/*",

:bucket-name/crl/*"

c. EE , AL Tput-key-policydn+ B A EH K FKHE

$ aws kms put-key-policy --key-id key id --policy-name default --policy file://

policy.json
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F Y B iR % € Amazon Private Certificate Authority

ER — B E RS Amazon Private Certificate Authority , 3 Amazon £IKNE R LRI, Hx
Amazon Z£R% AR WA Amazon RFERIZENEE , ESMAmazon =% £, EFAEMIRE
T2 RERERKIRITEN Amazon 3% |, 2 S Amazon ecurity Pillar Well-Architected Fram
ework HHY EMiZ R

Al LAE R Amazon E X APl i8A Amazon Private CA B ME#HTiHE. BERAAZIFUT
AR
. BREZSMHL (TLS) » RIMERFEH TLS 1.2, B FEH TLS 1.3,

- EERLAERE (PFS) WHEIBEH , N DHE ( 58T Diffie-Hellman ) 8 ECDHE ( I B4 & b
¢ Diffie-Hellman ) o AZHIARE (W0 Java7 RESRA ) R IFXLEER,

A, XIERFREZES ID N5 IAM EERBRHUBZFRIBHARITBERFITZER. HEF , EALUEA
Amazon Security Token Service ( Amazon STS ) £ K IGEt Z & F RN BFERFITEE,

Amazon #%& CA VPC £&imT7 & (Amazon PrivateLink)

BT BT EEREO VPC KiFT R EE Amazon A8 CA #9 VPC Mz R BAEER, ENiF

M HEAmazon PrivateLink—fh i FFAZ2 15 18] Amazon A% CA API BEMNFEAREH X, Amazon
PrivateLink E&# VPC Z B A% Amazon #,%8 CA B Amazon MEBEHFMEMNERE , BREF
HRHEBRM ERE, 810 VPC KinT JEBHEMN VPC FRF—NHSNERFLE IP ik #9581 M L%
EOR%.

O VPC KT R EEIEREEHN VPC , Amazon FAH CA TEEBKMM*<, NAT &%&. VPN
Amazon Direct Connect JEZTHERE, &M VPC FHEFIFREZEELNE IP it Bl 5 Amazon #4%8 CA
API BE,

= Amazon FAF CA B &K VPC A , UM VPC AEBHISEHIBITIERE, NE , B UUE
F Amazon Virtual Private Network (Amazon VPN) S fF &8 FA8 M & E 3] VPC Amazon Direct
Connect, H*{E 8 Amazon VPN , {2 Amazon VPC AF#§EFH VPN iE#E, BXEER
Amazon Direct Connect , 55 ¥ {Amazon Direct Connect Fi F1§F) R €I IEE,

Amazon ¥, CA FFE A Amazon PrivateLink , BERIIB IS HERNTHNELELE, BX Amazon
PrivateLink #1 VPC &ixT R EZEL | S HET 1517 fRS Amazon PrivateLinks
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Amazon #F CA VPC KRixT s fEEEM

ERIREEO VPC KiFT 228 Amazon A8 CA , BESUTEEZE

Amazon 25 CA ERELTAX AT X VPC LT R, 8l VPC mRB , BEEEEEGHA
PEERAXF. TXENATAXRERN ARAXAXERS

» VPC KT RAXFHEXFHIER, WREITXIE Amazon F48 CAKH APl ERKE — X+ o2

Ll
7§ =V

« VPC % 5 {0 8T Amazon Route 53 X1 Amazon 1I2{t#) DNS, IR L HFEFEH B/ DNS , AL

FEAZXMY DNS %, BXEZEER |, 5 Amazon VPC AFIER*H DHCP I £,
HiinZE VPC s S T2 A MM A FIRO 443 ERE VPC WAAE FRIBME AERE,
Amazon Certificate Manager A% # VPC Kim¥i =,

« FIPS Rig TR ( REXHE ) T VPC LimT Ko

Amazon ¥, CA AP| BRI XFLL T A EM VPC Kk = Amazon Web Services X5 :

« RERE (HE=XEM )

XERS (HFRILMILER)

- XEES (MREEILILER )
- XEES (HRBRM )

SEM (FFER)
TA#X (&FE)

- TABK (BENE)
. WABK ( Hebnsk )

LA (BRE)

- WAMK (EX )
- WAK (KR )
- WABK (ER )

WAH# X (FANK )

- TAMKX (ERE)
« TAMKX (FX)

&R (HE)
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« MEKRAEER (FRME )

« BOMNX (ERZRE )
M X ( BRL )
ROM X (22 )

« RN (K= )

- BMuX (B3R )
KK X ( B BEST )

- M X ( TEEERE )
MM (R )

« &S (4R )

. HFR (EH)

© R (FIEREE )

- EENM (ERT )

A Amazon #A%5 CABIZ VPC w8

& 7] LA A https://console.aws.amazon.com/vpc/Z# VPC 2 &5 Amazon 48 CA RS 612 VPC
#3517 & Amazon Command Line Interface. BXEZEE , 155 Amazon VPC AF BRI A1
EOXisT SfEF. Amazon #A%8 CA X#EFHELEM VPC NiEAEME API #21E.

MREENIHRS AFAHE DNS E*Jl% TERIAK Amazon FAF CA ¥ SQELFE B 4T 79 48/Y VPC ¥k Ko
E%%ﬁl}\ﬂﬁ%%“‘* RBTRIIK , FSRKRS L iET S MEH.

MR ERE KB AFAE DNS 414 , W Amazon VPC F2Mt—NRTLIEAR DNS i S &8 7 , &
T

vpc-endpoint-id.acm-pca.region.vpce.amazonaws.com

(@ Note

ZfBEregionk ~FT Amazon FAF CAZ M Amazon X ( flflus-east-2EBERIP ( B
BN ) X XIBARIRFF. BXFIk Amazon A8 CA , iZ#Amazon Certificate Manager
FEUEP IR S B
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BEXREZEELR , 52 Amazon Amazon A8 CA VPC AFEREH M VPC LimTi & (Amazon
PrivateLink),

A Amazon ¥, CARIZE VPC Kix T A KK

O LU Y Amazon VPC ZKimTr R8I KB Amazon A8 CA UEBEUTHE :

- AHRITRENES
« AHATEVIRAE
« X EHHTREN TR

BXREZER , H5H (Amazon VPC AIFHERE) R VPC i & 12 B AR 55 89 1 R AU AR

TPBI-FAF Amazon FAH CA B4ER VPC KRk s KR
EEINLET A, U TREBRFMEZIE AR Amazon FAF CA &

1’|5IssueCert1f1cate\ . » DescribeCertificateAuthorityGetCertificateGetCertificateAs

MListTagsHINPR., T/ Stanza P RFEHZ —1FE CA, F— Stanza RNFERIBENFE
CA AP ERCIBARIAIESR, WRETERFNECAWER , WFEE Condition FH5 . B
, BRI D BN A FFTEEFEAGIE CA IEP UKL UHEAIESR,

{
"Statement": [
{

"Principal":"*",
"Effect":"Allow",

"Action": [

"acm-pca:IssueCertificate"

1,

"Resource": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
1,
"Condition":{
"StringEquals":{
"acm-pca:TemplateArn":"arn:aws:acm-pca:::template/
EndEntityCertificate/V1"
}
}
I
{
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"Principal":"*",

"Effect":"Allow",

"Action": [
"acm-pca:DescribeCertificateAuthority",
"acm-pca:GetCertificate",
"acm-pca:GetCertificateAuthorityCertificate",
"acm-pca:ListPermissions",

"acm-pca:ListTags"

1,

"Resource": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"

]
}

Amazon Private Certificate Authority ZF° CP/CPS 1%

Amazon Private Certificate Authority 12t EMIZ RS , FEREEH IEBIERMANNE (CA) BIREW ,
SERMMNERIX CAs , MEAEFXZTEE R CA WREMET KA, HEAFEMH Amazon Private CA
B2 CA BREHAT , BF Amazon Private CAZ RIEEEHREAERE, £ Amazon 2E. EEME
FIRSEERRNAGZER , 7EREFERNTUBRBRENZENE, EATHERIERMEN
3 (BIECIEFMBR CA KR ; PEEESE ; 812 PKI BREW ; INIEREFEER ; RAiFIEL CA
HEZHHEE Amazon Web Services Ik ; #EAREAKR ; 5t ; GRS , SRR E ; UK HM
CABBEMKE ) . BRAFHAZRFIERNERS , RNENRERFMEANRS. XERSSENIT
RN ERARERANERNENAMR. BXEZEE |, S MAmazon Web Services = £ 0 HR
FEE,

AABIEBME NI RIEH KR (CP) RIAESRERF (CPS) REELNPHEMIZHE (PKI) FIXEEE
Do CPEMNTHEN PKIWFTEZER/MN , CPS MR THEUMMHEZE CP ER, EAFTRAIE CP F CPS
ER PKI BOIEPM AN, Amazon Private CA HIER M Amazon ZB#HMEH RS |, HlI1Amazon F
SAA LS| (SOC) 2 1R , ATA THENESIE CP M CPS , A RBEEEMITRFITEMNEILESF,
Amazon SOC RERIMUME=ARERE , ATE TN Amazon KT REESHIEHIF B IR, XL
REVBENRFEBENENFITTFTHRAZIHEENESAMEILN Amazon EHIHE i,

AR M T —/NFE RFC 3647 WAESR |, UIEBBHEE CP M CPS , ABAE T RS2 AINHRR
£, Amazon Private CA CP/CPS E3R 164 Amazon Private CA &M TN DA “‘HE" = @
FRiR , HIRHAENN WREE”, LARIBIE T #1047 Amazon Private CA J# 2 #H<# CP/CPS &
3K, Amazon Private Certificate Authorityf5l2l , 3R 5 (4.5.1) —51 Amazon Private CA 1E , &
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A LA#E Amazon SOC 2 iM% D.6 TTHIxBMENMEZEFNES , AHBITHK CP/CPS, B> Amazon
SOC HEUKMMEAFTIR SOC REMEZEER , FHFRIFEAMIA SOC FAQs WH,

CP/CPS EXMZ={E

CP/CPS Esk

1. &9 (£8F)

2. AR M1t FEER 3R (250)

3. HRIEMIALE (£F)

4. EREGERREER
(441 —446, 44.9—
4.4.11)

4. EREGERREER
(447, 448, 4.4.12)

5. &K, EBEMNZEEEE
(4.5.1)

=fE

=

=

Amazon Private CA
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"version":"Q",
"id":"event_ID",
"detail-type":"ACM Private CA Creation",

"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-04T19:14:56Z2",

"region":
"resources":[

region",

"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"

1,
"detail":({
"result":"success"
}
}
Failure

KWET |, ZRERRE R CA B ARN., £ ARN ,
RS

"version":"0Q",

"id":"event_ID",

"detail-type":"ACM Private CA Creation",
"source":"
"account":"account",
"time":"2019-11-04T19:14:562Z2",

"region":
"resources":[

aws.acm-pca'",

region",

R

Ch

A LABEE DescribeCertificate Authority 8 CA

"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"

15
"detail":{
"result":"failure"

A UE 5 B B Zh B AR IR

X EEHHIssueCertificate 2 /EAL XK .
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B
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"version":"Q",

"id":"event_ID",

"detail-type":"ACM Private CA Certificate Issuance",

"source":"aws.acm-pca",

"account":"account",

"time":"2019-11-04T19:57:46Z",

"region":"region",

"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566",

"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/

certificate/certificate_ID"

1,
"detail":({
"result":"success"
}
}
Failure

KME | ZRERREES ARN 1 CA 89 ARN, FERIEHE ARN , B A AR GetCertificate&E & kW
E&A,

"version":"Q",
"id":"event_ID",
"detail-type":"ACM Private CA Certificate Issuance",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-04T19:57:462Z2",
"region":"region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"
1,
"detail":{

A A 5 B BR T =R Sk TR MRS latest 386
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"result":"failure"

B IE BT R Zh
B RevokeCertificate 2 /Ef X .

MEFPHEHAMBEREHBH , AKX ETMAEH,
RXIh
I , iZB/ERF ARNs JRE CA M2 BEHIEPEH.

"version":"Q",
"id":"event_ID",
"detail-type":"ACM Private CA Certificate Revocation",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-05T20:25:192",
"region":"region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"
1,
"detail":{
"result":"success"

4 X CRL B Zhek kK
XLEEHRIREME | iZRevokeCertificate iR ER S B BIZIEH B8 FIKR (CRL),

RXIh
BRIET | ZBEFRIRE S CRL XEXHY CA B9 ARN,

RHIEBETRI MRS latest 387
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"version":"Q",
"id":"event_ID",
"detail-type":"ACM Private CA CRL Generation",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-04T21:07:08Z",
"region":"region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
1,
"detail":{
"result":"success"

KM 1 - AFRR4E IR , CRL =R EE Amazon S3
MR EEWER , FRESLEN Amazon S3 F R,

"version":"Q",

"id":"event_ID",

"detail-type":"ACM Private CA CRL Generation",

"source":"aws.acm-pca",

"account":"account",

"time":"2019-11-07T23:01:252",

"region":"region",

"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566"

1,
"detail":{

"result":"failure",

"reason":"Failed to write CRL to S3. Check your S3 bucket
}

KM 2 - BFAEB4EIR , CRL T3ER1FEE Amazon S3
MREEMER , FERAZIEE

permissions."

4R CRL B R ZIER KK
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"version":"Q",
"id":"event_ID",
"detail-type":"ACM Private CA CRL Generation",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-07T723:01:25Z2",
"region":"region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
1,
"detail":{
"result":"failure",

"reason":"Failed to write CRL to S3. Internal failure."

% 3-8]2 CRL % Amazon $A%F CA

ERRIAEIR | BRELZM CloudWatch 1545,

"version":"Q",
"id":"event_ID",
"detail-type":"ACM Private CA CRL Generation",
"source":"aws.acm-pca",
"account":"account",
"time":"2019-11-07T23:01:252",
"region":"region",
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566"
1,
"detail":{
"result":"failure",
"reason":"Failed to generate CRL. Internal failure.

B2 CA FiTIRE IS RITAK

X £ =4 H CreateCertificateAuthorityAuditReporti /Efl & o
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B

FLIhEY | ZRERHRE CA B ARN FI& iHRER 1D,

"version":"Q",

"id":"event_ID",

"detail-type":"ACM Private CA Audit Report Generation",

"source":"aws.acm-pca",

"account":"account",

"time":"2019-11-04T21:54:207",

"region":"region",

"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566",

"audit_report_ID"

1,
"detail": {
"result":"success"
}
}
Failure

E&H Amazon S3 Zi%#@ L Amazon #A8 CASRZPUTHR., EE#BELERAMNEREMER | &
TR TRES KM,

"version":"Q",

"id":"event_ID",

"detail-type":"ACM Private CA Audit Report Generation",

"source":"aws.acm-pca",

"account":"account",

"time":"2019-11-04T21:54:207Z",

"region":"region",

"resources": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-

authority/11223344-1234-1122-2233-112233445566",

"audit_report_ID"

1,

"detail":{
"result":"failure"
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Amazon Private CA EEE 4
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Amazon Private CA, &R LAfE A CloudTrail SEAY %12 Amazon Private CA API &R 3§ A £ &%
S E 2 FMHIRS. Amazon Log CloudWatch s I Amazon Ev CloudWatch ents 1, Amazon
Private CA ¥ RFA T REFNBREERN BHIZFRIE CloudTraill BE M

» CreateCertificateAuthority
» CreateCertificateAuthorityAuditReport

* CreatePermission

» DeleteCertificateAuthority

* DeletePermission

 DeletePolicy
* DescribeCertificateAuthority

» DescribeCertificateAuthorityReport
» GetCertificate

» GetCertificateAuthorityCertificate
» GetCertificateAuthorityCsr

* GetPolicy
+ ImportCertificateAuthorityCertificate

» |ssueCertificate

» ListCertificateAuthorities

* ListPermissions

* ListTags
* PutPolicy
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» RestoreCertificateAuthority

* RevokeCertificate

» TagCertificateAuthority

» UntagCertificateAuthority

» UpdateCertificateAuthority

+ GenerateOCSPResponse- Amazon Private CA 4 OCSP M ST il % o

« SignCertificate-TE&RME KRBT 4 KIssueCertificates

« SignOCSPResponse-fE£ Amazon Private CA £ & OCSP M 57 Bt 4 &K o
 GenerateCRL-4RKIE$ B85k (CRL) B4 Amazon Private CA .

« SignCACSR-1£ Amazon Private CA ZZIEBMA YL (CA) IEBZEIER (CSR) B EK.
« SignCRL-7£ Amazon Private CA £% CRL 4K,

7~ Amazon Private CA S

BREE—MEE 6 AFNSEHEN BEGERBIEIEEN Amazon S3 2@, CloudTrail BEI 4
BE—NEENMNAEZRE. BHRKRRKREBEARENEMER , /B XFERWIRE. BEN BB
B, BERSBENES, CloudTrail BEXHTEAH AP BANEFHKRRE , Hite1T2RE
A4 E IR H I

LA 2 Amazon Private CA CloudTrail S48 R4,
R~ 1 BEEH |, IssueCertificate

UTREIERTERZIssueCertificatei®/ERY CloudTrail BE%H,

"version":"Q",

"id":"event_ID",

"detail-type":"ACM Private CA Certificate Issuance",
":"aws.acm-pca",

"account":"account",

"time":"2019-11-04T19:57:462Z",

"'source

"region":
"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"

region"
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https://docs.amazonaws.cn/privateca/latest/APIReference/API_UntagCertificateAuthority.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_UpdateCertificateAuthority.html
https://docs.amazonaws.cn/privateca/latest/APIReference/API_IssueCertificate.html

Amazon Private Certificate Authority ArfEm
iF
"detail":{
"result":"success"

Ml 2 EEEMH |, ImportCertificateAuthorityCertificate

LR RBIERTE RiZImportCertificateAuthorityCertificate®YEMY CloudTrail B &%
Ho

"eventVersion":"1.05",

"userIdentity":{
"type":"IAMUser",
"principalId":"account",

arn":"arn:aws:iam::account:user/name",
"accountId":"account",
"accessKeyId":"key_ ID"
.
"eventTime":"2018-01-26T21:53:287",
"eventSource":"acm-pca.amazonaws.com",
"eventName":"ImportCertificateAuthorityCertificate",
"awsRegion":"region",
"sourceIPAddress":"IP_address",
"userAgent":"agent",
"requestParameters":{
"certificateAuthorityArn":"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"certificate":{
"hb": [
45,
45,
.10
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":1257,
"limit":1257,
"capacity":1257,
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"address":0
I
"certificateChain":{
"hb": [
45,
45,
.10
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":1139,
"limit":1139,
"capacity":1139,
"address":0

},

"responseElements":null,
"requestID":"request_ID",
"eventID":"event_ID",
"eventType":"AwsApiCall",
"recipientAccountId":"account"
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Xt (7] B 1T HPE BEBR Amazon Private Certificate Authority

WM REEFEH Amazon Private Certificate AuthorityBHBZEIRIE |, HS R T £/,
E&
. R Amazon Private CA if$ 7 %5 [0] &

- HEER Amazon Private Certificate Authority 7 & 8 E &
« Xt Amazon Private CA Matter & RYE P 45 1IR3 1T EEHERR

fi2 3R Amazon Private CA iE$ B &4 7 &

OCSP I Rz ZER

MRFAFEEXFLEEFHMER CANKXE , N OCSP WIMAEE AIRELEE. AXXBLEE
FURAMNESER  FSREBRIEME. BUEFITIESMEA it QB KERLIES,

B Amazon S3 FEMAIZ KXW CRLs

IR IRHI K AR EI T Amazon S3 ZIE AN FFIAR ( FEEIRE ) , NEWFE CA TJRETLE R IR
CRL tI2 B #5 Amazon S3 Fif. MEXEXTER , BREMLEH Amazon S3 IZE. BEXREZE
B, BSEEH Amazon S3 FEiA G R R,

BEELERIEH
BFTEBBEESR CAIES. EMIELBHES , HHH CA.

HEBR Amazon Private Certificate Authority 5 & & B # &

Amazon #B CA G T A AT ZSHERMAR. AXEBINREURXTEAXLERENEUNER
BFSHAT &R

Amazon #A\F CA #i7
IREIM R E Amazon #48 CA  #iR B8
AccessDeniedExcept B CAMKEFERALERS  AXZRNENESE Amazon
ion FREMNRERERAKS, B CA , BEAFIEPLITN

fR5 Ei4e ACM,
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RAriEmE

REIHNFE Amazon FAF CA

InvalidArgsException

InvalidStateExcept
ion

LimitExceededExcep
tion

MalformedCSRExcept
ion

OtherException

RequestFailedExcep
tion

ResourceNotFoundEx
ception

DU

ERTRSHR L TIEH 6
HERITE R

KERWFAE CA AF4ATF
ACTIVE RAMFEELEITIUES

o

BMEBMANA (CA) HEH
AMAMIEREES, SEEIE
PREWFLE CA BRI HE
., BXEZER , BN (
Amazon Web Services —#&Z

% {Em) PRIRS R,

TERITIHBINACRRSA
Amazon #A8 CA WiEHZH
#E3K (CSR).

NEEHIRS BT HREM

BB Amazon I E Y R £ (7]
BSBER KM,

MEIEBRFAE CA SHIBR ,
*BEE,

g8

REGTHEN , LR
LM ASHER. MREE
BIEFES |, BHWERFTERN
LHREETUE CA WERAR
BH—#EM.

ZAERFLE CA. WRHILE
CAFHEHERH , NTTERER
% CA , FETELEITIUEH,

iHFBc & Amazon Web Services

5 O BRE R INECE

A B E 784 B A B B R RY
CSRo

ERBRETHT. WRFA
BNARTERE |, BEBcFRAmazon
Web Services 3F #H1r,

EidiER, RMAK
W, BREEN Amazon
VPC ( VPC ) BlE.,

MZE—ANEB) CA 5 RFTIE
Po

Yu
i
3t
i
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IRE K FE Amazon #AF CA  #iR B8
ThrottlingException HBHEH NS BERH API BWAREHNARBETEY
BRIEXW, Amazon FAB CARTFHEE,

MREBE THESFRGMA
SRS , bAERE
ThrottlingException
HiR. MRLBERZEIR?E
RENARABERBIEA ,

BERENIER,

RSB EAECER |, AT
PLERE MG, EXES
E8 , 55 H Amazon Web
Services —fi%¥&¥& BRI S
ervice Quot as.

ValidationException BRAOMASBEXNFLER , REMTEASHELER
HERIEPHEREMBER AR CARIEBHERHR. &
ERNAERHZ A4 R, XERERHNEER , FS

7] P EHFE CA Amazon
Private Certificate Authority,

%J Amazon Private CA Matter 3 AR iE P £ iR 3 1T H EHERR

Matter IEZFRENE T TIREWEN (1oT ) REZEUN—BHMNIEPERE, BXLUERFE Matter ¥5
AR CA, Al CA ML ImSRAFIEHEY Java =G |, EiAR AT Amazon FA8 CA SR RAFUEF,

N T BB ATHEDERR | Matter FRARRHE T —FE N chip-cert WIEBRIETHE, FTRIHTHT
SEHRENERURIEEREE,

R BX 3}

B

0x000003 BasicCons B4R )9 5 F R AL R ERINER
5 traints . KeyUsage. #l

4 Matter RYIEP iR MRS latest 398
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RAriEmE

HRK B8X

B
ExtensionKeyUsage ¥
BRUATFIEHNEE,

0x000000 HMFHERRBAIRRFTY
0 o

0x000000 iEHEidH,
E

e

Amazon #48 CA FERIER LiFBEBRNBHR AT ER, &
CSR 4. — Baseb64 B #I AuthorityKeyldentifier B , SR /5
o CustomExtensionBXEZEL , TS FIEBUET SURIEIES (N
CA. FBUEF MIANENLE (PAA).

BREERNIEB RIS,

4 Matter BYiE $ 4812
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RAriEmE

HRR BY
B

0x000000 i HEEHIE XK,
4

e

MREBEFEAMEMRN Java REAWER TZHLERS Matt
SRR, M ATRESIB R EIR | XERBIER Amazon FAF C
REEHEEEN, KeyUsage

ZRINER T , Amazon A8 CA £ 1L KeyUsage ¥ B{E , #
B—NAANFT ., ERXFZIRER |, Matter 2 2 BEEAN F 15
WIFAM, {HR , APIPassthrough ##RCustomExtensionH|
FigkEKeyUsageBEFMNBHIIFTH ., BXTH , BSHLUET.
F (NOC),

MRS SR BITE LA OpenSSL FHAM X.509 LARRF ,
1T F IR UE LR S B 5 IR

Wi 2B TR

1.
£/ openssl WIFT R ( RAm=E ) I PRBTESEMMEE
flsh | rcac.pem 248 CAiE# , icac.pem 28 CA iE
noc.pem 2 [RiEH,

openssl verify -verbose -CAfile <(cat rcac.pem icac
noc.pem

£ A chip-cert & PEM BT QIEBFHIRRA TLV ( IFX,
B ) %X, AREREREX,

./chip-cert convert-cert noc.pem noc.chip -c
./chip-cert convert-cert noc.chip noc_converted.pen

Xt noc.pem M noc_converted.pem NEZFHFRLEK
E£MEE,.

4 Matter RYIEP iR
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%34 Kubernetes Amazon #A\& CA

® Note

I 5% EKS 3% Kubernetes Amazon Private CA #8846 EKS Min 4, Xt 7iE#E
BNERENEE, EXEZELR , 55 EAmazon M hnH 4,

Kubernetes RSN ARFFERARFIEPER TLS f2HEZ2 5HRIEMINZR, Kubernetes FJ 52X
K TLS iE P AHERBRSG R cert-manager , B & Kubernetes HIFftNA#H , A Fi&ERIUE
. FEPH 9 KZF Kubernetes B M BN EITIED,

Amazon FAF5 CA RIEPEEERERME T — N RIEH aws-privateca-issuer , BERATRELEEHFTE
EFAEAMIER TRE CANIEREESRA, ., WEHHEMNEZE CAREFEEEERNAF TUUE
FAUBRERRESUTFEREHZIFEH M, RATLUE Amazon #AF CA X1T& @4 5L S # Elastic
Kubernetes Service ( L &i# EKS ) —i#2fFE A , B AT BAIEZ b Kubernetes £ 574 #th Kubernetes #{#
A B{TEEH Amazon Kubernetes, &AL iZiEH 5 x86 1 ARM ¥ —EFEH,

THEERTE Amazon EKS B A TLS W — LA HEM, LRHAEFHISZRER , LT HE9HE
BEE, XERFHRAT TLS ZLBEENTHERHR , BEABATHEEE. ADBFRE,. BRSHHE
NEREAE (pod ) UE—FNHEHERZLBENBERA (pod) o
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EKS cluster

1. AR RR L&,

Elastic Load Balancing (ELB) 2 —I1 Amazon Certificate Manager £ RS , X Z LR & & 0] LAfE
B CAEE ACM, £RAME CAKLEBILY , AREA ELB 25 A#HTHE., BRAFRREMT
BEFPHMAFRSESZBNMZERF. BEUARNB SR ZEE EKS £8 . & , ELA@3E
Amazon AT ERRMEFBIUER AL LE TLS,

2. £ Kubernetes A O 12 &I884b 45 1,

AORFIBERN AR AR E RN HRFEE EKS £EH N, RERNZE T IUEPEESEN
aws-privateca-issuer , F HEKFHEE TFAE CA , AL Kubernetes AILATEIRHIZF L LZRZLHM TLS
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i, EETUMENEFNABESHR. AHBERMAORHR[ZANEERNEN , #A
B, BEQURNEN SN AEEIEHNR R

3. EREFA (pod ) LKL,

BANEEHEYE (pod ) BR—HAZEENMZRREN — I RZ/NEeE. NREBENZE TIEREESEN
aws-privateca-issuer , # B R EBHEE 7 FH CA , Kubernetes I LARIBEETE Pod L LZEZEMN
TLS if$F, BRINBERT , EHPHNEMESRA (pod ) TEFEAEENETERA (pod ) ELIEH TLS
EE

4. Be84 (pod ) 2ZEINEZEBEE,

BRI ZANEERE (pod ) BB , AFHEEERES, U T2AENER :
« f£/ Kubernetes £ B LB IR HTTE., XAIURIPAERE (pod ) 2EWEE , ERBEZE
ZiEBARHE HIPAA 5 FIPS E3R,

- FABAE CAZENIERHTME, MIEEANKF2MIAR , XEERNZEIEIPEERM
aws-privateca-issuer , R REHEBEFE CA. ARG , Kubernetes AIAIRIEEEE R854
(pod ) LRELHEK TLS iEH,

B £ cert-manager

S| CA BEEEKFZEUN PRI EIE 7 AT LAE A cert-manager K& Kubernetes £8f, BEXEZ{S
B, SR BRSIHEABKSNEEHESE CAs.

(® Note

EEK PRSP REEEARELE Amazon FAF CA IEH#ER. BXATAEIRNTIE , HSH the
section called “X ZFHVIEHEIR 7,

X EWIEBER
TRIE T AISIEREEE—RFEHAREE Kubernetes 528/ Amazon #AF CA iR,

Kubernetes X FHI1E 4R THEKFFER

BlankEndEntityCertificate_ CSRPassthrough /
V1 ENX

EENK P 65 cert-manager MR latest 403
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Kubernetes XAV #E4R X B E R

CodeSigningCertificate/V1 E X

EndEntityCertificate/V1 & X v
EndEntityClientAuthCertificate/V1 & X v
EndEntityServerAuthCertificate/V1 E X v

OCSPSigningiE $/V1 E X

RPIERRT R
UTERBRARRETR T A7 Amazon EKS 8 Amazon A8 CA L EHEINE.

« TLS-enabled Kubernetes clusters with Amazon ¥, CA and Amazon EKS
« ERAFHH end-to-end Loa Amazon d Balancer #4887 Amazon EKS Li&& TLS %

R TR MRS latest 404
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Amazon #A8 CA 7&E3h B FiEES$E

Amazon Private CA A] LAS & FIE B FTEHIUEP Amazon Managed Microsoft AD, & T Active
Directory HYiE#288 ( AD B ) , B UMUK EME=T CAs BN CHENRENLS
CA, N AH AD EEMAF. AMNiTEYRMIEREM. Amazon FAF CA

A BAERER T AD #EHERR | BN AD MO AR IREE B R =iRRH R it Bt 224
Amazon Managed Microsoft AD 3 F &2 574 AD Amazon Private CA —2EHKNEF , tbIhEEE
5 Conn Amazon Managed Microsoft AD ector £ o

£

- BEYIXIEM Connector for AD FAF G ?

- i&& Connector for AD

- FHafERSES) B 3 Amazon Private CA 3285

 Amazon Private CA &z B &M IE S

- fRR5EZN B % Amazon Private CA M85 A1

B ¥R Connector for AD WA I ?

RS2 EH R IEAL Connector for AD WA |, MEBNIREFRUA TS -

o ffAR Amazon A CA?

+ {42 Amazon Directory Service ?

AD = A& R

B S A, Amazon CLIFIARSER T AD RIIERERS APls, &A@ S 4%] Amazon Private
CA A. B ENREE R TR Connector for AD 3K i/5[E Amazon Directory Service %A FH
Amazon Web Services Management Console &E #2285,

EM

AD ZE£IRFEN —TIEER A Amazon 48 CA |, ERFINMIRE. BRFNRBIEBR RN UK ES
XA R VIEB YR

&2 AR AR Connector for AD B F1g ? MRS latest 405


https://docs.amazonaws.cn/directoryservice/latest/admin-guide/what_is.html

Amazon Private Certificate Authority ArfEm

BXRRFME Amazon FAF CA HEE. , S ¥ Amazon Private Certificate Authority 1. &t A LA
ERAE Amazon #it EEEREE R A,

1% & Connector for AD

ATHNSREBERAERT AD HEESRHNERFZMS. ERRIRELGET — Amazon K. TR
ARENSZRE , AT AT AD QIZERESRT .

S8 1 EHBIZEFE CA Amazon Private CA

REMBIEBMKRAME (CA), BATARBFENRMRIES, BXRESEER , F5H FHEBIARNY

Amazon Private CA.

FAH CA ML TActivelREF BEN AD tIZERZR. B CANERAERHRLAEELAE, IR
BEHAERTHLORABNIE CA tI2ER:SR |, NIEERIEFRK.

SR 2 REFPEF

BRTFAE CA 2, BEFEEZEELFEZ (VPC) FHYESI B %, Connector for AD X #H Amazon
Directory Servicei2tfY AT B FEH .

« Amazon FEE %L Active Directory : T & , Amazon Directory Service #RA] LU E S B
(AD) ERN B RS 1E1T. Amazon Directory Service for Microsoft Active Directory t2#53 Amazon
Managed Microsoft AD , BH Windows Server 2019 12X #5, #H Amazon Managed Microsoft
AD , fRATAEHEITE FRABE TERE , SIEMEX Sharepoint AR E T Net H SQL Server B B
EM MR, Amazon Web Services =

« Active Directory Connector : AD Connector & —f B FMx , AU E REREE QA #
Microsoft Active Directory , M AR E=HPEFEMES. AD Connector XFFEEIL S# EFEEMN
& EC2

® Note
EAERT AD MiE#ESRN , FXREEMEESHIEE. Amazon Managed Microsoft AD

&
o

MR latest 406
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( {XBR Active Directory iE#288 ) ZI] 3 : INEEZRLS RS K,

@ Note

MEREEFERA , N HEE B F Amazon Managed Microsoft AD H#%#X Connector for AD BR
Sit , RELBHEMREMRR, &7 Bk b e RF M4 TR,

f#£ /A Directory Service AD Connector i , BFEE@RFZ K, ZREMNIR, ERFK, LiREH A
#FI% (ACL ) RAARVFLLTIhEE :

- MHEB G RMMMPBRARS EEBZFR (SPN)
« EUTASDCEMNEFIERMAYA

#containers

CN=Public Key Services,CN=Services,CN=Configuration

CN=AIA,CN=Public Key Services,CN=Services,CN=Configuration

CN=Certification Authorities,CN=Public Key Services,CN=Services,CN=Configuration

« BIEFMEH NTAuthiEBM AN (CA) MR, E= : MR Cer NTAuth tificates CA I |, N4
MAEBRNBE. MENRFFEE , MMMBRELFARSESE LEFHRIER,

#objects
CN=NTAuthCertificates,CN=Public Key Services,CN=Services,CN=Configuration

Ac tive Directory B i 22517 (& FE 124 PowerShell B A ®] B FZ ik B &R AD Connector fRS
ik 7= Fr & BV B MY R o

LERAS G122 NTAuthilE 45 iE 5 55U LA KR
BREFMRAWEANAEZFE , HSHGitHub F4 F iy BiR X+

SR 4 02 IAM KR

= AD tIEERESE , £BFE— IAM policy , ZREATEBIEZERESERIR , 5 Connector for AD
REHZENFIE CA , HEREH B FHFEMN Connector for AD B

( 1XPR Active Directory IE3%88 ) TB 3 : FNRELL RS K, MRS latest 407
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RAriEmE

UTRAFEEREH A

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "pca-connector-ad:*",

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"acm-pca:DescribeCertificateAuthority",
"acm-pca:GetCertificate",
"acm-pca:GetCertificateAuthorityCertificate",
"acm-pca:ListCertificateAuthorities"”,
"acm-pca:ListTags",

"acm-pca:PutPolicy"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": "acm-pca:IssueCertificate",

"Resource": "*",

"Condition": {

"StringlLike": {
"acm-pca:TemplateArn": "arn:aws:acm-pca:::template/
BlankEndEntityCertificate_APIPassthrough/V*"
I
"ForAnyValue:StringEquals": {
"aws:CalledVia": "pca-connector-ad.amazonaws.com"
}
}
},
{

"Effect": "Allow",

"Action": [
"ds:AuthorizeApplication",
"ds:DescribeDirectories",
"ds:ListTagsForResource",
"ds:UnauthorizeApplication",
"ds:UpdateAuthorizedApplication”

S|4 Bl IAM KB

MR latest 408
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1,

"Resource": "*"
},
{

"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcEndpoints",
"ec2:DescribeVpcs",
"ec2:DeleteVpcEndpoints"

1,

"Resource": "*"

},
{
"Effect": "Allow",
"Action": [
"ec2:DescribeTags",
"ec2:DeleteTags",
"ec2:CreateTags"
1,
"Resource": "arn:*:ec2:*:*:vpc-endpoint/*"
}

AD EEEEEH /M Amazon RAM R , FRefE A48 MG ST,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "ram:CreateResourceShare",
"Resource": "*",
"Condition": {
"StringEqualsIfExists": {
"ram:Principal": "pca-connector-ad.amazonaws.com",
"ram:RequestedResourceType": "acm-pca:CertificateAuthority"
}
}
b
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{

"Effect": "Allow",
"Action": [
"ram:GetResourcePolicies",
"ram:GetResourceShareAssociations",
"ram:GetResourceShares",
ram:ListPrincipals",
"ram:ListResources",

ram:ListResourceSharePermissions",

ram:ListResourceTypes"

]I

"Resource": "*"

% 5% : 5 Connector for AD £E£89F.F CA

IBREEMF A Amazon Resource Access Manager RS EH A ZSEERBRIZHEZENIE CA,

£ Amazon 2% &P EIZEERNT , RESBINEIRRRAE,

P

FERNERBFEHLZA Amazon CLI , f{#EH Amazon RAM create-resource-sharefii &

J’j\-ltﬁ ﬁu@ﬁlﬁz\; .

$ aws ram create-resource-share \
--region us-east-1 \
--name MyPcaConnectorAdResourceShare \
--permission-arns arn:aws:ram::aws:permission/
AWSRAMBlankEndEntityCertificateAPIPassthroughIssuanceCertificateAuthority \
--resource-arns arn:aws:acm-pca:region:account:certificate-authority/CA_ID \
--principals pca-connector-ad.amazonaws.com \
--sources account

A BRS E4TE PCA L CreateConnector i BIE B M AR, EPB5IEEA Connector for AD BY R
ZEEPEX IR Amazon FAE CA BIREMRFENPR | EEA CalledVia BREIEMNER,

HIR 6 : BIE B FoEM

& Connector for AD FREER R E & |, MEEESR[ T UELRNE XEE. EHRMN Connector for
AD RS , BEECEB FEM. BXEUEZEEFRIMMNEZELR |, B5S5H 2 H F:

% 5% : 5 Connector for AD £ Z&EFAE CA RS latest 410
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FRT7 - BELZEA

BH VPC 5 AD EEEE 2 BINEERE I Amazon PrivateLink , XEE—NMRZINLLAH , HAW
N TJEEBE VPC L3TFF 443 TCP iw 0, HBQEBEHERSRN , RESEREWMALLZ A, BRI
FREENEBEN , RE%EE VPC B CIDR R, EBuJLLERH —SREILLI ( B IP, CIDR MZ 4
D).

SR 8 . NEFRXIREEM G E R

BZENKRFELH Internet iR NRSF BERIER B U T LU B IRA I (OCSP) FiE+H B 5 &k
(CRLs) :

* .windowsupdate.com
* .amazontrust.com

FREH R EAN

- OCSP # CRL BEFTHEMN :

TCP 80: (HTTP) to 0.0.0.0/0

o AD JEIZIFOMEIN -

TCP 443: (HTTPS) to 0.0.0.0/0

o EY B FAEI

TCP 88: (Kerberos) to Domain Controller IP range

TCP/UDP 389/636: (LDAP/LDAPS) to Domain Controller IP range, depending on Domain
Controller configuration

TCP/UDP 53: (DNS) to 0.0.0.0/0

MRREFTEZGRAHKEERN , WIEBMAFRBERK , FERERKCHD
WS_E_OPERATION_TIMED_OUT.

(® Note
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UTFREAR—NEFRERE , B LU E AT Connector for SCEP,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "pca-connector-scep:*",

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"acm-pca:DescribeCertificateAuthority",
"acm-pca:GetCertificate",
"acm-pca:GetCertificateAuthorityCertificate",
"acm-pca:ListCertificateAuthorities"”,
"acm-pca:ListTags",

"acm-pca:PutPolicy"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": "acm-pca:IssueCertificate",

"Resource": "*",

"Condition": {

"StringlLike": {
"acm-pca:TemplateArn": "arn:aws:acm-pca:::template/
BlankEndEntityCertificate_APICSRPassthrough/V*"
I
"ForAnyValue:StringEquals": {
"aws:CalledVia": "pca-connector-scep.amazonaws.com"
}
}
},
{

"Effect": "Allow",
"Action": [
"ram:CreateResourceShare",
ram:GetResourcePolicies",
ram:GetResourceShareAssociations",
ram:GetResourceShares",

ram:ListPrincipals",
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16. ( WiE-#%F ) £ B ZRPBWA T AR ZHFEH, RIMNBWERND CA BLUATRERZR
if CA, }EBX@ CA BiBiEH, BXMANFE CAERBLANGHR , BSRE 15 . (k-
) REENFE CA NEL.

17. EE&REF.

HR]3 REEEXHFERILES

EEAWERSIH Jamf Pro for SCEP , AR SR NERES RIS CA WZXEE M CA iEH,
Ak, BULHEERMEPHEE XHFSIBIERHAE L& F Jamf Proo

LUTREBIERZHAEHNHE LB Jamf Pro BV FR -

- FRANBHRBERERZEER (CSR).

- RN SEMERESRXEKRIAE CA £FM CSR,

- SIETERENHZEMN CAIUEPHEEXHSBEIEBERHAE.
o FHERRAE L& E Jamf Pro,

BERITXESE S lBRENIZZTURIEMBIERENIAE CALZNEEXXH , NTIAETFE
Jamf Pro F £ A Connector for SCEP,

1. AT RHIEEA OpenSSL # Amazon Certificate Manager , {E& A LAERA B A EERIEPZRFE
Ko

Amazon Certificate Manager console
£/ ACM & & oI 2R E X4 RUH
1. A ACM BHiEFAHE PKIIEH, BEATHRE :

- RE-FEAE MDM R4H SCEP iE B A HMEENFAE CA KRE,

« HIEBMRNEFAEERD , BERIEPRAINEEE , RAFEEFERME Jamf Pro CA 1Y
A CA.
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- BE-REE|MAINEBPNEE. SAUFERATLRENEE
(FQDN) , fl#iwww.example.com , B AJAERREE RIS |, Bl
texample.com ( Fwww.23E )

2. FAACM SHLEELE—SHOBNFFIES, EFSHIER, ERERMEZHAN
. BRESETEBEE K BAT-—HREEEE.

3. HE&mWY , EEESSFHIXMANXMARPIZITUT RS , & PKCS #12 bundle EABKTE L
—SHEN BB HBoutput . p1280 X4,

openssl pkcsl2 -export \
-in "Exported Certificate.txt" \
-certfile "Certificate Chain.txt" \
-inkey "Exported Certificate Private Key.txt" \
-name example \
-out output.pl2 \
-passin pass:your-passphrase \
-passout pass:your-passphrase

Amazon Certificate Manager CLI
£/ ACM CLI BI2E E X HERIEH
« UTHSERNEE ACM REIBIE+H | REFXHSHI PKCS #12 48,

PCA=<Enter your Private CA ARN>

CERTIFICATE=$(aws acm request-certificate \
--certificate-authority-arn $PCA \
--domain-name <any valid domain name, such as test.name> \
| jg -r '.CertificateArn')

while [[ $(aws acm describe-certificate \
--certificate-arn $CERTIFICATE \
| jg -t '.Certificate.Status') != "ISSUED" ]] do sleep 1; done

aws acm export-certificate \
--certificate-arn $CERTIFICATE \
--passphrase password | jq -r '.Certificate' > Certificate.pem
aws acm export-certificate \
--certificate-arn $CERTIFICATE \
--passphrase password | jg -r '.CertificateChain' > CertificateChain.pem
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aws acm export-certificate \
--certificate-arn $CERTIFICATE \
--passphrase password | jg -r '.PrivateKey' > PrivateKey.pem

openssl pkcsl2 -export \
-in "Certificate.pem" \
-certfile "CertificateChain.pem" \
-inkey "PrivateKey.pem" \
-name example \
-out output.pl2 \
-passin pass:passphrase \
-passout pass:passphrase

OpenSSL CLI
£/ OpenSSL CLI 82 E B X HEZiIEH
1. fEM OpenSSL , BIETUA TS ERF,

openssl genrsa -out local.key 2048

2. ERIEHBLZER (CSR) :

openssl req -new -key local.key -sha512 -out local.csr -
subj "/CN=MySigningCertificate/0=MyOrganization" -addext
keyUsage=critical,digitalSignature, nonRepudiation

3. &M Amazon CLI , ER%EE L —FHAEMMN CSR MAZRIER, ETUATHT , FEM
B2 FiEF ARN,

aws acm-pca issue-certificate --certificate-authority-arn <SAME CA AS
USED ABOVE, SO IT’S TRUSTED> --csr fileb://local.csr --signing-algorithm
SHA512WITHRSA --validity Value=365, Type=DAYS

4. BITUTRTRNERILER, BEL—SPRIEPH ARN,

aws acm-pca get-certificate --certificate-authority-arn <SAME CA AS USED
ABOVE, SO IT’S TRUSTED> --certificate-arn <ARN OF NEW CERTIFICATE> | jq -r
'.Certificate' >local.crt

5. BT TaHIRE CA iEH,
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aws acm-pca get-certificate-authority-certificate --certificate-authority-
arn <SAME CA AS USED ABOVE, SO IT’S TRUSTED> | jq -r '.Certificate' > ca.crt

6. fEM OpenSSL , A p12 RAAMHLRUBERE, FAGELSREOMIRE LR
CRT X,

openssl pkcsl2 -export -in local.crt -inkey local.key -certfile ca.crt -name
"CA Chain" -out local.pl2

7. HIERE , MASHFB, WEBREEME Jamf Pro W RAFERR,
2. f& JamfPro ¥ , S EIE = HEMRIFEBIAE CA B,
3. TN CABRNED  ERERZEN CA LS,
4. RBREREFE LB EENAE CANWZRIERH CAILES,

FP|4: (k) EAFBIREMSEPRRIES
EELNEFEFIRIRZFNAE CA 2HBIMEE , LABRENREZFEME Jamf Pro MRMVIEH, HES

HWIRREEMI B BFIERE |, & LUER Jamf Pro Amazon Private CAN B F B AHEE B3
EEZEFRER L ZEEWN CAIES,

FRORBL B MM R 3R R A9 [R]

MEBLE RN ITENMNBIREZIMBH “EA Jamf Pro £ SCEP RE” RBIIREBE X HRELN ,
BERENIRE BEAS AT RE,

BREBEEBRHEE ERFE
Profile installation failed. MREEZHEMFRIIEREE , BERE

Unable to obtain certificate from e SEMATHAREREILRZER,
SCEP server at "<your-jamf-endpoi
nt>.jamfcloud.com". <MDM-SCEP

:15001>
Profile installation failed. B RAZB AR B IR. B\ Jamf Pro £

Unable to obtain certificate from NRAFEREEEEERNAAFEMETE,
SCEP server at "<your-jamf-
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REAEZEHRER EET*E
endpoint>.jamfcloud.com". <MDM-
SCEP:14006>

7 SCEP #y Connector Bt E# % Intune

YRA] BAFE Microsoft Intune #31ig &R EE (MDM) R4 H Amazon Private CA A{ESERIE B & VL4
(CA)o AIEFERMBEXERNME Intune B2 SCEP E R/ WMELE Microsoft Intune BI A,

SoREF M
£ 7 Microsoft Intune By SCEP BIZ2iE#ES <l , MR T EREFH,

« BIZ A0 ID,
o BIEHEL Intune A/,

- TR Microsoft Entra ID FRIZNARFEM. BxAERENARFEMOSAREFRENE
B , 25 Microsoft Entra X445 # Microsoft Entra ID FEH N AR FE RN, NARFEM
BMEBLLTRR :
 7£ Intune Ti%& sc ep_challenge_provider,

« XF Microsoft Graph , 1%& R A2 F.Read.All # User.Read,

s BANENAEFRIMEBRRREFRFZEAER. BXEE , S Microsoft Entra X 14/
NERFEMNEFPRNARFNERRARES,

® Tip
RIEBENARREMN  FiETHNARR (ZFFPW ) IDFMBER (/) ID HEEH, HIRA
Microsoft Intune B9 SCEP BIZEZRNT , REERMAXLEE, BXIMIREUX LEENE
B, {525 Microsoft E ntra XA47 8y 613 7] LA R 3R A Microsoft Entra N T2 F F RS
EX

%15 BFFEHERB Microsoft Entra ID M ATEFH Amazon Private CA R

A Microsoft Intune €12 SCEP i£1##88/5 , 4JU1E Microsoft N AREF EM FRIZBREER , X#
SCEP E#85F BEEHE Intune BIE,
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1£ Microsoft Intune FHLiE Amazon Private CA J 5L ZB CA

1.
2.

N o o b~ »

10.
11.
12.

13.

1 Microsoft Entra ID ##4l& 7 , S EIN AR M.

RSO EMN A T xRS for SCEP WRARRF., BREENNABRFNNARER (FF i ) ID &M
B0 BEERMNEEN ID HrEE,

M FEE” THREFGRE ERMZH,

R BREIER &I+,

RN IESE.

MERFBIEB T RTHURES | BFHMTEE,

FFREY Connector for SCEP for Microsoft Intune #4115 2 F Y OpenlD X {TEEEHIHMEME %

TEFERY, EEFEES[MNFMELR , BM Amazon #2E A K SCEP E#55|R PR BIZIERE

285, HE , B LUEE A AIKEL URL , GetConnectorfR e MBI Rz & #liZ IssuerfE.

£RE P SR EXNETRIRA,

FF OpenlD TBENEHNEZREFHEMIEFEF., BAUERFANEZSFAEENEFR
&EE OpenlD M &% Amazon B, & , B LUEN HMAIREN URL , GetConnectorfR & M IE B
£ #liZAudiencefd,

(Wi ) ERHRFEREHARBHER. S0, KT UL R4S FAmazon Private CA.
(‘i ) KT B R A

£ OpenID ZAX{EM Connector for Microsoft Intune B SCEP #4{E 8 E#IHMIEE “Z X" FE&
., EEFEEEMNIEMEE , M Amazon B4l A K SCEP EESHIRPIERZIERESE. =
& , #aTLUES i AIREY URL , GetConnectorfRja MIE Bz 5 & #liZSubject{Es

AR,

F 2% IREME Intune BLiE X4

EYREE2F Amazon Private CA ¥ Microsoft Intune BIXBRSE , YRAFE A Microsoft Intune Bl 22 5k
Intune L& , ¥ RI&EZEBKFR Connector 3REL SCEP LAZREGE P,

1.

BIZAESIEPERESHE, RUTFE Connector for SCEP —i2E AR SEHIIE CA IEP LEF
Microsoft Intune FBER I EF., BXUNASIZEIEIPEENNHNEER |, 55 Microsoft Intune
XE4H A Microsoft Intune B RIS ARIE P BELE L4,

#172 SCEP i PEENH , YENIRZEEFIIBE , ZEE G A FREIEOEESR, BEX
BB EXHEBENA SCEPIEH, WTERHEXHMNIRIEP , FHAFEAEL—SPHUENTE
iE$o
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https://console.amazonaws.cn/pca-connector-scep/home#/connectors
https://docs.amazonaws.cn/pca-connector-scep/latest/APIReference/API_GetConnector.html
https://learn.microsoft.com/en-us/mem/intune/protect/certificates-trusted-root

Amazon Private Certificate Authority ArfEm

X F SCEP BR%58% URLs , fHE#SRFAEE PN HE SCEP URL EHIH KN El SCEP RS &= F
BB, URLsEEFEEBNFMES , BM SCEP EZEE R hikiFiZEESE, RE , B
B3I A A3REX URL ListConnectors , R/EMIERIHE HiZEndpoint{E. BT Microsoft Intune
POIREEXHIER , TSR Intune X HITE Microsoft Intune 82 1% Bt SCEP iif
PEE S

(® Note

X F3E Mac OS M i0S &% , MREKREREXHFREBFHB , WEAT SCEP

# Connector MK BRI N —FWIEFH, MREBREBEEXHFHPERET EFA

% (EKU) & , Ml SCEP 8 Connector fFal & — EKU IRERHVIEH, Client
Authentication (Object Identifier: 1.3.6.1.5.5.7.3.2)X%F macOS
ExtendedKeyUsage = iOS i&#%& , Microsoft Intune FEE{RIIValidityBl B X4+
EASH, N TFiXLi&E , Connector for SCEP B F i B RIE EX LR R MEA AR
B — FRYiEH,

S8 3 BiF5 SCEP EEBEMERE

B2 [ SCEP E#85i% = # Microsoft Intune BLEXH/E , BEINVEMV R R AT REIESH, E#HIT
Wik, FERIEEARBIELAK, EHTHIA, BT Intune NMFHREME 8E > “BEIRE >
‘BME”, HAARERB I RAM T REIHEARNES. RE , BEALREERPHNEREHIAEHIR
B, MREMREEHENALIKE  BERANBIERWER AHIE,

BREZFIMNER , BSRMALRIRZIM ? K Intune X,

EAT SCEP R RE8iE 1=

243 Connector for SCEP M E Mt Amazon SRS R AN, TAMMMENEEALRKID .
Amazon B TUTYUMITE , BT Connector B SCEP , £ HI Bt TRE |, HEE Y
B3 REUEHE :

« Amazon CloudTrail 33X BH&H Amazon Web Services I/ SARIZMK S & HEY AP B A MRS
%, N BEXHEZREIZRIEERN Amazon S3 . BATLURBIHRLE A~ FMvk P15 $T 7 B3E Amazon
APls, XK ERAIR IP i3k LA K WY & 4 B9 B E] .
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https://learn.microsoft.com/en-us/mem/intune/user-help/use-managed-devices-to-get-work-done

Amazon Private Certificate Authority ArfEm

MREWEEE CloudTrall BIESH , MEEFIERBEEFIHRRENAMERIAERNSIER, BIESH
M ARBIME P iRiREZE S, HlA0 IP ik, MATHRERBIRERNBNFMES (NRRHE
S failedkE ) . BXEZER , HS @ Amazon CloudTrail (AFIEE) -

« Amazon EventBridge R — M TRFSB[BHELRS , TR FENNARFSRE SHRKIFEN
BiEEREEXR, EventBridge RIEKBEBESWRNAERF. Software-as-a-Service (SaaS) NARERF
M Amazon FREHEREER , X LEHTEEHEF Lambda M CloudWatch BEZ BHR, XER
REBERERSPRENSEY , HUBRSH4RANWENN, BXEZEE , 5[ Amazon EventBridge
RAFiEME.

FH
- f£F SCEP B3iE#288 EventBridge
- fE£F SCEP API| A F# B EE$#EES Amazon CloudTrail

£/ SCEP B3a)iE#88 EventBridge

A BAE A Amazon EventBridge 3231 Amazon fRE B2t , HE N REEH , Sl ARERT
AMRBERERER, KB Amazon BRFHEHJLF LAY EventBridge thZixEl, BRI UREREN
FNSRIBAEEBMNBINES , URSEE4HEHAN TENEXEW B31RE. EventBridge ZL K —
Ko BXREZEE , BESRAPHAIENEHME R MHFN EventBridge

CloudWatch £ =435 1L iR 1E EventBridge. £/ EventBridge , &7 LAFE A B4R A0 % B #ro
BXEZEER , HSRAMT LRI T# EventBridge ?

SCEP SR BRVIERER

UEP R A 2D

EventBridge ZH &1 A M BPkiOperationPostiERMM AU P , SCEP EERFAMAIE—
“NCertificate Issuance Succeeded®4#,

T RZEHH R BIETE.

{
"version": "Q",
"id": "event_ID",
"detail-type": "Certificate Issuance Succeeded",
"source": "aws.pca-connector-scep",
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"account": "account",
"time": "2024-09-12T19:14:56Z2",
"region": "region",

"resources": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/11223344-1234-1122-2233-112233445566"

1,
"detail": {
"result": "success",
"requestType": "PkiOperationPost",
"certificateArn": "arn:aws:acm-pca:region:account:certificate-authority/CA_ID/
certificate/certificate_ID"
}
}
UE & R K

EventBridge &AL ERIEPkiOperationPostiERMA UL PR , SCEP EERBAMAIE—
MNCertificate Issuance FailedZ®E#,

KT RIZEBHH R BIETE.

{
"version": "Q",
"id": "event_ID",
"detail-type": "Certificate Issuance Failed",
"source": "aws.pca-connector-scep",
"account": "account",
"time": "2024-09-12T19:14:567",
"region": "region",

"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/11223344-1234-1122-2233-112233445566"

1,
"detail": {

"result": "failure",

"requestType": "PkiOperationPost",

"reason": "The certificate authority is not active."
}
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RAriEmE

UEB MR AU 48 Z AR 2h

EventBridge ZHE AT EIGetCACertBERH MR RIEZBNFAE CAEHAT , SCEP EEELMK
E—"Certificate Authority Certificate Retrieval SucceededZE#,

LT RSB489 R BIEEE

{
"version": "Q",
"id": "event_ID",
"detail-type": "Certificate Authority Certificate Retrieval Succeeded",
"source": "aws.pca-connector-scep",
"account": "account",
"time": "2024-09-12T19:14:567",
"region": "region",

"resources":[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/11223344-1234-1122-2233-112233445566"

1,
"detail": {
"result": "success",
"requestType": "GetCACert"
}

UEB MR AU B8 TR W

EventBridge &AW FGetCACert BFREFTER RERRAIEA CAIEBA , SCEP EERLMAE

A—“Certificate Authority Certificate Retrieval FailedZEff. ZEBHSBIEAMHIE
Ao

LT RSB489 R BIEEE

"version": "Q",

"id": "event_ID",

"detail-type": "Certificate Authority Certificate Retrieval Failed",
"source": "aws.pca-connector-scep",
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"account": "account",
"time": "2024-09-12T19:14:56Z2",
"region": "region",

"resources": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/11223344-1234-1122-2233-112233445566"

1,
"detail": {
"result": "failure",
"requestType": "GetCACert",
"reason": "The certificate authority certificate validity must be at least one
year from today."
}

UEB MR ALAUE 548 Z A 2h

EventBridge &AW EIGetCACertiER A KWK REEIRNFE CA ULHET , SCEP EEIBRLMAK
kX —/Certificate Authority Certificate Retrieval SucceededZE#-,

T RIZEBHH R BITE.

{
"version": "0Q",
"id": "event_ID",
"detail-type": "Certificate Authority Certificate Retrieval Succeeded",
"source": "aws.pca-connector-scep",
"account": "account",
"time": "2024-09-12T19:14:567",
"region": "region",

"resources": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/11223344-1234-1122-2233-112233445566"

1,
"detail": {
"result": "success",
"requestType": "GetCACert"
}
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UEB R HLAI hREAS TR Zh

EventBridge Z {114 %] SCEP GetCACaps BRI E CA BWINEER , SCEP EESR|mAE —
MNCertificate Authority Capabilities Retrieval SucceededZEf,

BT RIZBH R BIBTE,

B R HAIhEER TR IK

EventBridge Z {14t E| SCEP GetCACaps ERETTERZE CA HITHEERT , SCEP EESF M AIE—
MNCertificate Authority Capabilities Retrieval Failed®E#., BAIESHPIEHKRNK
RRA,

T RZEHH R BEITE.

{
"resources":
[
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:pca-connector-scep:us-
east-1:111122223333:connectorl1223344-1234-1122-2233-112233445566"
1,
"detailType":"Certificate Authority Capabilities Retrieval Failed",
"detail": {
"result":"failure",
"requestType":"GetCACaps",
"reason":"The request was denied due to request throttling."

},
"source":"aws.pca-connector-scep", "accountId":"111122223333"
}

ERATENRE

ERATZENRE

EventBridge #1 R KX FEZRIH AN REFTZIHDARA , MEAT SCEP WiEZHRaMmA
EUnsupported Operation InvokedZE,

"version": "Q",
"id": "event_ID",
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"detail-type": "Unsupported Operation Invoked",

"source": "aws.pca-connector-scep",
"account": "account",

"time": "2024-09-12T19:14:56Z",
"region": "region",

"resources": [
"arn:aws:acm-pca:us-east-1:111122223333:certificate-
authority/11223344-1234-1122-2233-112233445566",
"arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/11223344-1234-1122-2233-112233445566"

1,
"detail": {}

#1722 EventBridge # NI

f£# EventBridge , & A LABIZE I B i RV EHHIMN CloudTrail. ERIZE I EiEREETH SCEP i
FNFTEEHHMAN | BHRIZREN. aws.pca-connector-scepBXMUNELER , HSHRE
Amazon H6IEZMN| EventBridge.

£/ SCEP API A/ B &iE#288 Amazon CloudTrail

fa B AE P EM DL (SCEP) E#EEE S Amazon CloudTrail—HRE £ , ZRFEEAF, AR, &
F#LE Amazon BREFTITIRVERIZ S, CloudTrail #3RFTE SCEP &E#E:EH AP BRENEH.
RN AR IEK BEESR AT SCEP 24| & /VE A X ERERRI 1T SCEP AP #1ERVRIBEA. W
REOIERE , WAL AVE CloudTrail B4 FE&4E 2] Amazon S3 ZiE4E , B EAT SCEP Y
Connector WE#., MREREERER , BAR AL CloudTrail BHIEHN “EHAELIER PEFER
MHEH, FAKREMNEE CloudTrail , A LABEZER Connector & SCEP ByiER, K HiERM IP
thak, EARETER, ANREHERAREMFLAER.

ET7MEZ{E LR CloudTrail , {52 Amazon CloudTrail 8™,
T 12/ SCEP £ B #YE$ESS CloudTrail

CloudTrail 2 8|Z M F Amazon Web Services Ik B EEZHK S~ E/FH. 2 Connector for
SCEP R RAEEFE |, ZSEH 2 EHM Amazon BRS CloudTrail E#—RBiERESHFILIEFEH, &
AUEREE, BRI THREXENSEH Amazon Web Services K. BXESER , ESHEA
EHFHEIEFESF CloudTrail E,

ERFE&IDREMNEH Amazon Web Services IKF |, 21&5&F T SCEP #9 Connector (WE4 | B8
Bz, BIEAY CloudTrail ¥ B E3XHE#E Amazon S3 F##. FIRERT , 48P OIZREER
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Eet |, WERERIZE AT FTE Amazon Web Services X5, BRERIZF Amazon 2 XA EXENE
#% , HF B EXHEIETIEIEEN Amazon S3 FiERE. A, B LR B E b Amazon BRS , Bl —
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SCEP EESEHAVESE:SR

SCEP E#285 CloudTrail £ , ATIiEFKAF. A% Amazon RFSE SCEP E#ZBEHHITHY API
BYE, BAILAERA CloudTrail SE8Y¥#2 Connector B9 SCEP APl 3R , A BXEE#ETLDHE 2T
RS, TS CloudWatch HEFIL Si# CloudWatch B4/, SCEP EESSXIEHUTEREERE
i8R 7E CloudTrail B & :

* CreateChallenge

* CreateConnector

» GetConnector
* GetChallengeMetadata

* GetChallengePassword

* DeleteConnector

* DeleteChallenge

CloudTrail B& MRS latest 468


https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/pca-connector-scep/latest/APIReference/Welcome.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.amazonaws.cn/pca-connector-scep/latest/APIReference/API_CreateChallenge.html
https://docs.amazonaws.cn/pca-connector-scep/latest/APIReference/API_CreateConnector.html
https://docs.amazonaws.cn/pca-connector-scep/latest/APIReference/API_GetConnector.html
https://docs.amazonaws.cn/pca-connector-scep/latest/APIReference/API_GetChallengeMetadata.html
https://docs.amazonaws.cn/pca-connector-scep/latest/APIReference/API_GetChallengePassword.html
https://docs.amazonaws.cn/pca-connector-scep/latest/APIReference/API_DeleteConnector.html
https://docs.amazonaws.cn/pca-connector-scep/latest/APIReference/API_DeleteChallenge.html

Amazon Private Certificate Authority ArfEm

AT SCEP BUiEZ= 4/ iE#ESS CloudTrail

BREEHREEXERFELIARIHITHRRRENER |, fln , YENEFF IKOIEZESRESLE
SCEP GetCACaps JHER, XLEHWHABEZEMRE, BESHEERSEERET. RIABERLT ,
CloudTrail F i FEAEIEEH , CloudTrail B FIEFHFIEFIXLEEH,
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BIEE4ERE (2FHA) resources.type & A& APIs E123% % CloudTrail

GetCACert EHEM SCEP
B3R, MER.

BA LU SR EHIEIREEEE N E eventName, readOnly M resources.ARN FE L 1T
Ik, NIRIERKABLENEREENEH, UTREARBEFESHEEN JSON 11E , ZMER
ERBFEEBNEYS., AXRAXEFTRNELEER , 30 (Amazon CloudTrail API &)
AdvancedFieldSelector,

[
{
"name": "connector-scep-events",
"fieldSelectors": [
{
"field": "eventCategory",
"equals": [
"Data"
]
by
{
"field": "resources.type",
"equals": [
"AWS: :PCAConnectorSCEP: :Connector"
]
by
{
"field": "resources.ARN",
"equals": [

"arn:aws:pca-connector-scep:US West (N.
California):111122223333:connector/11223344-1122-2233-3344-cae95a00d2a7"
]
}
]
}
]

IS

BEE—MERE 6 AFSE4ENBZHERIIEIEEN Amazon S3 Z##@. CloudTrail BE 4
FE—NIZNMNAELRE. EHARRKBEMFKFRHNEMNMER , SH/AEXRBEROIRE, BREN BB
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B, BHRSWEFENELR. CloudTraill BEXHFFRLH AP HANBEFH#EKRRE , AtENT2ERE
A4 E /IR F

=l 1 BEEEH |, CreateConnector

LT RBIERTERZCreateConnectorB/ER CloudTrail BE% B,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AABB1122CCDD4455HHJ]J1:11cc33nn2a97724dc48a89071111111111",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AABB1122CCDD4455HHJIJ1",
" "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "my-user-name"

arn :

1,

"attributes": {
"creationDate": "2024-08-16T17:46:417",
"mfaAuthenticated": "false"

}
},
"eventTime": "2024-08-16T17:48:07Z2",
"eventSource": "pca-connector-scep.amazonaws.com",
"eventName": "CreateConnector",
"awsRegion": "us-east-1",
"sourceIPAddress": "10.0.0.0",
"userAgent": "Python/3.11.8 Darwin/22.6.0 exe/x86_64",
"requestParameters": {
"ClientToken": "11223344-2222-3333-4444-666555444555",
"CertificateAuthorityArn": "arn:aws:acm-pca:us-
east-1:111122223333:certificate-authority/alb2c3d4-5678-90ab-cdef-EXAMPLE22222"
},
"responseElements": {
"ConnectorArn": "arn:aws:pca-connector-scep:us-east-1:111122223333:connector/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
},
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"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": '"Management"

}

R~ 2 . EEEH , CreateChallenge

LT RBIE R T ERiZCreateChallengei®ER CloudTrail B &% B,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AABB1122CCDD4455HHJ]J1:11cc33nn2a97724dc48a89071111111111",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AABB1122CCDD4455HHJIJ1",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "user-name"
I
"attributes": {
"creationDate": "2024-08-16T17:46:41Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2024-08-16T17:47:527",
"eventSource": "pca-connector-scep.amazonaws.com",
"eventName": "CreateChallenge",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.0.0.0",
"userAgent": "Python/3.11.8 Darwin/22.6.0 exe/x86_64",
"requestParameters": {

"ConnectorArn": "arn:aws:pca-connector-scep:us-east-1:111122223333:connector/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
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"ClientToken": "11223344-2222-3333-4444-666555444555"
iy

"responseElements": {
"Challenge": {
"Arn": "arn:aws:pca-connector-scep:us-

east-1:111122223333:connector/9cac40@bc-acba-412e-9a24-f255ef2fe79a/alb2c3d4-5678-90ab-

cdef-EXAMPLE22222",
"ConnectorArn": "arn:aws:pca-connector-scep:us-
east-1:111122223333:connector/alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"CreatedAt": 1723830472.942,
"Password": "**x",
"UpdatedAt": 1723830472.942
}
.
"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

}

Rl 3 : EEEH , GetChallengePassword

.

LT RBIE R T E RiZGetChallengePasswordig 4R CloudTrail B &% B,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",

"principalId": "AABB1122CCDD4455HHJ]J1:11cc33nn2a97724dc48a89071111111111"

"arn": "arn:aws:sts::111122223333:assumed-role/Admin",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {

"type": "Role",

"principalId": "AABB1122CCDD4455HHJIJ1",

"arn": "arn:aws:iam::111122223333:role/Admin",

"accountId": "905418114790",

"userName": "111122223333"

iy
"attributes": {
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"creationDate": "2024-08-16T17:55:017",
"mfaAuthenticated": "false"

}

I

"invokedBy": "signin.amazonaws.com"
I
"eventTime": "2024-08-16T17:55:547",
"eventSource": "pca-connector-scep.amazonaws.com",
"eventName": "GetChallengePassword",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.0.0.0",

"userAgent": "Python/3.11.8 Darwin/22.6.0 exe/x86_64",

"requestParameters": {

"ChallengeArn": "arn:aws:pca-connector-scep:us-east-1:111122223333:challenge/

alb2c3d4-5678-90ab-cdef-EXAMPLE33333"

.

"responseElements": null,

"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",

"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management"

}

il 4 . BIEEH |, PkiOperationPost

LT RBIERTERAMPkiOperationPost LAY CloudTrail BE&R B, % B ESFEHRNBANLE
REE , FHHAT KK,

"eventVersion": "1.10",
"userIdentity": {
"type": "FederatedUser",
"principallId": "111122223333",
"accountId": "111122223333"

.

"eventTime": "2024-08-16T17:40:09Z7",
"eventSource": "pca-connector-scep.amazonaws.com",
"eventName": "PkiOperationPost",

"awsRegion": "us-east-1",

"sourceIPAddress": "10.0.0.0",
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"userAgent": "Python/3.11.8 Darwin/22.6.0 exe/x86_64",

"errorCode": "BadRequestException",

"errorMessage": "The certificate authority is not in a valid state for issuing
certificates (Service: AcmPca, Status Code: 400, Request ID: alb2c3d4-5678-90ab-cdef-
EXAMPLE55555)",

"requestParameters": null,

"responseElements": null,

"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",

"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",

"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS: :PCAConnectorSCEP::Connector",
"ARN": "arn:aws:pca-connector-scep:us-east-1:111122223333:connector/
alb2c3d4-5678-90ab-cdef-EXAMPLE33333"
}
1,

"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "905418114790",
"eventCategory": "Data",
"tlsDetails": {
"clientProvidedHostHeader": "111122223333-alb2c3d4-5678-90ab-cdef-
EXAMPLE33333.enroll.pca-connector-scep.us-east-1.api.aws"

}
}
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3 SCEP E#2/ HTTP &ir 1T EHERR

LB EFimfii & SCEP BIEFHEIEESS APl BREHSBUEIRAT , SCEP EER LM BEREFIRAE
BEHBREEN HTTP WKL,

BRT ERRHEAETFIRNRSEAN , BETTAEREMT SCEP & REnEEEE AT h R iz
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