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EIHAetiAl (2 ERRTE] )

ARXEBHIME (SHE ) , XERBRENN. XTHUARES , ERAALETHAKX
HRBREDNKIREANRS =K (72 /M8t ) o

BT ARERN , BALEEHENEINK , ARC 2FHEERN IR (DR ) . &7
BUE AT X %% |, Sl ERIFREMRER ATAXE, S lBEEEHRE, REN AR X
¥, BES - MIHNK , AEKERE,

EA BN TR K BB — B0 TAKRBETET,

o] A X 5% %6 Y BdiE T AR A 28 6 T AR

EAKNKBREBNIERER , BERRABEBIHIRME, BV R KM M B Ak s vl &
BETH , FREREZSRPEFTENREEATN]. B , NRWaRENS P ERSBEERINEE , KU
RERESWTRMENBHEED, ZERIX—K , BFL T BIRSSHY ThEE a7 2 I E AR A 235 E A 2 (8]
X5, BAR AR Bt AT AR 38t AR 55 B9 B3 TED AR AT TR RV AR & T S

4R E AR RN 42 & E AR 12
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BEXRZ#H Amazon BRS—# , 2H FENBEFESFXEABMIIENIE. SARMEREGASE ,
ERFEREHNBE -—BERTHA  MBEERESHN TAERETRL. BEERTNEEMR
it , RUtBIEEP ISR |, HEFERTETATRAN , ©HaERF T,

—RME  EHERAFEHRTELRNEEERE , FIMERS T OIE, EHRMMERTR. BEERES
AR5 Ry DI RE

BREWEFE, 26 FEURNA Amazon WERFSUHEESTALBERNESER , H5H
Amazon Builders Library 1 #y “f£ A 7] A XY B SR EMS” 183,

ARC A A H X ¥ By E M

XNFARARER  SUUNZXRRAREITARER , URETARPZERHNARF. EATA
XEBTREBEAFNZA.

A% ARC W#AEHMERRENTAH , WS ARC Ef.

ARC FHY AT H X ¥ B & EREK
BURANTRERBE ARC PEATARKBIETSTARKRE.
=301

. BEANATT R

. RHIES S A R SR

. AT B RAFES

. BRATETAKAMET RGN SA%E

- EAKEFE AP BEHITREIRE
- RpeEatiEE g XBURBIRE

BREAXNTIY B

BRECHINFHACELTT BRTUEHT BEBNEE , LENTAXEBEINE AKX
MWFMARE,. N THERENES  #ENBUETNY BRITERE , REEZBHNRE  UEE=
NEIR (HEBRT ) e —BLANEABRESIE,

ENSZRARRITAKEBARBMNENTARKHE , £HRARFATLEERNER
RAWBR. CLXABHROCHUERBMTAREBHE  FATURSLBERTARNER
AZs,



https://www.amazonaws.cn/builders-library/static-stability-using-availability-zones/
https://www.amazonaws.cn/application-recovery-controller/pricing/

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

PR &% 7 i 5 8K i SR RHE AV Y )

% Amazon S ARFIREZEFIZR (ARC ) FRENZEWHATARXPEBHEN (SINEATAKX
HBRATAXABZEE ) , ARC AREBNAREFRENIEZE DNS EXf. DNS EN2SHAMAE
FTEEEBIT Z RN E,

BR , EREHTFEENETFRAIRSSENIFMHVERHER , BT RERERE, A
RPRRE |, BIERSIE P %5 EN LR EEEENE,
RN TT I8 X B m

BEEAARER  ENANTAXBENARFNRE. REFRENENRAMESHREHI
HHMHTITHXER |, AN ZIRAAZEHHNRAEBN RS, DU RERENRENARRF
HREN. EMRECEREARTEOEEEEMARENEHE , EHNHR — PR,

BRAIBTHAXEMEZTREFSARE

ARAXEBNIERER  FEATAXTHN—NMNER (BINARFEIR ) fREAE TR E.
XEWRE , MNEHRNABRFTFHRREAZTRARY , ABEXENATAXFEHEZIR
2, BWZBELEHERRREFEZER , 8REETRATEN BN ELB EFRNSNTAXH
bytesProcessed %,

BUMNS —IMHEBHXSEZERFENZTRR. IMGTENEBET , eTUAEFHARKLRAS
BOEREE | XE T] SARRE RL AR 72 o M Wa 422 50 B 32 B [E] — RO Ry KUB
ERABETRE AP BEHTRERE

EEZFEREME/LFRERBARNEARFATRXEBS) , BITEWER Amazon
Command Line Interface =% API , ¥ RAIgEFEAT A F& SRV XEBVRENMERZENE
. A TETF AR Amazon Web Services BIEZ414 , Bt EFFHRXEED, B2, HHR
X, IEFNMREEXREEN , HEEARREREHFNERE, BXEZER , BSHATAXER AP
SEE™E,

ReegE B 2 XBAKBHRE

TAREBLEMIRARBMTARBE  SURBRA, ERIERUERER , RIPPNARS
RERENTA. SHERRENIARFREIRANTETROBIRE.
AHXEE API #

TRIMTHITTARER (MNSTHARNARFN —NMTRAXPBERE ) B ATERB ARC API
BIF, ZREBIEER R,

AP| 124k 14


https://docs.amazonaws.cn/arc-zonal-shift/latest/api/Welcome.html
https://docs.amazonaws.cn/arc-zonal-shift/latest/api/Welcome.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

B X WM{AI1E Amazon Command Line Interface R fEAE N AT X8 AP REN A , BSHAER
Amazon CLI i KB v i R 6l

Action £/ ARC #Z#l& £/ ARC API
TR X3 EFSH B ATAREER. 5 A StartZonalShift
EHMUAXER BHSH ENREUE I AX 2 ¥ UpdateZonalShift

%o
FIH AR BZH ARC PV AT AX#¥%.,  iHZ ) ListZonalShifts
HlHFEERIR BZH XENRIR. &2 ListManagedResourc

es

REFEERIR BZH XENER. &2 GetManagedResource
HUH T A X8 ES R EFSECE A A X 3 CancelZonalShift

Bo

A8 Amazon CLI # X /Y R4l

AFEETEARSBRBOEA RS, ARER APl #E4EE Amazon B AR FIRE L4188 (ARC) F{E
AXERBIhEE, Amazon Command Line Interface X LRG| S E BB EAR T A& CLI kit
T RARER,

£Bh) ARC R AT X ¥R IhEE , BT LLFE — 4 Amazon Web Services KIS XE R BN HRES
REHEANTRHAX , NN AREFEBHEEEMT AR EEZT.

FMETAXEBHRENMN , RUXTIREN=ZKANEH, EREFHITUEHRTARER , LURE
¥V B HA Bt [ED 6

BXFEHANEZEER Amazon CLI , 5 Amazon CLI i $5E, BXARARX®ER API BRENTIERM
EREZEENERE  BSRTARXER AP 21,

B THAXER
LA LA start-zonal-shift 857 CLI REZ AT AX#%,

aws arc-zonal-shift start-zonal-shift \

£/ CLI BRAEH R B 15


https://docs.amazonaws.cn/arc-zonal-shift/latest/api/API_StartZonalShift.html
https://docs.amazonaws.cn/arc-zonal-shift/latest/api/API_UpdateZonalShift.html
https://docs.amazonaws.cn/arc-zonal-shift/latest/api/API_ListZonalShifts.html
https://docs.amazonaws.cn/arc-zonal-shift/latest/api/API_ListManagedResources.html
https://docs.amazonaws.cn/arc-zonal-shift/latest/api/API_ListManagedResources.html
https://docs.amazonaws.cn/arc-zonal-shift/latest/api/API_GetManagedResource.html
https://docs.amazonaws.cn/arc-zonal-shift/latest/api/API_CancelZonalShift.html
https://docs.amazonaws.cn/cli/latest/reference/arc-zonal-shift/index.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

--resource-identifier arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5 \

--away-from usel-azl \

--expires-in 10m \

--comment "Shifting traffic away from usel-azl"

"awayFrom": "usel-azl",

"comment": "Shifting traffic away from usel-azl",

"expiryTime": "2024-12-17T21:37:26-08:00",

"resourceldentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",

"status": "ACTIVE",

"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

REVEE RIR
B LAEA get-managed-resource W H1E CLI FIRBBEXRERRNES.

aws arc-zonal-shift get-managed-resource \
--resource-identifier arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5

"appliedWeights": {

"usel-azl1l": 0.0,

"usel-az2": 1.0,

"usel-az6": 1.0
I
"arn": "arn:aws:elasticloadbalancing:us-east-1:111122223333:1loadbalancer/app/

Testing/5al19403ecd42dc@5",

"autoshifts": [],
"name": "Testing",
"zonalAutoshiftStatus": "DISABLED",
"zonalShifts": [

{
"appliedStatus": "APPLIED",
"awayFrom": "usel-azl",
"comment": "Shifting traffic away from usel-azl",

"expiryTime": "2024-12-17T21:37:26-08:00",

£/ CLI BRAEH R B 16



Amazon RIFARRFIREZEHIZE (ARC ) FERARER

"resourceldentifier": "arn:aws:elasticloadbalancing:us-

east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",
"startTime": "2024-12-17T21:27:26-08:00",
"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"
"shiftType": "MANUAL"

}
]
}
HIEFEERR

B LAMEA 1list-managed-resources @R 1E CLI A5 HEKF RHEERR

aws arc-zonal-shift list-managed-resources

"items": [
{
"appliedWeights": {
"usel-az1": 0.0,
"usel-az2": 1.0,
"usel-az6": 1.0
},
"arn": "arn:aws:elasticloadbalancing:us-east-1:111122223333:1oadbalancer/
app/Testing/5al19403ecd42dc@5",
"autoshifts": [],
"availabilityZones": [

"usel-azl",
"usel-az2",
"usel-az6"

1,

"name": "Testing",

"practiceRunStatus": "DISABLED",

"zonalAutoshiftStatus": "DISABLED",

"zonalShifts": [

{
"appliedStatus": "APPLIED",
"awayFrom": "usel-azl1",
"comment": "Shifting traffic away from usel-azl",
"expiryTime": "2024-12-17T21:37:26-08:00",
"resourceIdentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",
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"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

AT A X R
BRI LAMER list-zonal-shifts S % CLI RAIHEK PP THAXER,

0N

aws arc-zonal-shift list-zonal-shifts

{
"items": [
{
"awayFrom": "usel-azl",
"comment": "Shifting traffic away from usel-azl",
"expiryTime": "2024-12-17T21:37:26-08:00",
"resourceIdentifier": "arn:aws:elasticloadbalancing:us-

east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",
"startTime": "2024-12-17T21:27:26-08:00",

"status": "ACTIVE",
"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

B AT XER

AN

BAI L E R update-zonal-shift 8B 7 CLI A EH A AR R,

aws arc-zonal-shift update-zonal-shift \
--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf573cd9c38 \
--expires-in 1h \
--comment "Still shifting traffic away from usel-azl"

"awayFrom": "usel-azl1",
"comment": "Still shifting traffic away from usel-azl",

£/ CLI RAEK R
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FRARER

"expiryTime": "2024-12-17T22:29:38-08:00",
"resourceldentifier": "arn:aws:elasticloadbalancing:us-

east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",
"status": "ACTIVE",
"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

BUE A X #B
B LAER cancel-zonal-shift @57 CLI FEUE AT AR ¥R,

aws arc-zonal-shift cancel-zonal-shift \
--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf573cd9c38

"awayFrom": "usel-azl",

"comment": "Still shifting traffic away from usel-azl",
"expiryTime": "2024-12-17T22:29:38-08:00",
"resourceldentifier": "arn:aws:elasticloadbalancing:us-

east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",
"status": "CANCELED",
"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

X R R IR

Amazon NARFIRERHIER (ARC ) BRIXENATRAXEBMATAXBaHRBERUTRIR

« Amazon A EC2 uto Scaling B4

* Amazon Elastic Kubernetes Service
- ERARECEAEXEAREENNARER ASI9EES
- ERASCEABXIAF SN MNE AFRIDESS

BRMERHGERNNARFABROERNECER , BEAFTHHEMBER,

EEE ARC REATHRXER, THXENHRBME R AT R4

XEFHREIR
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« BREMLTLTFEHIRSHECTETEME , TRNEEBARE, WREBITHAREB2H , BHITRE
LBRiZERRZE ARC FHEERR. fln , EHREFRLERREMFIZR Amazon Web Services EE
BHE , AEEATERRMATNget-managed-resourcei®fE,

s ENRRBHTAXER  ZRELNELBERZHEBH A ARXHF Amazon Web Services X
H, BREEXBERNUTARMENE—XEBEHTARES  HEEXBRENRRHENLTE
—mAXMXEH,

- BREEFEBEN IAM RN BREFTUTARERE, BXEZER , 555 IAM A0 A XEBR
R

- YRMEHBEERINARF AFEESRL THRETFRSEH |, I AREBEREER, XMHEN
TR, RAEAHYERTEIT TR , KEEBTERFHTHARETRATE , RAENREXBE
Xig AZs B —MNXiE, BXEZER , TSR (MEAFEERAFERE) PR AEHSESS
f#F Route 53 DNS #E#BEM (MARFHEEERAFIER) FH N AFE%EESFH Route 53
DNS #f8# %,

- MEZSAAFHEERTRELERIE—EF , FAWNENCSAEXSNASEESNITIAXER
FERFAEABSYERINENRARE  IFEREREITARER#ITER,

Amazon A EC2 uto Scaling &4

Amazon A EC2 uto Scaling A28 — AT 5% EC2 k4l , XEXFEANATEI T ENESENZE
248, Auto Scaling & 2 F&E A Amazon A EC2 uto Scaling That , flilETIRRREZERNT B
KB&, Amazon Auto Scaling BRSO IhEERR$F Auto Scaling AR HIEFIZERN EC2EH T &-

¥} Auto Scaling B4 £ X F R &
AT HEZ — B ARER,
Console

NEABAURAXER (#FE )

1. BEREABHERLIE Auto Scaling EFHHATHIRFNENTR , ESIL R 10,

2. EEHMRSERTEL , T ARC TAXER , BEPEEEASEATAXER,

3. XNFEITARETH , BRFEZARETRATE R BRESITRIFE . WRIREN
replace-unhealthy , & F5EERAI A XEBRAH ATAXPETRLMENEOFLEE
¥, WRIREN ignore-unhealthy , & FERA AXEBRSN AT AXPETRITTEN
KOIF 2 ER

4. PERITHEA BN ERGIZE Auto Scaling AT IR,

XEFHRIR 20


https://docs.amazonaws.cn//elasticloadbalancing/latest/network/load-balancer-target-groups.html#r53-dns-failover
https://docs.amazonaws.cn//elasticloadbalancing/latest/network/load-balancer-target-groups.html#r53-dns-failover
https://docs.amazonaws.cn//elasticloadbalancing/latest/application/load-balancer-target-groups.html#r53-dns-failover
https://docs.amazonaws.cn//elasticloadbalancing/latest/application/load-balancer-target-groups.html#r53-dns-failover
https://docs.amazonaws.cn/autoscaling/ec2/userguide/create-asg-launch-template
https://docs.amazonaws.cn/autoscaling/ec2/userguide/create-asg-launch-template

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

Amazon CLI
X #T4E 5 A W A X% ( Amazon CLI )

[6 create-auto-scaling-group RN --availability-zone-impairment-policy $%.

--availability-zone-impairment-policy SEHEFHm ML :

« ZonalShiftEnabled— R E N true , N Auto Scaling F Auto Scaling A5 H ARC XiZifR
B, BALfE ARC 24518 LED, EMGEUEXERE. MRIREN false , Auto Scaling &
M ARC ATAR#BHFECEIM Bz Y BH, YABH T AIRAREBFEEFIRERN false,

« ImpairedZoneHealthCheckBehavior— 1R % & replace-unhealthy , M AXAFIZEITRR
TMEWZHFER N BEROX G, MRIZREN ignore-unhealthy , & F5ERAHXFER
RAEAN A AXPZETRETENEFTWELR,

LR ROINE R my-asg WFTBZY BASA T HAXER,

aws autoscaling create-auto-scaling-group \

--launch-template LaunchTemplateName=my-launch-template,Version="1"' \

--auto-scaling-group-name my-asg \

--min-size 1 \

--max-size 10 \

--desired-capacity 5 \

--availability-zones us-east-la us-east-1b us-east-1c \

--availability-zone-impairment-policy '{
"ZonalShiftEnabled": true,
"ImpairedZoneHealthCheckBehavior": IgnoreUnhealthy

3

Console
NABABATARER (244 )

1. FELITFAIL D% EC2 #4I|A https://console.aws.amazon.com/ec?/ , SRRMN S BE K IEE A
uto Scaling Gro ups.

2. EREMBHSMEL , EBEEHBBE Auto Scaling AR, Amazon Web Services X135
3. & Auto Scaling A= B EIRAE,

XA EREREIT T — M2 ES.

XRIR Y


https://docs.amazonaws.cn/cli/latest/reference/autoscaling/create-auto-scaling-group.html
https://docs.amazonaws.cn/r53recovery/latest/dg/arc-zonal-shift.start-cancel.html
https://console.amazonaws.cn/ec2/

Amazon K1 R RE 12 4I8 ( ARC) AR IEE
4. HEERGETFERN ARC TRAXEBT | &REE.
5. EHREREUSATARER,
6. XNTEBITRRARETH , FREZRBETRENMERERSITIRRTE,

« MRETIRAREREN BRZTIRRTE , L TERTHRXEBRSNARAXPEITR
R ER KT 2B

« MRETRARETHREN BRESITRANE , LT ERAAXEBRSHTAXFZ
TR MER KB W E R
7. EEREHF

Amazon CLI
NIREHERATAXH%E ( Amazon CLI )

[@] update-auto-scaling-group B8 % --availability-zone-impairment-policy %,

--availability-zone-impairment-policy S¥EM MM :

« ZonalShiftEnabled— MR i& & A TRUE , N Auto Scaling ¥ Auto Scaling At F ARC XiZi{®
%, B LlfE ARC B A LEs. ENSREVEXERE. MRIZEEN FALSE , Auto Scaling &
M ARC TTAR#BHECEIM Bz Y BH. YAEBATRAXER , TeeFHEHIRENRN FALSE,

* ImpairedZoneHealthCheckBehavior— 1R i& &N replace-unhealthy , MAAXAIZEITRR
NMEWZHFHF RN EROX R, WRIREN ignore-unhealthy , & FERAAXER
RENTAXPEZETRRTFENKOF 2K ER,

LT REEEET BARA T TAXER,

aws autoscaling update-auto-scaling-group --auto-scaling-group-name my-asg \
--availability-zone-impairment-policy '{
"ZonalShiftEnabled": true,
"ImpairedZoneHealthCheckBehavior": IgnoreUnhealthy
3

ERYTAXER  BSH 53, EMIEUEATRAXER,

Bah ¥ A T A X BN TERE
BRRAE-—NMEBEUATTRAXNAZ T H4A :

FEWNEIR 22


https://docs.amazonaws.cn/cli/latest/reference/autoscaling/update-auto-scaling-group.html
https://docs.amazonaws.cn/r53recovery/latest/dg/arc-zonal-shift.start-cancel.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

* us-east-1a
* us-east-1b

e us-east-1c

BB us-east-la PHIIBEH BT HXERE, £ us-east-1la PR THARERN , &1
MUATITRH.

- H@@ B — Auto Scaling EETIRABRFHNATAKX (us-east-1bMus-east-1c ) REBIAT
BFNAEBER,

« ZIAHT B — Auto Scaling AIFE LT BREBBADFIERE, Auto Scaling ALY BERIEEMATE
';‘S'E

 SEHIRIF — Auto Scaling S IEKTEE 3h X 15 #5 #8 B 18] ZE3R B 4E107 S5 41l i3 2 A9 &8 B B o

ERZMAAXRETRARETH BEITRARETH

HIRE TR T E FFIET AKX (us-east-la . us-east-1b
M us-east-1c ) FERETRRFERSE
B4 45 B 4

BB ITIRRATE us-east-1b # us-east-1lc HETR=

TRRTEN GG ER, THXPHEH
FEWBEMN X B (us-east-1a ) FTEL
Ko

£ o X B Y s 5Kk
BEEEATHREBNARNAEFNSTRAY , BUGEBRATRERXEK,

- 1 EventBridge BAILAHE Mt HIMBFLEN AT A XIRIT BN, BEXESFER , BSHEAE L
Amazon A EC2 uto Scaling, EventBridge

- FREEEINENYT BERE  BREEZUBEXNEX—ITTAXX—1ER.

- RESTTRIREFNESLLEDH 100% HSSHIL K, #HITXMIREZSE , Auto Scaling 2%
WRBlERRE AL LEETRRFENEG,

NTFMBREF , BNERUCREUEATERE :

XEFHRIR 23


https://docs.amazonaws.cn//autoscaling/ec2/userguide/automating-ec2-auto-scaling-with-eventbridge.html
https://docs.amazonaws.cn//autoscaling/ec2/userguide/automating-ec2-auto-scaling-with-eventbridge.html

Amazon R ARS8 (ARC) FRARIER

« REABETRATEENZIENTARNETRARETHN , BEAERERNBEHHRTEEREZ
TR TFERESH,

- EARCH BT BAFATHXER. PHXE B3R IEE Amazon Application Recovery

Controller (ARC) /2% Amazon %l Amazon B X FEREEN N RN RENTAXERH
L. BXEZER , 5 ARC FHATAX EaI#E,

NTEACEABEXENERNATGESRNES , RMNEBURBUATERE :

- EAAXSEAFERNEE,

- WMRAEIE Auto Scaling AMAEHIER L HBFEAXERE , HFLEBUEER Auto Scaling AR X
HRB, ARG, SEFMETARNAEXNGE , BEUEXN ARBOEHSNTHAXER,

- BTEARKEERBHEAZABEXENAZI9ESEN , TESHNFTETEHMER , it Auto
Scaling FEE#HTHFHNNKRIE, MREBEF/RKESSE , AT UBERES PR EESE Amazon Web
Services BB 24| & SFHCreateAutoScalingGroupUpdateAutoScalingGroup, A
Mskip-zonal-shift-validationtrEREINXFhAIEEMAttachTrafficSources,

Amazon Elastic Kubernetes Service

& B Amazon EKS #£4tHh8E , ENNARFEAN TAXETRR THERZLMES44HHELH
#, 1 Amazon EKS £8FETIHEARN  BAUERTARERBRAARXAEHES , #—Ph=E
NRAEFAENRERINNAEFRERN,

1£ Amazon Elastic Kubernetes Service A o] A X ##8

AIERUTHFE2— B AAR#EE., BXEZEELE |, H5H (Amazon Elastic Kubernetes Service
AFiErE) P T ARC THXER,

Console
FEFTH Amazon EKS £B L ERATAKER (2458 )

K EEE [ ARC SEMEY Amazon EKS M B MK,

£ https://console.aws.amazon.com/eks/home#/ & H$TFF Amazon EKS ##lA,
ERENER,

EEREENHL , ERERETF,

EURAXERT  EREHE,

N EKS AIRARXE®  aEEAREA.

o a0 A w N~

FEWNEIR 24


https://docs.amazonaws.cn//eks/latest/userguide/zone-shift-enable.html#zone-shift-enable-steps
https://console.amazonaws.cn/eks/home#/clusters

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

Amazon CLI
FEFH Amazon EKS &8 LB AR AX %% ( Amazon CLI )

WMALTSHS

aws eks create-cluster --name my-eks-cluster --role-
arn my-role-arn-to-create-cluster --resources-vpc-config

subnetIds=string,string, securityGroupIds=string,string,endpointPublicAccess=boolean, enc
--zonal-shift-config enabled=true

£IHE Amazon EKS &8 Lt B AR AX %% ( Amazon CLI )

AT @RS

aws eks update-cluster-config --name my-eks-cluster --zonal-shift-config
enabled=true

AT LA Amazon EKS £8 B3 Xtk |, tt o LUBE B A X8 B 31 H#% Amazon KA FE# 17X
HI#, £ ARC 5 Amazon EKS B XIgtIRE , BRI LAEA ARC #4145, CL Amazon | X1
REBAXSEIBNABXEFRERE AXE B310#. APIs

BREITHXEBNESEE , BEH 53, EMIEUEATRAXER,

BEXREATHARKXE®E A Amazon EKS WEZEE |, 1§55 (Amazon Elastic Kubernetes Service F
FIEE)Y P/ T # Amazon EKS /) ARC A X #%2,

A A X8 {5 Amazon Elastic Kubernetes Service & &£

£ Amazon EKS AIAX#%#HE , 2EIREUTHER :

- TEETARXPNAET SEEES, XL Kubernetes HESFHARRA ( pod ) HEZEIT
WRFER A A X P T R
- MREBFEANREETRYE , NSEETAXEHEFE , HEHEM Auto Scaling 4 , LABRITH
Amazon EKS BIEFE T RXEZITIEE AZsSHIER T B3,

s BITRATENTHXANT RFTMWLIL , BES4H (pod) &T%*&LH:‘:J‘ZL Ro JZ RNTHR
LA AXEBEMSFEECEN , BN RENUZSHREZNEEZERENT
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https://docs.amazonaws.cn//eks/latest/userguide/zone-shift.html
https://docs.amazonaws.cn//eks/latest/userguide/managed-node-groups.html
https://docs.amazonaws.cn//autoscaling/ec2/userguide/auto-scaling-benefits.html#AutoScalingBehavior.InstanceUsage

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

« EndpointSlice 2 HIB3EZ W T AX P HREIFME Pod wR , FHNFEMMEXTHAXPBE
EndpointSlices, X#E# Al AR IABZTIRR B AZs B9 Pod i S 2R N WM ERERN B 1R,
HXEHEBEUESTHIRS , EndpointSlice #1882 E #T EndpointSlices A BEEMENTAXH A

Lol
7§ =V

BXEZER |, BESHE Amazon BEE %,

R 2 Fr 9 2
X R AR S R A T A X

EENARFASSERPERATARER  LAENARFAEEERELEPER ARC JARKHES
R, NARFNHEERXIFECERANCEAEXENEERERTARER.

HERA ARC ERAFTHEATTRAXER 28 , FEBTUTEE :

« RENENTRAXANREARBEREITARER, TENSITHAREHTARER,

+ Amazon HZNEMIREFRBHMEARSE , E3HM DNS FHIBRX SR SE R IP thut. EFHRT
RAX#&BzA , FSELREIANNTHAXEE,

- HNARFASSESREMEARBERN BN , FRAMNNZAHHEREI THAXER, MR
MR ARFAREEREHTHXER  INXAREEREF2RNEE |, AREONARFAH
HEBRRERE,

& T LAIE ELB #2414 ( X F K% Amazon Web Services X1, ) 3 ARC 241 & X 1 15 #2515 30
ARAX#%R,

Console
ENEHOERLEATAXER (1258 )

1. FIHALD# EC2 #4l& , Mt A https://console.aws.amazon.com/ec2/o
ESMER LARBEET , BEARITESR.

RN AEFABIIERE N

EEMETF L |, ERERE,

EURAXEAEET , ¥ TFARC TAREBER , E&BE M.
ERERF

I T
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https://www.amazonaws.cn/blogs/containers/amazon-eks-now-supports-amazon-application-recovery-controller/
https://console.amazonaws.cn/ec2/

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

Amazon CLI
EHEEtEss LB ATHAXER ( Amazon CLI )

WMALTSHS

aws elbv2 modify-load-balancer-attributes --load-balancer-arn my-alb-arn --
attributes Key=zonal_shift.config.enabled,Value=true

BXEHAARKBNESEE , B3R 53, EMREUETAXER.

A LAE A keepalive EUUREBEEENFEME, EXEZER , H2H (MABRFASHSEREH
i) W HTTP BEF RREFEESLENE, BRABRT , MARFAEEERT HTTP B KR
FEENFLERBERERN 3600 % (B 1/06) . BIUEREZE , FESNARFNIRERE B
RIF—, 60 300 B, EEF HTTP BERRASEENFLMNEN , FERBLETEMEHEINE
B (XTHSFMIER ) IEREEAMEEFHENZEMNTAREXEBHZ AR —MTPE.

TRAREBNAENRAREFABSERESER

EEERABXENSYENNAERFARYES LI TRAXERN , S¥MAXSELD ERNME
REFGHEALE  HETHAXREBZSGE AKX IP it )\ DNS AR,

BXREZER  FEH (NABRFABGESRASER) PHNAREFABIIESENER.

W 4% T 19 i Bs
Xt P 4% S RIS AR 1 T A XA

ERMERRIERETAXEBRESHER , KNEMEZARDERELHER ARC THAXEBEK
YaE. MENBEERIFBECANCEABXSREEN THXER,

BALUEENBLEFREATAXEBNTAXB3HE | URFLEMINZ WA A X PRITEY
¥ MO EER MR W & 10 B 88 M N AR N 4% B IO B8R0 F X8

ENCEABXEIEENRNEMEEEREATAXERS | N2 AEE%50rE B A BATUH 2
UTEX :

- XMBRABXIEAEEE , RIZEN use_load_balancer_configuration,
- BXENAEXEARYENEZER , E5HE ind B XiE 554,
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https://docs.amazonaws.cn/elasticloadbalancing/latest/application/application-load-balancers.html#http-client-keep-alive-duration
https://docs.amazonaws.cn//elasticloadbalancing/latest/application/load-balancer-integrations.html#zonal-shift
https://docs.amazonaws.cn//elasticloadbalancing/latest/network/edit-target-group-attributes.html#target-group-cross-zone

Amazon 51 TR RS F2 4188 ( ARC ) AR IEE
- BRRAMLIN TCP 5 TLS.
- BEXMEABIERBRADUNESEE | BERBRALE.
HMBERXBITIRRTER B RK LTI EE
« BREMAERLULENESER , BSRETRATER B IRfiEEL
- BREATNESREMNAEFASSEERERN BT,

- BXNNAREFASGESFENEGNESER  BSREANARFASISEHSRENNEREG
#7589 B #7.

BT LAE R Amazon CLI, =X ELB #43 Network Load Balancer B3 X1 {l#, Amazon Web
Services EERH A HNARFAEIERENEZATIERN B IR , DAMREAEIEERE 3
AAXER, MEMNNARFARSESRE I TAXER  IINEARSERTF2ELANARRRA
HEESRREBRAERE,

Console
ENEOERLEATARER (12458 )

1. ITFLSEE EC2 #4414 , Mk A https://console.aws.amazon.com/ec2/o

2. ESMERLHAERSET , AR GER
3. EEMBABITEHREN.
4. HEERMGEIFELE | EE&RE.
5. EAAXKAEERS , ¥ T ARC TARXEBER , FiEE BA
6. ‘&R
Amazon CLI

EAEEER EERATAXES ( Amazon CLI)
BWMALLT @RS

aws elbv2 modify-load-balancer-attributes --load-balancer-arn my-nlb-arn --
attributes Key=zonal_shift.config.enabled,Value=true

BREFTARKRBNESEE , BSH 53, EMIEUETAXER.
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https://docs.amazonaws.cn//elasticloadbalancing/latest/network/load-balancer-target-groups.html#target-group-routing-configuration
https://docs.amazonaws.cn//elasticloadbalancing/latest/network/edit-target-group-attributes.html#unhealthy-target-connection-termination
https://docs.amazonaws.cn//elasticloadbalancing/latest/network/application-load-balancer-target.html
https://docs.amazonaws.cn//elasticloadbalancing/latest/network/application-load-balancer-target.html
https://console.amazonaws.cn/ec2/

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

oA XEB M ENK ARG E RS S ER

ARC £J MM ERBIIERUE-—METRARERE , IFEFITARERE , YW ITAKX

MK IS EERT R DNS HHEBR, MEAROERLZAZTHRXFEFNER , £E]
FILEBRE M ELB 2NXLEBERMUNATUTAXEBHNEEMBiR. & TERRSH BiRfFds

EZETRARE, SXEBMESTRARFATAXEBIY (JEEUE ) T, REFRE@TLEZ
S X AP Y B AR (TR

EEABXSAHEEENMEREEER ERTTAXEBHE , HM DNS BRI A XA EE R
P ipit, SZMAAXPEMRNABERZL—ERFE , BEFCMNBAXA , MFNERRTHEREAE
1R H X AFEY B FRo

AXESEE  H5H (MERFIERASERD) FHREARSERNTAKES
B3, ERMBEUHTAHXER

AHRETEATAREBHNER  QFEHTAKAEBANIETAKES,
B A X

R SRRULE T MAE Amazon MARFIREZEFIZR (ARC ) A& LEHFFRENTARXE
B, BURESXNEATHRER 20 (FAXEE API SEER) .

BRT1E ARC HEsh AT AX B , LERLAE ELB BHl AP N ARSER R THARERS (E2X
ERXE ). AXRESER , F5H (ELB AFER) PHAAXER,

BT ARX®ER

15 1A] https://console.amazonaws.cn/route53recovery/home#/dashboard , 3TF ARC ##|&,
EZURAKXT , EFATAXEE,

ETAXEBIEL SRR TAXER,

ERENRENFERBHENTAKX,

MNERRPERE - N EREREBHNZ ZFRTR,

HREAJAXEBIHNAEAS  EEIEMATHXEBNIBRE, TRAXEBHEN RS
WEN 1 D2HB=ZK (72 /P8t ) .

o a0 kA W N~

FETAXEBHRERN, SL4FURETMetE , BREAIUEREINTARER |, REH
HEHRSE , ZEKR=X,
7. BWAER, IRERE  UUREREFATARERUREIR.
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https://docs.amazonaws.cn//elasticloadbalancing/latest/network/zonal-shift.html
https://docs.amazonaws.cn/arc-zonal-shift/latest/api/Welcome.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/application/zonal-shift.html
https://console.amazonaws.cn/route53recovery/home#/dashboard

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

8. EHFZERERARTHIA K BHITARXEBSFREMNZAAREKBHE , NBENARFHNT

RARE,
9. EEE.
BT HUE AT X%

AT PRSI T MfAE Amazon MARFIREEFIR ( ARC ) 248 EEHERER AT H X5
B, ECEATARER. BEUREAANERATARER , SR (FAXEE API Z2EEE) .

AL EHMATRAXER , LRERNIHTE , A REBIERTRAXEBRNER, ETARERE
2/l , B LABERBUEE

{RALABCE AR E 30 89 X5 |t m SUBUH N X8 B 3h B 45> lEM Amazon FFAH KBz, BT
BAXTRAXBIERBPEIEBNESER  FERAIAX B EBME ST TEFRE,

EXMUARER

1. 158 https://console.amazonaws.cn/route53recovery/home#t/dashboard , TF ARC ##l1&,
EZAAXT , ERTAXER,

RREEMNATRAXER  ARRREHITAXER,

NFREAAXEBEHaTE |, oSO E S A B BEE,

FF Comment (3R ) , IERFEENEEIBRRMATER,

EEE

o o &~ w b

BUH AT A X8

1. 1AIA] https://console.amazonaws.cn/route53recovery/home#/dashboard , 377 ARC #§I&,
EZAAXT , BRATAXER,

REERCENATRAXER  RARRRAUETAXER,

EWINESXHEESD |, EEWHIA

> w0 D

Amazon M ARBFIREEFIEE (ARC) AR AXEBH HEICKMEE

A LAE A Amazon CloudTrail %52 Amazon MARFIREZEFIEE (ARC) FHXERE , Lo HER
FHEBYFRIR IR
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https://docs.amazonaws.cn/arc-zonal-shift/latest/api/Welcome.html
https://console.amazonaws.cn/route53recovery/home#/dashboard
https://console.amazonaws.cn/route53recovery/home#/dashboard

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

£

« {#/ Amazon CloudTrail id & 7] i X% API A

£/ Amazon CloudTrail i2& A X% API B A

ARC AT X# %5 Amazon CloudTrail £/ , F&REZ—UWRS , TATIER ARC AHAF. AR
Amazon BREFIRENH IR, CloudTrail Mo XEBWE AP BEENEHHR. BRNBFEES
kKB ARC #Z£4|AMWIARANXYAFITHAX#BH ARC APl IENKBIAR,

MRECIRRIRICFE , WAL CloudTrail E4H154:4215 %] Amazon S3 F# ( BRTARXEKBNE
). MREFEERER , WA CloudTrail ZEHEPNEHALIERPEERNEH.

£/ CloudTrail WEMNEE , B MBAEH N TAXHEBE ARC K THAFER, KHFERMD IP i
ik, ®RFA., BREEAREMGFRESR.

ETHEX CloudTrall WEZER , 1§51 (Amazon CloudTrail AF#ER) https:/
docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html,

CloudTrail PR AT X #EBER

#2612 Amazon Web Services Ik Y , FFEZK S LB A CloudTrail, % ARC R4 A X
BiESE , ZEHFIZRIE CloudTrail EHH , HE5HM Amazon RFEH4—RREESEHH LI
FH, WA LUE Amazon Web Services Ik F&EE. BRNTEEHEH. BXEZER |, HSH
Working with CloudTrail Event history,

E#F£123% Amazon Web Services Ik AV EH ( 23 ARC P ATARXEBEMSH ) |, BHOIRRERIC
. BIEERIEH , CloudTrail A B &3 4£ % E Amazon S3 @@, FHEHERT , B4 A& $ 0
BRRICHEN | BRERIZEMN A T ATEAmazon Web Services X3, IR ERIZFKIE Amazon 2 XFi2
KAFEXEFNES |, AN EEXHERIEZLRIEER Simple Storage Service ( Amazon S3 ) &4,
Beo , A LB B H A Amazon BRS , # — 2 #T7E CloudTrail BESUWEMNEHEIEH FXETH.
BEXEZER , BSHATIASA :

o B RIRICFEBR
« CloudTrail X#FH RS F &K
» Configuring Amazon SNS notifications for CloudTrail

o« MEZEANXEEW CloudTrail BEXX M ZANK - #UK CloudTrail B E&EX 4
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

FTE ARC #4EH CloudTrail id% , Amazon NAREFIMRERFIZEFH K BES APl SEZERmPEIFANR
B, Hlfn , 3 StartZonalShift # ListManagedResources 2EHAHE ST CloudTrail B&EX
HHEREKE,

BIMNEHHATRBEBESEXRERBFRNAREGR. BHEETHEBEHEUTRE

- BERE2FEHRAFEIEER Amazon Identity and Access Management ( 1AM ) AP &EIEA H1Y,
- BREFAACGKERREAFNENZEEIELEHN.
- HRERBHEM Amazon RE A H-

BXEZER |, B2 CloudTrail userldentity T3,

HEEHNEIERFTEE ARC EHF

CloudTrail AJit#&FE Event history ( BHAEiER ) P EEEFHEH. BXEZEE , F3 0L
{Amazon CloudTrail AF#ER) B £ /A CloudTrail 47 $ 12 F.

TR AXER A EXHRE

BRIRE—REE , TATEE4EN BEXMHEEREIEEN Amazon S3 7. CloudTrail BE
HIE—NBIZNMNALEKEKE,. —MNEHRTREBEMRERHN—MER , SREBEXFTERNRE,. BREHD
AEFIEtE, HRSBEHFEMES. CloudTraill BEXHFTR LA API BANEFH#RRER , Hike
NFLBREMABEIRNFE R,

THHWRBAERT — CloudTrail BESKE |, ZFBHHA T AAXEBR ListManagedResources
B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
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https://docs.amazonaws.cn/routing-control/latest/APIReference/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html

Amazon RIFARRFIREZEHIZE (ARC )

FRARER

"userName": "EXAMPLENAME"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-11-14T16:01:517",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-11-14T16:14:41Z",
"eventSource": "arc-zonal-shift.amazonaws.com",
"eventName": "ListManagedResources",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64

exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",
"requestParameters": null,
"responseElements": null,
"requestID": "VGXG4ZUE7UZTVCMTJGIAF_EXAMPLE",
"eventID": "4b5c42df-1174-46c8-be99-d67_EXAMPLE",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333"
"eventCategory": "Management"

}

THHRFERT — CloudTrail BEFKE , ZREBHATRETARERHPREEN

StartZonalShift &4k,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-11-14T16:01:517",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-11-14T16:10:38Z",
"eventSource": "arc-zonal-shift.amazonaws.com",
"eventName": "StartZonalShift",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",

"errorCode": "ConflictException",

"errorMessage": "There's already an active zonal shift for that resource
identifier: 'arn:aws:testservice:us-west-2:077059137270:testResource/456apples’.
Active zonal shift: 'bac23b74-176e-c073-de8f-484ca508910f'",

"requestParameters": {

"resourceldentifier": "arn:aws:testservice:us-
west-2:077059137270:testResource/456apples”,

"awayFrom": "usw2-az1",

"expiresIn": "2m",

"comment": "HIDDEN_FOR_SECURITY_REASONS"

},

"responseElements": null,

"requestID": "OP40YXZ54HUPMIPGWH_EXAMPLE",

"eventID": "Obcab660-e999-43a5-9008-EXAMPLE",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333"

"eventCategory": "Management"

}
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

BT ARC H A X#%#H Identity and Access Management

Amazon Identity and Access Management (IAM) Amazon Web Services fR% AIHEBIEE A 24 i
F3 Amazon BIRHIHENR. 1AM BEEGZEGTUES FHRIE (2% ) B (2R ) &£
A ARC BRI AR, EAILAEERA IAM Amazon Web Services RS , TEXFFA T,

RS

- TRAREBUME IAMEEFEH

- 1AM A 7] A KEBINR

- ARC H A XEBE T 540K A

AAXREBNMAE IAMEE56H

HEER IAM EEX Amazon MARFIREESIZ (ARC ) FARAXEBHHRI A , BNIZ T FEHLE
IAM ThEERT A T AT R X# %,

AUETRAXEBESERAR IAM Zh8E

IAM Zh&E AJAREEXE
ET S ORER =3

ET HRAY KM -

REHRIE =

REERAE =

ACLs a

ABAC ( R RIPRE ) i

FHERR =3

BEAE &
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

IAM Zhgg AJARXEBE
RS REAE =

E2ME T ## Amazon RFZFIMMAS K ZE IAM TheEEl &R |, 558 IAM AFERETNES IAM B S
AfAmazon BB,

ERAT ARC NET S ORIRK
XBETEHIRE : 2

ETEHNRBETMMESZH (0 IAM AF, AFASAE ) B9 JSON SRR A, XLRE
EHEIRFMASAEMPRA TN BERRRITHBLERE, ETHRNTOERETHHRRE  F3H
(AM BFiEE) FNEATm EEARRE LB E X IAM R,

BEMER IAM ETSHNKRE  BUNEE R TRIELNRENTRUAR A TRIELBRENRSE. B
THRRI7E JSON KRR EAMAAETE , H2H (IAM A #EE) #H IAM JSON KEET&E5I A,

EEE ARC ETHMHHERERHE , S0 Amazon NAEFMREZRFIZEE (ARC ) ETSHHERT
Bl

ARC A& T 5IRAY KBS

XFETRRRE : &

ETRIFHREE M N FRAY JSON KM, ETRFHNRENRESE IAM ABEEREM
Amazon S3 FEMBEKE, EXHFETRARNKBHNERES T , RSEERA AUERACIREFHNBFER
R TIA] o

o] X B R RERR1E
XEFREERE: R

I R A LAEA Amazon JSON REERIEEWAR BRI L, HFRY , BN EET AR IFER
1THRE | UREMALAFHTNIT.

JSON KHEHY Action TEEARTATERBP AN RIELIFRNRE, ERBPISBREUR TR
ITRERIRERI R,

EEETAXREEN ARC BEIRXK , HSH (RERNSE) HH Amazon Route 53 ] X% E
N HRE,

ERATAUARERN 1AM 36


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53applicationrecoverycontroller-zonalshift-actions-as-permissions
https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53applicationrecoverycontroller-zonalshift-actions-as-permissions

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

ARC Aol f KB R R ERFERERTER LT AR

arc-zonal-shift

EERMEUREESTURE  BEAESHENRT. MTHAR :

"Action": [
"arc-zonal-shift:actioni",
"arc-zonal-shift:action2"

]

B AERBESR (*) BESMRME, 0, BEIEELLEE Describe FFKMFIERE , @BUT
BIE -

"Action": "arc-zonal-shift:Describe*"

EERERATURAXEBN ARC 2T BN REHRE , HS0 ARC H A AXEBET 5 R KK

A X EB IR R R
TEHEBRR . 2

B R W LAER Amazon JSON REERIEEERNIGRMT L, BRRY , WA EMAATLN M LATIRR
1TRE , UREALAFHATHIT,

Resource JSON KB TEZEEEQHNAREN PRI IR, EAZESXE , HERAHE Amazon
HBEREABF (ARN) BBERR. NTAXEFRERNRWIEE , BERAEERRS ) BERBEONATHER
BRo

"Resource": "*"

EEFRFREBEREGIRKR ARNs , URETLUERSHHERN ARN IEENIRE | B3R (REENS
=Y LTS -

« Amazon Route 53 T i X # B E L IR E

EEEVSXHBEESEANRENRR , B5H (RERNSE) LT ER :
« Amazon Route 53 I I X & B E X K4E
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53applicationrecoverycontroller-zonalshift-actions-as-permissions
https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53applicationrecoverycontroller-zonalshift-policy-keys

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

EERERATURAXEBH ARC 2T S ONREHN RG] , H30 ARC HATAXEBET 5 ORI KK
=l

o] A X B Y SRR S

XBBETRSHRBERMGFE : B

EIE R W LAEM Amazon JSON REEREEERMIARMT L, BRRY , WA EMAEATLN T LABTIRK
1THRE  UREALAFHTNIT.

Condition TERBENNFMHEEEFEVMERIT. BALGIRBERAZEZERN (FlW, ST
T ) BEARER , MERBPHFASERPNVEMEE, BEEEMRE Amazon £2RFM4E |, BS
59 IAM Al P g Amazon £ B4 £ T XEH.

EERFTRAREBRAENIIR , B30 (RSENSE) FHUATER :

« Amazon Route 53 7] i X #% B & Y 5452

EERVESRMBEESEANRENGR , 50 (RSBENSE) PHUATER !

« Amazon Route 53 ] i X # ¥ E X iR /E
« Amazon Route 53 Al X # B E L RIRER

EEEEATUTRAREEBHN ARC ETHHNRKHN RS, 58 ARC A AXEBET 5 H K
=l

ARC Ay a2 #1513 (ACLs)
X ACLs : &

REFIFIR (ACLs) 2HMLERFTEA (KFKA. AFZA® ) ANBRER, ACLs SETHIRM
REERL , RETAEEA JSON I,

AT ARC WETE MR B EMNERES ( ABAC)
X5 ABAC ( REEH IR ) : BfO X

ETRIMENBERRES (ABAC ) B ENER | LRMETHHFENEERE URR. £
S ME IAM 4 Amazon 3 | BRI ABAC BB ATESIEANFES AR LIRS
U T R
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53applicationrecoverycontroller-zonalshift-policy-keys
https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53applicationrecoverycontroller-zonalshift-actions-as-permissions
https://docs.amazonaws.cn//service-authorization/latest/reference/list_amazonroute53applicationrecoverycontroller-zonalshift.html#amazonroute53applicationrecoverycontroller-zonalshift-resources-for-iam-policies

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

EETHREEH R, BEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name =
aws:TagKeys &4 EBERBNZH TEZPRUFREER.

MRENMRSN TENRARREBIGAEX = &MGR  WNTZRS , ZEAR. IRENMRSX
NTFHIRBFREXIGRAX=/&%GR , WZERED.

BEXABAC WEZER , F5H (IAM AF#ER) FWEA ABAC BINENNRE, EEFIRE ABAC
SHRNHE , B3R (AM AFER) PREAETEMMNIHRINREZES] (ABAC)

ARC 21EX ABAC BYA T &85 2 #F :

« WTH ARC HFiEMMNERTAIARXKBNREERR , TAXEBIE ABAC, AXMENEHDE
SRNMNARFAHEEERTERFN ABACHESER , 55H (ELB AFiERE) /Y ELB
ABAC,

*t ARC 1 A Il B $E
T EFImAEILE ; 2

IE BHE B IREX Amazon BRENEHHRNER , HARELERAKS OB AN B30I,
Amazon BWEBHSERIGHHER K MARERAKBIHRZEA, BEXEZER , 558 (AM AFiE
M) BB IAM PRV IEet Z 2 EEREH IAM By, Amazon Web Services fRS

ARC HVE R S5 E 4R PR
TEHEXBELE (FAS) : 2

HEBER IAM MK ( AP SAE’ ) EPIITIRER Amazon , EEUNEREA. REOEEEFN
Ro EARLRSE , BARRSKIMIT—MRE , MBEERABETERS PR S —MRF, EXTHER
T, BYAEBHITXRMRIEHNR,

EERE N REREFERBPNEMMEXEE , F2H (RSENSE) U TER .

« Amazon Route 53 A i X # %8

ARC HERSS A&
XERSAR &

REAGEH—TRSZIEE. REREHITEEN IAM £, IAM EEB R ATLE IAM B2, SFm
BREERSAR. BXEZER , BHZH (IAM AF1ER) FAI2E [ Amazon Web Services IR 55 Z kI
R AR,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn//service-authorization/latest/reference/list_amazonroute53applicationrecoverycontroller-zonalshift.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

ARC MRS HEXAG

XERSKIKAE 2

BREHExAEE—MEEIINRESA®,. Amazon Web Services BRE RS AT AR A R R EHITIRIEN
A, RESHEXABEIESLNF Amazon Web Services i , FBRABREZAAE. IAM EERAIUE
EETREREBRS <BKARHNNER,

TRAXKEBTERARSHEXAR,
IAM H 7] F X B R

AT RBEXRNBRAFER Amazon BAREFREEFIZE (ARC) FHXEHBINEENEZELR | 55
RMREFERAEM Amazon BRS ( Hi0 ELB ) BIIhEE. E T ## ARC EEMA S IAM Fl—RINRLE S
A, BERERT ARC F A X#EBM Identity and Access Management {5 2.,

XEBEEXFNARF ARG ESE. MENEIEI%ESE. Amazon A EC2 uto Scaling A Amazon
EKS. AIBAERA IAM &H485F IAM R RBASEERERXLERR. UATR2RNSNMNTRXENFRE
R&HEHRIETA

{
"Condition": {
"StringlLike": {
"arc-zonal-shift:Resourceldentifier": [
"arn:aws:elasticloadbalancing:us-east-1:123456789012:1o0adbalancer/net/
xu
"arn:aws:elasticloadbalancing:us-east-1:123456789012:1oadbalancer/app/
xu
"arn:aws:eks:us-east-1:123456789012:cluster/*"
]
}
.
"Action": [
"arc-zonal-shift:StartZonalShift"
1)
"Resource": "*",
"Effect": "Allow"
}

EXEZEE B2 X ENER.
BRT IAM B8 EBABIEHNNREEN , LTxF IAM ANRNEEHERTUAXER !
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

. BIREMETE ARC HERATAREEFHEONR, BXELEL  #SHTAKEBEH AR
PR A A X S AR A1 AU

- BEFET IAM RNMESN 95245 R E G ENRENAIE ARC XS IKF P IEE S Ea RIRH T A
AX#%,
« A ELB R T2 RINRE Amazon FEERKESEERH XELEAINER, MREFER Amazon £E

KEEFR] ELB , MELEE IAM R EMANRERITXE R | B FRASSEHSNXEEBSHE
ELB ##4laER, BXxEZEE , BHSRER T ELB B9Amazon £ E X FEHE,

ARC A fX#“BE T &0 8 KR A

MANBERT , ARFMARXFLESIER ARC HRANNR, BERTRAONAERFEHRITRENIN
PR, IAM B & AT LI IAM SRR,

BT RUNMAERXL RG] JSON REXHEGIEZET IAM HHNEE , 56 (IAM AFiERE) Pt
2 IAM KB (258 ) .

BXARC EXMBRENMBRER (I FEEHRREXENEN ) WiIFAFE , F2H ( ARNs RFEN
2#) $ K Amazon Application Recovery Controller (ARC) B2, FRHMZH 4,

FA

- FMSEIE

- Rl TRAXEBESEHENER
- 1l - TRAXER AP BE

R RIEREK

ETEHNEBEEENMAZRBULUCE, HRISMEREKFFH ARC BiR, XLIRETELFE
Amazon Web Services IKF =4 KA, SIZHREE T SRR , HEEUTIERMEI :

- FFEAMEA Amazon EE R HERFENBRENR — EFALQAFMIEAERFNR , SEARET
ZE LRAGIRFRENAMazon TEXKE, SNERBMRASTH Amazon Web Services Ik, &
EBRWERE T E XX B AFE Amazon EFEERBRHE—THIONR, BXEZELR | FS
i <IAM AF#Er) T8 Amazon £ E KK TEEIEER Amazon FEE K,

- BABIKNER : EFEA IAM RIEBIRENRE , HXEFRITESFAENRRE. Ak, BAILLENXL

ERERGTUIUNBERBFRRITHERE , SR NRENRIEFTT, HXER IAM BMANRNESE
B, B2 (IAM AFErE) R IAM F YR B FNIER .
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https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/managed-policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

« fEF IAM SREE BSR4 3 — S PR FI T R AXBR : 48 0] LA 6 3R BE 7S NS4 SR BR I X R AE R BB BV 7)o
Bl | WA LURE RS RIEEXTMER SSL XEFFEER, MEBRSBEREIZRENHXE
FARY | Tl th AT BASE AR R SR 1R T 30 AR S5 R 4E RV 17 (14X PR Amazon Web Services RS , a1 Amazon
CloudFormation, BXEZEL , 5 (IAM AF1ERE) K IAM JSON FHTE : &,

 fE£M IAM Access Analyzer BiEZH IAM KB | SUAKRNEHN LS MHEMINEENY  IAM Access
Analyzer 2BIFF KM BRE , UHARKEAS IAM KEIES (JSON) M IAM HR{ESE
. IAM Access Analyzer 12 100 ZURBEK BN TIRMENEN , UHBBEFELZS BIsEHEMN
K, BREZELR , BZH (AM AF1ER) FHEA IAM Access Analyzer KHiiF SR B,

« EEZESHRIE (MFA)-TIR Amazon Web Services Ik EHNIZSEE IAM AFPSHBAF | 5

A MFALREZ:M, BEERRA API REREE MFA |, B MFA 4R NBEHNRIESR, BX
EZEER ,ESHE (AM BFERE) RRER MFA &R API 1714,

BX IAM FHRESSRNESER , HF5HE (AM AFER) F8 IAM AR Z2 SEXEK.

A TR XS A T R AR

Ei7 R Amazon R ARFIRERFIZR (ARC ) #HlA , BXNER —HREHNR, XLENRLM A
HFRG|IHMEEE XA ARC BRIIFHEE Amazon Web Services k7, MR dIEH HENRIE
BREAEERNETHHONER  NTFHMMNT ZRENZE (AFRAER ) , BHARLTLEETMBEE

B1To

St F{E A Amazon CLI 2 Amazon APl BB , BLERNEREREZRH AN, #Hk , RATA
B S HEZRAMITH AP BEHEITE RV RE,

EnAFRHEPERAXEEBHT2IEREINR Amazon Web Services EIB#2H| & |, & @A/ Mz
TR REY SR

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"arc-zonal-shift:ListManagedResouxrces",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html

Amazon RIFARRFIREZEHIZE (ARC )

FRARER

"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift"

]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "ec2:DescribeAvailabilityZones",
"Resource": "*"
}

T ATAX R AP RE

AARX®ER API S FREN - M TAREBHEURENAER.

NEERAFALERTRAXER APHRE | BHINEAFEEEAN APHHRERX MK , BT

N

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"arc-zonal-shift:ListManagedResouxrces",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift"

1,
"Resource": "*"
}
]
}
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

ARC AR A X B3 %%

ERAXE AR , EAIEREN Amazon EEDHERREEBRRARFNERREMNTHAKX (AZ) ,
LEPRERERE. Amazon HRNIHMENBEE REFETREBEFNATAXEZHRN , 2838
A, Amazon B EHEIMRE , BN KB AN REEN T FNNARFRETEMNTAXER
H %o

EFEE , ARC TAREENERNEITIRR. Amazon 2 Amazon EN N EFE TR ME AR A
AXEZHe , iaBsBaft, EEEERT | RESIEWHNRFETESEERE X,

BIXE AR , £ TURREREN Amazon FRARFNERAENTAR#EEHK  BTE
&S, TARENEBEELIET. ARC AN ETRINTAREBIHEMERREENEES
HEFRENTAXEBEENENNARFREZEN, BB TARER , FRRNWREMNTAHAK
BBREE  SYETEBEHNRENNARFERERE—MNTAKNBER T EEET. S8A#IT—
RGBT, HIRME R ( 40 SUCCEEDED = FAILED ) , BME THNAREFREBEMEEZET,.

/A Important

EREHIGITHEATHXEEB 2 , BARNEELENRARFTRNXEHN AR
AXHfHcy BNARFRRERE, YAFRBIAINSTEIN , EFNKBTEIFT R
AJAXBFEE (BFEEYET ) MITHE ,, BEFFHEIT BRETK. KBB4
(kT R ) IS HNARFREREZER,

MREER BT BREOEBEEHHREDY , WBENBWEREADT RNRNEE , UEHE
A AXEKRER T REBREIETEEIT,

MREUVNERTAXBIRBREELYZT , FEMLT REABRFARREZE , Wi EHNA
BEFEAEENTAXTATHANBER TERET, ERHTUNR  FEITHAXER , FHRREM
TRAKEBHE,

BERTAXEZ®EBRE , BEWEESEINITERFLISTIARER  RIEEHNARFEREM
AJAXEBHEEREBMNELEREET. AR, ARCHITHNERGIET AU P EREHINERETS
EBENBERITENER.

NERAAXEBNHNERM , FRIERERETEMBMNSBEATARERE X, i, NAREFRR
9@ RN M ZAE I E R EE Amazon FRME TSN AXKIESR CloudWatch , A LAE X L
EfRkEREX—R. RERSNEFRESFRAEENNK , REFTE4LRNEBENTAX , B
SrETUREETIS, ETHRESEE , BSRRIEF RS ENESREFEZNAE,
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER
BRI LA ARC BHIAHRAXZFENRRERATAX B ®EE, H#F , £ Amazon EC2 ZHIA&H , &7

PUERANBENABRERETREAXEA R, ETHEXERELB GATRAXAIRBNES
58,152 R (ELB AF{EE) T AXER,

B HRBNEIETIAREBRENN. BEEx1IH% , AZXRNTAXREN , Amazon &F
IEFRRRABNTARERBEE, EFHNARFRESREIXSPNMETAK, E4JETH,
REANENBRRENTAXRPEBEEN 30 78 , AEBEBERXREHNMETAKX,

& A LU Amazon EventBridge BAIE E N REZAE X B RBMAIBHNES. BXEZER , S
%] £ Amazon 1 F X5 B zh 4 EventBridge,

AKX B3 EBNESZITH TERE

Amazon Application Recovery Controller (ARC) H#Y X i3 B zh Y1 ¥ Th 8E 2 F Amazon &£ Amazon #
EFETREEMNTAREFHREN , RREFRFENRENTHXEZHE. Zonal autoshift THTE
FHRFAET ARG AT B ERRMIZIT Amazon Web Services X1 |, XN ARFMAIUERE—
AN AXEHER T EEZET,

BEBARAXBE®RE , EEERESLTEIT , BME ARC EFHRNAREN —NATRAXERH
%o ARC RABANEREEXBNAIGTRENENRRZHESZET. 8NRENEIETH
IR ZHERY o

X FRREGIEIT , ARC BRHERER, MREKIESTRELEZEMBY , WEIBTERTLRIRIE
NI, BAREIBITERNESEERE  BEHAEIETER

A LARF Amazon EventBridge BRIELE N OB K EEX BN RBNEIBNES. EXESER , &
&7 £ Amazon £ X5 B 314 EventBridge.

AES

- TAXEHERBEN

- fAIBY Amazon Bz F{= 1k B Bh R

- ARC Bt =, B MERESE1T
« KIBITHNERERE

- FIETHNEHEBEL

- TARKEBHRER

- FLERBERES B EBRETIET
- RERNAEBEHEN

« HIETER
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https://docs.amazonaws.cn/elasticloadbalancing/latest/application/zonal-shift.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

« FRIFRTERFIRTVFAS B (RA UTC BiA )

TRAXBEHEBEN

Xig Bt 2R — R RE Amazon FRABRFAERRENTRHXEBEENITIEE, Amazon ZHRE
ENHEEREFEEVEEREFVTAXEZHRN , 2338308, RPENSTEREZSINPRIENE
¥r , B3 Amazon W%, Amazon EC2 FMELBMRSS .

BATR XM Amazon BRFFE AXE B3 t1#k,

HEE-ITXENED (BER=D) AZs WAEHESR EHBFNEIT Amazon RRERF , ALY
BUSXFHHSREMN , Amazon AIVESEA BB NIREERE , NMRERETHXHPHEF
FRRAERF. BINFARRERBEZ AZs X EMET , Amazon ATABIEHRER. ATHXEH
FR B S E R ER B EENNFENE N ERE,

ARC ZEHARBHERIIEE  IHEETARFEASTREFE , IETHRENZZDH 7 A
X#EBH X,

NRFRERTRAXEHEBN , BARANZRREELSIZIT. Amazon KRB EMIT—IX 30 584K
SGRIET, U ERREEBNEEXRZITENNARF , MESEAKEHH —MTAK,

EUAREE—#& K ERERBERBLT , TAXEIEXBISNRENTHAXREBHE, Hlu, MRH
Ky B9 ER B IR AZs SR BEAIKA] , EMBRXRFIESTRRFE , WABEERRLL TR
RS, BTEBTFEBD—PEHl, AZs

ETHRAEXTAXBIHBENEZER , 550 ARC *WATAXEIIER,
{8t Amazon /3o F{= Ik B Bh#R 1Y

HENFRERAXE B IR | BIRREERRESHRERE Amazon FAUARFNRFRENT
AX®BHE , UHEBRERERE,

FRIX— B A5 , zonal autoshift £ Amazon BN ARRERN B FEAEFZEEANATARKRE,
% Amazon BE B HBH | £HI CEERENRESNEFBNAESENEF SR HARX
%

A AX BB IEEE 241X Amazon Web Services KR AAE AR & BENARERIR
NEFMIRIT. HEIEBREIEZTEIN , EFRNKBTERET R,

Amazon HEBERAXEIRER |, FERAHLK,
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

ARC B =8k, BRI MEREIETT

ARC BENRREREE—IREIIZET , BIKAN 30 28, ARC Y ZH., BHNEESNMNRIFENE
ZE1T. ARC Tt B ER—KFFRERNEDZET, BEULESEHRELIEIT , UFHEBRIE
BHRENTARAXBEIERBEHRERE.

M ETEMENZLE B AR E /TR , ENERAPRIEH SUCCESSFUL, EBHM/L7P AT
M4 R : FAILED, INTERRUPTED, CAPACITY_CHECK_FAILED # PENDING, &REMNERETE
EHIZTERED.

HEREERRT , ARC 2HMEIBTHRELE R, flm , MRELEISITHRERBZEBES , W ARC
SHMIZEIBITHFEER, BE—NMIF , RRAFENEISTEFARER , ASBEEENAT
BRETBITHEREA ALARM RS, EXHERT , ARC b RMZASETHRELS R

o EREERT , ARC RN RREDIHEIET
9 T RIXHEHXT S IRES MR R L B9 5 STRE AT |, ARC SHATLUTIRAE -

« MBEHWNFRNEIZTERTHEGU , W ARC 2UINABANGIZTELE R , ALHRIET
—RARNZRBRLE—RFNEIZ1T. EXHERT , BALKINERN INTERRUPTED , MF=2
FAILED, REHURLEIETHERBRELSIETHEIB A ALARM RESH , EIETERT S
®EN FAILED,

« MRETXBEHNBRENE I ETHRFEERLELYR , Il ARC F2B314%E1T. ARC FHETE
HEE  UBERENFEE— NSRS MELEAR, HEEEMELLARE , ARC 2N BRE3HET

E1To

LT R Lk ARC X3RS 3h AL 4 > 5= 1T HY PR LE L9 SRR

« %74 Amazon Fault Injection Service SRR 3 T8t , ARC TaFFARMEL S, WMRE ARC ZHE
23] IR AN Amazon FIS ZREL TESNRE , M ARC FLFHRET ., ARC EEANET
MRS IPR R BR 4 , E2¥E Amazon FIS $¥%E, R Amazon FIS 5EBI LT AL TEFNIRAFF
%, ARC BERGIW , HAERRT —AEHLHENEGI BT 2SR HBSE — 5%,

- MRENMXELE Amazon BE , ARC TFHRANBRMIAKRES , ML RZXIEH ERKSE
B

HEDSTERETEER TEMAE , ARC 2BEE—HRHF-BARBRITT —REIE1T. NRH
TREERS ( HIANEEERN Amazon FIS SRS HMMWERHEEND ) MKBFTHEES , ARC adE=
IR |, BRI BRI BTT A,
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

GIGITHNERERE

HESTEYN , ATEMFRENTHXEL , ARC 2RTRE , RIILEHEMTHAXPRESR
EBENBERZLHFRENTAREBHE, NRXEEBNITREE  WEAIESTHRERBTS
B3, B&IBITRER.

L5, £ ARC GREFIHRBREINRERB 28 , HAAXBHEBTRE , ARC Xt A E R
REHTEERE, MRAPEBERNBTERELRN , WREFSEBEFKNTAX,

X3 189 E AR M Auto Scaling AT BEFEHRE,

NTFRBHERER , FEREARIISABERIENETRARFNENRES A ESIMNTAK
. BAME  FERETHARESTRARFNENNHREEEIMEROFETHAXPREFEGE, T
RERE  YHERESINTARNEERESHMAXEMEY , ZRRD.

IR, RERETEATEREAREN Lambda WA ER , tTEATHRAERFAFITERS
AN XLEEHFRTRREXEREN.

ESER T Auto Scaling BHAMBERE, X TF Auto Scaling A , ZERELRIE Auto Scaling AR E

BEXHAE (AMETAREHFRETRARFNENLELR ) REFENZARENMERE,
BRER B KK

HRERBRAUNRRNTRABRETHEN , £IETHE RN CAPACITY_CHECK_FAILED, Ei¥4T
BARERELAMNWER , F5H ZonalShiftSummary B Comment 2., BEEREIETU AKX
BB Comment FE |, iHHITUATIRIE -

1. {58 Amazon CLI , 5 & EFE A ListZonalShiftsAPI BEMN LA I TR IEEN B RN XERFE,

FOr fltn , EREIXEHRE , TASITREUATUATARAENSG T

aws arc-zonal-shift start-practice-run
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890"

2. EFIREM ZonalShiftSummary NRHA , REBTREREMAMNAIZTHTHXES,
. ETHERANITARER , BEE Comment FEHPHEER.
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https://docs.amazonaws.cn/arc-zonal-shift/latest/api/API_ListZonalShifts.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

HIBTNEHBEA

EIRE Amazon BA , BRILLERKBEIBXRET BNERE I EventBridge B, BN R
RKAFEMAERREAXFEE TR (KRN EIBAMESE EventBridge B ) , LA LEBEEH, BB
HEBUREBHN , BUUEATAXATEZEMA , WE ARC BaIWFE Ba1EBNEXEN, FF
E | BARESNEZEREH Amazon Web Services X135 B9 A A F fip B Lt iE I,

EEERABYEBARERBANSR , BoREASERAEEBIURERT, ETHAEXEA
1R LA Kz g0 n] 1 AP Bl B 8@ AL W AY B %15 2. EventBridge , 185 #7E Amazon £ X5 B 344
EventBridgeo

RAXEBHLER

HéERE , NSANTRAXEBTREL -1 BRERR , RE-RUAXNBRRITXEES., FFE
FH XL, BB Amazon FIS Kk, HFHEIRATRAXEBE , ARC 2RI THKE
TE BT A X B SR AL B R B Ko

o EERN—RENR , B#ENEFBINTHREBRATHMOERER, BR , HIFE , 350
Amazon/Z a4 S IE B BIRELS .

TEHNIMIRRAIEAT ARC REEREITHR :

NMANTAXERERR KW AXEBRR ©£R
Amazon FIS 3£1& 431217 SIMFTEFTR , AR

Amazon FIS 3£,k %,

Amazon FIS 3236 FHTHAXER Amazon FIS EEREUE |
HARNNAFH 2 XRE

Amazon FIS 3236 XiE B sty Amazon FIS SEEFREUE |
HIGNAXE BB,
Amazon FIS 3236 Amazon FIS 3236 Bzh8 Amazon FIS SR8

ERE , EAMESZRIEEES
1T , 12 T Amazon FIS Bz
BuzhE,
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Amazon NAEFREEFIZE ( ARC)

FRARE

M

Rz R Ry o] A X B oe 2

5ETT

5B 1T

FHTARER
FHTHXER

FHARAXER

(X5 B B 4

X35 B 3 A

(X 15 B Bh R 4

RENTAXEBRE
FHATHXEE

Amazon FIS 3246

X 15 B Bh R 4

5B

Amazon FIS 3£I&

(X150 B Bh#45

Amazon FIS 323

FHUTARER

5RIETT

ZR

SIBTRBECH , £R %
B INTERRUPTED , FHfIRM
ATRAX#®%E,

S THHEUE | & RH%
&5 INTERRUPTED , FHJ$RM
A Amazon FIS 3236,

KIBTRHEVE , £R R
B INTERRUPTED , FfIM
AUAXBEmEE,

HIBITHTER

Amazon FIS SERF T ER
o, MBEXRELERHITH
M SEI8F R W,

RIFH A X Ba EBRSN
79 ACTIVE i3k APPLIED, F
oA A XEBAL L,

Amazon FIS SRS Fo3E 3
Z, REMBEREHTUEK
o

R TR R B RN
) ACTIVE fi3E APPLIED, F
A A XEBML .

HETRTERD , BHT
AR BB k.,

HANBRERNREXBESNNANITAXEBIRSIZEN APPLIED, FAFRHMERE—1MNEBIRE
A APPLIED, HtIFFE#HITHEBLIREN NOT_APPLIED , E&fR#F ACTIVE RZ
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Amazon R ARS8 (ARC) FRARIER
EIE B RRED B BB LS I=1T
EfLEHNBRRETHENER , BEEATAXRER,

ZRFMRMEENITIRITEREIET. MRBRTEABIEBZNEEEEFELLETEIT , WM
MR 52 RRRBR G T BT E

BERERSIETEESS |, & Amazon FLEHTEERARAEBMNATAREBNESZT. A, BATA
AXENEBRELIEIT , RLYEER ARC ZHERBRESESTEREN , KBEEELERHNE
FEHNTRAXE®E. BR , Fi8  URECATHX B3RS API KRBREKSIET , NARER
RN ERNATRAXBZEE.

BXREZER  FEREETAXEmHRBN EAAEATAXBEE,
B R WA A/

NFEIEBNEIETIARER , FH5 ARC ATEFRXEN T AXEBRERNYLEIERENT
AX#EBEHZE, NMRETRARELERNESTIRATE" , Amazon Route 53 £FiZERXI MAY IP b
kM DNS #BR , NTIERENZTAXEBHE, TE , #FIEZF Amazon Web Services X1 X
NEBEPHEMTAX,

2R Bahitnt , S AXREH Amazon REL R B RER , ARC 2EUEETIRARERE | &
RIXE Route 53 WIETIRRKRE, AF , REATRAKX IP bR E , IRETRAREL RIFE
NEBTRARE , TRAXSERRAANARFNIERBATEE.

SHER , BRBAFETERAROERINARFRRZTRANETRARE, BEFERME
TRARERENZTRIZTE , ARC IERETRAREDRSRENTARERHE , AR
HEEREDEBHTAREBIFETRIREBXRENER.

I BITER

EXEEHIRF , BAURNGT BEEFRHREHN CloudWatch B : LRERMEZER.

ERER (LIE)

MNTE-—RBENER  DERER , ELFEEE B, ENZRELERER , MEESRX
NHE 30 ZHMGTEITHE , EFRENTAREBH AN ERNARFNETRL.

NTEEITER , BRED —MFESUTHNZMH CloudWatch BHRIEENERER
B G R R IRENAREFRER

AND
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HMARFREX-—NMTRAXMZHARZmEE , BRSLL ALARM RS 1T AL

BREZER  FEARETHX BN EBNREIEFNNEIBITEENERIT D

SZRERERMT ARC HNBREIETAHRENEISTERNES . MREREBRHA
ALARMRZS , ARC BERGIETHIREILSIZITH FAILED £R. MREIEITEK T 30 74
BRI ER |, H B REEN S RBRIIARHEA ALARM RS |, M4 RFIRE SUCCEEDED, 4
ETERBIRETHELERENIREEER,

BELEEER ( Ak )
BHALUEREEE —NEIREKE | AIELEEBR. £— 1 RS NERL T ALARMRZSE |, PHIEE
RFFELELTZITEI LKL, HED—NERLT ALARM RASET |, ELEERASBE LI EZTR
EEBEY , HELEMEEHTHEIIET.

o, EERSIMHRSHARELS , S—IHRSEIREN , KEEFEFLNARFRE
FHEREER , P BEMALEETET. BUE ARC FR NP L BIRK TR LR E,

PR LE B ER M SR VFETER ( 3RA UTC BE] )
B LERME S AV E BN B s ER R ( BIRA UTC BSR4 E B BiFEtE ) B4 T1E1T,

Blan | MBBITRITF 2024 £5 A1 BHITNAREFEH , HBEZBFHFLEL I STEUNEBRE , N
A LSRR IE BERIRE N 2024-05-01,

HE , BREBA=ZRETULESHRERFE, X FXFER , BTLLEXEA UTC B TESE B M
B EIRE I FE LA ER |, 4570 : MON-20:30-21:30 WED-20:30-21:30 FRI-20:30-21:30,

HE , BALLREFER="MNEHREPFETHF 5:00 REN ARC BEHEI=THIBERSER |, LA
HEWIRE, N FXHPER , BRI LUNEA UTC BEIMIATEESE B BT ERE RN AT ER |, 6l
W : WED-12:00-17:00 FRI-12:00-17:00,

Amazon Web Services X1 X1 B zhik #4859 7] A4

Bl , B Amazon Web Services KRR FEXE ( BIHE (4tR ) KENFE ( TE ) XE@i
REXEBUNXSE B3R,

£/ Amazon R RAEFIREEFIE (ARC ) WRRAZSHMEIZET, AXESER SR K
Y R

FXx ARC WXEHRURXIBXZIFNRSHaNFHAEER |, F5H (Amazon Web Services — ik
Z) K Amazon MAREFIRERFZE ( ARC ) Im R FMBECH
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https://docs.amazonaws.cn/general/latest/gr/r53arc.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER
AAXBa#BHMS

TEEAT —NRE, BIERBENDEERTAXFEARLBESNREN , BIEBFREM
AJAREBHE,

Zonal autoshift

@ Practice runs configured @ Practice runs not configured @ Zonal autoshift enabled @ Zonal autoshift disabled

/\ Autoshift started by AWS for the affected AZ

Managed resource

Availability Zone 1 Availability Zone 2 A Availability Zone 3
ALB 1 NLB 1 ALB 2 ALB 1 NLB 1 ALB 2 ALB 1 NLB 1 ALB 2
® 0O ®© ® 0O ®0 ® © ® 0O ® 0O ® © ® 0

LT 2 ARC A X B B IR A .
TRAXBEER

AKX BFRBEFEHTEARENTHRRVRERBEE, XEAIRER ARC FH—IT
ThEE , HNEENERFERENESFNITAXZHRN , ©E4 Amazon B3 B, FiEE,
ERLEBRT  REZIFHN R RITELEEBEE,

&KIE1T

NRFRERAXEEN BN , ELANZRFREEXE BN BUETIET. Amazon KYEE# T
—REI , BFERY 30 28, BHALRELRIELSIET,

GIETURAREHNARBFUIUEELA—NMNTRAXWBER TEEEZT. BEIE1TH , BIEXE
Amazon EBERFRNREN—NMNTHAREBEE , ARELIETERMMGREZRE £,

HIBTEE

FALKIETERE , BUUEN ARC AEATAXEERBNRREHEIZTHESEE (B
IR AVFETE ) o BE A BAE L Amazon 53] BBRY CloudWatch B3R, &7 SRR 4miE 45 S s
TERE , RINRESFHIERERBFAGFRE , REEFEHE I ETHER.

ERATARBEIHE , XN RFERTFLIETRE.
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B LMIBRE S 21T , EXMAEERATAX B R,

HIBTER

HEIES S A, S UREZRFRNNARRFEREE CloudWatch B ( £EEESCIE
CloudWatch ) . IREMNRARFZIEHETHANEME , WEEENERAILPELESLSIZTE
), WAIBUF L EFERITRISRSIETT,
MREEENERIEA ALARM RS , ARC RERFISITHTARER , IEFRNRAERTS
BMNITAREBHE,
BRLNGISTHEEMMRENER . —HRERER , ATESYSTHRERTRNEARE
FRETRR ; Z—HRELLER , EUREREN M EETBITREITFLEEHRTHNEZE
7o ELFB-NERER ; AEBERIE LM,

HIBTER

ARC £ EBREIEITHNER. UTRABNEIBER .
« FAE A ETHAAREBLTESRS ( EE#HITH ) . BEIEZEERATLURE,
- BRI BEIZETHR , ERBRAFEA ALARMIRE |, S BITRR T E 30 2458902 F
=,
- BEHH  EYETERNERFIFELERBERHEA ALARM RS, LI ESTHIHRETTEE
LM, fla , BFREISTIEERNELEBIRE A ALARM RASMERNATZTHE RN
INTERRUPTED, BXHI INTERRUPTED £RMNERMFHAER , BSHE I E1TE R,
« BAM : LI ETHR , ERERHAT ALARM RE,
« CAPACITY_CHECK_FAILED : WEAAXMNAREEN AT BEARRNOHEIERLEXRNY,
NEZ£MN
ARC FHENZELMN AR L —MNERENKESIRERB, UHR2E , #XE -8R , R
T—RXBEFRENATAXES, £ISTAAXERE (H Amazon REF KR ) REHEE | TEE
FHFRENTAXEBEE, flil, MRENENREEITAXERS , MixB RIS EEEd
BaiEBEmEBHE , MEERITITARER, EXEZEER , BSHAAXEBHNLER,
BIRARREF
ENHEATAX B BB ERNIFAR , BIRIEMN Amazon BIREM (ARN ) , BARABERIKF
R ARC XM Amazon RFAN B REATAXBEz1EB,
RERIR
MARFARYERLEIE ARC FEMARURTUAX B EB, St ERSAFEEFS
REHITAAX BaE%,
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

RIRB R

ARC HIEE R R B

BN RS
ENARSERRBRNREEBREEN. BEVAHAXBFIEBN , —NRBRAUUEZANEINR
EXEE  4IETTARER,. ERrAENTHARERREBEE, B2, NNA—IN&EB , 1

MR , I—RRE - IMEBXNRRER. RSN APPLIED MEBTHERRNNAEFRED
HRBHENTAK , AR ZREBEBAE R,

HBRE

EXTTRARXEBRE, THRXEBTUNUTREZ—
+ ZONAL_SHIFT

« ZONAL_AUTOSHIFT

+ PRACTICE_RUN

+ FIS_EXPERIMENT

o] A X B 3h B B R IR mE AR A 2 E AR

EAKNKBEBNIERER , BERRABEBIHIRME, BV RE KM H B Ak Al &
BEAR , SFEREZSRTFETENMEEAC)]. B , NRARENH P ERABEmERIEE , X
REBRENATRENBERD, ERIX—K , BHFL T HBRS A A A E 2SI E AR BIREE R 2 A
X5, BAR AR Bt AT AR 38t AR 55 B9 B3 TED Al AT TR RV AR & W] S

—RME  EHERAFEHRTELANEEGRE , FIMERSTOIE, EHRMMERTR. BEERESR
ARSS Ry /DEhRE

BXRFBEFTE. BHFEAKRMNMA Amazon WEBRSUHZESTHEERNESZER | 53R
Amazon Builders Library F#Y “EH 0] X ESREEM" 13,

ARC FETHX BZ % B EMN

NTXEFEEF R , & Amazon BEFETRNEFMARFSEFFLWNEERTN , KREF
REMTTAXE Amazon BBHZXHRR. BATHAXARBETREEAHFATEZA,

BX ARC HFEAEMEEMEN A , HSH ARC Eft.

BRE AR E AR 55


https://www.amazonaws.cn/builders-library/static-stability-using-availability-zones/
https://www.amazonaws.cn/application-recovery-controller/pricing/

Amazon R ARS8 (ARC) FRARIER
EETAX B RBHNRESRK

7 Amazon RIARFREEFIZR (ARC ) PEA AKX B EBR , TEENATHREIKIIES
Hilo

TRAXED®HBAERPRENRERE BIRBNEAIZTIARER,

- 18 Amazon BI B a3t , AJEEHHERREEBITRARNNARFRARRE , NMAERERN
I8 o

- BB EIT , ARCRREBFTARER , SELRFITRAXEBLSIET. Amazon 3BT
KE#EBRARNTAXSEEBHITAX , ARRSANTRBREBOR, £ BTUHBEAER
ENXEFNATAXAET BT ZBNEE , UEENNARFREBEZELA-—INTAK,

EEABFHRBNEIETH , BANRESRAIESNEEFC,. TRATAXKEIEBIN TR
BLELIEITZa , BRMIEUTER,

F&
- BREIEFHESENIRSREEZENE
c HAT RENRREEANHRENES
« ABRBRRBEMERS

BEESIETER
« HMEEKIETER

=
T
=
T

o (g

BR % P i 5 8 1Y i SR B E AV A [A]

% Amazon M ARFIREEFIZ (ARC ) FRENZEWHNATAXPEBHEN (SINEATAKX
RBIATAXAFEE ) , ARC AREBNARFRENYLFIZ DNS Eff. DNS EFSS BT
BEERSHBTZENNULE, BR AT EENETFRARSSEMIHRNNUER HE
R, BEREFREMERE, WBRRERE , BUUERSIE S i 5EN R [QRGERNEHE,

MEFANZNARFAEIIESR , WALAFEA keepalive ETURE BiEZMNIFLELME, B
WIRRRIK keepalive B , FHSNARFNIRERE B RIF—3, 0 300 ¥, FiEE
keepalive BIEA , TEZEMEEEME MW ENIEE ( XTESEWER ) MIERBEFFEES
WM EZE K I A X X% H 2 E 2 — MR E,

BXANABRFHEEERZE keepalive MTIMNESZER | 55H (MABFHEEESAR
BB FH HTTP B iR GIEEEERE,
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https://docs.amazonaws.cn/elasticloadbalancing/latest/application/application-load-balancers.html#http-client-keep-alive-duration

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

ey RENTRREHFNHRENER

% Amazon FFREM—NATAREBEHR#ITXEEBR RN , EENRFRH T HXEE
BHREEESNRRBERER, XHEXNMHNBSREME. BXEZEL , i5ZH Amazon Builders'
Library FH“EAAAXHNESREE BR P,

i, MRENERARFFE 30 MERANRNEFFRERRES  WEE=THXRE 15 %

Bl BHIAE 45 MRBl, BEXFEM , ZOREM—NATAXE Amazon BB HER ( ERABZTR
HHELHISTHIE ) |, fHRAmazon ATUERANTARXANRRARFRNE S inRARRE 30 M58
B,

ARC HyXig Bah Y1 #Thae AT &8 B SAREM T X Amazon IE4HIRE , RN BN ARFN
BHREMETE , AIUERE—NTHARNBERTEEEZT. EARRERATAXB®BEZH ,
B 1E Amazon Web Services KB ECEERAXFT BN R REE. RE , NREREEHH
AXE® LY RENTAREBHARN , FHNARFRESNELEEEZET.

ERATHAXEBHTNRAE  BERATAXREIRBHANNARFAREELDIZT. ETEHECH
BESET  URBRENEESIERY R, CAKSEIRBHITEREZTAHYE
FEBREENEIEISTR. ATETARARBNEE  SBHNARFAINEASIERBHERET
(] BT 3t 4K 52 5 3 P I 4R A AR 55 o

BXRXARREFHTAREBNESER , FSHARC FHATAXER,
ERRRREMRS

TAXBEFRBXIENETAREEIXENMAERRNRAEBHTAX., E-ERENRRI=R
b, ARAXESEBTFRENTAREBHRHETEIEE,

filgn , MRATAX P ARG ESEBRASEEMAEE , IEMEXRFIFHETRRTE , WARKE
H BRI AT FF RBURS . MREXFER TN AEKISESE Amazon BB , M BZHTIRT

LERABHER[CEANTAX , RAARIERELL TARBITHFRS. X2MBZFHTH.

Amazon Web Services X5 tIRFIE AT AXETLETFF ( FEE ) , Autoshift F2SH—NATH
KETRRTE , Bt R RERBIHMBATAKX,

EEFRXREIXFARARNFARGE (SRMAEFEIENERNFINER ) , BERAFNER.

BESHIBITER

BYBNERTRAXEIEBHRTHEIESTELRE—HRENER (LSRER ). IE , £
ALAEESE R B ER (PHLEER ) o

EZERNERES BWEER CloudWatch et |, HicELATILA :
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https://www.amazonaws.cn/builders-library/static-stability-using-availability-zones/
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s WFHIBITHE , RFELFTERE —MNERER,. W TERER , RINEBWEST CloudWatch
ERBEENERESINARFNIERRBSRENT AR ER H XS MERER 4 7 F 8200 a3
AALARMIRZS . flgn | A LIBERFENERERRE , ASEEREE N T8 HZRERHA
ALARM IR, BAEHREELMWEIR , N Amazon ERE T zTHIRE FAILED £ 8,

o RIMNBWEEBFEENAMazon TEWELR | ZERB IR < BEEEIEIR (KPIs) ER
CloudWatchZ Rk, MBEIXEHEM , N AERXLERRUEESERUAEZSME
2, UL ELI TS BRARFEAREE KPI EXNERTRHETE1T. YBRTBL
T ALARM IRZSHE! , ARC HE RN X AR BRLZHEI ETRBIE T E1T.

s WFEHIBRBER , WREEBRHRE—N (2D ) , WALLEERRER TR REFEHE
Amazon I FHREITHRERSR , il , HERRREERXESHA,

s WFEIZTER , BEENESINEREETIBREREEZF (ARN) , FE I 2AM5%TE Amazon FEL
EEH. CloudWatch&EER CloudWatch B AIUREEER , XHERMAUNNARFH
BRRMBMNEMRNKRE |, NTALRERHFAALARMRS, RE , EAURERMNER , RS
RNIENGI BEERESHRENZANER. BXREZELR |, FZH Amazon CloudWatch A F
BEHRHEHER,

s WERENEIBIEER CloudWatch BIRE5E/NEHBEESL S MW T RN TR — X,

TPEEIETER

ARC £ EBREGIETHER. MITEIETE  IMAERABERETRZTEXIER. flw , &

HREEET ERERNARERNEE.

LTRAHENEIHER

- SUCCEEDED : E43z1THiE , TERBIRI A ALARM RS , BT/ 7T EE 30 241
i B A

« FAILED : 4 3ZTHE , ED—NMNERBRI AT ALARM RZ.

- BFHW  KIBTERNERFIFEEREREA ALARM RS, IET AR S M ERE M+
W, SEUATINRERA :

« KM\ FALER , RRANEZMX Amazon T8 T B3 #2484 Amazon Web Services X i3 5
EZXHR 7 ERER.

« FIBITZAUER , RENERBRERNEIETHE.

s FIBETZAUER , REANEATARINEREIEFXENTARER , M&IETH
AXEBEHRENTHAKREREHE,

« ZIWELER , RALEBHRAEYEZTEREREEN CloudWatch 1R,

« BYBTZMUER , RRARNEIIETIEENE L BRI A ALARM RS,

HIETERADREMSE R



https://docs.amazonaws.cn/wellarchitected/2022-03-31/framework/perf_monitor_instances_post_launch_establish_kpi.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html

Amazon RIFARRFIREZEHIZE (ARC )

FRARER

s KIBTEER, RARKBTRATENTRAX AR, FSRAAXEBHNREESR.
+ CAPACITY_CHECK_FAILED : A AXMAREEN Az T BARRNGHERELERW.
© R IBTATESRS ( EE#RTH ) . BRIERBEERATLIERE,

ATAX B35 API B1E

TRIETARTAHAXAZEBH ARC API B4, BXERAXE BB API BRERRHE] Amazon

CLl , #FZH,

B X W{AI1E Amazon Command Line Interface R fEAE R ATH X B3 %% AP BENRE] , S E
F Amazon CLI 7 X135 B zh R #48 = il

Action

BIREKIEITRE

MEREG S E1TEE

FlH BB

FIHEHRITARAX B HBH

=R

RNEHTAIHAXBEBH
RIR

REHIEITRE

BERZEZERATHXEN#*%

BERREZEREIHRBURER
pl

£/ ARC #2#|&

ESH BRANEATAXAED
HE.

EFSH EE, wEIMERES
BITEIE.

FZH ARC FIVATAX B3 ¥

B

FSH N RIR.

FS N AIR.

BESR EE, HwESMBRES

BITEE,

w2H EAREATAKAY
8.

ESH BAXEATARAY
#E,

£/ ARC API

55 CreatePracticeRunC
onfiguration

55 ¥ DeletePracticeRunC
onfiguration

554 ListAutoshifts

&2 ListManagedResourc

es

&2 GetManagedResource

&2 UpdatePracticeRunC
onfiguration

&2 UpdateZonalAutoshi
ftConfiguration

&2 UpdateAutoshiftObs
erverNotificationStatus

AP $2&4E
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https://docs.amazonaws.cn/r53recovery/latest/dg/arc-zonal-autoshift.how-it-works.html#ZAShiftPrecedence
https://docs.amazonaws.cn/arc-zonal-shift/latest/api/API_CreatePracticeRunConfiguration.html
https://docs.amazonaws.cn/arc-zonal-shift/latest/api/API_CreatePracticeRunConfiguration.html
https://docs.amazonaws.cn/arc-zonal-shift/latest/api/API_DeletePracticeRunConfiguration.html
https://docs.amazonaws.cn/arc-zonal-shift/latest/api/API_DeletePracticeRunConfiguration.html
https://docs.amazonaws.cn/arc-zonal-shift/latest/api/API_ListAutoshifts.html
https://docs.amazonaws.cn/arc-zonal-shift/latest/api/API_ListManagedResources.html
https://docs.amazonaws.cn/arc-zonal-shift/latest/api/API_ListManagedResources.html
https://docs.amazonaws.cn/arc-zonal-shift/latest/api/API_GetManagedResource.html
https://docs.amazonaws.cn/arc-zonal-shift/latest/api/API_UpdatePracticeRunConfiguration.html
https://docs.amazonaws.cn/arc-zonal-shift/latest/api/API_UpdatePracticeRunConfiguration.html
https://docs.amazonaws.cn/arc-zonal-shift/latest/api/API_UpdateZonalAutoshiftConfiguration.html
https://docs.amazonaws.cn/arc-zonal-shift/latest/api/API_UpdateZonalAutoshiftConfiguration.html
https://docs.amazonaws.cn/arc-zonal-shift/latest/api/API_UpdateAutoshiftObserverNotificationStatus.html
https://docs.amazonaws.cn/arc-zonal-shift/latest/api/API_UpdateAutoshiftObserverNotificationStatus.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

Action 5/ ARC %A /8 ARC API

B4 IEIT B B4 IETHHAXE 5 StartPracticeRun
%o

BUHA S E1T BFZR BUES4 a7 X3  #S CancelPracticeRun

|38

o

£/ Amazon CLI 7 X i3 B sh #2148 7~ 45

ATNAFERXEEIBMNEENA RS , FERAMEA API #4EFE Amazon Command Line Interface
Amazon B AREFIREZEHIEE (ARC) REAXIF B BN, XL RFIEERBEERT BunmiE
& CLI RHTHAX B3R,

AKX Bz #EBE ARC FH—ITINEE, £ zonal autoshift , A LA Amazon 1E5E3) BRI R RE
EBETAREPXFNNAREFARAE  UEBBEMENE, EXTHITUTAXR BB ERRN
EZEER , BSRIENTR,

TAXBIRBEELIET , CEALFRENTAREBHE | UHEBRIEE RN EHNNARE
FRERE,

EXAAXBIFHEHE AP BENIRNERNEZEENERE  BSRATHAXEFHEE AP 21, X
FEHAMNEZEE Amazon CLI , &5 (Amazon CLI G 55Z&E) ,

&

- BIEGIETRE

- BASEABTIER

- BHEESHIET

- BUBIEE#HITHNE S IET
- BUHIEERITHWEHER
« WEHI)ETRE

« WERG ) EITEE
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https://docs.amazonaws.cn/arc-zonal-shift/latest/api/API_StartPracticeRun.html
https://docs.amazonaws.cn/arc-zonal-shift/latest/api/API_CancelPracticeRun.html
https://docs.amazonaws.cn/cli/latest/reference/arc-zonal-shift/index.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

IR EITERE

EEEBARREATAXBEEB2H , UANZRRUEBELIESTHRE , MENMENEIETIER
I, BB create-practice-run-configuration &% , E&B) CLI R EREIEEY
BITEE.,

ERNRRCBEGIZTEEN , TEBRUTILR :

LeBY , M-SR EHREE N CLOUDWATCH,

BAE R SIS RREBEB R Amazon Web Services X1 B1R.
IS ELERER. ATLUERIEEM LEBR.

AR IS E M L/ AV B #ASPE L/ AR ER

B LB A create-practice-run-configuration @ , EB8) CLI RIB& I ETEHE.

plan , ERFRGBEZTERE , AIEANTSHT

aws arc-zonal-shift create-practice-run-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--outcome-alarms
type=CLOUDWATCH, alarmIdentifier=arn:aws:cloudwatch:Region:111122223333:alarm:Region-
MyAppHealthAlarm \
--blocking-alarms
type=CLOUDWATCH, alarmIdentifier=arn:aws:cloudwatch:Region:111122223333:alarm:Region-
BlockWhenALARM \
--blocked-dates 2023-12-01 --blocked-windows Mon:10:00-Mon:10:30

{
"arn": "arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890",
"name": "zonal-shift-elb"
"zonalAutoshiftStatus": "DISABLED",
"practiceRunConfiguration": {
"blockingAlarms": [
{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-BlockWhenALARM"

}

R CLI R Bl 5
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"outcomeAlarms": [

{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-MyAppHealthAlarm"
}

1,
"blockedWindows": [
"Mon:10:00-Mon:10:30"

15
"blockedDates": [
"2023-12-01"
]
}
BERSEZERAEIERR

BRLIBEER CLI EFMARAXESERBRERNBREARNEREIER. EERTHXEHER

RA , B update-zonal-autoshift-configuration &%,

plan , EXRRERAEHEE  FEAMNTHT

aws arc-zonal-shift update-zonal-autoshift-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--zonal-autoshift-status="ENABLED"

"resourceldentifier": "arn:aws:elasticloadbalancing:us-
west-2:111122223333:ExampleALB123456890",
"zonalAutoshiftStatus": "ENABLED"

BohIREL I T
BT LAE CLI FfEf start-practice-run @SB REBLGIETAARER,
il , EXNRRBHEIET , BEAUNTHS

aws arc-zonal-shift start-practice-run
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \

£/ CLI BRAEH R B 62
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"awayFrom": "usw2-azl",
{
"awayFrom": "usw2-azl",
"comment": "Practice run started. Shifting traffic away from Availability Zone

usw2-azl.",

}

HUH ERERITIE ST

/,

MR BT,

a

& T LAE CLI M cancel-practice-run @5 REUHE EfE3

/Ch

o, EXHRBUESET , BEATNTH T

aws arc-zonal-shift cancel-practice-run \
--zonal-shift-id="="arn:aws:testservice::111122223333:ExampleALB123456890"

{
"zonalShiftId": "2222222-3333-444-1111",
"resourceldentifier": "arn:aws:testservice::111122223333:ExampleALB123456890",
"awayFrom": "usw2-azl",
"expiryTime": 2024-11-15T10:35:42+00:00,
"startTime": 2024-11-15T09:35:42+00:00,
"status": "CANCELED",
"comment": "Practice run canceled"
}

HUB EERTHN AT RS
IEELAE CLI F ESEUHEH N R RN TAX B RBRECE EERTH A RE. EECEAAXAS)

70N

%%  E#H cancel-zonal-shift command,

aws arc-zonal-shift cancel-zonal-shift --zonal-shift-id
9ac9ecle-1df1-0755-3dc5-8cf573cd9c38

"awayFrom": "usw2-azl",
"comment": "Zonal autoshift started. Shifting traffic away from Availability Zone

usw2-azl.",
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"expiryTime": "2024-12-17T22:29:38-08:00",
"resourceldentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",
"status": "CANCELED",
"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

RBEAS]BITRE

BT LAER CLI mEBHRNEAIETERE , AERFENEERT , Fla0 , 5 ARC TERBZE%
BITR , BERADESTHERNEME L B HSNE LR, BREBEGIIETEE , i56M update-

practice-run-configuration &%,
ENRBRRBEIETEREN , BEEUTILR

o BbEY, ME—RXIFAVEHRSREN CLOUDWATCH,

- BUMEREENRREBEMEREH Amazon Web Services X 15, Z1R.
- HWIIEELERER. ATLUERIEEMR EBR.

- AEIRIEERA L A BASRPA LAY ER .

- BISEMBE L B L R BREAIEE.

Pl BERBHRENADISITRENEENNELAY , BEAWNTHS

aws arc-zonal-shift update-practice-run-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--blocked-dates 2024-03-01

{
"arn": "arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890",
"name": "zonal-shift-elb"
"zonalAutoshiftStatus": "DISABLED",
"practiceRunConfiguration": {
"blockingAlarms": [
{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-BlockWhenALARM"

}
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]
"outcomeAlarms": [
{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-MyAppHealthAlarm"
}
1,

"blockedWindows": [
"Mon:10:00-Mon:10:30"

1,
"blockedDates": [
"2024-03-01"

R4 S BT ECE

IERLARIBR RV T BITRE , BARENZARERATARBI®RE, BRFEEZEEFELETE
B, TREATAXB®E, EHEIETADTEBRANARFTURERE-—MTRAXNER TE
BIiE{To

EFEH CLI MIBREG I ETEE |, 5L FEH update-zonal-autoshift #FEATHXEZ®EE (W
REE), AT, WA delete-practice-run-configuration S MEREIETEE.,

B, FRANTHSNRRZATAXBHE

aws arc-zonal-shift update-zonal-autoshift-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--zonal-autoshift-status="DISABLED"

"resourceIdentifier": "arn:aws:elasticloadbalancing:us-
west-2:111122223333:ExampleALB123456890",
"zonalAutoshiftStatus": "DISABLED"

R, ERANT TR ETERE

aws arc-zonal-shift delete-practice-run-configuration \
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--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890"

{
"arn": "arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890",
"name": "TestResource",
"zonalAutoshiftStatus": "DISABLED"
}
BRAAFERATAXBH%®B

AN BE Amazon MARFIIRERFIEE (ARC ) HEATAX BB IR, BATHAX B3
BE , ZBULERGIEZTHE. BIRFLIET. EEEH#HTHER (BE4YE1T) EHE
EBUEEBA,

BERIZERTAXBHES

AR ZERIREA T A 7E Amazon NAREFIIREEHEE (ARC ) ZHl& LEASZATAX B B,
ELURBRFRNEATHARER BRI AREBNTAX B3 HB API 2E 15/,

BRXSEBIRG , EEN Amazon HEFHHEARREEBTAXHNNARFRFRE , LA
=2k & B Al

BRRZERATHXE#®E

1. 15IA] https://console.amazonaws.cn/route53recovery/zonalshift/home#t/autoshift , 377 ARC 124

Ao
2. ERFITAXEDEBEET , BFERAR.
3. EREXES  ABREATRAXAIERE A RERBIRTREN.

MRBFREGIETRE  WEATARKEIEBTI TR, BEREFIETREEFEATAXEN®
¥, BRREETAXBNER,

&

- BB, FEIMEREISTERE
- FUETAX B3 ER

- BRGIGITAAXER

- BB STAIRAXER
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- BRASEABYEBUREEL

BRE, REIMREIZTERE

AT PSR T MAE Amazon MRAREFREEFIR (ARC ) 258 LRBEHM RS SIETE
B, BEUREAAEATRARER (@RNAISTRERITENR ) , BFERIAREBANIAX B3
%% AP SEEE.

MREHEZHEPRRETSTERE , WKERTHXEN®E, EAUET APHRERBRE S IZT
BE<H , “AEATAXBEGERE. EUNETERATAREDERBHNBERTERESLIET, BR,
ENHRREATAXBIHER  BEENZRREELIET.

BB )ET

1. 158 https://console.amazonaws.cn/route53recovery/zonalshift/home#/autoshift , 3TFF ARC 2l

Ao

2. EREBETRAXE®E.
ERENTHAXAEBEEN TR,

4. MREFAE Amazon EEXEEHNAREBRHEHBN , FEABEZAXEEH BN, Amazon &
ALARSEFERAOSREELIZTERE K MABHEER,
5. ARBERLIETET, WFER , BATLURITATIRE :

c (BT EPEE-NERERAERZERNEET.
o (HiE) NEZBENEIDESTEE - NS MELEER.

BREZER R EETAXENERBHNRERERFHNEISTEENERIED .

6. TE , BEMALMNERIAFNE , ELLH A ARC ALRREHETZE1T. B BN ES
XA UTC Bt

7. EPHNERE , BINECHREINEHA,

8. EESIE.

REBLSIEITERE

1. 158 https://console.amazonaws.cn/route53recovery/zonalshift/home#/autoshift , 377 ARC 2l

Ao

2. ERFTHXENEBEET , BEHR.
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3. EEREXEYF  ERRBESHIETHRE.
4, NEHEIBTEEHTER , LUHITUT - RS TERE

« NTER , BRUBITUTERE
o WTHELEER , BN —MRSNHERIMIBRER

« WTERER , AN - MRS NMERIMIBRER, ELFE-NMERER , RLETE
MEREERHNPEERER.

o X TFREHLERTERAAVFRTER , BA LURINEAY B BAsiAtE |, t Al AMIBRREFH I AR B AT,
FiR BHIMetEERA UTC BYE,

5. &R

WERERSHETEE

1. 15IA] https://console.amazonaws.cn/route53recovery/zonalshift/thome#/autoshift , 377+ ARC 125l

L
Ho

2. ERFEITAXEHEBEET , #RRR.
. ERERESD | EEREREGSEITRE.
4. HEBWARSXEES , BA Delete , RFIEEMER.

AR, AR EPHRGEIGSTEECSERARNTAXESEE, TRAXAIRBEENR
RBELELZ BT,

BT RAX B %%

EFLHNARETHNAIARBIES , KAEUETRAXBHRE.

FLEE#HTHATRAXBES

1. 1518 https://console.amazonaws.cn/route53recovery/zonalshiftthome#/ , T ARC ###l& .
2. EREBCENTAXBzEY K REEERIETAXER,
3. EWIANESXIEED , EFEIA,

BRI ETARAXER

AT HWSRGA T MMAE ARC 2HE LEFEFEIZTHARKE, EUUREESAERTHXHE
BNUTRAXEZRE  FSRAARKEBNARAX B3 EE APl SEERM,
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EEETRAXBIEBHURLYIZTRER , BUUBHEIEZTAARER,

BREIETAIRXER

1A 18] https://console.amazonaws.cn/route53recovery/zonalshiftthome#/ , ¥TFF ARC 2 #15
EARAXKEFERBRRT , MRIEET TAXBEBHNENRIR,

ERFEBRTTE L , EBHETIET,

ERE-NTAX , RERNGIETRA—FEZT. FISTIERENMETAXEBE L,
EERB3,

o ~ w0 bh =

HUHE S 21T AT A X %%

AT PSR T MAE ARC 258 LBUETAXEE, BEUEEARAERATHREBNTHAXE
B FERAAXERBNAAXBEE API SEERE,

EBUUEBCETTAX#R , U UECEBE S X ENE 21T, B UBUEAXE EaI B ML BN RR
M Amazon FIRHXiFEE 5,

BUHG 2T X R

1. 158 https://console.amazonaws.cn/route53recovery/zonalshiftthome#/ , ¥TFF ARC ##l &,
2. EREBCENSIETAARER  ARERECEATRAXEBREUVESL I E1T.
3. HEWIANESXIEEDR , EFEEIA,

BERIEABNERBNEEEA

EA BB XE B0 , BMETE Amazon 530 B 3R #4ATEN Amazon B A& EventBridge , i
ENTREZHNATAXEEBHE, @40 EEZEBIBEA Amazon Web Services X135 By Nk H B
Bk, ZEEEATAREERRET AR ER RN AUSAXLEEMNEHN, BXELEL | F
2% 7£ Amazon {8 i X158 B 31 #2434 EventBridge,

AT PR SR T A Amazon NAEFIIREEFIZR (ARC ) 2#HE& LEHBIERBUREE
Ho, BUREFAEAITRAXER  FSANTAXEBNATAX B ER API ZEERE,

ERSZEABIRBUREEL

1. 518 https://console.amazonaws.cn/route53recovery/zonalshiftthomet#t/ , TH ARC #£#l&.

2. HEFREAT , EREHABIERBAREEL,
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3. EWANNEESD  ERERAUREEA.

AL T B3EN R X5 8 3 # & Amazon FIS

A LAE A Amazon Fault Injection Service RiIZEFMZITRE , UHBEELI LM RPHNFRHE | 6
meAAXAAY  BRPE P8 ZPSEREARETFE 2N AZ HimEE |, /5 A B3Rt
# 3R £ Amazon 331 X8 B3 Rt & R E 4,

B3faws:arc:start-zonal-autoshiftMEREAFEERERITHAX T AMZ SR Amazon
Web Services Xig Hi8] , 2] B3 Amazon {8 AXS E B LN R RN REN T EEZ IR T A X %
BHE  ANEHEFKBHIIEE AZs BTRE

flan |, AT LAEF Amazon FIS 2 EXRELHBRFPKEIENTARRE, £4AXES , FTAX
BEREPMARADHE , IKEIRE aws:arc:start-zonal-autoshift 2EINERRRENEET
AX®BHE, ERRERPHNE 25 280 , RESEEBEHE , WETRETAX TR AEE Z Fmad
mARh R BahE%, SRTEHGE , REEBLER , RBE AZs BRAFBREOMEA. WEEERT WA
MEMATARNEREHFTSRE,

KW 5T AKX AHEBE T ETEARE

Amazon FIS SRR EXFEHBNEINTRZLET , BEEIETHE , ARC 2FENEFEREMN
—NAAREBEE , IREEREN B2 , MBRENNAEFES ARSI TARNRA, B2, &
Amazon FIS 385 H , Amazon FIS SERIMAR KRR NG A BN TR AL AZ M Bah B,
REEBRHBIBREECE B ahii,

£ Amazon FIS B XEREBZTHIE , BEENEFTEH, Lt MBEECEAERN XERE
Amazon FIS , Ml Amazon FIS SR 4R,

Amazon FIS E TR HINZ 2 H5

Amazon FIS ff fStartZonalShift, UpdateZonalShiftfl CancelZonalShiftAPI iR #EEE XigmE , #
RNEZYE , FXEFERNexpiresInFERIZEN 1 28, XEH Amazon FIS EHINEAZEH ( I
MME PR REEE ) N ATUREERXERE. £ ARC 2H &+ , ZHEFBFE R Amazon
FIS-managed , SSFRAY T HA 2 i 0 8] B X B IREPIEEMIFENBIRE. BREIEITHESE
B, BZATARBIEBNEIZTHIERE

HAENE , RANTAXEBFEEDT -1, MR , RE-RUMNERETXEBI. BFE
X EBE. BIBAH Amazon FIS KK, HEHFEZRTAREBE , ARC KRB LERKE
EMNMTAXEBREXNBREY. BXTARERBLERNESEFEE , BT HXEBIML TR
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B>x Amazon FIS IXERENEZEE , 255 (Amazon Fault Injection Service AF1ER) HH
Amazon FIS X E#1E.

Amazon MRAEFREREFIZE (ARC ) FATAX B BN ARIERMERE

& ] LAE A Amazon CloudTrail 1 Amazon %12 5 i# EventBridge B AR IR E 2 #1858 (ARC) FHY
X Bah 0k , Ao 8 H A5 B iR R R RR

£

- 5/ Amazon CloudTrail ig & AIAX B3N8 API AR B &

« 7£ Amazon E{# A X1 B3R EventBridge

5/ Amazon CloudTrail idsk AT AX Bz ¥ APl AEBE

ARC TJHAX Bz %5 Amazon CloudTrail £ , &R —URS , WA TFIEF ARC H#EHAF. A
5 Amazon RS FTKEVHIRYE. CloudTrail F 0] X #BWFTE APl ARENSHRER, BIRNWAE
BAE&XkE ARC B#HAMERFNNATHXEBHN ARC APl IRENRKRZER,

MRIEOIZRERIZT , WA LU CloudTrail B4 #EFE4Z15F] Amazon S3 F#EHE ( SR TARXEBHNE
). MREFEERER , M CloudTrail B EFNERNLIERKFEERTEH

£/ CloudTrail WENEE , B BAEH N THAXHEBE ARC ZH THAFER, KHERD IP i
ik, ®R7FG. BREEAREMGFRER.

ETH#EAX CloudTrail WEZEE , 2 (Amazon CloudTrail i8R ) https://
docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.htmlo

CloudTrail P AT AX B #BEE

& 8)2 Amazon Web Services i BT, FFE XK~ L/E A CloudTrail, % ARC FR4ETHAXES)
BBEDE |, ZENIERE CloudTrail S4F , H5HM Amazon RFEEH—RBRFESHAEID
xH, BALAE Amazon Web Services Ik A &EE, BENTHENTSH., BXEZER , 53R

Working with CloudTrail Event history,

E#£123% Amazon Web Services IkF A EH ( 23 ARC P ATAX Bz RBEHN ) |, BLIER

FRICR. B ERERIEF , CloudTrail Al A & XH&ZIEE Amazon S3 FiER. MIRERT , EEFHA
eI R RIS | HERERIZREM A T ATEAmazon Web Services X3, IR ERIZFKAE Amazon 2 X
FIERAEBEXEHNEYS , HFAEXHEIEEEIBEER Simple Storage Service ( Amazon S3 ) 174
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Mo WA, EAIBEIE Efth Amazon BRSS | #— 2 247 CloudTrail B AR KRS S HEEH REUT
. BXREZEE , BZATINE :

- BIERERICFRER
« CloudTrail ZEFHRFZFER
» Configuring Amazon SNS notifications for CloudTrail

« M\ZAMX1F$EIW CloudTrail B &AM Z ANk F#2UR CloudTrail B &34

FiE ARC #24EH CloudTrail id% , Amazon NAREFMRERFIZEFHEBES APl SZERmPEIFANR
B, Hlfn , 3 StartZonalShift # ListManagedResources 2EHAHE ST CloudTrail B&EX
HHEREKE,

BIMNEHHETREBESEXRERBFRNAREGR. SHEETHEDEHEUTRER

- EREMEAHBRAFPEIEZER Amazon Identity and Access Management ( 1AM ) AP &EIE A HEY,
- BREFEAACGKERRSEAFNIENZEEIERLEN,
- HREREBHEM Amazon RE A H-

BXEZEER , 55 H CloudTrail userldentity JTT#,

HEEHAEIERFTEER ARC EH

CloudTrail AJiL#&ETE Event history ( EHFLIER ) FEERHEH. BXEZELE , BN
{Amazon CloudTrail AF#ER) B £/ CloudTrail E4 7 $£ 12,

THUAXBRBAENHEE

BRERS—MEE , TATEE4EN BEHEEREIEEN Amazon S3 F#E . CloudTrail B
HEBE—NRZNARKEKE. —IMNEBHRTEREBEMRAN—MER , LEEXFIERORE. BRED
HEAFIASE, BERSBEFEME S, CloudTrail BEXHFTRH AP AN EFHREBER  FHike
NFRSBREMBFEIRFE R

TEHNRBIERT — CloudTrail BERE , ZFBHBATAAXBzEBH
ListManagedResources #&1E,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
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"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-11-14T16:01:51Z7",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-11-14T16:14:417Z",
"eventSource": "arc-zonal-shift.amazonaws.com",
"eventName": "ListManagedResources",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",

"requestParameters": null,

"responseElements": null,

"requestID": "VGXG4ZUE7UZTVCMTJGIAF_EXAMPLE",

"eventID": "4b5c42df-1174-46c8-be99-d67_EXAMPLE",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333"

"eventCategory": '"Management"

}

£ Amazon Lt A X158 B 3h#1H EventBridge

.360.amzn2

.x86_64

£/ Amazon EventBridge , A SR BESEH RN , UEBENXBEIEB R RASHERAHE
fiBRSSHY B #R#RME. Amazon flf0 , EAILLURE—AAN , B, HEIETERATAX B HBED

B , B3I [ Amazon SNS B A 55 K & 1% B TR 48 &,
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&R BATE Amazon HEIEMN EventBridge RAEXEH BB, JARXKBFIERBEHEEERET
SITREFEBIRSERS (HlW, EEHEIETH ) . BAURETHAXBEIHEE , LEMEN R
SEANBRENTRAXBEBEN.

BRT AR HMBEAZS SR LLUAREREBUNEERA , SN TERZHMAAARX Amazon
Ba B3, EHLREBNEN. BIEBUREBNSENESATHAX B EBNRFRNR
ENTHXEBHENEKINBARDTN. EXLHEEATHAXERBEEE MR R EHAB3H
BUREBRA, BEXEZEE , F5H BERAERTAXENEE,

ERREBNBNREXEENBUEH , BHEN EventBridge TATRMNEHNSESHEN. B4
AEECEENSHEFHRNG Y. EX5IATHEECENFR , ARHERERNE.

REBABAHRHENH. HIEFIEZT EventBridge BT , EATLFRE#BM ARC RFH|, B2 , A&
SRS EEHRARER

B >< EventBridge N AL BEHERNNES , BSRPNEHFEHE EventBridges

FRAUTm R SMEXE BB AR EventBridge

f& EventBridgeB , BRI LAGIZMN , LAIE X ARC W EFRR HEH ERIARE, Hlin , EwLL
BIE—AAN , BD, &Y ETEHAATRAXARBEIN | MEREE T,

EEZFETRAREFABMEMHEN | FRFZETE EventBridge 12| & F A Enter my ow
nitM, NEERETENEEANEMAE AR EREVUERANTAX B B S TERE
ANATAX B EBSEHRE

BERNRRSHFEAN

-_—

$TF Amazon EventBridge ##=#|& , Mtk https://console.aws.amazon.com/events/,

& Amazon Web Services XiE ERE R GIEZANMN X , BNEEXNBUEHREHNXE,
1%£$% Create rule (BIZHN)),

i AHNE Name (B FF) F“Description (3iR)” ( AIiE ) o

NTEHEL , REFRINE , BEIRRIA.

®ET—%,

NTHEBSHAELSER , X TEHR , REMRAE , B Amazon B4

ERBIEHT , ERRARBCH,

NFROIEH , BAREHHEESHAE.
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AKX B EBESEHAERH

SHAREENEENSHERERENEN. EXE5IATEECENFR , ARHERAERNE.

ZRI LU IR PV MR E I M EventBridge EIF |, AR A T MK B BAIRENR
TREVALN o

ERNTAXBEIHRBEMHIBEHNEN , BN detail-type HENTE—IAM

* Autoshift In Progress

» Autoshift Completed

* Practice Run Started

* Practice Run Succeeded

* Practice Run Interrupted

* Practice Run Failed

 FIS Experiment Autoshift In Progress
» FIS Experiment Autoshift Completed

* FIS Experiment Autoshift Canceled

METZE(THMET , 73 additionalFailureInfo FE& , LFATHRSHIHMWER,

A LUEN B A B3 Amazon MR ERBARKERLEME RN, BABNEBUEREEBA
B, BEEWEAN  FEBRERTHAX BB FEMAESREN Autoshift In Progress HEAL
EEECHEYERBUREBANNSR , FoR BAHEATAXEER,

BRAB, BRI AX B EBEH RO

- NEBZEIRBNARAX B RBHIEEMBEMH.

EBUTILR
- MREERATEIEBUEEREA , ARC 2 BRAMEBFHHRBEEN.

- MREAREAEIEBUREEN  WAEHEEIEBTESENTARANEBREENRIR
B , ARC F 2RE B3 BBEH,

{

"source": [
"aws.arc-zonal-shift"

:]I
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FRARER

"detail-type": [
"Autoshift In Progress"
]
}

- NEBFEGIETHARAX B ERBFEEMBSEMH.

{
"source": [
"aws.arc-zonal-shift"
1,
"detail-type": [
"Practice Run Started"
]
}

« NEZEBHEIZTHTAXBHEBHEREREENS,

{
"source": [
"aws.arc-zonal-shift"
1,
"detail-type": [
"Practice Run Failed"
]
}
ARAX B EBEH R

AT BEARAX B EBRENREIEMF,

AT & Autoshift In Progress BEMRHIEH , EAT 1) EEA'BxEBURERBHE 2) &

HANEFEBHTEENEFREETARKAIEBX—HR

{

"version": "Q",
"id": "@05d4d2d5-9c76-bfea-72d2-d4614802adb4",
"detail-type": "Autoshift In Progress",
"source": "aws.arc-zonal-shift",
"account": "111122223333",
"time": "2023-11-16T23:38:147",
"region": "us-east-1",
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"resources": [],

"detail": {
"version": "0.0.1",
"data": "",
"metadata": {
"awayFrom": "usel-az2",

"notes":"Amazon has started an autoshift for an impaired Availability Zone.
This notification

is separate from autoshift notifications for resources, if any, that you
have configured for

zonal autoshift. For details, see the Developer Guide."

TR Autoshift In Progress B#ENTREIEH  EAT 1) EERBIRBUARERBHA 2) &
ENEFEBFEENRAREETAREIEBX—HER

"version": "Q",
"id": "@5d4d2d5-9c76-bfea-72d2-d4614802adb4",
"detail-type": "Autoshift In Progress",
"source": "aws.arc-zonal-shift",
"account": "111122223333",
"time": "2023-11-16T23:38:14Z",
"region": "us-east-1",
"resources": [

"TEST-EXAMPLE-2023-11-16-23-28-11-5"
1,
"detail": {

"version": "0.0.1",

"data": "",

"metadata": {

"awayFrom": "usel-az2",

"notes

LAR R Practice Run Interrupted R{EHREIEH

"version": "Q",
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"id": "@05d4d2d5-9c76-bfea-72d2-d4614802adb4",

"detail-type": "Practice Run Interrupted",

"source": "aws.arc-zonal-shift",

"account": "111122223333",

"time": "2023-11-16T23:38:14Z",

"region": "us-east-1",

"resources": [
"TEST-EXAMPLE-2023-11-16-23-28-11-5"

1,
"detail": {
"version": "0.0.1",
"data": {
"additionalFailureInfo": "Practice run interrupted. The blocking alarm
entered ALARM state."
1,
"metadata": {
"awayFrom": "usel-az2"
}

LAR R FIS Experiment Autoshift In Progress BR{EMIRBIEH :

"version": "Q",
"id": "@5d4d2d5-9c76-bfea-72d2-d4614802adbs",

"detail-type": "FIS Experiment Autoshift In Progress",

"source": "aws.arc-zonal-shift",
"account": "111122223333",
"time": "2023-11-16T23:38:14Z",
"region": "us-east-1",
"resources": [

"TEST-EXAMPLE-2023-11-16-23-28-11-5"
1,
"detail": {

"version": "0.0.1",

"data": "",

"metadata": {

"awayFrom": "usel-az2",

"notes":
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BEEHAEHFRM CloudWatch BE4A

B2 EventBridge MM AT , AMIEEFESZHAN CHEAEHZIXEHWNBIF. BXAHABERHIIR
EventBridge , i§Z# EventBridge & & Y 0] A B 5. BRI EURINE] EventBridge MY B ¥Rz —
& Amazon CloudWatch B&EH, AT NEHF CloudWatch BEARINAN BIrHWER | HIERTEQE
H a7 hn B AR,

B CloudWatch BEARMN BIR , ATLMITU T REZ —

- BIEHATA
- ERIBAEA

MREECIBANNEREEHAIEETHHARL , I EventBridge 2 B R ZBIEZAERLE, BR
FA1E EventBridge #N| B #ri0 B EHLAFF K /aws/events, MREEFMNENAEL , FEE , R
B Jaws/events AL BEAFT 2ERNEMEIET RSP, BXEZELR , 155 Amazon
CloudWatch AP g PRI BIE$ HE4AH,

mREFEAEZES A 2K CloudWatch BRIEBIE S FEA CloudWatch HEAEN BiR , BHRERIRE
R, MREFERHEFIE M EventBridge MARMBEA , MiZATANETERNRIEL B EH,
BR , REAFEH Amazon Command Line Interface 3 S Amazon DK R#gE B &4AH |, NI AME Hiz
HEAMNETRRNER, AT REIKIERET EBSLAEASANETERNREEFE LR :

JSON

"Version":"2012-10-17",

"Statement": [
{

"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"

]I

"Effect": "Allow",

"Principal": {

"Service": [
"events.amazonaws.com",
"delivery.logs.amazonaws.com"

},
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https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-targets.html#eb-console-targets
https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#Create-Log-Group
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"Resource": "arn:aws:logs:us-east-1:222222222222:10g-group:/aws/
events/*:*",
"Sid": "TrustEventsToStoreLogEvent"

}

BEEERARFHANBEAREETRENRE, ZEnETRENEBRNINAMENNR , EFEH
CloudWatch PutResourcePolicyAPI ##4E, AR5 , BAILEA describe-resource-policiesCLI 55 3k
EENERESEEWNA,

RNRBEHQEMAN HIEE CloudWatch BHEAH B #r

1. #TFF Amazon EventBridge ###l& , Bk 7 https://console.aws.amazon.com/events/o
2. #%$% Amazon Web Services Xigi EEE R SIEHMNA,
3. ERQEAN , RAERABXZAMNNMEEE , SINEHAERITIFHASE.

BHXN ARC £l EventBridge MNHWEZEE , BSRAAETTRENID .
4. 1£“&EBEB TEL , %ECloudWatch/ER &/ B #7.
5. MTHEEAEEFE— CloudWatch BELH,

EAT ARC FITRAX Ba#%BH Identity and Access Management

Amazon Identity and Access Management (IAM) Amazon Web Services fRSS A EBIEE A 24 i
FIX Amazon BIRHIGRINR. 1AM EE RS A IER S MHRIE" ( BF ) MR ( EENR ) F
A ARC BRI AR, ZALLERA IAM Amazon Web Services RS , TEX AN,

RS

- ARC HATAX EaEB IS IAM £5 A

- ARCHAHAKXEFHEBET SN RIETH

« ¥ARC HHAAXBaERBEARSHEXAR

- Amazon ARC X5 B s RV £ B K Bk
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https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_PutResourcePolicy.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/logs/describe-resource-policies.html
https://console.amazonaws.cn/events/
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ARC I TTRAX Bz EBINME IAM &6 H

EER IAM EEX Amazon NARFREEFIZR (ARC ) FATAX B EBNILRZE |, BRZ T #
TBLE IAM ZhEEMT A T AT A X B3h %

A5 ARC #M AT AX BE EBESEAR IAM T8

IAM Zh#g AJAXBHBE X
EF 5 BH R =
E T RIRA R e
RERE =
REEHR =
KRR =
ACLs )
ABAC ( RBH R ) i)
F AR =
REAE B
REXEKAE =

E4HET# Amazon REMASKZEH IAM BEEESER , H25H IAM AFERETHNE IAM B&fE
ArAmazon RS,

ERAT ARC NET 57 /YR I
XBETHEHIRE : &

ETHEHNRBETMMEZH (0 IAM AP, AFASAER ) 1Y JSON FRRREE A, XL R
EHERFMASAEMPRA TN BERRNITHBERE, ETHRNMTERET HHMRE  FSH
(AM FiFiEE) FNEATMEEARKE L BE X IAM RIR,

EABAEE =


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

BEMERA IAM ET 50K , BUEE R TRIELNRENTRUR A THIELBRENRSE. B
THETEI1E JSON RESREMMFIETE , SR (IAM BFiER) F8 JAM JSON KB TE5 A,

EEE ARC ET B MWK RE , FS1 Amazon NAREFRE RS (ARC ) ET EMH KKK
B

ARC A& T &IRAY REE

XFETRRRE : &

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FEBEKE, EXHETRARNEKBHES T , BRSEER TUEACIREFHNEER
BRI A] o

ARC HIRREIRME
TEHRRRE: B

B R W LAEA Amazon JSON REERIEEERNIGRMT L, BRRY , WA EMAATB T ATIRK
1TRE , UREMALAFH T,

JSON ZMEH Action TEMA A TERK T AT RIELLFHNRE, ERBPISREARTR
ITRERIRERRR,

EEFTRAXAIEBHN ARC BEFIR , HSH (RFBENSE) F# Amazon Route 53 A A X#
BEHRE.

ARC A AX BB B REIRFERFIER LT RIR :

arc-zonal-shift

EERMEUREESTURE  BEMAESHENRT. TR :

"Action": [
"arc-zonal-shift:actionl",
"arc-zonal-shift:action2"

]

B LUERBESR (*) BESMRME, Hln , EIEELLEE Describe FFKMFIERE , @BUT
BIE -
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53applicationrecoverycontroller-zonalshift-actions-as-permissions
https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53applicationrecoverycontroller-zonalshift-actions-as-permissions
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"Action": "arc-zonal-shift:Describe*"

EEREATIRAXBIHEBN ARC ET MR RA , 558 ARC P AXEHEBET S
12 89 KB =Bl

ARC A A [X B 3) H B 1Y SR g 7 R
XEFRBER : =

I R A LAEA Amazon JSON REERIEEW AR BRMT L, HFRY , BN EETT AR TR
1THRE  UREMALAFHTNIT.

Resource JSON R TR EEMHNAREN — NI Z AR, FAZRESRE , BFEHAHE Amazon
BRBM (ARN) BERR. WTFAXEFERERENRNIEE , BEABES ) BREBANATHER
Ro

"Resource": "*"

EERRRRERETSIR ARNs , URERMERAEH R RN ARN EENRE , H55H (BRSERS
Z) PHUATERE :

« Amazon Route 53 AJ i X # B E L HiR/E

EEENEXRHBESEANRENER , 2R (REENSE) FHLUTER :
« Amazon Route 53 AT I X# B E &4

EEREATIRAXAFIHEBMN ARC ETHHMNRKHNRA , 528 ARC P AXEHEBET S
12 89 R B =Bl

ARC A AIX BB BB AV RIS SR H 68
XBBETRSHRBERMGARE : B

B R W LAEA Amazon JSON REERIEEERNIARMT L, BRRY , WA EMAAT BN LATIRR
1THRE , UREMALAFHTHIT,

Condition TRIEBEBVMNRIBEELHIRERIT. BUUCIRFERAZEZER (Flw , ETH)D
T ) WEHRENX , UERRPNZGEERPHVEMELTE, EEEME Amazon £BEHE , 55
1AM AP 188 H I Amazon £ F%4 £ T %4,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53applicationrecoverycontroller-zonalshift-actions-as-permissions
https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53applicationrecoverycontroller-zonalshift-policy-keys
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER
EEFTAKEIHBN ARC REENIIR , E2H (RFBENSE) DU TER !

« Amazon Route 53 7] i X #E BRI & 4

EEFVSRMHEESEANRENGR , B0 (RSBENSE) PHUTER :

« Amazon Route 53 Al i X &% E LV IR/E

EEREATIRAXAEIHEBN ARC ETHHHRKHRA , 558 ARC P AXEHEBET S
12 89 KB =Bl

ARC m#y i R#2415I%R (ACLs)
¥ ACLs : &

REFIFIR (ACLs) 2HBLERFEA (KFKE, AFRA. ) BNBRER, ACLs SETHIRM
REERL , REECMTEEA JSON RME K,

AT ARC WETEMR B EMNEREZES ( ABAC)
X ABAC ( REEFPHARE ) : 8RO

ETEMMIGRMNRIES] (ABAC ) R—HMERER  ZERETHRIGINBEMEREUNER, E1TL
FFRZ M INE] IAM SE4KF] Amazon BIR , ABi%1T ABAC REELUAFEZREANRESHR LIRS
T i Bt 3 T HRAE

BEETHREEGHERE , BEFEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name =
aws:TagKeys U BERBANFZH TEZHREFRZEE.

MRENBREN TEMBERREBSMAX=1FMER , IXTZRS  ZEAR. NREMRSN
NTED RFRBEIIGAAAEX=AZERE , NZENEFS

BEXABACHEZEE , 2R (IAM AFERE) REH ABAC BINE YR, EEFIZE ABAC
SHRNHE , B3R (AM BFER) PNEAETEMNIHRIMNRIZES] (ABAC) .

ARC FATRX B B E S LTI ABAC #8502 :

« XFEARC HEMNERTITAREBNIEERR , TAXBIRBIIF ABAC, AXMERNEY
EBRNNARFASISEREER TN ABAC WEZER , F20 (ELB AAFEm) HHY ELB 1Y
ABAC,
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https://docs.amazonaws.cn//service-authorization/latest/reference/list_amazonroute53applicationrecoverycontroller-zonalshift.html#amazonroute53applicationrecoverycontroller-zonalshift-policy-keys
https://docs.amazonaws.cn//service-authorization/latest/reference/list_amazonroute53applicationrecoverycontroller-zonalshift.html#amazonroute53applicationrecoverycontroller-zonalshift-actions-as-permissions
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-tags

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

X4 ARC fi£ A Il B $ZALE

XEIGEHEAE - B

IS BHIE BRI Amazon BENEHIFRINE , A ERESEAKESSARTRACKBEIRIEN,
Amazon BWEBHSERIGHHES K MARERAKBIHRZEH, BXEZER , 558 (AM AFiE
M) F1 IAM FW IR Z 2 EUEMAER IAM B, Amazon Web Services RS

ARC By 5 i 55 = 41X R
XEFRRBFEKE (FAS) - &

HEMER IAM K ( APSAR ) EPINITRIER Amazon , EEUNEREA. REEEEEFN
Ro ERARLRSHE , BURSWMIT—MRE , LKEFRABRETRRS TR S —MRE, EXHER
T, BUAEBRITEANMRENNR,

ELERE M RERETERBPNEMEXEE , F2H (RSENSE) FHUTER .

« Amazon Route 53 AT X ##%

ARC RS AE
XERSAE B

REAGEH—TRSZIEE. RREHITEED IAM £, IAM EEB R ATLE IAM B2, SSF
BREERSAR. BXEZER , BHZH (IAM AF1ER) FHAI2E [ Amazon Web Services IR 55 Z kI
R AR,

ARC MRS HEXAE
XERSKREAE : 2

RESHEXAERRE —TSRSHERXEEN Amazon Web Services REBRES AR, RESAURARRERNIT
BRENAE., BRESEXAELEIELEN D Amazon Web Services K , FBAREAAE. IAM EER
A EEEBRERERSBEABHNER,

BXORREE ARC BSHXACNIMES  BSEX ARC FHTAK A EEEARSEXS
&,

BXREUBRFEERSHERAGHEAGE , FSHEEES IAM EEEHABAmazon B, ERPE
RIBRSHEXACRIFTEE Yes IR, ERREEIETZRSHRSHEX BB,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn//service-authorization/latest/reference/list_amazonroute53applicationrecoverycontroller-zonalshift.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

ARC R AXBFHBET 508 R R4

RABRT , ARFMASREERENR ARC RINR. ERTFAFLNAERFERITREAN
BR , IAM B R A LA IAM KR

BT RNMAERXL RG] JSON REXHEGIEZET IAM HHNEE , 56 (IAM AFERE) P8l
2 IAM KB (258 ) .

BX ARC EXMBRENGZRELE (BRERSHMBREENER ) WFHAEFEE , 525 ( ARNs RFEN
2#) B Amazon Application Recovery Controller (ARC) BI24E. BRFMZHZ4A

e

- RESEXR

- =l ATAK B EBESA T RRR
« &%l : ARC API #24E

R RIEREK

ETEMNEBBEEMNAZRSTLCIE, HRIIMEREKF HH ARC BIR, XLIRETESH
Amazon Web Services I F=4E KA, SIEHARERET SRR |, HEREUTIERMEI

- FaEA Amazon RERBHERRAKENRNE — EFBEAFMIEARKR TR , EEART
ZENAFIRFNRAAMazon EEXKE, SIERAMAFR A Amazon Web Services K. &
MNBWEBTE LN EHN G Amazon EFRFRERBEXFE —TRDNR. BEXEZER , FS
7 <IAM AF8r) E Amazon FEE R K TEELEER Amazon EE XK.

- NMARENR : EEH IAM REERENRE | BEBEFRITESFENNR, Atk , BALUE XL
ERERGTUIUNBERFRRITHERE , B NRENRIFTT, EXER IAM MANRHNESE
B, BZHRE (IAM AFErE) R IAM F YR B FNIER

« fEF IAM SREE BSR4 B — S PR FI T R AXBR ;48 0] LA [6) 3R BE 7S N S 4 SR BR I X R AE R BRI 7 )
flan | B LUREREZ U REESNER SSL KEMEIER, MRRFRERELEE Amazon
Web Services BRSSHY ( fla0 ) SERRY , M tb AT AR Sk 32 F X BR 518 4E R 15 B X BR Amazon
CloudFormation, BXEZEE |, i55HE (IAM AF#ERE) 1 IAM JSON KB TE : &4,

£/ IAM Access Analyzer B iEER IAM Kl , UBRN R L2 MEMIIEEH : IAM Access
Analyzer 2BIFFH RN B RE , UBRKEHS IAM KEIES (JSON ) M IAM HR{ESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHER L BEEMEN
K, BXREZELE , BH2H (IAM AFER) FREA IAM Access Analyzer KiiE KB,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-policy-validation.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

« EEZESHRIE (MFA)-TIR Amazon Web Services Il EHNIZSEE IAM APSEBAF | 5
A MFALREZREM. BEERAA AP BENFEE MFA , B MFA KA FMEIBHER S, Bx
BZER , B5H (IAM BFiEr) M EH MFA &RF APIIEIAl,

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R HEXE,

Ml ATRAX B EBERE AT RNR

Ei5| Amazon MARFIREZEFIES (ARC ) #4148 , B4MEE —HRENNR, XERPRAA R
T HNEEEXEN ARC BENFHEE Amazon Web Services K7, MR AIEH KENRE
PREAEERNETHONERR  NTHMNT ZRBENZE (AFRAER ) , BHARLTLEETMBEE

E1To

5t F{X A Amazon CLI 2 Amazon API WA , B LENHIZREREIZFANER. R , RAFIA
B 5 H 2R TR API 32 4EHE PTE A9 IR 4E,

ERTRERS , AFL4A8REES ARC #FRTAX B RBXENBRSEXAE, ETHRESE
B, BZANARC P AX B BBEABRSHXAE.

EqfAFrREETEARXE B BT 2 RNR Amazon Web Services B2 §|& |, BRI AP M
IR T AERIREE -

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arc-zonal-shift:ListManagedResouxrces",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift",
"arc-zonal-shift:CreatePracticeRunConfiguration”,
"arc-zonal-shift:DeletePracticeRunConfiguration”,
"arc-zonal-shift:ListAutoshifts",
"arc-zonal-shift:UpdatePracticeRunConfiguration”,
"arc-zonal-shift:UpdateZonalAutoshiftConfiguration"
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "ec2:DescribeAvailabilityZones",
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "cloudwatch:DescribeAlarms",
"Resource": "*"
}

Rl : ARC API #4E

BT LAGE A SRR SRI R A P Al LUEF X5 B 30 Y0¥ ARC API IRERELE X Bzt , AR ERE
FNABRFERREMNTARKX Amazon B EETIRR BTN AZs AKX |, M\ B4 & E4 2Rk
EMWIEFEl, Amazon Web Services X EREIX LR |, B MERFEEMF R AP RERX RIAY
KBS, WITRATR,

ERTRERS , AF4MERE ARC XERHBRSHEXARHNR, T REKKEF IS 0ZRSHE
XABHENNR, ETHREZEFEER , F2HXY ARC P AAX B #BEARSHEISE,

EMEA AP BERITHIAXB®E |, BHRAFK MO TRE

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"arc-zonal-shift:ListManagedResouxrces",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
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"arc-zonal-shift:CancelZonalShift",
"arc-zonal-shift:CreatePracticeRunConfiguration”,
"arc-zonal-shift:DeletePracticeRunConfiguration”,
"arc-zonal-shift:ListAutoshifts",
"arc-zonal-shift:UpdatePracticeRunConfiguration”,
"arc-zonal-shift:UpdateZonalAutoshiftConfiguration"

1,

"Resource": "*"

},
{
"Effect" : "Allow",
"Action" : [
"cloudwatch:DescribeAlarms",
"health:DescribeEvents"
1,
"Resource" : "*"
},
{

"Effect" : "Allow",

"Action" : [
"arc-zonal-shift:CancelZonalShift",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift"

1,

"Resource" : "*"

}

X ARC RV AT X BZ % BERRSHEXAE

Amazon N AEFIRE B FIES P X5 B 31 Y1# 6 A Amazon Identity and Access Management (IAM)
REHExAR, BEHAXAGE—MINEREN IAM A® | ©5—RRSE ( EAHHH ARC ) EiEE
Ko REMXABH ARC MEN , BRZEBEFETRHEENRREBAEM Amazon RSFIENAE
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ARC #/E. API 8 Amazon CLI , REXEf]. API BETKB TG A , AteiIEE# M,

i |, BEA A X2 E#TREER | SIIM us-west-1 kR EBE| us-east-1 , AJLAFEA update-
routing-control-state APl BEN us-west-1 BRI Off , I us-east-1 BPIRDI’ R
On.

EOEREEHAGNRENARFNAMER 28 , FRARSNAZFBREANSNTAXEIE , UE
BA UMM EIERRBEREE P EIR,. ETHRESEEATREEFNAREFNOIEREIHK | &
%%rﬁ'—.l—lt_:ﬁ_o

RE RPN HEF

NTRBETHEBAEFNTHERE | BIMERT -8R TicTacToe W RHINARERF. ZREI6EH
Amazon CloudFormation iR &L RE , HEH T FEHH Amazon CloudFormation #AR1EE LB
CHRIRR M EFMEHA ARC,

HERGINARERFG , BUAEAXERRGIE ARC A4 , ARRENAE AR BEEREERDZ
RRARFHRE, S UREBCHNAZSRNNAREFFRERIRE,

EFF A R FAREFEF Amazon CloudFormation 14k |, 55 ARC GitHub FE#ES M Bl X4
W BR, BT LU [R5 Amazon CloudFormation B F 38R F B Amazon CloudFormation BE23k 7 #8485
*{E A Amazon CloudFormation iR EZE L,

FRER S XA E o


https://github.com/aws-samples/r53-arc-iad
https://docs.amazonaws.cn/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
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ARC A% R FIRY R E X
BYRALTRESRR , 7 ARC FHBERHBTRENABHBLEE,
)

- BRENWE, FAFGEN Amazon FifZ 2 HBA A5 A

« NHMEEBT SR DNS BRI FEREN TTL &

- REIZFFIRSENESRISEENE

s AEHENXREHLKLIFET SHBBARERMNPLZRERD ARNs

o BENLER —NRIRT SORE BN BEHRS

- FAREAENEETE AP RIEAEFMRARERS , ITRFERAEHA

WREIWE, EAFH KN Amazon FiEZ 2 BIBL A
EXRENRE (DR) 7 =H , BIEA —HE LB ERTFE Amazon MPATIREES | FREKH

HEERK, T DRESEE AM KRFEIE , ANFIELZ2HRFER LY ERRBEIEURE
Ed , SEEFENETIER. HEE)IAM , BAUEREEZLIES |, flaisEZHM Amazon &
BRI FAXPR. XTIk DR ES , BANBWEHKSEEM Amazon £ REFE Amazon BREHITEHRE T
LI

EHFERAIREEFHBUEREMNR API £ ARC FRITAMERBES |, B LU ARC IAM KEEH N &8
AF. ETHREZEER , 85 HAmazon NRAEFIEEEFEE (ARC) ET BHREETRH,

NHEEBD I KA DNS IEFERRER TTL E

NTHERMEBIF P AIEFEEERRN DNS Bk , AEHRZTSTRIRENICSE , FARERN
TTL ERSENME. EXMBERT , BEEEN TTLIRERN 60 B 120 ¥,

DNS TTL ( £f7rtH ) IRESEHUF DNS i —RIEREFS KN EEHFERFICH, %
TTL B , ERERMAI G NERED 2 BB TRE, MRICFKHN TTL RE , DNS #FER
MBI ICFAER , BN TILEE T ENLNEMBE TR,

BEXxEZEER |, 55 Amazon Route 53 DNS S{ESEE AR DNS idFi&R TTL E,

BR 1% 7= Uit 5 SR B9 Ui R AR S HE Y B ]

W AR IR IR S — DR B3R &4 #: Amazon Web Services X8 2% —/Net , Amazon M AR
FIREEFIZE (ARC) AXRBINARFRENLEI R DNS &, LEMSSHMEMEZERT
SEMNNE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/console_account-alias.html
https://www.amazonaws.cn/single-sign-on/
https://docs.amazonaws.cn/Route53/latest/DeveloperGuide/best-practices-dns.html
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BR , EREHTEENETFRAIRSMENZIFMHVERHER , BEREFRENERE, HIHE
RRERE | BUEREEF i EEN R LRFEZNEE,

MREANRNARFABEESE , WA LER keepalive ETUKRE BEEVIFENE, BXE
ZER B (NABRFARSEERAFER) P/ HTTP B/ infRIGEEFEAE,

RINMERT , NABRFAFHSESRET HTTP B mRSEZM IS EERER 3600 # (B 1 /b
i) . BIUEREZE , FESKARFNIRER B BFRRIEFE—3, fl0 300 ¥, FEEBEHTTP E
FImRSEZNISEMN AR , BERLEEENEMENERE (X UELFMER ) FMERibFrr
BREFHNZEMPTAREXEEEZBE - MNMTHE.

NEN AN XEER LT QM B E AP LEHERTE ARNs

BT ARC REEHFEANAHBEAREERZEF  REREINATEL RSN BN
h, EREMESEHE AU EHREE AP BE , AERAEEEMETSENIEEDRER
FH ARC API #84E., &0 LAE A DescribeClusterAP| #&4E5) H ARC EENKRIHT =,

BEALIE R — DA IR T ORER SR B B 2RSS

BREZEFHEHENMNXERS]  BREXEVEN GRRESTAY. EXNEAZTEYM , EEN

REEREWHEE  TURBEFEEAMBENMNER. BXE Amazon SDK A3 RAIENE

B, 2RHASHARET RIRE , BSANAERFIRE 2 H KSR 4] Amazon SDKs,
ERRE AT EAVBIEFE API KA HMEREHZERES , MAREH RS A

£/ ARC BEF M API , EEListRoutingControlsiRER IR FIFIRA | HEHEHZFRS
DEEMRE , LAMEEUpdateRoutingControlState @ fEF # 1T ER R, B AL Amazon CLI
( I LERBIFT R ) ERAEH —MNRER KIS Amazon SDKs, ARC HIEEMRTHY APl AT LARE
AT REFHTAREE . BMNBWERA AP, AR Amazon Web Services BEE R &
ok ER R HRAS

EED ARC WXEERRR 2 — , AERABEER APl, MRFEIFTA , FRHEER S -1
SRR Ko

MREZ2HANELEBZERSER , WAIRSEIT ZANRTERANRERTRRER, BXE
ZER FEH BEREANUEHRERRE.
£/ ARC A KM

£/ ARC BRHRIZFIEHIN A R MER , MENETNAEFHERABREB I HBNARF#X. 5
HEERENIE ARC S SRR IEBRRRERST -3, F B —BMEFAHET,. ERMEZEN
EHIMRIREY ARC 2 B#TIZNR , AFEERRTNIR , MEEREREZ R ER T RUE
BIMR | XEREEIRIER 3 FS1THBI RS LR % M P 541,
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https://docs.amazonaws.cn/elasticloadbalancing/latest/application/application-load-balancers.html#http-client-keep-alive-duration
https://docs.amazonaws.cn/recovery-cluster/latest/api/cluster-clusterarn.html
https://docs.amazonaws.cn/routing-control/latest/APIReference/API_ListRoutingControls.html
https://docs.amazonaws.cn/routing-control/latest/APIReference/API_UpdateRoutingControlState.html
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B E2E AP

ATRENRFIIE T EATLA T Amazon NAEFIREZESIZR ( ARC ) FixiE M E B B 2 H i
AP RAELUR MR 5 SR RY 8 42

BXRWMMATE Amazon Command Line Interface F#HITE LIk E 2 &I E AP| IRENRE |, FSH £H
ARC BEHIZF| AP #4EH =] Amazon CLlI,

TRIET ATATRAZFIEEN ARC AP 2 1ELUR X R 885,

Action £/ ARC Z&l& £/ ARC API

Bl BES £ ARC HAIZEEHE  iESH CreateCluster
HIE

MR g B BSH £ ARC HEIEZRME S F DescribeCluster
FIEH -

I BR &R BE BSH £ ARC HElEEHIE  ESH DeleteCluster
FIEH

Bl ik Ry SR B BSH £ ARC HoIERHEE  H3 M ListClusters
FIEH

B2 % R Hl BSH £ ARC hR|ERMIE 535 CreateRoutingControl
HIEH

iR B B2 £ ARC H8l2KHAE  #H23H DescribeRoutingCon
HIEH trol

BT RS BSH £ ARC HOIEREE  iHZS5 UpdateRoutingControl
HIEH

il B B E 422 B2 R £ ARC hRIEKMIE 2 5 DeleteRoutingControl
HIEH

5l i B% B 2 ESH £ ARC REIEKMHIE S8 ListRoutingControls
HIE
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https://docs.amazonaws.cn/recovery-cluster/latest/api/cluster.html
https://docs.amazonaws.cn/recovery-cluster/latest/api/cluster-clusterarn.html
https://docs.amazonaws.cn/recovery-cluster/latest/api/cluster-clusterarn.html
https://docs.amazonaws.cn/recovery-cluster/latest/api/cluster.html
https://docs.amazonaws.cn/recovery-cluster/latest/api/routingcontrol.html
https://docs.amazonaws.cn/recovery-cluster/latest/api/routingcontrol-routingcontrolarn.html
https://docs.amazonaws.cn/recovery-cluster/latest/api/routingcontrol-routingcontrolarn.html
https://docs.amazonaws.cn/recovery-cluster/latest/api/routingcontrol.html
https://docs.amazonaws.cn/recovery-cluster/latest/api/routingcontrol-routingcontrolarn.html
https://docs.amazonaws.cn/recovery-cluster/latest/api/controlpanel-controlpanelarn-routingcontrols.html
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FRARER

Action

B2 2 H E R

R 12 | E AR

SRR HIE AR

P B 222 6 TET Al

BI| i 422 Il TET Al

SIEZ SN

i prikerge

EHEEAN

il BR =2 = AN

g

5| < BXH Route 53 IZ1TIRR

rE

NHERATFHEHRZA Amazon
RAM %R K BE

£/ ARC #2#|&

S £ ARC o2 iRHiE
HILE 4

HZH £ ARC O AR
FAH o

FZH £ ARC o2 Xz
FAH o

FZH £ ARC o2 X iz
FEH o

W5 H £ ARC FelEgHin
B

FS0 NRmEHeIRZSM

.

LE DR E L ey

.

BHHE NBEREItRE S

.

FS0 NERAEGHeIRZEM

.

WS HBALHRE A

.,

H2 8 £ ARC H IR A%
HESITRIRE .

HZ0 ARC P EEAEIK
P 3%,

/8 ARC API

i{H2ZH CreateControlPanel

152 DescribeControlPanel

&2 @ UpdateControlPanel

52 DeleteControlPanel

H2 7 ListControlPanels

&2 CreateSafetyRule

%2 # DescribeSafetyRule

&2 UpdateSafetyRule

&2 # DeleteSafetyRule

B2 ListSafetyRules

I, ListAssociatedRoute53
HealthChecks

&2 GetResourcePolicy
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https://docs.amazonaws.cn/recovery-cluster/latest/api/controlpanel.html
https://docs.amazonaws.cn/recovery-cluster/latest/api/controlpanel-controlpanelarn.html
https://docs.amazonaws.cn/recovery-cluster/latest/api/controlpanel.html
https://docs.amazonaws.cn/recovery-cluster/latest/api/controlpanel-controlpanelarn.html
https://docs.amazonaws.cn/recovery-cluster/latest/api/controlpanels.html
https://docs.amazonaws.cn/recovery-cluster/latest/api/safetyrule.html
https://docs.amazonaws.cn/recovery-cluster/latest/api/safetyrule-safetyrulearn.html
https://docs.amazonaws.cn/recovery-cluster/latest/api/safetyrule.html
https://docs.amazonaws.cn/recovery-cluster/latest/api/safetyrule-safetyrulearn.html
https://docs.amazonaws.cn/recovery-cluster/latest/api/controlpanel-controlpanelarn-safetyrules.html
https://docs.amazonaws.cn/recovery-cluster/latest/api/routingcontrol-routingcontrolarn-associatedroute53healthchecks.html
https://docs.amazonaws.cn/recovery-cluster/latest/api/routingcontrol-routingcontrolarn-associatedroute53healthchecks.html
https://docs.amazonaws.cn/recovery-cluster/latest/api/resourcepolicy-resourcearn.html
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FRARER

TRIM T ITATERHZFHBBEARFEEREBRAEBHNENL ARC APl R4E |, URMEX XV

%,

Action

FREVB% F 2 RS

51| HH % ER 122 1
SR ER IR BIRES

ER SR AR

5/ ARC 244
BSH REMEHRTHRHE

&R A Amazon Web Services

/8 ARC API

2 H GetRoutingControlS
tate

EEEFE,

TEM
FHS0Y FREUHSE R A HY R Fh 42

&R A Amazon Web Services

#2# ListRoutingControls.

28 UpdateRoutingContr
olState

EEEF A,

FHS00 FREUH SR A Y 3R Fh 42

&R A Amazon Web Services

2 UpdateRoutingContr
olStates

EEEF A,

kRS 5 Amazon SDK Bt&EH
Amazon BMF X EH (SDKs) TATHEZRITWREREES. SINREFAITESTEHER API, KRBT

BIFIHY , EFRA

SDK 3 #4

Amazon CLI

[=RAS
D1Be

Amazon SDK for Java

Amazon SDK for JavaScript

Amazon SDK for .NET

EATF PHP #9 Amazon SDK

Amazon Tools for PowerShell

BEBRNMIUEBRESHWENARR,

& FF Python (Boto3) B9 Amazon SDK
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https://docs.amazonaws.cn/routing-control/latest/APIReference/API_GetRoutingControlState.html
https://docs.amazonaws.cn/routing-control/latest/APIReference/API_GetRoutingControlState.html
https://docs.amazonaws.cn/routing-control/latest/APIReference/API_ListRoutingControls.html
https://docs.amazonaws.cn/routing-control/latest/APIReference/API_UpdateRoutingControlState.html
https://docs.amazonaws.cn/routing-control/latest/APIReference/API_UpdateRoutingControlState.html
https://docs.amazonaws.cn/routing-control/latest/APIReference/API_UpdateRoutingControlStates.html
https://docs.amazonaws.cn/routing-control/latest/APIReference/API_UpdateRoutingControlStates.html
https://docs.amazonaws.cn/cli
https://docs.amazonaws.cn/sdk-for-java
https://docs.amazonaws.cn/sdk-for-javascript
https://docs.amazonaws.cn/sdk-for-net
https://docs.amazonaws.cn/sdk-for-php
https://docs.amazonaws.cn/powershell
https://docs.amazonaws.cn/pythonsdk
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SDK 3 #4

Amazon SDK for Ruby

EHT SAP ABAP # Amazon SDK

BXBFETHRSH RGBSR AREFRE 26850 8 R4 Amazon SDKs,

FH ARC B4 API B4/ =6 Amazon CLI

AUNAEARBRAOEHLENARG , EHAER APl 4 Amazon Command Line Interface &
Amazon M AREFIREEFIES (ARC) A ERIEHITHEEESER. XL R EEHBBEERT FEuMm
5/ CLI 1 1TREHREH,

f&Bh Amazon Application Recovery Controller (ARC) ARG 32 & | & A LAfEIR L Amazon Web
Services Xif A ATAXBHAZEITHARNAZFEIRSE T ZRMRRERELRRE,

ERILOR BRI H BB SR TTARNAS  XEALMRSER. ARC EHE—A2KBENEX
HinR. ERRER[ESRT —IMSETAN AP, TRATRENKREHZHERES. AXREHEFIIEA
HHNESER , FSRABEEZEFEN .

@ Note

ARC R—IM2 KRS , X FZ 4 Amazon Web Services KiBiFHIRR. B2 , B4
FERES ARC CLI S HIEEEEHI (BBXM ) XiF ( BIEESH --region us-
west-2 ). Hlan , FERIBREL, EHERMEFNER region S8,

BIEERHNY , ARC 2N ERE-—HXEFEIHER. ERMIEMEHZGFRS | BLRE CLI 55
FIEEXEHLRT R ( Amazon Web Services Xig ML iwT = URL )

BEXFEANEZEE Amazon CLI , 3 { Amazon CLI #55#E) . BxKhiE4l APl E/EMN5
R, BESE BAES AP RER B APl BE,

BTN GEERTT G |, ERARBEESRIBEERUEBIENAN,
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https://docs.amazonaws.cn/sdk-for-ruby
https://docs.amazonaws.cn/sdk-for-sapabap
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REHRZRFIA S

F—IROUBER. ARCEBEHRANMRRAKN—NME , 73T HANFEH Amazon Web
Services X5l ARC EAtigfE XX Lim QPR TIE , MMRIER M EBIREN S A A EMIRF —2
28

1. BIEREH

1a. BIZREE, network-type AIEH , ATLLE IPV4 3 DUALSTACK, BRIAER IPV4,

aws route53-recovery-control-config create-cluster --cluster-name test --network-type
DUALSTACK

"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",
"Status": "PENDING",
"Owner": "123456789123",
"NetworkType": "DUALSTACK"

BERBIER ARC BIRAE , EEHESEFE RSN PENDING, ZRuJLUEBNEA describe-
cluster EEHHE,

1b. #REEE

aws route53-recovery-control-config --region us-west-2 \
describe-cluster --cluster-arn arn:aws:route53-recovery-
control::111122223333:cluster/5678abcd-abcd-5678-abcd-5678abcdefgh

"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",
"Status": "DEPLOYED",
"Owner": "123456789123",
"NetworkType": "DUALSTACK"
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LIRS NDEPLOYED’RY |, 88 ARC EXMCIEER K HHhas—4duS5E&RENKR. BLEY
VA list-clusters SIHFAEEE,

1c. Sl H B &R,

aws routeb53-recovery-control-config --region us-west-2 list-clusters

"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",
"Status": "DEPLOYED",
"Owner": "123456789123",
"NetworkType": "DUALSTACK"

1d. EFERNMKER, £IMA IPV4L = DUALSTACK,

aws routeb53-recovery-control-config update-cluster \

--cluster-arn arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234 \
--network-type DUALSTACK

"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",
"Status": "PENDING",
"Owner": "123456789123",
"NetworkType": "DUALSTACK"

2. B2 H ER

PHERERATEE ARC BHIEFINZIESHE, HEQEEHN , ARC 2B RNEREHE—IER
DefaultControlPanel WVIEHIE R, &R LA BN ME R iZ 32 E AR

—MNEHERREFEET MR, NREFEFHERER S —NEE , WATCHERBR  REES

“AEHTUETE, BULUESEA list-control-panels EFKF RN EEHIER. ENEF
BEEBRPWESIEAR , FHM --cluster-arn &,
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2a. B R HE AR

aws route53-recovery-control-config --region us-west-2 \
list-control-panels --cluster-arn arn:aws:route53-recovery-
control::111122223333:cluster/eba23304-1a51-4674-ae32-b4cf06070bdd

{
"ControlPanels": [
{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/1234567dddddd1234567dddddd1234567",
"ClusterArn": "arn:aws:route53-recovery-

control::111122223333:cluster/5678abcd-abcd-5678-abcd-5678abcdefgh",
"DefaultControlPanel": true,
"Name": "DefaultControlPanel",
"RoutingControlCount": O,
"Status": "DEPLOYED"

AT Lk R BT P create-control-panel B2 B SR 4IEAR.

2b. B2 H E R,

aws routeb53-recovery-control-config --region us-west-2 create-control-panel \
--control-panel-name NewControlPanel2 \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh

"ControlPanel": {

"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

"ClusterArn": "arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh",

"DefaultControlPanel": false,

"Name": "NewControlPanel2",

"RoutingControlCount": O,

"Status": "PENDING"
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}

BHR6lZE ARC BRE , EEMETEFIRA N PENDING, ZaLAUBE A describe-control-
panel EF#H E,

2c. R H E AR

aws routeb53-recovery-control-config --region us-west-2 describe-control-panel \
--control-panel-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb?0123456bbbbbb0123456

"ControlPanel": {

"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

"ClusterArn": "arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh",

"DefaultControlPanel": true,

"Name": "DefaultControlPanel",

"RoutingControlCount": 0,

"Status": "DEPLOYED"

3. B ER 2 &

NELDREEFRHEFEFER , BETUTTHRLERBES, IERAEN , BURAEDIEER
HIZHEIFTEEEH Amazon BIRBZF (ARN), Bt Al LR HEH B EEFHERN ARN, BEFEER
ERFIERAENER,

MRERIEEERFER , BREGRINE 830129125 EMR DefaultControlPanel,
B3 A create-routing-control Bl HIEH,
3a. BB,

aws routeb3-recovery-control-config --region us-west-2 create-routing-control \
--routing-control-name NewRcl \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh
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"RoutingControl": {

"ControlPanelArn": " arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

"Name": "NewRcl",

"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",
"Status": "PENDING"

BREH e EEX SHM ARC RIRMEE , B ETLUET R #HREERRERCINREE,

3b. HiR B EH 12 H,

aws route53-recovery-control-config --region us-west-2 describe-routing-control \

--routing-control-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567

{
"RoutingControl": {
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "NewRcl",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",
"Status": "DEPLOYED"

B LB A list-routing-controls 5l G EAR PR BEG . ZHIER ARN JAEI

3c. Flh g H,

aws routeb53-recovery-control-config --region us-west-2 list-routing-controls \
--control-panel-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb?0123456bbbbbb0123456

o
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"RoutingControls": [
{

"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

"Name": "Rcl",

"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",

"Status": "DEPLOYED"

1,
{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "Rc2",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
hijklmnop987654321",
"Status": "DEPLOYED"

EEMABRBZEFRSHUT RS , BIMBRERARTHIIHAMW N ERBEES (Rt MRc2) o AR
Pl B BEHEFHARBZTNARFN - TAKX,

4. plREZ MM

B ER SN EEEGN |, BARSREESANEACIN R —LRERE , LBZEBTIN/G
R, flmXAWABHEZFHAELAAERE. EEUXEREERE  FZOERBHEFHRZEAN,

ZEMMNEFFPRE  WSANMTEAN, MFTHEARRZEANNEE  FSANBHZHE CER
2R .

L}{Tﬂﬂﬁﬁ%{ﬁTﬁUEI&‘ﬁ%ﬂ)ﬂUE’\Ja‘_\{ﬂ ZANTRREFASEREZEDFRNEHRESZ —RER
On., EGIEMN , EZ{THEH assertion-rule M create-safety-rule,

BXEEHN API BENFHER |, 3 AssertionRuleAmazon BT F IR S 12 4125 49 3% #5241
APl 2 £358,

4a. SIS AN,

aws routeb53-recovery-control-config --region us-west-2 create-safety-rule \
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https://docs.amazonaws.cn/recovery-cluster/latest/api/safetyrule.html#safetyrule-model-assertionrule
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--assertion-rule '{"Name": "TestAssertionRule",
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx",
"WaitPeriodMs": 5000,
"AssertedControls":
["arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/defl123defl23def"
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/ghi456ghi456ghi"],
"RuleConfig": {"Threshold": 1, "Type": "ATLEAST", "Inverted": false}}'

"Rule": {
"ASSERTION": {
"Arn": "arn:aws:route53-recovery-control::888888888888:controlpanel/
zzz123yyy456xxx789zzz123yyy456xxx/safetyrule/333333444444",
"AssertedControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/defl23defl123def"
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol /ghi456ghi456ghi"],
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx",
"Name": "TestAssertionRule",
"RuleConfig": {
"Inverted": false,
"Threshold": 1,
"Type": "ATLEAST"
.
"Status": "PENDING",
"WaitPeriodMs": 5000

UTEARM T Q2R RE , ZAN RS ERP N —4HBRERESRY T ZBENTFE/R
PSR, XEEE A AR BT E AR RIS, fla , BT E#H T RBINERH . EARHI
o, MEBEFXREN GatingControls ZHUIEEMEBES , ZTEIEH IR HA BTG ES
TargetControls SEIEE,
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® Note

AR TEMAN 28, BAMEIRIIZAES (245 DNS MERBICFK ) MBAREHES
(FEEH DNS MEHEBIEE ).

EoEMN

3=k

|, HE1THEA gating-rule 3 create-safety-rule,

BRETSHN AP BENFHEE , S GatingRuleAmazon R AR F RS 2 HIZRH B RIS AP

SZEEE.

4b. BIET14EHM,

aws route53-recovery-control-config --region us-west-2 create-safety-rule \

control:

control:

--gating-rule '{"Name": "TestGatingRule",

"ControlPanelArn": "arn:aws:route53-recovery-

: 888888888888 :controlpanel/zzz123yyy456xxx789zzz123yyy456xxx",
"WaitPeriodMs": 5000,

"GatingControls": ["arn:aws:route53-recovery-

: 888888888888 :controlpanel/zzz123yyy456xxx789222z123yyy456xxx/routingcontrol/

defl23defl23def"]

control:

"TargetControls": ["arn:aws:route53-recovery-
: 888888888888 :controlpanel/zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/

ghi456ghi4s56ghi",

"arn:aws:route53-recovery-control: :888888888888:controlpanel/

zz7123yyy456xxx789222123yyy456xxx/routingcontrol,/1mn7891mn7891mn"],

"RuleConfig": {"Threshold": @, "Type": "OR", "Inverted": false}}'

"Rule": {

"GATING": {
"Arn": "arn:aws:route53-recovery-control::888888888888:controlpanel/

zzz123yyy456xxx789222123yyy456xxx/safetyrule/ 444444444 L4LL",

"GatingControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/

zzz123yyy456xxx789222123yyy456xxx/routingcontrol/defl123defl23def"

1,
"TargetControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/

zzz123yyy456xxx789222123yyy456xxx/routingcontrol/ghi456ghi456ghi”

"arn:aws:route53-recovery-control: :888888888888:controlpanel/

zzz123yyy456xxx789222123yyy456xxx/routingcontrol/1mn7891mn7891mn"
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1,
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx",
"Name": "TestGatingRule",
"RuleConfig": {
"Inverted": false,
"Threshold": 0,
"Type": "OR"

I
"Status": "PENDING",
"WaitPeriodMs": 5000

EHMEBEFHRE &  SUUEReANEEIREEREHE,. FIHIMEREANT,

BE—NEZANLZL2HNGE , BUUSEEERRE , LHEERRREBHEFHRS., WREN set-
routing-control-state BEBER TEGIENAN , BFHRBXUTFHRE

Cannot modify control state for [0123456bbbbbbb0123456bbbbbb01234560123
abcdefgl234567] due to failed rule evaluation
0123456bbbbbbb0123456bbbbbb0123456333333444444

E— MR REHER ARN S HES ARN fEEE, E-MrRFRZGER ARN 522N
ARN HYEHE,

5. Q|BETRARE

EFARBEHNFRERITRARER |, BT LIE Amazon Route 53 FEIBZETHRAKE | TR
MREESEE DNS iBFRRBEKER, HTHREFHTARER , ARC BEHEEHSNESTRIRERE
KW , X#¥ Route 53 MAEHMBHRE. (BTRIREFRSENNARFNETRR ; ERE2
EEFRBERENSZE. )

Bl , RREEFRNEAE (KEHATAKX ) . BAUF— M EARBEENNARFNEETK , &5
—MEENHBI R T , LHITREER,

ENKVEBREZITRARE , B BITUTERAE , filfn

1. fEF ARC CLI AN TR AREH,
2. £ Route 53 CLI £ Route 53 A AT MNEHIZEF /2 ARC BT E,
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3. £/ Route 53 CLI % Route 53 I &IE M N KM HEE DNS i2% , FRETRAREESMIFKE
R,

5a. AN R TIECIZ B IEH],

aws routeb3-recovery-control-config --region us-west-2 create-routing-control \
--routing-control-name RoutingControlCelll \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh

aws routeb53-recovery-control-config --region us-west-2 create-routing-control \
--routing-control-name RoutingControlCell2 \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh

5b. AN EHEF GBS ITRIRE.

(® Note
£ Amazon Route 53 CLI €] ARC BTN E,

aws route53 create-health-check --caller-reference RoutingControlCelll \
--health-check-config \
Type=RECOVERY_CONTROL, RoutingControlArn=arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567

"Location": "https://route53.amazonaws.com/2015-01-01/healthcheck/11111aaaa-bbbb-
cccc-dddd-ffffff22222",
"HealthCheck": {
"TAM: TXXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX",
"CallerReference": "RoutingControlCelll",
"HealthCheckConfig": {
"Type": "RECOVERY_CONTROL",
"Inverted": false,
"Disabled": false,
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"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567"

},
"HealthCheckVersion": 1

aws route53 create-health-check --caller-reference RoutingControlCell2 \
--health-check-config \
Type=RECOVERY_CONTROL , RoutingControlArn=arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567

"Location": "https://route53.amazonaws.com/2015-01-01/healthcheck/11111aaaa-bbbb-
cccc-dddd-ffffff22222",
"HealthCheck": {
"TAM: TXXXXXX=XXXX=XXXX =XXXX=XXXXXXXXXXXX",
"CallerReference": "RoutingControlCell2",
"HealthCheckConfig": {
"Type": "RECOVERY_CONTROL",
"Inverted": false,
"Disabled": false,

"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567"

},
"HealthCheckVersion": 1

5c. RIEM N RMER DNS iB% , ARETRAREESMEEKREKEK,

£ Route 53 CLI £ Route 53 A& LK% DNS id%. ESIRIER , i5EEB (Amazon Route 53
Amazon CLI @85 8#£) siZchange-resource-record-sets@n S HIH B ITIRE, BIEHTF , BESD
B JTHEHY DNS ELLK Route 53 RizfTIRR R EBIZEM MR HealthCheckID & (ESHE 6b ) -

MNFEHTHE
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"Name": "myapp.yourdomain.com",
"Type": "CNAME",
"SetIdentifier": "primary",
"Failover": "PRIMARY",
"TTL": O,
"ResourceRecords": [
{
"Value": "celll.yourdomain.com"
}
1,
"HealthCheckId": "XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX"
}
XN TFHEBY T
{
"Name": "myapp.yourdomain.com",
"Type": "CNAME",
"SetIdentifier": "secondary",
"Failover": "SECONDARY",
"TTL": O,
"ResourceRecords": [
{
"Value": "cell2.yourdomain.com"
}
1,
"HealthCheckId": "yyyyyy-yyyy-yyyy-yyyy-yyyyyyyyyyyy"
}

NE, ENETETRAREBI B R UK |, ATLURERSR 4b FHY CLI RHI
RoutingControlCelll KRS EF N OFF , ¥ RoutingControlCell2 VRS EH 7 ONo

5 %) H BB # % B2 S FR A Amazon CLI

B2 Amazon MAEFIREEFIZR (ARC ) BR ( fl , £&. BHEFNEFER ) 5, BTUE
SHXE , UFIHMEMBHZFERS , MERTREEE.

NFECBABNER , ARC HaNERE—AERFKS , I Amazon Web Services XiFiH & —
Nk o Eﬂﬁﬁ%ﬁ&#%:ﬂﬁﬂ%ﬁ?’“%ﬂhmlﬁﬁﬁEJ?.E‘I , BABEEHR P —MXFLIFHT R ( Amazon
Web Services X3 &% = URL ) Off. OnI&AEA Amazon CLI, IREVSREH A B EIRASE
BRT KK IRT /5 , AT E KA RT K- -regionfWART R , AT RBIFTR.
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ISR BAE AR X E R R iR R EW&EE’J%\%‘E‘E%J@ XEmREEH , ERFEREINTRANERER. B
FXAEARIRF=HERH R [QNRBRE | FS0NAERIRE 2525 £ A %R Amazon SDKs

BXREANESER Amazon CLl, 2 ( Amazon CLI 8 5Z%E) . BXIRAEH AP REMTIR
UREOESEENEE  B5H E%EE?’“%J AP| #1E,

/A Important

REE A LLFE Amazon Route 53 12 &l & E BB EZEFIRES , BERMNBUEEA Amazon CLI
& Amazon SDK B HIZHIMRA ., ARC BEid ARC I HZHI HRIEmRIES W%‘H’Jﬁfﬁﬁ ,
DEFNBEHREMBE L TRANERB. BXFEA ARC #HITAMEBNESRIL , H2H ARC
F % IR Sl R IE SR

ﬁUEEﬁEE?’“%'JET RBREN 0ffe IEREREBFIXRHIZRHZEHNERRETK, BB
11T get-routlng-control-state i 5 36 UE B B 2 H AR A

ERENEREENXEMIESR , BiE1T describe-clusters @8 HELEE ClusterEndpoints, &
MNEBClusterEndpoint @FE —MXFAMEMH LR K, LA LUEA TARIREN #7312 61K

7. DescribeCluster@ —BUREZFIE & API #F, EIER ARC Xigi & & in S A it B AR IFE

PEH  REFERBIATERRLNELRBF,

1. I BE B4
ERLMER S E AR ARC BIREHE ARG SE B B B 125 M B B2 SRS,

1. FIHASEE S ERNEHES, MRTIEERSIEN , list-routing-controls KIREISEFHHH
FrEmmEEl,

aws route53-recovery-cluster list-routing-controls --control-panel-arn \
arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456 \
--region us-west-2 \
--endpoint-url https://host-dddddd.us-west-2.example.com/v1l

{
"RoutingControls": [{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"ControlPanelName": "ExampleControlPanel",
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"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",

"RoutingControlName": "RCOne",

"RoutingControlState": "On"

1,
{
"ControlPanelArn": "arn:aws:route53-recovery-
control::023759465626:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"ControlPanelName": "ExampleControlPanel",
"RoutingControlArn": "arn:aws:route53-recovery-

control::023759465626:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
2zZzzZXXXXyyyyl23456",

"RoutingControlName": "RCTwo",

"RoutingControlState": "Off"

2. FRENEE %
2. RENEE IR B AS o

aws routeb53-recovery-cluster get-routing-control-state --routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567 \

--region us-west-2 \

--endpoint-url https://host-dddddd.us-west-2.example.com/vl

{"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",

"RoutingControlName": "RCOne",

"RoutingControlState": "On"

2. SERTRE A2

EURERHAIKARFMENNERRR , BNBHREFRSEH N on, BHIZEIT update-
routing-control-state MR EMBHEFRS., (BRI, WRHAZE, )

2a. BB AEFIRES,
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aws routeb53-recovery-cluster update-routing-control-state \

--routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567 \

--routing-control-state On \

--region us-west-2 \

--endpoint-url https://host-dddddd.us-west-2.example.com/vl

{3

B LLEN — APl AR EHZ N HES : update-routing-control-states. (iERMK

ef , WMARNZE, )
2b. —REMS M ERARERS (HEEH ) o

aws route53-recovery-cluster update-routing-control-states \

--update-routing-control-state-entries \

'"[{"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",

"RoutingControlState": "Off"}, \

{"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
hijklmnop987654321",

"RoutingControlState": "On"}]' \

--region us-west-2 \

--endpoint-url https://host-dddddd.us-west-2.example.com/v1l

{3

£ ARC R A B R #2 I 4R

EF&

« £ ARC o2 mAESIA N

« £ ARC HEEME MR A ZHRE
- ARAEFIEZEHN

« ARC X EFHBIKS X

{5 A BE BRI U4 ¢
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1£ ARC A8l 22 B& Fr 42 I 4B 4

AT AMAIERER, BAES, STRIRENZHER , LEE Amazon MNAEFIRE 285
(ARC ) S FE R,

BRAMUE—EH  URELHBRBEFHNATARAESN S ENZHER, RE6IEKRBEGHNEZET
RARE , IERTUAERBEHRE , NN ETRRIREBI S R, ERERGIL , Hl
B DRI

BEE , BOENESINERYR/ IR, BF  SREE—NEHREERBZRAIFAEEER , X

EENARERONIRERS, A, BOLUERIEERIRHEE Amazon Resource Access Manager , BA
B NEFUURERHAEFINSANEFRENEHM ARC &R Amazon Web Services Ik, E T f#
ARC I BERHRE | 2 ARC PXNERNEKS XEF. BXEMNMEL , BSH Amazon BARERF
RERFZE (ARC) EM , AR/EME TRz ZE Amazon Route 53,

EFARABEFHNRERITANEYS  SEECRERABRHZTRARE , ANESNARFHRERN
Amazon Route 53 DNS i FABXEk, 2MlF , BRIREEFNETE , —MEENNAEBFNERT
B, B EENHEBRETE (XNEBWENK )

ERNABHEBRBZTRIRE | BHITUTERE

1. RENE TR BB RIES,

2. N ENEBHEBEHSRETRIRE,

3. BIZEFH DNS 1B ( HlanF DNS HEEBIER ) , FNETRAREESMERREKER,

SRR R NEAN , B UTRFECERHES, EXMERT , FTERESTRAREN
DNS iEXEHBEFEXE , RAGELCRFENZRHZES, BXESER , S NRAEG 6
BN .

XETHEESE ARC 258 LolZRmEGANHNSR, BT HMNMEE ARC RERARERFEE
APl R1E | BS R B EIZH AP RE,

£ ARC eI 5EE
I&LE ARC H 812 — N ER T RefE E B R Bl A2 S E AR

ERE AR XSRS | EUMEKER S FT AP EA | UEHRRR— RSB i
BRES. —NERALUEE Y S B h RS,
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/A Important

FER  BEBRNBSNERERNHKE, — M ERAUUEETSRAEGHNEHEER B
BB RAREENRARFNIREERS,

BIRER

1. 1518 https://console.amazonaws.cn/route53recovery/home#/dashboard , TF ARC ###15,
%% Clusters (5E8).

EEE  RARRASEFHNEN.

R OIEER,

> w0 D

£ ARC el 8% e 22

FIHRERENENERETKROEREES, flin , YL ARFEN RIS aAIRE M | &
NN HAREFURESE—NET , ENXKEHED Amazon Web Services X i3 7] i K #i B #RE £ JTH&,
EXMERT , EASNMNETBNENMNRELE TKAUE - NEHET,

SRR | FiSERBRE R NES N R ERT LA,

SRR TEMRBERENBEHZHE , EULESNMRHERFHEETIRRREMRXE , XHER TR
BESIMREXEKN DNS BRNRERBHE L g, NREZRETEANENZEHNFH IR
BREERE , MAE @R BEES P RMIETRARE,

etz ket lloE A

1. 158 https://console.amazonaws.cn/route53recovery/home#/dashboard , TF ARC ###15,
2. EFEEREES,

3. ERHEEFINEL  ERME  ARERKBRES,

4

MARBESNEN  RREMNESHNEFER  RREFLECHNINEREEHER , SFEE
RRIAZHIE R, =E SRRV R HE R,

MRGEFRGEFAZRHER  FEREEE LEHRRFERNESR , AR ATRN B
6. EFEBIERAEZE,
7. BRIBRoBMOIREBIES,

o

ERBEARAANT o
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# ARC Fel2imEHETRIRE

FREBHEFSTRARESEATENRAREN SN BHEFXEKER. AFE , I8N TR
EEE Amazon Route 53 DNS i23% ( Bl A % DNS iE% ) o RfE , BRFEEHREAI IR HIZH
BPRZS | FHIRE R On = Off , ENAI1E Amazon R AR FIREEHIEE (ARC ) FEMBHRE.

(@ Note
BEZFENENBRBERFSTRREE , FEEE M B REHEREK,

BIRERAEHEITRIREN SR

15 18] https://console.amazonaws.cn/route53recovery/home#/dashboard , 7 ARC #4154,
LR B,

FERBEFNELE | EE—-NEHES,

ERBEHFEAEEREL  ERABETRIRE,

RMAZTRARENER , REIEFCE,

o K~ w0 bhd =

#TR , 812 Route 53 DNS 2% , FREMBEHEFSTRAREES MEFKMEXE, flW , RRE
FEMEAM DNS KR EBICEREBA RS TIORREMRRE, Eik ARC B fE£ Mg HiZH/1E
Hi 3 REHITRNER | B EEE Route 53 FRIEM N KMEBILT | ERMEBICEMEBI KN
HBILRK, AXEE DNS HEXBIERNESER , TR TRIRER S,

BIBRFRBEBICHEEN , HENMTAHR :

Name: myapp.yourdomain.com

Type: CNAME

Set Identifier: Primary

Failover: Primary

TTL: ©

Resource Records:

Value: celll.yourdomain.com

Health Check ID: XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX

WEIRMERBICEENM TR
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Name: myapp.yourdomain.com

Type: CNAME

Set Identifier: Secondary

Failover: Secondary

TTL: @

Resource Records:

Value: cell2.yourdomain.com

Health Check ID: XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX

i, BREZEMBEHRE , RAHATHE, it , EFBZEFRRKAOBHZFRS , FEKHE
FRBSE SN OFF , KB IR BPRSE RN ON, ?M'Tltt?x{’ﬁﬁ‘f , RENETRAREXMEIERE
REERR , MBNFEBHIHBEIR. AREABBREINAERITAREBNESZER , 550
£/ ARC API SREVHI E#T B R HPIRTS (H#EE ) o

EEEMA ARC APl REF0IEZBRZEFIMEXZITRAKRERN Amazon CLI s S RHBl , BSH £H
ARC % H12H| API 4/ =B Amazon CLlI,

£ ARC el EiR

Amazon NAREFIIREIRHIEE ( ARC ) FEVIZHIER AT SO X ERHRIZEFIRSE B, 2HHERT
LEsARMARFHNHERS. BIMNARFR—ANAREFNRAES  EEERRTAREBNTE
B, MEARZEFHESIEHERTN-—MFLR  BUNESERARZEANMEFER , BPRPRE
B,

BIREHES , ARC 22— PMRIANERFIER. SR ERMRAREERAERBZES , T iel’
— NS NMREER , NEBHESRTOH, FEE , EREREMUZE ASCI Z#/,

AT EETE ARC 244 L elR G ERMN SR, BXE ARC HERMERHEE API BENER
FSH BEEESH AP R,

IR BIE AR IR

1. 1518 https://console.amazonaws.cn/route53recovery/home#/dashboard , TF ARC ###15,
2. IEFIREBES,

3. ERHAEREFINEL , ZFR0E , RAREFEHER.

4. FHEAREELECEEFERNES RSB AERBER.

5. EEGIZEZEFIER.
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 ARC REFNMEMBAZFRES

AN EWMAE Amazon NARRFREEEIEE (ARC ) hEEMNEFKBBEIRS, BhEE26E
MR  EBRRAMELAPHNETKNRE, ExEFER AKX Amazon Web Services X5 , B
NEREASZNAENARAX, MBEHIZEFRAESRN On i, RESR OB Z XK B HEIFTIEM 2 T,

B LR BRI A STEHERT  FERAMEREESE, HlU, EEESE LT EFER
B, BAUENEE -0 ENARRAES  NMEBREREMAL.

&R BAE ARC 248 LR ARC APl ERTEEBZEERS. HIMBWEER API EXTE BHESNR
Do B , ARC EHRHERFRMEMEATFMN API RINITXLERME, HEFRRARGEIRSHT | X—
RREE , ANBRARSHERSBESENBBANARFRERITERE TENRREE, AL, 4
APl B , MIRBZHEZNERKERIATR , TURBEFTEZHREREEITENEF RS

A LLEF —NEREFIRES |, B RN EFRS N EBRIEFIRE, Flun , B8N — K REd
RZRERN Off , UHIEFRERB —NETHE , LNNABRFEREMNN AKX, B, Brgei8E
FE —NEHEHRSIZEN On , UBFHERE —NMEXEITARKNRE, EXMHERLT , &AL
BIREHRA N EEZEERS , UERER LR,

FB

« 5 ARC API SRERFI E B HEZEHIIRS ( #E )

o FRENFIE £ AR IR &R A Amazon Web Services BEEIZR4 &

£/ ARC API SREUH SE R85 IR HPIRTS ( #E%F )

HANEWIEAE A Amazon Application Recovery Controller (ARC) AP 2 /E3R 3R B 5 58 1 B% Fa 2= £k
A, FERMEA Amazon CLI eSS EA ST AWA TN ARC APl BEEEEP —MRE—EFEANK
5 Amazon SDKs, EIfEA CLI RAEHH APl ##4E ( M2 Amazon Web Services &2 12l
A ) R BIZEHFIRES.
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LEREAMREMEFNE. ERTHMOER , BRERAERGVRZSHAN,

ETHIAE Amazon R ARFIIREZREIZR (ARC ) HEA API 84E , B BEES AP B1E.
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1. 519 https://console.amazonaws.cn/route53recovery/home#/dashboard , T ARC ###1&,
2. EEEmEE,

3. ERHEHITEL , EF—NMEHIER.

4., EERHERFAEEREL , EFRLAN , RAEEERREEE.

BEREANUEMRKHBRE

EREERRT  SURBAETELEEN RSN BEFHNITHREBHRERTER. S0, STREER
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® Note
HTAEEEMNBRZEFTERESNREAN , HBAEEEZT CLI e m BT B
RESMRBE—ANLTEAN , MKES —NLLANELEEHOEIR. HEFLEHMN ARNs
AMBEFBTHPERENRUSIRSD , SUES SR , ERERB TR THK.

Ei¥A T HBIM{FiZSafetyRulesToOverrideE M5 API M1—i#2#E A SDKs |, 55
¥l UpdateRoutingControlState.

LT REZZ2HN LA E#HEKBZHIRSHHA CLI 55 =B,

BE—1REAN

aws routeb3-recovery-cluster --region us-west-2 update-routing-control-state \

--routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/
routingcontrol/abcdefgl234567 \

--routing-control-state On \

--safety-rules-to-override arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/safetyrule/

yyyyyyy8888888 \
--endpoint-url https://host-dddddd.us-west-2.example.com/vl

BEMINREAN

aws route53-recovery-cluster --region us-west-2 update-routing-control-state \

--routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/
routingcontrol/abcdefgl234567 \

--routing-control-state On \

--safety-rules-to-override "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/safetyrule/
yyyyyyy8888888" \

"arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/safetyrule/

qqqqqqq7777777"
--endpoint-url https://host-dddddd.us-west-2.example.com/vl
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FABEEN IAM REASZEHEZTZERM route53-recovery-control -
config:PutResourcePolicy, route53-recovery-control-
config:GetResourcePolicy, # route53-recovery-control-
config:DeleteResourcePolicy fXPR, PutResourcePolicy #l DeleteResourcePolicy &

R PRAEY IAM #84E, TERBIXLENPR Amazon RAM B1ER T2 HBEE £ ZEEH TS B X,

A% Amazon Resource Access Manager £/ IAM I A XN EZEL |, 5 HAmazon RAM A FiE
BRI 304 Amazon Resource Access Manager £/ 1AM,
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BR , BuEESEZELHANERPAENRBEHINFMER, Hl , B fEH Amazon
Command Line Interface =18 H ARC & HIZEF| AP| R21EREF K HRIEFIRA Amazon SDKs,
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BRT , ATHAEENTRILEL , RS EEREERAZEHNEHERPEURRS 20 FL2E2M
e

AXBERHRENIIR , B2 RRGRHNER.
Amazon RIAEFIRERHIER (ARC ) FERREER B Ei KM

&R LAE A Amazon CloudTrail %12 Amazon MARFIREZFIEE (ARC) PRI HEES , Lo ER
FHEEBOARRE B,

£}

« {£F Amazon CloudTrail id% ARC API A B &

85/ Amazon CloudTrail ic%& ARC API B A&

Amazon M ARFIREZFIEZE ( ARC ) 5 Amazon CloudTrail £/ , EER—WRS , A FIER
ARC FHAF., A Amazon RFFIRENEVIRME, CloudTrail £ ARC BFIE API BEAENEHHE
Ko WIRMNIAAEZEXE ARC B AW AR ARC API 2EMARBIER.
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MRBBIERER |, MBS CloudTrail BH4EFLZIEE Amazon S3 F6EM ( 238 ARC WEH ) . W
RIEFEBRE , W{BA1E CloudTrail & AFNEH AR IERPEERTEH.

£/ CloudTrail WWEKESR , B LHEER ARC RH THAER, KHBERM IP t#hak, FR7G. 1B
REJE AR B A iFAE S

ETHEX CloudTrall WEZEL , 1§25 (Amazon CloudTrail AF#ER) https:/
docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html,

CloudTrail 8y ARC &

£ & 612 Amazon Web Services Ik 8¢ , FFEZK S~ LB A CloudTrail, % ARC RARESEZIRT |, %
SEDIFFICRTE CloudTrail E4A |, #5EHM Amazon REEH —RREESHILIEFEH, BATLL
£ Amazon Web Services Ik F&EE,. BREANTHEHMEBH. BXEZEER , 1S Working with
CloudTrail Event history,

*F Amazon Web Services i P EHMIFLICR (2 ARCWEH ) | BFRUEBRERIER, B
W ERERIER , CloudTrail AFf B EX#H£AE Amazon S3 EEH. FURIERT , R &P EIRRER
DA | IR ERICF M A FFrEAmazon Web Services X1, IIBERIZHZE Amazon 2 XHidxE
XS WEH , HFBEXGEEZEIEERN Amazon S3 71, Itk , BEUEEH M Amazon BR
%, #H—F P CloudTrail BEFKMENSHBTFEHXERITN. BXEZER , BSHTIAS .

o DI RIRICFER
+ CloudTrail X#H RS F &K
» Configuring Amazon SNS notifications for CloudTrall

o MZBANXHE W CloudTrail B & FM Z 4N 7 #UW CloudTrail B &34

FiE ARC #®4EH CloudTrail i23% , Amazon M AREFIREZEFIZFNIRERLE APl ZE1EM. Amazon
NAEFRERFISFNIRERFEE API ZZEMM Amazon M AREFIREEHISEH B HES
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CreateRecoveryGroup EEMNEA X CloudTrail BENXHFREKEKE
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/recovery-readiness/latest/api/
https://docs.amazonaws.cn/recovery-cluster/latest/api/
https://docs.amazonaws.cn/recovery-cluster/latest/api/
https://docs.amazonaws.cn/routing-control/latest/APIReference/
https://docs.amazonaws.cn/routing-control/latest/APIReference/
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BXEZER |, B2 CloudTrail userldentity T3,

HEEHAEIERFTER ARC EH

CloudTrail AJiL#&TE Event history ( BHFRIER ) PEERHEMH. EEF ARC API iEREH
B EREF SN X EFEPEEXEEDS (BBRMN ) . BXEZFELRE , B2 (Amazon
CloudTrail AF#8R) M /A CloudTrail &4 $18%,

T#%& ARC BEX#H%E

RERE—MEE , TATNE4EN BEXHERERIBRIEEN Amazon S3 FE M. CloudTrail H&EX
HEBE—NEZNHRERFZE,. —NEBHKRTRETMREN—MER , SEEXMBERNRE. BED
HEAFIESE, BERSBEFEME S, CloudTrail BEXHFTR2LH AP AN EFHKREBER  Eike
MNFASREARFEINFE T

TEHNRBETRT — CloudTrail BE%E , Z%BHBETHTEEKHIEFIA CreateCluster 8
£,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/smithj",
"accountId": "111122223333",
"userName": "smithj"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-06-30TQ4:44:417"

}

3,
"eventTime": "2021-06-30T04:45:467",
"eventSource": "route53-recovery-control-config.amazonaws.com",
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"eventName": "CreateCluster",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/2.0.0 Python/3.8.2 Darwin/19.6.0 botocore/2.0.0dev7",
"requestParameters": {
"ClientToken": "12345abcdef-1234-5678-abcd-12345abcdef",
"ClusterName": "XYZCluster"
.
"responseElements": {
"Cluster": {
"Arn": "arn:aws:route53-recovery-control::012345678901:cluster/abcl23456-
aall-bb22-cc33-abcl123456",
"ClusterArn": "arn:aws:route53-recovery-control::012345678901:cluster/
abcl23456-aall-bb22-cc33-abcl23456",
"Name": "XYZCluster",
"Status": "PENDING"

I

"requestID": "6090509a-5a97-4be6-8e6a-7d73example",
"eventID": "9cab44ef-0777-41e6-838f-f249example”,
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "111122223333"

THENRBFIERT — CloudTrail BEXKE , ZXB AT HRHEEN
UpdateRoutingControlState &4k,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/admin/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
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"accountId": "111122223333",
"userName": "admin"

},

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-06-30TQ4:44:41Z"

}
}
I
"eventTime": "2021-06-30T04:45:467",
"eventSource": "route53-recovery-control-config.amazonaws.com",
"eventName": "UpdateRoutingControl",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/2.0.0 Python/3.8.2 Darwin/19.6.0 botocore/2.0.0dev7",
"requestParameters": {

"RoutingControlName": "XYZRoutingControl3",

"RoutingControlArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567"

},
"responseElements": {

"RoutingControl": {

"ControlPanelArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

"Name": "XYZRoutingControl3",

"Status": "DEPLOYED",

"RoutingControlArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567"

}

1,

"requestID": "6090509a-5a97-4be6-8e6a-7d73example”,
"eventID": "9cab44ef-0777-41e6-838f-f249example”,
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "111122223333"
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B R HI B O EEM A2
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REERAE =
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IAM Zhgg B IR ST
RS REAE )

E2ME T ## Amazon RFZFIMMAS K ZE IAM TheEEl &R |, 558 IAM AFERETNES IAM B S
AfAmazon BB,

ERAT ARC NET S ORIRK
XBETEHIRE : 2

ETEHNRBETMMESZH (0 IAM AF, AFASAE ) B9 JSON SRR A, XLRE
EHEIRFMASAEMPRA TN BERRRITHBLERE, ETHRNTOERETHHRRE  F3H
(AM BFiEE) FNEATm EEARRE LB E X IAM R,

BEMER IAM ETSHNKRE  BUNEE R TRIELNRENTRUAR A TRIELBRENRSE. B
THRRI7E JSON KRR EAMAAETE , H2H (IAM A #EE) #H IAM JSON KEET&E5I A,

EERERATIRAEHN ARC ET HOHRKHRS , S5 ARC PEHEZEHNET HHHREKR
1&”0

B ER 42 4 B B T R R AY SRS

XFETRRRE : &

ETRIFHREE M N FRAY JSON KM, ETRFHNRENRESE IAM ABEEREM
Amazon S3 FEMBEKE, EXHFETRARNKBHNERES T , RSEERA AUERACIREFHNBFER
R TIA] o

B A T B% FR 2 I Y SR BR R AF
XEFREERE: R

I R A LAEA Amazon JSON REERIEEWAR BRI L, HFRY , BN EET AR IFER
1THRE | UREMALAFHTNIT.

JSON KHEHY Action TEEARTATERBP AN RIELIFRNRE, ERBPISBREUR TR
ITRERIRERI R,

EEERBEHMN ARC BEFIXK |, SR (REERNSZE) FH Amazon Route 53 MR E 2 HIE LY
B 4EF Amazon Route 53 kB £ &8 TE g E,
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https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53recoverycluster-actions-as-permissions

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

ARC R B2 HIR RESIREERENERUTIR , EABURTAERAR API

route53-recovery-control-config
route53-recovery-cluster

BEEEMEYPEESTURE , BEMAESFHENRT. flm, AT :

"Action": [
"route53-recovery-control-config:actionl",
"route53-recovery-control-config:action2"

]

BT LAERBER (*) BESMRE. FlIn , EIFELLHIF Describe FFKHFMERE , 2FEUT
BE

"Action": "route53-recovery-control-config:Describe*"

EERERATIRAEHN ARC ET HOHREH RS , S5 ARC R HZEHNET HHHRER
1§|JO

ARC HY SR BE 55 IR

XFRBER : &

EIE R W LAEM Amazon JSON REERIEEERNIARMT L. BB , WD EMAATLN T LABTIRK
1THRE | UREMALAFHTNIT.

Resource JSON K T ZEEEBHNAREN — I RS IR FNRESXEK , EEAHE Amazon
FFEEY (ARN ) HERR, N TAXERBERNROAEE  FEABEM () EREANATHER
Ro

"Resource": "*"

 (RFBNSE) b, BALFERLTE ARC HXHNEER :

EEFRFREBEREGIRKR ARNs , URETLUERASHERN ARN IEENIRE |, B3R (REENS
=Y LTS -

« Amazon Route 53 1k & {2 #IE Y IR /E
« Amazon Route 53 k8 &8 F VIR /E
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
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EERERATIRAEGN ARC ETHHHNERKARS , S5 ARC R AEHNET H KRR
15']0

ARC HURBE 58

XEFRETRSHRESRGR : B

EIE R A LAER Amazon JSON SREEREEWARBRMT L, HFRY , BN EETN AR IFER
1THRE | UREALAFHTNIT.

Condition THRIEEEBEVANBEE LR ERIT. BUUCIBFERAZGZER (flw , E TN
T ) WEBRESX , UMERBKPNZGESERTIHVEMELTE, EEEME Amazon £REHE | 55
1AM P iEE P RIAmazon £ F%H £ T X%4R,

EEF ARC RHEBHIZRMHRENIIER  BEH (REENSE) PHRUTER !

» Amazon Route 53 iR E 12 &I 44
« Amazon Route 53 IR E B4

EEENSKXHBESEANRENRR , B5H (REBENSE) WU TER :
- EEEFERRFRBNEHETIIRK ARNs , FZ 1 Amazon Route 53 & E 2 %IE Y #E/EFR Amaz on Route
53 MRS E B E WAIRE,

- EEFZAULUERAESNERN ARN EEWNRIENSIR | 555 Amazon Route 53 R E ¥ HIE LY
B 4EFM Amazon Route 53 kB E£&8TE g E,

EERERATIRAEHN ARC ET HOHRKEHRS , S5 ARC REHEZEHNET BHHRER
1§IJO

ARC Ay R #1515 (ACLs)
X ACLs : &

mEEHE 5K (ACLs) ZHIMLERIEA (KPKA, AFSAR ) ARBRFR. ACLs SETRIFH
REERM , RECAIAEEA JSON REEHEN,

AT ARC WETEMMFRINBRIES] ( ABAC )
X ¥ ABAC ( REEHF AL ) : B0 X%
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
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https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53recoverycontrols-policy-keys
https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53recoverycluster-policy-keys
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https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53recoverycluster-actions-as-permissions
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ETEMMIGRMNRIES] (ABAC ) R —HMENER  ZERETHRIGEINEMEREURER, EATL
FHHRE M NE IAM SE4KF] Amazon BIR , AF1R1T ABAC KL A W EZFEANRZEERR EWFE
UC i B+t 3k 4T #R4E

EETHREEH R, BEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name =
aws:TagKeys R4 EBERBN R TEZPRUREER.

WRENBRSEN TEMBERREBFMAX=AFMER , IXTZRS  ZEAR. NREMRSN
NTHDFRREIESMBEX=NZM4R , NZENTD.

BEXABAC WEZEER , E#S5H (IAM AFER) FWEA ABAC BINENNRE, EEFIRE ABAC
SHRNWHE , HSH (AM AP ER) PREAETEMNIHRIMNREZES] (ABAC)

ARC B& 2% ZHEX ABAC BT X5

- MREEHEEZFF ABAC,

- MEEHFHTXHFF ABAC,

X} ARC 1 F lff Bt 4 1E

XEFIEETEILE : &

IR E BRI Amazon HRWEHHENR , F ERELSEARESORIRACH B CIEN,

Amazon BWEBHSERIGHHER K MARERAKBIHRZEHA, BEXEZER , 558 (AM AFiE
) 8 IAM F IR Z £ EEMAER IAM B, Amazon Web Services RS

ARC KB BRSS E 4R
XERRBAKE (FAS) @ 2

HEER IAMRE ( AFEAR ) EPHITERER Amazon , BEARNEIEA. RE@EEHERTFN
BRo EARLRSHE , BURIWMIT—MRE , KEFRARETRRS TR S —MRE, EXHER
T, BUAERRITEANMRENR,

ELERE M REREFEERBPNEMMEXEE , F2H (RSENSE) FHUTER .
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ARC WIRZ At

XERSAS B

BEAGRHA-MBSIEE. RRENTEREN IAM £, IAM EE R ATUE IAM F 42, SFm
RIS AR, BXEZELR , H5H (IAM BF#EE) 1812 [ Amazon Web Services RS Z R
BRIV A,

ARC RS HXAE
XEBRSHAXABE

RSHEXRABR-TERSXEN Amazon RS AR, RFTURARKRENITRIEN AR, RSHE
XABERELN Amazon IKF |, HIARSAA. IAM EERAIUEEETREERSXKAEH
R

BT EARSHEXAG,
ARC R HI E T & 4789 R i Rl

MNBERT , AFMARXFLEIER ARC HRHNNR, BERTRA/ONAERFEHRITRENN
PR, IAM B3 & AT LI IAM KR,

BT RNAERXL RG] JSON REXHEGIEZET IAM HHNEE , 56 (IAM AFiERE) Pt
2 IAM KB (258 ) .

BX ARC EXHIRENBRELE (S FEESHRERENENX ) WEAEE , H5R (RERERNSE)
9 Amazon R REFIRE L4185 (ARC) WVIR1E, RREMEZHZ4. ARNs

FA

- REBEXR

- =l ATEAEFIN ARC 2 & 17 [ R
- 16l AFRAEHEEN ARC APl R1E

R RIEREK

ETEHNEBEEENMAZRBULUCE, HRISMEREKFFH ARC BiR, XLIRETELFE
Amazon Web Services IKF =4 KA, SIZHREE T SRR , HEEUTIERMEI :
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html
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- FaEA Amazon RERBHERRAKENRNE — EFBEAFMIEARKR TR , EEARIT
ZENAFIRFNRAAMazon EE XK, ©IIERAMAFR A Amazon Web Services K. &
MNBWEBEE SN EHNAFIN Amazon EFRFRERBEXFE —TRDNR. BEXEZER , FS
7 <IAM AF38r) HE Amazon F£E R KR TEELEER Amazon EE K.

« NASENR : £EA IAM RERENRE , BREFRITESHENNR. At , EAIER
ERERMGT AIUNBERRRNTHRE , RN RERRTFA. BXER IAM NANRBRNESE
B, B2 (AM AFEmR) P8 JAM R a9y KB R,

« R 1AM SRRE A AU S 43t — S BRI TH RN PR ;8T LA [E) 3R B 7 DN S 44 SR PR I XS IR AN R R BV 15 18] o
flan | WA URERBEX A RIEEXTMER SSL KEFTEER, MRBRSBEEREIFENSXE
AR, N e BUE A &4 KRR T X RS BRIEN TG RIFE Amazon Web Services fRS , 5140 Amazon
CloudFormation, BEXEZELR , ESH (IAM BF1ERE) 8 IAM JSON FrETE : &4,

« £/ IAM Access Analyzer BiERRY IAM RBE , UBRNENZ £ MRIhEEM : IAM Access
Analyzer 2 IFFT RS M B KR , LHAREHAS IAM KEIES (JSON ) M 1AM FH{ESE
B2, 1AM Access Analyzer 12 100 ZTURBREM AIRENEI , UHBBEFIELS HINEMEN
K, BXEZELE , BZ2H (IAM AFER) FrEA IAM Access Analyzer KRB,

- EEZESHRIE (MFA)-ZIR Amazon Web Services I FIEHIZEEE IAM AFSRBAF | 5
A MFALURSEZ2M. BETAA API BENFEE MFA |, B8 MFA &REFMEIBHERRES. BX
EZEE , F20 (IAM AFER) FHEA MFA R APl 51,

BX IAM AR REIRNESELR , 20 (AM AFER) $1 IAM AR 2 HEKEK,

R AT BEGR ARC 12515 7 R R

EiF R Amazon B ARFIRERFIZR (ARC ) #HA , BXNER —HREHNR, XLENRLM A
WG| HNEEEXEN ARC BIRNFME S Amazon Web Services K7, MR 0IZE LA ERNHIK
BREACENETSHNER , X THRMT ZRENEE (AFRRAR ) , BHATLLEERMBIESR
11T,

XN FAXEA Amazon CLI 5 Amazon API BN , BREBERNHREHEEFENR, HR , RAWH
B S HZARITH API RVEHE T B RE,

ABREBRXAF T RETE API BAEA P NACNARTUER ARC 258 , REN KA ARC
ReadOnly Amazon &R, BXEZEE , FZ M ARC ARC HEXKAES (IAM A 15
FE) EIN A PRI R

EELEHENRAFRMER ARC HEENT 2L RMNR , BHAFKINMTRE , URTRAPEE
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https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"route53-recovery-cluster:GetRoutingControlState”,
"route53-recovery-cluster:UpdateRoutingControlState"”,
"route53-recovery-cluster:UpdateRoutingControlStates",
"route53-recovery-control-config:CreateCluster”,
"route53-recovery-control-config:CreateControlPanel”,
"route53-recovery-control-config:CreateRoutingControl",
"route53-recovery-control-config:CreateSafetyRule",
"route53-recovery-control-config:DeleteCluster”,
"route53-recovery-control-config:DeleteControlPanel”,
"route53-recovery-control-config:DeleteRoutingControl",
"route53-recovery-control-config:DeleteSafetyRule",
"route53-recovery-control-config:DescribeCluster”,
"route53-recovery-control-config:DescribeControlPanel”,
"route53-recovery-control-config:DescribeSafetyRule",
"route53-recovery-control-config:DescribeRoutingControl”,
"route53-recovery-control-

config:ListAssociatedRoute53HealthChecks",

"route53-recovery-control-config:ListClusters",
"route53-recovery-control-config:ListControlPanels",
"route53-recovery-control-config:ListRoutingContxrols",
"route53-recovery-control-config:ListSafetyRules",
"route53-recovery-control-config:UpdateControlPanel”,
"route53-recovery-control-config:UpdateRoutingControl",
"route53-recovery-control-config:UpdateSafetyRule"

]I

"Resource": "*"

}I
{
"Effect": "Allow",

"Action": [
"route53:GetHealthCheck",
"route53:CreateHealthCheck",
"route53:DeleteHealthCheck"”,
"route53:ChangeTagsForResource"

1,
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"Resource": "*"

R BT RRREEEERN ARC API #

NERA AT LR ARC AP BR4ER# 1T ARC BRHEZEHEE , BHMSAFEEEAN AP EEM
X MR REE , MTRATR,

EEA AP BERTRERHEE , EHAF MM TRE

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"route53-recovery-control-config:CreateCluster",
"route53-recovery-control-config:CreateControlPanel”,
"route53-recovery-control-config:CreateRoutingControl",
"route53-recovery-control-config:CreateSafetyRule",
"route53-recovery-control-config:DeleteCluster”,
"route53-recovery-control-config:DeleteControlPanel”,
"route53-recovery-control-config:DeleteRoutingControl"”,
"route53-recovery-control-config:DeleteSafetyRule",
"route53-recovery-control-config:DescribeClustex",
"route53-recovery-control-config:DescribeControlPanel”,
"route53-recovery-control-config:DescribeSafetyRule",
"route53-recovery-control-config:DescribeRoutingControl”,
"route53-recovery-control-config:GetResourcePolicy",
"route53-recovery-control-
config:ListAssociatedRoute53HealthChecks",
"route53-recovery-control-config:ListClusters",
"route53-recovery-control-config:ListControlPanels",
"route53-recovery-control-config:ListRoutingControls",
"route53-recovery-control-config:ListSafetyRules",
"route53-recovery-control-config:ListTagsForResource",
"route53-recovery-control-config:UpdateContxrolPanel”,
"route53-recovery-control-config:UpdateRoutingControl",
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"route53-recovery-control-config:UpdateSafetyRule",
"route53-recovery-control-config:TagResource",
"route53-recovery-control-config:UntagResource"

1,

"Resource": "*"

E7 ARC B ZH P EARESHHEER API FUTES , HIANEH KB EHIRSUERES 4R
HATRMER |, AR TR ARC IAM SRESHHINE] IAM AP

AllowSafetyRuleOverride H/RERHENBREBEZELNRERHEFZLMEEN TSN,
ETREENERT , TREFEMNRTI S EREREMESRAREBBERATEAR LR 2B, 6
W, BEATREERERREBIUHTIOERE , M— AP HSNLLMUTELE/NME LEREFHE
AT B R EFIRSERRE, ENRATRERE AR AP EfMEARFIIRSHEEERENS
28N, BXELZEL , TR BELEHNEFHFHEHTE,

MBEEBATRIEACEAMEEHLIEER API , BRHLEBEZEAN , M BB M TR E
B , #fF AllowSafetyRuleOverrides H/REIREN false. EAFRERABERZEAN , HF
AllowSafetyRuleOverrides #/R{EIREN true,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"route53-recovery-cluster:GetRoutingControlState",
"route53-recovery-cluster:ListRoutingControls"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"route53-recovery-cluster:UpdateRoutingControlStates",
"route53-recovery-cluster:UpdateRoutingContxolState"

1,
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"Resource": "*",
"Condition": {
"Bool": {
"route53-recovery-cluster:AllowSafetyRulesOverrides": "false"

}

Amazon Amazon N AREFIIREEHIZR (ARC) R A TR HEHINFEE R

Amazon EEXRERVENESEM IR KR Amazon, Amazon FEEXRKEENFZEN AHIERMH
R, UEZRUUFBIAF. AM86e98NERE,

HigfE , Amazon HEERB AT NENEFERPIRTFRENRNR , BN EMNATHEAE Amazon
ERER, BRNBVESEERE THEARMNE - EEHERBERE -SRI NR,

BT EE R Amazon EEFEBPENHNER. R Amazon EH Amazon FEE KB E LKRE , I
EHaEMZREBAMABENMEZERASS (AP, 4FA® ). Amazon RREFREEBIEHH API
R A RS 7] LAE A # Amazon Web Services RS B9 API 1248 E £ Amazon IEE K.

BREZEER , F5H (AM BFERE) M Amazon EEX K.

Amazon £ E XK : AmazonRoute53 RecoveryControlConfigFullAccess

& LA AmazonRoute53RecoveryControlConfigFullAccess MimnEl IAM £k, WWEREEEF
N ARC iR E 2 FIE ERENT LR ENR, I R B I0EFE RS 2 6 E E R AR T2 5 BIR
9 1AM A = 0 B 4th 3 4,

B LA B TRERF E M Amazon Route 53 RV IERINER , LAEAFEEH 7
HBEZEHNESTRARE, fla , SR REX T — IR S DU ER 15 [E X

PR : route53:GetHealthCheck, route53:CreateHealthCheck, route53:DeleteHealthCheck
# route53:ChangeTagsForResource,

EEFHRBEHNE , FZH (Amazon EEXKESZE) RecoveryControlConfigFullAccessH HY
AmazonRoute53,
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Amazon £ E KB : AmazonRoute53 RecoveryControlConfigReadOnlyAccess

EA LU AmazonRoute53RecoveryControlConfigReadOnlyAccess MffnZEl IAM £k, B3&
ATEEEERAZEINZLANEENAF . LEREEFX ARC FiRE ZHIf EREN R IR ENR
R, XLERPT AR, FERSMBRIKE 2515 R

EEFHRBEHNR , 525 (Amazon FEEXEEZS %) RecoveryControlConfigReadOnlyAccess kY
AmazonRoute53,

Amazon E£E X : AmazonRoute53 RecoveryClusterFullAccess

&AL AmazonRoute53RecoveryClusterFullAccess K NEl IAM 3£k, KRB T3 ARC
hEHBEERRENTLHRNR, FHREHMNEFEEEHRNRREBEHRSN TS HENRN
IAM A P FH b4,

EEFHRBHNR , ESH (Amazon EE RS ZE) RecoveryClusterFullAccessH#Y
AmazonRoute53,

Amazon FEE KR : AmazonRoute53 RecoveryClusterReadOnlyAccess

B LASF AmazonRoute53RecoveryClusterReadOnlyAccess MiINE] IAM 3248, BLRBER FX4
ARC HERRIEERN RRIFREINR, XLEAFATUARREBHREERES , EREEMXLRE,

EEFHERBHNR , HSH (Amazon EE RS ZE) RecoveryClusterReadOnlyAccessH Y
AmazonRoute53,

Amazon £ E XK . AmazonApplicationRecoveryControllerRegionSwitchPlanExecutionPolicy

BRI LU AmazonApplicationRecoveryControllerRegionSwitchPlanExecutionPolicy
MEnE IAM 24, Lt RBER FHATHI ML ARC X1 1T R R, FFE M INEI A TIT X TR
Y IAM B,

RRFAE R
ZRBEEE TR :

- arc-region-switch:GetPlan - AFEAKEXGRITIINEEFAEE.
« arc-region-switch:GetPlanExecution - AFEHAREEXRFEXERRITIIHITHER,
- arc-region-switch:ListPlanExecutions — S EAF HATERITH AT A X it R,
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« iam:SimulatePrincipalPolicy - AFEAERF T IAM A A SIAITHIRIE, HRMNR
F IAM A€ | EiEITHSEATFER TSGR T RIS ENNRERRE.

« cloudwatch:DescribeAlarms— R FZEE AR FEHE* Amazon CloudWatch BiRHER.
« cloudwatch:DescribeAlarmHistory— ARFZEIE AR ZE Amazon CloudWatch BIREY 7 £IRFS

2| A

« cloudwatch:GetMetricStatistics— RIFZEFEAR ZE Amazon CloudWatch RIS 1TER
.

EERFHAXRKM (2¥E JSON KB XN EHRAE ) NESZESR , 52H (Amazon REXERKSE
$EF) HH AmazonApplicationRecoveryControllerRegionSwitchPlanExecutionPolicy,

B4l Amazon FEE RN EH

BRBEZBRFITRRERXLEE LR , ARC FEHEH Amazon HERKEMNEAREE |, BS
BJAmazon N AREFREEHEE (ARC) Amazon HEXRMMNEH . BRUNHEXNAFIET , BT
58 ARC 3447 2 id i H LAY RSS 8K,

% E 922 5 B B 270

Amazon NAREFIIREIRHIEE (ARC ) RVERHZEHIZH T AT EM ( LABIHNRE ) o

K& B &
FBAIKF AV RE 2
BOERNESIERE 50
100
5 122 1 T AR B % ER 422 SR 2K
300

BAEBNRARRE AR (EFARHERT )

B EHIEARN Z 2N B 20

10
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ATV [T
)R T UpdateRoutingControlStates /5 i Fi #9 2§
HEHHE

BUNEFHIE SN AE AP FRRE 3

ARC FHIRERE

&80 Amazon NAEFIREREFIER (ARC ) FHIRERE , BURATHRENNRAEFNERES
EHERFIRE. & ARC 51X Amazon NARFHITEEFAERERLER , XELELXFRERAX
BHNARFNESR , Sl Amazon BIREH. FENMBIRARE, RF , BULLAREREA
THRBLELELLMEFNARFAREBIEIANED  MENSHHIRE, RERERB T LR
RiEEBREXSNARFREETT RAEREZIRNRES , MLEBXREBRE,

AENFAES 6 ZREANERNARFETKE ARC PN RARFHITEE , LUREER
HEREREANEN. RE , BUURRSRINRERENGRETLE , UE ARC A FIHENKA
BEFOMERRL.

ARC BRFHIMAREDREENLRNTEXHFTH. RE ARC WNAAREBEHEAELRANTEX
BEM .

BIEMERER , BUUERRFNHRERS. REAREAVHHLEARZANARFEIARERRIFE
BEFRIAMETE , aRREFNARFNRE, RARBNEGESAT . WREIATTE , &)
BNTEREAERE , FNARFRIABRARE -

/A Important

REREFERDTREVINAEFRAEENZTHRERE —H. EFAEARERE
RETEFREAREBLER , T ZKBREREFENRESHHRRRBEBN EEME M.

Amazon NMAREFIXREEHER (ARC ) PFHIMERERTA?

ARC Y ERTBERARERE (BR—2% ) , FRREPIENHIRE Amazon MEERE. RFE
M, HENREAAREEMRAEFRAEANFTEEBR. REAREATLRXEZRBASLE , XHERT
LRENRIAEFHRANEEBRENMEENZITIIRS, RERERETAREERI A cHEENE
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B, BEFRNHFRERERARERERTNBENZRSZ D, flW , BREZTHENARFEX ,
HEREEDT BANK DR ESIEARFEREHEE , NN S - M ETHRTATRANER.

3 ARC B mARERNBEFHT CELN , EUUARNERAREANES , BT EINBIRKAVEEH |
EzE5ERENEFETE, SRFCEN , MERERSE R READY, (FIER , XPMEEFRILA
EHEY , SREERTRENRFERENEMRERE. )

E-IRREMERE , LEEARNABRFNREL, SMIEAMTENABRFNENREZGE
UHBEIANNNETE, ETR, ANNARFPHENRFERECRARSE  FNRERESRFEEX
BRiEXR, & RRRERATEAXEK , SHERATURENREL (EHNARRF ) RENER (&
X, BXFHHAAKX (AZs ) ) PRIFHRERS.

FREEIRAS ( B READY X NOT READY ) ETHMARELENN B RME—RRXBEHVANE, SrhE
BREBEFE —EARENAN , ARCREFAXEANRFITRRAMERER. RIFRER READY BURT &
KRMEMMNHUEL TR, FIEREANBXITHEER , EEEANLSNBRETLR , BENSEFE
REREFERERNESKER,

BYAMBRERE , BB T LA R 2 —SERMERS : £/ EventBridge. £ ARC API ##

ER S EA ARC APl ##4., Amazon Web Services B2 4| B EE A LUEARRN £ T X LEER

MRMERS , BREEAENBREBANNARFOREE L. £/H ARC FHEKF RN, TUE
BRA\ig EREERBEAN Amazon IKF 2 R ER.

BEREREKZNAREREA

ARC ERAMEREFITNARFEAS , LBRENEIAFHARNEERENMEEZTRPRS. M
MREQFEFRNARFN Amazon BREE, BEE. Amazon BLFIMBEHARE  XEFEETAHT
BIBARANCHERFRITHERE. RERERDTHRARENNRENRLZTY BNEE , AEEEN
HATRBER.

UTEHIRHTERRERETFRENESFAREE.
RERENNRARZFEIAE

NTWEFMEHER , BLTBLFRFEEBNERATE , IRYBCR B H o XX B R EEBR
B, ARC 8% (8208 —RX ) REENNARRF , WARMATHAXHXE ENER S EME T
[

Hlan | ARCRENBESFEL S EC2 KHIEE., Aurora A EABRERE LK Amazon EBS %
Kb, MREBEFEIARGDY T BRENBEE , EXICEAMENZAEATHWHERME , ARC 280
FREEER , LMERT LI INE AEIAPHE,

fraRnERs ? =
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/A Important

REREFERDTRERINABRFRIAEENZTHRERE M. BT ZEARERE
RIEREFRAREBERE , BT ZKBREREFENTESHHR RABEBNEEME M.

EEN-ZABRES , ENZRBUEEZENESTRARERGERBEREMEE TR AE L THHATR
MR AZRNREREFNXERENITRS . ARC REARENATRAMERS , HETNEF
WIEEMRBIR ER AT A, WA ERESHRERR , FIRENRR AT T,

EABGRRELT (Amazon KERTAK ) FEARFARORERS , T NGRENRAE
FHRERS, Hl0, BIERLERN , BN EERERSE X W EEE EventBridge. Not
readyBXEZEE , HSH £ Amazon LA ARC FH H#EZ1ERKE EventBridge, &% A] LLTE F
EEMAIRA Amazon Web Services EEZEFI A , EMLA API RE (Sl ) REBREIRSget-

recovery-readiness, BXEZEE , HSH REKE AP £,

RERERN TERE
ARC ERREREFITNARFEA , LBRERSNEIAFARNE ERENMEENESTEPRES.

Bl , AT HIFREHER  BUTBARBEEBHNEARE , SRR B H bl A X2 X1 K ks
BRE. ARC 2FE& (82H—X ) REEZVNARER , MBERAETAXRKXE EWMFLR S E48
LEE, #lal , ARCRENBTEDIFL % EC2 EHIHE, Aurora EERMEBEABRE R LK Amazon
EBS BEX/), MRLEXEIAPY QAT BRARNAEE , ERiCEANEMZARARFHERE , ARC
SRNBFREEER , SMELRT SN ARIARFHE,

/A Important

REREFRERYTRERINARFRIAEENZTHRERE —H. BT ZEARERE
KREREFRAREBLER P ZKBREREENRKESHRRRBEBN T EMEFMA.

EEXEF-ZEAERES , ENZRBUREZENESTRARERGERBERETMNER IR EE L TR T X
MER  ATRIREREFNXERENHITERS. ARC RERLENTRAETS , ALETNEF
W R ER AT A, W ERESHRERR , FIRENRR AT T M.

B VEEEES T (Amazon KEBHATAKX ) PNARFRBRNRERS , BT GRENRAR
FHRERTS. fln , BIERCEMAN , BN EAZRERSE XN UEEL EventBridge. Not
readyBXEZER |, iHSH £ Amazon LA ARC FHIH#EZE LK E EventBridge, & A LAfEH
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BEEMEIRS Amazon Web Services EIE1ZHIA , SEFA APIRE ( fl ) KEFHERSget -
recovery-readiness. BXEZER , BSH BERE API B,

8 2H A U 40 e 188 TE R 8 IR S

ARC BERERFESHEREENTE LAN AKX LR E LA KRBAERERS. WTFXEFEW
BRERER  ARC #BIZE—AXNNAMN, 20 , ARC B3 Amazon Aurora 58, Auto Scaling
BEASHHEZANE, BEREAN SN —NEREENRFRHITHR , BENSEEEXRRETE
RN EAEFE R,

BFERM, RESMBRERANIANEL, B2 , EAILLEIE Amazon CloudWatch B H 62 H# %
BRREUERERAVRS. Sl , BT eIZ B E X CloudWatch BRI Amazon EKS A28 AR
%, ACIERER BT IHERHNRERS.

O] LAE B R IJRE Amazon Web Services BB H|A NEBEMNEREBWMAEMREAN |, oL
BRESISMIREENFAEERNERETERENAN, BEUUEUTEESFEFTRERAN : ARC
YRR FLI

IMEREFEA—AANFIT—HRERN , SRANNEL AR FREMERFRNIRELERT 2
READY = NOT READY , ®RE&REAREMF. I , BEAUBEBL S AXNEFRERS. flw , &
ALEERFEEF —ARFHIMERS , IBEFMEALAL L T ( B Amazon X AT AKX , E4EH
RTEREMEAN AN ) WRERSHE.

BEANMIERES FHEAENAZANN | e AT RRABERERS, AMNENIRERRE
FHENAREMERBUAREREE L. E4AMS , NN ITHEREOT ;
- ANREFRREFHNENER , LBRETEERME,

- MERERREFTESEMH , WFAEREEIRE N READY,

s MR—NERAFE , MZERIZEHN NOT READY , Hith# Tt {HARE READY,

#5170 : MskClusterState: £ &E& 1 Amazon MSK &R EL F ACTIVE R
- ZRNKRERFEFNAERR , UBREFERML.

- MRFERM , WAERRHIREN READY,

- MREEARFEAFERG , IERRABIREN NOT READY,

530 - VpcSubnetCount: R &EFTE VPC M , MR ENIN FREEMEE,
o IEXBERMG  ZANRERBEFHABERR , MBAREEERHE,
- MRBEEARFFFE , RERSRELT, FTHANAN2EREPITE —NER,

fHARBAERE ? 159



Amazon RIFARRFIREZEHIZE (ARC ) FERARER

{5140 : ElbV2CheckAzCount: KBS /MNME A FHIGEES , BEEUERET —MNTARK, FE  ZH3N
S A LE e

b\, ARC EECH S EREL T #OMER, MRBRERERNFE LT 2 BEMZIFR R RSE
A (HRUENBRIENEKE ) FEFTEEZL , ARC 2B RSEEFATRNER. XCGERATR
;MRS ) o WTHRE , ENZRENAEFFRPNFNNEE.

BT LR ER BRI EIRE Amazon EventBridge BA , fli0 | HEMHERBERRERSERR
BRINOT READY., ARG , URNB/E B FICER , EventBridge £2BEXXBEA |, LA LARIE FiEHE
KRERENVNAREFERENFTHBFRELZ, EXEZER , HS5H £ Amazon LA ARC F
HEZ BN E EventBridge.

MAERE, RRENMETE DM HETIF

RAEREBRASFIUTAREFHAREL., EUUCIRRFER (RN ECERERLER ) , BT ARC
MELAFET ( AHXEH Amazon X5 ) FRFRETOE , UEALELRERE, AREEER
—AMERENER (MK HIEEE ) , BEHETTLE DNS BHRAR (ATRYRERE ) .

—BRANNARFTNENERUZ-—IMREENRERE, N TRERERE , LRI HGBRTR
DNS B#ARMER (MEALKF ) BRE , REN RN ARELIZ L THESR DNS BIREIR.

TERHERT —NMEE=TERK (TAK ) WIREATRS , BN ETHREBE —INBRHBDER (NLB)
MBI 44E (ASG).
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- . -

| | |

| I |
| v : I - : ! :
| | | | ! |
| I | I I |
| | | [ ! |
! NiLB I : N(B ! | N{B |
: ) : I : ! |
| Liiil 11011 ] | IENEN] LiLll | I LLLLL Liill |
13 = 1 C I3 T = C ) I3 Tt B C
1 Heomd  F o L3 o F ' S i
| TTTTT TTTT1 | LI TTTTT I TTTT1T TTTTT
: EC2 ASG : : EC2 ASG : : EC2 ASG :

EXMERT , BFA=ZANERRIERNBRARENRERSE , AN=TBEHT BLEUBRRTREM
RERE, WU , EUUERRREXNMREANBINRBEERTHRERE T,

BENRFCERETCE BN ETKRIMELARNRERERE, ENFREERELE , 5
BRBRHIREAN ARN EFRREFHENMNFRERKER, EAUENRREQEZRERERHITIE
(=

B, SENEMEANNERZIEREREDMBERER |, TR EEN NLB FFLET
Bl EXFERT , AL AZ 1a B9 ARN XBcE| AZ 1a 8 NLB , f AZ 1b K ARN <ExZ| AZ
1b Y NLB , fF AZ 1c B ARN XEXE| AZ 1c FHINLB., N BT BAGRBARER , BHEX
i, ENEFT RARFREUIEREREN , NENMIERETE,

BEBRRERER |, REMECERERE , ERBIENBNBIZETCE. MECETLLE ARC 7
MELERERERENETEARERLEREDE REBA TR READY 5t NOT READY, HIRTFR
REMETE , ARC T EEMIXLEE,

FEE  EANMNARFRRAREREREFRIR (120 DNS BHXKE ) i, TEARETEERREAR
B, MBERERRR(TEETH)

TARMERE ? 161



Amazon RIFARRFIREZEHIZE (ARC ) FERARER

DNS B RAMAERE : FitHEEMRE

B ARC 1#y DNS B BRMEARE , LU UAFITHNRARFHNRYNBEREE L. IMRERE
SEERHEMARFZEMHA Amazon Route 53 BEEH KM , ST 1THE ] A X ME XS KEIX R,

DRENSEHNNARFESNEA , XERIARIMYERAXE Amazon XEH , RitE AT UME
MM RERE, IRENNARFEZRRULEBRELER , ARC HREFERHEREW , UE
MNRAREFRY , BREEFRMH TUHRTRRER,

ARC 2 BHRANARFRERSE (KREATHEZH RN ) WHEMTE , ARXEETERES
BRAARRXERERER. A5, ARC 2ANETETNERARFRRACERHERER , WBE
CAIREEHEREEITHAXHXEF, fll, IRETHCEREEREATAXF , MHMERLER L
BERAREEREREEENERREHREIXETRX,

MAXLEEERE , EUUBERESETERTENR , UEETRP AR FN MNE EE A XHXE,

B, BFENNAEFLEDNS BERARRERFENRERE, BXESFER , FSM KL
ARC FRYZRHE N,

MERENIERE TR

ARC REREBIRPEHRNARFNRFLE BUABAMEBRE LWL THNARE
FARRREEERFRE, TRNEARERERSENREREFREARBTEENES., BR , £
EAREREENNARFNEMBEHNEZFETRIARERGNMIE , MBERENERAREEE
RETRBER,

ERRWATHREDME , FEEASTRARENHMEERBERALIRREBET R, BT
MR, ARERFHTEFRENKRRER, flM, RTRIERHAETHENRERLEIRSHN READY
2 REREZARTK LETHNELERBNEERI R IIIRE,

FIER , ARC REAREREEXEAL (MRBNM ) Amazon KigiH | EHMHKHERE , MERKE
FERARSENFATENITRE, BXESFER , B5H BAEG MR RANZE S ER.

Amazon Xigi A AT ERZBRKE

X Amazon NARRFRE#EHIES (ARC ) WXEZIFMBESHANIEFAEL |, 525 (Amazon
Web Services —fi&x5&&) B8 Amazon N AR F IR E 2 #I85 % S A E &,
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® Note

Amazon M AREFKEEFIZE (ARC ) FHHMERER —TLKYEE. ER , RMERERR
NFEERD (HHN ) Xig , ARENERRENRMERES RIRN , BURERXE ARC
Amazon CLI fi S HIEEEE AL ( B#NX --region us-west-2 ) X ( EESH ) -

MARELHN

TRERTRTEENZFRERENENMEARS. ROIPWERASEMEAPHE T (&K
Amazon Web Services XigiXl 7 ) MIRERL K (RTARXKS ) b, XEFREHLH (NARERF )W
BHEREBERS , URBMNERKE (XiF ) AIBREETHE ( TAKX ) BNMEREIRDS,

Recovery group

Ny, [
Global resources
Cell Cell
REGION 1 REGION 2
Cell Cell Cell Cell
REG1-AZ1 REG1-AZ2 REG2-AZ1 REG2-AZ2
”~ | | —| ~ | | — ™ | | — s o
sfte = >0 =N © H.E1 BE - >0t o=
+ oc— + oc— + oc— N3 oc—
ASG 1 DDB 1 ASG 2 DDB 2 ASG 3 DDB 3 ASG 4 DDB 4

BT 2 ARC FRE&R BN A H.

BT
BERABENTHRARFNEIATMIINIBER RV, ©FNARFERANRIRIIETARENR
A Amazon BR#THH. Sl , ENEFETEFARE—LARR , FARTKPIREE 4R
e BALBELRTKAMENRNLR , BEEAEBERRTARYXE. —MEXHTHAUES
MNETHE (BREERE ) , Sl AZs E—IMXER. BMEETKRRAR MM RBEBE
o

& A
BERAREEN—MREL. REARREERERMEBREB AN — I —ANAEF. ©AY

BE LRI ICE AN R Z N E TR B EIARAK, Flal , BIREEF —NE us-east-1a H us-east-1b
ZEIEHE Web MARF ( HA us-east-1b RAMEBINE ) , M LE ARC PR ZNARRF
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RTINREA , eBEFNETHE | —ME us-east-1a B , —ME us-east-1b B, REHIE AT LA
SELRRR , HIE0 Route 53 BT E,

IR GRRRARF

£ ARC HelZME& R EA MR |, B UERRRIRARFEESRIR , 620 Amazon DynamoDB 3.
M & 0B ITE R DNS B EIR. RFEMRIAFRAIRN Amazon ZRAM (ARN ) , mxF DNS
BHRAR , MR ARC £ 81 BRE £ AR IR,

DNS B #r &R

DNS B#r& RN AEFWIEAEMEM DNS E8 ( flaZErrEEM Amazon &R ) WHE, &
ALUERREEE Amazon BIR , BMREMIZER , ©H4902 Route 53 BIRIEFH ML RS

#25, HZEM Amazon BIRN , BULRESEIFMAVLMEN |, XEB WAL GRS NARE
FFEyiR S, EAILL7E ARC 9 DNS BERRRABRRE , AR N B RECIERERE , HUE
RENAREFENEN, RERELLRIE DNS BFRE RSN SN AEFR DNS BAXK
B o

RIRE

BRER—ABEHESNE TN Amazon BIR , D/ RN DNS BInRR. 0, BgEE—M
HISH#BS7E us-east-1a B , T H—ME us-east-1b 1, BISRAFHESENIREREE R , B

DRI — N ERMNABEESENERE , AN ZRREUERERE., ARC NREEREES

RERAMERER. BEAMLURMRETE , NRREFNERSEENNAREFIENIREHMER
BX,

MBI

BREHMN R ARC WHABREFH—HAFRHITHFITAN, £ ARC F , XIEREREN TR RER
B-HRENAN, SMANEHEE— 1D M—MER |, HARFERET ARC REFIFRHBH,

MERE

REREURENARFHNERRE (Hlin—4AH Amazon Aurora 354 ) , ARC HFITENIRER
ZER. ERBARETUESERFIT, fINEEBE. Amazon BIEIHE AR, Hl0 , MRE
HMEZEFHAN T HXA Amazon A EC2 uto Scaling A EZER , MA LR ESERNERER
£ EZBERREARNs , 4 Auto Scaling AF R —MNER. RE , W TRRENEBEESY
B, ARC &S ERm MNP EFIRBEFHE,

MEEHE

RECEHRABEREREMESNERIEH. MERENTRETUARRESL (B IMNNARFE
B ) SExs (AIXEHTAK ) . MRAFTRET ARC 2R R , A CEREMEARE
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KA REH. HlE0 , Route 53 BITIRIAKER ARC -T2 K FR , RAEFARBETENKX
HEAAXE.

F T 4818 & 19 B0 T AR A0 428 3 T Al

EARNKBEBNIERE R |, FERABEBI GRS, BUURTRI KM H B PR s syl
BETH , IREREZSTEFTENREEATN]. BY , NRURENS P ERGEERIEE , KU
REBRENARENBERD, ERIX—K , BHL T BRS A ZhEE A E 2 S E AR BIEE R 2 [
X5, BAR AR RSt AT Ak 38 Al 55 B9 43 TED AR AT TR RO AR & T Sk

BEXRZ# Amazon Bk —# , BEFENBEFESRELENE, SARPERGATSE , B25
EAR BN —BERATRE , MBEERCSHXY TRAERTHL. BIEERTIBEMRIT , BHit
BIEE P ETEAHE |, LR EAR TR AR , ©HaERF T AL,

—iRME , BHERAFERTERNEEINE , FAINERSHEIE, EHMNBERTR. BUREEREHR
AR5 Ry RO T RE

NTFRMERE , EHERMBETIREE - AP, BNMRERE APl. RERENRE R RNULTEE
EER (BEXM ) X (us-west-2), BEAREZFHERMNBFEERZ AR , EFRSETHN,

BXRVBETLE., #HFEAKRNA Amazon WEBRSUHESTRALEERNESEER , B82H
Amazon Builders Library 1 #y “f£ A 7] A XV B SR EMN” 183,

Amazon NAEFIREEHER (ARC ) FEIMERENIRIC

HEREARIABIMALR Amazon BIFHNBFHEE ( THIE ) o BAUNENERFMSZMRE
B EHREE —IMEAN-—INEENWE, fim , BAERRHE , EURRES. B UREFME
PRI WM T IL TR

£ ARC # |, BRI BFRICHEREPR AT HIR

- RRE

- MERE

ARC HHIFRICREERT API £/ |, #ilan , B A Amazon CLI,
AN 2fER Amazon CLIFEERVE K ERF1TIRICH R,

aws route53-recovery-readiness --region us-west-2 create-resource-
set --resource-set-name dynamodb_resource_set --resource-set-type
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https://docs.amazonaws.cn/recovery-readiness/latest/api/what-is-recovery-readiness.html
https://www.amazonaws.cn/builders-library/static-stability-using-availability-zones/

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

AWS: :DynamoDB: : Table --resources ReadinessScopes=arn:aws:aws-recovery-
readiness::111122223333:cell/PDXCell,ResourceArn=arn:aws:dynamodb:us-
west-2:111122223333:table/PDX_Table ReadinessScopes=arn:aws:aws-recovery-
readiness::111122223333:cell/IADCell,ResourceArn=arn:aws:dynamodb:us-
east-1:111122223333:table/IAD_Table --tags Stage=Prod

aws route53-recovery-readiness --region us-west-2 create-readiness-
check --readiness-check-name dynamodb_readiness_check --resource-set-name
dynamodb_resource_set --tags Stage=Prod

BEXEZEER , 52 TagResourceAmazon N AR FIXRE #5288 (ARC) WIRE R APl & 15,
ARC HFRERERNEMN
FERRENBMRERERFE/ IR,

Bx ARC WiFAEMNEEMEN A , S ARC EM
RGN ARERIREHREIRERE

=¥ Amazon Application Recovery Controller (ARC) AT Z4 Amazon XEBWN AR , EEERF—
EESHHRREMNARFNEY , MEESTUER M IIFMERE. Amazon AT , BRI GIERN
FH&T"/T#%%E , FRERHESUERKBRE  #HITARER, BEATLUESR ARC RENNARE
FRMEN , XEBWAURESRERD.

(® Note

ﬂﬂ%f’.&ﬂ’\]ﬁ'ﬁﬁﬁr*&—lﬁﬁ XiEH , EZEFEATARERRTRAX B ERBHITARERIR
£, TE#HTEMEEBENUFEATAREERATAXBEBNZ AT A XA §FitikE N
HAERF.

ENRENTAXEBEATEEHR[EIR , B7E ARC #£FA= ELB BH AP B THKXEH
B, HE , L LUF Amazon Command Line Interface 2 Amazon SDK 5X#5#3h API #1E
BE&ER, BXEZER , 58 ARC v AXEE,

ETHREREMEAMEBREBAIIINESEL , BSRTHER Amazon N AREFIREEHI2S
(ARC) M ZXiFIRE.

it
=

166


https://docs.amazonaws.cn/recovery-readiness/latest/api/tags-resource-arn.html
https://www.amazonaws.cn/application-recovery-controller/pricing/
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ARC R E R B &R EREK

FAVEWIE Amazon NABFIREESEE (ARC ) PRAUTRESRHITMERE,

AR RSEEEA

£ Amazon FIZREHN , EventBridge ABEERIBERAREBRSEET(LREBA |, Hla0M
ZFREADYANOT READY., WEEHE , B LLUAEHERRAE , LBRENNARERFNERIZ B
HERFHITRABER,

&R LLRE EventBridge MM LR XS TR AR ERSERNBHN , LHEMREA (HNENEARE
FF). B35 (HlE Amazon X3 ) EREME MR ERBEA.

BEXEZER , 82 H £ Amazon £EfFA ARC FRERERKE EventBridge.
MERE API B

TRIMTHATMRERE (RMERE ) B ARC BRAELURAR R,

B X MI1E Amazon Command Line Interface E & MRS API BIEWRHF |, ESH FH ARC
&R E API 2/ER =4I| Amazon CLI,

Action 5 ARC #2%|& £/ ARC API
B R TR ESH £ ARC h8l2, T3 &S H CreateCell

FHBRIRE 4

IREVE TH& ESH £ ARC 83, F3  HFSH GetCell
B R B

1 BR 22 T A& ESH £ ARC HElE, ¥  iBHSH DeleteCell
FIMIBR IR S 4R .

EEE T TEH %2 # UpdateCell,
HI| HH T P B9 28 T ESR £ ARC H8lE, FF  ESH ListCells

M ERIRE A

tIERE A B2 £ ARC a2, B3 B2 CreateRecoveryGroup
FAR BRIR B 4H .
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https://docs.amazonaws.cn/recovery-readiness/latest/api/cells-cellname.html
https://docs.amazonaws.cn/recovery-readiness/latest/api/cells.html
https://docs.amazonaws.cn/recovery-readiness/latest/api/recoverygroups.html

Amazon R AREFIREEFIZR (ARC)

FRARER

Action

REVR S 4

EMREA

il BR R 5 A

B k& A

BB IFE

IREVET IR

EHMARE

il BR 7 R &R

B RS

NERMERE

REMERE

EHMRERE

MR AR E

£/ ARC #2#|&

HZH £ ARC BB, EH

BB RS
BS £ ARC FEIE, FH

FMBRIRE 4H

FZH £ ARC FoIE, BH

M ERIRE A

FZH £ ARC F oI, BH

M ERIRE A

&5 4 ARC OB AEH
RARE.

5 £ ARC IR HEH
RARS.

2 1 ARC IR E
RERE,

W2 £ ARC ®hOIEAEH
RenE,

2 1 ARC ol E

F2 8 1 ARC oI MEH
RERSE,

HZH & ARC HeIEMEH
RERSE,

HZ 8 £ ARC I MEH
RERSE

HZH £ ARC HeIEMEH
RERSE

/8 ARC API

&S ® GetRecoveryGroup

2 UpdateRecoveryGroup

2 H DeleteRecoveryGroup

#2119 ListRecoveryGroups

{52 ¥ CreateResourceSet

52 ¥ GetResourceSet

&2 UpdateResourceSet

#HZ ¥ DeleteResourceSet

#HZ ¥ ListResourceSets

{HZ ¥ CreateReadinessChe
ck

HZ ¥ GetReadinessCheck

%25 UpdateReadinessChe
ck

152 ¥ DeleteReadinessChe
ck

AP $2&4E
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https://docs.amazonaws.cn/recovery-readiness/latest/api/recoverygroups-recoverygroupname.html
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https://docs.amazonaws.cn/recovery-readiness/latest/api/resourcesets-resourcesetname.html
https://docs.amazonaws.cn/recovery-readiness/latest/api/resourcesets-resourcesetname.html
https://docs.amazonaws.cn/recovery-readiness/latest/api/resourcesets-resourcesetname.html
https://docs.amazonaws.cn/recovery-readiness/latest/api/resourcesets.html
https://docs.amazonaws.cn/recovery-readiness/latest/api/readinesschecks.html
https://docs.amazonaws.cn/recovery-readiness/latest/api/readinesschecks.html
https://docs.amazonaws.cn/recovery-readiness/latest/api/readinesschecks-readinesscheckname.html
https://docs.amazonaws.cn/recovery-readiness/latest/api/readinesschecks-readinesscheckname.html
https://docs.amazonaws.cn/recovery-readiness/latest/api/readinesschecks-readinesscheckname.html
https://docs.amazonaws.cn/recovery-readiness/latest/api/readinesschecks-readinesscheckname.html
https://docs.amazonaws.cn/recovery-readiness/latest/api/readinesschecks-readinesscheckname.html

Amazon RIFARRFIREZEHIZE (ARC )

FRARER

Action

SIERmMERE

BI| i 8 AL

REBIMREARENRS

RERFRHRS

BE S THERIRE

KREREHNRS

f£H ARC FE#KRZE API B/ER R Amazon CLI

£/ ARC #2#|&

HZH £ ARC HEIEMEH

RERSE

W28 ARC SRHOSEEAAI

2 K1 ARC PR IR

[
o

S

i

S H K1 ARC PR IR

o~

|6t

[¢]

BFSH %52 ARC HHIREIR
Do
BSE B2 ARC HHIREIR
Do

/8 ARC API

55 ¥ ListReadinessChecks

53 ¥ ListRules

55 ¥ GetReadinessCheckS
tatus

{52 ¥ GetReadinessCheckR
esourceStatus

#HZ ¥ GetCellReadinessSu
mmar

&S # GetRecoveryGroupRe
adinessSummary

AFHNEEENNARFE RS, ERAFER Amazon NAREFRE #4258 (ARC) FHEZIERKE
g , £/ APl 4., Amazon Command Line Interface iX R4l 5 EH BB E AR T &S CLI E

A& E IR,

ARC FHRERERXFITNARFEIATHNRFICERE, BENNABEFRERENRE |, BUM
£ ARC B iRERNEELHNNARFRER , FESENNARFUENBEARE—H. RE, &7
MLIREMEREUFITXERR , UAHEPEBRERZANARFBIARERRFSES LRI ABTE

BIIRE—IEENRG, BEH—1EF Simple-Service WRNARFEREEERRS ( HFFEBEMI
&8 ) X1 (us-east-1) BT, BEEEZEEI (BBXM ) X (us-west-2) E— MR AREFZRAEIR,
EAXRFF  BITSEERERE , MHRNABRFHNXFMNMER, X, RNRTUBREERET (B
BN ) KB ZARAEAREBZ S TS ER FREERE.

BXFEHANEZELRE Amazon CLI , 3 (Amazon CLI 5 5E) . X% APl BEMN TR
MEZEENEE  BSR BERE AP B1E,

£/ CLI BRAEH R B
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https://docs.amazonaws.cn/recovery-readiness/latest/api/readinesschecks.html
https://docs.amazonaws.cn/recovery-readiness/latest/api/rules.html
https://docs.amazonaws.cn/recovery-readiness/latest/api/readinesschecks-readinesscheckname-status.html
https://docs.amazonaws.cn/recovery-readiness/latest/api/readinesschecks-readinesscheckname-status.html
https://docs.amazonaws.cn/recovery-readiness/latest/api/readinesschecks-readinesscheckname-resource-resourceidentifier-status.html
https://docs.amazonaws.cn/recovery-readiness/latest/api/readinesschecks-readinesscheckname-resource-resourceidentifier-status.html
https://docs.amazonaws.cn/recovery-readiness/latest/api/cellreadiness-cellname.html
https://docs.amazonaws.cn/recovery-readiness/latest/api/cellreadiness-cellname.html
https://docs.amazonaws.cn/recovery-readiness/latest/api/recoverygroupreadiness-recoverygroupname.html
https://docs.amazonaws.cn/recovery-readiness/latest/api/recoverygroupreadiness-recoverygroupname.html
https://docs.amazonaws.cn/cli/latest/reference/route53-recovery-readiness/index.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

ARC FH B THRARHBELR (MATAXHXE ) , AKSIMEAS. REARREERERNE
BRABINNRARERF. AXRERELARBINESEER , FEAREREE N .

® Note

ARC E—IXEZ /M KRiFT RWLIKAES , Amazon Web Services X1 {BI& AMIE K Z ¥
ARC CLI S HiEEEE TSR ( HENX --region us-west-2) X ( BIEEESH ), Hl
m, BEREASMERLEERR,

ERMNOWNARFRAF , aEENATRRNSINXECIZ-METE. RE , Q- NMRED |, &
ETERRERENIRE,

1. B RTH
1a. Bl us-east-1 B Ti%,

aws routeb53-recovery-readiness --region us-west-2 create-cell \
--cell-name east-cell

{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/east-cell",
"CellName": "east-cell",
"Cells": [],
"ParentReadinessScopes": [],
"Tags": {3}
}

1b. B2 us-west-1 B T,

aws routeb53-recovery-readiness --region us-west-2 create-cell \
--cell-name west-cell

{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/west-cell",
"CellName": "west-cell",
"Cells": [],
"ParentReadinessScopes": [],
"Tags": {3}
}
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1c. ME , BRNBTHNETHE, BB AR list-cells API KRIEEIIREFE,

aws routeb3-recovery-readiness --region us-west-2 list-cells

{
"Cells": [
{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/east-
cell",
"CellName": "east-cell",
"Cells": [1,
"ParentReadinessScopes": [],
"Tags": {}
.
{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/west-
cell",
"CellName": "west-cell"
"Cells": [1,
"ParentReadinessScopes": [],
"Tags": {}
}
]
}

2. Bl EA

MELR ARC FIREMENTRAR. MEARKBINNAREF. EEZSRFT , BIFEIE-MRE
A, NENMNARFRITER , RAERNERNCIZNFH DR THE,

2a. BIRRE A,

aws routeb3-recovery-readiness --region us-west-2 create-recovery-group \
--recovery-group-name simple-service-recovery-group \
--cells "arn:aws:route53-recovery-readiness::111122223333:cell/east-cell"\
"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"

{

"Cells": [1,

"RecoveryGroupArn": "arn:aws:route53-recovery-readiness::111122223333:recovery-
group/simple-service-recovery-group",

"RecoveryGroupName": "simple-service-recovery-group",
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"Tags": {}

2b. (W% ) BAILAUENAA list-recovery-groups API REIFRELARAR S EBHEIE,

aws route53-recovery-readiness --region us-west-2 list-recovery-groups

{
"RecoveryGroups": [
{

"Cells": [
"arn:aws:route53-recovery-readiness::111122223333:cell/east-cell",
"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"

1,

"RecoveryGroupArn": "arn:aws:route53-recovery-

readiness::111122223333:recovery-group/simple-service-recovery-group",

"RecoveryGroupName": "simple-service-recovery-group",

"Tags": {3}

}
]
}

NERMNELETNARFER  ZEANELENER, £ ARC F , BEREZEN —HAF RN N RIR
£, AREUSLBETHRRENEF, RINBREFNARAETHELR , UEBBBRERTHER
BHEZHFRITREER.

3. BlERRE

RIZFEAIH Simple-Service NAREFIEFER S , A{EA DynamoDB &, T us-east-1 FH —3k
DynamoDB % , £ us-west-2 FthE—3K, BREEXTEMETCE , ATHRIRENERRIEEHI £
A,

3a. B2 K B Simple-Service M ARRF R BN TRE,

aws routeb53-recovery-readiness --region us-west-2 create-resource-set \

--resource-set-name ImportantInformationTables \

--resource-set-type AWS::DynamoDB::Table \

--resources

ResourceArn="arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2",ReadinessScopes="arn:aws:route53-recovery-readiness::111122223333:cell/
west-cell"
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ResourceArn="arn:aws:dynamodb:us-west-2:111122223333:table/

TableInUsEastl",ReadinessScopes="arn:aws:route53-recovery-readiness::111122223333:cell/
east-cell"

{
"ResourceSetArn": "arn:aws:route53-recovery-readiness::111122223333:resource-set/
sample-resource-set",
"ResourceSetName": "ImportantInformationTables",
"Resources": [
{

"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"
1)

"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"

},
{
"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/east-cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEastl"

}
1,
"Tags": {3}

3b. (Wi ) BATLUES A list-resource-sets API RBIFRFREFTENER, XFHT
Amazon IKFIFTIERRE, EXE , BUUBIRIMNIABELEACGEREN —NERERE,

aws routeb3-recovery-readiness --region us-west-2 list-resource-sets

{
"ResourceSets": [
{
"ResourceSetArn": "arn:aws:route53-recovery-
readiness::111122223333:resource-set/ImportantInformationTables",
"ResourceSetName": "ImportantInformationTables",
"Resources": [
{

"ReadinessScopes": [
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"arn:aws:route53-recovery-readiness::111122223333:cell/west-

cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
I
{
"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/east-
cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEastl1l"
}
1,
"Tags": {3}
}
]
H
"ResourceSets": [
{
"ResourceSetArn": "arn:aws:route53-recovery-

readiness::111122223333:resource-set/ImportantInformationTables",
"ResourceSetName": "ImportantInformationTables",
"Resources": [

{
cell"
TableInUsWest2"

I

{

"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/west-

15
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/

"ReadinessScopes": [
"arn:aws:route53-recovery-

readiness: :&ExampleAWSAccountNol; :cell/east-cell"

TableInUsEastl"
}
1,
"Tags":
}

15
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/

{3

£/ CLI BRAEH R B
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]

WM, RINCKNET 2k, MEAMEBIRE , LUEE ARC X Simple-Service M ARFHITE
B, TR, BRI ERERERE , MEERRRESESHFHITARER,

4. QIERERE

REREN—HEANNATHMNIRENTREFHENINER. ANBETBSHEFRXRE, BRI
W , AWS: :DynamoDB: : Table, AWS::EC2::Instance EEFRMMAN, ANEAMNEINEERE
R, QREERE. AE (WRUTAMABEAR ). RE (MRTAMAER ) IEHEE.

(® Note

EEEREREPNATERRNOMN , ATAEA get-readiness-check-resource-
status APl , IIFR 5 PR, EEEF ARC FFEREMNMSIR , iSEMH list-rules
RSFEARC FHFEANEIR, ARCHE—HENEHRRELEZTWHEAN ; XLEHWE
R EEEE Lo

4a. &R E ImportantinformationTables Bl ER &,

aws routeb53-recovery-readiness --region us-west-2 create-readiness-check \
--readiness-check-name ImportantInformationTableCheck --resource-set-name
ImportantInformationTables

{

"ReadinessCheckArn": "arn:aws:route53-recovery-readiness::111122223333:readiness-
check/ImportantInformationTableCheck",

"ReadinessCheckName": "ImportantInformationTableCheck",

"ResourceSet": "ImportantInformationTables",

"Tags": {3}
}

4b. (AL ) ERIIREBECHNCIEMERE |, /21T list-readiness-checks APl, iZ API & 7R
KRHPHRMERERE.,

aws route53-recovery-readiness --region us-west-2 list-readiness-checks
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"ReadinessChecks": [

{
"ReadinessCheckArn": "arn:aws:route53-recovery-
readiness::111122223333:readiness-check/ImportantInformationTableCheck",
"ReadinessCheckName": "ImportantInformationTableCheck",
"ResourceSet": "ImportantInformationTables",
"Tags": {}
}
]
}
5. M RRARE

i, RINEEXNNABRFHITTERARMITRERE , EBTRALKERTRT . S UEHENRF
ENNARFHRERRETEER  RERELR (—HEHR ) . ENERRA. BTERF ( —IFHI:
FXHFNAERR ) MREARH (BMNAEF ) . TEHRHE TR EASHRENRARSH

o
5a. EERMERERVRS.

aws routeb3-recovery-readiness --region us-west-2 get-readiness-check-status\
--readiness-check-name ImportantInformationTableCheck

"Readiness": "READY",
"Resources": [
{
"LastCheckedTimestamp": "2021-01-07T00:53:392",
"Readiness": "READY",
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
},
{
"LastCheckedTimestamp": "2021-01-07T00:53:392",
"Readiness": "READY",
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEast2"
]

5b. EEREREPENRBFENFARELERS , SRRENEFRANBRES.
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aws routeb3-recovery-readiness --region us-west-2 get-readiness-check-resource-status \

--readiness-check-name ImportantInformationTableCheck \
--resource-identifier "arn:aws:dynamodb:us-west-2:111122223333:table/

TableInUsWest2"

{"Readiness": "READY",

"Rules":

{

}I

L

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoTableStatus"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoCapacity"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoPeakRcuWcu"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoGSIsPeakRcuWcu"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoGSIsConfig"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoGSIsStatus"

55:

55:

55:

55:

55:

55:

417",

417",

417",

417",

417",

417",
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{
"LastCheckedTimestamp": "2021-01-07T00:55:4172",
"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoGSIsCapacity"
1,
{
"LastCheckedTimestamp": "2021-01-07T00:55:417",
"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoReplicationLatency"
1,
{
"LastCheckedTimestamp": "2021-01-07T00:55:4172",
"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoAutoScalingConfiguration"
1,
{
"LastCheckedTimestamp": "2021-01-07T00:55:417",
"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoLimits"
}
]
}
S5c. EER TN EARERER.
aws routeb53-recovery-readiness --region us-west-2 get-cell-readiness-summary
--cell-name west-cell
{
"Readiness": "READY",
"ReadinessChecks": [
{
"Readiness": "READY",
"ReadinessCheckName": "ImportantTableCheck"
}
]
}
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5d. & , EEMELALR S LNARFHINERER R

aws route53-recovery-readiness --region us-west-2 get-recovery-group-readiness-summary

\

--recovery-group-name simple-service-recovery-group

{
"Readiness": "READY",
"ReadinessChecks": [
{
"Readiness": "READY",
"ReadinessCheckName": "ImportantTableCheck"
}
]
}

ERREANRERE
AEERFER T REANREREWRIERRE | BIFOIR. FHAMRIXL LR,
£ ARC oI2, EXTAM ERIKE A

RELATE Amazon B ARFIRERFIZE (ARC ) PRELHNARF. CEEHRINHSNETKA
B, XLEBSTIRERRMINAE L RBENEIAR , HLET M — PR TiEE B — 8 Tt TR %
B, SMNETHREFELE—D Amazon Xk o] A XA E KA RAY Amazon FIREF (ARNs), XE#R
R BE= ELB fAE9%88. Auto Scaling A HM AR, KRE—NATAXKXBHHENE THREE
SEHETEAXBEMERNZRAER (AEHEERS. BV B4%F ).

BERARARNARFNEIR. ARC PHREAREA R EBENRARFREEEEZFN I EIRKXMK
HBIZ—1TEIF, BER , ERZBFEEZNESTRARERGERBERBMNEB RS @ ERAFHITK
WER  AZRIREREENXERSENITRS.

RERELFITRR , REZRBEHRN —ATEXANRBEERERER. IEETSEIRREA
&, ANARFFHRRRNARC BERE , it ARC A AHBBREI A KB HAA AR IREME
B

ES ]
- BIEMEA
o SERTAM BRYRE A A2 T

ERAREANBERE 179



Amazon RIFARRFIREZEHIZE (ARC ) FERARER

tIZIRER

AT HHSRIEA T MAE ARC BHIAFOIEREH, BT UM Amazon N AR FIKE 12525
(ARC ) FEAIRE R API B , S BERE APl #1E,

IR EARIDIR

1518 https://console.amazonaws.cn/route53recovery/home#/dashboard , 7 ARC ##l14&,
RERERE,

EMEFRERELE | EFCE K AFERRELA,

MAMRELANER , REEET -5,

EFREE TR, RREBRMNE T,

BMARTIREN, fl0, MREEXEAS (NFAERCL ) PE—NMAEFEIAR , MATLURM
—/NE AN MyApp-us-west-1 BJ&# T,

7. EBRRMETE , RERNE-NRETRAIMEN. Hln, WREEXZERS (BXEMN ) PHE—-
B  MATEURM—2NEA MyApp-us-east-2 BE TIE,

8. WMREBAMBRELE (KEATHXFNER ) , FEFRE, BEARRNRELTE , REH
AR o

9. NNABFRIAPMITAREEAENREL KR , FRET D,
10. EELNRELR K RREFCIBRES,

2 e i

BT A BR R & 4B A & T

AT PSR T MAE ARC 25 & P EH MBI FRIRE A FBIBRE T, E T HEUAE Amazon M
RRFIIREEFZR (ARC ) REAMREMRLE AP B1F , B H BERE AP B,

5B R M BR iR & 48 S BR 2 T AR RV S IR

15 1A] https://console.amazonaws.cn/route53recovery/home#/dashboard , 3TF ARC ##|&,
ERRERS,

EREMEREL , EFE—MRELH,

EREMRED , FRERE , ATERFERSEALIMRIREA,

wEMREAR , ALURINSMERE THEIRER THK.

o & 0N -

- ERMEBETE , BERBERINETTE,
- EMIBREBET , BEETKZINRERET | BERIBRE T,
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£ ARC FEIZNEHRERE

ATNREHATRERLENTRENRERE , QFE, ERNBERXLERR.
NEMEFTRERE

AT RN SEREA T MAE ARC ZHEFEERERE, BT HNME Amazon NAEFIRE 285
(ARC ) RERIRERLE APl RIE , BS R BERE APl R1E,

EFHREARE , B RERERENTRE , LUMNIHMERARHEEX R RORETE,
BIEMEREN DR

1. 1518 https://console.amazonaws.cn/route53recovery/home#/dashboard , 37 ARC ##H &,
2. B“EBMERE,

3. ERZEREL , EFME , ARERRERE,

4. WMARERENEN , ERERENRFRRE K RAEEET -5,

5. NHRARERNRRE, RRERTEEAFHHBREN —ARR, EFETIETZ— :

- FRACEIRRRETHNERUERERE,
- BB RIRSE,

MRERFQEFHNTRE , B AT RENBIFAEERM,
6. NEQEEEESTHNEMRFZE —SFIHKEN Amazon HIREF (ARNs) , REEE “T—%"

® Tip
BX ARC B ERERFFERMN ARN BV RAMEZEE | ESHARC FHHIR
RAEF ARN =R,

7. MRBEER , FEE ARCREGZMEREFMIENARREMMLEANRERN, REE
1:¥-F_*/Fo

8. (W) HEMELAENT , ARESHEREXRKNMEL , AEMNRRFAENTAXEF TN
IR ARN EF—NETK (KEHTAX ). IRERNABRFHREIR , bl DNS BHEKE |
BERLBRBR(TELTIE).

X—FAREREFNRFIEE T RETHE,

ERREANRARS ey
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

/A Important

REZSRRWEN , ELFURNIHMETE S RIRNREANETHENRERERSS. W
KRS ZLR  RABIERLEERECERRERLESRE AN R FEXE , BL
ARC B EEROREARE THENMERERES S,

9. iij:¥-|:_*/'=o
10. REBIATHLNEE , REEFVUERERSE,
Tl BRRh 28 4 BRI SR

1. 15IA https://console.amazonaws.cn/route53recovery/homet#/dashboard , 377 ARC #2#l&
2. EBRRERE,
3. ERRMERE  ARERETEZENER.

BN mERRE

BEBRAT  EUERRERENTEPEERRE B NEMBRRRE, um—.I-L/{»EEEJ\
&, SURINEMERFIR. AT HASIREEA T WAE ARC }'“ﬁ%IJ"‘EPﬁlJEZEﬁEEJ\ £, ETHNMEE
Amazon NAEFIREZFIZR (ARC ) RERMREMLE API R , BS R BERE AP E1F,

BIRRREN SR

1. fEhttps://console.aws.amazon.com/route53/ 3T FF Route 53 #H| &
2. ERARERFREREIET , ERERE,

3. EEGIE,

4, WMARRENEY , AGERECEERREPHRIREKE,

5

6

EERN , ARRAENMEFRENTIRN Amazon BFIRE TR (ARN),
RNTERRE , ERUERFE,

R EN SR

1. 158 https://console.amazonaws.cn/route53recovery/homet/dashboard , 377 ARC ###l&
2. BEBRRBERE,
3. ERERET , &ERE K AREERERSE.
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4. BRHITUTREZ—

« EMNEREFMBREIR , HEREMER,

- BERRBREFIMAR , FEEFRMN , RERWAZBIRE Amazon BIREFR (ARN),
5. LRETUREBRFNMRETE , MERRREEMETHEXREKER , #ITRERE,
6. ‘&R

#1%E ARC PRI RN
# Amazon MARFRERHIR (ARC) F , BTUEUTRIEERLARFREESR -

« RREFHRFRNRERER 5

o BANRIRRH

- AARXZ Amazon XFHFMERRNET (MARFEIAR ) 45
- BEMNNARFRIRE AR

ZAI R BI B XA RS TLHNBEA |, B LFE Route 53 2 H A HEA ARC CLI s miE &R
SHEL,
MRS B

A LAE A Amazon EventBridge IR ES 4IRS IAN |, LAEIE ARC BRHABHAEERRERSHE
ite BEXEZER , BHSHR £ Amazon EEH ARC FHEZIFRKE EventBridgeo

£ ARC 2%l & PR ERS

AT RGN B a{a £ Amazon Web Services BIRiE4| A ik EmaE,

1. 158 https://console.amazonaws.cn/route53recovery/home#/dashboard , TF ARC ##l&
2. EBRRBERE.
3. EMENEHMMEAT K BEESMEL (NARRF ) NIREARERS.

R UNERBRELTERENRRNIRERIL.

£/ CLI s RS ERMERS
YRS T ATFEERRRENARFNERBMERSH Amazon CLI &4 =61,
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RRENRERR

BARRE (—4ARR ) QENRERERNRS.

aws routeb53-recovery-readiness --region us-west-2 get-readiness-check-
status --readiness-check-name ReadinessCheckName

BENRBRORERR

EEREREFRNENFFRAVRES , BRRENBRREANNRS , FEERERESHNE
R ARN, 0

aws routeb53-recovery-readiness --region us-west-2 get-readiness-
check-status --readiness-check-name ReadinessCheckName --resource-arn
"arn:aws:dynamodb:us-west-2:111122223333:table/TableName"

BBHRERER
—MNETE (AIXEHAAKX ) PR,

aws routeb53-recovery-readiness --region us-west-2 get-cell-readiness-
summary --cell-name CellName

R AR RE R
BINARERF (MREALARF ) KBRS,

aws route53-recovery-readiness --region us-west-2 get-recovery-group-
readiness-summary --recovery-group-name RecoveryGroupName

FREX ARC HRYZRFIEI

MREBUKHINARERF , Amazon MAREFIREZESIZE ( ARC ) AILATF (G N A F 2R A M EE R
B, RS RIRITNEN , URSNRAEFNRERM, £ ARC PRIBERARNABRFNIRELSE | &
BEBATHNSRIRMEXNRAREFRENE

MBEEARNIKESA DNS BEFRRBEIREERERR , RNBWEBIEE— , LERIMNEREFANE
W, HERBEHEZEER , ARC AR EEHFNEW, Hla0 , tREH A Amazon Route 53 BIR
ERBNEARIESR[ENBIRER , ARC JIEEEXEZRENMEAVNET REHEN L TN

1§ =|
(=R Y]

T DNS BFR&EIR , HEBUATILR :
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Amazon K1 RIS #2412 ( ARC) FRARIER
« XA BFRAIRIEE Route 53 RIR1IZFEH M B M EITER

« NABMRELGE— DNS BIRHIR.

- B ABNETHEEE— DNS BAREIR.

- ERERED , & DNS BAirRRAR —MNRIRSE

LUTERULE T a{a €2 DNS BARGIRA R M REUE A T N AR FRI R ELL,

REVER BB WS TR

1. 158 https://console.amazonaws.cn/route53recovery/home#t/dashboard , TF ARC ###1&,

2. ERMERE,

3. EMELEENT , ERARNAEFNIIREL.

4., EMEEANFMEENEMNBRERE L | EFRREUZREANEIEN,

5 MRERAKCIZE DNS BRRRERSE , BB -1, JUE ARC RHUEMEN, EZFLIE DNS

B R IR.

BX DNS BHRFENESER , BERREREAN .

6. EJ) DNS BHRARCIEZRERE , FOIEMERE. WARERENEN , AEXTHRERER
B | 1% DNS BFfR&EIR.

7. BWMATRENAEN.
8. WMANRAREFNEM 6 T DNS B, HEX ARN Mi2%E ID.

® Tip
EEEHEERX ARN B |, S HRARC FHIERERER ARN X FIEE XM ARN &
o

MEERZEENSRE , EERNTEREYE  RERHAMNEAEISER ARN FHH Route 53
FIRIE R,

9. (mik)#EMELABER , HER DNS BAIFHRIEE—NETE , LURERETE,

10. EEBERAFRE

M. EREANFEASEERNH L , ERRINEHEN, ARCEREHLERT —ARI

BERRUIIR, RF , EUURERBURMAFITER , LIEENRARFRIRERM,
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£ ARC FEIZEK S EN

R BRAREDHESN Amazon IKFHF |, XEFEE 7T HBNARFHSTRAEERE, X8
S BOE SURBUS I RIER RAT R E S 79T Amazon NARFIREEFIZE (ARC ) PE{LHER
£, B LERBKSRN.

ARC VB ERLEMERENRESER, BIBEKSER , BWUER—NH R Amazon IK
PREEN T Z4 Amazon IKF AR ER, A2 S8BEENEFRNENKSF , SR P RKS
BRXLERR, RE , ZPREKSAUNAEKSFHRRUEZRERSE |, FBETUMNZPRIKSE
BRYEBHERR,

® Note

ERHEDPTREREEK,EN, BFH ARC API BEFRIZREMEHEKFA N, N THE
A, ATRMT Amazon CLI S5 Rl

BREENMNNARFE—NKFEXERSS (BREBRMN ) XiF (us-west-2) HBERR , 2B —NKFE
EZERE (FFRIMILER ) X5 (us-east-1) HELLER BN ERR, EEEKF RN , BaLliEY
ARC M—/NIK P us-west-2 158X FE TR

Bl | BRIREBE LT Amazon IKF :

- XEESPKS : 999999999999
- ZERBPKS" 0 111111111111

£ us-east-1 Ik (111111111111) B, RATALUE ABKF RN , HH us-west-2 IAM i HEY
(18 ) AFEE Amazon BRBF (ARN) : arn:aws:iam::999999999999: root , M /¥ us-
west-2 ik~ (999999999999) ii[al, BIERIN/G , us-west-2 I~ & A us-east-1 A FIRF N E
BREF , HUIBRENZRBRECZTHHRERSE,

AT RBIHEBE T I3 —NK iR EBEK P 2, B4R ESNMNAEER ARC RRMAMLEZEN
Amazon BIREVEI\K F # E BB RN

(® Note

ARC B—I£IKRS , XHFZA Amazon KEEHK T R , BELMEKRZSEH ARC CLI G5 F
FIEEXERI (#HEX--region us-west-2) X3 (EMEESH )
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BAF Amazon CLI T35 & 7= 20Ma] 7y bt R 1A% i B Tk P #24X :

aws routeb3-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-
account \
create-cross-account-authorization --cross-account-authorization
arn:aws:iam: :999999999999:root

ERERZER , HRITUTRE

aws routeb53-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-
account \

delete-cross-account-authorization --cross-account-authorization
arn:aws:iam: :999999999999:root

EE—MEERFPFHEEMELCREBRABRNHKS, , 6 A list-cross-account-
authorizations %, BIE , BeiLERORE, WRENR , B EZEEKF AT FER API 2
EXRF|HE EREBEKF RN ( URNFAMEZRRER ) WATEKF,

aws routeb53-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-
account \
list-cross-account-authorizations

"CrossAccountAuthorizations": [
"arn:aws:iam: :999999999999:root"

AN, FIRRXEHN ARNS

AT IEEXREZANER, XFHHNRFREBEURERATRIRERN Amazon BIRE# (ARNs) B
SERER.

ARC H Y548 AL #5528

ATHET Amazon RARFIIREERSIZR (ARC ) XENAMAERRRENMREAN R, EEF ARC
REFNRFRRESIR |, BSHARC FRVARZERM ARN B3,

R T VB ATEL T RE |, 7 ARC #2516 LREM API RFEF AN L

- EERHEPERRENAN , FREUT RTINS RIEE  £2F6 8 LEFRENN,
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- EfFH API EEMENN | BSFListRulesiBE,

F&
* ARC R BTN
- ERHELEEHRENN

ARC FHYmEH N
ATHHT ARC XEFRNEH R FRREN —AMENN

R AN ERE |, AR A2 ML FEREFTIRERD, BT FIXLERE M5B ER
FEREERTANNTHERE , AREX ARC MRERARSHEMFEMEE |, TSR LN 20
fAAEERERS.

b b
ARC R AT MMM T IT R IR

Amazon API| Gateway kR4S 1 B ER

« ApiGwV1ApiKeyCount : #®ZFTH AP| Gateway M E% , TR EA1<EH API Z4AEEE,

 ApiGwV1ApiKeySource : 8 &EFfH API Gateway M R , R 418 API Key Source {E#
EiB

« ApiGwV1BasePath : R &EFFHE API Gateway M Et , TR T4 T E M EARERE,

« ApiGwV1BinaryMediaTypes : ®&EFi4H AP| Gateway M EX , TR T 11235 HE /Y =3t # H1k
B,

- ApiGwV1CacheClusterEnabled : ®&FH APl Gateway BT ER , R £ E ASEL% B A
Cache Cluster,

» ApiGwV1CacheClusterSize : & AP| Gateway M1t , R E/I# Cache Cluster
Size #HE., MRE—MWELRKX , MEMFRIZH NOT READY,

 ApiGwV1CacheClusterStatus : . &FTH API Gateway B Ek , #{R Cache Cluster &F
AVAILABLE R7S,

- ApiGwV1DisableExecuteApiEndpoint : #EFFH APl Gateway M , BR L IPEAREEEH
Execute API Endpoint,

« ApiGwV1DomainName : ¥ &E7H API Gateway M E& , R E(EEZIHEBENESE

« ApiGwV1EndpointConfiguration : 8 &7 APl Gateway M1t , BRE6EZET E G5 HER R E
=z op
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

ApiGwV1EndpointDomainNameStatus : 8 &EFiH API Gateway B & , R EMIXBENEELT
AVAILABLE R7,

ApiGwV1MethodSettings : # &EFfH API Gateway M £t , R E 1M Method Settings {E#H
E8

ApiGwV1MutualTlsAuthentication : K &FTE API Gateway i E& , B8R EAIA Mutual TLS
Authentication B[R,

ApiGwV1Policy : REFTHE API Gateway Bt B , TR £ ERAREBAER API R 5I K,
ApiGwV1RegionalDomainName : ¥ &FfH AP| Gateway ¥ E% , R CAI6EZRHEMN XiZiE
Fo AE  ZANFEMHMERS.

ApiGwV1ResourceMethodConfigs : K. & & AP| Gateway i , BREIEGHELUNERE
IREEN , BIEHEXEE.

ApiGwV1SecurityPolicy : R &EFA API Gateway B Bt , R E4 18 Security Policy {E#H
EB

ApiGwV1Quotas : ®EFfHE API Gateway 4 , BR TS H Service Quotas EERIRE ( IR
&) o

ApiGwV1UsagePlans : . &EFTH AP| Gateway M B , BR e ZF EEGHEREERN Usage
Plans,

Amazon API Gateway k7 2 Bt ER

ApiGwV2ApiKeySelectionExpression : K &EFHE API Gateway B Ek , R EA1#Y API Key
Selection Expression {EHE,

ApiGwV2ApiMappingSelectionExpression : K &EFTH API Gateway BBt , R S8 API
Mapping Selection Expression {E#E.

ApiGwV2CorsConfiguration : £ ZFfH AP| Gateway 1% , R EI11EE#HEH CORS HXHE
=,

ApiGwV2DomainName : 8 &FfH API Gateway B EX , BRE(EEIEBNESE,
ApiGwV2DomainNameStatus : ¥ &FfH AP| Gateway M Bt , R & 4 F AVAILABLE R7%S.
ApiGwWV2EndpointType : ®&EFTH API Gateway BBt , R E{1M Endpoint Type EMEE,

ApiGwV2Quotas : ®EFTA API Gateway 4 , TR ENIRFEH Service Quotas EIEHIPRET ( R
) o

ApiGwV2MutualTlsAuthentication : 8 ZEFTH APl Gateway BBt , BR S48 Mutual TLS
Authentication E#E.

ApiGwV2ProtocolType : ®&FFHE API Gateway M E& , R EAIH Protocol Type EH[E,
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ApiGwV2RouteConfigs : R EFTHE API Gateway M B , R A1 EEHER IS HE XL H A
EINELE.

ApiGwV2RouteSelectionExpression : . ZE A API Gateway BBt , BRE41H Route
Selection Expression {E#EE,

ApiGwV2RouteSettings : B &EFFA API Gateway B EX , TR EA1H Default Route
Settings EHE.

ApiGwV2SecurityPolicy : & FH AP| Gateway M B , R EA1H Security Policy {E#H
EB

ApiGwV2StageVariables: # EFH API Gateway M E& , BRENIH Stage Variables #EH
B ER A E

ApiGwV2ThrottlingBurstLimit : & FTHE API Gateway M E , R E41M Throttling Burst
Limit EME,

ApiGwV2ThrottlingRateLimit : #&F74H& API Gateway B Et , R E1M Throttling Rate
Limit {EAERE.

Amazon Aurora S8

RdsClusterStatus : ®&Z&A Aurora 58 , AR IIRISH AVAILABLE = BACKING-UP,
RdsEngineMode : #&PH Aurora &5 , R E1# Engine Mode EHE[E.,
RdsEngineVersion : K& FTH Aurora £8 , BRE/1H Major Version {EAE[E,
RdsGlobalReplicaLag : &8 Aurora &£ , #{RH Global Replica Lag /)M 30 #,

RdsNormalizedCapacity : B FH Aurora &£# , BERHEIGAENLBTELRREPRATEN
15% AN,

RdslnstanceType : & 7HE Aurora £8 , R EIIEHE/NSEHIKE,
RdsQuotas : ®EFTA Aurora £8 , BREAIFEH Service Quotas EEHRRE ( BRE ) o

Ba ¥ &4

AsgMinSizeAndMaxSize : REFME Bz BAH , BREINHWA XD TR LERER.
AsgAZCount : REFE BT FH , BRETAXKEMEE,

AsglnstanceTypes : REFFE Bz %H4E , BREMNEMHEMHEFIEE, X  ZANTEMEF
BEIRTS,

AsglnstanceSizes : REFE BT B4 , BREMNWEFK/NERES

AsgNormalizedCapacity : REFFE BT B4E , BREGHEICEBELSEREFRABTEN 15%
PR,

AsgQuotas : ®EFTE Bz %A , BREANIRFSH Service Quotas EXEMRE ( BRF ) -
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CloudWatch 21§

« CloudWatchAlarmState : & CloudWatch ZR AR SN ERE KL
?ALARM:RINSUFFICIENT DATAIRTS

BEPMX
- CustomerGatewaylpAddress : REFRBEZFM>x , BRTIIN IP #utt8E,
- CustomerGatewayState: REZEFMX , RS /NMXEL T AVAILABLE R7ES.
- CustomerGatewayVPNType : REFEEF WX , BREIIH VPN KEMEE,
DNS target resources

« DnsTargetResourceHostedZoneConfigurationRule : & FfH DNS B#&R , BRE/IEEHE
[E# Amazon Route 53 £ EX ID , H EENMNEEXBTIEREN, ZE  ZANTFEIR
o

- DnsTargetResourceRecordSetConfigurationRule : 8 Z A DNS BFf&ER , BREMNRIRIC
FEREERE (TTL) 48R/ , TTLs #ENFRETF 300,

- DnsTargetResourceRoutingRule : R EFMNE5IH BRI FKEXEKN DNS BHRRER , AEEN
RERBIBERRRLEERN DNS B, EE  ZRUNTEIHRMERS.

- DnsTargetResourceHealthCheckRule : #ZFfE DNS B ®IR , BRETRAREEE LN S
HBRFICFEMEXE K MIFERER. ZE  ZANTEMHMERS,

Amazon DynamoDB %

« DynamoConfiguration : ##&Ff& DynamoDB % , BRTCIEEHENZH. B, RFEFHMN
BHMREE,

« DynamoTableStatus : & & DynamoDB % , BREIRA N ACTIVE,

 DynamoCapacity : & Ff4H DynamoDB ik , AREMEEN B EMNEARTELBRET R
RBEM 20% AR,

« DynamoPeakRcuWcu : 8 &E&/> DynamoDB % , BRHEBERESHMKREL , UFRIETHERE
NEE,

« DynamoGsiPeakRcuWcu : & &/ DynamoDB & , BHREBAEIMEARESHib&KSE
£, MRETMREEN B E.

 DynamoGsiConfig : REFMEEE LB =R ZE5|H DynamoDB *k , BRXLERFEAMERNE
5, BEMANRE

-« DynamoGsiStatus : REFFEEE LB =4 K5I DynamoDB & , R/ R XS54 T
ACTIVE IR,

« DynamoGsiCapacity : REFEEE LR =4 K5I DynamoDB & , BRXLERWTEE GSI
ENAEN GSI BEARELRREFRABZEN 20% A,

b
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Amazon B FTEFFIRE #4188 ( ARC ) F% AR
 DynamoReplicationLatency : REFFBEEN £ RHEM DynamoDB F* , BRE M E HIZER M
EB
- DynamoAutoScalingConfiguration : ®EFFEE A T B3I 4/ DynamoDB & , BIREMER
HENRINEE, BARERBFERNBEARE,
- DynamoQuotas : 8 &FfH DynamoDB % , R E1RFE&H Service Quotas EEMRE ( IR
#) o
ELB ( 2B AEITHER )
* ElbV1CheckAzCount : REZNMEHAFIGER  BRENEES - MTHKX, E5  ZANF
FIFE RS
 EIbV1Anylnstances: R EFIE LB A F TR , BRENEZEDE -1 EC2 £461,

- ElbV1AnylnstancesHealthy: e EFFI B LB A ITHEEE , BRENEDE —NMNETREFHN EC2 3£
il

- EIbV1Scheme : REFFERHEAFIEESE K BRENXAEBNAEYESRS IR,
« EIbV1HealthCheckThreshold : K EE KX HAFIGESE K BREINNETIVIREREMEE,
« EIbV1HealthChecklinterval : ®EFME KX HAFE R K BREMNNETRRRERREEE.

- ElbV1CrossZoneRoutingEnabled : ® EFfEZ A HKIITE R , BRTNEFHENE XIiFEAHK
¥J% {8 ( ENABLED =% DISABLED ) .

- ElbV1AccessLogsEnabledAttribute : R EMBLX B AHKITE S , BWREMNNIER B EEMEE
( ENABLED = DISABLED ) ,

- ElbV1ConnectionDrainingEnabledAttribute : BB LM A ITE SR , BREMNNEZERE
#E ( ENABLED  DISABLED ) »

« ElbV1ConnectionDrainingTimeoutAttribute : R &EFIERX B AFIEES , BREINERZEERE
FHEAEE
- ElbV1ldleTimeoutAttribute : # BT EZRAFITESR , BRENNZRBREEE.

- ElbV1ProvisionedCapacityLcuCount : ® EFFETEER LCU XTF 10 WLBAFITHEEE , BR
CIEERERHESMEE LCU B 20% MK,

- EIbV1ProvisionedCapacityStatus : RESNELHAFIIEHRNTRERTERS , BREETR
DISABLED = PENDING,

Amazon EBS &
- EbsVolumeEncryption : ®&FHE EBS & , WRE(IMINZEMER ( ENABLED %

DISABLED ) »
« EbsVolumeEncryptionDefault : &7 EBS & , BREIIMWERIAINZRE R ( ENABLED =
DISABLED ) »
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EbsVolumelops : K EFFBEBSE LR ENINER input/output IR4EXK (I0PS) MR,
EbsVolumeKmsKeyld : 2 EFTEEBSE AR EIIHIRRIA Amazon KMS %48 ID #[E,

EbsVolumeMultiAttach : R &EFTHE EBS & , R ENINZEEZEMEE ( ENABLED T
DISABLED ) »

EbsVolumeQuotas : ®&EFTE EBS & , BREAIRFS Service Quotas i%ERPRE ( FRH ) -
EbsVolumeSize : ®R&EFHE EBS % , WREMIHW IR A/NHERE,

EbsVolumeState : ®R&EFTH EBS & , BREIINBIRSHERE.

EbsVolumeType : &EFTHE EBS % , BREIINEREMERE.,

Amazon Lambda Bk

LambdaMemorySize : ®&EFTH Lambda ¥ , BREMNHVAEXRPEE. RE—IMHFLEER
% , M EMFRIEH NOT READY,

LambdaFunctionTimeout : #£&FH Lambda ¥ , BREMNWEREHERE. RE—IWEL
BA , WEAMFRIZH NOT READY,

LambdaFunctionRuntime : #Z P Lambda & , WREMHEGHERBMNIZITHE,
LambdaFunctionReservedConcurrentExecutions : & A Lambda & , BRENEHEEH

E# Reserved Concurrent Executions H. MRE—HWELRAK , NEMERIZH NOT
READY,

LambdaFunctionDeadLetterConfig : # & FA Lambda B¥ , BREAIEEE N REZE L
Dead Letter Config.

LambdaFunctionProvisionedConcurrencyConfig : £ &FfA Lambda B , BRENH
Provisioned Concurrency E#EE,

LambdaFunctionSecurityGroupCount : 8 &FfE Lambda Bk , BREAIH Security
Groups {EE[E,

LambdaFunctionSubnetldCount : ®ZFfH Lambda B# , R E1IH Subnet Ids EH[E.

LambdaFunctionEventSourceMappingMatch : £ &FfH Lambda B , BREAIZBIFMERE
B Event Source Mapping EBMHEBITE.

LambdaFunctionLimitsRule : #Z P Lambda B3 , BE TS H Service Quotas EEH
BREA ( BR# ) o

W 45 S B9 BR M L R A2 /e S B9 i Bs

ElbV2CheckAzCount : ®EB MM K AEHEES , BREMGEREI —NMNTARK, EE  ZHUF
R IRA
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- ElbV2TargetGroupsCanServeTraffic : &E& Network Load Balancer 1 Application Load
Balancer , BREZLHE—NMZTRHFHN L % EC2 £6l,

- ElbV2State : RES/NNEZ A IIERMNNARFARITES , BAREL T ACTIVE RE.

- EIbV2IpAddressType : R BEMEMEZAEDESNNARFAEIIESE , BREIW P thik3E
HMEE,

« ElbV2Scheme : REFMEME R ER NN ARF AT EERS  BRENNWARER.

- ElbV2Type : REMEMB AR GEBNNARFARSEHSE , BRENVEEMER,

 EIbV2S3LogsEnabled : REFMAEMEZ AT EERNNARFAETESE , BWREIIHN Amazon
S3 fr%5e515 19 H & {EME ( ENABLED = DISABLED )

« ElbV2DeletionProtection : 8 &EFTAE M EZAFKIGERIZMNNARF ATHI9ES , BERTIIAMBRE
@48 ( ENABLED 3 DISABLED ) ,

- ElbV2ldleTimeoutSeconds : EFTEMENKITER/ NN ARFABHEES , BRENNZER
BRI BEE R

- ElbV2HttpDropinvalidHeaders : ®&EE MR EI9ESRNNARFATITESE  BREMH
HTTP Z2F LM BEMEE.

« EIbV2Http2Enabled : ®REMEME A B E R MYARFATRISEES , BEREI/NEMER
HTTP2 ( BRAZER ).

« ElbV2CrossZoneEnabled : REFTAEMZAH TR MNAREFARKITEE L BRENEGHER
B9 55 X 51 5 19 %{& ( ENABLED = DISABLED ) ,

- ElbV2ProvisionedCapacityLcuCount :  EFFETEEH LCU XTF 10 WRZAEITEERFAA
BRFARSES  BREMNSFREPHRSMEE LCU B 20% AR,

« ElbV2ProvisionedCapacityEnabled :  EFfEME AT IIEHS NN AEFAROESNTRER
ERE , BREETE DISABLED =z PENDING,

Amazon MSK ££&#
« MskClusterClientSubnet : KE&Z MSK &8 , BRERERIMIRE=AEFiHF M,
- MskClusterinstanceType : R&EFH MSK &8 , BR M EHBHEH Amazon EC2 SEfiIZEH,
- MskClusterSecurityGroups : ®&EFfHE MSK £& , BRE/EGHERNZ 24,

« MskClusterStoragelnfo : REFTHE MSK &8 , BRTE/IN EBS FEBX/IHE. MREEF—IH
BB K, MHEAFRIZ NOT READY,

 MskClusterACMCertificate : R&EFTH MSK £& , BREMNEEMHENEFHRGEP IR,
ARNSs

* MskClusterServerProperties : R&EFH MSK &8 , BREMIM Current Broker Software
Info E*Hlﬁlo
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MskClusterKafkaVersion : ®&EFFE MSK £& , R S8 Kafka R4+ G,

MskClusterEncryptioninTransitinCluster : K &EFFHE MSK £8 , RS/ Encryption In
Transit In Cluster B[R,

MskClusterEncryptioninClientBroker : # & FH MSK &£& , B{RE/11# Encryption In
Transit Client Broker {E#ME[E.

MskClusterEnhancedMonitoring : & FTE MSK £8 , BRE418 Enhanced Monitoring
BEHE,

MskClusterOpenMonitoringIndmx : 8 &FFE MSK £& , BARE/1H Open Monitoring IJIMX
Exporter {EAE[E,

MskClusterOpenMonitoringInNode: ¥ &EFfE MSK £& , BRE118 Open Monitoring Not
Exporter. ERE,

MskClusterLoggingInS3 : ®&FTAE MSK £& , R E/1M Is Logging in S3 EME.

MskClusterLoggingInFirehose : #&EFfH MSK £& , R EM1M Is Logging In Firehose
EHE,

MskClusterLoggingIinCloudWatch : ®&EFHE MSK 58 , BREAIMN Is Logging
Available In CloudWatch Logs {E#E[E,

MskClusterNumberOfBrokerNodes : ®&EFTHE MSK £& , B&RE{18 Number of Broker
Nodes E#i[E, MBE—NMHELRAK , N EAMFRIZH NOT READY,

MskClusterState : ®&E&E MSK £& |, BREL F ACTIVE IRE.

MskClusterLimitsRule : #ZFf4& Lambda &% , BREAISFSH Service Quotas EEHIRE
(BB ) o

Amazon Route 53 iZ{THRRK E

R53HealthCheckType : E &/ Route 53 BTIRARE , BAREXEFRIE CALCULATED , }#
BFiERENRBEHEE,

R53HealthCheckDisabled : & &/ Route 53 ZTRRKRE , BERET4L T DISABLED ik
=

BN0

R53HealthCheckStatus : ®Z&&/ Route 53 ZTIRRKRE , BERELTF SUCCESS KA.

R53HealthCheckRequestinterval : & FiH Route 53 ETIRARE , BRENIEEFHERN
Request Interval {&,

R53HealthCheckFailureThreshold : & FFH Route 53 iZTRARE , BRENHEEHEN
Failure Threshold. {E,

R53HealthCheckEnableSNI : # & FfA Route 53 ST ZE , BREIIHEEHBEHN
Enable SNI. {&.
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« R53HealthCheckSearchString : ®&FH Route 53 BITRIARE , BREIBEEHERH
Search String. {B.

« R53HealthCheckRegions : 8 EFf4A Route 53 E{TIRARE , BREIEEHEBEH Amazon X
= I

- R53HealthCheckMeasureLatency : #ZFfH Route 53 E{TRAKRE , BREIBEEHEEH
Measure Latency f&.

« R53HealthChecklInsufficientDataHealthStatus : # 2 FfH Route 53 E{TIRRKE , BERTIIE
B EMHEBEM Insufficient Data Health Status {E.

« R53HealthCheckinverted : # & Route 53 ETRARE , BRE(LHFEHAEILKAE

« R53HealthCheckResourcePath : & FfH Route 53 iIZTIRRKE , BR bﬂ‘.l%‘BEﬁ*HlﬁE’\J
Resource Path {E.

+ R53HealthCheckCloudWatchAlarm : ¥ &FTHE Route 53 ETIRARE , BRE 2 XBH
CloudWatch iR EEHRBEMWIREMELE,

Amazon SNS T
- SnsSubscriptionProtocol : #&FFHE SNS T , BEREMINHIAERE.
« SnsSubscriptionSgsLambdaEndpoint : #ZEFiE @& Lambda 5 SQS %< H SNS 1T , R
1B EF RN,
« SnsSubscriptionNonAwsEndpoint : ® &FT B BB IFAmazon lRFmRFEE ( FlanE FR4 ) B
SNS 1T , U RITHEEHERNALRHT Ko
« SnsSubscriptionPendingConfirmation : #&F7HE SNS T , BREMINFHINEERE.

« SnsSubscriptionDeliveryPolicy : 8 EFFE A SNS iT[H , HTTP/S ABREMH “BRRXM
" EHE.

« SnsSubscriptionRawMessageDelivery : ZEFTHE SNS 1T , BRI R E SE R EHE
=i

« SnsSubscriptionFilter : ¥ &FTA SNS 1T , BREAIN LRI EEE.

« SnsSubscriptionRedrivePolicy : e EFTHE SNS 1T , AN EHIE3BEREHEE.

- SnsSubscriptionEndpointEnabled : 8 Z A SNS iTH , BREMNNRLEREA'WEMER,

. SnsSubscrlptlonLambdaEndpomtVaIld : REMBEEE Lambda R SNS iTH , BRE(S
EEBMH Lambda Ko

- SnsSubscriptionSgsEndpointValidRule : ®ZEFEEH SQS wmAH SNS iTH , BRENZEE
MHY SQS IwmR.

- SnsSubscriptionQuotas : ®&EFTAE SNS T , BREIIFEH Service Quotas BEMFRER ( R
#l ) o
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Amazon SNS =&
« SnsTopicDisplayName : ®Z A SNS £ , BREA1H Display Name EM[E,

- SnsTopicDeliveryPolicy : ®EFTEHAE HTTPS iTEAFH SNS =& , BRE/IW
EffectiveDeliveryPolicy #[E.

- SnsTopicSubscription : K &EFFAE SNS & , BRESMMXWITEAFBMEE.

- SnsTopicAwsKmsKey : ®EFFH SNS =& , BRE EEEE HEZHE Amazon KMS Z4A,

« SnsTopicQuotas : ®&EFTA SNS £& , BWRENIFEH Service Quotas EXEHIRE ( BRF ) -
Amazon SQS BA %

« SqgsQueueType : ®EFTHE SQS A%l , BREMNHBEEHRH Type E.

- SqgsQueueDelaySeconds : #&EFIH SQS A% , R EMIFHEEMHEREM Delay Seconds fE.

- SgsQueueMaximumMessageSize : ®&EFE SQS A% , BRTIIFHEFHEH Maximum
Message Size fE.

« SgsQueueMessageRetentionPeriod : EFTHE SQS A% , R EIIMEEHEREHN Message
Retention Period {Eo

- SgsQueueReceiveMessageWaitTimeSeconds : ®EFTHE SQS A% , BREMNHEEHEHN
Receive Message Wait Time Seconds {E.

- SgsQueueRedrivePolicyMaxReceiveCount : £ &FfA SQS BA%l , BREMEHEEHEHN
Redrive Policy Max Receive Count fE,

- SgsQueueVisibilityTimeout : £ &FTA SQS A% , BRENIEMEEHEREMN Visibility
Timeout {Eo

- SgsQueueContentBasedDeduplication : &FTH SQS A% , BREIIBEEHEREHN
Content-Based Deduplication {&,

- SgsQueueQuotas : ®EFTHE SQS A% , BREIIFEH Service Quotas BEERIFRER ( R
#)

Amazon VPCs
 VpcCidrBlock : ®EFFERNA VPCs , BARTAIA CIDR M E K/NMEMES
« VpcCidrBlocksSameProtocolVersion : #EFFH VPCs EFMHE CIDR RHAZE , BRENIN
Internet FIMRASEHE,

« VpcCidrBlocksStatelnAssociationSets : K &EFTEH CIDR X3RXEE , VPCs BWRE(1EEL
TARZSHY CIDR 3R, ASSOCIATED

« Vpclpv6CidrBlocksStatelnAssociationSets : # &FT A it FIFTAE CIDR #HxEk&E , VPCs HR
EAIH CIDR REEFHEE K ER Ht,
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VpcCidrBlocksInAssociationSets : ®EFTAH CIDR XRKEE VPCs , R EI1H K/
Ei

Vpclpv6CidrBlocksIinAssociationSets : K &EFTHRY IPv6 CIDR X3RXEKE , VPCs BREIN
KHEE,

VpcState : ®EZA VPC , B{RHEL T AVAILABLE RZ,

VpclnstanceTenancy: R&EFE VPCs AR AR ENHMEEGHENE. Instance Tenancy
VpclsDefault: £ &FFHE VPCs ARLBRECIIEEGHEMNE Is Default.

VpcSubnetState : ESA VPC ¥ , #RHEL T AVAILABLE IR7o
VpcSubnetAvailablelpAddressCount : &8 VPC M , BREATAWN IP it A TE,
VpcSubnetCount : R&EFFAE VPC FM , BREMNIN FRHBEHEE.

VpcQuotas : ®EFE VPC +M , BREMIRFSH Service Quotas EEMPRE ( BRE ) -

Amazon VPN &=

VpnConnectionsRouteCount : ®&FTHE VPN iE#E , BRENZEDE—FKEH , MEKHBKEME
E8

VpnConnectionsEnableAcceleration : K &FFH VPN i&# , BARTAIM Enable
Accelerations {EE[E,

VpnConnectionsStaticRoutesOnly : ¥ &FH VPN E# , BRE/18 Static Routes Only.
EHEE.

VpnConnectionsCategory : #®&FfE VPN E1Z , BERTE{IIHES7 VPN,

VpnConnectionsCustomerConfiguration : #&FH VPN iE# , BEREIIH Customer
Gateway Configuration {EE[E,

VpnConnectionsCustomerGatewayld : &8 VPN E#Z , BREEETEFMX,
VpnConnectionsRoutesState : 8 &EFFHE VPN E# , BRE14TF AVAILABLE A%,
VpnConnectionsVgwTelemetryStatus : ®&E& A VPN &E# , BRHE VGW RSN UP,

VpnConnectionsVgwTelemetrylpAddress : &S/ VPN E#Z , BEREESN VGW ENEET
RIAISAEE IP sk,

VpnConnectionsTunnelOptions : #&FTE VPN E# , BRE(IHNFREERTMERE,
VpnConnectionsRoutesCidr : #&FfE VPN 1% , BRE{1M B 5 CIDR MR,
VpnConnectionsinstanceType : 8 &FffH VPN i&E# , BAREAIN Instance Type #E,

Amazon VPN M 3%

VpnGatewayState : #&EPTE VPN Fx , BRE(ILTF AVAILABLE RZ.
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 VpnGatewayAsn : ®EFTHE VPN Mx , BRT11H ASN HE.
+ VpnGatewayType : R&EFHE VPN R |, BRENWEEMERE,
- VpnGatewayAttachment : R &EFTH VPN WX , BREIMNEZEEREE.

EERElA EEERENN
B UE L EEREMERIEBTIHNMEMNN, Amazon Web Services EEZF| &
ERFELEEREANMN LR

1. 158 https://console.amazonaws.cn/route53recovery/home#/dashboard , TF ARC ###l1&,
2. EBRRBERE.
3. HERRRET , ERFENRRREUEFENN,

ARC I EIRERA ARN %=

¥ Amazon NAEFIRELHIER (ARC) REIZAREN , EAUEEEUEERESPHEFRREUR
EAENESNMNRIFMIL D EIRE R (ARNs), ARC ERBRHFRKERAKER ARN 8K, X175
HT ARC X#EFHNRFRE R SR A RREARE ARN 1,

BEAEEXBRTRR, ZERHE ARN B, FAZNRRIBEEEERItalicized XA,

(® Note
HEE , ARC EXRHAIR ARN X ATRER R TRSASFMERN IR ARN X, 60,
(RFERSE) PEURSHNRREES PHEER ARN X AJETE1E ARC X5 ARC
RS I ThEEFT R Amazon Web Services ik ID SREME L.

AWS::ApiGateway::Stage

Amazon API Gateway iR 1 B ER.
« ARN = : arn:partition:apigateway:region:account:/restapis/api-id/

stages/stage-name

- arn:aws:apigateway:us-east-1:111122223333: /restapis/123456789/
stages/ExampleStage
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https://console.amazonaws.cn/route53recovery/home#/dashboard
https://docs.amazonaws.cn/service-authorization/latest/reference/reference.html
https://docs.amazonaws.cn/service-authorization/latest/reference/reference.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

BXEZEER |, 55/ APl Gateway Amazon &RE# (ARN) &,
AWS::ApiGatewayV2::Stage

Amazon API Gateway iR 2 B R,
« ARN #3 : arn:partition:apigateway:region:account:/apis/api-id/
stages/stage-name

Al : arn:aws:apigateway:us-east-1:111122223333: /apis/123456789/stages/
ExampleStage

BXREZER , 555 APl Gateway Amazon FRE&F (ARN) &,
AWS::CloudWatch::Alarm

I 5% CloudWatch 23R,

« ARN #&3% : arn:partition:cloudwatch:region:account:alarm:alarm-name
Al : arn:aws:cloudwatch:us-west-2:111122223333:3larm:test-alarm-1

BEXEZER , 55 Amazon EXHEIRZEE CloudWatch,
AWS::DynamoDB::Table

Amazon DynamoDB &,
« ARN #&3 : arn:partition:dynamodb:region:account:table/table-name
A arn:aws:dynamodb:us-west-2:111122223333:table/BigTable

EXEZER , B3 DynamoDB &R Mg,
AWS::EC2::CustomerGateway

EPRRIRE,.

« ARN #&3= : arn:partition:ec2:region:account:customer-
gateway/CustomerGatewayId

Al - arn:aws:ec2:us-west-2:111122223333: customer-gateway/vcg-123456789

BXEZEER , 3 Amazon ENHEEZER EC2,
AWS::EC2::Volume

Amazon EBS %,
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https://docs.amazonaws.cn/apigateway/latest/developerguide/arn-format-reference.html
https://docs.amazonaws.cn/apigateway/latest/developerguide/arn-format-reference.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazoncloudwatch.html#amazoncloudwatch-resources-for-iam-policies
https://docs.amazonaws.cn/amazondynamodb/latest/developerguide/access-control-overview.html#access-control-resources
https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

« ARN = : arn:partition:ec2:region:account:volume/VolumeId

Al arn:aws:ec2:us-west-2:111122223333:volume/volume-of-cylinder-is-
pi

BXEZEER , 551 AP| Gateway Amazon FRE# (ARN) 3,
AWS::ElasticLoadBalancing::LoadBalancer

Z 1N PITER,
« ARN #&

N : arn:partition:elasticloadbalancing:region:account:loadbalancer/LoadBalanc

Al - arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/123456789abcbdeCLB

BXREZEE , {52 M Elastic Load Balancing &
AWS::ElasticLoadBalancingV2::LoadBalancer

W& D # 3R SR AR B D s o
- MBERFHERE ARN 1

I : arn:partition:elasticloadbalancing:region:account:loadbalancer/
net/LoadBalancerName

P& #E S~ - arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/net/sandbox-net/123456789acbdeNLB

- NRARFABIIERN ARN 1%
I @ arn:partition:elasticloadbalancing:region:account:loadbalancer/
app/LoadBalancerName

B AERFARYEEERH - arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/app/sandbox-alb/123456789acbhdeALB

BXEZEE , S M Elastic Load Balancing &R
AWS::Lambda::Function

—A Amazon Lambda B %K.

« ARN #&3 : arn:partition:lambda:region:account:function:FunctionName

B : arn:aws:lambda:us-west-2:111122223333:function:my-function
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https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/load-balancer-authentication-access-control.html#elb-resources
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/load-balancer-authentication-access-control.html#elb-resources

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

BXREZEER , H5H Lambda BEW &R,
AWS::MSK::Cluster

Amazon MSK ££&%,
« ARN #3 : arn:partition:kafka:region:account:cluster/ClusterName/UUID

A~ arn:aws:kafka:us-east-1:111122223333:cluster/demo-
cluster-1/123456-1111-2222-3333

BEXREZEER , H2 0 Amazon Managed Streaming for Apache Kafka & X B F&IRFER,
AWS::RDS::DBCluster

Aurora BB FE £,
 ARN #%&

N : arn:partition:rds:region:account:cluster:DbClusterInstanceName
A~ arn:aws:rds:us-west-2:111122223333:cluster:database-1

BEXREZELR , i5SHE Amazon RDS A I & %R & # (ARNSs).
AWS::Route53::HealthCheck

Amazon Route 53 TR E,
« ARN #3 : arn:partition:route53:::healthcheck/Id

A~ arn:aws:route53: : :healthcheck/123456-1111-2222-3333
AWS::SQS::Queue

Amazon SQS BA %I,
« ARN #&3 : arn:partition:sqs:region:account:QueueName
A~ arn:aws:sqs:us-west-2:111122223333:StandardQueue

BEXREZEE , B2 Amazon Simple Queue Service FIRFIEE,
AWS::SNS::Topic

Amazon SNS £,

« ARN &3 : arn:partition:sns:region:account:TopicName

M : arn:aws:sns:us-west-2:111122223333:TopicName
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https://docs.amazonaws.cn/lambda/latest/dg/lambda-api-permissions-ref.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonmanagedstreamingforapachekafka.html#amazonmanagedstreamingforapachekafka-resources-for-iam-policies
https://docs.amazonaws.cn/AmazonRDS/latest/UserGuide/USER_Tagging.ARN.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-overview-of-managing-access.html#sqs-resource-and-operations

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

BXEZEER , H5H Amazon SNS &R ARN # 3,
AWS::SNS::Subscription

Amazon SNS i,

« ARN #&3 : arn:partition:sns:region:account:TopicName:SubscriptionId

Rl : arn:aws:sns:us-
west-2:111122223333: TopicName:123456789012345567890
AWS::EC2::VPC

BB R (VPC).
« ARN 183 : arn:partition:ec2:region:account:vpc/VpcId

- arn:aws:ec2:us-west-2:111122223333:vpc/vpc-123456789

BXEZEER , B5H VPC &R,
AWS::EC2::VPNConnection

EHLE M (VPN) EE,

« ARN 183 : arn:partition:ec2:region:account:vpn-
connection/VpnConnectionId

- arn:aws:ec2:us-west-2:111122223333:vpn-connection/vpn-123456789

AXEZER , H5 Amazon EXHRIFREERE EC2,
AWS::EC2::VPNGateway

REELE AMLE (VPN) MK,
« ARN &3 : arn:partition:ec2:region:account:vpn-gateway/VpnGatewayId

Bl : arn:aws:ec2:us-west-2:111122223333:vpn-gateway/
vgw-123456789acbdefgh

BAXEZER , B2 Amazon EXHRFREER EC2,
AWS::Route53RecoveryReadiness::DNSTargetResource

BATHRERER DNS BFRRREEHE DNS icFEHE, 1HH&. Route 53 F£EX ARN UK M &Y
728 ARN = Route 53 i2 &£ ID.
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https://docs.amazonaws.cn/sns/latest/dg/sns-using-identity-based-policies.html#sns-arn-format
https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

« EEXH ARN #&3% : arn:partition:route53: :account:hostedzone/Id
EEXRH : arn:aws:route53::111122223333:hostedzone/abcHostedZone

AR BUTIRBIAGEEN S RERE XS ARNsHFEEIKS ID. AIIRMKS ID , X
ARC F R RIR, ZBRXBMETRET Amazon Route 53 ERE ARN KR ( £ (REHBNS
#Z) B Route 53 RF A FREPERHR ) .

- MEATBERA ARN 1%
RN : arn:partition:elasticloadbalancing:region:account:loadbalancer/
net/LoadBalancerName

P& B 15 8S R~ - arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/net/sandbox-net/123456789acbdefgh

BREZER , 2 M Elastic Load Balancing %o

Amazon NAEFIREZRHIE (ARC ) FHHREREN AKRIERI KGR

&AILAE A Amazon CloudWatch #1 Amazon EventBridge £ Amazon N AR IR E %25 (ARC) H
LRERRRARE , Lo WEXHBHFHREIE, Amazon CloudTrail

(® Note

TR ERFHATREFAN  BBSNERFEPEEFXZERI (HEX ) #XH ARC
CloudWatch ¥&#%5#1 H& Amazon CLI., Bt Amazon CLI , HFESEBEUATSHANEN TS
EEXEAES (B#X ) XiF : --region us-west-2,

£

« 4% Amazon CloudWatch i+ ARC FHIRERE

- /A Amazon CloudTrail iIEZMERE AP HABE

« 1£ Amazon LA ARC FHEZ B R E EventBridge

¥ Amazon CloudWatch A+ ARC FHI &K &=

Amazon R FAREFEHIE 8 ( ARC ) B Amazon CloudWatch X fER BN EE L. FIA
CloudWatch , BRI S R — A B FHEEFSIEIE (HFRIER ) RREXTXERFESNRITHIE. 7
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https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonroute53.html#amazonroute53-resources-for-iam-policies
https://docs.amazonaws.cn/elasticloadbalancing/latest/userguide/load-balancer-authentication-access-control.html#elb-resources

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

FEMANELEZENEE  MEREL/ANZEEREREZCNE, H1a0, &0 SRR E A E R A
B Amazon XEIHVRE. BNEIE[LERA MR BB B A B 84,

BAERERRRIEREREBEFIEZT. Sl , EAILEIE CloudWatch BIR KRG RIEERIE R , HE
ERBHEN TEZUEN B EMRE (@B FERHF it R IXBEA ) .

EXEZEER , 2 (Amazon CloudWatch FIFIER) »

F&

- ARC IE¥5

« ARC fEfrmSE it Bz

- &F ARC H#J CloudWatch f§#x

ARC #E#%

AWS/Route53RecoveryReadiness &% 2= E BIE T 1845,

BHR R
ReadinessChecks RRARCUHEBHMERENRE, ZEMAUNBRRSHELEE , WIT
i Ro

#4¥ : Count.

REIRE | BFREE,

ST IR - E—BRANSITHER Sum,
HE

* READY

* NOT_READY

* NOT_AUTHORIZED
* UNKNOWN

Resources KRR ARC LB RBRHE | TLURIE APl E LW B IRIRR AR IE E 4
E.

B4{7 : Counto
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

1R DU
wERAE : BHRFEE,
ST HE - —BANSITHER Sum,
4*E

« ResourceSetType : XERHRRRE | & ARC AN ENMEE
REN R RBEHRTIFIE

540 - AWS: :CloudWatch: :Alarm

ARC RS IT IR

CloudWatch £F ARC R ERMIE QIEHEITRIE. SRR EREEMN R RRALENIERK
2. HERGUHEN , RENBERZERSHNEERTIR. £ERATH -IRRERNBH/
BEXY,

LT BB 8E NN B AR EN EE A S R

« EF ARC A TERERBRMATHRERERE.
« BF ARC THMEMAERREXREN TR EL

&EF ARC F 1 CloudWatch F§#5

SETLAER CloudWatch #2188 Amazon CLI &% ARC B CloudWatch 845, EEFIAH , XL
RERNEEERR,

B EREEEFHER Amazon CLI RREEXE RS ( HEXM ) X+ ARC # CloudWatch
EfR. £ Amazon CLI B , BEBEMAUR TSR N BN TEEXERAS (BBNMN ) X . --

region us-west-2,
£/ CloudWatch 124l & EE BT

1. B LT MuLITF CloudWatch # %] & : https://console.aws.amazon.com/cloudwatch/o
2. ESMERP | EEER.

3. i%# Route53RecoveryReadiness a3 & ZE A,

4. (W) EEMBLEERRENER , FEERFRIBAEEN,
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https://console.amazonaws.cn/cloudwatch/

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

£/ &EFEHRAmazon CLI

EALLT list-metrics 855 AT FAIEHF
aws cloudwatch list-metrics --namespace AWS/Route53RecoveryReadiness --region us-west-2

£/ Amazon CLI SREIEFHISE it R

FERALLT get-metric-statistics T RIREBUEEIEHMEEN R IT IR, B CloudWatch FFRR4E
WM — AN —NEMWIER, EREFEARETNANTNEELAERERITHIE, BXMEEL
BiEMHNERNE -4,

UTREIZIET ARC REKF B2# AN RERELS R,

aws cloudwatch get-metric-statistics --namespace AWS/Route53RecoveryReadiness \
--metric-name ReadinessChecks \

--region us-west-2 \

--statistics Sum --period 60 \

--dimensions Name=State,Value=READY \

--start-time 2021-07-03T01:00:00Z --end-time 2021-07-03T01:20:00Z

THEHRZGTHRARHL

{
"Label": "ReadinessChecks",
"Datapoints": [
{

"Timestamp": "2021-07-08T18:00:00Z2",
"Sum": 1.0,
"Unit": "Count"

},

{
"Timestamp": "2021-07-08T18:04:00Z",
"Sum": 1.0,
"Unit": "Count"

.

{
"Timestamp": "2021-07-08T18:01:00Z2",
"Sum": 1.0,
"Unit": "Count"

},

{

"Timestamp": "2021-07-08T18:02:00Z",

AEiSF Mk 207


https://docs.amazonaws.cn/cli/latest/reference/cloudwatch/list-metrics.html
https://docs.amazonaws.cn/cli/latest/reference/cloudwatch/get-metric-statistics.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

"Sum": 1.0,
"Unit": "Count"
},
{
"Timestamp": "2021-07-08T18:03:00Z",
"Sum": 1.0,
"Unit": "Count"
}

£ Amazon CloudTrail icZRERE API AR BE

5 Amazon CloudTrail £% , &2 —UkRS , ATk ARC FEHAF. A% Amazon IRFATXE
ENHYIR4E, CloudTrail £ ARC IFFE APl HRERNEHEIR, BROBAASZEXRE ARC 24 & 118
BARX ARC API Z24ERRIZE A,

WMREORIRER , WA LAE CloudTrail B4HFE4E15E) Amazon S3 7M#H ( 23 ARCHIEH ) . M
RIEFBERER , WHHE CloudTrail ##H & FNEHFLIEFKFPER RSN

£/ CloudTrail WWERIER , B LAHER ARC RH THAER, KHBERM P i#hak, FR7G. 1B
REJE AR B A iFAE S

ETH#AX CloudTrail NEZ{ER , HZ (Amazon CloudTrail B #EE) https:/
docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html,

CloudTrail 8y ARC &

& 612 Amazon Web Services Ik Y, FEZK~ £/S A CloudTrail, % ARC RARESEZIAT |, %
SEDICRTE CloudTrall EHH , 5 HM Amazon RS EH4H —RREFEEEHAILIERP, B
£ Amazon Web Services Ik F&EE, BEANTHHEMBH. BXEZEER , 125 Working with
CloudTrail Event history,

%t F Amazon Web Services I~ PV EHIVIFELIZSR ( 2 ARC WEH ) | BLIERERIER. &
S RERIZS , CloudTrail TFf BHEH1EIXE Amazon S3 FE i@, TIRIBERT , R AT ERER
%A | IR ERIE S M A F AT EAmazon Web Services X1, IIBERIZRZAE Amazon 2 XHidxmE
XS HhWEH , HFEEXGEEZTEIEERN Amazon S3 F#1, kI, BOUEEH M Amazon R
%, #—F P CloudTrail BEFRENSHHEHXET. BEXESZEE , FSHATIAE

o BIERERICFERHAR
« CloudTrail Z##9BRSS A& 5K
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

» Configuring Amazon SNS notifications for CloudTrail

« MZAMXF$EIW CloudTrail B &AM Z ANk UK CloudTrail B &34+

FiE ARC #EH CloudTrail i25% , Amazon N AREFIRERFIZEFNIMERSE APl ZE 18R, Amazon
PMAEFRERFISFNIRERFEE API ZE1EMM Amazon M AREFIRE EHISEH B HES

APl SEZEEHREIEMIEA, Hl , 5 CreateCluster, UpdateRoutingControlState #
CreateRecoveryGroup EEMNEA X CloudTrail BEMXHFEKEKE

BIMNEHBATREBESERERBFRNARERE. SHEETHEBEHEUTRR

- BHEREFEHRAFEIEER Amazon Identity and Access Management ( 1AM ) AP &EIE A HHY.
- BREEAACGERKREAFNIENZEEIERAEN,
« EREZBHEM Amazon RF K H.

BXREZER |, i3 M CloudTrail userldentity 7T,
EEHHRIERPESE ARC B4

CloudTrail AJiL#&7E Event history ( EHALIER ) PEFZHMEH. EEF ARC API BEREH
BRARERH ST XE EFEPERZERES (BRBXNMN ) . BEXEZER , 5 M (Amazon
CloudTrail BF#®8) B £ CloudTrail &4 #i2F.

T# ARC BEXH%HE

R —REE , TATEE4EN AEXMHEEREIEEN Amazon S3 7. CloudTrail BE
HIE—NBIZNMNALEKEKEH,. —MNEHRTREBEMRERHN—MER , SREBEXFMERNRE. BREH
HEAFIESE, ERSBEFEMNE S, CloudTrail BEXHFTR2LH AP AN EFHREER  FHike
NFAREARFEINFE T

TEHNRBIERT — CloudTrail B&E%KE |, Z%F BB THEREN CreateRecoveryGroup #
(=N

{

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/recovery-readiness/latest/api/
https://docs.amazonaws.cn/recovery-cluster/latest/api/
https://docs.amazonaws.cn/recovery-cluster/latest/api/
https://docs.amazonaws.cn/routing-control/latest/APIReference/
https://docs.amazonaws.cn/routing-control/latest/APIReference/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"

.

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-07-06T17:38:05Z"

}
}
},
"eventTime": "2021-07-06T18:08:037",
"eventSource": "route53-recovery-readiness.amazonaws.com",
"eventName": "CreateRecoveryGroup",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",

"requestParameters": {

"recoveryGroupName": "MyRecoveryGroup"
1,
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype,x-amzn-requestid, x-amzn-
errormessage, x-amzn-trace-id, x-amzn-requestid, x-amz-apigw-id, date",
"cells": [],
"recoveryGroupName": "MyRecoveryGroup",
"recoveryGroupArn": "arn:aws:route53-recovery-readiness::111122223333:recovery-
group/MyRecoveryGroup",
"tags': "F**"

1,

"requestID": "fd42dcf7-6446-41e9-b408-d@96example”,
"eventID": "4b5c42df-1174-46c8-be99-d67aexample”,
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "111122223333"
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER
£ Amazon EfEA ARC R AR BRI E EventBridge
£/ Amazon EventBridge , A LLig BEEHEIWHAN , MEEAELS#HNAREFIREREFIE (ARC)

HHERRRRERER , RREIEAEM Amazon RS B iRiRHE, Fla , BRILHRE NN
HRMERERSMRELT N ARBER , BT M@ Amazon SNS B K E 5 KK % B FHERHEH,

(® Note

ARC REEEFEIR ( BEINX ) (us-west- Amazon 2 ) #X % EZERKLZE EventBridge
&, EiEW EventBridge SHUHTERBRARE , BEZEES (B8N ) XiFal&
EventBridge M,

I&ALATE Amazon HF8IZ2MN EventBridge , AMEXLLT ARC HERIERRESHREITE :

- RERERE, ZEHEERERERSEEREZNY , fl0 , M\ READY ZJ NOT READY.,

ERHREBNBWETE ARC B4 |, IEE X EventBridge TATRNEHNRESHER. EHIES
CMNEENSEHEAEENS . BEX5IATHRECENFTER , AR{EMERNE.

REXBHALEEH., EEEESTHERT , ©11JLFEm EventBridge #EMARCR 1, BR2 , AlgESR
HIMIER P I B R ER

AX EventBridge MM A BEHERXNEE , BSHRPHNEHMEHE EventBridge,

FAKRERBERKRERIR EventBridge
f& EventBridge8 , BRI LABIEMN , X ARC W HEZBERARE R R A HE4 EXEAVIRE,

=7 EventBridge ZHI &P EAREFIHAEMSHER |, BEEFERIEF “Enter my ow n” &I, 7
HBYHEENECERANEHARE  AETBERBHRESHEAETH,

BERNRREMHIEAN

1. $TF LS # EventBridge #Hl& , Mt https://console.aws.amazon.com/events/,
2. Amazon Web Services Xif B FRIZEAN | FERXERS (BREBN ). IRMRESHERN
X,
. 1%&# Create rule (BIZMN),
4. HWAHNE Name (& F5) F“Description (FR)” ( AL ) -
NFEHEL , REBMIAME , BIRA
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https://docs.amazonaws.cn//eventbridge/latest/userguide/eventbridge-and-event-patterns.html
https://console.amazonaws.cn/events/

Amazon K1 R RE 12 4I8 ( ARC) FEARIERE
6. EHET—F,

NTHEEHARESR , ¥ TEHR , REMRKIAE , B Amazon E.

ERGIEHT , ERRWARBCH,

NTREIEH , BAREFARMSEHARE, BXRH , ESHT T,

© ®©® N

ME B ERG
EHAESElEENEHERHRNSEGN, EX5|ATEETENFR , A REEMERNE,

BRI LU AT P EHE X S 5/ EventBridge EIF , LLOI2 A T2 ARC BAEMTRHM
e

UTEHERNRET —LRE, B LI ARC EventBridge I EZRER K EIhRE X LR,
- EEXRE ARC MERENFIBESEH.

"source": [
"aws.route53-recovery-readiness"”
]
}

« PUARE R THEXRHNEHF,

{
"source": [
"aws.route53-recovery-readiness"”
1,
"detail-type": [
"Route 53 Application Recovery Controller cell readiness status change"
]
}

o UEBREE RN MyExampleCell M4 E R THXHNEH,

{
"source": [
"aws.route53-recovery-readiness"”

1,
"detail-type": [
"Route 53 Application Recovery Controller cell readiness status change"
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Amazon R ARS8 (ARC) FRARIER
1,
"resources": [
"arn:aws:route53-recovery-readiness::111122223333:cell/MyExampleCell"
]
}
s EREMREL. EARNHREREIREEN NOT READY RHIEH
{
"source":[
"aws.route53-recovery-readiness"”
1,
"detail-type":{
"new-state":{
"readiness-status":[
"NOT_READY"
]
}
}
}
o UEBREAIREL., BEXHIRBERET N READY IR E4,
{
"source":[
"aws.route53-recovery-readiness"”
1))
"detail": {
"new-state": {
"readiness-status":[
{
"anything-but":"READY"
}
]
}
}
}
LT & ARC MEAMERSE RSB HHIRA
{
"version": "Q",
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"account":"111122223333",
"detail-type":"Route 53 Application Recovery Controller recovery group readiness
status change",

"source":"route53-recovery-readiness.amazonaws.com",

"time":"2020-11-03T00:31:54Z2",

"id": "1234a678-1b23-c123-12fd3f456e78",

"region": "us-west-2",

"resources": [
"arn:aws:route53-recovery-readiness::111122223333:recovery-group/BillingApp"

1,
"detail": {
"recovery-group-name": "BillingApp",
"previous-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
},
"new-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
}
}

TR ARC ETRERSEREHN R

"version": "Q",
"account":"111122223333",
"detail-type":"Route 53 Application Recovery Controller cell readiness status
change",
"source":"route53-recovery-readiness.amazonaws.com",
"time":"2020-11-03T00:31:54Z",
"id": "1234a678-1b23-c123-12fd3f456e78",
"region": "us-west-2",
"resources": [
"arn:aws:route53-recovery-readiness::111122223333:cell/PDXCell"
1)
"detail": {
"cell-name": "PDXCell",
"previous-state": {
"readiness-status'": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
},
"new-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
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}

TR ARC AR ERSEREHN R

"version": "Q",

"account":"111122223333",

"detail-type":"Route 53 Application Recovery Controller readiness check status
change",

"source":"route53-recovery-readiness.amazonaws.com",

"time":"2020-11-03T00:31:54Z2",

"id": "1234a678-1b23-c123-12fd3f456e78",

"region": "us-west-2",

"resources":[

"arn:aws:route53-recovery-readiness::111122223333:readiness-check/

UserTableReadinessCheck"

1,
"detail": {
"readiness-check-name": "UserTableReadinessCheck",
"previous-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
1,
"new-state": {
"readiness-status'": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
}
}

i EEF/EEFrM CloudWatch BEA

£% EventBridge MMEY , A EFSZAN CE N B4 LEFWAN B IR, BXTHBRNIIER
EventBridge , 2 EventBridge 2%l & FH A A B 5. ERILURINE| EventBridge MK B ¥Rz —
& Amazon CloudWatch BEH, AT N EHF CloudWatch BEAFMN BArNER |, HFERTEE
M et 70 B RARNSRE,

EfF CloudWatch BEARMABFR , JMITUTEEZ — -

- BIEHHEA
- ERIBAEA
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https://docs.amazonaws.cn/eventbridge/latest/userguide/eb-targets.html#eb-console-targets

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

MBEENEANRHERREAEE THNBEEA |, Nl EventBridge 2 B H 2 ZBEFEH, BR
F{E EventBridge M I B ¥x#Y H Fgéﬂu\ﬁpk/aws/eventso MRELZFMENEEL  FEE R
B /aws/events AW AZLAS XENETEHNET R ED, EXESZER , HZ5H Amazon
CloudWatch AP 5@ I E$T HE4H,

MREERIRESH B 258 CloudWatch BESIESFEA CloudWatch AEAEN B , FEHAREBWRE

R, MREFERHEF A @ EventBridge MR MAEL , MiZAEENETRRNRESEIEF,

B2 , REAFEA Amazon Command Line Interface ¢ S Amazon DK SRiETEE BE4A |, M A E %
,U\éﬂﬂﬁgﬂ:ﬁﬁﬂﬁﬁﬂl%o LU RIS R T EXMEASENETARNEIE S E KR

JSON

"Version":"2012-10-17",

"Statement": [
{

"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"

]I

"Effect": "Allow",

"Principal": {

"Service": [
"events.amazonaws.com",
"delivery.logs.amazonaws.com"

]

},
"Resource": "arn:aws:logs:us-east-1:222222222222:1o0g-group:/aws/

events/*:*",
"Sid": "TrustEventsToStoreLogEvent"

}

BEEAERARFHAENBELAREETRENRE, EnETHRENEBNINAMENNER , EFEA
CloudWatch PutResourcePolicyAPI &€, AR5 , BRI LAEA describe-resource-policiesCLI i35 K&
EERNRBEEASEBNA,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#Create-Log-Group
https://docs.amazonaws.cn/AmazonCloudWatchLogs/latest/APIReference/API_PutResourcePolicy.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/logs/describe-resource-policies.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

NERBHEEMN HIEE CloudWatch BEA B #x

1. ITHILS# EventBridge %14 , Mtk J9https://console.aws.amazon.com/events/o
2. i%£# Amazon Web Services Xigi ZEFE HAIZMNK
3. ERSIEHMN K REWABXZANNAMEEE , SINEHMERITREAER,

BXxAERE M EventBridge MNMWEZER |, BSRMEA KR EZBERKLERR EventBridge
4. 1£“&EFEB TEL , %ECloudWatch/ER &/ B #7.
MTHFE B FEE—/ CloudWatch BE4H,

FTF ARC B EM Identity and Access Management

Amazon Identity and Access Management (IAM) Amazon Web Services fR%S A HBIEE A 24 i
Fxt Amazon BIRHN A ENR. 1AM EEFZREGTUBEL FHRIE (B2F ) B (2GR ) &£
A ARC BRI AR, EAILAEER IAM Amazon Web Services RS , TEXFHNTEH,

AFS

« Amazon NFREFRE#EHIEE ( ARC ) FHBMER ENMAE IAM HhE T4
- AT ARC HRERENE T & 1 REE R

- FABSHEXARMEIT ARC BERE

« Amazon ARC F X HERIBERREN T E R

Amazon R FARRFIREZEHE (ARC ) FHRMEREBINAS IAM thE T4
EEH IAM BIEXT ARC BYIFRIZ 8] , BR11% T EHFLE IAM ThEERT A F ARC,

EEA IAM B Amazon NARFIRERHER (ARC ) FHRERENIHRNRZA , BNIZT
FRRLE IAM ZhEERT R TRER &,

A AT Amazon NAREFIREEFIZR (ARC ) FEIRERER IAM Ihae

IAM Zh BARE X
ET S HHRMH =
BT RIRH K &
REIRIE =
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https://console.amazonaws.cn/events/

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

IAM Zh &g REREXR
R SRA5 =
ACLs a
ABAC ( M AIFRSE ) =
EBRR =
BEAE &
REREKAE =

E2MH 7T & Amazon REWMMAERZE IAM ThEEBEL SR |, 2R IAM AFEREHHNES IAM L& 6
F#Amazon RS

ERTHRERENE T S MR
XRETEHRE 2

ETHONRBETMMNESM (W IAM AP, AFASAE ) B9 JSON RRRM I, XLRK
EHAFANASAEAMES T BLERFNITHLERE, BETHRNTUEETSHNRE , 5K
(AM BFiERE) FEATT EEARRE LB E X IAM &R,

BEMERA IAM ET S H0KRE , BUMEE R TRIELNRENTRUAR A TRIELBRENRSE. B
THRRI7E JSON REEREAMAAETE , H2H (IAM AF#EE) #H IAM JSON KEETEEI Ao

EEE ARC ETHMNKRERA , HZHAmazon NAREFIREEZEGEZR (ARC ) ETSHHERTR
Blo

RAERETNET R R KB
XBETHRRNRKE : &

ETRBERNREEM MBI ERA JSON KR, ETARNERNROEE IAM BEEEFEKM
Amazon S3 FEERKE, EXRETRENRENRES Y , BREEEATUFERAECIIRZEENEER
TREVIEE]
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

MAER BRI RIIRE
XEFRBRE R

IR A LAER Amazon JSON SREEREE AR BRI L, HFRY , BN EET N AR TR
1THRE | UREMALAFHTNIT.

JSON HEEH Action TEMA A THEREF AFTIELLFHRE, EREPISHREARTR
TTRERIRFRI R,

ELEEMEREN ARC BEFNIIR , FSH (RSFENSE) M Amazon Route 53 IRERLEE X
RV R,

ARC FRATRAR EN RIIRFEERFENFEAUL TR :

route53-recovery-readiness
EEEMEAPIEESTRE , BEAESHENRT. TR :

"Action": [
"route53-recovery-readiness:actionl",
"route53-recovery-readiness:action2"

]

B AERBESR (*) BESMRME, Hln , EIEELLEE Describe FFKMFIERE , @BUT
BIE -

"Action": "route53-recovery-readiness:Describe*"

EEE ARC ATHERENETEHNRBHNRA , FSHRAAT ARC PREARENE T 5 {7/ KE
=l

AR BRI R R IR
XEFRBER : &

IR A LAER Amazon JSON SREEREEWARBRMT L, thFRY , BN EETN AR IFER
1THRE  UREMFLAFHTNIT.

Resource JSON R TEIREEMENAREN —NMNHZ AT R, FARESE , HFEHAE Amazon
HBRAEF (ARN) BBERR. N TFAZEBERERNRWIRE , BEABES ) ERBONATHMER
Ro
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https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html#amazonroute53recoveryreadiness-actions-as-permissions
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"Resource": "*"

EEFATIRAXEBRN ARC BE5IXK , i§5 KR Amazon Route 53 1R E 74 E LEVERE.

EEE ARC ATHERENETEHNRBHNRA , FSHRAAT ARC PRERENE T 5 747K
=l

MR BRI RME
XBBETRSHRBERMGRE : B

EIE R A LAER Amazon JSON REERIEEWANBRMT L, HFRY , BN EET L AR TR
1THRE | UREMALAFHTNIT.

Condition TEEEFEIMAREELWIRERIT. BALGIRBERAZEZEN (FlW, ST
T ) BEARER , MERBPHFAESERDNVEMEE, EEERAE Amazon £RFM4E |, S
% IAM Al FigE R Amazon £ @& M4 £ T EHA.

EEEMERER ARC B1E5I%R , 5 M Amazon Route 53 RE R R SR E

EEELNUSHRERENKFE—EFEANRENRIR , 55 Amazon Route 53 R E # 4 E LK
ReE

EEE ARC ATRERENET S HNRBN RS , FSHAT ARC PRERENE T 5 R KK
=l

HEZBRREFRAZH FIER (ACLs)

¥ ACLs : &

REFIFIR (ACLs) 2HIPLEREA (KFKE, ARZA. ) BRBRER, ACLs SETHIRM
REERE , REEAITEM JSON KB HEER.

ATRERENETEMEN T RNERES (ABAC )
X ABAC ( REEFRHARZE ) : 8RO

ETEMMIGRMNRIES (ABAC ) R—HRAER , ZEBRETHRAINSIHNEMERE UNER, ErT L
SR INE IAM 245F] Amazon &R , AF1R1T ABAC REEUARFEZANRZERE LWIRE
PC i Bt 3t TR

EETHREEH R, BLEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name B
aws:TagKeys R BERBNZH T ZPRHEFZIER,
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MRENBREN TEMBERREBIFMAX=1FER , IX T RS  ZEAR. DRENMRSN
NTHDFRREISMBEX=ZM4E , MZENTD.

BEX ABACHEZEE , 2R (IAM AFERE) RIER ABAC BINE YR, EEFIZE ABAC
SHRNHE , B3R (AM BFER) PNEAETEMNIHRIMNRIZES] (ABAC) .

MEFE (MERE ) XIF ABAC,
E MR A A8 I et EAE
Y EFImEILE ; 2

IS BHIE BRI Amazon BEHNEHIFRINE , A ERELEAKS SRR TRACKRBEIRIEN,
Amazon BWEBHSERIGHHER K MARERAKBIHRZEA, BEXEZER , 558 (AM AFiE
) 8 IAM F IR Z 2 EUEMAER IAM B, Amazon Web Services RS

ATRmERENERS EHENR
YRELFRAE (FAS) 2

HEBER IAM MK ( APSAE. ) EFIITIRIER Amazon , EEANEREA. REOEEEFN
fRo EARLRSE , BARRKIMIT—NMRE , MBEERABETERS PR S —MRF, EXTHER
T, BYAEBHITEAMRIEHNR,

EEERERETNENMNRERESTSER PN EMIERIEIE , HSH Amazon Route 53 & 74

ATHRERENRS AR
xEFERSAE . &

BSAGRHA-MBSEIEE. RREMTEREN IAM £, IAM EE R ATUE IAM F 422, S m
RIRS AR, BXEZELR , H5H (IAM BF#EE) 1812 [ Amazon Web Services RS Z R
BRIV A,

ATHRERENRSHXAE
XERSXEAR B

REEXAERE —MEZIINBRS A, Amazon Web Services RS IRS T X AR KR EHITIRIEN
At, BSHEAXABEIELNF Amazon Web Services i , A BRABREAE. IAM EERAIUE
EETREERS<EKABNNR,
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BXRUEREE ARC REMHEXACGHFMAEE , BSRAEARSHEXACHIT ARC RERS,

BXREUBFEERSHERACHFAGE , FSHAEES IAM HEEHABAmazon S, ERFPE
RRSHEXRACITEE Yes IR, ERREEIET ZRFHIRSHEX BB,

AT ARC MR ENE T 5 10K K& =B

RABRT , ARFMASXEEIEN ARC HRHNR. ERTFAFNAERFRHRITRENNR
BR , IAM EIE & A A2 IAM 3R R,

ETRMAERXLRF JSON REXHLIEET IAM HHHERE |, 55 (IAM BFiERE) P8
2 IAM X (258 ) .

BX ARC EXMBREMNGREE (ESHRRELEHER ) WiFHAEE , HSH  ARNs REHEN
2#) $ K Amazon Application Recovery Controller (ARC) B2 1E, FRMZH .

£}

- RESEREK

« R RERERE SR

- RO BTRERENRERE AP RE

R RIEREK

ETEONKBEEENART AR, RSB EREKS HH ARC #iR, XERETELME
Amazon Web Services I = £ R A, tlEHREBEET S HREN , BEEATHEEINRR

o FFIAERA Amazon EERBHZRRENRNRE — EFBOAPMIEARETNR , EEARNGT
ZELAGRTNENAmazon E X, SIIERMRAF A Amazon Web Services IKF .
MNBYEENE X BRI Amazon BEFEERE Kk —DRINR. BXEZER , FS
7 <IAM AF#Er) PR Amazon FEE X KRR T/EEREER Amazon EE XK.

- NASENR : £EA IAM REERENREN , BREFRITESENNR. At , BALER
ERERMGT AUNBERRRTHRE , RN KERRTFAT, BXER IAM XANRRNESE
B, #FZHE (AM AFERE) P8 IAM PR KB FNER.

« fEF IAM FREP R R4 — SRS R AR ;4807 LA 5K B IS 4 SR BR £ X R 4 R R R RV i 8]
Bl |, B LURE R RIEESAMER SSL AEFIEER, NMERSBRERBIBENSNE
A8, Wt AT LAE A R AR RT3 RS 1R RV U7 R X PR Amazon Web Services BR%S , #1420 Amazon
CloudFormation. BXxEZEE , HZ@ (IAM AR £/ IAM JSON FEITE | &4,
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

- fE£M IAM Access Analyzer BiEZH) IAM KB , SUAKRNEHN LS MHEMINEENY | IAM Access
Analyzer 2KIFFH REEMIM B KR , LUBERKRERFS IAM KEIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer 12 100 ZTURBE EM AIRENEI , SHBBEFIELZ S BINREMRN
Keg, BXEZEER , BZH (AM AFiEm) PRIEA IAM Access Analyzer ¥ R B,

« EEZESHRIE (MFA)-TIR Amazon Web Services I EHNIZSEE IAM APSBAF | 5
A MFALIRREREM, BEEERA API BENEE MFA |, B MFA Z4RMEIEH R, BX
BZEE , BZH (AM BAFER) RHEA MFA &Y APIIAEIE,

BX IAM FRRESSRNESER , F5H (AM AFER) F8 IAM AR R SEXEK.

R AR ERE AR

Ei5[\ Amazon MARFIRERFIES (ARC) #2415 , Z4MEF —HRENNR, XENBAA R
WEHHANEEFEEREN ARC RENEHMEE Amazon Web Services K. MR BIEZHMKNENHKIE
BREAENETEHARR N THMT ZEXEHZE (AFPRAR ) , BHARLTLEETBEE

L’fTo

TN Amazon CLI 3 Amazon API AP , BEERNRGEREZEFANE. Mk , RAFH
B 5 H 2R ITH API 2 4EH PTE AV IR 1E,

NBRESRXAFEFEE APIHREAFNBENATUMERARERERGE | EE @ SHEH &
#ERKERNReadOnly Amazon HERM, AXEZELE , FERANEREXLEXREAES (IAM
RPfEmR) PHE AR R,

BERTREERES , AP BNEES ARC PHREREXRBKNBSHXACR, ETHESER  F
SHREARSHEXBEHIT ARC RERE.

EEYRHENRAFRHERERENRNTEHRMNR , BN AF MM TRE

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"route53-recovery-readiness:CreateCell",
"route53-recovery-readiness:CreateCrossAccountAuthorization"”,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
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"route53-recovery-readiness:CreateReadinessCheck",
"route53-recovery-readiness:CreateRecoveryGroup",
"route53-recovery-readiness:CreateResourceSet",
"route53-recovery-readiness:DeleteCell",
"route53-recovery-readiness:DeleteCrossAccountAuthorization"”,
"route53-recovery-readiness:DeleteReadinessCheck",
"route53-recovery-readiness:DeleteRecoveryGroup",
"route53-recovery-readiness:DeleteResourceSet",
"route53-recovery-readiness:GetArchitectureRecommendations",
"route53-recovery-readiness:GetCell",
"route53-recovery-readiness:GetCellReadinessSummary",
"route53-recovery-readiness:GetReadinessCheck",
"route53-recovery-readiness:GetReadinessCheckResourceStatus",
"route53-recovery-readiness:GetReadinessCheckStatus",
"route53-recovery-readiness:GetRecoveryGroup",
"route53-recovery-readiness:GetRecoveryGroupReadinessSummary",
"route53-recovery-readiness:GetResourceSet",
"route53-recovery-readiness:ListCells",
"route53-recovery-readiness:ListCrossAccountAuthorizations",
"route53-recovery-readiness:ListReadinessChecks",
"route53-recovery-readiness:ListRecoveryGroups",
"route53-recovery-readiness:ListResourceSets",
"route53-recovery-readiness:ListRules",
"route53-recovery-readiness:UpdateCell”,
"route53-recovery-readiness:UpdateReadinessCheck",
"route53-recovery-readiness:UpdateRecoveryGroup",
"route53-recovery-readiness:UpdateResourceSet"

1,

"Resource": "*"

T~ ATRERENRERE AP B4

NEERAFATER ARC API RiR4E ARC RiEREZRGIER (Sl , eIRREL, HRENBRER
), FHNERF-FEEARN AP BRERN MK , I TFATE,

ERMITRERS , AP 4AANEES ARC FHRAREXRBKNERSHEXAG, ETHRESER  F
SHREARSHEXBEHIT ARC RERE.

EfFH API BERTRERE , B HAAPM MU TR :
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"route53-recovery-readiness:CreateCell",
"route53-recovery-readiness:CreateCrossAccountAuthorization"”,
"route53-recovery-readiness:CreateReadinessCheck",
"route53-recovery-readiness:CreateRecoveryGroup",
"route53-recovery-readiness:CreateResourceSet",
"route53-recovery-readiness:DeleteCell”,
"route53-recovery-readiness:DeleteCrossAccountAuthorization"”,
"route53-recovery-readiness:DeleteReadinessCheck",
"route53-recovery-readiness:DeleteRecoveryGroup",
"route53-recovery-readiness:DeleteResourceSet",
"route53-recovery-readiness:GetArchitectureRecommendations",
"route53-recovery-readiness:GetCell",
"route53-recovery-readiness:GetCellReadinessSummary",
"route53-recovery-readiness:GetReadinessCheck",
"route53-recovery-readiness:GetReadinessCheckResourceStatus",
"route53-recovery-readiness:GetReadinessCheckStatus",
"route53-recovery-readiness:GetRecoveryGroup",
"route53-recovery-readiness:GetRecoveryGroupReadinessSummary",
"route53-recovery-readiness:GetResourceSet",
"route53-recovery-readiness:ListCells",
"route53-recovery-readiness:ListCrossAccountAuthorizations",
"route53-recovery-readiness:ListReadinessChecks",
"route53-recovery-readiness:ListRecoveryGroups",
"route53-recovery-readiness:ListResourceSets",
"route53-recovery-readiness:ListRules",
"route53-recovery-readiness:ListTagsForResources",
"route53-recovery-readiness:UpdateCell”,
"route53-recovery-readiness:UpdateReadinessCheck",
"route53-recovery-readiness:UpdateRecoveryGroup",
"route53-recovery-readiness:UpdateResourceSet",
"route53-recovery-readiness:TagResource",
"route53-recovery-readiness:UntagResource"

1,

"Resource": "*"
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1

EARSHERABIHEIT ARC RERE

Amazon R 2 IR E #2485 FH Amazon Identity and Access Management (IAM) fRE <A, AR
SHEXAGE—MHMFELEY IAM AE , EE—TRS (EXRFIFHR ARC ) EEHX, RFHEXAE
B ARC MEN , BFZBRFETHEENRKREFAAEM Amazon RFFAENMENR.

REEXAEAILEERMMIRE ARC , RABTLFHRMBENNR. ARC EXHRSHXBE
KRR , BRIFESHENL , BNRE ARC AIMRAZAG. EXNNRISEESERENNRERE , MA
PR R BT REF IBMEMEE 1AM 34K,

RAEEEENRBESHAXAGNAXRERE , TR ZAR, XAUFRFEN ARC BR , RNET
STCE A BRXS B IR A 75 B PR

BRXERSHERAGHEMBRSNEE , BSHAAS IAM BEFEAAmazon RS , AERKRSHE
XABHDHNRHRS., EREENEE  EFZRSHRSREKEBEH,

ARC EBUTRSHXAE , A2/ BHTNA

- ARC £ Route53 B BRS1E < A & 177 8] % JR M &l iE RecoveryReadinessServiceRolePolicy St
BEHEZER.

« ARC EARNBHRMEIHEZNRSHAABKIEZREFIEMM A CloudWatch mazon ZiR#
Amazon Health Dashboard B E4 |, A%,

Route53 #YBRS5#5< A R RecoveryReadinessServiceRolePolicy

ARC A% 5 Route53 KBRS #H < A &1 7] & R M B & RecoveryReadinessServiceRolePolicy A f &
EEZER. XTNMBEATZRSHEXRALHNRE , UREXCUE. FENBBRZACHER.

Route53 #YBRS5# < A R RecoveryReadinessServiceRolePolicy
RS HEXxARFERAIEEREKRK Route53RecoveryReadinessServiceRolePolicy,

Route53 RecoveryReadinessServiceRolePolicy [RZHX*ABEEUTRSZSRARAZAE :

* route53-recovery-readiness.amazonaws.com
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EEFHFBHNR , HSH (Amazon EEXBEZSZE) RecoveryReadinessServiceRolePolicy 41 #Y
Route53,

BYMEENR , AW IAM KK (AR, ARNAR ) 012, FEIMBRBRSHEXAG. BXESE
B, B2 (AM BFERE) PRRSKERABNR,

A ARC %12 Route53 RecoveryReadinessServiceRolePolicy lREZHKX A&

BT EF 3612 Route53 RecoveryReadinessServiceRolePolicy lREZ XA E, LHIEE Amazon Web
Services EE#EH|A. 3 Amazon APl FRIBR B ERBRAREREK RN , ARC 2R REI2 AR
SMEXAE, Amazon CLI

MRERBRIZBESKBAR  AETEBXUE , KULUERAERREEKA T EFELAR, 0B
E-IBRAEREHBERSENE , ARC FERNECERSHAXAR.

‘"% ARC #9 Route53 RecoveryReadinessServiceRolePolicy fRS5Hx A

ARC T A& 4% Route53 RecoveryReadinessServiceRolePolicy FREZHx A, SIBZREHERA
BF, FEEENRABREN , ANUREEEXASIAZAR. T3, BUUER IAM FEACHNH
B, BEXEZER , H5H (AM AFEm) FHERERSXKAE,

fHI B ARC B9 Route53 RecoveryReadinessServiceRolePolicy fRE <A &

MRTBEECAENFTERSKREKACHIIEIRS , RNEBWERHBRZAG. XHEMKBREED
BERREFHREASKE, B, #AEBFRBSHEAXAGHNER , REFTEFIMERE.

i BRE R BRI BRI RIUE , &7 LU Bk Route RecoveryReadinessServiceRolePolicy 53 Bk %
HXAR, BEXRERENESESR , BSRARC HHRERE, EXEKFENNESZER , 5
F7E ARC A BIZE K E1%.

(® Note

RS B M BRFRET ARC RS EEFEAZAR , NURSAGHKRRETERRIN, MR
REXMER , FEF/LoH , RAEEFZHRRZAE,

£/ IAM Fah BRIk X B &

£/ IAM %5 Amazon CLI. = Amazon API i Bk Route53 RecoveryReadinessServiceRolePolicy
REHEXAR, BXELZEE , B2 (IAM BFER) FHRRESHEXAE,
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Amazon R ARS8 (ARC) FRARIER
ATFREREN ARC RZHEXAREH

B} ARC IR HX AT Amazon FEERMMNERN , FZ5 5 ARC fVAmazon EERMEFH T, KT
LATE ARC XA 12 M E LT A3) RSS R,

Amazon ARC AR HEZRB R ENITE KB

Amazon EEXMERVENEENIN KR Amazon, Amazon EERXKK EE N FZEN AHIEM
R, UEZRUUFBIAF.,. AFN86e9BNERE,

HigfE , Amazon HEERB AT NENEEASRTFRENERNR , BN EMNAHAE Amazon
EREM. RMNBUVETIEXBE TEARMNE - EEERBRE —SBDNR.

BT EE R Amazon EEFEBPENHNER., R Amazon B Amazon FEE KB E XHRE |, 1
EHoEMZRBAMAXBNMEERASS (AP, AFA® ). Amazon RREFREEB I API
KA RS 1] LAE A # Amazon Web Services RS B9 API #24EBTE £ Amazon IEE K,

BREZEER , F5H (IAM BFiERE) HH Amazon EEX KK,

Amazon FEE KB : Route53 RecoveryReadinessServiceRolePolicy

BT HENF Route53RecoveryReadinessServiceRolePolicy MiINEI B2 HY IAM 324K, Lt SRBERF
Ft DB EA R Amazon R ARFIRELEIEE ( ARC ) iFRIE ARC EASREEHN Amazon RE &
BHERFHEXAR, BXELZER , H2H FARSHEXACHT ARC ERE,

Amazon £ E KR : AmazonRoute53 RecoveryReadinessFullAccess

& LA AmazonRoute53RecoveryReadinessFullAccess MfNZE] IAM 354K, tERBER FX4
ARC FHMERLE ( MERE ) BENTEHENR, FILREHMMIZERERERENTLIFRE
EREY IAM A = A E A E 44

EEFHREHNR , 25 (Amazon HE XS E) RecoveryReadinessFullAccessH#Y
AmazonRoute53,

Amazon I£E KB : AmazonRoute53 RecoveryReadinessReadOnlyAccess

& T LA AmazonRoute53RecoveryReadinessReadOnlyAccess MifnE| IAM S5k, WEREE T
3 ARC VIR E M REN IRTFRNR. XMHNREATEEEERERSNRELABRBENA,,
XERPTTENE,. ENRMIBRIRERLERIR.

EEFHEBHNR , HZH (Amazon HERKZSZE) RecoveryReadinessReadOnlyAccessH #Y
AmazonRoute53,
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Amazon RIFARRFIREZEHIZE (ARC )

FRARER

E# Amazon TERBUZ TR 2 E

BEXBEZRSHRBREREXEFHRRE ARC FHITREREN Amazon RERBEMNIFMAEE |, &
SR Amazon B ATEFIRE 2 HI25 (ARC) Amazon TEXRMBHNEFH, BEXUAEEXNEHRR , &

iT5 ARC U4 S22 R AE L#) RSS B8R,
MR BB

Amazon N AREFIXREZEFIZR (ARC ) FHVRMEREZ S T A TEH ( ABIFHARS ) .

K&
BAOKFRREAL
FANK RN 2
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LFFHRITZMERAE , b LUMEA Amazon CloudWatch Bkt X 22 BB MITIZBRE R, NEZ
Amazon Web Services X1 # , & A LA A KEYIIRKMITECIRN TR , ST HE R R /IR
PR E S — Mg, XETUERENNAREFESTIZTIRR BHFH Amazon Web Services X154k

8517,
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XEIREEITHESSEE  SUURERENMREFTERRITNEEX LY. SMIXNHSEHRS
RARN TERE, —NERET—AHSMTR , KERATHRINFETIERITR , ATK
MARFRE. SMMTROETRNES |, Sl RNEENRARFHREEER, N TREE
R RFEME | @A BUBDR F I RIARIE B4 R TR R el 2 BRE 1T X,

X BEUATHE :

- Suppor active/passive t  active/active BLiE. MREF active/passive ZXFHEE , NI 7] LA T8
EERBNHERE  WREHNNARFIREN active/active 2K |, M AT BT HIRE,

s WFEENARFREDPIENNARFRRNEKS XF, SHUEKSEZXEHTRIT,

- #R¥EAma CloudWatch zonBiRA R ITRIINIT , BRI HTHERBR IR, HE , BAUEEFIHH
TXEFYRITRI,

o DEEFENEFIERAILESN THRESE,

- BNFEEE —NHRIEFE Amazon Web Services X1 , iXH B AT AT X ITR] |, MTE
KB EE RN X,

Xt E AmazonE £ E. EAXERIIE , EUUNTETENNABRFRERTRNREFE
R RRE , MEFHWENETF AR , 8 TFEFIVREFTXRENHIE.

xF Xl

SEAXE% | S LUiRBEI%RIZE1TZXE N AR Amazon Web Services X i3 19 B IR,

XEREEITHESSEE  SUURESENMEFTERRITNEEX LY. SMIXNHSEHRS
BRARN TERE, —NERET—AHSMTR |, KERATHRINFETIERITR , ATX
NRAEFRE. FMITRLETRNES , IR B RNEENRAEFNREEER. A TREE
KRB RFEME | @A OB A7 It R R e 2 #]RE TR

BYHEEREM IR , KETRBLHITITRNITE , LBER IAM RR, RREERSITEREE
A, XETRERSTXETE , AN ECRIANEMFABERES.

Xig t#d it EEMTRIRITH SRR E R EE |, AR EZIT R REFESEN B IR, B E
Amazon Web Services EE 5| 5 XiF I REFHERPEFMENBMAEXRITRINITHEECEFHAE
B, BXEZEER , B85 XEREE iR,

BETHAXXENRPENTEANESEE , BSRUTED.
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Xt it &)

Xigth# it % 2 XS W RRER. SN ITRHSEERENRENZXEBNAREF. TRIEERER
BEET—RIXGRRITRREEZRENAREFN TERRE | XERITRAULUBCESEREIEERN
NARFEERR , SEEBEKF®IR. Amazon Web Services XiF

TRH— NS NITEREBAR , FETLUBESZHASERN Amazon Web Services X8 TERE.
BA LU TERBHNRITREENRINFEZET , I UEERELERHITEIT.
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https://docs.amazonaws.cn/autoscaling/ec2/userguide/asg-capacity-limits.html
https://docs.amazonaws.cn/autoscaling/ec2/userguide/ec2-auto-scaling-metrics.html#as-enable-group-metrics
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BTk, FAEXLUTUATHEN Amazon CLI 5502 5 X8 34115 7] KBS RY < B -

aws eks associate-access-policy --cluster-name my-cluster --principal-arn
arn:aws:iam: :555555555555: role/my-role \
--access-scope type=namespace,namespaces=my-namespacel --policy-arn
arn:aws:eks::aws:cluster-access-policy/AmazonARCRegionSwitchScalingPolicy

BEXEZEER , E5H (Amazon EKS AF#EmM) FIEH R RS A) % B XBER,

BFHLES - MXENERITRPVE-D EKS EHEEXESR , BRIFNEEE T LUEY X
PRBEIT IR
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https://docs.amazonaws.cn/eks/latest/userguide/setting-up-access-entries.html
https://docs.amazonaws.cn/eks/latest/userguide/setting-up-access-entries.html
https://docs.amazonaws.cn/eks/latest/userguide/creating-access-entries.html
https://docs.amazonaws.cn/eks/latest/userguide/access-policies.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER
[

/A Important
AR EKS BIRY BIMITR 28 , FARNREEER, BXESER , F2H BLEEKS B
[FZ B PR, b4, EREREGEREEN IAM R, BXEZEER , 12 H Amazon EKS #
B BIATIR ROIR B

BEE , XA eI XF LT ReplicaSet &R : apps/v1, Deployment, and apps/v1.
NFHATREE , WAL TE,

1. SREH - WMABR

SBER (WL ) - WMASEROER,

RARFAR  MALK EKS NARFHNEM , HlI0 myApplication.

Kubernetes BIRTHE : B AN ARFHNRIRME , a0 Deployment,

KRR : XT8N , #A EKS £HNELR , 23 EKS £8 ARN, BRMEZR%,

EEREXSAREMTENBOL  RARRXBHAENEZITEREL (POD ) BEAS L , AT
Eﬂ%ﬁ/ﬁ[ﬂio

7. REERGE  RECEERH-—NBREBRERZE , BIE 24 MIARENRREZTRE.

I

XA EBMESGEAX EKS IREiERAEA ReplicaCount B, BEXEZELR |, 2H (Amazon
Elastic Kubernetes Service FIF#8F) M 7 #% Amazon EKS H#y ARC A F I:Eﬂzo

8. A : W AREKE,

RE , ERREDR,
THERE

FEitXHITHR , XETRaRZTT £ 24 /Nt AEZREEBUER XX B 7 RREN R KB
B, AF , eREAUTARUTEBRFRERIIENEIRE : ceil(percentToMatch * Source

replica count)

NREFRERABBETAEE  WXESRAFEFRAREXNET REFAENETE. E2FFARX
EERE  CENMAZNTREDBREFRENTREE.
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https://docs.amazonaws.cn/eks/latest/userguide/zone-shift.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER
MR A%khpaName FEET N ZE , Region switch 54 F LA T & 42 F 18 +MHorizontalPodAutoscaler

LARS IEERITHIRI S ITIE B/ - {"spec":{"behavior":{"scaleDown":
{"selectPolicy":"Disabled"}}}}

BRHMEAEBRIETER (50 GitOps TR ) BEN BT FRFENEI RN FERUKIZFR.

HorizontalPodAutoscaler
RPN RE

L XERIFHEWIT RIS , SN EE B EKS RITHRANBRITZIRE, XFETIRSKIFIZITX]
W IAM BERBEFHER EKS EHMHI HABXHEKE KW EBNR, XFTiRESKIE IAM &
EEEEBNIARESKE REBHEXEK , At XEHREFAENNREI Kubernetes BIRMITER

£, &5, KE{#RLBIABEERN EKS £8 M Kubernetes BIRREBFE.

A KEREaREEERERINKRENFE L ENSIZEEIE ( Kubernetes BIASE ) |, HiER
RITXETRITNEEETHAERE (pod ) HE.

Amazon ECS R BT

FERZXENEIRN -2 , BUARA ECS RS BRIMTRE BHRXEY BEM ECS RS, &
A BE SN TR MM P R EBNHEANXENETET D T,

BE

ERfE ECS RS BHITR , MALLTE,

/A Important

EEREWMTRZA , FHEAESEFEBN IAM XiE, BXEZEE , 555 Amazon ECS R
ST BHRATRTOIRRE

1. FREN - MAB
SRR (IR ) - WMASTROEILR
XEER N TFEMXE , HA ECS 538 ARN F ECS % ARN,

EXRRXHESEMCENBES L  MARRXBFAENESTESHERS L, AEEBEX
o

5. REMEGZE  BUTAZE2—kKE#E Amazon ECS A E :

) w0 D
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

« 24 PRIARBENRRNZTEE | BRIAT A £ A EHN Amazon ECS RS EEETHES
WEE, WETFFETMARA , BT NEAHEMIED ( CloudWatch 38#x ) BBAEH,

EXF YN APl & | kTN M F#8E sampledMaxInLast24Hours,

EXxEZEELR |, 52 (Amazon Elastic Container Service F XA RIEmE) P EZT B
Amazon ECS R

« J&3d Container Insights 7£ 24 NITARXFEN R RKZTAE | EFHIET AIFEA Amazon ECS
Container Insights $E¥r. ERZIETM AT REE AR , {BEA Container Insights IEFR& 7= £ &7\ 2%
Ao

FEXFH YR API H | RIS M F3EE autoscalingMaxInLast24Hours,

EfFALIEI , BAMER A Container Insightse BXEZEE |, 12 Amazon CloudWatch
RAPiERmTNIZERSENRE,

6. HAt : W ABR{E,

R, BRRESR.
THERE

EiIFRFREERNTRE , KEIREBIARE-MKIR ECS REM—1NBHREKRS. MRESNERS
NMXFTRSIBEEHITROES, X XERREFEREENEEETINAEXEHS. BREE
EXAHE ECS RS LRENATRRE,

X F —F active/passive 7% , KBTI ITE B ( B0F ) XEH ECS REMFAMERE.
FHHNAERES B ECS REMNMEREHTHR. XEIMARITEMZEREN XMW

T : ceil(percentToMatch * Source Auto Scaling group capacity) , E ceil) 2—1
FEASBERNEEANEY. WREH ECS RENLHFIAMERES TITE MM ECS REHFHNAT
FRE , WITRPFHRERT, FEE , KEUB®RT 24548 ECS WIRSAE.

MR ECS RFERTNARFAIRR , WXKBVRLEFNARFADIBEHTHNRERE K E2E
# ECS RS PR ATEHE.

HXEMIT ECS BFHRAt , =A@y BBERXE ECS REULEMERE. RE , XEt]
MR EFERXEN ECS lRSAE ECS RSBREERRE , BAEMTIHHHNT —F, SHAURIKX
BMEFRETANNKREBNRSE , NMIFLREXNEEENETHAEREERN TR E,

MR EE AR — T active/active F3% , NIXEIREARMEEENXFERNRR,. ERIIX ,
MEEANXFLATFEARS , WXESTHRSEERS —MNERXEENRFERCRZES BEH A 2 .
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https://docs.amazonaws.cn/AmazonECS/latest/developerguide/service-auto-scaling.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/service-auto-scaling.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/deploy-container-insights-ECS-cluster.html#set-container-insights-ECS-cluster

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

FERITRIEE — o IHERE

S XA EN TR | 2XERY ECS RFMITREBMNRHTZSIRE, XETIRSWIE
ECS RS REBRNEFAETREXSMERXE , ARTRENBERN BIRXER ECS RS REMN &
ARBRERMMMEAREHERENEER S LEE, XEURETURIETXIN IAM BEREEEHN
ECS BRSHEWNR. AXRXEBMMITRAEFENRNESEE , FSHRAT ARC FXETIRHET
5 R KB R B

A Kig &K E ResourceMonitor REERINNEMEZMR T ECS RESH L ESEHIEE |, ¥+
HREEZITHESHE.

MREAREXY , KEYRFREEEEE , ZANEEHAPEEXLHEHE. RE , BB
EventBridge S {f A AP 2/ERIZNRITESL,

ARC B HZHIHITIR

MREEHNARFEET Amazon NAEFIIREEHES (ARC ) BBEES , MATLURI ARC BB E
FRHITHRREEONARFERE. FRAKKTR , EAUER—IMHZN ARC BHEZEHIIRES |, TN

ARFREEZE@E B Amazon Web Services X5, ARC B H&T FH Amazon Route 53 #

NETRAREREEQRE , XELEERE T SHRHEFHIREA DNS iE2%,

BE

ERERHEFRTR , FRAALUTE.

/A Important
EEEMTRZE , FRREEFERN IAM XK. BXESELR , 5K ARC A EHIH
TR R W Rl

1. BBREM - WmAB N
2. TR (Wik )  WmASERAOEIR,

3. TR HES N TERINFANSNXE , WARBES ARN Mg B2 N8RS , BFF
BEKH

4. @Bat : w AERHE,

RE , BRREDR,
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

WHITHRO T ER RIEER ARG MDERES |, XERHMNBRSSEEFRENAERFN AR —
B Amazon Web Services XiF, #lan , MR LN RIZHFINARFEEXE A FIXE B, NATEAK
Xig A RBRA RN T B WK BIZES , Bt XiE B iREBRARNF BB HREEE,

RE , SERITITRIHEEERRERE A i, 2 HHTRNTERESFIEENRBZERER N T
B, N REsI S EXE A,

TERE

BEEEE ARC FHEEFHMITIR , BN ARFREEFHKHAE B Amazon Web Services X
g, EXNTF—f active/active 7% , TR RERBAIEEFANXE, IRENITRSEZD
THERRE , FHAANFMERANFIERAZEFNITIRE DNS icRKiZ2EHAERMN M A

BERAF T R I LA ITR S,
ERIUTRIHE — BTN FERE

Y XE R G RN ITRIE , XY ERNRBEHRTREENNRATZIARE, KBURIKBIEEE
R G REEREEBBHR.

XigtliE 2RI R IAM BEREEA L RIMEREBHIZEFIRSPMFANR, BXXETRNIT
RATENRNESFEE , FSHA T ARC F XN ET 5 M8 KB R 6,

IETR IAM RN TERAZHFHNITROVERSITERER. IREPEFA-PRIEXRK , XS
REGEAFENENES , ARUBENEREERBYEFANRYLEER B, XBR T EITIIRIT
MBS RETH , SN EALENNRKREE ARC BHEZEFHEZRE,

Amazon Aurora Global Database #1173

& 0] LAf&Bh Amazon Aurora Global Database i1T3R N £ ERBBERIT AR EB RPN E TER
=

o RWER - FALKGZEMNTIAEIPIRE. FRAXMAE , BB XIEAREBE Aurora £
KBEEPH—NEBBIEEESH, XA EZNNRESBR (RPO) BER—IMARNEMNWIET
B, BFEEXRERFRT L EWERH Aurora £F Amazon Web Services Xi5 HiEEE HIiEE, &
XEZEER , 825 (Amazon Aurora FIF#Em) FHIMITRIZMENLHHRE Amazon Aurora Global

Database,

o {1 - WIREMBIMARERN TN AR EE, M FEZATEZEGS | fIURELP MR
NIRESRE , HPFTE Aurora ERUR SR ENHMRZEHLE T EERS. B THBIESEHRTT
FAEMER I NEREFEERSEIHREEFEEFHRS , Ak RPO N 0 ( FLERBIEEX ) -
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https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html#aurora-global-database-failover
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html#aurora-global-database-failover

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

EXEZEER |, 85 (Amazon Aurora AF#EF) FEYX Amazon Aurora Global Database 17
WIET

BE

E & Aurora Global Database 4TI , H# AU TE,

/A Important

ERENITRZE , FREEESEHN IAM K, BXEZEELR |, 534 Aurora Global
Database 1T R B K BE o

1. SREN - MAB

SBWER (WIE ) - WASEROER,

Aurora Global Database S8 &% : il A2 BKBUEEFERFR IR

KA EE ARN : AT RIFENMNXHECANESR ARN,

7 Aurora BIEEEEEN : REFEERRFRBAES (BEEX)
Aurora Global Database SE& &5

et A AERHE,

N o o &~ w0 DN

R, BRRESRK.
THERE

B BLE Aurora Global Database 1Tk , B ENARFMRES BRI £ ERBBERITEARED
HH, MREFEHMNE—Fb active/active F3E% , MK EREMEEENXIBERNKRER,
el , MREMNGLETERARS , WXSTHREFER S —NERXBENRREREEET BB S
ke

PR IFEHEMSEE R AT R . IELTEIRIENAT Aurora Global Database KM% , XA T
BBEER.

A< Aurora Global Database R3}EIRE ( BIFARAREBNYIR ) WEZEL , 825 (Amazon
Aurora A ¥ER) FHITE Amazon Aurora Global Database A1 F t]# 5% &k K # %2
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https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html#aurora-global-database-disaster-recovery.managed-failover
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html#aurora-global-database-disaster-recovery.managed-failover
https://docs.amazonaws.cn/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

FERITRIEE — o IHERE

Y XF R IR IT RIS |, 2XEH Aurora HITREBRMRINTZIRE, XFTRATKRIET
NEREIER

- BEHIEEM Aurora £EREFHERE,

« RRXFA B IRXEHPEE Aurora BIEEEH.

- RRBIEESFN BIRBEEFESHL T AT RBEETRRES,

- RIREFHNBIRERP BB BIRESH

- YRBENSIKERSIZBRARFREN, XTRRIUIEHREACEAMBNEIERE, REREMIT
FRAS, Aurora X FIH T —EBISER .

X #RiESRIEITT X IAM BB REEAE Aurora KREBNTRATENNIR, BXXEIHRNITR
FIENRNESEELR , H2HAAT ARC FXEIRHNET S HHER T,

IE#H 1AM R T Aurora BITRIEEZITEXREE, MREPEA—NRIEXK , XETHRFIER
EiEAFERNENES , ARUBENERERRFBYEEANRIEER T, XER T EITRHITH
B LS FRIZTE , BN ERLENNRKEE Aurora # 52X E,

I 53 DocumentDB £ IRE B ITIR
Amazon DocumentDB £ EEFHNITR AT BN BHENTHEEBITHRIRE TERE.

o RMWEB - FALFEMNTIAENHRE. FRXFGZE , S0 0E XIS SEEBEEHN Amazon
DocumentDB £ F&EFFH — NEBIER, XA EZNMESBNR (RPO ) BER—NMNAMW N RN
HIESE, BEEREFRTHEL E8TH Amazon DocumentDB £ /& Amazon Web Services X
B EHEFILER,

- Yl — R EERATRRZR | SIMRELEF MEMITRRHNRERSF , EFAAE Amazon
DocumentDB SEEELL T EERS. AT RS E#HTEAEMER I REDREESERHER
& B RPO N O ( BBIEEKX ) -

BE

E#fiE Amazon DocumentDB £ EREEE M ITIR |, B AL TE.
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

/A Important

EREWMTRZA , FHAESEFEBN IAM X, BXEZEER , B5H L33#
DocumentDB £ BREBHNIT X IR KRB

. SREW  MABT

CHBRER (R )  MASRIER,

. Amazon DocumentDB £ B&EEIRIRAF | WAL RBERFNITRAN,

. XBHEE ARN : AP EMNBECEANES ARN,

. A Amazon DocumentDB S£#HEEEI : BRI HERZRE (BIEEX)
. AT AERE.

o a A W N -

R, BRRESRK.
THERE

B BELE Amazon DocumentDB £ FEEHTHR , Bl ENAERFMESEPRN 2BHEHITH
EHBHR. MREFERANE—T active/active Fi% , NIXFYHRGERAEMEREENXEERNXK
Ro LRRY , WREMXELTFEARS , WXEHMHREGEER S —NERXEEARRERTCEEZY R
SR e

R F ML ENRITER ., THNIRESMIT Amazon DocumentDB £ BEHWEXE |, X
ARESSEBIEE X,

EVRHERBRENR , FERFTAKREAN DNS vk, BEFAREBRERFEZKEERLE
B Y i R o

E AR TR

U XTI ST RIS, XE YIRS X8 Amazon DocumentDB #1117 X 3R Fii B FAX PR3 1T 2 T
BE, XIYRABITIFUTHEEEIER

- BEFIEEMNIT % DocumentDB & FEHEFE,

. JRXIEH B #5X1EBE Amazon DocumentDB &#,
- REEN BIRERL T AARS.

- REFNBIREFPHBE LM,

- 2REHSIBRERS.
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

Xtk ol AR UE iR IAM AR E EH Amazon DocumentDB BB HRFTEMNNR., &
XXM MITRFFENENEZER |, HSHAT ARC AXEHRHNE T 50K RO,

EHH IAM X PRXTF Amazon DocumentDB TRV IEREITEXEE, MREREPEA—NRIEX
W, KRR EEBFERBNES , HRUEBENSEIRE BRI BEHFRNRHEE R,
XA SRR ETRTHER T SRR | SHiTRIEESLENTHENEREREENS Amazon
DocumentDB # 1T B,

FRFHMITR

FHFHRPTRILEALUFAAE IAM BEXENTFHIR. BERAAZACHAS TURERELS
BREVHIT , ERGH A EFZLSR , SE TREHELETTRINER,

NBRITVWITIEFFEFD T, ERETFERENEECETNFIEFHIR , RABEE IAM
AELUIEE TR AZSRH AR

BLiE

EREFHFHITR , FRALUTE.

/A Important
EERERTRZE , BFRREEFEEN IAM X, BXEZER , #5H FaFHITR
R o

1. ZREBEW AR,

2. ZREIAR (FHE ) - MASRIOER,

3. IAM FH#AE : FA IAM A28 ARN , ZABERFH M ARSEHITXEIRITR. IAM A%
BT I RIFT B EHIK o

4. et ABERHE,

RE , RRERESRK.
THERE

BEREFHFHHTR , EAUERFRENNABRFIREN -2, NTFIHHTR , KETHRR
ITULTRE

« HXEHSTFINITRE , ELEERITHRITHBITRERE N F4LE,
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Amazon R ARS8 (ARC) FRARIER
s HABERFRRNITRPELNACH A RE AR ESIELNITIZT R,

o MRMMNHET SRONIT , WEXETRSBERITIT R, MRMBITIEL | U XE TR SEUHE T RIEY
MATo

LR A X IR ATER

R RG-S IR

KR A 2 TN F 3 Bt AT RV T

B E MR 1E Lambda TR

B E X84 Lambda HUTR AT EEMA Lambda BE @ TR0 B E X HER,
[

EfE Lambda TR | BRI AU TE,

/A Important

EEREWMTRZA , FHAESEBALEBN IAM K, BXESEE , F30H BEVRE
Lambda $4TIR R B SR #E

SBEWN  WMABT

SBWEIR (WiE )  WASBRIOEIR,

BURSE R XEA EF A Lambda BN ARN : IEEER T BTRPEZEITH Lambda BREHI ARN,
JZ1T Lambda BB XS : A TR FEED | EREBEREHFIZ(T Lambda B X,

R W AERES

ERER: wAERER , MRELRBAEERS , M EFHIZIT Lambda B,

o a0k~ w N~

RE  BRERESR.
TERE

B/ B E R Lambda HUITRES , BEBENERTHSREEMA Lambda BE , ITHHENX
A -MEHK.

« BB EREIEIT Lambda WX , 0, BUEXESERXE, B2 , IREEEFERXEHRN
17, ZXESE A KRBT, BB UGRBERXE,
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

R EFRBAERBOATER, ERRBATERT | KBTRAT Lambda TRER,
R RIS — 2 B AR A

Y X RIEE BRI , XS Lambda HUITREBMNRMTZIRE, Xigt0#R 77 18U LA
THRERBLER :

- BEEHIEEMN Lambda BRETFE,

« Lambda BB H X IRETZRE , S/BRIUEUATHE :
- HEERREN 0.
s ELE-NMHARRTUA , AIFFERMENH K.

X1 {l##0 1T Lambda REHRZ1T , LRIEEENSHEANNE , METERITRERNHEZE, E
B Lambda AR ELEHTIRIZITHRZEWN,

X thiE 2RI TR IAM BB REEH Lambda HITAIEHNNIR. BXXKEIRMITRATENR
MEZEE , FZHAT ARC FXEHRNET 5 BRI RB R,

IEHR 1AM R F Lambda HITRNEEZTEXREE, MREPEM—NRIEAK , KSR
BREEAFERNENES  ARUBENERERKRFEDEEANRIEERE, XERTEITINT
HE S REITE |, ERITH EFLENNRKREE Lambda 52X E.

Amazon Route 53 BT R EHITHR

Amazon Route 53 BITHRA R ER TR I B EEEEARERHANARFRENEEQD RN XE,
1T S BIE Amazon Route 53 BITRRKE , ARFEM INEI MK F A A Route 53 DNS ik, 3
BT X1 RIS |, Route 53 BITIRARERSSEH , HAREFREEW DNS BEEHITERE
A

BE

ERE Route 53 BITIRIRREWITR , TR AL TE,

/A Important

ERERTR A , FRRKREEAERN IAM K, BXEZEEL , 55 Route 53 Z21T1R
R EHATRROIRE

1. ZREWN - MABWN,
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Amazon B FTEFFIRE #4188 ( ARC ) F&ARIEE

CHBRER (E )  mATRIER,

3. £EX ID : Route 53 HWEMWFHMWIEEX ID  DNS idF.

4. BREBH  WALREKENR (HE ) , FEAXERERUAREXNESTRIREREE QN AEFN
B, XERERIZIEFEFHKE Route 53 iILFE , HEHBRBIERENERESHIRFHHX
HEMRREMERERFE —MXE,

5 IBREMRALF (Wik )  MREEVEURNGE , KEUBRELIEIFRERENTR 4 PRHMNIERS
MBS R X, MR FHRBIERER IR, NRITRIFGEE -{KES , KAFTEESE
B, BEARRERRAFENRENITR , FERABMNERMATHEA :

o BRERRF N IERERAERBARE/REEH B .
- X MASEEFRREMRFEENIEREXKHXE,
6. EERFL R,
7. 7 Route 53 HELEEZ TR E,

XA PITRAEXHNIEEXANEMEZEHRASMNIXENSTRLRE ID. BRE
Route 53 FAKFA HHWMENIERERBESTRARE , SMEEITTHHITHE , XS LIER
EEONARFNRE. A FEFERENESTRARELRFF , BUUAEEMBERITRIXE
HETIRARE,

N

TERE

BRI DVE XM TERBERRMSTRORRERITHR | XEER A UG REEE 0 2 H#HB X ig# 1T
active/passive BLE , SNE N REEE LT SEAN XLt F# 1T active/active BLiE, MRRE
TRIFRMZEANTHERE , FHEHAER DNS BEZHFAEETRARERTRIZEHEAENEEE.,

BESEEENTRERHNES KBRS HBEITIHEMNXENERICRE, BF , B4
EXID MiEREAMEUNBEILRENREXE, BTRAE , ®EEITRE , SXERETHE
it RTEE , REQRE-FESL  SHEFEESER

Xig th# I E Route 53 BT EBERITRER/ESITRARE. X T active/passive [RE %
Witk , EXEHWETRARERBBRANSTRARY , FARENETRARERVNRENTRE. X
FEH active/active RE 5 ITRI , FIE XKW ETRAREEUABRRRST .

EFE XS N BN ITTRI RIS T HHRITIR |, BATFE TR ERINE DNS 2%+,
Xt F active/active 11X , ITT RO IT/EARWT -

« HEXNEMKESTEATEREN , STRAREFRENSTRATE , REFAIBE@EZEX
o
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

o HEXNENMKESTEEIERER , STRAREFRENSTRLRE , REFED T ZXE,

Xt F active/passive itXl , HITT BRI THEFRNNOT :

s HHNEANXBZETEEIEREN , ZKENETRAREFEENZTRARE , RENE@Z
ZXig, ER, ITRIPEARENZETIRIREIRENESTRATE , RENELEERRZXE,

ERITRIT G -2 NITERE

UM XIS IR TG R IT RIS | 2388 Route 53 BITRRR EHRITREEMNRAITZSIRE, XiF
PIRSRIEETRARERSECHMEIRITREEFIEEN DNS i8F, EFRW , KBRS
E Amazon Web Services XiF #J DNS iR EEENFEHA ZXKENE TR E,

B2 F it X!
NFEEFWMESZR | LA UEIFMXFE R ITRIRITIRRGZ 71T, BREMRBTHIR
A, BR—NRiFRATREBES TR

/A Important

ERIZFitRze , FERAREEAEBN IAM K, BXESEERE , §56H Xtk
TR R B R RS

HTHRAMZRE , FITNSMEZEFERITNZEFENMERE, A, KM FLitRWEE 5% active/
active EF/RBN HELIME

FEBUT FIr RN RITHMR I A RERMF N,

o HRXWMTRAHNAAE FITIAMEARITIREBTXET |, ZRMITRFEIRICHN ETEK.

« MREMFURPREMSTRAN , R TR A E XD RIAT IR KM

- EXERSTEP |, RtV P EHNRFERE (WL E, KRIBEREDR , HECHRE ) FEH=
HEAT IR, TieFIit R St THANZ R,

- BRIBRER-RRHERNITH  BEERITR , BEFUIHRIBSRT.

« MRFUNEEXBEHRRPHIT , WA THEEREHREEZIT , KSR TMEFITIERITRIE
FREM, NRFITNEES T RINVERBRF , MXERSF AN BRI B389 F1t
o
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Amazon SIFRFIRE2HI% (ARC ) T %A RIEE
c MRFURNERATHREBNBEESHET , WRITKSRFRK , TR :

o FITRIEREAY X B

- HXEVRBEF I RBITRURRER | FITRIEERITERRE
« MRFUKNERT RS FHEAINZER , WRITHERE S FEIHIT,

XTI R 62 A s 85

MREBEXENRFEDRENARRF , WAL KSR ITHIIZ— RS MR RE. MAF2R
FEI8IEREHY CloudWatch B RS B 3T 1A AT KT R 1T X o

7 XY X) 62 Ak K 25

1. GIRIRE  FirFAGERE L |, ERMARET .

2. EEEEMARR,

3. GERZEAFMITHIHERE , RAEEFERIAERES.

4. REMEIBJ[HER,

5. &FE— CloudWatch B , AEHZEE 10 4 CloudWatch B R 6 AR i,

HICER SN FM4E , KFTREARBRGS T B BEIMITITR.

AT XD T R R E R R

BEENARFSRNMRENARER , BEEE Amazon NAEFIRE #4185 (ARC) FHTXE iRt
%o Amazon Web Services Xig

- MRENNMARERFRAER active/active 777A%8F , MG ITHIFHN TEREXFRAZHREE , KL
EENEMEN XEGEELINT BHTHREBERENFENAREFRE.

- MRELBHWNARFFXAER active/passive FEEE , MENITXIFHN TERESEFEAZSHRXE
EEAXE , FERBRESEENRETFRRR , HENAERFRREEEIZAXE,

EFPMTNARFRE , BT A TRERSTENXSEIRITR,

5 —FhikiR R E R LIS RIS E Amazon CloudWatch B3R BIZ A& IIT , BUFIAHRITITRI. oI
REF IR, EALEEATFHYRTOMESE, BXELEL , B0 H KRt eRms
.
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Amazon RIFARRFIREZEHIZE (ARC ) FERARER

WAT X Rt

1. £+ Amazon Web Services BEEZ#IA& , S E Amazon Web Services Xig Eh N AR FEE
K,

2. T Amazon NRAEFIREZRHER (ARC ) 28 £ ERXEHR , REEEEZITHIT,
3. EERITITR.
4. MRENTXSEFIFHIR , EREETSPESI SR,

EirRATHE , EUAERTHEAGERNE LREEH®E | ZREFEEEERTITRIE T,

A B NEXETREFER L ETELSMNARFRERE. EXEURESE L, EENSHE
RYXEEIR T |, B TR —

- EIRBEER

« XEBIRFHRAT

FEE  MREANMXEZLW , WEKREFERTELEEE RIENITRISE, it , RINBWEHEE
ESHHEMUEE T XETEHER. XSERTEFEREERYE , RN eER A XERBER
o

TRIATSERE |, AR HITA LETFRITREFEAEENE L EFAXITMRITURXE %
EETHHEMAITXBER.

X 45 1) 6 122 1 TET AR

Xt B3 — NSRRI EAR |, B0 LA Z 32 S E AR 22 4H A % Xig 8 X5 it XA IR 2.
X l#ik BEE X TEHIENR |, ZEEIERNE RS2 E1E % Amazon Web Services B2 # A
A X I R ATE R

FEE  OREANXEZLW , WEKREFHERTELZEE RIENITRISE, Bt , RNBWEHEE
ESHHEMUEE T XETEHER. XERTEFERELERYE , RN EERA XERBER
o

FT7F X st 46 4 BR 2 | T AR

1. 58] https://console.amazonaws.cn/route53recovery/home#/dashboard , $TFF ARC ##l &,
2. EXEHYRT , EFSKREGER.
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https://console.amazonaws.cn/route53recovery/home#/dashboard

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

FTTF X s o460 (X 330 422 U T AR

1. 158 https://console.amazonaws.cn/route53recovery/home#/dashboard , TF ARC ###15,
2. EXEY®RT , ERXEEEER.

X 1R R R ESTIK P 35

EXEIRA | SO E MK FRAR MBS TR S, SR UEEMAKS A ZXE %R,
BXREZEERE , BSANUTES

B IK P 3 R

XM AFREREESXERITIAERS FRAMIIKS P, HXEMRERTITNN, ©
24X A executionRole, MRITXIFERAWETRKEERXE ZITRIAK-~FRAKS, |, U X5 E6EH

ExecutionRole RRi1ZiHFIX L RIR, crossAccountRole

Xt PN ESNEREBEFRNAEFER : crossAccountRole F externallD,
« crossAccountRole : WA ATFIH R SEEXEHRITINKSTRNKFHPHRERE, ZACRE
EXNHKFFHERITRENSR , FEEXNEE XS ITRIA K P 87 RETIRENR,

Externalld : XX BEWKFEEEKHN STSHAZID , EFEEEERENER. EE—INEFEHRF
FHE, ERNKPZEREERA,

HEXE#RIT X

Xig1# 5 Amazon Resource Access Manager (Amazon RAM) &% , RFEE B HEITX
Amazon Web Serwces WP, HEITXN , ZEENKSAIUEFITIFEAEE. WTIHINESFT
RIBRITIER , XN BEBNIREREHIRME T ERA RS D MR IEM,

Eﬁtﬁ& [:ijz‘t)]ﬁq:'iﬁ E%JH&F /\?— , -IE'TIE Amazon RAMI:F'@IJEﬁIﬁ/\?—o J\lﬁ ?—j:b ﬁ*X/\ = 4’-{
WIKFFIAENITIINS5E, S25EFTNETEFA. CLI HEFMHITHEITLX Amazon SDKs,

EE : & Amazon Web Services Ik ZMBEREXZNITX, TERZEEELEHAEZNITN. ES5E
M4 LR Amazon OrganizationsAIHVAE LR R THF TR | BUAATFEAHRRLE,

BXRNEZEE Amazon RAM |, S ZEFEEKF X Z 1R ISR ARC XigH#,
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https://console.amazonaws.cn/route53recovery/home#/dashboard

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

SIZJ:‘J'E’:T)H&F /\?—I‘H?,UJ*ngfﬂ ARC ziﬁﬁtﬂﬁ

Amazon B AEFIIREEFIEF (ARC) 5£ K Amazon Resource Access Manager USRI AR E,
Amazon RAM 2 — T & e 5 H i A L Z %R Amazon Web Services i BN HZ R IFRHRS
Amazon Organizations, ¥ ARC XEt{l#t , BAUREZXETRITR. ( EEAITIPEMKSH
BIR , B crossAccount B, ETHREZEE , BSHREKS,H®R, )

5/ Amazon RAM , A BT SIZ R RAEZRAZZHENE R, ERAZEEERAZENERAR
/\;ﬁlﬁm%’%%o %5%—.“’)\@?%

- BETFFEZEAL Amazon Web Services ik RFFHLEB Amazon Organizations
- HAMRNEHLLE Amazon Organizations
. THEANALEIE Amazon Organizations

BXWEZEE Amazon RAM , &2 (Amazon RAM AP 1ERE) o

B ARC #{#EH Amazon Resource Access Manager Ik~ HZit&l , B —MTRISZAN
TR TR —EEH Amazon Web Services ik . HEBERAZ TR |, BEENHM Amazon Web
Services MK TR ATABRATIZITRIABRIT N ARFIRE .

Amazon RAM 2 —IAJ #Bh Amazon B Z &b HZ&FRAYARS Amazon Web Services K. &
Amazon RAMBY | & aJLAEA IAM A& FFH F 1 Amazon OrganizationsA 4R A2 847 (OUs) N
E®iF. Amazon RAM 2—M&EHR B ZEMAZ TN G,

BHZUX , AEDALAFRENITES. HXHRZFR , EAILURHETITRIAE KA L TR/
II3A , NTTAE KRB AN E RRE R E ARC VLS, BIKF HZ 1T XIE A BARMLH SN AEF
#;E ARC IR ﬁﬁ%&k%ﬁﬁﬂﬁif#ﬁﬁ&%/\m?ﬂ EEHAPRER T

EFR7E ARC FHTEKFHE | 57 Amazon RAMABIEZRRHREZ, REAZEEERAZEN
KEFrAAENITRINSEE,

AEB A M Z BB YRR AR A fE B H ZL B TR

o (fe
_|_
X

L]
x|

HEAZMITXIEERE
« FRAHAZEAYITH
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https://docs.amazonaws.cn/ram/latest/userguide/

Amazon R ARS8 (ARC) FRARIER
. HEIRIRFAERRUE

. REIR

- BeE

HEIT I R REA

EHRDIHR , BSTEESHITRIPIEAEZITR Amazon Web Services I X B R E & RSM D
ﬁﬂ:ﬁﬁﬂﬁﬂiﬂﬁﬂ’ﬂﬂﬁ? TEREEELEHAEMITR
EBENHL D Amazon OrganlzatlonsWH’Jéﬂmin L2 iHK , BABARFE Amazon

Organizationsf2, BXEZEL , H5H (Amazon RAM AF#ER) FH TS Amazon
Organizations£ =,

HEIT
HEUWHE , BEEAZZIUTVNSEETUERZITY , WRERFHIARR , WATTZIT R

EHRZIHR , BXTFERNEBTRERLE, RRERAXEZR —I Amazon RAM &R , A& E Amazon
Web Services LKF' tZRR. ARAEFEEEAZTNRRUARREERENSEE, ERZITN
A LB EFN R RAZSHFRBEANNBNERTRERLE, ECREFNTRXE f’&‘\—IU\ﬁFﬁAmazon
RAM #2#|& , LU Amazon RAM AP #4E5 Amazon Command Line Interface =% — 2 £ F
Amazon SDKs,

MRERELAHRM—5F , Amazon Organizations FEFHATHLARPRE , WEALFHNSEEFED
REBHAZITRINFRNERE, BN , S5H52REMARERAZNRE , HEESBERREIHAZITL
B9 15 R A R

Bl LAE A Amazon RAM 4| & =i@3 £ A Amazon RAM AP| 2SR EZEMAEM Amazon CLI
1t %I SDKs,

£/ Amazon RAM #ZH| AR EEHENEER
28 (Amazon RAM AAF /) RMEIERREZ,
HEEPMEWITX , EEH Amazon CLI

£ create-resource-share 55

RFHEITRINR
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https://docs.amazonaws.cn/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://docs.amazonaws.cn/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://console.amazonaws.cn/ram
https://console.amazonaws.cn/ram
https://docs.amazonaws.cn/ram/latest/userguide/working-with-sharing-create.html
https://docs.amazonaws.cn/cli/latest/reference/ram/create-resource-share.html

Amazon RIFARRFIREZEHIZE (ARC )

FRARER

SR HZ I RIFZEA Amazon RAMAZITRIRY IAM EHIREU THIAR -

# read and execute plan permissions
"arc-region-switch:GetPlan",
"arc-region-switch:GetPlanInRegion",
"arc-region-switch:GetPlanExecution",
"arc-region-switch:ListPlanExecutionEvents",
"arc-region-switch:ListPlanExecutions",
"arc-region-switch:ListRoute53HealthChecks",
"arc-region-switch:GetPlanEvaluationStatus",
"arc-region-switch:StartPlanExecution",
"arc-region-switch:CancelPlanExecution",
"arc-region-switch:UpdatePlanExecution",
"arc-region-switch:UpdatePlanExecutionStep"

HEUTXNABEELAERUTRIR, MREEXFXLERR Amazon RAM ER TZIRBEHE LT

X, W&REEIR,

"arc-region-switch:PutResourcePolicy" # Permission only apis
"arc-region-switch:DeleteResourcePolicy" # Permission only apis
"arc-region-switch:GetResourcePolicy" # Permission only apis

A2 Amazon Resource Access Manager £ IAM AW EZE L |, S HAmazon RAM B8

BRI 04T Amazon Resource Access Manager £ 1AM,

'IVfElr ?—E’Jﬂ'k‘]ﬂy“ /\?-
HUEAZIT R, LTANERTSEENRESE -
- ZEELTEBERIMITIRAZITX.

EHUEHAELRENAZIUY , KAMNBRAZHREMBR. Nt ,

5’ Amazon RAM API #4E5 Amazon CLI 3 —#£ & SDKs.
EARHABEAZERENHZESE Amazon RAM

£ (Amazon RAM R #EE) FREMTRELE,
ERCHRERRENREZEE | 156EA Amazon CLI

EFH disassociate-resource-share an “Iéfo

WAl LAE A Amazon RAM #2414

SR 328
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https://docs.amazonaws.cn/ram/latest/userguide/security-iam-policies.html
https://docs.amazonaws.cn/ram/latest/userguide/working-with-sharing.html#working-with-sharing-update
https://docs.amazonaws.cn/cli/latest/reference/ram/disassociate-resource-share.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

PR ER T

WEENMSEZTLUETESE Amazon RAMAWEERIRBIXZITR, 41ELUES A ARC &
# &M Amazon CLEREREXRHEEZRFENER,

—mE  EFATHREEHESIECELHAZNER , HZH ( Amazon Resource Access Manager
FHF‘?E@>> PER :

- ERREE , BLERA Amazon RAMEEEMAREZNFERER. BXEZEE , FSR+TH
EHZ%EE Amazon RAM,

- ERSsE5E  BLEREESELZENMERIR Amazon RAM, BEXEZEER |, HSRTMNE
HERFE Amazon RAM,

iy

i

ERMEE , BT EE FHEE Amazon Web Services EE &) A =HEMA with ARC AP #84E
RBEREHLEEE, Amazon Command Line Interface

EREFEBELRENITIREEHAE

FEIHRIMEHAE S INE £ Amazon Web Services BE124& , EFITUIHZRS.

ERSEE , HIHNRZAEN , EBEESIESIHEFEEHE TR
HEU B TEMNR

REENNR

SEETUERFIMTIT (FREAEMNARTEBHRR ) .

SEENNR

HEEHMARZERBRITRIE Amazon Web Services IKF? , 25 E A UEEHMITZITXI ( BIER
—RAMNAEEBAINR ) .

HIBFERAREZITRIE Amazon RAM , RIAMBERT , S5FEFRIENR, EEFRXGIHRA RIENR
Pk , BRI RIENR, 3 E%ﬁgﬁﬁﬁﬂﬁﬂlﬁj ERITXE#RITR, EERTXEDRITINSE
EEZEEETHNNNR, FEE |, ETEEM Amazon RAM S5 E B F LT R/ENNR :

* ApprovePlanExecutionStep

* UpdatePlan
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https://docs.amazonaws.cn/ram/latest/userguide/working-with-sharing-view-sr.html
https://docs.amazonaws.cn/ram/latest/userguide/working-with-sharing-view-sr.html
https://docs.amazonaws.cn/ram/latest/userguide/working-with-shared-view-sr.html
https://docs.amazonaws.cn/ram/latest/userguide/working-with-shared-view-sr.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

BT 5%

ARC RITXINAREEFTEXNEZIUTMEXRNEM. X TIHXNARTERSESERN , cIBREEITX
PR RRR 27 EE AN,

BXREFEAHNENEENRH , FSHE Amazon BMAREFIREEHZE (ARC) EM , AERE TR E
Amazon M AREFIREEHIEE (ARC) .

BL &
EHZIT X R IR A BRI AT RIPA &N,
BXREERITYERNIIER , FSREXE R

AT+ ARC XEt1#H Identity and Access Management

Amazon Identity and Access Management (IAM) Amazon Web Services fR% A HBIEE A 24 i
Hlx Amazon BIRHNHENR. 1AM EEFZEGTUBET FHRIE (B2F ) B (2GR ) &£
B ARC BRI AR, EAILLEER IAM Amazon Web Services RS , TEXFEHNTEH,

RS

- ARC I Xig {5 IAM BL & A

« AT ARC F Xt E T 5 451 K BE R I

ARC Xt &5 IAM BL&
EEH IAM BIEXT ARC BIiFRIZ 8] , BR11% T #EHFLE IAM ThEERT A F ARC,

EEA IAM B Amazon MARFREZRHER (ARC ) HHXE RN IBERERZE , BNIZT
BRI |IAM ZhEE ™ A T XY,

A AT Amazon N AEFIREZEHIZR (ARC ) FHXE R IAM h&E

IAM Zh8E X %
ET SR % 2
BT R 2
HIRIE =
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https://www.amazonaws.cn//route53/pricing/#application-recovery-controller

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

IAM ZhgE X gtk % #5
REG IR =

REE R X

ACLs =

ABAC ( REEHIIFRE ) =

IR B SEE =
EARER =

RSAE B
REXEKAE B

E2MH 7T & Amazon REWMMAERZE IAM ThEEBEL SR |, 2R IAM AFEREHHNES IAM L& 6
F#Amazon RS

EATXEROET 5 DR RE
XRETEHRE 2

ETHONRBETMMNESM (W IAM AP, AFASAE ) B9 JSON RRRM I, XLRK
EHAFANASAEAMES T BLERFNITHLERE, BETHRNTUEETSHNRE , 5K
(AM BFiERE) FEATT EEARRE LB E X IAM &R,

BEMERA IAM ET S H0KRE , BUMEE R TRIELNRENTRUAR A TRIELBRENRSE. B
THRRI7E JSON REEREAMAAETE , H2H (IAM AF#EE) #H IAM JSON KEETEEI Ao

EEE ARC ETHHNKRERA , HZH Amazon NAREFMREZRFIZE (ARC ) ET HHHNKEKTR
Blo

X 46 & T 3R A SR e
XBETHRRVKE : &

ETRBERNREEM MBI ERA JSON KR, ETARNERNROEE IAM BEEEFEKM
Amazon S3 FEERKE, EXRETRENRENRES Y , BREEEATUFERAECIIRZEENEER
TREVIEE]
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

(X i3 U 46 49 SR B4R AF
XEFRBRE R

B R W LAEA Amazon JSON REERIEEERMIARMT L, BRRY , WA EMAATBN T ATIRR
1THRE | UREMFLAFHTNIT.

JSON REEHY Action TEBRTATERKP AWHIEL L RNRIE, ERBPISREARTFR
ITRERRERR,

ARC AT XETIRA KR FERFEREAUTEIR :

arc-region-switch
EE2MEAPEESIRE  BEAESHelRT. TR :

"Action": [
"arc-region-switch:actionl",
"arc-region-switch:action2"

]

B LUERBESR (*) BESMREE, Hln , EIZELLEIF Describe FFKMFIERE , @BUT
B’IE -

"Action": "arc-region-switch:Describe*"

EEFATXEYHRN ARC ET S HNRBN RS , FSHAT ARC HXEVIRAE T 5 01 KK
=l

(X 13 ) #6 BY9 5R B 7 R
TEHEBRR . 2

IR A LAEA Amazon JSON KEERIEEWARBRMT L, tHFRY , BN EETT AR TR
1THRE  UREFLAFHTNIT.

Resource JSON R TEIEEEMENAREN —IPNHZ AR, FAZRESXE , HFEHAE Amazon
HBRBF (ARN) BBERR. N TFAXERFERNRWEE , BERABER ) ENBONATHER
o

"Resource": "*"
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

EEFATXEHRMN ARC ETSHNRBN RS , FSHAT ARC HXEVIRIE T 50 HI KK
=l

X430 ) 460 Y SR S A

XBBETRSHRBERMGE : B

EIE R W LAEM Amazon JSON REEREEERNIARMT L, BRRY , WA EMAEATB T LATIRR
1TH]RE , UREMALAFZHTHT,

Condition TERBENNZRMHEEFVMENIT. BALGIRERAZEZEN (Fl0, FFTHN
T ) WEHRER , MERBPINFAEERPNEMETE, EEERE Amazon 2/5F4R | F5
59 IAM Al FiEE R Amazon £ B &M £ T UEHA.

EEFATXEYBRN ARC ET S HNRBNRE , FSHAT ARC HXEVIRNE T 501 K
=l

XEFF 5% B9 15 A2 52 (ACLs)

% ACLs : B

mEEHE SR (ACLs) ZHIMLERIEA (KFKA, AFSAR ) ARBRAR. ACLs SETRIFEH
REERA , RECAAEA JSON RN,

ATXEmETRESEN T RNERES ( ABAC )
X5 ABAC ( REEHRIIRE ) : B

ET B BARRES (ABAC ) R—MBIUER | ZEMETHRFENEEREURR, B
SR NE 1AM E5F] Amazon IR , AR ABAC LA FIEZFEAMARE SR L3R
TR TR

EETHRZEEER , BEEFEH aws :ResourceTag/key-nameaws :RequestTag/key-name
aws:TagKeys R BERBNZH T ZPRHEFZIER,

MRENBREN TEMBERREBIFMAX =GR , IXTZRS  ZEAR. NREMRSN
NTHDFRREISMBEX=ZM4R , NZENTD.

BEX ABACHEZEE , 2R (IAM AFERE) RIEH ABAC BINE YR, EEFIZE ABAC
SHRNHE , B3R (AM BFER) PNEAETEMNIHRIMNRIZES] (ABAC) .

TODO k& XF Ik ( Xigtli#k ) X% ABAC,

S5 R EE 281


https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

FHEEH IR T XE T

X FIEETAEI - &2

IS BHIE BB HEXS Amazon BRIBEHNERIFRINE , HERELREARKS SRR TNRACKHEIRIEN,
Amazon BWEHBSERIGHHER K MARERAKBHRZEA, BEXEZER , 55H (AM AFiE
M) B IAM PRV IEet Z 2 EUERFEH IAM By, Amazon Web Services RS

X 33 1) 36 09 %5 AR 55 = AR A PR
YRELFRAE (FAS) 2

HEBER IAM MK ( AP SAE’ ) EFITIRIER Amazon , EEUNEREA. REOEEEFN
fRo EARLRSE , BARSKWMIT—MRE , BEERABETERS PR S —MRF, EXTHER
T, BYAEBHITERAMRIEHNR,

XSmRS He
XERSAE B

REACEH—TURSETE. KRREHITEREN IAM A€, IAMEERTTLUE IAM a2, S
BREESAR. BXEZER , BHEH (IAM AF1ER) FAI2E B[ Amazon Web Services IR 55 Z kI
BREVA &,

XSRS RBRA R
XBRSHAXAE B

REMExAEE—MEEEIINRESAE. Amazon Web Services BREIRE TR A R TR EHITIRIEN
At, BRSHEAXABEIESLNF Amazon Web Services i, ABRABRSEAE. IAM EERAIUE
EETREEBRSXEKABHNER,

BXRUZFEERSAXBENFACE , FSHREYL S IAM BEEAAmazon RS, ERPE
BRIRSHEXRACIHTEE Yes IR, ERRERIUET ZRFHIRSHEX BB,

AT ARC XETIHREVE T & 189 KB Rl

RANBERT , ARFNASXAEIER ARC HRNNR, BERTRAFNAERFEHRITRENIN
PR, IAM B & AT LI 1AM 5K RE,

BT RUNMAERIXL RG] JSON REEXHEGIEZET IAM BN EE , B35 (IAM AFiERE) P8l
2 IAM KB (258 ) .
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create-console.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

BX ARC EXMBREMNGZRELE (BRESHMBREEIER ) WFHAEFEE , 525 ( ARNs RFEN
2#) B Amazon Application Recovery Controller (ARC) BVI24E. BRMZHZ4A,

£

- RMREXE

- HRINITHBEEERRK

- ZRIHENR

o RENR

« PATIRIIR

* CloudWatch M ARFEITRIZRRER
- BEitRIMITIRENR

- BIKFRIRNER

- EERITRIHITHENRR

R ERESREK

ETEONKBHEEENART AR, RSB EREKS HH ARC #iR, XERETELME
Amazon Web Services I = £ A, tlEHREET S HRER , HEEATHEEINRIR

o JFHAER Amazon EERBH FZORENRBENERE — EFBOAFPNITEARETNR , EEANGT
LELAGRTNENAmazon TE X, SIIERMRAF A Amazon Web Services IKF .
MNBNEBENE X B A I Amazon BEFRREEREKk#H —DRINR. BXEZER , FS
7 <IAM AF#Er) PR Amazon HE XK TEIREERN Amazon FEE R,

- NRASERR : £EA IAM REERENRE |, TR TFHRITESAFONR AL, BAIUEL
EREFRG T AUNBERRRITHRE , SR NRERRFA. BXEM IAM NARBRNESE
B, #5H (AM AFER) S8 1AM PR RN RR,

o ER IAM KB R4 — SRS R AR ;- 80 LG KB IS4 SR BR AIX RN RR R E
flan | WA LURERBEZHRIEEXTMER SSL KEFEER, MRBRSBEEREIFENSXE
A&, Wt AT BAE A KRR T 31 RS 1R R 7 R X PR Amazon Web Services BR%S , #1420 Amazon
CloudFormation. EXEZELE , 25 (IAM AFIERE) T8 IAM JSON FrETE | &4,

« f£/ IAM Access Analyzer BIFZHY IAM KBS , SUAFRNBRHZ S HEMINEEMY  IAM Access
Analyzer 2KIFFH REEMIM B KR , LB ERKRERFS IAM FEIES (JSON )  IAM HESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHER S BEEMEN
K, BXREZELE , B2 (IAM AF1ER) FHEA IAM Access Analyzer KiiE KB,
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https://docs.amazonaws.cn/service-authorization/latest/reference/list_amazonroute53recoverycontrols.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access-analyzer-policy-validation.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

« EEZESHRIE (MFA)-TIR Amazon Web Services Il EHNIZSEE IAM APSEBAF | 5
A MFALREZREM. BEERAA AP BENFEE MFA , B MFA KA FMEIBHER S, Bx
BZER , B5H (IAM BFiEr) M EH MFA &RF APIIEIAl,

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R HEXE,

T RIIT A BEERR

XRUTXINMITHEMENEERRE , SUME ARC 8% E1T XE {1t

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "arc-region-switch.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}
ST R PR

LT IAM SRR F AT KRB T2 T RIPR APIs

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",

"Condition": {
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html

Amazon RIFARRFIREZEHIZE (ARC )

FRARER

"StringEquals": {

"iam:PassedToSexvice": "arc-region-switch.amazonaws.com"

}
},
{
"Effect": "Allow",

"Action": [
"arc-region-switch:CreatePlan",
"arc-region-switch:UpdatePlan",
"arc-region-switch:GetPlan",
"arc-region-switch:ListPlans",
"arc-region-switch:DeletePlan",
"arc-region-switch:GetPlanInRegion",
"arc-region-switch:ListPlansInRegion",
"arc-region-switch:ApprovePlanExecutionStep",
"arc-region-switch:GetPlanEvaluationStatus",
"arc-region-switch:GetPlanExecution"”,
"arc-region-switch:StartPlanExecution",
"arc-region-switch:CancelPlanExecution",
"arc-region-switch:ListRoute53HealthChecks",
"arc-region-switch:ListRoute53HealthChecksInRegion"”,
"arc-region-switch:ListPlanExecutions",
"arc-region-switch:ListPlanExecutionEvents",
"arc-region-switch:ListTagsForResouxce",
"arc-region-switch:TagResource”,
"arc-region-switch:UntagResource",
"arc-region-switch:UpdatePlanExecution",
"arc-region-switch:UpdatePlanExecutionStep"

1,

"Resource": "*"

iR
BUF IAM SRBE 82 F 3 X 1R B9 R ise i B AR

JSON
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FRARER

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arc-region-switch:GetPlan",
"arc-region-switch:ListPlans",

"arc-region-switch:GetPlanInRegion",
"arc-region-switch:ListPlansInRegion",
"arc-region-switch:GetPlanEvaluationStatus",
"arc-region-switch:GetPlanExecution"”,
"arc-region-switch:ListRoute53HealthChecks",
"arc-region-switch:ListRoute53HealthChecksInRegion",
"arc-region-switch:ListPlanExecutions"”,
"arc-region-switch:ListPlanExecutionEvents",
"arc-region-switch:ListTagsForResouxrce"

1,

"Resource": "*"

PATIR IR

BT &TRERG IAM KB | X LRI N SR E KD R 1R PRV R ERATREBHATERN R,

b

EC2 Auto Scaling 1T X 3R /= 51 5% BE

Amazon EKS #iRY BIITIR RHIKRE

Amazon ECS RS BHITHR R BIK M

ARC & 2 HI 1T 3R K B 7R 5

Aurora Global Database 1T =51 5K B

I 5# DocumentDB £ BREEF 1T X R K R
F 3 R HAT IR R B KRG

B E R E Lambda TR R BIKBE

Route 53 iZ TR EHATIR R PI KBS

g A0k 1 RIAAT IR R BI SR B

SHMAREE

286



Amazon RIFARRFIREZEHIZE (ARC )

FRARER

EC2 Auto

Scaling HUAT X R 7R 451 K BE

AR 2% A EC2 uto Scaling 48 B X S 11 Xl FR AN IO AT 3R Bt 2 B AN Y /R 451 SR B

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"autoscaling:DescribeAutoScalingGroups"
1,
"Resource": "*"
},
{

"Effect": "Allow",
"Action": [
"autoscaling:UpdateAutoScalingGxoup"

1,

"Resource": [
"arn:aws:autoscaling:us-

east-1:123456789012:autoScalingGroup:123d456e-123e-1111-abcd-
EXAMPLE22222:autoScalingGroupName/app-asg-primary",

"arn:aws:autoscaling:us-

west-2:123456789012:autoScalingGroup:1234a321-123e-1234-aabb-
EXAMPLE33333:autoScalingGroupName/app-asg-secondaxry"

]
},
{
"Effect": "Allow",
"Action": [
"cloudwatch:GetMetricStatistics"
]I

"Resource": "*"

SOMEREER
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Amazon EKS &R EBIRITHR R KRG

AR 2% Amazon EKS #iRY 2 /Y X g 146 11 %I S 78 b0 017 3R 6 2B b0 A9 7R 6l SR B o

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"eks:DescribeClustex"

1,

"Resource": [
"arn:aws:eks:us-east-1:123456789012:clustexr/app-eks-primaxry",
"arn:aws:eks:us-west-2:123456789012:cluster/app-eks-secondary"

]

}I
{

"Effect": "Allow",

"Action": [
"eks:ListAssociatedAccessPolicies"

1,

"Resource": [
"arn:aws:eks:us-east-1:123456789012:access-entry/app-eks-primary/*",
"arn:aws:eks:us-west-2:123456789012:access-entry/app-eks-secondary/*"

]

}
]

EE BRTLE IAM KBS, BEZEMFEH AmazonArcRegionSwitchScalingPolicy 17/ SR B& G 1T
XATABRIE Amazon EKS EBMILTRIZKEH, BXEZER , 50 BE EKS HEZAEN
R

Amazon ECS R BT RBIK B

EAF 2% Amazon ECS FRY & B XIE 46 i1 R R A8 0047 3R Bt 22 B 0 9 7 51 SR e
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JSON

{
"Version'":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecs:DescribeServices",
"ecs:UpdateService"

]I

"Resource": [
"arn:aws:ecs:us-east-1:123456789012:service/app-cluster-primary/app-

service",
"arn:aws:ecs:us-west-2:123456789012:service/app-cluster-secondaxry/app-
service"

]

},
{

"Effect": "Allow",

"Action": [
"ecs:DescribeClusters"

]I

"Resource": [
"arn:aws:ecs:us-east-1:123456789012:cluster/app-cluster-primary"”,
"arn:aws:ecs:us-west-2:123456789012:cluster/app-cluster-secondary"

]

},
{

"Effect": "Allow",

"Action": [
"ecs:ListServices"

]I

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": [
"application-autoscaling:DescribeScalableTargets",
"application-autoscaling:RegisterScalableTaxget"

]I

"Resource": "*"

}I
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{
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricStatistics"

1,
"Resource": "*"

}

]

ARC B H 2 Bl 1T IR K B R Bl

7R : Amazon ARC B2 HIHAT XIRER N A T it X178 A EM RS 25Kk (SCPs) #R /o iF
XERSHRAT XS,
* route53-recovery-control-config: us-west-2

* route53-recovery-cluster: us-west-2, us-east-1, eu-west-1, ap-
southeast-2, ap-northeast-1

BUT R ARC % 12 89 XSS 146 11 3] s N0 4T 3R B BT o0 ey 7R 1) SR B o

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"route53-recovery-control-config:DescribeControlPanel”,
"route53-recovery-control-config:DescribeClustex"

1,

"Resource": [
"arn:aws:route53-recovery-control::123456789012:controlpanel/

abcd1234abcd1234abcd1234abcd1234",
"arn:aws:route53-recovery-
control::123456789012:cluster/4b325d3b-0e28-4dcf-basa-EXAMPLE11111"

]

}I
{
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"Effect": "Allow",

"Action": [
"route53-recovery-cluster:GetRoutingControlState",
"route53-recovery-cluster:UpdateRoutingControlStates"

1,

"Resourxce": [

"arn:aws:route53-recovery-
control::123456789012:contxolpanel/1234567890abcdef1234567890abcdef/
routingcontrol/abcdef1234567890",

"arn:aws:route53-recovery-
control::123456789012:contxrolpanel/1234567890abcdef1234567890abcdef/
routingcontrol/1234567890abcdef"

]

ERILAER CLI K ZRER IR HIER ID MEE ID. BXESZER , 2N RERBEHEA N,

Aurora Global Database 1T R 51 5 B&
AR 27E Aurora B{¥E B #9 X35 4142 11 K1 78 D 17 3R sk ZERE b 49 TR I SR B o

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"rds:DescribeGlobalClustexs",
"rds:DescribeDBClusters"

1,

"Resource": "*"

},

{
"Effect": "Allow",
"Action": [
"rds:FailoverGlobalClustex",
"rds:SwitchoverGlobalClustex"

1,
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"Resouxce": [
"arn:aws:rds::123456789012:global-cluster:app-global-db",
"arn:aws:rds:us-east-1:123456789012:cluster:app-db-primary",
"arn:aws:rds:us-west-2:123456789012:cluster:app-db-secondary"
]

I 53 DocumentDB £ BREE B 1T X R 5K BE 7R 4

R & [ Amazon DocumentDB £ EKEE R Y X 43R iT KR IO ATIR |, B E M ML T REGIKEE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"rds:DescribeGlobalClusters",
"rds:DescribeDBClusters",
"rds:FailoverGlobalCluster",
"rds:SwitchoverGlobalCluster"

]I

"Resource": "*"

F R FHIMITIR R BIR B
AT R F 3 5 HERY X STHR T X R AN DI AT 3R Bt ZE B D B9 /R 51 SR B

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"arc-region-switch:ApprovePlanExecutionStep"

]I
"Resource": "arn:aws:arc-region-switch:us-east-1:123456789012:plan/sample-
plan:0123abc"
}
]

B E M 4F Lambda TR R 51 K B
BUF R Lambda B X YD HR 1T R R AR IO B AT SR Bt 22 f DAY /R 1 SR B

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"lambda:GetFunction",
"lambda:InvokeFunction"
]I
"Resourxce": [
"arn:aws:lambda:us-east-1:123456789012: function:app-recovery-primary",
"arn:aws:lambda:us-west-2:123456789012: function:app-recovery-secondary"

1

Route 53 iz TR ER TR R BI KB
LU 27 Route 53 i2TRIR A EHY X 513 1t X A 78 indh 47 3R st S B b0 89 7= 451 SR B

JSON

"Version":"2012-10-17",
"Statement": [
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{
"Effect": "Allow",
"Action": [
"route53:ListResourceRecordSets"
1,
"Resource": [
"arn:aws:route53:::hostedzone/Z1234567890ABCDEFGHIJ]"
]
}

X AT R PAT IR 7R B SR

U RIEEAT F 1T R B KB ST 1T 3 R AN IO AT 3R Bt ZE B AN Y 7R 51 SR B

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"arc-region-switch:StartPlanExecution”,
"arc-region-switch:GetPlanExecution",
"arc-region-switch:CancelPlanExecution”,
"arc-region-switch:UpdatePlanExecution”,
"arc-region-switch:ListPlanExecutions"

]I

"Resource": [
"arn:aws:arc-region-switch:us-east-1:123456789012:plan/child-plan-1/

abcdel”,
"arn:aws:arc-region-switch:us-west-2:123456789012:plan/child-plan-2/
fghij2"

]

}
]
}
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CloudWatch N AREFZEITIRIRNRER

LU 2 MBI N ARFEITIRR G R CloudWatch B RAISKE | X LKA T 7B E KB IRE it
I8 o

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cloudwatch:DescribeAlarmHistoxy",
"cloudwatch:DescribeAlaxrms"
]I
"Resource": [
"arn:aws:cloudwatch:us-east-1:123456789012:alarm:app-health-primarxry"”,

"arn:aws:cloudwatch:us-west-2:123456789012:alarm:app-health-secondary"
]

Bah it RHATIRERR

AT R8N KE vl it R ES & B 2h 4 R & it EMT IR R OISR RS . It BUER B[ Amazon S3 BEHR
&, 1A CloudWatch BIREHE AR RRKITRIH Fit R EBHNR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::your-bucket-name/*"
},
{
"Effect": "Allow",
"Action": [
"cloudwatch:DescribeAlarms",
S5 R EE
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"cloudwatch:DescribeAlarmHistory"

1,

"Resource": [
"arn:aws:cloudwatch:us-east-1:123456789012:alarm:app-health-primary"
"arn:aws:cloudwatch:us-west-2:123456789012:alarm:app-health-secondary"

1,

1,

{

"Effect": "Allow",

"Action": [

"arc-region-switch:GetPlanExecution",
"arc-region-switch:ListPlanExecutionEvents"

1,

"Resource": [
"arn:aws:arc-region-switch:us-east-1:123456789012:plan/child-plan-1/abcdel",
"arn:aws:arc-region-switch:us-west-2:123456789012:plan/child-plan-2/fghij2"

1,

AEE  MRERN Amazon S3 FHEBNEBEER - EE X Amazon KMS 48, MXEXG N ZZ AR
bikms:GenerateDataKey#lkms:EncryptX R,

S UK 7 2R R AN BR
MRFRUTARNKSF , WEREEKFAG. A TREEKS BENEERKE R,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/RegionSwitchExecutionRole"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:Externalld": "UniqueExternalIdl123"
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LTRUNHTABRALEKS SEMRENNR

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::987654321098:ro0le/RegionSwitchCrossAccountRole”,
"Condition": {
"StringEquals": {
"sts:Externalld": "UniqueExternalIdi123"

SERITRINIT B ENR

EORESFERITRANBRNSERE , IFTE-MISANRRE. XGEL , BRANSFLEREITR
B E A BV AT IR VAR

LT R8T AETRIT A SRKE QB ROIRE, BSARMITYPIENBERITRATFNHEME
B, MBSEEITYPERANBERTRIAIFHONR , UERERERREN

JSON

"Version":"2012-10-17",
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"Statement": [
{
"Effect": "Allow",
"Action": "iam:SimulatePrincipalPolicy",
"Resource": "arn:aws:iam::123456789012:role/
RegionSwitchExecutionRole"

},
{
"Effect": "Allow",
"Action": [
"arc-region-switch:GetPlan",
"arc-region-switch:GetPlanExecution"”,
"arc-region-switch:ListPlanExecutions"
]I
"Resource": "*"
}

ARC A Xty B iC R MG 12

& T LAE A Amazon CloudWatch #1 Amazon EventBridge Y5120 3% 5 12 F IR S #2488 (ARC) &
X |, DUIREVER, 7EXARBIEEREE, Amazon CloudTrail

F&

- FEAIERXF Y% API A Amazon CloudTrail

- EL 5K ARC A XiEI# EventBridge

A ZXE Y% APl A Amazon CloudTrail

Amazon N AEFIMEEFIEE (ARC) Xigitl# 5 Amazon CloudTrail—W RS ERK , ZRSESA
F. A®EH Amazon [RFE1E ARC FREUMIZENIER. CloudTrail £ ARC HIFTE APl HABRAE
. HIRNAATERE ARC ZEHAENAATX ARC API BENKIBIEA.

WMREQIZERE , WA LA CloudTrail B4 EFL&EL M E Amazon S3 &M , @ ARC =4,
MBEAREBRE , BNART LU CloudTrail #4580 “BH4FH LK DEERFINEHL,

fEFHUNERE B CloudTrail , A LAER ARC XK HIVIER, XHIERM IP bk, #AEH TER, A
A HERUAREMIFMAER,
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ETHEZEE CloudTrail , &R Amazon CloudTrail A F &/,

ARC {€ B 1£ CloudTralil

CloudTrail ZE&BIZ MK Amazon Web Services ik BN EEEHNKF EBH. ZHE3E ARC L 4%
B, ZES S EHM Amazon BRSS CloudTrall EH4—REIEXREEHHLIEKF., BUUEFEE, &
ENTHEIEXEHNSH Amazon Web Services K. BXEZELR |, 55 EMA CloudTrail 247
$idF,

ERLICRER Amazon Web Services IKF 4 ( 28 ARC WEH ) |, BoIRBRER, REANF
CloudTrail ¥ A & 425 E| Amazon S3 Fi#E#. BRINMERT , EERFHI &P LIERERICFEN |, LRER
12% R A T AT B Amazon Web Services XiF, RERIZH Amazon 7 XHFEXSENES , HEAEX
HARIZ B RIEER Amazon S3 F M. Ltbol , B LB EH b Amazon BRSS , Ut —F o FILLE
CloudTrail BEHRRENSHBIE. BXEZEE , BZRTIRNE :

- BIRRERICFRER

« CloudTrail ZHHRFZFER

 B&E Amazon SNS &4 CloudTrail

- ERXRBSZNMXEH CloudTrail BEX A4 MEREK B ZAMNKT R CloudTrail BE 4

B ARC #2/E¥9H1I2F CloudTrail #id &% TBD API SZ4k3Zrh, a0 , VA TBDAMTBDIRELE
CloudTrail BEX#HH4ERKSHE, TBD

BIMNEHBATREBEEERERBFRNAREGR. BOEERBTEREUTRE !

« BEREZMFEARIEFHZER Amazon Identity and Access Management (IAM) B F&EIEA Ho
- BREEAACGERKREAFNIENZEEIEAEN,
- EREAHHEM Amazon RF X H.

BXREZER , 2 H CloudTrail userldentity T,

EEHHELIERPERXINREH

CloudTrail AFEESHALIERFERRIENEMH, XKETHR APl ERNASHEHBREETEER
XTIt R XE , flan , EeZ T RISMITITRIAENXE, B2 , &% ARC 2H 8 ETHE
£ X RIRERERZHITR APHRETIERFEERRERLITE . X TEHERIRE , BALESR
EEFRE (FERLMILER ) HEH. ETHEILE AP EHRESNERRE , FS5H Xtk AP £
=
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER
T#% ARC BEXH%E

BEREE—MEE 6 AFNSEHEN BEGFERIIEIEEN Amazon S3 12##@. CloudTrail BEI
BE—NEENMNEEZRE. BHRKRKRBEMRENEMER , BEEXFERWIRE. BEN BB
B, BERSHBFNFES. CloudTrail BEXHFE2LHE AP BANEFHERRER , Akl fT2kE
A4S ER IR 3,

TR RBIERT —4 CloudTrail BESRE |, ZFRBERT XFI#AStartPlanExecutioni® k.

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"
},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2025-07-06T17:38:05Z2"

}
}
},
"eventTime": "2025-07-06T18:08:03Z",
"eventSource": "arc-region-switch.amazonaws.com",
"eventName": "StartPlanExecution",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.50",
"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",
"requestParameters": {
"planArn": "arn:aws:arc-region-switch::555555555555:plan/
CloudTrailIntegTestPlan:bbbbb",
"targetRegion": "us-east-1",
"action": "activate" }
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"responseElements": {
"executionId": "us-east-1/dddddddEXAMPLE",
"plan": "arn:aws:arc-region-switch::555555555555:plan/
CloudTrailIntegTestPlan:bbbbb",
"planVersion": "1",
"activateRegion": "us-east-1" 3},
"requestID": "fd42dcf7-6446-41e9-b408-d@96example”,
"eventID": "4b5c42df-1174-46c8-be99-d67aexample”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "us-east-l.arc.amazon.aws"

FELS#E ARC A X )k EventBridge

£/ Amazon EventBridge , A LURBEZEHWFINAN | EL TR AEFIREIEFIE (ARC) ik
BRI XEHRERER , REBERAEM Amazon RESH BFREE, Hln , BALLRE—NMN | 54
Xl it RIERINITES , B3I [ Amazon SNS £ K E 5 K K 1% B F &,

&7 LA1E Amazon F 81N EventBridge SRALELLT ARC Xigit#E4 -

o XEIRITRIINIT. ZBEHREXFIRITREEZEIT (EHIT)

o XU RITE, ZEHREXGTRITITEEETH.

ERREBNBIIEE ARC B4 , BEN EventBridge THATRNEBHNEBEEHER, BHNES
ClEENSHEEHENE N, EX5IATHRERENFE , HRRHEMERNE,

REXBHEALEEH. EEEESTHERT , ©N11J1LFEA EventBridge #t MARCR A, B2 , AL
H I ER S PE IE EH RSB ER o

A X EventBridge MM AL BEHERXNEE , BSHRFPHNEHMEH4E EventBridge,

i A s 12 X ¥ 3R EventBridge

f& EventBridgeBy , BRI LAGIEMN | X ARC Jy KiZt1#5R & H B4 ZREAVR4E,
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https://docs.amazonaws.cn//eventbridge/latest/userguide/eventbridge-and-event-patterns.html

Amazon RIFARRFIREZEHIZE (ARC ) FERARER

E 7 EventBridge 8 FRAREH A MW SMHEN | BEESE PIEE “Enter my ow n” iETT, 7
EPBENEERANE4AE AT LB XA TRERX KM,

BENRBREHIZAN

-_—

T S5 i# EventBridge &l & , Mt Jhttps://console.aws.amazon.com/events/o
Amazon Web Services Xif ZEEHFGIEMN , BEEFLNBEE G EEEHRYITRINXE,
1%£$% Create rule (BIZHN)),

] AHN A Name (B FF) F“Description (3iR)” ( "Ik ) o

NTEAHEL , RERKINE , BIRRIA

‘ET—F,

NTHEBSHAELSER , X TEHR , REMRAE , B Amazon B4

ERBIEHT , EFERARBCH,

NTFREEH , BAREFHAKESEHAR, X6, BZHET—T,

© ®© N o g bk~ w0 D

X 1R =K R 5l
SHAREENEENSHERERENEGN. EXEIATEECENFR , ARHEHFERNE.

AT LU AT PV SRS H K58 EventBridge e |, SLGIZATA T 41 ARC BREMR RN
e

DTEHEREMT — RG], BETLE ARC HHY EventBridge X i3 t1#2 Ih & A { A 1X L 7R 4,
o M ‘Xt kR mAEE 4 PlanExecution,

"source": [ "aws.arc-region-switch" ],
"detail-type": [ "ARC Region switch Plan Execution" ]
}

o M Xigithie” FikiRFrEE 4 PlanEvaluation,

{

"source": [ "aws.arc-region-switch" ],
"detail-type": [ "ARC Region Switch Plan Evaluation" ]
}
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U R X ITRIAITHY ARC B4 7RA)

{

"version": "Q",

"id": "1111111-bbbb-aaaa-cccc-dddddEXAMPLE", # Random uuid

"detail-type": "ARC Region Switch Plan Execution",

"source": "aws.arc-region-switch",

"account": "111122223333",

"time": "2023-11-16T23:38:147Z",

"region": "us-east-1",

"resources": ["arn:aws:arc-region-switch::111122223333:plan/aaaaakExample"], #
planArn

"detail": {

"version": "0.0.1",

"eventType": "ExecutionStarted",

"executionId": "bbbbbbEXAMPLE",

"executionAction": "activating/deactivating {region}",

"idempotencyKey": "1111111-2222-3333-4444-5555555555", # As there is a possibility
of dual logging
}

AT R RS RIS RE B ITH ARC BHRH

{
"version": "Q",
"id": "1111111-bbbb-aaaa-cccc-dddddEXAMPLE", # Random uuid
"detail-type": "ARC Region Switch Plan Execution",
"source": "aws.arc-region-switch",
"account": "111122223333",
"time": "2023-11-16T23:38:14Z",
"region": "us-east-1",
"resources": ["arn:aws:arc-region-switch::111122223333:plan/aaaaaExample"], #
planArn
"detail": {
"version": "0.0.1",

"eventType": "StepStarted",

"executionId": "bbbbbbEXAMPLE",

"executionAction": "activating/deactivating {region}",

"idempotencyKey": "1111111-2222-3333-4444-5555555555", # As there is a possibility
of dual logging

"stepDetails" : {

"stepName": "Routing control step",
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"resource":

FERARIER
["arn:aws:route53-recovery-control::111122223333:controlpanel/
abcdefghiEXAMPLE/routingcontrol/jklmnopqrsEXAMPLE"]

}

}

LT R XS0 i R ITHE B S8 ARC EH R

X F X RIT R TG SREBEENSRE -S4, NREEREUEER , WE 24 PIMUE N IZE
HEREH-REHh. ZBEHERRE , T2HNZBEERHESENS,

"version": "Q",

"id": "@5d4d2d5-9c76-bfea-72d2-d4614802adb4", # Random uuid
"detail-type": "ARC Region Switch Plan Execution",

"source": "aws.arc-region-switch",

"account": "111122223333",

"2023-11-16T23:38:142",

"region": "us-east-1",
"resources":
"detail": {

"time":

["arn:aws:arc-region-switch::111122223333:plan/a2b89be4821bfdld"],
"version":

"9.0.1",
"idempotencyKey": "1111111-2222-3333-4444-5555555555",
"metadata": {

"evaluationTime" :

: "timestamp",
"warning" :

"There is a plan evaluation warning for arn:aws:arc-region-
switch::111122223333:plan/a2b89be4821bfdld. Navigate to the Region switch console to
resolve."

}
i EEH/EEFRM CloudWatch BEA

812 EventBridge #LNIAT , HAIEEFEAN CE N B4 LEZN B R, BXAHBRNYIER
EventBridge , 12 EventBridge 2| & F &Y 0] A B #x

IR

o /Bh

Al ORI E] EventBridge FNIEY B ¥Rz —
2 Amazon CloudWatch BE4E ., AT 4B CloudWatch BEARMA EFRHNESR |, FBETEOE
F et B EAEN TR,

E CloudWatch BEERMA B , A BRITUTREZ— -
- SIEFEETA
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ﬁ#%fjluﬁ H ll_;\

MBEENEANHERREAEE THNBEEA |, N EventBridge 2 B G2 ZBEFEH, BR
F{E EventBridge M I B ¥x#Y H Fgéﬂu\ﬁpk/aws/eventso MRELZFMENEEL  FEE R
B /aws/events AW AZLAS XENETEHNET R ED, EXESZER , HZ5H Amazon
CloudWatch AP 5@ I E$T HE4H,

MREERIZESH B 258 CloudWatch BESIESFEA CloudWatch AEAEN B , FHAREBWRE

R, MREFEAEF A @ EventBridge MINARMAEL , MiZAEENETRRN KB SEIEH,

BR , mMREAFEH Amazon Command Line Interface 2 S Amazon DK RIEE HEAH |, M AMEFZ
,.J\éHE’JEﬂ: BROER, AT ROIKRIBRE T ELAEASEHNE T RROER P ELHNR :

JSON

{
"Version":"2012-10-17",

"Statement": [
{

"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"

1,

"Effect": "Allow",

"Principal": {

"Sexvice": [
"events.amazonaws.com",
"delivery.logs.amazonaws.com"

]

},
"Resource": "arn:aws:logs:us-east-1:222222222222:10g-group:/aws/events/

%okl
© ’

"Sid": "TrustEventsToStoreLogEvent"

BEEEAEHANAEAREEETRENERE., ZEnETRFRENRBERNAENNER , #EH
CloudWatch PutResourcePolicyAPI #E. G , LA LAEA describe-resource-policiesCLI &5 &4
BN ERESEEBNA,
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NERBHEEMN HIEE CloudWatch BEA B #x

1.

2. %% Amazon Web Services XiF, EEEFAIZEMNAY

3. EECIEHN K AERWAEXZANNMEEE , fINEHNELITRFAGE,
4, £ E&ZFEBEH TEL , E#ECloudWatch/ER &Y B #7o

5. MTHEEFIEE— CloudWatch BEA,

(X i3 ) # B &

$TFF L % EventBridge ##l& , Wik Fhttps://console.aws.amazon.com/events/o

BXxBIERMLE S EventBridge MNMEZER , BZREA KR ERZERKLERIR EventBridge,

Amazon M ARFIREEHIZE ( ARC ) FHYXELI#R 2 LT B &L R,

Sk

BAKFRITRIHE

BMTHINRITREE

BT XS RITHRTREE
B-IHNHITRITROKE
BMR R H CloudWatch BRI E
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N AEFIRE #EH 2 RS R~ Amazon SDKs

LT RBROIRERT M ARFIREZEFI2RE Amazon REEFTFREH (SDK) BE&EA.

RERKEEFNRBER , YTELTXXHET. BALNBERIRET BOMERAENRSEYE , &7
LB HBEXZ RN ETXERRE,

BX S Amazon DK F A ZBIEEMRE REINZEIYIEK , TSR NIRSS Amazon SDK BL&# A,
AEBRIFEERAITNEELRAEXRLHH SDK RAHIFHAE L.

SRR
- NAEFREEHEENERTE Amazon SDKs
- NAREFIRE 2 FI2 5 A NIRIE Amazon SDKs
« 5 Amazon SDK GetRoutingControlState & & £ 8
« 5 Amazon SDK UpdateRoutingControlState & & £

N AR ik & 12 6l 23 Y B A R 45| Amazon SDKs

LT RBRAEERT W{AIF Amazon Route 53 N AR FIRE 2 SN EMAREE SR Amazon
SDKSO

i
- NATEFFIRE 2535 5 A R R 4E Amazon SDKs
« 5 Amazon SDK GetRoutingControlState & & i
+ 5 Amazon SDK UpdateRoutingControlState Bt & 1 F

N AR F RS 12 %85 58 A BV R E Amazon SDKs

LU AR RBNER T M fE AT 2R AR A IR E #2585 4 Amazon SDKs., BN RAIEBIE -1
1B O RYEEEE GitHub , B EH PRI BEXRENZITRBAIER A,

UT RN EBEREANRE. BXRZTEYEKR , BHSH Amazon Route 53 N AR FIREREFIZE APl S
Z,

ANl
+ 5 Amazon SDK GetRoutingControlState &t &1 F
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F&ARIEE
« 5 Amazon SDK UpdateRoutingControlState #it & £
5 Amazon SDK GetRoutingControlState B & &£/
TR BRAPERINAER GetRoutingControlState,
Java
ERTF Java #9 SDK 2.x
(® Note
KRB ELHEREER GitHub, & Amazon KB R FHEPERTERG , T FMM@H
TRENZTT.

public static GetRoutingControlStateResponse
getRoutingControlState(List<ClusterEndpoint> clusterEndpoints,
String routingControlArn) {

// As a best practice, we recommend choosing a random cluster endpoint to
get or

// set routing control states.
// For more information, see
// https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-
practices.html#route53-arc-best-practices.regional
Collections.shuffle(clusterEndpoints);
for (ClusterEndpoint clusterEndpoint : clusterEndpoints) {
try {
System.out.println(clusterEndpoint);
Route53RecoveryClusterClient client =
Route53RecoveryClusterClient.buildex()
.endpointOverride(URI.create(clusterEndpoint.endpoint()))
.region(Region.of(clusterEndpoint.region())).build();
return client.getRoutingControlState(
GetRoutingControlStateRequest.buildexr()
.routingControlArn(routingControlArn).build());
} catch (Exception exception) {
System.out.println(exception);

}

return null;
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« BX API ¥ 4{E R , 52519 Amazon SDK for Java 2.x APl 2 # GetRoutingControlState §
;8

Python

&R T Python 8 SDK ( Boto3 )

(® Note
EBEZHXREEL GitHub, 7 Amazon KB REIFEPERTERA , TN
TIRENETT.

import boto3

def create_recovery_client(cluster_endpoint):
Creates a Boto3 Route 53 Application Recovery Controller client for the
specified
cluster endpoint URL and AWS Region.

:param cluster_endpoint: The cluster endpoint URL and Region.

:return: The Boto3 client.

return boto3.client(
"route53-recovery-cluster",
endpoint_url=cluster_endpoint["Endpoint"],
region_name=cluster_endpoint["Region"],

def get_routing_control_state(routing_control_arn, cluster_endpoints):

Gets the state of a routing control. Cluster endpoints are tried in
sequence until the first successful response is received.

:param routing_control_arn: The ARN of the routing control to look up.
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:param cluster_endpoints: The list of cluster endpoints to query.
:return: The routing control state response.

# As a best practice, we recommend choosing a random cluster endpoint to get
or set routing control states.
# For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/route53-arc-best-practices.html#route53-arc-best-practices.regional
random.shuffle(cluster_endpoints)
for cluster_endpoint in cluster_endpoints:
try:
recovery_client = create_recovery_client(cluster_endpoint)
response = recovery_client.get_routing_control_state(
RoutingControlArn=routing_control_arn
)
return response
except Exception as error:
print(error)
raise error

- BX API iF4EE |, 15 93& B GetRoutingControlState F Python #Amazon SDK (Boto3)
APl 2%,

BX S Amazon DK F A EBIEEMRE REINTEIIEK , TSR NIRS S Amazon SDK BL&# A,
AEBRIFEERAIINEELRAEXRLHH SDK IRAHIFHAE S,

5 Amazon SDK UpdateRoutingControlState B & FH
TR REREERMAFERA UpdateRoutingControlState,
Java

EAT Java B9 SDK 2.x

(® Note
EBEZHXRFEEL GitHub, 7 Amazon KB R EITFEEPERTERA , TN
TIRENETT.
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public static UpdateRoutingControlStateResponse
updateRoutingControlState(List<ClusterEndpoint> clusterEndpoints,
String routingControlAzrn,
String routingControlState) {
// As a best practice, we recommend choosing a random cluster endpoint to
get or
// set routing control states.
// For more information, see
// https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-
practices.html#route53-arc-best-practices.regional
Collections.shuffle(clusterEndpoints);
for (ClusterEndpoint clusterEndpoint : clusterEndpoints) {
try {
System.out.println(clusterEndpoint);
Route53RecoveryClusterClient client =
Route53RecoveryClusterClient.builder()
.endpointOverride(URI.create(clusterEndpoint.endpoint()))
.region(Region.of(clusterEndpoint.region()))
.build();
return client.updateRoutingControlState(
UpdateRoutingControlStateRequest.builder()

.routingControlArn(routingControlArn).routingControlState(routingControlState).build());
} catch (Exception exception) {
System.out.println(exception);

}

return null;

- BX AP HEHAER , H2H Amazon SDK for Java 2.x AP| &
Z UpdateRoutingControlState 1 9 ,
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Python

& AT Python #9 SDK ( Boto3 )

® Note
HBEEZHEXEER GitHub, £ Amazon KB RAIFHEPERTERG , T FOMAH
TIREMNIZTT.

import boto3

def create_recovery_client(cluster_endpoint):
Creates a Boto3 Route 53 Application Recovery Controller client for the
specified
cluster endpoint URL and AWS Region.

:param cluster_endpoint: The cluster endpoint URL and Region.

:return: The Boto3 client.

return boto3.client(
"route53-recovery-cluster",
endpoint_url=cluster_endpoint["Endpoint"],
region_name=cluster_endpoint["Region"],

def update_routing_control_state(
routing_control_arn, cluster_endpoints, routing_control_state

Updates the state of a routing control. Cluster endpoints are tried in
sequence until the first successful response is received.

:param routing_control_arn: The ARN of the routing control to update the
state for.

:param cluster_endpoints: The list of cluster endpoints to try.

:param routing_control_state: The new routing control state.

:return: The routing control update response.
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# As a best practice, we recommend choosing a random cluster endpoint to get
or set routing control states.
# For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/route53-arc-best-practices.html#route53-arc-best-practices.regional
random.shuffle(cluster_endpoints)
for cluster_endpoint in cluster_endpoints:
try:
recovery_client = create_recovery_client(cluster_endpoint)
response = recovery_client.update_routing_control_state(
RoutingControlArn=routing_control_arn,
RoutingControlState=routing_control_state,
)
return response
except Exception as error:
print(error)

- BX API HiF4EE |, 1§35 1:& A UpdateRoutingControlState F Python #JAmazon SDK
(Boto3) API %,

AKX S Amazon DK FF R EIEEMRB RO TEIIR , FSHF LRSS Amazon SDK BEE A,
AEFTEBEARANNERUAREX LN SDK A FHEE
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Amazon NAEFIREREFIERNZE M

=RZ%® Amazon REF2E., fEN Amazon BF , BAIUZRTEANFREASHLLHBBALNE
SRMAZRNEFEHR ORI MELEN,

L2 RN HEEE Amazon NFRE. TEXEENREFHRANCHLZEENEPNR SN

« =TR%E — Amazon ARRPESFIEIT Amazon FREHIERZE# Amazon Web Services =o
Amazon RN ERUAIURLFEANERES. EIN—FH2 , E=AFIHTEHUNAMNBIERNLEH
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D HEE N ARS .

« TIREE-BHTEBREERD Amazon [RSRE. BEFENHMEARNT , SHEEN BRI
. BRANERANERREREN,

BSOS RE B8 T SR INAIEE A ARC YA STAERBEER, ITEFHE T AAEE ARC LUSRIA
WEEMMERE BT, LRSS mMEAEM Amazon BRSSRA B E K IZMERF K ARC BIR.
£

« Amazon B A% F IR & 12 &l P N BIERE

« @A T Amazon M EARFREEEI2S ( ARC ) B Identity and Access Management

- ARC iy BEIERF I

« Amazon N AREFIREZEH RN SRR

« Amazon M AREFIRE R G FHREIHT

« Amazon NAERFMREEFSRFHEMRHELZSM

Amazon N FFE Fr ik E 2 %l 25 1 Y SR AR I

Amazon Z EFREEEER T Amazon NARFREREHSRFHEERY . WAEEFTIR Amazon |,
ARRIPZEITRERNRTNEIREMZEN Amazon Web Services =, B m4P N ITETIEMER L
HRBRIEE, BEATREFTERM Amazon Web Services RS MZEEMERES ., BXHKER
MNEZER , FSRBERLE LR,

HFHBERPEN , RNBIUERH Amazon Web Services i EE H A Amazon IAM Identity
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TEHIERRMENNIR, EEWEES AT AR HIE
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s NENMNKFFERZESHRIE (MFA)
« T SSL/TLS 5 Amazon ®#REE. RMNEXREH TLS 1.2, BiUfEA TLS 1.3,

« FHIRE API FIAFESN B & Amazon CloudTraile B CloudTrail IRERIEIR Amazon SEZIHY
8 , 2@ (Amazon CloudTrail A #88) FHIEAR CloudTrail ¥R

- £ Amazon NEZFERFRUARE PG RIAZ £1EH Amazon Web Services fRS .

- FRASRIEERZRLRS ( HlI0 Amazon Macie ) , EBBITF X FRIFZ#E Amazon S3 Y BLRE
« WMREHE Amazon BE B TITRER API #HITHRINEELT FIPS 140-3 RIEM MBER | FEH
FIPS it R BXx<THMN FIPS mRNEZEE |, 5SH (XERIPEELEIRAL (FIPS ) 5 140-3

W) https://www.amazonaws.cn/compliance/fips/o

BB ENEEERBBER (MEEFNE TRt ) MANESHEEEERANAKRFTER

( MBMHEFEER ) . XEFEE Amazon Web Services fRS fEAEHIA. APl 55 ARC s H A S 1ERT
Amazon SDKs, Amazon CLIIEATEMHWHFREH ERABAXNAFTE M ANTARERTEESAT
ITRRZHAE, MRERATRS RS URL , sAZIRNEFREE Rt P EEEIEEBERBIEN %
B 2R HViE R,

AN
Amazon R AR FRERHBFHRNEFREELABSNE,

&5 &

EENMNRSIRP , A TLS XtEHH Amazon N ARF RS EHIZRHN & F B R 0@ A3 1T INE

BT Amazon B AREFIREEHIZE ( ARC ) B Identity and
Access Management

Amazon Identity and Access Management (IAM) Amazon Web Services fRSS A HEBIEE A 24 i
#3+ Amazon BRI GRINR, 1AM BB REEHTUABENBHRIE ( BF ) MBI ( EGNR ) £
A ARC BRI AR, EAILAEER IAM Amazon Web Services RS , TEXFHNTEH,

Z X

& 53X Amazon Identity and Access Management (IAM) Ri&H AGETM R :
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- REAF  MREFTEFRITNEE , BNEE AL ERNR (EZHAmazon NAEFIRE =G =R
(ARC ) S5 Ry RIBHEE )

- REEER  BEAFPBRINBEHERNRIER (ESHAmazon NAREFIRERFIE (ARC) Ih
REIN S IAM £51EA )

« IAMEER : FERATEBRLRNREKE (ESMAmazon NAREFIREEFE (ARC) ET S
2 Y R B R BI )

£ & 0 21T B DI IE

SRRBILRE Amazon EASHEILREFMNAR. B4HEL IAM AP 5431754 %RIE Amazon Web
Services IKFRAF , EBLEF IAM B3 1T H BRI,

M FimIEHE , Amazon =24t SDK # CLI KX ER#ITNBZL R, BXEZER | H3H (IAM BF
¥5m) PHEAT APl i&EREAmazon LLZRAK 4,

Amazon Web Services &~ root i F°

BIZE B Amazon Web Services I8 |, 528 —1MN8 8 Amazon Web Services K root A Y& %
514, Z5HAUTELIFRIFFERIR Amazon Web Services BR% MER. RIVBIIBNAEFAR
AP#THEERS. BEXEERAFEILENMES , 555 (AM AFER) PHNEZERE AP EIENE

Fo

FERBEXER , ERARRAFERES D RHENERKS & RIS 82 Amazon Web Services fRS5 £/
e BE PR AT R]

RESOREXBENDIE R, Web FARMEEM A Amazon Directory Service , & Amazon
Web Services R%5 AR B FHRNERHTHEANAF . KRESHRATREGNZIENAR,
IAM i P fE4A

IAM AF RN ENMAGSENARFEERENRN —1MNEH. BiIUEAIKREIE  mMIFEFKIEILE
B IAM AF. BXEZER  ESR IAM AFPFERETPNER AL FEASHOREFNEKS B HRIE
= 88 Amazon £ F I BsHE B3 1T AR .

IAM EiEE—4A IAM AP ETERNN ARBRAFHITNEREER, AXESEE , HZH (AM A
FIEmE) /Y IAM A6 b,
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IAM B

IAM AEREERENRNER , TREREIE. SUBINAFYERE IAM A6 (BFE ) =
@M Amazon CLI = Amazon APl RERRABE., EXEZEE , BZH (IAM AFiEm) By
EABHNEE.

IAM e TIREAFIER. ke IAM BFRIR, BKFHR, BRSHRNAKRE Amazon EiE1TH
MARFHFEER. EC2CEXESZER , H2H (IAM BFERE) FH 1AM FEVEEIKS R IR

£ F SR E IR 1 ]

A1 LA Amazon B3I 62 K e 3 H T N2l Amazon s RIFERZEHE PR HRINER. REEXL TS
SO WARRKIHNR, Amazon EEFHARHFERMTERILER R, KSEHRBEEL JSON X
By Amazon FEXFHEEH. BX JSON RBNENESEE , S5 (IAM AFER) S8 JSON &
BRI

EERAERARE , B E A E AR B LS4 T BLE R RN T HEREREEERNIE R

o

N

MANBERT , ARFMARRENR, IAM EER 62 IAM REFRERIZ AT , REAFAILEE
EXEAG, IAMRBEENER , BHITREMANG ETX.

ET BRI REE
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E T RIFRAYREE
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
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